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MaHyan
1. 3aknagka Status

1. SAK/IAAKA STATUS

1.1. Device Info — 6a3oBaa nHpopmayua 06 ycrpoiicree

Status Network Securi Application Management
Status Mty | App e

Device Basic Info

Device Basic Info
Device model: QONT-9-4G-2v-1W
Device Mark No. 001fce-001fcefasSthe
Hardware Version: STDHGU-1.0
Software Version: 1.0.03.1607061537
CFE Version: CFE=1.0.38-117.80

1.2. Network Info — coctoaHue cetu

1.2.1 Wan info — cocToaHue nogknoueHunii

Status

WAN Info  waN Info

Diagnose

xPON Info
Interface Description Type |VianMuwad |viango21p | 1aMp | maT | 1Pws | mD Status Q| D
Address | Address
veip0.1 | 2_VOIP_INTERNET_R_VID 55 | Router 55 Disable |Enable | Enable | Disable | Disable | Unconfigured
veip0.2 3_VIOIP_R_VID_3500 Router 3500 Disable |Enable | Disable | Disable | Disable | Unconfigured
Network Info

Interface | Default Gateway | Subnet Mask | DNS Server | IPw6 Default GW | IPv6 DNS Server

veipl.1 0.0.0.0 0.0.0.0
veipl.2 10.150.0.1 255.255.255.0 | 8.8.8.8,8.8.8.8
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1.3. xPON Info — coctoaHue PON

Status
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WAN Info
xPON Info GPON Info

1.4. User Info — nHpopmauma o NoaKNIOUYEHHDbIX KIUEeHTaX

Temperature{=C): 45, 707031

Voltage(V): 3.231900

Current{mA): 16.059999

Send Power({dBm): 3.136774

Receive Power(dBm): -14.522253

Receive & Send Info

Interface Receive Send

Bytes | Fragments | Frames | Messages | DroppedFrames | AcceptedMcastFrames | DroppedMcastFrames | Bytes | Framents | Frame | Mes:

GPON | 14208 0 296 0 0 0 0 15548 0 299
OMCI | 14208 295 296 0 0 0 14352 0 0

NHdopmaLma o nogKnoueHnax no 6ecnpoBoLHOM ceTu

Status

Diagnose

WLAN Interface
LAN Interface
USB Interface

WLAN Interface Info

WLAN Connection Status: Enable

Channel: 1

S5ID-1 Mame: FTTH1

SSID-1 Security Status: Disable

S5ID-2 Mame: FTTH2

S5ID-2 Security Status: Disable

55ID-3 Mame: FTTH3

SSID-3 Security Status: Disable

S5ID-4 Mame: FTTH4

S5ID-4 Security Status: Disable
Receive/Send Info

Interface Receive Send

Bytes |Pkis |Ermrs|Drops|Bytes Pkts  |Errs|Drops

Wireless | 803724| 10083] 0 0 2444891 215130 |0

MHdopmauma no noakntodeHmax yepes Ethernet nopTbl
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Status Network Securi Application Management Diagnose Hel
Status ty PP g q P
WLAN Interface Gateway Info
LAN Interface
LAN TPv4 Address: 192.168.1.1
USB Interface 1P Address:
LAN 1PvE Address:
MAC Address: 00:1F:CE:FA:5F:BC
Receive/Send Info
Receive Send
Interface
Bytes Pkts Errs | Drops | Bytes Pkts Errs | Drops
LANL 5148562 | 57284 0 0 19607103 | 64328| 0 0
LANZ 0 0 0|0 0 0 0 |o
LANZ 0 0 0 |o 0 0 0 |o
LANS 0 0 0 |o 0 0 0 |o
LAN Device Info
IP Address | MAC Address Device
Type
192.168.1.2 | c4:12:f5:d4:ae:47 | Computer
1.5. VoIP Info — cocTtoaHune nogknoueHus K cepsucy VolP
Status Network Securi Application Management Diagnose Hel
Status ty Lk 2 al E
VolIP Info VoIP Info
Name Linel Line2
Registering status Registered Reqistered
User status Idle Idle
Phone No. 103 104

1.6. TRO69 Status — coctoaHue nogkntoyeHUA K cepsepy TR69

Status Network Security Application Management Diagnose

| Devicelnfo | Networkinfo | Userinfo | VolPinfo | TRogoStatus | |

TR069 Connect Inform sending status:

Configuration Inform data is fail to be verified

Accept ITMS connection request status:

Remote connection procedure initiated by ITMS is interrupted
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2. SAK/TAAKA NETWORK

2.1. — Internet - co3gaHue noaKNOYEHNA

Internet

LAN VLAN

Multicast LAN
VLAN

WAN Settings

Configure the WAN parameters.

Uplink Mode- GPON

Connection Name: [ 2_VOIP_INTERNET_R_VID_35

Mode.
Protocol Mode.
@) DHCP Automatically obtain an IP address from your ISP
() Static Configure a static IP address supplied by your ISP
) PRRGE Select this option if your ISP uses PPPoE
MTL: [1492 ]
NAT: |
Enzhle Vlan: =
vian ID: B
802, 1p-
VLAN Mode: Tag ~
Sarvice Mode: [vore_mvTERNET |
Port Binding:
Oreort_1 Orort_2
Oport 3 Opart 4
Owitaniss1og) Clwian(ssoz)
[CIwian(5510:3) CJwian{s5104)

Moke: The bound port can not be shared by different WAN connections, and the
last binding operation will cover the previous one!

Save/Apply I EI

B none Connection Name Bbibupaem nyHKT Add WAN Connection

[anee BbibUpaem pexxnm noaknoueHns B none Mode — Bridge nnum Route
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2.2. - Pexxum Bridge

Application Management Diagnose
Internet | LAN Settings WLAN TROGS SNMP Qos Time Server Route

Internet WAN Settings
'—_AN L Configure the WAN parameters.
Multicast LAN
VLAN

Uplink Mode:

Connection Name: |2_VOIF_INTERNET_R_VID_35

Mode

MTU. [1s00 ]

Enable vian:

Vlan ID- :

802.1p-

VLAN Mods-: Tag e

Sarvice Mode:

Port Binding:

Orort_1 Oport_2
Orort_3 Opert_4
Owian({ssipy) O wian(ssipz)
[ wian{ssinz) [ wian(ss1D4)

Mote: The bound port can not be shared by different WAN connections, and the
last binding operation will cover the previous one!

Save/Apply I Del I

B naHHom pexkume ONT paboTaeT Kak KommyTaTop. [lasee onvcaHune nonen.
MTU — maximal transfer unit — makcMmanbHbIM pasmep nakeTa
Enable Vlan : BKA\BbIKA NOAAEPKKM BNAHOB

Vlan ID : Ecnv noppeprKKa BNAHOB BK/HOYEHA, TO B 3TOM MNOJIE MULLIEM HYXKHbI HaM B/1aH.
802.1p : HasHauyaem npuoputeT(QOS)

VLAN Mode : Bbibupaem pexxkum paboTbl BNaHa

Transparent — nponyckaTb Teru B NakeTax

Tag — CHAMATb Tar NPY NPOXOXKAEHUN NaKeTa.
Service Mode : B faHHOM peXKnme 3TO Noae POanN He UrpaerT.

Port Binding : HasHauyaem NOPT K KOTOPOMY MNpPUBA3aHO AaHHOE MOAK/AYeHue (ecnm He
yKasaTb HUYEro, To NoAKNtoYeHne byaeT paboTaTb Ha BCcex NopTax)
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2.3. - Pexxum Route

Status Network Security Application Management Diagnose Hel
Internet

Internet WAN Settings
LAN VLAN Configure the WAN parameters.
Multicast LAN
VLAN

Uplink Mode- GFON v

Connection Name:  [2_VOIF_INTERNET &_VID 35

Mod.

Protocol Mode:

® pHep Automatically obtain an IP address from your ISP
() Static Configure a static IP address supplied by your ISP
) pppoE Select this option if your ISP uses PPPoE

MTU. [1452 |

NAT-

Enable Vian:

vizan ID: 1

802.1p-

VLAN Mode: Tag hd

Service Mode: VOIP_INTEENET Vl

Port Binding:

Oeort_1 O port_2

Orort_3 Opert_a

O wizn{ssio1) O wian(ssioz)

O wizn{ssioz) O wian(ssio)

HNote: The bound port can not be shared by different WAN connections, and the
last binding operation will cover the previous one!

Save/Apply I D_EII

Protocol Mode : gbibupaem no kakomy npomokosay bydem pabomame OaHHOE NOOKAYEeHUEe
IPv4 unu IPv6

Lanee sbibupaem cnocob nodkaveHUsA K cemu nposatidepa

DHCP - Automatically obtain an IP address from your ISP

Static - Configure a static IP address supplied by your ISP

PPPoE - Select this option if your ISP uses PPPoE

MTU : maximal transfer unit — makcumareHeoll pazmep nakema

NAT : Ucnonsezoseame unu He ucrnons3dosams NAT
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Enable Vlan : BKA\BbIKA NOAAEPKKM BNAHOB

Vlan ID : Ecnv nogaep’kKa BNaHOB BKAOYEHA, TO B 3TOM MO/ MULLEM HYXKHbIA Ham BAaH.
802.1p : HasHauyaem npuoputet (QOS)

VLAN Mode : Bbibupaem peknum paboTbl BNaHa
TyT paboTaeT T0/1bKO 1 pexkum -> Tag — CHAMATb Tar NPU NPOXOXKAEHMM NAKeTA.

Service Mode : pexxum paboTbl NOAKNOYEHMUA
TROGS
TROGBS_VOIP
TROG6S_INTEENET
VOIP
VOIP_INTERKET
INTERNET
Other

Port Binding : MpuBsa3Ka NOAKAOYEHNS K NOPTY.

Mocne Bcex U3MeHeHnn 0b6s3aTeNbHO HaXKaTb KHOMKY “Save/Apply”
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2.4. Lan Vlan — HacTpoWKu TpaHcaupoBaHua VLAN

u" :‘.'.‘E'FF‘:T.' Logout
Status Metwork Security Application Management Diagnose Help
Setwork | Internet | LANSettings | WLAN | TRO69 | SNMP | QoS | Time Server |
Internet Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN Advanced Mode Settings I
VLAN

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

MNotice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Select 2 LAN port:

Enable VLAN Mode

Received VLAN ID Translation VLAN ID

MNotice: When Received/Translation VLAN ID is 0, it means that received/translation packet without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it means there is a VLAN trunk rule.
When Received VLAN ID is different with Translation VLAN ID, it means there is 3 VLAN translate rule.

by Save

JaHHble HaCTPOMKM NPUMEHSAIOTCA ANA TpaHCcAMpoBaHusa ogHoro VLAN B gpyroii.
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2.5. Multicast Lan Vlan - Hactpoilikm TpaHcampoBaHua VLAN pgna
MHOroaApecHoro BeLwaHusa

Internet Local Area Network (LAN) Multicast VLAN Basic Settings
LAN VLAN

MulticastLAN  Seect 2 Lan port:

VLAN
Enable VLAN Mode

Received VLAN ID Translation VLAN ID

[0 Enable VLAN Cross

Motice: When Received/Translation VLAN ID is 0, it's mean that received/translation packet without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it's mean there is 3 VLAN trunk rule.
When Received VLAN ID is difference with Translation VLAN ID, it's mean there is a VLAN translate

rule.

Apply/Save I

JaHHble HaCTPOMKM NPUMEHAIOTCA ANA TpaHcAnpoBaHuA multicast VLAN B apyroi.
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2.6. LAN Settings - HacTpoiKku noKkanbHou cetn

2.6.1 HacTpoiku cetn gna npotoKonoa IPv4
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Application
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Management Diagnose

Rate Limited
Loop Test

LAN Settings

IP Address:
Subnet Mask:

) Disable DHCP server
® Enable DHCP s=rver

Beginning IP Address:
Ending IP Address:
Subnat Maszk:

Lease Time:

DNS Manual:

Primary DNS:
Sacondary DNS:

132.168.1.1

255.255.255.0

152.168.1.2

152.168.1.254

255,255.255.0

One Day kv

Reserved IP address

Configure the IP address and subnet mask of the LAN access ports of the CPE. Click "Save/Apply” button to save
the LAN configuration.

Select "Add" or "Del” to configure reserved IP allocations in the DHCP server.
MNote: A maximum of 10 reserved IP address are allowed. (Local IP and MAC will not occupy the quota)

MAC Address

IP Address

Del

00:1fice:fa:Shbe

152.168.1.1

Add Del

Save/Apply

Ha aToli cTpaHuue mbl 3aaaem IP aapec Bo BHyTpPeHHel ceTn aboHeHTa

BkntoueHue, BbiKNtOYEeHME N HacTpoliku DHCP cepBepa 4na BHYTPEHHEN ceTu.

PesepsupoBaHume agpecos No mak agpecy gna sblgadym DHCP cepsepom.
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2.7. HactpoiKu cetu ana npotokona IPv6

Application Management Diagnose

IPv4 IPv6 LAN address distribution
IPvE Attention: When DHCP status mode = ON; if the prefix length is less than &4 and address compression ™::" is
not supported, please input the complete address. Such as "0:0:0:2", do NOT abbreviate the address. Example
Rate Limited "2t
Loop Test LAN static IPv6 address setting

IPvE static address(Prefix should be set, such as MDD::I}M)::

IPv6 LAN Applications
Enabla DHCPYE Sarver

® ctateless

O stateful
Starting Interface ID:|0:0:0:2
Ending Interface ID: |0:0:0:254

Leasz Time(Hours):

Enabling Radvd
[ Enable ULA Prafix Advertisement

O
Preferred Life Time {hour):

Valid Life Time (hour):
Save/Apply I

2.8. Rate limit — HacTpoMKKu ckopocTu Ha ethernet noptax

Application Management Diagnose

IBvE LAN Rate Limited

Rate Limited e b ke
Loop Test LaN2: I:I kbys
tanz: o | kbjs

tang: o | kors

Save/Apply

2.9. NpoBepka Ha Hannuue neTtenb.

Status Application Management Diagnose
IPv4 Loop Test
IPvG
Rate Limited

Loop Test Enable Loop Test

SavelApply
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2.10. WLAN - HacTpoku WiFi

2.10.1 WLAN Basic — ba3oBble HacTpoiiku WiFI

Application
Internet LAN Settings WLAN | TROG9 SNMP Qos Time Server Route

WLAN Basic Wireless -- Basic

s :
ecurity This page is used to configure basic features of wireless LAN port. Induding enable or disable wireless LAN port,

WLAN Advanced hide SSID from being scaned by AP, set wireless network name (SSID), set channel frequency according to
Station Info different country standards and so on.
tation In Click on "Save/Apply" to take effect the basic configuration of wireless.

Enable Wireless

[0 Hide Access Point

[1 dlients Isolation

[ Disable WMM Advertise

[] Enable Wireless Multicast Forwarding (WMF)

551D |FTTHL |
BSSID: 00:1F:CE:FA:5F:BD
Country:  [UNITED STATES v

Max Clients: [16 |

Wireless - Virtual Interface:

Enabled SSID Hidden|s013te Ef-?ﬁ'ﬁ'f (I
Clients advertise| WMF Clients

O |z o o 1o O | Jjwa

O |Fos o o 1o O | Jjwa

[ |G o o 1o O (s Jjwa

SEVEJApplvl

Enable Wireless — Bkn\Bbikn WiFi
Hide Access Point — cKpbITb 13 06HapYKeHMUA TOYKY A40CTyNa

Clients Isolation — U3onauma kKnmMeHTOB (NOAKAOYEHHbIE YCTPOMCTBA He 6yayT BUAETb ApYyr
Apyra)

Disable WMM Advertise — BbikntoueHne WMM (Wi-Fi Multimedia)

Enable Wireless Multicast Forwarding (WMF) — PaspelueHue TpaHcauMpoBaHusa multicast
notokos Yyepe3 WiFi

SSID: - uma ceTu
BSSID: 00:1F:CE:FA:5F:BD - mak agpec TO4KK gocTtyna
Country: -cTpaHa HaxoXAeHNA

Max Clients: - paspeleHHbI MaKCUMYM KIMEHTOB
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2.11. Security — HacTpouKu 6e3onacHocTn 6ecnpoBoaHoO ceTn

Network Status Network Security Application Management Diagnose Help
_ Internet | LANSeftings | WLAN | TROG9 | SNMP | QoS | TimeServer |  Route |
WLAN Basic WLAN Config - Security
Security

This page is used to configure the security of wireless LAN interface. Including WPS onfoff, authentication
WLAN Advanced methods, data encryption,
Station Info Wi-F authentication key, key length and so on.

WPS Setup

Enable WPs Disahled v

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and spedfy the encryption

strength.

Click "Apply/Save" when done.

Select S5ID:

Network Authentication: |0]:|en hd
WEP Encryption:

Save/Apply I
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2.12. WLAN Advanced - lNMpoaBuHyTble HAaCTPONKU becnpoBogHOM ceTn

WLAN Basic
Security

WLAN Advanced
Station Info

Wireless -- Advanced

This page is used to configure advanced features of wireless LAN port. Including speed, TRS, power-saving
mode, access point beacons, ¥Press mode and so on.
Click "Save/Apply" to take effect advanced configurations of wireless.

Band:

Channel:

Auto Channel Timer(min)
BOZ.11n/EWC:

Bandwidth:

Control Sideband:

802.11n Rake:

802.11n Protection:

Support 802.11n Client Only:
RIFS Advertisement:

DESS Coesastence:

RX Chain Power Save:

R¥ Chain Power Save Quist Time:
R¥ Chain Power Save PPS:
E4g9™ Rate:

Multicast Rate:

Bazic Rate:

Fragmentation Threshold:
RTS Threshold:

DTIM Interval:

Beacon Interval:

Global Max Clients:

¥Prass™ Technology:
Transmit Power:

WMM{Wi-Fi Multimedia):
WHMM No Acknowledgement:
WHMM APSD:

2 4gHz v
Auto

0

Autc e

20MHz ~

Lowar

Current: 1 (interference: acceptable)

Current: 20MHz
Current: NfA

Auto

T

Auto

Dizable

Dizable

1 Mbps

Auto e

Power Save status: Full Power

Default

2346

2347

1

100

16

Dizabled

100% ~

Enablsd

Dizabled ™

Enablsd ~~

Save/Apply |
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2.13. Station Info — cocToaHUe noaKAOUEHUA.

WLAN Basic Wireless -- Authenticated Stations

SEETY This page shows authenticated wireless stations and their status.

WLAN Advanced
Station Info

| HA.Cl Ass:ociatedl Authorized |551D |Inberfane |

........
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2.14. TR69 — HacTpOiKKU NnogKAtoueHUn K cepsepy TR-69

Status Application Management Diagnose

ITMS Server TR-069 Client Configuration

LAt WAN Management Protocol (TR-069) allows the auto-configuration server (ACS) to do automatic configuration

and diagnostics of this device.

Set values as you need, and click "Apply/Save” to configure the TR-069 dient options.

Inform ® Disable O Enable
Secura Link: Certificate Import I
Inform Interval: 300

ACS URL:

ACS User Mame: admin

ACS Password: T

WAN Interface used by TR-06% client: Any WAN v

Display SOAP messages on serial console (® Disable O Enzable

Connection Request Authentication

Connection Request User Name: admin

Connection Request Password: senes
Connection Request URL:

Apply/Save I GetRPCMethods I
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2.15. SNMP settings — HacTpoitku SNMP
@® ) QTECH
S Logout

SNMP Setting EITE - Configuration

Simple Network Management Protocol (SMMP) allows a management application to retrieve statistics and status
from the SNMP agent in this device.

Select the desired values and dick "Apply” to configure the SNMP options.

SHMP Agent (8 Disable () Enable

Read Community: public
Set Community: privake
System Name: FTTH
System Location: unknowm
System Contadt: unknown
Trap Manager IP: 0.0.0.0
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2.16. QOS — Hactpoiku QOS (kauecTBO 06CNyKUBaHUA).
Status Network Security Application Management Diagnose Help
SEANOrK | internet | LANSettings | WLAN | TROGS | SNMP | QoS | TimeServer |  Route |
L Mode Row: [oTER ~]
Enable QoS: [l
Upstream bandwidth{kfps): D
Queue Precedence: - Priority O wWrr O car
Enable DSCP: O
Enable 802.1P: ® Disable O Unchange O Replace
Cueus Priority
1 Highest
2 High
3 Medium
4 ” Low
5 Low
3] Low
7 Low
g Low
Service Name || Qusus
—
—
" Type || Value || Protocol || Queus ” DSCP " 802

Add Class Type

. QTECH | www.qtech.ru
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2.17. Time Server — HaCTPOMKM cepBepa BpeMeEHMU

Time Setting

Time Server

Status

Application Management

This page allows you to configure time related parameters of your router.

Automatically synchronize with an internet time server

The first NTP time server: |tin:e. nist. gov

The second NTP time server:|ntpl. tummy. com

The third NTP time server:  |0ther

ntp2.stratumil.ru

The fourth NTP time server: [Nons

The fifth NTP time server:  |Nons

] <«

Diagnose

Timezene: [(eHT+02:00) Moscow, 3t.

Petersburg, Volsosrad

QTECH |
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2.18. Route — HacTpoiKa CTaTUYECKUX MapLUPYTOB
Network Status Network Security Application Management Diagnose Help
_ intemet | LANSettings | WLAN | TR0 | SNMP | QoS | TimeServer |  Route

Static Route Routing - Static Route (A maximum 32 entries can be configured)

NOTE: For system created route, the 'Remove’ checkbox is disabled.

| IF Version ID*:'I:II",r Prefixl ength |Ga'bewav| Inlerf-.:ic\el melricl Remove |

&I F'.erncwel
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3. SAK/IAAKA SECURITY

3.1. URL Filter — ®unbTpayus nHTepHeT-agpecos

Application Management Diagnose

|_URLFilter | Firewall | MACFilter | PortFilter |

URL Filter URL Filter -- Please select the list type and set the rules. 100 rules supported at most.

Security

Enable URL Filter
URL List Mode : @@ Black st O White List

LIRLAddresslPurtlDeIl

Add  Del

3.2. Firewall — ®aepBonn

YpOBHM 3aWMTbI

Status Network

Securty L ——

Security Level
DoS Protect

Select the Firewall Level:
Low: Protect nothing;
Medium:Denial of Service protections;

High: Forbid ICMP Input, Forbid Port Scan, Denial of Service protections;

Firewvall Level: Low e

[ service | wan>Lan JLan->wan]

Save/Apply

3awmTa ot DoS aTakK

Security Level DoS Protection
DoS Protect
DOS is used to prevent security attacks aimed at crippling the CPE operation and affecting user services.

O Disable ® Enable OK

. QTECH | www.qtech.ru
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3.3. MAC Filter — dunbTpauma Mak agpecos
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MAC Filter

MAC Address Filter:

Filter Mode:

MAC Address:
(rornoeconood)

Add MAC Address Filter Rules

O Enable

® Black List

I

® Disable

O white List

Add

MAC Address

Del

3.4. Port Filter — ®unbrpauua nopros TCP\IP, UDP.

SRy | . Filter Mode: BlackList
savelaffect
Port Id Filter Mode
Port_1 BlackList
Part_2 BlackList
Port_3 BlackList
Port_4 BlackList

Filter Configuration:

Port 1d:
Filker Direction
EthType S-MAC D-MAC S-IP D-IP Protocod S-Port D-Port
Select Fitter Type O O O oo oo o
Ethernst Type: d
Src MAC: :ku:n::xx:xx:xx:xx}
Dist MAC: :{u:xx:xx:xx:xx:xx}
Protocol: [ Jo
Src Port: I I"I I
Dst Port: | |- |
Add
;::rl Direction | EthType | SrcMac DstMac Srclp Distlp IpProtocel | SrcStartPort | SrcEndPort | DetStartPort | DstEndPort

. QTECH | www.qtech.ru
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4. 3SAKTAAKA APPLICATION

4.1. NAT - HacTpoiiku NAT

4.1.1 ALG - HacTpoiiku wnto3a gNs YPOBHA NPUNOKEHUNA.

Application
ALG Application-level Gateway Settings
Lo Select ALG:

Virtual Server
Enable H.323

Enable SIP

El

Enable RTSP

E

Enable IPSEC

Enable FTP

El

Enable L2TP

E

SavelApply

BrkntoyeHuit paapemeHMVl ANnA NPOTOKO/0B nepeaayvyn gaHHbIX

4.2. DMZ — HaCTpOMKMU «4EeMUNUTAPU30OBAHHOM 30HbI»

- . Status
Application
ALG NAT - DMZ host
DMZ

The CPE Router will send all WAN packets which are not incuded on the allowed list of the virtual server to the
Virtual Server Demilitarised Zone. Input the DMZ Host IP address and click Save/Apply to activate the DMZ host. Clear the IP
address and dlick Save/Apply to deactivate the DMZ host.

oMzhostPaddress. [ ]

SavelApply
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4.3. Virtual Server — HacTpoiiku BUpPTYyaNbHOro cepsepa

= = Status Network Securi ication Management Diagnose Hel
Application v . - e
. NAT | uewe |  vor | 1GMP | MACLimited | mD | other | |
ALG NAT -- Virtual Servers Setup

Lo Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to
Virtual Server the Internal server with private IP address on the LAN side. The Internal port is required only if the external port
needs to be converted to a different port number used by the server on the LAN side. A maximum 32 entries can

be configured.
Add | Remave |

Server External Port External Port Protocol Internal Port Internal Port | Server IP WAN
Name Start End Start End Address Interface

Remave

4.4. UPNP - BkntoueHnue Universal Plug & Play

Enabla UPnP

SavelApply

. QTECH | www.qtech.ru

MUP [OOCTYNHEE



MaHyan
4. 3aknapgKa Application 29

4.5. VolP

4.5.1 General settings — OcHOBHble HacTpoiKku VolP

Status Network Security Application | Management Diagnose Help

 NaT_ | wpNP_ | volP | 16MP | MACLimited | MLD | other |

Global Basic Settings

Application

General Settings
VolP Advanced
VolP Debug

Input the VoIP service SIP parameters and select Start to apply the settings and start the SIP registrations
process. Select Stop to prevent SIP registration from occurring. Select Restart to reinitialise the SIP registration
with the current settings.

Signalling Protocol: NDI:ice: It will be taken effect after reboot.)

[Nute: You must restart the VoIP service for the settings to take effect.)

Interface Name:

Region : [czH - czece — |(Mote: You must restart the VoIP service for the settings to

take effect.)
Prosy Server: 10.150.0.1 Port:] 5060
External Proxy Server: 10.150.0.1 Porty 5060
Registering Server: 10.150.0.1 Porty 5060

Port Base Settings
MNote: User ID maybe phone number or username of SIP server, ask it from your ISP, please.

Line Phonel Phone2
User ID |203 || |04 |
Display name | [103 || o2 |
Auth Username | |103 || |04 |
Auth Password |[ees [[ree 1
ptime Settings 20
Anply | Start | Stop | Default Settings |

Signalling Protocol: - npoToKkon curHannsauui

Interface Name: - umAa nogknoyeHus, yepes Kotopoe byaet paboTatsb VolP
Region : - perMoH nogknoveHmn

Proxy Server: - npoKcu cepsep

External Proxy Server: - o6aBOYHbIN NPOKCKU cepBep

Registering Server: - cepsep permcrpaumm

Port Base Settings — HacTpoliku TeiepOHHbIX NOPTOB.

Line Phonel Phone2

User ID — Homep TenedoHa

Display name — oTobpaxkaemoe nmsa

Auth Username — Uma nonb3oBatensa ansa ayteHTudurKaumnm Ha cepsepe VolP
Auth Password — naposb.

ptime Settings - paamep RTP-nakeTa

@ J) QTECH |
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4.6. VolP Advanced — npogBuHyTbie HacTpouKku VolP

Application

General Settings
VolP Advanced
VolP Debug

VoIP advanced settings

SIP Transpart Promocol:
T38 Fax Enable:

Echo Canceller Enable:
Dial Plan:

DTMF Moda:
PRC2833PT(96~127):
HeartBest Enable:
HeartBeat Cyde.
HeartBeat Count:
Ourgain:

Ingain:

SIP Register Intarval:
Reregister failed and retry interval:

Call Progress Tone

Dial Tone Duration (10~20):

Short Digit Timer {4~30):

Busy tone Duration (30-~180):
Howler tone Duration {30~-180):
RingBack Tona Duration {30~120]:
RingMax Duration]30~120):
CallWait Duration(12~30):

Codec Priority Settings

Encodear priority 1] |6. 7

@l [@
£l
flE
1 IS

Encodear priority 2

Encodar priovity 2 | (6. 728a w

Encoder priority 4

)
]
ol
-
4

Call Addition Function

@

sibbibbbidallibii ididbiaiag
rresaeeeeey

g resseos

Line Li

A

Lin=2

Call Wait

O

Call Confersnce

O

O

Warm Line

O

Warm Line Tmeowt |0

Warm Line Number ||

ChwdUncond

O

Cfwdlncond Number | |

CodBusy

O

CfwdBusy Numbzr ||

ChwdNoAns

O

ChwdNoAns Timeout |[30

CfwdMNoAns Number ||

Call Transfer

=

Unattended(E{F0~3) | [E77

| [=

Attended(E/F0-5)  |[E7E

|||E78

RTP Transfer Sefting

Line Linel

Audio port | |B000

| TN

T.38 port | [5000

|

@ ) QTECH |

MUP [OOCTYNHEE

www.qtech.ru

30



1] TR T EATERTE =

P—TTTTT
i NSRRI L 0O !
il

MaHyan
4. 3aknapgKa Application 31

4.7. VolP Debug — otnaagka VolP

Application

General Settings WolP General Settings I

VolP Advanced

VoIP Advanced |
VolP Debug

VoIP Debug Testing

SIP log server IP Address:

SIP log server port: 0
Vodsl Console Log Level:
[Line [ =z

[vap supeer]| &1 || 1 |

Ingress gain |D_\/| |I.'}I_v|
Egress gain ,D—\/| lﬂl—vl

4.8. IGMP - Hactpoiku IGMP

4.8.1 IGMP SNOOPING - BkntoueHue ¢pyHKuum IGMP SNOOPING

- . Status Management Diagnose
Application
IGMP SNOOPING IGMP Snooping Setting
IGMP PROXY

This page allows you to enable or disable the IGMP Snooping function.
Enable IGMP Snooping

Ignore 55M Limiting

Save/Apply

. QTECH | www.qtech.ru
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4.9. IGMP PROXY

- - Status Management Diagnose
Application
IGMP SNOOPING IGMP Proxy Setting
IGMP PROXY

The IGMP proxy function allows users in LAN to use the internet multimedia services.
IGMP Setting

This page allows you to enable IGMP proxy for a specified WAN connection.

Internet Conmect Enable IGMP Proxy
2_VOIP_INTERNET_R_VID_55
Default IGMP Version: vE v
Save/Apply

HacTpoikn npokcupoBaHus ans IPTV. Bbibop noakntodeHus, B KoTopom bypetr paboTatb
dyHKUMoHan IGMP PROXY

4.10. MAC Limited

Management Diagnose

Application |——— ————— 1 gy—y——

MAC Limited

MAC Aging time

MAC Aging:

MAC Address Limited

Total:
P —
P C—
P —
na: o]
SavelApply

OrpaHuYeHne BPEMEHM KU3HU M KOIMYECTBA MaK aZpecoB Ha NOPTax yCTPOMCTBA
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4.11. MLD

Application

MLD SNOOPING MLD Snooping Settings
MLD PROXY

The Multicast Listener Discovery (MLD) Snooping feature for IPv6 can be enabled here. MLD is used by IPvG
routers for discovering Multicast listeners on a directly attached link.

MLD Snooping Enabling

SavelApply
Hactpoikn MLD
4.12. Other

4.12.1 Family Storage — ¢aitnosoe xpaHunuwe

Application

Family Storage Server Status

IPTV
FTP Server: On | Refresh

USBE Download

File storage directory: |¥0 USE storase device found | fxdown

Usemname: | | Password: | | Port: | |

Remote URL: | Download

4.13. IPTV — HaCTPOMKM BeLaHuA.

Application

Family Storage Public multicast VLAN
SN Please select the public multicast VLAN network connedtion, input the the public multicast VLAN ID. dick
"Save/Apply” and reboot the device, then you are able to enable/disable the public multicast VLAN function.

A value of -1 indicates to disable the public multicast VLAN function.

Connection Mame:  |2_VOIF_INTERNET_R_VID_53 |
Pl mulcest

VLAN:

Cross VLAM Enable:

Sava/Apply |
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5. SAKTIAOKA MANAGEMENT

5.1. User Manage — HacTpoiiKa noab3oBaTeneil Ana BXo4a Ha YCTPOICTBO.

Status Application Diagnose

User Manage Access Control -- Password

Management

Router is controlled by the following three accounts: Admin, Support and User.
Admin account is able to browse and modify the configuration of your DSL router .

Support account is used to allow an ISP technician to access your DSL Router for maintenance and to run
diagnostics.

User account is able to view configuration and status, and do some basic settings.

Password is not more than 16 characters. Click "Save/Apply” to modify or create a password. Mote: password is
not allowed to contain space.

Username: admin W

Current Login User password-

New Password: =

Passwaord Confirm: =

Save/Apply

5.2. Device Manage — ynpaBaeHue yCTPOCTBOM

5.2.1 Device Reboot — nepe3arpy3sKka ycTpoicrea

Status Application Diagnose

Management

Device Reboot

Update Image Press the button to reboot your router.
USB Backup Reboot

Configure Manage

Load Default

. QTECH | www.qtech.ru
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5.3. Update Image — o6HOoBNAEeHMe NpOLIMBKYU

Status Application Diagnose
Management
Device Reboot Tools -- Update Software
Update Image

Step 1: Obtain an updated software image file from your ISP.
USE Backup

Configure Manage
Load Default

Step 2: Enter the path to the image file location in the box below or dick the "Browse” button to locate the
image file.

Step 3: Click the "Update Software” button once to upload the new image file.

MOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot.

Software File Name: I Obzop...

5.4. USB Backup — coxpaHeHue daitna KoHpurypaumm Ha USB Hakonutenb

Status Application Diagnose

Rapid Recover: () Enable ® pisable

Management

Device Reboot

Update Image
USB Backup Select the USB partition: |Ko ush storage pertitions
Configure Manage Backup Configuration Delete configuation

Load Default

5.5. Configure Manage — pe3epBHOe KonupoBaHMe U BOCCTaHOBAeHue daiina

KOH$uUrypauumm
Security Application Diagnose
Management
Device Reboot Configuration - Backup
ERnalE Backup the configurations of router and save as file in PC.
USB Backup
Configure Manage
Load Default Backup

Configure -- restore

Restore the configurations of router from a file in PC.
Mote: Restore will take about 30s. the router will reboot automatic after restore.

Configure file: I Obaop...

Restore
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5.6. Load Default — BoccTaHOBNEHUE 3HAaUEHUIA NO YMOTYAHUIO

Status Application Diagnose
Management
Device Reboot Restore to default settings
Update Image

Restore the router to default settings.
USB Backup

Configure Manage

Load Default Load Default |

5.7. Log File

Status Application Diagnose
Management
Log System -- Configuration
Log Info

If log mode is enabled, the system will start logoing all selected events. Events whose log levels are greater than
than your selection will be included. Display level works in the same manner as log level. If "Remote” or "Both”
is selected, events will be sent to the spedific IP and UDP port where a remote syslog server is to record logging
info. If "Local” or "Both” is selected, events will be saved locally on the CPE.

Click "Save/Apply" to configure the system log options.

Log: (®) Disable O Enable

Log Level: Debugging o
Display Lawvel- Error b
Mode: Local hd

SavelApply
BKkAtoYeHWEe NOrMpPoOBaHUA U HACTPOMKM YPOBHSA IOFMPOBaHMUA

5.8. Maintain - noaaep’kka

Status Application Diagnose

Maintain Report end of maintenance

Management

Click "End of maintenance” button, the new data will be reported to server automatically.

End of maintenance
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6. SAK/IAAKA DIAGNOSE

6.1. Line Diagnose

= Status Application Management
Diagnose
Line Diagnose Line Diagnose
PING Diagnose The contents can be diagnose is listed in the below table.If the status is "fail”,you can dick on the "Re-diagnose”
Tracert Diagnose button,to confirm whether the status is always "fail".
Inform reported Diagnose the network connect status
Test your 2thD Connection: | PASS Helo
Test your ethl Connection: | FAIL Helo
Test your ethZ Connection: | FAIL Help
Test your eth3 Connection: | FAIL Helo
WLAN status: PASS FAIL FAIL FAIL |Help

Re-diagnose I

I'IpOBepKa COCTOAHMNA CeTEBDLIX I'IO,CI,KﬂlO‘-IeHMﬁ

6.2. PING Diagnose

- Status Application Management
Diagnose

Line Diagnose Ping Diagnosis

PING Diagnose

This page is for ping diagnosis
Tracert Diagnose

Interface X
Inform reported .
p Destination IP address or I I
hest name:
Use IP type:
Start

Ping Test Result

Send: "]

Receive: i}

Mlinirmurm: 0ms

Average: 0ms

Maximum: 0ms

JMarHocTmKa AOCTYNHOCTM CeTeBbIX pecypcoB nocpeactsom ytuantel PING
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6.3. Tracert Diagnose

. Status Application Management Diagnose
Diagnose
Line Diagnose Trace Route Diagnosis
PING Diagnose

This page is for trace route diagnosis
Tracert Diagnose

Interface |2 VOIP INTERNET R_VID 55/weipl. 1 i
Inform reported —— —
P Destination IP address or I I
host name:
Start
Tracert Test Result
Refresh

TpaccupoBKa MapLipyTa A0 YKa3aHHOro CeTEBOro pecypca NocpeacTBOM yTuaAnTbI Tracert

6.4. Inform reported

. Status Security Application Management Diagnose
Diagnose

Line Diagnose Manual send inform test, needs about 10 seconds.

PING Diagnose Test

ol Pt Manual Send Inform Test result:

Inform reported
click for the test.

Rafrash I

6.5. 3aknagka Help

Device Info Device basic information
Network Info

User Info

The device model, device identification number, hardware version, software version is displayed.

CTpaHu1L,a NOMOLLM MO Pa3/IMYHbIM HAaCTPOMKaM YCTPOMCTBa.
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