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MEPbI BE3OINACHOCTH

Mepen Hayanom paboTbl ¢ 060pynoBaHMEM pekoMeHayeTcs u3yunTb HacTosilwee PykosoacTteo. [Npu paboTe ¢
obopynoBaHmem Heobxoammo cobnogeHue TpeboBaHuin «pasun TexHMKN 6e30NacHOCTM Npy AKChnyaTauum
3NEeKTPOyCTaHOBOK NoTpebutenen». 3anpellaeTtcs pabotaTb ¢ 060pygoBaHMEM nvLaM, He AonyLeHHbIM K paboTe B
COOTBETCTBUM C TpeboBaHMAMM TEXHUKM Be3onacHOCTU B ycTaHoBreHHoM nopsiake. ObopynosaHve QTECH
YKOMMIEKTOBAHO 3MEKTPOHHBIMW KOMMOHEHTaMW, YYBCTBUTENbHBIMU K CTAaTUHECKOMY AMIEKTPUYECTBY U K KAYECTBY
3asemrnieHus. BcnencTteue aToro, Ans HagexHow paboTel annapaTtypbl M UCKITIOYEHWS CyYyaeB BbIXO4a U3 CTPos,
Heobxoammo cobnoaaTh cneaytollme npasuna:

- MNpwn paboTe ¢ annapaTypon Heobxoaumo cobnoaaTte Mepbl 3aLUKTbl OT CTAaTUYECKOro ANEKTPUYECTBa
nonynpoBOAHUKOBBLIX MPNBopoB 1 Mukpocxem cornacHo OCT 92-1615-74. Bce paboTbl HE06X04MMO MPOM3BOAUTL C
NPUMEHEHNeM aHTUCTaTUYECKOro Hapy4YHOro 6pacneTa, COeAMHEHHOrO C OBLLEN LUMHON 3a3eMNEeHNs Yepes pes3ncTop
1MOMm.

- Mepepn nogkntodeHnem obopyaosaHma QTECH k MCTOYHMKY NMTaHusi, HEOGX0AMMO NpeaBapUTENbHO 3a3eMINTL KOPMYC
obopynoBaHus, NCMOMb3ysl KNEMMY 3aLLUMTHOMO 3a3eMIeHus (eCcnuy KnemMmma 3asemrneHns npeaycMoTpeHa KOHCTPYKUMEN).
KpenneHue 3aszemnsaioLLero npoBoaa K kneMme 3a3emsieHns JOMKHO 6biTb HageXHo 3admkcmpoBaHo. BennunHa
COMPOTUBIEHUSA MEXAY KNEMMOW 3aLUTHOrO 3a3eMIIEHUS U 3EMMSAHON LUMHOW He AormkHa npesbiwaTb 0,1 Om.

- Nepep nogknioyeHnem k obopygosaHnio QTECH namepuTenbHbIX IPUBopoB 1 KoMMbloTepa, nx HeobxoanMo
npeaBapuTensHO 3a3eMnuTb. Pa3HocTe noTeHUnanoB Mexay koprnycamu obopyposanus QTECH n nameputensHbIX
npmubopoB He AormKHa npesbiwats 1B.

- Bo usbexaHue BbiIxoga 13 CTPOsi onNTUYeCckux mogynen obopynosarHus QTECH, 3anpeluaeTcs nogaeath Ha BXo4
ONTUYECKUN CuUrHarn, MOWHOCTb KOTOPOro npesbillaeT MakcumMmarsribHO AonyCcTuMoe 3Ha4vyeHne anga KOHerTHOVI mogenun
obopynoBaHus.

NPEANPUATUE - N3FOTOBUTENb HE HECET FAPAHTUWHBIX OBA3ATENBCTB HA NOCTABNAEMOE
OBOPYOOBAHUE NMPU HECOBNIOAEHUU MOTPEBUTENEM NPABUI SKCIMITYATALIMXM OBOPYOAOBAHUA.
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1 BBeneHue

1.1 0O630p

QPBX - 370 nHHoBaumoHHoe pelueHune ans VolP-TenedoHnn Ha pbiHke Manoro u cpegHero 6usHeca, cnocobHoe
3HaYUTENBbHO NOBLICUTL APPEKTUBHOCTL BU3HEC-NPOLIECCOB U COKPATUTL pacxodbl Ha cBs3b. CTaHUuun obecnevmBatoT He
TONbKO TPaAMLUMOHHbIE yHKUMKM YATC, Takne kak aBToMaTU4eCcKMin NepeBos 3BOHKOB 1 rOflIOCOBast NMoYyTa, HO Takke
npeanaratoT MHOXECTBO AOMOMHUTENbHbIX, B TOM YMCIe MOAKI0YEHNE yaaneHHbIX COTPYAHMKOB 1 dunuanos, IVR,

3anncb pasroBOpOB, COXpaHeHune ceeaeHui o BoidoBax (CDR).

o QPBX-SE500U
0o 500 aboHeHTOB
0o 150 ogHoBpEeMEHHbIX 3BOHKOB
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1.2 MoppepxuBaemble hyHKLUUU

1.YepHbIt cnucok

2.MHgukaums 3anatoctu(BLF)

3.Mepepava nHdopmaumm o BbidbiBatoLLem aboHeHTe Caller ID
4 NcTtopus 3soHkoB CDR

5.04epean/obpaTtHbIii 3BOHOK

6.MapkoBka 3BoHKa/llepeaapecaums 3BoHka/llepeBoq 3BoHKa/[locTaHOBKa 3BOHKA Ha OXuaaHue
7.3anncb pasroBopoB

8.KoHdepeHuunn

9.DISA (Direct Inward System Access) /TlengxuHr n MHtepkom
10.DID/Smart DID/ DOD

11.Habop no nmenmn

12.DHCP Cepgep

13.He 6ecnokouts(DND)

14.DDNS(Dyndns.org /No-ip.com /zoneedit.com/ freedns.afraid.org/
www.oray.com/ 3322.0rg)

15.NonocoBble kogeku: Opus, G.722/ G.711-Ulaw/ G.711-Alaw/ G.726/ G.729/ GSM/ SPEEX
16.Bupeo kopekn: VP8, H.261/ H.263 / H.263+ / H.264
17.I'mbkmn nnaH Habopa

18.0BO

19.1Pv4 / IPv6

20.0ne Number Stations

21.My3blka Ha yaepXaHun

22.TenedoHHas kHura/LDAP

23.Ipynnbl BbI30BOB

24 .BbICTpbIi Habop

25.Moppepxka Skype for SIP

26.Peructpauunsa no npotokonam SIP/ IAX

27.SNMPv2

28.Static /DHCP /PPPoE Network Access

29.Pe3epBHoe KONMMpoBaHWe/BOCCTaHOBINEHNE CUCTEMBI
30.T.38 Pass-through

31.MNopgaepxka 3annUcy Ha BHELLHWIA XXECTKUIN OUCK
32.Bnaeo3BoHKU

33.lonocosas no4ta

34 .BupTyanbHbli chakc

35.VPN Cepsep (L2TP / PPTP / OpenVPN/ IPSec)

36.VPN KnuneHt (L2TP / PPTP / OpenVPN / N2N/ IPSec)
37.AomuHucTpupoBaHme ¢ nomoLbto Beb nHtepdenca.
38.Beb gocTyn Anga KOHeYHbIX Nonb3oBaTenen

39.3B0oHKM 13 Bpaysepa/ WebRTC

40. AsToHacTpolika TenecoHoB (Akuvox/ Cisco/ Escene/ Fanvil/ Grandstream/ Htek/ Yealink IP Phone)
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1.2 MNopnepxxnBaemoe o6opynoBaHue
JIro6wie IP Tenedonbl, momaepkuBaroime nporokos SIP (HacToabHbIC TeNeOHBI U TPOrPAMMHBIC TEIE(HOHBI
s OC Windows, Linux, 10S u Android). ITognepxuBaeMble HacToIbHbIE Temeoub! BKIouaroT Qtech, Cisco,

Grandstream, Yealink, Policom, Snom, Akuvox, Escene, Favil, Htek, u T.x1. IIporpamMmMusie TexedoHBI
siirouatot 3CX, Linphone, X-lite, Zoiper, u 1. 1.

Tenedonsr, mognaepxuaromue mporokon IAX. Hanpumep, CooFone IP Phone wim nporpaMmmustii tenedon
Zoiper.

Amnanoroseie Tenedonsr 1 DakcoBbie anmapaThl

Be06 pacumpenus (WebRTC)
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2 Havyano paboTbl

2.1 MopkntoyeHue IP ATC QTECH K BHyTpeHHeun ceTun
npeanpuaTus

211 Bxoa B cuctemy ynpaBneHus

Y6eauntech, 4to PC KoTOpLIN ncnonb3yetca ans Hactpoviku IP ATC QTECH Haxogutcs B TOM XXe CETU YTO U
IP ATC. lNMo ymonyanuio ansa nitepdenca LAN ncnonbsyetcs 192.168.10.100 ip agpec. Beeaute ero B
agpecHon ceTu 6paysepa u HaxmuTe Beog. NosiButcs coobLieHne Buaa:

{nt A Ouwmbka ceptudmkata https://192.168.10.100:9992/

3TOT Beb-calT He 3alluLLeH

3TO MOMXET 02H3UYaTk, YTO KTO-TO MET3ETCA BAC
OBMaHYTE MK NEpEXBATUTE MHBOPMALIMHD,
KOTOpYH Bl OTNPEENASTE Ha cepeep. Bl AonxHe
38KPLITE 3TOT CAAT HEMEANEHHO.

[ Mepedti Ha HaYaNEHYK CTPAHULY

MNoapobHo

KnukHute Ha ccbinky “MogpobHO” — 0TKpoeTca AoNonHUTENbHas MHopMaums. B KoHLe Hee KITMKHUTE Ha
ccbinky “INepenTtn Ha Be6-cTpaHuyy”. OTKpOeTCs OKHO Bxoda B cuctemy ynpaeneHusi IP ATC QTECH:

{ A Owwubka ceptudukara https:;//192.168.10.100:2999/

@QTECH IP PHONE SYSTEM

MonbsoBarenb:

e

AsbiK: Pyccxuit (Russ v

10
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[ns Bxopa B Cuctemy ynpasneHusa I/lCI'IOJ'Ib3yIZTe cneaywwne aaHHble.

Monb3oBaTenb: admin
Maponb: admin

Mocne Bxoda Bbl yBUAMTE NpeaynpexaeHe o HeoGXxoaAMMOCTU CMeHbl Napons. CreayiTe BO3HMKaOLWMUM
WHCTPYKLUMSIM A5l CMeHbl napons. [ns Toro YTobbl HOBbIN Naposib Gbifl 4OCTAaTOMHO B3/TOMOYCTONYMBLIM
KOMOVHMpYIiTE GYKBbI, LMGPbI U creLmanbHble CUMBOJIbI.

Tenepb Bbl MOXETE NPUCTYNaTh k paboTe ¢ cuctemon ynpaeneHue IP ATC QTECH.
BHumaHue:

1. BbibepuTe TOT A3bIK MHTEPJIENCA, C KOTOPbIM BaM yOo6HO paboTaTk. B HacToswee Bpems
nogaepxusaetcs 11 A3bIkoM, BKMOYas PyCCKUM A3bIK.

2. BHyTpeHHWIn HOMEp MOXET NCMONb30BaTLCA ANst 4OCTyNa KoHeYHoro nonb3oBatens B [P ATC QTECH Beb6
MHTepgenc.

3. Onepatop moxeT Bontn B IP ATC QTECH Beb nHTepdenc ona oTcnexmBaHusa cratyca CUCTEMBbI, a TakkKe
NpoBepPKN 3BOHKOB 1 ¢hakcoB. JlorvH onepartopa: operator, naponk: password.

2.1.1 HacTtpouka ceteBbix npocunen

Ortkponte “Hactpowku cetn->CeTtb->Hactporiku IPv4”.

IP ATC QTECH WAN wuHTepdenc moxeT BbiTb HacTpoeH Ans pabotsl B pexumax DHCP, PPPoE u
CraTtnuyeckom. B nogasnstowem 60MnbLUIMHCTBE MHCTaNNAUMIA CTAaHAAPTHOW NPaKTUKON SABNAETCA KOHurypauus
ycTtpomnctea B Ctatnyeckom pexume. DHCP n PPPoE. DHCP 1 PPPoE 6yayT onucaHbl HuXe, B pasgene 5.
Insa HacTtpoviku Bawen IP ATC QTECH B cTaTM4ecKoM pexume Bam Hao Ha3HaAYMTb AOCTYMNHbIA CTaTUYECKUI
IP agpec BMecTe C COOTBETCTBYIOLLIE MaCKOM NOACETM U LWI30M Mo ymonyaHuto 1 DNS Ha WAN nHTepdeinc
Bawe IP ATC QTECH. Hanpumep, Bbl MoXeTe HazHaunTb 192.168.1.254 ip agpec, macky noaceTu
255.255.255.0, wnto3 no ymonyanuio 192.168.1.1, DNS: 8.8.8.8

@ arecr

s JoMOHA Cete

« OnepaTtop

Hactpoiku IPv4 Hactpouku IPvE

OcHOBHBIE

YNpaeneHWe BXOAALLWMKA HacTpoiku nopta WAN

PaclivpeHHEIe -
P MeTog nonydedma IP: | CTaTUYeck i ¥

Hactpoiiku cetn IP agpec: 102.168.1.100
» CeTh Macxa nogcemia: 255.255.255.0
Wnkz no yMmondadmeo: 192.168.1.1
QcHoBHOR DNS: 8.8.8.8
» Cepsep VPN AnbTepHaTHMEHEIN DNS: 4.4.4.4

» KnneHT VPN

« CTaT. MapWpyTH3aUmMa

HacTtpoikw nopta LAN
# DHCP cepeep

e HacTpoiiku DDNS IP agpec: 192.168.10.100 Macka nogcety: 255.235.255.0
IP agpecVl: Macxa nogcetmyl:
* HacTporku SHMPv2 [ 1P agpecvz: Macka nogceTuy2:
s TROGS =
CoXpaHuTe |OTMEHWTE

» [lMarHocTHKa

BezonacHoCTE

11
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[Mocne BHeCeHHbIX U3MeHeHU HaxxmuTe kHonky “Coxpanute”. anee IP ATC QTECH nonpocut Bac
neperpysvTb CUCTEMY AN NPUMEHEHNS 3MEHEHU B KOHurypauuu. MNeperpysute cuctemy n nocne

nepesarpysku Bbl cMoxeTte nogknounts IP ATC QTECH k kommyTtatopy LAN.

2.2.1

@ arecr

YI'IPE BNEHWE BXOOHLLIMMKA

2.2 BHyTpeHHMe TenedoHHble HOMepa

IP Phone System lNepesarpysHrb

. HoMepa
s Nomon R ::::
noac

+ Onepatop Homepa JarpysHTh/COXPaHUTL HOMEDa
OCHOBHBIE

e HoMepa Homep: Mownck [MoKazaTe BCex

& TpaHKu

HoBoii nonb3oBatent  [obaBuTe HECKONbKO |PEAaKTHMpoBaTe BLGpaHHOE
» Moxogswme MapwpyTsl

¥nanute BuibpaHHoe

PacluHpEHHbIE Homepa

HacTpoiKkK ceTH O HMma Homep NopT MpoTokonMnad Habopa g%omwﬁ OnuKm

BesonacHocTs 0 1 jso0 800 - SIP  DialPlanl M3MeHMTS

OTUETHI 0 2 jso1 801 = SIP  DialPlanl MsMEHKTE

CucTeMa 1| 3 802 802 -- SIP  DialPlani MaZMEHKTE
] 4 803 803 -- SIP  DialPlani MzmeHmuTE
0 5 B804 304 -- SIP  DialPlan1 M3MeHHTE
1 & B8os 805 -- SIP  DialPlan1 MNzMeHHTE
1 7 806 8306 -- SIP  DialPlanl MNzMeHHT:
1 & 807 807 -- SIP  DialPlani MzmeHmuTE
] o =08 808 -- SIP DialPlani MzMesuTs
1| 10 jso9 809 = SIP  DialPlanl MsMEHKTE

CospaBaTb, M3MEHSATb M yaanaTb TenedoHHbIe Homepa Bbl MOXeTe Ha cTpaHuue “OcHoBHble -> Homepa”.
CneayeT OTMETUTb, YTO MO YMOMYaHuio yke co3gaHbl 10 TenedoHHbIX HOMepPOB. Bbl MOXeTe NpogoSIKUTL NX
ncnonb3oBaHne unu yganutb. TenedgoHHble HoMepa MoryT 6bITb co3aaHbl B aguanasoHe 800-899. 3tot
auanasoH MoXeT OblTb U3MEHEH.

[Jo6aBneHne BHyTPeHHUX HOMEpPOB

Bbl MOXxeTe f00aBNsATb HOBbIE BHYTPEHHUE TenedoHbl N0 OAHOMY HaXumasi KHONKy “HoBbIi nonb3oBaTens”
UK Cpasy HECKONbKO, HaxaB KHOMKY “[1o6aBnTb HECKOMNBKO” U 3aMoSIHUB BCMIIbIBLUEE OKHO.

HauyanbHblii HOMep/KOHEeUYHbIN HoMep: DTV Nons onpeaensloT AvanasoH HOMEPOB AN Ao6aBneHus.

MNMnax Ha6opa: BeibepuTe nnaH Habopa NSt HOBbIX HOMEPOB

Maponb: B3noMoOyCTONYMBbLIA YHUKAMNbHBIA Naposib, COCTOALWMI U3 uudp, OYKB 1 crieymanbHbIX CUMBOSIOB

(BbIOOP, pekomeHaoBaHHbIM QTECH), ycTaHaBnuBaeTcst ecnv Mbl Mbl 0TMeYaem onuumto “CriyyanHo”. Unu xe
Bbl MOXXETE HaCTPOUTb OAMH M TOT e Naposib AN BCEX HOBbIX Nonb3oBaTenen. Ecnum Bbl BbIbMpaeTe 3Ty
onuuio, ydegutech YTO Bbl 3a4anum B3rIOMOYCTONYMBLIN Naposib.

12
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NobaBuTh HECKDNbBKO X
HayaneHel® HomMep: 820 KoHeuHslH HoMep: 830
Mnad Habopa: | DialPlanl ¥ | Maponk:{Cnyuaixole®)
2.2.2 [No6aBneHne BHyTpeHHUX HOMEpPOB B APYrMx gunanasoHax

Mo ymonuanuio IP ATC QTECH orpaHuumMBaeT co3gaHue BHYTPEHHUX TeredOHHbIX HOMepoB ananasoHomM 800
— 899. Ecnmn Bam Heob6xoaMMo Gonblue BHYTPEHHUX HOMEPOB UIN BaM HYXKHbl BHYTPEHHME HOMepa B ApPYrom
AvanasoHe, Torga U3MeHUTe guana3oH BHYTPEHHNX HOMEPOB nepef o0aBneHneM HOBbIX BHYTPEHHMX
HomepoB. [ins usameHeHus otkponte “PacwmpenHblie->0Onunm->OcHoBHbIE”. N3MeHUTe gnanas3oH BHYTPEHHNX
HOMepoB B cekumm “NpeanoyTeHnss Homepos”.

MpegnoyTeHMA HOMEPDB

Homepa nonezosatenay 100 to 299
HomMepa KorDepeHU-<oMHaT 200 to 909
HorMepa asTocexpeTapA 610 to 629
HoMepa odepeaesd 630 to 639
Hormepa rpynn sxizosa 040 to 659
HoMepa NzAaxKMHra 660 to 679
Bel pacwwWpedmA 680 to 699

Chpoc

B npuBegeHHOM npumepe AnanasoH BHYTPEHHUX HOMeEPOB nonb3oBaTtenein nsmeHeH Ha 100 — 299. Tenepb Bbl
MOXETE CHOBa BEPHYTbCSI HA CTPaHULLY BHYTPEHHMX HOMEPOB, IAe HOBblE BHYTPEHHNE HOMepa bOyayT
co3gaBaThbCsl B HOBOM AManasoHe.

2.3 Perncrtpauns BHyTpeHHUX TernedoHHbIX HOMEpPOB

2.3.1 Perncrtpauus Ha IP TenecoHe

B npumepe Hmxe onucaHa npoueaypa peructpauumm IP TenegoHa QTECH Ha IP ATC QTECH:

War 1: HaxmuTe nporpaMmmmpyemyto kHonky “CtaTyc” pacnonoXeHHy NoA 3KpaHoM TernedoHa — 34eCb Bbl
BuauTe ip agpec tenedoHa.

Lar 2: OTkporite Beb nHTepdenc ip TenedoHa BBeAsA €ro ip agpec B agpecHyo CTpoky bpayaepa.
War 3: Mo ymonyaHuo nornH/napons: agMuH/admin.

LWar 4: MNMocne ycnewHoro Bxoaa, oTkponte VolP->SIP, n 3apeructpupynTte BHYTPEHHNN HOMEpP KaK OnnucaHo
HWXe B npumepe.
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SIF Line [sIP 1 v

Basic Seftings >=>

Status Registered Domain Realm | |
Server Address [192.168.1.254 Proxy Server Address | |
Server Port 5060 Proxy Server Port | |
Authentication User |402 Proxy User | |
Authentication Fassword T Proxy Password | |
SIP User l402 Backup Proxy Server Address | |
Display Name |:c>hn Doe Backup Proxy Server Port |5060 |
Enable Registration 4 Server Name | |

CepBsep: IP aapec IP ATC QTECH.

CepBep noprt: MNopT, ncnonbayembit SIP npoTokonoM. Mo ymon4daHuo 31o nopt 5060. He nsmeHsalite ero!
Authentication User: BHyTpeHHWUIT TenedoHHbI HOMep, co3aaHHbI B IP ATC QTECH.

Authentication Password: MNaponb ans 3Toro BHyTpeHHEro Homepa.

Monb3oBaTenb SIP: Takoli xe, kak 1 Authentication User.

Display Name: Otob6paxaeMoe UMs 3TOro BHyTPEHHEro HoMepa.

Brknrountb Pernucrpauyusa: lNMocne aktvBaumu 3Tor onumm, ip TenedoH 3apeructpupyercs Ha IP ATC QTECH.

2.3.2 Perncrpauusa Ha nporpammMmHoMm TenedoHe

MporpammMHble TenegoHbl (codT doH), Takne kak 3CX, Bria, Zoiper n T.4. coBMecTumsbl ¢ IP ATC QTECH.
Hwxe npuBeaeH npumep permctpaumm codptdoHa Zoiper, yctaHoBneHHoro Ha MK nog ynpasnexHunem OC
Windows, Ha IP ATC QTECH.

LWar 1: Ckavarite Zoiper c http://www.zoiper.com/.

War 2: YcraHoBuTe 1 3anyctute Zoiper on Bawem [MK.

LWar 3: Otkporite “Settings->Create a new account”. Bbibepute “SIP” npoTokon n HaxxmuTe “Next”

LWar 4: 3anonHuTe NnapameTpbl perncTpaumm kak B NpUBeAEHHOM npumepe:
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Account wizard

Credentials

user [ user@host

Passwaord

Domain [ Outbound prosxy [RERRT: R ReLT!

BACK

War 5: Haxxmnte “Next” ans 3aBepLueHMsi npoLecca pernctpaumm.

2.3.3 MpunoxeHne Ha MOGUNbLHOM TenecoHe

BonbLUIMHCTBO NporpamMmMHbIX TeNedOHOB, NPUBEAEHHLIX B NpeablayLLen CEeKLMU, UMET MOOUIbHbIE BEPCUMN
ana nnatdopm 10S n Android. Bel moxeTe ckayaTb U YCTAHOBUTbL U3 MarasuHa npunoXeHun.

Hwxe npuBegeH npMMep TOro Kak 3aapernctpuposaTb cohTdoH Zoiper Ha Bawen IP ATC QTECH.

LWar 1: 3anyctuTe Zoiper Ha Bawem iPhone u BbibepuTe MEHIO.

2 A
i ccounts
LWar 2: OTkpoitTe 3 M

€HIO0.

War 3: Haxmute ana co3gaHuna HOBOTro nosnb3oBaTtend.

War 4: Korga Bac cnpocaT “Do you already have an account (username and password)?” HaxxmuTe “Yes”
n 3ateMm Haxmute “Manual configuration”.

War 5: Haxwnre & SIP account ANS1 HACTPOWKM NOMb30BaTENbCKOro 9KKayHTa Tak Kak B npumepe:
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"o e = 15:18 & 9 100% I

Accounts SIP Account

WITT T T TR TR

Account name: 403

Domain: 192.168.1.254

User name: 403

Password: ssenee

Caller |D: 403

LWar 6 : lNocne BBoOga NnapameTpoB pernctpaunmn Haxmute “Register” ons pernctpaumm Ha IP
ATC QTECH.

2.4 ABTOHacTponka Tenec¢goHOB.

ABTOHaCTPOIZKVI 9TO O4€eHb MnoJie3Had (*)yHKLI,VIOHaJ'IbHOCTb, KOTOpasA MOXeT CyLleCTBEHHO YMEHbLUUTbL BpeMA U

ycunusi no yctaHoBke 6onbluoro konuyectsa IP TenedoHoB. B IP ATC QTECH cylwiecTBytoT 2 meToaa
aBToHacTpoviku IP TenedoHos: DHCP un PnP.

24.1 ABTOHacTpoMKa ¢ ucnonb3oBaHuem PnP.

OTtkponTe “PacwmpeHHble->ABTOHacTponka”. Ha aTow cTpaHuLue Bbl MOXETE BCTPETUTb TEPMUH “PnP” yTo
3HauuT Plug and Play. Ncnonb3oBaHne 3ToN pyHKLUMOHaNbLHOCTU NO3BONSET n3bexaTb HaCTPONKM
HenocpeacTBeHHO |IP TenedoHoB. BMecTo aToro Tpebyetcsi BHECTU HEBOMbLUME N3MEHEHMS B HACTPOWKY
camon IP ATC QTECH. Nocne 3Toro Bl CMOXeTe BKMNIOUYNTb TeNedOoHbl B Bally CETb U Ha4YaTb coBepLlaTb U
NPUHUMaTb BbI30BbI. KOH(UrypupoBaHue aBTOHaCcTpONKM BeAeTcs B 2 aTana:

1) BkniodeHue aBTOHACTPOMKU U MoaudmnKaLms napameTpoB

2) Co3spaHue 6a3bl TeNnedOoHHLIX annapaTos

[ns KOHUrypMpoBaHUS aBTOHACTPOMKK OTKponTe “PaclumpeHHble->ABTOHACTPONKA” 1 3aTEM KIvMKaeM Ha

kHOMKy “HacTtpownkun PnP”:

16


mailto:info@qtech.ru
http://www.qtech.ru/

+7(495) 797-3311
Mockea, HoBosaBogckas yn., 18, ctp. 1

QTECH TN

MWP NOCTYNHEE

@ oo

s [JOMOKH
» Onepatop

OCHOBHLIE

YnpaeneHue BXoaalvMK

Hactporkw Plug and Play(PnP)

HacTtpoiiku TenedoHos Hacrpoiiku PnP

Hacrpoikn Plug and Play(PnP)

PacluMpeHHbIe BKAKYMTE: #
e OnuMK WuTepdelic: LAN ¥
& BUpTyaneHelid daxc ICustom URL:
- Multicasting Address: 224.0.1.75
* 1on. no=ra Mopr: 5060
» HacTpolkmn SMTP
CoxpaHuTs| (OTMEHM
s KoHDepeHUMA
e YCT3HOBKH MY3SEIKK

BKNOUNTb: AKTMBMPYET DYHKUMOHANBHOCTL PnP.

UHTepdeic: Boibepute WAN nav LAN B 3aBMCMMOCTM OT TOrMO KakuM uHTepdeicom IP ATC QTECH noaxntoyeHa kK
BalLEl NOKaNbHOM CeTU.

Custom URL: Custom URL noacka3sbiBaeT IP TenedoHaM rae nonyymTb KOHOUIypaLMOHHble danbl Ans
aBTOKOHMUrypaumm. ObpaTtnutecb K MHCTPYKUKUM MO HacTponke Bawero IP TenedoHa 4Tobbl MOHATE Kakue dannbl OH
TpebyeT Ans aBTOKOHdUrypaunm. 3aTemMm cosganTte u 3arpysute atn dainsl Ha FTP/TFTP/HTTP cepsep. 2T1oT URL
MOXeT 6bITb ip alpecoM WU AOMEHHbIM MMEHeM C noAkaTanoraMmu. Hanpumep:
http://192.168.1.2/phones/${MAC?}.conf. Ecnu y Bac HacTpoeH “Custom URL"”, To BaM He Hago AobaBnsATb
TenedoHbl Ha cTpaHuue “HacTtpoliku TenedoHoB”.

Multicasting Address: IP TenedoHbl, kKoTopble NoaaepXusatoT PNP, MOryT ncnosb3oBaTb MHOroagpecHoe
obHapyxeHue SIP Registrar cepepa. MHOroaapecHbie pacChisiku AJ1si pErmMcTpaLmMmn paccbiialoTcs Ha
3apesepBMpOBaHHbIN agpec “sip.mcast.net” (224.0.1.75).

MopT: nopt npotokona SIP. Mo ymonyaHuto 5060.

BHumaHue: ABToHacTponka TenedoHOB (PYHKUMOHMPYET TONbKO Ans IP TenedoHOB HaXOAALLMXCS B TOXe
cetnyto n IP ATC QTECH.

Hanee knukaem kHomnkKy “HacTponku TenedoHOB” 1 3aTeM Ha OTKPbIBLLENCHA CTpaHuLe - KHOMNKY “HacTponku
TenedoHoB”. 3anonHaeM OTKPbIBLUYOCHA (hopMy. 3aTeM HaxumaeM KHomnky “CoxpaHnTb” 1 NpUMeHsiem
BHECEHHbIE U3MEHEHUsI
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HoBbiid TenedoH X

. OCHDBHbIE
' BHAKYWTE: [#
MpovzsoanTens: | Qtech v Tun: | QVP-100F ¥
MAC: D02568b38afc2

PaclwuwupeHHbie
MHKMAL HorMep: 800 ¥ IHaueHWe: MNpooax

CoxXpaHuTe

Mpousesoautensb: MNMpoussoantens IP TenedoHa. B HacToswee Bpemsa IP ATC QTECH noaaepxuBaer
aBTOHaCTpoliKy TenedoHOB cneayowmnx nponssogutenen: Qtech, Zycoo, Grandstream, Yealink, Escene, AkuVox,
Htek, Cisco, MOCET u Fanvil.

Twvn: BoibepuTe KOHKPETHYIO MoaeNb TenedoHa, Aaxe ecnv TenedoH Toro e caMoro npomssoauTens. PasHoie
Mozenn TenedoHoB MOryT TpeboBaTb pa3HbIX KOHPUIrypaLMOoHHbIX dhaninos.

MAC: IP ATC QTECH ucnonb3yet MAC aapeca Ans uaeHTudurkaunm tenedoHOB B SIOKalbHOM CETU B npoLecce
aBTOHacTporikn. COOTBETCTBEHHO 3TO KPUTUYECKM BaXHO BBECTU npaBuibHble MAC agpeca Bawunx IP TenedoHoB.

Homep: BHyTpeHHU HOMep BbibpaHHbIN 34ecb byaeT aBTOMaTMYeCKn HacTpoeH B TenedoHe ¢ MAC agpecowm,
yKa3aHHbIM paHee.

3HauyeHue: YKaxuTte nMs nosb3oBaTens 3Toro TenedoHa.

Kak Tonbko Bbl 4o6aBmny Bawl HOBbIN IP TenedoH kak 6bino onucaHo Beiwe, IP ATC QTECH cosaact

KOHUrypaLmoHHble dpannbl. Tenepb Bbl MOXeTe NOAKMI0YNTL BaLl IP TenedoH K fnokansHon ceTu. Kak Tonbko

BaLL Tened)oH 3arpy3mnTcs, oH 3abepeT KOHUrypaLmoHHble hannbl U 3aBepLUMT aBTOKOH(UIypaLuio ¢
HOMEepOM, KOTOPbIN Bbl YKa3anu.

2.4.2 ABTOHacTpouka ¢ ucnonb3oBaHmem DHCP.

Ecnu Bbl XO0TNTE MCMonb30oBaTb aBTOHACTponky no DHCP, y6eautecnh, 4To Bawm IP TenedoHbl nogaepxusatoT

option 66.

YTto6bl Bktountb cepuc DHCP oTkpownTte “Hactpoviku cetu->DHCP cepsep”. CmoTpu cekumto 5.4

Kak Tonbko DHCP BkrtoyeH, Bbl MoxeTe 0o6aBnsiTh IP TenedoHbl TOYHO Tak e kak Oblfio ONMcaHo B CEKLMMU
“ABTOHacCTpoWka ¢ ucnomnb3osanvem PnP”. OgHako BkntoyYeHne PnP B gaHHOM cueHapum He TpebyeTcs.

BHumaHue: Ecnu Bbl cobupaeTech Bknountb cepsuc DHCP Ha IP ATC QTECH, noxanyncta ybegntecs, 4To B
3TOM CermeHTe ceTu HeT bonblue Hukakmx apyrmx DHCP cepeepoB. Jly4ie Bcero nomecTtutb IP TenedoHsl u IP

ATC QTECH B otaenbHbii VLAN.
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2.5 AHanoroBble HoOMepa.

Ecnu Bawa IP ATC QTECH obopynoBaHa FXS noptoM, TO Torga Bbl MOXETe HAaCTPOUTb aHasoroBbli HOMEP.
370 MoXeT 6bITb 0ObIYHBIV aHanoroBbl TenedoH nn akcoBbI annapat Ansd NOoCbINkU U Npuéma akcoB.
3eneHbit LED ykasbiBaeT Ha FXS nopT. [NogkniounTte K HEMY aHanoroBbIn TenedgoH unv gakcoBbIn annapart.

OTtkponte “OcHoBHble->Homepa” n HaxmuTe KHomKy “HoBbin nonb3oBaTtens”

New X
General
SIP: L [aX2:
Mame: 411 Extension: 411
Password: UdTQ1P£@4g Outbound CID:
CialPlan: | DialPlan1 r Analog Phone: Portz
Voicemail

B BeinagatoLem none “AHanoroBblii TenedoH” Bbibepnte FXS nopT Ans 310ro HOBoro TenedoHHOro HoMepa.
Takum 0bpa3oM aHanoroBbli TenedoH/pakcoBbI annapar, NOAKIMHYEHHbIN K 3TOMY NOpTY, nonydaeT
BHYTPEHHMIN HOMep. Tenepb 3TOT TenedoH MOXET AeNnaTtb N NPUHMMaTb 3BOHKM TOYHO Tak e, kak u SIP/IAX2.

2.6 MoHuTOpUHr

CocTosiHMe BCex BHYTPEHHUX HOMEpPOB, HacTpoeHHbIX B Bawen IP ATC QTECH gocTtynHo Ans NpoBEpKn Ha
cTtpaHuue “Onepatop” B cekumun “Onepatop”.

Homepa
B cetu @  SsonaT @ Vcnonesyworce W Ha yoepmanun @ He mocrynde
100 HMBan MeTposny Heax MeTpoBiy MBan MeTposuy 132
° 100(5IP) @ 102(5IF) @ 130({SIF) e 131(5IP) @ 132({5IP)
133 300 801 302 303
@ e ® aoose @ oise 9@ z0zE) @ oz
304 805 806 307 808
® 304(5IP) @ 305(5IP) e 306(5IP) e 807(5IP) @ 208(51IP)
@ 309 311
809(SIP) < 811(Fxs)
Bcero:17 He & cetu:1 Texyume seizoss:
2.7 PaCLI.IMpeHHble HaCTpOD’IKM BHYTPEHHUX HOMepPOoB
2.7.1 PepakTupoBaHue HaCTPOEK O4HOro BHYTPEHHero Homepa.

[ns pegakTMpoBaHWs HaCTPOEK BHYTPEHHMX HOMepoB oTkporiTe “OCHOBHble->Homepa” n HaxKMuTe KHOMKY
“UsmeHnTL” cnpaBa OT BbIGPaHHOrO HOMepa.
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HzMeHWTL X
OCHOBHbI®
SIP: IAaX2:
MA: 100 Homep: 100
Mapons: 1000040 Wcxopawmi CID:
rl'rf'" DialPlanl d '_.1'-.—|E|_FDFCIEH:. 4 None 7
rabopa: enedoH:
lNon. nodra
BrnrounTs: L Mapone: 1234
¥, r-noyrty; 3n. noyTa;

Opyrue HacTPoHKK

NEB: | AreHT: OMKaaHKWe BEIZ.: rd
Brn. npocnywey: pynna nepexeaTta: 1
Brn. MobHNLHLIA: HomMep mobMnLHOMo:

Hactporkn VoIP

MAT: Transport: UDP v SRTP:
Pexaam DTMF: |RFC2833 Permit IP:

OnuvM BMgeo

Bitaeo H.261 /H.263 | 'H.263+ | H.264
BEIZDELI.

AyOHO KOogeKWn

g722 — alaw

g726 = ulaw

asm Q729

speex aK

JanpeleHHble PazpelwleHHble
COXpPaHMTH

Hwxe npmeeneHo onncaHne HaCcTpoek BHYTPEHHUX HOMEPOB.

o OCHOBHbIe

SIP: BbibepuTe 3Ty onuuio, ecnv Nonb3oBaTernb UCNoNb3yeT TenedgoHHbIN annapaT Un NporpaMmeii
TenedoH ¢ nogaepxxkon npotokona SIP.

IAX2: BblbepuTe 3Ty ONuMI0, eCnv Nonb3oBaTeNb UCNOb3yeT TenedOHHbIM annapar unm

nporpamMmmbln TenedoH ¢ Nogaepkkon npotokona IAX2.

NUmsa: WNwma aboHeHTa, Hanpumep VBaH MNeTpoBny

Homep: Homep aboHeHTa

Maponb: [laponb ansa yyetHom 3anucu SIP nnn I1AX2

Ucxopawmn CID: Wcnonb3oBatb gaHHbIA HoMep (Caller_id) npu 3BOHKax Yepes TpaHK

Mnax Ha6opa: BeibepuTe nnaH Habopa. NnaH Habopa HacTpamBaeTcsa B MeHto "Mcxogsawme

MapLipyTbl".

AHanoroBbiii TenecdoH: Ecnu tenedoH nonb3oBaTens NOAKIOYEH K aHanorosomy nopty ATC,

YKa)Kute B 3TOM Mosie HoMep nopTa.

o TlonocoBas nouTta
BknrounTb: [ocne BKIOYEHMS Nonb3oBaTeSlb CMOXET nony4yartb roobLeHns rofnocoBON NOYTHI.

Maponb: [Naponb Ans ronocoBon NOYThLI.
Yaanutb ron. nouty: Ecnn Bbl B
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blbepuTe faHHyo onuuio, To aBOHEHT He CMOXET NPOCAYLUMBATbL rONIOCOBYIO NOYTY C TenedoHa.
CoobLueHns byayT HanpaBNsATLCA Ha 3NEKTPOHHYIO NoYTy aboHeHTa. MpumeyaHue: ana paboTtel Heo6Xxo0aNMO
HacTpoute SMTP cepsep.

dnekTpoHHaa nouta (Pakc/lFon. nouta): Agpec 3NEeKTPOHHOW NOYThl AN NOSTyYEeHUs FONOCOBbIX U
dakcMMmunbHbIX coobLeHnin. (Heobxoanmo BknounTb yHKUMIo 'Tonocosas noyta').

o [pyrvue HacTpoWkKu

YnpaBneHue yepe3s WEB: BknounTtb nu4Hbin kabrnHeT aboHeHTa. [Jna AocTyna ucnonb3yeTcst HoMep
TenedoHa 1 Naporsb royIoCOBOW MOYThI.

AreHT: Bkniountb Ana ncnonb3oBaHns 4aHHOW 3anucy B Ka4eCTBe areHTa Komnm-LeHTpa.

O>kmupaHue Bbi3oBa: BeibepuTe Ans BO3MOXHOCTM Mcnonb3oBaTh onuuio 'OxnaaHvne Bbi3osa'.

PaspewnTb npocnyuky: BeibepuTte onuuio Ans BO3MOXHOCTY MOHUTOPUHIAa U nepexsata 4aHHOro
aboHeHTa.

Fpynna nepexBarta: YKaxuTte HOMep rpynnbl nepexsara.

BKJ1IIOUUTb MO6GUJIbHBbIN: BKNIOUNTL/BLIKNIOUYNTL NCNOSb30BaHNE MOOUITLHOIO HOMepa.

Homep Mo6unbHOro: Ecnu BkMoYeHO, TO Npu 3BOHKE C AAHHOrO MOBMIIBHOrO HOMepa Ha cepeep
aboHeHT nonyyaeT BCce NpUBMIErMM Hactpamesaemoro Homepa Ha ATC, HanpymMep - BO3MOXHOCTb NpocnyLiaTth
rOfIOCOBYHO MOYTY Y T.M.

o HacTtponku VolP
NAT: YcTaHoBUTE AaHHY0 onuuto, ecnu tenedoH aboHeHTa Haxoautcs 3a NAT.
TpaHcnopT: BbibepnTe NpoTOKON TPAHCNOPTHOIO YPOBHS ANS Nepeaayun cUrHanbHbIX COOOLLEHWNN.
SRTP: BkntounTb npoTtokon SRTP aona HacTpanBaeMoro Homepa.
Pe>xum DTMF: Bbibepute pexum nepegaym DTMF. Mo ymonyaHuio - rfc2833.
Permit IP: IP agpec unu noaceTb € KOTOPOW paspelueHa peructpauns aboHeHTa. Hanpumep:
210.16.1.7/255.255.255.255 nnn 172.16.0.0/255.255.0.0
o Onuuu Bugeo
Bupaeo BbI30BbI: BKNOUMTL/BbIKMIOYMTL BUAEO BbI30BbLI. BKMOUNTE onpeaeneHHbie BUAEO KOLEKU.
o Ayano kogeku
Ayavo koaeku: Crnvcok paspelléHHbIX 1 3anpeLléHHbIX ayano kogekos. 1o ymonyaHuto - alaw, ulaw,

G.729.

2.7.2 NMonck BHYTPEeHHUX HOMEPOB.

Ecnu y Bac go6aBrneHo MHOro BHyTPEHHMX HOMEPOB B CUCTEME, TO HaWTU € ANHCTBEHHbIN BHYTPEHHUA HOMEP
OOCTaTO4HO CrOXHO. B aToM cnyyae BBeguTe BHYTPEHHUI HOMep B none “Homep” n HaxmuTe kKHonky “INounck”.

3arpyauTh/CoXpaHWTL HOMEpa

Homep: 800 MoMcy

HoBbIH NoNszoBaTeny |[JoC0aEWTe HECKONbKO |PeaakTWMpOBaTh BeldpaHHos

¥OaniTe BelbpakHos

Homepa
rMg Homep MopT MpoTokonlnas Habopa EIEEO'U'F LK Onumm
1 800 800 -- SIF  |DizalPlani 800 MzMEHKTE
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2.7.3
BHYTPEHHUX HOMEpPOoB.

PepakTupoBaHue HacTpoeK O4HOBPEMEHHO HECKONbKMUX

OTMeTbTe HECKOMbKO BHYTPEHHNX HOMEPOB, KOTOPbIE Bbl XOTUTE OTPEOAKTUPOBAThb U HAXKMUTE KHOMKY
“PepaktnpoBatb BbibpaHHoe”. [Anga pegaktupoBaHve SOCTYMHbI CreayoLlme onuumm:

PepakTipoBaTh BoiOpaHHoe

O CHOBHbDIE

Mapone:

lNon. nourta

BrAKIUATE: Mapons:

Mnax Habopa:

¥o. r-noyty; 3M. NoyTa:

Opyrue HacTpoHKK
WEB:
[pynna nepexeara: 1
HacTpoiku VoIP
MAT:
Pexaam DTMF:

AreHT:

Transport: UDP T
RFC2833 v Permit IP:

SRTP:

OnuuKy BUOgED

Bi1aso BeIZ0BEI: H.261 " 'H.263 " H.263+

AYOHD KOOBKW

JanpeweHHble PazpeweHHble

COXpaHUTH

H.264

I'Iapameprl Bbl6paHHbIX BHYTPEHHUX HOMePOB, OTpeAakTUpoBaHHbIE 34eCb, OANHAKOBLI, 3a UCKITIOYEeHNEM

camMux BHYTPEHHUX HOMEPOB.

BHumaHue: Ecnv Bbl Npy OQHOBPEMEHHOM pedakTMpoBaHMKM 3anonHute none “Permit IP”, To Tonbko ogHO
YCTPOWCTBO, MMeKoLLee MMEHHO 3TOT ip agpec, CMoxXeT 3apeructpupoatbes Ha IP ATC QTECH. 310 nmeer
CMbICI €CI1 Bbl peakTupyeTe BHYTPEHHUE HOMepa yaaneHHoro odumca, 1 3ToT ip agpec — ip Wno3a, 3a
KOTOPbIM HaxoAUTCsl CeTb 3TOro odunca. B npoTMBHOM crnyyae ocTtaBbTe 3TO Morie NycTbiM UMW BBEAUTE Cloaa ip

agpec ceTu.
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2.7.4 3arpy3ka/CkauynBaHne BHyTpeHHUX HOMepoB.

PyHKUMOHANBHOCTL 3arpy3ku/ckadrMBaHns BHYTPEHHUX HOMEPOB MCMONb3YeTCs ANA Pe3epPBHOr0 KONMPOBaHWS
UM MaccoBoro fobaBneHus BHyTpeHHnXx Homepos B IP ATC QTECH ¢ ucnonb3oBaHneM TEKCTOBbIX (haloB.
MopoepxnBaemoble popmatbl — CSV 1 TXT.

BangnTte ctpaHumly “OcHoBHble-> HoMepa” n notomM nepenante Ha 3aknagky “CoxpaHuTb/3arpy3nTtb Homepa” —
Bbl YBUAWTE CrieqytoLiee MeHo (CM. PUCYHOK):

Homepa

3arpy=MTe HOMepa

BrifepuTte dain gna zarpysgd: | BuibepuTe chann I:::laﬁn He selbpakr

JarpysHTh

CoXpaHWTb WabnoH HOMepoB

LlabnoH HOMepoB
HamMKTE NPasold KHONKOF MBIWK ANA CoXpaHeHrA watnosoe (.osv)
HamMuTe Npasod KHONKOA MeIlWW ANA coxXpaHerdks wabnodos (Lhxt)

CoxpaHuTe HoMepa(.csv)

CoXpaHKTe HOMEDZ

3arpy3uTtb HoOMepa: 34ech Bbl 3arpy3uTb .CSV Uau .txt dain ans Ao6aBfeHUs BHYTPEHHUX HOMEPOB.

CoXpaHuUTb Wa6/IoH HOMEPOB: 34ecb Bbl MOXETe MoNyunTb WabnoH B popmaTe .csv unm .txt. IToT wabnoH
COAEPXUT NPUMEpPbI, CIeays KOTOPbIM Bbl MOXeTe [06aBfATb HOBble HOMepa B TOM e dopMaTe.

CoxpaHuTb HoOMepa(.CsV): 34ecb Bbl MOXeETe ckaunBaTb 6a3y BHYTPEHHUX TenedoHHbIX HOMepoB. CKaYyeHHbI
.csv daiin MoxeT BbITb MCNOSIb30BaH A/ BOCCTaHOBNEHMS 6a3bl BHYTPEHHMX TenedOoHHbIX HOMEPOB B C/ly4yae
aBapuu.

3 OCHOBHbIe HaCTPOUKU

3.1 TpaHku

Hannuue tpaHkoB B IP ATC QTECH saBnsieTcs ogHUM M3 HEO6XO0OUMbIX YCITOBUIA ONSA BbINOMTHEHUS UCXOOALLMX
BbI3oBOB. IP ATC QTECH nogaepxumBaet FXO, GSM u VolP TpaHkn. Ecnn Bawa IP ATC QTECH o6opygoBaHa
noptamu FXO, TO Bbl MOXETe NOAKMIYNTb ropoackne TenedoHHble nnuHumn k FXO noptam. Ecnn Bawa IP ATC
QTECH obopynoBaHa mogynem GSM, TO Bbl CMOXETE BbINOMHATL BbI30BLI YEPE3 BalLEro oneparopa COTOBOM
CBA3N.

3.1.1 VolIP TpaHku

IP ATC QTECH moxeT ObITb 3apernctpupoBaHa Ha SIP obopygoBaHum npoBargepa. Ecnu Bbl
noakntoveHsl k VolP obopyaoBaHuio npoBanaepa, Torga HacTpouB TpaHK C NapameTpamMu, NpeaocTaBneHHbIMM
3TMM NpoBanaepoM Bbl NMPeLOCTaBMTE BaLLMM NOMb30BaTENSIM BO3MOXHOCTb MCXOASALLMIA CBSA3N.
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Onsa nobasneHns VolP TpaHka oTkpounTte “OcHOBHbIe->TpaHkn” n Haxmute kHonky “VolP TpaHkn”.
[anee HaxmuTe kHonky “HoBbii VOIP TpaHK”. 3anonHuTe nosBmuBLUYHOCS QOPMY U HAXKMUTE KHOTMKY
“CoxpaHutb”
OnucaHume: YkaxuTte onmcaHune TPpaHKa.

MpoTtokon: SIP unu IAX B 3aBUCMMOCTM OT TpeboBaHui npoBaligepa.

Peer pexxuM: Vicnonb3yetcsa B OCHOBHOM AN UCXOAsLIEN CBSA3N Ha 060pyaoBaHWe npoBanaepa, Toraa Kak
BbIKJTIOYEHME 3TOr0 pexuMa UCrosb3yeTcs npu noctpoeHnu SIP TpaHka mexay IP PBX.

XocrT: IP agpec v nopt obopyaoBaHus npoBangepa.

MaKCVIMYM BbI3OBOB: YKaXuTe MakCMMasibHOe KOJIMYEeCTBO OJHOBPEMEHHbIX BbI30BOB, MCMOJ/Ib3YEMbIX B AAHHOM
TpaHke. OcTaBbTe 3HayYeHue paBHbIM 0, YTObObl MCMONB30BaANOCh MAaKCMMasIbHO BO3MOXHOE.

Mpedumkc: MNpn 3BOHKe Yepes TpaHK, 3HauYeHne npedukca 6ynet fobaBneHo B Hayano HabpaHHOro HoMepa.
MpoBaliaep MoXeT NONPOCUTb Bac OTMPaBisaTb eMy onpeaeneHHbI npeduKkc, KOTOpbIi HAA0 BBECTU B 3TOM Mose.

Ucxopswmii CID: Ykaxute HOMep, UCMOMb3YEMbI B KAYECTBE UCXOASALErO NpU UCMOb30BaHMM 4AHHOIO TpaHKa.
BonblIMHCTBO NpoBanaepoB 3anpeLlaeT UCnosib30BaHne sioKanbHbiXx HOMepoB ATC B KayeCcTBe HOMepa MCXoAsLLero
aboHeHTa npu paboTe 4Yepe3 TpaHK.

Bbe3 ayteHTUdUMKaumn: Ecnn nposaiigep He TpebyeT OT BaC MMEHM MOJIb30BaTESNS M Naposis Npu perncrpauum Ha
SIP server’e, TO Bbl MOXeTe BK/IIOUUTb aKTUBMPOBATb 3Ty HACTPOMKY.

UmMa nonb3oBaTtena n ayteHTMduUKaLMoHHOE MMA noJsib3oBaTtens: /iMs nonb3oBaTessi, UCNOSIb3yeMoe Mpu
ayTeHTMdUKaUMM Ha cepBepe npoBanaepa.

Maponb: MNMaponb ana ayteHTMdUKaLMKM Ha CepBepe npoBaliaepa.

BHumaHue: Hnxxe npuBeAeHHbIe HACTPOMKM MMEIOT 3HAYEHMA NO YMOJTYaHuUIo, XopoLo paboTaroume B
6onblKUHCTBE Cny4vaes.

Fromdomain: Ykaxwute goMeH, C KOTOPOro 6yAeT oCyLeCcTBAATLCS BbI30B.

Insecure: YkaxuTte JOMEH, C KOTOPOro 6yAeT OCyLLeCcTBASTLCS BbI30B.

OT NoJib3.: YKaxuTe JOMEH, C KOTOPOro 6yAeT OCyLleCcTBNATLCS BbI30B.

Qualify: YkaxuTte nepmoanyHOCTb NPOBEPKM COCTOSIHUS AOCTYMNHOCTU TpaHKa.

DID Homep: Homep DID gns gaHHOro TpaHka.

TpaHcnopT: Homep DID ana AaHHOro TpaHka.

Pe>xuMm DTMF: Homep DID gns naHHOro TpaHka.

SRTP: Bkntountb npotokon SRTP ansg HacTpanBaeMoro TpaHka.

ABTOOnpeaeneHue dpakca: BkoyeHme/BblktoYeHe aBToonpeaeneHns dakca Anst AaHHOro TpaHka.
A3bIK: Boibepute a3bik Ans TpaHkKa

Ayano koaekm: Cnncok paspelléHHbIX 1 3anpeLléHHbIX ayamo koaekos. Mo ymonuaHuio - alaw, ulaw, G.729.

Bupgeokoaekmn: Cnmcok paspelléHHbiX 1 3anpeléHHblX BUAEO KOAEKOB.

BHumaHue: 3a ucknioveHne HacTpoeK, CBA3aHHbIX C BallMM CEPBUC NPOBANAEPOM, HE U3MEHANTE
pacLUMpeHHble HAaCTPOWKN TpaHKa, eCriv He 3HaeTe AN Yero OHU HyxHbI. [locne ycnelwHoro go6asneHus
TpaHKa Bbl BUAUTE €ro Ha CTpaHuLe B Cnucke TpaHKoB. Bbl MOXeTe oTpeaKkTMpoBaTb ero HaCTPOWKY eCnu
HaxmeTe “UIMEeHUTD” UNu yaanuTb ero ecnun HaxmeTte “Yaanutb”.
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@ arecs

* [omMoi

HoBbld VoIP TpaHk X
« OnepaTop

OnucaHue: MTC

= HomMepa Cnucko T Peer Pexom: ]

¥ocT: 192.168.1.2 15060
® Tpanku M3 Makcumym kaHanos*: 5
= MCHOAAWMWE MAPWPYTH Mpedmre:

1 telel  Mexonmuwii CID:
[lBe= ayrermudmxaumn

YNpasnedHne BXoaAaumMMm

PaclKpeHHbIE 7 leled MNonszoeaTens: gtech
e e < S AT nomes.: gtech L
Mapone: BRERE
BesonacHocTs MPacwmpennsie HacTpoikk
OTYETEI Fromdomain: Insecure: port,invite
I OT nonks.: Qualify{sec): 12
ma— DID Homep: Transport:
Pexm DTMF: naT:] srrp:[]
ABToonpenenenne darcal |
Context: | Mo yMon4aH1: v’| H3blﬂ:| Mo yMonyaHuw V|
AyaWo KOgEKH
Oulaw Oalaw (G722 Oe.729 Oz.726 OesM Cspeex
Buaeo kogexH
UH.261 [H.263 [H.263+ [H.264
COXpPaHHTh| [OTMEHWTE
3.1.2 FXO n GSM TpaHku

FXO TpaHku

Ha nepegHen naHenu IP ATC QTECH kpacHbIin nHankatop oTobpaxaeT coctossHue FXO uHTepdelica.
Moakntounte TenedoHHbIN kKabernb k aTomy FXO nopTty.

Onsa nob6aeneHne FXO TpaHka oTkponTe “OCHOBHbIe->TpaHKn” 1 HaxmuTe KHomky “FXO/GSM TpaHku” 1 3atemM
HaxxmuTe kHonky “HoBbin FXO/GSM TpaHK”. 3anonHute nosiBusLlytocst opmy, HaxmuTte “CoxpaHutb”. He
3abyabTe NPUMEHUTb BHECEHHbIE U3MEHEHMS.

OnucaHue: YKaxuTe ornmcaHne TpaHka.
Mpedukc: Mpu 3Bo0HKE Yepes TpaHK, 3HaueHne npedurkca 6yaeT A4o6aBneHo B Ha4Yano HabpaHHOro HoMepa.

Bbi60op nuHUK: ANroput™ BbIGOpa MHUKN NMPU UCXOASLLMX BbI30BAX.
[ocCTynHble 3HaYeHus:
1. Mo nopsaky -- CBo60AHbIE NUHMK BbIGMPAOTCS NO BO3pacTaHuIo.
2. O6paTHbIh nopafok -- CBO6oAHbIE IMHUM BbIBUPAKOTCS N0 y6biBaHMIO.
3. LUuknuueckuin -- BoibpaeTcs nnHUS, cneayowas 3a TOW, Yyepes KOTOpYyH B
nocneaHun pas coBepLUancs Bbi30B.
4. OG6paTHbIN UMKANYECKUn-- BbibpaeTca NMHUSA, cneayowas nepea Toi, yepes
KOTOpYlO B NOCNEAHWNI pa3 COBEPLUASICS BbI30B.

OnpeneneHue CUrHaJsa '3aHfITO": icnonb3oBaTb CUrHaN '3aHATO' Ans onpeaeneHnda oKoOH4YaHnUA coeanHEHUA.
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CUéTumnkK 3aHATO: Ecnu BbibpaHo 'OnpeaeneHne curHana 3aHsTo', YKaXnte KoIM4YecTBO KOPPEKTHbLIX
CUrHANOB 3a@HATO, NOC/Ee KOTOPbIX AETEKTUPYETCSH OKOHUYaHMe coeanHeHus. Mo yMonyaHuio - 3, HO ANs KOPPEKTHOro
ornpeaeneHns pasbeinHeHUs, BO3MOXHO NoTpebyeTcst yCTaHOBUTbL Honbluee 3Ha4YeHMe. YUYTUTe, YTo YEM Bbille
3HaueHue, TeM bonblue BpeMeHu TpebyeTcsa aAnsa onpeaeneHns OKOHYaHUsa coeauHEHUs, HO TeM Bbllle TOYHOCTb.

BxoA. ypoBeHb: YpoBeHb BXOAHOI0O CMrHana B TpaHke. Kak npaBuio He TpebyeT U3MEHEHUs.
Ucxopn. ypoBeHb: YpOBEHb BbIXOAHOIO CUrHana B TpaHke. Kak npaBuio He TpebyeT n3MeHeHMs.

3aBepLuTb NPU CMEHE NOJIAPHOCTMU: Mcnonb3yiiTe, eCin Ha NPOTUBOMOJIOXHON CTOPOHE OKOHUYaHUE
coeAvHEHNs ONpeaensaeTcs CMEHOMN NONSPHOCTY.

CurHan 3aHsATo: Ecnu BkatoyeHo 'Mcnonb3oBaTb CUrHan 3aHATO’, To TpebyeTcs ykasaTb KaJeHC CUrHana 3aHsaTo.
dopmMaT 3HaueHus 'BpeMs 3By4daHus, BpeMs Mon4daHus, Hanpumep: '450,450', uto o3HauvaeT 450McC - ANUTENbHOCTb
curHana n 450Mc - ANUTEeNbHOCTb MOTYaHUS.

A3bIK: BbibepuTte A3bIK 471 TpaHKa. ITOT SA3blK 6yAeT UCMNOoMb30BaThCs A/ FOJIOCOBbLIX MOACKA30K, HanpuMep,
0OCTaBWUTb rOSI0COBOE COO6LLEHNE €CNM NOJSIb30BaTe/b B l@aHHbIi MOMEHT 3aHAT.

OTBEeT Npu CMEHe MOJIAPHOCTMU: VICrofib3yinTe, eC/in Ha yAaNEHHON CTOPOHE OTBET OMpeaesiaeTcs CMEHOM
NONSAPHOCTU.

3aBepluunTb NPU CMEHEe NOJIAPHOCTMU: VICnosib3yinTe, eC/in Ha NPOTUBOMOJSIOXKHON CTOPOHE OKOHYaHue
coefMHeHUsl onpeaensieTcss CMEHOM MoNSIPHOCTMU.

BHumaHue: NMpuBeaeHHbIe Bbile HACTPOMKM UMEIOT 3HA4YEHMA MO YMOJTYaHUIo, XOpoLo paboTarouwme B
6onblMHCTBE cny4vaeB. 3anonHAs HacTponku FXO TpaHka He M3MEHsINTE pacLUMpPeHHbIe HAaCTPOWKU, eCnn He
NMOHNMMaeTe NX Ha3Ha4YeHu4d.

@ arecr

» Jormoi

XO/G5M TpaHKM

» Onepatop |

OCHOBHEIE H3mMeHuTE X

= HoMepa Cmmci

anucaHue: Mopoa
o TparKu Mtk Fxo: 11
Mpedukc:
* Mcxoaswme MapwpyTs! 1 PacluMpeHHbIE HACTPORKKA
YrnpaeneHHe BX0AALMMA Bribop nuHMM: No nopaaky W k
- - OnpepeneHWe cMrHana CHETumE
PaclwHpeHHEIE W . "
'pu— "3aHATO": 3AHATO": 3
CETH Bxoa. ypoBeHs: Mcx. ypoBeHs:

BesonacHoCT . n CTpaHa .ﬂ.ﬂﬂ"
R o na an
Omugrel CurHan 3aHATo: .'Flshlr::|PYECIEHF1 e

Cucrema OTEET NpM CMEHE MONAPHOCTK
SAaBEpMTE NPY CMEHE NONAPHOCTH:

ABToONpeneneHne daxkca 0

CoXpaHUTh [OTMEHWTE
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GSM TpaHku

Ecnu Bbl 3akaszanu mogyne GSM ang sawein IP ATC QTECH, To nonb3oBateny CMOryT BbINOMHATb U
NPUHUMAaTh BbI30Bbl U3 MOBWBHON CeTu.

BcrtaBbTe SIM kapTbl B SIM cnotel GSM Moayrnen n 3atem BctaBbTe Moaynuv B IP ATC QTECH. AHTeHHbI
OOIMKHbI ObITb NPaBUNBHO CMOHTUPOBAHbI U pa3MeLLeHbl B TOM MecTe, rae npuem nydiue scero. locne aToro
Bbl CMOXeTe HacTpouTb GSM TpaHKU TOYHO Takmm obpasom, kak n FXO TpaHku.

3.2 Ucxoaswme mapupyThbl.

Mcxoasime MapLupyTbl NO3BONSAOT ONPeAenuTb BaM HECKOMbKO Npasun Habopa, KoTopble MHCTPYKTUPYIOT
Bawy IP ATC QTECH, kakue TpaHku (TenedoHHbIe NMMHUN) UCNonb30BaTh, KOrga nonbL3oBatenyu HabupatoT
BHelWHne TenedoHHble Homepa. Camas npoctas koHdurypaums IP ATC QTECH otnpasnseT Bce ncxogdiwime
3BOHKM B OVH U TOT Xe TpaHK. bonee cnoxHas koHdurypaums BkntovaeT oTAeNbHbIA TPaHK ANs BbI30BOB B
cnyyae ypesBbl4aiHOM CUTyaummn, OpYror TPaHK - ANs rOPOACKUX 3BOHKOB, TPETUN-ONA MEXAYrOPOaHWX,
YeTBEPTLIN-AN1A MeXAyHapoaHbIX UT.4.

CooTBEeTCTBEHHO HaM He0BX0AMMO HAaCTPOUTb HECKOSbKO TPaHKOB M NpaBun Habopa, a Takke BO3MOXHO U
nnaHoB Habopa.

3.2.1 NMpaBuna Habopa

B IP ATC QTECH Bbl MOXeTe HacTpouTb pasnuyHble NpaBuia Habopa Takum obpasom, YTO B 3aBUCUMOCTM OT
dopmaTta/wabnoHa TenedoHHOro HOMepa BbI30OB MOXET HanpaBnAaTb B pa3Hble TpaHku. Hanpuwmep,
nonb3oBateny HabvpatloT 9 Ans BHYTPUrOPOOCKMX 3BOHKOB Yepe3 FXO (ukcnpoBaHHyto cBs3b). Vnu
HabupatoT 00 Ans MexayropogHux Unum MexxayHapoaHbIX 3BOHKOB C ucnonb3oBaHmeM VoIP (SIP TpaHkn).

OtkponTe “OcHoBHble->/cxoasiumne MapLipyTbl” U HaxMuTe KHoMKy “INpaBuna Habopa”. Mocne aToro HaxmuTe
ccbinky” HoBoe npasuno Habopa”. 3anonHuTe nons B NOsIBUBLLEMCSI OKHE. HakMuTe KHOMKy coXpaHuTb.
MoaTBepauTe BHECEHHbIE U3MEHEHMS.

Nma npaBuna: ima npasuna Habopa. Hanpumep - MecTHble, MeXAyropogHue un T.m.

YcraHoBka PIN: Vicnonb3oBaTtb PIN ans gocryna K npasuny Habopa (Hanpumep, Ans MexayHapoaHOM CBSA3M).
npOﬂOI‘I)KVITeJ'IbHOCTb 3BOHKa: MakcumanbHO AOCTYyNnHasa npoao/IXNTENbHOCTb 3BOHKA.

Mpadcdumk paboTbi: Mcnonb3oBaTb BpEMEHHbIE MHTEPBA/bl AN AAHHOro NpasBuaa Habopa.

Ucnosb3oBaTb TPaHKMU: Bbi6epuTe TpaHKK, KOTopble 6yAyT UCMONb30BaTbCS AaHHbIM MPaBUIIOM.

LWa6noH: CneunanbHbie CUMBOSbI A8 UCMNO/Ib30BaHUSA B WabnoHax:

X ... Jobasa undpa ot 0 go 9

Z ... Jliobas uncdpa ot 1 oo 9

N ... ltobas undpa ot 2 4o 9

[12345-9] ... Jltoboli cMMBON M3 yKa3aHHbIX B KBaApaTHbIX ckobkax (B AaHHOM npumepe -
1,2,3,4,5,6,7,8,9)

. ... Honb, oanH nnn Heckonbko ntobbiX CUMBOSIOB

I ... 3aBepwunTb NOUCK NpU NEPBOM COBMAAEHUN.
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® [loMoil

= Onepatop

O tHE
Hosoe npasuno HaGopa x

« HoMepa Cnwucol -
HMma npaswna: MexayHapoaHbid
& TpaHiu
YcTanoska PIN: [
» Mcxogauwme MapuwipyTs
1 h32 Mpogon«uTensHoCTE 380nKa: 600 CEKYHA
YnpasneHWe BXOOALIMMA Mpatuk pabore:[ ]
PacluMpeHHEe Hcnone308aTE TPaHKEM:
» ropoalFXO/GSM) | [w| MTC(SIF) L
HacTpoWkn cetm
BezonacHoCTL e
OTYETHI
Cucrema =
o bl o
OocTynHBIE TPaHKKW BoibpaHw TpaHkmK
WaGnox: 00| ®

2 Uwdpw ot 1 09
N Uwdpw ot 2 ao 9
X Uwdpw ot 0 oo 9
Niobol HoMep wnK undpa
VNanWTe __ CMMEOMOE OT HAYana u Aob0asnaTs cHMBOAL nepen
HabopomM

CoxpanuTe |OTMEHWTE

3.2.2 MNnaH HaGopa

Kaxxabin BHYTpeHHMVI HOMep ncnonb3yeT nraH Ha6opa, KOTOprIZ BKIoYaeT B cebs Te Unu nHble npasuna
Ha6opa. Bbl MOXeTe co3faTb HECKOMNBLKO NNaHoB Ha6opa. HasHauas pa3finyHble NnaHbl H860pOB pa3nn4HbIM
BHYTPEHHUM HOMepaM, Bbl MOXeTe OrpaHnynBaThb nosib3oBaTerien B 3BOHKaxX Ha Te UMnn UHble HanpaBneHuna n
NN ncnosnb3oBaHNN pas3finyHbIX (byHKLl,VIIZ.

[na nobaeneHns HOBOro nnaHa Habopa oTkponte “OcHoBHbIE->/cxoaswme mappyTbl”. 1o ymonyaHuto
OTKpbIBAETCS CMUCOK NaHoB Habopa. Haxnmaem ccbinky “HoBbiln nnaH Habopa”. B nosiBMBLLUEMCS OKHE
3afaeM nMs nnaHa Habopa v BbidMpaem (OYHKLMOHANBHOCTU ANst BHYTPEHHMX 3BOHKOB W NpaBuna Habopa ans
NCXOAsLLMX 3BOHKOB. [Mocne aToro Haxnmaem KHorky “CoxpaHuTb” U NPUMEHSIEM BHECEHHbIE U3MEHEHMNSI.
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@ QTECH Hactpo#ikn u3MeHeHbl! HaxMume "TIDUMEHMTE" ANA aKTMBALMM.

N MnaH Habopa
s [oMoii -
= Onepatop
= Homepa Cnwvcok nnanoe nabopa
& TpaHwK Mo S ————
P - 17 nEne Mpasuna DN
, o B YMONUYAHWID Habopa
» Mocxogawme MapwpyTs
YnpaeneHWe BX00ALIMMK Hosuii nnan nabopa =
PaclumpeHHbIe Mma nnaxa Habopa: lexayHapoassl
- - —BHAKYUTE NpasKkna AfA BHEWHWX BbIZ0B0E— |
HacTpoiku ceti —BrAKYMTE Npasuna A8 BHYTPEHHWX Bbi:
M| CH323test
BesonacHoCTh FMesxayHapomssiii rp‘y'l'll'lbl BEISOBOB
T yrap Fouepeaw srizosoe
Hr—rrepr:cum W NI HIRNHT
e AE.T{:-CEKDETapb
KDH::bEpEHuM.q
H{:-ME[JE
Lp1sa
Direu:t-::-rg,r
|_|pCICJ1'y'LIJKE|

CoxpaHuTe

B HoBOM nnaHe Ha60pa BaM crneayeT BbIKIO4YNTb Te nNpaBuiia, KOTOPbIMU HE OOJ1KHbI MOJ1Ib30BaATbLCA
OCTallbHbI€E. COXpaHVITe BHECEHHbIE NUSMEHEHUA.

3.3 YnpaBneHue BXoasLWMMU BbI3OBaMMU.

3.3.1 AppecaTtbl

B IP ATC QTECH BxogsLmin 3BOHOK MOXET ObITb NepeHanparieH Ha aBTocekpeTaps (IVR), ykasbiBatoLlero
3BOHSILLMM BBECTU onpefeneHHble unudpbl AN ganbHenWen mapLpyTusaunm nx 3BOHKOB, B 04Mepeb Bbi30BOB,
B rpynny, nepeHanpasnstoLwasi BXOAALWMUA BbI30B Ha rpynny HOMEPOB Ui BUPTYyarnbHO B N0OON Apyrom
npoLiecc, KOTOpbIN UCNONb3yeTCHa ANA MapLUpyTM3aLMM 3BOHKA B TO MECTO rije OH B JaHHbI MOMEHT MOXeT
ObITb BocTpeboBaH. [Npoxoas vepes IP ATC QTECH BbI30B MOXeET 6bITb HEOOHOKPATHO
nepemapLupyTU3MpoBaH.

Hwxe npuBegeH cnMcok AocTynHbix agpecatoB B IP ATC QTECH:

e ABTOcekpeTapb: CoGCTBEHHOIo roBopsi, aBTOCEKpETapb HE ABMSIETCA afpecaToM.
BbI30BbI, MPMHATLIE aBTOCEKPETapeM, NepeHanpaBnAlTca APYyrMM agpecaTam U aaxe Ha
Opyrvue aBToceKkpeTapu, 4EMOHCTPUPYS, Takum 00pa3oM, MHOTOYPOBHEBbIV aBTOCEKPETapb.

e Howmep: anga Bbi3oBa onpeaeneHHoro Homepa

e [lonocoBasi noyTa: nepeHanpaBnseT 3BOHALWENO Ha AWK rOSIOCOBOMN MOYThI
onpeaerneHHoro TenedoHHOro Homepa.

e TpaHK: OTNpaBnsieT BXOASLNA 3BOHOK Ha BbIOpaHHbIV TpaHK 1 HabupaeT onpeneneHHbl
Homep. B ocHoBHOM mcnonb3yeTcs B criydae ucnonb3oBanus IP ATC QTECH B kayecTtBe
rofilocoBOro LWN03a.

e [pynna BbI30OBOB: M5l OAHOBPEMEHHOIO BbI30Ba HOMEPOB B rpynne.
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KOH(bepeHLIMHZ Ona nepeHanpaBieHna 3BOHALLEro B onpeaenieHHyo KOHd)epeHLIMIO.

e Ouyepepb: oTNpaBnsieT BXOASALWUNA BbI3OB B ONpedesieHHyo ovepeib
e [pynna nenmxuHra: oTnpaBnseT BXOASLUN BbI30B B rpynny nengpkuHra. Takum obpasom,
3BOHSILLMIN MOXET NOCnaTh OnoBeLLaTenbHOe COobLLEHME YneHaM NENIPKUHITOBOMN rpynmbl.

e Hangup: Ansa npekpalleHns Bbi3oBa.

e dakc: Ang nepenadn BbizoBa obpaTHo B IP ATC 1 06paboTkn ¢ MCNonb30BaHNEM
aKCoBbIX HACTPOEK.

3.3.2 ABTOCeKpeTapb

ABTocekpeTapb (Mnm IVR — interactive Voice Response) npefocTaBnsieT rofloCoBOE MEHH0, KOTOPOE ChbilwaT u
Ha KOTOpOe OTBEYaloT MoAM, 3BOHsILLME B koMnaHuto. OBbIYHO B 3TOM Cryvae nioau crnblwat cnegyollee:
“HaxmuTe 1 onsi coeaMHeHUs ¢ OTAENOM npodax, 2 ANs COeQNHEHWs C OTAENOM nogaepxku unu 0 gns

pasroBopa C ornepaTtopom”.

Mepen HacTPOIKON aBTOCEKpETapPS Bbl AOMKHbI CO34aTh HEOOX0AUMbIe agpecaTbl AN BXOASLIMX 3BOHKOB,
Takme kak Oyepean BbI30BOB, 3anucu aBTocekpeTapsi, UT4. Ecnv Bel nnaHupyeTe co3gaTtb MHOTOYPOBHEBOMO
aBTOCeKpeTaps, TO cHayana Heo6xoauMo co3aTb aBTOCEKPETAPEN HUXKeNexXallmux YpoBHEN.

[ns co3gaHmsa aBTocekpeTapsi OTKponTe “YnpaBneHne BXoaawmmm->ABToceKkpeTapb”.

OKHO:

e Jomoi

+ Onepatop

OcHoBHBIE

YnpaeneHWe BXOOALIMMMK

& BxoaAwme MapwpyTel

® 3anwcK aETOCEKPETapA
+ DYyepeay BrIZ0B08

& [pynNnbl BEZ0B0E

& YEpPHBIA CNKCoK

» He DecnokouTs

s Mpadme paboTsl

PacluvpeHHbe
HacTpolkK cetTi
BezonacHoCTb
OTYETHI

Cucrema

3anonHuTe cneaywwme nona anga co3gaHmna HoBOro aBtocekpeTaps:

CnUcokr ARTOCEKNETANA

HoBbIiA aBTOCEKPETAPL

Hacrpoikwn aBToCcexkpeTapa

OTkpoeTca crneaytoluee

Hma:

MpueeTcTEMe

MoxanyicTa,

BuifepuTE: [Nonsz0EaTENLCKME
3 61 MNoeTopATb:

BpeMs sewno: 0

Habpatk apyroi Homep: [

CobbiTvA Knasvw

KnasuwaCobumue

OTEARYEHD

OTKNOYEHD

OTENOYEHD

OTEAROYEHD

OTEAROYEHD

OTEARYEHD

OTKNOYEHD

OTEROYEHD

OTENHOYEHD

Y = R e TR [ Yy W ) LN

OTEAROYEHD

OTEARYEHD

OTKNOYEHD

o

OTENOYEHD

A LS RS R4S KA R4 RSES R4 RS R4 kS

CoxpaHWTY

UmMsa: Ykaxunte ums ans aBTocekpeTtaps
Homep: Homep co3paeTtca aBToMaTUYeCKU M3 AManasoHa HOMepoB A1 aBToCeKkpeTapen
MpuBetcTBME: BbibepuTe NpMBETCTBUE U3 NpeaA3anucaHHbIX A8 aBTocekpeTaps.
MoBTOpATbL: KoNnnMuectso NOBTOPEHUA NPUBETCTBUS.

Bpems BbIWNO: TaliMOyT OXWAAHUS HaXaTUs Ha 0Oy KHOMKY.
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e Ha6paTtb Apyroii HoMep: Pa3pewnTb Bbi3biBalOLWEMY abOHEHTY HabpaTb HOMEp COTPYyAHMKA
HanpsMyto
e KnaBuwm cobbiTuii: Mpasuna 06paboTku BbI30Ba CUCTEMOI aBTOCEKPETapsi B COOTBETCTBUM
C HaXMMaeMbiMU KnaBuLaMu.
t - npaBuno, cpabaTbiBatollee No 3aBepLUEHNN TaiMayTa paboTbl aBToCcekpeTaps.
i npaBuno, cpabatbiBatoLee Npu HenpaBuUILHOM BBOJE.

3.3.3 Fpynnbl BbI3OBOB

B rpynne BbI30BOB BXOAALLMI BbI30B ByaeT oTnpaBrieH Ha Bce TenedoHbl B rpynne 0gHOBPEMEHHO (3a3BOHAT
O[HOBPEMEHHO). [1Ns1 HACTPOWKM rPynnbl BbI3OBOB OTKpoONTE “YnpaBneHune BXoaswmummu-I pynnbl BoI3OBOB>" U
HaXXmuTe KHOMKy “HoBas rpynna BbI30BOB”.

W2MeHuTb - TTpoaaxu X
KMrmA: Mpooaxu ANropuTM: | 3B0OHAT BCe v

S00(SIP} 800 @ 100(SIP) 100
801(5IP) 801 102(5IP) Meax MeTpoBKMY
802(5IP) B8O2 = 130(5IP) Meax MeTpoBKMY
803(SIP) 803 131{5IP) Mead MeTpoBKY
204(5IF) 804 132(5IP) 132
805(5IP) BOS s 133(5IF) 133

BOG(SIP) 806

= BO7(SIP) 807 i
YuacTHHUKEW rpynnb AocTynHo

FIradeHK1e: Npoaaxm
HoMep anAa rpynnel es=izoea: 640
3eoHuTe (kagomy/ecem) B Teuenme (cex): 20

Ecnu He OoTBEYalT

Ha romMep

B ron. nouty

B rpynny BwizoBE3

Ha asTocekpetaps
®ZapeplUnTL

COXpPaHWTL

BHyTpeHHMe Homepa u3 nond “0ocTynHO” MoryT ObITb 4OOaBMNEHbI B rpynny BbI3OBOB Kak y4aCTHUKU FPYMMbl.

Umsa: MiMa rpynnbl BbI3OBOB.

AnroputM: AnroputM 06paboTKky BbI3OBOB B rpyrnne Bbi30BOB.

1. 3BOHAT BCe: OAHOBPEMEHHbIN 3BOHOK BCeX TenedOoHOB B rpyrnne BbI30BOB

2. Mo nopsiaKy: 3BOHUT KaxAbli TenedoH B NpeayCTaHOB/EHHOM Nopsifke
Y4yacTHUKMU rpynnbl: BHyTpeHHWe HOMepa, BbiIbpaHHbIe 418 y4acTusa B rpynne.
JlocTynHoO: Bce nocTynHble BHYTPEHHNE HOMepa, KOTOpble MOryT 6biTb A0o6aBneHbl B rpynny.
3Ha4yeHue: BHyTpeHHMe HoMepa MOryT BbiTb y4aCTHMKaMU pasfnyHbIX rpynn Bbi30BOB. HasHauas Kaxzon rpynne
BbI30BOB CBOE COOCTBEHHOE 3HAYEHME, MOXHO Pa3nNnyaTh BXOASLME 3BOHKM OT PasMYHbIX FPynn BbI30BOB. TO €CTb
nosilyyas BXOASALLMI BbI30B YYACTHUK FPynnbl Ha 3KpaHe TenedoHa BUAUT 3Ha4YeHWe ToW rpynmnbl, AN KOTOPOM
npeAHa3sHa4yaeTcs 3TOT BbI30B.

HomMep ansa rpynnbl Bbi30Ba: Ha3HaybTe BHYTPEHHUI HOMEpP AN TPYMMbl BbI30Ba.

3BOHUTb (Ka)xaoMy/BceM) B TeueHum (ceK): MNpoao/KUTENbHOCTb A03BOHA 0 YYACTHUKOB Mpynnbl.
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Ecnun He oTBevaloT: Onpe,uenMTe agpecart aAnsd nepeHanpaBneHnsa 3BOHKOB €C/TN HUKTO U3 rpynnbl HE OTBETUI.

3.34 Ouepeab BbIZOBOB

Ouepenb BbI30OBOB NMOMELLAET BXOASILIME BbI30BbI B O4epeb Noka nonb3oBaTtenu, obcnyxusatowme gpyrue
3BOHKM, He ocBoboaATCS. BbI3oBbI, Haxoaswmecs B odepeau, o6cnyxunBarTcs ocBob6oaMBLLMMCS
nonb3oBaTeneM B Nopsgke noctynneHuns. [na cosgaHHas odepeamn MoXeT BbiTb HACTPOEH BHYTPEHHUI HOMED,
NPVBETCTBME, FOJNIOCOBbIE COOBLLEHUSA U MYy3bIKa Ha yAEPXKaHWUN.

[Insa HacTpoliku ovepenmn BbI30OBOB OTKpoWTe “YNpaBneHue Bxogawmmm->0vyepean Bbi30BOB”.

Y Bac yxe co3gaHo 3 oyepean Bbi30BOB. BC& 4TO Bam Hago caenatb — 9TO HaxaTb KHOMKY “UameHnTs” Ans
coBepLUueHuns HacTpowiku. Ecnm xxe Bam Heobxoanmo ncnonb3oBaTh OonbLue oyepenen, To Haxmnte “Hosasi
oyepefb’:

HoBoiH ) 4

XapaKTepUMCTUKW DuYepenq BhiZ0BOB:

Homep ouepegiM: 633 SJHaueHKe:
AnropdTe: | CAydYadHo v
AreHTbI:

HeT HoMepoRB, ONPeOSnNEHHLIX HaK areHTsll
Ha¥aTe 2ASCE ANA YNPasnNeHWA NoNs20BaTENAMM,

Hacpoiku ouepenei: OnoBeleHWA:
BpemAa Ha oTeeT: 13 OGbABNATL 00 ouepenwm
AsTo nayza: YacroTal{cex): 30
Mepepeis:0 OBLAENATE EPEMA HA Her ¥
Makc. BpeMA OMWIAHWA: VODER.
MakcC. BisoBOBE: 8
Npycoed. ¥ NycTod MepuogUuHOCTh 0DBABNEHMA
ouepenK: YacToTa nosTopoB(cex): 0
MoxMaaTe NPKW SaHATOS 3anMCh OMNOBELISHNA: v
ABTOZanonHeHKea: [« ECNMW He OTBeUaIoT
CoobwaTe areHTy spems HanpasneHwe:| 33eeplnTe v

YOEDH.:

COoXpaH1TE

Kak Bbl MOXeTe BUAETb none “AreHTbl” He COOePXUT OOCTYMHbIX areHTOB A5 X Ha3Ha4YeHUs B oyepeb
BbI30BOB. KnvkHWUTe “HaxaTb 34eck” 1 Bbl ODyaeTe nepeHanpaBfieHbl Ha CTPaHULY YNpaBneHUst BHYTPEHHUMU
HomMepamu. [ns Kagoro BHYTPEHHErO HOMepPa, KOTOPbI LOMMKEH CTaTb areHTOM BKIHOUMTE onuuto “AreHT” B
ceKkumun apyrue HacTponku. CoxpaHuTe 1 NPUMEHUTE U3MEHEHUS.

Opyrve HacTpoHKK

VEB: AreHT: #| OxgaHwe Bz, b
BN, npochyLweKy: Mpynna nepexsaTta: 1
Ben. MoBMNeHBIA: HoMep MobuneHoOro:

HacTtporkwn VoIP

Otkpowte “Bxogsawme->Ovepeam BbI30BOB” CHOBA U TEMEPb Bbl CMOXETE [00aBUTb areHTOB CYLLIECTBYOLLME
oyepeam nnu cosgaBaTb C areHTaMu HOBble ovepeam
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HoBbii ®

XapaKTepUCTHKKW O4YepenH Bbi30BOB:

HorMep ouepeq: 633 SHauerke: Tex NogdepxKa
AnropudTM: | CRyyalHo r
AreHThbi:

#|306 #I307 #808

HacpolkW ouepegei: OnoBeleHWA:
BpeMA Ha oTeeT: 15 O6bABNATL 00 ouepegm
ABTO nNaysa: YacToTalcex): 30
Mepepbis:0 OBLABNAT: BEPEMA HA Her ¥
Makc. BpeMA OMWOaHWA: YODER.:
Makc. BbizoEDE: 8
MNpycosn. ¥ r*,rc-aﬁ— MepHogMUHOCTE 0OBABNEHWA
oYepenu: YacToTa nostopos(cex): 0
MNoxuaaTe NpK 3aHRATO: FanMCcs ONOBELWEHMA: A
A ABTOzaNONHEHME: [+ ECNW He OTBeYalnT
Coobuwats arexTy Bpema HanpasneHKe;| 3aeepluMTh v

YOSDH.:

COXpaHiTE

HomMmep ouepepm: OnpeaenseTr HoMep Mo KOTOPOMY MOXHO AO3BOHWUTLCS B oyepesb.
3HaueHue: OTobpaxaemoe MMsi ouepeamn Npu 3BOHKax.
AnroputMm: Onpegensiet aaroputM o6paboTKn BbISOBOB B oyepeamn

AreHTbl: [onb30BaTeNN, B HAaCTPOMKaxX HOMEPOB KOTOPbIX yKa3aHo 'AreHT', MOryT NMpUHMUMaTb 3BOHKU B o4epeau.
BbibepuTe areHTOB ANS oyepeaum.

BpeMsi Ha OTBEeT: Bpems, B TEUEHUN KOTOPOro 3BOHUT TesiedoH areHTa, npexae 4yem 6yaer nepeHanpasiieH
CleayoweMy areHTy.

ABTonaysa: CTaBuTb areHTa Ha nay3y, ec/iM OH He MOXeT OTBETUTb Ha 3BOHOK.

MepepbiB: BpeMs nocrne oKOHYaHMS YCMELWHOro COeANHEHNS], B TEYEHMN KOTOPOIro areHTy He MOCTynatoT Bbi30BbI
(B cekyHpax).

MakcuManbHoOe BpeMsl OXXuAaaHUA: MakcMManbHOe BpeMS B TEYEHMM KOTOPOro A03BOHMUBLUMICSA aboHeHT 6yaeT
oXunaaTb OoTBeTa, Npexae YyeMm Bbl30B 6yaeT yaanéH ns oyepenu.

MaKCMMYM BbI3OBOB: MaKcMMaslbHOE KOJIMYECTBO Bbi3blBatOLWMX abOHEHTOB B odyepean (0 - He orpaHUYEHHO).

Mpucoen. kK Nycroi ouepean: OnpeaesnsieT BOSMOXHOCTb MOCTaBUTb 3BOHOK B OUYEpeab AaXe ec/iv B ovyepeam
HeT cBO60AHbIX areHToB.
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Moknpatb Nnpwv 3aHATO: [pMHYAUTENbHO 3aBepLlaeT BbI30OBbI aboHeHTOB B oyepeaun, ecnn odyepenb 3anosiHEHaA U
HOBble aBOHEHTbI HE MOryT AO3BOHUTHLCS.

ABTO3anosiHeHue: Ecnu B o6pa60TKe B o4yepean HaxoaAnTCAa HECKOJIbKO BbI3OBOB, TO NPUHYAUTENIbHO HAMpaBisATb

BCE BbI30Bbl CBOOOAHbLIM areHTam.

Coob6uwaTb areHTy BpeMa yaepik.: CoobLaTb areHTy CKO/IbKO Bbi3blBaloLWNii abOHEHT MPOBEN BpeEMEHU B
oyepeaun, Npexae YeMm nepexsiUnTb BbI30B.

YacroTa: Kak 4acto aHoHcMpoBaTb HOMep aboHeHTa B ouepeaun u BpeMs HaxoxaeHus. (0 Ans oTKAYeHus).

061baBNATb BpeMs Ha yaep)XaHuu: O6baBNsaTb UK HET BPEMS Ha YAEpXaHuUK Npy 06bABNEHUM NO3MLMK B
oyepean. Bpemsa He byaeT 06bSIBASTLCS €C/IM COCTaBSAET MeHblUe 1 MUHYTHI.

O06bABNATL BPEeMSA Ha yaep>aHum: O6baBAsATb UM HET BPEMS Ha yAEPXXaHUM Npu 06bABAEHUN NO3ULUK B
oyepeaun. Bpems He 6yaeT 06baBASATLCSA €CNM COCTaBSIET MeHbLle 1 MUHYTHI.

3annucb aHOHCUPOBAHMUA: BbibepuTe 3anncb A1 aHOHCMPOBaHMSA M3 3anucei aBToceKpeTaps.

HanpaBneHue: Kyaa HanpaensiTb BbI3OBbl, €C/IN areHTbl B o4Yepeamn He OTBeYaloT.

3.35 Mpadmk paboTbl

dyHkumoHaneHocTb “I'pacpmk paboTel” B IP ATC QTECH nossonsieT Bam ynpaensaTbh BXOAALMMY BbI30BaMM Mo-
pasHomy B paboyee n B Hepabouee (BbIXOAHbIE U NPa3gHNKN) BPeMs.
YTto6bl 3agaTh HOBLIN rpadmk paboTbl OTKponTe “YnpaBneHne BxoaawmmMmm->padmk paboTbl” U HAXXMUTE
KHOMKy “HoBbIVi rpaduk paboTbl”. B nosiBUBLLEMCS OKHE 3amnonHuTe cnegyroLwme nons:

e WMNmMsA npaBuna: Ykaxute nms ana rpaduka pabotbi

e YcnoBus A1 BPEMEHU U [aTbl: YKaXuTe BpEMEHHble paMKu (MHTepBan)

e HanpaBneHwue: Ykaxute agpecata (HanpvMmep, aBTOCeKpeTaps), KOTopbli 6yaeT nonyyaTb
BbI30BbI NMpW NonagaHuM TEKYLLEro BPEMEHU B yYKa3aHHbIM MHTepBan (paboyee BpeMs) U Takxe
BblbepuTe agpecaTta, KOTOpbI 6yAeT nonydaTbh BbI30BbI MPY BbIXOAE TEKYLLEro BpEMEHU 3a
npenensl nHTepBana (Hepaboyee BpeMms).

@ arece

, pacmx paboTs
* foMon - . ) :
« OnepaTtop Brniounte rpacduk pabotel {
OcHoBHEIE - . ~ -
BrntounTe rpadmk paboto: *81 BoikniodYuTe rpadms pabotoi: *081
YNpaeneHWe BXOOALLMMH
HM3meHnTs x

& Bxogswme MapwpyTel
MMz npaewna: TimeRule

= ABTOCEKpETAPD
YCNoOBMA BPEMEHH M OaThI

HauanwHoe epema: . KCIHE'-IHOE BpeMA:

HauanoHolid AeHE HEQenu: KoHeuHbIR AeHE HEAENW:

® 3anucK asToCEKpETapA

s JUEpENK BHIZ0BOE Cnwcoy

& [pynnkl BLIZ0E0E
& YEPHEIH CIMCoK

# He BecnokowTe

PaclumpeHHbie
Hacrpoiku cemm
BezonacHoCTE

OTUETHI

Cucrema

HauansHbIin AeHb: KoHeuthﬁ NEHB:
HauaneHeli Mecay: KoHEI—thlﬁ MECAL:

HanpaBneHue

ECNK BpEMA COBNaNdET. |AE-'I'DCEK|JETEDI:I - W( Vl

ECNKM BpEMA HE COBNAAAET. |AB‘I’OCEK|}ETEDI:I -- cle Vl

CoxpaHuTy [OTMEHWTE
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3.3.6 Bxoaswme maplipyTthbl

HacTtpoiiku Bxogawmx mapwpyToB ykasbiBatoT IP ATC QTECH kyaa mapLupyTu3MpoBaTth BbI30Bbl,
nocTynawLLme 13 TpaHkoB. Bbi3oBbl MOryT GbITh HaMpaBneHbl HA MHOXECTBO aApecaToB, BKITHOYaOLLNX
cobcTBEHHO BHYyTpeHHMe Homepa, Mpynnbl BbIzoBOB, O4epeam BbI3oBOB, ABTOCEkpeTapu, DISA, koHdepeHLmun,
MenmknHrosble rpynnbl, Fonocoyto noyty, ®akc, UTA.

Bxoasiwme mapipyTtbl HacTpaunatotesa ana FXO/GSM un ans VolP TpaHKoB OTAENBHO.

[nsa HacTpoVikn BXOASALLMX MapLUpyTOB OTKponTe “YnpaBneHue Bxoasawmmu->Bxogdawme mapwpytbl”. o
YMOIYaHuo OTKpbiBaeTcs 3aknagka “OcHoBHoe”.

BanonHute cneayowme nons ansg FXO/GSM u ans VolP TpaHKoB OTAENbHO:

OcCo6€eHHbI 3BOHOK: Ykaxute 3HauyeHune nons Alert-Info, ncnonbsyemoe npu BXoAALMX BbiI30BaX, NOCTYNaOLWMX
Ha aHanorosble unu GSM nopTbl (MCNONb3yeTCcsa AN NepcoHanmMsaumm menoamn Ha IP TenedoHax).

@ oo

# [oMoid

OCcHOBHBIE

+ Onepatop OCHOBHBIE DID nopTa DID HoMepa HacTtpoiiku DOD
OcHOBHbIE

YnpasneHHe BXOOALMMK Wz kananoe FX0/GSM
& BxogAlMeE MapWPYTHI
* ASTOCEKpETaPE OcobeHHsliR 380H0K:

® JanMCH aETOCEKPETApA HanpasneHue: Ha asTocexkpeTar \f||working time e

=« Oyepenu suS0B0B

# [pyNnbl BLIZ0BOE

. - Wz VoIP kananos
& YEpHLIM CNHCOK

® He BecnokouTe

» Mpachui paboTsl OcobeHHbIR 3BOHOK:

HanpaeneHue: B ouepenks ~ (1630 R
PacliMpeHHbIe P pea | |

HacrpoikM c

BesonacHoCTh CoxpaHuTH |OTMEHHTS

OT4ETHI

Cucrema

HanpaBnel-me: YKkaxuTe HanpasneHue, kyaa 6yaeT HanpaBnaTbCa BbI30B. Hanpumep, Ha HOMep, Ha
ABTOCEKpPETaps, B rosIoCOBYHO MOYTY MU T.M...

HaxmuTe kHonky “CoxpaHuTb” 1 He 3abyabTe NPUMEHUTL BHECEHHbBIE U3MEHEHNSI.
Mopt DID

Bbl moxeTe HacTpouTb lNpsmor Habop, ocHoBaHHbIN Ha HoMepax DID VolP/E1/T1/BRI TpaHkoB, FXO nopTtax u
BXoAsLWmx Homepax. Mpsimon Habop nmeeT Bornee BbICOKWIA NPUOPUTET YeM rpaduk paboTbl U BXOAsALmE

MapLLpYThI.

Mpsimon Habop ocHoBaHHLIN Ha DID HomMepax No3BoNSAET BXOASLUM Bbi30BaM Ha BbiGpaHHbIi DID Homep
NPOXOAMTb Ha onpeaeneHHbI BHYTPEHHMI HOMep 6e3 BCAKMX OrpaHUYeHnn, HaknaablBaeMbiX oCTarlbHbIMU
HacTponkaMy AN BXOASLLMX 3BOHKOB.

[nsa Toro yTo6bl O6aBMTL NPsIMON HAbop A11s Bbi3oBa npuxoasuwero ¢ FXO noprta oTkpownTte “YnpaBrneHue
BXogsawWmmn->Bxoasawme mapLupyThl”, u 3aTem nepenaute Ha 3aknagky “DID nopTbl”. HaxmuTte Ha cebinky
Hosbih nopT DID” 1 3anonHuTe crneaytoLlme nons:

MopT: Buibepute BXOAALWMIA aHANOrOBLIA MNOPT
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3Ha4YeHue: YkaxuTe 3HadyeHne ans nopta. MNpu BXoaswWwmMxX 3BOHKaX, NOCTynaloWwmx Ha AaHHbIA nopT 6yaeT
oTobpa)kaTbCsa ykasaHHoe uMsa unm Homep (Mcnonb3oBaTbes B kavectBe Display Name).

HanpaBneHue: Ykaxute HanpasneHve, Kyaa 6yaeT HanpasnsTbCa Bbi30B. Hanpumep, Ha HoMep, Ha
aBTOCEKpEeTapsi, B roJIOCOBYIO MOYUTY U T.M...

Haxmute kHonky “CoxpaHntb” 1 He 3abyabTe NPUMEHUTb BHECEHHbIE N3MEHEHMS.

@ QTECH HacTpoiky uzMeHessbl! HaxmuTe "TIDMMEHKTL” ANA aKTHEaLIMM.

o [loMoii DID nopTa
» Onepatop ‘ ‘ ‘
OCHOBHBIE
¥NpasneHWe BXoARALWMHK Cnucok nopros DIDsS
¢ BxoasAwMe MapwpyThl HoBwiiA nopT DID X

= ABTOCEKDETAPD
1 /1
® 3aMWCH ABTOCEKPETAPR MopT: FXO MopTt 1 v SHaueHuwe: 4991234569 =

e Ouepeaw BLIZOB0E HanpasneHwe: |Ha HOMED V| | 100(100) hd

& [pynNnbl BLISOBOE

CoxpaHuTty |(JTHMEHWTS
& YEpHLIA cnUcoK
e He becnokouTk

s Mpaduk paboTul

Howmep DID

[ns Toro 4Tobbl 406aBUTL NpsAMON HAabop ANns Bbi3oBa npuxogsLero n3 VolP TpaHka (aHanuanpys
Habvpaemblli HOMep) OTKporTe “YNpaBneHne BXo4AWmMMU->Bxoaduime mapwpyThl”, 1 3aTeM nepengute Ha
3aknagky “DID Homepa”. HaxxmuTe Ha ccbinky “ HoBbii Homep DID” u 3anonHuTe cneayowme nons:

Homep DID: Ykaxute Homep DID anst VoIP TpaHka (Bbl MOXeTe yCTaHOBUTb 3HAUYeHMEe B pacCLUMPEHHbIX
HacTpoMKax TpaHka). MNpu Mcnonb3o0BaHUM A4aHHOMO HOMEpa B KayecTBe HOMepa Bbi3biBaeMoro aboHeHTa co
CTOpOHbI VOIP TpaHka 6yayT cpabaTbiBaTh npasuia u3 nonsa '‘HanpasneHue'

3Hau4yeHue: YKaxuTe 3HauyeHne ans Homepa. MNpu BXoAsiLMX 3BOHKAX, NOCTynatoWwmnx Ha AdaHHbli DID Homep 6yaeT
oTobpaxaTbCsa yKaszaHHoe uMs unu Homep (Mcnonb3oBaTbes B kavectse Display Name).

@ ) QTECH

o [lomoii DID Homepa

#» Onepatop

OcHOBHEIE

Y¥NpaBneHHe BXOOALIMMK Cnwcor HoBwiid HoMep DID X

& Bxoanlme MapwpyTel

DID HomMep: 4991234511 JHaueHwWe: 4991234511

» ABTOCEKPETAPbL
1 4 Hanpasnexse: | Ha HoMep ~|[100{100) |

# JanKcK aBToCeKpETapA
» JuepenM BbIS0B0B i CoxpaHuts [OTMEHWTE
& [pyNnbl BEISOB0E
& YEPHEIFA CNMCOK
& He BecnokouTe

» Mpadwuk paboTul

PaclunpeHHbIE

36


mailto:info@qtech.ru
http://www.qtech.ru/

+7(495) 797-3311
Mockea, HoBosaBogckas yn., 18, ctp. 1

info@qtech.ru
QTECH www.gtech.ru
MUP AOCTYNHEE
HanpaBneHume: Ykaxute HanpasneHune, Kyaa 6yaeT HanpaBnaTbCs Bbi30B. Hanpumep, Ha HOMep, Ha

ABTOCEKpPETapsi, B r0JIOCOBYHO MOYTY U T.M...

Haxxmute kHonky “CoxpaHuTb” 1 He 3abyabTe NPUMEHNTL BHECEHHbLIE N3MEHEHNS

B gaHHOM npumMepe BbI30B, Npuxoaawmn Ha Homep 4991234511 HeMeaneHHO nepeHanpaBiseTca Ha HoMep
100.

Hactpownka DOD

[Ons Toro 4yto6bl 4O6aBNTL NpsiMoO Habop Ans Bbi3oBa npuxoasulero u3 VolP TpaHka (aHanusnpys Homep
3BOHSILLEro) oTkponTe “YnpasneHue Bxoasawmnmmn->Bxoaswime mapLupyTel”, n 3aTeMm nepengnTte Ha 3aknagky
“DID Homepa”. HaxxmuTe Ha ccbinky “ HoBbii Homep DID” 1 3anonHuTe cneayroLwmne nonsi:

Homep DOD: Ykaxwute Homep DOD ansi VoIP TpaHka. MNpu ncnonb3oBaHMM AaHHOMO HOMEpa B KayecTBe HoMepa
BbI3blBatoLLero aboHeHTa co ctopoHbl VOIP TpaHka 6yayT cpabaTbiBaTb npaBuna u3 nons 'HanpasneHue'

3HauyeHue: YKaxuTe 3HauyeHne asi HoMepa 3BoHsLWero. Mpu BXOAALWMX 3BOHKaXxX, NOCTynatwLwmx ¢ gaHHoro DOD
HoMepa b6yneT oTobpaxaTbCs ykasaHHOe uMmsa unmn Homep (Mcnonb3oBaTtbcs B kayectBe Display Name).

HanpaBneHue: YkaxuTte HanpasfeHne, kyaa 6yaeT HanpaBnaTbCs Bbi30B. Hanpumep, Ha HoMep, Ha
aBTOCeKpeTapsi, B FOJIOCOBYIO MOYTY U T.M...

Haxxmute kHonky “CoxpaHuTb” 1 He 3abyabTe NPUMEHUTb BHECEHHbBIE U3MEHEHNS

@ arecr

¢ JomMoi

Hacrpoiku DOD

« Onepatop

OCHOBHEIE

YnpasneHwe BXOAALMMK Cnucor HacTpoex DOD

Hoewld DOD X
# ABTOCEKpPETAPDL

® 3anucu dBETOCEKPETAPR HDMED DoD: 8121234557
+ Ouepenu BLIZ0B0B HanpaeneHwe: Ha nomep Vl | 100(100) d

¢ [pynnebl BEISDEDE
CoxpaHuTh

& YEPHBIA CIMCOK

¢ He GecnokouTe

» Mpadwuk paboTul

PaclUHpEHHEIE

B faHHOM npumMepe BbI30oB, Npuxogawmi ¢ Homep 8121234567 HemeaneHHO nepeHanpaBnsieTcs Ha HoMep
100.

3.3.7 YepHbIN cnUcok

YepHbI CNMCOK NO3BOMSET peann3oBaTth 3anpeT Bbi30Ba 4119 HOMEPOB, KOTOPbIM MO KakKMM-nNMbo npuinHam
3anpeLLeHo 3BOHMTb Ha AaHHyto I[P ATC QTECH. YepHbii CMCcok MOXET agMUHUCTPUPOBATLCS Kak
nonb3oBartenem “admin” Tak u nonb3oBaTenem “operator”.

[na nobaBneHnst HomMmepa B YEPHbI CIMCOK OTKPOWTE “YNpaBneHne BXo4aWwmMMn->4epHbIn CNMCOK” U HaXXMUTE

CCbINIKY “HOBBIN YepHbI cNCcok”. B OTKpbIBLLEMCS OKHE BBEAUTE HOMEP, ANl KOTOPOro Bbl XOTUTE BBECTU
3anpeT Ha BXofsLme 3BOHKW. [locne 3Toro HaxxmuTe Ha KHorky “CoxpaHnTb”.
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@ arecs

* Oomoii HEPHBIM CNWMCDK
= Onepatop YEPHLIA CNWCOK YaanuTe BelDpaHHaIe
OCHOBHBIE HoMep 4EPHOro CNKMCKE Omu
¥rpasneHHe BXOAALLMMK 1 4991111111 W OanuTe
* BxogAwmMe MapwpyTel HoBbIA YEPHBIA CNHCOK X
= ABTOCEKDETAPE Homep yépHoro 2991111112 .
CcnMcKa: ———————————
& 3anucy asTOCEKpETapA
s Oyepenu BLISDE0E COXpAHMTH  (OTMEHMTE
& [pyNnbl BLIZ0BOE
4 PaclumpeHHble HacTPOUKHN
4.1 MobanbHbIe paclwnpeHHble HaCTpOVIKVI
4.1.1 OcCHoOBHbIe

OTkponTte “PaclumnperHbie-> Onuun->OcHoBHbIE”. Ha 3TOI cTpaHuue Bbl MOXETE BbIMOMHUTL rnobanbHble
HaCTPOWNKX, NPUMEHUMBIE A5 BCEX BHYTPEHHNX HOMEPOB.

B cekummn “HacTponku BHyTPEHHUX HOMEPOB” Bbl MOXETE HaCTPOUTb CriedytoLme onumu;

HomMep onepaTopa: Ykaxute HoMep onepartopa. pv nepeHanpasieHn BXOASLIErO Bbi30Ba Ha FOJIOCOBYHO
MouYTy, 3BOHALINIA HaxmnMaeT 0 1 nepeHanpaBnsaeTcsa Ha 3TOT BHYTPEHHUI HOMep.

O6wWuMe HACTPOMKN BpeMeHU 3BOHKaA: YCTaHoBUTe 06LiMe HAaCTPOMKM ANNTENTbHOCTY 3BOHKA. BXoASLMIA BbI30B
[l03BaHMBAETCS yKa3aHHOe 34eCb BpeMms.

BkIlOUMTb NepeBoA Bbi30Ba: Bk1OUMTb BO3MOXHOCTbL NepeBoaa Bbi3oBa cpeactsamm ATC.

Enable Attended Transfer Caller ID: O6biuHO, ecnu Bbl Ucnonb3dyete kog ABO *2 ans nepesoda Bbi30Ba Ha
[ApYroil BHYTPEHHWNI HOMEP, MO/Ib30BaTeflb HA 3TOM BHYTPEHHEM HOMEpPE MOXET BUAETb TOJIbKO Ball HOMEp Kak
HOMep 3BOHsILero. Mpun BKAOYEHWUM AaHHOW OMNUMMK, NOMb30BaTe/lb, HA KOTOPbLI NepeBoAUTCS BbI30B 6yAeT BUAETb
peanbHblii HOMep MOCTYMNMBLUErO Bbi30Ba, @ HE HOMep MoJIb30BaTesIs, OCYLLECTB/ISOWEro 3TOT Nepesoa.

Bknrountb MY3biKY MpPU 3BOHKeE: BK/10UMNTb NpourpbiBaHMe My3blKM BMECTO ryakos. Korga ata onums
BK/IKOYEHA, 3BOHALLME NOJIb30BATENN CNbllaT MY3biKy BMECTO I'yKOB Bbl30OBa.

ABTOOTBET: BK1tounTb aBTOOTBET. DTa onuus nossonset IP ATC QTECH aBToMaTMyecku oTBeYaTb Ha BbI30BbI U3
aHasioroBbIX MOPTOB.

Bpems onpegeneHuna dakca: 34ech yCTaHaBAMBAETCS BpeMs onpeaeneHvs dakca.

Web Dial Auto-Answer: BkntoyaeT/oTK/IO4aeT aBTOTBET Ha BHYTPEHHEM HOMEpe, eC/iN BbI30B COBEpLUAETCS U3
Be6 vHTepderica.

dopmMart 3anmcu: dopmMaT 3anmcu pasroBopoB. MoXHO ycTaHoBUTb GSM nnu WAV.

Call Forward CID: MNo3BosiseT nepeaaBaTb HOMEP 3BOHALLErO NPV NepeBoae Bbl30Ba BMECTO HOMEpa, C KOTOPOro
BbI30B MepPeBOAMNTCS.

P-Preferred-Identity: SIP 3aronosok P-Preferred-Identity ncnonbsyercs ans naeHtudmkaumm nonb3osartens,
nocnasiiero coobuieHne SIP, npoxoasllee Yepes HECKOMbKO NMPOMEXYTOUYHbIX SIP cepBepos.
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@ oo

o [10MOH OCHOBHEIR

» OnepaTop =
LS5 LLL HaCTPOMKK HaCTPOMKKH

SIP IAX2

aHanoroBLIx
nopToB

OCHOBHEIE

YNpaeneHve BXoasiMMm

PaclWpeHHbIe

HacTpoMKW BHYTPEHHWX HOMEpOB

& Onumm
- Homep onepaTopa: | <none> ¥
* BUpTyansHuIi axc P paTop
O6WWe HACTPOHKK BpeMeHK 3BoHKa(cer): 30
« [On. nouta -

BrMKUMTE Nepeso/ swizosa: ¥

¢ HacTponkw SMTP Enable Attended Transfer Caller ID: )

» KoHdiepeHuwa BHIKIUMTE MYy36IKY NP 2B0HKe: |

® ¥CTAHOEKKM MY3LIKW Auto-Answer: ¥ Bpema onpegensvna d:-aKca:E
» DISA Web Dial Auto-Answer:

= Follow Me @OpMaT Ianuou:

» MepeaapecalnA ELIZ0EA Call Forward CID: ¥

« One Number Stations P-Preferred-Identity: )

Onuun B cekumm “HacTpomnkm no ymonyaHuo Ansi HOBbIX HOMEPOB” NCMOMb3YTCS NPU CO34aHNM HOBbIX
BHYTPEHHMX HoMepoB. COOTBETCTBEHHO ECNM B 3TON CEKLMM BKIOYeHa/onpeaeneHa kakas-nnbo
HacTpoKa, TOUYHO Tak xe oHa OyaeT onpegeneHa v B TOMbKO YTO CO3AaBLUEMCS BHYTPEHHEM HOMepe.

YCTaHOBKM NO YMONYAHWID ANA HOBbIX HOMEpOB

SIP: ¥ Taxz2:| WEB: |  Owugasve Boiz.: #
AreqT:  Ton. noyta:« Yo, r-nodry: ) Mapons: 1234
MNAT: Transpc:rt: SRTP: L
AyOW0o KDOeHK
#lylaw #lalaw | G.722 5,720 LG, 726 LIGSM L Speex

B cekumm “TpeanoyvteHns HoOMepoB” onpeaensaTcs Auana3oHbl BHYTPEHHMX HOMEPOB Nonb3oBaTenen n
OmanasoHbl CUCTEMHbIX HOMEPOB ANsi TOro YToObI M3bexaTb BO3MOXHble kKOHGNMKTLI B IP ATC QTECH. B
3TOW CeKUuMM Bbl MOXeTe MoanmumpoBaTb 3T AnanasoHbl B COOTBETCTBUM C BawMMKU TpeboBaHUsIMU:

MpegnoyreHUA HOMEpPOB

HomMepa nonszosaTtensd 100 to 299
HomMmepa kordepeHL-koMHaT 200 to 909
HoMepa asTocekpeTapA 610 to 629
HoMepa odepefsi 630 to 639
Homepa rpynn esizoea 640 to 659
HoMepa nzAaxmuHra 660 to 679
Bel pacwupeHMa 680 to 699

CBpoc
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4.1.2 HacTpoikn aHanoroBbix NnopToB

['nobanbHble HACTPOWMKM aHaNoroBbiX MOPTOB MCMOMb3YTCs Anst HacTponkn IP ATC QTECH ans
KOPPEKTHOW paboTbl ¢ TenedOHHbLIMU IMHUAMUW, NPEAOCTaBNSEMbIMI BalMM TeNegOoHHbIM NPOBaiaepOM.
[aHHbI BGNOK HACTPOEK COCTOUT M3 ABYX CEKLUN.

Cekuua Onpepenenue Caller ID

HacTtpoliku B 3TOM cekumm ncnonbaytoTcs ans ykasanust IP ATC QTECH kakum obpasom
naoeHTnduumpoBaTthb 3BoHsLWero (caller ID) ns TenedoHHbIX NIMHUIA, NOAKMOYEHHbIX K FXO noptam.

HaCTPORKKM

e JOMOH
A aHanoroBkLIX NOPTOE

e OnepaTtop

OCHOBHLIE HaCTPOMKK HaCTPoHKK

OCHOBHEIE sIp e
YnpaeneHWe BXogALWMMH

PacluMpeHHkIe
s OnuMK Onpepenenne Caller ID

* BupTyansHeif hakc Bin. onpegeneque Caller ID: (#
s [on. nouta Curdanuzauds Caller ID: | Bell-US v

+ HacTpoiixu SMTP Hauano Caller ID:
s Kondepesuma CID Buffer Length: | 2500 v

PaccmoTpuM npuBegeHHbIe Ha PUCYHKE HACTPOMKM:

Bknrountb onpeaenexHue Caller ID: Onpegensts Caller ID ana BxoAsilmx Bbi3oBoB Ha FXO nuHuu.
Curnanusauymsna Caller ID: Tun curHanvsaumm, UCrNosib3yeMoi B aHaioroBbix TenedOoHHbIX TUHUSAX ANs
nepeanauu Caller ID.
Bell-US—Takxe nsBectHol kak Bellcore FSK. Wcnonb3yetcs B KaHane, Kutae n CLUA.
DTMF—Dual Tone Multi-Frequency. Ucnonb3yetcs B AaHum, GuHnaHauu v Lseumn.
V23—B 0CHOBHOM MCMosb3yeTca B BenukobputaHuu.
VV23-Japan—B OCHOBHOM MCMONb3yeTcs B ANOHUN.
Hauano Caller ID: Onpegensatb Caller ID, korga nonyyeH Bbi30B WK, KOFAa U3MEHMIACh NOJSIPHOCTb.

CID Buffer Length: nuHa 6ydepa, ncnonbayemas ans xpaHeHus nHgopmaumm o Caller ID.

Cekuus OcHOBHbIe

OCHDOBHbI2

CrpaHa: | FCC v |
CTaHOapT TOHOE! | China ¥ |
TalAM-ayT BeizoEa: 8
OTen. nposepy DTME: [
Otnp. Caller ID nocne :

IXONOAABNEHKE: [«
Denoise: ||
MposepHa 3X0N0JABNEHKMA: MO {ves/no/number)

CrpaHa: YcrtaHoBute CtpaHy (Opermode) ana FXO noptoB

CTtaHAapT TOHOB: BbibepuTe cTaHAAPT TOHOB B COOTBETCTBUM CO CTPAHOWA.
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TaiiM-ayT BbI30Ba: AHa/IOroBble YCTPOMCTBA LO/KHbI MMETL TaMayT A1 TOro YTO6bl OMpeaesivTb A0SKHbI

1 noBecuTb TPybKy nepen TeM Kak 6yaeT oTBET Ha NMHMK. Kopo4ye roBops, aTa Benv4MHa onpeaenser
CKOJIbKO BpeMeHM Hy>HO DAHDI 4yTo6bl MOHATbL, YTO MOpa KNacTb TPyobKYy.

OTkNuUnNTb NpoBepky DTMF: Buibepute npu npobrniemax ¢ KOppekTHbIM aeTekTupoBaHne DTMF curHanos.

OTnp. Caller ID nocne: B HekoTOpbIX CTpaHax, Takune kak Benukobputanus, Caller id Hy>KHO OTpaBnsATb He
nocne NepBoro ToHa BbI30Ba (Kak BbIGpAHO MO yMOMUYAHMIO), @ MO3XKe.

JxonoaaBJsieHUue: BKIounTb/BbIKIOYNUTb 3X0MNOAAB/IEHME.

Denoise: Hactpoiika “Denoise” noMoraeT yMeHbLINTb YPOBEHb LUyMa Ha LUYMHbIX aHaloroBbIX JIMHUSIX,
0CO6EHHO rae yBenmM4yeH ypoBeHb CUMrHana.

MpoBepka 3xonoaaBsieHUs: [TpoBepKa 3xXonoAaBneHns BKIOYaeT B cebsi MOCbIIKY KOPOTKOro uMnyJsbca B

JIMHUIO W UCMONb30BaHME OTKIMKA ANt NpeABapuUTeNIbHOM NOACTPONKM 3X0onoaaBneHnst (A0CTYMNHbIe 3HaUYeHUs
Yy€s, N0 WU KOJIMYECTBO MUJISTIUCEKYHA A9 3aEPXKN Nepes TeCTOM).

4.1.3 nobanbHble HacTpowku SIP

moBanbHble HacTporikn SIP No3BONSAT HACTPOUTb HECKOSBLKO OCHOBHbIX M PaCLLUMPEHHbIX ONUUiA
kacatowmxca npotokona SIP B IP ATC QTECH. [Ina BHeCeHNsi \BMEHEHU B HACTPONKM OTKpONTE
“PacumpeHnHble->0Onumn” n Haxmute “HacTtponkm SIP”. [laHHasa cTpaHuua COCTOUT U3 HECKOSbKMX CEKLINN.

Cekumnsa OcHOBHbIe

o oMot HacTpoWkk SIP

# Onepatop

HacTPOMKK1

HaCTPORKKM

OCHOBHLIE aHanoroBLIx
IAX2

nopTos

COCHOBHEIE

YnpaeneHne BXomanwmMm

PaclwMpeHHbIe

OCHOBHbIE
s OnumK
. UIDP nopT: 2000
* BUpTyansHeii Gake LBkniounTs TCP nopT: 5060
e [ON. NOYTE L BrnoumTe TLS mopT: 3061

Hauans=wd RTP nopT: 10001
KoHeudei RTP nopT: 10500

" Kondepenuns pexut DTMF:

& YCTAHOBKM MY3kIKW Allow Guest: [

¢ HacTpolixu SMTP

s DISA MakcuMansHoe BpeMa perncTpaumn [cek): 3600
MWHMMansEHOE BpEMA pervcTpaumK (cek): &0
BpeMa perycTpauvi no-yMondadwo (cew): &0

s Follow Me

s Mepeanpecauya BoiZ08a

UDP nopt: UDP nopT, ncnonb3syembln Ans curHanmnsaumm SIP. Mo ymonyaHuio: 5060. Bbl MOXeTE N3MEHUTb
3TOT NOPT.

TCP noprt: OtMeuas onumio “BknounTtb”, Bbl BKIOYaeTe rnobanbHyto noaaepxky SIP no npotokony TCP. [ns
perncrpaummn okoHeuHoro SIP o6opyaosaHus, (Hanpumep, IP TenedoHa), no npotokony TCP, BaM Takxe
HY>XHO Bbl6paTb npoTokon TCP B HacTporikax BHYTPEHHUX HOMEPOB.

TLS nopt: OTMeyas onumio “BknounTs”, Bbl BKAOYaeTe rnobanbHyto noaaepxky SIP no npotokony TLS. Ans
perncTpaumm okoHe4yHoro SIP o6opyaosaHus, (HanpuMep, IP TenedoHa), no npotokony TLS, BaM Takxe
HY>XHO Bbl6paTb npoTokon TLS B HacTpolikax BHYTPEHHMX HOMEPOB.

HauanbHbii RTP nopt/KoHeuHbih RTP nopT: 3aeck ykasbiBatoTcs UDP nopTsl, ncnonbsyemblie IP ATC
QTECH ans ronocoBbix NOTOKOB RTP. M3MeHeHne yCTaHOBNEHHOIO 34eChb AMana3oHa NopToB NMOPTOB MOXET
npuBecTy K npobnemam c nepegaven rosoca.

Pe>xuMm DTMF: Boib6epute pexum nepegaun DTMF no ymon4yaHuto.
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Allow Guest: [laHHas ycTaHoBKa onpeaensieT moxeT nn IP ATC QTECH npuHMMaTbh aHOHMMHbIE Bbi30BbI. B
Lensx 6e3onacHoOCTM He aKTUBUPYMTE AAHHYIO OMUMIO.

MakcuMmasnibHOE BpeMs perucrpauum: MakcumanbHoe BpeMsa perucrpaumm aboHeHToB. Mo yMonyaHuio:
3600 cekyHA.

MuHuManbHoe BpeMsi perucrpaumm: MyHMManbHoe BpeMs perncrtpaumm aboHeHToB. Mo ymonyaHuio: 60
CeKyHA.

BpeMs perncrpayum no yMoJi4aHUIO: BpeMsi peructpaumnm, UCnosib3yeMoe no yMosyaHuio.

Cekuus NMoppepxka NAT

Ecnn IP ATC QTECH Haxogutcsa 3a NAT u Bam TpebyeTcs AenaTtb BbI30BbI “HapyXXy” Ui npuHnMmaThb
oTTyAa BbI30BbI, TO IP ATC QTECH HeobxooMMo 3HaTb NPUXOAMT Nv BbI30B U3-3a NAT vnu Her.
Hanpumep, ecnv Bam Hago HacTpouTb yaaneHHble paboume mecTta, TO crieayeT ykasaTb Kakue ceTeBble
agpeca - agpeca 3a NAT, a kakne — HeT

Mogpepxka NAT

Brewrwd IP: 117.176.159.157

BHeWHWA xocT: 117.176.159.157
BHelwHWA TCP nopT:
BHewHWH TLS nopT:

OGuosneHwe (cek): 10

Anpeca NokaneHoW ceTw: 192.168.10.0/24
Anpeca NoOKaneHOW CETK:
Afpeca NOKaneHOW CETK:

BHewHwun IP: IP agpec, KoTopblii 6yAeT UCNosib30BaThCs B Mcxoaawmx SIP cooblieHusax, ecnn ATC
HaxoauTcs 3a NAT.

BHeLIHMIA XOCT: BHelHN XOCT, HE peKoMeHAyeTCsa ANS UCMOSIb30BaHUS BHE TECTOBbLIX 3anycKoB!

O6HoOBNEeHMe: Kak yacTo oTnpaBnaTb 3anpockl Ha DNS cepBep npu MCMNOb30BaHUM ONUUK 'BHELIHWIA XOCT'.
BHewHuit TCP nopt: Homep nopta TCP, ncnonb3yeMoro Anasa npotokosa SIP BO BHELLHeNl ceTu.
BHewHuit TLS nopTt: Homep nopta TLS, ucnonbayemoro ans npotokona SIP BO BHELUHEN CETMU.

JlokanbHble ceTeBble aApeca: YKaxuTe flokalibHble CETEBble agpeca Nnpu UCNofb30BaHUM OMUUK
'BHeLHMIM xocT'.

BHumaHue! Ecnu nosiBunacbk npobnema ogHOCTOPOHHEW CRbILUMMOCTU (MW OTCYTCTBUSA CrbILLUMMOCTM
BoO6GLLE) NpU yaaneHHoW NOAKNI0YEHUN, TO CKOpee BCEro Aero B HenpaBuiibHO HAaCTPOEHHOW NoadepKKe
NAT. CooTBeTCTBEHHO NpoBepbTe HAacTporkn NAT B aTOM cekumm.

Cekuus NMoppepxka T.38

B aToi cekumm BkodaeTca/oTkNoYaeTca nogaepxka npotokona T.38 ans nepegayn hakcoB Mexay
aBymsa SIP yctponcteamu.

Mogpepxka T.38

Brnrounte T.38 (UDPTL): ¥
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Cexkuunsa Type of Service

IP ATC QTECH nopaepxumBaeT pasnuyHble HAacTponkn QOS Ha ypoBHE NPUNOXEHNUS ANS pasfnyHbIX
NPOTOKONOB CUrHanusaunmn n nepegaydm ronoca. bant “Type of Service” (TOS) ycTraHaBnvBaeTcs Ans

ucxogsawmx IP nakeToB ANS pasnuyHbix NpoTokonos. bant TOS ncnonb3yeTcsa ceTeBbiM OKPYXXEHNeM Ans
obecneyeHus onpegeneHHoro yposHs (Quality of Service) QoS.

Type of Service

TOS ansa curHanmsauyum: Ykaxute TOS ana naketoB npotokona SIP.

TOS gna cKUrHanvz=agkin:
TOS anAa RTP aygWo:

TOS anA BRTP Brgeo:

COS5 ana CMrHanW=aumm:
CO5 gnAa RTP ayvavo:
CO5 anAa RTP srgeo:

DMS SRV Look Up:

OTen. npozepky DTMF:
RTP TarmayT (cex):

RTP TalMayT npK yOepxasuK (cekl:
Nob. 'user=phone’ 8 URI:
Userfdgent:
Prematuremedia:
Progressinband:

cs3 r
ef ¥
AF41 ¥
3T
v
L

Ld

VOIP

Mever ¥

TOS pns RTP ayauo: Ykaxute TOS ansa ayamo naketos RTP.

TOS ansa RTP Bupeo: Ykaxute TOS ana sugeo naketos RTP.

COS ans curHanusaumm: Ykaxunte npuoputeT 802.1p ana naketoB npotokona SIP.
COS ans RTP ayauo: Ykaxute npuoputet 802.1p ans ayamo naketos RTP.
COS ans RTP Bupgeo: Ykaxute npuoputeT 802.1p ans Buaeo naketos RTP.

DNS SRV Look Up: Bknountb dyHkumMio DNS SRV lookups npu ncxoasuimnx Bbi3oBax.

OTkNouUnTb NpoBepky DTMF: Otkntounte npoBepky DTMF.

RTP TaliMayT: 3aBepluaTtb BbI30Bbl, €cv B TeueHun 60 cekyHa HeT RTP nakeToB v Npu 3TOM abOHEHT He

HaXoAuUTCA Ha yAep>XaHUn.

RTP TaiiMayT npu yaep>aHuUuU: 3aBepLuaTtb Bbi30Bbl, ec/iv B TedeHun 300 cekyHz HeT RTP nakeTos, U npu
3TOM abOHEHT HaxoAuTCs Ha yaepxaHuu (4.6. > RTP TtarimayTa).

Ao6aBnaTtb 'user=phone' B URI: [Jo6asnaTte none 'user=phone' 8 URIL.

UserAgent: Mo3sonseT BaM n3MeHsTb 3HadyeHue nonsa User Agent
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Cexkuusa Ucxopsawasn pernctpauusa SIP

B naHHOM cekumn HacTpanBaeTcs napaMmeTpbl pernctpaumm IP ATC QTECH, gns Tex cnydaes, Korgaa oHa
pervcTpupyeTcst Ha Apyrux Sip cepBepax Kak KIMEHT.

McxopgAwan perncrpauwa 5IP
TarMayT pervcTpauMi (cek):

KonWJyecTeo NonbLIToK:

TaWmMayT peructpaumm: MNoBToOpATL NOMLITKM PErncTpaLmm Ans UCXOASLWNX COeaUHEHUI Kaxable 'x'
CceKkyHAa'.

KonunuyecrBo nonbITOK: KonMyecTBoO MOMbITOK perucTpaumm ana ncxoaawmx coegmHeHmnn. YcraHosute 0
ONS CHATUSA OrpaHUYEHUN.

4.1.4 Mmo6anbHblie HacTponkn IAX2

Jliis moctyna kK HacTporikaM oTKpoiTe “Pacmmpenupie->Onnuu” u HaxxMuTe “HacTpoiiku |AX2”

o oMoit HacTpoWik TAX2

» Onepatop

HaCTPOHKK

HaCTPONKK

OCHOBHEIE aHaNOroBLIX
SIP

nopTos

OCHOBHBIE

YNpaeneHye BXoas IWMMK

PacliMpeHHeIe

OCHOBHbl2
e Onyme
. UDP nopt: 4569
® BupTyaneHbii daic Bandwidth: |low v
» ['0n. No4Ta MaKCMMansHoe BpeMA pervcTpauuy (cex): 1200
s HacTporxw SMTP MUHWMaNEHDE BpeMA permcTpanu (cex): 60

UDP nopt: CurHanbHbIN M ronocoBor nopT npotokona IAX2. 3HaueHue no ymonyaHuio 4569.
Bandwidth: Ykaxute oueHKy WMPUHBbI NPONyCKaHUsa ANs TOro 4Tob onpeaenntb UCMoSb3yeMble KOAEKN.

MakcuManbHoe BpeMs perucrpaumm (cek): MakcumanbHoe BpeMms, koTopoe IAX nupbl 3anpalimnBatoT
KaK BpeMsl UCTeUEHUs perucTpauumu.

MuHuManbHoe BpeMa perucrpaumm (cek): MnHumansHoe BpeMsi, kotopoe IAX nupbl 3anpalimnBatoT Kak
BpPEMSA UCTeYeHUSA perncrpaumu.

4.2 BupTyanbHbin dakc
IP ATC QTECH aBTOoMaTn4yecku onpegenseTt BXoAsLmne akcbl U OTCbINIAeT X Ha 3NEKTPOHHYIO MOYTY.
Ecnu Bbl He xoTuTe, 4TOObI (haKChl OTNPABNANMCH Ha NOYTY NOMb30BaTENS, TO BO3MOXHO HAacTPOUTb

coxpaHeHue dakcoB B paboyeM kabuHeTe nonb3oBaTess.

BaxHo: Heobxogmmo BknNiouMTb BupTyanbHbi dhakc Ha cTpaHuue “PaclumpeHHblie->BupTtyanbHbin dakc”

4.2.1 Mpuem chakcoB

IP ATC QTECH pacnosHaeT cakcbl, NpuHUMaemMble n3 TpaHkoB. YTobbl HacTpouts IP ATC QTECH gns
aBTOMaTUYECKOro NpMemMa BXoasimnx gpakcoB oTkponTe “OcHoeHble- TpaHku”. Haxmute “UsmeHums” ans
KoHurypaumm TpaHka (He BaxHo aHanorosoro unm VolP). B oTkpbiBLUENCS hopMe BKOUYUTE OMLMIO
“AsmoornpedenieHue ¢hakca” — Bbl yBUAMTE BbiNagaroLLniA CINCOK, I4e Bbl MOXeTe BbiOpaTth ftobon
BHYTPEHHMI HOMEp AN NpMemMa BXOAALMX (DaKCOoB.
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Ecnu Bbl xoTute, 4tobbl Bawa IP ATC QTECH otnpaBnsna nonydeHHble hakcbl HA SNEKTPOHHYIO MOYTY,
Toraa BblbepuTe BHYTPEHHUIA HOMEP, HAYMHAKLNIACSA CO CNoB “BupmyaribHbilt ghakc”. A 3aTeM OTKponTe
cTpaHuuy “OcHo8Hble->HoMepa” N yKaXXnTe afgpec 3NeKTPOHHOM NoYTbl B cekuumn “Ios1. noyma’.

Ecnu xe Tpebyetcs xpaHuTb ¢akchl Toneko B IP ATC QTECH, To 3anonHATe agpec 3neKTpOHHON NoYThI
He TpebyeTcs.

HakoHeu, ecnu TpebyeTca HanpaBuTb BXOAALMA hbakc Ha dhakCoBbIN annaparT, TO Bbibepnte BHYTPEHHUI
HOMep, acCOLUMPOBaHHbIV C 3TMM (DAKCOBbLIM annapaToM.

HzMEeHWTL X
I OnucaHme: DaKc
TTAHKM: FX0: #1
Mpedrxc:
PacluMpeHHble HACTPOHKH
Buibop AMHKK: Mo nopRaKy T
OnpegeneHye curdana Yes ¥ CUBTUMK
"3aHATO": "3aHATO":
; a Mcx. 1na
Bxon. yposeHs: ol% ¥ 40% ¥
YDOBEHb:
ToHEl: MNo ¥ Ctpata ans s r
TOHOB:
CMIrHan 2aHAaTo: Azwi: | TTO yMOAYaHKED v

OTEeT NpK CMeHe NonApHOCTH: | No T
F3BEPWMTE NP CMEHE NoNAPHOCTM: |No ¥

AsToonpeneneduve daxca:® Hanpaenenve:| BUpTyanscHeld dake -- 100 ¥
o = Bupwanbuhlﬁ thakc -- 100
Slhdli il Homep -- 100

BupTyaneksld daxc -- 102
Homep -- 102
BupTyaneksld daxc -- 130
Homep -- 130
BupTyaneksld daxc -- 131
Homep -- 131
BUpTyaneksld daxc -- 132
Homep -- 132

BHuumaHue: He 3abyabte HacTpouTb cepBuc SMTP, Heobxoanmbin ons paboTbl 9NEKTPOHHOW NOYThI.

4.2.2 OTtnpaBka chakcoB

[ns otnpaBkn cdakca Bam Heobxoaumo 3anTn B Beb MHTepdenc KoHeYHoro nonb3oBarensi. Bmecto
“admin/admin” BBoAMM “BHYTpPEHHMI HOMep/Naponb Ans BHYTPeHHero Homepa”. YbeanTtech, 4To onums
“Web” BkntoueHa ansa aToro BHyTpeHHero Homepa. Nocne Bxoaa B Norb3oBaTenbCKUi MHTepdenc
OoTKpounTe cTpaHuuy “OTnpaBuTb akc”.
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@ arecs

OTnpaeuThL hakc
# TenedoHHEA KHWUME P ¢

» Web Dial OTnpasuTb qraKc MypHan daxca

# JypHan EbIZ0BOB

» Janucu OTnpaenTe dakc

#» CNWCoK ron. nowTsl HEII'IPEIB."IBHHE:'
dopmaT arca .0, 4f, iff, Ltxt, .pdf, Jpg \vow png.

# MNepeagpecauns EbIS0Ed

+ Follow Me BribepuTe dain AnA Sarpysgun: | Ob3op...

» HacTpoiikn 3arpysvTo

# OTnpasuTe dakc

» HypHan draxcos

Brenute Homep (akca, BeIOepuTe (aiii It OTIIPABKU M HAXKMUTE KHOTIKY “3arpy3uth’. Ha ctpanume “XKypHa
(hakca” MOXKHO MPOCMOTPETH UCTOPHIO U CTATYC (YCIICIIHBINA/HEYCIICIIHBIH) OTIPaBICHHHA.

@ arecr

OTnpaenTe axkc
# TenedoHHaEA KHWMa R ¢

« Web Dial OTnpasuTL thakc HypHan drakca

# HyYpHaN EblZ0B0E

P T— OTnpaenTe dakc

# CNWCoK ron. noyTb Hanpasnenue: 54991111111] =
dopmaT daxca a.b. bf, 4ff, Jbxt, pdf, Jpg uok png.

BribepuTe dain AnA Sarpyseu: |C:\Users\shme|ev\[)esk OGzop...

« [epeagpecauMnA BbI30B3

& Follow Me
* Hacrpoiixu 3arpysuTE
¢ OTnpasuTs dakc

» }ypHan haKcos

Tarwke cylecTByeT HECKONBbKO HacTPOoeK Ansa ncxodsawmx dakcos. [na goctyna K HUM OTKponTe
“PacwupeHHblie->BupTyanbHbin dakc”:
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@ e

BUpTyaneHsIA dakc

s [JoMOK
+ Onepatop BupTyanbHbIA dakc
OCHOBHBIE
BHAKYMTE: ¥
YNnpaeneHWe BX0ARWMMA Kom crpanbi: 7
PaclwupeHHkLle Koa pervoHa: 499
o OnuMN Wcxogswmi CID: FITTIIT
JHAUEHHE: QilGasGold LTD
* BUpTYantHLIM Qakc Pacnonoxedme daxca: |2 ¥
e [on. noyta Mnax Habopa: DialPlan1 v
s HacTpoiku SMTP CoxpaHnTh| [OTMeHHT
L b L EHWTE
s Kondepeduna

BknOuNTb: AKTMBUPOBaTb PYHKLMOHAIBHOCTb BUPTYyasibHOro hakca Asist MpuMeMa u OTrpaBku Pakcos.
Kopa cTpaHbl: BeeanTe koA cTpaHbl. (HeobasaTtenbHoe none)
Kopa pernoHa: BeeauTe koA pervoHa. (HeobsizaTtenbHoe nose)

Ucxopawmii CID: MprYMEHUM TONIbKO ANS UCXOAAWMX (haKCoB. DTO HOMEP BUAWT NMpUHMMatOLLAs CTOPOHA,
Koraa rnosiyyaeT Ball dakc.

3HaueHume: 370 T0, 4YTo ByAeT neyaTaTbCa Ha 3arofIoBKE KaXAoro oTocNaHHoro dakca.
PacnonoxeHune dakca: Konnmyectso 0AHOBPEMEHHO OTMNpPaBAsSeMblIX (PaKCoB.

MnaH Habopa: Bbibepute nnaH Habopa Ans oTnpaBku Gakcos..

4.3 FonocoBas nouyra

Hactpowiku ronocosoii noytsl B IP ATC QTECH ycnoBHo genutcst Ha 2 Yactu — HacTpoiku cobcTBEHHO
rosI0COBOW MOYThI M HACTPOWMKM rONIOCOBOM NOYTLI 4SS OTMPABKM rofI0COoBbIX coobLweHnn no email.

[lns HaCTPOWKM rorfoCoBON NOYThI OTKponTe “PaclumpeHHbie->on. noyta”. Bbl nonagaeTe B OCHOBHbIE
HacTpownku. Ecnn TpebyeTcs, CKOPPEKTUPYNTE COAEPXKUMOE CreAYIOLLMX MONen:

MakcuMmanbHOE BpeMs NPUBETCTBUA: YCTAaHOBUTE MaKCUMasibHYO A/IUTENIbHOCTb MPUBETCTBUS.

Ha)xaTtb '0' pnsa coeaMHEeHUs C ONepaTopoM: HAX0AsSCb B MEHIO FOSI0COBOM MOYTbl, abOHEHT MOXeT
HaxaTb knasuwy "0" ong coeanHeHus C onepaTopoM.

dopmMar 3anmcu: Bbibepute opmaT, B KOTOPOM ByAyT 3anmcbiBaTbCa FOSI0COBbIE COObLLEHMUS.
MakcuMyM coobeHunin: Boibeprte MakcMMarabHOE KOIMYECTBO COOBLLEHNT.

MakcuMasibHas gJimHa coobLeHnin: Boibepute MakCMMasbHY AJMTENbHOCTb FO/I0COBOMO
coobueHns (B MUHyTax). Mo AOCTMXEHMIO 3TOr0 BPEMEHM 3aMUCh NPEKPATUTCS.

MuHMManbHaA AJIMHA COO6LEeHMUIA: BbibepuTe MUHUMAalbHYO ATUTENIbHOCTb FO/I0COBOr0 COObLEeHNS (B
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cekyHZax). Ecnu ronocosoe coobuieHune 6yAeT MeHbLUe MUHUMANbHOW A/IMHbI, 3anuck 6yAeT aBToMaTUUYECKU
yaaneHa.

MporosapuBaTtb Caller-ID: MNMporosapvaTb HOMep aboHeHTa, OT KOTOPOro NMOCTYMNWU/0 rosI0CoBoE
cooblleHne nepes BOCNPOU3BELEHMEM.

MNMporoBapuBaTb NPOAOCIKUTENBHOCTb: [TporoBapnBaTh NPOAOCSIKUTENBHOCTL FO/I0COBOIr0 COO6LIEHMS
nepes BOCMpPOU3BEAEHMEM.

MpowurpbiBaTh Aon. MHopMauuto: Bbibepnte Ans BOCNPOM3BEAEHMS AOMONHUTENBbHON MHMOPMaLMKM 0
ro/IOCOBOM COOBLIEHUN, HAMPUMeEp, AaTa U BpeMs.

Mpocnywatb Nnepen oTNpPaBKOW: Bbibepute, UTo6bl aBOHEHT MO MPOC/YyLWaTh OCTaB/IEHHOE rofI0CoBOE
cooblieHne nepen OTMpPaBKOW.

@ arecr

o IloMoit OCHOBHEIE

OCHOEHBIE

YnpaeneHWe BX0AAWMMK HacTpoiKW ronocoBoi NoOYThl

PacvpenHtie MaKcHMansHoe BpeMA NPUBESTCTEMA [cek): 30
e ONUMK HaxaTe "0" ANA COEAMHEHKMA C OMNepaTopoM: o]
s BUpTYansHeId dakc
» [ofl. NouTa HacTpoWKK ronocoBoro NPHBETCTBMA
» HacTpoiiku SMTP @OpMaT IanucK: WAy [16-bit) ¥
s KoHdepeHuma MarckMyM coobweHmi: 100

Mawc., AnvHea coobuleHra (MuH):
MiH. anvHa cooblerus (cex):

& YCTAHOBKH MY3EBIKK

[ ]
-
LRI |

s DISA

s Follow Me -
HacTpoiku BOCNpOW3BefeHunA

e Mepeagpecauma BLI308a
#| MporosoapyeaTe CallerlD
[« MporosapreaTte NPOACMMTENSHOCTE
¢ MHTEPKOM W N3ADKMHT ] Mpowrpwisate gon. uHdo

e Bef paciiMpenis | MpocnywaTe Nnepeq oTNpaBKoRA

« One Number Stations

e YcTaHoskW PIN

COXpaHWTL [OTMEHMTL

e e e e ——————

[anee HacTpamBaeM napaMeTpbl 3MEKTPOHHOM NOYTbI AS OTNPaBKW roflocoBbIX coobLeHn. OTKpbiBaeMm
“PacumpeHHble->["on. no4ta” u Haxnmaem kHorky “Hactporiku an. noutsl”. Koppektupyem nons s
OTKpbIBLLENCH OpME, COXPaHSIeM U NPUMEHAEM BHECEHHbIE N3MEHEHUS.

MpuknagbiBaTh 3anNUCb rosI0COBOM NOUTbI K MUCbMY: BbibepuTe 401 OTNPaBKuM 3anmncei ronocoBoi noYThl
Ha 3/IeKTPOHHYIO MoYTy aboHeHTa.

Uma oTtnpasuTtens: ViMa otnpaButens Npu noslyyeHUn rosocoBoi NoYThl.
OT: YKaxuTe aipec oTnpasuTens.

TemMma: Ykaxunte TeMy coobLieHus.

CoobuweHune: HanuwmnTe coobLieHne, reHepnupyeMoe npu oTrnpaBke rosoCoBbIX COOBGLLEHUI Ha SNEKTPOHHYIO
nouTy.
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@ § QTECH

_ HacTpoHKK 20, NoYTkl
® [JoMOKH P

. OnepaTop

OCHOBHLIE

YNpaeneHve BXoasLMMA llabnoxs gNA ronoCOBOW MOYTHI Ha 3/1. NOYTY

PaclupeHHbIe

#INpuknagsieaTs 3anNMcs ronN. NOYTLl K MHCEMY

* Onuun WMA oTnpaswTens ippbxgtech

s BupTyaneHef dakc O7 ippbxgtech@oilgasgoldtraiding.ru

s [ON. NouTa Tema New Voicemail from s{WM_CALLERID }

e HacTpoiikut SMTP Coobwerue Hello ${VM_NAME?}, you received a message lasting ${VM_DUR}

at ${VM_DATE} from, (${VM_CALLERID?}).
s KondepeHUMA

& YCTAHOBKM MY3LIKKW
s DISA

s Follow Me

+ Mepeaapecauns BLIZ0EA

s One Number Stations COXpaHuTh |OTMEHMTE

o HTEpKOM M NIAAKMHD

BHumanue: He 3abyabTe ckoHdurypupoBatb SMTP cepBep Kak onucaHo B nyHKTe 2.2.5.4
Hactpownku SMTP

IP ATC QTECH ncnonb3yeT aneKTPOHHY0 MOYTY B Pa3fiUYHbIX CUTYaLMsAX, TakUX Kak OTNpaBKa rofloCoBbIX
coobLeHun unun gpakcos. [ns HACTPONKM 3NEKTPOHHON NoYTbl OTKponTe “PaclumpeHHble SMTP”,
3anosfiHMTe OTKPbIBLLUYOCA hopMy, HaXXMuTe KHOMKY “CoxpaHnTb” 1 NPUMEHUTE BHECEHHbIe N3MEHEHHUS.

SMTP CepsBep: IP agpec nan gomeHHoe umsa SMTP cepBepa Ans OTNpaBKW yYBEAOMAEHWUI O NOCTYMNIEHUN
ro/10COBbIX COOBLLEHUNA Ha SNEKTPOHHYIO MOYTY.

MopT: Homep nopta SMTP cepBepa. Kak npasunio - 25, ecnm ncnonb3lyetcsa SSL wndpoBaHue, To - 465.
SSL/TLS: BkntounTb ucnosab3oBaHne SSL/TLS.

Bxnouuntb ayteHTudunkaumto SMTP: Bkraounts SMTP ayTeHTudMKaumio, ecnmn Tpebyertcs cepsepom.
MNma nonb3oBaTtena: MiMs nonb3oBaTtens npu ayTeHTUduUKaumm.

Maponb: naposb Npu ayTeHTUOUKALMN.
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@ arecr

HacTpokku SMTP

e [loMoir
» OnepaTop HacTpoiku SMTP:
LI Cepsep SMTP: 192.168.10.1
Ynpaenedwe BxXogqwMMm Mopt: 25
PaclMpeHHbIe SSL/TLS:
B niounTE ayTeHTHdnKaUMe SMTP
* Onunn MonbzcEaTens: ippbxgtech
s BUpTyaneHeid daxc Mapons: ssessssss
s FOM. NouTa OTnpaBuTL TecT
# Hactpouku SMTP
s KondepeHums CoXpaHuTE OTMEHMWTE
& YCTAHOBKM MYShIKK

4.4 KoHdepeHuun

KoHdepeHummn no3eonsioT 2 1 6onee nonb3oBatensiM o6beaNHATECSA TakuM 06pasoM, HTO Kaxablii
nonb3oBaTenb ByaeT crbilwaTb ocTanbHbIX. Bbl MoxeTe co3gatk Ao 20 koHdepeHuumit. o ymonyaHuio co3gaHbl
3 KOHepeHunn.

4.4.1 CraTtuyeckas KkoHdepeHumA

OTkponTte “PaclumnpeHHble->KoHdepeHumn” — crneea OTKpbIBaeTCs CNUCOK KoHdepeHUMiA. [Ins co3gaHns HOBOW
KOHbepeHUnn KNnkHuTe Ha kHomnky “HoBas KoHdepeHumnsa”. UTobbl n3MeHUTb CyLLECTBYIOLLYIO KOH(bepeHLMIo
KIMUKHUTE KHOMKY “U3MeHnTb” cnpaBa OT MHTepecyLen Hac KoHdepeHUnn — oTkpoeTcs hopma.
OTpepakTupynTe MHTEpPECYOLLME BaC NONSA N HAXXMUTE KHOMKY “CoxpaHutb”. NpMMeHnTe COXpaHeHHbIe
N3MEHEHUS.

Homep koHdepeHuun: HoMep Ana focTyna B KOHbEpPeHL-KOMHaTY.

OxxupaTtb nuaepa: He HaumMHaTb KOHdEpeHUMIO Noka He noakaounncsa nuaep (aaMMHUCTpaTop.)

Maponb apMuUHUCTpaTopa: MNaponb agMMHUCTPaTOpa AN yrnpaBieHus KOHdepeHunen.

MnaH Ha6opa: BoibepuTte nnaH Habopa.

MpourpbiBaTh My3blKy Ha yAep>XaHUU NepBOMY [103BOHUBLUEMYCS: Ecnn BbibpaHo, NnepBoMy
[03BOHMBLIEMYCS 6yAeT NpoOUrpbIBaeTCsl My3blka Ha yAep>XXaHun, A0 NPUCOEAUNHEHUS CNeAyoLWwero yyacTH1Ka

KOHdbepeHumn.

Ucnonb3oBaTb MEHIO: JaHHas OMNuMs MO3BOSET NOJSydYaTb AOCTYN K MEHIO KOH(MEPEHLMN C MOMOLLbIO HaXaTus
Knasuwmn '*' Ha TenedoHe.

O6DbABNATb AO03BOHUBLUMXCA: O6bsABNSATL YUYACTHMKA KOH(MEPEHLUN NPY NOAKTIOUEHUN.

3anucbiBaTb KOHhepeHUnIo: Boibepute Ans 3anncn KoHpepeHuuu.
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@ arecs

» oMol
+ Onepatop

OcHoBHBbIE

¥npasneHWe BXoOALMMKA

PaclumvpeHHeIe
& OnuMe
® BUpTyaneHeA dakc
& [0, No4Ta
& Hacrpoliiku SMTP
& HOHDEpEHUMA
& YCTaHOBKM MYy3bIKK
« DISA
& Follow Me
» Mepeagpecauus BLIZ0Ba
& One Number Stations
e MHTEDKOM W N3AOKAHT

# Beb pacwwpeHun

HbEepeHUMA

KondensHnua

HzmeHuTE X

Homep koHdepeHyun
Homep kondepeHu-koMsaTe: 900
Mapone koHdepeHy-KOMHATEI

1234
2345

MOCTEEDM Napons:
Maponk agMMHWCTRaTOpa:

Hacrponkn koHdrepeHUHH

MnaH
Internal =

Habopa
(] Mpourpeisate MySeIKy Ha yASPXEHKUM NEPECMY A0SEOHWELLEMYCH
[ Mcnonw=oeate MeHo
U] 06vsensats AosEoHMBLMMCS
[] anucrisaTs koHtbepeHLmMID
[ He npoMrpLiBaTs ToHbl

ZEKPEM: KOHDEPEHUMWKD, KOrAa €& NOKMHET NoCNEaHKiA
aaAMHHWCTpaTop

O Owwnate nuaepa

Coxpanute| [JTHMEHWTE
# YcTanoexu PIN

He npowurpbiBath TOHbI: He NpourpbiBaTh CUrHasbl MPU MNOAKIOUYEHUN UKW BbIXOAE YUYaCTHUKOB.

3aKpbITb KOH(hEpPEeHLMUI0, KOorga eé NoKMHET Noc/efAHU agMUHUCTPATOP: 3aBepllaTbh KOHMPEPEHLMIO
npu BbIXOAe NMocineaHero agMMHUCTpaTopa

O>kupaaTtb nuMaepa: He HaumMHaTb KOHMEPEHLMIO NMoKa He MoAKIYMACA nuaep (aaMMHUCTPATop.)

4.4.2 OuHamuyeckan KoHdepeHUuns

IP ATC QTECH faét BO3MOXHOCTb CO3aaTb KOH(EPEHLMIO MPSAMO BO BpeMsi 3BOHKa. ObpaTtuTeck K pasgeny
onucanusa kogoe [1BO, npegHa3Ha4YeHHbIX 4N ynpaBrneHust KoHepeHUnen.

4.5 YcTaHOBKU MY3bIKU

YcTtaHoBku My3blku, unu Music On Hold(MOH) gatoT BO3MOXHOCTb 3arpy3ntb ayamo dannsl B popmatax WAV
1 MP3 n 3aTeM npourpbiBaTh UX, KOrga 3BOHSALLNA CTABUTCH Ha yAepXXaHue Unu OXUaaeT B ouepeau.

OTkponTte “PaclumpeHHble->YCTaHOBKU MY3bIKN®
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* [loMoi YCTAHOBKW MY3hIKM

» OnepaTop

YCTaHOBKM MY3LIKW DENEHWE MY3LIKO

YnpaeneHWe BXoAsILMMH HAcTpoHKKW MY3bIKH Ha YAepHaHun

OCHOBHEIE

PaclwvpeHHele

Myzbika: [Myseika 1 ¥
» OnyMK

» BupTyaneHed dakc s (T
s [On. Nouta

- Myzbia: Myswika 2 ¥
» HacTpoukw SMTP

» KoHdepeHUMA
My3bika oNA ouepenei

® YCTAHOBKM MY3hIKM

e DISA Myzbixa: |Myzeka 3 ¥

s Follow Me CoxparuTs| (OTMenmT
L by (L1 EHWTb

« [epeagpecaunna BbI30Ba

HacTpoiiku My3biKM Ha yaep>aHUU: Ayanodaiisibl B 3TON BbIGPAHHOW Marnke rnpourpbiBaloTCA 3BOHSLLEMY,
HaXxoAsLeMyCs Ha yAepXaHUu.

My3biku ana ryaka: Ayavuodainnbl B 3TOM BbIGpaHHOM nanke npourpbiBalOTCS 3BOHSLLEMY BMECTO CTaHAAPTHbIX
TOHOB BbI30Ba.

My3biku ana ouepepein: Ayanodalinbl B 3TOM BbIGpaHHOM Nanke NpourpbIBalOTCA 3BOHALLEMY, HaXOAsLEMYCS B
ouepean.

Bcero B cucteme 10 nanok ¢ ayamodannamu. o ymonyaHuio 3 nanku yxxe cogepxaT My3blkanbHble dannbl, 1
Bbl MOXeTe ux ucnonb3osatb. OgHAKo ecnu Bbl XOTUTE MCNONb30BaTb CBOW (haisbl, Nnepenante Ha 3aknagky
“YnpasneHne My3bikon”. B cekunm “YnpasneHne My3bikon” BbiIbepute nanky v KnmkHuTe KHomky “3arpysuTs”
YTOObl NOCMOTPETL Kakne hannbl COAePXaTbCA B AaHHON nanke. YTobbl yaanute dann u3 nankm KNMkHUTE
kHornky “Delete”.

B cekumm “Barpy3utb my3. hann” Bbibepute nanky, HaunguTe dann ang 3arpy3ku U KIMKHUTE KHOMKY
“BarpysuTb”. Ecnu B nanke HaxoguTcst HECKOMbKO ayanodannoB, TO OHU MPOUrPLIBAKOTCA B MPOU3BOSIbHOM
nopsiake.

4.6 DISA

Direct inward system access AaéT BO3MOXHOCTb MnuLly, 3BOHSILLLEMY M3 ropoja Unn ¢ UCNoNb30BaHNEM
MobunbHOro TenedoHa nonb3oBaTbCcs Bcemy BoaMmoxxHocTaMU IP ATC QTECH yaaneHHo. To ecTb 66l yaobHo
ncnonb3oBaTbh HEAOPOrNe 3BOHKM € ucnonb3oBaHnemM VoIP no mexropoay, KoTopble AOCTYMHbI BHYTPU
cucTeMbl. Mnu no3BonuTbL TakMM fMuam ncnonb3osaTth yHKUMoHanbHocTu MNMenmxkuHra u Mutepkoma. CnegyeTt
OTMETUTb YTO AaHHas PyHKUMOHaNbHOCTb A0MKHA ObiTh 3aluileHa B3N1IOMOYCTOWYMBLIM NaponemM. Maponu
co3pgatoTces Ha cTpaHuue “PaclumpeHHblie->YcraHoBku PIN” 1 yxe nocne BbidvpatoTcst npy co3ganum DISA.

[na nobaeneHnst DISA oTkponTe “PacwmpeHnHble->DISA” n Haxmute “HoBbin DISA”. 3anonHuTe NosiBUBLLYIOCSA
thopwmy.

Nma DISA: Ykaxute numsa ana DISA.
YcraHoBka PIN: Bbibepute nyn PIN.
3anucbiBatb B CDR: 3anuceiBaTb ucnonbsosaHune PIN B CDR.

MnaH Ha6opa: BoibepuTte nnaH Habopa ana dyHkumm DISA.
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MUP AOCTYNHEE

Bpemsa Mexxay HabopoM: mMakcuManbHoe BpeMs Mexay HabopoM undp B HOMepe Npu UCMOSIb30BaHUN yHKLUN
DISA (B cekyHAaax). Mo yMonuaHuio - 5 cekyHA.

Homep ans DISA(OnumMoHanbHO): Mpn He06XOAMMOCTHM - orNpeaenuTe HoMep ansa dyHkummn DISA.

Mnan Ha6opa: BbibepuTe nnaH Habopa ans dpyHkumm DISA.

@ arec

1A
& JomMoi L=

= Onepatop Cnucox DISA

OcHoBHME AMa OrumiA

YnpasneHWe BXO0ALMMW

PaciLMpEHHBIE H3MeHHTE X
& OnNuMM HMma: QWMCA
e BupTyancHei dakc ¥craqoexa PIN: |DISA v |He wenones. PINC]

Sanuceisate 8 COR:[]
Bpema oTknuea (cex): 10
& HacTpoiku SMTP Bpema mexay Habopom: 5
Homep ana DISA{onuwonansHo): 300

» [on. noyTa

» KoHpepeHUMA

® YCTAHOBKM MY3ILIKK PaspewmTe HCHOgALHME MapLIpyThl
e DISA MnaH Habopa |DialPlanl
& Follow Me

CoxpaHvTh

» [epeagpecaumn BeiS06a
# One Number Stations

& MIHTEPKOM W N3ROMMHT

4.7 Follow Me

[aHHasa dyHKUMOHaNbHOCTL NO3BOMSET BaM 3a4aTb CNMCOK TeNedOHHbIX HOMEPOB, MO KOTOPbIM 40 KOHEYHOTO
nonb3oBaTens MOXHO A403BOHUTLCA. Hanpumep, agomaluHuin TenedoH, MobunbHbIN TenedoH, 1 T.4. Takum
06pa3oM ecrnm KTo-nnbo 3BOHUT HA BHYTPEHHMI HOMEP 3TOro MONb30BaTENSA, M OH B JAHHbLIA MOMEHT He
[OCTyneH, Torga pyHkunoHanbHocTb Follow me ncnonb3ys aToT CNMCOK 3BOHUT HA KaXKAbIi HOMEP U3 3TOro
crnucka go Tex nop, noka Kakon-nnbo Homep He OTBETUT UM CMUCOK HE 3aKOHYUTCS.

Mepen HacTponkon dyHKuMoHanbHocTH Follow Me paccmoTpym onumm, KOTopble MOTYT BaM NPUrOAUTLCS:
3anucbiBaTb MMs Bbi3biBarowero aboHeHTa - IP ATC QTECH 3anpaluvBaeT 3BOHSILLIErO NPOU3HECTU €ro
ums. 3aTemM OHa 3anvcbiBaeT 3TO MMS U MPOroBapmBaeT ero Npu A03BOHE Ha kaxapii u3 Follow me HomepoB.
Bcerpga npuHMmath BbI3OB - Ecniv gaHHasa onumsa BeikntodeHa, 1o IP ATC QTECH npegoctaBut
BbI3bIBAEMOMY HOMEP BbIOOP: OTBETUTL Ha BbI3OB UMK HET. Mpu BKNIOYEHHON OMLMN Takow BbIOOp He
npegocTaBnsaeTcs.

[nsa HacTpowkn dyHKUMoHaneHocTn “Follow Me” oTkponTe “PaclumpeHHble->Follow Me”, HaxmuTe CCbinky
“Hoebin Follow Me”, 3anonHuTe nosisusLuytocs opMy, HaXXMUTE KHOMKY “CoxpaHutb” n He 3abyabTe
NPUMEHUTb BHECEHHbIE N3MEHEHNSI.

Homep: BbibepuTe HOMep.

Mpoao/HKUTENIbHOCTb 3BOHKA: YKaXuTe NPoA0/IKUTENbHOCTb 3BOHKA B CEKYHAAX.
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Homepa ana Follow-Me: Cnvcok HOMepoB 41 BbI30BOB, MO O4HOMY B JIMHUIO.
dopMaT: HoMep, NPOAOCIKUTENbHOCTL 3BOHKa. Hanpumep:

84991111111,20
89031111111,20
& JoMoii Folow e
» OnepaTtop
OcHOBHbIE
YnpasneHwe BXOAALMMA Cnucok Homepos Follow Me
PacluMpeHHEIE Homepa HzMeHHTL X | Onumm
& Onumm i o Homep:100
e BupTyansHui dake - o MpooomKMTENEHOCTE 3B0HKE 20 CcexkyHn VNEAWTL
Homepa ans 34991111111,20
« (0N, NouTa Follow Me: 89031111111,30

® Hactpoikm SMTP
s KoHdeperuma

® YCTaHOBKM My3bIKK

s DISA
» Follow Me COXPaHWTE |OTMEHWTH
s [lepeanpecaumMn BLIS0Ea

e One Mumber Stations

PaccmoTtpum npumep Ha kapTuHke. BHyTpeHHMiA Homep 100 nony4aeT BbI3OB U, ECMIM HA HEFO HE OTBEYAIT B
TeyeHnn 20 cekyHA, BbI3OB nepeagpecoBbiBaeTca Ha 84991111111, Tam OH 3BOHUT Ha npoTsxkeHun 20 cekyHA
n panee nepeHanpasngaetca Ha 89031111111, roe Takke 3BOHUT B TedeHumn 20 cekyHa. [lanee BbI30B
3aBepLuaeTcs.

4.8 MNepeaapecauus Bbi3oBa

dyHKUMOHANLHOCTb NepeaapecaLn Bbi3oBa NO3BOSISIET BbI30BAM Ha BHYTPEHHe HoMepa ObITb
nepeHanpaBneHHbIMM Ha onpeaeneHHbI BHYTPEHHWUIA HOMep, Ha MOBMIbHBIA, UM FOPoACKO HOMEpP
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4.8.1 Hactpounka ¢ nomowibio Be6 nHrepdeinca.

. QTECH HacTpolky M3MeHeHs!! HamMuTe "TIDMMEHHTE" ANA aKTHBILMM,

Mepeanpecauna BEZ0ES

® JomMoi
= Onepatop Janucu lNepeagpecayna BEbIZ0BA
OcHoBHEIE B . ~
—_— BrmounTs #anyWcra, sulbepute
YnpaeneHwe BXOOALMMKA
PacluWpeHHEIE
& OnuMM
Mepeagpecayms w
® BUpTyanbHbI thake peanp u Hoswm# MNMepeagpecayns BLIZ0BA X
Homep Oy
= [on. noyTa
Homep: 100--100 il
e Hacrpoiku SMTP CBcerna
s KoHpepeHuma an 3AHATO 130

I'Ipu HE OTEETE 89031111111
MNpoLomHUTENEHOCTE 50
= DISA SBOHKE

& YCTAHOBKM MYy3bIKW
CEKYHO

e Follow Me CoXpaHHTs

m

pEdApECAUHMA BbIZ0EE

# One Number Stations

[nsa nobaBneHnsa HOBOro Npaswuna nepeagpecaunmn Bbl3oBa oTkponTe “PaclumpeHHble->nepeagpecaums
BbI30Ba”. B OTKPbLIBLLUEMCS OKHE YKaXXuTe HOMep, ANnsl KOTOPOro Bbl yCTaHaBNMBaeTe nepeagpecaunto, Homep,
Ha KOTOpbIV Bbl ycTaHaBnmBaeTe 6e3ycrnoBHyt0 Nepeagpecauus 1 Takke HOMepa Ha KoTopble Bbl
yCcTaHaBnvBaeTe nepeagpecaumio Npy 3aHATOCTU U HEOTBETE.

PyHKUMA Nepeagpecaumm MOXeT ObITb HAaCTpoeHa nonb3oBaTenem “admin”, “operator” nnu gaxe cammm
nonb3oBaTtenem TenegoHHOro Homepa ¢ UCNoNb30BaHNEM Mofnb3oBaTernbckoro Beb noprana nnm ¢
ncnonb3oBaHmnem kogoe [BO.

4.8.2 Hactpownka nepeagpecauumn ¢ TenedoHa.

Mepeagpecaums BbI30Ba HAcTpamBaeTcsa nonb3oBarensamu “admin” n “operator” n3 Beb untepcperica. OgHako ¢

ucnonb3oBaHveM kogos [1BO, kOHeYHbIE NOMb30BATENM TaKKe MOTYT BKIOYATL/BbIKMOYATh NepeagpecaLuto
npsmo ¢ ux TenedoHoB 6e3 ucnonb3oBaHua Beb nHtepdeica.

MepeagpecauMa BuIS06a
BrNouMTE Nepeagpecalvio BCEX Bmsosos: T71
BbIKNKOYMTE NEpEaAPEcALW BoEX BriZoB0E: 071
BEAKYUTE Nepeaipecaluiy EbIS0BOE Npy "sanaTa™: 72
BolkmoUMTE NEpeaapecal o BuIZ0B0E npu "sanate™: *072
BrNOUMTE NEPEaADECALMI0 BRISOB0E NPY HE OTBETE: 73
BLIKMO0YUTE NEPEaNpECALMI0 BLIS0BE NpW He oTeeTs: ~073

Hanpumep, ncxogsiwasa mapwpytumsaums, HactpoeHHas B IP ATC QTECH, TpebyeT npedukc 9 ons

BbIMNOSIHEHNSA UCXOOALMNX BbI3OBOB, a HOMEP, Ha KOTOPLIN Bbl HACTpanBaeTe nepesos Bbi3oBoB — 89031111111,

BkntounTb 6€3ycrioBHyt0 nepeaapecaumto Bcex Bbi3oBoB: Habpatb *71989031111111, HaxaTtb 1 ons
noaTBEepPXAEHNS.
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BbikntounTb 6e3ycrnoBHylo Nnepeagpecaumio Bcex Bbi3oBoB: Habpatb *071
BkntounTtb nepeagpecauuto no 3aHsatoct: Habpatb *72989031111111, HaxkaTb 1 Ans noaTBEpPXXAEHUS.
Bblkntountb nepeagpecauunto no 3aHAaTocTn: Habpate *072

BkntounTb nepeagpecaumto no HeoteeTy: Habpatb *73989031111111, HaxaTtb 1 Ans NOATBEPXKAEHUS.

Bbikntountb Nnepeagpecauuio no HeoteeTy: Habpatb *073

4.9 MNMepeBoa BbizoBa

I'IepeBop, Bbl30Ba NUCMNOJb3yeTCA Ond nepeBoa akTUBHOIO Bbi3OBaA Ha ApPYyroro agpecara. CyLIJ,eCTByeT 2 TMna
nepesoja:

MepeBopg c yBegomneHneM — Bbi30B CTaBUTCS Ha yAepKaHUe, CoBepLUaeTCs BbI30B Ha agpecarta, Ha KOTopbIit
npegnonaraeTcs nepeBo 3BOHKA, MPONCXOAUT NPUBATHLIN pasroBop, NOCHe Yero yaepXKMBaeMblil 3BOHSILLIA
coeauHsieTcs ¢ HOBbIM apecaToM.

MNMepeBop 6e3 yBegomneHus — [je BbI3OB NepeBOgMTCS Ha ApYroro agpecata 6e3 npegsaputTensHOro

pasrosopa C HUM. B atom cny4yae BO3MOXHa CuUTyauud, Korga agpecat OTCYyTCTBYET Ha MeCTE U BbI3OB MOXET
OCTaTbCA HEe OTBEYEHHbIM.

Mepesoq BLIS0BA

4%

Mepeson Des YEESAOMNEHWA!

MNepesoa © YBEL0MNEHUEM:

SaEEepWKMTL BLISOE:

BpemMa AnA oTEETA NPKM NEPES0OE C YBEAOMAEHWEM (CBK):

W
d

#

=
Ln

MepeBon Bbi3oBa 6e3 yBeaomneHua: KombruHaums ans nepesofa BbizoBa 6e3 yBegomnerus (blind transfer).
MNMepeBop Bbi3OBa € yBeaoMmsieHneM: KombuHaumsa ona nepesoja Bbi3oBa € yBeaoMneHuneM (attended transfer).
3aBeplwuTb BbI30B: KoMO6MHauMa ANns 3aBepLUeHMs Bbi30Ba Npu NepeBoje Bbl30Ba C YBEAOMJIEHUEM.

Bpems gna oTBeTa npu nepeBoje C yBeAOMJIeHUeM: BpeMs ans oTBeTa aboHeHTa Ha KOTOPOro nepeBoasT
BbI30B MNpW NepeBoje C yBEAOMIEHUEM.

Kak aTo npoucxoguT: B NpoLecce YCTaHOBUBLLErocs 3BOHKA Bbl HabupaeTe # n IP ATC QTECH npownsHocut
roriocoByto noAckasky “lNepeson’, Bbl BBOAWTE HOMEP, Ha KOTOPbI cobupaeTech NEPEBECTU BbI30B, BbI30B
OyaeT HemeaneHHO nepeBeneH, U Bbl CMOXeTe noBecuTb TPyoKy. Ecnn agpecat He oTBevaeT, TO BbI30OB
nepeHanpasnseTcs B rofoCoBYO MOYTY.

B Ttex cnyuasx, korga nepesof 6e3 yBeJOMMNEHNS He KaXeTCs yMECTHbIM, Bbl MOXETE UCMONb30BaTh NepeBos C
yBegomnennem. Hanpumep, Bbl HabupaeTte *2, IP ATC QTECH npousHocut noackasky “lNepeBon”, 3aTtem Bbl
HabvpaeTe HOMep, Ha KOTOpPLIN cobMpaeTech NepeBeCcTU BbI3OB, agpecaT OTBeyaeT BaMm, Bbl NpeAcTaBnseTe
3BOHSLLEro u knagete Tpybky. B atoT momeHT IP ATC QTECH npou3soauT nepesoj Bbi30Ba.

B cny4yae nepeBofa ¢ yBeJOMINEHMEM, ECNN apecaT, Ha KOTOPbI NePeBOAMTCSA 3BOHOK, He oTBevaeT bonee
15 cekyHZ, TO BbI30B BO3BpaLLaeTcs 0OpaTHO. Takke Bbl MOXETe OTMEHUTL NEPEBOS, BPYYHY0 HabpaB * noka
aZipecar, Ha KOTOpOro nepeBoauTCs BbI30OB eLLe He OTBETUN.

4.10 One Number Station

dyHKLuMoHanbHoCcTe One Number Station no3BonsieT ucnonb3oBaTh OAMH U TOT XXe BHYTPEHHUI HOMEpP AN
3BOHKOB Ha pa3Hble BHYTPEHHUE HoMepa. Vicnonb3ys 3Ty OyHKUMOHANBHOCTL, Bbl MOMELLAETE HECKOSIBKO
BHYTPEHHMX HOMEPOB B OOHY rpynny u BbibnpaeTe Ans Hee oauH “rmaBHbIn” HoMep. COOTBETCTBEHHO, Koraa IP
ATC QTECH nony4aeT BbI30B Ha 3TOT rMNaBHbI HOMEp, 3BOHAT BCe BHYTPEHHUE HOMeEpa, BXoasLme B 3Ty
rpynny, BKIto4as 3ToT rMaBHbIA HOMEP.

[na cosganns rpynnel “One Number Station” otkponte “PaclumpeHHbie->0ne Number Station” n knukHuTe
kHorky “Hoebii One Number Station”. BbibepuTte BHyTpeHHME HOMepa B norne “Homepa” u nepeHecute nx B
none “YuactHuku rpynnel”. B Beinagatowem cnucke “Main Extension” Bbibepute HoMep, KOTOpbIN byaeT
rmaBHbIM HOMEpPOM. 3aTeM KNuMkHUTE KHoMKy “CoxpaHuTb”. Y Bac nosisunacb HoBas rpynna “One number

station”.
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Hoebid One Number Stations ®
100 130
8O0 131
801 i 132
8oz 133
= 803
804
805
BO6 W
YUacTHUKM rpynnbi Homepa

Main Extension:| 100
Mpogon¥KMTEeNsHOCT: 3BOHKE & 20

B aTOoM npumepe He3aBUCUMO Kakon 13 BHYTPEHHMX HOMepPOB aTon rpynnel (100, 800, 801, 802) nenaeT BbI30B,
ocTarnbHble BHYTPEeHHNe HoMepa YBUAAT, YTO BbI30B npuLlen ¢ rnaBHoro Homepa rpynnsl 100. A BbI30oB Ha
Homep 100 npuBeaeT K BbI30BY BCEX 4 BHYTPEHHNX HOMEPOB B 3TOM rpynne.

Kpome Toro, cywectsyet kog [ABO “Switch Station”. 3To koa ncnone3yeTtcst Anga nepesoaa Bbi3oBa. Hanpumep,
ecnun BxoasLwuii Bbi3oB Ha Homep 100 Bbin oTBeYeH BHyTpeHHM Homepom 800, To Bbl MOxeTe HabpaTb *1 ¢
BHyTpeHHnXx Homepos 100, 801, unun 802 gnsa nepesoga 3Toro Bbi3oBa Ha cebs, npu atom Homep 800 Byaet
OTCOEVHEH.

411 UHTEepKOM N NeNmKuHr

dyHKUMOHanNbHOCTb MNMenaxuHra n MHTepkoMa no3sonstoT ucnornb3osaTh Bawy IP ATC QTECH kak cuctemy
uHTepkoma. HasHavas ans aton yHKUMOHANbHOCTN HOMED, Bbl NOfyYaeTe BO3MOXHOCTb Bbl NoflyyaeTe
BO3MOXXHOCTb OTMPaBnsATb rof10CoBble COOOLLEHNSA U UHTEPKOM—COEANHEHNS OOHOBPEMEHHO BCEM

nonb3oBaTensam B rpynne.
Ons co3gaHua MHTepkom u MengxuHr rpynnel oTkponTe “PaclumpeHHbie->VHTepKoM 1 MenmKuHr’ n HaxmmTe

KHOMKY “HoBas rpynna nenmkuHra”.
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@ arecr

e oMo WMHTEPKOM W N3AIKMHT
= Onepatop CnuCcok rpynn N3AgsmHra
OCHOBHbIE MpynNel NSHAMKWHIE Onwam
YNpagneHve BXOAALLMMKA
He cosnasa rpyr HoBbui X

PacwmnpeHHbie

Beibepute 'HoEa Homep ans nsdowmura: 660

& QMM
Onucanue: Mj—-
& BUpTyaneHeli dake 130(5IP} 130 ~| |« | [1OD(SIP) 100 ~
131(5IF) 131 102(SIP) Msax MeTposMy
* Mon. no-ra 132(SIP) 132 — |B0O(SIP) 80O
e Hacrpoiiku SMTP 133(SIP) 133 801(5IP) 801
802(SIF) 802
s KoHdepeHuma — | |BO3(SIP) 803
804(SIF) 804
® YCTEHOBKM MY3EIKM " 805(SIF) 805 "
e
e DISA YUacTHUKW rpynnbl CNWUCoK YCTPOWCTE
s Follow Me N3KARUHTA
Oynnekc: O
= [epeanpecaums BEIZ0Ea
& One Number Stations CoxpaHuTh |[OTHMEHKTE

& MHTEPKOM W N3HOKMHN

® Beb pacwMpeHAn

3anonHuTe NosABMBLLYIOCA POPMY M HAXMUTE KHOMKY “CoXpaHnTb”

HomMmep ana navpm>kuHra: Homep ansi aboHEHTOB, UCMO/b3YEMbIX B Fpyrnne NaiaxuHra.
OonucaHue: OnucaHue rpynnbl N3NAKUHTA.

Aynnekc: Kak npaBuno, NangXuHr nogpasymesaeT noa cob60oi 0AHOCTOPOHHIOK CBSA3b. BkaoueHne aaHHOM onuumu
NO3BOJIUT BCEM yYaCTHMKaM rpyrmnbl FOBOPUTL W CNyLWaTb APYr Apyra. Hekunin ynpoLléHHbI aHanor KoHpepeHLumu.

K coxaneHuto gaHHas (bYHKLI,I/IOHaJ'IbHOCTb HE pa60TaeT Anda aHanoroBbIX Teﬂed)OHHbIX annapartoB. Cnep,yeT
06paTVITb BHMMaHME Ha TO 4YTO KpOMeE UCMNOJ1Ib30BaHUA rpynn nengXuHra n MHTPEKOMa, KOHEeYHble
nonb3oBaTtesin MOoryT ncnosib3oBaTb ﬂeVI,EI,)KVIHF/VIHTepKOM ana oaHoro Homepa ¢ ncnosib3oBaHMem KoaoB ,D,BO,
OnncaHHbIX B COOTBeTCTBYI'OLLl,eVI ceKkuunn.

4.12 Beb6 pacwupeHus

Beb paclumpeHuve sBnsieTcst HOBOM (PyHKLMOHANbHOCTbIO, ucnonb3aytowenn WebRTC. Bel MoxeTe Mcnonb3oBaTb
nobon Beb 6paysep, koTopein nogaepxunsaet WebRTC ansi peructpauny BHyTPEHHEro Homepa B Bawlen IP
ATC QTECH, He ncnonb3ysi Kakux-nnbo nnarvHoB.

YT06bI 3apernctpupoBaTb NepBoe Beb paclumpeHvne npogenanTte cneayolime warm:

LWar 1: Cpenante Be6 pacwupeHue

Yto6bl coenath BeO paclumpeHne, otkponTte “PaclumnpeHHblie->Beb pacwmpenus”. KnukHuTte kHonky “HoBbil
nonb3oBaTtenb’.

UmMmsa: Ima nonb3oBaTens Ans 3Toro Beb pacumpeHus
HomMep: BHyTpeHHUIA HOMep 3Toro Beb pacluinpeHms
Maponb: MNaponb ana perucrpauumm 3toro Beb paclimpeHus

Ucxopsawmii CID: Vicnonb3oBaTtb AaHHbIM HoMep (Caller ID) npu 3BoHKax Yepes VOIP TpaHKku.
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Mnan Ha6opa: BuibepuTe nnaH Habopa. MnaH Habopa HacTpanBaeTcs B MeHto "Ucxoasiwme MappyTbl”
Transport: WS or WSS

WS -- WebSocket
WSS -- WebSocket Secure .

HoBbliA X
OCHOBHbIE
mMsa: 2a0 Homep: 280
Napons: #vI5CdXVkm Wexoaswmia CID:
Mnad Habopa: | HoMmepa r Transport: WSs ¥

T a =] _
[ O¥YDaHMTh
UALAD R DD

LWar 2: O6HoBuTe NnaTt4 Beb pacwmpeHnn.

Kak Bbl y>xe noHAnun Beb paclumpeHms ncnonb3yoT pasHble NPOTOKOMbI A1S CUrHanusaumm n
ronoca/sBngeo(WS/WSS) n He aABnATCS TaKUMU XKe 0BbIYHBIMU BHYTPEHHUMU HOMEPaMM, KOTOPbIE€ UCMOMb3YIOT
npoTokonbl SIP/IAX2. CooTBETCTBEHHO OHW AOIMKHBI 0BpabaTtbiBaTbCst 0COObIM 0BpasoMm.

Ckavante WebRTC naTu.
War 3. 3apeructpupymte Beb pacwmpeHue.

Mocne 3aBepLueHnsa Npouecca 0bHOBNEHMSA 3aauTe B UHTepdenc pernctpaumm pacwmpenns WebRTC.
OTkponTte 6pay3ep 1 BBeauTte https://192.168.1.254:9999/webrtc (B Tom cnydae ecnu 192.168.1.254 — aT0
appec Bawei IP ATC QTECH) — Bbl yBuanTte nHtepdenc permctpaumm Bed pacumpeHnsi. 3anosiHUTE OKHO
norvHa, Haxxmute BBog - Beb paclumpeHme pernctpupyeTcs U rotToBO BbINOMHATL/MPUHUMATL BbI30OBbI, Kak U
noboe apyroe pacwmpeHue. WebRTC moxeT 6bITb BCTPOEH B KOpNopaTuBHbIN BEO canT, NO3BOMSS KOMNaHUK
obcnyxmBaTtb €e KNMEHTOB, UCTMONb3Ys rONOCOBbIE KOMMYHMKALMM NPSAMO ¢ Be6 canTa.

413 YcTtaHoBKku PIN

Mynbl nMHOB Mcnonb3ytoTca ang 3awuTsl Bawen [P ATC QTECH, oco6eHHO B YacTu UCXOASLUX NpaBusl
Habopa n DISA. Kaxabin nyn nMHOB BKItovaeT B cebs Habop nuH-kodoB. [MyH-kogbl MOryT BKIOYaTh Ntobble
undpbl, HO OBBIYHO PEKOMEHAYIOT MCNOMNBb30BaThb OT 3 A0 5 HMYEro He 3HavaLlmx uUmdp.

Bbl MOXeTe pasgaTtb 3TV NUH-KOAbl KOHEYHBIM MoNb3oBaTensam. Heckonbko nonb3oBaTtenen MoryT
ncnonb3oBaTb OAMH 1 TOT e NuH. Korga nyn nuHoB npuMeHeH k npaeuny Hadopa nnu k DISA, IP ATC QTECH
3anpocuT BBECTU 3TO NUH-KOAbI Nepes BbINONHEHWEM UCXOASLLErO BbI3OBA.

MnH-koabl MOryT BbITh MCNOMNBL30BaHbI ANA UAeHTUdMKaLMM NoNb3oBaTeNs, COBEPLUMBLLETO BbI30B. [1oaToMy
Oaxe ecnu nonb3oBarterb caenan Bbl30B C APYroro BHYTPEHHEro HoMepa, OH UCMOMNb3yeT CBOW MUH-KOA, MO
KOTOPOMY Mbl MOXeM ONpeaenuTb KTO B AEACTBUTENBHOCTU COBEPLUNI BbI30B.

Jis co3manud mya muHOB oTKpoiTe: “Pacmmpennsie->Ycranosku PIN” u Haxkmute “Hosbrif myn PIN™.
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@ oo

& JomMoi

YeraHoexku PIN

« Onepatop Cnucox nacTtpoer PIN
OcHoBHBIE Mg OnuMm

YnpasneHWe BXoAALLMMH 1 DISA ¥OanwTh

PaclunpeHHBIE

& OnuMM
¢ BupTyaneHeid dakc e =
« [on. no4yTa Mma nyna PIN: DISA
Koabl PIN: 46423
& HacTtpoiku SMTP B4890
» KoHdepeHuma égiig
* YCTAHOBKH My3biKKW
« DISA
s Follow Me
s [epeanpecaumrs BLIZ0Ba CoxpaHuty |OTHMEHUTH
& One Mumber Stations
* MHTEDKOM W NBAOKMHT
# Beb pacwwupennn

Uma nyna PIN: Ykaxute umsa ans nyna PIN.

Cnucok PIN: Ykaxute cnncok PIN. OaunH PIN B NUHMUIO.

4.14 3anucu pa3roBopos

IP ATC QTECH obnagaeTt BO3MOXHOCTbIO 3anvcbiBaTb pa3roBopbl. [ns aToro He TpebyeTcsa ycTaHaBnuBaTb
[ononHuTenbHoe nporpamMmmHoe obecnedeHue. Npu 3anncn pasroBopa co3gaétcs dalirn, B KOTOPbIA NULLYTCA
o6a yyacTHMKa pasroBopa. 3an1cb pa3roBOpoOB MOXET BECTUCH AN aHann3a KayecTBa CBSA3M Unu ang
nocneaytouiero pasbopa neperosBopos (Hanpumep, AN ynyylleHus kayectsa obcnyxmBaHus KnmeHTos). |P
ATC QTECH MOXeT BECTU 3an1Cb Kak BCEX 3BOHKOB NOAPSA, Tak U 3anucbiBaTbh Pa3roBOpbl BbIGOPOYHO.

4.14.1 3anucu Bcex pasroBopoB
OTtkponTte “PaclumpeHHble->3anucu pasroBopoB” U HaxxMmuTe “HoBasi 3anucb pasroBopoB” AN BKIOYEHUS
3anncu pasroBopoB AN UHTEPECYIOLLMX HAaC BHYTPEHHUX HOMEPOB.

Homep: Boibepute BHyTpeHHME HOMEpPa, pa3roBOpbl KOTOPbIX OyAyT 3anucbiBaThCs.

3anucbiBaTb Bceraa: Ecnv gaHHasa onuus BK/1lOUEHa, TO BCE 3BOHKM Ha Bbl6paHHbIX Bbllle pacCllnpeHnax
6ynyT 3anmcaHbl HeE3aBMCKMMO OT TOr0, Korga oHu 6binu caenatsbl.

HauanbHoe BpeMsi, KoHeuHoe Bpems, HauanbHbIW AeHb Heagenun, KoHeuHbl AeHb Hepenu:
Ecnu nocTtosiHHasi 3anuncb He TpebyeTcs, TO Bbl MOXKETE YCTAaHOBUTb BPEMS U AHW HeAenu, ANs 3anucu
pas3roBOpPOB B YCTaHOBJ/IEHHbIN MepUOA.

Bxopasiwjasi 3anmcb: BkNoynTb 3anmMcb pasroBOpoB MpW BXOASLLMX Bbl30BaX.

Ucxopasiwgan 3anmcb: BkaounTb 3anncb pPa3roBopoB npu ncxoaAauwmnx Bbi3oBax.

Bbl MOXeTe HanTu caenaHHble 3anncu pasroBopoB Ha cTpaHuue “OTyeTsl->3anncu’.
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HoBaA zanvch pazrosopa X

Homep:

#1100 {100) LlMean Netpoemu {102) Lsan Netposuny (130} LlKean
Metpoewy (131) (11232 (132) [1133 (133) ®goo (800) #igo1 (801) ¥so2
(802) (803 (803) [lz04 (804) [Jsos (805) [Jsos (805) 1807 (807) [lsos
(s08) [goa (sog) [a11 (811)

Bpema anucu pazroBopoB
JanucuieaTts Boerga s

HavanoHoe epemMs: Ll ¥ |KoHeyHoe BpeMA: Tl Y
HauaneHblW deHe HEdemnum: ¥ |KoHeuHsl 0eHe HEQSNM: Y

HacTpoikM 3anMcK pa3zroBopoB

BxoaAWan sanuce: ¥ McxoaAwan zanuce: ¥

4.14.2 3anuck B 04HO KacaHue

3anuck B OAHO HacaHWe
Ja8nWck B 0JHO KAcaHWe: *1

3anvcb B 04HO KacaHue No3BoisieT Nonb3oBaTensaM BblGOPOYHO BECTM 3anucb TenedoHHbIX pasroBopos. Bo
BPEMS YCTAHOBIEHHOIO COeAMHEHNA Nonb3oBaTenb HabunpaeT *1 gns 3anncu aToro pasroeopa.
Ncnonb3oBaHue aTon hyHKLMOHaNbHOCTM NO3BOMseT nsbexarb 3anucu BCex pa3roBopoB ANs 3TOro
TenedOHHOro HoMepa, TeM CamblM CYLLeCTBEHHO CHU3MB Harpy3ky Ha CUCTEMHbIE PECYPChbl B TEX Crny4vasix,
KOrfa 3anucb BCex pasroBOpoB He TpebyeTcs.

Bbl MOXeTe HanTK caenaHHble 3anucu pasroBopoB Ha cTpaHuue “OTyeTbl->3anucn’.

4.15 Smart DID

dyHkuMoHanbHocTe Smart DID nossonsiet IP ATC QTECH HanpaBnaTb BXOAsiLve BbI30BbI HENMOCPEACTBEHHO

Ha BHYTPEHHUIN HOMEP, ECIN 3TOT HOMEP Yxe ObiBan HabpaH unu genan Bbi30B HAa STOT BHELLHUIA HoMmep. U
OENCTBUTENBHO, 3TO OYEHb YA0OHO AN 3BOHSLLIEr0 NEPE3BOHUTL M NOMNacTb Cpa3y Ha BHYTPEHHUIA HOMep (C
KOTOpOro paHee u Obin caenaH 3BoHOK) 6e3 ncnonb3oBaHust IVR nnu cekpetaps.

Hanpumep, BHyTpeHHun Homep 100 Habpan BHewHMn Homep 84991111111, He 3aBucumo ot TOro 6bin
OTBEYEH 3TO BbI3OB UMW HET, BXOOALLMIA 3BOHOK C HOMepa 84991111111 OyaeT cpasy HanpasreH Ha
BHYTpeHHuI Homep 100.

[na BknoYeHs JaHHOW (PyHKUMOHANbLHOCTHN OTKponTe “PaclumpeHHble->Smart DID”, akTuBMpyrTe Onuuio
“BkntoumnTb”, HaXxxMuTe KHonky “CoxpaHuTb” U NPUMEHUTE BHECEHHbIE U3MEHEHUS.

Mcxoasiwme BbI30BbI HA BHELLHME HOMEpa MOryT notpeboBaTb npeobpa3oBaHms HOMepoB. Hanpumep, oguH
TpaHK MOXeT TpeboBaTb OAMH NpeduKe, a BTOPOW TpaHK — BTopon. [1na gobasnenuns Hoeoro npasuna DID
oTkpovTe “PacwmpeHHble->Smart DID” n Haxmute kHonky “HoBoe npasuno Smart DID”. 3anonnHute
nosisusLLytoca oopmMy 1 Haxmute “CoxpaHnts”

61


mailto:info@qtech.ru
http://www.qtech.ru/

+7(495) 797-3311
Mockea, HoBosaBogckas yn., 18, ctp. 1

® ) QTECH TN

MWP NOCTYNHEE

@ j) QTECH

e fomoii Smart DID
» Onepatop Smart DID
OcHOBHbIE T T
YNpasneHwe BXOAALLMMK
PacluMpeHHbIE Hoeoe npaemno Smart DID X
& Onuvm Crnucok npaemn Wabnox: 7499%
® BupTyaneHein dakc WlaGnon Mponyctute: 1 undp nepea Habopom "
« [on. noyTa [ofasute: 8 nepen nafiopom

& Hactpolikw SMTP U : iy
CoXpaHuTe |OTMEHWTE
» KoHdepeHuma

& YCTAHOBKM My3HIKK

= DISA

& Follow Me

LWa6noH: CneunanbHbie CUMBOSbI A8 UCNOSIb30BaHUSA B WwabfoHax:

X ... Jobasa undpa ot 0 o 9

Z ... Jliobasa undpa ot 1 no 9

N ... ltobas undpa ot 2 o 9

[12345-9] ... Jliobol cMMBON M3 yYKa3aHHbIX B KBaApaTHbIX ckobkax (B naHHOM npumepe -
1,2,3,4,5,6,7,8,9)

. ... Honb, oanH nnn Heckonbko Nto6bIX CUMBOOB

I ... 3aBepwunTb NOUCK NPU NEPBOM COBMAAEHUN.

MponycTuTtb: YaanuTb KOnMyecTso umdp B HabpaHHOM HOMepe.
Ao6aBuTtb: [Jo6aBntb undpbl Nnepes HabpaHHbIM HOMEPOM.

BHumaHue:

1. 3anucu (COOTBETCTBUSA MEXAY BHELUHUMW U BHYTPEHHUMY TeNnemOHHbIMM HOMepamMun) ANns
dyHKUMOHanbHOCTM Smart DID ygansaoTca ns cucteMHon 6a3bl AaHHbIX POBHO B NOMHOYb. 3TO O3Ha4YaeT,
YTO 3Ta (PYHKUMOHANBHOCTb — AMHAMWYECKAs, U NpeJHa3Ha4vyeHa anst ynpaeneHus obpaTHbIMY BbI30BaMU
B TEYEHUM TOrO XXE CaMOro AHs1, Korga v Obin caenaH UCXOOHbIN BbI30B.

2. LWabnoH, 3anucaHHbIn B none “LLIabnon” ncnonb3yeTcs TOYHO TakUM e 00pa3oM kak LwabnoHbl,
npegHasHadeHHble Ans moandukaumm HabpaHHbIX uudp B npaBunax Hadopa. Cm. cekuumio 3.2.1.

3. K coxaneHuto B HacTosiLee Bpems Smart DID paboTtaeT Tonbko B TpaHkamu VoIP 1 He paboTaeT ¢
FXO n GSM/WCDMA TpaHkamMu.

4.16 O6paTHbIN BbI3OB

OO6paTHbI BbI30B MO3BOMSET COTPYAHUKAM KOMMAHUK, KOTOPbIM HEOBX0AMMO caenaTb 3BOHOK C U3
NNYHBIX TenegOoHHbIX annapaTtos, AenaTb Bbi3oB Ha IP ATC QTECH u IP ATC QTECH nepesBaHuBaeT
M. Takum 06pa3oM 3BOHOK BbIMOJHSETCS 3@ CHET KOMMAHUW, @ HE COTPYOHUKOB.

OtkponTte “PaclumnperHblie->0O06paTHbI BbI3OB”.

BrknounTtb: Bkaountb pyHKUMIO 06paTHOro BbI30OBa.

MponycTuTb: Yaanutb KoAn4yectso undp B HabpaHHOM HoMepe.
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Ao6aBuTtb: JobaBuTb LMdpbl Nepes HabpaHHbIM HOMEPOM.

Mnan Ha6opa: BuibepuTe nnaH Habopa.

Hacrpoiku HoMepa 00paTHOro BbiZ0Ba

BrnHunTe: ¥
MponycTuTe: 2 udp nepen HabopomM

OoBaevTe: 0 nepen HadopoM
Mnax vabopa: | DialPlanl ¥
CoXpaHWTL

3

[na npobaBneHna HOBOro Homepa ob6paTHOro BbI30Ba HAXXMUTE KHOMKY “HoBbI HOMep 06paTHOro BbI3OBA”.

HoBbid HOMep obpaTHOro BEbiZ0OBA X
HoMep cc-patﬂufrc 84001111111
Ebl30EA:
Hanpasnesws: | Ha Homep ¥ || 100{100) r
CoxXpaHiTs

Homep o6paTtHOro Bbi3oBa: Ykaxute HoMep A/ 06paTHOro Bbi30Ba.

HanpaBneHume: Ykaxunte BHYyTPEHHUI HOMEp UIKN APYroW agpecaT, KOTOpbi 6yAeT NCMonb30BaTbCa ANs
Bbl30Ba 06paTHOro HoMepa.

B npuBeaeHHOM Bbille npumepe ecrnun 3BoHAWMN ¢ Homepa 84991111111 gossaHmnsaetcs o IP ATC
QTECH, IP ATC QTECH cbpacbiBaeT 3BOHOK 1 fo3BaHMBaeTcsA 4o Homepa 84991111111 ucnonb3ays
BHYTpeHHUI Homep 410.

B cnucke HanpaBneHWin Bbl MOXeTe yKka3aTb KOHepeHuuto, ouepenp 3BOHKOB nnu DISA. Takum ob6pasom
3BOHSILLME MOTYT NONyyYnThb A4OCTYN K 3TUM pecypcam IP ATC QTECH 3a cyeT koMnaHuu, a He 3a CBOW
COOCTBEHHbIN.

4.17 TenedoHHas KHura

TenedoHHas kHura B IP ATC QTECH HanomMuHaeT CNMCoK KOHTaKTOB B MobunbHoM TenedoHe. Korga
nobaBneHHbIN KOHTaKT 3BOHUT Ha IP ATC QTECH, TenedoH nonb3oBaTens otobpaxaeT Kak HoMep
3BOHSALLErO, TakK M UMS1 3BOHSILLLErO, KOTOPLIN Bbl 06aBUNM B TeNedOHHYI0 KHUTY. Ecnv Homep 3BOHSLLErO
He COBMaZaeT HU C KaKMM KOHTaKTOM M3 TeNedOHHOW KHUM, TOrAa Ha SKpaHe TenedoHa Bbi3bIBAEMOro
nonb3oBatensa OygeT oTobpaxaTbCs TONbKO HOMEP 3BOHSILLENO.

HEMeHuTh X
MrA: Anexced H4Konaesu
TenedonHas 74001111111

KHKra:

BuicTpeld Habop: 01

CoxpaHnTs
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[ns pegaktnpoBaHus TenedoHHON KHUMM oTKponTe “PaclumpeHHble->TenedoHHasn kHura”. [Ons
[obaBneHns HOBOro KOHTaKTa B TENEMOHHYI0 KHUMY HaXXMUTe KHomnky “Co3aaTtb HOBbIN KOHTaKT” 1
3anonHUTE NOSIBMBLLYIOCS (hopMY.

Tarke Bbl MOXeTe caenatb 3KCnopT wabnoHa TenedoHHON KHMM, coxpaHuTb ero Ha MK, 3anonHutb
aKkTyanbHbIMW OAHHLIMU U 3aTEM BbIMOMHUTL UMMOPT.

KoHTakTbl MOryT 6bITh 4OGaBNEHbI Nonb3oBaTenem “admin” ns agMmmHmuctTpatopckoro Beb nHtepdeiica,
nonb3oBaTtenem “operator”’ n3 Beb nHrepdernca onepatopa uUnm KOHeYHbIM NONb3oBaTeNeEM 13
nonb3oBaTtenbckoro Bed nHrepdenca.

KoHTakTbl, f06aBNeHHble aJMUHUCTPATOPOM M ONepaTopoM BUAMMbI ANnd BcexX. KoHTakTbl, Ao6aBneHHbIe
KOHEYHbIM NOMb30BaTeneM BUAMMbI TOSNbKO AMsi 3TOr0 KOHEYHOro Nonb3oBaTens.

4,18 LDAP cepBep

LDAP (Lightweight Directory Access Protocol) aTo OTKpbITbI, HE3aBUCUMbIN, CTaHAAPTU30BaHHbIA AN
NPOMBILLIIEHHOTO NCMOSb30BaHMSA MPOTOKOS YPOBHSA NPUINOXEHNA ANst AOCTYNa U NOCTPOEHNS
pacnpefeneHHoro katanora MHPOPMaLMOHHbBIX CEPBMCOB NoBepx ceTen IP.

Bbl MmoxxeTe HacTpouTb goctyn kK LDAP cepBepy, XpaHsWwemy KOHTaKTbl Ans AanbHENLEN CUHXPOHU3aLUmm
¢ Hum. [ng atoro oTkpouTe “PacwmpeHHble->LDAP cepBep” n BBeauTe napameTpbl Heobxogumble Ans
NOAKITIOYEHUS.

4.19 Koabi 1BO

Kogpbl IBO moryT ObITb HabpaHbl C UCNONb30BaHNEM MOMNb30BATENBCKOr0 HOMepa ANs BKITIOYEHUSA nnm
BbIKMIOYEHMS onpeaeneHHbIX (PyHKUMOHanbHoCcTeW. Hanpumep, Ans BKIMFOYEHUS WX BbIKMIOYEHWS
nepeagpecaumm Bbi30Ba, NepeBoga Bbi30Ba, MPOBEPKM rofiocoBoN NoYThl. Ynpasnate kogamu [BO Bbl
MoXeTe Ha cTpaHuue “PacwuperHbie->Kogsl 1BO”.

IIapkoBKka BbI30Ba

napKOBKa Bbl30Ba NMNo3BoNAeT J'IIO6OMy, KTO Nnony4un Bbi30B, 3anapkoBaTb €ro Ha OI'Ipe,D,eJ'IeHHbIVI
BHyTpeHHVII?I HOMEDP, N03BOJ1AA TaKUM o6pa30M J'IPO6OMy OpyroMy nofib3oBaTersito Nony4vnTb OOCTyN K
3anapkoBaHHOMY Bbl30BY.

HoMep Ansa napkoBKU BbI30BOB: HoMep A/11 NOCTaHOBKW Bbl30Ba Ha MapKOBKY.

Avana3oH HOMEPOB AJIf NapKOBKU BbI30BOB: 3ape3epBUPOBaHHbIE HOMEpPA ANS MapKOBKM
Bbi3oBoB(Hanpumep:701-720)

ANuTenbHOCTb 3aNapKOBaHHOIMO BbI30Ba: YCTaHOBUTE AJ/IMTENIbHOCTb HAaX0XAEHMS Bbl30Ba Ha MapKOBKE.
Moackasky NapKoOBKM: BKIOUNTb NOACKA3KM NPU NapKUHTe.

MNapkoBKa BLISOBA
HoMep AnA NnapkoexM eoizosos: 700
Nuanazod HOMEPOE ANA NapKoBKM Beizosos: 701-720
ANWTENEHOCTE 3ANAPKO0EAHHOMD BRIZ0EE (C8K): 45
MNoACKa3KK NapKoBKK: .

IlepexBar BbI30Ba

lMepexBaT BbI30Ba NO3BONSIET NOMb30BATENSAM NepexBaThiBaTh BbI30BbI, KOTOPbIE N3HAYasNbHO
agpecoBaHbl He UM Habopom kogos [ABO.

HOMep ANA NapKOBKU BbI3OBOB: HoMep Ans NOCTaHOBKM BbI30OBA Ha MapKOBKY.
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MWUP AOCTYNHEE
MepexBaTuTb BbI3OB OonpeaesiEHHOro Homepa: KoMbuHaumsa Ans nepexsarta creumnanbHoro
HoMepa. [laHHas KoMbuHaumsa HabpaHa nepea HOMEpPOM.

MepexBaT BhIZOBa
MNepexEaTWTL BbiZ0E: *8
MNepexEaTHTL BLISOE ONPENENEHHOID HoMEpa: **

IlepeBoa BbI30Ba

I'IepeBop, Bbl30Ba NUCMNOJb3yeTCA And nepeBoa akTUBHOIO Bbi3OBaA Ha ApPYyroro agpecara. CyLIJ,eCTByeT 2 TMna
nepesoja:

MepeBopn c yBegomneHneM — Bbl30B CTaBUTCS Ha yAepkaHUe, COBepLUAeTCsl BbI30B HA afgpecaTta, Ha KOTopbIn
npegnonaraeTcs nepeBo 3BOHKA, MPOUCXOAUT NPUBATHLIN pasroBop, NOCHE Yero yaepKMBaeMbiil 3BOHSILLNIA
coeguHsieTcsl C HOBbIM agpecaToM.

MepeBop 6e3 yBegomneHus — [1e BbI3OB NepeBOaMTCS Ha Apyroro agpecaTa 6e3 npegBaputensHoro

pasrosopa C HUM. B atom cny4yae BO3MOXHa CuUTyauud, Korga agpecat OTCYyTCTBYET Ha MeCTE U BbI3OB MOXET
OCTaTbCA HEe OTBEYEHHbIM.

Mepesoy BbIZ0BA

4%

Mepeson Des YEESAOMNEHWA!

Mepegoa © YBELOMNEHUEM:

SaEEpLMTE BLISOE:

BpemMa AnA oTEETA NPKM NEPES0OE C YBEAOMAEHWEM (CBK):

W
fed

#

=
Ln

MepeBon Bbi3oBa 6e3 yBeaomsieHma: KombruHaumst ans nepesofa BbizoBa 6e3 ysegomnerus (blind transfer).
MepeBoa BbI3OBa C yBeaoMsieHueM: KomburHauus ana nepesoja Bbi3oBa C yBeaoMseHueM (attended transfer).
3aBeplwunTb BbI30B: KoMO6UHauuMa ANns 3aBeplUeHMs Bbi30Ba Npu NepeBoje Bbl30Ba C YBEAOMJIEHUEM.

Bpems gna oTBeTa Npu nepeBoje C yBeAOMJIeHMeM: BpeMs ans oTBeTa aboHeHTa Ha KOTOPOro nepeBoasT
BbI30B MNpW NepeBoje C yBEAOMIEHUEM.

Kak aTo npoucxoguT: B NpoLecce YCTaHOBUBLLErocs 3BOHKA Bbl HabupaeTe # n IP ATC QTECH npownsHocut
roriocoByto noAckasky “lNepeson’, Bbl BBOAWTE HOMEP, Ha KOTOPbI cobupaeTech NEPEBECTU BbI30OB, BbI30B
OyneT HemeaneHHO NepeBeeH, U Bbl CMOXETe NOBeCUTb TPYOKy. Ecnn agpecaTt He oTBevaeT, TO BbI30B
nepeHanpasnsieTcsl B rofloCoBYO MOYTY.

B Tex cnyyasx, korga nepesof 6e3 yBeJOMMNEHMs HE KaXeTCs YyMECTHbIM, Bbl MOXETE UCNOfMb30BaTb NepeBoA C
yBegomreHveM. Hanpumep, Bbl HabupaeTte *2, IP ATC QTECH npounsHocuT nogckasky “lNepesoa”, 3atem Bbl
HabvpaeTe HOMep, Ha KOTOpPLIN cobMpaeTecb NepeBecTn BbI3OB, agpecaTt OoTBeYaeT BaM, Bbl NpeacTaBnseTe
3BOHSILLEro 1 knageTte Tpyoky. B atoT momeHT IP ATC QTECH npounsBoguT nepeBof Bbi30OBa.

B cny4ae nepeBoga c yBegomneHmem, ecnmn agpecaT, Ha KOTOPbI NepeBOAMTCS 3BOHOK, He oTBevaeT bonee
15 cekyHZ, TO BbI30B BO3BpaLLaeTcs 0OpaTHO. Takke Bbl MOXXETE OTMEHUTL NEPEBOL BPY4HYH HabpaBs * noka
aZipecar, Ha KOTOpOro nepeBoauTCs BbI30B eLle He OTBETUN.

3anncb B 0QHO KacaHue

Fanuce B 0HD HaCaHWe
3anuck B 0AHO KacaHue: 1

3anu1ch B 0[1HO KacaHue Mo3BonseT Nonb3oBaTensam BbIGOPOYHO BECTU 3anncb TenedoHHbIX pa3roBopos. Bo
BpeEMS! YyCTAHOBIIEHHOIO CoeANHEHUS MoSb3oBaTeNb HabupaeT *1 4ns 3anucu 3Toro pasroBopa.
WNcnonb3oBaHue aTol pyHKLUMOHANBHOCTY NO3BONAET 13bexaTb 3anMcu BCex pasroBopoB AJst 3TOro
TenegoHHOro HoMepa, TeEM CaMblM CYLLLECTBEHHO CHU3WUB HArpy3Ky Ha CUCTEMHbIE Pecypchl B TeX criyyasix,
Koraa 3anucb BCeX pasroBopoB He TpebyeTcs.

Bbl MOXeTe HalTU caenaHHble 3anvMcy pa3roBOpoB Ha cTpaHuue “OTtyeTbl->3anucu’. bonee nogpobHo 06 aTom
B pasgene 6.3.1.
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Ilepeaapecauus BbI30Ba

lMepeappecaums Bbi3oBa HacTpamBaeTcs nonb3oBartensamu “admin’ n “operator” n3 Beb untepdeiica. OgHako ¢
ucnonb3oBaHneM kogos [1BO, koHeYHble Nonb30BaTENM Takke MOTYT BKMOYATL/BbIKMOYAThL Nepeagpecauuio
npsmo ¢ ux TenedoHoB 6e3 ucnonb3osaHua Beb nHtepdeiica.

MepeagpecauMa BL30Ba
BrNIOYMTE NEpeaapecalnio BoeEX Bus0s0s: 71
BblKNYMTE NEpEaAPECALNID BOEX BrZ0B0E: 071
BKMMYNTE NEPEaAPECALMID BBISOB0E NpW "SanaTo": *72
BoiknYWMTE NEpeaapecaluie Bel30808 npy "sanaTe”: F072
BKNIOYMTE NEPEAAPECAUMID BRISOBOE NPW HE OTBETE: 73
BrIKNMYUTE NEpeanpecalkio Bel308E NpK He oTeeTe: TO73

Hanpumep, ncxogsuwas mapLipytmnsaums, HactpoeHHasi B IP ATC QTECH, TpebyeT npedukec 9 ans
BbIMNOSMIHEHNSA UCXOOALMX BbI3OBOB, @ HOMEp, Ha KOTOPbIM Bbl HACTpanBaeTe NepeBos Bbi3oBoB — 89031111111.

BkntounTb 6e3ycrnoBHyto nepeagpecaumnto Bcex BbizoBoB: Habpatb *71989031111111, HaxaTtb 1 ons
NOATBEPXKAEHUS.

Beikntountb 6e3ycnoBHyto nepeagpecaumto Bcex Bbi3oBoB: HabpaTtb *071

BkntounTb nepeagpecaumio no 3aHstoctn: Habpate *72989031111111, HaxaTb 1 ons noaTBEPXKAEHMS.
Bbikntountb nepeagpecauunto no 3aHAaTocTn: Habpatb *072

BkntounTb nepeagpecaumto no HeoteTy: Habpatb *73989031111111, HaxaTtb 1 Ans noaTBEPXXAEHUS.

Beikntountb Nnepeagpecaumio no HeoteeTy: Habpatb *073

He 0ecniokouTn

PyHKUMOHanNbHOCTL “He 6ecnokonTb” MOXeT ObITb HAaCTpOeHa HenocpeacTBEHHO Ha IP TenedoHe. OgHako
ecnu IP TenedoH He nmeeT AaHHOW YHKLMOHANbLHOCTU, Bbl MOXeTe ucnonb3oBath [1BO kog “He 6ecnokouTs”
ONSA BKIHOYEHMA/OTKNIOYEHUS AaHHOW yHKunoHaneHocTh B IP ATC QTECH. JTio6or TenedoH (ip TenedoH,
aHanoroBbIn Ny NPorpamMmMHbIn), nogknoyeHHsIn k IP ATC QTECH, moxeT ucnons3osatb [BO ko “He
6ecnokouts”

He GecnokoMTh
BenwounTe "He Bonoxoutse!": *74
BriknmoynTe "He Gocnoxkomme!": *074

MpocTto Habepute *74 ansa aktueaumm “He 6ecnokonTs”. ['yOoK B OTBET 03HAYaeT YTO (PyHKLMOHAINbHOCTL “He
Oecnokoutb” akTMBMpOBaHa. ocne akTuBaumMm Nonb3oBaTeNb MOXET BbINOJIHATL BbI30BbI, O4HAKO BXOAALLME
BbI30Bbl OTKITOHSIOTCA.

[na oTknoyeHnst pyHKunoHaneHocTn “He 6ecnokouts” Habepute *074.

IIpocaymka

<DyHKLl,I/IOHaJ'II:HOCTb HPOCﬂyLLIKI/I NO3BOJIAET Nosib3oBaTtesiaM Ha6MpaTb OBO kogpl NpoCnyLwkKkn n 3atem
BHyTpeHHVIIZ HOMep ONA npocnyLlnBaHNA pa3roBopoB B peXXnuMe pearibHOro BpeMeHu.

Mpocnywka
Toneko cnywate: *50
Mpocnywka M noackaskn: <91
BTopweHMe B pasrosop: *92
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Tonbko cnywatb: Hanpumep, nons3oBaTens ¢ Homepom 410 pasroBapuBaeT ¢ Kem-nnbo no TenedoHy. Bol
MoxxeTe HabpaTb *90410 (1 3aTem #) 4N NpocnywmMBaHWs 3TOr0 pa3roBopa, OAHaKO pasroBapuBaroLine
CTOPOHbI Bac crblwaTb He ByayT.

Mpocnywka n nogckasku: Hanprumep, HeoONbITHLIN paboTHMK pa3roBapuBaeT C KMMEHTOM No TenedoHy. Ero
pykoBoauTenb Habupaet *91, nanee Homep aToro paboTHuka (1 3aTemM #) YTOObI NPOKOHTPONUPOBATL 3TOT
pasroBop. Mpu 3TOM pykoBOAMTENb MOXET pa3roBapmBaTb C pabOTHUKOM U AaBaTb MY LieHHbIE COBETHI.
KnueHT xe nx cnbiwatb He OyaeT.

BTopxeHue B pa3roBop: 3Ta pa3HOBUAHOCTb NPOCYLLKA B YEM-TO NMOXOXKa Ha KOH(epPeHLMIo — Noka
nonb3oBaTerlb pa3roBapMBaeT C KEM-TO MO TenedoHy, Bbl MOXeTe HabpaTb *92, nanee HoOMep 3TOro paboTHMKa
(v 3aTem #), a 3aTeM pasroBapvBaTb C 060MMM y4aCTHUKaMMK 3TOTO pa3roBopa.

CneayeT OTMETUTb YTO HEOBXOAMMO CHavana akTMBMPOBaTb BO3MOXHOCTb MPOCHYLLKA Ha HOMepPe, KOTOopbI
Bbl COBMpaeTech NPOCNyLLIMBATb.

Yepubiit Ciucok

Kogel 1BO 4epHOro cnncka no3sBonsoT nonb3oBatensam 4obaBnsaTe BHELWHWE TenedOHHbIEe HOMEpa B YepHbIN
cnmcok IP ATC QTECH npsiMo ¢ ux TenedoHHbIX annapaToB. COOTBETCTBEHHO AobaBrneHHble Homepa byayT
oTknoHaATbesA B IP ATC QTECH. [Jo6aBneHne HOMepOB B YepHbIA CIMCOK C noMoLbo kogoe [1BO aHanormyHo
nobaBneHnto B YepHbI CNCoK U3 Beb nHTepdelica.

YEPHBIA CNWCOK
NobaEuTe B 4EpHBIA CcnMcox: *75
YOanuTe W3 YEpHOMD cnMcka: =075

[ns pobaBneHns B YepHbIN CNncok Habepute *75 (1 3aTtem #), 3aTeM cnegynTe ronocoBbIM MHCTPYKUNAM A4S
AoGaBneHns, MHTEPECYHoLLLEero Bac HoMepa B YepHbI CMUCOK.

Ona ynaneHns HomepoB M3 YepHoro crnucka Habepute *075 (1 3aTem #) n 3aTem cnegynTe ronocoBbIM
WHCTPYKLUSIM.

T'osiocoBast moura

lNon. noura
FMasHoE MEHKD roNOCOBOM NoYThl: *60

MpoBepHTs roNocoBy NouTy: “51

Habpas *60, Bbl BoW€eTE B [MaBHOE MEHIO rOflocOBOW MoYThl. Habpas nHTepecyowuin Homep 1 naporsb
rofloCOBOW NOYTbI st 3TOr0 HoMepa Bbl CMOXETE MPOBEPUTL FOFIOCOBYIO MOYTY Afst 3TOro Homepa. Takxke Bbl
MOXeTE MOoMNy4nTb AOCTYN K rOfIOCOBOM NoYTe Ans Nodoro HoMepa cnegysa MHCTPYKUUSIM CUCTEMbI FONOCOBOM
noyThl.

HabpaB *61 ¢ onpegeneHHoOro BHyTpeHHero TenedoHa 1 BBeAsi Naposib rOyIoCOBOIN MOYThI A4S 3TOro HoMepa
Bbl NONageTe B rofloCOBOE MEHIO, rAe, cneays UHCTPYKUUSAM 3TOr0 MEHI0, Bbl CMOXETE NMPOBEPUTL CBOKO
roflocoByto NoyTy. Kpome Toro, Bbl CMOXETE HACTPOUTL HEKOTOPbIE AOMOMHUTENbHBIE BO3MOXHOCTU BaLlen
rofOCOBOW MOYTHI.

Kondepenuus

Kogbl ABO ans koHdepeHUMm Ncnonb3yTcs agMUHUCTPaTOPOM KOHepeHLUn AN npurnalleHns y4acTHUKOB
B KOH(pepeHUMio unu Ansa cosgaHus KoHdepeHumnm Bo Bpemsi 06bIYHOro TenedgoHHOro 3BOHKa.

KondhepeHuwa
MpurnacuTe yuyacTHuka: 0
Coznate koddeperumo: *0
MpMcosanHMTE cobecenHnKa K kondepeHumnn: =
He npucosaMHATE coBECEAHMKE K KOHDEDEHLMN:

Korga Haxogsch B y)Xe co3AaHHOM KOHepeHUUn agMmMHUCTpaTop (a 3TO MOXeT ObITb Mo60or Nonb3oBaTerb)
3TOW KOH(pepeHuMmn HabupaeT 0, OH CMbIWNT TOH A4S NPUrNaLleHnsa Apyrux nonb3oBaTenen onsa ydactus B
3TOWN KOH(hepeHumn.

Ecnu npurnawaemMein nonb3oBaTenb cornallaeTcs NpUCcoOeanHNTLCS K KOHhepeHLUMn, aaMUHNCTpaTop
KOHepeHUun moxeT HabpaTb ** Ans Bo3BpaLleHnss B KOHEPEHLNIO C NpUrnalleHHbIM Y4aCTHUKOM.
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Ecnu npurnalleHHbIn Nonb3oBaTenb He XXenaeT NpMcoeanHATLES K KOHhbepeHUnn, agMUHUCTPaTop
KOH(DEPEHLIMM MOXET HaxaTb *# Ans Bo3BpalLeHNs B kKoHGepeHUMto 6e3 npurnawleHHoro nonb3oBaTens.
Bo Bpems ycTaHOBMBLLErOCs COeAMHEHMS NoMnb3oBaTenb MOXET HabpaTtb *0 Anga co3gaHns AMHaMUYeCKon
KOHepeHUun. YaaneHHas CTOpoHa pasroBopa aBToOMaTU4eCKU CTaHOBUTCH OBbIYHBIM YyHaCTHUKOM TOMBKO YTO
CO3[1aHHOMN KOH(bepeHUUn B TO BpEMS Kak NOoMb3oBaTerb, CO34aBLUMIA KOHhepeHU Mo, JOMmKeH OyaeT BBECTH
naposb Anga Bxoga B KoHdepeHuunto. ObbIMHO 3TOT NoNb3oBaTeNb AOMKEH BBECTU naporb “conference admin”
nonb3oBaTesisl Tak Kak OH AOSPKEH NpurnawaTtb OCcTalbHbIX NoSfib3oBaTesien B 3Ty KOHpepeHu Mo

BHumaHume: [Nocne TOro Kak Bbl CO34anu AUHAMUYECKYO KOHDEpPEHLMIO, HA CaMOM Aene Bbl 3axoguTe B
cTaTMyeckyto KoHdepeHLMto (hakTuyeckn co3gaHne ANHaMNYeckon KOHEPEHLIMM O3HAYaET 3aHATHE YXKe
CYLLIeCTBYIOLLIEN B cMCTEME KOHpepeHLmm). Bbl MOXeTe MCMNonb3oBaTb MEHIO agMUHUCTPUMPOBaHMUS
KOHbepeHUmn 4ToBbI Npurnalwlatb ocTanbHbIX B 3Ty KOHepeHumto (no ymonyanuto 90 — aTo nepBas AOCTynHas
Anga 3aHaTua koHdepeHums). OctanbHble Nonb3oBaTteny MoryT Habupatb 90 Ansa Bxoda B 3Ty KOHpepeHuuio.

Ouepean BbI30OBOB

Koabl 1IBO ons ovepeau BbIZOBOB NPUMEHMMbI TOMNLKO AN areHTCKUX HomepoB. HaGop aTux kodoB Ans He
areHTCKMX HOMEpOB He BNUAET Ha UX PYHKLIMOHUpOBaHMeE.

OuepegM BbIS0BOB
MoCTABMTE YHACTHMKA OYEDEOM Ha Naysy: 95
CHATb YYACTHMKA O4Y4epenn © nayssl: ~095

YTo6bl BDEMEHHO MCKIIOYMTL areHTCKUA HoMep U3 oyepeamn HabepuTe ¢ 3Toro Homepa *95, nocne 3Toro HoBble
BbI30BbI HE OyayT NocTynaTk Ha 3TOT HoMep. [ns BO306HOBNEHMS Npuema NoCTynawLwmux u3 odepeamn BbI30BOB
Ha 3TOT Homep HabepuTe ¢ aToro Homepa *095.

Jpyrue

Npyrue
WHTEpKOoM: *50
NaiamuHr: *51
Directory: *3

OBO ko MHTepkom no3BonsieT Bam AenaTtb MHTEPKOM BbI30B TOMbKO Ha OAMH TeneOoHHbIN HoMep. JTO
yA0OHO NOTOMY Kak BaM He HyXXHO co3gasaTb rpynny “MengxuHr n nHTepkomM” ansg ogHoro TenedoHHOro
Homepa.

OBO ko MNMenmxmHr no3sonseT BaM BbINONHATb NENIXUHI BbI3OBbI TOMbKO Ha OAWH BHYTPEHHWNA TenedOHHbIN

Homep. OTnn4une NenmKmMHra oT MHTEPKOMa B TOM, YTO MHTEPKOM MO3BOJSISIET BECTU Pa3roBOp B 06€ CTOPOHbI,
TOraa Kak NenmpKUHT - TOMNbKO B OAHY (BbI3bIBalOLWUA MHPOPMUPYET BbI3bIBAEMOTO).
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5 CeTeBble HAaCTPOUKMU

5.1 O6wme ceTeBble HACTPOMKHU

5.1.1 Hactpowku IPv4

IP ATC QTECH nopaepxusaet PPPOE, cTtatnyeckoe HazHayeHne HacTpoek IP n nonyyeHue ceTeBbix
HacTpoek no npotokony DHCP anga nopta WAN. [1na nopta LAN JOCTYNHO TONbKO CTaTU4ECKOe Ha3HayeHune
ceTeBbIX HAacTpoek. Ecnu Bbl HacTpavBaeTe cTaTM4yeckoe coeanHeHne unm coegmHeHme no npotokony DHCP
ansa nopta WAN, ybegutecs, uto IP agpeca, HasHa4vyeHHble Ha uHTepdercel WAN u LAN, HaxoasTcsi B pasHbiX
nogceTsax.

CTtaTtnyeckoe HasHauveHue

HacTpoikun IPvG Hacrpoiikm VLAN

Metog nonydedua IP: | CTAaTAYECKMA ¥

IF agpec: 192,168.1.100
Macka nogcem: 255.255.255.0
Ntz no ymondadW:o:  192,168.1.1
OcHoeHoR DNS: 10.10.10.1
AneTepHaTHMERBIM DMNS: 10.10.10.2

HacTpoidkn nopta WAN

HacTtpoiku noprta LAN

IP agpec: 192.168.10.100 Macxa nogcet: 255.255.255.0
#IIP agpecyvl: 192.168.5.100 Macka nogceTuVl: [255.2/55.255.0
IF agpecVz: Macka nogceTuV2:

o —
LOXpPaHHUTE

Mo ymonyanuto Ha uHtepdence WAN IP ATC QTECH nponucaH ctatudeckun ip agpec 192.168.1.100, a Ha
nHTepgence LAN — 192.168.10.100. Ecnun Bbl XoTUTe Ucnonb3oBaTb cTaTtuyeckui IP, Torga nponuwunte
Tpebyemblli agpec 34€eCh, BKOYas caM agpec, Macky NnoaceTu, W3 no ymonyaHuio u DNS,
npegocTaBneHHbIN BalMM cepBuC NpoBangepomM Unn CUCTEMHbIM aaMUHUCTPATOPOM.

[na nitepdgenca LAN Bbl MOXeTe HasHauuTb 2 ONOMHUTENBHBIX BUPTYanbHbIX IP agpeca, anga goctyna oo
apyrux nogceten ¢ atoro nopta LAN.

DHCP

Ecnu Bawe noakntoveHne k cetn aBToMaTu4eckn HasHayaeT Bam |IP agpec, 10 Bbl MoxeTe Bblbopate DHCP Ha
nHtepdence WAN. Ecnm BeibpaHo DHCP, To octanbHble HacTponku WAN nHTepderica HegoCTynHbl ANs
HaCTPOWKM, TaK Kak nonyyatT Heobxoanmble ceTeBble napameTpbl oT cepBepa DHCP. MNogkntoyerne no DHCP
HaJo Mcnonb3oBaTh C OCTOPOXHOCTBIO Tak Kak IP TenedoHbl peructpupytotcsa Ha IP ATC QTECH ¢
ucnons3osaHuem uHtepdenca WAN 1 Tak kak agpec, nonydeHHein ot DHCP cepBepa MOXeT U3MEHUTLCH, TO
IP TenedoHbl notepsitoT pernctpauuto Ha IP ATC QTECH. CooTBETCTBEHHO NyyLiMM Bbibopom ByaeT
HacTpovika Ha nHtepderice WAN ctatudeckoro IP agpeca.

PPPoE
IP ATC QTECH moxeT ObITb nogkntodeHa k cetn yepe3 ADSL mogem ¢ ncnonb3oBaHnem Point-to-Point
Protocol over Ethernet (PPPOE) dial-up. B aTtom cny4dae IP TenedoHbl nogkntodatotcs k IP ATC QTECH yepes

nopt LAN, Toraa kak WAN nopT ucnonb3yeTcsa Ans NOAKNIOYEHUS yaaneHHbIX pabovmx MecT.
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MWP NOCTYNHEE

Ecnu y Bac Bbl6paH PPPOE, TO Bbl 4OSTXHbI yKasaTtb UM4A nonb3oBaTend 1 naposnb,
I'Ipe,D,OCTaB.I'IeHHbIﬁ Bawlnm cepsuc I'IpOBGWJ,GpOM.

LAN nopT, NOAKMOYEHHbIN K Ballen NoKanbHOW ceTu UCNONb3yeTca ANd NOAKMYEHNst BHYTPEHHUX |IP
TenedoHoB. Ecnu aTo HE06X0AMMO, TO Bbl MOXETe NOMeHATb |IP Ha nHTepderice LAN B COOTBETCTBMM C
HacCTpOMKaMu BalLEen CeTHu.

Hacrpoikm IPv4 Hactporku IPvE HacTpoiik VLAN

HacTpoidku nopta WAN

MeTog nonydyedna IP: | PPPoOE r

MonzzoeaTens: AFY5027193
Maponk: essssssss
IP agpec: 192.168.1.100
Macka nogcet: 255.255.255.0
Nz no ymondadWo: 192,168.1.1
OcHoeHoW DNS: 10.10.10.1
ANbTEpHaTHBHBIA DNS: 10.10.10.2

HacTpoiku nopra LAN

IP agpec: 192.168.10.100 Macxa nogcet: 255.255.255.0
TP aapecVi: Macxa nofceTikVl:
IP agpecVz: Macka nogceTuV2:

CoxXpaHuTy| [OTMEHWTE

51.2 HacTpounku IPv6

IPv6 (Internet Protocol Version 6) pa3pabatbiBaeTcsl Ha NPOTSHXXEHUN NocregHnx AByx aecatunetun. Cenvac
3TOT NPOTOKOS CneayoLero NoKoNeHus rotos 3ameHuTb IPv4 1 npeanonaraet nepemMecTuTb ero Ha 3a4BOpKn
WHTEpHeTA.

Cenuac, 6onbLWMHCTBO NpoBanaepoB nHTepHeTa (ISPs), npoussoantenu cetesoro obopynosaHus Ansi
[OMaLLHEero Ucnorb3oBaHus 1 Bed KomnaHum nNo BCeEMy MUpY caenanu AoCTYnHbIM ncnons3osaHue IPv6 B
CBOMX NpoaykTax u cepsucax. MHOro opraHusauum, UHCTUTYTOB U YHUBEPCUTETOB BHEAPWIN CBOU
COBCTBEHHbIE CETWN, OCHOBaHHbIE Ha npoTokone |PV6.

[na npegoctaBneHus BO3MOXHOCTU npegoctasneHus VolP 3BoOHKOB ¢ ncnons3oBaHnem npotokona IPv6 (SIP
over IPv6), Bbl MoxxeTe HacTpoutb IP ATC QTECH ans ncnons3oBaHus agpecaunn IPv6 ¢ uenbio BHeapeHUus
ee B Ballei ceTeBon UHpacTpykType IPV6.

Onsa HacTpowku IPv6 oTkponTe “CeTeBble HacTporiku->CeTb-> Hactponku IPv6”.

HacTtpoidikn IPv4 Hactpoiiku IPvG HacTtpoiki VLAN

HacTtpoikwu nopta WAN

BrnumTe: ¥
Anpec IPvi: 2001:db8:4005:80a::200e
Mpedwkc: 54
Wnz no yMmondasko:  2001:db8:4005:80a::1
OcHosHoi DNS: 2001:db8:8000:1:202:120:2:1|
ANBTEpHATHEREIA DNS:

COXPaHHTy| OTMEHKTE
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MWP NOCTYNHEE
YKaxute Ballu ceTeBble HAacCTPoWiku IPV6 3aeck, 1 Bbl cMoxeTe noakntounts Bawwy IP ATC QTECH «k Bawen

CceTeBOW MH(paCTPYKType.

5.1.3 Hactpownkn VLAN

Mcnonb3ys kommyTaTop 3 ypoBHs, Bbl MoXeTe HacTpouTb VLAN Ha Bawwel IP ATC QTECH gns pasgenexusi
OaHHbIX 1 ronocoBoro Tpadmka. Ncnoneays otgensHyto VLAN ang ronoca, Bbl MOXeTe OblTb YBEPEHBI, YTO
npobnemsbl, Bo3HUKaowme B VLAN AaHHbIX, He 3aTPOHYT roriocoBon VLAN.

Ins HacTponkn VLAN oTkponTe “HacTtponkm cetn->CeTb->VLAN”. 30ecb Bbl MOXETE BUAEThL, YTO Bam
poctynHo gna HacTponkun 4 VLAN: 2 VLAN ana WAN u 2VLAN gns LAN.

HacTtpoiku IPv4 Hactpoiki IPvE

WAN VLAN 1
Brniouute: &
VLAN ID: 2
VLAM IF agpec: 192.168.20.100
Macxa nogcem: 255.255.255.0
WAN VLAN 2
BrNKYWTE: &
VLAN ID: 3
VLAM IP agpec: 192.168.30.100
Macka nogoeTi: 255.255.255.0
LAN VLAN 1
BrnrouuTe: &
VLAN ID: 4
VLAN IP agpec: 192.168.40.100
Macxa nogcem: 255.255.255.0
LAN VLAN 2
Brnrouute: &
VLAN ID: 5

VLAM IP agpec:

Blle miee e e

COXpPaHHTh

192.168.50.100

Y T ol Y

Yb6eauntech, 4to IP agpeca npuBedeHHbIX Bbile VLAN HaxogaTcs B pasHbIX NoaceTsX.

5.2 CraTnyeckasa MaplpyTusauums

CraTtunyeckas MapLipyTu3auus — 3To 3Takow BUg MapLipyTusaumm, npu KOTOPOM MapLupyTm3aTop ans
yrnpaBneHus TpacmkoM UCMonb3yeT NPONMCcaHHbIE BPYYHYIO NpaBuna, a He Ucnonb3yeT NHPOpMaLmio,
NOMy4YeHHY0 M3 MPOTOKOIOB AMHAMUYECKO MapLLpyTU3aLmu.

[ns nobaeneHus HOBOW 3anucu oTkpowTe “CeTeBble HacTponku->CTtaT. mapwpyTusaums”. Ons no6aBneHus
HOBOro Npasuna MapLupyTusauum Haxmute “HoBbln cTaTUHECKUIA MapLIpyT”:
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HoBblA cTaTHYECKWA MapwpyT X

CeTb HazHa4YeHKna: 222.209.4.1
Macka nogcerT: 255.255.255.255
Wm0z no yMonuanmo:  [192.168.10.1|

COXpaHWTh [OTHMEHKWTE

CeTb Ha3HaYeHMUNA: YKaxute ceTb HasHauyeHus. (Hanpumep: 192.168.2.0 macka noacetu: 255.255.255.0 unu
192.168.2.50 macka noacetn: 255.255.255.255)

MacKa noAceTu: YKaxute MacKy noacetn HasHayeHus. (Hanpumep:192.168.2.0 macka noacetun: 255.255.255.0
mnn 192.168.2.50 macka noacetn: 255.255.255.255)

LUnto3 no yMmonuaHuio: Ykaxute IP agpec, yepes KoTopblii 6yAeT OCyLWeCcTBAATbCS MapLUpyT.

Mocne py4HOro nobaBneHus MapuipyTa Bbl yBUOUTE €ro B CNNCKE MapLlupyToB Ha aTon CTpaHuue:

Crar. MapupyTu3auma Tabnuua MapwpyToe

CNUCOK CTAaTHYECKHWX MapLlpyToR HOEbIM CTATMYECKWIA MapLIPYT
CeTs HazHaYeHWR Macka moaceTH Wiz no Onumm
YMONUYaHWHD
MzMeHnTs
1 222.209.4.1 255.255.255.255 192.168.10.1
¥OanuTb

Hanee Bbl MOXeTe HaxaTb “Edit” ans pegakTMpoBaHvs MapLipyTa unuv yganutb MapLUpyT HaXKaB KHOMKY
“Delete”.

HaxmuTe “Tabnuua maplpyToB” 1 Bbl yBUAWTE NOAPOOHBIN CNMCOK MapLLPYTOB B CUCTEME, BKIIOYAA MapLupyT
no yMOMYaHuio U MapLipyTbl, 4OOaBNEHHbIE BPYYHYHO.

CraT. mapwpyTH=auma Tabnuua MmapwpyToB

Tabnuua mapwpyToB:

HEernel IP routing table

Destination Gateway Genmask Flags Metric Ref Uz2e Iface
192.168.10.0 0.0.0.0 255.255.255.0 U 0 0 0 LAN
222.209.4.1 192.168.10.1 255.255.255.255 UGH 0 0 0 LAN
5.3 VPN

VPN (Virtual Private Network) B OCHOBHOM MCNonb3yeTcs Ans NOAKMYEHUA Ha B0MblIMe pacCTOsTHMSA Unu s
3almLLEeHHbIX nogkntoveHun. Mcnonbsys IP ATC QTECH, Bce TenedoHHbIe 3BOHKM - COBEPLUAEMbIE NN
npuHUMaemble — 3awmndpoBaHbl, Takum obpasom IP ATC QTECH sawmwaeT yaaneHHble NoAKMYeHNs K
BaLLUM TenedoHHbIM cepBucam. BetpoeHHbin VPN cepep Ha IP ATC QTECH nossonsieT nerko u npocTo
3awnTnTb coegmHeHunsa mexay |IP ATC QTECH u IP TenecpoHamu. Bam He HyXHO HacTpauBaTtb OTAeNbHbIN
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MWP NOCTYNHEE
VPN cepBep unu nokynatbs VPN mapLupyTtusaTop. Takke, ncnonososaHne VPN nossonget nsbexarsb npobnem
C HaCTpOMKOWN MeXCeTeBOro akpaHa, 1u3-3a npobrnemMm ¢ AMHAMUYECKM Ha3Ha4YaeMbIMU rOfIOCOBLIMU NOPTaMU.

IP ATC QTECH nopaepxusaeTt4 ocHOBHbIX Tuna VPN: L2TP, PPTP, OpenVPN, IPSec.

5.3.1 Hactpownku L2TP VPN

L2TP VPN CepBep

Layer 2 Tunneling Protocol (L2TP) is a tunneling protocol. OH He npeanonaraeT wudposaHue. [ns aToro oH
ncnonb3yeT NPOTOKON LWMdpoBaHUSA, Takon Kak IPSec.
[na Hactpoviku Bawwero L2TP cepBepa oTkponTte “Hactporiku cetu->Cepsep VPN” 1 Bbibepute onuumio L2TP.

Cepeep VPN
® L2TP 'V PPTP ) OpenVPN [FSec

BrNHUMTE: i
Ha'—a."l_:l—l:- A IP agpec 172.16.0.2
KNMeHTa:
KoHeurel? IP aapec knuedTa: 172.16.0.9
NokanessA IP agpec: 172.16.0.1
OcHoBHOMA DNS: 8.8.8.8
ANETEPHATHMEHEIA DNS: 4.4.4.4
MeTod ayTeHTHUDMHaLLKMK: ¥Ichap #lpap
OTnagka: 4
IPSec: '
IPSec NoxaneHslR IP aapec: | 192.168.10.100 *
IPSec Napons: 436alfv7s9

i =
LOXpPaHHMTE

Bxnrountb: Brknounte VPN cepsep.

HauanbHbili IP agpec knneHTa: YkaxuTe HadyanbHblli IP agpec L2TP VPN knveHTa.

KoHeuHblln IP agpec knmneHTa: YkaxuTe KoHeuHbli IP agpec L2TP VPN knuneHTa.

JNMokanbHbIM IP agpec: Ykaxute nokanbHbin IP aapec VPN cepBepa, UCMonb3yeMblii Npy NOAKIHOUEHUAX.
OcHoBHOWM DNS: YkaxwuTte ocHoBHoW DNS gnst L2TP VPN.

AnbrepHaTuBHbIN DNS: YkaxuTte anbTepHaTuBHbIN DNS ansa L2TP VPN.

MeToa ayTeHTUdUKALMK: YKaxXnUTe MeTol ayTeHTudmkaumm ana L2TP. JoctynHo chap wunuv pap.
OTnaaka: BkawouunTtb pexum otnagku. CoobuweHms VPN L2TP 6yayT nonagath B CUCTEMHbIN XypHarl.
IPSec: Bkntouuntb wudposaHune IPSec ana L2TP VPN cepsepa

IPSec JlokanbHbii IP agpec: IP agpec IP ATC QTECH, uepes KOTOpbIit OCYLLECTBASETCA AOCTYMN B MHTEPHET.
IPSec Maponb: Onpeaenvte naponb Ans ayTeHTUdmKauum knmeHta IPSec VPN

BHumaHume: Ecnin IP ATC QTECH Haxogutcs 3a NAT, To BaM Heob6xoammo oTkpbITk nopTel 500, 4500 1 1701
Ha BalleM MapLlpyTu3aTope/MexxceTeBoM SKpaHe.

Ona nogkntoyeHns VPN knueHTa BaM Hago co3gatb VPN nonb3oBartens. HaxmuTe “YnpaBneHve
nonb3oatenamun VPN” n Haxxmute “HoBbin nonb3oBartens VPN,

73


mailto:info@qtech.ru
http://www.qtech.ru/

+7(495) 797-3311
Mockea, HoBosaBogckas yn., 18, ctp. 1

info@qtech.ru
QTECH www.gtech.ru
MWUP AOCTYNHEE
! HoBbiid nonbzoatens VPN X
Monez0BaTens: Andrewk
Maponk: fng423jfogh|
AoCTyNHOCTE: da ~

COXpaHuTE

Tenepb L2TP VPN knueHT moxeT nogknountbcs K L2TP VPN cepsepy.

L2TP VPN KnueHT

PaccmoTpum npumep, B KOTOPOM Bam Hago nogkntounTs I[P ATC oTaeneHns komnaHum B ApYrom pernoHe K
roriloBHOMY odgomcy ¢ ncnosnb3doBaHnem L2TP VPN knueHTa.
OTtkpbiBaem “HacTtporiku cetu->KnueHt VPN”. Boibepute L2TP ans HacTpoviku L2TP VPN knuveHTa.

Knuent VPN
® L2TP ' PPTP ' OpenVPN ') N2N ' IPSec
BrAKYWTE: rd
Anpec CcepeEeEpa: 117.176.159.163
MonezoEaTens: Andrewk
Mapons: AEEEREREEE
[PSac: o
IPSec NoxaneHsll IP agpec: | 192.168.10.100 *
IPSec Mapons: 435alfv7s9
LUNk=E No YMONYaHKHD: o

CoXpaH|Te

BknrounTb: Bkatounts VPN kaneHT.

Appec cepBepa: Ykaxute agpec L2TP VPN cepsepa

Monb3oBaTenb: YkaxuTe uMs nonb3osatens L2TP VPN.

Maponb: Ykaxute L2TP VPN napons.

IPSec: BknounTtb noaaepxky IPSec.

IPSec JlokanbHbil IP agpec: IP agpec IP ATC QTECH, yepes KOTOpbIl OCYLLECTBASIETCS AOCTYN B UHTEPHET.
IPSec NMaponb: YcTaHOBUTbL Naposib, aHA/IOTMYHbIM NaposIto Ha cepBepe.

Lno3 no ymon4yaHuto: Becb Tpadurk naet yepes coegmHerune L2TP VPN.

BHumaHue: Ecnu coeayHeHne ycrnewHo ycTaHoBMNEHO, TO B cucTeme ByaeT oTobpaxaTtbes crieaytoLuee:

Status: L2TPclient VPN remotelP address 172.16.0.1
L2TPclient VPN locallP address 172.16.0.x (AnIP address between 172.16.0.2 and 172.16.0.9)

5.3.2 PPTP VPN
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MWP NOCTYNHEE
Point—to-Point Tunneling Protocol (PPTP) ucnoneayet kaHan ynpasneHune no TCP 1 GRE TyHHenb ans

uHkancynsaumm naketos PPP. Ncnonb3oBaHne 3Toro npoTtokona no3sonset obecneuntb ypoBeHb 6€30nacHOCTM
W yoaneHHoro 4octyna COBMECTUMbIV € BonbunHeTBoM VPN NpoayKToB.

PPTP VPN CepBep

Insa HacTpoviku Bawero PPTP cepsepa oTkpoiTte “HacTtponkn cetn->Cepeep VPN” u Boibepute PPTP.

Cepeep VPN
L2TP '® PETP ' OpenVPN [FSec
BrNHUMTE: i
YoanénHew IP: 172.16.0.2 -11
NokanessR IP agpec: 172.16.0.1
OCHOBHOW DNS: 8.8.8.8
ANBTEPHATUEHEIA DNS: 4.4.4.4
TarmayT (cex): 20
MeTon ayTeHTHEMKaLWA; chap | 'pap ® mschap #®/mschap-v2
BrnuyKTe mppel28: Cd
OTnagka: '

CoXpaH|Te

BknrounTtb: Bkntountb PPTP VPN cepsep.

YaanénHbin IP: Ykaxute nyn IP agpecoB kiveHToB PPTP VPN.
JNokanbHbiM IP agpec: Ykaxute nokanbHbiit IP agpec PPTP VPN cepsepa.
OcHoBHoOM DNS: Ykaxute ocHoBHo DNS ans PPTP VPN.
AnbTtepHaTuBHbI DNS: YkaxuTte anbTepHaTvBHbIn DNS ana PPTP VPN.
TanmayT (cek): Bpems nogknoveHumsa PPTP.

MeToa ayteHTUdUKaALMK: YKaxnTe MeTol ayTeHTudmkaumm PPTP, Bbl MoxeTe Bbl6paTb chap, pap, mschap nnm
mschap-v2.

Bxnountb mppel28: BknounTb wndposaHne PPTP MPPE 1286uT.
OTnagka: Bknountb pexum otnagku. CoobueHnss PPTP VPN 6yayT nonagaTb B CUCTEMHbIN XYypHan.

Takke Bam Heobxogmmo co3gaTe nonb3dosatens VPN, ytobbl VPN knuneHT mor nogkntountbes k VPN cepBepy.
[nsa co3gaHns nonb3oBaTens oTkponTe “YnpasneHue nonb3oaTtenamu VPN n Haxmnte “HoBblii
nonb3oBaTens VPN”.

! HoBbiid nonbzoatens VPN X

Monez0BaTens: Andrewk
Maponk: fng423jfogh|
AoCTyNHOCTE: da ~

COXpaHuTE

Tenepb PPTP VPN knueHT MoxeT nogkniountbesa kK PPTP VPN cepsepy.
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MWUP AOCTYNHEE
BHumaHue: Ecniv IP ATC QTECH Haxogutcsa 3a NAT, ToO BaM HE06X0AMMO OTKpbITh NopT 1723 Ha BalemM

MapLLpyTM3aTope/MEXCeTEBOM apaHe.

PPTP VPN KnueHT

[ns co3ganua Bawero VPN knueHTa ang otgeneHvs KoMnaHim B ApyroMm perMoHe oTkpomnTe “Hactponku cetu-
>KnneHt VPN”. Bbibepute PPTP ans HacTtpoviku PPTP VPN knneHTa.

Knuent VPN
L2TP ® ppTP ) OpenVEN ) N2N ) IPSec
BENHOYKTE: b
BrnounTe 40/128-BuTHoe wudposadue ans MPPE: ¥
Anpec cepeepa: 117.176.159.163
MonNb30E3TENk! OfficeC
rlap[:_r:.: FEEEREEE
LNtz No YMOMYaHW: o

CoxXpaHWTL

BknrounTb: Bknountb VPN KIMEHT.

Bxntountb 40/128-6utHoe wmndposaHue ana MPPE: BknounTb wudposaHne PPTP MPPE 1286urT.
Appec cepBepa: Ykaxute agpec PPTP VPN cepsepa.

Monb3oBaTenb: Ykaxute nmsa nono3osatens PPTP VPN.

Maponb: Ykaxunte naponb PPTP VPN.

LWno3 no ymonuaHuio: Becb Tpaduk naet yepes coeauHeHne PPTP VPN.

BHumaHue: Ecnun coeanHeHune yCcneuwHo yCtaHoBJ1IeHO, TO B CUCTEME 6yp,eT OTO6pa)KaTbCFI cnegywuiee:

Status: LocallP address 172.16.0.x (An IP address between 172.16.0.2 and 172.16.0.9)
RemotelP address 172.16.0.1

5.3.3 OpenVPN

OpenVPN — cBobogHas peanu3aums TEXHONOrnn BupTyanbHon YacTtHon cetn (VPN) ¢ OTKpPbITbIM MCXOAHBIM
KOOOM 1151 CO3[4aHus 3aliMdPOBaHHbBIX KaHamoB TuMna ToYKa-Tovka U CepBep-KITMEHTbI MEXAy
KomnbloTepamu. OHa NO3BONAET YCTaHABNMBATbL COEAUHEHNST MEXAY KOMMbOTEPAMU, HAXOAALLMMUCS

3a NAT 1 ceTeBbIM 3KpaHOM, 6e3 He0OX0ANMMOCTM U3MeHEHUS nx HacTpoek. OpenVPN Obina co3gaHa
Oxeiimcom Monanom (James Yonan) v pacnpocTpaHsieTcsi nog nuueHsnen GNU GPL.

OpenVPN CepBep

Insa cospanus Bawero Open VPN cepBepa oTkpoiTe “CeTeBble HacTpolikn->Cepaep VPN’ 1 BbibepuTe
“OpenVPN".

Bknrountb: Braounte Open VPN cepsep.

HeBuMAMMBbIN: HekoTopble MexceTeBble aKpaHbl MOTyT 3anpelatb Tpaduk OpenVPN (nposBoas pas6op v aHanus
nakeTtoB). [laHHasa onuus No3BonseT 3aMacknposaTb Tpadumk OpenVPN noa Tpaduk Https, KoTopbIn Kak npaBuao
paspeLueH.

Ceptudukar: Cosgatb ceptudumkat Open VPN.

MopT: YkaxuTte nopt cepeepa OpenVPN.
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MWP NOCTYNHEE
HeBMAMMbBIN NMOPT: YKaxute HeBUAMMbIN nopT cepepa OpenVPN. Mo yMonyaHuio 443
MpoTokon: YkaxuTe TpaHCnopTHbIA npoTtokon ans OpenVPN.
Device Node: TUN nnun TAP; TAP - BupTyanbHbili Ethernet agantep, TUN — BUPTyasnbHbIi JIMHK TOYKa-TO4YKa.
Cipher: anropuTtmM, BbinonHsWMI WndpoBaHue/aewndpoBaHme.

Compress Lzo: dddekTnBHas 6ubnmoteka ANns BbINOMHEHUS AeWINPPOBAHNSA B peasibHOM BPEMEHMU.

TLS cepsep: Bknountb TLS.

Cepeep VPN
L2TP ' PPTP '® OpenVPN ) IPSec

BrMHUKTL: o

HesnauMbIA: 7

CepTUdHKaT: Het Coznaty Yaanuth

Mopr: 1194

HeEnguMsIR nopT: 443

MpoToKoN: TCP v

Device Node: TUN *

Cipher: Default *

Compress Lzo: o

TLS5-cepeep: o

YAanéxHasa ceth: 172.16.0.0.
255.255.255.0

MaplpyT: 172.16.0.0.
255.255.255.0

Client-to-Client: 7

COXpPaH1TE

YaanéHHas ceTb: YkaxuTe nyn IP agpecoB yaanéHHon cetu OpenVPN.
MapuwpyT: Ykaxute mapwpyTt OpenVPN.

Client to Client: BkntounTb B3aMMHbIl AOCTYMN K/IMEHTOB.

5.3.4 IPSec VPN

IPsec (cokpalueHwue oT IP Security) — Habop nporokosos Ans obecnedeHns 3almTbl AaHHbIX, NepeaaBaembix
no mexceteBomy npotokony IP. lMo3BonseT ocywecTBNATe NOATBEPXKAEHNE MNOASIMHHOCTU (ayTeHTH(HUKAIIHIO),
NPOBEPKY LeNOCTHOCTM u/unu mmdposanue |P-nakeToB. IPsec Takke BkntovaeT B cebs NpoTOKONbI ANns
3almLEHHOrO 0bMeHa kirouamu B ceTu Uurepret. B OCHOBHOM, NpuMeHsieTca onga opradm3auum VPN-
coenHeHun. IPsec MoxeT (PyHKLMOHUPOBATL B ABYX peXnmax: TPaHCNOPTHOM U TYHHENbHOM.

IPSec VPN CepBep (TyHHENbHbIN PeXum)

B TyHHenbHOM pexume wudpyeTca Becb Tpaduk Mexay AByms IPSec wo3amu - WndpyeTcs BECb UCXOOHbIN
IP-nakeT: AaHHbIE, 3aronoBoK, MapLpyTHaa nHdopMaLums, a 3aTeM OH BCTaBseTCsa B None AaHHbIX HOBOrO
nakeTa, TO eCTb NPOUCXOANT MHKancynsums. Hanpumep, ecnu Bol nmeete 2 IP ATC QTECH u kaxgas U3 Hux
dyHKUMOHMPYeET Kak IPSec wnio3 ans TenedoHos 3a Humu. WAN nopTel 6yayT ncnonb3oBaHb 06ommm
CTaHUuAMM Ansa yctaHoBneHus coeguHeHus IPSec VPN, cooTBETCTBEHHO Bce TenedoHbl NOAKMYEHHbIE K TOM
Xe ceTu kyaa nogkrtoydeH n LAN nopThl CTaHUUIA 3BOHAT APYr APYry No 3aliuieHHomy IPSec TyHHento.

Ona Hactporiku IPSec VPN cepBepa oTkponte “Hactpowku cetu->Cepsep VPN’ 1 BbibepuTe IPSec.

BknrounTb: Bknountb IPSec VPN cepsep.
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https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82
https://ru.wikipedia.org/wiki/VPN
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Twun: Mo ymonyaHmio TYHHENbHbINA PeXnM.
IPSec JlokanbHbit IP agpec: IP agpec ATC, UCMOJIb3YEMbIN A5 MOAK/IOYEHNS K KJIMEHTCKOMN CETU.

IPSec NMNaponb: HazHaubTe Naponb 4ns ayTeHTUdMKaunm knnenTa IPSec.

IPSec YaaneHHbiM IP: IP agpec knveHTa IPSec VPN. 70T IP MCMOMb3yeTCa KAMEHTOM AN MOAKIIOHEHUS K
cepsepy IPSec

IPSec YpaneHHasn ceTb: YKkaxuTe aapec cetm knmeHta IPSec VPN.

CepBep VPN
L2ZTP PFTP ' OpenVPN '® IPSec
BrnrunTe: '
Twn: Tunnel Al
IPSec NoxaneHslld IP agpec: | 192.168.10.100 «
IFSec Mapons: urgtyerwo
IPSec YoanéHHew IF 1: 192.168.1.252

192.168.200.0 !
255.255.255.0

IF5ec ¥nanéuHas ceTe 1:

IPSec ¥YnanéuHwe IF 2

IPSec ¥nanéHHas ceTe 28

IPSec ¥YnanéuHww IF 3

IPSec YoanéHHas ceTe 3;

CoXpaH|Th

BHumaHue:

1. Ecnu IP ATC QTECH Haxoautcs 3a NAT, To Bam Heo6xoaumo oTKpbITb nopTel 500 1 4500 Ha Bawem
MapLUpyTusaTope/MexceTeBoM 3KpaHe.

2. Ecnn IP ATC QTECH nogkntoveHa K nHTepHeTty vyepe3 PPPOE, To IPSec JlokanbHein IP agpec gomkeH ObiTb
agpecom, Ha3Ha4vyeHHbIM PPPOE.

3. KIPSec VPN cepsepy MoryT nogknountbca 3 IPSec VPN knueHTa.

IPSec VPN KnueHT (TyHHEeNbHbIN pexum)
Ha yganeHHon ctopoHe oTkpounTe “Hactponku cetn->Knment VPN, Boibepute PPTP 1 oTMeTbTe onumio
“BkntounTb” Anga akTuBauumn IPSec knmeHTa.

Knuent VPN
L2TP '~ PPTP ' OpenVEN MN2ZM '® IPSec
BrnHUMTE: '
Twn: Tunnel r
IPSec NokansHslAd IP anpec: |192.168.10.100 ¥
Aapec cepeepa: 117.176.159.163
IPSec MNapones: ur8tyerwo

192.166.1.0 /
255.255.255.0

IF5ec ¥nanéHHanr CceThb.

CoXpaH|Th

BkNOUNTb: Bkntountb IPSec VPN knuneHT.

Twun: Mo ymonyaHmio TYHHENbHbIN PeXnMm.
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IPSec JlokanbHbiM IP agpec: IP agpec ATC (nopT WAN), Ucnosib3yeMblii Ans noaktoueHust k IPSec cepsepy.
Appec cepBepa: Ykaxute agpec IPSec VPN cepBepa.
IPSec Maponb: Beeante naposb, KOTOPbI yXXe yKkasanu B HacTpoikax cepaepa.

IPSec YpaneHHasn ceTb: YkaxuTe aapec cetn cepsepa IPSec VPN.
BHumaHume:

1. Cpasy nocne coxpaHeHusi HacCTPOEK KIMUEHT ByAEeT NbiTaTbCA NOAKMIOYUTLCS K CepBepY.

2. Ecnu coenvHeHve ycnewHo ycTaHaBnNMBaeTCs, NOSIBNAETCA CUCTEMHOE COOBLUEHWE: “Status: I tunnel hasheen
established!!!” .

3. Ecnm coeagnHeHne yCTtaHOBUTb HE yaaeTCd, noAaBnAeTCcA CUCTEMHOE COOGUJ,eHVIe: “Status: There’s no tunnel!
Reconnecting...”

IPSec VPN CepBep (TpaHCNOPTHLIN peXnm)

B TpaHcnopTHOM pexume wndpyoTcsa TONbKO AaHHbIe |IP-nakeTa, MCXOAHbIV 3arofloBOK COXpaHseTCs.
TpaHCNOPTHLIV pexnMm, Kak NPaBuo, NCMONb3YEeTCa ANA YCTAHOBMNEHUSA COeAMHEHMS Mexay xocTamn. OH
MOXET TaKKe UCNOoMb30BaTbCA MeXAy LUM3amMn ANns 3aliMTbl TyHHENeH, OPraHM30BaHHbIX KakMM-HMByab
Apyrum cnocobom (cMm., Hanpumep, L2TP).

Ons nactponkn IPSec VPN cepsepa oTkpownTe “Hactporikun cetn->Cepsep VPN’ n Beibepute IPSec.

Cepeep VPN
L2TP PPTP ) OpenVPN '® IPSec
BrnHUMTE: '
Twn: Transport r
IPSec NokansHslAd IP anpec: |192.168.10.100 ¥
IPSec MNapone: ur8tyerwo

e —
LOXpPaHHMTE

Brknrountb: Brnountb IPSec VPN cepsep.

Twvn: BoibepuTte TPAHCMOPTHbLIA PeXUM.

IPSec JlokanbHbi IP agpec: IP agpec ATC Ha WAN uHTepdeiice (Tak xe, Kak U B TYHHENIbHOM pexume).

IPSec NMNaponb: HazHaubTe Naponb 4Ns ayTeHTUdmKaunm knnenTa IPSec.

IPSec VPN KnueHT (TpaHCNOPTHLIN pexum)

Ha ypaneHHow ctopoHe oTkponTe “Hactporiku cetu->KnueHt VPN”, Beibepute PPTP 1 oTmMeTbTe onuumio
“BknitoumnTb” ans aktnBaummn IPSec knueHTa.
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Knuent VPN

L2TP '~ PPTF ') OpenVPN '~ N2ZN '® IPSec

BrrrounTe: '

Tun: Transport ¥

IPSec NoxaneHslld IP agpec: | 192.168.10.100 «

Anpec cepeepa: 117.175.159.163

IF5ec Mapons: uratverwol
CoXpaH|Te

BknrounTb: Brknountb IPSec VPN knneHT.

Twun: Bknaounte TpaHCMOPTHbIA peXuM.

IPSec JlokanbHbiM IP agpec: IP agpec ATC (nopt WAN), ncnosb3yembiin Ans noaknoueHns Kk IPSec cepsepy.
Apnpec cepBepa: Ykaxute agpec IPSec VPN cepBepa.

IPSec NMaponb: Beeante naposb, KOTOPbI yXe yKkasanu B HAaCTpolKkax cepaepa.

BHumaHue: Ecnu coeguHeHue ycnewHOo yCTaHaBnMBaeTCad, NOABIAETCA CUCTEMHOe coobuueHune: “Status: 2
tunnels havebeen established!!!”. YCTaHaBnmMBaoTca 2 TYHHENA NOTOMY 4YTO umcbperTcsa AaHHble nepeagaBaemMble MNo
UDP n TCP.

5.35 N2N VPN KnueHT

N2N sBnsieTca cBOGOAHBIM NPUMNOXEHNE pPeanuayloLwM KaHanbHbIV ypoBEHb Hag ceTeBbIM. OHO

ucnonb3yeT AeLeHTPanM3oBaHHY apXUTEKTYPY ANs XpaHeHust uHpopmauun (peanbHbin IP-agpec n nopt) 06
y4YacTHMKaxX CeTU U MapLUpyTU3aLmMn Mexay HAMU.

B IP ATC QTECH mbl nogaepxmBaeMm N2N VPN knueHT. [ina HacTporkn N2N VPN KnueHTa oTKpouTte
“Hactpoiiku cetn->KnueHt VPN’u Boibepute N2N VPN,

Knuent VPN
L2TP PRTP OpenVPN '® N2N IPSec
BrnrouKTe: r
Anpec cepeepa; 88.86.108.50
MopT: 82
Nokansss=iA IP agpec: 192.168.20.101
Macka moaceTk: 255.255.255.0
NokansHeIR nopT: 30256
MonezoEaTent: userl
Mapone: -u.------n--l

CoxpaHHTs

BknrounTb: Bknounts N2N VPN knneHT.

Appec cepBepa: Ykaxute agpec cepsepa N2N (agpec cynepHoabl).
MopT: Ykaxute nopT N2N cepsepa (no ymonyaHuio 82).
JNokanbHbiN IP agpec: Ykaxute nokanbHbiit IP agpec N2N knneHTa.

Macka noacetm: Ykaxute macky noacetn VPN.
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JlokanbHbIA NOPT: Ykaxute fokanbHbiii nopT N2N.
Monb3oBaTenb: Ykaxute nmsa nonab3osatens N2N Ana asTopusaunm CoefuHEHUS.

Maponb: Ykaxute naponb N2N.

54 DHCP cepBep

DHCP (anrn. Dynamic Host Configuration Protocol — npoTokon guHaMnyeckon HacTPOWMKKM y3ra) — CeTeBOW
NPOTOKOST, NO3BOMSIOLLMI KOMMbIOTEPAM aBToOMaTM4ecku nonyyartb IP-agpec n gpyrne napametpbl,
HeobxoamMmble ansa paboTel B ceTn TCP/IP. Ncnonb3ys DHCP, komnbtoTepsl 1 IP TenedoHbl 3anpawmvsatot IP
agpeca v gpyrue cetesble napameTpbl y IP ATC QTECH, ocBo60oxaas CUCTEMHbIX aAMUHUCTPATOPOB OT
60onbLLON PYTUHHOM PaboThl MO PYYHON HACTPOWMKE 3TUX NapameTpoB.

5.4.1 CepBuc DHCP

Ortkponte “Hactpowikn cetn->DHCP Cepsep”

DHCP cepeep

DHCP cepeep Cnucko knvedHToe DHCP CTaTvueckuia MAC

¥craHoBkw DHCP cepeepa

BrnroumTe: [

HMHTepdedc:
HavansHelA IP: 192.168.1.150
KoHeHwd IP: 192.168.1.199
Macka noaceTH: 255.255.255.0
iz o 102.168.1.1
YMOMUAHKWHD:

OcHoBHOW DNS: 192.1568.1.1
Cpox apeHasl 1440

agpeca (MHUH):
TFTF cepeep:

CoXpaHuTh |[OTMEHWTE

BknrounTb: Braounte DHCP cepsep.

UHTepdeiic: Boibepnte nHTepdelic Ha KoTopoM 6yaeT pa6oTate DHCP cepBep.

HauanbHbil IP: YkaxuTe HauyanbHbIl IP agpec nyna agpecos DHCP cepsepa.

KoHeuHbll IP: YkaxuTe KoHeuHbli IP agpec nyna aapecos DHCP cepBepa.

Macka noacetm: CeTeBas Macka, Ha3Hayaemas Ha ycTpoictea kaneHtos DHCP cepsepa.

LWnro3 no ymonuaHuio: LLUnw3 no ymonyaHuio, HasHadaeMbli Ha ycTpolictBa knneHtoB DHCP cepsepa.
OcHoBHoM DNS: DNS, Ha3HauyaeMblit Ha ycTpoiicTBa knneHToB DHCP cepsepa.

Cpok apeHpabl aapeca (MUH): YKkaxuTe CpoK, Ha KOTopblli Bblaaétcs IP aapec no npotokony DHCP.

TFTP cepBep: YkaxuTte IP agpec TFTP cepBepa AN aBTOMaTU4eCKON HACTPOKK TenedoHOoB.

5472 Cnucok knneHtoB DHCP
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OrtkponTte “Hactpoiku cetn->DHCP Cepsep->Cnucok knmeHtoB DHCP” — Bbl yBUAMTE CNUCOK BCEX YCTPOMCTB
nony4msLumnx IP agpeca ot Bawen IP ATC QTECH.

DHCP cepeep CTaTuueckida MAC

Cnucok knuentoe DHCP:
Mac Address IF Zddres=s Host HName Expires in
B am e amm mem 4 4 Ee s

00:0b:8

JoroLrflipatly 13 16500000 ! ZJdroo 1l i}

543 Ctatnuyeckum MAC

Cratnyeckni MAC — aTo nonesHas yHKUMOHaNbHOCTh, 3acTaBnsowaa DHCP cepBuc Bcerga HasHavatb
OOMH 1 TOT Xe |IP agpec Ha yKasaHHbIN KOMMNbIOTEP UK TenedoH B Ballel ceTu. Yto 6bl ObITb 6onee TOYHbIM,
DHCP cepBuc HazHa4aeT BbibpaHHbIN cTaTudeckuin IP agpec BbibpaHHoMy MAC agpecy, npuHaanexatiemy
CeTeBOW KapTe B BalleM CerMeHTe ceTu.

Yto6bl 3agaTtb HoBbI Ctatuyecknin MAC oTkporite “Hactpoiiku cetn->DHCP Cepep->CtaTtudeckuin MAC” 1
HaxxmuTe “HoBbIi cTatudeckni MAC”.

Hoeblid cTatTMuecknid MAC ®
MAC agpec: 192.168.1.123
IP agpec: Ge72c3ddesfo

COXpaHuTE

B atom npumepe IP agpec 192.168.1.123 6ygeT Bcerga HasHavaTbcs ycTpornctsy ¢ MAC agpecom
6E:72:C3:D4:E5:F6, npy 3TOM CpOK apeHabl Ha AaHHOe YCTPOMCTBO He Ha3HayaeTcs.

5.5 DDNS

B otnnume ot DNS, koTopbilt paboTaeT Tonbko co ctatudeckumu IP agpecamn, DDNS (Dynamic DNS)
paspaboTaHa Takke 1 AN NOAAEPXKKN AMHammMYecknx IP agpecos, HazHa4vaemblx DCHP cepBepom.
BcTpoeHHas B IP ATC QTECH dyHkumoHansHocTb DDNS TpebyeT nogkntodeHus k nposangepy
OunHamnyeckoro DNS. [lomeHHOE UMS, NpeaocTaBneHHoe aTMM NpoBanaepom 1 cBa3aHHoe ¢ Bawum IP
aZipecom, No3BonseT Nony4nTb 4ocTyn K Bawen I[P ATC QTECH wunu k gpyrum cepBucam B BaLLen JTOKarnbHOM
CEeTM N0 JOMEHHOMY MMeHU (6e3 HeoOXxoaNMMOCTKM 3HaTh Baw [JMHaMuyeckunii BHewHui |IP agpec).

Mocne HacTponku DDNS, cepucol IP ATC QTECH 6yayT 4OCTYNHbI U3 BHELLHEW CETU MO JOMEHHOMY MMEHW,
KOTOpOe NpedocTaBusl BaM Ball NpoBangep. Tak e yaaneHHOe agMUHUCTPUPOBAHNE TOXE BO3MOXHO 6e3
3HaHug BHellHero ctatuyeckoro IP agpeca.

IP ATC QTECH paboTtaeT co crnegytowwimmm nposangepamu DDNS.

http://dyn.com/
http://www.noip.com/
http://www.zoneedit.com/
http://www.oray.com/

http://www.3322.net

http://freedns.afraid.org/
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Moakntounteck k ogHoMY U3 aTUX Nposangepos DDNS. n noanuwntTeck Ha ycnyry AMHaMUYeCcKoro JOMEHHOro
uMeHu. Kak TonbKko Bbl Mony4ynTe OT NpoBanaepa napameTpbl NOAKNIOYEHUs oTkponTe “HacTpoliku ceTu-

>Hactponkn DDNS”.

Hacrpoikn DDNS

BrAKUMTL: b

Cepeep DDNS: dyndns.org ¥
Monbz0o2aTensk:  mMycompany

Mapone: -"-u""u"--l
AorMex: mycompany.ru

CoxpaHWTs

CraTyc:OTHNMOUEHD

BrknrounTb: Brntountb/Bbikaounts DDNS.

DDNS cepBep: Bbibepnte DDNS cepBucC npoBangepa, K KOTOPOMY Bbl NOAKIHOYEHbI.

Uma nonb3oBaTtens: ViMs nonb3osatens DDNS ¢ KOTOpbIM Bbl MOAK/OUYEHbI K CEPBUC NMpoBanaepy.
Maponb: Maponb nonb3osatens DDNS ¢ KOTOpbIM Bbl MOAK/IOUYEHbI K CEPBUC NMpOBaniaepy.
Domain: Bawe fJoMeHHOe uMs.

lMocne coxpaHeHns HacTPOeK, BbIMOMHUTE KOHMUIypaLmio NopT hopBapauHra Ha Ballem
MapLupyTusaTope/MexxceTeBoM akpaHe. Tenepb Bbl MOXeTe NOMy4YnTb yaaneHHsI 4ocTyn kK cepsucam IP ATC
QTECH wu3 nHTepHeTa ncnonb3ys AuHamuyeckoe paspelleHne JOMEeHHOro uMeHn. Hanprmep, Bbl MoxeTe
HacTpouTb NopT popBapamnHr nopta 9999 1 Torga Bel CMOXETE NONYy4MTb 4OCTYN K BeO nHTepdericy IP ATC
QTECH ncnone3ya URL: http://mycompany.ru:9999.

5.6 SNMPv2

SNMP (aHrn. Simple Network Management Protocol — npocToi npoTokon ceTeBoro yrnpasneHunst) —
CTaHOapTHbIA UHTEPHET-MPOTOKON AN yNpaBneHns N MOHUTOPUWHIa NOAKMOYEHHbIX K CETU YCTPONCTB B
cny4asix, TpedyLmx BHUMaHusa obcnyxmneatoLLero nepcoHana.

Read Only

BrnrouMTh:

RO Community: public

RO Network: 192.168.1.0 J 24
Read and Write

BrnrouMTh:

RW Community: private

RW MNetworl: 192.168.10.0 J 24

lMpuBeneHHas Bbiwe KoHdUrypaumsa nossonset cetn 192.168.1.0 npocmaTpuBaTth 1 U3MEHSITL HACTPOMKM
cucTembl ncnonb3ys Bed nHtepdeinc, Toraa kak cetb 192.168.10.0 no3BonsdeT npocMmaTpmBaTh HAaCTPONKK 6e3
BO3MOXHOCTU UX U3MEHEHMUS.

5.7 TR0O69
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TR-069 (cokpalueHne oT aHrm. technical report 069) — cneuundukaums, onuceiBatowas npotokon CWMP
(abbpeBunaTypa ot aHrn. CPE WAN management protocol). OHa onpefensieT NpoToKON YPOBHS MPUIOXKEHWI
ONS yAaneHHoro ynpaeneHns nonb30BaTenbCKMMU YCTPONCTBAMM

Onsa HacTtpownkn TRO69 oTkponTe “Hactponkn cetn->TR0O69”.

HacTtpoiku TROG9

BrAKUMTL: o

CPE to ACS URL: http://192.168.1.69/acs

FexiiM ayTeHTUDMKaUKMKm ACS: |BASIC ¥

ACS Username: user

ACS Password: 123456

CPE Inform Interval(sec): 42200

ACS to CPE URL: http://192.168.1.78:75347
CoXpaH|Th

BkNoUnNTb: Bkaounts TRO69.

CPE to ACS URL: Beeaute URL ana goctyna Ha ACS. 3ToT napameTp mcnonb3dyetcs IP ATC QTECH ans
noakntoveHuns k ACS c ncnonbzosaHmem CPE WAN management protocol (CWMP).

Pexxum ayteHTudukaumm ACS: Bbibepute pexum ayTeHTudmnkaumm Ha ACS.

ACS Username: Ykaxute ums nonb3osartens ans astopmsaumm CPE Ha ACS.

ACS Password: YkaxuTte naponb ansa ayteHtudumkaumm CPE Ha ACS.

CPE Inform Interval: NHTepBan, yepes koTopsbiii CPE Ao/XHa NoATBEpXAaTb noakntodeHune Kk ACS.

ASC to CPE URL: Beeante URL ans goctyna Ha CPE. ®opwmar: Http://IP:port(7547)

5.8 OnarHocTtuka

B IP ATC QTECH BknoYeHO ABa MHCTPYMEHTA A1 ANarHOCTUKU CeTeBbIX NPOOMeM, KOTOpble NO3BONST BaM
npoBepuTb CeTeBYIO AOCTYNHOCTb — Ping 1 Traceroute. icnonb3ys aTu MHCTPYMEHTI, Bbl NOnyyuTe
WHopMaLMio 0 BpeMeHU JOCTYMHOCTU CETEBbLIX 3IEMEHTOB 1 CETEBOM TOMOMNOMMK, KOTOPbIE NO3BONATL BaM
nerko nokanusoatb Npobnemy.

5.8.1 Ping

KomaHga ping siBnsieTca obLwenpuHATLIM UHCTPYMEHTOM AN AUarHOCTMKN AOCTYMHOCTU YCTPOUCTB. Ping
ncnonbayeT Heckornbko ICMP Echo coobLyeHnii 4ToObl onpeaenvTsb:

e BkrntoyeHo yganeHHoe YCTPOWCTBO UK HeT

o Bpems 3agepxku
e [loTepu naketoB

84


mailto:info@qtech.ru
http://www.qtech.ru/
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D0%B1%D0%B1%D1%80%D0%B5%D0%B2%D0%B8%D0%B0%D1%82%D1%83%D1%80%D0%B0
https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA

+7(495) 797-3311
Mockea, HoBosaBogckas yn., 18, ctp. 1

QTECH TN

MWP NOCTYNHEE

Ping Traceroute

Ping 192.168.10.115 Packets: 4 CtapT (CTon

PING 1%2.162.10.115 (1%2.168.10.115) S6(24) bytes of data.

€4 bytes from 152.168.10.115: icmp reg=1l ttl=128 time=1.39 ms
€4 bytes from 152.168.10.115: icmp reg=2 ttl=128 time=1.07 ms
€4 bytes from 1592.168.10.115: icmp reg=3 ttl=128 time=2.T7& m=
€4 bytes from 192.168.10.115: icmp reg=4 ttl=128 time=4.89 m=s

——— 19%2.168.10.115 ping =statistics —-—-
4 packets transmitted, 4 received, 0% packet loss, time 300Z2m=
rtt min/avg/max/mdev = 1.072/2.531/4.8585/1.504 m=

CHavana ykaxuTte gomeHHoe nms unu IP agpec xocTa, KOTOpbIV Bbl XOTUTE NPOBEPUTL, 3aTeM BBeAUTE
KONMMYeCTBO MakeToB AMs NOCHINKN U HaXMUTe KHONKy “CtapT”. Bbl nony4nTte pesynbTaTthl BbIMOSHEHMS
KOMaHApl, cogepxaiime nHopmaumio 0 OCTYMHOCTU CUCTEMBI.

5.8.2 Tpaceroute

KomaHga traceroute ucnonb3yetcs Ans onpeaeneHunst myTu, KoTopbIi NPOXOAWUT NakeT No MyTW K KOHEYHOM
TOYKe.

Haxxmute “Traceroute” n ykaxkute gomeHHoe ums unm IP agpec nyTb 40 KOTOPOro Bbl XOTUTE BbICHUTL U
HaxxmuTe kHonky “Ctapt”

AdWarHocTi«a

Traceroute 5.8.8.8 CrapT [CTton
Craceroutz to 8.5.8.8 (8.8.8.8), 30 hops max, 38 byte packets

1 192.168.1.253 (192.168.1.253) 9.090 ms 2.339 ms 1.364 ns

2 117.176.159.129 (117.176.159.129%) 2.953 ms 3.768 ms 35.141 ms

3 221.182.42.129 (221.182.42.129) T.828 ms 3.642 ms 3.22C ms

q: = = =

S 0% 221,183.19.45 (221.183.19.45) 3.036 ms <.875 ms

6 221.176.20.137 (221.176.20.137) 42.682 ms <£2.717 m=s 42.592 ms
TO221.178.24.2 (221.178.24.2) 89.873 ms 3SE8.681 ms 385.080 ms

g 221.183.15.14 (221.183.15.14) 202.732 ms 202.97.15.9 (2C2.97.15.9)
9 202.97.60,134 (202.97.60.134) 209.421 ms 210.220 ms 207.741 ms

10 = = =

11 * 202.97.60.82 (202.97.60.82) 210.9687 ms :210.754 ms

12 202.97 118 (202.97.61.118) 209.741 ms 2909.814 ms 212.201 ms

13 202.97.62.214 (202.97.82.214) 47.344 m=s 43.307 ms 44,187 ms

14 209.85.241.56 (209.85.241.58) 43.452 ms 209.85.241.58 (209.85.241.:
15 216.239.40.13 (216.239.40.13) 45.787 ms 209.85.142.185 (209.85.142,
lé 216.239.57.239 (215.239.57.239) 77.555 ms 209.85.253.89 (209.85.25:
17 64.253.175.205 (64.233.175.205) 109.890 ms 72.14.237.171 (72.14.23"
18 * % &

19 googlz-public-dns-a.google.com (8.8.8.8) 75.043 m= £&6.514 m=s T2.9:

Mocne Toro kak cuctema NpovHOPMUPYET Bac O 3aBepLUEHUM NpoLecca Bbl YBUANTE KakoW NyTb NPOLUv
nakeTbl nepeq TeM Kak JOWTU A0 UHANbHON TOYKN.
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6. OTyéTtbl

6.1 CraTtyc peructpauum

Ha CTpaHuue ctaTtyca permcrtpaunm Bbl MOXeTE NPOBEPUTb CTAaTyC BHYTPEHHEro Homepa unn ctatyc TpaHka.

Bbl MOXeTe npocMoTpeTh € Kakoro IP agpeca 3apeructpyMpoBancs nonb3oBarterb, a Takke COCTOsAHUE
coeavHeHune, Hanpumep, 3agepxky mexay IP ATC QTECH un o6opygoBaHMeM nonb3oBaTens.

6.1.1 CraTtyc nonb3oBarteneun SIP

OTtkpowTte “OT4veTbl->CTaTyC perncrtpaumm->Cratyc nonb3osatenen SIP”

Mame Extension IP MAT ACL Port
401 401 MSA Mo Mo M A
4n3 4n3 192.168.7.32 Mo Mo 5060
403 403 192.168.7.147 No Mo 45290
404 404 MN/A No i [+ M A
405 405 MSA Mo Mo M A,
406 406 N/A No Mo /A
407 407 MNfA No Mo A
408 408 MfA No i [+] A
4040 4040 102.168.7.147 Mo Mo 10480
410 410 MNfA No Mo M/A
411 411 MNfA No Mo M)A

Status and Description

® Registered: YcnewHasa perncrpaums.

® Unregistered: He 3aperucTpeHo.

® Unreachable: CeteBas npobnema.

® Timeout: HeT oTBeTa.

6.1.2 CraTtyc nonb3oBartenen |IAX2

OTtkpowte “OT4veThl->CTaTyC pernctpaumm->Crartyc nonb3osatenen SIP”

412 412 192.158.7.32 4569
413 413 /A /A

Status and Description

® Registered: YcnewHasa perncrpaums.

® Unregistered: HesaperuncrpeHo.

® Unreachable: CeteBas npobnema.

® Timeout: HeT oTBeTa.

6.1.3 Cratyc SIP TpaHkoB

OTtkpowte “OT4veTbl->CTaTyC permctpaumm->Crartyc SIP TpaHkoB”

Status
Registered (4 ms)
Registered (5 ms)
Registered (4 ms)
Registered (2 ms)
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5252742452 gwl.sip.us:50a60 Regist
61921248 183.62.205.209:5060 Registerad

m
1]

34ecb Bbl BUAMTE CTaTyC BCeX BalMX ucxoaswmx SIP TpaHkoB.

Status and Description

® Registered: YcnewHan pernuctpauma Ha o6opyaoBaHuKM NpoBaigepa, roTos A/1a 3BOHKOB.
® Request Sent: BeposaTHee BCero ceTb NOAHOCTbIO HeAOCTyNHa. MpoBepbTe ceTeBble HACTPOMKM.

® Waiting for Authentication: Ckopee Bcero 3anpoc Ha perncrTpaumto 6ol NosyyeH CepBEPOM Ha CTOPOHE
nposaiaepa, HO NpoBanaep He CMOT ero aBTOPM30BaTb M3-3a HEMPaBU/IbHbIX MAPaMeTPOB aBTOPU3aLMM.

® Failed: OTO6pakaeTca Nocie HECKONbKUX HEYAauYHbIX NMOMbITOK PErncTpaLmm.
6.1.4 Cratyc IAX2 TpaHKoB
OTtkpowite “OT4veTbl->CTaTyC pernctpaumm->Crartyc IAX2 TpaHkoB”
asterisk 192.158.7.145:4569 Registered

Status and Description

® Registered: YcnewHasa perncrtpaumusa Ha obopyaoBaHUM NpoBanaepa, rotos ANa 3BOHKOB.
® Request Sent: BepoaTHee Bcero cetb NOJHOCTbIO HeAOCTYMNHa. NpoBepbTe ceTeBble HACTPONKU.

® Waiting for Authentication: Ckopee Bcero 3anpoc Ha perMctpaumio 6bia NoayYeH CePBEPOM Ha CTOPOHE
npoBaigepa, HO NpoBalaep He CMOT ero aBTOPU30BaTb M3-3a HEMPaBUJIbHbIX NapamMeTpoB aBTOPU3aLLMM.

® Failed: Orobpaxaercst mociie HECKOJIbKUX HEYIAUHBIX MOMBITOK PETHCTPAIIHH

6.2 XypHan ®akcoB

Otkponte “OTueThbl->>KypHan cakcoB”. 3geck Bbl MOXeTe HanTu ntobon dakc, nonyveHHsint IP ATC QTECH.

HoypHan Qakcoe

Hauanskbid geHs: HEp v¥||1 ¥| 2015 ¥ Mone:| HoMep BeIZbiEaKOWero ¥ DUNETP
HoHeYHEIR geHb: Aex ¥ (31| 2015~

HD?ED Hanpaesnedue HaTa Mma dakna CraTyc

BLIZLIEAHILWErD

02037085791 800 12/04/15 13:15 faw:ur}cucucuoc:uo?,tifg Done

01085790903 800 11/24/15 20:37 faxOODDDDDOE:.tifEi Done

01085790903 800 11/20/15 16:26 faxOODDDODOS.tiI‘ Done

02082303466 800 11/18/15 16:06 faxGGGODODOJI.tifB Done

051786244043 800 11/12/15 09:52 faxOOOOODDOZ.tifB Done

B nonsx “HavanbHbii AeHb” 1 “KOHeYHbIN AeHb” YCTaHOBUTE Nepuon BpeMeHu, a 3aTeM HaxxMmuTte “Ounestp” —
Bbl YBMAMWTE BCE (PaKChbl, NONy4YeHHbIE 3a 3TOT Nepuon BpemeHn. Ecnu Bbl ykaxuTte “Homep Bbi3biBaloLLEr0” Unu
“HanpaBneHuve”, Torga Bbl NONy4YMTE CNMCOK (hakcoB, OTNPABMEHHbIX/MPUHATBIX YyKa3aHHbIM HOMEPOM 3a 3TOT
nepuog BPEMEHM.

Bbl MOXeTe ckayaTb 9T (hakchl cebe Ha KOMMbITEP HaxaB KHoMKy &
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6.3 Cnucok 3anucemn

6.3.1 3anucu pa3roBoposB

OTtkpowte “OT4veTbl->3anuncu”. Ecnv Bbl HACTPOUIM 3aNNChb Pa3roBOPOB HAa OMpeAeneHHbIX BHYTPEHHMX
HOMepaXx, TO 34eCb Bbl MOXETE UCKaTb 3annCcaHHbIE 3BOHKMW.

KoHdepeHuna 3anwvck B 0fHO KacaHWe

Janvcy pazrosopoe

Homep:| ¥ | ¥oanute [Mone: HoMep BoizbiBakoWwero ¥
HauanoHuld gexs: Qek ¥ (|20 v | 2015 v HOHEUHEIR aeHb: ek ¥ | |21 ¥ || 2015 ¥ | DunsTp
cnucok hannoe 3anvucen YOanuTh BulbpaHHbIe
HorMep ID agpec Nata AnNUTENEHOCTE onuum
BEIZbIBAHILLETD HazHa4YeHMA (cek)
1 402 403 2015/12/21 12:00:21 40 Play Delete
2 402 402 2015/12/21 11:46:40 7 Play Delete
3 402 403 2015/12/21 11:45:33 2 Play Delete

Homep: Bbibepute HOMep Ans nMomMcKa BCEX 3anucen Ans 3Toro Homepa.

Delete: Yoanutb Bce 3anvcu ansa BbIGpaHHOro HoMepa.

Mone: dunbTpyeT 3anncu no BbIGpaHHOMY HOMepPY Bbi3biBatowero unu ID agpeca HasHayeHus.
HauyanbHbit AeHb/KOHeuUHbIN AeHb: Mouck 3anuceit 3a BbIGpaHHbI Nepuoa.

Homep Bbi3biBatowero: Homep 3BOHSILLErO A1 3TOW 3anucu.

ID aapec Ha3Ha4yeHus: Homep Ha KOTOPbIM CoBepLUascs Bbi30B.

AdaTta: Bpemsa Hauyana 3anucu.

onuun: Bocnpoussectn, yaanuTb WM ckadaTb BblIGpaHHYO 3anuch.

6.3.2 KoHdepeHuusn

Otkponte “OTyeTbl->3anvcu->KoHdepeHuus”. Bce 3anncaHHble KOHEPEHUUN Bbl MOXETE HaNTW 34€eChb.

6.3.3 3anuchkb B ogHO KacaHue

OTtkpowTte “OT4veTbl->3anuncu-3anncek B ogHO KacaHue”. 3anucy pasroBOpoB, CAenaHHble ¢ NoMoLLbio koga ABO
*1 HaXOASATCS Ha 9TOW CTpaHuue.

6.3.4 BocnpounsBegeHue 3anucen

B IP ATC QTECH ecTb gBa cnocoba BOCNpoM3BeAEHNS 3anucen:

® BocnpousseaeHue B Beb nHtepdelice

® BocnpowusBegeHue B TenedpoHe

Harkas “Play” B BbIOpaHHO 3anu1cK, Bbl YBUAMUTE OKHO I4e MOXKHO BblOpaTb OAMH M3 ABYX TUMOB BOCNPOM3BEAEHMA.

MepBbl TUN — HAXKaB KHOMKY * . B aTom cnyyae Bbl BocnpousseaéTe 3anmcb U3 Beb MHTepdenca. Bropolt Tmn — Bbl
yKa3blBaeTe HoOMep A/ 3BOHKA, CUCTEMA HabupaeT 3TOT HoMep, Bbl CHUMaeTe Ha 3TOM TenedoHe TpyoKy U
Npoc/yLIMBaeTe 3anuch.
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6.4 XypHan BbI3OBOB

3anucu B XxxypHane Bbl30BOB, Takke nMeHyemble CDR (Call Detailed Records). Ha cTpaHuue xypHana Bbl30BOB
Bbl MOXeTe HanTu 3anucuy nbbix BbI30BOB, KOTOpble npownu Yyepes IP ATC QTECH.
OTtkponTte “OT4veTbl->>KypHan BbI30BOB”, YKaXuTe Nepuos BpeMeHN 3a KOTopbi Oblnn caenaHbl Bbl30Bbl, HOMEpP

Bbi3biBatoLero, |ID agpec HasHauyeHus unm Account Code 1 cnctema BbiBEOET BCE 3aMMCU 3BOHKOM, KOTOPbIE

Bam TpeboBanuce.

#ypHan BLI30BOB

HauaneHe i OEHE:

K oHeuHsIl OeHE:

Brizos HavyancA

2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21
2015-12-21

6.5

16:35:56
16:33:41
165:08:49
16:06:00
14:52:35
14:
14:
14:
14:
14:
12:
11:
11:

oY
o D

£ LnLhownn
o N

i L ©
hh OO o O WM

L-J:&fu;—‘lfua(:-)'
i

[

Aex T |[21 T

Oex T |[21 T

HoMep BhIZbIBAHLWETD

2015 ¥

2015 ¥

ID agpec Ha3HaYEHWA

402 <402> 013880424687

402 <402 0138804240687

402 <402> 785756211
85337096 <85337096 402

404 <404 conference

402 =402 conference

402 <402 conference

404 <404= conference

402 <402> conference

402 <402 402

402 <402> 402

402 <402 402

402 <402> 403

CucTeMHbIN XypHan

Account Code

50377

Mone: Homep BeiZbiBakzwWero ¥

DUNLTD

3arpy2uTe ¥O0anuTe

AnuTeneHocTs

(cek)
240
43
252
55

2031

2014
56
42
22
40

>

CocToAHWe

Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered
Answered

B cuctemMHbIx XypHalnax COXpaHAKTCA BCe cobbITUS, npousowlegLine B cucteme. O1n XypHanbl MOTYT ObITb

MCMNOJ1b30BaHbl B UEeNAX OUarHoOCTUKKM B Clty4dasdXx cbos cuctembl. He BkMoYyanTe 3anmcb CUCTEMHbIX XypHanos

ecnun IP ATC QTECH cyHKUMoHMpyeT HopMarbHO MOTOMY YTO 3anuck co3gaeTt 6onblive annbl 1 ucnonb3yet
CUCTEMHbIE Pecypchbl.

B IP ATC QTECH cyLiecTByOT 4 TMNa CUCTEMHbIX XXYPHAanoB:

CuCTeMHbIN XKypHan: XpaHWUTb BCe CUCTEMHble CobbITUA.
ypHan ATC: XpaHUT Bce cobbiTus, reHepupyemble Asterisk’om.
ypHan ATC B pexume oTnagKku: ypHan otnaaku Asterisk’a.

ypHan goctyna: ypHan goctyna no Be6 n SSH.

[na BknoYeHUs aTUX XypHanoB oTkponTe “OTyeTbl-CUCTEMHBIN XXYpHan” U BKMOUYUTE TO XypHanupoBaHue,
KOTOPOE BaM HYXXHO.

BHNHUMTE CHCTEMHBIM BYDHAM:

BHHUMTe ®ypHan ATC B pexMMe oTnagxy: (¢

* BrnuoumTe ¥ypHan ATC:

BHAKYMTE ®ypHan goctyna: |«

Ld

lMocne Toro kak Bbl OTMETUIN HYXHbIE ONUUKU 1 HaXkanu KHonky “CoxpaHuTe”, cuctema cosfacT dainnbl

TpebyeMbIX XypHarnosB.
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Cnucok
CoxpadWTe BollpadHsbie YaanuTs SbibpaHHsie
WypHanose
Mr= Tun anueeI
1 |debug20180705.log Debug Log NMAanKTL| BarpysnTs
2 login201806&.l10g Login Log MAanuTe| 3arpy31Th
2 login201807.log Login Log WOanuTe 2arpysnTe
4 pbx20180705.log PEX Log WOanuTe 2arpysnTh
5 sys20180705.log System Log WOanKuTe| | ZarpyanTe
7. BesonacHocTb
7.1 MexceTeBOM 3KpaH

IP ATC QTECH ocHalleHa BCTPOEHHbIM MEXCETEBBIM 3KpaHOM, NpeaoTBpaLLaloLMM HEaBTOPM30BaHHbIN
Joctyn, TenedoHHbIE 3BOHKN U HEKOTOPbIE APYrMe HexenaTternbHble coObITuA. [1na ynpaBneHms MeXCceTeBbIM
aKpaHOM oTKkpownTe “be3onacHocTb->MexceTeBown akpaH”

OCHOBHbIe

OCHDBHbI&

BHAKIYMTE MEXCETEE0M

axpaH: & OTENHIYKMTE Ping: FaANpeTHTs BCe:

CoXpaHWTL

BK/T1IOUUTb MEXXCETEeBOoMN dKpaH: [0 yMONUYaHNI0 MEXCETEBOMN 3KpaH BK/HOUEH. 34eChb Bbl MOXETE €ro
OTK/IIOUYNTL. B uensx 6e30nacHOCTN CTOMT OTK/II0UYaTbh MEXCETEBOM 3KpaH Tosbko ecnu IP ATC QTECH yctaHoBneHa
3a MEXCETEBbIM 3KPaHOM U/ MapLIpyTM3aTOPOM C OTKJ/THOYEHHbIM NOPT (hOpPBapPANHIOM.

OTknounTb Ping: He oTBeyaTtb Ha 3anpockl Ping.

3anpeTuTtb BCE: OT6pachbiBaeT BCe NakeTbl Npuesline CHapyxu. Mpu 3TOM cucTeMa nonpocuT fo6aBuTb Kak
MWHMMYM OAHO MPaBW/IO, paspeLuatollee A0CTyn Ha nopT 22(SSH) nnn nopt 9999(Beb).

MNoaTeepauTe AedcTEWE HA cTpaHuue 192.168.10.100:9999

Jlna Toro yToSel 2aNPETHTE BCE Bl 4OUTKHEI COZAATh KK MUHKMYM
OAHO M3 ABYX NPaBKn:

1.NpoTokonTCP Mopm: 22 AelicterePazpelwunte
2.MNpotokonTCP Mopt: 9999  [AelicTEmePazpeluTs

MpaBuna pobaensoTcs B cekuun “ObLume npasmna’
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O6wme npaBuna

B cekuyun O6wmne npaBuna Bbl MOXXETE HAaCTPOUTb MEXCETEBOM SKpaH 4SS NpeaoCTaBreHns 4OCTyna unm
3anpeTa onpegerneHHbiM IP agpecam munu cetam k IP ATC QTECH. 3gecb BO3MOXHO HacTpouTb AOCTYN Aaxe
Ans onpeaenéHHoro CepBMCHOMO NopTa, UCNofb3yemMoro CUCTEMON.

[na npobaBneHus HOBOro npaesuna HaxmuTte “0obaBuTtb”.

dobaBuTh ®

Mrma: Gnok SIP

Onvcadwe: GnokuposaTe SIP ans 3ToR ceTk (xocTa)

MpoToxkon: | UDP v
MNopt: 5060 - 5080

IP: 5.1859.154.148 /255.255,255.255

MNprMedaHKe: YeameTe nogoete(10.10,10.0/255,255.255.0)
Wnw aapec(10.10.10,124/255,255,255,255)

MAL:

Cobbimye: | 3anpeTuTe ¥

ABTO3awumTa

IP ATC QTECH uncnonb3yet Fail2Ban obHapyxeHust npoHukHoBeHUR, a iptables gna 6nokmposaHus niobbix
NoMbITOK aTakw.

Fail2Ban — 310 cuctema npegoTBpalleHnss 0OHapyXeHui, HanncaHHasi Ha Python. OHa yHKUNOHMpPYET,
aHanuampys cUcTeMHbIe XypHanbl Asterisk n HekoTopble Apyrve XXypHarbl CUCTEeMbI U ucnonb3yeT iptables ans
©noKnpoBaHMA NOMbITOK B3fIOMa.

B cekuun ABTO3aLMTLI Bbl MOXETE 3aJaTb NPOW3BOSIbHLIE NpaBusia YTobbl MOMOYb CUCTEME ONPeaenuTb
nonbITKK B3rioma

ABTO3alMTa NobaBrTh
MopT MpoToKon CropoCTh OnumK
5060 LDP 40/2s MaMeHWTE YaanuTe
5061 TCP 80/2s MaMeHUTE YaanuTe

Haxmute “[obaBntb” 4TOObLI 40O6aBMTL HOBOE NPaBUIO.
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NobaBuTh b4

MopT: 9999

MpoTokon: | TCP ¥

Maetos:10  (1-200)
3a :[30 CEKYHA
CoXpaHWTL

B npueeneHHom npumepe npasuno 6rnokupyeT IP agpec ecnu ¢ Hero npuxoguT 6onee 10 nakeToB Ha nopT
9999 3a 30 cekyHA, 3TO NpaBuUIIo NpeaoTBpaLlaeT NonbITkK B3rioMm vYepe3 Beb nHtepdeic.

OTKnoHeH IP

Kaxabin 3anpelyeHHbIn I[P agpec 6yaeT HaxogmTecsa B cekuun “OTknoHeH IP”. Ecnu oH 6bin 3anpeldeH no
owmnbke, TO ero MOXHO yaanuTb U3 3TOro CNMcka HaxaB “YganuTb”

7.2 Cnyx6bl

OTtkpowTe “be3onacTHOCcTb->Cnyx0bl”. 34echb Bbl MOXeTe HAacTpouUTb crybbl SSH n HTTPS

HacTpoiku cnymb

BrnwounTe SSH: ¥ MopT:22
Remote SSH Administration: [+
Mopt HTTPS: 9999
Remote HTTPS Administration: [«

CoxpaHWTe

Bxknrountb SSH: BknounTb 4ocTyn no npotokony SSH.

MopT: YkaxuTte NopT AN NOAKIOYEHMS Mo NpoTokony SSH.

Remote SSH Administration: Ecnuv 37a onuma akTuMBHa, TO yAas€HHbIA AOCTYN No SSH BKJIOYEH.
MopTt HTTPS: YkaxuTte nopT ANS NOAK/IOYEHUS No NpoTokony Https.

Remote HTTPS Administration: Ecnv ata onums aktTuBHa, To yaaneHHbli WEB A0OCTyn BK/IHOUEH.
BHuMaHue: [Ins npegocTaBneHus yaaneHHoro goctyna no SSH n Web He 3abyabTe caenatb nopt

dopBapAVHr Ha BalleM MaplipyTusartope. Takke ydoeantecb BO B3IOMOYCTONYMBOCTU Naponien
nonb3oBaTeneun root n admin.

7.3 Pa3pelweHHble agpeca

Pa3spelueHHble agpeca No3BonsOT Bam [obaBnATh |IP agpeca XxocToB 1 ceTel B “6enbiii cnvcok” IP ATC
QTECH. IP agpeca B aToM 6eMomM cnucke paccMaTpuBatoTCA Kak JOBEPEHHbIE 1 HE NMPOMyCcKalTCHa Yyepes
npasura MexceTeBoro aKkpaHa.

OTtkpowte “be3onacHocTb->Pa3pelueHHblie agpeca” n Haxmute “[lo6aBuTb paspeLUeHHbin [P”
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NobaeuTe pazpelléHHbIA IP %
OnucaduWe: BCE
MpoToKon: SISTP WA 2 WIHTTRPS¥ISSH

Pazpewérnee IP: 117.176.159,157
Macka noaceTM: 255.255.255.255

AoCTYNHOCTh: da ~¥

OnucaHwue: [aiTe npaBuiy nMs.

MpoTokon: BbibepuTe NpoTOKObI AJ151 KOTOPbIX XOTUTE NMPeAoCTaBUTb AOCTY.
Pa3speweHHble IP: IP agpec xocTta nnu cetu.

Macka noaceTm: YKaxute MacKy NoaceTu.

AoCTYnHOCTb: [la — 415 aKTUBMPOBaHUA 3TOro npaswuna, HeT — Ans BbIKNOYEHUS.

HacTpoiiku

Onuwuun Ha cTpaHuue “HacTponkn” BnusaoT Ha paboTy Fail2Ban: “MakcumanbHOe 4YnMcno nonbiTok” orpaHnymBaeT
4YMCNO NOMbITOK ayTeHTUdmkaummn. “Hantn Bpems” onpegenseT Nepnoa BpemMeHn oT NepBon NOMbITKK 4
nocnegHen. “3anpetuTb Bpemsa” — BpeMs B cekyHaax Ha kotopoe I[P ATC QTECH 6nokupyeT IP ¢ koToporo
npesblLeHO “MakcumarnbHoe YNCo NonbIToK”.

8. Cuctema

8.1 HacTpownku BpemeHu

Bpewms B cucteme oveHb BaxHo and IP ATC QTECH, ocobeHHo ecnu IP ATC QTECH mapwpytusupyet
BXOAsILLUME Bbl30Bbl OCHOBbLIBASAICb Ha pacnuncaHuun. Takke CUCTEMHbIE XYpPHanbl UCNOMb3Y0T CUCTEMHOE BPEMS.
IP ATC QTECH nopaepxvsaeT NTP 1 ycTaHOBKY BPEMEHMN B PYYHOM pEXUME.

8.1.1 NTP

OtkpowTe “Cucrema->Hactponku spemeHun”. o ymonyanuio IP ATC QTECH mncnonesyet NTP ansa nonyveHus
MHdOopMaLMM O BpEMEHN OT CEPBEPOB BPEMEHU U3 UHTEPHETA. [1nsa HacTporiku npocTo BBeauTe IP agpec nnu
AOMEHHOE MMS cepBepa BpeMeHU. TakKe yKaknte npaBuibHYH BPEMEHHYIO 30HY. ocne aToro Haxmute
kHOMKY “CuHxp” n IP ATC QTECH nonbiTaeTcd CUHXPOHN3MPOBATLCS MO BPEMEHU C yKa3aHHbIM CEPBEPOM.

Mo 3aBepLUeHNto NpoLecca Bl nony4nte nmbo coobuyeHmne “Sync Failed”, nubo “Sync Success”. Ecnuv Bbl
nony4unnu coobuieHne “Sync Failed” To npoepbTe nmeet nn “ATC gocTyn B UHTEPHET unu nonpobynrte
yKasaTb Apyron cepBep BpEMEHU 1 NoMbITanTeCb CUHXPOHM3NPOBATLCSA CHOBA.

8.1.2 PyyHas ycTaHOBKa BpeMeHHU

Ecnu Bbl XO0TUTE YCTAHOBUTL BpeMs Bpy4uHyto unu xe Bawa IP ATC QTECH He umeeT gocTtyna B UHTEPHET, TO
BblIGepuTe onumio “YCTaHOBKa BPEMEHN BPYYHYHD”.
EcTb 2 nyTv ANS py4yHON YCTaHOBKU BPEMEHU:

1)Bpyu4Hyto BBECTM AaTy 1 BpeMsi U HaxaTb “CoxpaHuTtb”

2)CuHxpoHm3upoBatb cuctemHoe Bpems IP ATC QTECH co BpemeHem Ha Bawem K HaxaB kKHonKy CUHXP U
3aTeM HaXkaB KHOMKy “CoxpaHuTb”.

Kak TonbKo Bbl HaXkanm KHomky “CoxpaHuTb”’, BpeMs (MponMcaHHoe BPYYHYO Ui CUHXPOHM3MpoBaHHoe ¢ 1K)
3anuncbIBaeTcs MUKPOCXeMy BpeMeHu Ha maTepuHckon nnate |IP ATC QTECH.
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8.2 XpaHeHue AaHHbIX

XpaHunuuie AaHHbIX 4aeT BaM BO3MOXHOCTb 3arpyaTb (hannbl 3annucen, ainbl CUCTEMHbIX XXypPHarnoB 1
ronocoBble cooduieHus Ha FTP cepBep 4Yepes MHTepHeT. Ecnu xe y Bac k USB nHTepdency nogknoveH
BHELLUHWIA AUCK, TO 3anncu pa3roBOPOB aBTOMaTUYECKM COXPAHSIIOTCA Ha 3TOT BHELLHUIN JUCK, BMECTO
BHYTPEHHEN CUCTEMbI XpaHEHMSI.

8.2.1 XpaHeHue faHHbIX Ha BHELWWHeM AUcCKe

Moakntounte BHewHMM amck kK USB nHtepdgency IP ATC QTECH. OtkpowTe ctpaHuuy “0omoir”. Bel yBuante
NOAKIMIOYEHHbIV BHELLHUIA OUCK B pasaene “CucteMHas uHdpopmaums->XpaHunuie”.

3anuvcum pasroBopoB OYAyT COXPaHATLCS HA BHELUHUA ONCK aBTOMaTUYeCKU, He Tpebys JONONMHUTENBHON
KoHdurypaumm. CoxpaHEHHbIE 3anvcy pa3roBopoB OyayT AOCTYNHbI Yepe3 Beb nHtepdeiic.

BHumaHue:

Ecnu Bbl nogkniovaeTte HepeHOCHOVI XKECTKMI ANCK, To I/ICI'IOJ'Ib3yl7ITe ONsi HEro BHELWHUIN UCTOYHUK
NMATaHUA.

Bbl MoxeTe nogkntountb BHeWHUA anck K IP ATC QTECH “Ha neTy”, HO OTKIUNTE €ro MOXHO TOSbKO
Nnocrne BbIKNIOYEeHUS NUTaHUS.

8.2.2 XpaHeHue Ha cepBepe FTP

Ecnu y Bac ectb BHewHu FTP cepsep, To Bbl MoXXeTe HacTpoutb IP ATC QTECH 3arpyxatb 3anucu
pa3roBOpoB, COOBLLIEHUSI TONTIOCOBON MOYThI U daisibl CUCTEMHBIX XXypHanoB Ha Baww FTP cepsep. Ecnu xe y
BaC €ro HeT, TO Bbl MOXETe ncnonb3oBaTh Baw 1K ansa atoro. Ho umenTe B BBUAY YTO OH AOMKEH BCeraa
OCTaBaTbCs BKITHOYEHHbBIM MW MO KparHen mepe 6biTb AOCTYNHLIM BO BPEMS 3arpy3ku annos.

XpaHeHne QaHHbIX

BrAKUMATL: |«
Appec cepeepa:192.168.1.149
MonezoeaTens:ippbxgtech
Mapong esssssssss
Katanor:./uploading

YacToTa aETOMATHYECKOW 2arpyKK (aHM): |7 ¥
BpeMa aBTOMaTHYeCHOM 3arpysku: |13 v | |01 *
NpWHYOWTENEHO ZarPY#aTe NPKH Z2N0NHEHRKK
flash gycka:
3anucy pazrosopos:*®  Ton. nouta:#  ypuan sbizosos: ¥

60% ¥

CoXpaH|Th

CTatyc: OTHEAKYEHD

Mocne kaxaow 3arpysku y Bac Ha FTP cepBepe GyaeT co3gaBaTbCsA HOBbIN KaTtanor, cogepalluii B CBOEM
VMEeHW OaTy 1 BpeMs 3arpysKu.

BHumaHue: Nocne kaxaow 3arpysku, 3a UCKIoYeHneM noros 3BoHKOB — CDR (Master.csv B kaTtanore cdr-
custom), Bce ocTanbHble dannbl OyayT yaaneHsl U3 CUCTEMBI, BKIOYas 3anmcy pasroBopoB (Gansbl B
KaTanore monitor) n ronocosble coobuieHuns (pannel B katanore voicemail). Takum o6pa3om Npu KaXkgom HOBOM
3arpyske s3arpy)arTcs TOSIbKO nocneaHne ayamo annol.
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8.3 YnpaBneHue
OtkponTte “Cuctema->YnpaeneHue”.

8.3.1 YnpaBneHue nonb3oBaTtensamm

B pasgene “h3ameHnTb Naponb” Bbl MOXETE MOMEHATb NAPOb Ans nonb3oBaTens admin, a Takke nvs
nonb3oBaTtens gobasus Byksbl kK cnosy admin.

Monb3oBaTtenb Operator N0 yMonyaHuio BbIKMOYeH. 34eChb Bbl MOXETE BKNIOYUTL €ro, NpyM 3TOM aBTOMaTU4eCK/
€034acTCs Naponb, KOTOPbIA Bbl CMOXETE U3MEHUTD.

H2MeHUTh Napones

Administrator:
MonszoBaTens:
Mapont:
Hosoe WMA NofAkz08aTens: admin
Hoekll# naponk:
MoETOPHMTE HOBEIA Napons:

[MpPUMEHMTE
Operator:
BrnrunMTE:
MonezoeaTens: operator
MNapons:

[MpPUMEHMTE

lMocne usameHeHnss napaMeTpoB BXoAa B cucTeMy nonb3osartensa admin Haxmute “INpumennTs”. Bawa ceccus
npekpaTuTCcd, nocre Yero Bam Hago 6yaeT 3aiTn B CUCTEMY C HOBbIM MMEHEM MNofb3oBaTens U naponem.
Mocne akTmuBaumn nonb3osartens Operator Bbl CMOXeTe 3alTy B CUCTEMY NapameTpaMn user name = operator
1 password = <creHepupOBaHHbIA CUCTEMOW Napornb>. [Naponb nonb3oBaTtensa Operator MOXeT ObITb U3MEHEH
camum nons3osartenem Operator.

8.3.2 YcTtaHOBKa fi3blka aBTOCeKpeTaps

ABTOCEKpEeTapb NokasbiBaeT 3BOHALLMM Kak COBEPLUUTL BbI3OB UMW UCMOMb30BaTh Ty UMW UHYIO
dYHKUMOHaNbHOCTL. Bo3bMeM nepBbIvi MpuMep — BO BPeEMsi NPOBEPKU rONOCOBOWM MOYTLI aBTOCEKpeTapb
noAckasbiBaeT nofb3oBaTento BBECTU naponb. Vinu BoT apyron npumep: Koraa Bbl 3BOHUTE KOMY-MBO 1 Bam
He OTBeYaloT, TO aBTOCeKpeTapb NONPOCUT BaC OCTaBUTL COOBLLEHMe.

B pasgene “Bbibepute s3bIK” Bbl MOXeTe BbIOpaTh Kakon A3blk OygeT ucnonb3oBaTb cuctemMa Aansi obeHus ¢
nonb3oBaTeNsaMM.

BoibepuTe A3ZbIK

BriOepuTe AZbIX aBTOCEKPETAPSA: | PyccHmid T | |2arpy2aMTE YaanuTs
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8.4 BoccTtaHoBneHue cucTemMbl

8.4.1 Co3paHue pe3epBHbIX KONMUA

CospaHue pesepBHbix konuii B IP ATC QTECH nogo6bHo co3gaHuto Toukn BocctaHoBneHns B OC Windows.
BocctaHaBnuBasa cuctemy 13 pesepBHoin konuu, Bel npusoante IP ATC QTECH K COCTOSIHMIO HA TOT MOMEHT
BpeMeHW, korga cuctema (oyHKLMoHupoBana 6e3 npobnem.

Xopowum npaBMnoM SBRseTCa co3gaHne NepBon pes3epBHON konuu (63kana) cpasy nocrne HaCTPOMKU CUCTEMBI.
Takke xopowmm BpeMeHeEM Ans co3faHus 63kana siBNAETCS BHECEHNE HOBbIX M3MEHEHWI B CUCTEMY.
OTtkpowte “Cucrema->PesepBupoBaHue”. Haxmunte kHonky “CosgaTtb 6akan” ans reHepupoBaHus 63akan caiina,
cofepKallero BCIo TEKYLLYH KOHpUrypaumo CUCTEMBI.

Jarpy=uTe dain GsKkana

Cnucok bakanoB CoznaTe Gakan
MmMs daTa OnumK
1 backup_2018junl8&_163015 Jun 18, 2018 BoccTaH. YaannTe

Cpasy nocne cosgaHus Bbl yBUANTE CO3aaHHbIA dhann B cnucke. Pann coxpaHsieTcst B paiinoBon cucteme. Bbl
MOXeTe BOCCTAaHOBUTb KOHGUrypauuio cucteMbl B Nioboe BpeMsi Haxxa “BoccTaH.”. [Ansa yaaneHus 6ekana

HaXXMuTe KHOMKy “Yaanutb”. [Ins coxpaHeHust 63kana Ha Baw MK HaXmute KHOMKy .

BHumaHue: CoxpaHsas 63kan Ha Baw 1K noszaboTbTeck 0 ero KOHPUAEHUNANbHOCTU NOTOMY YTO OH COOEPXKUT
naposb nosnib3oBaTtesnia admin, Naposniv nosb3oBaTenen N MHOro ApYron BaXkHOM MHopMaumm, KOTOPYo Hago
CKpbIBaTb OT TPETbUX NN,

8.4.1 3arpy3ka pe3epBHbIX KONUK

OTkponTe “3arpy3uTb davin 63akana”. 3gecb Bbl MOXeTe 3arpy3nTtb 63kan c Bawero MK Ha IP ATC QTECH
Korga Bbl 3arpyxaete 63kan ¢ gpyrou IP ATC QTECH, y6eautech, 4To OHa MMEET TaKyHo e KOHurypauumio,
Kak 1 cuctema B KOTOPYIO Bbl 3arpyxaeTe 3ToT 63akan.

8.5 COpoc n nepe3sarpyska

Otkponte “Cuctema->Cbpoc n nepesarpyska’.

JaBoACKMe HACTPOHAKHK

BHHMMAHMWE: Copoc K 2aBOACKMM HACTPORKaM COTPET BCe KOKDWIYDaALKOHHEIE MEMEHEHKA B
CHCTeMel
AdepsuTe TEHYLWWE HACTPOWMKK CETH

3AB0ACKHE HACTPOMKK

Mepezarpy3ntb

BHMUMAHMWE: Mpy nepezarpyz<e pa20pEYTCR BCE AKTHEHEIE CORgMHEHKRI
[epezarpy=1Th:

Kak Bbl MOXeTe BUAETb Ha 3TOW CTPaHULIE, Bbl MOXETE BbIMOSIHUTL COPOC CUCTEMbI K 3aBOACKAM HACTPOMKaM U
nepesarpysky IP ATC QTECH n3 Beb nHtepdeiica.
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8.5.1 C6poc cuctembl K 3aBOACKMM HacTpomnKam

Haxas kHonky “3aBoackune HaCTporKkn” Bbl MOXeTe yaanuTb Bce HacTporku Bawewn IP ATC QTECH. B
pobasneHve K aToMy OyayT yaaneHsl hannbl 3anucert pasroBopoB, roflocoBble CO00LeHMs 1 dhannbl
CUCTEMHBIX XXypHaroB. [1oaTomy BaxxHO yoeamTbCs, 4YTO Bbl caenanu 6ekan.

Mpouecc copoca k 3aBOACKMM HACTpoKika 3aHUMaeT 2 MuHyThl. Ecnn Bbl Takke BbiOpanu n cobpoc ceTeBbIX
HaCTpPOeK, TO Nocre nepesarpysku Bam Hago OygeT 3anTu B cucteMy no https://192.168.1.100:9999. User name
n password 0yayT ckuHyTbl kK admin/admin.

8.5.2 MNMepe3sarpyska

HaxxaB kHonky “lNepe3arpy3antb” Bbl MOXETE Bbi3BaThb nepesarpysky Baien IP ATC QTECH. MNMpouecc
nepesarpy3ku 3aHUMaeT 2 MUHYTbI.

8.6 OOHOBNEeHue cucTeMbl

QTECH nepvoanyeckn npoBoAMT 0GHOBIEHNE NPOLLMBOK C LIENbI0 BHEAPEHMS HOBbIX (DYHKUNIA U UCNpaBneHuns
ownbok. OTkponTte “Cuctema->O6HoBneHne”. 3aech Bbl BUAMTE 2 cnocoba oGHOBNEHMSI NPOrPaMMHOro
obecneyeHus: O6HoBNeHne ¢ nomollblo Web 1 obHoBneHne ¢ nomolubo TFTP.

8.6.1 O6HoBneHue ¢ nomowbio Web

Bbibepute onuuto “O6HoBEHUE ¢ nomollbto Web”, BbibepuTte dain NpoLnBKM U HAXMUTE KHOMNKY “3arpyauTb”.
MosiBMTCA 3anpoc noaTBEpANTb Nepes3arpy3Kky CUCTEMbI N1 3aBEPLUEHUS NpoLiecca 06HOBNEHNs. HaxmuTe
“la” Ansa npoAomKeHns1 0OHOBEHMS.

BHumaHue: Onums “Copocutb K 3aBOACKMM yCTaHOBKaM” MCNONb3yeTca Angd cbpoca cucTemMbl No BpeMst
06HoBreHns. Bam He 06a3aTenbHO nCNonb3oBaTh ee. Vicnonb3ayiTe 3Ty ONUMIO eCnin Bam AeNCTBUTENBHO HAO0
cbpocutb cMCTEMy K 3aBOACKMM YCTaHOBKAM, Tak kak 6yayT yaaneHsl BCe HACTPOMKU, BKNKOYAs HACTPONKM
ceTu.

8.6.2 O6HoBneHne ¢ nomouwbo TFTP

Ecnu y Bac HeT TFTP cepBepa, TO Bbl MOXETE MCNONb30BaTb HANTU B MHTEPHETE, CkavyaTb U YCTAHOBUTb
npunoxerune ana Windows tftp32. 31o 6ecnnaTtHbIi, NpocTon B HacTpoike TFTP cepeep ans Windows.

&> Tftpd32 by Ph. Jounin = B 2
Current Directary |F:'\firmware Browse
Server interface |'IE|2.'I £2.1.149 j Showe Dir

Titp Server l Tftp Client ] DHCP server | Syslog server ]

Fovd DHCP Dizcover Mag for IP 0000, Mac 8482 F4:27.C2:30
Revd DHCP Dizoaver Maq for IP 0.0.0.0, Mac 34:82:F4:27:C4:F0
Fovd DHCP Dizcover Mag for IP 0000, Mac 8482 F4:27.C2:30
Revd DHCP Dizcaver Maq for IP 0.0.0.0, Mac 34:82:F4:27.C5:18
Fovd DHCP Dizoover Mag for IP 0000, Mac 8482 F4:27.C4:F0
Reovd DHCP Dizcaver Maq for IP 0.0.0.0, Mac 34:82:F4:27:.C230
Fovd DHCP Dizcover Mag for IP 0000, Mac 8482 F4:27.C518
Rowvd DHCP Digcover bMag for IP 0.0.0.0, Mac 34:82:F4:27:.C4:F0
Fovd DHCP Dizcover Mag for IP 0000, Mac 8482 F4:27.C518

Current Actian |Fh:\-'|:| DHCP Digcover Mz2q for IP 0.0.0.0, Mac 34:82:F4

About | Settings | Help |

L )

Haxmunte “Browse” B okHe npunoxeHnst TFTP 4yTobbl ykazaTb MECTO rae NeXuT HoBasi NpoLlunBka. B
BbiNagatoLLeM crnncke okHa “Server Interface” BoidepuTe TOT MHTEPdENC, KOTOPLIV MOAKITYEH K TON Xe ceTu
yto n IP ATC QTECH. B Beb untepderice IP ATC QTECH BeiGepute onumio “O0HOBUTE ¢ nomowbio TFTP?,
YKaXXute ToYHOE MMsi doaina nNpoLunBkM B nose “Beegute nvs naketa”, BBeante IP agpec TFTP cepeepa u
HaXXMUTE KHOMKY “IMpuMeHunTb”.
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