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HasnayeHne nporpamMmmbl W

1. HABHAYEHMUE NMPOIrPAMMbBI

1.1. MporpaMmmHoe obecneyeHne yctaHaBNnMBaeTCAaA Ha KOMMyTaTop.

KommyTatop — yCTPOMCTBO, MpeAdHasHayeHHoe And COeAMHEHUS HECKOSbKUX  Y3NoB
KOMMbIOTEPHON CeTu B npegenax OAHOro WM HECKONbKUX CEermMeHToB ceTu. B oTnunume ot
KoHUeHTpaTopa (1 ypoeHb OSl), KOTOPLIA pacnpocTpaHaeT TpaguK OT O4HOMO NOSKITIOYEHHOTO
YCTPOMCTBA KO BCEM OCTanbHbIM, KOMMYyTaTop nepefaéT AaHHble TOMbKO HEenocpeacTBEHHO
nonyyaTento (MCKMYeHMe COCTaBnsieT LIMPOKOBeLLATEeNbHbIM TpaduKk BCEM y3nam ceTu U
Tpadmk ANa YCTPOWCTB, ANS KOTOPbIX HEU3BECTEH WCXOAALUMIA MOPT KOMMYyTaTopa). JTO
NoBbILLAET NPOM3BOANTENBHOCTb N GE30MacHOCTb CeTu, M3baBnsas ocTalnbHbIE CErMEHTbLI CEeTU
OT HeobGXoAMMOCTM (U BO3MOXHOCTM) oObpabaTbiBaTb [JaHHble, KOTOpble WM He
npegHasHavanmco.

KoMmmyTatop XpaHuT B naM4aTtuh (T.H. accounmaTMBHOM NnamaTn) Tabnuuy KOMMyTaumm, B KOTOPOW
yKkasbiBaeTcs cootBeTctBMe MAC-agpeca yana nopty kommyTtatopa. [lpu BkntoveHun
KomMmyTaTopa aTa Tabnuua nycta, u OH paboTaeT B pexume obydyeHud. B atom pexnme
noctynawwme Ha Kakon-nmbo nopT [OaHHble MepefarTcss Ha BCe OcTanbHble MNOPThI
kommyTaTopa. [Mpn aTOM KOMMyTaTOp aHanuanpyet ppermbl (kagpbl) 1, onpegenus MAC-agpec
XOCTa-oTrnpaBuTENs, 3aHOCUT ero B Tabnuuy Ha HekoTopoe Bpemsd. Bnocneactemm, ecnu Ha
OAMH M3 MOPTOB KOMMyTaTopa MOCTynuT Kagp, npegHasHadeHHbln ana xocta, MAC-agpec
KOTOpOro yXe ecTb B Tabnuue, To 3T0T Kagp OyaeT nepedaH TONbKo Yepes NopT, ykasaHHbIN B
Tabnvue. Ecnn MAC-agpec xocta nofnydaTtens He accoummpoBaH C KakMM-nvbo nopTtom
KomMMyTaTopa, To kagp OyaeT oTnpaseH Ha BCe NOPThI, 32 UCKIHYEHNEM TOro NopTa, C KOTOPOro
OH Obin nonydyeH. Co BpeMeHeM KOMMyTaTop CTpoOMT Tabnuuy ans Bcex akTuBHbIXx MAC-
agpecoB, B pesynbtate Tpaduk nokanusyetrcd. CToOUT OTMETUTb Manyk faTeHTHOCTb
(3ageprkKy) 1 BbICOKYIO CKOPOCTb MEPECLINKN Ha Kaxgom NopTy nHTepdenca.

[na BpeMeHHOro xpaHeHus (PpenMoB W NocreayroLllen Ux OTNpaBKM MO HyXHOMY agpecy
KOMMyTaTop MOXeT wucnonb3oBatb Oydepusaumo. bydepmsauma moxeT ObiTb Takke
ncnonb3oBaHa B TOM criyvae, Korga nopT MyHKTa Ha3HayeHus 3aHaT. bydepom HasbiBaeTcs
obractb NaMATK, B KOTOPOM KOMMYTaTOP XpPaHWUT nepegaBaeMble AaHHbIE.

bycdep namaTM MOXeT ucnonb3oBaTh [[Ba MeTo4a XpaHeHus U OTnpaBku  OPEenMoB:
Oydepusauunsa no noptam n bydepusaumsa ¢ obwen namateto. MNMpn Gydepursaumm no noptam
nakeTbl XpaHATCA B odepeasx (queue), KOTopble CBA3aHbl C OTAENbHbIMU BXOAHBIMU MOPTaMW.
lMakeT nepenaétcs Ha BbIXOQHOW MOPT TONbKO TOorga, Korga Bce (hpenmbl, HaxoguBLUMECS
Brepegun Hero B oyepean, GbiNn ycnewHo nepedaxbl. [pyM 3TOM BO3MOXHA CUTyauums, korga
O4VH (bpenm 3afepxmBaeT BCIO ovepeb U3-3a 3aHATOCTU NopTa ero NyHKTa HasHavyeHud. Jta
3afepxka MOXeT MPOUCXOAUTb Aaxe B TOM Criyyae, Korga octasibHble opermbl MOryT BbITb
nepeaaHbl Ha OTKPbITbIE MOPTbl X MYHKTOB HA3HAYEeHMS.

Mpwn 6ydhbepmszaumm B 00LLEN NAamMATN BCe PpenMbl XpaHATCS B 0bLLem Oydepe namsiti, KOTOPbIN
ncnonb3yetcad BCeMU MopTamm KommyTaTopa. KonnyecTBOo namsatv, OTBOAMMOW MOPTY,
onpegensdetcs TpebyeMbiM €My KONMMYEeCTBOM. TakonW MeTo HasbiBaeTcs LMHAMUYECKUM
pacnpegenennem 6ydepHon namstu. [locne 3toro dpenmbl, Haxogmelimecss B Oydepe,
ANHaMNYECKN pacnpenenstoTcs BbIXOAHbIM NopTaM. OTO NO3BONSAET NONYYUTb (PpeimM HaoaHOM
nopTe n OTNPaBuUTb €ro C APYroro NopTa, He yCTaHaBNUBasi ero B odepenb.

KommyTaTop noaaepxvBaeT KapTy NOPTOB, B KOTOpble TpebyeTca oTnpaBuTe dperimbl. Ounctka
3TOM KapTbl MPOUCXOOMT TONbLKO NOCHe TOro, Kak operm yCnewHo oTnpasrieH.
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2. OCHOBHbIE HACTPOMKU NPOIrPAMMbI

2.1. HacTtponka SNMP
2.1.1. BBepeHne B SNMP

SNMP (Simple Network Management Protocol) sensietcst ctTaHgapTHLIM NPOTOKONOM CETEBOIo
yrnpasreHns, KOTOPbIA LLUMPOKO UCNONb3YeTCs B YrpaBneHnn KoMmnbloTepHeiMyu cetamu. SNMP
apnseTca passusakowmmcsa npotokonioM. SNMP v1 [RFC1157] aenseTcsa nepBon Bepcuen
npotokona SNMP, koTopas aganTupoBaHa K OFpoOMHOMY YuCry MPOU3BOAMTENEN CBOEN
npocToTon n nerkoctbto BHeapeHns; SNMP v2c aensetcs ynydweHHon Bepcnent SNMP vi.

SNMP-npoTokon obecneudnBaeT npocton cnocob obmeHa nHMopmaLnen ynpaBneHust ceTblo
Mexay ABymsa Todkamu B cetn. SNMP ncnonbayeT mexaHu3m 3anpocoB U nepegaeT coodLeHns
yepe3 UDP (npoTtokon 6e3 ycTaHOBNEHUS COeguHEeHUs TPAHCMOPTHOMO YPOBHS), MO3TOMY OH
XOPOLUO NOAOEPKMBAETCS CYLLECTBYHOLLUM KOMMLIOTEPHBIMU CETSAMU.

SNMP-npoTokon UCNonb3yeT pexum CcTaHuuu-areHta. B 9Tonm CTpykType ecTb [Be
coctasnawowme: NMS (Network Management Station) n areHT. NMS aBndetca pabouyen
CTaHUMen, Ha KOTOPOW CTOUT KnneHTckas nporpamma SNMP. 3710 g9apo SNMP-ynpasneHus
ceTbto. AreHT cepBepHOro nporpaMmHoro obecnevyeHus paboTaeT Ha yCTPOWCTBaXx, KOTopble
HyxxgatoTcs B ynpasneHun. NMS ynpasnseT Bcemu obbektamu vepes areHToB. [lporpamma
nogaepxuBaeT PyHKUMN areHTa.

Ceasb mexgy NMS u areHTom npoucxoguT B pexume KnueHT-Cepsep, obmeHuBasicb
cTaHgapTHbiMK coobweHnamu. NMS nocbinaeT 3anpoc, n areHT otBedaeTt. EcTb cemb TUNoBs
SNMP-coobLeHui:

o Get-Request;

e (Get-Response;

o (Get-Next-Request;
o Get-Bulk-Request;
e Set-Request;

e Trap;

¢ Inform-Request.

NMS cBsaA3biBaeTcA C areHToMm ¢ nomouwbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu NOfy4eHUn 3anpocoB, OTBeYaeT COObLLEHNEM
Get-Response. O HeKOTOpbIX chneunanbHblX CUTyauusX, TakuxX, Kak WU3MEHeHUs CTaTycoB
ceTeBblX MOPTOB YCTPOWCTBA WM WU3MEHEHUSI TOMOMOMMU CEeTWU, areHTbl MOryT OTNpaBnATb
cneumanbHble coobleHns 06 aHomanbHbIX cobbiTusx. Kpome Toro, NMS moxeT ObiTb Takke
YCTAHOBIEH AN NpeaynpexneHust HEeKOTOpbIX aHoMarnbHbIX coOblTuK, akTmBupyss RMON
dyHKkumto. Koraa cpabatbiBaeT onpedeneHHoe npaBumio, areHTbl OTNpaBnsAlT coobleHns B
XXypHarbl COGbITUA B COOTBETCTBMM C HACTPONKaMM.

2.1.2. BBepgeHue B MIB

NHdopmauusa ynpasneHusa cetbto goctyna B NMS KOppekTHO onpeferieHa U opraHuM3oBaHa B
nHdopmaumoHHo 6ase ynpaenenus (MIB). MIB 310 npeponpeaeneHHaa wHdopmauus,
KoTopass MoOxeT ObiTb [OCTynHa 4epe3 MpPOTOKOMbl YMNpaBfieHUs CeTblo, BO BCEW CBOEN
MHOrOCNONHOCTU U CTPYKTYpUpoBaHHOM BuAe. NpenonpenerneHHas uHgopmaums ynpasneHus
MOXeT ObITb NoflyyeHa MyTeM MOHUTOPUHra ceTeBbix ycTponcTtB. ISO ASN.1 onpepensieT
apesoBuaHy0 cTpykTypy Ana MID, cooTBeTcTBEHHO Kaxabi MIB opraHusyeT BCIO OOCTYMHYIO
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WHopMaumilo B Buae Takon CTpykTypbl. Kaxabin y3en atoro pgepesa cogepxut OID
(vaeHTMdMKaTOp 06bEKTA) M KpaTkoe onucaHue yana. OID npeactasnsaeT cobon Habop Lenbix
yncen, pasgeneHHblX ToYKaMmn n MOXeT BbiTb MCNONb30BaH 4SS onpeaeneHns MeCTOMOSOXEHNS
y3na B gpesoBuaHon cTpyktype MID, kak nokasaHo Ha pucyHke 2-1.

Root

Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

PucyHok 2-1. MNMpumep gepesa ASN.1

Ha pucyHke 2-1 OID obbekta A aBnsetca 1.2.1.1. NMS moxeT HanTu 3TOT 0ObeKT Yepes 3ToT
yHuKkanbHbln OID 1 nonyunTb cTaHgapTHble nepeMeHHble obbekta. MIB onpepenset Habop
CTaHAapPTHbIX NepeMEeHHbIX A1 MOHUTOPUHIa CEeTEBbIX YCTPOWCTB, Creays 3TON CTPYKType.

Ecnn nidopmaunsa o nepemeHHbix MIB-areHTa gomkHa 6b1Tb NPOCMOTPEHAa, HEOOX0aNM 3anycK
nporpammHoro obecneyeHnsi npocmotpa MIB Ha NMS. MIB B areHTe 06bl4HO COCTOUT U3
nyénnyHoro MIB n uvactHoro MIB. Tly6nuuHbin MIB comepXuT OTKPbITY0 MHGOpMaLmto
yrnpaBneHnsa ceTbto, KoTopast MoxeT OblTb gocTynHa anst Bcex NMS, yactHbin MIB cogepxut
KOHKPETHYIO MHpOpMaLMIO, KOTOpasi MOXeT BObITb MPOCMOTPEHA U KOHTPONUPYETCA NOAAEPXKKON
npovssBoanTens.

MIB-I [RFC1156] ©bina nepeson peanmsaumen nyonuyHbix MIB SNMP, n Gbina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwwupdaet MIB-lI n coxpansietr OID gna MIB-gepesbee B MIB-I.
MIB-Il, cooepXuT BroXeHHble OepeBbs, KOTOpble Takke HasbiBaloTcs rpynnamu. O6bekTbl B
3TUX rpynnax oxBaTbiBalOT BCce (YyHKUMOHanbHble obnactn B ynpaeneHun ceTblo. NMS
nony4vaeT uHdopmaumio 06 ynpaeneHun cetbio npocmatpmeas MIB Ha SNMP -areHTe.

Mporpamma moxeT pabotaTth B kayecTBe SNMP-areHTa, a Takke nogaepxuneaet SNMP v1/v2c.
Takke nporpamma nogaepxusaet 6asosble MIB-Il, RMON nybnuyHble MIB un gpyrue
nyonnudele MID, Takme kak Bridge MIB. Kpome ToOro, nporpamma nopgepxuBaet
CaMOCTOSTENBbHO onpeaeneHHble YacTHole MIB.

2.1.3. Tunu4yHble npumepbl HacTpoukn SNMP

IP-agpec NMS 1.1.1.5.

KoHdurypaums nporpamMmel, 3anmcaHa HUxe:

snmp-server sysname "MUEV"

!

snmp-server community "read" ro

snmp-server community "write" rw




PykoBogcTteo nonb3osatend QSW-3750

OcCHOBHbIE HaCTPOWKM NporpaMmmbl W

snmp-server host 1.1.1.5 traps version 2 “read"

snmp trap link-status all

snmp-server sysname voentelecom

NMS moxeT ncnonb3oBaTtb HYaCTHYH CTPOKY COOGLLI,eCTBa ana goctyna K nporpaMmme ana YteHuda
n 3anuncu pa3peL|_|eH|/||7| MM ncnosib3oBaTb I'Iy6]'IVI‘-IHle CTPOKY COOGLLI,GCTBa ana goctyna K
nporpamMmMme ToJ1bKO AnA YTeHUsA paspeLueHl/l|7|.

2.2. MogepHM3auua CUCTEMbI

lMporpamma npegoctaBnsieT Aea cnocoba obHoBNeHUs: obHoBneHne Yyepe3 TFTP u FTP.

2.2.1. CuctemMHble channbl nporpamMmbl

dann obpasa cuctemMbl BKNOYaeT B cebsa cxkaTble hannbl annapaTHbIX ApanBepoB, dhannbl
nporpammMHoro obecneyeHnst U T. 4., 3TO TO, YTO Mbl 06bI4YHO Ha3biBaeM «STK file». STK-cann
MOXeT BbITb coxpaHeH Tonbko B FLASH ¢ onpegeneHHbIM Ha3BaHMeEM ***** stk.

Mporpamma npegocTtaBnsgeT nonb3oBaTento ABa pexuma obHosnewund, TFTP- un
FTP-o6HoBneHne B pexume Shell.

2.2.2. BBepeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sBnsawTcs npoTokonamu
nepegayn gannos, oHM oba NpuHagnexaTr K YeTBepTOMY YPOBHIO (YPOBHIO MPUITOXEHUN) B
TCP/IP-cTeke NpOTOKOSOB, UCMOMb3YyEMOMY ANdA nepefayn oannoB Mexay KoMMbioTepamu,
yanamu n nporpammamm. Oba oHu nepepatoT dansbl B KIIMEHT-CEPBEPHOM Mogenu. PasHuua
MeXAy HUMW OnucaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP anga obecneyeHns HageXHOW CBSA3WM U TPaHCMOPTUMPOBKM
NnoToKa AaHHbIX. TeM He MeHee, OH He npedycMaTpuBaeT npouenypy asTopusaumm ang gocryna
K hannam n ncnonb3yeT NPOCTON MexaHn3am ayTeHTudurkaumm (nepegaeT MMs nosb3oBaTens n
naponbe Ans ayTeHTudukaumm B Buae npoctoro Tekcta). [pu umcnonb3oBanum FTP ans
nepegayn avnoB, OOMKHblI ObiTb YCTAHOBMEHbl [Ba COEOUHEHUS MeXay KIMEHTOM WU
cepBepoM: yrnpasrnsioLlee CoeaMHeHne 1 coeanHeHne nepenayv gaHHolx. [lanee fomkeH ObIiTb
nocrnaH 3anpoc Ha nepegadvy ot FTP-knveHTa Ha nopT 21 cepBepa Afisi yCTAHOBMEHUS
yrnpaensawLwWero coeAMHEHUs W COrfacoBaHUA nepefayn [dadHHbIX 4Yepes3  ynpasnsiollee
coeguHeHue.

CyLLl,GCTByeT OBa TUna Takux COeAMHEHUIN: aKTUBHbIE U NAaCCUBHbIE COEANHEHUS.

Mpn aKTMBHOM MOOKIMIOYEHUN KMMEHT nepefaeT ero agpec M Homep rnopTa Ans nepegayn
AaHHbIX cepBepy, ynpasnsLwee coeanHeHne NogaepKMBaeTCs OO 3aBepLUeHnsanepeaayn aTnx
AaHHbIX. 3aTeMm, UCNonb3ysi agpec M HOMep nopTa, NpPedoCTaBfieHHbIX KITMEHTOM, cepBep
yCTaHaBnmBaeT coeanHeHne Ha nopt 20 (ecnu He 3aHAT) Ans nepegadn gaHHblx, ecny nopt 20
3aHAT, cepBep aBTOMaTUYECKM reHepupyeT APYron HoMep nopTa 4SS YCTaHOBKM COeANHEHUS.

Mpy naccuBHOM MOAKIOMEHUW, KIMEHT 4Yepes3 ynpaensiolee coeavHEeHVWe NPOCUT cepBep
yCTaHOBUTb MoAKMoYeHre. 3aTeM cepBep CO34aeT CBOW NMOPT AN NPOCyLWMBaAHUA AaHHbIX U
yBEOMIISIET KNMMEHTa O HOMepe 3TOro nopTa, faree KIMEeHT ycTaHaBnMBaeT COeAuHeHue C
yKa3aHHbIM MOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obecneuvBatowmm crnykby nepegadnm OaHHbIX 6e3
noaTBepXXAeHnUst goctaBkm un 6e3 ayteHTudukaumm u astopmsaumn. OH obecneumBaeT
npaBuIibHY0 Nepeaady AaHHbIX NyTEM MexaHu3ma OTMNpaBKuM U MOLATBEPXKAEHMS U NOBTOPHOWN
nepefaun tamMm-ayt naketoB. [Mpeumywectso TFTP nepeg FTP B ToM, 4TO nepBbin ropasgo
npoLe n nMeeT HU3KNE HaKagHble pacxoabl nepeaayn SaHHbIX.
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Mporpamma moxeT paboTtatb kak FTP/TFTP-knueHT unn cepeep. Koraa nporpamma pabortaet
kak FTP/TFTP-knueHT, dannbl KoHUrypaumm n cuctemMHbole annbl MOXHO 3arpy3nTb C
yaaneHHoro FTP/TFTP-cepBepa (3To MOryT OblTb Kak XOCTbl, Tak U Apyrne nporpaMmmbl) 6e3
yuwiepba ansa ero HopmanbHon paboTbl. M Takke MOXeT OblTb NOMy4YeH CNMCOK(annoB ¢ cepBepa
B pexume FTP-knveHTa. KoHeyHO, nMporpamMma MOXeT Takke 3arpy3uTb Tekyliune
KOHpUrypaumoHHble cannbl U cucTeMHble dhannbl Ha yaaneHHbin FTP/TFTP-cepeep (310 MoryT
ObITb KaK XOCTbl, TaK 1 Apyrue nporpammbl). Korga nporpamma pabotaet kak FTP/TFTP-cepsep,
OH MOXeT 0becneunTb 3arpy3Ky 1 Bbirpy3ky dannos Ans aBtopmsoBaHHbIX FTP/TFTP-knueHTOB.

Hwxe HekoTOpble TePMUHbI, YacTo ucnonbdyemole B FTP/TFTP.
ROM: cokpalieHHo ot EPROM, Cl13Y. EPROM 3ameHsieT FLASH-namaTb B nporpamme.

SDRAM: O3Y B nporpamme, koTopasi Ucrnonb3yeTcs Ans paboTbl CUCTEMbI M NPOrPaMMHOro
obecrneyeHuns], a Takke XpaHUnuLLa NocneaoBaTenbHOCTU KOHGUIypaLuu.

FLASH: dnew-namate wucnonb3yetca Ansg XpaHeHus annos cuctembl KU hanna
KOHcpurypaumu.

System file: BknoyaeT B cebs 06pa3 cMcTeMbl U 3arpy304HbI dhann.

System image file: cdann obpasa cuctembl BkntoYaeT B cebs ckaTble hannbl annapaTHbIX
OpanBepoB, dannbl NporpammMHoOro obecnedeHns, 3To TO YTO Mbl OObIMHO HasbiBaem «STK
file». STK- cann moxet 6bITb coxpaHeH Tonbko B FLASH. MNporpamma nossonseT 3arpy3ntb
dann obpasa cuctembl Yepes FTP B pexume Shell Tonbko € onpegeneHHbIM  Ha3BaHWEM
nos.stk, apyrne dannsl STK ByayT OTKNOHEHbI.

Boot file: Heob6xoaumbl ANsA 3arpy3kn 1 3anycka NnporpamMmebl, 3TO TO, YTO Mbl OBbIYHO Ha3biBaeM
«ROM file» (moryT 6bITb CkaTtbl B STK-hanrnbl, ecnv oHy CAnLKom 6onbLUMX pasmMepoB).

Configuration file: BkniovyaeT B cebda ann HavanbHOW KOHdurypaumm u dann TeKyLiemn
KOH(purypaummn. PasHuMua B CBOWCTBaxX Mexagy 9TMMu dannamm no3BonsieT obneryntb
pe3epBHOE KOMMPOBaHME N OOHOBIIEHNE KOHUIypaL i

Start up configuration file: aTo nocnegoBaTenbHOCTL KOMaHL, KOHUIypaumm, ncnosnb3yemas
npu sanycke nporpammbl. Pann HavanbHOW KOHUrypaumm XpaHUTCHA BIHEProHEe3aBUCMMOWN
namstu. Ecnn yctponcteo He nogaepxumeaeTt CF, dann KoHdurypauum xpaHuTcs TOMbKO BO
FLASH. Ecnu vyctponcteo nogaepxusaetr CF, ann  KOHurypaumm XxXpaHuTca BO
FLASH-namatn unn CF. Ecnn yCcTpOMCTBO noagepXusaeTt MyNbTUKOHUrypaunoHHbIA ann,
OHW AOMKHbI UMeTb pacwmpeHune .cfg, uma no ymonyanuio startup.cfg. Ecnm yctponcTeo He
noggepXxmeaeT MynbTUKOHUIYPAUNOHHBIM hans, nms danna HavanbHOW KOHurypaumm
OOIKHO 6bITh startup-config.

Running configuration file: 910 Tekywas (running) nocnegoBaTeNbHOCTb KOMaHA
KOHdourypaumm, ncnonbayemas nporpammon. Tekywmin KOHpUrypaumnmoHHsin doann XpaHUTca B
onepaTtuBHon namsaTh. B npouecce paboTbl TekyLwasn koHdurypaumsi running-config Moxet ObITb
coxpaHeHa n3 RAM Bo FLASH-namaTtb komaHgon «write» unm «copy running-config startup-
config».

Factory configuration file: dann koHdurypauumn, nocTaBnsemblii C NpPOrpamMmMon, Tak
Ha3biBaembi factory-config. Onst Toro, ytobbl 3arpy3antb 3aBOACKOM hansi KoHUrypaumm u
nepesanuncatb ann HavanbHOM KOHUrypaumm, Heobxogumo BBECTM KOMaHAbl erase startup-
config, a 3aTem nepesarpy3antb NporpaMmmy.

2.2.3. NMpumep o6HOBNEHUA NpoLINBKKU Yepe3 FTP/TFTP

HacTtpoinkn ognHakosbl ans IPv4- n IPv6-agpecoB. Ha pucyHke 2-2 npumep 3arpy3ku nos.stk
danna FTP/TFTP-knneHTOM nokasaH Tonbko ans IPv4-agpeca.
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PucyHok 2-2. 3arpy3ska nos.stk coarina FTP/TFTP-knueHTOM

CueHapun 1: wucnonb3oBaHue nporpammbl B KadectBe FTP/TFTP-knueHTta. [Mporpamma
COeauHAEeTCS O4HMM U3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOpPLIN saBnseTcsa FTP/TFTP-cepeepom
¢ IP-agpecom 192.168.1.2, nporpamma pencteyet kak FTP/TFTP-knuneHt, IP-agpec
uHtepdenca VLAN1 nporpammbl 192.168.1.2. Tpebyetcsa 3arpysutb ¢pann "nos.stk" ¢
KOoMMbloTepa B nporpammy.

[anee onucaHa npoueaypa oOHOBNEHMS NPOrpamMmmbl:
switch#copy tftp://192.168.1.2/nos.stk backup

1Y [0 o [T TFTP
SetServerIP.......cccoiiiiiis 192.168.1.2
Path ., /

Filename ... nos.stk
Data TYPE ...cevvveeeeiicieie e, Code
Destination Filename..................... backup

Management access will be blocked for the duration of the transfer.
Are you sure you want to start? (y/n) — gna FTP

switch#copy ftp://switch@192.168.1.2/nos.stk backup
Remote Password:*****

MOAE. ... FTP
SetServer P, 192.168.1.2
Path ., /

Filename ..., nos.stk
Data TYPE ...coovvveeiiiieee e, Code
Destination Filename..................... backup

Management access will be blocked for the duration of the transfer.
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Are you sure you want to start? (y/n) - ana TFTP

switch #boot system backup
Activating image backup .. — Bbibupaem next-active stk-cann

switch#show bootvar

Image Descriptions

active:
backup:

Images currently available on Flash
unit active backup current-active next-active

1 8.1.0.3 8.1.0.4 8.1.0.3 8.1.0.4

2.3. KoHdurypmnpoBaHue nopTtoB

2.3.1. BBepeHue

B nporpamme cywecTByloT KabemnbHble U kKOMOGO-nopThbl. KomGo-nopT MoxeT ObiTb
ckoHdurypmpoBaH kak 1000GX-TX-nopT, Tak 1 kak ontnyeckmin SFP Gigabit-nopT.

Ecnu nonb3oBatenb Xo4yeT CKOHpUrypmpoBaTb CeTEBOM MOPT, OH MOXET BBECTM KOMaHOy
«interface ethernet <interface-list>» aons Bxoga B COOTBETCTBYIOLNA PEXUM KOHGUrypaumm
nopta, rge <interface-list> cogepxut oauMH wunn Heckornbko noptoB. Ecnum <interface-list>
COAEPXMUT HECKOSTbKO MOPTOB, HOMEpPa NOPTOB pa3gensTcsa cneynanbHbIMM CUMBOSIAMU «,» U
«-», TAe «,» UCNonb3yeTca AN nepeyvncrieHns nopToB, a «-» — AN yKasaHusa AuanasoHa
HoMepoB NopToB. [NMonoXxunm, onepaumsi 4OMMKHA ObITh BbiNONHeHa Hag noptamu 2,3,4,5. Toraa
KomaHga byaet BbirnsageTb Tak «interface ethernet 1/0/2-1/0/5». B pexxume koHurypaumm nopta
MOXHO M3MEHSATb CKOPOCTb, PeXUM Aynrekca W HacTpamBaTb ynpaBneHue Tpaddukom, npu
3TOM [aHHble WN3MeHeHMs1 TpebyloT COOTBETCTBYIOLUMX WM3MEHEHWA Ha OTBETHbIX CEeTEBbIX
noprax.

2.3.2. NMpumep KOHDUrypupoBaHUs nopTa
(Config)#interface 1/0/2

(Interface 1/0/2)# bandwidth-control 1024 both/orpaHuyeHve nonocbl MpPoOMycKaHUs
uHTepdenca B kbps.

BkntoveHune yHkumMoHana storm-control:

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/11)#storm-control broadcast
(Switch) (Interface 1/0/11)#storm-control broadcast rate 64
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(Switch) (Interface 1/0/11)#storm-control multicast

(Switch) (Interface 1/0/11)#storm-control multicast rate 64
(Switch) (Interface 1/0/11)#storm-control unicast

(Switch) (Interface 1/0/11)#storm-control unicast rate 64
(Switch) (Interface 1/0/11)#exit

(Interface 1/0/2)#speed 100 full-duplex/KoHdurypmpoBaHume cKoOpocTU M Aynnekca MHTepdeinca.
2.4. KondurypupoBaHue VLAN

2.4.1. HavyanbHble cBeageHusi o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas nokarnbHasi CeTb) — TeXHOsorus,
pasgenswowan rnormdyeckme agpeca YCTPOWCTB B CeTW ONs OTAENeHUs CEerMeHToB ceTu B
3aBMCUMOCTM OT (PYHKUMIA, BbINOSIHAEMbIX YCTPONCTBaAMM, MNPUIOXKEHUA unnM TpeboBaHui
ynpasnennsa. Takum o6pasoM, BUpTyarnbHble foKanbHble Pynnbl MOryT OpMUPOBaTbLCH
He3aBUCMMO OT dmn3nyeckoro pacnonoxerus yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q pana crangaptusauumn npumeHeHus VLAN. VLAN Ha kommyTtaTope paboTaeT B
COOTBETCTBMM C 3TUM NpoTokonioM. OcHoBHas naes TexHonornm VLAN B Tom, 4TOObI pasgenuTb
ANHaMnyeckn GonbLUy NOKanNbHYK CeTb HAa HEeCKONbKO He3aBMCUMBbIX LUMPOKOBELLATENbHbIX
AOMEHOB B COOTBETCTBUM C TpeboBaHNSMU, NPeabsBNSAEMbIMA K CETU.

Kaxabi wnpokoBelatensHbln gomeH Ha pucyHke ansetcad VLAN. VLANbI umetoT Te xe
CBOWCTBA, 4YTO W (pu3ndeckme ceTn, 3a UCKNMOYeHMem Toro, 4yto VLAN — nornyeckoe
obbeanHeHne, a He duandeckoe. MNoatomy obbegmHeHne VLANOB MOXeT co3gaBaTbCsi BHE
3aBUCMMOCTN  OT  (OM3MYECKOro  pPacnosfioKeHus YCTPOMUCTB U LUMPOKOBeLLaTemNbHbIN,
MHOronosb30BaTeNbCKMN U 04HOMONb30BaTeNbCkMA Tpaduk BHYTpU VLAN oTaeneH oT gpyrux
VLANoB. bnarogaps BblwenepeyncrneHHbiM ocobeHHocTaM, TexHonormss VLAN obecneunsaet
cnegyoLwime npevmyLlecTaa:

e yny4llaeTcsi NPOM3BOANTENBHOCTb CETH;
e 3KOHOMSTCH CeTeBble pecypchl;

e yNpoLlaeTcs ynpaBneHne ceTbio;

e CHWXaeTcs CTOMMOCTb CeTH;

e yny4uwaeTtcsi 6e30nacHOCTb CeTu.

Ethernet-nopTbl KOMMyTaTOpa MOryT paboTaTb B TPEX pasfMyHbIX pexumax: Access, Hybrid
Trunk. Kaxxgbii pexxum nMmeeT CBOK cnocob nepechiniki NakeToB, ¢ MeTKon unn 6e3. MNopTbl TMNa
Access npuHagnexat Tonbko ogHoMy VLAN. OBbIMHO OHM MCMONb3YTCA AN NOAKITHYEHUS K
komnbtoTepy. MopTel Tna Trunk No3BonAlT nepecbinaTte naketbl Heckornbknx VLANoB. OHu
MOryT WCMONb30BaTbCA AN COeOUHEHUS MexZy KOMMyTaTopamMu UnM  MNOAKMHYEHUS
nonb3oBaTenbCkux ycTponcTs. lMopTbl TMNa Hybrid Takke NO3BONAIOT MNepechbinaTb NakeTbl
Heckonbkux VLANoB. OHM MOryT MCnonb3oBaThCA A5l COEANHEHNS] MEXOY KOMMYTaTtopaMn Unm
NOAKMNIOYEHNS NONb30BaTENbCKUX YCTPONCTB. [NopTel TMNOB Hybrid n Trunk npnHumatloT gaHHble
no o4HOMY arnropuTMy, HO MeTOAbl OTMPaBKN AaHHbLIX OTNM4YalTCca: nopTel Tuna Hybrid moryT
oTnpaenaTb nakeTbl B pasnnyHble VLANbLI 6e3 meTkn VLANa, Torga kak noptbl Tvna Trunk
oTnpaBnsalT naketbl pas3nuyHblx VLAN Tonbko ¢ metkon VLANa, 3a ucknioyeHnem VLAN,
NPONMCaHHOro Ha NopTy Kak native.

2.4.2. NMpumep koHduUrypuposaHus VLAN

(Switch) #vlan database
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(Switch) (Vlan)#vlan 1-100

(Switch) (Vlan)#

(Switch) (Vlan)#exit

(Switch) #configure

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#switchport mode trunk

(Switch) (Interface 1/0/1)#switchport trunk allowed vlan 1-100

2.5. KoHdurypupoBaHue pyHKLMUMN U30NALUN NOPTOB

2.5.1. HayanbHble cBeaeHNs 0 PYHKLMN U3ONALMN NOPTOB

M3onauua noptoB — 3TO HesaBuMCUMasi MOPTO-OPUEHTMPOBaHHAA (pyHKUMA, paboTaroas
Mexay noptamu, KoTopasi N3onNupyeT NOTOKM pasfiMyHbIX NOPTOB Apyr oT Apyra.C nomoLybto
3TON (PyHKUMM Nonb3oBaTeNb MOXET nsonuposatb NopThl B Nnpegenax VLAN ans coxpaHeHus
pecypcoB VLAN un ycuneHus cekpetHocTn cetu. [locne Toro, kKak aTta yHkuma 6Oyget
CKOHMrypypoBaHa, nopTbl B rpynne W3ofMpoOBaHHbIX NOPTOB OyayT mM3onupoBaHbl ApYyr OT
apyra, B TO BpeMsi Kak nopTbl U3 pasnuuHbIX rPynn nU3onsauum uianm Hen3onupOoBaHHbLIX MOTyT
nepechbinatb [aHHble OPYr OpYry COBEPLUEHHO HopmanbHOo. Ha kommyTatope MoxeT ObiTb
CkoHMrypmpoBaHo He 6onee 3 rpynn U3onaumMm nopToB.

2.5.2. MNpumep koHUrypaumm yHKLUN N30ONALUU NOPTOB

(Switch) (Config)#switchport protected 0 name group_1
(Switch) (Config)#interface 1/0/1-1/0/10
(Switch) (Interface 1/0/1-1/0/10)#switchport protected 0

2.6. KoHdurypauma cpyHKuMM nsonsumm nopTtoB

2.6.1. BBeaeHune B hyHKLMIO N30MALIMM NOPTOB

N3onauma nopToB — 9TO He3aBUCUMMasi MOPTO-OPUEHTUPOBaHHAs yHKUMs, paboTarowas
Mexay noptamu, KoTopas U3onupyeTt NOTOKW pasnuyHbiX NopToB Apyr oT gpyra. C nomoubo
aToM PYHKUMKM NoNb3oBaTesnb MOXET U3onuposaTb NopTel B npegenax VLAN gna coxpaHeHus
pecypcoB VLAN un ycunenms cekpeTtHoctn cetu. [locne Toro, kak ata dyHkuus Oyget
CKOH(pUrypvpoBaHa, nopTbl B rpynne M30nMpoBaHHbIX MOPTOB OyAyT n3onupoBaHbl ApYr OT
apyra, B TO BpeMsi Kak MopTbl U3 pasnuyHbIX rpynn U3onsaumMm Unv Hen3onmpoBaHHbLIX MOTYT
nepecbinatb AaHHble Apyr Apyry COBEPLUEHHO HopmanbHO. B nporpamme moxeT 6biTb
CkOHGMIrypnpoBaHo He bonee 3 rpynn M3onsaumm NopToB.

12

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

OcCHOBHbIE HaCTPOWKM NporpaMmmbl W
2.6.2. TunoBble npumMmepbl QYHKUUM U3ONALUM MOPTOB MNOKasaH Ha
pucyHke 2-3.

e1/0/15

VLAN

e1/0M1

PucyHok 2-3. Tunosble npuMepbl PYHKLMN N30NALMM NOPTOB

MopTtbl €1/0/1, €1/0/10 n e1/0/15 Bce npuHagnexat kK VLAN 100. TpeGoBaHue 3akntioyaeTcs B
TOM, YTOObI Nocrie BKNIYEHUA OyHKUMM n3onaumm noptos B nporpamme switch1 noptel €1/0/1
n e1/0/10 B nporpaMmme He MOIMNKU CBA3bIBATbCA APYr C APYroM n oba MOrnm cBA3biBaTbCS C
noptom e€1/0/15, cMmoTpAWMM B ceTb. TO €CTb, CBSI3M MexXAy NoObIMM napamMu HU3 nexalumx
NMOPTOB HET, U B TO XXe BpPeMs CBSA3b MexXay MobbiM HKenexawmm 1 BbILLECTOSALWMM NOPTOM
paboTaeT. BhilwecToAwmin nopt MoxeT paboTaTb C MobbIM NOPTOM HOPMasbHO.

KoHdurypaums nporpammbl S1:
(Config)#switchport protected 0
(Config)#interface 1/0/2-1/0/10

(Interface 1/0/2-1/0/10)#switchport protected 0

(switch) #show switchport protected 0

Member Ports:

1/0/2,1/0/3,1/0/4,1/0/5, 1/0/6,1/0/1,1/0/8,1/0/9, 1/0/10
2.7. KoHdhurypaumsa cpyHKuMM pacno3HaBaHUA NeTNIN Ha NOPTY

2.7.1. BBegeHue B hyHKLUIO pacno3HaBaHUA NeTnm

C pasBuTMEM CeTEBbIX YCTPONCTB, BCe Gornblle 1 Gonblue Mnonb3oBaTernen NogKIoYalTcs K
cetn yepes Ethernet-nporpammbl. B NpoOMbILNEHHBIX CETAX MONb3oBaTENWN MOMyYaloT SOCTYN
Yyepes nNporpaMmbl 2-r0 YpOBHSA, YTO MpeabsBnseT cTporve TpeboBaHWA K B3anMOOENCTBUIO
MeXay YCTPOMCTBaMU Kak BHELLHEW, Tak 1 BHyTpeHHewn ceTu. Koraa TpebyeTtca B3aMmoaencTame
Ha 2-OM ypoBHe, COOOLEeHNe OOIMKHO OTNPaBnATbCs TOYHO B cooTBeTcTBMM ¢ MAC-agpecom
ONA KOppeKkTHOM paboTbl Mexay nonb3oBaTensMu. YCTPOMCTBA BTOPOro YPOBHS 3arnoMUHAOT
MAC-agpeca, nsy4dasa sxogsawme MAC-agpeca UCTOYHNKOB MakeToB, U MPY NOCTYMIEHNN NakeTa
C HEN3BECTHbIM aapecoM UCTOYHMKA OHM 3anuceiBaloT ero MAC-agpec B Tabnuuy, 3akpennas
ero 3a nopToMm, OTKyAa npuwen 3ToT nakeT. Takum obpasom,criefyowmn naket ¢ AaHHbIM
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MAC-agpecom B KayecTBe nopta Ha3HauveHust ByaeTt oTnpaBneH cpasy Ha 3TOT NopT. To ecTb
agpec cpasy hukeupyeTcs Ha NopTy AN OTNPaBK/M BCEX NMAKETOB.

Korpa naket ¢ MAC-agpecom MCTOYHUKA, yXKe 3anOMHEHHbIM MPOrpaMMON, NPUXOaUT Yepes
Apyron nopT, 3anucb B Tabnuue MAC-agpecoB n3mMeHsieTca Takum obpa3om, 4Tobbl nakeTbl C
AaHHbIM MAC-agpecom Hanpaensnucb Yyepes HOBbIM MOPT. B pesynbTaTte, ecnu Ha y4vacTke
Mexay ABYyMsi agpecatamum cyllecTByeT kakas-nubo netns, sce MAC-agpeca 13 cetu BTOpOro
ypOBHs ByayT nepecbinaTtbCs Ha TOT NopT, rae cywectsyeT netns (06bivHo MAC-agpeca B 9TOM
criydae C BbICOKOW 4acTOTOW MEepeKnoyaroTcs C OOHOro mopTa Ha ApYron), YTO Bbi3biBaeT
neperpysky u notepto paboTocnocobHocTM ceTu 2-ro ypoBHs. BoT noyemy Heobxoaumo
NpoBepATb HanuMyve neTnu Ha ceTeBbiX nopTax. Korga Ha nopTy onpegenseTca netns,
obHapyxuBLLEe ee YCTPOWCTBO AOSMPKHO MOcnaTb MpeaynpexaeHne B CUCTEMY ynpaBneHus
CeTblo, NO3BONSAA CETEBOMY afiMMHUCTpaTOPy OOHApYXnTb, NOKanNn3oBaTb U pewnTb Npobnemy
B CETU.

MockonbKy, cuctema obHapyXeHusi neTenb MOXeT aBTOMaTUYeCKM MPUHMMATb peLueHuss o
HanMYuM nNeTnu B COEAMHEHUM U ee UCYE3HOBEHWUW, YCTPOMCTBA C (DYHKUMSMU KOHTPOMNS Ha
noprtax (Takumx, Kak U3onsums MOPTOB U KOHTPOMnb 3a 3anomuvHaHnem MAC-agpecoB) MoryT
3HAYMTENbHO CHU3WUTb Harpy3Ky C CETEBOr0 agMUHUCTpaTOpa, a TakKe YMEHbLUUTb BPeEMSs
peakumu Ha npobnemy, MUHUMU3NPYS BO3OENCTBUE NETNN Ha CETb.

2.7.2. NMpumepbl (hpyHKLUM pacno3HaBaHUSA NeTnN Ha NOPTY

PucyHoK 2-4. TUNWYHBLIM NpUMeEP NOAKNI0YEHUS

B npuBegeHHOW HWXe KOHdWrypaumu, nporpamma onpegensieT CcywecTBoBaHME MNeTnn B
Tononorun ceTu. Nocne BKMYeHUS OYHKLMM pacno3HaBaHWUs NETNN Ha NOPTY, CMOTPSILLEMBO
BHELLUHIOI CeTb, mporpamma OyaeT yBeAOMNSATb MOACOEAVMHEHHYI0 CeTb O CyLLEeCTBOBaHWUU
NeTnn 1 KOHTPONUpPOBaTb MOPT MporpaMMbl Ans obecnevyeHusi HopmMarnbHON paboTbl AaHHOM
ceTw.

lMocnegoBaTenbHOCTL KOHGUIypaumm nporpaMmmbl:
(switch) (Config)#spanning-tree

(switch) (Config)#errdisable recovery cause bpdustorm
(switch) (Config)#errdisable recovery interval 300

(switch) (Config)#show errdisable recovery
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Errdisable Reason Auto-recovery Status

dhcp-rate-limit Disabled
udld Disabled
bcast-storm Disabled
mcast-storm Disabled
ucast-storm Disabled
bpduguard Disabled
bpdustorm Enabled
sfp-mismatch Disabled

Timeout for Auto-recovery from D-Disable state 300
2.8. HacTpouka Port channel

2.8.1. O6bwme cBegeHus o Port channel

[na noHumaHua TepMmmnHa nopT-kaHana (Port channel) Hago BBECTUM MOHATME rPynMbl MOPTOB.
pynna noptoB — 3TO rpynna u3anyecknx NOpToB Ha KOHMUrypaLMOHHOM ypoBHe. TomnbKo
dm3myeckne NopTbl B rpynne nopToB MOryT ObiTb 4acTbld OObLEAMHEHHOrO KaHana u cratb
yneHamu Port channel. JlTorndecku rpynna nopTos SBNAeTCA He NOPTOM, @ HaBopom NopToB.. [Npn
onpegeneHHbIX YCroBuAX uandeckme MopTbl B rpynne nopToB MO3BOMASAKT MOCPEACTBOM
obbeamHeHnst noptoB ccopmmpoBaTtb Port channel, koTopbin obnagaet BceMu CBOMCTBaAMMU
fiornyeckoro nopta U TakMMm 00pa3oM CTaHOBUTCS HE3aBWCUMbIM JIOMMYECKUM MOPTOM.
Arperauus nopToB — 3T0 abCTpakTHOE NOHATUE, NogpasyMeBatoLLee nog cobon obveanHeHne
Habopa NopToOB C OAUHAKOBLIMW CBOWCTBaMM B nornveckuii nopt. Port channel — 310 Habop
P13MYECKNX MOPTOB, KOTOPLIN JIOTMYECKN MCNOMb3YETCHA Kak OauH dmsnveckmii nopT. OH MoxeT
Mcnonb3oBaTbCs MNonb3oBaTeneM Kak oOblYHbIA NopT. OH He MoXeT He Tonbko Aob6aBuTb
NPOMNYCKHOM CNOCOOHOCTK Ha CeTb, HO M cnocobeH obecneunTb pe3epBnpoOBaHNE COEaNHEHUN.
O6blyHO 0ObeguHeHMe NOpPTOB  MCMOMb3yeTCd, Korga nporpaMma  MOAKM4YeHa K
MapLUpyTM3aTopy, KIIMEHTCKON CTaHUMW UK gpyrum nporpammam. Ha pucyHke 2-5 nokasaHo
arpervpoBaHve nopToB.

PucyHok 2-5. ArpermposaHue noptos

Kak nokasaHo Bbiwe, nporpamma S1 o6beanHun noptel B Port channel. MNponyckHas nonoca
Port channel paBHa cymme nponyckHbix cnocobHocTen veTblipex nopTtoB. Koraa Heobxoanmo
nepegatb Tpauk ¢ nporpaMmmbl S1 Ha S2, pacnpegeneHve Tpaduka byaeTt onpenenaTbcs Ha
ocHoBe MAC-agpeca uctodHuka n mnagwero éuta MAC-agpeca npvemHuka. B pesynbtate
BblUYMCINEHU onpedensieTcs, Kakon nopT OyaeT nepepasaTe Tpaduk. Ecnv ognH nopt B Port
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channel HencnpaBeH, Tpaduk OyaeT nepepacnpenenaTbCs Ha Opyrme nopTbl NOCPEACTBOM
anroputma pacnpegeneHus. JaHHbIA anropuTt™ NoaaepxuBaeTcs annapaTHo.

[nsa npasunbHon paboTbl Port channel Heo6xoaumo cobnogaTh cnegyroLimne ycrnoBus:

1. Bce nopTbl paboTaloT B pexume NosiHoro Aynrekca.
2. Bce nopTbl UMeOT 0ANHAKOBYHO CKOPOCTb.

3. Bce noptbl ABnstoTCS NopTamum gocTtyna u npuHagnexat ogHomy VLAN, unu Bce oHu
SIBMSIOTCH TPAHKOBLIMUW NOPTaMU UMK OHU BCE rMOpUAHbIE MOPThI.

4. Ecnu Bce NopThl ABASOTCSA TPAHKOBLIMU U TMBpuUaHbIMK, TOraa
CKOHpurypmpoBaHHble Ha Hux gonyctumble VLAN n ocHoBHoM VLAN OmKHbI ObITh Y
BCEX OANHAKOBLIMMU.

Ecnn Port channel ckoHurypmpoBaH Ha nporpaMmme BpPYYHYK UMM OUHAMMUYECKU, cuctema
aBTOMAaTMYECKN Ha3Ha4aeT NopT C HaMMeHbLUMM HOMepPOM MacTep-nopTtom Port channela. Ecnin
B MporpaMMe akTMBMPOBAH MPOTOKOM sSpanning tree, npoTOKON MNOCTPOEHMS OepeBa
BocrnpuHumaeT Port channel kak normyeckmn nopt u nocbinaet BPDU nakeTbl u4epes
MacTep-noprT.

Ob6beanHeHe NOPTOB XECTKO CBA3aHO C annapaTHOW 4acTbio nporpammbl. [Mporpamma
No3BONSET arperMpoBaTb COEAUHEHNS MeXAY NoObIMY ABYMSI NpOrpamMmmamMu.

lMocne TOro, kak MOPTbl arperMpoBaHbl, MX MOXHO WCNONb30BaTb, Kak OObIYHbIA MNOPT.
lMporpamma uvMeeT BCTPOEHHbLIN pPEeXUM KOHPUIYPUPOBaHUA UHTepdenca arperauum,
nonb3oBaTerb MOXET CO34aBaTb COOTBETCTBYHOLLYIO KOH(IUIYpaLMIO B 3TOM pPEXMME TOYHO Tak
Xe, Kak rnpu koHdurypuposaHum VLAN nnm cpmnsmyeckoro nHTepdenca.

2.8.2. Obwume cBegeHunss o LACP

LACP — npoTtokon, 6asupyowminca Ha ctangapte IEEE 802.3ad, u peanuayowmin MmexaHmam
OnHammyeckoro ob6beanHeHnsa kananos. Npotokon LACP mcnonbayeT naketol LACPDU (Link
Aggregation Control Protocol Data Unit) gns obmeHa nHgpopmaumern ¢ OTBETHbIMM MOPTaMM.

Mocne Toro, kak npotokon LACP BkntoueH Ha NOPTY, AaHHbIA NOPT nocbiiaeT naketsl LACPDU
Ha OTBETHbI NOPT CoeanHeHus, yBeaomnsasa o npuoputete cuctemsl, MAC-agpece cuctembl,
npuoputeTe nopTa, maeHTudukaTope nopta M Kode onepauun. Korga OTBETHbIM NOPT
nony4yaeT 3Ty MHQOpMaUKUIo, OHa CpaBHMBAETCH C MHGOPMaUMENn O APYrnxX nopTax, KoTopble
MOryT 6bITb 06beauHeHbl. COOTBETCTBEHHO, 06E€ CTOPOHbl COEOMHEHUS MOryT AOCTUYb
cornaleHusi O BKITKOYEHUW UMM UCKINIYEHMM NopTa U3 AUHAMUYeCckon 06 beAMHEHHOW rpynnbl.

Kntoy onepaumm co3gaetcsi NPOTOKONIOM B COOTBETCTBMM C KOMOWMHauuMen napameTpoB
KOHpurypauum (CKkopocTb, Aynnekc, 6asoBasi KOHuUrypauusi, K4 ynpaereHusi) MopToB,
KoTopble 6yayT 06beanHATLCS.

Mocrne BKN4YeHMs NpoToKona AnHamMmyeckoro oo6beamHeHmst noptos (LACP), kntod ynpasneHns
no ymon4yanuto paeeH 0. [Nocne ctatnyeckoro oobegnHeHus nopTtoB nocpencTsom LACP, krtoy
ynpasrieHns nopta Takow xe, kak ID o6beanHeHHOM rpynnbl.

Mpv AMHamMU4eckom o6beaMHEHUM NOPTOB BCE YNeHbl OAHON rPynMbl MMEKT OAMHAKOBbLIN KoY
onepaumn. Mpu ctatnyeckom 06beaNHEHNM TONbKO aKTUBHbLIE MOPTbl UMEKT OANHAKOBLIN KItoY
onepaumu.

2.8.2.1. Ctatuyeckoe oobeanHeHue LACP

Cratnyeckoe obbeanMHeEHWE BbINOMHAETCA MyTeM KOH(UIypupoBaHUSA MNONb3oBaTeneM U He
Tpebyet npotokona LACP. [lpu koHdburypupoBaHun cratmyeckoro LACP-o6beamHeHus,
NCMonb3yeTcs pexunuM «on» AN BKAYEHUA nopTa B rpynny arperaumm.
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2.8.2.2. AnHamun4eckoe o6beanHeHue LACP

1. OOwwme nonoxeHmsa aguHammdeckoro oobeanHeHmns LACP.

OunHamnyeckoe oO0beauHeHne — 310 0O0beauHeHue, co3gaBaemoe/yaansemoe CUCTEMOM
aBTomaTtmyeckn. OHO He NO3BONSAET NOMb30BaTENSIM CAMOCTOATENBHO A06aBNATL UK yaanaTb
nopTel M3 AMHamudeckoro obbeamHeHnss LACP. TlopTbl, KOTOpble WMEKT OAVHAaKOBbIE
napamMeTpbl CKOPOCTU M Aynnekca, NOAKMIYEHHbIE K OOQHUM U TEM Xe YCTPOMCTBaM, MMetoLLme
O MHaKOBYO KOH(pMrypaumio MoryT ObiTb AMHaMmnyeckn obbeamHeHbl B rpynny. B cnyyae, ecnu
TONbKO OAWH MOPT MOXET co3daBaTb AMHaMU4Yeckoe oObeauHeHue, 3TO HasbliBaeTcs
ofHonoptoBbiIM 06beanHeHeM. MNpn anHammyeckom o6beanHeHnn LACP-npoTokon Ha nopTy
JOJKeH ObITb BKITIOYEH.

2. Pexumbl NnopToB B OVHaMUYeCKOMn rpynne obbeanHeHus.

B anHamumyeckon rpynne ob6beanHeHns nNopTbl UMEKT ABa cTaTyca — BblbpaHHbIn (selected)
unn «B oxugaHumy» (standby). O6a Tuna nOpTOB MOryT nocbinatb U MNPUHMMAaTb NakeTbl
npotokona LACP, HO nopTbl B cTaTyce «OXuAaHusa» He MOryT nepechinatb AaHHble.

MockonbKy CyLLIEeCTBYeT OrpaHM4YeHMe Ha MaKCUMarnbHOE KONMYECTBO MOPTOB B rpynne
arperauum, ecnun TekyLmuii HoMep nopTa NpeBbIlaeT npeaen B rpynne, Toraa YCTPOWCTBO Ha
O[HOM KOHLIEe CoeaNHEHMS [OrOBapnBaeTCs C YCTPOMNCTBOM Ha APYrom KOHLE AN onpeaeneHus
cTaTyca nopTa B COOTBETCTBUM C MOEHTUDUKATOPOM NopTa.

ATanbl cornacoBaHunsa cneayoLume:

CpaBHeHwue ngeHtudunkatopos (ID) yctponcTts (npuoputeT cucteMbl 1 MAC-agpec cuctemsl).
CHavana cpaBHMBaKOTCA NMPUOPUTETHLI cUCTeM. Ecnv oHM oamHakoBble, Torga cpaBHMBAKOTCA
MAC-agpeca yCTPOMCTB. YCTPOMCTBO C MEHbLWNM WOEHTUPUKATOPOM MMEET BbICLUNIA
npuopuTer.

3aTtem ngeT cpaBHeHWNe NaeHTUUKaTOPOB NOPTOB (NPUOPUTET NOpTa N naeHTUdMKaTop nopTa).
[ns Kaxxgoro nopTa Ha CTOPOHE YCTPOWCTBA C HaMBLICLLUMM NPUOPUTETOM CUCTEMbI CHayana
CpaBHMBAKOTCA NpUOpPUTETHI NOPTOB. ECnn mpuopuTeTbl OAMHAKoBblE, TOrga CpPaBHUMBAKOTCA
naeHtudpmkatopbel nopToB. [lOPT C HAMMEHbLWMM WOEHTUUKATOPOM MNopTa CTaHOBMUTCH
BblOpaHHbIM (selected), a ocTanbHble CTAHOBATCS B PEXUM «OXugaHme» (standby).

B rpynne o6beauHeHus NopT ¢ HAUMEHbLUMM MOEHTUPUKATOPOM U CTaTyCOM «BblOpaHHbLIN»
CTaHOBMTCS MacTep-nopToM. [pyrme nopTbl CO CTaTyCOM «BblOpaHHbIA» CTAaHOBSITCS YneHamu
rpynnbi.

2.8.3. MNpumepbl ncnonb3oBaHua Port channel

BapuwaHt 1 — Hactpownka Port channel gns npotokona LACP. Ha pucyHke 2-6 nokasaHa
KOoHdurypaums nopta-kaHana B LACP.

PucyHok 2-6. KoHdurypauma nopta-kaHana 8 LACP
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NmeeTca ase nporpammbl S1 1 S2. MopTel 1, 2, 3, 4 Ha nporpamme S1 — nopTbl JocTyna n
nobasneHbl B rpynny 1 B akTuBHOM pexume. MNopTbl 6, 8, 9, 10 Ha nporpamme S2 — Toxe NopTbl
aoctyna n gobaeneHbl B rpynny 2 B NaCCUBHOM pexume. Bce nopTbl coegmHeHbl kabenamu.

3Tanbl KOHUrypauumn nokasaHbl HUXE:
Switch1 (Config)#interface 1/0/1-1/0/4

Switch1 (Interface 1/0/1-1/0/4)#addport lag 1
Switch1 (Interface 1/0/1-1/0/4)#interface lag 1
Switch1 (Interface lag 1)#no port-channel static

Switch2 (Config)#interface 1/0/6-1/0/10

Switch2 (Interface 1/0/6-1/0/10)#addport lag 2

Switch2 (Interface 1/0/6-1/0/10)#lacp actor admin state passive
Switch2 (Interface 1/0/6-1/0/10)#interface lag 2

Switch2 (Interface lag 2)#no port-channel static

Switch2 (Interface lag 2)#lacp actor admin state passive
2.9. besonacHoOCTb NOpPTOB

2.9.1. BBepgeHue B 802.1x

MpoTokon IEEE 802.1x peanusyeT MeToA4 ynpasneHus JOCTYNOM K CETU Ha OCHOBE MOPTOB, OH
ynpasndaeT ayTeHTudukaumen n ycTpomcteaMmm OOCTyna Ha (puandeckoMm ypoBHe JocTyna K
ceTeBbIM yCcTponcTBaM. Ha dmsmyeckom ypoBHe JOCTyNa B JaHHOM Criydae HaxogaTcs nopThbl
nporpammbl. Ecnv nonb3oBaTtenbckne yCTpPOWCTBA, MOAKMYEHHbIE K 9TUM MopTam, yaaeTcs
noeHTNMLMPOBaTh, OHU NOMyYalT AOCTYN K pecypcam JloKarnbHOW ceTu, B NPOTUBHOM cry4yae
poctyn 6ygeT 3anpeweH, YTO BO MHOrOM 9KBMBASNEHTHO (PU3MYECKOMY BbIKIIOYEHUIO.
Ctangaptbel IEEE 802.1x onpeaenstoT NpOTOKON ynpaBfeHWsa AOCTYNOM K CETU Ha OCHOBE
noptoB. [MPOTOKON MPUMEHUM K COEAMHEHUIO TOYKa-TOYKa Mexay YCTPOMCTBOM AOCTyna U
nopToM JOCTyna, npu 3TOM MOpT MOXEeT OblTb NOrmyeckum unn usmyecknm. B tunuyHom
crny4ae oavH U3nYeckuin NopT NPorpaMmMbl NPUCOEANHEH TOMBKO K OAHOMY TEPMUHUPYOLLEMY
YCTPOWCTBY (MMetoLemMy onsnyeckne nopTobl).

ApxutekTypa IEEE 802.1x nokasaHa Ha pUCyHke 2-7.
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PucyHok 2-7. Apxutektypa IEEE 802.1x noka3aHa Ha pUCYHKE HUXeE.

ApxuTtekTtypa IEEE 802.1x cocTouT 13 Tpex yacren:
®  KIWEHTCKOWM CUCTEMbI (MOMb30BaTENbCKOE YCTPOMCTBO A40CTYyNa);
® ayTEHTUULMPYIOLLIEN CUCTEMBI (YCTPONCTBO yNpaBneHns 4OCTYrNom);
e cepBepa ayTeHTudukauuu.

Baanmogencteue nonb3oBaTenbckoro yctponctea goctyna (PC) m ycTponcTBa ynpaBneHus
goctynom (nNporpamma AocTtyna) npoucxoauT no npoTokony EAPOL, onpeaeneHHoro
ctaHgaptamm IEEE 802.1x. Bsaumopgeincteue cepBepa ayTeHTUdMKauMMm C YCTPOMCTBOM
ynpasrneHns AOCTYynoM Mpoucxoaut no npoTtokony EAP. [aHHble ayTeHTudukaumm
nHKancynupytotcs B nakeTbl EAP. lNakeT EAP nepegaetca B naketax npoTokonoB Gonee
BbICOKUX ypoBHeNR, Hanpumep, RADIUS n, nponas yepes CnoxHyo ceTb, NoONagaeT Ha cepsep
ayTeHTMdumKaumu.

MopTbl, KOTOpblE NpefocTaBnNsAeT YCTPOMCTBO yNpaBreHns AOCTYNOM Ha YpOBHe nopTta, MOryT
ObITb BMPTYanbHbIMW NOpTaMn ABYX TUMOB: ynpasBnsieMble MOPTbl U HeynpasrsieMble MopThl.
HeynpaBnsembli NOpT Bcerga HaxoauMTCs BO BKIMHOYEHHOM COCTOSIHMM B 060MX HanpaBrieHUsax
nepedadn naketoB ayteHTUukauum EAP. Ynpasnsewmbiid nopT, KOrga OH aBTOPU3OBaH Ha
nepegadvy Tpaduvka ¢ KoMMyTauMen nakeTos, Bcerga dyaet B NOAKMHOYEHHOM COCTOSHUKU. Ecnm
nopT He aBTOPU30BaH, TO OH BbIKMIOYEH U Nepefayva NakeToB HEBO3MOXHA.

Mpn IEEE 802.1x, nporpamma WCMOMb3yeTcsl Kak YCTPOWCTBO YyMpaBfieHUs OOCTYNOM;
nogkroyaeMoe Mnosb3oBaTEfIbCKOE YCTPOMCTBO — 3TO YCTPOMCTBO C KnmeHtckum [0,
nogaepxuatowmm 802.1x. CepBep ayTeHTUdMKaumMm o6blMHO HaxoauTcs B AAA-LeHTpe
onepatopa u o6bI4HO aBnsieTca RADIUS-cepeepom.

Ona ynydweHna 6e3o0nacHOCTM U ynpaBrieHUs B MporpaMme peannsoBaHO pasnuyve Mexay
Nnofb3oBaTeNbCKMM AOCTYNoM M ayTeHTudukaumen IEEE 802.1x Ha ocHoBe MAC-agpecos.
Tonbko ayTeHTUdUUUPOBaAHHbIE MOMb30BaTENbCKME YCTPOMCTBA A0CTYNa, MOAKMOYEHHbIE K
OLHOMY M TOMY e u3nmyecKkomy nopTy, MOryT rnonyvartb OOCTyn K ceTn. HeaBTopn3oBaHHbIE
YCTPOWCTBA He MoslyyaTt AOoCTyna B ceTb. Takum obpas3om, gaxe ecnv kK ogHOMY dU3n4eckomy
NnopTy MNOOKMOYEHO MHOIO0 TEepMWHAroB, MporpaMma MOXeT ayTeHTUUMUMpPoBaTb WX WU
ynpaBnATb KaXabIM NONb30BaTENbCKUM YCTPOMCTBOM OCTYNa NMHOUBUAYaNBHO.

Ha ocHoBe (pyHkumn ayteHTudukauum 802.1x no MAC-agpecam peanusoBaHa
nonb3oBartenbckasa ayteHTudukaums 802.1x (IP-agpec + MAC-agpec + nopt). 310 no3sonseT
nonb3oBaTensM A0 MPOXOXAEHUS UMW ayTeHTMdMKaUMM nonyyatb OOCTYN K OrpaHU4eHHbIM
pecypcam. [py nonb3oBaTenbCKOM ynpaBneHum JOCTYNOM MMEETCS ABa pexnma: cTaHgapTHoe
ynpasrieHne 1 paclumpeHHoe ynpasnexue. Mpu ctaHgapTHOM Monb30BaTeNbCKOM ynpaBnieHumn
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AOCTYM K OrpaHMYeHHbIM pecypcamM He orpaHMYMBaeTcs, BCe NoNnb3oBaTenn nopta MMEeKT K HUM
AO0CTyn Ao ayTeHTudmkaumm. Mocne ayTeHTUdUKaLMM NoNb3oBaTeNN Nomy4aroT AOCTYM KO BCEM
pecypcam. Mpu pacluMpeHHOM Nofb30BaTeNbCKOM YNpaBreHn 4OCTYNOM TOMbKO creunanbHble
nonb3oBaTenu 00 ayTeHTUdMKauuM nonydYat AOCTYN K OrpaHuM4YeHHbiM pecypcam. [locne
NPOXOXOEeHNA ayTeHTUdUKaLMKN 3TW crneupanbHbie Monb3oBaTenn nonyyYat OOCTYM KO BCEM
pecypcam.

2.9.2. NMpumep koHcpurypaumm 802.1x + RADIUS.
KoHdurypaums 802.1x + RADIUS nokasaHa Ha pucyHke 2-8.

10.1.1.2

10.1.1.1 cepsep RADIUS
10.1.1.3

PucyHok 2-8. KoHdurypauma 802.1x + RADIUS

KomMnbloTep nogkntoYeH K nopTy 2 nporpammon. Ha nopTy BkntoveHa oyHKLUUS ayTeHTUdunKaumm
IEEE802.1, B kayecTBe MeToAda OOCTyna no yMOMYaHUIO MUCMNOSb3YeTcs ayTeHTMdMKaumMa Ha
ocHoBe MAC-agpecoB. IP-agpec nporpammbl 10.1.1.1. [lo ymonyaHuo nopTamu
ayTeHTUMMKALMM U y4eTa CETEBbIX CEPBUCOB SBNSAKOTCS COOTBETCTBEHHO nopT 1812 u nopt
1813. Ins BbinonHeHus ayTeHTUduKkaummn IEEEB02.1x B KOMNbIOTEPE YCTAHOBEHO KIUEHTCKOE
Mno.

(Switch) (Config)#radius server host auth "10.1.1.3" name "Default-RADIUS-Server"

(Switch) (Config)#radius server key auth "10.1.1.3" encrypted
1941ca8d99fc9209eade226bd848b3b7050129eccébf67ccbefb138ddelbs08b7dedb295c1991feb
b897813fab859d6d538d52015eb26e45a87hb3f1148bbd8686

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#dot1x port-control force-authorized
(Switch) (Interface 1/0/1)#description RADIUS_SERVER
(Switch) (Interface 1/0/1)#exit

(Switch) (Config)#dotix system-auth-control

(Switch) (Config)#aaa authentication dotlx default radius

20

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

OCHOBHbIE HAaCTPOWKKN MpOrpaMmbl " www.atech.ru |

(Switch) (Config)#show dotlx authentication-history 1/0/2
Time Stamp Interface MAC-Address VLAN ID Auth Status
Jan 01 1970 00:23:04 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:22:41 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:19:08 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:15:48 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:14:39 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized

(Switch) (Config)#show dotlx clients 1/0/1Logical

Interface......ccccovvevceiniieee, 0
Interface.......cccvvveveeeiiieeee, 1/0/2

User Name........cccceeevveveviineeeeeinnnnn, dotlxuser

Supp MAC Address........ccccceeeeeeeen. AC:22:0B:E7:BD:D9
Session TiIMe ....ooovvvevviiceeie e, 630

VLAN Id.ccieiiiieeee e, 3

VLAN Assigned. ........ccccoevveeeeniennns Default

Session TIMeout. ........cccevvvveeennnnn. 0

Session Termination Action........... Default

2.10. HacTpouka Tabnuubl MAC-agpecoB
2.10.1. O6wme cBepgeHunsa o Tabnuue MAC-agpecosB

Tabnnua MAC-agpecoB — 370 Tabnuua cooteeTcTBUn MAC-agpecoB yCTPOMCTB Ha3Ha4YeHNS
noptam nporpammbl. MAC-agpeca gensaTca Ha ctatuyeckne M guHamudeckme. Ctatudeckue
MAC-agpeca Bpy4HYI0 CKOHpUIypupoBaHbl Norib3oBaTtenemM, UMeOT HauBbICLUMA NPUOPUTET U
OENCTBYIOT MOCTOSHHO (OHM He MOryT ObiTb 3amelleHbl AuHamudeckum MAC-agpecamm).
[OuHamnyeckne agpeca 3anoMuHalOTCA NporpaMMoKn Mpu nepegaye nakeToB AaHHbLIX, U OHU
OENCTBYIOT orpaHn4eHHoe Bpems. Korga nporpamma nonyvaet dopenm gaHHbIX 4N NEPECHINKA,
oH coxpaHsieT MAC-agpec MCToYHMKa dpenma u COOTBETCTBYIOLNA €My MOPT Ha3HAYEHMSI.
Korga Tabnumua MAC-agpecoB onpawmBaetcs Ha npegmetT MAC-agpeca nNpuMeMHuKa, npu
HaxXOXOEeHUN HYXXHOro agpeca, nakeT AaHHbIX OTMPaBnseTCA Ha COOTBETCTBYHOLLMA MOPT, B
NPOTUBHOM Crly4ae nporpaMmma nepecbinaeT MnakeT Ha CBOW LUMPOKOBeLLATEeNbHbIA JOMEH.
Ecnn gunHamuuecknn MAC-agpec He BCTpevyaeTcs B MakeTax Onsi MEPECbIikM AnuTenbHoe
BpeMSsi, 3anncb 0 HeM ygansieTca n3 Tabnuusl MAC-agpecoB nporpamMmmbi.

[ns Tabnuubl MAC-agpecoB onpeneneHsl ABE onepauum:

1. TMMonyyeHne MAC-agpeca,;

2. OtnpaBka unu unbTpaumsa naketa aHHbIX B COOTBETCTBUM C Tabnuvuen
MAC-agpecos.
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2.10.1.1. Nony4eHune Tabnuubl MAC-agpecoB

Tabnmua MAC-agpecoB MOXeT ObITb NOCTPOEHA CTaTUYECKU UNK AnHamMmyeckn. CTaTuyeckum
KOH(hurypupoBaHnem HacTpamBaeTcs cooTBeTcTBuMe Mexagy MAC-agpecamu M noptamu.
OunHamnyeckoe obydyeHne — 3TO Mpouecc, korga nporpaMma u3ydaeT CBSA3U  Mexay
MAC-agpecamu 1 noptamu un perynspHo obHoensieT Tabnuuy MAC-aapecos. B aTon cekumm mbl
OCTaHOBMMCSl Ha npoLecce ANHaMU4YeCcKoro nocTpoenns Tabnuubl MAC-aapecoB, NokasaHHOro
Ha pucyHke 2-9.

nopTt 5 nopt 12

MK 1 MK 4
- @
MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33

PucyHok 2-9. [InHamuyeckoe noctpoeHne tabnuusl MAC-agpecos

Tononorma Ha pucyHke 2-9: 4 koMnbloTepa MOAKMYeHbl K nporpamme, rge PC1 n PC2
npuHagnexar oAHoMy OM3MYEeCKOMY CEerMeHTy (QOMEHY KOMnu3umn), U3NYECKUA CEermeHT
nogkrtoyeH k nopty 1/0/5 nporpammbl, PC3 n PC4 npuHagnexaT K gpyromy duanyeckomy
CErmMeHTy, NoaKntoYeHHoMY K nopTy 1/0/12 nporpaMmmbl.

HauyanbHasa Tabnuua MAC-agpecoB HEe COOEPXUT HUKaKMX 3HavyeHui. Bosbmem gns npumepa
npouecc ceasn mexay PC1 n PC3. MNMpouecc obyyeHns MAC-agpecam crieayroLuni:

1. Korga PC1 nocbinaet coobuieHne k PC3, MAC-agpec ncrovndmka 00-01-11-11-11-11 u
nopt 1/0/5 n3 atoro coobLueHnst 3aHocATcda B Tabnmuy MAC-agpecoB nporpaMmmbil.

2. B 10 xe Bpemsi nporpamMmy Hago MOHATb, Kak 4OCTaBUTb coobLleHne Ha agpec
00-01-33-33-33-33. Tak kak Tabnuua cogepXuT 3an1cb TONbKO ANs agpeca
00-01-11-11-11-11 v nopta 1/0/5, a anga agpeca 00-01-33-33-33-33 HuKakmx 3anncemn
HeT, NporpamMmmMa pacchbinaeT gaHHoe coobLeHne Ha BCce CBOW NOPTbI (Npegnonaraem,
4YTO BCE NOPTbI NpMHaanexat no ymonyanuio VLANL).

3. PC3 un PC4 nonyyatot coobuieHne, nocnanHHoe PC1, Ho PC4 He oTBe4vaeT Ha 3To
coobLleHne, Tak kak agpec npuemHunka 00-01-33-33-33-33, n otBevaTb Ha Hero byaeT
Tonbko PC3. Korga nopt 1/0/12 nony4daeT coobLieHne, oTnpasneHHoe PC3, B
Tabnuuy MAC-agpecoB gobaensietcsa 3anuck o0 MAC-agpece 00-01-33-33-33-33 u
COOTBETCTBYIOLIEM eMy nopTe 1/0/12.

4. Tenepb Tabnunua MAC-agpecoB umeeT ABe anHamuyveckme 3anmcu: MAC-agpec
00-01-11-11- 11-11 — nopT 1/0/5 n 00-01-33-33-33-33 — nopT 1/0/12.

5. TNocne obmeHa naketamun mexay PC1 n PC3, nporpamma 6onblue He nonyyaet
nakeToB, oTnpaeneHHbix PC1 1 PC3. N 3anucu B Tabnnue MAC-agpecos,
COOTBETCTBYIOLLME 3TUM ycTponcTBaM yaansaotca yepes 300 unun 2x300 cekyHa (T.e.
npocToe Unn ABonHoe BpeMs xun3Hn). 300 cekyHa 34eCb 3TO BPEMS XMU3HU MO
ymornyaHuio ans 3anvcen B Tabnuue MAC-agpecoB. Bpems un3Hu MoxeT ObiTb
W3MEHEHO Ha nporpamMmme.
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2.10.1.2. Nepechbinka unu chunbTpaumsa Kagpos

Mporpamma nocbinaeT MnNu oTUNbLTPOBLIBAET NPUHUMAEMbIE NAKETbl AaHHbIX B COOTBETCTBUM
¢ Tabnuuen MAC-agpecoB. PaccmaTpmBas ans npMMmepa puUcyHOK Bbille, npeanonaraem, 4Yto
nporpamma uayumn agpeca PC1 n PC3, n nonb3oBatenb Bpy4HYO HaACTPOWI COOTBETCTBUE
noptoB ana PC2 n PC4.

MAC-aapeca nporpammMbl nokasaHbl B Tabnuue 1.
Tabnuua 1. MAC-agpeca nporpaMmmbl

MAC-agpec Homep nopTta Kem nobaeneHa 3anuncb
00-01-11-11-11-11 1/0/5 OnHamunyeckoe oby4veHune
00-01-22-22-22-22 1/0/5 CraTtu4yeckasa KoHUrypawms
00-01-33-33-33-33 1/0/12 OnHamunyeckoe oby4veHune
00-01-44-44-44-44 1/0/12 CraTtu4yeckasa KoHurypawms

1. OTnpaBka nakeToB B COOTBETCTBUM C Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaeTt naket k PC3, nporpamma oTnpaenseT gaHHble, NonyyYeHHble ¢ noptal/0/5
Ha nopt 1/0/12

2. dunbTpaums gaHHbIX B cooTBETCTBUM ¢ Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaet coobuenne PC2, nporpamma, nposepus Tabnuuy MAC-agpecoB, Haxoaut
PC2 n PC1 B ogHOM hbU3N4ECKOM CEerMeHTe U OT(huUNbTPOBLIBAET 3TO COOOLLEHNE (TO eCTb
cbpackiBaeT 310 coobLieHune).

[Mporpammon MoryT nepecbinaTbCca Tpu TMna openmoB:
e LUMpoOKOBeLlaTenbHble (PpenMbl;
e  MHOronosnb3oBaTesibCckue penmol;
e OJHononb3oBaTenbCckmMe Ppenmobl.
[danee onucbiBaeTcs, Kak nporpammMa paboTaeT Co BCeMu Tpems Tunamu nakeTos:

1. LwupokosellatenbHblin hperm: nporpamma MOXeT onpeaensiTe Konnn3mm B JOMEHe,
HO TONbLKO He ANns WwupokoBelaTenbHbix goMmeHoB. Ecnn VLAN He ycTaHOBMEHbI, BCe
YCTPOWCTBA, MOAKMIOYEHHbIE K MPOrpaMme, CHMTaTCH Haxo4AaWNMUCA B OAHOM
LnpokoBeLlaTernibHoM goMmeHe. Korga nporpamma nonyyaeT LWMPOKOBeLLATENbHbIN
dpenm, oHnepecokIiaeT ero Bo Bce nopTbl. Ecnu VLANBI CKOHUIryprupoBaHblI,
Tabnuua MAC-agpecoB agantupyeTcs B COOTBETCTBUN C AOMOMHUTENBHON
nHdopmaumen o VLANax. B atom criydae nporpamma otrnpasnseT openm TONbKO Ha
nopTel, Haxoasawmecs B ToM xxe VLANe.

2. MHorononb3oBaTenbCKkUN openm: ecrnm MHOronoIb3oBaTeNbCKNN JOMEH HEN3BECTEH,
nporpamma paccoiriaet gppenm B Tom xe VLANe, Ho, ecnu BktodeHa doyHkumnsa IGMP
snooping uUnu CKoHMUrypmpoBaHa ctatmyeckas MHOrononb3oBaTenbcKkas rpynna,
nporpamma 6ygeT nocbiniate 3TOT PPEVIM B NOPTbI MHOrOMOMb30BaTENbCKOW rPYnnbI.

3. OpHononb3oBaTenbcku penm: ecrnm VLANbI He CKOH(MIypmMpoBaHbI, TO, ecnu
MAC-agpec npuemMHuka ectb B Tabnmue MAC-agpecoB nporpaMmmbl, NporpammMa
HanpsaMYyo nepeckiniaeT nakeT B COOTBETCTBYOLWNA NopT. Ecnn e agpec npnemHuka
B Tabnvue He HangeH, Nnporpamma AenaeT LWMPOoKoBeLaTenbHy PacChifiky 3TOro
dpenma. Ecnn VLANBI CKOH(pUrypmpoBaHhbl, Nporpamma paccblnaet
ofHOMOMNb30BaTENLCKUN hpenm Tonbko BHYTpu ogHoro VLANa. Ecnvu MAC-agpec
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HangeH B Tabnuue, Ho npuHagnexuT gpyromy VLANy, nporpamma genaet
LUMpoKoBeLLaTernbHY0 pacchiriky operima B ToMm VLANE, K KOTOPOMY MpUHAANEXUT

dpenm.

2.10.2. JononHuTenbHble hyHKUMK Tabnuubl MAC-agpecoB.

BonblwKMHCTBO nporpamm nopaepxuBatoT pexum obyyvennss MAC-agpecam. Kaxagbii nopt
MOXEeT AMHAaMUYECKM 3anoMHUTb Heckonbko MAC-agpecoB, Takum 06pa3om, BO3MOXHa
nepefada noTOKOB AaHHbIX Mexay mssecTHeiMn MAC-agpecamu BHyTpu nopta. Ecnu cpok
*n3um MAC-agpeca uWCTeK, MakeT, HanpaBrieHHbI Ha 3TOT agpec, OyaeT pasocnad
LUMpoKoBeLlaTesibHO.

Opyrmmn  cnosamu, MAC-agpec, koTopomy obyumnca nopT, OygeT wmcnonb3oBaTbCs Ans
nepegaym nakeToB K 3ToMmy nopTy. Ecnn coegvHeHve nepeknioyeHo Ha Apyron nopr,
nporpaMmMma cHoBa BbINOMAHUT o0byyeHne MAC-agpecy u OygeT nepefaBaTb OaHHble HOBOMY
nopTy.

OpfHako, B HEKOTOPLIX Criydasix NonuTuKa ynpasrneHus UM CeKpeTHOCTU MOoXeT TpebosaThb,
yToObl MAC-agpeca ObiNM NpUKPENnneHbl K nopTam, M TOMbKO MOTOKA C MNPUBSA3AHHbLIX
MAC-agpecoB OyayT nponyckaTbCA K nepecblike Ha nopT. TO ecTb, nocrne npuBA3KK
MAC-agpeca K nopTy, B 3TOT NOPT MOTyT NepeAaBaTbCs TOMbKO AaHHbIE, NpegHa3HavYeHHbIe ANns
naHHoro MAC-agpeca. oTokn faHHbIX, NpegHasHaveHHble ans apyrux MAC-agpecoB, He
nNpuBA3aHHbIX K JaHHOMY NopTy, He ByayT nponyckaTbcs Yepes nopT.

Mpumep KoHUrypupoBaHUSA NpuBsskn n orpaHndeHns MAC-agpecos.

(Switch) (Interface 1/0/17)#port-security mac-address 00:01:00:00:00:01 1 — npueA3Ka
MAC-anpeca K uUHTepdeucy.

(Switch) (Interface 1/0/17)#port-security max-static X - rgpe X MakcuManbHoe KONM4YecTBO
MAC-appecoB Ha nopry.

(Switch) (Interface 1/0/17)#interface 1/0/10

(Switch) (Interface 1/0/10)#port-security max-dynamic 10(Switch) (Config)#show mac-addr-
table

VLAN ID MAC Address Interface IflIndex Status

1 00:01:00:00:00:01 1/0/17 17 Static

(Switch) (Config)#show mac-addr-table count

Dynamic Address count. ........ccceeeeeeriivininnnnnn. 1
Static Address (User-defined) count.............. 1
Total MAC Addresses in USe. ..........euveveenennns 2
Total MAC Addresses available..................... 16384

2.11. HacTpouka QoS
2.11.1. O6wme ceBegeHun o QoS

QoS (Quality of Service — ka4ecTBO cepBuca) — Habop BO3MOXHOCTEN, KOTOPbIE NMO3BONSAOT
co3gaBaTb pasgefieHHble Monocbl Ans nepedaBaeMbiX MO CEeTU [aHHbIX, TEM CaMbIiM
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oGecneymBas nyywmn cepBuc ansa BblbpaHHOro ceteBoro Tpadumka. QoS — rapaHTus kadecTBa
nocrnegoBaTenbHOM W NpeackasyemMon nepedadnm AaHHbix gnst obecneyeHus TpeboBaHMM
nporpammMm. QOS He co3gaeT AONOMHUTENbHOM NONOChblI Nepegayn, Ho obecneuynBaeT Gonee
achbdeKkTnBHOE ynpaBneHue nonocoM B COOTBETCTBUM C TpeboBaHWSIMM MNPUNOXKEHUA W
NONUTMKON ynNpaBneHus ceTblo.

QoS: KkauyecTBO cepBuca, obecrneyeHuMe rapaHTUPOBAHHOTO KadyecTBa cepBuca [Ans
nocrnegoBaTenbHOW M MNpeackasyeMoil nepedadn [OaHHbIX W BbINOMHEHUs TpeboBaHwii
nporpamm.

[OomeH QoS: gomeH QO0S nopaepxuBaeT ycTponcTBa ¢ Q0S ang opmupoBaHns ceTeBown
Tononornn, Kotopas obecneynt Ka4yecTBO cepBuca. Takas TOMOSornsl HasbiBaeTca AOMEHOM
QoS.

CoS: Knacc cepsuca — knaccudmkaumoHHas tHopmaums, nepegasaemasn gpenmamu 802.1Q
Ha BTOPOM ypoBHe. 3aHumaeT Tpu buta nonga Tag B 3aronoBke periMa 1 Ha3bIBaeTCHa yPOBHEM
nosib3oBaTenbCKOro npuopuTeTa B gnanasoHe ot 0 oo 7.

Ha pucyHke 2-10 noka3saHbl npuopuTeThl Knacca cepsuca.

Layer 2 802.1Q/P Frame

Preamble | S2rtfame | pa | gA | Tag | PT | Data | FCS
delimiter

L 3 bits used for COS (user priority)

PucyHok 2-10. MNpuoputeTbl Knacca cepsuca

ToS: Tvn cepeuca. OgHobanToBoe none, nepegaBaeMoe B 3arofioBke naketa IPv4 Ha TpeTbeM
ypoBHe Ans obbsaBneHus Tuna cepsuca IP naketa. 3HadvenHnem nonst ToS moxeT ObiTb
npuoputeT IP (IP Precedence) unu sHadyeHne DSCP.

Ha pucyHke 2-11 nokasaH npuoputeT TOS.

Layer 3 IPv4 Packet

Version ToS

Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data
length (1 byte)

L IP precedence or DSCP

PucyHok 2-11. NMpuoputeTt ToS

IP Precedence: npuoputeT IP. KnaccudunkaunoHHasa nHdopmaumsi, nepeaaroLlascs B 3arosioBke
nakeTta TpeTbero ypoBHs, 3aHMMarowasa 3 6uta n npMHumarowwas 3HadeHms ot 0 go 7.

DSCP (Differentiated Services Code Point): kKogbl  pasgeneHHblX  CEpPBUCOB,
KnaccudumkaunmoHHas nHgopmaund, nepegarolwlasncs B 3aronoBke IP-naketa TpeTbero ypoBHs,
3aHMMmaeT 6 6uT, nmeeT 3HadeHne ot 0 4o 63 n obpaTHO coBMeCTUMA C npuopuTeTom IP.

MPLS TC(EXP):none MPLS o3Ha4aeT knacc obcnyxuneaHud, umeet 3 buTta ons avanasoHa
ot 0 go 7. Ha pucyHke 2-12 nsobpaxeHo none MPLS.

M 3 ¥
TrfrrrrrrerrrrErCrTIITTY ™ T T

DA | SA | VID | Ox8847 Label (20-bits) EXP |S 1

L L L B & & & 5 3 3 3 3 3 3 0 1 1 1 1 AN L1

™

PucyHok 2-12. lNone MPLS
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Internal Priority: BHYTPEHHWA NPUOPUTET, YyCTaHaBNUBAEMbLIA MNPOLECCOPOM MPOrpaMmebl.
BO3MOXHbIVN AMana3oH 3Ha4YeHnn 3aBucuT OT Tuna npoueccopa. CokpalleHHo - Int-Prio unu IntP.

Drop Precedence: npuoputeT cbpoca. lNpu obpaboTke naketoB nepBbiMM cOpacbiBalOTCA
naketbl ¢ OonbwuMm npuoputeToM cbpoca. MmeeT 3HayeHve O wnm 1. CokpallleHHO
o6o3HavaeTcsa Drop-Prec nnu DP.

Classification: ocHOBHOe HasHayeHMe MexaHuama QO0S, knaccuduumpyeT nepeaBaemMble
nakeTbl B COOTBETCTBUM C KracCMUKaLMOHHOW WHGOPMaUMeEn, coepxallencs B naketax u
crnuckamm koHTponsa goctyna (ACL).

Policing: gencteue mexaHmsma QOS Ha BxoAe, KOTOpPOe yCTaHaBnNUBaeT MONUTUKM Tpadumka u
ynpaensaeT KnaccuuumMpoBaHHbIMUM NakeTamu.

Remark: gerictene mexaHnama QoS Ha BxoAe, BbIMOMHAKOLLEE NPOMNYCK, OCTAHOBKY unin cbpoc
naketTa B COOTBETCTBMM C NONUTUKaMK Tpadumka.

Scheduling: gencteBne mexaHnsama QoS Ha Bbixoge. [obaBndeT nakeTbl B COOTBETCTBYHOLUUE
ncxogsine oyepean OCHOBbIBAsSICb Ha BHYTPEHHEM npuopuTteTe. I npuHMMaeT pelleHvne o
nocbInke unm cbpoce NakeToB B COOTBETCTBUM C NPUOpPMUTETOM cObpoca, anropuTMOM MOCHISNKN U
BaXXHOCTbIO COOTBETCTBYIOLLEN OYepeamn B UCXOOSLLEM NOTOKE.

In-Profile: Tpadduk B pamkax nonutuknm QOS (moroca nponyckaHus WUnn AONONHUTENbHON
noniocomn) HasbiBaeTcs In-Profile.

Out-of-Profile: Tpadhdmk B pamkax nonntnkm QoS (nonockl NponycKaHnsa UMaonosHUTENbHON
nonockl) HasbiBaeTca Out-of-Profile.

[ns BbINONHEHUA B Mnporpamme nporpaMmmHoro QO0S HeobxoAMMO pPacCMOTPETb OCHOBHYHO
6asoByl0 Mogenb. QOS He co3gaeT HOBOW MOMOCHI B KaHamne, HO MOXET MaKCUMarbHO
nogcTpamBaTb KOHMUIypauuio TEKYLUMX KaHamnbHbIX pecypcoB. NMonHaapeanusaums QoS pgaet
BO3MOXHOCTb MOMHOCTbIO yNpaBndATb CceTeBbiM TpadmkoM. HuKe, Kak MOXHO TO4Hee,
onucelBaeTcd caMm npuHumn QoS.

Cneundukaums nepegaymn gaHHbix B I[P nokpbiBaeT TONbLKO agpecaumio U CepBrUChbl MCTOYHMKA U
NpUEeMHMKa U, KOHEYHO, KOppekUMo nepedayn naketoB C MOMOLLbIO MPOTOKOMOB 4 ypOBHS
mogenu OSI u Bbiwe, Takmnx kak TCP. OgHako, B 6onbLIMHCTBE ciyyaes npotokon IP ncnonbayet
MaKCMMaribHO BO3MOXHY MPOMYCKHYH CNOCOBHOCTL BMECTO MexaHn3mMa Nnoaaep ki 1 3alnThbl
nonocbl NakeTHoOM nepedayn. ATo NPMMEHMMO ANs TakMx CepBMCOB Kak novta u FTP, Ho npwu
yBEeNnMYEHUM nepedavn  MynbTUMEOUMHbIX  KOMMEPYECKMX AaHHbIX W 3NEKTPOHHbIX
On3Hec-cepBMCOB, METOL MaKCUMarnbHOW 3arpy3kMm He MOXeT yOoBneTBopuTb TpeboBaHus
Heo6X0aMMON NOSOChI M HU3KMX 3afepPXKeK.

Basupysce Ha pasnuuHbix MeTogax, QOS onpegensieT NpuopuTeT ANS KaXOoro BXOASALEero
naketa. KnaccudpunkaumoHHas mHhopmaunsa coaepXxmtca B 3aronioBkax IP naketoB TpeTbero
YPOBHS1 U B 3arosfioBkax dpenmoB 802.1Q BToporo ypoBHsi. Q0S obecrneunBaeT oguMHaAKOBbIN
cepBUC Ans MakeTOB OOMHAKOBOrO Mpuoputeta, B TO BpeMs Kak [Afis NakeToB C
pasnuyarLmMMmncsa npuopuTeTamMmn npeanaratTca pasnuyatowmecs onepaumn. MapwpyTtmnsatop
unu nporpamma, nogaepxusatowme cepsuc QoS, moryT obecneumBaTtb pasnNYHYO MOMOCY
nepegayn B COOTBETCTBMM C Krnaccudukauuen naketos, NoMeyaTb NakeTbl BCOOTBETCTBUM C
CKOH(MrypMpoBaHHLIMU MONUTUKAMK, a Takke cOpacbiBaTb HEKOTOPbIE HU3KONPUOPUTETHbIE
nakeTbl B Criyvae neperpysku nonockl nepeaayu.

KoHcpurypauma QoS saensetcs rmbkon, 6onee NpoOCTOM WM CROXHOW B 3aBUCUMOCTU OT
TOMOSIOMN CETU N YCTPOWCTB, U rMyOMHbI aHanM3a BXOAsiLLero/mcxoaswero Tpaguka.

basosas mogenb QO0S, nokasaHHasi Ha pUCyHke 2-13, coctonT u3 4 yacten: Knaccudukaums,
MpuMeHeHne nonuTuK, NMNomeTtka n NnaHnpoBaHue, rae knaccudmkaumns, NPUMEHEHNE NONNTUK
N nomMeTkM — nocrnegoBaTenbHble OEeNCTBUS Ha Bxode, a pabota c odvepegamu U
nraHnpoBaHue — gencTensa QoS Ha BbIxode.
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Bxon BbIXO,D,
- g
FeHepupyeT
BHYTPEHHWIA
nproputeT LuBeT
KJ'IaCCI/Id)I/IKaLMﬂ »> |_|pI/IMeHeHI/Ie > NomeTka > I'InaHmpOBaHme
NONUTUK

Knaccuduumpyet Tpadmk B
COOTBETCTBUM C
KnaccuukaLMOHHOM
MHpopMaLMen NakeTos 1
reHepupyeT 3HayeHue
BHYTPEHHEro npuopurteTa,
OCHOBaHHOe Ha
KnaccuukaLMOHHOM
nHpopmaLum

Knaccndukaums:

Knaccudpmumpyet

Onpepgensietcsa uBeT
TpadwvKa Kak «ogHa
KOp3vHa-ABa uBeTa» unm
«[BE KOP3WHbI-TPU LiBETa»
COrnacHo nprvmeHsiemon
nonuTuke

MoHwxaeT n oTcensaet
pasHble LuBeTa NakeToB U
nomeyaet DSCP, TOS, COS
nons

PucyHok 2-13. BasoBasa mogenb QoS

Tpaduk

B COOTBETCTBUU

Pacnonaraet nakeTbl B
oyepeam npuopuTeTa
COrnacHo BHYTPEHHEMY
npuvopuTETY U NockINatTcs
B COOTBETCTBUW C BECOBbIM
npYopuTETOM OYepean u
npuopuTeToM cbpoca

C KnaccudukaLuMoOHHON

MHCbOpMaLlMeI‘;I nakeTtoB U reHepupyet 3HadYeHune BHYTPEHHEero npunoputeta, OCHOBaHHOE Ha

KnaccuukaumoHHOM

NHpopmaumm.

Ons

pas3nnyHbiX TUNOB

nakeToB Kraccudukaums

obecrneuvBaeTca pasnuyHbiM obpasom. Ha pucyHke 2-14 nokasaHa cxema npoLecca

Knaccudukaumm.
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IP packet

Set the packet COS as
tag packet the default ingress
COS(*4)

r

COS-to-Int-Prio

¥ COS-to-Drop-Prec

conversation according
to the COS value (*5)

DSCP-te-DSCP

DSCP-to-Int-Prio EXP-to-Drop-Prec
DSCP-to-Drop-Prec conversation according to

Conversion according to the the packet MPLS EXP value
packet DSCP

EXP-to-Int-Prio

Set the packet COS field |4
equals Int-Prio

Enter the
policing flow

PucyHok 2-14. Cxema npouecca knaccmgpukaumm

3ameyvaHne 1. 3HadeHne COS paccuuTbiBaeTCs, MCXOASl U3 CBOWCTB MakeTa, U HUKaK He
CBA3aHO CO 3HaYeHWeM BHYTPEHHEro npuopuTeTa, NoryYyeHHbIM AN NoToKa.

3ameyaHue 2: ecnn 0gHOBPEMEHHO CKOHMIypmnpoBaHbl nposepka DSCP n CoS, To npuoputeT
DSCP BaxHee COS.
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OcCHOBHbIE HaCTPOWKM NporpaMmmbl W

an/IMeHeHI/le NOSMUTUK N NOMETKA: KaXKabl NaKeT B KJ'IaCCI/ICbI/ILl,I/lpOBaHHOM BXoasdALem Tpad)vn(e
nony4yaeTt 3Ha4YeHne BHyTpEeHHEro rnpuoputeTa n MOXeET Aaree I'IO,EI,BGpFGTbCFI[J,GVICTBVHO NOJINTUK
M nomeyaTtbCs.

MNpumMeHeHne NONUTUK MOXeT ObITb BBLIMOMHEHO Ha MNOTOKe QAaHHbIX Ans obecneveHus
pas3nMYHON NONOCHI NPONYCKaHUA AN pa3nnyHbIX KnaccoB Tpadumka. HazHavyeHHas nponyckHas
nonuMTUKa MoxeT ObITb «0Ha Kop3nHa-ABa useTa» (single bucket dual color) nnu «aBe KOp3uHbI-
Tpn ueta» (dual bucket three color). Tpaduky npucBamBaloTCa pasnuyHble LBeTa, U B
COOTBETCTBMMU C HUMWU OH MOXeT cbpacbiBaTbCA UNKU nponyckaTbes. K nponyLleHHbIM naketam
nNpMMeHsaeTCa AeNCTBME NOMETKM, KorAa NakeTy HadHayYaeTCs HOBbIW, 6Gonee HU3KNN BHYTPEHHUN
npuvopuTeT AN 3aMeHbl CyLlecTBOBaBLUEro paHee 6onee BbICOKOrO BHYTPEHHEro npuoputeTa.
Mpouecchl perynupoBaHus U NOMETKM NoKa3aHbl Ha pUCyHke 2-15.

Start

hether
configure the
icing poli

No

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed
Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

Enter scheduling Drop the

packets

PucyHok 2-15. lNpouecchl perynupoBaHns 1 NoMeTKu
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3amevaHne 1. BHyTpeHHVIIZ npunopuTteT 6y,u,eT CKPbIT Nnocrie yCTaHOBKW. YcTaHoBKa BHYTPEHHEro
npunopunTeTa, yCTaHOBJIEHHOIO Ha Tpa(bvn( C onpeferneHHbiIM LBETOM, MNOKpbiBaeT YCTaHOBKY
BHYTPEHHEro npnopuTteTa Ha Tpa(bvn(, HE CBA3aHHOIO C LIBETOM.

3amevaHnne 2. COpoc BHYTPEHHEro nNpuopuTeTa NakeToB OCYLLECTBMSAETCA B COOTBETCTBUU C
KapTon npeobpas3oBaHNs «BHYTPEHHUIA MPUOPUTET — BHYTPEHHWUI npuopuTteT» (IntP-to-IntP).
Mpn Knaccudmkaumm nNOTOKa BHYTPEHHUIM MpuopuTeT Gepetca OT  WCTOYHWUKA  WUNn
yCTaHaBnMBaeTCcs AENCTBUSMU, HE CBA3AHHBIMU C LIBETOM.

PaGoTa c oyepeasiMu 1 NNaHMPOBaHWE: CYLLECTBYET BHYTPEHHWUI NPUOPUTET AN UCXOOSLLMX
nakeToB, B COOTBETCTBMW C HUM MIaHMPYETCA pacnpenernieHve nakeToB Mo o4Yepeasm C
pasnMyHbIM NPUOPUTETOM U MaKeTbl MOCLINATCA B COOTBETCTBUM C BECOBLIM MPUOPUTETOM
ouyepeam v npuoputeTom cbpoca. Ha pucyHke 2-16 nokasaHa cxema nrnaHUupoBKUW yNpaBneHus

oyepeasamm.
( Start >

MPLS packet(*0)

Remark EXP field
Remark DSCP and L2 COS of the packed

fields of the packets || @ccording to Int-
according to Int-Prio-to-DSCP Prio-to-EXP
Int-Prio-to-COS mapping(*1) mapping

Select queue according to
IntPrio-to-Queue mapping

Queue Number
-

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Mo

Buffer available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

v

packets

PucyHok 2-16. Cxema nnaHUpoBKN 1 ynpaBrneHnsi ouepeasamm

30

@ §) QTECH

MWP [OOCTYNHEE
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OcCHOBHbIE HaCTPOWKM NporpaMmmbl W
2.11.2. NMpumep HacToponku QoS

Heobxoanmo BkNoUNTb PyHKLMIO QOS 1 yCTAaHOBUTL Ha NOPTY peXxunm goseputensHoroCoS 6e3
n3meHeHus 3HavyeHna DSCP.

ATanbl KOHPUIYPUPOBAHMSA OMUCAHbI HUXKE:
(Config)#interface 1/0/2

(Interface 1/0/2)#classofservice trust dotlp
(Config)#interface 1/0/2

(Interface 1/0/3)#classofservice trust ip-dscp
(Interface 1/0/3)#classofservice dotlp-mapping 5 7
(Config)#classofservice ip-dscp-mapping af4l 4

switch# show classofservice dotlp-mapping 1/0/2

User Priority Traffic Class

N~ o o~ W N -, O
o o0 A W N B O O

switch# show classofservice ip-dscp-mapping

IP DSCP Traffic Class

0(be/cs0)
1

2
3
4
5
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OCHOBHbIE HAaCTPOWKKN NPOrpaMmbl W
6 1
7 1
8(csl) 0

MpuMep KOHPUIYpUpoBaHMSA anroputMa obpaboTkn odepeaein

58 3 (switch) (Interface 1/0/3)#cos-queue strict 6

59 3 (switch) (Interface 1/0/3)#cos-queue min-bandwidth 0000 0
60 3 00

61 3 (switch) (Interface 1/0/3)#show interfaces cos-queue 1/0/3

62 3 Interface. 1/0/3

63 3 Interface Shaping Rate. 0

Queue ID  Min. Bandwidth ~ Scheduler Type Queue Management Type

0 0 Weighted Tail Drop
1 0 Weighted Tail Drop
2 0 Weighted Tail Drop
3 0 Weighted Tail Drop
4 0 Weighted Tail Drop
5 0 Weighted Tail Drop
6 0 Strict Tail Drop

2.12. KoHdmrypupoBaHue 3epkanMpoBaHuUsi MNOPTOB

2.12.1. BBegeHue B 3epKanupoBaHue NopToB

®PyHKUMA 3epkanupoBaHUSA BKIOYaeT B cebs 3epkanvMpoBaHMEe MOPTOB U 3epkanMpoBaHue
NnoTokoB. 3epkanupoBaHne MNOPTOB MpeacTaenseT cobow OybnupoBaHWe KagpoB OaHHbIX,
nocblNaeMbIX/NPUHUMAEMbIX OOHUM MOPTOM, Ha Apyrom nopty. Jyb6nupoBaHHbIN NOPT — 3TO
MOPT-UCTOYHUK 3epKanbHOro nopta, Ayonupyrowmin ero noptT — 3TO 3epKanbHbIA NOpT (NOpT
Ha3Ha4veHus). K 3epkanbHoOMy NOpPTY OObIMHO NOAKMOYAKT aHanM3aTop NPOTOKOSOB (Hanpuvep,
Sniffer) nnn cpeagcrtea mMoHuTopmHra RMON, ocylecTBnSAWmne MOHUTOPUHE, ONArHOCTUKY U
yrnpaBneHne CeTbH.

Mpy 3epkanupoBaHWM MOTOKOB MNporpaMma TOYHO KOMMPYET MOJSlyYeHHble MakeTbl WIn
nepefaBaemMble B pamkax npaBui OT OZHOrO rnopTta K Apyromy. 3ddeKTMBHOCTb
3epKanvMpoBaHusi NOTOKOB BO3MOXHA B Crlyvae 3afaHus creumarnbHbiX npasun.

B HacTosiLee BpeMs kaxablii NporpamMma MOXeT yCTaHaBNMBaTb MHOXECTBO 3epKanmpoBaHHbIX
ceccuii. Yucrno nOpPTOB-UCTOYHMKOB OIS 3epKkaslbHOrO MopTa He OrpaHu4YeHo, MoXeT
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NCnonb30BaTbCA Kak OAWH MOPT, TaK M HECKONbKO. MOpTbI-MCTOYHUKN MOTYT NpUHagnexaTtb Kak
ogHon n Tton ke VLAN, Tak n pasHeiM VLAN. MNopT HasHayeHNs U NOPTbI-UCTOYHUKA MOTYT
npuHaanexaTsb pa3HbiM VLAN.

2.12.2. NMpumep KoHcpUrypaumm sepkanmpoBaHUa NOpPTOB:

KoHdurypaums cnegyowias: Ans MOHUTOPUHra Ha wuHTepdence 1/0/1 dpenmbl ¢ AaHHBIMK
paccobinatotcs uHtepdencom 1/0/3 n nonyyatotca nHtepdgencom 1/0/2.

1. HactpownTte nHtepdenc 1/0/1 kak nHTeptenc sepkanmpoBaHns NyHKTa Ha3Ha4YeHMUs.

2. Hactponte nHtepcperic 1/0/3 kak nHTepdenc sxogawero notoka n nHtepdgenc 1/0/2
Kak MHTEepdEeNCc NCXOAALLErO NOTOKa ANst UCTOYHMKA 3epKanMpoBaHus.

LWarn koHdurypaumm crniegyowime:
(Config)#monitor session 1 destination interface 1/0/1
(Config)#monitor session 1source interface 1/0/3

(Config)#monitor session 1 mode

2.13. Kondumrypauma DHCP/ARP Snooping
2.13.1. BBepeHue B DHCP/ARP Snooping

DHCP Snooping o3HavaeT, 4To nporpammMa HabnogaeT 3a npoueccom npucsoenus IP-agpecos
no npotokony DHCP. 3T1o npepotepalwiaet nosienieHme HeneranbHbix DHCP-cepsepoB wu
DHCP-aTakvn nyteM HacTpPOWKM OOBEPEHHbIX W HefoBepeHHbIX noptoB. DHCP-coobweHne ¢
AOBEepeHHbIX NopToB nepegaetca 6e3 nposepku. NMpu TUNMYHOM KOHUrypaumm OOBEPEHHbIe
nopTbl ucnonb3yTcsa ana nogkroveHna DHCP-cepsepa vnun DHCP-peTpaHcnsitopa, a K
HeJOBepPEeHHbIM NnopTaM NoAknyaTcsa KnneHTbl. C HeoBepPEeHHbLIX MOPTOB Nporpamma dyaet
nepeckinatb ToNbko DHCP-3anpockl, HO He OTBETLI. ECnn ¢ HegoOBEPEHHOro nopTa Mofy4YeHo
coobuweHne DHCP-otBeTa, nporpamma MOgHMMET TPEBOry M nNpeanpuMeT onpenerneHHble
OEeNCTBUA C NOPTOM, COrflaCHO HacTponkam, Hanpumep, BbIKITIOYEHNE UIN CO34aHne «4YepHOMn
ObIpbl».

Ecnun BkntoveHa npmesska DHCP Snooping, nporpamma coxpaHuT B COOTBETCTBYHOLEN Tabnuue
CBA3YOLLYI0 MHdopMaumio o Kaxgom DHCP-knneHTe ¢ He goBepeHHoro nopta (Bknodas MAC-
agpec, IP-agpec, apeHay IP, Homepa VLAN un nopta). Mmesa Takyto uHdopmaumio DHCP
Snooping MOXHO KOMOWHWpOBaTbL C APYrMMW MOAyNaAMW, Takmmu, kak dot1x mn ARP, unu
CaMOCTOATENTbHO peann3oBaTb KOHTPOSb AOCTYNa nonb3osaTtenemn

2.13.2. TunoBoe npumeHeHne DHCP Snooping

Tunosoe npumeHeHne DHCP Snooping nokasaHo Ha puUcyHke 2-17.

33
(@ arecy



PykoBogcTteo nonb3osatend QSW-3750

OcCHOBHbIE HaCTPOWKM NporpaMmmbl W
KommyTartop
E1/1 SrPrrTrr— E1/0/10 l
ssssmnm °** < STOP |
’g E1/0/11 E1/0/12
DHCP-knueHT DHC.P_KHMEHT
IP:1.1.1.6
IP:1.1.1.5 Mac'BB
Mac:AA '
DHCP-cepeep
PucyHok 2-17. Tunosoe npumeHeHune
Kak nokasaHoO Ha pucyHke 2-17, yctponctBo Mac-AA — 06blYHbIN MOMb3oBaTENb,

NOOKIMHOYEHHbIN K HegosepeHHomy nopTy 1/0/1 nporpammbl, nonyvaet IP-HacTponku yepes
DHCP, IP-agpec knueHTa 1.1.1.5. DHCP-cepBep v W03 NOAKI0YEHbI K JOBEPEHHBLIM NopTamM
nporpammbl, 1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noymblwneHHk Mac-BB, nogknoyeHHbIn K
HegoBepeHHomy nopTy 1/0/1 nporpammebl, nbiTaetcsa nogdenats DHCP-cepeep (mocbinas
naketbl DHCPACK). ®yHkuma DHCP Snooping Ha nporpamme 3apdeKkTMBHO OBHapyxuT u
©noknpyeT Takon TUM CETEBOM aTaku.

MocnenoBaTenbHOCTb HACTPOVKM:

switch#

switch#config

switch(config)#ip dhcp snooping

switch(config)# ip dhcp snooping vlan 1

switch(config)#ip arp inspection vlan 1
switch(config)#interface ethernet 1/0/11
switch(Config-If-Ethernet1/1/0/1)#ip dhcp snooping trust
switch(Config-If-Ethernet1/1/0/11)# ip arp inspection trust
switch(Config-If-Ethernet1/0/11)#exit

2.14. KondurypuposaHme NTP
2.14.1. BBegeHue B NTP

Mpotokon NTP (Network Time Protocol) BbIMOMHAET CUHXPOHU3ALMIO XPOHOMETpaxa B
LAN/WAN-ceTax mexay pacnpenenéHHbiM1 cepBepamMm BPEMEHMU U KITMEHTAMM C TOYHOCTbBIO 40
MUNncekyHa. Peanusaumnsa npoTokona onucelBaetcsa ctaHgaptom RFC 1305.

Llenbto ncnonb3oBaHus npotokona NTP sBngeTcst coxpaHeHne NOCTOSIHHOMO XpoHOMETpaXa Ha
BCEX CETeBbIX YCTPOMUCTBaxX Ans obecnedeHns ahPeKTMBHOO PYHKLUMOHUPOBAHUSA Pa3NNYHbIX
NPUIOXEHUI, NCNONb3YIOLMX TOYHYK CUHXPOHU3ALMIO BPEMEHN.

2.14.2. Mpumep ucnonb3oBaHua NTP

KrnueHTckas nporpaMma CUHXPOHU3MPYET BPEMSI C CETEBbIM CEPBEPOM BPEMEHU, KOTOPbIX B
nokanbHoW ceTn HaxoauTcs asoe. OOnH cepBep BpeMeHW UCMosb3yeTcs B KayecTBe XOCTa,
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APYroi HaxoamuTcst B pexunMe oxuaaHus. Ha pucyHke 2-1 nokasaH NpoLEecc CUHXPOHWU3aumm
nporpammbi.

KommyTtatop A

IP:192.168.1.12

IP:192.168.1.11
KommyTatop C

IP:192.168.2.12

KommyTtatop B

IP:192.168.2.11

PucyHok 2-18. Npouecc CMHXpPOHM3aLUMK NporpaMmei
Warn koHdurypaumm cnegytowme:
(Switch) (Config)#sntp client mode unicast
(Switch) (Config)#sntp server 192.168.1.12
(Switch) (Config)#clock timezone 3 minutes 0

2.15. KoHdurypupoBaHue SYSLOG
2.15.1. BBegeHue B SYSLOG

CuctemHble coobLleHns obecneunBaloT ynpaBnisieMbll BbiBOA Hanbornee BaxxHOMMHGpoOpmaumu,
KoTopas MoXeT ObITb aPeKTUBHO OTOUNLTPOBAHA 3a CUET UCMONb30BaHWS pa3BUTbIX CPEOCTB
Knaccucpmkauum mHgpopmauun. B covetaHun ¢ nNporpamMmMon  OTRagku, BbIBOL CUCTEMHbIX
coobuieHnn obecneumBaeT ANs  agMUHUCTPATOPOB U pa3paboTyYMKOB BCECTOPOHHIOH
noaaepXKy no MOHUTOPUHIY U AMarHoCcTuke npobnem B ceTu.

BblBOA CMCTEMHbBIX COOBLLIEHNI NPOrpamMMbl NO3BONSET:

e nepepaBaTb CUCTEMHbIE COODLLEHNSI NO YETBIPEM HaNPaBEHUSAM: Ha KOHCOIb,
TepmuHan Telnet, Dumb-tepmnnHan (monnTop), logbuf n loghost;

e pasgensTb MHOPMALMIO CUCTEMHBIX COOBLLEHMIA B 3aBUCMMOCTM OT €€ 3HaYMMOCTH
Ha YeTbipe YPOBHSI U OCYLLECTBSATL ounbTpaumio MHOpMaLUmm No YPOBHSAM;

e CTPYKTYpMpOBaTb MHMOPMaLMIO CUCTEMHbIX COOBLLEHMI MO Pas3nMYHbIM
MOAYNSIM-TOYHMKAM M OCYLLECTBNATb UnbTpaLMio MHpopMaLum No Moaynsim.

B HacTosilee Bpemsi CUCTEMHblE COOOLLEHMS MNporpaMmaa MOXHO BbIBOAWUTb MO MSATU
HanpaBneHnsaM (NorM4YecKknM KaHanam):

e Ha noKanbHy KOHCOMb Yepes nopt Console;

e Ha yganeHHbln TepMmuHan Telnet- unu Dumb-TepmuHan, ucnonb3yemble Ans
yAaneHHowu aKcnnyaTauum n obcnyxmBaHus;

e Ha 3akpenneHHbln Bydep oT4eTOB MK B BydepHY0 NaMsTb NPorpaMmmbl, pasmep
KOTOpPOW AOCTATOYEH ANt XpaHEHMS] MIHOPMaLNN CUCTEMHbBIX COOOLLIEHWIA;

® HA CKOH(UrypMpoBaHHbIN XOCT CUCTEMHbIX coobLleHunn (loghost). Cuctema cosgaHus
CUCTEMHbIX coobLeHnn ByaeT HanpPsAMYO OTNPaBNATb CUCTEMHbIE COOBLLEHNS Ha
loghost n coxpaHsaTb MX Ha 3TOM XOCTe B Buae dhanna, n3 Kotoporo rno TpeboBaHuio
NMHGOPMaLMA MOXET ObITb M3BMEYEHa AN NpocMoTpa.
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2.15.2. NMpumep HaCTPOMKU BbiIBOAA CUCTEMHbIX COOOLEHUA Ha yaaneHHbIN
SYSLOG-cepBep

Myctb npu ynpaeneHun VLAN IPv4-agpec nporpammbl paseH 100.100.100.5, a IPv4-agpec
yaaneHHoro cepeepa cucTeMHbix coobweHnn paseH 100.100.100.1. Tpebyetca nocnatb
CUCTEMHbIEe COObLLIEHNS Ha 3TOT CepBEpP N COXPaHUTb UX B 0OOPYAOBaHUM 3anNMCU CUCTEMHbIX
COOOLEeHUN.

switch(config)# logging syslog
switch(config)# logging host "100.100.100.1" ipv4 514 info

2.16. KondurypuposaHme ACL
2.16.1. BBegeHue B ACL

Cnuckn ynpasneHus goctynom ACL (Access Control List) — 310 mMexaHusm dwmnbTpauum
nakeToB, NCNOSIb3yEMbI NPOrpaMMon 4515 ynpaBrieHnsi ceTeBbIM TpadMKoM NyTeM paspeLleHmns
Unu 3anpeTta NpoXoXAEHUs1 ero Yepes nporpammy, YTO 3HaYUTESNbHO NoBbIWaeT 6e3onacHOCTb
cetn. MNMonb3oBaTenb MOXET 3af4aTb HAbop Npasui 00paboTKM NaKeTOB, HECYLLMX TY NN NHYHO
KOHKPETHYI0 MHpOpMALMIO, B KaXKAOM NpaBuie ykasaHbl onepaunn (paspewumnTb Unm 3anpetuTtb
NPOXOXOEHNe nakeTa), KoTopble HeobXOAMMO NPUMEHUTb, €CriM OBHapyXEeHO, 4YTO nakeT
COOEPXUT COOTBETCTBYIOLLYIO UHAopMaLmio. MNMonb3oBaTenb MOXET NPUMEHATL 3TN NpaBuna K
BXOOSALWMM U UCXOOALWMM MOTOKaM MOPTOB, MPXM 3TOM MOTOKM AaHHbIX COOTBETCTBYHOLLMX
HanpasneHnn B 3agaHHOM NOPTY ByayT yAOBNETBOPATb HAa3HAYEHHbIM 4115 HUX npasunam ACL.

Cnucok poctyna — 3TO nocnefoBaTeSIbHOCTb YCIOBUM, COOTBETCTBYHOLUMX KOHKPETHOMY
npasuny. Kaxgoe npaBuno coaepXkuT UAbTPYOLWY WHGpOPMaLUIO U BbINOSTHAEMYIO
onepaumto. MHdopmauma npasuna npeacrasnsgetr cobon KoMOMHaLUMIO YCIOBUIN BO3AENCTBUA,
Hanpumep, IP-agpeca nctodHnka n HasHadeHus, Homep IP-npoTtokona u TCP-nopta. Cnnckn
[ocTtyna mMoryT ObiTb KnaccnrumMpoBaHbl N0 CREAYOLLMM KPUTEPUSIM:

Kputepunn Ha ocHoBe dunbTpylowen uHdopMmauum: cnucok goctyna no IP-agpecam
(nHdbopmaumsa ypoBHs 3 M Gonee BLICOKMX YPOBHEW), cnMcok gocTtyna no MAC-agpecam
(MHdbopMaLmsa YpoBHS 2), CMMCOK AoCcTyna Ha ocHoBe MAC- u IP-agpecos (ypoBHM 2 unu 3, nnbo
©ornee BbICOKME YPOBHM).

Kputepnin CnoXxXHOCTU HACTPOWMKWN: CTaHAapTHas!, paclumMpeHHas HacTponka. [Mpn paclumpeHHom
HacTpoKke npumeHsieTcs bonee cneuuduyeckas unbTpyowast UHopMaLUms.

Kputepuin Ha ocHoBe HOMeHKNaTypsbl: 1o HoMepam, No nmeHam.
B copgepxxaHum cnucka gocTtyna OOSPKHbI BbITb OTPaXKeHbl TPU acnekTa, nepeyvncrieHHble Bbllle.

NmeeTca Bcero paBe onepaunym CNMCKOB [JOCTyna (OHW e SABMSATCS  OnepauusmMu,
Ha3Ha4YeHHbIMM NO yMon4yanHuo): “permit” (paspewntb) n “deny” (3anpetuTb). NpumMmeHsaoTCA
cnegywowme npasuna:

Cnucok gocTyna MoXeT cofepkaTb Heckonbko npasun. Mpu ounbTpauum nakeTbl IPOBEPSIOTCS
Ha COOTBETCTBME YCMOBMSIM MpaBusl, HauMHas ¢ nepeoro. Ecnu npu nposepke onpenerneHHoro
npaBuna [OCTUraeTcsl COOTBETCTBME, OCTalnbHble npaBuna He obpabaTbiBaloTCsi, OHWU
UrHOPMPYIOTCS.

Onepauun, onpegeneHHble rnobanbHO, MPUMEHSIOTCS B MOpPTax TOMbKO K BXOASALLMM
IP-naketam. [ns IP-nakeToB, He SABMSOLWMUXCA BXOAAWMMU, @ Takke ANA BCEX UCXOOsLnX
nakeToB, onepaumen, HasHa4YeHHOW No yMOo4YaHuo, sienseTcs “permit”.
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2.16.2. NMpumepbl KOHpUrypuposaHua ACL

Monb3oBaTenb npegobaBnsieT cnegywowme TpeboBaHUA K KOHdurypuposaHuto: nopt 1/10
nporpammMmbl  npucoegnHeH K cermeHTy 10.0.0.0/24, wucnonb3oBaHne FTP-npoTokona
HexernaTtensHo.

LWarn koHdurypaumm cnegyrowime:

1. CosgaTtb cooTBETCTBYIOLWMI CnMCOK gocTyna ACL.

2. HactpouTb (hyHKUMIO hmnnbTpauum NakeTos.

3. [lpuessaTk cnvcok goctyna ACL Kk nopTy.
Mpymepbl HACTPONKM:

3anpeTuTb nepegadvy FTP-nakeToB, npuHUMaembix Ha nopt 1/0/2
(Switch) (Config)#ip access-list ftp

(Switch) (Config-ipv4-acl)#deny tcp any eq ftp any

(Switch) (Config-ipv4-acl)#exit

(Switch) (Config)#interface 1/0/2

(Switch) (Interface 1/0/2)#ip access-group ftp in 1

(Switch) (Interface 1/0/2)#texit

3anpeTuTb nepegavy nobbix NakeToB ¢ agpecom nctodHmka 00:11:22:33:00:01 npMHMMaemMbIX
Ha nopT 1/0/1

Switch) (Config)#mac access-list extended src_mac

(Switch) (Config-mac-access-list)#deny 00:11:22:33:00:01 00:00:00:00:00:00 any
(Switch) (Config-mac-access-list)#permit any any

(Switch) (Config-mac-access-list)#exit

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#mac access-group src_mac in 1

(Switch) (Interface 1/0/1)#exit

3anpeTuTb nepegady naketoB ¢ IP-agpecom HasHayeHus 10.1.1.10 npyHMMaeMbix Ha MNOpT
1/0/10

(Switch) (Config)#ip access-list dest_ip

(Switch) (Config-ipv4-acl)#deny ip any host 10.1.1.10
(Switch) (Config-ipv4-acl)#permit ip any any
(Switch) (Config-ipv4-acl)#exit

(Switch) (Config)#interface 1/0/10

(Switch) (Interface 1/0/10)#ip access-group dest_ip in 1
(Switch) (Interface 1/0/10)#exit
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3. YNPABINEHMWE NMPOMPAMMOM

3.1. BapuaHTbl ynpaBneHus

Ons ynpaeneHns Heobxogumo HacTpouTb nporpammy. [lporpamma obecneuvBaeT [fga
BapuvaHTa ynpasrneHus: BHenonocHoe (out-of-band) nnu BHyTpunonocHoe (in-band).

3.1.1. BHenonocHoe ynpaBneHue

BHenonocHoe ynpaeneHne — 370 yrnpasneHe Yepes3 KOHCOMbHbI UHTepdelc. BHenonocHoe
ynpaeneHne B OCHOBHOM MUCMONb3YeTCs A Ha4YanbHOro KOHUIypupoBaHUs NporpaMmbl Ninoo,
Korga BHYTPUMOIIOCHOE YrnpaBreHne HeaocTynHo. Hanpumep, nonb3oBaTernb MOXET 4epes
KOHCOJbHbI NOPT NpucBoMTL Nporpamme IP-agpec ansa goctyna no Telnet.

Mpouenypa ynpaeneH1si NporpaMmmMon Yepes KOHCOMNbHbIA MHTepdENC, onucaHa HUxXe:

War 1. MNoaknio4nTb  nepcoHanbHbI  KOMMLIOTEP K  KOHCONbHOMY  (CEpUAHOMY) NOPTY
KOoMMyTaTopa.

MogknioyeHve
Yepes KOHCOSbHbIN
kabenb

PucyHok 3-1. MNogxkntoyeHue MK K KOHCONbHOMY NOPTY KOMMYyTaTopa

Kak nokasaHo Bbllwe, cepuirHbin nopT (RS-232) nogknoyeH K KOMMYyTaTtopy 4Yepes CepUinHbIi
kabenb. B Tabnuue HMXe ykasaHbl BCE YCTPOMCTBA, MCNOMb3YOLWNACS B MOAKIMIOYEHNMN.

HasBaHue OnucaHue

ycTpoucTBa

lMepcoHanbHbIN MmeeT dyHKuMOHanbHyo knaesmaTypy u nopt RS-232 (COM), c
komnbtoTep (PC) YCTaHOBIIEHHbLIM 3MYNATOPOM TepMUHanNa, Takum kak PuTTY
Kabenb cepuiiHoro | OamH KoHew, NoakntYaeTes K cepurHomMy nopty RS-232 (COM), a
nopta apyron k nopty Console kommyTaTopa

KommyTtaTtop TpebyeTca paboTatowmun nopt Console

War 2. BknoveHne 1 HaCcTponka amyndaropa tepMmuHana PuTTY.

Mocne yctaHoBKM coeauHeHus, 3anyctute PUTTY. PUTTY — cBo60ogHO pacnpocTpaHsieMblii
KNWEHT ANs pasnuyHbliX MPOTOKOMOB yAanéHHoro goctyna, Bknoudas SSH, Telnet. Takke
nmeeTcs BO3MOXHOCTb paboThl Yepes nocrneaosaTenbHbIn NopT (Serial port, COM-nopT).
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1. 3anyctute PUTTY u BbiGepeTe Tun noakntoyeHus — Serial. B none «Serial line»
yKaXute Homep nocnegosaTtensHOro nopta, Hanpumep, COM7. 3atem B none
«Speed» HeobxoaMMo 3agaTb CKOPOCTb Nepedayn faHHblx (baudrate) — 9600 6uT/c.

ﬁ PuTTY Configuration ? X

Category:

=} Session Basic options for your PuTTY session
& 'F;_rgi%glng Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bell ||cow ||9600 | |
Features =
£} Window Connection type:
- Appearance O S5H O Other: | Telnet hd
Behaviour
- Translation
[+ Selection
- Colours
[=} Connection |

- Data Default Settings

- Proxy COM 7
B SSH Save
- Serial

Load, save or delete a stored session

Saved Sessions

Load

- Telnet Delete
- Rlogin

- SUPDUP

Close window on exit:
O Always O Never @ Only on clean exit

About Help Cancel

PucyHok 3-2. OcHoBHbIBe HacTpoiiku PUTTY

2. [ns obneryeHHOro NOBTOPHOrO MOAKMIOYEHMS € ncnosnb3oBaHmem PuTTY, cnegyet
COXpPaHUTb HaACTPOWKM ceccun. [1ns aToro HeobxogmMomo B nose «Saved Session»
BBECTW Ha3BaHue ceccun (Hanpumep, Switch1) n HaxaTb KHONKy «Savey.
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& PuTTY Configuration ? et
Category:
= S:ession | Basic options for your PUTTY session |
. _ Logging Specify the destinat t to connect t
& Terminal pecify the destination you want to connect to
- Keyboard Serial line Speed
- Bell com7 | /9600 |
- Features
£} Window Connection type:
- Appearance (0)8SH (@ Seral () Other Telnet ~
- Behawviour
~Translation Load, save or delete a stored session
+ Selecti
i Selection Saved Sessions
Colours
= Connection I‘Swwtcm I
- Data
Default Settings
Proxy Load
o SSH Save
- Serial
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
(O Aways () Never (® Only on clean exit

PucyHok 3-3.CoxpaHeHune ceccum B PUTTY
3. Bblbepute coxpaHeHHyH Ceccuto u HaxxmmTe Konky «Openy.

ﬁ PuTTY Configuration ? X
Category:
=} Session | Basic options for your PuTTY session |
~ ~Logging . -
& Terminal Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bel [com7 ||os00 |
- Features )
= Window Connection type:
- Appearance ()SSH (@ Seral () Other Telnet v
- Behaviour
Translation Load, save or delete a stored session
1] Selecti
£ Selection Saved Sessions
- Colours

[=} Connection | |

~Data : Load
[+ SSH

-~ Serial Save
Telnet Delete
Rlogin

- SUPDUP

Close window on exit:
(O Aways (O Never (8 Only on clean exit
About Help Open Cancel

PucyHok 3-4. 3anyck coxpaHeHHOI ceccum
LWar 3. BeizoB komaHaHoro uHtepdenca (CLI) kommyTtaTopa.

Bkntounte KoMmyTaTop M OOXAMTECH MOMHOM 3arpy3ku. lNocne yero B okHe PUTTY nossaTtcs
crnepyowme coobLLEeHNs — 3TO NONb30BaTENbCKUN PEXMM KOMMYTaTopa.
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£2 COMT - PuTTY - O X

on Interface Ethern

PucyHok 3-5. KommyTtaTtop 3arpysuncs

HaxmuTe knaBuwy «Enter» n Tenepb MOXHO BBOAUTb KOMaHAbl YNpaBneHUst KOMMYTaTOPOM.
[eTanbHoe onuncaHne KoMaHa NpuMBeAeHO B NocneayoLwnx rnasax.

3.1.2. BHyTpunonocHoe ynpaBneHune

BHyTpmnonocHoe ynpaeneHMe OTHOCUTCSA K ynpaBreHnio NocpeacTBOM AOCTyNa K nporpaMmme ¢
ucnone3oBaHuem Telnet, unn HTTP, a Takke SNMP. BHyTpMnonocHoe ynpaeneHue BKAoYaeT
YHKLMM yrpaBfeHns nporpamMmmMbl 15 HEKOTOPbIX YCTPOMCTB, MNOAKMIOYEHHBLIX K HEMY. B Tex
cnyvasix, Korga BHYTPUMONOCHOE yrpaBneHne n3-3a N3MeHeHUn, caenaHHbiX B KOHUrypawumm
nporpamMmebl, pabotaeT co cbosimu, AN ynpaeneHus U KOHPUrypmpoBaHUsa NporpamMmMbl MOXHO
Ncnonb3oBaTb BHEMOIOCHOE yrpaBreHue.

3.1.2.1. YnpaBneHue no Telnet/SSH
YTtobbl ynpaBnsaTe nporpammon no Telnet/SSH, gomkHbl BbINONHATHCA CneayoLlme yCroBus:

1. Tlporpamma gOfmKeH MMeTb CKOHUIypupoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (Telnet/SSH-knneHT) n VLAN-uHTEpdenc nporpaMmmMmbl SOJTKHbI
nmeTtblPv4/IPv6-agpeca B 04HOM CEFMEHTE CETMW.

3. Ecnu BTOpOM NYHKT HEe MOXeT ObiTb BbINOSMHEH, Telnet/SSH- knueHT gormkeH ObiTb
nogkrntoyeH K IPv4/IPv6-agpecy nporpammbl C ApYrux yCTPOMCTB, TakuX Kak
MapLupyTmM3aTop.

Mocneaywowue warn onucbiBaloT nogkntodeHne Telnet/SSH-knueHTa k mnHtepdency VLANL
nporpammbl nocpeacteom Telnet/SSH (npumep agpeca IPv4).

Ha pucyHke 3-6 nokasaHo ynpasrneHue nporpammon no Telnet/SSH.
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MogkntoyeHue
yepes kabenb

PucyHok 3-6. YnpasneHune nporpammon no Telnet/SSH

War 1. Hactporika IP-agpecoB and nporpammbl U 3anyck dyHkumm Telnet/SSH Server B
nporpamme:

o [lepBbiM genom naet HacTponka IP-agpeca xocta. OH JomkeH 6bITb B TOM Xe
cermeHTe ceTu, vto n IP-agpec VLAN1-uHTepderica nporpammel. [Npegnonoxvm, 4to
IP-agpec nHtepdenca VLANT-nporpammel 10.1.128.251/24. Torpa IP-agpec xocTa
MoxeT 6bITb 10.1.128.252/24. C nomowbio komaHapbl «ping 10.1.128.251» MoxHO
npoBepuTb AOCTYMHa NporpaMMa unm Her.

o KomaHngbl HacTpownku IP-agpeca ansa nHtepderica VLAN1 ykasaHbl Huxe. [Nepen
NPUMEHEeHEeM BHYTPUMNONOCHOro ynpasneHus IP-agpec nporpammbl AOMKeEH ObiTb
HaCTPOEH NOCPeACTBOM BHEMOIOCHOIO ynpaBneHus (Hanpumep, Yepes nopt Console).
KomaHabl KOHUryprpoBaHusa cnegyowime (ganee cuMtaeTcs, YTo BCe NpurnalleHns
pexuma KOHUrypmpoBaHus NporpaMmbl Ha4YMHaKOTCA CO croBa «switchy, ecnn
OTAENbHO HE YKa3aHO MHOrOo).

Switch>

Switch>enable

Switch#vlan database

Switch (Vlan)#vlan routing 1

Switch (Vlan)#exi

Switch #configure

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0

Ona aktmBaumm dyHkumMm Telnet/SSH-cepBepa nonb3oBaTenb OOMMKEH BKITOYUTL €€,Kak
NMoKa3aHO HUXe:

Switch>enable
Switch# ip telnet server enable
Switch# ip telnet port 23

Switch# show telnetcon

Remote Connection Login Timeout (Minutes)....................... 5
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Maximum Number of Remote Connection Sessions............. 4

AlloWw NeW TelNet SESSIONS ....cvuieiie e Yes

Telnet Server AdmiN MOGE......c.venieei e Disable

TeINEL SEIVET POt ...t 23

(switch) (Config)#crypto key generate rsa
(switch) (Config)#crypto key generate dsa
(switch) (Config)#exit

(switch) #ip ssh server enable

War 2. 3anyck nporpammbl Telnet Client.

Heobxoanmo 3anyctutb nporpammy Telnet-knueHt B Windows ¢ ykasaHnem agpeca xocrta. Ha
puUcyHke 3-7 nokasaH 3anyck nporpammbl Telnet-knneHt B Windows.

| BeINCAHWTE X

BeeanTe MMA Nporpammel, Nankw, A0KYMEHTA MW pecypca
= MHTepHeTa, KoTOpEIE TREBYETCA OTKPEITE,

=

OTtepbITe: telnet 10.1.128.231 w

oK OTmena OBzop...

PucyHok 3-7. 3anyck nporpammbl Telnet-knueHT B Windows.
War 3. MNonyuntb gOoCcTyn K nporpamme.

[ns Toro 4to 6Gbl MONyYNTL OOCTYN K KOHdwUrypaummn vepes mHtepdenc Telnet Heobxogumo
BBECTW A4OCTOBEpPHbIN NoruH (login) n napons (password). B npotneHoM cnyyae B goctyne 6yget
OTKasaHo. ATOT MeToq noMoraeT nsbexaTb HeaBTOPM30BAHHOMO MNOMYyYeHNs 4OCTyna.

[na goctyna B NpMBEnmMrepoBaHHbIA pexum HeoOXoAMMO 3a4aTh YPOBEHb NpuBMneriin 15.

Jonyctnm, aBTOpmM3oBaHHLIM Morib3oBaTenb uMMeeT umsa «test» m naponb «test», Torpa
npoueaypa 3agaHusa UMeHn 1 naponsa anga goctyna no Telnet:

Switch>enable

Switch#config

Switch#username test level 15 password
Enter new password:****

Confirm new password:****

Mocne BBOA4A MMeHM M naponsa Ansa uHTepdpenca KoHdurypmposaHusa Telnet, nonb3oBaTtenb
CMOXeT Bbl3BaTb KOMaHAHbIN UHTepdenc CLI HacTponkn nporpammbl. KomaHabl, UCNosib3yemMble
B KOMaHOHOM unHTepdpernice Telnet CLI, kOTOpble CTAHOBATCS OOCTYMHbI NOCHE BBOAA UMEHU U
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naposis — Te Xe camble, YTO U B KOHCONbHOM UHTepernce. Ha pucyHke 3-8 nokasaH sug Telnet-
UHTepdenca.

mi| Telnet - O *

PucyHok 3-8. Hactponka. Bua Telnet-uHtepdpenca

3.1.2.2. YnpaBneHue yepe3 HTTP

UTtobbl ynpaBnaTb NporpamMmon Yyepes Beb-uHTepdenc 4osmkHbl ObiTb BbIMOMHEHbI CrieaytoLmne
yCroBus:

1. Tlporpamma JOfmkeH UMETb CKOHUrypuposaHHbin IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knneHT) n VLAN-uHTEepdenc nporpammsbl, 4OIMKHbI UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETW.

3. Ecnu BTOpOWM NYHKT HE MOXET ObITb BbINONHEH, HT TP-knneHT gomkeH 6biTb
nogkntoveH K IPv4/IPv6-agpecy nporpaMmbl C ApYrnx YCTPOWUCTB, TaKMX, Kak
MapLupyTmMsaTop.

Kak n B ynpaBneHun nporpammon uvepes3 Telnet, kak TonbKo yaaetcsa ping/ping6-xocta K
IPv4/IPv6-agpecam nporpaMmbl 1 BBOAUTCS NPaBUITbHbBIN FIOTMH U NapOosib, BO3MOXHO NOMY4YnTb
poctyn k nporpamme Yepe3 HTTP. Huke onmcaH cnoco® HacTpowKK:

LWar 1. Hactporika IP-agpecoB gnst nporpammebl 1 3anyck dyHkumm HTTP-cepBepa.

O HacTtpowike IP-agpeca nporpaMmmbl C MOMOLLBIO BHEMOSIOCHOIO yNpaBieHusl, CMOTPU FNaBy O
HacTponke Telnet-ynpaenexus.

LWar 2. 3anyck Be6-Opay3epa Ha xocTe.

Heobxogumo oOTKpbITb BeO-Opay3ep Ha xocTe u BBecTu |P-agpec nporpammbl, Wnn
HenocpeacTBeHHo 3anycTuTb HTTP-npoTtokon B Windows. Ha pucyHke 3-9 nokasaH 3anyck
HTTP-npoTtokona c IP-agpecom nporpammbl «10.1.128.251».
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| BuINoAHWTE >

BeeguTe nnMA nporpammel, Nanky, 4oKyMEHTa MKW peCypCa
= MHTEpHETE, KoTOpbIE TREBYETCA OTKPLITE.

OTepeITe: http://10.1.128.251 w

oK OTmena OBzop...

PucyHok 3-9. 3anyck HTTP-npoTtokona

Mpn obpalieHnn nporpammbl ¢ IPv6-agpeca pekomeHayeTcs ucnonb3oBaTb 6paysep Firefox
Bepcumn 1.5 nnn nosgHee. Hanpumep, ecnun agpec nporpammbl 3ffe:506:1:2::3. Beegute agpec
IPv6-nporpammbl http:// [3ffe: 506:1:2:: 3], agpec obasatenbHO AomkeH ObiTb 3aknouveH B
KBagpaTHble CKOOKM.

LWar 3. NonyyeHne gocTtyna K nporpamve.

[Onsa Toro 4ytob6bl NOMy4MTb AOCTYN KOHdUrypaumm € ucnonb3oBaHueM Beb-mHTepdelica,
HeobXxoaMMO BBECTU OCTOBEPHbIN forvH (login) n naponb (password), B NPOTMBHOM criyvae
OygeT oTkasaHo B 4OCTyne. ATOT MeTo nomoraeT nsbexaTb HeaBTOPM30BAHHOMO JOCTYNa.

[na goctyna B NpUBMAErMPOBaHHbIN pexmnMm Heobxoaumo 3ajaTb ypoBeHb npusunernin 15.
[onyctnm, aBTOpM30BaHHLIM MNONb3oBaTeNb MMeeT UMA «admin» K naponb «adminy», TOorga
npouenypa HacTpovKu cneayoLas:

Switch>enableSwitch#config
Switch#username admin level 15 password
Enter new password:******

Confirm new password:******

Beb-uHTepdenc Bxoga nokasaH Ha pucyHke 3-10.

Utsan Name

Padwwodd

PucyHok 3-10. Be6-nHtepdpenic Bxoga

BBeguTe [OCTOBEPHbIE UMS MOMbL30BATENSA M Napofb, 3aTeM Bbl MONAAeTe B [MABHOE MEHIO
HacTporku BeG-nHTepdenca.
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Beb-nHTepdenic HacTporkm nopTa nokasaH Ha pucyHke 3-11.

Edit Port Configuration

Interface 17012
Admin Mode ® Disable Enable
Physical Mode Auto Negotiate v
STP Mode Disable ® Enable
LACP Mode Disable '® Enable
Link Trap Disable '® Enable
Maximum Frame Size 1518 (1518 to 9216)

Broadcast Storm Recovery Level ! Disable Enable 5
Multicast Storm Recovery Level ® Disable Enable 5

Unicast Storm Recovery Level ® Disable Enable |5

None
None

None

Submit

Cancel

PucyHok 3-11. Beb-nHTepdenc HacTponkm nopta

NMPUMEYAHMUE: npn HacTpoike nporpaMmmMbl MMS NPOrpaMmMbl MULLETCS aHTNTMNCKUMN BykBamu.

3.1.3. Mpumep KOH(UrypupoBaHust ayTeHTU(MKaUMM U aBTopM3auuun
AOCTyna K ynpaBneHu0 ¢ UCMONIb30BaHMEM LeHTPanu3oBaHHOW U

nokanbHou 6as3bl

(Switch) #enable password

Enter old password:

Enter new password:******

Confirm new password:******

(Switch) #configure

(Switch) (Config)#username admin level 15 password
Enter new password:*****

Confirm new password:*****

(Switch) (Config)#username user level 1 password
Enter new password:****

Confirm new password:****

(Switch) (Config)#radius server host auth 10.1.1.10
(Switch) (Config)#radius server key auth 10.1.1.10
Enter secret (64 characters max):*****

Re-enter secret:*****
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(Switch) (Config)#aaa authorization exec default radius local
(Switch) (Config)#aaa authentication login default radius local
(Switch) (Config)#aaa authentication enable default radius enable
(Switch) (Config)#aaa authentication login "networkList" radius local

(Switch) (Config)#show authentication methods

Login Authentication Method Lists

defaultList : radius local
networkList : radius local

Enable Authentication Method Lists

enableList : radius enable
enableNetList : enable deny

Line Login Method List Enable Method List
Console defaultList enableList

Telnet networkList enableList

SSH networkList enableList
HTTPS - local

HTTP - local

DOT1X

(Switch) (Config)#show authorization methodsCommand Authorization Method Lists

dfltCmdAuthList none

Line Command Method List
Console dfltCmdAuthList
Telnet dfitCmdAuthList

SSH dfitCmdAuthList

@ §) QTECH

MWP [OOCTYNHEE

a7



PykoBoacteo nonb3osatens QSW-3750

YnpaBneHue nporpaMmmon
Exec Authorization Method Lists
dfltExecAuthList : radius local
Line Exec Method List
Console dfltExecAuthList
Telnet dfltExecAuthList
SSH dfltExecAuthList
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4. OBO3HAYHEHUA N COKPALLEHUA

o3y
no

ACL
ARP
ASN.1

BPDU

CLI
CoS
DHCP

EPROM

LACP

FTP
TFTP

HTTP

IGMP

MAC
MIB

onepatunBHOE 3anoMmHawulee YCTpOVICTBO

nporpammHoe obecneveHune
Access Control List (cnvcok KOHTponsa goctyna)
Address Resolution Protocol (npoTokon paspelueHusi agpecos)

Abstract Syntax Notation One (s3blk Ana onucaHust abCcTpakTHOro
CVHTaKcuca AaHHbIX)

Bridge Protocol Data Unit (pperim npoTokona ynpasneHusi CeTEeBbIMU
mMocTtamu, IEEE802.1d)

Command Line Interface (MHCTpyKUMIA BBOAA-BbIBOAA)
Class of Service (cnocob ynpasneHusi Tpadukom)

Dynamic Host Configuration Protocol (npotokon AvHaMUYecKoun
KOHUrypauum xocTa)

Erasable Programmable Read Only Memory (knacc nonynpoBOAHUKOBbIX
3aNOMUHALWLMXYCTPOMUCTB A8 3anMcy MHdopmaumm)

NaoeHTudmkaTtop

Institute of Electrical and Electronics Engineers (MIHCTUTYT MHXEHEPOB MO
3MNEKTPOTEXHUKE N SNEKTPOHUKE)

Internet Protocol (npotokon NHTepHeT)
Internet Protocol version 4 (4eTBépTasn Bepcus nHTepHeT npoTtokona (IP))
Internet Protocol version 6 (uecTtas Bepcusi MHTEpPHeET npoTokona (IP))

International  Organization for Standardization (mexgyHapogHas
opraHu3aums n octaHgapTM3aumm)

Link Aggregation Control Protocol (npotokon pgnsa o6beanHeHns
HECKONbKNX (PM3NYECKMXKaHANoB B OAUH NOrMYECKNIA)

File Transfer Protocol (npoTokon nepegayv anmnoe)

Trivial File Transfer Protocol (npocton npotokon nepegayn dannoe ons
nepBoHaYasnibHOM3arpy3kn 6e3g1UCKOBbIX pabounx CTaHLMN)

HyperText Transfer Protocol (mpoTokon nepegayn rmMnNepTEKCTOBLIX
annos)

Internet Group Management Protocol (MexceTeBown NpOTOKON ynpaBreHns
rpynnamm)

Media access control (maHgaTHoe ynpaBneHue JOCTYNom)

Management Information Base (6a3a gaHHbIX MHGOPMaLUN ynpaBrieHns)
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MID -
MPLS -
NMS -
NTP -

QoS —
PAE -

PC -
RAM -
SNMP -

ToS -
TCP —
UDP —
VLAN -
WEB -

BCTPOEHHasa yHKUMA 06paboTkun CTpok
Multiprotocol label switching (MHoronpoTokonsHas kKoMMyTaumsi Mo MeTKam)
Network Management System (cuctema ceTeBOro ynpasneHus)

Network Time Protocol (ceTeBorM NpPOTOKON ANs  CUHXPOHU3ALMK
BHYTPEHHUX YaCOBKOMMbIOTEPA C UCMOSIb30BAaHMEM CeTel C NepemMeHHon
NaTeHTHOCTLIO)

Quality of service (kauecTBO 06CNYXMBaHUS)

Physical Address Extension (pexum paboTbl BCTPOEHHOro 6roka
ynpaBreHns naMmaTbloXx86-COBMECTMMbIX NPOLECCOPOB)

nepcoHarnbHbIA KOMMNbIOTEP
Random Access Memory (namsATb C NPOU3BOSbHBLIM JOCTYNOM)

Simple Network Management Protocol (mpocTton NpOTOKON CEeTEBOro
ynpasneHns)

Type of Service (ogHo ua nonewn IPv4-naketa)

Transmission Control Protocol (npoTokon nepegayun gaHHbIX)

User Datagram Protocol (npoTokon nonb3oBaTenbCkuxX gentarpamm)
Virtual Local Area Network (nornyeckasi nokanbHas BblYUCIIUTENbHAs CETb)

World Wide Web (pacnpegenéHHasa cuctema, npegocTtasnsiowas gocTyn K
CBSAI3aHHbIM MeXay coboN AOKYMEHTaMm)

@ §) QTECH

MWP [OOCTYNHEE

50


https://ru.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C

PykoBogcTteo nonb3osatend QSW-3750
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5. ObLWAA UHPOPMALIUA

5.1. MapaHTNAa U cepBUC

Mpouenypa n HeobxoaMMble AENCTBUSA MO BONpoOcaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE O0BCNYKMBAHNE ».

O3HakoMnUTbCSt C MHCpOpMaLUMen No BonpocaMm TECTUPOBaHUS 060pya0BaHMS MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

5.2. TexHn4yeckasa nopaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, KacalolMxcsa Hawero obopyaoBaHus, TO
MO)KeTe BOCMONb30BaTbCA Hallelh aBTOMaTU3MPOBAHHOW CUCTEMOWN 3anpoCOB TEXHUYECKOrO
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

5.3. QneKTpoHHasA Bepcusl JOKYMEHTa
[aTa nybnunkaumn 13.08.2024

https://files.qtech.ru/upload/switchers/QSW-3750/QSW-3750_ind_user_manual.pdf
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