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HacTpoica CLI

1. HACTPOMUKA CLI
1.1. O630p

UHTepderic komangHon ctpokn (CLI) — aTo TepmuHan, ncnonb3yemoe ansi B3aMmogencrams
TEKCTOBbIX KOMaHA4 Mexay nonb3oBatensMu U ceTeBbiMM ycTponctBamun. B TepmuHane
NHTEpdEenca KOMaHOHON CTPOKM MOXHO BBECTU KOMaHAbl ANsi HACTPOMKN CETEBbIX YCTPOWCTB
N yNpaBneHnst UMu.

1.2. MpumeHeHuUe

MpumeHeHue OnucaHue

HacTporika ceTeBblx | B TepmuHane nHrepdenca KoMaHgHOMW CTPOKM MOXHO BBECTU
YCTPOWCTB U YNpaBieHNE UMW | KOMaHabl OS1s1 HACTPOWMKM CETEBbIX YCTPOWCTB M ynpaBneHus
C___MNOMOLLbKD  MHTepdenca | umm

KOMaHOHOW CTPOKMU

1.2.1. Hactponka ceTeBbiX YCTPOMCTB U ynpaBfieHue MMM C NOMOLLbLIO
MHTepcenca KOMaHQHON CTPOKU

1.2.1.1. CueHapuu

Kak nokaszaHo Ha PucyHke 1, nonb3oBaTernb nony4YaeT AOCTyn K CEeTEBOMY YCTPOWCTBY A ¢
nomowpto MK M B TepMuMHane KOMaHAHOW CTPOKM BBOAMT KOMaHAbl AN HACTPOMKM W
ynpaeneHusi ceTeBbiM YCTPONCTBOM.

PucyHok 1.

NMPUMEYAHUE: A — 3TO ceTeBOe YCTPOWMCTBO, KOTOPbIM Heobxoamumo ynpasnate. MK — ato
TepMuHann.

1.2.1.2. OnucaHue

Kak nokasaHo Ha PucyHke 2, nonb3oBarernb ucnonb3yet Secure CRT, yctaHoBneHHbI Ha [K,
ANS YCTaHOBKM COEQUHEHMS C CETEBBIM YCTPOMUCTBOM A, 1 OTKpbiBaeT TepmuHan CLI anga Beoga
KOMaH, KOHUrypawmm.

[ Serial—CON1 — SecureCRT

File Edit View Options Transfer Script Tools  Help

HBPRIR R Bl & @

| Serial-com1

QTECH »enable

QTECH #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH (config)#
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1.3. PyHKUMMp
1.3.1. O630p

PucyHok 2.

PyHKUMA

OnucaHue

HocTtyn K uHTEepdemncy
KOMaHOHOW CTPOKMU

[lna HacTponkn 1 ynpaBneHnst MOXXHO BONTU B CETEBOE YCTPOUCTBO.

Pexumbl komana

WHTepdec koMaHaHOM CTPOKU NpeaoCcTaBnseT HECKOMNbKO PEXNMOB
KomaHa. KomaHabl, KOTOpble MOXXHO MCMOMb30BaTh, Pa3nmyaloTcs B
3aBMCUMOCTU OT PEXMMOB KOMaHA,.

CnpaBka no cucreme

CnpaBo4Hy0 MHOPMALMIO O CUCTEME MOXHO NOSTyYMUTb BO BpeEMS
HaCTPOWKN MHTEpenca KOMaHaAHOW CTPOKM.

Mo ymosi4aHuio n cbpoc
KOMaHAb!

CokpallleHHble Ecnn BBegeHHaa cTpoka [gocTatodHa Ansg  uaeHTudumkaumm
KOMaHbl YHUKanNbHOW KOMaHAbl, BBOAWUTb NMOMHYH CTPOKY KOMaHAbl HE HYXXHO.
MNapameTpbl __komaHg | MoXHO Mcrnonb3oBaTb KOMaHAy NO AN OTKMYEHUS OYHKLUUM UnK

BbIMOSMIHEHNS1  onepauun, MNPOTMBOMOMOXHON  KOMaHae, Wnu
ncrnonb3osatb napameTp default komaHabl AN BOCCTAHOBMEHWS
HacTpoeK No YMON4aHuto.

[Noackasku C
yKa3aHUeM HEeBEpPHbIX

KomMmaHg

Mpn BBOOE HEBepHOW KoMaHabl OTOOpaxaeTca coobuieHne 06
owwmnbke.

KomaHabl »XypHana

loggin

Ons OTO6pa)KeHI/IF| mnn Bbl30OBA KOMaHA XypHalna MOXHO
MCcnosnb30BaTb KNaBULLA 6bICTpOFO goctyna.

N3meHeHne dyHKLUN

Cuctema npeaocrtaBiideT
penakTnpoBaHn4 KoMaHa.

KnaBulIK  ObICTPOro gocTyna Ans

[Nonck n dunbTpauunsa

MOoXHO BbINONMHUTL KOMaHAy Show Ans nmoucka unu cunbTpauum

BblBOAA KOMaHAb! | yKasaHHbIX KOMaHg,.
show

Alias (nceBgoHnm) | MoxHO HacTpouTb alias kKomaHgbl ANnsl 3aMeHbl KOMaHAb!.
KoMaHg

1.3.2. QlocTtyn K UHTepchency KomaHAHOU CTPOKMU

Mepen ncnonb3oBaHMeM nHTepderca KOMaHOHOW CTPOKM HEOOX0AUMO NOAKITHUYNTL TEPMUHAN
nnu MK k ceteBomy yctponcTtsy. NHTepdenc KoMaHAHON CTPOKN MOXHO MCMOrb30BaTh nocrie
3anycka CeTeBOro YCTPOWCTBA W 3aBeplleHnsd WHUuManusauum obopyaoBaHUA, a Takke
nporpammMmHoro obecneyeHus. Npu NepBoM UCNONb30BaHMM CETEBOE YCTPOMUCTBO MOXET ObiTb
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MOAKMIOYEHO TONMbKO Yepe3 KOHCOMbHbIA MOPT, KOTOPbIA Ha3blBAaeTCA BHEMOSIOCHbIM
ynpasneHnem. Nocne BbINONMHEHNA COOTBETCTBYIOLLIEN HACTPOMKM MOXHO MNOAKMIOYNTEL CETEBOE
YCTPOWCTBO M yNpaBnsaTb UM Yepes Telnet.

1.3.3. PexxuMbl KOMaHA

MN3-3a 6onbLuoro konmMyectsa KOMaHAbl KnaccuuumpyroTes no yHKUMAM anst obneryeHms nx
ncnonb3oBaHus. HTepdeic KoMaHAHOWM CTPOKM NPeAoCTaBSeT HECKOMbKO PEXMMOB KOMaHA,
M BCE KOMaHObl PErMcTpUPYOTCS B OAHOM MINM HECKOSbKMX KOMaHOHbIX pexumax. [epen
MCMoNb30BaHMEM KOMaHAbl HEOOXOAMMO BOWTU B PeXWM KOMaHZ. PasHble pexumbl KoMaHz
CBsi3aHbl APYr C APYroM, HO B TO XK€ BpeMsi U OTNnYatoTcs 4pyr OT Apyra.

Kak Tonbko HOBbIN ceaHC ByaeT HAaCTPOEH C NOMOLLbBIO MHTepdelica ynpaBneHus ceTeBbiMU
yCTpOMCTBaMK, Bbl BOMAeTe B [MOfb30BaTENbCKMA pexnM. B 9ToM pexumme MOXHO
MCNonb3oBaTb TONMbKO HEBGONbLUIOE KONMMYECTBO KOMaHA, U (PYHKUMM KOMaHL OrpaHuYeHbl,
Hanpumep, B aHHOM peXnMe MOXHO UCMonb3oBaTbh KoMaHay show. PesynbTaThl BbINOSHEHUSA
KOMaHA B Nofib30BaTENbCKOM PEXUME HE COXPaHSIIOTCS.

Ona  ncnonb3oBaHUSA  OOMOMHUTENbHLIX  KOMaHg  HeobxoaMmo cHavana BOWTM B
npuBMNErnpoBaHHblM pexnm. Kak npasuno, Ans Bxoda B MNPUBUAErNMPOBaHHBLIN  PEXNUM
Heobxoanumo BBeCTW naporfb. B npuBuMnerMpoBaHHOM pexmme MOXHO WCMNONb30oBaTb BCe
KOMaHAbl, 3aperMcTpupoBaHHble B 3TOM KOMaHOHOM peXuMe, U Aanee nepevtu B pPexum
rno6anbHON KOHGUrypauum.

Mcnonb3oBaHne KomaHg OnNpedeneHHOro pexuma KoHdurypauum (Hanpumep, pexuma
rno6anbHON KOHUrypaLumm 1 pexmnma KoHurypaumm nHTepdenca) BnmseT Ha UCNonb3yemble
HacTpouku. Npn coxpaHeHnn KOHUrypaLum 3T KoMmaHabl 6yAyT COXpaHeHbl 1 BbINOSTHEHbLI MPK
crneaywowemM nepesanycke cuctembl. [lepen nepexogomM B APYron pexmnm KOHUrypauuu,
Hanpumep, B peXnM KoOHUrypaumm nHtepdenca, HeobxogmMmo BONTU B pexunm rnobarnbHon
KOHcpurypauuu.

B crnegyowen tabnuue npuBedeHbl pexuMbl KOMaHA, npegnonarasi, YT0O UMS CeTeBOro
yctponctea — "QTECH".

Pexum MeToa goctyna KomaHpgHas cTpoka
KOHduUrypaumm

Monb3oBaTensCckui Mpu goctyne k ceTeBoMy ycTponcTtBy no | QTECH>

peXmm yMOMYaHuto BonaunTe B

[Nonb3oBaTENbCKUN PEXNUM.

MprBMNErnpoBaHHbIN B NnoJib30BaTESIbCKOM pexnme | QTECH#
pexum BbIMOMHUTE KOMaHZy enable, 4TOGbI
BOWTWU B NPUBUIEMMPOBAHHbIA PEXUM.

Mmo6anbHas B Nnonb30BaTeNbCKOM pexume | QTECH (config)#
KOHcpurypaums BbINOMHUTE kKOMangy configure, 4TOGLI

(PexuM  rnoBansHoi BOWNTHN B pexum rno6ansHon

KoHcpUrypaLm) KOHUrypauum.

KoHdurypaums B pexume rnobanbHon koHdurypauun | QTECH(config-if)#
WHTepdenca BbIMOMHUTE KOMaHAy interface ans sxoaa

B PEXMM KOH(pUrypaumm nHtepdenca.
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Pexum MeTtopn poctyna KomaHaHas cTpoka

KOHdurypaumm

(Pexxum KoHUrypaumm

MHTepdenca)

Config-vlan B pexume rnobanbHon koHdurypauun | QTECH(config-vian)#
BbIMONHMTE KomaHay Vvian vian_id gnsa

(Pexxum VLAN

KOHEDMIrYPUPOBAHIS BXOAa B pPeXUM KOHGUrypauum )

VLAN)

Pexum Bbixoa n3 pgaHHoro pexuma vnu [on. uHcpopmauma

KOHuUrypaumm BXOZ, B APYron pexum

Monb3oBaTenbCckui [na Bbixoga wn3 nonb3oBaTenbckoro | Micnonbaymnrte 3ToT

pPEXNUM pexunma BbINOSHUTE KOMaHAy exit. pexXuM  KomaHa — Aand
BbinonHuTe KomaHgy enable, yTo6bi | POBEACHNS 6a3osbix
BOWTW B NPUBUINETMPOBAHHbLIA PEXNM. MPOBEPOK nv

oToOpaxeHus

MHdOpMaLMN O CUCTEME.

@ § QTECH
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MprBMNErnpoBaHHbIN BoinonHute komangy disable, 4TOGbI | Micnonbayrite aTOoT
pexumm BEPHYTbCA B Monb3oBaTeNbCKUN | KOMAHOHbIN pexum,
PEXUM. YTOObI NpoOBEPUTb,
BbinonHute komaHngy configure, 4ToGbI AencTeyet 3 m
BOWNTHU B pexum rnobanbHomn KOHCpUrypaums. ToT
KOHpurypauuu. PG SRl
naponem.
MmobanbHas BbinonHuTe komaHabl exit unm end, unn | icnonb3oBaHne KomaHn
KOHUrypaums Haxmute Ctrl+C agns Bos3BpaTa B | B 3TOM pexume nosnusieT
(PeXxuM  rnoBanbHoi NPVBUNErMPOBAHHbBIN PEXUM. Ha rnobanbHble
KOHUrypauum) BbinonHuTte komaHay interface, 4ToObI napameTpbl CEeTeBoro
BONTU B  PEXUM  KOHGpurypaumm | YCTPOWCTBA.
nHTepdenca. [lpn  nCNONb30BaAHUM
KoMaHabl interface Heobxoanmo
yKasaTb UHTepdeNnc.
BbinonHute komangy vlan vlan_id,
YTOObLlI BOWTUM B PEXUM KOHbUrypauum
VLAN.
KoHdpurypaums BbinonHuTe komangy end nnun HaxmuTe | MicnonbsyinTte aToT
nHTepdenca Ctrl+C ans BO3BpaTta B | peXum  KOHUrypaumm
(PeX1M KOHMUIypaLmK NPVBUNENMPOBAHHbBIN PEXUM. ans HaCTPOMKK
UHTepdenca) BoinonHute KomaHgy exit, 4ToObI 2Rl
BEPHYTbCA B  pexum  rrnobanbHom
16
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Pexum Bbixoa n3 paHHoro pexuma wnuv | Hdon. uHdopmauums
KOHdurypaumm BXOZ, B APYron pexum

KOHdurypaumun. [lpy  1CNONb30BaHUM | MIHTEP(ENCOB CETEBOrO

KoMaHAabl interface HeobXxoAnMO | yCTponCTBa.

yKasaTb UHTepdeNnc.
Config-vlan BbinonHute komaHay end nnu Haxmute | Mcnonbsynte aToT
(Pexum Ctrl+C ans BO3Bparta B | PEXUM  KOHUrypaumm
KOHEDMIrYPUPOBAHIS NPVBUNENMPOBAHHbBIV PEXUM. ans VEi?\ITDOMKM
VLAN) BbiMonHUTE  KkOMaHay exit, uTobbl | NaPaMETPOB :

BEPHYTbCA B  pexuMm  rnobanbHon

KOHUrypauum.

1.3.4. CnpaBka no cucteme

MNpn BBOOE KOMaHL B TepMUHaNe WHTepdenca KOMaHOHOW CTPOKM MOXHO MNOMAYYUTb

CNpaBoYHYO MHpOPMALMIO, UCTIONb3YS CrieayHoLme cnocobbi:

1. B KomaHgHOM CTpoke B N0OOM pexrmMme BBEAUTE BONPOCUTENBHbIN 3HAK (?7) Ans
BbIBOAA CNMCKa KOMaHA, NogaepXMBaeMblX TEKYLLMM KOMAHAHbLIM PEXMMOM U

COOTBETCTBYHOLLMM OnMncaHnem KoMmaHabl. Hanpmmep:

QTECH>?

commands:

<1-99> Session number to resume

disable Turn off privileged commands

disconnect Disconnect an existing network connection
enable Turn on privileged commands

exit Exit from the

help Description of the interactive help system
lock Lock the terminal

ping Send echo messages

show Show running system information

telnet Open a telnet connection

traceroute Trace route to destination

2. Beegute npoben n BonpocuUTenbHbIM 3HaK (?) nocne Kn4eBoro crioBa koMaHabl Ans
BbIBOAA CrEeAYHOLLEro Knio4eBoro crosa unn nepemMeHHon, CBA3aHHON C KIMoYeBbIM

CINOBOM.
Hanpumep:
QTECH(config)#interface ?
Aggregateport Aggregate port interface

Dialer Dialer interface

GigabitEthernet Gigabit Ethernet interface

@ § QTECH

MWP [OOCTYMNHEE

17




PykoBoacTeo no HacTponke QSW-6900

Hactporika CLI " www.atechru |
Loopback Loopback interface
Multilink Multilink-group interface
Null Null interface
Tunnel Tunnel interface
Virtual-ppp Virtual PPP interface
Virtual-template Virtual Template interface
Vlan Vlan interface
range Interface range command

NMPUMEYAHUE: Ecnu 3a knoyeBbIM CAOBOM crieqyeT 3HadeHWe napameTpa, TO AuanasoH
3HaA4YeHUN N onMcaHMe ATOro NapamMmeTpa oTobpaxarTcsa crnegyowmm obpasom:

QTECH(config)#interface vlan ?

<1-4094> Vlan port number

3. Beegute 3Hak Bonpoca (?) nocrne HenomnHOM CTPOKK C KNIOYEBLIM CITOBOM KOMaHAbl
A8 BbIBOAA CnKMcKa BCEX KIMOYEBbIX CMOB KOMaHAbl, HA4YMHas C KOHLia HEMOJTHOWN
CTPOKMW.

Hanpumep:
QTECH#d?
debug delete diagnostic dir disable disconnect

4. Tlocne BBOAA HEMOMHOIO KMOYEBOro CroBa KOMaHabl, €Cnu cydduke atoro
KrnoYeBOro CrioBa yHUKarneH, HaxxmuTe knaesuwy Tab ans otobpaxkeHus nosHoro
KritoyeBoro crosa. Hanpumep:

QTECH# show conf<Tab>
QTECH# show configuration

5. B no6om koMaHaHOM pexuMMe BbiNonHMTe KoMaHay help, 4Tobbl nonyyYnTb KpaTkoe
onucaHue cnpaBoYHON cucTembl. Hanpumep

QTECH(config)#help
Help may be requested at any point in a command by entering a question mark '?". If

nothing matches, the help list will be empty and you must backup until entering a '?'
shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g.
'show ?') and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you
want to know what arguments match the input (e.g. 'show pr?'.)

1.3.5. CokpalieHHble KOMaHAbI

Ecnu komaHaa AnvHHas, MOXHO BBECTWM 4YacTb KOMaHAbl, AOCTAaTOYHYI Ans onpeaeneHus
KMOYEeBOro CroBa KomaHabl.

Hanpumep, 4tobbl 3anycTuTb komaHay interface gigabitEthernet 0/1 B pexvme koHdUrypaumm
nHtepdgenca GigabitEthernet 0/1, BBeguTe CoKkpalleHHy0 KOMaHay cnegylowmnm obpasom:

QTECH(config)#int g0/1
QTECH(config-if-GigabitEthernet 0/1)#

18
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1.3.6. MNapameTpbl KOMaHA MO YMOST4YaHUIO U COPOC KOMaHAbI

BonbwMHCTBO KOMaHA wumeroT onuuio no. Kak npaeuno, onuus no ucnonb3yetcs Ans
OTKITHOMEHUST CBOMCTBA WNU  (PYHKLUMM, WM BbINOSIHEHUA oOnepauuu, MNPOTMBOMNOOXKHOM
komaHge. Hanpumep, BbinonHute komaHay no shutdown, 4TobGbl BbINOAHWUTL OMNEpaUMIo,
NPOTMBOMONOXHYO KOMaHAe shutdown, To ecTb BKMoUMTb MHTEpderic. Knoyesoe cnoeo 6e3
napameTpa No UCMONb3yeTCH AN BKOYEHUS OTKIMIOYEHHOro CBOMCTBA My OYHKUMK, KOTopas
Nno YMOMN4YaHUIO OTKMOYEHA.

BbonbwunHcTBO KOMaHg wmetoT onumo default. Onums  default wcnonb3yetca ans
BOCCTaHOBIIEHMSI HACTPOEK KOMaHAbl N0 YMOMYaHU. 3Ha4YeHNs1 MO yMONYaHMio GoNbLUNHCTBA
KOMaHA MCnonb3ylTCA ANs  OTKMYEHUs CBA3aHHbIX  (yHKuuin. Takum ob6pasom, B
GonblinHCcTBE crnyvaeB dyHkuma onuun default Takas xe, kak u ana napametpa no. OgHako
AN HEKOTOPbIX KOMaHA 3Ha4YeHUs1 MO YMOSTYaHUIO UCMONb3YOTCA ANS BKITHOYEHUS CBA3AHHbIX
dyHKkUMn. B aTom crniydae dyHKumMa napametpa default npotnBononoxHa napameTtpy no. B
HacTosilee BpeMs napameTp default mcnonbsyeTcsa ONa BKAKYEHUS COOTBETCTBYIOLLEN
GYHKUMN N YCTAaHOBKN NEPEMEHHBIX B 3HAYEHME MO YMOJTYAHUIO.

Ana nonyyeHus nHgpopmauumn o pyHkummn no unu default gns kaxgon KomaHabl CM. CnpasBky
no KoMaHge.

1.3.7. NMoAackasKku ¢ ykazaHMeM HeBepHbIX KOMaHA

Mpn BBOOE HEBEPHOWM KOMaHAbI 0TOOpaxaeTcs coobleHne 06 ownbke.

B cnepytowen Tabnuue nepeyncneHbl pacnpocTpaHeHHble coobeHnss o6 owmbkax
NMHTepenca KoMaHAHON CTPOKN.
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CoobueHune o6
oLlIunOKe

3HauyeHue

Kak nony4yutb nomoub

% Ambiguous
command: "show c

BeegeHHble CUMBOIbI
HeadoCTaTo4YHbI ANs
noeHTndpukaumm
YHUKanbHOM KOMaHabl.

lMoBTOPHO BBEAUTE KOMAHAY M 3HAK
BOMpOca Nnocrne Kr4eBoro Crosa,
CMbICI KOTOPOrO HESICEH.
OT1obpassaTcsa Bce BO3MOXHbIE
KMoyeBble CroBa.

% Incomplete
command.

Ob6sa3aTenbHoe KI4YeBoe
CInoBoO unun nepemMmeHHas

He nNpuMeHnma K KomaHae.

MoBTOpPHO BBEANUTE KOMAHAY U
BBeAMTE Npoben 1 3Hak Bonpoca.
ByayT nokasaHbl Bce BO3MOXHble

KIto4eBble CIioBa Ui nepemMeHHbIe.

% Invalid input detected
at ‘N marker.

BBeneHa HenpaBunbHas
komaHga. 3Hak (1)
yKa3blBaeT NOMoXeHne
CNnoBa, BbI3bIBAIOLLENO
OLNGKy.

B cTpoke TekyLLero komaHaHOro
pexuma BBeauTe 3HaK Bonpoca.
BynyT oToGpaxeHbl Bce KntoyeBble
CroBa KomMaHAbl, pa3peLleHHble B
[AHHOM KOMaHAHOM pexume.

1.3.8. KomaHabl XXypHana (logging)

Cucrtema aBTOMaTU4ECKU COXpaHAeT HeJaBHO BBeOEHHbIE KOMaHObI. ,D,J'IFI OTO6pa)KeHVI$l nnn
Bbl30OBa KOMaHA >XypHana MOXXHO MCNOoJb30BaTb KnaBULLIA 6bICTpOF0 aoctyna.

MeTogbl onncaHbl B criegyowen Tabnumue.

Onepauus

Pe3ynbTart

Ctrl+P nnn
knasuwa BBEPX

OToGpaxaeT npeablayLuUyo KoMaHay B CNUCKe KOMaHA XypHana. HaumHas
C nocrnegHen 3anucu, MOXHO MOBTOPHO BbLIMOMHWUTL 3Ty onepauuio Ans
3anpoca 6ornee paHHUX 3anucen.

Ctrl+N unun
knasuwa BHN3

Mocne Haxatnsa CtrI+N wnu knasnwm BHWU3 MOXHO BepHyTbCs K
cneayoLwen KoMaHae U3 Cnvcka KoMaHg XXypHana. 9Ty onepaumio MOXHO
BbINOSIHUTL HECKOMbKO pa3, YTOObl 3anpocuTb HEeAaBHO BbINOSHEHHbIE
KOMaHAbl.

NMPUMEYAHUE: CtaHgapTHble TepMmuHansl, Takne kak VT100, nogoepxmBatoT ykasaTenbHble

KnaBULLN.

1.3.9. UameHeHune pyHKUUN

Mpn penakTMpoBaHWM KOMAHOHOW CTPOKM MOXHO WCNONb30BaTb KNaBMLUW WX KNaBULLK
ObICTPOro 4ocTyna, NnepeyvncrieHHble B criegyoLlen Tabnuue:
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PyHKLUUA KnaBuwa nnn OnucaHue
KnaBuLwia
ObicTpOro
pocTtyna
MepenswxeHune Knasuwa BJIEBO | lNepenBwxeHne Kypcopa Ha OAWH CUMBON
Kypcopa B unu Ctrl+B BNEBO.
penakTupyemom
CTpOKe. Knasuwa BIMPABO | MepeasuxeHne Kypcopa Ha OOMH CUMBON
unu Ctrl+B BMpaBo.
Ctrl+A lMepenBmxkeHne Kypcopa B Ha4yano KoMaHaHOW
CTPOKMW.
Ctrl+E lMepenBmxkeHne Kypcopa B KOHEL, KOMaHAHOW
CTPOKMW.
YaaneHue Knasuwa YaansieT cMMBOS crieBa OT Kypcopa.
BBEAEHHbIX Backspace
CVYMBOJIOB.

Knasuwa Delete

YpanseT cMmBor cripaBa oT Kypcopa.

lMpokpyTka BBEPX Ha
OAHY CTPOKY MUnn OfHY
CcTpaHuuy.

Knasuwa Return

Mpy oToBpaXKeHUn COAEepPXMMOro HaXMUTe

knaBuwy  Return, 4ToObl  NEpemMecTUTb
BbIXOHYHO CTPOKY BBepx W oTobpasnTb
crneaywoLlyto CTPOKY. OTa onepauus

BbIMOJTHAETCA, KOraa BbIXOAHble OaHHble elle
HE 3aKOHYUJTUCD.

Knaeuwa npobena

Mpn OTOOpPaXEHUM COAEPKMMOrO HAXMUTE
knasuwy  [lNpoGen, 4TOGLI  OTOGpPa3nTL
crnegywulylo  CTpaHuudy. JTa  onepauus
BbIMOMHSAETCS, KOrga BbIXOAHbIE AaHHbIE elle
He 3aKOHYMITUCh.

Korga kypcop pefaktupoBaHUa HaxoguTcs PsSAoM C NpaBon rpaHuLLEN, BCA KOMaHAHAsA CTpoka
nepemectutca Brneso Ha 20 cCMMBOMOB, a oCTarnbHas YacTb KOMaHAbl OyaeT CKpbiTa 3HaKamm
ponnapa ($). Ons nepemeleHns Kypcopa K CKpPbITbIM CMMBOMaM UMM BO3BpaTta K Havany
KOMaHAHOW CTPOKM MOXHO UCNONb30BaTh COOTBETCTBYHOLLME KITABULLN MW Knasuwn 6bICTporo

pocrtyna.

Hanpumep, Becb cnncok gocTyna (komaHga access-list) MoXeT npeBbllaTh LWMPUHY 3KpaHa.
Korga kypcop pefakTupoBaHUa HaxoguTCs PSAOM C MpaBou rpaHuLLEen, BCA KOMaHaHasa cTpoka
nepemecTutcs BneBo Ha 20 CMMBOIOB, @ OCTarnbHasa YacTb KOMaHAbl OyaeT CKpbiTa 3HAKOM
ponnapa ($). Koroa kypcop penaktMpoBaHusi OOCTUrHET MpaBoOM rpaHuubl BCS KOMaHaHast
CTpoOKa casuHeTcsa Bneso Ha 20 CMMBOIIOB.

access-list 199 permit ip host 192.168.180.220 host
$ost 192.168.180.220 host 202.101.99.12
$0.220 host 202.101.99.12 time-range tr
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Tenepb HaxmuTe coveTaHue Ctrl+A gnsa Bo3BpaTa B Havano KoMaHOHOM CTpoku. B aTo Bpems
YyacTb KOMaHAHOW CTPOKM B KOHLe ByaeT ckpbiTa 3Hakamu gonnapa ($).

access-list 199 permit ip host 192.168.180.220 host 202.101.99.$

1.3.10. NMouck u mnbTpaumna BbiBoga KOMaHAbl Show

[ns noucka ykaszaHHOro COAEPXKMMOrO W3 BbIXOAHbIX AaHHbIX KOMaHAbl Show BbINOMHUTE
CrneayoLLyto KoMaHAay:

KomaHpa OnucaHune

show any-command | begin | Nonck ykaszaHHOro COAEPXKUMOro W3 BbIXOAHbLIX [OaHHbIX
regular-expression KomaHgbl show. bygeTt BbIBOAUTBCS nepeBasi CTPOKa, a Takke
BCA MHpOpMaLNS, KOTopas crieayeT 3a 3TON CTPOKOMW.

NMPUMEYAHUE: KomaHga show moxeT GbiTb BbINOIHEHA B NMIOOOM pexnme.

NMPUMEYAHUE: Cogepxmumoe ans noucka YyBCTBUTENBHO K PErUCTPY.

[ns noucka ykasaHHOro COAEPXMMOro M3 BbIXOAHbIX [AaHHbIX KOMaHAbl ShOw BbIMOMHUTE
crieqyloLLyr0 KOMaHay:

KomaHaa OnucaHue

show any-command | exclude | dunbTpyeT BbIXOAHble [AaHHble KoMaHAbl show. byayt
regular-expression BbIBOANTBLCA BCE CTPOKM, KPpOME TeX, KOTopble copepaT
yKa3zaHHOe cofepXumoe.

show any-command | include | ®unbTpyeT BbIXOOHbIE AdaHHble KOMaHAbl show. byoyt
regular-expression BbIBOOMTBCA TOMbKO CTPOKW, BKIOYAKOLLME YyKa3aHHOe
COoAEepXNmoe.

Ona noucka unn unbTpaumm BbIXOOHbIX AaHHbIX KOMaHAbl Show HeobxoauMmo BBECTU
BepTuKanbHyto nuHuio (|). Mocne BepTukanbHOW NMHMKM BbiGepuTe npasBuna noucka unm
unbTpaumMnm M BBeAUTE coaepXumoe (cumBOon wunm  ctpoka). [louck u  dunbTpauyms
COAEPXKMMOro YyBCTBUTESNbHbI K PEFUCTPY.

QTECH#show running-config | include interface
interface GigabitEthernet 0/0
interface GigabitEthernet 0/1
interface GigabitEthernet 0/2
interface GigabitEthernet 0/3
interface GigabitEthernet 0/4
interface GigabitEthernet 0/5
interface GigabitEthernet 0/6
interface GigabitEthernet 0/7

interface Mgmt 0
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1.3.11. Alias (nceBAOHUM) KOMaHA,

Bbl MoxxeTe HacTpouTb NtoGoe crioBo B kadecTse alias (nceBaoHMM) KOMaHAb! AN YCKOPEHHOTO
BBOZA KOMaHAbI.

1.3.11.1. Pe3ynbTaTt KOHdUrypaumm

1. 3ameHute KOMaHAy CIioBOM.

Hanpumep, HacTponte "mygateway" B kadectBe alias komaHabl ip route 0.0.0.0 0.0.0.0
192.1.1.1. [An< BbINONHEHUS 3TON KOMaHAbl HEOBXOAMMO BBECTM TONbKO "mygateway".

2. 3aMeHuTe HayanbHYyH YacTb KOMaHAb! KIOYEBbIM CIOBOM M BBEAUTE NapamMeTpbl
KomaHAbl.

Hanpumep, HacTponTe "ia" B kadecTBe alias komaHgpbl ip address. [nd BbINOMHEHUS 3TON
KomaHabl Heob6xoanmo BBeCcTH "ia", a 3aTeM ykasaHHbIn IP-agpec n macky nogceTw.

1.3.11.2. 9tanbl KOHpUrypauum

OTobpaxeHue alias no ymonyaHuio.

B nonb3oBaTenbCkoMm pexvme unv NpUBMAErMpoOBaHHOM peXxuMe O HEKOTOPbIX KOMaHg
aoctyneH alias no ymonyanuo. [Ina otobpaxeHust 3T1x alias No yMOonyYaHUIo MOXHO BbINOJTHUTb
komaHay show aliases.

QTECH(config)#show aliases

mode alias:

h help

p ping

s show

u undebug
un undebug

NMPUMEYAHMUE: O1un alias no ymonyaHuio He MOryT ObITb yaaneHsbl.

Hactpowika alias komaHAbi:

KomaHga alias mode command-alias original-command
OnucaHne mode: yka3biBaeT KOMaHAHbIN pexum ans alias.
napameTpoB

command-alias: yka3biBaeT alias KomaHapbl.
original-command: ykasblBaeT komanay, npeacrasnsemyto alias.

Pexnm Pexum rnobansHon KoHdUrypauum

KOHcpurypauum

BctpoeHHas B pexume rnobanbHOM KOH(urypaumm BbinonHute alias ? ana

noackaska oTOBpaxeHnsi BCEX PEXMMOB KOMaHA AN KOTOPbIX MOXHO HACTPOUTb
alias.

OTtob6paxeHne HacTpoek alias kKomaHng
BbinonHuTe komaHay show aliases ona otobpaxeHus HacTpoek alias B cucteme.
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NPAMEYAHMUE.

o KomaHga, 3ameHeHHas alias, gomkHa HauymHaTtbCAa C nepBoro cnMmMmBona KOMaHOHOM

CTPOKMW.

¢ KomaHpa, 3ameHeHHas alias, gomkHa ObiTb NOMHOLEHHOMN.

e [lpu ncnonb3oBaHmm alias Heob6xoaMmo BBECTM BECb CNMCOK alias; B NPOTUBHOM criyvae
alias He MoxeT OblTb MAEHTUPULNPOBAH.

1.3.11.3. Npumep KoHcpUrypaumum

OnpepeneHue alias ona 3ameHbl BCeM KOMaHAbI

OTansb!
KOHGourypaumm

B pexume rnobanbHoM KoHdurypaumm HacTtpoute alias "ir" pgns
npeAacTaBneHns KomaHnabl KOHUrypaumy mapLupyta no yMOSyaHuio ip
route 0.0.0.0 0.0.0.0 192.168.1.1.

QTECH#configure terminal
QTECH(config)#alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

lMpoBepka
KOHdoUrypaumm

¢  BbinonHute komaHgy show alias, 4To6bl NPOBEPUTL, HACTPOEH NN
alias.

QTECH(config)#show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:
ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

e lcnonb3ynte HacTPOEHHbLIN alias Ansl BbINOMIHEHUA KOMaHAbl W
BbINONHUTE KOMaHay show running-config, 4Tobbl NpoBEpPUTS,
yCNeLHO N HacTpoeH alias.

QTECH(config)#ir

QTECH(config)#show running-config

Building configuration... !

alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

//Configuring an alias

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
is entered !
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OnpepeneHue alias onsa saMmeHbl Ha4YanNbHOW YacTU KOMaHAbI.

JTansl
KOHUrypauum

B pexume rnobanbHoM KoHdurypauum HactpouTe alias "ir" ans
npegcraeneHns Yactu "ip route" komaHgbl KOHUrypaumm mapLlipyTa no
YMOMYaHuio.

QTECH#configure terminal
QTECH(config)#alias config ir ip route

MpoBepka
KOHUrypauum

e BuinonHute komaHgy show alias, 4Tobbl NPOBEPUTL, HACTPOEH
nwn alias.

QTECH(config)#show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:

ir ip route

e Beegute alias "ir", a 3ateM nocneaywLLyld 4acTb KOMaHAbl
"0.0.0.0 0.0.0.0 192.168.1.1".

e BoinonHute komaHgy show ap-config running, 4TOGbI
NPOBEPUTL YCMELHOCTb KOHUrypauuu.

QTECH(config)#ir 0.0.0.0 0.0.0.0 192.168.1.1
QTECH(config)#show running

Building configuration...

!

alias config ir ip route //Configuring an alias
I

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
and the later part of the command are entered

1.3.11.4. CnpaBKa no cucteme

1. CwucTtema npegocTaBnsieT cnpaBoYHyo nHdopmaumo ans alias komangpl. MNepe alias
oTobpakaeTcs 3Be3gouyka (*). Popmart BbIrNSAMT criegyrolwmm obpasom:

*command-alias=original-command
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Hanpumep, ans npusunermpoBaHHoro pexxuma alias s o6o3Havaet knoyeBoe cnoso show. MNpu

BBOAE "s?" oTobpaXaloTCs KIoueBble CNoBa, HavyMHatowmeca ¢ "s" u uHgopmaums o alias.
QTECH#s?

*s=show show start-chat

start-terminal-service

2. Ecnu komaHaa, npeacTtaBneHHas alias, cogepxut 6onee ogHoro cnoea, komaHaa
oToOpakaeTcs B Nape KaBblYeK.

Hanpumep, ans npuBunerMpoBaHHoro pexuma alias sv o6o3Ha4yaeT komaHgy show version.

Mpwn BBOAOE "s?" oTOBpPaXkaloTCst KNKOYEBLIE CMOBA, HAa4YMHatoLWwmecs ¢ "'s" 1 nHdopmauums o alias.
QTECH#s?
*s=show *sv="show version” show start-chat
start-terminal-service

3. Alias MOXHO ncnonb3oBaTb ANd NOMyYeHUss CNpaBoYHON MHOPMaLMK O KOMaHAE,
npegcraeneHHon alias.

Hanpumep, Hactponte alias "ia" gna npegcrtaBneHust Komangbl ip address B pexunme
KoHdurypauumn nHtepdenca. Ecnn Bol BBegete "ia?" B pexmme KoHurypauum nHtepdenca

OyneT oTobpaxkeHa crnpaBoyHas MHdopMauums no "ip address?", a alias 3aMeHsieTcst KOMaHA oM.
QTECH(config-if)#ia ?
AB.C.D IP address
dhcp IP Address via DHCP
QTECH(config-if)#ip address

MPUMEYAHMUE: MNpu BBOAE Nnpobena B Hayane CTPOKM koMaHaa, npeacTaBneHHas aTum alias,
He OyageTt oTobpaxeHa.
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2. HACTPOUKA BA30BOIO YMNMPABIEHUA
2.1. O630p

[aHHbIN OOKYMEHT npeacTaBnsieT cobon pyKoOBOACTBO MO Hadany paboTbl C CUCTEMOW
ynpaBneHns ceTeBbiMW YCTpoWcTBamMu. B HemM onuckbiBaeTcs ynpasneHue, MOHUTOPUHT U
obcnyxmBaHue ceTeBbIX YCTPOWCTB.

2.2. NMpumeHeHne

NMpumeHeHue OnucaHue

YnpasneHue ceTeBbiMM | [Nonb3oBaTeNlb BbINOMHAET BXO4 B CETEBOE YCTPOMUCTBO C

YCTPOMCTBaAMMU TepMUHana u 3anyckaeT KoMaHdbl MHTepdenca KoMaHaHoOWm
ctpoku (CLI) ansa ynpaBneHus KoHdurypaunsamm yCTPONCTB.

2.2.1. YnpaBneHue ceTeBbiMU YCTPOUCTBAMM

CueHapun
YnpaBrneHne ceTeBbIMU YCTPOMCTBAMM, ONMMCAHHOE B 3TOM AOKYMEHTE, OCYLLECTBSIETCA Yepes
NMHTepenc komaHaHom cTpoku. MNonb3oBaTenbs BXOAUT B CETEBOE YCTPONCTBO A C TepMuHana
N 3anyckaeT KoMaHgbl MHTepdenca KOMaHOHOM CTPOKW ANs ynpaBfieHus KOHurypaumsimu
ycTponcTtea. (PucyHok 3).

PucyHok 3.

2.3. DyHKUUN

2.3.1. ba3oBble KOHLUenuuu

TFTP

Mpotokon TFTP (Trivial File Transfer Protocol) — ato npotokon TCP/IP, nossonstowimmn
KNUeHTy nepefasaTb hann Ha cepBep Unu nosyyaTb ann ¢ cepeepa.

AAA
AAA — 37O ayTeHTUMKauua, asTopmsaumsa n peructpaums (accounting).

AyTeHTUdUKaUna o3HayvaeT NPoBEPKY YHETHbIX AaHHbIX Mofb3oBaTenen n CBA3aHHbIX CeTeBbIX
cnyx6.

ABTOpVI3aLI,I/IF| O3Ha4aeT npepnocrtaBlieHne CeTeBblX YCIyr nonb3oBaTenidMm B COOTBETCTBUU C
pe3ynbTataMmuy npoBepKn NOANMMHHOCTU.

Peructpaums (accounting) — oTcnexmBaHue noTpebneHnss ceTeBbiX YCyr Nosfib3oBaTensimu.
BunnuHroBas cuctema B3MMaeT nnaTy € Nonb3oBaTernen Ha OCHOBE 3anucen o notTpebneHun.

AAA npepocTtaBnseT apdeKkTMBHbIE CPeACTBa YNPaBneHns CeTbIo U 3alUMUThI.
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RADIUS

Monb3oBaTtenbckas cnyxba yganeHHoro Habopa ansa ayteHTudpumkaumm (RADIUS) aenseTca
Hanbonee WMpoKo ncnonb3yembiM npoTokonom AAA B HacTosLLee BpeMSI.

Telnet

Telnet — 3TO npoToKON aMynsauMM TepmuHana B cTeke npoTtokonoB TCP/IP, koTopbin
obecne4ynBaeT JOCTYN K yaaneHHOMY XOCTYy Yepes NoAKMYeHe K BUpTyanbHOMY TepMUHany.
OTO CcTaHOapTHBLIN NPOTOKOS, PACNOSNOXKEHHBIN HA YPOBHE 7 (YPOBEHb MPUITOXEHUSA) Moaenmu
OSI (Open System Interconnection) 1 ncnonbdyembii B VIHTEpHETE ANsi yoaneHHOro Bxoaa.
Telnet ycrtaHaBnvBaeT coeaunHeHne wMexay nokaneHbiM [1K M yganeHHbIM  XOCTOM.
UHpopmauus o cucteme

CucteMHasi MHGOpMaLUMs BKIlOYaeT OnMcaHne CUCTeMbI, BPeMs BKIHOYEHNSA MUTaAHUSA, BEPCUM
annapaTHOro M NpPorpammHOro o6ecneyeHnsi, Bepcuio NporpamMHoro obecrneyeHnst YpoBHS
yrnpaBreHns 1 Bepcuio NporpamMmMHOro obecneyeHns ypoBHS 3arpy3ku.

MUHdopmauma 06 obopyaoBaHum

MHdopmauusa o6 obopygoBaHum BKOYaeT MHGOPMaLUMo O PU3NYECKOM YCTPONCTBE, a TakKe
MHpopmaumio o0 crnotax u moaynsix. VHdopmauus o6 ycTpoWCTBE COLEPXKUT OMNUCaHUE
YCTPOWCTBA U KONUYeCcTBO crnoToB. NHdopMauns o crnote BKAOYaeT naeHTugukaTtop cnorta,
onucaHne moayns (4aHHoe nore nycroe, ecriv B CoTe HET MOAyIs), a Takke hakTuyeckoe u
MaKcumarnbHOe KONM4ecTBo (pm3nyecKkmx nopTos..

2.3.2. 0630p

PyHKUMA OnucaHue

KoHTponb _goctyna YHpaBneHme AOOCTynoM TepMuHana K CeTeBbiM yCTpOIZCTBaM B

nosb3oBaTens MHTepHeTe Ha ocHOBE Naposien 1 NpuBuUnIerni.

KoHTponb BbinonHseT ayTeHTMdmKauunio No MMeH Nosb3oBaTens 1 Naponto Ang

ayTeHTMdumKaLmnmn npegocTaBneHnss 4oCTyna K CeTeBbIM YCTPOMCTBAM, €Criv BKIIHOYEHa

npu Bxone dyHkums  AAA.  (AyTeHTuduKaumMss  BbINOSNHAETCA  BblAENEHHbIM
cepBepomMm.)

OcHoBHbIE CM. napameTpbl CUCTEMBI, Takne kak Yacbkl, CoobLleHne npu Bxoae u

napameTpbl CKOpOCTb Nnepefayun aHHbIX KOHCOSN.

CUCTEMBI

OT106paxeHue OTtobpaxaeT KoHduUrypaumm cucTeMbl, BKIoYas KoHduMrypaumm,

KOHdbUMrypaumm KOTOpble B HacTosdllee BpemMs BbINOSHAKTCA CUCTEMOW, U

KOHUrypauum yCTPOMCTB, XpaHALWMEeCHS B 9SHEProHe3aBUCUMMOM
onepatmsHon namatn (NVRAM).

Telnet Telnet — 3TO MPOTOKON NPWUKIAOHOrO YPOBHS B CTEKE MPOTOKOSOB
TCP/IP. OH obecrneuvBaeT cTaHOapTHOE YyrnpasrieHne yaaneHHbIM
BXOAOM B CWUCTEMY W MOAKIIOYEHWEM K BUPTyanbHOMY TepMuHany
yepes VIHTepHeT.

[Mepesanyck [Nepesanyck cuctemsl.
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2.3.3. KonTtponb goctyna nonb3oBartens

YnpaBneHve OOCTYyNnoMm norib3oBaTenen OTHOCUTCHA K yrnpaBfeHWo OOCTYNOM TepMuHana K
ceTeBbIM yCTponcTBam B VIHTepHETE Ha OCHOBE Naposien 1 NpuBuUnerni.

2.3.3.1. MpuHUMN paboTbl

YpoBeHb npuBunerumn

16 ypoBHel npuBunierun onpenenstotca B guanasoHe oT 0 oo 15 ona uHTepenca kKomaHgHOM
CTPOKM Ha CeTeBbIX YCTPOMCTBAX 419 NpeocTaBneHns nonb3oBaTensam JOCTyna K pasnuyHbIiM
KomaHgam. YpoBeHb O — cambli HA3KUIN YPOBEHb, NPEAOCTABMNAIOLWMNNA OOCTYN K HECKONBbKUM
KOMaH4aMm, a ypoBeHb 15 — cambili BbICOKMIA YPOBEHb, NPEOOCTaBMAOWMIA JOCTYN KO BCEM
komaHgam. YpoBuu 0 1 1 sBnsawTca obwmMmn ypoBHAMMK nonb3oBaTensa 6e3 paspelleHns Ha
KOHMrypauuio ycTponctea (Mo yMOSTYaHUIO NOSb30BaTENSAM 3anpeLLleHo BXOAUTb B PEXMM
rnobanbHoM KkoHGUrypaummn). YpoBHM 2—15 aBNAKOTCS MNPUBUMErMPOBAHHBIMU  YPOBHAMM
nonb3oBaTens ¢ paspeLleHMeM Ha HacTpPonKy ycTponcTtea. Knaccmudumkauusa naponen

Maponu genaTtca Ha gBa Tvna: npoctble n 6e3onacHble naponu. epBbin TN OTHOCUTCH K
NPOCTbIM 3alMpPOBaHHbIM NaposisiM Ha ypoBHe 15. BTopor TN OTHOCUTCA K 3aLMLLEHHbBIM
3awmndpoBaHHbIM Naponsam Ha ypoBHAX 0—15. Ecnun ypoBeHb HACTPOEH Kak C NPOCTbIM, TaK U C
3alMLWEHHbIM  3aliMdpPOBaHHBIM  Maponem, MpoCTOM  3awnpoBaHHbLIN  Napofb  He
pencteuteneH. [lpn HacTporke nNpOCTOro 3awmndpoBaHHOrO napons He Ha ypoBHe 15,
oTobpaxaeTcs npegynpexaeHne, n napofnb aBToMaTUdeckn npeobpasyeTcsi B 3aLUULLEHHbIN
3awmndpoBaHHbIn naponb. lMpu HacTponke OAHOIMO M TOrO Xe MPOCTOro 3allndgpoBaHHOroO
napons 1 3aWMWeHHOro 3awngpoBaHHOrO napons Ha ypoBHe 15 oTobpaxaeTcs
npeaynpexaeHuve.
3awmTa naponem

Kaxablii ypoBeHb NpUBUNErniA CETEBOrO YCTPOCTBA MMeeT Naporb. [ns NoBbILEHUS] YPOBHS
npuunernin TpedyeTcst BBOA napons TpebyeMoro ypoBHsi, B TO BpeMsi Kak 4SS YMeHbLUeHUs!
YPOBHS NpuBuMneruin He TpebyeTtcs BBOA Naporsi.

Mo ymonyaHuio TONbKO ABa YPOBHS MPUBMMErnii 3aliuiLeHbl naponem: ypoBeHb 1 (ypoBeHb
006bI4YHOro nonb3oBaTens) n yposeHb 15 (ypoBeHb NpPUBMMIErMpoOBaHHOMO nonb3osaTensd). [Ans
AO0CTynNa K pasnuMyHbIM KOMaHAaM B KaXKOOM PEXMME MOXHO Ha3HaunTb LecTHaauaTh ypOBHEN
nNpyBUNErnin C 3aMTON Naposem.

Ecnu naponb He HacTpoeH Anda NPUBUIIErMPOBAHHOIO YPOBHS MOMb30BaTens, Ans Aoctyna K
3TOMY YpPOBHIO He Tpe6yeTc;| BBOO MaponAd. PeKOMeH,EI,yeTCFI HaCTpOUTb NapoJib B UENAX
©e3onacHocTu.

KomaHgHasa aBTopusauma

Kaxpass komaHga WMeeT  MUHUMarbHbIN YPOBEHb l'IpVIBVIJ'lGI'I/IVI ana  BbIMOJIHEHUA.
MNonb3oBaTtento ¢ YPOBHEM I'IpVIBI/IJ'IGFI/II7I HWXe 3TOro ypoBHA He pa3pelleHO BbINOJIHATb
KOMaHay. MNocne HasHauyeHuUss kKomaHae YPOBHA I'IpI/IBI/IJ'IeFI/IIZ nonb3oBaTtesin 3ToOro ypoBHA "
Gonee BLICOKOTO YPOBHA MMEKT A0CTYN K KOMaHAe.

2.3.3.2. CBsAi3aHHble HACTPOUKU CUCTEMDbI

HacTpoika npocToro 3awmncgppoBaHHOro napons

e BbinonHute komaHgy enable password.

HacTtpoiika 3awmweHHoro 3awmndgpoBaHHOro napons
o BruinonHute komaHay enable secret.

e besonacHbli  3awmpoBaHHbIN  Napofnb  MUCNOMb3yeTca AN ynpasrieHus
nepeknioYeHnemM Mexay ypoBHsMU nonb3doBatensd. OH umeeT Ty e PYyHKUUIO, YTO U
NpocTon 3aWwndpoBaHHbIA  Maporfb, HO WUCMNOMb3yeT YNyYlWeEHHbIA  anroputm
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wndposaHmss  napons. [loaToMy  3alUMLLEHHble  3alIMPOBaHHbLIE  MApOSiv
pPEKOMeEHAYITCA 13 coobpaxeHnii 6esonacHoOCTy.

Hactpowka ypoBHen npuBunerni KomaHg
e BbinonHute komaHay privilege, 4Tobbl Ha3HAYNTL YPOBEHL NPUBUMETNIA KOMaHAE.

e KomaHga Ha 6onee HM3KOM ypOBHe A0CTyrnHa GonblUeMY KONMYECTBY MoNib3oBaTenen,
4yeM KOMaHza Ha Goree BbICOKOM YPOBHE.

MNoBbiweHne/NOHMXeHNe YPOBHA NpUBUIIErMi nonb3oBaTtens

e BbinonHute komaHay enable unu komaHgy disable, 4ToBbl NOBLICUTL MNN MOHU3UTb
YPOBEHb NPUBUNErMIN NOMb30BaTENS COOTBETCTBEHHO.

e [locne Bxoaa B ceTeBOe YCTPOWCTBO MOMb30BaTeNb MOXET U3MEHUTb CBOW YPOBEHb
A0CTyNa K KOMaH4aM C pasnnyHbIMU YPOBHSIMU NPUBUIIETUIA.

BkrnroyeHune 3almTbl COEAUHEHUA Naposiem
e [Ins yoaneHHoro Bxoaa TpebyeTcs 3awmTa naporeM (Hanpumep, Bxoa Yepes Telnet).

e BobinonHute komaHgy password [ O | 7 ] line, 4ytobbl HacTpouTb naponb Ans
coeauHeHus, a 3aTeM BbINOMHUTE KoMaHAay login, YTobbl BKITHOYUTL 3aLLMTy Naponem.

e Mo ymonyaHuto TepMuHanbl He NOAAePXKMBaKOT KoMaHay lock.

2.3.4. KoHTponb ayTeHTU(hUKauum npm Bxoae

MNpn ayTteHTUUKaumm ¢ oTknveHHbIM  AAA  naponb, BBeOEHHbIN MOfb30BaTeNEM,
NpoBepPSEeTCs Ha COOTBETCTBME HACTPOEHHOMY Maporito coeanHeHus. Ecnmn oHn cornacoBaHbl,
nonb3oBaTenb MOXET MOMy4YuTb OOCTYMN K CEeTeBOMY YCTPOMCTBY. [pu nokanbHOW npoBepke
NOANMMHHOCTM MMS NONb30OBaTeENsl M Naposfb, BBEAEHHbIE MOMb3oBaTeneM, NpoBepsaTCa Ha
COOTBETCTBME C [aHHbIMU, XpPaHAWMMUCS B fokanbHon 6ase AaHHbIX nonb3oBaTtenen. Ecnu
OHM CcOBMajalT, nonb3oBaTeflb MOXET MOoNyyYnuTb [[OCTYyNn K CEeTEeBOMY YCTPOWCTBY C
COOTBETCTBYIOLLUMMM NpaBamMmn ynpaBreHus.

B AAA nmsa nonb3oBaTens M naposib, BBeAEHHble Morib3oBaTeneM, ayTeHTUduUMpyTca
cepsepoMm. Ecnn nposepka MNOANMHHOCTM BbINOfIHEHA YCMELIHO, MOMNb30BaTeNlb MOXET
NnoNy4nuTb OOCTYMN K CETEBOMY YCTPOWMCTBY M BOCMOMNb30BaTbCA OnpeneneHHbIMW npaBamm
yrnpaBneHus.

Hanpumep, RADIUS-cepBep MOXeT UCNOMb30BaTbCA ANd  ayTeHTUdUuKauunm MMeH
nonb3oBaTtenen 1 naponemn, a Takke ynpasneHnsa paspeLleHsaMm nonb3oBaTenemn Ha ceTeBble
ycTporictBa. CeTeBble yCTPOMCTBA BOMbLUE HE XPaHAT Naponu nofnb3oBaTtenen, a oTnpaBnsAwoT
3awmndpoBaHHy0 MHdopMaumio o0 nonb3oBatensax Ha cepsep RADIUS, Bkntovass MMmeHa
nonb3oBartenen, naponu, obwme naponu u NonuMTUKK goctyna. 31o obecneymBaeT yaoOHbIN
cnocob ynpaeneHus 1 KOHTPONs JOCTyna nonb3oBaTenen, a Takke nosbilwaeT 6e30nacHOCTb
WHopMaL MM nonb3oBaTenen.

2.3.4.1. MpuHUMN paboTbl

Maponb coegnHeHnn

Ecnn pyHkuma AAA OTKNIOYEHa, MOXHO HACTPOUTb Maposib COeAMHEHUS, UCMONb3yeMbl OIS
NPOBEPKM YYeTHbIX AaHHbIX Nonb3oBaTens Bo Bpems Bxofa. [ocne sknioveHns AAA nposepka
NPy NOMOLLW Naposis CoOeQUHEHNs He eNCTBUTENbHA.

INokanbHasa ayTeHTUdUKaLUA

Ecnin dyHkums AAA OTKMNOYEHa, MOXHO HacTpOUTb fOKamnbHyl ayTeHTUduKauuio Ons
MPOBEPKM YYETHbIX [OaHHbIX MOnb3oBaTerien u ynpasreHus paspeLlleHnsiMU C MOMOLLIbIO
nokanbHOM 0asbl [daHHbIX nonb3oBaTtenen. [locne BkntoyeHuss AAA  nokanbHas
ayTeHTUrkauusa He AencTBUTENbHA.
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AAA

AAA npegocTtaBnsieT Tpu He3aBUCUMbIX OYHKLIMM BE30MacHOCTH, a UMEHHO: ayTeHTUUKaLuto,
aBTopmsaumio n peructpaumns (accounting). CepBep (unu nokanbHas 6a3a [aHHbIX
nonb3oBarterien) WUCNonb3yeTcss [ANS  BbIMNOSIHEHUS MNPOBEPKM MOAMMHHOCTM Ha OCHOBE
HaCTPOEHHOro Crmcka MeTOAOB MPOBEPKU MOAMMHHOCTU MPU BXOAE W yrpaBneHus npaBamu
nonb3oBatenen. NMNoapobHee 06 AAA cMm. aanee.

2.3.4.2. CBAA3aHHbIe HACTPOMUKU CUCTEMDbI

HaCTpOVIKa cBefleHNM O NoKasfibHOM rnosfib3oBaresie

e BbinonHute komaHgy username, 4TOObl HACTPOUTL YYETHYIO 3aMMCb, UCMONb3YEMYHO
AN NoKanbHOW ayTeHTUdUKaLMN U aBTOpM3aLMK, BKIOYasi UMeHa nonb3oBaTenen,
naponu 1 oNoNHUTENbHY MHGOopMaumio 06 aBTopu3auun.

HacTtpoiika nokanbHou ayTeHTUdMKaLMM ANA BXxoAa B CUCTEMY Ha OCHOBe
coeAuHeHus

¢ 3anyctute komaHay login local (B cniydae oTkrntoueHus AAA).
o  BbINONHUTE 3Ty HACTPOMKY Ha KaXKOOM YCTPOUCTBE.

Hactponka AAA ayTteHTudpuKaumm pOnsa BxoAa B CUCTEMY Ha OCHOBe
coeauHeHus

o MeTopg ayTeHTUDMKALMM MO YMOMYaHUIO UCMONb3yeTca nocrne BkniodeHns AAA.

e BbinonHute komaHOy NpoOBEPKM MOASIMHHOCTM ANsi BXoda, YToObl HACTPOUTb CMMCOK
METOAO0B NPOBEPKM NMOANMHHOCTM AN COEANHEHMS.

e BbinonHute 3Ty HACTPONKY, ecnu TpebyeTcsa nokanoHasa ayteHTudurkauma AAA.
HacTpoika BpeMeHU oXnaaHUs NoAKNHOYeHUs
e Bpems oxugaHusa coeguHeHna no ymornyanuo coctasnseT 10 MUHYT.

e 3anyctute komMaHgy -timeout, 4TOObl M3MEHUTb BPEMS OXUOAHUA COEAMHEHUS no
yMONn4aHuio. YCTaHOBMEHHOE coeanHeHne BOyaeT 3aKkpbiTO, eCnn B TeYEHNE BPEMEHU
oXuaaHusa He obHapyxeHbl BbIXOAHbIE AAHHbIE.

e BbinonHuTe 3Ty HacTpoOKKy, ecnv HeoOXOAMMO YBENMUYUTL UMM YMEHbLUUTL BPEMS
OXMWOaHUsA coeUHEHNS.

Hactpoika BpeMeHU oXnaaHusa ceaHca

e Bpewms oxmngaHua ceaHca no ymondaHuio coctaenseT 0 MUHYT, 4TO yKasblBaeT Ha
OTCYTCTBUE TanM-ayTa.

e  3anyctute KOMaHay session-timeout, YTOObl U3MEHUTL BPEMSI OXXMOAHUS COEAUHEHNS
Mo yMOYaHuto.

e CeaHc, yCTaHOBIEHHbIV ANA yAaneHHoro xocta Yyepes coeanHeHve, byaet oTKMYeH,
€Crnn B TeveHne BpemMeHu TanM-ayTa He ByayT obHapyxeHbl BbIXOAHbIE AaHHble. [Tocne
3TOro yAaneHHbln XocT OyaeT BOCCTaHOBNEH B cocTtosHuu Idle. BbinonHute aty
HaCTPOWKY, ecrnv HeoBX0AMMO YBENUYNTL UNN YMEHLLUUTDL BPEMS OXMAAHUS CeaHca.

BrnokupoBka ceaHca
e [lo ymonuaHuio TepMUHanbI HE NoAAEPKMBAKOT koMaHay lock.

o BuinonHute komaHgy lockable, 4ToGbI 3abnoknpoBaTe TepMUHarbl, NOAKNHOYEHHbIE K
TeKyLLleMy COeQUHEHNIO.

e YT0b6bl 3abnokMpoBaTb ceaHc, cHayana BKIYUTEe BrIOKMPOBKY TEPMUHANA B pexnve
KOHpurypaumm TepMuHanbHOro AocTyna, a 3atem 3anyctute komaHay lock B pexumve
TepMmuHana ans 6noknMpoBkM TepMuHana.
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2.3.5. OcHOBHbIe NapamMeTpbl CUCTEMDI

CucremHoe Bpemsi

CuctemHble 4acbl CETEBOro YCTPOWCTBA PErNCTPUPYIOT BPEMsI COObITUA Ha YCTPONCTBE.
Hanpumep, Bpemsi, nokasaHHOe B CUCTEMHLIX XypHanax (syslog), 6epeTcs u3 CUCTEMHbIX
yacoB. Bpema 3anucbiBaetca B dopmate 200-mMecsay-0eHb, 4ac:MuHyma:.cekyHoa, O€eHb
Hedernu.

Mpv NnepBOM MCMONBL30BaHUM CETEBOIO YCTPOMCTBA BPYYHYIO YCTAHOBUTE €r0 CUCTEMHbIE Yachl
Ha TeKyLUyto AaTy U Bpewmsi.

HacTpowka uMeHun cuctemMmbl U KOMaHAHOWN CTPOKMU

MOXHO HacTpPOUTb MMSI CUCTEMbI A4S NAEHTUMKaLUKM ceTeBoro yctponctea. CUCTEMHOE UMS
no ymonyaHmwo — QTECH. Uma ¢ Gonee yem 32 cumonamm Oynetr obpesaHo, 4ToObI
copepxatb TOnbko nepBble 32 cumBonoB. OToOpaxkeHne KOMaHAHOW CTPOKM MEHSieTcsl B
3aBUCYMOCTU OT MMEHU CUCTEMBbI.

Coob6LweHue npu Bxoae

CoobueHre npu Bxode UCnonb3yeTcs Ans oTobpaxeHns MHopMauun o0 3anpoce Ha Bxon B
cuctemy. CyllecTByeT ABa TUNa COOBLLEHUI: ANS eXeAHEeBHOro YBeAOMIEHUS U NpU BXoAe B
cucTemy.

e ExepgHeBHOe yBegoMiieHME OTODOpaXkaeTcsi Ha BCEX TepMuHanax, NOAKIMOYEHHbIX K
ceTeBbIM YCTPOWCTBaM, BCkOpe nocne Bxoda B cuctemy. CpouHble cooOLeHus
(HaNpymep, HeMeaneHHoe OTKMYEHME CUCTEMbI) MOryT ObiTb OOCTaBriEHbI
NONb30BaTENSAM C MOMOLLbIO €XXeQHEBHOIO YBEAOMIIEHUS.

e [ocne exepgHeBHOro yeegomneHusi nosiensietcs CoobLieHne npu Bxoae n otobpaxaeT
MHGOPMaLMIO NS BXxoda B CUCTEMY.

HacTtpoiika ckopocTu nepefayun AaHHbIX KOHCOMM

YnpaBreHue ceTeBbiM YCTPONCTBOM MOXHO OCYLLECTBMAATbL Yepes KOHCOMbHbIN nopT. [epBagd
KOHUrypaumss CeTeBOro YCTPOWCTBA AOSMKHA BbIMNOMHATLCS Yepe3 KOHCOSbHbLIN  MOpT.
CKopocTb nepefayn f[aHHbIX MNOCrnegoBaTenibHOro nopta MOXeT ObiTb U3MeHeHa B
3aBUCMMOCTM OT doakTndecknx TpeboBaHuin. OOpaTuTe BHMMaHME, YTO Ha TepMuHane
ynpasneHnst JOmKkHa ObiTb YCTAHOBIEHA MOCTOSIHHAS CKOPOCTb Nepedayn AaHHbIX C KOHCOMNM
YyCTPOMCTBA.

HacTpoiika BpemMeHU 0XXuaaHus coeguHeHuns

Bpemsa oxupgaHus coeguHeHUst UCNonb3yeTcs ANs YrpaBneHns MOAKIYEHUSIMU YCTPOUCTB
(BKNtOYas yCTaHOBMNEHHbIE COEAUHEHUSI U CEaHCbl, YCTAHOBMEHHbIE ANA YAANEHHbIX Y3MOoB).
CoeguHeHve OyaeT 3akpbITO, ecnv BO Bpemsi TaliM-ayTa He OyaeT OOHapYyXEHO HUKakux
BXOZHbIX JAHHbIX.

2.3.5.1. CBsAi3aHHble HACTPOMUKU CUCTEMDbI

Hactpownka cucTteMHbIX YacoB U AaTtbl

e BuinonHute komangy clock set, 4yToObl HacTpoUTb CUCTEMHOE BPEMS CETEBOro
YyCTpOMCTBa BpPYYHYH. Yacbl yCcTpoWcTBa 3arnyckarlTcs C 3a4aHHOIro BpPEeMEeHn U
npogonmkarT paboTaTb Aaxe NPy BbIKIMTKOYEHHOM COCTOSIHUM YCTPONCTBA.

O6HoBNeHMe annapaTHbIX YacoB

e Ecnu vacbl annapatHoro ofbecnevyeHMst W NporpaMMHOro obecnevyeHuss He
CUHXPOHM3NPOBaHbI, BbINONHMTE  komMaHay clock update-calendar, 4TOGbI
CcKOnNMpoBaTb AaTy M BPEMSA YacoB NporpaMmMHOro obecneyeHns Ha annapaTHble Yachbl.
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Hactpowka umeHun cuctembl
o BbinonHute KOMaHOy hostname, YTOObI USMEHUTb UMSI CUCTEMBI MO yMosn4aHuio.

e CucremHoe umsa no ymonyanuio — QTECH.

HacTtpowka komaHOHOW CTPOKMU

e  BbIinonHute komaHay prompt.

HacTpoika exxeqHeBHOro yBeaoMneHus

e [lo ymonyaHuio exxeqHeBHOE yBEAOMIIEHNE HE HAaCTPOEHO.

¢ Brinonnute komangy banner motd, 4To6bl HACTPOUTL EXeQHEBHOE YBEAOMIIEHME.

e [ExenHeBHOe yBegomneHne oTobpaxaeTcss Ha BCEX TepMUHanax, NOOKMHOYEHHbIX K
CeTeBbIM YCTpOMCTBaM, BCKOpe nocne Bxoda B cuctemy. CpoyHble cooOuieHus
(HanNpymep, HeMeaneHHoe OTK4YeHMEe cCcucTemMbl) MoOryT ObiTb  JOCTaBMEHbI
Nofb30BaTENsAM C MOMOLLbIO €XXeQHEBHOr0 YyBE4OMITEHUS.

HacTtpounka CoobweHus npu Bxoae
e [lo ymonuaHuo CoobLueHne nNpy BXOAEe HEe HACTPOEHO.

e BbinonHute komaHay banner login, 4To6bl HacTpouTb CooOLEeHne npu BXode U
0TOOpasnTb MHOPMaLUMIO ONs1 BXOA4A B CUCTEMY.

Hactpowka ckopocTu nepeagaym AaHHbIX KOHCONMKU
e BbinonHute komaHgy speed.
e  CkopocTb Nepegayv gaHHbIX N0 ymon4yaHuto coctaensieT 9600 6uT/c.

2.3.6. OTOobpaxxeHne KoOHcuUrypaumm

OTobGpaxaeT KOH(pUrypaLmm cMCTeMbI, BKITOYasa KOHUrypawumm, KOTopble B HacTosLLee BpeMs
BbIMOMHSOTCA CUCTEMOWN, N KOHUrypauum ycTtponcTs, xpaHswmecs 8 NVRAM.

2.3.6.1. MpuHUMN paboThbI

3anyck KoHcurypaumm

3anyLleHHble KOHurypauum, a UMeHHO running-config, npeactaensaloT cobon KoHUrypawmm,
KOTOpble OTAENbHbIE MOAYMN KOMMNOHEHTOB 3amnyCKalT B peXUMe peanbHOro BpemeHu. [ns
BCEX 3anyLleHHbIX KOMMOHEHTOB MOXeET ObITb cAernaH 3anpoc Ha cbop KOHUrypaumm, Kotopble
OyoyT opraHu3doBaHbl nepen wx oTobpakeHuMem nonb3oBaTenam. TonbKo 3anyLleHHble
KOMMOHEHTbI MOryT NpefocTaBnsaATb KOHUrypauum B peanbHOM BpeMeHW, B TO BpeMsi Kak
He3arpyXeHHble KOMMOHEHTbl He OTOOpaXkaloT KoHdurypauumin. B cnyyae 3anycka cucTtembl,
nepesanycka mnpouecca KOMMOHEHTA W BbINOMHEHUS TOPSYEero WCMNpPaBfieHUS CUCTEMBI,
KOHurypauum, cobpaHHble B 3TOT nepuon, MoryT ObiTb HETOYHbIMU U3-32 HECTabMWMbHOro
COCTOSIHUSA KOMMOHEHTa. Hanpumep, u3HavanbHO KOH(Urypaumm KOMMOHEHTa He MOoryT
OTCYTCTBOBATb, HO MOryT BbITb OTOBPaXKeHbI NO3Xe.

HavyanbHble KOH(Urypaumm

KoHdpurypaummn, xpaHswuecas B NVRAM, a wumeHHo, startup-config, saBnsoTcs
KOHUrypaumnsimn, BbIMOSTHEHHBIMW BO BPEMS 3arnycka ycTponcTsa. [pu nepesanycke cucTemsl
3arpyxaetca @awvin startup-config, koTopbIi cTaHOBUTCS HOBbIM runningconfig. [[Ons
oToBpaxeHnst MOCTOSIHHbIX KOH(Urypaumm cuctema osmpkHa npovnTtaTb dann startup-config
B NVRAM.
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2.3.6.2. CBAA3aHHbIe HACTPOUKU CUCTEMDbI

OTo6paxeHue 3anyLeHHbIX KOHUrypaummn

3anyctute komangy show running-config [ interface interface ], 4To6bl 0OTOGpasnTb
KOHdoUrypaumm, KoTopble B [aHHbIA MOMEHT BbINOMAHAKTCA CUCTEMOW, UM KOHUrypauum
NUHTepdenca.

OTo6paxeHune KOH(pUurypaumm yctpomcrTaea
3anyctute KomaHagy show startup-config.

CoxpaHeHue KOH¢puUrypaumm sanycka

3anyctute komaHay write mnn copy running-config startup-config, 4ToGblI coxpaHuTb
TeKyLne KOHUrypaumm B Ka4ecTBe HOBbIX KOH(Urypaumm anycka.

2.3.7. Telnet
2.3.7.1. MpnHUMN paboTbl

Telnet — 370 NpoTOKON NPUKNAAHOro ypoBHS B cteke npoTtokornioB TCP/IP. OH oGecneyvnBaeT
CcTaHgapTHOe ynpaBfeHne yganeHHbIM BXOAOM B CUCTEMY M MOOKITHOYEHNEM K BUPTYaribHOMY
TepMmuHany vyepes VIHTepHer.

Cnyx6a «knueHta Telnet nossBonseTr nokanbHOMY WM yganeHHOMYy MONb3oBaTento,
BbINOSIHMBLUEMY BXOJ B CeTeBOe YCTPOWCTBO, MCMOMb30BaTb KIMEHTCKyt0 nporpammy Telnet
AN [ocTyna K ApyrMm pecypcam yaaneHHowm cuctembl B VHTepHeTe. Ha N3o6paxeHun 2-2
nonb3oBatenk MK nogkniovaeTca kK ceTeBoMy YCTPOMCTBY A C MOMOLLIbIO AMyNSLMN TepMmUHana
unn nporpammbl Telnet, a 3aTem BbINOSHAET BXO4 B CETEBOE YCTPOMCTBO B C nomoLubio
KomaHAbl telnet ons ynpaBneHnst KOHUrypaumen.

Telnet B o6opynoBaHun QTECH nopgaepxuaet IPv4 n IPv6 agpeca. Cepep Telnet npuHumaet
3anpockl Ha nogkntoyeHue Telnet ¢ agpecamu IPv4 n IPv6. KnneHT Telnet moxeT oTnpaBnaTb
3anpochbl Ha NOAKIMYEHUE K XOCTaM, naeHTuduumpyemsimM no agpecam IPv4 n IPv6.

lelnet chent elnet server

=

WorkStiation

PucyHok 4.

2.3.7.2. CBAA3aHHbIe HACTPOMKU CUCTEMDbI

BknroyeHue knneHTckon cnyxobl Telnet

e Brinonnute komaHgy telnet aons Bxoga B yganeHHoe yCTPOWCTBO.
BoccTtaHoBneHue ceaHca knueHTta Telnet

e BbinonHute komaHgy <1-99>.

OTKnoYeHne NPUOCTaHOBIIEHHOrO ceaHca Telnet-knueHTa

¢ 3anyctute KomaHay disconnect session-id.

BknroyeHue cnyx6bl Telnet-cepBepa

e BbinonHute komaHay enable service telnet-server.

e  BbInonHuTe 3Ty HACTPOWNKY, €Crnv HeoBXOAMMO BKINIOYMTL BXOA B cuctemy Telnet.
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Hactpolika 6a30BOro ynpaeneHus W
2.3.8. Nepe3anyck

PyHKUMA BpEMEHHOTO Nepesanycka obnerdyaeT paboTy nonb3oBaTensi B HEKOTOPbIX CLEHAPUSIX
(Hanpumep, B TecTax).

e [lpun HacTpoWke uWHTEpBana BPEMEHW cCUCTEMA nepes3anycTUTcs nocne 3Toro
nHTepBana. MHTepean nmeet cpopmat mmm mnm hhh:mm B muHytax. MoxHo ykasaTtb
NUMs1 MHTEpBana, YTobbl OTPa3nTb Ha3Ha4YeHe nepesanycka.

o I'Ip|/| onpeageneHnn BpemMeHun B 6y,u,yu_|,eM cucrtemMma nepes3anyctnutca no AOCTUXKEHUU
3agaHHOro BpemMeHu.

NMPUMEYAHWUE: Ecnn Bbl xoTUTe wucnonb3oBaTb nNapameTp at, cuctema [AosmkHa
nogaepxmeatb pyHKLUMIO YacoB. PekomeHayeTcs 3apaHee HaCTPOUTb CUCTEMHbIE Yachkl. HOBLIN
nnaH nepesanycka nepesanuweTt  cywectByowun. [MnaH  nepesanycka  Oyger
HedencTBUTENbHbIM, ecnu cuctema byaeT nepesanylleHa 4O TOro, Kak nnaH BCTYNUT B CUIy.

NMPUMEYAHUE: VHTepBan mexay BpeMeHeM nepesanycka U TeKyLLMM BpEMEHEM He LOKeH
npeBbiwaTe 31 AeHb, U BpeMsi nepesarnycka AOMKHO ObiTb MO3XKEe TEeKyLero CUCTEMHOro
BpeMeHu. [locne HacTponKM NnaHa nepesanycka He U3MEHANTE CUCTEMHbIE Yachl; B MPOTUBHOM
cny4vae nnaH moxeT 6biTb HeyAayYHbIM (HanpuMep, CUCTEMHOE BPeEMS U3MEHSETCA Ha Bpems
nocne nepesanycka).

2.3.8.1. CBsAi3aHHbIe HACTPOMKU CUCTEMDbI

Hactpowka nepe3anycka
e  BuinonHute komaHay reload, 4TobbI HACTPOUTL NONNTUKY Nepesanycka.

e BbinonHuTe 9Ty HaACTpoOWKy, ecnn HeobxoaMmo nepesanycTuTb YCTPOWCTBO B
onpeaeneHHoe Bpemsl.

2.4. KoHdurypauus

HacTponka (HeobssatenbHO) McnonbayeTca Ansi HAaCTPOWKM Naponen u ypoBHEWN
naposnen u NpUBUAErMn KOMaHg,.
NpUBUAETNIA
enable password HacTtpauBaet npocton 3awmndpoBaHHbIN
naponb.
enable secret HacTtpauBaeTt 3alUULLEHHbIN
3aLMpoBaHHbIN Naponb.
enable YBenuuMBaetT  ypoBeHb  NpUBMNEruun
nonb3oBartens.
disable CHuxaet YpOBEHb npusunerumn
nonb3oBartens.
privilege HacTpavBaeT ypoBeHb npuBunernin Ans
KOMaHA.
password YkasblBaeT napornb COeANHEHNS.
login BkntoyaeT 3awmty coeanHeHns naposem.
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HacTtpolika 6as3oBoro ynpaBrieHua
HacTtponka Bxogaun | (Heo6asatenbHo) Mcnonb3dyeTca Anst HACTPOMKN PasfnUYHbIX PEXMMOB
ayTeHTudmkaumnm BXO4a M MeTodoB ayTeHTUdMKaunn.

username HactpavBaeT cBegeHuss O JlOKarnbHOM
yYeTHOW  3anucuM  nonb3oBaTens wu
[JOMONTHNTENIBHON MHdopMaLmn
aBTOpM3aLmK.
login local HactpavBaeTt nokanbHyto
ayTeHTUrKauuio Ang Bxoga B CUCTEMY
Ha OCHOBE COefVHEHNS.
login authentication HacTtpauBaet ayteHTudmkaumo AAA ons
BXOAa B CUCTEMY Ha OCHOBE COEOUHEHNS.
telnet Bkntoyaet cnyx6y knuenTa Telnet.
enable service telnet- | Bkntovaet cnyxby Telnet-cepBepa.
server
-timeout HacTtpauBaeTt Bpems oXnaaHus
NOAKMOYEHNS.
session-timeout HacTpauBaeTt Bpems oXungaHus ceaHca.
lockable BkntoyaeT OnNOKMpPOBKY TepMmuHana Ha
OCHOBE COeANHEHMS.
lock Bnokvpyetr TepmuHan, NoaKMOYEHHbIA K
TeKyLLeMy COeAMHEHNIO.
HacTponka (HeobssaTtenbHO) Ncnonb3yeTca Ansa HaCTPOMKM OCHOBHbLIX MapamMeTpoB
OCHOBHbIX CUCTEMbI.
napameTposB
crcTembl clock set HacTpanBaeT cUCTeMHble Yachl 1 AaTy.
clock update-calendar O6HoBNAeT annapaTHble Yackl.
hostname HacTtpauBaeT nmsa cuctemsl.
prompt HacTtpavBaeT KOMaHAHY CTPOKY.
banner motd HactpanBaeT exegHeBHOe
yBe4OMIeHMe.
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Hactpoiika
OCHOBHbIX

napameTpoB
CUCTEMDbI

bannerlogin HactpaunBaet CoobLieHne npu Bxoae npu
BXozde.
speed HacTtpauBaeT ckopocTb nepegaym gaHHbIX

KOHCOIN.

BkntoyeHue n
BbIKITHOYEHNE

(HeobsizaTtenbHo) Wcnonb3dyeTca [Onsi BKAKYEHMS U OTKIHOYEHUS

onpeaeneHHon crnyxosbl.

nepesarpysku

onpefeneHHon

cayxBel enable service BkrtouaeT cryxby.

HacTponka (HeobsizatenbHo) [aHHas komaHOa wWCnonb3yeTcs Ans HaCTPOWKK
3annaHvpoBaHHOW | NOMUTUMKN Nepe3arnycka CUCTEMBI.

reload lMNepe3anyckaeT yCTpPOWMCTBO.

2.4.1. Hactpounka naponeu v npuBunermm

2.4.1.1.

24.1.2.

2.4.1.3.

Pe3ynbTaTt KOH(pUrypaumum
Hactpointe naponu ana ynpaefieHMss [OOCTYNOM nosfib3oBaTefned K CeTeBbIM
YCTPOWCTBaM.

HasHaubTe ypoBeHb NpuBUMErMin KOMaHge, YTobbl NPefoCcTaBUTb AOCTYMN K KOMaHAe
TONbKO MOMb30BaTENAM AaHHOIO YPOBHSI UM BhbliLLE.

YMeHbLINTE YpPOBEHb MPUBMIErMA KOMaHAbl, 4TOObl NpedocTaBUTb Gonbluemy
KONMYECTBY Monb3oBaTtenel AOCTyN K KoMaHae.

YBenuybTe ypOBEHb NPUBUNENMIA KOMaHAbl, YTOObI OrpaHUYMTb JOCTYN K KOMaHAe OO
HEeCKOmnbKUX rnorfib3oBaTenem.

MpumeyaHusn

Mo>kHO ncnonb3oBaTb KOMaHAy HAaCTPONKM Naposis ¢ napaMmeTpom level ons HacTpPOKrKK
napons Ans onpeneneHHoro ypoBHS npusunermn. lNocne ykasaHus YpOBHS U Naporns
OH BygeT paboTaTtb ANg Nonb3oBaTenemn, KOTopbiM HEOBXOAUM AOCTYN K 3TOMY YPOBHHO.

Mo yMonyaHuio Naposb He HacTPOeH AJ1s NoBOro ypoBHS. YPOBEHb MO YMOMYaHUIO —
15.

Mpn HacTponke NpocToro 3awmdpoBaHHOIO Napons He Ha ypoBHe 15, oTobpakaeTcs
npegynpexaeHve W napofnb aBToMaTuyeckm npeobpasyeTca B 3alMLLEHHbIN
3aWwmdpoBaHHbIN Naporsib.

Cnctema BbiOMpaeT 3allMWeHHbIM 3awndpoBaHHbIN Napofb MNOBEPX MNPOCTOro
3awndpoBaHHOro Napors, ecniv oba naponst HAaCTPOEHDI.

dranbl KOHpUrypaumm

HacTpoiika npocToro 3awmdpoBaHHOro napons

(Heobsa3aTenbHO) BbinonHMTe 9Ty HACTPOWKY, eCnn HEO0BXO04MMO YCTAaHOBUTL NPOBEPKY
NPOCTbIM 3alWMEPOBaHHbIM NAPOIEM NPU NEPEKNoYeHN Nonb3oBaTenen Ha pasHbole
YPOBHU MpUBUMErni.
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YTo0bl HACTpOMTL NPOCTON 3alMGPOBaHHLIN Naposib, BbINOHUTE KOMaHAy enable
password.

HacTtpowka 3awmueHHoro 3awmndpoBaHHOro napons

(Heobsa3aTenbHO) BbinonHMTe 3Ty HACTPOWKY, €CN HEOBXO04MMO YCTAaHOBUTL NPOBEPKY
3alUMLLEHHBIM 3alWMAPOBaHHbIM NaponemM Mpu MepekrntoYeHnn nonb3oBaTenen Ha
pasHble YPOBHU NPUBUIIETNIA.

YToObl HACTpOMTL 3alLMLLEHHBLIN 3alMAPOBAHHbBIA NaposSib, BbLINOMHUTE KOMaHAY
enable secret.

3aluLLEHHbIV 3aIMdPOBaHHbBIA NApPOoSib BLINOMHAET Ty e (PYHKUUI0, YTO U NPOCTOW
3anMdpoBaHHbIA Napofb, HO WCMOMb3yeT YIyYLleHHbIA anroputMm LWngpoBaHuS.
MoaToMy 3alumLLEHHbIE 3alMPOBaHHbIE MAPONN PEKOMEHOYIOTCA U3 COOBparkeHUN
6esonacHoCTW.

Hactpowka ypoBHen npuBunern KOmaHg

OnuvoHanbHo.

KomaHga Ha 6onee HM3KOM ypoBHe A0CTynHa GonblUeMy KONMYECTBY NoNb3oBaTenen,
4yeM KoMaHAa Ha 6oree BbICOKOM ypoBHe. [MoBbILLEHNE/MOHMKEHNE YPOBHS NPUBUIETNIA
nonb3oBaTtens

lNocne Bxoga B ceTeBoe YCTPOWCTBO MOSMb30BaTENb MOXET U3MEHUTbL CBOW YPOBEHb
A0CTyna K kKoMaHaam ¢ pasfnnyHbIMU YPOBHSMW NPUBUMETNIA.

BbinonHute komaHabl enable nnn disable, 4ToOblI NOBBLICUTL UMM MOHU3UTL YPOBEHDL
NpvBUNErnin Nonb3oBaTens.

Bknro4vyeHune 3awmTbl coegnHeHUs naponem

(HeobaszatenbHO) [na yoaneHHoOro Bxoga TpebyeTca 3awuTa coeguMHEHUsT Naporiem
(Hanpumep, Bxog Yepes Telnet).

BbinonHute komaHngy password [ O | 7 ] line, 4tobbl HacTpouTb Naponb ANs
COeaMHEHUs, a 3aTeM BbINONHUTE KomaHgdy login, 4TOObl BKMOYUTL MPOBEPKY
NOANMHHOCTM NpWU BXoAe.

NMPUMEYAHUE: Ecnuv naponb gns coegMHEeHUs HAacTPOEH, HO ayTeHTMdUKaUNA Npyu BXoge He

HacTpoeHa, cuctemMa He oTobpaxaeT 3anpoc Napons.

2.4.1.4. TpoBepkKa KOHdUrypauum

BoinonHute komaHagy show privilege, 4T06bl OTOGPa3nNTbL TEKyLMW YpPOBEHb
nonb3oBartens.

BbinonHuTe komaHay show running-config ans otobpaxeHus KoHUrypauum.
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2.4.1.5. CBAA3aHHble HAaCTPOUKU

HacTtpouka npocTtoro 3awmncppoBaHHOro napons

KomaHga enable password [ level level ] { password | [ 0| 7 ] encrypted-password

Onucanwue level: YkasbiBaeT onpefeneHHbIn YpoBeHb NoNb3oBaTens.

ElpEliET e password: YkasbiBaeT napofib, WCMOMb3yeMmblii AN BXoda B
NPVBUNErMPOBAaHHbLINA PEXUM.
0: YkasbiBaeT, 4TO naporb BBEAEH B BMUAe NpocToro Tekcra (plaintext).
7. YxasblBaeT, YTO Maporib BBeAeH B BuAe 3aliM@PPOBaHHOIO TeKcTa
(cyphertext).
encrypted-password: YkasblBaeT TEeKCT Naporns, KOTOpbIA [OOSKEeH
copgepxatb 6yKkBbl 1 LNPbI, YYBCTBUTENbBHbIE K PETUCTPY.
NPUMEMAHME: lNpobenbl B Hadane nonsi paspelleHbl, HO OyayT
npourHopupoBaHbl. OQHaKO MNPOMEXYTOYHbIE U KOHEeYHble npobenbl
pacnos3HaloTcs.

Pexxum Pexum rnobanbHom KoHUrypauum

KOHdoUrypaumm

BcTpoeHHas B HacTosilee Bpemsi npocTble 3alMdpoBaHHbIE MaponvM MoryT ObiTb

noackaska HaCTPOEHbI TOMBbKO C YPOBHEM 15 1 BCTYNAT B CUNY TOMLKO B TOM Chny4yae,

€CNnn He 3a4aH Naporib C 3aLULLEHHbIM LM POBaAHMEM.

Mpy HacTporike NPOCTOro 3alwmnpoOBaHHOIO Naporns He Ha ypoBHe 15,
oTobpaxaetTca  npeaynpexgeHMe M Naporib  aBTOMaTUYECKM
npeobpasyeTcs B 3aLUMLLIEHHbIN 3aUMPOBAHHbIN Naposib.

Ecnn naponb ypoBHa 15 C npocTbiM WKNpOBaHMEM U Naposnb C
3alMLEHHbIM LLIMGPOBAHNEM HACTPOEHbI OOWHAKOBO, OTobpaXkaeTcs
npeaynpexaeHuve.

NMPUMEYAHMUE: Mpn ykasaHuu Tvna wudpoBaHna U BBOAE Napond B
dopmate MpocToro TeKCTa HEBO3MOXHO MOBTOPHO BOWTM B
NPUBUNENMPOBAHHbINA PEXNM. 3allnpPOBaHHbIN Naposib HE MOXET ObITb
BOCCTaHOBIEH nocrne notepu. Bam 6yaet Heob6xoaMmo HaCTpOUTb HOBLIN
naporib.

HacTtpouka 3awmweHHoro 3awmndppoBaHHOro napons

KomaHga enable secret [ level level ] {secret | [ 0 | 5] encrypted-secret }
Onucanuve level: YkasbiBaeT onpefeneHHbI YpoBeHb Nonb3oBaTens.
napameTpoB

secret:  YkasblBaeT naposfb, WCMONb3yembli AN BXxoga B
NPVBUMErMPOBAHHbIN PEXNM.

0 | 5: YkasbiBaeT Tun wmndpoBaHms napons. 0 ykasblBaeT Ha OTCYTCTBME
WwudpoBaHus, a 5 — camoe H6esonacHoe WwudpoBaHme.

encrypted-password: Yka3blBaeT TEKCT napons.
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Pexxum Pexnm rmobanbHon KoHdUrypaumm

KOHGoUrypaumm

BcTpoeHHas OTa KOMaHga mcnorb3yeTcs A9 HacTPOMKM napofien Ans pasfivyHbIX
noackaska YPOBHEN NpUBUMErn.

MoBbilleHUue

POBHSA NpUBUIerMi nonb3oBaTens

KomaHga enable [ privilege-level |

Onuncanwne privilege-level: YkasbiBaeT onpegeneHHbIn YpoBEHb NPUBUIETNN.
napameTpoB

Pexnm MpuBUNernpoBaHHbIN PEXUM

KOHdoUrypaumm

BcTtpoeHHas [Ona noBbieHNss YpOBHS nNpuBunernn TpebyeTcs BBO4 Napons
nogckaska Tpebyemoro ypoBHs.

MoHWXxeHWe ypoBHsI NpUBUIIErniA NoNb3oBaTens

KomaHga disable [ privilege-level ]

Onucanue privilege-level: YkasbiBaeT onpegeneHHbIn YpoBeHb NPUBUMETNNA.
napameTpoB

Pexnm MpuBUNErnpoBaHHbIN PEXUM

KOHcpurypauum

BcTtpoeHHas MoHwxkeHne ypoBHA NpuBunerni He TpebyeT BBoga napons.
noackaska

Mcnonb3ynte aTy koMaHay ANd Bbixoda M3 NMPUBUErMPOBAHHOMO pexuma
n Bo3BpaTa B Nonb3oBaTtensckmi pexxum. Ecnu 3agaH napameTp privilege-
level, TekyLnn ypoBEHb NPUBUNErNA NOHNMXKAETCA A0 YKa3aHHOrO YPOBHSI.

NPUMEYAHME: privilege-level gomkeH BbITb HWKE TEKYLLLEro YPOBHSI.
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HacTtpowka ypoBHeW npuBuierni KomaHg

KomaHga privilege mode [ all ] { level level | reset } command-string

OnucaHuve mode: Yka3blBaeT pexxmum KOMaHAHOW CTPOKU ANsi KOMaHAbI.

napamMeTpos Hanpumep, config BbIGUPaeT pexum rno6anbHOro KOH(MypUpoBaHus,
NpVBUINErMpPoOBaHHbI KOMaHAHbLIN pexuM, a interface BbiGMpaeT pexum
KOHcpurypauum nitepdenca.
all: \ameHsieT ypoBeHb NpMBUIErMiA MOAKOMaH, onpeaeneHHon KoMaHabl
Ha TOT € YPOBEHb.
level level: YkasbiBaeT ypoBeHb nNpuBuierni B gnanasoHe ot 0 go 15.
reset: BocctaHaBnNuBaeT ypOBEHb NPUBUIIENMA KOMaHAbl MO YMOYaHWIO.
command-string: YkasbiBaeT KomaHZy, koTopow TpebyeTcsa HasHauuTb
YPOBEHb NPUBUMETNHNA.

Pexnm Pexxm rmobanbHon KoHdurypauum

KOHcpurypauum

BcTpoeHHas UToObl BOCCTAHOBUTb YPOBEHb MNPUBUIIENNA  KOMaHAbl, BbINOMHUTE

nogckaska komaHgy no privilege mode [ all ] level level command B pexnme

rnobanbHOM KOHGUrypauumn.

YKa3aHue naposnsa coegunHeHuUs

KomaHga password [0 ] 7] line

Onucanuve 0: YkasblBaeT Ha HaCTPOWNKy Napons B BMAE NPOCTOro TeKkcTa.

Nl e1E 7: YKasblBaeT Ha HAaCTPOKMKY Napons B BUAE 3amgpoBaHHOro TekcTa.
line: YkasbiBaeT CTPOKy naponsi.

Pexxum Pexxnm koHgurypaumm coegmHeHmns

KOHcpurypauum

BknroyeHune 3amTbl COeAUHEHUA naposnem

KomaHga login
Pexxum Pexxum koHgurypaumm coegmHeHus
KOHoUrypaumnm

Mpumep KoHduUrypaumm
HacTponka aBTopmsaumm komaHg

CueHapun

HasHaubTe ypoBeHb npusunernn 1 komaHge reload n ee nogkomangam,
3aTeM HacTpouTe ypoBeHb 1 Kak ypoBeHb JocTyna (Habpas napons test).
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Jranbl e HasHaubTe ypoBeHb npuBunermn 1 komange reload u ee
KOHcpurypauum nogkoMaHaam.

QTECH# configure terminal

QTECH(config)# privilege all level 1 reload

QTECH(config)# enable secret level 10 test

QTECH(config)# end
MNMposepka e YBepgutech, YTO kKOMaHAa reload n ee nogkoMaHAbl 4OCTYMHbI HA
KOHpurypauum ypoBHe 1.

QTECH# disable 1
QTECH> reload ?
at reload at

<cr>

2.4.2. Hactpouka Bxoga u ayTeHTUmKaumm

2.4.2.1.

24.2.2.

Pe3ynbTaTt KOH(pUrypaumum

YcTaHoBUTE ayTeHTUMUKALIMIO YYETHBbIX AaHHbIX O BXO4a B CUCTEMY Ha OCHOBE
COeIVHEHUSA.

BeinonHuTte komaHay telnet ans Bxoga Ha yaaneHHoe yCTPOMCTBO.

3aKp0|7|Te yCTaHOBII€HHOE coedunHeHune, eclih B TeYeHue BpeMeHU OXunaaHuda He
06Hapy)KeHbI BbIXOAHbIE AAHHbIE.

OTKMOUYMTE YCTAHOBIIEHHbLIN CeaHC, COEAVHSIWMNCA C  YyAaneHHbIM Y3loM, WU
BOCCTAHOBMTE XOCT B cocTodHue ldle, ecnn B TeYyeHME BPEMEHU OXMOAHUSA He
oBHapy>keHO BbIXOAHbIX AAHHbIX.

3abnokupynTte TepmuHan, 4tobbl OTKasaTb B Aoctyne. Korga nonb3oBaTtenb BBOAWUT
Kakomn-nmbo cnmBon Ha 3abnoknpoBaHHOM TEpMUHAre, oTobpaxaeTcs 3anpoc Naponsi.
TepmuHan 6ygeT aBToMmaTU4eckn pasbnokMpoBaH, eCcrnv BBEAEH NpaBuiibHbIA Napornb.

ATanbl KOHUrypaumm

Hactpowka cBegeHU o0 nokanbHOM nosib3oBaTerne

Obsa3aTenbHoO.

BbinonHute komaHay username, YTOObl HACTPOUTL YYETHYIO 3aMnuCb, UCMONb3YEMYH
ANS oKanbHOW ayTeHTUdMKaLMN U aBTOpM3aLmMK, BKIOYas UMeHa nonb3oBaTenen,
naponu 1 4oNoNHUTENbHY MHGopMaLmio 06 aBTopu3aLui.

BbINoNHUTE 9Ty HACTPOMKY Ha KaXKOoM YCTPOUCTBE.

HaCTPOﬁKa JNoKanbHoOM ayTeHTI/ICbMKaLWIM And BXoaa B CUCTeMy Ha OCHOBe
coeanHeHUA

Obsa3aTenbHoO.

HacTponka nokanbHon ayTeHTudmKaLmMm ois BXO4a B CUCTEMY HA OCHOBE COeMHEHMS
B cny4dae oTknoveHnsa AAA.

BbINoNHUTE 9Ty HACTPOWNKY Ha KaXKOoM YCTPOUCTBE.
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Hactponka AAA ayteHTudmKaumm pans Bxoga B CUCTEMYy Ha OCHOBe
coeAuHeHuA

e (Heobs3aTenbHo) BbinonHUTEe  OaHHYO  KOHQwUrypaumoo — ang HaCTPOWKK
ayTeHTMduKauum AAA onsa Bxoga B CUCTEMY Ha OCHOBE COEANHEHMS.

e Hactponka ayteHTMdukauun AAA ans Bxoda B CUCTEMY Ha OCHOBE COeAMHEHUS B
crnyyvae, ecnu BkrtodeHa pyHkums AAA.

e  BbINONHMTE 3Ty HACTPOWKY Ha KaXkgoM YCTPOMCTBE.
BknioyeHue knmeHTckom cnyxobl Telnet

e BwinonHute komaHnay telnet ans Bxoga B yaaneHHoe yCTPOWCTBO.
BoccTaHoBneHue KnuneHTckoro coeamHeHus Telnet

e (HeobsizaTenbHO) BbinonHWTe [aHHYO  KOHUrypauuio Onsi  BOCCTaHOBIEHMS
coeanHeHus ¢ knneHTom Telnet.

OTKnoYeHne NpuocTaHoBIIeHHOro coeanHeHua Telnet-knueHTa

e (HeobGsizatenbHO) BbimonHute  gaHHyto  KOHdurypauuio,  4TtoObl  3aKpbITb
NPMOCTaHOBMNEHHOE coeamHeHne Ha Telnet-knueHTe.

Bknro4yeHune cnyx6bl cepBepa Telnet

e  OnuyuoHanbHo.

e Bkntounte cnyxby Telnet-cepepa, ecnv He06xoaMMO BKIIOUMTL BXOA Yepes Telnet.
HacTpoika BpeMeHU oXXnaaHmsa noaknoYeHuns

e  OnuuoHanbHo.

o YCTaHOBMNEHHOE coeauHeEHne 6yp,eT 3aKpbITO, €Cliin B Te4eHne BpeMeHn oXXngaHmna He
06Hapy)KeHbI BbIXOAHbIE AAHHbIE.

e BbinonHute 3Ty HacTpoKKy, ecnv HeobGXOAMMO YBENUYUTL WM YMEHbLUUTL BPEMS
OXWAaHWA coeauHeHus.

HacTpoika BpeMeHu OXXuaaHusi ceaHca
e OnuyuoHanbHo.

o CeaHC nogknYeHUa K yganeHHoMy XxocTy ©Oyaer oTkmnwo4veH, KM xocT Oyger
BOCCTaHOBIIEH B cocCTOsiHMe Idle (B pexum npocTos), ecnn B TEeYeHWe BpEMEHU
oXngaHua He byaet obHapy>KeHO BbIXOAHbLIX AAHHbIX.

e BbinonHute 3Ty HacTpoKKy, ecnv HeoOGXOAMMO YBENWUYUTL WM YMEHbLUUTL BpeEMS
OXWAaHusA ceaHca.

BnoknpoBKa ceaHca

e (HeobszaTenbHO) BbinonHWTe 3Ty HAaCTPOKMKY, €CNn HEOBXOAMMO BPEMEHHO BbINTU U3
ceaHca Ha yCTponcTBe.

e  YT100OLI 3a6n0KMpoOBaTb CeaHc, cHavarna BKniounte GnoKMpoBKYy TEPMUHANA B peXnme
KOHUrypaumm TepMnHanbHOro 4ocTyna, a 3ateM 3anyctute komaHay lock B pexume
TepMmuHana ans 6nokMpoBkM TepMuHana.

2.4.2.3. NpoBepka KOHUrypauum

e BbinonHute komaHgy show running-config ons otobpaxeHns KOHUrypaumu.

o B cny4yae otknoueHus AAA nocrne HacTpOrKK CBEAEHWI O NOKanbHOM Nofb3oBaTene u
NIOKanbHOM NPOBEPKM MOASIMHHOCTM Ha OCHOBE TEPMWHaNbHOro Aoctyna ybeauTtecs,
4YTO ONg AocTyna K uHTepdency KoMaHOHOW CTPOKW Mnonb3oBaTendm npegnaraercd
BBECTU UMS NOMb30BaTENsA U Naporsib.
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Ecnn dyHkuma AAA BKOYeHa, Mnocne HacTpOWKM CBEAEHUM O  JOKarbHOM
nonb3oBartene u nokanbHonm ayteHTudukaumm AAA ybGeguTecb, YTO Ana JocTyna K
WHTepency KoMaHOHOW CTPOKM MoMnb3oBaTensMm npegnaraeTtcd BBEeCTU UMS
nonb3oBaTensi 1 Naporsb.

BbinonHuTe komaHay show user, 4To6bl 0TOGPa3NTbL MHpOPMaLMIO O Nonb3oBaTeENSX,
BOLUEeALMX B UHTEPdIENC KOMaHOHOW CTPOKM.

Telnet-kNWeHTbl MOryT noAakmnyaTbCsl K YCTPOMCTBAM, BKMOYEHHBbIM C MOMOLLbIO
cnyx6bl Telnet-cepaepa.

Mpn Haxatum knaeuwmn Enter B 3ab6noknpoBaHHOM MHTepdence KOMaH4HOM CTPOKM
nonb3oBartento OygeT nNpeanoxeHo BBeCT naponb. CeaHc pa3bnoknpyeTcst TONbKO B
TOM Criyyae, ecrnv BBEAEHHbIV Naposib COBNAAaEeT C HACTPOEHHbBIM NaposieMm.

3anyctute komaHgy show sessions ans oTobpaxeHuss BCeX YCTaHOBMEHHbIX
Telnet-knueHTOB.

2.4.2.4. CBA3aHHble HAaCTPOUKU

HaCTpOﬁKa CBefleHNM O NoKaJibHOM MnoJsib3oBarese

KomaHga username name [login mode { console | ssh | telnet } ][ online amount

number ][ permission oper-mode path ] [ privilege privilege-level ] [ reject
remote-login ] [ web-auth ] [ pwd-modify ] [ nopassword | password [ 0
| 7] text-string ]

OnucaHve name: Yka3sbiBaeT UMs nonb3oBaTerns.
napameTpoB

login mode: YkasbiBaeT pexunm Bxoda B CUCTEMY.

console: YctaHaBnuBaeT pexum Bxoga kak Console (KoHconb).
ssh: YcTtaHaBnmBaeT pexunmMma Bxoga kak SSH.

telnet: YctaHaBnmBaeT pexum Bxoaa kak Telnet.

online amount number: YkasbiBaeT MakCUMarbHOE KOJTIMYECTBO YUYETHbIX
3anncen B akTMBHOM COCTOSIHUN.

permission oper-mode path: HactpanBaeT paspelueHue Ha onepauuio ¢
dannom. op-mode ykasbiBaeT Ha pexuMm paboTbl, a path ykasbiBaeT Ha
KaTanor unu nyTb K onpegeneHHomy danny.

privilege privilege-level: Yka3biBaeT ypoBeHb NPUBUIIENNI YH4ETHOM 3anNncK
B Anana3oHe ot 0 go 15.

reject remote-login: OTKNOHSAET yAaneHHbIN BXO4 C MOMOLLBIO YYETHON
3anucum.

web-auth: PaspewaeTt Tonbko WEB-ayTeHTUdUKaUMIO ANA  yYEeTHOW
3anucum.

pwd-modify: NosBonseT BnagenbLy y4eTHON 3anncu N3MeHATb Naporib.
OTOT NnapameTp SOCTyNeH, ToNbKo ecnu web-auth ckoHdurypuposaHa.

nopassword: YkasbiBaeT, 4To AN y4EeTHOW 3arnncu He HacTPOEH Naporb.

password [ O | 7 ] text-string: YkasbiBaeT napofb, HAaCTPOEHHbIN Ans
yyeTHon 3anmucu. 0 ykasbiBaeT, YTO Maporib BBeAEH B BuAe NPOCTOro
TEeKCTa, a 7 ykasblBaeT Ha TO, YTO Naposib BBOAUTCH KakK 3aLLlMPOBaHHbIN
TekcT. Mo ymonyaHuio ncnonb3yeTcs NpoCTon TEKCT.
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Pexxum Pexum rnobanbHon KoHUrypauum

KOHGoUrypaumm

BcTpoeHHas Mcnonb3ynte 3Ty kOMaHZy ANS COo34aHus nokanbHoW 6asbl gaHHbIX

noackaska nonb3oBartenen, kotopass OyaeT WCNoNb3oBaTbCA MNpyU  MNPOBEPKE
NOASIMHHOCTMW.

Ecnv ana Ttuna wudpoBaHms BblIOpaHO 3HadYeHWe 7, BBeAEHHas
3aWmndpoBaHHas CTpoKa AOMKHA COCTOATb M3 YETHOMO YMcria CUMBOJOB.

OTOT napameTp NPYMEHVMM K CLEeHapuio, B KOTOPOM 3alundpoBaHHbIe
naponv MoryT ObiTb CKOMUPOBaHbl WM BCTaBrneHbl. B apyrux cnyvasix
3HayeHune 7 He BbIOMpaeTcs.

HacTtpoika nokanbHou ayTeHTUdMKaLuMmM ANA BXoda B CUCTEMY Ha OCHOBe

coeanHeHus

KomaHga login local

Pexxum Pexxum koHgurypaumm coegmHeHuns

KOHdouMrypaumm

BcTpoeHHas OTa KoMaHAa NCcnonb3yeTcs ANna HaCTPOWKKU NTIOKarbHOW ayTeHTUdurKauum

noackaska Ons BXO4a B CUCTEMY Ha OCHOBE COeMHEHUS B criydae oTknodeHns AAA.
NHdopmaunsa o nokanbHOM nonb3oBaTene HacTpamBaeTCs C MOMOLLbIO
KOMaHAbl username.

Hactponka AAA ayteHTudmMKaumm pAOns BxoAa B CUCTEMY Ha OCHOBe

coeguHeHus

KomaHga login authentication { default | list-name }

Onuncanwne default: YkasbiBaeT wumsa crnvcka MeTOAOB ayTeHTudmkaumm no
napameTpoB YMOSYaHMIO0.

list-name: Yka3biBaeT AONOMNHUTENbHOE UMSA CINCKA METOAOB.

Pexxum Pexxunm koHgurypaumm coegmHeHmns

KOHcpurypauum

BcTtpoeHHas OTa koOMaHga MCnonb3yeTcs ANns HacTpowku ayTeHTudukauum AAA ans
noackaska BXO4a B CUCTEMY Ha OCHOBE COEAMHEHUs B Crlyvae, ecnv BKIo4yeHa

PYHKLMSA AAA. MeTtoabl ayTeHTuurkaumm AAA, BKIOYas
ayteHTudpumkaunio RADIUS, nokanbHyt0 NpoBepKy MOAMMHHOCTM U Npu
OTCYTCTBYIOLLE NPOBEPKE MOASNIMHHOCTM, WCMOMb3YyTCA B Mnpouecce
ayTeHTudmkauun.

BknroyeHune KnneHTCcKon cnyxobl Telnet

KomaHpa

telnet [ oob ] host [ port ] [ /source { ip A.B.C.D | ipv6 X:X:X:X:: X |
interface interface-name } ] [ /vrf vrf-name ] [ via mgmt-name ]
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OnwucaHue
napameTpoB

OnwucaHune
napameTpoB

oob: YganeHHoe nopgkroyeHue Kk cepBepy Telnet yepes BHENOMOCHYHO
CBsA3b (Yepe3 nopT ynpasneHnd). ATOT napaMeTp JOCTYMNEH TOMbKO B TOM
crnyyae, ecrniv yCTpOMCTBO MMEET NOPT yNpaBneHuns.

host: YkasbiBaeT IPv4-agpec, IPv6-agpec unm nms xocta Telnet-cepepa.

port: YkasbiBaeT Homep TCP-nopta Telnet-cepepa. 3HauyeHue no
ymon4yaHuio: 23.

/source: VYkasbiBaeT |P-agpec uWCTOYHMKA WK
ncnonbdyembin Telnet-knneHTom.

nopT WCTOYHUKA,

ip A.B.C.D: YkasbiBaeT |IPv4-agpec UCTOYHMKA, ucnonb3yemblin Telnet-
KNMEHTOM.

ipve X:X:X:X::X: YkasbiBaeT |Pv6-agpec WUCTOYHUKA,
Telnet-knueHTOM.

NCMNonb3yemMbin

interface interface-name: YkasbiBaeT MOPT MCTOYHMKA, MCMOSIb3YEMbIN
Telnet-knueHToM.

Ivrf vrf-name: YkasbiBaeT nms 1abnuvubl BAPTyanbHOW MapLupyTusauumn un
Tabnuuy nepecbinkm (VRF), koTopyto He06XxoaMMo 3anpocuThb.

via mgmt-name: YkasblBaeT nopT ynpaBneHusi, ucnonbdyemoin Telnet-
KNnUeHToM npu Bblibope napameTpa oob.

Pexxum
KOHcpurypauum

MprBMNErMpOBaHHLIN PEXUM

BcTtpoeHHas
noackaska

lMonb3oBaTerb MOXeT MOAKMIYUTLCA No NpoTokony Telnet K yaaneHHoMy
YCTPOMWCTBY, YKazaHHOMY MO MMeHun xocTta IPv4 unu umenn xocta IPVG,
agpecy IPv4 unu agpecy IPv6.

BoccTtaHoBneHue ceaHca Telnet-knueHTa

Komanpa <1-99>

Pexunm Monb3oBaTENBCKUN PEXNM

KOHcpurypauum

BctpoeHHas Mcnonb3ynTe aTy kOMaHdy A5 BOCCTaHOBNEHUA ceaHca Telnet-knueHTa.

noackaska Monb3oBaTenb MOXeET HaxaTb codeTaHue Knasuw Ctrl+Shift+6 X ans
BPEMEHHOIo BbiIxO4a W3 ceaHca Telnet, yCTaHOBNEHHOrO0 C MOMOLLBIO
komaHabl telnet, BbINONMHMTL kOMaHZy <1-99> ans BOCCTaHOBMEHWS
ceaHca M 3anyctutb KomaHgy show sessions ana otobpaxeHus
MHopMaLmm o ceaHce.

OTKno4YeHne NnpnocTaHoBNeHHOro coeguHeHus Telnet-knueHTa
Komanpa disconnect session-id
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Onucanune session-id: YkasblBaeT MAEHTMAUKATOP MPUOCTAHOBIIEHHONO ceaHca
napamMmeTpoB Telnet-knueHTa.

Pexxum lMonb3oBaTeNbCKUIN PEXUM

KOHUrypauum

BcTtpoeHHas OTa koMaH4a No3BONSET 3aKPbITb onNpeaeneHHbIn ceaHc Telnet-knueHTa,
nogckaska BBEeAdA naeHTUgukaTop ceaHca.

Bknro4yeHune cnyx6bl Telnet-cepBepa

KomaHpa enable service telnet-server

Pexnm Pexxnm rmobanbHon KoHdurypauum

KOHdoUrypaumm

BcTpoeHHas OTa komaHaa nNo3BonseT BKNounTb cnyxby Telnet-cepsepa. Cnyx6b! IPv4
nogckaska n IPv6 Takke BKIMOYaOTCA NOCIEe BbIMOSIHEHNSA KOMaHAbI.

HacTtpownka B

eéMeHNn OXXngaHmnda nogkKnr4yeHunusA

KomaHga timeout minutes [ seconds ]

Onucanve minutes: YkasblBaeT BpeMs 0XXnaaHus CoOeanHEHNss B MUHYyTaXx.
napamerpos seconds: YkasblBaeT BpeMsi OKnaaHUa coequMHeHNs B CeKyHaax.

Pexnm Pexxum koHgurypaumm coegmHeHns

KOHcpurypauum

BcTtpoeHHas Mcnonb3ynte 3Ty KOMaHOy ANS HacTPOMKM BPEMEHU OXuaaHus Ons
noackaska YCT@HOBIMEHHbIX MNOAKMOYEeHUN B coeguHeHun. CoepguHeHve Oypet

3aKpbITO, €ecnn BO BpeMsi TavM-ayTa He OyaeT OBHapyXeHO HUKaKuX
BXOAHbIX AAHHbIX.

Utobbl yaanutb KOHUrypauuio Tanm-ayTa COeOUHEHUs, 3anyctuTte
KOMaHgy no timeout B pexume KoHUrypawumm coeauHeHus.

HacTtpouka B

eéMeHUNn OXngaHumna ceaHca

KomaHnga session-timeout minutes[ output ]

Onucanve minutes: Yka3blBaeT BpeMs OXUgaHUsA ceaHca B MUHYTaXx.

napameTpos output: YkasbiBaeT, cnegyetr nu [obaeBnATb BbIXOOHbIE [aHHblE B
KayecTBe KpUTEPUSA BPEMEHWN OXMAAHUS.

Pexxum Pexxum koHgurypaumm coegmHeHus

KOHcpurypauuu
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BcTpoeHHas
noackaska

Wcnonbayite 3Ty KomMaHay AN HacTPOWKU BPEMEHU OXWAaHUSA Ans
CeaHCcoB yaaneHHoro xocta B coeamHeHumn. CeaHc 6yaeT OTKMOYEH, ecnm
BO BPEMS OXXMUAaHUsi He OyaeT obHapy>XeHO HUKaKUX BXOAHbLIX AaHHbIX.

UToObl OTMEHWUTb BPEMSI OXMAAHWUS CeaHca, 3anycTuTe KomaHgy no
session-timeout B pexxmme KOHUrypaumm coeguHeHus:.

BknoveHne 6510KMPOBKM TEPMUHaANa Ha OCHOBe COeANHeHUs

KomaHpa lockable
Pexxum Pexxum koHgurypaumm coegmHeHuns
KOHcpurypauuu

BHOKVIpOBKa TepMuHana, nogKnrw4YeHHOro K Tekyuwemy coeamHeHuto

KomaHpa lock
Pexxum Pexxum koHgurypaumm coegmHeHuns
KOHcpurypauum

2.4.2.5. Npumep KoHcurypaumm

YctaHoBKa ceaHca Telnet ans ynaneHHoOro ceTeBoro yctpomcrea

OTansbl
KOHdoUrypaumm

e YcTaHoBWTe ceaHc Telnet ¢ yganeHHbIM ceTeBLIM YCTPONCTBOM C
IP-agpecom 192.168.65.119.

e YcTaHoBuTe ceaHc Telnet ¢ yganeHHbIM ceTEBLIM YCTPONCTBOM C
IPv6-agpecom 2AAA:BBBB::CCCC.

QTECH# telnet 192.168.65.119
Trying 192.168.65.119 ... Open
User Access Verification

Password:

QTECH# telnet 2AAA:BBBB::CCCC
Trying 2AAA:BBBB::CCCC ... Open
User Access Verification

Password:

MpoBepka
KOHoUrypaumnm

lNpoBepbTe, yCcTaHOBMNEHbLI NN ceaHcbl Telnet onsa yoaneHHbIX ceTeBbIX
YCTPOWCTB.

HaCTPOI‘;lKa BpeMeHUn oxXxnaaHmna noakKnn4YeHuA

OTansl
KOHUrypauum

YcTtaHoBuTe BpeMs oxXuaaHna nogkniodeHns Ha 20 MUHyT.
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| www.gtech.ru_|
QTECH# configure terminal //Bxogut B pexum rnobanbHom
KOHcpurypauuu.
QTECH# line vty 0 /[BxognTt B pexum KoHdurypaumum

TepMunHaribHoOro goctyna.

QTECH(config-line)# timeout 20 //YcTaHaBnuBaeT BpeMmsi OXWAaHUS
coeanHeHus Ha 20 MUHYT.

MpoBepka Y6eautecb, 4YTO coeavHEHWE MexXay TepMMHaNoMm W JoKamnbHbIM
KOHdUrypaumm YCTPOWCTBOM 3aKpbITO, €CNMM B TeYEeHWe BPEMEHW OXMUAAHUS He
0BHapYXeHO HUKAKNUX BXOOHbIX AaHHbIX.

HacTpoWka BpeMeHU oXuaaHus ceaHca

OT1ansl YcTaHoBuTE BpeMst oXXnaaHusa nogknodeHns Ha 20 MUHyT.
KOHdoUrypaumm

QTECH# configure terminal //Bxogut B pexum rnobanbHon
KOHdourypaumn.

QTECH(config)# line vty 0 //BxoguT B peXuM KOoHdurypaumm
TEPMUHanNbLHOro AocTyna.

QTECH(config-line)#session-timeout 20 //YcTaHaBnuBaeT Bpems
oXuaaHusa coegmHeHns Ha 20 MUHYT.

Mposepka Yb6eguTecb, 4YTO COEOVMHEHME MeXay TEepMMHaANoM W  JoKarnbHbIM
KOHdUrypaumm YCTPOWCTBOM OTKIIIOMEHO, €CINN B TEYEHWEe BPEMEHU OXMOAHUS He
0BHapYXeHO HUKAKNX BXOOHbIX AaHHbIX.

2.4.3. HacTponka OCHOBHbIX NapaMeTpPoB CUCTEMbI

2.4.3.1. Pe3ynbTaT KOHUrypauum

e HacTpolika OCHOBHbIX MapaMeTpoB CUCTEMBI.

2.4.3.2. dTtanbl KOHcUrypaumum

HacTpounka cucteMHbIX 4YacoB 1 AaTbl
e (ObsAsaTenbHO.

e HacTponka cMcTeMHOro BpeMeHn Ha CeTEBOM YCTPOMCTBE BPY4HYH0. Hackl ycTponcTBa
3anyckatTcs C 3afjlaHHOro BpeMeHW 1 NpoaomkarT paboTaTb Aaxe Npu BbIKMIOYEHHOM
COCTOSIHUM YCTPOUCTBA.

NMPUMEYAHUE: HacTtponka BpeMeHM MPUMEHSETCA TONbKO K MpOorpaMMHbIM Yacam, ecriv
ceTeBOe YCTPOWMCTBO He npepocTaBnsaeT annapatHble yvacbkl. [pu BbIKMHOYEHUUM YCTPOMUCTBA
KOHUrypaumsi He ByaeT coxpaHeHa.

O6HoBNeHMe annapaTHbIX YacoB
e  OnumoHanbHo.

e BbinonHWTe 3Ty HaCTPOWKY, €crnv HeobXoAuMMOo ckonmupoBaTb [AaTy M Bpemsi
MPOrpaMMHbIX 4acoB Ha annapaTHble 4Yacbl, 4TOObl annapaTtHble 4achbl
CUHXPOHU3MPOBANUCh C NPOrPaMMHbLIMK Yacamu.
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Hactpowka umeHun cuctembl

o (HeobGsizaTtenbHO) BbinonHWTE 3Ty HACTPOWMKY, YTOObI M3MEHUTb UMSI CUCTEMbI MO
YMOSYaHMIo.

HacTpowka komaHQHOW CTPOKMU

o (Heobs3aTenbHO) BbinonHUTE 3Ty HACTPOWKY, YTOObLI MBMEHUTE KOMAHAHYH CTPOKY Mo
YMOSYaHMIo.

HacTpolika exxeqHeBHOro yBeAoMmeHus

o (Heobs3aTenbHO) BbinonHMTE 3Ty HACTPOKKY, ecriv Heob6xoanmMo oTobpasnTb BaXkHbIe
NOACKa3KN N npeaynpexaeHns ans nonb3oBaTenen.

e YBegoMmneHMe MOXHO HacTpoUTb B OAHY WM HECKONbKO CTPOK, KoTopble OyayT
oToGpaxaTbCs AN Nonb3oBaTenel nocne Bxoaa B CUCTEMY.

Hactpownka Coo6LweHus npu Bxoae

o (Heobs3aTenbHO) BeINonHANTE 3Ty HACTPOWKY, eCN HE0BX0ANMMO OTobpakaTb BaXkHble
coobueHns ans nonb3oBaTenen Npu BXxo4e Wnm BbIXoae U3 CUCTEMbI.

HacTtpoiika ckopocTu nepefayun AaHHbIX KOHCOMNM

e (HeobsizaTtenbHO) BbinonHWTE 3Ty HACTPOWKy, YTOObI M3MEHUTH CKOPOCTb Nepenaqn
AaHHbIX KOHCOMNN MO YMOMYaHuio.

2.4.3.3. NpoBepka KOHhUrypauum

e 3anyctute komaHay show clock, 4uTobbl 0TO6pa3nTL CUCTEMHOE BPEMSI.
e [lpoBepbTe, oTobpaxaetca nn CoobLieHre Npu BXOAe Nnocne Bxoga B CUCTEMY.

e BbinonHute komaHgy show version gns otobpaxeHuss nHoOpMauunm O CUCTeMe Wt
BEpPCUM.
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2.4.3.4. CBA3aHHble HAaCTPOUKU

HaCTpOﬁKa CUCTEMHbIX YaCcoB U AaTbl

KomaHga clock set hh:mm:ss month day year
Onuncanwne hh:mm:ss: lMokasbiBaeT Tekyliee Bpemsa B dopmarte 4ac (24-4acoBown
napameTpoB dopmaT):MUHyTa:CeKkyHaa.
day: Obo3HavaeT geHb mecsua (1-31).
month: O6o3HavaeT mecsu roga (¢ gaHBapsi No gekabpb).
year: O6o3HavyaeTr rogq ¢ 1993 no 2035. CokpaweHuss He
noggepXueatoTcs.
Pexxum MpuBMNErMPOBaHHLIN PEXUM
KOHdoUrypaumm
BcTtpoeHHas Mcnonb3ynTte aTy KoMaHay Ans HACTPOWKM CUCTEMHOIO BPEMEHMN.
MoACKaska Ecnn ycTponctBo He npenocTaBnsieT annapatHble 4Yacbl, HaCTPOWKa
BpeMeHu He ByaeT coxpaHeHa npu BbIKIKOYEHUN YCTPONCTBA.
O6HoBNEeHMe annapaTtHbIX YacoB
KomaHga clock update-calendar
Pexxum MprBMAErMpOBaHHLIN PEXUM
KOHcpurypauum
BcTtpoeHHas Mocne HacTporiku BpemeHu MporpamMMHbIX YacoB OyadeT nepesanvcaHo
noackaska BpeMs annapaTHbIX 4acoB.
HacTponka umeHu cuctembl
KomaHga hostname name
Onucanve name: YkasblBaeT MMsi CUCTEMbI, KOTOPOE LOIMKHO COCTOATb U3 NEeYaTHbIX
napameTpoB CUMBOJIOB U HE OOIMKHO npeBbiwaTth 63 banTa.
Pexxum Pexxmum rnobanbHon KoHdurypaumum
KOHpurypauuu
BctpoeHHas Utobbl BOCCTAHOBUTL CUCTEMHOE MMSA MO YMOSYaHMUIO, BbINOHUTE
nogckaska kKomaHay no hostname B pexume rnobanbHON KOHUrypauum.
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HacTponka KoMmaHQHOW CTPOKU

KomaHga prompt string

Onucanne string: YkasbiBaeT uMs KomaHAHoOW cTpokn. Mma c Oonee 4vem 32

napameTpoB cumBonamm Gyger yceyeHo, 4TOObl cogepXaTb TONbKO MnepBble 32
CVYMBOJIOB.

Pexxum MprBMNErMpoBaHHLIN PEXUM

KOHGoUrypaumm

BcTpoeHHas YToObl BOCCTAHOBUTbL HACTPOWMKM KOMAaHAHOW CTPOKM MO YMOJSYaHUIO,

nogckaska BbINOSIHNTE KOMaHAY N0 prompt B pexxume rnobanbHOom KoHUrypauum.

HacTtpounka exeagHeBHOro yBeaoMseHus

KomaHga banner motd c message ¢

Onucanve c: Obo3HavaeT pasgenutenb, KOTOPbIN MOXET ObiTb NOOLIM CMMBOSIOM,
napameTpoB Hanpumep "&".

Pexnm Pexxm rmobanbHon KoHdurypauum

KOHdoUrypaumm

BcTtpoeHHas CoobLieHne [OMKHO HayYMHATLCA W 3aKkaH4MBaTbCs pasgenutenem c
noackaska nocnegyoLwum BBOAOM CTPOKU. Bce cMmBonbl, criegytowime 3a KOHEYHbIM

pasgenutenem, OyoyT nponyuweHbl. Jltobas 6GykBa, cogepxkallasacsa B
cooOLeHnn, He AOMmKHa WCNOoNb3oBaTbCA B KayecTBe pasgenurens.
[nvHa coobleHna He aomkHa npesblwaTtb 255 6anT.

Hactpownka Coob6LeHus npu Bxoae

KomaHga banner login ¢ message ¢

Onucanve c: Obo3HavyaeT pasgenuTerb, KOTOPbIN MOXET ObiTb JIHOOLIM CMMBOJSIOM,
napameTpoB Hanpumep "&".

Pexnm Pexwum rmobanbHon KoHdUrypaumm

KOHpurypauuu

BcTpoeHHas CoobLieHne [OMKHO HayMHATbCA W 3akaH4MBaTbCs pasgenutenem c
noackaska nocnegyowum BBOAOM CTPOKW. Bce cMmBonbl, creaytolme 3a KOHEYHbIM

pasgenutenem, 6yoyTt nponyweHbl. Jliobas 6GykBa, cogepxaliasca B
CcoOOLWEeHNn, He AOMmKHa WCNOoNb30oBaTbCA B KayecTBe pasgenurens.
[nvHa cooblueHna He aomkHa npeeblwaTth 255 6anT.

Utobbl ymanute CoobuleHne npu BXOAe, MCMNONb3ynTe KoMaHgy no
banner login B pexume rnobansHon KOHMUrypauuu.
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HacTponka ckopocTu nepeanaym AaHHbIX KOHCONU

KomaHga speed speed

Onucanune speed: YkasblBaeT CKOPOCTb MepedavM AaHHbIX KOHconu B Outax.

napameTpoB CkopocTb nocnegoBaTeNnbHOro nopta MoXeT OblTb yCTaHOBMEHa Ha
9600 ouTt/c, 19200 6uTt/c, 38400 o6ut/c, 57600 6ut/c nnn 115200 duT/c.
3HayeHne no ymonyaHmto — 9600 6uT/c.

Pexnm Pexnm koHdurypaumm coeguHeHna

KOHGoUrypaumm

BcTpoeHHas MoOXHO HacTpouTb CKOpPOCTb Nepefadvm AaHHbIX  aCUHXPOHHOrO

noackaska KOHCOMbHOro goctynas 604ax B COOTBETCTBMM € TpeboBaHusamn. KomaHga
speed ncnonb3yeTcs A HACTPOMKM CKOPOCTU NpuveMa u nepegayv ans
ACUHXPOHHON JTUHUMN.

2.4.3.5. Npumep KoHcurypaumm

HacTponka cMCTEMHOro BpeMeHuU

OTansbl N3meHuTe cuctemHoe spems Ha 2003-6-20, 10:10:12.
KOHdoUrypaumm
QTECH# clock set 10:10:12 6 20 2003 [[KoHurypupyeT cuctemHoe
BpeMms v gary.
MpoBepka 3anyctute KomaHay show clock B NpMBMAErMpoBaHHOM pexunme, YToObl
KOHoUrypauum oTo6pasnTb CUCTEMHOE BpEMSI.

QTECH# show clock
BCTYNWIO B CUY.

clock: 2003-6-20 10:10:54

/[MoaTBepoaeT, YTO U3MEHEHHOE BpeMs

HacTpoWka exxeqHeBHOIro yBeoMeHust

OTanbl
KOHcpurypauum

Hactponte exeagHeBHoe yBegomneHue "Notice: system will shutdown on
July 6th." ¢ nomoLbo cumBona pelweTku (#) B ka4ecTBe pasgenutens.

QTECH(config)# banner motd #//HayanbHbii pasgenuTens

Enter TEXT message. End with the character '#'

Notice: system will shutdown on July 6th.# //KoHeuHbI pasgenuTens
QTECH(config)#
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MpoBepka
KOHGoUrypaumm

e BouinonHute komaHgy show running-config ans oToGpakeHus
KOHcpurypauuu.

e [logknio4mTech K JloKansHOMY YCTPOWUCTBY Yepes KOHCOonb, Telnet
munm SSH un npoBepbTe, oTOOpaxaetrcsas NN exegHeBHOE
yBeOOMIIEHNE Nepen oTobpaxeHuem WHTepdenca koMaHgHOWM
CTPOKMU.

C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.
User Access Verification

Password:

HacTtpounka CoobweHus npu Bxoae

OTansbl
KOHcpurypauum

Hactponte CooblieHne npu Bxoge npu Bxoge B cuctemy "Access for
authorized users only. Please enter your password." ¢ TOMOLLbIO cCuMBOa
pewleTku (#) B kadecTBe pasgenurens.

QTECH(config)# banner login #//HayanbHblli pasgenuTenb
Enter TEXT message. End with the character '#'.

Access for authorized users only. Please enter your password.
#

//KoHeuHbI pasgenuTenb

QTECH(config)#

MpoBepka
KOHdpurypauuu

e BbinonHute komangy show running-config gna otobpaxeHus
KOHcpurypauuu.

e [logkniountecs K NnokarnbHOMY YCTPOMCTBY Yepes KoHCOonMb, Telnet
unn SSH n npoeepbTe, oTObpaxxaeTtcsa nm CoobuieHne npu Bxoae
nepepn otobpaxeHnem nHTepdenca KomaHOHOM CTPOKM.

C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.
User Access Verification

Password:
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HacTpoiika CKOpoCTH nepeaayv faHHbIX NocreaoBaTesibHOro nopra

OTanbl YcTaHOBWTE CKOPOCTb Nepedayn AaHHbIX nocrnegoBaTenbHOro nopta Ha
KOHoUrypauum 57600 6ur/c.
QTECH# configure terminal //Bongute B pexum rnobanbHom
KOHcpurypauuu.
QTECH(config)# line console 0  //BorguTe B pexum KoHdurypauum
KOHCOIbHOro gocTtyna.
QTECH(config-line)# speed \57600 //YcTaHoBWTE CKOPOCTb Mepenaun
JaHHbIX No KoHconu Ha 57600 buT/c.
QTECH(config-line)# end //Bo3BpalyaeT B NpMBUMErMpOBaHHbLIN
pexunm.
MpoBepka BbinonHuTe komaHay show ans otobpaxeHns KoHUrypaumn.
KOHpurypauuu

QTECH# show line console 0  //Displays the console configuration.
CON Type speed Overruns

*0 CON 57600 0

Line 0, Location: ", Type: "vt100"

Length: 25 lines, Width: 80 columns

Special Chars: Escape Disconnect Activation

' none “M
Timeouts: Idle Idle Session
never never

History is enabled, history size is 10.
Total input: 22 bytes

Total output: 115 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

Modem: READY

2.4.4. BKnroYeHue U BbIKNO4YeHue onpeneneHHoOn CnyXxobl

2.4.4.1. PeaynbTaT KOHcUrypaumm

e [nHamnyeckaa HaACTpPOWMKa CUCTEMHbIX CMyX0 BO Bpemsi paboTbl CUCTEMbI, BKIIOYEHNE U
OTKIoYeHue onpegeneHHbix cnyx6 (SNMP Agent, SSH Server nTelnet Server).

2.4.4.2. dTtanbl KOHpUrypaumm

BkntoueHne SNMP-arenTta, SSH-cepsepa n cnyx6bl Telnet-cepaepa

e (HeobsizaTenbHO) BbinonHUTEe 3Ty HACTPOWMKY, ecriv Heobxoaumo Mcnonb3oBaTb 3TU

Cnyx6bl.
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2.4.4.3. NpoBepka KOH(pUrypaumum

e  Buinonnute komaHay show running-config ans otobpaxeHuns KoHpurypauuu.

e BbinonHute

komaHgy show  services, 4toObl 0OTOOpasnTb  COCTOSIHME

BKNIOYEHMNS/OTKNIOYEHUS CJ'Iy)K6bI .

2.4.4.4. CBAi3aHHble HAaCTPOUKU

BkntoueHne SSH-cepsepa, Telnet-cepsepa n cnyx6 SNMP-areHTa

KomaHga enable service { ssh-server | telnet-server | snmp-agent }
Onuncanwne ssh-server: BkntoyaeT nnu otkntovaeT cnyxby SSH-cepeepa. Cnyx6bl
napameTpoB IPv4 n IPv6 Takke BKMOYaOTCA BMECTE C 3TOW CNy>X00oM.
telnet-server: BknovaeT unu oTkrtoyaeT cnyx0Oy Telnet-cepeepa.
Cniyx6bl IPv4 n IPv6 Takke BKOYaOTCA BMECTE C 3TON CY>KOO0M.
snmp-agent: BkntoyaeT nnu otkntovaeT cnyx6y SNMP-areHTa.
Cniyx6bl IPv4 n IPv6 Takke BKIOYaAOTCA BMECTE C 3TON CIy>XO0W.
Pexxum Pexwnm rmobanbHon KoHdUrypaumm
KOHdoUrypaumm
BcTpoeHHas Mcnonb3ynTe 3Ty KOMaHAy ANs BKMOYEHUS U OTKITOYEHNS ONpeaeneHHbIX
noackaska cnyx®6.

2.4.4.5. Npumep KoHcurypaumm

BkntoueHune cnyxbbl SSH-cepsepa

OTanbl Bkntounte cnyxby SSH-cepsepa.
KOHpurypauuu
QTECH# configure terminal //Bongnte B pexum rnobanbHou
KOHUrypauum.
QTECH(config)#enable service ssh-server  //Bknounte cnyxoby SSH-
cepsepa.
MpoBepka e BbinonHute komaHgy show running-config gna oTtobpaxeHus
KOHcpurypauuu KOHpurypauuu.
e 3anyctute «komaHgy show ip ssh, 4Tobbl OTOGpPaA3UTL
KOHUrypauuio 7 COCTOSIHME BbINOSTHEHWS cnyx6bl
SSH-cepsepa.

2.4.5. HacTpouka 3anfaHMpoBaHHOMN nepe3arpysku

2.4.5.1. PeaynbTaT KOHchUrypaumm

HacTtpownTte

3annaHMpoBaHHY0

nepesarpysky, 4ToObl nepes3anycTuTb YCTPOMCTBO B

COOTBETCTBUM C pacnmncaHnemMm.

QR

56




PykoBoacTeo no HacTponke QSW-6900

2.4.5.2. dTanbl KOH(Urypaumum

Hactpowka nepe3sarpy3sku

3anyctute komaHgy reload B NpPYMBUMErMPOBaHHOM  peXUMeE, YTOObl HeMedneHHO
nepesanyctutb CUCTEMY.

Hactpowka 3annaHupoBaHHoun nepe3arpy3ku reload at hh:mm:ss month day
year [string]

Ecnu Bbl HacTpouTe onpegeneHHoe BpeMmsi, cuctema bygeT nepesanylieHa B 3T0 Bpemsi. Bbl
AOITKHbI yKa3aTb BpeMsi, koTopoe byaeT B 6yaywem. MNMapameTpbl mecdaua (month), gHsa (day)
n roga (year) HeobsasaTtenbHbl. Ecnv gaHHble napameTpbl He YyKasaHbl, MO YMOYaHUIO
NCNOMNb3yeTcs BPEMS CUCTEMHbIX YaCOB.

NMPUMEYMAHUE: Ecnn Bbl xO0TUTE wucnonb3oBaTb napameTp at, cuctema AorkHa
nogaepxmeatb OYHKLMIO YacoB. PekomeHayeTca 3apaHee HaCTpoOUTb CUCTEMHbIE Yachkl. HOBbIN
nnaH nepesanycka nepesanuweT  cywecTteylowmi. [lnaH  nepesanycka  ©ygeTt
HeOeNCTBUTENbHBLIM, ECNIN CMCTEMA DydeT nepesanylleHa 4o Toro, Kak nnaH BCTYnuT B Cuny.

NMPUMEMAHMUE: Bpemsa nepesanycka OOMMKHO ObITb NO3XKeE TEKYLLEro CUCTEMHOIO BPEMEHM.
lMocne HacTponku NnaHa nepesanycka He U3MEHAWTE CUCTEMHbIE Yacbl; B MPOTUBHOM Cryvae
nnaH MOXeT BblTb HE BbINOSTHEH (HAaNpMMep, CUCTEMHOE BpeMs U3BMEHSETCHA Ha BpeMs nocne
nepesanycka).

2.4.5.3. CBAA3aHHblIe HAaCTPOUKU

Mepesarpyska ycTponcTea

KomaHpa reload [at {hh[:mm[:ss]]}[month[day[year]]]]
Onuncanwne at hh:mm:ss: YkasbiBaeT Bpemsi Mepesarpy3km cuctembl. month:
napameTpoB YkasblBaeT Mecsl roga B gnanasoHe ot 1 go 12. day: YkasblBaeT gaTy B

AnanasoHe ot 1 o 31. year: YkasbiBaeT rog ¢ 1993 no 2035. CokpalleHuns
He noadepXXMBatoTCS.

Pexxum MprBMNErMPOBaHHLIN PEXUM

KOHcpurypauum

BcTpoeHHas OTa KOMaHda no3BONAEeT BKIOYUATbL Nepesanyck YCTpPoOWCcTBa B
noackaska onpegeneHHoe Bpemsi.

2.5. KoHTponb cocTtosiHuA

2.5.1. OToGpaxeHue

OnucaHue KomaHaa

show clock OTobGpakaeT TekyLiee CUCTEMHOE BpeMSI.

show line { console line-num | vty line-num | OTo6paxkaeT KOHUrypaumm CoeanNHEHUS.
| line-num }
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YCTPOMCTBA Unn KoHdUrypaumm nHtepdenca.

Onucanune KomaHpa

show reload OtobpaxaeT napameTpsbl nepesanycka
CUCTEMbI.

show running-config [ interface interface | | OTo6paxaeT Tekyme KOHcpurypauum

show startup-config OtobpaxaeT KOHcpurypauum YCTPOWUCTB,
coxpaHeHHble B NVRAM.

show this OtobpaxaeT TekyLme KOHcpurypauum
CUCTEMBI.

show version [ devices | module | slots ]

OTtobpaxaeT MHpopMaLMIO O CUCTEME.

show sessions

OTtobpakaeT  WHdoOpMaLUMO O
yCTaHOBIEHHOM ak3emnnsape Telnet-knneHTa.

KaXKoM
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HacTpolika TepMrHansHOro goctyna W

3. HACTPOUKA TEPMUHANBHOIO AOCTYMNA
3.1. O630p

Ha ceTeBbIX YyCTpoOMCTBaxX MMEKTCS pasnuuHble TuMbl TepMUHanbHOro goctyna. MoXHo
ynpaBngaTe TepMUHanNamuM Mo rpynnaMm Ha OCHOBe WX TUMOB. Ha ceTeBbIX YCTpPOWCTBaX
TepMUHanbHbIN AOCTYN AenaTtca Ha aea tuna, CTY n VTY.

3.2. MpumeHeHne

NMpumeHeHue OnucaHue

Ooctyn K _yctponcTtBy npu | Bxog B wuHTepdenc komaHgHowm cTpokm (CLI) ceTteBoro
nomoum koHconm (CTY) YCTPOWCTBA C MOMOLLbIO KOHCOMMN.

HocTtyn K yCTpoNCcTBY Yepes | Bxoa B uHTEpenc KoMaHOHOW CTPOKM CETEBOrO YCTPOMWCTBA
VTY yepes Telnet unm SSH.

3.2.1. JlocTyn K ycTpoMncTBY Npu nomolium koHconu (CTY)

CueHapuu

I

PC

>

PucyHok 5.

A — 3TO ceTeBOe YyCTPONCTBO, KOTOPbIM HEO6XOAUMO YNpPaBnATb.
MK — aT0 cTaHuma ynpaBneHns ceTblo.

OnucaHue

CraHumsa ynpaBneHns ceTblo NOAKMYaeTCa K KOHCONIbHOMY NOPTY CETEBOrO YCTPOMCTBA Yepes
nocrnegoBatesibHbIN - kabenb. C NOMOWBK  NPOrpaMMHOrO  0becneyYeHust  KOHCOMU
(HyperTerminal unu gpyroro nporpaMmHoro obecneyeHus angd mMogenupoBaHua TepmMmuHana)
Ha CTaHUMW YNpaBfieHMs1 CETbI0 MOXHO MOMYYUTb AOCTYN K KOHCONW CETEBOro YCTPOMCTBA U
BOWTU B MHTEPdENC KOMaHOHOW CTPOKU AN HACTPOWMKK U ynpaBneHna ceTeBbiM YCTPOUCTBOM.

3.2.2. focTyn K ycTponcTBy 4Yepe3 VTY
CueHapuu

I

PC A

PucyHok 6.

A — 3TO ceTeBOe YyCTPONCTBO, KOTOPbIM HEO6XOAUMO YNpPaBnATb.
MK — 370 cTaHumMs ynpaBreHus ceTblo.
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HacTpolika TepMrHan5LHOro goctyna W

OnucaHue

CTtaHumsa ynpaBneHusi CeTbio NOAKMOYaeTCs K CETEBOMY YCTPOUCTBY Yepesd ceTb. C noMoLbio
knueHTta VTY (Hanpumep, Putty) Ha cTaHuMK ynpaBneHus ceTblo MOXHO MONyYUTb SOCTYN K
ceTeBOMY ycTpomncTBy yepes Telnet nnn SSH 1 BoNTU B UHTepdenc koMaHAHOW CTPOKU Ans
HaCTPOWNKN 1 ynpaBfieHUs1 CETEBbLIM YCTPOWUCTBOM.

3.3. PyHKUUM

3.3.1. bazoBble KoHUenuuu

CTY

Jinina CTY coeamHsieTcss C ceTeBbIM YCTPOWCTBOM 4epe3 MNopT KOHCOMW. BonblMHCTBO
CceTeBbIX YCTPONCTB MMEIOT KOHCOSbHbIN NOpT. [JoCTyn K NOKanbHOW CUCTEME MOXHO MOSTYy4YnUTh
yepes KOHCOSbHbIM MOpT.

VTY

Jinina VTY gaBnseTtcsa BUPTyanbHOW TEPMWHANbHOW TNUHUERN, KOoTopasi He OTHOCUTCA K
annapaTHoMy obecne4veHutio ycTponctB. OHa mucnonb3dyeTcs ana nogkrtodeHuss Telnet wnum
SSH.

3.3.2. 0O630p

PyHKUMA OnucaHune

basoBble Hactponka TepmuHana, otobpaxeHue W ypaneHne wuHgopmaumm o
QYHKI:WIVI NnoAaKNr4YeHnn TepMmnHana.

3.3.3. bazoBble hyHKUUMN

3.3.3.1. CBsAi3aHHbIe HACTPOMKU CUCTEMDbI

Hactpowka TepMmuHanbHOro goctyna

BoinonHute komaHgy line B pexunme rnobanbHOM KOHGUrypaumm, 4tobbl BOMTU B PEXMM
KOHMrypauum ykasaHHOro pexxuma TepMUHanbsHOro goctyna.

HacTtponka atpubyToB TEpMMHANbLHOrO 4OCTyna.

Ouuncrka TepMUHalbHbIX coeauHEeHUn

Korga TepMuyHan nogkroyaeTcs K CeTeBOMY YCTPONCTBY, COOTBETCTBYIOLLASA NIMHUA TEpMUHana
3aHdATa. BeinonHuTe koMaHgy show user gns oTobGpakeHWs COCTOSHUSA NOAOKIIOYEHUSA 3TUX
TepMUHanbHbIX NMHUA. ECnv Bbl XOTWUTE OTKNIOYMTbL TEPMUHAN OT CEeTEeBOro YCTPOMWCTBA,
BbINONHUTE KomaHgy clear line, 4tobbl cbpocutb nuHUO TepmuHana. [locne cbpoca
TEPMUHAnNbLHOrO 4OCTyNa COOTBETCTBYOLME NogkntodeHnsa (Hanpumep, Telnet n SSH) 6yayT
npepBaHbl, WHTepdEenc KOMaHOHOW CTPOKU BbLIAOET W3 CUCTEMbI U MNUHUK TepMuHana
BOCCTaHOBSATCS B HE3aHATOE COCTOsIHUE. [Nonb3oBaTeny MoryT BOCCTAHOBUTL COEANHEHNS.

YkasaHue konunyectBa TepmuHanoB VTY

BbinonHute komaHay line vty, 4ToBbl BOWTUM B pexum HacTpouku nuHum VTY u ykasaTb
KonuyecTtso TepMmuHanos VTY.

Mo ymonuaHunio umeetca 5 tepmuHanos VTY, npoHymepoBaHHbIX oT 0 go 4. Konudectso
TepmuHanos VTY MOXHO yBennynTb 0 36, HOBblE TEpMUHarbl HyMmepytoTcs oT 5 Ao 35. MoxHO
yAanuTb TONbKO HOBblE TEPMUHArbI.
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HacTpolika TepMrHansHOro goctyna W
3.4. KoHdurypauums
KoHdurypauus OnucaHuve n KomaHaa
Bxoa B pexum (ObsizaTenbHO) [JaHHaa komaHga MCNoNb3yeTest ANsl BXOA4A B PEXUM
KOHDUrypaumm KOHUrypaumm TepMrMHanbHOro ocTyna.
TePMUHaNbHOro
goctyna line [ console | vty [ first-line | BxoguT B ykasaHHblii  PeXuM
[ last-line ] KOHpurypaumm TEPMUHANbHOro
poctyna.
line vty line-number YBennumeaeT nnm yMeHbLUaeT
KONIMYECTBO OOCTYMHbIX NnHun VTY.

3.4.1. Bxoa B peXXum KoHcpuUrypaumm TepMmHanbHoOro gocrtyna

3.4.1.1. PesynbTaT KOHUrypauum

Bxoa B pexunm KoHurypaumm TepMmMHansHOro 4octyna Ang HacTPONKN apyrux pyHKUniA.

3.4.1.2. dTtanbl KOHcUrypaumum
Bxoa B pexvm KoHUrypaumm TepMUHanbHoro Aoctyna

e (Obsa3aTenbHo.

o Ecnu He ykasaHO WHOe, BOMOUTE B PEXUM KOHUrypaLmMm TeEpMUHANbLHOMO JOCTyna Ha
KaXaoM YCTPOMUCTBE [Afi9 HacTpOWKM aTpubyTOB TepMWHanbHOro  gocTyna.
YBenunyeHune/ymeHbLLeHne KonmyecTtsa nuHmn VTY

e  OnuyuoHanbHo.

e BbinonHute komaHgy (no) line vty line-number, 4ToGLI yBENUUYUTL UMW YMEHBLUUTL
konuyecTtso nuHum VTY.

3.4.1.3. NpoBepka KOHhUrypauum

BbinonHuTe komaHay show line ons otobpaxeHnsa KoHUrypaumm TepMmMHansHoro 4ocTtyna.

3.4.1.4. CBAi3aHHble HAaCTPOUKU

Bxoa B pexxumM KoHdUrypauum TepMmMHanbLHoro gocrtyna

KomaHga line [ console | tty | vty ] first-line [ last-line ]
Onucanve console: YkasbiBaeT KOHCOMbHbIN MOPT.
napameTpos vty: YKkasblBaeT BUPTYyanbHYld TEpMUHAmNbHYIO MWHUIO,  KOTopast

nogaepxmsaet Telnet nnn SSH.
first-line: YkasbiBaeT HOMep NepBoOn JIMHUMW.
last-line: YkasbiBaeT HoMep nocnegHen nuHun.

Pexxum Pexum rmobanbHon KoHdUrypaumm
KOHcpurypauuu
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YBenunyeHue/ymeHblueHUe Konuyectsa nuHun VTY

KomaHpa line vty line-number

OnucaHne line-number: YkasbiBaeT konndectsBo NuHum VTY. [lnanasoH 3aHadeHumn ot 0
napamMmeTpoB no 35.

Pexxum Pexum rmobanbHon KoHdUrypaumm

KOHUrypauum

BctpoeHHas BbinonHute komangy no line vty line-number, 4ToObl yBENMYUTL WN
noackaska YMEHbLUNTb KONNUYecTBo NuUHUN VTY.

OTo6pakeHne KoOHUrypaumm TepMmHanbLHoro gocryna

KomaHga show line { console line-num | vty line-num | line-num }
Onuncanue console: Yka3biBaeT KOHCOJTbHbIW MOPT.
napameTpos vty: YkasbiBaeT BUPTYanbHYl0 TEpMUHAmNbHYK MNWHWIO,  KoTopast
nopaepxunaet Telnet nnn SSH.
line-num: YkasbIBaeT NnHMI0, KOTOPYIO HEO6X0ANMO O0TOOpPa3sunThb.
Pexxum MprBMAErMpoOBaHHLIN PEXUM
KOHcpurypauum
3.4.1.5. Mpumep KoHcurypaumm
CueHapun
<
PC A
PucyHok 7.
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Line User Host(s) Idle Location

QTECH#show line console 0

CON Type speed Overruns

*0 CON 96000

Line 0, Location: "*, Type: "vt100"

Length: 24 lines, Width: 79 columns

Special Chars: Escape Disconnect  Activation

X “D M

Timeouts: Idle Idle Session
00:10:00 never

History is enabled, history size is 10.

Total input: 490 bytes

Total output: 59366 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

QTECH#show line vty ?

<0-5> Line number

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

QTECH(config)#line vty 35
QTECH(config-line)#

Jranbl e [logkntounte NK K ceTeBOMY YCTPONCTBY A Yepes NIMHUIO KOHCOMN
KOHpurypauum n sorante B CLI Ha TK.
e BbinonHute komaHay show user ansg otobpaxeHus COCTOSAHUA
NOAKMOYEHNS MMHUK TepMUHana.
e 3anyctute komaHgy show line console 0 gna otoGpaxeHus
COCTOSIHUS NINHUW KOHCOSNM.
e Boungute B pexumm rnobanbHOW KOHMUrypaumm v BbINONHUTE
KomaHgy line vty, 4ToGbl YBEMNYMTL KONMYECTBO TEPMWUHASIOB
VTY pgo 36.
A QTECH#show user
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*Oct 31 18:56:43: %SYS-5-CONFIG_I: Configured from console by
console

MpoBepka ¢ [locne BbinonHeHus komaHabl show line MoXXHO 0BGHapPYXKWTb, 4TO

KOHoUrypauum KONMYEeCTBO TEPMMHAIIOB YBENMYUIOCD.
e BbinonHute komangy show running-config ana otobpaxeHus

KOHUrypauum.
A QTECH#show line vty ?

<0-35> Line number

QTECH#show running-config

Building configuration...
Current configuration : 761 bytes

version 11.0(1C2B1)(10/16/13 04:23:54 CST -ngcf78)
ip tcp not-send-rst

vlan 1

!

interface GigabitEthernet 0/0
|

interface GigabitEthernet 0/1
ip address 192.168.23.164 255.255.255.0
|

interface GigabitEthernet 0/2
!

interface GigabitEthernet 0/3
!

interface GigabitEthernet 0/4
!

interface GigabitEthernet 0/5
!

interface GigabitEthernet 0/6
|

interface GigabitEthernet 0/7
!

interface Mgmt 0
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login
!

end

line con 0
line vty 0 35

3.5. KoHTponb cocTosiHuA

3.5.1. OumncTtka

NMPUMEYAHUE: BuinonHeHne KomaHg clear MoXeT NPUBECTU K NOTEPE BaXXHOW MHAOpMaLnn
1, cnegoBaTtenbHO, NpepbiBaHNo paboThbl cryx6.

OnucaHue

KomaHaa

CoGpacbiBaeT COoCTOsIHNE
coefuHeHns
TepMUHanbLHOro focTyna.

clear line { console line-num | vty line-num | line-num }

3.5.2. OTobpaxeHue

TepMUHanNbHOro 4ocTtyna.

Onucanune KomaHpa
OtobpaxaeT show line { console line-num | vty line-num | line-num }
KOHcpurypauuio
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4. HACTPOUKA OUANA3OHA BPEMEHU
4.1. O630p

Time Range (dwnana3oH BpeMmeHn) — 310 cnyx0ba ynpaBreHns Ha OCHOBE BPEMEHMU, KOTopas
NPeAoCTaBnseT HEKOTOPbIM MPUITOXKEHNAM BO3MOXHOCTb ynpaBreHns BpemeHeM. Hanpumep,
MOXHO HacTPOUTb Anana3oH BPEMEHN M CBS3aTb €ro CO CNMCKOM ynpasnexus goctynom (ACL),
41061 ACL-CNUCOK BCTYNWI B CUIY B TEYEHME OnpeaeNieHHbIX AHEN N BPEMEHN HEAENMW.

4.2. BapnaHTbl npuMeHeHus

BapuaHTbl npumeHeHua CueHapuun

[MpumeHeHne  aguanasoHa | MNMpumeHuTe pamanasoH Bpemenn k mogynto ACL, 4ToObl
BpemeHu K ACL-cnncky ACL-cnu1cok 3anyckarcs no BpeMeHU

4.2.1. NMpumeHeHne aMana3oHa BpemeHun K ACL-cnucky

4.2.1.1. Mpnmep npumMmeHeHUA

OpraHu3aumsa nossonseT nonb3oBaTenam nonyvaTtb Aoctyn K cnyxbe Telnet Ha yganeHHom
xocte Unix Tonbko B paboyee Bpemsi (PucyHok 8).

192.168 202,207

UNIX Server

192.168.12.0/24

PucyHok 8.

NMPUMEYAHUE Hactporite ACL-cnucok Ha ycTponctBe B ana peanmsauumm cregytollemn
dyHKUMN 6e3onacHOCTK:

XocTtbl B cermeHTe cetu 192.168.12.0/24 moryT nonyuutb goctyn kK cnyxbe Telnet Ha
yaaneHHoM xocte Unix Tonbko B pabo4ure vacsl.

4.2.1.2. DyHKUUOHarNbHOE pa3BepTbiBaHNE

Ha yctponctee B npumenHnte ACL-cnucok Ans ynpasneHuss AOCTYNoOM nofb3oBaTenen K
cnyx6e Telnet B cermeHTe cetn 192.168.12.0/24. Cesikute ACL-cnmcok ¢ Anana3oHoMm
BpeMeHu, 4Tobbl 4OCTYN nonb3oBaTtenen k xocTy Unix 6bin paspeLueH Tonbko B paboyee Bpems.
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4.3. CBeaeHUA 0 PYyHKLUN

4.3.1. ba3oBble KOHUenuuu

4.3.1.1. HacTtpouka abconTHOro AManasoHa BpeMeHu

ABCOMOTHBIM gnana3oH BpeMeHU npeacTtaBnsetr cobon nepmod Mexgy BpeMeHem Hadana u
BpeMeHeM OKoHYaHus. Hanpumep, [12:00 1-ro sHeaps 2000, 12:00 1-ro aHBaps 2001] aBngaetcs

TUNUYHLIM abCOMTHLIM AMana3oHOM BpeMeHWu. Ecnv npunoxeHne OCHOBaHO Ha guanasoHe
BPEMEHMU, onpeaeneHHas QyHKLMS MOXeT ObiTb 3¢ EeKTUBHOM B 3TOM AnanasoHE BPEMEHMN.

4.3.1.2. Nepnoaunyeckoe Bpems

Meprnogunyeckoe Bpemst OTHOCUTCSH K Nepunoguyeckomy MHTepeany spemenn. Hanpumep, «c 8:00
Kaxxabld noHegenbHuk Ao 17:00 kaxayl NATHULY» SIBNSETCA TUMWYHBIM NepUoanNYecKum
nHTepsanom BpemenHn. Koraa npunoxeHme, OCHOBAHHOE Ha BPEMEHMW, CBSA3aHO C AMana3oHOM
BPEMEHW, ONpederneHHas QyHKUUST MOXET MepuoamMyeckm AencTBOBaTb C  KaXQoro
noHeAenbHMKa MO NSATHULLY.

4.3.1.3. DyHKUUM

PyYHKLUUA PyHKLUMA

Ncnonb3oBaHue YcTaHaBnuBaeT abCONIOTHbIA Auana3oH BpeMeHW ANA MPUNoXeHus,
abCconTHOro OCHOBaHHOIo Ha BpeMeHu, YToGbI onpeaeneHHas pyHKUMs aericteoBana
JuanasoHa B aOCOMIOTHOM AMana3oHe BPEMEHMW.

BpEeMeHU

Ncnonb3oBaHue 3agaeT nepuoaMyeckoe Bpems UMM MPUIOXeHWe, OCHOBaHHOE Ha
nepuoanyecKoro BPEMEHW, 4ToObl onpedeneHHas (QYHKUMSA AeiicTBOBana B TeyeHue
OuanasoHa onpeaeneHHoro nepuoaa BpeMeHW.

BpEMEHU

4.3.2. Ucnonb3oBaHWe abCoONTHOro Anana3oHa BpeMeHuU

4.3.2.1. MprHUMN paboTbl

Korga npunoxeHue, OCHOBAHHOE Ha BPEMEHW, BKMNOYaeT onpeaeneHHyo (YyHKUUI0, OHO
onpegenseT, ABNAETCS Nu Tekyllee BpeMs B abCONOTHOM Auana3oHe BpemeHu. Ecnu aa,
dYHKUMS OEeACTBYET WM OTKMOYEHaA B HACTosLlee BpeMs B 3aBMCUMOCTUM OT KOHKPETHOM
KOHpurypauuu.

4.3.2.2. CBA3aHHble HAaCTPOMKN CUCTEMbI
HacTtpouka guanasoHa BpeMeHU
Mo ymonyaHuio auanasoH BpeMEeHM He HAaCTPOEH.
VMcnonb3ynTte KomaHay time-range time-range-name Ansg HaCTPOWKM AMana3oHa BPEMEHM.

HacTtponka abconoTHOro AuanasoHa BpeMeHun

ABConNIoTHbIN AnanasoH BpemeHn no ymonyaxuto: [00:00 1-ro aHBapa 0 r., 23:59 31-ro aekabps
9999 r.].

Wcnonb3ynte komaHgy absolute { [start time date] | [end time date] } ana HacTporku
abCcontTHOrO AnanasoHa BPEMEHM.
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4.3.3. Acnonb3oBaHue nepmoanveckoro amanasoHa BpeMeHu

4.3.3.1. MpnHUunN paboTbl

Korga npunoxeHuwe, OCHOBaHHOE Ha BpeMEeHM, BKMOYaeT onpeneneHHylo QYHKUUI0, OHO
onpegenseTt, ABMsSeTca Ny TeKyllee BpeMs B nepruognmyeckoMm avanasoHe Bpemenun. Ecnu aa,
dyHKUMS OeACTBYeT WNM OTKMYeHa B HACTosLLee BpPeMs B 3aBUCUMOCTU OT KOHKPETHOM
KOHcpurypauuu.

4.3.3.2. CBAA3aHHble HAaCTPOMKN CUCTEMbI

Hactpowka ananazoHa BpeMeHU
Mo yMOn4aHuo ananas3oH BpeMeHn He HaCTPOEH.

Mcnonb3ynTte KomaHay time-range time-range-name ans HAaCTPOWKN guana3oHa BPEMEHU.

HacTpoiika nepnoanyeckoro BpemMeHu
Mo yMONYaHWIo He HaCTPOEHO NEePUOANYECKOe BPEMSI.

[1ns HaCTpoWKM NepmnoanyecKoro BpeMeHn ncnonb3ynte komaHay periodic day-of-theweek time
to [day-of-the-week] time.

4.4. MoapobHble cBeAeHUs 0 KOHcUrypauumm

KoHdurypaumoHHbin CnpaBKa U cBA3aHHbIe HACTPOWUKU
3N1eMeHT

Hactponka guanasoHa | O6sizaTenbHas koHdwurypaumsi. [Ons ucnonb3oBaHus yHKUMK

BpPEMEHW [ManasoHa BpemeHun TpebyeTca HacTpoiika AnanasoHa BpeMeHu.

time-range time-range-name | HacTtpausaeT AnanasoH BpeMeHW.

HononHutenbHaa KoHdurypauusa. NMpn HeobxooMmMoCTU MOXKHO
HaCTPOUTb pasfnnyHble NapameTpbl.

absolute { [start time date] | | HacTpauBaet abCoNTHLIN
[end time date] } OnanasoH BPEMEHM.

periodic day-of-the-week time | Hactpanaet nepnognyecknin
to [day-of-the-week] time OnanasoH BpeMEHM.

4.4.1. Hactpouka amnanasoHa BpeMeHMU

4.4.1.1. PeaynbTaT KOHUrypaumm

Hactponte [AwanasoH BpeMeHW, KOTOpbii MOXET OblTb abCONKTHLIM UK
NepuoaMYECKMM MHTEPBANoOM BpEMEHW, YTOOblI MPUNOXEHWe, OCHOBaHHOE Ha
AnanasoHe BpeMeHW, MOrJ1o BKMOUYUTL onpeaesnieHHyo yHKUMIo B npegenax 4aHHoro
AnanasoHa BpeMeHN.
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4.4.1.2. MeToa KOHUrypauumm

Hactpownka ananazoHa BpeMeHU

o  (ObsizaTenbHasa KoHpUrypauus.

e  BbINOMHMUTE HACTPOWMKY Ha YCTPOWMCTBE, K KOTOPOMY NPUMEHAETCSH Anana3oH BPEMEHM.
Hactpowka abcontoTHOro gnanasoHa BpeMeHu

o [lononHuTenbHas KoHpUrypaums.

Hactpownka nepnoaunyeckoro amanasoHa BpeMeHun

o [lononHuTenbHas KoHpurypaums.

4.4.1.3. NpoBepkKa KOHdUrypaumm

e Vcnonb3ynte komaHgy show time-range [time-range-name] Aans npoBepKu
MHdOOpMaLMK O KOHUrypaumm guanasoHa BpEMEHMN.

4.4.1.4. CBA3aHHbIe HAaCTPOMUKMN

HacTpoiika AManazoHa BpeMeHu

KomaHga time-range time-range-name

Onucanwue time-range-name: uMa guanasoHa BpeMEeHW, KOTOpbI Heobxoanmo

napameTpoB co3gatb.

Pexxum Pexwnm rmobanbHon KoHdUrypaumm

KOHcpurypauum

BcTpoeHHas HekoTopble npunoxernus (Hanpumep, ACL) moryT paboTtaTtb B 3aBUCMMOCTU

noackaska oT BpemeHun. Hanpumep, ACL-cnucok moxeT OblTb 3acdekTuBeH B
onpefeneHHbIX Aunana3oHax BpemMeHu Hepenu. [na aToro cHadvana
HeobXxoOUMO HACTpPOWUTb Auana3oH BPEMEHW, a 3aTeM HacTpouTb
COOTBETCTBYIOLMNIN KOHTPOSIb BPEMEHW B PEXMME HACTPONKM BPEMEHHOIrO
AnanasoHa.

HacTtpounka abconoTHOro ananasoHa BpeMeHMU

KomaHga absolute { [start time date] | [end time date] }
Onuncanwne start time date: BpemMsi Ha4ana guanasoHa.
napameTpoB

end time date: Bpemsi OKOH4YaHUs Ananas3oHa.

Pexxum Pexxum HacTponku auanasoHa BpeMeHu

KOHcpurypauuu

BctpoeHHas Mcnonb3ynTte komaHay absolute gns HaCTPonKn abCcontoTHOro AManasoHa

noackaska BPEMEHM MeXOY BPEMEHEM Havana U BPEMEHEM OKOHYaHWuSA, 4TOObI
onpegeneHHas QyHKuMa pgencrtsoBana B abCoONOTHOM Ananas3oHe
BpeMeHN.
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HacTponka nepnoanyeckoro amanasoHa BpeMeHu
KomaHga periodic day-of-the-week time to [day-of-the-week] time
OnucaHne day-of-the-week: geHb Hegenwu, Korga HaudMHaeTCA WNKU 3akaHYMBaeTCs
napameTpoB nepuoamyeckoe Bpems
time: To4YHOE BpeMs Hayarna unm OKOHYaHWsA NepuoanNYecKoro BpeMeHu
Pexxum Pexxum HacTponkn ananasoHa BpemeHu
KOHGoUrypaumm
BcTpoeHHas Mcnonesynte «komaHay periodic gns  HacTpPOWKM  Nepuoguyeckoro
noackaska WHTepBana BpemeHu, 4Tobbl onpegeneHHas @yHKUMA OencTBoBana B
TeyeHne NepmoanYecKoro HTepBana BpeMeHN.

4.5. KOHTpOonb COCTOAHUA U NoaaepXaHNe BPpeMeHHOro amanasoHa

OTobpaxeHue crtatyca BbINOSIHEHUS

PyYHKLUUA

KomaHpa

OTtobpaxaeT

BPEMEHMW.

KOHcpurypauuio guanasoHa

show time-range [time-range-name]
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5. HACTPOUKA USB
5.1. O630p

YHuBepcanbHas nocriegosatencHasn wuHa (USB) siBnsieTcss cTaHZapTOM BHELUHEWN LWWHLIL. B
AaHHOM JoKkymMeHTe TepMunH USB oTHoCUTCS K nepudepunHoMy YCTPOUCTBY, COBMECTUMOMY C
USB, Hanpumep, K dpnaw-Hakonutento USB.

USB — 9TO YCTPONCTBO C BO3MOXHOCTbLIO ropsiyen 3amMeHbl. Ero MOXHO mcnonb3oBatb Ans
KonupoBaHus dhannos (Hanpumep, hannos KoOHpUrypauum 1 xxypHana) ¢ yCTponcTea CBs3M Unm
KONUPOBaHUA BHELUHMX AaHHbIX (Hanpumep, dannos 0OHOBNEHNS CUCTEMBI) Ha PNaL-NamMaTb
YCTPOMCTBA CBA3WN.

KoHkpeTHble cueHapum ucnonb3oBaHna USB nogpoGHO onucaHbl B pykoBoacTBax Mo
HacTponKe COOTBETCTBYIOLWMX (PYyHKUMW. B 3TOM [JOKYMEHTE OnuCbIBaeTCa  TOSbKO
naeHTuduKauus, ncnonb3oBaHme n nsenedeHne USB-Hakonutens n npocmMoTp MHopMaumm o
USB-ycTtporicTee.

5.2. lMpumeHeHune

NMpumeHeHue OnucaHue

KMcnonb3oBaHue dnaw- | Gannbl 06HOBNEHUA XpaHATCA Ha dnaw-Hakonutene USB.
HakonuTens USB  ansa | Nocne BKJHOMEHMS YCTPOWNCTBO obHapyxuBaet
0BHOBIEHMS YCTPONCTBA dnawHakonutens USB 1 3anyckaeT komaHay oOHOBNEHWs ons

3arpysku dannoe obHoBreHus. Nocne 3aBepLlleHns 3arpysku
YCTPOWUCTBO nepesarpyxaetcsa W 3anyckaeT OOHOBMEHHYHO
BEPCUIO.

5.2.1. Acnonb3oBaHune dnaw-Hakonutena USB ana  oOGHoBneHus
yCTpOMUCTBA

5.2.1.1. CueHapuu

dannbl 06HOBMEHMA XpaHATCA Ha ¢naw-HakonuTene USB. lNocne BKNtoYeHUs YCTPOMUCTBO
obHapyxuBaeT dnaw-Hakonutens USB wn 3anyckaeT komaHay OOGHOBREHWA Ons 3arpy3ku
annos ob6HoBReHuS. Nocne 3aBepLueHns 3arpy3kn yCTPOMCTBO NepesarpykaeTcs 1 3anyckaeT
obHoBneHHyto  Bepcuto.  [lpumep  komaHabl  obHoBneHusa:  upgrade  usbO0:/s12k-
ppc_11.0(1B2)_ 20131025 main_install.bin

Ecnu cann asnsetca BanugHbiM U 3Ta KOMaHAa BbINOMHEHA KOPPEKTHO, YCTPOMCTBO Oyaet
aBTOMaTMyecku nepesanyLieHo ¢ obHosneHHon Bepcuein 0.

5.2.1.2. OnucaHue

e VcnonbaywTte npedukc "usb0:/" gna poctyna k USB 0. BeinonHute komangy show usb
Ansa otobpaxeHns nHgopmaumm o USB ¢ ngeHtndukatopom 0.

e BbinonHute koMaHagy upgrade ona o6HOBREHUS.

5.3. PyHKUUMU

Ucnonb3oBaHue USB

BcraBbTe USB-Hakonutenb B pasbem USB. Cuctema aBToMaTU4eckn BbINONHUT nouck USB.
Mocne obHapyxeHus USB moaynb OpavBepoB aBTOMATUYECKM WHUUManu3upyeT gpansep
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USB. lNMocne nHmumanusauum cucteMa aBTomaTUYECKN 3arpyxaeT dannosyto cuctemy Ha USB.
[Mo3xe cucTema CMOXeT CYMTbIBATb UMK 3anuckiBaTb AaHHble ¢ USB-HakonuTens.

e Ecnu cucrtema o6Hapyxut USB wn ycnewHo 3arpy3ut paparniBep, oTobpasutca
cneayowasa nHdopmaums:

*Jan 100:09:42: %USB-5-USB_DISK_FOUND: USB Disk <Mass Storage> has been
inserted to USB port 0!

*Jan 1 00:09:42: %USB-5-USB_DISK_PARTITION_MOUNT:
Mount ushO(type:FAT32),size : 1050673152B(1002MB)

NMPUMEYAHUE: "Mass Storage" ykasbiBaeT uUMsi UCKOMOro ycTpouctBa, a "usb0:" —
yKasblBaeT, 4YTo 370 nepsbin USB-HakonuTenb. "Size" ykasbiBaeT pasmep pasgena. Hanpumep,
B COOTBETCTBMM C NpeablayLen otobpaxkaemon nigopmaunen donaw-Hakonutens USB nmeet
obvem namatn 1002 MB. "Size" ykasbiBaeT pa3mep pasgena.

N3BneueHune USB-HakonuTtens

Cravana ussneknte USB 13 cuctembl ¢ NOMOLLBIO KOMaHabl MHTepdenca KoOMaHAHOW CTPOKU
(CLI); B npoTMBHOM cryvae MOXET BO3HWKHYTb OLIMOKa, ecrnv cucTeMa BCE €LLe UCMOoNb3yeT
USB.

e Ecnun USB-HakonuTenb yCcneLwHo M3BrneyeH, otobpasutcsa cnegytowast MHdopMaums:
OK, now you can pull out the device 0.
USB-HakonuTenb MOXHO BblHYTb M3 pas3bemMa TOMbKO Mnocne oTobpaxeHus npegblaylien
MHopMaLmn.

5.4. KoHdurypauums

KoHdurypauus OnucaHuve n KomaHaa

Ncnonb3oBaHue USB Obsa3aTenbHO

N3BneyveHue USB- | (O6sasatenbHo) NcnonbayeTtcs ans nasnedveHna USB.
HakonuTens

usb remove MN3Bnekaet USB-HakonuTenb N3 CUCTEMBI.

5.4.1. U\cnonb3oBaHue USB

5.4.1.1. PeaynbTaT KOHUrypaumm

Mocne 3arpy3kn USB-Hakonutenss MOXHO BbINOMHUTE KOMaHAdbl annoBonM CUCTEMBI
(Hanpumep, dir, copy n del) ans sbinonHeHnsa onepauni Ha USB-HakonuTene.

5.4.1.2. NMNpumeyaHun

e O6uwas onepaunoHHas cuctema QTECH (QTOS) nogaepxmBaeT TOMbKO YCTPOWCTBA
(T.e. 0bblyHble pnaw-HakonuTenn USB), koTopble COBMECTUMbI CO CTaHOapTHbIM
HabopoMm KomaHg uHTepdernca MarnbiX KoMMboTepHbiXx cuctem (SCSI). [Opyrue
YCTPOWCTBA, Takne Kak dnaw-Hakonutens USB, BCTpOeHHbI B ceTeByto kapty USB
(NIC) n dnaw-Hakonutens USB ¢ BupTyansHbiM guckosogom CD-ROM, He moryT
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5.4.1.3.

ncnono3osatbcs B QTOS. HekoTopble ycTponcTBa HacTpoeHbl Ha npeobpasoBaHue
nopta USB B nocnegosaTeribHbIN NOPT.

USB nopaepxuaeT Tonbko dannosyto cuctemy FAT. [pyrue dannoBbie CUCTEMbI Ha
USB pomxkHbl 6biTb 0TdhopmaTmpoBaHbl B dhannoyto cuctemy FAT Ha MK, npexae yem
USB moxHo 6yaeT ncnonb3oBaTb Ha YCTPOWCTBE.

QTOS noppepxmsaeT USB-koHueHTpaTopbl. [pyn nogknioveHun ¢nall-HakonuTens
USB k nopTy koHUeHTpaTopa nyTb JocTyna meHdetcsa. Ecnn cdonaw-Hakonutens USB
nogkntodeH kK nopty USB ycTtponctea, nyTb goctyna — usbX:/, rae X obosHavaet
naeHTndukaTop ycrtponcta. [Ona oTtobpaxeHna 3TOro nyTM MOXHO BbINOSIHUTB
komaHgy show usb. Ecnu dnaw-Hakonutens USB nogkntodeH k nopty USB yepes
KOHUeEeHTpatop, nNyTb goctyna — usbX-Y:/, rge X ob6o3HayaeT uaeHTudumkaTop
ycTponctea, a Y — wugeHTudumkaTop noprta koHueHTpatopa. Hanpumep, usbO0-3:/
yKasblBaeT NopT 3 Ha KOHLeHTpaTope, noakntoyeHHoM K nopTy USB 0 ycTponcTsa.

ATanbl KOHUrypaumm

NpeHtTndpukauma USB

USB-HakonuTenb MOXHO Hanpsimyto nogknoumtb kK USB-pasbemy 6e3 ucnonb3oBaHus
NMHTepdenca KOMaHLHON CTPOKN.

Ucnonb3oBaHue USB
Ansa konnpoBaHus dannos ¢ USB Ha ¢nalw-HakonuTeb BbIMOMHUTE cneaytowimne AencTBus:

BbinonHuTe komaHay cd, 4to6bl BBECTU pasaen USB.

BbinonHuTe komaHay copy, 4Tobbl ckonupoBaTth hannsl ¢ USB-Hakonutens Ha cpnaww-
HakonuTenb YCTPONCTBA.

BbinonHute komangy dir, 4ToGbl NPOBEPUTL, KONMMPYIOTCS N dbalinbl Ha YCTPOWCTBO.

NMPUMEYAHUE: Ecnn USB MmeeT Heckonbko pasgenoB, MOXHO NOMYYUTb AOCTYM TOMbKO K

nepsomy pasgeny FAT Ha ycTpouncTse.

NMPUMEMAHMUE: Myte USB He copepXuT HWM OQHOro Kartanora BepxHero ypoBHs. [locne

BbINonHeHns komaHabl cd usbX:\ gna goctyna k USB MoxHO 3anyctutb kKomaHgy cd flash:\
A9 Bo3BpaTta K hannoBon cucteme qorall-HakonuTens.

5.4.1.4.

lNMpoBepka KoHcUrypaumum

BbinonHute komaHay show usb gna otobpaxeHuss mHdopmauunm o USB-Hakonutene,
BCTaBfIEHHOM B YCTPOWNCTBO.

5.4.1.5.

Mpumep koHbUrypauum

Ucnonb3oBaHue dnaw-Hakonutensa USB

CueHapun ABTOHOMHas cpena

ST1anbl

KOHcpurypauuu

e Bcrasbte hnaw-Hakonutens USB B USB-pasbem yctponcTea.
e  BuinonHute komaHay show usb B KOHCONW ycTponcTea.

e Ckonupynte ann config.txt ¢ dnaw-Hakonutens USB Ha
donswHaKkonuTenb YyCTPOUCTBa.

QTECH#show usb

Device: Mass Storage

QR
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CueHapun

ABTOHOMHas cpeaa

ID: 0

URL prefix: usb0

Disk Partitions:

usbO(type:vfat)

Size:15789711360B(15789.7MB)

Available size:15789686784B(15789.6MB)

QTECH#

QTECH#

QTECH#dir ush0:/

Directory of usb0:/

1-rwx 4 Tue Jan 100:00:00 1980 fac_test
2 -rwx 1 Mon Sep 30 13:15:48 2013 config.txt
files, O directories

15,789,711,360 bytes total (15,789,686,784 bytes free)
QTECH#

QTECH#

QTECH#copy usb0:/config.txt flash:/ Copying: !
Accessing usb0:/config.txt finished, 1 bytes prepared
Flushing data to flash:/config.txt...

Flush data done

QTECH#

QTECH#

MpoBepka
KOHdpurypauuu

MpoBepbTe Hanuuune danna config.txt B dorsw-namsaTu.
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9 files, 15 directories
5,095,424 bytes total (4,960,256 bytes free)

QTECH#

| www.gtech.ru_|
CueHapun ABTOHOMHasA cpepa

QTECH#

QTECH#dir flash:/

Directory of flash:/
1 drw- 160 Wed Mar 31 08:40:01 2010 at
2 drwx 160 Thu Jan 1 00:00:1 1970 dm
3 drwx 160 Thu Jan 1 00:00:05 1970 rep
4 drwx 160 Mon Apr 26 03:42.00 2010 scc
5 drwx 160 Wed Mar 31 08:39:52 2010 ssh
6 drwx 224 Thu Jan 1 00:00:06 1970 var
7 d--- 288 Sat May 29 06:07:45 2010 web
8 drwx 160 Thu Jan 1 00:00:M 1970 addr
9 drwx 160 Sat  May 29 06:07:44 2010 cwmp
10 drwx 784 Sat May 29 06:07:47 2010 sync
M --w- 92 Tue Feb 2 01:.06:55 2010 config_vsu.dat
12 -rw- 244 Sat Apr 3 04:56:52 2010 config.text
13 -rwx 1 Thu Jan 1 00:00:30 1970 .issu_state
14 -rw- 0 Tue Feb 2 01:.07.03 2010 ss_ds_debug.txt
15 -rw- 8448 Thu Jan 1 00:01:41 1970 .shadow
16 -rwx 268 Thu Jan 1 00:01:41 1970 .pswdinfo
17 -rw- 4 Tue May 25 09:12:01 2010 reload
18 drwx 232 Wed Mar 31 08:40:00 2010 snpvé
19 drwx 6104 Sat May 29 06:10:45 2010 .config
20 ---- 1 Thu Jan 1 00:04:551 1970 config.txt
21 d--- 160 Thu Jan 1 00:00:12 1970 syslog
22 drwx 160 Tue May 25 03:05:01 2010 upgrade_ram
23 drwx 160 Tue Feb 2 01:06:54 2010 dm_vdu
24 -rwx 16 Thu Jan 1 00:01:41 1970 .username.data

5.4.1.6. TUNUYHbIEe OLLUOKU

e B yctponctBo BcTaBneH dnaw-Hakonutens USB,

oTnunyHble ot SCSI.

nogaepXMBaroLLMN  KOMaHAbI,

e USB-Hakonutenb He wucnonb3dyeT annosyto cuctemy FAT n He moxeT ObiTb

noeHTnpuumMpoBaH CUCTEMOMN.

QTECH
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5.4.2. U3aBneyeHune USB-HakonuTens

5.4.2.1. PeaynbTaT KOHUrypaumm

Maeneknte USB n y6egutech, 4To USB 1 yCTPOMCTBO NOMHOCTLIO pa3beuHEHbI.

5.4.2.2. NMpumeyaHun

o [lepen wusBneyeHnem USB-Hakonutensa BbINOMHUTE KoMaHay usb remove; B
NPOTUBHOM Cry4ae Npon3onaeT CUCTEMHAA oLwmnodkKa.

5.4.2.3. dTanbl KOH(Urypauum

BbinonHeHnune komaHabl Remove (M3Bneunb)

o (Obs3zarenbHo.
o [lepepn n3enedeHnem USB-HakonnTensa BbINOMHUTE KOMaHAy usb remove.
U3BneyeHune USB-Hakonutens

Mocne BbINONHEHUS KOMaHabl remove n3enekute USB-HakonmTenb 13 pasbema.

5.4.2.4. NpoBepkKa KOH(pUrypaumm

BoinonHute komaHay show usb gna otobpaxeHuss mHdopmauunm o USB-Hakonutene,
BCTaBIEHHOM B YCTPOWCTBO.

5.4.2.5. CBA3aHHble HAaCTPOUKU

N3BneueHune USB-HakonuTtens

KomaHga usb remove device-id

Onuncanwne device-id: YkasbiBaeT ngeHtudgukatop nopta USB Ha yctponctee. Ons

napameTpoB oTobpaxeHna atoro ID MOXXHO BbINOMHUTL KOMaHay show usb.

Pexxum MpuBMNErMpOBaHHLIN PEXUM

KOHpurypauuu

BcTtpoeHHas Mepen wsBnedeHnem USB BbinonHMTE KOMaHdy usb remove; B

noackaska npotuBHOM cniyyae, ecnm USB wucnonb3yetcqd, 6ygeT BbiBeAEHO
coobuleHne o6 owunbke. Ecnn KomaHOa BbINOMHEHa, OToGpaXkaeTca
COOTBETCTBYIOLLAA MHpopmauus, 1 MoxHo ussnevo USB-Hakonutenb u3s
pasbema. Ecnn BbinonHeHwe komaHabl He yganocb, USB Bce eue
ncrnonbayetcs. B atom cnyyae He nspnekante USB-Hakonutesnb, NoKa OH
He ByaeT Ncnonb3oBaThCS.

5.4.2.6. MNpumep KoHcurypaumum

N3BneueHune USB-HakonuTtens

CueHapun ABTOHOMHaZ cpena
OTansbl 3anyctute komaHgy show usb, 4to6bl 0TOGpa3uTe ngeHTndmkatop USB.
KOHEpUrypaLmy Mepen n3sneveHnem USB-Hakonutens BbINONHUTE KOMaHQy usb remove.

@ §) QTECH

MWP OOCTYMNHEE

76




PykoBoacTeo no HacTponke QSW-6900

Hactporika USB

QTECH#show usb

Device: Mass Storage

ID: 0

URL prefix: usb0

Disk Partitions: usb0(type:vfat)
Size:15789711360B(15789.7MB)

Available size:15789686784B(15789.6MB)
QTECH#

QTECH#

QTECH#usb remove 0

OK, now you can pull out the device 0.

MpoBepka
KOHcpurypauum

CHoBa 3anyctute komaHgy show usb, 4Tobbl NpoBEpPUTL, U3BMEYEH NN
USB-Hakonutenb. Ecnu  yctponctBo ¢ umaeHTudukatopom 0  He
oToOpaxaeTcsas B BbIXOAHbIX AaHHbIX kKOMaHgbl show usb, 3HauuT
USB-Hakonutenb yaarneH.

QTECH#show usb
QTECH#

5.5. KoHTponb cocTosiHUA

OTob6paxeHune
OnucaHne KomaHpa
OT1obGpaxaet MHdOpMaLMIO o | show usb
Tekywem USB-ycTpornicTse.
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6. HACTPOUKA UFT
6.1. O630p

YHudumumpoBaHHaa Tabnmua nepecbiikn (UFT) nossonser kommyTaTopy AMHAMU4YECKN
pacnpegendartb 3anucu annapaTHOW NepechIsiku.

6.1.1. MpoToKonbl U cTaHAAPTbI

HepoctynHo

6.2. MpumeHeHne

BapuaHTtbl npumeHeHusa @ CueHapumn

OuHamnyeckoe Ecnm  yctponctBo  pabotaet B 06uem pexume
pacnpegeneHue sanucemn MapLpyTmsaummn, metka MPLS He TpebyeTcsa ons nepecbiniku,
N COOTBETCTBYOLLEE MECTO ANS 3anucu He MUCMorb3yeTcs.
Ecnun BxogHasa emkoctb MeTkn MPLS mMoxeT ncnonb3oBaTbcs
apyrvmmn - 3anucamn,  Hanpumep,  3anucamum  ARP/ND,
YCTPOMCTBO MOXET 06yunTbCA GonbLlemMy KONMYECTBY 3anucen
ARP/ND.

6.2.1. AnHamn4yeckoe pacnpegeneHuve 3anuceun

6.2.1.1. CueHapuu

Ha cnegytowem nsobpaxeHnn nokasaHa obLias TOMONorus KammnycHoOuW ceTu. YCTPONCTBO
YPOBHA siapa MOXeT ObiTb pas3BepHyTO B HebomnbLIOW 06nacTu KOHBEPreHuMn B KayecTBe
Manoro CBOAHOro YyCTponctBa. ®OYHKUMM YPOBHA 2 SOPOBOr0 YCTPOWCTBA BKITHOYEHDI.
YCTPONCTBO YPOBHS siApa Takke MOXeT ObiTb pa3BepHyTo B 6onbLLON 06r1acTv KOHBEpPreHuum
B KayecTBe 60MbLIOrO0 CBOAHOrO ycTpoucTtBa. B aTtom crnyvyae yCTPOMCTBO YPOBHSA dapa
paboTtaeT Kak wnto3. Koraa ycTponcTBO YPOBHS gpa BbICTyNaeT B Ka4eCTBe Maroro CBOAHOro
yCTpOWCTBa, eMy TpebyeTcs gocTtaTtodHo 6onbLion pasmep Tabnmubl MAC-agpecos.

[pyron cueHapuin NICNonb30BaHNS YCTPONCTBA YPOBHSA S4pa, Korda OHO BbICTyMNaeT B KadecTBe
60onbLLOro CBOAHOMO YCTPONCTBA, @ UMEHHO, 6ONbLUOrO Wt3a. Bo3MoOXHOCTM AOCTyna 3aBUCAT
oT emkocT ARP u ND, a nmeHHo OT KonudecTBa OOCTYMNHbIX TepmuHanos IPv4 n IPv6. B
KayecTBe npumepa BoO3bMeM YCTPOMCTBO, YCTAHOBMEHHOE C onepaumoHHon cuctemon Windows
7. Takoe yCcTpOMNCTBO nogaepxunsaeT ABa cteka IPv4 n IPv6. Korga TepmnHan nonydaeTt 4ocTyn
K YCTPOMCTBY, OH 3aHMMaeT ofHy 3anucb ARP un ogHy 3anuce ND. B atom cueHapum
npuMmeHeHus TpebyeTtcs 6onblioe konuyectso 3anucer ARP 1 ND.
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Large Aggregation Area

Small Aggregation Ared

v Access Area

PucyHok 9.

6.2.1.2. OnucaHue
e Bkniounte kommyTtatop B pexume mocta UFT, 4ytobbl yBENUUMTL €MKOCTb Tabnuupbl
MAC-agpecos.

e  Bkniounte kommyTaTop aAnga paboTbl B pexxume winto3a UFT, 4Tobbl yBENMYNTL EMKOCTb
ARP n ND-3anucen.

6.3. DyHKUUN
6.3.1. O630p
PyHKLUUA OnucaHue
Pexnm pabotsl UFT UFT npegoctaBnseT nonb3oBaTtensamM mMexaHu3Mm Bblibopa pabodero
pexvMa B COOTBETCTBMM C NOTPEBHOCTAMM CLiEeHapUs NPUMEHEHUS.

6.3.2. Pexxum pabotbl UFT
6.3.2.1. MprHUMN paboTbl

UFT npenocTtaBnseT nNonb3oBaTensam MmexaHvuam Bbibopa paboyero pexvmMa B COOTBETCTBUN C
NOTPEBHOCTAMU CLieHapUsA NPUMEHEHUS.

UFT nopoepxumBaeT 40 BOCbMU pabounx pexxumMoB. BbibpaHHbIN pexxnm paboTbl MOXeT ObiTb
aKTMBMPOBAH NOCIe COXpaHeHus1 1 nepesanycka yCTPoMCTBa. 3Ha4YeHne No YMOoN4aHuo

B Havane ana kommyTtaTtopa yctaHosneH pexum UFT no ymonyaHuto. B pexxume rno ymonyaHmio
Kaxgas annapatHas 3anucb KOMMyTatopa npuMeHseTcs K OOnbLUMHCTBY  CUeHapueB
NPUMEHEHUS.

MocT

Pexunm mocta — 3T0 pexunm nepecbinikv ypoBHS 2. OH NpUMEHAETCS K CLLeHapMaM NPpUMEHEHNS,
B KOTOPbIX JOMUHUPYIOT TONBbKO CEPBUCHI YPOBHS 2. B pexxnme mocta emkoctb ARP, ND n MPLS
3HauYUTENbHO CHUXaETCs, 1 Bonbluas YacTb eMKOCTU BbigensaeTcs Tabnvuue MAC-agpecos.

79

@ §) QTECH

MWP OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

Hactporika UFT W

o3

Pexum wnto3a nogpasaensercs Ha Tpu pexnmMa: pexxum gateway (Lunio3s), pexvm gateway-max
n pexunm gateway-ndmax.

Pexum wnio3a npyMmeHseTcs K CLeHapusiM MPUMOXEHUN, B KOTOPbIX AOMUHUPYIOT CRYXObl
ypoBHA 3. Pexum gateway-max npuMeHsieTca K CLeHapusiM MPUIOXKEHUN, B KOTOPbIX
pa3BepHyTO 6onblloe KONMMYECcTBO TepMuHanoB. Pexum gateway-ndmax npumeHsieTca K
CUeHapusaM NPUIIOXXEHNA, B KOTOPbIX pa3BepPHYTO BOMbLIOE KONMNYECTBO TepMuHanos IPv6.

MapuwpyT
Pexnm maplupyta — 3T0 pexum ceTeBon maplipyTtusauumn. OH NPUMEHSIETCA K CLLEHapusiM, B
KOTOPbIX AOMUHUPYET OonbLUOe KONM4YecTBO MapwpyTusaumnm n nepecblsikn.

Pexum mapwpyTta nogpasgensietcss Ha pexuMmbl route-v4dmax u route-vémax. B atmx gByx
pexmnmax eMKOCTb ceTeBbIX Tabnuy mappytmsauum IPv6 n IPv4 cooTBETCTBEHHO BblAENSAETCS
B MakCMMaribHOM CTEMneHu.

6.4. KoHdurypaums

KoHdwurypay | CnpaBka n cBA3aHHble HACTPOWUKU
MOHHbIN
3nemMeHT

HacTtpoiika HononHutenbHasa koHdurypaums. Nepeknoumte TEKYLWUn pexum paboTbl
pexnma UFT-kommyTaTopa.

pabotbl UFT

switch-mode mode_type slot slot_ hum | [NepekntoyaeTr pexmm paboTbl
UFT B aBTOHOMHOM pexXume.

switch-mode mode_type switch | MNepekntoyaeT pexum paboTbl
switch_num slot slot_num UFT B pexume VSU.

6.4.1. HacTpouka pexuma pa6otbl UFT

6.4.1.1. PesynbTaT KOHUrypaumum

e HacTtponte pexum mocTa, 4Tobbl yBENMYUTL pasMep 3anvcu ypoBHs 2. Pexum mocTa
NPUMEHSETCS K CLIeHapUsM, B KOTOPbIX AOMUHUPYIOT CNYX6bl yPOBHS 2.

e HacTtponte pexum wnto3a gna ysenudeHus pasmepa tabnuubl ARP 1 ND. Pexum
LLH03a NPUMEHSIETCS K CLIEHapPUsIM, B KOTOPbIX AOMUHUPYIOT CNYX6bl ypoBHS 3.

e Hacrtpowite pexvm mapLupyTa Ans yBenuvyeHus pasMepa Tabnuubl MapLupyTusaumm.
Pexum maplupyTa npuMeHsieTcsl K cueHapusiM, Ons KOTopbix Tpebyetcs 6onbluoe
KONMMYECTBO MapLUpyTM3aLuUn U NEePECHINKN.

6.4.1.2. NMNpumeyaHun

e [locne 3aBepLUeHUss HACTPOMKN COXPaHUTE ee 1 nepesarnycTuTe yCTPOUCTBO 4SS TOro,
4YTOObI KOHUrypaLmsa BCTyNuna B AenCTBHe.

o UVameHute pexkxum UFT u coxpaHuTe nameHeHus. Npu nepeomM nepesanycke yCTpOMUCTBa
nocne obHoBneHusa dyHkuns UFT MOXeT NnpuBecTn K aBTOMaTUYECKOMY nepesanycky
NMHENHOW KapTbl OAMH pas.
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6.4.1.3. MeTtoa KoHcurypauum

MepekntoveHune pexnma pabdotbl UFT B aBTOHOMHbIN pexum ObsizaTenbHas KoHpUrypaums.

Mcnonb3ynte komaHay switch-mode mode_type slot slot_num gnsi nepeknoveHnst pexmnma

UFT kommyTartopa.

CwuHTakcuc switch-mode mode_type slot slot_num
KOMaHabl

Onuncanwne mode_type: Pexum pabotbl UFT.
napameTpoB

slot num: O6Go3HayaeT  COOTBETCTBYIOLLYHD  JNUHENHYK  KapTy,
YCTaHOBIIEHHYIO B LUACCMW.

Mo ymonyaHuio

Pexum no ymonyanuio

Pexxum Pexum rnobanbHom KoHGUrypauum

KOHdoUrypaumm

BcTpoeHHas B aBTOHOMHOM pexume nuHenHas kapta MoXeT paboTaTb crneayloLmm
nogckaska obpasom:

default: Pexnm no ymonyaHuio, KOTOPbIN NPUMEHSIETCA K GOMNbLUNHCTBY
cueHapueB NPUMEHEHNS.

bridge: Pexum mocTa, npuMeHsieMbli K CLUEHapusiM, B KOTOPbIX
AOMWHUPYIOT CEPBUCHI YPOBHSA 2.

gateway: Pexum wnto3a, NPUMEHSIEMbIN K CLEeHapuio, B KOTOPOM
AOMUHMPYIOT Cry>0Obl YpOBHS 3.

gateway-max: Pexum gateway-max, NpUMEHSIEMbIA K CLEHapusiM, B
KOTOPbIX pa3BepHyTO BorbLIOe KONMYECTBO TEPMUHAIIOB.

gateway-ndmax: Pexum gateway-ndmax, npMMeHsieEMbIN K CLLEHapuaMm, B
KOTOpPbIX pa3BepHyTO H6onbLLOE KONMYEeCTBO TepMmHanos IPv6.

label: Pexum MeTkM, NpUMEHSEMbIN K CUEHapusM, AN KOTOpbIX
TpebyeTcs 6onbLuoe konudectso MPLS.

route-v4dmax: Pexxum mapLupyTtusaguu IPv4, npuMmeHaeMbln K CLueHapusim,
ANs KOTopbIX TpebyeTcs 6onbLIoe KonnyecTso mapLupyTos IPv4.

route-vémax: Pexxunm mapLupyTtusauum IPv6, npuMeHsaeMbli K CLeHapusim,
ANS KOTOpbIX TpebyeTcs 6onbLLoe KonMyecTBo MappyToB IPV6.

MepekntoveHne pexnma pabotsl UFT B pexume VSU

O6sa3aTtenbHasa KOHuUrypaums.

Mcnone3ynte komaHgy switch-mode mode_type switch switch_num slot slot_num pans
nepekniodeHns pexunma UFT kommyTtaTopa.

CuHTakcuc
KOMaHAabI

switch-mode mode_type switch switch_num slot slot_num
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nactpona UrT v atechu
Onucanve mode_type: Pexum pabotbl UFT.
napameTpos switch_num: B aBTOHOMHOM pexuMe KIloYeBOe CroBO switch He

ucnonesyetcd. B pexume VSU kniodeBoe cnoBo switch ykasbiBaeT Ha
Lwacecu nnun otaernbHoe yCTPOMUCTBO.

slot_num: o6o3HavaeT KapTy, YCTAHOBEHHYIO B LLACCH.

Mo ymonyaHuio Pexwvm no ymonyaxuio
Pexnm Pexxum rmobanbHon KoHdurypaumum
KOHUrypauum

BcTtpoeHHas noackaska
B pexunme VSU nuHerHasa kapTa MoxeT paboTtaTb cneayrowmm obpasom:
o default: Pexum no ymonyaHuto, KOTOpbIA NpuMeHseTca K BONbLUMHCTBY CLEHapueB
NPUMEHEHUS.

e Dbridge: Pexnm mocTa, npMeHsieMbIn K CLLEHAPUSIM, B KOTOPbIX JOMUHUPYIOT CEPBUCHI
YPOBHS 2.

e gateway: Pexwum wnto3a, NnpuMeHseMbIl K CLLeHaputo, B KOTOPOM JOMUHUPYIOT Cy>KObl
YPOBHS 3.

e gateway-max: Pexum gateway-max, nNpuUMeHsieMbli K CLeHapusiM, B KOTOPbIX
pa3BepHyTO 6ONbLLOE KOTMYECTBO TEPMUHASIOB.

e gateway-ndmax: Pexum gateway-ndmax, NnpuMeHsiEMbIA K CLEHapusiM, B KOTOPbIX
pa3BepPHYTO BOMbLIOE KONMMYECTBO TepMmHanos IPv6.

o label: Pexum MeTku, NpUMEHAEMbIN K CLLeHapusaMm, ANns KOTopbix Tpebyetca 6onbluoe
konnyectso MPLS.

e route-vdmax: Pexum mapwpyTtusauum IPv4, npumeHsiembli K cueHapusm, Ans
KoTopbIX TpebyeTca 6onbLuoe KonnyecTso mapLupyTos IPv4.

e route-vémax: Pexum mapwpyTtusauum IPv6, npumMeHsiemMbli K cueHapusm, AOns
KOTOpbIX TpebyeTca 6onbLuoe KoNnM4ecTso mapLupyTos IPV6.

6.4.1.4. NMpoBepka KOHdUrypauum

e [locne nepesarpysku yCTpOMCTBa UCMOMb3ynTe komaHgy show run ang otobpaxeHus
TEKyLLero COCTOSAHUSA NIMHENHOWN KapThl U NPOBEPKM BCTYNNEHUSA KOHGUrypaumm B cuny.

e Wcnonb3dynte komaHgy show switch-mode status ans otobpaxeHus COCTOSHMSA

pexuma UFT.
CwuHTakcuc show switch-mode status
KOMaHabl
Pexnm MpuBMNErMpoBaHHbIN PEXUM, pexum rnobanbHON KoHdUrypaumu,
KOHoUrypaumum pexunm KoHUrypaumm nitepderica
Mpumep QTECH(config)#show switch-mode status
KOHGUrypaLym Slot No Switch-Mode

switch 1slot3  bridge

82

@ §) QTECH

MWP OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900
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6.4.1.5. Mpumepbl KOHhUrypauum

MepekntoyeHne pexnma pa6otbl UFT B aBBTOHOMHOM pexume

CeTeBasi cpena

HepocTtynHo

MeTop
KOHUrypauum

Mepeknounte pexum pabotel UFT nuHenHon nnatel B criote 3
KOMMyTaTopa Ha pexum mocTa.

QTECH(config)#switch-mode bridge slot 3
Please save current config and restart your device!
QTECH(config)#show run

Building configuration...

Current configuration : 1366 bytes

version 11.0(1B2) ! cwmp

I

install 3 M8600E-24XS4QXS-DB

!

sysmac 1414.4b34.5624

I

nfpp

!

switch-mode bridge slot 3

MeToa npoBepku

Wcnonb3synte komangy show switch-mode status gns otobpaxeHus
NHOpMALMK O KOHPUTYpaLMK.

QTECH(config)#show switch-mode status
Slot No Switch-Mode
3 bridge

6.5. KOHTpONb cocToAHUSA

6.5.1. OTob6paxeHue ctaTyca BbINOSIHEHUSA

OnucaHue

KomaHga

UFT kommyTaTopa

OTo6GpaxaeT pexum paboTtbl | show switch-mode status

NMPUMEYAHUE:

Mpeablaywne KOMaHAbl  MOHWUTOPWMHIA U OBCNyXXMBaHMS  Takke

AencTBUTENbHbI ANns yCTpOIZCTB Ha waccun n otaesibHbIX yCTpOI7ICTB B aBTOHOMHOM peXumMme "

pexume VSU.
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NMPUMEYAHUE: B aBTOHOMHOM pexume KIo4yeBoe CnoBo switch He mcnonbayetcsa. [Ons
YCTPOWCTB Ha LIaccu KrnoyeBoe CroBo Slot ykasbiBaeT Ha yKa3aHHYHO NIMHENHYIO KapTy.
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7. HACTPOUKA PE3EPBUPOBAHUA KAPT
YMNPABJIEHUA

7.1. O630p

Pe3epBupoBaHue kapT ynpaBreHms — 3T0 MeXaHU3M, KOTOpbI UCNOoNb3yeT pe3epBrMpoBaHme
B peanibHOM BpeMeHM (Takke Ha3blBaeMoe «ropsavymMmM» pe3epBMpOBaHMEM) COCTOSIHUS paboTbl
cny6bl Mogynen ynpasneHusi 4nsi NOBbILWEHMA AOCTYNHOCTN YCTPONCTBA.

B ceTeBOM YyCTpPOWCTBE C MNOCKOCTLIO yrnpasneHus (control plane), oTaeneHHoM OT MIOCKOCTU
nepecbinikn (forwarding plane), nnockoctb ynpaeneHusi paboTtaeT Ha MOAyrne ynpasneHus, a
NSIOCKOCTb nepechbinkn paboTtaeT Ha kapTax. [daHHble NAOCKOCTM ynpaBreHus ynpasnsitoLero
MoAynsl KOMMPYKOTCS B PE3epPBHbIN MOAYMb YNPaBfeHUs B peXume peanbHOro BPEMEHW BO
Bpems paboTbl ycTporcTBa. Korga Ynpaenawowun mogynb OTKNKOYaeTcs OOSMKHbIM 06pasom
(Hanpumep, n3-3a 06GHOBNEHMSA NPOrPAMMHOro o6ecneyYeHns) UM HeoXXnaaHHo (Hanpumep, na-
3a NporpamMMHbIX UK annapaTHbIX UCKIMIOYEHWNN), YCTPOMCTBO MOXET aBTOMaTU4eCKn BbICTpO
NepeknioYnTbCAa Ha pesepBHbIi MOAyNb ynpaeneHuss 6e3 noTepu norib3oBaTENbCKON
KOHUrypaumm, Tem cambim obecneynBasi HopmarnbHy paboTy ceTu. MNocKoCTb NepechbInku
npoaoskaeT nepeaayy NakeToB BO BpeMs nepekntoyenHuns. lNepecobinka He ocTaHaBNMBaETCs U
He MPOUCXOANT M3MEHEHMIA TONONOMMM BO BPEMSI Nepe3anycka NinocKoCTU ynpaBeHuns.

TexHonoruns pesepBMpoBaHUS MOAYNSA ynpasrneHus obecnevmBaeT criegyowme yaobcrea ansg
ceTeBbIX CNyx06:

1. TloBbllweHMe OOCTYNHOCTU CETH.
TexHonorns pesepBUpOBaHUA MOAyNs ynpasreHna obecnedvBaeT nepefavy AaHHbIX W
NHPOPMaLMIO O COCTOSIHUM CEeaHCOB Nofb30BaTenen BO BpeMs NePEKITHYEHMS.

2. TpepoTBpalleHne NpocTos B COEAUHEHUN COCEAHUMU YCTPOUCTBAMMU.
Bo Bpems nepekxrtoyeHna He BbinonHseTes nepesanycka forwarding plane. NMNoatomy cocean He
MOryT 0BHapyXunTb U3MEHeHUe COCTOSAHUA KaHana n3 coctosHusa "Down" Ha "Up".

1. TpepoTtepallieHune blackhole Ha mapwpyTe.
Forwarding plane nogaepxuvBaeTt nepegayvy AaHHbIX BO Bpems nepekntoveHus, a Control plane
ObICTPO co3aaeT HoByto Tabnmuy nepecbinku. MNMpouecc 3ameHbl cTapor Tabnuubl NepechInkm
Ha HOBYIO NpeaoTBpaLLaeT NosBMEeHNe 3a4epXKek Ha MapLupyTe.

2. [pepoTBpaleHne noTepu NONb30BaTENbCKMX CEaHCOB.

Enaro,u,apﬂ CUHXPOHN3ALNN COCTOAHUA B pearibHOM BpeMEHU MoJNib30BaTeliIbCKMe CeaHChl,
CO34aHHble 0 NepeKrniyYeHnd, He TePAI0TCA.

7.2. MpumeHeHue

NMpumeHeHue OnucaHue

PesepBupoBaHue Ha kommyTatope ypoBHA sApa, rge YCTaHOBMEHbl ABa MOAYNS
MOQYJ‘IGVI ynpasrneHus, TexHomnorngd pes3epBnpoBaHNA MOXeT YNyuHwnTb
ynpasneHna CTabUNBbHOCTb CETU U OOCTYNHOCTb CUCTEMDbI.
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7.2.1. PezepBupoBaHue moayneun yrnpaBneHus

7.2.1.1. CueHapuu

Kak nokasaHo Ha cnepytowem m3obpaxeHun, B 3TOW TOMOMOrMU CETU NPU HEUCNPABHOCTU
KOMMyTaTopa YPOBHSA siApa, CETW, MOAKIYEHHblE K HeMmy, pacnagytcs. [Onsi noBbiweHus
CTabunbHOCTN CeTM HEODBX0ANMO HAaCTPOUTb ABa MOAYNS YNpPaBieHns Ha KOMMYyTaTope YPOBHSA
anpa ansa peanvsauumn pe3epBrMpoBaHus. YNpasnsowmnn Mogyrb onepupyeT BCen CUCTEMOMN, a
pe3epBHbIM MOAYMb YNpaBIieHNsi pe3epBupyeT UHGOPMaLNIO O COCTOSHUM paboTbl CryXObl
ynpaBnsoworo Mogyns B pexume peanbHOro BpemeHu. [pyn py4yHOM NepekoveHun unm
NPVHYANTENBbHOM MNEPEKNOYEHUN N3-3a HEMUCMPABHOCTM YNPaBSOLWOro Moaynsa pe3epBHbIN
Moayfb ynpaBneHns HemeaneHHo GepeT Ha cebsa yHKuum ynpasnsioworo moayns. Ha
nnockoctn nepecbinkn (forwarding plane) MoXHO NpoAOIMKUTL Nepefady AaHHbIX U MOBLICUTb
AOCTYNHOCTb CUCTEMBI.

he core switch uses a
redundancy of two
supervisor modules.

-
-

PucyHok 10.

7.2.1.2. OnucaHue

[na ycTpoWCTB Ha wWwaccu cuctema obopygoBaHa MEXaHUM3MOM  pe3epBUpPOBaHUA
ynpasnsowmii/pesepBHbiin. Cnuctema nogaepxusaet yHkumto plug-and-play go tex nop, noka
yNpaBnsoLmi U pe3epBHbI MOAYNN YyNpaBfeHNs COOTBETCTBYIOT YCNOBUAM pe3epBNPOBaHMS.

Kaxxgoe 13 OTAernbHbIX YCTPOMCTB 3KBUMBANEHTHO OAHOMY MOAYIMI0 YrpaBfneHuss C OAHOW
nuHenHon kapTton. BupTyanbHbin mogynb kommyTaumm (VSU), coBpaHHbIM M3 HECKOMbKUX
OTAEnNbHbIX YCTPONCTB TaKKe MMeeT MeXaHU3M pe3epBMPOBaHNS YNpaBnsAloLWnii/pe3epBHbIN.

7.3. ®YHKUUN

7.3.1. ba3zoBble KOHLUenuuu

YnpaBnswwmn Moaynb, pe3epBHbIA MOAYIb yNpaBrieHUs

Ha ycTpoiicTBe, rae ycTaHOBMEHbI ABa MOAYNSA ynpaBreHus, cuctema BolbupaeT oavH Moaynb
yrNpaBneHnsi B KayeCTBE aKTMBHOMO, KOTOPbI SBNAETCS ynpasnawowum. [pyron moaynb
ynpaBneHnss YHKUMOHMPYET Kak pe3epBHbIn. [py HeMcnpaBHOCTM ynpaBnsoLWworo Moayns
UK, Korga OH 3anpalumBaeT nepeksiloyeHne, pesepBHbIn Moayrb ynpasrneHus 6epeTt Ha cebs
PYHKLMM YNPaBMSOLWOro Moayns U CTaHOBUTCSA HOBbIM YNpaensowmum MogyneM. Kak npaeuno,
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pe3epBHbIA MOAYNb YNPaBleHUst He y4acTBYeT B yNpaBreHUn KOMMYyTaTOPOM, a OTCrexveaeT
COCTOsIHVME paboTbl YNPaBnsoOLOro Moayns.

MmobanbHbIM YnpaBnAwWUA MoAaynb, rNodanbHbIA pe3epBHbIA MOAYNb
ynpaBneHus, rnobanbHbIM KaHaAUAAT B MOAYNU yNpaBreHus

B cucteme VSU, cocTtoswen ns asyx nnun 6onee yCTpoMCTB Ha LIACCH, KaXXaoe LWaccn nmeet
ABa Moayns ynpaeneHus: YnpaBnsawwmin MOOyNb onepupyeT BCEM LLACCU, a Pe3epBHbLIN
MOAYIb ynpaeneHnsa paboTaeT kak pesepBHbli. [na Bcen cuctembl VSU mmeetca gea mnm
6onee mogynen ynpaesnexuvs. OguH Ynpasnawwuin moaynb BbiOMpaeTca M3 BCeX Mopyren
ynpaBneHna ans onepuposaHusa Bcen cuctemon VSU, Takke ogmH BCrioMoratenbHbld Mogynb
yrnpaBneHusi BblbupaeTcs B ka4ecTBe pe3epBHOro Ang scen cucremol VSU, a gpyrne mogynm
yrnpaBneHnsi UICNoNb3ylTCHA B Ka4ecTBe Moayrnen-kaHgungaTos. Mogynb-kangngaT ynpasneHus
3aMeHdeT YyNpasBnsoWNn Unu pesepBHbI MOOYMNb YNpaBneHUs B Clyyvyae HeucrnpaBHOCTU
nepBOHAYanbHOro YNpasMsloOWOro WM pesepBHOro Moaynsa ynpasneHus. Kak npaswuno,
Moaynu-KaHaAuAaTbl B YMpaBfieHWe He y4acTBYOT B pesepBupoBaHun. YTobbl OTAMYUTL
ynpaBnsoLwme n pesepsHble MOAYNW ynpaBneHnsa B Wwaccu ot moaynen B cucteme VSU, oHu,
a Takke moaynu-kaHamgatbl B cucteme VSU, HasbiBaloTcs "rnobanbHo YnpaBnsiowuin
Moay”nb", "rnobanbHO pe3epBHbIN MOAYMb ynpaeneHuse” n "rnobanbHbi KaHangaT B Moaynm
ynpaBneHns". MexaHn3m pes3epBMpPOBaHUS MOAyNen ynpaeneHus BnvsieT Ha rrnobanbHbin
Ynpasnswowmuin moaynb M rnobanbHO pe3epBHbIN MOAyNb ynpaeneHusa. Takum obpasom,
OCHOBHOM W pe3epBHbI MoAynu ynpaeneHns B cpege VSU saensawTcs rnobanbHo
Ynpaensiowmun Moaynb 1 rnodanbHO pe3epBHbIN MOAYIb yNpaBeHus.

B cucteme VSU, cocTtosien n3 aByx unu 6onee oTaenbHbIX YCTPOWCTB, KaXaoe YCTPOUCTBO
3KBMBASIEHTHO OOHOMY MOAYMO YNpaBrieHUs N OQHOW NMHENHON KapTe. Cuctema BblOmpaeT
OOHO YCTPOWCTBO B KadecTBe rnobanbHO ynpaBnsolWoro MOAynsi, U O4HO YCTPOWCTBO B
KayecTBe rnobanbHO pe3epBHOr0 MOAYNs ynpaBreHusi, a Apyrne YCTPOWCTBa cryxaT B
KayecTBe rnobanbHbIX KaHANAATOB B MOAYNN yNpaBrieHns.

Heob6xoanMmblie ycnoBus ans pesepBUpoBaHUA Moaynen ynpaBneHus

B cucteme yctponcTs annapaTHoOe 1 nporpamMmHoe obecneveHne BCex MOAynen yrnpaBneHus
AO0ITDKHO ObITb COBMECTMMO, YTOObI pe3epBupoBaHme Moaynen ynpasneHnsa oyHKLUNMOHNPOBano
AOIDKHBIM 0bpa3som.

Bo Bpems 3anycka TpebyeTcsa nakeTHasd CUHXPOHU3aUMS MeXAy ynpaBnalowmm N pe3epBHbIM
MOAYNAMU yrpaeneHus, 4Tobbl ABa MoAyns ynpasneHus Obinv B OAHOM COCTOSIHUW.
PesepBupoBaHve moaynen yrnpasrneHus HeakTUBHO rnepes CUHXpOoHU3aLUmen.

CocTosiHMe pe3epBUpPOBaHUA Moayren ynpaBrneHus

Bo BpemMa pe3epBunpoBaHUA ynpaBnmou_l,oro/pe3epBHoro Moayna ynpaelieHUd npouncxoauTt
cneaywulee nsSMeHeHne crtatyca.

o CoctosiHne alone (oguH): B aTom cocTosiHum B cucteme paboTaeT TOMbKO O4MH MOAY b
yrnpaBneHnsi, unu nepeknioveHne mexay ynpaBnsaoowmm/pe3epBHbIM MOLYIEM He
3aBepPLUEHO, N MeXOY HOBbIM YNpaBnstoLLnUM MOAyNeM 1 HOBbIM pe3epBHLIM MogyneM
yrnpaBneHnsi He YCTaHOBMNEHO pe3epBMpoOBaHME.

e CoctosiHne batch (naket): B aTom cocTosiHUM Mexay ynpasnstoowmMM U pe3epBHbIM
mMoAynem ynpaBfeHuss yCTaHaBMNMBalTCS OTHOLIEHUS pe3epBMpPOBaHUSA, a 3aTteM
BbINOSTHAETCA NakeTHOe pe3epBUpoOBaHMe.

e CoctosiHne realtime (B peanbHOM BpeMeHM): YNpaBnsawLwmmn Modyrb nepexoauT B 9To
COCTOSIHME MNOCIe 3aBepLUEeHUs MakeTHOro pe3epBYPOBaHUA MeXay YNpaBnaoLlWmnM v
pe3epBHbIM MOAyNAMW ynpaBneHus. PesepBupoBaHne B peanbHOM BpeMeHu
BbIMNOMHAETCA MeXay YnpaBrnsiowmM U pe3epBHbIM MOAyNAMWU ynpasrneHus. PyyHoe
nepeKntoyYeHne MOXET BbIMOSNTHATLCA TONBbKO B 3TOM COCTOSIHUN.
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7.3.2. 0630p

PyHKLUUA OnucaHue

Bbibop YCTPONCTBO MOXET aBTOMaTuMyecku BblbupaTb ynpaBnAsaloWMA U
ynpasngaoLIoro N | pe3epBHbIN  MOAYNU ynpaBneHns B 3aBUCUMOCTM OT TeKyLlero
pPE3EPBHOr0 MOAYSEN | COCTOSAHUSA CUCTEMBI. Takke nogaepXXuBaeTcs pyyHou BbIOop.
ynpasneHus

CUHXpOHM3aLmS B cpene pesepBuMpoBaHUS MoAyrnen ynpaBneHus YnpasnsioLun
nHdopmMaLmm MOAYIb CUHXPOHU3MPYET WHopmauuMio o0 cocTodaHun u dannax
Moayreun KOH(urypauum c pesepBHbIM MoAyrnem YyrnpasneHus B pearibHOM
ynpasneHus BPEMEHU.

7.3.3. BbIGOp ynpaBnfaoLworo u pesepBHOro Moaynen ynpaBsrneHus

7.3.3.1. MprHUMN paboTbI

ABTOMaTMYECKMIN BLIGOP YNPaBnsAOLWOro 1 pe3epBHOro MoAynen ynpasneHus Ans YCTPOWCTB
Ha waccu

Monb3oBatenn MOryT BCTaBMSATb UMM yAansaTb MOAYNW yrpaBrieHus BO BpeMsi paboThbl
yCTpoicTBa. YCTPOMCTBO, B 3aBUCUMOCTM OT TEKYLLErOo COCTOSIHUS CUCTEMbI, aBTOMaTUYECKU
BblOMpaeT pabouylo CUCTEMY, HE BIUSAS Ha OObIYHYD KOMMYTaUMIO OaHHbIX. BO3MOXHbI
crneaylowmne crny4dau, npyv KOTopbiX YNpaBnswoLWmMn Moaynb BbiOMPAETCs COOTBETCTBYHOLLMM
obpasom:

Ecnn Bo Bpems 3anycka yCTpOWCTBA BCTaBMEH TOMbKO OAWH MOAYMb ynpasBfieHus,
YCTPOWCTBO BblOMpaeT 3TOT MOAYNb YNPaBneHns B Ka4eCTBe YNpaBrstoLworo Moayns
He3aBMCUMO OT TOro, BcTaBmneH N oH B cnoT M1 nnu M2.

Ecnn Bo Bpewmsi 3anycka YCTpOWCTBa BCTaBMfeHbl ABa MOAYMNsS YrnpaBreHus, no
YyMOJI4aHuUo Moaynb ynpaeneHus B cnote M1 BbiIGUpaeTcs B ka4ecTBe YNpaBrisitoLLoro
Moaynsi, a MoAynb ynpaBneHusi B crnote M2 BbIGUpaeTcs B KauyecTBe Pe3epBHOIO
MOAYNs ynpaBneHus ONs ueneil pe3epBUpPOBaHWS, M B TepMuHane BblBOAATCS
COOTBETCTBYHOLLME 3aMpPOChl.

Ecnu Bo Bpems 3anycka ycTponcTBa BCTaBfieH OAMH MOAYNb yNpasrieHus, a Apyron
MoAyfb ynpaBneHus BCTaBeH BO BpeMs paboTbl yCTPOMCTBA, MOAYMb YNpaBreHus,
BCTaBMIEHHbIN NO3Xe, MCNONb3yeTCs B Ka4eCTBE Pe3epBHOro MOAYSS ynpaBneHns ans
pe3epBMpoOBaHNSA HE3ABUCMMO OT TOro, BCTaBfieH v oH B crioT M1 unu cnot M2, n B
TepMuHarne BbIBOOATCA COOTBETCTBYIOLLME 3anpOChl.

Mpegnonoxum, 4YTO BO BpeMsa 3arnycka YCTPOMCTBA BCTaBfeHbl [Ba MOAyIns
ynpasreHusi, 1 OOuH MOAyMb YNpaBreHns ussrievyeH Bo BpeMsi paboTbl yCTpoucTBa
(v oguH MoayNb ynpasreHnsa HencnpaseH). Ecnv nsesneveHHsIn Moaynb ynpaBneHns
ABNSAETCH pe3epBHbIM MOAyreM YrpaBneHus, nepen u3BnevyeHnem (Unv npu
HencnpaBHOCTW), NOCNe n3BnevyeHus (Mnu annapaTHom owmnbKM) oToBpaKaeTCca TONbKO
KOMaHAHas CTpokKa, ykasblBatollas Ha TO, YTO BCMOMOraTerbHbIi MoAynb yripaBneHns
nssrneyeH (unu He paboTaeT). Ecnv usBneyeHHbIn Modynb ynpaBneHus SBnsieTcs
ynpasnsowumM MoayneMm nepeq u3snedeHnem (Mnv Npu HeMcnpaBHOCTW), APYron
MoAyINb ynpaBneHns CTaHOBUTCHA yNpaBnsioLWMM MOAYNEM U B TepMUHarne BbIBOAATCH
COOTBETCTBYIOLLME 3arpocChl.
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BbiGop ynpaBnsAoLwWoro u pesepBHoro moaynen ynpaBneHusi Bpy4Hyo

Monb3oBaTeny MoryT BpYyYHYH BbINOMHUTL BbIOOP YMNPaBMsOLLOr0 U pe3epBHOrO MoAynewn
ynpaBreHusi, KOTopble BbIGUPAaOTCs B 3aBUCUMOCTH OT paboyeri cpeabl creayrowmm o6pasom:

e B aBTOHOMHOM pexume Monb3oBaTeNny MOryT BPYYHYHO BhIMOMHATL NepekntoveHne
MeXay ynpaBnsloWMM M pe3epBHbIM  ycTporcTBOM. Mogynu  ynpaBneHus
aKTUBMPYIOTCS Nocre nepesarnycka.

e B pexume VSU nonb3oBatenn MOryT BPYYHYH BLINOSHATb MEPEKITOMEHNE Mexay
ynpaBnAwLWMM 1 pe3epBHbIM MOAyNeM ynpaBneHus, 4Tobbl rnobanbHO pe3epBHbI
mMoaynb ynpasneHus ctan rnobanbHo ynpasnsowmm mogynem. Ecnu B cucteme VSU
nMeeTca TONbKO ABa MOAYNSA ynpaeneHus, nocre nepesanycka nepBoHaYarbHbIN
rnobanbHO YNpaensawLwWmMiA MOAyNb CTaHOBUTCS HOBbIM rnobanbHO pe3epBHbIM
moaynem ynpaesnexus. MNpn Hanuumm 6onee OByx MoAynen ynpaBneHus B Ka4ecTBe
HOBOro rnobanbHO pe3epBHOrO MOAYNs ynpaBneHus BblbuMpaeTca OAuMH MoAyrb
yrnpaBneHusi, KOTOPbIV SABNSETCA HOBbIM rNo6anbHO pe3epBHbLIM MOAYSEM yNpaBreHus,
a MCXoAHblM rnobanbHO YnpaBnsowuin Mogysfb CTaHOBUTCA MNOCMe nepesanycka
rno6anbHbIM MOAYNEM-KaHONOAATOM B ynpaBrieHue.

7.3.3.2. CBsAiI3aHHble HACTPOUKU CUCTEMDbI

Py4yHoe nepekrnioyeHue ynpaBsnsaoLworo/pe3epBHOro yCTpomcTea
° Mo yMOIN4aHUKo yCTpOI7ICTBO MOXXeT aBTOMaTU4eCKun Bbl6paTb yl‘lpaBJ'IFI}OIJ.l,I/IIZ Moayrb.

e B aBTOHOMHOM pexume n pexume VSU nonb3oBaTenu MOryT BbINOMHUTbL KOMaHay
redundancy forceswitch gnsi py4yHoro nepekxnoyeHuns.

7.3.4. CuHXpOoHM3aumsa nHcpopmaumm moayrneun ynpaBneHus

7.3.4.1. MpnHUMN paboThbI

o CVIHXpOHI/I3aLI,VIFI COCTOAHUA

Ynpaenswowmn mMmoaynb CUHXPOHM3MPYET cBoe pabodee COCTOsiHME C pe3epBHbIM MOAYNeM
ynpaBfieHNss B pearibHOM BPEeMEHU, YTOObl pe3epBHLIM MOAYNb YMpaBrieHust Mor B noboe
Bpems B3ATb Ha cebsa dyHKUMM yNpaBnsAloLOro MOAYIMS, He Bbi3blBas HUKaAKMX BUAUMbIX
U3MEHEHUI.

o  CuHXpOHM3aLMs KOHUrypaumm

Bo Bpems paboTbl yCTponCcTBa CyLLecTByeT ABa davina KoHurypaumm cuctemsl: running-config
n startup-config. Running-config — 310 ann koHdUrypaumm CcuUCTEMbI, ANHAMUYECKN
reHepupyeMblii BO BpeMs paboTbl, U N3MEHAETCA BMECTe C KOHurypaumen cnyxobl. Startup-
config — 93710 chbann kKoHdUrypaumm CUCTEMbl, UMMOPTMPOBAHHBLIA BO BpPEMS 3anycka
ycTporicTBa. MOXHO BbINONHUTL KOMaHAy write ansa 3anucum running-config B startup-config unu
BbINOSMHUTbL KOMaHAY COPY AN BbINOMHEHUSA onepaunm KONMpoBaHUS.

[na HekoTopbIX YHKLUMIA, KOTOPbIE HE CBA3aHbl HEMOCPEACTBEHHO C NOCTOSAHHON NEPECLINKON,
CYHXpOHM3auusa annoB KOHUrypaumm cuctemMbl MOXeT obecneunTb COrfacoBaHHYO
NnoNb30BaTENbCKY0 KOHUIypaLuio BO BPEMS NEPEKITIOYEHMS.

B cnyyae pesepBupoBaHWs Moayrnen ynpasreHus YNpaBnsawwmiA Moaynb nepuoamyecku
CUHXpoHM3upyeT annbl startup-config n running-config ¢ pesepsHbiM MOAyNeM yrnpaBrneHus un
BCEMM MOAYNAMU-KaHangatamm B ynpasfieHne. CUHXpOHM3auMs KOHUrypaumm Takke
3anyckaeTcs Npu BbIMOSTHEHMM CNeaYoLWNX onepauuin:

1. ®ann running-config CUHXPOHMU3MPYETCH, Koraa yCTPOMCTBO NepekritoyaeTcs U3
pexuma rnobanbHoOn KOHUrypauum B NPUBMUIErMPOBaHHbIN PEXUM.
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7.3.4.2.

dann startup-config CUHXPOHU3NPYETCS NPU BbINOIHEHUN KOMaHA, Write nnmn copy ans
COXpaHEeHUs KOHUrypaumm.

MHdpopmauus, HacTpoeHHast no NpoTokony SNMP, He CUHXPOHN3NPYETCS
aBTOMATMYECKN, MOITOMY CUHXPOHM3aLMA harina running-config gormkHa ObiTb
3anyLieHa ¢ NOMOLLbI0 KOMaH4 MHTepdenca KOMaHAHOW CTPOKN.

CBsA3aHHble HaCTPOUKU CUCTEMbI
Mo ymonuaHnumio  dpannbl  startup-config  u  running-config aBTOMaTU4eCKM
CUMHXPOHU3NPYIOTCS OOMNH pa3s B Yac.

BbinonHute komaHay auto-sync time-period, 4tobbl HacTpouTb WHTepBan Ang
CUHXPOHU3aLMn hannoB KOHMUrypauum ynpasensiowero Mogyns.

7.4. KoHdurypaums

KoHdurypaums OnucaHue n KomaHaa
HacTporika py4Horo | OnumnoHarnbHo.
NepeKYeHUs
YNPaBIAIOLWEr0/PE3EPBHONO | gh gy OTobpaxaeT COCTOSIHME ropsiyero
ycTpoucTea redundancy | pesepBupOBaHWSI.
states
redundancy | MNepekntoyaeT ynpaensowiee/pesepsHoe
forceswitch | ycTponcTtso Bpy4Hyio.

Hactporika nHTepsana | OnumMoHanbHo.
aBTOMaTMNYEeCKON
SO ER LI redundancy | Bxogut B pexum KOHdMrypaLum
pe3epBMPOBaHUS.
auto-sync HacTpavBaeT WHTepBanm  aBTOMATWUYECKOIA

time-period | cMHXpOHM3auun annoB KoHdurypauum B
Ccrnyyae  pes3epBMPOBaHUSA  YNpaBnsOLLErO
mMoaynsi.

[Nepes3arpyska moaynen | OnumMoHanbHo.

ynpaBneHna

redundancy | CbpacbiBaeT pe3epBHbII MOAYSb yNpaBleHus

reload nnm cbpacbiBaeT O[JHOBPEMEHHO n
yrnpasnsoLLmm, W pesepBHbIN  MOAyNU
ynpasreHus.

7.4.1. Hactpoka py4yHOro nmnepeKknyYeHnsa YynpaBnsLwero/pesepBHOro

7.4.1.1.

yCTpOUCTBA

Pe3ynbTaT KOH(Urypauum

VcxogHeln Ynpaenawwnin MoAyrnb nepesanyckaeTcs, a pesepBHbIn MOoAyIb ynpaBneHus
CTaHOBUTCH HOBLIM YNpaBAAoLLMM MOAYIIEM.
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Ecnn B cucteme nmeetca bonee AByx mMoayrnen ynpaBneHus, UCXOAHbIA pe3epBHbIN MOAYIb
yrnpaBneHnsi CTAHOBUTCA YNpaBnsiowWmMM MOAYNEM; OOMH MOAYIb ynpaBreHns BoibupaeTcs ns3
yucna Moaynen-kaHanaaTtoB B ynpasneHne ana paboTbl B KayecTBe HOBOIO pPe3epBHOro
MoAynsi ynpaBneHus, a UCXo4HbIN YNpaBnsaoLwmi Mogynb CTaHOBUTCA MOAyNeM-KaHAMaaToM
B ynpaBneHue nocrie nepesanycka.

7.4.1.2. NMpumeyaHun

YUT06bl M3bexaTb BO3AENCTBUSA Ha NEPECHINKY AaHHbIX BO BPEMS NePEKIOYEHUsI, HE0O6X0AMMO
CHayana BbIMNOMHUTL MNAKETHYID CUHXPOHU3ALMIO MeXay YnpaBnsioWUM W pe3epBHbIM
MOAYNsSIMU ynpaBrieHusi, YTobbl ABa MoAyns ynpasreHust Obinv B OOHOM COCTOSIHUM. TO ecTb
PY4YHOE MEepeKroYeHNe MOXKET BbINOMHATLCS TONMbKO B TOM Crydae, ecnv pes3epBupoBaHue
MOAyrnen ynpaBneHns HaXoQuTCS B COCTOSIHUM Pe3epBUPOBaHUS B pearibHOM BpeMeHu. Kpome
TOro, Ans obecneyeHns NOMHOTHbI CUHXPOHU3ALMM KOH(UIYPaUMOHHbIX (haiioB CEpPBUCHbIE
MOAYNN BPEMEHHO 3anpellalT pyyHoe MNepekroyYeHne  YrnpaBnsoLWworo/pe3epBHOro
YCTPOWCTBa BO BPEMSI CUHXPOHM3auun. [MoaToMy ANA py4YHOro nepeknioyeHust Heobxoanmo
OOHOBPEMEHHO BbINOMHUTL CrieayHoLue yCroBus:

e PyyHoe nepekntoyeHve ynpaBnaloLEro/pe3epBHOrO YCTPOWCTBA BbINOMHSAETCH Ha
ynpaenswowWwomM Moayne YnpaBneHusl, W Korda pes3epBHbIA Moaynb YhnpaBneHus
[OCTYMEH.

e Bce yctponctsa BuptyansHon kommytaumm (VSD) B cucteme HaxogaTcsl B COCTOSHUN
ropsiyero pe3epBypoBaHUS B pearibHOM BpEMEHW.

e [opsiyee nepekntodeHne Bcex VSD B cucteme npoucxoauT 6e3 BpeMeHHOro 3anpeta
CEPBUCHBIMU MOAYISIMUA.

Ecnu ycTpoiicTeBa BUpTYanuanpoBaHbl kak Heckorbko VSD, pydyHoe nepekroyeHne MoxeT ObiTb
yCMELLHO BbIMOSIHEHO TOMbKO B TOM Criy4ae, ecrnv Moaynu ynpaenexus Bcex VSD HaxopsaTes B
COCTOSIHUM pe3epBMPOBaHUS B pearibHOM BPEMEHMW.

7.4.1.3. dTanbl KOHcpUrypaumm
e  OnuuoHanbHo.

e  BbINONHMTE HACTPOWMKY Ha ynpaBndloLLEM MOAYIE.

7.4.1.4. NpoBepkKa KOH(pUrypaumum

3anyctute komaHgy show redundancy states, 4ToGbl NpoBepuTb, MNEPEKNOYMNUCE K
ynpaBnsAwLWMIN U pe3epBHbIA MOAYNN yNpaBreHus.

7.4.1.5. CBAA3aHHbIe HAaCTPOUKU

I'IpOBepKa COCTOAHUA ropsivyero pesepsmpoBaHunsa

KomaHga show redundancy states
Pexxum MpuBMNErMPOBaHHBIN PEXUM NN PEXUM rnobanbHON KOHUrypaumm
KOHcpurypauuu

Py4yHoOe nepeknioyeHue ynpaBnsaowero/pe3epBHOro yCTpomcTaea

KomaHpa redundancy forceswitch
Pexnm MpuBMNErnpoBaHHbIN PEXnMm
KOHcpurypauuu

91

@ §) QTECH

MWP OOCTYMNHEE




PykoBoacTeo no HacTponke QSW-6900

HacTpolika pe3epBupoBaHUs KapT ynpasieHus W

7.4.1.6. Npumep KoHcuUrypaumm

Py4yHoe nepeknioveHne ynpasnsolero/pe3epBHOro ycTpomucTea

OTansbl B cpepne VSD, rge uma ogHoro M3 yCTporCTB BUPTYanbHOW KOMMYTaLuUK -
KOHpurypauum staff, BbInonHMTE nepeknoyeHne mMexagy ynpaBnsloWmMM U Pe3epBHbIM
YCTPOWCTBOM.

QTECH> enable

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime
QTECH# redundancy forceswitch

This operation will reload the master unit and force switchover to the
slave unit. Are you sure to continue? [N/y] y

MpoBepka Ha ncxogHom pesepBHOM Moayne ynpaBneHus BbiNonHnTe komaHay show
KOHcpurypauum redundancy states, 4Tobbl NPOBEPUTL COCTOSIHUE PE3EPBUPOBAHMUS.

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime

7.4.2. HacTpounka nHTepBasria aBToMaTU4eCKOMN CUHXPOHU3aLMUU

7.4.2.1. PesynbTaT KOHUrypaumum

M3meHunTe nHTepBan aBToMaTtuyeckon CUHXpoHn3aumm annos startup-config u running-config.
Ecnun wuHTepBan aBTOMaTM4YECKOW CUHXPOHM3AuUMM YCTaHOBIIEH Ha MeHbluee 3HayeHue,
N3MEHeHHasa KOHUrypaumsi CUHXPOHU3UpyeTCa C APYrMMUA MOAynsMM ynpasreHus 4acTo,
npegoTBpallass noTep  KOHUrypauuw, Kotopas BO3HUKaeT npyv  NpUHYAUTENbHOM
nepeknioYeHnn cnyxo M AaHHbIX Ha pe3epBHbI MOAYNb YNpaBreHUs Npu HeucnpaBHOCTU
yrnpasnsoLero Moayns.

7.4.2.2. dTanbl KOH(pUrypaumum

e OnuuoHanbHO. BbINOMHUTE HACTPOWMKY, Koraa HeobXoAMMO W3MEHWUTb WHTepBan
CUHXPOHM3ALIMMN.

e  BbINonHWTE HACTPONKY Ha yNpaBnsioLeM MOAyre ynpaBreHus.
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7.4.2.3. NpoBepka KOH(pUrypaumum

L] npOCMOTpVITe XypHarlbl (|Og) BbIXOOHbLIX OaHHbIX, YTOOLI NMPOBEPUTb, BbINOJTIHAETCA JN
CUHXPOHM3aUun4a No BpeMeHMN.

7.4.2.4. CBAA3aHHbI€ HACTPOUKU

BxoAa B pexum pesepBupoBaHuUs KoHdurypaumu

KomaHpa redundancy

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHUrypauum

HacTtpoka wuHTepBana aBTOMaTU4eCKOM  CUHXpPOHU3auuum  annos

KOHdurypaumm

KomaHga Auto-sync time-period value

Onucanue time-period value: YkasbiBaeT WHTepBan aBTOMaTUYECKOM

napameTpoB CYHXpOHM3aUUN C eavHUUEen Uu3MepeHnss B CekyHaax. 3HayeHune
BapbupyeTtcs oT 1 cekyHabl 4o 1 mecsua (2678400 cekyHa).

Pexxum Pexxum pesepBrnpoBaHus KOHurypaumm

KOHdoUrypaumm

BcTpoeHHas HacTpanBaeT uHTepBan aBTOMATUYECKOW CUHXPOHM3auuMM dannos

noackaska startup-config 1 running-config B cnyyae pesepBUpOBaHUSA
yNpaBnsoLLIoro Moayns.

7.4.2.5. NMpumep KoHcpUrypaumm

HacTtpowka nHTepBana aBToOMaTU4eCKOW CUHXPOHU3aLUn

OTanbl B pexume pesepBUpOBaHUSA KOHUrypaumm ynpasngawowero mMopyns
KOHcpurypauum HaCTPOWTE MHTEepPBas aBTOMAaTUYECKON CUMHXPOHM3aLMN Ha 60 cekyHA.
QTECH(config)# redundancy
QTECH(config-red)# auto-sync time-period 60
Redundancy auto-sync time-period: enabled (60 seconds).
QTECH(config-red)# exit
MpoBepka BbinonHute komaHay show redundancy states, 4Tobbl npoBepuTb
KOHcpurypauuu KOHdpurypauuio.
QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime
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Auto-sync time-period: 3600 s

7.4.3. Nepe3arpy3ka moayneun ynpasreHus

7.4.3.1. PesynbTaTt KOH(pUrypauum

COpoc TOMbKO pe3epBHOro MOAYNSA YNpaBlieHUst He BNUSIET Ha NePECHINKY AaHHbIX, Nepecbika
He NpepbIBaeTCs, a Takke MHOPMaLMA O ceaHce NoNnb3oBaTens He TepsieTcs Bo BpeMsi cbpoca
pe3epBHOro MoAyns ynpasneHust.

B aBTOHOMHOM pexume BbiNofnHeHne komaHabl redundancy reload shelf npuBegeT K
OLHOBPEMEHHOMY COpOCy BCEX MOAYNEN ynpaBreHNsa 1 NIMHEeNHbIX KapT B waccu. B pexnmve
VSU yCcTpoCcTBO C yKasaHHbIM MAEHTU(MKATOPOM cOpacbiBaeTcsi Npu BbIMNOSIHEHUM 3TOWN
KomaHgbl. Ecnu B cucteme mmeetca gBa unm 6onee yCTPOWCTB, U YCTPOWCTBO, KOTOpPOE
HeobxoaMmo CcOpocUTb, SABMSIETCS YCTPOWCTBOM, B KOTOPOM HaxoguTcst rnobarnbHo
YnpaBnsowmnin  Moayrnb, CUCTEMA BbINOMHAET MNEPEeKnNtoYeHne Mexay YnpasBnsiowmm W
pe3epBHbIM MOAYeM yrnpaBreHus.

7.4.3.2. MpumeyaHusn

B pexume VSU, ecnn mogynu ynpaefeHWss CUCTEMbI HE HaxogaTcss B COCTOSAHWN
pe3epBMpPOBaHNS B peanbHOM BpeMeHU, COpoC yCTPOMCTBA, HAa KOTOPOM HaxoauTcsi rmobansHo
Ynpasnsawowui Mogynb, npusegeT k copocy Bcen cuctembl VSU.

7.4.3.3. dTanbl KOHcUrypaumum

e OnumoHanbHo. BbinonHuTe cbpoc, ecnu MozZynu YynpaeBreHus WM YCTPOMCTBO
paboTaloT HENPaBUIBHO.
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7.4.3.4. CBA3aHHbI€ HAaCTPOUKU

KomaHga redundancy reload {peer | shelf [switchid]}

OnucaHuve peer: CopacbiBaeT TONbKO pe3epBHbIN MOAY b YNpaBreHus:.

napamMeTpos shelf [switchid]: Yka3sbiBaeT Ha To, YTO YNPaBRSOWMA U Pe3epBHbIN
MOLYNW  yNpaBfieHWs YCTaHOBMEHbl B aBTOHOMHOM pexume, a
naeHTudmkaTop yCcTpomcTea, Kotopoe Heobxoammo cHpocuTb, OOIMKEH
ObITb yKa3aH B pexume VSU.

Pexxum MprBMNErMpoBaHHLIN PEXUM

KOHUrypauum

BcTtpoeHHas B aBTOHOMHOM pexumMe KOMaHOon cbpoca YCTpPOWCTBa SBNSeTcs

noackaska redundancy reload shelf, To ectb gaHHas komaHAa BbINONHAET cHpoc
BCero yctponcTtea. B pexvme VSU komaHaa cbpoca ycTponcTea ABAsieTcs
redundancy reload shelf, TO ecTb ycTponcTBO C yKa3aHHbIM
naeHtTudmkatopom cobpacbiBaeTcs.

7.4.3.5. NMpumep KoHcpUrypaumm

Co6poc ycTtpouctBa B pexume VSU

OTanbl B npuBunernpoBaHHOM pexume rnobanbHO ynpaBnsoLwero Moayns
KOHcpurypauum BbINONHNTE COPOC YyCTPONCTBA C NAEHTUUKATOPOM 2.
QTECH# redundancy reload shelf 2
This operation will reload the device 2. Are you sure to continue? [N/y] y
Preparing to reload device 2!
MpoBepka lMpoBepbTe, nepesanylleH N COOTBETCTBYIOLWMMA MOAYNb yrnpasrieHus
KOHcpurypauum U YCTPONCTBO.

7.5. KOHTpONb cocTOAAHUSA

7.5.1. OTobpaxeHue

OnucaHue

KomaHpa

pe3epBUpOBaHUS
moaynsi.

OtobpaxaeT Tekywee coctodHmne | show redundancy states

yNpaBnsoLwero
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8. KOHOUINYPALMA  CUCTEMHOIO  XXYPHATA
(SYSLOG)

8.1. O630p

N3meHeHnsa coctosHusa (Hanpumep, coctosiHue kaHana Up/Down) nnu HewTaTHble cobbiTus
MoryT npousontn B noboe Bpems. Ob6opynosaHne QTECH npepoctaBnseT mMexaHu3m
CUCTEMHOr0 XypHanupoBaHus [Ans aBTOMaTU4YecKoro cosgaHus cooblieHun (syslog) B
PUKCMPOBaAHHOM hbopmaTe Npu U3MEHEHUM COCTOSHUS WUINU BO3HUKHOBEHUWM COOLITUN. 3TU
coobLieHnss oTobpaxalTcsi B COOTBETCTBYHLIMX TEepPMUHaNax, TakMX KaK KOHCOMb W
TepMUHaN MOHUTOPWHrA, 3anMCbIBAlOTCA HA HOCUTENK, Takne Kak bydep namstu unu cdannol
XypHana, wnu OTNpaBnfAlTCA rpynne CcepBepoB >XypHanupoBaHusa (syslog), 4TOGbI
agMUHUCTPATOP MOTM aHanu3vMpoBaTb NPOM3BOAUTENBHOCTb CETU U BbIABMNATH HEMCMPABHOCTU
Ha OCHOBE 3TMX XypHanoB. CoobLeHUs XypHana cobbITU MOXHO O00aBNATb C MeTKaMu
BPEMEHM M MNOPSOKOBbIM HOMEPOM U KnaccuuumpoBaTb MO YPOBHIO BaXXHOCTWU, 4TOObI
agMuUHUCTpaTop MOor yaobHO YniTaTh U ynpaBnsiTe UMMN.

8.1.1. MpoToKkonbl n cTaHAapTbl

o RFC3164: lNpoTokon cuctemHoro xxypHana BSD

8.2. NpumeHeHune

NMpumeHeHune OnucaHwue

OtnpaBka cucTeMHbIX | KOHTPOMb  COCTOSIHMS  CUCTEMHbIX XypHanoB (Syslog) c
>KypHanoB (syslog) B | MOMOLLIbIO KOHCOJW.

KOHCOIb

Otnpaeka coobuieHns | KOHTpOrb COCTOSIHMS CUCTEMHbIX XypHanoB (syslog) udepes
CUCTEMHbIX XYpHanos | cepsep.

(sysloqg) Ha cepsep

XXYpHanos

8.2.1. OTnpaBKa CUCTEMHbIX XypHanoB (Syslog) B KOHCOSb

8.2.1.1. CueHapun

OTnpaBbTe COOOLEHNA CUCTEMHBIX XypHanoB (Syslog) B KoHcOMb, 4TOObI obnerynTb
agMUHUCTPATOPY KOHTPONb COCTOSIHWUS  MPOU3BOAUTENBHOCTM  CUCTEMbl.  TpeboBaHus
cnegyowme:
1. OTtnpaBbTe COOBLLEHNS CUCTEMHbBIX XXYpHanoB (Syslog) ypoBHS 6 unu Bbllle B
KOHCOnb.
2. OTnpaBnATb COOBLLEHUSA CUCTEMHBIX XYypHanoB (syslog) Tonbko 06 ARP- n
IP-mooynax B KOHCOSb.

PucyHok 11 nokasbiBaeT TOMOMOrio CeTu.
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PucyHok 11.

8.2.1.2. OnucaHue

HacTpoiiTe ycTpoicTBo crnegytoLmm obpasom:

YCTaHOB/TE YPOBEHb COOOLLEHMA CUCTEMHbIX XypHanoB (syslog), KoTopble MOXHO
OTNPaBUTb B KOHCOJb, HA MUHAPOPMAaLMOHHbLIN (YPOBEHD 6).

3apgante nonyvatensa unbTpauMm COOOLLEHUs CUCTEMHbIX XypHanoB (syslog) Ha
TepmuHan.

YctaHoBUTE ANS pexuma unbTpaumm CoOoOLEHUN CUCTEMHBLIX XypHanoB (syslog)
3Ha4YeHne «CoAEePXMUT TOMbKO...».

YcTaHoBUTE NpaBuno unbTpaumm coobLLEeHUA CUCTEeMHbIX XypHanoB (syslog) Ha
OAnHOYHOe coBnageHune. ims moayns cogepXut Tonbko ARP vnu |P.

8.2.2. OTnpaBKa coOOLIEeHUsA CUCTEeMHbIX XypHanoB (syslog) Ha cepBep

XypHanos

8.2.2.1. CueHapuun

OTnpaBbTe COOOLLEHNSI CUCTEMHBIX XXypHaroB (syslog) Ha cepBep »KypHarnoB, YToObl 0brerunTb
AOMUHUCTPATOPY KOHTPOJSIb COCTOSIHMSA >KypHaroB YCTPOWCTB Ha cepBepe. TpeboBaHus

cneayowue:
1. OTtnpaBbTe coobLLEHNST CUCTEMHBIX XXypHanoB (syslog) Ha cepBep xypHanos (syslog
server) 10.1.1.1.
2. OTnpaBbTe COOBLLEHNSI CUCTEMHBIX XXYpPHanoB (Syslog) ypoBHS 7 unu Bbille Ha
cepBep XXypHanupoBaHusi.
3. OTnpaBbTe COOBLLEHNSI CUCTEMHBIX XXYPHAnNoB (Syslog) ¢ ucxoaHoro nHTepgenca

Loopback 0 Ha cepBep XypHanos.

PucyHok 12 nokasbiBaeT TOMomnorno ceTu.

’“' IP Network
\\;"

yS:Og
10.1.1.1/24

PucyHok 12. Tononorusa cetn

8.2.2.2. OnuncaHue

HacTtponTe ycTpomncTBo crieaytowmm obpasom:
3apante ans IPv4-agpeca cepBepa 3HadeHne 10.1.1.1.

YcTaHoBUTE YpOBEHb XXypHanoB, KOTOpble MOryT ObiTb OTMpaBneHbl Ha cepsep
XYpHanupoBaHus, Ha oTnaaky (YpoBeHb 7).

YcTaHoBUTE UCXOOHbLIM MHTEPMENC XKypHarnoB, OTNPaBsieMbIX Ha CepBep >XypHaros,
Ha Loopback 0.
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8.3. PyHKUUM

8.3.1. ba3oBble KOHUenuuu

Knaccudumkauma cucteMHbIX XXypHanoB (syslog)
CucrtemHble XypHalibl MOXHO pas3aenntb Ha ABa Tuna:

1. AKypran.
2. Ortnagka.
YpOBHM CUCTEMHBIX XXypHanoB (syslog)

Bocemb ypoBHEN cepbe3HOCTU CUCTEMHLIX XypHanoB (Syslog) onpegensilotca B nopsigke
ybbiBaHWs, BKMOYasi aBapuUWHbIA, OMOBELLEHWE OMacHOCTW, KPUTMYECKMA, OLuMbKa,
npegynpexaexnune, ysegomMmnenune, MHpoOpMaLMOHHbIN U oTnagka. 3TN yPOBHU COOTBETCTBYHOT
BOCbMW YMCINOBbIM 3Ha4yeHusM oT 0 oo 7. MeHbluee 3Ha4yeHne yKka3biBaeT Ha Gonee BbICOKUI
YPOBEHb CEPbE3HOCTMU.

BbiBOO BO3MOXEH TOMbKO AN XYPHanoB C YPOBHEM, 3KBMBANEHTHbIM UIM MpeBbiLIaoWwmnm
yKasaHHbIN YpoBeHb. Hanpumep, ecnun ypoBeHb XXypHarnoB YCTaHOBSEH Ha MH(OPMaLNOHHbIN
(ypoBeHb 6), 6yayT BbIBOOUTBLCA XXypHarbl YPOBHS 6 Unuv Bbille.

B cnepytowen Tabnuue onncaHbl YPOBHU XXYPHAroB.

YpoBeHb Yucnosoe | OnucaHue
3Ha4yeHue
aBapuUHbIN 0 YKkasblBaeT Ha TO, YTO CMCTEMA HE MOXET paboTtaTtb
HOpPMaribHO.
onoBeLLeHne 1 YKkasblBaeT Ha TO, YTO Mepbl JOIMKHbI ObITb MPUHATHI
OMacHOCTH HeMeANeHHO.
KPUTUYECKUIA 2 YKa3blBaeT Ha KpUTUYECKOE COCTOSIHME.
owmnbka 3 YKka3sblBaeT Ha OLIMOKy.
npeaynpexaexHve 4 YKasblBaeT Ha nNpeaynpexaeHue.
yBeaoMIIEHNE 5 YKasbiBaeT Ha coobLieHne yBEOOMIIEHUS,
Tpebylowee BHUMaHUS.
MHAOPMALMOHHLIN 6 O603HavaeT MHGOOPMAaLMOHHOE COOBLLEHNE.
oTnagka 7 O603HavaeT coobLyeHe oTnaaku.

NMony4yaTtenu BbIBOAAa CUCTEMHbLIX XypHarnoB (syslog)

lMony4yaTenu BbIBOAA CUCTEMHbLIX XypHanoB (Syslog) BKIYalT KOHCOMb, MOHUTOP, CEPBEP,
Oydbep n dann. YpoBeHb 1 TUM XXYPHaNoB MO YMOSYaHUIO 3aBUCAT OT nonyvatenen BbiBoAa.
MoXHO HacTpouTb Npasuia punbTpauumn Ana pasnuyHblX nonyvyaTenen BoiBoaa.

B cnepytowen Tabnuue onncaHbl NonyyYaTenu BblIBOAA CUCTEMHBIX XXypHanoB (Syslog).
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NMonyyatenn OnucaHue YpoBeHb BbiBoga no OnucaHue
BbiBOAA yMon4yaHuio
console KoHconb Otnagka (ypoBeHb 7) BeiBogsaTcA XypHarnbl "
oTnago4yHas MHgopmMauus.
monitor TepmnHan Otnagka (ypoBeHb 7) BeiBogsaTcA XypHanbl "
KOHTpOns oTnago4vHas uHgopmMaums.
COCTOSIHUSA
server Cepgep MHbopMaunoHHbIN BbiBOAATCA XypHarbl "
XypHanupoB (ypoBeHb 6) oTnagoyHasi MHopMauusi.
aHusA
buffer XKypHan B | Otnagka (ypoBeHb 7) BeiBogsaTcA XypHarnbl "
Oydepe oTnago4yHas MHopmMauus.
XKypHan B Oydepe
ncnonb3yeTcss Ana  XpaHeHus
CUCTEMHBIX XXypHarnoB (syslog).
file dann MHopMaunOHHbIN BbiBOAATCA XypHarnbl "
XypHana (ypoBeHsb 6) oTnagoyvHas nHgopmMaums.
KypHanb! B 6ydepe xypHanoB
nepuvoaMYecKn 3anncbiBaloTCcs B
dannsol.

®dopmart xkypHana RFC3164

dopmaTbl CUCTEMHbIX XypHanoB (syslog) mMoryT oTnuyaTtbCcs B 3aBUCUMMOCTU OT HasHayeHus
BbIBOJA CUCTEMHOIO XXypHana.

e Ecnu nonyyatenb BbIBO4A — KOHCOfb, MOHUTOP, Bydhep unu dann, popmat 3anmcu
XypHana BbIrnaanT cnegyrowmm obpasom:

seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep, npu Bbixode M3 pexmnma KOHdUrypauum Ha KoHconu otobpaxkaeTcsl crieqytoLuii
XypHan:

001233: *May 22 9:44:36: QTECH %SYS-5-CONFIG_I: Configured from console by
console

e Ecnu nonyuyatenb BbiBOga SIBNSIETCH CEPBEPOM XypHanvpoBaHusi, hopmat 3anucu
XXypHana BbIrmsguT cneayowmmM obpasom:

<priority>seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep, npu Bbixoge W3 pexuma KOHWUrypauuMm Ha cepBepe >XypHanmpoBaHWA
oTobpaxaeTcs criegyoLmmn XXypHarn:

<189>001233: *May 22 09:44:36: QTECH %SYS-5-CONFIG_I: Configured from console
by console

Hwxe npuBeaeHO onncaHne Kaxgoro nons B pasgenie CBeAeHN 0 BXo4e B CUCTEMY.
1. TlpuopwurerT.
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OT0 none AencTBUTENBHO TOMbKO NPW OTMPaBKe XXypHAarioB Ha CEPBEP XKypHarMpoBaHus.

MpuoputeT paccumTbiBaeTca no cneaywoulen dopmyne: O6bEKT X 8 + ypoBeHb, rae YpoBEHb
yKasblBaeT Ha YMCINOBOW KO YPOBHSA XypHamna, a 0O6bekT — Ha YMCMOBOM KOA YYPEXOAEHUS.
3HauveHune obbekTa no ymonyanuio — local7 (23). B cnegytowen Tabnvue npuBeaeH ananasoH

3Ha4YeHUn Anga aHHOro yypexaeHus.

YucnoBon kog  KnrouyeBoe OnucaHue o6beKTa
o6bekTa
0 kern coobLeHnst ypoBHS sigpa
1 user coobLeHns Ha ypoBHe nonb3oBaTens
2 mail noyToBas cuctema
3 daemon AEMOHCTPaTOpbl CUCTEMBI
4 authl coobueHns 6esonacHocTn/aBTopm3aLmm
5 syslog COOOLLEHNS, CreHEpPUpPOBaHHbIE BHYTPEHHE
nocpeacTBOM XXypHaroB
6 lpr noacuctemMa fiMHEeNHOro nNpuHTepa
7 news ceTeBasi NoACMCTEMA HOBOCTEM
8 uucp noacuctema UUCP
9 clockl OEMOHCTPATOpP CUHXPOHM3aLMK
10 auth2 coobuieHna besonacHocTU/aBTopu3aLnm
11 ftp aemoHcTtpartop FTP
12 ntp noacuctema NTP
13 logaudit ayauT XypHana
14 logalert oroBeLLeHne XypHana
15 clock2 OEMOHCTpaTop CUHXPOHM3aLUnKn
16 localO nokanbsHoe ucnonb3oBaHue 0 (local0)
17 locall nokanbHoe ncnonb3oBaHue 1 (locall)

QTECH

MWP OOCTYMNHEE
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Yucnoson kog KniouyeBoe cnoso OnucaHue o6beKkTa
obbekTa

18 local2 nokarneHoe ucrnosnb3oBaHue 2 (local2)
19 local3 nokanbHoe ncnonb3oBaHue 3 (local3)
20 local4 nokarneHoe ucrnornb3oBaHue 4 (local4)
21 local5 nokanbHoe ncnonb3oBaHue 5 (localb)
22 local6 nokanbHoe ncnonb3oBaHue 6 (local6)
23 local7 nokanbHoe ncnonb3oBaHue 7 (local7)

2. Howmep nocnegoBaTenbHOCTH.

MopsaKoBbLIM HOMEP CUCTEMHOMO XXypHana npeactaBnsetr cobon 6-3HaqyHoe uenoe 4ncno u
YBENMYMBAETCA C KaxaoW HoBoW 3anucbio. 1o ymMonyaHuilo nopsiakoBbld HOMEP He
oTobpaxaeTcs. MOXHO 3anyCTUTb KOMaHAy AN 0OTOOPaXKEeHNSA UK CKPbITUSE 3TOrO NONS.

3. MeTka BpeMeHu.

MeTka BpemMeHW 3anucbiBaeT BPEMSI CO3OaHWS CUCTEMHOrO >XypHamna, 4Tobbl MOXHO Oblno
yoobHO oTOOpasnTb 1M NPOBEPUTb CUCTEMHOE cobbiTe. YcTponctea QTECH nogaepxuBatoT
ABa hopmaTa BpeMeHu B XypHarne: datetime u uptime.

NMPUMEYAHUE: Ecnu ycTponcTBO HE MMeeT 4vacoB peanbHoro BpemeHn (RTC), koTopble
MCNONb3YTCA ANd 3anucy abConioTHOrO BPEMEHU CUCTEMbl, YCTPOWCTBO MO YMOJSYaHMIO
ncnonb3yeT BpeMms 3anycka (Bpems 6e3oTkasHon paboThbl - uptime) B kayecTBe METKM BPEMEHU
CUCTEMHOrO XypHana. Ecnu yctponcteo nmeet RTC, No ymonyaHuio yCTPOMCTBO UCMOMb3yeT
cBoe abcontoTHoe Bpems (aata u Bpems - datetime) B kauecTBe METKM BPEMEHU CUCTEMHOIO
XypHana.

[1Ba doopmaTa METOK BPEMEHW ONUCAaHbI HUXE.

e  ®opmart gatbl n BpeMeHu (datetime)
dopmat gatbl 1 BpeMEHW CneayoLLnii:

Mmm dd yyyy hh:imm:ss.msec
B cnepytowen Tabnuue onncaHbl Bce napamMeTpbl AaTbl U BPEMEHU.

MapameTp MeTkn Wmsa OnucaHwme
BpeMeHu napameTpa
Mmm Mecsu Mmm - 370 abbpeBunaTypa TeKyLLero mecsua.

12 MmecsaueB B rogy oToOpaxakTcd Ha
aHrnunckom 4sblke kak Jan, Feb, Mar, Apr,
May, Jun, Jul, Aug, Sep, Oct, Nov n Dec.

dd JeHb dd ykasbiBaeT TekyLlyto aaty.
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MapameTp MeTkn Wmsa OnucaHune

BpeMeHU napameTpa

yyvyy fog YYYY YKasblBaeT TeKywuin rog u  He

oTobpaxaeTcs No yMO4aHuio.

hh Yac hh ykasbiBaeT TekyLmm Yac.

mm MuHyTa mMm yKa3blBaeT TEeKYLLYI0 MUHYTY.

Ss CekyHaa SS yKa3blBaeT TEKYLLYIO CEKYHAY.

msec MunnucekyHaa | msec YykasblBaeT Ha TeKyllee 3HavyeHue B
MUNNINCEKYHOAX.

Mo ymonyaHuto MeTka aaTtbl U BpEMEHU, OToOpaxxaemasi B CUCTEMHOM XXypHare, He COAepXuT
rog U munnucekyHay. MoXxHo 3anycTuTb komaHgy Ans oToOpakeHUst Unu CKpbITUS roga u
MUNNMCEKYHObl METKU AaTbl U BPEMEHM.

e  ®opmart BpemeHn 6e3oTkasHon paboTbl (uptime)
dopmaT BpemMeHn 6e30TKasHOM paboTbl:

dd:hh:mm:ss

CTpOKa MEeTKMN BpPEMEHU MOKa3bliBaeT KOJIN4YeCTBO [OHeNn, 4acos, MUHYT N CeKyHO C MOMEHTa
3anyckKka CUCTEMbI.

4. Wmsa cucTtembl.

B atom none ykasbiBaeTcs MM YCTPOMWCTBA, CO3[alOWEro >XypHam, 4Tobbl cepsep
)KYpHanMpoBaHUsi MOr MOEHTUMULMPOBATL XOCT, KOTOPbIV OTNPaBnseT XypHar. Mo ymonyaHuio
3TO norne He oTobpaxaeTcs. MOXHO 3anycTUTb KOMaHAY AN OTOGPAXKEHMS UM CKPLITUS 3TOrO
nonsi.

5. Mogayneb.
B aTom none ykasbiBaeTcs M MOAYNSA, KOTOPbIA co3aaeT XypHan. Mma moaynsa npeacrasnset
cobon CTpOKy B BEPXHEM perucTpe anuHon ot 2 go 20 cMMBONOB, KOTOPas COAEpPXKUT BykBbl
BEpPXHEro peructpa, uudpbl unu cumBONbI nNogyepkmBaHusa. [lone mopyna saBnseTcs
obsa3aTenbHbIM ANg MHOpMaUMM Tuna XypHana u HeobasaTenbHbIM ANg MHopmaumm Tuna
OTNaaKu.

6. YpoBeHb.

OnpegeneHbl BOCEMb YPOBHEW CUCTEMHOro ypHana oT 0 go 7. YpoBeHb CUCTEMHbIX
XypHanoB(syslog), reHepypyeMbIx KaxabiM Mogynem, ABAseTcsa (MUKCUPOBAHHBIM 1 HE MOXET
ObITb U3MEHEH.

7. MHemoHnyeckas cTpoka.

B aTom none ykasbiBaeTcs kpaTkas nHopmMaLms o xypHane. MHeMoHYeckasi CTpoka COCTOUT
13 4—32 CMMBONOB B BEPXHEM PEMNCTPE, KOTOPbIE MOTYT coaepXaTb OyKBbl BEPXHEIO perncTpa,
LMdpbl UM CUMBON NOAYEPKUBaHUS. [1one MHEMOHNYECKON CTPOKM ABMSETCS 06a3aTenbHbIM
AN HopMauun Tuna xxypHana n HeobssaTenbHbIM 48 MHpopMaLmMm Tuna oTnagku.

8. CopepxaHue.
B aTom none ykasbiBaeTcsi nogpobHOE CoaepXMMoe CUCTEMHOrO XXypHana.
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0630p
PyHKUMA Onucanune

Beaenue xypHana BknoveHne mnm oTkoveHmne d)yHKLlMIZ CUCTEMHOIO XypHarna.

dopmaTt_cmuctemHoro | Hactponka popmaTta CUCTEMHOIO XXypHana.
XypHana

MonyyaTenb BbiBoAa | HacTporika napameTpoB 45151 OTNPaBKU CUCTEMHbIX XXypHanoB (syslog)

XypHana B Pa3fnyHbIX HanpaBreHUsXx.
PunbTpaums HacTponka napameTpoB yHKLMM (PUNbTpaunm CUCTEMHbIX XXypHanoB
CUCTEMHbIX (syslog).

»XypHanos (sysloq)

PekomeHayemble HacTpoika napameTpoB pyHKUNN BEOEHNSA XKypHana.
XypHanbl

KoHTponb HacTtponka napameTpoB yHKLUN MOHUTOPUHIA CUCTEMHOIO XKypHana.
COCTOSAHUSA
CUCTEMHbIX
>XypHanoB (syslog)

8.3.2. BegeHue XxypHana

BknioyeHne vnu oTknoYeHMe YHKUUA BeOeHUs XypHana, nepeHarpasfeHust XXypHana w
CTaTUCTUKN XXypHana.

8.3.2.1. CBsAi3aHHble HACTPOUKU CUCTEMDbI

BknroyeHune BeAeHUs XypHana
Mo yMon4aHuio BeaeHne XypHaria BKIio4YeHOo.

BbinonHuTe komaHay logging on, 4ToObI BKNIOYMTL XXYpHanMpoBaHue B pexume rnobansHon
KOH(urypauuu. [locrne BKIKOYEHUA XKypHanupoBaHUsS  3anucy, CO3JaHHble CUCTEMOW,
OTNPaBnAlTCA  aAMUHUCTPATOPY Ha  pasfnuyHble Ha3HavyeHus Ans  MOHUTOPWHra
NPOV3BOANTENBHOCTU CUCTEMBI.

BknioyeHune nepeHanpaBneHUsA XypHana
Mo ymonyaHuio nepeHanpaBrieHre XypHarioB BKIIOYEHO Ha MoZyre BUPTyarnbHOM KOMMyTaumm
(VSU).

3anyctute komaHgy logging rd on, 4Tobbl BKNOUYNTL NepeHanpaBneHne XypHana B pexume
rnobanbHoOn KOHurypaumun. [locne BKOYEHUA nNepeHanpaBrneHus KypHanoB 3anucy,
CO3[aHHble  pe3epBHbIM  YCTPOWCTBOM  WNM  pe3epBHbIM  MoAyneM  ynpaBrieHus,
nepeHanpasnaloTCA Ha aKTMBHOE YCTPOMUCTBO UMW akTUBHbLIN MOAyINb ynpasneHuns Ha VSU, 4to
obneryaet agMUHUCTPATOPY yNpaBreHne XXypHanamu.

Bkno4yeHune CTaTUCTUKN XypHanunpoBaHus
Mo yMOn4aHuio, CTaTUCTUKa XXypHannpoBaHUA OTKIHOYEHA.
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3anyctuTte komaHay logging count, YTOObI BKNHOYNTL CTATUCTUKY XXYPHANUPOBAHUSA B peXume
rnobanbHon KoHdwurypaumn. [locne BKMAYEHUS CTATUCTUKM >KYpHanNMpoBaHMS cuctema
3anncbiBaeT KONMYECTBO pa3 Co3aaHNA XXypHarna 1 Bpems NocrneaHero co3naHus xypHana.

8.3.3. dopmaT cUCTeMHOro XXypHana

HacTtponte cdopmat cucteMHOro xypHamna, Bkntodass popmat xypHana RFC5424, dopmaTt
METKN BPEMEHU, UMSI CUCTEMBI U NOPSAKOBbLIA HOMEP.

8.3.3.1. CBsAA3aHHbIe HACTPOMUKU CUCTEMDbI

HacTtpouka chopmaTta MeTKM BpeMeHu

Mo yMonyaHMIO CUCTEMHBIN XKypHan ucnonb3yeT popmaT AaTbl U BPEMEHM, a8 MEeTKa BPEMEHU
He COAEePXWUT rod U MUMMMUCEKYHAY.

BbinonHuTe kKomaHay service timestamps B pexume rrnobanbHon KoHdurypaumm, 4Tobbl
ncnone3osaTtb popMaTt Aatbl U BPEMEHW, CoaepXalimMi roq U MUNIUCEKYHOY B CUCTEMHOM
XypHane, nnum namenute doopmat gaTbl U BpeMeEHN Ha opMaTt BpeMeHn 6e30Tka3Hon paboThl.

JJ,oGaBneHMe CUCTEMHOro UMeHM B CUCTEMHbIN XypHan
Mo yMOIN4aHUKo CUCTEMHbIN XypHan He coaep>XXNUT MMEeHU CUCTEMbI.

BbinonHuTe KomaHgy service sysname B pexume rrnodanbHOM KOHuUrypauum, 4ToObl
A00aBUTb MMS CUCTEMbI B CUCTEMHbIV XXypHar.

[o6aBneHne NopsAAKOBOro Homepa B CUCTEMHbIN XypHan
Mo yMOIN4aHUKo CUCTEMHBIN XypHan He COAePXXNUT NopAOKOBOro Homepa.

BbinonHuTe KomaHgy service sequence-numbers B pexume rnobanbHOM KoHdurypauuwm,
yToObl [06aBUTL MOPSOKOBbLIA HOMEP B CUCTEMHbIA >XypHan. BknioyeHve cTaHAapTHOro
dopmara xypHana

Mo ymonuaHuio XXypHanel oTobpaxatTcs B criegytowem popmare:
*timestamp: %module-level-mnemonic: content

BbinonHuTe KomaHay service standard-syslog B pexume rnobansHon KoHpurypaumm, 4Tobbl
BKIMIOYMTL CTaHAAPTHLINM hopMarT XXypHana, KOoTopbli oTobpaxaeTcs cnegyowmm obpasom:

timestamp %module-level-mnemonic: content

B craHgapTHOM dopmaTte XypHana Mo CpaBHEHW0 C hopMaTtoM >KypHana no ymMon4aHuio
3Be3aouka (*) oTcyTCTBYET Nepen MeTKON BpEMEHW, a 4BOETOUME () OTCYTCTBYET B KOHLE METKM
BPEMEHW.

BknroyeHune cpopmaTta HacTHOro XXypHana
Mo ymonuaHuio xypHansl oTobpaxatTcsa B crnegyowem popmare:
*timestamp: %module-level-mnemonic: content

BbinonHuTe komaHay service private-syslog B pexume rrnobanbHOW KoHUrypauum, 4tobbl
BKMIOUMTL hOpMaT YaCTHOIO KypHana, KOTopbli OToOpaxaeTca crneayrowmum obpasom:

timestamp module-level-mnemonic: content

B yacTHOM hopmaTe XKypHara no cpaBHEHUO ¢ POPMaTOM XypHaria no yMonyaHuio 3Be3foyka
(*) oTcyTCTBYET NEepen METKOW BpeMeHu, ABOeTo4ME (i) OTCYTCTBYET B KOHLE METKU BPEMEHN,
1 3HaK npoueHTa (%) OTCYyTCTBYET B KOHLE MMEHN MOAYIS.
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8.3.4. Nony4yaTenb BbiBOAA XypHana

HacTtponte napameTpbl Onsi OTMPaBKM CUCTEMHBbIX >XypHanoB (syslog) Ha pasnnyHbie
Ha3HayeHus1, BKNOYas KOHCOSMb, TEPMUHAN MOHUTOPUHra, Bydep, cepBep XypHanuMpoBaHUs u
dhannsl XypHana.

8.3.4.1. CBAA3aHHbIe HACTPOMUKU CUCTEMBbI

CUHXpPOHM3aLmMA Nosib30BaTeNIbCKOro BBOAA C BLIBOAOM XypHarna
Mo ymonuaHuio aTa PyHKUMSA OTKMOYEHa.
3anyctute KomaHgy logging synchronous B pexume HACTPOMKM TEPMUHANBLHOIO AOCTynNa,
4YTOObl CMHXPOHU3NPOBATb MNOMb30BATENbCKME BXOAHbIE AaHHble C BbIXOAHBIMU LaHHbIMU
XypHana. Nocne BKMoYeHns 3Ton yHKUUN BBOA AaHHbIX Nonib3oBaTenem He ByaeT npepsaH.
HacTpowka orpaHM4eH1UA CKOPOCTU XXypPHaNuUpoBaHUA
Mo ymonuaHuio orpaHMyeHne CKOPOCTU XypHaNMpPOBaHNA HE HAaCTPOEHO.
BoinonHuTe komaHay logging rate-limit { number | all number | console {number | all number
} } [ except [ severity ] ] B pexume rnobanbHom KoHdurypauumn, 4tobbl HACTPOUTL JIMMUT
CKOPOCTU XypHana.
HacTpo#ka orpaHu4eHMsA CKOPOCTU NMepeHarnpaBreHUs XXypHanoB
Mo ymonyaHwto M3 pe3epBHOr0 YCTPOMCTBA B akTmBHoe yctponctBo VSU B cekyHay
nepeHanpaensetcsa makcnumym 200 KypHarnos.

BeinonHuTte komaHgy logging rd rate-limit number [ except severity ] B pexvume rnobansHomn
KOHpurypaumm, 4Tobbl HACTPOUTL OrpaHWyYeHne CKOPOCTWU MepeHanpaBfeHus XypHarnos, TO
€CTb MakcumarnbHOe KOMMYECTBO XXypHaroB, KOTOpble MNepeHanpaBnsalTcAa C pe3epBHOro
YCTPOWCTBA Ha aKTMBHOE YCTPOWCTBO UMW C Pe3epBHOrO0 MOAYNSA YrnpaBfeHUs Ha aKTUBHbLIN
MoAynb yrpaBrneHus B CEKYHAY.

HacTtpoiika ypoBHSA XXypHanoB, oTNpaBfieHHbIX B KOHCONb

Mo ymMonuyaHuio ypoOBEHb XXypHarnoB, OTMNPaBfsEMbIX B KOHCOMb, - 3TO YPOBEHb OTragKu
(ypoBeHb 7).

BeinonHuTe komangy logging console [ level ] B pexxume rnobanbHon koHdurypaumm, 4Tobbl
HaCTPOUTb YPOBEHb XKYPHAaroB, KOTOPbIE MOXXHO OTMPaBUTb Ha KOHcomNb. OTnpaBka >XypHanoB
Ha TepMMHaIn KOHTPOSb COCTOSHUS

Mo ymonyaHuio oTnpaeka XypHarioB Ha MOHUTOPVHIOBLIN TEPMUHAN 3anpeLleHa.

3anyctute komaHagy terminal monitor B npmBMAErMnpoBaHHOM pexume, 4Tobbl OTNpaBUTb
XypHarbl H2 MOHUTOPUHIOBLIN TepMUHan.

Hactpoiika ypoOBHAI XypHanoB, OTNpaBnsieMbiX Ha MOHUTOPUHIOBbLIN
TepMuHan

Mo ymonyaHuio ypOBEHb XXypHanoB, OTMNPaBMsieMbIX HA MOHUTOPWHIOBLIA TEPMWHAr, - 3TO
YypPOBEHb OTNaakn (YpoBeHb 7).

BoinonHuTe komangy logging monitor [ level ] B pexume rnobanbHon KoHdurypauum, 4tobbl
HaCTPOUTb YPOBEHb XXYPHarNoB, KOTOPblE MOXHO OTNPaBuUTb H8 MOHUTOPUHIOBbLIV TEPMUHAT.

3anuchb XXypHanoB B 6ydep namaTm

Mo ymonuyaHuo >XypHanbl 3anucbiBaloTca B Oydep namsatn, a ypoBeHb XypHaroB Mo
YMONYaHMIO — 3TO YPOBEHb OTNaAKuN (YPOBEHD 7).

3anyctute komaHay logging buffered [ buffer-size ] [ level 1 B pexume rnobanbHou
KOHdUrypaumm, 4Tobbl HACTPOUTbL MapaMeTpbl 3anucu XypHanoB B Gydep namsTu, Bk4vas
pasmep Oydepa 1 ypoBeHb XypHana.
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OTnpaBKa XXypHarnoB Ha cepBep XXypHanupoBaHuUA
Mo ymMonyaHuto XypHarbl He OTNPaBNSOTCSA HAa CEPBEP XKYPHaNMPOBaHUS.

3anyctute komaHay logging server [ oob | { ip-address | ipv6 ipv6-address } [ via mgmt-name
] [ udp-port port ] [ vrf vrf-name ]| B pexume rnobanbHoOW KoHdUrypaumm ans OThnpaBku
XXYPHaIOB Ha yKa3aHHbI CEpPBEP XypPHaNMpoBaHus.

HacTtpoiika ypoBHS XXypHanos, oTNpaBnsieMbIX Ha cepBep XypHanupoBaHUs

Mo ymonyaHuio ypoBEHb XKYpHAnNoB, OTNPaBNsAEMbIX HA CEPBEP KYpHANMPOBaHUSA, ABMASETCA
MHOPMALIMOHHLIM (YPOBEHDL 6).

BeinonHute komaHgy logging trap [ level ] B pexume rnobanbHoOn KoHdUrypauum, 4Tobbl
HaCTPOUTb YPOBEHb XYPHAaroB, KOTOPbIN MOXHO OTNPaBUTb Ha CepBeEpP XypPHanmpoBaHus.

HacTpoiika ypoBHs XXypHanoB, oTnpaBnsieMbIX Ha cepBep XXypHanupoBaHus

Ecnn doopmart xypHana RFC5424 oTkntoveH, 3HadeHne o0bekTa XXypHanoB, OTnpaBidemMblX Ha
cepBep KypHanupoBaHus, Mo ymondaHuto asnsietca local7 (23). Ecnn BkntodeH dopmat
XypHana RFC5424, 3HauyeHune o0ObekTa KypHanoB, OTMpaBfsieMbIX Ha cepBep
XypHanMpoBaHus, no ymon4yaxuio siensietcs localO (16).

BeinonHute komangy logging facility facility-type B pexwume rnobanbHon KoHurypaumm,
4YTOObI HACTPOUTL 3HaYeHVe obbeKTa XXypHanoB, OTNPaBNsAeMbIX Ha CEpPBEP XKypPHanNMpoBaHUS.

HacTpoiika wucxogHoro agpeca XypHanoB, OTNpaBnseMbiX Ha cepBep
XypHanupoBaHus

Mo ymonyaHuio UCXOAHbIN agpec XXypHanoB, OTNPaBnseMblX Ha CepBep XXypHannpoBaHWs,
asnseTtcs |IP-agpecom nHTepdenca, oTNpaBnsoLWLEro XypHarbl.

3anyctute komaHay logging source [ interface ] interface-type interface-number, 4ToGbI
HaCTpOUTb MHTEPMENC UCTOYHMKA XypHanoB. Ecnm nHtepdenc NCTouHnKa He HaCTPOEH UK
IP-agpec He HacTpoeH Ona aToro uHTepdenca, agpec UCTOYHKKa XypHanos — 310 IP-agpec
NUHTepdenca, oTNPaBNAOLLErO XXypHarnbl.

BuinonHute komanay logging source { ip ip-address | ipv6 ipv6-address } Ans HacTpoWiku
IP-agpeca ncTtodHuka xypHanos. Ecnu atoT IP-agpec He HacTpoeH Ha yCTponcTBe, agpec
NCTOYHMKA XypHanos — aTo |IP-agpec uHTepeinca, oTnpaBnawoLLLEro XypHarnsbl.

3anucb XypHanoB B (hannbl XXypHana

Mo ymonyaHuio XypHarbl He 3anucbiBaloTCA B hannbl XXypHanos. Nocne BKNIOYeHNa yHKUUn
3anucy XKypHanoB B aifibl KypHaroB YPOBEHb >XYpHanoB, 3anucbiBaemblni B hannbl
XXYpHarnoB, No yMOn4yaHuio ABNSEeTCS MHPOPMaLMOHHbIM (YPOBEHb 6).

3anyctute komaHay logging file {flash:filename | usbO:filename | usbl:filename } [ max-file-
size ] [ level ] B pexume rnobanbHOM KOHdUrypauum, 4tobbl HacTpoOUTb NapameTpbl 3anucu
XXypHarnoB B halsibl XXypHanoB, BKMYas TUN YCTPOUCTBA, HA KOTOPOM XpaHUTCA dann, umg
darna, pasmep panna n ypoBeHb XypHarna. Hactporika uHTepsana 3anucu xxypHanos B dpann
XypHana.

Mo ymonyaHuIo XXypHanbl 3anncbiBatoTcs B hanrbl )KypHanoB ¢ nHTepsanom 3600 ¢ (oanH Yac).

BeinonHuTe komaHay logging flash interval seconds B pexume rnobanbHON KOHUrypauumu,
4TOBObl HACTPOWUTL WMHTEpPBan 3anucu XypHanos B pawnnbl XypHanoB. HacTponka BpemeHwu
XpaHeHus annos XxypHana Mo ymonyaHuio BpemMs XpaHeHUsi He HaCTPOEHO.

BoinonHuTe komaHay logging life-time level level days B pexxume rnobansHon KOHUrypaumw,
4YTOObl HACTPOUTbL BPEMSI XPaHEHUS XypHanoB. AAMWHUCTPATOP MOXET yKasaTb pasnunyHoe
KONMYeCTBO AHEW XpaHEeHUs AN XypHanNoB pasHblX YpoBHeN. HemeaneHHas 3anuchk >XypHanos
n3 6ydepa B hansnbl XxXypHanos
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Mo ymonuyaHuio cucTeMHble XXypHarbl XpaHsaTcs B Bydepe cucTeMHbIX >XypHanos(syslog), a
3aTem neproanYeckn 3anvcbiBatoTcs B doaiinbl XXypHanoB unu, korga 6ydep 3anonHeH.

3anyctute komangy logging flash flush B pexume rnobanbHoM KoHpUrypauum aons
HeMeaNeHHON 3anncu XXypHanos u3 dydepa B dainbl )XypHanos, 4To6bl MOXHO 6bI0 yao6HO
cobupatb XKypHansbl.

8.3.5. dunbTpaums CUCTEMHbIX XXypHanoB (syslog)

Mo ymonyaHuto XypHanbl, CO34aHHble CUCTEMOW, OTMNPABSIOTCS HA BCE HAa3HaYeHUsl.

8.3.5.1. MpuHumun paboTbl

PunbTpaumusa HasHa4YeHU"
OnpegeneHbl NSATb Ha3Ha4YeHU ounbTpaLmM XXypHaroB:

buffer: OTdunbTPOBLIBAET XypHanbl, oTApaBnsieMble B 6ydep XXypHanupoBaHud, TO
€CTb XypHarnbl, oTobpaxaeMble komaHgon show logging.

file: OTMNbTPOBLIBAET XypHarbl, 3anncbiBaemble B doaisbl XXypHaros.
server: OTuUNbTPOBLIBAET XypHarnbl, OTNPaBEHHbIE HA CEPBEP KYPHANNPOBAHUS.

terminal: OTunNbTPOBLIBAET XypHanbl, OTNPaBfEHHble Ha KOHCOMb M TepMuHan
MOHUTOpUHra (Bkntoyas Telnet n SSH).

UeTblpe HasHayeHuss unbTpauMm MOryT ucnonb3oBaTtbcs nM6o B KOMOMHauuuM Ans
unbTpauMmn XypHarnoB, OTMNpPaBfsieMblX Ha pasfu4yHble HasHayeHusl, NMMbo oTAenbHO Ans
unNbTpaUmMm XypHanoB, OTNpaBnsieMblX Ha oA4HOro nonyyartens. Pexvum dunbTpauum

[ocTynHbl ABa pexmma unbTpauunm:

contains-only: Yka3biBaeT, 4TO BbIBOOATCS TOMbKO XYypHarbl, cogepXalime Knioyesble
CNnoBa, ykasaHHble B npaBunax ¢unbeTpaumm. Bo3amMOXHO, Bac WUHTepecyeT TOMbKO
yKasaHHbI TUM XypHanoB. B aTom cnyyae MOXHO NpUMEHUTbL pexuM contains-only Ha
YCTPOWCTBE AN OTOOpaKeHUA Ha TepMuHane TOSbKO XypHaroB, COOTBETCTBYHOLLNX
npasvnam unbTpaumm, 4YTO MNOMOXET MNPOBEPUTb, MPOUCXOAUT NM  Kakoe-1imbo
cobbiTue.

filter-only: YkasbiBaeT, 4YTO XypHanbl, cogepxalme KrnioveBble CroBa, ykasaHHble B
npasunax unbTpaumm, OoTUNbLTPOBaHbl M He B6yayT BbiBOAUTbLCA. Ecnn mogynb
reHepupyeT CIMLLIKOM MHOTFO XXypHaroB, Ha MHTepdence TepMmnHana MoXeT NoABUTLCS
donya. Ecnv Bam He HyXXeH AaHHbIN TUM XXYPHAaroB, Bbl MOXETe NPUMeHNTb pexum filter-
only ¢ npasunammn gns ux cunetpaumm (Hanpumep, Ang unbTpauum KypHanos,
KOTOpble MOryT Bbi3biBaTbh pnya).

[Ba pexvma cunbTpauun ABMASIOTCA B3aVMOWCKIOYAIOLWMMU, TO €CTb MOXHO HaCTPOUTb
TONbKO OAMH PEXUM (PUNbTPaLUM OAHOBPEMEHHO.

MpaBuna dounbTpayun
[ocTynHbl ABa npasuna unbTpaumm:

exact-match: Ecnu BbibpaHo exact-match, Heobxoammo BbibpaTb Bce Tpu onumu
dunbTpaumn (Modynb, ypoBeHb M MHeMOHuka). Ecnu Tpebyetcs oTdunbTpoBaTth
onpeaeneHHbIn XXypHarn, ncnonb3ynTe npasuno gpunbTpaumm exact-match.

single-match: Ecnu BbiGpaHo cooTBETCTBME MO OAHOMY U3 KpUTEPUEB, HEOOBXOAMMO
BblOpaTb TONbKO OAHY M3 Tpex onuui dpunstTpauun (Moaynb, YpOBEHb U MHEMOHMKA).
Ecnu TtpebyeTcs oTdunbTpoBaTb >XypHanbl OnNpeaeneHHOro MoAyns, YPOBHA WK
MHEMOHWKM UCNonNb3ynTe npasuno unetpaumm single-match.
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Ecnu oanH n TOT xe MoAaynb, YpOBEHb UMM MHEMOHMKA HACTpPOEeHbl KakK B npaBuiiax ognHO4YHOro
COOTBETCTBUA, TaK U B NpaBuiax T04HOro CoOoTBeTCTBUA, Nnpasmnno ognHO4YHOro CoOoTBeTCTBUA
nMmeeT npenMmyuecTBeHHy cuny Hag npaBsuriioMm TO4MHOro COOTBETCTBUA.

8.3.5.2. CBsAi3aHHblIe HACTPOUKU CUCTEMDbI

Hactpownka HasHa4yeHus hbunbTpaumm XypHana

Mo ymonyaHuio nonyvaTenu punbTpaLumn XypHana — Bce, TO eCTb XXypHanbl, OTnpaBnsiemble
Ha BCe HasHaueHwusi, PUNbLTPYOTCS.

3anyctute komaHay logging filter direction { all | buffer | file | server | terminal } B pexvume
rnobanbHOM KoHdUrypaumm, 4toObl HacTpouTb Mofydatenen dunbTpauumn XypHana ans
unbTpaumMm XypHanoB Ha YykKasaHHble HasHadyeHud. Hactponka pexunma dunbTpaumm
XypHarnos

Mo ymonuaHuio pexnm dunbTpauum xxypHana — filter-only.

3anyctute komaHay logging filter type { contains-only | filter-only } B pexxume rno6anbHomn
KOHdpUrypaumm anst HaCTPOMKK pexuma punbTpaunmn XXypHana.

HacTtpo#ka npaBuna pmnbTpaumm XXypHanos
Mo ymMon4yaHuio Ha YCTPOWCTBE HE HACTPOEHO MNpaBuno UNbTpaLMu XypHaroB, TO €CTb
XypHarnbl He 0T(UIbTPOBAHbI.

3anyctute komaHay logging filter rule exact-match module module-name mnemonic
mnemonic-name level level B pexvnme rnobanbHom KoHurypaumm, 4YTobbl HAaCTPOUTbL NPaBKIO
TOYHOroO COOTBETCTBUS.

3anyctute komaHay logging filter rule single-match { level level | mnemonic mnemonic-
name | module module-name } B pexume rnobanbHOM KOHUrypaumm, 4Tobbl HAaCTPOUTb
NpaBuio OANHOYHOIO COBMAAEHMS.

8.3.6. KoHTposnb COCTOAHUA CUCTEMHbIX XypHanoB (syslog)

Mocne BKMOYEHUS MOHUTOPUHIA CUCTEMHBbIX XypHanoB (syslog), cuctema oTcrnexvBaeT
MOMbITKM JOCTyNa Nonb3oBaTenei u co3aaeT COOTBETCTBYHOLLME XKypHanb.

8.3.6.1. MpunHUMN paboTbI

MNocne pernctpaunnm nonbITOK BXOA4a/Bbixoga CUCTEMa 3anucbiBaeT MOMbITKA Aoctyna
nonb3oBarenen. >KypHaJ'| coaepXXKnt M4 nonb3oBaTtenid n agpec NCTOYHUKA.

Mocne BKMHOYEHMS BEAEHMS XXypHana onepauui cuctema 3anucbiBaeT W3MEHEHMSI B
KOH(Urypaumum YCTPOWMCTB, >XypHarn COAEepPXWUT WM Monb3oBaTtensi, agpec MCTOYHMKA WU
onepauutio.

8.3.6.2. CBsAi3aHHble HACTPOUKU CUCTEMDbI

BknroyeHune perncTpaumm nonbITOK BXoA4a UJIN BbiXoAa

Mo ymon4aHuio YCTPOWCTBO HE CO34aeT XKypHarbl Npu AOCTyrNe nonb3oBaTterien K yCTPoUCTBY
UNW BbIXOAE U3 HEro.

3anycTtute komaHnay logging userinfo B pexvme rnobansHon KoHUrypauum, YTobbl BKIHOYUTb
perucTpaumio MonbiTOK Bxoga/Bbixoda. [locne BKAOYEHMS 3TOW  (PYHKLMM  YCTPOWMCTBO
oTobpaxaeT XypHarbl, KOrga nofb3oBaTenM nony4vatT AOCTYn K ycTponcTteam vepes Telnet,
SSH nnn HTTP, 4tobbl agMUHUCTPATOP MOr OTCMEXMBaTb NOAKMIOYEHUSA 3TUX YCTPONCTB.

BknioueHue BegeHUA XypHana onepauum

Mo ymMonYyaHUo YCTPOMCTBO He CO3AaeT XypHarbl NMPU U3MEHEHUN KOH(UIypaLmmn yCTPONCTB
nonb3oBaTensiMu.
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3anyctute komaHay logging userinfo command-log B pexume rnobanbHON KoOHUrypaumm,
yTOObl BKNIOYMTL perucTpauunio onepauuin. llocne BKAOYEHUs 3TOW PyHKUMKM cucTema
oTobpaxkaeT CBSA3aHHblEe >XypHanbl ANA yBeLOMMEeHUs agMuHUCTpatopa 06 M3MEeHEeHUsIX

KOHdburypaumm.

8.4. KoHdwurypauusn

XXypHanos (syslog) B

KoHdurypauus OnucaHue n KomaHaa
HacTtponka hbopmata | (HeobsizatenbHo) Micnonb3yeTcs Ans HacTponku doopmaTta CUCTEMHOIO
CUCTEMHOro XypHana.
XypHana
service timestamps [ message- | Hactpolika dopmata MEeTKU
type [ uptime| datetime [ msec | | BpeMEHN CUCTEMHLIX >KYPHanoB
[year]]] (syslog).
service syshame HobaBnser cucremHoe ums B
CUCTEMHbIN XypHan.
service sequence-numbers [oGaenseT nopsgkoBbld HOMEP B
CUCTEMHbIN >XypHarn.
service standard-syslog BkntoyaeT craHgapTHbIN dhopmart
CMCTEMHOrO XypHana.
service private-syslog Bknioyaetr  dopmat  4yacTHOro
CUCTEMHOrO XypHana.
Otnpaeka (HeobgazatenbHO) [aHHbI METOA WUCNonb3yeTca Ans HaCTPOWKK
CUCTEMHbIX napaMeTpoB OTNPaBKN CUCTEMHbIX XXypHanos (Syslog) B KOHCOMb.

KOHCOI1b

logging on

BkntoyaeT BegeHune XypHana.

logging count

BkntovaeTt CTaTUCTUKY XKypHana.

logging console [ level ]

HactpavBaeT ypoBeHb XXypHarnos,
oTobpakaeMbix B KOHCOMN.
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logging rate-limit { number | all | Hactponka npegena ckopocTu
number | console {number | all | xypHannposaHus.
number } } [ except [ severity ] ]
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KOHTPOJ1b COCTOAHUA

KoHdurypauus OnucaHue n KomaHaa

BbiBog cuctemHbix | (HeobsizatenbHo) [aHHbIN MEeTon WCMnonb3yeTcsa AN  HaCTPOWKK
XypHanoB  (syslog) | napamMeTpoB OTMpaBKU CUCTEMHbIX XXypHanoB (syslog) B TepmuHan
Ha TepMuHas | KOHTPOMS COCTOSIHUS.

terminal monitor

lNosBonsiet TEPMUHaNy KOHTPOIA
COCTOAHUA OTO6pa)KaTb XypHarlbl.

logging monitor [ level ]

HacTtpanBaeT ypoBeHb >XypHasnos,
oTobOpaxaemblx B  TepmuHane
KOHTPOSSi COCTOSIHUSA.

3annucb CUCTEMHbIX
XXypHanoB (syslog) B
oydep namsaTu

(Heobsa3atenbHo) [aHHbI METOA4 WCNONb3yeTcsl ANt HACTPOWKK
napameTpoB 3anMCK CUCTEMHbIX XXypHanoB (syslog) B 6ydep namaTw.

logging buffered [ buffer-size ]
[ level ]

HacTtpavBaeT napameTpbl 3anucu
CUCTEMHBIX XypHamnoB (syslog) B
Oycdep namaTu, BkNo4Yas pasmep
Bydepa n ypoBeHb XypHana.

(HeobsaszatenbHo) [aHHbIn METO4 WCNONb3yeTcsl ANl HACTPOWKM
napaMeTpoB OTNPaBKM CUCTEMHbIX XypHanoB (syslog) B TepmwuHan

KOHTpPOJ14 COCTOAHUA.

Otnpaeka
CUCTEMHBbIX
>KypHanoB _ (sysloq)
Ha cepeep
XYpHanupoBaHus

logging server [ oob ] { ip-
address | ipv6 ipv6-address } [
via mgmt-name ] [ udp-port port
][ vrf vrf-name |

OtnpaenseT XXypHanbl Ha
yKasaHHbIN cepsep
XXypHanupoBaHus.

logging trap [ level ]

HacTpanBaeT ypoBeHb >XypHaros,
oTnpaensemblx Ha cepBep
XYpHanMpoBaHusi.

logging facility facility-type

HaCTpaVIBaeT 3Ha4YeHUA XypHana,
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oTnpasnsemMble Ha cepsep
XYpHanupoBaHus.
logging source [ interface ] | HactpauBaet UHTEepdenc
interface-type interface-number | ncto4Huka XypHaros,
OTnpaBnsemMbIxX Ha cepsep
XypHanupoBaHusi.
logging source { ip ip-address | | HacTpanBaetr agpec WCTOYHUMKA
ipv6 ipv6-address } XypHanoB, OTNpaBnsieMblX  Ha
cepBep XypHanupoBaHus.
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KoHdurypauus

OnucaHue n KomaHga

3annucb CUCTEMHbIX
XXypHanoB (syslog) B
hannbl )XypHanos

(HeobsazatenbHo) [aHHbIn METO4 WCNOoNb3yeTcsl ANl HACTPOWKK
napamMeTpoB 3anncu CUCTEMHbIX XXypHaros (Syslog) B dhann.

logging file { flash:filename |
ushbO:filename | usb1l:filename }
[ max-file-size ] [ level ]

HactpavBaeT napameTpbl 3anucu
CUCTEMHBIX XypHanoB (syslog) B
dann, BKMAYas TUN XpaHunuwia
cannos, wums anna, pasmep
hanna n ypoBeHb XypHana.

logging flash interval seconds

HactpavBaeT wHTepBan 3anucu
XypHanos B dalnbl XKypHana.
3HaveHune no ymonyanuto: 3600.

buffer | file | server | terminal }

logging life-time level level | HactpanBaetr Bpemsi XpaHeHus
days dannoB xypHana.
HacTtpownka (HeobsizatenbHo)  Wcnonb3yeTca  ansg  BKAYEHUS  PyHKUUK
dbuneTpaumn dunbTpaumm cMCTEMHbIX XXypHanos (syslog).
CUCTEMHbIX
KYpHanos (sysloq) | |ggging filter direction { all | | Hactpausaet nonyyaresnb

unbTpaumm XypHana.

logging filter type {
containsonly | filter-only }

HactpanBaeT pexum cunbTpaumm
XXypHanos.

logging filter rule exact-match | HactpauBaet npasumno
module module-name dumnbTpaumm TOYHOrO
mnemonic mnemonic-name COOTBETCTBU.
level level
logging filter rule single-match | HactpauBaet npasuno
{level level | dunbTpaLmm OONHOYHOro
mnemonic mnemonic-name | | COBMAACHNA.
module module-name }
HacTtpownka (HeobsizatenbHo)  Wcnonb3yeTca  ansg  BKYEHUS  PyHKUUK
nepeHanpasneHui nepeHanpasneHus XypHana.
CUCTEMHOro
Kyprala logging rd on BkrioyaeT byHKLMIO

nepeHanpasneHus XXypHarna.
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KoHdurypauus OnucaHue n KomaHaa

HacTtponka (HeobsaszatenbHoO) Wcnonb3yeTcsa A HACTPOMKM  NapamMeTpoB
MOHWTOPWHra PYHKLUUN MOHUTOPUHIA CUCTEMHOIO XXypHana.
CUCTEMHOro

KypHana logging userinfo MossonseT perncTpupoBsarhb
nonbITKM BXoAa/Bbixoaa.

logging userinfo command- | Bkniovaet XypHanvposaHue
log onepaumn.
CUHXpOHM3aLMS (Heobs3aTenbHO) McnonbayeTcsa ans CUHXPOHU3aLnn

NoJs1b30BATENIbCKOro noJsib30BaTes1IbCKOro BBOAAa C BbIBOOOM XYypHana

BBOAA C BbIBOAOM

ikt B Ell el logging synchronous CMHXPOHM3UpyeT
MoNb30BaTENbCKUI BBOZ, c
BLIBOZOM XypHana.

8.4.1. Hactpouka chopmaTta CUCTEMHOrO XypHana

8.4.1.1. Pe3synbTaT KOHUrypaumum

e HacTponka dpopmaTa CUCTEMHBIX XypHanos (syslog).

8.4.1.2. NpumeyaHun

®dopmart xkypHana RFC3164

e Ecnu yctponcTteo He nmeeT YacoB pearnbHoro Bpemenun (RTC), KoTopble NCMOMb3yHTCA
Ans 3anvcy abCcontoTHOro BpeMeHN CUCTEMbI, YCTPOMUCTBO MO YMOMYaHUIO UCNonb3yeT
Bpems 3anycka (Bpemsa 6e3oTkasHoM paboThbl - uptime) B kayecTBe METKM BPEMEHMU
cUCTeMHoOro xypHana. Ecnu yctponctBo mmeetr RTC, no ymonyaHuo yCTPOMCTBO
ncnonb3dyeTt ceoe abconTHoe BpeMs (Oata u Bpems - datetime) B kauyecTBe MeTKM
BPEMEHM CUCTEMHOrO XypHana.

e [lopsgkoBbii HOMeEp XypHana npeacTtasnseT cobon 6-3HavyHoe uenoe Ymncno. Kaxabin
pa3 npu reHepauum XypHana nopsakoBbii HOMep yBenunymBaeTcs Ha oauH. Kaxabin
pas, korga nopsakoBbii HoMep yBennumeaeTcs ¢ 000000 go 1000000 vnn gocturaeT
2732, nopsiakoBbI HOmMep cHoBa HadnHaeTtcs ¢ 000000.

8.4.1.3. dTanbl KOHcUrypauum

Hactpowka popmaTta MeTKM BPEMEHU CUCTEMHbIX XXypHanoB (syslog)
e (JononHutensHo) No ymonyaHuio ucnonb3yeTtcs popmaT MeTkn BpemeHmn datetime.

e Ecnu He ykaszaHO MHOE, BbINOMIHUTE 3Ty HAaCTPOWKY Ha YCTPOMCTBE, YTOObI HACTpPOUTb
dopwmart timestamp.

[No6GaBneHne CUCTEMHOrO MMEHN B CUCTEMHbIN XXypHan
e (OononHuteneHo) 1o yMONYaHMO CUCTEMHbBIN XXYypHar He COAEPXUT UMEHN CUCTEMBI.

e Ecnu He ykasaHO MHOe, BbIMOSTHUTE 3TY HACTPOMKY Ha YCTPOWCTBE, YTOOblI [06aBUTb
NMSA CUCTEMbI B CUCTEMHbIN XXypHan.
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KoHourypauusa cuctem

HOro XypHana (syslog)

[o6aBneHne NopsaAKOBOro Homepa B CUCTEMHbIN XXypHan

[ ]
HOMeEp.

(JononHutenbHo) Mo yMOMYaHMIO CUCTEMHBLIN XXypHarn He COOepPXWUT MOpPSOKOBLIN

Ecnn He ykasaHO MHOe, BbIMOMHWUTE 3Ty HACTPOWKY Ha YCTPOWCTBE, YTOObLI 406aBUTb

I'IOpFI,EI,KOBbII7I HOMep B CUCTEMHBIN XypHar.
BknroyeHune ctaHgapTHoro cpopmarta XypHana

CTaHOapTHbI

(dononHuTensHO) Mcnonb3yeTca hopmMar xXypHarna no yMosyaHuio.
Ecnu He yka3aHO WHOe, BbINOMHUTE 3Ty HACTPOWMKY Ha YCTPOWCTBE, YTOObI BKMOYUTL

N doopmart XypHana. BkriodeHne hopmaTa YaCcTHOro XXypHana

(JononHuTensHo) Mo ymonyaHuio ucnonb3yetcsa popmaT cTaHAapTHOrO XypHana.
Ecnu He yka3aHO MHOe, BbINOMHUTE 3Ty HAacTPOMKY Ha YCTPOMCTBE, YTOObI BKIHOYNTL

dopmaT YacTHOro XxypHana.

8.4.1.4. NpoBepkKa

8.4.1.5. CBA3aHHbI

KOHdurypaumm

Co3zfaiTe CMCTEMHbIN XypHan v npoBepbTe ero oopmar.

€ HaCTPOMKM

Hactpownka oopmaTta MeTKM BPEMEHMU CUCTEMHbIX XXYpHanoB (syslog)

KomaHga service timestamps [ message-type [ uptime | datetime [ msec ] [ year
11]
Onucanve message-type: VYkasbiBaeT Tun XxypHana. CyuwectByeT ABa Tuna
napameTpoB XXYPHaroB: XypHarn n otnagka.
uptime: YkasbiBaeT Bpems 3anycka yCTpOMUCTBa B oopmaTe A4:44:MM:CC,
Hanpumep 07:00:10:41.
datetime: YkasbiBaeT TeKyllee Bpemsi ycTponctea B chopmate MM O
Yy4y:mMM:cc, Hanpumep, Jul 27 16:53:07.
msec: YkasblBaeT, 4TO Tekyllee BpemMs YCTPONCTBA COAEPKUT
MUIIIIUCEKYHADI.
year: YKa3blBaeT, YTO TeKylllee BpeMS yCTPONCTBA COAEPXKMUT roa,.
Pexnm Pexum rnobanbHon KoHdUrypauum
KOHcpurypauum
Mcnonb3oBaHne HoctynHbl aBa dopmata BpEMEHW CUCTEMHOrO XXypHarna, a MMEHHO:
KOHcpurypauuu Bpemsi 6e3oTka3Hon paboTbl (uptime) u gata-Bpemsa (datetime). lMpu

HeobXxoANMOCTN MOXHO BblOpaTb hopmMaT METKU BPEMEHM.

Jdo6aBneHue ¢

MCTEMHOro MMeHU B CUCTEMHbIN XypHan

KomaHga service sysname
Pexxum Pexum rnobansHom KoHUrypauum
KOHcpurypauuu
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Mcnonb3oBaHne
KOHGoUrypaumm

OTa KoMaHaa ucnonb3yeTcs Ans 4o6aBneHns UMEHU CUCTEMbI B XKypHarT,
4TOObI Bbl MOMMM MOEHTUULMPOBATL YCTPOUCTBO, KOTOPOE OTMNpaBnsieT
CUCTEMHbIe XypHarbl Ha cepBep.

[lo6aBneHue n

OpPSAAKOBOro HoMepa B CUCTEMHbIN XypHan

KomaHpa service sequence-numbers

Pexxum Pexnm rmobanbHon KoHdUrypaumm

KOHdoUrypaumm

Mcnonb3oBaHue OTa KomaHga ucnonb3yetca ans gobaBneHus NopsgKkoBOro Homepa B
KOHcpurypauum XypHan. [MopsigkoBbii HOMep HaudnHaetca ¢ 1. [Nocne pobaBneHus

NOPSIAKOBOr0O HOMEPA MOXHO YeTKO Yy3HaTb, MOTEPSIH NN KakoW-nnbo
XXypHan, a Takke nocnefoBaTernibHOCTb CO3[aHNs XKypHaroB.

BknioyeHue cTaHgapTHOro doopmara CUCTEMHOrO XypHana

KomaHga service standard-syslog

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHdouMrypaumm

Mcnonb3oBaHue Mo ymonuyaHuio XypHanbl OToOGpaxalTcs B cregywolwem dopmare
KOHcpurypauum (bopmaT no ymonyaHmio):

*timestamp: %module-level-mnemonic: content

Ecnn BknoyeH ctaHgapTHeIM dhopmaT syslog, XKypHanbl oTobpaxatoTca
B criegytowemM gpopmare:

timestamp %module-level-mnemonic: content

B craHoapTHOM dhopmaTte XypHana Mo cpaBHEHUIO C opMaToMm

XypHana no ymonyaHuio 3Be3goyka (*) OTCyTCTBYeT nepen MeTKOW
BpEeMeHU, a ABoeTouMeE () OTCYTCTBYET B KOHLE METK/ BPEMEHU.
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BknroyeHne yacTtHoro popmara CUCTEMHOIO XXypHana

KomaHga service private-syslog

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHdoUrypaumm

Mcnonb3oBaHue Mo ymonuyaHuio XypHanbl oOTobpaxalTca B cregywolem dopmare
KOHcpurypauuu (bopmaT no ymonyaHuio):

*timestamp: %omodule-level-mnemonic: content

Ecnn BknoyeH yacTHbIM dhopmat syslog, KypHanbl oToGpaxatoTca B
cneaywowem gopmare:

timestamp module-level-mnemonic: content

B yacTtHOM chopmarte XypHana no cpaBHEHWO ¢ (hopMaToOM XXypHana no
yMoOn4aHuo 3Be3govka (*) OTCyTCTBYeT nepen METKOW BpPEMEHMU,

ABoeTo4me (1) OTCYTCTBYET B KOHLE METKN BPEMEHMU, U 3HakK npoueHTa (%)
OTCYTCTBYET B KOHLE UMEHWN MOoAyns.

8.4.1.6. Npumep KoHcurypaumm

Bknro4yeHune chopmarta xxypHana RFC3164

CueHapun Heobxoanmo HacTpoutb hopMaT METKM BpEMEHU cneayoLmnm obpasom:
e Bkntounte popmat RFC3164.
e UWameHute chopmat meTkm BpemeHn Ha datetime n gobaBbTe
MUITIIMCEKYHAY W O K METKE BPEMEHN.
e [loGaBbTe CUCTEMHOE NMSI B CUCTEMHBIN XXypHan.
e [lo6aBbTe NOPSAKOBbLIA HOMEP B CUCTEMHbIN XXYypHan.
OTan.l HacTpoika pbopmaTa CMCTEMHOrO XXypHana.
KOHcpurypauum

QTECH# configure terminal

QTECH(config)# no service log-format rfc5424

QTECH(config)# service timestamps log datetime year msec
QTECH(config)# service timestamps debug datetime year msec
QTECH(config)# service sysname

QTECH(config)# service sequence-numbers

QR
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MpoBepka Mocne HacTpoukn chopmata MeTKM BpemMeHu ybeamtecb, YTO HOBblE
KOHcpurypauum CUCTEMHbIE XypHanbl oTobpaatotcs B popmate RFC3164.

e BoinonHute komangy show logging config ana otobpaxeHus

KOHUrypauum.

e Bongute B pexunm rmobanbHOM KOHGUrypaumm unu BelnguTte 13
Hero, 4ToObl co3gaTh HOBLIM XXypHan, u npoBepbTe dopmart

METK/ BPEMEHU B HOBOM >XypHarne.

QTECH(config)#exit

001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_I:
Configured from console by admin on console
QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 121 message lines logged,0 fail

8.4.2. OTnpaBKa CMCTEMHbIX XXypHanoB (Syslog) B KOHcoOsb

8.4.2.1. Pe3ynbTaT KOHUrypaumum

e OTnpaBbTe CUCTEMHblE >XYpHarnbl B KOHCOSb, YTOObI 0Gneryntb agmMuHucTpaTopy
KOHTPOJb COCTOSIHUSI NPOU3BOAUTENBHOCTM CUCTEMBI.

8.4.2.2. NpumeyaHun

e [Ecnu creHepupoBaHO CRULWIKOM MHOIMO CUCTEMHbIX >XypHarnoB (syslog),
OrPaHUYUTb CKOPOCTb KYPHANMpPOBaHWUs, YTOOblI YMEHbLUUTb KONUYECTBO XXYpPHaroB,
oToOpaXkaeMbIX B KOHCOJN.

8.4.2.3. dTtanbl KOH(Urypaumm

BkrniroyeHne BeaeHus XXypHana
e (JononHutenbHo) o ymonyaHuio yHKUNS XKypHaNMpoBaHUS BKIOYEHa.

MOXHO
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BknroyeHne CTaTUCTUKMN XKypPHANUpPOBaHUSA

(,D,OI'IOJ'IHI/ITGJ'II:HO) Mo yMOn4aHnio, CTaTUCTUKA XKYpHanmMpoBaHUA OTKITHO4YEHAa.

Ecnu He ykaszaHO MHOe, BbIMOMHMUTE 3Ty HACTPOWKY Ha YCTPOWCTBE, YTOObI BKMOYUTH
CTaTUCTUKY XXypPHaNMPOBaHMSI.

HacTpoWka ypoBHSA XXypHanoB, oToOpa)xaeMbiX B KOHCONKU

8.4.2.4.

8.4.2.5.

(JdononHuTenbHo) Mo ymonyaHuio ypoBEHb XXYPHanNoB, OTNPaBnsieMbiX B KOHCOSb, - 3TO
ypOBEHb OTNaaku (YpOoBEHb 7).

Ecnn He ykasaHO WHOE, BLINOMHWUTE 3Ty KOHMUrypauuio Ha YCTPOWCTBE, YTOObI
HACTPOUTb YPOBEHb XXYpPHaroB, oTobpa)xkaeMbli B KOHCONW. HacTponka orpaHnyeHms
CKOPOCTW XypHanmpoBaHus

(JononHuTensHo) Mo ymMOnMYaHUKO oOrpaHUYeHue CKOPOCTU KYpHanvMpoBaHUS He
HaCTPOEHO.

Ecnu He yka3aHoO MHOe, BbINOMHUTE 3Ty HACTPOWKY Ha YCTPOMCTBE, YTODObLI OrpaHMynTb
CKOPOCTb perncrpaummu.

lNMpoBepka KoHcUrypaumum

BbinonHute komaHay show logging config, 4Tobbl 0TOOpa3nTb YPOBEHL XXypHaroB,
oTOOpaXkaeMblX B KOHCOSMW.

CBfi3aHHble HAaCTPOMKHU

BknroyeHue BegeHUA XypHana

KomaHga logging on

Pexum
KOHcpurypauum

Pexxnm rmobanbHon KoHurypauum

Wcnonb3oBaHve | Mo ymonyaHuio BefeHve >XypHamna BkMo4YeHo. OBbIYHO OTKMHYEeHUe
KOHGUrypaumm )XypHana He TpeGyeTcsi. Ecnu creHeprpoBaHO CAIULLKOM MHOFO CUCTEMHbIX

)XypHanoB (syslog), MOXXHO OrpaHUYUTb UX KONIMYECTBO, HACTPOMB YPOBHU
XXypHarnvMpoBaHusi.

BknrovyeHne CTaTUCTUKMN XKyPHANUpPOBaHUS

KomaHga logging count

Pexxum
KOHcpurypauum

Pexxnm rnobanbHon KoHurypauum

Mcnonb3oBaHve | [lo ymMonuyaHuIo, CTaTUCTUKA XypHanupoBaHua OTKModeHa. Ecnn
KOHcpurypauum BKMOYEHaA CTaTUCTMKA >KYpPHanoB, CUCTEMHble >KypHanbl OygyT

KrnaccuduumpoBaHbl 1 noacuntaHbl. Cuctema 3anucbiBaeT KONM4ecTBO
pa3 co3gaHust XXypHara v Bpemsi NocrneaHero cosaaHus xxypHana.

HacTponka ypoBHSA XXypHanoB, OTOOpakaeMbiX B KOHCONK

KomaHpa logging console [ level ]
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Onucanve level: Yka3biBaeT Tvn xxypHana.
napameTpos
Pexxum Pexvm rnobanbHon KoHdUrypaumm
KOHUrypauum
Wcnonb3oBaHne | Mo ymMon4aHuto Ha KOHCONMM oToBpa)kaeTcs ypoBeHb OTNafKu >XypHaroB
KOHUrypauum (ypoBeHb 7). BbinonHute Komangy show logging config B

NPUBUINErMPOBaHHOM peXxnme, 4ToObl O0TOOPa3nTb YPOBEHb >KYPHAaroB,
oToOpaxkaembix B KOHCOSM.

HacTpoiika orpaHu4eHuUsi CKOPOCTU XKypPHaNMpoBaHUs

KomaHga logging rate-limit { number | all number | console {number | all number }
} [ except [ severity ] ]

Onucanue number: YKkasblBaeT  MakcumarnbHoe KONMMYECTBO  >KypHasnos,

napamMmeTpoB obpaboTaHHbIX B cekyHay. AnanasoH 3Ha4veHun ot 1 go 10 000.
all: YkasbiBaeT, 4TO orpaHn4yeHne no CKopocTn obpaboTkM NpUMeHsieTcs
KO BCEM XXypHanam B AuanasoHe oT ypoBHs 0 4O ypOBHS 7.
console: YkasblBaeT KONMYECTBO XypHanNoB, 0TobpaxxaeMblX Ha KOHCOMM
B CEKyHAy.
except severity: OrpaHuyeHe CKOPOCTN HE NMPUMEHSETCA K XXypHanam ¢
YPOBHEM, 3KBUBANEHTHbIM U HWXE, YKa3aHHOro YPOBHSA BaXXHOCTU. [1o
YMOMYaHUIO YPOBEHb BaXXHOCTM — olumbka (ypoBeHb 3), TO €cCTb
OrpaHNYeHne CKOPOCTU HE NPUMEHSAETCS K XXypHarnaMm YpOBHSA 3 U HUXe.

Pexxum Pexxnm rnobanbHon KoHurypauum

KOHcpurypauum

Ncnonb3oBaHue | 1o ymMonyaHuio orpaHnyeHne CKOpoCTu He HaCTPOEHO.

KOHcpurypauum
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8.4.2.6. Npumep KoHcpUrypauumm

OTnpaBKa CUCTEMHBIX XXYpPHanoB (Syslog) B KOHCOJSb

CueHapun

Heo6xoanmo HacTpouTb OYHKUMIO OTOOpaKEeHUs CUCTEMHbIX >XYPHaroB
(syslog) B koHCONM creaytow M obpasom:

e  Bkntounte cTaTUCTMKY XXypHana.

e YCTaHOBUTE YPOBEHb XXYpPHAaNoB, KOTOPblE MOXHO OTOOpa3nTb B
KOHCOMNMW, Ha MHGHOPMAaLMOHHBIN (YPOBEHDL 6).

e HactpoiitTe npeaen ckopocTu xypHanuposaHust Ha 50.

OTansb!
KOHdourypaumm

Hactponte napameTtpbl 0TOGpaXkeHusi CUCTEMHbIX XypHanoB (syslog) B
KOHCONMW.

QTECH# configure terminal

QTECH(config)# logging count
QTECH(config)# logging console informational
QTECH(config)# logging rate-limit console 50

MpoBepka
KOHcpurypauum

BoinonHute komangy show logging config pana otobpaxeHus
KOHUrypauum.

QTECH(config)#show logging config
Syslog logging: enabled
Console logging: level informational, 1303 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 1303 messages logged
File logging: level informational, 118 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Syshame log messages: enable
Count log messages: enable

Trap logging: level informational, 118 message lines logged,0 fail

8.4.3. BbiIBOAg CUCTEeMHbIX XypHanoB (Syslog) Ha TepMuHan KOHTpOnb
COCTOSIHUSA

8.4.3.1. Pe3synbTaT KOHpUrypauum

e  BbIBOA CUCTEMHbIX XYpPHanoB (Syslog) Ha yaaneHHbIi TepMUHaN KOHTPOMS COCTOSIHUS,
4yTOObI 06NErYnTb aAMUHUCTPATOPY MOHUTOPUHI NMPOU3BOANTENBHOCTU CUCTEMBI.
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8.4.3.2. NpumeyvaHusn

e Ecnu creHepvpoBaHO CrMLLIKOM MHOMO CUCTEMHbIX >XypHamnoB (syslog), MoXxHO
OrpaHMYUTb CKOPOCTb KYPHANMPOBAHWS, YTOObI YMEHbLUMTL KOMMYECTBO KYpHaroB,
oToOpaxaemblx B TEpMUHANE KOHTPOMS COCTOSHUS.

e [lo ymonuaHuio TeKkywWwuiA TEPMUHAM KOHTPOMS COCTOSIHUSI He MOXeT oTobpaxaTb
)XypHarnbl nocne yaaneHHoro Aoctyna K ycTponcTBy. Heo6xoaumo BpyyHyto 3anycTuTb
komanay terminal monitor, 4ToGbl paspelwmnTb TeKylleMy TepMuHany KOHTPOns
COCTOSIHUSI OTOBpaxaThb >KypHarbl.

8.4.3.3. Tanbl KOH(pUrypaumum

PaspelunTe TepMMHany KOHTPONs COCTOsIHWUSA oToBpaaTb XKypHansbl

o (OGsasaTtenbHo) Mo ymonyaHWlo TEpMUHANM MOHWUTOPMHIA He MOXET oTobpaxaTtb
XypHansl.

e Ecnu He ykasaHO WHOe, BbIMOMHWTE 3Ty OMNEpauMilo Ha Kaxkaom TepMmuHane
MOHUTOPWHra, NOAKIOYEHHOM K YCTPOWCTBY.

HaCTpOIZTe YPOBEHb XYPHAaroBs, 0To6pa>|<aeMb|x Ha TepMunHane KOHTposna COCToOAHNA

e (OononHuTtenbHo) [Mo ymonuyaHWiO YpPOBEHb >KypHamoB, OToOpaxaemblX Ha
MOHUTOPWHIOBOM TEPMUHAre, SIBNSIETCA YPOBHEM OTNaaku (YpoBeHb 7).

e Ecnu He ykaszaHO MHOe, BbINOMHWUTE 3Ty HACTPOMKY HA YCTPOWCTBE AN HaCTPOMNKM
YPOBHSI >KypHarnoB, oTobpaxaemblx Ha MOHUTOPUHIOBOM TEPMUHANE.

8.4.3.4. NpoBepka KOHdUrypauum

e BuinonHute komaHgy show logging config, 4Tobbl BbIBECTU YpPOBEHb >KYPHAarsoB,
oTobpakaembIX B MOHUTOPUHIOBOM TEPMUHANE.

8.4.3.5. CBAA3aHHbIe HAaCTPOUKU

Pa3peu1vITe TePMUHaNy KOHTPOJNIA COCTOAHUA OTOGpa)KaTb XypHanbl

Komanpa terminal monitor

Pexnm MpuBUNErMpoBaHHbLIN PEXNUM

KOHdpurypauuu

Wcnonb3oBaHue Mo yMOnyaHuio TeKyLWMN TepMuHam KOHTPOMS COCTOSHUSA HEe MOXeT

KOHoUrypauum oTobpaxaTb XypHanbl MOocne yAaneHHoro AoCTyna K YCTPOWCTBY.
Heobxoammo Bpy4yHyto 3anyctuTb komaHgy terminal monitor, 4TOObI
paspeLlnTb TeKylemMy TepMUHany KOHTPOMs COCTOSiHMA oTobpaxaTb
XypHanbl.
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HacTtponTe ypoBeHb XypHanoB, OTOOpaxaeMbliX Ha TepMuUHarie KOHTpons

COCTOAHUA

KomaHpa logging monitor [ level ]

Onuncanwne level: YkasbiBaeT ypoBEHb XypHana.

napameTpoB

Pexnm Pexxnm rmobanbHon KoHdurypaumum

KOHGoUrypaumm

Mcnonb3oBaHue (dononHutenbHo) Mo ymonyaHuio ypoBEHb XXypHanoB, 0ToBpaxaeMbix

KOHoUrypaumnm Ha TepMWHane KOHTPONSA COCTOSHWUA, SIBNSIETCA YPOBHEM OTNadKu

(ypoBeHb 7).

MoxHo 3anyctuTb komaHgy show logging config B npusmunernpoBaHHOM
pexume ONs BbIBOAA YPOBHS XXypHanoB, oToOpaxaeMblX Ha TepMuHane
KOHTPOSIS1 COCTOSIHUS.

8.4.3.6. Npumep KoHcurypaumm

OTnpaBka CMCTEMHBIX XXypHanoB (Syslog) Ha TepMnHan KOHTPOMS COCTOSIHUS

CueHapun Heobxoammo HacTpouTb PyHKLUIO OTOBPaKEHUST CUCTEMHbIX XXYPHaroB
(syslog) Ha TepMuHane KOHTPONsi COCTOSAHUA cneayowmnm obpasom:
e OT106pa3suTb XXypHarbl Ha TepMUHare KOHTPONSA COCTOAHUS.
e YCTaHOBMWTE YPOBEHb XXYypHAIoB, KOTOpble MOryT oTobpaxaTbcs
Ha TepMuHane KOHTPOMSA COCTOSHMS, Ha MHAOPMALMOHHbIN
(ypoBeHb 6).
OTansbl HacTponTe napameTpbl OTOBpaXXeHMs CUCTEMHbIX XXypHarnoB (syslog) Ha
KOHoUrypauum TepMuHarne KOHTPOISi COCTOSHUS.
QTECH# configure terminal
QTECH(config)# logging monitor informational
QTECH(config)# line vty 0 4
QTECH(config-line)# monitor
MpoBepka Boinonuute komangy show logging config ana otobpaxkeHus
KOHoUrypaumnm KOHUrypauum.
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QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1304 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level debugging, 1304 messages logged
File logging: level informational, 119 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level informational, 119 message lines logged,0 fail

8.4.3.7. TuNnn4yHble OLLNOKU

e  YT10Obl OTKMOUMTL 3TY OYHKUMIO, BbINONHUTE kOMaHAdy terminal no monitor, a He
KomaHgy no terminal monitor.

8.4.4. 3anncb cUCTEMHbIX XypHanoB (syslog) B 6ycep namartu

8.4.4.1. Pe3ynbTaT KOHUrypauum

e 3anuvwuTe cucTeMHble XypHanbl B Oydep namatv, 4ToObl agMWHMUCTPaAToOp MOr
npocmaTtpmBaTb NOCMEeAHME CUCTEMHbIE XXypHarnbl, BbIMONMHMB kKOMaHay show logging.

8.4.4.2. NpumeyvaHusn

e Ecnu 6ydep 3anonHeH, ctapble XypHanbl 6yayT nepesanncaHbl HOBbIMU XXypHanamu B
Bydepe namsaTu.

8.4.4.3. dTanbl KOHcUrypauum

3anucb XypHanoB B b0ycep namatu

e (OononHuteneHo) Mo ymonyaHuo cuctema 3anvcbiBaeT AaHHble B Bydep namaTtu, a
YPOBEHb >XYpHarioB MO YMOMYaHUIO — OTNaf0YHbIN (YPOBEHDb 7).

e Ecnu He ykasaHO WHOe, BbLINOMHUTE 3Ty HACTPOWKY Ha YCTPOWCTBE ANS 3anucu
XypHanoB B 6ydep namaTu.

8.4.4.4. NpoBepkKa KOH(pUrypaumum
e BbinonHute komaHaoy show logging config, 4Tobbl BbIBECTUM YPOBEHbL >XYpHAarioB,
3anucaHHbix B Bydep namaTu.

e BbinonHute komaHgy show logging, 4Tobbl BbIBECTU YPOBEHb XYPHANoB, 3anMcaHHbIX
B Oycbep namaTn.
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8.4.4.5. CBsAi3aHHble HAaCTPOUKU

3anucb XypHanoB B bydep namsaTm

KomaHpa logging buffered [ buffer-size ] [ level ]

Onuncanwne buffer-size: YkasbiBaeT pasmep bydepa namaTu.

fnapameTpos level: YkasbiBaeT ypoBeHb XXypHanoB, KOTOpble MOryT 6biTb 3anvcaHbl B
Oydep namaTun.

Pexnm Pexxnm rmobanbHon KoHdurypaumum

KOHUrypauum

Mcnonb3oBaHne Mo ymonuaHuio ypoBeHb XXypHaroB, 3anucbiBaemblx B Bydep namatu,

KOHoUrypauum ABNSAETCHA YPOBHEM OTNaaku (YypoBeHb 7).
3anyctute komaHgy show logging B NpuBUIIETMPOBAHHOM pPEXUME,
4YTOObI 0TOBPA3NTb YPOBEHL XXYPHArOB, 3anMcaHHbIX B Oydep namaTu, u
pa3mep bydepa.

8.4.4.6. NMpumep KoHcpUrypaumm

3anucb CUCTEMHbIX XypHanoB (syslog) B 6ydep namaTtu

CueHapun Heobxoammo HacTponTb OYHKLMIO 3aMMCn CUCTEMHBIX XXypHanos (syslog)
B Bydep namaATu crnegyrowimm obpasom:
e YcTtaHoBuTe pa3smep bydepa xxypHana pasHbiM 128 kb (131072
GanT).
e YCTaHOBUTE YPOBEHb XXYPHanoB, KOTOpble MOryT ObiTb 3anMcaHbl
B Bychbep namaTn, Ha MHPOPMALMOHHBIV (YPOBEHDL 6).
OTansbl HactponTe napameTpbl 3anncu CUCTEMHbIX XypHanoB (syslog) B 6ydep
KOHoUrypauum namAaTu.
QTECH# configure terminal
QTECH(config)# logging buffered 131072 informational
MpoBepka BeinonHute komangy show logging config agna otobpaxeHus
KOHUrypaumnm KOHUrypauum n nocnegHmx CUCTEMHbIX XypHanos (syslog).
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QTECH#show logging
Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable
Trap logging: level informational, 121 message lines logged,0 fail
Log Buffer (Total 131072 Bytes): have written 4200
001301: *Jun 14 2013 19:01:09.488: QTECH %SYS-5-CONFIG_I:
Configured from console by admin on console

001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_I: Configured
from console by admin on console

/PKypHanbl oTobpaxalTca B COOTBETCTBMM C (PaKTUYECKMM BbIBOOOM
koMaHabl show logging.

8.4.5. OTnpaBkKa CUCTEMHbIX XypHanoB (syslogQ) Ha cepBep
XypHanupoBaHus

8.4.5.1. PeaynbTaTt KOHUrypaumm

e OTnpaBbTe CUCTEMHbIE XXYpHarnbl Ha CepBEp XYpHanuMpoBaHWUs, 4YTOObI 0bGNerynMTb
aaMUHUCTPATOPY MOHUTOPWHT XXYPHamoB.

8.4.5.2. MNpumeyvaHusn

e Ecnu yctponctBo wumeer wuHTeppenc MGMT w©n  noagkno4eHO K  cepBepy
XypHanupoBaHus 4depe3 uHtepgenc MGMT, Heobxogumo gobasuTtb napameTp oob
(ykasblBaloLmMi, YTO CUCTEMHbIE XXYPHarbl OTNPABSKTCS HA CepBeEP XypHaNMpoBaHus
yepes nHTepdenc MGMT) npu HacTporke koMmaHabl logging server.

e [lNs oTNpaBKW XXYpHanoB Ha cepBep >XypHanupoBaHus HeobxoamMmo JoB6aBUTbL METKY
BPEMEHM N NOPSIAKOBbLIA HOMEP B XXypHarbl. B npoTMBHOM cryvae xypHanbl He ByayT
OTNpaBIieHbl Ha cepBep KypPHanMpoBaHUS.

8.4.5.3. dTtanbl KOH(Urypauumm

OTnpaBKa XXypHarnoB Ha YKa3aHHbIN cepBep XypHanupoBaHUs

e (O6szaTtenbHo) Mo ymMOMYaHUIO CUCTEMHbIE XXypHarnbl HE OTNPaBNATCA Ha cepBep
XYpHanupoBaHus.
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o Ecnu He YKa3aHO UHOeEe, BbINOJTHUTE 3TY HaCTpOIZKy Ha BCeX yCTpOVICTBaX.
HacTpoiika ypoBHs XXypHanoB, oTnpaBnsieMbiX Ha cepBep XXypHanupoBaHus

e (OononHutenbHo) Mo ymMonyaHWO ypOBEHb XYpPHAmNoB, OTMNpPaBfsieMblX Ha cepBep
XypHanMpoBaHus, ABNSeTcs MHPOPMaLMOHHLIM (YPOBEHDL 6).

e Ecnu He ykaszaHO WHOe, BbIMOMHUTE 3Ty KOHMUIypauumilo Ha YCTPOWCTBE, 4YTOObI
HacCTPOUTb YPOBEHb >KypHASIOB, OTNPaBIISIEMbIX HA CEPBEP XKYPHANMpPOBaHUSI.

HacTpoiika 3HaueHMsi o06LEKTa XXypHanoB, OTNpaBnsieMblX Ha cepBep
XKypHanupoBaHusA

e (dononHutenbHo) Ecnn dopmat xypHana RFC5424 oTtknio4eH, 3HavyeHne obbekTta
XXypHarnoB, OTNpaBnseMbiX Ha CepBep XXypHanMpoBaHWsS, NO YMOMYaHUIO SIBNSETCHA
local7 (23). Ecniv BkntodeH chopmart xxypHana RFC5424, sHavyeHne obbekTa KypHaros,
OTNpaBnsieMbiX Ha CEPBEP XKypPHaANMPOBaHus, No ymonyaHuio aensietcs local0 (16).

e Ecnu He ykasaHO WHOE, BbINOMHUTE 3Ty KOHUrypaumto Ha YCTPOMCTBE, 4TOObI
HaCTPOUTb 3HaYeHNe 0ObEKTa XXYpHAaroB, OTNPaBSEMbIX HA CEPBEP XXYPHANMPOBaHUS.
HacTtponka uHTepcenca MCTOYHMKA XypHaANoB, OTNpaBfiieMblX Ha cepBep
XypHanupoBaHus
e (dononHutenbHo) Mo ymon4yaHuio MHTEPdENC NCTOYHMKA KYPHAroB, OTNpaBnaeMbIX
Ha cepBep XXypHanupoBaHus, SBMSEeTCS MHTEPdENCOM, OTNPABASIOLLMM XYypPHarbl.

e Ecnu He ykaszaHO WHOE, BLINOSIHUTE 3Ty KOHAUrypauum Ha YCTPOWCTBE, 4YTOObI
HaAcCTPOUTb UHTEepdENC UCTOYHMKA KypHarnoB, OTNpaBnseMblX Ha cepBep
XypHanupoBaHus.

HacTtpoiika wucxogHOro agpeca XypHanoB, OTNpaBnsieMbIX Ha cepBep
XypHanupoBaHusA

e (OononHuTtenbHo) Mo ymMonyaHW agpec MCTOYHMKA KYpHanoB, OTNpaBnsieMblX Ha
cepBep XypHanupoBaHus, sBnsetcs |P-agpecom uHTepdelica, OTNpaBnsOLLIErO
XypHanbl.

e Ecnu He ykaszaHO WHOe, BbIMOMHUTE 3Ty KOHMUrypauuilo Ha YCTPOWCTBE, 4YTOObI
HacTpouTb MHTepdENC WCTOYHUKA >KypHaroB, OTMpaBlsieMblX Ha cepBep
)XYpHanmpoBaHus.

8.4.5.4. NMpoBepka KOHhUrypauum

e BruinonHuute komaHgy show logging config ons oTobpaxeHus KoHUrypauun,
OTHOCSILLIMXCA K CEPBEPY KYpPHANMPOBaHUS.

8.4.5.5. CBAA3aHHbIe HACTPOUKU

OTnpaBKa XXypHarioB Ha YKa3aHHbIN cepBep XypHanMpoBaHUs

KomaHga logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via mgmt-
name | [ udp-port port ] [ vrf vrf-name ]

unu logging { ip-address | ipv6 ipv6-address } [ udp-prot port ] [ vrf vrf-

name |
OnwucaHve oob: VYkasbiBaeT, 4TO KypHanbl OTMNPaBNATCA Ha CcepBep
napameTpoB XypHanupoBaHus Yyepes uHtepcenc MGMT.

ip-address: YkasbiBaeT IP-agpec xocTa, KOTOpbIV NonyyaeT XypHaribl.
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ipv6 ipv6-address: YkasbiBaeT IPv6-agpec xocTa, KOTOpPbIA MonyyaeT
XypHansl.

via mgmt-name: YkasbiBaeT uHTepdenc MGMT, wucnonb3yembii
CEPBEPOM XXypHanvpoBaHusi, Korga napameTp 00b BKMOYEH B KOMaHAY.

vrf vrf-name: YkasbiBaeT 00beKT Maplpytusaumm n nepecbinikn VPN
(VRF), nogkntoyeHHbI K cepBepy XKypHanMpoBaHus.

udp-port port: YkasbiBaeT uaeHTupukatop noprta  cepBepa
XypHanupoBaHus (syslog server). UaeHTudgunkatop nopta no ymonyaHuio
- 514,

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHUrypauum

Wcnonb3oBaHune OTa KomaHga wcnonb3yeTca Ans  ykasaHus agpeca  cepsepa
KOHUrypauunm XypHanupoBaHus (syslog server), KOTOpbI NONy4YaeT XypHaribl.

MOXHO YyKkasaTb HECKONbKO CEpPBEPOB >XypHAaNMpOBaHMWS, U >XypHarbl
OyoyT OOHOBpeMEHHO OTNpaBnsATbCS Ha BCe 3TW  CcepBepbl
XXypHanuMpoBaHusi.

NMPUMEYAHUE: MoxHo ykasaTb napameTp Vvia, TOSIbKO eCiv B KOMaHLy
BKMovYeH napametp oob. B atom cnyvyae wucnonb3oBaHue Vif
HEBO3MOXHO.

Ana yctponcte QTECH MOXHO HacTpouTb [0 NATU  CepBepOB
XypHanmpoBaHus.

HaCTPOﬁKa YPOBHSA XYPHaAJNioB, oTnpaBiisieMbIX Ha CcepBep XypHannpoBaHus

KomaHga logging trap [ level ]

Onucanwue level: YkasbiBaeT ypoBeHb XypHana.

napameTpoB

Pexxum Pexxnm rnobanbHon KoHurypauum

KOHdpurypauuu

Wcnonb3oBaHne | 1o ymonuyaHuio YpOBEHb XXypHanoB, OTNPaBfsieMblX Ha cepsep
KOHcpurypauum XKypHanupoBaHus, aBnseTca MHEPOPMAaUUOHHbIM (YpOoBeHb 6). MoxxHo

3anyctuTb KomaHay show logging config B npuBunernpoBaHHOM pexume
ONA  BbIBOAA YPOBHA  >XypHanoB, OTNPasfiseMblX Ha cepsep
XypHanupoBaHus.
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HacTpoiika 3HayeHMsi oOOBLeKTa XypHanoB, OTNpaBffAeMbIX Ha cepBep
XypHanupoBaHusA

KomaHpa logging facility facility-type

Onuncanwne facility-type: YkasbiBaeT 3HaueHne obbekTa ans KypHarios.

napameTpoB

Pexnm Pexxnm rmobanbHon KoHurypauum

KOHGoUrypaumm

Mcnonb3oBaHue Ecnn dopmat xypHana RFC5424 oTknoyeH, 3HadeHne obObekTa

KOHoUrypaumnm XypHarnoB, OTNpaBfsieMbIX Ha CepBepP XypHaNUPOBaHUA, MO YMOMYaHWUIO
aensetcs local7 (23). Ecnm BkmoyeH dopmart xypHana RFC5424,
3HayeHMe obObekTa  KypHanoB, OTNpaBfsieMblX Ha  cepBep
XypHanupoBaHus, no ymon4vaHuio aensietcs local0 (16).

Hactpoika mHTepcperica UCTOYHMKA XKypHANoB, OTNpaBlisieMbIX Ha cepBep
XypHanupoBaHus

KomaHga logging source [ interface ] interface-type interface-number

Onucanue interface-type: YkasblBaeT TMN UHTepdenca.

napamMeTpos interface-number: Yka3blBaeT HoMep WHTepdeiica.

Pexxum Pexum rnobanbHom KoHUrypauum

KOHpurypauuu

Mcnonb3oBaHne (JononHutenbHo) Mo ymonyaHuio WMHTEpPEENC MCTOYHMKA XXypHaros,
KOHGoUrypauum OTNpaBnseMbIX Ha CepBep XXypHanMpoBaHus, ABNAeTCS MHTepderncom,

oTNpaBNALLNM XypHanbl.

MoXHO Wucronb3oBaTb 3Ty KOMaHAy AnS YCTaHOBKM WHTepdeica
MCTOYHMKA BCEX XKYPHAroB Ha MHTepdenc, 4Tobbl agMUHUCTpaToOp Mor
NAEHTUMUMPOBaTL YCTPOMCTBO, KOTOPOE OTMNPaBRsieT >XypHanbl Ha
OCHOBE YHUKaribHOro agpeca.

Hactpoiika apgpeca WCTOYHMKA XKypHanoB, OTNpaBnsieMblX Ha cepBep
XypHanuMpoBaHus

KomaHpa logging source {ip ip-address | ipv6 ipv6-address }
Onucanuve ip ip-address: HactpavBaeT |IPv4-agpec WCTOYHMKA >KYpHanos,
napameTpoB OTNpaBnseMbIX Ha cepBep XypHanupoBaHus IPv4.

ipv6 ipv6-address: HacTtpauBaeT IPv6-agpec WCTOYHMKA >KYypHanos,
OTNpaBnseMbIX Ha cepBep XypHanuposaHus IPv6.

Pexnm Pexum rnobansHon KoHdUrypauum
KOHcpurypauuu
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Mcnonb3oBaHue Mo ymon4yaHmio agpec UCTOYHUKA KYpPHanoB, OTnpaBngeMbIX Ha cepBep
KOHdoUrypaumm XypHanupoBaHus, asnsetcsa IP-agpecom nHtepdenca, oTnpaBnatoLwero

XypHarbl.

Mo>kHO ncnonb3oBaTh 3Ty KOMaHAy Ans ycTaHOBKM IP-agpeca nctovHmka
BCEX XypHanoB Ha IP-agpec nHTepdenca, 4Tobbl agMUHUCTPATOP MOT
naeHTUPUUMpPoOBaTbL YCTPONCTBO, KOTOPOE OTNpaBnseT XypHarnbl Ha
OCHOBE YHUKarbHOro agpeca.

8.4.5.6. Npumep KoHcuUurypaumum
OTnpaBKa CUCTEMHbBIX XYypHanoB (Syslog) Ha cepBep XypHanMpoBaHusi

CueHapwui Heobxoanmo HacTpouTb YHKUMIO OTMPaBKM CUCTEMHBIX XXYpHarioB
(syslog) Ha cepBep xypHanupoBaHus criegyolwmm obpasom:

e 3apante gns IPv4-agpeca cepBepa XypHanupoBaHusa (syslog
server) sHavyeHne 10.1.1.100.

e YCTaHOBMTE YPOBEHb XKypHamnoB, KoTopble MoOryT ObiTb
OTNpaBfeHbl Ha CEpPBEP XYPHaNMpPOBaHWs, HA YPOBEHb OTagKu
(ypoBeHb 7).

e YcTaHoBUTE MHTEPdENC NCTOYHMKA Ha Loopback 0.

OTansb! HacTtponTe napameTpbl Ans OTNPaBKM CUCTEMHBIX XXypHanoB (syslog) Ha
KOHcpurypauum cepBep XypHanMpoBaHUs.

QTECH# configure terminal

QTECH(config)# logging server 10.1.1.100
QTECH(config)# logging trap debugging
QTECH(config)# logging source interface Loopback 0

MpoBepka BoinonHute komangy show logging config ana oTtobpaxeHus
KOHdpurypauuu KOHpurypauuu.

QTECH#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level informational, 122 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime

Sequence-number log messages: enable
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Sysname log messages: enable

Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0 fail
logging to 10.1.1.100

8.4.6. 3anncb cMCTEeMHbIX XXypHanoB (syslog) B ¢pannbl XXypHanos

8.4.6.1. Pe3synbTaT KOHUrypauum

e 3anucbiBaeT CUCTEMHbIE XypHanbl B (hanrbl XXypHanoB C yKa3aHHbIM WHTepBarom,
yToObl agMuMHUCTPaTOp MOr B Noboe BpeMsi MpocMaTpuBaTh KypHanbl UCTOPUM Ha
nokanbHOM YCTPOWCTBeE.

8.4.6.2. NpumeyaHun

e CucteMHble XypHarbl He cpady 3anucbiBaloTcst B ainbl >xypHanoB. OHM cHauvana
6ydepusnpytoTcs B 6ydepe namaTh, a 3aTem 3anucbiBatoTcs B oairnbl )KypHarnos nnbo
nepvoamnyeckn (Mo yMONYaHUIO C MHTEPBANOM B OAMH Yac), NMGo npu 3anofiHeHUm

Oydepa.
8.4.6.3. dTanbl KOHpUrypauum

3anucb XypHanoB B (hannbl XXypHana

o (OGsizaTenbHo) Mo ymMon4aHMIO CUCTEMHbIE XXYypHarbl HE 3anucbiBalTCA B dhansbl
XypHanos.

e Ecnu He ykasaHO MHOe, BLINOMHUTE 3Ty HACTPOWKY Ha BCEX YCTPOMCTBAX.
Hactpoiika uHTepBana, C KOTOPbIM XypHanbl 3anucbiBalOTCA B pannbl
XypHanos

e (OononHuteneHo) Mo yMOMYaHWIO CUCTEMHbIE >XYpHarbl 3anucbiBaloTCA B hannbl
XypHanoB Kaxabl 4yac.

e Ecnu He ykasaHO WHOE, BbINOMHUTE 3Ty KOHUIypaumt Ha YCTPOMCTBE, 4TOObI
HaCTPOUTb WHTEpBarn, C KOTOPbIM >XypHanbl 3anucbiBaloTca B bannbl XXypHanos.
HacTtpoiika BpeMeHn XpaHeHUs dhannoBs XypHarna

e (HononHuTensbHo) Mo ymMoOnMYaHWIO OrpaHUYeHUEe BPEMEHU XPaHEeHWUs XXypHaroB He
HaCTPOEHO.

e Ecnu He ykasaHO WHOe, BbIMNOMHUTE 3Ty HACTPOWKY Ha YCTPOWCTBE ANSA HaCTPOMKU
BpeMeHU XpaHeHus hanros XXypHana.

HemeaneHHas 3anucb XXypHanoB u3 6ycepa B hannbl XXypHanoB

e (JononHuteneHo) Mo ymonyaHuio cUCTEMHbIE XypHanbl XpaHaTcs B Bydepe, a 3atem
NepuoaMYeCK/ 3anncbIBalOTCA B pannbl XXypHanoB unu, koraa 6ydep 3anonHeH.

e [Ecnu He ykaszaHO WHOe, BbINOMHWUTE 3Ty HACTPOWKY AN HeMeOsieHHOW 3anucu
XypHanoB B 6ydepe B hanrnbl XypHanoB. 3Ty KOMaHAy HYXXHO HAaCTPOUTb BCEro OAWH
pas.

8.4.6.4. NpoBepka KOH(pUrypaumum

e BoinonHute komaHgy show logging config gna otobpaxeHus KoHdurypauun,
OTHOCSILLMXCH K CepBeEPY XKypHaNuMpoBaHus.
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8.4.6.5. CBsAi3aHHblIe HACTPOUKU

3anuncb XXypHanoB B (hannbl XXypHanoB

KomaHpa

logging file { flash:filename | usbO:filename | usb1:filename } [ max-file-
size ][ level ]

OnwucaHune
napamMmeTpoB

flash: YkasbiBaeT, 4TO pavnbl XypHana OyaoyT coxpaHeHbl Ha
pacLUMpeHHON naLl-namMsTu.

usbO: YkasbiBaeT, uTo hannbl XypHana 6yayT coxpaHeHbl Ha USB

0. OT1OT MapameTp noggepXuBaeTcs TONbLKO B TOM criyyae, ecnu
ycTponcTeo nmeet oguH nopt USB n USB ¢nsw-HakonuTenb BCTaBneH
B nopt USB.

usbl: YkasbiBaeT, 4To hannbl xXypHana 6yayt coxpaHeHbl Ha USB

1. 3T10T napameTp noggepXuBaeTcs TOMbKO B TOM Cry4vae, ecnu
ycTponcTeo nmeet aea nopta USB n USB ¢naw-HakonuTenu BCTaBneHbl
B nopTbl USB.

filename: YkasbiBaeT nms canna xypHana, KoToOpoe He COAEPXKUT UMEHM
paclmnpeHus ganna. ima pacumpenus ganna scerga sensietcs txt.

max-file-size: YkasblBaeT MakcumarnbHbIi pasmep avna xypHana.
IOnanasoH 3HaveHun ot 128 K6 go 6 M6. 3HaveHrMe no ymonyaHuio —
128 K6.

level: YkasbiBaeT ypoOBEHb XXypHaIoB, KOTOPbIE MOryT ObITb 3anucaHbl B
dann xypHana.

Pexxum
KOHdoUrypaumm

Pexxnm rnobanbHon KoHurypauum

Mcnonb3oBaHue
KOHcpurypauum

OTa KomMaHga wcnonb3yeTcs Ans  cosgaHusa  hanna  KypHana
yKaszaHHbIM UMEHEM U YCTPONCTBOM XpaHeHus harnos. Pasmep danna
YBENUUMBAETCA BMECTE C KONMMYECTBOM 3aMNMCEN XXypHana, HO He MOXET
npeBbillaTb 3aJaHHbI  MakCUMarnbHbIM  pasmep. Ecnu He ykasaH
MakcuMmMarnbHbI pasMmep danna xXypHana, no YMOSyYaHUio OH CocTaBnseT
128 kb.

[Mocne HaCTPONKM 3TOM KOMaHAbl CUCTEMA COXPAHSIET XypHanbl B hannbl
XypHanoB. ma panna XypHana He COOePXUT MMEHU paclUMpeHUs
danna. ima paclumpeHuns ganna Bceraga siensietcs txt n He moxeT GbITb
N3MEHEHO.

lMocne HacTpoWkn 3TOM KOMaHAbl XypHanbl OyayT 3anucbiBaTbCs B
drannbl XXypHanos Kaxabin 4Yac. Npu BeinonHeHun komaHabl logging flie
flash:syslog 6yaeTt cosgaHo B o6wen cnoxHoctn 16 dannos xypHana,
a umeHHo: syslog.txt, syslog_1.txt, syslog_2.txt, ..., syslog_l4.txt n
syslog_15.txt. >XypHarnbl 3anucsiBatoTcs nocnegosaTensHO B 16 dhannos
XypHanoB. Hanpumep, cuctema 3anucbiBaeT AdaHHble B Syslog_1.txt
nocne 3anosniHeHns syslog.txt. Korga syslog_15.txt 3anonHeH, xypHansl
3anucbiBatoTcs B syslog.txt cHoBa.
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Hactpoika wuHTepBana, C KOTOpPbIM XXypHalbl 3anUCbIBalOTCA B pannbl

XXypHanos

KomaHpa logging flash interval seconds

Onuncanwne seconds: HactpanBaeT nHtepBan 3anucu xxypHanos B doannbl XXypHana.

napameTpoB Owana3soH 3HaveHuin oT 1 0o 51840 cekyHn

Pexnm Pexxnm rmobanbHon KoHurypauum

KOHGoUrypaumm

Wcnonb3oBaHue OTa KomMaHga wucnonb3yeTcs Ans HAcTPOMKM WHTepBana 3anucu

KOHdoUrypaumm XypHanoB B annbl xypHanoB. O6paTHbIi OTCYET Ha4YMHAETCs nocre
BbINOSIHEHWSI KOMaHAbI.

HacTtponka BpemMeHU xpaHeHusa pannoB. XypHana

KomaHga logging life-time level level days

Onucanve level: Yka3biBaeT ypoBeHb XypHana.

napamMeTpos days: HactpavBaeT Bpemsi xpaHeHus bainoB >xypHana. EauHuua
namepeHns — geHb. Bpems xpaHeHns He MeHee ceMu OHEN.

Pexnm Pexxm rmobanbHomn KoHdurypauum

KOHdoUrypaumm

Wcnonb3oBaHue Mocne HacTpoOMKM BpeMEeHW XpaHeHUs >XypHara cucTema 3anucbiBaeT

KOHoUrypauum XXypHanbl 0QHOro YPOBHS, KOTOPble CO34aHbl B OAVH AE€Hb, B OOUH U TOT
Xe dann  kypHana. dann  KypHana HasblBaetcsa  yyyy-mm-
dd_filename_level.txt, rge yyyy-mm-dd — 3TO JAeHb CO34aHuA
XXypHana oT nporpamMmMHbIX Yacos, filename — aTo ums danna xypHana,
HacTpoeHHoe koMmaHgon logging file flash, a level — ypoBeHb xypHana.
Mocne ykasaHWA BpeMeHW XpaHeHusi AN XKypHanos onpeaeneHHoro
YPOBHA cCuUCTEMa yOanuT AaHHble >XypHanbl MO WUCTEYEHUMM ITOro
BpeMeHu. B HacTosiwee BpemMs NPOAOIHKUTENbHOCTb XPaHEeHWUs
cocTtaBnseT oT 7 oo 365 gHen.
Ecnu Bpems xpaHeHus XXypHana He HacCTPOEHO, XKypHarnbl XpaHATCH B
COOTBETCTBMU C pa3mepoM anna, 4tobbl obecneyntb COBMECTUMOCTb
CO CTapbIiMX KOMaHAamMun KoHurypauuu.

HemeaneHHas 3anucb XXypHanoB u3 6ydepa B hannbl XXypHanoB

KomaHga logging flash flush

Pexxum Pexum rnobansHom KoHUrypauum

KOHUrypauum

Wcnonb3oBaHue [Mocne HacTporKM 3TOM KOMaHAbl CUCTEMHbIE >KYpPHarbl XPaHATCS B

KOHcpurypauuu Oydepe, a 3aTemM nepmoamnyeckn 3anucbiBaloTCA B (havinbl XXypHaroB
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unn, korga Gydep 3anonHeH. OTy KOMaHZy MOXHO 3anycTutb Ans
HeMeaNeHHON 3anncu XXypHanos B dhanrnbl XXypHanos.

NMPUMEYAHUE: KomaHga logging flash flush aktmBupyetca cpasy
nocne BbINOMHEHUsi. TO €CTb, MOCMEe BbIMNOMHEHUS 3TOW KOMaHAbl
XypHanbl B 6ydepe HemeaneHHO 3anmcbiBaloTCA B dhainbl XXypHanos.

8.4.6.6. Npumep KoHcuUurypaumum

3anncb CUCTEMHbIX XYpPHasnoB (syslog) B pannbl XXypHanos

CueHapun Heo6xoanmo HacTpouTb (OYHKLMIO 3anncu CUCTEMHbIX XXYpHanos (syslog)
B channbl XXypHana cregyoLwmnm obpasom:
e YcTaHoBuTe nMs danna xypHana Ha syslog.

e YCTaHOBUTE YPOBEHb >XYpPHAIoB, OTNPaBISiEMbIX B KOHCOSb, Ha
YPOBEHb OTNaaKn (YPOBEHb 7).

e YCTaHOBWTE WHTEpBas, C KOTOPbIM >XypHanbl YCTpOMCTBA
3anucbiBatoTca B oannbl, paBHbiM 10 muHyTam (600 c).

OTansbl HacTtponte napameTpbl 3anncu CUCTEMHLIX XXypHarnoB (syslog) B dannbl
KOHpurypaumm XXYpHanos.

QTECH# configure terminal
QTECH(config)# logging file flash:syslog debugging
QTECH(config)# logging flash interval 600

MpoBepka BoinonHute komaHgy show logging config pana otobpaxeHus
KOHcpurypauum KOHcpurypauuu.

QTECH(config)#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level debugging, 122 messages logged
File name:syslog.txt, size 128 Kbytes, have written 1 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0 fail
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logging to 10.1.1.100

8.4.7. Hactpouka ounbTpauum CUCTEMHbIX XypHanoB (syslog)

8.4.7.1. PeaynbTaT KOHUrypaumm

o OTunbTpoBbIBAET YKasaHHbIM  TUM  CUCTEMHBLIX >XypHanoB (syslog), ecnu
afMVHUCTPAaTOp He Xo4eT oTobpaxaTb 3TU CUCTEMHbIE XXYpPHarbl.

e [lo ymonuyaHuto XXypHanbl, CO34aHHble BCEMWU MOAYNsAMU, 0TOBpaXatoTCst Ha KOHCOMNM
unu gpyrux TtepmmHanax. MoxHo HacTpouTb npasuna unbTpauun XypHaros Ans
oTOBpaeHMst TONbKO HEOBXOAUMbIX XKYpPHANOB.

8.4.7.2. MNpumeyvaHusn

e [JlocTynHbl ABa pexuma dunstpauuun: contains-only (tonbko cogepxut) u filter-only
(Tonbko oTuNbTpoBaHHbIE). OOHOBPEMEHHO MOXHO HacTPOWUTb TOSMbKO OAWH PEXUM
dunbTpaumn.

° Ecnu oamH n TOT Xe MoAyIb, ypoOBE€Hb UMMM MHEMOHUKA HACTPOEHbl KakK B npaBunax
OOMHOYHOIo COOTBEeTCTBUA, TaK WU B MNpaBuiiaxXx TOYHOIo COOTBETCTBUA, MNpaBWUI1O
OOMHOYHOIro COOTBEeTCTBUA MMeeT npenMmyleCcTBeHHY CUny Han npaBusiOM TOYHOIO
COOTBETCTBUA.

8.4.7.3. dTanbl KOHpUrypaumum

Hactpownka HasHa4yeHus hbunbTpaumm XypHana

e (dononHutenbHo) Mo ymonyaHuilo nonyyatens unbTpauum - BCe, TO €CTb Bce
XypHarnbl OTUNbTPOBbLIBAIOTCS.

e Ecnu He ykazaHo MHOe, BbINOMHUTE 3Ty KOHUrypaLmo Ha YCTPOMCTBE AN HAaCTPOMNKM
Ha3Ha4yeHus dUnNbTpaLuM XXypHanos.

Hactpowka pexunma comnbTpaumum XXypHanos

e (OononHutenbHo) Mo ymonyaHuoo pexum unbTpaumm xypHana — filter-only (Tonsko
OTPUNBbTPOBAHHbLIE).

e Ecnu He ykazaHo MHOe, BbINOMHUTE 3Ty KOHUIypaLmo Ha YCTPOMUCTBE ANsl HACTPOMKM
pexuma unbTpaLmmn XypHanos.

Hactpowka npaBuna omnbTpaumm XXypHanos
o (OGasaTenbHO) No ymonyaHuio Npasuno punbTpaunm He HaCTPOEHO.

e Ecnu He ykasaHo MHOe, BbINOMHUTE 3Ty KOH(UIypaLmio Ha YCTPOMCTBE ANs HAaCTPONKM
npaBuna unbTPaLmMmn XXypHanos.

8.4.7.4. NMpoBepka KOHUrypauum

e  BbinonHute komaHgy show running Ans otobpaxeHus KOHUrypaumm.
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8.4.7.5. CBA3aHHblIe HAaCTPOUKU

HacTpounka HasHavyeHua dounbTpauum XxypHana

KomaHpa logging filter direction { all | buffer | file | server | terminal }

Onuncanwne all: OTdhmnbTpoBLIBAET BCE XXypHarbl.

fnapameTpos buffer: OTtdunbTpoBbLIBAET XypHanbl, oTnpaBnsemble B Oydep
XypHanupoBaHus, TO eCTb XXypHanbl, oTobpaxkaemble KomaHaon show
logging.
file: OToMNbTPOBLIBAET XKYpHanbI, 3anncaHHble B hannbl XXypHanos.
server: OTduNbTPOBbIBAET XypHanbl, OTMNpPaBfieHHble Ha cepBep
XypHanmpoBaHus.
terminal: OTnNbTPOBLIBAET XXypHarbl, OTNPaBfIEHHbIE Ha KOHCOMb U
TepmuHan VTY (Bkntoyas Telnet n SSH).

Pexxum Pexwnm rmobanbHon KoHdUrypaumm

KOHdoUrypaumm

Mcnonb3oBaHue MonyyaTtens dunbTpauun no ymonyauuto: all, To ectb BCe XypHansbl

KOHcpurypauum OTUINBLTPOBbLIBAIOTCS.

BoinonHute komangy default logging filter direction, 4TOOBI
BOCCTaHOBMUTb nonyyatenen omnbTpaumm no yMonyaHuio.

Hactpownka pexunma coumnbTpaumm XypHanos

KomaHga logging filter type { contains-only | filter-only }

Onucanve contains-only: VYkasbiBaeT, 4TO BbIBOAATCA TOMbKO >KypHansl,

napameTpoB coaepaliue KroyeBble CroBa, yKasaHHble B Npasunax unbtpauum.
filter-only: YkasblBaeT, 4YTO XypHarbl, COAepXallne KroyeBble CroBa,
yKa3aHHble B npaBunax unbtpaumm, oTpunbTpoBbLIBAKOTCS, U HE ByayT
BbIBOAUTBLCS.

Pexxum Pexxum rnobanbHon KoHdurypaumum

KOHpurypauuu

Ncnonb3oBaHue HoctynHbl gBa pexuma dunbtpaumm: contains-only u filter-only. o

KOHoUrypaumum YMON4YaHMIO ucnonb3yetcs pexum gpunstpaumm filter-only.
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HacTpowka npaBuna munbTpaumm XXypHanos

KomaHnga

logging filter rule { exact-match module module-name

mnemonic mnemonic-name level level | single-match { level level |
mnemonic mnemonic-name | module module-name } }

OnwucaHue
napamMmeTpoB

exact-match: Ecnu BbibpaHo exact-match, Heob6xoamMmo BbiGpaTh Bce
TpY onummn ounbTpaLum.

single-match: Ecnn BbibpaHo single-match, MOXHO ykasaTb TONbKO
OLMH 13 TPEX BapuaHTOB hunbTpauumn.

module module-name: YkasbiBaeT uma mogynd. XKypHanbl 3TOro
moayns 6yayT oTUnbTPOBaHbI.

mnemonic mnemonic-name: O603Ha4YaeT MHEMOHUKY. YKypHarbl C 3ToN
MHEMOHWMKOW OyayT OTOUIbTPOBAHbI.

level level: Yka3sbiBaeT ypoBeHb XXypHana. XKypHanbl 3Toro ypoBHs dyayT
OTUNbTPOBAHbI.

Pexum
KOHcpurypauum

Pexxunm rmobanbHon KoHurypauum

Mcnonb3oBaHue
KOHdoUrypaumm

MpaBunna dunbTpaunm XypHanoB BkNo4vaT exact-match (TodHoe
cooTBeTCTBME) U single-match (cooTBETCTBYET OAMH N3 BAPMAHTOB).

KomaHga no logging filter rule exact-match [ module module-name
mnemonic mnemonic-name level level | ucnonb3dyetcsa ana yganeHus
npasun uUnbTpauMm TOYHOrO COOTBETCTBUA. Bbl MoXeTe yaanaTb Bce
npaBuna punbTpauum TO4HOro COOTBETCTBUSA Cpa3y UMM NO O4HOMY.

KomaHnga no logging filter rule single-match [ level level | mnemonic
mnemonic-name | module module-name ] ncnonb3yeTcs Ansa yaaneHus
npaBun ¢ ogHUM cooTBeTcTBMEM. Bbl MoXeTe ygansaTb Bce npasuna
dunbTpaLMmn ¢ 0O4HMM COOTBETCTBMEM CPa3y MUIM MO OOQHOMY.

8.4.7.6. Mpumep KoHcurypaumm

HacTtponka punbTpaumm cMcTeMHbIX XXypHanoB (syslog)

CueHapun

Heobxoanmo HacTpouUTb OYHKLMIO PUNbTpaLum CUCTEMHbIX XXypHaroB
(syslog) cneaytowmm obpasom:

3apanTe nonyyvatens unbTpaLmm XXypHanoB Kak terminal n server.
3apanite pexum punbTpaunn xypHana Ha filter-only.

YctaHoBuTE npasBuno unbTpaumm XypHana Ha (single-match) ogHo
cooTBeTCTBME, 4TOObI OTUNBLTPOBATL >KypHarmbl, cogepXalme UMs
moaynsa "SYS".

OT1anbl
KOHoUrypaumnm

HactponTe pyHKUMIO unbTpaumm CUCTEMHbIX XXypHanoB (syslog).
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QTECH# configure terminal

QTECH(config)# logging filter direction server
QTECH(config)# logging filter direction terminal
QTECH(config)# logging filter type filter-only
QTECH(config)# logging filter rule single-match module SYS

MpoBepka e BowinonHute komangy show running-config | include loggging
KOHoUrypauum AN oTobGpaXKeHnst KoHdUrypaumu.

e Bongute n BbinguTe M3 pexmma rnobanbHoOW KOHUrypauum u
ybeauTecs, 4yTO cuctema oTobpaxaet XypHanbl
COOTBETCTBYHOLLMM 0Opa3om.

QTECH#configure

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#exit

QTECH#

QTECH#show running-config | include logging

logging filter direction server

logging filter direction terminal

logging filter rule single-match module SYS

8.4.8. HacTpouka nepeHanpaBfieHUN CUCTEMHOIO XXypHana

8.4.8.1. PeaynbTaT KOHhUrypaumm

B VSU xypHanbl Ha AOMNOMAHUTENBHOM UMM Pe3epBHOM YCTPOMCTBE OTODpaxatoTcs B
TepMuHarne KOHCOMM 1 NepeHanpaBnaioTCa Ha akTMBHOE YCTPOMCTBO AN 0TOBpaxeHus
Ha koHconu unun tepmuHane VTY, a Takke xpaHeHun B Bydepe namaTin, pacluMpeHHOM
GnaWw-NnamMsaTh UM Ha cepBepe CUCTEMHOIO XXypHaNMpPOBaHMS!.

Ha otgenbHom VSU nocrne BKMOYEHUS (PYHKUMM NepeHanpasreHus, XypHanbl Ha
AOMOSTHUTENBHOM UNW pe3epBHOM YCTPoOMUCTBE ByayT nepeHanpasneHbl Ha akTUBHOE
YCTPOWCTBO, @ B Kaxabll XypHan Oyaet gobasneH ¢nar ponu (*ID ycTtpowncTea),
yKasblBalOWUN Ha TO, YTO XypHan nepeHanpasneH. [1peanonoxumm, 4To 4eTbipe
ycTponctea o6pasyloT OAHO YCTPOWCTBO BupTyanbHOW kommyTtaumm  (VSU).
MaoeHTudukatop aktmBHoro yctponctBa — 1, maeHTUdUKaTop LONOMHUTENBHOIO
YyCTpOUCTBa — 2, a UAEHTUMKATOPLI ABYX pe3epBHbIX yCTponcTB — 3 n 4. dnar ponu
He pgobaBnseTcs B XypHarbl, CO34aHHble aKTMBHbIM yCTpoucTBOM. dnar ponu (*2)
pobaenseTca B XypHarbl, nepeHanpasneHHble C OOMNOMHUTENbHOrO YCTPOMCTBA Ha
aktmBHoe ycTtponcteo. ®naru ponen (*3) n (*4) pobaBnAlTCA COOTBETCTBEHHO K
XypHanam, nepeHanpaBfieHHbIM C ABYX Pe3epBHbIX YCTPOWCTB Ha aKTUBHOE
YCTPOMCTBO.

Ha yctponctee VSU ¢ moaynamu paclwimpeHus nocre BKAYEHUs  (pyHKUMK
nepeHanpasneHns, XXypHanbl Ha ONOMHUTENbHOM U pe3epBHOM YCTPOWUCTBE OyayT
nepeHanpasneHbl Ha akTUBHbLIN MOAYNb YNpaBneHus, a B KaxAabl XypHan 6yaet
pobaeneH gnar ponu (*ID ycTponcTea/uma Mogyns ynpasneHus ), ykasbiBaloLnii Ha TO,
4YTO XypHan nepeHanpaeneH. Ecnu yeTbipe moaynsa ynpasneHus obpasyloT OAHO
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YCTPOMCTBO BMpTyanbHon kommyTauumn (VSU), dnarm ponm nepeyvncrieHbl HUXe:
(*1/M1), (*1/M2), (*2/IM1) n (*2/M2).

8.4.8.2. NpumeyaHun

o  DyHKUMS NepeHanpaBreHNs1 CUCTEMHbIX XXypHanoB (syslog) aencrteyeT Tonbko Ha VSU.

e  MOXHO OrpaHu4MTbL CKOPOCTb NepeHanpaBreHns XypHanoB Ha akTMBHOE YCTPOWCTBO,
4yToObl NPEaOTBPATUTL CO3a4aHNEe 6ONbLIOro KONMYECTBA XXYPHAIOB Ha Pe3epBHOM U
pe3epBHOM YCTPONCTBE.

8.4.8.3. dTanbl KOHpUrypauum

BknroyeHne nepeHanpaBneHus XXypHana
e (OononHuteneHo) o ymonyaHuio nepeHarnpasneHue xypHana sknoyveHo Ha VSU.

e Ecnu He ykasaHO NHOe, BbINOMHUTE 3TY HACTPOWNKY Ha akTuBHOM ycTpounctee VSU mnnu
aKTMBHOM MoZayre ynpaBneHus.

YcTtaHOBKa orpaHM4eHUi Ha KONIM4eCTBO COOOLLEeHUIN XXypHana

e (OononHuteneHo) Mo ymonyaHuio n3 pe3epBHOro yCTPOMCTBA B aKTUBHOE YCTPONCTBO
VSU B cekyHay nepeHanpasnsetca makcumym 200 >KypHaros.

e Ecnu He ykasaHO NHOe, BbINOMHUTE 3TY HACTPOWNKY Ha akTuBHOM ycTpounctee VSU mnnu
aKTMBHOM MoZayre ynpaBneHus.

8.4.8.4. NpoBepka KOH(pUrypaumum

e BbinonHute komaHgy show running ansa otobpaxeHns KOHUrypauum.

8.4.8.5. CBsAi3aHHble HACTPOUKU

BknioyeHue nepeHanpaBreHUs XypHana

KomaHga logging rd on
Pexxum Pexxnm rnobanbHon KoHurypauum
KOHcpurypauum

Ncnonb3oBaHue | 1o ymonyaHuio nepeHanpasreHue xXypHana BkrtoyeHo Ha VSU.
KOHcpurypauum

YcTtaHOBKa orpaHM4eHUin Ha KOJIM4eCTBO COOOLEeHUN XXypHana

KomaHga logging rd rate-limit number [ except level ]
OnucaHne rate-limit number: YkasbiBaeT MakcumaribHOe KOMMYeCTBO >KYpPHarnos,
napameTpoB nepeHanpasneHHbIX B cekyHay. [AnanasoH 3HayeHuin ot 1 go 10000.

except level: OrpaHuyeHne CKOPOCTU He MPUMEHSAETCH K >XypHarnam c
YPOBHEM, 3KBMBANEHTHbIM UIN HWXE, YKa3aHHOro YpPOBHSA BaXHOCTW. o
YMOJIYaHMUKO YPOBEHb BaXHOCTM — owwnbka (ypoBeHb 3), TO €CTb
OrpaHn4eHne CKOPOCTU HE MPUMEHSIETCSA K XXypHanam ypoBHS 3 UM HUXKE.

Pexxum Pexum rnobanbHom KoHdUrypauum
KOHUrypauum
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Mcnonb3oBaHne | o ymonyaHuio n3 pe3epBHOro yCTPOMUCTBA B akTUBHOE ycTponcTteo VSU B
KOHcpurypauum CcekyHay nepeHanpaensetrcs makcumym 200 xypHanos.

8.4.8.6.

Mpumep koHUrypauum

HacTtponka nepeHanpaBfieHU CUCTEMHOIO XXypHana

CueHapun Heobxogmmo HacTpouTb (PYHKUMIO MepeHanpaBfeHnsl CUCTEMHbIX

XypHanos(syslog) Ha VSU cnegytowmm o6pasom:
1. BkntounTte oyHKLUMIO NepeHanpaBnieHuns XXypHanos.

2. YcTaHOBUTE MaKCuUMaribHOe KONMMYEeCTBO XKypHanoB C YPOBHEM Bbllle
KpuTu4eckoro (ypoBeHb 2), KOTOpPbIi MOXeT ObiTb nepeHanpasBneH B
cekyHay Ha 100.

OTansbl HacTponte pyHKUNIO NnepeHanpaBrieHnsa CUCTEMHBIX XXypHaroB (syslog).
KOHdouMrypaumm

QTECH# configure terminal

QTECH(config)# logging rd on

QTECH(config)# logging rd rate-limit 100 except critical
MpoBepka e Buinonnute komangy show running-config | include loggging
KOHoUrypauum Ans oTobpaxeHns KoHdurypawumu.

e CospganTe XypHan Ha pe3epBHOM YCTPOWCTBE U yOeanTechb, YTo
XKypHan nepeHanpaenseTca Ha akTMBHOE YCTPOMCTBO W
oTobOpakaeTcs Ha ero aKpaHe.

QTECH#show running-config | include logging logging rd rate-limit 100
except critical

8.4.9. HacTponka MOHUTOpPUHIra CUCTEMHOIO XXypHana

8.4.9.1.

8.4.9.2.

Pe3ynbTaTt KOH(pUrypaumm

3anvwuTte nonbITkM Bxoda/Bbixoda. [locne BKMOYEHUS perncTpaumu  MOMbITOK
BXO4a/Bblxo4a COOTBETCTBYHOLUME XypHanbl OTOOpaxaltTcsa Ha YCTPOWCTBe, Koraa
nonb3oBaTenu Nony4yarT A0CTyn K ycTponcTBy vepesd Telnet unu SSH. 3t1o nomoraet
agMUHUCTpaTOpPy OTCreXunBaTb NOAKNIOYEHNS YCTPOWCTB.

3anvwmnte nsmMeHeHnsa KoHUrypaunn ycTponcTs. lNocne BKIIYeHUs BeAeHWs XypHana
onepauui COOTBETCTBYHOLLME XypHanbl OTOBpaxatoTCa Ha YCTPONCTBE NPU U3MEHEHUN
KOHUrypaumm YCTpoWCTBa Monb3oBaTenamu. 3TO MomMoraeT afMuHUCTpaTopy
OoTCnexuBaTb N3MEHEHNA KOHUrypaumin yCcTponcTB.

MpumeyvaHuna

Ecnu Ha ycTponcTBe HacTpoeHbl M koMaHaa logging userinfo, n komaHga logging
userinfo command-log, ToO npu BbINOMHEHUN KomaHabl Show running-config
oTobpaxaeTcs TOMbKO pes3ynbTaT KoHdurypaumm komaHabl logging userinfo
command-log.
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8.4.9.3. Tanbl KOH(Urypauum

BknroyeHne permcrpaumm nonbITOK BXxoaa/Bbixoaa
e (OononHuTenbHo) Mo yMonuyaHuio pernctpaumns nonbiTok Bxoaa/Bbixoaa OTKIOYEHa.

e Ecnn He ykasaHO MHOE, BbLINOSIHATE 3TY HACTPOWMKY Ha KaXOoW fNMHMKM YCTPOWCTBA,
4YTOObI BKMOYNTDL pPErmcTpaumio NonbITOK BXoaa/Bbixoaa.

BknroyeHne BeaeHUs XXypHana onepauum
o (dononHutenbHo) Mo ymonyaHuio BegeHUe XXypHana onepauunin oTKNIYEHO.

e Ecnn He ykasaHO MHOE, BbINOSIHATE 3TY HACTPOWMKY Ha KaXdoW fNMHMM YCTPOWCTBA,
4YTOObI BKMIOYNTL pPErMcCTpaLmio onepauui.

8.4.9.4. NpoBepka KOHdUrypauum

e  BuinonHute komaHay show running ans otobpaxeHust KOHPUrypawumm.

8.4.9.5. CBA3aHHbIe HACTPOUKU

BknroyeHne perncrpaumm nonbITOK BXoAaa/Bbixoaa

KomaHga logging userinfo

Pexnm Pexxum rmobanbHon KoHurypauum

KOHdouMrypaumm

Mcnonb3oBaHne | o ymonyaHuio YCTPONCTBO HE CO3OaeT COOTBETCTBYIOLLMNE XYpHanbl Npu
KOHUrypauum BXOAE M BbIX0O4e U3 ero onepaumoHHON CUCTEMBbI.

BknioyeHue BegeHUA XypHana onepauumn

KomaHga logging userinfo command-log

Pexxum Pexxnm rnobanbHon KoHurypauum

KOHcpurypauum

Wcnonb3oBaHne | Cuctema  co3gaeT  CBA3a@HHble  XKypHanbl  MpU  BbINOSIHEHWMU

KOHcpurypauum nonb3oBaTensMn KOMaHa KoHurypaumm. Mo ymonyaHmio yCTpONCTBO He
cos3faeT  KypHanbl  MpU  U3MEHEHUU  KOHurypauum  yCTPOUCTB
nonb3oBaTensamu.

8.4.9.6. NMNpumep KoHcpUrypaumm

HacTpoiika MOHUTOPUHIa CUCTEMHOTIO XXypHana

CueHapui Heobxoanmo HacTpouTb OYHKUMIO MOHUTOPWUHra CUCTEMHOIO >XypHana
cnegyowmm obpasom:
BknounTte pernctpaumio NonbIToK BXxoga/Bbixoaa.
BkntounTe XypHanupoBaHue onepauui.
OTansl HactponTe PyHKLMIO MOHUTOPMHIa CUCTEMHbIX XXYpHarnos (syslog).
KOHcpurypauuu
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QTECH# configure terminal
QTECH(config)# logging userinfo
QTECH(config)# logging userinfo command-log

MpoBepka e BbinonHute komaHay show running-config | include loggging
KOHcpurypauuu 05151 OTOOpaXXeHMs1 KOHAUTypaLmK.

e BbinonHute komMaHgy B pexume rnobanbHou KoHdurypaumm u
ybeautecnh, YTO cucTema cosgaeT XXypHar.

QTECH#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface gigabitEthernet 0/0

*Jun 16 15:03:43: %CLI-5- _CMD: Configured from console by admin
command: interface GigabitEthernet 0/0

QTECH#show running-config | include logging

logging userinfo command-log

8.4.10. CUHXpOHM3aLUMA NONb30BaTeNbCKOro BBoAa C BLIBOAOM XypHana

8.4.10.1. PeaynbTaTt KOHUrypauu

e [lo ymonyaHuio, NoOnb30oBaTENbCKUN BBOL CUMHXPOHMU3MPOBAH C BbIBOAOM XXypHana.
lNocne BKOYEHUA 3TOM OYHKLUUM BBOL COAEPXKMMOro BO BPEMSI BbiBOAA XXypHana
npogorkaetcs Mocne 3aBeplleHus BbiBOAa KypHana, 4to obecneynBaet
HenpepbIBHOCTb U LLENOCTHOCTb BXOAHbIX AAHHbIX.

8.4.10.2. MpumeyaHusn

e [laHHaa komaHOa BbIMOMHSETCS B PEXUME KOHUrypauum TepMUHanbHOro AocTyna.
Heobxoaumo HacTpouTb 3Ty KOMaHAY AN KaX4on NMHUK no TpeboBaHuto.

8.4.10.3. dtanbl KOH(Urypaumum

CuHXpOHM3aUuMa Nonb3oBaTeNibCKOro BBoAa C BbIBOAOM XypHana
e (OononHutenbHo) o ymonyaHumio yHKUUA CUHXPOHMU3aLIMN OTKIOYEeHa.

° Ecnu He YKa3aHO MHOeE, BbIMOJTHUTE 3TY HaCTDOI‘;IKy Ha KaXXOon NMUHUK coeanHeHns ans
CUHXPOHM3aLUnn1 Nonb3oBaTENIbCKOro BBoAa C BbiIBOAOM XXypHana.

8.4.10.4. NpoBepka KOHUrypaumm

e BbinonHute komaHgy show running ans otobpaxeHus KoHUrypaumm.

8.4.10.5. CBA3aHHbIe HACTPONKMN
CUHXpOHM3aUUsA NONb30BaTeNIbCKOro BBOAA C BbIBOAOM XypHana

KomaHpa logging synchronous
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Pexxum Pexxum koHdurypaumm coegmHeHus

KOHdoUrypaumm

Mcnonb3oBaHne | OTa KOMaHOa WUCMONb3yeTcd ANA CUHXPOHM3aUMKM MOMb30BaTeSbCKOro
KOHcpurypauuu BBOAA C BbIXOAHbIMM AaHHbIMW >XypHana, 4Tobbl npegoTBpaTUTL

npepbiBaHMe BBOAA OaHHbIX NOfib3oBaTefieM.

8.4.10.6. NMpumep KoHUrypauum

CMHXpOHVI3aL|,VISI noJyib30oBaTeJyiIbCKOro BBoAaa € BbLIBOAOM XypHana

CueHapun HeobxoaMmMo  CMHXpPOHM3WpOBaTb  MOMb30BaTeNlbCkMe  OaHHble  C
BbIXOAHLIMM LaHHbIMW XXypHana cnegyowmum obpasom:
1. Bknounte pyHKLUMIO CUHXPOHM3AUUMN.
OTansb! HacTponTe yHKUNIO CUHXPOHU3aUUU.
KOHcpurypauum
QTECH# configure terminal
QTECH(config)# line console 0
QTECH(config-line)# logging synchronous
MpoBepka BbinonHute komaHgy show running-config | begin line gns otobpaxeHus
KOHdourypaumm KOHdourypaumn.

QTECH#show running-config | begin line
line con 0

logging synchronous

login local

Kak nokasaHo B cnegylowmnx BbIXOAHbIX AaHHbIX, KOrda nonb3oBaTenb
BBoauT "vlan" coctosiHne wmHtepdbenica 0/1 nameHsieTcsi, U BbIBOAUTCS
COOTBETCTBYIOLLMI XXypHan. [locne 3aBepLueHns BbIBOAA XXypHana Moaynb
XypHana asTomaTuyeckum oTobpakaeT BBOAMMbIE MNONb30OBaTeENeM
AaHHble "vlan", 4Tobbl Nonb3oBaTeNb MOT NPOAOIKUTL BBOA,.

QTECH(config)#vlan

*Aug 20 10:05:19: %LINK-5-CHANGED: Interface GigabitEthernet 0/1,
changed state to up

*Aug 20 10:05:19: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet 0/1, changed state to up

QTECH(config)#vlan
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8.5. KoHTponb cocTosiHuA

OuuncTka

NMPUMEYAHUE: BoinonHeHne komaHpg clear MOXeT NpMBECTU K MOTEPE BaxXHOW nMHdopMaumnn
N, cnegoBaTenbHO, NpepbiBaHNo paboTbl Cryx6.

Onucanune KomaHpa

Ouunwaet xypHan B 6ydepe | clear logging
namsaTu.

OTob6paxeHue

OnucaHune KomaHpa

OtobpaxaeT cTaTUCTUKY XKypHana u XypHanbel B | show logging
Oycepe namMaTn Ha OCHOBE METKN BPEMEHU OT
nepBoK Ao NocneaHewn.

OtobpaxaeT KoHdurypaumm wn cratuctuky | show logging config
CUCTEMHLIX XXypHarnoB (syslog).

OtobGpaxaeT cTaTUCTUKY XypHana kaxgoro | show logging count
MOA4ynNs B CUCTEME.
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9. HACTPOUKA KOHTPOJIA COCTOAHUA

9.1. O630p

KOHTPOSIb COCTOSIHUA — 3TO WHTENNEeKTyasibHoe annapaTHoe YynpaBreHne Ons ceTeBbIX
yctponcte QTECH, Bknwoyaa perynvpoBKy CKOPOCTU BeHTUNATopa U MOHUTOPWHI

TemMmnepartypbl. KOHTpOJ'Ib COCTOAHUA BbINOMNHAET cneayrwme sagayn:

e ABTOMaTMYECKasl PerynmpoBKka 4acToTbl BpalleHWUsl BEHTUNSITOpa B 3aBUCUMOCTM OT
M3MEHeHNs TeMrnepaTypbl OKpy>KatoLLen cpeapl

o  MoOHUTOPUHI TemnepaTypbl NnaT B pexume peanbHOro BpeMeHu Arfs OnoBeLLEeHUs
nonb3oBaTenemn

Mo ymonyaHuio pyHKumMs KOHTPOb COCTOAHNA akTUBUPYETCS NOCcne BKNHYEHUsST YCTPOUCTBA.
[na atoro He TpebyeTcsa pyyHasa HacTpouka.

9.2. PyHKUUMU
9.2.1. PyHKUUMN

BEHTUITATOPOB

PyHKUMNA OnucaHune

MHTeHJ‘IeKTvaJ'IbHaFl CKOpOCTb BpalleHnA BEHTUNATOPOB perynmpyetcda aBtToMmaTtn4ecku no
perynvmpoBka MEpe N3MEHEHUS TemnepaTypbl B COOTBETCTBMM C MOTPEOHOCTSMU
CKOpoCTH CUCTEMbI B paccenBaHnn Tenna.

NHTennekTyanbHbIn

MOHUTOPWUHI
Temneparypbl

Cuctema aBTOMAaTMYECKM KOHTpoOnupyet
TemnepaTtypa MpeBblaeT  OnpeaeneHHbIN
aBTOMAaTUYECKN reHepupyeT curHan TpeBoru.

Temnepatypy. Ecnu
nopor, cuctema

KoHTponb nuTanus

Cuctema aBTOMaTUYECKU KOHTpONMpyeT nutaHue. Ecnn mowHocTb
HegocTaToyHa WM HE  MOXeT ObiTb onpegeneHa, cuctema
aBTOMaATUYECKN CreHepupyeT CUrHan TpeBoru.

9.2.2. I/IHTenneKTyaana;l perynimpoBKa CKOpPpOCTU BEHTUNATOPOB

Mo Mepe MOBLILEHUS UMM MOHMXKEHUS TemrepaTypbl OKpyXalolweih cpeabl BEHTUNSATOPbI
aBTOMaTU4YeCKN MOAHMMAIOT UMM YMEHbLUAKT CKOPOCTb BpalleHusi, YTobbl paccesiTb Tenmo u
o06ecneynTb HU3KMIN YPOBEHD LUYMa.

MpuHUMN paboTbl

lNMpoBepka KoHcpUrypaumm
e 3anyctute komaHgy show fan pana otobGpaxeHna pabodero COCTOSHUSA BCEX

BEHTUNATOPOB.

e BbinonHute komangy show fan speed ansa otobpakeHnsa CKOPOCTU BpaLLEHUS.

9.2.3. UHTennekTyanbHbIM MOHUTOPUHI TeMnepaTypbl

Cuctema aBToMaTUYECKM KOHTPONMpYeT TemnepaTtypy. [Mpn usmeHeHnn TeMnepaTypbl cuctema
aBTOMaTUYECKU YBEOOMMSIET NOMb30BaTENEN.
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9.2.3.1. MpurHUMN paboTbI

e Cucrtema 3amepsieT TemnepaTypy OAVH pa3 B MUHYTY. Ecnn TemnepaTypa npesbiiaeT
onpedeneHHbln  MOpPOr, CcUcTemMa BLINOMHAET  COOTBETCTBYHOLLEEe  OenCTBUE.
TemMnepaTypa 1 AeNCTBME pasHble Ha PasfUYHbIX YCTPOUCTBAX.

9.2.3.2. NpoBepka KOHhUrypauum

BbinonHute KOMaHOy show temperature gnga 0T06pa)KeHI/IFI TemMnepartypbl CUCTEMbI.

9.2.4. KoHTponb nuTaHuA

CucTemMa aBTOMaTUYECKM KOHTPONUPYET NuTaHue. Ecnv MoLHOCTb NUTaHUSt HeaoCTaToOuYHa UK
He MoXeT ObITb onpeaerneHa, cMcTeMa aBTOMaTUYECKN CreHepupyeT CurHan TpeBoru.

9.2.4.1. MpuHUMN paboThbI

Cuctema 3amepsieT MOLLHOCTb OAMH pa3 B MUHYTY. Ecnu cuctema o6GHapyxuBaeT
HeOQOCTaTOYHYD MOLLUHOCTb, WHAMKATOP TPEBOMM CTAHOBUTCS KENTbIM, W MOSBRSETCS
coobLleHne CcUCTEMHOro ypHana. [locne ycTpaHeHust coObITUS TpeBoOrM cucTema
BOoccTaHaBnuBaeTtcs. Ecnu cuctema He MOXeT uAeHTUUUMPOBATb MOAAHHOE NUTaHue,
MHOMKATOpP TPeBOTM CTAHOBUTCS KenTbiM. [locrne  OTKMYEeHUss nuTaHus  cuctema
BOCCTaHaBMMBAETCS.

9.2.4.2. NpoBepka KOHdUrypauum

BbinonHute KOMaHAay show power ansa 0To6pa>|<eH|/|$| VIHd)OpMaLI,VII/I O NMUTaHUWN.

144

@ §) QTECH

MWP OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900
HacTtporika pkg_mgmt W

10. HACTPOUKA PKG_MGMT
10.1. O630p

YnpaeneHne naketamu (pkg_mgmt) — 3To MOAyNb NPOBEPKU KOHdMrypauum n obGHOBNEHUS
annapatHoro obecnedyeHns. OTOT MOAyNb OTBeYaeT 3a YCTaHOBKY, OOGHOBNeHue/oTkaTt
CUCTEMbI, 3anpocbl U 0BCRyXMBaHME Pas3nNMYHbIX KOMMNOHEHTOB YCTPOWCTBA, CPean KOTOPbIX
obOHOBMEHME SBMSETCS OCHOBHOW (pyHKUunen. bnarogapsi 0GHOBNEHMIO NOMb3oBaTeNN MOryT
yCTaHOBUTb HOBYIO BEpCU0 NporpaMmmHoro obecnedeHus, 6onee cTabunNbHYO MU MOLLHYIO.
Bnarogapst mogynbHom cTpykType cuctema QTOS nogaepxvBaeT nonHoe 0OHOBMNEHME.

NMPUMEYAHUE: [JaHHbI JOKYMEHT OTHOCUTCS TONbKO K Bepcumn 11.0 1 6onee no3gHux.

10.2. NMpumeHeHune

NMpumeHeHue CueHapun
O6HoBneHne/OTKaT O6HoBneHne BcTpoeHHoro [1O noacucTembl, Hanpumep,
noacUCTEMbI 3arpy304HOro CeKTopa, siapa U KOPHEBbLIX NpPaB Ha YCTPOMCTBE.

O6HoBnenne noacuctemsl B | O6HOBNEHME NakeTa C 0AHON (PyHKUMEN HA YCTPONCTBE.
0QHO JencTtseve

YcraHoBka natya YcraHoBUTE nat4 UM 0OHOBUTE oONpedeneHHyl 4acTb
KOMTMOHEHTa (PYHKLNN.

ABTOCUHXPOHN3aL s ons | Hactponte nonntuky aBTOMaTUYECKOM  CUMHXPOHM3aALUUW,
obHoBNEHWS OnanasoH 1 NyTb.

10.2.1. O6HoBneHue/OTKaT NnoacucTeMbl

10.2.1.1. CueHapum

Mocne 3aBepLueHnsa obHoBRNeHUst BCTpoeHHoro MO noacmucTemMsl BCe CUCTEMHOE NPOrpaMMHoe
obecne4veHune ycTporcTBa obHoBNSETCH, a obLiee nporpammHoe obecrneyeHre yny4laeTcs.
Kak npaBuno, MukponporpammHoe obecrnevyeHve MnoACUCTEMbl OTAENbHOrO YCTPOMCTBA
Ha3bIBaeTCsl OCHOBHbLIM MAKETOM.

OcHOBHble hyHKLMN 3TOTO pexnma 0OHOBIEHNS CriegyroLme: Bce NporpaMmHoe obecnevyeHne
Ha ycTponcTBe OBOHOBMSIETCA MOCME 3aBepLUEHUs anrperaa; Takum obpasom, MCnpaBnsoTCs
BCE W3BECTHble OLWMOKM nporpamMmmHOro obecneveHus. [ns 3aBeplieHuss OOHOBNEHMSA
TpebyeTcst MHOrO BpEMEHM.

10.2.1.2. OnucaHue

OCHOBHOWM NakeT MOXHO COXpaHUTb B KOpHEBOM KaTanore TFTP-cepsepa, 3arpy3vTtb nakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuTb KOmaHay OOHOBMEHUs And rnokanbHOro obHoBMNeHns naketa.
OcHOBHOM MakeT TawkKe MOXHO COXpaHuUTb Ha dnaw-Hakonutene USB wunu SD-kapte,
noAaKntounTb dnaw-Hakonutenb USB K yCTPOWCTBY M BbINOMHUTE KOMaHAy OGHOBREHusA Ans
0o6GHOBMNEHMSA NakeTa.

Mepen BbinonHeHMeM 06HOBNEHNA HEOOXOAMMO COXPaHUTb NakeT Ha dnaww-Hakonutene USB,
TaKk Kak pa3Mep OCHOBHOrO MakeTa CIULLIKOM BENWK, YTOObl €ro MOXHO ObINTO COXpaHuUTb B
namsaTn yCTpomcTea.
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10.2.2. ObHOBNEeHUe noacucTeMbl B OAHO AeNcTBue

10.2.2.1. CueHapuu

O6HoBMTE MUKpONporpaMmmy aBTomaTmyeckmn 6e3 npepbiBaHusa paboTtbl cnyx6 B cucteme VSU
C OByMsi Mmogynamu ynpaenenusi. B pexume VSU mnn B aBTOHOMHOM pexume nocne 3Tomn
KOHUrypaumm ogHo u3 ycTponcTs ByaeT nepesanyLieHo, YTO NpMBEAET K NpepbiBaHNio paboThbl
cnyx6.

10.2.2.2. OnucaHue

OcHOBHOWM NakeT MOXHO COXpPaHUTb B KOpHEBOM KaTanore TFTP-cepBepa, 3arpy3nTb NakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuTb koMaHay OOHOBNEHUS ONist FIOKaNbHOro O6HOBNEHUS NakeTa.
OcHoBHOM MakeT TakKe MOXHO COXpaHuUTb Ha dnaw-Hakonutene USB wunu SD-kapTe,
NoaKNIYNTL K yCTponcTBy cnaw-Hakonutens USB unn SD-kapTy, a 3aTtem BbIMNOMAHUTb
KomaHgy obHOBNEHNA Ansi 0OHOBNEHMS NakeTa.

10.2.3. YcTaHOBKa naTtya

10.2.3.1. CueHapuu

YUToObl yCTpaHUTb OWNGKM NporpamMmmMHoro obecrneyeHuns 6e3 nepesarpyskm yCTPONCTBaA, MOXHO
yCTaHOBUTb naTtyu. [laTyM NpMMEHMMbl TOMbKO ANSA WUCNpaBfeHus onpeaerieHHon Bepcum
nporpammHoro obecneveHus. Kak npaBuno, natynm nNpUMEHSIOTCA LNs  MCMpaBneHus
NPOrpaMMHOro obecneyeHns OnNpeaeneHHon Bepcun ToNbKO B TOM Crydae, ecnm yCTPONCTBO
He MOXeT ObITb 3anyLleHO B cpee Nornb3oBaTensi.

Camas BaxHasa ¢yHKUMA OOHOBMEHUA MOCPEACTBOM MaTya 3akntovaeTcss B TOM, 4TO BCe
ownbkn MoryT ObITb UcCnpaBreHbl 6e3 nepesarpy3kum YCTPOMCTBA MOCME 3aBEPLLEHMS
oGHOBNEHMS.

10.2.3.2. OnucaHue

Bbl MOXeTe coxpaHuUTb AaHHbIM NakeT B KOPHEBOM kaTtanore TFTP-cepsepa, 3arpy3ntb naket
Ha YCTPOMCTBO W BbINOAHUTE O6OHOBMeHWe. [latTy Takke MOXHO COXpaHUTb Ha
dnaw-Hakonutene USB nnn SD-kapTe, NOAKMIOYATBL K YCTPOUCTBY (bnaww-Hakonutens USB nnm
SD-kapTy, a 3aTem 3aBepLUMTb 0OBHOBNEHME.

10.3. dDyHKUUN

10.3.1. Ba3oBble KOHLUenuuu

Moacucrema
MoacmcTema HaxoaUTCS Ha yYCTponcTBe B Buae obpasos. [Nogcnctema QTOS BkovaerT:
e Dboot: lNocne BkNOYEHUA YCTPOMCTBO CHavana 3arpyxaeT U 3aryckaeT 3arpy304yHyto

nogcuctemy. OTa NoAcucTemMa OTBeYaeT 3a MHMUManu3auuio yCTPOMCTBa, 3arpysky u
3anyck o6pa3oB CMCTEMbI.

e kernel: agpo sABNAeTCA OCHOBHOW YacCTbl ONEpPaLUoHHON CUCTEMbI. ITa nogcmcremMa
3awmwaeTr coctaB obopygoBaHMS CUCTEMbI M MPEeoCTaBnseT  NPUIIOXKEHUAM
abcTpakTHyto pabouyto cpeqy.

e rootfs: rootfs — aTo Habop NPUNOXEHU B CUCTEME.
OcHoBHOM nakeT

e OcHOBHOM MakeT 4acto wucnonb3yetrca pAns o6HoBMeHusi/oTkaTa noaCcUCTEMBI
oTaenbHoro yctponctaa. OCHOBHOW NakeT — 3TO KOMOUHMPOBaHHbIN NakeT NOACUCTEM
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3arpysku, sgpa u rootfs. OCHOBHOM nakeT MOXET ucnonb3oBaTbCA Ansi obuiero
obHoBNeHus/oTKkaTa CUCTEMBI.

10.3.2. O630p

DyHKUMSA OnucaHue

O6HoBneHne/OTKaT U O6HoBnseT/OTKaTbIBAET NOACUCTEMY.

ynpasrneHune
KOMMNOHEHTAMMU

noacnucTeMbI

10.3.3. O6HoBneHue/OTKaT U ynpaBrneHue KOMMNOHEeHTaMuU NoACUCTEMbI

O6HoBneHNe/oTKaT NOACUCTEMbI HanpaBfieHO Ha OOHOBIEHME MPOrpaMMHOro obecnevyeHus
nyTeM 3amMeHbl KOMMOHEHTOB MOACUCTEMbI YCTPOWCTBA KOMMOHEHTaMW NOACUCTEMbI B
MUKponporpaMmme. KOMMNOHEHT NOACUCTEMbI BbLIMONIHEH C Yy4eTOM pe3epBupoBaHus. B
OonbLUMHCTBE CryYyaeB MNOACUCTEMbI YCTPOMCTBA HE 3aMEHSIIOTCA HEMNOCPEACTBEHHO Ha
noacuctemMbl B Makete BO Bpemsi OOHoBneHus/oTkata. Bmecto 3Toro Ha yCTpPOMCTBO
Ao06aBnaTCA NOACUCTEMBI, @ 3aTEM OHW aKTUBMPYHOTCS BO BpeMsl 06HoBneHus/oTkaTa.

10.3.3.1. MpuHUKMN paboTbl

O6bHoBneHue/OTKaT

Ha ycTponcTBe CyLLeCTBYIOT pasfnyHble MOACUCTEMbl B pasfunyHbiX dopmax. [loaTomy
oOHOBNEHME/OTKAT 3aBUCUT OT Pa3IIMYHbIX NOACUCTEM.

e boot: Kak npasuno, ata nogcucrtema cywectsyeT Ha yctpouctee norflash B Buge
o6pasoB. [loaTomy oO6GHOBNEHue/oTKaT 3TOW MNOACUCTEMbI 3aKM4YaeTcs B 3anvcu
obpasa Ha ycTpoicTBo norflash.

e Kkernel: 3ta noagcuctema cywlecTByeT B ornpeferieHHOM pasferne B Buae hanros.
MoaTomy ob6HOBREHME/OTKAT 3TON NOACUCTEMbI 3aKNIOYaEeTCs B 3anmcu ansos.

o rootfs: Kak npaBuno, ata nogcuctema cyliectsyeT Ha yctponcTtee nandflash B Buge
o6pasoB. [loaTomy o6GHOBNEHue/oTKaT 3TOW MNOACUCTEMbI 3aKMYaeTcs B 3anucu
obpasa Ha ycTtponcTeo nandflash.

YnpaBneHue
BbinonHute 3anpoc KOMMNOHEHTOB NOoACUCTEMbI, OOCTYMHbIX B }J,aHHbIVI MOMEHT, a 3aTeM
3arpy3nte KOMNOHeHTbl NOACUCTEMbI NMPU HeO6XOLI,I/1MOCTVI.

Kaxablh  KOMMOHEHT noAcucTeMbl BbIMOMHEH C  Y4eTOM pesepBupoBaHus. Bo Bpewms
obHoBneHus/oTKaTa:

e boot: 3arpysoyHas nogcucTema BCerga COAEPXUT YMPaBMSHOLLYO 3arpy304HYHo
MOACUCTEMY W pEe3epBHYI 3arpy3odHytd noacuctemy. B npouecce o6GHOBReHus
3afeicTBOBaHa TOJbKO YMpaBnsiollas 3arpy3odHasl noAcucteMa, a pesepBHas
3arpy3oyHasi noacucTema CrnyxuT ans pe3epBHOro KonvpoBaHUs.

e Kkernel: nogcuctema sgpa cogepXuT XoTa Obl 0aHY pe3epBHyto konuto. MNpu Hanuyum
A0CTaTOYHOro NPOCTPaHCTBa JoNycKaeTca 6onbLUee KONMYECTBO pe3epPBHbIX KOMUM.

e rootfs: Mogcucrema rootfs Bcerna cooepXmT pesepBHYH KOMUH.

KoMMOHEeHT 3arpysku He BXoauT B cdyepy ynpasneHus nogcucremamm ns-3a ero cneundguku. Bo
Bpems OBOHOBMNEHUA s4pa UK KOMMNOHEHTa noacuctembl rootfs mogynb obHoBneHus/oTkaTa
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BCerga 3anuncbiBaeTt VICI'IOJ'Ib3yeMbIl7I KOMMOHEHT MNOACUCTEMbI, W3ObITOYHbIA KOMMOHEHT
noacunucTemMbl n VIHd)OpMaLI,I/IlO ynpaeiieHna O pa3rinyHbIX BEPCUAX.

10.3.3.2. CooTBeTCTBYHIOLAA KOHPUrypaums

OobHoBnReHune

e CoxpaHute cpann OBGHOBMEHMS Ha NOKarbHOM YCTPOWCTBE W BbINOMHUTE KOMaHay
upgrade ans o6HOBNEHUS.

10.3.4. O6HoBneHne/OTKaT 1 ynpaBrieHMe naketamm ropsaumx ucnpaBreHumn

10.3.4.1. MpuHUMN paboTbl

O6HoBMEHNE KOMMOHEHTA 3aMeHsieT (PyHKUMOHanbHble annbl Ha yCcTponcTee hannamm
KOMMOHEeHTa B NakeTe.

O6HoBNEHME NakeTamm ropsiunx UCnNpaBrneHun aHanormyHo obHoBMNeHNO yHKUMA. PasHnua
3aKkIIo4yaeTcsi B TOM, YTO BO BpeMs OOHOBNEHUS NAKETOM ropsiYero UcnpaeneHns 3aMeHsIITCs
TONbKO dannbl, noanexauwme obHoBneHuto. Kpome TOro, nocrne 3ameHbl HOBble hainbl
BCTYNaloT B CUIy aBTOMaTUYECKN.

lNocne nakeTHoro o6HOBMNEHNS OTAENbHbBIN KOMMNOHEHT HE MOXET OblTb OOHOBMEH.

YnpaBneHue

AHarnorMyHo ynpaeneHunto KOMMOHEHTaMu, yrnpaBrieHWe naTtyamMy Takke BKM4YaeT B cebs
onepauuun 3anpoca, YCTaHOBKM U yAaneHusi, KoTopble SBMSOTCA pe3ynbTaToM AoGaBneHus,
3anpoca 1 yaaneHus AaHHbIX COOTBETCTBEHHO.

ynpaBneHme nat4amMm ”" KOMIMOHEeHTaMn OcCyLllecTBAeTCA Ha OCHOBe OAHOM N TOM Xe
TexHonorun. PasHuua 3aknioyaeTca B TOM, YTO NaTyu BKIKOYaOT TPpU pPa3fmMyHbIX COCTOAHUA:
He YCTaHOBJ1EHbI, YCTAHOBJ1€HblI N aKTUBUPOBAHbI. OTU COCTOSIHMS ONMUCAHBI HUXE:

MaTty B COCTOSAHUM YCTAHOBJ1IEHO YKa3blBa€T TOJIbKO Ha TO, YTO 3TOT nNaty CywlecCTByeT Ha
yCTpOVlCTBe, HO OHO elle He BCTynuno B cuny. D,OI'IyCTI/IM TOJNTIbKO MaT4 B aKTMUBMPOBAHHOM
COCTOAHUN.

10.3.4.2. CooTBeTCTBYHIOLLAA KOHDUrypauums

O6bHoBneHue

e CoxpaHute dann o6HOBNEHUS B NokanbHOW (aNNoBOM CUCTEME W BbINOHUTE
KomaHgy upgrade gng obHoBMREHUS.

AKTMBauusa natya

e [InA BpeMEeHHON akTMBaLuM UCMpaBleHnst MOXHO 3anycTWTb koMaHgy patch active.
WcnpaBneHne CcTaHOBUTCA HeOencTBUTENbHLIM TMOCNe nepesanycka YCTpPoWcTBa.
YUTo6bl MCMonb3oBaTb 3TO UCMpaBreHWe Mocre nepesarpys3ku YCTPOMCTBA, €ro
Heob6XxoaMMO aKTUBMPOBATL NMOBTOPHO.

e MoXHO Takke 3anycTuTb kOMaHay patch running, 4Tobbl aKTMBMPOBATL UCNPaBIIEHNe
Ha MOCTOSAHHOM OcHoBe. [locne 3Toro ncnpaeneHne ocTaeTca AeNCTBUTENbHBIM Aaxe
rnocrne nepesanycka ycTponcTBaa.

e HeakTMBMpOBaHHOE MCNpaBieHNe HUKOrAa He CTaHeT AeCTBYOLWMM.
OdeakTnBauus natya

e YT0bBbI AEeakTMBMPOBaTL UCMpaBneHne, BbINONTHUTE KOMaHay patch deactive.
YpaneHue natyam

e [1ng ynaneHus ropsdero ncnpasneHnsa MOXHO BbIMOMNHUTL KoMaHay patch delete.
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10.4. KoHdurypaums

KoHdurypauus OnucaHve n KomaHga

O6HoBnenne/OTtkat | OCHOBHOW  (DYHKUMEN KOHUrypauum SBNAETCA YCTaHOBKa U
BcTpoeHHoro 10 obHoBneHne/oTkaT BcTpoeHHoro MO noacuctembl, naketa PyHKUUA 1
nakeTa ropsiyero ucnpasreHus. 3Ta KomaHaa AencTBUTEeNbHA Kak Ha
YCTPOWCTBE OTAENbLHOro TUMa, Tak U Ha YCTPOMCTBE TUNa LLIAaccu.

upgrade url [ force ] url — 9TO nokanbHbIA NyTb, rae
XPaHUTCS MUKponporpamma. Jta
KOMaHga  ucrnonb3yetca  Ans
OOHOBIEHNST  MMUKPOMpPOrpaMmbl

YCTPOWCTBA.
upgrade download tftp:/ path [ | path — 3To nyTb K
force ] MUKpOMporpaMmMe Ha cepBepe.

OTa komaHga ucnonb3yeTcs Ans
3arpy3kMm  MUKpOMNporpaMmmbl  C
cepBepa W  aBTOMAaTUYECKOrO
obHoBNEeHNA nakeTa.

upgrade download path — 370 nyTb K
MUKpOrnporpamme Ha cepBepe.
via mgmt number: Ecnun pexum
nepegaun oob tftp n umeetcsa
Heckonbko noptoB MGMT, MOXHO
BblOpaTh onpeaeneHHbIN NopT.

oob_tftp://path [ force ]

OTa komaHaa ucnonb3yeTcs Ans
3arpy3kMm  MUKpOMNporpaMmmbl  C
cepeepa W aBTOMaTU4YECKOrO
obHoBNEHNA nakeTa.

patch active BpemeHHo akTusmpyet
ncnpasreHue.
patch running AKTMBUMPYET UCNpaBfieHne Ha

NMOCTOSIHHOM OCHOBE,

[eakTnBaums 1 | (JononHuTenbHo) [leakTMBMpYeT Unu yaanseT ropsiyee ncrpasreHue.
yaaneHue _ropsyero
ucnpasnexns patch delete YnansieT ropsyee ucnpasneHue.

10.4.1. O6HoBneHne/OTKaT BCTpoeHHoro MO

10.4.1.1. Pe3ynbTaT KOH(pUrypaumm

JocTynHble MUKpONpOrpaMmbl BKMAOYAKOT OCHOBHOM NakeT.
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e [locne 3aBeplleHnss OOHOBMEHNST OCHOBHbIM MakeTOM BCE CUCTEMHOE MpPOrpaMMHOe
obecrnevyeHne Ha NMHENHOW KapTe OBHOBNSETCs, a nporpammHoe obecneyeHue B
Lenom ynyyiaeTcs.

NPUMEMAHME: Kak npaBuno, ana oOHOBNEHWUs1 YCTPOMUCTBA OTAENbHOMO TUMa BbiMyCcKaeTcs
OCHOBHOW Naker.

10.4.1.2. 9Ttanbl KOH(Urypauum

O6HoBNeHMe OCHOBHOIO NakeTa Arnsi OAHOro yCTpoucTBa

e [lononHuTtenbHas kKoHdurypaums. 3Ta KoHdurypauma Heobxoamma, ecnm Tpebyetca
0B6HOBUTL BCE CUCTEMHOE NMporpammMHoe obecrneyeHe yCTponcTBa.

e 3arpysute MuUKponporpaMmmy Ha roKafnbHOe YCTPOMCTBO W BbINOMHUTE KOMaHay
upgrade.

NMPUMEYAHUE: Kak npaBuno, ans oGHOBNEHUS YCTPOWCTBA OTAENbHOIO TUMna BbiMycKaeTcs
OCHOBHOW Maker.

10.4.1.3. NpoBepka KoOH¢pUrypaumum

e [locne OOHOBNEHWSI KOMMOHEHTA MNOACUCTEMBbI MOXHO 3amnyCcTUTb KOMaHgy show
upgrade history, 4To6bl NPOBEPUTL, YCNELLHO N BbINOSIHEHO OGHOBMEHME.

e [ocne oGHOBNEHUSI NAKETOM rOPSIYMX UCTPABIEHMIN MOXHO 3anycTUTb komaHay show
patch, 4ToGbl NPOBEPUTL, YCNELLHO N BbINONTHEHO OGHOBIEHNE.

10.4.1.4. KomaHAabl

O6HoBNeHue
KomaHga upgrade url [ force ]
Onucanuve force ykasbiBaeT Ha NpuUHyauTENbHOE OGHOBMEHME.
napameTpoB
Pexnm MNpuBUNErnpoBaHHLIN PEXNUM
KOHdpurypauuu
KomaHga upgrade download tftp:/path [ force ]

upgrade download oob_tftp:/path [ force ]

Onuncanwne url - ykasbiBaeT nyTb K MuKporporpamme B (OansioBoV CUCTEME
napameTpoB ycTponcTsa. force ykasbiBaeT Ha NnpuHyauTensHoe obHOBMNEHME.
Pexnm MpuBUNErMpoBaHHbIN PEXUM
KOHcpurypauuu

OTob6paxxeHne MMKpoONporpaMmmbl, COXpaHEHHOW Ha YCTPOUCTBE
KomaHpa show upgrade file url
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Onucanune url - ykasblBaeT nNyTb K MUKponporpamme B annoBon cucteme
napameTpoB yCTpOHNCTBAa.

Pexnm MpuBunernpoBaHHbIN PeXnm

KOHGoUrypaumm

OTob6paxeHne ncTtopun O6HOBIIEHUN

KomaHga show upgrade history
Pexxum MpuBMNErMpoBaHHLIN PEXNUM
KOHdoUrypaumm

OTob6paxeHue yxe yCTaHOBJIEHHbIX KOMNOHEHTOB

KomaHga show component [ component _nhame ]

Onuncanue [ component _name ]: UM KOMMNOHEHTA

napameTpos Ecnu 3HauyeHWe 3Toro napaMeTpa He yKasaHo, KoMaHAa UCMomnb3yeTcs
AN OTOOpaXeHUst BCEX KOMMOHEHTOB, Y€ YCTaHOBIEHHbIX Ha
YCTPOWCTBE, U OCHOBHOM MHpOpMaLMm 06 3TUX KOMMNOHEHTaX.
Ecnu 3HauyeHune 3Toro napameTpa ykasaHo, KoMmaHga ucnonb3yeTcs ons
oToOpaxeHnss nogpobHoOM  MHopmauum O  COOTBETCTBYIOLLEM
KOMMOHEHTE, NPOBEPKN LIENIOCTHOCTM KOMMOHEHTa WM NPOBEPKN €ro
NCNpaBHOCTMU.

Pexnm MpuBUNErMpoBaHHbIN PEXNM

KOHcpurypauum
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10.4.1.5. Npumep KoHcpUrypaumum

Mpumep oGHOBNEHUA MUKpoONpoOrpaMmMbl MNOACUCTEMbI Ha YCTpoOMCTBe

oTAaeNnbHOro Tuna

CeTteBas cpegna

Mepen obHoBReHWeM HeobGXoAMMO CKONMMpoBaTb MUKPOMpPOrpaMMmy Ha
ycTporictBo. Mopaynb OGHOBMNEHUsT nNpenocTaBnsieT  criegyrolme
peLLeHus.

3anyctute HekoTopble KOMaHabl PansIoBON CUCTEMBI, TAKUE Kak
copy tftp u copy xmodem, 4ToGbI CKONMPOBaTb MUKPONPOrpaMmy
Ha cepBepe B aWnoByld CUCTEMY YCTPOWCTBA, a 3aTem
3anyctute  koMaHgy upgrade url, 4TtOo6bl  OBHOBUTH
MUKPOMNporpamMmmy B JIOKarbHOM pannoBon cucTeMe.

3anyctute KOMaHay upgrade download tftp://path
HenocpeacTBEHHO ans 0OHOBIEHMS dannom
MUKpOnporpamMmsl, XxpaHawmmes Ha tftp-cepsepe.

Ckonmpynte wmukponporpammy Ha USB dnaw-HakonuTens,
BcTaBbTe USB donawi-HakonuTternb B YCTPOWCTBO M 3anyctuTe
komaHgy upgrade url, 4yTobbl OOHOBUTL MUKPOMpPOrpamMmy Ha
USB dnaw-Hakonutene nnn SD-kapTe.

OTansb!
KOHdoUrypaumm

BbinonHuTe komaHgy upgrade.
lMocne obHOBNEHMS NOACUCTEMBI NEpe3anyCcTuTe yCTPOMCTBO.

QTECH# upgrade download
tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin
Accessing

tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin...
e R

Transmission finished, file length 21525888 bytes.

Upgrade processing is 10%

Upgrade processing is 60% Upgrade processing is 90%

Upgrade info [0K]

Kernel version[2.6.32.91f9d21->2.6.32.9f8b56f]
Rootfs version[1.0.0.2ad02537->1.0.0.1bcc12e8]

Upgrade processing is 100%

Reload system to take effect!
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Reload system?(Y/N)y

Restarting system.

MpoBepka
KOHUrypauum

e [lpoBepbTe BEPCUIO CUCTEMbI Ha TeKywem ycTtpouctse. [lpu
N3MeHeHnn uHopmaumm o Bepcun OBHOBMEHWE BbIMOSTHEHO
yCMeLHo.

QTECH#show version detail

System description : EG1000m

System start time : 1913-10-19 02:25:28
System uptime : 0:00:00:50

System hardware version : 1.00

System software version : eg1000m_RG0S11.0(1C2)
Release(20131022)

System boot version :1.0.0.e7a1451
System core version 1 2.6.32.9f8b56f
System main version :1.0.0.1bcc12e8
System boot build : unknown

System core build : 2013/10/22 04:54:03
System main build : 2013/10/22 5:33:38

I'Ipumep YCTAaHOBKM NnakeTa OOHOBNEHUN Ha yCTpOﬁCTBe oTAeNNIbHOro Tuna

CeTteBasd cpena

Mepen obHOBRNEHMEM HeoBXOOMMO CKOMMPOBATb MWKPOMNPOrpaMmy Ha
yctponcteo. Moaynb O6GHOBREHWs NpedocTaBnseT  cnegyouine
peLLeHns.

e 3anyctute KoMaHabl (hannioBoM CMCTEMbI, Takne Kak copy tftp n
copy xmodem, 4TOGbI CKOMMPOBaTb MUKPOMPOrpamMmy Ha
cepBepe B (pannoBylo cUCTEMy YCTPOMCTBA, a 3aTeM 3anyctuTe
komaHay upgrade url, 4To6bl OBHOBUTL MUKpPOMNPOrpaMmy B
nokanbHOM (hannoBon cucteme.

e 3anyctute KoMaHay upgrade download tftp://path
HenocpeaCcTBEHHO A5 0OHOBNEHMS (hannomMm MUKPONporpamMmel,
XpaHswmmces Ha tftp-cepsepe.

e CkonupynTte MuKpornporpammy Ha dnaw-Hakonutens USB,
noakntounte cdnaw-Hakonutens USB K yCTPOMCTBY K 3anyctuTe
komaHay upgrade url, 4yToGbl OBGHOBUTL MWKpPOMNPOrpaMMmy Ha
¢naw-Hakonutene USB.

JTanbl
KOHoUrypaumnm

e BobinonHute komaHgy upgrade.
e  AKTUBMpPYWTE ropsyee nucrnpasrieHune.
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QTECH#upgrade download
tftp://192.168.201.98/eg1000m_RG0S11.0(1C2)_20131008_patch.
bin

Accessing
tftp://192.168.201.98/eg1000m_RGOS11.0(1C2)_20131008_patch.

bin...
T o

Transmission finished, file length 9868 bytes.
Upgrade processing is 10%
Upgrade processing is 60%

Upgrade info [0K]
patch_bridge version[1.0.0.1952]
Upgrade processing is 90%

Upgrade info [0K]
patch_install version[1.0.0.192e353]
QTECH#patch running

The patch on the system now is in running status

MpoBepka
KOHdpurypauuu

[MpoBepbTe HanMuuMe TropsYUX UCMpaBneHU, YCTAHOBIIEHHbIX Ha
TeKyLLeM YCTPOUCTBE.

:patch package patch_install installed in the system, version:pal
Package : patch_bridge
Status : running
Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277  Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None

10.4.1.6. TUNNYHbIE OLLUUNDKHU

Ecnu Bo Bpemsi 06HOBRNeHus npousowna ownbka, mogynb o6HoBNeHNA oTobpasnt coobLeHne
06 ownbke. Huxe npuBeaeH npumep:

Upgrade info [ERR]

Reason: create config file err(217)
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Hwke npvBegeHoO onmMcaHuWe HECKONbKMX TUMOB pacnpoCTpaHeHHbIX coobuieHun ob
owmnbkax:

Invalid firmware (HegonycTumas mMukponporpamma): [lpyumHa B TOM, 4TO
MUKponporpamma MoXeT ObiTb noBpexaeHa unu HeBepHa. PekomeHpyeTcsi cHoBa
NOMy4YnUTb MUKPONPOrpaMmMy 1 BbINOMHUTL OGHOBEHME.

Firmware not supported by the device (mMukponporpamma He noggepxuBaeTcs
ycTponctBoM): [lpuuMHa B TOM, 4YTO Bbl MOXeTe Mo ownbke MCNonb3oBaTb
MUKponporpammy  ApyrMx  ycTpouctB.  PekomeHgyetcs  cHOBa  MONyYuTb
MUKponporpamMmmy, NPoOBEPUTL NaKeT M BbINOSHUTL onepaumio 0GHOBMNEHWS.

Insufficient device space (HegocTaToyHO MecTa Ha ycTponctee): Kak npasuno, aTa
owmnbka BO3HMKAET Ha YCTPOWCTBE Tuna Lwaccu. PekomeHayeTcs NpoBeEpUTDb,
NOCTaBMAETCA NM YCTPONCTBO ¢ donati-Hakonutenem USB nnu SD-kapton. O6bl4HO 3TO
YCTPOWMCTBO OCHaLLeHO hnaww-Hakonutenem USB.

10.4.2. QeakTuBauua u yganeHue ropsiuero ucrnpasneHus

10.4.2.1. Pe3ynbTaTt KOHUrypaumm

AKTMBMPOBaAHHOE ropsiyee UcnpasneHve AeakTUBMpyeTcs Unn yaansieTcs.

10.4.2.2. NpumeyvaHue

HeakTvBMpoBaHHOE ropsiyee UcrnpasneHe Henb3s AeakTUBNpoBaThb.

10.4.2.3. dTanbl KOHpUrypaumum

DeakTnBauus ncnpasrieHusn

HononHutenbHasa koHdUrypaums. Ytobbl AeakTMBMpoBaTb UCMPaBNEHUE, BbIMONHUTE
KomaHay patch deactive.

YpaneHue ropsa4yero ncnpasrneHus

[ononHutenbHasa KoHpUrypaums. Ytobbl yaanuTb YyXKe YCTaHOBMEHHOE ropsiyee
ncnpasneHue, BbINONHUTE KOMaHAy patch delete.

10.4.2.4. NMpoBepka KoOH¢pUrypaumm

MoxHo 3anycTuTb komaHay show patch, 4ToObl NpoBepwTb, aKTMBMPOBAHO M
ncnpaeneHne Unu yaaneHo nm oHo.

10.4.2.5. KomaHaa

YaaneHue ropsidero ncnpaBiieHusA

KomaHga patch delete

Pexnm MpuBMNErnpoBaHHbIN PEXnMm

KOHoUrypaumnm

BcTpoeHHas OTa kOMaHga wucnonb3dyetca AnS  yAaneHus MUKponporpammbl U3
noackaska yCTPOMWCTBA.
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10.4.2.6. Npumep KoHcuUurypaumm

DeakTnBauua n yAaneHne ncnpaBjieHnsA Ha YCTpOVICTBe oTAeNIbHOIro Tuna

OTansb!
KOHGoUrypaumm

e 3anycTute KOMaHOy AeakTUBaLUWN UCMPaBEHUS.
e 3anycTute KOMaHAy yaaneHust UcnpaBreHus.

QTECH#patch deactive

Deactive the patch package success
QTECH# patch delete

Clear the patch patch_bridge success

Clear the patch success

KOHdoUrypaumm

MpoBepka OT1obpaxeHne CoCTosAHMS NCNPaBEHNS.

QTECH#show patch

No patch package installed in the system

10.4.2.7. TUNUYHbIE OLLUOKMN

e [Ecnu wvcnpaBneHne He akTMBUMPOBAHO, BbLINONHWUTE KoMmaHdy patch deactive.
PekomeHayeTcsa npoBepuTb cocTosdAHME ucnpasrneHms. KomaHay patch deactive moxHo
3anycTuTb TOMbKO B TOM Crly4ae, €Cniv WUCNpaBfieHMe HaxoauTCa B COCTOSIHUM
status:running.

10.5. KoHTponb cocTosiHuA

10.5.1. Ouuctka

OnucaHue

KomaHpa

nakeT I/ICI'IpaBJ'IeHVIIZ.

YpanseTr ycTtaHoBrneHHbln | patch delete [ slot { num | M1 | M2 | all } ]

10.5.2. OTo6paxeHue

OnucaHue

KomaHga

YCTaHOBJIEHHbIE

YCTPOWCTBE, U UX UHCpOpMaLMIO.

OtobpaxaeT BCe KOMMOHEHTLI, yxe  show component [component _name ]

Ha TeKyLweMm

OTtobpaxaeT nctopmo 06HOBNEHUI. show upgrade history

@ §) QTECH
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11. HACTPOUKA OPENFLOW
11.1. O630p

OpenFlow — 3T0 ceTeBOW NPOTOKOS Mepefadn [OaHHbIX, KOTOPbIA OTAEeNsieT MNMOCKOCTb
nepecbiikn (forwarding plane) oT NNoOckocTu ynpaBreHust ceTeBbIX YCTPOUCTB (control plane),
4yTOObl OHN MOrnK ObiTb 3a4EMCTBOBaHbI TOMLKO ANS Nepecbisiki. YNpaBneHne BCEN CETbio
3aTeM CKOHLUEHTPMPOBAHO Ha OOHOM KOHTpOMnepe, KOTOpbI reHepupyeT u oTnpasnset
npasuna nepecbiniku B Tabnuuy NOTOKOB Ha CeTeBble YCTPOMCTBA C MOMOLLbIO NPOTOKOMNa
OpenFlow, TeM caMbIM LEHTPann3oBaHHO KOHTPOMMPYS MMOCKOCTb YNpaBfeHUs U CHUXas
3aTpatbl Ha obcnyxmMBaHue.

11.1.1. Cneundmkaumm npoTokKona

o Cneundmkauna kommytatopa OpenFlow sBepcun 1.0.0

11.2. BapuaHTbl NpUMeHeHuUs

BapuaHtbl npumeHeHusa CueHapun

LleHTpanu3oBaHHOe BbinonHeHune LeHTpanmM3oBaHHOro ynpaBneHns
yrnpasneHue ayTeHTudnKaumnen.

11.2.1. UeHTpanu3soBaHHOe ynpaBneHue

11.2.1.1. MNpumep npuMeHeHUA

Mpotokon OpenFlow MoXeT wncnonb3oBaTbCA AN LEHTPanM3oBaHHOIMO  yrpasBreHus
ayTeHTUrKauuen Ha ycTpomcTBax gocTyna.

Kak nokasaHo Ha /306paxkeHnn Huxe, yCTaHOBUTE KOHTPOMMep Hag yCTponcTtBamu JOCTyna
ANSA ynpaeneHusa yHKumMen aytTeHTudunkaumm ycTpomcTB AoCTyna, YTobbl ayTeHTudmkaums (8
NNOCKOTU ynpasreHus) nepemMecturacb oT yCTPOUCTB AOCTYNa K KOHTponsepy.

e KoHTponnep 3anpawmBaeT YCTPOMCTBO AOCTyna AnA OTNpaBKM MNakeTa MpOBEPKM
noasIMHHOCTN camomy cebe ¢ nomoLlbio npoTokona OpenFlow.

o KoHTponnep 3aBepLuaeT NpoLecc NpoBepkn NOANMHHOCTM U OTNpaBnseT pesynbTathl
NPOBEPKM NOANMHHOCTM Ha YCTPOMCTBO AOCTYNa ¢ noMoLbto npotokona OpenFlow ons
KOHTPONSA JOCTYNa KOHEYHbIX NoNb3oBaTenen.
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PucyHok 13.

11.2.1.2. OnucaHue pyHKUUU

3anyctute knneHT OpenFlow Ha ycTponcTBax gocTyna, YTobbl COEANHUTL YCTPOWCTBA
A0CTyna C KOHTPOJINIEPOM.

3anyctute cepBep OpenFlow Ha KoHTponnepe, 4Tobbl BbINONMHUTL OOHapYXeHue
YCTPOWCTB 1 ynpaBrneHue nmu.

11.3. CBeaeHusa o PyHKLUMU

11.3.1. Ba3oBble KOHLUenuuu

Tabnuua noTokoB

Tabnuua noTokoB NpeactasnseT cobor 6a30ByH0 CTPYKTYPY AaHHbIX 1151 CETEBOro YCTPOWCTBA,
KOHTponupyiollee nonutukn nepecbinkn. CeTeBoe YCTPOMCTBO oOnpegensier, Ha OCHOBE
Tabnuubl NOTOKOB, COOTBETCTBYIOLLIEE AENCTBNE, KOTOPOE ByaeT BbINOMHATLCA A9 CETEBOro
Tpaduka, NocTynaroLLero B camo ceTeBoe YCTPOMUCTBO.

CornacHo npotokony OpenFlow, Tabnuua NOTOKOB COCTOMT M3 Tpex 4acTen: 3aroroBka,
cyeTyYuKa 1 gencTeus.

Header (3aronoBok): 3aronoBok onpeaensieT nHaekc Tabnuubl NOTOKOB Y COCTOUT U3
pa3nMyHbIX MONEeN NakeToB, COOTBETCTBYIOLLMX OnMpeaerieHHbIM noTokam. OTu nons
BKMo4vaoT, nommmo npoyero, MAC-agpec nctouHmka, MAC-agpec HasHavyeHusi, T1n
Ethernet-npoTtokona, IP-agpec uctodHuka, IP-agpec HasHadeHud, Tun IP-npoTokona,
NopT UCTOYHMKA U MOPT HAa3HAYEHNS.

Counter (cyetuunk): MicnonbayeTca ansa nogcyeTa AaHHbIX BblgeneHHoro Tpaduka.

Action (genctsue): [encteue npeacrtaBnsgeT cobow Tpurrep ONs nepecbiniku npu
coBnageHnn Tpaduka, KOTOpoe BKIOYAeT, HO He OrpaHn4MBaeTcss OTMEHOW,
TpaHcNAUMEN N NepecbInKon.
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CoobuweHue
Mpotokon OpenFlow noggepxuBaeT Tpu kateropum coobuwieHni: controller-to-switch,
asynchronous n symmetric. Kaxgasa kateropusa cooOLeHUA BKMOYAEeT HECKOSIbKO TMMOB
noacoobuieHnn. Huxke onncaHbl Tpu KaTeropmm coobLLEHWIA:

e controller-to-switch: MHMUMMpPYETCA KOHTpOMMEpoOM ANs yrnpaBfeHUss U MonyvYeHust
COCTOSIHMA CETEBOrO YCTPONCTBA.

e asynchronous: uvHUUMMPYeTCS CeTeBbIM YCTPOWCTBOM [AS1i OBHOBMEHUS CeTeBbIX
COObITUIA UMY U3MEHEHMIN COCTOSIHUSI CETEBbLIX YCTPOMCTB (Yallle BCEro, NOAKIOYEHNE
CeTeBOro nopTa) K KOHTPoNnepy.

e symmetric: MHULMMPYETCSH KOMMYTaTOPOM UMM KOHTPOMNEePOM A1 NepBOHaYanbHOro
YCTaAHOBNEHNS CBA3M U OnpeaeneHnsl COCTOSIHUS COeAMHEHUSI NPOTOKONMa.

PYyHKUMMN

PyYHKLUUA OnucaHue

Pasgenenve OTaensieT ypoBeHb AaHHbIX OT YPOBHS YNpaBrieHUst CETeBOro YCTPOMCTBA.

ynpasneHna n
nepecbuikm

YnpaBneHue YKaxuTe, BbINOSIHAETCA nm ynpasreHune STP-koHTponnepom
STP nporpammHo-onpeaensemon cetn (SDN) nnu nokansHbIM yCTPONCTBOM.

11.3.2. PazpgeneHue ynpaBreHUs U NepecbInku

BbinonHsaeT ueHTpanu3oBaHHOE ynpaBrieHNe MIOCKOCTbIO ynpaeneHus cetu (control plane),
NO3BOMAKOLLEE NETKO YNPaBNsATb BCEN CETbIO (MO CPABHEHMIO C CYLLECTBYIOLUM COCTOSTHUEM
CeTK), YTO NO3BOSNISET COKPATUTL PACXOAbl HA 0OCNyXMBaHWE U yNpaBreHue.

11.3.2.1. MpuHUMN paboTbl

Mpotokon OpenFlow pabGotaetr no coeguHeHuto TLS (Transport Layer Security) wnm
HesawuweHHbIM TCP-nogknioveHnam 1 onpegenseT B3anmMogenctsme Mexay KOHTPONnepom
n ceTeBbiMKU ycTporcTBaMn. KoHTponnep otnpaensieT MHopmaumio o Tabnuue NoToKoB Ha
ceTeBble YCTPOMCTBA, YTOOLI yNpaBnsTb METOOOM MEPECLINIKM CETEBbIX MakeToB [aHHbIX U
HeKoTopbIMW MapameTpaMmn KoHdurypauun. Kaxpgoe ceTeBoe YCTPOWCTBO OTMNpaBnseT Ha
KOHTpONnep yBeAoMIEHMe, KOraa ero CBs3b MpepbiBaeTcs Wnu, Korga ceTeBoe YCTPOWCTBO
nonyyaeT nakeT AaHHbIX, B KOTOPOM He YyKa3aHO OEeWCTBME nepecbiniki. Takum obpasom,
B3aMMOLENCTBME MeXAY KOHTPOSEPOM U CEeTEBbIMU YCTPOMCTBAMU OCYLLECTBNAETCA ANs
ynpaBneHus nepeagayen Bcen cetu.

Mpouecc obHapyxeHus Opyr gpyra JombkeH ObiTb 3aBeplueH OO0 TOro, Kak KOHTpomnnep u
ceTeBOe YCTPOMCTBO B3aMMOAENCTBYIOT APYr C APYroM. PucyHok 14 nokasblBaeT KOHKpPETHbIE
AENCTBUSA, CBA3AHHbIE C 3TUM NPOLECCOM.
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Controller Net device

Feature Reques

Fealure Reply

Set Config

PucyHok 14.

MakeTbl Hello oTnpaBnswTCA Mexay KOHTPONMEPOM U CeTEeBbIM YCTPOWCTBOM ANs
YyCTaHOBMNEHNSA coeguHeHus. Nocne KBUTMPOBaHUSA KOHTPOMep 3anpalumBaeT onpeaeneHHyto
NHOPMaLMIO O CETEBOM YCTPOWUCTBE, BKIOYasi (HO HE OrpaHMYMBasiCb) KONMYECTBOM NOPTOB
Ha CETEBOM YCTPONCTBE M BO3MOXXHOCTSIMM KaXkaoro nopta (Hanpumep, 3anpoc/oTBeT pyHKUMM
(PucyHok 14)). 3aTtem koHTponnep OCTaBnAeT onpeneneHHble KoHUrypauumn nonb3oBaTenen
(Takme kak ycTaHoBo4YHasi koHdurypaumsa (PucyHok 14)) Ha ceTeBoe ycTpounctBo. [locne
YCTaHOBIEHUSA COEANHEHMS KOHTPOSNEpP onpeaensieT pasnuyHbie NoTOKN U COOTBETCTBYHOLLNE
AEVCTBMA AN NOTOKOB, U nepefaeT ux B Tabnuuy NOTOKOB Ha ceTeBoe ycTponcTtBo. Koraa
nakeT AaHHbIX NOCTynaeT B CETeBOEe YCTPOMCTBO, CETEBOE YCTPOMCTBO COMOCTaBMSET nakeT
AaHHbIX C Tabnuvuen NOTOKOB B COOTBETCTBMUN C AENCTBYHOLLMMU NpaBunamm Tabnuubl NOTOKOB
1 BbINOMHAET COOTBETCTBYIOLLEE AENCTBME (BKINOYasa NepechbIniky, oTopacbiBaHNE N U3MEHEHME
nakeTa). B To e Bpemsa 06HOBNsieTCA COOTBETCTBYOLWMI cHeTYnK. Ecnn B Tabnuue noTokoB He
HanZaeHo coBNageHun, ceTeBoe YCTPONCTBO NepenaeT nakeT AaHHbIX HA KOHTPONep.

CeTeBoe YCTPOWCTBO JlOKanNbHO nopAepkmBaeT Tabnuuy NOTOKOB, MNOCTynaemyk OT
KOHTponnepa. Ecnn nepecbinaembll NakeT AaHHbIX yXe onpegerieH B Tabnuue noTOKOB,
CeTeBOe YCTPOWCTBO HanpsiMylo NepechbiiaeT nakeT AaHHbiX. B nNpoTMBHOM crniyyae nakeT
AaHHbIX OTNPaBMSETCA Ha KOHTponnep Ans NOATBEPXAEHUS NyTWU nepeaayn (KOTopbIi MOXHO
NOHMMaTb, Kak aHanu3 nnockocTn ynpaeneHus (control plane) ana cosgaHus Tabnvubl
MOTOKOB), a@ 3aTeM MEepecbinaeTcd Ha OCHOBe Tabnuubl MOTOKOB, MNOCTaBNSEMON C
KOHTPOSIEPOM.

11.3.2.2. CBfAA3aHHbI€ HACTPOMKU CUCTEMBbI

KoHdurypaumsa no ymonyaHuro
MpoTtokon OpenFlow Mo yMON4YaHWIO OTKITHOYEH.

Bknio4yeHue/BbiknoyeHne OpenFlow ana  nogkno4YeHUA/OTKITIOYEHUA
KOHTponnepa

e 3anyctute komaHay of controller-ip, 4To6bI BkNouUNTL OpenFlow.

e BbinonHute komaHay no of controller-ip, 4Tobbl oTKNOUNTL OpenFlow.
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11.3.3. YnpaBneHue STP

B cootBetctBUM C npoTtokoniom OpenFlow dyHkumna npoTtokona STP ceTteBoro ycrponcTtea
NO3BOJSIAET YNPaBMATb CETEBbIM YCTPOMCTBOM FIOKaNbHO Unun Yyepes koHTponnep SDN. MNoatomy
ANSA NepeknoyeHns Mexay AByMs MeTofamMu ynpasneHus TpebyeTcs komaHaa KoHdurypaumu.
KomaHga KoHurypauumn ericTByeT TOMNbKO NpU BKNOYeHHOM ynpasneHun OpenFlow.

Ecnn Ha KoHTpomnnepe BKMNOYEHO YMNpaBfieHWE KOHTYPOM, He Bkntodante dyHkumo STP Ha
CeTeBOM YCTPOWCTBE; B MPOTUBHOM Criyyae ABe yHKUnN 6yayT KOHPAMKTOBaTL APYr C APYrOM.
Bkntounte cdyHkumo STP Ha ceTeBOM YCTPOWCTBE TOMBbKO B TOM Cllydae, eCnv Ha KOHTpornepe
OTKITIOYEHO yMNpaBneHNe KOHTYPOM W B CETEBOM YCTPOMWCTBE, BEPOATHO, MMeEETCs NeTns
obpaTHon cBsa3un. lMocne BknodeHua yHkumm STP Ha ceTeBoM ycTpouncTtBe Tpebyetca
pononHuTenbHaa Hactporika STP Ha ceTteBoM ycTpouctee. lMogpoGHee cm. B pasgene o
KoHdurypauumn STP.

11.3.3.1. MpuHUUN paboTbl

CeTeBO€e yCTPOWCTBO CBA3bIBAETCHA C KOHTponnepom ¢ nomowbio nonss OFPC-STP, kotopoe
nepegaetca B coobweHnn OFPT_FEATURES_REPLY npotokona OpenFlow, 4T06bI
onpeaenuTb, Kakom M3 MUCMbITyeMbIX OOBbEKTOB B HACTOsILLIEE BPEMS BbINOMHAET yrnpaBneHue
STP. Korga KoHTponnep ocywecTBrnsieT ynpaeneHne STP B COOTBETCTBMM C KOHUrypaumnen,
BCA 00paboTka, cBazaHHaa ¢ STP, BbINONHAETCA KOHTPONNEPOM; B NPOTUBHOM Cryyae camo
ceTeBO€e YCTPONCTBO BbINOSHAET 06paboTKy 06bI4HBIM cnocobom.

11.3.3.2. CBfAi3aHHblIe HACTPOMKU CUCTEMDbI

KoHdurypaumsa no ymonyaHuro
OyHKUMa STP npegocTaBnseTcs KOHTPONIEPOM MO YMOMYaHMIO.

BknioyeHne ynpaBneHua STP Ha koHTponnepe SDN wnu nokanbHOM
yCTpoOucTBe

e 3anyctute komaHgy of stp, 4Tobbl HacTpouTb ynpasneHwe STP, BbinonHsemoe
KoHTponnepom SDN.

e BbinonHute komaHgy no of stp, 4Tobbl HacTpouTb ynpasneHve STP, BbinonHsaemoe
nokanbHbIM CETEBbLIM YCTPONCTBOM.

11.4. NMoppoOHLIe cBeaeHUs1 0 KOHdUrypauum

HencrtBue CnpaBkKa u cBA3aHHble HACTPOMUKU
Hactpovika OGs3aTenbHas KOHMurypaumsi, KoTopas WUCMNONb3yeTcs AN BKIHOYEHUS
OpenFlow OpenFlow.

of controller-ip BkntovaeT pyHkumio OpenFlow

no of controller-ip Otkntovaet pyHkumo OpenFlow
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Hencreue CnpaBka u cBA3aHHble HAaCTPOMKMN
Hactpoika [ononHuTteneHaa KoHUrypaums, Kotopasi UCNoNb3yeTcsa ANs BKIOYEHUS
OpenFlow dyHKunn STP koHTponnepa SDN npu HeobxoanmocTn
of stp Bkntovyaet dyHkuuio ynpaenennsa STP Ha

KoHTponnepe SDN.

no of stp BkntovaeT dyHKuMio ynpaBneHuss STP Ha
nokaribHOM YCTPOMCTBeE.

11.4.1. Hactpouka OpenFlow
11.4.1.1. PesynbTaT KOHUrypaumm

e 3anyckaeT ceTeBOe YCTPOMCTBO [Af1si YCTAHOBMEHWUS COEAMHEHUS C YKa3aHHbIM
KOHTPOJ/IEPOM U1, B KOHEYHOM cYeTe, yCTaHaBnNMBaeT kaHan ynpasneHus OpenFlow.

11.4.1.2. NpumeyvaHusn

o [lepepn nepeknioveHnem agpeca KOHTponnepa OTKNIoYMTE N CHOBA BKNOYMTE (PYHKLMIO
OpenFlow.

11.4.2. MeTopa KOHUrypaumm

Bknro4yeHue ¢pyHkuumn OpenFlow
e  Ota KoHdurypaumna Heobxoamma gns sknrodeHna OpenFlow.
OTtknioveHue cpyHkuum OpenFlow

e OTa KOHdUrypaumsa Heobxoouma ANsa NepekniovYeHnsa KOHTposniepa unm oTKNioYeHns
dyHKumnmn OpenFlow.

OTobpaxeHne COCTOSIHUA coeauHeHUs Mexay yctpouctBom OpenFlow u
KOHTpPOMIepoM

e OTOOpaxeHMe COCTOSHAS  COEAMHEHWs  Mexady TeKyllUM  YCTPOMCTBOM MU
KOHTPOIIEPOM.

11.4.2.1. NpoBepka KoOH¢pUrypaumm

e BbiBeaute Ha 3KpaH COCTOSIHME COELMHEHUs TEeKyLlero npoToKona C MOMOLLbIO
kKoMaHAabl show of.

11.4.2.2. CBA3aHHble HAaCTPOMUKM
BkntoyeHue cyHkummn OpenFlow

KomaHpa of controller-ip ip-address [ port port-value ] interface [ interface-id ]
Onuncanwne controller-ip ip-address: IP-agpec koHTponnepa.
napameTposB

port port-value: nopT, KOTOPLIN MOAKMNIOYAETCA K KOHTpOmnnepy.
3HayeHue no ymonyaHuio: 6633.
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Interface interface-id: ngeHTudmkaTop nopra, KOTOPbIN MOXET ObiTb
nmMbo  BHEMNONOCHbIM  UHTEPdENCOM  yrpaeneHusi, nmMbo obLwum
BHYTPUNONOCHbLIM (hmnsnyeckum nHtepdpenicom Ethernet.

Pexnm
KOHUrypauum

Pexxnm rmobanbHon KoHurypauum

OTknro4veHue ¢

HKuumn OpenFlow

KomaHpa no of controller-ip

Pexnm Pexxnm rmobanbHon KoHdurypauum

KOHdouMrypaumm

BcTpoeHHas BbInonHuTE 3Ty KOMaHAy nepeq nepekntoveHmemM KoHTponnepa.
noackaska

BknroyeHune nnu otknroveHme cyHkumm Local STP Ha ycTponcTBe OpenFlow

KomaHga of stp

Pexxum Pexwnm rnobanbHon KoHdUrypaumum

KOHcpurypauum

BcTtpoeHHas BbinonHuTe a1y KOMaHAay, YTobbl BKITHOUMTL PYHKLUMIO NokanbHoro STP
noackaska Ha CeTeBOM YCTPOWCTBE UMW BKMOUYUTL OyHKUMIO STP Ha KOHTponnepe

OpenFlow.

OToOpaxeHne COCTOSIHMA coeAuHeHUs Mexay yctpoucteBom OpenFlow wm

KOHTpOJepom
KomaHpa show of
Pexxum Pexxum rnobanbHon KoHdurypauum
KOHdpurypauuu

OTob6paxeHue 3

anuceun Tabnuubl NOTOKOB ycTponcTtBa OpenFlow

KomaHpa show of flowtable
Pexnm Pexwnm rnobansHon KoHdUrypaumm
KOHoUrypaumnm

OTobpaxeHue nHpopmaumm o nopte yctpoucrea OpenFlow

KomaHpa show of port
Pexxum Pexnm rmobanbHon KoHUrypaumm
KOHoUrypaumnm
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11.4.2.3. Npumepbl KOHGpUrypauum

HacTtpownka IP-agpeca n nopta goctyna (6633 no ymonyaHuio) KOHTposnnepa Ans nogknoveHns
CeTeBoro ycTpomncTea

CeTeBas cpena

Mgmt O Eth0
PucyHok 15.
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MeTon
KOHGoUrypaumm

Bkntounte doyHkumio OpenFlow Ha ceTeBOM YCTPOMCTBE U yKkaxuTte IP-agpec

KOHTponnepa.

QTECH# configure terminal
QTECH(config)# interface mgmt 0

QTECH(config-if)# ip address 172.18.2.36 255.255.255.0

QTECH(config-if)# exit
QTECH(config)# of controller-ip 172.18.2.35 interface mgmt 0

nnn

QTECH(config)# of controller-ip 172.18.2.35 port 6633

interface mgmt 0

MpoBepka
KOHdoUrypaumm

OTobpaxeHne cocTosiHus coeguHeHus mexay yctponctsoM OpenFlow u
KOHTPOINEPOM, COCTOSIHUSA NOpTa U COCTOSAHUA Tabnuubl NOTOKOB.

QTECH# show of
Controller is 172.18.2.35 port 6633,connected.
QTECH#show of port

STP is controlled by SDN Controller.

PORTID
DUPLEX
1 1
2 2
3 3
4 4
5 5
6 6
7 7
8 8
9 9
10 10
n n
12 12
13 13
14 14
15 15
16 16

IFX COFIG

0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001
0x0000 0x0001

QTECH#show of flowtable

openflow flow count =1

*khkkkkkkkkkkkkkhkkkkhkkkkkkkkkkk F LOW

START*******************************

KEY:

SMAC

DMAC

STATE LINK

(== i e e I e Y e Y e J e J o J e J e Y e J e Y J o J o i e }

SIP

(e I e B e I e I e Y e Y e Y o J oo JY oo J oo J oo JY o J o J o J o }

SPEED

[ i e i e I e I o Y e JY oo J e J e J e Y e JY o Y e J e J o i e }

DIP

@ §) QTECH

MWP OOCTYMNHEE

165




PykoBoacTeo no HacTponke QSW-6900

Hactpoiika OpenFlow " www.atechru |

00:d0:f8:56:d3:22  00:d0:f8:a3:62:13 NA NA
INPORT VLANID ETYPE VLAN_PRIORITY
26 NA NA NA
TCP/UDP_SPORT TCP/UDP_DPORT DSCP IP_PROTOCOL
NA NA NA NA

WILDCARD SIP_MASK DIP_MASK

3ffff2 NA NA
PRIORITY IDLE_TIMEOUT HARD_TIMEOUT SEND_FLOW_REM
120 0 0 0
ACTION:
ACTION_SIZE = 8

OUTPUT_PORT =7

****************************FLOW

E N D*********************************

11.4.2.4. TUNUYHbIE OLLUOKMN

e |P-agpec KOHTponnepa HacTPOEH HeNpaBUITbHO.
e [lopt TCP KOoHTponnepa HacTPOEH HeNpaBUITbHO.

e  Bbl 3a6bn HacTpouTh IP-agpec nokanbHOro kaHana ynpasreHus.

11.4.3. Hactpounka OpenFlow STP
11.4.3.1. Pe3ynbTaT KOHUrypaumm

o  Bkniouute yHkuuio STP Ha koHTponnepe SDN wmnu dyHkumio STP Ha nokanbHOM
ycTponcTtBe, 4ToObl KOHTponnep SDN wnu nokanbHOe YCTPOMCTBO BbINOMHANMN

obpaboTtky STP.

11.4.3.2. NMpumeyaHun

e [laHHas KoHUrypaumss OeNCTBYET TOSNIbKO BO BPEMSI CMeayltoullero rnoAknioyeHns K

KOHTponnepy nocne BknoveHms gyHkumm OpenFlow.

11.4.3.3. MeToa KoHcUrypauum

BknroyeHue ¢yHkuun STP Ha ycTpouctee OpenFlow
o ObgaszatenbHas koHdurypaums. ®yHkums STP BknoyeHa Ha koHTponnepe SDN no

YMOJYaHWIO.

BknroyeHue ynpaBneHusa STP Ha koHTponnepe SDN

e  KoHdurypauus no ymonyaHuio.
OTobpaxeHue Tekywen KoHpuUrypaumm
e  OTtobpaxeHne TeKyLero COCTOSAHUA nopra.
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11.4.3.4. NpoBepka KOH¢pUrypaumm

o  OTobpaxeHune TekyLLen kKoHUrypaumm ¢ NnoMoLbio Komangbl show of port.

11.4.3.5. CBsAi3aHHbIE€ HAaCTPOUKU

BknroyeHune nnu otknroveHme cyHkumm Local STP Ha ycTponcTee OpenFlow

KomaHga [no]of stp

Pexnm Pexxnm rnobanbHon KoHdurypauum

KOHUrypauum

BcTtpoeHHasa BbInonHuTE 3Ty KOMaHAy, YTOObI BKOUYMTL PYHKLUMNIO NokanbHoro STP Ha
noackaska CETEBOM YCTPOWCTBE MNM BKIHOUUTL yHKUuMo STP Ha KoHTponnepe

OpenFlow.

OTob6paxeHune nHpopmaumm o nopte ycrtpouncrea OpenFlow

KomaHga show of port
Pexnm Pexxm rmo6anbHon KoHdurypauum
KOHdouMrypaumm

11.4.3.6. NMpumepbl KOHDUrypauum

BknroyeHue nokanbHoro STP unu STP ana OpenFlow
CeTeBas cpena

Switching Device Controller
PucyHok 16.
MeTtog o  Bknouute STP gnsa OpenFlow.
KOHCpUrypauum QTECH(config)#of stp
e  Bkniouunte nokanbHbI STP.
QTECH(config)#no of stp

MpoBepka o Otobpasnte coctosHue STP yctponctea OpenFlow.
KOHcpurypaumn QTECH(config)#of stp

QTECH(config)#show of port
STP is controlled by SDN Controller.

o OtobpasnTte nokanbHoe coctosHne STP.
QTECH(config)#no of stp

QTECH(config)#show of port

STP is controlled by local device.
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11.5. KOHTpONb COCTOSAHUA U NoaAaepKKa
OuucTtka pasnu4yHon nHdopmauum
OTob6paxeHune cTtatyca BbINOJIHEHUS
KomaHpa OnucaHue
show of OtobpaxaeT COCTOSIHMNE TekyLero

coeguHeHus mexay OpenFlow
YCTPOWCTBOM M KOHTPOSNIEPOM

show of port

OTtobpakaeT COCTOSiHME MnopTa TEeKyLero
ycTtporcTtea OpenFlow

show of flowtable

OtobpaxaeT Tabnuuy MNOTOKOB TEKYLLEro
ycTtporctBa OpenFlow
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12. ObLUAA UHOOPMALIUA

12.1. 3amMeyaHUa N npeapsioXXeHus

Mbl Bcerga CTpeMMMCSl YnyudlWTb Haly AOKYMEHTaUMIO M MOMOYb BaM paboTaTb nyudle,
NO3TOMY Mbl XOTUM YycnbilaTh Bac. Mbl Bcerga pagbl 06paTHo CBSI3W, B 0COBEHHOCTH:

e  OLUMOGKM B coAEpPXXaHUU, HEMOHATHLIE UMW NPOTMBOpEeYalle MecTa B TEKCTE;
e uaeu no ynyyweHuto JOKyMeHTaumm, YTobbl HaxoanTb MHopMauuto BeicTpee;
e HepaboTaloLme CCbINKM U 3aMeYaHunst K HaBuraumm no AOKYMEHTY.

Ecnu Bbl X0TUTE HanncaTb HaM No NOBOAY AaHHOro JOKYMEHTA, TO UCMONb3ynTe, Noxanymncra,
dopmy obGpaTHOM CBA3WN Ha gtech.ru.

12.2. NapaHTnsa n cepBUcC

Mpouenypa n HeobxogMMble AENCTBUA MO BONPOCaM rapaHTMu onucaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 0BCNYXXMBAHUEY.

O3HakoMnTbCA C MHCpOopMaumern No Bonpocam TeCcTMpoBaHms 060pya0BaHUA MOXHO Ha cante
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHMe Ha TECT».

Bbl MOXeTe HanucaTtb HanpAamyro B CJ'Iy)K6y cepsuca no 3J'IeKTp0HHOI;1 noyTte sc@gtech.ru.

12.3. TexHn4eckas nogaepxka

Ecnn Bam Heobxogumo coOencTBue B BOMPOCAX, KacalwolMXCsi Hawero obopydoBaHusi, TO
MOXEeTe BOCMNOSb30BaTbCA Halle aBTOMaTU3NMPOBaAHHOM CUCTEMOW 3anpoOCcOB TEXHUYECKOrO
cepBuc-UeHTpa helpdesk.qgtech.ru.

TenedoH TexHudeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odmc +7 (495) 477-81-18

12.4. AneKTpoHHas Bepcusi AOKYMeHTa
Hata ny6bnukauun 03.07.2024

https://files.qtech.ru/upload/switchers/QSW-6900/QSW-6900_sys_config_config_guide.pdf
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