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HacTtpolika CLI W

1. HACTPOMUKA CLI
1.1. O630p

UHTepderic komangHon ctpokn (CLI) — aTo TepmuHan, ncnonb3yemoe ansi B3aMmogencrams
TEKCTOBbIX KOMaHA4 Mexay nonb3oBatensMu U ceTeBbiMM ycTponctBamun. B TepmuHane
NHTEpdEenca KOMaHOHON CTPOKM MOXHO BBECTU KOMaHAbl ANsi HACTPOMKN CETEBbIX YCTPOWCTB
N yNpaBneHnst UMu.

1.2. MpumeHeHuUe

MpumeHeHue OnucaHue

HacTporika ceTeBblx | B TepmuHane nHrepdenca KoMaHgHOMW CTPOKM MOXHO BBECTU
YCTPOWCTB U YNpaBieHNE MU | KOMaHabl A4S HACTPOWMKM CETEBbLIX YCTPOWCTB M ynpaBneHus
C___MNOMOLLbKD  MHTepdenca | umm

KOMaHOHOW CTPOKMU

1.2.1. Hactponka ceTeBbiX YCTPOMCTB U ynpaBfieHue MMM C NOMOLLbLIO
MHTepcenca KOMaHQHON CTPOKU

1.2.1.1. CueHapuu

Kak nokaszaHo Ha PucyHke 1, nonb3oBaTernb nony4YaeT AOCTyn K CEeTEBOMY YCTPOWCTBY A ¢
nomowpto MK M B TepMuMHane KOMaHAHOW CTPOKM BBOAMT KOMaHAbl AN HACTPOMKM W
ynpaereHnsi CEeTeBbIM YCTPOWCTBOM.

LS

PC

>’ é‘

PucyHok 1.

A — 3TO CeTeBOe YCTPOWCTBO, KOTOPbIM HEOOXOAUMO YNpPaBnsTh.

MK — 3aTo TepmuHan.

1.2.1.2. OnucaHue

Kak nokasaHo Ha PucyHke 2, nonb3oBarternb ucnonb3yet Secure CRT, yctaHoBneHHbI Ha [1K,
ANS YCTaHOBKM COEQUHEHMS C CETEBBIM YCTPOMUCTBOM A, 1 OTKpbiBaeT TepmuHan CLI ang Beoga
KOMaH, KOHUrypawmm.

13

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

Hactporika CLI

[ Serial-CON1 — SecureCRT

File  Edit View Options  Transfer  Script  Tools  Help
WILUP woBBod SBE € &

| serial-com1

1.3. ®yHKUMMp
1.3.1. O630p

QTECH »enable

QTECH #configure terminal
Enter configuration commands,
QTECH (config)#

one per line. End with CNTL/Z.

PucyHok 2.

PYHKUUA

OnucaHue

HocTtyn K uHTEepdemncy
KOMaHOHOW CTPOKU

NS HACTPOMKM N yNpaBreHnsi MOXXHO BOWTU B CETEBOE YCTPOWCTBO

Pexumbl komana

NHTepdenc komaHOHOM CTPOKU NPeaoCTaBSIET HECKOSbKO PEXNMOB
KomaHg. KomaHgbl, KOTOpble MOXHO MCMNOSb30BaTh, pasnuyatoTca B
3aBMCUMOCTM OT PEXUMOB KOMaH

CnpaBka no cucreme

CnpaBo4Hy0 MHOPMAaLMIO O CUCTEME MOXHO MOSTyYMUTb BO BPEMS
HaCTPOWKN MHTepdenca KOMaHAHON CTPOKMK

Mo ymosvaHuio 1 copoc
KOMaHabl

CokpallleHHble Ecnn BBegeHHas cTpoka [gocTatodHa Ans  uaeHTudumkaumm
KoMaHbl YHUKanNbHOM KOMaHAbl, BBOAWUTb MOMHYH CTPOKY KOMaHAbl HE HY>KHO
MNapameTpbl komaHa | MoxHO mncnonb3oBaTb KOMaHay NO ANst OTKMHYEHUS PYHKUMK Unu

BbIMOMHEHNST  onepauuu,  MPOTMBOMOSIOXKHOM  KOMaHAe, unu
ucrionb3oBaTb napameTtp default komaHgbl AN BOCCTaHOBIIEHUS
HaCTPOEK N0 yMOMYaHuo

[Noockasku c
yKasaHneM HeBepHbIX

KoOMaHa

Mpn BBOOE HEBEPHOW KOMaHObl OTOOpaxaeTcd coobuieHne o6
owmnbke

XypHana

KomaHabl
loggin

Ona oTobpaxeHus wnu Bbi30Ba KOMaHA >XypHama MOXHO
Mcrnonb3oBaThb Knaesuwm GbICTPOro Aoctyna

3ameHeHne dyHKLUUIN

Cuctema npepgocTaBnsieT
peaakTMpoBaHUs KOMaHA

KnaBuwK OGbicTporo gocTyna Ans

@ §) QTECH
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PyHKLUUA OnucaHue

Monck n_dunbtpaums | MoxHO BbINONMHMTL kKOMaHay show ans noucka wunu unbTpaumn

BbiBOAA KOMaHAbl | yKa3aHHbIX KOMaHg
show

Alias (nceBooHnM) | MoxHO HacTpouTb alias komaHabl ANst 3aMeHbl KOMaHAabl
KoMaHg

1.3.2. flocTtyn K nHTepcency KoMmaHgHOMN CTPOKMU

Mepeq ncnonb3oBaHMeM nHTepderca KOMaHgHOW CTPOKM HEOBXOAUMO NOSKITHUNTL TEPMUHAN
unu MK k ceteBOoMYy yCTponcTBY. VHTEpdenc KomaHLHOM CTPOKN MOXHO UCMNONb30BaTh Nocne
3anycka CeTeBOro YCTPOWCTBA W 3aBepLlUeHMs MHUUManusaumm obopyaoBaHus, a Takke
nporpammMmHoro obecneyenus. NpyM NnepBoM NCNONb30BaHMM CETEBOE YCTPOMCTBO MOXKET ObiTb
NMOOKIIOYEHO TOJNIbKO Yepe3 KOHCONbHbIA MOPT, KOTOpbI Ha3blBAETCA BHEMOJIOCHbLIM
ynpasneHnem. Nocne BbINONIHEHNSA COOTBETCTBYIOLLIEN HACTPOMKM MOXKHO MOAKMIOYUTE CETEBOE
YCTPOWMCTBO 1 ynNpaensaTb UM Yepe3 Telnet.

1.3.3. PexxuMbl KOMaHA

MN3-3a 6onbLUoro konmMyectTsa KOMaHAbl KnaccuduumpyroTes no yHKUMAM anst obneryeHms nx
ncnonb3oBaHus. HTepdeiic KoMaHAHOWM CTPOKM NPeaoCTaBsAeT HECKObKO PEXMMOB KOMaHA,
M BCE KOMaHObl PErMcTPUPYOTCS B OJHOM MINM HECKOSNbKMX KOMaHOHbIX pexumax. [epen
MCMoNb30BaHMEM KOMaHAbl HEOOXOAMMO BOWTU B PeXWM KOMaHz. PasHble pexumbl KoMaHz
CBsi3aHbl APYr C APYroM, HO B TO e BpeMsi U OTnn4atoTcsa Apyr oT apyra.

Kak Tonbko HOBbIN ceaHC OydeT HacTPOEeH C MOMOLLULIO MHTepdeca ynpaBreHusi ceTeBbIMA
yCTpOMCTBaMK, Bbl BOMAETE B [MOMb30BaTENbCKMA pexnM. B 3ToM pexumme MOXHO
ncnonb3oBaTb TOMbKO HEOOMbLIOE KOMMYECTBO KOMaHL, M (PYHKUUM KOMaHA OrpaHuyeHbl,
Hanpumep, B AaHHOM PEXNME MOXHO UCMONb30oBaTh KOMaHAy show. PeaynbTaTbl BbINOSIHEHUSA
KOMaHA B NOfb30BaTENbCKOM PEXUME HE COXPAHSIIOTCS.

Ona  nMcnonb3oBaHUS  OOMOMHUTENbHBIX  KOMaHg HeobXxoauMO CHavana BOWTU B
npuBMNErnpoBaHHbliM pexnm. Kak npasuno, Ans Bxoga B MNPUBUAErMPOBAHHBLIN  PEXUM
Heobxoanumo BBeCTW napofb. B npuBuMnerMpoBaHHOM peXuMMe MOXHO WCMNOofb30BaTb BCe
KOMaHAbl, 3aperncTpupoBaHHble B 3TOM KOMaHOHOM pexume, U garnee nepentn B pPexumm
rnoGanbHON KOHUrypaLmm.

Mcnonb3oBaHne KomaHg OnNpedeneHHOro pexuma KoHdurypauum (Hanpumep, pexuma
rnobanbHON KOHUrypauum n pexxuma KoHurypawumm nitepdenca) BNuaeT Ha UCnonb3yemble
HacTpouku. MNpn coxpaHeHUn KoHGUrypaumm aTm KomaHabl 6yayT coxpaHeHbl 1 BbIMOMHEHbI Npn
cnegywoulem rnepesanycke cuctembl. [lepen nepexogoM B APYron pexuMm KoHdurypauuu,
HanpuMep, B PeXuM KOHUrypaumm nHtepdgenca, Heobxoanmo BOWTU B pexum rnobanbHon
KOHcpurypauuu.

B crnepgyowen tabnuue npuBedeHbl peXuMMbl KOMaHa, npegnonarasi, YTO UMS CeTeBOro
yctponctea — "QTECH".

15

@ § QTECH

MWP [OOCTYMNHEE
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Hactpona CLI |_wwwgtechru |
Pexum MeTtopn poctyna KomaHaHas cTpoka
KOHdurypaumm
Monb3oBaTenbCKMN Mpn poctyne Kk ceTeBOMYy ycTponcTBy no | QTECH>
pexum YMONYaHUIO BoMauTe B

Monb3oBaTENbCKNA PEXUM
MpuBunernpoBaHHLIN B Nonb30BaTeNbCKOM pexnme  QTECH#
pexmm BbIMOMHUTE KOMaHZy enable, 4TOGbI

BOWTU B NMPUBMUIErMPOBAHHbIN PEXUM

moGanbHas B Nnosib30BaTENbCKOM pexume | QTECH (config)#

KOHpurypaums BbIMONHMUTE KOMangy configure, 4TOGLI

(Pexm  rnobanbHoN BOWNTHU B pexum rno6ansHon

KOHApUrypaLyN) KOHcpurypauumm

KoHdurypaums B pexume rnobanbHon koHdurypauun | QTECH(config-if)#

nUHTepdenca BbINOMHUTE KOMaHAy interface ans sxoaa

(PexuM KOHUrypaLMm B PeXMM KoHdMrypaumm nutepdenca

UHTepdenca)

Config-vlan B pexume rnobanbHom koHdwurypaumm | QTECH(config-vian)#

(Pexum BbIMONHMUTE KomaHay Vvian vian_id gnsa

KOHCPUryPUPOBAHNS Bxofda B pexum koHdurypaumm VLAN

VLAN)

Pexum Bbixoa n3 paHHoro pexuma wnuv | Hdon. uHdopmauums

KOHdurypaumm BXOZ, B APYron pexum

lMonb3oBaTenbLCKUM [na Bbixoga wn3 nonb3oBaTtenbckoro | Micnonbaynrte aTOoT

pexXunm pexunma BbINONHUTE KOMaHAy exit. pexum  KomMaHa — Ans
BbinonHute komaHay enable, 4TOGbI NPOBEACHNA 6a3oBbix
BOWTWU B NPUBUSIENMPOBAHHbIN PEXUM fpOBEPOK wnm

oTobpaxxeHus

MHdOpMaLMN O CUCTEME

@ § QTECH

MWP [OOCTYMNHEE

MprBMNErnpoBaHHbIN BoinonHute komangy disable, 4T06bI | Mcnonbaynte aToT
pexunm BEPHYTbLCA B Monb3oBaTeNbCKUN | KOMaHAHbLIN peXnm,
PEXUM. 4yTObbI npoBepUTb,

BbinonHute komaHay configure, 4To6bI AfieTEh e 3 i

BOWTM B  pexum  rnobanbHoin  KOHPUrypaLums. ToT

KOHGMrypaLMK pexum 3aumLleH

naponem
16
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Pexum Bbixoa n3 paHHoro pexuma wnuv | Hdon. uHdopmauums
KOHdurypaumm BXOZ, B APYron pexum
(mobanbHas BbinonHuTe komaHabl exit unm end, unn | Micnonb3oBaHne KomaHg
KOHdourypaumsi Haxxmute Ctrl+C gna Bo3Bpata B | B 3TOM peXxume NoBnusieT
(PeXxuM  rnoGanbHoN NPVBUNETMPOBAHHbBIN PEXUM. Ha rnobanbHble
KOHdpMrypaLmm) BuinonHuTe komaHgy interface, ytobel | @PaMETPbl - CETEBOTO

BOWTM B  peum  KoHdurypauuy | YCTPOVCTBa

uHTepgenca. [llpu  mncnonb3oBaHUN

KOMaHbl interface Heobxoanmo

yKasaTb UHTepdeic.

BeinonHute komangy vilan vlan_id,

4yTOObl BOWTM B PEXUM KOH(Urypaumm

VLAN
KoHdurypaums BbinonHute komaHay end unun Haxmute | icnonbsymnte aTOoT
nHTepdenca Ctri+C ans BO3BpaTa B | peXMM  KOHpurypaumm
(PeX1M KOHUrypaLmm NPVBUNErMPOBAHHbBIN PEXUM. ans HaCTPOWKK
UHTepdenca) BbinonHute komaHgy —exit, 4TOObI PasinmnHHbIX

BEDHYTLCA B peXUM  robanbHoin  HTEPPENCoB  ceTesoro

KoHcurypaumn. [Mpu  ucnonb3osaHuy | YCTPOVCTBA

KOMaHbl interface HeobXxoanmo

yKasaTb UHTepdenc
Config-vlan BbinonHute komaHay end nnu Haxmute | Mcnonbsynrte aToT
(Pexum Ctri+C ans BO3BpaTa B | peXnMm  KOH(purypauum
KOHCUTYPUPOBAHIS NPVBUNErMPOBAHHbBIN PEXUM. ans V[Iif\ijOVIKVI
VLAN) BbINOMHATE  KOMaHAy exit, uToGbl | MAPamMeTpos

BEPHYTbCA B  pexum  rrnobansHom

KOHpurypauum

1.3.4. CnpaBka no cucteme

Mpu BBOOE KOMaHA B TepMuHane uHTepdelrica KOMaHOHOM CTPOKM MOXHO MOMy4YnThb
CNpaBoYHYO MHpOPMALMIO, UCTIONb3YSA CrieayHoLme cnocobbi:

1. B komaHOHOW CTpoke B NM0BOM pexrme BBeAUTE BONPOCUTENbHbIV 3HaK (?) Ang
BblBOAa CNMcKa KOMaHA, NoAAepKMBaeMbIX TEKYLLIMM KOMaHOHbIM PEXUMOM U
COOTBETCTBYIOLMM ONMCaHNEM KOMaHabl. Hanpumep:

QTECH>?
commands:
<1-99>
disable
disconnect
enable

exit

help

Session number to resume

Turn off privileged commands

Disconnect an existing network connection

Turn on privileged commands

Exit from the

Description of the interactive help system

@ § QTECH

MWP [OOCTYMNHEE

17
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Hactporika CLI " www.atechru |
lock Lock the terminal
ping Send echo messages
show Show running system information
telnet Open a telnet connection
traceroute Trace route to destination

2. Beegute npoben n BONpocuUTenbHbIN 3HaK (?) nocne Kn4eBoro crioBa koMaHabl Ans
BbIBOAA CrieayHLLEro Kr4eBoro CrioBa Unm nepemMeHHoON, CBA3aHHOM C KIHOYEBbIM
CIOBOM.

Hanpuwmep:
QTECH(config)#interface ?

Aggregateport Aggregate port interface
Dialer Dialer interface
GigabitEthernet Gigabit Ethernet interface
Loopback Loopback interface
Multilink Multilink-group interface
Null Null interface

Tunnel Tunnel interface
Virtual-ppp Virtual PPP interface
Virtual-template Virtual Template interface
Vlan Vlan interface

range Interface range command

NMPUMEYAHUE: ecnu 3a kno4yeBbIM CNOBOM criefyeT 3HavyeHue napameTtpa, TO AuanasoH
3HaA4YeHUN N onMcaHme ATOoro NnapameTpa oTobpaxatrTcsa cregyowmm obpasom:

QTECH(config)#interface vlan ?
<1-4094> Vlan port number

3. Beegute 3Hak Bonpoca (?) nocrne HenomHOM CTPOKK C KNIOYEBLIM CITOBOM KOMaHAbl
ANS BbIBOAA CnKMcKa BCeX KITOYEBbLIX CIOB KOMaHAbl, HA4YMHas ¢ KOHLA HEMNoNHOM
CTPOKM.

Hanpumep:
QTECH#d?
debug delete diagnostic dir disable disconnect

4. Tlocne BBOAA HEMOMHOrO KMHOYEBOro CrioBa KOMaHAbl, ecnu cygduke atoro
KrnoYeBOro CrioBa yHuKarneH, HaxxmuTe knasuwy Tab ans otobpaxeHus nonHoro
Knto4eBoro cnosa. Hanpumep:

QTECH# show conf<Tab>
QTECH# show configuration

5. B no6om koMaHaHOM pexuMe BbiNonHMTe KoMaHay help, 4Tobbl nonyyYnTb KpaTkoe
onucaHue cnpaBoOYHON cucTembl. Hanpumep:

QTECH(config)#help
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Help may be requested at any point in a command by entering a question mark '?". If
nothing matches, the help list will be empty and you must backup until entering a '?'
shows the available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a command argument (e.g.
'show ?') and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you
want to know what arguments match the input (e.g. 'show pr?'.)

1.3.5. CokpalleHHble KOMaHAbI

Ecnu komaHga AnvHHasa, MOXHO BBECTW 4YacTb KOMaHAbl, AOOCTaTOYHYHO OnA onpenefeHunsa
KI1ro4eBOoro croBa KoMaHAbl.

Hanpumep, 4tobbl 3anyctntb komanay interface gigabitEthernet 0/1 B pexxume koHurypawumm
nHtepdgenca GigabitEthernet 0/1, BBeguTe CoKkpalleHHyt0 KoMaHay cnegylowmnm obpasom:

QTECH(config)#int g0/1
QTECH(config-if-GigabitEthernet 0/1)#

1.3.6. MapameTpbl KOMaHA NO YMOTYaHUIO U COpPOC KOMaHAbI

BonbwKMHCTBO kKOMaHg wmetoT onumio no. Kak npaBwuno, onumsi NO uMcnonb3yeTtca Ans
OTKMIOYEHNA CBOMCTBA MMM  (PYHKUMW, WNU  BbINOSIHEHMS Onepaunn, NPOTUBOMNOSOXHOM
KomaHge. Hanpumep, BbinonHute koMaHgy no shutdown, 4ToGbl BbINONMHUTL OMNepauuio,
NpOTMBOMONOXHYI0 koMaHae shutdown, To ecTb BKMOYMTL MHTepdenc. KntoueBoe crnoso 6e3
napameTpa NO MCNonb3yeTcs AN BKIOYEHNSA OTKNHOYEHHOIO CBOMCTBA Ui OYHKLNK, KOTopast
MO YMOIMYaHUIO OTKITOYEHA.

BonbwnHCTBO KOoMaHg wumetoT onumo  default. Onumsa  default wmcnonbsyetca ans
BOCCTAHOBIIEHUSA HACTPOEK KOMaHAbl MO yMONYaHuo. 3Ha4YeHNsa No ymonyaHuio 60nbLUMHCTBA
KOMaHA4 MCnonb3ylTCA AN  OTKMYEHUs CBA3aHHbIX  (yHKuun. Takum obpasom, B
BonblinHCcTBE crnyvaeB dyHKumna onuun default Takas xe, kak u ana napametpa no. OgHako
AN HEKOTOPbIX KOMaHA 3HaA4YeHUs Mo yMOSYaHMIO UCNONb3YOTCA ANl BKMOYEHNS] CBA3AHHbIX
dyHkumMn. B atom cniydyae dyHkuma napameTpa default npotnBononoxHa napameTtpy no. B
HacTosiwee Bpemsa napameTp default ncnonb3dyeTca AN BKKOYEHMS COOTBETCTBYIOLLEN
YHKUUN 1 YCTAHOBKN NEPEMEHHbIX B 3HAYEHNE MO YMOSYaHNIO.

Anga nonyyeHns nHpopmaumm o oyHkuumn no unu default ansg kaxgon komaHgbl CM. CrpaBKy
no KOMaHae.

1.3.7. NMoAackasku ¢ ykazaHMeM HeBepHbIX KOMaHA

Mpn BBOAE HEBEPHOW KOMaHAbI OTOOpaxaeTcsa coobLieHme 06 ownbke.

B crneaywowen Tabnuue nepeyncrieHbl pacrnpocTpaHeHHble coobueHns o6 owwmbkax
NHTepdenca KOMaHLHON CTPOKN.
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CoobueHune o6
oLlIunOKe

3HauyeHue

Kak nony4yutb nomoub

% Ambiguous
command: "show c"

BeegeHHble CUMBOIbI
HeadoCTaTo4YHbI ANs
noeHTndpukaumm
YHUKanbHOM KOMaHab!

lMoBTOPHO BBEAUTE KOMAHAY M 3HAK
BOMpOca Nnocrne Kr4eBoro Crosa,
CMbICI KOTOPOrO HESICEH.
OT1obpassaTcsa Bce BO3MOXHbIE
KroyeBble crioBa

% Incomplete command

Ob6sa3aTenbHoe KI4YeBoe
CInoBoO unun nepemMmeHHas
He npumMeHnmMa K KomaHae

MoBTOpPHO BBEANUTE KOMAHAY U
BBeAMTE Npoben 1 3Hak Bonpoca.
ByayT nokasaHbl Bce BO3MOXHble
KMoYeBble CroBa UM NepeMeHHbIe

% Invalid input detected
at ‘N’ marker

BBeneHa HenpaBunbHas
komaHga. 3Hak (1)
yKa3blBaeT NOMoXeHne
CNnoBa, BbI3bIBAIOLLENO
oLmnbky

B cTpoke TekyLLero komaHaHOro
pexuma BBeauTe 3HaK Bonpoca.
BynyT oToGpaxeHbl Bce KntoyeBble
CroBa KomMaHAbl, pa3peLleHHble B
[LAaHHOM KOMaHOHOM pexvme

1.3.8. KomaHabl XXypHana (logging)

Cucrtema aBTOMaTU4ECKU COXpaHAeT HeJaBHO BBeOEHHbIE KOMaHObI. ,D,J'IFI OTO6pa)KeHVI$l nnn
Bbl30OBa KOMaHA >XypHana MOXXHO MCNOoJb30BaTb KnaBULLIA 6bICTpOFO AocTtyna.

MeTogbl onncaHbl B criegyowen Tabnumue.

Onepauus

Pe3ynbTart

Ctrl+P nnn
knasuwa BBEPX

OToGpaxaeT npeablayLUyo KoMaHay B CNMCKe KOMaHA ypHana. HaumHas
C nocrnegHen 3anucu, MOXHO MOBTOPHO BbLIMOMHWUTL 3Ty onepauuio Ans
3anpoca 6ornee paHHUX 3anucen

Ctrl+N unun
knasuwa BHN3

Mocne Haxatnsa CtrI+N wnu knasnwm BHWU3 MOXHO BepHyTbCs K
cneayoLwen KoMaHae M3 Cnucka KoMaHg XXypHana. 9Ty onepaumio MOXHO
BbINOSIHUTL HECKOMbKO pa3, YTOObl 3anpocuTb HEeAaBHO BbINOSHEHHbIE
KOMaHAbl

NMPUMEYAHUE: ctaHgapTHble TepMuHansl, Takme kak VT100, nogaepxuBatoT ykasaTenbHble

KnaBULLN.

1.3.9. UameHeHune pyHKUUN

Mpn pepakTMpoBaHWM KOMAHOHOW CTPOKM MOXHO WMCMONb30BaTb KNaBULIW WA KIaBULLN
ObICTPOro 4ocTyna, NnepeyvncrieHHble B criegyoLlen Tabnuue:
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PyHKLUUA KnaBuwa nnn OnucaHue
KnaBuLwia
ObicTpOro
pocTtyna
MepenswxeHune Knasuwa BJIEBO | lNepenBwxeHne Kypcopa Ha OAWH CUMBON
Kypcopa B unu Ctrl+B BNEBO
penakTupyemom
CTpoke Knasuwa BIMPABO | MepeasuxeHne Kypcopa Ha OOMH CUMBON
unu Ctrl+B BMpaBo
Ctrl+A lMepenBmxkeHne Kypcopa B Ha4yano KoMaHaHOW
CTPOKM
Ctrl+E lMepenBmxkeHne Kypcopa B KOHEL, KOMaHAHOW
CTPOKM
YaaneHue Knasuwa YaansieT CMMBOJS CneBa OT Kypcopa
BBEAEHHbIX Backspace
CYMBOJIOB

Knasuwa Delete

YnanseT cumBon cnpasa OT Kypcopa

lMpokpyTka BBEPX Ha
OAHY CTPOKY MUnn OfHY
CcTpaHuuy

Knasuwa Return

Mpy oToBpaXKeHUn COAEepPXMMOro HaXMUTe

knaBuwy  Return, 4ToObl  NEpemMecTUTb
BbIXOHYHO CTPOKY BBepx W oTobpasnTb
crneaywoLlyto CTPOKY. OTa onepauus

BbIMOJTHAETCA, KOraa BbIXOAHble OaHHble elle
HE 3aKOHYUINCb

Knaeuwa npobena

Mpn OTOOpPaXEHUM COAEPKMMOrO HAXMUTE
knasuwy  [lNpoGen, 4TOGLI  OTOGpPa3nTL
crnegywulylo  CTpaHuudy. JTa  onepauus
BbIMOMHSAETCS, KOrga BbIXOAHbIE AAHHbIE elle
He 3aKOHYMITUCb

Korga kypcop pefaktupoBaHUa HaxoguTcs PsSAoM C NpaBon rpaHuLLEN, BCA KOMaHAHAsA CTpoka
nepemectutca Bneso Ha 20 CMMBOMOB, a ocTarnbHas YacTb KOMaHAabl OyAeT cKkpbiTa 3Hakamm
ponnapa ($). ns nepemelleHns Kypcopa K CKpbITbIM CUMBOMaM MNW BO3BpaTta K Hadany
KOMaHAHOW CTPOKM MOXHO UCNONb30BaTh COOTBETCTBYHOLLME KITABULLN MW Knasuwn 6bICTporo

pocrtyna.

Hanpumep, Becb cnncok gocTtyna (komaHga access-list) MoOXeT npeBbllaTh WMPUHY 3KpaHa.
Korga kypcop pefaktupoBaHUa HaxoguTcs PsSAoM € NpaBon rpaHuLLEn, BCA KOMaHAHasa CTpoka
nepemecTutcs BneBo Ha 20 CMMBOIOB, @ OCTarnbHasa YacTb KOMaHAbl OyaeT CKpbiTa 3HAKOM
ponnapa ($). Koroa kypcop penakTvpoBaHWsi OOCTUMHET MpaBoM rpaHuubl BCS KOMaHOHast
CTpoOKa casuHeTcsa Bneso Ha 20 CMMBOIIOB.

access-list 199 permit ip host 192.168.180.220 host
$ost 192.168.180.220 host 202.101.99.12
$0.220 host 202.101.99.12 time-range tr
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Tenepb HaxmuTe coveTaHue Ctrl+A gnsa Bo3BpaTa B Havano KoMaHgHOM CTpoku. B aTo Bpems
YyacTb KOMaHAHOW CTPOKM B KOHLe ByaeT ckpbiTa 3Hakamu gonnapa ($).

access-list 199 permit ip host 192.168.180.220 host 202.101.99.$

1.3.10. NMouck u mnbTpaumna BbiBoga KOMaHAbl Show

[ns noucka ykazaHHOro COAEPXKMMOrO M3 BbIXOAHbIX AaHHbIX KOMaHAbl Show BbiNomnHUTE
CrneayoLLyto KoMaHAay:

KomaHpa OnucaHune

show any-command | begin | Nonck ykaszaHHOro COAEPXKUMOro W3 BbIXOAHbLIX [OaHHbIX
regular-expression KomaHgbl show. bygeTt BbIBOAUTBCS nepeBasi CTPOKa, a Takke
BCS UH(pOpMaLMS, KoTopad creayeT 3a 3TOW CTPOKOM

NMPUMEYAHUE: komaHga show MOXeT ObiTb BbIMOMHEHA B JI060M pexumme.

NMPUMEYAHUE: cogepxnmoe onda NoMcKa YyBCTBUTENBHO K PErNCTpY.

[ns noucka ykasaHHOro COAEPXMMOro M3 BbIXOAHbIX [AaHHbIX KOMaHAbl ShOw BbIMOMHUTE
crieqyloLLy0 KOMaHay:

KomaHaa OnucaHue

show any-command | exclude | dunbTpyeT BbIXOAHble [AaHHble KoMaHAbl show. byayt
regular-expression BbIBOANTBLCA BCE CTPOKM, KPpOME TeX, KOTopble copepaT
yKa3aHHOe CoaepXnmoe

show any-command | include | ®unbTpyeT BbIXOOHbIE AdaHHble KOMaHAbl show. byoyt
regular-expression BbIBOAMTBCA TOMNbKO CTPOKW, BKMHOYAKOLWME YKa3aHHOe
copepxunmoe

Ona noucka unn unbTpaumm BbIXOOHbIX AaHHbIX KOMaHAbl Show HeobxoauMmo BBECTU
BepTuKanbHyto nuHuio (|). Mocne BepTukanbHOW NMHMKM BbiGepuTe npasBuna noucka unm
unbTpaumMm 1 BBeAUTE codepxumoe (cumBon wunmu  ctpoka). [louck u  dunbTpaums
COAEPXKMMOro YyBCTBUTESNbHbI K PEFUCTPY.

QTECH#show running-config | include interface
interface GigabitEthernet 0/0
interface GigabitEthernet 0/1
interface GigabitEthernet 0/2
interface GigabitEthernet 0/3
interface GigabitEthernet 0/4
interface GigabitEthernet 0/5
interface GigabitEthernet 0/6
interface GigabitEthernet 0/7

interface Mgmt 0
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1.3.11. Alias (nceBAOHUM) KOMaHA,

Bbl MOXxeTe HacTpouTb NtoGoe croBo B kadecTse alias (NceBaoHMM) KOMaHAb! AN YCKOPEHHOTO
BBOZA KOMaHAbI.

1.3.11.1. Pe3ynbTaTt KOHdUrypaumm

1. 3ameHute KOMaHAy CloBOM.

Hanpumep, HacTponte "mygateway" B kadectBe alias komaHabl ip route 0.0.0.0 0.0.0.0
192.1.1.1. [An< BbINONHEHUS 3TON KOMaHAbl HEOBXOAMMO BBECTM TONbKO "mygateway".

2. 3aMeHuTe HayanbHYyH YacTb KOMaHAb! KIOYEBbIM CIOBOM M BBEAUTE NapamMeTpbl
KomaHAbl.

Hanpumep, HacTponTe "ia" B kadecTBe alias komaHgpbl ip address. [nd BbINOMHEHUS 3TON
KomaHabl Heob6xoanmo BBeCcTH "ia", a 3aTeM ykasaHHbIn IP-agpec n macky nogceTw.

1.3.11.2. 9tanbl KOHpUrypauum

OTo6paxeHue alias no ymonyaHuio.

B nonb3oBaTenbCkoM pexvme unv NpUBUMAErMpoOBaHHOM pexume AN HEeKOTOPbIX KOMaH4
aoctyneH alias no ymonyanuo. [Ina otobpaxeHust 3T1x alias No yMOonyYaHUIo MOXHO BbINOJTHUTb
komaHay show aliases.

QTECH(config)#show aliases

mode alias:

h help

p ping

s show

u undebug
un undebug

NMPUMEYAHMUE: 311 alias no ymon4yaHuto He MoryT BbITb yAaneHsl.

Hactpowika alias komaHAbi:

KomaHga alias mode command-alias original-command
OnucaHne mode: yka3bieaem KOMaHAHbIN pexum ans alias.
napameTpoB

command-alias: ykasbigaem alias komaHAbl.
original-command: yka3sieaem KomaHgy, npeacrasnsemyto alias

Pexnm Pexum rnobansHon KoHdUrypauum

KOHcpurypauum

BctpoeHHas B pexume rnobanbHOM KOH(urypaumm BbinonHute alias ? ana

noackaska oTOBpaxeHnsi BCEX PEXMMOB KOMaHA AN KOTOPbIX MOXHO HACTPOUTb
alias

OTtob6paxeHne HacTpoek alias KomaHng
BbinonHuTe komaHay show aliases ona otobpaxeHus HacTpoek alias B cucteme.
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NPAMEYAHMUE.

o KomaHga, 3ameHeHHas alias, gomkHa HauymHaTtbCAa C nepBoro cnMmMmBona KOMaHOHOM

CTPOKMW.

¢ KomaHpa, 3ameHeHHas alias, gomkHa ObiTb NOMHOLEHHOMN.

e [lpu ncnonb3oBaHmm alias Heob6xoaMmMo BBECTM BECb CMMCOK alias; B NPOTUBHOM criyvyae
alias He MoxeT OblTb MAEHTUPULNPOBAH.

1.3.11.3. Npumep KoHcpUrypaumum

OnpepeneHue alias ona 3ameHbl BCeM KOMaHAbI

OTansb!
KOHGourypaumm

B pexume rnobanbHoM KoHdurypaumm HacTtpoute alias "ir" pgns
npeAacTaBneHns KomaHnabl KOHUrypaumy mapLupyta no yMOSyaHuio ip
route 0.0.0.0 0.0.0.0 192.168.1.1

QTECH#configure terminal
QTECH(config)#alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

lMpoBepka
KOHdoUrypaumm

¢  BbinonHute komaHgy show alias, 4To6bl NPOBEPUTL, HACTPOEH NN
alias.

QTECH(config)#show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:
ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

e lcnonb3ynte HacTPOEHHbLIN alias Ansl BbINOMIHEHUA KOMaHAbl W
BbINONHUTE KOMaHay show running-config, 4Tobbl NpoBepuTsb,
YCMNeLHO NN HacTpoeH alias

QTECH(config)#ir

QTECH(config)#show running-config

Building configuration... !

alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

//Configuring an alias

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
is entered !
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OnpepeneHue alias onsa saMmeHbl Ha4YanNbHOW YacTU KOMaHAbI.

JTansl
KOHUrypauum

B pexume rnobanbHoM KoHdurypauum HactpouTe alias "ir" ans
npeacraeneHns Yactu "ip route" komaHgbl KOHUrypauum mapLipyTa no
yMOM4YaHuio

QTECH#configure terminal
QTECH(config)#alias config ir ip route

MpoBepka
KOHUrypauum

e BuinonHute komaHgy show alias, 4Tobbl NPOBEPUTL, HACTPOEH
nwn alias.

QTECH(config)#show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:

ir ip route

e Beegute alias "ir", a 3aTtem nocneaywLLlyld 4YacTb KOMaHAbl
"0.0.0.00.0.0.0 192.168.1.1"

e BoinonHute komaHgy show ap-config running, 4TOGbI
NPOBEPUTL YCNELIHOCTb KOH(PUrypaumm

QTECH(config)#ir 0.0.0.0 0.0.0.0 192.168.1.1
QTECH(config)#show running

Building configuration...

!

alias config ir ip route //Configuring an alias
I

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
and the later part of the command are entered

1.3.11.4. CnpaBKa no cucteme

1. CwucTtema npegocTaBnsieT cnpaBoYHyo nHdopmaumo ans alias komangpl. MNepe alias
oTobpaxaeTcs 3Be3gouyka (*). dopmar BbIrnsauT creayowmm obpasom:

*command-alias=original-command
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Hanpumep, ans npusunermpoBaHHoro pexxuma alias s o6o3Havaet knoyeBoe cnoso show. MNpu

BBOAE "s?" oToBpaXaloTCs KIoueBble CNoBa, HauMHatowmeca ¢ "s" u uHgopmaums o alias.
QTECH#s?

*s=show show start-chat

start-terminal-service

2. Ecnu komaHaa, npeacTtaBneHHas alias, cogepxut 6onee ogHoro cnoea, komaHaa
oToOpakaeTcs B Nape KaBblYeK.

Hanpumep, ans npuBunerMpoBaHHoro pexuma alias sv o6o3Ha4yaeT komaHgy show version.

Mpwn BBOAOE "s?" oTOBpPaXkaloTCst KNKOYEBLIE CMOBA, Ha4YMHatoLwmecs ¢ "'s" 1 uHdopMaums o alias.
QTECH#s?
*s=show *sv="show version” show start-chat
start-terminal-service

3. Alias MOXHO ncnonb3oBaTb ANd NOMy4YeHNs cnpaBoYHON MHOpPMaLMKM O KOMaHAae,
npegcraeneHHon alias.

Hanpumep, Hactpowte alias "ia" gna npegctaeBneHust KomaHgbl ip address B pexunme
KoHdurypauumn nHtepdenca. Ecnn Bol BBegete "ia?" B pexmme KoHurypauum nHtepdenca

OyneT oTobpaxkeHa cnpaBoyHas MHdopMauus no "ip address?", a alias 3aMeHsieTcst KoMaHA oM.
QTECH(config-if)#ia ?
AB.C.D IP address
dhcp IP Address via DHCP
QTECH(config-if)#ip address

MPUMEYAHMUE: npu BBOoae npobena B Havane CTPOKN koMaHaa, npeactaBneHHast atum alias,
He OyaeT oTobpaxeHa.
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2. HACTPOUKA BA30BOIO YMNMPABIEHUA
2.1. O630p

[aHHbIN OOKYMEHT npeacTaBnsieT cobon pyKOBOACTBO MO Hadvany paboTbl C cuctemom
ynpaBneHns ceTeBbiMW YCTpoWcTBamMu. B HemM onuckbiBaeTcs ynpaBneHwe, MOHUTOPUHT U
obcnyxmBaHue ceTeBbIX YCTPOWCTB.

2.2. NMpumeHeHne

NMpumeHeHue OnucaHue

YnpasneHue ceTeBbiMM | [Nonb3oBaTenib BbLINOMHAET BXO4 B CETeBOE YCTPOWCTBO C

YCTPOMCTBaAMMU TepMUHana u 3anyckaeT KoMaHdbl MHTepdenca KoMaHaHoOWm
ctpoku (CLI) ansa ynpaBneHust KoHourypaunsamm yCTpoucTs

2.2.1. YnpaBneHue ceTeBbiMU YCTPOUCTBAMM

CueHapun
YnpaBrneHne ceTeBbIMU YCTPOMCTBAMM, ONMMCAHHOE B 3TOM AOKYMEHTE, OCYLLECTBSIETCA Yepes
NMHTepenc komaHaHom cTpoku. MNonb3oBaTenbs BXOAUT B CETEBOE YCTPONCTBO A C TepMuHana
N 3anyckaeT KoMaHgbl MHTepdenca KOMaHOHOM CTPOKW ANs ynpaBfieHus KOHurypaumsimu
ycTtponcTtea (PucyHok 3).

PucyHok 3.
2.3. DyHKUUN
2.3.1. ba3oBble KOHLUenuuu
TFTP
Mpotokon TFTP (Trivial File Transfer Protocol) — ato npotokon TCP/IP, nossonstowimmn
KNUeHTy nepenasaTb pann Ha cepBep Unu nosyyaTb ann ¢ cepaepa.
AAA

AAA — 37O ayTeHTUMKauua, asTopmsaumsa n peructpaums (accounting).

AyTeHTUdUKaUna o3HayaeT NPoBEPKY YHETHbIX AaHHbIX Mofb3oBaTenen u CBA3aHHbIX CeTeBbIX
cnyx6.

ABTOpVI3aLI,I/IF| O3Ha4aeT npepnocrtaBlieHne CeTeBblX YCNyr nonb3oBaTendmMm B COOTBETCTBUU C
pe3ynbTataMmuy npoBepKn NOANMMHHOCTU.

Peructpaums (accounting) — oTcnexmBaHue noTpebneHnss ceTeBbiX YCyr Nosfib3oBaTensimu.
BunnuHroBas cuctema B3vMaeT nnaTy € Nonb3oBaTernen Ha OCHOBE 3anucen o NnoTpebneHun.

AAA npepocTtaBnseT apdeKkTMBHbIE CPeACTBa YNPaBneHns CeTbIo U 3alUMUThI.
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RADIUS

Monb3oBaTtenbckas cnyxba yganeHHoro Habopa ansa ayteHTudpumkaumm (RADIUS) aenseTca
Hanbonee WMpoKo ncnonb3yembiM NpoTokoniom AAA B HacTosiLLee BpeEMS.

Telnet

Telnet — 3TO npoToKON amynsuMM TepMmmHana B cTeke npotokorioB TCP/IP, kotopbi
obecne4ynBaeT JOCTYN K yaaneHHOMY XOCTYy Yepes NoAKMYeHe K BUpTyanbHOMY TepMUHany.
OT0 CcTaHOapTHLIN NPOTOKOS, PACNOSNOXKEHHBIN HA YPOBHE 7 (YPOBEHb MPUIOXEHUSA) Moaenn
OSI (Open System Interconnection) n ncnonbdyembii B VIHTepHEeTE Ansi yoaneHHOro Bxona.
Telnet ycTaHaBnunBaeT coegnHeHne mexay fokanbHbiM MNK 1 yganeHHbIM XOCTOM.

UHdopmaumsa o cucteme

CuctemHas HOpMaLMS BKIOYAET OnMcaHe CUCTEMbI, BPEMS BKIIOUYEHWSA NUTaHKSA, BEPCUM
annapaTHOro M MporpammHoOro obecneyeHusi, BEPCUI0 NPOrpaMMHOro 0GecneyYeHnst YPOBHS
yNpaBrieHnsi 1 BEPCUI0 NPOrpamMMHOro o6ecneyeHns ypoBHS 3arpy3Ku.

NUHdopmaumsa o6 obopyaoBaHum

NHdopmaumnsa 06 obopyaoBaHun BKIto4aeT MHOPMaLMO 0 U3NYECKOM YCTPOUCTBE, a Takke
MHpopmaumio o crnotax u moaynsix. VHdopmauus o6 yCTpOWCTBE COOEPXUT OMMcaHue
YCTPOWMCTBA N KONMYECTBO CrioToB. VMIHpopmMaumsa o cnote BKoYaeT naeHTMdukaTop cnoTa,
onucaHne moayns (gaHHoe norne nycroe, ecnu B CroTe HeT MoAyns), a Takke hakTuyeckoe n
MaKcumarnbHOe KONM4ecTBo (pm3nyecKknx nopTos..

2.3.2. 0630p

PyYHKLUUA Onucanune

KoHTponb _gocTyna | YnpaBneHne [OOCTYNnoM TepMuHana K CeTeBbiM YCTPOMCTBaM B

nonb3oBaTesnisi MHTepHeTe Ha oCcHOBEe Naponen n npueunerni

KoHTponb BbinonHsieT ayTeHTMdMKaUuo No MMEHN Nob3oBaTeNs 1 Naponio Ang

ayTeHTudurKaLmm npenocTtaBneHns AOCTyna K CeTeBbIM YCTPOMCTBaM, €Cnv BKIOYEHa

npu Bxone dyHkums  AAA  (AyTeHTUduUKauma  BbINOMHAETCA  BbleNeHHbIM
cepBepom)

OcHoBHbIE CMm. napameTpbl cucTeMbI, Takne Kak yackl, CoobLleHne npu Bxoge u

napameTpbl CKOPOCTb nepeaayum gaHHbIX KOHCOMNK

CUCTEMBI

OT106paxeHue OTtobpaxaeT KoHduUrypaumm cuUCTEMbI, BKIoYas KoHduMrypaumm,

KOHcpurypaumn KOTOopble B HacTosdllee BpemMs BbINOSHAKTCA CUCTEMOMW, W

KOH(purypauum yCTPOUCTB, XpaHdALWMecda B 3HEProHe3aBUCUMMOWN
onepatmsHon namatn (NVRAM)

Telnet Telnet — 3TO MPOTOKON NPWUKIAOHOrO YPOBHS B CTEKE MPOTOKOSOB
TCP/IP. OH obecneuvBaeT CTaHOapTHOE YMpaBfeHne YyAaneHHbIM
BXOOOM B CUCTEMY W MNOAKMIOYEHMEM K BUPTyanbHOMY TepMUHany
yepes HTepHeT

Mepesanyck Mepesanyck cucTembl
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2.3.3. KonTtponb goctyna nonb3oBartens

YnpaBneHve OOCTYyNnoMm nosib3oBaTenen OTHOCUTCHA K yrnpaBfieHWo OOCTYNOM TepMuHana K
ceTeBbIM yCTponcTBam B VIHTepHETE Ha OCHOBE Naposien 1 NpuBuUnerni.

2.3.3.1. MpuHUMN paboTbl

YpoBeHb npuBunerumn

16 ypoBHel npuBunierun onpenenstotca B guanasoHe oT 0 oo 15 ona uHTepenca kKomaHgHOM
CTPOKM Ha CeTeBbIX YCTPOMCTBAX 419 NpeocTaBneHns nonb3oBaTtensam AOCTyna K pasnuyHbiM
KomaHgam. YpoBeHb O — cambli HA3KUIN YPOBEHb, NPEAOCTABMNAIOLWMNNA OOCTYN K HECKONBbKUM
KOMaH4aMm, a ypoBeHb 15 — cambili BbICOKMIA YPOBEHb, NPEeaOCTaBMAWMIA JOCTYN KO BCEM
koMmaHgam. YpoeHu 0 1 1 sBnsaTca obwmmn ypoBHAMM nonb3oBaTensa 6e3 paspelleHnst Ha
KOHMrypauuio ycTponctea (Mo yMOSTYaHUIO NOSb30BaTENSAM 3anpeLLleHo BXOAUTb B PEXMM
rnobanbHoM KkoHGUrypaumm). YpoBHM 2—15 aBNAKOTCS MPUBUMErMPOBAHHBIMK  YPOBHAMM
nonb3oBaTens ¢ paspeLlleHMeM Ha HaCTPOWKY YCTPONCTBa.

Knaccudumkaumsa naponen

Maponu genaTtca Ha AgBa Tvna: npoctble n 6esonacHble naponu. MNepBbl TUM OTHOCUTCA K
NPOCTbIM 3alMpPOBaHHbIM NaposisiM Ha yposHe 15. BToOpor TN OTHOCUTCS K 3alUEHHbIM
3awmndpoBaHHbIM Naponsam Ha ypoBHAX 0—15. Ecnun ypoBeHb HACTPOEH Kak C NPOCTbIM, TaK U C
3alMLEHHbIM  3aliMdpOoBaHHBIM  MaponeM, MpOCTOM  3alnpoBaHHLIM  Napofb  He
pencteuteneH. [lpn HacTporke NpOCTOro 3awmndpoBaHHOrO napons He Ha ypoBHe 15,
oTobpaxaeTcs npegynpexaeHne, u napofnb aBToMaTU4eckn npeobpasyeTcsi B 3aLUULLEHHbIN
3awmndpoBaHHbIn naponb. lMpu HacTponke OAHOIMO M TOrO Xe MPOCTOro 3allndgpoBaHHOro
napons 1 3aWMWeHHOro 3awngpoBaHHOrO napons Ha ypoBHe 15 oTobpaxaeTcs
npeaynpexaeHuve.
3awmTa naponem

Kaxablii ypoBeHb NpUBUNErnii CETEBOrO YCTPOCTBa MMeeT Naporb. [Ans NoBbILEHUS YPOBHS
npuunernin Tpedyetcst BBOA napons TpebyeMoro ypoBHsi, B TO BpeMsi Kak 4SS YMeHbLUeHUs
YPOBHS NpuBuneruin He TpebyeTtcs BBOA Naporsi.

Mo ymonyaHuio TONbKO ABa YPOBHS MPUBMIErMiA 3alluLLeHbl naponemM: ypoBeHb 1 (ypOBeHb
006bI4YHOro nonb3oBaTens) n yposeHb 15 (ypoBeHb NpUBMMIErMpoBaHHOMO nonb3osatensd). [Ans
AOCTynNa K pasnuMyHbIM KOMaHAaM B KaXKOOM PEXMME MOXHO Ha3Ha4unTb LWecTHaaLaTh YPOBHEN
NpyBUNErnin C 3aMTON Naposiem.

Ecnu naponb He HacTpoOeH AN NPUBMITENMPOBAHHOIO YPOBHSA MONb30oBaTENS, ANS AOCTyNa K
3TOMYy YpOBHIO He TpebyeTcsa BBOA napons. PekomeHOyeTcs HAcTpouUTb Maponb B LENsiX
Oe3onacHoOCTH.

KomaHgHasa aBTopusauma

Kaxpas komaHOga vMeeT MUHMMarnbHbI YPOBEHb MPUMBUNErNA ANS  BbIMNOSHEHWS.
Monb3oBaTento C ypOBHEM MPUBUIIETNA HWXKE 3TOMO YPOBHSI HE pa3peLleHO BbIMOMHATb
koMaHay. NMocne HasHayeHus KOMaHAe YPOBHS MPUBWMErUA NONb3oBaTENM 3TOMO YPOBHSA U
Bonee BbICOKOrO YPOBHA UMEIOT AOCTYN K KOMaHAe.

2.3.3.2. CBsAi3aHHble HACTPOUKU CUCTEMDbI

HacTpo#ka npocToro 3awmncgppoBaHHOro napons

e BbinonHute komaHgy enable password.

HacTtpoiika 3awmweHHoro 3awmndgpoBaHHOro napons
o BuinonHute komaHay enable secret.
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e besonacHbln  3awmMdppoBaHHbIA  Mapoflb  UCMONb3yeTca  And  ynpa.feHus
nepekntovyeHem Mexay ypoBHsaMU nosib3oBatensd. OH MMeeT Ty e (PYHKUMIo, YTO U
npocTon 3awndpoBaHHbIA  Maporflb, HO WUCMNONb3yeT YNyYWeEHHbIA anroputm
wngposaHmss  napons. [loaToMy  3alUMLLEHHble  3alIMPOBaHHbLIE  MApoOSsiv
peKkomeHayTCa U3 coobpaxeHunn 6e3onacHoOCTMU.

Hactpowka ypoBHen npuBunerni KomaHg
e BbinonHute komaHay privilege, 4Tobbl HA3HAYNTL YPOBEHL NPUBUMETNIA KOMaHAE.

e KomaHga Ha 6onee HM3KOM ypoBHe AOCTyrnHa GonblUeMY KONMYECTBY MoNb3oBaTenen,
4yeM KOMaHAa Ha 6oree BbICOKOM YPOBHE.

MoBbilWweHMe/NoHNXKeHne YPOBHA HpVIBI/I.ﬂerVIVI nonb3oBaTens

e BbinonHute komaHay enable unu komaHgy disable, 4ToBbl NOBLICUTL MU NMOHU3UTL
YPOBEHb NPUBUNErUI NOSb30BaTENA COOTBETCTBEHHO.

e [locne Bxoaa B ceTeBoOe YCTPOWCTBO MOMb30BaTeNb MOXET U3MEHUTb CBOW YPOBEHb
A0CTYMNa K KOMaH4aM C pasnnyHbIMU YPOBHSIMU NPUBUIIETUA.

BkrnroyeHue 3almTbl COEAUHEHUA Napofiem
e [Ins yoaneHHoro Bxoaa TpebyeTcs 3awimTa naporeM (Hanpumep, Bxoa Yepes Telnet).

e BbinonHute komaHagy password [ O | 7 ] line, 4TtoBbl HacTpouTb naponb Ans
COeQMHEHUS, a 3aTeM BbINONIHUTE KOMaHAy login, 4ToObI BKNOYMTL 3aLUUTY NapPOSEM.

e [Mo ymonyaHuto TepMuHanbl He NOAAepPXKMBaKOT KoMaHay lock.

2.3.4. KoHTponb ayTeHTU(pmKkauum npm Bxoae

Mpn ayTeHTMdUKaAUUM C  OTKNMHOYEHHBIM  AAA naponb, BBEAEHHbIM MOMb30oBaTENEM,
NpOBEPSIETCH HA COOTBETCTBME HACTPOEHHOMY MapPOIIO coeanHeHusi. Ecnn oHn cornacoBaHbl,
nonb3oBaTenb MOXET MOMy4YuTb OOCTYMN K CeTeBOMY YCTPOMCTBY. [pu nokanbHOW npoBepke
NOANMMHHOCTU MMS MNONb30BaTENsa U Naponb, BBEAEHHbIE MOMb30BaTENEM, NPOBEPSAIOTCA Ha
COOTBETCTBME C AAHHbIMU, XPaHALWMMUCS B NOKanbHOW 6Ga3e AaHHbIX nonb3oBatenen. Ecrnu
OHW COBMagalT, Monb3oBaTeNb MOXET MOony4YMTb [AOCTyn K CeTeBOMY YCTPOMCTBY C
COOTBETCTBYIOLLUMMM NpaBamMmn ynpaBreHus.

B AAA wunmsa nonb3oBaTens M naposib, BBeAEHHble Morb3oBaTeneM, ayTeHTUdUUMpYTCS
cepsepoMm. Ecnn nposepka MNOANMHHOCTM BbIMNOfIHEHA YCMELIHO, MOMNb30BaTENlb MOXET
NnonyyYnuTb OOCTYMN K CETEBOMY YCTPOWMCTBY M BOCMONb30BaTbCA OnpeneneHHbIMW npaBamm
yrnpaBneHus.

Hanpumep, RADIUS-cepBep MoOXeT wucCnonb3oBaTbCA AN ayTeHTUudukauunm MMeH
nonb3oBaTenen N naposnemn, a Takke ynpasneHnsa paspeLleHmsaMm nonb3oBaTenien Ha ceTeBble
ycTporicTBa. CeTeBble yCTPOMCTBA BOMbLUE HE XPaHAT Naponu nofnb3oBaTtenen, a oTnpaBnsawoT
3aWwmndpoBaHHyD MHGOpMaumMio O nonb3oBaTensax Ha cepsep RADIUS, Bkniovas umeHa
nonb3oBartenen, naponu, odwme naponu n NonuMTUKK goctyna. 31o obecneymBaeT yaobHbIN
cnocob ynpaBneHns 1 KOHTPONst 4OCTyna nonb3oBaTenen, a Takke nosbilwaeT 6e30nacHOCTb
WH(popMaLMK nornb3oBaTenen.

2.3.4.1. MprHUMN paboTbl

Maponb coeauHeHUs

Ecnn doyHkumnsa AAA OTKIOYEHa, MOXHO HaAcTPOUTbL Maporb COeANHEHUS, UCMONb3yeMbIn A1
NPOBEPKM YYeTHbIX AaHHbIX Nonb3oBaTens Bo Bpems Bxofa. [ocne BknioveHns AAA nposepka
NPy NOMOLLW Naporis CoeQUHEHNsI He eNCTBUTENbHA.

INokanbHasa ayTeHTUdUKaLUA

Ecniv dyHkums AAA OTKMNOYEHa, MOXHO HaCTPOUTb fOKamnbHyl ayTeHTudukauuio ans
NMPOBEPKM YYETHbIX OaHHbIX MOfb3oBaTerien u ynpasBrneHus paspelleHnsMU C MNOMOLLbLO
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nokanbHOM 0asbl AaHHbIX nonb3oBaTenen. [locne BkmodeHnss AAA  nokanbHas
ayTeHTUprKaums He AeNCTBUTENbHA.

AAA

AAA npegocTtaBnsieT Tpu He3aBUCUMbIX OYHKLIMM BE30NACHOCTH, a UMEHHO: ayTeHTudukaumio,
aBTopu3auumio n peructpaumst (accounting). Cepsep (unu nokanbHas 6asa gaHHbIX
nonb3oBaTtenen) WUCNonNb3yeTcs ANs  BbIMNOSIHEHNS MNPOBEPKM MOAMMHHOCTM Ha OCHOBE
HaCTPOEHHOro Crmcka MeTOAOB MPOBEPKU MOAMMHHOCTU MpU BXOAE W yrpaBneHus npaBamu
nonob3oBartenen. NMNogpobHee 06 AAA cm. ganee.

2.3.4.2. CBsAi3aHHble HACTPOUKU CUCTEMBbI

Hactpowka cBegeHU o0 nokanbHOM nosib3oBaTerne

e BbinonHute komaHgy username, 4TOObl HACTPOUTL YYETHYIO 3aMMCb, UCMONb3YEMYHO
ANS noKanbHOW ayTeHTUdUKaLMN 1 aBTopu3aumMK, BKIOYasi UMeHa nonb3oBaTenen,
naponu 1 AoNoNHUTENbHYO MHGOPMaLuio 06 aBTopu3aLui.

HacTtpoika nokanbHou ayTeHTU(MKaLuMM ONs BXoda B CUCTEMY Ha OCHOBe
coeAuHeHusA

e 3anyctute koMaHay login local (B crniyyae oTkntodeHns AAA).
e  BbINOMHMTE 3Ty HACTPOWKY Ha KaXkgoM YCTPOMCTBE.

Hactponka AAA ayteHTudmMKaumm pAOns BxoAa B CUCTEMY Ha OCHOBe
coeaunHeHus

o MeTopg ayTeHTUMKALMM MO YMOMYaHUIO UCMONb3yeTca nocne BkniodeHns AAA.

e  BbinonHute komaHOy NpOBEPKM MOASIMHHOCTM ANsi BXoda, YToObl HACTPOUTb CMMCOK
METOAO0B NPOBEPKM NMOANMHHOCTM AN COEANHEHMS.

e  BbinonHuTe 3Ty HACTPOWKY, ecnun TpebyeTca nokanbHasi ayteHTudnkaums AAA.
HacTpoinka BpeMeHu oXXnaaHmsa noaknoYeHuns
e Bpems oxugaHus coeguHeHna no ymornyanuo coctasnseT 10 MUHYT.

e 3anyctute komMaHgy -timeout, 4ToObl M3MEHUTb BPEMS OXUOAHUA COEAMHEHUS no
yMOn4aHuio. YCTaHOBNEHHOE coeanHeHne ByaeT 3akpbiTo, eCnn B TEYEHNE BPEMEHU
OXMAaHUsA He OOHapYXKeHbl BbIXOAHbIE AaHHbIE.

e BbinonHute 3Ty HacTpoKKy, ecnu HeoOGXOAMMO YBENWUYUTL WM YMEHbLUUTL BpeEMS
OXWAaHWA coeauHeHus.

Hactpoika BpeMeHU oXnaaHusa ceaHca

o BpeMﬂ oXunagaHmAa ceaHca no ymMmon4yaHuito cocTtaBnAeT 0 MWHYT, 4YTO YyKa3blBaeT Ha
OTCyTCTBUE TaﬁM-ayTa.

e 3anycTtuTe KOMaHAy session-timeout, 4To6bl U3AMEHUTbL BPEMS OXMAAHUS COEANHEHMS
MO YMOMN4YaHuio.

e CeaHc, ycTaHOBMEHHbIN ANS YAANeHHOro Xxocta Yyepe3 coeguHeHune, byaet OTKIIOYEH,
€Cnn B Te4eHne BpeMeHn Tanm-ayTa He ByayT obHapyXeHbl BbIXOAHbIE AaHHble. [Nocne
3TOro yAaneHHbln XocT OyaeT BoccTaHoBNeH B coctosHuu Idle. BbinonHute aty
HaCTPOWKY, ecriv Heo6XoaNMO YBENUYUTL UNN YMEHBLLLUTDL BPEMS OXMOAHWUSA ceaHca.

BrnokupoBka ceaHca
e [lo ymonuaHuio TepMUHanbI He NoAAEPKMBAKOT koMmaHay lock.

o BuinonHute komaHgy lockable, 4ToGbI 3abnoknpoBaTe TepMUHarbl, NOAKHOYEHHbIE K
TeKyLLeMy COeQUHEHNIO.
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e YT100LI 3a6n10KMpOBaTb CeaHc, cHavana BKNo4nTe GNOKMPOBKY TEPMMHANa B pexnme
KOHUrypaumm TepMUHanNbHOro 4OCTyna, a 3ateM 3anyctute komaHay lock B pexume
TepMuHana gns 6rnoknMpoBKn TepMuHana.

2.3.5. OcHOBHbIe NapamMeTpbl CUCTEMDI

CucremHoe Bpewmsi

CuctemHble 4acbl CETEBOro YCTPOWCTBA PErNCTPUPYIOT BPEMsI COObITUA Ha YCTPONCTBE.
Hanpumep, Bpems, nokazaHHOe B CUCTEMHbIX XXypHanax (syslog), 6epeTca M3 CUCTEMHbIX
yacoB. Bpema 3anucbiBaetca B dopmate 200-mMecsay-0eHb, 4ac.MuHyma:.cekyHoa, O€eHb
Hedernu.

Mpv NepBOM MCNOMb30BAHNM CETEBOIO YCTPOWCTBA BPYYHYH YCTAHOBUTE €r0 CUCTEMHbIE Yachl
Ha TeKyLUyto AaTy 1 Bpewmsi.

HacTtpowka uMmeHn cuctemMmbl U KOMaHAHOW CTPOKMU

MOXHO HacTpPOUTb MMSI CUCTEMbI A4S NAEHTUMKaLUKM ceTeBoro yctponctea. CUCTEMHOE UMS
no ymonyaHmwo — QTECH. Uma ¢ Gonee yem 32 cumonamum Oyaet obpesaHo, 4ToObI
copepxatb TOnbko nepBble 32 cumBonoB. OToOpaxkeHne KOMaHAHOW CTPOKM MEHsieTcsi B
3aBUCYMOCTU OT UMEHU CUCTEMBDI.

Coob6LweHue npu Bxoae

CoobueHre npu Bxode UCMonb3yeTcs Ans oTobpaxeHns MHopMauun o 3anpoce Ha Bxog B
cuctemy. CyllecTByeT ABa TUNa COOBLLEHWUI: ANS eXeAHEeBHOro YyBeAOMIEHUS U NpU BXoAe B
cucTemy.

e ExepgHeBHOe yBegoMiieHME OTODOpaXkaeTcsi Ha BCEX TepMuHanax, MOAKIMOYEHHbIX K
ceTeBbIM YCTPOWCTBaM, BCkOpe nocne Bxoda B cuctemy. CpouHble cooOLeHus
(HaNpumep, HeMeaneHHoe OTKYEHME CUCTeMbl) MOryT ObiTb OOCTaBMEHbI
Nofb30BaTENSAM C MOMOLLbIO €XXeQHEBHOr0 YyBEAOMITEHUS.

¢ [locne exxegHeBHOro yBegomMmneHus nosisnsetcsa CoobweHune npu Bxoae n otobpaxaeT
nHdopMaLmIo 4ns BXo4a B CUCTEMY.

HacTtpoiika ckopocTu nepefaym AaHHbIX KOHCOMNKU

YnpaBreHve ceTeBbiM YCTPONCTBOM MOXHO OCYLLECTBMATbL Yepes3 KOHCOMbHLIN nopT. [epBag
KOHUrypaumss CeTeBOro YCTPOWCTBA AOSMKHA BbIMNOMHATLCS Yepe3 KOHCOSbHbLIN  MOpT.
CKopocTb nepefayn f[aHHbIX MNOCrnegoBaTenibHOro nopta MOXeT ObiTb U3MeHeHa B
3aBUCMMOCTM OT doakTndecknx TpeboBaHui. OOpatuTte BHMMaHWE, YTO Ha TepMmuHane
ynpaBneHnst omkHa ObiTb YCTaHOBEHA NOCTOSIHHAsA CKOPOCTb NepeAayn AaHHbIX C KOHCOMM
YyCTPOMCTBA.

HacTpoiika BpemMeHU 0XXuaaHus coeguHeHuns

Bpemsa oxunaaHusa coeguHeHUs Mcnonb3yeTca Ans ynpasneHus NOAKMIOYEHUSMU YCTPOWCTB
(BKNtOYa@s yCTaHOBMEHHbIE COEAMHEHUSA U CeaHCbl, YCTAHOBIEHHbIE AN yAaneHHbIX Y3roB).
CoeavHeHne ByaeT 3akpbITO, ecnn BO Bpemsa TanmM-ayTa He 6yaeT obHapyXeHO HUKakux
BXOAHbIX AaHHbIX.

2.3.5.1. CBsAi3aHHble HACTPOUKU CUCTEMDbI

Hactponka cucTteMHbIX YacoB U AaTtbl

e BbinonHute komaHay clock set, 4yToGbl HACTPOUTb CUCTEMHOE BpPEMSI CETEBOrO
YCTPOMCTBa BPY4YHYK. Yacbl yCTpOMCTBA 3anyckalTCsl C 3a4aHHOro BpPEMEHU U
npogosmkalT paboTaTh gaxe Npu BbIKITIOYEHHOM COCTOSIHUM YCTPOMUCTBA.
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O6HoBNeHWe annapaTtHbIX YacoB

e Ecnu wyacbl annapaTtHoro obecnevyeHusas U nporpaMMmHoro obecneyeHus He
CMHXPOHM3NPOBaHbI,  BbiMONHMTE  koMaHgy clock  update-calendar, 4TOGbI
cKonupoBaTb AaTy M BPEMS YacoB NporpaMmMHOro obecneyeHns Ha annapaTHble Yachbl.

HacTpoinka uMeHu cuctembl
e  BbinonHute komaHay hostname, YTobbl U3BMEHUTL UMSI CUCTEMBI MO YMOIYaHUIO.

e CucremHoe umsa no ymonyanuio — QTECH.

Hactpowka komaHQHOW CTPOKMU

¢ Brinonnute komangy prompt.

HacTtpoika exxeqHeBHOro yBeaoMrneHus

e [lo ymonyaHuio exxeqHEBHOE yBEOOMITEHNE HE HAaCTPOEHO.

e  Bbinonnute komaHay banner motd, 4Tobbl HACTPOUTL EXXEOQHEBHOE YBEOOMIIEHNE.

e ExepHeBHOe yBegomrieHne oTobpaxaeTcs Ha Bcex TepMuHanax, MoAKMHYEHHbIX K
ceTeBbIM YCTpOWCTBaM, BCkope nocrne Bxoga B cucteMy. CpouHble coobLieHus
(Hanpumep, HemeaneHHoe OTKMHYEHMEe CUCTEMbI) MOryT OblTb [OCTaBMeHbl
NoNb3oBaTeNsiM C NOMOLLbIO eXKeHEBHOIO YBEAOMITEHMS.

HacTtpounka CoobweHus npu Bxoae
e [lo ymonuaHuo CoobLueHne nNpy BXOAEe HE HACTPOEHO.

e BuinonHute komangy banner login, 4toGbl HacTpoutb CoobLueHne npu Bxoge U
oTo6pasnTb NHOPMaLMIO 41S BXOAA B CUCTEMY.

HacTpouka ckopocTu nepefaym AaHHbIX KOHCOSMMU
e BuinonHute komaHay speed.
e  CKopoCTb Nnepeaayun gaHHbIX No yMonyaHuto coctaesnsieT 9600 buT/c.

2.3.6. OTOobpaxxeHue KOHUrypaumm

OT1obpaxaeT kKoHGUrypaumm cMcTembl, BKITOYas KOHUrypauumn, KOTopble B HacTosiLee Bpems
BbIMOMHSATCA CUCTEMOWN, N KOHUrypauum ycTponcTs, xpaHswmecs 8 NVRAM.

2.3.6.1. MprHUMN paboThbI

3anyck KoHcurypaumm

3anyLleHHble KOHurypauumn, a UMeHHO running-config, npeactaensaloT cobon kKoHUrypawmm,
KOTOpble OTAENbHbIE MOAYIN KOMMOHEHTOB 3anyCcKalT B peXxume peanbHOro BpemeHun. [ns
BCEX 3anyLleHHbIX KOMNOHEHTOB MOXET BbITb cAenaH 3anpoc Ha cOop KOoHdurypauumn, KoTopble
OyoyT opraHu3doBaHbl nepen wx oTobpakeHuMem nonb3oBaTenam. TonbKo 3anyLleHHble
KOMMOHEHTbl MOryT MPeAoCTaBnATb KOHUrypaumm B pearibHOM BPEMEHM, B TO BPeMSA Kak
He3arpyXeHHble KOMMOHEHTblI He OTOOpaXkaloT KoHdurypauumin. B cnyyae 3anycka cucTembl,
nepesanycka npouecca KOMMOHEHTA W BbINOSIHEHUS TOPSAYEro MWCMNpPaBfEeHUsT CUCTEMBI,
KOHUrypaumm, cobpaHHble B 3TOT nepuog, MoryT 6biTb HETOYHBbIMW U3-32 HECTabMNbHOro
COCTOSIHUSA KOMMOHeHTa. Harnpumep, u3Ha4YanbHO KOHMUrypauum KOMMOHEHTa He MOoryT
OTCYTCTBOBaTb, HO MOTyT OblTb OTOOpaXKeHbI MO3XKe.

HavyanbHble KoHhUrypauum

KoHdpurypaumm, xpaHswmeca B NVRAM, a wumeHHo, startup-config, saBnsoTcs
KOHUrypaumsiMmn, BbINONTHEHHBIMW BO BpeEMsI 3anycka ycTponcTaa. [pu nepesanycke cucTeMsl
3arpyxaetca dann startup-config, koOTOpbIM CTaHOBMTCA HOBbLIM runningconfig. [Ona
oToBpaxeHnsi MOCTOSIHHbIX KOH(Urypaumm cuctema gospkHa npounTtaTb dann startup-config
B NVRAM.
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2.3.6.2. CBAA3aHHbIe HACTPOUKU CUCTEMDbI

OTo6paxeHue 3anyLeHHbIX KOHUrypaummn

3anyctute komangy show running-config [ interface interface ], 4To6bl 0OTOGpasnTb
KOHdoUrypaumm, KoTopble B AaHHbIA MOMEHT BbINOMHAKTCSA CUCTEMOW, UMK KOHUrypaumm
NUHTepdenca.

OTo6paxeHune KOH(pUurypaumm yctpomcrTaea
3anyctute KomaHagy show startup-config.

CoxpaHeHue KOHcurypaumm sanycka

3anyctute komaHay write mnn copy running-config startup-config, 4ToGblI coxpaHuTb
TeKyLne KOHUrypaumm B Ka4ecTBe HOBbIX KOH(Urypaumm anycka.

2.3.7. Telnet
2.3.7.1. MpnHUMN paboTbl

Telnet — 370 NpoTOKON NPUKNAAHOro ypoBHS B cteke npoTtokornioB TCP/IP. OH oGecneyvnBaeT
CcTaHgapTHOe ynpaBfeHne yganeHHbIM BXOAOM B CUCTEMY M MOOKITHOYEHNEM K BUPTYarlbHOMY
TepMmuHany vyepes VIHTepHer.

Cnyx6a «knueHta Telnet nossBonseTr nokanbHOMY WM yganeHHOMYy MONb3oBaTento,
BbINOSIHMBLUEMY BXOJ B CeTeBOe YCTPOWCTBO, MCMOMb30BaTb KIMEHTCKyt0 nporpammy Telnet
AN [ocTyna K ApyrMMm pecypcam yaaneHHowm cuctemMbl B VHTepHeTe. Ha N3o6paxeHun 2-2
nonb3oBatenk MK nogkniovaeTca kK ceTeBoMy YCTPOMCTBY A C MOMOLLIbIO AMyNSLMN TepMmUHana
unn nporpammbl Telnet, a 3aTem BbINOSHAET BXO4 B CETEBOE YCTPOMCTBO B C nomoLubio
KomaHAbl telnet ons ynpaBneHnst KoHUrypaumen.

Telnet B o6opynoBaHun QTECH nopgaepxuaet IPv4 n IPv6 agpeca. Cepsep Telnet npuHnumaet
3anpockl Ha nogkntoyeHue Telnet ¢ agpecamu IPv4 n IPv6. KnneHT Telnet moxeT oTnpaBnaTb
3anpochkbl Ha NOAKITOYEHUE K XocTaMm, naeHTuduuupyemsim no agpecam IPv4 n IPv6.

lelnet chent elnet server

=

WorkStiation

PucyHok 4.

2.3.7.2. CBAA3aHHbIe HACTPOMKU CUCTEMDbI

BknroyeHue knneHTckon cnyxobl Telnet

e Brinonnute komaHgy telnet aons Bxoga B yganeHHoe yCTPOWCTBO.
BoccTtaHoBneHue ceaHca knueHTta Telnet

e BbinonHute komaHgy <1-99>.

OTKnoYeHne NPUOCTaHOBIIEHHOIO ceaHca Telnet-knueHTa

¢ 3anyctute KomaHay disconnect session-id.

BknroyeHue cnyx6bl Telnet-cepBepa

e BbinonHute komaHay enable service telnet-server.

e  BbInonHuTe 3Ty HACTPOWNKY, €Crnv HeoBXOAMMO BKINIOYMTL BXOA B cuctemy Telnet.
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Hactpolika 6a30BOro ynpaeneHus W
2.3.8. Nepe3anyck

PyHKUMA BpEMEHHOTO Nepesanycka obnerdyaet paboTy Nnonb3oBaTensi B HEKOTOPbIX CLIEHAPUAX
(Hanpumep, B TecTax).

e [lpun HacTpoWke uWHTEpBana BPEMEHW cCUCTEMA nepes3anycTUTcs nocne 3Toro
nHTepBana. MHTepean nmeet cpopmat mmm mnm hhh:mm B muHytax. MoxHo ykasaTtb
NUMs1 MHTEpBana, YTobbl OTPa3nTb Ha3Ha4YeHne nepesanycka.

o I'Ip|/| onpeageneHnn BpemMeHun B 6y/:|,yu.|,eM cuctema nepes3anyctuTca rno AOCTUXKEHUU
3agaHHOro BpemMeHu.

NMPUMEYAHWUE: ecnn Bbl XOTUTE MCNOMb3oBaTb MNapamMeTp at, cucTtemMa [oSmKHa
nogaepxmeatb pyHKLUMIO YacoB. PekomeHayeTca 3apaHee HaCTPOUTbL CUCTEMHbIE Yackl. HOBLIN
nnaH nepesanycka nepesanuweTt  cywectBylowun. [MnaH  nepesanycka  Gyger
HedencTBUTENbHbIM, ecnu cuctema byaeT nepesanylleHa 4O TOro, Kak nnaH BCTYNUT B CUIy.

NMPUMEYAHUE: vHTepBan mexay BpeMeHeM nepesanycka 1 TEKYLLMM BPpeMEHEM He AOMMKEH
npeBblwaTte 31 OeHb, U Bpems nepesanycka AOMKHO OblTb MO3XKe TEeKyLlero CUCTEMHOro
BpeMeHu. [locne HacTponKM NnaHa nepesanycka He U3MEHANTE CUCTEMHbIE Yachl; B MPOTUBHOM
cny4vae nnaH moxeT 6biTb HeyAayYHbIM (HanpuMep, CUCTEMHOE BPeEMS U3MEHSETCA Ha Bpems
nocne nepesanycka).

2.3.8.1. CBsAi3aHHbIe HACTPOMKU CUCTEMDbI

Hactpowka nepe3anycka
e  BuinonHute komaHay reload, 4Tobbl HACTPOUTL NONNTUKY Nepesanycka.

e BbinonHuTe 9Ty HaACTpoOWKy, ecnn HeobxoaMmo nepesanycTuTb YCTPOWCTBO B
onpeaeneHHoe Bpemsl.

2.4. KoHdurypauus

HacTponka (HeobssatenbHO) McnonbayeTca Ansi HAaCTPOWKM Naponen u ypoBHEWN
naposnen u NpPUBUAErNN KOMaHg,
npuBmMnerun
enable password HacTtpauBaet npocton 3awmndpoBaHHbIN
naponb
enable secret HactpauBaet 3aLUNLLEHHbIV
3awmndpoBaHHbI Naponb
enable YBenuuMBaetT  ypoBeHb  NpUBMNEruun
nonb3oBartens
disable CHwuxaeTt YpOBEHb npusmunernm
nonb3oBartens
privilege HacTpavBaeT ypoBeHb npuBunernin Ans
KOMaHA
password YKasblBaeT naposib COeANHEHUSA
login BkntoyaeT 3awmty coeanHeHnsi naponem
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HacTtpolika 6as3oBoro ynpaBrieHua
HacTtponka Bxogaun | (Heo6asatenbHo) Mcnonb3dyeTca Anst HACTPOMKN PasfnUYHbIX PEXMMOB
ayTeHTudmkaumnm BXO4a M MeTOA0B ayTeHTUdMKaunm

username HactpavBaeT cBegeHuss O JlOKarnbHOM
yYeTHOW  3anucuM  nonb3oBaTens wu
[JOMONTHNTENIBHON MHdopMaLmn
aBToOpM3aLuu
login local HactpavBaeTt nokanbHyto
ayTeHTUrKauuio Ang Bxoga B CUCTEMY
Ha OCHOBE COeaUHEHUS
login authentication HacTtpauBaet ayteHTUdukaumo AAA ans
BXOJa B CUCTEMY Ha OCHOBE COeVHEHUS
telnet BkntouvaeT cnyxby knuneHTa Telnet
enable service telnet- | Bkntovaet cnyxby Telnet-cepeepa
server
-timeout HacTtpauBaeTt Bpems oXnaaHus
NOAKMYEHNs
session-timeout HactpaunBaeT Bpems oxvaaHua ceaHca
lockable BkntoyaeT OnNOKMpPOBKY TepMmuHana Ha
OCHOBE COeNHEHMS
lock Bnokvpyetr TepmuHan, NoaKMOYEHHbIA K
TeKyLLeMy COeAMHEHNIO
HacTponka (HeobssaTtenbHO) Ncnonb3yeTca Ansa HaCTPOMKM OCHOBHbLIX MapamMeTpoB
OCHOBHbIX CUCTEMDI
napameTposB
crcTembl clock set HacTpanBaeT cucTeMHble Yachl 1 AaTy
clock update-calendar O6HoBNSAeT annapaTHble Yachl
hostname HacTtpauBaeTt nms cuctemsl
prompt HactpavBaeT KOMaHAHY CTPOKY
banner motd HacTtpauBaeT exegHeBHOe yBeJOMIEHVE
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Hactpoiika
OCHOBHbIX

napameTpoB
CUCTEMDbI

bannerlogin HactpaunBaet CoobLieHne npu Bxoae npu
BXoae
speed HacTtpauBaeT ckopocTb nepegaym gaHHbIX

KOHCOIN

BkntoyeHue n
BbIKITHOYEHNE

(HeobsizaTtenbHo) Wcnonb3dyeTca [Onsi BKAKYEHMS U OTKIHOYEHUS

onpeaeneHHomn cnyxobl

nepesarpysku

onpefeneHHon

cayxBel enable service BkrtoyaeT cnyx6y

HacTponka (HeobsizatenbHo) [aHHas komaHOa wWCnonb3yeTcs Ans HaCTPOWKK
3annaHvpoBaHHOM | MOMUTUKM Nepesanycka CUCTEMbI

reload lMepe3anyckaeT yCTpPONCTBO

2.4.1. Hactpounka naponeu v npmBunerum

2.4.1.1.

24.1.2.

2.4.1.3.

Pe3ynbTaTt KOH(pUrypaumum
Hactpointe naponu ans ynpasfeHus [OOCTYNOM nosfb3oBaTefned K CeTeBbIM
YCTPOWCTBaM.

HasHaubTe ypoBeHb NpuBUMErMin KOMaHge, YTobbl NPefoCcTaBUTb AOCTYMN K KOMaHAe
TONbKO MOMb30BaTENAM AaHHOIO YPOBHSI UM BhbliLLE.

YMeHbLINTE YpPOBEHb MPUBMIErMA KOMaHAbl, 4YTOObI NpegocTaBUTb GonbLlemy
KONMYECTBY Monb3oBaTtenel AOCTyN K KoMaHae.

YBenuybTe ypOBEHb NPUBUNENMIA KOMaHAbl, YTOObI OrpaHUYMTb JOCTYN K KOMaHAe OO
HEeCKOmnbKUX rnorfib3oBaTenem.

MpumeyaHusn

Mo>kHO ncnonb3oBaTb KOMaHAy HAaCTPONKM Naposis ¢ napaMmeTpom level ons HacTpPOKrKK
napons Ans onpeneneHHoro ypoBHa npusunervn. lNocne ykasaHnsa ypoBHS M Napons
OH BygeT paboTaTtb ANg Nonb3oBaTenemn, KOTopbiM HEOBXOAUM AOCTYN K 3TOMY YPOBHHO.

Mo yMonyaHuio Naposb He HacTPOeH AJ1s NoBOro ypoBHS. YPOBEHb MO YMOMYaHUIO —
15.

Mpn HacTponke NPOCTOro 3almMdpPOBaAHHOrO Napons He Ha ypoBHe 15, oTobpaxaeTcs
npegynpexaeHve W napofnb aBToMaTuyeckm npeobpasyeTca B 3alMLLEHHbIN
3aWwmdpoBaHHbIN Naporsib.

Cnctema BbiOMpaeT 3allMWeHHbIM 3awndpoBaHHbIN Napofb MNOBEPX MNPOCTOro
3awmndpoBaHHOro Napors, ecniv oba naponsi HACTPOEHbI.

dranbl KOHpUrypaumm

HacTpoiika npocToro 3awmdpoBaHHOro napons

(Heobsa3aTenbHO) BbinonHMTe 9Ty HACTPOWKY, eCnn HEO0BXO04MMO YCTAaHOBUTL NPOBEPKY
NPOCTbIM 3alWMEPOBaHHbIM NAPOIEM NPU NEPEKNoYeHN Nonb3oBaTenen Ha pasHbole
YPOBHU MpUBUMErni.
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Yto0bl HACTPOMTL NPOCTON 3alMAPOBAHHbLIA NApONb, BbIMNOHUTE KOMaHay enable
password.

HacTtpowka 3awmueHHoro 3awmndpoBaHHOro napons

(Heobsa3aTenbHO) BbinonHMTe 3Ty HACTPOWKY, €CN HEOBXO04MMO YCTAaHOBUTL NPOBEPKY
3alUMLLEHHBIM 3alWM@POBaHHbIM NapofieM Mpu MepekrntoyeHnn nonb3oBaTenen Ha
pasHble YPOBHU NPUBUIIETNIA.

YToObl HaCTPOUTL 3alUMLLEHHBLIN 3alMdPOBAHHbBIA NapOosSib, BLINOSIHUTE KOMaHOY
enable secret.

3aluLLEHHbIV 3aIMdPOBaHHbBIA NApPOoSib BLINOMHAET Ty e (PYHKUUI0, YTO U NPOCTOW
3anMdpoBaHHbIA Napofb, HO WCMOMb3yeT YIyYLleHHbIA anroputMm LWngpoBaHus.
MoaToMy 3alumLLEHHbIE 3alMpPOBaHHbIE MAPONN PEKOMEHAYIOTCA N3 COOBpaXKeHWI
6esonacHoCTW.

Hactpowka ypoBHen npuBunern KOmaHg

OnuvoHanbHo.

KomaHga Ha 6onee HM3KOM ypoBHe A0CTynHa GonblUeMy KONMYECTBY NoNb3oBaTenen,
4yeM KoMaHAa Ha 6oree BbICOKOM ypoBHE. [MoBbILLEHNE/NMOHMKEHNE YPOBHS NPUBUIETNIA
nonb3oBaTtens

lNocne Bxoga B ceTeBOe YCTPOMCTBO MOSb30BaTENb MOXET U3MEHUTbL CBOW YPOBEHb
A0CTyna K kKoMaHaam ¢ pasfnnyHbIMU YPOBHSMW NPUBUMETNIA.

BbinonHute komaHabl enable nnn disable, 4ToOblI NOBBLICUTL UMM MOHU3UTL YPOBEHb
NpvBUNErnin Nonb3oBaTens.

Bknro4vyeHune 3awmTbl coegnHeHUs naponem

(HeobaszatenbHO) [na yoaneHHoOro Bxoga TpebyeTca 3awuTa coeguMHEHUsT Naporiem
(Hanpumep, Bxog Yepes Telnet).

BbinonHute komaHngy password [ O | 7 ] line, 4tobbl HacTpouTb Naponb ANs
COeaMHEHUs, a 3aTeM BbINONHUTE KomaHay login, 4TOObl BKMOYUTL MPOBEPKY
NOANMHHOCTM NpKU BXoae.

NMPUMEYAHMUE: ecnu naponb Ang coequMHEHM HAaCTPOEH, HO ayTEeHTU(MKaLMS Npu BXo4e He

HacTpoeHa, cuctemMa He oTobpaxaeT 3anpoc Napons.

2.4.1.4. TpoBepkKa KOHdUrypauum

BbinonHute komaHagy show privilege, 4T06bl 0OTOGPa3nNTbL TEKYLMW YpPOBEHb
nonb3oBartens.

BbinonHuTe komaHay show running-config ans otobpaxeHus KoHUrypauum.
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2.4.1.5. CBAA3aHHble HAaCTPOUKU

HacTtpouka npocTtoro 3awmncppoBaHHOro napons

KomaHga enable password [ level level ] { password | [ 0| 7 ] encrypted-password

Onucanwue level: ykasbiBaeT onpeAeneHHbIn ypoBeHb Norb3oBaTens.

napameTpos password: ykasbiBaeT napofb, MCMOMb3yeMblii Ans  BXoda B
NPVBUNErMPOBAaHHbLINA PEXUM.
0: ykasbiBaeT, YTO Naposib BBeAEeH B B1Ae nNpocToro Tekcta (plaintext).
7: yKasblBaeT, YTO Maporfib BBeAEH B BuAe 3aMdPOBaHHOrO TekcTa
(cyphertext).
encrypted-password: ykasblBaeT TEKCT napons, KOTOPbIN [OOSPKEH
copgepxatb 6yKkBbl 1 LNPbI, YYBCTBUTENbBHbIE K PETUCTPY.
NPUMEYMAHMUE: npoGenbl B Hayane nons paspelleHbl, HOo OyayT
npourHopupoBaHbl. OQHaKO MNPOMEXYTOYHbIE U KOHEeYHble npobenbl
pacnosHalTcA

Pexxum Pexum rnobanbHom KoHUrypauum

KOHdoUrypaumm

BcTpoeHHas B HacTosilee Bpemsi npocTble 3alMdpoBaHHbIE MaponvM MoryT ObiTb

noackaska HACTPOEHbI TOMBbKO C YpOBHEM 15 1 BCTYNAT B CUNY TOSMbKO B TOM Cry4yae,

€CNnn He 3a4aH Naporib C 3aLULLEHHbIM LM POBaAHMEM.

Mpn HacTporike NPOCTOro 3alwngpoBaHHOro Napons He Ha ypoBHe 15,
oTobpaxaetTca  npeaynpexgeHMe M Naporib  aBTOMaTUYECKM
npeobpasyeTcs B 3aLUMLLIEHHbIN 3aUMPOBAHHbIN Naposib.

Ecnn naponb ypoBHa 15 C npocTbiM LWM(POBAHMEM M Naposib C
3alMLEHHbIM LLIMGPOBAHNEM HACTPOEHbI OOWHAKOBO, OTobpaXkaeTcs
npeaynpexaeHuve.

NMPUMEYAHUE: npu ykasaHun Tuna wndpoBaHUA 1 BBOAE NMapons B
dopmate MpocToro TeKCTa HEBO3MOXHO MOBTOPHO BOWTM B
NPUBUNENMPOBAHHLINA PEXNM. 3allnPOBaHHbIN NApoSib HE MOXET ObITb
BOCCTaHOBIEH nocrne notepu. Bam 6yaet Heob6xoaMmo HaCTpOUTb HOBLIN
naporb

HacTtpouka 3awmweHHoro 3awmndppoBaHHOro napons

KomaHga enable secret [ level level ] {secret | [ 0 | 5] encrypted-secret }
OnwucaHve level: ykasbiBaeT onpeaeneHHbIN ypoBEHb MOsb3oBaTenNs.
napameTpoB

secret:  ykasblBaeT naposflb, UCMOMb3yemblt Ons  Bxoga B
MPUBUNErMPOBAHHBIN PEXMM.

0 | 5: ykasbiBaeT T1n wndpoBaHusa napond. 0 ykasbiBaeT Ha OTCyTCTBME
WwudpoBaHus, a 5 — camoe 6esonacHoe WwudpoBaHme.

encrypted-password: yka3biBaeT TEKCT napons
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Pexxum Pexum rnobanbHon KoHUrypauum

KOHGoUrypaumm

BcTpoeHHas OTa KOMaHga mcnorb3yeTcs A9 HacTPOMKM napofien Ans pasfivyHbIX
noackaska YPOBHEW npusunerum

MoBbilleHUue

POBHSA NpUBUIIErMi Nnonb3oBaTens

KomaHga enable [ privilege-level |

Onuncanwne privilege-level: ykasbiBaeT onpeaeneHHbI ypoOBEHb MPUBUIETAI
napameTpoB

Pexnm MpuBUNernpoBaHHbIN PEXUM

KOHdoUrypaumm

BcTtpoeHHas [Ona noBbieHWss YpoOBHS npuBunernn TpebyeTcs BBOL4 Napons
nogckaska Tpebyemoro ypoBHsi

MoHWXxeHWe ypoBHsI NpUBUIIErniA NoNb3oBaTens

KomaHga disable [ privilege-level ]

Onucanue privilege-level: ykasbiBaeT onpeaeneHHbl ypoBEHb NPUBUNETUI
napameTpoB

Pexnm MpuBUNErnpoBaHHbIN PEXUM

KOHcpurypauum

BcTtpoeHHas MoHwxkeHne ypoBHA NpuBunerni He TpebyeT BBoga napons.
noackaska

Mcnonb3ynte aTy koMaHay ANd Bbixoda M3 NPUBUNErMPOBAHHOIO pexuma
n Bo3BpaTa B Nonb3oBaTtensckmi pexxum. Ecnu 3agaH napameTp privilege-
level, TekyLnn ypoBEHb NPUBUNETNIA NOHWKAETCHA A0 YKa3aHHOrO YPOBHSI.

NPUMEYAHME: privilege-level gomkeH ObITb HKE TEKYLLETO YPOBHS
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HacTtpowka ypoBHeW npuBunerMi KomaHg

KomaHga privilege mode [ all ] { level level | reset } command-string

OnucaHuve mode: yka3blBaeT peXnm KOMaHAHOW CTPOKM AN KOMaHAbI.

napamMeTpos Hanpumep, config BbIGUPaeT pexum rno6anbHOro KOH(MypUpoBaHus,
NpVBUINErMpPoOBaHHbI KOMaHAHbLIN pexuM, a interface BbiGMpaeT pexum
KOHcpurypauum nitepdenca.
all: nsmeHsieT ypoBeHb NpuBMMNer1in NOAKOMaHg, onpeaeneHHon KomaHabl
Ha TOT >X€ YPOBEHb.
level level: ykasbiBaeT ypoBeHb npueunerin B guanasoHe ot 0 go 15.
reset: BocCTaHaBnMBaeT ypPOBEHb NPUBUIErMA KOMaHAbl MO YMOMYaHUIO.
command-string: ykasblBaeT KOMaHAy, KoTopon TpebyeTcss HasHauuTb
YPOBEHb NPUBUIIETNIA

Pexnm Pexxm rmobanbHomn KoHdurypauum

KOHcpurypauum

BcTpoeHHas UToObl BOCCTAHOBUTb YPOBEHb MNPUBUIIENNA  KOMaHAbl, BbINOMHUTE

nogckaska komaHgy no privilege mode [ all ] level level command B pexnme

rnobanbHON KOHGUrypauum

YKa3aHue naposnsa coegunHeHuUs

KomaHga password [0 ] 7] line

Onucanuve 0: ykasblBaeT Ha HaCTPOVKYy Napons B BUAE NPOCTOro TEKCTa.

napameTpos 7: yKasblBaeT Ha HacCTPOWKy napons B BuAe 3awmngpoBaHHOro TEKCTA.
line: ykasbiBaeT CTPOKy napons

Pexxum Pexxnm koHgurypaumm coegmHeHmns

KOHcpurypauum

BknroyeHune 3amTbl COeAUHEHUA naponem

KomaHga login
Pexxum Pexxum koHgurypaumm coegmHeHus
KOHoUrypaumnm

Mpumep KoHduUrypaumm
HacTponka aBTopmsaumm komaHg

CueHapun

HasHaubTe ypoBeHb npusunernn 1 komaHge reload n ee nogkomangam,
3aTeM HacTpowuTe ypoBeHb 1 Kak ypoBeHb JocTyna (Habpas naponb test)
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Jranbl e HasHaubTe ypoBeHb npuBunermn 1 komange reload u ee
KOHcpurypauum nogkoMaHaam.

QTECH# configure terminal

QTECH(config)# privilege all level 1 reload

QTECH(config)# enable secret level 10 test

QTECH(config)# end
MNMposepka e YBepgutech, YTO kKOMaHAa reload n ee nogkoMaHAbl 4OCTYMHbI HA
KOHpurypauum ypoBHe 1.

QTECH# disable 1
QTECH> reload ?
at reload at

<cr>

2.4.2. Hactpouka Bxoga u ayTeHTU(pmkaumm

2.4.2.1.

24.2.2.

Pe3ynbTaTt KOH(pUrypaumum

YcTaHoBUTE ayTeHTUMUKALIMIO YYETHbIX AaHHbIX AN BXO4a B CUCTEMY Ha OCHOBE
COeIVHEHUSA.

BeinonHuTte komaHay telnet ans Bxoga Ha yaaneHHoe yCTPOMCTBO.

3aKp0|7|Te yCTaHOBII€HHOE coedunHeHune, eclih B TeYeHue BpeMeHU OXunaaHuda He
06Hapy)KeHbI BbIXOAHbIE AAHHbIE.

OTKMOUYMTE YCTAHOBIIEHHbLIN CeaHC, COEAVHSIWMNCA C  YyAaneHHbIM Y3loM, WU
BOCCTaAHOBMTE XOCT B cocTodHue ldle, ecnn B TeyeHMEe BPEMEHU OXMOAHUSA He
oBHapy>keHO BbIXOAHbIX AAHHbIX.

3abnokupynte TepmuHan, 4tobbl OTKasaTb B Aoctyne. Korga nonb3oBaTtens BBOAUT
Kakomn-nmbo cnmBon Ha 3abnoknpoBaHHOM TEpMUHAre, oTobpaxaeTcs 3anpoc Naponsi.
TepmuHan 6yget aBToMmaTu4eckn pasbnokMpoBaH, eCcrnv BBEAEH NpaBWiibHbIV NAponb.

ATanbl KOHUrypaumm

Hactpowka cBegeHU o0 nokanbHOM nosib3oBaTerne

Obsa3aTenbHoO.

BbinonHute komaHay username, YTOObl HACTPOUTL YYETHYIO 3aMnuCb, UCMONb3YEMYH
ANS oKanbHOW ayTeHTUdMKaLMN U aBTOpM3aLMK, BKMOYas MMeHa norb3oBaTenen,
naponu 1 4oNoNHUTENbHY MHGopMaLmio 06 aBTopu3aLui.

BbINoNHUTE 9Ty HACTPOMKY Ha KaXKOoM YCTPOUCTBE.

HaCTPOﬁKa JNoKanbHoOM ayTeHTVI(bVIKaU,MVI AnAa BXoaa B CUCTeEMy Ha OCHOBe
coeanHeHUA

Obsa3aTenbHoO.

HacTponka nokanbHon ayTeHTUdMKaLMM 41 BXO4A B CUCTEMY HA OCHOBE COEMHEHMS
B cny4dae oTknoveHnsa AAA.

BbINoNHUTE 9Ty HACTPOWNKY Ha KaXKOoM YCTPOUCTBE.
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Hactponka AAA ayteHTudpmkKaumm p[nsa Bxoda B CUCTEeMYy Ha OCHOBe
coeAuHeHuA

e (Heobs3aTenbHo) BbinonHUTEe  OaHHYO  KOHQwUrypaumoo — ang HaCTPOWKK
ayTeHTMduKauum AAA onsa Bxoga B CUCTEMY Ha OCHOBE COEANHEHMS.

e Hactponka ayteHTMdukauun AAA ans Bxoda B CUCTEMY Ha OCHOBE COeAMHEHUS B
crnydvae, ecnu BkrtodeHa pyHkums AAA.

e  BbINONHMTE 3Ty HACTPOWKY Ha KaXkgoM YCTPOMCTBE.
BknioyeHue knmeHTckom cnyxobl Telnet

e BwinonHute komaHnay telnet ans Bxoga B yaaneHHoe yCTPOWCTBO.
BoccTaHoBneHue KnuneHTckoro coeamHeHus Telnet

e (HeobsizaTenbHO) BbinonHWTe [aHHYO  KOHUrypauuio Onsi  BOCCTaHOBIEHMS
coeanHeHus ¢ knneHTom Telnet.

OTKnoYeHne NpuocTaHoBIIeHHOro coeanHeHua Telnet-knueHTa

e (HeobsizatenbHO) BbimonHute  gaHHyt0  KOHdurypauuio,  4TtoObl  3aKpbITb
NPMOCTaHOBMNEHHOE coeamHeHne Ha Telnet-knueHTe.

Bknro4yeHune cnyx6bl cepBepa Telnet

e  OnuyuoHanbHo.

o Bknounute cnyx0y Telnet-cepBepa, ecnu Heobxoanmo BKIOUNTL BXo4 vepes Telnet.
HacTpoinka BpemeHU oXXnaaHmsa NoaKn4vYeHus

e  OnuuoHanbHo.

o YCTaHOBMNEHHOE coeauHeEHne 6yp,eT 3aKpbITO, €Cliin B Te4eHne BpeMeHn oXXngaHmna He
06Hapy)KeHbI BbIXOAHbIE AAHHbIE.

e BbinonHute 3Ty HacTpoKKy, ecnv HeobGXOAMMO YBENWUYUTL WM YMEHbLUUTL BpeEMS
OXWAaHWA coeauHeHus.

HacTpoika BpeMeHu OXXuaaHusi ceaHca
e  OnuyuoHanbHo.

o CeaHC nogknYeHUa K yganeHHoMy XxocTy ©Oyaer oTkmnwo4veH, KM xocT Oyger
BOCCTaHOBIIEH B cocCTOsiHMe Idle (B pexum npocTos), ecnn B TEeYeHWe BpEMEHU
oXnaaHusa He byaet obHapy>KeHO BbIXOAHbLIX AAHHbIX.

e BbinonHuTe 3Ty HacTpoWKy, ecrnv HeobXOAMMO YBENUYUTbL UMM YMEHbLUUTL BpeEMS
OXWAaHusA ceaHca.

BnoknpoBKa ceaHca

e (HeobszaTenbHO) BbinonHWTe 3Ty HAaCTPOKMKY, €CNn HEOBXOAMMO BPEMEHHO BbINTU U3
ceaHca Ha yCTponcTBe.

e Yr0bbl 3abnokmMpoBaTb CeaHc, cCHayana BKIUYNTE BOKMPOBKY TEPMUHANA B pexnve
KOHUrypauum TepMnHanbHOro 4ocTyna, a 3ateM 3anyctute komaHay lock B pexume
TepMmuHana ans 6nokMpoBkM TepMuHana.

2.4.2.3. NpoBepka KOHUrypauum

e BbinonHute komaHgy show running-config ons otobpaxeHns KOHUrypauum.

o B cny4yae otknoueHus AAA nocrne HacTpOrKK CBEAEHWI O NOKanbHOM Nofb3oBaTene u
NOKanbHOM NPOBEPKM NOASIMHHOCTM Ha OCHOBE TEPMWHANbHOrO Aoctyna ybeauTtecs,
4YTO ONg AocTyna K uHTepdency KoMaHOHOW CTPOKW Mnonb3oBaTendm npegnaraercd
BBECTU UMS NOMb30BaTENs U Naposb.
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Ecnn dyHkuma AAA BKOYeHa, Mnocne HacTpOWKM CBEAEHUM O  JOKarbHOM
nonb3oBartene u nokanbHom ayteHTudpmkaumm AAA ybegutecb, YTO ANs AocTyna K
WHTepency KoMaHOHOW CTPOKM MoMnb3oBaTensMm npegnaraeTtcd BBEeCTU UMS
nonb3oBaTensi 1 Naporsb.

BbinonHuTe komaHay show user, 4To6bl 0TOGPa3NTL MHCpOPMaLMIO O NoNb3oBaTENSX,
BOLUEeALMX B UHTEPdIENC KOMaHOHOW CTPOKM.

Telnet-kNMeHTbl MOryT noAaKMyaTbCsl K YCTPOMCTBAM, BKMOYEHHBbIM C MOMOLLbIO
cnyx6bl Telnet-cepaepa.

Mpn Haxatum knaeuwwn Enter B 3abnoknpoBaHHOM MHTepdence KOMaH4HOM CTPOKM
nonb3oBartento OygeT nNpeanoxeHo BBeCT naponb. CeaHc pa3bnoknpyeTcst TONbKO B
TOM Criyyae, ecrnv BBeEHHbIV Naposib COBNAgaeT C HACTPOEHHbBIM Naporiem.

3anyctute komaHgy show sessions ans oTobpaxeHuss BCeX YCTaHOBMEHHbIX
Telnet-knueHTOB.

2.4.2.4. CBA3aHHble HAaCTPOUKU

HaCTpOﬁKa CBefleHNM O NoKaJfibHOM noJsfib3oBarese

KomaHga username name [login mode { console | ssh | telnet } ][ online amount

number ][ permission oper-mode path ] [ privilege privilege-level ] [ reject
remote-login ] [ web-auth ] [ pwd-modify ] [ nopassword | password [ 0
| 7] text-string ]

OnucaHue name: ykasbiBaeT UMs Monb3oBaTens.
napameTpoB

login mode: ykasbiBaeT pexum BXoga B CUCTEMY.

console: yctaHaBnuBaeT pexum Bxoga kak Console (KoHconb).
ssh: yctaHaBnvBaeT pexvma Bxoga kak SSH.

telnet: yctaHaBnuBaeT pexum Bxoaa kak Telnet.

online amount number: yka3biBaeT MakCMManbHOE KONMMYECTBO YYETHbIX
3anncen B akTMBHOM COCTOSIHUN.

permission oper-mode path: HacTpanBaeT paspeLleHne Ha onepaumto ¢
dannom. op-mode ykasbiBaeT Ha pexuMm paboTbl, a path ykasbiBaeT Ha
KaTanor unu nyTb K onpegeneHHomy danny.

privilege privilege-level: ykasbiBaeT ypoBeHb NpMBUNETNIA Y4ETHOM 3anncu
B Anana3oHe ot 0 go 15.

reject remote-login: OTKNOHAET yAaneHHbI BXOA4 C MOMOLLLH YYEeTHOWN
3anucum.

web-auth: paspewaet Tonbko WEB-ayTeHTUmkauuto ons yveTHowm
3anucum.

pwd-modify: no3songeT BrnagenbLy YY4eTHOW 3annucu U3MeHATb naporb.
OTOT NnapameTp SOCTyNeH, ToNbKo ecnu web-auth ckoHdurypuposaHa.

nopassword: ykasbiBaeT, YTo A1 YYETHOW 3an1cK He HAaCTPOEH Naporib.

password [ O | 7 ] text-string: ykasbiBaeT naporib, HACTPOEHHbIN AN
yyeTHon 3anmucu. 0 ykasbiBaeT, YTO Maporib BBeAEH B BuAe NPOCTOro
TEeKCTa, a 7 ykasblBaeT Ha TO, YTO Naposib BBOAUTCH KakK 3aLLlMPOBaHHbIN
TekcT. Mo ymonyaHuio ncnonb3yeTcs NpocTon TEKCT
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Pexxum Pexnm rmobanbHon KoHdUrypaumm

KOHGoUrypaumm

BcTpoeHHas Mcnonb3ynte 3Ty kOMaHZy ANS COo34aHus nokanbHoW 6asbl gaHHbIX

noackaska nonb3oBartenen, kotopass OyaeT WCNoNb3oBaTbCA MNpyU  MNPOBEPKE
NOASIMHHOCTMW.

Ecnv ana Ttuna wudpoBaHms BblIOpaHO 3HadYeHWe 7, BBeAEHHas
3aWmndpoBaHHasn CTpoka AOMKHaA COCTOATb M3 YETHOMO YMcna CUMBOJIOB.

OTOT napameTp NPYMEHVMM K CLEeHapuio, B KOTOPOM 3alundpoBaHHbIe
naponv MoryT ObiTb CKOMUPOBaHbl WM BCTaBrneHbl. B apyrux cnyvasix
3HayeHue 7 He BblOMpaeTcs

HacTtpoika nokanbHou ayTeHTUdMKaLuMmM ANA BXoda B CUCTEMY Ha OCHOBe

coeaAnHeHus

KomaHga login local

Pexxum Pexxum koHgurypaumm coegmHeHuns

KOHdouMrypaumm

BcTpoeHHas OTa KoMaHAa NCcnonb3yeTcs ANna HaCTPOWKKU NTIOKarbHOW ayTeHTUdurKauum

noackaska Ons BXO4a B CUCTEMY Ha OCHOBE COeMHEHUS B criydae oTknodeHns AAA.
NHdopmaunsa o nokanbHOM nonb3oBaTene HacTpanmBaeTCs C NMOMOLLbIO
KOMaHAbl username

Hactponka AAA ayteHTucdpukaumm pOnsa BxoAa B CUCTEMY Ha OCHOBe

coeguHeHus

KomaHga login authentication { default | list-name }

Onuncanwne default: ykasbiBaeT wums cnMcka MeETOAOB ayTeHTUdUKauum no
napameTpoB YMOSYaHMIO0.

list-name: yka3blBaeT 4ONONHUTENBHOE NMSA CMXCKa METOL0B

Pexxum Pexxunm koHgurypaumm coegmHeHmns

KOHcpurypauum

BcTtpoeHHas OTa koOMaHga MCnonb3yeTcs ANns HacTpowku ayTeHTudukauum AAA ans
noackaska BXO4a B CUCTEMY Ha OCHOBE COEAMHEHUs B Crlyvae, ecnv BKIo4yeHa

PYHKLMSA AAA. MeToabi ayTeHTunkaLmm AAA, BKO4as
ayteHTudpumkaunio RADIUS, nokanbHyt0 NpoBepKy MOAMMHHOCTM U Npu
OTCYTCTBYIOLLE NPOBEPKE MOASNIMHHOCTM, WCMOMb3YyTCA B Mnpouecce
ayTeHTumKaunm
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BknroyeHune knneHTckon cnyxobl Telnet
KomaHga telnet [ oob ] host [ port ] [ /source { ip A.B.C.D | ipv6 X:X:X:X:: X |
interface interface-name } ] [ /vrf vrf-name ] [ via mgmt-name ]
Onucanve oob: ynaneHHoe nogkntoveHue Kk cepsepy Telnet yepe3 BHeENonocHyro
napameTpoB CBsA3b (Yepe3 nopT ynpasreHnd). ATOT napaMeTp JOCTYMNEH TOMbKO B TOM
cnyyae, ecnm yCcTpoMUCTBO UMEET NOPT ynpaBreHus.
host: ykasbiBaeT IPv4-agpec, IPv6-agpec nnu ums xocta Telnet-cepsepa.
port: ykasbiBaeT Homep TCP-nopta Telnet-cepepa. 3HadeHne no
ymon4yaHuio: 23.
/source: ykasbiBaeT |P-agpec WCTOYHWKA WM MOPT  WCTOYHMKA,
ucnonb3yembln Telnet-knmeHTom.
ip A.B.C.D: ykasbiBaeT IPv4-agpec MUCTOMHUMKA, mucrnonb3yemblin Telnet-
OnvcaHve KIUEHTOM.
napameTpoB : o
P P ipve X:X:X:X::X: ykasbiBaeT IPv6-agpec WCTOYHMKA, WCMONb3yeMbIn
Telnet-knneHToM.
interface interface-name: ykasbiBaeT NOPT WUCTOYHMKA, UCNONb3yeMbl
Telnet-knueHToM.
Ivrf vrf-name: ykasbiBaeT umsi Tabnuubl BUPTyarbHOW MapLupyTusaumm u
Tabnuuy nepecbinkm (VRF), koTopyto HE06X0ANMMO 3anpoCcuTb.
via mgmt-name: ykasblBaeT MOpPT ynpaeneHus, ncnonbdyembin Telnet-
KNnueHToM npu Bblbope napameTpa oob
Pexxum MprBMAErMpOBaHHLIN PEXNUM
KOHdpurypauuu
BcTpoeHHas Monb3oBaTenb MOXeT NOAKNIYUTLCA Mo npoTokony Telnet kK ynaneHHomy
nogckaska YCTPOWCTBY, yKa3aHHOMY Nno mmeHu xocta IPv4 nnn umenun xocta IPV6,
agpecy IPv4 unu agpecy IPv6
BoccTtaHoBneHue ceaHca Telnet-knueHTa
KomaHpga <1-99>
Pexxum lMonb3oBaTENbCKUIA PEXUM
KOHcpurypauum
BcTpoeHHas Wcnonb3dynte aTy KOMaHAy A7 BOCCTaHOBMNeHUsA ceaHca Telnet-knveHTa.
noackaska Monb3oBaTenb MOXeET HaxaTb codeTaHume knasuw Ctrl+Shift+6 X ans
BPEMEHHOro Bbixoda U3 ceaHca Telnet, yCTaHOBNEHHOrO0 C MOMOLLLIO
KomaHabl telnet, BbINONHUTL KOMaHay <1-99> ang BOCCTAHOBMNEHUA
ceaHca W 3anyctutb KomaHgy show sessions pgna oTtoGpaxeHus
NMHpopMaumm o ceaHce
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OTKNO4YeHne NnpuocTaHoBrIeHHoOro coeamHeHus Telnet-knuneHTta

KomaHpa disconnect session-id

OnucaHne session-id: yka3bigaem woeHTUMUKATOP NPUOCTAHOBIIEHHOIO ceaHca
napamMmeTpoB Telnet-knueHTa

Pexxum lMonb3oBaTeNbCKUIN PEXUM

KOHUrypauum

BcTtpoeHHas OTa koMaH4a No3BONSET 3aKPbITb ONpedeneHHbIn ceaHc Telnet-knueHTa,
noackaska BBeOs MOAeHTUdMKaATOp ceaHca

BknroyeHune cnyx6bl Telnet-cepBepa

KomaHga enable service telnet-server

Pexnm Pexxnm rmobanbHon KoHdurypauum

KOHdoUrypaumm

BcTpoeHHas OTa komaHaa no3sonseT BkNounTb cnyxby Telnet-cepsepa. Cnyx6b! IPv4
noackaska n IPv6 Takke BKIHOYaOTCA NOCNEe BbIMOSIHEHNSA KOMaHAbI

HacTtpownka B

eéMeHNn OXXngaHmnda nogkKknr4yeHusA

KomaHga timeout minutes [ seconds ]

Onucanve minutes: ykasbigaem BpeMsi OXXUOAHUSA COEANHEHNS B MUHYTaX.
fnapameTpos seconds: ykasblBaeT BPEMS OXUOaHWUS COEANHEHNS B CEKYHOAX

Pexnm Pexxum koHgurypaumm coegmHeHns

KOHcpurypauum

BcTtpoeHHas Mcnonb3ynte aTy KkoMaHOy ANA HACTPOMKU BpeMeHU OXuaaHus aOng
noackaska YCTAHOBIIEHHbIX MOAKMIOYEHMN B coeavHeHun. CoeguHeHne Oyaet

3aKpbITO, €CnM BO Bpems TariM-ayTa He Oyaer OoOHapyXeHO HUKaKuX
BXOOHbIX AaHHbIX.

Utobbl yaanutb KOHUrypauuio Tanm-ayTa COeOUHEHUs, 3anyctuTte
KomMaHZy no timeout B pexume koHdUrypaumm coegmHeHmns

HacTtpoiika BpeMeHUn oXxupgaHus ceaHca

KomaHga session-timeout minutes[ output ]
OnwucaHve minutes: ykasblBaeT BpemMs OXnaaHus ceaHca B MUHyTax.
napameTpos

output: ykasbiBaeT, crneayetr num p[ob6aBnsTb BbIXOAHblIE [aHHble B
KayecTBe KpUTepus BpeMEHU OXnaaHus
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Pexxum Pexxum kKoHgurypaumm coegmHeHus

KOHGoUrypaumm

BcTpoeHHas Mcnonb3ynte aTy koMaHay ANA HACTPOMKW BpeMeHU OXuaaHus ang
noackaska CeaHCoB yAaneHHoro xocta B coeamHeHumn. CeaHc ByaeT OTKMOYEH, ecnm

BO BPEMS1 OXXuUaaHUsi He OyaeT obHapyXeHO HUKaKUX BXOAHbLIX AaHHbIX.

UToGbl OTMEHUTb BPEMSI OXMWOAHUS CeaHca, 3anycTuTe KomaHgy no
session-timeout B pexume KoHpUrypaumm coeguHeHus

BknroyeHne 61OKMPOBKU TepMUHaNa Ha OCHOBE COeAUHEHUS

KomaHga lockable
Pexnm Pexnm koHdurypaumm coeguHeHna
KOHcpurypauum

BHOKVIpOBKa TepMunHana, nogKniw4YeHHOro K Tekywemy coeguHeHUo

KomaHpga lock
Pexnm Pexnm koHdurypaumm coeguHeHna
KOHdouMrypaumm

2.4.2.5. NMpumep KoHcpUrypaumm

YctaHoBKa ceaHca Telnet aons yaaneHHoOro ceteBoro yctpoumcrea

Jtansl e YcTaHoBUTe ceaHc Telnet ¢ yaaneHHbIM ceTeBbIM YCTPONCTBOM C
KOHcpurypauum IP-agpecom 192.168.65.119.
e YcTaHoBuTe ceaHc Telnet ¢ yaaneHHbIM ceTeBbIM YCTPONCTBOM C
IPv6-agpecom 2AAA:BBBB::CCCC

QTECH# telnet 192.168.65.119

Trying 192.168.65.119 ... Open

User Access Verification

Password:

QTECH# telnet 2AAA:BBBB::CCCC

Trying 2AAA:BBBB::CCCC ... Open

User Access Verification

Password:
MpoBepka lMpoBepbTe, ycTaHoBMNeHbl NM ceaHcbl Telnet Ana ygoaneHHbIX ceTeBblX
KOHcpurypauuu YCTPOWCTB
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| www.gtech.ru_|
HacTponka BpeMeHU oXxXuaaHus NoaKN4YeHns
SAT1anbl YcTtaHoBuTE BpeMst OXXngaHusa nogkntodeHnst Ha 20 MUHyT
KOHUrypauum
QTECH# configure terminal //Bxogut B pexum rnobanbHom
KOHUrypauum.
QTECH# line vty 0 /[BxognTt B pexum KoHdurypaumum
TepMUHanbLHOro JocTyna.
QTECH(config-line)# timeout 20 //YcTaHaBnuBaeT Bpems OXWAaHUSA
coeanHeHus Ha 20 MUHYT
MpoBepka Y6eoutecb, 4YTO COeauHEHVME MeXQy TEepMMHanoM W foKamnbHbIM
KOHoUrypauum YCTPOWCTBOM 3aKpbITO, €CNnM B TeYeHMe BPEMEHU OXMAAHMA He

06Hapy>|<eHo HUKaKNX BXOOHbIX AaHHbIX

HacTpoiika BpeMeHu OXXugaHus ceaHca

OTanbl YcTaHOBUTE BPeEMS OXnagaHms nogknoyeHmnsa Ha 20 MUHYT
KOHdoUrypaumm

QTECH# configure terminal //Bxogut B pexum rnobanbHom
KOHUrypauum.

QTECH(config)# line vty 0 //BxoguT B peXuM KoHdurypaumm
TEPMUHanNbLHOro AocTyna.

QTECH(config-line)#session-timeout 20 //YcTaHaBnueaeT BpewMms
oXuaaHna coegmHeHnsa Ha 20 MUHYT

MpoBepka Yb6egutecb, 4TO COEAVMHEHME MeXAy TEepMUHANoM W  JoKasrbHbIM
KOHdUrypaumm YCTPOWCTBOM OTKIIIOMEHO, €CINN B TEYEHWEe BPEMEHU OXMOAHUS He
0BHapYyXeHO HUKAKNUX BXOOHbIX AaHHbIX

2.4.3. HactTpouka OCHOBHbIX NapaMmeTpoB CUCTEMbI

2.4.3.1. PesynbTaTt KOH(pUrypauum

o HaCTpOIZKa OCHOBHBbIX NMapamMmeTpoB CUCTEMbI.

2.4.3.2. dTanbl KOHpUrypauum

HacTtponka cucteMHbIX 4YacoB U AaTbl

o ObgaszarternbHo.

e HacTponka cMcTeMHOro BpeMeHn Ha CeTEBOM YCTPOMCTBE BPY4HYH0. Hackl ycTponcTBa
3anyckarTcs € 3a4aHHOro BpeMeHu 1 NpoaomnxatT paboTaTe Aaxe Npy BbIKMHOYEHHOM
COCTOSIHUM YCTPOUCTBA.

NMPUMEYAHUE: HacTpoirika BpeMeHM NPUMEHSIETCHA TOMbKO K NporpaMMHbIM 4Yacam, ecnmu

ceTeBOe YCTPOWMCTBO He npepocTaBnsaeT annapatHble yvacbkl. [pu BbIKMHOYEHUU YCTPOMUCTBA
KOHUrypaumst He ByaeT coxpaHeHa.
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O6HoBNeHWe annapaTtHbIX YacoB
e  OnuuoHarnbHo.

e BbimonHute 3Ty HacTpoKKy, ecnu HeobGxoaAMMO CcKomuMpoBaTb [aTy M Bpems
MporpamMMHbIX 4YacoB Ha annapaTtHble 4Yacbl, 4YTOObl annapaTtHble Yachl
CMHXPOHM3UPOBAaNMUCh C NPOrpamMMHBLIMIU Yacamu.

Hactpowka umeHun cuctembl

o (HeobsizaTtenbHO) BbinonHuTe 3Ty HACTPOWKY, YTOObI M3MEHUTb UMSI CMCTEMbI MO
YMOSYaHMIo.

HacTpowka komaHQHOW CTPOKMU

o (Heobs3aTenbHO) BbinonHUTE 3Ty HACTPONKY, YTOObLI MBMEHUTL KOMAHAHYHO CTPOKY Mo
YMOSYaHMIo.

HacTpoika exxeqHeBHOro yBeoMreHus

e (Heobs3aTenbHO) BbinonHMTe 3Ty HACTPOWKY, ecnn Heob6XxoanMo 0TobpasnTb BaXkHbIE
NOACKAa3KN N npeaynpexaeHns ansa nonb3oBaTenen.

e YBegoMIiEHME MOXHO HacCTpOUTb B OAHY WNM HECKONbKO CTPOK, KoTopble OyayT
oToGpaxaTbCs AN NoNnb3oBaTenel nocne Bxoaa B CUCTEMY.

HacTtpounka CoobweHus npu Bxoae

¢ (Heobs3aTenbHO) BeinonHanTe 3Ty HACTPOWKY, eCinn HE0BX0ANMMO OTobpakaTb BaXKHble
coobueHns ans nonb3oBaTenen Npu BXxoae 1nm BbIXoae U3 CUCTEMbI.

HacTpoika ckopocTu nepeaayvm AaHHbIX KOHCONKU

e (HeobsizaTtenbHO) BbinonHWTE 3Ty HACTPOWKy, YTOObI M3MEHUTH CKOPOCTb Nepenaqn
AaHHbIX KOHCOMNN MO YMOMNYaHMIo.

2.4.3.3. NpoBepka KOH(pUrypaumum

e 3anyctute komaHgy show clock, 4Tobbl 0TOOBpa3nTbL CUCTEMHOE BpEMS.
e [lpoBepbTe, oToGpaxkaeTca nn CoobLueHre Npu BXoae Nocne BXoA4a B CUCTEMY.

e BbinonHute komaHay show version gng otobpaxeHus mHdopMauum o cucteme u
BEpCUM.
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2.4.3.4. CBA3aHHble HAaCTPOUKU

HaCTpOﬁKa CUCTEMHbIX YaCcoB U AaTbl

KomaHga clock set hh:mm:ss month day year
Onuncanwne hh:mm:ss: nokasbiBaeT Tekywee Bpemsa B dopmaTte 4ac (24-4acoBomn
napameTposB dopmaT):MUHyTa:CeKkyHaa.
day: o6o3HavaeT geHb Mecsua (1-31).
month: o6o3HavaeT mecsL roga (¢ sHeapsa no gekabpsb).
year: ob6o3Havaet rog ¢ 1993 no 2035. CokpalleHnsa He NoAAEPKMBaOTCA
Pexnm MNpuBunernpoBaHHbIN PEXNM
KOHcpurypauum
BcTtpoeHHas Mcnonb3ynTte aTy KomaHay Ans HACTPOWMKM CUCTEMHOIO BPEMEHMN.
MOACKaska Ecnu ycTponctBo He npepocTaBnsieT annapaTHble 4Yacbkl, HacTpouka
BpeMeHMn He ByaeT coxpaHeHa npu BbIKNIOYEHUN YCTPONCTBA
O6HoBNEeHMe annapaTHbIX YacoB
KomaHga clock update-calendar
Pexnm MpuBUNEerMpoBaHHbIN PEXNM
KOHcpurypauum
BcTtpoeHHas [Mocne HacTporiku BpemeHu MporpamMMHbIX YacoB OyadeT nepesanvcaHo
noackaska BpeMs annapaTHbIX 4acoB
HacTpownka uMmeHun cuctembl
Komanga hostname name
Onucanve name: ykasblBaeT MMsi CUCTEMbI, KOTOPOE AOSMKHO COCTOATb M3 NeYaTHbIX
napameTpoB CUMBOJIOB U HE OOJDKHO npeBbilaTth 63 6anTta
Pexxum Pexxmum rnobanbHon KoHdurypaumum
KOHcpurypauum
BcTpoeHHas UToObl BOCCTAHOBUTL CUCTEMHOE WMSI MO YMOSYaHWUIO, BbINOSHUTE
nogckaska komaHay no hostname B pexume rnobansHOM KoHUrypauum
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HacTponka KoMmaHQHOW CTPOKU

KomaHga prompt string

Onucanwne string: ykasbiBaeT wumsA KoMaHgHom cTpokn. Wmsi ¢ Gonee uem 32

napamMmeTpoB cumBonamm Gyger yceyeHo, 4TOObl cogepXaTb TONbKO MnepBble 32
CVMMBOJIOB

Pexxum MprBMNErMpoBaHHLIN PEXUM

KOHGoUrypaumm

BcTpoeHHas YToObl BOCCTAHOBUTbL HACTPOWMKM KOMAaHAHOW CTPOKM MO YMOJSYaHUIO,

nogckaska BbINOSIHNTE KOMaHAY N0 prompt B pexxume rnobanbHom KoOHUrypaumm

HacTtpounka exeagHeBHOro yBeaoMseHus

KomaHga banner motd c message ¢

Onucanve c: obo3HavaeT pasgenurenb, KOTOPbIA MOXET ObiTb MoObIM CMMBOSIOM,
napameTpoB Hanpumep "&"

Pexnm Pexxm rmobanbHon KoHdurypauum

KOHdoUrypaumm

BcTtpoeHHas CoobLieHne [OMKHO HayYMHATLCA W 3aKkaH4MBaTbCs pasgenutenem c
noackaska nocnegyoLwum BBOAOM CTPOKU. Bce cMmBonbl, criegytowime 3a KOHEYHbIM

pasgenutenem, O6yoyT nponyuweHbl. Jltobas GykBa, cogepXkallasacs B
cooOLeHnn, He AOMmKHa WCNOoNb3oBaTbCA B KayecTBe pasgenurens.
[nvHa coobLeHns He OomkHa npeBbiwaTh 255 6ant

Hactpownka Coob6LeHus npu Bxoae

KomaHga banner login ¢ message ¢

Onucanve C: obo3HavaeT pasgenurernb, KOTOPbIA MOXET ObiTb Mo6bIM CMMBOSIOM,
napameTpoB Hanpumep "&"

Pexnm Pexwum rmobanbHon KoHdUrypaumm

KOHpurypauuu

BcTpoeHHas CoobLieHne [OMKHO HayMHATbCA W 3akaH4MBaTbCs pasgenutenem c
noackaska nocnegyowum BBOAOM CTPOKW. Bce cMMBOnbI, creaytolme 3a KOHEYHbIM

pasgenutenem, 6yoyTt nponyweHbl. Jliobas 6GykBa, cogepxaliasca B
CcoOOLWEeHNn, He AOMmKHa WCNOoNb30oBaTbCA B KayecTBe pasgenurens.
[nvHa cooblueHna He aomkHa npeeblwaTth 255 6anT.

Utobbl ymanute CoobuleHne npu BXOAe, MCMNONb3ynTe KoMaHgy no
banner login B pexume rnobansHoOn KoHUrypaumum
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HacTponka ckopocTu nepeanaym AaHHbIX KOHCONU

KomaHga speed speed

Onucanune speed: ykasblBaeT CKOPOCTb Mepedadn AaHHbIX KOHconu B Outax.

napamMmeTpoB CKopocTb nocrnegoBaTenbHOrO Mnopta MOXET OblTb yCTaHOBMEHa Ha
9600 ouTt/c, 19200 6uT/c, 38400 o6ut/c, 57600 6ut/c nnn 115200 duT/c.
3Ha4eHwne no ymonyaHuio — 9600 6ut/c

Pexnm Pexnm koHdurypaumm coeguHeHna

KOHGoUrypaumm

BcTpoeHHas MoOXHO HacTpouTb CKOpPOCTb Nepefadvm AaHHbIX  aCUHXPOHHOrO

nogckaska KOHCOJbHOro AocTtynas 60gax B COOTBETCTBMM € TpeboBaHuaMW. KomaHaa
speed ncnonb3yeTcs Ansi HACTPOWMKM CKOPOCTU MpUMeEMa U nepegayn ons
ACUHXPOHHOW NMNHUK

2.4.3.5. Npumep KoHcurypaumm

HacTpoinka cMCTEMHOro BpeMeHuU

OTansbl N3meHnTe cuctemHoe Bpemsa Ha 2003-6-20, 10:10:12
KOHdoUrypaumm
QTECH# clock set 10:10:12 6 20 2003 [[KoHurypupyeT cuctemHoe
Bpems v gaty
MpoBepka 3anyctute KomaHay show clock B npyBMAerMpoBaHHOM pexume, YToObl
KOHoUrypauum oTo6pasnTb CUCTEMHOE BpEMS

QTECH# show clock
BCTYNWIO B CUY.

clock: 2003-6-20 10:10:54

/[MoaTBepoaeT, YTO U3MEHEHHOE BpeMs

HacTpoWka exxeqHeBHOIro yBeoMeHust

OTanbl
KOHcpurypauum

Hactponte exegHeBHoe yBegomneHue "Notice: system will shutdown on
July 6th." ¢ nomoLbio cumBona peweTku (#) B kadecTBe pasgenutens

QTECH(config)# banner motd #//HayanbHbii pasgenuTens

Enter TEXT message. End with the character '#'

Notice: system will shutdown on July 6th.# //KoHeuHbI pasgenuTens
QTECH(config)#
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MpoBepka
KOHGoUrypaumm

e BouinonHute komaHgy show running-config ans oToGpakeHus
KOHcpurypauuu.

e [logknio4mTech K JloKansHOMY YCTPOWUCTBY Yepes KOHCOonb, Telnet
munm SSH un npoBepbTe, oTOOpaxaetrcsas NN exegHeBHOE
yBeAOMIIEHNE nepen oTobpaxeHMeM WHTepdenca KoMaHOHOW
CTPOKM

C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.
User Access Verification

Password:

HacTtpounka CoobweHus npu Bxoae

OTansbl
KOHcpurypauum

Hactponte CooblieHne npu Bxoge npu Bxoge B cuctemy "Access for
authorized users only. Please enter your password." ¢ TOMOLLbIO cCuMBOa
peweTku (#) B kKauecTBe pasgenuTens

QTECH(config)# banner login #//HayanbHblli pasgenuTenb
Enter TEXT message. End with the character '#'.

Access for authorized users only. Please enter your password.
#

//KoHeuHbI pasgenuTenb

QTECH(config)#

MpoBepka
KOHdpurypauuu

e BbinonHute komangy show running-config gna otobpaxeHus
KOHcpurypauuu.

e [logkniountech K NokarnbHOMY YCTPOWMCTBY Yepes KoHCOonMb, Telnet
unn SSH n npoeepbTe, oTObpaxxaeTtcsa nm CoobuieHne npu Bxoae
nepepn otobpaxeHnem uHTepdenca KoOMaHaHOM CTPOKM

C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.
User Access Verification

Password:
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HacTpoiika CKOpoCTH nepeaayv faHHbIX NocreaoBaTesibHOro nopra

OTanbl YcTaHOBWTE CKOPOCTb Nepedayn AaHHbIX nocrnegoBaTenbHOro nopta Ha
KOHoUrypauum 57600 6ut/c
QTECH# configure terminal //Bongute B pexum rnobanbHom
KOHcpurypauuu.
QTECH(config)# line console 0  //BorguTe B pexum KoHdurypauum
KOHCOIbHOro gocTtyna.
QTECH(config-line)# speed \57600 //YcTaHoBWTE CKOPOCTb Mepenaun
JaHHbIX No KoHconu Ha 57600 buT/c.
QTECH(config-line)# end //Bo3BpalyaeT B NpMBUMErMpOBaHHbLIN
pexum
MpoBepka BbinonHuTe komaHay show ans otobpaxkeHnsa koHurypaumm
KOHpurypauuu

QTECH# show line console 0  //Displays the console configuration.
CON Type speed Overruns

*0 CON 57600 0

Line 0, Location: "", Type: "vt100"

Length: 25 lines, Width: 80 columns

Special Chars: Escape Disconnect Activation

' none “M
Timeouts: Idle Idle Session
never never

History is enabled, history size is 10.
Total input: 22 bytes

Total output: 115 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

Modem: READY

2.4.4. BKnroYeHue U BbIKNO4YeHue onpeneneHHoOn CnyXxobl

2.4.4.1. PeaynbTaT KOHcUrypaumm

e [nHamnyeckaa HaACTpPOWMKa CUCTEMHbIX CMyX0 BO Bpemsi paboTbl CUCTEMbI, BKIIOYEHNE U
OTKIoYeHue onpegeneHHbix cnyx6 (SNMP Agent, SSH Server uTelnet Server).

2.4.4.2. dTtanbl KOHpUrypaumm

BkntoueHne SNMP-arenTta, SSH-cepsepa n cnyx6bl Telnet-cepaepa

e (HeobsizaTenbHO) BbinonHUTE 3Ty HACTPOWMKY, ecrnvu Heobxoaumo MCnonb3oBaTb 3TH

Cnyx6bl.
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2.4.4.3. NpoBepka KOH(pUrypaumum

e  Buinonnute komaHay show running-config ans otobpaxeHuns KoHpurypauuu.

e BbinonHute

komaHgy show  services, 4toObl 0OTOOpasnTb  COCTOSIHME

BKNIOYEHMNS/OTKNIOYEHUS CJ'Iy)K6bI .

2.4.4.4. CBAi3aHHble HAaCTPOUKU

BkntoueHne SSH-cepsepa, Telnet-cepsepa n cnyx6 SNMP-areHTa.

KomaHga enable service { ssh-server | telnet-server | snmp-agent }
Onuncanwne ssh-server: BKNYaeT nnu oTkmodaeT cnyxby SSH-cepsepa. Cnyx6bl
napameTpoB IPv4 n IPv6 Takke BKMOYAOTCA BMECTE C 3TOW CNy>60M.
telnet-server: BknoyaeT unu oTknoyaeT cnyxby Telnet-cepsepa.
Cniyx6bl IPv4 n IPv6 Takke BKNOYAOTCA BMECTE C 3TON Cry>XOO0W.
snmp-agent: BknoyaeT unu otknioyvaet cnyxby SNMP-areHTa.
Cniyx6bl IPv4 n IPv6 Takke BKOYaOTCA BMECTE C 3TON Crny>6on
Pexxum Pexwnm rmobanbHon KoHdUrypaumm
KOHdoUrypaumm
BcTpoeHHas Mcnonb3ynTe 3Ty KOMaHAy ANs BKOYEHUS U OTKITOYEHUST ONpeaeneHHbIX
noackaska cnyx6

2.4.4.5. Npumep KoHcurypaumm

BkntoueHune cnyxbbl SSH-cepsepa

OTanbl BkntounTe cnyxby SSH-cepsepa
KOHpurypauuu
QTECH# configure terminal //Bongnte B pexum rnobanbHou
KOHcpurypauuu.
QTECH(config)#enable service ssh-server  //Bknounte cnyxoy SSH-
cepBepa
MpoBepka e BbinonHute komaHgy show running-config gna oTtobpaxeHus
KOHcpurypauuu KOHpurypauuu.
e 3anyctute kKomaHgy show ip ssh, 4T0GbI OTOGpPa3UTL
KOHUrypauuo 1 COCTOSIHNE BbINONHEHUA cnyx6bl SSH-cepBepa

2.4.5. HacTpouka 3anfaHMpoBaHHOMN nepe3arpy3ku

2.4.5.1. PeaynbTaT KOHcUrypaumm

HactponTte

3annaHupoBaHHyo

nepesarpysky, 4ToObl nepes3anycTuTb YCTPOMCTBO B

COOTBETCTBUM C pacnmcaHnemMm.

QR
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2.4.5.2. dTanbl KOH(Urypaumum

Hactpowka nepe3sarpy3sku

3anyctute komaHgy reload B NpPYBUMErMPOBaHHOM  peXUMe, YToObl HeMeaneHHO
nepesanyctutb CUCTEMY.

Hactpownka 3annaHupoBaHHOW nepe3arpy3ku reload at hh:mm:ss month day
year [string]

Ecnu Bbl HacTpouTe onpegeneHHoe BpeMmsi, cuctema bygeT nepesanylieHa B 3T0 Bpemsi. Bbl
AOITKHbI yKa3aTb BpeMsi, koTopoe byaet B 6yaywem. MapameTtpbl mecdua (month), gHsa (day)
n roga (year) HeobsasaTtenbHbl. Ecnv gaHHble napameTpbl He YyKasaHbl, MO YMOYaHUIO
NCNOMNb3yeTcs BPEMS CUCTEMHbIX YaCOB.

NMPUMEYMAHUE: ecnn Bbl XOTUTE MCNOMb30oBaTb MNapamMeTp at, cucrtemMa AoSmKHa
nogaepxmeatb OYHKLMIO YacoB. PekomeHayeTcsa 3apaHee HaCTpoOUTb CUCTEMHbIE Yachkl. HOBbIN
nnaH nepesanycka nepesanuweT  cywecTteylowmi. [lnaH  nepesanycka  ©ygeTt
HeOEeNCTBUTENbHBLIM, ECNIN CMCTEMA OydeT nepesanylleHa 4o Toro, Kak nraH BCTYNuUT B CUny.

NPUMEMAHMUE: Bpemsa nepesanycka LOMKHO ObiTb NMO3XKe TEKYyLEero CUCTEMHOINO BPEMEHMN.
lMocne HacTponku NnaHa nepesanycka He U3MEHAWTE CUCTEMHbIE Yacbl; B MPOTUBHOM Cryvae
nnaH MOXeT ObiTb He BbINOSTHEH (HaNnpMMep, CUCTEMHOE BPeEMS M3MEHSAETCS Ha BpeMms nocre
nepesanycka).

2.4.5.3. CBAA3aHHblIe HAaCTPOUKU

Mepesarpyska ycTponcTea

KomaHpa reload [at {hh[:mm[:ss]]}[month[day[year]]]]
Onuncanwne at hh:mm:ss: ykasbiBaeT BpeMsi nepes3arpy3kum cucTtembl. month:
napameTpoB yKasblBaeT Mecsl roga B gnanasoHe ot 1 oo 12. day: ykasbiBaeT gaty B

AnanasoHe oT 1 go 31. year: ykasbiBaeT rog ¢ 1993 no 2035. CokpalueHns
He noadepXXmBarTCs

Pexxum MprBMNErMPOBaHHLIN PEXUM

KOHcpurypauum

BcTpoeHHas OTa KOmMaHga Mo3BONSAeT BKIKOYUATbL Nepesanyck YCTpoucTBa B
noackaska onpegeneHHoe Bpems

2.5. KoHTponb cocTtosiHuA

2.5.1. OToGpaxeHue

OnucaHue KomaHaa

show clock OTobpaxkaeT TekyLiee CUCTEMHOE BpeMS

show line { console line-num | vty line-num | OTo6paxaeT KoHpUrypaumm coegmHeHns
| line-num }
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Onucanune KomaHpa

show reload OtobpaxaeT napameTpsbl nepesanycka
cUCTEMbI

show running-config [ interface interface | | OTo6paxaeT Tekyme KOHcpurypauum

YCTPOMCTBa Unn KoHGUrypaumm nHtepdenica

show startup-config

OtobpaxaeT KOHUrypaumm
coxpaHeHHble B NVRAM

YCTPOWUCTB,

show this

OTobpaxaeT TekyLme KOHUrypaLuum CUCTEMbI

show version [ devices | module | slots ]

OtobpaxaeT MHpopmaLmo O cucteme

show sessions

OTtoGpaxxaeT  MHOPMAUMIO O  KaXXaom
yCTaHOBMeHHOM ak3emnnspe Telnet-knneHTa
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HacTpolika TepMrHansHOro goctyna W

3. HACTPOUKA TEPMUHANBHOIO AOCTYMNA
3.1. O630p

Ha ceTeBbIX YyCTpoMCTBaxX WMEKTCS pasnuyHble Tumbl TepMuHanbHOro goctyna. MoxHo
ynpaBngaTe TepMUHanNamuM Mo rpynnaMm Ha OCHOBe WX TUMNOB. Ha ceTeBbIX YCTpPOWCTBax
TepMUHanbHbIN AOCTYN AenaTtca Ha aea tuna, CTY n VTY.

3.2. MpumeHeHne

NMpumeHeHue OnucaHue

Ooctyn K _yctponcTtBy npu | Bxog B wuHTepdenc komaHgHowm cTpokm (CLI) ceTteBoro
nomoum koHconm (CTY) YCTPOMCTBA C MOMOLLIbIO KOHCOMMN

HocTyn K yCTponcTBY Yepes | Bxoa B MHTepenc KoMaHOHOW CTPOKM CETEBOrO YCTPOMWCTBA
VTY yepes Telnet unn SSH

3.2.1. JlocTyn K ycTpoMncTBY Npu nomolium koHconu (CTY)

CueHapuu

I

PC

>

PucyHok 5.

A — 3TO ceTeBOe YyCTPONCTBO, KOTOPbIM HEOHXOAUMO YNpPaBNATb.
MK — aT0 cTaHuma ynpaBneHns ceTblo.

OnucaHue

CraHumsa ynpaBneHns ceTblo NOAKMYaeTCa K KOHCONIbHOMY NOPTY CETEBOrO YCTPOMCTBA Yepes
nocrnegoBaTtesibHbIl - kabenb. C NOMOWBIH  MPOrpaMMHOr0  ODecrneyvyeHmMst  KOHCOMu
(HyperTerminal unu gpyroro nporpaMmMHoOro obecneyeHus and MoaenupoBaHusa TepmMmuHana)
Ha CTaHUMW YNpaBfieHMs1 CETbI0 MOXHO MOMYYUTb AOCTYN K KOHCONW CETEBOro YCTPOMCTBA U
BOWTW B MHTEPdENC KOMaHOHOW CTPOKU AN HACTPOWMKM U yNpaBneHnsa ceTeBbIM YCTPONCTBOM.

3.2.2. focTyn K ycTponcTBy 4Yepe3 VTY
CueHapuu

I

PC A

PucyHok 6.

A — 3TO ceTeBOe YyCTPONCTBO, KOTOPbIM HEO6XOAUMO YNpPaBnATb.
MK — 370 cTaHumMs ynpaBreHus ceTblo.
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HacTpolika TepMrHansHOro goctyna W

OnucaHue

CtaHumsa ynpaBneHusi CeTbio NOAKMYaeTCs K ceTeBOMY YCTPOUCTBY Yepes ceTb. C NoMOLLbIo
knueHTta VTY (Hanpumep, Putty) Ha cTaHuMK ynpaBneHus ceTblo MOXHO MONYyYUTb SOCTYN K
ceTeBOMY ycTpomncTBy yepes Telnet nnn SSH 1 BoNTU B UHTepdenc koMaHAHOW CTPOKU Ans
HaCTPOWNKN 1 ynpaBfieHUs1 CETEBbLIM YCTPOWUCTBOM.

3.3. PyHKUUM

3.3.1. bazoBble KoHUenuuu

CTY

Jinnna CTY coeamHsieTcss C ceTeBbIM YCTPOWMCTBOM 4epe3 MnopT KOHCONW. BonbLUMHCTBO
CceTeBbIX YCTPONCTB MMEIOT KOHCOSbHbIN NOpT. [JoCTyn K NOKanbHOW CUCTEME MOXHO MOSTYy4YnUTh
yepes KOHCOSbHbIM MOpT.

VTY

Jinina VTY gaensetcsa BupTyanbHOW TEPMUHANbHOW FWHWERN, KOTopasi He OTHOCUTCA K
annapaTHoMy obecne4veHutio ycTponctB. OHa mcnonb3dyeTcss ansa nogkrodeHus Telnet wnun
SSH.

3.3.2. 0O630p

PyHKUMA OnucaHune

basoBble Hactponka TepmuHana, otobpaxeHue W ypaneHne wuHgopmaumm o
QYHKI:WIVI NoAKIr4YeHnn TepMmnHana

3.3.3. bazoBble hyHKUUMN

3.3.3.1. CBsAi3aHHbIe HACTPOMKU CUCTEMDbI

Hactpowka TepMmuHanbHOro goctyna

BoinonHute komaHgy line B pexunme rnobanbHOM KOHdUrypaumm, 4tobbl BOMTU B PEXMM
KOHMrypauum ykasaHHOro pexxuma TepMUHanbsHOro goctyna.

HacTtponka atpubyToB TEpMMHANbLHOrO 4OCTyna.

Ouuncrka TepMUHalbHbIX coeauHEeHUn

Korga TepMuyHan nogkroyaeTcs K CeTeBOMY YCTPONCTBY, COOTBETCTBYIOLLASA NIMHUA TEpMUHana
3aHdATa. BeinonHuTe koMaHgy show user gns oTobGpakeHWs COCTOSHUSA NOAKIIOYEHUSA 3TUX
TepMUHanbHbIX NMHUA. ECnv Bbl XOTWUTE OTKNIOYMTbL TEPMUHAN OT CEeTEeBOro YCTPOMWCTBA,
BbINONHUTE KomaHgy clear line, 4tobbl cbpocutb nuHUO TepmuHana. [locne cbpoca
TEPMUHANbLHOrO 4OCTyNa COOTBETCTBYIOLME NogkntodeHnsa (Hanpumep, Telnet n SSH) 6yayT
npepBaHbl, WHTepdEenc KOMaHOHOW CTPOKU BbLIAOET W3 CUCTEMbI U MNUHUK TepMuHana
BOCCTaHOBSATCS B HE3aHATOE COCTOsIHUE. [Nonb3oBaTeny MoryT BOCCTAHOBUTL COEANHEHNS.

YkasaHue konunyectBa TepmuHanoB VTY

BbinonHute komaHay line vty, 4ToBbl BOWTU B pexum HacTpouku nuHum VTY un ykasaTb
KonuyecTtso TepMmuHanos VTY.

Mo ymonuaHunio umeetca 5 tepmuHanos VTY, npoHymepoBaHHbIX oT 0 go 4. Konudectso
TepmuHanos VTY MOXHO yBennynTb 0 36, HOBblE TEpMUHarbl HyMmepytoTcs oT 5 Ao 35. MoxHO
yAanuTb TONbKO HOBblE TEPMUHATbI.
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HacTpolika TepMrHansHOro goctyna W
3.4. KoHdurypauums
KoHdurypauus OnucaHuve n KomaHaa
Bxoa B pexum (ObsizaTenbHO) [JaHHaa komaHga MCNoNb3yeTest ANsl BXOA4A B PEXUM
KOHDUrypaumm KOHUrypaumm TepMmMHanbHOro goctyna
TePMUHaNbHOro
goctyna line [ console | vty [ first-line | BxoguT B ykasaHHblii  PeXuM
[ last-line ] KOHpurypaumm TEPMUHANbHOro
pocrtyna
line vty line-number YBennumeaeT nnm yMeHbLUaeT
KOSNIMYECTBO AOCTYMHbIX NuHun VTY

3.4.1. Bxoa B peXXum KoHcpuUrypaumm TepMmHanbHoOro gocrtyna

3.4.1.1. PesynbTaT KOHUrypauum

Bxoa B pexunm KoHurypaumm TepMmMHansHOro 4octyna Ang HacTPONKN apyrux pyHKUniA.

3.4.1.2. dTtanbl KOHcUrypaumum
Bxoa B pexvm KoHUrypaumm TepMUHanbHoro Aoctyna

e (Obsa3aTenbHo.

o Ecnu He ykasaHO WHOe, BOMOUTE B PEXUM KOHUrypaLmMm TeEpMUHANbLHOMO JOCTyna Ha
KaXaoM YCTPOMUCTBE [Afi9 HacTpOWKM aTpubyTOB TepMWHanbHOro  gocTyna.
YBenunyeHune/ymeHbLLeHne KonmyecTtsa nuHmn VTY

e  OnuyuoHanbHo.

e BbinonHute komaHgy (no) line vty line-number, 4ToGLI yBENUUYUTL UMW YMEHBLUUTL
konuyecTtso nuHum VTY.

3.4.1.3. NpoBepka KOHhUrypauum

BbinonHuTe komaHay show line ons otobpaxeHnsa KoHUrypaumm TepMmMHansHoro 4ocTtyna.

3.4.1.4. CBAi3aHHble HAaCTPOUKU

Bxoa B pexxumM KoHdUrypauum TepMmMHanbLHoro gocrtyna

KomaHga line [ console | tty | vty ] first-line [ last-line ]
Onucanve console: yka3blBaeT KOHCOSIbHbIN NOPT.
napameTpoB

vty: yKasblBaeT BUPTYanbHYl) TEPMUHAmNbHYK JNUHUIO, KOTOpasi
nogaepxmsaet Telnet nnn SSH.

first-line: ykasblBaeT HOMep NepBOW NMUHUN.
last-line: ykasbiBaeT HOMep nocrneaHen MHUN

Pexxum Pexum rmobanbHon KoHdUrypaumm
KOHcpurypauuu
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HacTpolika TepMrHansHOro goctyna

YBenunyeHue/ymeHblueHUe Konuyectsa nuHun VTY

KomaHpa line vty line-number

Onucanwne line-number: ykasbiBaeT konuyecTtso nMHMn VTY. [lnanasoH 3HaveHui ot 0
napamMmeTpoB no 35

Pexxum Pexum rmobanbHon KoHdUrypaumm

KOHUrypauum

BctpoeHHas BbinonHute komangy no line vty line-number, 4ToObl yBENMYUTL WN
noackaska YMEHbLUNTb KONMYecTBo NuHun VTY

OTo6pakeHne KoOHUrypaumm TepMmHanbLHoro gocryna

KomaHga show line { console line-num | vty line-num | line-num }

Onuncanue console: ykasblBaeT KOHCOMbHbINA NOPT.

napamMeTpos vty: yKasbiBaeT BUPTYanbHYl0 TEPMUHANbHYIO JIMHUIO,  KoTopast
nopaepxunaet Telnet nnn SSH.
line-num: yKasbiBaeT NIMHUIO, KOTOPYO HEOOX0aMMO O0TOBpas3nTb

Pexxum MprBMAErMpoOBaHHLIN PEXUM

KOHcpurypauum

3.4.1.5. Mpumep KoHcurypaumm

CueHapun
l\\
PC A
PucyHok 7.
OTansl e [logkntoumte MK K ceTeBOMY YCTPOMCTBY A Yepes NUHMI0 KOHCOMn
KOHcpurypauum n sorante B CLI Ha TK.

e BbinonHute komaHay show user Ans oToGpakeHUs1 COCTOSIHUS
NoOKMIYEHNS NUHUM TepMUHana.

e 3anyctute komaHgy show line console 0 gna otoGpaxeHus
COCTOSIHUS NIMHUWN KOHCOIM.

e Boungute B pexum rnobanbHOW KOHUrypauum u BbINOMHUTE
komaHay line vty, 4yTobbl yBEenMYnTb KONMYECTBO TEPMUHAIOB
VTY po 36
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A QTECH#show user
Line User Host(s) Idle Location
*0conO -— idle 00:00:00 -

QTECH#show line console 0

CON Type speed Overruns

*0 CON 96000

Line 0, Location: ", Type: "vt100"

Length: 24 lines, Width: 79 columns

Special Chars: Escape Disconnect  Activation

X “D M

Timeouts: Idle Idle Session
00:10:00 never

History is enabled, history size is 10.

Total input: 490 bytes

Total output: 59366 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

QTECH#show line vty ?

<0-5> Line number

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#line vty 35

QTECH(config-line)#

*Oct 31 18:56:43: %SYS-5-CONFIG_I: Configured from console by
console

MpoBepka
KOHUrypauum

e [locne BbinonHeHns komaHabl Show line MoXXHO 0B6HapyXnTb, 4TO
KONUYeCTBO TEPMUHAIIOB YBENMYUIIOCS.

e BbinonHute komaHgy show running-config ana otobpaxeHus
KOHUrypauum
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A QTECH#show line vty ?

<0-35> Line number

QTECH#show running-config

Building configuration...

Current configuration : 761 bytes

version 11.0(1C2B1)(10/16/13 04:23:54 CST -ngcf78)
ip tcp not-send-rst
vlan 1
!
interface GigabitEthernet 0/0
|
interface GigabitEthernet 0/1
ip address 192.168.23.164 255.255.255.0
!
interface GigabitEthernet 0/2
!
interface GigabitEthernet 0/3
!
interface GigabitEthernet 0/4
!
interface GigabitEthernet 0/5
!
interface GigabitEthernet 0/6
!
interface GigabitEthernet 0/7
|
interface Mgmt 0
!
linecon 0
line vty 0 35

login
!

end
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3.5. KoHTponb cocTosiHuA

3.5.1. OumncTtka

NMPUMEYAHMUE: BbinonHeHne KomaHpg clear MOXeT NPMBECTU K MOTEPE BaxXHOW MHdopMauun
N, cnegoBaTenbHO, NpepbiBaHNo paboTbl cryx6.

OnucaHue

KomaHaa

CoGpacbiBaeT COCTOSIHNE
coeauHeHus
TepMUHanbLHOro JocTtyna

clear line { console line-num | vty line-num | line-num }

3.5.2. OTobpaxeHue

TepMUHaNbHOro Aoctyna

Onucanune KomaHpa
OtobpaxaeT show line { console line-num | vty line-num | line-num }
KOHcpurypauuio

@ §) QTECH

MWP OOCTYMNHEE

65




PykoBoacTeo no HacTponke QSW-6900

HacTpolika guanasoHa BpemMeHu W

4. HACTPOUKA OUANA3OHA BPEMEHU
4.1. O630p

Time Range (dwnana3oH BpeMmeHn) — 310 cnyx0a ynpaBrieHns Ha OCHOBE BPEMEHM, KoTopasi
NPeAoCTaBnseT HEKOTOPbIM MPUITOXKEHNAM BO3MOXHOCTb ynpaBreHns BpemeHeM. Hanpumep,
MOXHO HacTPOUTb Anana3oH BPEMEHN M CBS3aTb €ro CO CNMCKOM ynpasnexus goctynom (ACL),
41061 ACL-CNUCOK BCTYNWI B CUIy B TEYEHME OonpeaeneHHbIX AHEN Y BPEMEHN HeAEenu.

4.2. BapnaHTbl npuMeHeHus

BapuaHTbl npumeHeHua CueHapuun

[MpumeHeHne  aguanasoHa | MNMpumeHuTe pamanasoH Bpemenn k mogynto ACL, 4ToObl
BpemeHu K ACL-cnncky ACL-cnu1cok 3anyckarcs no BpeMeHU

4.2.1. NMpumeHeHne aMana3oHa BpemeHun K ACL-cnucky

4.2.1.1. Mpnmep npumMmeHeHUA

OpraHu3aumsa nossonseT nonb3oBaTenam nonyvaTtb Aoctyn K cnyxbe Telnet Ha yganeHHom
xocte Unix Tonbko B paboyee Bpemsi (PucyHok 8).

192.168 202,207

UNIX Server

192.168.12.0/24

PucyHok 8.

NMPUMEYAHUE HacTtponte ACL-cnncok Ha ycTponctBe B gns peanusaumm crnegytollemn
dyHKUMN 6e3onacHOCTK:

XocTtbl B cermeHTe cetu 192.168.12.0/24 moryT nonyuutb goctyn kK cnyxbe Telnet Ha
yaaneHHoM xocte Unix Tonbko B pabo4ure vacsl.

4.2.1.2. DyHKUUOHarNbHOE pa3BepTbiBaHNE

Ha yctponctee B npumenHunte ACL-cnucok Ans ynpasneHuss AOCTYNoM nofb3oBaTenen K
cnyx6e Telnet B cermeHTe cetn 192.168.12.0/24. Cesikute ACL-cnmcok ¢ Anana3oHoMm
BpeMeHu, 4Tobbl 4OCTYN nonb3oBaTtenen k xocTy Unix 6bin paspeLueH Tonbko B paboyee Bpems.
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4.3. CBeaeHUA 0 PYyHKLUN

4.3.1. ba3oBble KOHUenuuu

4.3.1.1. HacTtpouka abconTHOro AManasoHa BpeMeHu

ABCOMOTHBIM gnana3oH BpeMeHU npeacTtaBnsetr cobon nepmod Mexgy BpeMeHem Hadana u
BpeMeHeM OKoHYaHus. Hanpumep, [12:00 1-ro sHeaps 2000, 12:00 1-ro aHBaps 2001] aBngaetcs

TUNUYHLIM abCOMTHLIM AMana3oHOM BpeMeHu. Ecnv npunoxeHne oCHOBaHO Ha AuanasoHe
BPEMEHMU, onpeaeneHHas QyHKLMS MOXeT ObiTb 3¢ EeKTUBHOM B 3TOM AnanasoHE BPEMEHMN.

4.3.1.2. Nepnoaunyeckoe Bpems

Meprnogunyeckoe Bpemst OTHOCUTCSH K Nepunoguyeckomy MHTepeany spemenn. Hanpumep, «c 8:00
Kaxxabld noHegenbHuk Ao 17:00 kaxaylo NATHULY» SIBNSETCA TUMWYHBIM NEPUOONYECKUM
nHTepsanom BpemenHn. Koraa npunoxeHme, OCHOBAHHOE Ha BPEMEHMW, CBSA3aHO C AMana3oHOM
BPEMEHW, ONpederneHHas QyHKUUST MOXET MepuoamMyeckm AencTBOBaTb C  KaXQoro
noHeAenbHMKa MO NSATHULLY.

4.3.1.3. DyHKUUM

PyYHKLUUA PyHKLUMA

Ncnonb3oBaHue YcTaHaBnuBaeT abCONIOTHbIA Auana3oH BpeMeHW ANA MPUNoXeHus,
abCconTHOro OCHOBaHHOIo Ha BpeMeHu, YToGbI onpeaeneHHas pyHKUMs aericteoBana
JuanasoHa B abCOMIOTHOM AManasoHe BpeMeHu

BpEeMeHU

Ncnonb3oBaHue 3agaeT nepuoaMyeckoe Bpems UMM MPUIOXeHWe, OCHOBaHHOE Ha
nepuoanyecKoro BPEMEHW, 4ToObl onpedeneHHas (QYHKUMSA AeiicTBOBana B TeyeHue
OuanasoHa onpeaeneHHoro nepuoaa BpeMeHu

BpEMEHU

4.3.2. Ucnonb3oBaHWe abCoONTHOro Anana3oHa BpeMeHuU

4.3.2.1. MprHUMN paboTbl

Korga npunoxeHue, OCHOBAHHOE Ha BPEMEHW, BKMNOYaeT onpeaeneHHyo (YyHKUUI0, OHO
onpegenseT, ABNAETCS Nu Tekyllee BpeMs B abCONOTHOM Auana3oHe BpemeHu. Ecnu aa,
dYHKUMS OeACTBYeT WNM OTKMOYEHaA B HaCTosLlee BpeMsi B 3aBMCUMOCTUM OT KOHKPETHOM
KOHpurypauuu.

4.3.2.2. CBA3aHHble HAaCTPOMKN CUCTEMbI
HacTtpouka guanasoHa BpeMeHU
Mo ymonyaHuio auanasoH BpeMEeHM He HAaCTPOEH.
WMcnonb3ynTte KomaHay time-range time-range-name ans HaCTPOWKM gMana3oHa BPEMEHU.

HacTtponka abconoTHOro AuanasoHa BpeMeHun

ABCOoNIOTHbIN Anana3oH BpemeHn no ymon4yanumto: [00:00 1-ro aHBapa 0 r., 23:59 31-ro aekabps
9999 r.].

Wcnonb3ynte komaHgy absolute { [start time date] | [end time date] } ana HacTporku
abCcontTHOrO AnanasoHa BPEMEHM.
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4.3.3. Acnonb3oBaHue nepmoanveckoro amanasoHa BpeMeHu

4.3.3.1. MpnHUunN paboTbl

Korga npunoxeHwe, OCHOBaHHOE Ha BpeMeHMW, BKMOYaeT onpefeneHHylo (YHKUUI0, OHO
onpegenseTt, ABMsSeTca Ny TeKyllee BpeMs B nepruognmyeckoMm avanasoHe Bpemenun. Ecnu aa,
dyHKUMS OeACTBYeT WNM OTKMYEeHa B HacTosllee BpeMsi B 3aBMCUMOCTU OT KOHKPETHOM
KOHcpurypauuu.

4.3.3.2. CBAA3aHHble HAaCTPOMKN CUCTEMbI
Hactpowka ananazoHa BpeMeHU

Mo ymon4yaHuio AnanasoH BpeMeHU He HaCTPOEH.

Mcnonb3ynTte KomaHay time-range time-range-name ans HAaCTPOWKN guana3oHa BPEMEHU.
HacTpoika nepmoanyeckoro BpeMeHu

Mo ymon4aHuto He HaCTPOEeHO NepuoanyecKoe Bpems.

[1ns HaCTpoWKM NepmnoanyecKoro BpeMeHn ncnonb3ynte komaHay periodic day-of-theweek time

to [day-of-the-week] time.

4.4. MoapobHble cBeAeHUs 0 KOHcUrypauumm

KoHdurypaumoHHbin CnpaBKa U cBA3aHHbIe HACTPOWUKU
3N1eMeHT

Hactponka guanasoHa | O6sizaTenbHas koHdwurypaumsi. [Ons ucnonb3oBaHus yHKUMK
BpeEMeHU AnanasoHa BpeMeHu TpebyeTcsa HacTponka Avana3oHa BpeMeHU

time-range time-range-name | HacTpauBaeT avanasoH BpeMeHu

HononHutenbHaa KoHdurypauusa. NMpn HeobxooMmMoCTU MOXKHO
HACTPOUTb pasfnnyHble NnapameTpbl

absolute { [start time date] | | HacTpauBaet abCcontoTHLIN
[end time date] } AnanasoH BPEMEHMU

periodic day-of-the-week time | Hactpanaet nepunoguyecKmnin
to [day-of-the-week] time OnanasoH BpeMeEHU

4.4.1. Hactpouka amnanasoHa BpeMeHMU

4.4.1.1. PeaynbTaT KOHUrypaumm

e Hactponte pguana3oH BpeMeHW, KOTOpbIi MOXET OblTb abCONKTHLIM UK
NepuoaMYECKMM MHTEPBANoOM BpEMEHW, YTOOblI MPUNOXEHWe, OCHOBaHHOE Ha
AnanasoHe BpeMeHU, MOrJ10 BKIOUYUTL onpedeneHHyro yHKUMIO B npeaenax AaHHoro
AnanasoHa BpeMeHN.

68

@ §) QTECH

MWP OOCTYMNHEE




PykoBoacTeo no HacTponke QSW-6900

HacTpolika guanasoHa BpemMeHu W

4.4.1.2. MeToa KOHUrypauumm

Hactpownka ananazoHa BpeMeHU

o  (ObsizaTenbHasa KoHpUrypauus.

e  BbINOMHMUTE HACTPOMKY Ha YCTPOWMCTBE, K KOTOPOMY NPUMEHSAETCS Anana3oH BPEMEHM.
Hactpowka abcontoTHOro gnanasoHa BpeMeHu

o [lononHuTenbHas KoHpUrypaums.

Hactpownka nepnoaunyeckoro amanasoHa BpeMeHun

o [lononHuTenbHas KoHpurypaums.

4.4.1.3. NpoBepkKa KOHdUrypaumm

e Vcnonb3ynte komaHgy show time-range [time-range-name] Aans npoBepKu
MHdOOpMaLMK O KOHUrypaumm guanasoHa BpEMEHMN.

4.4.1.4. CBA3aHHble HAaCTPOMUKMN

HacTpoiika AManazoHa BpeMeHu

KomaHga time-range time-range-name

Onucanwue time-range-name: uMa guanasoHa BpeMeHW, KOTopbii Heobxoammo

napameTpoB cosgatb

Pexxum Pexwnm rmobanbHon KoHdUrypaumm

KOHcpurypauum

BcTpoeHHas HekoTopble npunoxeHus (Hanpumep, ACL) moryT paboTtaTtb B 3aBUCMMOCTU

noackaska oT BpemeHun. Hanpumep, ACL-cnucok moxeT OblTb 3acdekTuBeH B
onpefeneHHbIX Aunana3oHax BpeMeHu Hedenu. [na aToro cHadvana
HeobXxoOUMO HACTpPOWUTb Auana3oH BPEMEHW, a 3aTeM HacTpouTb
COOTBETCTBYIOLMNIN KOHTPOSIb BPEMEHU B PEXMME HACTPONKN BPEMEHHOrO
AnanasoHa

HacTtpounka abconoTHOro ananasoHa BpeMeHMU

KomaHga absolute { [start time date] | [end time date] }
Onuncanwne start time date: BpemMsi Ha4ana guanasoHa.
napameTpoB

end time date: Bpemsi OKOH4YaHUS gManasoHa

Pexxum Pexxum HacTponku auanasoHa BpeMeHu

KOHcpurypauuu

BctpoeHHas Mcnonb3ynTte komaHay absolute gns HaCTPonkn abCcontoTHOro AManas3oHa

noackaska BPEMEHM MeXOY BPEMEHEM Havana U BPEMEHEM OKOHYaHWuSA, 4TOObI
onpegeneHHas QyHKuMa pgencrtsoBana B abCoONOTHOM Ananas3oHe
BpemMeHun
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HacTponka nepnoanyeckoro amanasoHa BpeMeHu
KomaHga periodic day-of-the-week time to [day-of-the-week] time
OnucaHne day-of-the-week: geHb Hegenwu, Korga HaudMHaeTCA WNKU 3akaHYMBaeTCs
napameTpoB nepuoamyeckoe Bpems
time: To4YHOE BpeMs Hayarna unm oKOHYaHUs NepUoaNYEeCcKoro BpeMeHu
Pexxum Pexxum HacTponkn ananasoHa BpemeHu
KOHGoUrypaumm
BcTpoeHHas Mcnonesynte «komaHay periodic gns  HacTpPOWKM  Nepuoguyeckoro
noackaska WHTepBana BpemeHu, 4Tobbl onpegeneHHas @yHKUMA OencTBoBana B
TeyeHue Nepmoanyeckoro MHTepBana BpemMeHun

4.5. KOHTpOonb COCTOAHUA U NoaaepXaHNe BPpeMeHHOro amanasoHa

OTobpaxeHue crtatyca BbINOSIHEHUS

PyYHKLUUA

KomaHpa

OTtobpaxaeT

BPEMEHMU

KOHcpurypauuio guanasoHa

show time-range [time-range-name]
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5. HACTPOUKA USB
5.1. O630p

YHuBepcanbHasi nocrnegoBatenbHas wuHa (USB) aBnsieTca ctaHaapToM BHELUHEN LWWHbL. B
AaHHOM JoKkymMeHTe TepMunH USB oTHoCUTCS K nepudepunHoMy YCTPOUCTBY, COBMECTUMOMY C
USB, Hanpumep, Kk dnew-HakonuTtento USB.

USB — 9TO YCTPONCTBO C BO3MOXHOCTbLIO ropsiien 3ameHbl. Ero MOXXHO ncrnonb3oBaTb Ans
KonupoBaHus dhannos (Hanpumep, hannos KOHpUrypauum 1 xxypHana) ¢ yCTponcTea CBs3u Unm
KONUPOBaHUA BHELIHMX AaHHbIX (Hanpumep, dannoB 06HOBNEHMSA CUCTEMBI) Ha cnew-namMaTb
YCTPOMCTBA CBA3WN.

KoHkpeTHble cueHapum ucnonb3oBaHna USB nogpoGHO onucaHbl B pykoBoacTBax Mo
HacTponKe COOTBETCTBYIOLWMX (pyHKUMA. B 9TOM [JOKYMEHTEe OnuCbiBaeTCcs  TOMbKO
naeHTuduKauus, ncnonb3oBaHme n nsenedeHne USB-Hakonutens n npocmMoTp MHopMaumm o
USB-ycTtporicTee.

5.2. lMpumeHeHune

NMpumeHeHue OnucaHue

KMcnonb3oBaHue dnew- | dannbl 0GHOBNEHUS XpaHATCA Ha dnew-HakonuTtene USB.
HakonuTens USB  ansa | Nocne BKJHOMEHMS YCTPOWNCTBO obHapyxuBaet
0BHOBIEHMS YCTPONCTBA dnewHakonutens USB 1 3anyckaeT komaHay 0OHOBNEHWs Ans

3arpysku dpannoe obHosreHus. Nocne 3aBepLlleHns 3arpysku
YCTPOWUCTBO nepesarpyxaetcsa W 3anyckaeT OOHOBMEHHYHO
BEPCUIO

5.2.1. Acnonb3oBaHune cnew-Hakonutena USB ana  oOGHoBneHus
yCTpOMUCTBA

5.2.1.1. CueHapuu

dannbl 06HOBMNEHUA XpaHATCA Ha donew-HakonuTene USB. lNocne BkoveHUst YCTPOMCTBO
obHapyxuBaeT dnew-Hakonutens USB n 3anyckaet komaHgy OOGHOBREeHWA Ans 3arpy3ku
annos ob6HoBReHuS. Nocne 3aBepLueHns 3arpy3kn yCTPOMCTBO NepesarpykaeTcs 1 3anyckaeT
obHoBneHHyto  Bepcuto.  [lpumep  komaHabl  obHoBneHusa:  upgrade  usbO0:/s12k-
ppc_11.0(1B2)_ 20131025 main_install.bin

Ecnu cann asnsetca BanuaHbiM U 3Ta KOMaHAa BbINOMHEHA KOPPEKTHO, YCTPOMCTBO Oyaet
aBTOMaTMyecku nepesanyLieHo ¢ obHosneHHon Bepcuein 0.

5.2.1.2. OnucaHue

e VcnonbaywTte npedukc "usb0:/" gna poctyna k USB 0. BeinonHute komangy show usb
Ansa otobpaxeHns nidopmaummn o USB ¢ nageHtudurkatopom 0.

e BbinonHute koMaHay upgrade ona o6HOBMEHUS.

5.3. PyHKUUMU

Ucnonb3oBaHue USB

BcraBbTe USB-Hakonutenb B pasbem USB. Cuctema aBToMaTU4eckn BbINONHUT nouck USB.
Mocne obHapyxeHus USB moaynb OpavBepoB aBTOMATUYECKM WHUUManu3upyeT gpansep
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USB. lNMocne nimumanusauumn cucteMa aBTomaTUYECKN 3arpyxaeT pannosyto cuctemy Ha USB.
lMo3xe cucTema CMOXeT CYMTbIBATb UMK 3anuckiBaTb AaHHble ¢ USB-HakonuTens.

e Ecnu cucrtema o6Hapyxut USB wn ycnewHo 3arpy3ut paparniBep, oTobpasutca
cneayowasa nHdopmaums:

*Jan 100:09:42: %USB-5-USB_DISK_FOUND: USB Disk <Mass Storage> has been
inserted to USB port 0!

*Jan 1 00:09:42: %USB-5-USB_DISK_PARTITION_MOUNT:
Mount ushO(type:FAT32),size : 1050673152B(1002MB)

NMPUMEYAHUE: "Mass Storage" ykasbiBaeT uUMsi UCKOMOro ycTpouctBa, a "usb0:" —
yKasblBaeT, 4YTo 370 nepsbin USB-HakonuTenb. "Size" ykasbiBaeT pasmep pasgena. Hanpumep,
B COOTBETCTBMM C NpeabigyLlen otobpaxaemon nHopmaumen dgnew-Hakonmtens USB nmeet
obvem namaTtn 1002 MB. "Size" ykasbiBaeT pa3mep pasgena.

N3BneueHune USB-HakonuTtens

Cravana ussneknte USB 13 cuctembl ¢ NOMOLLBIO KOMaHabl MHTepdenca KoOMaHAHOW CTPOKU
(CLI); B npoTMBHOM cryvae MOXET BO3HWKHYTb OLnGKa, ecrnim cuctema BCe €eLle UCMOoNb3yeT
USB.

¢ Ecnun USB-HakonuTenb ycnewHo n3BrneyeH, otobpasntcsa cnegyowas MHopMauus:
OK, now you can pull out the device 0.
USB-HakonuTenb MOXHO BblHYTb M3 pas3bemMa TOMbKO Mnocne oTobpaxeHus npegblaylien
MHdopMaLmn.

5.4. KoHdurypauums

KoHdurypauus OnucaHuve n KomaHaa

Ncnonb3oBaHue USB Obsa3aTenbHO

N3BneyveHue USB- | (O6sasaTenbHo) Ncnonbayetcs ans n3eneyeHns USB
HakonuTens

usb remove M3Bnekaet USB-Hakonutenb N3 cuctemsl

5.4.1. U\cnonb3oBaHue USB

5.4.1.1. PeaynbTaT KOHUrypaumm

Mocne 3arpy3kn USB-Hakonutenss MOXHO BbINOMHUTE KOMaHAdbl annoBonM CUCTEMBI
(Hanpumep, dir, copy n del) ans sbinonHeHnsa onepauni Ha USB-HakonuTene.

5.4.1.2. NMNpumeyaHun

e O6uwas onepaunoHHas cuctema QTECH (QTOS) nogaepxmBaeT TOMbKO YCTPOWCTBA
(T.e. obblyHble pnew-HakonuTenu USB), koTopble COBMECTUMbI CO CTaHOapTHbIM
HabopoMm KomaHg uHTepdernca MarnbiX KoMMboTepHbiXx cuctem (SCSI). [Opyrue
YCTPOWCTBA, Takne Kak dnew-Hakonutens USB, BCTpoeHHbI B ceTeByto kapTy USB
(NIC) n dnew-Hakonutens USB c BupTyanbHeiM guckoBogom CD-ROM, He moryT
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5.4.1.3.

ncnono3osatbcs B QTOS. HekoTopble ycTponcTBa HacTpoeHbl Ha npeobpasoBaHue
nopta USB B nocnegosaTeribHbIN NOPT.

USB nopaepxuaeT Tonbko dannosyto cuctemy FAT. [pyrue dannoBbie CUCTEMbI Ha
USB pomxkHbl 6biTb 0TdhopmaTmpoBaHbl B dhannoyto cuctemy FAT Ha MK, npexae yem
USB moxHo 6yaeT ncnonb3oBaTtb Ha YCTPOWCTBE.

QTOS noppepxuBaeT USB-koHueHTpaTopbl. Mpy noakmoyeHnn dneLu-Hakonutens
USB Kk nopTy KoHLeHTpaTopa nyTb AocTyna MeHsaeTcda. Ecnn doneww-Hakonutens USB
nogkntodeH kK nopty USB ycTtponctea, nyTb goctyna — usbX:/, rae X obosHavaet
naeHTndukaTop ycTtponcta. [Ona oTobpaxeHns 3Toro nyTM MOXHO BbINOSIHUTB
komaHgy show usb. Ecnu dnew-Hakonutens USB nogkntodeH k nopty USB uepes
KOHUeEeHTpatop, nNyTb goctyna — usbX-Y:/, rge X ob6o3HayaeT uaeHTudumkaTop
ycTponctea, a Y — wugeHTudumkaTop noprta koHueHTpatopa. Hanpumep, usb0-3:/
yKasblBaeT NopT 3 Ha KOHLeHTpaTope, noakntoyeHHoM K nopTy USB 0 ycTponcTsa.

ATanbl KOHUrypaumm

NpeHtTndpukauma USB

USB-HakonuTenb MOXHO Hanpsimyto nogknoumtb kK USB-pasbemy 6e3 ucnonb3oBaHus
NMHTepdenca KOMaHLHON CTPOKN.

Ucnonb3oBaHue USB
Ansa konnpoBaHus gannos ¢ USB Ha (hrnelu-HakonuTenb BbINOMHUTE crieaylowme 4encTBUS:

BbinonHuTe komaHay cd, 4to6bl BBECTU pasaen USB.

BbinonHuTe komaHay copy, 4Tobbl ckonnpoBatb dawnnbl ¢ USB-HakonuTens Ha dneLu-
HakonuTenb YCTPONCTBA.

BbinonHute komangy dir, 4ToGbl NPOBEPUTL, KOMMPYIOTCS NN hannbl Ha YCTPOWCTBO.

NMPUMEYAHUE: ecnin USB nmeeT HeCKOMNbKo pasgenos, MOXHO NOMYYUTb SOCTYN TOMbKO K

nepsomy pasgeny FAT Ha ycTpouncTse.

NMPUMEYMAHMUE: nyte USB He cogepXuT HM OAHOro Katanora BepxHero ypoBHs. [locne

BbINonHeHns komaHabl cd usbX:\ gna goctyna k USB MoxHO 3anyctutb kKomaHgy cd flash:\
Ana Bo3Bparta Kk hannoBon cucteme goreLl-HakonuTens.

5.4.1.4.

lNMpoBepka KoHcUrypaumum

BbinonHute komaHay show usb agna otobpaxeHuss mHdopmauun o USB-Hakonutene,
BCTaBfIEHHOM B YCTPOWNCTBO.

5.4.1.5.

Mpumep koHbUrypauum

Ucnonb3oBaHue dnew-Hakonutena USB

CueHapun ABTOHOMHas cpena

ST1anbl

KOHcpurypauuu

e BcraebTte (hnew-Hakonutens USB B USB-pasbem ycTponcTea.
e  BuinonHute komaHay show usb B KOHCONW ycTponcTea.

e Ckonupynte dann config.txt ¢ dnew-Hakonutena USB Ha
dnelwHakonuTenb yCTPOMCTBa

QTECH#show usb

Device: Mass Storage
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CueHapun

ABTOHOMHas cpeaa

ID: 0

URL prefix: usb0

Disk Partitions:

usbO(type:vfat)

Size:15789711360B(15789.7MB)

Available size:15789686784B(15789.6MB)

QTECH#

QTECH#

QTECH#dir ush0:/

Directory of usb0:/

1-rwx 4 Tue Jan 100:00:00 1980 fac_test
2 -rwx 1 Mon Sep 30 13:15:48 2013 config.txt
files, O directories

15,789,711,360 bytes total (15,789,686,784 bytes free)
QTECH#

QTECH#

QTECH#copy usb0:/config.txt flash:/ Copying: !
Accessing usb0:/config.txt finished, 1 bytes prepared
Flushing data to flash:/config.txt...

Flush data done

QTECH#

QTECH#

MpoBepka
KOHdpurypauuu

MpoBepbTe Hanuuune anna config.txt B pnew-namstm
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9 files, 15 directories
5,095,424 bytes total (4,960,256 bytes free)

QTECH#

| www.gtech.ru_|
CueHapun ABTOHOMHasA cpepa

QTECH#

QTECH#dir flash:/

Directory of flash:/
1 drw- 160 Wed Mar 31 08:40:01 2010 at
2 drwx 160 Thu Jan 1 00:00:1 1970 dm
3 drwx 160 Thu Jan 1 00:00:05 1970 rep
4 drwx 160 Mon Apr 26 03:42.00 2010 scc
5 drwx 160 Wed Mar 31 08:39:52 2010 ssh
6 drwx 224 Thu Jan 1 00:00:06 1970 var
7 d--- 288 Sat May 29 06:07:45 2010 web
8 drwx 160 Thu Jan 1 00:00:M 1970 addr
9 drwx 160 Sat  May 29 06:07:44 2010 cwmp
10 drwx 784 Sat May 29 06:07:47 2010 sync
M --w- 92 Tue Feb 2 01:.06:55 2010 config_vsu.dat
12 -rw- 244 Sat Apr 3 04:56:52 2010 config.text
13 -rwx 1 Thu Jan 1 00:00:30 1970 .issu_state
14 -rw- 0 Tue Feb 2 01:.07.03 2010 ss_ds_debug.txt
15 -rw- 8448 Thu Jan 1 00:01:41 1970 .shadow
16 -rwx 268 Thu Jan 1 00:01:41 1970 .pswdinfo
17 -rw- 4 Tue May 25 09:12:01 2010 reload
18 drwx 232 Wed Mar 31 08:40:00 2010 snpvé
19 drwx 6104 Sat May 29 06:10:45 2010 .config
20 ---- 1 Thu Jan 1 00:04:551 1970 config.txt
21 d--- 160 Thu Jan 1 00:00:12 1970 syslog
22 drwx 160 Tue May 25 03:05:01 2010 upgrade_ram
23 drwx 160 Tue Feb 2 01:06:54 2010 dm_vdu
24 -rwx 16 Thu Jan 1 00:01:41 1970 .username.data

5.4.1.6. TUNUYHbIEe OLLUOKU

e B ycrponcteo BcTaeneH dnew-Hakonutens USB,

oTnunyHble ot SCSI.

noaaepKMBAOLWMNA  KOMaHAbI,

e USB-Hakonutenb He wucnonb3dyeT annosyto cuctemy FAT n He moxeT ObiTb

noeHTnpuumMpoBaH CUCTEMOMN.

QTECH

MWP OOCTYMNHEE

75




PykoBoacTeo no HacTponke QSW-6900

Hactporika USB

5.4.2. U3aBneyeHune USB-HakonuTens

5.4.2.1. PeaynbTaT KOHUrypaumm

Maeneknte USB n y6egutech, 4To USB 1 YCTPOMCTBO NOMHOCTLIO pa3beuHEHbI.

5.4.2.2. NMpumeyaHun

o [lepen wusBneyeHnem USB-Hakonutensa BbINOMHUTE KoMaHay usb remove; B
NPOTUBHOM Cry4ae Npon3onaeT CUCTEMHAA oLwmnodkKa.

5.4.2.3. dTanbl KOH(Urypauum

BbinonHeHnune komaHabl Remove (M3Bneunb)

o (Obs3zarenbHo.
o [lepepn n3enedeHnem USB-HakonnTensa BbINOMHUTE KOMaHAy usb remove.
U3BneyeHune USB-Hakonutens

Mocne BbINONHEHUS KOMaHabl remove n3enekute USB-HakonmTenb 13 pasbema.

5.4.2.4. NpoBepkKa KOH(pUrypaumm

BoinonHute komaHay show usb gna otobpaxeHuss mHdopmauunm o USB-Hakonutene,
BCTaBIEHHOM B YCTPOWCTBO.

5.4.2.5. CBA3aHHble HACTPOUKU

N3BneueHne USB-HakonuTtens

KomaHga usb remove device-id

Onuncanwne device-id: ykasbiBaeT ngeHtudukatop nopta USB Ha ycTtponctee. OAns

napameTpoB oTobpaxeHna atoro ID MOXHO BbINONHUTL KOMaHAy show ushb

Pexxum MpuBMNErMpOBaHHLIN PEXUM

KOHpurypauuu

BcTtpoeHHas Mepen wsBnedeHnem USB BbinonHMTE KOMaHdy usb remove; B

noackaska npoTuBHOM crniyyae, ecnm USB wucnonbsyetcqa, 6ygeTr BbiBeAEHO
coobuleHne o6 owunbke. Ecnn KomaHOa BbINOMHEHa, OToGpaXkaeTca
COOTBETCTBYIOLLAA MHpopmauus, 1 MoxHo ussnevo USB-Hakonutenb u3s
pasbema. Ecnn BbinonHeHwe komaHabl He yganocb, USB Bce eue
ncrnonbayetcs. B atom cnyyae He napnekante USB-Hakonutesb, NoKa OH
He BygeT ncnonb3oBaThCA

5.4.2.6. MNpumep KoHcurypaumum

N3BneueHune USB-HakonuTtens

CueHapun ABTOHOMHaZ cpena
OTansbl 3anyctute komaHgy show usb, 4to6bl 0TOGpa3uTe ngeHTndmkatop USB.
KOHEpUrypaLmy Mepen n3snevyeHnem USB-HakonuTens BbINOMHUTE KOMaHdy usb remove
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QTECH#show usb

Device: Mass Storage

ID: 0

URL prefix: usb0

Disk Partitions: usb0(type:vfat)
Size:15789711360B(15789.7MB)

Available size:15789686784B(15789.6MB)
QTECH#

QTECH#

QTECH#usb remove 0

OK, now you can pull out the device 0

MpoBepka
KOHcpurypauum

CHoBa 3anyctute komaHgy show usb, 4Tobbl NpoBEpPUTL, U3BMEYEH NN
USB-Hakonutenb. Ecnu  yctponctBo ¢ umaeHTudukatopom 0  He
oToOpaxaeTcsas B BbIXOAHbIX AaHHbIX kKOMaHgbl show usb, 3HauuT
USB-Hakonutenb yaaneH

QTECH#show usb
QTECH#

5.5. KoHTponb cocTosiHUA

OTob6paxeHune
OnucaHne KomaHpa
OT1obGpaxaet MHdOpMaLMIO o | show usb
Tekywem USB-ycTponcTtee
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6. HACTPOUKA UFT
6.1. O630p

YHudumumpoBaHHaa Tabnmua nepecbiikn (UFT) nossonser kommyTaTopy AMHAMU4YECKN
pacnpegendartb 3anucu annapaTHOW NepechIsiku.

6.1.1. MpoToKonbl U cTaHAAPTbI

HepoctynHo

6.2. MpumeHeHne

BapuaHTtbl npumeHeHusa @ CueHapumn

OuHamnyeckoe Ecnm  yctponctBo  pabotaet B 06uem pexume
pacnpegeneHue sanucemn MapLpyTmsaummn, metka MPLS He TpebyeTcsa ons nepecbiniku,
N COOTBETCTBYOLLEE MECTO AN 3anMcu He WCNonb3yeTcs.
Ecnun BxogHasa emkoctb MeTkn MPLS mMoxeT ncnonb3oBaTbcs
apyrvmmn - 3anucamn,  Hanpumep,  3anucamum  ARP/ND,
YCTPOMCTBO MOXET 06yunTbCA GonbLlemMy KONMYECTBY 3anucen
ARP/ND

6.2.1. AnHamn4yeckoe pacnpegeneHuve 3anuceun

6.2.1.1. CueHapuu

Ha cnegytowem nsobpaxeHnn nokasaHa obLias TOMONorus KammnycHoOuW ceTu. YCTPONCTBO
YPOBHA siapa MOXeT ObiTb pas3BepHyTO B HebomnbLIOW 06nacTu KOHBEPreHuMn B KayecTBe
Manoro CBOAHOro YyCTponctBa. ®OYHKUMM YPOBHA 2 SOPOBOr0 YCTPOWCTBA BKITHOYEHDI.
YCTPONCTBO YPOBHS siApa Takke MOXeT ObiTb pa3BepHyTo B 60nbLLION 06nacTh KOHBEpPreHuun
B KayecTBe 60MbLIOrO0 CBOAHOrO ycTpoucTtBa. B aTtom crnyvyae yCTPOMCTBO YPOBHSA dapa
paboTtaeT Kak wnto3. Koraa ycTponcTBO YPOBHS gpa BbICTyNaeT B Ka4eCTBe Maroro CBOAHOro
yCTpOWCTBa, eMy TpebyeTcs gocTaTodHO 6onbLion pasmep Tabnuubl MAC-agpecos.

[pyron cueHapuin NICNonb30BaHNS YCTPONCTBA YPOBHSA S4pa, Korda OHO BbICTyMNaeT B KadecTBe
60onbLLOro CBOAHOMO YCTPONCTBA, @ UMEHHO, 6ONbLUOrO Wt3a. Bo3MoOXHOCTM AOCTyna 3aBUCAT
oT emkoctT ARP 1 ND, a nmMeHHO OT KonmyecTtBa OOCTYnHbIX TepmuHanoB IPv4 n IPv6. B
KayecTBe npumepa BoO3bMeM YCTPOMCTBO, YCTAHOBMEHHOE C onepaumoHHon cuctemon Windows
7. Takoe yCcTpOMNCTBO nogaepxunsaeT ABa cteka IPv4 n IPv6. Korga TepmnHan nonydaeTt 4ocTyn
K YCTPOWCTBY, OH 3aHumaeT ofaHy 3anucb ARP un ogHy 3anuce ND. B atom cueHapum
npuMmeHeHus TpebyeTtcs 6onblioe konuyectso 3anucen ARP n ND.
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Large Aggregation Area

Small Aggregation Ared

v Access Area

PucyHok 9.

6.2.1.2. OnucaHue
e Bkniounte kommyTtatop B pexume mocta UFT, 4ytobbl yBENUUMTL €MKOCTb Tabnuupbl
MAC-agpecos.

o  Bkniounte kommyTaTtop aAnga paboTbl B pexxume wito3a UFT, 4Tobbl yBENMYNTL EMKOCTb
ARP n ND-3anucen.

6.3. DyHKUUN
6.3.1. O630p
PyHKLUUA OnucaHue
Pexnm pabotsl UFT UFT npegoctaBnsieT nonb3oBaTtensaMm MexaHu3m Bblibopa pabodero
pexvMa B COOTBETCTBMM C NOTPEBHOCTAMM CLLEHaAPUSi NPUMEHEHMS

6.3.2. Pexxum pabotbl UFT
6.3.2.1. MprHUMN paboTbl

UFT npenocTtaBnseT nNonb3oBaTensam MmexaHvuam Bbibopa paboyero pexvmMa B COOTBETCTBUN C
NOTPEBHOCTAMU CLieHapUsA NPUMEHEHUS.

UFT nopoepxumBaeT 4o BOCbMU paboyunx pexxumoB. BbibpaHHbIN pexxum paboTbl MOXeT BbiTb
aKTMBMPOBAH NOCIe COXpaHeHus1 1 nepesanycka yCTPoMCTBa. 3Ha4YeHne No YMOoN4aHuo

B Havane ana kommyTtaTtopa yctaHosneH pexum UFT no ymonyaHuto. B pexxume rno ymonyaHmio
Kaxgas annapatHas 3anucb KOMMyTatopa npuMeHsieTca K BOonblUMHCTBY  CLeHapueB
NPUMEHEHUS.

MocT

Pexunm mocta — 3T0 pexunm nepecbinikv ypoBHS 2. OH NpUMEHAETCS K CLLeHapMaM NPpUMEHEHNS,
B KOTOPbIX JOMUHUPYIOT TONBbKO CEPBUCHI YPOBHS 2. B pexxnme mocta emkoctb ARP, ND n MPLS
3HauYUTENbHO CHUXaETCs, 1 BonbLuas YacTb eMKOCTU BblgenseTca Tabnvue MAC-agpecos.
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o3

Pexum wnio3a nogpasaensercs Ha Tpu pexnmMa: pexxum gateway (Lunto3), pexum gateway-max
n pexunm gateway-ndmax.

Pexum wnio3a npyMmeHseTcs K CLeHapusiM MPUMOXEHUN, B KOTOPbIX AOMUHUPYIOT CRYXObl
ypoBHA 3. Pexum gateway-max npuMeHsieTcs K CLeHapusiM MPUIOXKEHUN, B KOTOPbIX
pa3BepHyTO 6onblloe KONMMYecTBO TepMuHanoB. Pexum gateway-ndmax npumeHsieTca K
CUeHapusaM NPUIIOXXEHNA, B KOTOPbIX pa3BepPHYTO BOMbLIOE KONMNYECTBO TepMuHanos IPv6.

MapuwpyT
Pexnm maplupyta — 370 pexuMm ceTeBorn maplipyTtusauumn. OH NPUMEHSIETCS K CLIEHapusiM, B
KOTOPbIX AOMUHUPYET OonbLLoe KONM4ecTBO MapwpyTusaumn n nepecbisyikn.

Pexum mapwpyTta nogpasgensietcss Ha pexuMmbl route-v4dmax u route-vémax. B atmx gByx
pexmnmax eMKOCTb ceTeBbIX Tabnuy mappytmsauum IPv6 n IPv4 cooTBETCTBEHHO BblAENSAETCS
B MakCMMaribHOWM CTEMneHu.

6.4. KoHdurypaums

KoHdwurypa- | CnpaBka u cBsA3aHHble HaCTPOUKMU
LMOHHbIN
3nemMeHT

HacTtpoiika HononHutenbHasa koHduUrypaums. Nepekniounte TEKyLWMA pexmMMm paboThbl
pexuma UFT-kommyTatopa

pabotbl UFT

switch-mode mode_type slot slot_num | lNepekntovaetr pexum paboTbl
UFT B aBTOHOMHOM pexume

switch-mode mode_type switch | lNepekntoyaeT pexmm paboTbl
switch_num slot slot_num UFT B pexnme VSU

6.4.1. HacTpouka pexuma pa6otbl UFT

6.4.1.1. PesynbTaT KOHUrypaumm

e HacTtponte pexum mocTa, 4Tobbl yBENMYUTL pasMep 3anvcu ypoBHs 2. Pexum mocTa
NPUMEHSETCS K CLIeHapUsM, B KOTOPbIX AOMUHUPYIOT CNYyX6bl ypOBHS 2.

e HacTtponte pexum wnto3a gna ysenudeHus pasmepa tabnuubl ARP 1 ND. Pexum
LUI03a NPUMEHSETCS K CLLEHapUsM, B KOTOPbIX AOMUHUPYIOT CNyX6bl ypoBHS 3.

e Hacrtpowite pexvm mapLupyTa Ans yBenuvyeHus pasMepa Tabnuubl MapLupyTusaumm.
Pexum maplupyTa npuMeHsieTcst K cleHapusiM, Ons KOTopbix Tpebyetcs 6onbluoe
KONMMYECTBO MapLUpyTM3aLuUn U NEePECHINKN.

6.4.1.2. NMNpumeyaHun

e [locne 3aBepLUeHUss HACTPOMKN COXpPaHUTE ee 1 nepesanycTute yCTPOMCTBO AN1A TOro,
4YTOObI KOHUrypaLmsa BCTyNuna B AenCTBHe.

o UVameHute pexkum UFT u coxpaHuTe nameHeHus. Npu nepeomM nepesanycke yCTpoMUcTBa
nocne obHoBneHusa dyHkuns UFT MOXeT NnpuBecTn K aBTOMaTUYECKOMY nepesanycky
NMHENHOW KapTbl OAMH pas.
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6.4.1.3. MeTtoa KoHcurypauum

MepekntoveHune pexnma pabdotbl UFT B aBTOHOMHbIN pexum ObsizaTenbHas KoHpUrypaums.

Mcnonb3ynte komaHay switch-mode mode_type slot slot_num gnsi nepeknoveHnst pexmnma

UFT kommyTartopa.

CwuHTakcuc switch-mode mode_type slot slot_num
KOMaHabl

Onuncanwne mode_type: pexum paboTbl UFT.
napameTpoB

slot num:  o6o3HayaeT  COOTBETCTBYHOLLYID  JIMHEWHYID  KapTy,
YCTaHOBIEHHYIO B LLIACCH

Mo ymonyaHuio

Pexum no ymonyanuio

Pexxum Pexum rnobanbHom KoHGUrypauum

KOHdoUrypaumm

BcTpoeHHas B aBTOHOMHOM pexume nMHenHas KapTa MoXeT paboTaTb crneayoLmm
nogckaska obpasom:

default: pexum no ymonyaHuio, KOTOpbI NPUMEHSIETCA K BONbLUMHCTBY
cueHapueB NPUMEHEHNS.

bridge: pexum MoCTa, NPUMEHSIEMbIN K CUEHapusiM, B KOTOPbIX
AOMWHUPYIOT CEPBUCHI YPOBHSA 2.

gateway: pexum LWNo3a, MNPUMEHSIEMbIA K CLEHapuilo, B KOTOPOM
AOMUHMPYIOT Cry>0Obl YpOBHS 3.

gateway-max: pexum gateway-max, NPUMEHSIEMbIA K CLeHapusiM, B
KOTOPbIX pa3BepHyTO BorbLIOe KONMYECTBO TEPMUHAIIOB.

gateway-ndmax: pexum gateway-ndmax, NpuMeHaeMbIN K CLeHapusam, B
KOTOpPbIX pasBepHyTO HonbLLOe KONMYecTBO TepMmHanos IPv6.

label: pexum MeTkM, NpPUMEHSIEMbIA K CUEHapusaMm, Ans KOTOpbIX
TpebyeTcs 6onbLuoe konuyectso MPLS.

route-v4amax: pexum maplipytusauum IPv4, npyuMmeHaeMbIn K cueHapusam,
ANS KOTOpbIX TpebyeTcs 6onbLLoe KoNMYecTBo MappyToB IPv4.

route-vémax: pexum maplipyTtusaumm IPv6, npyuMmeHaemMbIn K cueHapusam,
ANs KOTopbIx TpebyeTcs 6onbLioe KonnyecTso mapLupyTtos IPv6

MepekntoveHne pexnma pabotsl UFT B pexume VSU

O6sa3aTtenbHasa KOHuUrypaums.

Mcnone3ynte komaHgy switch-mode mode_type switch switch_num slot slot_num pans
nepekniodeHns pexunma UFT kommyTtaTopa.
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| www.gtech.ru_|
CuHTakcuc switch-mode mode_type switch switch_num slot slot_num
KOoMaHabl
Onucanwue mode_type: pexxum pabotbl UFT.
napameTpoB

switch_num: B aBTOHOMHOM pEeXMMe Kro4eBoe CrioBo switch He
ncrnone3yetcd. B pexume VSU kntodeBoe cnoBo switch ykasbiBaeT Ha
Laccu unun oTaenbHoe YyCTPOWUCTBO.

slot_num: o6o3HavaeT KapTy, YCTAHOBIEHHYIO B LLACCK

Mo ymonyaHuio

Pexnm no yMOIN4aHUo

Pexxum
KOHdoUrypaumm

Pexnm rnobanbHon KoHGUrypauum

BcTpoeHHas noackaska
B pexume VSU nuHerHas kapta MoxeT paboTtaTtb cregyowmm obpasom:

6.4.1.4.

default: pexxvm no ymonyaHuio, KOTOpbIA NPUMEHSETCA K GOMbLUIMHCTBY CLeHapues
NPUMEHEHMSI.

bridge: pexxum mocTa, NnpUMeHseMbIN K CLEHapUAM, B KOTOPbIX AOMUHUPYIOT CEPBUCHI
YPOBHS 2.

gateway: pexum Lwn3a, NPUMEHSEMbIN K CLIEHapUo, B KOTOPOM AOMUHUPYIOT Cry>X0bl
YPOBHS 3.

gateway-max: pexum gateway-max, MNPUMEHsIeMbli K CcUeHapusiM, B KOTOPbIX
pa3BepHyTO 6ONbLLOE KOMYECTBO TEPMUHASIOB.

gateway-ndmax: pexum gateway-ndmax, NpuMeHsIeMbIA K CLEHapusM, B KOTOPbIX
pa3BepHyTO 60nbLIOE KONUYECTBO TepMmnHanos IPV6.

label: pexum mMeTKkn, NpUMEHSAEMBbIN K CLueHapusam, Ans KoTopblix TpebyeTtcs 6onbLioe
konnyectso MPLS.

route-v4amax: pexum mappyTtnsaumm IPv4, npuMeHseMbIn K cLieHapusiM, 451 KOTOPbIX
TpebyeTcs 6onbLIoe KonnyecTso mapLupyTos IPv4.

route-vémax: pexxum mappyTtnsaumm IPv6, npuMeHseMbIn K cLieHapusiM, 45 KOTOPbIX
TpebyeTcs 6onbLioe KonnyecTso mapLupyTos IPV6.

MpoBepka koHpUrypauum

Mocne nepesarpysku yCTpoWCTBa MUCMOSb3ynTe komaHay show run gns otobpaxeHus
TEKYLLLEro COCTOSIHMS JIMHEVHOMN KapTbl M MPOBEPKU BCTYNINEHNUS KOHUIypauum B cuny.

Wcnonb3ynte komangy show switch-mode status gns oTobpaxeHusi COCTOSIHMS
pexuma UFT.

CuHTakcuc show switch-mode status
KOMaHAbl
Pexxum MpuBUNErMPOBaHHBIN  PEXUM, pexXum rnobanbHOM KoHdUrypawumm,

KOHoUrypaumnm pexunm KoHUrypaumm nitepderica
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Mpumep
KOHGoUrypaumm

QTECH(config)#show switch-mode status
Slot No Switch-Mode
switch 1slot 3  bridge

6.4.1.5. Mpumepbl KOHhUrypauum

MepekntoyeHne pexuma pabotbl UFT B aBTOHOMHOM pexume

CeTeBasi cpena

HepocTtynHo

MeTon
KOHcpurypauum

Mepekntounte pexum pabotel UFT nuHerHom nnatel B cnote 3
KOMMYyTaTopa Ha pexum MmocTa

QTECH(config)#switch-mode bridge slot 3
Please save current config and restart your device!
QTECH(config)#show run

Building configuration...

Current configuration : 1366 bytes

version 11.0(1B2) ! cwmp

!

install 3 M8600E-24XS40QXS-DB

!

sysmac 1414.4b34.5624

!

nfpp

!

switch-mode bridge slot 3

MeTopn nposepku

Wcnonb3ynte komaHgy show switch-mode status gns oTobpakeHus
WMHopMaLMM O KOHUrypaLmm

QTECH(config)#show switch-mode status
Slot No Switch-Mode
3 bridge
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6.5. KoHTponb cocTosiHuA

6.5.1. OTobpaxeHue ctatyca BbINOSIHEHUA

Onucanune KomaHpa

OtobpaxaeT pexum pabotbl | show switch-mode status
UFT kommyTaTopa

NMPUMEMAHUE: npegbigywime  KoMaHObl  MOHUTOPUHIa U OBCNyXMBaHWUS — Takke
AeNcTBUTENbHbI ANS YCTPOMCTB Ha LWAacCU U OTAEMbHbLIX YCTPOUCTB B aBTOHOMHOM peXxunume n
pexume VSU.

NMPUMEYAHUE: B aBTOHOMHOM pexume KroyeBoe CnoBo Switch He ucnonb3yetcs. OAns
YCTPOWCTB Ha LLaccu KItoyeBoe CrioBo S|ot ykasbiBaeT Ha yKa3aHHYIo JIMHENHYIO KapTy.
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7. HACTPOUKA PE3EPBUPOBAHUA KAPT
YMNPABJIEHUA

7.1. O630p

Pe3epBupoBaHue kapT ynpaBreHms — 3T0 MeXaHU3M, KOTOpbI UCNOoNb3yeT pe3epBrMpoBaHme
B peanibHOM BpeMeHM (Takke Ha3blBaeMoe «ropsavymMmM» pe3epBMpOBaHMEM) COCTOSIHUS paboTbl
cny6bl Mogynen ynpasneHust 4nsi NOBbILWEHWA AOCTYNHOCTN YCTPONCTBA.

B ceTeBOM YyCTpPOWCTBE C MNOCKOCTLIO ynpasneHus (control plane), oTaeneHHo OT MAOCKOCTU
nepecbinikn (forwarding plane), nnockoctb ynpaeneHusi paboTtaeT Ha MOAyrne ynpasneHus, a
NSIOCKOCTb Nepecbinkn paboTtaeT Ha kapTax. [daHHble NNOCKOCTM ynpaBreHus ynpaBnstoLwero
MoAynsl KOMMPYKOTCS B PEe3epBHbIN MOAYMb YNPaBfeHUsl B peXume peanbHOro BPpeEMEHU BO
Bpems paboTbl ycTporcTBa. Korga Ynpaenawowun mogynb OTKNKOYaeTcs OOSMKHbIM 06pasom
(Hanpumep, n3-3a 06GHOBNEHMSA NPOrPAMMHOro 06ecneyYeHns) UM HeoXXMaaHHo (Hanpumep, us-
3a NporpamMMHbIX UK annapaTHbIX UCKMOYEHU), YCTPOMCTBO MOXET aBTOMaTMU4eckn GbICTPO
NepeknioYnTbCAa Ha pesepBHbIi MOAyNb ynpaeneHuss 6e3 noTepu norib3oBaTENbCKON
KOHUrypaumm, Tem cambim obecneynBasi HopmarnbHy paboTy ceTu. MNocKoCTb NepechbInku
npoaoskaeT nepeaayvy nNakeToB BO BPeMS nepekntoveHns. lNepecobinka He ocTaHaBnMBaeTCcs 1
He MPOUCXOANT M3MEHEHMIA TONONOMMM BO BPEMSI Nepe3anycka NinocKoCTU ynpaBeHuns.

TexHonorns pesepBupoBaHna Moayns ynpaeneHns obecneunBaeT criegyowme ygobcTea ans
ceTeBbIX CNyx06:

1. TloBbileHVe JOCTYNHOCTA CETW.

TexHonornss pesepBMPOBaHMA MOAYNs ynpaBneHus obecneuymBaeT nepegadyy OaHHbIX U
MHPOPMAaLIMIO O COCTOSIHUI CeaHCOB MONb30BaTerNie BO BPEMS MEPEKITHOYEHNS.

2. TpepoTBpalleHne NpocTos B COEAUHEHUN COCEAHUMU YCTPOUCTBAMMU.
Bo Bpems nepekrntoyeHna He BbinonHseTes nepesanycka forwarding plane. NMNoatomy cocean He
MOryT 0BHapyXunTb U3MEHeHUe COCTOSHUA KaHana n3 coctosHusa "Down" Ha "Up".

1. TpepoTtepallieHune blackhole Ha mapwpyTe.
Forwarding plane nogaepxuvBaeTt nepegayvy AaHHbIX BO BpeMs nepekntoveHus, a Control plane
ObICTPO co3aaeT HoByto Tabnmuy nepecobinkuy. MNMpouecc 3ameHbl cTapor Tabnuubl NepechIkn
Ha HOBYIO NpeaoTBpaLLaeT NosBMEeHNe 3a4epXKek Ha MapLupyTe.

2. [pepoTBpaleHne noTepu NONb30BaTENbCKMX CEaHCOB.

Enaro,u,apﬂ CUHXPOHN3ALUNN COCTOAHUA B pearibHOM BpEMEHU MOoJNib30BaTESIbCKNE CeaHChl,
CO34aHHble 0 NepeKrniyYeHnd, He TePAI0TCA.

7.2. MpumeHeHue

NMpumeHeHue OnucaHue

PesepBupoBaHue Ha kommyTatope ypoBHA £gpa, rae YCTaHOBfeHbl ABa MOAyns
MOQYJ‘IGVI ynpasrneHus, TexHomnorngd pes3epBnpoBaHNA MOXeT ynyydlwnTb
ynpasneHna CTabUNBbHOCTb CETU U OOCTYNHOCTb CUCTEMDbI
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7.2.1. PezepBupoBaHue moayneun yrnpaBneHus

7.2.1.1. CueHapuu

Kak nokasaHo Ha cnepytowem m3obpaxeHun, B 3TOW TOMOMOrMU CETU NPU HEUCNPABHOCTU
KOMMyTaTopa YPOBHSA siApa, CETW, MOAKIYEHHblE K HeMmy, pacnagytcs. [Onsi noBbiweHus
CcTabunbHOCTN CeTM HEOBXOAMMO HAaCTPOUTb ABa MOAYNS YyNpaBieHns Ha KOMMYyTaTope YPOBHS
anpa ansa peanvsauumn pe3epBrMpoBaHus. YNpasnsowmnn Mogyrb onepupyeT BCen CUCTEMOMN, a
pe3epBHbIM MOAYMb YNpaBrieHUst pe3epBupyeT UHGOPMaLNIO O COCTOSHUM paboTbl CryXObl
ynpaBnsoLworo Mogyns B pexume peanbHOro BpemeHu. [py pyvyHOM NepeknioveHun unm
NPVHYANTENBbHOM MNEPEKNOYEHUN N3-3a HEMUCMPABHOCTM YNPaBSOLWOro Moaynsa pe3epBHbIN
Moayfb ynpaBneHns HemeaneHHo GepeT Ha cebs yHKuMM ynpasnswoworo moayns. Ha
nnockoctn nepecbinkn (forwarding plane) MoXHO NpoOAOCIKUTL Nepefadvy AaHHbIX U NOBLICUTb
AOCTYNHOCTb CUCTEMBI.

he core switch uses a
redundancy of two
supervisor modules.

-
-

PucyHok 10.

7.2.1.2. OnucaHue

Ona ycTpoicTB Ha waccu cuctema obopygoBaHa MeEXaHM3MOM — pes3epBMPOBaHUSA
ynpasnsowmii/pesepeHbin. Cnuctema nogaepxusaet yHkumto plug-and-play o tex nop, noka
yNpaBnsoLmi U pe3epBHbI MOAYNN YyNpaBfeHNs COOTBETCTBYIOT YCNOBUAM pe3epBNPOBaHMS.

Kaxxgoe 13 OTAernbHbIX YCTPOMCTB 3KBUMBANEHTHO OAHOMY MOAYIMI0 YrpaBfneHuss C OAHOW
nuHenHon kapTton. BupTyanbHbin moaynb kommyTaumm (VSU), coBpaHHbIM M3 HECKOMbKUX
OTAEnNbHbIX YCTPONCTB TaKKe MMEeEeT MeXaHU3M pe3epBMPOBaHNS YNpaBnaoLwnii/pe3epBHbIN.

7.3. ®YHKUUN

7.3.1. ba3zoBble KOHLUenuuu

YnpaBnswwmn Moaynb, pe3epBHbIA MOAYIb yNpaBrieHUs

Ha ycTpoiicTtBe, rae yCTaHOBMNEHbI ABa MOAYNSA ynpaBreHus, cuctema BolbnpaeT oguMH Moaysb
yrNpaBneHnsi B KayeCTBE aKTMBHOMO, KOTOPbI ABNAEeTCS ynpasnsawoowum. [pyroi mMoayrnb
ynpaBneHnss YHKUMOHMPYET Kak pe3epBHbIn. [py HeMcnpaBHOCTM ynpaBnsoLWworo Moayns
UK, Korga oH 3anpalumBaeT NepekritoyeHne, pesepBHbIn Mogyrb ynpasneHus 6epeT Ha cebs
PYHKLMM YNPaBnsoLWOro Moayns u CTaHOBUTCSA HOBbIM yNpaensiowmum mogynem. Kak npaeuno,
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pe3epBHbIA MOAYNb YNPaBleHUst He y4acTBYeT B yNpaBreHUn KOMMYyTaTOPOM, a OTCrexveaeT
COCTOsIHVME paboTbl YNPaBnsoOLOro Moayns.

FmobanbHbIM YnpaBnaAwWMA MoAaynb, rnobanbHbIA pe3epBHbLIM MOAYIb
ynpaBneHus, rnobanbHbIM KaHaAUAAT B MOAYNU yNpaBreHus

B cucteme VSU, cocTtoswen ns asyx nnun 6onee yCTpoMCTB Ha LIACCH, KaXXaoe LWaccn nmeet
ABa Moayns ynpaeneHus: YnpaBnsawwmin MOOyNb onepupyeT BCEM LLACCU, a Pe3epBHbLIN
MOAYIb ynpaeneHusa paboTaeT Kak pesepBHbli. [na Bcen cuctembl VSU Mmeetca gga mnm
6onee mogynen ynpasnexwus. OguH Ynpasnawwun mogynb BbiOMpaeTca M3 BCeX mMopyren
ynpaBneHna ans onepuposaHusa Bcen cuctemon VSU, Takke ogmH BCrioMoratenbHbld Mogynb
ynpasneHusi BblbupaeTcs B ka4ecTBe pe3epBHOro Ang Bcen cuctemol VSU, a gpyrne mogynm
yrnpaBneHnsi UICNoNb3ylTCHA B Ka4ecTBe Moaynen-kaHgngaTos. Mogynb-kanangaT ynpasneHus
3aMeHdeT YyNpasBnsoWNn Unu pesepBHbI MOOYMNb YNpaBneHUs B Clyyvyae HeucrnpaBHOCTU
nepBOHAYanbHOro YnNpasrsloOWOro UnuM pesepBHOro moayns ynpaeneHus. Kak npasuro,
Moaynu-KkaHaAuAaTbl B YMpaBfieHWe He y4acTBYOT B pesepBupoBaHun. YTobbl oTnNnunTb
ynpaBnsoLwme n pesepsHble MOAYNW ynpaBneHnsa B Wwaccu ot moaynen B cucteme VSU, oHu,
a Takke moaynu-kaHamgatbl B cucteme VSU, HasbiBatoTcs "rnobanbHO  YnpasBnsioLuim
Moay”nb", "rnobanbHO pe3epBHbIN MOAYMb ynpaeneHuse” n "rnobanbHbi KaHangaT B Moaynm
ynpaBneHns". MexaHn3m pes3epBMpPOBaHUS MOAyNen ynpaeneHus BnvsieT Ha rrnobanbHbin
Ynpasnswowmuin moaynb M rnobanbHO pe3epBHbIN MOAyNb ynpaeneHusa. Takum obpasom,
OCHOBHOM W pe3epBHbI MoAynu ynpaeneHns B cpege VSU saensawTcs rnobanbHo
Ynpaensiowmun Mmoayrb 1 rnodanbHO pe3epBHLIN MOAYITb YIPaBIEHMS.

B cucteme VSU, cocTtosien n3 aByx unu 6onee oTaenbHbIX YCTPOWCTB, KaXaoe YCTPOUCTBO
3KBMBASIEHTHO OOHOMY MOAYMO YNpaBrieHUs N OQHOW NMHEeWHon kapTe. Cuctema BbiOMpaeT
OOHO YCTPOWCTBO B KadecTBe rnobanbHO ynpaBfsaoworo Moaynsi, U ogHO YCTPOWCTBO B
KayecTBe rnobanbHO pe3epBHOr0 MOAYNs ynpaBreHusi, a Apyrne YCTPOWCTBa cryxaT B
KayecTBe rnobanbHbIX KaHANAATOB B MOAYNN yNpaBrieHns.

Heo6xoanMmblie ycnoBusa AnA pe3epBUpPOBaHUA Moaynen ynpaBneHus

B cucteme yctponcTB annapaTtHoe 1 nporpaMmHoe obecneveHne Bcex Moaynen ynpasneHus
AO0ITDKHO ObITb COBMECTMMO, YTOObI pe3epBupoBaHme Moaynen ynpasneHnsa oyHKLUNMOHNPOBano
AOIDKHBIM 0bpa3som.

Bo Bpems 3anycka TpebyeTca nakeTHasd CUHXPOHU3aUUS MeXay ynpaBnsaowmm N pe3epBHbIM
MOAYNAMU yrnpaerneHusi, 4tobbl ABa MoAyns ynpasneHus 6binnm B OAHOM COCTOSIHUMW.
PesepBupoBaHve moaynen yrnpasrneHus HeakTUBHO rnepes CUHXpOoHU3aLUmen.

CocTosiHMe pe3epBUpPOBaHUA Moayren ynpaBrneHus

Bo BpemMa pe3epBunpoBaHUA ynpaBn;nou_l,oro/pesepBHoro mMoayna ynpasneHuAa npoucxogut
cneaywulee nsSMeHeHne crtatyca.

o CocTosiHMe alone (0arH): B 3TOM COCTOSIHUM B cucteme paboTtaeT TONbKO OAMH MoAdYMb
yrnpaBneHnsi, unu nepeknioveHne mexay ynpaBnsaoowmm/pe3epBHbIM MOLYIEM He
3aBepPLUEHO, N MeXOY HOBbIM YNpaBnstoLMM MOAYIEM M HOBbIM pe3epBHLIM MOgYNeM
yrnpaBneHnsi He YCTaHOBMNEHO pe3epBMpoOBaHME.

e CoctosiHne batch (nakeTt): B 3TOM COCTOSIHUM Mexay YNpaBnsAlwLWMM U pe3epBHbIM
mMoAynem ynpaBfeHuss yCTaHaBMNMBalTCS OTHOLIEHUS pe3epBMpPOBaHUSA, a 3aTteM
BbINOSTHAETCA NakeTHOe pe3epBUpoOBaHMe.

e CocTosiHne realtime (B peanbHOM BpeMeHW): ynpasnsowmnin MOAYNb NepexoanT B 3TO
COCTOsIHME Mnocrie 3aBepLUeHNsi MakeTHOro pe3epBMPOBaHUA MEXAy YnpasBnsoWwum 1
pe3epBHbIM MOAYNAMW ynpaeneHus. PesepBupoBaHWe B peanbHOM BpPeEMEHM
BbINOSHAETCA MeXAy YrNpaBnsAowWwmMM U pe3epBHbIM MOoAynaMu ynpasneHus. PydHoe
nepeknioYeHne MOXeT BbINOMHATLCA TOMbKO B 3TOM COCTOSIHUM.
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7.3.2. 0630p

PyHKLUUA OnucaHue

Bbibop YCTPONCTBO MOXET aBTOMaTuMyecku BblbupaTb ynpaBnAsaloWMA U
ynpasngaoLIoro N | pe3epBHbIN  MOAYNU ynpaBneHns B 3aBUCUMOCTM OT TeKyLlero
pPE3EPBHOr0 MOAYSEN | COCTOSIHUS CUCTEMBI. Takke nogaepXXnuBaeTcsa pyyHon Bolbop
ynpasneHus

CUHXpOHM3aLmS B cpene pesepBuMpoBaHUS MoAyrnen ynpaBneHus YnpasnsioLun
nHdopmMaLmm MOAYIb CUHXPOHU3MPYET WHopmauuMio o0 cocTodaHun u dannax
Moayreun KOH(urypauun c pesepBHbIM MOAYIEM YynpaBneHUs B pearibHOM
ynpasneHus BpEMEHMU

7.3.3. BbIGOp ynpaBnfaoLworo u pesepBHOro Moaynen ynpaBsrneHus

7.3.3.1. MprHUMN paboTbI

ABTOMaTMYECKMIN BLIGOP YNPaBnsAOLWOro 1 pe3epBHOro MoAynen ynpasneHus Ans YCTPOWCTB
Ha waccu

Monb3oBatenn MOryT BCTaBMSATb WM yAansaTb MOAYNW yrnpaBrieHus BO BpemMsi paboThbl
yCTpoicTBa. YCTPOMCTBO, B 3aBUCUMOCTM OT TEKYLLErOo COCTOSIHUS CUCTEMbI, aBTOMaTUYECKU
BblOMpaeT pabouylo CUCTEMY, HE BIUSAS Ha OObIYHYD KOMMYTaUMIO OaHHbIX. BO3MOXHbI
crneaylowmne cny4dau, npyv KOTopbiX YNpaBnswoLlWmMn Moaynb BbiOMPAETCs COOTBETCTBYHOLLMM
obpasom:

Ecnn Bo Bpems 3anycka yCTpOWCTBA BCTaBMEH TOMbKO OAWH MOAYMb ynpasBfieHus,
YCTPOWCTBO BblOMpaeT 3TOT MOAYNb YNPaBneHns B Ka4eCTBe YNpaBrstoLworo Moayns
He3aBMCUMO OT TOro, BcTaBmneH N oH B cnoT M1 nnu M2.

Ecnn Bo Bpewmsi 3anycka YCTpOWCTBa BCTaBfeHbl ABa MOAYMsS YrpaBreHus, no
yMONn4YaHuio Moayrb ynpasneHus B crote M1 BbibrpaeTcs B ka4yecTBe yrnpaBnsioLLoro
MOAyns, a mMoAynb ynpaBrneHuss B criote M2 BbiOMpaeTcs B kayecTBe pPe3epBHOro
MOAYNs ynpaBneHus ONs ueneil pe3epBUpPOBaHWS, M B TepMuHane BblBOAATCS
COOTBETCTBYHOLLME 3aMNpoChl.

Ecnu Bo Bpems 3anycka ycTponcTBa BCTaBfieH OAMH MOAYNb yNpasrieHus, a Apyron
MoAyfb ynpaBneHus BCTaBeH BO BpeMs paboTbl yCTPOMCTBA, MOAYMb YNpaBreHus,
BCTaBMIEHHbIN NO3Xe, MCNONb3yeTCs B Ka4eCTBE Pe3epBHOro MOAYSS ynpaBneHns ans
pe3epBMpoOBaHNSA HE3ABUCMMO OT TOro, BCTaBfieH n oH B croT M1 nnu cnot M2, n B
TepMuHarne BbIBOOATCA COOTBETCTBYIOLLME 3anpOChl.

Mpegnonoxum, 4YTO BO BpeMsa 3arnycka YCTPOMCTBA BCTaBfeHbl [Ba MOAyIns
ynpasreHusi, 1 OOuH MOAyMb YNpaBreHns ussrievyeH Bo BpeMsi paboTbl yCTpoucTBa
(v oguH MoayNb ynNpaerieHnsa HencnpaseH). Ecnn nssneveHHsIn Mmogynb ynpaBneHns
ABNSAETCH pe3epBHbIM MOAyreM YrpaBneHus, nepen u3BnevyeHnem (Unv npu
HencnpaBHOCTW), NOCNe n3BnevyeHus (Mnu annapaTHom owmnbKM) oToBpaKaeTCca TONbKO
KOMaHAHasa CTpokKa, yKasblBatoLlas Ha TO, YTO BCMOMOraTenbHbl MOAdyrb yrpaBneHus
nssrneyeH (unu He paboTaeT). Ecnv usBneyeHHbIn Modynb ynpaBneHus SBnsieTcs
ynpasnsowumM MoayneMm nepeq u3snedeHnem (Mnv Npu HeMcnpaBHOCTW), APYron
MoAyINb ynpaBneHns CTaHOBUTCHA yNpaBnsioLWMM MOAYNEM U B TepMUHarne BbIBOAATCH
COOTBETCTBYIOLLME 3aMNpPOChI.
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BbiGop ynpaBnsAoLwWoro u pesepBHoro moaynen ynpaBneHusi Bpy4Hyo

Monb3oBaTeny MoryT BpYyYHYH BbINOMHUTL BbIOOP YMNPaBMsOLLOr0 U pe3epBHOrO MoAynewn
ynpaBreHusi, KOTopble BbIGUPAaOTCs B 3aBUCUMOCTH OT paboyeri cpeabl creayrowmm o6pasom:

e B aBTOHOMHOM pexume MONb3oBaATENN MOrYT BPYYHYIO BbIMOMHATL NEPEKoYeHme
MeXay ynpaBnsloWMM M pe3epBHbIM  ycTporcTBOM. Mogynu  ynpaBneHus
aKTUBMPYIOTCS Nocre nepesarnycka.

e B pexume VSU nonb3oBatenn MOryT BPYYHYH BLINOSHATb MEPEKITOMEHNE Mexay
ynpaBnAwLWMM 1 pe3epBHbIM MOAyneM ynpaBrieHus, 4Tobbl rnobanbHO pe3epBHbI
mMoaynb ynpasneHus ctan rnobanbHo ynpasnsowmm mogynem. Ecnu B cucteme VSU
nMeeTca TONbKO ABa MOAYNSA ynpaeneHus, nocre nepesanycka nepBoHaYarbHbIN
rnobanbHO YNpaensawLwWmMiA MOAyNb CTaHOBUTCS HOBbIM rnobanbHO pe3epBHbIM
moaynem ynpasneHus. MNpn Hanuumm Gonee AByx Moayrnen ynpasneHust B Ka4ecTBe
HOBOro rnobanbHO pe3epBHOrO MOAYNs ynpaBneHus BblbuMpaeTca OAuMH MoAyrb
yrnpaBneHusi, KOTOPbIV SABNSETCA HOBbIM rNo6anbHO pe3epBHbLIM MOAYSEM yNpaBreHus,
a MCXoAHblM rnobanbHO YnpaBnsowuin Mogysfb CTaHOBUTCA MNOCMe nepesanycka
rnobanbHbIM MOAYNEM-KaHONOATOM B ynpaBrieHue.

7.3.3.2. CBsAiI3aHHble HACTPOUKU CUCTEMDbI

Py4yHoe nepekrnioyeHue ynpaBsnsaoLworo/pe3epBHOro yCTpomcTea
° Mo yMOIN4aHUKo yCTpOI7ICTBO MOXXeT aBTOMaTU4eCKun Bbl6paTb yl‘lpaBJ'IFI}OIJ.l,I/IIZ Moayrb.

e B aBTOHOMHOM pexume n pexume VSU nonb3oBateny MOryT BbINOSHWTbL KOMaHay
redundancy forceswitch gnsi py4yHoro nepekxnoyeHuns.

7.3.4. CuHXpOoHM3aumsa nHcpopmaumm moayrneun ynpaBneHus

7.3.4.1. MpnHUMN paboThbI

o CVIHXpOHI/I3aLI,VIFI COCTOAHUA

Ynpaenswowmn mMmoaynb CUHXPOHM3MPYET CBOEe pabovee COCTOsIHME C pe3epBHbIM MOAYIEM
yrnpaBneHnsi B peanbHOM BpeMeHW, YTOObl pe3epBHbIN MOAYMb ynpasreHus mor B ntoboe
Bpems B3ATb Ha cebsa dyHKUMM yNpaBnsAloLOro MOAYIMS, He Bbi3blBas HUKaAKMX BUAUMbIX
U3MEHEHUI.

o  CuHXpOHM3aLMs KOHUrypaumm

Bo Bpems paboTbl yCTponCcTBa CyLLecTByeT ABa dawna KoHpurypaumm cuctemsl: running-config
n startup-config. Running-config — 310 ann koHdUrypaumm CcuUCTEMbI, ANHAMUYECKN
reHepupyeMblii BO BpeMs paboTbl, U N3MEHAETCA BMECTe C KOHurypaumen cnyxobl. Startup-
config — 93710 pann koHdUrypaumm CuUCTeMbl, UMMOPTMPOBAHHLIA BO BpeMsi 3anycka
ycTporicTBa. MOXHO BbINONHUTL KOMaHAy write ansa 3anucum running-config B startup-config unu
BbINOSMHUTbL KOMaHAY COPY AN BbINOMHEHUSA onepaunm KONMpoBaHUS.

[na HekoTopbIX YHKLUMIA, KOTOPbIE HE CBA3aHbl HEMOCPEACTBEHHO C NOCTOSAHHON NEPECLINKON,
CYHXpOHM3auusa annoB KOHUrypaumm cuctemMbl MoXeT obecneunmTb COornacoBaHHYO
NnoNb30BaTENbCKY0 KOHUIypaLuio BO BPEMS NEPEKITIOYEHMS.

B cnyyae pesepBupoBaHWs Moayrnen ynpasreHus YNpaBnsawwmiA Moaynb nepuoamyecku
CUHXpOHM3upyeT hannbl startup-config n running-config ¢ pesepsHbiM MOAyNEM yNpaBneHus un
BCEMM MOAYNAMU-KaHangatamm B ynpasfieHne. CUHXpOHM3auMs KOHUrypaumm Takke
3anyckaeTcs Npu BbIMOSTHEHMM CNeaYoLWNX onepauuin:

1. ®ann running-config CUHXPOHMU3MPYETCH, Koraa yCTPOMCTBO NepekritoyaeTcs U3
pexuma rnobanbHoOn KOHMUrypauum B NPUBMUIErMPOBaHHbIN PEXUM.
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7.3.4.2.

dann startup-config CUHXPOHU3NPYETCS NPU BbINOIHEHUN KOMaHA, Write nnmn copy ans
COXpaHEeHUs KOHUrypaumm.

MHdpopmauus, HacTpoeHHast no NpoTokony SNMP, He CUHXPOHN3NPYETCS
aBTOMATMYECKN, MOITOMY CUHXPOHM3aLMA harina running-config gormkHa ObiTb
3anyLieHa ¢ NOMOLLbI0 KOMaH4 MHTepdenca KoMaHLHOW CTPOKN.

CBsA3aHHble HaCTPOUKU CUCTEMbI
Mo ymonuaHnumio  dpannbl  startup-config  u  running-config aBTOMaTU4eCKM
CVMHXPOHM3UPYIOTCS OANH pa3 B 4ac.

BbinonHute komaHay auto-sync time-period, 4tobbl HacTpouTb WHTepBan Ang
CUHXPOHU3aLMn hannoB KOHUrypauum ynpasnstoero Mogyns.

7.4. KoHdurypaums

KoHdurypaums OnucaHue n KomaHaa
HacTporika py4Horo | OnumnoHanbHo
NepeKYeHUs
YNPaBNAOLLEro/PESEPBHOTO | ghqyy OTobpaxaeT COCTOSIHME ropsiyero
ycTpoucTea redundancy | pesepBupoBaHWS
states
redundancy | MNepekntoyaeT ynpaensowiee/pesepsHoe
forceswitch | ycTponcTtso Bpy4Hyto

Hactporika nHTepeana | OnumMoHanbHO
aBTOMaTMNYEeCKON
SO ER LI redundancy | Bxogut B pexum KOHdMrypaLum
pe3epBMpPOBaHMS
auto-sync HacTpavBaeT WHTepBanm  aBTOMATWUYECKOIA

time-period | cMHXpOHM3auun annoB KoHdurypauum B
criyyae  pesepBMPOBAHUSA  YNpPaBnsOLErO
mMoayns

[Nepes3arpyska moaynen | OnumMoHanbHO

ynpaBneHna

redundancy | CbpacbiBaeT pe3epBHbII MOAYSb yNpaBleHus

reload nnm cbpacbiBaeT O[lHOBPEMEHHO n
yrnpasnsoLLmm, W pesepBHbIN  MOAyNU
ynpasreHus

7.4.1. Hactpoka py4yHOro nmnepeKknyYeHnsa Yynpasnsawwero/pesepBHOro

7.4.1.1.

yCTpOUCTBA

Pe3ynbTaT KOH(Urypauum

VcxogHeln Ynpaenawwnin MoAyrnb nepesanyckaeTcs, a pesepBHbIn MOoAyIb ynpaBneHus
CTaHOBUTCH HOBLIM YNpaBAAloLLMM MOAYIIEM.
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Ecnn B cucteme nveetca bonee AByx mMoayrnen ynpaBneHns, NCXOAHbIA pPe3epBHbIN MOAY b
yrnpaBneHnsi CTAHOBUTCA YNpaBnsiowWmMM MOAYNEM; OOMH MOAYIb ynpaBreHns BoibupaeTcs ns3
yucna Moaynen-kaHanaaTtoB B ynpaBneHne ana paboTbl B KayecTBE HOBOrO Pe3epBHOMO
MoAynsi ynpaBneHus, a UCXo4HbIN YNpaBnsaoLwmi Mogynb CTaHOBUTCA MOAyNeM-KaHAMaaToM
B ynpaBneHue nocrie nepesanycka.

7.4.1.2. NMpumeyaHun

YUT06bl M3bexaTb BO3AENCTBUSA Ha NEPECHINKY AaHHbIX BO BPEMS NePEKIOYEHUsI, HE0O6X0AMMO
CHayana BbIMNOMHUTL MaKETHYID CUHXPOHU3ALUMIO MeXay YNpaBnsioWUM U pe3epBHbIM
MOAYNsSIMU ynpaBreHusi, YTobbl ABa Moaynsa ynpasneHusi bl B 04HOM COCTOSIHUM. To ecTb
PY4YHOE MEepeKroYeHNe MOXKET BbINOMHATLCS TONMbKO B TOM Crydae, ecnv pes3epBupoBaHue
MOAYrnen ynpaBneHns HaxoauTCsl B COCTOSIHUM pe3epBUpOBaHMS B peanbHOM BpeMeHu. Kpome
TOro, Ans obecneyeHns NOMHOTHbI CUHXPOHU3ALMM KOH(UIYPaUMOHHbIX (haiioB CEpPBUCHbIE
MOAYNN BPEMEHHO 3anpellalT pyyHoe MepekroyYeHne  YrnpaBnsioLworo/pe3epBHOro
YCTPOWCTBa BO BPEMSI CUHXPOHM3auun. [MoaToMy ANA py4YHOro nepeknioyeHust Heobxoanmo
OOHOBPEMEHHO BbINOMHUTL CREAYHOLWNE YCIOBUS:

e PyyHoe nepekntoyeHve ynpaBnaloLEro/pe3epBHOrO YCTPOWCTBA BbINOMHSAETCH Ha
ynpaenswowWwom Moayne YnpaBneHusl, U Korda pes3epBHbIA Moaynb YrnpaBneHus
[OCTYMEH.

e Bce yctponctsa BuptyansHon kommytaumm (VSD) B cucteme HaxogaTcsl B COCTOSHUN
ropsiyero pe3epBypoBaHUS B pearibHOM BpEMEHW.

e [opsiyee nepekntodeHne Bcex VSD B cucteme npouncxoanT 6e3 BpeMeHHOro 3anpeta
CEPBUCHBIMU MOAYISIMUA.

Ecnu ycTpoiicTeBa BUpTYanuanpoBaHbl kak Heckorbko VSD, pydyHoe nepekroyeHne MoxeT ObiTb
yCMeLLHO BbIMOSIHEHO TOMbKO B TOM Cryyae, ecnv Mogynu ynpasnexus Bcex VSD HaxogsaTes B
COCTOSIHUM pe3epBMPOBaHUS B pearibHOM BPEMEHMW.

7.4.1.3. dTanbl KOHpUrypaumum

e  OnuuoHanbHo.

e  BbINONHMTE HACTPOWMKY Ha ynpaBndloLLEM MOAYIE.
7.4.1.4. NpoBepkKa KOH(pUrypaumum

3anyctute komaHgy show redundancy states, 4ToGbl NpoBepuUTb, MNEPEKNIOYUANCH NN
ynpaBnsAwLWMIN U pe3epBHbIA MOAYNN yNpaBreHus.

7.4.1.5. CBAA3aHHbIe HAaCTPOUKU

I'IpOBepKa COCTOAHUA Topsvero pe3epsnpoBaHus

KomaHga show redundancy states
Pexxum MpuBMNErMPOBaHHBIN PEXUM NN PEXUM rnobanbHON KOHUrypaumm
KOHcpurypauuu

Py4HoOe nepeknioyeHue ynpaBnsaoLwero/pe3epBHOro yCTpomcTaea

KomaHpa redundancy forceswitch
Pexnm MpuBMNErnpoBaHHbIN PEXnMm
KOHcpurypauuu
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7.4.1.6. Npumep KoHcuUrypaumm

Py4yHoe nepeknioveHne ynpasnsolero/pe3epBHOro ycTpomucTea

OTansbl B cpepne VSD, rge uma ogHoro M3 yCTporCTB BUPTYanbHOW KOMMYTaLuUK -
KOHpurypauum staff, BbInonHMTE nepeknoyeHne mMexagy ynpaBnsloWmMM U Pe3epBHbIM
YCTPONCTBOM

QTECH> enable

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime
QTECH# redundancy forceswitch

This operation will reload the master unit and force switchover to the
slave unit. Are you sure to continue? [N/y] y

MpoBepka Ha ncxogHom pesepBHOM Moayne ynpaBneHus BbiNonHnTe komaHay show
KOHcpurypauum redundancy states, 4To6bl NPOBEPUTL COCTOSIHUE PE3EPBUPOBAHUS

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime

7.4.2. HacTponka nHTepBasna aBToMaTU4eCKON CUHXPOHMU3aLMKN

7.4.2.1. PesynbTaT KOHUrypaumum

M3meHunTe nHTepBan aBToMaTtuyeckon CUHXpoHn3aumm pannos startup-config n running-config.
Ecnun wuHTepBan aBTOMaTM4YECKOW CUHXPOHM3AuUMM YCTaHOBIIEH Ha MeHbluee 3HayeHue,
N3MEHeHHasa KOHUrypaumsi CUHXPOHU3UpyeTCa C APYrMMUA MOAynsMM ynpasreHus 4acTo,
npegoTBpallass noTep  KoOHUrypauum, Kotopas BO3HUKaeT npyv  NPUHYAUTENbHOM
nepeknioYeHnn cnyxo M AaHHbIX Ha pe3epBHbI MOAYNb YNpaBreHUs Npu HeucnpaBHOCTU
yrnpasnsoLero Moayns.

7.4.2.2. dTanbl KOH(pUrypaumum

e OnuuoHanbHO. BbINOMHUTE HACTPOWMKY, KOraa HeobXoAMMO W3MEHWUTb WHTepBar
CUHXPOHM3ALIMMN.

e  BbINnonHWTE HACTPONKY Ha yNpaBnsioLeM MOAyre ynpaBreHus.
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7.4.2.3. NpoBepka KOH(pUrypaumum

L] npOCMOTpVITe XypHarlbl (|Og) BbIXOOHbLIX OaHHbIX, YTOOLI NMPOBEPUTb, BbINOJTIHAETCA JN
CUHXPOHM3aUun4a No BpeMeHMN.

7.4.2.4. CBAA3aHHbI€ HACTPOUKU

BxoAa B pexum pesepBupoBaHuUs KoHdurypaumum

KomaHpa redundancy

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHUrypauum

HacTtpoka  uvHTepBana aBTOMaTM4YeCKOM  CUHXpOHM3auum  cdannos

KOHdurypaumm

KomaHga Auto-sync time-period value

Onucanue time-period value: yKasbiBaeT WHTepBan aBToOMaTMyeckon

napameTpoB CYHXpOHM3aUUN C eavHUUEen Uu3MepeHnss B CekyHaax. 3HayeHune
BapbupyeTcsa oT 1 cekyHabl 4o 1 mecsua (2678400 cekyHa)

Pexxum Pexxum pesepBrnpoBaHus KOHurypaumm

KOHdoUrypaumm

BcTpoeHHas HacTpanBaeT uHTepBan aBTOMATUYECKON CUHXPOHM3aLMM dannos

noackaska startup-config 1 running-config B cnyyae pesepBUpOBaHUSA
yNpaBnsaoLoro Mogyns

7.4.2.5. NMpumep KoHcpUrypaumm

HacTtpowka nHTepBana aBToOMaTU4eCKOW CUHXPOHU3aLUn

OTanbl B pexume pesepBUpOBaHUSA KOHUrypaumm ynpasngawowero mMopyns
KOHcpurypauum HacTpoWTe UHTepBan aBToOMaTU4eCcKon CUHXPOHU3aunn Ha 60 cekyHa
QTECH(config)# redundancy
QTECH(config-red)# auto-sync time-period 60
Redundancy auto-sync time-period: enabled (60 seconds).
QTECH(config-red)# exit
MpoBepka BbinonHute komaHay show redundancy states, 4Tobbl npoBepuTb
KOHcpurypauuu KOHpurypauuio
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QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

7.4.3. Nepe3arpy3ka moayneun ynpasreHus

7.4.3.1. PesynbTaTt KOH(pUrypauum

COpoc TOMbKO pe3epBHOro MOAYNS YNpaBlieHUst He BNUSIET Ha NePEChINKY AaHHbIX, Nepecbika
He NpepbIBaeTCs, a Takke MHOPMaLMA O ceaHce NoNnb3oBaTens He TepsieTcs Bo BpeMsi cbpoca
pe3epBHOro Moayns ynpasneHust.

B aBTOHOMHOM pexume BbINOfHEHNE koMaHabl redundancy reload shelf npuBeget
O[HOBPEMEHHOMY COpOCy BCeX MOAYNEN ynpaBreHns 1 NIMHEeNHbIX KapT B waccu. B pexnmve
VSU yCcTpoMCcTBO C yKasaHHbIM MAEHTU(MKATOPOM cOpacbiBaeTcsi Npu BbIMNOSIHEHUN 3TOWN
KomaHgbl. Ecnu B cucteme mmeetca gBa unm 6onee yCTPOWCTB, U YCTPOWCTBO, KOTOpPOE
HeobxoaMmo CcOpocUTb, SABMSIETCS YCTPOWCTBOM, B KOTOPOM HaxoguTcst rnobarnbHo
YnpaBnsowmnin  Moayrnb, CUCTEMA BbINOMHAET MEPEeKNtoYeHne Mexay YnpasBnsiowmm W
pe3epBHbIM MOAYeM yrnpaBreHus.

7.4.3.2. MpumeyaHusn

B pexume VSU, ecnn mogynu ynpaefeHWss CUCTEMbI HE HaxogaTcss B COCTOSAHWN
pe3epBUpPOBaHNA B pearibHOM BpeMeHU, cOpoC YCTPOMCTBA, Ha KOTOPOM HaxoamuTca rnobansHo
Ynpasnsiowuin moaynb, npueeaeT k copocy Bcen cuctembl VSU.

7.4.3.3. dTanbl KOHcUrypaumum

e OnumoHanbHo. BbinonHuTe cbpoc, ecnu Mozynu YynpaeBrneHus WM YCTPOMCTBO
paboTaloT HENPaBUIBHO.

7.4.3.4. CBAA3aHHbIe HACTPOUKU

KomaHga redundancy reload {peer | shelf [switchid]}
Onucaxne peer: copacbiBaeT TONMbKO PE3EPBHbIM MOAYITb YNPaBNEHUS.
napameTpoB

shelf [switchid]: yka3biBaeT Ha TO, YTO yNpPaBNALOWUA N pPe3epBHLIN
MO4YyNW  ynpaBreHus YCTaHOBIIEHbI B aBTOHOMHOM pexume, a
noeHTndmkaTop yCcTpomcTea, KOTopoe Heobxoammo cOpocuTb, OOIDKEH
6bITb yka3aH B pexume VSU

Pexnm MpuBMNErMpoBaHHbIN peXnm

KOHcpurypauuu

BcTpoeHHas B aBTOHOMHOM pexume kKomaHgouW cbpoca YCTpoucTBa sABRseTcs
noackaska redundancy reload shelf, To ecTb gaHHass kOMaHAa BbINOMHSET cHpoc

BCero ycrpounctsa. B pexvme VSU komaHaa cbpoca ycTponcTea ABAsSETCS
redundancy reload shelf, TO ecTb YCTPOUCTBO C YyKas3aHHbIM
naoeHTndmkaTtopom cbpacoiBaercs
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7.4.3.5. Npumep KoHcurypaumm
C6poc ycTtpounctea B pexume VSU

OTansb! B npuBmnerpoBaHHoM pexume rnobanbHO ynpaBnsalowWwero mMoayns
KOHGoUrypaumm BbINOSIHNTE COPOC YCTPOMCTBA C NOAEHTUPUKATOPOM 2

QTECH# redundancy reload shelf 2
This operation will reload the device 2. Are you sure to continue? [N/y] y

Preparing to reload device 2!

MpoBepka [MpoBepbTe, nepesanylleH fiM COOTBETCTBYIOLWMA MOLYSb ynpaBrieHns
KOHGoUrypaumm WM yCTPOUCTBO

7.5. KOHTpONb cOCTOAHUSA

7.5.1. OToGOpaxeHue

OnucaHune KomaHpa

OtobpaxaeT Tekywee cocTosdHmne | show redundancy states
pe3epBMpPOBaHNS ynpaensoLwero
mMoayns
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8. KOHOUINYPALMA  CUCTEMHOIO  XXYPHATA
(SYSLOG)

8.1. O630p

N3meHeHnsa coctosHusa (Hanpumep, coctosiHue kaHana Up/Down) nnu HewTaTHble cobbiTus
MoryT npousontn B noboe Bpems. Ob6opynosaHne QTECH npepoctaBnseT mMexaHu3m
CUCTEMHOr0 XypHanupoBaHus [Ans aBTOMaTU4YecKoro cosgaHus cooblieHun (syslog) B
PUKCMPOBaAHHOM hbopmaTe Npu U3MEHEHUM COCTOSIHUS WU BO3HUKHOBEHUW COOLITUN. 3TU
coobLieHnss oTobpaxalTcsi B COOTBETCTBYHLIMX TEepPMUHaNax, TakMX KaK KOHCOMb W
TepMUHaN MOHUTOPWHrA, 3anMCbIBAlOTCA HA HOCUTENK, Takne Kak bydep namstu unu cdannol
XypHana, wnu OTNpaBnfAlTCA Trpynne CcepBepoB >XypHanupoBaHusa (syslog), 4TOGbI
agMUHUCTPATOP MOTM aHanu3vMpoBaTb NPOM3BOAUTENBHOCTb CETU U BbIABMNATH HEMCMPABHOCTU
Ha OCHOBE 3TMX XypHanoB. CoobLeHUs XypHana cobbITU MOXHO O00aBNATb C MeTKaMu
BPEMEHM M MNOPSOKOBbIM HOMEPOM U KnaccuuumpoBaTb MO YPOBHIO BaXXHOCTWU, 4TOObI
agMuHUCTpaTop Mor yaobHO YnMTaTh U ynpaBnsiTe UMMN.

8.1.1. MpoToKkonbl n cTaHAapTbl

o RFC3164: npoToKon CMCTEMHOrO XypHana BSD.

8.2. NpumeHeHune

NMpumeHeHune OnucaHwue

OtnpaBka cucTeMHbIX | KOHTPOMb  COCTOSIHMS  CUCTEMHbIX XypHanoB (Syslog) c
>KypHanoB (syslog) B | MOMOLLbI KOHCOMN

KOHCOIb

Otnpaeka coobuieHns | KOHTpOrb COCTOSIHMS CUCTEMHbIX XypHanoB (syslog) udepes
CUCTEMHbIX XypHanoB | cepeep

(sysloqg) Ha cepsep

XXYpHanos

8.2.1. OTnpaBKa CUCTEMHbIX XypHanoB (Syslog) B KOHCOSb

8.2.1.1. CueHapun

OTnpaBbTe COOOLEHNA CUCTEMHBIX XypHanoB (Syslog) B KoHcOMb, 4TOObI obnerynTb
agMUHUCTPATOPY KOHTPONb COCTOSIHWUS  MPOU3BOAUTENBHOCTM  CUCTEMbl.  TpeboBaHus
cnegyowme:
1. OTtnpaBbTe COOBLLEHNS CUCTEMHbBIX XXYpHanoB (Syslog) ypoBHS 6 unu Bbllle B
KOHCOnb.
2. OTnpaBnATb COOBLLEHUSA CUCTEMHBIX XYypHanoB (syslog) Tonbko 06 ARP- n
IP-mooynax B KOHCOSb.

PucyHok 11 nokasbiBaeT TOMOMOrio CeTu.
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PucyHok 11.

8.2.1.2. OnucaHue

HacTpoiiTe ycTpoicTBo crnegytoLmm obpasom:

YCTaHOB/TE YpPOBEHb COOOLLEHMA CUCTEMHbIX XypHanoB (syslog), KoTopble MOXHO
OTNPaBUTb B KOHCOJb, HA MHAPOPMAaLMOHHbLIN (YPOBEHD 6).

3apgante nonyvatensa unbTpauMm COOOLLEHUs CUCTEMHbIX XypHanoB (syslog) Ha
TepmuHan.

YctaHoBUTE ANS pexuma unbTpaumm CoOoOLEHUN CUCTEMHBLIX XypHanoB (syslog)
3Ha4YeHne «CoAEePXMUT TOMbKO...».

YcTaHoBUTE NpaBuno unbTpaumMm COOBLLEHUA CUCTEMHbIX XypHanoB (syslog) Ha
OAnHOYHOe coBnageHune. ims moayns cogepXut Tonbko ARP vnu |P.

8.2.2. OTnpaBKa coOOLIEeHUsA CUCTEeMHbIX XypHanoB (syslog) Ha cepBep

XypHanos

8.2.2.1. CueHapuun

OTnpaBbTe COOOLLEHNST CUCTEMHBIX XXypHaroB (syslog) Ha cepBep KypHanoB, YToObl 0brerynTb
AOMUHUCTPATOPY KOHTPOJSIb COCTOSIHMSA >KypHaroB YCTPOWCTB Ha cepBepe. TpeboBaHus

cneayowue:
1. OTtnpaBbTe coobLLEHNST CUCTEMHBIX XXypHanoB (syslog) Ha cepBep xypHanos (syslog
server) 10.1.1.1.
2. OTnpaBbTe COOBLLEHNSI CUCTEMHBIX XXYpPHanoB (Syslog) ypoBHs 7 unu Bbile Ha
cepBep XXypHanupoBaHusi.
3. OTnpaBbTe COOBLLEHNSI CUCTEMHBIX XXYPHAnNoB (Syslog) ¢ ucxoaHoro nHTepgenca

Loopback 0 Ha cepBep XypHanos.

PucyHok 12 nokasbiBaeT TOMomnorno ceTu.

IP Network

Pa

SYSIOg Server

St 4 4 4 9594
10.1.1.1/24 V11024

PucyHok 12. Tononorusa cetn

8.2.2.2. OnuncaHue

HacTtponTe ycTponcTeo cnegytonm obpasom:

3apante ans IPv4-agpeca cepBepa 3HadeHne 10.1.1.1.

YcTaHOBUTE YpPOBEHb XXYpPHANoB, KOTOpble MOryT ObiTb OTMpaBneHbl Ha cepBep
XypHanupoBaHus, Ha oTnaaky (YpoBeHb 7).

YcTaHoBUTE NCXOAHBIM MHTEpPdENC XKypHanoB, OTNpaBseMblX Ha cepBep KypHaros,
Ha Loopback 0.
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8.3. PyHKUUM

8.3.1. ba3oBble KOHUenuuu

Knaccudumkauma cucteMHbIX XXypHanoB (syslog)
CucrtemHble XypHalibl MOXHO pas3aenntb Ha ABa Tuna:

1. AKypran.
2. Ortnagka.
YpOBHM CUCTEMHBIX XXypHanoB (syslog)

Bocemb ypoBHEN cepbe3HOCTU CUCTEMHLIX XypHanoB (Syslog) onpegensilotca B nopsigke
ybbiBaHWs, BKMOYasi aBapuUWHbIA, OMOBELLEHWE OMacHOCTW, KPUTMYECKMA, OLuMbKa,
npegynpexaexnune, ysegomMmnenune, MHpoOpMaLMOHHbIN U oTnagka. 3TN yPOBHU COOTBETCTBYHOT
BOCbMW YMCINOBbIM 3Ha4yeHusM oT 0 oo 7. MeHbluee 3Ha4yeHne yKka3biBaeT Ha Gonee BbICOKUI
YPOBEHb CEPbE3HOCTMU.

BbiBOO BO3MOXEH TOMbKO ANSA XYPHanoB C YPOBHEM, 3KBMBASIEHTHbIM MMM NPEBbILIAOLWUM
yKasaHHbIN YpoBeHb. Hanpumep, ecnun ypoBeHb XXYpHanoB YCTaHOBSEH Ha MH(OPMaLNOHHbIN
(ypoBeHb 6), 6yayT BbIBOOUTBLCA XXypHarbl YPOBHS 6 Unuv Bbille.

B cnepytowen Tabnuue onncaHbl YPOBHU XXYPHAroB.

YpoBeHb Yucnosoe | OnucaHue
3Ha4yeHue
aBapuUHbIN 0 YKkasblBaeT Ha TO, YTO CMCTEMA HE MOXeT paboTaTtb
HOpMarbHO
onoBeLLeHne 1 YKkasblBaeT Ha TO, YTO Mepbl JOIMKHbI ObITb MPUHATHI
OMacHOCTH HeMeaneHHO
KPUTUYECKUIA 2 YKasblBaeT Ha KpUTMYECKOE COCTOSIHNE
owmnbka 3 YKka3sblBaeT Ha oLwmnbky
npeaynpexaexHve 4 YKkasblBaeT Ha npeaynpexaeHve
yBeaoMIIEHNE 5 YKasbiBaeT Ha coobLieHne yBEOOMIIEHUS,
TpebyloLee BHUMaHUA
MHAOPMALMOHHLIN 6 O603HavaeT MHOpPMaLMOHHOE COoObLLEHNE
oTnagka 7 O6o3HayvaeT coobLieHre oTnaakn

NMony4yaTtenu BbIBOAAa CUCTEMHbLIX XypHarnoB (syslog)

lMony4yaTenu BbIBOAA CUCTEMHbLIX XypHanoB (Syslog) BKIYalT KOHCOMb, MOHUTOP, CEPBEP,
Oydbep n dann. YpoBeHb 1 TUM XXYPHaNoB MO YMOSYaHUIO 3aBUCAT OT nonyvatenen BbiBoAa.
MoXHO HacTpouTb Npasuia punbTpauumn Ana pasnuyHblX nonyyaTenen BolBoAa.

B cnepytowen Tabnuue onncaHbl NonyyYaTenu BblIBOAA CUCTEMHbBIX XXypHanoB (Syslog).
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NMonyyatenn OnucaHue YpoBeHb BbiBoga no OnucaHue
BbiBOAA yMon4yaHuio
console KoHconb Otnagka (ypoBeHb 7) BeiBogsaTcA XypHarnbl "
oTnago4yHasi nHopmauus
monitor TepmnHan Otnagka (ypoBeHb 7) BeiBogsaTcA XypHanbl "
KOHTpOns oTnago4vHas uHgopmaums
COCTOSIHUSA
server Cepgep MHbopMaunoHHbIN BbiBOAATCA XypHarbl "
XypHanupoB (ypoBeHb 6) oTnagovHasi MHdopMaums
aHusA
buffer XKypHan B | Otnagka (ypoBeHb 7) BeiBogsaTcA XypHarnbl "
Oydepe oTnago4yHas MHopmMauus.
XKypHan B Oydepe
ncnonb3yeTcss Ana  XpaHeHus
CUCTEMHbIX XXypHanoB (syslog)
file dann MHopMaunOHHbIN BbiBOAATCA XypHarnbl "
XypHana (ypoBeHsb 6) oTnagoyvHas nHgopmMaums.
KypHanb! B 6ydepe xypHanoB
nepuvoanYecKn 3anncobiBaloTCcs B
dannebl

®dopmart xkypHana RFC3164

dopmaTbl CUCTEMHbIX XypHanoB (syslog) mMoryT oTnuyaTtbCcs B 3aBUCUMMOCTU OT HasHayeHwus
BbIBOJA CUCTEMHOIO XXypHana.

e Ecnu nonyyatenb BbIBO4A — KOHCOfb, MOHUTOP, Bydhep unu dann, popmat 3anmcu
XypHana BbIrnaauT cneayowmm obpasom:

seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep, npu Bbixode U3 pexmnmMa KOHpUrypauum Ha KOHCONM oTobpaxkaeTcs creayoLimin
XypHan:

001233: *May 22 9:44:36: QTECH %SYS-5-CONFIG_I: Configured from console by
console

e Ecnu nonyuatenb BbiBoga SIBNSIETCH CEPBEPOM XypHanupoBaHusi, hopmat 3anucu
XXypHana BbIrmsguT cneayowmmM obpasom:

<priority>seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep, npu Bbixoge W3 pexuma KOHWUrypauuMm Ha cepBepe >XypHanmpoBaHWA
oTobpaxaeTcs criegyoLmmn XXypHan:

<189>001233: *May 22 09:44:36: QTECH %SYS-5-CONFIG_I: Configured from console
by console

Hwxe npuBeaeHO onncaHne Kaxgoro nons B pasgenie CBeAeHN 0 BXo4e B CUCTEMY.
1. TlpuopwurerT.
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OT0 none AencTBUTENBHO TOMBKO NPU OTNPaBKE XXypPHANOB Ha CEPBEP XKypHarNMpoBaHusi.

MpuoputeT paccumTbiBaeTca no cneaywoulen dopmyne: O6bEKT X 8 + ypoBeHb, rae YpoBEHb
yKasblBaeT Ha YMCINOBOW KO YPOBHSA XypHamna, a 0O6bekT — Ha YMCMOBOM KOA YYPEXOAEHUS.
3HauveHune obbekTa no ymonyanuio — local7 (23). B cnegytowen Tabnvue npuBeaeH ananasoH

3Ha4YeHUn AnNsa aHHOro yypexaeHus.

YucnoBon kog  KnrouyeBoe OnucaHue o6beKTa
o6bekTa
0 kern coobLeHnst ypoBHS sigpa
1 user coobLeHns Ha ypoBHe nonb3oBaTens
2 mail noyToBas cuctema
3 daemon AEMOHCTPaTOpbl CUCTEMBI
4 authl coobueHns 6esonacHocTU/aBTopm3aLmm
5 syslog COOOLLEHNS, CreHEpPUpPOBaHHbIE BHYTPEHHE
nocpeacTBOM XXypHaroB
6 lpr noacuctemMa fiMHEeNHOro nNpuHTepa
7 news ceTeBasi NoACMCTEMA HOBOCTEM
8 uucp noacuctema UUCP
9 clockl OEMOHCTPATOpP CUHXPOHM3aL MK
10 auth2 coobuieHna besonacHocTU/aBTopusaunm
11 ftp aemoHcTtpartop FTP
12 ntp noacuctema NTP
13 logaudit ayauT XypHana
14 logalert oroBeLLeHne XypHana
15 clock2 OEMOHCTpaTop CUHXPOHM3aLUnKn
16 localO nokanbHoe ncnonb3oBaHue 0 (local0)
17 locall nokanbHoe ncnonb3oBaHue 1 (local1)
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Yucnoson kog KniouyeBoe cnoso OnucaHue o6beKkTa
obbekTa

18 local2 nokarneHoe ucrnosnb3oBaHue 2 (local2)
19 local3 nokanbHoe ncnonb3oBaHue 3 (local3)
20 local4 nokarneHoe ucrnornb3oBaHue 4 (local4)
21 local5 rnokanbHoe ncnonb3oBaHue 5 (localb)
22 local6 nokanbHoe ncnonb3oBaHue 6 (local6)
23 local7 nokanbHoe ncnonb3oBaHue 7 (local7)

2. Howmep nocnegoBaTenbHOCTH.

MopsaKoBbLIM HOMEP CUCTEMHOMO XXypHana npeactaBnsetr cobon 6-3HaqyHoe uenoe 4ncno u
YBENMYMBAETCA C KaXdoW HoBOW 3anucbko. 1o yMonyaHuilo nopsiakoBblIA HOMEP He
oTobpaxaeTcsa. MOXHO 3anyCTUTb KOMaHAY 4SS OTOOpaXXeHUSA UK CKPbITUSE 3TOro NOns.

3. MeTka BpeMeHu.

MeTka BpemMeHW 3anucbiBaeT BPEMSI CO3OaHWS CUCTEMHOrO >XypHamna, 4Tobbl MOXHO Oblno
yoobHo oToOpasnTb 1 NpoBepuTb cucTemMHoe cobbiTe. Yctponctea QTECH nogaepxmsatot
ABa hopmaTa BpemeHu B XypHane: datetime u uptime.

NMPUMEYAHUE: ecnu ycTponcTBO He MMeeT 4vacoB peanbHoro BpemeHun (RTC), koTopble
MCNONb3YTCA ANd 3anucy abConioTHOrO BPEMEHU CUCTEMbl, YCTPOWCTBO MO YMOJSYaHMIO
ncnonb3yeT BpeMms 3anycka (Bpems 6e3oTkasHon paboThbl - uptime) B kayecTBe METKM BPEMEHU
CUCTEMHOrO XXypHana. Ecnu yctporncteo umeet RTC, N0 ymMonyaHuio yCTPOMNCTBO UCNONb3yeT
cBoe abcontoTHoe BpeMs (gaTta n Bpems — datetime) B kayecTBe METKM BPEMEHN CUCTEMHOIO
XypHana.

[1Ba doopmaTa METOK BPEMEHW ONUCAaHbI HUXE.

e  ®dopmart gatbl n BpeMeHn (datetime)
dopmat gatbl 1 BpeMEHW CneayoLLnii:

Mmm dd yyyy hh:imm:ss.msec
B cnepytowen Tabnuue onncaHbl Bce napamMeTpbl AaTbl U BPEMEHU.

MapameTp MeTknu WUmsa OnucaHwme
BpeMeHu napameTpa
Mmm Mecsu Mmm - 370 abbpeBunaTypa TeKyLlero mecsua.

12 wmecsaueB B rogy oTobpaxakTca Ha
aHrnunckom 4sblke kak Jan, Feb, Mar, Apr,
May, Jun, Jul, Aug, Sep, Oct, Nov n Dec

dd JeHb dd ykasblBaeT TekyLUlyto aaTty
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MapameTp MeTkn WUmsna OnucaHune

BpeMeHU napameTpa

yyvyy fog YYYY YKasblBaeT TeKywuin rog u  He

oTobpaxaeTcs No yMonyaHuto

hh Yac hh ykasbiBaeT TekyLmi yac

mm MwuHyTa MM yKa3bIBaeT TEKYLLYIO MUHYTY

Ss CekyHpa SS YKa3sblBaeT TEKYLLYIO CEKYHAY

msec MwunnucekyHga | msec ykasblBaeT Ha TeKyllee 3HayeHue B
MUIIIMCEKYHAaX

Mo ymonyaHuto MeTka aaTtbl U BpeMeHW, oTobpakaeMasi B CUCTEMHOM XXypHare, He COaepXuT
rog U munnucekyHay. MoXxHo 3anycTuTb komaHay Ans OTOOPaXKeHUs UNU CKpbITUSE roda u
MUNNMCEKYHObl METKU AaTbl U BPEMEHM.

e  ®opmart BpemeHn 6e3oTkasHon paboTbl (uptime)
dopmaT BpemMeHn 6e30TKasHOM paboTbl:

dd:hh:mm:ss

CTpOKa MEeTKMN BpPEMEHU MOKa3bliBaeT KOJIN4YeCTBO [OHeNn, 4acos, MUHYT N CeKyHO C MOMEHTa
3anycka CUCTEMbI.

4. Wmsa cucTtembl.

B atom none ykasbiBaeTcs MM YCTPOMWCTBA, CO3[alOWEro >XypHam, 4Tobbl cepsep
)XYpHanMpoBaHUsi MOr MOEHTUMULMPOBATbL XOCT, KOTOPbI OTNPaBNAeT XypHan. o ymonyaHuto
3TO norne He oTobpaxaeTcs. MOXHO 3anycTUTb KOMaHAY AN OTOGPAXKEHMS UM CKPLITUSA 3TOrO
nonsi.

5. Mogaynsb.

B aTom none ykasbiBaeTcs M MOAYNSA, KOTOPbIA co3aaeT XypHan. Mma moaynsa npeacrasnset
cobon CTpoKy B BEPXHEM peructpe anuHon ot 2 go 20 cCMMBOMOB, KOTopasa cooepXut GykBabl
BEpPXHEro peructpa, uumdpbl MnNu cumBONbl NogdepkmBaHus. [lone moayna saBndeTcs
obsa3aTenbHbIM ANg MHOpMaUMM Tuna XypHana u HeobasaTenbHbIM ANg MHopmaumm Tuna
OTNaaKu.

6. YpoBeHb.

OnpegeneHbl BOCEMb YPOBHEW CUCTEMHOro XypHana oT 0 go 7. YpoBeHb CUCTEMHbIX
XypHanoB(syslog), reHepypyeMbIx KaxabiM Mogynem, ABAseTcsa (MUKCUPOBAHHBIM 1 HE MOXET
ObITb N3MEHEH.

7. MHemoHnyeckas cTpoka.

B aTom none ykasbiBaeTcs kpaTkas nHopmMaLms o xypHane. MHeMoHYeckasi CTpoka COCTOUT
13 4—32 CMMBOIIOB B BEPXHEM PErUCTPE, KOTOPbIE MOTYT coaepXaTb OyKBbl BEPXHErO perncrpa,
LMdpbl UM CUMBON NOAYEPKNBaHNS. [lone MHEMOHNYECKON CTPOKM ABNsieTCA obs3aTernbHbIM
AN HopMauun Tuna xxypHana n HeobssaTenbHbIM 48 MHpopMaLmMm Tuna oTnagku.

8. CopepxaHue.
B aTom none ykasbiBaeTcsi nogpobHOe CoaepKMMoe CUCTEMHOrO XXypHana.
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0630p
PyHKUMA Onucanune

Beaenue xypHana BknoveHne mnm oTkoveHmne d)yHKLlMIZ CUCTEMHOIO XypHana

dopmaTt_cmuctemHoro | Hactponka popmaTta CMCTEMHOrO XXypHana
XypHana

MonyyaTenb BbiBoAa | HacTporika napameTpoB 451 OTNPaBKU CUCTEMHbIX XXypHanoB (syslog)

XypHana B PasfnyHbIX HanpaBreHnsax
PunbTpaums HacTpoika napameTpoB yHKLMM (PUNbTpaLnm CUCTEMHBIX XXypHarnoB
CUCTEMHbIX (syslog)

»XypHanos (sysloq)

PekomeHayemble HacTpoika napameTpoB PyHKUNN BEOEHNSA XKypHana
XypHanbl

KoHTponb HacTtponka napameTpoB yHKLUN MOHUTOPUHIa CUCTEMHOrO XXypHana
COCTOSAHUSA
CUCTEMHbIX
>XypHanoB (syslog)

8.3.2. BegeHue XxypHana

BknioyeHne vnu oTknoYeHMe YHKUUA BeOeHUs XypHana, nepeHarpasfeHust XXypHana w
CTaTUCTUKN XXypHana.

8.3.2.1. CBsAi3aHHble HACTPOUKU CUCTEMDbI

BknroyeHune BeAeHUs XypHana
Mo yMon4aHuio BeaeHne XypHaria BKIio4YeHOo.

BbinonHuTe komaHay logging on, 4ToObI BKNIOYMTL XXYpHanMpoBaHue B pexume rnobansHon
KOH(urypauuu. [locrne BKIKOYEHUA XKypHanupoBaHUsS  3anucy, CO3JaHHble CUCTEMOW,
OTNPaBnAlTCA  aAMUHUCTPATOPY Ha  pasfnuyHble Ha3HavyeHus Ans  MOHUTOPWHra
NPOV3BOANTENBHOCTU CUCTEMBI.

BknioyeHune nepeHanpaBneHUsA XypHana
Mo ymonyaHuio nepeHanpaBrieHre XypHarioB BKIIOYEHO Ha MoZyre BUPTyarnbHOM KOMMyTaumm
(VSU).

3anyctute komaHgy logging rd on, 4Tobbl BKNOUYNTL NepeHanpaBneHne XypHana B pexume
rnobanbHoOn KOHurypaumun. [locne BKOYEHUA nNepeHanpaBrneHus KypHanoB 3anucy,
CO3[aHHble  pe3epBHbIM  YCTPOWCTBOM  WNM  pe3epBHbIM  MoAyneM  ynpaBrieHus,
nepeHanpasnaloTCA Ha aKTMBHOE YCTPOMUCTBO UMW akTUBHbLIN MOAyINb ynpasneHuns Ha VSU, 4to
obneryaet agMUHUCTPATOPY yNpaBreHne XXypHanamu.

Bkno4yeHune CTaTUCTUKNU XypHanupoBaHus
Mo yMOn4aHuio, CTaTUCTUKa XXypHannpoBaHUA OTKIHOYEHA.
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3anyctuTte komaHay logging count, YTOObI BKNHOYNTL CTATUCTUKY XXYPHANUPOBAHUSA B peXume
rnobanbHon KoHdwurypaumn. [locne BKMAYEHUS CTATUCTUKM >KYpHanNMpoBaHMS cuctema
3anncbiBaeT KONMMYECTBO pa3 Co3aaHNA XXypHana u Bpems NocrneaHero co3gaHus XypHana.

8.3.3. dopmaT cUCTeMHOro XXypHana

HacTtponte cdopmat cucteMHOro xypHamna, Bkntodass popmat xypHana RFC5424, dopmaTt
METKN BPEMEHU, UMSI CUCTEMBI U NOPSAKOBbLIA HOMEP.

8.3.3.1. CBsAA3aHHbIe HACTPOMUKU CUCTEMDbI

HacTtpouka chopmaTta MeTKM BpemMeHU

Mo yMonyaHMO CUCTEMHBIN >KypHan ucrnonb3yeT popmaT AaTbl U BPEMEHM, a8 MEeTKa BPEMEHMU
He COAEePXWUT rod U MUMMMUCEKYHAY.

BbinonHuTe kKomaHay service timestamps B pexume rrnobanbHon KoHdurypaumm, 4Tobbl
ncnonb3oBaTb popMaTt AaTbl U BPpEMEHW, CoaepXalimin roq U MUNNCEKyHOY B CUCTEMHOM
XypHane, nnum namenute doopmat gaTbl U BpeMeEHN Ha opMaTt BpeMeHn 6e30Tka3Hon paboThl.

JJ,oGaBneHMe CUCTEMHOro UMeHM B CUCTEMHbIN XypHan
Mo yMOIN4aHUKo CUCTEMHbIN XypHan He coaep>XXNUT MMEeHU CUCTEMbI.

BbinonHuTe KomaHgy service sysname B pexume rrnodanbHOW KOHurypaumm, 4Tobbl
A00aBUTb MMS CUCTEMbI B CUCTEMHbIV XXypHar.

[o6aBneHne NopsAAKOBOro Homepa B CUCTEMHbIN XypHan
Mo yMOIN4aHUKo CUCTEMHBIN XypHan He COAePXXNUT NopAOKOBOro Homepa.

BbinonHuTe KomaHgy service sequence-numbers B pexume rnobanbHOM KoHurypaumu,
yTo0Obl A06aBUTL MOPSOKOBLI HOMEP B CUCTEMHbIA >XypHan. BknioyeHve cTaHAapTHOro
dopmara xypHana

Mo ymonuaHuio XXypHanel oTobpaxatTcs B criegytowem popmare:
*timestamp: %module-level-mnemonic: content

BbinonHuTe KomaHay service standard-syslog B pexvme rnobansHoOn KoHuUrypaumm, 4Toobl
BKIMIOYMTL CTaHAAPTHLINM hopMarT XXypHana, KOoTopbli oTobpaxaeTcs cnegyowmm obpasom:

timestamp %module-level-mnemonic: content

B craHgapTHOM dopmaTte XypHana Mo CpaBHEHW0 C hopMaTtoM >KypHana no ymMon4aHuio
3Be3aouka (*) oTcyTCTBYET Nepen MeTKON BpEMEHW, a 4BOETOUME () OTCYTCTBYET B KOHLE METKM
BPEMEHW.

BknroyeHune cpopmaTta HacTHOro XXypHana
Mo ymonuaHuio xypHansl oTobpaxatTcsa B crnegyowem popmare:
*timestamp: %module-level-mnemonic: content

BbinonHuTe komaHay service private-syslog B pexume rrnobanbHOW KoHUrypauum, 4tobbl
BKMIOUMTL hOpMaT YaCTHOIO KypHana, KOTopbli OToOpaxaeTca crneayrowmum obpasom:

timestamp module-level-mnemonic: content

B yacTHOM hopmaTe XKypHara no cpaBHEHUO ¢ POPMaTOM XypHaria no yMonyaHuio 3Be3foyka
(*) oTcyTCTBYET NEepen METKOW BpeMeHu, ABOeTo4ME (i) OTCYTCTBYET B KOHLE METKU BPEMEHN,
1 3HaK npoueHTa (%) OTCYyTCTBYET B KOHLE MMEHN MOAYIS.
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8.3.4. Nony4yaTenb BbiBOAA XypHana

HacTtponte napameTpbl Onsi OTMPaBKM CUCTEMHBbIX >XypHanoB (syslog) Ha pasnnyHbie
Ha3HayeHus1, BKNOYas KOHCOSMb, TePMUHAN MOHUTOpPUHra, Bydep, cepBep XypHanupoBaHUs v
dhannsl XypHana.

8.3.4.1. CBAA3aHHbIe HACTPOMUKU CUCTEMBbI

CUHXpPOHM3aLmMA Nosib30BaTeNIbCKOro BBOAA C BLIBOAOM XypHarna
Mo ymonuaHuio aTa PyHKUMSA OTKMOYEHa.
3anyctute KomaHgy logging synchronous B pexume HACTPOMKM TEPMUHANBLHOIO AOCTYNa,
4YTOObl CMHXPOHU3NPOBATb MNOMb30BATENbCKME BXOAHbIE AaHHble C BbIXOAHBIMU LaHHbIMU
XypHana. Nocne BKMoYeHns 3Ton yHKUUN BBOA AaHHbIX Nonib3oBaTenem He ByaeT npepsaH.
HacTpowka orpaHM4eH1UA CKOPOCTU XXypPHaNuUpoBaHUA
Mo ymonuyaHuio orpaHMyeHmne CKOPOCTU XXypHaNMpOBaHNA HE HAaCTPOEHO.
BoinonHuTe komaHay logging rate-limit { number | all number | console {number | all number
} } [ except [ severity ] ] B pexume rnobanbHom KoHdurypauumn, 4tobbl HACTPOUTL JIMMUT
CKOPOCTU XypHana.
HacTpowka orpaHu4eHMsA CKOPOCTU NMepeHarnpaBreHUs XXypHanoB
Mo ymonyaHwto M3 pe3epBHOr0 YCTPOMCTBA B akTmBHoe yctponctBo VSU B cekyHay
nepeHanpaensetcsa makcnumym 200 KypHarnos.

BeinonHuTte komaHgy logging rd rate-limit number [ except severity ] B pexvume rnobansHomn
KOH(purypaumm, 4Tobbl HACTPOUTL OrpaHUyYeHne CKOPOCTWU MepeHanpaBfeHus XypHarnos, TO
€CTb MakcumarnbHOe KOMMYECTBO XXypHaroB, KOTOpble MNepeHanpaBnsalTcAa C pe3epBHOro
YCTPOWCTBA Ha aKTMBHOE YCTPOWCTBO UMW C Pe3epBHOrO0 MOAYNSA YrnpaBfeHUs Ha aKTUBHbLIN
MoAynb yrpaBrneHus B CEKYHAY.

HacTtpoiika ypoBHSA XXypHanoB, oTnpaBlieHHbIX B KOHCONb

Mo ymomn4aHuio ypOBEHb XXypHanoB, OTNPaBMASEMbIX B KOHCOMb, — 3TO YPOBEHb OTNafKu
(ypoBeHb 7).

BeinonHuTe komangy logging console [ level ] B pexxume rnobanbHon koHdurypaumm, 4Tobbl
HaCTPOUTb YPOBEHb XKYPHAaroB, KOTOPbIE MOXXHO OTMPaBUTb Ha KOHconb. OTnpaBka >XypHarnos
Ha TepMMHaIn KOHTPOSb COCTOSHUS

Mo ymonyaHuio oTnpaeka XypHarioB Ha MOHUTOPVHIOBLIN TEPMUHAN 3anpeLleHa.

3anyctute komaHagy terminal monitor B npmBMAErMnpoBaHHOM pexume, 4Tobbl OTNpaBUTb
XypHarbl H2 MOHUTOPUHIOBLIN TepMUHan.

Hactpoiika ypoOBHAI XypHanoB, OTNpaBnsieMbiX Ha MOHUTOPUHIOBbLIN
TepMuHan

Mo ymonyaHuio ypOBEHb XXypHanoB, OTMNPaBMsieMbIX HA MOHUTOPWHIOBLIA TEPMWHAr, - 3TO
YypPOBEHb OTNaakn (YpoBeHb 7).

BoinonHuTe komangy logging monitor [ level ] B pexume rnobanbHon KoHdurypauum, 4tobbl
HaCTPOUTb YPOBEHb XXYPHarNoB, KOTOPblE MOXHO OTNPaBuUTb H8 MOHUTOPUHIOBbLIV TEPMUHAT.

3anuchb XXypHanoB B 6ydep namaTm

Mo ymonuyaHuo >XypHanbl 3anucbiBaloTca B Oydep namsatn, a ypoBeHb XypHaroB Mo
YMONYaHMIO — 3TO YPOBEHb OTNaAKuN (YPOBEHD 7).

3anyctute komaHay logging buffered [ buffer-size ] [ level ] B pexume rnobanbHou
KOHdUrypaumm, 4Tobbl HACTPOUTbL MapaMeTpbl 3anucu XypHanoB B Gydep namsTu, Bk4vas
pasmep Oydepa 1 ypoBeHb XypHana.
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OTnpaBKa XXypHarnoB Ha cepBep XXypHanupoBaHuUA
Mo ymMonyaHuto XypHarbl He OTNPaBSITCA HA CEPBEP XKYPHaNMPOBaHWS.

3anyctute komaHay logging server [ oob | { ip-address | ipv6 ipv6-address } [ via mgmt-name
] [ udp-port port ] [ vrf vrf-name ]| B pexume rnobanbHoOW KoHdUrypaumm ans OThnpaBku
XXYPHaIOB Ha yKa3aHHbIV CEpPBEP XypPHaNMpoBaHus.

HacTtpoiika ypoBHS XXypHanoB, oTNpaBlisieMbIX Ha cepBep XypHanupoBaHUs

Mo ymonyaHuio ypoBEHb XKYpHAnNoB, OTNPaBNsAEMbIX HA CEPBEP KYpHANMPOBaHUSA, ABMASETCA
MHOPMALIMOHHLIM (YPOBEHDL 6).

BeinonHute komaHgy logging trap [ level ] B pexume rnobanbHon KoHdurypauum, 4Tobbl
HaCTPOUTb YPOBEHb XYPHaroB, KOTOPbIN MOXHO OTNPaBUTb Ha CepBep XypPHanmpoBaHusI.

HacTpoiika ypoBHs XXypHanoB, oTnpaBnsieMbIX Ha cepBep XXypHanupoBaHus

Ecnn doopmart xypHana RFC5424 oTkntoveH, 3HadeHne o0bekTa XXypHanoB, OTnpaBidemMblX Ha
cepBep KypHanupoBaHusi, Mo ymonyaHuto sensietcs local7 (23). Ecnn BkntodeH dhopmart
XypHana RFC5424, 3HauyeHune o0ObekTa KypHanoB, OTMpaBfsieMbIX Ha cepBep
XypHanMpoBaHus, no ymon4yaxuio siensietcs localO (16).

BeinonHute komangy logging facility facility-type B pexwume rnobanbHon KoHurypaumm,
4YTOObI HACTPOUTL 3HaYeHWe obbeKTa XKypHarnoB, OTNpaBNseMbIX Ha CepBEP XypHanMpoBaHus.

HacTpoiika wucxogHoro agpeca XypHanoB, OTNpaBnseMbiX Ha cepBep
XypHanupoBaHus

Mo ymonyaHuio UCXOAHbIN agpec XXypHanoB, OTNPaBnseMblX Ha CepBep XXypHannpoBaHWs,
asnseTcs |IP-agpecom nHTepdenca, oTnpaBnsoLWEero XXypHarbl.

3anyctute komaHay logging source [ interface ] interface-type interface-number, 4ToGbI
HaCTpOUTb MHTEPMENC UCTOYHMKA XypHanoB. Ecnm nHtepdenc NCTouHnKa He HaCTPOEH UK
IP-agpec He HacTpoeH Ona 9Toro uHTepdenca, agpec NCTOYHKKa XypHanos — 310 IP-agpec
NUHTepdenca, oTNPaBNAOLLErO XXypHarnbl.

BuinonHute komanay logging source { ip ip-address | ipv6 ipv6-address } Ans HacTpoWiku
IP-agpeca ncTtodHuka xypHanos. Ecnu atoT IP-agpec He HacTpoeH Ha yCTponcTBe, agpec
NCTOYHMKA XypHanos — aTo |IP-agpec uHTepeinca, oTnpaBnawoLLLEro XypHarnsbl.

3anucb XypHanoB B (hannbl XXypHana

Mo ymonyaHuio XypHarbl He 3anucbiBaloTCA B hannbl XXypHanos. Nocne BKNIOYeHNa yHKUUn
3anucy XKypHanoB B aifibl KypHaroB YPOBEHb XypHarnoB, 3anucbiBaembln B baiinbl
XXYpHarnoB, No yMOn4yaHuio ABNSEeTCS MHPOPMaLMOHHbIM (YPOBEHb 6).

3anyctute komaHay logging file {flash:filename | usbO:filename | usbl:filename } [ max-file-
size ] [ level ] B pexume rnobanbHOM KOHdurypauum, 4tobbl HacTpouTb NapamMeTpbl 3anucu
XXypHarnoB B halsibl XXypHanoB, BKMYas TUN YCTPOUCTBA, HA KOTOPOM XpaHUTCA dann, umg
darna, pasmep panna n ypoBeHb XypHarna. Hactporika uHTepsana 3anucu xxypHanos B dpann
XypHana.

Mo ymonyaHuIo XXypHanbl 3anncbiBatoTcs B hanrbl )KypHanoB ¢ nHTepsanom 3600 ¢ (oanH Yac).

BeinonHuTe komaHay logging flash interval seconds B pexume rnobanbHON KOHUrypauumu,
4TOBObl HACTPOWUTL WMHTEpPBan 3anucu XypHanos B pawnnbl XypHanoB. HacTponka BpemeHwu
XpaHeHus annos XxypHana Mo ymonyaHuio BpemMs XpaHeHUsi He HaCTPOEHO.

BoinonHuTe komaHay logging life-time level level days B pexxume rnobansHon KOHUrypaumw,
4YTOObl HACTPOUTbL BPEMSI XPaHEHUS XypHanoB. AAMWHUCTPATOP MOXET yKasaTb pasnunyHoe
KONMYeCTBO AHEW XpaHEeHUs AN XypHanNoB pasHblX YpoBHeN. HemeaneHHas 3anuchk >XypHanos
n3 6ydepa B hansnbl XxXypHanos
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Mo ymonuyaHuio cucTeMHble XXypHarbl XpaHsaTcs B Bydepe cucTeMHbIX >XypHanos(syslog), a
3aTem neproanYeckn 3anvcbiBatoTcs B doaiinbl XXypHanoB unu, korga 6ydep 3anonHeH.

3anyctute komangy logging flash flush B pexume rnobanbHoM KoHpUrypauum aons
HeMeaNeHHON 3anncu XXypHanos u3 dydepa B dainbl )XypHanos, 4To6bl MOXHO 6bI0 yao6HO
cobupatb XKypHansbl.

8.3.5. dunbTpaums CUCTEMHbIX XXypHanoB (syslog)

Mo ymonyaHuto XypHanbl, CO34aHHble CUCTEMOW, OTMNPABSIOTCS HA BCE HAa3HaYeHUsl.

8.3.5.1. MpuHumun paboTbl

PunbTpaumusa HasHa4YeHU"
OnpegeneHbl NSATb Ha3Ha4YeHU ounbTpaLmM XXypHaroB:

buffer: oTunbTpoOBLIBAET XypHanbl, OTnpaensemMsle B Oydep XypHanupoBaHusi, TO
€CTb XypHarnbl, oTobpaxaeMble komaHgon show logging.

file: oTunbTpPOBbLIBAET XXypHarnbl, 3anMcbiBaeMble B dhalsibl XKypHarnos.
server: oTMnbTPOBLIBAET XypHaribl, OTNPaBreHHbIE Ha CEePBEP XXypPHaNMpoBaHUS.

terminal: oT(MNbLTPOBLIBAET >XypHarnbl, OTNPaBfiEHHblE Ha KOHCOMb W TepMuHan
MOHUTOpUHra (Bkntoyas Telnet n SSH).

UeTblpe HasHayeHuss unbTpauMm MOryT ucnonb3oBaTtbcs nM6o B KOMOMHauuuM Ans
unbTpauMmn XypHarnoB, OTMNpPaBfsieMblX Ha pasfu4yHble HasHayeHusl, NMMbo oTAenbHO Ans
unNbTpaUmMm XypHanoB, OTNpaBnsieMblX Ha oA4HOro nonyyartens. Pexvum dunbTpauum

[ocTynHbl ABa pexmma unbTpauunm:

contains-only: ykasblBaeT, 4TO BbIBOAATCS TOMNbKO XypHarbl, cogepXaliue Knoyesble
CNnoBa, ykasaHHble B npaBunax ¢unbeTpaumm. Bo3amMOXHO, Bac WUHTepecyeT TOMbKO
yKasaHHbI TUM XypHanoB. B aTom cnyyae MOXHO NpUMEHUTbL pexuM contains-only Ha
YCTPOWCTBE AN OTOOpaKeHUA Ha TepMuHane TOSbKO XypHaroB, COOTBETCTBYHOLLNX
npasvnam unbTpaumm, 4YTO MNOMOXET MNPOBEPUTb, MPOUCXOAUT NM  Kakoe-1imbo
cobbiTue.

filter-only: ykasbiBaeT, 4TO XypHarbl, COAepXallune KNioYeBble CrnoBa, ykasaHHble B
npasunax dunbTpaumu, oTdunbLTpoBaHbl U He ByayT BbiBOAUTbCA. Ecnn moaynb
reHepupyeT CIULLKOM MHOIO XXypHaroB, Ha MHTepderce TepMmHana MoXeT NosiBUTLCH
donya. Ecnv Bam He HyXXeH AaHHbIN TUM XXYPHAaroB, Bbl MOXETe NPUMeHNTb pexum filter-
only ¢ npasunamu ana ux dunetpauumn (Hanpumep, AN UIbLTPaUMM XypHaros,
KOTOpble MOryT Bbl3blBaTb (Oriya).

[Ba pexvma cunbTpauun ABMASIOTCA B3aVMOWCKIOYAIOLWMMU, TO €CTb MOXHO HaCTPOUTb
TONbKO OAMH PEXUM (PUNbTPaLMM OAHOBPEMEHHO.

MpaBuna dounbTpayun
[ocTynHbl ABa npasuna unbTpaumm:

exact-match: ecnun BblibpaHo exact-match, Heobxogumo BbibpaTb BCe Tpu onuuu
dunbTpaumn (Modynb, ypoBeHb M MHeMOHuka). Ecnu Tpebyetcs oTdunbTpoBaTth
onpeaeneHHbIn XXypHarn, Ucnonb3ynTe npaswno punbTpaumm exact-match.

single-match: ecnu BbIGpaHoO COOTBETCTBME MO O4HOMY U3 KpUTEPUEB, HEOOXOANMO
BblOpaTb TONbKO OAHY M3 Tpex onuui dpunstTpauun (Moaynb, YpOBEHb U MHEMOHMKA).
Ecnu TtpebyeTcs oTdunbTpoBaTb >XypHarnbl OnNpeaeneHHOro MoAyns, YPOBHA WK
MHEMOHWKM UCNonNb3ynTe npasuno unetpaumm single-match.
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Ecnu oanH n TOT xe MoAaynb, YpOBEHb UMM MHEMOHMKA HACTpPOEeHbl KakK B npaBuiiax ognHO4YHOro
COOTBETCTBUA, TaK U B NpaBuiax T04HOro CoOoTBeTCTBUA, Nnpasmnno ognHO4YHOro CoOoTBeTCTBUA
nMmeeT npenMmyuecTBeHHy Cuny Hag npaBuiioMm TO4HOro COOTBETCTBUA.

8.3.5.2. CBsAi3aHHblIe HACTPOUKU CUCTEMDbI

Hactpownka HasHa4yeHus hbunbTpaumm XypHana

Mo ymonyaHuio nonyvaTenu punbTpaLumn XypHana — Bce, TO eCTb XXypHanbl, OTnpaBnsiemble
Ha BCe HasHaueHwusi, PUNbLTPYOTCS.

3anyctute komaHay logging filter direction { all | buffer | file | server | terminal } B pexvume
rnobanbHOM KoHdUrypaumm, 4toObl HacTpouTb Mofydatenen dunbTpauumn XypHana ans
unbTpaumMm XypHanoB Ha YykKasaHHble HasHadyeHud. Hactponka pexunma dunbTpaumm
XypHarnos

Mo ymonuaHuio pexnm dunbTpauum xxypHana — filter-only.

3anyctute komaHay logging filter type { contains-only | filter-only } B pexxume rno6anbHomn
KOHdpUrypaumm anst HaCTPOMKK pexuma punbTpaunmn XXypHana.

HacTtpo#ka npaBuna pmnbTpaumm XXypHanos
Mo ymMon4yaHuio Ha YCTPOWCTBE HE HACTPOEHO MNpaBuMo UNbTpaLMKU XypHarnoB, TO eCTb
XypHarnbl He 0T(UIbTPOBAHbI.

3anyctute komaHay logging filter rule exact-match module module-name mnemonic
mnemonic-name level level B pexvnme rnobanbHom KoHurypaumm, 4YTobbl HAaCTPOUTbL NPaBKIO
TOYHOro COOTBETCTBUS.

3anyctute komaHay logging filter rule single-match { level level | mnemonic mnemonic-
name | module module-name } B pexume rnobanbHOM KOHUrypaumm, 4Tobbl HAaCTPOUTb
NpaBuio OANHOYHOIO COBMAAEHMS.

8.3.6. KoHTposnb COCTOAHUA CUCTEMHbIX XypHanoB (syslog)

Mocne BKMOYEHUS MOHUTOPUHIA CUCTEMHBIX >XypHanoB (syslog), cuctema oTcrnexvBaeT
MOMbITKM JOCTyNa Nonb3oBaTenei u co3aaeT COOTBETCTBYHOLLME XKypHanb.

8.3.6.1. MpunHUMN paboTbI

MNocne pernctpaunnm nonbITOK BXOA4a/Bbixoga CUCTEMa 3anucbiBaeT MOMbITKA Aoctyna
nonb3oBarenen. >KypHaJ'| COOEepPXUT NMA nonb3oBaTtesid N agpec NCTOYHUKA.

Mocne BKMHOYEHMS BEAEHMS XXypHana onepauui cuctema 3anucbiBaeT W3MEHEHMSI B
KOH(Urypaumum YCTPOWMCTB, >XypHarn COAEepPXWUT WM Monb3oBaTtensi, agpec MCTOYHMKA WU
onepauutio.

8.3.6.2. CBsAi3aHHble HACTPOUKU CUCTEMDbI

BknroyeHune perncTpaumm nonbIiITOK BXoAa UIMN BbiXoaa

Mo ymonyaHuio YyCTPOWCTBO HE CO3A4aeT XXypHarsbl NMpu AOCTyre nonb3oBaTtenen K yCTponNCcTBY
UNW BbIXOAE U3 HEro.

3anycTtute komaHnay logging userinfo B pexvme rnobansHon KoHUrypauum, YTobbl BKIHOYUTb
perucTpaumio MonbITOK Bxoga/Bbixoda. [locne BKAYEHUS 3TOW  (PYHKUMM  YCTPOWCTBO
oTobpaxaeT XypHarbl, KOrga nofb3oBaTenuy nony4vatT AOCTyn K ycTponcTteam yvepes Telnet,
SSH nnn HTTP, 4tobbl agMUHUCTPATOP MOr OTCMEXMBaTb NOAKMIOYEHUSA 3TUX YCTPONCTB.

BknioueHue BegeHUA XypHana onepauum

Mo yMonyaHuio yCTPOMCTBO He CO3aaeT XXypHarbl NPy U3MEHEHUW KOH(UIypaumum yCTPOUCTB
nonb3oBaTeNsMM.
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3anyctute komaHay logging userinfo command-log B pexume rnobanbHON KoOHUrypaumm,
yTOObl BKNIOYMTL perucTpauunio onepauuin. llocne BKAOYEHUs 3TOW PyHKUMKM cucTema
oTobpaxkaeT CBSA3aHHblE XypHanbl ONA yBeAOMIEeHUs agMUHUCTpaTopa 06 M3MeHeHUsAx

KOHdhurypaumm.

8.4. KoHdwurypauusn

XXypHanos (syslog) B

KoHdurypauus OnucaHue n KomaHaa
HacTtponka hbopmata | (HeobsizatenbHo) Micnonb3yeTcs Ans HacTponku doopmaTta CUCTEMHOIO
CUCTEMHOro XypHana
XypHana
service timestamps [ message- | Hactpolika dopmata MEeTKU
type [ uptime| datetime [ msec | | BpeMEHN CUCTEMHbIX >KYpHarioB
[year]]] (syslog)
service syshame HobaBnser cucremHoe ums B
CUCTEMHBbIN XXypHan
service sequence-numbers [oGaenseT nopsgkoBbld HOMEP B
CUCTEMHbIN XXypHan
service standard-syslog BkntoyaeT craHgapTHbIN dhopmart
CMCTEMHOrO XypHana
service private-syslog Bknioyaetr  dopmat  4yacTHOro
CUCTEMHOrO XypHana
Otnpaeka (HeobgaszatenbHO) [aHHbIN METOA4 WCNOoNb3yeTcss ANsl HaCTPOWMKK
CUCTEMHbIX napamMeTpoB OTNPaBKN CUCTEMHbIX XXypHanos (Syslog) B KOHCOMNb

KOHCOI1b

logging on

BkntoyaeT BegeHune XypHana

logging count

BkntovaeTt CTaTUCTUKY XKypHana

logging console [ level ]

HactpavBaeT ypoBeHb XXypHarnos,
oTobpakaeMbix B KOHCOMNM
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logging rate-limit { number | all | Hactponka npegena ckopocTu
number | console {number | all | xypHanuposaHus
number } } [ except [ severity ] ]
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KOHTPOJ1b COCTOAHUA

KoHdurypauus OnucaHue n KomaHaa

BbiBog cuctemHbix | (HeobsizatenbHo) [aHHbIN MEeTon WCMnonb3yeTcsa AN  HaCTPOWKK
XypHanoB  (syslog) | napamMeTpoB OTMpaBKU CUCTEMHbIX XXypHanoB (syslog) B TepmwuHan
Ha TepMuHas | KOHTPOMsS COCTOSIHUSA

terminal monitor

lNosBonsiet TEPMUHaNy KOHTPOIA
COCTOAHUA OTO6pa)KaTb XypHarlibl

logging monitor [ level ]

HacTtpanBaeT ypoBeHb >XypHasnos,
oTobOpaxaemblx B  TepmuHane
KOHTPOSSi COCTOSIHUS

3annucb CUCTEMHbIX
XXypHanoB (syslog) B
oydep namsaTu

(Heobsa3atenbHo) [aHHbI METOA4 WCNONb3yeTcsl ANt HACTPOWKK
napameTpoB 3anMCK CUCTEMHbIX XXypHanoB (syslog) B 6ydep namatu

logging buffered [ buffer-size ]
[ level ]

HacTtpavBaeT napameTpbl 3anucu
CUCTEMHBIX XypHamnoB (syslog) B
Oycdep namaTu, BkNo4Yas pasmep
Bydepa 1 ypoBeHb XXypHana

(HeobsaszatenbHo) [aHHbIn METO4 WCNONb3yeTcsl ANl HACTPOWKM
napaMeTpoB OTNPaBKM CUCTEMHbIX XypHanoB (syslog) B TepmwuHan

KOHTpPOJ14 COCTOAHUA

Otnpaeka
CUCTEMHBbIX
>KypHanoB _ (sysloq)
Ha cepeep
XYpHanupoBaHus

logging server [ oob ] { ip-
address | ipv6 ipv6-address } [
via mgmt-name ] [ udp-port port
][ vrf vrf-name |

OtnpaenseT XXypHanbl Ha
yKasaHHbIN cepsep
XypHanupoBaHus

logging trap [ level ]

HacTpanBaeT ypoBeHb >XypHaros,
oTnpaensemblx Ha cepBep
XYpHanMpoBaHusi

logging facility facility-type

HaCTpaVIBaeT 3Ha4YeHUA XypHana,

@ §) QTECH

MWP OOCTYMNHEE

oTnpasnsemMble Ha cepsep
XypHanupoBaHus
logging source [ interface ] | HactpauBaet UHTEepdenc
interface-type interface-number | ncto4Huka XypHaros,
OTnpaBnsemMbIxX Ha cepsep
XypHanupoBaHus
logging source { ip ip-address | | HacTpanBaeTr agpec WCTOYHUKA
ipv6 ipv6-address } XypHanoB, OTNpaBnsieMblX  Ha
cepBep XypHanupoBaHusi
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KoHdurypauus

OnucaHue n KomaHga

3annucb CUCTEMHbIX
XXypHanoB (syslog) B
hannbl )XypHanos

(HeobaszatenbHo) [aHHbIN MeTo4 WMCnonb3yeTcsa Ansi HaCTPOWKK
napamMeTpoB 3anucu CUCTEMHbIX XXypHaroB (Syslog) B hann

logging file { flash:filename |
ushbO:filename | usb1l:filename }
[ max-file-size ] [ level ]

HactpavBaeT napameTpbl 3anucu
CUCTEMHBIX XypHanoB (syslog) B
dann, BKMAYas TUN XpaHunuwia
cannos, wums anna, pasmep
hanna n ypoBeHb XypHana

logging flash interval seconds

HactpavBaeT wHTepBan 3anucu
XypHanos B dalnbl XKypHana.
3HaveHune no ymonyanuto: 3600

buffer | file | server | terminal }

logging life-time level level | HacTtpanBaetr Bpemsi XpaHeHus
days dannoB XypHana
HacTtpownka (HeobsizatenbHo)  Wcnonb3yeTca  ansg  BKAYEHUS  PyHKUUK
dunbTpaumm dunbTPaLMn CMCTEMHbIX XXypHarnos (Syslog)
CUCTEMHbIX
KYpHanos (sysloq) | |ggging filter direction { all | | Hactpausaet nonyyaternb

dunbTpaumm XxypHana

logging filter type {
containsonly | filter-only }

HactpanBaeT pexum cunbTpaumm
XypHanos

logging filter rule exact-match | HactpauBaet npasumno
module module-name dumnbTpaumm TOYHOro
mnemonic mnemonic-name COOTBETCTBIA
level level
logging filter rule single-match | HactpauBaet npasuno
{level level | dunbTpaLmm OONHOYHOro
mnemonic mnemonic-name | | COBMaACHNA
module module-name }
HacTtpownka (HeobsizatenbHo)  Wcnonb3yeTca  ansg  BKYEHUS  PyHKUUK
nepeHanpasneHui nepeHanpasneHns XypHana
CUCTEMHOro
Kyprala logging rd on BkrioyaeT byHKLMIO

nepeHanpaeneHus XxypHana
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logging rd rate-limit number [ | HacTpanBaet orpaHn4eHune

except severity ] CKOpOCTU nepeHanpasfeHns
XypHana
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KoHdurypauus OnucaHue n KomaHaa

HacTtponka (HeobsaszatenbHoO) Wcnonb3yeTcd [Onsi  HACTPOMKM  napamMeTpoB
MOHWTOPWHra PYHKLUUN MOHUTOPUHIA CUCTEMHOTO XXypHana
CUCTEMHOro

KypHana logging userinfo MossonseT perncTpupoBsarhb
MonbITKM BXoAa/Bbixoaa

logging userinfo command- | Bkniovaet XypHanvposaHue
log onepauumn
CUHXpOHM3aLMS (Heobs3aTenbHO) McnonbayeTcsa ans CUHXPOHU3aLnn

NoJs1b30BATENIbCKOro noJsib30BaTes1IbCKOro BBOAAa C BbIBOOOM XYypHana

BBOAA C BbIBOAOM

ikt B Ell el logging synchronous CMHXPOHM3UpyeT
MoNb30BaTENbCKUI BBOZ, c
BbIBOZOM XypHana

8.4.1. Hactpouka cpopmaTta CUCTEMHOIO XypHana

8.4.1.1. Pe3synbTaT KOHUrypaumum

e HacTponka dpopmaTa CUCTEMHBIX XypHanos (syslog).

8.4.1.2. NpumeyaHun

®dopmart xkypHana RFC3164

e Ecnu yctponcTteo He nmeeT YacoB pearnbHoro Bpemenun (RTC), KoTopble UCMOMnb3yroTCA
Ans 3anvcy abCconioTHOro BpeMeHN CUCTEMbI, YCTPOMUCTBO MO YMOSYaHMIO UCMONb3yeT
Bpems 3anycka (Bpemsa 6e3oTkasHoM paboThbl - uptime) B kayecTBe METKM BPEMEHMU
cucTeMHoro xypHana. Ecnu yctponcteo mmeer RTC, no ymomnyaHuo yCTPOMCTBO
ncnonb3dyeTt ceoe abconTHoe BpeMs (Oata u Bpems - datetime) B kauyecTBe MeTKM
BPEMEHM CUCTEMHOrO XypHarna.

e [lopsgkoBbii HOMeEp XypHana npeacTtasnseT cobon 6-3HavyHoe uenoe Ymncno. Kaxabin
pa3 nNpu reHepaumn XypHana nopsgkoBbli HOMeEP yBennuMBaeTcs Ha oauH. Kaxabin
pas, korga nopsakoBbii HoMep yBennumeaeTcs ¢ 000000 go 1000000 vnn gocturaeT
2732, nopsiakoBbI HOMep cHoBa HadnHaeTtcs ¢ 000000.

8.4.1.3. dTanbl KOHcUrypauum

Hactpowka popmaTta MeTKM BPEMEHU CUCTEMHbIX XXypHanoB (syslog)
e (JononHutensHo) Mo ymonyaHuio ncnonb3yeTtcs popmaT MeTkn BpemeHmn datetime.

e Ecnu He ykasaHO MHOE, BbINOMIHUTE 3Ty HACTPOWKY Ha YCTPOMCTBE, YTOObI HACTPOUTL
dopwmart timestamp.

[No6GaBneHne CUCTEMHOrO MMEHN B CUCTEMHbIN XXypHan
e (OononHuteneHo) 1o yMONYaHMO CUCTEMHbBIN XXYypHar He COAEPXUT UMEHN CUCTEMBI.

e Ecnu He ykasaHO MHOe, BbINOMHUTE 3TY HAacTPOMWKY Ha YCTPOWCTBE, YTOObLI [06aBUTb
NMSA CUCTEMbI B CUCTEMHbIN XXypHan.
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KoHourypauusa cuctem

HOro XypHana (syslog)

[o6aBneHne NopsAKOBOro Homepa B CUCTEMHbIN XXypHan

[ ]
HOMeEp.

(JononHutenbHo) Mo yMOMYaHMIO CUCTEMHBLIN XXypHarn He COOepPXWUT MOpPSOKOBLIN

Ecnn He yka3aHO MHOe, BbINOSHUTE 3Ty HACTPOWKY Ha YCTPOMCTBE, YTOObLI 406aBUTb

I'IOpFI,EI,KOBbII7I HOMep B CUCTEMHBIN XypHar.
BknroyeHune ctaHgapTHoro cpopmara XypHana

CTaHOapTHbI

(dononHuTensHO) Mcnonb3yeTca hopmMar xXypHarna no yMosyaHuio.
Ecnu He yka3aHO WHOe, BbINOMHUTE 3Ty HAaCTPOWKY Ha YCTPOWCTBE, YTOObI BKIMIOYUTb

N doopmart XypHana. BkriodeHne hopmaTa YaCcTHOro XXypHana

(JononHuTenesHo) Mo ymMonyaHuio ucnonb3yetcs popmaT cTaHAAPTHOrO XXypHana.
Ecnu He yka3aHO MHOe, BbINOMHUTE 3Ty HAacTPOMKY Ha YCTPOMCTBE, YTOObI BKIHOYNTL

dopmaT YacTHOro XxypHana.

8.4.1.4. NpoBepkKa

8.4.1.5. CBA3aHHbI

KOHUrypaumm

Co3zfaiTe CMCTEMHbIN XypHan v npoBepbTe ero oopmar.

€ HaCTPOMKM

Hactpownka oopmaTta MeTKM BPEMEHMU CUCTEMHbIX XXypHanoB (syslog)

KomaHga service timestamps [ message-type [ uptime | datetime [ msec ] [ year
11]
Onwucaxve message-type: ykasbiBaeT Tun XypHana. CyuwectByeT aBa Tuna
napameTpoB XXYPHaroB: XypHarn n otnagka.
uptime: ykasbiBaeT BpeMs 3anycka yCTponcTBa B popmaTte A4:44:MM:CC,
Hanpumep 07:00:10:41.
datetime: ykasblBaeT TeKyllee BpeMsi ycTponctea B hopmate MM [
Yy4y:mMM:cc, Hanpumep, Jul 27 16:53:07.
msec: ykasblBaeT, 4YTO TeKkywee BpeMs YCTPOWCTBA COAEPXKMUT
MUIIIIUCEKYHADI.
year: ykasblBaeT, YTO TeKyLlee BpeMsi YCTPOUCTBA COAEPXKUT ro
Pexnm Pexum rnobanbHon KoHdUrypauum
KOHcpurypauum
Mcnonb3oBaHne HoctynHbl aBa dopmata BpEMEHW CUCTEMHOrO XXypHarna, a MMEHHO:
KOHcpurypauuu Bpemsi 6e3oTka3Hon paboTbl (uptime) u gata-Bpemsa (datetime). lMpu

HeobXxoANMOCTN MOXHO BblOpaTb doopmMaT METKM BPEMEHU

Jdo6aBneHue ¢

MCTEMHOro MMeHU B CUCTEMHbIN XypHan

KomaHga service sysname
Pexxum Pexum rnobansHom KoHUrypauum
KOHcpurypauuu
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KoHdurypaums cnctemHoro xypHana (syslog)

Mcnonb3oBaHne
KOHGoUrypaumm

OTa KoMaHaa ucnonb3yeTcs Ans 4o6aBneHns UMEHU CUCTEMbI B XKypHarT,
4TOObI Bbl MOMMM MOEHTUULMPOBATL YCTPOUCTBO, KOTOPOE OTMNpaBnsieT
CUCTEMHbIE XypHarbl Ha cepBep

[lo6aBneHue n

OpPSAAKOBOro HoMepa B CUCTEMHbIN XypHan

KomaHpa service sequence-numbers

Pexxum Pexnm rmobanbHon KoHdUrypaumm

KOHdoUrypaumm

Mcnonb3oBaHue OTa KomaHga ucnonb3yetca ans gobaBneHus NopsgKkoBOro Homepa B
KOHcpurypauum XypHan. [MopsgkoBbii HOMep HadnHaetcs ¢ 1. lMocne po6aeneHus

NOPSIAKOBOrO HOMEpPA MOXHO YeTKO Yy3HaTb, MOTepsiH NN Kakon-nnbo
XXypHan, a Takke nocrnefoBaTenbHOCTb CO3[aHNs XXypHanoB

BknioyeHue cTaHgapTHOro doopmara CUCTEMHOrO XypHana

KomaHga service standard-syslog

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHdouMrypaumm

Mcnonb3oBaHue Mo ymonuyaHuio >XypHanbl oTobpaxalTca B cregywlem dopmare
KOHcpurypauum (bopmaT no ymonyaHmio):

*timestamp: %module-level-mnemonic: content

Ecnn BknoyeH ctaHgapTHeIM dhopmaT syslog, XKypHanbl oTobpaxatoTca
B criegytowemM gpopmare:

timestamp %module-level-mnemonic: content

B craHoapTHOM dhopmaTte XypHana no cpaBHEHUIO C (opMaToMm

XypHana no ymonyaHuio 3Be3goyka (*) OTCyTCTBYeT nepen MeTKOW
BpeMeHW, a ABoeTouMe () OTCYTCTBYET B KOHLE METKN BPEMEHU
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BknroyeHne yacTtHoro popmara CUCTEMHOIO XXypHana

KomaHga service private-syslog

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHdoUrypaumm

Mcnonb3oBaHue Mo ymonuyaHuio XypHanbl oOTobpaxalTca B cregywolem dopmare
KOHcpurypauuu (bopmaT no ymonyaHuio):

*timestamp: %omodule-level-mnemonic: content

Ecnn BknoyeH yacTHbIM dhopmat syslog, KypHanbl oToGpaxatoTca B
cneaytowem copmare:

timestamp module-level-mnemonic: content

B yacTtHOM chopmarte XypHana no cpaBHEHWO ¢ (hopMaToOM XXypHana no
yMOn4aHuo 3Be3govka (*) OTCyTCTBYET nepeg METKOW BPEMEHM,

ABoeTo4me (1) OTCYTCTBYET B KOHLE METKN BPEMEHMU, U 3HakK npoueHTa (%)
OTCYTCTBYET B KOHLE UMEHWN MOoAyns

8.4.1.6. Npumep KoHcurypaumm

Bknro4yeHune chopmarta xxypHana RFC3164

CueHapun Heobxoanmo HacTpoutb hopMaT METKM BpEMEHU cneayoLmnm obpasom:
e Bkntounte popmat RFC3164.
e UWameHute chopmat meTkm BpemeHn Ha datetime n gobaBbTe
MUITIIMCEKYHAY W rOf, K METKE BPEMEHW.
e [loGaBbTe CUCTEMHOE NMSI B CUCTEMHBIN XXypHan.
e [lo6aBbTe NOPSAKOBbLIA HOMEP B CUCTEMHbIN XXypHas
OTan.l HacTponka pbopmaTa CMCTEMHOrO XXypHana
KOHcpurypauum

QTECH# configure terminal

QTECH(config)# no service log-format rfc5424

QTECH(config)# service timestamps log datetime year msec
QTECH(config)# service timestamps debug datetime year msec
QTECH(config)# service sysname

QTECH(config)# service sequence-numbers

QR
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MpoBepka Mocne HacTpoukn chopmata MeTKM BpemMeHu ybeamtecb, YTO HOBblE
KOHcpurypauum CUCTEMHbIE XypHanbl oTobpaatotcs B popmate RFC3164.

e BoinonHute komangy show logging config ana otobpaxeHus

KOHUrypauum.

e Bongute B pexunm rmobanbHOM KOHGUrypaumm unu BelnguTte 13
Hero, 4ToObl co3gaTh HOBLIM XXypHan, u npoBepbTe dopmart

METK/ BPEMEHM B HOBOM >XypHare

QTECH(config)#exit

001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_I:
Configured from console by admin on console
QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 121 message lines logged,0 fail

8.4.2. OTnpaBKa CUCTEMHbIX XypHanoB (Syslog) B KOHCOb

8.4.2.1. Pe3ynbTaT KOHUrypaumum

e OTnpaBbTe CUCTEMHbIE >XYpHarbl B KOHCOSb, YTOObI OGRerynTb agMuUHUCTpaTopy
KOHTPOJb COCTOSIHUSI NPOU3BOAUTENBHOCTM CUCTEMBI.

8.4.2.2. NpumeyaHun

e [Ecnu creHepupoBaHO CRULWIKOM MHOIMO CUCTEMHbIX >XypHarnoB (syslog),
OrPaHUYUTb CKOPOCTb KYPHANMpPOBaHWUs, YTOOblI YMEHbLUUTb KONUYECTBO XXYpPHaroB,
oToOpaXkaeMbIX B KOHCOJN.

8.4.2.3. dTtanbl KOH(Urypaumm

BkrniroyeHne BeaeHus XXypHana
e (JononHutensHo) o ymonyaHuio yHKUUS XXypHaANMpoOBaHUS BKIOYEHa.
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BknroyeHne CTaTUCTUKMN XKypPHANUpPOBaHUSA

(,D,OI'IOJ'IHI/ITGJ'II:HO) Mo yMOn4aHnio, CTaTUCTUKA XKYpHanmMpoBaHUA OTKITHO4YEHAa.

Ecnu He ykasaHO MHOe, BbIMOMHUTE 3TY HACTPOWKY Ha YCTPOWCTBE, YTOObl BKMOYUTL
CTaTUCTUKY XXypPHaNMPOBaHMSI.

HacTpoWka ypoBHS XXypHanoB, oToOpa)xaeMbiX B KOHCONU

8.4.2.4.

8.4.2.5.

(JdononHuTenbHo) Mo ymonyaHuio ypoBEHb XXYPHanNoB, OTNPaBnsieMbiX B KOHCOSb, - 3TO
ypOBEHb OTNaaku (YpOoBEHb 7).

Ecnn He ykasaHO WHOE, BLINOMHWUTE 3Ty KOHMUrypauui Ha YCTPOWCTBE, 4YTOObI
HACTPOUTb YPOBEHb XXYpPHaroB, oTobpa)xkaeMbli B KOHCONW. HacTponka orpaHnveHms
CKOPOCTW XypHanmpoBaHus

(JononHuTensHo) Mo ymMOnMYaHUKO oOrpaHUYeHue CKOPOCTU KYpHanvMpoBaHUS He
HaCTPOEHO.

Ecnu He yka3aHO MHOe, BbINOMHUTE 3Ty HACTPOWMKY Ha YCTPOWCTBE, YTOObI OrpaHNYnTb
CKOPOCTb perncrpaummu.

lNMpoBepka KoHcUrypaumum

BbinonHute komaHay show logging config, 4Tobbl 0TOOpa3nTb YPOBEHL XXypHaIIOB,
oTOOpaXkaeMblX B KOHCOSMW.

CBfi3aHHble HAaCTPOMKHU

BknroyeHue BegeHUA XypHana

KomaHga logging on

Pexum
KOHcpurypauum

Pexxnm rmobanbHon KoHurypauum

Ncnonb3oBaHve | Mo ymonyaHuio BefeHve >XypHana BkM4eHO. OBbIYHO OTKMHYEeHUe
KOHGUrypaumm )XypHana He TpeGyeTcsi. Ecnu creHeprpoBaHO CAIULLKOM MHOFO CUCTEMHbIX

XypHanoB (syslog), MOXXHO OrpaHU4YUTb UX KONIMYECTBO, HACTPOUB YPOBHM
XXypHanMpoBaHus

BknrovyeHne CTaTUCTUKMN XKyPHANUpPOBaHUS

KomaHga logging count

Pexxum
KOHcpurypauum

Pexxnm rnobanbHon KoHurypauum

Mcnonb3oBaHue Mo ymonyaHuio, CTaTUCTUKa >XypHanupoBaHWa OTKoYMeHa. Ecnn
KOHcpurypauum BKMOYEHaA CTaTUCTUKA >KYpHaroB, CUCTEMHble KypHanbl OyayT

KJ'IaCCI/ICbI/ILI,VIpOBaHbI M nogcuymtaHbl. Cuctema 3anucbiBaeT KOMNYECTBO
pa3 co3gaHuA XXypHana 1 BpemMa nocneaHero co3gaHnda XypHana

MWup
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HacTponka ypoBHSA XXypHanoB, OTOOpaxaeMbiX B KOHCONK

KomaHga logging console [ level ]

Onucanwne level: ykasbieaem Tun xxypHana

napameTpoB

Pexxum Pexvm rnobanbHon KoHdUrypaumm

KOHUrypauum

Wcnonb3oBaHue | 1o ymonyaHUio Ha KOHCOMW OTOGpaXkaeTcs ypoBEHb OTNaAKu XypHanos
KOHUrypauum (ypoBeHb 7). BbinonHute Komangy show logging config B

NPBUINErMPOBaHHOM peXxnme, 4Tobbl O0TOOPa3nTb YPOBEHb >KYPHAaroB,
oToOpaxaemblx B KOHCOMNK

HacTtpoWka orpaHu4eHusi CKOPOCTU XXypPHaNMpoBaHUA

KomaHga logging rate-limit { number | all number | console {number | all number }
} [ except [ severity ] ]

Onucanue number:  ykasbigaem = MaKCcUMarnbHOE€  KOSIMMECTBO  >KYPHAasoB,

napamMmeTpoB obpaboTaHHbIX B cekyHay. AnanasoH 3Ha4veHun ot 1 go 10 000.
all: ykasbiBaeT, 4TO orpaHuyeHmne no CKopocTn 06paboTkn NPpUMEHSAETCS KO
BCEM XypHarnam B gnanasoHe oT ypoBHs 0 4o ypoBHS 7.
console: ykasblBaeT KONMYECTBO XXYpHaroB, OTobpaXKaemblX Ha KOHCOMu
B CEKyHAy.
except severity: OrpaHMyeHe CKOPOCTN HE MPUMEHSETCA K XKypHanam ¢
YPOBHEM, 3KBUBANEHTHbIM U HWXE, YKa3aHHOro YPOBHSA BaXXHOCTU. [1o
YMOMYaHUIO YPOBEHb BaXHOCTUM — owunbka (ypoBeHb 3), TO ecCTb
OrpaHMYeHne CKOPOCTM HE MPUMEHSETCSH K XXypHarnam ypoBHS 3 UMW HDKE

Pexxum Pexxnm rnobanbHon KoHurypauum

KOHcpurypauum

Ncnonb3oBaHue | 1o ymMOnyaHuio orpaHnYeHne CKOpoCTU He HAaCTPOEHO

KOHcpurypauum
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8.4.2.6. Npumep KoHcpUrypauumm

OTnpaBKa CUCTEMHBIX XXYpPHanoB (Syslog) B KOHCOJSb

CueHapun

Heo6xoanmo HacTpouTb OYHKLMIO OTOOPaKEHWs CUCTEMHbBIX >XYpPHarnoB
(syslog) B koHCONM creaytow M obpasom:

e  Bkntounte cTaTUCTMKY XXypHana.

e YCTaHOBUTE YPOBEHb XXYpPHAaNoB, KOTOPblE MOXHO OTOOpa3nTb B
KOHCOMNMW, Ha MHGHOPMAaLMOHHBIN (YPOBEHDL 6).

e HactpoiiTe npeaen ckopocTu XypHanMpoBaHus Ha 50

OTansb!
KOHdourypaumm

Hactponte napameTtpbl 0TOGpaXkeHusi CUCTEMHbIX XypHanoB (syslog) B
KoHCcOMnu

QTECH# configure terminal

QTECH(config)# logging count
QTECH(config)# logging console informational
QTECH(config)# logging rate-limit console 50

MpoBepka
KOHcpurypauum

BoinonHute komangy show logging config pana otobpaxeHus
KOHcpurypauum

QTECH(config)#show logging config
Syslog logging: enabled
Console logging: level informational, 1303 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 1303 messages logged
File logging: level informational, 118 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Syshame log messages: enable
Count log messages: enable

Trap logging: level informational, 118 message lines logged,0 fail

8.4.3. BbiIBOAg CUCTEeMHbIX XypHanoB (Syslog) Ha TepMuHan KOHTpOnb
COCTOSIHUSA

8.4.3.1. Pe3synbTaT KOHpUrypauum

e  BbIBOA CUCTEMHbIX XYpPHanoB (Syslog) Ha yaaneHHbIi TepMUHaN KOHTPOMS COCTOSIHUS,
4yTOObI 06NErYnTb aAMUHUCTPATOPY MOHUTOPUHI NMPOU3BOANTENBHOCTU CUCTEMBI.
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8.4.3.2. NpumeyvaHusn

e Ecnu creHepvpoBaHO CrMLLIKOM MHOMO CUCTEMHbIX >XypHamnoB (syslog), MoXxHO
OrpaHMYUTb CKOPOCTb KYPHANMPOBaHWS, YTOObI YMEHbLUMTL KONUYECTBO XYpPHaroB,
oTOOpaxaemblX B TEpMUHANE KOHTPOMS COCTOSHUS.

e [lo ymonuaHuio TeKkywWwuiA TEPMUHAM KOHTPOMS COCTOSIHUSI He MOXeT oTobpaxaTb
)XypHarnbl nocne yaaneHHoro Aoctyna K ycTponcTBy. Heo6xoaumo BpyyHyto 3anycTuTb
komanay terminal monitor, 4ToGbl paspelwmnTb TeKylleMy TepMuHany KOHTPOns
COCTOSIHUSI OTOBpaxaThb >KypHarbl.

8.4.3.3. Tanbl KOH(pUrypaumum

PaspelunTte TepMMHany KOHTPONs COCTOsIHWUSA oToBpaaTb XKypHansbl

o (OGsasaTtenbHo) Mo ymonyaHWlo TEpMUHANM MOHWUTOPMHIA He MOXET oTobpaxaTtb
XypHansl.

e Ecnu He ykasaHO WHOe, BbIMOMHWTE 3Ty OMNEpauMilo Ha Kaxkaom TepMmuHane
MOHUTOPWHra, NOAKIMIOYEHHOM K YCTPOWCTBY.

HaCTpOIZTe YPOBEHb XYPHAaroBs, 0To6pa>|<aeMb|x Ha TepMuUHane KOHTpona COCToAHNA

e (OononHuTtenbHo) [Mo ymonuyaHWiO YpPOBEHb >KypHamoB, OToOpaxaemblX Ha
MOHUTOPWHIOBOM TEPMUHAre, SIBNSIETCA YPOBHEM OTNaaku (YpoBeHb 7).

e Ecnu He ykaszaHO MHOe, BbINOMHWUTE 3Ty HACTPOMKY Ha YCTPOMCTBE ANS HACTPOMKM
YPOBHSI >KypHarnoB, oTobpaaeMblx Ha MOHUTOPUHIOBOM TEpPMUHATNE.

8.4.3.4. NpoBepka KOHdUrypauum

e BuinonHute komaHgy show logging config, 4Tobbl BbIBECTU YpPOBEHb >KYPHAarsoB,
oTobpakaembIX B MOHUTOPUHIOBOM TEPMUHANE.

8.4.3.5. CBAA3aHHbIe HACTPOUKU

Pa3peu1vITe TePMUHaNy KOHTPOJNIA COCTOAHUA OTOGpa)KaTb XypHanbl

Komanpa terminal monitor

Pexnm MpuBUNErMpoBaHHbLIN PEXNUM

KOHdpurypauuu

Wcnonb3oBaHue Mo yMOnyaHuio TeKyLWMN TepMuHam KOHTPOMS COCTOSHUSA HEe MOXeT

KOHoUrypauum oTobpaxaTb XypHanbl MOocne yAaneHHoro AocTyna K YCTPOWCTBY.
Heobxoammo Bpy4yHyto 3anyctuTb komaHgy terminal monitor, 4TOObI
paspeLlnTb TeKylemMy TepMUHany KOHTPOMs COCTOSiHMA oTobpaxaTb
XXypHansbl
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HacTtponTe ypoBeHb XypHanoB, OTOOpaxaeMbliX Ha TepMUHare KOHTpOns

COCTOAHUA

KomaHpa logging monitor [ level ]

Onuncanwne level: ykasbiBaeT ypOBEHb XXypHana

napameTpoB

Pexnm Pexxnm rmobanbHon KoHdurypaumum

KOHGoUrypaumm

Mcnonb3oBaHue (dononHutenbHo) Mo ymonyaHuio ypoBeHb XXypHanoB, oTobpakaemMblxX

KOHoUrypaumnm Ha TepMWHane KOHTPONSA COCTOSHWUA, SIBNSIETCA YPOBHEM OTNadKu

(ypoBeHb 7).

MoxHo 3anyctuTb komaHgy show logging config B npusmunernpoBaHHOM
pexume ONs BbIBOAA YPOBHS XXypHanoB, oToOpaxaeMblX Ha TepMuHane
KOHTPOSS COCTOSAHUS

8.4.3.6. Npumep KoHcurypaumum

OTnpaBka CMCTEMHBIX XXypHanoB (Syslog) Ha TepMmnHan KOHTPONS COCTOSIHUS

CueHapun Heobxoammo HacTpouTb PyHKLUIO OTOBPaKEHUST CUCTEMHbIX XXYPHaroB
(syslog) Ha TepMuHane KOHTPONsi COCTOSAHUA cneayowmnm obpasom:
e  OT06pa3sunTb XXypHarbl Ha TepMUHare KOHTPONSA COCTOSAHMS.
e YCTaHOBMWTE YPOBEHb XXYypHAIoB, KOTOpble MOryT oTobpaxaTbcs
Ha TepMuHane KOHTPOMSA COCTOSHMS, Ha MHAOPMALMOHHbIN
(ypoBeHb 6)
OTansbl HacTponTe napameTpbl OTOBpaXXeHMs CUCTEMHbIX XXypHarnoB (syslog) Ha
KOHoUrypauum TepMuHare KOHTPOJIS COCTOSHUS
QTECH# configure terminal
QTECH(config)# logging monitor informational
QTECH(config)# line vty 0 4
QTECH(config-line)# monitor
MpoBepka Boinonuute komangy show logging config ana otobpaxkeHus
KOHoUrypaumnm KOHUrypauum
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QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1304 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level debugging, 1304 messages logged
File logging: level informational, 119 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level informational, 119 message lines logged,0 fail

8.4.3.7. TuNnn4yHble OLLNOKU

e  YT10Obl OTKMOUMTL 3TY OYHKUMIO, BbINONHUTE kOMaHAdy terminal no monitor, a He
KomaHgy no terminal monitor.

8.4.4. 3anncb cUCTEMHbIX XXypHanoB (syslog) B 6ycep namarTu

8.4.4.1. Pe3ynbTaT KOHUrypauum

e 3anuvwuTe cucTeMHble XypHanbl B Oydep namatv, 4ToObl agMWHMUCTPaAToOp MOr
npocmaTtpmBaTb NOCMEeAHME CUCTEMHbIE XXypHarnbl, BbIMONMHMB kKOMaHay show logging.

8.4.4.2. NpumeyvaHusn

e Ecnu 6ydep 3anonHeH, ctapble XypHanbl 6yayT nepesanncaHbl HOBbIMU XXypHanamu B
Bydepe namsaTu.

8.4.4.3. dTanbl KOHcUrypauum

3anucb XypHanoB B b0ycep namatu

e (OononHuteneHo) Mo ymonyaHuo cuctema 3anvcbiBaeT AaHHble B Bydep namaTtu, a
YPOBEHb >XYpHarioB MO YMOMYaHUIO — OTNaf0YHbIN (YPOBEHDb 7).

e [Ecnu He ykasaHO vHOe, BbINOMHWUTE 3Ty HACTPOMKY Ha YCTPOWCTBE Ans 3anucu
XypHanoB B 6ydep namaTu.

8.4.4.4. NpoBepkKa KOH(pUrypaumum
e BbinonHute komaHay show logging config, 4Tobbl BbIBECTM YPOBEHbL >XYpHAarioB,
3anucaHHbix B Bydep namaTu.

e BbinonHute komaHgy show logging, 4Tobbl BbIBECTU YPOBEHb XYPHANoB, 3arnMcaHHbIX
B Oycbep namaTn.
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8.4.4.5. CBsAi3aHHble HAaCTPOUKU

3anucb XypHanoB B bydep namsaTm

KomaHpa logging buffered [ buffer-size ] [ level ]

Onuncanwne buffer-size: ykasbiBaeT pasmep Oydepa namatu.

fnapameTpos level: ykasbiBaeT ypOBEHb >XypHarnoB, KOTOpble MOryT ObITb 3anMcaHbl B
Oydep namaTn

Pexnm Pexxnm rmobanbHon KoHdurypaumum

KOHUrypauum

Mcnonb3oBaHne Mo ymonuaHuio ypoBeHb XXypHaroB, 3anucbiBaemblx B Bydep namatu,

KOHoUrypauum ABNSAETCHA YPOBHEM OTNaaku (YypoBeHb 7).
3anyctute komangy show logging B NpuBUIIETMPOBAHHOM pPEXUME,
4YTOObI 0TOBPA3NTb YPOBEHL XXYPHArOB, 3anMcaHHbIX B Oydep namaTu, u
pa3mep bydepa

8.4.4.6. Npumep KoHcpUrypaumm

3anucb CUCTEMHbIX XypHanoB (syslog) B 6ydep namaTtu

CueHapun Heobxoammo HacTponTb OYHKLMIO 3arMcn CUCTEMHBIX XXypHanos (syslog)
B Oychbep namaTm cnegytownm obpasom:
e YcTtaHoBuTe pa3smep bydepa xxypHana pasHbiM 128 kb (131072
GanT).
e YCTaHOBMWTE YPOBEHb XXYpPHAaroB, KOTOpPble MOryT OblTb 3anncaHbl
B Bycbep namaTn, Ha MHPOPMALMOHHBIV (YypOBEHL 6)
OTansbl HactponTe napameTpbl 3anncu CUCTEMHbIX XypHanoB (syslog) B 6ydep
KOHoUrypauum namsTu
QTECH# configure terminal
QTECH(config)# logging buffered 131072 informational
MpoBepka BeinonHute komangy show logging config ana oTobpaxeHus
KOHUrypauum KOHGUrypauumn n nocrneaHmnx CUCTEMHbIX XXypHanoB (syslog)

@ §) QTECH

MWP OOCTYMNHEE

123




PykoBoacTeo no HacTponke QSW-6900

KoHdurypaums cnctemHoro xypHana (syslog) " www.atechru |

QTECH#show logging
Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable
Trap logging: level informational, 121 message lines logged,0 fail
Log Buffer (Total 131072 Bytes): have written 4200
001301: *Jun 14 2013 19:01:09.488: QTECH %SYS-5-CONFIG_I:
Configured from console by admin on console

001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_I: Configured
from console by admin on console

[PKypHanbl oTobpaxatTcs B COOTBETCTBMM C (PaKTUYECKMM BbIBOOOM
koMaHabl show logging

8.4.5. OTnpaBkKa CUCTEMHbIX XypHanoB (syslogQ) Ha cepBep
XypHanupoBaHus

8.4.5.1. PeaynbTaTt KOHUrypaumm

e OTnpaBbTe CUCTEMHbIE XXYpHarnbl Ha CepBep XypHanMpoBaHWUs, 4YTOObI 0bGNerynMTb
aaMUHUCTPATOPY MOHUTOPWHT XXYPHamoB.

8.4.5.2. MNpumeyvaHusn

e Ecnu yctponctBo wumeer wuHTeppenc MGMT w©n  noagkno4eHO K  cepBepy
XypHanupoBaHus 4depe3 uHtepgenc MGMT, Heobxogumo gobasuTtb napameTp oob
(ykasblBaloLmMi, YTO CUCTEMHbIE XXYPHarbl OTNPABSKTCS HA CepBeEP XypHaNMpoBaHus
yepes nHTepdenc MGMT) npu HacTporke komaHabl logging server.

e [lNs oTNpaBKW XXYpHanoB Ha cepBep >XypHanupoBaHus HeobxoamMmo JoB6aBUTbL METKY
BPEMEHM N NOPSIAKOBbLIA HOMEP B XXypHarbl. B npoTMBHOM cryvae xypHanbl He ByayT
OTNpaBIieHbl Ha cepBep KypPHanMpoBaHUS.

8.4.5.3. dTtanbl KOH(Urypauumm

OTnpaBKa XXypHarnoB Ha YKa3aHHbIN cepBep XypHanupoBaHUs

e (O6szaTtenbHo) Mo ymMOMYaHUIO CUCTEMHbIE XXypHarnbl HE OTNPaBNATCA Ha cepBep
XYpHanupoBaHus.

124

@ §) QTECH

MWP OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

KoHdurypaums cnctemHoro xypHana (syslog) " www.atechru |

o Ecnu He YKa3aHO UHOeEe, BbINOJTHUTE 3TY HaCTpOIZKy Ha BCeX yCTpOVICTBaX.
HacTpoiika ypoBHs XXypHanoB, oTnpaBnsieMbiX Ha cepBep XXypHanupoBaHus

e (OononHutenbHo) Mo ymMonyaHuWO ypOBEHb XYPHAmNoB, OTMNpPaBfsieMblX Ha cepBep
XypHanMpoBaHus, ABNSeTcs MHPOPMaLMOHHLIM (YPOBEHDL 6).

e Ecnu He ykaszaHO WHOe, BbIMOMHUTE 3Ty KOHMUIypauumilo Ha YCTPOWCTBE, 4YTOObI
HacCTPOUTb YPOBEHb >KypHASIOB, OTNPaBIISIEMbIX HA CEPBEP XKYPHANMpPOBaHUSI.

HacTpoiika 3HauyeHMsi o06bLEKTa XypHanoB, OTNpaBnsieMblX Ha cepBep
XKypHanupoBaHusA

e (dononHutenbHo) Ecnn dopmat xypHana RFC5424 oTtknio4eH, 3HavyeHne obbekTta
XXypHarnoB, OTNpaBnseMbiX Ha CepBep XXypHanMpoBaHWsS, NO YMOMYaHUIO SIBNSETCHA
local7 (23). Ecniv BkntodeH chopmart xxypHana RFC5424, sHavyeHne obbekTa KypHaros,
OTNpaBnsieMbiX Ha CEPBEP XKypPHaANMPOBaHus, No ymonyaHuio aensietcs local0 (16).

e Ecnu He ykasaHO WHOE, BbINOMHUTE 3Ty KOHUrypaumto Ha YCTPOMCTBE, 4TOObI
HaCTPOUTb 3HaYeHNe 0ObEKTa XXYpHAaroB, OTNPaBSEMbIX HA CEPBEP XXYPHANMPOBaHUS.
HacTtponka uHTepcenca MCTOUYHMKA XypHaANoB, OTNpaBfiieMblX Ha cepBep
XypHanupoBaHus
e (dononHutenbHo) Mo ymon4yaHuio MHTEPdENC NCTOYHMKA KYPHAroB, OTNpaBnaeMbIX
Ha cepBep XXypHanupoBaHus, SBMSEeTCS MHTEPdENCOM, OTNPABASIOLLMM XYypPHarbl.

e Ecnn He ykaszaHO WHOE, BbLINOMIHUTE 3Ty KOHMUrypaumo Ha YCTPOWCTBE, 4TOObI
HaAcCTPOUTb UHTEepdENC UCTOYHMKA KypHarnoB, OTNpaBnseMblX Ha cepBep
XypHanupoBaHus.

HacTtpoiika wucxogHOro agpeca XypHanoB, OTNpaBnsieMbIX Ha cepBep
XypHanupoBaHusA

e (OononHuTtenbHo) Mo ymMonyaHW agpec MCTOYHMKA KYpHanoB, OTNpaBnsieMblX Ha
cepBep XypHanupoBaHus, sBnsietcs |P-agpecom uHTepdelica, OTNpaBnsAOLLErO
XypHanbl.

e Ecnu He ykaszaHO WHOe, BbIMOMHUTE 3Ty KOHMUrypauuilo Ha YCTPOWCTBE, 4YTOObI
HacTpouTb MHTepdENC WCTOYHUKA >KypHaroB, OTMpaBlsieMblX Ha cepBep
)XYpHanmpoBaHus.

8.4.5.4. NMpoBepka KOHhUrypauum

e BuinonHuute komaHgy show logging config gns oTobpaxeHus KoHdUrypauun,
OTHOCSILLIMXCA K CEPBEPY KYpPHANMPOBaHUS.

8.4.5.5. CBAA3aHHbIe HACTPOUKU

OTnpaBKa XXypHarioB Ha YKa3aHHbIN cepBep XypHanMpoBaHUs

KomaHga logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via mgmt-
name | [ udp-port port ] [ vrf vrf-name ]

unu logging { ip-address | ipv6 ipv6-address } [ udp-prot port ] [ vrf vrf-

name |
OnwucaHve 00b: ykasbiBaeT, 4TO >KypHamnbl OTNPaBMSTCA Ha  CcepsBep
napameTpoB XypHanupoBaHus Yyepes uHtepcenc MGMT.

ip-address: ykasbiBaeT IP-agpec xocTa, KOTOPbIN MOMy4aeT XXypHarbl.
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ipv6 ipv6-address: ykasbiBaeT |IPv6-agpec xocTa, KOTOpPbIN mnonyyaeT
XypHansl.

via mgmt-name: ykasbigaem wuHTepdenc MGMT, wucnonb3yembii
CEPBEPOM XXypHanvpoBaHusi, Korga napameTp 00b BKMOYEH B KOMaHAY.

vrf vrf-name: ykasbiBaeT 06bekT mapLlipytusauum u nepecbinkn VPN
(VRF), nogkntoyeHHbI K cepBepy XKypHanMpoBaHus.

udp-port port: ykasblBaeT wugeHTMdUKaATOp MnopTta  cepsBepa
XypHanupoBaHus (syslog server). UaeHTudukatop nopta no ymonyaHumio
-514

Pexxum Pexum rnobanbHom KoHdUrypauum

KOHUrypauum

Ncnonb3oBaHue OTa KOmaHOa wucnonb3yeTcsa Ang  ykasaHus agpeca cepepa
KOHcpurypauum XypHanupoBaHus (syslog server), KOTOpbI NOMyYaeT XypHansbl

MOXHO YyKkasaTb HECKONbKO CEpPBEPOB >XypHAaNMpOBaHMWS, U >XypHarbl
OyoyT OOHOBpeMEHHO OTNpaBnsATbCS Ha BCe 3TW  CcepBepbl
XXypHanuMpoBaHusi.

NMPUMEYAHMUE: moxHO ykasaTb napameTp Via, TONbKO eCnu B KOMaHay
BKMovYeH napametp oob. B atom cnyvyae wucnonb3oBaHue Vif
HEBO3MOXHO.

Ana yctponcte QTECH MOXHO HacTpouTb [0 NATU  CepBepOB
XypHanMpoBaHus

HaCTPOﬁKa YPOBHSA XYPHaAJNioB, oTnpaBiisieMbIX Ha CcepBep XypHannpoBaHus

KomaHga logging trap [ level ]

Onucanwue level: ykasbiBaeT ypoBEHb XypHana

napameTpoB

Pexxum Pexxnm rnobanbHon KoHurypaumm

KOHdpurypauuu

Wcnonb3oBaHne | 1o ymonuyaHuio YpOBEHb XXypHanoB, OTNPaBfsieMblX Ha cepsep
KOHcpurypauum XKypHanupoBaHus, aBnseTca MHEPOPMAaUUOHHbIM (YpOoBeHb 6). MoxxHo

3anyctuTb KomaHay show logging config B npuBunernpoBaHHOM pexume
ONA  BbIBOAA YPOBHA  >KypHanoB, OTNpaBfiseMblX Ha cepsep
XypHanupoBaHus
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HacTpoiika 3HayeHMsi oOOBLeKTa XypHanoB, OTNpaBffAeMbIX Ha cepBep
XypHanupoBaHusA

KomaHpa logging facility facility-type

Onuncanwne facility-type: ykasbiBaeT 3HauyeHne obbekTa Ansi XXypHarnos

napameTpoB

Pexnm Pexxnm rmobanbHon KoHurypauum

KOHGoUrypaumm

Mcnonb3oBaHue Ecnn dopmat xypHana RFC5424 oTknoyeH, 3HadeHne obObekTa

KOHoUrypaumnm XypHarnoB, OTNpaBfsieMbIX Ha CepBepP XypHaNUPOBaHUA, MO YMOMYaHWUIO
aenseTtcs local7 (23). Ecnm BkmoyeH dopmart xypHana RFC5424,
3HayeHMe obObekTa KypHanoB, OTNpPaBfsieMblX Ha  cepBep
XypHanupoBaHus, no ymon4vaHuio aensietcs localO (16)

Hactpoika mHTepcperica UCTOYHMKA XKypHANoB, OTNpaBlisieMbIX Ha cepBep
XypHanupoBaHus

KomaHga logging source [ interface ] interface-type interface-number

Onucanve interface-type: ykasblBaeT TMN nHTepdgenca.

napamMeTpos interface-number: yka3blBaeT HOMep UHTepdeiica

Pexxum Pexum rnobanbHom KoHUrypauum

KOHpurypauuu

Mcnonb3oBaHne (JononHutenbHo) Mo ymonyaHuio MHTEPEENC WUCTOYHMKA XXYpPHanos,
KOHGoUrypauum OTNpaBnseMbIX Ha CepBep XXypHanMpoBaHus, ABNAeTCS MHTepderncom,

oTNpaBNALLNM XypHanbl.

MoXHO Wucronb3oBaTb 3Ty KOMaHAy AnS YCTaHOBKM WHTepdeica
MCTOYHMKA BCEX XKYPHAroB Ha MHTepdenc, 4Tobbl agMUHUCTpaToOp Mor
NOEeHTUMUMPOBaTL YCTPOMCTBO, KOTOPOE OTMNPAaBRseT >XypHanbl Ha
OCHOBE YHUKarbHOro agpeca

Hactpoiika apgpeca WCTOYHMKA XKypHanoB, OTNpaBnsieMblX Ha cepBep
XypHanuMpoBaHus

KomaHpa logging source {ip ip-address | ipv6 ipv6-address }
Onucanuve ip ip-address: HacTpauBaeT |IPv4-agpec WCTOYHWMKA >KYpHanos,
napameTpoB OTNpaBnseMbIX Ha cepBep XypHanupoBaHus IPv4.

ipv6 ipv6-address: HacTpauBaeT IPv6-agpec WCTOYHMKA >XYpHanos,
OTNpaBrseMbIX Ha cepBep XypHanupoBaHus IPv6

Pexnm Pexum rnobansHon KoHdUrypauum
KOHcpurypauuu
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Mcnonb3oBaHue Mo ymonyaHmio agpec UCTOYHUKA XXYPHaNoB, OTNpaBndeMbIX Ha cepeep
KOHdoUrypaumm XypHanupoBaHus, asnsetcsa IP-agpecom nHtepdenca, oTnpaBnatoLwero

XypHarbl.

Mo>kHO ncnonb3oBaTh 3Ty KOMaHAy Ans ycTaHOBKM IP-agpeca nctovHmka
BCEX XXypHanoB Ha IP-agpec nHTepdenca, 4Tobbl agMUHUCTPATOP MOT
naeHTUPUUMPOBaTbL YCTPONCTBO, KOTOPOE OTMpaBnsdeT XypHarnbl Ha
OCHOBE YHUKarbHOro agpeca

8.4.5.6. Npumep KoHcuUurypaumum

OTnpaBKa CUCTEMHbBIX XYypHanoB (Syslog) Ha cepBep XypHanMpoBaHusi

CueHapwui Heobxoanmo HacTpouTb (YHKUMIO OTMPaBKM CUCTEMHBIX >XYpHanoB
(syslog) Ha cepBep xypHanupoBaHus criegyowmm obpasom:

e 3apante gns IPv4-agpeca cepBepa XypHanupoBaHusa (syslog
server) sHavyeHne 10.1.1.100.

e YCTaHOBMTE YPOBEHb XKypHamnoB, KoTopble MoOryT ObiTb
OTNpaBfeHbl Ha CEpPBEP XYPHaNMpPOBaHWs, HA YPOBEHb OTagKu
(ypoBeHb 7).

e YcTaHoBUTE MHTEPdENC NCTOYHMKA Ha Loopback 0

OTansb! HacTtponTe napameTpbl Ans OTNPaBKM CUCTEMHBIX XXypHanoB (syslog) Ha
KOHcpurypauum cepBep XKypHanMpoBaHus

QTECH# configure terminal

QTECH(config)# logging server 10.1.1.100
QTECH(config)# logging trap debugging
QTECH(config)# logging source interface Loopback 0

MpoBepka BoinonHute komangy show logging config ana oTtobpaxeHus
KOHdpurypauuu KOHpurypauuu

QTECH#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level informational, 122 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime

Sequence-number log messages: enable
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Sysname log messages: enable

Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0 fail
logging to 10.1.1.100

8.4.6. 3anncb cMCTEeMHbIX XXypHanoB (syslog) B ¢pannbl XXypHanos

8.4.6.1. Pe3synbTaT KOHUrypauum

e 3anucbiBaeT CUCTEMHbIE XypHanbl B (hanrbl XXypHanoB C yKa3aHHbIM WHTepBarom,
yToObl agMuMHUCTPaTOp MOr B Noboe BpeMsi MpocMaTpuBaTh KypHanbl UCTOPUM Ha
nokanbHOM YCTPOWCTBeE.

8.4.6.2. NpumeyaHun

e CucteMHble XypHarbl He cpady 3anucbiBaloTcst B ainbl >xypHanoB. OHM cHauvana
6ydepusnpytoTcs B 6ydepe namaTh, a 3aTem 3anucbiBatoTcs B oairnbl )KypHarnos nnbo
nepvoamnyeckn (Mo yMONYaHUIO C MHTEPBANOM B OAMH Yac), NMGo npu 3anofiHeHUm

Oydepa.
8.4.6.3. dTanbl KOHpUrypauum

3anucb XypHanoB B (hannbl XXypHana

o (OGsizaTenbHo) Mo ymMon4aHMIO CUCTEMHbIE XXYypHarbl HE 3anucbiBalTCA B dhansbl
XypHanos.

e Ecnu He ykasaHO MHOe, BLINOMHUTE 3Ty HACTPOWKY Ha BCEX YCTPOMCTBAX.
Hactpoiika uHTepBana, C KOTOPbIM XypHanbl 3anucbiBalOTCA B pannbl
XypHanos

e (OononHuteneHo) Mo yMOMYaHWIO CUCTEMHbIE >XYpHarbl 3anucbiBaloTCA B hannbl
XypHanoB Kaxabl 4yac.

e Ecnu He ykasaHO WHOE, BbINOMHUTE 3Ty KOHUIypaumt Ha YCTPOMCTBE, 4TOObI
HaCTPOUTb WHTEpBarn, C KOTOPbIM >XypHanbl 3anucbiBaloTca B bannbl XXypHanos.
HacTtpoiika BpeMeHn XpaHeHUs dhannoBs XypHarna

e (HononHuTensbHo) Mo ymMoOnMYaHWIO OrpaHUYeHUEe BPEMEHU XPaHEeHWUs XXypHaroB He
HaCTPOEHO.

e Ecnu He ykasaHO WHOe, BbIMNOMHUTE 3Ty HACTPOWKY Ha YCTPOWCTBE ANSA HaCTPOMKU
BpPeMeHU XpaHeHus hanros XXypHana.

HemeaneHHas 3anucb XXypHanoB u3 6ycepa B hannbl XXypHanoB

e (JononHuteneHo) Mo ymonyaHuio cUCTEMHbIE XypHanbl XpaHaTcs B Bydepe, a 3atem
NepuoaMYeCK/ 3anncbIBalOTCA B pannbl XXypHanoB unu, koraa 6ydep 3anonHeH.

e [Ecnu He ykaszaHO WHOe, BbINOMHUTE 3Ty HACTPOWKY AN HeMeOsIeHHOW 3anucu
XypHanoB B 6ydepe B hanrnbl XypHanoB. 3Ty KOMaHAy HYXXHO HAaCTPOUTb BCEro OAWH
pas.

8.4.6.4. NpoBepka KOH(pUrypaumum

e BoinonHute komaHgy show logging config gna otobpaxeHus KoHdurypauun,
OTHOCSILLMXCS K CepBepY XKypHanupoBaHus.

129

@ §) QTECH

MWP OOCTYMNHEE




PykoBoacTeo no HacTponke QSW-6900

KoHdurypaums cnctemHoro xypHana (syslog) " www.atechru |

8.4.6.5. CBsAi3aHHblIe HACTPOUKU

3anuncb XXypHanoB B (hannbl XXypHanoB

KomaHpa

logging file { flash:filename | usbO:filename | usb1:filename } [ max-file-
size ][ level ]

OnwucaHune
napamMmeTpoB

flash: ykasbiBaeT, 4TO dpannbl XypHana OyayT COXpaHeHbl Ha
paclUMpeHHoNn dneLw-namsaTu.

usbO: ykasbiBaeT, 4YTO (hannbl XXypHana 0ygyT coxpaHeHbl Ha USB

0. OT1OT MapameTp noggepXuBaeTcs TONbLKO B TOM criyyae, ecnu
yCTponcTBo umeeT oguH nopt USB n USB dnew-HakonuTenb BCTaBMEH
B nopt USB.

usb1l: ykasbiBaeT, 4TO dhannbl XypHana 6yayTt coxpaHeHbl Ha USB

1. 3T10T napameTp noggepXuBaeTcs TOMbKO B TOM Cry4vae, ecnu
ycTponcteo umeer pgea nopta USB u USB dnew-Hakonutenu
BCTaBneHbl B nopThl USB.

filename: ykasbiBaeT nMsa danna xxypHana, KOTOpoe He COAEPXKUT UMEHU
paclmnpeHus ganna. ima pacumpeHnuns anna scerga ssnsetcs txt.

max-file-size: ykasbiBaeT MakcumanbHbI pa3mep danna KypHana.
IOnanasoH 3HaveHun ot 128 K6 go 6 M6. 3HaveHrMe no ymonyaHuio —
128 K6.

level: yka3blBaeT ypoBEHb XXypHaroB, KOTOpPbIE MOTYT ObiTb 3anvcaHbl B
dhann xypHana

Pexxum
KOHdoUrypaumm

Pexxnm rnobanbHon KoHurypauum

Mcnonb3oBaHue
KOHcpurypauum

OTa KomMaHga wcnonb3yeTcs Ans  cosgaHusa  hanna  KypHana
yKaszaHHbIM UMEHEM M YCTPOMNCTBOM XpaHeHus pannos. Pasmep danna
YBENUUMBAETCA BMECTE C KONMMYECTBOM 3aMNMCEN XXypHana, HO He MOXET
npeBbillaTb 3aJaHHbI  MakCUMarnbHbIM  pasmep. Ecnu He ykasaH
MakcuMarnbHbI pasMmep danna xxypHana, no YMOonyYaHuio OH CocTaBnsaeT
128 kb.

[Mocne HaCTPONKM 3TOM KOMaHAbl CUCTEMA COXPAHSIET XXypHanbl B (hannbl
XypHanoB. ma panna XypHana He COOePXUT MMEHU paclUMpeHUs
danna. ima paclumpeHuns ganna Bceraga siensietcs txt n He moxeT GbITb
N3MEHEHO.

Mocne HacTpoWkn 3TOW KOMaHAbl XypHanbl OyayT 3anucbiBaTbCA B
drannbl XXypHanos Kaxabin 4Yac. Npu BeinonHeHun komaHabl logging flie
flash:syslog 6ygeTt cosgaHo B obLiern cnoxHocTn 16 cannos XxypHana,
a uMmeHHo: syslog.txt, syslog_1.txt, syslog_2.txt, ..., syslog 14.txt u
syslog_15.txt. >XypHanbl 3anuceiBatoTcs nocnegosaTensHoO B 16 dhannos
XypHanoB. Hanpumep, cuctema 3anucbiBaeT AdaHHble B Syslog_1.txt
nocne 3anosniHeHns syslog.txt. Korga syslog_15.txt 3anonHeH, xypHansl
3anucbiBatoTcd B syslog.txt cHoBa
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Hactpoika wuHTepBana, C KOTOPbIM XypHanbl 3anucbiBalOTCA B pannbl

XXypHanos

KomaHpa logging flash interval seconds

Onucanuve seconds: HacTpavBaeT UHTepBas 3anncu XXypHarnos B dawsbl XXypHana.

napameTpoB Owana3soH 3HaveHuin oT 1 0o 51840 cekyHn

Pexnm Pexxnm rmobanbHon KoHurypauum

KOHGoUrypaumm

Mcnonb3oBaHue OTa KomMaHga wucnonb3yeTcs Ans HAcTPOMKM WHTepBana 3anucu

KOHdoUrypaumm XypHanoB B annbl xypHanoB. O6paTHbI OTCHET Ha4yMHaETCsl nocre
BbINOSIHEHWSI KOMaHAbI

HacTtponka BpemMeHU xpaHeHusa pannoB. XypHana

KomaHga logging life-time level level days

Onucanve level: ykasbieaem ypoBeHb XXypHana.

napamMeTpos days: HacTpauBaeT BpeMmsi XxpaHeHus airoB >xypHana. EauHuua
namepeHns — fgeHb. Bpems xpaHeHus He MeHee ceMu OHewn

Pexnm Pexxm rmobanbHomn KoHdurypauum

KOHdoUrypaumm

Wcnonb3oBaHue [Mocne HacTpoMKM BpEMEHM XPaHEeHUs XypHama cuctema 3anucbiBaeT

KOHoUrypauum XXypHanbl 0QHOr0 YPOBHS, KOTOPblE CO34aHbl B OAVH A€Hb, B OAMH U TOT
Xe dann  kypHana. dann  KypHana HasblBaetcsa  yyyy-mm-
dd_filename_level.txt, rge yyyy-mm-dd — 3TO JAeHb CO34aHuA
XXypHana oT nporpamMmMHbIX Yacos, filename — aTo ums danna xypHana,
HacTpoeHHoe koMmaHgon logging file flash, a level — ypoBeHb xypHana.
Mocne ykasaHWA BpeMeHW XpaHeHusi AN XKypHanos onpeaeneHHoro
YPOBHA cCuUCTEMa yOanuT AaHHble >XypHanbl MO WUCTEYEHUMM ITOro
BpeMeHn. B HacTosiwee BpemMs NPOAOIHKUTENbHOCTb  XpPaHEHWUS
cocTtaBnseT oT 7 oo 365 gHen.
Ecnu Bpems xpaHeHus XXypHana He HacCTPOEHO, XKypHarnbl XpaHATCH B
COOTBETCTBMU C pa3mepoM anna, 4tobbl obecneyntb COBMECTUMOCTb
CO CTapbIiMX KOMaHAamun KoHdurypauum

HemeaneHHas 3anucb XXypHanoB u3 6ydepa B hannbl XXypHanoB

KomaHga logging flash flush

Pexxum Pexum rnobansHom KoHUrypauum

KOHUrypauum

Wcnonb3oBaHue [Mocne HacTporKM 3TOM KOMaHAbl CUCTEMHbIE >KYpPHarbl XPaHATCS B

KOHcpurypauuu Oydepe, a 3aTemM nepmoamnyeckn 3anucbiBaloTCA B (havinbl XXypHaroB
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unn, korga Gydep 3anonHeH. OTy KOMaHZy MOXHO 3anycTutb Ans
HeMeanNeHHOW 3anncu XXypHanoB B doalrbl XXypHanos.

NMPUMEYAHUE: komanga logging flash flush aktueBupyetcsa cpasy
nocne BbINOMHEHUsi. TO €CTb, MOCMEe BbIMNOMHEHUS 3TOW KOMaHAbl
XypHanbl B 6ydepe HeMeaneHHO 3anucbiBatoTCA B dhaiisbl XXypHarnos

8.4.6.6. Npumep KoHcuUurypaumum

3anncb CUCTEMHbIX XYpHanoB (syslog) B dpannbl XypHanos

CueHapun Heo6xoanmo HacTpouTb (OYHKLMIO 3anMC CUCTEMHBbIX XXYpHanos (syslog)
B channbl XXypHana cregyoLwmnm obpasom:
e YcTaHoBuTe nMs danna xypHana Ha syslog.

e YCTaHOBUTE YPOBEHb >XYpPHAIoB, OTNPaBISiEMbIX B KOHCOSb, Ha
YPOBEHb OTNaaKn (YPOBEHb 7).

e YCTaHOBWTE WHTEpBas, C KOTOPbIM >XypHanbl YCTpOMCTBA
3anucbiBatoTca B annbl, paBHbiM 10 myHyTam (600 c)

OTansbl HacTtponte napameTpbl 3anncu CUCTEMHLIX XXypHarnoB (syslog) B dannbl
KOHpurypaumm XypHaros

QTECH# configure terminal
QTECH(config)# logging file flash:syslog debugging
QTECH(config)# logging flash interval 600

MpoBepka BoinonHute komaHgy show logging config pana otobpaxeHus
KOHcpurypauum KOHcpurypauum

QTECH(config)#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level debugging, 122 messages logged
File name:syslog.txt, size 128 Kbytes, have written 1 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0 fail
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logging to 10.1.1.100

8.4.7. Hactpouka ounbTpauum CUCTEMHbIX XypHanoB (syslog)

8.4.7.1. PeaynbTaT KOHUrypaumm

o OTunbTpoBbIBAET YKasaHHbIM  TUM  CUCTEMHBLIX >XypHanoB (syslog), ecnu
afMVHUCTPAaTOp He Xo4yeT oTobpaxaTb 3TN CUCTEMHbIE XXYpHaribl.

e [lo ymonuyaHuto XXypHanbl, CO34aHHble BCEMWU MOAYNsAMU, 0TOBpaXatoTCst Ha KOHCOMNM
unu gpyrux TtepmmHanax. MoxHo HacTpouTb npasuna unbTpauun XypHaros Ans
oTOBpaeHMst TONbKO HEOBXOAUMbIX XKYpPHANOB.

8.4.7.2. MNpumeyvaHusn

e [JlocTynHbl ABa pexuma dpunbTpauummn: contains-only (Tonbko cogepxut) u filter-only
(Tonbko oTuNbTpoBaHHbIE). OOHOBPEMEHHO MOXHO HacTPOWUTb TOSMbKO OAWH PEXUM
dunbTpaumn.

° Ecnu oamH n TOT Xe MoAyIb, ypoOBE€Hb UMMM MHEMOHUKA HACTPOEHbl KakK B npaBunax
OOMHOYHOIo COOTBEeTCTBUA, TaK WU B MNpaBuiiax TOYHOro COOTBETCTBUA, MNpaBWUI1O
OOMHOYHOIro COOTBEeTCTBUA MMeeT npenMmyleCcTBeHHY CUny Han npaBusiOM TOYHOIO
COOTBETCTBUA.

8.4.7.3. dTanbl KOHpUrypaumum

Hactpownka HasHa4yeHus hbunbTpaumm XypHana

e (dononHutenbHo) Mo ymonyaHuilo nonyyatens unbTpauum - BCe, TO €CTb Bce
XypHarnbl OTUNbTPOBbLIBAIOTCA.

e Ecnu He ykazaHo MHOe, BbINOMHUTE 3Ty KOHUrypaLmo Ha YCTPOMCTBE AN HAaCTPOMNKM
Ha3Ha4yeHus dUnNbTpaLuM XXypHanos.

Hactpowka pexunma comnbTpaumum XXypHanos

e (OononHutenbHo) Mo ymonyaHuoo pexum unbTpaumm xypHana — filter-only (Tonsko
OTPUNBbTPOBAHHbLIE).

e Ecnu He ykazaHo MHOe, BbINOMHUTE 3Ty KOHUIypaLmo Ha YCTPOMCTBE AN HAaCTPOMNKM
pexuma unbTpaLmmn XypHanos.

Hactpowka npaBuna omnbTpaumm XXypHanos
o (OGsasaTenbHO) No ymonyaHuio npaBnno punbTpaLnm He HACTPOEHO.

e Ecnu He ykazaHo MHOe, BbINOMHUTE 3Ty KOHUIypaLmo Ha YCTPOMCTBE AN HAaCTPOMNKM
npaBuna unbTPaLmMmn XXypHanos.

8.4.7.4. NMpoBepka KOHUrypauum

e  BbinonHute komaHgy show running Ans otobpaxeHus KOHUrypaumm.
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8.4.7.5. CBA3aHHblIe HAaCTPOUKU

HacTtpounka HasHavyeHua dounbTpaumum XxypHana

KomaHpa logging filter direction { all | buffer | file | server | terminal }

Onuncanwne all: oTuNbTPOBLIBAET BCE XypHarbl.

fnapameTpos buffer: oTdumnbTpoBLIBaET XypHanbl, oTnpaBnsiemble B Oydep
XypHanupoBaHus, TO eCTb XXypHanbl, oTobpaxkaemble KomaHaon show
logging.
file: oTUNbLTPOBBLIBAET XKypHarbl, 3anMcaHHble B dhaisibl )KypHaros.
server: OTUNbLTPOBLIBAET >XypHanbl, OTMPaBfeHHble Ha cepsep
XypHanmpoBaHus.
terminal: oT(MNbTPOBLIBAET >XypHasibl, OTNPaBEHHbIE Ha KOHCOMNb W
TepmuHan VTY (Bkmtoyas Telnet n SSH)

Pexxum Pexwnm rmobanbHon KoHdUrypaumm

KOHdoUrypaumm

Mcnonb3oBaHue MonyyaTtens dunbTpauun no ymonyauuto: all, To ectb BCe XypHansbl

KOHcpurypauum OTUNBLTPOBbLIBAIOTCS.

BoinonHute komangy default logging filter direction, 4TOOBI
BOCCTaHOBUTb nonyyatenen ounbTpaumm no yMonyaHuto

Hactpownka pexunma coumnbTpaumm XypHanos

KomaHga logging filter type { contains-only | filter-only }

Onucanve contains-only: ykasbiBaeT, 4TO BbIBOOAATCA TOMbKO >KypHansbl,

napameTpoB coaepaliue KroyeBble CroBa, yKasaHHble B Npasunax unbtpauum.
filter-only: ykasbiBaeT, YTO XypHanbl, cogepxalime KIoyeBble CroBa,
yKa3aHHble B npaBunax unbtpaumm, oTpunbTpoBbLIBAKOTCS, U HE ByayT
BbIBOAUTHCS

Pexxum Pexxum rnobanbHon KoHdurypaumum

KOHpurypauuu

Ncnonb3oBaHue HoctynHbl gBa pexuma dunbtpaumm: contains-only u filter-only. o

KOHoUrypaumum YMONYaHMIO Ucnonb3yeTcs pexxum dpunstpauuu filter-only
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HacTpowka npaBuna munbTpaumm XXypHanos

KomaHnga

logging filter rule { exact-match module module-name

mnemonic mnemonic-name level level | single-match { level level |
mnemonic mnemonic-name | module module-name } }

OnwucaHue
napamMmeTpoB

exact-match: ecnu BbiGpaHo exact-match, Heobxoaumo BblGpaTb Bce
TpY onummn ounbTpaLum.

single-match: ecnu BbiGpaHo single-match, MOXXHO yka3aTb TONbKO O4MH
N3 Tpex BapnaHToB hmnbTpaumm.

module module-name: yka3biBaeT umsa mogyns. XKypHarbl 3Toro mogyns
OyayT oTOUNbTPOBAHbI.

mnemonic mnemonic-name: 0003Ha4YyaeT MHEMOHUKY. YKypHarbl ¢ 3TON
MHEMOHWMKOW OyayT OTOUIbTPOBAHbI.

level level: yka3biBaeT ypoBeHb xypHana. XKypHarbl 3TOro yposHs 6yayT
OTPUNBLTPOBAHDI

Pexum
KOHcpurypauum

Pexxunm rmobanbHon KoHurypauum

Mcnonb3oBaHue
KOHdoUrypaumm

MpaBuvna dunbTpaumm XypHanoB BkNo4YaT exact-match (TodHoe
cooTBeTCTBME) U single-match (cooTBETCTBYET OAMH N3 BAPMAHTOB).

KomaHga no logging filter rule exact-match [ module module-name
mnemonic mnemonic-name level level | ucnonb3dyetcsa ana yganeHus
npasun unbTpaumMm TOYHOrO COOTBETCTBUA. Bbl MoXeTe ygansaTb Bce
npaBuna punbTpauum TO4HOro COOTBETCTBUSA Cpa3y UMM NO O4HOMY.

KomaHnga no logging filter rule single-match [ level level | mnemonic
mnemonic-name | module module-name ] ncnonb3yeTcs Ansa yaaneHus
npaBun ¢ ogHUM cooTBeTcTBMEM. Bbl MoXeTe ygansaTb Bce npasuna
dunbTpaLmmn ¢ 0OgHMM COOTBETCTBMEM CPa3y MUIM MO OOHOMY

8.4.7.6. Mpumep KoHcurypaumm

HacTtponka punbTpaumm cMcTeMHbIX XXypHanoB (syslog)

CueHapun

Heobxoanmo HacTpouUTb OYHKLMIO PUNbTpaLum CUCTEMHbIX XXypHaroB
(syslog) cneaytowmm obpasom:

3apanTe nonyyatens ounbTpaLmm XXypHanoB Kak terminal n server.
3apanite pexum punbTpaunn xypHana Ha filter-only.

YctaHoBuTE npasBuno unbTpaumm XypHana Ha (single-match) ogHo
cooTBeTCTBME, 4TOObI OTUNBLTPOBATL >KypHarmbl, cogepXalme UMs
moaynsa "SYS"

OT1anbl
KOHoUrypaumnm

HactponTe hyHKUMIO hnnbTpauumn cCUCTEMHbIX XXypHanos (syslog)
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QTECH# configure terminal

QTECH(config)# logging filter direction server
QTECH(config)# logging filter direction terminal
QTECH(config)# logging filter type filter-only
QTECH(config)# logging filter rule single-match module SYS

MpoBepka e BowinonHute komangy show running-config | include loggging
KOHoUrypauum AN oTobGpaXKeHnst KoHdUrypaumu.

e Bongute n BbinguTe M3 pexmma rnobanbHoOW KOHUrypauum u
ybeauTecs, 4yTO cuctema oTobpaxaet XypHanbl
COOTBETCTBYHOLLUM 0Opasom

QTECH#configure

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#exit

QTECH#

QTECH#show running-config | include logging

logging filter direction server

logging filter direction terminal

logging filter rule single-match module SYS

8.4.8. HacTpouka nepeHanpaBfieHUN CUCTEMHOIO XXypHana

8.4.8.1. PeaynbTaT KOHhUrypaumm

B VSU xypHanbl Ha AOMNOMAHUTENBHOM UMM Pe3epBHOM YCTPOMCTBE OTODpaxatoTcs B
TepMuHarne KOHCONM 1 NepeHanpaBnaioTCA Ha akTUBHOE YCTPOWCTBO ANs 0TOOpaxeHus
Ha koHconu unun tepmuHane VTY, a Takke xpaHeHun B Bydepe namaTun, pacluMpeHHOn
dnew-namMaTn UM Ha cepeBepe CUCTEMHOTO XYPHaNUPOBaHUA.

Ha otgenbHom VSU nocrne BKMOYEHUS (PYHKUMM NepeHanpasreHus, XypHanbl Ha
AOMOSTHUTENBHOM UNN Pe3epPBHOM YCTPOWCTBE ByaAyT nepeHanpasrfieHbl Ha akTUBHOE
YCTPOWCTBO, @ B Kaxabll XypHan Oyaet gobasneH ¢nar ponu (*ID ycTtpowncTea),
yKasblBalOWUN Ha TO, YTO XypHan nepeHanpasneH. [1peanonoxumm, 4To 4eTbipe
ycTponctea o06pasyloT OAHO YCTPOWCTBO BupTyanbHOW kommyTaumm  (VSU).
MaoeHTudukatop aktmBHoro yctponctBa — 1, maeHTUdUKaTop LONOMHUTENBHOIO
YyCTpOUCTBa — 2, a UAEHTUMKATOPLI ABYX pe3epBHbIX yCTponcTB — 3 n 4. dnar ponu
He pgobaBnseTcs B XypHarbl, CO34aHHble aKTMBHbIM yCTpoucTBOM. dnar ponu (*2)
pobaenseTca B XypHarbl, nepeHanpasneHHble ¢ OOMNOMHUTENbHOrO YCTPOMCTBA Ha
aktmBHoe ycTtponcteo. ®naru ponen (*3) n (*4) pobaBnAlTCA COOTBETCTBEHHO K
XypHanam, nepeHanpaBfieHHbIM C ABYX Pe3epBHbIX YCTPOWCTB Ha aKTUBHOE
YCTPOMCTBO.

Ha yctponctee VSU ¢ mogynamu paclwnMpeHus Mocre BKYEHUs  (DYHKLMK
nepeHanpaBneHns, XXypHanbl Ha 4ONOMHUTENBbHOM UMW Pe3epBHOM YCTponCcTBe OyayT
nepeHanpasneHbl Ha akTUBHbLIN MOAYNb YNpaBneHus, a B KaxAabl XypHan 6yaet
pobaeneH gnar ponu (*ID ycTponcTea/uma Mogyns ynpasneHus ), ykasbiBaloLnii Ha TO,
4YTO XypHan nepeHanpaeneH. Ecnu yeTbipe moaynsa ynpasneHus obpasyloT OAHO
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YCTPOMCTBO BMpTyanbHoW kommyTauumn (VSU), dnarm ponm nepeyvncrieHbl HUXe:
(*1/M1), (*1/M2), (*2/IM1) n (*2/M2).

8.4.8.2. NpumeyaHun

o  DyHKUMS NepeHanpaBreHNs1 CUCTEMHbIX XXypHanoB (syslog) aencrteyeT Tonbko Ha VSU.

e  MOXHO OrpaHu4MTbL CKOPOCTb NepeHanpaBreHns XypHanoB Ha akTUBHOE YCTPOWCTBO,
4yToObl NPEaOTBPATUTL CO3a4aHNEe 6ONbLIOro KONMYECTBA XXYPHAIOB Ha Pe3epBHOM U
pe3epBHOM YCTPONCTBE.

8.4.8.3. dTanbl KOHpUrypauum

BknroyeHne nepeHanpaBneHus XXypHana
e (OononHuteneHo) o ymonyaHuio nepeHanpasneHue xypHana BkroyeHo Ha VSU.

e Ecnu He ykasaHO MHOe, BbINOMHUTE 3TY HACTPONKY Ha akTMBHOM ycTpounctee VSU unu
aKTMBHOM MoZayre ynpaBneHus.

YcTtaHOBKa orpaHM4eHUi Ha KONIM4eCTBO COOOLLEeHUIN XXypHana

e (OononHuteneHo) Mo ymonyaHuio n3 pe3epBHOro yCTPOMCTBA B aKTUBHOE YCTPONCTBO
VSU B cekyHay nepeHanpaenseTtcs makcumym 200 >xypHanos.

e Ecnu He ykasaHO NHOe, BbINOMHUTE 3TY HACTPOWNKY Ha akTuBHOM ycTpounctee VSU mnnu
aKTMBHOM MoZayre ynpaBneHus.

8.4.8.4. NpoBepka KOH(pUrypaumum

e BbinonHute komaHgy show running ansa otobpaxeHns KOHUrypauum.

8.4.8.5. CBsAi3aHHble HACTPOUKU

BknioueHue nepeHanpaBieHuUs XXypHana

KomaHga logging rd on
Pexxum Pexxnm rnobanbHon KoHurypauum
KOHcpurypauum

Ncnonb3oBaHue | 1o ymonyaHuio nepeHanpasneHue xxypHana BktoyeHo Ha VSU
KOHcpurypauum

YcTtaHOBKa orpaHM4eHUin Ha KOJIM4eCTBO COOOLLUEeHUIN XXypHana

KomaHga logging rd rate-limit number [ except level ]
OnwucaHve rate-limit number: ykasbiBaeT MakcvmarnbHOe KONMYECTBO >XYpHarios,
napameTpoB nepeHanpasneHHbIX B cekyHay. [AnanasoH 3HayeHuin ot 1 go 10000.

except level: orpaHnyeHne CKOpPOCTU He MPUMEHSETCHA K XypHanam c
YPOBHEM, 3KBMBANEHTHbIM UIN HWXE, YKa3aHHOro YpPOBHSA BaxHOCTU. o
YMOJIYaHMUKO YPOBEHb BaXHOCTM — owwnbka (ypoBeHb 3), TO €CTb
OrpaHN4eHne CKOPOCTM HE NPUMEHSIETCS K XXypHanam ypoBHSi 3 Unu Huxe

Pexxum Pexum rnobanbHom KoHdUrypauum
KOHUrypauum
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Mcnonb3oBaHne | o ymonyaHuio n3 pe3epBHOro yCTPOMUCTBA B akTUBHOE ycTponcTteo VSU B
KOHcpurypauum CekyHay nepeHanpasnsaetcsa makcumym 200 xypHanos

8.4.8.6.

Mpumep koHUrypauum

HacTtponka nepeHanpaBfieHU CUCTEMHOIO XXypHana

CueHapun Heobxogmmo HacTpouTb (PYHKUMIO NepeHanpaBfeHnsl CUCTEMHbIX

XypHanos(syslog) Ha VSU cnegytowmm o6pasom:
1. BkntounTte oyHKLUMIO NepeHanpaBnieHuns XXypHanos.

2. YcTaHOBUTE MaKCuUMaribHOe KONMMYEeCTBO XKypHanoB C YPOBHEM Bbllle
KpuTu4eckoro (ypoBeHb 2), KOTOpPbIi MOXeT ObiTb nepeHanpasneH B
cekyHay Ha 100

OTansbl HacTponte yHKUNIO NepeHanpaBrieHns CUCTEMHbIX XXypHanoB (syslog)
KOHdouMrypaumm

QTECH# configure terminal

QTECH(config)# logging rd on

QTECH(config)# logging rd rate-limit 100 except critical
MpoBepka e Buinonnute komangy show running-config | include loggging
KOHoUrypauum Ans oTobpaxeHns KoHdurypawumu.

e CospganTe XypHan Ha pe3epBHOM YCTPOWCTBE U yOeanTechb, YTo
XKypHan nepeHanpaenseTca Ha aKTMBHOE YCTPOMCTBO W
oTobOpakaeTcsi Ha ero aKpaHe

QTECH#show running-config | include logging logging rd rate-limit 100
except critical

8.4.9. HacTponka MOHUTOpPUHIra CUCTEMHOIO XXypHana

8.4.9.1.

8.4.9.2.

Pe3ynbTaTt KOH(pUrypaumm

3anvwuTe nonbiTkm Bxoda/Bbixoda. [locne BKMOYEHWs perncTpauum  MnonbiTOK
BXO4a/Bblxo4a COOTBETCTBYHOLUME XypHanbl OTOOpaxaltTcsa Ha YCTPOWCTBe, Koraa
nonb3oBaTenu Nony4yarT A0CTyn K ycTponcTBy vepes Telnet unu SSH. 3t1o nomoraet
agMUHUCTpaTOpPy OTCreXunBaTb NOAKNIOYEHNS YCTPOWCTB.

3anuwmnte nsMeHeHusa KoHUrypauunm ycTponcTs. lNocne BKIYeHUS BeAEHWS XXypHana
onepauui COOTBETCTBYHOLLME XypHarbl OTOBpaxatTca Ha YCTPONCTBE NPU U3MEHEHUN
KOHUrypaumm YCTpoWCTBa Monb3oBaTenamu. 3TO MomMoraeT afMuHUCTpaTopy
OoTCnexuBaTb N3MEHEHNA KOHUrypaumin yCcTponcTB.

MpumeyvaHuna

Ecnu Ha ycTponcTBe HacTpoeHbl M koMaHaa logging userinfo, n komaHga logging
userinfo command-log, ToO npu BbINOMHEHUN KomaHabl Show running-config
oTobpaxaeTcs TOMbKO pes3ynbTaT KoHdurypaumm komaHabl logging userinfo
command-log.
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8.4.9.3. Tanbl KOH(Urypauum

BknroyeHne permcrpaumm nonbITOK BXxoaa/Bbixoaa
e (OononHuTenbHo) Mo yMonuyaHuio pernctpaumns nonbiTok Bxoaa/Bbixoaa OTKIOYEHa.

e Ecnn He ykasaHO MHOE, BbINOMHUTE 3Ty HACTPOWMKY Ha Kaxdow NUHMWM YCTPOWMCTBA,
4YTOObI BKMOYNTDL pPErmcTpaumio NonbITOK BXoaa/Bbixoaa.

BknroyeHne BeaeHUs XXypHarna onepauum
o (dononHutenbHo) Mo ymonyaHuio BegeHUe XXypHana onepauunin oTKNIYEHO.

e Ecnn He ykasaHO MHOE, BLINOSHUTE 3Ty HACTPOWKY Ha Kaxgou JNIMHUW YCTPOWMCTBA,
4YTOObI BKMIOYNTL pPErMcCTpaLmio onepauui.

8.4.9.4. NpoBepka KOHdUrypauum

e  BuinonHute komaHay show running ans otobpaxeHust KOHUrypaumm.

8.4.9.5. CBA3aHHbIe HACTPOUKU

BknroyeHne perncrpaumm nonbITOK BXoAaa/Bbixoaa

KomaHga logging userinfo

Pexnm Pexxum rmobanbHon KoHurypauum

KOHdouMrypaumm

Mcnonb3oBaHne | o ymonyaHuio YCTPONCTBO HE CO3OaeT COOTBETCTBYIOLLNE XXYpHanbl nNpu
KOHUrypauum BXOAe M BbIXO4e U3 ero onepaumoHHON CUCTEMbI

BknioyeHue BegeHUA XypHana onepauumn

KomaHga logging userinfo command-log

Pexxum Pexxnm rnobanbHon KoHurypauum

KOHcpurypauum

Wcnonb3oBaHne | Cuctema  co3gaeT  CBA3a@HHble  XKypHanbl  NpU  BbINOMIHEHWUMU

KOHcpurypauum nonb3oBaTensMn KOMaHa KoHurypaumm. Mo ymonyaHmio yCTpONCTBO He
cos3faeT  KypHanbl  MpU  U3MEHEHUU  KOHurypauum  yCTPOUCTB
nonb3oBaTensaMu

8.4.9.6. NMNpumep KoHcpUrypaumm

HacTpoiika MOHUTOPUHIa CUCTEMHOTIO XXypHana

CueHapui Heobxoanmo HacTpouTb QYHKUMIO MOHUTOPWHra CUCTEMHOrO XypHana
cnegyowmm obpasom:
BknounTte pernctpaumio NonbIToK BXxoga/Bbixoaa.
BkntounTe XXypHanupoBaHue onepauummn
OTansl HacTtponte yHKLMIO MOHUTOPUHIa CUCTEMHbIX XXypHaroB (Syslog)
KOHpurypauuu
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QTECH# configure terminal
QTECH(config)# logging userinfo
QTECH(config)# logging userinfo command-log

MpoBepka e BbinonHute komaHay show running-config | include loggging
KOHcpurypauuu 0551 0OTOOpaXXeHus1 KOHUTypaLmK.

e BbinonHute komMaHgy B pexume rnobanbHou KoHdurypaumm u
ybeautech, YTO cucTema co3aaeT XXypHarn

QTECH#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface gigabitEthernet 0/0

*Jun 16 15:03:43: %CLI-5- _CMD: Configured from console by admin
command: interface GigabitEthernet 0/0

QTECH#show running-config | include logging

logging userinfo command-log

8.4.10. CUHXpOHM3aLUMA NONb30BaTeNbCKOro BBoAa C BLIBOAOM XypHana

8.4.10.1. Pe3synbTaT KOHUrypauumm

e [lo ymonyaHuio, nonb3oBaTeNbCKUA BBOL CUHXPOHW3MPOBaH C BbLIBOAOM XypHana.
lNocne BKOYEHUA 3TOM OYHKLUUM BBOL COAEPXKMMOro BO BPEMSI BbiBOAA XXypHana
npogosKaeTca nocne 3aBeplleHus BbiBOOA KypHana, 4to obecneuuBaet
HEeNpepbIBHOCTb U LLIENOCTHOCTb BXOAHbIX AAHHbIX.

8.4.10.2. MpumeyaHus

e [laHHas kOMaHAa BbINOMHAETCS B peXuMe KOHPUrypauum TepMUHanbLHOro AocTtyna.
Heobxoanmo HacTpouTb 3Ty KOMaHAy A8 KaX4on NMHMK No TpeboBaHuIo.

8.4.10.3. dtanbl KOH(Urypaumum

CuHXpOHM3aUuMa Nonb3oBaTeNibCKOro BBoAa C BbIBOAOM XypHana
e (OononHuteneHo) o ymonyaHmio yHKUUA CUHXPOHMU3aLUKN OTKITOYEHA.

° Ecnu He YKa3aHO MHOeE, BbIMOJTHUTE 3TY HaCTDOI‘;IKy Ha KaXXOon NMUHUK coeanHeHns ans
CUHXPOHM3aLUnn1 Nonb3oBaTENIbCKOro BBoAa C BbiIBOAOM XXypHana.

8.4.10.4. NpoBepka KOHUrypaumm

e BbinonHute komaHgy show running Ans otobpaxeHns KOHpUrypaumm.
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8.4.10.5. CBsizaHHble HAaCTPOMKMU

CMHXpOHM3aLlM$I noJib30BaTeJyIbCKOro BBoga € BbiIBOAOM XypHana

KomaHga logging synchronous

Pexnm Pexum koHurypaumm coegmHeHns

KOHcpurypauuu

Wcnonb3oBaHue | OTa komMaHga wcnonb3yeTcs AN CUHXPOHM3aUUKM MOSb30BaTeNbCKOro

KOHUrypauunm BBOJA C BbIXOAHbIMWM [AaHHbIMW >XypHamna, u4Tobbl nNpefoTBpaTUTL
npepbiBaHMe BBOAA JaHHbIX Nofib3oBaTenem

8.4.10.6. NMpumep KoHUrypaumum

CMHXpOHM3aUMF| noJib30BaTeJyIbCKOro BBoga € BbIBOAOM XypHana

CueHapui Heob6xoaMmo  CMHXpPOHW3MpOBATb  MOMb30BaTENbCKME  OaHHble  C
BbIXOAHLIMM JaHHbIMW XXypHana cnegyowum obpasom:
1. Bkntounte oyHKUMIO CUHXPOHM3aLUn
OTansbl HacTtponTe yHKUNIO CUHXPOHU3aLUK
KOHdouMrypaumm
QTECH# configure terminal
QTECH(config)# line console 0
QTECH(config-line)# logging synchronous
MpoBepka BeinonHute komanay show running-config | begin line ans otobpaxeHus
KOHcpurypauum KOHcpurypauum

QR
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linecon 0
logging synchronous

login local

XypHana aBTOMaTU4eCcKM
QTECH(config)#vlan

changed state to up

QTECH(config)#vlan

QTECH#show running-config | begin line

Kak nokasaHo B cnegylolmx BbIXOAHbIX AaHHbIX, KOrga norb3oBaTenb
BeBoauT "vlan" coctoaHune wmHTepdperica 0/1 nameHsieTcs, U BbIBOAUTCSA
COOTBETCTBYOLLNI XXypHan. [locne 3aBepLueHus BbIBOAA XXypHana Moayib
oTobpaxaeT BBOAUMbIE
OaHHble "vlan", yTobbl Nonb3oBaTeNbL MOr NPOAOIKUTL BBOA.

noJib3oBaTeriem

*Aug 20 10:05:19: %LINK-5-CHANGED: Interface GigabitEthernet 0/1,

*Aug 20 10:05:19: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet 0/1, changed state to up

8.5. KoHTponb cocTtosAHUA

OuucTtka

NMPUMEYAHMUE: BbinonHeHMe KOMaH clear MOXeT NpUBECTU K NOTepe BaKHOW MHdopmMauum

n, cnegoBatesribHO, NpepbiBaHUIO pa6OTbI CJ'Iy)K6.

Onucanune KomaHpa

Ouunwwaet xypHan B 6ydepe | clear logging
namsTu

OToGpaxeHue

OnucaHue

KomaHpa

OTobGpakaeT CTaTUCTUKY XKypHarna v XypHarnbl B
Oydepe namsTM Ha OCHOBE METKU BPEMEHU OT
nepBoKn 40 nocnegHemn

show logging

OtobGpaxaeT KoOHUrypaumm u CTaTUCTUKY
CUCTEMHbIX XXYypHaroB (syslog)

show logging config

OTobpaxaeT CTaTUCTUKY >KypHamna Kaxzgoro
Moayns B cucteme

show logging count
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9. HACTPOUKA KOHTPOJIA COCTOAHUA

9.1. O630p

KOHTPOSIb COCTOSIHUA — 3TO WHTENNEeKTyasibHoe annapaTHoe YynpaBreHne Ons ceTeBbIX
yctponcte QTECH, Bknwoyaa perynvpoBKy CKOPOCTU BeHTUNATopa U MOHUTOPWHI

TemMmnepartypbl. KOHTpOJ'Ib COCTOAHUA BbINOMNHAET cneayrwme sagayn:

e ABTOMaTMYECKasl PerynmpoBKka 4acToTbl BpalleHWUsl BEHTUNSITOpa B 3aBUCUMOCTM OT
M3MEHeHNs TeMrnepaTypbl OKpy>KatoLLen cpeapl

o  MoOHUTOPUHI TemnepaTypbl NnaT B pexume peanbHOro BpeMeHu Arfs OnoBeLLEeHUs
nonb3oBaTenemn

Mo ymonyaHuio pyHKumMs KOHTPOb COCTOAHNA akTUBUPYETCS NOCcne BKNHYEHUsST YCTPOUCTBA.
[na atoro He TpebyeTcsa pyyHasa HacTpouka.

9.2. ®yHKUUN
9.2.1. ®yHKUUMN

BEHTUNATOPOB

PyYHKLUUA OnucaHue

MHTennekTyansHas CKopoCTb BpalLleHNs1 BEHTUIATOPOB PErynmpyeTcs aBToOMaTU4Yecku rno
perynupoBka Mepe U3MeHeHUA TemMnepartypbl B COOTBETCTBUU C I'IOTpGGHOCTFIMI/I
CKOpOCTH CUCTEMbI B paccenBaHUn Tenna

NHTennekTyanbHbIn

MOHUTOPWUHI
TemMmnepatypbl

TemnepaTypy. Ecnu
nopor, cucrtema

Cuctema aBTOMaTUYECKM KOHTpOnnpyeTt
TemMmnepartypa npesbillaeT OI'IpG[J,GJ'IGHHbIVI
aBTOMaTUYECKN reHepupyeT CurHan Tpesoru

KoHTponb nuTaHus

Cuctema aBTOMaTU4ECKU KOHTPOJTMPYET NMUTAHUE. Ecnn mowHocTb
HegocTatodHa WM He MOXeT ObITb onpeperneHa, cucrema
aBTOMAaTUYECKN CreHepupyeT CurHan TpeBsorun

9.2.2. UHTenneKTyanbHasa perysimupoBKa CKOPOCTU BEHTUNIATOPOB

Mo Mepe MOBLILEHUS UMM MOHWKEHUS TemnepaTypbl OKpYyXawlleihn cpedbl BEHTUNATOPbI
aBTOMaTUYECKN MOAHMMAIOT UMM YMEHbLUAKT CKOPOCTb BpalleHUsl, YToDObl paccesiTb TENmo u
ob6ecneynTb HU3KUIA YPOBEHD LLIYMa.

MpuHUMN paboTbl

lNMpoBepka KoHdUrypauum
e 3anyctute komaHgy show fan pgna otobGpaxeHuss paboyero COCTOSAHUA BCEX

BEHTUNATOPOB.

e BbinonHute komaHgy show fan speed ansa otobpaxkeHns CKOPOCTU BpaLLEHUS.

9.2.3. UHTennekTyanbHbIM MOHUTOPUHI TemMnepaTypbl

Cucrtema aBTOMaTUYECKN KOHTPOINMpyeT TeMnepartypy. I'IpM M3MEHeHUN TeMnepaTypbl CUCTEMA
aBToOMaTU4eCKn yBegomndaeT nonb3oBaTenen.
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9.2.3.1. MpurHUMN paboTbI

e Cucrtema 3amepsieT TemnepaTypy OAVH pa3 B MUHYTY. Ecnn TemnepaTypa npesbiiaeT
onpedeneHHbln  MOpPOr, CcuUcTemMa BbINOMHAET  COOTBETCTBYHOLLEE OeNCTBUE.
TemMnepaTypa 1 AeNCTBME pasHble Ha PasfUYHbIX YCTPOUCTBAX.

9.2.3.2. NpoBepka KOHhUrypauum

BbinonHute KOMaHOy show temperature gnga 0T06pa)KeHI/IFI TemMnepartypbl CUCTEMbI.

9.2.4. KoHTponb nuTaHuA

CucTemMa aBTOMaTUYECKM KOHTPONUPYET NMTaHne. Ecrnv MoWHOCTb NMTaHUS HeAoCTaTOYHa UMK
He MoXeT ObITb onpeaerneHa, cMcTeMa aBTOMaTUYECKN CreHepupyeT CurHan TpeBoru.

9.2.4.1. MpuHUMN paboThbI

Cuctema 3amepsieT MOLLHOCTb OAMH pa3 B MUHYTY. Ecnu cuctema o6GHapyxuBaeT
HeOQOCTaTOYHY MOLLUHOCTb, WHAMKATOP TPEBOMM CTAHOBUTCS KENTbIM, W MOSIBNSIETCH
coobLleHne CUCTEMHOro ypHana. [locne ycTpaHeHust coObITMS TpeBorM cucTema
BOoccTaHaBnuBaeTtcs. Ecnu cuctema He MOXeT uAeHTUUUMPOBATb MOAAHHOE NUTaHue,
MHOMKATOpP TPeBOTM CTAHOBUTCS KenTbiM. [locrne  OTKMYEeHUss nuTaHus  cuctema
BOCCTaHaBMMBAETCS.

9.2.4.2. NpoBepka KOHdUrypauum

BbinonHute KOMaHAay show power ansa 0To6pa>|<eH|/|$| VIHd)OpMaLI,VII/I O NMUTaHUWN.
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10. HACTPOUKA PKG_MGMT
10.1. O630p

YnpaeneHne naketamu (pkg_mgmt) — 3TO MOAYIb NPOBEPKN KOHpurypauum n obHOBNEHUS
annapatHoro obecnedyeHns. OTOT MOAyNb OTBeYaeT 3a YCTaHOBKY, OOGHOBNeHue/oTkaTt
CUCTEMbI, 3anpocbl U 0BCRyXMBaHME Pas3nNMYHbIX KOMMNOHEHTOB YCTPOWCTBA, CPean KOTOPbIX
obOHOBMEHME SBMSETCS OCHOBHOW (pyHKUunen. bnarogapsi 0GHOBNEHMIO NOMb3oBaTeNN MOryT
yCTaHOBUTb HOBYIO BEpCU0 NporpaMmmHoro obecnedeHus, 6onee cTabunNbHYO MU MOLLHYIO.
Bnarogapst mogynbHom cTpykType cuctema QTOS nogaepxvBaeT nonHoe 0OHOBMNEHME.

NMPUMEYAHUE: gaHHbI JOKYMEHT OTHOCUTCA TONbKO K Bepcun 11.0 n 6onee nosgHux.

10.2. NMpumeHeHune

NMpumeHeHue CueHapun
O6HoBneHne/OTKaT O6HoBneHne BcTpoeHHoro [1O noacucTembl, Hanpumep,
noacUCTEMbI 3arpy304HOro cektopa, sapa v KOpHEBbIX NpaB Ha yCTPONCTBE

O6HoBnenne nogcuctembl B | OB6HOBNEHNE NakeTa ¢ 0aHOM OYHKLUMEN Ha YCTPOMCTBE
OOHO AeNcTBUE

YcraHoBka natya YcraHoBUTE nat4 UM 0OHOBUTE oONpedeneHHyl 4acTb
KOMMOHeHTa hyHKLNM

ABTOCUHXPOHN3aL s ons | Hactponte nonntuky aBTOMaTUYECKOM  CUMHXPOHM3aALUUW,
obHoBNEHWS OnanasoH 1 nNyTb

10.2.1. O6HoBneHue/OTKaT NnoacUcTeMbl

10.2.1.1. CueHapum

Mocne 3aBepLueHnsa obHoBRNeHUst BCTpoeHHoro MO noacmucTemMsl BCe CUCTEMHOE NPOrpaMMHoe
obecne4veHune ycTporcTBa obHoBNSETCH, a obLiee nporpammHoe obecrneyeHre yny4laeTcs.
Kak npaBuno, MukponporpammHoe obecrnevyeHve MnoACUCTEMbl OTAENbHOro YCTPOWCTBA
Ha3bIBaeTCsl OCHOBHbLIM MaKETOM.

OcHOBHble hyHKLMN 3TOTO pexnma 0OHOBIEHNS CriegyroLme: Bce NporpaMmHoe obecnevyeHne
Ha ycTponcTBe OBOHOBMSIETCA MOCME 3aBepLUEHUs anrperaa; Takum obpasom, MCnpaBnsoTCs
BCE W3BECTHble OLWMOKM nporpamMmHOro obecneveHus. [na 3aBeplleHuss OOHOBNEHMUS
TpebyeTcst MHOrO BPEMEHM.

10.2.1.2. OnucaHue

OCHOBHOWM NakeT MOXHO COXpaHUTb B KOpHEBOM KaTanore TFTP-cepsepa, 3arpy3vTtb nakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuTb KOmaHay OOHOBMEHUs And rnokanbHOro obHoBMNeHns naketa.
OcHoBHOM MakeT Takke MOXHO COXpaHUTb Ha dnew-Hakonutene USB wunu SD-kapTe,
noakntounTb donew-Hakonutens USB K yCTPOMCTBY M BbINOMHUTL KOMaHay OGHOBReHusa Ans
0o6GHOBMNEHMSA NakeTa.

Mepe BbinonHeHMEM OBHOBEHNA HEOOXOOMMO COXPaHMTb NakeT Ha dnew-Hakonutene USB,
TaKk Kak pa3Mep OCHOBHOIO MakeTa CIULIKOM BENWK, YTOObl €ro MOXHO ObINI0 COXpaHUTb B
namsaTn yCTpomcTea.
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10.2.2. ObHOBNEeHUe noacucTeMbl B OAHO AeNcTBue

10.2.2.1. CueHapuu

O6HoBMTE MUKpONporpaMmmy aBTomaTmyeckmn 6e3 npepbiBaHusa paboTtbl cnyx6 B cucteme VSU
C OByMsi mogynamu ynpasnenusi. B pexume VSU nnu B aBTOHOMHOM pexume Mocre 3Tom
KOHUrypaumm ogHo u3 ycTponcTs ByaeT nepesanyLieHo, YTO NpUBEAET K NpepbiBaHNio paboThbl
cnyx6.

10.2.2.2. OnucaHue

OcHOBHOWM NakeT MOXHO COXpPaHUTb B KOpHEBOM KaTanore TFTP-cepBepa, 3arpy3nTb NakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuTb koMaHay OOHOBNEHUS ONist FIOKaNbHOro O6HOBNEHUS NakeTa.
OcHoBHOM MakeT Takke MOXHO COXpaHUTb Ha drnew-Hakonutene USB unu SD-kapTe,
NOaKNIYNTE K YCTPONCTBY cbnew-Hakonutens USB wnu SD-kapTy, a 3aTtem BbIMNOMAHUTb
KomaHgy obHOBNEHNA Ansi 0OHOBNEHMS NakeTa.

10.2.3. YcTaHOBKa naTtya

10.2.3.1. CueHapuu

YUToObl yCTpaHUTb OWNGKM NporpamMmmMHoro obecrneyeHuns 6e3 nepesarpyskm yCTPONCTBA, MOXHO
yCTaHOBUTb naTtyu. [laTyM NpMMEHMMbl TOMbKO ANSA WUCNpaBfeHus onpeaerieHHon Bepcum
nporpammHoro obecneveHus. Kak npaBuno, natynm MNpUMEHATCA ANS  MUChpaBreHus
NPOrpaMMHOro obecneyeHns onpeaeneHHon BepCcum ToNbKO B TOM Clyvae, ecrv YCTPOWCTBO
He MOXeT ObITb 3anyLleHO B cpee Nornb3oBaTensi.

Camas BaxHasa ¢yHKUMA OOHOBMEHUA MOCPEACTBOM MaTya 3akntovaeTcss B TOM, 4TO BCe
ownbkn MoryT ObITb UcCnpaBreHbl 6e3 nepesarpy3kum YCTPOMCTBA MOCMNE 3aBEPLLEHMS
oGHOBNEHMS.

10.2.3.2. OnucaHue

Bbl MOXeTe coxpaHuTb AaHHbIA NakeT B KOpHEBOM kaTtanore TFTP-cepsepa, 3arpy3ntb naket
Ha YCTPOMCTBO W BbINOAHUTE O6OHOBMeHWe. [latTy Takke MOXHO COXpaHUTb Ha
drnew-Hakonutene USB nnu SD-kapTe, NOAKMIOYATL K YCTPONCTBY donew-Hakonutens USB nnm
SD-kapTy, a 3aTem 3aBepLUMTb 0OBHOBNEHME.

10.3. dDyHKUUN

10.3.1. Ba3oBble KOHLUenuuu

Moacucrema
MoacmcTema HaxoaUTCS Ha yYCTponcTBe B Buae obpasos. [Nogcnctema QTOS BkovaerT:
e Dboot: lNocne BKNOYEHUA YCTPOMCTBO CHAyarna 3arpyxaeT W 3anyckaeT 3arpy304Hyto

nogcuctemy. 9Ta NoAacucTemMa OTBeYaeT 3a MHMUManM3auulo YCTPONCTBa, 3arpy3ky u
3anyck o6pa3oB CMCTEMbI.

e kernel: agpo sABNAeTCA OCHOBHOW YacCTbl ONEpPaLUoHHON CUCTEMbI. ITa nogcmcremMa
3awmwaeTr coctaB obopygoBaHMS  CUCTEMbI M MPEAOCTaBseT  NPUNOXEHUSM
abcTpakTHyto pabouyto cpeqy.

e rootfs: rootfs — aTo Habop NPUNOXEHU B CUCTEME.
OcHoBHOM NnakeT

e OcHOBHOM MakeT 4acto wucnonb3yetrca pAns o6HoBMeHusi/oTkaTa noaCcUCTEMBI
oTaenbHoro yctponctaa. OCHOBHOW NakeT — 3TO KOMOUHMPOBaHHbIN NakeT NOACUCTEM
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3arpysku, sgpa u rootfs. OCHOBHOM nakeT MOXET ucnonb3oBaTbCA Ansi obuiero
obHoBNeHus/oTKkaTa CUCTEMBI.

10.3.2. O630p

DyHKUMSA OnucaHue

O6HoBneHne/OTKaT U O6HoBnsAeT/OTKaTbIBAET NOACUCTEMY

ynpasrneHune
KOMMNOHEHTAMMU

noacnucTeMbI

10.3.3. O6HoBRneHne/OTKaT U ynpaBneHne KOMMNOHEeHTaMun NoACUCTEMbI

O6HoBneHNe/oTKaT NOACUCTEMbI HanpaBfieHO Ha OOHOBIEHME MPOrpaMMHOro obecnevyeHus
nyTeM 3amMeHbl KOMMOHEHTOB MNOACUCTEMbI YCTPOWCTBA KOMMOHEHTaMW MOACUCTEMbI B
MUKponporpaMmme. KOMMNOHEHT NOACUCTEMbI BbLIMONIHEH C Yy4eTOM pe3epBupoBaHus. B
OonbLUMHCTBE CryYyaeB MNOACUCTEMbI YCTPOMCTBA HE 3aMEHSIOTCS HEMNOCPEACTBEHHO Ha
noacucTemMbl B Makete BO Bpems o0OHoBneHus/oTkata. Bmecto 3TOro Ha YyCTpPOWMCTBO
Ao06aBnaTCA NOACUCTEMBI, @ 3aTEM OHW aKTUBMPYHOTCS BO BpeMsl 06HoBneHus/oTkaTa.

10.3.3.1. MpuHUKMN paboTbl

O6bHoBneHue/OTKaT

Ha ycTponcTBe CyLLeCcTBYIOT pasnunyHble MOACUCTEMbl B pasfnuyHbiX doopmax. [loaTomy
oOHOBNEHME/OTKAT 3aBUCUT OT Pa3IIMYHbIX NOACUCTEM.

e boot: kak npaBuno, aTa noacucrtema cyuwecTtByeTr Ha yctponctse norflash B Buge
o6pasoB. [loaTomy oO6GHOBNEHue/oTKaT 3TOW MNOACUCTEMbI 3aKM4YaeTcs B 3anvcu
obpasa Ha ycTpoicTBo norflash.

e Kkernel: aTta nogcuctema cylwecTByeT B onpegeneHHoOM pasgerne B Buae hawnnos.
MoaTomy ob6HOBREHME/OTKAT 3TON NOACUCTEMBI 3aKNOYaeTCs B 3annucu dansos.

e rootfs: kak npaBuno, ata nogcuctema cyuiectsyeT Ha yctponctee nandflash B Buge
o6pasoB. [loaTomy o6GHOBNEHue/oTKaT 3TOW MNOACUCTEMbI 3aKMYaeTcs B 3anucu
obpasa Ha ycTtponcTeo nandflash.

YnpaBneHue

BbinonHute 3anpoc KOMMNOHEHTOB NOoACUCTEMbI, OOCTYMHbIX B AaHHbLIM MOMEHT, a 3aTem
3arpy3nte KOMNOHeHTbl NOACUCTEMbI NMPU HeobXxoanMocCTH.

Kaxablh  KOMMOHEHT noAcucTeMbl BbIMOMHEH C  Y4eTOM pesepBupoBaHus. Bo Bpewms
obHoBneHus/oTKaTa:

e boot: 3arpysoyHas nogcucTtema BCerga COOEPXKUT YMNPaBMSAIOLLYH 3arpy3odHyto
MOACUCTEMY W pEe3epBHY 3arpy3odHyld noacucteMmy. B npouecce 0GHOBReHMs
3afeicTBOBaHa TOJbKO YMpaBnsiollas 3arpy3odHasl noAcucteMa, a pesepBHas
3arpy3oyHasi noacucTema CrnyxuT ans pe3epBHOro KonvpoBaHUs.

e Kkernel: nogcuctema sgpa cogepxuT xoTs Obl 0aHY pesepBHyo konuto. [Npu Hanuunm
A0CTaTOYHOro NPOCTPaHCTBa AonycKaeTca 6onbLUee KONMYECTBO Pe3epPBHbIX KOMUIA.

e rootfs: nogcuctema rootfs Bceraa cooepxut pe3epBHYIO KOMUIO.

KoMMOHEeHT 3arpysku He BXoauT B cdyepy ynpasneHus nogcuctemamm ns-3a ero cneundgukn. Bo
Bpems OBOHOBMNEHUA s4pa UK KOMMNOHEHTa noacuctembl rootfs moaoynb o6HoOBReHUsi/oTkaTa
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BCerga 3anuncbiBaeTt VICI'IOJ'Ib3yeMbIl7I KOMMOHEHT MNOACUCTEMbI, W3ObITOYHbIA KOMMOHEHT
noacunucTemMbl n VIHd)OpMaLI,I/IlO ynpaeiieHna O pa3rinyHbIX BEPCUAX.

10.3.3.2. CooTBeTCTBYHIOLAA KOHDUrypaums

OobHoBnReHune

e CoxpaHute cbann OBGHOBMEHMA HA NOKanNbHOM YCTPOWCTBE W BbIMOMHATE KOMaHAy
upgrade ans o6HOBNEHUS.

10.3.4. O6HoBneHne/OTKaT 1 ynpaBrieHMe naketamm ropsaumx ucnpaBreHumn

10.3.4.1. MpuHUMN paboTbl

O6HoBMEHNE KOMMOHEHTA 3aMeHsieT (PyHKUMOHanbHble annbl Ha ycTponcTee hannamm
KOMMOHEeHTa B NakeTe.

O6HoBNEHME NakeTamm ropsiunx UCnNpaBrneHun aHanorMyHo OoBHoBNEHNO PyHKUMI. PasHunua
3aKkIIo4yaeTcsi B TOM, YTO BO BpeMs OOHOBNEHUS NAKETOM ropsiYero UcnpaeneHns 3aMeHsIITCs
TONbKO dannbl, noanexaume obHoBneHuto. Kpome TOro, nocrne 3ameHbl HOBble hainbl
BCTYNaloT B CUIy aBTOMaTUYECKN.

lNocne nakeTHoro o6HOBNEHNS OTAENbHbBIN KOMNOHEHT HE MOXET OblTb OOHOBMEH.

YnpaBneHue

AHarnorMyHo ynpaeneHunto KOMMOHEHTaMu, yrnpaBrieHWe naTtyamMy Takke BKM4YaeT B cebs
onepauuu 3anpoca, YCTaHOBKM U yAaneHusi, KoTopble SBMSOTCA pesynbTaToM AoGaBneHus,
3anpoca 1 yaaneHus AaHHbIX COOTBETCTBEHHO.

ynpaBneHme nat4yamMm " KOMIMOHEeHTaMn OcCyLllecTBnAeTCA Ha OCHOBe OdHOM N TOM e
TexHonorun. PasHuua 3aknioyaeTca B TOM, YTO NaTyu BKIKOYaOT TPpU pPa3fmMyHbIX COCTOAHUA:
He YCTaHOBJ1EHbI, YCTAHOBJ1€HblI N aKTUBUPOBAHbI. 3TN COCTOSIHMS ONUCAHbI HUXE:

MaTty B COCTOSAHUM YCTaAHOBJ1IEHO YKa3blBa€T TOJIbKO Ha TO, YTO 3TOT nNaty CywlecCTByeT Ha
yCTpOVlCTBe, HO OHO elle He BCTynuno B cuny. D,OI'IyCTI/IM TOJNTIbKO MaT4 B aKTMUBMPOBAHHOM
COCTOAHUN.

10.3.4.2. CooTBeTCTBYHIOLLAA KOHDUrypauums

O6bHoBneHue

e CoxpaHute dann o6HOBNEHUS B nokanbHOW (OaNNoOBOM CUCTEME W BbINOMHUTE
KomaHgy upgrade gng obHoBMREHUS.

AKTMBauusa natya

e [InA BpeMEeHHON akTMBaLuM UCMpaBleHnst MOXHO 3anycTWTb koMaHgy patch active.
WcnpaBneHne CcTaHOBUTCA HeOencTBUTENbHLIM TMOCNe nepesanycka YCTpPoWcTBa.
YUTo6bl MCMonb3oBaTb 3TO UCMpaBreHWe Mocre nepesarpys3ku YCTPOMCTBA, €ro
Heo6XxoaMMO aKTUBMPOBATL NMOBTOPHO.

e MoXHO Takke 3anycTuTb kOMaHay patch running, 4Tobbl aKTMBMPOBATL UCNPaBIIEHNe
Ha MOCTOSAHHOM OcHoBe. [locne 3Toro ncnpaeneHne ocTaeTca AeNCTBUTENbHBIM Aaxe
rnocrne nepesanycka ycTponcTBaa.

e HeakTMBMpOBaHHOE MCNpaBieHNe HUKOrAa He CTaHeT AENCTBYHOLLMM.
OdeakTnBauus natya

e YT0bBbI AEeakTMBMPOBaTL UCMpaBneHne, BbINONTHUTE KOMaHay patch deactive.
YpaneHue natyam

e [1ng ynaneHus ropsdero ncnpasneHnsa MOXHO BbIMOMNHUTL KoMaHay patch delete.
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10.4. KoHdurypaums

KoHdurypauus OnucaHve n KomaHga

O6HoBnenne/OTtkat | OCHOBHOW  (DYHKUMEN KOHUrypauum SBNAETCA YCTaHOBKa U
BcTpoeHHoro 10 obHoBneHne/oTkaT BcTpoeHHoro MO noacuctembl, naketa PyHKUUA 1
nakeTa ropsiyero ucnpasreHus. 3Ta KoMaHga AeCcTBUTENbHA Kak Ha
YCTPOWCTBE OTAENbHOro TUMa, Tak U Ha YCTPOMCTBE TuNna Laccu

upgrade url [ force ] url — 9TO nokanbHbIA NyTb, rae
XPaHUTCS MUKponporpamma. Jta
KOMaHga  ucrnonb3yetca  Ans
OOHOBIEHNST  MMUKPOMpPOrpaMmbl

yCTponcTea
upgrade download tftp:/ path [ | path — 3To nyTb K
force ] MUKpOMporpaMmMe Ha cepBepe.

OTa komaHga ucnonb3yeTcs Ans
3arpy3kMm  MUKpOMNporpaMmmbl  C
cepBepa W  aBTOMAaTUYECKOrO
obHoBNEeHNA nakeTa

upgrade download path — 370 nyTb K
MUKpOrnporpamme Ha cepBepe.
via mgmt number: Ecnun pexum
nepegaun oob tftp n umeetcsa
Heckonbko noptoB MGMT, MOXHO
BblOpaTh onpeaeneHHbIN NopT.

oob_tftp://path [ force ]

OTa komaHaa ucnonb3yeTcs Ans
3arpy3kMm  MUKpOMNporpaMmmbl  C
cepeepa W aBTOMaTU4YECKOrO
obHoBNEHNA nakeTa

patch active BpemeHHo akTusmpyet
ncnpasneHve
patch running AKTMBUMPYET UCNpaBfieHne Ha

NMOCTOSIHHOM OCHOBE,

[eakTnBaums 1 | (JononHuTenbHo) fleakTMBMpYeT UK yaanseT ropsyee ucnpasneHne
yaaneHue _ropsyero
ucnpasnexns patch delete YnansieT ropsiyee ucnpaeneHne

10.4.1. O6HoBneHne/OTKaT BCTpoeHHoro MO

10.4.1.1. Pe3ynbTaT KOH(pUrypaumm

JocTynHble MUKPONpPOrpaMmbl BKIKOYAKOT OCHOBHOM NakeT.
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e [locne 3aBeplleHnss OOHOBMEHNST OCHOBHbIM MakeTOM BCE CUCTEMHOE MpPOrpaMMHOe
obecrnevyeHrne Ha NMHENHOW KapTe OBHOBMSIETCA, a nporpammHoe obecrneyeHne B
Lenom ynyyiaeTcs.

NMPUMEMAHME: kak npaBuno, ana obHOBMEHUA yCTPONCTBA OTAENBbHOrO TUMa BbiMycKaeTCs
OCHOBHOW Naker.

10.4.1.2. 9Ttanbl KOH(Urypauum

O6HoBNeHMe OCHOBHOIO NakeTa Arnsi OAHOro yCTpoucTBa

e [lononHuTtenbHas kKoHdurypaums. 3Ta KoHdurypauma Heobxoamma, ecnm Tpebyetca
0B6HOBUTL BCE CUCTEMHOE NMporpammMHoe obecrneyeHe yCTponcTBa.

e 3arpy3aute MUKpPOMpOrpamMMy Ha JoOKarbHOE YCTPOWCTBO M BbIMNOMHUTE KOMaHay
upgrade.

NMPUMEYAHMUE: kak npaBuno, ans oOHOBMEHMS YCTPOWCTBA OTAENbHONO TMMNa BbIMycKaeTcs
OCHOBHOW Maker.

10.4.1.3. NpoBepka KoOH¢pUrypaumum

e [locne OOHOBNEHWSI KOMMOHEHTA MNOACUCTEMBbI MOXHO 3amnyCcTUTb KOMaHgy show
upgrade history, 4To6bl NPOBEPUTL, YCNELLHO N BbINOSIHEHO OGHOBMEHME.

e [ocne oGHOBNEHUSI NAKETOM rOPSIYMX UCTIPABIEHMIN MOXHO 3anycTuUTb komaHay show
patch, 4ToGbl NPOBEPUTL, YCNELLHO N BbINONTHEHO OGHOBIEHNE.

10.4.1.4. KomaHAabl

O6HoBNeHue
KomaHga upgrade url [ force ]
Onucanuve force ykasbiBaeT Ha NpuUHyauTENbHOE OOHOBMNEHME
napameTpos
Pexnm MNpuBUNErnpoBaHHLIN PEXNUM
KOHdpurypauuu
KomaHga upgrade download tftp:/path [ force ]

upgrade download oob_tftp:/path [ force ]

Onuncanwne url - ykasbiBaeT nyTb K MuKpornporpamme B (QansioBoM CUCTEME
napameTpoB ycTponcTsa. force ykasbiBaeT Ha NpuHyanTensHoe obHOBNEHNE
Pexnm MpuBUNErMpoBaHHbIN PEXUM
KOHcpurypauuu

150

@ §) QTECH

MWP OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtporika pkg_mgmt

OTob6paxxeHne MMKponporpaMmmbl, COXpaHEHHOW Ha YCTPOUCTBE

KomaHga show upgrade file url

Onucanune url: ykasbiBaeT nNyTb K MUKpornporpamme B pannoBon cucreme
napameTpoB yCcTponcTea

Pexnm MpuBunernpoBaHHbIN PeXnm

KOHGoUrypaumm

OTob6paxeHne ncTtopun O6HOBIIEHUN

KomaHga show upgrade history
Pexxum MpuBMNErMpOBaHHLIN PEXNUM
KOHdourypaumm

OTob6paxeHue yxe yCTaHOBIIEHHbIX KOMMOHEHTOB

KomaHga show component [ component _name |

Onuncanue [ component _name ]: UM KOMMNOHEHTA

napameTpos Ecrnu 3HauyeHWe 3Toro napameTpa He yKasaHo, KoMaHAa UCMomnb3yeTcs
AN OTOOpaXeHWsi BCEX KOMMOHEHTOB, Y€ YCTAHOBMEHHbIX Ha
YCTPOWCTBE, U OCHOBHOM MH(popMaLmMm 06 3TUX KOMMNOHEHTaX.
Ecnu 3Ha4yeHne 3TOro napameTpa ykasaHo, KomaHaa Mcnonb3yeTca s
oTOOpaxeHnss nogpobHoOM  MHdopmMauum O  COOTBETCTBYIOLLEM
KOMMOHEHTE, NPOBEPKN LIENIOCTHOCTM KOMMOHEHTa WU NPOBEPKN €ro
NCNpaBHOCTU

Pexnm MpuBUNErnpoBaHHLIN PEXUM

KOHcpurypauum
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10.4.1.5. Npumep KoHcpUrypaumum

Mpumep oGHOBNEHUA MUKpoONpoOrpaMmMbl MNOACUCTEMbI Ha YCTpoOMCTBe

oTAaeNnbHOro Tuna

CeTteBas cpegna

Mepen obHoBReHWeM HeobGXoAMMO CKONMMpoBaTb MUKPOMpPOrpaMMmy Ha
ycTporictBo. Mopaynb OGHOBNEHUss npenocTaBnsieT  cregykowme
peLLeHus.

3anyctute HekoTopble KOMaHabl PansIoBON CUCTEMBI, TAKUE Kak
copy tftp u copy xmodem, 4ToGbI CKONMPOBaTb MUKPONPOrpaMmy
Ha cepBepe B aWnoByld CUCTEMY YCTPOWCTBA, a 3aTem
3anyctute  koMaHgy upgrade url, 4TtOo6bl  OBHOBUTH
MUKPOMNporpamMmmy B JIOKarbHOM pannioBon cucTeMe.

3anyctute KOoMaHay upgrade download tftp://path
HenocpeacTBEHHO ans 0OHOBIEHMS dannom
MUKpOnporpamMmsl, XxpaHawmmes Ha tftp-cepsepe.

Ckonmpynte wmwukponporpammy Ha USB dnew-HakonuTens,
BcTaBbTe USB dhnew-Hakonutens B yCTPOMCTBO M 3anyctute
komaHgy upgrade url, 4yTobbl OOHOBUTL MUKPOMpPOrpamMmy Ha
USB dnew-Hakonutene unm SD-kapTe

OTansb!
KOHdoUrypaumm

BbinonHuTe komaHgy upgrade.
lMocne obHOBMEHMS NOACUCTEMBI NEpPe3anyCcTUTe yCTPOMUCTBO

QTECH# upgrade download
tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin
Accessing

tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin...
e R

Transmission finished, file length 21525888 bytes.

Upgrade processing is 10%

Upgrade processing is 60% Upgrade processing is 90%

Upgrade info [0K]

Kernel version[2.6.32.91f9d21->2.6.32.9f8b56f]
Rootfs version[1.0.0.2ad02537->1.0.0.1bcc12e8]

Upgrade processing is 100%

Reload system to take effect!
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Reload system?(Y/N)y

Restarting system

MpoBepka
KOHUrypauum

e [lpoBepbTe BEPCUIO CUCTEMbI Ha TeKywem ycTtpouctse. [lpu
N3MeHeHUn uHopmaumm o Bepcun OBHOBMEHWE BbIMOMTHEHO
yCneLwHo

QTECH#show version detail

System description : EG1000m

System start time : 1913-10-19 02:25:28
System uptime : 0:00:00:50

System hardware version : 1.00

System software version : eg1000m_RGO0S11.0(1C2)
Release(20131022)

System boot version :1.0.0.e7a1451
System core version 1 2.6.32.9f8b56f
System main version :1.0.0.1bcc12e8
System boot build : unknown

System core build : 2013/10/22 04:54:03
System main build : 2013/10/22 5:33:38

I'Ipumep YCTAaHOBKM NnakeTa OOHOBNEHUN Ha yCTpOﬁCTBe oTAeNNIbHOro Tuna

CeTteBasd cpena

Mepen obHOBRNEHMEM HeoBXOOMMO CKOMMPOBATb MWKPOMNPOrpaMmy Ha
yctponcteo. Moaynb O6GHOBREHWs NpedocTaBnseT  cnegyouine
peLLeHns.

e 3anyctute KoMaHabl (hannioBoM CMCTEMbI, Takne Kak copy tftp n
copy xmodem, 4TOGbI CKOMMPOBaTb MUKPOMPOrpamMmy Ha
cepBepe B (hannoBylo cUCTeMy YyCTPOMUCTBA, a 3aTeM 3arnyctute
komaHay upgrade url, 4To6bl OBHOBUTL MUKpPOMNPOrpaMmy B
nokanbHOM (hannoBon cucteme.

e 3anyctute KoMaHay upgrade download tftp://path
HenocpeaCcTBEHHO A5 0OHOBNEHMS (hannomMm MUKPONporpamMmel,
XpaHswmmces Ha tftp-cepsepe.

e CkonupynTe MuKponporpammy Ha ¢new-Hakonutens USB,
noakntounte cdnew-Hakonutenb USB K YCTPOWCTBY M 3anyctuTe
komaHay upgrade url, 4yToGbl OBGHOBUTL MWKpPOMPOrpaMMmy Ha
dnew-Hakonutene USB

JTanbl
KOHoUrypaumnm

e BobinonHute komaHgy upgrade.
e  AKTUBMpYWTE ropsyee ncrnpasrieHne
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QTECH#upgrade download
tftp://192.168.201.98/eg1000m_RG0S11.0(1C2)_20131008_patch.
bin

Accessing
tftp://192.168.201.98/eg1000m_RGOS11.0(1C2)_20131008_patch.

bin...
T o

Transmission finished, file length 9868 bytes.
Upgrade processing is 10%
Upgrade processing is 60%

Upgrade info [0K]
patch_bridge version[1.0.0.1952]
Upgrade processing is 90%

Upgrade info [0K]
patch_install version[1.0.0.192e353]
QTECH#patch running

The patch on the system now is in running status

MpoBepka
KOHdpurypauuu

[MpoBepbTe HanMuuMe TropsYUX UCMpPaBrneHW, YCTAHOBIIEHHbIX Ha
TeKyLLleM YCTPONCTBE

:patch package patch_install installed in the system, version:pal
Package : patch_bridge
Status : running
Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277  Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None

10.4.1.6. TUNNYHbIE OLLUUNDKHU

Ecnu Bo Bpemsi 06HOBRNEeHUsA npounsowna ownbka, mogynb o6HoBRNeHNa otobpasnT coobLueHne
06 ownbke. Huxe npuBeaeH npumep:

Upgrade info [ERR]

Reason: create config file err(217)
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Hwke npvBegeHoO onmMcaHuWe HECKONbKMX TUMOB pacnpoCTpaHeHHbIX coobuieHun ob
owmnbkax:

Invalid firmware (HegonycTMmasa MuKponporpamma): npudMHa B TOM, 4TO
MUKponporpamma MOXeT ObiTb NnoBpexaeHa unu HeBepHa. PekomeHayeTca cHoBa
NOMy4YnUTb MUKPONPOrpaMmMy 1 BbINOMHUTL OGHOBEHME.

Firmware not supported by the device (mMukponporpamma He noggepxuBaeTcs
ycTponctBoM): [lpuuMHa B TOM, 4YTO Bbl MOXeETe Mo owubke nCnonbL3oBaTb
MUKponporpammy  ApyrMx  ycTpouctB.  PekomeHgyeTca  cHoBa  NOnyYuTb
MUKponporpamMmmy, NPoOBEPUTL NaKeT M BbINOSHUTL onepaumio 0GHOBMNEHWS.

Insufficient device space (HegocTaToOyHO MecTa Ha YCTPOWCTBE): Kak npaBuno, aTa
owmnbka BO3HMKAET Ha YCTPOWCTBE Tuna Lwaccu. PekomeHayeTcs npoBepuUTb,
NOCTaBMAETCA NM YCTPOUCTBO ¢ donew-Hakonutenem USB nnn SD-kapton. O6bI4HO 3TO
YCTPOMCTBO OCHaLleHO hnew-Hakonutenem USB.

10.4.2. QeakTuBauua u yganeHue ropsiuero ucrnpasneHus

10.4.2.1. Pe3ynbTaTt KOHUrypaumm

AKTMBMPOBaAHHOE ropsiyee UcnpasneHve AeakTUBMpyeTcs Unn yaansieTcs.

10.4.2.2. NpumeyvaHue

HeakTvBMpoBaHHOE ropsiyee UcrnpasneHe Henb3s AeakTUBNpoBaThb.

10.4.2.3. dTanbl KOHpUrypaumum

DeakTnBauus ncnpasrieHusn

HononHutenbHasa koHdUrypaums. Ytobbl AeakTMBMpoBaTb UCMPaBNEHUE, BbIMONHUTE
KomaHgy patch deactive.

YpaneHue ropsa4yero ncnpasrneHus

[ononHutenbHasa KoHgpurypaums. Ytobbl yaanuTb yXKe YCTaHOBMEHHOE ropsiyee
ncnpasneHue, BbINONHUTE KOMaHAy patch delete.

10.4.2.4. NMpoBepka KoOH¢pUrypaumm

MoxHo 3anycTuTb komaHay show patch, 4ToObl NpoBepwTb, aKTMBMPOBAHO M
ncnpaeneHne Unu yaaneHo nm oHo.

10.4.2.5. KomaHaa

YaaneHue ropsidero ncnpaBiieHusA

KomaHga patch delete

Pexnm MpuBMNErnpoBaHHbIN PEXnMm

KOHoUrypaumnm

BcTpoeHHas OTa kOMaHga wucnonb3dyetca AnS  yAaneHus MUKponporpammbl U3
nogckaska yCTpOWCTBa
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10.4.2.6. Npumep KoHcpuUurypaumm

DeakTnBauua n yAaneHne ncnpaBjieHnsA Ha YCTpOVICTBe oTAeNIbHOIro Tuna

OTansb!
KOHGoUrypaumm

e 3anycTute KOMaHOy AeakTUBaLUWN UCMPaBEHUS.
e 3anycTute KOMaHay yaaneHust ucnpaBreHus

QTECH#patch deactive

Deactive the patch package success
QTECH# patch delete

Clear the patch patch_bridge success

Clear the patch success

lMpoBepka
KOHdoUrypaumm

OTobpaxeHne CoCTOsIHMS UCMPaBIIEHNS

QTECH#show patch

No patch package installed in the system

10.4.2.7. TUNNUYHBI

e OLUUOKM

e Ecnu wucnpaeneHne He akTMBMpPOBAHO, BbLINOMHUTE KOoMaHdy patch deactive.
PekomeHayeTcsa npoBepuTb cocTosdAHME ucnpasrneHms. KomaHay patch deactive moxHo
3anycTuTb TOMBbKO B TOM Clyvae, €CnvM WUCMpaBfieHMEe HaxogauTCsi B COCTOSHUM

status:runn
10.5. KoHTponb
10.5.1. OuncTka

ing.

COCTOAHUA

OnucaHue

KomaHpa

nakeT I/ICI'IpaBJ'IeHVIIZ

YpanseTr ycTtaHoBrneHHbln | patch delete [ slot { num | M1 | M2 | all } ]

10.5.2. OTo6paxeHue

OnucaHue

KomaHga

YCTaHOBJIEHHbIE

YCTPOWCTBE, U UX UH(popMaLmIo

OtobpaxaeT BCe KOMMOHEHTLI, yxe  show component [component _name ]

Ha TeKyLweMm

OTtobpaxaeT nctopmo 06HOBNEHUI show upgrade history
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11. HACTPOUKA OPENFLOW
11.1. O630p

OpenFlow — 3T0 ceTeBOW NPOTOKOS Mepefadn [OaHHbIX, KOTOPbIA OTAEeNsieT MNMOCKOCTb
nepecbiikn (forwarding plane) oT NNoOckocTy ynpaBreHust ceTeBbIX YCTPOUCTB (control plane),
4yTOObl OHM MOrnM ObiTb 3a4EeNCTBOBaHbI TOMbKO ANS Nepecbifiki. YNpaBneHne BCen CeTbio
3aTeM CKOHLUEHTPMPOBAHO Ha OOHOM KOHTpOMnepe, KOTOpbI reHepupyeT u oTnpasnset
npasuna nepecbiniku B Tabnuuy NOTOKOB Ha ceTeBble YCTPOMCTBA C MOMOLLbIO NPOTOKONa
OpenFlow, TeM caMbIM LEHTPann3oBaHHO KOHTPOMUPYS MMNOCKOCTb YMNpaBfeHUa U CHUXas
3aTpatbl Ha obcnyxmMBaHue.

11.1.1. Cneundmkaumm npoTokKona

o Cneundmkauna kommytatopa OpenFlow sBepcun 1.0.0

11.2. BapuaHTbl NpUMeHeHuUs

BapuaHtbl npumeHeHusa CueHapun

LleHTpanu3oBaHHOe BbinonHeHune LeHTpanmM3oBaHHOro ynpaBneHns
yrnpasneHue ayTeHTudnkaumnen

11.2.1. UeHTpanu3soBaHHOe ynpaBneHue

11.2.1.1. MNpumep npuMeHeHUA

Mpotokon OpenFlow MoXeT wncnonb3oBaTbCA ANS  LEHTPanvM3oBaHHOIMO  ynpaBneHus
ayTeHTUrKauuen Ha ycTpomcTeax gocTyna.

Kak nokasaHo Ha /306paxkeHnn Huxe, yCTaHOBUTE KOHTPOMMep Hag yCTponcTtBamu JOCTyna
ANSA ynpaeneHusa yHKumMen aytTeHTudunkaumm ycTpomcTB AoCTyna, YTobbl ayTeHTudmkaums (8
NNOCKOTU ynpasrneHus) nepemectunacb oT yCTPOMCTB A0CTYNa K KOHTponnepy.

e KoHTponnep 3anpawmBaeT YCTPOMCTBO AOCTyna AnA OTNpaBKM NakeTa MpOBEPKM
noasIMHHOCTN camomy cebe ¢ nomoLlbio npoTokona OpenFlow.

o KoHTponnep 3aBepLuaeT NpoLecc NpoBepkn NOANMHHOCTM U OTNpaBnseT pesynbTathl
NPOBEPKM NOANMHHOCTM Ha YCTPOMCTBO AOCTYNa ¢ noMoLbto npotokona OpenFlow ans
KOHTPONSA JOCTYNa KOHEYHbIX NoNb3oBaTenen.
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&

{115

&7y

3
PucyHok 13.

11.2.1.2. OnucaHue pyHKUUU

3anyctute knneHT OpenFlow Ha ycTponcTBax goctyna, 4Tobbl COEANHUTL YCTPONCTBA
A0CTyna C KOHTPOJINIEPOM.

3anyctute cepBep OpenFlow Ha KoHTponnepe, 4Tobbl BLIMOMHUTL OOHapyXeHue
YCTPOWCTB 1 ynpaBrneHue nmu.

11.3. CBeaeHusa o PyHKLUMU

11.3.1. Ba3oBble KOHLUenuuu

Tabnuua noTokoB

Tabnuua noTokoB NpeactasnseT cobor 6a30ByH0 CTPYKTYPY OaHHbIX 4115 CETEBOro yCTPONCTBA,
KOHTponupyioLlee nonuTukn nepecbinkn. CeTeBoe YCTPOWCTBO orpefenser, Ha OCHOBe
Tabnuubl NOTOKOB, COOTBETCTBYIOLLIEE AENCTBNE, KOTOPOE ByaeT BbINOMHATLCA A9 CETEBOro
Tpaduka, NocTynaroLLero B camo ceTeBoe YCTPOMUCTBO.

CornacHo npotokony OpenFlow, Tabnuua nNOTOKOB COCTOUT M3 Tpex 4vacTen: 3aroroska,
cyeTyYMKa 1 gencTeus.

Header (3aronoBoK): 3aronoBOK onpeaensieT uHAekCc Tabnvubl NOTOKOB U COCTOUT U3
pa3nMyHbIX MONEeN NakeToB, COOTBETCTBYIOLLMX OnMpeaerieHHbIM noTokam. OTu nons
BKMo4vaoT, nommmo npoyero, MAC-agpec nctouHmka, MAC-agpec HasHaveHusi, T1n
Ethernet-npoTtokona, IP-agpec uctodHuka, IP-agpec HasHadeHud, Tun IP-npoTokona,
NopT UCTOYHMKA U MOPT HAa3HAYEHNS.

Counter (cyeTymk): MCnonb3yeTcsa Anga nogcyeTa AaHHbIX BblAeNeHHOro Tpaduka.

Action (genctsue): gencTtBue npenctasnset cobown Tpurrep AN MNepecbiriku npwu
coBnageHnun Tpaduka, KOTOpPOe BKIIOYAET, HO He OrpaHN4YnMBaeTCs OTMEHOW,
TpaHcNAUMEN N NepecbInKon.
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CoobuweHue
Mpotokon OpenFlow noggepxuBaeT Tpu kateropum coobuwieHni: controller-to-switch,
asynchronous n symmetric. Kaxgaa kateropus COOOLEHWUA BKMOYaAET HECKONbKO TUMOB
noacoobuieHnn. Huxke onncaHbl Tpu KaTeropmm coobLLEHWIA:

e controller-to-switch: MHMUMMpPYETCA KOHTpOMMEpoOM ANs yrnpaBfeHUss U MonyvYeHust
COCTOSIHMA CETEBOrO YCTPONCTBA.

e asynchronous: uHUUMMPYeTCs CeTeBbIM YCTPOWCTBOM A1 OOHOBNEHUS CeTeBbIX
COObITUIA NNW U3MEHEHMIN COCTOSIHUSI CETEBbLIX YCTPOMCTB (Yallle BCEro, NOAKIOYEHNE
CeTeBOro nopTa) K KOHTPoNnepy.

e symmetric: MHULMMPYETCSH KOMMYTaTOPOM UMM KOHTPOMNEePOM A1 NepBOHaYanbHOro
YCTaAHOBNEHNS CBA3M U ONnpeaeneHnsl COCTOSIHUS COeAMHEHUSI NPOTOKoNa.

PYyHKUMMN

PyYHKLUUA OnucaHue

Pasgenenve OTaensieT ypoBeHb AaHHbIX OT YPOBHS YNpaBrieHNsi CETeBOro YCTPOMCTBa

ynpasneHna n
nepecbuikm

YnpaBneHue YKaxuTe, BbINOSIHAETCA nm ynpasreHune STP-koHTponnepom
STP nporpammHo-onpegensemon cetu (SDN) unm nokaneHbIM YCTPONCTBOM

11.3.2. PazpgeneHue ynpaBreHUs U NepecbInku

BbinonHsaeT ueHTpanu3oBaHHOE ynpaBrieHNe MIIOCKOCTbIO ynpaeneHus cetu (control plane),
NO3BOMAKOLLEE NETKO YNPaBNsATb BCEN CETbIO (MO CPABHEHMIO C CYLLECTBYIOLUM COCTOSTHUEM
CeTK), YTO NO3BOSNISET COKPATUTL PACXOAbl HA 0OCNyXMBaHWE U yNpaBreHue.

11.3.2.1. MpuHUMN paboTbl

Mpotokon OpenFlow pabGotaetr no coeguHeHuto TLS (Transport Layer Security) wnm
HesawuweHHbIM TCP-nogknioveHnam 1 onpegenseT B3anmMogenctsme Mexay KOHTPONnepom
n ceTeBbiMKU ycTporcTBaMn. KoHTponnep otnpaensieT MHopmaumio o Tabnuue NoToKoB Ha
ceTeBble YCTPOMCTBA, YTOOLI yNpaBnisaTb METOOOM MEPECHINIKM CETEBbIX MakeToB [aHHbIX U
HeKoTopbIMW MapameTpaMmn KoHdurypauun. Kaxpgoe ceTeBoe YCTPOWCTBO OTMNpaBnseT Ha
KOHTpONnep yBeAoMIEHMe, KOraa ero CBs3b MpepbiBaeTcs Wnu, Korga ceTeBoe YCTPOWCTBO
nonyyaeT nakeT AaHHbIX, B KOTOPOM He YyKa3aHO OEeWCTBME nepecbiniki. Takum obpasom,
B3aMMOLENCTBME MeXOY KOHTPOSEPOM U CEeTEBbIMU YCTPOMCTBAMMU OCYLLECTBNAETCA ANs
ynpaBneHus nepeagayen Bcen cetu.

Mpouecc obHapyxeHus Opyr gpyra JombkeH ObiTb 3aBeplueH OO0 TOro, Kak KOHTpomnnep u
ceTeBOe YCTPOMCTBO B3aMMOAENCTBYIOT APYr C APYroM. PucyHok 14 nokasblBaeT KOHKpPETHbIE
AENCTBUSA, CBA3AHHbIE C 3TUM NPOLECCOM.
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Controller Net device

Feature Reques

Fealure Reply

Set Config

PucyHok 14.

MakeTbl Hello oTnpaBnswTCA Mexay KOHTPONMEPOM U CeTEeBbIM YCTPOWCTBOM ANs
YyCTaHOBMNEHNSA coeguHeHus. Nocne KBUTMPOBaHUSA KOHTPOMep 3anpalumBaeT onpeaeneHHyto
NHOPMaLMIO O CETEBOM YCTPOWUCTBE, BKIOYasi (HO HE OrpaHMYMBasiCb) KONMYECTBOM NOPTOB
Ha CETEBOM YCTPONCTBE M BO3MOXXHOCTSIMM KaXkaoro nopta (Hanpumep, 3anpoc/oTBeT pyHKUMM
(PucyHok 14)). 3aTtem koHTponnep OCTaBnAeT onpeneneHHble KoHUrypauumn nonb3oBaTenen
(Takme kak ycTaHoBo4YHasi koHdurypaumsa (PucyHok 14)) Ha ceTeBoe ycTpounctBo. [locne
YCTaHOBIEHUSA COEANHEHMS KOHTPOSNEpP onpeaensieT pasnuyHbie NoTOKN U COOTBETCTBYHOLLNE
AEVCTBMA AN NOTOKOB, U nepefaeT ux B Tabnuuy NOTOKOB Ha ceTeBoe ycTponcTtBo. Koraa
nakeT AaHHbIX NOCTynaeT B CETeBOEe YCTPOMCTBO, CETEBOE YCTPOMCTBO COMOCTaBMSET nakeT
AaHHbIX C Tabnuvuen NOTOKOB B COOTBETCTBMUN C AENCTBYHOLLMMU NpaBunamm Tabnuubl NOTOKOB
1 BbINOMHAET COOTBETCTBYIOLLEE AENCTBME (BKINOYasa NepechbIniky, oTopacbiBaHNE N U3MEHEHME
nakeTa). B To e Bpemsa 06HOBNsieTCA COOTBETCTBYOLWMI cHeTYnK. Ecnn B Tabnuue noTokoB He
HanZaeHo coBNageHun, ceTeBoe YCTPONCTBO NepenaeT nakeT AaHHbIX HA KOHTPONep.

CeTeBoe YCTPOWCTBO JlOKanNbHO nopAepkmBaeT Tabnuuy NOTOKOB, MNOCTynaemyk OT
KOHTponnepa. Ecnn nepecbinaembll NakeT AaHHbIX yXe onpegerieH B Tabnuue noTOKOB,
CeTeBOe YCTPOWCTBO HanpsiMylo NepechbiiaeT nakeT AaHHbiX. B nNpoTMBHOM crniyyae nakeT
AaHHbIX OTNPaBMSETCA Ha KOHTponnep Ans NOATBEPXAEHUS NyTWU nepeaayn (KOTopbIi MOXHO
NOHMMaTb, Kak aHanu3 nnockocTn ynpaeneHus (control plane) ana cosgaHus Tabnvubl
MOTOKOB), a@ 3aTeM MEepecbinaeTcd Ha OCHOBe Tabnuubl MOTOKOB, MNOCTaBNSEMON C
KOHTPOSIEPOM.

11.3.2.2. CBfAA3aHHbI€ HACTPOMKU CUCTEMBbI

KoHdurypaumsa no ymonyaHuro
MpoTtokon OpenFlow Mo yMON4YaHWIO OTKITHOYEH.

Bknio4yeHue/BbiknoyeHne OpenFlow ana  nogkno4YeHUA/OTKITIOYEHUA
KOHTponnepa

e 3anyctute komaHay of controller-ip, 4To6bI BkNouUNTL OpenFlow.

e BbinonHute komaHay no of controller-ip, 4Tobbl oTKNOUNTL OpenFlow.
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11.3.3. YnpaBneHue STP

B cootBetctBUM C npoTtokoniom OpenFlow dyHkumna npoTtokona STP ceTteBoro ycrponcTtea
NO3BOJSIAET YNPaBMATb CETEBbIM YCTPOMCTBOM FIOKaNbHO Unun Yyepes koHTponnep SDN. MNoatomy
ANSA NepeknoyeHns Mexay AByMs MeTogamMum ynpaeneHums TpebyeTcst KomaHaa KoOHduUrypauuu.
KomaHga KoHurypauumn ericTByeT TOMNbKO NpU BKNOYeHHOM ynpasneHun OpenFlow.

Ecnn Ha KoHTpomnnepe BKMNOYEHO YMNpaBfieHWE KOHTYPOM, He Bkntodante dyHkumo STP Ha
CeTeBOM YCTPOWCTBE; B MPOTUBHOM criyyae ABe yHKUnn 6yayT KOHNMKTOBaTL APYr C APYrOM.
Bkntounte cdyHkumo STP Ha ceTeBOM YCTPOWCTBE TOMBbKO B TOM Cllydae, eCnv Ha KOHTpornepe
OTKITIOYEHO yMNpaBneHNe KOHTYPOM W B CETEBOM YCTPOMWCTBE, BEPOATHO, MMeEETCs NeTns
obpaTHon cBsa3un. lMocne BknodeHus yHkumm STP Ha ceTeBOM ycTpouncTtBe Tpebyetca
pononHuTenbHaa Hactporika STP Ha ceTteBoM ycTpouctee. lMogpoGHee cm. B pasgene o
KoHdurypauumn STP.

11.3.3.1. MpuHUUN paboTbl

CeTeBO€e yCTPOWCTBO CBA3bIBAETCHA C KOHTponnepom ¢ nomowbio nonss OFPC-STP, kotopoe
nepegaetca B coobweHnn OFPT_FEATURES_REPLY npotokona OpenFlow, 4T0GbI
onpeaenuTb, Kakom M3 MUCMbITyeMbIX OOBbEKTOB B HACTOsILLIEE BPEMS BbINOMHAET yrnpaBneHue
STP. Korga KoHTponnep ocywecTBrnsieT ynpaeneHne STP B COOTBETCTBMM C KOHUrypaumnen,
BCA 00paboTka, cBazaHHaa ¢ STP, BbINONHAETCA KOHTPONNEPOM; B NPOTUBHOM Crlyvae caMo
ceTeBO€e YCTPONCTBO BbINOSHAET 06paboTKy 06bI4HBIM cnocobom.

11.3.3.2. CBfAi3aHHblIe HACTPOMKU CUCTEMDbI

KoHdurypaumsa no ymonyaHuro
OyHKUMa STP npegocTaBnseTcs KOHTPONIEPOM MO YMOMYaHMIO.

BknioyeHne ynpaBneHua STP Ha koHTponnepe SDN wnu nokanbHOM
yCTpoOucTBe

e 3anyctute komaHgy of stp, 4Tobbl HacTpouTb ynpaeneHwe STP, BbinonHsemoe
KoHTponnepom SDN.

e BbinonHute komaHgy no of stp, 4Tobbl HacTpouTb ynpasneHve STP, BbinonHsaemoe
nokanbHbIM CETEBbLIM YCTPONCTBOM.

11.4. NMoppoOHLIe cBeaeHUs1 0 KOHdUrypauum

HencrtBue CnpaBkKa u cBsi3aHHble HAaCTPOMWKU
Hactpovika OGs3aTenbHas KOHMurypaumsi, KoTopas WUCMNONb3yeTcs AN BKIHOYEHUS
OpenFlow OpenFlow

of controller-ip BkntovaeT pyHkumo OpenFlow

no of controller-ip Otkntovaet pyHkumo OpenFlow
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Hencreue CnpaBka u cBA3aHHble HAaCTPOMKM
Hactpoika [ononHuTteneHaa KoHUrypaums, Kotopasi UCNoNb3yeTcsa ANs BKIOYEHUS
OpenFlow dyHKunn STP koHTponnepa SDN npu HeobxoanmocTn
of stp Bkntovyaet dyHkuuio ynpaenennsa STP Ha

KoHTponnepe SDN

no of stp BkntovaeT dyHKuMio ynpaBneHuss STP Ha
nokaribHOM YCTpPOMCTBE

11.4.1. Hactpouka OpenFlow
11.4.1.1. PesynbTaT KOHUrypaumm

e 3anyckaeT ceTeBoe YCTPOMCTBO A1 YCTAHOBMEHWUS COEAMHEHUSI C yKa3aHHbIM
KOHTPOJ/IEPOM U1, B KOHEYHOM cYeTe, yCTaHaBnNMBaeT kaHan ynpasneHus OpenFlow.

11.4.1.2. NpumeyvaHusn

o [lepepn nepeknioveHnem agpeca KOHTponnepa OTKNIoYMTE N CHOBA BKNOYMTE (PYHKLMIO
OpenFlow.

11.4.2. MeTopa KOHUrypaumm

Bknro4yeHue ¢pyHkuumn OpenFlow
e  OTa KoHdUrypauna Heobxoamma gns sknrodeHna OpenFlow.
OTtknioveHue cpyHkuum OpenFlow

e OTa KOHdUrypaumsa Heobxoguma ANS NEpPEKNoYEeHNs KOHTPOMepa UM OTKNIYeHUs
dyHKumnmn OpenFlow.

OTobpaxeHne COCTOSIHUA coeauHeHUs Mexay yctpouctBom OpenFlow u
KOHTpPOMIepoM

e OTOOpaxeHMe COCTOSHMS  COEAMHEHVMS  MexXady TeKylUM  YCTPOMCTBOM MU
KOHTPOIIEPOM.

11.4.2.1. NpoBepka KoOH¢pUrypaumm

e BbiBeaute Ha 3KpaH COCTOSIHWE COEAMHEHUs TeKyLlero npoToKona C MOMOLLbIO
kKoMaHAabl show of.

11.4.2.2. CBA3aHHble HAaCTPOMUKM
BkntoyeHue cyHkummn OpenFlow

KomaHpa of controller-ip ip-address [ port port-value ] interface [ interface-id ]
Onuncanwne controller-ip ip-address: IP-agpec koHTponnepa.
napameTposB

port port-value: nopT, KOTOPLIN MOAKMNIOYAETCA K KOHTpOmnnepy.
3HayeHue no ymonyaHuio: 6633.
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Interface interface-id: ngeHTndumkaTop nopTa, KOTOPbIA MOXET ObiTb
nmMbo  BHEMNONOCHbIM  UHTEPdENCOM  yrpaeneHusi, nmMbo obLwum
BHYTPUNONOCHBLIM (hrnsnyeckum nHtepdencom Ethernet

Pexnm
KOHUrypauum

Pexxnm rmobanbHon KoHurypauum

OTknro4veHue ¢

HKuumn OpenFlow

KomaHpa no of controller-ip

Pexnm Pexxnm rmobanbHon KoHdurypauum

KOHdouMrypaumm

BcTpoeHHas BbInonHuTe aTy KOMaHAy nepeq nepeknoveHmemM KoHTponnepa
noackaska

BknroyeHune nnu otknroveHme cyHkumm Local STP Ha ycTponcTBe OpenFlow

KomaHga of stp

Pexxum Pexwnm rnobanbHon KoHdUrypaumum

KOHcpurypauum

BcTtpoeHHas BbinonHuTe a1y KOMaHAay, YTobbl BKITHOUMTL PYHKLUMIO NokanbHoro STP
noackaska Ha CeTeBOM YCTPOWCTBE UNW BKMOUYMTbL (PyHKUMIO STP Ha KOHTponnepe

OpenFlow

OToOpaxeHne coOCTOsIHMA coeAuHeHusi mMexay yctpouctsom OpenFlow u

KOHTpOJepom
KomaHpa show of
Pexxum Pexxum rnobanbHon KoHdurypauum
KOHdpurypauuu

OTob6paxeHue 3

anuceun Tabnuubl NOTOKOB ycTponcTtBa OpenFlow

KomaHpa show of flowtable
Pexnm Pexwnm rnobansHon KoHdUrypaumm
KOHoUrypaumnm

OTobpaxeHue nHpopmaumm o nopte yctponcrtea OpenFlow

KomaHpa show of port
Pexxum Pexnm rmobanbHon KoHUrypaumm
KOHoUrypaumnm
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11.4.2.3. Npumepbl KOHGpUrypauum

HacTponka IP-agpeca n nopta goctyna (6633 no ymonyaHuio) KoHTponnepa A nogknioyeHns
CeTeBoro ycTpomncTea

CeTeBas cpena

. Mgmt O Eth0

Switching Device Controller

PucyHok 15.

MeTon
KOHdoUrypaumm

Bkntounte dhyHkumio OpenFlow Ha ceTeBOM YCTPOMCTBE U ykaxuTte IP-agpec

KOHTponnepa

QTECH# configure terminal

QTECH(config)# interface mgmt 0

QTECH(config-if)# ip address 172.18.2.36 255.255.255.0

QTECH(config-if)# exit

QTECH(config)# of controller-ip 172.18.2.35 interface mgmt 0
nnm

QTECH(config)# of controller-ip 172.18.2.35 port 6633

interface mgmt 0

MpoBepka
KOHpurypauuu

OTobGpaxeHne cocTosiHua coeauHeHus mexay yctponcteom OpenFlow un

KOHTpPOJ11epoOM, COCTOAHNA NOpTa N COCTOAHUA Tabnuupbl NOTOKOB

QTECH# show of

Controller is 172.18.2.35 port 6633,connected.
QTECH#show of port

STP is controlled by SDN Controller.

PORTID IFX COFIG STATE LINK  SPEED
DUPLEX

1 1 0x0000 0x0001 0 0 0
2 2 0x0000 0x0001 0 0 0
3 3 0x0000 0x0001 0 0 0
4 4 0x0000 0x0001 0 0 0
5 5 0x0000 0x0001 0 0 0
6 6 0x0000 0x0001 0 0 0
7 7 0x0000 0x0001 0 0 0
8 8 0x0000 0x0001 0 0 0
9 9 0x0000 0x0001 0 0 0
10 10 0x0000 0x0001 0 0 0
n n 0x0000 0x0001 0 0 0
12 12 0x0000 0x0001 0 0 0
13 13 0x0000 0x0001 0 0 0
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14 14 0x0000 0x0001 0 0 0
15 15 0x0000 0x0001 0 0 0
16 16 0x0000 0x0001 0 0 0

QTECH#show of flowtable

openflow flow count =1

****************************FLOW

STA RT*******************************

KEY:
SMAC DMAC SIP DIP
00:d0:f8:56:d3:22  00:d0:f8:a3:62:13 NA NA
INPORT VLANID ETYPE VLAN_PRIORITY
26 NA NA NA
TCP/UDP_SPORT TCP/UDP_DPORT DSCP IP_PROTOCOL
NA NA NA NA

WILDCARD SIP_MASK DIP_MASK

3ffff2 NA NA
PRIORITY IDLE_TIMEOUT HARD_TIMEOUT SEND_FLOW_REM
120 0 0 0
ACTION:
ACTION_SIZE = 8

OUTPUT_PORT =7

****************************FLOW

E N D*********************************

11.4.2.4. TUNNYHbIE OLLUUNDKHU

e |P-agpec KoHTpoOnnepa HacTpoeH HenpaBUIibHO.
e [lopt TCP KOHTpOnnepa HacTPOEeH HeENPaBUITbHO.
e  Bbl 3a6bM HacTpouTh IP-agpec nokanbHOro kaHana ynpasreHus.

11.4.3. Hactpounka OpenFlow STP
11.4.3.1. PesynbTaT KOH(pUrypaumum

e Bkmounte dyHkunio STP Ha koHTponnepe SDN vnu dyHkumo STP Ha nokansHOM
ycTponctBe, 4Tobbl KOHTpornep SDN wnm nokanbHoe YCTPOWCTBO BbINOSHANM
obpabotky STP.

11.4.3.2. MNpumeyvaHusn

e [laHHas KoHdurypauma OencTByeT TONbKO BO BpeMs crnegylowero nogknioyeHnsa K
KOHTponnepy nocrie BknoyeHns gyHkunmn OpenFlow.
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11.4.3.3. MeTopa KoHcurypauum

BknroyeHue ¢pyHkuum STP Ha ycTpouctBe OpenFlow

e ObgaszartenbHas koHdpurypaums. ®yHkums STP BknoyeHa Ha koHTponnepe SDN no
YMONYaHMIo.

BknroyeHue ynpaBneHusa STP Ha koHTponnepe SDN
o  KoHGurypaumsi no ymosnyaHuio.
OToGpaxeHue TeKyLen KoHhurypauumm
o  OTobpaxeHune TEKYLLLEro COCTOSIHUSA nopTa.
11.4.3.4. NMpoBepka KOHdUrypauum

o  OTobpaxeHune TekyLLen kKoHUrypaumm ¢ noMoLbio Komangbl show of port.

11.4.3.5. CBAA3aHHbI€ HAaCTPOUKU
BknroyeHune nnu otknroveHme cyHkumm Local STP Ha ycTponcTBe OpenFlow

KomaHga [no]of stp

Pexnm Pexxnm rmobanbHon KoHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHuTe 3Ty KOMaHAy, 4Tobbl BKNIOYMTE PyHKUMIO nokanbHoro STP Ha

noackaska CETEBOM YCTPOWCTBE MNM BKIIOUNTb yHKUMo STP Ha KoHTponnepe
OpenFlow

OTob6paxeHue nHpopmaumm o noprte yctponcresa OpenFlow

KomaHga show of port
Pexxum Pexxum rnobanbHon KoHurypauum
KOHdpurypauuu

11.4.3.6. NMpumepbl KOHDUrypauum

Bknro4yeHune nokanbHoro STP unu STP gna OpenFlow
CeTeBas cpena

. Gi 0N

Switching Device Controller

PucyHok 16.

MeTtog o  Bknouute STP gns OpenFlow.
KOHcpurypaLmn QTECH(config)#of stp

e  Bkntounte nokanbHbin STP.
QTECH(config)#no of stp
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MpoBepka e Ortobpasnte coctosiHue STP ycTtponctea OpenFlow.
KOHcpurypaLm QTECH(config)#of stp

QTECH(config)#show of port
STP is controlled by SDN Controller.
e OtobpasnTte nokanbHoe coctosiHne STP.
QTECH(config)#no of stp
QTECH(config)#show of port
STP is controlled by local device
11.5. KOHTpONb COCTOAHUA U NoaaepxKKa
OuuncTtka pasnu4yHon nHdopmauum
OTobpaxeHue ctatyca BbINOSIHEHUS
KomaHpa OnucaHue
show of OtobpaxaeT COCTOSIHUNE TeKyLLero

coeauHeHusa mexay OpenFlow
YCTPOWUCTBOM W1 KOHTPOMNEPOM

@ §) QTECH
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show of port OTtobpakaeT COCTOSiHME MnopTa TEeKyLero
yctporcTtBa OpenFlow

show of flowtable OtobGpakaeT Tabnuuy MNOTOKOB TEKYLLEro
ycTtpownctea OpenFlow
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12. ObLUAA UHOOPMALIUA

12.1. FapaHTHnAa n cepBuc

Mpouenypa n HeobxogMMmble AENCTBUA MO BONPOCaM rapaHTMu onucaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 00CNYXMBAHUEY.

O3HakoMnTbCA € MHpopmaLmen No BonpocaMm TeECTMPOBaHUSA 000pyaOBaHUS MOXHO Ha canTte
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHWe Ha TECT».

Bkl MOXeTe Hanucatb HanpAamyr B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOVI noyrte sc@gtech.ru.

12.2. TexHn4yeckas nogaepxka

Ecnun Bam HeobxoouMmMo copencTBvMe B BOMpPOCax, KacallMxcs Hawero obopyaoBaHus, TO
MOXeTe BOCMONb30BaTbCA Halle aBTOMAaTM3MPOBAHHOW CMCTEMOM 3amnpoCOB TEXHUYECKOro
cepsuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHunyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odumc +7 (495) 477-81-18

12.3. AneKkTpoHHas Bepcusi AOKYMeHTa
Hata ny6nukauun 12.09.2024

https://files.qtech.ru/upload/switchers/QSW-6900/QSW-6900_sys_config_config_guide.pdf
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