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1. HACTPOUKA SNMP
1.1. O630p

MpocTon npoTokon ynpasneHus ceTbio (SNMP) ctan ctaHgapTom ynpasneHus ceTbio RFC1157
B aBrycte 1988 roga. B HacTosdwee BpeMsi, MOCKOSIbKY MHOIMMe MOCTaBLUMKM NOAOepXKunBatoT
SNMP, SNMP dakTnyeckn ctan CTaH4apTOM YrpaBneHusi CETb0 U MPUMEHUM K cpefe, B
KOTOPOM B3aMMOCBSI3aHbl CUCTEMbI pasfMyHbIX noctaBwmkoB. Ucnone3ys SNMP, ceTesow
afMUHUCTPATOP MOXET pearnv3oBaTb OCHOBHble (OYHKLUMW, Takme Kak 3anpoc WHdopmaumm o
ceTeBbIX Yy3nax, KoHdurypauus cetu, obHapyXeHue HeucrnpaBHOCTEW, MnaHMpoBaHue
MPONYCKHOM CNOCOBHOCTN, a TaKkke MOHUTOPUHT 1 yNpaBrieHne ceTblo.

Bepcuu SNMP
B HacTosWwee BpemMsa nogaepxmatotca cregyowme sepcun SNMP:

e  SNMPv1: nepeas odmunancHas sepcusa SNMP, onpegenerHHaa B RFC1157.

e SNMPV2C: Apxutektypa ynpaesneHuss SNMPV2 Ha ocHoBe community, onpegeneHHas
B RFC1901.

e SNMPv3: SNMPv3 o6GecneunBaeT cnegywowme QyHKUMKM 6e30macHOCTM NyTem
noeHTuduKaumm n WngpoBaHus gaHHbLIX.

1. OGecneyeHune Toro, YTOOLI AaHHbLIE HE ObINM NogAeNaHbl BO BpEMSs Nepeaavun.
2. ObecnevyeHune nepenadmn AaHHbIX U3 NeranbHbIX UICTOYHMKOB AaHHbIX.
3. LWudposaHne naketoB 1 obecrneyeHne KOHMOUAEHLNANBHOCTU AaHHbIX.

1.1.1. NMpoToKonbl U CTaHAAPTLI

e RFC 1157, NpocTon npoTtokon ynpaeneHusi ceTbto (SNMP)

¢ RFC 1901, BeegeHune B SNMPVv2 Ha ocHoBe coolLiecTBa

e RFC 2578, CtpykTypa nHdopmauumn ynpaeneHus, sepcus 2 (SMiv2)
e RFC 2579, TekctoBble cornatueHus gng SMiv2

o RFC 3411, ApxuTekTypa Ans onucaHus MHpacTpykTyp ynpaenexus Simple Network
Management Protocol (SNMP)

o RFC 3412, O6paboTka n otnpaBka COOBLLEHNA ANt MPOCTOr0 NPOTOKOMNa ynpaBreHus
ceTbto (SNMP)

e RFC 3413, lNpunoxeHnsa npocToro npoTokona cetesoro ynpasnenuns (SNMP)

o RFC 3414, Mogenb 6e3onacHocTM Ha ocHoBe nonb3oBaTtenen (USM) gns sepcun 3
NpoCTOro NpoTokona ynpasneHus cetbto (SNMPV3)

o RFC 3415, Mogenb ynpasneHus goctynom Ha ocHoe View (VACM) gns npoctoro
npoTokona ynpasneHns cetbio (SNMP)

o RFC 3416, Bepcus 2 npoTOKONbHbLIX onepawui s npocToro NpoToKona ynpaeneHus
cetbto (SNMP)

e RFC 3417, TpaHCnOpTHbIE COMOCTaBNEHUA Ofs MPOCTOro NPOTOKOMa ynpaBrieHus
cetbto (SNMP)

e RFC 3418, basa ynpasnstowen uHdpopmaumm (MIB) ana npoctoro npoTokona
ynpaeneHus cetbio (SNMP)

e RFC 3419, TekcToBble cornawieHus ansg TpaHCnopTHbIX aapecos
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1.2. MpunoxeHun

MpunoxeHune OnucaHue

Ynpasnenve ceteBbiMu | CeTeBble YCTPOMCTBA yNpaBnsioTCS U KOHTPONMPYOTCSA Ha
ycTporictBamu Ha ocHoBe SNMP | ocHoBe SNMP.

1.2.1. YnpaBneHue ceTeBbiMU YCTPOMCTBaMU Ha ocHoBe SNMP

1.2.1.1. CueHapuu

BoabmeM B kayecTBe npumepa criegyrowmm pucyHok. CeteBoe yCTPOMCTBO A ynpasnseTcs u
KOHTPONMpyeTCcs C NOMOLLbIO ceTeBOro meHemxepa SNMP.

=

PC

PucyHok 1.

A — 3TO ceTeBO€ YCTPOMUCTBO, KOTOPbIM HEOBXOANUMO YyNpaBnsiTh.
K — 3To cTaHuus ynpaBfeHnsa CeThbIo.

1.2.1.2. Pa3BepTbiBaHue

CraHumMa ynpaBneHus ceTbio MOAKMKYaeTCs K ynpaBnsiemMblM CeTeBbiM ycTponctBam. Ha
CTaHUUKW yrpaBneHust CeTbilo MoNb30oBaTenu MonyyarT AOCTYN K MHGOpMaumoHHoW 6Gase
ynpaesneHns (MIB) Ha ceTeBbix ycTpomcTBax 4epes3 aucnetdep cetm SNMP 1 nonyyator
cooOLeHnsa, akTMBHO OTNpaBnseMble CeTeBbIMW YCTPOWCTBaMW, AN  YNpaBneHus U
MOHUTOPUWHra ceTeBbIX YCTPONCTB.

1.3. PyHKUUN

1.3.1. Ba3oBble KOHLUEeNnTbl

SNMP — 3T0 NPOTOKOS NPUKIAgHOMO YPOBHSA, paboTatowmn B pexnme C/S. OH COCTOUT U3 Tpex
yacTemu:

o  SNMP-meHepxep cetn
e  SNMP-areHT
e MB

PucyHoKk 2 nokasbiBaeT B3aMMOCBA3b MeXAy cuctemon ynpasneHusa cetbto (NMS) n areHTom
yrnpaBneHns ceTblo.
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Communication
—Dperating@
WS —Operating—m- Agent
M tifying—— *ll—NutifyingAQ
PucyHok 2.

SNMP-meHepnXxep cetun

CeteBon meHemxep SNMP — 370 cuctema, KoTopasi ynpaensieT U KOHTPONMpyeT ceTb Ha
ocHoBe SNMP u Takke HasbiBaeTca NMS.

SNMP-areHT

AreHT SNMP (manee — areHT) — 9TO nporpammHoe obecnevyeHune, paboTatowiee Ha
ynpaBnsembix ycTponcTBax. OH oTBevaeT 3a nony4veHne, o6paboTky 1 pearmpoBaHne Ha NakeTbl
MOHUTOPUWHra n ynpaenenuns ot NMS. AreHT Takke MOXET akTMBHO OTMPaBnsiTb COOOLWEHUS B
NMS.

MIB

MIB — 310 nHdopmaumnoHHasa 6a3a ynpaBneHnsa BUpTyarnbHOW CETbIO. YNpaBnsieMble ceTeBbIE
YCTPOWCTBaA cogepxar MHoro uHdopmauun. YTtobbl 0OHO3HAYHO MAEHTUdULMPOBATb
KOHKPETHbIN ©Onok ynpaBnenus cpegn naketoB SNMP, MIB wucnonb3yeT OpeBOBUAOHYIO
nepapxmyeckyto CTPYKTypy. Y3nbl B AepeBe 0603Ha4aloT KOHKPETHbIE eQUHULbI YNpaBrneHus.
Ctpoka umdp MOXeT MCronb3oBaTbCA ANS YHWKaNbHOW uAaeHTUdumkauum cuctembl Groka
ynpaBneHusi cpean ceteBbix ycTponcTB. MIB npeactaBnsiet cobon Habop naeHTugmnkaTopoB

ceTeBblX yCTpOMCTB.

[ccite (o) | [iso1) | [ joint-iso-ccitts) |
mlud organization(3) |

internet(l) (1.3.6.1)

[ gizectary(l) | | wont(2) | [ operimental(d) | |private(d) | |security(s)| [ smpv2(6) |
[mib-2(1){1.3.6.1.2.1) | | enterprise s(1){1.3.6.1.4.1} |
| systemi) | [interface(?) || at(3) | | apid) | [icp(® | [tep() | [udp(7) | [egp(T)

PucyHok 3. [lpeBoBuaHas nepapxuyeckasi CTpykTypa
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1.3.2. Tunbl onepauumn

OnpegeneHo wecTb TUMNOB onepauun ana obmeHa nHgopmauyunen mexagy NMS n areHToMm Ha
ocHoBe SNMP:

Get-request: NMS nanekaeT 0gHO UKW HECKOSTbKO 3HAYEeHUI napamMeTpoB U3 areHTa.

Get-next-request: NMS u3BnekaeT 3HayeHMe napaMeTpa pPsAOM C OAHUM  WNK
HECKOMbKMMI NapamMeTpamMu OT areHra.

Get-bulk: NMS n3BnekaeT nakeT 3Ha4eHU NapaMeTpoB M3 areHTa.
Set-request: NMS ycTaHaBnvBaeT 04HO UM HECKOSIbKO 3HAYEHMIN NapaMeTPOB areHTa.

Get-response: AreHT BO3BpallaeT OOHO WM HECKOSIbKO 3HayeHur napameTpos,
KOTOpble NpeacTaBnsloT cobor onepaumn B OTBET Ha TpU ornepauun, BbINOSTHEHHbIE
areHToM B NMS.

Trap: AreHT akTMBHO OTnpaBnsieT cooblueHne, YTobbl yBegoMuTe NMS o Tom, 4TO
NPOUCXOOMUT.

MepBble YyeTbipe nakeTa otnpasnaTcs NMS-areHTy, a nocnegHve gsa nakeTta oTnpaBnsoTCA
areHtom NMS. (Mpumevanne: SNMPv1 He nogpepxuBaet onepauuto Get-bulk.) PucyHok 4
onucbIBaeT onepaumu.

SMNMP management
process SNMP agent process

get-request »+ UDF Port 161
get-regponge

et -Next-requidst

=+ LIDP Port 161

= get-response

At »4 UDP Port 161

get-responsa I

trap

UDP Port 162 e

PucyHok 4. Tunbl naketoB SNMP

Tpu onepauun, BbinonHAemble NMS Ha areHTe, M onepauuum OoTBeTa areHTa OCHOBaHbl Ha
UDP-nopte 161. Onepaums trap, BbINOfHsAEMas areHToM, ocHoBaHa Ha UDP-nopTte 162.

1.3.3. O630p

OcobeHHOCTb OnucaHue

OcHoBHble AreHT SNMP HacTpavBaeTcs Ha ceTeBbIX YCTPOMUCTBaX ANg peanvsaumu
dyHkumm SNMP OCHOBHbIX (PYHKLMIA, TakMx Kak 3anpoc MHgopmaumm 0 ceTeBbIX y3nax,

KOHdUrypaums cetu, oBHapyXeHue HeucrnpaBHOCTEN W MraHMpOBaHWE
€MKOCTW.
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OcobeHHOCTb OnucaHue

SNMPv1 n SNMPv1 n SNMPV2C wucnonb3ytoT apxutektypy 6e3onacHoOCTM Ha

SNMPv2C OCHOBE community, BKNoYass MM ayTeHTUMKALMM U paspeLleHne Ha
AocTyn.

SNMPv3 SNMPv3 nepeonpeaensiet apxutektypy SNMP, a umeHHO paclumpsieT

dyHKUMM BesonacHOCTM, BKMYas Moaernb 6e30nacHOCTM Ha OCHOBE
nonb3oBartenen uU mogenb ynpasneHus AOCTYNoOM Ha ocHoBe View.
Apxutektypa SNMPv3 yxe Bkniovaetr Bce yHkuMm SNMPv1 n
SNMPv2C.

1.3.4. OcHoBHble ¢pyHKUMKM SNMP

1.3.4.1. NMpuHUMN paboTbl

Pabouui npouecc

Baaumogenctene no npotokony SNMP saBnsetca oTBeTHbIM B3aumogenctenem (06 obmeHe
naketamu cMm. PucyHok 4). NMS akTMBHO OTnpaBnseT areHTy 3anpockl, Bkroyaa Get-request,
Get-next-request, Get-bulk n Set-request. AreHT nony4aeT 3anpochl, BbIMOMHAET onepaumm u
Bo3BpaLLaeT Get-response. VHorga areHT akTMBHO OTnpaBnsieT coobuieHne trap n coobuieHne
Inform B NMS. NMS He Hy>HO oTBeyaTb Ha coobLueHune trap, HO He06X0AMMO BEPHYTb areHTy
oTeeT Inform. B npoTnBHOM crny4ae areHT NOBTOPHO OTnpaBnseT coobuieHne Inform.

1.3.4.2. CBA3aHHaA KOHduUrypaums

OKpaHupoBaHUe UnNu oTkN4YeHmne areHta SNMP
Mo ymonyaHuo pyHkuma SNMP BKtoYeHa.

KomaHga no snmp-server ucnosnb3yeTtca Ansa oTknodeHns areHta SNMP.

KomaHga no enable service snmp-agent ucnonb3yeTcs A5 NpsMOro OTKMIOYEHUS BceX cryxo6
SNMP.

HacTtpowka ocHoBHbIX napameTpoB SNMP

Mo ymonyaHuo nHdopmMaumsa 0 pexxmmMe KOHTaKTa CUCTEMbI, PAaCrofIoXKEHUN CUCTEMbI U CETEBOM
anemeHTe yctponctaea (NE) nycta. CepuiHbin HoMep no ymondaHuio — 60FF60, makcumanbHas
ANWHa nakeTa no ymonyaxuuio — 1572 6anta, a ngeHtudukatop nopta UDP no ymonyaHuio ans
cnyx6sl SNMP — 161.

KomaHpa snmp-server contact ucnonb3yetca aAng HaCTpOIZKVI mnn ypganeHma CUCTtemMHOro
peXxnma KOHTaKTa.

KomaHgoa snmp-server location ucnonb3yetcs Ans  HACTPOWKM — WMNW  yaaneHus
MECTOMOSOXEHMUS CUCTEMBI.

KomaHnga snmp-server chassis-id ncnone3dyetcsa ons HaCTPOWKM CEPUAHONO HOMepa CUCTEMBI
NN BOCCTAHOBIIEHNS 3HAYEHMS MO YMOYaHUIO.

Komanga snmp-server packetsize ucnonbdyetcs Ons HacTPOWKM MaKCUMarnbHOW OSWHbI
nakeTa areHTa Unmn BOCCTaHOBMNEHUSI 3HAYEHUS MO YMOMNYaHUIO.

KomaHga snmp-server net-id ncnonb3yeTtca Ans HAaCTPOMKN MW yaaneHus uHdpopmMaumm o
CeTeBOM 3rieMeHTe YCTPOUCTBaA.

KomaHga snmp-server udp-port ncnonb3yeTcs Ana ycTaHOBKU naeHTudukatopa UDP-nopTta
cnyx6bl SNMP unu BOCCTaHOBMEHUSA 3HAYEHWS MO YMOJSTHAHMIO.
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Hactpowka agpeca yana SNMP
Mo ymonyaHuto xoct SNMP He HacTpoeH.

KomaHga snmp-server host ucnonb3dyetca Ana HacTponkn agpeca ysna NMS, Ha KoTopbln
areHT akTUBHO OTMNpaBnsieT coobLieHns, nnu ansa yaaneHns ykasaHHoro agpeca ysna SNMP. B
CcooOLEeHNsax, OTNpaBnsemMbIX Ha XOCT, MOryT 6bITb NpuBsidaHbl Bepcua SNMP, npuHumatoLmii
nopT, UM ayTeHTUdUKaUMM UnuM nonb3oBaTenb. JTa KOMaHAa WMCNoMb3yeTcs C KOMaHAoW
snmp-server enable traps ons akTMBHOW oTnpaBky coobuieHun trap B NMS.

YcTaHOBKa napameTpoB cooGLieHus trap

Mo ymonyaHnto SNMP He paspelueHO akTUBHO OTNpaBnaTh trap-coobuweHne B NMS, dyHKumA
otnpaBkn Link  Trap-coobweHns Ha uHTepdence BKNoYeHa, QYHKUMA  OTNpaBKu
trap-coobLleHns o nepesarpyske CUCTEMbl OTKMOYEHa, a trap-cooblieHne He HeceT nioboe
YacTHoe rore.

Mo ymonyaHuMio B KayecTBe WCXOOQHOro agpeca wucnonb3dyetca IP-agpec uHTepgenca, Ha
KOTOpbI oTnpasnsaTca naketel SNMP.

Mo ymonuaHuio gnvHa odepenm cooblweHun trap coctaBnsaet 10, a mHTepBan OTNpPaBKK
coobueHus trap coctaenseTt 30 cekyHA.

KomaHga snmp-server enable traps vcnonb3dyetca Ansa BKIIOYEHUS UNW OTKIIOYEHUS areHTa
OIS aKTUBHOW OTNpaBkun coobueHuns trap B NMS.

Komanga snmp trap link-status ucnonb3yetcsa Ons BKAOYEHUS WUAN OTKIIOYEHUS PyHKLUN
oTnpaeku coobuieHuns Link Trap Ha nHTepderice.

KomaHpa snmp-server trap-source wucrnonb3yetcd Ong ykas3aHud McxogHoro agpeca Ang
oTnpaBKn COO0OLLIEHN NN ANsi BOCCTAHOBIEHNS 3HAaYeHUs1 No ymMmon4yaHuio.

KomaHga snmp-server queue-length wucnonb3yeTcs Ans yCTaHOBKM ANUHbLI  ovepeaw
COOGLLEHWI trap unu Ansi BOCCTaHOBMNEHMWS 3HAYEHUSI MO YMONYaHMIO.

KomaHoa snmp-server trap-timeout ucrnonb3yeTcs AN YCTAHOBKM WHTepBana OThpaBKu
trap-cooBLLeHNs UNu ONs BOCCTaHOBIEHNS 3HAYEHMS MO YMOTYaHMIO.

Komanoa snmp-server trap-format private ucnonbayetcss Ons yCTaHOBKM UMW OTKMOYEHMS
bYHKLMM NepeHoca NpuBaTHbLIX NOnel B trap-coobLLeHN Npu ero oTnpaske.

Komanga snmp-server system-shutdown ucnonb3yetcs Ons BKMOYEHUST UMK OTKIHOYEHUS
yHKLMM OTNpaBKN coobLLeHus trap nepesarpysku CUCTEMBI.

1.3.5. SNMPv1 u SNMPVv2C

SNMPv1 1 SNMPV2C wncnonb3yloT apxutektypy 6e3onacHOCTM Ha OcHoBe coobuiecTBa
(community-based). AOMUHUCTPATOP, KOTOPLIM MOXET BbLINOMHATL onepauun ¢ MIB areHTa,
orpaHu4yeH nyTem onpeaeneHns agpeca xocta u MUMeHu ayTeHTudmkaumm (CTpoka coobLectsa).

1.3.5.1. NMpuHUMN paboTbl

SNMPv1 1 SNMPV2 onpefensawT, UMeeT N1 agMUHUCTPATOP NpaBO UCMNOMb30BaTh OOBLEKTHI
MIB, ucnonb3ys uma ayTeHTudukaumn. ma ayteHtudukaumm NMS pormkHoO coBnagaTb C
UMeHeM ayTeHTUdUKaLun, onpeaeneHHsbIM B YCTPOUCTBAX.

SNMPVv2C pobGaenseTt mexaHuam onepauun Get-bulk n moxeTt Bo3Bpawiatb bonee nogpobHbie
Tvnbl coobweHnn o6 owmnbke Ha ynpasndawowyt pabouyto crtaHumio. Onepauma Get-bulk
BbINOMHAETCA AN MonyyYyeHusa Bcen MHopmMauun u3d Tabnuubl unu nonyveHust GonbLIoro
KONMYecTBa [AaHHbIX 3a pas, u4YTobbl YMEHbLWTb KOMMYEeCTBO OTBETOB Ha 3arnpochl.
PacwupeHHble BO3MOXHOCTM 06paboTkm owmbok SNMPV2C BknoyaloT paclunpeHve KopoB
owmnbok ang pasnuyeHus Tunoe owmnbok. OgHako B SNMPv1 ons owmbok npegocTaensieTcs
TONbKO OAWH KoA owmnbkn. Tenepb OLWMOKM MOXHO pasnuyaTb NO Kogam olwmbok. Nockonbky B
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CeTuM MOryT CyllecTBoBaTb ynpasndwowue paboune ctaHuun, nogaepxusatowme SNMPv1 un
SNMPV2C, areHT SNMP gormxeH uMeTb BO3MOXHOCTb naeHTuduumpoBaTb naketel SNMPV1 1
SNMPV2C 1 Bo3BpaLlaTb NakeTbl COOTBETCTBYHOLLNX BEPCUMN.

1.3.5.2. BesonacHocTb
O,EI,HO nMa ayTeHTVICbI/IKaLI,VIM MMeeT crneayuimne anI/I6yTbIZ

= Tonbko gnayteHus (Read-only): NpegocTtaBnseT paspeLleHme Ha YTEHNE BCEX MEPEMEHHbIX
MIB gnst aBTopr3oBaHHbIX pabounx CTaHLMiA ynpaBrieHus.

= UYrteHue-zanuce (Read-write): npegoctaBneHve paspelleHns Ha 4dTeHue/3anncb Bcex
nepemeHHbIXx MIB ans aBTOpM30BaHHbIX paboymx CTaHUUN yrnpaBnieHust.

1.3.5.3. CBAA3aHHaA KoHdurypaums

Hactpownka umeH ayteHTUcpuKauum n npaB goctyna

PaspemeHme Ha AoCTyn no ymMomn4yaHuto And BcexX MMeH MnpoBepKn NOAJSIMHHOCTU — TOJIbKO
YTEeHne.

KomaHga snmp-server community ucnonb3yeTcss Ans HACTPOWKU UNWU yaaneHus MMEeHM
ayTeHTUdMKaLMKN 1 paspeLleHnst Ha JoCTyn.

OTa KomaHaa sABNAeTCs NepBor BaXXHON KOMaHOoW Ans BKNtoYeHns yHkumm areHTa SNMP. OH
onpeaendet atpubyTbl coobuiecTsa n obnacte NMS, B koTopon paspelleH goctyn k MIB.

1.3.6. SNMPv3

SNMPvVv3 nepeonpegendet apxutektypy SNMP u BkntoyaeT doyHkunn SNMPv1 n SNMPv2 B
cuctemy SNMPv3.

1.3.6.1. NMpuHUMN paboTbl

AreHT NMS n SNMP sansatotcs oobektamm SNMP. B apxutektype SNMPv3 06bektel SNMP
cocToNAT u3 mexaHmama (engine) SNMP u npunoxeHnn SNMP. Mexannam SNMP ncnonb3yeTtcs
ANA OTNpaBKM U NONydeHus coobLieHun, maeHTudpmkauum m wndposaHnsa nHdopmMaumun, a
Takke Ang ynpasneHns SOCTynoM K ynpasnsembliM oobektam. MNMpunoxeHns SNMP oTHocAaTca K
BHYTPEHHUM npunoxeHnam SNMP, «koTopble paboTaloT € UCNONb30BaHWEM  CRyXO,
npegocraBndaemMbix MexaHnamom SNMP.

SNMPv3v onpegensieT, MMeeT nu Monb3oBaTeNb MNpaBoO MCMNONb30oBaTb 00bekTbl MIB,
ncnonb3yst mogernb 6e3onacHoCcTU Ha ocHoBe nonb3oBaTtenen (USM). YpoBeHb 6e3onacHoOCTH
nonb3oBatensa NMS gomxeH ObiTb TakuMm Xe, kak y nonb3oBatensa SNMP, onpeaeneHHoro B
yCTpOWCTBaX, YTOObI yNpaBnsTb yCTPONCTBAMMW.

SNMPV3 Tpebyet, 4ytobbl NMS nonyyana ungeHtudukatopbl mexaHnama areHta SNMP Ha
ycTponcteax, korga NMS ynpasnget yctponctBamn. SNMPv3 onpegenser MexaHU3Mbl
obHapyxeHus n co3ganuns otdetoB. Korga NMS He 3HaeT ngeHTudumkatopbl MexaHM3ma areHTa,
NMS moxeT cHavana oTnpaBuTb coobuieHne o6 oBHapy>XeHUW areHTy, U areHT BOo3BpalwiaeT
oT4yeTHOe coobuieHne, coaepXkawee waeHTUUKaTop MexaHmsama. [lo3xke onepaunm
ynpaeneHuns mexagy NMS 1 areHToM JOMmKHbl UMEeTb MAEHTUMKATOP MEXaHU3Ma.

1.3.6.2. BesonacHoCTb

=  SNMPvV3 onpegenset mMexaHnam 6€30MacHOCTM JaHHbIX HAa OCHOBE Mogenu 6e3onacHoCTr
1 ypoBHSA 6e3onacHocTh. B HacTosiwee Bpemsa mogenu 6esonacHocTy BknoyaoT: SNMPVL,
SNMPV2C n SNMPv3. SNMPv3 Bkntoyaet SNMPv1 n SNMPVv2C B mogenb 6e3onacHocTu.
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Mopaenu n ypoBHu 6e3onacHoctn SNMPv1 n SNMPv2C

Mogpenb YpoBeHb AyteHTudpukauma LWucgppoBaHne OnucaHue

6e3onacHocTn 6e3onacHOCTU

SNMPv1 noAuthNoPriv Nms Het [ocTtoBepHoCTb JaHHbIX

ayTeHTudmkaumm noaTeepxpaeTcs Yyepes
ayTeHTUMKALMOHHOE UMS.
SNMPv2c noAuthNoPriv Umsa Het [octoBepHOCTb JaHHbIX
ayTeHTudmkaumm noaTBepxpaeTcs Yyepes
ayTEHTUMKALMOHHOE UMS.
Mopenb 6esonacHoct SNMPV3 1 ypoBeHb 6e3onacHoCTuU

Moaenb YpoBeHb AyTteHTudpukauma LWudpoBaHue OnucaHue

6e3onacHocTn 6Ge3onacHoCTU

SNMPv3 noAuthNoPriv Mmsa nonb3osatend. | Het [ocTtoBepHOCTb OaHHbIX
NOATBEPXOAETCS 4Yepe3 UMs
nonb3oBaTernsi.

SNMPv3 authNoPriv MD5 nnn SHA Het MpenycmoTpeH MexXaHuU3M
ayTeHTUMKaUMM OaHHbIX Ha
OCHOBE HMAC-MD5 nnm
HMAC-SHA.

SNMPV3 authPriv MD5 unun SHA DES MpepoctaenseTca  MexaHu3m
ayTeHTUMKaumMmM [aHHbIX Ha
OCHOBe HMAC-MD5 unm
HMAC-SHA n MEeXaHn3m
WNPOBaHUA  [aHHbIX  Ha
ocHoBe CBC-DES.

1.3.6.3. U@eHTUdMKaTOp MexaHU3Ma

MoeHTudukatop mMexaHmaMa WCNonb3yeTcs ANs YHUKaNbHOW uAaeHTudMKauum MexaHu3ma
SNMP. TMockonbky Kaxgbihi 06bekt SNMP BkntoyaeT Tonbko oguMH mexaHmam SNMP, oguH
mogyne SNMP opHOo3Ha4yHO uaeHTudumumpyetr obbekt SNMP B gomeHe ynpaBreHus.
CnepoBatenbHo, areHT SNMPV3 Kak CyLLHOCTb OOMMKEH MMETb YHUKamnbHbIN naeHTudmkaTop
MexaHun3ma, To ecTb SnmpEnginelD.

VaoeHTudumkaTop CTpykTypa npeacraBsnset cobon BOCbMU3HAYHYO CTPOKY (OKTET), COCTOSILLYIO
n3 5-32 6antos. RFC3411 onpegenset dpopmaTt ngeHTudukaTopa mexaHmsma:

MepBble uyeTblpe 6GawTa ykasbiBalOT WAEHTUMUKATOP YaCTHOro

npeanpusTus

(BblgenenHbin IANA) nocTaBLUMKa, KOTOPbIM BblpaXaeTcs B LUeCTHaauaTepuyHOM

dopmare.

MaTtein 6anT ykasbiBaeT ocTasmecs 6anThbl:
0: 3apesepBupoBaHo.

1: NocnegHue yeTbipe 6anTa ykasbiBaoT agpec IPv4.
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e 2:nocnegHue 16 6anToB ykasbiBaloT agpec IPV6.
e 3:lNocnegHue wectb 6anToB ykasbiBatoT MAC-aapec.

e 4: TekcT, cocToswmn n3 27 6anToB, onpenensieTcsl NpoM3BogMTenem.

° 5: WwecTHaguaTepuyHoe 3HaveHne, cocTogdllee us 27 6anTos, KOTOpOE onpenenaeTca
NOCTaBLLUMKOM.

e 6-127: 3ape3epBMpPOBaHO.
o 128-255: (popmaTbl, yKazaHHbIE MOCTABLLMKOM.

1.3.6.4. CBA3aHHaA KoHduUrypaums

Hactpownka MIB View u rpynnbl nonb3oBaTeneun
Mo ymonyaHuio HacTpoeHo ogmH MIB View, 1 goctynHbl Bce 06bekTbl MIB.
Mo ymonyaHuio rpynna nosib3oBaTenen He HacTpoeHa.

KomaHnga snmp-server view ncnonb3yeTtcs ans HacTporku nnm yganexmsa MIB View, a komaHga
snmp-server group UCNosb3yeTcs Ana HaCTPOWKN UNU yaaneHus rpynnbl Nonb3osaTernen.

Mo>XHO HacTpOUTb OAHY MITN HECKONbKO MHCTPYKUUIA NS yKasaHus pasHbiX UMEeH CoobLLecTB,
4TOObI CETEBbIE YCTPOMCTBA MOrnK yrnpaensaTbcs NMS ¢ pasHbIMU pas3peLLeHUsIMI.

HacTpounka nonb3oBatens SNMP
Mo ymonyaHumio nonb3oBaTeslb HE HACTPOEH.
KomaHga snmp-server user ucrnosb3yeTcs AMs HaCTPOVKM UMK yaaneHus nonb3oBaTtensi.
NMS mMoxeT cBA3bIBaTbLCA C areHToMm, UCnoJib3ysd TOJ1IbKO aBTOPU30BAHHbIX rnosib3oBaTenemn.

Monb3oBaten SNMPv3 MoxeT ykasaTb YpoBeHb 6esonacHocTn (TpebywTcs nn
ayTeHTudrKaumMsa 1M wudpoBaHune), anroputm ayTeHTudukaumm (MD5 wnmn SHA), naponb
ayTeHTUmKauumn, naponb WndpoBaHus (B HacTosLee BpeMs AoCTyneH Tonbko DES) n naponb
LWndppoBaHms.

1.4. KoHdhurypauumsa

KoHdurypauus OnucaHue n komaHaa
HacTtponka ocHoBHbIX | (OBs3aTenbHbin)  OH  ucnonb3yetca  AnNg  NpegocTaBneHus
dyHkumn SNMP nonb3oBaTensaM goctyna K areHTy yepe3 NMS.
snmp-server community VcTaHaenveaeT UMSI
ayTeHTUmKauMm 1 paspelueHune
Ha gocTyn.
snmp-server user HactpauBaet nornb3oBarens
SNMP.
snmp-server view HactpauBaetr SNMP View.
HacTpoika ocHoBHbIx | STMP-Server group HactpauBaet rpynny
dyHkumrn SNMP nonb3oarternen SNMP.
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KoHdurypauus

OnucaHue n KomaHga

HacTtporika OCHOBHbIX
dyHkumn SNMP

snmp-server authentication

HacTtpaunBaeT hyHKUMIO 3aLMTbI U
obHapyxeHusa atak SNMP.

snmp-server enable secret-
dictionary-check

HactpavBaeT npoBepky cnosaps
naponen gnss  coobwectB U
nornb3oBaTeneun.

BkrnoyeHne dyHKUmMU

(OnuuoHanbHo) OH ucnonb3yeTcs Ans Toro, YTobbl areHT MOr akTUBHO
oTnpaenATb coobuleHne trap B NMS.

snmp-server host

HacTtpanBaet agpec xocta NMS.

snmp-server enable traps

lMo3BonsAeT  areHTy  aKkTUBHO
oTnpaenaTb trap-coobweHus B
NMS.

snmp trap link-status

Bkroyaet dyHKUMIO OTNpaBKu
coobweHna Link Trap Ha
NHTepdenc.

snmp-server system-shutdown

Bkroyaet dyHKUMIO OTNpaBKu
coobuweHns trap nepesarpysku
CUCTEMBI.

snmp-server trap-source

YKkasblBaeT UCXOOHbIN agpec ans
oTnpaBku coobLieHus trap.

snmp-server
private

trap-format

Mo3BonsieTr coobuweHnto  trap
cogepxaTb 3aKpblTble MONA Mpu
oTnpaBke coobLIeHNs.

OKpaHMpoBaHue
YHKLUMM areHTa

(OnuuonanbHo) OH ucnonb3yetca And 3awuTbl OYHKUMW areHTa,
Korga cnyxba areHTa He TpebyeTcs.

no snmp-server

3aKpbiBaeT PYHKUUIO areHTa.

Hactpoiika

napameTpoB
yvnpasneHna SNMP

(OnumoHanbHO) Wcnonb3yeTcs ANA YCTAHOBKW WM U3MEHEHUSA

napameTtpoBs ynpasneHna SNMP.

snmp-server contact

YcTaHaBnNuBaeT pexuM KOHTakTa
YyCTpPOWCTBA.

snmp-server location

YcTtaHaBnuBaet
MECTOMOMOXeHUe YCTPONCTBA.
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ynpasnedna SNMP

KoHdurypauus OnucaHue n komaHaa
HacTtponka snmp-server chassis-id YcTaHaBnNuBaeT CepPUNHbLIA HOMepP
napameTpoB YCTPOUCTBA.

snmp-server net-id

YcrtaHaBnusaeTt uHdopmaumo NE
00 ycTponcTBe.

snmp-server packetsize

N3meHsieT MakcuManbHyto OnnHY
nakeTa.

snmp-server udp-port

MN3ameHdaeT naeHTmdumkatop noprta
UDP cnyx6bl SNMP.

snmp-server gueue-length

N3meHseT  gnuHy ovepeam
coobLeHun trap.

snmp-server trap-timeout

M3meHseT uWHTepBan OTnNpaBKu
trap-coobueHus.

1.4.1. HacTtponka ocHOBHbIX pyHKkuun SNMP

1.4.1.1. 3dpheKkT KOHUrypaumm

e PaspelwnTb Nonb3oBaTeENAM OOCTYN K areHTy Yepe3 NMS.

1.4.1.2. NMpumeyaHusn

e [lo ymonyaHuIo Ha ceTeBbIX YCTPOMCTBAX He 3aaHO UMS ayTeHTudukauuu, 1 SNMPv1
nnn SNMPV2C Henb3sa ncnonb3oBatb Ana goctyna k MIB ceTeBbix ycTponcTs. Korga
3agaHo nmsa ayTeHTUdUKaLmmn, ecnm paspeLleHne Ha JOCTYN He ykasaHo, paspelueHme
Ha JOCTYM MO YMOJTYaH IO NPefoCTaBNAEeTCH TONbKO A1 YTEHUS.

1.4.1.3. lHaru HacTpourKun

HacTponka SNMP View
e  OnuuoHanbHO

e SNMP View HeobxoauMmMO HACTpPOUTb MpPU MCMOSNb30BaHUM MOAENN ynpaBreHus

poctynom Ha ocHoBe View (VACM).
HacTtpouka rpynnbi nonb3oBaTtesnien SNMP
e  OnuuoHanbHO

e [lpu ucnonssosaHnm VACM Heobxoanmo HacTpouTb rpynny nons3osatene SNMP.
Hactpownka umeHun ayteHTUdMKaumm u npas goctyna

e (ObsAsaTenbHbIN

e Vv ayTeHTUdMKauMM JOMKHO ObITb yCTaHOBNEHO Ha areHTe, ecnm SNMPv1 n
SNMPV2C uncrnornb3ytoTcsa Ansa ynpasrneHnsa ceTeBbIMU YCTPONCTBAMMN.

HacTpounka nonb3oBatens SNMP
e (Ob6gaszarenbHbIN
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e [lonb3oBa

Tenb [JomkeH ObITb ycTaHoBneH, koraa SNMPv3 wmcnonb3dyeTca nns

ynpaBneHnsi ceTeBbIMU YCTPONCTBaMMU.

BknioyeHue

¢pyHKLMM areHTa

e  OnuuoHanbHoO

e [lo ymonuaHuto ¢pyHKUMA areHTa BKMoYeHa. Korga dgyHKumio areHTa Heobxoammo

CHOBAa BKI1

HOYUTb MOCIne ee OTKITIOYEeHUA, HeO6XOD,VIMO Mcnonb3oBaTb 3Ty KOMaHAy.

1.4.1.4. NMpoBepka

3anyctute komaHay show snmp, 4To6bl NpoBepnTb PyHKUMIO SNMP Ha ycTponcTeax.

1.4.1.5. CBsi3aHHble KOMaHAbI

HacTpomnka SNMP View

KomaHnga snmp-server view view-name oid-tree { include | exclude }
Onucanve view-name: nmsa View
napameTpos

oid-tree: o6bekTbl MIB, cBsizaHHbIe ¢ View, KOTOpble OTOOpaXkaloTcA B BUae
nogaepesa MIB.

include: YkasbiBaeT, 4To noaaepeBo obbektoB MIB BkntoueHo Bo View.
exclude: YkasbiBaeT, 4Yto nogaepeBo o6bektoB MIB He BktoveHO BO View.

Pexnm komang

Pexxm rmobanbHon KoHdurypauum

PykosogcTteo no
NCNonNb30BaHWIO

Ykaxute nmsa View n ncnonb3yinre ero Ans ynpasneHns Ha ocHose View.

HacTtpownkar

pynnbl nonb3oBatenen SNMP

Komanga snmp-server group groupname { vl | v2c | v3 { auth | noauth | priv } } [
read readview ] [ write writeview ] [ access { ipv6 ipv6-aclname | acinum |
aclname } ]

Onuncanwne vl| v2c |v3: ykasbiBaeT Bepcmio SNMP.

napameTpoB

auth: CoobweHnsa, oTnpaBneHHble Nonb3oBaTeNaAMU B rpynne, OOSDKHbI
ObITb NPOBEpPEHbI, HO KOHPUAEHUNANbHOCTbL AaHHbIX He TpebyeTcsa. OTa
KOHUrypauusa gencreurensHa Tonbko ansg SNMPv3.

noauth: CoobweHnsi, oTnpaBngemble MOMb3oBaTensaMM B rpynne, He
TPebyT NPOBEPKN N KOH(DUOEHUMANBbHOCTU OaHHbIX. JTa KOHdUrypauus
penctButenbHa Tonbko ansg SNMPv3.

priv: CoobLieHuns, oTnpaBnsemble NONb30BaTENAMU B rpynne, HyXaatTcs
B npoBepke UM o0b6a3aTenbHON KOHUAEHUNANbHOCTU nepeaaBaeMblX
OaHHbIX. OTa KoHGUrypauma gencrteutenobHa Tonbko angd SNMPv3.

readview: CessbiBaeT ogHo View ¢ read-only (TONbKO YTeHue).
writeview: cBs3biBaeT ogHo View c read/write (YTeHus/3anuchm).

aclnum: ACL-Homep. YkasaHHbin ACL cBs3biBaeTca W ykasblBaeTcs
ananasoH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.
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aclname: umsa ACL. YkasaHHbii ACL cBs3blBaeTcs W yKasblBaeTcs
ananasoH IPv4-agpecoB NMS, ¢ koTophix paspelueH goctyn Kk MIB.

ipv6-aclname: wuma ACL IPv6. YkasaHHbin ACL cBsAsbiBaetcs u
yKkasblBaeTcs ananasoH IPv6-agpecos NMS, ¢ KOTOpbIX paspeLueH SOCTyn
kK MIB.

Pexum komaHg

Pexum rmobanbHon KoHdUrypaumm

PykosoacTteo no
NCMNOMNb30BaHUIO

CBsbxuTe onpeneneHHbIX nonb3oBaTene C rpynnon u CBsHKUTE rpynmny C
View. Nonb3oBaTenu B rpynne MMeEKT OAMHAKOBbIE NpaBa AocTyna. Takum
06pa3oM, Bbl MOXETE ONPEeAennTb, HAXOAATCS N ynpaBnsieMble 0ObEKTbI,
CBsi3aHHble C onepauuen, B JonycTumoM AuanasoHe View. [octyn
BO3MOXEH TOSbKO K ynpaBnsiemblM obbektam B auanasoHe View.

Hactpounka numeHun ayteHTUdPMKaLMM U npaB goctyna

KomaHpa

snmp-server community [ O | 7] string [ view view-name ] [[ro | rw ][
host ipaddr ] ] [ ipv6 ipv6-aclname] [ aclnum | aclname ]

Onucanve
napamMmeTpoB

0: ykasblBaeT, 4YTO BXOAHasi CTpoka coobLiecTBa SIBNSETCA CTPOKOW
OTKPbITOrO TEKCTA.

7: YxasblBaeT, 4YTO BXxogHasi CTpOKa coolLlecTBa SIBMSIETCA CTPOKOW
3aLlMdpPOBaHHONO TEKCTA.

string: Ctpoka coobLiecTBa, 3KkBMBaneHTHasa naponto cesasn mexay NMS un
areHtom SNMP.

view-name: ykasbiBaeT uma View ong ynpasneHnsa Ha ocHoBe View.
ro: YkasboiBaeT, 4UTo NMS MoXeT ToNnbko YntaTb nepemeHHble MIB.
rw: NMS mMoxeT untatb 1 3anuckiBaTb nepemeHHblie MIB.

aclnum: Homep ACL. YkasaHHbin ACL cBSA3blBaeTCcs M YykasbiBaeTcs
ananasoH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.

aclname: ums ACL. YkasaHHbii ACL cBs3blBaeTcs W yKkasblBaeTcs
ananasoH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.

ipv6-aclname: nma ACL. YkasaHHbln ACL cBs3biBaeTCs M yKasblBaeTCs
aunanasoH IPv6-agpecoB NMS, ¢ koTophkix paspelueH goctyn Kk MIB.

Onucanve
napameTpoB

ipaddr: ceasbiBaeT agpeca NMS un ykasbiBaeT agpeca NMS gns goctyna K
MIB.

Pexnm komang

Pexnm rnobanbHon KoHUrypaumm

PykoBoacTteo no
NCMNonb30BaHUIO

OTa KOmMaHOa sBRsETCs MEepBOM BaXXHOW KOMaHAOW [ANsi BKHOYEHUs
dyHkumn areHta SNMP. OH onpegenseT atpnbyTol coobuiecTsa 1 obnactb
NMS, B koTOpOW paspelueH goctyn Kk MIB.

Y706kl OTKNIOUMTL PyHKUMO areHTa SNMP, 3anyctute komaHgy no snmp-
server
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Hactpowka nonb3oBatena SNMP

KomaHnga snmp-server user username groupname { vl | v2c | v3 [ encrypted ] [
auth { md5 | sha} auth-password ] [ priv des56 priv-password ] } [ access
{ ipv6 ipv6-aclname | aclnum | aclname } ]

Onucaxne username: ima nonb3oBarens.

napameTpoB

groupname: ykasbliBaeT UMA rpynnbl ANnA nonb3oBaTtens.

vl | v2c | v3: yka3biBaeT Bepcuio SNMP. Tonsko SNMPV3 nopgaepxusaet
Oonee no3gHne napameTpbl 6e30nacHOCTL.

encrypted: YkasaHHbIN pexum BBOAA Maporns - BBOA 3alMdPOBAHHOMO
Tekcta. B npoTuBHOM cnydae onsi BBo4a MCMNOSNb3yeTCs OTKPbITbIA TEKCT.
Ecnn BbiGpaH BBOA 3alLMAPOBAHHOIO TEKCTA, BBEAUTE KMHOY, COCTOSILLINIA
N3 HenpepbIBHbIX LWecTHaguaTepudHblix uudp. Knwod ayteHTudumkaumm
npotokona MD5 coctout wu3 16 ©6GanWtoB, a KIKOY MpOTOKONa
ayteHTudukaumm SHA coctout n3 20 6antos. [1Ba cumBona ob6o3HavatoT
oavH 6anT. 3awmndpoBaHHbIE KITOYM AENCTBUTENbHbI TOMbKO Afsl 9TOro
MexaHu3ma.

auth: YkasbiBaeT, UCrnonb3yeTcs N ayTeHTudukauus.
md5: YkasbiBaeT NpoToKoN NpoBepkn nognnHHoctn MDS.
sha: ykasblBaeT npoTokos ayteHTudmkaumm SHA.

auth-password: HacTpamBaeT cTpoky napons (He Gonee 32 cumBOnOB),
NCNonb3yemylo MNpOoTOKONom ayTeHTudukaumm. Cuctema npeobpasyet
naponu B COOTBETCTBYHOLLME KIHOUN ayTEHTUDUKALMN.

pl’iVZ YkasbiBaer, ncnonb3yeTcd num KOH(bVID,eHU,I/laJ'IbHOCTb.

des56: ykasbiBaeT ucnonb3oBaHne 56-0MTHOro npoTokona wudpoBaHus
DES.

priv-password: HacTpavBaeT CTpoky naponsa (He 6onee 32 cuMBOMOB),
ucrnonb3yemyro ans wudposaHud. Cuctema npeobpasyeT naponb B
COOTBETCTBYIOLLNIA KoY LUIMDPOBAHUS.

aclnum: Homep ACL. YkasaHHbin ACL cBSA3blBaeTcs M YykasbiBaeTcs
aunanasoH IPv4-agpecoB NMS, ¢ koTophkix paspelueH goctyn Kk MIB.

aclname: uma ACL. YkasaHHbii ACL cBaA3biBaeTca M ykasbiBaeTcH
ananasoH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.

ipv6-aclname: uma ACL IPv6. YkasaHHbin ACL cBasbiBaetcs u
ykasbiBaeTcsa ananasoH IPv6-agpecoB NMS, ¢ KOTOpbIX paspelueH AocTyn
kK MIB.

Pexum komaHg

Pexxum rnobanbHon KoHdurypauum

PykosogcTteo no
NCMOMb30BaHUIO

Hactponte wHpopmaumio o nonb3oBatene, 4tobel NMS morna
CBA3bIBATbCS C areHToOM, UCMNOoSb3ys AOMNYCTUMOro Nosib3oBaTens.

Ons nonb3oBatens SNMPv3 MOXHO ykasaTb ypoBeHb 6e3onacHocTw,
anroputm ayteHTudpukaumm (MDS unu SHA), naponb ayteHTudmKaumm,
anroputMm WwudpoBaHusa (B HacTosilee Bpems goctyneH Tonbko DES) un
naponb WKUdPoBaHUS.
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BkrnroyeHne pyHKUUM areHTa
KomaHnga enable service snmp-agent
Pexunm MpuBUNErMpoBaHHbLIN PEXNM.
KOHdourypaumm

PykoBoacTBo no | Ta KoMaHda ucnonb3yeTca Ang BKAYeHua yHkuun areHta SNMP
NCMonb30BaHUIO | YCTPOMCTBA.

OTob6paxeHue nHopmaumm o coctossHmm SNMP

KomaHga show snmp [ mib | user | view | group]| host | process-mib-time ]
Onucanwue mib: OtobpaxaeT uHdopmaumo o SNMP MIB, nogpepxvBaemom B
napameTpoB cucTeme.

user: OTobpaxaeTt nHdopmaumto o nonb3osartene SNMP.

view: OTtobpaxaeT nHdopmaumto o SNMP View.

group: OTob6paxaeT nHcopmauuto o rpynne nonb3osatenen SNMP.
host: OTo6paxaeT nHdopmauno 0 KoOHUrypaunm nonb3oBaTensl.

process-mib-time: OtobpaxaeT y3en MIB ¢ Haubonbwunm BpemeHeM
00paboTKu.

Pexnm MpuBUNEernpoBaHHbIN PEXNM.
KOHdoUrypaumm

Mpumep koHcurypauum Hactpomka SNMP v1/2c
Cuenapunt:

F:192.168.3.1/24 F:192.168.3.2/24

PucyHok 5.

o NMS nogkniovaetcs k areHTy 4depes Ethernet. IP-agpec areHta —
192.168.3.1/24, a IP-anpec NMS — 192.168.3.2/24.

o NMS otcnexuaet n ynpaenset areHTom Yepe3 SNMP v1 nnn SNMP
v2c.

e Korga areHT HencnpaseH UM BO3HUKaET oLnbKa, areHT MOXeT akTUBHO
coobuaTtb COOTBETCTBYIOLLYIO MHpopmauuio B NMS.

Warn e Hactponte 6aszosyto mHpopmaumio SNMP, Bknoyas Bepcuo U UM
HaCTPOWKM coobOLlecTBa.
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e Paspewnts NMS (192.168.3.2/24) otnpaBnAatb Trap-coobLeHuns.

e Hactpownte IP-agpec areHTa n yctaHosute IP-agpec nHtepdenca Gi0/1
Ha 192.168.3.1/24.

AreHT QTECH(config)#snmp-server community public rw
QTECH(config)#snmp-server host 192.168.3.2 traps version 2c public
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MNMposepka e 3anyctute komaHgy show running-config, u4Tobbl OTOGpPa3nTbL
NMHOPMaLMIO O KOHUTypaL MM YCTPOMCTBA.

e 3anyctute «komaHgy show snmp host, u4TOobbl OTOGpPa3uTL
NHAOPMALMIO O XOCTE, HACTPOEHHYIO MNOrb30BaTerem.

NMS B NMS, wucnonbsytowen SNMP v1/v2c, HactponTe umMa coobuecTsa
YTeHusi/3anncu, BpeMsi 0XXnaaHus U Bpemsi noBTopa. Bbl MoXxeTe ncnonb3oBathb
NMS onst 3anpoca 1 HacTpOWKM YCTPOWCTBA.

NMPUMEYMAHUE: KoHdurypaumm B NMS  [OmkHblI  COOTBETCTBOBATb
KOH(UrypaumamMm Ha YCTPOWCTBE;, B MPOTUBHOM Crlydae COOTBETCTBYIOLLME
onepauuy He MOryT ObITb BbINOSTHEHDI.

Hactpownka SNMP v3 (View no ymonyaHuio)
Cuenapun:

Agent
Gi0/1 *l
P:192.168.3.1/24 1"-'I'1I'-:-=1./ 24

PucyHok 6.

e NMS ynpaenseTr ceTeBbiMW YCTPOWCTBaMM (areHTamu) Ha OCHOBE
ayTeHTUMKaLmMmM Nonb3oBaTens U pexuma WudpoBaHus, Hanpuvep,
NMS wucnonb3yeT user! B KayectBe uMeHu nonb3osatens, MD5 B
KayecTBe pexuma ayTeHTudwukauumn, 123 B KayecTBe Mapons
ayTeHTudpmkauun, DES56 B kauecTBe anroputma wndposaHna n 321 B
KayecTBe napornb LWMgpoBaHUS.

e Bbl moxeTe nonyuuTb goctyn kKo Bcem y3nam MIB. («4TeHue no
yMonyaHuio, 3anucbk no ymondaHuto» (“read default write default™)
yKasblBaeT, 4TO A4OCTyn Ko BceM y3nam MIB Bo3amoxeH.)

o CeTeBble yCTpOWCTBA MOrYT aKTMBHO OTNpaBfATb COOOLLEHMSA
ayTeHTudmkauum n wndgposanna 8 NMS.
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Larn e Hactponte rpynny MIB. Cosgante rpynny «g1», Bblbepute Bepcuto
HaCTPOWKM «Vv3», yCTaHOBUTE YpoBeHb 6€30MacHOCTM Ha peXxnm ayTeHTUduKkaLmm

N WKdPOBaHUA «privy, a TakKe HacTPOUTE paspeLleHUss Ha YTeHne U
3anucb View «no ymon4yaHuo». «lo ymonyaHuioo» ykasbiBaeT, YTO BCE
y3nbl MIB moryT 6biTb OCTYMHbI.

e Hactponte nonb3osatend SNMP. Co3gante nonb3oBaTenia ¢ MMEHEM
«useri» B rpynne «gl1», BblbepuTe «v3» B KayecTBe BepcUM W
YyCTaHOBUTE PEXMM ayTeHTUdumkaumm «md5S», napone ayTeHTudmkaumm
«123», pexxum wndgpoBaHna « DES56» 1 naponb WwndpoBaHna «321».

e Hactponte apgpec ysna SNMP. YcraHoBuTe agpec XxocTa Ha
192.168.3.2, BblbepuTe «3» B Ka4yecTBe BEPCUMM, YCTAHOBUTE YPOBEHb
0€e30MacHOCTN Ha pexuM ayTeHTuduMKauum 1 WNPoBaHUS «privy ©
CBSXKUTE MMSA nonb3oBaTensa «userl». Paspewmnte areHTy akTMBHO
oTnpaBnsaTb coobuieHus trap B NMS.

e Hactponrte IP-agpec areHTa. YctaHoBuTe agpec nHrepdenca Gil/1 Ha
192.168.3.1/24.

AreHT QTECH(config)#snmp-server group g1 v3 priv read default write default
QTECH(config)#snmp-server user userl1 g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka e 3anyctute komaHgy show running-config, u4Tobbl OTOGpPa3uUTbL

NMHOPMaLMIO O KOHGUIypaLmn YyCTPOMCTBA.

e 3anyctute komaHgy show snmp user, 4Tobbl OTOGpPaA3UTL
nono3osatensa SNMP.

e 3anyctute komaHgy show snmp view, 4tobbl oTo6pa3nte SNMP View.

e 3anyctute KomaHgy show snmp group, 4tobbl O0TOOpPasuTb rpynny
SNMP.

e 3anyctute komaHgy show snmp host, 4ToGbl oOTOOpasuTb
NHPOPMaLMIO O XOCTE, HACTPOEHHYIO NONb30oBaTENEM.

e YcrtaHoBute MIB-6payaep.

NMS SNMP v3 wucnonb3yeT MexaHu3Mbl 6e3onacHOCTU ayTeHTudmkauum wu
wncpposaHua. B NMS HacTponte umsa nonb3oBatensa u Bblbepute ypoBeEHb
BGesonacHocTn. B 3aBUCMMOCTM OT BbIOpaHHOrO YpOBHA 6HesonacHocTu
HacCTpoOMUTEe pexuMm ayTeHTUUKaumMM, napornb ayTeHTUdUKauuKn, pexum
WncppoBaHua 1 naporne WudposaHusa. Kpome Toro, HacTponTe BpeMs OXXuUaaHUs
n Bpems nostopa. Bel moxeTe ucnonb3osate NMS gna 3anpoca n HacTpovku
yctpoucTsa. NogpobHee o koHdUrypaumm cm. PUCyHOK 7.
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NMPUMEYAHUE: KoHdurypaumm B NMS  [OMmKHbI  COOTBETCTBOBATb
KOHUrypaumsiMm Ha YCTPOWCTBE; B MPOTMBHOM Crlyyae COOTBETCTBYOLME
onepaunv He MOryT ObITb BbINOSTHEHbI.

HacTtpownka koHdurypaumm SNMPv3 (ykasaHHbIN BUA)

Cuenapun:

P:192.168.3.1/24 P:192,168,3.2/24

PucyHok 7.

NMS ynpaBnseTr ceTeBbiIMW YCTPOMUCTBaMW (areHTamu) Ha OCHOBE
ayTeHTUMKaLmMmM nonb3oBaTensa N pexunma wngpoBaHus, Hanpumep,
NMS wucnonb3yet userl B kayectBe uMeHM nonb3oBatens, MD5 B
KayecTBe pexumma ayTeHTudukaumm, 123 B KadecTtBe napond
ayTteHTucbumkaumm, DES56 B kadecTBe anroputmMa wndposaHns n 321 B
KayecTBe napornb WwngpoaHms.

CeTeBble ycTponcTBa MOTYT YNpaBnATb paspeLlleHnamn nons3osartenemn
Ha gocTyn k o6bektam MIB. Hanpumep, nonb3oBaTens ¢ uMeHeM user
MOXeT ynTaTb 06bekTel MIB B cuctemHom yane (1.3.6.1.2.1.1) n moxer
3anucbiBaTb 06bekTbl MIB Tonbko B y3ne SysContact (1.3.6.1.2.1.1.4.0).

CeTeBble yCcTpoWCTBa MOryT akTMBHO OTNPaBnATb COOOLEHUs
ayTeHTumkaumm n wudgposaHua 8 NMS.

LWarwn
HaCTPOWKM

Hactponte MIB View n rpynny MIB. Cosgante MIB View «view1»,
KOTOpoe BKIoYaeT cBsA3aHHbIi obbekt MIB (1.3.6.1.2.1.1); 3atem
co3gante MIB View «view2y», KOTOpOe BKIOYaeT CBSA3aHHbIA O0OBLEKT
MIB (1.3.6.1.2.1.1.4.0). Cosgante rpynny «g1», Bbibepute Bepcuio
«Vv3», yCTaHOBUTE YpOBEHb 6€30MacHOCTU Ha PeXUM ayTeHTUMKaLmmn
N WMGPOBAHNA «pPrivy M HACTPOWTE paspeLleHust Ha 4dTeHune View
«view1» n 3anuck View «view2y.

Hactponte nonb3oBatens SNMP. Co3gainte nonb3oBaTtensd ¢ UMEHeM
«userl» B rpynne «g1», Bblbepute «v3» B KayecTBe BepcuMUM WU
YCTaHOBUTE pPEXUM ayTeHTUMKaLmMmM «mdS», naporib ayTeHTudmKaumm
«123», pexum wndgpoBaHna « DES56» n naponb wndpoBaHng «321».

Hactponte apgpec yana SNMP. YcraHoBuTe agpec xocta Ha
192.168.3.2, BbibepuTe «3» B Ka4eCcTBe BEPCUN, YCTAaHOBUTE YPOBEHb
©e30NacHOCTN Ha PeXuM ayTeHTMdUKauunM 1 WNGPOoBaHUS «privy n
CBSXXUTE WMSA norb3oBaTens «useri». Paspewmnte areHTy akTMBHO
oTnpaBnsaTb coobuieHune trap B NMS.

YcraHoBuTe IP-agpec areHTa. YctaHoBuTe agpec nHtepdgenca Gil/1 Ha
192.168.3.1/24.

AreHT QTECH(config)#snmp-server view view11.3.6.1.2.1.1 include
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QTECH(config)#snmp-server view view2 1.3.6.1.2.1.1.4.0 include
QTECH(config)#snmp-server group g1 v3 priv read view! write view2
QTECH(config)#snmp-server user user1 g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

lMpoBepka | 1.

3anyctute komaHgy show  running-config, 4T0BbI  OTOGpasuTbL
MHOOpPMaLMIO O KOHUrypaumm yCTpomnCcTBa.

3anyctute komaHgy show snmp user, 4ToGbl 0TOGPa3NTL Nonb3oBaTENs
SNMP.

3anyctute komangy show snmp view, 4tobbl oTo6pasmnte SNMP View.
3anyctute komaHgy show snmp group, 4tobbl oTo6pasuTb rpynny SNMP.

3anyctute komaHay show snmp host, 4Tobbl 0TO6pa3uTb MHGDOPMALNIO O
XOCT€, HACTPOEHHYHO NOMb30BaTENEM.

YctaHosute MIB-6paysep.

AreHT

QTECH# show running-config

!

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0

!

snmp-server view view11.3.6.1.2.1.1 include
snmp-server view view2 1.3.6.1.2.1.1.4.0 include
snmp-server user userl g1 v3 encrypted auth md5
TEBD6A1287D3548E4E52CF8349CBC93D priv des56
D5CEC4884360373ABBF30AB170E42D03
snmp-server group gl v3 priv read view1 write view?2
snmp-server host 192.168.3.2 traps version 3 priv userl

snmp-server enable traps

QTECH# show snmp user

User name: userl

Engine ID: 800013110300d0f8221120
storage-type: permanent active

Security level: auth priv
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Auth protocol: MD5
Priv protocol: DES

Group-name: g1

QTECH#show snmp view
viewl(include) 1.3.6.1.2.1.1
view2(include) 1.3.6.1.2.1.1.4.0
default(include) 1.3.6.1

QTECH# show snmp group
groupname: gl
securityModel: v3
securityLevel:authPriv
readview: viewl

writeview: view2

notifyview:

QTECH#show snmp host
Notification host: 192.168.3.2
udp-port: 162

type: trap

user: userl

security model: v3 authPriv

YctaHosute MIB-6paysep, BBeaute IP-agpec 192.168.3.1 B IP Address n userl
B none UserName, Bbibepute AuthPriv ana Security Level, BBegute 123 B
AuthPassWord, Bbibepute MD5 ana AuthProtocol n Beegute 321 B
PrivPassWord. Haxmute «Add Item» n Bbibepute eanHuuy ynpaBneHus, ons
KoTopon Heobxoammo 3anpocutb MIB, Hanpumep, «System» Ha cnegytowem
pucyHke. Haxmute Start. MIB 3anpawwumBaetca ans ceTteBbix YCTponcTe. B
HWXXHEN NaHenn Ha crneayoLLeM pUCyHKe NokasaHbl pesyrbTaThl 3anpoca.
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gz Hib-Erowser g@@

File(F) Help(H)

TF Address 192 186 . 3 . 1 Communi ty Name Worcrepeaters |0 UserName nserl
Operation Type |Wallk A1l Sublten v Security Lewel |AuthFriv = Max-repetitions |0 AuthPassiord [#4#
Add Tten | Bemove Ttem| Clear Ttams| Delay(ns) [1000 AuthProtocel  [WDS v | ErivPassterd e

Dbject | Object Type | Object Value [
1.36.0.2.1.1

M r ¥ Use Somp¥3 Pretecel

Retwn Time | Operation | Objest Name | Objeat Type [ Object value [
09:15:55 Halk sysleser. 0 Display String QTECH 106G Eouting Switch(QSW-6900-56F) E. ..
09:15:58 Hall syslbjectID. 0 ObjID 1.3.6.1.49.1. 27514.1.1.10.1.41

09:15:53 Halk sysUpTime. 0 TimeTicks 0 day=s 16:17:07

09: 1558 Halle sysContact. O Display String

09:18:58 Halle sy=Hame. 0 Display String QTECHE

09:18:58 Hall sysLocation. 0 Display String
09:18:58 Hall sysServices.0 Integer T
09:18:58 Hall Error:OBJECT N0 ACCESS

Snmp Operation | Mib Monitor

1.4.2. BknroyeHune cpyHKuum Trap
1.4.2.1. 3dheKkT KOHDUrypaumm

Paspelumnte areHTy akTMBHO OTNpaBnsTb cooblieHune trap B NMS.

1.4.2.2. llarn HacTpoOMKMn

Hactpownka agpeca yana SNMP
e OnuuoHanbHO

e Hactponte agpec xocta NMS, korga OT areHTa TpebyeTca akTMBHasa OTnpaBka
COOOLLIEHUI.

BknioyeHne areHTa onsa akTMUBHOW OTnpaBKu coobLeHus trap B NMS
e  OnuuoHanbHO

e HacTtpoWnTe 3TOT 3M1EMEHT Ha areHTe, koraa oT areHTa TpebyeTcst akTuBHas oTnpaBka
coobueHus trap B NMS.

BknroyeHune cpyHKLUM oTnpaBku coobueHuns Link Trap Ha nHtepdence
e  OnuuoHanbHO

e HacTpounTe 3TOT aNEMEHT B areHTe, Korga coobLieHue link trap Heo6xoomMmo oTnpaBuTb
Ha uHTepdec.

BknroyeHune chpyHKLUM OTNpaBKM cOOOLEeHNA trap 0 nepe3arpy3ke CUCTEMbI
e OnuyuoHanbHO

e HacTtponTe 3TOT aneMeHT Ha areHTe, korga oT cuctembl RGOS TpebyeTcs oTnpaBuTb
coobuweHne trap B NMS, 4toObl yBEoOMWUTH O nepes3arpyske CUCTEMbl nepeq
nepesarpyskon Unu nepesarpyskon ycTpomncTea.

YKasaHue ucxogHoro agpeca gns ornpaBku coobuweHus trap
e OnuuoHanbHO
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o HaCTPOIZTe 3TOT 3MIEMEHT Ha areHTe, ecrn HeobXoAUMO MOCTOSIHHO MCMONb30BaTb

JTIOKanbHbIN

IP-agpec B KadectBe wucxogHoro agpeca SNMP pgnsa obnerveHus

yrpaeneHus.
BkniouyeHue coobluieHus trap AnNsi nepeHoca NUYHbLIX MOJied NpU OTNpaBKe

coooLeHus

e  OnuuoHanbHoO

e HacTpoiiTe 3TOT aNeMeHT B areHTe, ecnv B coobLLeHnn trap HeoGxoamMmo nepeaasaTth
npuvBaTHbIE NONs.

1.4.2.3. NMpoBepkKa

3anyctute komaHay show snmp, 4To6bl 0TO6pa3nTb ctatyc SNMP.

3anycTtute komaHgy show running-config, 4Tobbl 0TO6pasnTb MHpOPMaLMIO O KOHUIYpaLun

YCTPONCTBA.

1.4.2.4. CBAA3aHHble KOMaHAbI

Hactpowka agpeca xocta NMS

KomaHga snmp-server host [ oob ] { host-addr | ipv6 ipv6-addr | domain domain-
name } [ vrf vifname ] [ traps | inrorms ] [ version { 1 | 2c | 3 { auth |
noauth | priv } ] community string [ udp-port port-num ] [ notification-type
]

Onuncanue oob: HactpamBaeTr BHenonocHyt cBaA3b (OOB) pgnsa  cepsepa

napameTpoB npeaynpexaeHnn (1o ecTb MHdOopMauus OTNpaBfsieTCs Ha cepBep
npegynpexaeHunn Yepes nitepdgenc MGMT).
host-addr: agpec xocta SNMP.
ipv6-addr: (IPv6) agpec xocta SNMP.
domain-name: [JomeHHoe nms xocta SNMP.
vrfname: HacTpauBaeT nmsa Tabnuubl nepeagpecauun VRF.

Onuncanwne traps | inrorms: HactpanBaeT XOCT Ans oTnpaBku coobuieHna trap mnm

napameTpoB NMHOPMAaLIMOHHOTO COOBLLEHUS.

version: Bepcua SNMP, kotopasa mMoxeT OblTb ycTaHoBneHa Ha V1, V2C
unu V3.

auth | noauth | priv: ycraHaBnuBaeT ypoBeHb Ge3onacHocTM Ans
nons3osarenen V3.

community string: Ctpoka coobuiectsa unu nmsa nons3dosatens (V3).
port-num: HacTpamnBaeT ngeHTudmukatop nopta ysna SNMP.

notification-type: Tun coobLieHnin trap, KOTOpblE aKTUBHO OTMPAaBMATCS,
Hanpumep, snmp.

Ecnu Tun trap He ykasaH, oTnpaBnstoTca Bce cooblieHuns trap.

Pexum komaHpg,

Pexwnm rnobansHon KoHdUrypaumm

(@ arecy
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PykosoacTtso no
MCMOJIb30BaHUIO

OTa KomaHga ucnonb3yeTcd ¢ KomaHaon snmp-server enable traps anga
aKTMBHOW oTnpaBku coobuieHnn trap B8 NMS.

Bbl MoxeTe HacTpouTb pasnuyHble xoctbl SNMP gnd nony4veHus
coobuweHnn trap. XoCT MOXeT noggepXuBaTtb pasfnuyHble trap, noptbl n
Tabnuubl nepeagpecaumm VRF. Ecnv HacTpoeH oguH 1 TOT e XOCT (nopT
n koHdurypauma VRF  oauHakoBbl), nocnegHaa  KoHdurypaums
ob6beanHseTca ¢ NpeablayLWmMMmn KOHUrypaumsammn, To ectb Ansg oTnpaBku
pasHbiX trap-coobLieHnin Ha oguH M TOT >Xe XOCT Kaxabli pas3
HacTpamBaeTCcsa OAWMH Tun trap-coobLeHnn. AT KoHUrypaumm, HakoHeLl,
ob6beanHEHbI.

B aTol KOMaHOe napameTp Vvia MOXeT ObiTb ykasdaH TONbKO Toraa, koraa
BKIOYEH napameTp oob. Kpome Toro, Henb3s ncnonb3osaTk napameTp vrf.

BknioyeHue

areHTa AnA akTUBHOW oTnpaBKu coobweHus trap B NMS

KomaHpa

snmp-server enable traps [ notification-type ]

OnwucaHue
napameTpoB

notification-type: BkntoyaeT trap-yBegoMneHUss O COOTBETCTBYHOLLMX
COObITMI, BKNOYasi creayroLme TUnbl:

snmp: BKMOYaeT trap-yBegomneHune ans cobbitun SNMP.

bgp: BkntovaeT trap-yBegomnenune gnsi coboitnn BGP.

bridge: BkritouaeT trap-yBegomneHue ang cobbiTuin MocTa.

isis: BkntovaeT trap-yBegomneHue ansi cobuitun ISIS.
mac-notification: BkntouaeT trap-yBegomnenune ans coboitnin MAC.
ospf: Bkntovaet trap-yBegomnenune ansa coboitumn OSPF.

urpf: Bkntovaet trap-yBegomnenuns ansa cobeitun URPF.

VITP: BKINIOYaET trap-yBegomnenne ansa coboitun VRRP.

web-auth: BkniovaeT CoObITUI

Beb-ayTeHTUMKaLnW.

trap-yBegomreHve ans

Pexnm komaHg

Pexwnm rmobanbHon KoHdUrypaumm

PykoBoacTteo no

OTa KoMaHOa OOMmKHa MCMonb3oBaTbCA C KOMaHOoW snmp-server host,

MCMONb30BaHUI0 | YTOObI COOBLLEHMS trap MOXHO ObINO aKTUBHO OTNPaBNATb.
BknroyeHune cpyHKLMM oTnpaBKm coobweHuns Link Trap Ha nHtepdence

KomaHga snmp trap link-status

Pexnm Pexunm koHdurypaumm nitepderica

KOHcpurypauuu

PykosogcTteo no
NCMNOnb30BaHUIO

Ona wHtepdencos (MHTepdenc Ethernet, nntepdenc AP n nHtepdeinc
SVI), korga ata dyHkumsa BkioveHa, SNMP otnpasnseTt coobuieHune Link
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Trap, ecnu cTaTtyc CcoeauHeHUs Ha WHTepderncax wunuameHsietcd. B
npoTtuBHom criydae SNMP He oTnpaBnsieT coobLueHume.

BknroyeHune pyHKLUM OTNpaBKKU cOObOLEeHNA trap 0 nepe3arpy3ke CUCTEMbI
KomaHga snmp-server system-shutdown
Pexnm Pexxnm rmobanbHon KoHdurypauum
KOHdourypaumm
Pykosogcteo no | Korga yHkuma yBegomrnieHuss npu  nepesarpy3ke cuctemsl SNMP

MCcnoJsib30BaHMIO

BkntoveHa, B NMS oTnpaBnseTtca coobueHue trap, 4Tobbl yBEAOMUTb O
nepesarpy3ke CUCTEMbl Mepen nepesarpy3kon wunuM nepesarpyskomn
YyCTPOMNCTBA.

YkasaHue uc

XOAHOro agpeca Ans oTnpaBku coobuieHus trap

KomaHga snmp-server trap-source interface

Onucanve interface: Ncnonb3yeTtca B kadecTBe nHTepdenca ans UCXogHoro agpeca
napameTpoB SNMP.

Pexnm Pexxm rmobarnbHon KoHdurypauum

KOHcpurypauum

PykosoacTteo no

Mo ymonuyaHuio B KayecTBe MCXOQHOro agpeca ucnonb3yetcs IP-agpec

NCronb30BaHUIO | MHTepdenca, Ha koTopbin oTnpaenalTca naketel SNMP. [Ina obneryeHus
yrnpaBneHns n naeHTudukaumm 3Ty KOMaHdy MOXHO 3anyCTuUTb, YTOObI
NOCTOAHHO MCMNONb30oBaTb OAMH JfloKanbHbIM IP-agpec B kayecTBe
ncxogHoro agpeca SNMP.

BknroyeHne coobeHus trap ona nepeHoca NpuBaTHbLIX NOMen Npu oTnpaBkKe
cooOLweHus

KomaHnga snmp-server trap-format private

Pexxum Pexxum rnobanbHon KoHdurypauum

KOHdpurypauuu

PykoBoacTtso no
NCMonb30BaHUIO

OTa KoMaHga MOXET UCMOSIb30BaThCs, YTOObI MO3BONUTL COOBLLIEHUIO trap
codepxaTb NpuBaTHble MONs MNpu OoTnpaBke coobllueHusd. B HacTosiee
BpeMsi NoAdepKnBaemble NpuBaTHbIE MOMs BKIHOYAKT BPeMsi reHepaunm
npeaynpexaeHus. KoHKpeTHble TUMbl aHHbIX M Auana3oHbl AaHHbIX Nonen
cM. B QTECH-TRAP-FORMAT-MIB.mib.

1.4.2.5. NMpumep

KOHcpUrypauumm

BknroyeHune cpyHKkumumn Trap
CueHapun:
36
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Agent MMS

F:1892.168,3.1724 F:192 1683 2024

PucyHok 8.

NMS ynpaBnsieT ceTeBbiMM YCTPOMCTBaMW (areHTamm) Ha OCHOBE pexuma
ayTeHTUuKaumm coobliectBa, W ceTeBble YCTPOMCTBA MOMyT aKTUBHO
oTnpaenaTb coobweHus B NMS.

Warn 1. BbINOMAHWTE HACTPOWKY, YTOObLI areHT MOr aKTUBHO OTNPaBnsaTb COOOLEeHNs B
HaCTPOWKM NMS. YctaHoBute agpec y3na SNMP Ha 192.168.3.2, dopmaTt coobLueHns
Ha Version2c n uma ayTeHTUpmkaumm Ha userl. BkriouuTe areHT ans
aKTUBHOW OTMNpaBKu coobLeHnn trap.
2. YcrtaHoBuTe |P-agpec areHTa. YcrtaHoBuTe agpec uHTepdenca Gi0/1 Ha
192.168.3.1/24.
AreHT QTECH(config)#snmp-server host 192.168.3.2 traps version 2c userl
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit
MpoBepka e 3anyctute komaHgy show running-config, 4tobbl 0TOOpa3nTbL
NMHOpMaLIMIO O KOHGUIypaLmn yCTPOMCTBA.
e 3anyctute komaHay show snmp, 4tobbl 0TO6pa3nTb ctatyc SNMP.
AreHT QTECH# show running-config

ip access-list standard al

10 permit host 192.168.3.2

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0
snmp-server view v11.3.6.1.2.1.1 include
snmp-server location Moscow
snmp-server host 192.168.3.2 traps version 2c userl
snmp-server enable traps

snmp-server contact QTECH.com
snmp-server community userl view vl rw al

snmp-server chassis-id 1234567890
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QTECH#show snmp
Chassis: 1234567890
0 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 Illegal operation for community name supplied
0 Encoding errors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs
0 SNMP packets output
0 Too big errors (Maximum packet size 1472)
0 No such name errors
0 Bad values errors
0 General errors
0 Response PDUs
0 Trap PDUs
SNMP global trap: enabled
SNMP logging: disabled
SNMP agent: enabled

1.4.3. 9kpaHMpoBaHue PyHKLUU areHTa

1.4.3.1. 3dheKkT KOHUrypaumum
BawmTtute hyHKUMIO areHTa, Korga cnyxba areHTa He TpebyeTcs.

1.4.3.2. NpumeyaHus
e 3anyctute KOMaHgy no snmp-server, 4Tobbl CKpbITb yHKUMIO areHTa SNMP, korga
cnyxba areHTa He TpebyeTcs.

e B oTnuume ot KOMaHAbl 3KpaHMPOBaHWS, NOCNe 3anycka KomaHabl No enable service
snmp-agent Bce cnyx6bl SNMP Hanpsamylo OTKMOYaTCA (TO eCTb (PYHKLMA areHTa
SNMP oTkntovaeTcs, nakeT He NPUHUMAaETCH, a OTBETHbIA NakeT WUIu naket trap He
OTNPaBnATCS), HO UHPOPMaLMA O KOHPUIypaLMK areHTa He SKpaHupyeTcs.

1.4.3.3. LLlarn HacTpounku

AkpaHupoBaHue ¢pyHKkuum areHTa SNMP ans yctpoucTBa
e OnuyuoHanbHO
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e Wcnonb3yiiTe 3Ty KOHUrypaumio, YToObl CKPbITb KOH(UIypaLmio BCeX Cry0O areHTta

SNMP.
OTKn4YeHne

¢pyHKkummn areHta SNMP gns yctponucTBa

e  OnuuoHanbHoO
e YTOObl HANPAMYIO OTKIIOYUTbL BCE CNYXObl, UICNOMBb3YNTE 3Ty KOHMUrypaumio.

1.4.3.4. NMpoBepkKa

3anyctute koMmaHgy show services, 4Tobbl MPOBEPUTL, BKITHOYEHbI NK cnyx0bl SNMP.

3anyctute komaHgy show snmp, 4tobbl 0To6pasnTb ctatyc SNMP.

3anyctute komangy show running-config, 4tobbl 0ToOpa3nTbL MHOPMaLMIO O KOHUIypauum

yCTpONCTBA.

1.4.3.5. CBsi3aHHble KOMaHAbI

AkpaHupoBaHue pyHKUumMmn areHta SNMP ans yctponcrtBa

KomaHpa

Nno snmp-server

Pexum komaHg

Pexum rmobanbHon KoHdUrypaumm

PykosoacTteo no
NCnonb30BaHMIo

Mo ymonuanuio dyHkumst areHta SNMP oTtkntoveHa. Korga napameTtpebl
areHta SNMP (Hanpumep, agpec y3na NMS, nmsa ayteHTudmkaumm u
paspeLleHne Ha 4OCTyN) yCTaHOBMEHbI, cnyx6a areHta SNMP BkntovyaeTcs
aBTomatmyeckn. KomaHga enable service snmp-agent Takke OorkHa
ObITb 3anyuieHa OAHOBPEMEHHO, 4TOObI cnyx6a areHta SNMP morna
pabotatb. Ecnu cnyx6a areHta SNMP oTknodeHa unu He 3anylieHa
komaHga enable service snmp-agent, cnyxba areHta SNMP He
aencrteyeT. 3anyctute koMaHgy no snmp-server, 4Ttobbl OTKMYUTb
cnyx6bl areHTa SNMP Bcex Bepcui, NogaepXMBaembiX YCTPONCTBOM.

Mocne BbINOMHEHWS 3TOW KOMaHAbl BCe KOHUrypaumm crnyxbbl areHTa
SNMP akpaHupytoTcsl (TO €CTb Mocne BbINOMAHEHNA kKoMaHnabl show
running-config koHdurypaumsa He oTobpaxaetca. KoHdwurypaumm
BOCCTaHaBMMBAlOTCA MOCMe MOBTOPHOrO BKIOYEHUA Crnyxbbl areHTa
SNMP). TlMocne BbINOAHEHNS KOMaHAbl enable service snmp-agent
KoHpurypaumm areHta SNMP He akpaHupytoTCs.

OTKn4YeHue

¢pyHKkumn areHta SNMP gnsa yctponcTtBa

KomaHpga

no enable service snmp-agent

Pexxum
KOHcpurypauum

Pexxum rnobanbHon KoHdurypaumum

PykosogcTteo no
NCMNOMb30BaHUIO

OTy KOMaHOy MOXHO MCnonb3oBaTb Ans OTKNoYeHus cnyxby SNMP, Ho
OHa He ByfgeT akpaHmpoBaTb napameTpbl areHTa SNMP.
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1.4.3.6. NMpumep koHduUrypaumm

BknroyeHue cnyx6s1 SNMP

Cuenapun:
Agent MMS
e GillN *
P92, 168.3.1024 P:192 168.3.2/24
PucyHok 9.
Mocne BkntoveHusa cnyxbbl SNMP n HacTporikn cepBepa areHTa SNMP NMS
MO>XeT MoMy4nTb AO0CTYN K ycTponcTBam Ha ocHoBe SNMP.
Warn 1. Bknounte cnyx6y SNMP.
HacCTpoukn | 2 3apgante napameTpbl ansa cepsepa areHta SNMP, ytobbl cnyx6a SNMP
BCTynuna B cuny.
AreHT QTECH(config)#enable service snmp-agent
MpoBepka | 3anyctute komaHgy show services, 4Tobbl NPOBEPUTL, BKIOYEHA NK cnyxba
SNMP.
AreHT QTECH#show service
web-server : disabled
web-server(https): disabled
snmp-agent : enabled
ssh-server : disabled
telnet-server : enabled

1.4.4. HacTtpounka napameTpoB ynpaBneHns SNMP

1.4.4.1. 3dpheKkT KOHUrypaumm

3apanTe OCHOBHble MapameTpbl areHTa SNMP, Bkntovasi pexuMm KOHTakTa C YCTPOWCTBOM,
MECTOMNOOXEHME YCTPOWUCTBA, CEPUNHBIA HOMEP N NapaMeTpbl A8 OTNpaBKK trap-coobLLeHus.
Monyuns goctyn Kk napametpam, NMS MOXeT MOonyuYnTb KOHTAKTHOE NMLUO YCTPOWCTBa W
hun3nyeckoe MecTonornoxeHme yCTponcTBa.

1.4.4.2. llarn HacTpPOMKMn

YcTtaHOBKa peXXmMa CUCTEMHOro KOHTaKTa
e OnuyuoHanbHO

o  Korga KOHTaKTHbIN pPeXnm cucteMbl HEOBXOANMO U3MEHNTL, HACTPONTE 3TOT ANIEMEHT
Ha areHTe.

(@ arecy
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HacTpoika mMecTononoXxeHmMsa cuctembl
e  OnuuoHanbHoO
e Ecnu HeobxooMMO M3MEHUTb PACMONIOXXEHWE CUCTEMbI, HACTPOWUTE 3TOT SMEMEHT Ha

areHTe.

YcTtaHOBKa CepMUHOro Homepa cUMcTeMbl
e  OnuuoHanbHoO
e Ecnun HeoGxoanMOo M3MEHNUTb CEPUNHBIA HOMEP CUCTEMbI, HACTPOWTE 3TOT SfIEMEHT Ha

areHTe.

YcTaHoBka nH¢gpopmaumm NE 06 yctponcrtse

e  OnuyuoHanbHO

e Ecnu Heobxoanmo nsmennTs kog NE, HacTpoinTe 3TOT SfeMEHT Ha areHTe.
Hactponka makcumanbHOM ANUHbI NakeTa areHTa SNMP

e  OnuuoHanbHO

e Ecnun HeoGxoanmMo M3MEHUTb MakcUMarnbHY OMHy naketa areHta SNMP, HacTpownTe
3TOT ANIEMEHT Ha areHTe.

Hactpownka naeHtudukaropa noprta UDP cnyx6bl SNMP
e  OnuuoHanbHO

e Ecnu HeobxoomMmo nameHnTb ngeHTtudumkatop nopta UDP cnyx6el SNMP, HacTponiTe
9TOT 3fIEMEHT Ha areHTe.

HacTpowka anuHbl oyepean coobLleHnn trap
e  OnuuoHanbHO

e Ecnu HeoGxoaMmMo HacTpouTb pasmep o4Yepeau CooOLeHU ans  ynpaBneHus
CKOPOCTbIO OTNPaBKM COOBLLIEHWNIA, HACTPOWTE 3TOT SNIEMEHT Ha areHTe.

HacTpowka nHTepBana oTnpaBku coobLeHus trap
e OnuuoHanbHO

° Ecnn HeobxoauMo M3MEHUTb MHTEepBasl OTnpaBKA trap-coo6u_|,eH|/|;|, HaCTpOI‘;ITe TOT
NYHKT B areHTe.

Hactpowka ynpaBneHus notokom SNMP
e OnuuoHanbHO

e Ecnu 6onbloe konunyectBo naketoB 3anpocoB SNMP npuBOAUT K BbICOKOW 3arpyske
UM gna sagady SNMP, HacTpounTe ynpasneHuve notokom SNMP, yTobbl orpaHnynTb
KONU4eCTBO NakeToB 3anpocoB, 0bpabaTbiBaeMbix B CEKYHAY B Kaxaoun 3agadve SNMP,

4YTOGbI KOHTPONMPOBaThL ucrnonb3oBaHne UM ana sagay SNMP.

1.4.4.3. NMpoBepka

3anyctute komaHay show snmp, 4To6bl 0TO6pa3nTL ctatyc SNMP.

3anyctute komangy show running-config, 4tobbl 0TO6pa3nTbL MHPOPMaLMIO O KOHUrypaLmm

yCTpoOKCTBa.

1.4.4.4. CBA3aHHble KOMaHAbI

YcTtaHoBKa pexnma CUCTEMHOIro KOHTakKkTa

KomaHpa

snmp-server contact text
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Onucanve
napamMmeTpoB

text: CTpoka, onucbiBaloLLas PeXUM KOHTaKTa CUCTEMbI.

Pexum komaHg,

Pexxnm rmobanbHon KoHdurypauum

HacTpoiika MecTononoxeHus cuctembil

KomaHga snmp-server location text

Onucanve text: CTpoka, onucbiBaloLas CUCTEMHYO MHGOPMaLInO.
napameTpoB

Pexxum Pexum rmobanbHon KoHdUrypaumm

KOHdoUrypaumm

YcTaHOBKa CepUMHOro Homepa CUCTeMbI

KomaHga snmp-server chassis-id text

Onucanve text: TekcT CepunHOro HoMepa CUCTEMbI, KOTOPbIA MOXET COCTOSATb U3
napameTpoB undp 1M CMMBONOB.

Pexxum Pexwnm rnobanbHon KoHUrypauum

KOHdoUrypaumm

PykosoacTteo no
NCMonb30BaHMIo

Kak npasuno, CepunHblini HOMEpP YCTPOMCTBA WUCMONb3YeTCA B KavyecTBe
cepunHoro Homepa SNMP ansa obneryeHns ngeHTUdrKauum ycTponcTaa.

YcraHoBka nHgopmaumm NE 06 yctponcrtse

KomaHpa snmp-server net-id text

Onucanve text: TekcT, KOTOpbIN ncnonb3yeTtcs Ans yctaHoBku koga NE ycTtponcTtsa.

napameTpoB TekcT npegcraBnsaeT cobomn CTPoKy, cogepxatuyto ot 1 o 255 cMmBonoB ¢
y4eTOM perncTpa u MOXeT BKoYaTb Npobensi.

Pexxum MMoBGanbHbIN peXuMm.

KOHdpurypauuu

PykosogcTteo no
NCMorb30BaHUIO

YcraHoBute kog NE ycTponcTea.

Hactpownka makcumanbHOM ANUHbI NakeTa areHTa SNMP

KomaHga snmp-server packetsize byte-count
Onuncanwne byte-count: Paamep naketa ot 484 6ant go 17 876 6ant.
napameTpoB
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Pexum
KOHcpurypauuu

MoGanbHbIN peXuMm.

HacTtpowka naeHtucpukaropa nopra UDP cnyx6b61 SNMP

KomaHga snmp-server udp-port port-num

Onucanwne port-num: ykasbiBaeT ngeHtudukarop nopta UDP cnyx6bl SNMP, 10 ecTb
napameTpoB naeHTMdmkaTop NopTa NPOTOKONa, KOTopbIn nonyyaeT naketel SNMP.
Pexxum MoGanbHbIN PEXUM.

KOHcpurypauum

PykosoacTteo no
NCNoNb30BaHMIO

YkaxunTte ngeHtndmkaTop nopTta npotokona ans npnema naketos SNMP.

HacTtpouka anuHbl oyepeaun coobLeHun trap

KomaHga snmp-server queue-length length

OnucaHne length: anuHa odyepeaun B guanasoHe ot 1 go 1000.
napameTpoB

Pexnm Pexxm rmobanbHon KoHdurypauum

KOHdoUrypaumm

PykosogcTteo no
NCMNOMb30BaHUIO

OTperynupyiTte pasmep oyepean coobieHuin, 4Tobbl KOHTpPONMpoOBaTb
CKOPOCTb OTMpPaBKMN COOBLLEHWNN.

HacTpowka nHTepBana oTnpaBku coobLeHuns trap

KomaHga snmp-server trap-timeout seconds

Onucanuve seconds: NHTepBan (eguHuua namepenus: cekyHaa). lnanasoH 3HavyeHun
napameTpoB ot 1 go 1000.

Pexxum Pexxum rnobanbHon KoHdurypauum

KOHdpurypauuu

PykosogcTteo no
NCMorb30BaHUIO

Hactponte wuHTepBan oTnNpaBkuM COOOLLEHUS, 4YTOObI KOHTPONMPOBATb
CKOPOCTb OTMpPaBKM COOOLLEHNS.

Hactpownka ynpaBneHns notokom SNMP

KomaHga snmp-server flow-control pps [ count ]
Onucanve count: KonnyectBo nakeTtoB 3anpocoB SNMP, obpabatbiBaembix B
napameTpoB cekyHay. [lnana3oH 3HavyeHun coctasnset ot 50 go 65 535.
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Pexxum komaHg | Pexum rnobansHom koHduUrypaumm

Pykosogcteo no | Ecnu 6onbluoe konuyectso naketoB 3anpocoB SNMP nprMBoauT K BbICOKOM
ncrionb3oBaHuio | 3arpyske UM gna sagay SNMP, HacTtponte ynpaBneHne notokom SNMP,

4YTOObl OrpaHMYNTL KONMMYECTBO MAKETOB 3anpocoB, obOpabaTbiBaeMbiX B
cekyHay B kaxgown 3agade SNMP, 4toGbl KOHTPONMPOBaTL MCNONb30BaHNE
UM ona saga4y SNMP.

1.4.4.5. Npumep KoHdUrypaumm

Hactpownka napameTtpoB ynpasrneHus SNMP

Cuenapun:

Agent MNMS
Dy, GiO/1 *
& <
P:182.168.3.1/24 P:182.168.3.2/24

PucyHok 10.

NMS ynpaBnsieT ceTeBbiMM YCTPOWCTBaMW (areHTamm) Ha OCHOBE pexuma
ayTeHTUdmKaumm coobuiectBa M MOXET nonyvatb 0as30Byl0 CUCTEMHYHO
nHcopmaumio 06 YyCTpOMCTBAX, HaMpUMEpP, PEXWM KOHTakTa C CUCTEMOW,
MECTONMOSIOXKEHNE N CEPUNHBIN HOMEP.

Larn
HaCTPOWKK

1. 3apante napametpbl areHta SNMP. YcTaHoBUTE MeCTONONOXeHWe
CUCTEMBbI, PEXUM KOHTaKTa U CEPUNHbLIA HOMED.

2. YcrtaHoBuTe |P-agpec areHTa. YcrtaHoBuTe agpec uHTepdenca Gi0/1 Ha
192.168.3.1/24.

AreHT

QTECH(config)#snmp-server location Moscow
QTECH(config)#snmp-server contact QTECH.ru
QTECH(config)#snmp-server chassis-id 1234567890
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka

[MpoBepbTe UHAOPMALMIO O KOHUTYpaLMK YCTPONCTBA.
MpoBepbTe SNMP View n nHcdopmanmio o rpynne.

AreHT

QTECH# show running-config
ip access-list standard al

10 permit host 192.168.3.2
interface gigabitEthernet 0/1

44

@ § QTECH

MWP [OOCTYMNHEE




PykoBoacTeo nonb3oBatens cepus QSW-6900

Hactpoiika SNMP " www.atechru |
no ip proxy-arp
ip address 192.168.3.1 255.255.255.0
snmp-server view v11.3.6.1.2.1.1 include
snmp-server location Moscow
snmp-server host 192.168.3.2 traps version 2c user]
snmp-server enable traps
snmp-server contact QTECH.ru
snmp-server community userl view vl rw al
snmp-server chassis-id 1234567890
QTECH#show snmp view
vi(include) 1.3.6.1.2.1.1
default(include) 1.3.6.1
QTECH#show snmp group
groupname: userl
securityModel: v1
securityLevel:noAuthNoPriv
readview: v1
writeview: vl
notifyview:
groupname: userl
securityModel: v2c
securityLevel:noAuthNoPriv
readview: vl
writeview: vl
notifyview:

1.5. MOHUTOPUHT

1.5.1. OToGpaxeHue

OnucaHue KomaHpa
OTtobpaxaet ctatyc SNMP. | show snmp [mib | user | view | group| host]
45
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2. HACTPOUKA RMON
2.1. O630p

YpaneHHoin MoHuTOpuHr cetn (RMON) HanpaBneH Ha pelleHne npobnem ynpaBneHus
nokanbHbiMu cetamu (LAN) 1 yaaneHHbIMKU canTammn ¢ UCMofb30BaHMEM OOHOW LieHTpanbHOM
Touykn. B RMON gaHHble MOHUTOPWHra CeTUM COCTOAT M3 Fpynnbl CTATUCTMKN U MHOUKATOPOB
NpPOn3BOANTENBHOCTUN, KOTOPbIE MOXHO UCMONb30BaTh AN MOHUTOPUHIa UCMNOMNb30BaHUS CETU,
4yTOOblI OBNEerynTb NNaHMpoBaHWe CeTn, ONTUMU3ALUIO NPOU3BOAUTENBHOCTU U OUArHOCTUKY
ceTeBbIX OLLUNOOK.

RMON B OCHOBHOM MCMOMb3yeTcsi YNpaBnsiioWmnM YCTPONCTBOM Ans yAaNeHHOro MOHUTOPWHIa
W ynpaBreHusi ynpasnsieMbIMy YCTPONCTBaMMW.

lNMpoTokonbl U ctaHaapTbl

STD O0059/RFC 2819: WHdbopmaunoHHasa 6asa ynpaBneHus yAaneHHbIM CeTEBbIM
MOHWUTOPWHIOM

RFC4502: ndopmaumoHHasa 6asa yrnpaBrneHms yaaneHHbIM MOHUTOPUHIOM CETU, Bepcust 2

RFC 3919: NpoeHTndmkatopbl NpoTokona yaaneHHoro MoHuTopuHra cetn (RMON) ans IPv6 u
MHOrOMPOTOKONbHOWM KOMMYyTaumm no meTkam (MPLS)

RFC 3737: Pykoeogcteo IANA ans moaynen MIB peecTpa yaaneHHoro MoHuTopuHra (RMON)

RFC 3434:. PacwwnpeHus MIB yganeHHOro MOHWTOPUHra AOfisi CUrHanoB npenynpexgeHus
60onbLLION eMKOCTH

RFC 3395: CnpaBouyHble pacwmpeHns ugeHtudpumkatopa npoTokona MIB yganeHHoro
MOHWUTOPUHra ceTn

RFC 3287: PacwunpeHusa MIB yaaneHHOro MoHUTopuHra gns auddepeHumpoBaHHbIX Criyo

RFC 3273: NHdopmaumoHHast 6a3a ynpaBneHus yganeHHbIM MOHUTOPUMHIOM CETU ANA CETEN C
BbICOKOW MPOMYCKHOWM CNOCOOHOCTBIO

RFC 2896: makpocbl ngeHtudpumkatopa npotokona MIB yaaneHHOro MOHUTOpPUHIa cetn
RFC 2895: CnpaBo4HUK No ngeHtudukatopy npotokona MIB yganeHHOro MOHUTOPUHra cetu

2.2. MpunoxeHus

MpunoxeHune OnucaHwue

Cb6op ctatuctukm no nHcbopmaumm | MNpumeHseT vYetbipe pyHkuun RMON k nHtepdency ans
KOHTPONMPYEMOro nHTepderica MOHUTOPUHIra CeETEBON CBA3U MHTEpenca.

2.2.1. Coop cTaTUCTUKUN NO UHCpOPMaLIMM KOHTPONMpyemMoro uHtepcgenca

2.2.1.1. CueHapuu

®yHkuma  cratnctmkm RMON  Ethernet wucnonb3yetcss Ansi MOHUTOPWHra HaKOMMEeHHOM
nHpopmaumm o6 nHTepdence, OYHKUMA CTaTUCTUKM UCTOPUU UCMONb3yeTca AN KOHTPOss
KonuyectBa nakeToB uWHTepdenca B KaXxOoM MWHTepBane MOHUTOpUHra, a yHKung
CuUrHanusauuym ncnornb3yeTcs AN HEMEOSIEHHOro NOMyYeHUst UCKIMIYEHUA cYeTYMKa NakeToB
NHTepdenca. Ha cnegyrowem pncyHke nokasaHa TOnosmorns ceTu.
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2.2.1.2. Pa3BepTbiBaHUue

WHTepdenc oTcnexuBaeTtcs, 4ToObl HakannmMBaTb CTATUCTMKY MO KOMWYECTBY MNaKeTOB
nHTepdgenca n cobnpatb CTaTUCTMKY MO KONMYECTBY NAKeTOB M UCMONb30BAHMIO MPOMNYCKHOWN
CNocoBHOCTM WHTepdpenica B TeYeHMe WHTepBana MoHuUTopuHra. Ecnm Ha wuHTepdeice
NPOUCXOANT WCKIIOMEHUE KOoNMYecTBa MakeToB, B CUCTeMY YynpaeneHna ceTtbio (NMS)
nepegaeTcs curHan npegynpexaeHnd. Knoyesble MOMEHTbI KOHUrypauumn cnegytome:

e Hactponte dyHkumto ctatnctukn RMON Ethernet Ha nHTepdelice.
e Hactponte pyHKumo cTatuctukn nctopum RMON Ha nHtepderice.

e Hactponte Tabnuuy curHanos npegynpexaeHns RMON v onpegenvte OencTeus no
o6paboTke cobbiTi RMON B pexume koHgurypaumm. KoHTponmpyemble 06bekTbl
CUrHanNoB npenoynpexneHun npeactaBnsioT cobor  3HaveHust ugeHTudukatopa
obbekta (OID) onpegeneHHbIX nornen B ctatuctmyeckon tabnuue RMON Ethernet,
CKOHUrypmpoBaHHOM Ansa uHtepdenca.

2.3. PyHKUUN

2.3.1. basoBble KOHUenThbl

RMON onpegenset Heckonbko rpynn RMON. [lpogyktel QTECH nogaepxmBatoT rpynny
CTaTUCTUKW, TPYNNy WCTOPWUKW, Tpynny TPEeBOr W rpynny CoObITUN, KOTOpPblEe OMNUCHLIBAOTCSA
cnegyrowmnm obpasom:

prn na CTaTUCTUKH

pynna cTaTtuCTMKM UCNONb3yeTCs ANA MOHUTOpMHra u cbopa CTaTUCTUKM MO MHOpMaLUnN O
Tpaduke uHTepdenca Ethernet, kKoTopass HakannMBaeTCcsl C MOMEHTa CO34aHus 3anucu Ao
Tekywero BpemeHun. CTaTUCTUYECKME 3NEMEHTbI BKOYalOT OTOPOLLEHHbIe MNakeTbl AaHHbIX,
LUMpOKOBELLATENbHbIE MaKeTbl AaHHbIX, OWMOKM MPOBEPKU LMKITMYECKOrO pPe3epBMPOBaHUS
(CRC), 6onbwne n manble 6rnokn n aBapun. Ctatuctudeckne pesynbTaTbl COXPAHSTCHA B
cTatuctndeckomn Tabnuue Ethernet.

Fpynna uctopuun

Mpynna nctopun ncnone3dyeTcsa Ans nepuoamnyeckoro cbopa nHdopmauum o ceTeBoM Tpadumke.
OH 3anucbiBaeT HaKOMNMEHHbIE 3HAYEHMA UHOPMALMM O CETEBOM Tpaduke U UCNonb3oBaHnn
MPOMYCKHOM CMOCOBHOCTU B TEYEHME KaKOOro WHTEepBana M coxpaHseT ux B Tabnuue
ynpasneHusi uctopuen. Bknovaet B cebsa ase HebonbLlume rpynnbi:

e [pynna HistoryControl ncnonbayetcst ons yCTaHOBKW MHTepBana BbIOOPKN, NCTOYHMKA
AaHHbIX BbIOOPKM 1 Apyron ynpasngaowen nHpopmMawmu.
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e [pynna EthernetHistory npegoctaBnsieT agMUHUCTpaToOpam AaHHbIE UCTOPUK, BKIHOYas
CTaTUCTUKYy Tpadmka CETEBOro CermMeHTa, MakeToB OLMOOK, LUMPOKOBELLATENbHbIX
NakeToB, MCNOMb30BaHNSA 1 KONMYeCcTBa aBapuil.

I'pynna CUrHanosB TpeBoOrum

pynna curHanoB nNpeaynpexaeHnin ncnonb3yeTcst ANna HabnaeHnst 3a ykasaHHbIM 06 bekTOM
6a3bl ynpasnsawowen nHgpopmaumm (MIB). Korga sHadeHne obbekta MIB npeBbllaeT 3agaHHbInN
BEPXHMI Npeaen WUnvM HWKe 3adaHHOro HWXKHero npegena, cpabaTbiBaeT curHan TpeBoru,
KoTopbii obpabaTtbiBaeTcs kak cobbITUE.

Fpynna cobbiTumn

Mpynna cobbiTMi mMcnonb3yeTca Ana onpegeneHuss pexmma obpabotkm cobbitvi. Korga
KOHTponupyembin ob6bekT MIB cooTBeTCTBYyeT YCrnoBusIM TpeBOru, 3anyckaetcsi cobbiTue.
CobbiTne MOXeT ObITb 06paboTaHo B NIHOOOM 13 CreayrLnX PEXNMOB:

o none: HNKaKnx 4encTBmn He npeanpmHMMaeTCA.

e log: MHpopMaumsa, OoTHocAWasiCs K COObITUIO, 3anMcbiBaeTcs B Tabnuuy 3anuncen
XypHana, 4Tobbl agMMHMUCTPaTOPblI MOrnK NpocMaTpuBaThb ee B Noboe Bpems.

e snmp-trap: coobuweHne trap nepepmaetcd B NMS, 4tobbl yBegomute NMS o
BO3HUKHOBEHWUN COObITUS.

e log-and-trap: mnHdoOpmauus, oTHocsAWAscs K cobbITMO, 3anucbiBaeTcss B Tabnuuy
3anucen xypHana, n B NMS nepegaetcsa coobuieHue trap.

2.3.1.1. MpuHUMN paboTbl

RMON nopaepxvMBaeT HECKONbKO MOHUTOPOB M ABa MeToda cbopa aaHHbix. Cnocob 1. [na
cbopa gaHHbIX ucnonb3yeTca crneuunanbHblin 3o0H4 RMON, n NMS moxeT Hanpsimyio nonyyaTb
Bcto mHGopmauuio o MIB RMON u3 3oHga RMON. Cnocob 2: areHTel RMON BCTpO€EHbI B
ceTeBble YCTPOWCTBA, YTObbI ycTponcTBa nmenu cdyHkumio nposepkn RMON. NMS ucnonb3ayet
OCHOBHbI€ KOMaHAbl MPOCTOro NpoTokona ynpasneHust cetbto (SNMP) ona obmeHa gaHHbIMK C
areHTamn RMON 1 c6opa nHdopmaunm 06 ynpaBneHnn ceTblo. ATOT METOA, OAHAKO, OrpaHNYeH
pecypcamu YCTpOMCTBa, 1 cobunpaeTca nHdopmMaumsa TonbKo 0 YeTblpex rpynnax, a He 060 Bcex
naHHbix RMON MIB.

Ha cnepytolem pucyHke nokasaH npumep csasn mexay areHtamm NMS n RMON. NMS yepes
areHToB RMON, paboTalowmx Ha yCTPOMCTBax, MOXET nony4vaTb WMHgopmaumio o6 obuiem
Tpadmke, CTaTUCTMKE OLIMOOK W CTAaTUCTUKE NPOU3BOLAMTENBHOCTM CErMeHTa ceTwu, rae
HaxoanTcsa nHTepdenc ynpaBnsaemoro CeTeBoro yCTpomcTaa, TeM CambiM peanuays yaaneHHoe
yrnpaBfieHne ceTeBbIMU YCTPONCTBAMMN.

:Ill'

Agent Server

Agent

@
o
=

PucyHok 12.
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2.3.1.2. O630p

Oco6eHHOCTb OnucaHue

RMON Cratuctuka | Cobmnpaet HaKOMUTENbHO CTATUCTUKY MO KONMUYECTBY MNaKeToB,

Ethernet konuyectsy 6altoB M OpPYrMM  Oa@HHbIM  OTCIEXMBAEMOro

nHTepdenca Ethernet.

Cratuctuka _umctopun | 3anucbiBaeT KOMMYECTBO MakeToB, OanToB W Apyrnx OaHHbIX,

RMON nepefaHHbIX WHTepdenncom Ethernet B TeuyeHnme HacTpoeHHOro
WHTEepBana, u BblYMCNSAET MCMOSIb30BaHWE MOSIOChl NPOMyCKaHus B
TeyeHue 3TOro uHTepsana.

Curnan Boibopka  3HaAYeHU  KOHTPONMMPYEMbIX MEPEMEHHbIX  4Yepes

npeaynpexaeHus onpedeneHHble  MPOMEXyTkn BpemeHn. Tabnuua curHanos

RMON npeaynpeXxgeHnin Ucrnonb3yeTcs B COMETaHUU € Tabnmuen cobbITui.

Mpw AOCTVXKEHUM BEPXHEro nnm HWXXHEro npegena
cooTBeTCTBywLWass Tabnuua  coObITUA  UHMUMKMpYeTCa  Ans
BbIMOSIHEHNSA 06paboTKM COBLITUI N 06paboTka HE BbIMNOSHAETCA.

2.3.2. RMON CtaTtucTtuka Ethernet

2.3.2.1. MpuHUMN paboTbl

®dyHkuma ctatuctukn RMON Ethernet HakonuTenbHoO cobupaeT CTaTUCTUKY NO MHAOpMaLUN O
ceTeBOM Tpaduke nHtepdenca Ethernet ¢ MoMeHTa co3gaHus 3anncu 4o TeKyLLEero BpeMeHMN.

2.3.2.2. CBA3aHHas KOH¢urypaums

HacTpounka ctatucrtnyeckux sanmcen RMON

®dyHkumna ctatnctnkn RMON Ethernet no ymonyaHuio OTkno4eHa.

3anyctute komangy rmon collection stats, 4ToGbl co3gaTb 3anucu CTaTUCTUKK
Ethernet Ha yka3zaHHOM UHTepdence Ethernet.

lMocne ycnewHoro cosgaHns CTaTUCTUYECKUX 3anmMcen Ha ykasaHHOM uHTepderice
rpynna cTaTUCTUKM cobupaeT CTaTUCTMKY MO WHdopMaumm o Tpadumke TeKyLlero
nHTepdenca. CraTucTUieckne SnNemMeHTbl MNPeAcCTaBnsAlT CcoOOOM NepeMeHHbIe,
onpeneneHHble B cTatuctudeckon Tabnmue RMON Ethernet, a 3anucaHHas
MHdopMauma npeactaBnaeT cobon HaKoMNMEeHHbIE 3HAYEHUSI MEPEMEHHbIX C MOMEHTa
co3gaHusa ctatuctndeckon Tabnuubl RMON go Tekywero BpemMeHu.

2.3.3. Cratuctuka uctopun RMON

2.3.3.1. MpuHUMN paboTbl

PyHKUMA cTatucTukn nctopmm RMON 3anucbiBaeT HaKOMIIEHHYI0 CTaTUCTUKY NO MHAopMaLnm o
Tpadumke nHTepdenca Ethernet B TeueHne kaxxgoro nHTepeana.

2.3.3.2. CBA3aHHasa KOH(urypaums

HacTtpoika KOHTpOnbHbIX 3anucen nctopun RMON

dyHKuMA ctaTUCTUkn uctoprm RMON OTKIoYEeHa No YMOMYaHMo.
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e 3anyctute komaHgy rmon collection history, 4Tobbl co3gaTb KOHTPOSIbHBIE 3aMNNCK
nctopum Ha nHtepdence Ethernet.

e [pynna nctopum RMON cobupaeT CTatucTuky no nepemeHHbIM, onpenerieHHbIM B
Tabnuue mnctopum RMON, n 3anucbiBaeT HaKOMSIEHHbIE 3HAYEHUS] MEPEMEHHbLIX B
TeyeHue Kaxxgoro nHtepeana.

2.3.4. Curnan npeaynpexaeHusa RMON
2.3.4.1. MpuHUMN paboTbl

®dyHkuma  curHanm3auum  RMON  nepuvogmMyeckn  OTCrEeXMBaeT U3MEHEHUs  3HaYeHun
NEePEeMEHHbIX CurHanusaumm. Ecnn 3HadeHve nepemeHHOW npeaynpexaeHuss gocturaet
3aJaHHOrO BEPXHEr0 MOpOra Wnn HWKHEro nopora, 3anyckaeTcsi COOTBETCTBYOLEE COObITME
ansa obpaboTkn, Hanpumep, nepegaeTca coobuieHne trap wunu cosgaeTcsi ogHa 3anucb B
Tabnuue xypHana. Ecnn HwkHee noporoBoe 3HavyeHMe WM BEPXHEE MOPOroBOe 3HayeHue
AOCTUraeTcs HECKONbKO pa3 noapsid, 3anyckaeTcsl TONbKO OOHO COOTBETCTBYHLLEE COObITME, a
apyroe cobbiTve 3anyckaeTcsd A0 Tex Mnop, noka He GyaeT OAOCTUrHyTO obGpaTHOe MoporoBoe
3Ha4veHue.

2.3.4.2. CBA3aHHas KOHdurypaums

HacTtpoika Tabnuubl coobiTUN

e ®yHKuma rpynnbl cobbiTMn RMON OTKMo4YeHa MO yMONYaHuio.

e 3anyctute KOMaHay rmon event, 4YTobbl HACTpPOUTbL Tabnuuy cobbITUN.
HacTtpouka 3anucen npegynpexaeHun

o  dyHKUMS rpynnbl curHanoB npeaynpexaeHni RMON OTKoYeHa No yMon4aHuio.

e 3anyctute kOMaHgy rmon event, 4Tobbl HAcTpouTb Tabnuuy CobbITUIA, U 3anycTUTe
koMaHay rmon alarm, 4ytobbl HaCTPOUTL Tabnuuy curHanos npegynpexaeHnin RMON.

o OyHkuma npegynpexaeHun RMON peanusyeTtcs Tabnuuen npegynpexneHui u
Tabnuuen cobbiTmn BmecTe. Ecnu cooblieHne trap gomkHO ObiTb MepedaHo Ha
ynpaBnsioLliee YCTPOMCTBO B Cryvae cobbiTMa NpegynpexaeHun, CcHavana
HeobxoanmMo npaBuIibHO HacTpouTb areHT SNMP. [nga HacTpounku areHTa SNMP cwm.
Hactpownka SNMP.

o Ecnu ckoHUrypmpOBaHHbIN OOBHEKT cUrHana npeaynpexaeHnin aBndeTca y3nom noss
B rpynne cratuctukmu RMON wunu rpynne uctopun, yHKuma ctatuctukmu RMON
Ethernet nnn dyHkums ctatnuctnkm uctopum RMON gormkHa G6bITe HACTpOEeHa B NEPBYHO
oyepenb Ha KOHTponupyeMmom uHTepdence Ethernet.

2.4. KoHdwmrypaums

KoHdurypauus OnucaHue n komaHaa
Hactpowka (ObsazatenbHbIM)  Micnonb3yeTca Ana  HakonuTenbHoro  cbopa

ctatuctukn  RMON | ctatucTukm no nHdopmaummn o Tpaduke nHtepdenca Ethernet.

Ethernet

rmon collection stats HactpanBaeT crtatuctudeckme 3anucu
Ethernet.
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KoHdurypauus OnucaHue n KomaHaa
HacTponka (ObsazatenbHbIM)  Mcnonb3yeTca Aana  nepuoguyeckoro  cbopa
CTaTUCTUKN _UCTOPUN | CTAaTUCTUHECKMX [AaHHbIX O Tpadumke wuHTepdenca Ethernet wu
RMON MCNONb30BaHMM NPOMYCKHOM CMNOCOBHOCTM B TEYEHME MHTEpBAna.

rmon collection history | HactpanBaeT KOHTpPOMbHblE  3anuncu
ncTopuu.

Hactponka curHana | (O6ssaTenbHbi) Micnonb3yeTca ANs KOHTPOMS TOro, HaxoaaTcsl nv

npeaynpexaeHus N3MEHeHMS JaHHbIX NepeMeHHOM B JONYCTUMOM AManasoHe.
RMON

rmon event HacTtpauBaeT 3anncu cobbITui.

rmon alarm HacTpauBaeT 3anvcu npegypexgeHun.

2.4.1. Hactpouka ctatuctukm RMON Ethernet

2.4.1.1. AcpdeKT KoHdDUrypaumm

MNonyuynte HaKONMEHHYK CTATUCTUKY MO WHdopmaumMm O Tpaduke KOHTPONMPYEMOro
nHTepenca Ethernet ¢ MOMeHTa co3gaHns 3anmcy 40 TEKYLLLEro BpEMEHN.

2.4.1.2. NpumeyaHus

OT1a byHKUMA HE MOXKET OblTb HACTPOEHA B PEXNME NaKkeTHOM HAaCTPONKM MHTepdelca.

2.4.1.3. Llarn HacTpourKun

Hactpowka cratuctnyeckmnx sanmcen RMON
o ObgaszarenbHbIN.

e Ecnu gns onpepeneHHoro mHTepdperica TpebyeTcs cTaTtUCTUKA U MOHUTOPWHI, AN
3TOro nHTepdenca HeobxoamMmo HaCcTPOUTb 3anmcu CTaTUCTUKN Ethernet.

2.4.1.4. NpoBepkKa

3anyctute komaHgy show rmon stats, 4tobbl 0To6pa3nTb ctatucTuky Ethernet.

2.4.2. CBsiI3aHHble KOMaHAbI

HacTpounka ctatuctnyeckux sanmcen RMON

KomaHga rmon collection stats index [owner ownername]
Onucanuve index: YkasblBaeT MNOpPAOKOBbIA HOMEpP CTaTUCTUYECKOM 3anucu Cco
napameTpoB 3HayeHweM B auanasoHe oT 1 go 65 535.

owner ownername: ykasblBaeT co3gaTend 3anucu, T. e. UMs Bnagenbua,
KOoTopoe npeactaBnsetr cobon CTpoky u3 1-63 CUMBOMOB C y4eToOM
pernctpa.
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Pexnm komaHg | Pexxum KoHdurypaumm nHtepdenca

PYKOBO,EI,CTBO no | 3HaveHns napameTpoB CTaTUCTUHECKOro BBoda He MOryT ObITb NU3BMEHEHHI.
MCnoJsib30BaHUIO

2.4.2.1. Npumep KoHcuUrypaumum

Hactpownka cratuctuku RMON Ethernet

Cuenapun:
Agent
Terminal
PucyHok 13.
Kak nokasaHo Ha npegpigywem pucyHke, areHT RMON nogkntoveH Kk cepBepy, U
NMS T1pebyet, uTtoGbI rpynna ctatuctmkm RMON BbinonHsna CcratucTuKy
NpPou3BOANTENBHOCTM MO MOMydeHHbIM MNaketam  uHTepdenca  Gi0/1.
AOMUHUCTPATOPbLI MOrYT MpOCMaTpuBaTbh CTAaTUCTUKY B NtobGoe Bpems, 4ToObI
NOHMMAaTb AdaHHble O MOSflydeHHbIX MakeTax WHTepdenca nm CBOEBPEMEHHO
NpYHMMaTb Mepbl Ans 06paboTKM CeTEBbLIX UCKIMIOYEHNIA.
Laru Hactponte oak3emnnsap  cratuctuyeckonm  1abnuubl Ha  MHTepdence
HacTpovikn | GigabitEthernet 0/1 anga cbopa ctatucTukm no Tpadumky aToro uHTEpdenca.
AreHT QTECH# configure terminal
QTECH (config)# interface gigabitEthernet 0/1
QTECH (config-if-GigabitEthernet 0/1)# rmon collection stats 1 owner admin
Mpoeepka | 3anyctute komaHgy show rmon stats, 4ToObl 0TOOBpa3nTb cTaTUCTUKy Ethernet.
AreHT QTECH# show rmon stats
ether statistic table:
index =1
interface = GigabitEthernet 0/1
owner = admin
status =1
dropEvents =0
octets = 25696
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pkts = 293

broadcastPkts = 3

multiPkts = 0

crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0

fragments = 0

jabbers =0

collisions = 0
packets640ctets = 3815
packets65To1270ctets = 1695
packets128To02550ctets = 365
packets256To5110ctets = 2542
packets512To10230ctets = 152
packets1024To15180ctets = 685

2.4.2.2. PacnpocTpaHeHHble OLNOKK

3anucu CTaTUCTUYECKOM Tabnmubl peKoHUrypmpytoTcs nnm N3MEHSIIoTCS
CKOH(pUrypupoBaHHbIe 3anncu CTaTUCTUYECKOo Tabnuubl.

2.4.3. Hactpounka ctatuctukm nctopumn RMON

2.4.3.1. AcpdekT KoHduUrypaumm

lMonyunTe HaKOMMEHHYK CTaTUCTMKY NO Tpaduky oTcnexusaemoro mHTepdenca Ethernet u
MCNONb30BaHMIO NOMOCHI MPONYCKaHUA B KaX4OM UHTepBarne.

2.4.3.2. MNpumeyaHus

OTa hyHKUMA HE MOXKET ObITb HACTPOEHAa B peXMME MakeTHOW HAaCTPOMKM UHTepdenca.

2.4.3.3. LLlarn HacTpourKu

e (ObaAs3aTenbHbIN.

e Ecnu HeoGxogumo cobpaTb CeTeBYH CTAaTUCTMKY Ha yKasaHHOM MHTepdeince, Ha 3TOM
NHTepdence A0MKHbI ObITb HACTPOEHBI KOHTPOIbHbIE 3anucu uctopum RMON.

2.4.3.4. NpoBepkKa

3anycTtute komaHgy show rmon history, 4tobbl 0TOBpPa3nTb CTaTUCTUKY FPYMMbl UCTOPUN.

2.4.3.5. CBA3aHHble KOMaHAbI

HacTponka KOHTpOnbHbIX 3anucen ucropun RMON

KomaHnga rmon collection history index [owner ownername] [buckets bucket-
number] [interval seconds]
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Onucanve
napamMmeTpoB

index: YkasbiBaeT NOpSAKOBLI HOMEP CTAaTUCTMYECKOW 3anucu NCTopun
CO 3HayeHmeM B gmanasoHe ot 1 go 65 535.

owner ownername: ykasblBaeT co3aartens 3anvcu, T. . UMs Bragenbua,
KOoTopoe npeacTaBnser cobon CTpoky M3 1-63 CMMBONOB C y4eTOM
perucrpa.

buckets bucket-number: yctaHaBnMBaeT emMKoCcTb Tabnuubl uctopum, B
KOTOPOW CyllecTBYyeT cTaTUCTU4eckas 3anucb WCTOpUMM, TO €CTb
yCTaHaBnuBaeT MakcuMmanbHoe konunyecTtBo 3anucen (bucket-number),
KOTOpoe MOXeT OblTb pa3meLleHo B Tabnuue ncropun. 3HaveHme bucket-
number HaxoguTca B AuanasoHe oT 1 go 65535, a 3HayeHue no
ymonyaHuio — 10.

interval seconds: yctaHaBnMBaeT CTaTUCTUYECKUIA UHTEpPBAn B CEKyHOaX.
IOunanasoH 3HauyeHun coctaBndeT oT 1 cekyHabl go 3600 cekyHn, a
3Ha4veHue no ymon4daHuio — 1800 cekyHa.

Pexnm komang

Pexum koHdurypaumm nHtepdenca

Pykosogcteo o
NCNoNb30BaHWIO

3HauveHus napameTpoB 3anncu CTaTUCTUKM UCTOPUN HE MOTyT ObITb
M3MEHEHDI.

2.4.3.6. Mpumep KoHcUurypaumum

Hactpouka cratuctuku ncropum RMON

CueHapun:
Terminal
PucyHok 14.
Kak nokasaHo Ha npegbiaywem pucyHke, areHT RMON nogkntoyveH K cepsepy, U
NMS Heobxogmmo cobupaTtb CTaTUCTUKY MO NOSTyYEeHHbIM NakeTam nHTepderica
Gi0/1 uepes rpynny wuctopum RMON c uHTepBanom B 60 cekyHa, 4ToGbI
KOHTPONMPOBAaTb CETb U NMOHMMAaTb aBapUNHbIE JaHHbIE.
Warwn HacTtponte Tabnuuy ynpaesnexus nctopuen Ha nitepderice GigabitEthernet 0/1,

HaCTpoVikn | YTobbl Nepnoanyeckn cobupatb CTaTUCTUKY MO TpadumKy aTOro MHTepdenca.

AreHT QTECH# configure terminal
QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1)# rmon collection history 1 buckets 5
interval 300 owner admin

MpoBepka | 3anyctute komaHay show rmon history, 4To6bl 0TO6pPa3nTb CTaTUCTUKY rPYNMbI
ncTopumn.

AreHT QTECH# show rmon history

rmon history control table:

index =1

interface = GigabitEthernet 0/1
bucketsRequested = 5
bucketsGranted = 5

interval = 60

owner = admin

stats =1

rmon history table:

index =1

samplelndex = 786
intervalStart = 6d:18h:37m:38s
dropEvents = 0

octets = 2040

pkts =13
broadcastPkts = 0
multiPkts = 0

crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1

samplelndex = 787
intervalStart = 6d:18h:38m:38s
dropEvents = 0
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octets = 1791

pkts =16
broadcastPkts =1
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions =0

utilization =0

index =1
samplelndex = 788
intervalStart = 6d:18h:39m:38s
dropEvents = 0
octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions =0

utilization =0

index =1

samplelndex = 789
intervalStart = 6d:18h:40m:38s
dropEvents = 0

octets = 432

pkts = 6

broadcastPkts = 0

multiPkts = 0
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crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization = 0

index =1
samplelndex = 790
intervalStart = 6d:18h:41m:38s
dropEvents = 0
octets = 86734
pkts = 934
broadcastPkts = 32
multiPkts = 23
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

2.4.3.7. PacnpocTpaHeHHble OLNOKK

3anvcu Tabnuubl ynpaBneHUs WUCTOpMEN HacTpauBalOTCs MOBTOPHO WIM  M3MEHSIOTCS
HacTpOEeHHble 3anuncy Tabnuubl ynpasrieHust UICTOPUEN.

2.4.4. Hactpouka curHana npeaynpexaeHnsa RMON
2.4.4.1. AcpdekT KoHduUrypaumm

ﬂepvlop,mquKM npOBeps:nZTe, HaxoaaTCs NN N3MEHEHNA 3HAYEHNI nepemMeHHbIX CurHann3auumm B
npenenax ykasaHHoro gonyctmmMmoro amanasoHa.

2.4.4.2. NMpumeyaHus

Ecnn coobuweHne trap [omkHO ObiITb MNepefaHo Ha ynpaBnsiowee YCTPOMCTBO Npwu
cpabatbiBaHuKn cobbiTva npeaynpexaeHus, areHT SNMP gomkeH 6biTb NpaBUibHO HACTPOEH.
[nsa HacTporku areHTa SNMP cm. Hactponka SNMP.

Ecnn curHanbHaa nepemeHHas aBndetca nepemeHHon MIB, onpegeneHHonm B rpynne
cratuctukn RMON wunu rpynne ncropuu, dyHkumsa ctratuctukm RMON Ethernet unu doyHkums
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ctatuctukn umctopum RMON pomkHa OblTb HAcTpoeHa Ha KOHTponupyemom uHTepdence
Ethernet. B npotnBHoM cniydyae Tabnuua curHanoB npegynpexaneHus He OyaeTt co3gaHa.

2.4.4.3. llarn HacTpourKun

HacTtpowka 3anucen cob6biTun
o (ObsizaTenbHbIN.

e 3aBepLunTe HACTPOKKY B pexmme rnobanbHOn KoHdurypauuu.
HacTtpowka 3anucen npegynpexaneHun
e ObgaszartenbHbIn.

e 3aBepLunTe HACTPOKKY B pexmme rnobanbHon KoHdurypauuum.

2.4.4.4. NMpoBepka

e 3anyctute komaHgy show rmon event, 4Tobbl 0TOGPa3NTL TabnNuLy COObLITUA.

e 3anyctute komangy show rmon alarm, 4Ttobbl 0TOGpa3uTb Tabnuuy cuUrHanos
npeaynpexgeHun.

2.4.4.5. CBAA3aHHbIe KOMaHAbI

HacTtpoika Tabnuubl cobbiTuin

KomaHga rmon event number [log] [trap community] [description description-string]
[owner ownername]

Onucanwue number: YkasbiBaeT NopsaKoBbIN HOMep Tabnuubl COBbITUI CO 3HaYEHNEM

napameTpoB B Amana3oHe oT 1 o 65 535.

|Og: YKa3blBaeT Ha cobbiTne XypHana. Cucrtema perncrpupyet
MHUUMNpoBaHHOE cobbITne.

trap community: O6o03Ha4aeT coobweHne trap. Korga cobbiTne
NHULMUpYeTCA, cuctema nepegaet coobuyeHue trap ¢ umeHem coobuiecTsa
community.

description description-string: 3agaet nHdopmauuio onucaHns cobbITus,
TO eCTb CTPOKY onuncaHusl. 3HavyeHne npeacrtasnseT cobon cTpoky oT 1 Ao
127 cumMBOIOB.

owner ownername: ykasbiBaeT co3gaTens 3anucu, T. e. MMsi Bnagenbua,
KOTOopoe npeacTtaBnseTr cobon CTpoky u3 1-63 CUMMBOMOB C Y4eTOM
peructpa.

Pexnm komaHg

Pexwnm rnobanbHon KoHdUrypaumm

PykosogcTteo no
NCMonNb30BaHWIO

MOXXHO M3MEHWUTb 3HaYeHUs1 CKOH(UIYPUPOBAHHbLIX NapameTpoB 3arnucu
cobbITna, BKNOYaa TMn cobbiTvsA, UMA rpynnbl trap, onucaHne cobbiTua u
co3gaTtenst coobITus.

Hactpownka r

pynnbl curHanoB npeaynpexaeHnn RMON

KomaHpa

rmon alarm number variable interval {absolute | delta} rising-threshold
value [event number] falling-threshold value [event-number] [owner
ownername]
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Onucanve
napamMmeTpoB

number: Yka3biBaeT NopsaKOBbI HOMEP 3anncu curHana npegynpexaeHns
CO 3Ha4yeHMeM B Auanas3oHe oT 1 go 65 535.

variable: YkasblBaeT nepemMeHHyl curHana npegynpexneHus, kotopas
npegcraensietT cobon cTpoky M3 1-255 cMmBONOB M npeacTtaBfieHa B
dopmate c TOYkamm C wucronb3oBaHnem OID y3na (dopmar:
entry.integer.instance  (3anucb.Lenoe  YMCMNO.9K3eMMndap);  npumep:
1.3.6.1.2.1.2.1.10.1).

interval: YkasblBaeT wuHTepBan BbIOOpPKM B CeKyHOaX W 3HayeHue B
ananasoHe ot 1 o 2 147 483 647.

absolute: YkasbiBaet, 4TOo TUN BbIOOPKM — BbIOOpPKA aBGCOMOTHOrO
3Ha4YeHMs, TO eCTb 3HAYEHUSA NEPEMEHHbIX U3BMEKAOTCA HaNpsIMyto, Koraa
Bpems BbIOGOPKM NCTEKNO.

delta: YkasbiBaeT, 4TOo TMn BbIOOPKM — BbIOOpPKA M3MEHSIOLLErocs
3Ha4YeHus, T. €. UBMEHEHUS 3HAYEHMIA NEPEMEHHbLIX B Npeaenax MHTepeana
BbIOOPKM M3BNEKAKOTCS NO NCTEYEHUN BPpEMEHU BbIOOPKMN.

rising-threshold: yctaHaBnuBaeT BepxHUI Npegen Konmydectea BblOOPKM
(3HayeHune) co 3HayeHnem B ananasoHe oT -2 147 483 648 no +2 147 483
647.

event number: Yka3sbiBaeT, 4To cobbIiTME C HOMEePOM coObITUSA event number
3anyckaeTcsl Npy SOCTWKEHUN BEPXHEro NN HWXKHEro npeaena.

falling-threshold: yctaHaBnMBaeT HWKHWUIA Npeaen Konuyectsa BblOOPKK
(3HaveHue) co 3HavyeHnem B ananasoHe oT -2 147 483 648 pno +2 147 483
647.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. e. UMSA BnadenbLa,
KOTOpoe npeacTaBnsaeT cobon CTPoKy M3 1-63 CMMBOMOB C y4eTOM
perucTpa.

Pexnm komaHg

Pexxm rmobanbHomn KoHdurypauum

PykosogcTteo no
NCMNOMb30BaHUIO

3HayeHns CKOHUTYpPUPOBaAHHbBIX MapamMeTpoB 3anvucu NpeaynpexaeHuin
MOryT ObITb W3MEHEHbI, BKIOYasi NepemeHHble npeaynpexaeHvun, Tun
BbIOOpKM, cosgaTenb 3anvcu, WHTepBan BbIOOPKM, BEPXHUW/HWKHUIA
npegen Konmyectasa BbIGOPKM 1 COOTBETCTBYIOLLNE TPUTTEPHBbIE COOLITUSA.

2.4.4.6. Npumep KoHcuUurypaumum

Hactpouka curHana npeaynpexaeHuns RMON

Cuenapun:
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o

Agenit

Gl 1 P 3.3.33*
= <Y

Sarver Console MNMS
I =

Termina

PucyHok 15.

Mpegnonoxum, 4to SNMPv1 paboTtaeT B NMS, nvsi coobuiectsa, ncnonb3yemoe
AN\ [OCTyna K HacTpolkam, aBnsieTcs obLeaocTynHbIM, ¢ aTpubyTom read-write,
a IP-agpec, ncnonsdyembii NMS ans nonyyeHus coobuieHumn trap, — 3.3.3.3.

Mpegnonoxum, 4to 3HayeHne OID nakeToB HEU3BECTHOrO MPOTOKONA,
MOSTYYEHHbIX KOHTponupyembiM UHTepdencom  GigabitEthernet0/1, paBHO
1.3.6.1.2.1.2.2.1.15.3, pexxmm BbIOOpKM — OTHOCUTENBbHAs BbibopKa, a MHTepBan
BblGopkn — 60 cekyHa. Korga oTHocuTenbHoe 3HayeHne Bblibopkn Gonbe 100
nnn meHble 10, cobbiTna 1 1 2 3anyckaloTca COOTBETCTBEHHO. B cobbitun 1
nepegaetcs coobueHne trap, n cobbiTne peructpupyetcs. B cobbitum 2
cobbITNe TONbKO perncTpupyeTcs.

Hactpowka areHta RMON 3aBepuieHa Ha TepmuHane. AreHT RMON nogkntoyveH
k NMS 1 nogkntodeH k cepBepy vepes nHrepderic GI0/1. AreHt RMON pormkeH
KOHTPONMPOBaTb KOMMYECTBO NAKETOB HEM3BECTHOrO NPOTOKOMA, MOMyYEeHHbIX
nHtepgencom GI0/1. WMHTepBan BblGopku coctaBnsieT 60 cekyHa. Korpa
abcontoTHoe 3HayeHne BbIbopkM MeHbLue 10, cobbiTre TOMNbKO percTpupyeTcs.
Korga abcontoTHoe 3HayeHue Bbl6opku npeBbiwaetr 100, cobbiTue
peructpupyetca, u B NMS nepegaetca coobuieHue trap.

LWarn e Hactponte agpec xocta ansa nonyyeHnsa coobuieHun trap.
EE[eI e Hactpoitte  rpynny  cobbiTuin  ana  obpaboTkm  Tpurrepa
npegynpexgeHun.
e Hactponte dyHKUMIO NpegynpexaeHun.
AreHT QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# snmp-server community public rw
QTECH(config)# snmp-server host 3.3.3.3 trap public

QTECH(config)# rmon event 1 description rising-threshold-event log trap
public owner admin

QTECH(config)# rmon event 2 description falling-threshold-event log owner
admin

QTECH(config)# rmon alarm 11.3.6.1.2.1.2.2.1.15.3 60 delta rising-threshold 100 1
falling-threshold 10 2 owner admin
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lMpoBepka e 3anyctute komaHgy show rmon event, 4ytobbl oTo6pasuTb Tabnmuy

COObITUN.

e 3anyctute komaHgy show rmon alarm, 4tobbl oTO6pa3nTb Tabnuuy
CUrHanoB npegynpexaeHuni.

AreHT

QTECH# show rmon event
rmon event table:
index =1
description = rising-threshold-event
type = 4
community = public
lastTimeSent = 0d:0h:0m:0s
owner = admin

status =1

index =2

description = falling-threshold-event
type =2

community =

lastTimeSent = 6d:19h:21m:48s
owner = admin

status =1

rmon log table:
eventindex = 2
index =1
logTime = 6d:19h:21m:48s
logDescription = falling-threshold-event
QTECH# show rmon alarm
rmon alarm table:
index: 1,
interval: 60,
oid = 1.3.6.1.2.1.2.2.1.15.3
sampleType: 2,
alarmValue: 0,
startupAlarm: 3,
risingThreshold: 100,
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fallingThreshold: 10,
risingEventindex: 1,

fallingEventindex: 2,
owner: admin,

stauts: 1

2.4.4.7. PacnpocTpaHeHHble OWKnoKn

e BeegeHHbIn OID oTcnexnBaemoro oobekta HeBEpPEH, NepeMeHHasi, COOTBETCTBYHOLLas
OID, He cywlecTByeT, Un TUMN He ABMSETCA LerbiM YACIOM Unu LenbiM Yncriom 6e3
3Haka.

e  BepxHuii NOpor MeHbLLE UM paBeH HUKHEMY Nopory.
2.5. MoHUTOpUHr

2.5.1. OToG6paxeHue

OnucaHune KomaHpa

OtobpaxaeT BCHO MHOpMaLM O KoHdurypaumm | show rmon

RMON.
OTtobpaxaeT ctaTucTnyeckyto Tabnuuy Ethernet. show rmon stats
OtobpaxaeT Tabnmuy ynpaBneHus ICTOPUEN. show rmon history

OTo6paxaeT Tabnuuy curHanoB npegynpexaeHni. | show rmon alarm

OTo6paxaeT Tabnuuy cobbITmn. show rmon event
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3. HACTPOUKA NTP
3.1. 0630p

MpoTokon ceTeBoro BpemeHu (NTP) — 3To NpoTOKON YPOBHS NPUIOXEHWIA, KOTOPbLIN NO3BONSET
ceTeBbIM YCTPOMCTBaAM CUMHXPOHM3MpoBaTb BpeMsa. NTP no3Bonser ceTeBbiM YCTponcTBam
CYHXPOHU3NPOBaTb BPEMSA CO CBOMMM CepBepamMu UM UCTOYHMKaMW YacoB uM obecneuymBaet
BbICOKOTOYHYO KOPPEKLMIO BpeMEHM (pasHuLa co CTaHOapTHLIM BPpEMEHEM COCTaBMsieT MeHee
OOHOW MUMNUCEKYHAbl B FOKanNbHOW CETU U MEHee HEeCKONbKUX AECATKOB MUINCEKYHO B
rnobanbHon cetn). Kpome Toro, NTP moxeT npegoTtBpawiate artakm C  MNOMOLLbIO
3andpoBaHHOrO NOATBEPXKAEHWS.

B HacToswee Bpems ycTporctBa QTECH MOXHO ncnonb3oBaTth Kak B kadectBe NTP-KNMeHToB,
Tak n B kKadyectBe NTP-cepBepoB. [pyrumm crnoBamu, yctponctBo QTECH moxer
CUHXPOHN3NPOBaTbL BpeMs C CEepBEepOM BpPEMEHM U UCMONb30BaTbLCA B KayecTBe cepBepa
BpeMeHu ans obecnevyeHns CUHXPOHN3aLUmMmM BpeMeHU aAnga apyrux yctponcTs. Korga ycTponcTeo
QTECH ucnonb3yeTcs B KayecTBe cepBepa, OHO NoaaepXnBaeT TONbKO PeXnumM ogHOa4peCcHoOro
cepBepa.

lNMpoTokonbl U cTaHaapTbl
e RFC 1305 : lNpoTokon ceTeBoro BpemeHu (sepcus 3)

3.2. NMpunoxeHus

MpunoxeHune OnucaHwue

CuHXpoHmn3auums B KayecTBe KnneHTa ncnonb3yeTca YCTPOWCTBO,

BPEMEHM Ha _ OCHOBE | CUHXPOHU3MpPYIOLLEE BPEMS C BHELUHUM UCTOYHMKOM Yacos. lNocne

BHELLUHErO  3TaNOHHOIO | YCMELLUHOMW CUHXPOHM3aL MM OH UCMONb3YETCs B KAYeCTBE cepBepa

MCTOYHMKA anst  obecnevyeHnst CUHXPOHM3AUMM BPEMEHU AOAnd  OpYrux
YCTPOWCTB.

CurHXpoHU3aLus YCTPONCTBO MCMNOMb3YET JIOKaribHblE Yacbl B KAYECTBE HAOEXHOro

BPEMEHM Ha  OCHOBE | UCTOYHMKA 3TanoHHbIX YacoB NTP, a Takke wucnonb3dyercd B

NoKanbHOr0  UCTOYHMKA | KaYecTBe cepBepa ANsi 0b6ecnevYeHns CUHXPOHU3aunm BpeMeHu

3TanoHHbIX YacoB OnNs ApYrnx YCTPONCTB.

3.2.1. CUHXpOHM3aLUsA BpPEMEHU Ha OCHOBE BHELUHEero 3TarloHHOro

UCTOYHUKa YaCcoB

3.2.1.1. CueHapuu
Kak nokasaHo Ha PucyHke 16

e DEVICE-A ucnornb3yetcd B Ka4eCTBe HaOeXHOro 3TanoHHOro UCTOYHMKA 4YacoB AN
obecneyeHnst CUHXPOHU3aLUN BPEMEHMW ANS BHELLHUX YCTPONCTB.

o DEVICE-B yka3sbiBaet DEVICE-A B kadyectBe NTP-cepBepa 1 CUHXPOHU3UPYET BPEMSA
¢ DEVICE-A.

¢ [locne ycnewHoun cuHxpoHnsaumm DEVICE-B obecneunBaeT CUHXPOHM3ALUIO BPEMEHN
anst DEVICE-C.

3-63
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DEVICE-C DEVICE-B DEVICE-A
3 « 192 168.1. 148"
@ Gl n@ Gi /0
192.168.2.1 192.168.1.2

PucyHok 16.

3.2.1.2. PasBepTbiBaHUue

HacTtpointe DEVICE-B Ha pexum BHELLUHEro aTafioHHOro UCTovHMKa Yacos NTP.

3.2.2. CUHXpOHM3aLUA BpeMeHU Ha OCHOBEe JlOKarfibHOro MCTOYHMKA
3TAJIOHHbLIX YaCcoB

3.2.2.1. CueHapuu

Kak nokasaHo Ha PucyHke 17, DEVICE-B ncnonb3yeT nokaribHble Yacbl B KQ4eCTBe UCTOYHMKA
onopHbix YacoB NTP n obecneunBaeT cuHxpoHu3auuio Bpemenun ans DEVICE-C.

DEVICE-C DEVICE-B

@ Gi 0N @

192.168.2.1
PucyHok 17.

3.2.2.2. PazBepTbiBaHue

HacTtpointe DEVICE-B Ha pexum nokanbHbIX 3TanoHHbIX YacoB NTP.
3.3. DyHKUUN

3.3.1. ba3oBble KOHLEeNTbI

NTP-nakeT

Kak onpegeneHo B RFC1305, NTP wucnonb3yeT nakeTbl MPOTOKONa MONb30BaTENbCKUX
patarpamm (UDP) onsa nepegayn, a ncnonb3dyemblin naeHtugpukatop nopta UDP — 123.

Ha PucyHke 18 nokasaH popmaT naketa CUHXpOoHM3aLumm spemeHn NTP.
] T

LI WM | MMode | Stratum

23 3

] (11

Pall Interval | Precision

Root Dispersion (32-bit)

Reference Clock |dentifier (32-bit)

Reference Timestamp (B4-bit)

Orginate Tirmestamp (G4-bit)

Receive Timestamp (64-bit)

Transmit Timestamp (64-bit)

Authenticator (optonal 96-hit)

PucyHok 18. ®opmaT naketa CUHXpoHM3auum BpeMeHn NTP
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e VHaovkatop cekyHabl koopauHauuwm  (LI):  ykasbiBaeT 2-6UTHBIN  MHAMKATOP
AONOSNHUTENBHOW CEKyHAbI.

NMPUMEYAHME: 00: ykasbiBaeT Ha OTCyTCTBME npegynpexgatrowen wuHdopmaumm; 01:
yKasblBaeT, YTo B npenblayLlien MnuHyTe 61 cekyHga; 10: ykasbiBaeT, YTO B NpeablayLien MUHyTe
59 cekyHg; 11: ykasbIBa€eT, YTO Yacbl HE CUHXPOHM3NPOBAHbI.

e Homep Bepcun (VN): ykasbiBaeT 3-6uTHbIM HOmep Bepcum NTP. Tekywuin Homep
Bepcun — 3.

e Pexum (Mode): ykasbiBaeT Ha 3-6uUTHbIN pabounin pexum NTP.

NMPUMEYAHME: 0: ykasbiBaeT Ha OTCYyTCTBUE onpeaenenuns; 1: ykasbiBaeT Ha CUMMETPUYHYHO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHbIA NaccuB; 3: yKasblBaeT Ha KNUeHTa; 4: ykasbiBaeT
Ha cepsep; 5: ykasblBaeT Ha LUMPOKOBeELLaHWe; 6: ykasbiBaeT ynpaBnsoLLyo MHpopmauuio; 7:
3ape3epBUpoBaHo.

e Stratum: ykasbiBaeT 8-6uTHbIM crnoun (Stratum) nokanbHbIX YacoB. 0: yka3biBaeT Ha
oTcyTCcTBME onpeeneHus; 1: ykasbiBaeT master-uCTOYHWK 3TanoHHbIX 4acoB; Apyrue
3Ha4YeHuA: yKasblBaKOT Slave-NCTOYHMKN 3TarOHHbIX YacoB.

¢ Poll Interval (MHTepBan onpoca): yka3biBaeT NHTepBan onpoca (B CeKyHOax), KOTOPLIN
npeacrasnset cobon 8-6utHoe Lenoe 4mcrno.

e Precision (To4HOCTb): yka3blBaeT TOYHOCTb BPEMEHU (B CEKyHOAX) MECTHbIX 4acoB,
KoTopas npeacTasnseT cobon 8-6utHoe Lienoe vncro.

e Root Delay (KopHeBasi 3agepikka): ykasbiBaeT BPeEMS NPOXOXKAEHMS Tyda n obpaTHO 4o
master-McTovyHMKa 3TanOHHbIX YacoB, KOTOpPOe npeactaBnsieT cobon 32-paspsaHoe
Lenoe 4mcno.

e Root Dispersion (KopHeBasi gucnepcusl): ykasbiBaeT camyto OOnbluyld pasHuuy oT
master-aTanoHHOro MCTOYMHWKA TaKTOBOrO CurHamna, KOTopbld npenctaBnsier cobomn
32-paspsgHoe Lernoe 4mcno.

o Reference Clock Identifier (MaeHTUdMKaATOP 3TANOHHLIX YacoB): ykasbliBaeT 32-O6UTHbIN
NAEHTUPMKATOP NCTOYHUKA STaITOHHbIX YacoB.

o Reference Timestamp (3TanoHHas BpeMeHHas MeTKa): YykasbiBaeT 64-6UTHyto
BPEMEHHYIO METKY, 8 UMEHHO BPEMSi, KOTOPOe BbIflo YCTAHOBMEHO MIM UCMPaBIiEHO B
nocnegHuin pas.

e Originate Timestamp (MicxogHas BpeMeHHas MeTka): ykasblBaeT 64-OMTHyl0 MeTKy
BPEMEHW, @ WMEHHO MECTHOE BpEMs, Korga OT KIMEHTa yXoaAuT 3anpoc Ha
CUHXPOHMN3aLN0 BPEMEHM.

e Receive Timestamp (OTMeTKa BpeMeHu noryvyeHnst): ykasbiBaeT 64-OUTHYIO OTMETKY
BPEMEHU, @ UMEHHO MECTHOEe BpeMsi, Koraa nakeT 3anpoca CUHXPOHM3auun BpeMeHU
nocTynaeT Ha cepBep.

e Transmit Timestamp (OTmeTka BpeMeHM nepefadun): ykasbiBaeT 64-OUTHYHO OTMETKY
BPeMeHW, 8 UMEHHO MECTHOe BpeMsi, Kora OTBETHbIN NakeT CUHXPOHU3aLUN BpEMEHM
oTnpaBnseTcs ¢ cepeepa.

e Authenticator (OnumoHanbHO): yKasblBaeT MHpOpMaLMIO AN ayTeHTuumkauum.
NTP-cepBep

YCTPOMCTBO MUCMONb3yeT rokanbHble Yacbl B KayecTBE WCTOYHMKA STaNOHHbLIX 4acoB Ans
obecrneyeHns CUHXPOHM3aLMM BPEMEHW AN APYTNX YCTPOWUCTB B CETHU.

NTP-knueHT

YcTponctso ucnonb3dyeTtcs kak NTP-knuMeHT, cuHxpoHuaupyowmin Bpemsa ¢ NTP-cepsepoM B
ceTu.
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Stratum (Cnown)

B NTP «stratum» mcnonb3dyeTca Ans OnNMcaHua NepexofdoB OT YCTPOWCTBA K aBTOPUTETHbLIM
(ooctoBepHbIM) Yacam. Cepeep NTP, stratum koTtoporo paBeH 1, nmeeT HEMOCPeACTBEHHO
NOAKISTIOYEHHbIE aTOMHbIE Yachl U Yackl ¢ paguoynpasnieHnem; cepsep NTP, stratum koTtoporo
paBeH 2, nonyyaet Bpems OT cepBepa, stratum koToporo paseH 1; cepBep NTP, stratum
KOTOPOro paeeH 3, morfy4vaeT Bpems OT cepBepa, Stratum KOTOpOro paBeH 2; W Tak ganee.
CnepoBaTernibHO, UCTOYHUKM YacoB € Bonee HM3KMM stratum nmetoT Gonee BbICOKY TOYHOCTb
4Yacos.

AHHapaTHble Yyacbl

AnnapaTtHble Yacbl paboTalT Ha YacToTe KBapLEeBOro pe3oHatopa yCTPOMCTBa U NUTAKTCH OT
Oatapen ycTtponctBa. [locne BbIKIOYEHUS YCTPOWCTBA annapaTHble 4Yacbl NPOAOSKaktT
paboTtatb. [ocne 3anycka yCTpoMCcTBa OHO nonyyaeT MHPOpPMaLmMIo O BPEMEHM OT annapaTHbIX
4YacoB B BMAeE NPOrpaMmMHOro BpeMeHU yCTponcTaa.

3.3.2. 0630p

OcobeHHOCTb OnucaHue

CuHxpoHusaumst | CeTeBble YCTPONCTBA CUHXPOHU3NPYHOT BPEMSI CO CBOMMU CEPBEPAMMU UK
BpemeHn NTP HageXHbIMM WUCTOYHMKaAMM YacoB [Ans peanu3auuMm  BbICOKOTOYHOW
KOPPEKLMN BPEMEHMW.

AyTeHTndukaums | AyteHtudpmkauma c wndposaHnem naketoB NTP wucnonb3yetca ans
Security NTP npegoTBpaLLeHNs MOMeX CUHXPOHWU3AUUW BPEeMEHM Ha YCTPOUCTBE OT
HeHaAeXHbIX MCTOYHMKOB YacoB.

NTP-KOHTpPONb Cnucok koHTponsa poctyna (ACL) wucnonbsyetcs ans  dunbTpaunm
goctyna NCTOYHUKOB Nosny4deHHbIx naketos NTP.

3.3.3. CuHxpoHusauus spemeHun NTP

3.3.3.1. MpuHUMN paboTbl

CuHxpoHusauunsa spemeHn NTP peanusoBaHa nytem B3avmopenctBus naketoB NTP mexay
KNUEHTOM 1 CepBEpPOM:

e KnueHT oTnpaBnseT nakeT CUMHXPOHM3ALUMU BPEeMEHM Ha BCe cepBepbl Kaxable 64
cekyHabl. lMocne nonyyYeHusi NakeToB OTBETOB OT CEPBEPOB KIMEHT dunbTpyeT u
BbiOMpaeT nakeTbl OTBETOB CO BCEX CEpBEpPOB U CUHXPOHU3MPYET Bpemsi C
OoNnTUManbHbIM CEPBEPOM.

e [locrne nomny4yeHus nakeTa 3anpoca Ha CUHXPOHU3aLMI0 BPEMEHW CEpPBEpP UCMONb3yeT
nokarnbHble Yacbl B Ka4ecTBe 3TANOHHOrO UCTOYHMKA M 3anonHsAeT uHdopMauuein o
NoKanbHOM BPEMEHW OTBETHbIN NakeT, KOTOPbIN AOMKEH BbiTb OTNPaBMEH KIUEHTY, B
COOTBETCTBMU C TpeboBaHMSIMU NpOTOKONa.

Ha PucyHke 19 nokasaH popmaT naketa CUHXpoHu3aLmm spemeHn NTP.
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HacTpoia TP | onwatechu
DEVICE-A DEVICE-B
g — &>
A Time: 19:00:00 B Time: 12:30:20
s
1
Originate Timestamp:

9:00:04 a
Receive Timestamp
19:30:23

[ E—

—_ Transmit Timestamp:
I 19:30:24

Retei'j'iT_i-j.'EE_'lan'c' NTP Request Packet
SOnoe ENTP Response Packet

PucyHok 19. MNpuHumn pabotel NTP

DEVICE-B (cokpaweHHO B) mcnonb3yetcs B KayecTBE MCTOYHMKA 3TanoHHbIX 4YacoB NTP,
DEVICE-A (cokpallueHHo A) ncnonb3yeTtcs B kayecTse KnueHta NTP, KOTOpbI CUHXPOHU3NPYeT
Bpemsi ¢ DEVICE-B. B MOMeHT BpeMeHU MecTHble Yackl A nokasbiBatoT 19:00:00, a MeCTHble
yacbl B — 19:30:20.

1. A otnpaenget nakeT 3anpoca NTP. MecTHoe Bpems (TO0), korga nakeT oTnpaBngeTcd
n3 A, coctaenset 19:00:00 n 3anonHdaeTtca B Originate Timestamp.

2. Tlocne 2-cekyHOHOWN ceTeBOWN 3aepKkn MecTHoe Bpems (T1), koraa B nonyyaeT naket
3anpoca, coctaensieT 19:30:23 u 3anonHseTcs B Receive Timestamp.

3. B obpabatbiBaeT 3anpoc NTP n yepes cekyHay oTnpaBnsieT oTBETHbIM nakeT NTP.
MecTHoe Bpems (T2), korga oTBETHbIN NakeT yxoaut us B, coctaBnaeTt 19:30:24 n
3anonHsetcs B Transmit Timestamp.

4. Tllocne 2-cekyHOHOW CETEBOM 3a4ePXKKM A nonydaeT oTBETHLIM NakeT. MecTHoe Bpems
(T3), koraa oTBeTHbIN NakeT NpubbiBaeT B A, coctaBnseT 19:00:06.

KoHKpeTHble pacyeTbl AN CUHXPOHM3ALMM BPpEMEHN crieayoLme:

e A nonyyaet pasHuuy Bo BpemeHn B 30 MuHYT n 20 cekyHa mexay B n A, ncnonbays
dopmyny ((T1-TO)+(T2-T3))/2.

e A nony4vaeTt YeTbIpEXCEKYHOHYK 3afepXKy naketa Tyaa u obpatHo mexay A u B,
ncnonb3ysi popmyny (T3-T0)-(T2-T1).
3.3.3.2. Pexxum pabotbl NTP

e  PeXuMm BHELWHen CUHXPOHN3aL MM YacoB

B aTOM pexume yCTpPOWCTBO UCMONb3YeTCA M Kak cepsep, U kak KnueHT. [Mpu nonyyeHun
3arnpoCcoB Ha CUHXPOHM3ALMIO BPEMEHW OT APYrMX KIIMEHTOB YCTPOWCTBO AOIMKHO cHavana
CMHXPOHM3NPOBaTb BPEMS C YKa3aHHbIM CEPBEPOM 1 06ECnednTb CUHXPOHN3ALIMIO BpeMeHU As
KIMMEHTOB MOCIEe YCMNEeLIHON CUHXPOHU3aLMN.

o Pexunm otcyeTa nokanbHbIX YacoB

B atom pexunme yCTpOVICTBO ncnonb3yeT noKalnbHble YacCbl NO YyMON4YaHUIO B KayecCTBe
HaOEeXHOro UCTOYHMKA YacoB 1 obecneunBaeT CUHXPOHWM3aL Mo BpeMeHn HenocpeacTtBeHHO A1
AOPYrnx KrnneHToB.

3.3.3.3. CBA3aHHasa KoHdurypauums
Hactpownka NTP-cepBepa
e  OyHKuMa NTP no ymonyaHuo OTKio4eHa.

e 3anyctute KomaHgy ntp server, 4tobbl ykaszatb NTP-cepBep (BHELUHWIA WUCTOYHMK
3TasIOHHbIX YacoB), KOTOPbIN MOXET BKIHOUNTE NTP.
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e [locne HaCTPOWiKKN YCTPOMUCTBO paboTaeT B pexrMe BHELLHEro 3TarioHa Yacos.
CMHXpPOHM3aLMA B pearibHOM BpeMeHU

e [lo ymonyaHuto yCTPOMCTBO BbINOSHAET CUHXPOHU3ALMIO BpEMEHU Kaxable 64 cekyHabl.
O6HoBNeHMe annapaTtHbIX YacoB

e [lo ymonyaHuO YCTPOWCTBO He OOHOBMSIET CUHXPOHW3MPOBAHHOE Bpems [0
annapaTHbIX Yacos.

e 3anyctute kKomaHay ntp update-calendar, 4TOOblI YCTPOWCTBO aBTOMAaTUYECKM
06HOBNAMNO annapaTHble Yacbl KaXabli pa3 Nocsne ycnewHon CUHXPOHN3aLMN BPEMEHN.

HacTpounka ocHOBHbIX YacoB NTP
e [o ymonyaHUIo yCTPOMCTBO paboTaeT B peXXMme BHELUHMX 3TanoHHbIX YacoB.

e 3anyctute komanay ntp master, YTobbl HACTPOUTL YCTPOMUCTBO Ha PEXUM NOKANbHbIX
9TanoHHbIX YaCcoB.

3.3.4. AyteHtucpukauma Security NTP

UTtobbl nNpemoTBpatMTbL 3noHamepeHHoe noBpexaeHne cepsepa NTP, NTP wucnonb3yet
MEXaHu3M ayTeHTMdUKaumm, 4YToObl NPOBEPUTb, AEWCTBUTENbHO NM  WHpopMaums o
CUHXPOHU3aLMM BPEMEHN MOCTyNnaeT ¢ 00bABNEHHOIO cepBepa, U NPOBEPUTL NMyTb BO3BpaTa
NMHopMaLMK, YTOObI 06ecneunTb MEXaHM3M 3aLUMThbl OT MOMEX.

3.3.4.1. MpuHUMN paboTbI

KrnneHT NTP un cepsep NTP HacTpoeHbl C OgHUM U TeM Xe knodom. MNpu oTnpaBke nakeTos
3anpoca 1 oTBeTa YCTPOMCTBO BbIYUCIISET XELU-3HAaYEHUS NAKeTOB C NOMOLLLIO anroputma MD5
Ha OCHOBE yKasaHHOro kmnwo4a n cogepxumoro naketa NTP un 3anonHsaeTt xow-3HayeHus B
MHGOpMaLMN ayTeHTUMKaUMM naketa. lNpuHMmMmalowee yCTPOMUCTBO NPOBEPSIET, OTNPaBreHbI
Nn  NakeTbl [JOBEPEHHbIM YCTPOMCTBOM WM U3MEHEHbl Ha OCHOBE WHopmauumu
ayTeHTMdmKauuu.

3.3.4.2. CBA3aHHasA KOHcurypaums

Hactponka MmexaHusma rnobanbHon ayteHTudpukaumm Security ana NTP
e [lo ymonyaHuto MexaHn3m NpoBepKM NOANMHHOCTM Security NTP He BKNtoYeH.

e 3anyctute KOmMaHay ntp authentication, 4Tobbl BKIOUYNTE MEXAHN3M ayTeHTUMKauumn
Security NTP.

HacTtpowka rmo6anbHoro knto4va ayteHtucpukaumm gna NTP
o [lo ymonuyaHuio rnobanbHbI KoY ayTeHTUdMKaLMM He HAaCTPOEH.

e 3anyctute komaHgy ntp authentication-key, 4ToObl BKMOUYUTL rNoGanbHbIA KIHOY
ayTteHTubmkaumm NTP.

Hactpownka ngeHtndmkaropa rnob6ansHo goBepeHHOro knr4ya gna NTP
° Mo YMOJI4aHUIo rno6anbHOo LI,OBepeHHbIVI KInto4v HEe HAaCTpPOEH.

e 3anyctute komangy ntp trust-key, 4TOObI HacTpoUTb YCTPOMCTBO B KayecTBe
3TaNIOHHOIO MCTOYHMKA YacoB, YTODbI NPegOCTaBUTb 4OBEPEHHbIN KITHOY AN BHELLHEN
CUHXPOHU3aL MM BPEMEHM.

HacTpoiika ngeHtucpmkaTopa oBEepPeHHOro Kno4va Ans BHEWHero UCTOYHMKaA
3TaNoHHbIX YacoB

e 3anyctute koMaHgy ntp server, 4ToObl ykasaTb BHELUHWA 3TanOHHbIA UCTOYHUK, a
TaKkKe JOBEPEHHbIN KIHOY 9TOr0 MCTOYHUKA CUMHXPOHMU3aLNN.

3-68

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo nonb3oBatens cepus QSW-6900

Hactporika NTP

3.3.5. NTP-koHTpoOnb gocrtyna

3.3.5.1. MpuHUMN paboTbI

Ob6ecneyvbTe MMHMManbHYO Mepy 6esonacHoCcTH, ncnonbays ACL.

3.3.5.2. CBA3aHHasa KOHcurypaums

HacTtpoika npaB ynpaBneHus goctynom ansa cnyxo NTP
e [lo ymonuaHuto npasa ynpasneHus goctynom ana NTP oTcyTcTByioT.
e 3anyctute kOMaHgy ntp access-group, 4Tobbl HacCTpouTb Npasa goctyna ans NTP.

3.4. KoHdwmrypaums

KoHdurypauus OnucaHue n komaHaa
HacTpovika ocHoBHbIx | (O6sa3aTenbHO) Wcnonb3yetca ans  BkmodeHnss NTP.  [Nocne
byHkumMn NTP BktoveHnss NTP  ycTtponcTtBo paboTaeT B pexunme BHELIHUX
9TarnoHHbIX 4acoB.
ntp server HacTtpausaet NTP-cepsep.
ntp update-calendar ABTOMaTUYECKN obHoBRsiEeT
annapaTHble Yacbl.
(OnumoHanbHo) OH mucnonb3yeTcs Ansi HAaCTPOWKW YCTPOWCTBa Ha
PEeXMM NOKanbHbIX YacoB.
ntp master HacTtpauBaeT master-yacbl NTP.
(OnumoHanbHo) McnonbayeTcsa ansa oTknoyeHns NTP.
no ntp OtkntoyaeT Bce pyHKuum NTP n
oynwaeTr BCe KOHurypaumm
NTP.
ntp disable OTkniovaeT nonyyeHve nakeTos
NTP c ykasaHHOro nHtepdemca.
ntp service disable OTkntovaet Cnyxo6y
CUHXPOHM3auun spemeHn NTP.
HacTtpownka (OnumnoHanbHo) OH ucnonb3dyetca AnNs NpefoTBpalleHuss nomex
ayTeHTudmrkaumm CVMHXPOHM3aLMM BPEMEHN Ha YCTPONCTBE OT HEHAAEXHbIX MCTOYHUKOB
6esonacHoctn NTP TaKTOBOro curHana.
ntp authenticate BkntovaeTt MeXaHn3m
ayTeHTudmKaLmm security.
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KoHdurypauus OnucaHue n KomaHaa
HacTtponka ntp authentication-key HactpaunBaeT rnobanbHbI Koy
ayTeHTUdurKaLumm ayTeHTudmKauuu.

6e3onacHoctu NTP

ntp trusted-key HacTpauBaeT 4oOBEpPEHHbLIN KoY
ANsi CUHXPOHM3aLMW BPEMEHW.

ntp server HactpanBaeT goBepeHHbIN KoY
ANs BHELWHero  3TanoHHOro
NCTOYHUKA CUHXPOHM3aLNN.

HacTponka koHTpons | (OnumoHansHo) MWcnonb3dyeTcs ana  unbTpauMm  UCTOYHMKOB

goctyna NTP nony4eHHbIx NTP-nakeTos.

ntp access-group HacTtpauBaeT npaBa ynpaeneHus
poctynom gnsa NTP.

3.4.1. Hactpoika ocHOBHbIX pyHKUMN NTP

3.4.1.1.

AdpheKkT KOHUrypaumm

PeXXum BHelwHen ONnoOpHOMN YacToThbl

|/|CHOJ'Ib3yVIT€ yCTpOIZCTBO B KayecTBe KruneHTa And CUHXPOHU3aunnm BpeMeHU OT
BHeLlHero 3TayfiloHHOro UICTO4YHMKa 4acoB C J10KalilbHbIMU YaCaMu.

Mocne ycnewHoW CUHXPOHWM3ALMM BPEMEHM UCMONb3ynTe YCTPOWCTBO B KayecTse
cepBepa CUHXPOHM3aLMN BpEMEHU, YTOObI 06ecneynTb CUHXPOHU3aUMIO BPEMEHM.

PeXum oTcyeTa nokanbHbIX YacoB

3.4.1.2.

Mcnonb3ynTte nokanbHble Yackl YCTPONCTBA B Ka4eCTBE UCTOYHMKA 3TANOHHbIX YacoB
NTP ans obecrneyeHnss CUHXPOHM3aL MU BPEMEHN.

MpumeyvaHus

B pexume KnueHT/cepBep YCTPOWCTBO MOXHO WCMOMNb30BaTb B KadyecTBe cepsepa
CUHXPOHM3aLMKU BpeMeHn Ans obecrneyeHnss CUHXPOHU3ALUMM BPEMEHW TOMbKO nocne
YCMEeLLHON CUHXPOHM3aLMN BPEMEHMN C HAEXKHBIM BHELLIHUM UCTOYHMKOM YacoB.

MNocne HaCTpOIZKVI pexnmMma JnokKalnbHbIX J3TaliOHHbIX 4YacoB cCuUcrtema He 6y,1:|,eT
CUHXPOHN3NPOBATb BpemMA C NICTOYHUKOM 4YacoB C ©onee BbLICOKMM Stratum.

HacTtpoika nokanbHbIX 4acoB B kayecTBe master-4acoB (OCOGEHHO MpW yKasaHWu
HUWXHEro stratum) MoXeT nepesanucaTb AEWCTBYIOLLMIA UCTOYHWMK YacoB. Ecnu aTa
KoOMaHAa MCnosb3yeTcs ANs HECKONMbKUX YCTPOWUCTB B CETU, pasHULA B Yacax Mexay
YCTPOWCTBaMM MOXET NPUBECTU K HECTaOWNbHOW CUHXPOHM3ALMM BPEMEHM B CETW.

Mpexage 4em nokanbHble Yacbl BygyT HACTpOEHbl B KayecTBe Mmaster-4acos, ecnu
cucTeMa HUKorga He CUHXPOHU3UPYET BpeMS C BHELUHUM MCTOYHUKOM 4acoB, Bam
MOXeT NoTpeboBaTbCHA BPYYHYH OTKannMbpoBaTb CUCTEMHbIE Yachkl, YTOObI yoeanTecH B
OTCYTCTBUMN Ype3MEPHOM pasHuLbl. [JONONHUTENBHbIE CBEAEHUSA O PYYHOWN Kannbposke
CUCTEMHbIX YaCcoB CM. B pasferie KoHUrypaumm CUCTEMHOIO BPEMEHU B PYKOBOACTBE
System Configuration.
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3.4.1.3. LLlarn HacTpourKun

HacTtpounka NTP-cepBepa

o (OGsasaTtenbHo) [ormkeH ObiTb ykaszaH XOTs Obl OAWH BHELHUA UCTOYHUK 3TaNOHHbIX
YacoB (MOXHO HacTpouTb He 6onee 20 pasnMYHbIX BHELIHMX UCTOYHUKOB 3TaNOHHbIX
yacos).

e Ecnu Heobxognmo HacTtpouTb knod NTP, Bbl SOMKHbI HACTPOUTbL ayTeHTUmKauunio
security NTP nepepn HacTporikon cepsepa NTP.

ABTOMaTU4Yeckoe OOHOBJIEHME annapaTHbIX YacoB
e  OnuuoHarnbHo.

¢ [lo ymonuaHuio cucteMa o6HOBMSIET TONBKO CUCTEMHbIE Yachkl, HO He annapaTHbIe Yachl
nocre ycrnewHon CUHXPOHM3ALMN BPEMEHN.

e [locne HacTpomkM 3TOM KOMaHAbl CUCTEMA aBTOMaTU4EeCKM OBHOBNSET annapaTtHble
Yyachbl Nocne ycneLwwHon CUHXPOHM3aLUMN BpEMEHN.

HacTpounka master-yacos NTP

e YTOObl NEpeKnoYMTb YCTPOMCTBO B PEXMM NOKamnbHbIX 3TarOHHbIX 4acoB, BbINOMHUTE
3Ty KOMaHAy.

OTtknioyeHue NTP
e Y706kl OTKNIOYMTE NTP 1 04ncTuTb HacTponku NTP, BbINoNHUTE KOMaHA4y No ntp.

o [lo ymon4yaHutio BCe MHTepdenchbl MoryT nonydaTb naketel NTP nocne skntoyeHna NTP.
UTto6bl oTkntounTb NTP ansa ykasaHHoro nitepdeiica, BbinonHute komanay ntp disable.

OTknoYeHune cnyxobl cMHXpoHu3auum spemeHn NTP

e NTP pabotaer B pexume knueHT/cepep. [llocne Toro, kak yctponctBo NTP
CVMHXPOHM3NPYET BPEMS C BHELHWM HAOEXHbIM WMCTOYHMKOM 4YacOB, OHO CIYXXUT
CepBepoM BpEMEHM ANs NpefocTaBneHunst CnyxObl CUHXPOHU3auMM BpemeHn. Ecnu
YCTPOWCTBO NPOCTO HYXXHO 00CnyxmBaTh B kadyecTBe knneHta NTP, HacTporiTe komaHay
ntp service disable, 4ToGbl OTKNOUNTE CNYXOY CUMHXPOHU3aUMK BpemeHn NTP.

3.4.1.4. NMpoBepka

e 3anyctute KomaHay show ntp status, 4tobbl 0TOOpasnTb KOHpUrypauuo NTP.

e 3anyctute komaHay show clock, 4ToGbl NpPoBEPUTHL, 3aBepLUEHA NN CUHXPOHU3ALNS
BPEMEHMW.

3.4.1.5. CBA3aHHbIe KOMaHAbI

HacTponka NTP-cepBepa

KomaHga ntp server[ oob | vrf vrf-name]{ ip-addr | domain | ip domain | ipv6

domain}[ version version] [ source if-name] [ key keyid][ prefer] [ via
mgmt-name ]

Onuncanwne 00b: ykasbliBaeT, NpUBA3aH NN UCTOYHUK 3TaNoHHbIX YacoB K MHTepdency
napameTpoB MGMT.

vrf-name: YkasbiBaeT ums VRF, npuBsi3aHHOro K 9TarOHHOMY UCTOYHUKY
4Yacos.

ip-addr: YkasbiBaeT agpec |IPv4/IPv6 nctodHmka aTanoHHbIX 4acoB.
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Onucanve
napamMmeTpoB

domain: YkasbiBaeT gomeHHoe wumsa [Pv4/IPv6 wucToYHMKA STanoOHHbIX
Yyacos.

version: ykasbiBaeT Homep Bepcun NTP B gnanasoHe oT 1 go 3.

if-name: YkasbiBaeT TN uHTepdenca, Bkniodas AggregatePort, Dialer
GigabitEthernet, Loopback, Multilink, Null, Tunnel, Virtual-ppp, Virtual-
template n VLAN.

keyid: YkasblBaeT KN4, MWCMOMb3yeMbld ANd CBA3W C  UCTOYHUKOM
3TaroHHbIX YacoB, B Anana3oHe oT 1 0o 4294967295.

prefer: YkasblBaeT, MMeET NN MUCTOMHMK STanOHHbIX YacoB BbICOKUIA
npuopuTer.

mgmt-name: 3agaeT Mcxogsawnn nHTepdenc ynpaeneHms gnsi naketos B
pexnme oob.

Pexum komaHg

Pexwnm rnobanbHon KoHdUrypaumm

PykosoacTteo no
NCnonb30BaHMto

Mo ymonuanuto cepep NTP He HacTpoeH. KnueHTckaa cuctema QTECH
nogaepxneaeTt B3aumopenctene go 20 NTP-cepBepoB. Bbl moxeTte
HacCTPOUTbL KITHOY MPOBEPKN NOAMMHHOCTU AN KaXaoro cepsepa (nocne
HacTporku rnobanbHOM NPOBEPKN MNOAMMHHOCTU M COOTBETCTBYHOLLEIO
Knto4a), 4To6bl MHUUMMPOBATL 3aINPOBAHHYIO CBSA3b C CEPBEPaMM.

NMPUMEYAHMUE: Ecnun Heo6xoamMmo HacTpPOUTb KNkod ayTeHTUdMKaL MK, Bbl
OOJDKHbI HacTpouTb ayTeHTudukauutio NTP security nepen HacTponkon
NTP-cepsepa.

Bepcua NTP no ymonyaHuto ans cessm ¢ cepsepom — NTP Bepcum 3.
Kpome Toro, Bbl MOXeETe HAaCTPOUTb UCXOAHbLIN UHTEpPdENC ANa nepenayn
NTP-nakeToB n ykasaTb, 4To NTP-nakeTbl OT COOTBETCTBYIOLLLErO cepBepa
MOryT BbITb NOMyYEHbI TONBLKO Ha NepeaatoLlem uHTepdence.

OOHoBMneHue

annapaTtHbIX YacoB

KomaHpga

ntp update-calendar

Pexum komaHg,

Pexxum rnobanbHon KoHurypauum

HaCTpOﬁKa JTOKaJliIbHOro UCTOYHUKa 3TaJIOHHbLIX YacoB

KomaHga ntp master[stratum]
Onucaxune stratum: ykasbiBaeT Stratum nokanbHbIX YacoB B AuanasoHe oT 1 go 15.
napameTpoB 3Ha4yeHne no ymonyanmto — 8.

Pexum komaHpg,

Pexwnm rnobanbHon KoHdUrypaumm

OTKno4YeHue

NTP

KomaHpa

no ntp
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Pexum komaHg,

Pexxm rmobanbHon KoHdurypauum

PykosogcTteo no
NCMNOMb30BaHUIO

OTy KOMaHAy MOXHO WCMNONb30BaTb AN ObICTPOro OTKMIOYEHUSA BCEX
dyHKUMM NTP 1 ounctkun Bcex KoHdurypaumi NTP.

OTtknioveHue npuema naketoB NTP Ha nHtepdence

KomaHpa

ntp disable

Pexum komaHg

Pexxnum koHgurypaumm nHtepderica

OTKnoYeHune cnyxobl CUHXPOHU3aLUM BpeMeHU, npegoctasnsaemon NTP

KomaHnga

ntp service disable

Pexum komaHg

Pexnm rnobanbHon KoHdUrypaumum

Pykosoacteo no
NCnonb30BaHMto

OTa KomMaHga OoTKN4vaeT cnyx0y cuHxpoHusaumm BpemeHn NTP. Mocne
HacTPOMKM  OTOM  KOMaHObl  BHELUHME  YCTPOWCTBA HE  MOryT
CUHXpOHM3NpoBaTb BpemMss ¢ ycTpouctBa NTP (3ta KomaHoa
noagepXmnBaeTcs TONbKO B HEKOTOPbIX BEPCUSIX)
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3.4.1.6. Npumep KoHcpUrypaumum

PeXunm BHeWHX 3TanoHHbIX YacoB NTP

Cuenapun:

DEVICE-C DEVICE-B DEVICE-A
4 il 192.168.1.1
@ Gl 0 @ Gi 00
192.168.2.1  192.168.1.2
PucyHok 20.

DEVICE-B HacTpoeH Ha pexuM BHeLLHen onopHon YacTtoTbl NTP.

DEVICE-A vncnonb3yeTcsl B KayecTBe UCTOYHMKA 3TaNIOHHbIX YacoB AN
DEVICE-B.

DEVICE-C cunxpoHusupyet Bpemsi ¢ DEVICE-B.

LLlarn HacTponku

DEVICE-A HacTpamBaeT nokaribHble Yacbl B KayecTBE MWCTOYHUKA
3TanoHHbIX YacoB NTP.

DEVICE-B HactpamBaeTr DEVICE-A B kauyecTBe MCTOYHMKA 3TANOHHbIX
4Yacos.

DEVICE-C HacTtpanBaet DEVICE-B B KayeCTBe MCTOYHMKA 3TANOHHbIX
4Yacos.

DEVICE-A

A#tconfigure terminal
A(config)# ntp master
A(config)#exit

DEVICE-B

B#configure terminal
B(config)# ntp server 192.168.1.1
B(config)# exit

DEVICE-C

C#configure terminal
C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka

3anyctute KomaHay show ntp status Ha DEVICE-B, 4tobbl oTo6pa3suTb
KoHurypaumio NTP.

DEVICE-B oTnpaBnseT nakeT CUMHXpOHM3aLnn BpeMeHn Ha 192.168.1.1,
4YTOObI CMHXPOHM3MpPOBaTbL Bpemsi ¢ DEVICE-A.

Mocne ycnewHon cuHxpoHusauun BpemeHn ¢ DEVICE-A DEVICE-B
MOXET OTBETUTb Ha 3anpoc CUHXPOHU3auunn spemedn ot DEVICE-C.

3anyctute komaHgy show clock Ha DEVICE-B u DEVICE-C, 4T06bI
NpPOBEPUTb, YCMELLHO S BbINOSIHEHA CUHXPOHN3ALNSA BPEMEHW.
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JlokanbHbIN peX1UM 3TanoHHbIX YacoB NTP

CueHapuit:

DEVICE-C DEVICE-B

&l 0M

192.168.2.1
PucyHok 21.

DEVICE-B HacTpamBaeT nokarnbHble Yacbl B KayeCcTBe WCTOYHUKA
aTanoHHbIX Yacos NTP.

DEVICE-C cunxpoHusupyet Bpemsi ¢ DEVICE-B.

Llarn HacTponku

DEVICE-B HacTpamBaeT nokarnbHble Yacbl B KayeCcTBE MWCTOYHMKA
3TanoHHbIX YacoB NTP.

DEVICE-C HacTtpanBaet DEVICE-B B KayecTBe MCTOYHMKA 3TANOHHbIX
Yyacos.

DEVICE-B

B#configure terminal
B(config)# ntp master
B(config)# exit

DEVICE-C

C#configure terminal
C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka

3anyctute komangy show clock Ha DEVICE-C, utobbl npoBepuTsb,
YCMELLUHO NN BbIMNOSTHEHA CUHXPOHU3ALMSA BPEMEHM.

3.4.2. Hactpouka ayteHTUdmnKkaunm 6esonacHoctu NTP

3.4.2.1. AcpdeKT KoHduUrypaumm

CMHXpOHI/I3aUMF| BpeMeéHUn N3 HagexxHoro UCToOYHUKa 3TaylIoHHbIX YacoB

|/|CI'IOJ'Ib3yVIT6 yCTpOVICTBO B Ka4yecCctTBe KIMeHTa And CUHXpPOHWU3auun BpeEMEHUN TOJIbKO U3
JOBEepPeHHOro BHeLWHero 3TajfiloHHOro NCToO4YHMKa 4acoB C NOKalribHbIMU YacaMu.

OGecneyeHune CUHXPOHU3aUnn BpemMeHun ansa noBepeHHoro yCTpOﬁCTBa

Wcnonb3yiiTe nokanbHble Yackl YCTPOWCTBA B Ka4eCTBE MCTOYHMKA 3TanoHHbiX YacoB NTP,
4yTOObI 06ECNEYNTHL CUHXPOHU3ALMIO BPEMEHW TOMbLKO ANt JOBEPEHHOIO YCTPOWMCTBA.

3.4.2.2. NpumeyaHus

Kntoun ayTeHTI/I(*)VIKaLlI/IVI KINMneHTa n cepsepa OO0JKHbI ObITb OOUNHAaKOBbIMN.

3.4.2.3. llarn HacTpounku

HacTtponka mexaHuama rnmobanbHon Security ayteHTudukaumm gna NTP
o ObgaszartenbHbIN.
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Mo yMonyaHuio yCTPOMUCTBO OTKIOYAET MEXaHW3M Security ayTeHTUmKauum.

HacTtpowka rmo6anbHoro knto4va ayreHtudmkaumm ana NTP

ObnasaTenbHbIN.
Mo ymonyaHuio gnga yCTponcTBa He HAaCTPOEH KoY ayTeHTUMKaUuK.

HacTtpowka rmo6anbHO goBepeHHOro knr4a gna NTP

OnuwnoHanbHo.

Uto6bl obecneunTb CUHXPOHM3AUMIO BPEMEHW AONS  [OBEPEHHOr0 YCTPOWCTBA,
HeobXoaMMO yKasaTb [OOBEPEHHbIA KIY MNPOBEPKM MNOASIMHHOCTM C  MOMOLLBIO
noeHTngukaTopa Knoda.

MO>XHO HaCTPOUTb TOSTbKO OOWH JOBEPEHHbIN KoY. YKa3aHHbIN KNY ayTeHTUUKaLmnm
AOMMKEH COOTBETCTBOBATbL KNOYY JOBEPEHHOrO YCTPOWCTBA.

HacTtponka waeHTUduMKaTopa Knwo4va ayteHTUPUKauMM AN BHELHero
MCTOYHUKA 3TarNOHHbLIX YacoB

3.4.2.4.

3.4.2.5.

OnuvoHanbHo.

YT06bl CUMHXPOHM3MPOBATb BPEeMS C [OBEPEeHHbIM WCTOYHMKOM 3TarloHHbIX Yacos,
HeobXo4MMO ykasaTb [AOBEPEHHbLIN KoY MPOBEPKM MOAMMHHOCTM C  MOMOLLbLO
MaeHTUMKaTopa Krova.

Kaxabin [OBEpPEHHbIN WCTOYHUK 3TaNOHHbIX YacOB COMOCTABMSAETCA C  KMHYOM
ayTeHTUdmkauun. Knioum ayteHTUdmMKaumm AomkHbl ObiTb COrracoBaHbl C Kniovamu
[AOBEPEHHbBIX NCTOYHUKOB 3TANTOHHbLIX YacoB.

MNMpoBepka

3anycTtute komaHgy show run, 4tobbl NnpoBepuTb KoHUrypauuio NTP.

3anyctute komaHgy show clock, 4ToObl MPOBEPUTb, CUHXPOHU3NPYETCSA NN BPEMS
TONbKO C JOBEPEHHBIM YCTPONCTBOM.

CBsizaHHble KOMaHAbI

BknroyeHne mexaHusma ayteHTUuKauum Security

KomaHga ntp authenticate

Pexum komaHg | Pexxum rnmobanbHon KoHurypaumm

PykoBoacteo no | 10 yMOnYaHUIO KIMEHT HE NCNOMb3yeT MeXaHU3M NMPOBEPKN NOLMNHHOCTH
ucrnonb3oBaHuio | rmodanbHon Security. Ecnn mexaHuam ayTeHTudumkaumm Security He

ncnonb3yeTcs, cBA3b He ByaeT 3awmndpoBaHa. [MmobanbHOro nHankatopa
Security HegoCTaTo4YHO, YTOObLI NPEeaNONOXUTb, YTO CBA3b MEXAY KIMEHTOM
N cepBepoM peanusoBaHa B 3awmncpoBaHHoM Buge. [dpyrue rnodanbHble
KIMHOYM U KITHoM lWndbpoBaHUS ANsi cepBepa Takke AOIMKHbI ObITb HACTPOEHBDI
ANA  MHUUMUMPOBaHUSA  3alMpPOBaAHHOM CBA3M MEXAY KIMEHTOM U
cepBepoM.

HacTtpowka kntoya rnob6anbHon ayTeHTUPMKauum

KomaHga ntp authentication-key key-id md5 key-string [enc-type]
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Onucanve
napamMmeTpoB

key-id: ykasbiBaeT ngeHTndmkaTop rnobanbHOro Knoya ayreHTudunkaumm B
ananasoHe ot 1 0o 4294967295.

key-string: ykasbiBaeT CTPOKY Krto4a.

enc-type: (OnuMoHanbHo) ykasblBaeT, 3aindpoBaH fiv BBeAeHHbIN KoY. 0
yKasblBaeT Ha OTCYTCTBME LWMGPOBaHUS, a 7 yKasblBaeT Ha MpocToe
wndgposaHme. HacTponkon MO YMOMYaHUIO HBNSIETCA  OTCYTCTBUE
LINgpoBaHUA.

Pexum komaHg

Pexvm rmnobanbHon KoHdUrypaumm

HacTtpoika noBepeHHoro knro4ya gna NTP

KomaHnga ntp trusted-key key-id
Onucanue key-id: ykasbiBaeT ngeHTudukaTop SOBEPEHHOMO KItoya B AnanasoHe oT 1
napameTpoB 00 4294967295.

Pexum komaHg

Pexwnm rmobanbHon KoHdUrypaumm

HacTponka noBepeHHOro Krnro4a ansi BHeLWHero MCTOYHMKa 3TanoHHbIX YacoB
CwMm. pasgen «CBsi3aHHbIE KOMaHAObI».

3.4.2.6. Mpumep KoHcuUurypaumum

AyTteHTUdMKauma Security

CueHapui:
DEVICE-C DEVICE-B DEVICE-A
i o 192 1681 1
@ GI 0/ @ Gl D/
182 168.2.1  192.168.1.2
o DEVICE-B HacTpoeH Ha paboTy B pexume knueHt/cepsep NTP wu
npepoctaenseT cnyxbol NTP, TpebGywowwmne npoBepkn nogravHHOCTU
Security ans DEVICE-C. Kntoy ayTeHTudmkauumn — «abcd».
o DEVICE-A ncnonb3yeTcsa B KQ4eCTBE MCTOYHMKA 3TarnoHHbIX YacoB 4115
DEVICE-B.
o DEVICE-C cunxpoHusumpyet Bpema ¢ DEVICE-B.
Larn o DEVICE-B HacTtpauBaeT DEVICE-A B kayecTBe UCTOYHUKA 3TANOHHbIX
HaCTPOWKK Yyacos.

o DEVICE-C HacTpanBaeT DEVICE-B B kauecTBe UCTOYHUKA 3TANOHHbIX

4acosB.

DEVICE-B B#configure terminal
B(config)# ntp authentication-key 1 md5 abcd
B(config)# ntp trusted-key 1
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B(config)# ntp server 192.168.1.1
B(config)# exit

DEVICE-C | C#configure terminal

C(config)# ntp authentication-key 1 md5 abcd
C(config)# ntp server 192.168.2.1 key 1
C(config)# exit

MpoBepka o DEVICE-B oTnpaBnsaeT nakeT CUHXPOHU3aLUUN BpeMEHU, coaepKaLlun
nHcopmaumto 06 ayteHTMdUKaumm, Ha agpec 192.168.1.1, 4TOObI
CUHXpPOHU3MpoBaTh Bpems ¢ DEVICE-A.

e 3anyctute komaHgy show clock Ha DEVICE-B, 4Ttobbl npoBepuThb,
YCMELLHO N BbINOSIHEHA CUHXPOHN3AUUSA BPEMEHWN.

3.4.3. HacTtpownka koHTpona goctyna NTP

3.4.3.1. AcpdeKT KoHDUrypaumm

KoHTponb poctyna k cnyxbam NTP ob6ecneunBaeT MuHMMarnbHyto Mepy 6e3onacHocTu
(security). bBonee ©6es3onacHbiIM  METOOOM  SIBMSIETCST  WCMOJSIb30BaHME  MexaHu3Mma
ayTeHTMdumKauum NTP.

3.4.3.2. NpumeyaHusn

e B HacToslLee Bpemsi cucTema He NoadepXKnBaeT KOHTPOSbHBI 3anpoc (MCnonb3yeTcs
ansa ynpaeneHust NTP-cepBepaMy € NOMOLLbIO YCTPOWCTB YNpaBeHUs CeTblo, Takux
KaK yCTaHOBKa MHAOMKATOpa CEeKyHAbl KOOpAMHALMM WM MOHUTOPWUHT ero paboyero
COCTOSIHMSA).  XOTsi  COMocTaBneHWe npaBwui  peanu3oBaHo B Npeablaylien
nocrneaoBaTenbHOCTU, HUKaKMe 3anpochkl, CBSI3aHHbIE C YNPaBnsoLWUMI 3anpocamu, He
noaaepXXK1BatoTCs.

e Ecnu npaBuno ynpaBneHusi 4OCTYNOM He HacTPOeHOo, BCe BMAbl AOCTYNa paspeLleHbl.
Ecnn HactpoeHo Kkakoe-nubGo NpaBwWno ynpaBfieHns [OCTYroM, MoryT ObiTb
peann3oBaHbl TONbKO AOCTYMbl, pa3peLleHHbIE 3TUM NPaBUIIOM.

3.4.3.3. CBA3aHHasA KOH¢urypaums

Hactpowka npaB goctyna ans NTP
e  OnuuoHanbHo.

e 3anyctute KomaHOy ntp access-group, 4Ttobbl HacTpOMUTbL MpaBa YnpaBieHus
poctynom u cooteeTcTBytowmin ACL ana NTP.

3.4.3.4. NpoBepka

3anyctute komaHgy show run, 4Tobbl NpoBepuTb KoHdUrypauuio NTP.
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3.4.3.5. CBA3aHHble KOMaHAbI

HacTtpownka npaB ynpaBneHusi LOCTYynom Ana cnyx6 NTP

KomaHga ntp access-group { peer | serve |serve-only | query-only }access-list-
number | access-list-name

Onucanue peer: nNo3BONfAeT 3anpalmBaTtb BpemMs M ynpaBnATb 3anpocoMm And

napameTpoB nokanbHblx cnyx6 NTP, a Tawke no3BonseT nokaribHOMY YCTPOWCTBY

CMHXPOHM3NPOBATb BpeMsS C YyAaneHHOW cucTeMon (MonHble npaea
goctyna).

serve: paspelwaetr 3anpoc BPEMEHM U KOHTPOSibHbIM 3anpoc Ang
nokanbHblx cnyx6 NTP, HO He no3BONSET mOKarlbHOMY YCTPOWCTBY
CUHXPOHU3NPOBATb BpeMSs C yaaneHHOM CUCTEMOWN.

serve-only: paspeluaeT TOMbKO 3anpoc BpeMeHn Ons NoKanbHbIX Cry6
NTP.

query-only: paspellaeT TONbKO KOHTPOMbHBLIN 3anpoc Ansi floKarbHbIX
cnyx6 NTP.

access-list-number: ykasbiBaeT Homep IP ACL B ananasoHe ot 1 0o 99 n ot
1300 pno 1999. lMoapobHee o Tom, kak co3gaTb IP ACL, cMm. B pasnene
ACL&QoS Configuration/Hactpowka ACL.

access-list-name: ykasbiBaeT nmsa IP ACL. NogpobHee o Tom, Kak co3aatb
IP ACL, cm. B pasgene ACL&QoS Configuration/HacTtponka ACL.

Pexnm komang

Pexxm rmobanbHomn KoHdurypauum

PykosogcTteo no
NCMNOMb30BaHUIO

HacTponTe npasa ynpasneHusa goctynom NTP.

Korga noctynaet 3anpoc Ha goctyn, cnyx6a NTP conoctaensaet npasuna
B NocneaoBaTenbHOCTM OT MUHMMAanbHOro OrpaHvyeHust goctyna Ao
MaKCMMarnbHOro  OrpaHuyYeHWss Joctyna W MCNonb3yeT  nepBoe
coBnagatowiee npasuno. CooTBETCTBYHOLLAA NOCHeA0BaTENbHOCTb MOXET
ObITb peer, serve, serve-only, and query-only (peer, obcnyxuBatoLimm,
TONbKO ANst 06CNyXMBaHUSA 1 TOMbKO AN 3anpocoB).

3.4.3.6. Mpumep KoHcuUurypauum

Hactpowka npaB ynpaBneHums goctynom NTP

LWarn Paspewntb Tonbko yctponctsy ¢ IP-agpecom 192.168.1.1 oTnpaBnaTb 3anpoc
HaCTPOMKU | CUHXPOHM3aLUMN BPEMEHN Ha NoKanbHOE YyCTPOMCTBO.

QTECH(config)# access-list 1 permit 192.168.1.1
QTECH(config)# ntp access-group serve-only
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3.5. MoHuTOpUHr

3.5.1. OTobpaxeHue

OnucaHue

KomaHaa

show ntp status

OTo6GpakaeT TekyLyto nHpopmaumo NTP.

3.5.2. OTnapka

NMPUMEYAHUE: CuctemHble pecypcbl 3aHATbl MpU BbIBOAE OTNAO0YHOW MHGOPMaLU.
lMoaToMy oTKNOYanTe OTNaaKy cpasy nocre UCnonb3oBaHus.

OnucaHue

KomaHpa

debug ntp

BknovaeT oTnagky.

no debug ntp

OTkntovaeT oTnagky.
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4. HACTPOUKA SNTP
4.1. 0630p

MpocTon npoTokosn ceTeBoro BpeMmeHu (SNTP) — aTo ynpoLLeHHas Bepcus NpOTOKosa CeTeBoro
BpemeHn (NTP), KoTopbii ucCnonb3yeTca AN CUHXPOHU3aUUM 4acoB KOMMbIOTEPOB B
MHTepHeTe. SNTP npumeHsieTca B cuUeHapusx, rae HeT HeobxoaMMOCTM MCMNOoNb3oBaTh BCe
dyHKUMN NTP.

NTP ncnonb3yeT CNoXHbIN anroputMm 1 npeabssnaeT 6onee BoiCokMe TpeboBaHMA K cucteme,
Toraa kak SNTP wmcnonb3yeT Gonee npocTon anroputm n obecneymBaeT 6Gornee BbICOKYH
npomnssoanTenbHocTb. Kak npasuno, ToyHocTb SNTP moxeT gocturaTb 1 CeKyHObl, 4TO
COOTBETCTBYET OCHOBHbIM TpeboBaHMsiM GonblUMHCTBA cueHapueB. [ockonbky naketbl SNTP
aHanormyHbl naketam NTP, knneHT SNTP, peanu3oBaHHbIA Ha YCTPOMUCTBE, MNOMHOCTbLHO
coBMecTuM c cepsepom NTP.

MpoTokonbl n cTaHaapTbl
RFC 2030: lNpocTon npoTtokon ceteBoro BpemeHn (SNTP) Bepcumn 4 ansa IPv4, IPv6 n OSI

4.2. NMpunoxeHus

MpunoxeHune OnucaHwue

CuHXpOHM3aUMsA BPEMEHM C | YCTPOMCTBO UCMONb3YeTCA Kak KIMEHT ANs CUMHXPOHU3aumm
cepsepom NTP BpemeHu ¢ cepeepom NTP.

4.2.1. CuHXpOHUu3auus BpemeHun ¢ cepsepom NTP

4.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 22, DEVICE-B uncnosnb3yeT nokanbHble Yacbl B Ka4eCTBEe UCTOYHUKA
3TanoHHbIX YacoB NTP n obecnevnBaeT cMHXpoHu3auuio Bpemenun ana DEVICE-C.

DEVICE-C ncnonbsyetcsa kak knneHT SNTP ans cuHxpoHusaumm spemenn ¢ DEVICE-B.

DEVICE-C DEVICE-B
- -
7 G0N
192.168.2.1
PucyHok 22.

4.2.1.2. PazBepTbiBaHue

o Yrxaxute DEVICE-B B kadecTtBe cepepa SNTP gna DEVICE-C.
e Bknwouute SNTP ans DEVICE-C.

4.3. PyHKLUUMU

4.3.1. bBa3oBble KOHUEeNTbl

SNTP-nakeTt

SNTPV4 paspabotaH Ha ocHoBe NTP un npusBaH ynpoctntb oyHKuun NTP. 3To He uameHsieT
cneundukaumm NTP 1 ucxogHyto peanusauuio NTP. ®opmat cooblueHns SNTPV4 Takon xe,
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kak y NTP, onpeneneHHbin B RFC1305, TonbKo HeKoTopble NoNSa AaHHbIX MHULWANU3NUPYIOTCS B
npegycraHoBMeHHble 3Ha4YeHNs.

Kak onpegeneHo B RFC1305, SNTP wucnonb3yeT nnd nepefadm naketbl MNpOTOKOMa
nonb3oBartenbckux gatarpamm (UDP), a ngeHtudpmkatop ncnonssyemoro nopta UDP — 123.

PucyHok 23 nokasbiBaeT popMaTt nakeTa CUHXpOHM3aumm BpemeHn SNTP.
0 i 23 31
LI

WM | f',"::lI:H| Siratum | Paoll Interval | Precision

Root Dispersion (32-bit)

Reference Clock |dentifier (32-bit)

Reference Timestamp (B4-bit)

Onginate Tirmestamp (G4-bit)

Receive Timestamp (64-bit)

Transmit Timestamp (G4-bit)

Authenticator (opbonal SE-bit)

PucyHok 23. ®opmaT naketa CUHXpOHM3aumm BpemeHn SNTP

e VHaovkatop cekyHObl koopawHauum  (LI):  ykasbiBaeT 2-O6UTHBIN  MHAMKATOP
AOMOSTHUTENBHON CEKYHAbI.

NMPUMEYAHUE: 00: ykasbiBaeT Ha OTCyTCTBME npegynpexpawowen uHdpopmauumn; 01:
yKasblBaeT, YTo B npeablayLien MnuHyTe 61 cekyHaa; 10: ykasbiBaeT, YTO B NpeablayLien MUHyTe
59 cekyHa; 11: ykasblBaeT, YTO Yacbl HE CUHXPOHU3MPOBAHbI.

o Howmep Bepcum (VN): ykasbiBaeT 3-6uTHbIN HOMep Bepcun NTP/SNTP. Tekywuin Homep
Bepcun — 3.
e Pexum (Mode): ykasbiBaeT 3-6UTHbIN paboumn pexum SNTP/NTP.
NMPUMEYAHME: 0: ykasbiBaeT Ha OTCyTCTBUE onpeaeneHns; 1: ykasbiBaeT Ha CUMMETPUYHYHO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHBIA NaccuB; 3: yKasblBaeT Ha KNUeHTa; 4: ykasbiBaeT

Ha cepBep; 5: ykasblBaeT Ha LUMPOKOBeLLaHMe; 6: yKasbiBaeT ynpasnsawowyo nHgopmauuio; 7:
3ape3epBUpPOBaHO.

e Stratum: ykasbiBaeT 8-OMTHbIM Stratum (cnon) nokanbHbiX Yacos. 0: ykasbiBaeT Ha
OTCYTCTBUWE onpegeneHus; 1: ykasblBaeT master-uCcTOMHUK 3TarnoHHbIX YacoBs; Apyrue
3HaYeHWA: yKkasblBaloT Slave-UCTOYHMKM 3TarOHHbIX YacoB.

e Poll Interval (MHTepBan onpoca): yka3biBaeT MHTepBarn onpoca (B cekyHaax), KoTopbIi
npegcrtaensieT cobon 8-6UTHOE Lienoe Yncro.

e Precision (TO4YHOCTb): yKka3blBaeT TOYHOCTb BpeMeHMu (B CEeKyHAax) MeCTHbIX 4acoB,
KoTopasi npeacTaenseT cobon 8-6UTHoe Lenoe Y1cno.

e Root Delay (KopHeBas 3agepxka): yka3blBaeT BpeMs NPOXOXAeHNUs Tyaa u obpaTtHo Ao
MCTOYHMKA 3TANOHHbIX 4acoB, KOTOpPOEe MNpeacTaBnsieT cobon 32-paspsagHoe uenoe
4yncro.

e Root Dispersion (KopHeBasi gucnepcusl): ykasbiBaeT camyto OOnbluyt0 pasHuuy OT
master-ucTo4HnKa 3TanoHHbIX YacoB, KOTOpbLIN NpeacTaBnseT cobow 32-paspsaHoe
Lenoe ymcno.

4-82

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo nonb3oBatens cepus QSW-6900

Hactporika SNTP

Reference Clock Identifier (MaeHTUdmKaTOp 3TANOHHbLIX YacoB): yKa3bliBaeT 32-OUTHbIN
NOEeHTUPUKATOP NCTOYHMKA STANOHHbBIX YaCoB.

Reference Timestamp (OTanoHHass BpeMeHHas MeTKa): YyKasblBaeT 64-OMTHYyH0
BPEMEHHYIO METKY, 8 UMEHHO BPEMSi, KOTOPOe ObINI0 YCTAHOBIIEHO UMW UCMPaBIIEHO B
nocnegHuin pas.

Originate Timestamp (McxogHas BpeMeHHass MeTka): ykasblBaeT 64-OUTHYH0 MeTKy
BPEMEHW, a MMEHHO MECTHOEe BpeMs, Korga OT KIMEHTa yxoaWUT 3anpoc Ha
CYHXPOHMN3aLN0 BPEMEHM.

Receive Timestamp (OTmeTka BpeMeHu NonydeHns): ykasbiBaeT 64-0MTHYIO OTMETKY
BPEMEHM, @ UMEHHO MECTHOE BpEeMsi, KOraa nakeT 3anpoca CUHXPOHM3aLUN BpeMEHU
nocTynaeT Ha cepBep.

Transmit Timestamp (OTmeTka BpeMeHn nepenaym): ykasbiBaeT 64-6UTHYI0 OTMETKY
BPEMEHU, a UMEHHO MECTHOE BpeM4, Koraa OTBETHbIN NakeT CUHXPOHU3ALNN BPEMEHU
oTnpaBsnseTcs c cepsepa.

Authenticator (OnumoHanbHO): ykasbiBaeT MHOPMaUMIO A4Ns ayTeHTMdMKauun.

4.3.2. 0630p

OcobeHHOCTb

OnucaHue

CuHXpoHu3aums

BpemeHun SNTP

CunxpoHusupyet Bpemsa ¢ cepBepa SNTP/NTP Ha nokanbHoe
YCTPOWNCTBO.

4.3.3. CuHxpoHusauus spemeHn SNTP

4.3.3.1. MpnHUMN paboTbl

CuHxpoHusauusa BpemeHn SNTP peanuidyeTtca nyteMm B3aumopenctBus naketoB SNTP/NTP
MeXAy KIMEeHTOM 1 cepBepoM. KnueHT oTnpasnseT nakeT CUHXPOHM3auumn BPEMEHM Ha cepBep
yepes onpeaeneHHble NPOMEXYTKM BpemeHWn (Mo ymonyaHuo nondaca). lNocne nonyyeHus
OTBETHOrOo NnakeTa OT cepBepa KIMUEHT CUHXPOHU3NPYET BpeMs.

PucyHok 24 nokasbiBaeT oopmat naketa CUHXpoHu3auumn spemeHn SNTP.

DEVICE-A DEVICE-B

A Time: 19:00:00
r

11

19:00:04

Receive Timestamp:
19:00:06

Originate Timestamp:

B Time: 19:30:20

k

1
Receive Timestamp:
19:30:23

Fi
|

Transmit Timestamp
19:30:24

L

(1) NTP Request Packet
@ MTP Response Packet

r

PucyHok 24. MNpuHumn pabotel SNTP

DEVICE-B (cokpallieHHO B) ucronb3dyeTcs B KayecTBe WMCTOYHWMKA 3TaroHHbIX 4YacoB NTP,

DEVICE-A

(cokpaiieHHO A)

ncnonb3yetca B

KayectBe KIMeHTa

SNTP,

KOTOpbIN
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CUHXpOHU3upyeT Bpemss ¢ DEVICE-B. B MOMEHT BpeMeHM MeCTHble 4Yacbl A nokasbiBaloT
19:00:00, a mecTHble Yacbl B — 19:30:20.

1. A otnpasnset naket 3anpoca SNTP/NTP. MecTtHoe Bpems (T0), koraa naket
oTnpasnseTca n3 A, coctasnseT 19:00:00 n 3anonHsaeTca B Originate Timestamp.

2. Tlocne 2-cekyHOHOW ceTeBOW 3afepXku MecTHoe Bpems (T1), koraa B nonyyaeT naket
3anpoca, coctaensieT 19:30:23 u 3anonHseTcs B Receive Timestamp.
3. B obpabatbiBaeT 3anpoc NTP 1 yepes cekyHay oTnpaBnsieT oTBETHbIM nakeT NTP.

MecTHoe Bpems (T2), korga oTBETHbIM NakeT yxoaut us B, coctaBnaeTt 19:30:24 n
3anonHsieTca B Transmit Timestamp.

4. Tlocne 2-cekyHOHOW CETEBON 3a4epPXKkM A nony4daeT oTBETHLIN nakeT. MecTHoe Bpems
(T3), koraa oTBeTHbIN NakeT NpubbiBaeT B A, coctasnseT 19:00:06.

KoHKpeTHble pacyeTbl AN CUHXPOHM3ALMM BPEMEHW CcrieayoLme:

e A nonyyaet pasHuuy Bo BpemeHn B 30 MuHyT n 20 cekyHa mexay B n A, ncnonbays
dopmyny ((T1-TO)+(T2-T3))/2.

e A nonydvaeT 4eTbIpexCeKyHAHYI 3adepXKy naketa Tyga u obpatHo mexay A n B,
ncnons3ys dopmyny (T3-T0)-(T2-T1).

4.3.3.2. CBai3aHHas KOH(urypaums

BknroyeHne SNTP

e  SNTP no ymon4aHuto OTKITHOYEH.

e 3anyctute KoMaHay sntp enable, 4Tobbl BktounT SNTP.

Hactpownka SNTP-cepBepa

o [lo ymonuyaHuio cepsep SNTP He HacTpOeH.

e 3anyctute kOMaHgy sntp server, 4Tobbl yka3atb cepep SNTP.

HacTtpoika nHTtepBana cMHXpoHu3auum BpemeHn SNTP

o [lo ymonuyaHuio nHTepBan cuHxpoHm3saumm spemedn SNTP coctasnseT 1800 cekyHA.
e 3anycTtute KomaHay sntp interval, 4Tobbl ykazaTb MHTEPBAN CUHXPOHMU3ALMN BPEMEHWN.

4.4. KoHdurypauums

KoHdurypauus OnucaHue n komaHaa
Hactponka SNTP (O6sazatenbHO) VicnonbayeTcsa ansa BrrtoyeHns SNTP.
sntp enable Bkntoyaet SNTP.
sntp server HactpanBaet IP-agpec cepsepa
SNTP.

(OnumoHanbHO)  Wcnonb3yeTcs AN HacTpOWKM  MHTepBana
CUHXpPOHU3auun BpemeHn SNTP.

sntp interval HacTtpauBaeTt WHTepBan
CUHXpOHU3aunn BpemeHn SNTP.
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4.4.1. Hactpouka SNTP

4.4.1.1. dchbdeKT KoHduUrypaumm

KnneHt SNTP oGpawaetcs k cepsepy NTP uepe3 pukcupoBaHHbIE MPOMEXYTKU BPEMEHN,
4YTOObI perynsapHoO KOPPEKTUPOBATL Yachl.

4.4.1.2. NMpumeyaHusn

Bce Bpemsi, nonydyeHHoe 4yepe3 cBA3b SNTP, aBnseTca cpegHum BpemeHem no [puHBU4y
(GMT). Ytobbl nonyunMTb TOYHOE MECTHOE Bpemsi, BaM HEOOXOAMMO YCTaHOBWUTb MECTHbIN
YyacoBoK NMosAc Ansa cornacosaHuda ¢ GMT.

4.4.1.3. larn HacTponku

BknioyeHne SNTP

e (O6GszaTtenbHo) SNTP no yMON4YaHUio OTKITHOYEH.

HacTtpouka IP-appeca SNTP-cepBepa

o (OGsazaTenbHO) Mo ymonuanuto cepeep SNTP/NTP He HacTpoeH.
HacTtpouka nHtepBana cMHxpoHusauum BpemeHn SNTP

e  OnuuoHanbHo.

e [lo ymMOn4aHuWio YCTPOMCTBO CUHXPOHU3NPYET BPEMS Kaxkable nonyaca.
MNMpoBepka

3anyctute komangy show sntp, 4Tobbl 0TOGPa3nNTL NapamMeTpsbl, cBA3aHHbIE ¢ SNTP.

4.4.1.4. CBA3aHHblIe KOMaHAbI

BknrouyeHue SNTP

KomaHpa sntp enable

Pexum komaHg | Pexxum rnmobanbHon KoHurypaumm

PykoBoacteo no | SNTP no ymonyaHuo OTKIHOYEH.
NCNONb30BaHMIO

3anyctute KomaHgy rnobanbHou KoHdurypauum no sntp enable, 4ToObI
oTKntounTbL SNTP.

Hactpowka IP-agpeca cepBepa SNTP/NTP

Komanga sntp server [ oob ] ip-address [ via mgmt-name ]
Onucanwue ip-address: ykasbiBaeT IP-agpec cepsepa NTP/SNTP. Mo ymonuyaHuto
napameTpoB cepBep NTP/SNTP He HacTpoeH.

oob: ykasbiBaeT, u4To cepBep NTP/SNTP nogaoepxvBaeT BHELLHWN
MHTepdenc ynpasneHus (MHTepdenc mgmt).

mgmt-name: 3agaeT MCXoaawmn HTepdenc ynpasneHms Ans nakeTos B
pexnme oob.

Pexum komaHg | Pexxum rnobanbHon kKoHurypaumm
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PykosoacTteo

no | Nockonbky SNTP nonHocTbto coBmecTum ¢ NTP, cepBep MOXXHO HacTpOUTb

Ncnonb3oBaHuio | kak obwenocTtynHbii cepeep NTP B UHTepHeTe.

Mockonbky naketbl SNTP ananormyHbl naketam NTP, knueHT SNTP
nonHoctelo coBmectum c cepBepoMm NTP. B WHTepHeTe cywectByeT
MHoxXecTBo NTP-cepBepoB. Bbl moxeTe Bbibpath NTP-cepBep ¢ 6onee
KOpOTKOM 3agepxkon B kadectBe SNTP-cepBepa Ha BalleM yCTPOUCTBE.

Hactpowka nHTepBana cCMHXpOHu3auum BpemeHn SNTP

KomaHnga sntp interval seconds
Onucanne second: Yka3sbliBaeT UHTEepBan CUHXPOHN3aL M1 BpEMEHN B Anana3oHe ot 60
napamMmeTpoB 0o 65 535 cekyHg. 3HayeHne no ymonyaHmto — 1800 cekyHz,.

Pexum komaHg | Pexxum rnmobanbHon koHurypaumm

PykosoacTteo

no | 3anyctute 3Ty KOMaHAy, YTOObl yCTAaHOBUTbL MHTEpBan ans knneHta SNTP

NCMOMb30BaHUIO | AN CUHXPOHM3aumn BpeMeHun ¢ cepeepoM NTP/SNTP.

NMPUMEYAHUE: HacTpoeHHbIn 3a0eck MHTEpBar BCTYNAeT B CUIY HE cpaasy.
YTto6bl OH BCTYNUN B CUNY HEMEAEHHO, 3anyCcTuTe KomaHay sntp enable.

4.4.1.5. Mpumep KoHcpUrypaumum

CuHxpoHusaumsa spemeHn SNTP

Cuenapun:
DEVICE-C DEVICE-B
192.168.2.1
PucyHok 25.
DEVICE-B ykasbiBaeT Ha cepBep NTP B HTepHeTe.
DEVICE-C cuHxpoHuaupyet Bpems ¢ DEVICE-B.
Warn Bkntounte SNTP ansa DEVICE-C n HacTponte DEVICE-B kak NTP-cepsep.
HaCTPOWKM
DEVICE-C C#configure terminal
C(config)# sntp server 192.168.2.1
C(config)# sntp enable
C(config)# exit
MpoBepka e 3anyctute komaHgy show clock Ha DEVICE-C, 4tobbl npoBepwuThb,
YCMNELUHO N BbINOSIHEHA CUHXPOHN3ALNS BPEMEHMW.
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3anyctute komaHgy show sntp Ha DEVICE-C, 4toGbl oTOOpasutb

ctatyc SNTP 1 npoBepuTb, yCNeLHO NN HAaCTPOEH cepBep.

4.5. MOHUTOPUHr

4.5.1. OTobpaxeHue

OnucaHue

KomaHaa

show sntp

OtobpaxaeT napameTpsbl, cBA3aHHble ¢ SNTP.

4.5.2. OTnagka

NMPUMEYAHUE: CuctemHble pecypcbl 3aHATbl NpU BbIBOAE OTNA40YHOW MHAOPMaUUN.
lMoaToMy oTKNtoYanTe OTNaaKy cpasy nocre UCnonb3oBaHus.

OnucaHue

KomaHga

debug sntp

BknovaeT oTnagky.
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5. HACTPOUKA SPAN-RSPAN
5.1. O630p

AHanusaTtop kKoMmyTupyembix nopTtoB (SPAN) npegHasHayeH AN KONUMPOBaHUSA MakeToB
YyKasaHHOro nopTta Ha [JpyroM nopT KOMMyTaTtopa, KOTOPbIN MOAKMIOYEH K YCTPOWCTBY
MOHWUTOpPUHra ceTn, 4Tobbl 06ecneynTb MOHUTOPUHT CETU N yCTPaHeHWe HENONaaoK.

Bce Bxogsilme M mcxoasilimMe nakeTbl UCXOOHOro nopTa MOXHO oTcrnexmBatb Yepe3 SPAN.
Hanpumep, kak nokasaHo Ha crnegyoLlemM pUCyHKe, BCe NakeTbl HA NOPTY 5 cONoCTaBnsOTCA C
noptom 10, a aHann3aTop ceTu, NOAKMIOYEHHLIN K NopTy 10, Nofny4aeT BCe NakeTbl, NPoXoasiwime
yepes nopT 5.

|234§ﬁé‘5&\uu 12

Network Analyser

PucyHok 26. Sksemnnsp KoHpurypaumm SPAN

OyHKUMA SPAN B OCHOBHOM MPUMMEHSAETCA B CLEHApPMAX MOHWUTOPMHIA CETU U YyCTpPaHEeHus
Henonagok, YTobbl oTCnexmnsaTb MHAPOPMALMIO O CETU M YCTPaHATbL cboun B CceTw.

YpaneHHoin SPAN (RSPAN), pacwupeHune SPAN, no3sondeT yganeHHO KOHTponupoBaTtb
HeCKonbKo ycTponcTts. Kaxabln ceaHc RSPAN ycTaHaBnuBaeTCd B YyKasaHHOW yadareHHOWm
VLAN. RSPAN npeogoneBaeT oOrpaHW4YeHWe, COrnacHoO KOTOpoMy mirrored-nopT w
Mirroring-nopT LOMMKHbl HaxXoguUTbCs Ha OOHOM M TOM Xe YCTPOWCTBE, W NO3BONSAeT
mirrored-nopTy HAXOOUTBLCS Ha PACCTOSHUN HECKONbKMX CETEBbIX YCTPONCTB OT Mirroring-nopra.
Monb3oBatenu moryt HabngaTe 3a NakeTamMn AaHHbIX yaaneHHoro mirrored-noprta ¢ NOMOLLbIO
aHanmsaTopa B LieHTpanbHON CepBEPHON.

CueHapun npumeHeHns RSPAN aHanormyHbl cueHapuam SPAN. RSPAN nossonsieT
nonb3oBaTensiM NPOBOAUTb MOHUTOPUHI AAHHbBIX B PEXMME pearlbHOro BpeMeHU, He HaXOasACh
B cepBepHomn, YTo obecneumBaeT 6onbLloe yaobCcTBO ANa nonb3oBaTenen.

VLAN SPAN (VSPAN) paccmatpuBaeT NOTOKM AaHHbIX HEKOTOPbIX VLAN Kak MCTOYHUKN OaHHbIX
N 3epkanuvpyeT UX Ha nopT HasHaveHus. KoHdurypauums aHanormyHa koHdurypaumm SPAN Ha
ocHoBe nopTtoB. VSPAN nmeeT cnegytowme ocobeHHOCTH:

e VLAN, He aBnsowasca yaaneHHon VLAN, moxeT ObiTb YKa3aHa B Ka4eCTBe UCTOYHMKA
JaHHbIX VSPAN.

e HekoTtopble VLAN, KoTopble He aBnatoTca yaaneHHbimun VLAN, moryT 6bITb yKka3aHbl B
KayecTBe UCTOYHMKOB AaHHbIX VSPAN.

o Korga VLAN HacTpoeHa Kak UCTOYHUK AaHHbIX, NakeTbl MOryT OTpaXkaTbCA TOMbKO B
HanpasneHun RX.
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5.2. MpunoxeHus

MpunoxeHune OnucaHwue
SPAN Ha ocHoBe noToka MOTOKM AaHHbLIX C OnpeaerieHHbIMKU  XapakKTepUCTUKaMu
Heobxoanmo OTCneXmBaTb, Hanpumep, Heobxoanmo

oTcnexusatb MNOTOKM [OaHHbIX, WCMNOMb3yloWme YyKasaHHY
NonuTKKyY crnmcka ynpasneHus goctynom (ACL).

One-to-Many RSPAN Heckonbko mnonb3oBaTenem OOJMKHbI OTCMeXmBaTb [OaHHbIE
OJHOro 1 TOro Xe nopra.

OcHoBHbIE npunoxeHus | NMakeTbl Ha  UCXOAHOM  YCTPOWCTBE  3epKanvpoBaHus
RSPAN HeobOXoAMMO 3epkanuMpoBaTb Ha LeneBoe YCTPOWCTBO AJis
MOHWUTOPUHra.

5.2.1. SPAN Ha ocHOBe noTokKka

5.2.1.1. CueHapuu

Kak nokasaHo Ha cnegylowem p1UcyHke, CETEBOW aHanmn3aTop MOXHO HAacTPOUTb Tak, YTOObI OH
MOr OTCNeXmnBaTb BCe MOTOKN AaHHbIX, NepecbinaemMble KOMMYTaTopoM A Ha KoMmyTaTop B, n
onpeaeneHHble MOTOKU JaHHbLIX KOMMYyTaTopa B (Hanpumep, NoTokn gaHHbix ¢ PC1 n PC2).

Destination
Port
Gi 0/2
Switch A &2 ﬁ
Source Q)
Port Network Analyzer

GO | o
(LR e L

Switch B

LR

< s
PC 1:0000.0000.0001 PC 2:0000.0000.0002

PucyHok 27. Tononorusa npoctoro npunoxexHms SPAN

0000.0000.0001 — ato MAC-agpec PC1.
0000.0000.0002 — ato MAC-agpec PC2.

5.2.1.2. Pa3BepTbiBaHue

e Ha npegbigywem pucyHke HactpouTe yHkumMio SPAN Ha kommyTaTope A,
NOOKIHYEHHOM K CeTEBOMY aHanmsatopy, yctaHoBuTte nopt Gi 0/1, NOOKOYEHHbIN K
kommyTaTtopy B, B kadectBe mcxogHoro rnopta SPAN u ycraHosute nopt Gi 0/2,
KOTOPbIA HarnpsAMylo MOAKMIYEH K CeTeBOMYy aHanusatopy, B KayecTBe MopT
HasHa4veHns SPAN.
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e HacTtponte SPAN Ha 0CHOBE NMOTOKOB (pa3peLLeHbl TONbKO NOTOKM AaHHbIX PC1 n PC2)
Aans nexogHoro nopta Gi 0/1 SPAN.

5.2.2. One-to-Many RSPAN

5.2.2.1. CueHapuu

Kak nokaszaHo Ha cnegyrowem pucyHke, One-to-Many RSPAN MoOXeT ObiTb peann3oBaH Ha
OfHOM ycTpouncTBe, To ecTb U MK 1, n MK 2 MOXHO HAacTpouTb ANs MOHUTOPUHIa NepeaBaemMoro
1 NPUHUMaEMOro Tpadpmka nopTa, NOAKNHYEHHOTO K cepBepy. [Nonb3oBaTenu MoryT BbINOMAHUTb
COOTBETCTBYIOLLYYIO HACTponky (Hanpumep, ydaneHHyto VLAN n Loopback MAC-nopTta) gns
MOHWTOPMHIa NOTOKOB AaHHbIX, npoxoaswmx Yyepes nopT Gi 4/1 Ha MK 1 n MK 2, Tem cambim
KOHTPONUPYSA NOTOKN AaHHbIX CepBepa.

Switch A Loopback Port

PucyHok 28. Tononorus npunoxeHnn One-to-Many RSPAN

5.2.2.2. PasBepTbiBaHUe

o Cospante yoaneHHyto VLAN Ha kommyTaTtope A.

e HactponTte kommyTaTop A B KayecTBe ucxogHoro yctponcrea RSPAN n HacTpounTte
nopt Gi 4/1, KOTOPbIA HaNPsIMYHO MNOAKMIOYEH K CepBepy, B KA4eCTBE UCXOOHOro nopTta
RSPAN. BbibepuTte nopT, KOTOPbIA HAXoauTCs B COCTOAHUM Down, B JaHHOM npumepe
Gi 4/2, B kayecTBe BbIxogHoro nopta RSPAN, go6asbTe 3TOT NopT B yaaneHHyo VLAN
n HacTtponTe Loopback MAC (3anyctute kKomaHgy mac-loopback B pexxume HacTpoKrku
nHTepdenca).

e [lo6aBbTe nopTbl, HAaNpsiMyto noakntodeHHble K MK 1 n MK 2, B yganeHHyto ceTb VLAN.
5.2.3. OcHoBHble npunoxeHnsa RSPAN

5.2.3.1. CueHapuu

Kak nokasaHo Ha criegylowem pucyHke, dyHkuma RSPAN no3BonseT ceTeBOMy aHanmsaTopy
KOHTponupoBaTb STA, NOAKMYEHHYD K KOMMYyTaToOpy WCXOOHOro YycTpouctBa A, OT
KOMMyTaTopa yCTpoucTBa HasHadeHuss C OO0 KOMMyTaTopa MPOMEXYTOYHOro yctpomctsa B.
O6bI4HO ycTpoKrcTBa MOryT 06MEeHNBaTLCA AaHHLIMU OPYT C APYrOM.
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PucyHok 29. basoBas Tononorus npunoxeHnn RSPAN

5.2.3.2. PasBepTbiBaHUe

e Hactponte yganeHnyto VLAN Ha kommyTaTope A, kommyTaTtope B n kommyTtaTope C.

e Ha kommyTtatope A HacTtponTe nopt Gi 0/1, HaNpsiMyl0 MOAKMOYEHHbIN K STA, B
Ka4yecTBE MCXOQHOro nopra, HacTtpouTte nopT Gi 0/2, NOAKMOYEHHbIN K KOMMYTaTopy B,
B KayecTBe BbIXOOHOro nopTa M HACTPOUTE (PYHKUUIO NEepeKnioYeHnsa ansa BbIXOOHOMO
nopra.

o Ha kommyTtaTtope B HacTponte nopt Gi 0/1, nogknioYeHHbIM K KOMMyTaTopy A, 1 nopT
Gi 0/2, nogkntoyeHHbI kK kKommyTaTopy C, kak obLune nopThbl.

e Ha kommyTtaTope C HacTtpoute nopT Gi0/1, noakntodeHHbIM K KoMMmyTaTopy B, B
KayecTBe 06LLEero McxogHoro nopta, Hactponte nopt Gi0/2, NOAKMTHOYEHHbIN K CETEBOMY
aHanusatopy, B KadecTBe nopta HasHadyeHus RSPAN un HacTpoute yHKUMIO
nepekrntoveHns anga nopta HasHadyeHuss RSPAN.

5.3. DyHKUUN

5.3.1. BasoBble KOHUenThbl

CeaHc SPAN

CeaHc SPAN — 39TO NMOTOKM AaHHbIX Mexay McxoaHbim noptom SPAN 1 NopTOM Ha3Ha4eHus,
KOTOpble MOXHO UCMONb30BaTh AN MOHUTOPUHIa NakeToB OAHOrO UKW HECKOSbKUX MOPTOB Ha
BXoAe, Bbixode unn B 0b6oux HanpaBneHuax. KommyTupyemblie NOpThbl, MapLlpyTU3npyemble
nopTbl 1 arpermpoBaHHble NopTbl (AP) MoryT BbiTb HACTPOEHbI Kak MCXOAHbIE NOPThl UIN NOPThI
Ha3HaveHust ans ceaHcoB SPAN. lNocne gobGaeneHus NopToB KomMMmyTaTtopa B ceaHc SPAN
HopMarbHas paboTa KoMMyTaTopa HEe U3MEHSETCS.

lMonb3oBaTtenu MoryT HacTpouTb ceaHc SPAN Ha OTKMHYEHHOM MopTy, HO ceaHc SPAN
HeakTuBeH. CeaHc SPAN HaxoguTcA B akTUBHOM COCTOSIHUW TOSbLKO MOCIe BKIOYEHUs NopTa,
Ha KOTOpoMm HacTpoeH ceaHc SPAN. Kpome TOro, ceaHc SPAN He BCTynaeT B cuny nocrne
BKItOYeHMs koMMyTaTopa. OH akTMBEH TOMNbKO MOCHe TOro, Kak NopT Ha3HaYeHUss HaxoauTCs B
paboyem coctosHuu. [lonb3oBaTenu MoOryT 3anycTutb Komangy show monitor [session
session-num] ans otobpaxkeHms paboyero coctosiHms ceaHca SPAN.

MoTtokn aaHHbIX SPAN
CeaHc SPAN oxBaTbIiBaeT MOTOKM AaHHbIX B TPEX HANpaBieHUAX:

e BxoaHble NOTOKM JaHHbIX: BCE NakeTbl, MOAYy4YEHHbIE MCXOOHbIM MOPTOM, KONMUPYHOTCH B
nopT HasHadeHud. [Nonb3oBaTenn MOryT OTCNEXMBaTb BXOASALLME NAKETbl OGHOMO UMK
HEeCKONbKNX WUCXOAHbIX nopToB B ceaHce SPAN. HekoTopble BXoAHble MaKeTbl
MCXOOHOro nopta MoryT 6biTb OTOPOLIEHbI MO HEKOTOPbIM NpUYMHaAM (Hanpumep, B
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uensax G6esonacHocTy noprta). ATO He BNUAET Ha yHKumo SPAN, 1 Takve nakethbl
No-npexHemy 3epKanupyTcsa Ha NopT Ha3HaYeHUS.

o BbIxoaHble NOTOKN AaHHbLIX: BCE NakeThbl, NnepefaHHble UCXOOHbIM NOPTOM, KOMUPYIOTCS
B MNOPT Ha3Ha4yeHus. [Nonb3oBaTeny MOryT OTCAEXUBaTb BbIXOAHbIE NakeTbl O4HOro Unu
HEeCKONbKNX McxogHblXx nopTtoB B ceaHce SPAN. [llakeTbl, nepegasaemble C Opyrnx
NMOPTOB HAa MOPT-UCTOYHUK, MO HEKOTOPLIM NPUYMHAM MOTYT OblTb OTOPOLLEHbI, U TakMe
naketTol He OyaoyT nepedaHbl Ha nopT-nonyyaTtens. ®opmaT BbIXOAHLIX MNAKETOB
NCXOOHOro nopta MoXeT ObiTb M3MEHEH MO HEKOTOPbIM MpuymMHam. Hanpumep, nocne
MapLipyTuM3auuMmM y nakeToB, nepefaBaeMblX W3 UCXOOHOro MopTa, M3MEHATCS
MAC-agpeca uctoyHuka, MAC-agpeca nonydatens, ngeHtndgpukatopel VLAN n TTL, a
Takke Ux popmaThbl NOcne KONMpPoBaHMSA B MOPT Ha3HaAYEeHMs.

e [IByHanpaBrieHHble MOTOKU AaHHbIX. [ByHanpaBneHHble NOTOKU AaHHbIX BKIHOYaT
MOTOKU BXOAHbIX JaHHbIX U MOTOKWN BbIXOAHbIX AaHHbIX. B ceaHce SPAN nonb3oBaTenu
MOryT OTCNEeXWBaTb MOTOKM AaHHbIX OAHOMO WIM HECKONbKUX MCXOOHbLIX MOPTOB BO
BXOZHOM W BbIXOAHOM HanpasreHusX.

UcxoaHbin nopTt

McxoaHbIi NOpPT HasbiBaeTCs KOHTponupyembiM nopToM. B ceaHce SPAN MOTOKM AaHHbIX
NCXOQHOro NopTa OTCREXMBATCA ANA CEeTEBOro aHanu3a n ycTpaHeHusa Henonagok. B ogHom
ceaHce SPAN nonb3oBaTenu MOryT OTCrexuBaTb BXOOHble, BbIXOOHbIE U ABYHanpaBieHHble
NOTOKN OaHHbIX, @ KONUYECTBO UCXOLHbLIX MOPTOB HE OrpaHNYEHO.

McxogHbii nopT nMeeT cneayroLmne ocobeHHOCTH:

e McxoaHblt nopT MOXeT ObiTb KOMMYTUPYEMbIM NMOPTOM, MapLUPYTU3NPYEMbIM NMOPTOM
UK arpervpyemMbimM NopToOM.

o NcxogHbin nopT He MOXeT OAHOBpEeMEeHHO WCNnosfib3oBaTbCA B KadecTtBe MnopTa
Ha3Ha4eHus.

e /IcxOAdHbIN NOPT M NOPT Ha3HaAYeHUs MOryT npuHagnexaTbs ogHon 1 Tor ke VLAN unu
pasHbiM VLAN.

I'IopT Ha3Ha4YeHus

CeaHc SPAN nmeeT oguH NopT Ha3Ha4YeHUs (Ha3biBaeMbli MOPTOM MOHUTOPUHIA) ANs npuema
nakeToB, CKOMMPOBAHHbLIX C UCXOAHOrO NopTa.

MopT HasHa4YeHUss UMeeT creayLmne XapakTepUCTUKK:

° ﬂopT Ha3Ha4yeHust MOXeT ObITb KOMMYTUPYEMbIM NOPTOM, MapLUpyTU3nMpyemMmbiM NOPTOM
nnun arpermpyemMbiMm nopToOM.

e [opT HasHa4YeHUss He MOXET OAHOBPEMEHHO MCMOMNb30BaTbCA B KAYE€CTBE MCXOOHOIO
nopra.

5.3.2. 0630p

OcobeHHOoCTb = OnucaHue

SPAN HacTtpaunBaeT 3epkannpoBaHue NopToB Ha OOHOM YCTPOUCTBE.

RSPAN HacTtpanBaeT 3epkannpoBaHMe NOPTOB HA pasHbIX YCTPOMCTBAX.
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5.3.3. SPAN

SPAN ucnonbe3yeTtcd Ans MOHUTOPUHIa NOTOKOB AaHHbIX HA KOMMYyTaTopax. OH KonupyeT Kagpbl
C OOHOro nopTta Ha Apyron NopT KOMMyTaTopa, NOAKMIOYEHHbIN K CETEBOMY aHanmsaTopy unu
aHanmnsatopy RMON, 4yTtobbl npoaHanuamMpoBaTb CBA3b NnopTa.

5.3.3.1. MpuHUMN paboTbl

Korga nopt nepegaeT vnu nonyyaeT nakeTbl, SPAN nocne npoBepkn TOro, YTo NOpPT HACTPOEH
Kak ncxogHbl nopt SPAN, konupyeT nakeTbl, nepedaHHble U MOofyyYeHHble MOpTOM, B MOpT
Ha3HayeHus.

e HacTtpoiika ncxogHoro nopta SPAN

Monb3oBaTtensim HeobxoaumMo ykasaTb uaeHTMdukatop ceaHca SPAN n ungeHTudumkaTop
MCXOQHOro NopTa, YTo6bl HACTPOUTL UCXOAHLIN NOpT SPAN, a Takke yCTaHOBUTb ONLUMOHAbHBIN
anemeHT HanpaeneHna SPAN, 4yTobbl onpeaennTb HanpaeneHe NOTOKOB AaHHbIX SPAN, nnu
ykasaTb nonutuky ACL Ang 3epkannpoBaHus onpeneneHHbIX MOTOKOB JaHHbIX.

e HacTtpolika nopta HasHadyeHus SPAN

lMonb3oBaTensim HeobxoaMmo ykasaTb ngeHTndmkaTop ceaHca SPAN 1 ngeHtTndmkaTop nopta
Ha3Ha4veHus1, 4Tobbl HacTpouTb NOPT HadHaveHnst SPAN, a Takke YyCTaHOBWUTb OMUMOHAamNbHbIN
aNemMeHT (YHKLMN MNepeknodeHns, 4Tobbl onpeaenuTb, criegyeT nv BK4YaTb (PYHKUMIO
nepeknoveHnsa N yHKUMIO yaaneHnsa Tero Ha nopte HasHadeHus SPAN.

5.3.3.2. CBAi3aHHas KOH¢urypaums

OyHKumMa SPAN oTknoveHa no ymonyanuio. OH BKIOYAETCA TONbKO MOCNEe Co34aHns ceaHca u
HaCTpOMKN ucxogHoro n uenesoro noptoe SPAN. CeaHc SPAN moxeT ObITb co3aaH, korga
HaCTpPOeH UcxogHbIn nopt SPAN unv nopT HasHa4eHus.

Hactpouka nucxogHoro nopta SPAN

CeaHc SPAN no ymonuaHuto He wumeeT ucxogHoro nopta SPAN. [lonb3oBaTtenu MoryT
3anycTuTb CReayoLLyo KoMaHay Ans HacTponku ncxogHoro nopta SPAN:

monitor session session-num source interface interface-id [ both | rx | tx ] [ acl name ]
B npegbigyLien komange:

session-num: ykasbiBaeT wuaeHTudukatop ceaHca SPAN. KonuyectBo nogaepxuBaeMblixX
ceaHcoB SPAN 3aBucuT OT npoaykra.

interface-id: ykasbiBaeT ncxogHoii nopT SPAN, KOTOPbIN HEOBXOOUMO HaCTPOUTb.

rx: YkasblBaeT, 4TO Mocrne HaCTDOVIKM X OTCNexmBakTCA TOJIbKO MaKeTbl, MNOJ1y4YEeHHbIe
NCXOOHbIM MOPTOM.

tX: YkasblBaeT, YTO Mocrne HacTPOWMKM tX OTCMNEeXMBAKOTCA TOMbKO MNakeTbl, nepeaaBaemble
NCXOOHbIM MOPTOM.

both: YkasbiBaeT, 4To nakeTbl, NepefaHHble N NOSTyYeHHbIE NCXOOHBbIM NOPTOM, KOMUPYKOTCH B
nopT Ha3Ha4YeHus ansi MOHUTOPKWHIa Nocre Toro, kak both HacTpoeH, To ecTb both BkmtovaeT rx
n tx. Ecnvn H1 oamH 13 napameTpos rx, tx nnu both He BbIBpaHbl, both BKMHOYEH NO YMONYaHMo.

acl: onpegenget nonutuky ACL. lNMocne HacTponkn 9Toro napameTpa nakeTbl, paspeLleHHble
nonutukon ACL Ha UICXOQHOM NOPTY, OTCNexusarTcs. ITa QYHKUMS OTKIOYEHA MO YMOSTHaHUIO.

HacTponka nopTta HasHayeHusa SPAN

CeaHc SPAN no ymonyaHuio He uMMeeT nopTa HasHadveHus SPAN. [Monb3oBatenu moryT
3anycTuTb CreayloLLyo KoMaHay A9 HacTPOWKKM nopTa HasHayveHusa SPAN:

monitor session session-num destination interface interface-id [switch ]

93

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo nonb3oBatens cepus QSW-6900

HacTtpolika SPAN-RSPAN W

B npeagblayluen komaHge:

switch: YKa3blBaeT, 4TO NOPT Ha3Ha4YeHUA SPAN nony4vyaeT TOJ1IbKO NaKkeTbl, 3epKarinpoBaHHbIE
OT MUCXOOHOro nopTta SPAN, n 0T6paCbIBaeT apyrue nakeTbl, eCn 3Ta onuua OTKIKYEeHa, U
nony4vyaeT KaK MakeTbl, 3epKalimpoBaHHble OT MUCXOAHOro nopTta SPAN, Tak 1 nakeTtbl OT
HEeUCxXoaHblX NOpTOB, €Clin 3Ta onuud BKIKOYEeHa, TO €eCTb CBA3b MeXay 3TUM MOPTOM
Ha3Ha4YeHnda U apyrumm yCTpOVICTBaMM HEe 3aTparnBaeTCH.

Korga nopt HasHayeHusi SPAN HacTpoeH, cooTBeTcTBylowasi (YHKUMUS OTKMOYEHA MO
YMOSYaHMIO, €CIM KOMMYTaTOP HE HACTPOEH.

Hactponka SPAN Ha ocHOBe noToka

OTa byHKUMS OTKNOYEHa NO ymonyaHuto. Monb3oBaTenu MoryT BbINOMHUTL KOMaHA4y monitor
session session-num source interface interface-id rxacl acl-name ansa HacTponkun SPAN Ha
OCHOBE MOTOKa.

O6paTtuTte BHUMaHWe Ha crieayoLme MOMEHTbI Npy Mcnonb3oBaHun SPAN:
NMPUMEYAHUA:

o [lopT HasHaveHna SPAN ucnonb3yeTcs ANs pacyeTa NPOTOKOSa CBA3YIOLWEro gepeBa
(STP).

° SPAN HeOOoCTyneH, ecrnun NCXOOHbIN nopT Uin NOPT HAa3HAYEHNA OTKITHOYEHbI.

e Ecnn VLAN (unm cnmcok VLAN) wucnonb3yetcd B kKadecTBe MCTOYHMKa SPAN,
ybeauTech, YTO NOPT Ha3HaYeHU UMeeT AOCTaTOYHYI NMPOMNYCKHYO CNOCOBHOCTL ANs
nony4yeHns 3epkanupoBaHHbIX AaHHbIX VLAN (1nu crnivcka VLAN).

° He Bce npoayKTbl nogaepXumBarT BCe MNapamMeTpbl npeabliayuwnx KoMaHOg Wn3-3a
pa3J'IVI‘-IIAVI MeXxay npoaykramu.

5.3.4. RSPAN

RSPAN MOXeT KOHTpONMpoBaTb Heckonbko ycTponctB. Kaxgbim ceaHc RSPAN
yCTaHaBnuBaeTca B YykasaHHon ypaneHHon VLAN. RSPAN npeogoneBaeT orpaHuyeHue,
CorfacHo KoTopoMy mirrored-nopT M mirroring-nopT AOMKHbI HAXOAUTLCA HA OOHOM U TOM Xe
YyCTPOWCTBE, M NMo3BonsieT mirrored-nopTy HaxXoOUTbCA Ha PacCTOAHUMM HECKOSIbKUX CeTEBbIX
YCTPOWCTB OT mirroring-nopTa.

5.3.4.1. MpuHUMN paboTbI

YpaneHHaa VLAN cosgaeTcs Ang UCXOOHOro YCTPOWMCTBA, NMPOMEXYTOYHOrO YCTPOMCTBA M
LeneBoro YyCTPONCTBa, BCe NOPThI, y4acTByoLwwme B ceaHce RSPAN, gomkHbl 6b1Tb AobaBneHb!
B yaaneHHyto VLAN. Mirrored-nakeTbl LUMpOKOBeLWATENbHO nepefatnTca B yaaneHHon VLAN
TakMuMm 00pasoMm, YTO OHWM NepedarTCcd M3 UCXOOHOro MOopTa UCXOOHOro KOMMyTatopa B MopT
Ha3Ha4eHusa LeneBoro KoMMyTaTopa.

e Hactpouka yoaneHHon VLAN

MakeTbl 3 ncxogHoro nopta RSPAN wupokoBellaTenbHO nepenatoTca B yaaneHHyo VLAN,
4YTOBbl ObITb CKOMMPOBAHHBLIMKU C NTOKANbHOrO KOMMyTaTopa Ha yAaneHHbI kommyTatop. MopT
ncrovyHnka RSPAN, nopt BbiBOoAa, reflection-nopT oTpakeHus, NopTbl Npo3padHoOn nepegadn
NPOMEXYTOYHOrO YyCTponcTBa (NOpPT BBOAA MNAKETOB M MNOPT BbIBOAA MPOMEXYTOYHOMO
YCTPOWCTBA), NOPT HA3HAYeHNs1 1 NOPT BBOAA NOpPTa Ha3HAYeHUst JOSMKHbI ObiTb JoOaBNeHbI B
yaaneHHyo VLAN. ®yHkuna RSPAN tpebyet HacTpoinku VLAN kak yaaneHHon VLAN B pexvme
VLAN.
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e Hactpolika ceaHca RSPAN

KoHdurypaums nopta UCTOMHUKA U NopTa HasHadyeHus RSPAN aHanorMyHa HacTpouke nopTta
WCTOYHMKA M nopTa HasHadeHna SPAN, HO maeHTUgUKaTop mirroring-ceaHca, ykasaHHbI BO
BPEMS HACTPOWKK, OOKeEH BbITb naeHTudmkaTopom ceaHca RSPAN.

e HacTtpolika ncxogHoro nopta RSPAN

KoHdurypauma ucxogHoro nopta RSPAN Takaa xe, kak y wucxogHoro nopta SPAN, Ho
yKa3aHHbIN naeHTudmkaTop mirroring-ceaHca aomkeH 6biTb naeHTndmkatopom ceaHca RSPAN.

e HacTtpoika BbixogHoro nopta RSPAN

BbIxogHoOM NopT pacnonoXeH Ha UCXOAHOM YCTPONCTBE M A0MMKEH ObiTb A06aBMEH B yaaneHHyo
cetb VLAN. Mirrored-nakeTbl MCXOQHOrO MnopTa TpaHCNUPYKTCA B 3Ty yadaneHHyio VLAN.
VicxogHoe ycTponcTBO nepefaeT nakeTbl NPOMEXYTOYHOMY KOMMYyTaToOpy UMW KOMMYyTaTopy
Ha3Ha4yeHus Yyepes BbIXOOQHOW NOpT.

e HacTtpoiika nopta HasHayeHuss RSPAN

Mpn HacTponke nopTa HasHavyeHuss RSPAN HeoOGxoavMMo ykasaTb MAEHTUMKATOP CceaHca
RSPAN, yoaneHHyto VLAN 1 ums nopta, 4tobbl NakeTbl U3 MCXOAHOro nopTa KONMpoBanuch B
NnopT HasHa4deHus Yyepes yaaneHHyo VLAN.

e Hactporika RSPAN Ha ocHOBe NoToka

RSPAN aBngetca pacwupeHnem SPAN 1 Takke nogaepXvBaeT 3epkanupoBaHMe Ha OCHOBE
notokoB. KoHdurypaums Takas xe, kak y notokoBoro SPAN. RSPAN Ha ocHOBe noToka He
BMUSIET HA HOPMaribHYH CBSA3b.

Monb3oBaTtenu mMoryT HacTpouTb ACL B HanpaBneHun BBOA4A UCXOAHOrO nopTta Ha MCXO4HOM
ycTponctee RSPAN. MogaepxuBatotes ctaHgaptHble ACL, pacwmperHble ACL, MAC ACL u
onpepgendemMble nonb3osartesiem ACL.

Monb3oBaTtenu moryT HacTpouTb ACL nopTa B HanpasneHuUu BBOAA MCXOOHOro nopTa Ha
ncxogHom yctpomctee RSPAN n HactpouTb ACL nopta B HanpasfeHun BbiBOga nopTta
HasHayeHust Ha uenesoM yctponctee RSPAN. Nonb3oBatenu Takke MoryT HacTpouTb ACL ans
ncxoasdilero HanpaeneHus yaaneHHon VLAN Ha ncxogHom kommyTtaTope RSPAN 1 HacTpouTb
ACL ans BxogHoro HanpasneHus yganeHHon VLAN Ha ueneBom kommyTtaTtope RSPAN.

e Hactporika RSPAN One-to-Many

Ecnv noTokn AaHHbIX OQHOr0 MCXOAHOro nopTa HeobxoAMMO 3epKanMpoBaTb Ha HECKOSbKO
NopTOB Ha3HaYeHUs, Norib3oBaTeNn MOryT HacTpouTb ceaHc RSPAN, HACTPOUTb UCXOOHbLIN NOPT
ceaHca RSPAN kak ncxogHbeli mirroring-nopT One-to-Many n BelbpaTtb gpyron nopt Ethernet B
KayecTBe nopTa Nepechbiniki. (BbIXOAHOM NOPT Ha YCTPOUCTBE-UCTOUHMKE). Kpome Toro, oyHKumnA
obpatHon cBsa3n MAC pgomkHa OblTb HacTpoeHa Ha nopTe nepecbikn RSPAN B pexume
KOHburypauumn nHtepderica, oxungaemoin BeixogHon noptT RSPAN u nopT nepeckinikn RSPAN
A0IKHbI 6bITh fo6aBneHbl B yaaneHHyto VLAN. 3atem mirrored-nakeTsl 3aumknmeatoTes (looped
back) Ha nopte nepecbinkn RSPAN, a 3ateMm mnpokoBeLaTeNbHO NepeaaroTcs B yaaneHHyo
VLAN, Tem cambiMm peanusysa RSPAN One-to-Many.

5.3.4.2. CBA3aHHasA KOH¢urypaums

®dyHkuma RSPAN oTknodeHa no ymonyaruio. OH BKOYaETCH TOMNbKO Nocne Co3aaHus ceaHca
RSPAN un HacTpoviku yaaneHHon VLAN, ncxogHoro nopta RSPAN v nopTa HasHayeHnss RSPAN.

Hactpownka yaaneHHon VLAN

Mo ymonyaHuio ana RSPAN He ykasaHa yaaneHHas VLAN. Nornb3oBaTtenu MoryTt 3anyctutb
koMmaHay remote-span B pexume VLAN, uyTobbl HacTpoutb VLAN kak yaaneHHyto VLAN. OgHa
yoaneHHas VLAN cooTBeTcTBYEeT ogHOMY ceaHcy RSPAN.
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HacTtpowka ncxogHoro yctpomncrea RSPAN

OTa PyHKUMA OTKNOYEHa Mo yMonyanut. NMonb3oBaTenyu MOryT 3anyCcTuTb KOMaHZy monitor
session session-num remote-source B pexxume rnobanbHon KoHUrypaumm, YTobbl HACTPOUTL
YCTPOMCTBO B KayecTBe yaaneHHOoro MCXo4Horo ycTponcTea ykasaHHoro ceaHca RSPAN.

Hactpowka ueneBoro yctpouctsa RSPAN

OTa PyHKUMA OTKNOYEHa Mo yMonyaHut. NMonb3oBaTenyu MOryT 3anyCcTuTb KOMaHZy monitor
session session-num remote-destination B pexume rnobanbHon KoHdwurypaumm, 4Tobbl
HacTpoUTb YCTPOWCTBO B KayecCcTBe yAaneHHOro LeneBoro YCTPOMCTBa YKa3aHHOro ceaHca
RSPAN.

Hactpounka nucxogHoro nopta RSPAN

NcxogHeln nopt ceaHca RSPAN HacTpamBaeTcs Ha MCXOAHOM ycTpouncTtee. KoHdurypauma
Takas Xe, kak y mcxogHoro nopta SPAN, HO HeobxoouMMo ykasaTb maeHTudmkaTop ceaHca
RSPAN. 31a doyHKUUS OTKIIOYEHA MO YMONYaHMIO.

HacTtpouka BbIxogHOro nopta Ha ucxogHom yctpomctee RSPAN

OTa yHKUMS OTKMAYEeHa MO ymon4yaHuio. NMonb3oBaTeny MoryT 3anyCcTuTb KOMaHgy monitor
session session-num destination remote vlan remote-vilan interface interface-name [ switch
] B pexume rnobanbHOM KOHUrypaumm, 4Tobbl HAaCTPOUTbL BbLIXOAHOW MOPT HA WUCXOLHOM
ycTponctee RSPAN. Ecnu onuua switch ckoHdurypmpoBaHa, BbIXOOHOW MOPT MOXET
y4yacTBoBaTb B OObIMHOM KOMMYyTauUUW MNakeToB AaHHbIX. [10 ymMonyaHuio OH He HaCTpPOEH.
BbixogHown nopT gosmkeH 6biTb Ao6aBneH B yaaneHHyto VLAN.

HacTtpouka ueneBoro nopta Ha uenesom yctpomctee RSPAN

OTa dyHKUMS OTKMAYEeHa MO ymonyaHuto. MNMonb3oBaTen MoOryT 3anyCcTuTb KOMaHgy monitor
session session-num destination remote vlan remote-vilan interface interface-name [ switch
] B pexume rnobanbHOM KOHGUrypaumm, 4Tobbl HACTPOWUTbL MOPT HaA3HAYEHUS Ha LENeBOM
yctponctee RSPAN. Ecnn onumsa switch HacTpoeHa, nopT HasHa4YeHnsa MoXeT y4acTBOBaTh B
00bIYHON KOMMYTaUMM NaKeToB AaHHbIX. [10 ymMOnyaHuto OH He HacTpoeH. [opT Ha3HayeHus
AormkeH ObiTb gobaeneH B yaaneHHyto cetb VLAN.

Mpwn ncnonb3zoBaHnm RSPAN obpaTute BHUMaHUE Ha CreayloLme MOMEHTDI:
NMPUMEYAHUA:

e VYpaneHHaa VLAN pomkHa ObITb HacTpoeHa Ha KaXaoM YCTPOWCTBE, WX
naeHtngpukatopbl VLAN 0OmKHbI ObITb COrmacoBaHbl, U BCe MOPThI, y4acTByoLWmMe B
ceaHce, JoJmKHbl ObITb AoOaBneHbl B VLAN.

e He pekomeHayeTca nobasnaTtb 06wue nopTel B yaaneHHyto VLAN.

e He HacTpamBaiTe nOpT, MNOAKMIOYMEHHBIA K MPOMEXYTOYHOMY KOMMYyTaTOpy WNU
KOMMYTaToOpy HasHayeHus, B kauecTse ncxogHoro nopta RSPAN. B npoTnBHOM crnyyae
TpadurK B CETM MOXET OKasaTbCs B Xaoce.

5.4. KoHdurypauumsn

KoHdwmrypauus OnucaHue n komaHaa

HacTtpownka (O6sa3aTtenbHO) Ncnonbayetca ansa cosgaHns SPAN.
6a30Bblx

dyHkumn SPAN

monitor session session-num source | HactpanBaeT WUCXOAHbIA NOPT
interface interface-id [ both | rx | tx ] SPAN.
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KoHdurypaumsa OnucaHue n komaHga
HacTponka monitor session session-num | HactpauBaet nopt
©a30BbIx destination interface interface-id[ | HasHauyeHnst SPAN.
dyHkumn SPAN switch]

monitor session session-num source
interface interface-id rxacl acl-name

HacTtpanBaet SPAN Ha ocHoBe
noToKa.

monitor session session-num source
vlan vlan-id [ rx ]

YkasbiBaeT VLAN B KayectBe
nUcTovHMKa aaHHbIX SPAN.

monitor session session-num source
filter vlan vlan-id-list

YkasbiBaeT HEKOTOpble CeTu
VLAN B kayecTBe UCTOYHUKOB
JaHHbix gns SPAN.

Hactpoiika
OCHOBHbIX

dvyHkumn RSPAN

(O6saszatenbHo) McnonbayeTtcsa ansa cosgaHns RSPAN.

monitor session session-num remote-
source

HacTtpanBaet wnaeHTudunkaTop
ceaHca RSPAN u ykasbiBaet
NCX0OHOEe YCTPONCTRO.

monitor session session-num remote-
destination

HacTtpanBaeT wnaeHTudukaTop
ceaHca RSPAN u ykasbiBaet
LeneBoe YCTPONCTBO.

remote-span

HactpanBaeTt
VLAN.

yOaneHHyto

monitor session session-num source
interface interface-id [ both | rx | tx ]

HactpanBaeT ucxodHbIi nopT
RSPAN.

monitor session session-num
destination remote vlan remote-vlan-id
interface interface-id [ switch ]

HactpanBaeT BbixogHOW nopT
HA  WCXOOHOM  YCTpPOWCTBE
RSPAN vnn nopt HasHa4yeHus
Ha  UeneBOM  YCTPOWCTBE
RSPAN.

5.4.1. Hactpouka 6a3oBbix ¢pyHKkuumn SPAN

5.4.1.1. AcpdeKT KoHduUrypaumm

e HacTponTte nopTbl ICTOYHMKA N Ha3Ha4YeHus ans ceaHca SPAN.

° HaCTpOVITe nopT Ha3Ha4deHunda Ona OTCneXunBaHUA noodbIX NakeTos, nepenaHHbIX ”n
NoNy4YeHHbIX NCXOOHbIM MOPTOM.
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5.4.1.2.

5.4.1.3.

MpumeyaHus

Ecnu @yHKuMsa kommyTaTtopa OTKNKOYEeHa Ha nopTe HasHadveHns SPAN, nopt
HasHayeHus nomny4vaeT TONbkKO Mirrored-nakeTbl U oOTOpacbiBaeT Opyrne nakeThbl,
npoxofgsLme 4Yepes nopt. lNocne BkNHOYEHNA PYHKLNN KOMMYTaTopa NopT HasHavYeHus
MOXET NMPMHMMAaTb He mirrored-nakeThbl.

LWarn HacTponku

HacTpounka ceaHca SPAN

Pexxum rmobanbHon koHpurypauumn. ObasaTtensHbIN.

Bbl MOXeTe HacTpouTb ceaHc SPAN npu HacTpouke ncxogHoro nopta SPAN nnu nopta
HasHayeHus1, U1 Npu HacTponke ykazaHHon VLAN unn HekoTopbix VLAN B KadecTse
WMCTOYHMKA JaHHbIX UM UCTOYHMKOB AaHHbIX SPAN.

Hactpowka ucxogHoro nopta SPAN

Pexum rmobanbHon koHdurypauun. Oba3aTtensHbIN.

Bbl MoxeTe BbIOpaTh HanpaeneHne SPAN npu HacTporike ncxogHoro nopta SPAN. Oba
HanpaBIeHNs1 HACTPOEHbI MO YMOSYaHWUIO, TO ECTb OTCIIEXMBAIOTCA Kak NepefaBaemMble,
Tak U NpYHUMaeMble NakeThbl.

HacTpounka nopTta HasHayeHus SPAN

5.4.1.4.

5.4.1.5.

Pexum rmobanbHon koHdurypauun. Oba3aTtensHbIN.

CeaHc SPAN akTuBEH, TONbKO €CN HAacTpoeH nexogHbin nopt SPAN (Mnn B KayecTee
NcToYHMKa aaHHbIX SPAN ykasaHa VLAN) 1 HacTpoeH nopT HasHadeHna SPAN.

lNMpoBepka

3anyctute komaHgy show monitor unm komaHgy show running, 4Tobbl NpoBepUTL
KoHurypauuto SPAN. B kayecTBe anbTepHaTMBLI NPOBEAUTE aHaNn3 3axBaTta NakeTos
Ha nopTy HasHadyeHus SPAN u nposepbTe, genctsyeTr nun dyHkuma SPAN B
COOTBETCTBUM C 3aXBa4eHHbIMU MakeTamu.

CBsizaHHble KOMaHAbI

Hactpouka ucxogHoro nopta SPAN

KomaHga monitor session session-num source interface interface-id [ both | rx |tx]
Onuncanwne session-num: YkasbiBaeT ngeHtudgukatop ceaHca SPAN.
napameTpoB

interface-id: Yka3biBaeT ngeHtudpunkaTop nHtepdemnca.

both: YkasbiBaeT, 4To nakeTbl BO BXOASALLEM N UCXOAALLLEM HanpaBlieHNAxX
OTCNeXxuBalTCcs. OTO 3HAYEHME MO YMOJ4aHuIo.

rx: YkasblBaeT, YTO NaKeTbl BO BXOASLLEM HanpaslliEHNN OTCIEeXNBAKTCA.
tX: YkasbiBa€eT, YTO NakeTbl B HanpaelieH BbiIBOOA OTCIEXUBAOTCA.

Pexum komaHg | Pexxum rnobarnbHom KoHpurypaumm

Hactpowka nopta HasHa4yeHusa SPAN

KomaHpa monitor session session-num destination interface interface-id[ switch]
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Onucanve
napamMmeTpoB

session-num: YkasbiBaeT ngeHtudgukatop ceaHca SPAN.
interface-id: Yka3biBaeT ngeHtudpunkaTop nHtepdenca.

switch: YkasbiBaeT, 4To (OYHKUMS MEPEKMOYEHUs BKIKOYEHa Ha nopTe
HasHa4yeHnss SPAN. Mo yMONYaHUIO OH OTKIHOYEH.

Pexum komaHg

Pexum rmobanbHon KoHdUrypaumm

Hactponka SPAN Ha ocHOBe noToka

KomaHpa monitor session session-num source interface interface-id rx acl acl-
name

Onuncanwne session-num: YkasbiBaeT ngeHtudgukatop ceaHca SPAN.

napameTpoB

interface-id: Yka3biBaeT ngeHtndpunkaTop nHtepdeinca.
acl-name: ykasbiBaeT umsi ACL.

Pexum komaHg

Pexwnm rmobanbHon KoHdUrypaumm

YkaszaHue VLAN B KauecTBe MCTOUYHUKA AaHHbIX SPAN

Komanga monitor session session-num source vian vlan-id [rx]
Onucanue session-num: YkasblBaeT ngeHtucpukatop ceaHca SPAN.
napameTpoB

vlan-id: YkasbiBaeT ykasaHHbIn ngeHtudmkaTop VLAN.
rx: YkasblBaeT, 4TO NakeTbl BO BXOASLLEM HanpaBneHUn oTCnexXmnBaroTCs.

Pexum komaHg

Pexxum rnobanbHon KoHurypauum

YkasaHue He

KoTopbix VLAN B KayecTBe UCTOYHMKOB AaHHbIX SPAN

KomaHpa monitor session session-num source filter vlian vian-id-list
Onucanwue session-num: YkasbiBaeT ngeHtudpukatop ceaHca SPAN.
napameTpoB

vlan-id-list: yka3biBaeT HeKoTOpble yka3aHHble ngeHTudgukatopbl VLAN.

Pexum komaHg

Pexxum rnobanbHon KoHdurypauum

5.4.1.6. MNpumep

KOHuUrypaumm

Hwxe B kKayecTBe npumepa ucnonblyerca SPAN.

CueHapun:
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FCA PC 2

PucyHok 30.
LWarn e Kak nokasaHo Ha PucyHke 30, go6asbTe noptel Gi 0/1 un Gi 0/2
HaCTPOWKM yctponctea A B ceTb VLAN 1.
e Cospante SVI 1 n ycraHosute agpec SVI 1 Ha 10.10.10.10/24.
e YcraHosute IP-agpeca NK 1 n MK 2 Ha 10.10.10.1/24 n 10.10.10.2/24
COOTBETCTBEHHO.
o Hactpounte SPAN gnga yctponctsa A n HactpownTte noptbl Gi 0/1 n Gi 0/2
B KayeCcTBe WCXOOHOro nopta W nopta HasHadeHns SPAN
COOTBETCTBEHHO.
A QTECH# configure

QTECH(config)# vlan 1

QTECH(config-vlan)# exit

QTECH(config)# interface vlan 1

QTECH(config-if-VLAN 1)# ip address 10.10.10.10 255.255.255.0
QTECH(config-if-VLAN 1)# exit

QTECH(config)# monitor session 1 source interface gigabitEthernet 0/1
QTECH(config)# monitor session 1 destination interface gigabitEthernet 0/2

Mpoeepka | 3anyctute KomaHay show monitor, 4YTobbl NPOBEPUTL, NPABUITLHO NN HACTPOEH
SPAN. lNocne ycnewHon HacTporku MK 1 oTnpaBnseT nakeTbl NPOBEPKM CBA3N
Ha SVI 1, a K 2 ocywectBNseT MOHUTOPUHI C MOMOLLbIO MHCTPYMEHTA 3axBaTta
nakeToB.

QTECH# show monitor

sess-num: 1

span-type: LOCAL_SPAN

src-intf:

GigabitEthernet 0/1 frame-type Both
dest-intf:

GigabitEthernet 0/2
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5.4.1.7. PacnpocTpaHeHHble OLNOKHK

e /peHTndmKaTop ceaHca, YKasaHHbIM Mpu HacTpouke wucxogHoro nopta SPAN, He
COOTBETCTBYET MAEeHTUdUKATOPY, YKa3aHHOMY MNPW HAcTPOWKe nopTa HasHayYeHud
SPAN.

e [loTeps nakeToB MOXET MPOMU3ONTU, €cny MnakeTbl MopTa C GOMbLUON NPOMYCKHOW
CNOCOBHOCTLIO 3epKanmpyrTCa Ha NOPT C Marnol NPoNyCKHOW CNOCOBHOCTLIO.

5.4.2. Hactpounka oCHOBHbIX ¢pyHKUMKn RSPAN

5.4.2.1. Ac¢pdeKT KoHduUrypaumm
e HacTponTe MCXOOHLIM NOPT M NOPT HasHa4YeHUss Ha MCXOAHOM YCTPOWCTBE CeaHca
RSPAN ©n HacTpouTe NopT Ha3Ha4YeHUs Ha LiesieBOM YCTPOMUCTBeE.

e HacTponTe nopT HasHadeHus Ha ueneBom yctpomctee RSPAN ana oTcnexuBaHus
nobbIx NakeToB, KOTOPbIE NepeaatnTcs UM NPUHUMAOTCA UCXOOHbIM NMOPTOM.

5.4.2.2. NMpumeyaHums

e Ecnn dyHKUMa KOMMyTaTOpa OTKMAYEHa Ha nopTe HasHadeHuss RSPAN, nopt
HasHayeHus nony4YaeT TONbkO Mirrored-nakeTbl M oOTOpacbiBaeT Apyrne nakeThbl,
npoxofgswme Yepes nopt. [Nocne BkNHOYEHNA PYHKLUMN KOMMYTaTopa NopT HasHaYeHWs
MOXET MPMHMMAaTb He mirrored-nakeThbl.

e Bce noptbl, 3agenctBoBaHHble B RSPAN, O0MmMkHbI ObiTb 40GAaBNEHbl B yOareHHYH
VLAN.

e YpaneHHas VLAN pomkHa OblTb co3gaHa Ha MNPOMEXYTOYHOM YCTPOWCTBE, U K
yaaneHHon VLAN gomkHbl 6biTb o6aBneHbl Npo3payHble NopThl Nepegayun.

5.4.2.3. LLlarn HacTpourKun
HacTpoitka ceaHca RSPAN

o  Pexum rmobanbHon KoHpurypaumm. ObasaTtensHbIn.

o OanH n TOT Xe maeHTUdUKaTop ceaHca HeEOOXOOUMO HACTPOUTb Ha WUCXOOHOM
ycTponctee RSPAN 1 uenesom yctponctee RSPAN.

HacTtponka ncxogHoro yctporictea RSPAN
o  Pexum rmobanbHon KoHpurypaumm. ObasaTtensHbIn.

° OH ncnonb3dyeTcda AOnd YykKasaHud yCTpOI‘ZCTBa, KOTOpOe 6y,u,eT KOHTPOJINPOBATbCA
RSPAN.

HacTponka uenesoro yctponctea RSPAN

e Pexunm rnobanbHon koHurypaumm. Ob6s3aTenbHbIn.

¢ OH ncnonb3yeTcsa Ana yKkasaHus LeneBoro yCTponcTea Ans BoiBoga naketoB RSPAN.
HacTpowka ncxogHoro nopta RSPAN

e Pexunm rnobanbHon koHurypaumm. Ob6s3aTenbHbIn.

e 3aBepwuTe HaAcTpomky Ha wucxogHom ycTtponctee RSPAN. [locne HacTpoyiku
MOHUTOPMHI RSPAN MOXeT npoBoauTbCs AN naketoB ucxogHoro nopta RSPAN. Bbl
MoxeTe ykasaTb RSPAN ans MoHuTOpuHra naketos yaaneHHon VLAN BO BXOAHOM
HanpaBfeHNN, UCXOASLEM HanpasneHUn unu B 00OMX HaNpPaBNEHUAX WCXOAHOrO
nopta RSPAN.

HacTtponka BbixogHoro nopta RSPAN

e Pexunm rnobanbHon koHurypaumm. Ob6s3aTenbHbIN.
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3aBepLlumMTe HacTpoOMKy Ha wucxogHoMm ycTtponctee RSPAN. [locne HacTpowku
mirrored-nakeTbl, Nony4YeHHble nopTamn, gobaesneHHbIMKU B yaaneHHyto VLAN, moryT
ObITb NepeaaHbl Ha Lenesoe ycTponcTBo RSPAN yepes BbIXO4HOM NOPT.

HacTponka nopta HasHauyeHus RSPAN

5.4.2.4.

5.4.2.5.

Pexum rnobansHom koHgurypauun. ObasatenbHbIN.

3aBepLumTe HacTporiky ueneBoro yctponctea RSPAN. lNocne HacTpowku uenesoe
ycTponctBo RSPAN nepecbinaetr 3epkarnbHble nakeTbl, MONYyYEeHHbIE MNopTamu,
pobaeneHHbiMM B yaaneHHyto VLAN, Ha yCTpOMCTBO MOHMUTOpUHra 4epe3 nopT
Ha3Ha4vyeHus.

MpoBepka

3anyctute komaHgy show monitor unu komaHgy show running, 4tobbl NpoBEPUTD,
ycnewHo nu HactpoeH RSPAN Ha KaXaom YCTPOMCTBE, WM BbIMOMHUTE 3axBaT
nakeToB Ha LeneBOM mirroring-nopty Ha uenesom ycTtponctBe RSPAN, 4TOGbI
NpoOBepPUTb, ABMAIOTCA NN NakeTbl, 3epKanupoBaHHble C UCXOAHOro nopta UCXOOHOro
yctponctea RSPAN, 3axBayeHbIMN.

CBA3aHHble KOMaHAbI

HacTtpowka ncxogHoro yctpomncrtea RSPAN

KomaHpga monitor session session-num remote-source
Onuncanue session-num; YkasbiBaeT ngeHtudukartop ceaHca RSPAN.
napameTpoB

Pexum komang | Pexxum rmobanbHon KoHurypaumm

Hactpowka ueneBoro yctpouctea RSPAN

Komanpa monitor session session-num remote-destination
Onuncanwne session-num: YkasbiBaeT ngeHtudpukarop ceaHca RSPAN.
napameTpoB

Pexum komang | Pexxum rmoBanbHon KoHurypaumm

Hactpownka ynaneHHon VLAN

KomaHpga remote-span

Pexum

komaHa | Pexum VLAN

HacTtpownka ncxogHoro nopta RSPAN

KomaHpa monitor session session-num source interface interface-id [ both | rx | tx

][acl acl-name]
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Onucanve
napamMmeTpoB

session-num: YkasbiBaeT ngeHtudgukartop ceaHca RSPAN.
interface-id: Yka3biBaeT ngeHtudpunkaTop nHtepdenca.

both: YkasbiBaeT, 4To nakeTbl BO BXOASLLEM N UCXOASALLEM HanpaBieHndx
OTCNeXunBarTCcH. ATO 3HAYEHME Mo YMOI4aHuio.

rx: YkasblBaeT, YTO NakeTbl BO BXOASALLEM HanpaBlieHUN OTCNEXNBAIOTCS.
tx: YkasblBaeT, YTO NakeTbl B HaNpaBrieHUM BbIBOAA OTCMEXNBAOTCA.
acl-name: ykasbiBaeT ums ACL.

Pexum komaHg,

Pexxnm rmobanbHomn KoHdurypauum

PykosogcTteo no
NCMNOMb30BaHUIO

KoHdurypauus Takas xe, kak y uncxogHoro nopta SPAN, Ho Heobxoammo
ykasaTtb ngeHtmgukatop ceaHca RSPAN.

HacTtpouka BbIxogHOro nopta Ha ucxogHom yctpomcrtese RSPAN

KomaHpga monitor session session-num destination remote vlan remote-vian
interface interface id [ switch ]

Onuncanue session-num; YkasbiBaeT ngeHtudgpukarop ceaHca RSPAN.

napameTpoB

remote-vlan: ykasbiBaeT Ha yaaneHHyto cetb VLAN.
interface id: YkasbiBaeT ngeHtudmnkarop nHrepderica.
switch: YkasbiBaeT, y4acTByeT N nopT B KOMMyTaLuUW NakeToBs.

Pexnm komang

Pexxm rmobanbHon KoHdurypauum

HacTtpouka ueneBoro nopta Ha uenesom yctpomctee RSPAN

Komanpa monitor session session-num destination remote vlan remote-vian
interface interface id [ switch ]

Onuncanwne session-num: YkasbiBaeT ngeHtudpukartop ceaHca RSPAN.

napameTpoB

remote-vlan: ykasbiBaeT Ha yaaneHHyto cetb VLAN.
interface id: YkasbiBaeT ngeHtudunkartop nHrepderica.
switch: YkasbiBaeT, y4acTByeT N nopT B KOMMyTaLuUy NakeToBs.

Pexnm komaHg

Pexwum rmobanbHon KoHdUrypaumm

5.4.2.6. Mpumep kKoHcuUurypauum

HacTtpownka One-to-Many RSPAN

CueHapun:
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Source Device MAC Loopback Port

Source Port Switch A
Falll =l

Fal2

Destination Device

Switch B Fali4

Destination Port Destination Port
Fal/2 Falf2

PucyHok 31.

Warwn
HaCTPOWKM

e Kak nokasaHo Ha npeablayLlemM pUcyHke, HacTponte yganeHHyo VLAN
Ha KommyTaTtope A, kommyTtatope B n kommyTtaTtope C.

e HacTtponTte ucxogHbI MOPT, BbIXOoAHOW nopT M nopT loopback Ha
KommyTaTtope A.

e HactponTe nopT Ha3Ha4yeHus1 Ha kommyTaTope B 1 kommyTaTope C.

QTECH# configure

QTECH(config)# vlan 7

QTECH(config-vlan)# remote-span

QTECH(config-vlan)# exit

QTECH(config)# monitor session 1 remote-source
QTECH(config)# monitor session 1 source interface fa 0/1 both

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
switch

QTECH(config)# interface fa0/2
QTECH(config-if)# mac-loopback
QTECH(config-if)# switchport access vlan 7
QTECH(config-if)# exit

QTECH(config)# interface range fa0/3-4
QTECH(config-if-range)# switchport mode trunck

B, C

QTECH(config)# vlan 7

QTECH(config-vlan)# remote-span

QTECH(config-vlan)# exit

QTECH(config)# monitor session 1 remote-destination

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
QTECH(config)# interface fa0/1
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QTECH(config-if)#switchport mode trunck

MpoBepka | 3anyctute komaHgy show monitor wnuM komaHgy show running Ha
kommyTaTope A, kommyTtatope B n kommytatope C, 4TobObl NpOBEPUTD, YCNELIHO
nun HactpoeH RSPAN.

A QTECH# show monitor
sess-num: 1

span-type: SOURCE_SPAN
src-intf:

FastEthernet 0/1 frame-type Both
dest-intf:

FastEthernet 0/2

Remote vlan 7

mtp_switch on

B QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7

mtp_switch on

C QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7

mtp_switch on

5.4.2.7. PacnpocTpaHeHHble OLWMNOKK

e YpaneHHaa VLAN pgomkHa OblTb HacTpoeHa Ha UCXOQHOM  YCTPOWCTBE,
NMPOMEXYTOYHOM YCTPOWCTBE M LENeBOM YCTPOWUCTBE, a UX naeHtudukatopsl VLAN
AOMKHbI ObITb COrNacoBaHbI.

e [loTeps nmakeToB MOXeT MPOU3OWTM, eCcnn nakeTbl nopTa ¢ 60MbWOW NPOMNYCKHOWM
CMOCOBHOCTLIO 3epKanNMPYOTCA Ha NOPT C Manon NPONyCKHOW CNOCOBHOCTLIO.

o [Ina peanusauun RSPAN One-to-Many He06X0AMMO HAaCTPOUTbL HECKOMBbKO BbIXOOHbIX
NnopToOB.
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5.5. MoHUTOpUHr

5.5.1. OTobpaxeHue

OnucaHue

KomaHaa

CYLLECTBYIOLLME B CUCTEME.

OTtobpaxaeT BCE mirroring-ceaHcsl,

show monitor

OTobpaxaeT yka3aHHbIA Mirroring-ceaHc.

show monitor session session-id

5.5.2. OTnapka

NMPUMEYAHUE: CuctemHble pecypcbl 3aHATbl MNPy BbIBOAE OTNAgOYHOW MHGOpMaLUN.
lNoaTomy oTKNOYanTe OTNagky cpasy nocre UCrnosb3oBaHKUs.

OnucaHue

KomaHaa

[nanasoH otnagku.

debug span

@ e
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6. HACTPOUKA ERSPAN
6.1. O630p

MHKancynMpoBaHHbIN aHanmnsaTop yAaneHHbIX KomMmyTupyemblx noptoB (ERSPAN) aBndaetca
pacluMpeHnemM aHanuaaTtopa ydaneHHbIX KomMmyTupyembix noptoB (RSPAN). MakeTbl gaHHbIX
SPAN o06bl4yHbIXx RSPAN MoryT nepegaBaThbCsi TOMbKO B Mpegerniax ypoBHA 2 U HE MOryT
npoxoauTb Yepes cetn Mapwpytusaummn. OgHako ERSPAN MoxeT nepefasaTbh nakeTbl SPAN
MeXay ceTaMu MapLupyTusaumu.

ERSPAN uHkancynupyet Bce nakeTbl SPAN B nakeThl IP yepes o6 TyHHENb MHKaNCynsaumnm
MapuwpyTtmsaumm (GRE) 1 HanpaBnseT uMx Ha nopT HasHayeHus yctponctea RSPAN. Ha
creqyloLleM pUCyHKe nokasaHa Tononorns TUNUYHOro NPUNOXeHNa:

GRE SPAM Packet GRE SPAM Packet
—

Mirrored Data Packet Mirrored Data Packet

<4 <

PucyHok 32. Tononorusa Tunu4Horo npunoxerHuns tyHHensa ERSPAN GRE

YCTponcTBa Ha PUCYHKE UrpatloT ABE PO

o  KommyTaTtop-UcTOYHUK. KOMMYTaTOP-UCTOYHUK OTHOCUTCS K KOMMYTAaTopy, B KOTOPOM
HaxoauTca ncxogHbli nopT ERSPAN. OH KonupyeT NakeThbl B UCXOOHbIN MOPT, BbIBOAUT
KOMUU W3 BbLIXOAHOrO MNopTa, WHKancynupyet mx B |P-naketbl U nepeHanpasnger
IP-nakeTbl HA KOMMYTaTop Ha3Ha4YeHu4.

e KommyTtatop HasHadeHus: KommyTaTop HasHayeHusi OTHOCUTCA K KOMMYyTaTtopy, B
KOTOPOM HaxoauTcsa nopT HasHadeHus ERSPAN. OH nomellaeTt nonyyeHHble nakeThbl
SPAN 4epe3 nopt HasHadeHus SPAN, gekancynupyet ux B naketol GRE, a 3atem
nepecobiniaet naketol GRE Ha ycTpoMCTBO MOHUTOPUHTA.

Ona peanunsaumm ERSPAN IP-naketbl ¢ GRE-uHKancynsumen OoSMKHbl MMETb BO3MOXHOCTb
HOpMarbHO MapLLPYTU3UPOBaTbLCS K LeresoMy yctponctesy SPAN.

6.2. MpunoxeHusn

MpunoxeHune OnucaHwue

OcHoBHble npunoxexus | MNakeTbl Ha ycTpoucTBe-uctodHuke SPAN  Heobxoanmo
ERSPAN 3epkanvpoBaTb Ha LiefieBoM YCTPONCTBE ANA MOHUTOPUHrA.
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6.3. OcHOBHbIe npunoxeHna ERSPAN

6.3.1. CueHapum

Kak nokaszaHo Ha criegywowem pucyHke, ERSPAN nossonseTr ceTeBOMYy aHanmsaTopy
oTcnexuBaTb MNofib3oBaTenen, MNOAKITOYEHHbLIX K KOMMyTaTtopy A WCXOAHOro YCTPOWCTBA.
O6bI4HO yCcTpoOMCTBa MOryT OOMEHNBATLCA AAaHHBIMWU OPYr C APYrOM.

Middle Device
Switch B
Mormal Port Maormal Port
Gin | = G2

it

Source Port
Gl

Cutput Port
Giv2

Source Device 45 Drestination Device

Swatch A Switch C
Source Port | & SPAM Destination Port
Gil'2 Ginf2
< =
Manitored User Metwork Anabyzer

PucyHok 33. Tononorms ocHOBHbIX npunoxeHnn ERSPAN

6.3.2. PasBepTbiBaHUue

e Ha kxommyTaTope A HacTpouTe MOpT, HANPSIMYIO MOAKMOYEHHbIN K nonb3oBatensam (Gi
0/1), Kak UICXOOHbIV MOPT, a NOPT, MOAKMOYEHHbIN K KOMMyTaTopy B (Gi 0/2), HacTponTte
KaK BbIXO4HOM NOpT.

e Ha kommyTaTope B nopTbl, NOAKMtoYeHHbIE K koMMyTaTopy A 1 kommyTtatopy C (Gi 0/1
n Gi 0/2), ABNATCS, COOTBETCTBEHHO, WHTepencamm-y4yacTHMKamm
SVI-uHTepdencor (BUpTyanbHOro HTepdenca KoMmyTaTtopa) ABYX CErMEHTOB CETMH,
obecne4yrBas B3aumogencTene Mmexay AByms cermeHtamu IP-cetw.

6.4. DYHKLUUN

6.4.1. ba3zoBble KOHLENTbI

Ceccusa ERSPAN

MakeTbl gaHHbIX SPAN 06wux RSPAN MoryT nepegaBaTbCA TONbKO B Npeaenax ypoBHA 2 N He
MOryT NpoxoauTb Yepes ceTn mapwpyTtusaumm. OgHako 3epkanupoBaHme ERSPAN nossonser
nepegaeatb naketel SPAN mexgy cetamun mapuwpytmudaumm. ERSPAN uvHkancynupyet Bce
naketsl SPAN B naketbl IP 4epe3 TyHHenbe GRE v HanpaBnsetr mx Ha nopT HasHa4vyeHud
yctponcteBa RSPAN. ERSPAN wMoxeT oTcnexusaTb BXoAsduive, ucxogsdwume U
ABYyHanpaBneHHble nakeTbl OAHOrO UMM HECKOMbKUX NOPTOB. Takune nopThl, KaKk KOMMYTUPYEMbIN
nopT, MapLipyTU3MpyemMblii NopT u arpervpyembln nopt (AP), MOXHO HacTpoOuUTb B KavecTse
ncxogHoro nopta gns ceaHca ERSPAN. KommyTatop He 3aTparnBaeTtcda nocne gobaBneHus
nopta B ceaHc ERSPAN.
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UcxoaHbin nopTt

McxoaHbli nopT Takke HasbiBaeTCs KOHTponupyemblM noptoM. B ceaHce ERSPAN noToku
AaHHbIX UCXOOHOro NnopTa OTCIEXNBAKOTCA AN CETEBOro aHanmsa u ycTpaHeHusa Henonagok. B
pamMkax ogHoro ceaHca ERSPAN nonb3oBatenn MOryT OoTCNnexumBaTb BXOAHbLIE, BbIXOAHbIE U
ABYyHanpaBneHHble NOTOKM AaHHbIX, @ KONMYECTBO NCXOAHbIX MOPTOB HE OrpaHNYeHo. ICXoaHbIN
nopT MMeeT crieaytoLme 0COBEeHHOCTH:

o McxoaHbin NnopT MOXEeT ObITb KOMMYTUPYEMbIM MOPTOM, MapLUPyTU3NpyemMbiM NMOPTOM
nnun arpermpyemMbiMm NOPTOM.

o OH nogaepXxmBaet 3epKalimpoBaHME HECKOJIbKMX WMCXOAHbIX MOPTOB HA WUCXOAHOM
yCTpOIZCTBe Ha Ha3Ha4YeHHble BbIXOOHbIE MOPTHI.

e cxoaHbi NOPT U BbIXOAHOM NOPT HE MOryT ObITb HA OQHOM M TOM Xe MOPTY; Koraa
ncxogHbin nopt SPAN aBnseTcss MHTepEencoM ypoBHA 3, OTCNEXMBAKOTCS MakeThbl
YPOBHSI 2 1 YpOBHS 3.

e Korga Heckonbko NMOPTOB OTCMEXMBAKOTCA B ABYX HanpaBreHusiX, NakeT BBOAUTCS C
OHOro nopTa M BbIBOAWTCHA C APYroro. Takol MOHWUTOPUHI CHUTAETCS KOPPEKTHbIM,
€CIN KOHTPONMPYETCS TONbKO OAMH MaKeT.

e Korga crtaTyc BKIOYEHHOro STP-nopTta HaxoaUTCs B COCTOSIHMM  GITOKMPOBKM,
BXo4ALLME U ucxogsLimne nakeTbl Ha NOPTY MOXHO OTCrEXnBaThb.

e /IcxOA4HbIN NOPT M NOPT Ha3HaAYEeHUs MOryT nNpuHagnexaTbs ogHon n Ton xe VLAN unu
pasHbiMm VLAN.

6.4.2. O630p

OcobeHHOCTbL = OnucaHue

ERSPAN HacTtpansaet SPAN Ha pasHble UHTEPHET-NOPTHI.

6.4.3. ERSPAN

MukancynupoBaHHbin ERSPAN saBnsetca pacwwupeHem RSPAN. [MakeTbl gaHHbIXx SPAN
obwmx RSPAN MoryT nepegaBaTtbCs TONbKO B Npeaenax YpPoBHS 2 U HE MOTYT NPOXoAuTh Yepes
cetn mapuwpytmsaummn. OgHako ERSPAN mMoxeT nepegaBaTtb naketol SPAN mexay cetamu
MapLipyTusaumn.

6.4.3.1. MpuHUMN paboTbI

Bce mirrored-nakeTbl MHKancynupytotcsa B IP-nakeTbl Yepe3 TyHHenb GRE n HanpaensioTcsa Ha
nopT HasHayeHus yctponctea RSPAN.
Hactpownka ceaHca ERSPAN

Hactponte ERSPAN «kommyTaTopa u pasnuyante atpubyTtbl kommyTatopa ERSPAN
ycTponcTtea. Bam HeobxoomMmo HasHaunTb naeHTudumkatop ceaHca ERSPAN 1 BONTU B peXum
KoHurypauun ERSPAN nocne ycneLwHon HacTporK.

Hactpowka ncxogHoro nopra

Mocne Bxoga B pexum KoHdurypauun ERSPAN Bam HeoGXOAMMO yka3aTb WUCXOAHbIN MOPT,
4yTObbl HAaCTpOUTb NcxogHbI NopT SPAN, 1 onpegenvTb HanpaBneHne NOTOKOB AaHHbIX SPAN
B COOTBETCTBUM C SOMOMHUTENBHBIMU KOHUrypaumsimmn HanpasneHns SPAN.

BknroyeHue ceaHca ERSAN

Mo ymonuaHuio BkntodeHne ceaHca ERSPAN o3HauvaeT BkrtoueHue 3epkanuposaHng ERSPAN.
BcTynatoT B cuny Tonbko BKMNoYeHHble ceaHcbl ERSPAN.
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UHkancynauma ucxoaHoro IP-agpeca

WHkancynauma mncxogHoro IP-agpeca npegHasHaveHa Ofs HaCcTpowmku McxogHoro IP-agpeca
WHKancynupoBaHHoro naketa GRE.

UHkancynauma IP-agpeca HasHavYeHusA

WHkancynauusa IP-agpeca HasHadeHns npegHasHavyeHa ans HacTponkn IP-agpeca HasHavyeHus
WHKancynmpoBaHHoro naketa GRE wn obecneyeHnss HOpMarbHOM MapLipyTM3auun NakeToB
SPAN B ceTw.

MHkancynsauusa IP TTL/DSCP

MHkancynupymnTe 3HavyeHusa Bpemeru Xnsnm (TTL) n Toukn koga auddepeHunpoBaHHbIX ycnyr
(DSCP) IP-nakeToB.

Hactpouka pexunma 3axBaTa

HacTtponte pexum 3axeaTta (3epkanMpoBaTb M BECb NakeT Unu 6anTbl 3arofloBka MCXOQHOro
naketa).

HacTtpouka 4yacToTbl BbIGOPKU

HacTtponte 4actoty BblOOpKM (KONMMYECTBO MaKeTOB AN OAHOW onepaumm mirroring) ans
3epKanMpoBaHnsi Ha UCXOLHOM NOPTY.

vrf vrf-name

YkasblBaeT WM BMPTyanbHOW MapLlupyTM3aumun. PasnuyHble 3Ha4YeHuss BUPTyarbHOM
MapLUpyTU3aLmMn MOryT MMeTb pasHble cxoabl AN 04HOro 1 Toro xe IP-agpeca HazHayveHus.

6.4.3.2. CBA3aHHasA KOH(urypaums

Mo ymonuaHutio SPAN oTkrtoueH. OH BKIOYAETCA TOMBbKO MNOCINE CO34aHNA CeaHca U HACTPOWKK
nopta SPAN nctouHuka, ncxogHoro IP-agpeca n IP-agpeca HasHa4yeHus:.

HacTponka ceaHca ERSPAN
QTECH(config)# monitor session session_num erspan-source
B koTopown,

session_num:  ykasblBaerT, 4yto  KonmyectBo ceaHcoB  SPAN, noanep>XxmaemMblx
noeHTndukaTopamm ceaHcos SPAN, 3aBUCUT OT NpoayKTa.

HacTtpowka ncxogHoro nopra
QTECH(config-mon-erspan-src)# source interface {single- interface | all } { [ rx | tx | both ] }
B koTopown,
single_interface: ykaabiBaeT ncxogHbli noptT SPAN, KOTOPbIN HEOBXOANMO HACTPOUTb.

all: ykasbiBaeT, 4TO UcxogHbli nopT SPAN, noanexawmn HacTponke, aenaetca rnodanbHbIM
MHTepdencom, NnoaaepmMBatoLLUM 3epKanmpoBaHme.

rx: YkasblBaeT, 4TO mocne HaCTDOVIKM X OTCNeXxmBarTCA TOJIbKO MaKeTbl, MOJly4eHHbIe
NCXOOHbIM MOPTOM.

tx: YkasblBaeT, 4yTo nocrne HaCTpOVIKM X oTcrnexuBalTCA TOJIbKO NakeTbl, OTnpaBlieHHbIe C
McxoaHoro nopra.

both: YkasbiBaeT, 4To nocne Toro, kak both HacTpoeH, nakeTbl, OTpaBfeHHbIE N NONYYEHHbIE
NUCXOOHbIM MOPTOM, MepefarnTcd Ha NOpT HasHadeHwd AN OTCrexmBaHus; TO ecTb both
BKMOYAIOT X U tX. ECnu HK rX, HK tX, HM both He HacTpoeHkl, both BKkOYEHbI MO yMonyaHuio.
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Hactponka SPAN Ha ocHOBe noToka

Mo ymonyaHuioo yHKUMs oTkroyeHa. 3anyctute komaHgy QTECH(config-mon-erspan-src)#
source interface interface-id rx acl acl-name {sample}, 4To6bl HacTpoutb SPAN Ha ocHoBe
MOTOKOB M 4YacToTbl BbIOOpkM (OnumMoHanbsHo).

BkntoyeHne ceaHca ERSAN
QTECH (config-mon-erspan-src)# shutdown

OTa koMaHga ucnonb3yeTcsa Afs OTKNoveHust 3epkannpoBaHmss ERSPAN. (Mo ymonuyaHumio)
3anyctute komaHay no shutdown, 4Tobbl BKMIOUNTL 3epkanmpoBaHne ERSPAN.

UHkancynsauusa IP-agpeca HasHa4YeHuUs
QTECH(config-mon-erspan-src)# destination ip address ip-address
B koTopon,
ip-address: MHkancynupyeT IP-agpec HasHayeHus.

UHkancynsauma ncxoagHoro IP-agpeca
QTECH(config-mon-erspan-src)# origin ip address ip-address
B koTopown,
ip-address: MHkancynupyeT ncxogHoin IP-agpec.

Uukancynsauuma IP TTL
QTECH(config-mon-erspan-src)# ip ttl ttl_value
B koTopown,

ttl_value: HacTtpavBaeT 3HayeHue TTL wuHKkancynupoBaHHoro IP-agpeca. 3Hayenue TTL
HaxoguTca B aManasoHe oT 0 go 255, a 3Ha4eHne no ymonyaHumio — 64.

Mukancynsuua IP DSCP
QTECH(config-mon-erspan-src)# ip dscp dscp_value
B koTopown,

dscp_value: HactpauBaeTt 3HadyeHne DSCP gnga mHkancynupoBaHHoro IP-agpeca. 3HaveHue

DSCP Haxogutca B gmanasoHe ot 0 go 63, a 3HavyeHue no ymondaHumio paBHO 0. DyHKUnS

BCTyNaeT B CUIy TOSbKO rnocne HacTporiku gosepus DSCP Ha ucxogHom rnopty SPAN.
HacTtpouka pexnma 3axBarta

QTECH(config-mon-erspan-src)# capture-mode [ all | truncate ]

all: 3Ha4eHune no yMOn4aHuio, yka3bliBarollee, 4TO 3epKannpyeTca BeCb NCXOOHbIN NakeT.

truncate: YkasbiBaeT, 4To H6aiT 3aronoBka MCXOOHOMO NakeTa 3epKarnbHO oTpaxKeH. KoHkpeTHoe
KonuyecTBo 6alToB 3aronoBka, MoAfexalux 3epKanupoBaHUIO, OMpeaenseTca Yurnom
npoaykra.

HacTtpowka 4yacToTbl BbIGOPKU
QTECH(config-mon-erspan-src)# sampling-rate rate

rate: YkasblBaeT 3Ha4YeHue 4acToTbl BbIOOpKM B AnanasoHe ot 1 go 1000000. Hanpumep, ecnn
yacToTta Bblibopku paBHa 100, oamH nakeT Bbibupaetcs n3 100 nakeTos, TO €CTb KOIPPULNEHT
Bblbopkn coctaensaeT 100:1. YacToTa BbIGOPKM NO ymonyaHuio coctaensaeT 1:1, To ecTb BblIbopka
OCYLLECTBIISEeTCA U3 KaXK4oro nakeTa.

OTa pyHKUMS AenCcTBMTENbHA TOMBKO TOrAa, Korga YyactoTta BblIOOPKM HACTPOEHa Ha UCXOAHOM
nopty SPAN.
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Mukancynauusa vrf vrf-name
QTECH(config-mon-erspan-src)# vrf vrf-name

B koTopon,

vrf-name: YkasbiBaeT ums VRF (3k3emnnisipa mapLipytusaumm n nepecbinkm VPN).

NMPUMEYAHUE: Bo Bpems ncnonb3oBaHunsi 06patnte BHUMaHWE Ha cneayowme npobnemol:

e [oaTeBepauTe NOAKMHOYEHME MapLUPYTM3aLUN YPOBHS 3 OT KOMMYTaTopa-UCTOYHMKA K
KOMMyTaTopy-agpecary.

o ERSPAN HegocTyneH, ecnu UCXOOHbIN NOPT OTKITHOYEH.

e Ecnu ncxogHbii NopT Uim NopT HasHayveHus gobaensatoTca K AP, MCXOOHbIN MNOPT UMK
NopT HasHa4yeHus BbIXoauT n3 ceaHca ERSPAN.

e W3-3a pasnuumii NpoaykTOB He BCe NpOAyKTbl MNOAAEPXKMBAOT BCe NapameTpbl
BbILLEYNOMSIHYTbIX KOMaHA,.

6.5. KoHcdpurypauumsn

erspan_source_session_num
ber erspan-source

KoHdurypauma OnucaHume n komaHpa

HacTtpornka (ObsizaTenbHbIn) OH MCNONb3yeTCs ANA CO34aHusl 3epKanmnpoBaHus
OCHOBHbIX ERSPAN.

byHKLMI

ERSPAN monitor session | HactpamBaeT uageHTudumkaTop ceaHca

ERSPAN wn Bxogut B  pexum
KOHJUrypauum MCXogHOro YCTPOMUCTBa
ERSPAN.

source interface {single-
interface | all } {[ rx | tx | both

I}

CessbiBaeT ncxogHbin nopt ERSPAN n
BblGupaeT HanpaeneHne SPAN.

source interface { single-
interface | all } rx acl acl-name
[ sample]

SPAN Ha
ERSPAN n

NCTOYHUK
ans

HactpanBaet
OCHOBE MOTOKa
BKIOYaeT BbIGOPKY.

shutdown OrTkntovaeT 3epkanupoBaHne ERSPAN.

destination ip address | HactpauaeT IP-agpec HasHauyeHus ans

ip_address notoka ERSPAN. Agpec pormkeH ObiTb
agpecom nHTepdenca LLeneBoro
YCTPOMCTBA.

original ip address | HactpanBaeTt WHKancyrnMpoOBaHHbIN

ip_address ncxogHbin IP-agpec ans ERSPAN.

ip ttl ttl_value

(OnumoHanbHO) HacTpanBaeT 3HayeHne
TTL wHkancynupoBaHHoro |P-agpeca
ansa ERSPAN.

(@ arecy
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KoHdurypaumsa OnucaHue n komaHga

HacTponka ip dscp dscp_value (OnuuoHanbHo) HacTpamBaeT 3HayeHue
OCHOBHbIX nona DSCP  wmHKancynMpoBaHHOIO
byHKLMI IP-agpeca ans ERSPAN.

ERSPAN

capture-mode [ all | truncate | (OnumoHanbHO) HacTpamBaeT pexum
] 3axBaTa Aansi 3epkanupoBaHus
WCXOQHOro nakeTa.

sampling-rate rate (OnuuoHanbHO) HacTpavBaeT 4acToTy
BbIOOPKU ANt 3epKanupoBaHus.

vrf vrf_name (OnumoHanbHo) HactpaveaeTt nvs VRF.

6.5.

1. HacTtpounka ocHoBHbIX hyHKUuU ERSPAN

6.5.1.1. ekt KoHdUrypaumm

e RSPAN nos3BonsieT ceTeBOMYy aHanu3aTopy oTCnexmBaTtb Nofnb3oBaTenen.

° yCTpOIZCTBa MOTyT HOpMasibHO obmeHunBaTbCH OaHHbIMW OPYr C OPYrom.

6.5.1.2. MNpumeyaHus

e Ecnu ncxoaHbii nopt gobasnsieTcs k AP, ICXOAHbIN NOPT BbIXoAUT U3 ceaHca ERSPAN.

e [lomkHa OblTb ObecrneyeHa MapLUpyTM3aUUsl YPOBHSA 3 OT KOMMYyTaTopa-UCTOYHMKA K
KOMMYyTaTopy-agpecary.

6.5.1.3. LLlarn HacTpourKu

e Ceccunss ERSPAN.
o  Pexum rmobanbHon KoHpurypaumm. ObasaTtensHbIn.

e /aeHTnMdmKaTop ceaHca, HaCcTPOEHHbIN C NokanbHbiIM SPAN mnn RSPAN, He MoxXeT
ncnonb3oBaTbca anga ceaHca ERSPAN. Bonaute B pexxum ERSPAN nocne HacTporiku.

UcxoaHbin nopT
e Pexunm koHdurypauum ERSPAN. O6a3aTenbHbIN.

e HanpaBnenne SPAN MOXHO BbiOpaTb BO BPEMS HACTpPOMKK ucxogHoro nopta SPAN.
HanpaeneHne both no ymonyaHuio; TO €CTb OTCMEXMUBAKTCA Kak npuem, Tak U
nepegada nakeTos.

BknroyeHne ceaHca ERSPAN
e Pexunm koHdurypauum ERSPAN. O6sa3aTenbHbIN.

e [lo ymonyaHuo BKMoYeHue ceaHca ERSPAN o3HayaeT BKMNIOYEHWE 3epKannpoBaHus
ERSPAN. BcTynatoT B cuny TOMbKO BKINOYEHHble ceaHcbl ERSPAN.

MHkancynauusa ncxoagHoro IP-agpeca
e Pexunm koHdurypaumm ERSPAN.OGa3aTenbHbIN.
o  OH uncnonb3yeTcsa Angd nHKancynsaumm ncxogHbix IP-agpecos naketos SPAN.

Q
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UHkancynauua IP-agpeca HasHavyeHUA

e Pexunm koHdurypaumm ERSPAN. O6a3aTenbHbIn.

o  OH ucnonbsyetcsa ong nHkancynauuu IP-agpecoB HasHadYeHnsa naketos SPAN.
Mukancynsaumusa IP TTL/DSCP

o  Pexunm koHdurypauun ERSPAN. OnunoHanbHbIN.

o  OH ucnonb3ayeTtcsa anga nHkancynsauum 3HadeHnn DSCP IP-naketo SPAN.
HacTtpouka pexnma 3axBaTa

o Pexum koHpurypauun ERSPAN. OnunoHansHbIN.

e OH ucnonb3yeTcs AN HACTPOMKM pexuma 3axBaTa Ans 3epKanupoBaHUs UCXOLHOMo
nakeTa.

HacTtpownka 4yacToTbl BLIOOPKU

o  Pexunm koHdurypauun ERSPAN. OnunoHanbHbIN.

e  OH ncnonb3yeTcsa Ans HAaCTPOMKN HYacTOTbl BbIOOPKM AN 3epKanvpoBaHus.
vrf vrf-name

e Pexum rnobanbHon koHdurypaumm. OnumoHanbHbIN.

o  OH ykasbiBaeT umsa VRF. VRF gomkeH cyllectsoBaTthb.

6.5.1.4. NpoBepka

e 3anyctute komaHgy show monitor nnn komaHgy show running, 4Tobbl NPOBEPUTH
KoHcurypauuio SPAN. Bbl Takke MoXeTe NpoBeCTU aHanu3 3axBaTa MNakeToB Ha
uenesoMm nopTty SPAN u npoBepuTb, gencteyeT nim SPAN B COOTBETCTBMU C

3axBavYeHHbIMU NMakeTaMu.

6.5.1.5. CBAA3aHHbIe KOMaHAbI

Hactpownka ceaHca ERSPAN

KomaHga monitor session session_number erspan-source
Onuncanue session_number: Yka3sbiBaeT ngeHtndpukarop ceaHca SPAN.
napameTpoB

Pexnm komaHg

Pexnm rnobanbHomn KoHdUrypaumm

HacTtpowka nucxogHoro nopra

KomaHga source interface { single-interface | all } {[ rx | tx | both ]}

Onuncanue single-interface: ykasbiBaeT ngeHtugumkatop ceaHca SPAN.

Nl e1E all:  ykasbiBaeT rmobanbHble  MHTEPMENCh,  MOAAEPXVBAOLINE
3epKanupoBaHue.
both: no ymonuaHuio oTcnexmBaeT Kak Bxogswine, Tak U ucxogslime
nakeTbl.

Onwucaxne rX: OTCNEeXuBaeT TONbKO BXOAALLME NAKETDI.

napameTpoB
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tX: oTCnexXmBaeT TOJIbKO ncxoasLine nakeThbl.

Pexum komaHg,

Pexnm ceaHca ERSPAN

HacTponka SPAN Ha ocHOBe NOTOKa

KomaHga source interface { single-interface | all } rx acl acl-name sample

Onuncanwne single-interface: ykasbiBaeT umsi nHTEpPgEnca.

napameTpos all: ykasbiBaeT rnobGarnbHble WHTEPMENCH, KOTOpble MOAAEPKMUBALOT
3epKanupoBaHue.

acl-name: ykasbiBaeT umsi ACL.
sample: Yka3sbiBaeT, BKIIOYEHa Nn BblIGopKa.

Pexnm komang

Pexnm ceaHca ERSPAN

BkniouyeHue

ceaHca ERSAN

KomaHpa

shutdown

Pexnm komang

Pexnm ceaHca ERSPAN

MHkancynauma ucxoagHoro IP-agpeca
KomaHga original ip address ip_address
Onuncanwne ip_address: YkasbiBaeT wucxogHbi |P-agpec, KoTopbii  Heobxogmmo
napameTpoB NHKaNCynupoBaTb.

Pexum komaHg

Pexum ceaHca ERSPAN

UHkancynupyert IP-agpec Ha3HauyeHuUs
KomaHga destination ip address ip_address
OnucaHne ip_address: YkasbiBaeT IP-agpec HazHauyeHnsa ana nHKancynsumm.
napameTpoB

Pexum komaHg

Pexum ceaHca ERSPAN

HacTtpoiika pexuma 3axBaTa

MWP [OOCTYMNHEE

KomaHga capture-mode [ all | truncate ]
Onuncanwne all: YkasblBaeT, 4To BeCb UCXOAHbIN MakeT 3epKanupoBaH.
napameTpoB
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truncate: VYkasblBaeT, 4TO ©OaWT 3aronoBka WUCXOOHOro mnaketa
3epkanupoBaH. KoHkpeTHoe KonnyecTBo 6anToB 3arosioBka, noasiexalymx
3epKanMpoBaHu1Io, onpeaendeTcsa YMnom NpoaykTra.

Pexum komaHg

Pexum ceaHca ERSPAN

HacTtpoika 4yacToTbl BLIGOPKU

KomaHnga sampling-rate rate
Onucanve rate: YkasbiBaeT Tpebyemyto 4acToTy BbIGOPKM.
napameTpoB

Pexum komaHg

Pexum ceaHca ERSPAN

UHkancynsauumsa IP TTL
Komanpa ip ttl ttl_value
Onuncanue ttl_value: HactpamBaeT 3HadeHme TTL wmHkancynupoBaHHoro |P-agpeca

napameTpoB

ana ERSPAN. [lnana3oH 3Ha4yeHun ot 1 oo 255.

Pexnm komang

Pexnm ceaHca ERSPAN

Uukancynsauma DSCP
KomaHga ip dscp dscp_value
Onuncanwne dscp_value: HactpavBaet 3HayeHve nons DSCP wuHkancynupoBaHHOro

napameTpoB

IP-agpeca ana ERSPAN. [lnanasoH 3Ha4eHun ot 0 go 64.

Pexum komaHg

Pexum ceaHca ERSPAN

Hactpownka VRF vrf-name

KomaHpga vrf vrf-name
Onucanve vrf-name: YkasbiBaeT numsa VRF.
napamMmeTpoB

Pexum komaHg

Pexum ceaHca ERSPAN

6.5.1.6. Npumep KoHcpUrypauum
Hwxe B kauecTBe npumepa mucnonbsyetcsa SPAN.
Cuenapunt:
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HaCTpovn(a ERSPAN
Middle Device
Switch B
Marmal Port Maorrmal Port
Giln G2

Source Port
Gl

Output Port
Giof2

Destination Device
Switch C

[ SPAN Destination Port
Gio/z

Manitored User Metwork Analyzer

PucyHok 34.

Warwn
HaCTPOWKK

Kak nokasaHo Ha PucyHke 34, Ha kommyTaTope A co3ganTte ceaHc ERSPAN 1 un
HaCTPOWTE ero Kak ucxogHoe yctponcteo, a Gi 0/1 HacTponTe Kak UCXOAHbIN
nopT.

SwitchA(config)#monitor session 1 erspan-source
SwtichA(config-mon-erspan-src)#source interface gigabitEthernet 0/1 both
SwtichA(config-mon-erspan-src)#origin ip address 10.1.1.2
SwtichA(config-mon-erspan-src)#destination ip address 12.1.1.2

SwtichA(config-mon-erspan-src)#vrf vrf-name

MpoBepka

LWar 1: MNMpoeepbTe KoHGUrypaLuo ycTponcTea.

SwitchA#show running-config

!

monitor session 1 erspan-src

source interface GigabitEthernet 0/1 both
origin ip address 10.1.1.2

destination ip address 12.1.1.2

vrf vrf-name

War 2: MpoeepbTe nHdpopmaumo ERSPAN ycTtpowncTsaa.
SwitchA#show monitor
sess-num: 1 //ERSPAN Session
span-type: ERSPAN_SOURCE //ERSPAN source device
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GigabitEthernet 0/2
orgin ip address 10.1.1.2

SwitchA#show monitor

sess-num: 1

src-intf:

dest-intf:
GigabitEthernet 0/2
orgin ip address 10.1.1.2

ip ttl 64
ip dscp 0
sample rate 0

vrf vrf-name

src-intf: //ERSPAN source port information
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf: /ERPSAN output port information

destination ip address 12.1.1.2

destination capture mode all

span-type: ERSPAN_SOURCE

GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive

destination ip address 12.1.1.2

destination capture mode all

6.5.1.7. PacnpocTpaHeHHble OLINOKHK

o VlpeHTudmkaTtop ceaHca, UCMNoOnb3yemMbln s HACTPONKM 3epkanmpoBaHua ERSPAN,
HacTpaunBaeTcs ¢ nomolubto RSPAN nnn LOCAL SPAN.

o (Cb6on BzaumMoaencTBmnsa MapLipyTu3aumm ypoBHs 3 Mexay KOMMYyTaTOPOM-UCTOYHUKOM

N KOMMyTaTOpOM-MNoJly4HaTenem.

6.6. MOHUTOPUHT

6.6.1. OTobOpaxeHue

OnucaHue

KomaHaa

OtobpaxaeT Bce ceaHcbl SPAN B
cucteme.

show monitor

OTtobpaxaeT onpeadeneHHble CeaHChbl
SPAN.

show monitor session session-id

@ § QTECH
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6.6.2. OTnapgka

NMPUMEYAHUE: CuncremHble pecypcbl 3aHATbl NpUM BbIBOAE OTNA40YHOW MHAOpMaUnn.

MoaToMy oTknNtoYarTe OTNaaKy cpasy nocrne UCnonb3oBaHus.

OnucaHue

KomaHpa

[JnanasoH otnagku.

debug span

@ e
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7. HACTPOUKA SFLOW

7.1. O630p

sFlow — 3TO TexHomnorMs MOHUTOpPMHra CeTW, COBMECTHO paspaboTaHHasi InMon, HP u

FoundryNetworks B 2001 rogy. 3Ta TexHonorns Obina cTanHgapTtuaupoBaHa. OHa MoxeT
obecneuntb NOMHbIE NOTOKM TpaduKka OT YPOBHA 2 A0 YPOBHA 4 U NPUMEHUM AN aHanu3a
Tpadmka B OYeHb OOnbLION ceTU. JTa TEXHOMOorMs MnomoraeT nonb3oBaTensM AeTarnbHo
aHanuanpoBaTb NPOU3BOAUTENBHOCTb, TEHAEHLUMMU U HaNU4Me NOTOKOB CETEBOro Tpaduka B

pexume peanbHOro BpeMeHMm.

sFlow umeet cneagywwime npemmyulectsea:

e Accurate: sFlow noggep>xuaeT TOUHbIA MOHUTOPUHT Tpaduka B rmrabuTHOM ceTn unu
ceTn ¢ boree BbICOKOM NPOMNYCKHOM CMOCOBHOCTLIO.

e Scalable: ognH konnektop sSFlow MOXeT KOHTpPONMpPOBATb ThiCAYM areHToB SFlow u
obnagaeT BbICOKOM MacLUTabupyemMocCTbio.

e Low cost: AreHT SFlow BCTpoeH B ceTeBoe YCTPOWMCTBO, M ero CTOMMOCTb HeBenukKa.
Cneuundmkauymsa npotokona

o sFlow Bepcumn 5
¢ RFC1014

7.2. MpunoxeHun

Tunu4yHoe npumMeHeHue

CueHapuu

MoHUTOPUHI Tpaduka

ToKarnbHON ceTu

PaccmaTpuBainTe yCTpPOMCTBO Kak areHTa sFlow, BbinonHAnTe
BblOOpKY Tpadmka uvHTepdenca B NoKanbHOWM CeTU WU
oTnpasnanTe patarpammbl sFlow konnektopy sFlow gns
aHanmsa Tpaduka, TeM cambiM JOCTUrasi Lenn MOHUTOPUHra
ceTu.

7.2.1. MOHUTOPUHT TpachuKa NoKarnbLHOU ceTn

7.2.1.1. CueHapvn NpuUnoXxeHus

Kak nokaszaHo Ha PucyHke 35, 3anyctute KOMMyTaTtop A, KOTOPbIN CRYXWUT areHTom SFlow,
BKMoUMTE BbIGOPKY MOTOKA M BbIOOPKY cyeTynka Ha nopTy Te 0/1, oTcnexusante Tpaduk B
cermeHTe cetn 192.168.1.0, nHkancynupymte OaHHble BbIOOPKM B Aatarpammbl SFlow yepes
perynspHble NPOMEXyTKM BPEMEHN UK NMpK 3anonHeHun bydepa n otnpasnseT AaHHble SFlow
B konnekTop sFlow ana aHanusa Tpaduwka.
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sFlow Collector
182.168.3.100

Te /3
192 168.3.1

.

Te 011 Te 02
19:.168.1.1 159:2.168.2.1
Switch A

PucyHok 35.

7.2.1.2. PasBepTbiBaHue hyHKLUN

e HactponTe agpeca areHta sFlow n konnektopa sFlow Ha kommyTaTope A.
o  Bkntounte BbIGOPKY NOTOKA M BbIGOPKY cueTdmka Ha nopte Te 0/1 kommyTaTopa A.

MHorve cepBepHble nporpammbl nogaepxueatoT sFlow. Bbl MoxeTe nonyyunte nporpammHoe
obecneyeHune, nogaepxmearoLiee sFlow, no agpecy
http://www.sflow.org/products/collectors.php. MNMporpammHoe obecnevenne sflowtrend siBnaetcsa
GecnnaTHbIM.

7.3. DyHKLUN

7.3.1. BasoBble KOHUenThbl

AreHT sFlow
AreHT sFlow BcTpoeH B ceTeBOe yCTpOMCTBO. Kak npaBumio, 0gHO ceTeBOE YCTPOMCTBO MOXET
CnyuTb areHToM sFlow. AreHT sFlow MoXeT BbINonHATL BbIOOPKY NOTOKAa M BbIOOPKY CHETUMKA,
WHKancynMpoBaTb BblOOpPOYHblE AaHHble B Aatarpammbl SFlow n oTnpaenaTb gatarpammbl
sFlow konnekropy sFlow.

Hatarpammbl sFlow nHkancynupytotca B UDP. Ha PucyHke 36 nokasaH ¢hopmaT gatarpammel
sFlow.

Ethernet head IP head LDP head sFlow datagram
- - - #
— - 4
—— s
—— #
- -
— -
- - -
- - &
sFlow head flow sample Counter sample s o
- - -
- Y ——
= e g % — -
- 5 =
- - P -~ W —- -
Flow sample Counter , .
amp flow record Counter record | Counter record
head sample head

PucyHok 36. ®opmat gatarpammbl sFlow

OpHa patarpamma sFlow MoxeT cofepkaTb OAHY UMM HECKONbKO BbIODOPOK NOTOKa M BbIGOPOK
cyeTymka.
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| 32 bit |
int sFlow version (21415)
int IP version of the Agent / Switch (1=v412=v6)
Agent IP address (v4=4bytelv6=16byte) 4-16

int sub agent id

int datagram sequence number

int switch uptime in ms

int n samples in datagram

PucyHok 37. 3aronoBok sFlow

Onucanune 3aronoska: sFlow:

Mone OnucaHue

Bepcua sFlow sFlow-Bepcusa. [LoctynHbl Bepcun V2, V4 n V5. B

HacToswee Bpems QTECH nogaepxusaet Tonbko V5.

IP-Bepcua areHTa/kommyTaTopa

Bepcus |IP-agpeca areHTa sFlow

IP-agpec areHTa

IP-agpec areHTa sFlow

NaoeHTudumkatop cybareHTa

WoeHTudmkatop cybareHTta

lMopsiaKoBLIM HOMEpP AaTarpaMmmbl

CepuitHbIi Homep gatarpaMmmbl sFlow

Bpemsi  6e3oTka3HoOM
nepeknyartens

paboThbl

MpoAoMmKUTENBHOCTL OT MOMEHTA 3arycka KommyTaTopa
[10 TEKYLLEro BpeMeHU

n BbIGOPOK B gararpaMmme

KonnuyectBo Bbibopok B pgaTarpamme sFlow. OpHa
faTtarpamma sFlow moxeT cogepXaTb OAHY Wnu
HECKOJTbKO BbIGOPOK NOTOKA M BLIGOPOK CHETYMKA.

Konnektop sFlow

Konnektop sFlow nonyyaet n aHanuanpyet gatarpammy sFlow, otnpaBneHHyto areHTom sFlow.
Konnektop sFlow moxeT 6biTb K nnu cepsepom. MK nnu cepsep, Ha KOTOPOM YCTaHOBIEHO

npuknagHoe

nporpamMMHoe obGecrnedeHne Ans

aHanmsa pgartarpamm  sFlow, MOXHO

paccMaTpuBaTh Kak Konnektop sFlow.

BbiGopka noToka

Ha ocHoBe yka3zaHHOWM YacToTbl BbIOOPKM YCTPOMUCTBO areHTa SFlow BbinonHseT BbIGOpKY NoToka

Tpadwmka,

npoxogsLero 4vepes uHTEpdeENnc,

BKIMKOYada KonumpoBaHMe 3arofioBka nakeTa,

n3Bne4veHue saronoska Ethernet u IP-3aronoBka naketa v nony4yeHne MHopmaLmMm o MapLupyTe

nakerta.
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1 B 32

int data format sample data (20 bit enterprise & 12 bit format)

istandard enterprise 0, formats 1)

int sample length byte

int sample sequence number

int source id type int source id index value
(D=iflndex|
T=smon‘lanDataSource|

2=entPhysicalEntry)

int sampling rate

int sample pool (total number of packets that could have been sampled)

int drops (packets dropped due to a lack of resources)

int input (SMMP iflndex of input interface, 0 if not known)

int output (SHMP iflndex of output interface, 0 if not known)
broadcast or multicast are handled as follows:

the first bit indicates multiple destinations. the lower order bits number of interfaces

int n * flow records

PucyHok 38. 3aronoBok BbIGOpKM NOTOKA

CyeTumK BbIOOPKMU

Mpn BbLIGOpPKE cyeTuMka areHT SFlow nepuogmyeckn nomny4vyaeT CTaTUCTUKY U AaHHble 00
ncnone3oBaHun LM Ha ykaszaHHOM uHTepdence. Ctatuctuka no uHTEpdEncy BKNO4YaeT
KONMYEeCTBO NaKeToB, BXOOALLNX Yepe3 UHTepdEenc, N KONMYECTBO NaKeTOB, BbIBOAMMbIX Yepes
NnHTEepenc.
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1 B 32

int data format sample data (20 bit enterprise & 12 bit format)

(standard enterprise 0, formats 2)

int sample length byte

int sample sequence number

int source id type int source id index value
i0=iflndex|
1=smon%lanDataSource|

2=entPhysicalEntry)

int n * counter records

PucyHok 39. 3aronoBok BbIOOpKK cyeTUMKa

7.3.2. DYHKLUMN U OCOBEHHOCTH

OcobeHHOoCTb = OnucaHue

Bbibopka OT1bupaet Tpaduk, npoxoaswmi 4Yepe3d uHTepdenc, u oTnpaeBnsieT
NnoToKa WHKancynupoBaHHyto gatarpammy sFlow konnektopy sFlow gns aHanmsa.
CyeTumk Mepuoguyeckn oTNpaBNATb CTAaTUCTUKY NO MHTepdercy B Konnektop sklow
Bb16opkmu Onga aHanuaa.

7.3.3. BbibopKka noToka

OT6upaeT TpaduK, NPOXOAALMA 4Yepe3 WUHTepdeNCc, M OTNpaBnseT MHKaNCyMpOBaHHYO
patarpammy sFlow konnektopy sFlow gns aHanmsa.

7.3.3.1. MpuHUMN paboTbl

Ha ocHoBe yka3aHHOW 4acTOTbl BbIGOPKM YCTPOMCTBO areHTa SFlow BbINOnNHSAET BbIGOPKY NoToka
Tpachmka, npoxoaswero 4epes UHTEpPENC, BKMOYAs KOMMPOBaHWE 3arofioBka nakeTa,
n3sneyeHve 3aronoska Ethernet u IP-3aronoBka naketa n nonydeHve nHdopmauumn o mapLipyTe
nakeTa. 3aTem areHT sFlow mHKancynupyeT OaHHble BbIOOpPKM NoTOoka B AaTtarpammy sFlow n
oTnpaensieT gararpammy konnekrtopy sFlow ana aHanmsa.

7.3.4. CyeTumnk Bbi6OpKM

Meprnogudeckn oTnpaensgeT CTaTUCTUKY NO UHTepdency B konnektop sFlow ana aHanusa.

7.3.4.1. MpuHUMN paboTbl

AreHT sFlow perynsipHo BbINONHAET onpoc nHtepdenca. [na nHrepdenca, nHtepsan BoIGoOpku
CYeTYMKa KOTOPOro WCTeK, areHT SFlow nonyyaeT cTaTUCTMKY MO 3TOMYy UWHTEpdeEncy,
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MHKancynupyetT CTaTUCTUKY B gaTarpamMmmy sFlow un oTnpaBndeT gatarpamMmmy KOInekTtopy sFlow

OJ19 aHanuaa.

7.4. KoHdurypauusa

AnemMmeHT
KOHcpUrypauumm

MpepnoxeHue m cooTBeTCTByHOLaA KOMaHOa

HacTporka O0CHOBHbIX
dyHKuMn sFlow

Ob6sasatenbHas

KOHdpurypaumsi.

YcTaHoBuTe KOMMYHUKaLUUNOHHbIEe

coeNHEHNA MeXOYy areHToOM sFlow n KOJeKTopom sFlow.

sflow agent {address |
interface}

HactpanBaeT agpec areHta sFlow.

sflow collector collector-
id destination

HacTtpanBaeT agpec konnekropa sFlow.

O6si3aTenbHas kKoHgUrypauus. Bkntounte BbIGOPKY NoToka U BbIGOPKY

CHeT4UuKa.

sflow counter collector

lNosBonsietr areHTy sFlow oTnpaBnaTtb
cyeTuYMKM BbiIGopok B konnekTop sFlow.

sflow flow collector

lNosBonsier areHTy sFlow oTnpaBnaTb
BbIOOpKM NoToka B konnektop sFlow.

sflow enable

BkntovaeTt BbIGOPKY sFlow  ansa
UHTepdenca KoHpurypaumum, TO €cCTb
BKIOYaeT BbIOOPKY cyeTymka 1 BbIGOPKY
NnOTOKa.

Hactpoiika
OOMONHUTENbHbIX

napameTpoB sFlow

[lononHutenbHas KoHdurypauusi. 3agaeTt onumoHanbHblie aTpubyThl

napameTpos sFlow.

sflow collector collector-
id max datagram-size

HacTpanBaeT MakcumanbHy0  ANUHY
patarpammebl sFlow.

sflow counter interval HacTtpauBaeTt WHTepBan BbIOOpKM
cyeTumKa.

sflow flow max-header HacTtpamBaeT mMakcumanbHyl0 — ONMHY
3arofnioBka naketa, KOMMPYyemMoro BO

BpeMsi BbIOOpKKM NOTOKA.

sflow sampling-rate

HacTtpaunBaeT 4yactoTy BbIGOPKM MNOTOKA.
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AnemMeHT MpeanoxeHne n cOOTBETCTBYIOLWAA KOMaHaa

KOHcUrypauumm

HacTponka sflow source {address | | HacTtpanBaeT ncxogHei agpec sFlow.

OONOSTHUTESbHbIX interface}

napameTpoB sFlow

7.4.1. Hactpounka oCHOBHbIX (pyHKUMK sFlow

7.4.1.1.

7.4.1.2.

7.4.1.3.

AdheKkT KOHUrypaumm

AreHT sFlow u konnektop sFlow moryT B3anmogencTBoBaTh Apyr C APYrOM.

Tpaduk, npoxoadwmmn Yyepes nHrepdenc, otbupaetTcs Ha OCHOBE YacTOThbl BbIOOPKM MO
YMOI4YaHuIo 1 oTnpaBngaeTcs B konnektop sFlow anga aHanuaa.

CraTtucTuka nHTepdeiica nepvoanyeckn otnpasnsieTcs B konnektop sFlow Ha ocHoBe
MHTepBana BbIGOPKM MO YMONYaHWo ANs aHanuaa.

MpumeyaHus

Bbibopka noTtoka MoXxeT BbITb HACTPOEHAa TOJbKO Ha PU3NYECKNX NHTepdencax.

Yto0bbl konnektop sFlow mor aHanmanpoBaTb pe3ynbTaTthl BbIOOPKN NOTOKa, TpebyeTcs
IP-agpec konnektopa sFlow Ha ycTpoincTtee areHTa sFlow.

MeToAa KoHuUrypaumum

HacTpounka agpeca areHTa sFlow

O6s3arenbHas KoHurypauus.
Mcnonb3dynTte komaHay sflow agent address ans HacTponku agpeca areHta sFlow.

Appec areHTa sFlow gormkeH 6b1Tb JONYCTUMBbIM aapecoM. To ecTb agpec areHTa sklow
He [omkeH ObITb MHOroagpecHbIM WM  LUIMPOKOBeLLaTenbHbiM. PekomeHnayeTcs
ncnone3osaTtb |IP-agpec yctponctea sFlow Agent.

CuHTakcuc sflow agent { address {ip-address | ipv6 ipv6-address }} | { interface {
KOMaHAbl interface-name | ipv6 interface-name }}

Onucanve address: HacTpanBaeT IP-agpec areHta sFlow.

napameTpoB

ip-address: IPv4-agpec areHTta sFlow

ipv6 ipv6-address: IPv6-agpec areHTta sFlow.
interface: HacTpamBaeT uHTepdenc areHTa sFlow.
interface-name: MIHTepderic IPv4-agpeca.

ipv6 interface-name: NHtepdenc agpeca IPV6.

Mo ymonuanuio | Mo ymonyaHuio agpec areHTa sFlow He HacTpoeH.

Pexum komaHg | Pexxum rnobanbHom KoHpurypaumm
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Wcnonb3oBaHue
KOHUrypauum

OTa KoMaHda ucnonb3yeTcs ANfs HacTpouku nong agent ip address B
BbIxogHoM gaTtarpamme sFlow. [datarpamma, He CKOH(purypupoBaHHasi C
3TUM nonem, He MOXeT ObITb BbiBeaeHa. Agpec areHta sFlow gomkeH ObiTb
agpecom xocTta. Koroa agpec, He sBRSAKOWMINCA XOCTOM (Hanpumep,
MHOroaapeCHbIN U LUMPOKOBELLATENbHbIN aapec), HACTPOEH B Ka4YecTBe
agpeca areHTa sFlow, oto6paxaeTcsa coobueHne o cboe KoHdurypauumn. B
KadecTBe agpeca areHTa sFlow pekomeHayeTca HacTpouTb [IP-agpec
yctponctea sFlow Agent.

HacTpounka agpeca konnekropa sFlow
o (ObsizaTenbHasa KoHpUrypauus.
o Vcnonbayite komaHay sflow collector gns HacTporiku agpeca konnektopa sFlow.

e Anpec konnektopa sFlow gomkeH ObiTb AEACTBUTENbHLIM agpecoMm. To ecTb aapec
konnektopa SFlow He pomkeH OblTb MHOrOAAPECHbIM WM LUMPOKOBELLATENbHbLIM.
KonnekTtop sFlow gomkeH cylLecTBOBaThb, U MapLUpYT K HEMY OOIKEH ObITb AOCTYMEH.

CuHTakcuc sflow collector collector-id destination { ip-address | ipv6 ipv6_address }

KOMaHAbl udp-port [ [ vrf vrf-name ] | [ oob ] [via mgmt mgmt-name ]] 1] | [
description collector-name ]

Onucanwue collector-id: naeHTnpmkaTop Konnekropa sFlow. [lnanasoH ot 1 go 2.

napameTpoB

ip-address: IPv4-agpec areHta sFlow. 1o ymonyaHuio OH He HaCTPOEH.

ipv6 ipv6_address: IPv6-agpec areHta sFlow. Mo ymonyaHuio OH He
HaCTpOEH.

udp-port: Homep listening-nopTf konnektopa sFlow.
vrf vrf-name: nmsa sksemnnspa VRF. o ymonyaHunio oH He HacCTPOEH.

oob: OTobpaHHble AaHHble O Tpaduke BLIBOAATCS Yepe3 UHTepdeinc
ynpaeneHus. Mo ymonyaHuio 3ToT NnapameTp He HAaCTPOEH.

via mgmt mgmt-name: MopT ynpasneHus. Mo yMOnNYaH1o OH He HACTPOEH.

description collector-name: OnncaHue koHHekTopa sFlow. Mo ymonyaHuio
OH HE HaCTPOEH.

Pexnm komaHg

Pexxm rmobanbHomn KoHdurypauum

Mcnonb3oBaHue
KOHcpurypauum

OTa KoMaHAa mcnonb3yeTcs AN HacTporku agpeca Konnektopa sFlow.
Anpec konnektopa sFlow gomkeH 6biTb agpecom xocta. Koraa agpec, He
SABNAOLWMIACA XOCTOM (Hanpumep, MHOroagpecHbIn mnm
LUMpOKOBeLLaTeNbHbIN agpec), HAaCTPOEH B KadeCcTBe agpeca Kosnrekropa
sFlow, oTobpaxaeTca coobLueHne o cboe KoHpurypauumn. Coopimk sFlow
oTcnexuBaeT gatarpammy sFlow Ha ykasaHHom nopty. [Mpu HacTporike
napameTpa vrf gormkeH cylwecTBsoBaTb COOTBETCTBYOLWMI ak3emnnsap VRF.
Mpwn yoanenuun aksemnnsapa VRF agpec konnektopa sFlow 6ynet yganeH,
ecnu aToT ak3emnndap VRF Takxke HacTpoeH Ansg agpeca konnekropa sklow.
Korga nmapameTp oob HacTpoeH, AaTarpamma OTnpaBndeTCs KOMMeKTopy
sFlow yepes nHTepdenc ynpasneHus.
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BknroyeHune BbiBoaa BbI6Opok sFlow B konnekrop sFlow

Ob6si3aTenbpHas KoHUrypaumsi.

Bbl moxeTe ncnonb3oBatb komaHay sflow flow collector, 4tobbl No3BONUTL areHTy
sFlow otnpaensaTe BbIOOpPKM NoToka B konnekTtop sFlow.

OTa yHKUMS OoMmKHA ObITb BKIHOYEHA B MHTepdence Anst OTNpaBkM BbIBOPOK NOTOKa
B konnekTop sFlow. Kpome Toro, omkeH cywecteoBaTtb Konnekrop sFlow, mappyT K
HeMy OOJmKeH OblTb OOCTYNEH, a |IP-agpec cooTBeTCTBYOLWEro Konnekropa skFlow 6bin
HaCcTpOeH Ha ycTponcTee areHTa sFlow.

CuHTakcuc sflow flow collector collector-id

KoMaHabl

Onuncanwne collector-id: ngeHtndpumkatop konnekropa sFlow. [lnanasoH ot 1 go 2.
napameTpoB

Mo ymonuyanuio | OTnpaeka BbIGOPOK NOTOKa B KonnekTtop sFlow oTkroueHa no ymonyaHuio.

Pexum komaHg | Pexxum koHdwurypaumm nHtepderica

Mcnonb3oBaHne | DTy kOMaHOy MOXHO MCMNONb30BaTh ANs hmnanyeckmx noptos, NnoptoB SVI n
KOHGoUrypaumm NOPTOB C AOMOSIHUTENBHON MapLUpyTU3aUnen.

[aTtarpammbl sFlow MoOryT BbIBOOUTLCA TOMbKO B TOM Chnyyae, ecnv ansg
CcooTBeTCTBYOLWEro konsnekropa skFlow HacTpoeH IP-agpec.

BknroyeHne BbIBOAA BbIOOPOK cYeTYMKA B Konnektop sFlow

O6s3arenbHas KoHurypauus.

Bbl moxeTe ncnonb3oBatb komaHay sflow counter collector, 4Tobbl NO3BONUTL AreHTy
sFlow oTnpaBnATb BbIGOPKM CHETYMKOB KOMnekTopy sFlow.

OTO AOMKHO ObITb BKNIOYEHO B MHTepdence, YTOObl OTAPaBNATbL BbIOOPKM CHETHMKOB B
konnektop sFlow. Kpome Toro, gomkeH cyuwlectBoBaTtb Konnekrtop sFlow, mapwpyT K
Hemy gorkeH 6bITb 4OCTYNeH, a IP-agpec cooTBeTcTBYOLWEro Konnekropa sklow 6bin
HaCTPOEH Ha yCcTponcTee areHTa sFlow.

CuHTakcuc sflow counter collector collector-id

KOMaHabl

Onucanwue collector-id: naeHtTndpumkatop konnektopa sFlow. [lnanasoH ot 1 go 2.
napameTpoB

Mo ymonuaHuio | OTnpaBka cyeTymMka BbIGOpPOK B komnektop sFlow oTkniodeHa no

YMOJYaHWIO.

Pexxum komaHg | Pexxum koHdurypaumm nHtepderica
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Wcnonb3oBaHue
KOHUrypauum

OTy KOMaHLY MOXHO MCNorb3oBaTh Anst PU3NYECKNX NopToB, NopToB SVI un
NOPTOB C JOMNOSTHUTENBHON MapLUpyTU3aLneEN.

[atarpammbl sFlow MOryT BbIBOOUTBHCA TOSMILKO B TOM Crlyyae, ecnu ans
CcooTBeTCTBYOLWEro konsnekropa skFlow HacTpoeH IP-agpec.

Bknro4yeHne cyeTuymka BbiIOOPKM U BbIOOPKM NOTOKA
o (ObsizaTenbHasa KoHpUrypauus.

¢ Bbl MOXeTe ncnonb3oBatb komaHay sflow enable, 4Tobbl BKNIOUNTL BLIGOPKY NOTOKA M
BbIOOPKY cyeTuMka Ha uHTepdence.

e Ha npou3BOAUTENLHOCTb MNEPECLINKN MHTEepdenca MOXET MNOBMUATbL BKIIHOYEHNE
BbIOOPKM NoTOKA.

CuHTakcuc sflow enable [ ingress | egress ]

KoMaHabl

Onuncanue ingress: BkntoyaeT Bblbopky sFlow B HanpaBneHun Bxoaa.
napameTpoB

egress: BkntouwaeT Boibopky sFlow B HanpaeneHuu Bbixoaa.

Mo ymonyaHuio

dyHKUMA BbIGOpKKN sFlow Ha uHTepdence No yMon4aHMio OTKIOYEHA.

Pexum komaHg

Pexxum koHdurypaumm nHtepderica

Mcnonb3oBaHue
KOHdoUrypaumm

OTy KOMaHAy MOXHO MCMONb30BaTh ANSA BKOYEHUSA BbIOOPKM cyeTumka u
BblIOOpKM MnoToka Ansg duanmdeckux noptoB, noptoB SVI m nopTtoB C
nogmMapLupyTmsaumen.

Ecnv napameTp HanpaBneHus He ykasaH, BKrovaeTcs Bolbopka B 060ux
HanpaBneHusx.

Moptel SVI 1 nopTbl C nogmaplpyTu3aumen noaaepXkuBaroT TOMbKO
BXOAHOW napameTp.

7.4.1.4. MeToa NnpoBepKU

o Vcnonbaynte komaHay show sflow pns otoGpaxeHus koHdurypaumm sFlow un
npoBepbTe, cornacyetcd nu otobparkaemas nHdopmaumns ¢ KoHurypauven.

7.4.1.5. NMpumepbl KOHDUrypaumum

HacTtpoika BbIOOPKM NOTOKA U BbIOOPKM cYeTYMKa Ansa areHta sklow
CeTeBoe OKpyxXeHue:
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sFlow Collector
182.168.3.100

Te /3
192 168.3.1

Te 011 Te 02
19:.168.1.1 159:2.168.2.1
Switch A

PucyHok 40.

Kak nokaszaHo Ha PucyHke 40, 3anyctute KoMmyTaTop A, KOTOPbIA CRYXUT
areHToMm sFlow, BknounTe BbIOOPKY NOTOKa 1 BbIOOPKY CYETYMKA Ha NOPTY
Te 0/1, otcnexuBante Tpauk B cermeHTte cetn 192.168.1.0,
WHKancynupynte Tpaduk BbiGopkn B gaTarpammbl sFlow Ha uepes
perynsipHble MNPOMEXYTKM BPEMEHW UMM Npwu 3anonHeHun Oydepa wm
oTnpasnATb Aatarpammel sFlow konnektopy sFlow gns aHanusa tpacduka.

MeToa e Hactponte 192.168.1.1 B kayecTBe agpeca areHta sFlow.
KOHcpurypaLmm e Hactpoiite 192.168.3.100 B kauecTBe aapeca konnektopa sFlow 1
1 6343 B Ka4yecTBe HOMepa nopTa.
e Hactponte wuHTepcpenc TenGigabitEthernet 0/1 pgna BbiBoga
BbIOOPOK MOTOKA M BLIOOPOK cyeTyMka Ha kKonnektop sFlow 1 un
BKNtounTE OYHKUMIO BbIOOpKK SFlow Ha aTom uHTepdence.
MNepekntovaTens QTECH# configure terminal
A QTECH(config)# sflow agent address 192.168.1.1
QTECH(config)# sflow collector 1 destination 192.168.3.100 6343
QTECH(config)# interface TenGigabitEthernet 0/1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow flow collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow counter collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow enable
QTECH(config-if-TenGigabitEthernet 0/1)# end
MeTon Wcnonbsynte komaHgy show sflow, 4tobbl npoBepuTb, cornacyroTcs nu
npoBepKu BbIXOAHbIE AaHHbIE KOMaHAbl C KOHUrypaumen.

QTECH# show sflow
sFlow datagram version 5
Global information:

Agent IP:192.168.1.1

sflow counter interval:30

sflow flow max-header:64
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sflow sampling-rate:8192

Collector information:

ID IP Port Size VPN

1 192.168.3.100 6343 1400

2 NULL 01400

Port information

Interface CID FID Enable

TenGigabitEthernet 0/1 11Y

7.4.2. Hactpounka gononHuTernbHbIX NapameTpoB sFlow

7.4.2.1. AcpdeKT KoHdUrypaumm

Bbl MOXeTe HacTpouTb TOYHOCTb BbIOOPKM AaHHbIX, U3MEHWB COOTBETCTBYHOLUME aTpPUOYThbI
napameTpoB SFlow.

7.4.2.2. NMpumeyaHus

Ha npoun3BoanTENnbHOCTb MEPECHISIKM MOXET MOBMAMATH CIMLWIKOM HWU3Kasi vactoTa
BbIOOpPKM.

7.4.2.3. MeToa KoHcUrypaumm

Hactponka makcumanbHOM ANWHbI BbIXOAHOM AaTarpamMmmbl SFlow

JononHuTtenbHasa koHdUrypaums.

Bbl moxeTe wucnonb3oBate komangy sflow collector gna HacTponku OnviHbl
patarpammbl sFlow, ucknioyas 3aronoBok Ethernet, 3aronosok IP n 3aronosok UDP.
Hatarpamma sFlow MmoxeT cogepkaTb O4HY UM HECKONbKO BbIBOPOK NOTOKa U BbIGOPOK
cyeTymka. HacTtpolika makcumanbHOW OfMHbI BbIXOAHOW Adartarpammbl SFlow moxer
NPMBECTU K TOMY, YTO KONMyecTBO gartarpamm sFlow, BbiBOAMMbIX Npu o6paboTke
onpedeneHHoro KonuyecTea BbIOBOPOK MOTOKa, OygeT oTnuMyaTbCAa OT KONuvecTBa
Aatarpamm sFlow, BbIBOAMMBIX Npy 00paboTke TOro e KONM4YecTBa NakeToB cUETYMKA.
Ecnn makcumanbHasa anuHa npesbiwaet MTU, BbixogHble gatarpammbl sFlow 6yayT
CEerMeHTUpPOBaHbI.

CuHTakcuc sflow collector collector-id max-datagram-size datagram-size
KOMaHabl

Onucanwue collector-id: naeHtndpukatop konnekropa sFlow. [lnanasoH ot 1 go 2
napameTpoB

max-datagram-size datagram-size: MakcumanbHas ANWHA BbIXOOHON
patarpammebl sFlow. [InanasoH ot 200 go 9000.

Mo ymonyaHuto | 3HayeHue no ymonyaHuio — 1400.

Pexum komaHg | Pexxum rnmobanbHon kKoHurypaumm

HaCTPOﬁKa 4YacToThbl BbIGOpKM NMOTOKa

JononHuTenbHasa kKoHUrypaums.
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Bbl moxeTe ncnonb3oBaTtb komaHay sflow sample-rate ana HacTpowku rnobansHoN
4YacTOTbl BbIOOPKM NOTOKA.

KoHcpurypaumsa 4yactoTbl BbIGOPKM NOTOKA MOXET NOBMAUSATbL HA TOMHOCTb BbIGOPKM SFlow.
bonee Hu3kaa 4vactoTa BbIOOPKM O3Ha4vaeT Oorfee BbICOKYH TOYHOCTb U Gornbluee
notpebnenue L. Takum oGpasom, NpoM3BOOMTENBHOCTbL MEPECHITKU MHTepdenca

MOXEeT ObITb CHXKEHA npu HM3KOM YacToTe BbI60pKI/I.

CuHTakcuc sflow sampling-rate rate

KoMaHabl

OnucaHne rate: Yactota Bblbopkn sFlow. OomMH nakeT BbIOMpaeTCcd M3 KaxdblX N
napameTpoB nakeToB (N paBHO 3Ha4YeHUto ckopocTn). nanasoH ot 4096 0o65 535.

Mo ymonyaHuio

YacTtoTta Bbibopku rnobanbHOro notoka no ymonyaHuo coctaenseT 8192,

Pexum komaHg

Pexwnm rmobanbHon KoHdUrypaumm

Mcnonb3oBaHue

OTa koMaHda NCNonb3yeTcs ANst HACTPOWKK rMobarnbHON YacTOoThl BbIOOPKK

KOHcpurypauum

notoka sFlow, n Bbibopka notoka sFlow ana Bcex WHTepdencos
NCNoNb3yeT 3Ty YacToTy BbIOOPKMN.

HacTponka makcumanbHOM ANWHBbI 3arosioBKa nakeTa, KonupyemMoro Bo Bpems
BbIOOPKM NOTOKA

[ononHuTteneHas koHdurypaums.

Bbl moxeTe wucnonb3oBaTb komangy sflow flow max-header gna rno6anbHom
HACTPOWKWN ONVHbI 3arofioBKa nakeTa, KOnMpyemoro Bo BpeMs BbIGOPKKM NMOTOKA.

lMonb3oBaTenu MOryT MCMOnb3oBaTb 3Ty KOMaHAy ANs U3MEHEeHUs MHdopmauum o
pararpamme, oTtnpaenseMon konnektopy sFlow. Hanpumep, ecnn nonb3oBatens
BGecnokouT 3aronoBok IP, aTOT nonb3oBaTternb MOXeT 3agaTb ANuHY 56 6anT. Bo Bpems
WHKancynsumm obpasuoB noToka nepeble 56 6anToB NakeTa oOpasL OB KONMPYHOTCH B
pararpammy sFlow.

CuHTakcuc sflow flow max-header length

KoMaHabl

Onuncanwne length: makcumanbHaa gnvHa Konvpyemoro 3arofioBka nakeTa. [uanasoH
napameTpoB ot 18 oo 256.

Mo ymonuaHuio

Mo ymonyaHuio AnnMHa 3arofoBka NakeTa, KonMpyemoro Bo BpeMsi BbIGOPKM
rnodanbHOro NoToKa, coctaBndeT 64 banTa.

Pexum komaHpg,

Pexwnm rnobansHon KoHdUrypaumm

Wcnonb3oBaHue
KOHUrypauum

HacTtponTte makcumanbHOe KONMM4ecTBO GaMTOB COOEPXKMMOro nakera,
CKOMMPOBAHHOIO M3 3arofioBka WCXogHoro naketa. CkonvpoBaHHoOe
COOEPKMMOE 3amnnCbIBaETCH B CrEHEPUPOBAHHYIO BLIOOPKY.

HacTtpowka nHtepBana BbIGOpKU

JononHutenbHas KOHUrypaumsi.
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¢ Bbl MmoxeTe ucnonb3oartb komaHay sflow counter interval gna HacTponkn nHTepeana
BbIOOpKM rnobanbHOro cyeTymnKka.

o  Bknounte nHTepdenc BbIGOpKM cyeTumKka, YToObl OTNPaBNSATbL CTATUCTUKY NO HEMY B
KonnekTop sFlow ¢ nHTepeanom BbIOOPKN.

CwuHTakcuc sflow counter interval seconds

KoMaHabl

Onuncanwne seconds: BpemeHHon nHtepean. [Juana3oH coctaenseT ot 3 0o 2 147 483
napameTpoB 647. NamepsieTca B CekyHOax.

Mo ymonyaHuio

NHTepBan BbIGOPKM rnobanbHOro cyeTynka no ymonyauumio cocrtaenset 30
CEeKyHA.

Pexum komaHg

Pexnm rmobanbHon KoHdUrypaumm

Mcnonb3oBaHue
KOHGoUrypaumm

OTa KoMaHga wucnonb3yeTcs Ans HacTpouku rnobanbHOro MHTepsana
BblGopkM cyeTumka sFlow, n Beibopka cueTumka sFlow Bcex nHtepdencos
NCNonb3yeT 3TOT UHTEpBaI BbIOOPKM.

HacTtpowka ncxogHoro agpeca sFlow
o [lononHuTenbHas KoHpurypauus.

e Bbl moxeTe ucnonb3osaTb UcToYHKK Sflow { address | interface } ana HacTpoyku
ncxogHoro agpeca sFlow ncxogsimx nakeTos.

KomaHga sflow source { address {ip-address | ipv6 ipv6-address }} | { interface {
interface name | ipv6 interface-name }}

OnucaHne address: HacTpanBaeT ncxoaHbin |P-agpec BbIXodHbIX NakeToB sFlow.

napameTpoB

ip-address: IPv4-agpec ncrovHmka sFlow
ipv6-address: IPv6-agpec ncrodHuka sFlow.
interface: HacTpamMBaeT UCXOOHbIN MHTEPMENC BbIXOOHbLIX NakeToB sFlow.

interface name: sFlow

IPv4-appecom)

McxogHbl  nHTepdoenc (HacTpoeHHbIn C

ipv6 interface-name:
agpecom |IPv6)

UcXoaHbIn nHTepdenc sFlow (HacTpPOeHHbIn C

Mo ymonyaHuio

Mo ymonuaHuio agpec uctoyHuka skFlow (sFlow Source) — ato IP-agpec
NOKanbHOro YCTPOMCTBA, KOTOPbIA MCMONb3yeTCca ANnd NpPOBEpPKU CBSA3M C
IP-agpecom Ha3HaveHus.

Pexum komaHpg,

Pexwnm rmobansHon KoHdUrypaumm

Wcnonb3oBaHue
KOHUrypauum

OTa KOmMaHOa wcnonb3yeTca Ana HacTpowku wucxogHoro |P-agpeca
BbIXO4HbIX NAKeToB. ECnn ncxogHbIn MHTEPdENC ykasaH, NnepBUYHbLIN agpec
nHTepdgenca 6Gynet ucxogHbiM IP-agpecom BbiIxogHbIX nakeToB. Ecnn
UCXOOHbIN UHTepdenc He ykasaH unu IP-agpec ncxogHoro uHTepdeinca
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HegoCTyNeH, Hanpumep, MHTepdENC OTKMOYEH, ByaeT MCnonb3oBaThCs
NCXOAOHbIN adpec No yMONYaHuio.

7.4.2.4. MeToa NnpoBepKU

e [posepbTe, nonyyeHa nu gatarpamma sFlow ¢ o6pasuamMu Notoka Ha Konnektope

sFlow.

e Wcnonb3ynte komangy show sflow gna otoGpaxeHus koHdurypauumn sFlow wu
npoBepbTe, cornacyeTcst v otobpaxaemasi MHopMaumst C KOHpUrypaumen.

7.4.2.5. NMpumepbl KOHDUrypaumum

HacTtpoika gononHuTenbHbIX napameTpoB sFlow

CeTeBoe e YcraHoBMTE 4acToTy BblbOpkM noTtoka Ha 4096 B pexume
OKpYXXeHune rnobanbHOn KOHUrypaLumm.
e HacTtponTe AOnuHy 3aronoBka nNakeTa, KOMMPYeMOro BO BpeMs
BblOOpkM noToka, Ha 128 6GantoB B pexume rnobanbHON
KOHcpurypauuu.
e YcTaHoBMWTE MHTepBan BblI6opkM paBHbiM 10 B pexxume rrnobanbHom
KOHUrypauum.
Metop QTECH# configure terminal
ST LI QTECH(config)# sflow sampling-rate 4096
QTECH(config)# sflow flow max-header 128
QTECH(config)# sflow counter interval 10
CeTteBoe e Cpenatb Tak, 4TOoObl Tpaduk npoxoaun 4epes WUHTepdenc
OKpYXeHune TenGigabitEthernet 0/1.
e [lpoBepbTe, ectb nu Tpaduk Ha uHTepdence TenGigabitEthernet
0/1 Ha sFlow Collector 1.
e Wcnonb3synte komangy show sflow, u4tobbl npoBepuThb,
COrnacytTCs N BbIXOAHbIE AaHHbIE KOMaHAbl C KOH(Urypaumnen.
MeTon QTECH# show sflow
fpoBEpku sFlow datagram version 5
Global information:
Agent IP:10.10.10.10
sflow counter interval:10
sflow flow max-header:128
sflow sampling-rate:4096
Collector information:
ID IP Port Size VPN
1 192.168.2.100 63431400
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2 NULL 0 1400
Port information
Interface CID FID Enable
TenGigabitEthernet 0/1 01Y
7.5. MOHUTOPUHT
7.5.1. OTOOpaxeHue
PyHKUMA KomaHpa
OTo6paxaeT koHurypaumto sFlow. | show sflow
7-135
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8. HACTPOUKA NETCONF
8.1. O630p

MpoTtokon koHdurypauumn cetn (NETCONF) — 3T0 coBepLUEeHHO HOBbIM MPOTOKOST HA OCHOBE
Extensible Markup Language (XML), npeanoxeHHbin paboyen rpynnon NETCONF Llenesown
rpynnbl no paspabotke WHTepHeTta (IETF) B 2003 rogy. Ero MoxHO wucnonb3oBatb And
HACTPOMKN YCTPONCTB, U3BMEYEHUS NapaMeTpoB, MOHUTOPUHT MU ynpasneHne. OTOT NPOTOKON
NPYHUMaET PEXNM CBS3UN KNMEHT/CepBep, B KOTOPOM NporpammMa cepsepa npoTokona pabotaet
Ha YCTpPOMCTBE, a MporpaMmma KnuMeHTa npoTokona paboTtaeT Ha knueHTax. dopmat XML
MCNONb3yeTCs B NakeTax 3TOro NPOTOKoNa, BKMYasa BCe AaHHble KOHUrypauum n coobLieHms
npotokona. MNMpotokort NETCONF cOCTOUT 13 YeTbipex YPOBHEN: YPOBHSA COOEPKUMOro, YPOBHS
onepauuin, ypoBHS yaaneHHoro BbidoBa npouenyp (RPC) 1 TpaHCNOPTHOro ypoBHS. YpoOBEHb
KOHTeHTa npeactaBnset cobor Habop OOBLEKTOB ynpaBnseMblX OaHHbIX, U1 HA 9TOM YpPOBHE
XPaHATCA AaHHble KOHUIypaLumm yCTPONCTB. YPOBEHb Onepauni — 3To 6a30BbIN NPUMUTUBHbIV
Habop onepauun, npumeHsieMbin K RPC, Hanpumep <get>, <get-config>, <edit-config> n <delete-
config>. YpoBeHb RPC npepoctaBnseT NpoOCTON MeXaHW3M, HE CBA3aHHbINA C TPAHCMOPTHLIMMU
NPOTOKONaMKN, U 3TOT MEXaHW3M OnpeaenseT 3MeMeHTbl HEKOTOPbIX coobLieHun obpaTHomn
cBA3n 06 owmnbkax. TpaHCNOPTHbLIN ypoBeHb obecneydnBaeT 6€30nacHbI TPaHCMNOPTHBIN KaHar.
Mpotokon NETCONF nogoepxmsaet Secure Shell (SSH) (o6sa3atenbHo), Simple Object Access
Protocol (SOAP) n Block Extensible Exchange Protocol (BEEP).

lNMpoTokonbl U ctaHaapTbl
o RFC4741: MNpoTokon koHdpurypauun NETCONF

o RFC4742: Vcnonb3oBaHue npoTokona koHgurypaumm NETCONF yepes Secure Shell
(SSH)

e RFC4743: Ncnonb3oBaHne NETCONF no npoTokony NpocToro AocTyna K obbektam
(SOAP)

o RFC4744: Wcnonb3oBaHue npoTtokona NETCONF no npoTokony pacluMpeHHOro
obmeHa 6riokamu (BEEP)

e RFC5277: YBegomneHust o cobbitnax NETCONF

e RFC5381: OnbiT peanu3aumm NETCONF yepe3 SOAP

¢ RFC5539: NETCONF 4epe3 6e30nacHOCTb TPaHCMOPTHOrO ypoBHSA (TLS)

e RFC5717: RPC c yactuuHon 6nokuposkon ans NETCONF

¢ RFC6022: Cxema moHuTopuHra NETCONF

e RFC6241: lNMpoTokon KoHurypaumm cetu

o RFC6242: Ncnonb3oBaHne NpoToKona KoHdurypaumm cetn Yepes Secure Shell
o RFC6243: BO3MOXHOCTb UCMOMb30BaHUA 3Ha4YeHUn no ymondaHuio ans NETCONF
e RFC6470: Cobbitusa ysegomnenunn NETCONF

e RFC6536: Mogenb ynpasnexus goctynom NETCONF (NACM)

e RFC4741 n RFC4742 3ameHeHbl Ha RFC6241 n RFC6242 coOTBETCTBEHHO.
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8.2. MpunoxeHus

MpunoxeHune OnucaHwue

YnpasneHve ceteBbiMM | MNonb3oBatenu oTnpaBnAlT nakeTbl koHurypaumm NETCONF
yctponcteamm NETCONF B ¢opmate XML Ha ycTponcTBa C NOMOLLLI MPOrpamMmMHOro
obecnevyeHns Ons ynpaBfeHUs CeTblo, YCTAHOBIIEHHOrO Ha
KnneHt NETCONF gonsi HacTponku yCTPOWCTB M ynpaBneHus
nmu.

8.2.1. YnpaBneHue ceteBbiMu ycTtponcteBamu NETCONF

8.2.1.1. CueHapuu

Kak nokazaHO Ha pUCYHKE HMXe, NoNnb3oBaTenM MOryT WCNoMb30BaTb MpPOrpammMHoe
obecneyveHne ans ynpasnenus ceteto NETCONF anga ynpaeneHus ceTeBbIMU YCTPOMUCTBAMM U
NX MOHUTOPUHra.

Device (NETCONF server)

Network management
personnel (NETCONF client)

Device (NETCONF server)

& ¢ > ¥y

Device (NETCONF server)

PucyHok 41.

8.2.1.2. PasBepTbiBaHUe

CrtaHums ynpasrneHus ceTbio U ynpaBnseMble CeTeBble YCTPOWCTBA CBSA3aHbl Yepe3 ceTw.
MpoTtokon SSH pgomxeH paboTtaTb kak Ha NporpammMHOM obecnedeHun Ans ynpaBneHnsi CeTbio,
Tak 1 Ha ycTponcTBax. Ha ctaHumu ynpasneHuns ceTblo C NOMOLLbIO MPOrpaMmmMHoro obecneyeHnst
ynpaeneHns cetbto NETCONF nonb3oBatenu Moryt nonyyduTb AocTyn kK 6asam gaHHbIX
KOH(purypaumm n 6a3am gaHHbIX COCTOSHUA Ha CETEBbIX YCTPOWCTBAX, NOnyyaTb YyBeAOMMAEHUS
0 cobbITMAX, OTNPaBfEHHbIE C CeTEeBbIX YCTPOWCTB, a TakkKe YnpaBnATb M KOHTPONMpOBaTb
ceTeBble YCTPOMCTBA.
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8.3. PyHKUUN

8.3.1. ba3oBble KOHLEeNTbI

8.3.1.1. O6wume ycnoBusa
o RFC: yganeHHbI BbI3OB npoueayp
¢ DM: mogenb gaHHbIX

8.3.1.2. CTpyKTypa npoTokona
Ha pucyHke HMxKe nokasaHa cTpykTypa npotokona NETCONF.

Content layer

Operation layer

RPC layer

Transport layer

PucyHok 42. Ctpyktypa npoTtokona NETCONF

8.3.1.3. CeccMoHHOe coeAnHeHne

e NETCONF 4yepe3s SSH

Cepeep otcnexuBaeT nopt 830. MNepen ncnonb3osaHmem npotokoria NETCONF Heobxoanmo
yCcTaHOBUTb KaHan SSH. YcrtaHoBka kaHana SSH (nogcuctema SSH, HasbiBaemas netconf)
TpebyeT ayTeHTUmMkauun nonb3oBaTens WM COrnacoBaHWMA psga  anropuTtMoB nepefayduv
(BKNtOYas cornacoBaHWe K4Yer, anropuTM CKaTud, anropuTM XeluvMpoBaHWS, anropuTm
LWNPpOBaHUSA U anropuT™M NOANnUCHK).
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NETCONF client NETCONF server (device)

Connection establishment N

< SSH initialization, user authentication, and establishment of a subsystem channel

< Hello packet

Hello packet

NS

RPC packet

< RPC-reply packet

S— e

NS NS

PucyHok 43. MakeTbl, koTopbiMn 06MeHunBatoTcs B ceaHce NETCONF

8.3.1.4. O6bmeH Habopamn BO3MOXHOCTEN

Habopbl BO3MOXXHOCTEN A0MKHbBI ObITb 06MEHEHbI NOCE TOro, Kak kaHan yctaHoBneH. U cepsep,
N KIMEHT npegocTaBnAlT CBOW peanu3oBaHHble Habopbl BO3MOXHOCTEW W UrHOPUPYIOT
BO3MOXHOCTU, KOTOPbIE HE MOHATHLI UK He peann3oBaHbl. Kaxkabi peer 40mKeH NogaepKmBaThb
Kak MMHMMYM ©6a3oBble BO3MOXHOCTM npoTokona (urn:ietf:params:netconf:base:1.1). Ecnu
NETCONF-npoTtokon coBmecTMM C 0onee paHHEN Bepcuen MpoTOKoNia, peer OOSKeH
nogaepxmeatb 6a3oBy0 BO3MOXHOCTb (urn:ietf:params:netconf:base:1.0) aton paHHen Bepcumn.

np0TOKO.I1beIe onepauuun

Ana onepaunoHHoro ypoeHs NETCONF onpegeneHbl AeBATb OCHOBHbIX MeTOA40B paboThl, a
MeToAbl onepauunm criegyowme: <get> n <get-config> — onepaumm nony4yeHuns aHaveHus, <edit-
config>, <copy-config> n <delete-config>. config> — onepauun HacTponku, <lock> n <unlock>
— onepauuun 3awuTbl OT BNOKUMPOBKK, NpeocTaBnseMble B Criydyae napanserbHbiX onepaummn
Had KpUTUYECKMMMK pecypcamu ycTponcTtea (damnammu koHdurypauum), a <close-session> n
<kill-session> — onepaLum 3aBepLIEHNs ceaHca.

e <get>: nonyyaeT AaHHblE O COCTOSIHUM U KOHpUrypaumm ycTponcTBea.

e <get-config>: nony4aeT OaHHble KOH(Urypauum Ha OCHOBe y3na dunbTpauun B
3anpoce RPC.

o <edit-config>: HacTpanBaeT yCTPOMNCTBO Ha OCHOBE MPEAOCTaBIEHHOIO onpeneneHns
mModenu AaHHbIX U aTpubytoB onepauun. OQMH BaxHbIN aTpubyT operation MOXHO
HacTpouTb Ha merge, replace, create, delete unn remove, a 3Ha4eHue NO yMONYaHNUIO
— merge.
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e <copy-config>:  CkonupyeT  KOH(UrypaumoHHbIN  pann, Hanpumep, copaa
aKkoHurypaumna-kaHanaaT BaKOHMUIypauMoHHbIM - doann, Konga akoHdourypaums
3anycka B TEKyLlyl KOH(urypauuio v Hanuwutec apaboTaloLlyto KOHUrypaumio B
CTapTOBYIO KOH(pMrypaumo. 3T onepawmmn KonnpoeaHusa TpebdyroTuenesble dannb Ans
NoAaepXKMBO3MOXHOCTb 3anucu.

e  <copy-config>: KonupyeTt Gann KoHdourypaumm, Hanpumep, Konupyet
KOHpurypauuio-kaHanaaTt B pann KoHurypaumm, KonupyeT KOHUrypaumio 3anycka B
TEKyLLYIO KOH(Urypaumio M 3anucbiBaeT TeKyLlyl KOHJUrypauuio B KOHUrypauuio
3anycka. [ns 9Tux onepauuin KonMpoBaHMS HeoOXOo4uMMbl LeneBble  dainnsbl,
nogaepXxmaatoime BO3MOXHOCTb 3anuciu.

e <delete-config>: ypanseTr dann KoHdurypauum yctponcTtea. 3anyLwieHHbin dann
KOHpUrypauum ycTponcTea He MOXeT ObiTb yaaneH.

e <lock>: obecneumBaeT 3awuTy OT BNOKMPOBKU (hannoB KOHPUIYPaLMOHHBIX AAHHbIX.
Korga knueHT nonyyaet AocTtyn (Mnv naMeHeHue) danna [aHHbIX KoHdurypauum
YCTPOWNCTBA, APYrMe KNUeHTbl unmn KnunenTtol, He oTHocAwmeca K NETCONF (Takne kak
SNMP unun CLI-knueHTbl), He MOryT NONy4YnTb AOCTYN (MNN M3MEHUTL) han gaHHbIX
KOHcpurypauuu.

e <unlock>: pa3bnokupyeT dann gaHHbIX KOHUrypaumm.

e <close-session>. 3aKkpblBaeT TEKYLLMA CeaHC, BK4Yash OCBOOOXOEHMEe pecypcos,
CHATME BNOKMPOBKM U OTKMNoYeHre. Korga BbINOMHAETCA 3Ta onepauusi, Heo6xoaMmo
ybeantbca, 4to ob6paboTka Tekywlenm CnyxObl 3aBeplueHa W HOBbIA 3anpoc He
obpabaTtbiBaeTcs.

e  <Kkill-session>: npuHyaMTeNbHO 3aBepluaeT ceaHC (TEKYLUMA CeaHC He MOXEeT ObITb
3aBepLUeH), BKNoYasa ocBoboXaeHNE pecypcoB, CHATME BNOKNPOBKM N pa3beanHEHME.
MNpy BbLIMONHEHWM 3TOWM onepauun Tekywas cnyxba gomkHa OblTb NpekpalleHa, a
He3aBepLUEHHble CNyX0bl AOMKHbI ObITb BO3BPALLEHbI B COCTOSIHWE, NpeaLlecTByoLLee
obpaboTke cnyxobl.

8.3.2. 0630p

OcobeHHOCTb OnucaHue

O6meH Habopamu | Cepeep NETCONF w©  knvMeHT B3aMMHO  OTNpaensioT  Habopbl
BO3MOXHOCTEMN BOo3MOXHocTen apyr apyry. CepBep (yCTpOWCTBO) NOAAEpPXKMBaET
NETCONF 1.0 n NETCONF 1.1.

<get> KnneHT nony4aeTt AaHHble O KOHdUrypaumm Nnm cocTosiHAM YCTPONCTBA.

<get-config> KnneHT nony4aeT AaHHble KOHUrypaLmm yCTponcTBa.

<edit-config> KnneHT nsmeHsaeT gaHHble KoHUrypaumm ycTpomcTBea.

<copy-config> KnneHTt konupyeT ¢hann koHdurypaumm Ha yCTpOUCTBE B Opyron dhann
KOHcpurypauuu.

<delete-config> KnneHT yganseT KoOHpUrypauvoHHbIn gann Ha yCTPONCTBeE.

<close-session> KnueHT aktuBHO 3akpbiBaeT Tekywmn ceaHc NETCONF ¢ ycTponcTBoM.
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OcobeHHOCTb OnucaHue

<lock> KnueHT 6nokmpyeT dann koHdurypaumm ¢ ycTponcTaa.

<unlock> KnneHT pasbnokupyeT ann KoHdurypauum ¢ ycTponCcTBa.

8.3.3. ObmeH Habopamn BO3MOXHOCTEN

Knnent NETCONF un cepep NETCONF obmeHuBatoTcsi cCBOMMM Habopamu BO3MOXHOCTEWN
cpasy nocne yctaHoBrneHus coeguHeHus. OHM MOryT BbIMOMHATL NOCMeAyoLWmne onepaumm ¢
AaHHbIMKW, TONMBLKO €Criv OHWM MogaepXMBaloT Ty ke Bepcuio npotokoria NETCONF. dopmar
OTNpaBnseMbIX NAKETOB CNeaYHLLNIA:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.1
</capability>
<capability>
Capability set 1
</capability>
<capability>
Capability set 2
</capability>
</capabilities>
<session-id>Session |ID</session-id>
</hello>

NMPUMEYAHMUE: MakeT obmeHa BO3MOXHOCTSAMU, OTNPABMEHHbIN OT KNMEHTa K cepBepy, He
MOXET cogepxaTtb naeHTudukaTop ceaHca (<session-id>).

Mpumep obmeHa Habopamy BO3MOXHOCTEN Ha cepBepe:
<hello xmlns="urn:ietf:.params:xml:ns:netconf:base:1.0">
<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-

running:1.0</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-yang-types?module=ietf-

yangtypes&amp;revision=2013-07-15</capability>
<capability>urn:rg:params:xml:ns:yang:rg-tacacs?module=rg-

tacacs&amp;revision=2016-10-25</capability>
<capability>urn:rg:params:xml:ns:yang:rg-interfaces?module=rg-

interfaces&amp;revision=2016-10-25</capability>
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<capability>urn:ietf:params:xml:ns:yang:ietf-inet-types?module=ietf-
inettypes&amp;revision=2010-09-24</capability>

<capability>urn:rg:params:xml:ns:yang:rg-openflow?module=rg-
openflow&amp;revision=2016-09-26</capability>

</capabilities>

<session-id>28</session-id>

</hello>

Mprumep o6meHa Habopamy BO3MOXXHOCTEN Ha KITMEHTE:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>

</hello>

8.3.4. <get>

OTa onepauus ucnomnb3yeTcs ANs NONYYEeHUS [OaHHbIX KOHurypauum wunmM COCTOSIHUSA
YCTPONCTBA.

dopmaT nakeToB, OTNPABSEMbIX KITMEHTOM, CReayHOLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<filter type="subtree">
Configuration data (or state data) filtering rule
</filter>
</get-config>
</rpc>
dopmaT nakeTos, BO3BPaLLAEMbIX CEPBEPOM, CreayOLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data (or state data)
</data>
</rpc-reply>

Ecnv HM 04HO M3 NOOMHOXECTB AaHHbIX COCTOSAHUS Ha YCTPOWCTBE He COOTBETCTBYET NnpaBuny
dunbTpaLmmn, yCTPONCTBO BO3BpAaLLaeT NycTon y3en AaHHbIX, MOKa3aHHbIN HUXE:

<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:;params:xml:ns:netconf:base:1.0">

<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>
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</rpc-reply>

8.3.5. <get-config>

OTa onepauus Ucrnonb3yeTcs ANs Nony4YeHns AaHHbIX KoHUrypaumm yctporictea. OH nomnyyaet
NOOMHOXECTBA [AaHHbIX KOH(WUrypauuMm Ha OCHOBE pasfu4YHbiX OTBETBIEHUIA NpaBun
unNbTPaLUMK, HO HE MOXET NOMYYNUTb AaHHbIE O COCTOSIHUM YCTPONCTBA.

dopmaT nakeToB, OTNPaBNAeMbIX KITMEHTOM, CreayoLWNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree">
Protocol filtering rules
<[filter>
</get-config>
</rpc>
dopmaT nakeToB, BO3BpaLLAeMbIX CEPBEPOM, CreayoLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:;params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data
</data>
</rpc-reply>

Ecnu HM 0OHO M3 NOOMHOXECTB AaHHbIX KOHCbI/IpraLI,VII/I Ha yCTpOIZCTBe HEe COOTBETCTBYET
npasuiam CbI/IJ'IpraLI,VII/I, yCTpOIZCTBO BO3BpallaeT I'IyCTOIZ y3en OaHHbIX, NnokKasaHHbIA HWXe:

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

</rpc-reply>
8.3.6. <edit-config>

OTa onepauua ucnonb3yeTcs AN PEedaKkTUpPOBaHWSA  KOHUrypaumm Ha  OCHOBe
NPeAoCTaBIEHHOro onpeaeneHna Mogenu AaHHbIX n atpubytoB onepauun. MNakeTsl edit-config
coaepxart natb aTpubyTOB Onepauun, KOTopble ykasaHbl B onucaHum atpmbyTta onepauun yana
KOHurypaumm B goctasneHHblx XML-nakeTax. [aTe aTpubyToB cnegyrowme:

merge: obbeauHsieT AaHHble KOHurypaumm B naketax edit-config, koTopble cogepxaT aToT
aTpubyT, B yKasaHHbIN hann KoHdurypaumm yctporctea (Mnu 6a3y AaHHbix). Ecnn gaHHble
KOH(Urypaumm He CyLLLeCTBYIOT, OHW CO34al0TCs Ha OCHOBE JOCTaBMEHHOTO KOHTEHTA.
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replace: ucnonb3yeT AaHHble KOHUrypauun B naketax edit-config, kKoTopble cogepxaTr 3ToT
aTpubyT, ANA 3amMeHbl CBSA3aHHOTO Yy3na [AaHHbIX KOHdurypauum B yKasaHHOM cpaunne
KoHdurypauum yctponctea (unm 6ase gaHHbix). Ecnv gaHHble KOHUrypaumm He CyLeCTBYHOT,
OHM CO3[al0TCs Ha OCHOBE [OOCTaBfIEHHOro KOHTeHTa. YcTtponctBa QTECH BpemMeHHO He
noggepxuealoT 3Ty onepaumio. Ecnv Takon atpubyT gocTaBneH, OH paccMaTpuBaeTCs Kak
aTpubyT cnnsiHus.

create: cosgaeT B yka3aHHOM dhanne AaHHbIX KOHdurypaumm (mnm 6as3e AaHHbIX) OaHHble
KoHdurypauun B naketax edit-config, koTopble cogepxaTt aT1oT aTpubyT. Ecnu paHHble
KOH(Mrypauum He CyLLECTBYIOT, OHM CO34alTCS Ha OCHOBE OOCTaBIIEHHOrO KOHTeHTa. Ecnm
AaHHble KOHMUrypaumm yxe CyLIeCTBYIOT, BO3BpallaeTCsi NakeT rpc-error, a Ter owunbku
yKasblBaeT, YTO AaHHbIE YXKe CYLLECTBYHOT.

delete: ynansieT gaHHble koHUrypaumm B nakeTax edit-config, koTopble cogepkart aToT aTpubyT,
13 yKazaHHOro panna gaHHbIX KoHdurypauum (mnm 6asel AaHHbIX). Ecnv gaHHble KoHGUrypauum
yXe CyLecTBYIOT, OHW yaansTca HanpsMyt. Ecnv gaHHble KoHdUrypauum He CyLlecTBYIOT,
BO3BpaLLaeTcsa nakeT rpc-error, a Ter ownbKM ykasbiBaeT, YTO AaHHble OTCYTCTBYIOT.

remove: yganseT OaHHble KOoHurypauum B naketax edit-config, koTopble cogepxaT 3TOT
atpubyT, 13 ykasaHHoro danna gaHHbIX KoHdurypaumm (unm 6a3bl gaHHbIX). Ecnn gaHHble
KOHUrypauum yxxe CyLLeCTBYIOT, OHWU YAansTca Hanpsamyto. Ecnn gaHHble KoHdurypauum He
CYLLIECTBYIOT, 3Ta onepaumsi UrHopmpyeTcsi 1 Bo3Bpatlaetcs oteeT OK.

dopmaT nakeToB, OTNPABASEMbIX KITMEHTOM, CREaYHOLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target> <running/> </target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>
Ecnu nakeT He cogepXxuT y3en error-option, 3Ha4eHue 3TOoro yana no ymMon4aHuio paBHo Sstop-
on-error, ykasblBas Ha TO, 4YTO, KaK TONMbKO KOH(purypaums ysna B MakeTe HeBepHa,
nocnegyrowas KoHurypauma B TOM Xe nakete ocTaHaBnMBaeTCsa W rpc-error Bo3BpallaeTcs.
Ecnu B nakeTe HeT y3na test-option, 3Ha4yeHneM 3Toro y3na no ymonyaHuio asnsercs test-then-

set. Ecnu nakeT He coOepXWUT y3en onepauuu Mno yMOMYaHWuio, 3HAaYEeHMEM ITOro yana mno
YMOSYaHuWIO SIBMsieTCcs merge.

dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrEeAYOLLNIA:
<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
Ecnu naket cogepxuT y3en error-option, dpopmaT 06bIMHO CneayLwuii:
<?xml version="1.0" encoding="utf-8"?>

<rpc message-id="xxx" xmlns="urn:ietf.params:xml:ns:netconf.base:1.0">
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<edit-config>

<target> <running/> </target>
<error-option>behavior option in the case of a configuration error</error-option>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>

Y3en error-option siBnsieTcsa y3nom tuna nepeuncrneHnsi. OH MoXeT ObiTb YCTAaHOBMNEH B O4HO 13
crneayoLwmx 3Ha4yeHumn:

stop-on-error:  HemegneHHO  OCTaHaBnMBaeT  TeKyLUyl  onepaumio  pedakTMpoBaHus
KOHUrypaumm npu BO3HUKHOBEHWW MEpBOM OWMOKM. OTO 3HA4YeHWe MO YMOSMYaHui Ans
error-option. [aHHble KOHUrypauumn nepeq OWMOKOM B TEKYLLEM MakeTe KOHUrypaumm yxe
BCTYNaloT B Cuny.

continue-on-error: NpoaormkaeT obpaboTKy OaHHbIX KOHurypauumn, gaxe ecnv BO3HUKAeT
owmnbka. OwmbKM 3anucbiBaloTCsl, M NOCMNe 3aBeplleHMst Bcel 00paboTkm Bo3BpallaeTcs
coobueHne 06 owmnbke (To ecTb A4na BCex owmMbOoK KOHUrypaumm Bo3BpaLlaeTcs rpc-error).
8.3.7. <copy-config>

OTa onepaumss ucnonb3yeTcs AN CUHXPOHU3AUMW HavarbHOW KOHMUrypaumm C TeKyLien
KOHdburypaumen.

dopmaT NnakeToB, OTNPaBNAEMbIX KITMEHTOM, CreAYOLWNNA;
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<startup/>
<[target>
<source>
<running/>
</source>
</copy-config>
</rpc>
dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CNneayoLni:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
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8.3.8. <delete-config>

OTa onepaund ncnonblyeTcda And yoaneHus HavanbHoOM KOH(bVIpraLI,VII/I yCTpOVICTBa. TeKyLLI,aFI
KOH(bVIpraLl,I/IFI He MOXeT ObITb yaoaneHa.

dopmaT nakeToB, OTNPABSEMbIX KITMEHTOM, CReaYHOLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-config>
<target>
<startup/>
</target>
</delete-config>
</rpc>
dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CreayoLLNIA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf.params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.9. <close-session>

OTa onepauusi Ucnonb3yeTcst Ans 3aKpbITUS TEKYLLEero ceaHca, 0CBOBOXOEHUSI pecypcoB U
G1OKMPOBOK, M pa3pbiBa COeaUHEHNS.

dopmaT nakeToB, OTNPABSEMbIX KITMEHTOM, CReayHOLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
</rpc>
dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CreayoLnIA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.10. <lock>

CornacHo RFC6241, aTta onepauuss wucnonb3yetca Aand 6nokupoBkn 6asbl  AaHHbIX
KOHUrypaumm (annos KoHdurypauum) n npegoTBpalLeHns OOHOBPEMEHHOTO W3MEHEHMS
(annoB KoHGUrypauum yCTpOMCTBA HECKOSTbKMMU UCTOYHMKaMu (Takumum kak CLI, SNMP un
Heckonbko oaHoBpeMeHHbIx ceaHcoB NETCONF), yTobbl nsbexaTb HEHYXHbIX U3MEHEHUN
KOHurypauuun. YCTpOMCTBO ynpoLwlaeT 3Ty onepauuio U MOXeT TOMbKo npedoTBpawaTb
OLHOBPEMEHHbIE MOANUKALMM (BbINOSTHEHNE KOHGUrypauumn) w3 HECKOSIbKUX CeaHCoB
NETCONF u obecneuynBaeT 6€30MacHOCTb MOAMMUKALMN JaHHbIX KOHUrypaumu.

CDopmaT nakeToB, OTNpaBidA€MbIX KITMEHTOM, cnenyloumﬁ:
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<?xml version="1.0" encoding="utf-8"?>

<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>
dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CreayoLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.11. <unlock>

OTa onepauus ucrnonb3yetca Ansi pa3dnokMpoBku 6asbl OaHHbIX KOHUrypaumm (dannbl
KOHdurypauumn; 3gecb BbINOMHSAETCA KOoHurypaumsa Ha yctpounctee). <lock> u <unlock>
ABNATCA NapHbIMU Onepaunsamun.

dopmaT nakeToB, OTNPABASEMbIX KITMEHTOM, CREeaYHOLLNNA:
<?7xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<running/>
<[target>
</unlock>
</rpc>
dopmaT nakeToB, BO3BpaLLAeMbIX CEPBEPOM, CreayoLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.4. KoHdurypauums

HacTponTe napameTpsbl, CBA3aHHbIE C ayTeHTuduKauuen kaHana SSH, nepea ncnonb3oBaHueMm
NETCONF. ina HacTpomnkn SSH cm. Security Configuration/HacTtporika SSH.
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KoHdurypauus

OnucaHue u KOMmaHaa

HacTtporka Candidate
Capability NETCONF

(OnumoHanbHo) OH wucnonb3yeTca ANA HacTPOMKM cepBepa
NETCONF, yto6bl OH BO3Bpawan knneHty candidate capability
npy 06MeHe BO3MOXXHOCTSIMU C KITUEHTOM.

capability NETCONF

netconf capability | Bknoyaet candidate capability wu
candidate noaTBEpPXAEHHbIE BO3MOXXHOCTU
NETCONF.
HacTponka rollback | (OnunoHanbHO) Wcnonb3yeTcss AnNd  HacTPoOWKM  cepBepa

NETCONF gnsi obpaTtHou cBs3un ¢ knmeHToMm o rollback-on-error
capability npy obmeHe BO3MOXHOCTAMMW C KITMEHTOM.

netconf
rollback

capability | Bknwouaet rollback-on-error capability

NETCONF.

HacTtporika validate
capability NETCONF

(OnumoHanbHO) OH wucnonb3yeTcss ANA HACTPOWKM cepBepa
NETCONF gns obpatHom cBsa3u ¢ validate capability knneHTy npum
obmeHe capability ¢ knueHTOM.

Bknioyaet validate

NETCONF.

netconf
validate

capability capability

HacTtporika dyHKLMoHana
moaynsa YANG

(OnumoHanbHo) OH wucnonb3yeTcss ANA HACTPOWKM cepBepa
NETCONF Ha TO, 4TOob6bl OH He nepepaBan obpaTHO aTpubyT
dYHKUMM KNNEHTY npu obmeHe capability ¢ knneHTom.

netconf feature-

disable

OtkntoyaeT dpyHkumoHan NETCONF.

HacTtporika yBegomneHus
MHOrmx  Bepcunr  (Multi-
version) moaynsa YANG

(OnumoHaneHo) OH ucnonb3yeTca Ans HAaCTPOWKM cepBepa ans
00bsBNEHMA BCEX BepcuMn Bcex noaaepXvmBaeMblX Moayrnen
YANG knuveHTy npy obMeHe BO3MOXHOCTSIMU C KITUEHTOM.

netconf yang | HactpamBaeT oyHKLMM yBEOOMIMEHNS O
multi-revision MHOrMx Bepcuax mogyns  YANG
NETCONF.

8.4.1. Hactpouka Candidate Capability NETCONF

8.4.1.1. 3dphekT KOHDUrypaumm

Cepeep NETCONF BosBpaluaet candidate capability n confirmed-commit capability npn obmeHe
capability ¢ knneHtom NETCONF (4epes nakeTbl Hello 1 nakeTbl capability).
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8.4.1.2. LLlarn HacTpoMrKun

BkntoyeHue candidate capability n confirmed-commit capability NETCONF

KomaHga netconf capability candidate

Mo ymonuyanuio | Candidate capability n confirmed-commit capability NETCONF BkntouyeHbl
Mo yMOSYaHuI.

Pexum komang | Pexum rmobanbHon KoHurypaumm

8.4.1.3. Npumep KoHcuUrypauum

BkntoyeHue candidate capability n confirmed-commit capability NETCONF
Cuenapun:

NETCONF server NETCONF client

<& LN

\/
PucyHok 44.

LWarn BkntounTe candidate capability n confirmed-commit capability NETCONF.
HaCTPOWKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability candidate

QTECH(config)#

8.4.2. Hactpowmka rollback capability NETCONF
8.4.2.1. AcpdeKT KoHDUrypaumm

CepBep NETCONF BosBpalwaet rollback capability npu obmeHe capability ¢ knueHTOMm
NETCONF (4epes naketbl Hello n nakeTtbl capability).

8.4.2.2. LLlarn HacTpoMrKun
BknrouyeHue rollback capability NETCONF

KomaHnga netconf capability rollback

Mo ymonuaHuio | Rollback capability NETCONF BkritodeHa no ymonyaHuto.

Pexum komaHg | Pexxum rnobanbHom KoHpurypaumm
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8.4.2.3. Npumep KoHcpUrypaumum

BknroyeHue rollback capability NETCONF

Cuenapun:
NETCONF server NETCONF client
g [ N
.
PucyHok 45.
LWarn BkntoumnTe rollback capability NETCONF.
HaCTPOWKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability rollback

QTECH(config)#

8.4.3. HacTtpowmka validate capability NETCONF

8.4.3.1. AcpdeKT KoHdUrypaumm

CepBep NETCONF BosBpalaet validate capability npu obmeHe capability ¢ knueHTOM
NETCONF (4epes nakeTtbl Hello n nakeTtbl capability).

8.4.3.2. Llarn HacTpourKun
BknroyeHue validate capability NETCONF

KomaHga netconf capability validate

Mo ymonuyaHuio | Validate capability NETCONF BkntoyeHa no ymonyaHuio.

Pexum komang | Pexxum rmobanbHon KoHurypaumm

8.4.3.3. Npumep KoHcurypauum

BknroyeHue validate capability NETCONF
Cuenapun:

NETCONF server NETCONF client

< LS

PucyHok 46.
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Warn BkntounTte validate capability NETCONF.
HaCTPOWKM

NETCONF | QTECH# configure terminal

QTECH(config)# netconf capability validate
QTECH(config)#

Enter configuration commands, one per line. End with CNTL/Z.

8.4.4. Hactpouka ¢pyHkumoHana moayna YANG
8.4.4.1. AcpdeKkT KoHduUrypaumm

CepBep NETCONF He BosBpawaet atpubyT dyHkumnn mogynsa YANG npu obmeHe capability ¢

knneHtoM NETCONF (4epes nakeTbl Hello 1 nakeTbl capability).

8.4.4.2. LLlarn HacCTpPOMrKMn
OTtknioveHue atpudyta cpyHkuumn NETCONF

Komanpa netconf feature-disable

Mo ymonyaHuio ATtpnbyTt dyHKumMn NETCONF no yMonyaHuio OTKIOYEH.

Pexnm komaHg Pexxunm rmobanbHon KoHurypauum

8.4.5. NMpumep KoHduUrypauum
OTtknioveHue atpudyta pyHkuumn NETCONF

CueHapui:
NETCONF server NETCONF client
S fl
=
PucyHok 47.
Warn OTtkntounTe aTpmnbyTt dbyHKuumn moayns YANG.
HaCTPOWKM

NETCONF | QTECH# configure terminal

QTECH(config)# netconf feature-disable
QTECH(config)#

Enter configuration commands, one per line. End with CNTL/Z.
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8.4.6. Hactponka yBegomrneHua MHorux Bepcum (Multi-version) moaynsa
YANG

8.4.6.1. AcpdeKT KOHUrypaumm

CepBep NETCONF ob6bsBnsdetr Bce Bepcum Bcex noggepxmaeMbix mogynenm YANG Ha
ycTponcTtee npu obmeHe capability ¢ knneHTom NETCONF (4epes nakeTsl Hello).

8.4.6.2. NpumeyaHus
¢ Komanga netconf yang multi-revision gomkHa 6biTb HacTpoeHa A0 o6bsBNEHMUS
naketa capability (naketa Hello) cepsepa NETCONF.

¢ Komanga no netconf yang multi-revision gomkHa GbiTb HacTpoeHa 40 06bsIBNEHUS
nakeTa capability (naketa Hello) cepsepa NETCONF, n ognH mogyne YANG moxeT
00bABUTL TOMbKO CBOK TEKYLLYK MOCMEOHIO BEPCUIO B MNakeTe yBeOOMIIEHUS O
capability.

8.4.6.3. LLlarn HacTpourKun

Hactpowka yBegomneHusa mHorux Bepcun moayns YANG
e  OnuyuoHanbHo.

e  OTa KOHUrypaumsi 4ormkHa ObiTb 3aBepLueHa ao Ttoro, kak cepsep NETCONF o6baBuT
naket capability (nakeTt Hello).

KomaHga netconf yang multi-revision

Mo ymonuyaHuio | YBegomneHune Horux Bepcuin moaynst YANG BKIHOYEHO MO YMOJSTYAHUIO.

Pexum komaHg | Pexxum rmobanbHon koHurypaumm

8.4.6.4. Npumep KoHcUrypaumum
Hactpownka yBegomneHusa mHorux Bepcun moayns YANG

CueHapui:
NETCONF server NETCONF client
=
PucyHok 48.
Warwn HacTtponTe yBegomnenune mHormnx sepcum mogynsa YANG.
HaCTPOWKM

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf yang multi-revision

QTECH(config)#
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9. HACTPOUKA GRPC
9.1. O630p

YpaneHHbI BbI30B npouenyp Google (JRPC) — aTo npoTokon yaaneHHoro Bbi3oBa npoueayp,
pa3paboTaHHbIn Google ansi pas3paboTku cepBepHbIX nporpamm. [lpy BbI30OBE JOKaNbHOW
npoueaypbl CEerMeHT KoAa BbIMNOMHAETCA Ha JOKanbHOM YCTPOWCTBE [AN1S  BbINOMHEHNS
onepauun. [Ans RPC nonb3oBaTtenb CNyx0Obl M NOCTaBLUMK MOFYT HaxXoAWTbCA Ha pasHbIX
KOMMNbIOTEPaX, U KITMEHTY HY>XHO TOMNbKO YBEAOMUTL CepBep O BbIMNONHAEMON onepauuun. 3ToT
3anpoc Ha onepauuio OTNpaBnseTcs Ha cepsep MO CeTU, U cepBep BO3BpallaeT pesynbtaT
BbIMNOSTHEHUSA KITUEHTY.

gRPC wncnonb3yeT 6ydepbl NnpoTokona Ana peanusaumy cepvanu3auum n gecepuanumsanmm
AaHHbIX N MCMNoNb3yeT MPOTOKON nepegaudn runeprtekcta eepcum 2 (HTTP/2) B kadecTtBe
NpoTOKONa nepefayn AaHHbIX 4515 NOBbILLEHNSA NPON3BOANTENBHOCTH.

MpoTokonbl n cTaHaapTbl
https://qgithub.com/grpc/grpc

9.2. NpunoxeHus

MpunoxeHune OnucaHwue

Tononorusa One-to-one lMo3BonsieT OAHOMY YCTPOWCTBY MepedaBaTb MHGOPMaLnto
gRPC Ha oguH cepsep.

Tononorusa One-to-many [Mo3BonsieT ogHOMY YCTPOWCTBY nepegaBaTb WHGOpPMaLMIO
gRPC Ha HecKkonbKo cepBepOB.

9.2.1. Tononorua One-to-one

9.2.1.1. CueHapuu

OaHO NpoTecTMpoBaHHOE YCTPOMCTBO MOAKMIOYEHO TOMbKO K OAHOMY cepBepy M nepepaer
AaHHble gRPC Ha cepBep, kak nokasaHo Ha PucyHke 49.

= rCl

PucyHok 49. Tononorua One-to-one

S: npoBepeHHOe YCTPOMCTBO Ana cboparnHdopmaums RPC
MK: gRPC-cepBep ansa npuemarnHgopmauma RPC
9.2.1.2. PasBepTbiBaHUue

o Ybepgutech, uyto PC1 goctyneH ansa S.
e  Bkmounte doyHkumio gRPC Ha S.
e Ha S HacTpownTe cobbiTus, KOTOpble ByayT NepefaBaTbCa Ha cepBep.

153
@ j) QTECH
MUP [OCTYNHEE



https://github.com/grpc/grpc

PykoBoacTeo nonb3oBatens cepus QSW-6900

HacTtpolika gRPC W

9.2.2. Tononorua One-to-many

9.2.2.1. CueHapuu

OaHO NpoTecTMpPOBaHHOE YCTPOWUCTBO MOAKITOYEHO K HECKOMBbKUM cepBepam 1 OQHOBPEMEHHO
nepepaet gaHHble gRPC Ha cepBepsbl, kak nokaszaHo Ha PucyHke 50.

P 2 S S
< '@ <

-\.;

PucyHok 50. Tononorua One-to-many

S: npoBepeHHoe ycTponcTBo ans cooparnHdopmauuns RPC
MNMK: gRPCcepsep ons npuemarmHgopmauuna RPC

9.2.2.2. PasBepTbiBaHUe
e Ybepgutech, uto PC1 n PC2 goctynHbel ans S.
e Ybepautech, uTo IP-agpeca PC1 n PC2 pasnuyatoTtcs.

o  Bkntouute coyHKkumio gRPC Ha S.
e Ha S HacTpoiTe cobbiTusi, koTOpble ByayT NnepegaBaTbCAa Ha cepBep.

9.3. PyHKUUN

9.3.1. ba3oBble KOHLEeNTbI

gRPC

gRPC — 370 BbiCOKONpPOM3BOANTENBHAA MeXbsa3blkoBasa cpega RPC ¢ OTKpbITbIM MCXOAHbLIM
kogom, paspaboTtaHHas Google. OH cooTBeTcTBYET npoTtokonam HTTP/2 n protobuf3.x.

Kanan
KaHan yctaHaBnusaeTca Mexay YCTPONCTBOM U CEPBEPOM.
3arnywka
3arnyLwka — 370 00BbEKT, CO3[jaHHbIM BO BPEMSI MYNbTUMNNEKCUPOBAHNA KaHana.

NMPUMEYAHUE: JononHuTenesHble cBeeHus 06 ycnoBmuax gRPC CM.
https://github.com/grpc/arpc.

9.3.2. O630p

OcobeHHOCTb OnucaHue

BrkrtoveHune dyHkumn gRPC | BknitovaeT cnyxby gRPC Ha ycTponcTee. YCTPOMCTBO MOXET
cnyxutb gRPC-cepBepom Ansg nonyyYyeHuss coobieHun o
cobbITUAX ayTeHTUdMKauMm n cbopa AaHHbIX UK CRYXUTb
gRPC-knueHtom anga nepegayvm gRPC-gaHHbIX.
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OcobeHHOCTb OnucaHue

Mognepxka dyHKUMM Bxoda v | MNogaepxusaeT onepauumn Bxoda v Bbixoda, MHULMUPOBAHHbIE
Bbixoga gRPC cepBepoM.

Tunbl cobbiTui, MoppepxmBaer  cobbiTuA B peanbHOM BPEMEHM,
nopgaepxmsaembole gRPC nepuogmyeckue cobbitua n cobbiTnst cbopa gaHHbIX
[MpuBA3Ka yKaszaHHOro [MpuBA3bIBaET yKkasaHHbI MHTEPdIENC A9 OTNPaBKN NakeToB.

MHTEepdenca ansa oTnpaBku
naketos gRPC

MpenBaputenbHas I'Ipe/:l,Bapl/lTeano HacTpamBaeT CepBEPbI U cobbiTns, Ha
HaCTponKa CEPBEPOB U KOTOpbIe HeobXxoaAMMOo noanucaThes.
CcOobbITU, HA KOTOPLIE HYXXHO

noanncaTbcAa

[NpeoBapuTenbHas MpenBapuTenbHO HacTpanBaeTt MHdOpMaLMIO 0
HacTporka WHMopMauuu 0 | Nofib3oBaTendax, BXogsLWmWX B CUCTEMY Ha cepBepax.
NMosib3oBaTeNaxX Afd BXxoga Ha
cepBepbl gRPC

9.3.3. Bknro4yeHue chbyHkummn gRPC

HacTtponte gRPC, 3anyctute cnyxobl kneHta gRPC n cepepa gRPC, HacTponTe cobbiTus
AN NOANUCKX ANS YCTPOMCTBA U nony4uTe cobbiTre NOANUCKU, OTNPaBfeHHOe AMCNETYEPOM
NETCONF, 4To6bl 3aBepLUMTb NPOLLECC CO34aHMsA OTYETOB O AaHHbIX gRPC.

9.3.3.1. MpuHUMN paboTbl

Cesasb gRPC cootBetctByeT npotokony HTTP/2. KnneHT wvHuumMmpyeT 3anpoc, u cepsep
OTBEYaeT Ha 3TOT 3anpoc, YTobbl 3aBEpPLUNTL OOMH OOMEH AaHHbIMWU. 3anpoc OaHHbIX MOXET
ObITb MHNLUMMPOBAH TOMBKO KIMEHTOM, M 0AMH OOMEH AaHHbIMM OOIMKEH 3aKaH4YMBaTbLCA OTBETOM
cepsepa. CM. pUCYHOK HUXE.

Respond with the gRPC data JE—

processing result I gRPC client

-—
gRPC server >~ Report gRPC datd

gRPC S ;
4+ communicanon—’ ~ ] PCI

Send an acquisition
gRPC server event message
[ —

-_— .
Respond with the acquisition gRPC client
event message result ’

«

PucyHok 51. Cessb gRPC

e Hactponte cdyHkunio gRPC Ha ycTponcTtBe S u 3anyctute cnyxobl knveHTa gRPC n
cepsepa gRPC.

e YcTporctBO S nony4yaet coobuieHne o cobbiTy 3axBaTa OT cepBepa U oTBevaeT
cepBepy pe3ynbTaTtoM coobLeHnst 0 cobbiTun 3axBaTa.
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e Cnyxba cepBepa gRPC, HacTpoeHHass Ha yCTponcTBe S, OXuaaeT noanmcaHHoOro
cobbiTus, oTnpaeneHHoro gucnetyepom NETCONF.

e Cnyxb6a knueHta gRPC, HacTpoeHHasa Ha ycTponcTee S, nepeadaeT AaHHble gRPC Ha
cepep gRPC Ha ocHOBE NoAMMCaHHOro CobbLITUA N OXXMOAET oTBETA.

9.3.4. Noppepxka cpyHKuMM Bxoaa u Bbixona gRPC

gRPC noggepxvBaeT onepawmm Bxoga U Bbixogaa, MHULMNPOBaHHbIE CEPBEPOM.
9.3.4.1. MpuHUMN paboTbI

Initiate @ 10GIN e}

message

‘— gRPC —’ 3
communication

I PC1
® Conduct local authentication and respond \/
with the login result B

gRPC client

gRPC server

PucyHok 52. Bxog B gRPC

e Hactponte cdyHkumio gRPC Ha ycTponcTtee S n 3anyctute cnyxby cepsepa gRPC.

e YCTpomncTBO S nonyyaet coobLieHne 0 BXOAE B CUCTEMY, MHULIMMPOBaHHOE CepBEPOM,
NpoOBOANT NOKanbHY ayTeHTMdUKaUMIO U OTBEYAEeT cepBepy C pes3ynbTaTtoM BXxoda B
cuUcTeMy.

e Cnyxb6a cepBepa gRPC, HacTpoeHHasi Ha yCTpoMCcTBe S, Nosfy4aeT TONbKo CobbITMA
NOMNy4YeHUs, UHULMMPOBAHHbIE ayTEHTUULNPOBAHHBIMU CEPBEPAMN BXOAA.

Initiate a l0gin il
4— message

it
S lv"— comrgﬂﬁnpigation—’

Delete local login information and
*— respond with the login result -»

&»

I PC1

gRPC server .
gRPC client

PucyHok 53. Beixog 13 gRPC

e Hactponte dyHkumto gRPC Ha ycTponcTtee S 1 3anyctute cnyxby cepsepa gRPC.

e YcTpoucTBO S nony4vaet coobLieHWe O BbixoAe W3 CUCTEeMbl, WHULMUPOBaHHOE
cepBepoM, yaansieT nokanbHyH CoBMnagarLLyto MHopMaLuio Ans BXxoaa B CUCTEMY U
OTBEYaEeT CepBepy C pe3ynbTaToM Bbixoaa U3 CUCTEMBI.

o Cnyxba cepsepa gRPC, HacTpoeHHas Ha ycTponctBe S, 6Gonblie He nonydvaet
CcOoObITUA NONYYEeHNS, MHULMNPOBAHHbLIE OTKIMIOYEHHBIMU CEPBEPAMM.

9.3.5. Tunbl cobbITUN, NoaaepxuBaembie gRPC
gRPC nogoepxvBaeT Tpyu Tuna coObITUN: COObLITUA B peanbHOM BpPEMEHW, Nepuoguyeckue
cobbITnA 1 cobbiTna cbopa AaHHbIX.

9.3.5.1. MpuHUMN paboTbli

CobbiTa B peanbHoM BpemMeHu: CobbITUS peanbHOro BpeMEeHW UCNOoNb3yT  nopor
cpabatbiBaHuA cobbITUS B KayecTBe ycnosus Ans cbopa uHdopmaumn. Korga gocturaetcs
nopor cpabatbiBaHusA cobbITUS, YCTPOUCTBO cobmpaeT uHopmaumio 1 nepegaet cobpaHHyto
MHdOpMaLMIO Ha cepBep.
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Mepuogunyeckme cobbitnsa. MHdopmaumsa o6 yctponctBe cobnpaeTcs Ha OCHOBE BPEMEHHOrMO
nHTepBana. Korga HacTynaeT uwHTepBan, YCTPOWCTBO cobupaeT mHdopmauuio n nepegaet
cobpaHHyto nHdopmauuio Ha cepaep.

CobbiTna cbopa AaHHbIX: cobbiTve cbopa [aHHbIX MHULMMPYETCS CEepBEepoOM Ania 3anpoca
AaHHbIX 3a paa3. [locne nony4veHnsi cCoobLEeHMs YCTPOMCTBO cobmpaeT UHpopmaLmio n nepegaet
cobpaHHyo MHopMaLMIO Ha cepBep.

9.3.6. MNpuBA3ka ykazaHHOro nHtepdenca ana ornpaskm naketoB gRPC

9.3.6.1. MpuHUMN paboTbI

Mocne Toro kak aucnetdyep NETCONF otnpaenseTr Ha ycTponctBo komaHgy gRPC ans
c030aHVa KaHana, yCTPOMCTBO CO3fdaeT COKeT nepen OTNpaBKOM MakeToB Ha cepBep, YTOoObI
BbIMOMHUTL Orfepaunio NPOBEPKU CBA3W ANA NPOBEPKM OOCTYNHOCTU MyTU. YCTPOMCTBO
oTnpasnseT naketbl AaHHbIX gRPC Ha cepBep Tonbko npwu Hanuuuu nytu. o ymonyaHuio
CO34aHHbIN COKET CriydariHbiM 06pa3om NpuBsA3bIBaeT UCXOAHbIN aapec nopTta yCTponcTea Ans
oTnpaBku ping-naketoB. Koraa cepsep nomy4vaeT TOMbKO MakeTbl C YKA3aHHOrO WCXOAHOro
agpeca, NyTb HEe MOXET CTaTb JOCTYMNHbLIM Nocrie BbinonHeHna aenctena gRPC no ymonyaHuio,
1 nakeTbl AaHHbIX gRPC He MoryT 6biTb 3arpyXeHsbl.

MoaToMy NpmBsI3bIBANTE yKa3aHHbIA MCXOAHbBIA agpec Npu Co3aaHnn cokeTa, YTobbl MpoBEpUTL
AOCTYNHOCTb NyTU. Taknm obpasom, nakeTbl AaHHbIX gRPC MoryT GbiTb 3arpykeHbl NpaBUIibHO.

9.3.7. NpepBapuTenbHas HAacTpOWKa cepBepoOB U COObLITUM, Ha KOTOpble
HYXXHO nognucaTbcA

9.3.7.1. MpuHUMN paboTbI

YCTPONCTBO MOXET 3apaHee co3gaBaTtb CepBepbl U COObITUS, HA KOTOPbIE HY)KHO MNOANMCaTbLCS,
C MOMOLLbIO KOMaHA, UNu MOXHO CMOZENUPOBAThL KOHTPONep AN yBeJoOMIeHNsa yCTPOMUCTBa O
cepBepax 1 cobbITMAX, Ha KOTOpble Hy>XHO noanucatbes, Yepe3d NETCONF.

YCTPOWNCTBO MOXET yaansiTb CEpBEPbI U COOLITUS, Ha KOTOPbIE NOANUCaHbLI, C MOMOLLIbIO KOMaHA,
UM MOXHO CMOAENUPOBaTb KOHTpOMnep ANs yBeOOMIEHWs YCTPOMCTBaA O cepBepax W
cobbITHAX, Ha KoTopble He noanucaHbl, Yepe3d NETCONF.

9.3.8. NpeaBapuTenbHaa HacTpouka MHdopMauuMm O nonb3oBaTensax AN
BXoaa Ha cepBepbl gRPC

9.3.8.1. MpuHUMN paboTbI

YCTpOMCTBO MOXET 3apaHee co3aaBaTb Nonb3oBaTenen Ans Bxoaa Ha ayTeHTUMULMPOBAHHbIE
cepBepbl C MOMOLLbIO KOMaHA, U cepBep MOXHO UMUTUPOBAaTL, YTOObI MHULMMPOBATL 3anpoc
Ha BXOA, NPOWNTU ayTeHTUDUKALMIO U COXPaHUTb MHGPOPMaLMIO O NONb30oBaTeNsiX, BOLIEALWNX B
cucTemy.

YCTPOMNCTBO MOXET yAansiTb NOfib30BaTENEN, BOLWEALLNX B CUCTEMY, HA ayTEHTUMLNPOBAHHbIX
cepBepax C NOMOLLbIO KOMaHZ, U MOXXHO MMUTUPOBATL CepBep, YTOObI MHNLMMPOBATL 3anpoc
Ha BbIXO4 U3 CUCTEMbI U yOanuTb MHAOOPMAaLNIO O NONb30BaTENSIX, BOLLEALLNX B CUCTEMY.
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9.4. KoHdmrypauums

KoHdurypauus

OnucaHue u KOMaHaa

BknoyeHne dyHKUMK
aRPC

(Ob6s3atenbHo) OH ucnonb3yeTtcs Ansa BknoyeHusa dyHkumn gRPC.
Moanucka v nNpefocTaBneHne OTYETOB O [aHHbIX MOAAEPXMBAOTCS
TONbKO nocne Bkto4veHns dyHkumm gRPC.

@ § QTECH

MWP [OOCTYMNHEE

grpc Cospaer pexum gRPC nu
BkrtovaeT dyHkumo gRPC.
Hactponka pexwuma | (OnumoHansHo) OH  ucnonb3yeTcs  Ans  HacTpoOWKUM — pexuma
ayTeHTUdMKaUMN 1 | ayTEHTUdUKaUmMM n atpubytoB ayteHTudpmkauumn cepsepa AAA ans
atpubyToB dyHkumn gRPC Bxoga n Bbixoga, korga Tpebyetcsa ayTeHTudmkaums
ayTeHTUdMKaLnm npv BXO4e Ha cepBep.
cepeepa AAA anda
yHKUMM _BXOAA W | gythen login {local | ' HactpavBaet PEXNM
Bbixoaa gRPC authentication mlist} ayTeHTUdMKaLMM ONA BXoda Ha
cepsep.
authen aaa-config {retry times | | HacTtpanBaeTt KONn4ecTBo
timeout second} NMOBTOPHbLIX MOMbITOK BXod4a W
Bpemsi oXungaHus ans
ayTeHTUbmkaumm cepsepa AAA.
Hactpowka TvnoB | (O6s3aTtenbHbI)  Wcnonb3yeTcss AN HAcTPOWKM  yKa3aHHbIX
cobbITum NOANMCaHHbIX COObITUN.
noaaepXxmnBaemMblx
gRPC subscr realtime enable Bkntoyaetr Bce noanucaHHble
cobbitns gRPC B peanbHom
BPEMEHM.
subscr sample enable Bkntoyaetr Bce noanucaHHble
nepuogudeckune cobbitna gRPC.
subscr-sample-interval interval | YctaHaBnuBaet MHTepBan
Tanmepa Ang nepuoanyeckux
cobbITui.
subscr-realtime-interval {all | YcTtaHaBnnBaeT Bpems
interval | realtime json-event | nogaeneHus  Ons Cco0ObITUI
interval} pearibHOro BpeMeHu.
[MpuBsaska ykasaHHoro | subscr-source-interface MpuBsA3sbiBaeT YKa3aHHbIN
nHTepdenca ans | interface type interface-number UHTepgenc  ans OoTrnpaBKu
OTnpaBku nakeToB nakeTtoB gRPC.
aRPC
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KoHdurypauus OnucaHue n KomaHaa

MpegBapuTensHas user-server ip-address port-id MpenBaputensHO HacTpavBaeT

HacTpoWka cepBepoB cepBepbl, KOTOpble MoryT

n cobbITun, Ha NOANUCLIBATLCS Ha COBbLITUS.

KOTOpble HY>KHO

IO AEE S type json-event value value MpeaBapuTensHO HacTpavBaeTt
cobbITuA ans NoANMNCKN
yKa3aHHOro cepepa.

MpegBapuTensHas user-client id user-name ip- | lNpegBaputenbHO HacTpavBaeT

HacTpouka address MHOpMaLMIO O Norb3oBaTensx,

nHdopmaumm 0 BOLIEALWMX B CUCTEMY CEPBEPOB

nonb3oBartendx Aand

BXOOa Ha cepBepbl

gRPCc

gRPC.

9.4.1. BknroyeHue cpyHkummn gRPC

9.4.1.1. ekt KoHduUrypaumm

e  Bkntounte cnyx6bl knueHta gRPC n cepsepa gRPC.

9.4.1.2. NpumeyaHus

e (Ob6ecneybTe ceTEBOE MOAKIHOYEHMNE MEXAY YCTPONCTBOM N CEPBEPOM.
o VpeHTudukatop nopta nokaneHoro cepsepa gRPC — 50051.

9.4.1.3. LLlarn HacTpoMrKun

BknroyeHune ¢pyHkumnm gRPC
o ObgaszarenbHbIN.

e Bkmounte dyHkumio gRPC Ha kaxgom ycTponcTtBe B pexume  rrnobanbHom
KOHUrypauum, ecnm He ykasaHo UHoe.
KomaHnoa grpc
Mo ymonuaHuio ®dyHkuma gRPC oTknoyeHa no yMonyYaHuto.
Pexxum komang Pexxnm rnobanbHon KoHurypauum
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PykoBogcteo no | Mcnonb3ynTe aTy komaHgy and cosgaHus akdemnnsipa gRPC, BkrtoueHus
ucnonb3oBaHutio | pyHKuun gRPC 1 nepexoaa B pexxmm HacTpouku npouecca gRPC.

Cnyx6bl gRPC-knueHta n gRPC-cepBepa co3gatoTcsi O4HOBPEMEHHO,
korga BkntoveHa dyHkums gRPC. KnneHtckas cnyxb6a gRPC 3arpyxaeTt
OaHHble Ha cepBep, B TO BpeMsi kak cepBepHass cnyxba gRPC
aHanuanpyet coobLeHnst ayTeHTudmkaumm n cooblieHmns céopa gaHHbIX,
OTNpaBreHHbIE C CepBepa.

9.4.1.4. NpoBepka

e 3anyctute koMaHgy show grpc status, 4tobbl oTOo6pa3nTb Bpems paboTbl nocne
BKITto4eHusa pyHkumm gRPC.

9.4.1.5. Npumep KoHcpUrypaumum
NMPUMEYAHME: Onncana TonbKko koHgurypaums, cesdaHHas ¢ gRPC.

BknroyeHune cpyHkumm gRPC
Cuenapun: CeTeBas cBsi3b Mexay yctponctesom S n PC1 paboTaeT HopManksHO.

192.168.1.0/30

@HCI--W ~ *I

\/

PC1

PucyHok 54. Tononorusa One-to-one

Warun Bkntounte pyHkumio gRPC.
HaCTPOVKN | Hacrpoiite WAN-nopT.
S S(config)# grpc
S(config-grpc)# exit
S(config)# interface HundredGigabitEthernet 0/49
S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1
255.255.255.252
lMpoeepka | NponuHrynTe agpec cepsepa n NpoBepbTe, MOXHO M YCNELHO NPOMNUHroBaThb
agpec.
MpoBepbTe, BrtodeHa nn pyHkums gRPC.
S S# show grpc status
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9.4.2. HacTtpomka pexuma ayteHTUdMKaumm m atpmoyToB ayTeHTUMKauum
cepBepa AAA ana dyHKUMM BXxoaa un Bbixoaa gRPC

9.4.2.1. AcpdeKT KoHDUrypaumm

e YcTaHOBUTE pexuM ayTeHTudukaumm yHkuum Bxoga u Beixoga gRPC B pexnm 6e3
ayTeHTMdMKaUnK, NokanbHyo ayTeHTudukaumio AAA nnm ayteHTUdMKaumio cepeepa
AAA (Bpems 0XXnaaHus U KOSTIMYECTBO NOBTOPHLIX MOMNbITOK MOXHO HACTPOUTb).

9.4.2.2. NpumeyaHums

e [Ina ayteHTudumkaumm cepsepa AAA HeOOBXOAMMO BKIHOUUTL PEXMM HOBOW MOAENN.
o Pexunm 6e3 ayTeHTMdurKauum He pekomeHayeTcs.

° He pekoMeHayeTCcAa M3AMeHATb BpeMA OXnaaHna N KOrmn4eCTBO NMOBTOPHbIX NOMbITOK.

9.4.2.3. Llarn HacTpourKu

Hactpouka pexunma ayteHTUcpukauum cpyHkumm Bxoaa n sbixoga gRPC
e  OnumoHanbHbIN.

° BbinonHute Ty HaCTDOVIKy no mepe HeobXxoaANMOCTW.

e 3anyctute komaHay authen login Ha TpebGyemMom yCTPONCTBE B pEXMME KOHUrypaumm
npouecca gRPC, ecnu He ykasaHO NHoe.

KomaHga authen login {local | authentication mlist}
Onucanwue local: ucnonb3yeT nokanbHyt0o 61MBnMOTEKYy WMeEH nonb3oBaTenen Ans
napameTpoB ayTeHTUMKaUUN. ITO PEXUM ayTEHTUDMKALUN MO YMOMYAHUIO.

authentication: wncnonb3yeT ykasaHHbIA cnMcok cepBepoB AAA Ons
ayTeHTUMKaunn.

mlist: ykasbiBaeT umsa cnuncka AAA.

Pexum komaHp
Nno yMOn4aHuio

JlokanbHbIN BXO4 HACTPOEH MO YMOSM4YaHUIo, TO eCTb HacTpoeHa koMaHaa
authen login local.

Pexwnm koHdurypaumm npouecca gRPC

PykosogcTteo no
NCMNOMb30BaHUIO

lMocne nonyyeHus 3anpoca Ha BXOA4 C cepBepa YCTPOWCTBO Bblbupaet
nokaneHyt ayteHTudpukaumo AAA, ayteHTupurkaumio cepsepa AAA mnu
pexum 6e3 ayteHTuukaumm no Mepe Heobxogumoctu. Korga
ayTeHTUdMKaUMsa  NPOXoaAUT  YCMEeLWHO, YCTPOWCTBO  3anucbiBaeT
NMHopMaumio 0 nons3oBarere ANna Bxoga B cuctemy, a uMeHHo IP-agpec
N MMs Nonb3oBaTens cepBepa. YCTPOMCTBO OTBEYAET TOMbKO Ha 3anpochl
COObITUA  MOMYyYeHWUsl,  UHULUMWPOBAHHbLIE  ayTEHTUPULMPOBAHHBIMMU
cepBepamu.

Hactpowka atpubyroB ayteHTuchukauum cepsepa AAA ana pyHKUMKM Bxoaa n

Bbixoaa gRPC

e  OnumoHanbHo.
e  BbInonHWTe 3Ty HAaCTPOMKY NO Mepe HEOBXOAMMOCTH.

e He pekomeHayeTcs U3MEHATb 3Ty KOHUrypauuio Ha YCTPOWCTBE, €CNK He ykasaHo

NHoe.
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Hactpoia gRPC | wwwatechru |
KomaHga authen aaa-config {retry times | timeout second}
Onucanue retry: 3agaeT KOnMyecTBO MNOBTOPHbIX MOMNbITOK ayTEHTUdUKaLUMK cepBepa
napameTpoB AAA.
times: YkasblBaeT KONMM4ECTBO NOBTOPHbLIX NOMbITOK. 3Ha4YeHne konebneTtcs
ot 1 go 100.
OnucaHue timeout: yctaHaBnNMBaeT BpeMs OXuaaHusa Anga ayteHTudukaumm cepsepa
napameTpoB AAA.

second: ykasblBaeT BpeEMS OXXMOaHUSA B cekyHaax. 3HadeHne HaxoauTcs B
ananasoHe oT 0 go 300, a 3HayeHne 0 ykasbliBaeT, YTO ayTeHTUUKaLns
cuMTaeTCcs HeygavHoOM nocne nosfyveHus coobuweHna o6 umcTteyveHun
BpemMeHu oxuaaHua cepeepa AAA.

Mo ymonyaHmio | KonnyectBo MNOBTOPHLIX MOMbITOK MO yMONYyaHui paBHO 1, a Bpemd

Pexum KomaHa OXnagaHua no ymos4aHuo paBHO 4 CeKyHOaM.

Pexxm koHdurypaumm npouecca gRPC

PykoBoactBo no | Micnonb3dynte 3Ty KOMaHAy [ANS HaCTPOWKM KONMUYeCTBa MNOBTOPHbIX
NCMONb30BaHMIO | MOMbITOK ~ ayTeHTUUKaUUM U1 BPEMEHM OXUOaHWA AN pexuma
ayTeHTUduKaunmn cepsepa AAA B cnyyae Bxoga Ha cepep. He
PEKOMEHAYETCA N3MEHSITb KONMYECTBO NMOBTOPHbIX MOMBITOK MO YMOTYaHWUIO
n Bpemsa oxuaaHusa. bonbllioe KONMYEeCTBO MOBTOPHLIX MOMbITOK WK
HenpaBUIbHOE BPEMSI OXUAAHMA MOXET npuBecTu K 6nokuposke AAA Ha
15 MUHYT (Bbl MOXXETE 3anyCcTuUTb KoMaHAay clear aaa local user lockout all,
4YTOObI CHATL BnokmMpoBky AAA).

9.4.2.4. NpoBepkKa

3anyctute kKomaHay show running, 4Tobbl NpoBEPUTEL NPABUITLHOCTE KOHGUIypauuu.

9.4.2.5. Npumep KoHcuUurypaumum

NMPUMEYAHMUE: OnncbiBaeTcsa TONbKO KOHUrypawms, cesasaHHasa ¢ gRPC.

Hactpouka pexunma ayteHTUcpukauum cpyHkumm Bxoaa n sbixoga gRPC
CueHapun: CeteBas cBs3b Mexay ycTponctBoM S n PC1 ocyuwiecTBnseTcs B 06bIMHOM pexume.

192.168.1.0/30

- PC1

H0/49

K

2]

PucyHok 55. Tononorua One-to-one

162

@ § QTECH

MWP [OOCTYMNHEE
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HacTtpolika gRPC W
Warn Bkntounte pyHkumio gRPC.
HaCTPOWKM

HacTtponte pexum HoBon mopenwu ayteHTudpumkaumm AAA u cnmucka mlist ¢
nmeHem test.

S(config)# grpc
S(config-grpc)# authen login authentication test

MpoBepka | MNpoBepbTe, NPABULHO N COXPaHeHa KOHMUrypaumsi.

[NpoBepbTe, MOXHO NN YCNELIHO NPONMHroBaTtb YCTPOMUCTBO ¢ NK-knueHTa.

MpoBepbTe, MoxeT nu [K-kNWeHT npoBoauTb ayTeHTuduKauuio wn genatb
3anucu.

S# show running

S# show grpc client

9.4.3. Hactpouka TunoB cobbITUK, noaaepxuBaemMbix gRPC

9.4.3.1. AcpdeKkT KoHdUrypaumm

BkntounTb BCce nognucaHHble cobbITUS peanbHOro BpeMeHu YCTPOMCTBa.
BkntounTb BCe nognucaHHble nepruognyeckme cobbiTUst yCTPOUCTBa.
M3ameHuTe Bpems Tanmepa ang nepnognvecknx coobiTumn.

9.4.4. NMNpumeyvaHun

CobbiTusi, Ha KOTOpble MOANUCaH cepBep, BCTyMaloT B CUIY TOJMbKO NOCe TOro, Kak
yKasaHHble cobbITUS C NOANUCKON HAaCTPOEHbI HA YCTPOWCTBE.

9.4.4.1. LLlarn HacCTpPOMKMN

BknroyeHne nognuckm Ha cobbITUA YCTPOUCTBA

Ob6saszaTtenbHbIn.

3anyctute komaHay subscr realtime enable, 4ToObl BKMOYMTL BCE MOAMUCAHHbIE
cobbITNSA peanbHOro BpeMeHu YyCTPONCTBA.

3anyctute komangy subscr sample enable, 4TobBbl BKMOYMTL BCE MOAMUCAHHbIE
nepuogudeckune cobblTna yCTponUCTBa.

3anyctute komaHgy show grpc channel [ counter | ana otobpaxeHus cobbiTui
peanbHOro BpeMeHU/Mepuoanyecknx CoObITUIN, MOAMUCAHHBLIX CEPBEPOM, WU ANS
oTOOpaxeHns CTaTUCTUKN.

KomaHga subscr [realtime | sample] enable
Onuncanwne realtime: YkasbiBaeT nognucaHHble cOObITUS B pearibHOM BPEMEHMW.
PRl e sample: YkasbiBaeT Ha NognuMcaHHbIe NepMognyeckme cobbITus.
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Hactpoiika gRPC

Mo ymonyaHuio

Moanuncka Ha coObiTMa B peanbHOM BpeMeHun/nepuogmnveckne cobbitus
OTKIOYEHa N0 YMONYaHMIo.

Pexum komaHg,

Pexxum koHdurypaumm npouecca gRPC

PykosogcTteo no
NCNonNb30BaHWIO

Mocne HacTpowku COBLITUI, Ha KOTOPbIE HY)XHO MOANMUCAaTbCHA, Npouecc
gRPC oxupaet, noka gucrnetdyep NETCONF oTtnpasut nognucknm Ha
cobbiTne. Korga nonyyeHHoe cooblieHne O noanvcke coBnagaeTr C
nokanbHbIM cobbITMEM, Tpebyowmnm nognucky, npouecc gRPC Bkntovaet
dyHKumto otnpaskm aaHHbix gRPC o cobbiTumn Ha cepsep. [Nocne Toro, kak
aucnetyep NETCONF otnpaBnsieT oTka3 OT Noarnucku Ha cobbiTue, ecnn
nosnly4eHHoe coobLleHne ob oTkase OT NoANUCKM COoBMadaeT C NoKasnbHbIM
cobbiTnem, Tpebytowmm nognuckn, npouecc gRPC oTkniovaeT yHKLMIO
oTnpaekn aaHHbIx gRPC o cobbiTun Ha cepBep.

Ecnn npouecc gRPC He HacTpamBaeT nognucku Ha cobbiTve, npouecc
gRPC He BbInonHseT HuWkakon obpaboTkvM Npu MonydYeHUn MOANUCKM Ha
cobbITns nnn otkasa ot noanuckn ot ancnetdyepa NETCONF.

HacTtpowka nHTepBana Tanmepa ona nepmoanyecknx coobITum
e  OnuyuoHanbHo.
° BbinonHute Ty HaCTDOVIKy no mepe HeO6XO£I,I/IMOCTVI.

e 3anyctute komaHay subscr-sample-interval Ha Tpebyemom ycTponcCTBE B pexume
KOH(purypaumm npouecca gRPC, u4Tobbl uM3MeHUTb WHTepBan TanWMepa Ansg
nepuoanyeckmx cobbITUIN, ecny He yka3aHo UHoe.

KomaHga subscr-sample-interval interval
OnucaHue interval: YkasblBaeT NoKanbHO HaCTPOEHHbIA UHTepBasn Ans OTYETOB O
napameTpoB nepmogndecknx cobbITUAX B cekyHaax. 3HadeHne BapbupyeTcsa oT 1 Oo

65535, a 3HayeHne no ymonyaHuio pasHo 10.

Mo ymonyaHuio

MHTepBan Tammepa MO YMOMYaHUIO ANS nNepuoguyeckux CcobbiTui
NCNONb3YeTCH MO YMOMYaHUIO.

Pexum
KOHcpurypauum

Pexwum koHdpurypauum npouecca gRPC

PykoBoacteo no
NCMNOMb30BaHUIO

lMocne TOro, kak nognucaHHoe nepuoauyeckoe cobbiTMe YCTPOMCTBaA
BkntodeHo un NETCONF  manager otnpaBnser noanvcaHHoe
nepuogudeckoe cobbitne, npouecc gRPC 3anyckaet Tarimep
nepuogmyeckoro cobbitnss n otnpasnsdet gaHHble gRPC Ha cepsep,
KOTOpbIA NoAnNucbiBaeTcs Ha cobbiTne. Korga nepuoanyeckoe cobbitue,
otnpaesnsemoe NETCONF manager, He cogepXut BpPEMEHHOro
WHTepBana, uHTepBan TaWmepa onpegenseTca KomaHgonm subscr-
sample-interval. Ecnn nepuognyeckoe cobbiTve, OTMNpaBnsemoe
NETCONF manager, cooepXutT WHTepBan Tanmepa, 3TOT WHTepBan
TanmMepa umeeT NPeMMyLLLECTBEHHYIO CUny.
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HacTpowka BpemeHu nogaBneHua Ansa coobITUM peanbHOro BpeMeHu
e  OnuuoHarnbHo.

o BbinonHute Ty HaCTp017IKy no mepe HeobXxoaNMOCT!.

e 3anyctute KomaHay subscr-realtime-interval Ha TpebyemomM ycTponcTBe B pexunme
KoHurypaumm npouecca gRPC, 4Tobbl M3MEHUTb Bpemsi NogaBreHust cobbITUA B
pearibHOM BpeMeHUW, eCNN He YKa3aHo UHoe.

KomaHnga subscr-realtime-interval {all interval | realtime json-event interval}
Onuncanwne all: YkasbiBaeT, YTO KOH(pMrypaumsa BnvsieT Ha Bce cobbiTusa B peanbHOM
napameTpoB BPEMEHW.

realtime: YkasbiBaeT, 4TO KOHWMrypaumsi BCTyrnaeT B Cury mpu
onpeneneHHOM coBbITUN peanbHOro BPEMEHH.

json-event: YKa3blBaeT TUMN HaCTPOEHHOro cobbiTns B peanbHOM BpeMeEHN.

interval: 3agaeTt uHTepBan nNogaBneHnsa Ans NpeaocTaBNeHNs OAHHbIX O
coObITUAX  peanbHOr0O BPEMEHM B  MUIAUCEKyHAax. 3HayeHune
Bapbupyetca oT 1 go 1000000, n cobbiTna peanbHOrO BPEMEHU MO
YMOM4YaHM1IO HE MOAaBMSIOTCA.

Mo ymonyaHuio CobbiTnsA B peanbHOM BpEMEHWN He NOAABNATCA MO YMOMYaHUIO.
Pexnm Pexxunm koHdurypaumm npouecca gRPC
KOHcpurypauum

PykoBogctBo o | [Mocrne TOro, kak YCTPOWCTBO akTMBMPYET NognucaHHoe cobbiTne
NCMNONb30BaHUIO pearnbHOro BpeMeHMU, ecnn cpabaTbiBaeT NOPOroBoe 3Ha4YeHne cobbITus,
reHepupYyTCA NakeTbl peanbHOro BpeMeHU 1 OTNPaBrstOTCS Ha cepBep,
KOTOpbIA MOANMUChLIBAETCA Ha coObiTMe. Koroa noporoBoe 3HayeHue
cpabaTbiBaeT 4acTo, 3a KOPOTKUA MPOMEXYTOK BPEMEHWN reHepUpyeTCs U
oTnpaBnsieTcsi Ha cepBep 60NbLLIOE KONMMYECTBO NakeToB. [laHHble B 3TUX
naketax MoryT ObITb OAWHAKOBbIMW, HO 0OpaboTka 39TMX NakeToB
3HAYMTENbHO YyBENMYMBAET Harpy3ky Ha YCTPOMCTBO M cepsep. YTobbl
npegoTBpaTMTb 3TOT Criyyaur, 3anyctute KomaHgy subscr-real time-
interval gonsa nogaBneHUMs TEHepauun HOBbIX MaKeTOB ANist COObITUN
peanbHOro BpeMEHN B TEYEHWE onpeaeneHHoro nepruoaa BpeEMeHN.

9.4.4.2. NpoBepkKa

e 3anyctute komaHgy show grpc subscr realtime, 4To6bl 0TOBpPa3UTL NognNUCaHHbIE
coObITMA B pearnbHOM BPEMEHM.

e 3anyctute komaHagy show grpc subscr sample, ytobbl 0TOGpas3nTL NognucaHHbIe
nepuoguyeckue coodbITus.

e 3anyctute komaHgy show grpc channel [counter], 4To6bl oTOGpasunTL IP-agpec,
naeHTnduKaTop nopTa 1 NognNUcaHHble cobbITUSE cepBepa Unu oTobpasnTb pasnUYHyLo
CTaTUCTUKY.
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9.4.4.3. Npumep KoHcpUrypaumm

BknroyeHne noanMckn Ha cobbITUSA B pearibHOM BpeMeHU yCTpoMUCcTBa
Cuenapun: CeTeBas cBsi3b Mexay yctponcteom S n PC1 paboTtaeT HopMankbHo.

192.168.1.0/30

€ ="

\/

PC1

PucyHok 56. Tononorus One-to-one

LWarn o  Bkntouute dyHkumio gRPC (onyLueHo).
HaCTpOMKM e YcTaHoBUTe COBLITUE peanbHOro BpeMeH! M3MEHEHst KOHUrypaLmm
CLI, Ha KOoTopble HYXXHO NoAnncaTbCs.
e MeHeopxkep NETCONF noanucbiBaeTcs Ha CcobObITME W3MEHEHMS
KoHpurypauum CLI B peanbHOM BpeMEHU.
S S(config)# grpc
S(config-grpc)# subscr realtime enable
MpoBepka | 3anyctute Kkomangy show grpc subscr realtime, 4To6bl 0OTOGPaA3UTL
KONMYeCTBO CEpBEPOB, KOTOPbIe NOANMCanuch Ha cobbiTe B peanibHOM BpEMEHU
n3meHeHus KoHpurypauum CLI.
3anyctute komaHgy show grpc channel [counter], 4To6bl 0OTOGpa3nTb
IP-agpeca, naeHTugmkaTopbl NOPTOB M NOAMUCAHHbIE COBLITUS CepBEepoOB UMK
PasnNYHYI0 CTaTUCTUKY.
S S# show grpc subscr realtime
S# show grpc channel counter

BknroyeHne noanucKn Ha nepuoanyeckue coobITUS yCTponcTea
CueHapun: CeTeBagd cBa3b Mexay yctponctsom S n PC1 paboTtaet HOpMarbHO.

192.168.1.0/30

%Hma — %I

S PCA

PucyHok 57. Tononorua One-to-one

LWarw
HaCTPOWKM

e  Bknouute coyHkuuio gRPC (onyweHo).
e Hactponte nepuoamnyeckoe cobbitne DCB PFC ans nognucku.

e MeHeopxep NETCONF noagnucbiBaeTca Ha nepuoamnyveckoe cobbiTue
DCB PFC.

@ e
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S(config)# grpc

S(config-grpc)# subscr sample enable

MpoBepka

3anyctuTte KomaHgy show grpc subscr sample, 4Tobbl 0TOGPaA3UTL KONIMYECTBO
cepBepoB, KOTOPble NoANMcaHbl Ha nepnoandeckoe cobbitne DCB PFC.

3anyctute komaHgy show grpc channel [counter], 4To6bl OTOGpPa3nTL
IP-agpeca, naeHTugumkaTopbl NOPTOB U NOAMMUCAHHbIE COOLITUS CEPBEPOB NN
PasnUYHYIO CTaTUCTUKY.

S# show grpc subscr sample

S# show grpc channel counter

HacTpounka uHTepBana Tanmepa ans nepmoanyeckmnx coobitumn
CueHapun: CeTeBas cBs3b Mexay ycTponcteom S n PC1 paboTtaeT HopmarbHO.

192.168.1.0/30

£ H/49 -
% ~ -]
FCA

]

PucyHok 58. Tononorua One-to-one

Larn o  Bkntouute dyHkumto gRPC (onyLueHo).
HaCTPOMKH e YcTaHOBUTE MHTepBan Ans NepyvoaMyYeckoro NoMy4YeHNs NoanMCaHHOro
nepuogmyeckoro cobbitTnst Ha 10 cekyHA.
S S(config)# grpc
S(config-grpc)# subscr-sample-interval 10
MpoBepka | 3anycTtuTte NpuMepHyto komaHay show grpc subscr, 4To6bl 0TOBPa3nTbL MHTEPBAN
Tarimepa BCcex NOANMCAaHHbIX NEPUOONYECKUX COBLITUN.
S S# show grpc subscr sample

167

@ § QTECH

MWP [OOCTYMNHEE




PykoBoacTeo nonb3oBatens cepus QSW-6900

HacTtpolika gRPC W

HacTpowka BpemeHu nogaBneHua Ansa coobITUM peanbHOro BpeMeHu
CueHapui: CeTeBas cBa3b Mexay yctponctsom S n PC1 paboTtaet HopMarbHO.

192, 168,1.0/30
e e HO/49 :
=z = <!

- PC1

PucyHok 59. Tononorusa One-to-one

Warwn o Bkntouute dyHkumio gRPC (onyLueHo).

HacTpouku e YcTaHoBMTEe BpeMsi noaaBneHust Ha 500 Mc Ans BCeX MoAnUCaHHbIX
CoBbITUIN B peanbHOM BPEMEHM.

S S(config)# grpc
S(config-grpc)# subscr-realtime-interval all 500

MpoBepka | 3anyctute komaHgy show grpc subscr realtime, 4yTobbl 0TOGPa3NTL Bpems
NoAaBneHns BCeX NOAMUCAHHbIX COObITUI B pearlbHOM BPEMEHM.

S S# show grpc subscr realtime

9.4.5. MNpuBA3Kka ykazaHHOro nHrepdenca gna ornpaskm naketoB gRPC

9.4.5.1. AcpeKT KoHDUrypaumm
o gRPC ucnonbayet IP-agpec ykasaHHOro nHtepdernca ons oTnpaBkn NakeToB.

9.4.5.2. NpumeyaHus

e  (CBsI3aHHbIN UHTEPdENC OOMKEH ObITb BKITHOYEH.
e [1na cBsA3aHHOro MHTepdenca HeobxoamMmo HacTpouTb IP-agpec.

9.4.5.3. Llarn HacTpourKun

MpuBaA3ka ykazaHHOro nHtepdenca ansa ornpaBku naketos gRPC
e  OnuuoHanbHo.
e BbInonHuTe aTy HACTPOKMKY NO Mepe HeoBXoaMMOCTH.

e 3anyctute KomaHay subscr-source-interface Ha TpebyeMOM yCTpONCTBE B pexunme
HacTpouku npouecca gRPC, ecnu He ykasaHOo UHoe.

9.4.5.4. NMpoBepka

e 3anyctute koMaHgy show running, 4Tobbl MPOBEPUTL NPaBUNBHOCTb KOHPUIypaLIK.
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9.4.5.5. CBA3aHHble KOMaHAbI

MpuBnska ykasaHHOro uHTepdenca Ans ornpasku naketos gRPC

KomaHga subscr-source-interface interface-type interface-number
Onuncanwne interface-type interface-number: ykasbiBaeT nms nHtepdemca.
napameTpoB

Mo ymonyaHumio
Pexum komaHg,

gRPC cnyyarHbiM 06pa3om NpMBA3bIBAET UCXOOHbIV agpec AN OTnpaBKu
NakeToB MO YMOMYaHMo.

Pexxum koHgurypaumm npouecca gRPC

Pykosoacteo no
MCMOJIb30BaHUIO

Hencteue gRPC no cosgaHuio kaHama Mo YMOSYaHWUIo 3akniodaeTcs B
CnyyYyanHOW MpuBSA3KE agpeca MUCTOYHMKa ONns oTnpaBku naketoB. Koraa
cepBep nonyyaeT nakeTbl TOMNbKO C YKasaHHOro ajgpeca WCTOYHMKA,
pencteme gRPC no ymonyaHuio He MOXET COOTBETCTBOBaTb TpeboBaHMAM
npunoxexHusa. B aTtom cnyyae 3anyctute komaHgy subscr source-
interface, 4Tobbl ykaszaTb agpec UCTOYHMKA ANt OTNPaBKX NaKeToB.

9.4.5.6. Mpumep KoHcUurypaumum

NMPUMEYAHME: OnncbiBaeTcs TONbKO KOHUrypaums, cesasaHHasa ¢ gRPC.

NMpuBA3ka ykazaHHOro nHtepdenca ansa ornpaBku naketos gRPC
CueHapun: CeTeBas cBs3b Mexay ycTponcteom S n PC1 paboTtaeT HopmarbHO.

192.168.1.0030
" e HO/49 ;
= = <

S PC1

PucyHok 60. Tononorua One-to-one

HaCTPOWKK

Warn Bkntounte cyHkumio gRPC.
Hactponte WAN-nopr.

S S(config)# interface HundredGigabitEthernet 0/49

S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1
255.255.255.252

S(config-if-HundredGigabitEthernet 0/49)# exit
S(config)# grpc
S(config-grpc)# subscr-source-interface HundredGigabitEthernet 0/49
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lMpoBepka | MpoBepbTe, NPaBUIBHO NN COXpaHeHa KOHdUrypaumsi.

MponuHryiTe agpec cepsepa WM NPoBepbTE, MOXHO MW YCMELHO NPONMHIoBaTh
agpec.

MpoBepbTe, MOryT NN YCTPOWCTBO M CepBeEpP MNpaBUIlbHO B3aMMOAENCTBOBaTb
LIpYr C [ipyrom.

S S# show running

S# show grpc channel

9.4.6. NpeaBapuTenbHaa HacTpoWKa cepBepoOB U COObLITUA, Ha KOTOpble
HY>XHO noanucaTtbcsl
9.4.6.1. AcpdeKT KoHDUrypaumm

¢ [locne npegBapuTenbHOM HACTPOVKM CEPBEPOB U COBLITUI, NoAeXalLnX NOANNCKE, Ha
cepBepbl MOXXHO OTMNPaBAATb OTYETHI O CBSI3aHHbIX cobbITMsIX gRPC.

9.4.6.2. NpumeyaHusn

e Agpec u ngeHtTudumkaTop nopra cepeepa OOIMKHbI OblTb AENCTBUTENBHBIMMU.

e  CoO6bITs U NapamMeTpbl AN NOANUCKM OOMKHbI 6biTb NPaBUIBbHBIMW U ENCTBYHOLLNMU.
9.4.6.3. LLlarn HacTpounku

NMpepBapuTenbHas HacTpoMKa cepBepa, KOTOPbIM MOXET NOANUCbLIBAaTLCA Ha
coobITuA

e (Obga3aTenbHbIN.

KomaHga user-server ip-address port-id
Onuncanue ip-address: ykasbiBaeT IPv4-agpec cepsepa.
napameTpoB

port-id: ykasbiBaeT ngeHTMdukaTop nopra cepsepa.

Pexxum komaHg | Pexxum koHdurypauum npouecca grRPC

PykoBoacteo no | Micnonb3ynTte aTy KOMaHgy ANs npeaBaputenbHOro Co3gaHus ykasaHHOro
NCNomnb30BaHUIO | KaHana cepeepa v nepeknoyeHnsa Ha Pexxum nognuckm cepsepa gRPC.

B aTOM pexume MOXHO HAcCTpoUTb COBLITUS KaHana, Ha KOTOpble HYXXHO
nognucaTbCs.

YCTPOWCTBO MOXET 3apaHee co3faBaTb CEPBEPLI U COObITUSI, HA KOTOpbIE
HY>KHO MoAnucaTbCs, C MOMOLLBI KOMaHA, WM MOXHO CMOAENMpoBaThb
KOHTpOnnep Ansi yBe4oMIIEHNst YCTPOMCTBA O cepBepax M CobbITUsX, Ha
KoTopble HyXHO nognucaTtbcs, Yepe3d NETCONF.

YCTPONCTBO MOXET yaansiTb cepBepbl U COObITUSA, HA KOTOPbIE MNOAMUCAaHbI,
C MOMOLLbIO KOMaHZ, WM MOXHO CMOAENMpoBaTb KOHTponnep nAns
yBEe4OMIIEHMS YCTPOWCTBA O cepBepax W CcobbiTUSAX, Ha KOTOpble He
nognucansbl, Yepe3 NETCONF.
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MpepBapuTenbHas HaCTpoOMKa COObLITUM, HA KOTOpPbIe HY)XXHO noanMcaTbCs
e O6GsAsaTenbHbIN.

KomaHga type json-event value value

Onucanve json-event: ykasbiBaeT TMn cobbiTus. NogpobHee cM. B BbIBOAE KOMaHAbI
napameTpoB show grpc subscr | include json.

Onucanune value: HacTpanBaeT 3Ha4YeHne napameTpa, T. €. MOPOroBoe 3HadyeHve ans
napameTpoB cobbiTA B peanlbHOM BPEMEHW W BPEMEHHOW WHTepBan Aans

nepuoanyeckmx coobITUN.

Pexum komaHg,

Pexxum nognnckn cepesepa gRPC

PykosogcTteo no
NCMNOMb30BaHUIO

Hactponte cobbiTss 1 napameTpbl Ans NOAMNWCKM Ha KaHan, KoTopble
OOITKHbI cooTBeTCTBOBaTb koHGUrypaumm B NETCONF.

9.4.6.4. NpoBepkKa

e 3anyctute komaHgy show running, 4ToGbl NPOBEPUTL NPABUMBHOCTL KOH(UIypaLmn.

e 3anyctute komaHgy show grpc channel, 4ytobbl NpoBEPUTL MPaBUITBHOCTL CEPBEPOB
N COObITUIA, NOANEXALLMX NOAMMUCKE.

9.4.6.5. Npumep KoHcUrypauum

NMPUMEYAHMUE: OnncbiBaeTcsa ToNbKO KOHUrypaums, cesasaHHas ¢ gRPC.

MpepBapuTenbHas HacTpoWKa cepBepOB W COOLITUW, HAa KOTOPbI€ HYXHO

noanucaTbcCA

CueHapun: CeTeBagd cBs3b Mexay yctponctsom S n PC1 paboTtaet HOpMarbHO.

192 168.1.0/30

%Hm 9 — %I

S PC1

PucyHok 61. Tononorua One-to-one

HaCTPOWKK

Warn Bkntounte cpyHkumio gRPC.
HacTtpoiTe kaHan.
HacTtponTe Tvn nognucku.

S S(config)# grpc
S(config-grpc)# user-server 192.168.0.1 12345
S(config-grpc-us)# type 0x10000000 value 10

@ e
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MposBepka | MpoBepbTe, NPaBUIBHO SN COXpPaHeHa KOHguUrypauus.

MponuHryinTe agpec cepeepa 1 NPOBEPbTE, MOXHO NN YCMELHO NPoNMHroBaTb
agpec.

MpoBepbTe, MOryT NN YCTPOWCTBO M CepBeEpP MNpaBUIlbHO B3aMMOAENCTBOBaTb
LIpYr C [ipyrom.

S S# show running

S# show grpc channel

9.4.6.6. PacnpocTpaHeHHble OLNOKK

[MoporoBoe 3Ha4yeHue ansd cobbiTMiA B peanbHOM BPEMEHM HaxoguTcs B gnanasoHe oT —1 oo
100, BpeMeHHON MHTepBan AN Nepuoamnyveckux cobbITU HaxoauTcs B AvManasoHe oT —1 a0
65 535, n Heo6xo0aNMMO MCMNONb30BaTb CyLLECTBYOLWMIA TUM. B NnpoTMBHOM crnyyae KoHurypaums
He BCTYMaeT B CUITYy N HE COXPaHSIETCS.

9.4.7. NpepBapuTenbHasa HacTpouka MHcpopmauMm O nonb3oBaTenaAx Ans
BXxopaa Ha cepBepbl gRPC
9.4.7.1. AcpdeKT KoHUrypaumm

e [locne Toro, kak uHdopmauma O nonb3oBatene ans Bxoga Ha cepsep gRPC
npeaBapuTenbHO HACTpoeHa, MHAdopMauns MoxeT ObiTb MpaBUNbHO MoslydyeHa Ans
3anpocoB cobbITUIN COOpa aHHbIX, NHULMMPOBAHHbIX YKa3aHHbIM cepBepom gRPC.

9.4.7.2. NMpumeyaHums

e Ajapec cepBepa OOMmKeH ObITb AEACTBUTENBbHbIM.
e VpoeHTudmkatop nonb3oBaTens, BOWEALWErO B CUCTEMY, AOMMKEH ObITb YHUKAINbHBLIM.

9.4.7.3. CBA3aHHbIe KOMaHAbI

NMpepBaputenbHas HacTpoMka MHcpoOpmMauMum O nonb3oBaTesNiiX Bxoga Ha
cepBep gRPC

e (ObsA3aTenbHbIN.

KomaHpa user-client id user-name ip-address
OnwucaHue id: Yka3blBaeT naeHTugunkaTop normHa nornb3oBaTens.
napameTpoB

user-name: ykasblBaeT MMs nonb3oBaresns (He cBa3aHHoe ¢ Gubnunotekon
AAA; MOXeT ObITb HE 3apErMCTPMPOBAHHBLIM MOSbL30BATENEM).

ip-address: ykasblBaeT paspeLLeHHbI agpec.

Pexum komaHg | Pexxum koHdurypaumm npouecca gRPC

PykoBoacTBO Mo | YCTPOMCTBO MOXET MpeABapuUTenbHO Cco3daBaTbh Mofb3oBaTenen Aans
NCMOMb30BaHWIO | BXO4a Ha ayTeHTUMULMPOBAHHbIE CepBepbl C MOMOLLLID KOMaH4, Wnm
cepBep MOXeT bbITb CMOAENUPOBAH A5 UHNLMMPOBAHMS 3anpoca Ha BXo[,

172

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo nonb3oBatens cepus QSW-6900

HacTtpolika gRPC W

NPOXoXxXAeHUnA ayTeHTVICbI/lKaLI,I/II/l n COXpaHeHu4 I/IHd)OpMaLI,VII/I (0}
nonb3oBaTendx, Bowealwnx B CACTEMY.

YCTPOWCTBO MOXET yaansTb Nonb3oBaTerniei, BoleAlwnx B CUCTEMY C
ayTEHTUMULUMPOBAHHLIX CEPBEPOB, C MOMOLLLID KOMaHa, WnvM cepBep
MOXeT ObITb CMOAENVPOBaH A1 MHULMMPOBaHMS 3anpoca Ha BbIXOA U3
cUCTEMbl U yaaneHust MHdopMauuyM O nonb3oBaTensx, Bolweawnx B
cuctemy.

9.4.7.4. NpoBepkKa

e 3anycrtute komaHagy show running, 4Tobbl NPOBEPUTL NPABUSILHOCTb KOHGMUIypaunm.
e 3anyctute komaHgy show grpc client, 4tobbl 0TOGpa3svMTbL WHpOpMauuio o

nonb3oBaTensx, Bolweawmnx B CUCTEMY.
9.4.7.5. Mpumep KoHcuUrypaumum
NMPUMEYAHMUE: OnnceiBaeTca ToNbKO KOHUrypawms, ceasaHHasa ¢ gRPC.

NMpeaBaputenbHas HacTpoMka WH¢popmMauuMu O nosfib3oBaTesiiX BXxoAa Ha
cepBep gRPC
CueHapun: CeTteBas cBa3b Mexay yctponctsom S n PC1 paboTtaeT HopMarnbHO.

192 168.1.0/30

ey HO/49 *
= <3
PCA

o
pe=1

PucyHok 62. Tononorua One-to-one

Warn Bkntounte cpyHkumnio gRPC.
HACTPOMKI | Hacrpoiite MHbopmaLmio o nonb3oBaTene ANst BXOAa Ha ykasaHHbIi cepBep.

S S(config)# grpc
S(config-grpc)# user-client 12345 test-user 192.168.0.1

MpoBepka | MNpoBepbTe, NPABUMLHO N COXPaHeHa KOHMUrypaums.

MponuHryinTe agpec cepeepa M NPoBEpPbTE, MOXHO NN YCMELIHO NPonMHroBaTb
agpec.

MpoBepbTe, MOXHO N NONYy4YMTb MHpopMaLMio Ans 3anpoca cobbiTus cbopa
[AaHHbIX, MHULMNPOBAHHOIO CEpPBEPOM.

S S# show running
S# show grpc client
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9.5. MoHUTOpUHr

9.5.1. OumncTtkKa

NMPUMEYAHME: BuinonHeHne KomaHg clear MOXET NPUBECTU K MOTEPE XU3HEHHO BaXKHOW
NMHpopMaLMK 1, TakuMm 00pa3om, K NpepbiBaHUIO paboTbl Cryx0.

OnucaHue

KomaHpa

Ounwaet CTaTUCTUKY cepsepa,
KOTOPbI MOXET MOAMUCLIBATLCA Ha
cobbiTnst gRPC

clear grpc channel [ip-address port-id] [counter]

Ounwaetr pgaHHble O nepuoanveckmx
cobbITnsix gRPC 1 cobbITusix peanbHOro
BPEMEHW.

clear grpc subscr [sample] [counter]

9.5.2. OTOobOpaxeHue

OnucaHue

KomaHpa

OtobpaxaeTr |IP-agpec, wuaeHTUdMKaTOP
nopTa 1 nognucaHHble cobbITUs cepBepa Unm
pas3nnyHble CTaTUCTUYECKNE AaHHbIE.

show grpc channel [ counter ]

OTtobpaxaeT nHdopmauno o]
nonb3oBaTensax, BOWeOWnNX B CUCTEMY Ha
cepeepax gRPC.

show grpc client

OtobpaxaeT TekyLiee coctosiHne gRPC.

show grpc status

OTtoGpaxaeT  cratycbl M CTATUCTUKY
nognucaHHbIX COBbITUN Ha YCTPOMCTBE.

show grpc subscr [realtime | sample]

9.5.3. OTnapgka

NMPUMEYAHUE: CuctemHble pecypcbl 3aHATbl Mpy BbIBOAE OTNAgoOYHOW MHAOpMaUnn.
lMoaTomy oTKMOYanTe nepeknoyaTens OTNagkn cpasy nocne NCnonb3oBaHUs.

OnucaHue KomaHpa

Otnagka yHkuumn gRPC.

debug grpc { all | event }

(@ arecy
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10. HACTPOMKA IFA U PSR
10.1. O630p

AHanusaTtop BHyTpunosnocHoro notoka (IFA) n otyeT o cratuctuke naketoB (PSR)
obecneynBaloT (PyHKLMIO BbIOOPKM ANg BU3yanuaauum tTpaduka. IFA MOXHO ncnonb3oBaTh Ansg
TOYHOro onpeaeneHns NyTu U 3a4epPXXKU Nepecbinkn onpegeneHHoro Tpaduka, MHKancynaunm
Takon MHdopMaumn B nakeTbl NPOTOKOMa nonb3oBaTenbckux Aatarpamm (UDP) u otnpasku
NMakeToB Ha cepBep KNueHTa Ans aHanusa. PSR MOXHO ucnonb3oBaTb ANs Nepuognuyeckon
BblOOpkM ©as3bl gaHHbIX ynpaeneHus (MIB) wuHTepdenca u cTaTtuCTUkM uHTepdenca,
WHKancynsumm Takon nHpopmaumm B naketsl UDP 1 oTnpaBku NakeToB Ha cepBep KIMeHTa.

lNMpoTokonbl U cTaHaapTbl
e Cob6cTtBeHHbIN NnpoTokon QTECH

10.2. NMpunoxeHus

MpunoxeHune OnucaHwue

Buayanusauma Tpaduka OTtbupaeT Tpaduk wHTepdenca B JOKanbHOW CeTn U
oTnpaBnseT pesynbTatbl BbIOOPKM Ha cepBep ANsA aHanusa
Tpadumka, 4ToObl 4OCTMYL LEeNN MOHUTOPUHIa CeTw.

10.2.1. Busyanusauusa Tpadumka

10.2.1.1. CueHapuu

Kak nokaszaHO Ha puCyHKe Hwxe, pelleHVe Ond Bu3yanusauuu Tpaduka HacTpoeHOo Angd
MOHUTOPMHra obMeHa AaHHbIMK Mexay cepBepamn 1 n 2. CeTeBble YCTPOWCTBA MeXay ABYMS
cepBepaMu ynpoLeHbl O Tpex YCTPOWCTB, MNOKasaHHbIX Ha pUCYHKe, a KoHdpurypauus
ONYLLEHHbIX MPOMEXYTOYHbIX YCTPOWCTB Takas e, Kak u nepeknoyaTtens 2. Boibopka IFA
BKMOYEHa Ha nepekniodatene 1, ycTtponctse Hadana BblOOpku. B naketbl BbiGopku IFA
nobasnsetca none metagaTtel (MD) Ha koMmmyTaTope Hadana BblIGOpkM 1, MPOMEXYTOYHOM
nepekniovartene ycTpounctBa 2 U Mepeknivatene KOHEeYHOro YCTpoucTBa BblIOOpkM 3
nocriegoBaTternsHO, U KOMMyTaTop 3 OTNpaBnAeT nakeTsl Ha cepBep IFA ona aHanusa.

hu/1 hu(y2
tel/f13 tel/14 . te(/15 tel/16
g
~—’W—" g "“;‘ﬂ—"“
Server 1 switchl switch switch3 Server 2
PucyHok 63.

10.2.1.2. PasBepTbiBaHUe

e HactpownTte loopback-nopt IFA Ha koMmyTaTope 1 1 HaCTPONTE CBSI3aHHbIN C BbIOOPKOM
IFA ACL, vactoTy BbiGOpKKu 1 none MD, koTopble 6yayT 4o6aBnsaATbCS K Naketam Ha
NMHTepdence BbIGOPKN.
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e Ha kommyTaTope 2 HacTpovTe nHtepdenc Bblbopku, 4Tobbl 406aBUTL B NAKETLI NOne
MD.

e Ha kommyTtatope 3 HacTpouTe WHdOpMaUMIO O cepBepe U HacTpouTe uHTepdpenc
BbIOOpKM, 4TOGLI J0B6aBUTL Nofnie MD B nakeTbl.

e Hactponte BbiGopky PSR Ha ntobom kommyTtatope Ans BeiBoga MIB n ctatuctmkm
NHTepdenca BblIboOpKN.

10.3. PyHKUUMN

10.3.1. ba3oBble KOHLEeNTbI

Mcnonb3ys ceTeBble YCTPOWCTBA B KadecTBe Y3NoB U MHTepdencbl YCTPOWMCTB B KayecTBe
OCHOBHbIX eauHu1L, BbIOOpKK, BM3yanu3auusa Tpaduka Mcnonb3yeT annapatHble MUKPOCXEMb
ANns BbIOOPKM W OTNpaBkM MHGOPMaUMM O MNyTAX Mepecbikn Tpaduka Ha cepsep AnNg
MOHUTOPUHra Tpaduka. Takum obpasom, COCTOsIHME Tpaduka MOXKHO OTCNEXUBATL B peXNME
peasibHOro BpeMeHU, a UCKIHYEHNsa Tpaguka MOXXHO CBOEBPEMEHHO MAEHTUMUMPOBATb, TEM
cambiM obecnevymBas HopmarbHYK U cTabunbHyto paboTy ceTn. Boibopka IFA 3akntodaeTcs B
pobaBneHun MHgopMaumm O KOHKPETHOM Tpaduke, Takon Kak MyTb U BpeMEeHHas MeTKa, K
naketam, uHkancynauum naketos B UDP-nakeTbl n otnpaske UDP-nakeTtoB Ha cepsep Ans
aHanunsa. BbiGopka PSR 3akniovaetcs B Nepuogndeckom MpocMoTpe MHopMauum o
KOHKPETHbIX MHTepdencax.

10.3.2. O630p

OcobeHHOCTbL = OnucaHue

Bbibopka IFA O6pabaTbiBaeT nakeTbl, NpoxoasLime Yyepes UHTepdENChI, 1 OTnNpaBnseT
nx Ha cepBep ans o6paboTku.

Bbibopka PSR Mepnognyeckn otnpasnder MIB, ©6ydep wu agpyryto wuHpopmaumio
nHTepdenca Ha cepsep.

10.3.3. Bbi6opka IFA

MakeTbl, KOTOPbIE NPOXOAAT Yepe3 MHTepdenchl, 0bpabaThiBaOTCA 1 OTNPAaBAITCS HA cepBep
ans obpaboTku.

10.3.3.1. MpuHUMN paboTbI

B KOHTponupyemom ceTn HavanbHOE U KOHEeYHoe YCTPOMCTBa MOHMTOPUWHra IFA moryT ObiTb
BbIGpaHbl M0 Mepe HeEOBXOAMMOCTU, N MOXET BbITb HECKONBKO NMPOMEXYTOUYHbIX YCTPOUCTB. Ha
Ha4anbHOM YCTPOWCTBE, KOraa nakeTbl NPOXOAAT Yepes3 nHTepdenc Bbibopkn IFA, nHrepderic
BbINONHAET 00paboTky Bblbopkn IFA gnsg naketoB, cooTBeTcTByoWwWMX ACL, Ha oOcHoBe
KoHcburypauumn Beibopkn nHTepdenca. ObpaboTtka BkntovaeT gobasneHne 3aronoBka gaTyunka
INT (meTka gatuymka, anuHa 3arpyskun, SN 1 gpyrast tHgpopmaums) n nonss MD (maeHTudmkaTop
YCTPOWCTBA, MHOPMaUnNSa O BXOAE/BbIXOAE MU BpeMEHHast MeTka Bxoaa/Bbixoaa). PyHkuma IFA
ncnonb3yeTt loopback-nHTepdenc ona nepecoInkv NnakeToB, MOMEYEHHbIX 3arofiloBKOM AaT4yumka
INT, yepes ncxoaHbii Bxod. None MD Takke HeobGxoanmMo Oo0GaBNATb K Naketam, Korga OHMU
NpoXoaaT Yepes3 NPOMEXYTOUHbIE YCTPONCTBA N KOHEYHOE YCTPOMCTBO. KOHEeYHoe yCTpOoMCTBO
WHKancynupyeT pesynbTaTbl Bbibopku IFA B nakeTbl UDP n oTnpaBnseTt nx Ha cepsep IFA ans
aHanmsa. MNyTb 1 3agepxka NepecbInkn onpegeneHHoro Tpaduka MoryT ObiTb OnpeaeneHbl Ha
ocHoBe rnong MD u gpyron nHgopmaumm B naketax IFA.
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10.3.4. Beibopka PSR

Mpun BbIGOpKEe PSR MIB 1 cTaTUCTUKa MHTepdenca nepnoanyeckn oTnpaBnaoTCs Ha cepBep.

10.3.4.1. MpuHUMN paboThbI

Bbibopka PSR npeaHasHaveHa ans 3arpy3km MIB (MHdopmaums o6 yctponctee) n dydepHomn
MHpopmaumm (cocTodHMe wuHTepdenca u cTaTUCTUKa nepedavn WM NOfydYeHUs MNakeToB)
UHTepdenca Ha cepBep. [lo wucteyeHum wHTepBana BbiOOpkM PSR BbiweykasaHHas
nHpopmaumsa 0b nHrepdernce nHkancynupyetca B UDP-nakeTbl M OTNpaBnsieTcst Ha cepBep Ans
aHanuaa.

10.4. OnucaHue npoaykKra

NMPUMEYAHUE: B HacTosdllee BpemMss B KayecTBe KOHeYHoro ycTtponctea IFA MOXHO
ncnonb3oBaTb TONbLKO yCcTponcTBa cepum QSW-6900-56F. MNoaTomy TONLKO yCTpomncTea cepumn
QSW-6900-56F moryT uHkancynupoBaTb nakeTbl Bbldopkn [IFA  un  oTnpaensTb
WHKanNCcynMpoBaHHbIE NakeTbl HAa YKa3aHHbIN cepBep.

NMPUMEYAHUE: B HacTosilee Bpemsi B KayecTBe KOHe4yHoro yctpounctBa IFA MOXHO
Mcnonb3oBaTb TONbKO ycTponcTtea cepun QSW-6900-56F. MoaTomy TonbKo yCcTponcTea cepum
QSW-6900-56F noggepxuBatoT HacTpoOWKy MHGOpMaUUKM O cepBepe, M MOXHO HacTpOUTb
TONbKO OAVH CepBep.

NMPUMEYAHUE: B HacTosiee Bpems B KayecTBe HadanbHoOro ycrtpouctsa IFA MOXHO
Mcnonb3oBaTb TONMbKO ycTponcTtea cepun QSW-6900-56F. MoaTomy TonbKo yCcTponcTea cepumn
QSW-6900-56F nogaepxwusatot koHgurypaumto IFA ACL ans Bbi6opku.

NMPUMEYMAHUE: B HacTosiee Bpems B KayecTBe HadanbHoro ycrtpouctsa IFA MOXHO
ncnonb3oBaTb TONbKO ycTponcTea cepum QSW-6900-56F. MNoaTomy TONLKO YCTponcTBa cepum
QSW-6900-56F nogoepxumBatoT KoHpurypauuio xoct-nopta IFA.

NMPUMEYAHMUE: B HacTodwee Bpema ycTponctea cepumnm QSW-6900-56F He nogaepkmsatoT
unbTpaumio naketos BblGopku IFA.

10.5. KoHdurypauusn

KoHdurypauus OnucaHue n komaHaa

HacTtponka ocHoBHbIX | (OBa3aTenbHo) Wcnonb3yetca Ons YCTaHOBMEHUS COEOUHEHUS U

dyHkumnn IFA obMeHa OaHHbIMU MeXAy KOHEYHbIM YCTPOMCTBOM BbIOOpOK IFA 1
cepBepomM.
ifa server server-name source HacTtpanBaeT cepsep IFA.
ifa send-server server-name HactpanBaeT uma cepsepa, Ha

KOTOPbIA OOSMKHbI OTNPaBNATHLCA
nakeTbl IFA nHTepdeica.

(ObsazaTenbHO) WMcnonb3yetcs AnNs BKAYEHUs (OYHKUUKU BbIGOPKK
IFA.

ifa set-loopback interface | HactpauBaeTt
interface name loopback-uHtepdeinc IFA.
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KoHdurypauus

OnucaHue u KOMaHaa

HacTporka oCHOBHbIX

dbyHkumn IFA

ifa acl

HactpanBaet ACL, cBA3aHHLIN C
Bolbopkon  IFA, wn yacrtoty
BbIGOPKMN.

ifa set-header md

JobasnseT none MD B
3aronoBokK nakeToB Bblbopku IFA.

(OnumoHaneHo) Ncnonbsyetcsa ans douneTpaumm nakeTtos IFA.

ifa filter enable

®dunbtpyer naketol IFA  Ha

UHTEepemnce.

ifa host-port

HacTtpanBaeT wuHTepdenc kak
nopt cepsepa IFA.

(OnumoHanbHO) Ncnonb3yeTcss AnNa HaCTPOWKM agpeca yCTpoucTea

IFA.

ifa set-yctponcrteo

HacTtpauBaeTt agpec ycTponcTtsa
IFA.

HacTporka OCHOBHbIX

dbyHkumn PSR

(ObsizaTenbHO) Mcnonb3yeTcs AONst YCTAHOBIIEHUSI COEOUHEHUS W
obmMeHa faHHbIMKM Mexay YCcTponcTBom Bblbopkn PSR n cepepom

PSR.

pSr server server-name source

HacTtpauBaeT cepeep PSR.

psr send-server server-name

HactpanBaeT uma cepBepa, Ha
KOTOpbIA OOJKHbI OTNPaBSATLCS
PSR-nakeTbl HTEpPhENCA.

(OnumoHanbHO) Mcnonb3yeTca Anst HACTPOWKN MHTepBana nepegayn
M ONVHbI NakeTa nakeTor Bbloopku PSR.

psr interval seconds

HacTtpauBaeTt BPEMEHHOMN
WHTepBan ans Bblbopkn PSR.

psr collect-interface numbers

HactpaunBaet KOSIMYEeCTBO
NHTEpdencos, WHGopmauns o
BbIOOpKe KOTOPbIX AOSMKHA BbITb
WHKancynvposaHa B MakeThbl
PSR.
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10.5.1. HacTtponka ocHOBHbIX pyHKUuun IFA

10.5.1.1. ekt KoHduUrypaumm

o  KoHeuHoe ycTponcTBO BbiOOpKKM IFA MOXET 06MeHMBaTLCA JAHHBIMU C CEPBEPOM.

o VHTepdhenc obpabartbiBaeT nakeTbl, Npoxogsue 4yepe3 MHTEPGENC, Ha OCHOBE
YacTOThbl BbIOOPKM 1 OTNPaBSET NakeTbl HA cepBep ansg obpaboTku.

10.5.1.2. lLlarun HacTpourKun

HacTtpouka cepBepa IFA
e  O6Gs3aTenbHbIN.

e HacTponTte nHdopmaumio o cepsepe IFA Ha KOHEYHOM YCTPOUCTBE.

e Hactponte komaHgy ifa send-server server-name Ha ykazaHHOM MHTEpPAIENCE TOro xe
KOHEYHOro YCTPOMCTBA, YTOObl MOXHO ObINO MHKaNCynuMpoBaTb NakeTbl BbIbopku IFA 1
OTNPaBnATb UX HA YKa3aHHbIN cepeep.

KomaHga ifa server server-name source ip-address port udp-port destination ip-
address port udp-port

Onuncanue server-name: ykasblBaeT ums cepsepa IFA.

napameTpoB

ip-address: ykasbiBaeT |IPv4-agpeca uCTOYHMKA WM HasHayeHus AOns
MHKancynMpoBaHHbIX nakeToB IFA.

udp-port: ykasbiBaeT NopT cepsepa.

Mo ymonyaHuio

Mo ymonyaHuio cepeep IFA He HacTpoeH.

Pexum komaHg

Pexnm rmobanbHon KoHdUrypaumm

PykosogcTteo no
NCMNOMb30BaHUIO

OTa koMaHda uWCnonb3yeTca ANs HaCTPOWMKM WMCXOAHOTO M KOHEYHOro
agpecoB MHKancynmpoBaHHbIX nakeToB IFA. Agpeca moryT 6biTb agpecamum
XocTa Tonbko. Korga HacTpoeH agpec, He ABASLWMIACA XOCTOM (Hanpumep,
agpec MHOroaZjpecHOM pacCbifikM UMW LUMPOKOBELLAaTEeNbHbIM  aapec),
npousonget coon koHdurypaumm. Cepaep IFA oTcnexmBaeT HaCTPOEHHbIN
nopr.

HacTpoiika uMeHM cepBepa, Ha KOTOPbIX AOMKHbI OTNPaBNATLCA NakeTbl IFA

MHTepcenca

e (ObsA3aTenbHbIN.

e Hactponte komaHay ifa send-server server-name Ha Yyka3aHHOM WHTepgence
KOHEYHOro yCcTponcTaa, YToObl nakeThl BbIGOpkM IFA nHTepdenca nHkancynmposanuch
N OTNPaBNSANMNCh Ha yKasaHHbIN cepeep.

e WHdopmaums o cepepe IFA pomkHa ObiTb HacTpoeHa Ha TOM e KOHEYHOM
YyCTPOMCTBE, 4TOObI NakeTbl BbIGOPKM IFA MOXHO BbINIO MHKaANCYyNMpPOBaTh U OTNPaBNSATbL
Ha yKa3aHHbIV cepBep.

KomaHpa

ifa send-server server-name
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Onuncanwne server-name: ykasblBaeT ums cepsepa IFA.
napameTpoB

Mo ymonuannio | lNMakeTbl IFA He oTnpaBnAlTCSA N0 YMOSYaHUIO.

Pexxum komaHg | Pexxum koHdurypaumm nHtepderica

PykoBoAcCTBO Mo | ATy KOMaHAY MOXHO HACTPOUTb TONBLKO AN hU3N4ECKNX NOPTOB U NOPTOB
ncnonb3oBaHuto | arperaumm (AP). MakeTbl MoryT oTnpaBnATbes Ha cepsep |IFA Tonbko nocne
HacTponku IP-agpeca cepsepa IFA.

Hactpownka Loopback-untepcpenca IFA
e ObgaszartenbHbIn.

e HactponTe dmsnyecknin nopT Ha Ha4aribHOM YCTpPoONCTBe B kayecTee loopback-nopTta
IFA ycTponcTsa.

KomaHga ifa set-loopback interface interface-name
Onuncanue interface-name: ykasbiBaeT nms nHtepdenca.
napameTpoB

Mo ymonyanuio | Mo ymonyanuio loopback-uHtepdgenc IFA He HacTpoeH.

Pexxum komaHg | Pexxum rmoGanbHon KoHdurypauum

PyKOBOLI,CTBO no | 3ta KOMaHga MOXHO HaCTpOUTb TOJIbKO Ha d)I/I3VI‘-IeCKI/IX noptax.
MCNoJsib30BaHUIO

Hactpownka ACL, cBfi3aHHOro ¢ Bblibopkon IFA, u 4YacTOTbl BbIOOPKU

e (ObGs3artenbHbIN.

e HactpouTe npasuna BblI6OpKM Ha Ha4YarlbHOM YCTPONCTBE.

e MeHbluas yacToTa BbIGOPKM yKkasbiBaeT Ha 6onee HU3Ky TOYHOCTb BbIOOPKMN.

KomaHga ifa acl { id | name } rate rate
Onuncanue id: ykasbiBaeT ngeHtudpumkatop ACL.
napameTpoB

name: ykasbiBaeTt nmsa ACL.

rate: YkasbiBaeT 4acToTy BbIGOpKM. 3Ha4YEeHNe HaXoaMTCs B AManasoHe oT 1
0o 65535, a s3Ha4eHue no ymonyaHuio — 1000.

Mo ymonyanuio | Boibopka IFA oTknoyeHa no ymonyaHuio.

Pexxum komaHg | Pexxum koHdurypaumm nHtepderica
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Pykosoacteo no
MCMOJIb30BaHUIO

OTy KOMaHAy MOXHO HaCcTpoWUTb TOMbKO AN U3NYEeCKUx MOPTOB U
arpermpyembix noptoB (AP). OH wucnonbsyetca ana Hactponkn ACL,
CBs13aHHOrO ¢ Bblbopkow IFA, 1 yacToThl BeiOOpkU. [Ans ogHoro nHtepdenica
MO>XHO HacTpOUTb YeTblpe npasuna BelbopKn, ncrnonb3yowme pasHole ACL
N 4YacTOTbl BbIOOPKMU.

Ho6aBneHne nonsa MD B 3aronoBOK NakeToB BbIOOPKU IFA
e O6GsAsaTenbHbIN.

e BbinonHuTe 3Ty HACTPOWKYy Ha WHTepdence yCTpomcTBa, ANt KOTOporo Tpebyetcs
BblOoOpKa IFA.

KomaHpa

ifa set-header md

Mo ymonyaHumio

Mo ymonyaHuio B nakeTbl He gobaensietcd none MD.

Pexum komaHg

Pexxum koHdurypaumm nHtepderica

PykoBoacteo no
NCNoNb30BaHWIO

OTy KOMaHgy MOXHO HacTpouTb TONbKO Ans (PU3NYECKMX MNOPTOB U
arpervpyemsbix nopTtoB (AP).

PunbTpaums naketoB BbI6opku IFA Ha nHtepdence
e  OnuuoHanbHo.

e BbinonHuTe 9Ty HACTPOWKYy Ha WMHTepdhence ycTponcTBa, AN KOToporo TpebyeTcs
BblOoOpKa IFA.

KomaHpa

ifa filter enable

Mo ymonyaHuio

MakeTbl BbIGOpKM IFA No ymonyaHuio He bunbTpytoTcs.

Pexnm komaHg

Pexxum koHdurypaumm nHtepderica

PykosogcTteo no
NCMNOMb30BaHUIO

OTy KOMaHZy MOXHO HacTpouTb TONbKO Ans (U3NYECKMX MNOPTOB U
arpervpyembix nopTtoB (AP).

HacTpounka uHTtepdenca B kayectBe nopra cepsepa IFA
e  OnuuoHanbHo.
e  BhbInonHuTe 3Ty HACTPONKY Ha MHTepderce yCTPONCTBa, NOLKITHOYEHHOM K cepepy IFA.

KomaHpga

ifa host-port

Mo ymonyaHuio

Hn oauH vHTepdbenc He HacTpoeH B kayecTBe nopta cepsepa IFA no
YMOMYaHuIo.

Pexum komaHg

Pexxum koHdurypaumm nHtepderica
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PykoBogcTBo no | Ty KOMaHZy MOXHO HACTPOUTb TOMbKO ANs (U3NYECKMX MOPTOB WU
ncrnonb3oBaHuto | arperupyemblx noptos (AP). MNopT cepBepa IFA MOXHO HAaCTPOUTb TOMBKO
nocne HacTponku cepsepa IFA.

Hactpowka agpeca yctpoucrtsa IFA

e  OnuuoHarnbHo.

e BbinonHute 3Ty HacTpoOWKy Ha MHTepdbence yCTpoMCTBa, ANA KoToporo Tpebyertca

BblGOpKa IFA.

KomaHpa ifa set-device

Mo ymonuyanuio | Agpec yctporctea IFA no ymonyaHuto He HaCTPOEH.

Pexum komaHg | Pexxum rnobanbHon koHurypaumm

10.5.1.3. NpoBepka

= 3anyctute komaHgy show run, 4ToObl O0TOGpa3uTb KoHdurypaumio IFA n npoeeputsb,
COOTBETCTBYET N oTobpakaemas KoHurypaumsa pakTnyeckon KoHUrypaumm.

10.5.1.4. Npumep KoHcpUrypaumm

HacTtpowka Bbi6opku IFA

CueHapui:

hu0/1 hu(/2

te(/13 tedl/14 tel/15 tel/ 16

Server 1 switchl switch? switch3 Server 2
PucyHok 64.
Warn e Ha HavanbHOM ycTpomncTtBe switch 1 HacTponTe TenGigabitEthernet
HaCTPOWKM 0/1 B kavecTBe loopback-untepdenca IFA, Bkntounte Boibopky IFA Ha
WHTepdence Ha nyTM MakeTa W HacTpouTe uHTepdenc ans
pobasnenusa nonsa MD k nakeTtam.

e Ha npomexyToyHOM ycTponcTtee switch 2 HacTporTe uHTepdenc Ha
nyTW NakeToB, YToObl 4OBaBUTL B nakeTbl none MD.

e Ha koHe4HOM ycTpoKcTBe switch 3 HacTponTe nHTepdenc Ha nyTu
naketoB, 4Tobbl [oGaBuTb norne MD B nakeTbl M HacTpouTb
nHdopmaumio o cepeepe IFA.

switch 1 QTECH# configure terminal
QTECH(config)# access-list 100 permit ip any any
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QTECH(config)# ifa set-loopback interface TenGigabitEthernet 0/1
QTECH(config)# interface TenGigabitEthernet 0/13
QTECH(config-if-TenGigabitEthernet 0/13)# ifa acl 100 rate 100
QTECH(config-if-TenGigabitEthernet 0/13)# ifa set-header md

QTECH(config-if-TenGigabitEthernet 0/13)# interface TenGigabitEthernet
0/14

QTECH(config-if-TenGigabitEthernet 0/14)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/14)# end

switch 2 QTECH# configure terminal
QTECH(config)# interface HundredGigabitEthernet0/1
QTECH(config-if-HundredGigabitEthernet0/1)# ifa set-header md
QTECH(config-if-HundredGigabitEthernet0/1)#interface
HundredGigabitEthernet0/2
QTECH(config-if-HundredGigabitEthernet0/2)# ifa set-header md
QTECH(config-if-HundredGigabitEthernet0/2)# end

switch 3 QTECH# configure terminal
QTECH(config)# ifa server serverl source 192.168.2.100 port 1000 destination
192.168.2.101 port 2000
QTECH(config)# interface TenGigabitEthernet 0/15
QTECH(config-if-TenGigabitEthernet 0/15)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/15)# interface TenGigabitEthernet
0/16
QTECH(config-if-TenGigabitEthernet 0/16)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/16)# ifa send-server serverl
QTECH(config-if-TenGigabitEthernet 0/16)# end

MpoBepka e  3anyctute komaHgy show run, 4ToGbl NPOBEPUTL, COOTBETCTBYET N

oTobpaxkaemasi MHpopmaunst KOHUrypaumu.

e Paspewutb nepegayy naketoB, cooTBeTcTByowmnx ACL, c
TenGigabitEthernet 0/13 switch 1 n npoxoa 4Yepes ykasaHHble Bhille
uHTepdencel. NpoBepbTe, nonydaet nu cepsep naketbl IFA oT
switch 3 1 npaBunbHbI N gaHHbIE BEIOOPKM B NaKeTax.

e 3anyctute «komaHgy show ifa statistic gna ortoGpaxeHus
CTaTUCTMKW.

QTECH# show ifa statistic
Type acl statistic(pkts) applied interface
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sample-to-cpu 100 20426 TF0/1, TF0/3-4, TF0/29-34,
TF0/39, TF0/43, FO/45,
TFO/47, Hu0/49, Hu0/51,
Hu0/53, Hu0/55, Ag255
sample-to-cpu 101 0 TF0/2

insert-md - 20586 Hu0/49

10.5.2. HacTtponka ocHOBHbIX pyHKUMN PSR

10.5.2.1. ekt KoHDUrypaumm

o  KoHeuHoe ycTponcTBO BbIOOpkM PSR MoxeT obMeHMBaTbCA aHHBIMU C CEPBEPOM.

e KoHeuHoe ycTpoicTBO BbiGOpkM PSR oTnpaBnsieT ctaTUCTUKy MHTepdeiica Ha cepeep
B 3aBUCMMOCTW OT BPEMEHHOIO UHTEPBana BblIOOPKMU.

10.5.2.2. NpumeyaHus
e OueHb MarneHbkuii BpEeMEeHHOW WHTepBan BbIGOPKM MOXET MOBMUSATbL  Ha

npon3BOANTESIbHOCTb NMepecChbISIKN.

10.5.3. lllarn HacTpouKu

Hactpowka cepBepa PSR
e ObgaszartenbHbIN.

e HactpounTe koMaHay psr send-server server-name Ha ykazaHHOM MHTEpPdENCe TOro xe
KOHEYHOro yCTPONCTBa, YTOOLI NakeTbl BbiIGOPKM PSR MOXHO 6bIN0 MHKaNCynuMpoBaTh U
OTNpaBnATb Ha yKa3aHHbIN cepBep.

Komanga psr server server-name source ip-address port udp-port destination ip-
address port udp-port

Onucanwue server-name: ykasblBaeT umd cepsepa PSR.

napameTpos ip-address:  ykasbiBaeT IPv4-agpeca WCTOYHMKA U MofyyaTens

NHKancynupoBaHHbIX PSR-nakeTos.
udp-port: ykasblBaeT NopT cepeepa.

Mo ymonyanuio | Mo ymonyanuio cepeep PSR He HacTpoeH.

Pexxum komang | Pexum rmobanbHon KoHurypaumm

PykoBogctBo no | Ota KOMaHAa WCNONb3yeTcs And HACTPOWKM MCXOOHOrO WM KOHEYHOro
NCMOMb30BaHUIO | agpecoB NakeToB, MHKancynupoBaHHbix PSR. Agpeca moryT ObiTb TONbKO
agpecamu xocta. Koraa agpec, He SBnsoLWLMIACS XOCTOM (Hanpumep, agpec
MHOroaapeCcHOM Pacchbifikn Un LUMPOKOBELLATENbHbIN aapec), nponsonaeT
cbon koHdurypauuuc. Cepsep PSR oTcnexuBet HaCTPOEHHbIN NOPT.

Hactponka ngeHtudmkatopa cepBepa, Ha KOTOPbIN AOMKHbI OTNPaBNATLCA
PSR-nakeTbl UHTepdenca

e ObsA3aTenbHbIN.
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e WHdopmauns o cepBepe PSR gomkHa OblTb HAacTpoeHa Ha KOHEYHOM YCTPOMCTBE,
4yTobbl NakeTbl BbIOOPKM PSR MOXHO ObINO MHKaMNCynMpoBaTb W OTNPaBnSATb Ha
yKa3aHHbIN cepBep.

Komanpa psr send-server server-name
Onuncanwne server-name: ykasbiBaeT nms cepsepa PSR.
napameTpoB

Mo ymonyaHuio

MakeTbl PSR He oTnpaBnsiloTcs No yMosyaHuio.

Pexum komaHg,

Pexnm koHdurypaumm nHtepdenca

PykosogcTteo no
NCMNOMb30BaHUIO

OTy KOMaHOy MOXHO HacCTpoUTb TOMbKO ANs (PU3NYECKMX MOPTOB WU
arpermpyembix noptoB. [lakeTbl MoOryt oTnpaBnaTbcss Ha cepBep PSR
TOmNbKO nocrne HacTponkn IP-agpeca cepeepa PSR.

Hactpowka BpemeHHOro nitepBana ansi BbiIoopkun PSR
e  OnuuoHanbHo.
o  dakTu4eckn NHTepBan nepegayn 3aBucuUT oT 3arpy3skm LI1.

Komanpa psr interval seconds
Onucanve seconds: VYkasblBaeT BpEeMEHHOW WHTepBan B CeKyHAaax. 3HadeHue
napameTpoB BapbupyeTtcsa oT 1 go 100, a 3Ha4YeHMe MO YMOMYaHUIO paBHO 5.

Mo ymonyaHuio

5

Pexum komaHg,

Pexxum rnobanbHon KoHurypauum

PykoBoacTteo no
NCMonb30BaHUIO

OTa KOMaHga ucnonb3yeTcsa AN HacTpovKu rnobanbHOro BpeMEHHOro
uHTepBana ans Bbibopkn PSR. Bbibopka PSR Bcex wuHTepdeincos
ncnonb3yeT 3TOT UHTepBan BbIOOPKU.

Hactponka konu4yectBa mHTepdencoB, nHpopmaumus o BbIOOpPKE KOTOPbIX
OOMXKHa ObITb MHKanNcynMpoBaHa B nakeTbl PSR

e  OnuyuoHanbHo.
e OTa KOMaHaa BnusieT Ha hakTMdecKyto AnuHy naketa PSR.

KomaHpa psr collect-interface numbers
Onucanve numbers: yka3sblBaeT KONM4ecTBo UHTepdencos. [inanasoH 3aHavyeHun ot 1
napameTpoB 0o 100, s3Ha4yeHne No yMOnyaHuio paBHo 1.

Mo ymonyaHuio

3HaveHune no ymonyaHuwo — 1.

Pexnm komaHg

Pexnm rmnobanbHon KoHUrypaumm
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PykoBogcTeBo no | Ota KOMaHda MCMonb3yeTcs AN HAacTPOMKM KonnvecTBa WUHTepdencos,
NCNONb30BaHMIO | MHpOpMaUMSA O BbIOOPKE KOTOPbIX AOMKHa OblTb MHKanNcynupoBaHa B
nakeTbl PSR.

10.5.3.1. NpoBepka

e 3anyctute komaHay show run, 4Tobbl 0TOGpa3nTb kKoHUrypaumto PSR 1 nposepuTb,
COOTBETCTBYET NN oToOpaxkaemas koHUrypaums daktndeckom KoHdurypaumm.

10.5.3.2. NMpumep KoHcpUrypaumm
HacTtpownka Bbi6opku PSR

Cuenapun:
hu/1 hu(y2
telf13 tel /14 . tel/15 tel/16
S
Server 1 switchl switch2 switch3 Server 2
PucyHok 65.
LWarn e HacTtponte nHgopmaumio o cepsepe PSR Ha ntobom ycTponcTee B CETU
HaCTPOWKM n BknoumTe Bblbopky PSR Ha nHTepdericax.
e YcraHoBuUTE WHTepBan Bblibopkn PSR Ha 10 cekyHg B pexume
rno6anbHON KOHGUrypauum.
Switch3 QTECH# configure terminal
QTECH(config)# psr server serverl source 192.168.2.100 port 1001 destination
192.168.2.101 port 2002
QTECH(config)# psr interval 10
QTECH(config)# psr collect-interface 2
QTECH(config)# interface TenGigabitEthernet 0/16
QTECH(config-if-TenGigabitEthernet 0/16)# psr send-server serverl
QTECH(config-if-TenGigabitEthernet 0/16)# end
MpoBepka e 3anyctute KomaHgy show run, 4Tobbl NpoBEpPUTb, COOTBETCTBYET SN
oTobpaxkaemas nHdopmauns KoHurypawumm.
o [lpoBepbTe, nomny4aeT nmM cepBep pfaHHble BblIGopkn PSR o1
nHtepdenca TenGigabitEthernet 0/16 switch 3 kaxable 10 cekyHA.
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10.6. MOHUTOPUHT

10.6.1. OTo6GpaxeHune

OnucaHue KomaHpa
OTob6paxaeT koHurypaumio IFA n PSR. show run
OtobpaxaeT ctatuctuky IFA. show ifa statistic
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11. ObLLUAA UHOOPMALIUA

11.1. NapaHTKA n cepBUcC

Mpouenypa n Heobxoanmble AEUCTBMSA NO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTuMrHOE 0BCNYXMBAHUEY.

O3HakoMnTbCA C MHbopMaLMen No Bonpocam TeCcTMpoBaHUsi 060pyaoBaHMA MOXHO Ha canTe
QTECH B pasgene «llogaepxka» —> «B3aTb 060pya0oBaHME HA TECT».

Bbl MOXXeTe HanucaTtb Hanpsimyto B Cnyby cepBuca Mo 3NeKTPOHHOM noyTe sc@gtech.ru.

11.2. TexHn4yeckas nogaepxka

Ecnn Bam Heobxoaumo copencteve B BOMpoOcax, KacalwwMxcs Hawero obopygoBaHusi, TO
MOXEeTe BOCMOSb30BaTbCA HalUeXn aBTOMaTU3NMPOBAHHOW CUCTEMOW 3anpoCOB TEXHWYECKOro
cepBuc-ueHTpa helpdesk.qgtech.ru.

TenedgoH TexHudeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odoumc +7 (495) 477-81-18

11.3. AnekTpoHHas Bepcusi AOKyMeHTa
Hata ny6nukaumm 03.09.2024

https://files.gtech.ru/upload/switchers/QSW-6900/QSW-
6900 _network_manage_config_guide.pdf
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