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1. HACTPOUKA IP-AIPECOB U CEPBUCOB
1.1. O630p

IP-npotokon (Internet Protocol) oTnpaenseT nakeTbl NonyvaTesnto oT UCTOYHMKA C MOMOLLbIO
norun4yecknx agpecos no npoTtokony IP. Ha ceTeBOM ypoBHE MapLUpyTM3aTOpbl NepechinatoT
nakeTbl Ha ocHoBe |IP-agpecos.

1.1.1. NMpoTokonbl U cTaHAAPTbI

o RFC 1918: PacnpegeneHue agpecoB B YacTHbIX |IP-ceTsx.
¢ RFC 1166: Homepa B NIHTepHeTE.

1.2. MpumeHeHuUe

MpumeHeHne Onuncanue

Hactponka |P-agpeca ans | [1se nogcetv 0OMeHMBAKOTCA aHHbIMW Yepes OauH
CBA3K WHTepdenc kKommyTaTopa

1.2.1. HacTpouka IP-agpeca ansa cBa3um

1.2.1.1. CueHapum

KommyTtatop nogkntodeH k nokanbHon cetn (LAN), pasgeneHHOW Ha OBa CermMeHTa cetu
(noacetn), a umeHHo: 172.16.1.0/24 v 172.16.2.0/24. KomnbloTepbl B ABYX CEerMeHTax ceTu
(noaceTn) moryT obMeHnBaTbCa AaHHBIMU C IHTEPHETOM Yepe3 KOMMYTaTopbl, @ Mexay ABYyMS
cerMmeHTamu ceTu (NOACETAMM) KOMMbIOTEPLI MOTYT 0OMeHNBaTLCA AaHHBIMU APYr C OPYIrOM.

72.16.1.0/24

PucyHok 1. HacTpoiika IP-agpecos

1.2.1.2. HacTtpouka
e Hactponte agBa IP-agpeca Ha VLAN1. OgvH sBnsieTcsa OCHOBHbIM IP-agpecom, a
Apyron — BTOpUYHbIM IP-agpecom.

e Ha xocTtax B cermeHTe cetn 172.16.1.0/24 yctaHoBuTe wnto3 Ha 172.16.1.1; Ha xocTax
B noacetn 172.16.2.0/24 yctaHoBuTe W03 Ha 172.16.2.1.
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1.3. KnrouyeBble 0COOEHHOCTHU

1.3.1. basoBble KOHLUenuun

IP-agpec
IP-agpec coctonT 3 32 61T B ABOMYHOM hopmaTe. [Ans obneryeHns HanncaHus n onucaxms IP-
agpec obblMHO BbipaXkaeTca B gecAaTudHonm dopme. [Npu gecatuyHom genexuun, IP-agpec
AENUTCA Ha YeTbipe rpynnbl C BOCEMbIO BuTamn B Kaxgow rpynne. [nanasoH 3HavyeHun ans
Kakgon rpynnbl coctaBnsieT oT 0 go 255, a rpynnbl pasgenstoTca cumsoniom ".". Hanpumep,
192.168.1.1 — IP-agpec, BblpaXeHHbI B 4eCATUYHOM dhopMaTe, rpynnbl (OKTEThbl) pasgeneHsb!

TOYKaMMW.

IP-agpeca ucnonb3yloTca ans coeguHeHus Ha ypoBHe IP. 32-6utHbin IP-agpec cocTouT ua aByx
yacTewn: agpec cetu 1 ysen. Micxoaa ns 3aHayeHuin nepsBbiX HECKOMbKNX BUTOB B CETEBOW 4acTH,
ncnonb3yemble IP-agpeca MOXHO pa3genuTb Ha YeTbipe Kracca.

IOna apgpeca knacca A Haubonee 3HauMmbivM Outom sensetca 0. 7 6uT o6o3HavaroT
noeHTudukaTop cetu, a 24 Outa obo3HayalT nokanbHbI agpec. B obuwen cnoxHoctu
cywecteyeT 128 ceTen knacca A.

8 16 24 32
IP-agpec knacca A 0 Network ID Host ID
PucyHok 2.

[nsa agpeca knacca B asymsi Hanbonee 3Ha4dmmbiMm butamm senstotes 10. 14 6uTt obo3HavatoT
noeHtTudukatop cetm, a 16 6ut obo3HayvalT noKanbHbIM agpec. B obwen cnoxHoctn
cywecTteyeT 16348 ceTen knacca B.

8 16 24 32

IP-agpec knacca B 1 0 Network ID Host ID

PucyHok 3.

[na agpeca knacca C Hanbonee 3Ha4YMMbIMK BUTaMn aBnga0TCA nepeble Tpu 6uta 110. 21 6uT
o603HavaloT uaeHTudukaTop cetu, a 8 6uT obo3Ha4alT nokanbHbid agpec. B obuwen
CNoXHocCTM cywecTsyeT 2 097 152 ceten knacca C.

8 16 24 32

IP-agpec knacca C 1 1 0 Network ID | Host ID

PucyHok 4.

[na agpeca knacca D nepsble YeTbipe Hanbonee BaxHbIXx 6Guta — 1110, a gpyrme — agpec
MHOroaZipecHown nepegayw.
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16 24 32

IP-agpec knacca D

1 1 1 0 MynbTukacTt agpec

PucyHok 5.

NPUMEMAHME: agpeca ¢ nepBbiMM YeTbipbMs Hanbonee 3Ha4yMMbiMu 6utamum 1111 He moryT
ObITb Ha3HayeHbl. ATV agpeca HasbiBalOTCA agpecamm knacca E n 3apesepBrpoBaHbl.

Korga IP-agpeca nnaHupytoTcs BO BpeMsi MOCTPOEHUSI CETWU, OHU AOSMKHbI Ha3Ha4aTbCa Ha
OCHOBE CBOWCTBa co3gaBaemMon cetu. Ecnun cetb gomkHa ObiTb nogknioveHa Kk UIHTepHeTy,

nomnb3oBaTtesin  OOJDKHbI O6paTVITbCﬂ 3a

IP-agpecamn K COOTBETCTBYIOLLEMY areHTCTBY.

WHTepHeT-kopnopauusa no npucBoeHHbIM umeHam n HomepaMm (ICANN) aBnseTcsa KoHeyHown
opraHusauuen, OTBETCTBEHHON 3a HasHayeHue IP-agpecoB. Ecnu ceTb, KOTOpyo HeobxoamMmo
co34aTh, ABNAETCHA BHYTPEHHEN NOKarbHOWN CeTbio, NOMb30BaTENSIM HE HY)XHO NogaBaTb 3asiBKY
Ha IP-agpeca. Tem He meHee, IP-agpeca He MoryT ObITb Ha3HA4Y€eHbI CryvanHbiM obpasom. [Ans
paboTbl NOKanbHOM CEeTU pPEeKoOMEeHOYyeTCs Has3HayaTb BblAENeHHble foKanbHble CeTeBble
agpeca, ykasaHbl HWXe B Tabnuue.

[aHHas Tabnuua nepeyvncndeT 3ape3epBmnpoBaHHbIe U OOCTYNHbIE aapeca.

223.255.255.255

Knacc [Iwvana3oH agpecoB Cratyc

Cetb knacca A 0.0.0.0 - 0.255.255.255 3ape3epBnpoBaH.I
1.0.0.0 - 126.255.255.255 HocTynHbl
127.0.0.0 - 127.255.255.255 3apesepBupoBaHbl

CeTb knacca B 128.0.0.0 - 191.254.255.255 HocTynHbl
191.255.0.0 - 191.255.255.255 | 3apesepBupoBaHbl

Cetb knacca C 192.0.0.0 - 192.0.0.255 3ape3epBnpoBaHLI
192.0.1.0 - 223.255.254.255 HocTynHbl
223.255.255.0 3ape3epBnpoBaHLI

CeTtb knacca D

224.0.0.0 - 239.255.255.255

MynbTukacT-agpec

CeTb Knacca E

240.0.0.0 - 255.255.255.254

3apesepBnpoBaHbl

255.255.255.255

LLnpokoseLaTernbHbIN agpec

Tpu ananasoHa agpecoB NpeAHasHavYeHbl AN NokanbHbIX CeTen. ATU agpeca He NCMOoNb3YTCA
B WHTepHeTe. Ecnn ceTu, KOTOPbIM Ha3HayeHbl 3TW agpeca, AOMKHbl OblTb NOAKMOYEHbI K
IP-agpeca pomkHbl 6blTb  nNpeobpasoBaHbl B AEWCTBUTENbHbIE

WHTepHeTy, 3TK
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WHTEpHeT-agpeca, K npumepy, ¢ ucnonb3oBaHnem texHonormn NAT. B cnegytowen Tabnuue
nepevncneHsbl AnanasoHbl YacTHbIX agpecoB. YacTHble ceTeBble agpeca onpeneneHsl B RFC
1918.

Knacc Hwnana3oH agpecoB Cratyc

CeTb knacca A 10.0.0.0 - 10.255.255.255 1 ceTb knacca A
CeTb knacca B 172.16.0.0 - 172.31.255.255 16 ceTten knacca B
Cetb knacca C 192.168.0.0 - 192.168.255.255 | 256 ceTteu knacca C

HasHaueHnue IP-agpecos, noptoB TCP/UDP u gpyrux kogoe cm. B RFC 1166.

Macka nogceTtn.

Macka nogceTtu Takke npegcraBnseT cobon 32-pa3psgHoe 3HaveHne. butbl, ngeHTMduLmpyoT
IP-agpec kak ceteBon agpec. butbl IP agpeca, cootBeTcTBylOLWME BUTam Macku noaceTw,
3HaveHusa KoTopbiX 1, ABNAKOTCA ceTeBbiM agpecom, a 6utel IP-agpeca, cooTBeTCcTBYOLME
OouTam, 3HaueHus koTopbix 0, ABNATCA agpecoM xocTta. Hanpumep, ansa ceten knacca A macka
nogcetn coctasnset 255.0.0.0. Ncnonb3yss Mackm noAceTW, MOXHO pasfdenuTb CeTb Ha
HecKkomnbko nofceTer. OTO O3Ha4yaeT WCMONb30BaHWE HEKOTOpbIX OMTOB agpeca XxocTta B
Ka4yeCTBEe CETEBOIo agpeca, YTO CHUXKAET KONTMYECTBO XOCTOB U YBENNYMBAET KOJIMHECTBO CETEN.

LupokoBewarenbHbin (Broadcast) naker

LLinpokoBellaTenbHble NakeTbl OTHOCATCS K Naketam, npeaHa3Ha4yeHHbIMU AN BCeX XOCTOB B
dusnyeckon cetn. ObopynosaHne QTECH nopgaepxvBaeT gBa Tvna LUMPOKOBELLATENbHbIX
NMakeToB:

1. wupokoBellaTenbHasi pacchisika, Npy KOTOPOK BCE Y3rbl B yKa3aHHOW CETN ABNAIOTCA
nony4arensiMvm nakeTos, a Bce OGUTbI XOCTa agpeca Ha3Ha4YeHUsA UMEIOT 3HaYeHne
paBHoe 1;

2. OrpaHuyeHHas LMpoKoBeLLaTenbHas paccbinka, Npy KOTOPOKW BCe Y3Ibl BO BCEX CETAX
ABNAOTCA nonyyaTenamm nakeTos, a Bce 32 6uTa agpeca HazHa4YeHUs UMetoT
3Ha4yeHue pasHoe 1.

MakeTt ICMP

Mpotokon ICMP (Internet Control Message Protocol) — ceteBon npotokon B cteke TCP/IP
npegHasHavYeHHbIN ANd nepefayn ynpaensaowmnx cooblieHnn mexay yanamm IP u ceteBbiMy
ycTponctsamu. B 0CHOBHOM OH MCnonb3yeTcs Anst yBeAOMMEHUA COOTBETCTBYIOLLNX YCTPOUCTB
O HewTaTHON paboTe ceTu.

TTL

Time to Live (TTL) — 3TO KOnNu4ecTBO ceTeBbIX cermeHToB (hop-0B), KOTOpblEe NakeTbl MOryT
NponTN o Toro, Kak 6yayT otbpoleHsbl. TTL — 370 3HaveHue B IP-nakete. OH coobLiaeT ceTun,
cnegyeT nu oTbpacbiBaTb NakeTbl, TaK KaK MNakeTbl OCTAKOTCA B CETU B TeYEHME ONUTENbHOro
BpemeHU. C kaxabiM LLaromM, nepexodom oT yana K yany, 3HadeHune TTL 6ygeTt ymeHbLluaTbCs Ha
1, korga 3HayeHune TTL cTaHeT paBHbIM HYMO, NakeT OyaeT oTOPOLLEH.
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1.3.2. KnouyeBble 0COOEHHOCTM

(Broadcast) naketoB

PyHKLUUA OnucaHue

IP-agpec IP-npoTokon, wmoxeT pabotate B uMHTepdence TONbKO Mocne
HacTponkun nHTepdenca c IP-agpecom

O6paboTka Appeca LUMpoKoBeLlaTenbHOM pacchbInku HacTpPOEHbI "

LUMpOKOBeLLaTeNbHbIX | LUIMPOKOBELLaTeNbHbIE NakeTbl NepeckinatTcs n obpabaTbiBaoTCH

OTtnpaBka NakeToB

ICMP

MakeTbl ICMP oTnpaBnsoTCca U NPUHUMAOTCH, UCMOMb3YTCA Ans
JNarHocTUKN ceTtun

OrpaHuyeHune

OT1a byHKUMA NpegoTBpallaeT ataku Tuna "oTka3 B obcnyxmBaHun"

ckopoctn _nepegauu | (DoS)

nakeToB ownbok

ICMP

IP MTU HacTponka makcumaneHoro pasmepa nepegaeaemoro naketa (MTU)
ons IP-naketoB B nHTepdence

IPTTL HacTtponka TTL ogHOoagpecHbIX MakeToB M LUMPOKOBELLaTeMbHbIX

nakeToB

MapLupyT WCTOYHUKA
IP (IP_Source routinQg)

MapLupyTbl UCTOYHMKA NPOBEPEHDI

1.3.3. IP-agpec

IP-agpeca npuceavBaloTCca MHTEPENCy cneaywmmm cnocobamm:

1. Hactpowika IP-agpecoB Bpy4Hyto.

2. [MonyyeHwue IP-agpecos yepes DHCP.

3. TlonyyeHue IP-agpecoB nocpeacTsoM cornacosaHus PPP.
4. 3aumctBoBaHue |P-agpecoB gpyrmux nHtepdencos.

OTu noaxonbl B3aMMHO UCKIOYALOT Apyr apyra. [NMpu HacTponke HOBOro Nogxoaa Ans nony4vyeHus
IP-agpeca ctapbivi IP-agpec 6yaet nepesanucaH.

MogpobHee o nonyyeHun IP-agpecos Yepe3 DHCP cm. B rmaee 4 «Hactponka DHCP». [anee
onucaHbl TpU ApYyrux nogxoaa k nonyyeHuto IP-agpecos.
1.3.3.1. HacTpouka IP-agpeca ansa nHrepdenca

YCTpONCTBO MOXET nony4aTtb 1 oTnpaBnATb IP-nakeTbl TONbKO NOCMe TOro, Kak Ha yCTPOMUCTBE
HacTpoeH |IP-agpec. IP-npoTokon MoxeT paboTaTb TONbKO HA UHTepdeNnce, C HACTPOEHHbIM IP-
agpecom.

1.3.3.2. HacTpouka Heckonbkux IP-agpecoB ansa nHrepdenca

O6opynosaHne QTECH nopaepxnBaeTt KoHuUrypauuio ¢ Heckonbkumn |IP-agpecamu B OQHOM
WHTepence, OOUH U3 KOTOPbLIX HABNAeTCA nepBuyHbIM IP-agpecom, a gpyrue
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AononHuTenbHbIMK IP-agpecamun. TeopeTnyeckn KOnMYecTBO AONONHUTENbHBIX IP-aapecoB He
orpaHuyeHo. OHako aononHuTensHble IP-aapeca AomkHbI NpUHaAneXaTh K pa3HbiM NOACETAM,
1 NOACETU He AOIMKHbI NepecekaTbCs C paHee co3aaHHbIMK IP-aapecamu. [Npu nocTpoeHun cetn
BTOpUYHbIe |P-agpeca 4acTo UCMonb3yoTCs B CreAyLnUX cny4dasx:

e B ceTtn HegocTaTo4HOo agpecos xocToB. Hanpumep, TpebyeTcsa ogHa ceTb knacca C gns
HasHayeHus 254 apgpecoB nokanbHou ceTtn. OgHako, eCcnvM KONMMYecTBO XOCTOB
npesbiwaeT 254, ogHon ceTn knacca C HegoctaTodHo, M TpebyeTca Apyras ceTb
knacca C. B atom cnyyae Heobxogumo mcnonb3oBaTb ABe ceTu. [oaTomy TpebyeTcs
Gonble IP-agpecoB Ha nHTepderice.

e MHorne crapble CeT OCHOBaHbl Ha CETAX 2-T0 YPOBHSl, OObEANHEHHBIX MOCTaMU
(ethernet bridge), 6e3 noaceten. MoxHO ncnonb3oBaTb AononHUTenbHble IP-agpeca
ANa ynyydlweHns cetTu OO MapLipyTM3MpyeEMON Ha OCHoBE 3-ro ypoBHA. [N kaxgown
noaceTn O4HO YCTPOMCTBO HAaCcTPOEHO ¢ ogHUM IP-agpecom.

e Ecnu gBe noacetu ogHOWM CETUM M3OMMPOBaHblI OPYroM CEeTbl, MOXHO MOAKMIOYUTL
N30NMpOBaHHbIE MOACETH, CO34aB MNOACETb W3O0NMPOBAHHOW CEeTU W HACTPOWB
AononHuTenbHbIn agpec. OgHa noaceTb He MOXET ObITb HACTpoeHa Ha AByX unm 6onee
NMHTepdencax ycTponcTaa.

MonyyeHue IP-agpecoB nocpeacTtesom cornacosaHus PPP.
NMPUMEYAHUE: 31a komaHga nogaepxmBaeTcsi TONbKO B MHTepdencax "Touka-Touka".

bnarogapst aTon koHdUrypauumn nHtepdeinc "Touka-touka" npuHuMaeT IP-agpec, HasHaYeHHbIN
OHOPaHroBbIM Y310M NOCPeAcTBOM cornacosaHnsa PPP.

3anmctBoBaHue IP-agpecoB ns gpyroro nHrepdenca.

Mo ymonyaHuio nHTepdgenc 6e3 HactpoeHHoro IP-agpeca. KomaHaa ip unnumbered nossonset
3ammcTBoBaTh IP-agpec ¢ gpyroro nHtepdenca Ha 4aHHOM YCTPOWMCTBE.

NMPUMEYMAHUE: MoxHo 3ammcTtBoBaTb |P-agpeca uHTepdencos Ethernet, nHTepdeicos
TyHHenen un loopback-uHtepdencos. OgHako 3TM MHTeEpdENChl He MOryT 3aummcTtBoBaTb IP
agpeca opyrux nHTepdencos.

NMPUMEYAHUE: 3aumcTtBoBaHHble IP-agpeca He moryT 6biTb 3aMMCTBOBaHbl Ha OpYyrow
NMHTEepdeEC.

NMPUMEMAHUE: Ecnu 3anmMcTBOBaHHLIM UHTEPdENC MMeeT Heckonbko IP-agpecoB, MOXHO
3aMmMCTBOBaTb TOSbLKO OCHOBHOW IP-aapec.

NMPUMEYMAHUE: IP-agpec ogHoro wuHTepdenca MOXeT OblTb MNPUCBOEH HECKONBbKUM
nHTEpencam.

NMPUMEYMAHMUE: 3aumcrBoBaHHble IP-agpeca Ha wHTepdperice Bcerga cornacyiorca c IP-
agpecamu nHtepdelica, ¢ KOTOporo oHM Gbin 3aNMCTBOBAHbI.

1.3.3.3. CBsAA3aHHasa KoHdurypauums
HacTtponka nHrepdeica c ogHum unu 6onee IP-agpecamn.

e [lo ymonuyaHuio IP-agpec uHTepdenca He HaCTpOEH.
o KomaHnpa ip address ucnonb3syeTtca Ana HacTporku IP-agpeca nHrepdeiica.

e [locne HacTpowikn IP-agpeca n npoBepkn Ha OBGHapy>XeHWe KOHMIMKTOB MHTEpdenc
MOXHO MCMNOSb30BaTh 4151 CBA3MW.

e KomaHpga ip address ip-address mask secondary MOXeT uCrornb3oBaTbCsa ANA
HaCTPOWKN HECKOMbKNX BTOPUYHLIX |IP-aapecos.

MonyyeHue IP-agpeca nocpeactsom cornacosaHusa PPP.
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o [lo ymonyaHuto nHTepenc He MoxeT nonyyunTs IP-agpec nocpencTBom cornacoBaHmns
PPP.

e KomaHnpga ip address negotiate wncnonb3yeTca ANns HaACTPOWKM COrfacoBaHus
IP-agpeca B nHTepdeince "Touka-Touka".

3anmcTBoBaHue IP-agpeca 13 gpyroro nHTepdemnca.

o [lo ymonuanuto IP-agpec nHtepcenca He HaCTPOEH.

¢ KomaHnga ip unnumbered MOXeT MCNONb30BaTbCA A5 3aMMcTBOBaHus |IP-agpecos n3
ApYyrmx nHTepdencos.

1.3.4. O6paboTka wupokoBeLwaTenbHbIX (Broadcast) nakeTtoB

1.3.4.1. MpuHUMN paboTbl

Broadcast penuntca Ha gBa Tvna. OguMH — 3TO OrpaHUYeHHas LWMpoKoBeLlaTerbHasa paccbinka
¢ IP-agpecom — 255.255.255.255. T[lockonbKy paccbinka Takoro Tuna 3anpelleHa
MapLipyTMsaTopaMn, OHa HasblBaeTCs LUMPOKOBeLLaTeNlbHOW NoKanbHOW pacchbinikon. [pyrown
npMMep — HanpaBneHHas LUMpOoKoBeLaTenbHasa paccbifika. Bce 6utbl xocta — 1, Hanpumep,
192.168.1.255/24. lLinpokoBeLlaTenbHble NakeTbl ¢ aTuMn IP-agpecamn moryT 6bITh NepeaaHsl
Ha mMapLupyTusartope.

Ecnu IP-ceTeBble yCTpOWCTBa NepecbinatT OrpaHUYeHHble LWMpoKoBellaTenbHble naketobl (IP
agpec HasHaveHust — 255.255.255.255), ceTb MOXET ObITb NEpPErpy>xeHa, Yto CUIMbHO BRUSIET
Ha MNpPOM3BOAUTENBHOCTL CETU. JTO OBCTOATENBbCTBO HAa3blBAETCHA LUMPOKOBELLATENbHbIM
(broadcast) wTopmom. YcTponctBa npefnaraloT HECKOMbKO MNOAXOAOB AN OorpaHuyeHus
LUMpOKOBeLLaTeNbHbIX LITOPMOB B JIOKanbHOM CeTM U NpefoTBpPaLleHUss HenpepbIBHOMO
pacnpoCTpaHeHNs LWMpOKoBeLlaTenbHbIX WTOPMOB. CeTeBble yCTPOMCTBA BTOPOrO YPOBHS,
Takme Kak MOCTbl M KOMMYTaTOpbl, NEepecbinalT M PacnpoCTPaHSIOT LWMPOKOBeLLaTeNbHbIe
LUTOPMbI, HE UMESi BO3MOXXHOCTM UX OTCNEeAnTb.

Nyywnii cnocob n3bexaTtb LMPOKOBELLATENBHOMO LWTOpMa — Ha3HauMTh LUMPOKOBELLATENbHbIN
agpec Kaxgom CeTU [Ans HanpaBneHHOM LUMpOKOBellaTenbHOM pacchbinku. [Ona  aToro
IP-NpOTOKON AOMKEH UCMONb30BaTb HaNpPaBEeHHYO LUMPOKOBELLATENbHYH PaCCbISIKy.

Moapo6GHee o wnpokoBewaTenbHbIX Wropmax cm. B RFC 919 n RFC 922.

HanpaBneHHble LLMpoKoBeLLaTerbHble NakeTbl OTHOCATCS K LUMPOKOBELLATErNbHbIM MakeTaMm,
npeaHasHavYeHHbIMW OIS KOHKPEeTHOW noaceTn. Hanpumep, nakeTbl C agpecomM Ha3HaveHus
172.16.16.255 HasbIBalOTCA HanpaBnNeHHbIMU LLUMPOKoBeLLaTenbHbiMK naketamu. OgHako, y3ern,
KOTOpPbIA reHEpPUPYET 3TOT NaKeT, HE SABMAETCS Y4aCTHUKOM MOACETU Ha3HAYEHUS.

lMocne nonyyeHuss HanpaBfeHHbIX LUMPOKOBELLATENbHbIX MaKeTOB  YCTPOWCTBA, He
NOOKNIOYEHHBIE HaMPsIMyD K MOACETU Ha3HadeHus, nepecbinaloT naketbl. [Mocne Toro kak
HanpaBfeHHble  LUMpOKOBeLaTerbHble  NakeTbl  AOCTUralT  YCTPOWCTB,  HanpsAmMmyto
MOAKMIOYEHHBIX K MOACETH, YCTPOWCTBa NpeobpasytoT HanpaBneHHble LUMPOKOBeLaTeNbHbIE
nakeTbl B OrpaHWYEHHble LUMpOKOBellaTenbHble nakeTbl (IP-agpec HasHayeHus —
255.255.255.255) n nepenatoT nakeTbl BCEM y3riaM B MOACETU HA3HAYEHMS HA YPOBHE KaHana.

1.3.4.2. CBA3aHHasa KoHdwurypaums

Hactponka IP-agpeca wmpokoBeLlaTenbHON pacChIsiku.

e [lo ymonuaHuio IP-agpec wmnpokoBelaTernbHON pacchinky nHTepdenca cocrtasnseT
255.255.255.255.

e UYrobbl OnpegenvTb LUMPOKOBELLATENbHbIE MNakeTbl APYrMX agpecoB, MCMOMb3ynTe
KomaHgy ip broadcast-address B pexume KoHurypaumm nitepdgerica.

I'Ieperana HanpaBeHHbIX LUMPOKOBELLATENbHbIX MAaKeTOB.
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e [lo ymonyaHuio HanpaBfieHHble LUMPOKOBELLATENbHbIE NakeTbl He MoryT ObiTb
nepecrnaHbl.

e HaykasaHHOM nHTepderice MOXHO BbIMOMHUTL kKOMaHAy ip directed-broadcast, 4toObl
BKITOUYUTb NEPECHINIKY NaKkeTOB HaNpaBNeHHOM LWMPOKOBELLATENBHON pacChifiki. Takum
obpas3om, MHTepdenc MOXeT nepechbinaTb HanpabfeHHble LMPOKOBeLlaTerbHbIe
nakeTbl B HanpsiMylw MNOAKMYEHHbIEe ceTwu. LUmpokoBellatenbHble MakeTbl MOryT
nepegaBaTbCA B NOACETU HasHadyeHUs 6e3 BNUSIHUS Ha NEepEechbIKy APYrmx nakeTos
HanpaBneHHOW LUMPOKOBELLATENBHON PACChISKN.

e B wnHTepdence moxHO onpegenuTb cnMcok KoHTpons goctyna (ACL) anda nepegauyn
onpeaeneHHbIX HanpaeBreHHbIX LWNPOKOBeLLaTeNbHbIX NakeToB. [locne onpenenexHuns
ACL-cnucka nepecbinarTcs TOMbKO HarnpaBfeHHblE LUMPOKOBELLaTeNbHbIE NaKeThl,
cootBeTcTBYOWMe ACL-cnncky.

1.3.5. OTnpaBka naketoB ICMP

1.3.5.1. NMpuHUKMN paboTbl

CoobuieHune o HeaocTynHocTu npotokona ICMP
YcTtponctso nonydaet IP-nakeThbl, NnpegHasHavyeHHble eMy, M NakeTbl cogepxat IP-npoTokon,
KOTOpPbIN HE MOXEeT ObiTb 0b6paboTaH yCTpOMCTBOM. YCTPOWCTBO OTNpaBnsieT coobuieHne o
HegocTynHocTu npoTokona ICMP Ha ncxogHbeIn xocT. Kpome Toro, ecnm yCTPOMCTBO HE 3HaeT
MapLUpPYT A4 NEPECHISIKMA NakeToB, OHO Takke OTNpaBnsieT coobLLEHNE O HEOOCTYNHOCTM XOCTa
ICMP.

CoobueHune nepeHanpasneHus ICMP

MHorga mapLupyT MOXeT OblTb MEHee ONTUMarnbHbIM, MO3TOMY YCTPOWCTBO NepechbinaeT nakeThbl
C WHTepcpenca, KoTopbIA MofydYaeT nakeTbl. Ecnu ycTponcTBo oOTnpaBngeT nakeTbl C
NMHTepdenca, Ha KOTOPOM OHO MoJslydaeT nakeTbl, ycTponcTBo otnpaensieT ICMP-coobieHne o
nepeHanpaBneHnn Ha UCTOYHUK, UHPOPMUPYS UCTOYHUK O TOM, YTO LUMIO3 SBMSETCS OpYrum
YCTPOWCTBOM B TOM e noaceTn. Takmm o6pasomM, MCTOYHMK OTNPaBNSAET nocregyouime nakeTbl
no oNTUManbHOMY NyTW.

CoobuweHune oTknuka mackm ICMP

MHorpa ceteBoe ycTponcTBo oTtnpasnsieT coobueHne ICMP Address Mask Request gns
nonyyeHus Mackum noacetu. CeTeBoe YCTPOWCTBO, Monyvawwee [aHHOe CcoolLleHre,
oTnpasnseT otBeTHoe coobweHne ICMP Address Mask Reply.

1.3.5.2. CBA3aHHasA KoHdurypaums
BkntoyeHune coobuieHms o HegocTynHocTn npoTtokona ICMP.
o [lo ymonuyanuto coyHkumsa npotokona ICMP cooblueHrne 0 HeqOCTYNHOCTM BKOYEHA Ha
nHTepdence.

e  YTOObI OTKMIOUNTE UNWN BKIIOYUTL (DYHKLMKO, MOXHO UCNONb3oBaTb KOMaHay [no] ip
unreachables

BkntoueHne coobuieHns nepenanpasneHns ICMP.
e [lo ymonuyanuio dyHKUna coobuweHnsa nepeHanpaenedns |CMP  BknoyeHa B
NHTEpdence.
e Bbl MOXeTe ncnonb3oBaTtb KoMaHay [no] ip redirects, 4Tobbl OTKMOYNTL MU BKMOYNUTD
PYHKUMIO.
BkntoueHne otBeTHOro coobuieHus macku ICMP.

o [lo ymonuaHuio B MHTepdience BKoYeHa YHKUMA OTBeTa Ha coobuweHus ICMP
Address Mask Request.

28

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtpoiika IP-agpecoB n cepsucoB W
e MoxxHo ucnonb3oBatb KomaHay [no] ip mask-reply, 4ToBbl OTKIOYNTL MW BKITHOYNTD
dYHKUMIO.

1.3.6. OrpaHnyeHmne CKOpPOCTU Nnepenaym naketos owmnobok ICMP

1.3.6.1. NMpuHUKMN paboTbl

OT1a byHKUMA orpaHnYMBaeT CKOPOCTb Nepeaaym naketos ownbok ICMP ana npegoTBpalleHns
DoS-aTak ¢ NTOMOLLbIO anropyTmMa MapKUpOBKK KOHTENHEpA.

Ecnun IP-naket Heobxogmmo dparmeHTMpoBaTtb, HO 6ut Don’t Fragment (DF) B 3aronoBke
yCTaHOBIEeH Ha 1, yCTPOWCTBO OTNpaBnseT nakeT HeJocTynHocTn HasHadyeHusa ICMP (kog 4) Ha
XOCT UCTOYHMKA. OTOT nakeT ownbok ICMP mncnonbayetca ans obHapyxenns MTU-nyTtu. MNpn
HanMuuM CrnuwKoM GOoMbLUOTo KonuyecTBa Apyrux naketoB owunbok ICMP  HeBO3MOXHO
OTNpaBuTb NakeT HeJOCTyNHOCTU Ha3HayeHus ICMP (kog 4). B pesynbTate nponcxognt cbon
dyHKUMM o6HapyxeHusa MTU-nyTn. Ytobbl nsbexatb 3101 Npobnemsbl, HEOOX04MMO OrpaHNYnTb
ckopocTb nepepaym naketoB ICMP c coobuieHnem o HedoCTYMHOCTU agpeca HasHadeHust U
Apyrmx ICMP-nakeToB OLWMGOK COOTBETCTBEHHO.

1.3.6.2. CBA3aHHasA KoHdurypaums

HacTtporka ckopocTn nepegayn gnsi ¢ coobueHnem o HefoCTYMHOCTM agpeca HasHadeHus
ICMP, nHnuunmnposaHHbix 6utom DF B IP-3aronoeke.

o  CkopocTb nepegayum no ymonyaHuio coctasndet 10 naketos kaxable 100 mc.

e KomaHngy ip icmp error-interval DF MOXHO ncnonb3oBaTb AN HACTPOMKU CKOPOCTU
nepegayun.

HacTtporika ckopocTu nepegaym gpyrmx naketos owmnbok ICMP.
o  CkopocTb nepegayum no ymonyaHuio coctasndet 10 naketos kaxable 100 mc.

e Komangy ip icmp error-interval MOXHO ucnonb3oBaTb A1 HACTPOWKW CKOPOCTU
nepegayun.

1.3.7. 1P MTU
1.3.7.1. NMpuHUMN paboTbl

Ecnn naket IP npeBbiwaeT pasmep IP MTU, nporpammHoe obGecnevyeHne kommyTaTtopa
dparmeHTMpyeT naket. [ns BCeX YyCTPOWUCTB B OOHOM (PU3NYECKOM CErMeHTE CEeTU 3Ha4yeHue
MTU pomkHO 6bITb oauHakoBbiM. Ha obGopymoBaHum QTECH mMoxHO Hactpouts MTU
coeguHeHun ons nHTepdencos. Nocne nameHenna MTU Ha nHtepderncax 6ygeT nameHeH IP
MTU wuHTepdcbericoB. IP MTU uHTepdencos aBTomaTUYECKn NogAaepKuBaeT COOTBETCTBUE C
MTU unHtepdpenca. OgHako npu HacTpownke IP MTU nHtepdericoB 3HaveHmne MTU nHtepcpericos
He U3MEHUTCS, HET 0OpaTHOM aBTOMaTMYECKON HACTPOMKM.

1.3.7.2. CBsAA3aHHasa KoHdurypauums
YcraHoBka IP MTU.

o [lo ymonuanuio IP MTU nHTepdhenca coctaenset 1500.
e KomaHgy ip mtu MoxHO ncnone3oBatb Ana yctaHoskn MTU naketa IP.

1.3.8.IPTTL
1.3.8.1. NMpuHUMN paboTbl

IP-nakeT nepepaeTcs C agpeca UCTOMHMKA Ha agpec HasHadeHus Yepes3 MapLipyTu3aTtopbl.
Mocrne ycTaHoBKM 3HaveHust TTL, OHO yMeHbllaeTca Ha 1 Kaxabln pas npu NpoxXoxaeHun
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IP-nakeTa 4epes mapwpyTtusatop. Korga 3sHadeHne TTL nagaeT Oo Hynd, maplipyTtusaTtop
oTbpacbiBaeT nakeT. ATO npegoTBpallaeT 6eckoHeyHyto nepegady 6ecnonesHbix NakeToB U
NOTEpPIO NPONYCKHOM CNOCOBHOCTM.

1.3.8.2. CBA3aHHasA KoHdurypauums
YcraHoBka IP TTL.

e [lo ymonuanuio IP TTL uHTepdpenca coctaBndaet 64.
e KomaHgy ip ttl MmoxHO ncnons3osaTb Ans yctaHoBku IP TTL nHtepdenca.

1.3.9. MapwpyT uctouHuka IP (IP Source routing)

1.3.9.1. NMpuHUKUN paboTbl

O6opynosanne QTECH noppepxuBaet IP Source routing. Korga ycTponcTtBo nonyyaet
IP-nakeT, OHO NPOBEPSAET TakMe OnumMm Kak source route, loose source route, and record route B
3aronoske |P-naketa. Otn onumm nogpobHo onucanbl B RFC 791. Ecnu yctponcTteo
obHapyxmBaeT, 4YTO B MakeTe MNPUCYTCTBYET OMuUMs, OHO OTBEeYaeT; €ecnn YCTPOWUCTBO
oBHapyxmBaeT He4ONYCTUMYHO OMLUMI0, OHO oTnpasnsaeT coobueHne ICMP 06 ownbke onuumn Ha
afpec UCTOYHMKA U 3aTeM OTOpachbiBaeT NakerT.

Mocne BkntoveHnst Source routing B nakeT IP gobaenseTcs onuus mapLipyTa UCTOYHUKA, YTOObI
NPOBEPUTbL MPOMYCKHYD CNOCOOHOCTbL OMpefeneHHoOn ceTm WM NMoModb naketam oGonTn
HencnpaBHyto ceTb. CTOUT y4yecTb, YTO ITOT NapameTp MOXET NPUBECTM K CETEBbIM aTakam,
TaknM Kak nogmMeHa agpeca UCTOYHMKa 1 nogmeHa IP.

1.3.9.2. CBsAA3aHHasa KoHdurypauums
HacTtponka IP Source routing.

o [lo ymonuanuo pyHkumsa IP Source routing BkrnoveHa.

e KomaHay ip source-route MOXHO WCMOMb30BaTb ANA BKIOYEHUS UMW OTKMOYEHUS
dyHKUMN.

1.4. HacTtpouka

HacTponka OnuncaHne n KomaHga

HacTtporka IP- | (ObsasaTtenbHo) Wcnonb3yetca pgna  Hactponku |IP-agpeca u
agpecoB nHTepderica | paspelleHna 3anycka npotokona IP B nHtepdelrice

ip address Bpy4Hyto HacTpauBaeT IP-agpec nHtepdenca
ip address | MNonyyaet IP-agpec nHTepdernca nocpencrsom
negotiate cornacoBaHusa PPP

ip unnumbered 3anmcTtByeT IP-agpec us gpyroro nitepdenca
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Hactpowka OnuncaHne n KomaHga
Hactponka nepegauu | (OMNMUNOHAJIBHO) Wcnonb3yetcs pgns  yctaHoBku |P-agpeca
LUVMPOKOBELLATENBHON | LUMPOKOBELLATENbHOM  PacCbikn M BKIAOYEHUsT  nepefayvv
pacchblfkm HanpasfeHHOW LLIMPOKOBELLATENBLHOW PaCChIfKn
ip broadcast- | HactpanBaeT |P-agpec LMpoKoBeLLaTeNbHOM
address paccbInkm
ip directed- | Bknoyaet nepegavy HanpaBfneHHON
broadcast LUMpOKOBeLLaTeNTbHON pacchifku
Hactpoiika (ONMUMNOHAIBbHO) Wcnonb3yetca ANs BKMIOYEHUSI MEPECHINKn

nepecbinkm ICMP

naketos ICMP

ip unreachables

BkrnitovaeT coobuwieHnst HegoctynHoctn ICMP n
Cco00LeHNss He[OCTYMHOCTN XOCTa

@ § QTECH
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ip redirects BkrnitovaeT coobuieHnst nepeHanpasnenunsa ICMP
ip mask-reply BknoyaeT oTBeTHbIe coobLeHunsa macku ICMP
Hactpoiika ckopoctu | OnumoHanbHo
nepegayu nakeToB
owwnbok ICMP ip icmp error- | Hactpausaet CKOPOCTb nepegayun
interval DF HeaOCTUXUMbIX ICMP-nakeTos,
WHULUMMPOBaHHbIX Outom DF B 3aromnoBke
IP-agpeca
ip icmp error- | HactpanmBaeT cKopoCcTM nepefadn nakeTos
interval ownbok ICMP wn nakeToB nepeHanpaBrieHuns
ICMP
YctaHoBka 3HadveHus | (OMNMUMOHAJIBHO) Wcnonb3dyetca ana Hactponkn MTU [P B
IP MTU nHTepdeince
ip mtu YcTtaHaBnuBaeT 3HayeHve |IP MTU
YctaHoBka 3HadveHus | (OMNMUMOHAIIBHO) Wcnonb3dyetca  gns HacTpovkn  TTL
IPTTL OfHOaJpEeCHbLIX MNakeToB U LUMPOKOBELLaTENbHbIX MakeToB
ip ttl YcrtaHaBnuBaeT 3HayeHve TTL
31
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Hactpowka OnuncaHne n KomaHga

Hactpownka IP_Source | (OMNMUMNOHAJIBHO) MWcnonb3yetca and npoBEPKNM  UCTOYHMKOB
routing MapLUpyTOB

ip source-route | BkmroyaeT dyHKkumio IP source routing

1.4.1. Hactpouka IP-agpecoB nHrepcenca

1.4.1.1. Pe3synbTaT KOHhUrypauum

HacTpoika IP-agpeca nHtepgenca gnsa cBA3HOCTH.

1.4.1.2. 9Tanbl KOHdUrypauum
HacTponka IP-agpeca nHtepdenca.

e OBASATEJIbHO.

e  BbINONHMTE HACTPOWKY B pexnme KoHdurypaumm nutepdenca L3.
MNony4deHune IP-agpeca nHTepgernca nocpenctsom cornacosaHmsa PPP.

e ONUNOHAIBHO.

e Ecnun Ha nHTepderice "Todka-Touyka" He HacTpoeH IP-agpec, nonyunte IP-agpec ¢
nomoLbto cornacosanmsa PPP.

e  BbINONHMTE HACTPOWKY B pexnme KoHdurypaumm nutepdenca L3.
3anmcTtBoBaHue IP-agpecos u3 gpyroro nHrepdenica.

e ONUMNOHAIBHO.

e Ecnu Ha nHTepdenice "Touka-Touka" He HacTpoeH IP-agpec, sammcTteyinTe IP-agpec na
apyroro nHTepdenca.

e  BbinonHuTe HacTpoKky B pexxume KoHdUrypauum nHtepdenca L3.

1.4.1.3. NMpoBepkKa KoOH¢pUrypaumum

BbinonHute komaHgy show ip interface, 4ytobbl npoBepuTb pesynbTar.

1.4.1.4. CBAA3aHHbIe KOMaHAbI

HacTtpouka IP-agpeca nHtepdenca BpyuHyto.

KomaHga ip address ip-address network-mask [ secondary |
Onucanve ip-address: 32-6utHbIn IP-agpec ¢ 8 Gutamu anga kaxaou rpynnel. IP-agpec
napameTpoB BblpaXkaeTcs B 4eCATUYHOM oopmaTe, a rpynnbl pa3gensaTcsa TOYKoM (.).

network-mask: 32-6utHas macka ceTu. 3HadeHne 1 ykasbiBaeT Ha OuT
mMacku, a 0 — Ha 6uT xocTa. Kaxxable 8 6ut obpasytoT ogHy rpynny. Macka
CeTu BblpaxaeTcs B OecAaTU4HOM dhopmaTte, a rpynnbl pasgenstoTcs
TOYKOWM (.).

secondary: BTopuyHbIn IP-agpec
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Pexxum
KOHGoUrypaumm

Pexunm koHdurypaumm nHtepdenca

NMony4yeHune IP-agpeca uHTepcenca nocpeacTtesom cornacosaHusi PPP.

KomaHga ip address negotiate
Pexnm Pexxum koHdurypaumm nHtepdenca
KOHdoUrypaumm

3anmcTBoBaHue IP-agpecoB 13 gpyroro uHtepdenca.

KomaHga ip unnumbered interface-type interface-number

Onucanve interface-type: Tun nHTepdenca.

fnapameTpos interface-number: ngeHTndmkaTop HTEpdenca

Pexnm Pexxum koHdurypaumm nHtepcpenca

KOHdoUrypaumm

BcTtpoeHHas Unnumbered-nHtepdenc o3Ha4vaeT, 4YTO WHTepdenc BKMIOYEH C
noackaska IP-npoTokonom 6e3 HasHadeHHoro |IP-agpeca. Unnumbered-nHtepdenc

[OIMKEH ObITb CBA3aH C MHTEpEeNncom, KOTopomy HasHadeH IP-agpec. [ins
IP-nakeTta, cosgaHHoro Ha unnumbered-nHtepdenice, IP-agpec
MCTOYHMKA nakeTa sBnsietca |P-agpecoMm cBsA3aHHOrO UWHTepdenca.
Kpome TOro, npouecc npoTokona MapLipyTvM3aumm onpenenseT, cnegyeT
nm oTnpaenATb nakeT o6HoBNEHMSA MapLupyTa Ha
unnumbered-nHTepdenc B COOTBETCTBMM CO cBoMM |IP-agpecom. Ecnu Bbl
XOoTuTe ucnonb3oBatb unnumbered nHtepderic, obpatute BHMMaHWE Ha
cnegyroLme orpaHNYeHns:

UHTepdpenc Ethernet He MoxeT BbITb HACTPOEH Ha
unnumbered-nHTEpdENC.

Korga nocnepoBatenbHbIn MHTEpdenc nHkancynupyet SLIP, HDLC, PPP,
LAPB u Frame-Relay, nocnegoBaTeribHbI UHTEPEENC MOXHO HACTPOUTb
Ha unnumbered-nHTepgenc.

Mpu MHKancynauun NnocpencTBoM relay, Tonbko MHTepdenc "Touka-Touka"
MOXeT ObITb HAaCTPOEH Kak nHtepdenc 6e3 Homepa. NHTepdenc AnX.25
He MoXeT ObITb HAacTpoeH kak unnumbered-nHTepderic.

KomaHga ping He MOXeT MCNonb30oBaTbCA OS5 NPOBEPKN NPaBUNbBHOCTM
paboTbl unnumbered-nHTepdenca, Tak kak unnumbered-nHtepdenc He
HacTpoeH IP-agpec. OgHako cocTtodHne unnumbered-nHTepdenca MOXHO
oTcnexuBaTb yaaneHHo ¢ nomolbo SNMP.

XonoAHbln 3anyck yCTpoOWCTBa C MOMOLLBIO unnumbered-uHTepdenca
HEBO3MOXeH
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1.4.1.5. Npumep KoHcpUrypaumm

Hactpowka IP-agpeca ana uHtepcenca.

OTanbl HacTtponte IP-agpec 192.168.23.110 255.255.255.0 Ha wuHTepdgence
KOHdUrypaumm GigabitEthernet 0/0.
QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# no switchport
QTECH(config-if-GigabitEthernet 0/0)#ip address 192.168.23.110
255.255.255.0
MpoBepka BbinonHute komaHgy show ip interface, 4ytoObl NnpoBepuTb pesynbrart
KOHcpurypauum
QTECH# show ip interface gigabitEthernet 0/0
GigabitEthernet 0/0
IP interface state is: UP
IP interface type is: BROADCAST
IP interface MTU is: 1500 IP address is:
192.168.23.110/24 (primary)
NMonyyeHne IP-agpeca B wuHTepcence "Touyka-Touka"” nocpeacTBOM

cornacosaHusa PPP.

OTansbl MonyyeHue IP-agpeca B UHTepdence "Todka-To4ka" nyTemMm corracoBaHus
KOHpurypauuu

QTECH(config)#int virtual-ppp 1

QTECH(config-if-Virtual-ppp 1)#ip address negotiate
MpoBepka BbinonHuTe komaHay show run, 4toGbl NPOBEPUTL pe3ynbTaT
KOHpurypauuu

QTECH#show run interface virtual-ppp 1
Building configuration...

Current configuration: 48 bytes

interface Virtual-ppp 1

ip address negotiate

@ § QTECH

MWP [OOCTYMNHEE

34




PykoBoacTeo no HacTponke QSW-6900

HacTtpoiika IP-agpecoB n cepsucoB W

1.4.2. HacTtpoinka nepefaym WMpoKoBeLaTesibHON pacCbiSiIKn

1.4.2.1. Pe3ynbTaT KOHdUrypaumm

YcTraHoBuTe LUMpoKoBellaTenbHbin agpec uHTepdenca Ha 0.0.0.0 u BknouMTe nepenady
HanpasfEHHOW LUMPOKOBELLATENbHON PaCcChIfKu.

1.4.2.2. tanbl KOHdUrypauum

HacTpoika IP-agpeca wmnpokoBeLLaTenbHON pacchbifiku.

o (OMNUUOHAIBHO) HekoTopble cTapble XOCTbl MOryT WAEHTUUUUPOBATL TOSMBKO
LUMpPOKOBeLLaTeNbHbIN agpec 0.0.0.0. B 3TOM cnyvae yCTaHOBUTE
LUMpOKOBeLLlaTenbHbIM agpec uenesoro nHtepdenca 0.0.0.0.

o  BbInonHuTe HaAcCTPOKKy B pexume KoHdurypauum nHtepdpenca L3.
BkntoyeHne nepenaym HanpaeieHHOW LUMPOKOBELLaTEeNbHON PacChINKA.

o (OMNUMOHANBHO) Ecnn Heobxoanmo paspeLwmTb XOCTYy  OTNpaBnsTb
LUMpOKoBeLlaTenbHble MakeTbl BCEM XOCTaM AOMEHa, B KOTOPOM OH OTCYTCTBYET,
BKMOUMTE Nepegady HanpaBfeHHOW LWMPOKOBELLATENbHOW PaCcChINK.

e  BbINONHMTE HACTPOWKY B pexnme koHdurypaumm nutepdenca L3.

1.4.2.3. NMpoBepkKa KoOH¢pUrypaumm

BbinonHute komanay show running-config interface, 4to6bl NnpoBepuTb pesynbTarT.

1.4.2.4. CBAA3aHHbIe KOMaHAbI

HacTpouka IP-agpeca wmpokoBeLwaTernilbHON PacCbINKU.

KomaHga ip broadcast-address ip-address

Onucanwue ip-address: wmpokoBeLwaTenbHbin agpec IP-cetn

napameTpoB

Pexnm Pexxnm koHdurypaumm nHtepdpenca

KOHcpurypauum

BctpoeHHas O6blMHO  agpeCc  HasHayeHus  LmMpokoBellaTenbHbiX  |P-naketoB

noAckaska cocTaBnsieT Bce 1, UTO BblpaxaeTtcs Kak 255.255.255.255. MNporpammHoe
obecneyeHrne KoOMMyTaTOpa MOXET reHepupoBaTh LUMPOKOBELLATENbHbIE
naketel Cc gpyrumn |IP-agpecamu nocpeacTtBoM onpeneneHns wu
NPYHMMAaTb COBCTBEHHbIE LuMpoKoBeLlaTenbHble nakeTbl n
LUnpokoBeLlaTernbHble NakeTbl ¢ agpecom 255.255.255.255

35

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtpoiika IP-agpecoB n cepsucoB

Pa3pelueHune nepecbisikKu HanpaBNeHHbIX WMPOKOoBeLlaTeNbHbIX NaKeToB.

KomaHga ip directed-broadcast [ access-list-number ]

OnucaHne access-list-number: Homep cnucka goctyna, B AgnanasoHe ot 1 oo 199 n

napameTpoB ot 1300 go 2699. lNocne onpepeneHns ACL-cnucka nepecbinaroTcd
TOMbKO HanpasBneHHble LUMPOKOBeLLaTeNbHbIE NakeTbl, COOTBETCTBYOLMNE
ACL-cnuncky

Pexxum Pexunm koHdurypaumm nHtepdenca

KOHGoUrypaumm

BcTpoeHHas Ecnn komanga no ip directed-broadcast BbinonHsAeTCA Ha UHTepdeince,

noacKaska nporpammHoe obecnedyeHne KoMMmyTaTopa oTbpacbiBaeT nakeTbl
HanpaBfIEHHOW LUMPOKOBELLATENbHON pacChbifikK, NonyyYeHHble 13 directly
connected cetun

1.4.2.5. NMNpumep KoHcuUrypaumm

OTanbl
KOHdoUrypaumm

Ha wuHTepdeiice GigabitEthernet 0/1 ycrtaHoBuTe agpec HasHa4vyeHuUs
naketoB |P wwupokoBewarensHon paccbikn Ha 0.0.0.0 n BknouuTe
nepeaady HanpaBfieHHOW LUMPOKOBELLATENbHOM PaCChISKN.

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip broadcast-address 0.0.0.0
QTECH(config-if-GigabitEthernet 0/1)#ip directed-broadcast

MpoBepka
KOHcpurypauum

BbinonHuTe komaHay show ip interface, 4Tobbl NpoBepUTL pe3ynbTar.
QTECH#show running-config interface gigabitEthernet 0/1
ip directed-broadcast

ip broadcast-address 0.0.0.0

1.4.3. Hactpouka nepecbinku ICMP

1.4.3.1. Pe3ynbTaT KOHUrypaumm

Bkntounte coobwenns ICMP o HegocTynHocTH, coobuleHns nepeHanpasneHns ICMP n Address
Mask Reply Ha nHTepdence.

1.4.3.2. dTanbl KOH(pUrypauum

BkntoyeHne coobeHma ICMP o HegoCTynHOCTMW.

o [lo ymonuaHuio coobeHuns ICMP o HegOCTYNMHOCTU BKIOYEHbI.

e (OMUMOHANBHO) KomaHay no

ip unreachables MoOXHO wucnone3oBaTb A5

OTKNtoYeHusa coobuieHnn o HegoctynHocth ICMP.
e  BhbInonHuTe HaAcCTpPoOKKy B pexxume KoHdUrypauum nHtepdenca L3.
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BkntoueHne coobuieHunin nepeHanpaenenus ICMP.

¢ [lo ymonuaHuio coobeHuns nepeHanpasnexHmsi ICMP BkntoyeHbl.

o (OMNUMOHAINBHO) KomaHay no ip redirects MOXXHO MCNONb30BaTb AN OTKOYEHMNS
coobuweHnn nepeHanpasneHunst ICMP.

e  BbINONHMUTE HACTPOWKY B pexnme KoHdurypaumm nHtepdenca L3.
BkntoyeHne otBeTHbIX coobLieHun o macke ICMP

¢ [lo ymonuaHuio BkrtoueHbl coobweHuns ICMP Address Mask Reply.

e (OMNUMOHAJIIBHO) KomaHay no ip mask-reply MoXxHO ncnonb3oBatb A5 OTKITHOYEHUS
coobueHnn ICMP Address Mask Reply.

o  BhbINonHuTe HACTPOKKY B pexmme KoHurypauum nHtepdenca L3.

1.4.3.3. NpoBepka KoOH¢pUrypaumum

BbinonHute komangy show ip interface, 4ytobbl NnpoBepuTb pesynbrar.

1.4.3.4. CBA3aHHble KOMaHAbI

BknroyeHune coobweHmsa ICMP o HeAOCTYNHOCTH.

KomaHga ip unreachables
Pexnm Pexxum koHdurypauumn nHtepdenca
KOHcpurypauum

BknroyeHne coobweHnn nepeHanpasneHmsa ICMP.

KomaHga ip redirects
Pexxum Pexxum koHdurypaumm nHtepdenca
KOHcpurypauum

BknioyeHune ICMP Address Mask Reply.
KomaHga ip mask-reply
Pexxum Pexxum koHdurypaumm nHtepdenca
KOHdpurypauuu

1.4.3.5. Npumep KoHcuUurypaumm

MWP [OOCTYMNHEE

OTansbl Bkntounte coobuieHms ICMP o HegocTynHOCTH, coobLueHmns
KOHdbUrypauum nepeHanpasneHusa ICMP n ICMP Address Mask Reply Ha nHTepdeiice
gigabitEthernet 0/1

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1

QTECH(config-if-GigabitEthernet 0/1)# no switchport

37
@® ) QTECH




PykoBoacTeo no HacTponke QSW-6900

HacTtpoiika IP-agpecoB n cepsucoB W

QTECH(config-if-GigabitEthernet 0/1)# ip unreachables
QTECH(config-if-GigabitEthernet 0/1)# ip redirects
QTECH(config-if-GigabitEthernet 0/1)# ip mask-reply

MpoBepka BbinonHute komangy show ip interface, 4ytobbl NnpoBepuTb pesynbrart
KOHGoUrypaumm

QTECH#show ip interface gigabitEthernet 0/1
GigabitEthernet 0/1

ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachabled is: ON

1.4.4. HacTpoinka cKkopocTu nepena4m naketos owmn6ok ICMP

1.4.4.1. Pe3ynbTaT KOHUrypaumm
HacTponka ckopocTtu nepegaymn naketos ownbok ICMP.

1.4.4.2. Tanbl KOHdUrypauum

HacTtponka ckopocTtu nepegaun ans naketos ICMP Destination Unreachable, nHMuumpoBaHHbIX
6utom DF B IP-3aronoske.

o  OINUMNOHAJIBHO.
e  BbInonHuTE HACTPOWKY B pexmnme rnobdanbHom KoHurypaumm.
HacTtponka ckopocTu nepegaym naketos Apyrnx owmnodok ICMP.

e  ONUMOHAJIBHO.
e  BbinonHuTe HaCTPONKy B pexmme rnobanbHon KoHurypauum.
1.4.4.3. NMpoBepkKa KoOH¢pUrypaumm

BbinonHuTe komaHay show running-config, 4Tobbl NpOBEpUTL pe3ynbTar.

1.4.4.4. CBAA3aHHbIe KOMaHAbI

Hactpowka ckopoctu nepepaum ans naketoB ICMP Destination Unreachable,
MHULMMpoBaHHbIX 6utom DF B IP-3aronosBke.

KomaHga ip icmp error-interval DF milliseconds [bucket-size]
Onucanue milliseconds: uuMkn OOHOBNEHMSI KOHTEWHepa TOKeHOB. [mnanasoH
napameTpoB 3HayeHun coctaenget oT 0 no 2147483647, a 3Ha4yeHMe NO yMOMN4aHuIo

coctasnser 100 mc. Ecnu 3HadveHue paBHO 0, CKOpoCTb nepegauyu
nakeToB owmnbok ICMP He orpaHnyeHa.

bucket-size: kKoIM4eCTBO TOKEHOB, COAEPXKALLNXCSA B KOHTENHEPE TOKEHOB.
[OunanasoH 3HayeHun coctaBnsger oT 1 pgo 200, a 3HayeHne no
ymonyanuto — 10
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Pexxum Pexxnm rmobanbHon KoHurypauum
KOHGoUrypaumm
BcTpoeHHas OTa yHKUMSI orpaHMYMBaEeT CKOPOCTb nepeaayun naketos owmnbok ICMP
nogckaska ans npepotBpaweHna DoS-aTak ¢ MOMOLLBI anroputMa KOHTenHepa

TOKEHOB.

Ecnu IP-nakeT Heobxoanmo chparmeHTupoBaTb, HO 6uT DF B 3aronoBke
yCTaHoBNeH Ha 1, ycTpoucTtBo oTtnpaenseT nakeT ICMP destination
unreachable (kog 4) Ha xocT uctoyHuka. At1oT kog ICMP ncnonb3yetcs
anst obHapyxenusa MTU no nytu cnegoBanus. NMpyu Hannumm CRULLKOM
Gonbloro konuyectsa Apyrvx naketoB owwnbok |ICMP HeBO3MOXHO
otnpaBuTb naket ICMP destination unreachable (kog 4). B pesynbtate
npovcxoaut cbon yHkumm obHapyxeHnss MTU no nytv cnegoBaHus.
UTtobbl M3bexaTb aTon npobnembl, HEOH6XOAMMO OrpaHUYUTb CKOPOCTb
nepegadn naketoB destination unreachable n pgpyrux ICMP-naketoB
OLNBOK COOTBETCTBEHHO.

PekomeHayeTcsa ycTaHOBUTL Ans npouecca 06HOBMNEHMS YMCNO KpaTHOe
10 mc. Ecnu gnsa npouecca o6HOBNEHMSA YCTAaHOBMNEHO 3Ha4YeHne bonblue
0 m meHbwe 10 MC, TO (paKTU4ECKM MPOUCXOAUT OOHOBNEHMe
anutenbHocteto 10 mc. Hanpumep, ecnu 4actota OGHOBNEHUSN
yCTaHOBMEHa Ha oOgHO OOHOBreHMe 3a 5 Mc, dakTuyeckas 4actoTa
obHoBneHua coctaBnseT 2 obHoBneHns 3a 10 mc. Ecnu umkn obHoBNEHUS
He aBnseTcsa KpaTHbIM 10 MC, TO DaKTUYECKM BCTYNAOLWNNA B CUNY LIMKN
OOHOBMEHMsT aBTOMAaTM4eckn npeobpasyeTca B KpatHeli 10  mc.
Hanpumep, ecnun yactota 06HOBNEHMS yCcTaHOBMNeHa Ha 3 06HOBNEHUS 3a
15 mc, dpakTmyeckas yactota 06HOBNEHMA cocTaBnseT 2 o6HOBNEHMA 3a
10 mc

HacTtpowka ckopocTu nepeaaym Apyrux naketos owmno6ok ICMP.

KomaHpa ip icmp error-interval milliseconds [bucket-size]

OnucaHne milliseconds: uukn OOHOBNEHMS KOHTEMHepa ToKeHoB. [nanasoH

napameTpoB 3HayeHun: ot 0 go 2147483647, a 3Ha4yeHne no ymondaHmio — 100 (mc).
Ecnn 3HaueHne paBHo 0, ckopocTb nepegaym naketoB owmnbok ICMP He
orpaHuyeHa.
bucket-size: KonnM4ecTBO TOKEHOB, COAEPXKALLMNXCS B KOHTENHEPE TOKEHOB.
[wnana3soH 3HayeHun coctaBndet ot 1 go 200, a 3Ha4yeHMe No yMonyaHuo
— 10

Pexnm Pexwnm rnobansHon KoHdUrypaumm

KOHcpurypauuu
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BcTtpoeHHas OTa (hyHKUMA orpaHMYMBaeT CKOPOCTb nepenadn naketoB owmnbok ICMP
noackaska ans npegotepaweHns DoS-atak ¢ nomMoLbio anroputmMa KOHTEWHepa

TOKEHOB.

PekomeHgyeTcsa yCTaHOBUTbL 45151 Npouecca OGHOBMEHMST YNCIIO KpaTHOE
10 mc. Ecnn ansa npouecca 06HOBNEHNSA YCTaHOBIEHO 3Ha4YeHne bornbLue
0O n meHbwe 10 Mc, TO dakTnyeckn npomcxoaut o6HOBREHME
anutenbHocteto 10 Mc. Hanpumep, ecnu 4vactota OOHOBNEHUS
yCTaHOBfeHa Ha ogHO OOHOBNeHwe 3a 5 Mc, hakTnyeckas 4vacTtoTa
obHoBNeHns coctaBnseT 2 obHoBneHuns 3a 10 mc. Ecnu umkn obHoBneHus
He aBngeTcsa kpaTHbiM 10 MC, TO (haKTUYEeCKM BCTYMNaOLWMA B CUMY LMK
oOHOBMEHMsT aBTOMaTMYecku npeobpasyetca B KpatHbidr 10  wmc.
Hanpumep, ecnn 4actota o6HOBNEHNS yCTaHOBIEHA Ha 3 OOHOBMEHMS 3a
15 mc, dhakTnyeckas Yactota 06HOBNEHUS cocTaBnsAeT 2 OOHOBMEHUS 3a
10 mc

1.4.4.5. NMNpumep KoHcUrypaumm

OTanbl YcTaHoBuTe ckopocTb nepenaymn naketoe ICMP destination unreachable,
KOHcbUrypauum AN KoTopbIX aktuBupoBaH 6uT DF B IP-3aronoske go 100 naketoB B
CeKkyHAy, a CKOpOCTb nepegayn apyrux naketos owwmbok ICMP go 10
NakeToB B CEKyHAOY

QTECH(config)# ip icmp error-interval DF 1000 100
QTECH(config)# ip icmp error-interval 1000 10

MpoBepka BbinonHute komangy show running-config, 4tobbl npoBeputb pesynbTar
KOHdpurypauuu

QTECH#show running-config | include ip icmp error-interval
ip icmp error-interval 1000 10

ip icmp error-interval DF 1000 100

1.4.5. YcTaHOBKa 3Ha4yeHus IP MTU

1.4.5.1. Pe3ynbTaT KOHUrypaumm

Hactpointe IP MTU nakeTta.

1.4.5.2. 9Tanbl KOHdUrypauum

o (OMNUMOHAINBHO) Ecnn IP MTU B3amMmocBsA3aHHbIX MHTEPdENCOB OTNU4YaeTca OT
YCTPONCTB B OAHOM hbU3N4ECKOM cermeHTe ceTn, yctaHosute ans IP MTU ogmHakoBoe
3Ha4yeHue.

¢  BbInonHuTe HaAcCTpPOKiKy B pexnme KoHdurypauum nitepdenca L3.

1.4.5.3. NpoBepka KoOH(pUrypaumum

BbinonHuTe komaHay show ip interface, 4TobGbl NpoBEpUTL pe3ynbTar.
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1.4.5.4. CBA3aHHble KOMaHAbI

YcTaHoBKa 3HauyeHus IP MTU.

KomaHga ip mtu bytes

Onucanve bytes: IP MTU nakeTta. [JuanasoH 3Ha4yeHui ot 68 go 1500 Gant
napameTpoB

Pexxum Pexunm koHdurypaumm nHtepdenca

KOHUrypauum

1.4.5.5. Npumep KoHcuUrypaumum

OTanbl KOHUrypaumm YctaHoBuTe ana  napametpa MTU  IP-uHTepdenca
GigabitEthernet 0/1 3Ha4eHne 512 b

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip mtu 512

MpoBepka KoHpurypaumm BeinonHute komaHgy show ip interface, 4tobbl npoBepuTb
pesynbTtar

QTECH# show ip interface gigabitEthernet 0/1
IP interface MTU is: 512

1.4.6. YcTaHoBKa 3HaueHumsa IP TTL

1.4.6.1. Pe3ynbTaT KOHUrypauum

N3meHsieT 3HaveHne TTL IP-uHTepdenca.

1.4.6.2. 9Tanbl KOHdUrypauum

e ONUMOHAJIBHO.

e  BhbinonHuTe HacTpoKky B pexxume KoHdUrypauum nHtepdenca L3.
1.4.6.3. NMpoBepka KoH¢pUrypaumum

BbinonHuTe komaHay show running-config, 4ToObl NpoBepUTL pe3ynbTar.
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1.4.6.4. CBA3aHHble KOMaHAbI

YcTaHoBKa 3HauyeHuda IP TTL.

KomaHga

ip ttl value

OnuncaHue napameTpos

value: 3Ha4yeHune TTL. [JuanasoH 3HayeHun ot 0 go 255

Pexnm koHdurypaumm

Pexum rnobanbHom KoHdUrypauum

1.4.6.5. NMNpumep KoHdUrypauumm

OTanbl KoHGUrypaumm

YcraHoBuTte TTL ogHoagpecHbix nakeToB Ha 100

QTECH#configure terminal
QTECH(config)#ip ttl 100

MpoBepka
KOHcpurypauum

BbinonHute komaHay show running-config, 4to6bl NnpoBEpUTL
pesynbTart

QTECH#show running-config
ip ttl 100

1.4.7. HacTtpouka IP Source routing

1.4.7.1. Pe3synbTaT KOHUrypauum

BkntoyeHune nnu otkniodeHne dyHkumm IP Source routing.

1.4.7.2. 9tanbl KOHUrypauum

e [lo ymonuaHuto cpyHKkLmMA IP Source routing BknoveHa.

e (OMNUMOHANBHO) KomaHay no

OTKIT0YEeHUs pyHKumm IP Source routing.

1.4.7.3. NMpoBepkKa KoOH¢pUrypaumum

BbinonHuTe komaHay show running-config, 4Tobbl NpoBepuUTL pesynbTar.

1.4.7.4. CBAA3aHHbIe KOMaHAbI

HacTtpowmka IP Source routing.

Ip source-route MOXHO ucnonb3oBaTb A4

KomaHpa ip source-route
Pexxum Pexnm rmobanbHon KoHUrypaumum
KOHUrypauum
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1.4.7.5. Npumep KoHcuUrypaumm

OTanbl KoHUrypauum BkritoyaeT pyHKUUIO MapLupyTa UCToYHMKa IP

QTECH#configure terminal
QTECH(config)#no ip source-route

MNMposepka BbinonHuTte komangy show running-config, 4To6bl NpoBepUTHL
KOHGoUrypaumm pesynbTar

QTECH#show running-config

no ip source-route

1.5. KoHTponb cocTtosiHUSA

1.5.1. OToGpaxeHue

Onucanune KomaHpa

brief]

OTto6paxaeT IP-agpec untepcenca | show ip interface [interface-typeinterface-number |

OTtobparkaeT Tabnmuy NepechbIsiku show ip route [ address [ mask]]

OtobpaxaeT cratuctuky Tabnuubl | show ip route summary
nepechbINKu

Otob6paxaeT ctatuctuky IP-naketoB | show ip packet statistics [total | interface-name]
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2. HACTPOUKA ARP
2.1. O630p

B nokansHon cetn (LAN) kaxxgoe ceteBoe ycTponcTso IP numeet gBa agpeca:

1. JlokanbHbi agpec (MAC-agpec). [NockomnbKy NoKanbHbIN agpec CoaepXUTcH B
3aronoBke Kagpa YpoBHS KaHana gaHHbIx (L2), aTo agpec L2. Tem He MeHee, OH
obpabartbiBaetcs nogypoBHeM MAC Ha L2 n, Takum ob6pasom, 0ObI4HO Ha3biBaeTCs
MAC-agpecoMm. MAC-agpeca NpeacTaBnsioT ceTeBble ycTponcTea IP B nokanbHbIX
ceTsX.

2. CeteBou agpec. CeTeBble agpeca B VIHTepHeTe npeactaBnsaoT cobon ceTeBble
ycTpoucTBa IP, a Takke ykasbiBatoT CETU, B KOTOPbIX HAXOOATCS YCTPOWCTBA.

B nokanbHown ceTn aga IP-ycTporcTBa MoryT B3anMo4encTBoBaTh ApYr C APYroM TOMbKO nocne
TOoro, kak 6yayTt maydeHbl 48-6uTHble MAC-agpeca oboux ycTponcts. [Mpouecc nonydeHus
MAC-agpeca Ha ocHoBe |IP-agpeca HasbiBaeTca ARP (address resolution protocol). Cywecteyet
ABa Tuna MNpoTOKOMOB paspelleHns agpecos: 1) lpoTtokon onpegeneHus agpeca (ARP);
2) npo3payHblv (proxy) ARP.

ARP n npo3payHbin (proxy) ARP onucaHbl cootBeTcTBeHHO B RFC 826 n RFC 1027.

Mpotokon ARP ucnoneayetca anga npusaskm MAC-agpeca k IP-agpecy. MNpu BBoge IP-agpeca
MOXHO y3HaTb cootBeTcTBytowmin MAC-agpec depe3 ARP. MNocne nonyyenHus MAC-agpeca
conoctaeneHune IP-MAC 6yget coxpaHeHo B kewe ARP ceteBoro ycrtponctea. C nomoLlbio
MAC-agpeca IP-ycTpoCcTBO MOXET MHKancynmpoBaTb kKagapbl L2 1 oTnpaensaTb X B floKanbHYyo
ceTb. Mo ymonuanuio nakeTbl IP 1 ARP Ha ypoeHe Ethernet nHkancynupytotca B kagpbl Ethernet.

2.1.1. MpoToKonbl U cTaHAAPTbI

e RFC 826: NpoTtokon npeobpasoBanuns agpecos Ethernet (ARP)

e RFC 1027: WNcnonb3oBaHue npoTtokona ARP ona BHeapeHusi npo3padHbiX LLUMH030B
nogceTu

2.2. NMpumeHeHne

NMpumeHeHue OnucaHue

ARP B nokansHou ceTtu [Monb3oBaTernb 3anomuHaeT MAC-agpeca Apyrmx
nosnib3oBaTenen B TOM Xe cermeHte cetn Yepe3 ARP

[MpospayHaa nepepaya Ha | C  nomowbio npo3padHoro  (proxy) npotokona ARP
OCHOBE _MpoTokona Proxy | nonb3oBaTenb  MOXET  HanpsiMyld  CBSI3blBaTbCs  C
ARP Nonb30BaTeNsIMU B IPYron CETU, He 3Hast, YTO OHa CYLLECTBYeT

2.2.1. ARP B nokanbHOM ceTun

2.2.1.1. CueHapuu
MpoTtokon ARP TpebyeTcsa BO Bcex nokanbHbIX ceTax IPv4.

e [lonb3oBaTento Heobxoanmo y3HaTe MAC-agpeca gpyrMx nonb3oBaTenen ¢ NOMOLLbIO
npotokona ARP, 4ToBbl yCTaHOBUTL C HUMU CBSI3b.
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C:192.168.23.3/24 D:192.168.23.4/24 E:192.168.23.5/24
PucyHok 6.
A — 9TO MapLupyTU3aTop.
B — kommyTaTop. OH AENCTBYET KakK LUHO3.
C, D n E aBnsaoTca xoctamu.

2.2.1.2. OnucaHue

e Bkntounte npotokon ARP B nokanbHOW ceTu, 4TOObl peanu3oBaTb COMOCTaBIIEHME
IP-MAC.

2.2.2. Npo3pavyHasn nepeagaya Ha ocHoBe npoTtokona Proxy ARP

2.2.2.1. CueHapuu
BbinonHaeTcs npo3payvHada nepefadva AaHHbix Yepes ceTb IPv4 LAN.

o  Bkntounte Proxy ARP Ha maplpyTu3aTtope, YToObl 06ecneumTb NpsiMyto CBA3b MeEXay
nonb3oBaTensiMn B pasHbIX CErMeHTax ceTu.

GE 00:10.0.1.2/24 @ GE 0/0:10.0.2.2124

B:10.0.1.1/24 C:10.0.2.1/24
PucyHok 7.

A — 310 MapLupyTmsatop, coeguHsaowmnn ase LAN.
B n C aBnaTcs xoctamu B pasHbix nogceTax. [ns HUX He HACTPOEH LUM03 N0 YMOMYaHMIo.

2.2.2.2. OnncaHue

o Bknouute Proxy ARP Ha wno3e nogcetu. [Nocne HaCTpOMKM LLUM03 MOXET BbICTYNaTb
B KauyeCcTBe proxy-cepBepa A5 NogKoyeHnsa xocta 6e3 nHdopmaunm 0 MapLupyTe u
ans nonyvenns MAC-agpecos IP-nonb3oBatenen B Apyrnx nogceTsax.
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2.3. KnoyeBble 0COOEHHOCTH

2.3.1. O630p

PyHKUUA

OnucaHue

Cratndeckun ARP

Monb3oBaTtenu MoryT Bpy4YHyto ykasaTtb conoctaernenme IP-MAC, 4tobbl
npegoTBpaTUTb pacno3HaBaHUe YCTPONCTBOM HeBepHbIX 3anucen ARP

ATpunbytsbl ARP

MNonb3oBatenn MorytT ykasaTb Taum-ayT 3anmcu ARP, Bpemsa wu
WHTepBan NOBTOPHOMU nepedayn 3anpoca ARP, a Takke MakcumasibHoe
KONMYECTBO Hepas3peLUeHHbIX 3anncen ARP

Trusted ARP

Trusted npotokon ARP ncnonb3yeTcs ans npegoTepalLeHnsa NogMEHbI
ARP

Gratuitous ARP Gratuitous ARP wucnonb3dyetca ansi OOHapy)XeHMst KOHMIIMKTOB
IP-agpecoB 1 paspelueHus nepudepuinHbeiM ycTporncTtBam obHOBNATH
3anucu ARP

Proxy ARP Proxy-cepsep otBeyaeT Ha 3anpocbl ARP OT apyrux ycTpouctB B

pa3HbIX NogceTax

Local Proxy ARP

Proxy-cepep otBevaeT Ha 3anpockl ARP oT apyrmx yCTpOWCTB B TOW
Xe nogceTtu

Owunobka! n
CTOYHMUK CCbIJIKU

He HaWaeH.

O6HapyxeHune HepocTynHbix coceaHux y3nos (NUD) ncnonesyetca ans
TOro, 4Tobbl y6eanTbCs B TOM, YTO NpaBuibHOM n3yyveHun sanucen ARP

IP_ Guard Ha ocHoBe
ARP

MoxxHo 3apaTb konuyecTBo IP-naketoB ans 3anycka otbpoca ARP,
yToObLlI npegoTBpaTUTL oTnpaBky Ha CPU 6Gonbworo konuyecrtsa
Hen3BEeCTHbIX 0AgHOaApecHbIX (unknown unicast) nakeToB

[Mpeobpa3oBaHue
3anpocos  ARP B
3anpockl
ayTeHTndumkaumm
VLAN

YCTpOWCTBO He nepenaeT LUMpoKoBellaTenbHble 3anpocbl ARP B
3anpocbl ayteHTudukaumm VLAN, 4Tobbl COKpaTUTb KONMUYECTBO
LnpokoBeLllaTenbHblx 3anpocos ARP B ceTu

2.3.2. Ctatnyeckum ARP

Cratnyeckme 3anmcm ARP MoryT ObiTb HACTpOEHbl BPYYHYHO WM Ha3HayYeHbl CepBepoMm
ayTeHTuurkauun. HactpoeHHble Bpy4dHyto 3anucu npuoputeTHee. Ctatnyeckuin ARP moxet
npegoTBpaTuTb 0byvyeHne yCTpoONCTBOM HeBepHbIX 3anucen ARP.

2.3.2.1. MpuHUMN paboTbl

Ecnu HacTpoeHbl ctatnyeckme 3anucu ARP, yCTPONCTBO He BbIMOSMHSET aKTUBHOE OBHOBIEHNE
3anucen ARP, 1 311 3anncu ARP cyLLecTBYOT MOCTOAHHO.
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Korga yctponcTteo nepecbinaeTt naketbl ypoBHs 3, ctatndecknn MAC-agpec nHkancynmpyetcs
B 3aronoBok Ethernet B kauectse MAC-agpeca HasHayeHus.

2.3.2.2. CBA3aHHasA KOHdurypaums
BkntoyeHune ctatudeckoro ARP.

BoinonHute komangy arp [vrf name] ip-address mac-address type B pexume rrnobanbHon
KOHUrypaumm, 4Tobbl HacTpoutb ctaTudeckme 3anmcm ARP. Mo ymonuaHuio craTudeckas
3anuce ARP He HacTpoeHa. [Nonb3oBaTenu MoOryT cBssaTb cTatudeckue 3anucu ARP ¢
otaenbHbiMn obbektamm VRF uvnn rnobanbHeim ob6bektom VRF. Wukancynsuua ARP
nogaepxmsaet Tosnbko TN Ethernet Il, koTopebin npeactasneH ARPA.

2.3.3. ATpubytbl ARP

Monb3oBaTenu MoryT ykasaTb TanuM-ayT ARP, nHTepBan u Bpemsa NoBTOPHOM nepefayun 3anpoca
ARP, a Takke makcumanbsHoe konndecTtBo 3anmcen ARP Ha nHTepgence.

2.3.3.1. MpuHUMN paboTbl
Tanm-ayT ARP.

Tanm-ayT ARP npumeHsieTcsa TonbKo K AuHamuyeckn obyveHHbiM conoctasnexHmam IPMAC. Mo
ncTevyeHUn BpemMeHn oxuaaHusa 3anucu ARP ycTponcTBO oTnpaBnsieT nakeT OAHOa4pecHOoro
ARP-3anpoca, 4Tobbl onpeaenuTb, HAXOAUTCS NN KOHEL, OAHOPAHrOBOro yarna B OrnepaTtMBHOM
pexume. Ecnn oH nony4vaeT otBeT ARP co CTOpOHbI y3na, oH He yaanseT 3Ty 3anucb ARP. B
NMPOTMBHOM Crly4qae yCTPOWCTBO yaanuT AaHHyto 3annck ARP.

Ecnn agna napametpa ARP timeout 3agaHO MeHbluee 3HaveHue, Tabrvua conocTaBreHNUs,
xpaHsiwasca B kew ARP, 6onee ToyHa, Ho ARP notpebnsaet 6onblue NnponyckHOM cnocobHOCTH
ceTu.

MHTepBan u BpemMsa NOBTOPHOM nepenaym 3anpoca ARP.

YcTponcTBo nocregoBaTtenbHo oTnpaBndeT 3anpockl ARP ana paspelwwenus IP-agpeca Ha
MAC-agpec. Yem kopoye nHTepBarn NOBTOPHOW nepenadn, Tem bbicTpee paboTaeT NPOTOKOS.
Uem Gonblue pa3 BbINOMHAETCSH NOBTOpPHAas nepedayva 3anpoca ARP, Tem 6orblLue BEPOATHOCTb
yCneLwlHoro peLeHus u Tem donblie 6yaet notpebnate nonoca nponyckaHna ARP.

MakcumanbHoe KonMuyecTBO Hepa3pelleHHbIX 3anucen ARP.

B nokanbHon cetn atakm ARP n ckaHupoBaHue MOryT MpUBECTU K NOSIBNEHUIO GOMbLIOro
KonuyecTBa HepaspelleHHbIX 3anucen ARP, reHepupyembix WNO3oM. B pesynbTaTe W03 He
moxeT obyyatecs MAC-agpecam nonb3oBatenen. Ytobbl npegoTBpaTUTL Takue artaku,
nonb3oBaTenn MOryT HaCTPOUTb MakCUMaribHOEe KONMYECTBO HepaspeLLeHHbIX 3anucen ARP.

2.3.3.2. CBAi3aHHas KoHcurypauusa

HacTtpowka Tanm-ayta ARP.

3anyctute komaHgy arp timeout seconds B pexume KoHUrypauum uHtepdenca, 4tobbl
HacTpouTb TanMm-ayT ARP. Mo ymonyaHuio Tanm-ayt coctasnseT 3600 cekyHd. Bbl moxeTte
N3MEHNTb €ro B 3aBMCMMOCTU OT CUTYaLIUW.

HacTponka nHtepsana n BpemeHun noBTOpHOM nepefaymn 3anpoca ARP.

e BobinonHute KomaHAy arp retry interval seconds B pexxume rnobanbHOM KoOHUrypauumn,
4YTOOblI HacTpoOUTb WMHTEpPBan MNOBTOPHOW nepegadm 3anpoca ARP. WHTepBan no
ymon4yaHuio coctaBsnseT 1 cekyHOy. Bbl MoxeTe M3MeHUTb ero B 3aBUCUMOCTM OT
cuUTyauuu.
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e BbinonHuTte KomaHgy arp retry times number B pexume rnodaneHon KoHurypaumu,
4yTOObl HACTPOUTL BpeMsi NOBTOPHOM nepeaayn 3anpoca ARP. o ymonyaHuio Bpems
NMOBTOPHOM Nepefayn paBHO 5. Bbl MOXeTe U3MEHUTb ero B 3aBUCUMOCTU OT CUTyauuu.

HacTponka makcMmansHOro konnyecTsa HepaspelleHHbIx 3anucen ARP.

BbinonHuTe komaHgy arp unresolve number B pexume rnobanbHon KoHdurypauum, 4Tobbl
HacCTPOMTb MaKCMMarnbHOE KONMMYECTBO HepaspelleHHbix 3anucen ARP. 3HadeHne no
YMOMYaHuio — MakcumarsibHoe KonuvecTtso 3anucenn ARP, nogaepxmnBaemblx yCTPONCTBOM. Bbl
MOXeTe U3MEHUTb ero B 3aBUCMMOCTU OT CUTyaLuu.

2.3.4. Trusted ARP
2.3.4.1. MpuHUMN paboTbl

B kauectBe Tumna cneumanbHbix 3anncern ARP B Tabnuuy ARP pobGaensarTcsi JOBEPEHHbIE
3anncn ARP ana npepotBpaweHus nogaenkm ARP. [doeepeHHble 3anncu ARP  umetor
XapaKTEepPUCTUKN KaK cTaTUYecKuX, Tak U guHammyeckmx 3anmcen ARP, ¢ npuoputeTom BblLLe,
yeM y gmHamumyecknx 3anmcenn ARP n Huxe, yem y ctatmyeckmux 3anucen ARP. Trusted ARP
NMeeT MeXaHn3M ycTapeBaHus, aHanorMyHbln mexaHnamy guHammdeckoro ARP. Korga 3anuce
ARP ycTapeeT, yCTPOWCTBO aKkTUMBHO OTnpaBnseT nakeT 3anpoca ARP, 4tobbl onpenenuTs,
CyLlecTBYeT N1 COOTBETCTBYIOLIMI MNonb3oBaTtenb. Ecnn nonb3oBaTenb oTnpaBnseT OTBET,
YCTPOMCTBO CYMTAET MONb30BaTENs aKTMBHbIM U OGHoBNsSeT Tanm-ayT ARP. B npoTMBHOM
cnyyae yctpouncteo yganut 3anucb ARP. Trusted ARP MMeeT xapakTepuctuku ctaTtmyeckoro
ARP, TO ecTb yCTpoWCTBO He 3anomuHaeT nakeTbl ARP gns obHoBneHus MAC-agpeca wm
noeHTudukaTopa nHTepdenca s 3anucun ARP.

Korga nonb3oBaTenib NepexoanT B OMepaTUBHLIN PEXUM, cepBep ayTeHTudmKaumm nonyvaet
HagexHoe conoctaeneHne IP-MAC nonb3oBaTtens yepes KkomMyTaTtop AocTtyna v gobaenser
aoBepeHHble 3anvcn ARP B w03 nonb3oBaTens. OTOT Npouecc npo3paveH arnis CeTeBoro
afMVHUCTpaTopa 1 He BNUSIET Ha paboTy agMUHMUCTPaTopa No YNpaBeHno CEThbIO.

Tak kak goBepeHHble 3anncn ARP nocTtynatoT M3 NOANMHHBIX UCTOYHMKOB U HE OGHOBNAOTCS,
OHU MOryT adpdPeKTUBHO NpeaoTBpaTuTh nogaenky ARP, HaueneHHyo Ha Lwros.

2.3.4.2. CBAi3aHHas KOHcurypauums
BkntoueHue trusted ARP.

e 3anycTtuTe KOMaHay service trustedarp B pexxume rnobansHom koHdurypaumm, 4toobl
BKkMounTh trusted ARP. [JaHHaa yHKUMSA BbIKITHOYEHA N0 YMONYaHUIo.

e BbinonHute «komaHgy arp trusted user-vlan vidl translated-vlan vid2 pgns
AOBEPEHHOro nonb3oBatens B pexume rnobanbHOM  KoHUrypauun, 4Tobbl
peannsoBaTb nepeHanpasneHne VLAN. [laHHas pyHKUMS BbIKOYEHA MO YMOYaHUIO.
Ecnu BupTyanbHas nokanbHas ceTb, KOTOPYIO BbiABUHYI cepBep, oTnudaetca ot VLAN
B goBepeHHon  3anucn  ARP, nosib3oBaTensam HeobxoaAMmMoO  BKIOYUTb
nepeHanpasneHne VLAN.

e 3anyctute KomaHay arp trusted aging B pexvme rnobansHOM KOHUrypaumm, 4tobsl
BKMounTb yctapeBaHune ARP. [lo ymonyaHuio poBepeHHble 3anvcu ARP  He
ycTapeBalorT.

e 3anyctute KomaHay arp trusted number B pexxume rnobanbHOM KOHUrypaumm, 4ToobI
HacTpoOUTb eMKOCTb AoBepeHHblX 3anucen ARP. 3HayeHve no ymonyaHuio pasBHO
nonoBuHe obLen emkocTn 3anucen ARP. Bbl MoxxeTe nameHuTb ero B 3aBUCMMOCTU OT
cuUTyaumu.
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2.3.5. Gratuitous ARP

2.3.5.1. MpuHUMN paboTbl

MakeTbl Gratuitous ARP npegcraensatoT cobon ocobbin tTmn naketoB ARP. B Gratuitous
ARP-nakete |P-agpeca WCTOYHMKaA M HasHayeHus 4aBnsawTca |IP-agpecamu  nokanbHOro
ycTponcTtea. Gratuitous ARP-nakeTbl UMeIOT ABa Ha3HaYeHUs:

1. OG6HapyxeHue koHGnukToB IP-agpecoB. Ecnn ycTporicTtBo nony4daet Gratuitous
ARP-nakeT n obHapyxmBaerT, 4To IP-agpec B nakeTe Takow xe, kak n ero
cobcTBeHHbIN IP-agpec, oHo otnpaensaet otBeT ARP, 4Tobbl yBEeAOMUTL ApYyroe
YCTPOMCTBO O KOHNMKTe IP-agpecos.

2. O6HoBneHne ARP. Mpu nameHennn MAC-agpeca Ha uHTepdgencax yCTpoucTBo
oTnpasnseT Gratuitous ARP-nakeT ons yBegomrneHus Apyrmx yCTPOUCTB Ang
obHoBneHus 3anncen ARP.

YctponctBo MoxeT nonydatb Gratuitous ARP-naketbl. lNocne nony4yeHust HENPOBEPEHHOIO
ARP-nakeTa yCTpONCTBO NPOBEPSIET, CYLLECTBYET NI COOTBETCTBYIOLLAS AMHAMUYECKas 3anmcb
ARP. Ecnu ga, yctponcteso o6HoBnsieT 3anmck ARP Ha ocHoBe nHdopMauum, coaepallencs B
Gratuitous ARP.

2.3.5.2. CBA3aHHasA KoOHdumrypaums

BkntoueHune Gratuitous ARP.

3anyctute komaHgy arp gratuitous-send interval seconds [number] B pexunme KoHpurypaumm
nHTepdenca, 4Tobbl BkNounTb Gratuitous ARP. Mo ymonyaHuio ata pyHKLMA OTKMNOYeHa Ha
nHtepdencax. ObbIYHO 3TY DYHKUMIO HEOOXOOMMO BKITIOUUTL B MHTEpdeNce Lwio3a, YTobbl
nepuogudeckn obHoBnsATb MAC-agpec wWr3a Ha HWKECTOSWMX YCTPOMCTBAX, 4TO
npeaoTBpaLLaeT noaaenky LWn3a ApyrMMy nonb3oBaTensamu.

2.3.6. Proxy ARP
2.3.6.1. MpuHUMN paboThbI

BkntoueHne npotokona Proxy ARP, moxeT nomoudb xocTy 6e3 umHopmMauum o MapLupyTte
nony4ntb MAC-agpeca nonb3oBatenen IP B gpyrux nogcetax. Hanpumep, ecnv ycTponcTBo,
nonyyatouee 3anpoc ARP, HaxoouT ucxogHein IP-agpec B gpyrom cermeHTte cetun ot IP-agpeca
Ha3Ha4YeHWs N 3HaeT MapLIpyT OO agpeca HasHayeHus, yCTponcTeo otnpasnseT oteeT ARP,
cogepxawmn cobeteeHHbIn MAC-agpec Ethernet. Bot Tak pabotaet Proxy ARP.

2.3.6.2. CBAi3aHHasa KOHcurypauums

BkrnitoueHne Proxy ARP.

e 3anyctute KomaHay ip proxy-arp B pexume KoHdurypauum uHTepdpenca, 4Tobbl
BKNtoUUTb Proxy ARP.

° ,D,aHHaFI beHKLI,VIFl BblIKIKO4eHa no yMoIt4aHuio.
2.3.7. Local Proxy ARP
2.3.7.1. MpuHUMN paboTbl

MpoTtokon Local Proxy ARP noseonsieT yCTpOWCTBY BbiCTynaTth B kayecTBe Local Proxy ARP B
nokanbHon cetn VLAN (o6wwen cetn VLAN mnn nogcetn VLAN).

Mocne BknoyeHns npotokona Local Proxy ARP ycTporcTBO MOXET NMOMOYb Morib3oBaTensim
nonyunte MAC-agpeca gpyrux nonb3oBaTenenm B TOW Xe noaceTu. Hanpumep, ecnn Ha
YCTPOWCTBE BKIOYEHa 3aluMta nopToB, MOMb3oBaTenv, NOAKMOYEHHble K pa3HbiM MopTam,
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nsonupyrotcss Ha yposHe 2. [locne BkmoyeHus npotokorna Local Proxy ycTponcteo,
nonyyatwee 3anpoc ARP, BbicTynaeT B kadyectBe Local Proxy ARP-cepsepa ans otnpasku
otBeta ARP, copepxawero cobcrtBeHHbin MAC-agpec Ethernet. B aTtom cnyyae pasHble
nonb3oBaTeny B3auMOAENCTBYIOT APYr C APYroM Mo MapLupytam ypoBHS 3. BoT Tak paboTtaeT
npotokon Local Proxy ARP.

2.3.7.2. CBA3aHHasA KOHcurypaums
BkntoyeHune npotokona Local Proxy ARP.

e 3anyctute komaHay local-proxy-arp B pexume KoHdurypauum uHtepdenca, 4tobbl
BkMounTh Local Proxy ARP.

L] ,D,aHHaFI d)yHKLI,VIFI BblIKInKO4eHa no yMOJT4aHUIo.

L] OTa KOMaHOa nogaepXXmBaeTcd TOJIbKO Ha BUPTYallbHbIX MHTepd)eVICGX KOMMYyTaTopa
(SVI).

2.3.8. OnpepneneHne HagexHocTtn ARP

2.3.8.1. MpuHUMN paboTbl

KomaHnga arp trust-monitor enable mncnonb3yetcss ans BkNOYeHUa dyHkuuoHana anti-ARP
spoofing, 4Tobbl NpegoTBPaTUTL NONagaHne M3nuwHUx 6ecnonesHbix 3anncen ARP B pecypcbl
ycTpouncTtea. locne BkMYyeHMa onpegeneHnsa HagexHoctn ARP Ha uHTepdpence 3 ypoBHS,
YCTPOWCTBO MOSyYaeT C aToro uHTepdenca naketol 3anpocos ARP:

Ecnu cooTtBeTcTBYyIOWAA 3anucb He CyLecTByeT, YCTPOMCTBO CO3[aeT MHAMUYECKY 3anuch
ARP n BbinonHaetr NUD 4yepes 1-5 cekyHa. To ecTb, YCTPOWMCTBO HayYMHAET BbINOMHATL
yCcTapeBaHue HegaBHO BblydyeHHbIXx 3anucen ARP n otnpaensieT Unicast-sanpoc ARP. Ecnu
YCTPOMCTBO MoslydaeT nakeT obHoBneHna ARP oT ogHopaHroBoro ysna B TEYEHWEe Cpoka
yCcTapeBaHusi, OHO COXpaHsieT 3anucb. B npoTMBHOM crnyyae 3anuck 6yaeT yaaneHa.

Ecnu cooTtBeTcTBYtowas 3anncb ARP cylwiectsyeT, NUD He BbInonHAeTCA.

Ecnn MAC-agpec B cyLiecTByloLen sanmcn guHammyeckoro ARP 06HOBMEH, YCTPOMCTBO Takke
BbinonHsieT NUD.

MockonbKy aTa pyHKLMA gobaBnseT CTporyto npoueaypy NoATBepXaeHus B npouecc obyyeHus
ARP, oHa BnuseT Ha adhpeKkTMBHOCTEL 00y4YeHma ARP.

Mocne oTkntoveHus aton dyHkumm NUD He TpebyeTca ansa obyyeHns n obHOBNEHnsa 3anucemn
ARP.

2.3.8.2. CBAi3aHHasa KOHcurypauums

BkntoueHune obHapyxeHus trusted ARP.

BbinonHuTe komaHay arp trust-monitor enable B pexume koHGUrypauum nHtepdenca, 4tobbl
BKMIOYUTL onpegerneHve HagexHoctu ARP. [laHHas dyHKUMS BbIKIMIOYEHa Mo YMOSTYaHuio.

2.3.9. IP Guard Ha ocHoBe ARP
2.3.9.1. MpuHUMN paboTbl

Mpn nonyyeHun IP-nakeToB, agpec HasHa4YeHUsa KOTOPbIX HEU3BECTEH, KOMMYTATOP HE MOXeET
nepecbiniatb X K, criegoBaTenbHO, OOMKEH OTnpaBuTb Mx Ha UM ana paspelueHns agpecos.
Mpun oTnpaBke 60nbLIOro KonMyecTsa Taknx nakeToB Ha LM npoueccop BGyaeT neperpyxeH, 4to
noBnuseT Ha Apyrme cnyxobl KOMMyTaTopa.

Mocne BkntoveHus IP Guard Ha ocHoBe ARP, kommyTaTtop, nonyyarowmn naketol 3anpoca ARP,
NMOACYUTBLIBAET KONMYECTBO MNakeToB, B KOTOpbIX IP-agpec HasHavyeHUs nonagaeT B 3Ty 3anucb

50

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

Hactporika ARP W

ARP. Ecnn 310 uMcno paBHO HaCTPOEHHOMY 4YMCIY, KOMMYTaTop yCTaHaBnMBaeT 3anucb 00
YyCTPOWCTBE B annapaTtHom obecneyvyeHun, 4tobbl 06opyaoBaHNe He nepeaano nakeTbl C 3TUM
IP-agpecoMm HasHayeHuss Ha L. [lo 3aBeplweHun paspelueHns agpeca KOMMyTaTop
NpogosnKaeT nepecbinatb nakeTbl ¢ 3TUM |IP-agpecom HasHayeHwus.

2.3.9.2. CBsAizaHHas KOHcurypauums
BkntoueHnue IP Guard Ha ocHose ARP.

e BbinonHute KomaHgy arp anti-ip-attack B pexxume rnobanbHON KoHdUrypauum, 4Tobbl
HacTpouTb Konn4vecTso |IP-nakeToB ans 3anycka coépoca ARP.

e [lo ymonuaHuio kommyTaTop oTOpacbkiBaeT cooTBeTcTBytoWyto 3anucb ARP nocne
NoslydeHns Tpex HEM3BECTHbIX OQHOAAPECHbIX NaKkeToB, COAepKaLLMX OONH U TOT Xe
IP-agpec Ha3Ha4eHus.

2.3.10. Npeob6pasoBaHue 3anpocoB ARP B 3anpocbl ayteHTudmkauum VLAN

2.3.10.1. MprHUMN paboThbI

B pexunme ayteHTUbMKaumm wno3sa sce nogcetn B Super VLAN no ymonudanuio ssnsatotca VLAN
ayteHTUpmkaumn. [lonb3oBaTenn B ceTn ayTteHTumkaumm VLAN  OOmKHbl  MPOWTU
ayTeHTMduUKauuio onga goctyna Kk cetu. locne ayTeHTUdMKaumMm Ha YCTPOWCTBE co3gdaeTcs
ctaTudeckas 3anucb ARP. [MoatoMy npu gocTtyne K ayTeHTUUUMPOBAHHOMY MOSb30BaTENo
YCTPOWCTBY He HYyXHO oTnpasnsTb 3anpocbl ARP B VLAN ayteHTudumkauun. Ecnu yctponcTso
nblTaeTca NonyyYnTb JOCTYN K nosnb3oBatenam B VLAN ¢ ncknoveHnem ayteHTudmkaunumn, emy
HY>XHO oTnpaenAaTb 3anpockl ARP Tonbko B VLAN ¢ ncknovyeHnem ayteHTudmnkauuu.

B pexume ayTeHTMdMKaUMKM WNo3a 3Ta PyHKUMUS BKIOYEHA HA YCTPOMCTBE MO YMOMYaHUIO.
Ecnn ycTporictBy TpebyeTcsa [OCTYNm K MONb30BaTENSAM C  WCKIYEHUSAMW B CETU
ayTeHTudumkauum VLAN, oTknoumTe aTy dOyHKLUMIO.

2.3.10.2. CBsizaHHasa KOHcUrypauusa

MpeobpasosaHne 3anpocoB ARP B 3anpockl ayteHTudmkaumm VLAN.

e 3anyctute KomaHgy arp suppress-auth-vlan-req B pexume KoHUrypauum
NHTepdeca, 4Tobbl He oTnpaenaTb 3anpockbl ARP B ceTn ayteHTudukauum VLAN.

e [laHHasa yHKUMSA BKMNOYEHA MO YMOMYaHUIO.
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2.4. HacTpouka

HacTtpownka

OnuncaHune n KomaHga

BknoyeHne
ctatnyeckoro ARP

(OMNMUMOHANBHO) BKIMIOYEHMST  CTATUYECKON

npueasku IP-MAC

Mcnonb3yetca Aans

arp BkrtoueHne ctatndeckoro ARP

Hactpoiika
atpuoytos ARP

Monb3oBatenu MoryT ykasaTb Tavm-ayT ARP, wnHTepBan u Bpems
NoBTOPHOM nepefaunm 3anpoca ARP, a Takke MakcumanbHoe
KONM4eCcTBO HepaspeLueHHbIx 3anncen ARP

arp timeout HacTtponka tanm-ayt ARP

arp retry interval HacTtponka wHTepBan MNOBTOPHOW

nepegayn 3anpoca ARP

arp unresolve HacTtponka
KonmnyecTea

3anucen ARP

MaKkcuUMarnbHOro
HepaspeLLEeHHbIX

BknoyeHue trusted
ARP

(OMUMOHAINBHO) UcnonbayeTca anga 3awmThl oT nogaenku ARP

service trustedarp Bkntouenne gosepeHHoro ARP

arp trusted user-vian BkntoyeHune nepeHanpasneHns
VLAN npu go6aBneHnn 4oBEPEHHON
3anucu ARP

arp trusted aging BkntoyeHune [OBEPEHHOro

yctapeBaHua ARP

HacTtpoika eMKoCcTM [OOBEpEeHHbIX
3anucen ARP

arp trusted

BkntoyeHue
Gratuitous ARP

(OMNMUMOHAIBHO) Wcnonb3yetca anss obHapyXeHusi KOHGIMKTOB
IP-agpecoB 1 nossonsieT nepugepunHbiM ycTponctsam OOHOBAATb
3anucn ARP

arp gratuitous-send interval BkntoueHne Gratuitous ARP

BkntoyeHue Proxy
ARP

(OMNMUMOHAIBHO) MWcnonbayetcss Ana  BbINONHEHUA  OYHKUUK
npo3pavHoro (proxy) cepBepa Aansi oTBeTa Ha 3anpocbl ARP ot
YCTPOWCTB B pasfnyHbIX NOACETAX

ip proxy-arp BkntoueHune Proxy ARP
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Hactpowka OnuncaHue n KomaHga
BkntoyeHne (OMNMUMOHAIBHO) MWcnonbayetcss Ana  BbINONHEHUA  PYHKUUK
npotokona _ Local | npo3payHoro (proxy) cepBepa ansa orBeta Ha 3anpockl ARP oT apyrmx
Proxy ARP YCTPOWCTB B TOM Xe NOACETU
local-proxy-arp BkntoyeHune Local Proxy ARP
BkntoyeHne (ONMUMNOHAIBbHO) Wcnonb3yetca Ana OAHOAAPECHOW PaCChINKK

onpeneneHns
HagexHoctn ARP

naketoB ARP-3anpocoB, 4tobbl ybeoutbcsa B TOM, YTO MpPaBUIIbHO
BBeAeHbl 3anmcn ARP

BkntoueHne
HagexxHocTn ARP

arp trusted-monitor enable onpeaeneHuns

BknoyeHne
3almnThbl IP-

agpecoB Ha OCHOBe

(ONMUMNOHAIBHO) Wcnonb3yeTtcs ans npeooTBpalleHust OTnpaBKu
6onbloro konudectsa IP-nakeTtoB Ha LI

ARP

arp anti-ip-attack HacTponka konudectBa |IP-nakeTtos

Ans 3anycka copoca ARP

[NpeobpasoBaHue
3anpocoB  ARP B

3anpochl
ayTeHTmdunkaumn

VLAN

(OMNMUMOHAIBHO) Wcnonbayetca onst Toro, 4YtoObl He OTNPaBNATb
3anpocsl ARP B ceTn ayteHTudumkaumm VLAN

arp suppress-auth-vian-req MpeobpasoBaHne 3anpocoe ARP B

3anpockl aytTeHTUdmkaunn VLAN

2.4.1. BknroyeHue ctatuueckoro ARP

2.4.1.1. PesynbTaT KOHUrypaumum

lMonb3oBatenu MoOryT BpYYHYK Yykasatb conoctasrneHue |IP-MAC, u4Ttobbl npepoTBpaTutb
pacno3HaBaHune yCTPOMCTBOM HeBepHbIX 3anucen ARP.

2.4.1.2. NpumeyaHun

lMocrne HacTpouku ctatndeckon 3annucu ARP kommyTtaTtop L3 3anoMunHaeT usndecknin nopr,
cootBetcTBytowmn MAC-agpecy B cTtatudeckon 3anucu ARP, npexge 4em BbINOMHATH

MapLwpyTmn3auuto.

2.4.1.3. dTanbl KOHcUrypaumum

HacTponka ctatudecknx 3anucen ARP.

e  OnuyuoHanbHo.

e MoxHo HacTpouTb cTaTudeckyto 3anuce ARP ana npusasku IP-agpeca yctponctea

Bocxogduwlero notoka k ero MAC-agpecy,

4yTOObl NPEenoTBPaTUTL WU3MEHeHWne

MAC-agpeca, Bbi3aBaHHOe aTakamn ARP.

e Hactponka cratnyeckux 3anucen ARP npoussoguTca B pexume

rnobarnbHomn

KOHcpurypauuu.

(@ arecy
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2.4.1.4. NpoBepKa KOH(pUrypauum

BbinonHute komaHgy show running-config, 4tobbl npoBeputb pesynbTtat. Minu 3anyctute
show arp static, 4yTobbl NpoBepuTb, co3gaHa nu Tabnuua kewa cratundeckoro ARP.

2.4.1.5. CBAA3aHHble KOMaHAbI

HacTtpoika ctatndeckux 3anuncen ARP.

KomaHga arp [vrf name | oob] ip-address mac-address type

Onucanwue Vrf name: ykasbiBaeT obbekt VRF. [NlapameTp name ykasbiBaeT nms

napameTpos ob6bekta VRF. Oob: HactpamBaeT cratmyeckyto 3anucb ARP ans
Management-nopTa.
ip-address: ykasbiBaeT |P-agpec, cornoctaeneHHeln ¢ MAC-agpecom,
KOTOPbIA MMEET YETbIPEXTOUEUHbIA OECATMYHbIN dhopmMaTt. mac-address:
ykasbiBaeT agpec L2, coctoswmin ns 48 6ut.
type: ykasbiBaeT Tmn uHkancynaumm ARP. Ons wuHTepdenca Ethernet
KrnoYeBoe CroBo arpa

Pexxum Pexxunm rmobanbHon KoHurypauum

KOHcpurypauum

BcTpoeHHas KommyTtatopa 3anpawwmnsaeT 48-6utHbin MAC-agpec Ha ocHoBe

noackaska 32-6utHoro IP-agpeca B Tabnuue kela ARP.
MockonbKy GONBLUMHCTBO XOCTOB  NOAOEPXMBAKOT  OMHAMUYECKoe
paspeweHne ARP, o0blMHO cTaTtmyeckoe conocTtaeneHne ARP  He
HacTpoeHo. Mcnonb3ynte komaHagy clear arp-cache ans oO4YMCTKK
anHamuyeckunx 3anucen ARP

2.4.1.6. MNpumep KoHcurypaumm

CueHapui Tononoruio cetn (PncyHok 6)
SAT1anbl Hactponte crtatnyeckyto 3anmce ARP Ha B, 4ToObl cTaTtMyeckn cBsa3aTtb
KOHdpurypauuu IP-agpec A ¢ MAC-agpecom.

QTECH(config)#arp 192.168.23.1 001F.CE22.334B arpa
MpoBepka 3anyctute komaHgy show arp static, 4tobbl 0TOOpPa3nTb CTaTUYECKyto
KOHpurypauuu 3anucb ARP.

QTECH(config)#show arp static
Protocol Address  Age(min) Hardware Type Interface
Internet 192.168.23.1 <static> 001F.CE22.334B arpa

1 static arp entries exist

2.4.1.7. TUNn4YHbIE OLUNOKU

e HesepHbin MAC-agpec B ctatndyeckom ARP.
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2.4.2. Hactpownka atpuoytoB ARP

2.4.2.1. PesynbTaTt KOH(pUrypauum

Monb3oBaTenu MoryT ykasaTb TanM-ayT ARP, nHTepBan u Bpemsa NoBTOPHOM nepenayun 3anpoca
ARP, a Takke MakcumarnbHOE KONMYeCTBO HepaspeLlleHHbIX 3anncen ARP.

2.4.2.2. dTanbl KOH(pUrypaumum

Hactpoika Tanm-ayta ARP.

OnuwnoHanbHo.

B nokanbHoOM ceTu, ecnn nonb3oBaTenb vacto nepexogut B online/offline pexwnm,
PEKOMEHAYETCS YCTaHOBUTbL Manoe Bpema oxugaHusa ARP  ana  yganenus
HeKoppeKTHbIX 3annucen ARP kak MOXHO ckopee.

HacTtpointe Tanm-ayt ARP B pexnme koHdurypaumm nHtepdenca.

HacTpoWnka nHtepBana n BpemeHu noBTOpHOM nepegaymn 3anpoca ARP.

OnumoHanbHo.

Ecnn ceTeBble pecypCbl HeOOCTaTOYHbl, PEKOMeHAyeTCs YCTaHOBUTb WHTepBan
noBTOpPHOWM nepeaym 3anpoca ARP GonbLluvM, a Bpems NOBTOPHOM Nepeaayun Marsbim,
4YTOObI CHM3UTbL NOTPebNeHne NPOMNyCKHON CNOCOBHOCTM CETMW.

HacTtponte wuHTepBan n BpemMs MNOBTOpHOW nepepayn 3anpoca ARP B pexume
rnobanbHOn KOHUrypaLumm.

HacTtpoika MakcumanbHOro konmyecTesa HepaspeLleHHbIX 3anmncen ARP.

OnuvoHanbHo.

Ecnn ceTeBbIX pecypcoB HeAOCTAaTOYHO, PEKOMEHOYETCH YCTAaHOBUTbL MakcMmMasibHoe
KONMn4ecTBO HepaspelleHHblx 3anmcen ARP, 4Tobbl CHM3NTL nNoTpebrieHne nonochl
NpOonyCcKaHus CeTU.

HacTtpoinTte makcMmanbHOE KONMYECTBO HepaspelleHHbix 3anucen ARP B pexume
rnoGanbHON KOHUrypaLmm.

2.4.2.3. NMpoBepka KOHdUrypauum

3anyctute komaHady show arp timeout ans otobpaxkeHns TanM-ayTa BCeX UHTePencos.

BbinonHute komaHgy show running-config, 4ytobbl 0TOOpa3nTbL MHTEPBAN 1M BpeMsI MOBTOPHOWN
nepenayn 3anpoca ARP, a Takke MakcMmanbHOe KONM4ecTBO HepaspeLleHHbIx 3anncen ARP.

2.4.2.4. CBA3aHHbIe KOMaHAbI

HacTtpouka taum-ayta ARP.

KomaHga arp timeout seconds

OnwucaHve seconds: ykasbiBaeT BpeMs OXWAaHus B CceKyHaax B AvanasoHe oT 0 oo
napameTposB 2147483. 3Ha4yeHune no ymon4yanuto: 3 600

Pexnm Pexunm koHdurypaumm nitepdperica

KOHUrypauum
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BcTpoeHHas Tanm-ayT ARP npumeHsieTca TONbKO K AMHAMUYECKMM COMOCTaBEHUAM
noackaska IP-MAC. Yem meHblue 3HayeHne ARP timeout, Tem ToyHee Tabnuua

conocTaenenus, xpansuwasca B ke ARP, Ho ARP notpebnsiet 6onbLue
NpOMyCKHOM CNOCOBHOCTU ceTn

Hactpoika uHTepBana u BpeMeHu NOBTOPHOM nepenaym 3anpoca ARP.

KomaHnga arp retry interval seconds

Onucanwue seconds: ykasblBaeT WHTepBas MOBTOPHOM nepegadnm 3anpoca ARP B
napameTpoB CcekyHgax B gnanasoHe ot 1 go 3600. 3HaveHme No ymMonyaHuio: 1

Pexxum Pexxnm rmobanbHon KoHurypauum

KOHcpurypauum

BctpoeHHas Ecnn yctponcteo yacto otnpasnsieT 3anpocbl ARP, n aTto BnudeTt Ha
nofacKaska NPOM3BOANTENBHOCTb CETU, MOXHO YCTaHOBUTb Oonee AnUTENbHbIN

WHTEepBan MNOBTOpHOWM nepepadnm 3anpoca ARP. Y6egurtecb, 4TO 3TOT
WHTepBan He npesbiwaeT Tanm-ayT ARP

HacTpoika makcumanbHOro Konnyectea Hepa3spelweHHbIX 3anucen ARP.

KomaHpa arp unresolve number

Onucanve number: ykasbiBaeT MakCMManbHOE KONMYECTBO HepaspeLleHHbIX 3anmcem
napameTpoB ARP B gnanasoHe ot 1 go 8192. 3HayeHune no ymonyanumio: 8192

Pexxum Pexwnm rmnobanbHon KoHdUrypaumm

KOHpurypauuu

BcTpoeHHas Ecnm B Tabnuue kewa ARP cywecTtByeT 60nblIOe KONMMYECTBO
noAcKaska HepaspeLleHHbIX 3arnncen, KoTopble Yepes HEKOTOPOEe BPEMS OCTalOTCS B

Tabnvue, pekoMeHAyeTCs UCNoNb30BaTh 3Ty KOMaHAY ANS OrpaHn4yeHus
Konm4yecTBa HepaspeLlleHHbIx 3anncen ARP

2.4.2.5. Npumep KoHcurypaumm

CueHapui Tononoruto cetn (PucyHok 6)
JTansl e YcrtaHoBuTe Bpems oxuaaHms ARP Ha 60 cekyHg Ha nopte
KOHcpurypauuu GigabitEthernet 0/1.

e YcTaHOBUTE MHTEpBan MOBTOpHOM nepegaym 3anpoca ARP Ha
3 CeKyHa.

e YcTaHoBUTE Bpems NOBTOPHOM nepepaumn 3anpoca ARP paBHbIM 4.

e YCTaHOBWTE MakCMManbHOE KOMMYECTBO HepaspeLLeHHbIX 3anucen
ARP paBHbIM 4096
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QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#arp timeout 60
QTECH(config-if-GigabitEthernet 0/1)#exit
QTECH(config)#arp retry interval 3
QTECH(config)#arp retry times 4

QTECH(config)#arp unresolve 4096

MpoBepka
KOHdoUrypaumm

¢  3anyctute komaHgy show arp timeout, ytobbl 0TO6pa3nTL TanmayT
nHTEepemnca.

e Buinonuute komaHgy show running-config, 4tobbl oTobpasntb
WHTepBan 1 Bpemd MOBTOPHOW nepefadn sanpoca ARP, a Takke
MakcuMarnbHoe KOM4eCcTBO HepaspeLleHHbIx 3anncen ARP

QTECH#show arp timeout

Interface arp timeout(sec)
GigabitEthernet 0/1 60
GigabitEthernet 0/2 3600
GigabitEthernet 0/4 3600
GigabitEthernet 0/5 3600
GigabitEthernet 0/7 3600

VLAN 100 3600

VLAN 1M1 3600

Mgmt 0 3600

QTECH(config)# show running-config
arp unresolve 4096
arp retry times 4

arp retry interval 3

2.4.3. BknroyveHue trusted ARP

2.4.3.1. PesynbTaT KOHUrypauum

LLnto3 3awmileH ot nogaenkn ARP.

2.4.3.2. dTanbl KOH(pUrypaumm

e Bknouute trusted ARP B pexume rnobanbHOM KOHUrypauum.

2.4.3.3. NpoBepka KOH(pUrypaumum

3anyctute komaHagy show arp trusted, 4Tobbl 0TO6pas3nTb JoBepeHHble 3anncu ARP.
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BbinonHute komangy show running, 4Tobbl NPOBEPUTL, KOHUIypaLuio.

2.4.3.4. CBAA3aHHble KOMaHAbI

BkniouyeHue trusted ARP.

KomaHga service trustedarp

Pexxum Pexum rnobanbHom KoHUrypauum

KOHUrypauum

BcTtpoeHHasa Trusted ARP — aT0 doyHKLMA 3aWunThl OT nogmeHsl ARP
noackaska

BknroyeHne nepeHanpasneHma VLAN npu go6aBneHun noBepeHHON 3anucu

ARP.
KomaHpa arp trusted user-vlan vid1l translated-vlan vid2
Onucanue vid1: ykasbiBaeT ngeHtudukatop VLAN, HACTpOEHHbIN Ha cepBepe.
napamMeTpos vid2: yka3sbiBaeT uaeHTdmKaTop nepeHanpasneHHoro VLAN
Pexxum Pexxunm rmobanbHon KoHurypauum
KOHcpurypauum
BcTtpoeHHas OTa KomaHOa OenCTBYeT TOMbKO Mocre BKNK4YeHusa npoTtokona Trusted
noackaska ARP. 3T1a komaHaa MOXeT 6biTb NPUMEHeHa TOMbKO B TOM Cry4vae, ecnu

BMpTyanbHas nokanbHas ceTb Ha cepBepe OTNn4aeTcsl OT BUPTyanbHOM
nokanbHon cetn B 3anucu Trusted ARP

OTob6paxeHue poBepeHHbIX 3anucen ARP.

KomaHga show arp trusted [ip [mask]]

Onuncanwne ip: ykasbiBaetca |IP-agpec. OTobpaxatotca 3anucu ARP ons ykaszaHHoro

napameTpoB IP-agpeca. Ecnu ykasaHo knwoyeBoe crnoBo trusted, oTobpaxaroTcs
TONbKO AoBepeHHble 3anncu ARP. B npoTMBHOM crnyyae otobpaxatorca
3anucu HegoBepeHHoro ARP.
mask: otobpakatotca sanmcu ARP B IP-noaceTtu. Ecnu ykasaHo KnoyeBoe
cnoso trusted, oToGpaxaroTca TONMbKO AOBepeHHble 3anucn ARP. B
NpPOTUBHOM criydae oTobpaxatoTca 3anucu HegosepeHHoro ARP

Pexxum MpuBunernposaHHbin EXEC pexnm

KOHUrypauum
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YpaneHue noBepeHHbIX 3anucen ARP.

KomaHga clear arp trusted [ip [mask]]

Onuncanwne ip: ykasbiBaetcs IP-agpec. OTobpaatotcs 3anmcn ARP ykasaHHoro IP-

napameTpoB agpeca. Ecnu ykazaHo kntoyeBoe crnoBo trusted, oTobpaxaroTca TOnbKo
aoBepeHHble 3anucn ARP. B npoTMBHOM crnyyae oTtoGpaxatoTcsa 3anucu
HepnoBepeHHoro ARP.
mask: otobpaxatotca 3anmcn ARP B IP-nogcetn. Ecnn ykasaHo
KntoyeBoe cnoso trusted, oToBpaxalTcs TOMbKO AOBEPEHHblE 3anuncu
ARP. B npoTtnBHOM cny4ae oTobpaxatotcs 3anncu HegosepeHHoro ARP

Pexum MpueunernposaHHbii EXEC-pexnm

KOHUrypauum

BcTpoeHHas lMocne BbINONMHEHUA komaHAbl clear arp trusted ana yganeHus Bcex

noackaska nosepeHHbIx 3anucen ARP Ha koMmyTaTope Mosfb30BaTeNnn MOryT He

nonyynTb AOCTYN K CETU.

PekomeHgyeTca wucnonb3oBatb KomaHgy clear arp trusted ip ans
yaoaneHust ykasaHHom gosepeHHomn 3anncun ARP

BkrntoyeHne noBepeHHoro ycrtapesaHua ARP.

KomaHpa arp trusted aging

Pexum Pexwnm rnobanbHon KoHdUrypaumm

KOHcpurypauum

BctpoeHHas lMocne wCnonb30OBaHUA 3TOM KOMaHAbl [[oBepeHHble 3anucn  ARP
noackaska HauMHalT ycTapeBaTb, C age-time TakMMm Xe, Kak Ang OUHAMUYECKOro

ARP. [Ina HacTponkn BpeMeHu ycTapeBaHns MOXHO 3anyCTuTb KoMaHay
arp timeout B pexxume koHdUrypaumm nHrtepderica

Hactpownka emkocT goBepeHHbIx 3anucen ARP.

KomaHpa arp trusted number

Onucanve number: MMHMManbHoe 3HadeHne pasHo 10. MakcMmanbHOe YNCHO — 3TO

napameTpoB €MKOCTb, nogaepxmsaemad yctponctsom, muHyc 1024. Mo ymonyaHuio
MaKkCuManbHoe KONMYecTBO AOBEpPEHHbIX 3anncen ARP paBHO NonoBuHe
obLen emkoctn 3anucen ARP

Pexxum MpuBunernposaHHbin EXEC-pexmum

KOHUrypauum
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BcTtpoeHHas Ytobbl 3Ta KOMaH4a cTana gOCTynHa, cHavana Bkntounte Trusted ARP.
noAckaska [oBepeHHble 3anvcn ARP v gpyrue 3anvcu COBMECTHO WCMONb3YHoT

onepaTtuBHYyO NamMATb. Ecnu gosepeHHble 3anncn ARP 3aHMMaroT MHOro
MecTa, MOXeT He ocTaTbCsa MecTa Ans AuHamuydeckmx 3anucen ARP.
3apanite konuyectBo 3anvcet ARP B cooTBETCTBUM C HEOOXOANUMOCTLIO.
He 3apaBaniTe cnuLikom 0osblLLoe 3HaYeHne

2.4.3.5. Npumep KoHcurypaumm

CueHapun

Tononorusa cetn (PucyHok 6)

OTanbl KOHGUrypaumm e Bkniouute Trusted ARP.

e  Bkntouute nepeHanpasneHne VLAN.
e Bkntounte ycrapeBaHue Trusted ARP.

e YcTaHOBUTE MAaKCcMMaribHOe KOnu4ecTBO 3anucen Trusted
ARP paBHbiM 1024

QTECH(config)#service trustedarp

QTECH(config)#arp trusted user-vlan 2-9 translated-vlan 10
QTECH(config)#arp trusted aging

QTECH(config)#arp trusted 1024

MpoBepka
KOHdoUrypaumm

e BbinonHute komaHgy show running-config, 4TOOGbI
NPOBEPUTL KOHGUrypaLmnio

QTECH(config)# show running-config
service trustedarp
arp trusted user-vlan 2-9 translated-vlan 10

arp trusted aging arp trusted 1024

2.4.3.6. TUNUYHbIEe OLLUOKU

e Ecnu trusted ARP oTknoueH, HasHadyeHua 3anncen ARP HEBO3MOXHO.

2.4.4. Bknro4yeHue Gratuitous ARP

2.4.4.1. PesynbTaTt KOH(pUrypauum

UHTepdbenc nepnoguyeckn otnpaeBngeT HesanpoLleHHble nakeTsl ARP.

2.4.4.2. dTtanbl KOH(pUrypaumum

e  OnuyuoHanbHo.

e Korga kommyTaTop BbICTynaeT B Ka4ecTBe LUNi03a, BKYuTe B MHTepdence Gratuitous
ARP, 4TOObI Apyrve Nonb3oBaTeny He MOrnn NoABePrHyTbCca nogmeHe ARP.

e Bkmounte Gratuitous ARP B pexxume KoHurypauum nHtepdgenca.
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2.4.4.3. NpoBepka KOH(pUrypaumum

3anyctute komaHgy show running-config interface <name>, 4To6bl NPOBEPUTL, YCMELLHO NN
BbINOSIHEHA KOHUrypauus.

2.4.4.4. CBA3aHHble KOMaHAbI

BkntouyeHune Gratuitous ARP.

KomaHpa arp gratuitous-send interval seconds [number]

Onucanune seconds: ykasblBaeT UHTepBan gns otnpasku Gratuitous ARP 3anpocos.

napameTpoB EouHuua nsmepeHnsa - cekyHapbl. inanasoH sHavyeHun ot 1 go 3 600.
number: yka3biBaeT KONMYECTBO OTNpasreHHbIX Gratuitous ARP 3anpocos.
3HayeHue no ymonyanwuio: 1. flnanasoH 3HaveHun ot 1 go 100

Pexnm Pexxum koHdurypaumm nHtepderica

KOHcpurypauum

BctpoeHHas Ecnn ceTeBo UHTEpenC yCcTporNCTBa BbICTYNAET B KAYeCTBE LWMto3a Ans

noAckKaska nocnegyowmnx YCTPOMCTB, HO YCTPOWCTBO, PaCroOfioXeHHOe HWxXe Mo

MoTOKy, NpeTeHAyeT Ha ponb LUMK3a, BKAYUTE Ha UHTepdelice
Gratuitous ARP, 4To6bl gaHHOE YCTPONCTBO 0OBABUIIO CeOs1 HACTOSALLNM
LLTHO30M

2.4.4.5. NMpumep KoHcpUrypaumm

CueHapun Tononorus cetn (PUcyHOK 6)
OTansbl Hactponte untepgenc GigabitEthernet 0/0 Ha oTnpaBky Gratuitous ARP
KOHcpurypawmm nakeTa Kaxaple 5 cekyHp

QTECH(config-if-GigabitEthernet 0/0)#arp gratuitous-send interval 5
MpoBepka BbinonHute komangy show running-config interface, 4tobbl NpoBEpPUTL
KoHurypaumm | pesynbtat
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QTECH#sh running-config interface gigabitEthernet 0/0

Building configuration...

Current configuration : 127 bytes
!

interface GigabitEthernet 0/0
duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp gratuitous-send interval 5

2.4.5. Bknro4yeHue Proxy ARP

2.4.5.1. PesynbTaTt KOH(pUrypauum

YCTpOWNCTBO BhICTYNaeT
nonb3oBaTeren.

2.4.5.2. NpumeyvaHusn

B kadyecTBe Proxy ARP anga oteeTa Ha naketbl ARP-3anpocoB OT gpyrmnx

Mo ymonyaHuio npotokon Proxy ARP OTKMHOYEH.

2.4.5.3. dTanbl KOHpUrypaumum

e  OnuuoHanbHo.

e Ecnu nonb3oBatento 6e3 wuHdopMauum O MapllpyTe HeobXxoAMMO MNONyYnUTb
MAC-agpeca IP-nonb3oBaTenen B Apyrnx noacetax, BKNouYuTe npotokon Proxy ARP
Ha YCTpPOMCTBE, YTOObI YCTPOMCTBO MOFMO BbIMOMHATE POfib MPO3PAYHOro (proxy)
cepBepa ans otnpasku otBeToB ARP.

o Bknouute Proxy ARP B pexnme KoHurypaumm nHtepdenca.

2.4.5.4. NpoBepkKa KOH(pUrypaumm

3anyctute komaHay show ip interface <name>, ytobbl NPOBEPUTL pesynbTar.

2.4.5.5. CBA3aHHbIe KOMaHAbI

BkrnitoueHne Proxy ARP.

KomaHpa

ip proxy-arp

Pexxum koHdurypaumm

Pexum koHurypauumn nHtepdeinca
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2.4.5.6. Npumep KoHcurypaumm

CueHapun Tononorus cetn (PucyHok 6)
OTansbl Bkntounte Proxy ARP Ha nopte GigabitEthernet 0/0
KOHdoUrypaumm
QTECH(config-if-GigabitEthernet 0/0)#ip proxy-arp
MpoBepka BbinonHute komaHay show ip interface, 4ytobbl NnpoBepuTb pesynbTaT
KOHcpurypauuu

QTECH#show ip interface gigabitEthernet 0/0

GigabitEthernet 0/0

IP interface state is: DOWN

IP interface type is: BROADCAST

IP interface MTU is: 1500 |IP address is:
No address configured

IP address negotiate is: OFF

Forward direct-broadcast is: OFF

ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachable is: ON

DHCP relay is: OFF

Fast switch is: ON

Help address is: 0.0.0.0 Proxy ARP is: ON

ARP packet input number: 0

Request packet :0

Reply packet :0

Unknown packet :0

TTL invalid packet number: 0

ICMP packet input number: 0

Echo request :0
Echo reply 0
Unreachable 0
Source quench :0
Routing redirect 0
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2.4.6. BknroyeHue npotokona Local Proxy ARP

2.4.6.1. PesynbTaTt KOH(pUrypauum

YcTponcTtso BbicTynaeT B kayectBe Local Proxy ARP ans otseta Ha naketel ARP-3anpocoB oT
Apyrnx nonb3oBaTtesien B TON XKe NOACETH.

2.4.6.2. NpumeyvaHusn

MpoTtokon Local Proxy ARP nogaepxusaetcsa Tonbko B SVI.

2.4.6.3. dTanbl KOH(pUrypauum

e  OnuuoHarnbHo.

e Ecnu nonb3osaTenb, NOAKITOYEHHbLIN C UCMOMNb30BAHWEM U30MSLMM MOPTOB, OOIMKEH
YCTaHOBUTb CBA3b C nonb3oBatenamm B cetn VLAN, BKNOYMTE Ha YCTpOMCTBE
npotokon Local Proxy ARP.

o Bknouute Local Proxy ARP B pexmme KoHduUrypauumn nHtepgenca.

2.4.6.4. NMpoBepka KOHdUrypauum

3anycTtute komangy show run interface <name>, 4to6bl NpoBEPUTL pe3ynbTarT.

2.4.6.5. CBA3aHHbIe KOMaHAbI

BkntoyeHune npotokona Local Proxy ARP.

KomaHga local-proxy-arp
Pexnm Pexxum koHdurypaumm nHtepdpenca
KOHdouMrypaumm

2.4.6.6. NMpumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 6)
OTanbl Bkntounte npotokon Local Proxy ARP Ha uHTepdeince VLAN 1
KOHcpurypauum

QTECH(config-if-VLAN 1)#local-proxy-arp
MpoBepka BbinonHuTe komaHay show running-config interface vlian 1, 4ytobbl
KOHcpurypawmm npoBepuTb pesynbTar
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QTECH#show running-config interface vlan 1

Building configuration...

Current configuration : 53 bytes

interface VLAN 1
ip address 192.168.1.2 255.255.255.0 local-proxy-arp

2.4.7. Bknro4veHue onpepneneHns HagexHoctu ARP

2.4.7.1. PesynbTaT KOHUrypaumum

Bkrnitovaet onpegeneHne HagexHoctn ARP. Ecnn ycTponcTeo, nomny4vatrouiee nakeT 3anpoca
ARP, He HaxoguT COOTBETCTBYIOLLYK 3anncb, oHO BbinonHaetr NUD. Ecnn MAC-agpec B
cyliecTByowen anHammdeckon 3anncu ARP oBGHOBMEH, YCTPOMCTBO HEMEASIEHHO BbINOSTHAET
NUD gna npegotepalleHns atak ARP.

2.4.7.2. MpumeyaHusn
MockonbKy aTa pyHKUMA aobaBnsieT CTporyto npoueaypy NOATBEpXAeHUs B npouecc obyvyeHus
ARP, oHa BnusieT Ha achdeKkTnBHOCTb 00yyeHnsa ARP.

2.4.7.3. dTanbl KOH(pUrypaumum

e  OnuuoHanbHo.

e Ecnu Tpebyetca obydeHne 3anucam ARP, Bkniounte Ha YyCTPOWCTBE onpenerieHme
HapexHocTn ARP. Ecnin ycTponcTsy, nony4atowemy naket 3anpoca ARP, He ygaeTtca
HaWTM COOTBETCTBYIOLLYI 3anucb, HeO6XoOUMO OTNPaBUTb MNakeT OAHOaAPECHOro
3anpoca ARP, 4To6bl NpoBEPUTb, CYLLLECTBYET N OOHOPAHIrOBbIV KOHEYHbIN y3en. Ecnn
Aa, ycTpoucTtso 3anomuHaeT 3anuce ARP. B npoTmBHOM criydyae YCTPOWCTBO He
3anomuHaet 3anucb ARP. Ecnu MAC-agpec B 3anucn ARP nameHsieTcsi, yCTpoOMCTBO
HemegneHHo BbinonHMT NUD ansa npegoTBpalleHus nogaenkm ARP.

o  Bknouute onpegenexve HagexHocTn ARP B pexxume koHdurypaumm nHrepderica.

2.4.7.4. NpoBepkKa KOH(pUrypaumm

3anyctute komaHay show running-config interface <name>, 4To6bl NPOBEPUTL pe3ynbTar.

2.4.7.5. CBA3aHHble KOMaHAbI

BkntoueHne obHapyxeHus gosepeHHocTn ARP.

KomaHga arp trust-monitor enable
Pexxum Pexxum koHdurypaumm nHrepdenca
KOHoUrypaumum
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BcTpoeHHas e Bkniounte aty cyHkumo. Ecnn cootBetcTBytowaa sanncs ARP
rojcKaska cywecteyeT 1 MAC-agpec He OBHOBMSIETCS, YCTPOWCTBO He

BbinonHaeT NUD.

e Bxmounte a3ty dyHkumo. Ecrnim MAC-agpec cyuwecTsyroLlen
AnHammnyeckon 3anmcn ARP oBHOBREH, yCTPOMCTBO HEMELIEHHO
BbinonHaeT NUD.

e [locne oOTKMAYEHUA 3TOM (PYHKUMM YCTPOWMCTBO HE BbINOMHSAET
NUD ans oby4veHus nnmn obHoenenns sanncen ARP

2.4.7.6. MNpumep KoHcuUurypaumm

CueHapun Tononorusa cetn (PucyHok 6)
OTanbl Bkntounte onpegeneHne HagexHoctn ARP Ha nopTe GigabitEthernet 0/0
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#arp trust-monitor enable

MpoBepka 3anyctute komaHay show running-config interface, 4tobbl npoBepuTb
KOHpurypauuu pesynbTtat

QTECH#show running-config interface gigabitEthernet 0/0
Building configuration...

Current configuration : 184 bytes

!

interface GigabitEthernet 0/0

duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp trust-monitor enable

2.4.8. BknroyeHue 3awumTthl IP-agpecoB Ha ocHoBe ARP

2.4.8.1. PesynbTaTt KOH(pUrypauum

Korga npoueccop nonyyaet ykazaHHOE KONMYecTBO NakeToB, B KOTOpbIX IP-agpec HasHayeHus
npucyTtctByeT B 3anucsax ARP, Bce naketbl ¢ aTum |P-agpecom HasHadeHus He OyayT
oTnpasrneHsbl Ha LI Bnocneacteun.

2.4.8.2. dTanbl KOHpUrypaumm

e OnuuoHanbHo.

e [lo ymon4aHutoo, yCTaHOBNEHO 3HaYeHWe TpU HEeU3BEeCTHbIX OAHOAOPECHbIX NakeTa.
Monb3oBaTenu MoryT BbINOMHUTL 3TY KOMaHAy, YTOObl HACTPOUTbL KONMYECTBO NaKeToB
Anga 3anycka copoca ARP. Nonb3oBaTtenu Takke MOryT OTKIMIOYUTL 3Ty PYHKLMIO.

e HactponTte IP-3awmnTty Ha ocHoBe ARP B pexnme rnobanbHOn KOHUrypaumm.
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2.4.8.3. NpoBepka KoOH(pUrypaumum

BbinonHute komangy show running-config, 4Tobbl NpoBEpUTL pesynbTar.

2.4.8.4. CBA3aHHble KOMaHAbI

BkritoueHne sawmtel IP-agpecoB Ha ocHoBe ARP.

KomaHga arp anti-ip-attack num

Onuncanwne num: ykasbiBaeT konum4yectBo |P-naketoB ans 3anycka cbpoca ARP.

napameTpoB Owana3soH 3HaveHuin ot 0 go 100.
0 ykasbIBaeT Ha To, 4YTo |IP-3awuTa Ha ocHoBe ARP oTkntoveHa. 3HayeHune
no ymon4yaxuio: 3

Pexnm Pexxum koHdurypauum nHtepcpenca

KOHdoUrypaumm

BcTtpoeHHas Ecnn annapaTHbIX pecypcoB LOCTaTOYHO, BbIMOMHUTE KOMaHgy arp anti-

nogckaska ipattack num, 4TOObLI YCTaHOBWUTbL KOonM4ecTBO |IP-nakeToB aOns 3amnycka
cbpoca ARP Ha Hebonblioe 3HauyeHue. Ecnn annapaTHbIX pecypcoB
HeaoCTaTO4HO, BbIMOMTHUTE KOMaHAy arp anti-ip-attack num, 4ytobbl 3agaTb
bonbwoe konuyectBo I[P-naketoB pansi 3anycka cbpoca ARP, wnu
OTKMOUNTE 3Ty PYHKLUMIO

2.4.8.5. NMpumep KoHcpUrypaumm

CueHapui Tononorusa cetu (PMcyHoK 6)

OTansl Bkntounte 3awmuty IP Ha ocHoBe ARP Ha B.

KOHCUrypaLm QTECH(config)#arp anti-ip-attack 10

MpoBepka BbinonHute komaHagy show running-config, 4Tobbl NpoBepuUTb pesynbTaT
KOHcpurypauum

QTECH#show running-config
Building configuration...
Current configuration : 53 bytes

arp anti-ip-attack 10

2.4.9. NMpeo6pa3oBaHue 3anpocoB ARP B 3anpockl ayteHTudunkauum VLAN

2.4.9.1. PeaynbTaT KOHcUrypaumm

YcTponcTBo He oTnpaBngeT nakeTbl 3anpoca ARP B ceTu ayteHTudukauyum VLAN.

2.4.9.2. NpumeyaHun

OTa dyHKUMA NogaepKnBaeTcsl Torbko Ha SVI.
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2.4.9.3. dTanbl KOH(Urypauum

e  OnuyuoHanbsHo.

e B pexume ayTeHTUpMKauum LWIN03a yCTPOMCTBO NO YMOMYaHUIO He OTNpaBnseT NakeTbl
3anpoca ARP B cetun ayteHtTudpmkauum VLAN. Ecnm yctponctsy Heobxogmmo
oTnpaBuTb NakeTbl 3anpoca ARP B cetn ayteHTudukaumm VLAN, BbINOAHUTE KOMaHOY
no arp suppress-auth-vlan-req, 4to0bl OTKIIOUNTL 3TY YHKLMIO.

o  BhbINonHuTe 3Ty HACTPOKKY B pexxmme KoHdUrypaumm nHtepdenca.

2.4.9.4. NpoBepka KOH(pUrypaumum

3anyctute komaHgy show run interface <name>, ytobbl NpoBEpPUTL pe3ynbTar.

2.4.9.5. CBAA3aHHble KOMaHAbI

MpeobpasoaHne 3anpocoB ARP B 3anpockl ayteHTudmkaumm VLAN.

KomaHga arp suppress-auth-vlan-req
Pexxum Pexunm koHdurypaumm nHtepdenca
KOHdoUrypaumm

2.4.9.6. Npumep KoHcuUrypaumm

CueHapun Tononorus cetn (PucyHok 6)

OTansbl Otknounte mHTepdenc VLAN 2 ot nepepaunm 3anpocoB ARP B cetu
KOHdoUrypaumm ayTeHTMdumkaunm VLAN.

QTECH(config-if-VLAN 2)#no arp suppress-auth-vlan-req

MpoBepka 3anyctute komaHgy show running-config interface <name>, 4TOOGbI
KOHoUrypauum npoBepuTb pesynbtart

QTECH#show running-config interface vlan 2

Building configuration...

Current configuration : 53 bytes

interface VLAN 2
ip address 192.168.1.2 255.255.255.0

no arp suppress-auth-vlan-req

2.5. KoHTponb cocTosiHuA

2.5.1. Ouncrka

BbinonHeHne komaHg clear MoXeT NPUBECTU K NOTEpe BaXKHOW MHGOPMaLUK 1, cregoBaTtesbHO,
npepbiBaHMo paboTbl Cryxo.
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OnucaHue

KomaHaa

Ounwaer guHamumyeckne ARP-3anvcn. B pexume | clear arp-cache
ayTeHTurKaumm Wwno3a guHamudeckmne 3anvcn ARP
B ceTax ayTeHTUdmMKaumm VLAN He ounwiarotca

2.5.2. OToOpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT Tabnuuy ARP B
nogpobHom Buae

show arp [detail] [ interface-type interface-number | [vrf
vrfname] [ip [mask] | mac-address | static | complete |
incomplete ]

OtobpaxaeT Tabnuuy ARP

show ip arp [ vrf vrf-name ]

OTo6paxkaeT Tabnmuy
noBepeHHbIX ARP

show arp [detail] trusted [ip [mask]]

OTobpaxaeT cyeTumK
3anncen ARP

show arp counter

OtobpaxaeT TanmayT
OnHammnyeckux 3anmcen ARP

show arp timeout

2.5.3. OTnapka

CucrtemHble pecypcCbl MUCNONb3yKwTCA ON1A BbiBOAA OTNnago4YHoM I/IHCbOpMaLI,I/II/I. |_|03TOMy,
OTKNK4nUTE OTNagKy cpasdy nocne ncnosib3o0BaHUA.

OnucaHue

KomaHpa

BkntoyaeT oTnagky
OTMpPaBKN 1 NONYy4YeHUs
naketoB ARP

debug arp

BkntoyaeT otnagky
co3daHuna 1 yganeHus
3anucen ARP

debug arp event
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3. HACTPOUKA IPV6
3.1. O630p

Mo mepe OGbicTporo pas3BuTUss UHTepHeTa M ucdepnaHus agpecHoro npocTpaHcTea IPv4,
orpaHunyeHuns IPv4 ctaHoBATCS Bce Gonee ouyeBumaHbiMW. B HacTosiuee Bpemsi NpoBeAeHO
MHOXECTBO UCCreAoBaHWI U NPaKTUK NO MHTEPHET-NPOTOKONY crneaytoLlero nokonexus (IPng).
Pabouas rpynna IPng B coctase rpynnbl pa3paboTymkoB no npoektuposaHuto MIHtepHeta (IETF)
paspaboTana npotokon IPng ¢ nmenem IP Bepcun 6 (IPv6), koTopbin onncan B RFC 2460.

3.1.1. OcHoBHbIe PYHKLUN

Bonblue aapecHoe NPOCTPaHCTBO

Mo cpaBHeHuto ¢ 32-6MTHBIM agpecom IPv4 anunHa agpeca IPv6 yBenunumBaeTca go 128 6ur.
Takum obpasoM, agpecHoe NpPOoCTPaHCTBO MMeeT okono 228 appecos. IPv6 ucnonbsyet
nepapxmyeckun pexum pacnpenerneHnsi agpecoB Ons MOAAEPXKW HasHA4YeHUst agpecoB
HECKOIbKNX NOACETEN N3 OCHOBHOW ceTu VIHTEPHET B NoACETb MHTPACETMW.

YnpoweHHbIM hopmMaT 3aronioBKa nakeTa

lNockonbKy NPUHLMNI MPOEKTUPOBAHUA 3arorioBka naketa IPv6 3akntoyaeTca B MUHMMKU3aLMN
n3gepKeK 3arofioBka MakeTa, HEKOTOpble HeKM4yeBble MOMs M AOMOfHUTENbHbIE NONS
yOansiTca M3 3arofloBka nakeTa B pacLUMPEeHHbIA 3aroroBOK nakeTa. Moatomy, XoTa AnvHa
IPv6-agpeca B yeTblpe pasa npesblwaeT gnuvHy IPv4agpeca, 3aronoBok naketa IPv6 Bcero
BOBoe Oonblle 3aronoBka naketa |IPv4. 3aronoBok naketa |IPv6 genaet nepechbiniky Ha
ycTponcTBax OGonee adpdpekTnBHoON. Hanpumep, npu OTCYTCTBMM KOHTPOSIbHOW CYyMMbl B
3aronoske naketa IPv6 yctponctsy IPv6 He HykHO oBpabaTbiBaTb oparMeHThl ((oparmeHTaums
BbINOSIHAETCA UHULMATOPOM).

3Cb(*)eKTVIBHaF| nepapxmnyeckas agpecauuns U CTpykKktypa mapupytmauumum

IPv6 Mcrnonb3yeT MexaHn3M KOHBEPreHuun 1 onpenensieT rubkyo nepapxmuyeckyro agpecaumto
M CTPYKTYPY MaplupyTusaumu. Heckonbko ceTer Ha OOHOM YpPOBHE NpeacTaBneHbl B Buae
edVHOro ceTeBoro npedukca Ha BOCXOASLLEM YCTPOWCTBE, YTO 3HAYUTENbHO COKpallaeT
KONMMYECTBO 3anucen MapLupyTusauum, obcnyxmnBaemblX YCTPOMCTBOM, a Takke HaknaaHble
pacxoabl Ha MapLIPYTU3aLUMIO U XpaHEHUE YCTPOMCTBA.

MpocToTa ynpasnexnus: Plug and Play (PnP)

MpoTokon IPv6 npegoctaBnsieT yHKUMN aBTOMATUYECKOro OBHapYXeHUs 1 aBTOMaTU4ECKON
HacTpOMKM [ONs YNpOLIEHUs YynpaBneHuss M obCnyxuBaHus ceTeBblX y3noB. Hanpumep,
obHapyxeHue cocegenn (ND), obHapyxeHne MTU, obGbasneHua mapwpytmusatopa (RA),
3anpocbl mapwpyTtusatopa (RS) n TexHonormm aBToMaTtMyecKoW HacTPOWKM NpenocTaBnsaloT
conyTcTBylowme yenyru ana PnP. B yactHocTu, IPv6 npegnaraet gsa Tuna aBTOMaTUYeCKON
HaCTPOMKN: aBTOHACTPOMKA C COXpPaHEHMEM COCTOSHUS U aBTOHACTponka 6e3 coxpaHeHus
coctosHusA. B IPv4 npoTokon AuvHamuyeckon KoHdurypauum xocta (DHCP) BbinonHseT
aBTOMaTMYeCKy HacTporky |IP-agpeca xocTa 1 cBA3aHHbIX C HAM napameTpoB. IPv6 HacnegyeT
aTy cnyxby aBTomMaTudeckom HacTponkm wus IPv4 un HasbiBaeT ee aBTOHACTPOMKOW C
oTcnexuBaHunem coctosHua (cm. DHCPv6). Kpome Toro, IPv6 Takke npegnaraeTt ycnyry
aBTOMAaTMYECKOW HAacTponkn 6e3 coxpaHeHus cocTosHUSA. pu aBTomMmaTnyeckon HacTponke 6e3
COXPaHEHUs1 COCTOSIHMS XOCT aBTOMaTMYECKM MOofyyYaeT NnokanbHbl agpec kaHana, npedukc
agpeca nokanbHOro yCTpomncTBa 1 Apyrme cBsasaHHble KoHdurypauum.

Be3onacHocTb

B kauyecTtBe gononHuTenbHOro NnpoTokona pacwuperus IPv4 npotokon IPSec (Internet Protocol
Security) aBnsieTca Yyactbio Npotokona IPv6 gnsa obecneyveHus 6e3onacHocTn naketos |IPv6. B
HacTosillee BpeMs npoTokon IPv6 codepxuT OBa MexaHu3ama: 3aronoBOK ayTeHTudukaumm
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(Authentication Header, AH) n nikancynupoBaHHas nofnie3Has Harpy3ka cuctembl 6e30nacHoOCTH
(Encapsulated Security Payload, ESP). 3aronoBok ayteHTudukaumm obecneumBaeT
LleNOCTHOCTb AaHHbIX U ayTeHTUuumpyeT IP NCTOYHMKOB NakeToB, YTOObI rapaHTUpoOBaTh, YTO
nakeTbl MPOWCXOAAT OT Y3NOoB, ONPeAeneHHblX agpecamu McTovHuka. ESP oGecneuunBaet
LUMppoBaHNE AaHHbIX ANS peanu3aumm CKBO3HOro LWNpoBaHus.

YnyJweHHasa nopgaepxka QoS

HoBoe none B 3aronoeke naketa IPv6 onpepensietr cnocob ungeHtudukaumm n obpaboTku
notokoB pAdaHHbiXx. [lone Flow Label B 3aronoeke naketa IPv6 wucnonb3yetrca ang
ayTeHTUmkauum notoka AaHHbIX. Mcnonb3ys a1o none, IPv6 no3sondeT nonb3oBaTtensam
npeanaratb TpeboOBaHWS K KayecTBYy CBA3W. YCTPOMCTBO MOXET uaeHTuduumMpoBaTb BCe
nakeTbl, NpUHagnexawme onpenerieHHoMy MOTOKY [aHHbIX, Ha OCHOBE 3TOro nonsd u
obpabaTtbiBaTb 3TX NakeTbl B COOTBETCTBMM C TpeboBaHNAMM NonNb3oBaTeNS.

HoBbIn npoTokon AnA B3aumMoaeucTBUA C COCEAHUM Y3JIOM

MpoTokon obHapyxeHusa cocegHux y3nos IPv6 (NDP) ncnonb3yeT cepuio nakeToB NpoToKona
coobueHnn ynpaesneHns VIHTepHetom Bepcun 6 (ICMPV6) onst peanusaumm MHTEPAKTUBHOIO
yrnpasneHusi cocegHMmn yanamu (yanamm no ogHomy kaHany). IPv6 ncnonb3dyet NDP-nakeTbl v
adbdekTmBHble ND-nakeTbl MHOroagpecHoOW/ogHOaApPEecHOW pacChiNkn BMECTO MNakeToB
oBGHapyxeHus MaplpyTmsatopa C MPOTOKONIOM paspelleHns agpecoB Ha OCHOBe
LuMpokoBeLlaTenbHon pacchiikn (ARP) 1 npoTokonom ynpasneHusi cooblieHnsimn Bepcun 4
(ICMPv4).
PacwupsemocTtb

brnarogapsi Bbicokon paclumpseMocTn doyHkumm IPv6 moryT 6biTb 40GaBNEHbl B pacLUMPEHHbIN
3arofloBOK nakeTa nocrne 3aronoeka naketa IPv6. B otnuumne ot IPv4, 3aronosok naketa |IPv6
MOXeT noaaepxunsatb 6onee 40 6ant napameTpoB. Ons naketa IPv6 anuHa pacluMpeHHOro
3arorfioBka nakeTa orpaHMyeHa TOMbKO MakCuMaribHbIM KONM4ecTBOM 6anT B nakeTe.

3.1.1.1. NMpoToKonbl U CTaHAAPTbI

o RFC 4291 — apxutekTtypa agpecauum IP Bepcun 6.

e RFC 2460 — cneuundukauma MHTepHeT-npoTokona, sepcus 6 (IPv6).

e RFC 4443 — npotokon ICMPvV6 ansa npotokona NHTepHeTa Bepcun 6 (IPv6).

e RFC 4861 — obHapyxeHue cocenen ans IP sBepcumn 6 (IPV6).

e RFC 4862 — aBToMaTtun4yeckas HacTponka |IPv6-agpeca 6e3 coxpaHeHUs1 COCTOAHUS.
e RFC 5059 — uckntoyeHue 3aronoskoB MapLipyTtusauum tuna 0 B IPv6.

3.2. MpumeHeHne

NMpumeHeHue OnucaHwue

CBasb Ha ocHoBe afpecoB | [1Ba K o6MeHMBaOTCS AaHHbIMU APYr C APYTOM C MOMOLLbIO
IPv6 agpecos IPv6

3.2.1. CBsA3b Ha ocHoBe aapecoB IPv6

3.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 8, y3en 1 un ysen 2 obMeHMBAOTCA OaHHbIMK OpYyr C OPYrom C
nomoLubto agpecos IPv6.
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1000 : :2/64 2000 : :2/64
Gatewway 1000 : 1 Gatewway 2000 : 1
’ 1000 ; -1/6¢ 1/64
< S
Host 1 Host 2
PucyHok 8.

3.2.1.2. OnucaHue

XOCTbl MOTyT WMCNOMb30BaTb PEXUM aBTOMATUYECKOW HACTPOWMKM agpeca ©e3 coxpaHeHus
COCTOSIHUA MNU HasHaveHue agpeca no DHCPv6. lMocne HacTporku agpecoB y3fbl MOTyT
oBMeHMBaTbLCA AaHHBbIMK APYr C APYromM C NoOMOoLLblo agpecos IPV6.

3.3. KnoyeBble 0COOEHHOCTU

3.3.1. O630p
PyYHKUUA OnucaHue
dopwmat agpeca |IPv6 dopmart IPv6-agpeca genaet IPv6 Gonee KpynHbIM agpecHbIM
NPOCTpaHCTBOM U1 ©onee rmMbGKMM  MNpeacTaBUTENbCKUM
noaxonom
Tun agpeca IPv6 IPv6 onpeaensieT ceTeBble NPUOXKeHUs1 HA OCHOBE aapecoB

dopmat 3aronoBka naketa | IPv6 ynpowaeT MKCMpPOBaHHbIE N pacLUMPEHHbIE 3arofnoBKu
IPv6 nakeToB [Ans MOBbIWEHNA 3(PPEeKTUBHOCTN 06paboTkm 1
nepechbinikn NakeToB AaHHbIX YCTPONCTBA

IPv6 PMTUD (Path MTU | XocT guHamu4yeckn obHapyxuBaeT n HacTpamsaeT pa3mep MTU
Discovery) Ha NyTu nepegayvv AaHHbIX, SKOHOMSA pecypcCbl MapLupyTu3aTopa
1 nosblwasn apdHeKTUBHOCTL ceTu IPv6

O6HapyxeHune cocefen | dyHkumm ND BknwoudaoT obBHapyxeHue MapLupyTusatopa,
IPv6 obHapyxeHne npedukcoB, oOOHapyxeHue mnapameTpos,
aBTOHACTPOWKY ajgpeca, paspelwleHne agpeca (Hanpumep,
ARP), onpegeneHue cnegylrowero nepexoga, obHapyxeHue
HegocTynHocTn cocepgHero y3na (NUD), obHapyxeHue
aybnupytowmxcsa agpecos (DAD) n nepeHanpasneHune

MapwpyT nctoyHuka IPv6 | OTa dyHKUMS MCnonb3yeTcs AN YKasaHus NPOMEXYTOYHbIX
(IPv6 Source Routing) Y3roB, 4Yepes3 KOTOpble MakeT MPOXOAMT Mo MyTW K ajapecy
HasHadeHuns. OTo aHanormyHo onuusm |IPv4 loose source
routing u loose record routing
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PyHKLUUA OnucaHue

OrpaHunyeHune ckopocTn | ATa pyHKUMs npegoTepaltaeT DoS-ataku
OTMNpaBKM CcOoOOLLLEHUA 06
owmnbkax ICMPv6

OrpaHuyeHne  nepexoga | Ata yHKUMSA NpegoTepallaeT GecnonesHyo 0aHoaaPECHYO
IPv6 nepeaadvy NakeToB Mo CETU U MOTepPo NPOMYCKHOW CNOCOBHOCTH
cetu

MpeobpasoBaHue 13 | B pexunme ayTeHTMdMKaUNK LIMKO3a YCTPOMUCTBO He nepenaet
otnpaskv _naketoB NS B | nakeTbl NS B ceTn ayTeHTUbMkaumm VLAN
cetu ayTeHTudmKaLmm
VLAN

Lno3 no ymonyanuo B | LUN3 no ymonyaHuio HacTpoeH B uHTepdence ynpasreHus
VHTepdoeiice yNpaBneHs | ans cosgaHvMs Maplupyta Mo YMOMYaHuilo Ans  9TOoro
WHTepdenca

3.3.2. ®opmat agpeca IPv6

Appec IPv6 npegctaBneH B dopmate XXXXXXX:X:X:X, rae X — 3To 4-3Ha4yHoe
LecTHaguaTepuyHoe Ymncno (16 6ut). Kaxxabii agpec coctont ua 8 uenbix uncen, scero 128 6ut
(Kaxkgoe uernoe 4ncro CoaepXuT 4 WecTHaguaTepudHbiX Lndpbl, a kaxagas unudpa coaepxuT
yeTblpe 6uta). Hke npmMBeneHsl Tpu ONyCTUMBIX agpeca IPv6:

2001:ABCD:1234:5678:AAAA:BBBB:1200:2100
800:0:0:0:0:0:0:1
1080:0:0:0:8:800:200C:417A

OTu uenble yMicna aBnaTCs WecTHaguaTepudHbiMn, rae ot A o F o6osHavaeTt ot 10 go 15.
Kaxxgoe Lenoe 4ncno B agpece JOMKHO OblTb NPeaCcTaBneHo, 3a UCKIOYEHNEM HYeN B Havane
Kakgoro uenoro yncna. Ecnu IPv6-agpec cooepXut CTPoKy Hyrnen (kak nokasaHo Ha BTOPOM U
TpeTbeM NpuMepax Bbile), TO ANA OTOOPaKeHUss 3TUX Hyfen MOXHO MCNoSib30BaTb ABOMHOE
asoetoume (::). To ectb, 800:0:0:0:0:0:0:1 moxxHO npeacTtaBuTb kak 800::1.

[1BoeToumne 03Ha4aeT, YTo 3TOT aapec MOXeT BbITb paclumpeH Ao nonHoro 128-6utHoro agpeca.
Mpn Takom nogxode, TonbKo ecnu 16-6uTHbIE Lenble Yynucna umetoT Bce 0, X MOXHO 3aMEHNTb
ABOWHbIM ABoeTouMeM. [BOMHOE ABOEeToYMe MOXET Mchnonb3oBaTbcs B IPv6-agpece Tonbko
eaAnHOXabI.

B cmewanHon cpeae IPv4/IPv6 agpec umeeT cMmellaHHoe npeacTtaenenune. B agpece IPv6 ona
npeactaeneHuns IPv4-agpeca MOXHO Mcnonb3oBaTh Mragwuve 32 6uta. 31oT agpec IPv6 moxeT
ObiTb nNpeacTaBneH B CMeWwaHHOM Buae, To ectb X X:X:X:X:X:d.d.d.d, rae X — 310
lwecTHaguatepudHoe uenoe uyucrno, a d - 8-paspsigHoe gecaTudHoe 4ucno. Hanpumep,
0:0:0:0:0:0:192.168.20.1 aBngetca gonyctumbiM agpecom IPv6. Ero MOXHO cokpaTuTb [0
::192.168.20.1. TunuyHbIMN NPUNOXEHMAMU ABRAOTCA agpeca IPv6, coBmectumble ¢ IPv4, un
agpeca IPv6, npuBasaHHbie k IPv4. Ecnu nepsble 96-6uT nmetot agpec 0 B IPv4-coBmecTumom
IPv6-agpece, aTOT agpec MoxeT ObiTb npeacTtaeBneH kak ::A.B.C.D, Hanpumep ::1.1.1.1. B
HacTosilee Bpemsa agpeca, coBMecTumble ¢ IPv4, oTtmeHeHbl. Agpeca IPvG, npuBsasaHHbie K
IPv4, npegctaBnenbl kak ::FFFF:A.B.C.D gna npeacrtasneHus agpecoB IPv4 B kadectse
agpecos |IPv6. Hanpuwmep, apgpec IPv4 1.1.1.1, conoctaBneHHblh C agpecom [Pv6,
npeacraenseTca kak ::FFFF:1.1.1.1.
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Mockonbky IPv6-agpec pasgeneH Ha gBe 4acTu: npedukc nogcetm M mngeHTudgukatop
nHTEpdenca, oH MOXeT ObITb NpeacTaBnNeH B BUAE agpeca C OOMNOMHUTENbHBIM 3HAa4YeHMEM B
COOTBETCTBMM C METOOOM BblAENeHMs aapecoB, TakMM Kak GeckraccoBasi MeXaoMeHHasi
mapuwpyTtmsaums (CIDR). JononHuTenbHoe 3HaveHMEe yKasbiBaeT, CKOSbKO 6utoB (npedmkca
noaceTn) B agpece COOTBETCTBYET CeTeBOM YacTu. To ecTb, agpec yana IPv6 cooepXut anuHy
npedgukca. OnuHa npedwmkca oTaeneHa oT agpeca |IPv6 kocon 4epton. Hanpumep, B
12AB::CD30:0:0:0:0/60 gnuHa npedmkca, MCNOMb3yeMoro Ansi MapLupyTusauumn, cocrtaBnsaeT
60-6uT.

3.3.2.1. CBsAi3aHHas KOHcurypauums
Hactpowka IPv6-agpeca.

o [lo ymonuaHuio B MHTepdencax He HacTpoeH IPv6-agpec.
e BuinonHute komaHay ipv6 address, 4tobbl HacTpouTh IPv6-agpec Ha uHTepdeice.

e [locne HaAcCTPOMKM XOCT MOXeT 06OMeHMBaTLCA AaHHLIMU C APYTMMW NONb30BaTENSAMU,
ncnonb3ys HacTpoeHHbIn IPv6-agpec Ha ocHose DAD.

3.3.3. Tun appeca IPv6
RFC 4291 onpegensieT Tpu TMna agpecos |IPv6:

e OpHoagpecHbin (Unicast) agpec: uoeHTMdukaTop OAHOro uHTepdenca. [laketsl,
npeaHasHavyeHHble Ana OAHOaApecHOro agpeca, OTNPaBnAlTCA B MHTepdenc,
yKasaHHbIN NO aTOMY agpecy.

e Agpec MHoroagpecHou paccbinku (Multicast): noeHTudurkaTop rpynnbl MHTEPGENCOB
(nHTEepdencbl 06bIYHO NpMHaANexaT pasHbiM y3nam). MNMakeTbl, NpeaHas3HavYeHHble Ang
MHOroagpecHoro agpeca, OTnpaBnsilOTCA Ha BCe MHTEP(ENCHI, BKIIOYEHHbIE B 3TOT
agpec.

o Appec Anycast: ngeHTudgukaTop rpynnel MHTEpdenca. lNakeTobl, NpegHasHavYeHHble ONnd
agpeca B nobom crnyvyae, OTNPaBnsTCA Ha OOANH MHTEpPdENC, BKITOYEHHbIN B 3TOT
agpec (bnwkanwmnm nHTepdenc B COOTBETCTBUM C MPOTOKOSIOM MapLUpyTU3auun).

NMPUMEYAHMUE: IPv6 He onpefensieT agpeca LWMpoKoBeLlaTebHON pacChblfiKu.

OTn Tpu TNa agpecoB onNucaHbl criegywmm obpasom:

e Unicast-agpeca
Unicast-agpeca gensitca Ha nsaTb TMNOB: unspecified agpec, loopback agpec, link-local agpec,
site-local agpec, and global unicast-agpec. B HacToswee Bpemsa site-local-agpec oTmeHeH. 3a
ncknodeHnem unspecified, loopback wu link-local, Bce ocTanbHble agpeca SABNAKTCA
rnobanbHbIMK Unicast-agpecamu.

e Unspecified (HeonpeaeneHHbIN) agpec

Unspecified agpec 0:0:0:0:0:0:0:0, koTopblhn 06bIMHO coKpalleH o ::. OH nmeet ase obwine
uenw:

1. [Ecnu npu 3anycke y3na He yKa3aH unicast-agpec, OH UCNomnb3yeT HeonpeaeneHHbINn
agpec B Ka4eCcTBe UCXOQHOro aapeca Anga oTnpaeku naketa RS ana nonyyeHus
npeduKCHOW nHOpMauun OT W3a 1, Takum obpasom, reHepauun unicast-agpeca.

2. Ecnu gnga xocta HacTpoeH IPv6-agpec, ycTponcTBo onpegenseT, KOHIMKTYET n
agpec c agpecamu OpyrMx XOCTOB B TOM e CerMeHTe CeTU U UCNOoMnb3yeT
HeonpeaeneHHbIn aapec B kKa4ecTBEe UCXOAHOro agpeca Ans OTnpaBku nakeTa
3anpoca cocegew (NS) (aHanornyHo ARP-nakeTy).

e Loopback-agpec

74

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtporika IPV6 W

Appec obpatHon cBsaAsn 0:0:0:0:0:0:0:1, koTopblh 06bIMHO cokpaweH go ::1. NogobHo
IPv4-appecy 127.0.0.1, Loopback-agpec 06bI14HO MCnonNb3yeTcs y3noM AN OTNpaBky NakeToB..

e Link-local agpec
dopmaT NnoKanbHOro agpeca kaHana:

10 hits 54 hits 64 hits

IR RRLIR Y 0 Interface 1D

PucyHok 9.

JlokanbHbI agpec KaHana wcnonb3yeTcs B OAHOM CeTEeBOM KaHarne [Ans HasHayveHus
naeHTndukaTopoB xoctam. Agpec, naeHtudpuumpyetca nepsoiMn 10 Gutamm B npedumkce,
ABMSIETCH JOKanbHbIM agpecoM KaHama. YCTPOMCTBO HUKOrga He nepecbhinaer nakeTbl, B
KOTOPbIX adpeC WCTOMHWKA WM  Ha3Ha4YeHUs COOEepXWUT foKanbHbI agpec KaHana.
MpomexyTouyHble 54 ©Outa B agpece senswTca 0. lNMocnegHne 64 ©uta npeactaBnsalT
naeHTUUKaTop NHTepdenca, KOTopbIN NO3BONAET OAHONM CeTu noaknoyaTte 2%4-1 yanos.

e Site-local agpec
dopmar site-local agpeca:
10 bits 54 hits 64 bits

i n Subnet 1D Interface 1D

PucyHok 10.

Site-local agpec ncnonb3yetcsa ans nepegayn gaHHbIX B npegernax ceTn. YCTPOUCTBO HUKOrga
He nepecbinaeT NakeTbl, B KOTOPbIX afpec UCTOYHUKA UIM HasHa4YeHus cogepxuT site-local. To
€CTb, 3TV NakeTbl MOryT ObITb NepeagpecoBaHbl ToNbko BHyTpn LAN. Takne agpeca aHanornyHbl
yacTHbIM agpecam IPv4, takum kak 192.168.0.0/16. RFC 3879 otmenun site-local agpeca.
HoBble agpeca He noggepxmBatoT nepeble 10 OUT B KavecTBe npedumkca M CUMTAKOTCA
rnobanbHbIMKM  OAHOaAapecHbIMM agpecamu. CyulecTBylolmMe agpeca MOryT MpOAOoKaTb
MCnonb3oBaTb ATOT NpednKe.

e [nobGanbHbIN unicast agpec
dopmat rnobanbHoro unicast agpeca:

n bits m bits 128- n- m bits
Global Routing Prefix Subnet ID Interface 1D
PucyHok 11.

Cpenu rnobanbHbIX unicast agpecos cylecTsyeT Tun IPv4-BCTpoeHHbIX agpecos IPv6, Bknoyas
IPv4-coBmecTuMmble agpeca IPv6 n IPv4-conoctaBneHHble agpeca IPv6. OHu ncnonb3yotes ans
coeavHeHua mexay y3namu IPv4 n yanamu IPV6.

dopmart IPv6-agpeca, coBmectumoro ¢ IPv4, cnegyowmi:
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80 bits 16 bits 32 bits
08,8, & e e 0,0, 010 I (00 03 IPv4 Address
PucyHok 12.
dopmart IPv6-agpeca, conoctasneHHoro ¢ IPv4, cnegytowmia:
80 bits 16 bits 32 bits
(8,88, 0 S ..0000 | FFFF IPvd Address
PucyHok 13.

IPv6-agpeca, coBmecTumble € IPv4, B OCHOBHOM MCMOSMb3YIOTCS B aBTOMATUYECKMUX TYHHENSX.
Y3nbl B aBTOMaTUYECKNX TYHHENAX nogaepXunsatoT Kak IPv4, Tak n IPv6. Mcnonb3ysa aTm agpeca,
yctponcTtea IPv4 nepepatot nakethbl IPV6 Yepes TyHHenu. B HacToswee Bpems agpeca IPv6,
coBMecTuMble ¢ IPv4, oTMeHeHb!I. IPv6-agpeca, conoctasneHHble ¢ IPv4, ncnonbayTcs y3namm
IPv6 ona goctyna k Toneko IPv4 yanam. Hanpumep, ecnun npunoxenune IPv6 Ha xocTte IPv4/IPv6
3anpawmBaeT paspelleHne Ha uMs Xocta Tonbko ans IPv4, cepBep MMeH OuHaAMUYeECKU
reHepupyeT agpec IPv6, npuBasaHHbiv K IPv4, n Bo3BpawlaeT ero npunoxeHuto IPv6.

e Appeca multicast
dopmaT multicast-agpeca IPv6:

| 8 4|4 112 bits |

S —— S RN e +
[11111111|flgs|scop| group ID |

 — R S —— +

MepBLIV OanT B agpece — BCe eAUHNLbI, NpedcTaBnsaowme agpec multicast.

e [lone dnara

Mone dhnara cocTount 13 YyeThbipex 6UToB. B HacTosLLee BpeMs yKasbiBaeTCA TOMbKO YeTBEPTLIN
OWT, yKasblBalOLWNN, ABNAETCA NM 3TOT agpec M3BeCTHbIM agpecoMm multicast pacchinkuy,
Ha3HadeHHbIM opraHoM IANA (Internet Assigned Numbers Authority), unu BpemeHHbIM agpecom
MHOroaZlpeCHON pacchinkn B onpeaeneHHoMm cueHapun. Ecnn cdnar nmeet 3HadveHune 0, aToT
agpec aBnseTca M3BECTHbIM agpecom multicast. Ecnn donar umeet 3HaveHne 1, 3aTOT agpec
ABISIETCS BPpEMEHHbIM agpecom multicast paccbinkn. OctanbHble Tpy donara 3ape3epBnpoBaHbl
ANS Ncnonb3oBaHusa B Byayliem.

¢ Obnactu

Mone SCOPE cocTtouT 13 YeTbipex 6UTOB, ykasbiBalolMx AnanasoH multicast nepegayn. To
eCTb, rpynna multicast paccbifikM BKIOYAET fOKanbHbIN Y3en, NOKamnbHbIA KaHas, foKanbHbIN
y3en v nobon ysen B rnobansHon agpecHon obnactu IPv6.

o [lone naeHtudukaTopa rpynnol

WaeHTudukaTtop rpynnbl coctomT u3 112 6ut anga naeHtudukaumm rpynnel multicast paccbinku.
MpeHTndukatop multicast paccbinkv MoXeT npeactaBnATb pasfnyHble rpynnbl Ha OCHOBE
nonen conara n obnactn oENCTBMUS.

Anpeca MHoroagpecHou paccbinku IPv6 nmetot npecumke FF00::/8. OanH agpec MHoroagpecHom
paccbinkn IPv6 06bIMHO naeHTuduumpyeT nHTepdencol Ha HECKOMbKMX pasHblx yanax. Mocne
OTNpaBkun NakeTa Ha agpec multicast paccbifkn NakeT NepechinaeTcs Ha UHTEPdENChI KaXXA0ro
y3na, ykasaHHOro no aTomy agpecy multicast paccbinku. [ns ysna (xocta unu ycTpowucTsa)
Heobxoanmo gobaBuTh creqytowme agpeca multicast paccbinku:
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1. multicast agpec onsi Bcex y3roB foKanbHOro kaHana, 1o ectb FF02::1.

2. Agpec multicast paccbinku y3na, npegsaputenbHO UCNPaBrieHHbI C
FFO02:0:0:0:0:1:FF00:0000/104.

Ecnu y3en aBnseTca yCTPOMCTBOM, OH Takke AofmKeH bbiTb 4o6aBneH K multicast agpecam Bcex
YCTPOWCTB B JSIOKanbHOM KaHane, To ecTb, FF02::2.

Apgpec multicast paccbinkM gnsa 3anpalmnBaemblX Y35I0B COOTBETCTBYET agpecy unicast.
Heobxognmo p[obGaBuTb COOTBETCTBYHOLWMA agpec multicast paccbinkym Onst  Kaxagoro
HacTpOEeHHOro apgpeca unicast. Agpec multicast paccbinku gns 3anpawmBaemMbiX Y3roB
npedukca FF02:0:0:0:0:1:FF00:0000/104. OcTanbHble 24 6UT COCTOAT U3 HAMMEHEE 3HAYUMbIX
24 out unicast. Hanpumep, ecnun agpec unicast paccoinkn FE80::2AA:FF:FE21:1234, agpec
multicast paccbiniku 3anpatuvsaeMsblx yanos FF02::1:FF21:1234.

Agpec multicast paccbinkn ansa 3anpailumBaemMbix y3rnoB 06bl4HO ncnonb3dyeTca B naketax NS.
dopmaT agpeca:

IPv6 Unicast and Anycast Address

T
Prefix Interface:lD

|
Corresponding Solicited-node Multicast Address<« 24 bits- -

FF02 0 1 FF | Lower24

PucyHok 14.

Apnpeca anycast

MogobHo MHOroaapecHbIM agpecam, agpec anycast Takke MOXeT COBMECTHO UCMONb30BaTbCA
Heckonbkumu y3namu. PasHuua 3aknoyaeTca B TOM, YTO TOMbKO OAMH y3ern B agpece anycast
nony4aeTt nakeTbl [aHHbIX, @ BCe Y3nbl, BKMOYEHHble B aApec MHOroagpecHOW paccCbisiky,
nonyyaroT nakeTbl AaHHbIX. [MockonbKy agpeca B ntobom dopmarte BblAeNATCA 418 06bIYHOro
oAHoaapecHoro npocTtpaHcTea IPv6, oHM nmerT ognHakoBble doopmMaTthl C 0gHOaAPECHbIMMU
agpecamu. Kaxabln y4acTHUK B NMobOM agpece JomKeH 6bITb HaCTPOeH siBHbIM obpas3om s
obneryeHua pacnosHaBaHusa. Agpeca Anycast MOryT ObITb Ha3HayYeHbl TOMNbKO YyCTPONCTBAM U
He MOryT MCMONb30BaTbCH B KA4eCTBE agpecoB UCTOYHMKA MNaKeToB.

RFC 2373 nepeonpegensieT agpec B NOOM cryvyae, HasbiBaeMblil agpecomM noacetu
mMapLpyTtusatopa. MisobpaxeHue 3-8 nokasbiBaeT oopmat agpeca anycast-router. Takon agpec
coctouT 13 npedukca nogcetn n cepumn 0 (U0 nHtepdenca).

MpeduKkec noaceTy onpeaensieT ykasaHHyo Cebinky (noaceTb). MakeTsbl, NpeaHasHaYeHHble Ans
agpeca anycast maplupyTusaTopa nofcetv, OyayT nepecbinatbCs Ha YCTPOMCTBO B 9TOM
noacet. Agpec anycast MapLpyTusaTopa o6bl4HO UCMONb3YeTCs NPUIIOXXEHWEM Ha y3rne Ans
CBSI3U C YCTPOWCTBOM B yAaneHHon noaceTu.

Format of a Subnet-router Anycast Address

- n bits <t 128-n bits———»

Subnet Predix “———F——> 0000..0000

PucyHok 15.

3.3.3.1. CBA3aHHasa KOHcurypauums

HacTtponka IPv6-agpeca.

7

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtporika IPV6 W

o [lo ymonuaHuio B MHTepdencax He HacTpoeH IPv6-agpec.

e BbinonHute komaHay ipv6 address, 4Ttobbl HacTpouTb unicast agpec IPv6 n agpec
nHTepdenca B ntobom criyyae.

e [locne TOro, Kak WHTEP(ENC BKMOYMTCA, OH aBTOMATUYECKU MNPUCOEAMHUTCS K
COOTBETCTBYOLEN rpynne multicast.

3.3.4. ®opmart 3aronoBka naketa IPv6
PucyHok 16 nokasbiBaeT oopmat 3aronoska rnaketa IPve6.

Versionl Traffic Class | Flow Label
Payload Length Hext Header | Hop Limit
R /Scﬁ;ce Address _—
— e = 40
: fad Dctets
- ‘,” Destination Address
Next Header Extension Header Information I
3 ¥ariable

) Length

| Data Portion I

“ 32 bits *

PucyHok 16.

3aronoBok nakeTa IPv4 coctont 13 vyetbipex 6ant. 3aronosok naketa IPv6 coctont ns 40 6ant
06beanHeHHbIX No BoceMb 6anT. 3aronoBok naketa IPv6 cogepxut cneayrowime nons:

e Bepcuga
310 none coctout n3 4 out. B agpece IPv6 310 none gomkHO 6bITb 6.

e Knacc Tpaduka

3710 none coctouT 13 8 6ut. B aToM none ykasbiBaeTcsa cnyxba, npegocraensemMas aTum
nakeTom, kak 1 B none TOS B agpece IPv4.

e MeTka notoka

370 none coctout u3 20 6UT ANs UaeHTUMKaUUM NakeToB, NpUHaANeXawmx ogqHOMY U ToMy
xe noToky ycnyr. OauMH y3en MOXeT BbICTynaTb B KayecTBe WCTOYHMKA nepegayn ans
HEeCKONMbKMUX MOTOKOB OGCnyxuBaHuUA. MeTka noToka M aapec WCTOYHWKA OfHO3HAYHO
NAEHTUULMPYIOT OAUH NOTOK 06CIYXMBaHUS.

e [InnHa NonesHom Harpysku

3710 none coctonT U3 16 6UT, BKMNOYasA ANIMHY NONE3HOWN Harpy3kM nakeTa v ASIMHY pacLUMpPEHHbIX
napameTpos IPv6 (ecnn gocTtynHo). To ecTb, OH BKOYaAET AnvHy nakeTa IPv6, kpome 3aronoska
naketa IPv6.

o Cnegytowwmnin 3aronoBok

B aToM none ykasblBaeTcsa TUMN NPOTOKONAa B Nore 3arorfioska nocne 3aronoska naketa |IPv6. Kak
n B none Protocol (MpoTtokon) B 3aronoeke |Pv4-agpeca, none Next Header (Cnepytowui
3arofloBOK) UCNONb3YeTCH A8 yKadaHUs TOro, MCnosib3yeT N BepXHuK cnow npotokosn TCP nnu
UDP. OH Takke MOXeT MCMosb30BaTbCA ANS YKa3aHUs Hanu4ms 3arofioBka paclumpenuns IPv6.

e  OrpaHuyeHune nepexogos (Hop Limit)
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310 none coctouT U3 8 6ut. MNpn kKaxxgon nepecbiniaemon yCTPOMCTBOM MakeTHOW nepepaye
3HavyeHne nonsa ymedbliaetca Ha 1. Ecnu 3HaveHne nonsa pgocturaet 0, aToT naket Gyger
yoaneH. 31o noxoxe Ha none Lifetime B 3aronoske naketa IPv4.

e Agpec UCTOYHUKA
310 none coctout n3 128 6UT 1 ykasbiBaeT agpec oTnpasutensd B nakeTe IPve6.

e Apgpec HasHayeHus
310 none coctouT u3 128 6UT 1 ykasbiBaeT agpec nony4yartensi B nakete |Pv6.

B HacTosiwee Bpems IPV6 onpegenseT criedyroLme 3arofioBK1 pacLUMpEHNiA:

o [lapameTpbl nepexoga (Hop-By-Hop)
OTOT 3aronoBoK pacluMpeHnsa AOSMKEeH crneaoBaTh 3a 3aronioBkoM naketa IPv6. OH cocTouT na
AaHHbIX NapaMeTpoB, KOTOpble HEOBXOAMMO NMPOBEPUTDL HAa KAXXAOM y3re Mo NyTu.

o [lapameTpbl MapLpyTM3aumm (3arosioBoK MapLipyTtmsaumm tuna 0)

OTOT 3arofOBOK BHYTPEHHErO0 HOMepa yKasblBaeT Y3fbl, Yepe3 KOTOpble NakeT npoxoauT OT
MCXOAHOro agpeca Ao agpeca HasHaveHus. OH COCTOUT U3 aipeCcHOro cnucka yarnos passerby.
HavanbHbI agpec HasHavyeHnsa B 3arofioBke naketa |IPv6 — 3To nepBbIv agpec cpean agpecos
B 3arofioBke MapLipyTusaLuumu, HO He KOHEYHbI agpec Ha3HadyeHusa naketa. [locne Toro, kak
y3en, COOTBETCTBYIOLINA agpecy HasHadeHus B 3arornoBke naketa IPv6, nonyyaeT nakeT, OH
obpabaTbiBaeT 3aronoBok naketa |IPv6 1 3aronoBok MapLupyTM3aumm U oTnpaBnsaeT nakeT Ha
BTOPOW agpec, TpeTun agpec, U Tak Aanee B CN1CKe 3arofioBKOB MapLupyTu3auum 4o Tex nop,
nokKa nakeT He AOCTUrHEeT KOHEYHOro agpeca HasHayeHus.

o  ®parmeHT
McxogHbIv y3en ncnonb3yeT 3TOT 3arofIoBOK pacLUMpeHus A8 doparMeHTaumm nakeTos, AnMHa
koTopbIx npesbiwaeT MTU nytu (PMTU).

e [lapameTpbl Ha3Ha4yeHUA

OTOT 3aronoBOK pacluMpeHust 3ameHsieT nond napameTtpoB IPv4. B HacToswee Bpemsi none
napameTpbl HasHa4yeHUss MoXeT OblTb 3amnOfHEeHO TONbKO LeNbiM YUCIOM, KpaTHbiM 64 6uTt
(Bocemb 6auT), ecnn 3TO HeoOXOAMMO. JOTOT 3arofioBOK BHYTPEHHEro Homepa MOXEeT
MCNonb30BaTbCA AN nepefayn nHopmaumm, KOTopyto ByAeT NPoBePATb y3er Ha3HaYeHus.

e  BepxHuin cnon 3aronoeka
OTOT 3arofioBOK pacLUMPEHUst yKasbiBaeT Ha NPOTOKOJ, UCMOMb3yeMbI HA BEPXHEM YPOBHE,
Hanpumep, TCP (6) n UDP (17).
Ewe aBa 3aronoska pacwmperna AH n ESP 6yayT onucaHbl B pasgene Hacmpotika IPSec.

3.3.5. IPv6 PMTUD (Path MTU Discovery)

Mopo6Ho obHapyxeHuo MTU nyTtu IPv4 (PMTUD), IPv6 PMTUD nossonsieT XocTy AUHaMUYECKN
obHapyxuBaTb 1 perynupoBaTb pasmep MTU Ha nyTu nepegaym gaHHbIX. Ecnn anuHa naketa
AaHHbIX, KOTOPbI A0MMKEH BbITb OTNPaBfieH XOCToM, npesbiwaeT PMTU, y3en camocToAaTensHO
BbINOMHAET (pparmeHTaumno naketoB. Takmm obpasom, ycTponctBy IPv6 He Hy)XHO BbINONHATb
dparmMeHTaLno, SKOHOMUTb PECYPChbl YCTPOWUCTB U MOBbIWAThL 3(PPEKTUBHOCTL ceTu IPV6.

79

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtporika IPV6 W

MTU1500 MTU1480 MTU1400

47 n - >
A 1,500-byte packet
N
The ICMPv6 packet contains
too many bytes, route MTU1480.

%

A 1,480-byte packet

4

The ICMPv6 packet contains
too many bytes, route MTU1400.

N

A 1,400-byte packet

4

PucyHok 17.

Kak nokasaHo Ha PucyHke 17, ecnv anuHa nakeTa, KOTOPbIA JOSMKEH ObiTb OTNPaBfeH XOCTOM,
npesbiwaeT MTU, mapLupyTm3aTop oTbpacbiBaeT 3TOT NakeT 1 OTNpaBnsieT Ha XocT coobLieHne
ICMPv6 Packet Too Big, cogepxawee PMTU. NMocne aTtoro xoct dparMeHTUpyeT nakeT Ha
ocHoBe HoBoro PMTU. Takum o06pa3om, MapLIpyTM3aTOpy HE HYXHO BbINOMHATb
dparmMeHTaumto, 3TO IKOHOMUT PECYpPChbl MapLUpyTM3aTopa U NoBbiwaTb 3PEPEKTUBHOCTL CETU
IPV6.

3.3.5.1. CBsAizaHHasa KOHcurypauums
HacTtpoika MTU IPv6 untepdenca

e [lo ymonuanuto MTU IPv6 coctasnset 1500 Ha nHTepdence Ethernet.

e UYr0obbl yMeHbWUTb TpaduK, BbI3BaHHbIA OTOPAKOBKOM MakeToB, HeOOGXOAMMO
YyCTaHOBUTb NpaBunbHoe 3HayeHne MTU B COOTBETCTBMM C (DaKTUYECKOW CETEBOM
cpenow. BeinonHute komaHay ipv6é mtu, 4tobbl namennts MTU IPv6-nHTEepdeiica.

3.3.6. O6HapyxeHue coceneun IPv6

lMpotokon NDP gaBnsetca OCHOBHOWM YacTbio npoTtokorna |IPv6. Ero ocHoBHble yHKUUN
BKMOYalOT OBHapyxeHMe MapLllpyTu3aTopa, OOHapyXeHne npegukcoB, obHapyxeHue
napameTpoB, aBTOHACTPOVKY agpeca, paspelleHme agpeca (Hanpumep, ARP), onpeaeneHue
cnegywouwero nepexoga, NUD, DAD u nepeHanpasneHue. NDP onpefgenseTr naTb nakeToB
ICMP: RS (tun ICMP: 133), RA (tvn ICMP: 134), NS (aHanornyHo 3anpocy ARP, tun ICMP:
135), NA (ananoru4Ho otBety ARP, Tuny ICMP: 136), ICMP Redirect (Tun ICMP: 137).

Bce BbiwenepeyvncneHHble naketol ICMP nmetloT ogHy mnmM HECKOnbKo onuui. B HekoTopbix
Cnyyasx 3T onuuu SABNATCA HeobA3aTeNbHbIMU, HO B OPYrMX Cry4vasix OHW SABMATCA
cywectBeHHbIMU. B ocHoBHOM NDP onpegendet natb onuumi: MNapameTp agpeca MCXO4HOro
ypoBHA cBA3n, Type=1; napameTp agpeca UeneBOoro YpoBHA CBA3W, Type=2; napameTp
WHopmaumm npedukca, Type=3; napameTp 3aronoBka nepeHanpasneHus, Type=4; MTU
Option, Type=5.

Pa3peweHue agpecoB

Korga ysen nbiTaeTcs yCTaHOBUTb CBA3b C APYMMM Y3rnoMm, y3en OOSKeH Mnonyyntb agpec 2
YPOBHSA y3na, oTnpasmB emy naket NS. B aTom nakeTe agpecoMm HasHayeHus aBnsieTca agpec
MHOroaZpeCHON pacchIfiku y3na, COOTBETCTBYIOLWMI IPV6-aapecy yana HasHayeHus. STOT nakeT
TaKkKe COOepPXUT aapec YPOBHS KaHana ucxogHoro yana. Nocne nonyveHusa atoro naketa NS
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KOHLEBOM y3en nonyyaeTt oTBeTHblM nakeT NA, B KOTOPOM afpecoM HasHavyeHusa SBMsieTcs
ncxoaHbIn agpec naketa NS, To ecTb agpec YpOBHS KaHana 3anpawmBaemMoro yana. [locne
nonyvyeHns atoro naketa NA UCXOAHbLIN y3en MoOXeT OOMeHMBaTbCs AaHHbIMU C Yy3IIOM
Ha3HayeHus.

PucyHok 18 nokasbiBaeT NpOLECC paspeLLeHnst afpecos.

Ipv6 Neighbor Discovery (Nelghbor solicitation packet)
A
'P 3 'TQ!

lcmpt Type=135

Sro=A >

Dst=B's Solicited-node Multicast

Data=A's Link-layer Address lcmptE Type=136
Query=wWhat is B's link-layer address? Scr=B

Dst=4
Data=B's Link-leayer Address
A and B are ready to communicate nowy.

<
-

PucyHok 18.

NUD

Ecnn Bpemsi OOCTYNMHOCTM coceda MCTEKNo, HO TpebyeTcsi oTnpaBuTb unicast naket IPv6,
ycTponctao BbinonHaeT NUD.

Mpwu BbinoniHeHMn NUD ycTponcTBO MOXET NpoaoskaTe nepeckiniatb nakeTsbl IPV6 coceay.
DAD

Ytobbl y3HaTb, yHMKaneH nu agpec IPv6, HacTpoeHHbI Ons xocTa, YCTPOWCTBO OOJDKHO
BbinonHMTe DAD, otnpaBumB naket NS, B koTopom wucxoaHbin agpec IPv6 saensetca
HeonpedeneHHbIM.

Ecnn yctponctBo oGHapyxuBaeT KOH(NUKT agpecoB, AN 3TOro agpeca ycTaHaBnvBaeTcH
COCTOsIHME OybnupoBaHus, 4TOOblI YCTPOMCTBO He nonydano naketbl IPv6 ¢ Takum agpecom
Ha3Ha4yeHus. B To ke Bpems yCTPOMCTBO Takke 3anyckaeT TanMmep Ans atoro gybnupyoulero
agpeca, 4tobbl nepuoamyeckn BbiNONHATL DAD. Ecnn npu noBTOpPHOM OBGHapyXeHuu
KOH(NMKTa agpecos He 0OBHapPYXeHO, 3TOT agpec MOXHO UCMONb30BaTh.

MapwpyTtusarop, lNpecukc n O6HapyxeHMe napameTpoB
YCTponcTBO nepnogudeckn otnpasngeT nakeTol RA BCeM rokarnbHbIM y3rnam KaHana.
PucyHok 19 nokasbiBaeT npotecc oTnpasky naketa RA.

Ipv6 Neighbor Discovery (Router Advertisement Packet)
A B
"‘sl ls! I

Router Advertisement (RA)
Message
—P

lcmp6 Type=134

Src=Link Local Address of Router

Dst=Multicast Link Local Address of All Nodes FF02 : : 1

Data=Including Options, Router Life Span, Address Prefix List, and Some
Other Information for Automatic Configuration of Hosts

PucyHok 19.
MakeT RA 06bIMHO cOaepXUT crieaytoLLee CoOaepKMMOe:
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e  OpawuH nnn Heckonbko NpedukcoB IPv6-agpecos (Mcnonb3yetcsa anga onpenenexHnst no
KaHany nnvm aBTomaTU4eCcKon HaCTPOMKN agpeca 6e3 CoXpaHeHUs COCTOAHMS).

o [lencTBUTENBHOCTL Npedunkca agpeca IPv6.

e MeTog aBTOMATUYECKOM HACTPOMKM XOCTa (C COXpaHEHWEM COCTOsIHUS wnn 6es
COXPaHEeHUs1 COCTOSAHUS).

e WHdopmaumss 06 ycTponcTBe NO yMonyaHuio (He3aBMCMMO OT Toro, paboTaet nwu
YCTPOWMCTBO MO YMOSMYaHWUIO; eCrnin Aa, TO Takke BKIIYaeTcs MHTepsan ona 4encTBun B
KayecTBe YCTPONCTBA NO YMOMNYaHUIO).

e [lpyraa wuHcopmauma, npegocraBnsemas ans KOHdurypauum xocTa, Hanpumep,
orpaHuyeHune nepexonos, MTU n nHtepsan nosTopHon nepegadn NS.

MakeTbl RA Takke MOryT MCMOMb30BaTLCS B KAYECTBE OTBETOB Ha NakeTbl RS, oTnpaBneHHble
xoctoM. C nomoulblo naketoB RS XOCT MOXeT nonyyuTb aBTOMaTUYECKM HACTPOEHHYIo
nHcopMaLmio cpasy nocne 3anycka, a He xgaTb, noka RA-nakeTbl ©ygyT oTnpaBneHbl
ycTporcTBOM. Ecnu ons BHOBb 3anyLLeHHOro XocTa He HaCTpOeH unicast agpec, To B KayecTBe
nUcxogHoro agpeca B nakete RS xocT BkmovaeT HeonpeaeneHHbin agpec (0:0:0:0:0:0:0:0). B
NPOTUBHOM Crlydae XOCT MCNOSib3yeT HACTPOEHHbIM unicast agpec B Ka4yecTBe UCXOAHOro u
multicast agpeca Bcex nokanbHbIX YCTPONCTB MapwpyTusauum (FF02::2) B kayecTBe agpeca
Ha3HayeHust B nakete RS. B kadectBe oTBeTa Ha nakeT RS nakeT RA ucnonb3yeTt agpec
NCTOYHMKa nakeTa RS B kayecTBe agpeca HasHayYeHusa (ecnum agpec UCTOYHWKA He yKasaH, OH
ncnonb3yeT agpec MHOroaapeCHON pacchifnky Bcex rokanbHbIx y3noB (FF02::1).

B nakete RA MOXHO HaCTpoOuTb cnenyrwne napameTpbl:

e RA-vnHTepBan: nHTepsan otnpasBku naketa RA.

e RA-cpok cnyxbbl: Cpok cnyx6bl MapLpyTusatopa, To eCTb, JENCTBYET NN YCTPOUCTBO
B KayecTBe MapLLpyTM3aTopa no YMOM4YaHUIo Ha floKanbHOM KaHarne, a Takke MHTepBarn
BbINONHEHMSA PYHKUMIA MapLupyTusatopa no yMon4aHuio.

o [pedukc: npedukc agpeca IPv6 B nokanbHon ccbinke. OH ucnonb3yetca Ans
aBTOMAaTMYECKOro OrnpedeneHuss agpeca B pexume on-link unmv aBTomMaTnveckomn
HacTpoviku agpeca 6e3 COXpaHEeHWst COCTOSIHUA, BKIOYas Apyrve KoHdurypauuu
napamMeTpoB, CBA3aHHbIEe C NpedrKCoM.

e VHTepBan NS: nHtepBan NnoBTOpHOW nepenayn naketos NS.

e Bpemsa oxuoaHuga: nepuod, Korga YCTPOWCTBO paccMmaTpuBaeT cocefHuMn y3ern,
AOCTYMNHOro nocne obHapyXeHus cobbITUA NOATBEPXAEHUS OOCTYMHOCTU COCeLHEero
y3na.

¢  RA-hoplimit: numuT naketa RA, ncnonb3yembiv 4ns yCTAaHOBKU OrpaHnUYeHns nepexoaa
X0CTa AN OTNpaBkM OOHOAAPECHOro NakeTa.

¢ RA-mtu: MTU naketa RA.

e Managed-config-flag: nonyyaet nun xoct aTOT nakeT RA agpec Yyepe3 aBTOHACTPOVKY C
OTCNEXMBAHNEM COCTOSHMS.

e Other-config-flag: ncnonesyet nn xoct, nonyyatowmn atoT naket RA DHCPv6 ang
nonyyeHus gpyron nHdopmaumm, kpome IPv6-agpeca ana aBTomaTU4ECKOM HAaCTPOMKM.

HacTtponTe ykasaHHble Bbllle napameTpbl Npy HAacTponke aTpubyTos nHTepderica IPv6.
MNepeHanpaBneHne

Ecnn mapwpyTtusartop, nonyyatowmi naket IPv6, Haxoant 6onee aheKkTUBHbIV Crnegyowuni
nepexod (next hop), oH otnpasnset naket ICMP Redirect, 4tobbl coobwmTb y3ny o 6onee
yOadHbIX nocrneayrwmx nepexogax. Xoct ©Oyger Hanpsmyt oTnpaeBnsate naket IPv6 B
cneayownii pa3 Ha 6onee nyyLwnn Nepexog.

MakcrumanbHoe KonmMyecTBO HepaspelleHHbIX 3anucen ND
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e MoxHO HacTpouTb MakcuMarbHOe KONMYeCTBO HepaspelleHHbIx 3anmucen ND, 4ToObl
npegoTBpaTnTb Cco3faHue HepaspelleHHbiX 3anucern ND B ceTeBblX cermMeHtax
3M10YMbILUNIEHHUKOM, 3aHMMatoLLMM U30bITOYHOE MPOCTPAHCTBO NaMATH.

MakcrmanbHoe KonmMyecTBO 3anuncen obyveHuns cocenen B nHtepderice

e Bbl MOXeTe HacTpouTb MakcMMarnbHOE KONMYEeCTBO 3anucen obyveHus cocenen Ha
NHTepdemnce, YToObl NPegoTBPaTUTL NoNagaHne atak cocegHux yanos Ha ND 3anucu un
NMPOCTPAHCTBO MaMsATM YCTPOWCTBA U MNOBAUATL Ha 3(PQPEKTUBHOCTL NepechIsiku
YyCTPOMNCTBA.

3.3.6.1. CBsaizaHHas KOHcurypaums
BkntoueHne nepeHanpasnexus IPv6
e [lo ymonuaHmio naketbl nepeHanpaeneHuss ICMPv6 moryT ObiTb OTnpaBneHbl Ha
nHTepemnce! IPv6.

e  BbinonHuTe KomaHgy no ipv6 redirects B pexxmme koHGUrypaumm nHrepderica, 4Ytoobl
3anpeTtuTb MHTepdency oTnpasnaTb nakeTsbl Redirect.

Hactpowka IPv6 DAD

o [lo ymonuaHuio nHtepcenc otnpasngeT oaunH naket NS anga seinonHeHus 1IPv6 DAD.

e 3anyctute komaHgy ipvé nd dad attempts value B pexume KOHUrypaumm
nHTepdenca, 4Tobbl HacTpouTb KonmyectBo naketoB NS, nocnegoBaTenbHO
otnpaeneHHbix DAD. 3HaueHue 0 ykasbiBaeT Ha oTkntodeHme DAD gnst agpecos IPv6
Ha 3TOM UHTepdelice.

e BuinonHute komaHay no ipv6 nd dad attempts, 4To6bI BOCCTAHOBUTL KOHUIypauuio
MO YMOMN4YaHuIo.

e [lo ymonuaHuio yctponctBo BbinonHseT DAD no aybnupytowmmea agpecam |Pv6
Kaxkgble 60 cekyHA.

e BuinonHute komangy ipv6 nd dad retry value B pexxume rnobanbHoOn kKoHUrypawumm,
4yT06bI HacTpouTb MHTepBan DAD. 3HayeHue O ykasbiBaeT Ha oTkntodeHne DAD gns
YyCTPOMNCTBA.

e BbinonHute komaHgy no ipv6 nd dad retry, 4tobbl BOCCTaHOBUTL KOHDMUIypaLmio no
YMONYaHMHo.

HacTpoiika OOCTYynHOro BpemMeHun cocegHero yana

o [lo ymonuaHuio ansa cocegHero ysna IPv6 yctaHoBneHo 3HavyeHne 30 cekyHa.

e BbinonHute komanay ipv6 nd reachable-time milliseconds B pexume koHurypaumm
MHTepderica, YToGbl UBMEHUTb BPEMsi, B TEYEHME KOTOPOro MOXHO AOCTUYL coceaa.

HacTponka BpemeHu ycTapesLuen KoHurypauum cocefa

e [lo ymonuaHunio Bpemsa ycTapeBaHUs KOHdurypauum ana cocegHero yana |Pv6
ycTaHoBneHo 1 vac. o ncredeHnn aToro BpemeHun yctponcteo BbinonHaeT NUD.

e 3anyctute komaHgy ipv6 nd stale-time seconds B pexume KoHdUrypauum
NHTepenca, 4Tobbl U3MEHUTL BpeEMS yCcTapeBaHusa cocefa. Hactpownka nHgpopmaumm
npedukca

e [lo ymonyaHuio npedukc B nakete RA Ha uHTepdence — aTo npedmrKc, HACTPOEHHbIN
B KOMaHe ipv6 address uHTepdeica.

e BbinonHute komaHay ipv6 nd prefix B pexume KoHdUrypauum nHtepdenca, 4tobsl
AobaBuTb MK yaanutb npedukcbl U napameTpbl NPedUuKCoB, KOTOpble MOryT ObiTb
06bsABNEHDI.

BknitoueHne/oTknoveHne nogasneHns RA
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o [lo ymonuyaHuio nHtepcpenc IPv6 He oTnpasnseT nakeTsbl RA.

e 3anycTtuTe KOmaHay no ipv6 nd suppress-ra B pexume KoHpurypaumm nHtepdenca,
YyTOOBbI OTKITOYUTL NodaBneHne RA.

HacTtpoika MakcumanbHOro KkonmyecTsa HepaspeLLeHHbIX 3anncen ND

e 3HayeHue no ymonyaHuio 0, ykasbiBawwlee Ha OTCYyTCTBME orpaHudeHun. OHa
orpaHMyeHa TOMbKO NpPOMyckHOM cnocobHocTblo BBoda ND, nogpepxuBaemon
YCTPOMNCTBOM.

e 3anyctute komaHgy ipv6 nd unresolved number B pexume rnobanbHon
KoHdurypauum, 4tobbl OrpaHMyYnTb YMCIO HepaspeLLeHHbIX coceaen. [locne Toro kak
3anMcu NpeBbICAT 3TO OrpaHW4YeHue, YCTPOMCTBO He OydeT akTMBHO paspeluaTb
nocriegyrolime nakeTbl.

HacTtpoika makcumansHoro konmndectsa 3anmcen ND, nonyyeHHbIX B MHTepdence

e 3anyctute KomaHgy ipv6 nd cache interface-limit value B pexunme KoHcurypauuu
MHTepdenca, 4TOObl OrpaHNYUTbL KOMMYECTBO COCEdEeN, KOTOpble Yy3HanM Ha
nHTepdence. 3HadeHne no ymonyaHuo 0, ykasbiBatolLlee Ha OTCYTCTBUE OrpaHUYEHUN.

3.3.7. MapwpyT ncrouyHuka IPv6 (IPv6 Source Routing)
3.3.7.1. MprHUMN paboTbl

AHanorm4yHo onumsiMm source route, loose source route, u record route IPv4, 3aronosok IPv6
NCNonb3yeTcs A8 yKa3aHUsa NPOMEXYTOYHbIX Y3r10B, Yepe3 KOTOpPbIe NakeT NMPOXOAUT MO NyTH K
agpecy HasHaueHus. OH ucnonb3yeT crieayowmnn popmar:

One byle One byle One byle One byle
Extended Route type Remaining
et listlzs header langth =0 sagments

Data specific to each route type

PucyHok 20.

MNMone Segments Left ucnonb3yetca Ans ykasaHusi KONMMYECTBA MPOMEXYTOUHbIX Y3IOB,
yKa3aHHbIX B 3arofioBke MapLupyTusauuy naketa, KOTopbli JOSHKEH NMPOWTY OT TeKyLuero ysna
[10 KOHEYHOr0 agpeca Ha3Ha4YeHusl.

B HacTosiwee BpeMs onpegenexsl Asa Tvna mappytusauum: 0 1 2. 3aronoBok MapLupyTusaumnm
Type 2 wucnonb3yetca pnns mobunbHon cBaAsn. RFC 2460 onpepensieT 3arofioBOK
mMapwpytusauum Type O (aHanornyHo onuuu mapLupytm3auum cBoBOAHOro UCTOYHUKa IPv4).
dopmaT 3aronoska mapLupyTtusauuu Type 0:
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One byte One byte One byle One byle

Extended Route type Remaining
=0

Next header | o ader length segments

Reserved

Address 1

Address M

PucyHok 21.

B cnegyowem npvmepe onucbiBaeTcA MPYMEHEHWe 3aronoBka Mappytudauun Type 0
(PvcyHok 22).

Host 1 Router 1 Router 2 Router 3 Host 2

PucyHok 22.

Host 1 otnpaensget Host 2 nakeT, ykasbiBaloLWmMii NPOMEXYTOUHbIE Y3Mbl MapLipyTmM3aTop 2 u
mapwpyTusatop 3. B cnegywowen tabnuue nepeyncrneHbl M3MEHEHUS NONewn, CBA3aHHbIE C
3aronoBkoM IPv6 1 3aronoBkom mMapLupyTM3auumn B Npouecce nepechInku.
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Y3en Monsa B 3aronoBke IPv6 Mons, cBA3aHHbIE C 3aroyioOBKOM
nepepayiu mapuwpyTta Type 0
Host 1 Source address=1000::2 Segments Left=2

Destination address=1001::1 Address 1=1002::1 (Agpec Router 3)
(Aopec Router 2) Address 2=1003::2 (Agpec Host 2)
Router 1 No change
Router 2 Source address=1000::2 Segments Left=1
Destination address=1002::1 Address 1=1001::1 (Aapec Router 2)
(Agpec Router 3) Address 2=1003::2 (Agpec Host 2)
Router 3 Source address=1000::2 Segments Left=0
Destination address=1003::2 Address 1=1001::1 (Agpec Router 2)
(Aopec Host 2) Address 1=1002::2 (Aapec Router 3)
Host 2 No change

HDOLI,GCC nepecblsikK/ BbIMONMHAETCA crnegyrownm o6paaoM:

1. Y3en 1 oTnpaBnsieT NnakeT, B KOTOPOM aApecoM HasHaveHus ABnseTca agpec
mMapupyTtusatopa 2 1001::1, 3aronoBok MappyTtusaumm tuna 0 3anonHseTcs
agpecom mapupyTtusatopa 3 1002::1 n agpecom yana 2 1003::2, a 3HayeHune nons
Segments Left cermeHTOB paBHoO 2.

2. MapuwpyTtusatop 1 nepecbinaeT 3TOT NAaKeT Ha MapLIpyTM3aTop 2.

3. MapuwpyTtursaTtop 2 usMeHseT agpec HasHavyeHus B 3aronoske IPv6 Ha agpec 1 B
3aronoBke MapLupyTusaumm. To ecTb, agpec HasHa4YeHUs1 CTaHOBUTCSA agpecom
1002::1 mapwpyTtusaTopa 3, agpec 1 B 3aronioBke MapLupyTmM3aLmm CTaHOBUTCH
agpecom mapuipytmusatopa 2 1001::1, a 3Ha4eHue neBoro Nonsa CerMeHToB
ctaHoBuTca 1. [locne BHECEHUA N3MEHEHUI MapLUPYTM3aTOp 2 NepechinaeT NakeT Ha
MapLupyTmsartop 3.

4. MapuwpyTtmnsatop 3 U3MeHsIeT agpec Ha3HavyeHus B 3aronoBke IPv6 Ha agpec 2 B
3aronoBke MapLupyTmusaumun. To ecTb, aapec Ha3Ha4YeHUs CTaHOBUTCA aapecoMm yana 2
1003::2, agpec 2 B 3aronoBke MapLUpyTU3auum CTaHOBUTCS aapecoM
mMapwpyTtmusatopa 3 1002::1, a 3Ha4yeHne NeBoro Nong cerMeHToB ctaHosuTcs 0.
[Mocne BHeceHMs M3MeHeHUI MapLupyTu3aTop 3 nepeckinaeT nakeTt Ha y3en 2.

3aronoBok MmapupyTtusaumm Type 0 MOXeT ncnonb3oBaTthes Ans nHmummpoBanms DoS-atak. Kak
nokasaHo Ha PucyHke 23, y3en 1 oTnpaBnsieT nakeTbl Ha y3en 2 co ckopocTbio 1 Méut/c un
yaanseT 3arofioBOK MapLupyTusaumm, 4ToObl Bbli3BaTb HECKONIbKO NeTenlb 0obpaTHOW CBA3U
Mexay maplipytusatopom 2 1 mapuwpyTtudatopom 3 (50 pas ¢ maplpyTtusatopa 2 Ha
mMapLpyTmsaTop 3 1 49 pas ¢ mapwpyTusatopa 3 Ha mapLupyTu3aTop 2). B 310 Bpems 3aronosok
MapLupyTM3auun cosgaeTt addekT ycuneHusa Tpaduka:" 50 Méut/c ¢ mapwpyTtmnsartopa 2 Ha
mMapwpyTtmsatop 3 u 49 M6ut/c ¢ mapwpytmsatopa 3 Ha Mapwpytmsatop 2." M3-3a atom
npobnembl 6e3onacHocTn RFC 5095 otmeHun 3aronoBok mapLpytmsauun Type 0.
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1 1000 "( ) 1 { y. 1001 .'T 49Mbp3 1003 1 1003 2
1Mbps 1hbps Router 2 S0Mbps 1Mbps
Host 1 & Router 1 P Router 3 g Host 2
IPvE Packet

Source Address 1000::2

Destination Address 1001:1 .
Host 1 sends packets to Host 2, passing through Router 2, Router 3,

Segments Left inthe Type 0 Router 2, and Router 3, ...
Routing Header: 100 Each packet is sent 50 times from Router 2 to Router 3 and 49 times
Address 1: 1002::1 from Router 3 to Router 2.

Address 2. 1001::1
Address 3: 1002:1
Address 4: 1002:1

Address 99: 1002::1
Address 100: 100:3::2

PucyHok 23.

3.3.7.2. CBAi3aHHas KOHcurypaums
BkntoyeHne mapipyTtumsaumm nctovHmka (Source routing) IPv6

° 3aronoBok MapLipyTtmnsaunm Type 0 He noaaepXmBaeTcd Nno YMOI4aHuio.

e 3anyctuTe KomaHay ipv6 source-route B pexxmme rnobanbHOM KoHUrypaumm, 4toobl
BKNIOYNTb MapLLpyTM3aLunio UCTOYHKUKA IPV6.

3.3.8. OrpaHunyeHue CKOpoCcTn oTnpaBKku coobwweHnn o6 owmnbkax ICMPv6

3.3.8.1. MpurHUMN paboTbI

Y3en HasHayeHuss Unu MpoOMEXYTOYHbI MapLipyTusaTop oTtnpasnaeT coobuweHns ICMPV6,
4YTOObI COOBLLNTE 06 OLMBKaxX, BOZHMKLLUNX BO BPEMS MEPECHINTKU 1 Nepedayvm nakeToB AaHHbIX
IPv6. B oCHOBHOM cyLlecTByeT YeTbipe Tuna coobweHnn o6 owmnbkax: Destination Unreachable,
Packet Too Big, Time exceeded n Parameter Problem.

Mpyn nonyyeHun HeBepHoro naketa |Pv6 ycTponcTBO oTOpacbiBaeT nakeT M oTnpasBndet
coobueHne 06 owmnbke ICMPV6 Ha ucxoagHein agpec IPv6. B cnyvae dos atak Ha nakeTbl IPv6
YCTPOWCTBO MOXET HEMPEPbIBHO OTBEYaTb Ha coobLueHns 06 owmnbkax ICMPV6 oo Tex nop, noka
pecypcbl yCTPOMCTBA HE ucyepnaHbl WU, TakuMm o6pas3om, He OyayT AOMmKHbIM obpasom
npegoctaenaTbCs ycnyrn. [Ona peweHnss 3Ton nNpobnembl MOXHO OrpaHuMYMTb CKOPOCTb
oTnpaeku coobLeHnn o6 owmnbkax ICMPVE.

Ecnu onuHa nepecbinaemoro naketa IPv6 npesbilwaet MTU IPv6 ncxogsuiero nHtepdenca,
MapLupyTM3aTop oTbpackiBaeT 3ToT naket IPv6 n otnpaenset obpaTtHo coobweHne ICMPV6
Packet Too Big Ha wucxogHbii agpec IPv6. 3to coobuweHne o6 owwnbke B OCHOBHOM
ncnonedyetca B npouecce IPv6 PMTUD. Ecnu ckopocTb oTnpaBku coobuieHun o6 ombkax
ICMPV6 orpaHudeHa ns-3a 4pe3MepHOro KonmyecTea gpyrnx coobLuieHnn o6 owmnbkax ICMPVE,
coobuwennsa ICMPV6 Packet Too Big moryT 6biTb 0TGUnNbTPOBaHbI, YTO NpuBeaeT K cboto IPv6
PMTUD. NMoaToMy pekoMeHAyeTcs OrpaHn4mMTb CKOPOCTb oTnpasBku naketos ICMPV6 cnuwwkom
BonbLWMMK COOBLLEHNSIMY HE3ABUCUMO OT ApYrnx coobLueHun ob owmbkax ICMPV6.

HecmoTpst Ha TO, 4TO nakeTbl nepeHanpaeneHus ICMPv6 He saBndawoTca coobueHusimn ob
owwnbkax ICMPV6, pekoMeHayeTCsl OrpaHnYnUTb MX KOSIMYECTBO BMeECTe C coobuieHusMmn ob
owmnbkax ICMPvV6, 3a nckniodeHnem coobiieHmin Packet Too Big.
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3.3.8.2. CBA3aHHasA KOHcurypaums

HacTtpoiika ckopocTtu otnpaeku naketa ICMPv6 cnuwikom 60onbLumnx coodLeHui

e YactoTta no ymonyaHuto coctaensaet 10 Ha 100 mc.
e 3anyctute komaHgy ipv6 icmp error-interval too-big, 4To6bl HAaCTPOUTb CKOPOCTb
otnpaekn ICMPv6 Packet Too Big coobLueHnn.
HacTpolka ckopocTu oTnpaBku apyriux coobLieHun o6 owmnbkax ICMPv6

e YacrtoTta no ymonyanuto coctaenset 10 Ha 100 mc.

e BbinonHute komaHay ipv6 icmp error-interval gna HacTpPOWKM CKOPOCTM OTNpaBKu
apyrmx coobweHun o6 owmnbkax ICMPvVE.

3.3.9. OrpaHunyeHune nepexopa IPv6(IPv6 Hop Limit)
3.3.9.1. MpurHUMN paboTbI

MakeT paHHbIX IPV6 npoxoauT 4epe3 mapLipyTu3aTopbl OT MCXOOHOrMo agpeca u agpeca
HasHayeHus. Ecnn HacTpoeH NUMUT nepexofa, OH YMEHbLUAeTCs Ha eauHULY Mnpu Kaxkaoom
NPOXOXAEHNN NakeTa vyepe3 maplipytudaTtop. Koraoa orpaHnyeHne nepexonga yMmeHbLaeTcs 4o
0, mapLpyTm3aTop oTOpacbiBaeT nakeT, 4Tobbl NPeaoTBPaTUTL HEOrPaHNUYEHHbIE BO3MOXHOCTM
nepegayun GecnonesHoro naketa nNO CeTM W MNOTEPU MNPOMYCKHOW CMOCOBHOCTU ceTw.
OrpaHunyeHue nepexoga aHanornyHo TTL IPv4.

3.3.9.2. CBsAizaHHas KOHcurypaums
HacTpoiika npegena onepaunn IPv6

e  OrpaHuyeHune nepexoga IPv6 no ymonuaHmio ons yCTponcTBa coctaBnsaeT 64.

e Buinonnute komaHay ipv6 hop-limit, 4tobbl HacTpouTb orpaHuyeHue nepexoga IPv6
ANs yCTpoOncTBa.

3.3.10. NMpeob6pazoBaHue n3 otnpaBku naketoB NS B ceTn ayteHTUDMKauum
VLAN

3.3.10.1. MprHUMN paboThbI

B pexunme ayteHTUpmkaumm wnosa sce nogcetn VLAN B Super VLAN no ymonyaHuio SBRsoTCA
cetamu VLAN ansa ayteHTudukauuu. MNonb3osatenn B cetn ayteHTudmkaumm VLAN OOMmKHbI
NponTn ayTeHTuduKauuio aAna gocrtyna kK cetu. [locne ayteHTudMKauum Ha yCTpPOMCTBE
cospaeTca cratmdeckas 3anucbe ND. [lloatomy npu goctyne K ayTeHTUpuuupoBaHHOMY
nonb3oBaTento YCTPONCTBY He HYXHO oTnpaBnatb nakeTbl NS B VLAN ayteHTupmkaumn. Ecnm
YCTPOMWCTBO MbITaeTCA NOMy4mMTb AOCTYN K nonb3oBatenam B VLAN 6e3 ayTeHTUdukaumm, emy
HY>KHO oTnpaBnaTb 3anpockl NS Tonbko B VLAN 6e3 ayTeHTudmkaumm.

B pexume ayTeHTUdMKaumm wno3a ¢QyHKunsa npeobpasoBaHns naketoB NS B cetu
ayTteHTudmkauumn VLAN BKMOYEHa Ha YCTPOMCTBE MO yMonyaHuo. Ecnu yctponcTy TpebyeTcs
AOCTyNn K MOnb30BaTensM, He WUCNONb3YKLWMM ayTeHTUdUKaLMIo, B CeTU ayTeHTudumkaumm
VLAN, oTknoumnTe 3Ty OYHKLMIO.

3.3.10.2. CBAzaHHaA KOHduUrypauus

BkntoyeHne doyHkLmMm npeobpasoBaHns n3 otnpasky naketoB NS B ceTn ayteHTudmkaumm VLAN

e 3anyctute komaHgy ipv6 nd suppress-auth-vlan-ns B pexume KoHdUrypauum
nHTEpdenca, YToObl BKIOUNTE (OYHKLMIO Npeobpa3oBaHusa n3 otnpasku naketos NS B
cetn ayteHTuukaumm VLAN.

o [laHHbIN hYHKUMOHAT BKIKOYEH MO YMOMYaHUIO.
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e OTa (PpyHKUMA NOAAEPKMBAETCHA TOMbKO Ha BMPTyaribHbIX MHTepdencax kKommytaTopa
(SVI) n pencteyeT TOMBKO B peXume ayTeHTUMKaL MM LWo3a.

3.3.11. Wno3 no ymonyaHuio B UHTepcence ynpasreHns

3.3.11.1. MprHUMN paboTbI

N3 no ymonyaHuio HacTpOeH B UHTepdence ynpaBneHus Ans co3gaHusa maplupyta no
YMOSYaHUIO aNns 3Toro nHTepdenca.

3.3.11.2. CBsizaHHasA KOH(Urypauusa

HacTtpoika winto3a no yMmonyaHuio B MHTepdernce ynpaBneHusi

e BuinonHute KomaHgy ipv6 gateway ipv6-address B pexume KoHdurypauum
nHTEepdenca, YTobbl HACTPOUTD LUMKO3 MO YMOMNYaHUIO B MHTepderice ynpaBneHusl.

e [lo ymon4yaHuio B nHTepence ynpaBneHns He HaCTPOEH LUSI03 MO YMOSYaHMIO.

3.4. HacTpouka

HacTponka OnucaHue u KomaHaa
Hactponka IPv6- | (OBA3ATEJIbHO) Wcnonb3yetca ansi HacTpovku agpecoB IPv6 wn
agpeca BKMtoveHus IPv6

ipv6 enable Bkntouaet IPv6 B uHTEepdeice

ipv6 address HacTtpanBaeT unicast-agpec IPv6

NUHTepdenca

Hactponka IPv6 | (ONMUNOHAJIBHO) Wcnonb3ayetca and BKKYEHUA nepeHanpaBneHus
NDP IPv6 Ha uHTepdeice

ipv6 redirects BkntovaeTt nepeHanpasneHue IPv6 Ha
nHTepdence

(OMNUMUOHAINBHO) UcnonbayeTcs anga BkrtoveHna DAD

ipv6 nd dad attempts HacTtpauBaeT Konn4ecTso
nocrnegoBatenbHbIX naketoB NS,
oTnpaeBneHHbix DAD

(OMNUUOHAINBHO) Ucnonb3yeTca anga HacTponkn napameTpos ND

ipv6 nd reachable- | HacTtponka goCTynHOro BpemeHu cocegHero
time y3na

ipv6 nd prefix HacTponka npedukca agpeca, KoTopbi byaet
obbaBnATbLCA B Nakete RA
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Hactpowka OnucaHue u KOmaHaa
HacTtponka IPv6 | ipv6 nd suppress-ra BkntoyaeT nogasneHue RA Ha uHTepdeice
NDP

(OMNMUMOHAINBHO) Ucnonb3yeTcs ang HAaCTPONKN MaKCUMarnbHOro
Konmn4yecTBa HepaspeLleHHbIX 3anucen ND

ipv6 nd unresolved HactpanBaeT makcMmarnbHOe KOnmMyecTBO

HepaspeLleHHbIX 3anmcen ND

(OMNUUOHAINBHO) Wcnonb3yeTca AN HACTPOWKM  MaKCUManbHOro
Konm4yecTBa cocefiel, NosfyyeHHbIX Ha HTepdence

ipv6 nd cache

interface-limit

HactpanBaeT makcMmanbHoe KOnmMyecTBO
cocenen, Nony4YeHHbIX Ha MHTepdence

Hactpovika MTU

(OMNUMOHAINBHO) NUcnonbayeTtca anst orpaHnyeHus MTU nakeTtoB IPv6,

IPv6 Ha | OTNPaBEHHbIX Yepes3 NHTepdenc
uHTepdence
ipvé mtu HacTtpausaet MTU IPv6
BkntoyeHue (ONMUMOHAJIIBHO) Wcnonb3yeTca AOna  BKAKYEHUS MapLupyTusaumm
MapLupyTa NCTOYHUKa IPv6
ucrtovHnka IPv6
(RI)PV? SOUrCe | jhy6 source-route HacTpoiika ycTpoiicTBa [Ansi Nepechinku
Routing) nakeToB |Pv6 c 3arofiloBkOM MapLupyTM3auum
Hactpoika OnumoHanbHO
CKOPOCTH
OTnpaBku ipv6 icmp error- | HacTponka CKOpOCTM OTNpaBKM NakeToB
coobuleHui 06 | interval too-big ICMPV6 cnuwkom 60nbLumx coobLLEeHNIA
owmnbkax ICMPv6
ipv6 icmp error- | HacTtponka cKOpoCTM OTNpaBKkM  OpYrux
interval coobueHnn ob owmndbkax ICMPv6 n naketoB

nepeHanpasneHuns ICMPv6

Hactpoiika
3HayeHus

Hop Limit

IPv6

(OMNUMOHAINBHO) Ucnonb3yeTca ons OrpaHUYEHNs 4Yucna nepexonos
oAHoaapecHbIX nakeToB IPV6, oTrnpaBneHHbIX Yepes NHTepdenc

ipv6 hop-limit HacTtpoika orpaHnyeHnsa nepexoga IPv6
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Hactpowka OnucaHue u KOmaHaa

Bkntoyenwne/Bobikn | (OMNMUNOHAJIBHO) Mcnonb3yeTtcs onst orpaHnyeHns oTrnpaBku NakeToB
toyeHne dyHkumm | NS B ceTu ayteHTudmkaumm VLAN B pexxume ayTeHTUdUKaLUm Lwino3sa
OTKasa OTnpaBKu

NaKeToB N\?LAI?J ipv6 nd suppressauth- | Bkntoyaet noaasnexve
cem vlan-ns LuMpOKoBeLLaTenbHOM paccebinikn NS B ceTax
ayTeHTudvKaumnm
ayteHTupmkaumm VLAN

HacTponka (ONUUOHAINBHO) Ncnonb3yeTcsa AN HACTPOWKK LUMKO3a MO YMOTYaHUIO
LI03a no | B UHTepdence ynpasneHus
YMONYaHu1Io B
nHTEpEence ipv6 gateway HacTpoiika lwmo3a no  ymonyaHuio B

e o
ynpasneHns ipv6-address nHTEepdeice ynpasneHus

3.4.1. Hactpouka IPv6-agpeca

3.4.1.1. PeaynbTaT KOHUrypaumm

HacTtpownTte IPv6-agpec nHtepdenca ans peanusaunmn ceteson cesasn IPv6.

3.4.1.2. dTanbl KOH(pUrypaumum
BkritoueHune IPv6 Ha nHTepdeice

e (OMNUMOHAINBHO) Ecnun Bbl XOTUTE BKIOYUTL NOAOEPXKKY NPOTOKOMNa 6€3 HacTPOKK
agpeca IPv6, BbinonHUTE KOMaHAay ipve enable.

HacTtponka unicast-agpeca |IPv6-nHTepdgelica

e (ObasaTenbHo.

3.4.1.3. NpoBepka KOH(pUrypaumum

3anyctute komaHgy show ipv6 interface, 4Tobbl NpoBepuTb, AEWCTBYET NN HACTPOEHHbIN
agpec.

3.4.1.4. CBA3aHHbIe KOMaHAbI

BkntoyeHue IPv6 Ha nHtepcence

KomaHga ipv6 enable
Pexxum Pexxum koHurypaumm nHtepderica
KOHcpurypauum
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BctpoeHHas
noackaska

MpoTtokon IPv6 MOXHO BKNOYUTL Ha MHTepdbernce AByms crnocobamu:
1) BbiNONHEHNE KOMaHAbl ipv6 enable B pexume HaCTPOMKK
UHTepdenca; 2) HacTporka agpeca |IPv6 Ha uHTepdpeice.

NMPUMEYAHUE: Ecnn wuHTepdenc cBdA3aH C  MYNbTUNPOTOKOMbHbLIM
obbektom VRF, HacTpoeHHbIM 6e3 cemencTtBa agpecoB IPv6, IPv6 He
MOXeT ObITb BKMOYEH Ha 3TOM MHTepdence. IPv6 Ha aToM nHTepdelice
MOX>XHO BKITHOUUTb TONbLKO NOCIe HacTPonKu ceMencTea agpecos IPv6 ang
MHoronpoTokoneHon VRF.

Ecnn IPv6-agpec HacTpoeH Ha wuHTepdpence, |IPv6 aBTOMaTMyecku
BKItOYaeTcHd Ha 3ToM uHTepderice. B atom cnyyae npotokon IPv6 Henb3s
OTKITIOUUTb, AaXKe eciv Bbl BbINOSIHAETE KOMaHAy No ipv6 enable

HacTtpowka unicast-agpeca IPv6 nHtepcenca

KomaHpa

ipv6 address ipv6-address / prefix-length
ipv6 address ipv6-prefix / prefix-length eui-64
ipv6 address prefix-name sub-bits / prefix-length [ eui-64 ]

Onucanve
napamMmeTpoB

ipv6-address: ykasbiBaeT agpec |IPv6, kOTopbI OOMKEH COOTBETCTBOBATL
dopmaty agpeca, onpegeneHHomy B RFC 4291. PasgeneHHoe gBOETOUNEM
(:), kaxpoe none agpeca cocTout u3 16 OUT M nNpeacTaBneHo
LeCTHaaUaTePUYHBIMU CUMBOSTAMM.

ipv6-prefix: ykasbiBaeT npecukc agpeca IPv6, KoTopbli  AOOMKeH
COOTBETCTBOBaTbL (hopmaTty agpeca, onpegeneHHomy B RFC 4291.

prefix-length: ykasbiBaeT gnvHy npedwmkca agpeca |IPv6, To ecTb 4acTb,
npeacraBnsoLLyto ceTb B agpece IPv6.

prefix-name: ykasblBaeT UMs YHMBeEpcanbHOro npedukca. YkasaHHbIN
yHMBEpCanbHbii  NpeduKC ucnonb3yeTcda [Ans  co3gaHus  agpeca
nHTepdeinca.

sub-bits: ykasbiBaeT GuTbl cybnpedurkca u 6utbl XocTa agpeca, KOTopble
OOJTDKHbI OblTb 06beanHeHbl ¢ npedunkcamu, NpesocTaBAeHHbIMU OBLLMM
npeguKcoM, YKasaHHbIM C napameTpom prefix-name. 3To 3HauveHue
ob6beanHseTca C yHuBepcanbHbIM MpeguKCoM A cOo3daHua agpeca
UHTepdenca. OTo 3HaA4YeHME OOMKHO OblTb B dhopme, ykaszaHHoW B RFC
4291.

eui-64: ykasbiBaeT co3faHHbI |IPv6-agpec, COCTOSALWMIA U3 HACTPOEHHOO
npedwukca agpeca n 64-6utHoro ngeHtTndmkaropa nHTepdenca

Pexxum
KOHdpurypauuu

Pexxum koHdurypaumm nHtepderica
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NMPUMEMAHUE: Ecnn wnHTepdenc cBA3aH C  MYNbTUMPOTOKOSbHBIM

obbekTom VRF, HacTpoeHHbIM 6e3 cemencTBa agpecos IPv6, agpec IPv6 He
MOXeT ObITb HacTpoeH Aans atoro uHTepdenca. IPv6-agpec atoro
MHTepdenca MOXHO HACTPOUTbL TOSLKO MOCHE HaCTPOMKM CeMENCTBa
agpecoB IPv6 onsa mHoronpoTtokonsHon VRF.

Ecnn unHtepdenc IPv6 cosgaH M HaxoguTCcsa B COCTOSIHUM FOTOBHOCTW,
cuctema aBTOMaTUYECKM CO34aeT NOKanbHbIA agpec KaHama ans 9Toro
nHTEpdenca.

IPv6-agpec wuHTepdenca Takke MoXeT ObiTb CO34aH C  MNOMOLLbIO
yHMBepcanbHoro mexaHnama npedukcos. To ectb IPv6-agpec = Universal
prefix + Sub prefix + Host bits. YHuBepcanbHbI npedmKc MOXHO HAaCTPOUTb,
BbIMOMHMB KOMaHgy ipv6 general-prefix wnm BbINOAHMB  YHKUMIO
obHapyxeHus npedwukcoB knueHta DHCPv6 (cm. pasgen 5. Hacmpolka
DHCPv6). Sub prefix + Host bits yana 3agatotca napameTtpamm sub-bits n
prefix-length B komaHae ipv6 address.

Ecnn Bbl 3anyckaeTte komaHgy no ipv6 address 6e3 ykasaHusa agpeca, Bce
agpeca, HaCTpPOEeHHbIE BPYYHYHO, OyayT yaaneHsi.

UTtobObl ymanuTb HACTPOEHHbIN agpec, BbIMNOMHUTE KOMaHvdy ho ipv6
address ipv6-prefix/prefix-length eui-64

3.4.1.5. NMNpumep KoHcpUrypaumm

HacTpoiika agpeca IPv6 B nHtepdeice

OTanbl Bkntounte IPv6 Ha wHTepdpence GigabitEthernet 0/0 n pobasbTte
KoHpurypauum IPv6-agpec 2000::1 B nHTEpPdENC
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)#ipvé enable
QTECH(config-if-GigabitEthernet 0/0)#ipvé address 2000:1/64
MpoBepka BeinonHuTe komaHay show ipv6 interface, 4tobbl y6eantbcs, 4To agpec
KoHdburypauum ycnewHo gobasneH B nHtepdenc GigabitEthernet 0/0

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface
gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:00:00:00

INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
INET6: 2000::1 [ TENTATIVE ], subnet is 2000::/64

Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
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ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.2. Hactpowmka IPv6 NDP

3.4.2.1. PesynbTaT KOHUrypaumum

HacTponTte atpnbyTbl, cBa3aHHble ¢ NDP, Hanpumep, Bkntounte nepenanpasnerne IPv6 n DAD.

3.4.2.2. NpumeyvaHusn

MogaeneHune RA BkItoueHo Ha nHTepdercax no ymonyaHuo. Ytobbl HACTPOMTL YCTPONCTBO ANg
oTnpasku naketoB RA, BbINonHMTE KOMaHAy No ipv6 nd suppress-ra B pexunme KOHUrypaumm
NMHTepdenca.

3.4.2.3. dTanbl KOHpUrypaumum
BkritoueHne nepeHanpasneHus IPv6 Ha nHtepdence

e (OMNUMOHANBLHO) nepeHanpasneHne |Pv6 BKMOYEHO MO YMOTHYaHUIO.

e  YT00ObI OTKOUMTL NepeHanpaeneHne |IPv6 Ha MHTepdence, BbINONMHUTE KOMaHAy nNo
ipv6 redirects.

HacTpolka konuyecTBa nocnegoBaTernbHbIX NakeToB NS, otnpaeneHHbix Bo Bpems DAD

e  OnuuoHanbHo.

e  YT00bI 3anpetuThb BKtoveHne DAD ans agpecor |IPv6 Ha nHtepdence nnm nsmMeHnTb
KonmyecTBOo nocnegoBatenbHbix naketoB NS, ortnpaBneHHbix DAD, BbinonHuTe
KomaHgy ipv6 nd dad attempts.

HacTtporika 4oCTynHOro BpeMeH coceaHero yana
e  OnuyuoHanbHo.

o [N namMeHeHuns AOCTYMHOro BpEMEHM cocea BbiNorHUTE KoMaHay ipv6e nd reachable-
time.

HacTponka npedmkca agpeca ang obbsiBreHus B nakete RA

e [lo ymonyaHuio npedunkc B nakete RA Ha nHTepdernce — 310 NpeduKc, HACTPOEHHbIN
B KOMaHZe ipv6 address uHTepdenca.

e (HeobssatenbHo) BeinonHuTe komanay ipv6 nd prefix, 4tobbl 4O6aBUTL UNK yaanuTb
npeduKcbl 1 NnapameTpbl NPedUKCoB, KOTOPbIE MOTYT OblTb OOBLABIIEHDI.

BkntoueHune/BbikntoveHne nogasneHus RA Ha nHtepdence
e  OnumoHanbHo.

e YT106bI HACTPOUTL YCTPONCTBO ANs OTNpaBkM NakeToB RA, BbINOMHUTE KOMaHAY NO ipv6
nd suppress-ra.
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HacTpoika MakcumManbHOro KkonmyecTsa HepaspeLLeHHbIx 3anncen ND

OnunoHanbHo.

Ecnun un3-3a ckaHupylowmnx artak cosgaetcs 6onblioe KONMMYecTBO HepaspeLleHHbIX
3anucen ND, BbinonHuTe komaHay ipv6 nd unresolved, 4ToGbl OrpaHWYUTL YMCNO
HepaspeLLeHHbIX coceden.

HacTponka makcumansHoro konndectsa 3anucent ND, nonyYyeHHbIX B UHTepdence

OnunoHanbHo.

Ecnn konnyectBo xocToB IPV6 KOHTponupyeTcs, BbINONHUTE KoMaHay ipv6 nd cache
interface-limit, 4ToObl OrpaHM4YMTL KONMYECTBO coceden, 0OyveHHbIX Ha nHTepdece.
370 npepoTBpalwiaeT nonagaHne aTak, NoslyYeHHbIX C MOMOLLBID OYHKLMK U3ydYeHNs
ND, B NpocTpaHCTBO NaMsTU U BIIMSET Ha NPOU3BOANTENBHOCTbL YCTPOMCTBA.

3.4.2.4. NpoBepka KOH(pUrypaumum

BbinonHute cnepywume KomaHabl And npoBepKn NnpaBuUiibHOCTA KOHd)MpraLlMVIZ

show ipv6 interface interface-type interface-num: npoBepbTe, AENCTBYIOT NM Takune
KOHUrypaumm, kak yHKUMA nepeHanpasrieHms, BpeMsa AOCTYNHOCTU coceaHero yana
N nHTepsan otnpaskn NS.

show ipv6 interface interface-type interface-num ra-inifo: npoBepbTe NpPaBUITbLHOCTL
npedukca n gpyron nHdopmaunmn, HacTpoeHHon Anga naketos RA.

show run

3.4.2.5. CBA3aHHbIe KOMaHAbI

BknroyeHune nepeHanpasneHus IPv6 Ha uHTepcence

KomaHga ipv6 redirects

Pexxum Pexxum koHurypaumm nHtepderica

KOHcpurypauum

BcTtpoeHHas Bce coobueHus o6 owmnbkax ICMPv6 nepegatoTca C OrpaHUYEHHOM

noAckaska ckopocTblo nepegayn. Mo ymonyanuio 10 - MakcMmansHoOe KonuyecTBo
coobuweHnin 06 owmnbkax ICMPV6 nepenaBaembix B cekyHay (10 naketoB
B CEKYHAY)

Hactpownka konu4yectBa nocnegoBatenbHbix naketoB NS, oTnpaBneHHbIX BO
Bpems DAD

KomaHga ipv6 nd dad attempts value

Onucanve value: ykasblBaeT Konn4ectso naketoB NS

napameTpos

Pexxum Pexxum koHurypaumm nHtepderica

KOHUrypauum
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Mepen HacTporikon agpeca IPv6 Ha nHtepdernce He06XoaMMO BKITHOUUTD
DAD. 3atem agpec HaxoguTcs B npeaBapuTeribHOM cocTosiHuu. Ecnm
DAD He o6OHapyxuBaeT KOH(IMKTA agpecoB, I3TOT agpec MOXHO
ncnonb3oBatb. Ecnn obHapyXeH KOHMNUKT agapecoB U naeHTudukaTop
WHTepdenca aToro agpeca wucnonbsyetr EUI-64, Ha aTom kaHane
CyLlecTBylOT Aybnupylowme agpeca ypoBHs cBA3n. B atom cnyvae
cuctema  aBTOMaTUYECKM — OTKNKOMaAeT  9TOT  MHTepdpenc  ans
npegoTBpaLLEeHNs onepawmm, cBs3aHHbIX ¢ IPv6 Ha aTom uHtepdeice). B
3TO BpemMs HeobxoOuMO HACTPOWUTb HOBbLIM agpec U nepesanycTuTb
nHTepdenc, 4Tobkl cHoBa BktounMTb DAD. Korga nHtepdenc nepexoant
N3 COCTOSIHUSI BHU3 B coCTOsiHMe BBepX, DAD cHoBa BkntovyaeTca Ans
aZlpecoB B 3TOM MHTepdence

HacTpoiika BpemeH AOCTYNHOCTU COCeaQHero y3na

KomaHga ipv6 nd reachable-time milliseconds

Onucanwue milliseconds: yka3biBaeT BpeMsi 4OCTYMHOCTU coceda B AnanasoHe ot 0

napameTpoB no 3600000. EgMHMua mnamepeHuss — MuUnncekyHga. 3HaveHue no
ymonyanuio — 30 ¢

Pexnm Pexxum koHdurypaumm nHtepderica

KOHdoUrypaumm

BcTtpoeHHas YCTpoNCcTBO OBOHapyXMBaeT HEOOCTYMHbIX COCEAEN B COOTBETCTBUU C

nogckaska HaCTPOEHHLIM BpPEMEHEM JocTyna. Yem Kopove HaCTpOeHHoe BpeMs

Aoctyna, Tem ObiCTpee YCTPOMCTBO OOHapyXMBaeT HEeAOCTYMHbIX
cocefen, Ho TeM Borblue OHO NoTpebnaeT Nonocy NPornyckaHua ceTn u
pecypcbl ycTponcTea. [1oaToMy He pekomeHOyeTcs yCTaHaBnvBaTb 3TO
3HayYeHne CrMLLKOM MareHbKUM.

HacTpoeHHoe 3HayeHue ob6bsaBnaeTca B nakete RA un  Takke
ucnone3yetcda Ha ycTponcTtee. Ecnun 3HavyeHue pasHo 0, Ha ycTponcTBe
He ykas3aHO Bpems JOCTyna, U PeKOMEHAYeTCs UCMOMb30BaTb 3HAYeHue
MO YMOIYaHMIo
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HacTtpowka npecmkca agpeca ansa o6baABNeHns B nakete RA

KomaHpa

ipv6 nd prefix {ipve-prefix/prefix-length | default} [ [ valid-lifetime {infinite
| preferred-lifetime } ] | [ at valid-date preferred-date ] | [infinite {infinite |
preferred-lifetime}]] [no-advertise] | [[ off-link ] [ no-autoconfig ]]

Onucanve
napameTpoB

ipv6-prefix: ykasbiBaeT ungeHtudumkatop cetn |IPv6, KOTOpbIN OOSMKEH
COOTBETCTBOBaTbL (hopmaTy npencrasneHnsa agpeca B RFC 4291.

prefix-length: ykasbiBaeT anuHy npedukca agpeca IPv6. T[lepepn
npedunkcom Heobxoaumo gobaBuTb Kocyto 4epTy (/).

valid-lifetime: ykasbiBaeT nepnog, B Te4EHNE KOTOPOro XOCT, NOMy4atoLmm
npedukc naketa RA, cuutaetr npedukc ponyctumMmbiM. [duanasoH
3HayeHun ot 0 go 4294967295. 3HayeHune no ymonyaHuio: 30 gHen.

preferred-lifetime: ykasbiBaeT nepuong, B TeveHMe KOTOPOro XOCT,
nonydvarowmnn npedukc naketra RA, cunmtaeT npedukc LOMYCTUMbIM.
[OwanasoH 3HaveHnn ot 0 0o 4294967295. 3HadyeHne No ymonyaHuio: 7
OHen.

at valid-date preferred-date: ykasbiBaeT pgonyctumylo paty wu
npeanoyMTaemMbli CPoOK, HacTpoeHHbIN ansa npedukca RA. NcnonbayeTtcs
dopmat dd+mm-+yyyy+hh+mm.

infinite: ykasbiBaeT Ha To, 4TO NpeduKc aenctentTeneH Haecerga. default:
yKka3blBaeT, YTO WCMONb3yeTcsa KOHUrypauus napameTpoB Mo
YMONYaHuIo.

no-advertise: yKasblBaerT, YyTOo npedukc He  obbsaABNsAeTcH
MapLLpPYyTU3aTOPOM.

off-link: ecnn npedukc agpeca HasHadyeHuss B nakete |IPv6,
OTNPaBfiEHHOM XOCTOM, COBMagaeT C HACTPOEHHbIM MpedUnKCoMm,
yCTponcTBO ByaeT paccmatpvBaTbh agpec Ha3Ha4YeHUsi MO TOW XKe CCbifnke
N HEenocpeacTBEHHO AOCTyNeH. OTOT napaMeTp YKasblBaeT, YTo 3TOT
npeukc He TpebyeT onpeaeneHnst No KaHany.

no-autoconfig: ykasbiBaeT, 4yTto npedukc B nakete RA, nonyyYyeHHoOM
XOCTOM, HEe MOXET WCNoNb30oBaTbCs A1 aBTOMATUYECKOM HaCTPOMKM
agpeca

Pexum
KOHcpurypauum

Pexxum koHdurypauumn nHtepdpenca
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3Ty KOMaHOy MOXHO WuCronb3oBaTb [Afs HACTPOWKM napamMeTpos,
CBSA3aHHbIX C KaXXAblM NpeduKcoM, BKNOYas BO3MOXHOCTb 0ObsBNEHNs
aToro npedukca. Mo ymonyaHumo nakeT RA wncnonb3yeTt npegukc,
HACTPOEHHbLIN C MOMOLLBID KOMaHAbl ipv6-agpeca. 3anyctute KomaHay
ipv6 nd prefix, 4To6bl O06aBUTL Apyrue nNpeduKchbl.

BoinonHute komangy ipv6é nd prefix default, 4toBbl HacTpouTb
napameTpbl MHTepderica no ymon4yaxuio. To ecTb, ecnu npu gobaBneHmm
npedukca He ykasaH HW OOWH napameTp, MCMoNb3ynTte napameTpbl,
HacTpoeHHble B koMaHge ipv6 nd prefix default mo ymonuanuio B
Ka4yecTBe napameTpoB HOBOro npedmnkca. KoHdurypaumm napameTpoB No
YMON4YaHMIO OTMEHATCA Mocne Toro, kak ans npedukca byaeT ykasaH
napameTp. To ecTb, Npy UCMOsb30BaHUK kKoMaHab! ipv6 nd prefix default
MO YMOMYaHWo NS U3MEHEHMSI HAacTpoeK napaMmeTpoB MO YMOSYaHUIO,
TONbKO nNpedurKc, HACTPOEHHbLIN AONA WM3MEHEHU MapamMeTpoB Mo
YMON4YaHMI0 U KOHUrypaumi npedukca, octaeTcs NPeXHUM.

at valid-date preferred-date: MOXXHO ykasaTb AonycTMMYLO AaTty npedukca
ABymMs cnocobamu: 1) ykazaHne (oMKCMPOBaHHOIO BPEMEHU AN KaXK40ro
npedukca B nakete RA; 2) ykasaHue cpoka. Bo BTOopom meTtoge
nencteuTenbHaga gata npedukca B kaxkaom nakete RA ymeHbLuaeTcs go
0

BknroyeHune/BbiknoyeHue nogasneHnsa RA Ha nHtepdence

KomaHga ipv6 nd suppress-ra

Pexnm Pexxum koHdurypaumm nHtepderica

KOHcpurypauum

BctpoeHHas YUTto6bl BKNouMTb nogasneHne RA Ha nHTepderice, BbINONHUTE KOMaHAy
noackaska ipv6 suppress-ra

Hactponka makcumanbHOro Konuyectea Hepa3spelweHHbIX 3anucen ND

KomaHpa ipv6 nd unresolved number

Onucanve number: ykasbiBaeT MakCumarnbHOe KONM4eCTBO HepaspeLLEHHbIX 3anucen
napameTpoB ND

Pexxum Pexwnm rnobanbHon KoHdUrypaumm

KOHpurypauuu

BcTpoeHHas YT0o6bI npeaoTBpaTUTb cosgaHue 6onbLnMmM KONmM4ecTBoMm
noAckaska HepaspelleHHblx 3anucen ND wun  3aHMmaloWmMx pecypcbl BBOAA

3MNOYyMbILLUSIEHHMKAMU, MOXHO OrpaHU4uUTb KONMUYECTBO HepaspeLleHHbIX
3anucen ND
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HacTtpoka makcumanbHoro konuyectBa 3anuced ND, nony4YeHHbIX B
uHTepcence

KomaHpga ipv6 nd cache interface-limit value

Onucanve value: ykasblBaeT MakCMMarnbHOe KONMYEeCTBO COCEeOHUX YCTPOWUCTB,
napameTpoB NOJTYYEHHbIX MHTEPdENCOM

Pexxum Pexnm koHdurypaumm nHtepdenca

KOHUrypauum

BctpoeHHas OrpaHnyeHue konnyectBa 3anucenn ND, nonyyeHHbIX B uHTepdelnce,
noacKaska MOXeT npedoTBpaTUTbL aTaku 3MoyMbIWMEeHHUKOB-coceaen. Ecnn aTo

YMCNO He OrpaHMYeHo, Ha ycTpoucTBe OydeT cosgaHo ©Gonblioe
Konu4yectso 3anucen ND, 3aHMatoLWmnx CANLKOM MHOTO MecTa B MaMATn.
HacTtpoeHHoe 3HauyeHne AOMKHO BbITb paBHO My 6onbLue Yucna 3anucem
ND, nony4eHHbIX HTEPENCOM. B NpoTUBHOM criydae KoHdurypaumsi He
BCcTynuT B cuny. KoHdurypauma 3asucut ot emkoctn BBoga ND,
nogaepXnBaemon yCTpocTBOM

3.4.2.6. Npumep KoHcuUurypaumm

BknroyeHune nepeHanpaBneHus IPv6 Ha nHtepcence

OTanbl Bkntounte nepeHanpasneHue IPv6 Ha uHTepdence GigabitEthernet 0/0
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)#ipvé redirects

MpoBepka BbinonHuTte komaHay show ipv6 interface, 4tobbl NpoBepuTL pesynbTaT
KOHcpurypauum

QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):
Mac Address: 00:00:00:00:00:00
INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds
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ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

Hactpowka IPv6 DAD

OTanbl HacTtponte wuHtepdpenc ans otnpasku DAD Tpex nocnegoBaTefibHbIX
KOHgoUrypauum naketoB NS

QTECH(config-if-GigabitEthernet 0/0)# ipvé nd dad attempts 3
MpoBepka BbinonHuTe komaHay show ipv6 interface, 4tobbl NnpoBepUTL pesynbTaT
KOHdoUrypaumm

QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:0:00:00

INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 3

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>
ND router advertisements live for 1800 seconds
QTECH(config-if-GigabitEthernet 0/0)#

HacTpounka nHcpopmaumm npecdukca B nakete RA

OTansl
KOHUrypauum

Ho6asbTe npedmkc 1234:/64 k untepdency GigabitEthernet 0/0

QTECH(config-if-GigabitEthernet 0/0)#ipvé nd prefix 1234::/64
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MpoBepka
KOHGoUrypaumm

BbinonHute komaHgy show ipv6 interface, 4ytobbl NnpoBepuTb pesynbrart

QTECH#show ipvé interface gigabitEthernet 0/0 ra-info
GigabitEthernet 0/0: DOWN (RA is suppressed)
RA timer is stopped
waits: 0, initcount: 0
statistics: RA(out/in/inconsistent): 0/0/0, RS(input): 0
Link-layer address: 00:00:00:00:00:00
Physical MTU: 1500
ND router advertisements live for 1800 seconds
ND router advertisements are sent every 200 seconds<160-240>
Flags: IMIO, Adv MTU: 1500
ND advertised reachable time is 0 milliseconds
ND advertised retransmit time is 0 milliseconds
ND advertised CurHopLimit is 64
Prefixes: <total: 1>
1234::/64(Def, CFG, vitime: 2592000, pltime: 604800, flags: LA)

Hactpowka naketoB RA ans nonyyeHus npecukcoB n3 nyna npecpukcos

OTansbl HacTtpointe nakeTbl RA Ha nony4veHne npedunkcoB 13 nyna npegmkcon
KOHcpurypauum "ra-pool"

QTECH(config-if-GigabitEthernet 0/0)#peel default ipvé pool ra-pool
MpoBepka BbinonHuTte komaHay show run, 4tobbl npoBepuTb pesynbtat
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0 ipvé enable

no ipvé nd suppress-ra peel default ipvé pool ra-pool !
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OT1knroyeHne nogaBneHus RA

OTansb! OtknounTe nogasneHne PA Ha nHtepdelice
KOHGoUrypaumm

QTECH(config-if-GigabitEthernet 0/0)# no ipvé nd suppress-ra
MpoBepka BbinonHuTte komaHay show run, ytobbl npoBepuTb pesynbrat
KOHGourypaumm

QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0
ipvé enable

no ipvé nd suppress-ra!

Hactponka makcumanbHOro KonnyectTea Hepa3spelweHHbIX 3anucen ND

OTansbl YcTaHOBUTE MaKCMMarbHOE KONMMYECTBO HepaspelleHHbIX 3anuncen ND
KOHpurypauum paBHbim 200

QTECH(config)# ipvé nd unresolved 200
MpoBepka BbinonHuTe komaHay show run, 4ToGbl NPOBEPUTL pe3ynbTaT
KOHcpurypauum

QTECH#show run

ipvé nd unresolved 200
!

Hactponka wmakcumanbHoro konu4yectBa 3anuced ND, nony4yeHHbIX B

MHTepcence
OTansbl YcTtaHoBuUTe MakcumaribHoe konmnyectBo 3anucer ND, nonyveHHbIX Ha
KOHUrypauum uUHTepdemnce, paBHbim 100

QTECH(config-if-GigabitEthernet 0/1)# ipvé nd cache interface-limit
100
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MpoBepka
KOHGoUrypaumm

BeinonHute komaHgy show run, 4tobbl NPoBEPUTL pe3yrbTaT

QTECH#show run
I interface GigabitEthernet 0/1

ipvé nd cache interface-limit 100
!

3.4.3. Hactpouka MTU IPv6 Ha nHTepdence

3.4.3.1. PeaynbTaT KOHUrypaumm

B coOTBETCTBMM CO CXEMOW CETU, HACTPONTE KOPPEKTHLI aapec IPv6, 4ToObl n3bexaTb noTepu

nakeToB.

3.4.3.2. MNpumeyvaHusn

MTU IPv6 nHtepderica gomkeH ObiTb MeHbLue unn paseH MTU-uHTepdenca. AnanasoH IPv6
MTU coctaBnsieT ot 1280 go 1500.

3.4.3.3. dTanbl KOH(Urypaumum

HacTtpownka MTU IPv6 nntepdenca

e  OnuyuoHanbHo.

o Ecnu muHumaneHbii pasmep MTU B UHTepHeTe meHbwe MTU IPv6-uHTepdenca,
NCMNONb3yNTE 3Ty KOHUrypauuio ans yctaHoBku npasunsHoro MTU-nHTepdenca.

3.4.3.4. NMpoBepka KOHhUrypauum

e 3anyctute komangy show run wunu show ipv6 interface, 4Tobbl NpoBEPUTH
NPaBUNbHOCTb KOHUIypaLnK.

e  3axBarT NokarnbHO OTnpaBneHHbIX nakeToB IPv6, anvHa kotopbix NpeBbiwaet MTU IPv6.
PesynbTaT 3axBaTa nakeToB nokasbiBaeT, YTo nakeT IPv6 doparmeHTMpOBaH Ha OCHOBE
MTU IPv6-nHTepdeiica.

3.4.3.5. CBAA3aHHble KOMaHAbI

HacTtpownka MTU IPv6-nHtepdelica

KomaHga ipv6 mtu bytes

OnucaHne bytes: ykasbiBaeT MTU naketa IPv6 B gmanasoHe ot 1280 go 1500.
napameTpoB EovHuua namepeHna — 6ant

Pexnm Pexum koHdurypauum nitepderica

KOHcpurypauuu

BcTpoeHHas HepoctynHo

noackaska
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3.4.3.6. Npumep KoHcpUrypauumm
HacTtpoinka MTU IPv6-nHtepdelica

OTansb! NameHnute IPv6 MTU-nHTepderica GigabitEthernet 0/0 Ha 1300
KOHGoUrypaumm

QTECH(config-if-GigabitEthernet 0/0)#ipvé mtu 1300

MpoBepka BbinonHute komaHgy show ipv6 interface, 4ytobbl npoBepuTb pesynbrart
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface

interface GigabitEthernet 0/ is Down, ifindex: 1, vrf_id 0 address(es):
Mac Address: 08:c6:b3:f1:17:61

INET6: FE80::2D0:F8FF:FE22:3347 [ TENTATIVE ], subnet is FE80::/64
INET6: 1020::1 [ TENTATIVE ], subnet is 1020::/64

INET6: 1023::1 [ TENTATIVE ], subnet is 1023::/64

Joined group address(es):

MTU is 1300 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.4. BknroyeHue mapLupyTta uctoyHuka IPv6 (IPvé Source Routing)

3.4.4.1. PeaynbTaT KOHUrypaumm

RFC 5095 otmeHun 3aronosok mappyTtudauum tTuna 0. Yctporctea QTECH no ymonyanuto He
noadepXvBaloT 3aronioBok MapuwpyTtusaumm tuna 0. AAMWHUACTPATOP MOXET BbINOMHUTL
KOMaHAay ipv6 source-route B pexxumMe rnodanbHOM KOHUrypaumm, 4Tobbl BKMOYUTL MapLupyT
NCTOYHMKa IPV6.

3.4.4.2. dtanbl KOH(Urypauumm

BkntoveHne mapLupyTta nctovHuka (Source routing) IPv6

e OnuuoHanbHo.
e YTOObI BKMOUYNTE MapLUpPyT UCTOYHUKA IPV6, BbINONHUTE KOMaHAy ipv6 source-route.
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3.4.4.3. NpoBepka KOH(pUrypaumum

YCTPONCTBO MOXET AOSMKHbIM 0Opa3om nepecbinatb NakeTbl C 3arofloBKOM MapLipyTusaumm
Type 0.

3.4.4.4. CBA3aHHble KOMaHAbI

BkntoyeHne mapipyTtmsaumm nctovHmka IPve

KomaHnga ipv6 source-route

Pexxum Pexxum rnobanbHon KoHdurypaumum

KOHcpurypauuu

BctpoeHHas Mockonbky 3aronoBok Tuna 0 moxeT npuBecTn K aTakam DoS Ha

noAckaska YCTPOWCTBO, YCTPOWCTBO He nepeckinaeTr naketol IPv6 ¢ 3aronoskom
MapLipyTmM3aumm rno ymondaHmo, a obpabareiBaeT naketsl IPv6, cam no
cebe 4ABNAACL KOHEYHbIM aApecoM Ha3HayeHUs U 3arofloBKOM
MapLpyTtmsauum tina 0

3.4.4.5. NMpumep KoHcpUrypaumm

BkntoyeHne mapLipyTmsaumm uctovHmka IPve

OTansbl Bknountb MapLlipyTusaumo nctovyHmka IPve
KOHcpurypauum

QTECH(config)#ipvé source-route

MpoBepka BbinonHuTe komaHay show run, 4toGbl NPOBEPUTL pe3yrnbTaT
KOHcpurypauum

QTECH#show run | inc ipvé source-route ipvé source-route

3.4.5. Hactpomnka CKOpoCTHU oTnpaBKku coobeHnn o6 owmnbkax ICMPv6

3.4.5.1. PeaynbTaTt KOHUrypaumm

HacTponka ckopocTu oTnpaeku coobuleHun o6 owmnbkax ICMPVE.

3.4.5.2. dTanbl KOH(pUrypauum
HacTtponka ckopocTtu otnpaeku naketa ICMPv6 cnuwkom 6onblwimnx coodLeHnin

e OnuuoHanbHo.

e [Ecnu yctponctBo norny4yaeTr MHOXecCcTBO naketoB |IPv6 c anuHoM nakera,
npesbiwatowen IPv6 MTU ncxogsduwiero nuntepdenca, n, Takum obpasom, otnpasnseT
6onbwoe konuyectBo ICMPv6 Packet Too Big coobuieHuin, KoTopble noTpebnatoT
MHoro pecypcos LI, 3anyctute komaHay ipv6 icmp error-interval too-big ¢ cnuwwkom
BonbWKM  MHTEepBanoM OWwunbokK, 4TOBbl OrpaHMYMTb CKOPOCTb OTMAPaBKM 3TOroO
coobLeHns o6 ownbke.
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HacTpolka ckopocTu oTnpaBku apyriux coobLueHun o6 owmnbkax ICMPv6

e  OnuyuoHanbsHo.

e Ecnu ycTponcTteo nonyyaeT MHOXECTBO HEBaNMAHbIX NakeToB |IPv6 n, Takum obpasom,
reHepupyeT MHOro coobuieHun o6 owmnbkax ICMPV6, BbinonHWTE KOMaH4y ipve icmp
error-interval, 4toObl OrpaHMYNTL CKOPOCTb OTMpaBku coobweHnii 06 oLwwmbkax
ICMPv6. OTa kOoMaHga He BnusieT Ha ckopocTb otnpaekun ICMPv6 Packet Too Big
COO0OLLEHUN.

3.4.5.3. NpoBepka KOHhUrypauum

BbinonHute komanay show running-config, 4tobbl NnpoBepuUTbL pesynbTar.

3.4.5.4. CBA3aHHble KOMaHAbI

Hactponka ckopoctu otnpaBkm nakera ICMPv6 cnuwkom 6Gonblunx
coobOLwweHnn

KomaHga ipv6 icmp error-interval too-big milliseconds [bucket-size]
Onuncanue milliseconds: yka3biBaeT nepuon OOGHOBIMEHMS KOHTEMHEpPA MapKepoB B
napameTpoB ananasoHe ot 0 oo 2147483647. EanHnua nsmepeHns — MunnmncekyHaa.

3HaveHne no ymondanuto: 100. Ecnm 3HadeHune paBHO 0, CKOPOCTb
oTnpaeku coobuieHnn o6 owmnbkax ICMPv6 He orpaHudeHa.

bucket-size: ykasblBaeT KONMMYECTBO MapKEPOB B KOHTEMHepe Ans
MapkepoB B gnManasoHe oT 1 go 200. 3HayeHue no ymonyanuo — 10

Pexum Pexwnm rmobanbHon KoHdUrypaumm
KOHdoUrypaumm
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BcTpoeHHas
noackaska

Ona npepotBpaweHns DoS-aTak mMcnonb3ymte anroputM KOHTENHepa
MapkepoB, 4TOObl OrpaHMuYnTb CKOPOCTb OTMApaBku coobLieHnn 06
owmnbkax ICMPVE.

Ecnn pnvHa nepecbinaemoro naketa IPv6 npeBbiwaer MTU IPv6
ncxoasuero mHTepdgenca, maplipytu3atop oTtbpacbiBaeT 3TOT nakeT
IPv6 n otnpaBnsiet obpaTtHo coobuieHne ICMPv6 Packet Too Big Ha
ucxogHolin agpec IPv6. 310 coobueHne o006 ownbke B OCHOBHOM
ucnonedyetcd B npouecce IPv6 PMTUD. Ecnn gpyrne cooblieHnss 06
owmnbkax ICMPV6 aBnsoTCcA 4Ype3MepHbIMU, HEBO3MOXHO OTMPAaBUTb
naket ICMPv6 Packet Too Big, yto npmBoaunt k cboto IPv6 PMTUD.
MoaToMy pekoMeHOyeTCs OrpaHu4MTb CKOPOCTb OTMPaBKM MNaKeToB
ICMPv6 Packet Too Big He3aBucMmMo oT Apyrmx coobuieHnin 06 owmnbkax
ICMPV6.

lMockonbKy TOYHOCTb Tammepa coctaBnseTr 10 MC, pekomeHayetcs
YyCTaHOBUTb MHTEpBan OOHOBMEHMS KOHTEMHepa MapKepoB Ha Lenoe
yucno, kpatHoe 10 mc. Ecnu neproa oGHOBNEHUSI KOHTENHEPA MapKeEPOB
Haxoautcsa B gmanasoHe ot 0 go 10, dakTnyeckm nepmog obHOBNEHUS
coctaBsndeT 10 mc. Hanpumep, ecnn cKOpoCTb OTMNPaBKX YCTaHOBIIEHA Ha
1 kaxgble 5 mMc, gBa coobuleHna o6 owmnbkax OTNPaBNANTCA Kaxable
10 mc B peanbHbIx cutyauusx. Ecnn nepuon oBHOBMNEHWA KOHTeEMHepa
MapKepoB He saBNAeTcs UuUenblM  4icrnoMm, KpaTtHeiM 10 Mc, OH
aBTOMaTMyeckn npeobpasyetca B uUenoe u4ucno, kpatHoe 10 mc.
Hanpumep, ecnn gns CKOpPOCTM OTMPaBKM YCTAHOBMEHO 3HayeHue 3
kaxable 15 mMc, aBa kno4va obHoBnsATCA Kaxable 10 MC B peanbHbIX
cuUTyaumusax

HacTtpowka ckopocTu oTnpaBku apyrux coo6leHun o6 owmndkax ICMPv6

KomaHpa ipv6 icmp error-interval milliseconds [bucket-size]

Onucanwue milliseconds: ykasbiBaeT nepuon oOHOBMEHMS KOHTEMHepa MapKepoB B

napameTpoB AunanasoHe ot 0 no 2147483647. EanHnua nsmepeHns — MurnmncekyHaa.
3HaveHne no ymonyaHmio — 100. Ecnn 3HaveHne paBHO 0, CKOpPOCTb
oTnpaBku coobuieHnn ob owmnbkax ICMPV6 He orpaHmnyeHa.
bucket-size: ykasblBaeT KOMMYECTBO MapKEPOB B KOHTEWHepe Ans
MapkepoB B AgnanasoHe ot 1 go 200. 3HayeHne no ymonyaHmo — 10

Pexxum Pexxm rmobanbHomn KoHdurypauum

KOHcpurypauum

BcTtpoeHHas [Ons npepotBpaweHus DoS-aTak ucnonb3ynTe anropuTM KOHTenHepa

nogckaska MapKepoB, 4TODbl OrpaHW4MTb CKOPOCTb OTNpaBkW coobLieHurn o6

owmnbkax ICMPV6.

lMockonbKy TOYHOCTbL Tammepa coctaBnget 10 Mc, pekomeHayeTcs
YCTaHOBUTb WHTepBan OOHOBMEHUSI KOHTEMHEpPaA MapKepoB Ha Lenoe
4yncno, kpatHoe 10 mc. Ecnu neprop o6HOBNEHUS KOHTENHEpPa MapKkepoB
HaxoamTcsa B amanasoHe oT 0 go 10, daktudeckuin nepnod o6HOBNEHUSA
coctasnseT 10 mc. Hanpumep, ecnmn cKopocTb OTMPaBKM yCTaHOBIIEHA Ha
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1 kaxable 5 mc, aBa coobLeHns 06 owmbkax oTnpaBnstoTca kaxasie 10
MC B peanbHbIX cuTyauusx. Ecnm nepuon oBHOBNEHWS KOHTenHepa
MapKepoB He SABNSETCs UenbiM 4ucriom, kpaTHeiM 10 Mc, OH
aBToOMaTuMyeckn npeobpasyetcd B Uenoe u4ucno, kpatHoe 10 wmc.
Hanpumep, ecnn ans cKopocTW OTNpPaBKW YCTAHOBIEHO 3HadeHue 3
kaxable 15 mc, gBa krntoya obHoBnsTcs kaxable 10 MC B peanbHbIX
cUTyaumax

3.4.5.5. Npumep KoHcurypaumum

HacTpolika ckopocTu oTnpaBku coobLieHun o6 owmnbkax ICMPv6

OTansb! YcTaHoBWTE CKOPOCTb OTNPaBKM CANLLIKOM 6ornbLlioro coobweHmst ICMPv6
KOHcpurypaumm Ha ypoBHe 100 nakeToB B CeKyHAY, a Ans Apyrnx coobieHnn o6 owmbkax
ICMPv6 — Ha yposHe 10 nakeToB B CEKyHAY

QTECH(config)#ipvé icmp error-interval too-big 1000 100
QTECH(config)#ipvé icmp error-interval 1000 10

MpoBepka BbinonHuTe komaHay show running-config, 4tobbl npoBepuTh
KOHdUrypaLum pesynbTar

QTECH#show running-config | include ipvé icmp error-interval
ipvé icmp error-interval 1000 10

ipvé icmp error-interval too-big 1000 100

3.4.6. Hactpouka 3Ha4yeHus IPv6 Hop Limit

3.4.6.1. PesynbTaT KOHUrypauum

HaCTpOIZTe KONnM4yecTBO nepexoaoB OAHOagpeCHOro naketa And npeanorBpalleHund
HeOFpaHMHeHHOI‘;I nepepayun naketa.

3.4.6.2. dTanbl KOHcUrypauum
HacTpowka npeaena onepaunn IPv6

e OnuyuoHanbHo.

e  YTOObI NI3MEHUTb KONMYECTBO NEPEXOAOB O4HOAAPECHOMO NAKeTa, BbINONTHUTE KOMaHAy
ipv6 hop-limit value.

3.4.6.3. NpoBepka KOHdUrypauum

e BbinonHute komaHay show running-config, 4To6bl NpPOBEPWUTbL MNPaBUIILHOCTb
KOHUrypauum.

e 3axBaT ogHoagpecHbix naketoB |IPv6, oTnpaBneHHbIX XOCTOM. PesynbTaT 3axBaTa
MakeToB MOKa3bIBaeT, YTO 3HA4YEHWEe NMons orpaHnyeHus nepexoda B 3aronoeke |IPv6
COBMagaeT C HAaCTPOEHHbIM OrpaHnyYeHnem nepexoga.
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3.4.6.4. CBA3aHHbIe KOMaHAbI

HacTpowka npeaena onepaunn IPv6

KomaHpa ipv6 hop-limit value

Onucanve value: ykasblBaeT KONMMYECTBO MEepexodoB OAHOAAPECHOro nakeTa,
napameTpos OTNpaBfIEHHOro YCTPONCTBOM. [lnanasoH 3HadeHun ot 1 go 255

Pexxum Pexxnm rmobanbHomn KoHdurypauum

KOHGoUrypaumm

3.4.6.5. NMNpumep KoHcpUrypaumm

HacTpoika npegena xonos IPv6

OTanbl M3meHuTe orpaHnyeHue nepexoga IPv6 yctponctea Ha 250
KOHcpurypauum

QTECH (config)#ipvé hop-limit 250

MpoBepka BbinonHuTe komaHay show running-config, 4tobbl npoBepuTh
KOHpUrypaLmm pesynbTar

QTECH#show running-config ipvé hop-limit 254

3.4.7. Bkno4yeHue/BbiknovyeHne cyHKUUMN OoTKasa oTrnpaBku naketoB NS B
cetn VLAN ayTeHTUdUKaummn
3.4.7.1. PesynbTaT KOHUrypauum

BkntoyeHne wunu OTKNHOYEHWE QyHKUMKM oTKasa oTtnpaBku naketoB NS B cetn VLAN
ayTeHTudumkauum B SVI.

3.4.7.2. NMpumeyaHun

KoHdpurypaumsa nogaepxumsaeTtcs Tonbko B SVI n gercTByeT TONbKO B peXnume ayTeHTugmkaumm
LIno3a.

3.4.7.3. dTanbl KOH(pUrypauum

BkntoyeHune/BbiknodeHne  pyHKUMKM  oTKasza otnpaBkm naketoB NS B cetm  VLAN
ayTeHTuurkauum

e  OnuyuoHanbsHo.

o B pexume ayTeHTudMKaLmMmM WNKO3a BLINOSHMTE KOMaHZy no ipv6 nd suppressauth-
vlan-ns, 4tobbl ycTponcTtBO MoOrno oTnpaenAate naketel NS B cetm VLAN
ayTeHTuukauumn.

3.4.7.4. NpoBepka KOH(pUrypaumum

e BbinonHute komaHay show running-config, 4TOGbl nNpPoOBEpPUTb MNPaBUNBHOCTb
KOHUrypaumm.
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3.4.7.5. CBAA3aHHble KOMaHAbI

BkntoyeHune/BbIkIloMEHUE  (PYHKUUMKM  OTKasa otnpaBkm naketoB NS B cetm VLAN

ayTeHTudumKauum
KomaHga ipv6 nd suppress-auth-vlan-ns
Pexxum Pexnm koHdurypaumm nHtepdenca
KOHUrypauum
BctpoeHHas [ns oTkNoYeHna aTon yHKLMM UCnonb3ynte popmy no AaHHOM
noackaska KoMaHabl

3.4.7.6. NMpumep KoHcpUrypaumm

OTknoyeHne yHKUMKM OTKasa oTnpaskm naketoB NS B cetn VLAN ayTeHTUmkaumm

OTansbl Otknounte QyHKUMIO OTkasa otnpaekn naketoB NS B cetm VLAN
KOHcpurypauum ayTeHTMdmKaumnm

QTECH(config-if-VLAN 2)#no ipvé nd suppress-auth-vlan-ns
MpoBepka 3anyctute komaHgy show running-config interface vlan 2, 4yToObl
KOHUrypaumnm npoBepuUTb pesynbTtar

QTECH#show running-config interface vlan 2 no ipvé nd suppress-
auth-vlan-ns

3.4.8. HacTpo#ka wnr3a no ymonyaHuio B MHTepdielrice ynpaBrieHus

3.4.8.1. PeaynbTaT KOHUrypaumm

HactponTe wnio3 no ymonyaHuto B WHTepdence ynpasneHus. CosgaeTcsa MaplpyT no
YMOMYaHUIio, Npy 3TOM UCXOAALMA MHTepdenc dABndeTca uMHTepdencom ynpasneHud, a
cnegyoLmin nepexon — HaCTPOEHHbLIM LLUITHO30M.

3.4.8.2. NpumeyaHun

KoHdurypaums nogaepxmaeTcs TOMbKO B MHTepdence ynpaBneHus.

3.4.8.3. dTanbl KOHcUrypaumum

HacTponka wnto3a no ymonyaHuio B UHTepdence ynpasneHns

e OnuuoHanbHo.

e YT106bl HACTPOUTL MApPLLPYT MO YMONYaHUIO ANA MHTepderica ynpasneHus, BbiNONHUTe
KoMaHay ipv6 gateway.

3.4.8.4. NpoBepka KOH(pUrypaumum

e BbinonHute komaHay show running-config, 4To6bl NpPOBEPWUTbL MNPaBUIBLHOCTb
KOHUrypauum.
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3.4.8.5. CBsi3aHHble KOMaHAbI

HacTpoiika wnto3a no ymon4yaHuio B MHTEpAdelice ynpasreHus

KomaHga ipv6 gateway ipv6-address

Pexnm Pexxum koHgurypaumm nHtepderica

KOHcpurypauuu

BcTpoeHHas OTa KoMaH4a nogaepXxunBaeTcs TONbKO B MHTepdence ynpaBneHns
noackaska

3.4.8.6. Npumep KoHcpUrypauumm

HacTpoika wsnto3a no ymMonyaHuio B MHTepdernce ynpaBneHus.

OTanbl YCTaHOBUTL LWAMKO3 N0 yMON4YaHuio nHtepdenca ynpasnenunsa Ha 2000::1
KOHcpurypauum

QTECH(config)# interface mgmt 0
QTECH(config-mgmt)# ipvé gateway 2000::1

Mposepka 3anyctute komaHgy show running-config interface vian 2, 4T06bI
KOHcpurypauum NpPoBEPUTL pe3ynbTar

QTECH#show running-config interface mgmt 0
Ipvé gateway 2000::1

3.5. KoHTponb cocTtosiHuA

3.5.1. OuncTtka

BHUMAHMUE: BbINONHEHWE KOMAHL CLEAR MOXET MPVBECTU K MOTEPE BAXHOW
NHOOPMALINU U, CINEOOBATENBHO, NPEPLIBAHNIO PABOTbI CITYXB.

Onucanune KomaHpa

Ouunwaetr pguHammndeckn | clrear ipv6 neighbors [ vrf vrf-name ] [ oob ] [interface-id]
N3y4eHHble cocegHue
obnactu
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3.5.2. OTobpaxeHue

IPv6-uHTepeinca

Onucanune KomaHpa
OTobpaxeHune show ipv6 interface [[interface-id] [ra-info] ] [brief
“Hpopmaumm [interface-id]]

OTtobpaxxeHune
MHdopMaumn o coceae

show ipv6 neighbors [vrf vrf-name] [verbose] [interfaceid]

[ipv6-address] [static] [oob]

OTtobpaxaeT
nHcopmaumto B Tabnuue
MapLpyTtmsauum IPv6

show ipv6 route [vrf vrf-name] [ static | local | connected |

bgp | rip | ospf | isis ]

3.5.3. OTnapka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHATbI MPU BbIBOAE OTNadovHOM MHGOpMaunn.
MoaTomMy, OTKNIOUNTE OTNAS0YHbBIA KOMMYTaATOpP Cpa3sy Nnocre UCnofib30BaHus.

OnucaHue

KomaHpa

BkntoueHune pebdar
coobLweHun 3anncm ND

debug ipv6 nd
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4. HACTPOWUKA DHCP
4.1. O630p

MpoTokon AavHamuyeckon koHdwurypaumm xocta (DHCP) — ato npotokon LAN, Ha ©Gase
nonb3oBatenbckux gatarpamm (UDP) ona anHammu4eckoro HasHaveHus ceTeBbix |IP agpecoB n
COMyTCTBYIOLLMX NapamMeTpoB.

DHCP pabotaer B pexume knueHT-cepep. DHCP-knueHT oTnpaBnsieT Ha cepBep
DHCP-3anpoc Ha nony4veHue IP-agpeca v gpyrnx koHdurypauun. Ecnv knneHt DHCP n cepsep
DHCP HaxogsaTtcsa He B ogHOM noaceTn, To Ans nepecbinkun 3anpoca DHCP v oTBeTa Ha nakeTbl
Tpebyetcss DHCP Relay.

4.1.1. NMpoToKosbl U cTaHAAPTbI

e RFC2131: npoToKon ANHAMNYECKON KOHUIypaumm XocTa.
o RFC2132: napameTtpbl DHCP n pacwwnperna nocraswmka BOOTP.
e RFC3046: onuusa nHdopmaumm o petpaHcnsaTope DHCP.

4.2. MpuMmeHeHne

NMpumeHeHue OnucaHue

[MpegocrasrneHve cnyx6bl | HasHavaeT IP-agpeca knneHTam B NOKarbHOW ceTn
DHCP B nokasnbHon cetu

BkntovyeHue knuenta DHCP Bkntounte knneHt DHCP

MpumeHenune npasuna AM Ha | MNMpumeHenne DHCP-cepeepa B cpeae Super VLAN
cepeepe DHCP

Hactponka DHCP Relay B | B npoBogHOM ceTu nonb3oBaTenn u3 pasHbiX CErMEHTOB CeTH
NPOBOJHOWN CEeTU 3anpawwueatoT IP-agpeca

[MpumeHeHue npasuna AM Ha | B cetn Super VLAN nonb3oBaTtenu u3 pasHbiX CErMeHTOB
DHCP ceTu 3anpawwusatoT |IP-agpeca

4.2.1. NpepocTtaBneHue cnyx6bl DHCP B nokanbHou ceTu

4.2.1.1. CueHapumn
HasHnaubTe IP-agpeca yeThbipeM Nonb3oBaTensam fiokanbHOW CeTu.

Hanpumep, HasHaubTe IP-agpeca nonb3osatenam 1, 2, 3 u 4, Kak NOKasaHO Ha crefylowem
n3obpaxxeHunm.

e YeTblpe nonb3oBaTens NOAKMOYEHBI K cepBepy S yepes yctporictea A, B, C n D.
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User3

User1

>
) 4

S @_

PucyHok 24.

Userd B User2

D 4
D 4

S — 370 ncxoasawmn w3, padotarowmin kak DHCP-cepsep.

A, B, C n D gasnsawTca KoMMmyTaTopamu AOCTyna, KOTOpble MO3BOMISAKOT OCYLLECTBNATb
npo3payHyto nepegayvy Ha ypoBHe 2.

MNonb3oBatenb 1, nonb3oBatenb 2, Nonb3oBaTeNlb 3 W nonb3oBatenb 4 ABNAIOTCA
nonb3oBaTensAMM NOKarnbHOW CeTu.

4.2.1.2. OnncaHuve

e  Bxutounte cepeep DHCP Ha cepsepe S.
e HactponTe npospayHyto nepegady VLAN ypoBHs 2 Ha A, B, Cu D.

o [lonb3oBatenb 1, nonb3oBaTenb 2, Nofnb3oBaTesnb 3 U NoNb3oBaTenb 4 NHULUUPYIOT
3anpocbl knveHTa DHCP.

4.2.2. BknroyeHue knneHta DHCP

4.2.2.1. CueHapumn

Ons HasHauveHusa IP-agpecos nonyunte goctyn k kommytatopam A, B, C n D Ha cepsepe S
3anpoca nokanbHOW CeTu.

Hanpuwmep, skntounte DHCP Client Ha unTepdencax A, B, C u D gna 3anpoca IP-agpecos, kak
noKasaHo Ha crefyoLlemM n3obpaxeHun.

C A

S S &

< <

PucyHok 25.

S — 370 ncxoaawmin w3, pabotarowmin kak DHCP-cepeep.

A, B, C n D gaBnsioTca komMmyTatopamu AOCTyna C BKAOYEHHbIM KnveHTom DHCP Ha
NHTEpdencax.

4.2.2.2. OnncaHve

e Bknounute cepsep DHCP Ha cepsepe S.
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e  Bkniounte DHCP-knneHT Ha nHTtepdencax A, B, C u D.

4.2.3. NMpumeHeHune npasuna AM Ha cepBepe DHCP
4.2.3.1. CueHapun

Kak nokasaHo Ha PucyHke 26, cosgante Super VLAN, HacTponTe npasuno AM n Bknwounte
cepsep DHCP Ha ocHoBHOM koMmyTaTope A. B — kommyTaTop arperauuun, C — kommyTaTop
aoctyna n D — yctponcTteo 6ecnpoBogHoro gocryna. TpeboBaHMsi NepedncrieHbl HUXE:

e [lnHamun4yeckoe HasHadeHue |IP-agpecoB Ha ocHoBe VLAN v nopTa;
e HasHauatb IP-agpeca ctatudecku Ha ocHoBe VLAN;
e [InHamun4deckoe HasHadeHue |IP-agpecoB Ha ocHoBe npasuna AM no ymonyaHuio.

Superlan

T Wireless

Terminals
§ '
Y

!y(lﬁ‘
\"'\

~ \\

P
3

Wired ~ I\‘\/

\.
Terminals i

| N

-

PucyHok 26. NpumeHeHne npasuna AM Ha cepsepe DHCP
A — 3TO OCHOBHO€E YCTPOMNCTBO.
B — ycTponcTBo arperaumn.
C — 9T0 yCTPOMCTBO NPOBOAHOrO AOCTYyNa.
D — 370 ycTponcTeo 6ecnpoBogHOro AocTyna.

4.2.3.2. OnucaHue

e Hactponite npasuno AM, skntounte cepsep DHCP n cosgante Super VLAN Ha A.

e Cosgante VLAN Ha B u C ans npospayvHon nepegaym naketos DHCP oT npoBogHbIx
nons3oBartenen Ha A ansa 3anpoca |P-agpecos.

e Bknounte dyHkumio 6ecnposogHon cBA3nM Ha D ana npospadHor nepefayn nakeTos
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen Ha A ons 3anpoca IP-agpecos.
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4.2.4. Hactponka DHCP Relay B npoBogHou ceTu

4.2.4.1. CueHapuu

Kak nokasaHo Ha cnepytowem nsobpaxeHun, kommytatopbl C 1 D aBnsoTcs yctponcteamm
aoctyna gnst nonb3osatenen B cetax VLAN 10 n VLAN 20 cootBeTcTBeHHO. KommyTaTtop B
ABNSAETCS LUIO30M, @ KOMMYTaTtop A — OCHOBHbIM YCTPOMUCTBOM. TpeboBaHNsA nepedncrneHbl
HUXe:

Kommytatop A pabotaetr B kadectBe DHCP-cepBepa ans OuMHaMM4ecKoro HasHauyeHus
IP-agpecoB pasnuyHbIX CErMeHTOB CeTU Morb3oBaTeNnsam B pasnuyHbix cetsax VLAN.

Monb3oBatenu B ceTsix VLAN 10 n VLAN 20 guHamnyeckn nonydatot IP-agpeca.

‘\@ DHCP Server

Gi N

Switch A

Gi 01

7
/ ) /A \) DHCP Client
N owanto 7 N VLANZ0 _ 7
- — ain G T i -

PucyHok 27. DHCP Relay
KommyTtatopkl C n D sBnstoTca ycTporicTBamm gocTtyna.
KommyTaTtop B sBnseTcs Lwnio3om.
KommyTtaTtop A sBrsieTcs OCHOBHbIM YCTPOMUCTBOM.

4.2.4.2. OnucaHue
e HacTtponte cBsi3b ypoBHA 2 Mexay koMmmyTatopoMm B n kommyTtatopom C, a Takke
Mexay kommyTatopoM B 1 kommyTtatopom D.
¢ HakommyTaTope B ykaxunte agpec cepsepa DHCP n skntounte doyHkumio DHCP Relay.

e Ha kommyTtatope A cosgante nynel agpecos DHCP pgns VLAN 10 n VLAN 20
COOTBETCTBEHHO U1 BKItounte cepeep DHCP.

4.2.5. NpumeHeHue npasuna AM Ha DHCP Relay

4.2.5.1. CueHapun

Kak nokasaHo Ha PucyHke 28, A — ato cepsep DHCP, B — ocHoBHOM kOMMyTaTop,
HacTpoeHHbIn Ha Super VLAN, npasuno AM u petpaHcnauuio DHCP, C — kommyTtaTop
arperauumm, D — kommyTaTop goctyna u E — yctponcteo 6ecnposogHoro goctyna. TpeboBaHus
nepeyvncrneHbl HNXe:

e Ha ocHoBaHun npasuna AM-nopta VLAN-areHT petpaHcnsaumm DHCP Bbibupaet agpec
noacetn B kadyectBe Giaddress nakeToB peTpaHCnsAUMM U NePECckINaeT UX Ha cepBep
DHCP agnsa 3anpoca IP-agpeca knneHTa.
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e B cootBetctBUM € NnpaBuinom AM no ymonyaHuio areHT petpadcnsumm DHCP BeiGupaeT
agpec noaceTn B Ka4ecTBe agpeca Ans peTpaHCnsuMmM NakeToB U nepecbiniaeT ux Ha
cepBep DHCP gns 3anpoca IP-agpeca knueHTa.

DHCP Server

Superylan

B$

A

P P

Terminals a

((@

&
! 1 5] — —3
—_— - —_—
’ o~  S—

a Wireless V @ V

| =% D

______ j Wired |
Terminals |

PucyHok 28. NpumeHeHne npasuna AM Ha DHCP Relay
A — 3TO OCHOBHOE€ YCTPOMCTBO.
B — 9TO OCHOBHOE YCTPONCTRO.
C — 9TO YCTPONCTBO arperauuu.
D — 910 yCTPOMCTBO NPOBOAHOrO AOCTYMA.
E — 310 ycTponcTeo 6ecnpoBoAHOro gocTyna.

4.2.5.2. OnncaHve

o  Bkntouute cepep DHCP Ha A.
e HactponTte npasuno AM, skntounte DHCP Relay n cosparite Super VLAN Ha B.
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e Cospgante VLAN Ha C n D gns npo3payvHon nepegaymn naketos DHCP oT npoBogHbIxX
nonb3osatenen B B ans 3anpoca |IP-agpecos.

o Bknounte dyHkumio 6ecnpoBogHoOn cBaA3n Ha E ons npospadHon nepenadn naketoB
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen B B ons 3anpoca IP-agpecos.

4.3. KnroyeBble 0COOEHHOCTH

4.3.1. ba3oBble KOHUenuuu

CepBep DHCP
Ha ocHoBe RFC 2131 DHCP-cepsep QTECH HasHauaeT IP-agpeca knueHtam v ynpasnseT
aTumm |IP-agpecamu.

Knuent DHCP
KnneHt DHCP nosBongdeTt ycTpoMCTBY aBTOMaTU4eckn nonyyatb IP-agpec n koHurypaumm ¢
cepepa DHCP.

DHCP Relay
Ecnu knueHt DHCP u cepsep DHCP HaxogsTcs He B ogHOW noaceTu, TO ANsl NepecbInku
3anpoca DHCP u otBeTa Ha nakeTbl Tpebyetca DHCP Relay.

ApeHpa

ApeHoa — 93TO0 nepuoad BpeMeHu, YkasaHHbin DHCP-cepBepom and knueHTa Ong
ncnonb3oBaHna HasHayeHHoro IP-agpeca. IP-agpec akTuBeH npu apeHae ¢ knueHToMm. Mepes
NCTeYEeHNeM cpoka apeHabl KnneHTy Heobxoammo 06HOBUTL apeHay Yepes cepep. Korga cpok
apeHpbl CTEKaeT Unn yaanseTcs ¢ cepBepa, apeHaa CTaHOBUTCS HEaKTUBHOWN.

UcknroyeHHbIN agpec
McknoveHHbIn agpec — 3To |IP-agpec, KoTopblin He HasHa4vaeTcs knmeHTam cepsepom DHCP.

MNMyn appecoB
Myn agpecoB — ato Habop IP-agpecos, koTopble DHCP-cepBep MOXeT HazHa4YnTb KIMEeHTaMm.

Onuusa

Onums — 370 napameTp, 3agaHHbin cepsepom DHCP npu obcnyxmaHumn kneHta DHCP npu
npucBoeHun agpeca. Hanpumep, obuienoctynHbin napameTp BkoyaeT B cebs IP-agpeca
wno3a no ymonyaHuto (mapwpyTtmsaTtopa), WINS-cepesepa n DNS-cepsepa. DHCP-cepsep
Nno3BONseT HacTpamBaTb Apyrve napametpbl. XoTa 60NbLLMHCTBO NapaMeTpoB onpedenieHbl B
RFC 2132, moxHO AobaBnTb nonb3oBaTenbCkne napameTpsbl.

4.3.2. 0630p
PyHKLUMUA Onucanune
CepBep DHCP Bkntounte cepsep DHCP Ha ycTponcTBe, U OH MOXET ANHAMUYECKN

Ha3HauvaTtb IP-agpeca v nepegaBsatb kOHUrypaumm knueHtam DHCP

Aredt DHCP Relay | Bknounte dyHkumio DHCP Relay Ha ycTtponctBe, U OH MOXeET
areHt nepecbinatb 3anpocbl DHCP 1 oTBeyaTb Ha nakeTbl B pasHbiX
CermMeHTax ceTu

Knvent DHCP Bkntounte DHCP-KNMEHT Ha YCTPONCTBE, U OH MOXET aBTOMaTUYECKM
nony4yatb IP-agpeca n koHdurypauumn ¢ DHCP-cepepa
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PyHKLUUA Onucanune

[MpaBuna AM Bkntounte npasuno AM Ha yCTpoMCTBE, M OHO MOXET HasHadaTb
IP-agpeca B COOTBETCTBUM C NMpaBuIioM

4.3.3. Cepep DHCP

4.3.3.1. MprHUMN paboTbl
MpuHumun pa6otsl DHCP

User

Discover DHCP-Server
sl ="
Sy, ¥ Offer @
[ ¢
Request X
Ack
PucyHok 29.

XocTt 3anpawwmBaeT IP-agpec yepe3 DHCP cnegytowmm obpasom:

1. Xoct nepegaet nakeT obHapyxeHus (discover) DHCP ansa nouncka cepeepos DHCP B
ceTu.

2. DHCP-cepBep otnpaenseT Broadcast/Unicast nakeT (Ha ocHoBe nakeTa xocTa).
cogepxawun IP-agpec, MAC-agpec, nmsa gomeHa un apergy (offer).

3. Xoct nepenaet naket 3anpocoB DHCP ans oduumnansHoro 3anpoca IP-agpeca
(request).

4. DHCP-cepBep otnpasnseT Ha xocT naket DHCP ACK unitcast ana nogresepxaeHus
3anpoca.

NMPUMEYAHUE: DHCP-knneHT moxeT nonydatb naketsi DHCP OFFER oT Heckonbkux
cepsepoB DHCP, HO 06bl4HO OH NpuHUMaET Tonbko nepsbin naket DHCP OFFER. Kpome Toro,
agpec, ykasanHbln B nakete DHCP OFFER, He o6sa3aTenbHo HasHavaeTcs. Bmecto aToro oH
coxpaHsieTca cepsepoMm DHCP o tex nop, noka KNMeHT He oTnpasuT oopManbHbIi 3anpoc.

Ytobbl oduumanbHo 3anpocuthb |IP-agpec, knneHT nepegaet naket DHCP REQUEST, utobbl
Bce DHCP-cepBepbl, nocbinatowme naketel DHCP OFFER, mornn nonyuntb naket w
ocBoboanTb IP-agpeca, npeanoxeHHslie B OFFER.

Ecnn naketr DHCP OFFER copepXut HegonyCcTMMblie napameTpbl KOHUrypauuu, KIveHT
otnpaenseT Ha cepeep nakeT DHCP DECLINE, 4Tto0bl OTKNOHWTL KOHUIypauuio.

Ecnwn Bo Bpemsa neperoBopoB KNMEHT He oTBeyvaeT Ha nakeTbl DHCP OFFER BoBpems, cepBepsbl
oTnpasAT knueHTy naketsl DHCP NAK, 1 KNnMeHT NOBTOPHO MHMLMMPYET npoLiecc.

Bo Bpems noctpoeHuns cetn cepeepbl QTECH DHCP o6nagatoT cneaylowumm
npevMMyLLecTBamMm:

e YnpouwleHHasa KoHdurypauusa. OduHamudeckoe HasHadeHue |P-agpecoB 3HaAYUTENbHO
ynpoLLaeT HaCTPOWKy yCTPOMUCTBA.

o LleHTpanusoBaHHoe yrnpasreHve. KoHurypauuio HeCKONbKUX noacetern MOXHO
N3MEHWTb, MPOCTO M3MEHUB KOHpurypaumto cepsepa DHCP.
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Myn appecoB

lMocne Toro kak cepBep MonyvaeT NakeT 3anpocOB KMNMEHTa, OH BbloupaeT 4OMyCTUMbIA Nyn
agpecoB, onpegendetr [ocTynHeln IP-agpec u3 nyna nocpeactsom PING u nepepaet
KOHUrypaumto nyna n agpeca knueHty. Miugopmauusa o6 apeHae coxpaHaeTes fokanbHO Ans
NpOBEPKN AENCTBUTENBHOCTU NPy BO30OHOBEHMM apeHabl.

Myn agpecoB MOXeT MMETb criefyowme napaMeTpbl KOHUrypaumm:
e [nanasoH IP-agpecoB, KoTopbIi npeactaBnser cobow amana3oH OOCTYMHbIX
IP-agpecos.
e Apgpec wnto3a. NoaaepxmeaeTca He 6onee 8 agpecoB LUIHO30B.
e DNS-agpec. lNogaepxnBaetca He 6onee 8 agpecos DNS.

e Cpok apeHabl, YBEOAOMMSIOLWMNIA KIMEHTOB O TOM, KOFda UM HY>KHO MONy4YuTb agpec u
3anpocuTb NPoANeHNe CpoKa apeHabl.

KoHTponb cocTtosiHua VRRP

B cueHapun npoTokona pesepBMpoBaHusa BUpTyanbHoro Mmapwpytmsatopa (VRRP) yctponcTtea
QTECH, nopgepxusatowme DHCP, npegoctasnsioT KOMaHOy Afs MOHUTOPUHra COCTOSIHUSA
nHtepcenca VRRP. B uHTepdence, HacTpoeHHOM Ha wucnosnib3oBaHue agpeca VRRP un
moHutopuHra VRRP, DHCP-cepBep obpabaTtbiBaeT Tonbko naketbl 3anpocoB DHCP-knueHToB
n3 nHTepderica B pexmme Master, a gpyrme naketbl otbpackiBatotcs. Ecnv agpec VRRP He
HacTpoeH, DHCP-cepeep He otcnexmBaer coctoaHne VRRP un Bce naketsl DHCP
obpabarbiBatoTcs. KoHTponb coctosaHmst VRRP HacTpanBaeTcs TONbKO Ha MHTepdencax YpoBHS
3. Mo yMmOn4yaHuto OH OTKITHOYEH, @ UMEHHO, TOJbKO rMaBHOE YCTPOMUCTBO obpabatbiBaeT cnyxoy
DHCP.

HasHauyeHue IP-appeca Ha ocHoBe VLAN, nopToB 1 anana3soHa IP

lNocne passepTbiBaHWA nyna IP-agpecoB ykasaHHbIA guanasoH IP-agpecoB HasHadaeTcs Ha
ocHoBe ceTert VLAN u noptoB. CylecTByeT Tpu CLUeHapus:

1. [noGanbHasa KoHdurypauus.
2. KoHdurypauua Ha ocHoBe ceTen VLAN, nopTtoB 1 gnanasoHa IP-agpecos.

3. CouetaHue: 1 n 2. B cuenapum 1 agpeca HasHa4vaoTcs rnobansHo. B cueHapum 2
agpeca B ykazaHHOM AuanasoHe |IP HasHa4alTCa TONbLKO KIMeHTaM yKasaHHbIX ceTen
VLAN wu nopTtoB. B cueHapuun 3 knueHTam ykasaHHbIx ceTenn VLAN n nopToB
Ha3Ha4alTCHa agpeca B ykazaHHOM AgnanasoHe IP, a gpyrum knueHtam — rnobanbHble
agpeca no yMmon4aHuio.

4.3.3.2. CBsA3aHHaA KOHcUrypauus
Mmo6anbHoe BkntodeHne DHCP-cepsepa.
e [lo ymonuyaHuto DHCP-cepBep OTKIHOYEH.

e 3anyctute koMaHay service dhcp, 4Tobbl BkounTb cepsep DHCP.
HacTpownka nyna agpecos

e [Mo ymonyaHuio nyn agpecoB He HACTPOEH.

e BbinonHute komangy nyna ip dhcp pool, 4tobbl HacTpouTb AnanasoH IP-agpecos,
wrto3 n DNS.

e Ecnu nyn agpecoB He HAcCTpPOeH, agpeca He ByayT Ha3HaYeHbI.
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4.3.4. AreHt DHCP Relay

4.3.4.1. MpnHUMN paboTbl

IP-agpec HasHayeHusi nakeToB 3anpocoB DHCP — 255.255.255.255, n 39T naketbl
nepecobinatotcs B nogceTtun. [Ana HasHadveHus IP-agpeca no cermeHTam cetM HeobGxoaum areHT
peTpaHcnsaumm DHCP. AreHT peTpaHcnaumm DHCP nepepaet nakeTbl 3anpocos DHCP cepeepy
DHCP u nepecbinaet naketbl otBeta DHCP knuenty DCHP. Arent DHCP Relay cnyxut
peTpaHcnsTopoM, noakmnovaemblm K knneHty DHCP n cepeepy DHCP pasnuyHbIX cermeHToB
cetn, nyTem nepecbinikm naketor 3anpocoB DHCP n naketos otBeta DHCP. B pexume Client-
Relay-Server ynpasneHue IP-agpecamu B HECKOSIbKMX CEFMEHTaX CeTU OCYLLECTBASETCH TOSbKO
oaHum DHCP-cepBepom. CM. n3obpakeHne HUXKe.

DHCP Server
30002

DHCP Relay #%.%

30.0.0.1/16

DHCP Client

PucyHok 30. CueHapuii DHCP Relay

VLAN 10 n VLAN 20 cootBetctBytoT cermeHTam 10.0.0.1/16 n 20.0.0.1/16 coOTBETCTBEHHO.
Cepeep DHCP c IP-agpecom 30.0.0.2 Haxogutcsa B cermeHTe 30.0.0.1/16. [na ynpaBneHus
AnHamumyeckumn IP-agpecamun B cetax VLAN 10 n VLAN 20 cepsepom DHCP HeoGxogumo
BKMOUMTL peTpaHcnaumm DHCP Ha wnto3e n HacTpouTb IP-agpec 30.0.0.2 ana cepeepa DHCP.

MHcopmauusa o petpaHcnaTope DHCP (onuua 82)

Kak onpegeneHo B RFC3046, moxHO Ao6aBuTb napaMeTp 418 yKazaHusa ceTeBon nHdopmawmm
knneHta DHCP npwu BeinonHeHnn DHCP Relay, ytobbl cepsep DHCP mor HasHadvaTb IP-agpeca
pasnnyHbIX NPUBMMErNin Ha ocHOBe Gornee ToYHOM MHopMauun. ATOT NapamMmeTp Ha3bliBaeTcH
onuua 82. B HacTtodwee Bpems yctpouctBa QTECH nopaepxuBatoT uyeTbipe CXeMbl
NH(OPMaLMKM O penenHbIX areHTax, KOTopble ONMcaHbl COOTBETCTBEHHO creayowmnmM obpasom:

1. Onuusa uHndopmaumm o dot1x: Ota cxema oormkHa ObITh peanvsoBaHa
ayTeHTudpukauymnen 802.1X. AreHT peTpaHcnaumm DHCP dopmupyeT nogonumio
naeHTudmkaTopa uenu Ha ocHose npueunerun IP n ngeHtndukatopa VLAN knneHTa
DHCP. ®opmaT napameTpa nokasaH Ha cregytoLem n3odbpaxeHuu.

Suboption type Privilege

[P | me

EBE oot | ooes |

1 byte 1 byte 2 byte 2 byte
PucyHok 31. ®opmaT napameTpa

2. WHdopmaums areHTa peTpaHcnauum B onuumn 82: 31a cxema cnyxut 6e3 koppensaumm
¢ aApyrumun mogynsamu npotokonos. AreHT DHCP Relay dopmupyeT onuuto 82 Ha
OCHOBe (hbM3n4eckoro nopTa, nony4atowero naketsbl 3anpocos DHCP, n MAC-agpeca
ycTporicTBa. PopmaT napameTpa nokasaH Ha crnegyoLem n3obpaxeHun.
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Suboption type Vian ID Port
Length l Slot l
| 1+ | 4 | o085 | o1 | 02 |
1 byte 1 byte 2 byte 1 byte 1byte

PucyHok 32. geHTudumkatop uenu areHta

Suboption type Device MAC Address

L

| 2 | 6 | ooporsi234s6
1 byte 1 byte

(=)]

ovyte
PucyHok 33. YoaneHHbIn ngeHTudmkaTop onepaTtopa

3.  Onuwms nHdopmaumm o petpaHcnaTope VPN: 3ta cxema gomkHa ObiTb peanv3oBaHa
¢ pyHkumoHanom MPLS VPN.

IQ 192.168.4.1/

DHCP Client 1 fa0i1/

VPN Department I |VPN Depariment I . '

i F—?FSS CI:_ET 2 o L q?' 16847 pHCP Relay Agent P,‘HCF_, S‘ér,vf';
V apartment a1/ 192 168.197 248 192.168.197.251

* VPN DepartmentII
<4

PucyHok 34. MNpunoxexne B cpege MPLS VPN

Kak nokasaHo Ha PucyHke 34, B cpege MPLS VPN knnent DHCP 1 nogkntoueH k fa0/1 yepes
relay areHta DHCP 1 DHCP Client 2 Ha fa1/1. UHTepdencel fa0/1 n fa1/1 oTHocATCA K pasHbiM
VRFs. DHCP Client 1 n DHCP Client 2 nonyvatot IP-agpeca 4epe3 DHCP. CornacHo
nnadnposaHuio cetu, VPN Department | 1 VPN Department |l Haxogatca B 0gHOM cermeHTe
192.168.4.0/24. B atom cny4ae 0OblMHOe npunoxeHne DHCP He moxeT yaoBneTBOpUTb
notpebHocTn. [Ana nogaepxkn petpaHcndauun DHCP B cpege MPLS VPN BBoguTtcs option vpn,
KoTopasi BKNo4YaeT Tpu nognapameTpa, a umeHHo VPN-ID, Subnet-Selection n Server-ldentifier-
Override.

e VPN-ID: korga areHT petpaHcnauum DHCP nonyyaet naket 3anpoca DHCP, oH
nobasnser wmHpopmaumio o VPN, kotopyto knmeHT DHCP Haxogut B nakete, B
kadyectBe onuumn. DHCP-cepBep coxpaHsieT VPN-ID B OTBETHOM NakeTe, a areHT
peTpaHcnsaumm DHCP nepecbinaet nakeT Ha cooTBeTcTByowmMin VRF B cooTBETCTBUM C
onuuen. dopmaT NnapameTpa nokasaH Ha cregyoLemM n3oopaxeHun.

Suboption type I‘/P*‘-

l Length l VPN-ID

Il W | I
| 151 | N+t | 0 | VPNIDorVRFName
1 byte 1byte 1byte N byte

PucyHnok 35. VPN-ID

e Subnet-Selection: B KoHBeHUMOHanbHoM peTtpaHcnauun DHCP  mnHdopmauusa o
KnueHTckon cetTm wn apgpeca cepBepa DHCP wn areHta petpaHcnsummn DHCP
ykasblBaeTcs B none gateway address [ giaddr ]. B cpeae MPLS VPN 3agante giaddr
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Ha |IP-agpec uHTepdenca areHta DHCP Relay, nogkntoveHHoro k cepsepy DHCP,
yToObl CepBep MOr HanpsMyk B3aMMoAencTBoBaTb C areHTom Relay. Kpowme Toro,
nHopMaLma 0 NOACETU KNMeHTa yKkasbiBaeTcsa B napameTpe Subnet-Selection (Beibop
nogcetn). dopmart napameTpa NokasaH Ha crnegyowem nsobpaxxeHuu.

Suboption type Subnet Selecling

|7 |

I 150 I 4 COAB0C00 l

1 byte 1 byte 4 byte
PucyHok 36. Beibop noaceTu

o Server-ldentifier-Override: B cpeae MPLS VPN nakeTb! 3anpocos oT knueHTa DHCP He
MoryT ObITb OTNpaBneHbl Hanpsamyto Ha cepeep DHCP. AreHt DHCP Relay ncnonbayet
3Ty onuui And nepegayn wuHdopmaumm uHTepdenca, CBA3bIBAKOWMA  areHT
peTpaHcnsuum u cepsep DHCP. Korga cepBep oTnpaBnsieT oTBETHOE CO0O0LLeHME, 3TOT
napameTp nepeonpeaensetr napametp Server-ldentifier. Takum o0pasom, KIMEHT
DHCP otnpaBnsieT nakeTbl areHTy peTpaHcnauun DHCP, a areHT petpaHcnsauyum DHCP
nepecbiniaet nx Ha cepsep DHCP. ®opmaT napameTpa nokasaH Ha crnegytollem
n300paxxeHunn.

Suboption type Server-id Overnde

[ ’.:]I:I,A'\:‘-_‘;I:LU:II:) ]

1 byte 1 byte 4 byte

150

PucyHok 37. Server-ldentifier-Override

UpeHTucpukartop cepsepa nposepku DHCP Relay

B cpene DHCP gns cetn passepTbiBaeTcs Heckonbko cepsepoB DHCP, yto oGecneunBaet
pesepBupoBaHmne cepeepa ansa obecneveHns becnepebonHon paboTtel ceTu. [locne BkoveHns
aTon yHKuMn nakeT 3anpoca DHCP, oTnpaBneHHbIi KIIMEHTOM, COAEPXUT MnapameTp
naeHTndukatopa cepsepa, ykasbiBawowmi cepsep DHCP. YTtobbl obneruyntb Harpysky Ha
cepBepbl B OnpefeneHHblX cpeaax, Heobxoanmo BKITUNTL 3Ty yHKUMIO Ha Relay areHte, ans
OTNpaBKM NakeTa Ha ykasaHHbIn cepep DHCP, a He Ha Bce cepBepbl DHCP.

NMopaBneHue petpaHcnauum DHCP

Mocne HacTtponkn komaHabl IP DHCP Relay Suppression Ha uHTepdgence naketbl 3anpocoB
DHCP, nony4yeHHble Ha UHTepdence, byayT oThunbTpoBaHbl, a Apyrue naketol 3anpocos DHCP
OyoyT nepecbinaTbCes.

4.3.4.2. CBsA3aHHasA KOHcUrypaumsa

BknroyeHune petpaHcnauyumn DHCP

e [lo ymonuanuo cpyHkuma DHCP Relay oTkntodeHa.

e [1nqa BknioveHus petpaHcnsaumm DHCP MoXHO BbINONHWUTL komaHay service dhep.
e [lepen Hayanom paboTbl Heo6xoammo BknouMTb DHCP Relay.

Hactpowka IP-agpeca gna cepsepa DHCP

o [lo ymonuanuio ansa cepeepa DHCP He 3agaH oTcnexnBaemblii IP-agpec.

e MoxHo BbINONHMTL koMaHay ip helper-address gna Hactpowkun IP-agpeca pns
cepsepa DHCP. IP-agpec MOXHO HacTpouTb rnobanbHO nnm Yepes nHtepdenc ypoBHs
3. MoxHo HacTpouTb He 6onee 20 IP-agpecos DHCP-cepBepa.

123

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtpolika DHCP W

o Korga nHTtepdenc nonyyaet nakeT 3anpocoB DHCP, koHdurypauus cepsepa DHCP Ha
nHTepdgence npeobnagaet Hag KOHUrypaumemn, HacTpoeHHon rnobanbHo. Ecnn Ha
nHTepdgence He HacTpoeH agpec DHCP-cepBepa, 6yaeTt ucnonb3oBatbcs rnobansHO
HacTpoeHHbIn DHCP cepsep.

BknroyeHne onunmn DHCP 82
¢ [lo ymonuanuio onumnss DHCP 82 oTkntodeHa.

o [na sknoveHuss onumm DHCP 82 moxHO 3anyctutb komangy ip dhcp relay
information option82.

BkntoyeHne DHCP Relay Check Server-I1D
¢ [lo ymonuaHuio ngeHTudgmkatop cepeepa nposepkn petpaHcnsumm DHCP oTkntoyeH.

e MoxHo 3anyctutb komaHgy ip dhcp relay check server-id, 4tobbl Bkntounte DHCP
Relay Check Server-id

BknroyeHne nopaBneHus petpaHcnaumm DHCP

e [lo ymonuaHuio dyHKUMs nogaeneHus petpaHcnaumm DHCP oTknioyeHa Ha Bcex
NUHTepdencax.

e MoxHo 3anyctutb komangy ip dhcp relay suppression, 4Tobbl BKNHOUNTL €€ B
nHTEppence.

4.3.5. Knuent DHCP
4.3.5.1. MpnHUMN paboTbI

DHCP-knueHT nepenaet nakeT obHapyxeHna DHCP nocne Bxoga B coctosiHue Init. 3atem oH
MOXET MONyYnTb HECKONbKo nakeToB npegrioxkeHun DHCP. OH BbibupaeT oguH U3 HUX ”
oTBe4vaeT Ha cooTtBeTcTBYoWMN DHCP-cepBep. Nocne aToro oH oTnpaBnsieT nakeTbl 3anpoca
Ha npoafieHne apeHabl B NpoLecchbl BO30OHOBEHNS 1 NOBTOPHOW NPUBS3KM Nepuoaa ctapeHus
OS5 3anpoca Ha npoafeHne apeHabl.

4.3.5.2. CBaA3aHHasA KOHcUrypaumsa

BknroyeHune knueHta DHCP B nHtepdence
o [lo ymonuanuio knneHT DHCP oTknto4veH.

o B pexume HacTponkm mHTepdernca MOXHO 3anyctutb komaHay ip address dhcp,
4106kl BKMOUNTE DHCP Client.

e YTt0b6bl BKNtounTh Ccnyx6y DHCP, Heobxoaumo Bkntounte DHCP Client.

o  KoHdurypauusa ucnonb3yetcs Ha uHTepdence ypoBHa 3, Hanpumep, Ha SVI unu
MapLUpyTM3MpyeMbIX NopTax.

4.3.6. NpaBuna AM
4.3.6.1. MpuHUMN paboTbl

MNpasuno AM onpegendaeTt anana3soH |IP-agpecoB, HasdHa4YeHHbIX knueHTam DHCP B pa3nuyHbix
cetax VLAN u noptax. Ero MoxHo ncnone3soatb ansa 6eictpon naeHtndpmkaumm VLAN n nopta
HeucnpaBHoro knueHta DHCP un adydpekTMBHOro HasHauyeHusi agpecoB. [locne HacTpowku
npasuna AM Bce knueHTbl DHCP n3 3agaHHo VLAN n nopTel MmoryT nonyyats IP-agpeca. Ecnn
npasuno AM He HacTpoeHo, CcyLlecTBYeT [Ba cneayloLwwmnx cryvas: ecnu 3agaHo npasuno AM
Mo yMOm4aHuio, KNueHT nonyyaet IP-agpec 13 gnanasoHa no ymon4aHuio; ecnu npasuno AM no
YMOSYaHUIO HE HAaCTPOEHO, KITMEHT HE CMOXET nony4ynTb IP-agpec.
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4.3.6.2. CBsi3aHHasA KOHcUrypaumsa

HacTtponka npaBuna AM B pexume rnob6anbHon KOHpUrypaumm
e B pexume rmobanbHon kKoHUrypaumm BeinonHMTe KomaHay address-manage, 4Tobbl

BOWTU B pPEXUM KOHpurypauum npasmn AM.

e BbinonHute komaHay match ip default, 4tobbl HacTpouTb NpaBuno AM No yMon4YaHuto.

e BbinonHute komaHay match ip, 4tobbl HacTpouTb npasuno AM Ha ocHose VLAN un
nopTa unu nopTa B OTAENMbHOCTH.

4.4. HacTtpouka

4.4.1. Hactpounka cepsepa DHCP

HacTtpowka

OnucaHue n KomaHga

HacTtporika anHamMunyeckoro
IP-agpeca

(Ob6sa3artensbHO) UcnonbayeTca ansa skntodeHna DHCP-cepeepa
Onga guHamudeckoro HasHadeHus IP-agpeca

service dhcp

Bkntouaet DHCP-cepeep

ip dhcp pool

HacTpowka nyna agpecos

network

HacTpowka Homepa ceTu n mackm
nogcetu nyna agpecos DHCP

(HeobsizaTenbHo) Mcnonb3yeTca anst HaCTPOWKM CBOMCTB nyna

agpecos

default-router

HacTtponka wnio3a KnneHTa no
YMOJYaHuo

lease

HacTpoika apeHabl agpeca

next-server

Hactpownka agpeca
TFTP-cepBepa

bootfile

HacTtpoika 3arpy3o4Horo darna
KnueHTa

domain-name

Hactpoka [OOMEHHOro UMEHMU
KnMeHTa

dns-server

Hactpoika cepBepa OOMEHHbIX
NMeH
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IP-agpeca

Hactpowka OnuncaHne n KomaHga
HacTpownka gmHammnyeckoro | netbios-name-server HacTponka WINS-cepBepa

NetBIOS

netbios-node-type

Hactponka tvna ysna NetBIOS Ha
KnneHTe

lease-threshold

HacTpoiika nopora cpabaTbiBaHUS
curHanusauum ans nyna agpecos

option HacTpoiika napameTpa, 3agaHHOro
nonb3oBaTenem
pool-status BkroyeHve nnu oTknoYeHne nyna

agpecos

Hactporka cratndeckoro
IP-agpeca

(Heobsi3aTenbHO) Micnonb3yeTes anst CTaT4ecKoro HasHavyeHus

IP-agpeca knueHTy

ip dhcp pool HacTpoWka nmeHun nyna agpecos
n nepexoa B peXnm
KOHUrypauum nyna agpecosB

host Hactponka IP-agpeca u macku

noaceTn XoCTa KIneHTa

hardware-address

HacTpowka annapaTtHoro agpeca
KnueHTa

client-identifier

HacTtpownka YHUKanbHOro
noeHTndmkaTopa KnmeHTta

client-name

HacTpoika nmeHun knueHTa

Hactporika npasuna AM
anga cepsepa DHCP

(Heobss3atenbHO) OH MUCNONb3yeTcs AS1 HaCTPOWMKM CBOWCTB

DHCP-cepBepa

ip dhcp excluded-
address

HacTpowka ncknto4eHHoro
IP-agpeca

ip dhcp force-send-nak

HacTtpoika obs3atenbHoro
oteeTa NAK cepsepom DHCP

ip dhcp monitor-
vrrpstate

HacTtponka MOHUTOpUHra
coctosHua VRRP
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HacTtpownka

OnuncaHne n KomaHga

Hactponka npasuna AM
anga cepsepa DHCP

ip dhcp ping packets

HacTponka BpemeHu
3x0-3anpoca

ip dhcp ping timeout

Hactpowka Tanm-ayTa ping

ip dhcp server arpdetect

Hactponka DHCP-cepBepa anga
oBHapyxeHus nonb3oBaTens B
aBTOHOMHOM peXxume

HacTtporka rnodanbHbIX
cBovicte DHCP-cepBepa

(HeoGsi3aTenbHo) OH Ucronb3yeTcss Ans HacTpoWku npasBuna

AM cepeepa DHCP

match ip default

HacTtpowka npasuna AM no
yMOM4YaHu1Io

match ip ip-address

Hactponka npasuna AM Ha
ocHoBe VLAN u nopta

4.4.2. Hactponka DHCP-peTpaHcnsauum

HacTtpowka

OnuncaHne n KomaHga

HacTpolika
dyHkunn DHCP

OCHOBHbIX

(OGszaTeNbHO) UCMONb3YEeTCA ANS BKIOYEHUS pPEeTpaHCnsAUMm

DHCP

service dhcp

BkritoueHune peTtpaHcnsumm
DHCP

ip helper-address

Hactpoika IP-agpeca cepepa
DHCP

Hactporika DHCP Relay
onunn 82

(Heobsa3aTenbHO) OH MCnonb3yeTcsa ANa Ha3Ha4YeHUs KIMeHTam
IP-agpecoB C pasHbiMM NPUBUJIETMAMW B COYETaHMN C
nHdopMaumen o usndeckom nopte. ITY (PYHKUUIO Henb3s
ncnonb3oBaTb BMecTe ¢ komaHaou dhcp option dotlx.

ip dhcp relay
information option82

Bkntouyenwne onuumn DHCP 82
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Hactpowka OnuncaHne n KomaHga
Hactponka npoBepku | (HeobszaTenbHO) OH UCMOMb3yeTcs ANs TOro, YToObl areHT

Server ID ansg DHCP Relay | DHCP Relay nockinana naketsl 3anpocoB DHCP Tonbko Ha
yKasaHHbIN cepBep

ip dhcp relay check | [losBonsert areHTy

server-id peTpaHcnaumm DHCP
OTNpaBnATb NAKeTbl 3anpPOCoOB
DHCP TOonbKo Ha yKka3aHHbI
cepsep

HacTtponka nogaeneHus | (HeobasaTenbHO) OH UCMNonb3yeTcd ANs 3aliMThbl NaKeToB

DHCP 3anpocoB DHCP Ha unTepdeice
ip dhcp relay | BkniodaeT nogaBneHve
suppression petpaHcnsaumm DHCP

4.4.3. Hactpounka knueHta DHCP

HacTtpowka OnuncaHne n KomaHga

HacTtporika knueHTa | (O6s3aTenbHO) OH Mcnonb3yeTcs Ans BkrtoveHust knneHta DHCP
DHCP

ip address dhcp | ObecneunBaeT uHtepgenc Ethernet,
WHKancynupoBaHHbIn MHTepdenc PPP/HDLC
unu FR-nHkancynupoBaHHbI nHTepdenc ans
nony4vexus IP-agpecos 4epe3 DHCP

4.4.4. Hactpounka gpuHamuyeckoro IP-agpeca

4.4.4.1. PesynbTaT KOHduUrypaumm

Mpenoctaenenne Bcem knneHtam DHCP ycnyr DHCP, Bkntodass HasHayveHune IP-agpecoB u
LLISTHO30B.

4.4.4.2. NMpnumeyaHus

DHCP-cepBep u petpaHcnauua DHCP coBMeCTHO MCNOoMb3yoT CNyXebHy KoMaHay service
dhcp, HO ycTponcTBO HE MOXET ogHOBpeMeHHO paboTaTtb kak DHCP-cepeep n peTtpaHcnsaTop.
Ecnn ycTporcTBO HacTpoeHo C OOMyCcTUMbIM MyNOM aapecoB, OHO OEeUCTBYeT Kak cepBep U
nepecbiniaeT nakeTbl. B npOTMBHOM crniyyae OH CyXuT B KayecTBe relay-areHTa.

4.4.4.3. dtanbl KOHdUrypaumm

BknoyeHne DHCP-cepBepa
e (O6gasarenbHo. OH obecnevnBaeT AnHamMmmnyeckoe HasHa4vyeHue |IP-agpecos.
e 3anyctute koMaHay service dhcp B pexvnme rnobanbHON KOHUrypaumm.
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Hactpowka nyna agpecoB

e O6sasarenbHo. OH Ucnonb3yeTcs Ana co3aaHua nyna IP-agpecos.

e 3anyctute KomaHay nyna ip dhcp pool B pexxume rnobansHON KOHUrypaumm.
Hactpoika ceTeBOoro Homepa 1 mackum nogcetu nyna agpecoes DHCP

e (O6ssarenbHo. OH onpeaensieT guana3oH JUHAMMYECKM Ha3HavYaeMbiX agpecoB.
¢ BuinonHute kKomMaHay network B pexxume koHdurypaumm nyna agpecos DHCP.
HacTpowka wnto3a KnmeHTa no yMosn4aHuio

e  OnuwmoHanbHo. OH ncnonb3yeTcsa Ans HAaCTPOMKM agpeca Lun3a.

o 3anyctute komaHay default-router B pexume koHurypaumm nyna agpecos DHCP.
Hactpowka apeHabl agpeca

e  OnumoHanbHo. OH ucnonb3yeTca Ons HACTPoOWKM apeHabl IP-agpeca, kotopasi no
YMOMYaHuIo cocTaBnseT 24 yaca.

e BuinonHute kKomMaHay lease apeHabl B pexume KoHurypaumm nyna agpecos DHCP.
Hactpownka agpeca TFTP-cepBepa

e  OnumoHanbHo. OH ncnonb3yeTcs Ang HacTponkn agpeca TFTP-cepeepa.

o BhbinonHuTe KOMaHAy next-server B pexxume koHdurypaumm nyna agpecos DHCP.
HacTpoika AOMEeHHOro UMeHM KrmeHTa

e OnumoHanbHo. OH ncnonb3yeTcsa AN HACTPOMKN AOMEHHOrO UMEHWN KINNeHTa.

o BhinonHute komaHay domain-name B pexxume koHdurypaumm nyna agpecos DHCP.
Hactpowka DNS

o  OnumoHanbHO. OH ncnonb3yeTcs Ana HacTponkn agpeca DNS.

¢  BbinonHute komaHay dns B pexume koHdurypaumm nyna agpecos DHCP.
HacTpounka WINS-cepsepa NetBIOS

e  OnumoHanbHo. OH ncnonbayetcs ansa HacTponkn agpeca WINS-cepsepa NetBIOS.

e 3anyctuTe kOMaHgy netbios-name-server B pexume KoHUrypauum nyna agpecos
DHCP.

Hactpownka Tuna y3na NetBIOS Ha knueHTe
e  OnumoHanbHO. OH ncnonb3yeTcs anga HacTponkn Tuna yana NetBIOS.

e 3anyctute KomaHgy netbios-name-type B pexume KoHdwurypauum nyna agpecos
DHCP.

HacTpowka nopora aBapuMmHOro curHana gns nyna agpecoB

e OnuuoHanbHo. OH wucnonb3dyeTcss ANA  yNpaBNeHUs KOMMYECTBOM  FIN3MHIOBbIX
cornaweHui. Mpu goctmxkeHnn noporoBoro 3HadveHus (90 % no ymonyaHuio) byaet
pacnevaTaH CurHan TpeBoru.

o Bruinonuute komaHgy lease-threshold B pexume koHdurypaumm nyna agpecos DHCP.
Hactpownka napameTpa, 3agaHHOro nonb3oBaTenem

e OnumoHarnbHo. OH ncnonb3yeTcsa AN HAaCTPOMKU NOMb30BaTENbLCKUX NapaMeTpoB.

e BbinonHute kKOMaHgy option B pexunmMe KoHdurypauum nyna agpecos DHCP.
BknroyeHne unu oTKnoYeHue nyna agpecos

e  OnuuoHanbHo. OH ncnonb3yeTcs AN BKIIOYEHUSI NN OTKITIOYEHMS nyna aapecos. o
YMOMYaH1I0 AaHHasA PYHKLUMSA BKIOYEHA.

e BbinonHute komaHay pool-status B pexume koHdurypauum nyna agpecos DHCP.

129

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

Hactporika DHCP

4.4.4.4. NMpoBepkKa KOHdUrypauum

MoakntoveHne knneHta DHCP u cepsepa DHCP.

e [poBepbTe, Nony4YyaeT N KIMEHT KOHpUrypauum Ha cepBepe.

4.4.4.5. CBA3aHHblIe KOMaHAbI

BknroyeHne DHCP-cepBepa

KomaHga service dhcp

Pexum Pexnm rnobanbHon KoHUrypaumm

KOHdourypaumm

BcTpoeHHas Bkntounte cepsep DHCP wn petpancnaumio DHCP. DHCP-cepeep u
noAckaska petpaHcnsaumio DHCP coBMeCTHO UCNonb3ykT cryxebHyo komaHay

service dhcp. Ecnu ycTpoNMCTBO HacTPOEHO C [OMYyCTUMbIM MyrioMm
afpecoB, OHO AENCTBYET Kak cepBep W nepecbinaeT nakeTbl. B npoTnBHOM
Crny4ae OH CINyXWUT B Ka4eCTBE perieMHoro areHTa

HacTpoiika nyna agpecoB

KomaHga ip dhcp pool dhcp-pool

Onucanwue pool-name: ykasbiBaeT nvs nyrna agpecos

napameTpoB

Pexxum Pexxnm rmobanbHomn KoHdurypauum

KOHcpurypauum

BctpoeHHas Mepen HasHadeHunem |P-agpeca KNUEHTYy HeobxoouMMO HaCTPOUTb UMS
noAckaska nyria agpecoB 1 BONTU B pexum KoHdurypauun nyna agpecos DHCP

Hactpoika ceTeBoro Homepa 1 mackum nogcetu nyna agpecos DHCP

KomaHga network network-number mask [low-ip-address high-ip-address]

Onucanve network-number: ykasbiBaeT Homep cetu nyna IP-agpecos.

e |l SIS mask: yka3blBaeT Macky noaceTu nyna IP-agpecos. Ecrniv macka nogceTu
He onpeferneHa, NPUMeEHSAEeTCs eCTeCTBEHHAA Macka noaceTu

Pexxum Pexwum koHdurypauum nyna agpecos DHCP

KOHUrypauum

(@ arecy
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BcTpoeHHas
noackaska

[Ona HacTpoMkM AMHAMUYECKOro HasHayeHust afgpecoB Heobxoammo
HaCTPOUTb CETEBOWN MOEHTUMKATOP M MacKy noaceTu ANns nyna agpecos,
4yTO6bI NpegocTtaBuTb cepeepy DHCP gmanasoH agpecos. IP-agpeca B
nyne HasHayalTCa B yka3aHHOM nopsiake. Ecnv agpec HasHaveH unu
CylwlecTByeT B LIENEeBOM CermMeHTe ceTu, cnegywowui agpec 6yget
npoBepATbCA 4O Tex Nop, Noka He OyaeT HasHayeH AeNCTBUTENbHbIV
agpec.

BecnpoeogHoe ob6opyaoBaHne QTECH npegoctaBnsieT [OOCTYMHble
CEerMeHTbl CeTW, YyKasblBasd HayanbHbIA W KOHEYHbIA agpeca.
KoHdourypauma He 4Bnsetca [ononHuTenbHOW. Ecnn HavanbHbI 1
KOHEeYHbI agpeca He ykasaHbl, OyayT HasHayatbca Bce |P-agpeca B
CErMeHTe CETMU.

Ona obopygoBanma QTECH apgpeca HasHayalTCcA Ha OCHOBeE
dusnyeckoro agpeca u maeHTMdUKatopa KnveHTa. Takum oGpasom,
OOQHOMY KNMEHTy He OyaeT HasHayeHo OBe apeHabl M3 OAHOro nyna
agpecoB. B cnyyae Tononornyeckon n3bbITOYHOCTU MEXAY KIMEHTOM U
CepBEPOM HasHa4yeHne agpeca MOXET ObITb HE BbINMOSTHEHO.

UTtobbl un3bexatb Takmx cOOeB, agMMHUCTpAToOpy ceTn Heobxoaumo
npeaoTBpaTnTb M3ObITOYHOCTbL MyTEW B MOCTPOEHUU CEeTWU, Hanpumep,
NyTEM HaCTPOMKN OU3NYECKNX KaHASTOB MU CETEBBIX NYTEN

HacTtpowka w

JI03a KrineHTa no ymosn4aHuio

KomaHga default-router address [address2...address8]
Onuncanue address: ykasbiBaeT |IP-agpec wnto3a no ymonyaHuo. Hactponte xoTs Obl
napameTpoB oauH IP-agpec.
ip-address2...ip-address8: (OMNMUMNOHAJIBHO) MoxHO HacTpouTb He
6ornee 8 wno308
Pexxum Pexwum koHdurypauum nyna agpecos DHCP
KOHdoUrypaumm
BcTpoeHHas Hactponte wnw3 KAMeHTa N0 yMomnyaHuio, W cepBep Oyger
noAckaska npenocTaBnsaTb KOHUrypaumio LWo3a K KnveHTy. |IP-agpeca wriosa no

YMOIN4YaHNIO U KnneHTa AOJKHbl HaXoAUTbCA B OAHON ceTn

HacTtpoiika apeHabl agpeca

KomaHga lease {days [hours] [ minutes] | infinite}
OnucaHne days: onpefnenset apeHay B OHAX.
napameTpoB

hours: (Heo65a3aTtenbHO) onpegensieT apeHay B Yacax. Onpegenute gHu
[0 Yacos.

minutes: (Heobs3aTenbHO) onpegensieT CPOK apeHAbl B  MWHyTax.
OnpegenuTe OHWM 1 Yacbl 40 MUHYT.

infinite: onpeneneHve HeorpaHMYeHHOW apeHb!
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Pexxum Pexxm koHdurypaumm nyna agpecos DHCP

KOHGoUrypaumm

BcTpoeHHas Apenga IP-agpeca no ymonuyaHuo, HasHauyeHHoro cepsepom DHCP,
noackaska coctaBnseT 1 geHb. Korga cpok apeHdbl UctekaeT B brvkanwiee Bpems,

KNMMEeHTYy Heobxoaumo 3anpocuTb NpoAneHve apeHabl. B npoTvBHOM
cnyyae IP-agpec He MoXeT ObiTb MCMONb30BaH MNOCIE UCTEYEHNsT Cpoka
apeHnbl

HacTtpowka 3arpy3o4Horo ¢pauna Ha KnueHTe

KomaHga bootfile filename

Onucanue file-name: onpegenseT ms 3arpy3o4Horo danna

napameTpoB

Pexxum Pexxnum koHdurypaumm nyna agpecos DHCP

KOHcpurypauum

BctpoeHHas 3arpy304Hbii hann — 3TO 3arpy304yHbIN hann obpasa, Ucnonb3yembli
noAckaska npyn 3anycke knueHTa. OO6blMHO dhavn aBndetcs OC, 3arpyxeHHown

knueHtom DHCP

HaCTpOVIKa AOMEHHOro MMeHu" KrmeHTa

KomaHpa domain-name domain

OnucaHne domain-name: onpegenaeT AoOMeHHoe uMs knueHta DHCP

napamMmeTpoB

Pexxum Pexwum koHdurypauum nyna agpecos DHCP

KOHdpurypauuu

BcTtpoeHHas MoxHo 3agaTb MMa AoMeHa Ang knneHTa. Korga KnveHT nonyvaeT AocTyn
noackKaska K CETU Yepe3 M XocTa, UM AoMeHa gobaBndeTcd aBTOMaTUYECKN AN

3aBepLeHna NMeHn XocTta

Hactpownka DNS

KomaHga dns-server { ip-address [ ip-address?2...ip-address8 |
Onucanuve ip-address: onpegensiet IP-agpec DNS-cepsepa. Hactponte xots Obl
napameTpoB oavH IP-agpec.
ip-address2...ip-address8: (OMNMUMOHAJIbBHO) MoxHO HacTpouTb He
6ornee 8 DNS-cepsepos
Pexnm Pexwum koHdurypauum nyna agpecos DHCP
KOHcpurypauuu
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BcTpoeHHas
noackaska

Ecnu knueHT nonyyaeTt 4OCTyN K CETEBbLIM pecypcaM Yepes nMsi JOMEHa,
Heobxoanmo HacTpontb DNS-cepBep anst paspelleHns MMeHn JOMeHa

HacTtpounka WINS-cepsepa NetBIOS

KomaHga netbios-name-server address [address2...address8]
Onuncanwne address: onpegenseT IP-agpec WINS-cepBepa. Hactporite xoTs1 Obl 0guH
napameTpoB IP-agpec.
ip-address2...jp-address8: (OMNMUMOHAJIBHO) MoxHO HacTpouTb He
6onee 8 WINS-cepsepoB
Pexxum Pexxum koHdurypaumm nyna agpecos DHCP
KOHdoUrypaumm
BcTtpoeHHas WINS — 310 cnyx6a JOMEHHbIX UMEH, C MOMOLLbIO KOTopow ceTb Microsoft
noackaska TCP/IP paspewaet uma NetNBIOS Ha IP-agpec. Cepsep WINS — 3T0

cepep Windows NT. lNpn 3anycke WINS-cepBepa oH nonyyaeT 3anpoc
Ha pernctpaumio oT WINS-knmeHTa. Korga KIMEHT BbIKIOYaeTCs, OH
oTnpaenseT cooblieHne 06 0cBOOOXKAEHMN UMEHN, YTODbI KOMNBIOTEPDLI B
6a3e gaHHbiXx WINS 1 B ceTu 6binn cornacoBaHHbIMU

Hactpowka Tuna yana NetBIOS Ha knueHTe

KomaHpa

netbios-node-type type

Onucanve
napameTpoB

type: onpegensiet Tvn yana NetBIOS ¢ nomowbo ogHoro 13 criegyrowmx
noaxonoB.

1. WectHaguaTepuyHoe yncno ot 0 go FF. [JocTynHbl TONBLKO crnegyoLwime
3HaYeHus.

e b-node
e p-node
e m-node
e 8 gns h-node
2. CuMBOIbHas CTpokKa.
e b-node ansa wnpokosellaTensLHOro yana
e p-node AnNs 0QHOPAHroBOro yana
e Mm-node AN CMeLLaHHOro y3na
e h-node ans rmbpuaHoro pexnma

Pexxum
KOHcpurypauuu

Pexum koHdurypauun nyna agpecos DHCP
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BcTpoeHHas
noackaska

CyuwectyeT 4YeTblpe TUNa y3nos NetBIOS knueHTta Microsoft DHCP.

1. LlWwvpokoBelatensbHbin y3en. [ns Takoro ysna paspelleHne UMeH
NetBIOS 3anpalumBaeTtcsi Yepes LUMPOKOBELLATENBHYIO PACChISKY.

2. ¥Y3en opHopaHroBonm ceTtn. KnveHT oTnpaBnseT 3anpoc Ha
paspeLeHne Ha WINS-cepsep.

3. CmewaHHbIn y3en. KnveHT nepefaeT 3anpoc Ha paspelleHue u
oTnpaenseT 3anpoc Ha pa3pelueHne Ha WINS-cepsep.

4. [wbpugHbin y3en. KnveHT oTnpaBnsieT 3anpoc Ha paspelueHne Ha
WINS-cepBep. Ecnn oTBeT He nony4eH, knueHT OyaoeT nepegaBaTb
3anpoc Ha paspeweHue. o ymonyaHuio onepauuoHHas cuctema
Microsoft aBnseTca wupokoBelaTenbHbIM NN TMOPUAHLIM Y3MOM.
Ecnn cepeep WINS He HacTpoeH, 3TO LUMPOKOBELLaTENbHbIN y3ern. B
NMPOTMBHOM Ccriy4ae 3To rMbpuaHbIn y3en

HaCTpOVIKa napameTpa, 3agaHHOro noJsib3oBaTternem

KomaHga option code { ascii string | hex string | ip ip-address }
OnucaHne code: onpegensieT kog onuun DHCP.
M|l ascii string: onpeaensiet cTpoky cumeonos ASCII.
hex string: onpegensieT WwecTHagUaTepUYHy0 CUMBOJSIbHYHO CTPOKY.
ip ip-address: onpegenset IP-agpec
Pexxum Pexxm koHdurypaumm nyna agpecos DHCP
KOHcpurypauum
BcTtpoeHHas DHCP noseonseTt nepegaBatb MHGopmauunio o KoHdUrypauum xocTty no
noackaska cetu TCP/IP. Tlaketei DHCP copgepxatr none napameTtpa,
onpeaensieMoro  CoAepXXUMoro. DHCP-knueHT [OOMmKEeH UMeTb

BO3MOXHOCTb nony4vatb naket DHCP ¢ BO3MOXHOCTbIO nepeHoca He
mMeHee 312 Gant. Kpome Toro, pukcnmpoBaHHOE Mosfe AaHHbIX B NakeTe
DHCP Ttakxe Ha3biBaeTcs onumnen.

B ©GecnpoBogHon rnokanbHon cetu knueHT DHCP Toukm pgoctyna
OWHamuyeckn 3anpawmBaeTt |P-agpec cetn nepemeHHoro Toka. Ha
cepepe DHCP MOoxHO HacTpouTb koMaHay option, ykasas agpec AC

BkrnroyeHne nnum oTknro4veHue nyna agpecoB

KomaHga pool-status {enable | disable}
Onucanve enable: BknioYeHne nyna agpecos.
napameTposB .

disable: oTknoueHne nyna agpecos.

Mo ymonyaHuio AaHHas PyHKUMS BKITOYeHa
Pexnm Pexwum koHdurypauum nyna agpecos DHCP
KOHcpurypauuu
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BcTpoeHHas
noackaska

O6opynoBaHne QTECH npegoctaensieT kKomaHay Ans
BKINtOYEHMSI/OTKITIoMeHns nyna agpecos DHCP

4.4.4.6. NMpumep KkoHUrypauum

Hactpowka nyna agpecoB

OTansb!
KOHGoUrypaumm

e  Onpepenute ceTb Nyna agpecos.

e CermeHT cetn 172.16.1.0/24.

e Llmo3 no ymonyanuio — 172.16.1.254.

e ApeHpa agpeca - 1 geHb.

e  [ManasoH UCKITYEHHbIX agpecos, oT 172.16.1.2 go 172.16.1.100

QTECH(config)# ip dhcp excluded-address 172.16.1.2 172.16.1.100
QTECH(dhcp-config)# ip dhcp pool net172
QTECH(dhcp-config)# network 172.16.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 172.16.1.254
QTECH(dhcp-config)# lease 1

MpoBepka
KOHdoUrypaumm

e BbinonHute komaHgy show run  ana  oTobpaxeHus
KOHdoUrypaumm

QTECH(config)#show run | begin ip dhcp

ip dhcp excluded-address 172.16.1.2 172.16.1.100
ip dhcp pool net172

network 172.16.1.0 255.255.255.0
default-router 172.16.1.254

lease 1

4.4.5. Hactpouka ctatuyeckoro IP-agpeca

4.4.5.1. PesynbTaT KOHduUrypaumm

HasHauybTe KoHKpeTHble IP-agpeca n koHdurypaumio onpegeneHHbim knueHtam DHCP.

4.4.5.2. dtanbl KOHtUrypauum

HaCTpOﬁKa MMEeHM nyna agpecoB U nepexon B pexum KOHd)MrypaLIMVI nyna

agpecoB

e ObgaszartenbHo. OH ncnonb3yeTca Ana cosgaHns nyna IP-agpecos.

e 3anyctute KomaHay nyna ip dhcp pool B pexume rnobanbHON KOHUrypaumm.
HacTtpouka IP-agpeca u macku noaceTu KnueHTa

e ObgaszarenbHo. OH ucnonb3yeTca Ans HAcTpPoWkM crtatudeckoro IP-agpeca n macku

noaceTu.

e BbinonHute komaHgy host B pexxume koHpurypauum nyna agpecos DHCP.
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HacTpowka annapaTtHoro agpeca KnmeHTa
e  OnumoHanbHo. OH ncnonb3yeTcs Anga HacTpounku agpeca MAC.

e BhbinonHuTe annapaTHyo KoMaHay hardware B pexmme KoHurypaumm nyna agpecos
DHCP.

HacTpoWka yHukansHoro naeHtudukaTtopa KnmeHTa

e OnumoHanbHo. OH ucnonb3yeTca ANs HACTPOMKM CTaTUYECKOro uaeHTudpumkaTopa
nonb3oBatens (UID).

e 3anyctute KomaHay client-identifier B pexxume koHdurypaumm nyna agpecos DHCP.
HacTtpowka umMeHun KnueHTa

e  OnumoHanbHo. OH Mcnonb3yeTcsa ANs HACTPOMKN CTAaTUYECKOrO MMEHM KITMEHTA.

e 3anyctute komaHay host-name B pexume KoHdburypauum nyna agpecos DHCP.

4.4.5.3. NpoBepka KoHduUrypaumm

I'Iposepre, nony4vyaetT N1 KIMNeHT IP-a/J,pec, Koraga OH HaxoguTcA B onepaTtuBHOM peXnme.

4.45.4. CBA3aHHblIe KOMaHAbI

HacTpoiika nyna agpecoB

KomaHpa ip dhcp pool dhcp-pool

Onucanwue pool-name: ykasbiBaeT nms nyrna agpecos

napameTpoB

Pexum Pexwnm rmobanbHon KoHdUrypauum

KOHcpurypauum

BctpoeHHas Mepen HasHayeHueMm |IP-agpeca KAMEHTY HeobXoouMMO HacTpoOUTb MMS
noAcKaska nyna agpecoB U BOWTU B PEXMM KOHUrypauumn nyna agpecos

MNMpuBaska IP-agpeca Bpy4HyrO

KomaHga host ip-address [ netmask ]

client-identifier unigue-identifier

client-name name
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Onucanwne ip-address: onpegensdet IP-agpec knueHta DHCP.
napameTpoB
P P netmask: onpegenseTt macky nogcetu knveHta DHCP.

unique-identifier: onpegensietr annapaTtHbli MAC-agpec (Hanpumep,
aabb.bbbb.bb88) n wungeHTUdMkatop (Hanpumep, 01aa.bbbb.bbbb.88)
knneHta DHCP.
name: (HeobasaTtenbHoO) onpeaensaeT MMs KNMeHTa, UCNonb3yst CUMBOSbI
ASCII. msa He BkntovaeT nmsa gomeHa. Hanpumep, HasoBuTe XOCT mary,
a He mary.qtech.ru

Pexxum Pexxm koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BctpoeHHas MpuBaska agpeca o3HayaeT conoctaeneHne IP-agpeca n MAC-agpeca

noackKaska knueHTa. CylecTByeT ABa BUAa NPUBA3KM agpeCcoB.

1. Cratudeckada npussiska. [1prBsi3ka Bpy4HYO MOXET paccMaTpuBaTbCs
Kak cneuunanbHbii nyn agpecos DHCP ¢ ogHum agpecom.

2. OuHamnyeckoe npuBsaska. DHCP-cepBep anHamuyeckn HasHa4daeT
knueHTy IP-agpec n3 nyna npu nony4veHumn 3anpoca DHCP, co3naBas
cBasb mexay IP-agpecom u MAC-agpecom KnneHTa.

UTtoObl HacTpouTb MPUBA3KY BPYYHYH, Heobxoaumo onpeaenutb nyn

XOCTOB, a 3aTeM Yykasatb IP-agpec wn annapaTHbli agpec wunm

noeHtTndukaTop knmeHta DHCP. AnnapatHein agpec — ato MAC-agpec.

MoeHTudumkatop KnNMeHTa BKMNIOYAET TUM CETEBOr0  HOCUTENS W

MAC-agpec. KnueHt Microsoft 00blMHO wAeHTUUUMPYETCA MO

naeHTndukaTopy KnueHTa, a He no MAC-agpecy. Koabl TMNoB cpef cM. B

pasgene [lapameTpbl npoTokona paspelweHua agpecoB (Address

Resolution Protocol Parameters) B RFC 1700. Kog tvna Ethernet-ctaHumm

01

4.4.5.5. Mpumep KoHUrypaumum

OuHamuyeckun nyn IP-agpecoB

OTansbl
KOHdoUrypaumm

e Hactpoute nyn agpecos VLAN 1 ¢ IP-agpecom 20.1.1.0 n mackon
nogcetun 255.255.255.0

e LUnto3 no ymonyaHumio — 20.1.1.1
e Bpems apeHabl — 1 oeHb

QTECH(config)# ip dhcp pool vlani
QTECH(dhcp-config)# network 20.1.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 20.1.1.1
QTECH(dhcp-config)# lease 10 0

MpoBepka
KOHcpurypauuu

BbinonHuTe komaHay show run gns otobpaxeHusa koHdUrypaumm
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QTECH(config)#show run | begin ip dhcp
ip dhcp pool vlani

network 20.1.1.0 255.255.255.0
default-router 20.1.1.1

lease100

MNMpuBnaska (lease) craTucTuyeckun

OTansb!
KOHGoUrypaumm

e Appecxocta— 172.16.1.101, a macka nogcetn — 255.255.255.0.
e Wmsa xocta — lvan.qtech.ru

e Lno3 no ymonyanuio — 172.16.1.254

e Mac-agpec: 00d0.df34.32a3

QTECH(config)# ip dhcp pool Ivan

QTECH(dhcp-config)# host 172.16.1.101 255.255.255.0
QTECH(dhcp-config)# client-name Ivan

QTECH(dhcp-config)# hardware-address 00d0.df34.32a3 Ethernet
QTECH(dhcp-config)# default-router 172.16.1.254

KOHdoUrypaumm

MpoBepka e BbinonHute komangy show run gns oTobpaxxeHns KoHUrypaumm

QTECH(config)#show run | begin ip dhcp

ip dhcp pool Ivan

host 172.16.1.101 255.255.255.0

client-name Ivan

hardware-address 00d0.df34.32a3 Ethernet
default-router 172.16.1.254

4.4.6. Hactpouka npasuna AM ansa cepsepa DHCP

4.4.6.1. PesynbTaT KOHduUrypaumm

HasHaubTe IP-agpeca B cootBeTCcTBUM C npaBmunoM AM Ha ocHose nopta u VLAN.

4.4.6.2. NMpnmeyaHus

O6opynosanne QTECH nogaepxuBaeT koHpurypaumto npasun AM Ha nHtepdencax Ethernet,

GB, FR, PPP n HDLC.

4.4.6.3. dtanbl KOHdUrypaumm
HacTponka ynpasneHus agpecamu

e OO6Gsi3aTenbHO. Boriaute B pexxum ynpaBneHus agpecamu.

e 3anyctuTe koMaHay address-manage B pexxume HacTPOWKU ynpaBrneHus agpecamu.
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HacTtpowka npasuna AM

e  (O6s3arenbHo. Hactponte npasuno AM Ha ocHoBe nopta u VLAN.

e  BbinonHuTte komaHgy match ip B pexvme HaCTPOMKM yrpaBneHus agpecamu.

4.4.6.4. NpoBepka KoHdUrypaumm

MpoBepbTe, nonyvawT nnM KNMeHTbl B pasHbix ceTtax VLAN u noptax genctBuTesibHble

IP-agpeca.

4.4.6.5. CBA3aHHble KOMaHAbI

HacTpoiika guanasoHa no yMony4aHuio

KomaHpa match ip default ip-address netmask

Onucanwue ip-address: onpeaenseTt IP-agpec.

IETREN I 2T netmask: onpegeneHne mackv noaceTy

Pexxum Pexnm ynpasneHna agpecamm

KOHcpurypauum

BctpoeHHas Mocne HacTtpouku Bcem knneHtam DHCP HasHauatotca IP-agpeca u3

noackaska AunanasoHa no ymondaHuto Ha ocHoBe VLAN n nopta. Ecnn ata komaHga
He HacTpoeHa, |IP-agpeca 6yoyT Ha3Ha4YaTbLCA OObIYHBIM 06pa3om

HasHayeHue anHamuyeckoro IP-agpeca Ha ocHoBe VLAN u nopTta
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KomaHga match ip ip-address netmask interface [add/remove] vlan vian-list
OnucaHne ip-address: onpegensdeTt IP-agpec.
napameTpos netmask: onpegeneHne Macku NoaceTU.

interface: onpeagendeTt nvsa nHtepderica.

add/remove: gobasneHvne nnu yaganeHue onpegeneHHon VLAN.

vlan-list: ykasbiBaeT nigekc VLAN
Pexum Pexum ynpasneHus agpecamu
KOHdpurypauuu
BcTpoeHHas lMocne HacTtponkn knneHtam DHCP HasHavatotca |IP-agpeca u3
noAckaska JunanasoHa agpecos no ymon4yaHuto Ha ocHose VLAN v nopTa

Ha3sHauyeHue ctaTuyeckoro IP-agpeca Ha ocHoBe VLAN

KomaHpa match ip ip-address netmask [add/remove] vlan vian-list
Onuncanwne ip-address: onpegensdeTt IP-agpec.
NETRENIZ Il netmask: onpegeneHne Macku noaceTu.

add/remove: gobasneHvne nnu yaganenue onpegeneHHon VLAN.

vlan-list: ykasbiBaeT nHgekc VLAN
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Pexxum Pexnm ynpasneHna agpecamm
KOHGoUrypaumm
BcTpoeHHas B Super VLAN «knvMeHTy MOXeT ObiTb HasHayeH (OUKCMPOBAHHbIN
noackaska CcTaTUYeCKnI agpec He3aBNCUMO OT Toro, B kakon Super VLAN Haxogutcs

KnneHT. He HyXHO HacTpauBaTb npasunio AM ansa atoro |IP-agpeca Ha
ocHoBe Bcex nogceten VLAN 1 nopToB, a TONbKO HacTpanBaTb NpaBumnio
AM Ha ocHoBe VLAN. 370 npaBuio Oe/CTBYET TOMbKO AN HasHa4yeHus
cTaTnyeckoro agpeca

4.4.6.6. NMpumep koHUrypauum

Hactpowka npaBuna AM

OTanbl
KOHcpurypauum

e HactponTe npaBuno no ymon4yaHuio.

e Hactponte npasuno Ha ocHoBe onpegeneHHon VLAN + nopt +
AnanasoH agpecos.

e HacTtponte npaBuno Ha OCHOBE ONpefeneHHoro AuanasoHa
VLAN-agpecos

QTECH(config)# address-manage

QTECH(config-address-manage)# match ip default 172.50.128.0
255.255.128.0

QTECH(config-address-manage)# match ip 10.1.5.0 255.255.255.0
Gi5/3 vlan 1005

QTECH(config-address-manage)# match ip 10.1.6.0 255.255.255.0 vlan
1006

MpoBepka
KOHpurypauuu

e BbinonHute komaHgy show run ana  oTtobpaxeHus
KOHUrypauum

address-manage

match ip default 172.50.128.0 255.255.128.0
match ip 10.1.5.0 255.255.255.0 Gi5/3 vlan 1005
match ip 10.1.6.0 255.255.255.0 vlan 1006

4.4.7. Hactpounka rnobanbHbix cBonctB DHCP-cepBepa

4.4.7.1. PeaynbTaT KOHuUrypaumm

BkntounTe cepsep ¢ onpegeneHHbIMU YHKUUAMU, Hanpumep, ping 1 npuHyauTtensHbin NAK.

4.4.7.2. NMpnmeyaHus

HacTtpoiika komaHabl MOXET NPUBECTM K UCKIMOYEHNSIM Ha OpYrMX cepBepax.
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4.4.7.3. dtanbl KOHtUrypauum

Hactpowka ucknroyeHHoro IP-agpeca

e OnuuoHanbHO. HacTponTe HekoTopble agpeca WNUM AnanasoHbl agpecoB  Kak
HegOCTYrMHbIE.

e 3anyctute «komaHgy ip dhcp excluded-address B pexume rnobanbHomn
KOHdburypaumm.

Hactpownka obsi3aTtenbHoro oreBeta NAK

e  OnumoHanbHo. CepBep oTBEYAET HA HEBEPHBIV 3anpoc agpeca ¢ naketom NAK.

o 3anyctute komaHay ip dhcp force-send-nak B pexunme rnobanbHOM KOHUrypaLmm.
Hactpowka moHuTopuHra coctosinua VRRP

e OnumoHanbHo. [locne HacTporkn naketel DHCP obpabGatbiBaoTcs rfiaBHbIM

cepBepomM.
e 3anyctute komaHgy ip dhcp monitor-vrrp-state B pexume rnobanbHON
KOHcpurypauuu.

HactpoWka BpemMeHU nNuHra

e OnuwmoHanbHo. [NpoBepbTe AOCTYMHOCTb agpeca C MNOMOLb KoMaHAabl ping. [lo
YMON4YaHuio: 2.

e BobinonHute komaHay ip dhcp ping packet B pexume rnobanbHON KOHUrypaumm.

Hactpowka Tanm-ayta Ping

e OnumoHanbHo. [NpoBepbTe OOCTYNHOCTL agpeca C MOMOLLbID KomaHAabl ping. o
YMOS4YaHuIo ycTaHoBneHo 3HavyeHme 500 mc.

e 3anyctute komaHgy ip dhcp ping timeout B pexume rnobanbHOM KOHGUrypauum.

HdeTekTupoBaHMe aBTOHOMHOIo OOHapyXeHUsl nonb3oBaTens

e HactponTte DHCP-cepBep, 4TOObI OnpeaennTb, OTKIOYEH NN KNNEHT. Ecnn KNWeHT He
NOaKINYaeTCs K CETU B TEYEHUE ONpeaeneHHoro nepuoaa BpeMeHu, To byaeTt nonyyex
agpec, Ha3HAYeHHbIN KITMEHTY.

e 3anyctute KomaHgy ip dhcp server arp-detect B pexxume rnodansHoM KoHpurypaumu.

4.4.7.4. NMpoBepKa KOHdUrypauum

3anyctute komaHay dhcp-server n npoBepbTe KOH(UrypaLmio BO BpeMs HasHadeHus agpeca.

4.4.7.5. CBA3aHHbIe KOMaHAbI

Hactpownka ucknroyeHHoro IP-agpeca

KomaHga ip dhcp excluded-address low-ip-address [ high-ip-address ]
OnwucaHve low-ip-address: ykasbiBaeT Ha4anbHbIV IP-agpec.

e PRI high-ip-address: ykasbisaeT KoHeuHbIl IP-agpec

Pexxum Pexum rmobanbHon KoHdUrypaumm

KOHcpurypauuu
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BcTpoeHHas
noackaska

Ecnn He ykasaHo nHoe, DHCP-cepBep HasHauaeT Bce agpeca n3 nyna
IP-agpecoB knueHtam DHCP. YTtoObl 3apesepBupoBaTb HEKOTOpbIE
agpeca (Hanpumep, agpeca, YXe HasHayeHHble cepBepy Wnu
YyCTPOMCTBaM), HEOOXOAMMO HacTPOUTb 3TU agpeca Kak UCKIIOYEHHbIE.
Ons HaCTPOWKK DHCP-cepBepa pekoMeHayeTcs HacTpoOUTb
UCKNIOYEHHblE agpeca, u4Tobbl u3bexaTb KOHNUKTa aapecoB MU
COKpaTUTb BpeMsi OBHapYy>XeHNs1 BO BpeMsi Ha3HayYeHWs agpecos

HacTtpowka obsi3aTtenbHoro orBeta NAK

KomaHpa ip dhcp force-send-nak

Pexum Pexnm rnobanbHon KoHdUrypaumm

KOHdourypaumm

BcTpoeHHas B WLAN DHCP-knNueHT 4yacto nepemMeLLaeTcsa U3 ogHOW CeTu B ApYryto.
noackaska Korgpa DHCP-cepBep nonyyaeT 3anpoc Ha npoafieHne apeHabl oT

KnueHTa, HO OBHapY>XMBaET, YTO KMMEHT nepecekaeT CeTeBOW CerMeHT
UNKn cpok apeHapl uctek, oH otnpaenset naketT NAK, 4tobbl notpeboBaTtb
OT knMeHTa nonyvyeHne |[P-agpeca cHoBa. 3TO npegoTBpallaet
MOCTOSIHHYKO OTNpPaBKy KIMEHTOM MNaKeTOB 3anpocoB A0 MOBTOPHOrO
nony4yeHus IP-agpeca nocne ucteyeHnsa BpeMeHn oxXunaaHus.

Cepeep otnpaensieTr naket NAK Tonbko npu oOOHapyXeHuu 3anucu
apeHabl knneHta. Koroaa DHCP-knneHT nepecekaet cetb, DHCP-cepBep
He MOXEeT HaNTW 3anucb apeHabl KNMeHTa 1 He ByaeT oTBeYaTb NakeToMm
NAK. KnueHT nocToaHHO OTnpaBfisieT nakeTbl 3anpocoB, Npexge 4Yem
cHoBa nonyunTb |P-agpec nocne WuUCTEYEHUS BPEMEHU OXuaaHus.
CnepoBatenkbHo, nonyyeHue IP-agpeca 3aHMMaeT MHOMO BpeMeHu. 370
Takke npoucxoaut, korga cepsep DHCP TepsieT apengy nocne
nepesanycka u KnNueHT 3anpaluvBaeT npoaneHne apeHabl. B atom cnyvae
MO>XHO HaCTpOouUTb KOMaHay, 4Tobbl cepsep DHCP mor oTBeTUTE NakeTom
NAK, gaxe ecrniv oH He MOXET HaWTK 3anucb apeHabl, YTOObI KNMNEHT Mor
6bicTpo nonyuutb IP-agpec. ObpaTute BHUMaHWe, 4TO KOMaHga no
YMONYaHMIO OTKNoYeHa. YTobbl BKMOUYNTE €ro, B LUMPOKOBELLATENBHOM
OOMEHE MOXHO HaCTpOUTb TONbKO oamH cepsep DHCP

Hactpowka BpemeHMu nNuHra

KomaHga ip dhcp ping packets [ number ]

OnwucaHve number: (OMNMUNOHAJIBHO) ananasoHbl o1 0 go 10. 0 ykasbiBaeT Ha TO,

napameTpos 4yTo pyHKUMS ping OTKMYeHa. [lo ymonyaHuio wucnonb3lyetcs OBa
3xo-3arpoca

Pexnm Pexwnm rnobanbHon KoHdUrypaumm

KOHUrypauum
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BcTpoeHHas
noackaska

Mo ymonuanuio, korga DHCP-cepBep HasHa4vaeT IP-agpec ns nyna, oH
OBaxabl 3anyckaeT komaHay Ping (oguH naket 3a pa3). Ecnn oTBeTa HerT,
cepBep NpUHUMaET aapec kak HepaboTalowmnin N Ha3HaAYaeT ero KINEHTY.
Mpn Hanuuum oTBETa CepBepP NPUHMMAET agpec Kak 3aHAThLIN U HasHavyaeT

apyrov agpec

Hactpowka Taum-ayTta Ping

KomaHga ip dhcp ping timeout milliseconds

Onucanwue milli-seconds: ykasbiBaeT Bpemsi, Heobxogmmoe cepsepy DHCP pgns
napameTpoB OXuAaHusa oTBETa Ha 3xo-3anpoc. 3HayeHue Bapbupyetcsa oT 100 mc go

10000 mc

Pexxum Pexwum rnobanbHon KoHdUrypauum

KOHcpurypauum

BctpoeHHas Mo ymonyaHuio, ecnn DHCP-cepeep He nony4yaeT oTBeT Ping B TeueHne
noAckaska 500 mc, IP-agpec cTaHoBUTCA AOCTYMNHBIM. Bbl MOXeTe HacTpOUTbL BpeEMS

OXunaaHun4a anga oTeBeTa cepBepa

4.4.7.6. NMpumep koHUrypaumum

HacTtpowka Ping

JTansl e YCTaHOBUTE KOMMNYECTBO 3XO-3aMpoCoB Ha 5.
KOHGpUrypauyn e YcTaHoBUTe Talm-ayT ping Ha 800 mc
QTECH(config)# ip dhcp ping packet 5
QTECH(config)# ip dhcp ping timeout 800
MpoBepka e BobinonHute komaHgy show run  gna  oTobpaxeHus
KOHUrypauum KOHUrypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp ping packet 5
ip dhcp ping timeout 800

HacTtpowka ucknrodyeHHoro IP-agpeca
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OTanbl e HactponTte gmanasoH uckntoYeHHbIX IP-agpecos ot 192.168.0.0
KOHcpurypauum 0o 192.168.255.255
QTECH(config)# ip dhcp excluded-address 192.168.0.0 192.168.255.255
MpoBepka e BbinonHute  komaHgy show run ana  oTobpaxeHus
KOHUrypauunm KOHUrypauum
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QTECH(config)#show run | begin ip dhcp
ip dhcp excluded-address 192.168.0.0 192.168.255.255

4.4.8. Hactpounka ocHoBHbIX chyHKkumnn DHCP Relay

4.4.8.1. PesynbTaT KOHcUrypaumm

e PasBepTbiBaHME ANHAMNYECKOTO ynpaBneHus IP-ceTammn B pexxume KNneHT-cepeep A5
obecneveHuns ceasm mexay knmeHtom DHCP n cepsepom DHCP, koTopble HaxogaTcs
B pa3HbIX CErMeHTax ceTu.

4.4.8.2. NMpumeyaHus

e [Ina BkmoyeHus petpaHcnsaumm DHCP Heobxogmmo HacTpouTb OOHOALPECHYH
MapupyTtusaumio IPv4 B ceTu.

4.4.8.3. dtanbl KOHUrypauum

BknroyeHune petpaHcnaumm DHCP

e ObsasartenbHo.

e Ecnu He ykasaHo nHoe, Heobxoammo BktounTb yHkumio DHCP Relay Ha ycTpoinicTse.
HacTtpowka IP-agpeca ana cepsepa DHCP

e (Ob6saszarenbHo.

e Heobxogmmo HacTpouTb IP-agpec ansa cepsepa DHCP.

4.4.8.4. NpoBepKa KOHdUrypauumm

o [lpoBepbTe, Nnonyyaet nu knueHT IP-agpec Yepes DHCP Relay.

4.4.8.5. CBA3aHHble KOMaHAbI

BknroyeHune petpaHcnauyumn DHCP

KomaHga service dhcp
Pexxum Pexnm rnobanbHon KoHpUrypauum
KOHdpurypauuu
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HacTtpowka IP-agpeca ana cepsepa DHCP

KomaHga ip helper-address { cycle-mode | [ vrf { vif-name }] A.B.C.D }
Onuncanwne cycle-mode: ykasbiBaeT, 4To nakeTbl 3anpocoB DHCP nepeckinatotcs Ha
napameTpoB Bce cepBepbl DHCP.
vrf-name: ykasbiBaeT nmsa mappytmsaumm n nepecbinkm VPN (VRF).
A.B.C.D: ykasbiBaeT |IP-agpec cepsepa
Pexxum Pexxm rnobanbHon KoHdurypauun/pexmum koHdurypaumm nHtepdenica
KOHUrypauum
BcTtpoeHHas OTY PYHKLMNIO MOXXHO HACTPOUTb Ha HTepdence ypoBHS 3, Hanpumep, Ha
noackaska MapLUpyTU3MpyeMble MOpThbl, NOPTbl TOYKM Aoctyna ypoBHs 3, SVI un
nHTepdgenc obpaTHoM CBA3N.
HacTpoeHHbI nHTepdenc gomkeH ObiTb 4OCTYNEH Yepe3 OAHOaAPECHYHO
MapLpyTtusaumio IPv4

4.4.8.6. NMpumep koHUrypaumum

HacTtpowka petpaHcnsauum DHCP B npoBOAHOM NoAKnO4YeHUn

CueHnapun
. GO/ RN GOI2 "1 3
he C &
DHCP Client DHCP Relay Agent DHCP Server
PucyHok 38.
OTan.l e  Bkntounte knueHt ¢ DHCP, utobbl nonyunts IP-agpec.
KOHcpurypaLmm e Bkmiounte dyHkumio DHCP Relay Ha areHTe peTpaHchsiumm
DHCP.
e Hactponka cepeepa DHCP
A Bkntounte knneHt ¢ DHCP, 4yTobbl nonyunts IP-agpec
B Bkntounte petpaHcnsumio DHCP.

QTECH(config)# service dhcp
HacTponTte rmobaneHbin IP-agpec cepeepa DHCP.
QTECH(config)# ip helper-address 172.2.2.1
HacTponTte IP-agpec nopta, NOAKIOYEHHOTO K KIUEHTY.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# ip address 192.1.1.1 255.255.255.0

HactponTte IP-agpec nopTa, NOAKITOYEHHOMO K CEPBEpY.
QTECH(config)# interface gigabitEthernet 0/2
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QTECH(config-if-gigabitEthernet  0/2)# ip
255.255.255.0

address 172.2.2.2

C Bkntounte cepsep DHCP.
QTECH(config)# service dhcp

HacTtponTe nyn agpecos.
QTECH(config)# ip dhcp pool relay

QTECH (dhcp-config)#default-router 192.1.1.1

QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-gigabitEthernet  0/2)# ip
255.255.255.0

QTECH (dhcp-config)#network 192.1.1.0 255.255.255.0

HacTtpownTte |IP-agpec nopta, nogkntoyeHHoro Kk Relay areHTy.

address  172.2.2.1

MpoBepka lNpoBepbTe, Nony4daeT nu kKnNueHT IP-agpec.

KOHCDUrypaLy e [lpoBepbTe, Nnonyyaet nu knueHT IP-agpec.

e [lpoBepbTe KoHUrypauuto petpaHcnsaumm DHCP

A YcTponcTBo nonb3oBaTtens nonydaet |IP-agpec

oTobpasnTtb koHdurypaumo DHCP Relay.
QTECH# show running-config

service dhcp

ip helper-address 172.2.2.1

!

interface GigabitEthernet 0/1

ip address 192.1.1.1 255.255.255.0
|

interface GigabitEthernet 0/2

ip address 172.2.2.2 255.255.255.0
!

B Mocne Bxoga B areHT peTpaHcnaumn DHCP BbinonHute komaHgy show

running-config B npuBunermpoaHHom pexmme EXEC, 4ToObl

4.4.8.7. TUNUYHbIE OLLUOKMN

e HeBepHas koHMpUrypaums ogHoaapecHon MapLupytusaumm IPv4.

o  ®yHkumsa DHCP Relay oTkntoueHa.

e MapuwpyTtnsauma mexgy areHtom petpaHcnaumm DHCP u cepsepom DHCP He

HacTpoeHa.
e [Ina cepsepa DHCP He HacTpoeH IP-agpec.
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4.4.9. Hactponka DHCP Relay onuun 82

4.4.9.1. PesynbTaT KOHcUrypaumm

e C nomoulbto areHTa petpaHcnsuum DHCP cepBep moxeT 6onee TOYHO HasHavaTb
IP-agpeca ¢ pasHbiMy NPUBUIEMMAMMN KIMMEHTAM Ha OCHOBE MHAOPMaLMn O NapameTpe.

4.4.9.2. NMpnmeyaHus

e Heobxogmmo BkntouMTb yHKUMIO peTpaHcnaumm DHCP.

4.4.9.3. dtanbl KOHUrypauum

BknroyeHne oCHOBHbIX PYHKUMK peTpaHcnauuu DHCP

e O6sasartenbHo.

e Ecnu He ykasaHo nHoe, Heobxoanmo BknounTb hyHKumio DHCP Relay Ha ycTponcTse.
BknroyeHune onumu DHCP 82

e [lo ymonuaHuio onumnss DHCP 82 oTkntodeHa.

e  MoxkHo 3anyctuTb komaHay ip dhcp relay information option82, 4ToGbI BKNHOYNTD UK
oTkntounTs DHCP Option 82.

4.4.9.4. NMpoBepkKa KoHduUrypaumm

e [IpoBepbTe, NONy4aeT Nu KNNeHT IP-agpec B COOTBETCTBUM C onunen 82.

4.4.9.5. CBA3aHHbIe KOMaHAbI
BknroyeHne onuum DHCP 82

KomaHpa ip dhcp relay information option82
Pexxum Pexnm rnobanbHon KoHUrypaumm
KOHdpurypauuu

4.4.9.6. NMpumep koHUrypaumum
BkntoyeHune onumm DHCP 82

OTansbl e  BkntoyeHnue onuyuu DHCP 82
KOHcpurypauum

QTECH(config)# ip dhcp relay information option82

MpoBepka Mocne Bxoaa B areHT peTtpaHcnsumm DHCP BbinonHute komaHay show
KOHcpurypaumm running-config B npuBunermpoBaHHom pexmme EXEC, 4TOGbI
oTobpasnTb koHurypaumo DHCP Relay

QTECH#show ru | inclip dhcp relay

ip dhcp relay information option82
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4.4.9.7. TUNUYHbIE OLLUOKMN

o basosble pyHKUNKN peTpaHcnsumm DHCP He HacTpoeHbl.
4.4.10. Hactpouka npoBepku Server ID ansa DHCP Relay
4.4.10.1. PesynbTaT KOHcUrypaumm

o [locne HacTpownkn ip dhcp relay check server-id areHt DHCP Relay nepeckbinaet
nakeTbl 3anpocos DHCP Tonbko cepBepy, ykazaHHOMYy komaHgon option serverid. B
NPOTUBHOM Crlydae OHW nepeckbinatTcs Ha Bce cepeepbl DHCP.

4.4.10.2. NMpumeyaHus

e Heobxoanmo BknounTbL BasoBble hyHKUUKN peTpaHcnsumm DHCP.

4.4.10.3. dtanbl KOHUrypaumm

BkntoyeHne DHCP Relay Check Server-I1D
¢ [lo ymonuaHuio ngeHTudmkatop cepsepa npoeepkn petparcrnsaumm DHCP oTknio4eH.

e MoxHo 3anyctutb komangy ip dhcp relay check server-id, 4to6bl Bkntounts DHCP
Relay Check Server-id.

4.4.10.4. NMpoBepka KoHdUrypauum

Y6eputecb, yto areHT DHCP Relay otnpaenseT nakeTbl 3anpocoB DHCP Tonbko Ha cepsep,
yKasaHHbI KoMaHgow option server-id.

4.4.10.5. CBA3aHHbIe KOMaHAbI

Hactpownka nageHtucpmkaropa cepsepa nposepku petpaHcnsauyum DHCP

KomaHga ip dhcp relay check server-id
Pexum Pexxum rnobanbHon KoHdurypaumm
KOHcpurypauum

4.4.10.6. Mpumep KoHdUTrYypauum
HacTpounka naeHtucdukatopa cepsepa nposepku petpaHcnauuum DHCP

OTanbl e BknoyeHne DHCP Relay. (MponyLieHo).
KOHCpUrypauum e Bkmiounte DHCP Relay check server-id Ha nHTepdeiice

QTECH# configure terminal
QTECH(config)# ip dhcp relay check server-id

MpoBepka Mocne Bxoga B areHT peTpaHcnsauun DHCP BbinonHuTe komaHay show
KOHcbUrypauum running-config B npuBunermposaHHoMm pexmme EXEC, 4TOOGbI
oTobpasnTb KoHdburypauuto DHCP Relay
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QTECH# show running-config | include check server-id

ip dhcp relay check server-id

4.4.10.7. TUNN4YHbIE OLUNOKU

o basosble pyHKUNKN peTpaHcnsaumm DHCP He HacTpoeHbl.
4.4.11. Hactpouka nogasneHusa DHCP Relay
4.4.11.1. Pe3ynbTaT KOHcUrypaumm

e [locne HacTporku komaHabl ip dhcp relay suppression Ha nHtepderice naketsl DHCP
Request, nony4yeHHble Ha 3TOM nHTepderice, ByayT oTunbTpoBaHbl, a naketel DHCP
Request ¢ apyrux nHtepdgencos OygyT nepecbinaTbCes.

4.4.11.2. NMpumeyaHus

e Heobxoanmo BkniounTb 6asoBble hyHKUMKN peTpaHcnsumm DHCP.

4.4.11.3. dtanbl KOHUrypauum

BknroyeHne nopaBneHus petpaHcnsauum DHCP
Mo ymonuaHuio pyHKUMSA nogaeneHnst petpaHcnsaumm DHCP oTknoyeHa Ha Bcex nHTtepdgencax.

e MoxHo BbINONHUTL KOMaHAy ip dhcp relay suppression, 4Tobbl BKNOUYNTL (OYHKLMIO
DHCP Relay Suppression.

4.4.11.4. NpoBepkKa KoHdUrypaumm

e [lpoBepbTe, OThUNLTPOBaHbI N nakeTbl 3anpocoe DHCP, nony4yeHHble Ha
nHTEppence.

4.4.11.5. CBA3aHHble KOMaHAbI

Hactpownka nogaBneHns DHCP-peTtpaHcnsauumn

KomaHga ip dhcp relay suppression
Pexxum Pexxum koHurypaumm nHtepderica
KOHdpurypauuu

4.4.11.6. NMpumep KoHdUTrypauum
Hactpownka nogaBneHns DHCP-peTtpaHcnauun

Jranbl e Hactpoika ocHOBHbIX oyHKUMIM peTpaHcnaumm DHCP.

KOHGpUrypaLun e Hactpoiika nogaenexus petpaHcnsumm DHCP Ha uHTepdelice

QTECH# configure terminal
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# ip dhcp relay suppression
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QTECH(config-if-GigabitEthernet 0/1)#end
QTECH#
MpoBepka Mocne Bxoga B areHT petpaHcnsumm DHCP BeinonHute komaHay show
KOHdbMrypauum running-config B npuBunermposaHHom pexmme EXEC, 4TOGbI

oTobpasunTb KoHdburypauuo DHCP Relay

QTECH# show running-config | include relay suppression
ip dhcp relay suppression
QTECH#

4.4.11.7. TUNN4YHbIE OLUNOKU

Bba3soBble dyHkUnn peTpaHcnaumm DHCP He HacTpoeHb!.
4.4.12. Hactpouka knueHta DHCP
4.4.12.1. Pe3ynbTaTt KOH(pUrypaumm

Bkntounte DHCP-knueHT Ha ycTponcTBe, 4TOObI OH AuvHamuveckn nonyuun |P-agpeca wm
KOHcpurypauuu.

4.4.12.2. NMpumeyaHus

O6opynoBanne QTECH noppepxuBaeT koHdurypaumto knueHta DHCP Ha uHTepdencax
Ethernet, FR, PPP n HDLC.

4.4.12.3. dtanbl KOHUrypaumm

3anyctute kKomaHay ip address dhcp Ha nHTepderice.

4.4.12.4. NMpoBepKa KoHdUrypauumm

lMpoBepbTe, Nnonyyaet nu uHTepdenc IP-agpec.

4.4.12.5. CBA3aHHble KOMaHAbI

HacTtpounka knuenHta DHCP

KomaHga ip address dhcp
Pexnm Pexxum koHdurypaumm nHtepdpenca
KOHcpurypauum
BcTtpoeHHas e OO6opynoBaHue QTECH nogaepXmBaeTr  guMHaMmU4yeckoe
noackaska nonyyeHue IP-agpecoB Yepes nHtepeinc Ethernet.
e OO6opynoBaHue QTECH nogaepXxmBaeTr  gUHaMMYeckoe
nony4yeHune IP-agpecos yepes WHKancyrnMpoBaHHbLIN
PPP-uHTepdetic.
e O6opynoBaHne QTECH noaoaepXmBaeT  OUHaAMUYECKoe
nony4yeHue IP-agpecos NnocpeacTBOM nHTepdemca,
nHKancynuposaHHoro FR.
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e O6opynoBaHue QTECH nogaepxxveaet JnHammyeckoe
nonyveHune IP-agpecoB nocpeacTsom nHTepdenca,
nHkancynuposaHHoro HDLC

4.4.12.6. NMpumep KoHdUrypauum
Hactpownka knueHta DHCP

Jranbl e 1: Bknwouute nopt FastEthernet 0/0 ¢ DHCP, uyTto6bl nony4nTb
KOHGourypaumm IP-agpec

QTECH(config)# interface FastEthernet0/0
QTECH(config-if-FastEthernet 0/0)#ip address dhcp

MpoBepka e 1. BbinonHute komaHgy show run ana oTobpaxeHus
KOHdoUrypaumm KOHGoUrypaumm

QTECH(config)#show run | begin ip address dhcp ip address dhcp

4.5. KOHTpOsb COCTOAAHUA

4.5.1. Ounctka

BHUMAHMWE: BbINOJIHEHWE KOMAHA OYWCTKW MOXET MNPUBECTW K TOTEPE
BAXHOU MHOOPMALUN N MPEPBLIBAHNIO CITYXB.

OnucaHune KomaHpa

YaaneHue npuBs3ku clear ip dhcp binding { address | *}
agpeca DHCP

OumnaeT KOHMNUKT clear ip dhcp conflict { address | *}
agpecos DHCP

YaansaeTt cTaTUCTUKY clear ip dhcp server statistics
cepsepa DHCP

Yoanset ctatuctuky | clear ip dhcp relay statistics
peTtpaHcnaunn DHCP

OuuncTtka cTaTnucTuKn clear ip dhcp server rate
Npon3BOANTENBHOCTU
DHCP-cepBepa
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4.5.2. OTobpaxeHue

Onucanune KomaHpa
OTtobpaxeHune apeHabl | show dhcp lease
DHCP

Otob6paxeHnne |P-agpecos, | show dhcp manual
HaCTPOEHHbIX BPY4YHYHO

OTtobpaxeHne coketoB | show ip dhcp socket
DHCP

OtobpaxeHune HasHayeHHbIx | show ip dhcp binding
IP-agpecos

OtobpaxeHue cratuctukm | show ip dhcp server statistic
cepsepa DHCP

Otobpaxenne cratuctukmn | show ip dhcp relay statistic
peTtpaHcnaunn DHCP

OTobGpaxeHune show ip dhcp conflict
KOHOMNKTYIOLLMX adpecoB

4.5.3. OTnagka

NMPUMEYAHUE: cucteMHble pecypcbl UCNOSb3YKOTCA MpuU BbIBOAE OTNaA04HON MHAOpMaLUN.

nOSTOMy, OTKINO4YnTE OTNnagky cpasy nocrie Ncnojib3oBaHUA.

Onucanune KomaHpa

Otnagka areHta DHCP debug ip dhcp server agent
Otnagka ropsiyero debug ip dhcp server ha
pe3epBHOro KONMPOBaHNUS

DHCP

Otnagka nynoe agpecos debug ip dhcp server pool
DHCP

Otnagka DHCP VRRP debug ip dhcp server vrrp
OTnagka Bcex cepBepoB debug ip dhcp server all
DHCP

Otnagka naketoB DHCP debug ip dhcp client
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OnucaHune KomaHpa
Otnagka cobbiTni | debug ip dhcp relay
peTtpaHcnaunn DHCP
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5. HACTPOUKA DHCPV6
5.1. O630p

MpoTokon guHammnyeckon koHdurypaumm xocta ans IPvé (DHCPv6) — aTo npoTOKOs, KOTOPbIN
nossonget cepeepy DHCP nepegaBatb KoHpurypauum (Hanpumep, agpeca IPv6) yanam IPv6.

Mo cpaBHeHWIO C ApyrMMn MeTodamu pacnpegeneHna agpecos IPV6, TakMMmu kak pydHas
HacTporka M aBTOMaTMYeckasl HacTpolka agpecoB 6e3 coxpaHeHusi coctosHusi, DHCPv6
obecneunBaeT pacnpegeneHve agpecoB, AenermposaHve npeduKcoB W pacnpegeneHue
napaMmeTpoB KOHUrypaumm.

e DHCPV6 — 3TO NpOTOKOST C OTCEXMBAHMEM COCTOSHUS AOS1I1 aBTOMaTUYECKOW
HACTPOMKN aflpecoB, a Takke O00OAaBEHUs), U MOBTOPHOIO UCMOSIb30BAHUSA CETEBbLIX
agpecoB, KOTOPbLIAN NO3BOMAET 3anunchiBaTb BblAENEHHbIE agpeca U ONTUMU3NPOBaTb
ynpaBrieHNE CETbIO.

o Vcnonbaysa npedukc generuposaHna DHCPv6, ceTteBble ycTponctsa uplink moryT
HasHayaTb NpeduKcbl agpecoB ceTeBbiM ycTponcTtBam downlink, koTopble peannays
rMBKY0 aBTOMaTUYECKYI0 KOHUrypaumio Ha ypoBHE CTaHuun 1 rmbkoe ynpasneHue
afpeCHbIM NPOCTPaHCTBOM CTaHUUW.

e HasHaueHne napametpa koHdurypauunm DHCPv6 pewaeT npobnemy, npu KOTOPOMW
napameTpbl He MOryT ObiTb MOMy4YeHbl C MOMOLLbD MPOTOKOMA aBTOMaTU4ECKON
HacTpoKKn agpecoB 6e3 coxpaHeHNs COCTOSIHUSA, U HasHavaeT agpeca DNS-cepsepoB
N UMEHa AOMEHOB XOCTaM.

e DHCPV6 — aTO NpoTOKOM, OCHOBaHHLIN Ha Modenu knueHT-cepsep. KnnenHt DHCPv6
ncnonb3yeTca AOns MNoryvyeHust pasfnyHbiX KoHdwurypaumn, a cepep DHCPv6
ncnonb3yeTca Ans NpefocTaBneHns pasnuyHbix KoHdurypauun. Ecnv knneHt DHCPV6
n cepsep DHCPV6 He nogknioveHsbl K oqHOMY ceTeBOMY KaHary (OAMH U TOT Xe CerMeHT
ceTu), OHM MOryT B3auUMOLENCTBOBaTb Apyr C APYroM C MOMOLLbIO areHTta
peTtpaHcnsaunn DHCPVG.

Knnent DHCPV6 06b1bHO 06HapyxmBaeT cepep DHCPV6, pe3epBupys agpeca MHOroagpecHom
paccbifnky B kaHane, noatomy knueHT DHCPvV6 1 cepeep DHCPV6 4omKHbI MeTb BO3MOXHOCTb
HanpaAMyo B3avMOOEWCTBOBaTb APYr C APYroMm, TO €CTb OHW [OMKHbl ObiTb pasBepHyTbl B
npeaenax ogHoro kaHana. ATo MOXeT NpMBECTU K HeyaobCcTBaM B ynpaBrneHMn, 3KOHOMUYECKNM
cbosm (ons kaxgon noaceTun passepHyT cepsep DHCPvV6) n HeyaoobctBam npu oGHOBREHMM.
DyHKUMA areHTa peTpaHcnsaumm DHCPvG moxeT pewunTb 3T npobnembl, NO3BOMSAS KIUEHTY
DHCPvV6 oTtnpaenaTtb naketbl Ha cepeep DHCPV6 no gpyromy kaHany. AreHT peTpaHcnauum
DHCP uacTo pasBepTbiBaeTCs B kaHane, rae Haxoautes knueHt DHCPV6G, n ncnonb3yetcsa ans
peTpaHcrnsauMM NakeToB B3aumoaenctsua mexay knneHtom DHCPv6 n cepsepom DHCPV6.
AreHT peTtpaHcnaumm DHCP npospayeH gnga knmeHta DHCPVG.

Network 3

DHCPv6 Relay Agent DHCPVE Server

DHCPv6 Client

PucyHok 39.
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5.1.1. MpoToKonbl U cTaHAapPTbI

e RFC3315: npoTokon gMHaMnyeckon koHgurypaumm xocta ans IPve.

o RFC3633: napameTpbl npedukca IPv6 ana npoTokona gUHaMUYeCcKon KOHurypauum
xocTta (DHCP) Bepcum 6.

o RFC3646: napameTpbl koHGurypaumm DNS gns npoTtokona AuHaMUYecKon
KoHdurypauum xocta ans IPve (DHCPV6).

o RFC3736: cnyx6a DHCP 6e3 coxpaHeHus coctosiHmsa gns IPv6.

e RFC5417: ynpaBneHve u Hactpovka onuum DHCP «koHTponnepa pgoctyna K
6ecnpoBoaHbIM Todkam goctyna (CAPWAP).

5.2. lMpumeHeHune

NMpumeHeHue OnucaHue

3anpoc/Ha3HavyeHne Knnent DHCPvV6 3anpawwuBaeTr agpeca ¢ cepBepa DHCPV6.

agpecos n | Cepsep DHCPV6 HasHauyaeT agpeca u napameTpbl KoHdUrypauum

napameTpoB knneHty DHCPV6

KOHdhMrypaumm

3anpoc/BblgeneHune Knnent DHCPv6 3anpawwuBaetr npedwukc ¢ cepeepa DHCPV6.

npedwvkca Cepeep DHCPvV6 npuceanBaet npedukc knmeHty DHCPV6, a 3atem
knneHT DHCPv6 HacTtpamBaeT agpeca IPv6 ¢ nomouibio aToro
npedukca

Owwnbka! UctouHuk ¢ |  DHCPv6 Relay wncnonbdyetca ana obecnevyeHuss CBA3N Mexay

CbIIIKW He HaWaeH. knneHtom DHCPvV6 1 cepsepom DHCPV6 no pasHbiM kaHanam

5.2.1. 3anpoc/Ha3Ha4yeHMe agpecoB U NapamMeTpoB KOH(Urypaumm

5.2.1.1. CueHapuu

B noacetn knueHt DHCPvV6 3anpawwvBaet agpeca ¢ cepsepa DHCPv6. Cepeep DHCPv6
HasHa4aeT agpeca n napameTpbl KoHUrypaumm knueHty DHCPV6.

Kak nokasaHo Ha PucyHke 40:

e Cepsep DHCPv6 HacTpoeH ¢ agpecamu IPv6, DNS-cepBepamu, LOMEHHBbIMY UMEHAMM
M apyrummn napameTpamm KOHUrypaumm, KoTopble He06X0AMMO BbIAENNUTD.

e Xoct paboTaeT kak knneHT DHCPv6 gns 3anpoca agpeca IPv6 ¢ cepeepa DHCPV6.
Mocne nonyyeHus 3anpoca cepsep DHCPV6 BbiGUpaeT AOCTYNHLINM agpec U HasHavaeT
€ro XocTy.

e XocT Takke MoxeT 3anpocutb DNS-cepBep, ums gomeHa v gpyrve napameTpbl
KOHurypaumm ¢ cepsepa DHCPV6.
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po—

DHCPvE Server

—-—

' B X .

DHCPv6 Client

PucyHok 40.

5.2.1.2. OnncaHue

e 3anyctute knueHT DHCPV6 Ha xocTe B noaceTn, 4Tobbl nony4nTb agpec IPv6 1 gpyrue
napameTpbl.

o 3anyctute cepsep DHCPv6 Ha ycTponctBe wm HactpouTte IPv6-agpec v gpyrue
napameTpbl, YToObl Ha3HaunTb IPv6-agpec 1 napameTpbl.

5.2.2. 3anpoc/BbigaeneHune npedukca

5.2.2.1. CueHapuu

Kak nokasaHo Ha PucyHke 41, uplink-yctponcteo (PE) BblgensieT npedukc IPv6-agpeca ang
yctponctea downlink (CPE). CPE reHepupyeT HOBbIM npedukc agpeca nns BHYTPEHHEn
nogcetM Ha OCHOBe nonyveHHoro npedmkca. XocTbl BO BHyTpeHHen nogcetm CPE
KoHdurypupytotea ¢ agpecamm vepe3 Router Advertisement (RA), ncnonbays HoBbI Npedurke
agpeca.

e PE npepocrtaBnsieT cnyx0y aenermpoBaHus npedukca B kavyectse cepsepa DHCPV6.

e CPE s3anpawwuBaet npedukc agpeca u3 PE B kauyectBe knunenta DHCPvV6. Mocne
nonyyeHus npedukca agpeca CPE reHepupyeT HOBbi npedumkc agpeca Ans
BHYTPEHHEW NoAceTn 1 oTnpasnseT coobuieHne RA xoctam BO BHyTPEHHEN NoaceTu.

e  XOCTbl BO BHYTPEHHEN NoaceTn, B KoTopon Haxoantca CPE, HacTpauBatoT cBou agpeca
Ha OoCHOBaHuKM coobuleHns RA, otnpaeneHHoro CPE.

¢
&
'Y,

PucyHok 41.

B kauyectBe cepBepa DHCPv6 Provider Edge (PE) pa6otaeT cepBep nocTtaBwuka Ans
npeaocTaBneHns NpedmKCoB, a Takke Ha3blBaeTCsl MapLUpyTU3aToOpoM Ansi AenerMpoBaHus.

KnueHtckoe obopynosaHue (CPE) pabotaet kak knneHT DHCPV6 onsa 3anpoca npedukcos u
Takke HasblBaeTCH 3anpaluMBalLLUM MapLIpyTU3aTOPOM.

A, B u C aBnaoTca pasnnyHbiMn XocTamu.
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5.2.2.2. OnucaHue

3anyctute cepsep DHCPv6 Ha PE, 4tob6bl BHegputb cnyx0y agenermpoBaHus
npedgwukca.

3anyctute knneHT DHCPV6 Ha CPE, 4yTo6bl nonyy4nTb NpedunKcbl agpecos.

PassepHute IPv6 ND mexagy CPE n xoctamu, 4tobbl HacTpouTb agpeca y3roB B
nogcetun yepes RA.

5.2.3. AreHT Relay

5.2.3.1. CueHapuu

AreHt DHCPv6 Relay npoussoaut petpaHcnauuio DHCPv6 nakeToB MeXxay KIMEHTOM W
cepBepomM.

Kak nokasaHo Ha PucyHke 42:

Yctponctso 1 BkntoveHO ¢ nomowbto areHta DHCPv6 Relay n npegHasHayeHo ans
3001:2.

YCTponcTBO 2 XO4eT nepechbinartb nakeTbl Ha Apyrne cepBepbl Yepes cepBuc Relay
cnepytwoulero ypoeHs. Bknounte areHT DHCPV6 Relay Ha ycTponicTtBe 2, ycTaHOBUTE
agpec HasHaueHna FF02::1:2 (Bce cepBepbl M agpeca MHOroagpecHOW pacCbifiku
Relay) n ykaxxute nHtepdenc Boixofqa B kayectse nHTepdenca yposHs 3 gi 0/1.

y_

DHCPv6 Server

Device 2

(L3 gateway device, enabled with
DHCPv6 Relay Agent

@L2 access device, enabled with LDRA

(3L3 gateway device, enabled with
DHCPvE Relay Agent

PucyHok 42.

5.2.3.2. OnuncaHue

e  Bknounute areHT DHCPV6 Relay Ha ycTpowncTee 1 n ykaxunte agpec 3000::1.
o Bkntouute areHt DHCPV6 Relay Ha ycTponcTee 2 u ykaxute agpec kak FF02::1:2.

5.3. KnoyeBble 0COOEHHOCTU

5.3.1. ba3oBble KOHLenuuu

DUID

YHukaneHbin naeHtudunkatop DHCP (DUID) wnaeHtuduumpyet yctponcteo DHCPV6. Kak
onpegeneHo B RFC3315, kaxgoe yctporcteBo DHCPV6G (knueHT, Relay nnn cepsep DHCPV6)
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DOIMKHO uMmeTb ngeHTrudukatop DUID, koTopbln ncnonb3yeTcs Ans B3auMHOW ayTeHTUdmnkaumm
BO Bpems obmeHa coobuieHnsmn DHCPV6.

RFC3315 onpegensiet Tpu Tuna DUID:

e DUID ocHoBaH Ha agpece ypoBHs cBasu nntoc spemsi (DUID-LLT).

o UpeHtndumkatop DUID, HasHa4yeHHbIN MOCTaBLMKOM Ha OCHOBE KOPNOPaTUBHOIO
Homepa (DUID-EN).

e Apgpec ypoBHs kaHana (DUID-LL).
Yctponctesa QTECH DHCPV6 ncnoneaytotr DUID-LL. Ctpyktypa DUID-LL cneaytowas:

o 1 Z 3
o012 3457890123458 7890123458789 01
+—t—t—t—t—F—t—F—t—F—t—t—t—F—F— -ttt —F—F—F— =t —F— =+ —F—+—+
| 3 | hardware type (16 bits) |
+—t—t—t—t—F—t—F—t—F—t—t—t—F—F— -ttt —F—F—F— =t —F— =+ —F—+—+

link-layer address [(variakble length)

e e et e e e e e e e e e e E e ¥
3Hauvenua DUID-LL, Hardware type wn Link-layer address: 0x0003, 0x0001 (¢ ykasaHuem
Ethernet) n MAC-agpeca ycTpoictBa COOTBETCTBEHHO.

Accounauumsa naeHtudukauum (1A)

Cepsep DHCPV6 BbigenseT cnyx0bl npoBepky NoanMHHOCT B MIHTepHeTe kneHTam DHCPV6.
Kaxpgaa |A yHukanbHO oGHapyxuBaeTcsi uaeHTudpumkatopom accouumaumm xoctoB (lAID).
UoeHTudumkatopel IAID reHepupytotca knueHtamm DHCPv6. Mexagy 1A n  knueHTamu
yCTaHaBnNMBaeTCs CONOCTaBIeHne «OAMH K ogHOMY». |A MOXeT cogepXaTb HECKOSTbKO apecoB,
KOTOopble MOTyT ObITb BblAEMNEHbI KITMEHTOM OPYrMM MHTepdencam. |A MOXeT cogepaTb OAWH
n3 cnegylowmnx TUNOB agpecoB:

e HeBpemeHHble agpeca (NA), a MeHHOo rnobanbHble yHMKamnbHbIe agpeca.

e BpemeHHble agpeca (TA), KoTopble BpAA S UICNONb3YOTCS.

e [lenernposaHue npedukca (PD).
B 3aBucumocTu ot TMna agpeca, A knaccudmumpytotea no IA_NA, IA_ TA n IA_PD (tTpu Tnna
IA). QTECH DHCPv6 nogaepxwatoT Toneko IA_NA n IA_PD.

MpuBA3ka

DHCPv6 binding — aTo ynpasnsemas nHopmaunoHHasa CTpykTypa agpeca. [JaHHble NpuBA3Kn
agpecoB Ha cepsepe DHCPv6 3anucbiBatoT |A n gpyrve KoHdurypaumm kaxgoro KrimneHTa.
KnneHT MOXeT 3anpocuTb HECKONbKO MPUBA30K. [laHHble NpUMBA3KM agpecoB Ha cepBepe
npencrtaeneHbl B Buae Tabnuubl npuBaskn agpecos ¢ ngeHtudukatopammn DUID, I1A-Type un
IAID. MpuBaA3ka, cogepxallas KoHuUrypawmm, ncnonb3yeT B kadectse nHaekca DUID.

Kondonukr DHCPv6

Korga npoucxoant KOHQMUKT agpeca, BbigernieHHoro knueHty DHCPV6, knueHT oTnpaensieT
nakeT Decline, ytobbl yBegomutb cepsep DHCPVG. 3aTem cepBep nobaBnseTt agpec B CNUCOK
KOHNMKTOB agpecoB. CepBep He ByaeT HasHayaTb agpeca B CNUCOK KOH(IMKTOB aapecos.
CepBep nogaepxmeaeT NPOCMOTP M yaaneHne nigopmMauumn ob agpece B CUCKe KOHMIMKTOB
afpecos.

Twun nakerta

RFC3315 npeaycmatpusaet, yto DHCPV6 ncnonb3yeT noptel UDP 546 n 547 gns obmeHa
naketamun. B yactHocTn, knueHt DHCPvV6 ucnonb3yet nopt 546 ans nony4eHus nakeTos, a
cepsep DHCPv6 n arent DHCPv6 Relay uvcnonb3ytoT nopt 547 ana nonyyYyeHust nakeTos.
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RFC3315 onpegensieT cnegyowime Tynbl NakeToB, KOTOPbIE MepedatnTcs Mexdy CepBepoMm,
knueHTom n areHtom DHCPvV6 Relay:

e [lakeTbl, KOTOpPblIEe MOryT ObITb OTnNpaBneHbl knneHtom DHCPv6 Ha cepsep DHCPVG,
BkrovaoT B cebsa Solicit, Request, Confirm, Renew, Rebind, Release, Decline u
Information-request.

o [lakeTbl, KoTOpble MOryT ObiTb oTnpaeneHbl ceppepom DHCPv6 knueHty DHCPV6,
BkrtoyatoT B cebsa Advertise, Reply and Reconfigure.

o [lakeTbl, kOTOpblIE MOryT BbITb OTnNpaeneHsbl areHTom DHCPV6 Relay apyromy areHTy
DHCPv6 Relay nnn cepsepy DHCPvV6, BkntovatoT Relay-forward.

o [lakeTbl, kKOTOpblIE MOryT BbITh OTNpaeneHsbl areHTom DHCPV6 Relay apyromy areHTy
DHCPvV6 Relay unu cepsepy DHCPV6, BkniovatoT Relay-reply.

NPUMEYAHMUE: cepeepbl QTECH DHCPV6 He nogaepxumBatoT naket Reconfigure.

NMPUMEMAHUE: knueHtol QTECH DHCPV6 He nopgepxmBarT naketbl Confirm and
Reconfigure.

5.3.2. 0O630p
PYHKUUA OnucaHue
3anpoc/BblaeneHme IOunHamunueckoe nony4yeHne/BoblgeneHme agpecos IPv6 B cetn B
agpecos pexunme KnneHT-cepeep
3anpoc/BblaenexHve OunHamunyeckoe nonyyeHue/sbigeneHme npedukcos IPv6 B cetn B
npedwukca pexume KnneHT-cepeep
Cnyxba 6e3 | NpenocTtaBnsieT cnyxby KoHdurypauumn 6e3 coxpaHeHus
COXPaHEeHUA COCTOAHUSA | COCTOSAHUA AS1S1 XOCTOB B CETU
Cepsuc Relay Mpepoctaenset cnyx0by cepsepa DHCPv6 ons xoctos B

Pa3nNYHbIX CETAX C MOMOLLbIO CryObl peTpaHcnaunm

5.3.3. 3anpoc/BblaeneHe agpecos

Knnent DHCPv6 moxeT 3anpawwmBaTb agpeca |IPv6 ¢ cepepa DHCPV6.

lMocne HacTponkn ¢ goctynHeiMn agpecamun cepsep DHCPvE moxeT npegoctaBnaTb agpeca
IPv6 xocTam B ceTu, 3anncbiBaTb BblAENEHHbIE agpeca U ynyywaTb ynpaBreHne ceTblo.
5.3.3.1. MpuHUMN paboTbI

CeTteBble xocTbl cnyxart knueHtamm DHCPv6 u cepsBepamn DHCPV6 gns peanusauum
pacnpegeneHus agpecoB, OOGHOBMEHUSA, NOATBEPXKAEHUSA, BbIMyCka W OPYrnx onepauun
nocpeacTsom obmeHa coobLLeHnaMuU.

O6meH 4-x coobueHun
Ha PucyHke 43 nokasaH npouecc obmMeHa YeTblpex cooOLLEHMIA.
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DHCPvE Client DHCPvE Server

Solicit
Advertise
Request

Reply

PucyHok 43.

Knnent DHCPv6 otnpaensieT coobuieHne Solicit, agpec HasHa4yeHUsi KOTOpPOro
FF02::1:2, a Homep nopTa Ha3HayeHnd — 547 B flokanbHOW CETU ANd 3anpoca agpeca,
npeukca 1 HasHavyeHnst napameTpoB koHdurypaumn. Bce cepsepbl DHCPV6 mnu
areHTol DHCPV6 Relay B lunpokoBeLaTenbHOM JOMEHe nonyyaT coobueHne 3anpoca.

Mocne nony4yeHus coobuweHna 3anpoca cepeep DHCPv6 otnpaBut coobuieHune
Advertise B pexume OAHOAAPECHOM pPacCbifiki, €CNN OH CMOXeT NpeaoCTaBUTb
MHpOPMaLMIO, 3anpoLLUEHHYI0 B coobuweHun 3anpoca. B coobuwieHnn obbseneHus
ykasaHbl agpec, npedurkc 1 napameTpbl KOHUrypaLuumn.

Knnent DHCPv6 moxeT nonydatb coobuieHne Advertise ¢ HeckonbKnx CepBepoB
DHCPv6. MNocne Bbibopa Hanbonee noaxoasiwero cepsepa DHCPv6 knneHt DHCPV6
oTnpaenseT coobueHne Request ¢ agpecom HasHaveHus FF02::1:2, a Homep nopTta
HasHayeHnss — 547 pn4a 3anpoca agpeca, npedukca M HasHavYeHWd napameTpoB
KOHdburypaumm.

Mocne nony4veHus coobweHns Request cepeep DHCPV6 co3gaeTt npuBs3sKy nokanbHO
n oTnpaendeT cooblleHne Reply B pexnme ogHoagpecHowm paccbinki. B coobuieHnn
Ana oTBeTa cogepxaTca agpec, npedukc M napameTpbl KOHUrypauum, Kotopble
cepsep DHCPv6 Gymet HasHauyaTb knmeHTy DHCPv6. Knnent DHCPvV6 nonyvaet
agpec, npedukc wunuM napameTpbl KOHuUrypauum Ha OCHOBe WHopmauum B
cooOLleHnn oTeeTa.

O6mMeH aByMSs coobLeHns MU

O6meH aBymMs coobLieHMAMU MOXeT ucnonb3oBaTbCs Ans 6onee OGbICTPOro 3aBepLUEHMS
HaCTPOKMKN agpecos, NpednKcoB U napameTpos Ans knmeHtos DHCPV6.

DHCPvE Client DHCPv6 Server

Saolicit

(Rapid-Commit)

Reply
—

PucyHok 44.

Knnent DHCPv6 otnpaenseT coobuieHne 3anpoca, agpec Ha3HayeHUs KOToporo
FF02::1:2, a Homep nopTa Ha3HayeHnda — 547 B NokanbHOW CeTU ANd 3anpoca agpeca,
npedukca M HasHadeHus napameTpoB KoHdurypaumm. CoobleHne o xogatancree
COAEPXKUT BbICTPYHO UKCaLMIO.

Ecnn cepsep DHCPv6 nogoepxumBaeT dyHKUmMO BbicTpon dmkcaumm (rapid commit),
cepsep DHCPV6 cosgaeT npvBA3Ky fnokanbHO M OTnpaBnseT coobuieHne oTBeTa B
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pexume opHoagpecHon paccohinku. B coobweHnn ons oTBeTa coaepxartcs agpec,
npeduKc 1 napameTpbl KOHUrypaumm, kKotopble 6yayT HazHadeHbl kKnneHty DHCPV6.
Knnent DHCPV6 3aBepLuaeT HaCTpOWKy Ha OCHoBe MHGOpMaLMn B COOOLLEHNN OTBETA.

OGHOBIEHWe 1 NepenpuBA3Ka

CepBep DHCPvV6 npepoctaBnsaeTt ynpasnsawoowmn agpec n obHoBnenHuole T1 mn T2 B 1A
coobueHnsd, oTnpaeneHHoro knmeHty DHCPv6.

DHCPvE Server

DHCPv6 Client
PucyHok 45.

Knnent DHCPv6 otnpaBut MHOoroagpecHoe coobulieHne Renew Ha cepeep DHCPvV6
Ansa o6HoBneHnsa agpeca u npedukca vyepes T1 cekyHa. CoobuieHne Renew cogepxut
naeHtngpukatop DUID cepsepa DHCPV6 n mHgopmauumio |A, koTopyto Heobxoanmmo
OBHOBUTD.

Mocne nonyyeHns coobuieHns o Bo3obHoBneHun cepeep DHCPV6 npoBepsieT, paBHO
nn 3HavyeHne DUID B coobuweHun o Bo3oOHoBReHun 3HadeHunto DUID nokanbHoro
ycTponctBa. Ecnu pa, 1o cepep DHCPV6 0OGHOBNSAET nOKamnbHY MNPUBA3KY U
oTnpaenseT cooblieHne Ans OTBeTa B pexume OOHOaAPECHOW paccbinku. B
coobueHnn anga oTBeTa cogepxartcs Hosble T1 1 gpyrve napameTpbl.
DHCPvE Server
2

-

AYAYY

f Request Reply Renew Reply Renew  Rebind
\t »

S «T1— Time
DHCPv6 Client ¢ T2 »

«

PucyHok 46.

Ecnn nocne otnpasku knneHtom DHCPV6 coobuieHns o BO30GHOBIEHUN Ha cepBep
DHCPv6 otBeT He nonyyeH, knueHt DHCPv6 otnpasut Ha cepsep DHCPV6
MHOroagpecHoe coobLieHne O NOBTOPHOW MpuBA3KE ANS NepenpuBaskM agpeca u
npedukca nocrne UcTteveHns cpoka genctens T2.

Mocne nonyyeHunsa coobuweHusa Rebind cepsep DHCPv6 (BO3MOXHO, HOBbIN cepBep
DHCPv6) otnpaenser cooblieHne C OTBETOM B COOTBETCTBUM C COLEPKUMbIM
coobLeHunsa Rebind.

Release

Ecnn knuenty DHCPv6 Tpebyetcsa ocBoboaute agpec wnu npedukc, knmeHty DHCPv6
Heobxoaumo oTnpaBuTb coobuieHne Release Ha cepeep DHCPvV6, 4tobbl yBegomuTb cepsep
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DHCPv6 06 ocsBoboxaeHun agpeca unu npedukca. Takum obpasom, cepsep DHCPv6 moxet
Ha3Ha4nTb aTU agpeca u npedukcsl apyrum knneHtam DHCPV6.

DHCPvE Client DHCPv6 Server
*I \?
-
: Release :
»
Reply
PucyHok 47.

o [locne nony4yeHus coobeHnst Release cepeep DHCPvV6 yganseT cootBeTcTBYyHOLME
NPVBSA3KM Ha OCHOBE agpecoB Unv NpedunKcoB B COOOLLEHWMM penn3a u oTnpasnseT
OTBETHOE co0obLLeHMEe C napameTpoM cocTosAHMs knneHty DHCPVG.

NMoaTBepxaeHue (Confirmation)

Mocne nepexona K HOBOW CCbIfke (Hanpumep, nocne nepesanycka) knmeHt DHCPv6 otnpasut
coobueHne Confirm Ha cepeep DHCPv6 no HoBow ccbifike, YTOOblI MPOBEPUTL, OOCTYMHbI NN
NcxoaHble agpeca.

DHCPvE Client DHCPvV6 Server

%l New link V‘

Confirm

Reply

PucyHok 48.

o [locne nonyyeHua coobweHna o noatTeepxaeHun cepsep DHCPv6 BbinonHseT
NOATBEpPXAeHNe Ha ocHoBe MHGopMauun o6 agpece B COOOLLEHNN O NOATBEPXKAEHUM
1 oTnpaensieT coobLLeHne ¢ 3anpocoMm, B KOTOPOM MMEETCS ONLMSA COCTOAHMUS, KITUEHTY
DHCPv6. Ecnu 3anpoc He byaeTt nogteepxaeH, knmeHt DHCPV6 MoxeT nHmummpoBaTh
HOBbI 3anpoc Ha BblaeNeHne aapecos.

Kondonukr DHCPV6

Ecnu knnent DHCPV6 o6HapyxuBaeT, 4To BblgeneHHble agpeca Obinv Ucnorb30BaHbl B KaHane
nocre 3aBepLUeHMs BblaeneHuns agpecos, knneHT DHCPv6 otnpaensieT coobuweHune Decline,
4yTO6LI YyBegoMuTb cepeep DHCPV6E o koHdhnvkTe agpecos.

DHCPvE Client DHCPvV6 Server

PucyHok 49.
Knnent DHCPV6 cogepxut nHcdopmaumto |A o KoHpnmKTyrowmx agpecax B coobieHnm Decline.

e [locne nonyyeHus coobweHna Decline cepsep DHCPv6 nomevaeTr apgpeca B
coobuweHunn Decline kak "oTknoHeHHbIE" 1 He ByaeT pacnpenenaTb 3TM agpeca. 3atem
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cepsep DHCPv6 oTnpaBnseTt coobuweHne Reply ¢ napameTtpoM COCTOSHUSA KITUEHTY
DHCPv6. MoxHo Bpy4YHyto yaanuTb agpeca, NOMeYeHHble KaK «OTKITOHEHHbIE», YTOObI
obnerynTb NOBTOPHOE BblAereHune.

5.3.3.2. CBfAi3aHHas KOHcurypauums

BknroyeHune ¢pyHkummn cepsepa DHCPv6 B nHtepdence
o [lo ymonuyaHuio nHTepdenc He BKMoYeH ¢ byHKunen cepsepa DHCPVG.

e  MoxHO BbINOMHUTL KOMaHAy ipv6 dhcp server, 4Tobbl BkNoYMTL yHKuno DHCPV6
Server gnsi nuTepgenca.

NMPUMEMAHMUE: dyHkuma cepBepa DHCPv6 pomkHa ObiTb BKNOYEHA Ha WHTepdence
YpOBHS 3.

BbiaeneHue agpecoB 4yepe3 cepsep DHCPv6

¢ [lo ymonuaHuio Ha cepBepe DHCPV6 oTcyTcTBYET Nyn KOHUrypaumm U HE HAaCTPOEHDI
agpeca ong BbloeneHus.

e [1nsa co3gaHusa nyna KoHUrypaumm MOXHO BbINOMHUTE koMaHay ipv6 dhcp pool.

e  MoxxHO BbINOMHMTL KOMaHAY iana-address, 4YToObl HACTPOUTL agpeca AN BblAeNeHus,
a TaKke npeanovTUTENbHbIE 3HAYeHUs cpoka cnyxbbl preferred lifetime n Tekywero
cpoka cnyx6bl valid lifetime.

YpaneHue koHNUKTYOWMX agpecoB Yyepe3 cepsep DHCPv6

e [lo ymonuaHuto cepBep DHCPv6 He BbINOMHAET OYUCTKM OOHaPYXKEHHbIX
KOH(NUKTYIOWNX apeCcoB.

e  MoxxHo BbInONHUTL KoMaHAay clear ipv6 dhcp conflict oana ouncTkM KOHPNNKTYOWMX
agpecos, 4YToObl 3TN agpeca MOXHO Oblno MCnonb3oBaTh NOBTOPHO.

5.3.4. 3anpoc/BbigeneHune npedukca

HacTponka goctynHbix npedukco Ha cepeepe DHCPV6. Ncnonb3ys npedurke genermposaHns
DHCPvV6, ceTteBble ycTpouctBa uplink MoryT HasHayaTb npeduKCbl aapecoB CETEBbIM
yctporctBam downlink, KoTopble peanuays rmbkyo aBToOMaTUYeCKyto KOHUrypaumo Ha ypoBHe
CTaHuuM 1 rnbkoe ynpasreHne agpecHbIM NPOCTPAHCTBOM CTaHLUW.

5.3.4.1. MpuHUMN paboThbI

CeTeBble yCTpOMCTBA HUCXOASWEro kaHana cnyxaT knueHTamm DHCPv6 ana obmeHa
coobueHnammu ¢ cepeepom DHCPv6 ana peanusauumn onepauun allocation, update, release n
apyrmx onepaumin. CeteBble ycTponctBa downlink nony4varoT, OBGHOBNSAKT, CBA3LIBAKOT U
ocBoboxgalT npedurKkcbl C NMOMOLLLIO MexaHu3dMa obmMeHa COOOLEeHUSMU, aHanorm4yHoro
MexaHu3amy pacnpegeneHums agpecoB. OgHako HasHadeHMe MpedUKCoB OTAMYaeTca OT
Ha3Ha4YeHWs aapecoB B CreayoLmx acnekTax:

Mpn obmeHe CcoOOBLIEHNSMN C WCMNONb30BaHMEM denermpoBaHus npedwukca, CcoobLeHns
NOATBEPXKOEHMSA N OTKIIOHEHNS HE UCMOSb3YHOTCS.

Ecnu knneHt DHCPV6 nepexoguT Ha HOBYHO CChIfIKY U €My HEOBXOAMMO NPOBEPUTL, JOCTYMNHA
nn  vHdopMauusa npedukca, OH BbIMOMHAET MNOATBEPXKAEHME MOCPeACTBOM 0oOMeHa
coobuweHnammn Rebind n Reply.

Twn |A B pasnnyHbix coobweHuax — IA_PD.

NMPUMEYAHMUE: nnsa obmeHa coobLeHnsMn ¢ ncnonb3oBaHMEM enernpoBaHns npedumkca cum.
pasgen 3anpoc/BblaeneHne agpecos.
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5.3.4.2. CBA3aHHasA KOHcurypaums

BknroyeHune cpyHkuum cepsepa DHCPv6 B nutepcence
e [lo ymonyaHuto cpyHkumoHan DHCPV6 cepBepa He BKIOYEH Ha UHTepdeince.

e MoxxHo BbINONHUTL kKOMaHAy ipv6 dhcp server, 4ToGbl BKMOUMTE dyHKumio DHCPV6
Server ons nHTepgenca.

NMPUMEYAHUE: cdoyHkuns cepepa DHCPvV6 aencteyeT TONMbKO Ha UHTepdence yposHS 3.

HenernpoBaHue npecukcoB cepsepa DHCPv6
o [lo ymonuyaHuio Ha cepsepe DHCPvV6 HeT koHGurypaumm nyna u npedukcos.
o [1ns koHGUrypaumm nyra MOXHO BbIMOMHUTL KOMaHAy ipve dhcp pool.

e MoxHo BbINONHUTL komaHay prefix-delegation, 4TOGbl Ha3HauUUTb YyKasaHHblE
npeguKcbl KOHKpeTHOMY knneHTy DHCPV6.

o  MoxkHo 3anycTutb KomaHgy prefix-delegation pool, 4To6bl HACTpoUTL Nyn Npedukcos
TakuM ob6pa3oM, 4YToObl BCe nNpeduKchl, 3anpolleHHble knueHTom DHCPV6, Obinu
BblAeNeHbl U3 3TOro nyna.

5.3.5. Cnyx6a 6e3 coxpaHeHUss COCTOAHUSA

Ecnn knuenty DHCPvV6 TpebytoTcst Tonbko napameTpbl koHdurypaumm, cnyxba DHCPv6 6e3
COXpaHEHUs1 COCTOSIHUSI MOXET MCMoSib30BaTbCs ANs MOSNyYeHUss CBA3aHHbIX MapameTpoB
KOHUrypaumm, KOTopble HEBO3MOXHO MOMYyYUTb C MOMOLLbID MPOTOKONa aBTOMaTUYECKON
HaCTPOWKKN agpecoB 6e3 CoXxpaHeHUs1 COCToAHUS, Hanpumep, agpeca DNS-cepeepa.

5.3.5.1. MpuHUMN paboTbl

CeTeBble XocTbl cnyxaT knneHtamm DHCPV6 ana obmeHa coobieHnsimmn ¢ cepsepom DHCPv6E
ANs nony4YyeHnsa n oGHOBMNEHNS NapamMeTpoB KOHUIypaLnn.

O6MeH coobLWweHNAMN C NOMOLLLIO CNYXObl 6€3 coOXpaHeHUA COCTOAHUA
DHCPvE Client DHCPv6 Server

’?—, <>

Information
reques!

-~

PucyHok 50.

Knnent DHCPv6 oTnpaBndeT cooblieHne 3anpoca mHdopmauun Ha cepeep DHCPv6 ansa
3anpoca cooblleHun 6e3 coxpaHeHust cocTosiHuS. OObIMHO 3TO COOOLLEHME He COoOoepXuT
naeHtndgukatop DUID ykaszaHHoro cepsepa DHCPVG.

Cepsep DHCPvV6 otnpasnseT knmeHty DHCPV6 coobuieHre ¢ napameTpammn KOHUrypaumm.

5.3.5.2. CBAi3aHHasa KOHcurypauyums

BknroyeHune ¢pyHkuumn cepsepa DHCPv6 B nHtepdence
e [lo ymonuyaHuto nHTepdenc He BKNoYeH ¢ yHkumen cepsepa DHCPVG.

e MoxHo 3anycTuTb komaHgy ipv6 dhcp server, 4ToObl BKMHOYUTb MMM OTKMOYUTb
dyHkumo DHCPvV6 Server gnga nHtepdeliica.

NMPUMEMAHMUE: dyHkums cepeepa DHCPV6 aeicTByeT TONbKO Ha MHTepdence ypoBHS 3.
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Cnyx6a 6e3 coxpaHeHusi coctosiHusa cepsepa DHCPv6

¢ [lo ymonuaHuio Ha cepBepe DHCPV6 oTcyTcTBYET Nyn KOHUIrypaumm 1 He HAaCTPOEHDI
napameTpbl KOHurypauuu.

e [1ng co3gaHus nyna KoHdUrypaumm MoXHO BbINONHUTE koMaHay ipv6e dhecp pool.
e [Ina po6aesneHuns DNS-cepBepa MOXHO BbINOMHUTL KOMaHAy dns-server.

e  YT100bl 4OGABMTL UMSA JOMEHA, MOXHO BbINONHUTL KOMaHAy domain-name.
e  MoxkHo 3anycTntb komaHay option52, ytobbl gobasute IPv6-agpec AC CAPWAP.

5.3.6. DHCPvV6 Relay

Korga knneHt DHCPvV6 n cepeep DHCPV6 Haxogdatcsa no pasHbiM kaHanam, knneHt DHCPv6
MOXET nepefaBaTb CBA3aHHble coobuieHnst Ha cepBep DHCPV6 yepes areHTa peTpaHcnsaumm
DHCPv6. CepBep DHCPv6 Takke nepegaer otBeT knmeHty DHCPv6 4epes areHTa
peTpaHcnsaumu.

5.3.6.1. MpuHUMN paboTbI

Mpn nonyyeHmn coobuwenns ot knueHta DHCPv6 areHT petpaHcnauumn DHCPv6 cospaet
coobuleHne Relay-forward. 310 coobLieHne COOepXUT MCXOOHOE COOOLEHME OT KIMEHTa
DHCPvV6 n HekoTOpble NapamMeTphbl, 4OOaBNEHHbIE areHTOM peTpaHCnAuun.

3artem areHT peTpaHcnaumm oTnpaensieT coobueHne Relay-forward Ha ykasaHHbI cepBep
DHCPv6 nnu ykasaHHbIN agpec MHoroagpecHom paccbinkm FF05::1:3.

Mocne nony4veHus coobwennss Relay-forward cepsep DHCPv6 wu3Bnekaet wucxogHoe
coobuweHne n3 knmeHta DHCPv6 ana obpabotkn. 3atem cepsep DHCPV6 bopmupyeT oTBET Ha
ncxogHoe coobuieHne, WHKancynupyet oTBeT B coobueHun Relay-Reply n otnpaensier
coobueHne Relay-Reply areHty DHCPv6 Relay.

Mocne nony4eHusa coobweHnsa Relay-Reply areHT petpaHcnauun DHCPv6 nsenekaet ncxogHoe
coobueHne c cepeepa DHCPv6 onsa o6paboTkm n nepecbinaet coobweHune knmeHty DHCPV6.

Mexgy knneHtom DHCPV6 n cepsepom DHCPV6 paspelueHbl MHOroypoBHeBble Relay areHTbl.

AreHT petpaHcnsauyumn DHCPv6

DHCPvE Client DHCPv6 Ralay DHCPvE Ralay DHCPv6 Server
&N &7 5
P & SZ
< . v W
‘ Reguest Relay-Forward Relay-Forward :
— L > »
Reply : Relay-Reply : Relay-Reply
PucyHok 51.

AreHT peTpaHcnauun DHCPvV6 BbINOMHAET MHKaNCynaumMo 1 AeKkancynauuio coobLieHmnin mexay
knneHtom DHCPV6 n cepsepom DHCPV6 ansa obecneyenns ceasun mexay knveHtom DHCPV6 n
cepsepom DHCPV6 no pasHbiM kKaHanam.
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5.4. HacTpouka

Hactpowka OnucaHue n KomaHaa

HacTpownka cepBepa | (O6sa3aTenbHO) ncnonb3yercs

ANs co3faHus nyna koHdurypawumm

DHCPv6
ipv6 dhcp pool

HacTtponka nyna koHgurypaumn ans
cepsepa DHCPv6

(Heobsa3aTenbHO) ncnonbayet

Cs ANs HA3HaYeHUs1 aapecoB

iana-address prefix

HacTtponka npecdukcoB agpecos,
koTopble OyayT BbldeneHbl  Ha
cepBepe DHCPv6

(HeobGs3aTenbHO) ncnonb3yet

CA AnA Ha3Ha4YeHuA I'Iped)I/IKCOB

prefix-delegation

HacTtpoika npedukcoB crtatndecku
NpuBsiI3aHHbLIX adpecoB Ha cepBepe
DHCPv6

prefix-delegation pool

Hactponka cepeepa DHCPv6 pns
BblAENeHns npecmkcoB u3
nokanbHoro nyna npedukcos

ipv6 local pool

Hactpowka JIOKarnbHOro nyna
npedukcos IPv6

KOHcpurypauum

(Heobs3aTenbHO) wucnonb3yeTcs ANa  HasHayeHus napamMeTpoB

dns-server

Hactpowka DNS-cepBepa Ha
cepBepe DHCPv6

domain-name

HacTtpoika umeHun gomeHa cepsepa
DHCPvV6

option52

Hactponka |Pv6-agpeca CAPWAP
AC Ha cepBepe DHCPv6

DHCPv6

(O6sazatenbHO) ucnonb3yeTca ANd BKIYeHUs cnyxbbl cepsepa

ipv6 dhcp server

BkntoueHune CNyx0bl cepBepa
DHCPv6 Ha nHtepdeiice
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Hactpowka OnucaHue u KOMmaHaa

Hactpovika DHCPV6 |(O6si3aTenbHO) wcnonb3yeTca Ans  BKNOYeHWs cnyxkbbl areHTa
Relay peTpaHcnsumm DHCPv6

ipv6 dhcp relay destination | HacTtponka dyHKuun areHTa
peTtpaHcnsaunm DHCPv6

5.4.1. Hactpounka cepsepa DHCPv6

5.4.1.1. Pe3ynbTaT KOHUrypauum

e  Uplink-ycTponcTBO MOXET aBTOMaTn4eckn HasHadyaTb agpeca DHCPV6, npedukcol 1
napamMeTpbl KOHUrypaumm YCTPOUCTBY HUCXOAOSALWEro KaHana.

5.4.1.2. MNpumeyvaHusn
e [Ina npepoctaeneHus cepsepHon cnyxobl DHCPV6 Heob6xoamMmo ykasaTth nyn cepeepa
DHCPV6.
e Mg nyna He MoxeT ObITb CIIMLIKOM AMNNHHBIM.
e [lpwu BknoveHnn cnyx6bl cepeepa DHCPv6 Heobxogmmo ykasaTb nyn.

e OTta koHGUrypauuss noagepXuMBaeTcsi TONMbKO AN BUPTyanbHOMO WHTepdenca
kommyTaTtopa (SVI), mapLpyTnsnpyemoro nopta u arpermposaHHoro nopta L3 (AP).

5.4.1.3. dTanbl KOHcUrypaumm

Hactpowka nyna cepsepa DHCPv6
e (Obs3arenbHo.
e Ecnu He ykazaHO uHOe, Heobxoammo HacTpouTb nyn cepsepa DHCPv6 Ha Bcex
YCTPONCTBAX, KOTOpble OOMMKHbI 06ecneunTtb cnyxby cepeepa DHCPV6.
Hactponka npecdukcoB agpecoB, KOTOpble OyayT BblaeneHbl Ha cepBepe
DHCPv6
e  OnuuoHanbHo.

e [lna npepocTaBneHust CriyxObl pacnpeneneHnsi agpecoB HeoOXO4MMO HacTpPOUTb
npeduKcbl agpecoB, KOTopble OyayT BblAeneHbl Ha BCeX YCTPOWUCTBaX, KOTOpble
AOMKHbI NpegocTaBuTb cnyxby cepsepa DHCPV6.

HacTtpoika npecmukca ctatuyecknx agpecoB Ha cepsepe DHCPv6
e  OnuuoHanbHo.

e UYrobObl npemocTaBUTbL Cnyx0y AenervpoBaHust npedUKCoB AN CTaTUYECKM
NPUBSAI3aHHbIX aapecoB, HEOGXOANMO HACTPOUTL MPEMUKCHI CTaTUYECKN NPUBA3aHHBIX
aJpecoB Ha BCeX YCTPOWCTBax, KOTOpble [AOMKHbI MPedocTaBUTb Cryx0y cepBepa
DHCPVG6.

Hactponka cepBepa DHCPv6 pans BblaeneHna npedukcoB U3 nyna
NnokKanbHbIX Npecukcos
e  OnumoHanbHo.

e [Ina npepoctaBneHus cnyxbbl genernpoBaHust NpedmnKcoB HeobBXoaMMO ykasaTb
nokanbHbIA NyN NPeduKCoB Ha BCEX YCTPONCTBAX, KOTOPbIM TpebyeTca NnpegocTaBmTb
cnyxby cepsepa DHCPV6.
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HacTtpowka nyna npedukcoB Local IPv6
e  OnuuoHarnbHo.

e [Ina npepoctaBnenuns cnyxObl genernpoBaHna npedukcoB 4vepes3 nyn npedukcos
HeobXoaAMMO YKasaTb JloKanbHbIA Myn NPegUKCOB Ha BCEX YCTPOWCTBaX, KOTOpble
AOMMKHbI NpeaocTaBuTb cnyx0y cepsepa DHCPV6.

Hactpowka DNS-cepBepa Ha cepBepe DHCPv6
e  OnuuoHarnbHo.

e UYrobbl Bbigenute DNS-cepBepbl, Heobxoaumo HacTpouTb DNS-cepBep Ha Bcex
YCTPONCTBAX, KOTOPbIE OOMKHbI NpeaocTaBnTb cnyxby cepsepa DHCPV6.

Hactpowka umeH nomeHoB Ha cepBepe DHCPv6
e  OnuuoHarnbHo.

e  Y10Obl HA3HAYNTb AOMEHHbIE MMEHA, HEOOXOANMO HAacTPOUTb UMEeHa JOMEHOB Ha BCEX
YCTPONCTBAX, KOTOpbIE OOMKHbI NpeaocTaBnTb cnyxby cepsepa DHCPV6.

Hactpowka IPv6-agpeca CAPWAP AC Ha cepBepe DHCPv6
e  OnuuoHanbHo.

e YT00bI BblgenMTbL MHpopmaumto CAPWAP AC, Heobxogumo HacTtpouTb |IPv6-agpec
CAPWAP AC Ha Bcex YyCTpOMCTBax, KOTOpble AOMKHbI NpeaocTaBnTb Cryx0y cepBepa
DHCPV6.

BknroyeHune cnyx6bl cepepa DHCPv6
e (Obs3arenbHo.

e Ecnn He ykasaHO WHOe, HeobxoaMmoO BKMOUUTL cnyx0y cepsepa DHCPv6 Ha
onpeeneHHbiX NHTepdencax BCeX YCTPOMCTB, KOTOpble AOMKHbI 06ecnevnTb cnyxoy
cepsepa DHCPv6.

5.4.1.4. NpoBepkKa KOH(pUrypaumm

Cepsep DHCPV6 Bbigenset agpeca, npeduKCbl UM napaMmeTpbl KOHUrypaumm ons KnveHTa
DHCPV6.

e KnueHt DHCPvV6 nonyyaet Heo6xoanmyo MHopMaLumio.
e CepBep DHCPV6 ycnelwHo co3gaeT nokasnbHY NpUBA3KY.

5.4.1.5. CBA3aHHbIe KOMaHAbI

HacTtpowka nyna koHcurypauum cepsepa DHCPv6

KomaHga ipv6 dhcp pool poolname

Onucanve poolname: ykasbiBaeT uMs onpegensemMoro nonb3oBatenemM nyna
napameTpoB DHCPv6

Pexnm Pexwnm rnobansHon KoHdUrypauum

KOHUrypauum
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BcTpoeHHas
noackaska

BbinonHuute komaHgy ipv6é dhcp pool, 4ytobbl cosgaTte nyn cepsepa
DHCPv6. lMocne HacTporku 3TOM KOMaHAbl MOXHO BOWTU B PEXUM
KoHdurypauum nyna DHCPv6, B KOTOPOM MOXHO HacTpouTb Takue
napameTpbl nyna, kak npedukc n DNS-cepsep.

Mocne cospgaHua nyna koHdurypauum cepeepa DHCPv6 moxHo
BbINOMHUTL KOMaHAy ipv6 dhcp server, 4ToGbl cBA3aTh Nyn co cnyxb6oun
cepeepa DHCPvV6 Ha nHTepdence

HacTtpouka npedukca agpeca IA_NA ansa cepsepa DHCPv6

KomaHnga

iana-address prefix ipv6-prefix/prefix-length [ lifetime { validlifetime |
preferred-lifetime } |

OnwucaHue
napameTpoB

ipv6-prefix/prefix-length: ykasbiBaet npedukec agpeca IPv6 n gnvny
npedwukca.

lifetime: ycTtaHaBnuBaeT AOOMycTMMOe BpeMmsi agpeca, Ha3Ha4YeHHOro
KNWEHTY. JTO KIo4eBOE CNOBO OOMKHO ObiTb HACTPOEHO BMecTe ¢ valid-
lifetime (menctBuTenbHbiM cpokoMm cnyxbbl) wn preferred-lifetime
(NpegnoYTUTENBHLIM CPOKOM CIyX0Obl).

valid-lifetime: ykasblBaeT gonyctuMmoe BpeMs agpeca, Ha3Ha4eHHoro
KINNEHTY.

preferred-lifetime: ykasbiBaeT BpeMsi, Koraa agpec HasHavyaeTCH KIMEHTY B
nepByto odepeab

Pexxum
KOHcpurypauum

Pexnm koHdurypaumm nHutepdenca

BcTtpoeHHas
noackaska

BbinonHute komaHgy iana-address prefix, 4yTobbl HACTPOUTL NPedUKChI
agpecoB |IA NA pana cepsepa DHCPvV6, HekoTopble W3 KOTOPbIX
BblOENEHbI KITUEHTY.

Mpn nonydeHunn 3anpoca Ha agpec |IA_NA ot knueHTa cepsep DHCPv6
BblGMpaeT OOCTYNHbIA agpec B COOTBETCTBUMM C AManasOHOM afpecoB
IA_NA n HasHa4aeT agpec KnueHTy. Ecnun knueHT He ucnonb3yeTt 3TOT
agpec, cepep DHCPv6 nomevaetr aTOT agpec Kak LOCTYMHbIA Ans
APYroro KrveHTa

HacTtpowka
DHCPv6

npedmMkca cTaTMYeCKM NpPUBSA3aHHbLIX agpecoB Ha cepBepe

KomaHpga

prefix-delegation ipv6-prefix/prefix-length client-DUID [ lifetime ]

OnwucaHue
napamMmeTpoB

ipv6-prefix/prefix-length: ykasbiBaeT npedwmkc agpeca IPv6 wn anuHy
npedwukca.

client-DUID: ykasbiBaeT ngeHtudukatop DUID knveHTa.

lifetime: yctaHaBnvBaeT BpeMsi, B TeYEHME KOTOPOro KIIMEHT MOXEeT
MCNoSb30BaTh 3TOT NpedunKe

(@ arecy
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Pexxum Pexxum koHdwurypaumm nyna DHCPv6

KOHGoUrypaumm

BcTpoeHHas Bbl MoxeTe 3anyctutb komaHgy prefix-delegation, 4ToGbl Bpy4HylO
noackaska HacTpouTb cnucok npedukcos ans |IA_PD knueHTa u ykasaTtb gonyctumoe

BpeMsi ANs 3TUX NPedUKCOB.

Wcnonebsynte napametp client-DUID gnga ykasaHus KnveHTa, KOTOpomy
Ha3Ha4veH npedmkc agpeca. MNpedukc agpeca OygeT HasHayYeH NepBomy
IA_PD knueHTa.

lNMocne nonyyeHwns 3anpoca Ha npedguKkc agpeca OT KNWeHTa cepsep
DHCPv6 npoBepsieT, AOCTyMHa nNu crtatuyeckas npusdaska. Ecnn ga, 1o
cepep DHCPv6 Hanpsimyto Bo3BpallaeT cTaTUdeckylo npuBssky. B
npotnuBHom cnyyae cepsep DHCPv6 Bbigensiet npedukc agpeca us
APYroro UCTOYHMKa npedukca

Hactponka cepBepa DCHPv6 pansa BbiaeneHua npedukcoB U3 nyna
nokanbHbIX nNpecukcos

KomaHpa

prefix-delegation pool poolname [lifetime { valid-lifetime | preferred-
lifetime } ]

Onucanve
napamMmeTpoB

poolname: ykasbiBaeT MMsi OnpederieHHoro rnonb3oBaTenemM mnyna
noKarnbHbIX NPedUKCoB.

lifetime: ycTtaHaBnuBaeT gonyctMmoe Bpems npedukca, HasHa4YeHHOro
KNWEHTY. JTO KIMoYEeBOE CNOBO AOSMKHO ObITb HACTPOeHO BMecTe ¢ valid-
lifetime (menctButenbHbiM cpokoMm cnyxbbl) wn preferred-lifetime
(NpegnoYTUTENBHLIM CPOKOM CIyX0Obl).

valid-lifetime: ykasbiBaeT gonyctumoe Bpemsa npedukca, Ha3Ha4eHHOro
KIMUEHTY.

preferred-lifetime: ykasbiBaeT Bpems, B TeYeHWEe KOTOPOro npedukc
NPEenMyLLECTBEHHO Ha3Ha4YaeTCs KIMEHTY

Pexum
KOHcpurypauum

Pexum koHdurypauum nyna DHCPv6

BcTtpoeHHas
noackaska

BbinonHuTe komMaHZy nyna AenerMpoBaHus  NpPedUKCoB, 4TOObI
HacTpouTb nyn npedukcoB ana cepsepa DHCPv6 gns BbligeneHus
npedukcos knueHtam. KomaHga ipv6 local pool ucnonbsyetrca ans
HacTpPOKMKU nyna npeguKcos.

Mpn nonydeHun 3anpoca Ha nNpeduKc OT knuveHTa cepsep DHCPv6
BblOMpaeT AOCTYNHbIA npedukc M3 nyna npeduKkcoB M HasHadvaeT
npeguKc KNMeHTy. Ecnn KnMeHT He ncnonb3yeT 3ToT npedukc, cepsep
DHCPv6 nonyyaeT npedukc
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HacTtpowka nyna npedukcoB Local IPv6

KomaHga ipv6 local pool poolname prefix/prefix-length assigned-length
OnwucaHve poolname: yka3blBaeT UMsi FTOKarbHOro rnyna npegukcos.
napameTpoB , ,

P P prefix/prefix-length: ykasbiBaeT npedmkc n anuHy npedmkca.
assigned-length: ykasbiBaeT onuHy npedukca, Ha3Ha4YeHHOro
nonb3oBarerto

Pexum Pexum rmobanbHon KoHdUrypaumm

KOHUrypauum

BctpoeHHas BbinonHute komaHay ipv6 local pool, 4yTobbl co3gatb nokanbHbIN Myn
noAckaska npecukcoB. Ecnu cepsepy DHCPV6 Tpebyetca penermpoBaHue

npedunKcoB, MOXHO 3anyctutb KomaHgy prefix-delegation pool, 4Tobbl
yKasatb nokanbHbli nyn npedukcoB. lMocne storo npedwmkcbl 6yayT
BblAeNeHbl N3 YKa3aHHOro NokanbHOro nyrna npegukcos

Hactpownka DNS-cepBepa Ha cepBepe DHCPv6

KomaHpa dns-server ipv6-address

Onuncanue ipv6-address: ykasbiBaeT IPv6-agpec DNS-cepsepa

napameTpoB

Pexnm Pexwum koHdurypauum nyna DHCPV6

KOHdoUrypaumm

BcTpoeHHas [na HacTponkn Heckonbkux agpecoB DNS-cepBepoB MOXHO 3anyCTuTb
noAckaska kKomaHay dns-server Heckonbko pa3. HoBbii agpec DNS-cepsepa He

nepesanuceiBaeT cTapble agpeca DNS-cepeepoB

Hactpowka umeH aomeHoB Ha cepBepe DHCPv6

KomaHga domain-name domain

OnucaHne domain: onpegenseT uma AomeHa, kotTopoe 6yaeT BblAENeHo
napameTpoB nonb3oBaTernto

Pexnm Pexum koHdurypauum nyna DHCPV6

KOHcpurypauum

BcTpoeHHas YT106bl CO34aTb HECKOMBKO A4OMEHHbIX MMEH, MOXHO 3amnyCTUTb KOMaHay
noackaska domain-name Heckonbko pa3. HoBoe OomMeHHOe uMMA  He

nepesanncbiBaeT Ctapble AOMEHHbIE MMEHa
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Hactpowka onuumn 52 Ha cepBepe DHCPv6

KomaHga option52 ipv6-address

OnucaHne ipv6-address: ykasbiBaeT IPv6-agpec AC CAPWAP

napameTpoB

Pexnm Pexwum koHdurypauum nyna DHCPv6

KOHGoUrypaumm

BcTpoeHHas MoxxHo 3anycTuTb koMaHay option52 ansa HacTponkn agpecos IPv6 ona
nofckaska Heckonbknx CAPWAP AC. Hoebin agpec CAPWAP AC IPv6 He

nepesannceiBaeT cTapble agpeca IPv6

BknroyeHune cnyx6bl cepsepa DHCPv6

KomaHga ipv6 dhcp server poolname [rapid-commit] [preference value]
Onucanve poolname: ykasblBaeT WMSA OnNpedenseMoro nonb3oBartenemM nyna
napameTpos KoHpurypauun DHCPV6.
rapid-commit: no3BonsieT BbINONHATL OOMEH ABYMSA COOOLLEHNAMMN.
preference value: HacTpomka nmnpuopuTeTa coobuieHnss advertise B
awanasoHe oT 0 go 255. 3HayeHune no ymon4yaHmio — 0
Pexxum Pexunm koHdurypaumm nHtepdenca
KOHdoUrypaumm
BcTpoeHHas 3anyctute komaHay ipv6 dhcp server, 4tobbl BKNouMTh criyxoy DHCPv6
noackaska Ha nHTepdence.

Mpn HacTponke knYeBOro cnosa rapid-commit obmeH AByMmSA
COOBLLEHNAMUN C KITMEHTOM paspeLLeH BO BpeMSA HasHayeHnsa npedmkcoB
agpecoB v Opyrux koHdurypauun. lNocne HaCTPOMKM 3TOrO KNHYeBOro
cnosa, ecnv cooblleHne 3anpoca OT KIMEeHTa COoAepXUT napameTp
rapid-commit, cepsep DHCPv6 oTtnpaBut coobuieHne oTBeTa
Hanpsmyto.

Ecnu ansa napameTpa preference yctaHOBNeHo 3HayeHne, He pasHoe 0,
coobuleHne advertise, otnpasneHHoe cepBepom DHCPV6, copepxut
napameTp HacTpovikun. None preference BnusieT Ha BbIOOp cepBepa
KnneHToM. Ecnm coobuieHne advertise He cogepXuT 3TOro nonsd, TO
3HayeHne preference cumtaetca 0. Ecnu 3HauveHue preference,
Nofy4YeHHOE KNMEHTOM, paBHO 255, KIMEHT HEMEASIEHHO OTNpaBseT Ha
cepBep 3anpoc Ha nonyyeHne KoHdurypauuin.

®dyHKUMKM KNneHTa, cepBepa W peTpaHcnsaumm DHCPv6 sasnsioTcs
B3amMowuckrtovarowmmm. UHTepdenc moxeTt BbiTb HACTPOEH TOSbKO C
OfIHOW (PYHKLUMEN OOHOBPEMEHHO
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5.4.1.6. Mpumep KoHcuUurypaumm

HacTtpouka cepsepa DHCPV6

JTansl
KOHUrypauum

e Hactponte nyn koHgurypaumm ¢ umeHem "pool1”.
e Hactponte npedukc agpeca IA_NA ans cepsepa DHCPV6.

e HacTponTe npeduKCbl cTaTUYeckn MpUBA3aHHbIX agpecoB Ha
cepeepe DHCPVG6.

e Hactponte gea DNS-cepsepa.
e HacTponTte nms gomeHa.
e Bknounte cnyx6y cepsepa DHCPV6 Ha nHTepderice

QTECH# configure terminal
QTECH(config)# ipvé dhcp pool pooll

QTECH(config-dhcp)# iana-address prefix 2008:50::/64 lifetime 2000
1000

QTECH(config-dhcp)#prefix-delegation 2008:2::/64
0003000100d0f82233ac

QTECH(config-dhcp)# dns-server 2008:1::1
QTECH(config-dhcp)# dns-server 2008:1::2
QTECH(config-dhcp)# domain-name example.com
QTECH(config-dhcp)#exit

QTECH(config)# interface GigabitEthernet 0/1
QTECH(config-if)# ipvé dhcp server pooll

MpoBepka
KOHcpurypauum

e 3anyctute komaHay show ipv6 dhcp pool, yTobbl oTobpa3uTb
CO3[aHHbIV Nyn KoHurypawumm

QTECH# show ipvé dhcp pool
DHCPvé pool: pooll
Static bindings:
Binding for client 0003000100d0f82233ac
IA PD prefix: 2008:2::/64
preferred lifetime 3600, valid lifetime 3600
IANA address range: 2008:50::1/64 ->
2008:50::ffffffff-ffff.fiff /64
preferred lifetime 1000, valid lifetime 2000
DNS server: 2008:1::1
DNS server: 2008:1::2

Domain name: example.com
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5.4.1.7. TuNnn4Hble OLLUNOKU

e YkasaHHOE MMs nyna CAULWKOM AJTMHHOE.
o  Konn4yectBo nynoB KOHUrypaumm npeBbILIaeT CUCTEMHOE orpaHnyeHue (256).

e KoHdurypauusi BbINOMHAETCS Ha Apyrux UWHTepdencax, Kkpome WHTepdeunca
kommyTaTtopa Virtual Interface (SVI), mapLpyTnsnpyemoro nopta n arpermpoBaHHOro
nopta L3.

o  KonnyectBo nHTepencoB, HACTPOEHHLIX co cnyxbon cepsepa DHCPvV6, npeBbiwaeT
CUCTEMHOE orpaHunyeHune (256).

e VYKaszaHHOe 3HayeHuMe cpoka cnyxbbl valid lifetime MeHblwe 3HaveHus
npegnoyTUTENBLHOrO Cpoka cnyxbbl preferred lifetime.

e YkasaH HepgonycTumbin agpec IA_NA.
o KonnyecTtBo AnanasoHOB afpecoB MpeBbIlaeT cCUCTeMHOE orpaHmnyeHune (20).

o [lpn HacTponke npeduKCOB CTaTUYECKM MPUBA3AHHbLIX agpecoB  YyKasaHHble
noeHtTndpukatopsl DUID cnuwkom gnnHHbIE.

e KonunuyectBo npedmKCOB CTAaTUYECKN MPUBA3AHHbIX aApeCcOB MNPEBLILAET CUCTEMHOE
orpaHuyeHune (1024).

e Ecnu HacTpoeH nokanbHbI Nyn NpeduKcoB, YkasaHHOE 3Ha4YeHne cpoka cnyxobl valid
lifetime mMeHbLUE 3HAYEeHNA NpeanoYTMTENBLHOrO cpoka crnyxobl preferred lifetime.

o KonnyectBo DNS-cepBepoB npesbilaeT cuctemHoe orpaHmnyenme (10).
¢  KonnyectBo MMeH JOMEHOB MNPEBbLILLAET CUCTEMHOE orpaHudeHne (10).
o KonnuyectBo agpecos option52 npesbillaeT cMcTemMHoe orpaHudeHne (10).

5.4.2. Hactpouka DHCPv6 Relay

5.4.2.1. PesynbTaT KOHUrypaumum

e  AreHT petpaHcrniaumm DHCPV6 moxeT ObiTb HAacTpOEH Ha pacrnpenerneHne agpecos,
aenermposaHue nNpeduKcoB 1 pacnpeneneHme napameTpoB, YTobbl obecneunTb CBA3b
mMexay knmeHtom DHCPv6 1 cepBepom no pasnuyHbiM KaHanam.

5.4.2.2. MpumeyaHusn

e Heobxoanmo ykasaTb agpec HasHauyeHus. Ecnu agpec HasHauveHus ABnseTcs agpecom
MHOroagpecHon paccbinkn (Hanpumep, FF05::1:3), HeobxoguMmo Takke ykasaTb
NHTepenc Bbixoaa.

5.4.2.3. 9Tanbl KOHcUrypaumm

HacTponka pyHkunmn areHta petparcnsumm DHCPv6G

e (ObaAsaTenbHo.

e Ecnu He ykaszaHO MHOe, HEOGXOAMMO HacTpoUTb (PYHKUMIO areHTa peTpaHcnauum
DHCPv6 Ha Bcex ycTpowcTBax, KoTopbiM Tpebyetca obecneunTtb cnyxby areHTa
petpaHcnsaumm DHCPV6.

5.4.2.4. NpoBepkKa KOH(pUrypaumum

e KnueHt DHCPv6 n cepsep DHCPv6 obmeHuBatoTcs COOOLLEHUSIMM Yepes3 areHTa
peTpaHcnsaumu.

e [lpoBepbTe, BKNOYEH N MHTEpdenc ¢ nomoLllbto pene DHCPV6.
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e [lpoBepbTe, MOXeT nu areHT peTpaHcnduunm DHCPv6 nonyyatb M oTnpaBnsTb
coobLeHus.

5.4.2.5. CBA3aHHble KOMaHAbI

Hactpowka dpyHKumu areHta petpaHcnauum DHCPv6

KomaHga ipv6 dhcp relay destination ipv6-address [interface-type
interfacenumber]

Onucanve ipv6-address: ykasbiBaeT afpec HasHavyeHus onepaTopa peTpaHcnaunn.

napamerTpos interface-type: ykasbiBaeT Tun nHtepderica Ha3Ha4YeHUs
(HeobGs3aTenNbHO).
interface-number: ykasbiBaeT HoMep nHTepderca HasHa4YeHns
(Heobsa3aTenbLHO)

Pexxum Pexnm koHdurypaumm nHtepdenca

KOHdoUrypaumm

BcTpoeHHas Bce naketei DHCPv6 oOT KNMEHTOB, MONy4YeHHble WHTepdencom,

noAckaska aKTMBUPOBaHHbIM pyHKUMen peTpaHcnaumn DHCPV6, nHkancynupytotcs

N OTNPaBNATCA MO YKa3aHHOMY afpecy HasHa4YeHus (MM HECKOSbKUM
agpecam HasHayeHusd) Yyepes ykasaHHbIn nHtepdgenc (ONMUMNOHATIBHO)

5.4.2.6. Mpumep KoHcurypaumm
Hactpownka DHCPv6 Relay

OTanbl YKkaxnte uHTepdenc, BKIIOYEHHbIM CNyx0on peTpaHcnauum Aang
KoHdburypauuu nepecbIniku Nony4vyeHHbIx naketos knneHta DHCPV6 Ha ykasaHHbIM agpec
Ha3HayYeHns Yepes ykasaHHbIN nHTepdenc (HeobasaTenbHO)

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface vlan 1

QTECH(config-if)#ipvé dhcp relay destination 3001::2
QTECH(config-if)#ipvé dhcp relay destination ff02::1:2 vlan 2

MpoBepka BeinonHute komangy show ipv6é dhcp relay destination all, 4Tobbl
KOHdbUrypauum oTOo6pa3nTb HAaCTPOEHHbIE afgpeca HasHaYeHns

Interface:VLAN 1

Destination address(es) Output Interface
3001::2
ff02::1:2 VLAN 2
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5.4.2.7. TUNnn4Hble OLLUNOKU

e KoHdwmrypauuss BbINOMHAETCA Ha OpYyrux WHTepdencax, Kpome uHTepdenca
kommyTatopa Virtual Interface (SVI), mapwpyTusmpyemoro nopta u nopta TOYKK
poctyna L3.

5.5. KoHTponb cocTosiHuA

5.5.1. Oumncrtka

NMPUMEYAHMUE: BbinonHeHWe koMaHg clear MoXeT NpUBECTU K NoTepe BaXXHOW MHGopMauum
N, cnegoBaTenbHO, NpepbiBaHNo paboTbl Criyxo.

OnucaHune KomaHpa

Oumnwaet npuesaskm DHCPv6 clear ipv6 dhcp binding [ ipv6-address ]

Oumnwaet ctatuctuky cepeepa DHCPv6 clear ipv6 dhcp server statistics

YoanaeT KoHQnukTylowme agpeca Ha | clear ipv6 dhcp conflict { ipv6-address | * }
cepepe DHCPv6

YoanseTr cTaTtMCTUKY oTnpaereHHbiX W | clear ipv6 dhcp relay statistics
MOMYYEHHbIX MaKeTOB MOCMNE BKIOYEHMS
Ha TeKylleM YCTPOWCTBE peTpaHCAUUn
DHCPvV6

5.5.2. OTobpaxeHue

Onucanune KomaHpa

Otobpaxaet DUID show ipv6 dhcp

yCTpOWCTBa

OTtobpaxaeT NpuBS3KY show ipv6 dhcp binding [ ipv6-address |
agpecoB Ha cepBepe

DHCPv6

OtobpaxaeT uHTepdenc show ipv6 dhcp interface [ interface-name |
DHCPv6

OtobpaxaeT nyn DHCPv6 show ipv6 dhcp pool [ poolname ]

OTtobpaxaeT show ipv6 dhcp conflict
KOHpNukTyroWwme agpeca
DHCPv6

OTtobpaxaeTt ctaTuCcTKy Ha | show ipv6 dhcp server statistics
cepeepe DHCPv6
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HasHayeHus areHTa
peTtpaHcnaunn DHCPv6

interface-number }

Onucanune KomaHpa
OTobGpaxaeT agpec show ipv6 dhcp relay destination { all | interface-type

OTtobpaxaeT cTaTUCTUKY
OTMNpPaBIieHHbIX U
Mony4YeHHbIX NakeToB
nocre BKMYEHUS Ha
yctponctee pene DHCPv6

show ipv6 dhcp relay statistics

OtobparkaeT nokarnbHbI
nyn npedwukcos IPv6

show ipv6 local pool [ poolname ]

5.5.2.1. Otnapka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbI

I'IoaTomy, OTKNO4YnTE OTrnagky cpasy nocrie NCnosib3oBaHUA.

npuM BbIBOAE OTaL0YHOM WHOpMaUunK.

OnucaHue

KomaHpa

Otnagka DHCPv6

debug ipv6 dhcp [ detail ]
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6. HACTPOUKA DNS
6.1. O630p

Cuctema pgomeHHbix mmeH (DNS) — aT1o pacnpegeneHHas 6as3a gaHHbIX, cogepxallas
COMOCTaBNeHNss Mexay AOMEeHHbIMU nmeHamu u |IP-agpecamu B WHTepHeTe, 4To obnerdyaer
none3oBartenam goctyn B UHTepHeT 6e3 HeobxogumocTu 3anomuHaTtb IP-agpeca, goctyn K
KOTOPbLIM HanpsiMmyto ocyLlecTBnaeTcsa KomnbloTepamu. lNpouecc nonyyvyeHna IP-agpeca vepes
COOTBETCTBYIOLLEE UMS XOCTa Ha3blBAETCH paspeLleHneM MMeHn aomeHa (Mnu paspelueHvem
NMEHN XOoCTa).

6.1.1. MpoTokonbl n cTaHaAapTbl

e RFC1034: noMeHHbIE MEHA — NOHATUA U BO3MOXXHOCTW.
e RFC1035: gOMeHHbIE MMEHa — peanu3aunsa u cneundgukaums.

6.2. MpumeHeHne

NMpumeHeHue OnucaHue

Cratuyeckoe paspeleHve | PaspelueHne JOMEHHbIX MMEH BbINOMHAETCA
ZOMEHHOro uMeHu HenocpeacTBEHHO Ha OCHOBE COMOCTaBNEHUS UMEHN AOMEHaA
n IP-agpeca yctponctea

OuHamuyeckoe paspelleHve | OuHamndeckn nonyvaet |P-agpec, COMOCTaBMNEHHbIN C
JOMEHHOro MeHu AoMeHHbIM nmeHeM, oT DNS-cepBepa B ceTn

6.2.1. CtaTn4yeckoe paspelueHne JOMEHHOro MMeHun

6.2.1.1. CueHapuu

o [lpegBaputenbHO 3aganTe COOTBETCTBME MexAy WuMeHem foMeHa u IP-agpecom
YCTPOMWCTBA.

o [lpn BbINONHEHUN onepauun C AOMEHHbIMU MMeHamu (Hanpumep, Ping n Telnet) ¢
MOMOLLbIO MNPUKNadHbIX MporpamMMm, cuctema MoXeT paspewuTtb IP-agpec 6e3
NOOKNIYEHNS K CepBepy B CETW.

6.2.1.2. OnuncaHue

o [lpegBaputenbHO 3aganTe COOTBETCTBME MexAy WuMeHem fomMeHa u IP-agpecom
YCTPOMWCTBA.

6.2.2. AvHaMmnyeckoe paspeLueHme AOMEHHOro UMeHu!

6.2.2.1. CueHapuu

o DNS-cepBep pasBepHyT B CETU AN NpeaocTaBneHnst Cnyxobl JOMEHHbIX UMEH.
o Vima gomeHa "host.com" pa3BepHyTO B CETU.
e Yctponctso-A npumensaetcs K DNS-cepepy anst umeHun gomeHa "host.com".

178

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTtpolika DNS W

"> 9

\/
10.1.1.2/24 ‘ DNS Server

192.168.31.206/24
Device-A &=
192.168.1.27/24

<Y
PucyHok 52. [InHamnyeckoe paspeLleHne MMeHn JOMeHa

Host.com

6.2.3. PasBepTbiBaHus

o PasBepHute DNS-cepBep B kadyecTBe DNS-cepBepa ycTponcTtea A.
6.3. KnroyeBble 0COGEHHOCTU

6.3.1. BasoBble KOHUenuuu

DNS

DNS coctout n3 npeobpasoeatens 1 DNS-cepsepa. DNS-cepBep XpaHUT CONOCTaBNEHUSI UMEH
AomeHoB 1 |P-agpecoB BCex y3roB B CETU U peanusyeT B3aMMHoe npeobpasoBaHve MMeH
aomeHoB n IP-agpecos. NaeHtndukatopsl noptoB TCP 1 UDP DNS umetoT 3HadeHne 53, n
06bl4HO ncnonb3yetcst nopt UDP.

6.3.2. KnroueBble 0COBEHHOCTH

PyHKUMA OnucaHune
PaspeLieHne umeHu | IP-agpeca nony4awTCs Ha OCHOBE [OMEHHbIX WMEH C
omMeHa DNS-cepBepa unm nokanbHon 6a3bl AaHHbIX

6.3.3. PaspelueHne nMeHn aoMeHa

6.3.3.1. MpuHUMN paboTbl

Pa3peLueHMe cTaTn4eCcKoro mumMmeHun oomMeHa

CraTtunyeckoe paspeLleHne MMeH IoMeHa 03HavaeT, YTo Nonb3oBaTterib NpeaBapuTernbHO
3agaeT COOTBETCTBME MeXAy umeHeM gomeHa u IP-agpecom Ha ycTponcTee. [pu BbINOAHEHUN
onepauui ¢ AOMeHHbIMM UMeHamu (Hanpumep, Ping n Telnet) ¢ nomowbo npuknagHbix
nporpamMmm, cuctema mMoxeT paspewmnTb IP-agpec 6e3 nogknoyeHns K cepeepy B CETU.

AuHaMunyeckoe paspeLieHne UMeHU foMeHa

[AnHamnyeckoe paspelleHne JOMEHHbIX MMEH O3HaYaeT, YTO NMpU BbINOSIHEHWMM NOMb30BaTENEM
onepaumi C [OOMEHHbIMA WMEHaMn 4epe3 npuKnagHble nporpaMmmbl npeobpasoBaTenb
DNS-cuctembl 3anpawmBaetT y BHewHero DNS-cepBepa IP-agpec, conocTaBneHHbin C
AOMEHHBIM UMEHEM.
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Mpoueaypa AMHaMUYeCKoro paspelleHUss JOMEHHbIX UMEH:

1. lMonb3oBaTtenbckasa npuknagHas nporpamma (Hanpumep, Ping unu Telnet) 3anpawwuBaeT
IP-agpec, conocTaBneHHbIN ¢ JOMEHHbIM nmeHeMm, n3 DNS-npeobpasoBatensi cCUcTemsl.

o [IpeobpasoBatenb DNS cHavana 3anpawmBaeT guHaMmnieckuii kew. Ecnn ums gomeHa
B AMHaAMMYeCcKOoM Kelle He uctekno, DNS-npeobpasoBaTtenb Bo3BpallaeT UMsi IOMEHA
B NPUIIOXKEHME.

e Ecnu cpok genctBusi BCex [OOMEHHbIX MMeH ucTekaeT, DNS-npeobpasoartenb
WHUUUKMPYET 3anpoc Ha npeobpa3oBaHne JOMEHHbIX MMeH IP-agpecoB BO BHELUHUI
DNS-cepsep.

2. Tocne nony4yexus otBeta oT DNS-cepBepa, DNS-npeobpasoBaTenb keluvpyeT u nepegaet

OTBET NPUNOXEHNIO.

6.3.3.2. CBA3aHHasA KOHdurypaums

BknroyeHune paspelueHnss UMeHN AoMeHa
e Mo ymonyaHuto paspeLleHne JOMEHHbIX UMEH BKITHOYEHO.

e 3anyctute komMaHgy noucka ip domain-lookup, 4TOOblI BKIHOUUTL WNKN OTKIHOYUTD
paspeLleHne MMeHN JOMeHa.

HacTtpowka IP-agpeca, conocTtaBrneHHOro ¢ CTaTU4eCKMM AOMEHHbIM UMEHEM
o Mo yMOn4aHUo He HaCcTpOeHO conocTtaBlieHne nMeHn JoMeHa U IP-anpeca.

e BobinonHute komangy ip host, 4Tto6bl ykasatb |Pv4-agpec, conocTaBneHHbIn C
AOMEHHbBIM UMEHEM.

Hactpownka DNS-cepBepa
o [lo ymonuyaHunio DNS-cepBep He HacTpOEH.
e BbinonHute Komangy ip name-server, 4Tobbl HacTpouTb DNS-cepBep.

6.4. HacTtpouka

Hactpowka OnucaHne u KOMaHaa
HacTtpornka OnumoHanbHO
CTaTU4ecKoro
paspeLleHnst _ _
ip domain-lookup BkntoueHune paspelueHusi

OOMEHHOIo MeHun

OOMEHHbIX NMEH

ip host HacTtponka  agpeca IPv4,
COMOCTaBMNEHHONO C WUMEHeM
AoMeHa
Hacrtpowka OnuunoHansHo
ONHaMNYecKoro
paspeLleHus _ _
ip domain-lookup BkntoyeHue paspelueHus

OOMEHHOIo UMeHu

OOMEHHbIX NMEeH

ip hame-server KoHdpurypupyet DNS-cepsep
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6.4.1. Hactpouka ctatnyeckoro paspeLieHUss JOMEHHOro UMeHU

6.4.1.1. PeaynbTaT KOHcUrypauumm

CpeacTBo BblOeneHust curHana cucteMbl paspelwlaeT |[P-agpec, conocTaBreHHbli ¢ UMEHEM
[IOMEeHa Ha NokasnibHOM YCTPOMCTBE.

6.4.1.2. dTanbl KOH(pUrypauum

BknioyeHue paspelueHUs UMeHU JoMeHa
e DYHKUMA pa3peLleHst IMEHU JOMEHa BKITHYEHa Mo YMOMYaHmIo.

e Ecnu ata dyHKUMA OTKNIOYMEHA, pa3peLLeHe CTaTUYeCKOro UMeHN JOMeHa He BCTynaeT
B CUIy.

Hactpowka agpeca IPv4, conoctaBneHHOro ¢ UMeHeM AOMeHa

e (ObGsizaTenbHO) MCNOMb3yeMble [LOMEHHblE MMeHa [AOMMKHbl ObITb HACTPOEHbl C
npuesasaHHbIM IP-agpecom.

6.4.1.3. NpoBepka KOHdUrypauum

o  BbinonHute komMaHay show running ans NnpoBepkn KOHUrypaLmn.

e BbinonHute komaHay show hosts, 4To6bl NPOBEPUTL COOTBETCTBME MEXOY MMEHEM
AomeHa u IP-agpecom.

6.4.1.4. CBA3aHHbIe KOMaHAbI

Hactpowka agpeca IPv4, conoctaBneHHOro ¢ UMeHeM AOMeHa

KomaHga ip host host-name ip-address

Onuncanue host-name: ykasbiBaeT nms JOMeHa.

napameTpos ip-address: ykasblBaeT conocTaBneHHbIi IPv4-agpec
Pexxum Pexwnm rmobanbHon KoHdUrypaumm

KOHdpurypauuu

6.4.1.5. Mpumep KoHcurypaumm

HacTpoiika paspellueHusi cTaTU4eCKoro UMeHu fomeHa

OTanbl KoHGUrypaumm YcraHoBuTe IP-agpec cTaTM4eckoro [OOMEHHOI0 MMEHMU
www.test.com Ha 192.168.1.1 Ha ycTponcTBe

QTECH#configure terminal
QTECH(config)# ip host www.test.com 192.168.1.1
QTECH(config)# exit

MpoBepka KoHurypaumm BbinonHute komangy show hosts, 4T0Obl npoBepuTsb,
HacTpoeHa N 3anucb CTaTUY4ECKOro UMeHN JoMeHa
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QTECH#show hosts Name servers are:

Host type

www.test.com static

6.4.2. Hactponka AMHaAMMYeCKOro pa3speLueHUsa OMEHHOro UMeHM

6.4.2.1. PeaynbTaT KOHUrypaumm

lNMpeobpasoBaTtenb cuctembl paspewaeT IP-agpec, CONOCTaBNEHHbIN C OOMEHHBIM WUMEHEM

yepe3 DNS-cepsep.
6.4.2.2. dTanbl KOH(pUrypaumum

BknroyeHune pa3peweHnsda nMeHn goOMeHa

. Pa3peLueHV|e MMEeHN JOMeEHa BKIMIOYEeHO Mo yMOJ4YaHUIo.

e Ecnu ata dyHKUMA OTKMOYEHA, AMHAMUYECKOe paspelleHne AOMEHHbIX MMEeH He

BCTynaeT B CcUny.
Hactpownka DNS-cepBepa

o (OGsizaTenbHO) 4TOOLI MCNONBb30BaTb OVMHAMUYECKOE paspelleHne MMEH [OMEHOB,

Heobxoanmo HacTpouTb BHewwHun DNS-cepsep.

6.4.2.3. NpoBepka KOHdUrypauum

e  Buinonnute komaHagy show running ans npoBepkn KOHUrypaLmi.

6.4.2.4. CBA3aHHbIe KOMaHAbI

HacTponka DNS-cepBepa

ONda NakeToB B pexxume oob

NHTEepdenc ynpaeneHus (MHTepenc ynpasnenns).

via: HacTpounka uHTepdenca ynpaBneHms BbIXOLOM.

Komanga ip name-server [ oob ] ip-address [ via mgmt-name ]
Onucanwue ip-address: ykasbiBaeT IPv4-agpec DNS-cepsepa.
napameTpos oob: ykasbiBaeT, uto DNS-cepBep [OCTYMeH Yepe3 BHEMONOCHbIN

mgmt-name: ykasbiBaeT MHTepd)eI‘;IC ynpaBiieHna MCXOoOHbIMU Bbl30OBaAMU

Pexxum Pexxnm rnobanbHon KoHdurypaumum
KOHcpurypauum

(@ arecy
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6.4.2.5. MNpumep KoHcuUrypaumum

HaCTpOﬁKa AVMHaMn4yecKoro paspeweHma mmeHn gomMeHa

CueHapun

DNS Server

Device 192.168.10.1

PucyHok 53.

YCcTponcTBo paspeluaeTt gomeHHoe nmsi yepes DNS-cepeep (192.168.10.1) B ceTw.

OTanbl KOHGUrypaumm

YcraHoBuTe |IP-agpec DNS-cepBepa Ha yCTpPOUCTBE paBHbIM
192.168.10.1

DEVICE#configure terminal
DEVICE(config)# ip name-server 192.168.10.1
DEVICE(config)# exit

MpoBepka KoHUrypaumm

3anyctute komaHay show hosts, 4To6bl NPoBEPUTL, YKa3aH
nn DNS-cepep

QTECH(config)#show hosts Name servers are:
192.168.10.1 static

Host type Address
TTL(sec)

6.5. KoHTponb cocTosiHuA

6.5.1. Ouncrka

NMPUMEYAHUE: BbinonHeHve KOMaHAbl OYMCTKM BO BpeMs paboTbl YCTPOWCTBA MOXET
NPMBECTU K NOTEPE AaHHbIX UMK Jaxe NpepbiBaHMIO CryxX6.

OnucaHue

KomaHpa

Oumnwaet Tabnuuy Kewa
JNHaAMUYECKNX UMEH
XOCTOB

clear host [ host-name |
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6.5.2. OTobpaxxeHue

OnucaHue

KomaHaa

OTo6paxxeHne napameTpoB
DNS

show hosts [ host-name ]

6.5.3. OThnapka

NMPUMEYAHUE: cnctemHble pecypcbl NCNOMb3YIOTCA NpW BbIBOAE OTNaA0YHON MHGOpMaLMN.

I'IoaTomy, OTKIO4nTE OTrnagky cpasy nocrie NCnosjib3oBaHUA.

OnucaHue

KomaHpa

Otnagka dyHkunm DNS

debug ip dns
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7. HACTPOUKA CEPBEPA FTP
7.1. O630p

DyHKUMOHAN MNO3BOMSIET YCTPOWCTBY BbIMNOMHATL (byHKuMn FTP-cepBepa. Takum obpasom,
nonb3oBatenb MoOXeT nogknounte FTP-knueHt Kk FTP-cepBepy v 3arpy3uTb dhannbl no
npotokony FTP.

lNonb3oBaTtenb MOXeET UCNoSib3oBaTb (OYHKUMOHanN FTP-cepBepa Ans NpocToro nosiydeHus
dannoB., Taknx Kak gannel syslog, ¢ ycTponcTea 1 konuposaHus annos B (hannoByto CUCTEMY
yCcTponcTea no npoTtokony FTP.

7.1.1. MpoToKonbl n cTaHAapTbl

RFC959: npoTtokon nepenayn camnos (FTP).
RFC3659: pacwupenus ana FTP.

RFC2228: pacwmpeHnus 6esonacHoctn FTP.
RFC2428: pacwupeHusa FTP ana IPv6 n NAT.
RFC1635: kaKk ncnonb3oBaTb aHOHUMHbIN FTP.

7.2. MMpumeHeHune

NMpumeHeHue OnucaHue

MpegoctaBnenve cnyx6bl | MpenoctaBnsaetr  cnyxGbl  3arpyskM W 3arpyskut

FTP B nokanbHomn cetu nonb3oBartens B fiokanbHon cetn (LAN)

ans

7.2.1. NpepnocTtaBneHune cnyxobl FTP B nokanbHOU ceTtun

7.2.1.1. CueHapum

I'Ipep,OCTaBneHme ycnyr 3arpy3km n ckadmBaHu4a onda nonb3oBaTena B nokaribHoOm ceTu.

Kak nokasaHo Ha PucyHke 54, FTP-cepBep BKMOYEH B NTOKANbHOW CETMU.

Ha G n S BkntoyeH yHkumoHan FTP-cepsepa.
[Monb3oBaTernb MHULMMPYET 3anpoc Ha 3arpy3ky no npotokony FTP.

G S

User

—F _'\:l

<

&

PucyHok 54.

G — 37O Wnto3.

S — 370 KOMMYyTaTOP.

7.2.1.2. OnucaHue

Ha G BkntovaeTtca pyHkumnoHan FTP-cepsepa.

Kak kommyTaTop ypoBHs 2, S obecneumBaeT hyHKUMIO NPO3payHon nepegayn Ha 2

YPOBHE.
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7.3. KnrouyeBble 0COOEHHOCTU

7.3.1. ba3zoBble KOHLUeNnuuu

FTP

FTP — 3To cTaH@apTHbIA NPOTOKOM, OMNpedeNieHHbln ceTeBon pabouen rpynnon IETF. OH
peanuayeT nepegadvy pannoB Ha OCHOBe MpoTokora ynpaeneHusa nepepadven (TCP). FTP
no3BongeT nornb3oBaTento nepefasaTb annbl Mexgy OBYMS CeTeBbIMU KOMMbKOTEPaMU ”
ABMSIETCS pacnpocTpaHeHHbIM crnocobom nepegayn dannos B NHTepHeTe. Kpome Toro, FTP
npeaocTaBnsaeT Takme yHKUMN, Kak BXo B CUCTEMY, 3anpoc No KkaTanory, pabota ¢ channamm
n apyrue pyHkummn ynpaesneHns ceaHcom. Cpean cemenctaa npotokornos TCP/IP FTP asngaetca
NMPOTOKOSIOM MPUKIagHOro ypPoBHS 1 ucnonbadyet nopTtel TCP 20 1 21 ana nepegaun. MNopt 20
ncnonb3yeTcs Ana nepegadv AaHHblX, a nopT 21 ucnonb3yeTca ANs nepegayn ynpaBnsoLmx
coobLeHnn. OcHoBHble onepauun FTP onucaHbl B RFC959.

ABTOpVI3aLIMSI nonb3oBaTensa

Ona nogkntoveHns FTP-knneHta k FTP-cepBepy HeobxoamMmo MMETb YYETHYH 3anuchb,
paspeweHHyto FTP-cepepoM. To ecTb, nonb3oBaTenb MOXET Mofb30BaTbCA YCryramu,
npepoctasnsemoiMn FTP-cepBepom nocne Bxoga Ha FTP-cepsep ¢ umMeHeM nonb3oBaTens u
naponem.

Pexumbl nepepaum cpannos FTP
FTP nogoepxuBaeT ABa pexnma nepegayun annos:

e Pexum nepepaumn tekcta (pexum ASCII): OH ncnonb3dyeTca Ans nepegady TEKCTOBbIX
dannoB (Hanpumep, dannos .txt, .bat u .cfg). BTOT pexnm oTnnyaeTca OT 4BONYHOIO
pexxuma npu obpaboTke BO3BpaTa KapeTkM U nepeBoga cTpokn. B pexume ASCII
BO3BpaT KapeTKn 1 CTpoKa CMEHSAIOTCHA Ha nokanbHble cumBonbl CRC, Hanpumep, \n B
Unix, \r\n B Windows u \r B Mac. Npegnonoxmm, 4to Konmpyembin dann CoOaepXnT TEKCT
ASCII. Ecnn yganeHHbIn komnbioTep He pabortaeT nopg ynpaeneHvem Unix, FTP
aBToMaTuyecku npeobpasyet cpopmaT cpamna B cooTBETCTBUM C TpeboBaHUsSMM
yAaneHHoro KoMnbetoTepa.

e [IBOM4HbIN pexum nepegayn: OH ncnonb3yeTcsa Ana nepegayn nporpaMmMHbIX oannos
(Hanpumep, dannos .app, .bin n. btm), Bknovas ncnonHaemsle annbl, CxaTble dansbl
n dannbl n3obpaxeHnn 6e3 obpaboTkn gaHHbIX. Takum obpa3om, ABONYHLIA PEXUM
obecneynBaeT bonee GbICTPYLO Nepeaavy Bcex hannoB u 6onee HagexHylo nepegady
dannos ASCII.

Pa6ouue pexumbl FTP
FTP obecneumBaeT gBa pabounx pexumma:
FTP Server FTP Client
20 y 21 1026 \/mgr

Data Cmd Cmd Data
) [

/-

PucyHok 55.
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FTP Server

FTP Client

<

.
0

1026 1027

Data Cmd Cmd Dala
[

PucyHok 56.

PucyHok 55 nokasbiBaeT akTuBHbIN pexum (PORT). FTP-knueHT ncnoneayet nopt 1026
ansa nogkntodeHns k FTP-cepsepy Yepes nopT 21. KnueHT oTnpaBnaeT koMaHabl Yepes
3TOT kaHan. MNMepen nonyyeHnem gaHHbIX KNMEHT oTnpaBnsaeT komaHay PORT Ha aTom
kaHane. KomaHga PORT cogepxuT nHdopmaumio o nopte kaHana (1027) knneHta ans
nony4veHus gaHHbix. Cepsep mcnonb3yeT nopt 20 Ana NOAKNIOYEHUS K KIMEHTY Yepes
nopt 1027 ana co3gaHus KaHamna [aHHbIX And npuema u nepefadvn AaHHbIX.
FTP-cepBep OormkeH yCTaHOBUTb HOBOE COEOVHEHME C KIMEeHTOM ANid nepegayqu
AaHHbIX.

PucyHok 56 nokasbiBaeT naccuBHbii pexum  (PASV). Tlpouecc cosgaHus
yNpaBnswoLWEro KaHana anHanorumdeH npoueccy B pexume PORT. OpgHako nocne
yCTaHOBNEHUA coeANHEHUs KIMEHT oTnpasnsaeT komaHgy PASYV, a He komaHgy PORT.
lNocne nonyyeHust komaHabl PASV FTP-cepBep BKNOYaeT MOPT BbICLIErO Knacca
(2024) B cnyyamHOM nopsigke U yBeOOMISIET KNMEeHTa O TOM, YTO OaHHble OyayT
nepegaHbl Ha 9TOT nopT. KnmeHT wucnonb3yeT nopt 1027 pns nogkroyeHus
FTP-cepBepa 4yepes nopt 2024. 3atem KIMEHT W cepBep MOryT nepefasaTtb U
npuHUMaTL [OaHHble Mo 3TOMy KaHany. B atom cnydyae FTP-cepBepy He HyXHO
yCcTaHaBrnmBaTb HOBOE COeAUHEHUNE C KITUEHTOM.

NMopnepxuBaemble kKomaHAabl FTP

lMocne nonyyeHuss 3anpoca Ha nogkntoveHne no npotokony FTP cepsep FTP tpebyet ot
KNueHTa NpegocTaBUTb MMSA NONb30BaTENs M Napornb AN ayTeHTudmnkaumm.

Ecnu knueHT npoxoguT NpoOBEPKY MOAJIMHHOCTHU,

komaHabl FTP-knueHta wmoryT ObiTb

BbIMOMHEHb! Ang onepauui. JoctynHble kKoMaHabl FTP-knueHTa nepedncrneHbl HUXe:

ascii delete mdelete mput quit send
bin dir mdir nlist recv size
bye mget rename system
cd get mkdir passive type
cdup mis put rmdir user
close Is pwd

Anga nony4eHusa nHgopmaumm 06 ncnonb3oBaHnn aTux komaHg FTP-knveHTa cMm. JOKYMEHT no
FTP-knueHTy. Kpome TOro, MHorue KnueHTtckue WHCTpymeHTbl FTP (Takne kak CuteFTP wu
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FlashFXP) nogoepxmBatoT rpadudecknin uHTepdenc nonb3oBatenss. 3OTM UHCTPYMEHTbI
ynpoLiatoT onepaunm, ocBoboxaas nonb3oBartenien ot HacTporkn komaHg FTP.

7.3.2. 0630p

DyHKUMSA OnucaHune

Bkntouenve dyHkumy | MpegocTaBnseT yHKUMU 3arpys3ku, CKaumBaHWUs, OTOBpaxeHus,
FTP-cepBepa co3faHus 1 yaaneHus annos ans knvexHta FTP

7.3.3. BknroyeHue cpyHkuum FTP-cepBepa

7.3.3.1. MprHUMN paboTbl

OcHoBHOM npuHUMN  paboTbl onucaH B npeabigywen rnaese. YctpowctBa QTECH
npegocTaensaoT cnyx6bol FTP nocne HacTponkv MMeHu nonb3oBaTensi, Napons v karanora
BEPXHErO YPOBHSA.

7.3.3.2. CBAi3aHHasa KOHcurypaums

Bkntouenne dyHkuum FTP-cepBepa B rnobanbHoMm macwtabe ®PyHkuma FTP-cepeepa no
YMOSNYaHMUIO OTKIOYEHa.

3anyctute komaHay ftp-server enable, ytobbl BkNtounTb dyHKkUMo FTP-cepeepa.

Mepepn ncnonb3oBaHnem FTP-cepBepa HEOGX0AMMO BKNHOYUTL €ro rnodanbHo.
HacTtpowka nmeHu nonb3oBaTens, NaposiA U KaTanora BepxXHero ypoBHsA

Mo ymonyaHuio HET aBTOPM30BAHHOIO NOSb30BATENA UMW KaTanora BEPXHEro YpoBHSI.

3anyctute komaHapl ftp-server password, ftp-server username wn ftp-server topdir, 4To6bI
YyCTaHOBUTb aBTOPU3MPOBAHHbIN NONb30BaTENb U KaTaror BEPXHErO YPOBHS.

Tpu BbilenepevncrieHHble KOHurypauumn sBnatoTcsa oba3aTenbHbIMU, B MPOTUBHOM Criyvyae
dyHKunoHan FTP-cepBepa He MOXET ObITb BKITHOYEH.

7.4. Hactpouka

Hactpowka OnucaHne u KOMaHaa

HacTtponka ocHoBHbIX dyHKUM | (OBsi3aTenbHO) OH ucnonb3dyeTca Ans BkoyeHus FTP-

cepsepa

ftp-server enable BkntoyaeTt pyHKUMI0
FTP-cepBepa

ftp-server login timeout HacTtpoika Tanm-ayTa
BXxoda ans ceaHca FTP

ftp-server login times HacTtponka gonyctumoro
KonuyecTBa BXO40B B
cuctemy
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Hactpowka OnuncaHne n KomaHga
HacTtponka OCHOBHbIX ftp-server topdir directory HacTtponka kaTanora
PYHKLUMIA BEpPXHEero ypoBHS

FTP-cepBepa

ftp-server username HacTtpowka nmeHun
username nonb3oBaTerns

ftp-server password [type] | HacTtponka napons
password

OnunoHanbHO

ftp-server timeout time HacTtponka Tanm-ayTa
npoctosa FTP-ceaHca

7.4.1. HacTponka OCHOBHbIX (hyHKLNIN

7.4.1.1. PesynbTaT KOHUrypauum

Cospanite FTP-cepBep, 4to6bl npegoctaBute FTP-cnyx6bl onsa FTP-knveHTa.

7.4.1.2. NMpumeyaHun

HGO6XO,E|,VIMO HaCTPOUTb UMA MNMOJIb30BATENA, NAPOSib N KaTarnor BepxHero ypoBHA.

UT0oGbl cepBep 3aKpbisl HECTAHAAPTHYH CECCUI0 B TEYEHME OrpaHuM4yeHHOro nepvoaa
BpeMeHU, HeOOXOAMMO HaCTPOUTb TariM-ayT NPOCTOS CECCUN.

7.4.1.3. dTanbl KOHcUrypaumum

BkntoyeHune cpyHkumm FTP-cepBepa

Obsa3aTenbHoO.

Ecnn He ykaszaHO wHoe, BknounTe dyHKumio FTP-cepBepa Ha  Kaxaowm
MapLupyTM3aTope.

HacTpoiika kKaTanora BepXHero ypoBHsi

Obsa3aTenbHoO.

Ecnn He ykasaHO WHOe, HacTpOWTE OMPEKTOPUIO BEPXHEro YPOBHA B KayecTse
KOPHEBOro KaTarora Ha KaxgoM mMapLupyTu3aTope.

HaCTpOﬁKa UMEeHU nonb3oBaTesid U naponsa And BXoga B CUCTEMY

ObsasaTtenbHo.
[nvHa MMeHn Nonb3oBaTeNs U Naposs orpaHNYeHa.

HacTponka BpeMmeHu oxuaaHusa Bxoaa ana ceaHca FTP

OnuvnoHanbHo.

Ecnn KnneHT OTKNIOYEH OT cepBepa u3-3a OWUOKM MnNn pyrux HewTaTHbIX MNPUYKH,
FTP-cepBep MOXeT He 3HaTb, 4YTO MOMb3oOBaTeNb OTKMIOYEH W MpoJorkaer
nogoepxmeatb coeguHeHue. CnepoBatenbHo, FTP-coeguHeHne 3aHATO  Ha
ANUTENbHOE BpPEMsl, U CepBep He MOXeT OTBedaTb Ha 3anpocbl Bxoda Apyrux
nonb3oBarenen. 3ta KOHUrypaumsa MoxeT rapaHTMpoBaTh, YTO ApYyrMe Nonb3oBaTenm
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CMOryT nogkntoumntbcs K FTP-cepBepy B TedeHMe onpeneneHHoro nepnoga BpeMeHun
NPV BO3HUKHOBEHUWN OLLNGKN.

7.4.1.4. NMpoBepka KOHdUrypauum

Mogkntounte FTP-knneHT kK FTP-cepBepy.

° I'IpOBepre, NOOKIMHOYEH JTN KIMNEHT.

e [poBepbTe, HOpMarnbHO Ny paboTaloT onepauun Ha KIMeHTe.

7.4.1.5. CBAA3aHHble KOMaHAbI

BkntoyeHue cpyHkumm FTP-cepBepa

KomaHpa ftp-server enable

Pexxum Pexxm rmo6anbHon KoHdurypauum

KOHdoU1rypaumm

BcTpoeHHas KrnneHT He MoOXeT nony4ntb goctyn Kk FTP-cepBepy, ecnn He HacTpoeH
noackaska BEPXHUN YpOBEHb KaTanora, UMeHu nornb3oBatensa v napons. Noatomy

peKOMeHOYeTCs HacTpoWTb BEPXHWA YPOBEHb KaTtarora, WMEHM
nonb3oBaTenss W napons Ans Bxoda B CUCTEMY, 00paTUBLLMCL K
nocreayoLwumM rnasam nepen nepsbiM BKITHOYEHUEM CYXObl

HacTpownka gonycTumoro KkonmyectBa permcrpaumm

KomaHpa ftp-server login times times

Onucanve times: ykasblBaeT [OOMNycTUMOE KONMUYEeCTBO BXOAOB B CUCTEMY B
napameTpoB ananasoHe ot 1 go 10

Pexum Pexxum rnobanbHon KoHdurypaumum

KOHcpurypauum

BcTpoeHHas [donycTumoe KoOnNM4ecTBO BXOAOB COOTBETCTBYET KONMYECTBY MOMbITOK
noAckaska NPOBEPKM YYETHbIX 3anMcen BO Bpemsi ceaHca FTP. 3HayeHue no

yMonYaHuio — 3, YTO O3HayaeT, YTo ceaHc OyaeT npepBaH, ecnvn Bbl
BBeJEeTe HeBepHoe UMs Mornb3oBaTens Unu napornb Tpu pasa, U apyrue
nonb30BaTenNn CMOryT NEPenTn B onepaTuBHbINA PEXNUM

Hactpowka BpemeHu oxXupgaHma Bxoga ana ceaHca FTP

KomaHga ftp-server login timeout timeout

Onucanuve timeout: yka3biBaeT Bpems oXXnaaHusi Bxoga B CUCTEMY B AnanasoHe oT 1
napameTpoB 00 30 MUHYT

Pexxum Pexvm rmobanbHon KoHdUrypaumm

KOHcpurypauuu
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BcTpoeHHas
noackaska

Tanm-ayT BXxoAa 03Ha4YaeT MakcUMaribHYH NPOAOIIKUTENBHOCTL ceaHca
C MOMeHTa ero cosgaHus. Ecnu Bbl He npovigeTe NMOBTOPHYH NMPOBEPKY
napons BO BpeMsl TallM-ayTa Bxoda B CUCTEMY, ceaHc OyaeT npepBsaH,
4TOObI ApPYyrMe Nonb3oBaTeny Mornv BOMTU B CUCTEMY

HacTtpowka kaTanora BepxHero ypoBHs FTP-cepBepa

KomaHpa ftp-servertopdir directory

Onucanwue directory: ykasbiBaeT nyTb 4OCTyMNa NoMNb30BaTeNs

napameTpoB

Pexxum Pexxm rmobanbHon KoHurypauum

KOHcpurypauum

BctpoeHHas Ecnn BepxHu kaTanor cepsepa ycTaHoBreH Ha "/syslog”, FTP-knneHT
NoAcKaska MOXeT MOomny4MTb AOCTYN TOMbKO K pannam W katanoram B KaTarore

"/syslog" Ha yCTpoWCTBE nocrie BXxoga B cMcTemy. M3-3a orpaHnveHun B
KaTanore BepXHero ypoBHS KITMEHT HE MOXET MonacTb B KaTanor Bbille,
yem "/syslog"

HacTtpoiika uMeHn nonb3oBaTens Ans BxoAa Ha cepBep

KomaHpa ftp-server username username

Onucanve Username (/Ima nonb3oBaTens): ykasbiBaeT UMs Nofb3oBaTens
napameTpoB

Pexum Pexxum rnobanbHon KoHurypauum

KOHdpurypauuu

BcTpoeHHas FTP-cepBep He nogaoepXvmBaeT aHOHWMHbLIA BXOA4 B CUCTEMY, MO3TOMY
noackaska Heob6xoauMO HaACTPOUTb MMSA MOSb30BaTeNS.

Nms nonb3oBatens coctout u3 64 cumMBonoB, BKoYasa Gykebl, LUQpPbI 1
cnmBOIbl 6e3 NpoGernos

HacTtpoiika uMeHn nonb3oBaTensi U Napons AnA BXxo4a Ha cepBep

KomaHga ftp-server password [type] password
OnucaHne type: 0 unm 7. 0 osHadvaeT, 4YTO Naponb He 3awudpoBaH (B Buae
napamMmeTpoB OTKPbITOro TEKCTA), @ 7 YKa3blBaeT Ha TO, YTO Naposib 3andpoBaH (TEKCT
wndppa).
password: yka3biBaeT naposib
Pexnm Pexwnm rnobanbHon KoHdUrypaumm
KOHcpurypauuu
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BcTpoeHHas
noackaska

Maponb COCTOUT TOMbKO U3 BykB unu uudp. MNMpobenbl B Havane u KoHue
napons urHopupytoTcs. Mpo6enbl BHYTPU Napons paccMaTpuBalTCs Kak
YyacTb napornsi.

[Maponb B BUAe NpoCTOro TekcTa coctomT u3 1-25 cumeonos. Maponb ans
LWnpoBaHns cocTonT u3 4—52 cMMBOOB.

MmeHa nonb3oBaTtenen 1 Naponv OOMmKHbl coBnagatb. MOXXHO HAacCTpPOUTb
He 6onee 10 nonb3oBaTenemn

HacTtpowka Tanm-ayta npocrtosi ansa ceaHca FTP

KomaHpga ftp-Server timeout time

Onucanne time: ykasbiBaeT BpeMsl OXuaaHWUsl NpocTos B gnanasoHe oT 1 go 3600
napameTpoB MUHYT

Pexum Pexwnm rmobanbHon KoHdUrypaumm

KOHcpurypauum

BcTpoeHHas Tanm-ayT npoCcTOs CceaHca OTHOCUTCA K MPOAOSKUTENbHOCTU OT
noackaska OKOH4YaHus onepaumn FTP o Havana cnefytoLlen onepauun B ceaHce

FTP. MNocne Toro, kak cepsep oTBeyaeT Ha komaHgy FTP-knueHTa
(Hanpumep, nocne nonHowm nepegayv danna), cepeep HavYnMHaeT oTcyeT
BPEMEHM MPOCTOA M OCTaHaBNUBAETCA MNpW MNOMyYeHUW crieaytoLlen
KoMmaHgbl FTP-knueHTta. lNoaTomMy HacTponka TanM-ayTa MNpOCTOs He
BNUSIET HA HEKOTOpPbIEe TPyaOeMKue onepauun nepegadv annos

OTob6paxeHne COCTOSIHUA cepBepa

KomaHpa show ftp-server
Pexum MpueunernpoBaHHbin EXEC pexnm
KOHcpurypauum
BctpoeHHas BbinonHuTe aTy KomMaHay, YToObl 0ToGpa3nTb coctosiHme FTP-cepBepa
noackaska
OTnapka
KomaHga debug ftp-server pro/err
Pexum MpuBunernpoBaHHbin EXEC-pexmm
KOHoUrypaumnm
BcTtpoeHHas BbINonHuTE 3Ty KOMaHAy, YTOObLI OTNaXmBaTb COOOLLEHMA/OWNGBKN
noAckaska FTP-cepsepa
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7.4.1.6. MNpumep KoHcuUrypaumm

Co3paHue FTP-cepBepa B cetu IPv4

JTansl
KOHUrypauum

e BkniovaeT pyHkuuio cepeepa FTP.

e HacTpoiiTe kaTanor/cMCTEMHbIN XypHarn BEPXHErO YPOBHSI.

e YcCTaHOBUTE MMS NOMb30BATENS Ha USer U naposib Ha password.
e YcTaHoBUTE ONns TarMM-ayTa NPOCTOHA CeaHca 3HayYeHne 5 MUHYT

QTECH(config)#ftp-server username user
QTECH(config)#ftp-server password password
QTECH(config)#ftp-server timeout 300
QTECH(config)#ftp-server topdir /
QTECH(config)#ftp-server enable

MpoBepka
KOHdoUrypaumm

e BoinonHute «komaHgy show ftp-server,
pesynbTar

4yTOObI MPOBEPUTH

QTECH#show ftp-server

ftp-server information

enable: Y

topdir : /

timeout: 30min

username config : Y
password config: Y
transfer type: ASCII

control connection : N

port data connection : N
passive data connection: N
QTECH#

7.4.1.7. TUNN4YHbIE OLUNOKU

° Mms nonb3oBaTtens He HaCTpPOEHO.

e [laponb He HacTpoeH.

e KaTtanor BepxHero ypoBHS HE HACTPOEH.
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7.5. KOHTpONb coCTOAHUSA

7.5.1. OTOOpaxeHue

Onucanune KomaHpa

OtobGpaxaeT koHdurypaumto | show ftp-server
FTP-cepBepa

7.5.2. OTnapka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHATbI MpWM BbIBOAE OTNaAovHOM UWHAOpMaLUK.
lMoaTomy, oTKNOUUTE OTNAAKy cpasy nocre UCNonb3oBaHus.

Onucanune KomaHpa

Otnagka cobbiTuii owmnbok debug ftp-server err
FTP-cepBepa

Otnagka cobbITui coobLeHni debug ftp-server pro
FTP-cepBepa
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8. HACTPOUKA KIUEHTA FTP
8.1. O630p

MpoTtokon nepegauun davnoe (FTP) sensetca npunoxennem TCP/IP. YcTaHoBUB HagexHoe u
coeaguHeHue TCP mexay FTP-knueHTOM 1 cepBepoM, NoNb3oBaTeNb MOXET MOMy4YnTb JOCTYN K
yOaneHHOMy KOMMNbIOTEPY, HA KOTOpOM 3anyLeH FTP-cepsep.

Knnent FTP obecneunBaeT nepepady dannoB mexgy yctpouctBom un FTP-cepsepom no
npotokony FTP. Nonb3oBaTens UCNonb3yeT KNUEHT AN OTnpaBkM KOMaHabl Ha cepsep. Cepsep
OTBEeYaeT Ha KOMaHAy U OTNpaBnseT pesyrbTaT BbINONHEHUS KNUeHTY. C MOMOLLbIO KOMaHAHOro
B3aMMOENCTBUA MOSib3oBaTeNlb MOXET npocMmaTpuBaTbh Gannbl B KaTanore cepsepa,
KonupoBaTb Painbl C yYAaneHHOro KOMMbloTepa Ha foKarnbHbIA KOMMbIOTEP UKW nepefaBatb
nokaneHble dannbl Ha yaaneHHbIn KOMNboTep.

Mpotokon FTP npegHasHauyeH ans obrierdeHns obmeHa havnamu nporpamMm/gaHHbIX Y
noowpeHnst yaaneHHon paboTbl (C nomolibio nporpamm). [lonb3oBaTensm He HyXHO
6ecnokonTbCa O pasnUuuaxX Mexay pasnuMyHbiMKM cucTemamu annoB Ha pasHbIX XOCTax.
[aHHble nepepatoTcs addeKkTUBHBIM U HagexHbIM obpasom. FTP obecneunBaeT 6esonacHoe
yoaneHHoe ynpasrneHune annamu.

FTP-knnentbl QTECH otnuyatotcs ot crtaHaapTHbix FTP-knMeHTOB, KOTOpble paboTalT C
WHTEpPaKTMBHbIMW KOMaHOamMuK. BMecTo aToro BBegmte KoMmaHgy Copy B MHTepdence KoMaHaHOM
CTPOKW, YTOObI BbINOMHUTL UHCTPYKLMM MO NOOKIIOYEHUIO YNpaBneHus, Takme Kak open, user u
pass. Nocne ycTaHOBKM yNpaBnsoLLero coegMHeHns HaunmHaeTcs npouecc nepegaydn annos,
a 3aTeM ycTaHaBnMBaeTCsa coeanHeHne s nepegayn unm sarpysku annos.

8.1.1. NMpoToKonbl U cTaHAAapPTbI
e RFC959: npotokon nepepayn cannos (FTP).

8.2. NMpumeHeHne

NMpumeHeHune OnucaHue

3arpyska rokansHoro | JlokanbHble U yaaneHHble dannbl OOMKHbI BbiTh NepeaaHs,
danna _Ha __ynanedHbli | Hanpumep, ANA 3arpysky rokanbHoro daina Ha yaaneHHbIn
cepBep cepBep

3arpyska danna c | NokanbHble 1 yoaneHHble annbl JOMmKHbI ObITb NepefaHsbl,
yOaneHHoro cepeepa Ha | HanpuMmep, NS 3arpy3kn ganna ¢ yganeHHoOro cepeepa Ha
J10KasribHoe YCTPOUCTBO rfiokanbHoe yCTpOI;ICTBO

8.2.1. 3arpy3ka nokanbHoro ¢anna Ha yaaneHHbIn cepBep

8.2.1.1. CueHapuu

JlokanbHble W ypaaneHHble annbl OOIMKHbLI ObITb Nepedadbl, HanpuMmep, Ans  3arpysku
nokansHoro ¢arna Ha yganeHHbIn cepep.

Kak nokasaHo Ha PucyHke 57, pecypcbl UCMOMb3YHTCSt TOMbKO B CETU.
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FTP Client FTP Server
PucyHok 57.

8.2.1.2. OnucaHwme
o  Bkntouute 3arpysky annos Ha FTP-knneHTe.
o  Bknouute 3arpysky gannos Ha FTP-cepsep.

8.2.2. 3arpy3ka ¢pamna c yaaneHHoro cepBepa Ha fiokanibHOe YCTPOMCTBO

8.2.2.1. CueHapuu

JlokanbHble 1 yganeHHble dannbl A0MKHbI OblTb NepegaHbl, HanNnpuMep, ansa 3arpysku darna c
yAaneHHoro cepeepa Ha nokarnbHOe YyCTPOUCTBO.

Kak noka3saHo Ha PucyHke 58, pecypcbl UCMONb3YHTCst TOMbKO B CETU.

o < ¥

FTP Client FTP Server

PucyHok 58.
8.2.2.2. OnucaHwme

e Bknounte 3arpysky pannos Ha FTP-knueHTe.
e  Bkntouute 3arpysky cannos Ha FTP-cepsepe.

8.3. KnouyeBble 0COOEHHOCTU

8.3.1. ba3oBble KOHLUEenuuu

3arpy3ka cannoB FTP
3arpyska ¢pannos ¢ FTP-knueHTa Ha FTP-cepsep.
CkaumBaHue cpannos FTP
3arpyska pannos ¢ FTP-cepepa Ha FTP-knueHT.
Pexum nogknroyeHus FTP
FTP-knneHT n FTP-cepBep MOryT ObiTb MOAKIOYEHBI B aKTUBHOM UITN MACCUBHOM PEXUME.

Pexunm nepepaum no FTP

Mepenava gaHHbix mexagy FTP-knueHTtom u FTP-cepBepom BO3MOXHA B ABYX pexumax: B
TekctoBoM (ASCII) n ABONYHOM (OBOVUYHOM).

YkasaHue IP-agpeca uHtepdenca nctouHmka gna nepegaum no FTP
KnuneHT FTP HacTpoeH Ha ncnonb3oBaHne ucxogHoro IP-agpeca ans ceasun ¢ FTP-cepeepom.
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8.3.2. O630p
DPyHKUUNA Onucaxue
3arpyska cdannos FTP 3arpyska (pannos ¢ FTP-knueHTa Ha FTP-cepBep
CkauyvmBaHue cansnios FTP 3arpyska cannos ¢ FTP-cepepa Ha FTP-knueHT
Pexum nogkntoveHus FTP YKkasblBaeT pexum coegnHeHnsa mexay FTP-knuneHTom u

FTP-cepsepom

Pexum nepegayv no FTP YkasblBaeT pexum nepegaun mexay FTP-knueHTom un
FTP-cepsepom

YkasaHue IP-agpeca | Hactpoika ncxogHoro IP-agpeca FTP-knueHTa onsi cBssun ¢

nHTepdenca 1UcTouHvKa And | FTP-cepBepom
nepegayun no FTP

8.3.3. 3arpy3ka channoB FTP

FTP nossonget 3arpyxatb dannel. 3anyctute FTP-knneHT n FTP-cepBep ogHOBpPEMEHHO U
3arpysute ¢annbl ¢ FTP-knueHTa Ha FTP-cepsep.

8.3.4. CkaunBaHue caunos FTP

FTP nossonset ckaumBatb dannbl. 3anyctute FTP-knneHt n FTP-cepBep ogHOBPEMEHHO U
3arpysute cannbl ¢ FTP-cepBepa Ha FTP-knueHT.

8.3.5. Pexxum noakntoveHus FTP

FTP pomkeH mcnonb3oBatb ABa coeauHeHuss TCP: ogmH kaHan ynpaeneHust (KomMaHgHoe
COeQHEHNE), KOTOpbIA WUCMONb3yeTcsa Ang nepejayum kKomana wmexay FTP-knneHtom un
cepBepoM; APYron KaHan nepefadv LaHHbIX MCNOMb3yeTca ANs nepefadv unu 3arpysku
JaHHbIX.

CoeguHeHne ynpaBneHusi: HekoTopble NpOCTble ceaHCbl OOCTYMHbI TOMbKO C YNpaBAsoLWMM
nogknoyeHnem. KnveHT otnpaBnsaeT koMaHay Ha cepsep. [locne nony4yeHns kKomaHabl cepsep
oTnpasnseT oTBeT. (PMcyHok 59).

FTP Server FTP Client

g

Controi created

PucyHok 59.
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CoeavHeHWe ynpaBneHus 1 nepegaya AaHHblX: Korga knueHT oTnpaensieT KomaHay Ha 3arpysky
WNW 3arpy3Ky [OaHHbIX, HEOOXOAMMO YCTaHOBWUTb, KaK YMpaBrisilOllee COeAMHEHWE, TaK W
coeavHeHWe Ans nepeaayn AaHHbIX.

FTP nogoepxumBaeT ABa pexuma nepegaym gaHbix: AktueHbli (PORT) 1 naccmeHbin (PASC).
Mpun ycTaHOBNEHUN COeaNHEHUN ANA Nnepefadn AaHHbIX UCNOMb3YOTCA Pa3Hble PEXUMbI.
o  AKTUBHbIA peXnm

B atom pexume FTP-cepBep akTMBHO nogkniodaetcs K FTP-knueHTy npu yCTaHOBNEHUM
coeavHeHUs ang nepegayvv AaHHbIX. ATOT PEXUM COCTOUT U3 YeTbipex 3TanoB:

KnneHT ncnonbsyeT ncxogHeln nopt 5150 ons cBa3u ¢ cepBepoM vepes nopt 21, kak nokasaHo
Ha PucyHke 60, 4TOoObl OTMpaBUTbL 3aMpoC Ha MNOAKMIOYEHME W COOOWNTBL CepBepy, YTO
ncnonb3yembln nopT — nopt 5151.

Mocne nonyyeHus 3anpoca cepsep oTnpasnsetr otBeT OK (ACK). O6mMeH aaHHbIMKM Mexay
KITMEHTOM 1 CepBepoM yrnpaBnseT curHannsaumnen Yepes KOHCOMNbHbIE NOoPThl.

CepBep nossonseT nopty 20 B KA4eCTBE UCXOOHOMO NOpTa OTNPaBNATb AaHHblEe HAa NopT 5151
KnueHTa.

KnuneHT otnpaensaeT oTBeT. [lepegada gaHHbIX 3aBepLuaeTcs.
FTP Server FTP Client

Port 20 Port 21 Port 5150 ort ¢
Data Command Command Data

L 4 7 k

P PEA
U

"‘/—-

PucyHok 60. AkTnBHbIN pexxum (PORT)

e [laccuBHbIN pexmm
FTP Server FTP Client

.

Port 20 Port 21 Port 5150 Port 5151
Data Command Command Data

i p

Port 3268 | e 51502
Data

> ®

N

PucyHok 61. NaccueHbI pexum (PASV)
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OTOT pexuMMm 4acTo 3agaeTcsa KomaHaow passive. [locne ycTaHOBREHUA cOoeguHeHus Ans
nepenayn naHHbIx FTP-cepBep nogkntovaeTca K KnneHTty FPT naccmMBHO. OTOT pexum COCTOUT
N3 YeTblpex 3Tanos:

B naccuBHOM peXxnme KIMEHT MHUUMANU3NPYyeT CUrHanbHOe coeanHeHne ynpasneHus. Knuent
ncnonb3yeT UCXoaHbIn nopT 5150 Ana noaknveHns K cepBepy Yepes nopT 21, kak NoKa3aHo Ha
PucyHke 61, n 3anyckaeT KomaHgy passive, 4tobbl 3anpocuTb Nepexon cepBepa B PEXMM
PASV.

Cepsep cornawaetcst Boutn B pexum PASV, BbibnpaeT Homep nopTa, npesbiwatowmi 1024,
Cny4anHbiM 00pa3oM 1 coobLaeT HOMEpP NopTa KITMEHTY.

Mocne nonyyeHnsa coobLieHnsa KnMeHT ncnonbdyeT nopt 5151, kak nokasaHo Ha puc. 15, ana
CBSA3M C cepBepoM Yepes nopt 3268. 3gecb nopt 5151 aBnaeTca MCXogHbIM MOPTOM, a nopT
3268 — NOpPTOM Ha3HaYeHMs.

Mocne nonyyeHunsa cooblieHns cepBep oTnpaBnsaeT AaHHble n otBevaeT ACK (OK).

lMocne ycTaHOBNEHWS COeAMHEHUs ANns nepefavy AaHHbIX MOXHO BbIMNOMHWUTL 3arpysky wu
ckadmBaHue pannos. Kpome Toro, MOXXHO BbIMOSIHUTL HEKOTOPbLIE onepaLlmm ¢ dannom cepeepa
N3 KNueHTa.

NMPUMEYAHUE: coeanHeHne ynpaBneHus ansg nepegayn komaHg u obpaTHOW CBSA3WM Bcerga
NpuCyTCTBYeT, TOorga Kak coeAvHeHue Ansa nepefadv [LaHHbIX YCTAHOBIIEHO MO Mepe
HeobxoaumocTun. Tonbko knmeHT FTP nmeet npaeo BbibupaTtb 1 yctaHaBnmBaTb pexum PASV
unn PORT. FTP-knueHT oTnpaensieT KoOMaHAy Onsli YCTaHOBIIEHUSI COEAMHEHUNS] C OaHHbIMMU.
FTP-knuenTol QTECH no ymonyaHuio ncnonb3aytot pexum PASV.

8.3.6. Pexxum nepepaum no FTP

FTP npepoctaBnsetr gBa pexuma nepepadun: TekctoBbli (ASCI) n gsomyHbin (Binary). B
HacTtoswee Bpems FTP-knueHTol QTECH nogaepxusatoT kak ASCII, Tak 1 ABONYHBIN pPeXUMbI
N No yMon4aHuio ncnosnbayoT pexnm BINARY.

e Pexum ASCII

Pasnunune mexay pexumammn ASCIl 1 Binary 3akniovaetcs B o6paboTke Bo3BpaTa KapeTku u
nepesoda ctpoku. B pexume ASCIl Bo3BpaT kapeTkm U nepeBoq CTPOKUM U3MEHSIOTCHA Ha
nokanbeHbIM cnmBon Bo3spata kapeTtkn (CRC), Hanpumep, \n B Unix, \r\n B Windows u \r B Mac.

o  [1BOMYHBIN pEXUM

[BOWYHBIN peXuUM MOXET WCMNOSb30oBaTbCA ANs nepefayvynm UCMONHAEMbIX oannoB, CXaTblX
dannoB un dannos m3obpaxeHun 6e3 obpabOTKM OaHHbIX. Hanpumep, TeKCToBbIn hann
Heobxoanmo nepeHecTn M3 Unix B Windows. MNpu ncnonb3oBaHum BOUYHOIO pexnma paspbis
ctpokn B Unix He 6yaeTt npeobpasosaH 13 \r B \r\n; noatomy B Windows aToT hanin He nmeet
CTPOK W oOTOBpakaeT MHOro 4YepHbiXx KBagpaToB. TakMm 06pas3oM, ABOWYHBIA  PEXUM
obecneunBaeT 6onee GbICTPyLO Nepeaady Bcex dhannos n bonee HagexHyr nepegady gannos
ASCII.

8.3.7. YkazaHue IP-agpeca uHtepcenca nctouHmka gna nepegadm no FTP

KnneHt FTP HacTpoeH Ha ucnonb3oBaHue ucxogHoro IP-agpeca onga cesasm ¢ FTP-cepsepom.
Taknm obpasom, knmeHT FTP nogkniovaeTcss K cepBepy M COBMECTHO MUCMONb3yeT dhansibl C
cepBepomMm Mo ykaszaHHOMY ucxogHomy IP-agpecy.
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8.4. HacTpouka

Hactpowka OnuncaHne n KomaHga

HacTpownka ocHOBHbIX | (O6s3aTenbHO) cnonb3yeTcs s HacTporkn pyHkunn FTP-knueHTa

byHKLMI

copy flash 3arpyska canna

copy ftp CkaumBaHue danna
HacTponka (ONMUMOHAJIBHO) ncnonb3yeTcsa gnst HACTPOVKN pabo4vero pexmma
OOMONHUTENbHbIX FTP-knueHTa
DyHKLMN

ftp-client port YcTaHaBnNuBaeT pexuMm MNoaKnoYeHns

Ha aKkTuBHbIN (port)

ftp-client ascii YcTaHaBnuBaeT pexnm nepenayn
ASCII

ftp-client source-address HactpanBaeTr wucxogHbii |IP-agpec
knneHta FTP

default ftp-client BocctaHaBnuBaeT  HacTpoOWkuM MO
YMOMYaHWIO, a WMEHHO, PEXUM
NOAKIOYEHNS yCTaHOBIEH Ha

naccuBHbi (PASV), pexnm nepegaun
Ha [OBOMYHLIM W UcxogHbih |IP-agpec
yoaneH

8.4.1. HacTpoika OCHOBHbIX (PYHKLIMI

8.4.1.1. PeaynbTaT KOHUrypaumm

o Peanusaumsa 3arpyskm n ckaumBaHusa annos.

8.4.1.2. MNpumeyaHusn

o O6paTI/1Te BHMMaHWNE Ha CbOpMaTbI KOMaHA Oona 3arpy3kn U cCKavynBaHUA.

8.4.1.3. dTanbl KOH(pUrypauum

3arpy3ka canna
e  OTa KoHUrypauma aesnsetcsa obasaTtensHoOn, eCnn HeobXoaANMO 3arpysuTb dhann.

e Hactponte URL-agpec FTP B kayecTBe agpeca HasHa4yeHUsi KOMaHabl COpY B
npvBunernposaHHom pexnme EXEC.

CkaumBaHue channa
e OTa KoHUrypaums saBnaeTcs oba3aTtenbHON Npu 3arpyske danna.

e Hactponte URL-agpec FTP B kayectBe agpeca WCTOYHMKA KOMaHAbl COpPYy B
npvsunernposaHHom pexvme EXEC.
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8.4.1.4. NpoBepka KOH(pUrypaumum

e [lpoBepbTe, CyLLECTBYET NN 3arpyXeHHbIn hann Ha FTP-cepsepe.
e [lpoBepbTe, CyLLECTBYET NN 3arpyXeHHbIN dhann no agpecy HasHayYeHus.

8.4.1.5. CBA3aHHbIe KOMaHAbI

3arpys3ka canna

KomaHpga

copy flash:[ local-directory/ Jlocal-file
ftp: /lusername:password@dest-address[ /remote-directory |
/remote-file

Onucanve
napameTpoB

local-directory: ykasbiBaeT katanor Ha fiokanbHOM ycTponcTtee. Ecnv oH
He yKa3saH, ykasblBaeT Ha TeKyLLMI KaTarnor.
local-file: yka3biBaeT nokanbHbI hann ons 3arpysku.

username: ykasblBaeT UMsl Nonb3oBaTens ans goctyna Kk FTP-cepsepy,
cocTosilemMy 13 He bonee 32 6anT 1 NcknoYasa Takue pasgenutenmu, Kak /
. @ v npoben. AToT NnapameTp ABnseTca 06s13aTeNbHbIM.

password: ykasbiBaeT naposb ans goctyna k FTP-cepBepy, cocToAWwmMIA He
bonee 4em M3 32 GanT M UCKNOYAsa Takne pasgenuTenu, kak / @ @ wu
npoben. 3ToT napameTp SBnseTca 06s3aTenbHbIM.

dest-address: yka3biBaeT |IP-agpec ons FTP-cepsepa.
remote-directory: yka3blBaeT kaTanor Ha cepBepe.
remote-file: nepenmeHoBbIBaET dhann Ha cepBepe.

NMPUMEMAHUE: Ha yctponctBe pfomkeH ObiTb cO3gaH  Karanor,
yKkasaHHbIn B none local-directory. 3ta komaHga He co3gaeTt karanor
aBTOMaTU4YECKU

Pexxum
KOHcpurypauum

Pexum rnobanbHon KoHdUrypauum

BcTtpoeHHas
noackaska

BbinonHute 3Ty komaHgy, 4TOOblI 3arpy3vtb hann ¢ naw-namaTm
nokaneHoro yctponctea Ha FTP-cepsep

3arpys3ka cdanna FTP

KomaHpga

copy ftp:/lusername:password@dest-address[ /remote-
directory]/remote-file

flash:[ local-directory/ Jlocal-file

OnucaHve
napameTpoB

username: ykasbiBaeT UM4 nornb3oBaTens ang gocryna Kk FTP-cepsepy,
cocTtosiemy 13 He 6onee 32 6anT 1 UCKINOYas TakMe pasgenutenu, Kkak /
: @ v npoben. DT0T NapameTp ABndeTca oba3aTenbHbIM.

password: ykasbliBaeT naponb aAng goctyna k FTP-cepsepy, cocToswwmin
He 6onee 4Yem u3 32 6anT M UCKMOYaa Takne pasgenutenu, kak / : @ u
npoben. 3ToT napameTp aBnseTca 06s3aTenbHbIM.
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dest-address: ykasbiBaeT IP-agpec ansa FTP-cepsepa.
remote-directory: ykasblBaeT KaTanor Ha cepeepe.
remote-file: ykasbiBaeT dpann onsa sarpysku.

local-directory: ykasblBaeT kaTanor Ha nokanbHOM YCTponcTee. Ecriv oH He
yKa3aH, ykasblBaeT Ha TEKYLLMIN KaTarnor.

local-file: nepenmeHoBbIBaeT dhann B iokanbHOW naw-namsaTi.

NMPUMEMAHME: Ha ycTtponctBe pJomkeH ObiTb co3gaH kaTanor,
yKasaHHbIM B none local-directory. 9ta komMaHga He co3gaeT KaTanor
aBTOMaTUYECKU

Pexxum Pexxnm rmobanbHon KoHdurypaumum

KOHUrypauum

BctpoeHHas BbinonHute 3Tty komaHay, 4TOObI 3arpy3uTb dann ¢ FTP-cepsepa Bo
noackaska dnaLw-namsTb fIoKanbHOro yCTpomcTea

8.4.1.6. Npumep KoHcurypaumm

3arpy3ka canna

OTansbl 3arpysute nokanbHbli pann local-file B gomawHwuin katanor home
KOHcpurypauum yCTpOMUCTBA B KOpHeBOM kaTanor root FTP-cepBepa C WMeHeM
nonb3oBartensa user, naponem pass u IP-agpecom 192.168.23.69 wu
nmeHem canna remote-file
QTECH# copy flash: home/local-file
ftp://user:pass@192.168.23.69/root/remote-file
MpoBepka MpoBepbTe, cyllecTByeT N hann yganeHHoro ganna Ha FTP-cepsepe
KOHcpurypauum

CkaumBaHue cdanna

OTan.l 3arpyaute dann remote-file ns kopHeBoro katanora root FTP-cepsepa ¢
KOHpurypauuu UMeEHeM nonb3oBaTesnis user, naponem pass u IP-agpecom 192.168.23.69
B JOMaLUHUIM kKaTanor home yctponcTtea n coxpaHuTe dann kak local-file
QTECH# copy ftp://user:pass@192.168.23.69/root/remote-file flash:
home/local-file
MpoBepka lMpoBepbTe, cywecTByeT nu ¢ann remote-file B gomawHem katanore
KOHcpurypauuu home cnaw-namaTtn

8.4.1.7. TuNn4YHbIEe OLLUNOKU

o CDOpMaTbI KOMaHO Onda 3arpy3ku U ckadmBaHuna HEBEPHbDI.

(@ arecy
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° HeBepHoe MMA nNonb3oBaTena unnm naposnb.

8.4.2. HacTpounka oononHUTenbHbIX (PYHKLUN

8.4.2.1. Pe3ynbTaT KOHUrypauum

e YCTaHOBUTE pPeEXUMbl MOAKIIOYEHMS U Nepefayn u HacTponTe ucxogHeln IP-agpec
KNueHTa Ons 3arpysku U ckaunBaHug amnnos.

8.4.2.2. NMpumeyaHun

e Ecnu HeoGxoaumo HacTpouTb knueHT FTP Ha ocHoBe VRF, cHavana ykaxunte VRF.

8.4.2.3. dTanbl KOH(pUrypauum

YcTaHoBKa pexxuma noaknroyeHusi B aktusHoe (Port)
e  OnuuoHanbHo.

e HacTtponTe pexum nogkntodeHus FTP.

YctaHoBuTe pexum nepenaym B ASCII

e  OnuyuoHanbHo.

e HacTtponte pexum nepegaudn FTP.
HactpownTe ucxoaHsin IP-agpec knueHta FTP
e  OnuuoHanbHo.

e Hactponte ucxogHein IP-agpec knueHta FTP.
BoccTtaHoBneHne HacTpoeK No yMOn4aHuio
e  OnuuoHanbHo.

e BoccTtaHoBUTE HAcTponkK KnneHTa FTP no ymonyanuio.

8.4.2.4. NpoBepka KOH(pUrypaumm

BbinonHute KOMaHAay show run, 4yToObI npoBEPUTb pe3ynbTar.

8.4.2.5. CBA3aHHbIe KOMaHAbI

YcTtaHOBKa pexuma nogkniovyeHus B aktuBHoe (Port)

KomaHpa ftp-client [ vrf vrf-name ] port

Onucanve vrf vrf-name: ykasbiBaeT VRF

napameTpoBs

Pexxum Pexwum rmobanbHon KoHdUrypaumm

KOHcpurypauum

BctpoeHHas BbinonHuTe 3Ty KOMaHAy, YTOObl YCTAaHOBUTL PEXMM MOAKITHYEHUS Ha

noackaska aktuBHbin (PORT). Mo ymonyaHuio UCNonb3yeTcs MacCUBHBIA PEXUM
noakntoveHuns (PASV)
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HactpownTe ucxoaHunsin IP-agpec knuenta FTP

KomaHga ftp-client [ vrf vrifname ] source-address {ip-address | ipv6address}

OnwucaHve vrf vrf-name: ykasbiBaet VRF.

ElpEliET e ip-address: ykasblBaeT |IPv4-agpec nokanbHOro uHTepdeiica.
ipv6-address: ykasbiBaeT |IPv6-agpec nokanbHOro uHTepdenca

Pexxum Pexxnm rmobanbHon KoHurypauum

KOHUrypauum

BctpoeHHas BbinonHute 3Ty KomaHay, 4To6bl HacTpouTb |P-agpec uHTepdenca

noackaska KNueHTa Ons nogkroyeHnsa K cepsepy. o ymonyaHuio Anga KnneHta He

3agaH nokanbHbIv IP-agpec. BmecTto aToro mapLupyT BeibupaeT IP-agpec
ANSA KnveHTa

YctaHoBuTe pexum nepenayim B ASCII

KomaHga ftp-client [ vrf vrf-name ] ascii

OnwucaHuve vrf vrf-name: ykasbiBaeT VRF

napameTpoB

Pexum Pexwnm rmobanbHon KoHdUrypaumm

KOHdoUrypaumm

BcTpoeHHas BbinonHuTe a1y KOMaHAay, YToObl ycTaHoBUTL pexnm nepegadn ASCII. Mo
noackaska YMONYaHMIO UCNOSb3YETCH ABOUYHBLIN PEXUM Nepenayu

BoccTaHOBNeHUe HaCTPOeK No yMON4YaHUIo

KomaHga default ftp-client [ vrf vrf-name ]

OnwucaHve vrf vrf-name: ykasbiBaeT VRF

napameTpoB

Pexxum Pexwnm rnobanbHon KoHdUrypaumm

KOHpurypauuu

BcTpoeHHas BbinonHute 3Ty KOMaHay, 4TOObl BOCCT@HOBWUTb HAaCTPOMKW MO
noackaska YMOMYaHUIO, a WMEHHO, pPeXum MoAKMIoYEeHNs, YCTaHOBMEHHbIA Ha

naccuBHbln (PASV), pexum nepepaun aBouyHoro koga u IP-agpec
NCTOYHMKA yaaneH
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8.4.2.6. Npumep KoHcurypaumm

Hactpownka gonosHMTenbHbIX PYHKUUA

OTanbl KOHGUrypaumm e YcTaHoBWUTE pexum nogkrtoyeHus FTP k nopTy.

e YcraHouTte pexum nepegaym ASCII.

e YcraHoBuTte IP-agpec nctoyHuka Ha 192.168.23.167.
e YcTaHOBWUTE pexum nogkroyeHus vrf 123 Ha nopr.

e YcraHoBute pexum nepegaum vrf 123 8 ASCII

QTECH# configure terminal

QTECH(config)# ftp-client ascii

QTECH(config)# ftp-client port

QTECH(config)# ftp-client source-address 192.168.23.167
QTECH(config)# ftp-client vrf 123 port

QTECH(config)# ftp-client vrf 123 ascii

QTECH(config)# end

MpoBepka KoHpurypaumm 3anyctnte kKomaHgy show run Ha ycTponctee, 4TOObI
nNpoBepuTb, AEUCTBYET NN KOHUrypawums.

QTECH# show run

!

ftp-client ascii

ftp-client port

ftp-client vrf 123 port

ftp-client vrf 123 ascii

ftp-client source-address 192.168.23.167
|

8.4.2.7. TuNn4YHbIe OLLUINOKU

e cxogHbin IP-agpec He aBnsieTca nokanbeHbiM IP-agpecom.
o [lepepn HacTporikon koMmaHAbl ftp-client vrf HacTponTe komaHay vrf.

8.5. KoHTponb cocTosiHuA

8.5.1. OTobOpaxeHue

OnucaHne KomaHpa

OTtobpaxaeT KoHuUrypaumto show run
FTP-knueHTa
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8.5.2. OTnagka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbl NpW BbiBOAE OTMaAo0YHOW MHGOpMaumn.
[MoaTomy, oTKMOUYUTE OTNAAKY Cpa3dy nocne UCMNorb30BaHUS.

Onucanune KomaHpa

Otnagka FTP-knueHTa debug ftp-client
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9. HACTPOUKA TYHHENbHOIO MHTEP®ENCA
9.1. O630p

WHTepdencobl TyHHeNnen — 3710 BUPTYasibHble MHTEpdENChl, UCMONb3yeMble ONA BHeOPEHUd
TYHHENMpoBaHus. TyHHenNbHbIN MHTepdenc obecnevmBaeT CTaHAAPTHLIA KaHan nepegayun, v
BaM He HYXXHO yKa3sblBaTb TPAHCMOPTHbIA MPOTOKOSN UM MPOTOKOS NONIe3HOW Harpy3sku. Kaxabin
NHTepenc TyHHeNs npeacTaBnsdeT cobomn kaHan nepegaydun.

CDyHKLI,VIF-I TYHHEIMNpPOBaAHUA BKIKO4YaeT cneaymne KOMMOHEHTbI:

e KoHTponb Harpysku: Mcrnonb3dyeTcs O WHKancynsuuMv AaHHbIX, nepefaBaemblX B
TyHHenax. Hanpumep, npotokonsl IPv4 n IPv6 paboTatoT Kak NpOTOKOSMbl MOfe3HOM
Harpy3ku. TyHHenu c ob6wen uHKancynauven MapwpyTtusaumm (GRE) moryt
nepegaeaTtb AaHHble IPv4 nnu IPV6.

e [lpoTokon nepegaun pAaHHbIX: Mcnonb3yeTcsa ANs BTOPUYHOW WHKaMNCynauun wu
noeHTUduKauun nepefaBaembiX [aHHbIX. B TyHHeENnsax, ONMCaHHbIX B HACTOALLEM
AOKYMEHTE, UCMonb3yeTcs ToNbKo TyHHernb GRE ¢ npoTokonom nepegayn gaHHbIX, TO
ectb npotokorniom GRE. B gpyrnx TyHHensx ucnonb3ytotca npoTokonsl IPv4 n IPv6.
MakeTbl MHKaNCYNMPYTCS C BHELLHMMUM 3aronoBkamu |IPv4 n IPv6.

e [lpoTokon TpaHcnopTa: Mcnonb3yeTca Ans nepefayn AaHHbIX, MHKaNCyIMPOBaHHbIX BO
BTOPOW pa3 Mo npoTokony nepefayvm faHHbix. O6opygosaHve QTECH wcnonbayioT
LLUMPOKO NpuMeHsaeMble npoTokosbl IPv4 n IPv6 B kayecTBe TpaHCMOPTHbLIX MPOTOKOSIOB.

TYHHENbHbIA PEXUM MOXXHO MCMONb30BaTh AN YCTAHOBMEHUS CBSI3N MEXAY ABYMSI YaCTHbIMU
CeTsIMU1, UCMONb3YHOLLUMN OAMH U TOT )Xe NPOTOKOJ, Yepe3 reTeporeHHyo obLLEeAOCTYNHYO CeTb.

TyHHeJ'II/IpOBaHVIe npuMeHnMO K cnefgyrouwm cueHapuam:

e [lockonbKy TyHHenWpoBaHWe MOAAEpPXMBaEeT pasfnuyHble MPOTOKOMbl  MONE3HON
Harpys3ku, OHO NO3BOSSET OCYLLECTBMNSATL CBA3b MEXAY NOKaNbHbIMU CETSMU, B KOTOPbIX
MCNONb3YTCS NPOTOKOSbI, OTNUYHLIE OT IP, yepes egunyto ceTb (IP-ceTsb). Nockonbky
TYHHenMpoBaHue paboTaeT Ha MapLupyTax, UCNOMb3YLWMX TPAHCNOPTHLIE NPOTOKOSbI
(IP-npoTokonbl), OHO no3Bonser 6onee LWMPOKO MNPUMEHATb MPOTOKOMblI  C
OrpaHU4yeHnemM rnepexoaos.

e TyHHenupoBaHue MNO3BONSAET MOAKMIYATbL OTAErNbHbIE MOACETU Yepes eAuHY CeTb
(IP-ceTb).

e  TyHHenupoBaHue NO3BONAET BKNIOYUTL (PyHKUMIO BUpTYyansHon YactHoun cetn (VPN) B
rnobanbHbix cetax (WAN).

VlHKal'Ich'II/IpOBaHHbIe OaHHble nepenarnTca 4Yepeld TYHHEeNU, 4YTO 4ABNAeTCA CIOXXHbIM
npoueccomMm. B HEKOTOPbLIX Ccly4daax HeobxoaMmo 06paTI/1Tb BHMMaHMe Ha cnegywuune
N3MEHEHUNA:

o rlOCKOJ'Ibe TYHHEINb 4ABNnAeTCcA JNOorm4eCkMMm KaHalloM, OH, No-BMOAMMOMY, ABNAETCA
OoOHMM nepexonomM B MapLipyTu3aumin. OpHako CbaKTI/ILIeCKI/I CTOMMOCTb NMYTU MOXET
ObITb DONee ogHoro nepexona. I'Ipvl ncnonb3oBaHUM TyYHHENA And nepegayun O6paTI/1Te
BHMMaHue, 4TO MapLUpyT KaHana TyHHena otnn4aeTca oT (*)aKTW—IeCKOFO MapLiupyTa.

e [lpn HacTponke 6paHomayspa unu cnucka koHTpons goctyna (ACL) npumute BO
BHUMaHWE KOHdUrypaumio TyHHens. [lponyckHasi CnoCOBHOCTb M MakCUMaribHbIN
pasmep nepegasaemoro naketa (MTU), paspelleHHbIn NPOTOKONaMu MOfe3HON
Harpysku, MeHbLle TEOPEeTUYECKUX 3HAYEHUN.

9.1.1. NMpoToKonbl U cTaHAAPTbI
e RFC2784: obwas uHkancynsaums mapwpyTta (GRE).
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RFC2890: paclumpeHus knioda 1 nopsiakosoro Homepa and GRE.
RFC3056: nogkntoyeHne gomeHoB IPv6 yepes obnaka IPv4.

RFC3068: Anycast Prefix onst peTpaHCNATOPHbIX MapLpyTM3aTopoB 6Ha4.
RFC3964: Bonpockl 6e3onacHocTy ans 6Ha4.

RFC4023: wHkancynaums MPLS B uHkancynsumm IP vnn obwen mapipytmsaumm
(GRE).

RFC4087: IP-TyHHenb MIB.
RFC4213: 6a30Bble MeXaHM3Mbl Nepexoga AN XOCTOB U MapLupyTmnsaTtopos IPv6.

RFCA4797. wucnonb3oBaHne oOwen wHkancynsumm mapwpytnsadun (GRE) wnu
IP-agpeca B BupTyanbHbix YacTHbix IP-cetax BGP/MPLS IP (PE-PE).

RFC5158: cneundukauma genernposaHms 6Ha4 obpatHoro DNS.
RFC5214: BHyTpucanToBasi aBTomaTnyeckas agpecaums TyHHenen (ISATAP).
RFC5332: MHOoroagpecHasa uHkancynsaums MPLS.

RFC5579: nepegayva naketoB IPv4 no mHTepdencam npoToOKofia aBTOMaTU4ECKOro
TyHHenupoBaHus (ISATAP) Ha BHyTp1canToBon OCHOBE.

RFC5845: napameTtp kntoda obwen uHkancynauum mapwpytmsaumm (GRE) ans
MO6MnbHOro Npo3payHoro (proxy) IPV6.

RFC6245: pacwupeHue knioda obwen mHkancynsuun mapuwpytmsaumm (GRE) ans
mMobunbHoro 1Pv4.

RFC6343: pekomeHgauumn no passepTbiBaHNO 6Ha4.
RFC6372: ynpaensiemMble NpoBangepomM TyHHenu 6Ha4.
Onuwnn draft-zhou-dhc-gre-option-00 DHCPv4 n DHCPv6 ansa GRE.

draft-templin-v6ops-isops-18 PykoBogCcTBO No aKchnnyaTtauuu passepTbiBaHus IPv6 Ha
yanax |IPv4 c ncnonb3oBaHmem ISATAP.

9.2. MNpnmeHeHue

NMpumeHeHue OnucaHue

Hoctyn k cantam IPv6 B cetn | [loctyn k canTtam IPv6 B kamnycHown ceTu

Kamnyca

MogkntoveHne cetn kamnyca | CoeguHSIET ceTb KOMMIIEKCa 30aHNn C MarncTpanbHOW CeTbio
K MmarnctpanbHon cetn IPv6 | |[Pv6

9.2.1. NocTtyn K cautam IPv6 B ceTn kamnyca

9.2.1.1. CueHapuu

Cepsepsbl IPV6 pa3BepTbiBalOTCS B HEKOTOPbIX KAMMYCHbIX ceTax, v MK gomkHbl MMeTb A0CTynN K
cepBepam. [Ong peanusauuu [OCTyNna MOXHO WCNOMb30oBaTb BHYTPUCAWTOBLIA MPOTOKON
aBTOMaTMyecKkon agpecaumm TyHHenen (ISATAP).
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|Pvd network

IPv4 network

IPv6 network

f4/vE User ISATAP-RELAY

PucyHok 62.

ISATAP-RELAY nogpepxuBaeT TyHHenupoBaHue. [Nonb3oBatenn B KammnyCHOW ceTu MoryT
nony4atb AocTyn Kk cepepam |IPv4 Hanpsimyto yepes ceTb IPv4, HO um Tpebyetca goctyn K
cepBepam IPv6 yepes TyHHenb ISATAP.

9.2.1.2. OnuncaHue

o [lonbsosatenu IPv4 n IPv6 nonyyatoT goctyn kK cetu IPv4 ¢ nomoulbto agpecos IPv4.

e [lonb3osaTtenu IPv4 n IPv6 nonyyatoT goctyn kK cetu IPv6 yepes TyHHenb ISATAP.

e  TyHHenb ISATAP yctanaenueaetcsa mexay K n mapwpytnsatopom ISATAPRELAY.

9.3. HacTpouka

TYHHEIbHOro
uHTEepdemnca

HacTtponka OnucaHue n KomaHga
HacTtpornka (ObBsizaTenbLHO) ncnonb3yeTcs ANd co3naHns TYHHENEN

Interface tunnel

CosgaeT TyYHHenNbHbIN NHTEpPdENc

tunnel source

HaCTpaVIBaeT nokarnbHbIN agpec TyHHens

Hactporika pexuma
TYHHEenNs

(ONUNOHAJIBHO) ncnonbayeTtcs Ans HACTPONKN pexmma TyHHens

tunnel mode

HacTpanBaeT pexxum nHkancynsuum
TYHHEns

Hactpoika
nokanbHOoro agpeca

(Heobsa3aTenbHO) ncnonb3yeTcs Anst HACTPOWKM NOKanNbHOro agpeca

TYHHENS

tunnel source

HacTtpauBaeT agpec TYHHENA

HacTtporika  agpeca

OJIHOPAaHIroBOW ceTun

(Heobsa3aTenbHO) nucnonb3yeTcsa Ans HAaCTPONKM OAHOPAHIOBOrO

appeca TyHHenst

tunnel destination

HacTpoiika agpeca ogHOpaHroBom cetu

TYHHENSA
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Hactpowka OnucaHue n KomaHaa
HacTtpownka TOS | (OMNMUUOHAJIBHO) ncnonb3ayeTca Anst HACTPOWKM TuNa
TYHHEeNA obcnyxunaHus (TOS) TyHHens
tunnel tos Hactponka TOS-TyHHens
HacTtpownka TTL |(ONUUOHAJIBHO) ucnonb3yetcs Ans HAaCTPOWKM BPEMEHU XU3HU
TyHHens (TTL) TyHHens

tunnel ttl Hactponka TTL-TyHHens

9.3.1. HacTpouka TyHHenbHOro uHtepcenca

9.3.1.1. Pe3synbTaT KOHUrypaumum

e CospanTe TyYHHENbHbIN MHTEpPENC.

9.3.1.2. Tanbl KOH(Urypaumum

Co3aaHue TyHHenbHOro nHtepdenca

e Buinonnute komangy interface tunnel number B pexume rnodanbHOM KOHUrypaumm
Ana co3gaHns nHtepdenca TyHHens.

e Cnyxba TyHHenupoBaHus OCTYMNHAa TONbKO NOCre co3aaHns nHTepdenca TyHHensl.

9.3.1.3. NpoBepka KOHhUrypauum

e Buinonnute komaHgy show interface tunnel number, 4yTo6bl NPOBEPUTL, YCNELLHO NN
CO3[aH TYHHENbHbIN HTEpeNC.

9.3.1.4. CBAA3aHHble KOMaHAbI

Hactpownka uHtepcenca TyHHens

KomaHpa interface tunnel number

Onucanve number: ykasbiBaeT HOMep MHTepdenca TyHHeNs
napameTpoB

Pexxum Pexwum rmobanbHon KoHdUrypaumm
KOHpurypauuu

(@ arecy
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lNMpoBepka KoHcUrypaumm TyHHens

KomaHpa show interface tunnel number

Onuncanwne number: ykasbiBaeT HOMep MHTepdenca TyHHenNs
napameTpoB

Pexxum Pexwvm rmnobanbHon KoHdUrypaumm
KOHGoUrypaumm

9.3.1.5. Npumep KoHcpUrypaumm

Co3aaHue TyHHenbHOro nHtepdenca

OTansbl CospanTe TYHHENbHLIN MHTepdenc
KOHdoUrypaumm

QTECH# configure terminal
QTECH(config)# interface tunnel 1 QTECH(config-if-Tunnel 1)# end

MpoBepka MpoBepbTe KOHGUrypaumo nHTepgenca TyHHens
KOHdoUrypaumm

QTECH# show interface tunnel 1

Tunnel protocol/transport is gre ip

9.3.1.6. TUNUYHbIEe OLLUOKU

e HeB03MOXHO co3aaTh TYHHENbHBIN MHTEPMENC N3-3a HEXBATKN NAMSITH.
e HeB03MOXHO co3aaTh TyHHENbHbIN MHTEPENC N3-3a HEXBATKW annapaTHbIX Ppecypcos.

9.3.2. HacTtpouka pexuma TyHHens

9.3.2.1. PeaynbTaT KOHUrypaumm

e HacTtponTte pexum WMHKancynsaumm TYHHENns B pexume KoHdurypauumn mHtepdpenca
TYHHENs, ecrnv HeobxoouMO MCMoNb3oBaTb TYHHENb B PEXUME WHKaMNCynauuun, He
YCTAHOBIEHHOM MO YMOJSTYaHUIO.

9.3.2.2. 3Ttanbl KOHtUrypauumm

HacTtpoika pexunma TyHHens
e  OnumoHanbHo.
e Pexvm nHkancynsumm KOMMyTaTopoB MO YMOSMYaHUIO — TYHHENbHbIA PEXUM ipVBip.

o  YTOObl MBMEHUTb PEXMM MHKAMNCYNsUMM N0 YMOMYaHUIO, BbINONMHUTE KOMaHgy tunnel
mode B pexunme KoHpurypauum nHtepdenca TyHHens.

211

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke QSW-6900

HacTpolika TyHHenbHOro nHtepdenca W

9.3.2.3. NpoBepka KoOH(pUrypaumum

¢ BbinonHute komaHgy show interface tunnel number, 4To6bl NPpOBEPUTL, HACTPOEH NN
PEXNM NHKaNCynsaumMm TYHHENS.

9.3.2.4. CBAA3aHHble KOMaHAbI

HacTtpowka pexunma TyHHens

KomaHpa

tunnel mode { gre {ip | ipv6} | ipv6 | ipip | ipv6ip [6t04 |
isatap ]}

OnuncaHue napameTpos

Kaxgblh  pexmm COOTBETCTBYET pasHbiM  hopmartam
WHKaNcynsiuMm NakeToB, OTNPaBfieHHbIX UMHTepdencom
TYHHEns.

gre ip ykasbiBaeT, YTO NakeT MHKarncyrnmMpoBaH C 3arofiloBKOM
GRE wu 3aronoBkom |Pv4 nocnepoBatenbHO, a 3atem
nepegaeTcs no HoBow cetn IPv4.

gre ipv6 ykasbiBaeT, 4YTO MNaKeT MWHKaNCynmpoBaH C
3aronoBkoM GRE u 3aronoskom IPv6 nocnegoBaTtensHo, a
3aTem nepenaeTtcsa no HoBou ceTtu IPV6.

ipv6 ykasblBaeT, 4TO MakeT, OTNPaBIE€HHbIN 4epe3
TYHHENbHbIN NHTEPAENC, WHKAMNCYSIMPYeTCa C 3arosi0OBKOM
IPv6, a 3aTem nepegaeTcs no HoBow cetu IPv6.

ipip yKasblBaeT, YTO TyHHENbHbIN WHTepgenc nepepaet
ToNbko naketbl [IPv4, a nakeT, OTNpaBfeHHbIn 4epes
TYHHENbHbIN NHTEPAENC, WHKAMNCYSIMPYEeTCA C 3arosIOBKOM
IPv4, a 3aTem nepegaeTcs no HoBow cetu IPv4.

Ipv6ip ykasbiBaeT, 4TO TYHHENbHLIN MHTEpPdENC nepenaet
Tonbko nakeTbl [IPv6, a nakeT, oOTnpaBfeHHbIN 4epe3
TYHHEIbHbIA UHTepdEeNC, WHKancynupyeTcsa C 3arorioBKOM
IPv4, a 3aTem nepegaeTcs no HoBow cetu IPv4.

MpepwecTBytoWwmMe TYHHENN NpeacTaBnAlT cobon TyHHeNm
C PYYHbIM ynpaBreHnem, a TyHHenu ¢ npotokoriom IPvGIP,
6to4 u ISATAP gaensiotca aBTOMatmyeckumu. Bo Bpems
WHKancynsaumm  naketoB  agpec  IPv4  HasHadeHus
conocrtaensieTcda ¢ agpecom |IPv6 Ha3HavyeHns

Pexxum koHdurypaumm

Pexxum koHdurypauum nHtepcpenca

BcTpoeHHasa noackaska

Ha oGowux koHuax TyHHens foSKeH OblTb HACTPOEH OAWH U
TOT e PEXUM MHKaNCynsumMm. B npoTMBHOM crniyyae TyHHelb
He cMoXeT paboTaTb
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9.3.2.5. Npumep KoHcurypaumm
HacTtpouka IPv4 B pexxume nHkancynsuum IPv4

OTanbl HacTtponte pexunm wuHkancynauum IPv4 depes IPv4 Ha wHTepdelice
KOHcpurypauuu TYHHenNs

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config)# end

MpoBepka MpoBepbTe KOHGUrypauuo uHTepgenca TyHHenNs
KOHcpurypauum

QTECH# show interface tunnel 1

Tunnel protocol/transport is ipip

9.3.2.6. TUNUYHbIEe OLLUOKU

o  TyHHenb 6to4 unu ISATAP HacTpoeH Ans BUPTyanbHOMo aK3eMmnsgpa MapLupyTusauum
n nepecbiikn (VRF), KOTOpbIN yXe HacTpoeH ¢ TyHHenem 6to4/ISATAP.

9.3.3. HacTtpouka nokanbHoro agpeca

9.3.3.1. Pe3synbTaT KOHhUrypauum

e HacTtponTte nokarnbHbIM agpec TYHHens.

9.3.3.2. NpumeyaHun

e JlokanbHbIi agpec TYHHeENsl AODKEH COoBMagaTb C TPAHCMOPTHbIM MPOTOKOSIOM,
ncnonb3yembiM TyHHenem. B npoTuBHOM cnyvae uHTepdenc TyHHens He Oyper
paboTaTb (OygeT OTKMNOYEH).

e Ecnu nokanbHbIM agpec ykasaH KOCBEHHO MyTeM HaCTPOWKW OpYyroro uHTepdenca,
nokanbHbIA agpec sABNAeTcsi OCHOBHbIM agpecom IPv4 vnu nepBbiM rnobanbHbIM
obwenoctynHbiM agpecom IPv6.

9.3.3.3. 9Tanbl KOH(Urypauum

HacTtponka nokanbHoOro agpeca
o (ObgasarenbHo.

o BhinonHuTte kOMaHgy tunnel source B pexunme KoHUrypaumm nHtepdenca TyHHens,
4yTOObl YKa3aTb NIOKasnbHbI aapec TYHHens.
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9.3.3.4. NpoBepka KOH(pUrypaumum

e BbinonHute komangy show interface tunnel number, 4To6bl 0TO6Pa3nTL NOKaNbHbLIN
agpec TyHHens.

9.3.3.5. CBsA3aHHble KOMaHAbI

HacTpoiika nokanbHoro agpeca

KomaHga tunnel source { ip-address | interface-name interface-number }
OnwucaHve ip-address: ykasbiBaeT agpec IPv4 unu IPv6.

napamMeTpos Interface-name interface-number; yka3blBaeT Ha MHTepPdENiC ypoBHS 3
Pexxum Pexnm koHdurypaumm nHtepdenca

KOHdoUrypaumm

BcTpoeHHas Ecnn agpec IPv4 vnun IPv6 ykasaH Hanpsimyto, Heo6xooMMo HacTpouTb
nogckaska aZipec ycTtponcTsa

9.3.3.6. Npumep KoHcpuUurypaumum

HacTpoiika nokanbHoro agpeca

OTansbl HacTtpoinTe nokanbHbIn agpec TyHHens kak 1.1.1.1
KOHcpurypauum
QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel source 1.1.1.1
MpoBepka lMpoBepbTe KOHUrypauuio uHTepdenca TyHHens
KOHpurypauuu

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is no set
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9.3.4. HacTtpounka agpeca oqHOpPaHroBomn ceTu

9.3.4.1. PeaynbTaT KOHcUrypaumm

e TyHHEnNb B py4HOM pexumMe MOXHO MCMonb3oBaTb (MHTepdenc TyHHens paboTaer)
TOJSIbKO NOCIe HaCTPOWKK agpeca OOHOPAHrOBOW CETU.

9.3.4.2. NpumeyvaHun

e Agpeca OLHOPaAHroBbIX Y3rOB He MOryT ObiTb HACTPOEHbl ANSA aBTOMaTUYECKMX
TyHHEnewn.

9.3.4.3. 9Tanbl KOH(Urypaumum

HacTpouka agpeca ogqHOpaHroBou ceTtu

e Apgpeca ogHOPaHroBbIX Y3r0B AOMKHbI ObITb HACTPOEHbI NS BCEX TYHHENewn, Kpome
TyHHeneu 6to4 n ISATAP.

e BuinonHute KomaHgy tunnel destination B pexume koHdwUrypaumm uHTepdenca,
4YTOOblI HACTPOUTL aapPec OAHOPAHIOBOW CETU TYHHENS.

9.3.4.4. NpoBepkKa KOH(pUrypaumum

e BbinonHute komangy show interface tunnel, 4ToObl NpoBEpPUTL, HACTPOEH NN agpec
Ha3Ha4YeHus.

9.3.4.5. CBAA3aHHble KOMaHAbI

Hactpowka agpeca ogHOpaHroBou ceTu

KomaHga tunnel destination { ip-address }

OnwucaHuve ip-address: ykasbiBaeT agpec IPv4 unu IPv6

napameTpoB

Pexxum Pexxum koHdurypaumm nHtepderica

KOHdpurypauuu

BcTpoeHHas Heo6xoanmo HacTpoMTb OQHOPAHrOBbIM aapec TYHHENS! BPYYHYHO.

gootle e Tun Habopa NPOTOKOMOB HACTPOEHHOTO aApeca OJHOPAHIOBOMO y3na
AOMKEH COOTBETCTBOBATb MNPOTOKOMY TpaHCNopTa, MCNofb3yemMomy
TyHHenem. Ecnm oHM He coBnagawT, WHTepdenc TyHHens Oyger
OTKIIHOYEH (down)

9.3.4.6. Npumep KoHcurypaumm
Hactpownka agpeca ogHOpPaHroBou ceTm

OTansbl HacTponTe ogHopaHroBbli agpec TyHHeNd Kak 2.2.2.2
KOHUrypauum

QTECH# configure terminal
QTECH(config)# interface tunnel 1
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QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel destination 2.2.2.2

MpoBepka lNpoBepbTe KOHGUrypaumo nHTepdenca TyHHens
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source: UNKNOWN, destination 2.2.2.2, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip

9.3.4.7. TUNN4YHbIE OLLUNOKU

° A,D,pec OﬂHOpaHFOBOVI CeTn HaCTpOeH Ad aBTOMaTU4eCKOro TyHHen4.

e Aapec oQHOPaHroBOW CETU, HACTPOEHHbIV AN TYHHENs!, CoBnaaaeT ¢ aapecom ApYyroro
TYHHens.

9.3.5. Hactpowuka TOS TyHHens

9.3.5.1. PesynbTaT KOHUrypauum

o Ykaxute none TOS unu Traffic Class B 3aronoBke TpaHCNOPTHOrO NPOTOKONA.

9.3.5.2. NpumeyaHun

e Ecnu none TOS vnnu Traffic Class B 3aronoske TpaHCNOPTHOro NPOTOKONA He yKa3aHo,
none TOS unu Traffic Class npoTokona konupyeTcsi B 3aronoBoK.

9.3.5.3. 9Tanbl KOH(Urypauum

Hactpouka TOS TyHHens
e  OnuuoHanbHo.

e YT0Obl U3MEHNTL NPUOPUTET AAHHBLIX TYHHENSA B CETU, BbINONHUTE KOMaHAy tunnel tos
B peXnMe KoHUrypawumm nitepgenca.

9.3.5.4. NpoBepka KOH(pUrypaumum

e 3anyctute komaHgy show interface tunnel, 4Tobbl NnpoBepuTb, HacTpoeHa nm TOS.
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9.3.5.5. CBA3aHHble KOMaHAbI

Hactpouka TOS TyHHens

KomaHpa tunnel tos number

Onucanwue number: ykasbiBaeT TOS TyHHENs

napameTpoB

Pexxum Pexnm koHdurypaumm nHtepdenca

KOHUrypauum

BctpoeHHas Mo ymonuyaHuto, ecnun npoTtokon IPv4 ncnonb3yetcs Ang BHYTPEHHEN U
noackaska BHELWHEN WHKancynaumm B TyHHene, TOS-6anTbl BO BHYTPEHHEM

3arosioske |Pv4 konupytoTcst BO BHELLHMI 3aronoBok IPv4. Ecnn npoTokon
IPv6 ncnonb3yetca ans BHYTPEHHEN N BHELLUHEN MHKANCYNsaUMM KaHana,
TO OuT Knacca Tpaduka 8 Bo BHyTpPeHHeM 3arorioBke IPv6 konnpyeTcs Bo
BHeLIHMI 3aronoBok IPv6. B gpyrux cnydasax none TOS BO BHELLUHEM
3aronoske IPv4 n none Traffic Class B 3aronoeke |IPv6 nmeloT 3HayeHune
0

9.3.5.6. Npumep KoHcuUurypaumum

Hactpownka TOS TyHHens

OTansl Hactponka TOS TyHHens
KOHcpurypauum
QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel tos 2
MpoBepka lMpoBepbTe KOHUrypauuio uHTepdenca TyHHens
KOHpurypauuu

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0
Tunnel protocol/transport ipip

Tunnel transport VPN is VPN1
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9.3.6. Hactpouka TTL TyHHens

9.3.6.1. PeaynbTaT KOHUrypaumm

o Ykaxute npegesnt Komn-ea nepexogos WA TTL pgna 3aronoBkoB NPOTOKONa
MHKaNCynaunm TyHHenA.

9.3.6.2. ATanbl KOH(pUrypauum

Hactpowka TTL TyHHens
e  OnuuoHarnbHo.

e [lo ymonuaHuio 3HadyeHme TTL paBHO 255, 4To siBNsieTCA MakCuMarsibHbIM 3Ha4YEHUEM.

e YTOObl YMEHbBLWNTL OFpaHUYEHNE ANVHbI KaHana TyHHenNs, BbiNONHWTE komaHay TTL

TYHHENA.

9.3.6.3. NpoBepka KoOH(pUrypaumum

e 3anyctute komaHgy show interface tunnel, 4Tobbl NnpoBepuTb, HAacCTpoeH nn TTL.

9.3.6.4. CBsi3aHHble KOMaHAbI

Hactpownka TTL TyHHens

KomaHga tunnel ttl hop-limit

Onucanwue hop-limit: ykasbiBaeT npegen nepexonoB Anst TYyHHeNs

napameTpoB

Pexxum Pexxnm rnobanbHon KoHdurypauum

KOHdoUrypaumm

BctpoeHHas OrpaHnyeHne nepexodoB YKasblBaeT MaKCUMMarbHOEe  KONMYeCTBO

noackaska MapLLPYTU3aTOPOB, Yepe3 KOTOpble MOXET MPOXOAUTb NakeT. 3HadeHue
no ymonyaHmio — 255. 3ta KOMaHga MCnonb3yeTca AN YMEHbLUEHUS
OorpaHuyeHns KonnyecTsa NepexoaoB

9.3.6.5. NMpumep KoHcpUrypaumm

Hactpouka TTL TyHHens

OTansl Hactponka TTL TyHHens
KOHdpurypauuu
QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel ttl 3
MpoBepka MpoBepbTe KOHGUrypaumo nHTepgenca TyHHens
KOHUrypauunm
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QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 3

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is VPNI1

9.4. KOHTpOnb COCTOAIHUA

9.4.1. OTobpaxeHue

OnucaHue

KomaHaa

OTtobpakaeT UHopMaLMIO
06 nHTepgence TyHHeNs

show interface tunnel number

9.4.2. OTnapka

CucTeMHble pecypcbl 3aHATbl NpW BbIBOAE OTNAfoyvHOM MHdopmaumu. oaTtomy, oTknoumTe
oTnagKy cpa3sy nocre Ucrnosib30BaHusl.

OnucaHue

KomaHpa

Bkntovaet oTnagky
UHTepdenca TyHHens

debug tunnel
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10. AHCTPYMEHTblI  TECTUPOBAHWUA  CETEBbIX
COEOUHEHUM

10.1. O630p

CpefctBa TECTMPOBaHUS CETEN CBA3M MOXHO UCMOMNb30BaTh AN NPOBEPKU MOAKMOYEHUS CETH,
a TaKke Ans aHanusa u obHapyxeHus HeumcnpasHocTen ceTu. CpeacTBa TECTUPOBaHUSA CETEBbIX
KOMMYHUKaUMA BKIOYaloT B ceba MHCTpyMeHTbl npoBepkn naketoB B WHTepHeTe (PING) n
Traceroute. Ping ucnonb3yetca Ons NPOBEPKN CoefuMHEHUS U 3adepXku ceTu. bonbluas
3agepxKa ykasbiBaeT Ha 6onee HU3Kyl CKOpoCTb ceTu. PyHKkuma traceroute nomoraet ysHaTb
TONONOMNID PU3NYECKUX N FNOFMYECKMX KaHanoB M CKOPOCTb nepedadn AaHHbIX. Ha ceteBoM
YCTPOWCTBE MOXHO BbINOMHUTL KOMaHAbl ping wu traceroute, 4ToGbI UcCnonb3oBaTb ABa
WHCTPYMEHTa COOTBETCTBEHHO.

10.1.1. MpoTokonbl U cTaHAAPTbI

e RFC792: npotokon coobuieHni ynpaBsneHnsa NHTepHeTOM.
o RFC4443: npotokon ICMPv6 ansa npotokona VHTepHeTa Bepcumn 6 (IPv6).

10.2. NMpumeHeHne

NMpumeHeHune OnucaHue

TectupoBaHue cBsis3HocTu | CeTeBoe YCTPOMCTBO M Yy3en Ha3Ha4YeHWs MOAKIHYEHbl K
End-to-End IP-ceTn n HacTpoeHsl ¢ IP-agpecamun

TecT mapuipyTa xocTa CeTeBoe YCTPOMCTBO W Yy3en HasHayeHuUs MNOOKMIOYEHbI K
IP-ceTn n HacTpoeHsb! ¢ IP-agpecamun

10.2.1. TectupoBaHue ceasHoctn End-to-End

10.2.1.1. CueHapun
Kak nokasaHo Ha PucyHke 63, ceTeBoe yCcTponcTBo A 1 LieneBor XocT B nogknioveHsl K IP-ceTn.

Ecnn ceTeBOoe yCTPOWCTBO M LeNeBOM XOCT NOAKIOYEHbI K IP-ceTu, Lenbio Tecta CKBO3HOMo
NOAKMIOYEHNS ABMNSIETCA NPOBEPKA BO3MOXHOCTM nepeaayn IP-nakeTtoB mexay ABYMS KOHLAMM.
LleneBon xocT MOXeT BbITb CaMM CeTEBbIM YCTPONCTBOM. B aTOM criydae TecT nogknioyeHns
npeaHasHa4veH ans NnpoBepku ceTeBoro nHTepdenca n koHdurypauun TCP/IP Ha ycTponicTse.

PucyHok 63.
10.2.1.2. OnucaHve

BbinonHuTe oyHKUMIO ping Ha CETEBOM YCTPOMCTBE.
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10.2.2. TecT mapwipyTa XxocTa

10.2.2.1. CueHapuu

Kak nokasaHo Ha PucyHke 64, ceTeBoe yCcTponcTBO A 1 LieneBom XocT B nogknioveHsl K IP-ceTu.

Ecnu n ceteBoe yCTpOMCTBO, M LENEBON XOCT NOoAKMtoYeHbl K IP-ceTn, Tect mapLupyTta xocTa
HanpasneH Ha NPOBEPKY LUMO30B (MW MapLLPYTU3aToOpOB), Yepes KoTopble NPoxoasT IP-nakeTs!
Mexay ABYMSI KOHUaMu coefuHeHusi. Kak npaBuno, uerneBon XOCT HaxXOAUTCA He B TOM Xe
cermeHTe IP-ceTn, 4TO U ceTeBOE YCTPOMCTBO.

S "

A

PucyHok 64.
10.2.2.2. OnucaHwue

BbInonHUTE OYHKLNIO TPAaCCUPOBKN HA CETEBOM YCTPOUCTBE.

10.3. KnroyeBble 0COOEHHOCTU

10.3.1. O630p
PyHKUMA OnucaHune
Ping-Tect lNpoBepbTe, AOCTYNEeH Nn ykasaHHbln agpec IPv4 unn IPv6, u

oTo6pasnTe COOTBETCTBYIOLLYIO MHOPMAaLMIO

[MpoBepka TpaccupoBkn | OTOBpasuTe LWNto3bl, Yepe3 KoTopble NpoxoasaTt naketbl IPv4 unu
IPv6 npu nepegaye oT UCTOYHMKA K agpecaTy

10.3.2. Ping-TecT
10.3.2.1. MpuHUUN paboTbl

MHCcTpymeHT ping oTnpaBnseT coobuweHne 3anpoca npotokona ICMP Ha y3en HasHaveHus,
yTob6bLI 3anpocutb coobuweHne ICMP Echo Reply. Takum o6pasom, WHCTPYMEHT ping
onpeaendeT 3a4epXKy U COeaNHEHNE MeXay OBYMSA CETEBbIMU YCTPONCTBAMM.

10.3.2.2. CBsA3aHHasA KOHdurypaums

e BbinonHute komaHagy ping.
10.3.3. NpoBepka TpacCUPOBKU

10.3.3.1. MpuHUKMN paboTbl

WHcTpymeHT traceroute wucnonb3yet none Time to Live (TTL) B 3aronoskax ICMP- un
IP-coobweHnn ana tecta. CHavyana cpefcTtBo traceroute Ha ceTeBOM yCTPOMCTBE OTNpaBnseT
ICMP-coobuweHne ¢ TTL 1 Ha ysen HasHadeHus. [locne nonyyeHuss coobLueHUs nepsbiv
MapLipyTMsaTop Ha nytm ymedbwaet TTL Ha 1. Mo mepe Toro, kak TTL craHosutcsa O,
MapLipyTmM3aTop cbpacbiBaeT nakeTbl U Bo3BpawaeT coobuweHne ICMP Time exceeded Ha
ceTeBoe yCTpoMnCTBO. [locne nony4eHns 3Toro coobLleHns cpeacTBo traceroute o6HapyxmBaer,
YTO 3TOT MapLUPyTMU3aTOp CyLLEeCTBYET Ha AaHHOM MyTu, a 3aTeM OTMpaBnsieT nakeT 3anpoca
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ICMP ¢ TTL 2 Ha y3en HasHadyeHus ans obHapyXeHns BTOporo MmapLipyTtmsaTtopa. Kaxabin pas,
Korga WHCTpyMeHT traceroute yBenuumBaet TTL B coobweHun 3anpoca ICMP Ha 1
oBHapyxmMBaeTCs elle OOMH MapLupyTu3aTtop. OTOT NpoLEecC NoBTOpseTcs A0 Tex Mnop, rnoka
nakeT OaHHbIX He [OCTUrHeT y3na HasHadeHus. [locne TOro Kak nakeT AOCTUrHeT yana
Ha3HadeHus, y3en Bos3Bpawiaet coobuweHne ICMP Echo Bmecto coobuwenns ICMP Time
Exceeded Ha ceTeBoe ycCTpoMcTBO. 3aTeM WHCTpPYMeHT traceroute 3aBeplLuiaeT TecT W
oTobpaxaeT nyTb OT CETEBOro YCTPOMUCTBA K Y31y Ha3HaYeHus.

10.3.3.2. CBsi3aHHas KOHdurypauums

e BbinonHute komaHay traceroute.

10.4. HacTpouka

HacTtpowka OnuncaHne n KomaHga
Ping-Tect (HeobsizaTenbHO) ncnonb3dyeTcs Ans NpoBepKyM AOCTYNHOCTU agpeca
IPv4 vinn IPv6
ping BeinonHsaeT dyHkuuio Ping
[MpoBepka (HeobsizaTtenbHO) mucnonb3yeTca Anst oTobpaKeHus LUM30B, vepes
TPaccupoBKK KoTopble npoxoadat naketbl IPv4 nnu IPv6 npu nepegave M3 UCTOYHUKA
B Ha3Ha4yeHue
traceroute BbinonHsaeT dyHKuuio
traceroute

10.4.1. Ping-TecT
10.4.1.1. Pe3ynbTaT KOHUrypaumum

lMocre BbINOMHEHWA ping-TecTa Ha CeTeBOM YCTPOWCTBE MOXHO Y3HaTb, MOAKMIOYEHO I
CceTeBOe YCTPOWMCTBO K y3Mny HasHayeHWss 1 MOXHO N nepefasaTtb NakeTbl Mexay ceTeBbiM
YCTPONCTBOM M Y3IOM Ha3Ha4YeHus.

10.4.1.2. MNpumeyvaHusn

Ha ceteBom ycTponctee gormkeH 6biTb HacTpoeH IP-agpec.

10.4.1.3. dTanbl KOH(Urypauum
e YT0bBbLI NpOBEPUTBL, AOCTYNEH Nu agpec IPv4, ucnonebsyinte komanay ping IPv4.
e YT0bBbLI NPOBEPUTBL, JOCTYNEH Nu agpec IPv6, nucnonssymnte komanagy ping IPv6.
10.4.1.4. NMpoBepka KOHhUrypauum

BbinonHute komMaHdy ping, 4TOGblI OTOGPa3vMTb COOTBETCTBYIOLLYIO WMHAOPMALMIO B OKHE
nHTepgenca komaHgHom ctpoku (CLI).
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10.4.1.5. CBA3aHHble KOMaHAbI

Ping IPv4

KomaHga

ping [oob | vrf vrf-name | ip] [address [via mgmt-name ] [length length ]
[ntimes times] [timeout seconds] [data data] [source

source] [df-bit] [validate] [detail] [interval millisecond]]

OnwucaHune
napamMmeTpoB

oob: ykasbiBaeT ucnonb3oBaHne MGMT-nHTepderica Kak NCTOUHUKA.
370T napameTp Heobxoaumo HacTtpouTb, ecnv nopT MGMT ykasaH B
KayecTBe MCXOOHOro nopra.

vrf-name: ykasbiBaet nmsa mapwpytmsaumm n nepecbinikn VPN (VRF).
address: ykasbiBaeT agpec |Pv4 HazHauyeHus unm umsi JomeHa.
mgmt-name: ykasbisaeT nopt MGMT B pexume OOB.

length: ykasbiBaeT gnnHy naketa gaHHbIX. [nanasoH 3Ha4veHun ot 36 go
18024. AnuHa no ymonyaHuo — 100.

times: ykasbiBaeT KONMYECTBO 3anpocoB. [nana3oH 3HadeHun oT 1 go
4294967295

seconds: yka3biBaeT BpeMs oxunaaHusa. 3HadeHune Bapbupyetcsa ot 1 oo
10 cekyHA.

data: ykasbiBaeT gaHHble B nakeTe. [laHHble - 3TO CTPOKa pasMepoM OT
1 go 255 6ant. o ymonyaHuio cTpoka nmeeT 3HaveHune "abed".

source: ykasblBaeT ucxogHoln agpec IPv4 unn nopT-UCTOYHMK NakeTa.
Anpec nHtepdeiica obpaTHoln cBa3un, Hanpumep, 127.0.0.1, He MoXeT
MCNoNb30BaTbCs B KAYECTBE NCXOAHOro agpeca.

df-bit: HacTpownka 6uta DF IP-agpeca. Ecnn ansa 6uta DF yctaHoBneHo
3Ha4veHue 1, nakeT He oparmeHTMpoBaH. 1o ymonyanuo 6ut DF nveet
3HayeHue 0.

validate: HacTpolka NpoBEPKN OTBETHOrO NakeTa.

detail: HacTponka oTobpaxkeHus coobiieHns Echo Reply (3xo-oTtBeT)
noapobHo. o ymonyaHuio MCcnonb3yeTcs TOMbKO BOCKMLUATENbHbIN
3HakK (1) n Touka (.).
millisecond: ykasbiBaeT uHTepBan OTMNpaBku Naketa ping. 3HaveHue
Bapbupyetca or 10 mc go 300000 mc. WHTepBan no ymonyaHuio
coctasnseT 100 mc

Pexxum
KOHdoUrypaumm

B pexume User EXEC MOXHO BbINOSHWUTL TOMbKO 6a30BYyt0 (OyHKLNIO
ping. B pexume Privileged EXEC MOXHO BbINONMHUTE PaCLLUMPEHHYIO
dyHKUMIO ping.

B Opyrnx pexumax HacTpPOWKM MOXHO BbINOMHUTL KoMaHay do ang
BbIMOMHEHUS  paclumMpeHHon  dyHKuun  ping.  Ona  nonydeHus
OOMNONHUTENbHON  WH(OpMaLMM O KOHUrypaumm CM. oOnucaHue
KoMmaHAabl do
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Mcnonb3oBaHue Mpu BbINONHEHMM YHKUMM ping oTOBpaxkaeTca MHpopmaumst o6 oTBeTe
KOHpurypauuu (ecnn TakoBOW wuMmeeTCcHd), a 3aTeM BbIBOOUTCA COOTBETCTBYHOLLAs

ctatuctmka. C NoOMOLLbI0 PYHKLUM pacLUMPEHHOrO ping MOXHO ykasaTb
KONMYECTBO, ANMHY 1 BPEMSI OXNOAHUSi NakeToB Ans oTnpaBku. Kak 1 B
G6asoBo yHKUMKM ping, OyaeT BbIBOAUTLCS COOTBETCTBYHOLLAS
cTaTucTumKa.

UTto6bl Mcnonb3oBaTb MMS JOMEHa, HeoBXOAMMO CHavana HacTpouTb
cepBep goMeHHbIX MMeH (DNS). MNMogpobHee o HAacTpoike cM. B pasgene
Hactponka DNS

Ping IPv6

KomaHpa

ping [vrf vrf-name | [oob] ipv6] [address [ via mgmt-name ]
[length length ] [ntimes times] [timeout seconds] [data data]
[source source] [detail] [interval millisecond] [out-interface
interface]]

OnuncaHue napameTpoB

oob: ykasbiBaeT ucnonb3oBaHne MGMT-uHTepderica kak
WCTOYHUKA. DTOT nmapameTp HeobXxoguMO HaCTPOUTb, ECNU
nopT MGMT yka3aH B kadeCTBe UCXOOHOro nopra.

vrf-name: ykasbiBaeTt nvs VRF.

address: ykasbiBaeT agpec |IPv6 HasHayeHus unu wums
JOMeHa.

mgmt-name: ykasbisaeT nopt MGMT B pexnme OOB.

length: ykasbiBaeT AOnMHY MakeTa [AaHHbiX. [uanasoH
3HayeHun oT 16 go 18024. nnHa no ymonyaHuo — 100.

times: ykasbiBaeT KOnuMyecTBO 3anpocoB. [lnanasoH
3Ha4veHun ot 1 0o 4294967295.

seconds: ykasblBaeT BpeMs  OXugaHusa.  3HadeHue
BapbupyeTcsa oT 1 go 10 c.

data: ykasbiBaeT gaHHble B nakeTe. [aHHble - 3TO CTpoka
pa3mepom oT 1 go 255 Gant.

source: ykasblBaeT ucxofdHbln agpec IPv6 unn nopt-
UCTOMHMK  nakeTa. Agpec wuHTepdenca loopback,
Hanpumep::1, He MOXEeT WCNoNnb3oBaTbCA B KayecTBe
NCXOAHOro agpeca.

detail: HacTponka oTobpaxeHua coobuieHnsa Echo Reply
(axooT1BET) NoapobHO. Mo ymonyaHuio UCNoNb3yeTcs TOSbKO
BOCKNMUaTernbHbIv 3HakK (1) n Touka (.).

millisecond: ykasblBaeT uMHTepBan OTNpaBKM Maketa ping.
3HayeHune Bapbupyetcsa oT 10 mc go 300 000 mc. UHTepBan
no ymon4yanuio cocrasnsiet 100 mc
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Pexxum koHdurypaumm B pexume User EXEC MOXHO BbINONMHUTL TONbKO 6a3oByto
dyHkumio ping IPv6. B pexnme Privileged EXEC moxHO
BbIMOMHNUTL paclUMpeHHyo dyHKumio ping IPv6.

B apyrnx pexmnmax HaCTpOMKM MOXHO BbIMOSTHUTL KOMaHAy
do 4nsa BbINOMHEHWA pacluMpeHHon dyHKuun ping. Ons
NonyyYeHns 4oNoSTHUTESNbHOW MHAJpOpMaL MK O KOHdUrypaumm
CM. onucaHue koMmaHabl do

Mcnonb3oBaHne Mpn BbINONHeHUn dyHkuMn ping |Pv6 oTtobpasntca
KOHpurypauum nHdopmMaumss 06 oTBeTe (eCcnu TakoBOWM MMEETCH), a 3aTem
OyaeT BbiBe4eHa COOTBETCTBYHOLLAS CTAaTUCTMKA.

C nomowbto IPV6 dyHKUMM paclUMpPEHHOro ping MOXHO
yKasaTb KONIM4eCTBO, ANVHY U BPEMS OXMAAHWSA NaKeToB A1
otnpaBkn. Kak n B 6asoson IPv6 dyHkuun ping, 6yaet
BbIBOAUTBLCS COOTBETCTBYHOLLAA CTATUCTUKA.

YT1obbl Mcnonb3oBaTb MM AOMEHa, HeobxogMMo cHavana
HacTpouTb DNS. MNMogpobHee o HacTpolrike cM. B pasgene 6
HacTtponka DNS
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10.4.1.6. NMNpumep KoHcpUrypaumm

BbinonHeHne 6asoBon yHkuum Ping

OTanbl KOHGUrypaumm

B npusuneruposaHHom pexxmume EXEC BbInonHUTE kKOMaHay
ping 192.168.21.26

Common ping command:
QTECH# ping 192.168.21.26

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/10 ms

Detailed ping command:
QTECH#ping 192.168.21.26 detail

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26: bytes=100 time=4ms TTL=64
Reply from 192.168.21.26: bytes=100 time=3ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/4 ms

MpoBepka KoHurypauum

OTtnpasbTe NATL NakeToB pasmepoM 100 6anT Ha yKka3aHHbIN
IP-agpec, n nigopmauuma ob oteete byget otobpaxarbca B
yka3aHHoe Bpemsi (2 ¢ no ymon4yaHuio). [lanee BbIBOAUTCSH
cTaTucTuka

BbinonHeHne hyHKuun pacwmpeHHoro Ping

OTanbl KOHGUrypaumm

B npuBunernposaHHom pexume EXEC BbinonHWTEe KOMaHady
ping 192.168.21.26. Kpome TOro, ykaxxute OJIMHY, KONIMYECTBO U
BPEMS OXXMOAHWUSA NaKeToB
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Common ping command:

QTECH# ping 192.168.21.26 length 1500 ntimes 100 data ffff
source 192.168.21.99 timeout 3

Sending 100, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:

< press Ctrl+C to break >

T LT,

Success rate is 100 percent (100/100), round-trip
min/avg/max = 2/2/3 ms Detailed ping command:

ping 192.168.21.26 length 1500 ntimes 20 data ffff source
192.168.21.99 timeout 3 detail

Sending 20, 1500-byte ICMP Echoes to 192.168.21.26, timeout

is 3 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:

bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=2ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=3ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64

Success rate is 100 percent (20/20), round-trip min/avg/max

=1/1/3 ms
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MpoBepka KoHUrypaumm

OtnpaebTe aBaguatb 1500-6anToBbLIX NAkeToB MO yKazaHHOMY
IP-agpecy, n nHdopmaumnsa o6 otBeTe (€Cnu TakoBOWM MMeEETCs)
Oynet oTobpaxaTbCa B yKazaHHOE Bpems (Mo ymonyaHuto 3 c).
[anee BbIBOAWTCS CTaTUCTUKA

BbinonHeHune ¢pyHkunn Common Ping IPv6

OTanbl KOHGUrypaumm

B npusunernposaHHom pexume EXEC BbINONHUTE KOMaHOy
ping ipv6 2001::1

Common ping command:
QTECH# ping ipvé 2001::1

Sending 5, 100-byte ICMP Echoes to 2001:1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/2/10 ms

Detailed ping command:

QTECH#ping 2001::1 detail

Sending 5, 100-byte ICMP Echoes to 2001::1, timeout is 2
seconds:

< press Ctrl+C to break >

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/1/1ms

MpoBepka KoHurypauuu

OtnpasbTe NATb NakeToB pasmepomM 100 6anT Ha yKka3aHHbIN
IP-agpec, n nigopmauuma o6 oteeTe bygeTt oTobpaxaTbecs B
yKka3aHHoe BpeMsi (2 ¢ no ymonyanuio). [lanee BbIBOAUTCH
cTaTucTuka
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BbinonHeHune pyHKuum pacwmpeHHoro Ping IPv6

OTanbl KoHUrypaumm

B npusunermposaHHom pexmme EXEC BbINOnHWTE KOMaHOy
ping ipv6 2001::5. Kpome TOro, ykaxuTte OfunHYy, KONMYECTBO U
BPEMSI OXXMOAHNA NaKeToB

Common ping command:

QTECH# ping ipvé 2001:5 length 1500 ntimes 100 data ffff
source 2001::9 timeout 3

Sending 100, 1500-byte ICMP Echoes to 2000:1, timeout is 3
seconds:

< press Ctrl+C to break >
T R T

Success rate is 100 percent (100/100), round-trip min/avg/max
= 2/2/3 ms Detailed ping command:

QTECH#ping 2001::5 length 1500 ntimes 10 data ffff source
2001::9 timeout 3

Sending 10, 1500-byte ICMP Echoes to 2001:5, timeout is 3
seconds:

< press Ctrl+C to break >
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::

5: bytes=1500 time=Ims
5
5
5
Reply from 2001::5: bytes=1500 time=1ms
5
5
5
5
5

: bytes=1500 time=1ms
: bytes=1500 time=1ms
: bytes=1500 time=Ims

Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::

: bytes=1500 time=Ims
: bytes=1500 time=Ims
: bytes=1500 time=1ms
: bytes=1500 time=1ms
: bytes=1500 time=1ms

Success rate is 100 percent (10/10), round-trip min/avg/max =
1/1/1 ms

MpoBepka KoHurypauuu

OtnpaebTte cTo0 1500-6anTOBLIX MAKETOB MO YKa3aHHOMY agpecy
IPv6, n nHcpopmaums ob oteeTe (ecnu TakoBon nmeetcs) byaet
oTobpaxaTbCs B ykazaHHOe Bpems (no ymonyaHuio 3 c). fanee
BbIBOAUTCA CTATUCTMKA
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10.4.2. NpoBepKa TpacCUPOBKU

10.4.2.1. Pe3ynbTaT KOHdUrypauum

Mocne BbINOMHEHMS TPOBEPKN TPACCUPOBKN HA CETEBOM YCTPOMCTBE MOXHO Y3HaTb O TOMONornm
MapLUpyTU3aLmm Mexay ceTeBbiM YCTPOMCTBOM M y3510M Ha3HavyeHus, a Takke O LUN3ax, Yepes
KOTOpPble NakeTbl OTNPaBNATCA C CETEBOr0 YCTPOMCTBA Ha y3en HasHauyeHus.

10.4.2.2. NpumeyvaHun

CeTeBoe yCTPONCTBO AOMKHO ObITb HACTPOEHO Ha IP-aagpec.

10.4.2.3. 9Tanbl KOH(Urypaumm

e YT100blI OTCNeguTb MapwpyT, No Kotopomy OyaeT cnepoBaTb nakeT IPv4 Ha yaen
Ha3Ha4eHus, BbINOMNHNTE KOMaHAy traceroute IPv4.

e YT100OblI OTCNeguTb MapwpyT, No KoTopomy OyaeT cnepoBaTb nakeT IPv6 Ha yaen
HasHayeHus, BbINOMNHUTE KoMaHay traceroute IPv6.

10.4.2.4. NpoBepka KoOH¢pUrypaumm

BbinonHuTe komaHay traceroute, 4Tobbl 0TOOPa3nTb COOTBETCTBYHOLLYO MHOPMALMIO B OKHE
NMHTepdenca KOMaHLHON CTPOKN.

10.4.2.5. CBA3aHHbIe KOMaHAbI

Traceroute IPv4

KomaHga traceroute [oob | vrf vrf-name | ip] [adress [ via mgmt-name
] [probe number ] [source source] [timeout seconds] [ttl
minimum maximum]]

OnucaHue napameTpoB oob: ykasbiBaeT wucnonb3oBaHne MGMT-uHTepdenca kak
MCTOYHMKA. DTOT napameTp HeobxoouMO HacTpoOUTb, €Cnu
nopT MGMT ykasaH B Ka4ecTBe MCXOOQHOrO nopTa.

vrf-name: ykasbiBaeT umsa VRF.

address: ykasbiBaeT agpec IPv4 HasHayeHus wunu ums
AOMEHa.

mgmt-name: yka3biBaeT nopt MGMT B pexnme OOB.

number: ykasbiBaeT KONMMYECTBO 3anpocoB. [nanasoH
3HaveHun ot 1 go 255.

source: ykasblBaeT uUcxoaHbln agpec IPv4  wnu
NnopT-UCTOYHMK nNakeTa. Agpec WHTepdenca obpaTHom
cB43n, Hanpumep, 127.0.0.1, He MOXeT UcCrnonb3oBaTbCA B
KayecTBe UCXOQHOro agpeca.

seconds: ykasblBaeT Bpemsi  oxuaaHus.  3HayeHue
BapbupyeTtcsa ot 1 go 10 c.

minimum  maximum:  ykasblBaeT  MWHUMaribHOEe U
MakcumansHoe 3HayeHust TTL. [lnanasoH 3HaveHnn oT 1 oo
255
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Pexxum koHdurypaumm B nonb3oBaTensckom EXEC-pexume MOXHO BbINOSHUTL
TONbKO basoByto OyHKUMIO TpaccupoBKM. B

npusmnernpoBaHHbin EXEC-pexume MOXHO BbINONMHUTD
pacLunpeHHyto oyHKUMIO traceroute

Mcnonb3oBaHue
KOHdoUrypaumm

KomaHga traceroute ucnonb3yetcs nsi NpOBepKM CeTeBOro
MOAKMOYEHNsT U TOMHOrO onpeaeneHnss HeMcnpaBHOCTM Mpu
BO3HWKHOBEHUN HencnpaBHOCTU. YTobObl MCNoNb30oBaTh UMS
AomeHa, Heobxogmmo cHadvana Hactpoutb DNS. MNogpobHee
O HacTpowke cM. B pasgene 6 Hacmpolka DNS

Traceroute IPv6

KomaHpa

traceroute [ vrf vrf-name | [ oob ] ipv6 ] [ address [ via mgmtname ] [
probe number ] [ timeout seconds ] [ ttl minimum maximum ]

Onucanve
napameTpoB

00b: ykasbiBaeT nokanbHoe ynpaeneHne. AToT napameTp Heobxoaumo
HacTpouTb, ecnn nopT MGMT ykasaH kak nopT NCTOYHUKA.

vrf-name: ykasbiBaeT nvs VRF.
address: ykasbiBaeT agpec IPv6 HasHayeHnsa nnu ums oMeHa.
mgmt-name: ykasbisaeT nopt MGMT B pexnme OOB.

number: yka3biBaeT KONMYECTBO 3anpocoB. [nana3oH 3Ha4veHun ot 1 go
255.

seconds: yka3blBaeT BpeMsi oxungaHus. 3HavyeHne BapbupyeTcsa oT 1 go
10 c.

minimum maximum: ykasblBaeT MMWHMMASNbHOE W MakcumasibHoe
3HavyeHna TTL. dnana3oH 3HadeHumn ot 1 oo 255

Pexxum
KOHcpurypauum

B pexume User EXEC MOXHO BbINOMHUTL TOSMLKO 6a30BY0 (PYHKLMIO
traceroute IPv6. B npuBunermpoaHHom pexmme EXEC MOXHO
BbIMOMHUTE paclUMpeHHyto pyHKuumto traceroute IPv6

Wcnonb3oBaHue
KOHdpurypauuu

KomaHpa traceroute IPv6 wucnonb3yetcd Ans MNpoOBEpKM CeTeBOro
NMOAKMIOYEHNS M TOYHOrO OnpedernieHnss Mecta HeWCrnpaBHOCTU Mpu
BO3HMKHOBEHUWN HeucnpaBHOCTM. YToObl ucnonb3oBatb UMSA LOMEHA,
Heobxoanmo cHavana HactpouTb DNS. NMogpobHee 0 HacTpolrike CM. B
pasgene 6 Hacmpolika DNS
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10.4.2.6. NMpumep KoHcpUrypaumm

BeinonHeHne dyHkuumn Traceroute

OTanbl KOHGUrypaumm

B npusuneruposaHHom pexxmume EXEC BbInonHUTE kKOMaHay
traceroute 5.134.219.3

QTECH#traceroute 5.134.219.3

< press Ctrl+C to break >

Tracing the route to 202.108.37.42
1192.168.12.1 0 msec 0 msec 0 msec
2192.168.9.2 0 msec 4 msec 4 msec
3192.168.110.1 16 msec 12 msec 16 msec

4***

5 5.134.219.3 12 msec 28 msec 12 msec

MNpeablaywmn pesynbTaT TecTa MOKasblBaeT, YTO CeTeBoe
YCTPOMCTBO nofiydaeT pgoctyn K xocty 5.134.219.3,
nepefasasd nakeTbl 4Yepe3 wno3bl 1-4. Kpome TOro,
oTobpaxaeTca Bpemsi, Heobxogumoe Ana poctyna K
KakgoMy LUNo3y, a w3 4 HencnpaseH

BeinonHeHue dyHkuun Traceroute IPv6

OTanbl B npusuneruposaHHom pexmme EXEC BbInonHUTe kKOMaHay traceroute
KOHcpurypauum ipv6 3004::1

QTECH# traceroute ipvé 3004::1

< press Ctrl+C to break >

Tracing the route to 3004::1

3000:1 0 msec 0 msec 0 msec
3001:1 4 msec 4 msec 4 msec
3002:1 8 msec 8 msec 4 msec

3004:1 4 msec 28 msec 12 msec

Mpeablaywmin pesynbTaT TecTa MnokasbiBaeT, YTO CETEBOE YCTPOMCTBO
nonyyaet goctyn Kk xocty 3004:1, nepenasas naketbl Yepes LWito3bl 1-4.
Kpome TOro, otobpaxaerca Bpems, Heobxogumoe Ansg Joctyna K
Ka)kgomy LUo3y
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11. HACTPOUKA TCP
11.1. O630p

MpoTokon ynpaeneHus nepedadven aaHHblx (TCP) — 3TO NpoTOKON TPaHCNOPTHOrO YPOBHS,
obecneyvnBaloLWLn HagexHble cryXbbl, OPUEHTMPOBaHHbIE HA NoaknoyeHne u IP, ansa ypoBHs
NPUNOXEHUN.

lMoTokn MexceTeBbiX AaHHbIX B 8-OUTHbIX BanTax nepefaroTcs C YPOBHSA MPUMOXKEHUS Ha
ypoBeHb TCP, a 3atem bparMeHTUpYyOTCA Ha CEerMeHTbl NakeToB Haanexallen AnnHbl Yyepes
TCP. MakcumanbHbin pasmep cermeHta (MSS) 06bIMHO oOrpaHuMyMBaeTCs MaKCMMaribHbIM
pa3mepoM nepegasaemoro 6noka (MTU) Ha ypoBHe kaHana gaHHbiX. [locne 3Toro naketbl
oTnpaensalTCs Ha ypoBeHsb IP, a 3atem Ha ypoBeHb TCP nonydatens no cetu.

UTtob6bl NpegoTBpaTMTL NOTEPKD MAKETOB, KaXabl 6anT naeHTMduumpyeTcsa no nopsakoBbiM
Homepam 4epe3 TCP, uto obecneuvBaeT nofydYeHWe nNakeToB, NpeaHa3HaAYeHHbIX 4514
ofHopaHroBoro y3na. lNocne nony4yeHns naketa nonyvartens OTnpaBnseT oTBeTHbIM nakeT TCP
ACK. Ecnu otnpasutenb He nonyyaeT ACK-nakeTbl B TeuyeHue pasymHoro spemeHn RRT,
COOTBETCTBYIOLLME NAKETbI (MPEeAnoNnoXUTENbLHO NOTEPsIHHbIE) ByayT NnepenaHbl MOBTOPHO.

o [lpotokon TCP ucnonb3yeT pyHKLNIO KOHTPOSTbHOM CYMMbI OJ151 TPOBEPKN LLENTOCTHOCTU
AaHHbIX. KpomMe Toro, Ans npoBepkM AaHHbIX MOXHO MCMONb30BaTb ayTeHTU(MKaumio
Ha ocHoBe MD5.

e [Ina obecneyeHns HageXHOCTU WCMOMb3YKTCSA MexaHuaMm obpaTHOM nepedayn no
TanmayTy U MexaHn3m obpaTHOWN CBA3MN.

e [poTokon CKOMb3ALLEro OkHa Ucnosnb3yeTcs ANs ynpasneHus notokamu. Kak ykasaHo
B [poTokone, HemaeHTUULMPOBAHHbIE TPYMMNbl B OKHE AOSMKHbI OblTb nepenaHbl
MOBTOPHO.

11.1.1. MpoToKonbl U cTaHAapPTbI

e RFC 793: npoTokon ynpasrneHusa nepegaden.
o RFC 1122: TpeboBaHus K UHTEPHET-XOCTaM — YPOBHM CBSA3MN.
e RFC 1191: obHapyxeHune MTU nyTn.

e RFC 1213: ynpaBnsiemast 6a3a gaHHbIX 418 CETEBOr0 aiMUHNCTPUPOBAHMSA Ha OCHOBE
TCP/IP: MIB-II.

e RFC 2385: 3awuTta ceaHcoB BGP ¢ nomolupbto onuum nognucu TCP MDS5.

e RFC 4022: 6a3a ynpasnstowien nHpopmaumm Ans npoTokona ynpaesneHus nepegaden
(TCP).

11.2. MpnmeHeHue

NMpumeHeHue OnucaHue

Ontnmmsaumsa Utobbl n3bexate dparmeHTaumm naketoB TCP Ha kaHane ¢

npoussoauTensHoctn TCP | HeGonblumm  MTU, BkmodeHo oGHapyxeHne MTU nyTu
(PMTUD)

O6HapyxeHue ucknoyenns | TCP nposepseT, paboTaeT v ogHOPaHroBbIv y3en
coeauHeHus TCP HopMarnbHO
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11.2.1. OnTuMmunsaumua npoussoauteribHoctn TCP

11.2.1.1. CueHapuu

Hanpumep, coeanHenne TCP yctaHaenueaeTcs mexay A u D, kak nokasaHO Ha criegyroliem
n3obpaxeHmn. MTU kaHana mexay A n B coctaenset 1500 6ant, 1300 6ant mexagy B n C, n
1500 6ant mexgy C n D. [Ina ontumusauun npoussoguTtenbHocTn nepegayn TCP cnepyet
nsberatb oparmeHTaumm naketos mexay B n C.

C D

é [y, GEO/2
GE0I N GE[):ﬂéﬂ %

PucyHok 65.

A, B, C n D aenstotca mapLupyTusaTopamu.

11.2.1.2. OnucaHue
e  Bknounte PMTUD Ha Aun D.

11.2.2. O6HapyxeHue ucknrovyeHmsa coegnHeHmns TCP

11.2.2.1. CueHapuu

Hanpumep, Ha cneayowem n3obpaxeHun nonb3oBaTeNb BXOAUT B cuctemy yepes telnet, Ho
paboTaeT HenpaBwUMbHO, KakK MOKa3aHO Ha cnegywouwem nsobpaxeHun. B cnyvae Tanmm-ayta
nosTopHou nepegaym TCP coeauHeHune nonb3osatend TCP ocTaeTcs B TedeHne nnTenbHOro
BpemeHn. Takum obpasom, TCP keepalive MoxeT ObiTb ucnonb3oBaH Ans ObICTPOro
oOHapyxeHus ucknoveHus coegnHerns TCP.

A
Loopback0 Q ;

PucyHok 66.
A — 3TO MapLpyTusaTop.

11.2.2.2. OnucaHve

o Bknounte nogaepxky TCP keepalive Ha A.
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11.3. KnroyeBble 0COBEHHOCTU

11.3.1. ba3oBble KOHLUeNnuuu

®Popmart 3aronoska TCP

0

1 2 3

0123456789 0123456789012345678901

e e St e S L L st e s

Source Port | Destination Port [ e i s e S e S i s Ml ks H
e i e E H e it st L | Sequence

Number | A=ttt =ttt ottt =t
tot—t—t—t—t—t—t-+ | Acknowledgment Number [ 4=+

B et e e o T e e et e e s et e e

| Data | [UIA|IP|RISIF| I
| Offset| Reserved |R|C|S|S|Y|I| Window |
| | [GIK|H|T|N|N| | A=ttt —t—t—F—+—+-

s et e s e e e e

| Checksum | Urgent Pointer | A=ttt —t—t—+-
F—d—d -ttt -ttt -ttt —t—t—t—t—F—+—+—F+—+—+ | Options
| Padding | +-+-+-+-F+-F+-F-F-F-F-F-F-F-F-F—-F—-F—-F-F+—F+—F—F—F+—-F+-+-+—+-
+—t—t—F+—+-+ | data [ e e e e e e e A e

e s e s e e e e

Source Port (McxogHbIM NOPT) — 3TO 16-pas3psgHbI HOMEP MCXOOQHOro nopTa.

Destination Port (Mopt Ha3HayeHMA) — 3T0 16-pa3psgHbIi HOMEp nopTa
Ha3Ha4YeHus.

Sequence Number (MopsaakoBbIN HOMep) — 370 32-OUTHLIN NOPALKOBbLIA HOMEP.

Acknowledgment Number (Homep noarBepxaeHust) — 370 32-6UTHbIA HOMEP,
KOTOpbIA orpeaensdeT criedyroWwun NopsaakoBbii HOMeEP, KOTOPbIA JOMKEH NOSy4vuTb
nonyyarens.

Data Offset (CmelwieHne AaHHbIX) — 3TO 4-paspsagHoe YUCno, ykasbiBalollee obuiee
KonuyecTtBo 6antos B 3aronoske TCP (onuusa BkAoYeHa), pa3geneHHoe Ha 4.

But donara — 6 6ut. URG: none cpoyHoro ykasatens ssnsetcda 3Ha4ymmbiM; ACK: none
noaTBepXaeHua sBnseTcsa 3HadymMmbiM; PSH: ykasbiBaeT Ha dyHkumio push; RST:
cbpacbiBaetr TCP-coeguHenne; SYN: CUHXPOHM3MPYET MNOPSIAKOBbIA  HOMEpP
(yctanaBnuBaet TCP-coeamHeHnue); FIN: Gonblwe HeT AaHHbIX OT OoTnpaBuTens
(3akpbiBaeT TCP-coeanHeHue).

16-6uTHOE 3Ha4YeHWe OKHa ucnonb3yeTca AnA ynpaBneHus notokamu. B Hem
ykasblBaeTcs 06beM AaHHbIX, KOTOpble MOryT nepefaBaTbCa U3 OQHOPaHroBOro yana
mexay naketamu ACK.

Checksum (KoHTponbHasa cymma) — 9710 16-pa3psgHasi KOHTPOnbHas cymMmMa.

Urgent Pointer (Yka3aTenb CpPOYHbIX AaHHbIX) MMeeT 16-pa3psaHylo BEpCuio U
nokasblBaeT KOHeL, CPOYHbIX OaHHbIX, YTOObI MOXHO ObINO NPOAOIXUTL NPepBaHHbIE
NoTOKM AaHHbIX. [pun yctaHoske 6uta URG gaHHbIe nonyyarT npyopuTeT Hag apyrumu
NOTOKaMUN OaHHbIX.
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TpexcTtopoHHAaAa TexHonorna TCP Handshake

e [lpouecc TpexcTopoHHero kButupoBaHus TCP BbinonHAeTCca cnegyrowmm obpasom:
1. KnumeHT oTnpaensieT Ha cepeep nakeT SYN.
2. Cepsep nonyyaet nakeT SYN u otBevaet naketom SYN ACK.
3. KnwueHt nonyyaet nakeT SYN oT cepBepa u otBevaeT naketom ACK.
e [locne TPexCTOPOHHEro KBUTMPOBAHUSA KIWEHT U cepBep YCMELHO MOAKIYEHbl U
roToBbl K Nepegaye JaHHbIX.
11.3.2. O630p
PyHKUMA OnucaHwue
HacTtponka TanM- | HacTponka Tanm-ayTa oXxugaHusi OTBETHOrO nakeTa Mocre oTnpaBku
ayta SYN naketa SYN nnu SYN ACK

HacTtporika pasmepa

OKHa

HacTtpoika pasmepa okHa

HacTtporka  cbpoca
OTNpaBKU NAKeTOB

HacTtponka otnpaBks naketoB cbpoca TCP nocne nony4veHus
coobLeHnn nopTa BHe AocTyna

Hactporka MSS

HacTtponte MSS ona nogkntoveHna TCP

O6HapyxenHne MTU
nyTu

Hangute HaummeHbwmn MTU Ha nymm nepegaun TCP nu
oTperynupyite pasmep naketoB TCP Ha ocHoBe atoro MTU, 4tobbi
n3bexartb parmeHTaLmm

TCP Keepalive

MpoBepbTe, paGoTaeT N OAHOPAHIOBLIV Y3e HopMasibHO

11.3.3. HacTtpounka Tanm-ayta SYN

11.3.3.1. NMpuHUKMN paboTbl

CoeanHenne TCP ycTtaHaBnuBaeTcsi nocrne TPeXCTOPOHHEro KeuTupoBaHus: OTnpasBuTenb
otnpasnseT naket SYN, nonydatenb otBeyaeT naketoM SYN ACK, a 3atem oTnpasutenb

oTBeYyaeT naketom ACK.

e Ecnu nonydyatenb He otBevaeT Ha nakeT SYN ACK nocne Toro, kak oTnpaBuTENb
otnpaensieT nakeT SYN, otnpaBuTtens npogorikaeT nepeaasatb naketT SYN B TedeHne
onpeaeneHHoro BpeMeHn nnu 4o UCTeYEHMs nepnoga Tamm-ayTa.

e Ecnu nony4yartens otBetuT Ha nakeT SYN ACK nocne Toro, kak oTnpaBuTeNb OTNPaBuT
naket SYN, HO oTnpasutenb He oTBeTUT Ha nakeT ACK, nonyyatenb npogosrkaer
nepegasaTb nakeT SYN ACK B TeuyeHne onpeaeneHHoro BpeMEHN UnNu 4o UcTeveHus
nepuoga Tanm-ayta. (9710 nponcxoauT B cnyyae dnyga SYN.)

11.3.3.2. CBAA3aHHasn KoHduUrypaums

Hactpowka tanm-ayta TCP SYN
e Tamm-ayt TCP SYN no ymonyanuto coctaensiet 20 cekyHa.
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e 3anyctute KomaHgy ip tcp synwait-time seconds B pexume rnobanbHOM
KOHUrypaumm, 4tTobbl HacTpoutb Tanm-ayT SYN B gnanasoHe ot 5 go 300 cekyHa.

e B cnyvae dnyga SYN cokpaweHme Bpemenn oxmganns SYN cHmxaeT notpebneHune
pecypcoB. OgHako oHa He paboTaeT npu HenpepbiBHOM dhnyae SYN. Ecnn ycTponcTBo
aKTUBHO 3arnpalunBaeT NoAKMoYeHMe K BHELLHEMY YCTPOMCTBY, Hanpumep, C MOMOLLbIO
telnet, cokpaiweHne BpemeHn oxmgaHna SYN cokpawaeTr Bpemsa OXugaHus
nonb3oBartens. B nnoxon cetn MoXHO NpoannTb Bpems oxugaHms SYN.

NMPUMEMAHME: B Bepcun 11.0 nunu 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak n K
TCP IPV6.

11.3.4. HacTtpouka pa3mepa OKHa

11.3.4.1. MpuHUKMN paboTbl

[laHHble 13 OQHOPAHrOBOro yana KewupylTcd B npuHumatrowem Oydepe TCP un 3atem
cunTbiBalOTCA npunoxexHmsamu. Pasvep okHa TCP ykasbiBaeT pasmep cBob6ogHOrO mMecta B
npvHuMatowem Oydepe. [ns nogknioveHns 6onblumx 06 bEMOB AaHHbLIX C LUMPOKOW NOIOCOWN
NPONyCcKkaHUsA YyBENUYEeHNe pasmepa OKHa 3HaAYUTENbHO MOBLILWAET MNPOU3BOAUTENBHOCTb
nepegayn gaHHbIx no npotokony TCP.

11.3.4.2. CBA3aHHasA KOHdurypaums

HacTpouka pa3mepa okHa

e 3anyctuTte KoMaHay ip tcp window-size size B pexume rnobanbHon KoHurypaumu,
yToObl HacTpouTb pasmep OkHa oT 128 po (65535<< 14) Gawut. 3HadeHuMe no
ymonyaHuto — 65535 6ant. Ecnn pasamep okHa npesbiwaeT 65535 6anT, yBenunyeHne
OKHa ByaeT BKHOYEHO aBTOMAaTUYECKM.

e Pasmep okHa, 0ObSBMEHHbIM OOHOPAHIOBOMY Y3y, SBMASETCA MEHbLUMM 3HayYeHUeM
MeXay HacTPOEHHbIM pa3mMepoM OKHa M cBOGOAHLIM NPOCTPAHCTBOM NPUHMMAIOLLETO
bydepa.

MPUMEYAHMUE: B Bepcumn 11.0 unn 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak u k
TCP IPv6.

11.3.5. HacTtpouka copoca oTnpaBKu NakeToB

11.3.5.1. NMpuHUKMN paboTbl

Ecnn TCP-coeanHeHne, K KOTOPOMY NPUHAAMNEXUT NaKET, He MOXET ObITb NAeHTUPULNPOBAHO,
To Npu nepegadvye TCP-nakeToB NpUNOXeHMSM NoKanbHbIA KOHEeL, OTnpaBnsieT nakeT copoca Ha
y3en ans npekpatwenuna TCP-coeanHeHus.

3MOYMBILAEHHNKA MOTYT MUCMNOSb30BaTh COOBLLEHNS O HEQOCTYNHOCTM nopTa ANns aTaku Ha
YCTPOWCTBO.

11.3.5.2. CBsAi3aHHasa KOHdurypauums

HacTporika oTnpaBku naketoB cbpoca TCP nocne nony4eHnss coobieHnn 0 HeaOCTYNHOCTU
nopTa

Mo ymonuyaHuio BkrtoveHa oyHKUMs oTnpasky naketoB copoca TCP npu nonyyeHnn coobLueHmin
O HeoCTYMHOCTY NnopTa.

BbinonHuTe komaHgy no ip tcp send-reset B pexume rnobanbHOM KOHdUrypaumm, 4Ttobbl
OTKNIOYMTb OTNPaBKy naketoB copoca TCP npu nony4yeHmmn coobLeHnin o HeJOCTYNHOCTU NOpTa.

MNocne BkN4YeHUA 3TON d.)yHKLl,I/II/I 3MNOYMbILWNEHHNUKN MOryT UCNonb30BaTb coobueHmnsa o
HeOOoCTYNMHOCTU NopTa And aTtakm Ha yCTpOVICTBO.
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NMPUMEMAHME: B Bepcun 11.0 unu 6onee nosgHen oHa npumeHseTcs kak kK TCP IPv4, Tak u k
TCP IPV6.

11.3.6. HacTtpouka MSS
11.3.6.1. MpuHUKMN paboTbl

MSS o3HauaeT 0o0wWwmMini 06bem OaHHbIX, cogepxalwmxcs B cermeHTe TCP, 3a UCKOYeHueM
napameTpoB TCP.

TpexcTopoHHee pyKonoXaTue OCYLLECTBSAEeTCss nocpeactBom cornacoeaHna MSS. O6e
CTOpOHbI fobasnatoT onumio MSS k naketam SYN, ykasbiBas Ha Hanbonblwmni 06beM AaHHbIX,
KOTOPbI MOXeT 06paboTaTb NoKarbHbIA KOHEL, @ UMEHHO, O6bEM AaHHbIX, pa3peLleHHbIX OT
ogHopaHroeoro yana. Obe cTopoHbl NpuHMMaoT MSS meHbluero pasmepa Mexagy HUMK, Kak
obbaBneHHyto MSS.

3HayeHne MSS paccuntbiBaeTcs cnegyrowmm obpasom:

e |Pv4 TCP: MSS = paamep 3aronoBka mcxogsuwero nHtepdgenca MTU IP (20 6anr),
pa3mep 3aronoska TCP (20 6aurT).

e |Pv6 TCP: MSS = pa3amep 3aronoska IPv6 MTU nytn (40 6anT), pasmep 3aronoska TCP
(20 6awrT).

NMPUMEYAHMUE: B Bepcun 11.0 unu 6onee nosgHen oHa npumensieTcs kak kK TCP IPv4, Tak n K
TCP IPV6.

NMPUMEYAHMUE: sdhdekTmBHasa cuctema MSS npegcraBnsieT coboi MEHbLLYIO CUCTEMY MeXay
paccYnTaHHOM CUCTEMOW U CKOH(PUIYPUPOBAHHOW CUCTEMON.

NMPUMEMAHUE: ecnn coeguHeHne nogaepXxmneaet onpeaeneHHble onumn, To n3 aHadyeHna MSS
cnegyeT BbIYECTb ANUHY onuum (C y4eToM cMmelleHns gaHHbix data offset). Hanpumep, 20 6ant
ana pangpxkecta MD5 (c ydeTom cmelleHus gaHHbix data offset) gomkHbl ObiTb BbIMTEHBLI U3
MSS.

11.3.6.2. CBA3aHHasA KOHdurypaums

Hactpownka MSS

e 3anyctute komaHgy ip tcp msSsS max-segment-size B pexume rnobanbHoK
KOHurypaumm, 4ytobbl 3agatb MSS. [uanasoH coctasnset ot 68 go 1000 6ant. Mo
ymMmon4yaHuto MSS paccuntbiBaeTcsa Ha ocHoBe MTU. Ecnu HacTpoeHa cuctema MSS,
appekTMBHAA cnucTema npeacTaBnseT CO60N MEHbLLYIO CUCTEMY MEXAY PacCYUTaHHOM
CUCTEMOM N CKOHGOUIYpPUPOBAHHOW CUCTEMOWN.

o Cnuwkom manas cuctema MSS cHmxaeT NponsBOANTENBHOCTb TpaHCcMmUccum. MoxxHo
nosbicuTb nepegady TCP, ysennuns MSS. Beibepute 3HaveHne MSS, ucnonssys MTU
nHtepgenca. Ecnn nepsbii 6onbwe, naketbl TCP OyayT dparmMeHTMpoBaHbl, U
NPOM3BOANTENBHOCTL Nepeaayvn 6yaeT CHMKeHa.

11.3.7. O6HapyxeHue MTU nytu
11.3.7.1. NpuHUMN paboTbl

O6HapyxeHne MTU nytn, npegycmotpeHHoe B RFC1191, ucnonbayetcs ans obHapyxeHus
HanmeHblero MTU B nytn TCP, 4ytobbl n3bexaTtb oparmeHTaumm m noBbICUTb KOIPULUMEHT
MCNONb30BaHUA Nonockl nponyckaHusa cetu. MNMpouecc obHapyxeHuna MTU nytu TCPv4 onucaH
HUKe.

e  WcTtouHuk otnpasnseT TCP-nakeTbl ¢ 6utom Don’t Fragment (DF), yctaHOBNEHHbIM BO
BHelHeM |P-3aronoske.
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o Ecnu 3Hauenne MTU ncxogsawero nHtepderica mapupytmnsatopa B nytm TCP meHbLue,
yem anuHa IP-naketa, naket 6yaeT yaaneH, a naket owmnbok ICMP, nepegatowwni aToTt
MTU, 6ygeT oTnpaBneH B UCTOYHMK.

e [lpn aHanuae naketa ownbok ICMP mnctouHuk nonyvaet HammeHbwnn MTU B nyTtu
(nyte MTU).
Pa3smep nocneaytoLwmx CErMEHTOB AaHHbIX, OTNPaBfEHHbIX UCTOYHUKOM, He npesBbicut MSS,
KOTOPbIV paccumTbiBaeTcsa crneayowmm obpaszom: TCP MSS = Path MTU — pa3smep 3aronoska
IP — pa3mep 3aronoeka TCP.

11.3.7.2. CBsAi3aHHas KOHdurypauums

BknroyeHne ob6HapyxeHnsa MTU-nyTu
Mo ymonuaHuto obHapyxeHne MTU-nyTn OTKIIO4YEHO.

3anyctute komaHgy ip tcp path-mtu-discovery, 4to6bl Bknounte PMTUD B pexume
rnobanbHon koHdurypaumn. B Bepcumn 11.0 unu 6onee no3gHen oHa MPUMEHAETCS TOMbKO K
npotokony IPv4 TCP. PMTUD TCPv6 BKkIO4EH NOCTOSAHHO U HE MOXET ObITb OTKIHOYEH.

11.3.8. TCP Keepalive
11.3.8.1. MpuHUMN paboTbI

Bbl moxeTe Bkntounte TCP keepalive, 4toGbl NnpoBepuTb, paboTaeT N OAHOPaHroBbIN y3en
HopmanbHo. Ecnn TCP-koHel He oTnpaBnseTr naketbl Ha Opyron KOHel B TedeHue
onpedeneHHoOro nepnoga BpeMeHn (a UMEHHO nepuoga 6e3gencTBust), NnocnegHWin HavYMHaeT
HEeCKONbKO pa3 nocrnegoBaTenbHO OTNPaBnAaTb NakeThl keepalive Ha nepBbii. Ecnu OTBETHLIN
naket He nony4veH, TCP-coegmMHeHne cuMTaeTcsl HEakTUBHbBIM, a 3aTeM 3aKpbITbIM.

11.3.8.2. CBAA3aHHasA KOHdurypaums

BknroyeHune Keepalive
e [lo ymonuaHuto TCP keepalive oTkntoyeH.

e 3anyctute Komanay ip tcp keepalive [interval num1] [times num2] [idle-period num3]
B pexume rnobanbHon KoHdurypaumm, 4tobbl Bkntounte TCP keepalive. OnucaHne
napameTpa cM. B pasgene CBA3aHHble KOMaHb!.

NMPUMEYAHMUE: B Bepcun 11.0 unu 6onee nosgHen oHa npumeHsaeTca kak K TCP IPv4, Tak n K
TCP IPv6.

NMPUMEYAHMUE: sTa KOmaHOa npuMmeHsieTca kak K cepsepy TCP, Tak 1 K KNUEHTY.
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11.4. Hactpouka

HacTtpownka

OnuncaHne n KomaHga

OnTtummnsaums
Mpou3BOAUTENIBHOCTU

TCP

(OMNMUMOHANBHO) ncnonb3yeTtcs ans onTuMmMsaunm
npoussoanTenbHoCcTK coegmHeruns TCP

ip tcp synwait-time

HacTtponka Tanm-ayTa ans
coeanHeHust TCP

ip tcp window-size

HacTpowika pasamepa okHa TCP

ip tcp send-reset

HacTtponka oTnpaBku nakeToB
cbpoca TCP nocne nony4veHus
COOOLEeHNA, HeQoCTYMHbIX AN
nopta

ip tcp mss

Hactpowka cuctembl MSS ans
nogkrnoyeHus no npotokony TCP

ip tcp path-mtu-discovery

BkntouyaeT obHapyxeHne MTU
nyTu

O6HapyxeHune
VICKITIOYEHMNS

coeanHeHnusa TCP

(HeoGsizaTenbHo) ucnonb3yetcs AN onpegeneHuss  Toro,
paboTaeT N O4HOPAHIroBbIM Y3er HoOpMasbHO

ip tcp keepalive

Bkntouaet TCP keepalive

11.4.1. OnTumusauma npomnssogutenbHoctu TCP

11.4.1.1. Pe3ynbTaT KOHdUrypaumm

e (O0ecrneuyeHue onTumarnbHOM

dparmeHTauunun.

11.4.1.2. NpumeyvaHusn

HepoctynHo

11.4.1.3. OTanbl KOHUrypaumum

Hactpownka Tanm-ayta SYN

e  OnuyuoHanbHo.

e Hactponte ero Ha 0b6ounx koHuax coegmnHeHnst TCP.

HacTpounka pasmepa okHa TCP

e OnuuoHanbHo.

e HactponTe ero Ha 06ounx koHuax coegmnHeHnst TCP.

npoussogutensHoctTh TCP un npepotBpalleHne
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Hactpownka otnpaBku naketoB copoca TCP nocne nony4yeHunsa coobGLieHun o
HeAOCTYNHOCTU nopTa.

e OnuyuoHanbsHo.

e HactponTe ero Ha 06omnx koHuax coegmnHeHnst TCP.
Hactpownka MSS

e  OnuuoHarnbHo.

e HactponTe ero Ha 06ounx koHuax coeanHeHust TCP.
BkntoyeHune obHapyxeHus MTU-nyTtu

e  OnuyuoHanbsHo.

e HactponTe ero Ha 06ounx koHuax coeanHeHust TCP.

11.4.1.4. NMpoBepka KOHdUrypauum

HepgoctynHo

11.4.1.5. CBA3aHHbIe KOMaHAbI

HacTtpouka taum-ayta SYN

KomaHga ip tcp synwait-time seconds

OnucaHne seconds: ykasbiBaeT Bpemda oxugaHua naketa SYN. [JuanasoH
napameTpoB coctaBngaeT oT 5 go 300 cekyHa. No ymonyaHuto: 20 cekyHA

Pexum Pexwnm rmobanbHon KoHdUrypaumm

KOHcpurypauum

BctpoeHHas B cnyyae dnyna SYN cokpalleHne BpemeHn oxumgaHna SYN cHukaet

noAcKaska notpebnexne pecypcoB. OgHako oHa He paboTaeT npu HenpepbIBHOM

dnyge SYN. Ecnm yCTpOMCTBO akKTUBHO 3anpaluvBaeT MOoAKMNIoYEHNe K
BHELLUHEMY YCTPOWCTBY, Harnpumep, ¢ nomowbio telnet, cokpalueHune
BpemeHu oxuagaHms SYN cokpallaeTt BpeMsi OxxuaaHus nonb3oBartens. B
NJSIOXOM CETU MOXHO NMPOANUTb BpeMsi oxnganuna SYN

Hactpowka pasmepa okHa TCP

KomaHga ip tcp window-size size

Onucanve size: ykasbiBaeT pasmep okHa TCP. [uanasoH coctaBnset oT 128 pgo
napameTpoB (65535 << 14) 6anT. 3HayeHne no ymonvaHmo — 65535 Gawnt

Pexxum Pexvm rmobanbHon KoHdUrypaumm

KOHcpurypauuu
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Hactpownka otnpaBku naketoB copoca TCP nocne nony4yeHunsa coobGLieHun o
HeAOCTYNHOCTU nopTa

KomaHga ip tcp send-reset

Pexxum Pexxnm rnobanbHon KoHdurypauum

KOHdoUrypaumm

BcTpoeHHas Mo ymonuyaHuio BkNodeHa pyHKUnsA oTnpaeku naketoB cobpoca TCP npu
noackaska nony4yeHnMn coobLLEeHNn 0 HeJOCTYNHOCTU NopTa

HacTtponka M

SS

KomaHga ip tcp mss max-segment-size

Onucanune max-segment-size: ykasblBaeT MaKCUMarslbHbI pasMep CermeHTa.

napameTpoB [OwnanasoH coctaensieT ot 68 go 10000 Gawt. Mo ymonuyaHmio MSS
paccuunTbiBaeTcda Ha ocHoBe MTU

Pexum Pexwnm rmobanbHon KoHdUrypaumm

KOHdoUrypaumm

BcTtpoeHHas OTa komaHga onpegendetr MSS pgna ycraHoeneHus ceasum TCP.

noAcKa3ka CornacoBaHHass MSS ans HOBOro coeanHeHust JormkHa ObiTb MeHbLLe,

yem MSS. Ecnu Bbl XO0TUTE YyMeHbWUTL MSS, BbINONHUTE 3Ty KOMaHAy.
B npoTMBHOM criy4ae He BbINOMHANTE HAaCTPONKY

HacTtpowka o6HapyxeHus MTU nyTtu

KomaHga ip tcp path-mtu-discovery [ age-timer minutes | age-timer infinite]
Onucanve age-timer minutes: ykasblBaeT WHTepBan A HOBOro npobupoBaHus
napameTpoB nocne obHapyxeHunsa MTU nytn. OQuanasoH coctasnget ot 10 go 30
MUHYT. 3Ha4yeHne No ymonyaHumio — 10 MUHYT.
age-timer infinite: nocne obHapyxeHua MTU nytn npobupoBaHue He
peanun3oBbiBaeTcA
Pexxum Pexnm rmobanbHon KoHUrypauum
KOHcpurypauum

@ § QTECH

MWP [OOCTYMNHEE

242




PykoBoacTeo no HacTponke QSW-6900

Hactporika TCP

BcTpoeHHas
noackaska

PMTUD — aTo anroputm, onucaHHbin B RFC1191, HanpaBneHHbI Ha
noBblLeHne KoadduLmMeHTa MCNONb30BaHMSA Nosiockl nponyckaHud. MNpu
npumeHeHumn npotokona TCP k nakeTHoM nepegaye gaHHbIX 3Ta PyHKUMNS
MOXET CnocobCcTBOBaTL NOBbILLEHWIO NPON3BOAMTENBHOCTU Nepeaayun.

Ecnn MSS, wncnonb3dyemass Ons MOAKMAYEHMUS, MEHbLUE, YeM MOXEeT
obpaboTaTtb ogHOpaHroBoe coeauHeHne, To MSS Gonblwero pasmepa
OyaeT ucnonb3oBaTbCA KaKAbI pa3, Korga uctedeT Bpems TarmMepa.
Tanmep yctapeBaHus npegcraeBnsieT cobon BpeMEHHOW WHTepBar, B
TeyeHne kotoporo TCP ouenumBaetr MTU nytm ¢ nomowibto 6Gonee
kpynHon MSS. [Mpouecc obHapyXeHus ocTaHaBnMBaeTCs, ecnu nmbo
cuctema otnpaensemMon MSS  umeeT Takom Ke pasmep, Kak
cornacoBaHHasi OfHOpaHroBasi ceTb, NMMOO MNonb3oBaTeNlb OTKYUI
Tanmep Ha MapLupyTusatope. [Inga oTKMoYeHnsa Tammepa yCTaHOBUTE ero
Ha infinite

11.4.1.6. Npumep KoHcUrypaumm

BknroyeHne ob6HapyxeHnsa MTU nytu

OTansbl Bkntounte PMTUD gnsi coeanHernsa TCP. Beibepute HacTponku Tarnmepa
KOHdpurypaumm BO3pacTa no yMonyaHuio

QTECH# configure terminal

QTECH(config)# ip tcp path-mtu-discovery

QTECH(config)# end
MpoBepka 3anyctute komangy show tcp pmtu, 4tobbl otobpasuts IPv4 TCP PMTU
KOHdpurypauuu

QTECH# show tcp pmtu
Number Local Address  Foreign Address PMTU
1 192.168.195.212.23 192.168.195.112.13560 1440

3anyctute komaHay show ipv6 tcp pmtu, 4tobbl oTo6pa3ute IPv6 TCP
PMTU

QTECH# show ipvé tcp pmtu
Number Local Address  Foreign Address PMTU
1 1000::1:23 1000::2.13560 1440

11.4.2. OGHapyxeHune UcknryeHma coeguHeHns TCP

11.4.2.1. Pe3ynbTaT KOH(pUrypaumm

o [lpoBepbTe, paboTaeT N1 04HOPAHrOBLIN Y3 HOpMaribHO.

@ § QTECH

MWP [OOCTYMNHEE

243




PykoBoacTeo no HacTponke QSW-6900

Hactporika TCP

11.4.2.2. tanbl KOHUrypauum

BkntoueHne TCP Keepalive

e  OnuuoHarnbHo.

11.4.2.3. CBA3aHHble KOMaHAbI

Bkntouenne TCP Keepalive

KomaHnga

ip tcp keepalive [interval num1] [times num2] [idle-period num3]

OnwucaHune
napameTpoB

interval numl: ykasblBaeT WHTepBan OTNpaBku nakeToB keepalive.
Iwnana3soH coctaensieT ot 1 0o120 cekyHg. o ymonyaHuio: 75 cekyHa.

times num2: ykasblBaeT MaKCUManbHOe BpeMsi OTMpaBKkM MaKeToB
keepalive. [lnanasoH cocrasnset ot 1 go 10. Mo ymonyaHmio: 6.

idle-period num3: ykasbiBaeT BpeMs, KOrda OOHOPAHroBblA y3en He
OTnpaBnsAeT NakeTbl HA NTOKanbHbIN KOHEL, OHO cocTaBnseT oT 60 go 1800
CEeKyHA. 3Ha4yeHne No yMon4aHuo CocTaBnseT 15 MUHYT

Pexxum
KOHdoUrypaumm

Pexxnm rmobanbHomn KoHdurypauum

BcTpoeHHas
noackaska

Bbl moxeTe Bkntountb TCP keepalive, 4Tobbl npoBepuTh, paboTtaet nu
OOHOPaHroBbIA y3en HopmanbHO. [aHHas QyHKUMA BbIKMOYEHA MO
YMOM4YaHMIo.

Mpeanonoxum, 4To nornb3oBaTenb BKkNtoYaeT dyHKumio keepalive TCP ¢
HacTpovkamMuM WHTepBana, BpeMeHun u nepuoga 6Gesgencremst no
ymonyaHuio. onb3oBaTenb He noriydaeT nakeTbl OT APYroro KoHua B
TeyeHne 15 MUHYT, a 3aTeM HauvMHaeT oTnpaBnAaTb nakeTbl Keepalive
Kaxable 75 cekyHq B TedeHue 6 pas. Ecnn nonb3oBatenb He nony4vaet
naketoB TCP, coegmHeHne TCP cuuTaetca HeakTUBHbIM W 3aTeM
3aKkpblBaeTcH
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11.4.2.4. NMpumep KoHcpUrypaumm

BkntoueHne TCP Keepalive

OTanbl KoHGUrypaumm Bkntounte dyHkumo keepalive TCP Ha ycTponctBe c
nHTepBanom interval n nepuogom 6esgencteusa idle-
period, ycTtaHoBneHHblM Ha 3 MUHYTbl U 60 cekyHA
COOTBETCTBEHHO. Ecnn nocne yeTbipex MNOnNbITOK OTNpaBKu
nakeTos keepalive nonb3oBaTtens He nosnyyaeT naketos TCP

C Opyroro koHua, coeanHeHne TCP cumMTaeTcs HeakTUBHbIM

QTECH# configure terminal

QTECH(config)# ip tcp keepalive interval 60 times 4
idleperiod 180

QTECH(config)# end

MpoBepka KoHpurypaumm lNonb3oBaTtenb BXOAUT B CUCTEMY YCTponcTBa Yepes telnet,
a 3aTeM BbIKMOYaET NoKanbHOEe YCTPOWCTBO. 3anycTtute
komaHgy show tcp connect Ha yganeHHOM YCTPOWCTBe,
4yToObI NpOBEPUTL, KOoraa ByaeT yaaneHo coeavHenune IPv4

TCP

11.5. KOHTpOSb COCTOSIHUA

11.5.1. OTo6paxeHune

OnucaHune KomaHpa

show tcp connect [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OTtobpakeHne OCHOBHOM
WHdopmMaumm o
coeanHeHnuun |IPv4 TCP

OTob6paxeHune ctatuctukn | show tcp connect statistics

coeauHeHus IPv4 TCP

Otobpaxenne MTU TCP show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip

IPv4 a.b.c.d] [peer-port num]
OtobpaxeHue show tcp port [num]
nHdopmaumm o nopte TCP

IPv4

OTtobpakeHne 0CHOBHOM
NMHpopmaumm o
coeanHeHuun |IPv6 TCP

show ipv6 tcp connect [local-ipv6 X:X:X:X::X] [local-port
num] [peer-ipv6 X:X:X:X::X] [peer-port num]

OT1obpaxeHne CTaTUCTUKK
coeavHeHus IPv6 TCP

show ipv6 tcp connect statistics
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Onucanune KomaHpa

OTtobpaxenne MTU TCP show ipv6 tcp pmtu [local-ipv6 X:X:X:X::X] [local-port num]

IPv6 [peer-ipv6 X:X:X:X::X] [peer-port num]
OTtobpaxxeHune show ipv6 tcp port [num]
nHdopmaumm o nopte TCP

IPv6

11.5.2. OTnagka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbl NpW BbiBOAE OTMaAo0YHOW MHGOpMaumn.
[MoaTomy, OTKMAOUYUTE OTNAAKY Cpa3y Nnocne UCMNorb30BaHuS.

OnucaHue

KomaHga

OTtobpaxaeT oTNnagouHyto
WHopMaLmIo O
TCPnakeTtax IPv4

debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip
a.b.c.d] [global | vrf vrf-name] [local-port num] [peer-port
num] [deeply]

OTtobpaxaeT
WHopMaLMIo MO OTNaake
coeauHeHus IPv4 TCP

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip a.b.c.d]
[local-port num] [peer-port num]

OTtobpaxaeT oTNnagouHyto
nHdopmaumio o TCP-
naketax IPv6

debug ipv6 tcp packet [in | out] [local-ipv6 X:X:X:X::X] [peer-
ipv6 X:X:X:X::X] [global | vrf vrf-name] [local-port num] [peer-
port num] [deeply]

OtobpaxaeT
WHopMaLMIo MO OTNaake
coeauHeHus |IPve TCP

debug ipv6 tcp transactions [local-ipv6 X:X:X:X::X] [peer-
ipv6 X:X:X:X::X] [local-port num] [peer-port num]
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12. HACTPOUKA NMPOTOKOIA IPV4/IPV6 REF
12.1. O630p

Ha ycTponcTtBax, KOoTopble He MOAAEPXMUBAKOT annapaTHyl nepecbinky, naketbl |IPv4/IPve
nepecbinalTcsa nporpaMmHo. ng onTuMusauun npon3BoauTeNbHOCTU NEePechIfik Ha OCHOBEe
nporpammHoro obecneyenuns, obopygoBaHne QTECH wucnonb3yeT aKkcnpecc-nepechbinky
IPv4/IPv6 ¢ nomowybio doyHKumoHana REF.

REF noppepxvBaet aBe Tabnuupbl: Tabnuuy nepecbinkn n Tabnuuy cmexHoctn. Tabnuua
NepechbINikn UCNonb3yeTca ANA XpaHeHus MHopmauum O MapupyTte. Tabnuua CMexXHOCTU
ocHoBaHa Ha Tabnuue ARP n Tabnuue cocenen IPv6 n cogepxut nHdopmaumio o nepesanmcu
ypoBHsi 2 (MAC) ans crnegytowero nepexoga.

REF ucnonb3yeTcsi ons akTMBHOrO paspelleHus next hop-oB u peanusaumm GanaHcUpoBKK
Harpys3ku.

12.2. lpumeHeHune

NMpumeHeHue OnucaHwue
banaHcupoBka Bo Bpemsi ceTeBOM MapLllpyTmMsauuu, Korga npedukc maplipyTa
Harpyskm CBsA3aH C HecKonbkuMn criegytowmmm nepexogamun, REF moxeTt

peanusoBaTb 0GanaHCUpPOBKY  Harpysku Mexay  HeCKONbKMMM
crenylowmnMy nepexogamm

12.2.1. BanaHcupoBKa Harpy3ku
12.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 67, npedukc maplipyta cBdasaH C Tpemsa next hop-amu Ha
mMapupyTtusatope A, a umeHHo: Link 1, Link 2 u Link 3. Mo ymonuannio REF peanusyet
GanaHcMpoBKy Harpy3kM Ha ocHoBe |IP-agpeca HasHadeHus. banaHcMpoBKa Harpy3kM MOXeET
ObITb peanu3oBaHa Takke Ha ocHoBe |IP-agpeca uctounuka n IP-agpeca Ha3HadeHus.

PucyHok 67.
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A — 3TO MapLupyTMsaTop, Ha KoTopoM BbinonHsaetTca REF.
B, C un D — nepegatowine ycrponcTea.

12.2.1.2. OnucaHue

o 3anyctute REF Ha mapwwpyTtusatope A.
12.3. KntoyeBble 0COGEHHOCTU

12.3.1. ba3oBble KOHUenuumn
REF IPv4/IPv6 BkntoyaeT cneytowme OCHOBHbIE NOHATUS:

Tabnuua mapwpyTmnsaumm

B tabnuue mapwpytmsaumm IPv4/IPv6 cogepxaTcsa MapLupyTbl K OnpedeneHHbIM MecTam
Ha3Ha4eHus U ceegeHus o Tononornn. Bo Bpemsi nepechinku naketoB REF IPv4/IPv6 Bbibupaet
nyTn nepegayn NakeToB B COOTBETCTBMM C Tabnuvuen mapLipyTmnsaumu.

CocepnHun ysen

CocegHunin y3en cooepXuT MHAOPMauUMio O BbIXOOAHOM WHTepdenice O MapLUpyTU3NPYyEMbIX
nakeTax, Hanpumep, Crneaywlolni nepexod, cneaywowmi obpabaTbiBaeMbll KOMMNOHEHT W
WMHKancynsumio Ha ypoBHe kaHana. Korga nakeT conocTaBfieH C COCeAHWM Y3roM, naket
WHKancynupyeTca M 3ateM nepecbinaetca. [Ansa 3anpoca v OBGHOBNEHUS CMeXxHy Tabnuuy
Yy3M0OB 4acTo OpraHu3yloT B xewTabnuuy. [Ona nogaepxkm 6GanaHCUMPOBKM Harpysku npu
MapLLpyTM3auumn nHdopmaumsa o cnegyrolem nepexoae ynopsgodeHa B 3anncu 6anaHcupoBku
Harpy3ku. CoceHuin y3en He MOXeT coaepkaTb nHopmaumio o next hop. OH MoXeT cogepkaTb
WHOEKCbl CreayloLwmx KOMMOHEHTOB (Hanpumep, ApYrMe JIMHEenHble KapTbl W KapTbl C
HECKOMbKMMW CEPBUCHBLIMU KapTamMu), KoTopble ByayT obpabaTtbiBaTbCsl.

AKTUBHOE pa3peLueHue

REF nopgpepxuBaeT paspelleHune cnegytowero nepexoga. Ecnn MAC-agpec cnegytoLlero
nepexoga HemssecTeH, REF 6yger aktmBHO paspewaTtb crnegywowun nepexog. |IPv4 REF
3anpalmBaeT paspelleHue crnegytowero nepexoga ana mogyna ARP, a IPv6 REF npumeHset
ND-moaynb K paspeLueHuto.

MyTb nepeagpecauum nakeToB

MakeTbl nepeckbinatTca Ha ocHoBe agpecoB IPv4/IPv6. Ecnu ykasanbl agpeca |IPv4/IPv6
WCTOYHMKA N Ha3Ha4YeHUs nakeTa, onpeaensdeTcs NyTb NepPechIfik1 3TOro NakeTa.

12.3.2. MonnuTnkmn 6anaHCUpPOBKU Harpy3Ku

BanaHcupoBKa Harpysku HacTpoeHa Ha pacnpefderieHne Harpyskum Tpaduka Mexay
HECKOMbKMMIW CETEBLIMU KaHanamu.

12.3.2.1. NMpuHUMN paboTbl

Mo ymonuyaHuio KOMMyTaTop nogaepXuBaeT MNonuTUKM GanaHCUPOBKM Harpyskum Ha OCHOBE
IP-agpecoB HasHauyeHus. B mogenn REF npedumkc mapuwpyTa cBasaH ¢ Heckonbkummn Next Hop,
APpYrMMKn CrioBamMu, 3TO MapLUpyT C HECKOMbKMMK nytamu. MapwpyTt 6yaeT cBssaH ¢ Tabnuuen
GanaHcMpoBKM Harpy3km n 6anaHCUpPOBKOW Harpyskum Ha ocHose Beca. Ecnu naket IPv4/IPv6
COOTBETCTBYET 3anucy 6anaHCnpoBKN Harpy3kn, OCHOBAHHOW Ha CaMOM ASIMHHOM COBMNadeHuu
npedukco, REF BbinonHseT pacyeTt xawa Ha ocHose |IPv4/IPv6-agpeca naketa u BblbupaeT
NyTb 4N NEPECHISIKM NakeTa.
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12.4. Hactpouka

Mo ymonuaHuio KOMMyTaTop noadepXuBaeT GanaHCUMPOBKY Harpy3kM Ha OCHOBE aapecoB
Ha3Ha4eHus. BbinonHuTe crneaytowme KOMaHabl Anst KOHTPOMS! COCTOSIHUS.

12.4.1. OTo6paxeHune ctaTtuctuku naketoe REF

CratucTtunka REF-nakeToB BkntoYaeT B ce6s1 KONMYECTBO NepechiniaeMblX NakeToB Y KONTMYECTBO
OTOpOLUEHHbIX MaKeToB MO pasHbiM npuynHaMm. MoxHo onpegenuTb, OyayT nu naketbl
nepecbINaTbCsl B COOTBETCTBUM C OXMAAHUAIMI, OTOBpa3mB 1 ouncTuB ctatnuctuky REF-nakeToB.

KomaHpa

OnucaHue

show ip ref packet statistics

OTtobpaxaeT ctaTncTmky naketos |IPv4 REF

clear ip ref packet statistics

Ypanget ctatuctuky naketos IPv4 REF

show ipv6 ref packet statistics

OTtobpaxaeT ctaTncTnky naketos |IPv6 REF

clear ipv6 ref packet statistics

YpansieT ctatuctuky naketos IPv6 REF

12.4.2. OTo6paxeHne nHpopmauum o CMEXHOCTH

,D,J'IFI OT06pa)KeHI/IFI I/IH(*)OpMaLI,I/II/I O CMEXXHOCTU MOXHO BbINONTHUTL CneayrLwine KoMaHabl:

KomaHpa OnucaHue

show ip ref adjacency [glean | local || OTtobpaxaeT yQaneHHble  CMEXHOCTH,
ipaddress | {interface interface_type nokanbHble CMEXHOCTH, CMEXHOCTU
interface_number ) | discard | statistics] yKasaHHoro IP-agpeca, CMEXHOCTH,

CBfi3aHHble C yKa3aHHbIM NHTepdencom, n
BCe CMexHble yarnbl B IPv4 REF

show ipv6 ref adjacency [glean | local | ipv6-
address | (interface interface_type
interface_number) | discard | statistics]

OTtobpaxaeT yOaneHHble  CMEXHOCTMH,
nokanbHble CMEXHOCTH, CMEXHOCTHU
ykaszaHHoro apgpeca IPv6, cmexHocTu,

CBSI3aHHbIE C YKa3aHHbIM MHTepdencom, n
BCe CMexHble yarnbl B IPv6 REF

12.4.3. OTo6paxeHne nHchpopmauum o6 akTMBHOM paspeLieHnmn

Ana oToGpaxeHusa Next Hop-oB, KoTopble HEOOXOAMMO paspellnTb, MOXHO BbIMOMHUTb

cnenyoLwme KoMaHabl:

KomaHaa OnucaHue

show ip ref resolve-list

OTtobpaxeHue crneqytowero nepexoga o paspeLueHums

show ipv6 ref resolve-list

OTob6paxxeHne Next Hop ansa paspelueHus
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12.4.4. OTo6paxeHue nHcpopmaumm o NyTu nepeagpecaumm nakeTos

MakeTbl NepecbinatoTcss Ha ocHoBe agpecoB |IPv4/IPv6. Ecnn ykasaHnbl agpeca |Pv4/IPv6
MCTOYHUKA N Ha3HayeHus nakeTta, onpegensercsa NyTb NepecbiikM 3Toro naketa. BbinonHute
cnegywolime KomaHabl W YKaxute agpeca WCTOMHMKA WM HasHadeHus |IPv4/IPv6 nakeTa.
OToGpaxaeTcsa NyTb NEPECHINKA NakeTa, HanpumMmep, nakeT oTbpackiBaeTcsi, OTNpaBnseTca Ha
LM nnun nepeckinaetca. Kpome Toro, otobpaxkaeTtcst nHTepdenc, KOTOPLIN NepeckiniaeT nakerT.

KomaHpa

OnucaHue

show ip ref exact-route [oob | vrf vrf_name]
source-ipaddress dest_ipaddress

OTtobparkaeT NyTb NepeCLINKN nakeTa. oob
yKa3blBaeT BHEMOSIOCHYHO CETb YNpaBneHus

show ipv6 ref exact-route [oob | vrf vrf-name ]
src-ipv6-address dst-ipv6-address

OtobpaxaeT nyTb nepecbinky naketa IPv6.
oob  ykasblBaeT  BHEMOMOCHYK  CeTb
ynpasneHuns

12.4.5. OTob6paxeHne nipopmauum o mapwpyte B Tabnuue REF

[Ona otobpaxennsa uHdopmMaumnm o mapwpyTte B Tabnuue REF BbinonHute cnegytowme

KOMaHAbl:

KomaHaa

OnucaHue

show ip ref route [vrf vrf_name] [default | {ip
mask}| statistics]

OTob6pakeHne nHopmauum o MmapLipyTe B
Tabnuue REF IPv4. MapameTtp default
yKasblBaeT MapLLpyT N0 yMOMYaHMto

show ipv6 ref route [vrf vrf-name ] [
default | statistics | prefix/len ]

OTob6pakeHne nHdopmauum o mapLipyTe B
Tabnuue REF IPv6. NapameTp default
yKa3blBaeT MapLUPYT MO YMONYaHUIO

(@ arecy

250




PykoBoacTeo no HacTponke QSW-6900
O6wasn nHopmaums W
13. ObLLUAA UHOOPMALIUA

13.1. NapaHTHNAa n cepBuc

Mpouenypa n HeobGxoaumble AENCTBUSA MO BOMpOCcaM rapaHTMM onmcaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 00CNYXMBAHUEY.

O3HakoMuTbCs € MHopMaumnen No Bonpocam TeCTMPOBaHUS 0b6OpyaoBaHMS MOXHO Ha canTe
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHWe Ha TECT».

Bkl MOXeTe Hanucatb HanpAamyr B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOVI noyTte sc@gtech.ru.

13.2. TexHn4yeckas nogaepxka

Ecnun Bam HeobGXxooumo copgencTBMe B BOMPOCAax, KacalwwmMxcs Hawero obopygoBaHusi, TO
MOXeTe BOCMOMb30BaTbCs HalLEe aBTOMaTU3UMPOBAHHOW CUCTEMOW 3anpoCOB TEXHUYECKOro
cepsuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHunyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odumc +7 (495) 477-81-18

13.3. AnekTpoHHas Bepcusi AOKYMeHTa
Hata ny6nukauun 12.09.2024

https://files.qgtech.ru/upload/switchers/QSW-6900/QSW-
6900 _ip_address_app_config_guide.pdf
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