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HaCTpOVIKa ACL W

1. HACTPOMKA ACL
1.1. O630p

Cnmncok koHTpona goctyna (ACL) Takke HasblBaeTcs CNMCKOM ocTyna unn 6panamayapom. B
HEeKOTOpbIX JOKyMeHTax 3TO Aae HasbiBaeTcs dunbTpaumen naketoB. ACL onpegenset
npaeuna, onpegensawoowme, cnegyeT nv nepecbinate MnuM otbpackiBaTb NakeTbl AaHHbIX,
npubbiBatoLLme Ha NHTEpPdENC ceTun.

ACL knaccucmumpytoTes no yHKUMAM Ha ABa Tuna:

e  Security ACL: ncnonb3yoTcs Ans ynpasrneHns NoTokamu AaHHbIX, KOTOPbIM pa3peLleHo
NpoOXoanTb Yepe3 CETEBOE YCTPOWCTBO.

o ACL kayecTtBa o6cnyxmBaHna (Q0S): ncnonb3yroTes And Knaccudukauum n odpaboTtku
NOTOKOB AAHHbIX MO NPUOPUTETY.

ACL HaCcTpamBarTCA NO MHOTMM MNMpU4NHaM. K 0CHOBHbIM npny4nHam OTHOCATCA:

o KoHTponb goctyna Kk cetn: anga obecneveHnsa ceteBor 6e30nacHOCTU onpenenstoTcs
npasuna, orpaHWyMBalolmMe AOCTyn MNOoNb3oBaTene K HEKOTopbIM  cryxbam
(Hanpumep, paspeleH goctyn Tonbko K WWW un cnykGam 3MneKTpOHHOM MOMThbI, a
[ocTyn K gpyrum crniykbam, Takum kak Telnet, 3anpelleH) nnn nonb3oBatenen ans
Joctyna k crnyxbam B ykasaHHbIA Nepuog BPEMEHWU, UMK pas3pelumTb OOCTYM K ceTu
TOJIbKO onpeaeneHHbIM XOCTaM.

e Qo0S: ACL Q0S ucnonbayloTca Ans npenMyLLecTBEHHON Knaccudukaumm n obpaboTku
Ba)XHbIX MOTOKOB AaHHbIX. [lononHuTenbHble cBeaeHust 06 ncnons3oeaHnm ACL QoS
cM. B Hactporika QOS.

1.2. MpunoxeHusn

MpunoxeHue OnucaHue

KoHTposib _gocTtyna B | B kopnopaTtMBHOM ceTW MNpaBa AOCTyna K CeTUM KaXKAoro otaena,
KOprnopaTMBHOW CeTU Hanpumep, npaBa AdOCTyna K CepBepaM W paspelleHust Ha
ncnonb3oBaHue cpeacTs obLeHus (Takmx kak QQ 1 MSN), OOMmKHbI
KOHTPOSIMPOBATLCHA B COOTBETCTBMM C TpeboBaHNAMM

1.2.1. KoHTponb AocTyna B KOpNnopaTUBHOWN CeTU

1.2.1.1. CueHapum

NHTepHeT-BMPYCbl MOXXHO HanTK noBctoay. MNoaTomy Heob6xoaMmo 6noknpoBaTh NOPThI, KOTOPLIE
4YacTo MCMonb3ylTCA BMpycamu, Ans obecneyeHus 6Ge30nacHOCTM CeTu NpeanpusaTUs
cnegyowmm obpasom:

e PaspelwnTb OOCTYN K cepBepy TOSbKO BHYTPEHHUM [1K.

e 3anpetuTb KoMmmMbloTepam HedUHaAHCOBOrO oOTAena [JAOCTyn K KoMMbloTepam
hMHaHCOBOrO oTAena u 3anpeTuTb KOMMbOTEPAM HeuccriefoBaTenbCKUX OTAENoB
[AOCTYN K KOMMNbOTEPAM OTAENa UCCNEeA0oBaHNIA U pa3paboTok.

e 3anpetuTb COTPyAHMKaM OTAena WcCneaoBaHMi W pa3paboToK  MUCMONb30BaTb
cpeacTea vata (Takue kak ICQ n Skype) B pabouee Bpemsi ¢ 09:00 go 18:00.
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HacTpofika ACL
MHTepHeT
MapuwpyTuzaTtop
G0/1:192.168.5.2
FTP-cepsep
192.168.4.100
G2/1:192.168.5.1
G2/48 KommyTtatop A "
HE L c _ﬂEJV_l?,D.pa
p===="
SV16:192.168.4.2 G2/2
CepBep AaHHbIX
no sapnnaram TPaHK | 5v/14:192.168.4.1
G0/24 KommyTtatop B

192.168.4.101

G0/22
SVI12:192.168.1.100 G0/23

SVI3:192

KOM myTarop C

F0/1

-

Cnon arperayumm

SVI5:192.168.3.100
168.2.100

Cnon poctyna

FO/24

SVI1:192.168.3.1

192.168.2.2

192.168.1.2

0000.0000.0001

19216813
KoHcTpyKTOpCKMIA OTAEN

192.1682.3
--0000.0000.0002

duHaHCOBLIN OTAEN

OT1aen MapkeTuHra

PucyHok 1-1.

KommyTtatop C Ha ypoBHe gocTtyna: nogknodeH K K kaxkgoro otaena n K kommyTtatopy B Ha
YPOBHE arperaummn yepes rurabMtHoe ONTOBOJTOKHO (PEXMM TpaHKa).

KommyTatop B Ha ypoBHe arperauum: Heckonbko BuMpTyarnbHbIX JokanbHbix ceten (VLAN)

pasgeneHbl. OgHa VLAN onpegeneHa ans

ogHoro otdena. O™ VLAN nogkmno4veHbl K

KommyTaTopy A Ha ypoBHe sigpa Yepe3 10-rurabutHoe onTOBOMOKHO (PEXUM TpaHKa).

KommyTaTop A Ha ypoBHe siapa: OH NOAKMHYEH K pasniMyHbIM cepBepaM, Takum kKak cepep File
Transfer Protocol (FTP) n cepep Hypertext Transfer Protocol (HTTP), a Takke Kk VIHTepHeTy

Yyepes GpaHamayapbl.

1.2.1.2. Pa3BepTbiBaHue

HacTponTe paclumpeHHbin ACL Ha nopT G2/1 and cdounbTpauumn nakeToB OaHHbIX, TEM

cambIM 3alUTMB CeTb OT BUPYCOB. OTOT MOPT PacrofioXeH Ha ycTponcTBe 6a3oBoro

@ §) QTECH
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HaCTpOVIKa ACL W

YPOBHSA (KOMMyTaTOp A) 1 UCMNonb3yeTca ANA nogknioyeHns kommyTtatopa A K uplink-
nopty G2/1 maplpyTtumsaTopa.

e PaspewmTte [OCTyn K cepBepaMm TOMbKO BHyTpeHHuM [1K wn 3anpetute poctyn K
cepsepam BHewHUM K. OnpegenuTe n npMeHnTe paclUMpeHHbIE CNUCKA yNnpaBneHus
poctynom (ACL) IP k G2/2 wnn BupTyanbHoMmy uHTepdency kommyTtatopa (SVI) 2,
KOTOPbIA MCNONb3yeTcs ANns NOAKMI0YEeHUs KoMMyTaTopa A K YCTPOWUCTBY UMK cepBepy
YPOBHS arperauuu.

e 3anpetuTe B3aWMHbIA OOCTYN MexXOy YkasaHHblMu oTgenamu. Onpegenute U
NPUMEHNUTE paclMpeHHbIe CNUCKKM KOoHTpons poctyna IP Ha GO0/22 wn GO0/23
KommMyTaTopa B.

e Hactponte n npumennte pacwupeHHble IP ACL Ha ocHoBe BpemMeHu Ha SVI 2
KommyTaTopa B, 4Tobbl 3anpeTuTb OTAENY UccrefoBaHun 1 paspaboTok NCNoSb3oBaTh
cpencTtea Yata (Takue Kak ICQ u Skype) B TeueHue onpedeneHHoro nepmoaa BpeMeHM.

1.3. dyHKUUMN
1.3.1. OCHOBHbIe NOHATUA

1.3.1.1. ACL

ACL BkntoyatoT 6a3oBbie ACL n aunamuyeckune ACL.

Mpn HeobxogmmocTn Bbl MOXeTe BblbpaTb 6asoBble unu anHammndeckune ACL. Kak npaswuno,
6asoBble cnvckn ACL moryT cooTBeTcTBOBaTh TpeboBaHuam 6e3onacHocty. OOHaKo OnbITHbIE
Xakepbl MOryT UCMOMb30BaTh onpeaeneHHoe nporpaMmmHoe obecneveHne ana AocTyna K cetn.c
nomowbto  nogmeHbl  IP-agpeca. Ecnn  ucnonb3ytotca  guHamudeckne  cnmckm - ACL,
nonb3oBaTenaMm npegnaraeTcs MNpouTU WAeHTUdUKauno nepes AOCTYNOM K CEeTU, YTO
npefoTBpallaeT BTOPXEHWE XakepoB B CeTb. Takum obpa3om, Bbl MOXeTe WCnornb3oBaTb
AnHamudeckne ACL B HekOoTOpbIX BaXHbIX obnactax, 4Tobbl rapaHTMpoBaTb CeTeBYHO
6e3onacHoCTb.

NMPUMEMYMAHUE: nogmeHa IP-agpeca — HeoTbemnemasi npobnema Bcex ACL-cnuckos,
BkMovasa anHammyeckne ACL-cnucku. Xakepbl MOryT Mcnonb3oBaTb nogaenvHble |IP-agpeca
Ons1 JOCTyna K CeTM B TeYeHMe CpoKa AENCTBUSA ayTEHTUMDULMPOBAHHBIX MOEHTUMUKATOPOB
none3oBartenen. [Ons peweHuss 3aTon npobrnembl OOCTYNHbI ABa MeToga. OAuH M3 HUX —
YCTaHOBUTb MEHbLLEE BPEMS MPOCTOsI A4OCTYNa Nonb30BaTesNsl, YTO YCIOXHAET NPOHNKHOBEHUE
B cetn. [pyron — wundpoBaHMe ceTeBbiX OaHHbIX C UCMOMb30BaHMeM npoTtokona IPSec,
KOTOpbIV rapaHTUPYET, YTO BCE AaHHble OyayT 3awmdpoBaHbl Npy NOCTYNNEHUN HA YCTPONCTBO.

ACL o6bl4HO HacTpamBalTCA Ha CneayLnx CeTEBbIX YCTPONCTBAX:

e YCTpOWCTBa MeXay BHYTPEHHEN CETbIO N BHELLHEN CeTbo (Hanpumep, VIHTepHeT).
e  YCTpOKWCTBa Ha rpaHuue OByX CErMEHTOB CETU.
e YCTpoKncTBa, NOAKMOYEHHbIE K KOHTPONIMPYEMbIM MOpTaM.

YT1BepxaeHus ACL OOMKHbI BbIMOMHATLCHA B CTPOrOM COOTBETCTBUM C UX NOCIeA0BaTeNbHOCTLIO
B ACL. CpaBHeHMe Ha4MHaeTcs ¢ NepBoro yTeepxaeHns. Kak Tonbko 3arofioBOK NakeTa gaHHbIX
coBrnagaert c ytBepxaeHuem B ACL, nocnegyowime yTBEPKAEHNS UTHOPUPYIOTCS 1 Bonblue He
npoBepAlTCS.

1.3.1.2. ACL BBoga/BbiBOAa, WAGNOH nona dpunbTpauum 1 npasuna

Mpn nonyyYeHUn naketa Ha WHTepdence YCTPOMCTBO MPOBEPSET, COOTBETCTBYET N nakeT
kakon-nnbo 3anucu ynpasnenHus goctynom (ACE) Bo BxogHom ACL aTtoro nHtepdetrica. lMNMepepq
OTNpaBKOW MakeTa 4Yepe3 WHTepdenc yCTPOMCTBO MNpPOBepseT, COOTBETCTBYET IM naket
kakomy-nmbo ACE B BbixogHom ACL aToro nHtepdenca.
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Korga onpegeneHbl pasHble npasuna punbTpaumm, BCe UK TONbKO HEKOTOPbLIE NpaBuia MoryT
NpPUMeEHSTLCA oaHOBpeMeHHO. Ecnn nakeT cootBeTcTBYeT ACE, aTOT nakeT o6pabaTbiBaeTca B
COOTBETCTBMM C NOMUTUKON 4EACTBUI (paspeLlnTb Unu sanpetnTtb), onpeaeneHHon B atom ACE.
ACE B ACL ugeHTUbmumpytoT nakeTbl Ethernet Ha ocHoBe cnefylolmx nonen B nakeTtax
Ethernet:

Mons ypoBHs 2 (L2):

e  48-6utHbin MAC-agpec ncTtovHuka (cogepxalumn sce 48 6mT).
e  48-6utHbin MAC-agpec Ha3HauyeHus (cogepxalummi Bce 48 6uT).
e 16-6uTtHOe none Tuna L2.

e [longa yposHs 3 (L3).

o [lone ncxogHoro IP-agpeca (MOXHO ykasaTb BCe 3Ha4YeHusa ncxogHoro IP-agpeca unu
MOXHO UCNONb30BaTb NOACETb ANS OnNpeaeneHnst Tuna NoTOKOB AaHHbIX).

e lone IP-agpeca HasHayeHUs (MOXHO yKas3aTb Bce 3HauyeHus IP-agpeca HasHaueHus
NN MOXHO UCMOSb30BaTh NOACETb ANS ONPeAeNneHns Thna NOTOKOB AaHHbIX).

e [lone Tuna npoTtokona.
e [longa yposHs 4 (L4).

o  YKasbiBaeTCsl UCXOOHbIN UK koHeuYHbIn nopT TCP, nubo ob6a, nmbo ykasaH guanasoH
NCXOAHOro U KOHEeYHOro nopTa.

e VYkasbiBaetcs nmbo mcxogHeii nopt UDP, nubo nopT HasHayeHus, nubo oba, nnbo
yKasaH guanasoH MCXOL4HOro Ui KOHEYHOro nopTa.

Mona dwunbTpauum OTHOCATCA K MONAM B MakeTax, KOTOpble MOXHO MCMOMb30BaTb AJ1S
naeHTMdurKauumn unu knaccudmkaumm naketos npu cosganumn ACE. LabnoH nonsa dpunetpaumn
npegcraBnseT cobon komOMHaumio 3Tux nonen. Hanpumep, npu cosgaHum ACE nakeThbl
MAEHTUDULMPYIOTCA N KNnacCUUUMPYOTCS Ha OcHoBe nons IP-agpeca HasHayeHus B KaXaom
nakete; nNpun cosgavun gpyroro ACE nakeTbl MAEHTUULMPYIOTCS U KraccupmumnpyoTca Ha
OCHOBe nonsa ucxoaHoro IP-agpeca n nons ncxogHoro nopta UDP B kaxaom nakete. [1sa ACE
NCNonb3yT pasHble WabnoHbl Nonen unbTpauun.

lMpaBuna OTHOCATCA K 3Ha4yeHMaM nonen B wabnoHe nons dunbtpaumm ACE. Hanpumep,
cogepxumoe ACE Bbirmagnt cneaytowmm obpasom:

permit tcp host 192.168.12.2 any eq telnet

B aTom ACE wabnoH nons punbTpaummn npegcraenset cobor KomOmMHaumo crnegytowmx nonen:
none wucxogHoro IP-agpeca, none IP-npoTokonia w nofile nopta HasHadyeHna TCP.
CooTBeTcTBYlOLWME 3HAYEHUS (NpaBuna) cnegyowme: ncxogHoin IP-agpec = Host 192.168.12.2;
IP-npoTtokon = TCP; lNopT HasHaveHnst TCP = Telnet.

LwabrnoH

| IP-npotokon: = TCP |-\
| Vicxomheiii IP-agpec: = host 192.168.12.2 |-
| Mopt TCP: = eq telnet |/

v :
‘ nencreve: = permit

PucyHok 1-2. AHanun3 ACE: permit tcp host 192.168.12.2 any eq telnet
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NMPUMEYAHUA:

WabnoH nons dunbTpauum MoxeT ObiTb KomOuHaumen noner L3 un L4 wunn
KoMOUHaumen Heckonbknx nonern L2. OpgHako wabnoH nonsa dunbTpauum
cTaHAapTHOro unu pacwmnpeHHoro ACL He MoxeT BbITb kKOMOUHauuven nonen L2 n L3,
koMmbuHaumen nonen L2 un L4 wunu kombuHauwen nonen L2, L3 u L4. Ytobbl
ncnonb3oBaTh KOMOMHaUMo nonen L2, L3 n L4, Bbl MOXeTe NCNOMb30BaTh 3KCMNEPTHbIE
ACL.

SVI, cBasaHHbIn co cnmnckamm ACL B mucxogsiwlem HanpaBneHuu, noaaep)kveBaet
ctaHgapTHbl IP, pacwupeHHbin IP, pacwupeHHsin MAC n akcnepTHbin ACL. Ecnn
pacwumpeHHbin MAC mnnun akcnepTHbln ACL HacTpoeHbl Ha cooTBeTcTBre MAC-agpecy
Ha3Ha4YeHWs 1 NPUMeEHsIeTCA K ucxogswemy HanpasneHun SVI, cootsetctaytowmin ACE
MOXHO HaCTPOMTb, HO OH He BCTYNUT B cuny. Ecnn HacTpoeH pacumpenHbii 1P nnn
akcnepTHbI ACL cooTtBeTcTBYeT IP-agpecy HasHauyeHus, HO IP-agpec Ha3HaveHus He
BXOAWUT B Anana3soH IP-agpecos nogcetn cesadaHHoro SVI, HacTpoeHHbin ACL He moxeT
BCTYynUTb B cuny. Hanpumep, npegnonoxmm, yto agpec VLAN 1 — 192.168.64.1
255.255.255.0, cosgaH pacwwmpeHHbln IP-cnucok ACL, n ACE — deny udp any
192.168.65.1 0.0.0.255 eq 255. Ecnn ator ACL npumeHsieTca K ucxogsemy
nHtepcpency VLAN 1, ACL He moxeT BCTynuMTb B cuny, nockonbky |P-agpec
Ha3Ha4eHus He HaxoguTca B IP-agpece nogcetv ananasoH VLAN 1. Ecnu ACE nveet
3HayeHune deny udp any 192.168.64.1 0.0.0.255 eq 255, ACL MoxeT BCTYynuUTb B CUIy,
nockonbky IP-agpec HasHauyeHus HaxoguTca B guanasoHe |P-agpecoB noacetu
VLAN 1.

Ha kommyTaTtope, ecnn ACL NpUMEHSIIOTCS K UCXOASILLEMY HanpaBrieHnio r3nyeckoro
nopta unu arpernposaHHoro nopta (AP), ACL MoryT ounbTpoBaTh TOMbKO XOPOLLO
N3BeCTHble NakeTbl (04HOaAPECHbIE UM MHOrOaApecHbIe NakeTbl), HO He HEU3BECTHbIE
ofiHoagpecHble NakeTbl. TO eCTb AN HEN3BECTHbIX UMK LUMPOKOBELLaTeNbHbIX NakeToB
ACL, HacTpoeHHble B UCXOASLEM HanpaBneHuy nopTa, He 4EeNCTBYIOT.

Ha kommyTatope, ecnn BxogHon ACL n DOT1X, rmobanbHas npussska IP+MAC u IP
source guard sBNaOTCA o6WMMN ANSA BCex NOPTOB, paspeluarlime 1 sanpeLiatoLume
no ymosnyanuio ACE He BCTynatloT B cuny, HO apyrue 3anpewarowme ACE BCTynawT B
cuny.

Ha kommyTaTope, ecnun BxogHon ACL n Q0S coBMECTHO UCMONb3YHTCA, paspeLuaroLmne
ACE He BcTynawT B cuny, BCTynawT B cuny gpyrve 3sanpewatowme ACE, a
s3anpewatowme ACE no ymonyaHuio BCTynaeT B Ccuiy nocre BCTynneHna B cuny QoS
ACE.

Ha kommyTaTope Bbl MOXeTe 3anyCcTUTb KOMaHdy norgos-security compatible,
no3BonsaLWyo  paspewarowmm n  3anpewarwowmm ACE Bctynate B cuny
ogHoBpeMeHHO, korga BxogHom ACL n DOT1X Ha ocHoBe nopTa, rmobanbHas npmesaaka
IP + MAC u IP source guard ncnosnb3yoTcsi COBMECTHO.

Ecnn ACE pobGaenstotcs B ACL, a 3atem kommyTaTtop nepesanyckaetcs nocne
npumeHeHns ACL k Bxogswemy HanpasneHuto Heckonbkux SVI, ACL moxeT He
HaCTPOMTLCS Ha HeKoTopbix SVI n3-3a orpaHn4YeHHON annapaTHOM EMKOCTH.

Ecnu akcnepTHbIN ACL-CNMCOK HACTPOEH U NPUMEHSAETCS K UCXOOALWEMY HanpasnieHuto
nHTepdenca, a Hekotopble ACE B atom ACL-cnncke cogepxaT WHdopmauuio o
cooTtBeTcTBMM L3 (Hanpumep, IP-agpec n nopt L4), non-IP-nakeTbl, oTNpaBnsemble Ha
YCTPOMUCTBO C 3TOr0 WHTepdperica, He MOryT YynpaBnaATcA paspellarowmmmn un
s3anpewarowmmn ACE B atom ACL.

Ecnm ACE ACL (IP ACL wunu 3KkcnepTHbi pacwmpeHHbin ACL) HacTpoeHbl Ha
COOTBETCTBME MOMSAM, OTNIMYHbIX OT L2 (Takum kak SIP n DIP), ACL He gencTByeT Ha
TernposaHHble naketbl MPLS.
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UTtoObl nonb3oBaTteny MOrnuM nyyiwe u3yyatb Tekyuwiee coctosiHne ACL Ha ycTpouncTee, Bbl
MOXeTe onpenenuTb, crieayeT Nn ykasbiBaTb NapaMeTp BeaeHus XypHana ACL kak Tpebyembin
npy gobaenennn ACE. Ecnn ykasaH 3TOT napameTp, XXypHarnbl BbIBOAATCA Npyv 0OHapyXeHuu
naketoB, cootBeTcTBYytowmx ACE. XKypHanbl ACL otobpaxatoTca Ha ocHoBe ACE. To ectb
YCTPOWUCTBO nepuoanyeckn otobpaxaeT 3anucu ACE ¢ coBnaBUMMM NakeTamMn U KONMYeCTBO
coBnaBLUMX NakeToB. [pumep XypHana BeIrnaauT cnegyrowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

UToObl KOHTPONMPOBATL KONMYECTBO KYPHANOB WM 4acTOTy BbiBOAA, Bbl MOXETE HACTPOUTb
NMHTepBan obHOBNEHUN XypHana cooTBeTcTBeHHO Ans ACL IPv4 n ACL IPV6.

NMPUMEYAHUA:

o ACE, cogepxawun napametp BefeHusa >xypHana ACL, noTtpebnser 6onblie
annapaTHbIX pecypcoB. Ecnu Bce HacTtpoeHHble ACE cogepxaT 39TOT napameTp,
emkocTb ACE ycTponcTBa byaeT yMeHbLUeHa BOBOE.

e [lo ymonyaHuio MWHTepBan OGHOBMNEHWs >XypHana paseH 0, TO eCTb XypHan He
BbiBoauTCS. Mocne ykasaHusi napameTpa BefeHus xypHana ACL B ACE Heobxoanmo
HaCTPOUTb MHTepBan 0OHOBIEHUS XypHana Ans BblBoAa COOTBETCTBYOLLMX KypHAroB.

o [1ns 3anucm ACE, cogepkallen napameTp BegeHus xxypHana ACL, ecnu 3a ykaszaHHbIN
WHTepBan He HangeHo HM OL4HOro NaKeTa, XXypHan CONOCTaBEHMS NaKeTOB, CBA3AHHbIN
c aton 3anucbto ACE, BbiBOAUTBCA He OyaeT. Ecnm coBnagawowime naketbl OyayT
HangeHbl B yKa3aHHOM MHTEpBare, XXypHarbl CONOCTaBMEeHNs NakeToB, OTHOCALLMECS K
atomy ACE, 6yayT BbiBEOEHbI MO UCTeYeHUn nHtepeana. Konvyecteo coBnagaroLmx
naketoB — 370 obulee KONMMYECTBO MakeToB, cooTBeTcTByOWMNXx ACE B TeueHue
3aaHHOro0 MHTepBana, TO eCTb nepuoga OT Mpedblgyliero BbiBOAA XypHana o
TEKyLLero BbiBoAa XXypHana.

e TonbkO KOMMYyTaTOPbl NoAAePXMBaOT OYHKLUNIO BeaeHus xypHana ACL.

1.3.1.3. CyeTyuKmn conocrtaBneHus naketos ACL

[ns peanusaumm ynpaBneHns ceTbto NOfb3oBaTeNsaM MoXeT noTpeboBaTtbes y3HaTb, €CTb NN Y
ACE kakve-nmbo coBnagarolime nakeTbl U CKOMbKO naketoB cosnano. ACL npepoctaBnsitoT
CYETYMKM COOTBETCTBUA MakeToB Ha ocHoBe ACE. Bbl Mo)eTe BKMOYUTb UMW OTKITOYUTH
CYETUYMKM conocTaeneHus naketos ans scex ACE B ACL, koTtopbii MoxeT 6biTh IP ACL, MAC
ACL, askcnepTHbiM ACL mnn IPv6 ACL. Kpome TOro, Bbl MOXETe 3anyCcTuTb koMaHay clear
counters access-list [ acl-id | acl-name ] gna cbpoca cuyetunkoB ACL gnst HOBOro artana
CTaTUCTUKN.

NPUMEYAHUA:
o [1ns BkItoveHus cyetumkoB ACL TpebyeTtcsa Gornblue annapaTtHbiX 3anucen. B kpanHem

criyyae 91O cokpatut BABoe KonmdectBO ACE, KOTOpble MOXHO HacCTpOUTb Ha
YCTpOWCTBE.

e  TonbKO KOMMYyTaTOpPbl MOALEPXKNBAIOT CHETUMKM conocTaBneHus naketos ACL.

1.4. O630p

Ocob6eHHOoCTb OnucaHue

IP ACL KoHTponupyinTe Bxogswme nnu ucxogsawue naketbl IPv4 ycTponcrtea
Ha ocHoBe MHdopmauun L3 nnu L4 B 3aronoske naketa IPv4
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Ocob6eHHOCTb OnucaHue

PaclumpeHHbin  ACL | KoHTponupyinTe BxogsLwme unm ncxogsauime naketbl L2 ycTponcTea Ha

MAC-anpecoB ocHoBe nHdopmaumm L2 B 3aronoske naketa Ethernet
OKCNEePTHbIN O6bveguHute IP ACL u pacwupeHHbin ACL MAC B 9KCnepTHbIN

paclumpeHHbin ACL | pacwumpeHHbin - ACL, KOTOpbIA  KOHTponupyeT (paspelsaetr unm
3anpewjaeT) BXogsWMe UM UCXOAsdWMe nakeTbl YCTPOMCTBA,
NCcnonb3ys 04HO U TO XXe NpaBuIio Ha ocHoBe nHdopmauun L2, L3 n L4
B 3arosioBke naketa

IPv6 ACL KoHTponupyinTe Bxogswme nnm mcxogsawme naketobl IPv6 yctponctea
Ha ocHoBe MHdopmaumn L3 nnu L4 B 3aronoeke naketa IPv6

ACL80 HacTtponTe coBnagatowime nong n Macky gns cueHapues, B KOTOPbIX
PMKCMPOBaAHHbIE coBnagawoLime nons He COOTBETCTBYIOT
TpeboBaHusM

MepeHanpaBnenve | epeHanpaBuTb BXOASLIME MNakeTbl YCTPOWCTBA, COOTBETCTBYHOLLME

ACL ACE, Ha yKa3aHHbIA NCXOAALMN MHTEpdENC

[(moGanbHbIN Cpenante Tak, ytobbl ACL gencreoBan BO BXOAdLEM HanpasneHUn
Security ACL Bcex uHTepencor BMecTo npumeHeHna ACL K Kaxxgomy nHTepdency
KaHan Paspewntb naketam o06X0AMTb MPOBEPKY MPUIIOXEHUA KOHTpONS
Oe3onacHocTU poctyna, Takumx kak DOT1X wu BebG-ayTeHTUuKauma, aOns

yAOBMNEeTBOPEHNS Tpe6OBaHNIA HEKOTOPLIX 0CODBbLIX CLEeHapueB

ACL PaspewnTtb nonb3oBatensam B ogHon VLAN obLiatbca apyr ¢ Apyrom
MapLupyTmMsaTtopa
SV

BegeHnne kypHana | BelBoguTb XypHanbl conocTtasneHna naketoB ACL ¢ 3agaHHbIM
ACL WHTEpBaNoM B COOTBETCTBMM C TpeboBaHuaMU. XKypHanbl nomoraroT
nonb3oBaTensM Yy3HaTb pes3ynbTaT COMOCTaBMEHUS MAKeTOB C
yKkasaHHbIM ACE

1.4.1. IP ACL

IP ACL peanuayeT yCOBEPLUEHCTBOBAHHbLIA KOHTPOSb BXOAALWMX U ncxogsawmx IPv4-naketoB
ycTponcTBa. Bbl MOXeTe paspeLlunTb Urnu 3anpeTuTb BBOA onpeferneHHbIX naketos IPv4 B ceTb
B COOTBETCTBUU C hakTnyeckumm TpeboBaHmamMm ang ynpasneHns 4octynom IP-none3oBatenen
K ceTeBbIM pecypcam.

1.4.1.1. NMpuHUKMN paboTbl

Onpegenute psaa npasun IP-goctyna B IP ACL, a 3atem npumenuTe |IP ACL BO BxOAsLLEeM nnu
ncxogsilLemM  HarmpaereHuuM uHTepdenca wunm  rmnobanbHO.  YCTPOWCTBO  MPOBEPSET,
COOTBETCTBYIOT N BXoAsLMe Unn ucxodsduwime naketbl |IPv4 npasBunam, U COOTBETCTBEHHO
nepecbinaeT unn 6NoKMpyeT 3TV NakeTbI.
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YT106bI HacTpouTsb IP ACL, Heo6x0aAMMO yKa3aTb YHUKanbHOe UMs unn ngeHtudmkatop ansa ACL
npoTOoKOra, YTOBbl NPOTOKOM MOF 0AHO3HAaYHO MAEeHTUdNUMpPoBaTL Kaxabin ACL. B cneaytolen
Tabnuue nepeyncrneHbl NPOTOKOMbI, KOTOPblE MOryT MCMONb30BaTb WAEHTUMKATOPbl ANS
naeHTudukaumm ACL, n gnanasoH naeHTugnkaTopos.

MpoTokon Ovana3oH ngeHtudmkaTopos
CraHgapTHbin IP 1-99, 1300-1999
PacwmnpeHHbin IP 100-199, 2000-2699

Basosble cnuckn ACL BkntovaroT ctaHgapTtHble IP ACL u pacwupenHbie I[P ACL. CtaHgapTHble
npaswuna, onpegerneHHslie B ACL, cogepxar criegyoline cosnagatoume nons:

e uncxogHbin IP-agpec;

e |P-agpec nony4vatens;

e Homep IP-npoTokona;

e uvaeHTMdukaTop ncxogHoro nopta L4 nnm tun ICMP;

e vaeHTMduMKaTop nopTta HasHadeHus L4 nnu kog ICMP.

CtangapTtHbin IP ACL (guanasoH maeHtudumkaTopos: 1-99, 1300-1999) mucnonb3yetca ans
nepechInkn Unn 610KMPOBKM NAKETOB Ha OCHOBE McxXogHoro IP-agpeca, Torga kak pacLuMpeHHbIn
IP ACL (amana3soH ngeHtudgukatopos: 100—-199, 2000-2699) ncnonbsyetcsa Ans nepecbikn nnm
OMNOKMPOBKN NAKETOB HA OCHOBE KOMOMHaUMM NpeablayLwmnx CoBnagaroLLmx nonen.

Ona otgenbHoro ACL MOXHO MCMONb3oBaTb HECKONbKO HesaBucumMbix npasun ACL gnga
ornpegeneHna HeckomnbkMx Npasun. Bce npaBuna cebinatoTca Ha OAUH U TOT Xe naeHTudukaTop
U NS, NO3TOMY 3TU onepaTopbl CBA3aHbl 0gHUM 1 Tem e ACL. OgHako BorbLuee KoNIM4ecTBo
npasuni o3HavyaeT, YTO CTaHOBUTCA BCe TpyaHee untatb U noHnmaTtb ACL.

NMPUMEYAHMUE: ons npoaykToB mMapLipyTusauumn none conoctaeneHus koga ICMP B npasune
ACL He penctsyeT anga naketos ICPM, tun ICPM kotopbix paBeH 3. Ecnm kog ICPM ans
conoctaensembix naketos ICMP HacTpoeH B npaBuie ACL, pesynbtat conoctaeneHns ACL ans
Bxogswmx naketoB ICMP yctponctBa, y kotoporo tmn ICPM 3, moxeT oTnmyaTtbCca OT
oXungaemoro pesynbraTa.

1.4.1.2. CKpbiTOe npaBusno «3anpeTuTb Becb Tpadumk»

B koHue kaxpgoro IP ACL HaxoguTCA CKpbITOe npaBuro «3anpetuTb Becb Tpadouky.
CnepoBaTernbHO, ecnv NakeT He COOTBETCTBYET KakoMy-nmbo npasury, nakeT 6yaeT OTKIOHEH.

Hanpumep:
access-list 1 permit host 192.168.4.12

OT10T ACL paspeliaeT TONMbKO MakeTbl, OTMpPaBIiEHHblE C XOCTa-uUcTouHMka 192.168.4.12, n
3anpeLlaeT nakeTbl, OTNPaBIiEHHbIE CO BCEX APYMMX XOCTOB. OTO CBA3AHO C TEM, YTO B KOHLE
atoro ACL HaxoguTcs cneayouiee NpaBuio: CMcoK goctyna 1 3anpeLuaeT Bee.

Ecnn ACL cofepXuT TONbKO cneayoLwyo NHCTPYKUUIO:
access-list 1 deny host 192.168.4.12
MakeTbl, OTApaBneHHbIE C NOOOro xocTa, 6ByayT OTKIOHEHLI MPY NPOXOXOEHUN Yepe3 3TOT MOPT.

NMPUMEYMAHUE: npu onpegeneHun ACL Heob6xoaMmo yuuTbiBaTb NakeTbl OBHOBREHWUN
mMapwpyTtmnsauun. MNockonbky B koHuUe ACL cyllecTBYeT CKpbITOE MpaBWIIO «3anpeTuTb BECb
TpaduK», BCe NakeTbl OOHOBNEHMS MapLUPYTU3aLMn MOryT BbiTb 3a610KMPOBaHbI.
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1.4.1.3. BxogHas nocrnepoBaTtenibHOCTb NpaBun

Kaxgoe HoBoe npaBuno gobGaensietcss B koHel, ACL M neped npaBuiioM MO YMOYaHUIo.
BxogHas nocnepoBaTenbHOCTb NpaBun ACL o4eHb BaxxHa. OH onpeaenseT NpuopuTeT KaXkaoro
onepatopa B ACL. [Npy1 NpUHATUK peLLeHNst O NepechInike U GIOKUPOBKE NakeToB, YCTPONUCTBO
cpaBHMBaET NakeTbl C MpaBuUIlaMuU Ha OCHOBE MOCMNeAoBaTeNbHOCTU, B KOTOPOW CO3AarTcA
npasuna. MNocrne oGHapyXeHWsi coBnajaloLLero npasuna yCTPOMCTBO He MpoBepsieT Apyrue
npasuna.

Ecnu npaBuno cospgaHo u 3anpellaeTt Becb Tpadumk, BCe nocneayoowmne npasuna He Oyayt
npoBepATbLCS.
Hanpuwmep:

access-list 101 deny ip any any

access-list 101 permit tcp 192.168.12.0 0.0.0.255 eq telnet any

MepBoe npaBuno 3anpewaeT Bce |P-naketbl. [MoaTomy nakeTbl Telnet oT xocta B ceTu
192.168.12.0/24 GynyT OTKMAOHEHLI. [locne TOro, Kak YCTPOMCTBO OBHApPYXXWUT, UYTO MakeTbl
COOTBETCTBYIOT MEpBOMY Mnpasuiy, OHO OOnblUe HE MpoBepseT Nocneaylwme yTBepxaeHus
npaswuna.

1.4.1.4. CBAA3aHHasA KOH(uUrypaums

HacTtpouka IP ACL
Mo ymonyaHuio Ha yCcTponcTee He HacTpoeH IP ACL.

3anyctute komaHgy ip access-list { standard | extended } {acl-name | acl-id} B pexume
rno6anbHon KoHdbUrypaummn, 4Tobbl co3gaTbh CTaHOAPTHLIN UK paclunpeHHbin [P ACL n BonTn
B CTaHOAPTHbLIA UK pacwnpeHHbin pexxum 1P ACL.

Jdo6aBsneHune ACE B IP ACL

Mo ymonyaHuio BHOBbL co3aaHHbIn IP ACL cogepxuT ckpblTeii ACE, 3anpelatolmin Bce nakeTbl
IPv4. B10T ACE CKpbIT OT nosfb3oBaTenen, Ho BCTynaeT B cuny, korga ACL npumeHsieTcs K
nHTepdency. To ectb Bce nakethl IPv4 6yayT otbpolueHsbl. [oaTomy, ecnm Bbl XOTUTE, YTOObI
YCTPOMWCTBO MNonyyasno unu oTnpaenano onpeaeneHHole naketol IPv4, no6asbTe Heckonbko ACE
B ACL.

[nsa crangapTHoro IP ACL go6aebte ACE crnieaytownm obpasom:

e HesaBucmmo OT Toro, aBnsieTcsa nu ctaHgapTHeln IP ACL MMeHOBaHHbBIM MU YUCTOBLIM
ACL, Bbl MOXeTe 3anyCTUTb CreayloLyo KoMmaHdy B ctaHgapTHoM pexunme IP ACL,
yToObI f00OaBUTL ACE:

[ sn]{ permit | deny } {host source| any | source source-wildcard } [ time-range time-range-
name][log]
e [Ina HymepoBaHHOro craHgapTHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CreayoLyto
KOMaHay B pexume rnobdanbHon koHdurypaumm, 4tobbl gobaesntb ACE:
access-list acl-id { permit | deny } {host source| any | source source-wildcard } [ time-range
tm-rng-name ][ log ]
e [1ns pacwupeHHoro IP ACL Bbl MoxeTe gobaentb 3anmcn ACE cnegytowmm obpasom:

e HesaBucuMmo OT TOro, sBRAsSEeTCA N pacwunpeHHbin I[P ACL MMEHOBaHHbIM Unn
HYMepoBaHHbIM, Bbl MOXETe 3anyCcTUTb Cneaylollyl KoMaHOy B pexume
pacwmpeHHoro IP ACL, utobbl go6asutb ACE:

[ sn]{ permit | deny } protocol{host source| any | source source-wildcard } {host destination|
any | destination destination-wildcard }[ [[ precedence precedence ] [tos tos]] | [dscp dscp] [ecn
ecn] ] [fragment] [time-range time-range-name] [ log ]
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o [1ns HymepoBaHHOro pacwmpeHHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CreayoLLyto
KOMaHZy B pexxume rnobanbHon koHdurypauum, 4tobbl nobasuts ACE:
access-list acl-id { permit | deny } protocohost source| any | source source-wildcard } {host
destination| any | destination destination-wildcard }[ [[ precedence precedence ] [ tos tos]] |
[dscp dscp] [ecn ecn] ] [fragment] [timerange time-range-name] [ log ]

MpumeHeHue IP ACL

Mo ymonuyaHuio IP ACL He npuMeHsieTCa HU K KakoMy uHTepdency, 1o ectb IP ACL He
GunbTpyeT BXoAadLmMe n ucxoaswme IP-nakeTbl yCTPOMCTBA.

3anyctute komaHay ip access-group { acl-id | acl-name } { in| out } B pexxume HacTpomku
nHTepdenca Ans NpUMMEHEeHUsa cTaHg4apTHOro unu pacwmpeHHoro IP ACL kK ykazaHHOMy
UHTepdency.

1.4.2. PacwmnpeHHbin ACL MAC-agpecoB

PacwupeHHbin ACL MAC peanuayeT yCOBEPLUEHCTBOBAHHbLIN KOHTPOMNb Had BXOASLMMU U
NCXOOALLMMM NakeTaMuM Ha OCHOBE 3arofioBkoB L2 nakeToB. Bbl MoxeTe paspellaTb unm
3anpeLwartb BXog onpeaerneHHbIX NaketoB L2 B ceTb, TEM CaMbIM 3allyMLLan ceTeBble Pecypchbl
OT aTaK UNMn KOHTPONMPYS OOCTYN Nonb3oBaTenei K ceTeBbiM pecypcam.

1.4.2.1. NMpuHUKUN paboTbl

Onpegenute ceputo npasun goctyna MAC B pacwmpeHHom ACL MAC, a 3aatem npumenute ACL
K BXOOSLEMY WM MWCXOOSALEMY HanpasneHulo uHTepdenca. YCTPOWCTBO NPOBEPSET,
COOTBETCTBYIOT 1M BXOASAWME WM UCXOOALME MaKeTbl MpaBwunam, U COOTBETCTBEHHO
nepecbinaeT unn 6NokMpyeT 3TV NakeTbI.

Utobbl HacTpouTb pacwmpeHHbin ACL MAC, HeobxoouMMoO ykasaTb YHMKANbHOE WMMS WK
ngeHtTndukaTop ansa atoro ACL, 4ytobbl ogHo3Ha4yHO maeHTudmumposaTs ACL. B cneaytoulen
Tabnvue nepeyncrneHbl  OuanasoHbl  UOEHTUUKATOPOB, KOTOpble  UOAEHTUULUPYIOT
pacwmnpeHHble ACL MAC.

MpoTokon Ovana3oH ngeHTudnkaTopos

PacwunpeHHbin ACL MAC 700-799

TununyHble NpaBuna, onpegeneHHole B pacumpeHHom ACL MAC, BknovatoT:
e ucxogHoin MAC-agpec;
e MAC-agpec Ha3HayeHus;

e Tun npoTokona Ethernet.

PacwwupeHHbin ACL MAC (gmanasoH wugeHtudukatopos: 700-799) wucnonb3yetca ans
dunbTpaumm naketoB Ha ocHoBe MAC-agpeca UCTOYHMKA My nony4vartens u tuna Ethernet B
nakeTtax.

[na otaenbHoro pacwmpeHHoro ACL MAC MOXHO MCMNONb30BaTb HECKOSIbKO HE3aBUCUMbIX
npasun ACL gnsa onpegeneHus HeCKONbKMX rnpasun. Bce npaBuna ccbinaTcs Ha O4UMH U TOT
Xe naeHTMUKaTop Unn ums, NO3TOMy 3TK npasuna cBa3aHbl ogHUM 1 Tem xe ACL. OgHako
GornbLuee KONMYEeCTBO NpaBusli 03HavYaeT, YTO CTaHOBUTCA BCe TPyAHee YnTtaTb 1 noHMmaTtb ACL.

NMPUMEMAHUE: ecrim ACE B pacwupeHHom ACL MAC He onpedeneHbl creumnanbHO Ans
naketoB IPv6, To ecTtb Tvn Ethernet He ykasaH unu 3HadeHue nons Tuna Ethernet He paBHO
0x86dd, pacwmpeHHbin ACL MAC He cunbTpyeT naketbl IPV6. Ecnun Bbl xoTuTe counbTpoBaTh
naketbl IPV6, ncnonbaynrte pacumpeHHsin ACL IPV6.
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1.4.2.2. CKpbITO€E npaBusio «3anpeTutb BeCb Tpaduk»

B koHue kagoro pacwumpeHHoro ACL MAC HaxoguTcs CKpbITOE NpaBuiio «3anpeTuTb BECb
Tpadumk». CnegoBaTesnbHO, eCnv NakeT He COOTBETCTBYET kakoMy-nnbo npasuny, nakeT dyaet
OTKITOHEH.

Hanpuwmep:
access-list 700 permit host 08c6.b300.0001 any

O1oT ACL paspeluaeT Tonbko nakeTbl oT xocta ¢ MAC-agpecom 08¢6.b300.0001 n 3anpelwiaet
nakeTbl OT BCEX OCTalbHbIX XOCTOB. OTO CBS3@HO C TeM, YTO B KOHUe aTtoro ACL HaxoguTcs
cnepytollee npasuno: access-list 700 deny any any.

1.4.2.3. CBAA3aHHasa KOHcurypaums

HacTponka pacwmpeHHoro ACL MAC
Mo ymon4yaHuio Ha YCTPONCTBE HE HACTPOeH paclumpeHHbin ACL MAC.

3anyctute komaHgy mac access-list extended {acl-name | acl-id } B pexume rnobansHon
KoOHGUrypauum ansa cosgaHusa paclumpeHHoro ACL MAC 1 nepexoga B pexmnm paclumpeHHoro
ACL MAC.

HNo6aeneHne ACE B pacwumpeHHbin ACL MAC

Mo ymonyaHuio BHOBb CO34aHHbIN pacwmpeHHbln ACL MAC copepxuT ckpblTbih ACE,
3anpewatowmin Bce naketbl L2. 3107 ACE CKpbIT OT NONb30BaTeNemn, HO BCTynaeT B CUNYy, korga
ACL npumeHsieTcsa K uHTepdency. To ecTb Bce naketbl L2 6yayTt otbpolleHsl. [oatomy, ecnuv
Bbl XOTUTE, YTOObLI YCTPONCTBO NOMy4arno Unn oTnpaBnano onpegeneHHble naketol L2, no6aBbTe
Heckonbko ACE B ACL.

Bbl moxeTe gobaente ACE B paclumpeHHbin ACL MAC cnegytowmm obpasom:

e HesaBucumo oOT TOro, saBndeTcsa NnuM pacwmpeHHelin ACL MAC uMeHOBaHHbIM Unn
HymepoBaHHbIM ACL, Bbl MOXeTe BbINOMHUTL CrieAyloLWyo KOMaHdy B pexume
pacwumpeHHoro ACL MAC, 4tobbl gobasnte ACE:

[sn{ permit |deny Hany|host src-mac-addri{any|host dst-mac-addr}[ethernet-type][cos cos ]
[inner cos] [ time-range tm-rng-name]

e [Insa pacwmpeHHoro ACL ¢ HymepoBaHHbIM MAC-agpecoM Bbl TaKKe MOXETe 3anyCTUTb
cnegyoLLylo KOMaHay B pexunme rnobanbHon koHurypaumm, 4tobbl gobaesntb ACE:

access-list acl-id{ permit |deny Hanylhost src-mac-addri{any|host dst-mac-addr}{ethernet-
type][cos cos ] [inner cos] [ time-range time-range-name]

NMpumeHeHune pacwmpeHHoro ACL MAC

Mo ymonyaHuio pacwmpeHHbin ACL MAC He NpMMEHSIETCA HN K KakoMy MHTepgency, To ecTb
co3faHHbIn pacwmpeHHblin ACL MAC He qounbTpyeT BXodswWMWe UK ucxogdawume nakeTbl L2
yCTpOWNCTBA.

3anycTtute komaHay mac access-group { acl-id | acl-name } {in| out } B pexxume koHpurypaumm
nHTepdenca ans npumeHeHna pacumpeHHoro ACL MAC K ykazaHHOMY UHTepdency.

1.4.3. KkcnepTHbIN pacwmpeHHbIn ACL

Bbl MOXeTe co3gaTb aKCNepTHbIN paclumpeHHbin ACL ans conoctaBneHns nHdgopmaumm L2 v
L3 B nakeTtax, uUcnomnb3yss OAHO M TO >Xe MpaBuno. OKCMepTHbI paclumpeHHbii ACL MOXHO
paccmaTtpuBaTtb Kak kombuHauuo n pacwmpenue IP ACL n pacwupenHoro ACL MAC, notomy
YTO 9KCNEepTHbIM pacwmpeHHbin ACL moxeT cogepxaTtb ACE kak B IP ACL, Tak U B
pacwmpeHHom ACL MAC. Kpome Toro, VLAN ID MOXHO ykasaTb B pacLUMPEHHOM 3KCMEPTHOM
ACL ansa dounbTpauumn nakeTos.
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1.4.3.1. MpuHUMN paboTbl

Onpegenute pag npasun SOCTyna B 3KCcnepTHOM paclumpeHHoM ACL, a 3atem npumeHuTte ACL
BO BXOAdLIEM WKW UCXOAdWEeM HanpasneHnn uHTepdenca. YCTPOMUCTBO NPOBEpPSET,
COOTBETCTBYIOT NN BXOAAWME WM UCXOAsdLMe nakeTbl npaBunamM, U COOTBETCTBEHHO
nepecbinaeT unun 6nokMpyeT 3TN NakeThbl.

[na HacTporikn akcnepTHOro pacwmpeHHoro ACL Heobxoammo ykasaTb YHWKanbHOEe UMSI Uinn
naeHtTndukaTop ang atoro ACL, 4ToObl MPOTOKON MOI OAHO3HAYHO MAEHTUMNLMPOBATL KaXabIi
ACL. B cneaytowen Tabnuue nepeymcneHbl AnanasoHbl MAEHTUMKATOPOB pacLUMPEHHOro
akcnepTHoro ACL.

MpoTokon Ovana3oH npgeHtudnkaTopos

SKcnepTHbIN pacwmpeHHbin ACL 2700-2899

Korga cosgaeTca aKcnepTHbIM  pacwupeHHbln  ACL, onpegeneHHble npasuna  MoryT
NPUMEHATLCA KO BCEM MakeTaM. YCTPOWCTBO onpenensieT, crneayeT N nepecbinatb WUnm
GnoknpoBaTh NakeTbl, NPOBEPSIl, COOTBETCTBYHOT NN NaKeTbl 3TUM NpaBuniam.

TunuyHble npaBuna, onpeaeneHHble B 9KCNepTHOM paclumpeHHom ACL, BKNHOYaIOT:

e  BCA UH(opmaums B 6azoBom ACL n pacumperHHom ACL MAC;
e ugeHtudumkatop VLAN.

OKcnepTHbIN pacwmpeHHbin ACL (ananasoH ngeHtudukatopos: 2700-2899) npencrasnsaet
cobon kombuHauno 6asosoro ACL n pacwmpeHHoro ACL MAC 1 MoxeT (punbTpoBaTb NakeThbl
Ha ocHoBe naeHTugukatopa VLAN.

[ns oTgenbHoOro pacwmpeHHoro akcneptHoro ACL  MOXHO McCnonb3oBaTb HECKOMbKO
He3aBMCMMbIX NpaBwUi Ans onpeneneHvst Heckonbknx npasun. Bce npaBuna ccbinatoTcs Ha
OOWH M TOT Xe MAEHTUUKATOP NN UMSI, NOSTOMY 3TU NpaBua cBsi3aHbl 0aHUM 1 TeM xe ACL.

NMPUMEYAHUE: ecnu npasuna B akcnepTHOM paclumpeHHoM ACL He onpeaeneHsl crneumasnbHO
ans naketoB IPv6, To ecTb He yka3aH Tun Ethernet unu sHadenne nong Tuna Ethernet He paBHO
0x86dd, akcnepTHbI pacwumpeHHbin ACL He dunbTpyeT naketbl IPv6. Ecnu Bbl xoTuTe
dunbTpoBaTh NakeTbl IPV6, ncnone3ynte pacwmperHbin ACL IPV6.

NMPUMEYAHME: none UDF B akcnepTHoM pacwmpeHHoM ACL npogykta ueHTpa obpaboTku
AaHHbIX SBMNSETCS HacTpavBaembiM nonem. [lonb3oBaTenu [OMKHbI HACTPOUTb YPOBEHb
npoTokona, cmelleHune (offset), aaHHble n macky.

1.4.3.2. CKpbITOe npaBuno «3anpeTuTb Becb Tpadmk»

B kOHUe kakgoro akcnepTHOro paclmpeHHoro ACL HaxoguTcs CKpbITOE NPaBuUIo «3anpeTuTb
Becb Tpadmky». CriegoBaTesnibHO, €CnN NakeT He COOTBETCTBYET KAakOMy-nnMbo npasuy, naket
OyOeT OTKINOHEH.

Hanpumep:
access-list 2700 permit 0x0806 any any any any any

OT1oT ACL paspeluaeT Tonbko naketsl ARP ¢ Tunom Ethernet 0x0806 v 3anpeluaeT Bce apyrue
TUMbI NAKeToOB. OTO CBA3AHO C TEM, YTO B KOHLUE 3Toro cnucka ACL cyllecTBYeT CreayroLmn
onepatop: access-list 2700 deny any any any any.

1.4.3.3. CBA3aHHasA KOH(urypaums

HacTtpouka akcnepTtHoro pacwupeHHoro ACL
Mo ymonyaHuio Ha YCTPONCTBE HE HACTPOEH pacLUMpeHHbIN akcnepTHbIn ACL.
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3anycTtute komaHgy expert access-list extended {acl-name | acl-id } B pexxume rnobanbHomn
KOHGUrypauum p[ns cosgaHus akcnepTHoro pacwmpeHHoro ACL m Bxoga B 9KCNEPTHbIN
paclumpeHHbln ACL-pexnm.

Ho6aBneHne ACE B pacumpeHHbIN akcnepTHbIn ACL

Mo ymMon4aHuio BHOBb CO3[aHHbLIN 3KCNEpPTHbIA paclmpeHHblin ACL copepxunt ckpbiTbii ACE,
3anpewatowmin Bce nakeTbl. ATOT ACE CKpbIT OT nonb3oBaTenien, HoO BCTynaeT B CUny, Korga
ACL npumeHsieTcsa Kk nHtepdency. To ectb Bce nakeTbl L2 6yayt otbpolleHsl. Moatomy, ecnm
Bbl XOTUTE, YTOOLI yCTPONCTBO NOMy4ano uiv oTnpaBnano onpeaeneHHble nakeTol L2, fobaebte
Heckosibko ACE B ACL.

Bbl MoxeTe aobasnte ACE B pacluMpeHHbIn akenepTHbln ACL cnegyowmm obpasom:

e HesaBncUMO OT TOrO, ABMSIETCSH NI pacLlUMPEHHbI akcnepTHbI ACL MMeHOBaHHbLIM U
NPOHYMEPOBaHHLIM, Bbl MOXeTe 3anyCTUTb Cheaylolwyld KOMaHay B pexume
paclumpeHHoro akcneptHoro ACL, 4Tobbl fobasuTte ACE:

[snK{ permit |deny }protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner in]]] {source
source-wildcard | host source | anyKhost source-mac-address|any } {destination destination-
wildcard | host destination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask ] | [ int-flag ]] [time-range time-range-name]]

e [1ns HYMEpPOBaAHHOIO pacLUMPEHHOro akcnepTHoro ACL Bbl Takke MOXeTe 3anyCctutb
cnefyoLylo KoMaHay B pexume aKCnepTHoro pacwumpeHHoro ACL, 4tobbl obaBuTb
ACE:

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner
in]]] {source source-wildcard | host source | anyH{host source-mac-address|any } {destination
destination-wildcard | host destination | any} {host destination-mac-address | any}
[[precedence precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf
udf-id header pos value mask ] | [ int-flag ]] [time-range time-range-name]]

NMpumeHeHne aKkcnepTHOro pacwupeHHoro ACL

Mo ymonyaHuio akcnepTHbIN paclumMpeHHblin ACL He NpUMEHSAETCA HU K OAHOMY MHTepdbency, To
€CTb CO34aHHbIN 3KCMEPTHbIN pacwmpeHHbin ACL He punbTpyeT BXogswme unm mcxogsiumne
naketbl L2 nnn L3 ycTponcTaa.

3anyctute komaHgy expert access-group { acl-id | acl-name } { in] out } B pexxume HacTpomrku
NHTepdenca, 4Tobbl MPUMEHUTb 3KCNEPTHbINA paclumpeHHbIn ACL K ykazaHHOMY UHTepdency.

1.4.4. 1IPv6 ACL

ACL IPv6 peanunsyeT yCOBEpPLUEHCTBOBAHHbLIA KOHTPOMb Hag BXOOAWMMU U UCXOAALLMMMN
naketamn IPv6 ycTtponctBa. Bbl MoXeTe paspewmntb UM 3anpeTuTb BBOA ONpeaesieHHbIX
nakeTtoB IPv6 B ceTb B COOTBETCTBUM C (haKTMYeCKUMMU TpeboBaHNAMN ANs KOHTPONS AocTyna
nonb3oBartenen IPv6 K ceTeBbIM pecypcam.

1.4.4.1. NMpuHUKMN paboTbl

OnpegenuTte psig npaeun goctyna IPv6 B ACL IPv6, a 3atem npumeHnte ACL BO BXOOALEM UMK
ncxoasilemM HanpaeneHun nHTepdgenca. YCTpomncTeo npoBepsieT, COOTBETCTBYIOT NN BXoasLwme
unu ucxoaswme naketol IPV6 npaBunam, n COOTBETCTBEHHO NepechinaeT unu GrnokupyeTt atn
nakeTbl.

YUTto6bI HacTpouTb ACL IPV6, Bbl AOMKHbI yKa3aTb yHUKanbHoe nms gns atoro ACL.

NMPUMEYAHME: B otnnume ot IP ACL, pacwmpeHrHoro ACL MAC 1 akCnepTHOro pacluMpEHHOro
ACL, Bbl MOXeTe yka3aTb TONbKO UMS, HO He naeHtTudunkaTop ana cosgaHHoro ACL IPV6.
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NMPUMEMAHUE: Tonbko oauH IP ACL, vnu oguH pacwupeHHbin ACL MAC, wnu oguvH
9KCMEpPTHbIN pacwmpeHHbin ACL MoxeT OblTb MPUMMEHEH K BXOOALWEMY WAW UCXOASLLEMY
HanpaBneHuo nHTepdenca. Kpome toro, MoXXHO NnpuMeHuTb ewe oanH ACL IPv6.

1.4.4.2. CKpbITO€E npaBuso «3anpeTutb BeCb Tpaduk»

B koHue kaxpgoro cnucka ACL IPvV6 HaxoguTcsl CKpbITOe NpaBuio «3anpeTuTb BeCb Tpaduk
IPv6». CnegoBaTenbHO, €cnv nakeT He COOTBETCTBYET kakomy-nmbo npasuny, naket Oyaet
OTKIOHEH.

Hanpuwmep:
ipvé access-list ipvé_acl
10 permit ipvé host 200:1 any

10T ACL paspelaeT Tonbko naketbl IPv6 oT xocta-uctoyHmka 200::1 n 3anpeltaeTt nakeThbi
IPV6 OT BCcex oCTalbHbIX XOCTOB. JTO CBA3AHO C TEM, YTO B KOHLIE 3TOr0 CNUCKa ynpasreHus
OOCTYMNOM ecTb criegytowee npasuno: deny ipv6 any any.

XoTa cnucok ynpasneHuss JoctyrnomMm IPv6 no ymonyaHuio COAepXUT CKpbITOe npaBumo
«3anpeTntb Becb Tpaduk IPv6», oH He counbTpyeT nakeTbl ND.

1.4.4.3. BxogHasa nocrnegoBaTeNibHOCTb NpaBun

Kaxxgoe HoBoe npaBwuno pobasnsieTcss B koHey ACL v nepen onepaTtopom npasunia no
yMonuaHuto. BxogHasi nocnegosaTtenbHoCTb onepaTopoB B ACL oyeHb BaxkHa. OH onpeaenseT
npuopuTeT Kaxxgoro onepatopa B ACL. lMNpwu onpeageneHnn Toro, cnegyeT v nepeckinats Unm
GnokupoBaTb NakeTbl, YCTPOWCTBO CpaBHMBaeT MakeTbl C MNpaBulaMu Ha OCHOBE
nocnegoBaTeNnlbHOCTM, B KOTOPOW co3galTcs onepatopbl npaswun. [lMocrne oGHapyxeHust
COBMajatoLLero onepartopa npasuna yCTporNCcTBO He NpoBepsieT ApYrMe onepaTopbl Npasuna.

Ecnn onepatop npasBuna cosgaH M paspellaeTr Becb Tpaduk IPv6, Bce nocneaylolime
onepaTopbl He ByayT NPOBEPSATLCS.

Hanpumep:
pvé access-list ipvé_acl
10 permit ipvé any any
20 deny ipvé host 200::1 any

lMockonbKy nepBoe yTBEpXAEHME MpaBuna paspellaeT Bce nakeTobl IPv6, Bce nakeTbl IPV6,
oTnpaeneHHble ¢ xocta 200::1, He COOTBETCTBYIOT MOCnenylolwemMy npaBuily OTka3a C
nopsiakoBbiM HoMmepoM 20 1, cnegoBaTenbHO, He ByAyT OTKMNOHEHBI. [Mocne Toro, kak yCTpONCTBO
OBHapYXUT, YTO NakeTbl COOTBETCTBYIOT MEPBOMY YTBEPXAEHWIO npasuna, oHO 6Gonblie He
npoBepseT nocneaywLme yTBepXaeHvs npasuna.

1.4.4.4. CBA3aHHasA KOH(urypaums

Hactpownka ACL IPv6
Mo ymon4yaHuio Ha ycTpoKrcTBe He HacTpoeH ACL IPv6.

3anycTtute KomaHay ipv6 access-list acl-name B pexume rnobanbHOM KOHUrypaumm, 4Tobbl
cosgaTtb ACL IPv6 n BonTu B pexkum ACL IPV6.

Ho6aBneHune ACE B ACL IPv6

Mo ymonuyaHunio BHOBb co3faHHbI ACL IPV6 copepxuT HesBHbii ACE, 3anpelialoliun Bce
naketbl IPv6. 310T ACE CKpbIT OT nonb3oBaTenemn, Ho BCTynaeT B cuny, koraa ACL npumeHsieTcs
K nHTepdency. To ectb Bce nakeTbl IPV6 6yayT otopoLueHbl. [oaTomMy, ecnu Bbl XOTUTE, YTOObI
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YCTPOWCTBO MOMy4ano unvM OTnpaBnano onpeneneHHble naketbl IPv6, nobaBbTe HECKONbKO
3anucen ACE B ACL.

BbinonHuTe cneaytowyto komanay B pexume IPv6 ACL, ytobbl fobasute ACE:

[sn] {permit | deny }protocol{src-ipv6-prefix/prefix-len|host src-ipv6-addr| anyHdst-ipv6-pfix/pfix-
lenlhost  dst-ipv6-addrlany} [range lower upper] [dscp dscp][flow-label flow-
label][fragment][time-range tm-rng-name] [ log ]

MpumeHeHue ACL IPv6

Mo ymonyaHuio ACL IPV6 He npuMmeHsieTca HM K OQHOMY UHTepdency, To ecTb cnucok ACL IPv6
He unbTpyeT BXoAsLWME U nucxogsawmne naketol IPV6 ycTponcTsa.

3anyctute komaHay ipv6 traffic-filter acl-name { in| out } B pexume KoHcburypaumm
uHTepdenca anga npumeHeHna ACL IPv6 k ykazaHHOMY UHTepdency.

1.4.5. ACL80

ACLB80 oTHOCKTCA K 3KCnepTHOMY paclumpeHHomMy ACL 1 Takke Ha3blBaeTCA NoSfib30BaTENbCKUM
ACL. OH cunbTpyeT nakeTbl Ha ocHoBe nepBbix 80 GanToB kaxgoro naketa. Cpeam atmx 80
6ant nona SMAC, DMAC, SIP, DIP n ETYPE B nakeTe aABnsaTCcA 06a3aTenbHbIMKU, @ ocTanbHble
16 6anMTOB MOXHO YyKasaTb.

1.4.5.1. NMpuHUKUN paboTbl

MakeT cocTonT U3 Heckonbkmx 6anToB. ACL80 no3sonseT conocTtaBnaTh yka3aHHble 16 6anTos
no 6utam B nepsbix 80 6anTax nakeTa. Jltobon 6uT 16-6anTOBOrO NONA MOXET BbITb YCTAHOBIIEH
B 3HayeHwue (0 unu 1), ykasbiBaroLlee, cpaBHuBaeTcsa nu 6ut. Mpu domnbTpaumm noboro Ganta
YyUMTbIBAOTCA TPU haKTopa: COAEPXXMMOe CoBnagatoLLero nors, Macka coBnagaroLLero nosns u
HayanbHas No3nums Ans conocTtaeneHns. bUTbl cogepXXMMoro cosnagaroLLero nons HaxogaTcs
BO B3aMMHO OJHO3Ha4YHOM OTHOLLEHWM OoToBpaxeHus ¢ BuTamm Macku coBnagaroLero nons.
MpaBuno dunbTpauum ykasbiBaeT 3HavyeHne punbtpyemoro nong. LWabnoH nons dounetpaumm
yKkasblBaeT, criegyet nu (punbTpoBaTb COOTBETCTBYIOLLEe norie B npasune dunbtpauun. (1
yKasblBaeT, 4To 61T, yKaszaHHbIV B NpaBunie punbTpauum, AormkeH coBnaaatb; 0 ykasblBaeT, YTo
Ou1T, yKasaHHbIM B NpaBuie punbTpaunn, He cooTeeTcTeyeT.) CnegoeaTensbHo, Korga TpebyeTtcs
COOTBETCTBME OonpeAeneHHoMy 6uTy, Bbl OOSPKHbI YCTAHOBUTL COOTBETCTBYHOLWMN GUT B 1 B
wabnoHe nona dunbTpauun. Hanpumep, ecnn 6ut yctaHoeneH B 0 B wabnoHe nons
dunbTpaLmmn, HM 0aNH BUT HE COOTBETCTBYET HE3AaBMCKMMO OT TOrO, Kakon BUT ykasaH B npasune
dmnbTpaumm.

Hanpumep,
QTECH(config)#expert access-list advanced name
QTECH(config-exp-dacl)#permit 08c6b3123456 ffffffffffff O
QTECH(config-exp-dacl)#deny 08cé6b3654321 ffffffffffff 6

Monb3oBaTtenbckuin ACL conocTtaenseT nwobon 6ant n3 nepsbix 80 6anToB B Kagpe OaHHbIX L2
B COOTBETCTBUM C OnpederieHnem nonb3oBaTens U COOTBETCTBYHOLWMM obpaszoM unbTpyeT
nakeTbl. YTo6bl NpaBMbHO NCMONb30BaTh Norb3oBaTensckuin ACL, Bbl 4OMKHBI UMETb rnybokoe
NOHMUMaHME CTPYKTYpbl pperima aaHHbix L2. Hke nokasaHbl nepeble 64 6anTa kagpa AaHHbIX
L3 (kaxgas BykBa npeactaensieT cobon wwecTHaguaTepuyHOEe 4YMCho, a Kaxable ABe OyKBbl
npeacTaBnsoT oauH 6anT):

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD
DD DD EE FFGGHHHHHH 1111 JJ KK LL LL MM MM

NN NN OO PPQQQQRRRRRRRRSSSSSSSSTTTT
UU UU VV VWV VW VW WW WW WW WW XY ZZ aa aa bb bb
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B cnepaytowien Tabnuue onMcaHo 3Ha4YeHNE N CMELLEHNE KaXKaon OyKBbI:
BykBa 3HaueHue CmelweHne bykBa 3HauyeHue CwmelleHue
A MAC-agpec 0 o NMone «Time To 34
Ha3Ha4eHus Live» (TTL)
B McxoaHbin 6 P Homep npotokona | 35
MAC-agpec
C Mone tera VLAN 12 Q IP checksum 36
D [nnHa kagpa 16 R McxoaHbin 38
JaHHbIX IP-agpec
E Mone  «Destination | 18 S IP-agpec 42
service access point» nony4arens
(DSAP)
F Mone Source service | 19 T TCP-nopT 46
access point (SSAP) NCTOYHUKA
G Mone Cntl 20 U MopT HasHaudeHusa | 48
TCP
H Mone Org Code 21 \% CepuiHbin Homep | 50
I MHkancynupoBaHHbl | 24 Wt Mone 54
M TN OaHHbIX nNoATBEPXKOEHNS
J Homep Bepcun IP 26 XY [OnuHa 3aronoska | 58
IPun
3ape3epBUpoBaH-
HbI BUT
K Mone TOS 27 Z 3apesepBupoBaH- | 59
HbI BUT 1 BUT
¢dnaros
L IOnnHa IP-naketa 28 a MNone pasmepa 60
OKHa
M ID 30 b PasHoo6pasHbIin 62
N Mone cdonaroe 32

B npvBeneHHoN Bblile Tabnvue CMeLleHMe Kaxgoro nons — 3TO CMeLleHue 3TOoro nons B
TernpoBaHHoM nakeTe 802.3 SNAP. B nonb3oBaTtensckom ACL Bbl MOXETE UCNOMNb30BaTh MacKy
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npaeuna M cMmelleHne BMecTe, 4ToObl n3Bne4yb nwbon 6anTt M3 nepebix 80 GanToB Kagpa
AaHHbIX, CpaBHWUTb 6GaWT C npaBuMnoOM, HacTpoeHHbiM B ACL, a 3areM oTdunbTpoBaTb
coBnajatome Kagpbl AaHHbIX Ana ganbHenwen obpaboTkn. MHonBmayanbHble npasuna MoryT
ObITb HEKOTOPbIMU (PMKCMPOBaHHBbIMK aTpnbyTammn gaHHbIX. Hanpumep, 4Tobbl NONYy4YMTL BCE
naketbl TCP, Bbl MOXeTe onpeaenuTb NpaBuno kak «06», macky npaeuna kak « FF» n cmeweHune
Kak «35». 3aTem yCTpOMCTBO MOXET COBMECTHO UCNOMb30BaTh Macky npasuna n cMeLleHne gng
N3BNeYeHns CoOep>XXMMOro nonsi Homepa npoTokona TCP B MONyyYeHHOM Kaape OaHHbIX Y
CpaBHEHMWS U3BIIEYEHHOIO COAEPXKMMOrO C NpaBunom Ang nonyyeHnsa scex naketos TCP.

NMPUMEYAHUE: Tonbko kommyTaTopbl nogaepxkmeatoT ACL8O.

NMPUMEYAHUE: ACL80 nogaepxmBaet dunbtpaumo naketos Ethernet, 803.3 SNAP un 802.3
LLC. Ecnu 3Ha4eHus nonen ot DSAP fo cntl yctaHoeneHsl Ha AAAAO3, ACL ucnonbayetca ons
dunbTtpaumm naketoB SNAP 803.3. Ecnin 3HadeHns nonen ot DSAP go cntl yctaHoBnEHbI Ha
EOE003, ACL ucnonbesyetca ans cdounbtpauumn naketoB 803.3 LLC. 3HayeHune nons cntl Henbas
HacTpouTb Ans dounbTpaumm naketoB Ethernet.

NMPUMEYAHUE: ACL80 MOXHO HacTpouTb ONsi CpaBHEHMS nakeToB ¢ nobbiM 13 16 6anTos.
Ecnun 16 6anToB yxe ncnonb3yoTes, Henb3sa HacTpoutb ACE Ans cpaBHEHUSA NakeToB C NONAMn
B NobbIx gpyrnx Gantax.

1.4.5.2. CBAA3aHHasA KOHcurypaums

HacTponka akcneptHoro pacwupeHHoro ACL
Mo ymonyaHmio aKcnepTHbI pacwmpeHHbin ACL He HAaCTPOEH Ha YCTPONCTBE.

3anyctnute KomaHagy expert access-list advanced acl-name B pexume rnobansHon
KOH(purypaumm, 4Tobbl co3gaTh 3KCNEPTHbIM paclmpeHHbin ACL 1 BOWMTM B SKCMEPTHLIN
pacwmpeHHbIn pexxnm ACL.

Hob6aBneHune 3anucen ACE B 3KCNepTHbIN pacluMpeHHbIn cnucok ACL

Mo ymonyaHuio BHOBb CO34aHHbIN 9KCNEPTHLIN paclumpeHHbin ACL Coaep>XUT CKpbITOE NpaBumo
ACE, 3anpewiatowyto Bce naketbl. ToT ACE cKpbIT OT nosib3oBaTenen, Ho BCTynaeT B Cuiy,
korga ACL npumeHsieTcs k nHtepdency. To ecTb Bce nakeTbl L2 6yayT oTOpolueHbl. MNoatomy,
ecnn Bbl XOTUTE, YTOObI YCTPOMCTBO MOMy4ano Unn oTNpaBnano onpefereHHble nakeTol L2,
JobaBbTe Heckonbko 3anncen ACE B ACL.

e 3anyctute komangy [sn] { permit | deny } hex hex-mask offset B akcnepTHOM
paclumpeHHoM pexume ACL, yTobbl fobaBuTb ACE B 9KCnepTHLIN pacumpeHHbin ACL.

NMpumeHeHMe 3KkcnepTHOro pacwmpeHHoro ACL

Mo ymon4yaHuio akcnepTHbIM pacwmnpeHHblin ACL He NPUMEHSAETCS HU K KaKOMY MHTepdency, To
€CTb CO34aHHbIA 3KCNEPTHbIA paclmMpeHHbin ACL He punbTpyeT BXogsdwme unm mcxogsiune
nakeTbl YCTPOMCTBA.

3anyctute komaHay expert access-group acl-name { in| out } B pexume KoHurypaumm
nHTepdenca, 4Tobbl NPUMEHUTL 3KCMEPTHbIN paclumpeHHbIn ACL K ykazaHHOMY UHTepdency.

1.4.6. MNepeHanpaBneHne ACL

lMepeHanpaBneHne ACL n03BOMSET YCTPOMCTBY aHanM3anpoBaTb MOMyYeHHblE MakeTbl U
nepeHanpaBnsaTb MNakeTbl Ha yKasaHHbI MNOPT Ang nepecbinkn. YT06bl aHanuM3mMpoBaTb
onpefeneHHble BXOoAdWMEe nNakeTbl YCTPOWCTBA, Bbl MOXeTe HacTpouTb  (PYHKLMIO
nepeHanpasneHna ACL and nepeHanpasneHUd nakeToB, OTBeYalwlMX MpasBunam, Ha
yKas3aHHbI MopT U 3axBaTa NakeToB Ha 3TOM MOpPTYy ANg aHanuaa.
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1.4.6.1. MpuHUMN paGoOThbI

MpuBsxuTe Apyryo nonmtuky ACL K MHTepdbency n ykaxuTte BbIXOAHOW LierneBon uHTepdenc
ANA Kaxaon nonutukn. MNpu npueme nakeTos Ha 3TOT MHTepenc yCTPONCTBO NocneaoBaTeribHO
nwet nonutnkn ACL, npuBsizaHHble K 3TOMY WHTepdency. Ecnn nakeTbl COOTBETCTBYIOT
KPUTEPUAM, OMUCaHHbLIM B ONpeaeneHHoN NonuTuKe, YCTPOMCTBO NepeHanpasnsaeT naketbl Ha
MHTepdenc HasHayeHus, yKasaHHbIn B NONUTUKE, TeM CaMbiM MepeHanpasBnsas nakeTbl Ha
OCHoBe Tpadmka.

NMPUMEYAHUE: Tonbko KOMMYyTaTOpbl NOAOEPXKMBAIOT OYHKUMIO NnepeHanpasneHna ACL.

NMPUMEYAHUE: nepeHanpaBneHne ACL OencTBYeT TOMbKO BO BXOASLEM HanpaBreHuu
UHTepdenca.

1.4.6.2. CBAA3aHHasa KOHcurypaums

HacTponka ACL

Mpexpe 4yem HacTpamBaTb nepeHanpaeneHne ACL, HacTtponte ACL. [dononHutenbHble
cBefeHnda o HacTponke ACL cMm. B npegblayLumx onncaHmsx Hactponkm ACL.

Jdo6asneHne ACE B ACL

MogpobHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npegbigyumx onucanmsx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unn ACL IPv6.

HacTponka nepeHanpaBnennsa ACL
Mo ymonuaHuto nepeHanpasneHne ACL Ha yCTpOMCTBE HE HAaCTPOEHO.

3anyctute komaHay redirect destinationinterface interface-name acl {acl-id | acl-name } in B
pexnme koHurypauum nHtepdenca ans HacTponku nepeHanpasneHnss ACL.

NMPUMEMAHUE: dbyHkumio nepeHanpasneHns ACL MOXHO HacTpOUTb TOSIbKO Ha MHTepdence
Ethernet nnu Touke goctyna.

1.4.7. TnobanbHbIN Security ACL

YUTtobbl cooTBETCTBOBaTL TpeboBaHMAM pa3BepTbiBaHusA 6e3onacHocTn, ACL Ha ocHOoBe MOPTOB
4YacTo HacTpamBaeTCs Ha UNbTPAUMIO BUPYCHbIX MAKETOB W MNOSlydEHUE MNakeToB C
onpedeneHHbIMU  XapakTepucTukamu, Hanpumep, nakeToB, aTtakywowux TCP-nopt. B
rnobanbHOM CceTeBOW cpede CyLWeCTBYHT pasfnuyHble BUPYCHble NakeTbl, WU MNPU3HaKu
noeHTurKaumm BUPYCHbIX NAKeTOB Ha KaXXOoM MNOPTY MOEHTUYHbBI UK CXOXN. [1oaToMy 06bI4HO
cosgaetcsa ACL. lMocne pobaeneHums B ACL 3anpewarowero ACE ansa conoctaBneHus
BMPYCHbIX curHatyp cnmcok ACL Ha OCHOBe MNOPTOB MPUMEHSETCA K KaKaoMy MnopTy
KOMMyTaTopa ANnsa ounbTpaumm BUPYCHbIX NaKeToB.

HeynobHo ucnonb3oBate ACL Ha OCHOBE MOPTOB B aHTMBUPYCHbIX CLEHApUsiX, TakKMM Kak
dunbTpaLums BUPYCOB, NO ABYM fpuynHam. lNepBas npuymHa 3akntodaetcd B ToM, yTo ACL Ha
OCHOBE NOPTOB HEOBXOAMMO HAaCTPOUTb AS1S KaXKO4oro noprta, YTo NPUBOAUT K NOBTOPSHOLLENCS
HaCTpOMKe, HU3KON MPOU3BOAUTENTBLHOCTM ONepauni 1 Ype3mepHoMy notTpebneHuio pecypcos
ACL. BTtopasd npuuvMHa 3aknioyaeTcda B TOM, 4YTO PyHKUMS ynpaBneHuss goctynom ACL
ocnabneHa. lNMockonbky ACL Ha ocHoBe nopTta ucnonb3yetcs ans dunbTpauuu BUPYCOB,
OCHOBHble (pyHKUMM ACL, Takme kak orpaHuyeHve OOHOBMNEHVUS MapLupyTa U OorpaHudeHue
A0CTyna K ceTun, He MOryT ObITb MCNONb30BaHbl AOMKHBIM 06pa3om. MobanbHbIn Security ACL
MOXHO MCNONb30BaTh ANs rNobanbHOro pa3BepTbiBaHNA 1 3anTbl OT BUPYCOB, HE 3aTparveas
ACL Ha ocHoBe nopToB. 3anycTvB BCEro OA4Hy KOMaHay, Bbl MOXeTe 3acTaBuTb rnobanbHblv
Security ACL gencrteoBaTb Ha Bcex MHTepdencax L2. HanpoTtue, ACL Ha OCHOBe nopTa AOMmKeH
ObITb HACTPOEH Ha KaXXgoM nHTepdelice.
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1.4.7.1. MpuHUMN paGoOThbI

MmobanbHbii  Security ACL pewnctByeT Ha Bcex WHTepdencax L2. Ecnu HacTpoeHbl wn
rnobanbHbin Security ACL, n ACL Ha ocHoBe nopToB, BCTynailoT B cuny oba. [MakeTsl,
cooTBeTcTBYOLWMe rnobansHomy Security ACL, Hanpsimyto 0ThmbTPOBLIBAOTCS Kak BUPYCHbIE
nakeTbl. [lakeTbl, KOTOpble He COOTBETCTBYHT rnobanbHomy Security ACL, no-npexHemy
koHTponupytoTcss ACL Ha ocHoBe NopToB. Bbl MOXxeTe oTKNounTh rnobanbHbin Security ACL Ha
HEKOTOPbIX NOPTax, YTOObI 3TN NOPTLI HE KOHTponupoBanuck rnobanbHeiM Security ACL.

NPUMEYAHUE: rnobanbHbin Security ACL B OCHOBHOM McCnonb3dyetca Ans cunbtpaumm
BuMpycoB. Takum obpasom, B ACL, cBasaHHOM ¢ rnobanbHbiM Security ACL, BCTynatoT B cuny
Tonbko 3anucu ACE c¢ 3anpeTtom, a cnuckn ACE ¢ paspeLlueHnsiMn He OeNCTBYIOT.

NMPUMEYAHMUE: B otninume ot 6e3onacHoro ACL, npumeHseMoro K nopTy, rnobanbHbii Security
ACL He cogepxunT ACE no ymon4yaHuio «3anpetuTb Becb Tpaduky, TO €CTb paspeLleHbl Bce
nakeTbl, He cooTBeTcTBYOLMEe ACL.

NMPUMEYAHMUE: rnobanbHbin Security ACL moxeT gencteoBaTb Kak Ha nopTy L2, Tak u Ha
MapLLpyTM3MpyemMomM nopTy. TO eCTb OH AENCTBYET Ha Bce crnefylowime Tunbl NOPTOB: MNOPT
JocTtyna, marucTpanbHbii nopT, nopt hibird, mapwpyTtnsnpyemein nopt 1 AP (L2 wnnn L3).
MmoGankbHbIn Security ACL He BnngaeT Ha SVI.

NMPUMEYAHMUE: Bbl MOXETE OTKNIOUMTL rNobanbHbi Security ACL Ha oTaenbHOM hrnsnyeckom
nopTy nnn AP, HO He Ha NopTy-yyacTHuke AP. MobGanbHbin 3awmweHHbin ACL nogaepxmsaeT
TONbKO CBA3aHHbIN cTangapTHbIn ACL IP, pacwmperHbin ACL IP, pacwmpeHHbin ACL MAC un
3KCMepTHbIN pacwmnpeHHbin ACL.

1.4.7.2. CBAA3aHHasA KOH(uUrypaums

HacTponka ACL

Mpexge 4yem HacTpauBaTb rnobanbHbi Security ACL, HacTponTe ACL. [ononHuTernbHble
cBefeHna o HacTponke ACL cM. B npeabiaywmnx onncaHmnax Hactponkn ACL.

Jdo6aBsneHne ACE B ACL

[ononHuTteneHble cBegeHMs o ToM, kak gobasutb 3anvcn ACE B ACL, cMm. B npegblgyLumx
onucaHusix IP ACL.

Hactponka Security ACL
Mo ymonyaHmio Ha YyCTPONCTBE He HacTpoeH rnobanbHbin Security ACL.

3anyctuTte komaHgy {ip |[mac |Expert } access-group acl-id {in | out } B pexxume rnobanbHom
KOHpurypaumm, 4Tobbl BKNOYMTL rnobaneHbin Security ACL.

HacTtpoika akcknio3nBHoro nHtepdenca rnobanbHoro Security ACL

Mo ymonuyaHuIo 3KCKM3NBHLINM MHTepdenc ana rmobanbHoro Security ACL Ha yCcTponcTBe He
HaCTPOEH.

3anyctute komaHgy no global ip access-group B KOHQwUrypaumm wuHTepdenca, 4ToObl
OTKITOUYNTL rnobanbHbin Security ACL Ha yka3aHHOM MHTepdence.

1.4.8. KaHan 6e3onacHocTU

B HekoTOpbIX CueHapuax MPUMOXEHUA NakeTbl, OTBeYalLlmMe HEKOTOPbIM XapaKTepucTuKam,
MOTYT HyXXOaTbCs B 06X04e NpOBEPOK MPUIOXEHWUI ynpaBneHus AocTynom. Hanpumep, nepeq
nposepkon nognmHHoctn DOT1X nonb3oBaTensmM paspellaeTtcad BXOAUTb Ha YKasaHHbIN
Beb-canT Ans 3arpy3kM KnveHTa npoBepku nognumHHoctu DOTILIX. [Ona aTon uenm MOXHO
ncnonb3oBaTb KaHan Security. Koraa komaHga HacTpovkM KaHana Security BbINOMHAETCA Ans
npuMmeHeHusa 6e3onacHoro ACL rno6anbHo munu Kk nHtepdgency, atot ACL CTaHOBUTCS KaHanom
Security.
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1.4.8.1. MpuHUMN paboThbI

KaHan 6es3onacHoctn Takke siBndetca ACL n moxeT ObiTb HAacTpoeH rrnobanbHO unu ans
onpeaeneHHoro uHTepdenca. MpuM NOCTYNNeHUM Ha MHTepdEenc nakeTbl NPOBEPSIOTCH Ha
kaHane 6e3onacHocTu. Npu cobniogeHnn ycnoBmim COOTBETCTBUS KaHana 6e30nacHOCTU NakeTbl
HanpsiMyt0 MOCTynalT Ha KoMmMyTaTop 6€e3 NpOoXOoXOEHWs KOHTPOMs [OCTyna, Takoro Kak
6esonacHocTb nopTta, Be6-ayteHTMduKaumsa, 802.1x n nposepka IP-MAC binding. Mo6ansHo
NpUMeHsieMbI KaHan 6e30nacHOCTN OENCTBYET Ha BCEX UHTepdencax, KpoMe IKCKIM3UBHbIX
UHTepdencos.

NMPUMEYAHMUE: 3anpewatowme ACE B ACL, KOTOpbI NpUMEHSIETCA K kaHany 6e3onacHocTy,
He BcTynatoT B cuny. Kpome Toro, atoT ACL He CoaepXMT CKPbITOro npaeuna «3anpeTutb BeCb
Tpacumk» B koHUe ACL. Ecnu nakeTbl He COOTBETCTBYIOT YCMOBUSM COOTBETCTBMS KaHana
©e30MacHOCTN, OHM MNPOBEPAOTCA MO MNpaBuMiaMm ynpasreHus LOCTYNOM B COOTBETCTBUMM C
COOTBETCTBYIOLLMM MPOLECCOM.

NMPUMEMAHUE: Bbl MOXeTe HaAcTpoUTb A0 BOCbMW 3KCKITO3MBHBLIX WHTepdencos ansd
rnobanbHoro kaHana 6e3onacHocTu. Kpome Toro, Ha 3TUX 3KCKMIO3UBHbLIX MHTepdencax Henb3s
HaCcTpPouTb KaHan 6e30MacHOCTM Ha OCHOBE UHTepdenca.

NMPUMEYAHUE: ecnn kaHan 6e3onacHOCTM NpUMEHSieTCa K MHTepdency, Korga cyllecTsyeT
rnobanbHbI KaHan 6e3onacHocTW, 3TOT rnodanbHbIM KaHan ©0e3onacHOCTU He BNUSEeT Ha 3TOoT
nHTepdenc.

NMPUMEYAHMUE: ecnun K nHTepency NpUMEHSOTCS U PEXUM MUTPUPYEMON ayTeHTudukauum
Ha OCHOBe nopTa, U KaHan 6e3onacHoCcTU, kaHan 6e30MacHOCTM He OENCTBYET.

NPUMEYAHMUE: ACL IPV6 Henb3sa HacTpouTb B kadecTBe KaHana 6esonacHocTu.

NMPUMEYAHUE: Tonbko KOMMyTaTOpbl NOAAEPKMBAIOT O€30MacHbI KaHar.

1.4.8.2. CBAA3aHHasA KOHcurypaums

HacTponka ACL

lMepen HacTpounkon kaHana GesonacHocTn HacTpouTe ACL. [ononHuTenbHble CBEAEHUSI O
HacTponke ACL cM. B Npeablaywmx onncaHnax Hactponkn ACL.

Jdo6aesneHne ACE B ACL

MogpobHee o Tom, Kak gobaenate ACE B ACL, cm. B npegpigywmx onmcanusax IP ACL,
pacwmpeHHoro ACL MAC nnu akcnepTHoro paclumpeHHoro ACL.

Hactpoika kaHana 6esonacHocTu Ha nHTepdence
Mo ymonuaHuio Ha nHTepdence yCTponcTBa He HACTPOEH KaHan 6e3onacHoOCTU.

3anyctnute komaHoym security access-group {acl-id | acl-name } B pexume HacCTpPONKu
NMHTepdenca ang HacTPOMKN kaHana 6e3onacHOCTM Ha MHTepdENce.

Hactpouka rmob6anbHoOro kaHana 6e3onacHocTu
Mo ymonuaHuMio Ha YCTPONCTBE He HACTPOEH rnobanbHbIN kKaHan 6e3onacHOCTu.

3anyctute komaHgy security global access-group {acl-id | acl-name } B pexume
KOHurypaumm nHtepdpenca ans HacTpPonkn rnobanbHOro kaHana 6e3onacHoCcTu.

HacTtponka 3Kcknio3uBHOro wuHtTepdenca pAana KaHana rnobanbHomn
6e3onacHoCcTU

Mo yMOMYaHWIO 3SKCKIO3UBHBLIN WHTEpdenc ans rrnobanbHOro kaHana 6e3onacHOCTM Ha
YCTPOWCTBE HE HACTPOEH.
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3anyctute komangy security uplink enable B pexume HacTponku uHTepdenca, 4Tobbl
HaCTPOUTb YKa3aHHbIN WHTEPdENC B Ka4yeCTBE ISKCKIO3MBHOrO MHTepdenca rnobanbHOro
kaHana 6e3onacHoOCTW.

1.4.9. ACL mapuwpyTtusatopa SVI

Mo ymonuyanuio ACL, npumeHsiemMbin K SVI, Takke BNUAeT Ha NakeTbl L2, nepeckifiaeMble BHYTPU
VLAN, n nakeTbl L3, nepecbinaemsie mexagy VLAN. CnegoBaTenibHO, Y NoNb3oBaTenen B OgHOM
n Ton xxe VLAN MOXeT He nony4nTbes obatbesa gpyr ¢ apyrom. [NoaTomy npegycMoTpeH meTtoq
nepekntodeHnd, Tak 4to ACL, npumeHdaembin K SVI, gerdCTBYyeT TOMbKO Npu MapLupyTusaumm
naketoB mexay VLAN.

1.4.9.1. NMpuHUKUN paboTbl

Mo ymonuanuio cyHkuma ACL mapuwpyTtusatopa SVI otknioveHa, u ACL SVI genctesyeT Ha
naketbl L3, nepeckinaemble mexay VLAN, n naketbl L2, nepeckinaemble BHyTpy VLAN. NMocne
Toro kak oyHkums ACL mapwpyTtusaTtopa SVI BkntoveHa, ACL SVI gelcTBYeT TOMbKO Ha NakeTbl
L3, nepecbinaemble mexay VLAN.

NPUMEYAHMUE: Tonbko kommyTaTopbl nogaepxvsatoT ACL mapwpytunsatopa SVI.

1.4.9.2. CBAA3aHHasA KOH(urypaums

HacTponka ACL

Mepen HacTpownkon ACL mapwpyTtusatopa SVI HacTponTe n npumennte ACL. [lononHuTenbHble
cBefeHuns o Hactponke ACL cM. B npeablayLmx onucaHusax Hactporku ACL.

Jdo6aBsneHne ACE B ACL

MogpobHee o ToM, kak gobaenate ACE B ACL, cm. B npegbigywmx onmcaHuax IP ACL,
pacwmpeHHoro ACL MAC, akcniepTHoro paclumpeHHoro ACL unu ACL IPv6.

NMpumeHeHne ACL

[ononHuTenbHble cBeAeHUs 0 TOM, Kak npuMeHaTs ACL, cMm. B npeapiayuwmx onmcanusax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL unm ACL IPv6. MNpumenuTte ACL B
pexnme koHdpurypauumn SVI.

Hactpownka ACL mapwpyTtusartopa SVI

3anyctute KomaHgy svi router-acls enable B pexume rnobanbHon kKoHdUrypaumm, 4Tobbl
BkMounTb ACL mapwpyTtusatopa SVI, utobel ACL, npumeHsieMbin k SVI, oencTBoBan TONbKO Ha
nakeTbl, Nepecbinaemble Ha L3, a He Ha nakeTbl, nepecbinaemsie Ha L2 BHyTpu VLAN.

1.4.10. BepeHue xypHana ACL

BepeHue xypHana ACL ncnonbayeTcs onsa otcnexmnsaHus tekyuwero coctosiHmus ACE B ACL n
npegocTaBneHnsa HeobxoaumMon nHopmMaunn ang nNIaHoBoro 06Cny>XMBaHUs, 1 oNTUMMU3aLMK
ceTn.

1.4.10.1. NMpuvHUKMN paboTbl

YUTo6bI nyylwe y3HaTb Tekywee coctoaHue cnuckoB ACL Ha yCTpOWCTBE, Bbl MOXeETe yKasaTb,
crnegyeT nu ykasbiBaTb NapameTp BedeHus xypHana ACL npu gobasneHun ACE. Ecnu ykasaH
3TOT MapamMeTp, XypHanbl BbIBOAATCA Npu oBHapyxeHun nakeTtos, cooTBeTcTBytowmx ACE.
XKypHanbl ACL otobpaxatotcs Ha ocHoBe ACE. To eCTb yCTPOWCTBO Nepuoanyeckn otobpaxkaeT
3anvcn ACE c coBnaBlWMMKW MakeTamu U KONMYeCTBO COBMaBLUMX nakeToB. Npumep XypHana
BbIFNAAMT cregyowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.
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YTtobbl KOHTPOJNIMpOBaTb KOJNMMYECTBO XYypHaroB M 4acCTOTy BbiBOAA, Bbl MOXeETE€ HaACTPOWUTb
MHTEepBarn obHOBNEHMS XypHana.

NMPUMEMYAHUE: ACE, cogepxalumi napameTp BegeHus xypHana ACL, noTpebnset 6onblue
annapaTHbIX pecypcoB. Ecnn Bce HacTpoeHHble ACE copepaTt aToT napameTp, eMkocTb ACE
ycTponcTBa 6yaeT yMeHblUeHa BABOE.

NMPUMEYAHMUE: no ymonyaHuto nHTepean o6HoBNeHMs XypHana paBeH 0, TO eCTb XXypHan He
BbIBOANUTCA. [locne Toro, kak napameTp BegeHus xypHana ACL ykasaH B ACE, Bam Heob6xoaumo
HacCTpPOUTb MHTEepBas 0OHOBNEHUS XXypHana Ans BbIBOAA CBA3AHHbIX XYPHAIOB; B NMPOTMBHOM
cnyyae >XypHarnbl He BbIBOOATCS.

NMPUMEYAHMUE: ons 3anucn ACE, cogepxallen napameTp BeaeHus xypHana ACL, ecnu 3a
yKasaHHblA MHTEpBan He HaWgeHO HU OAHOro nakeTa, XypHan COMOCTaBMEHWSA MNaKeToB,
CBA3aHHbIN ¢ aTon 3anuckto ACE, BeiBoguThbCca He ByaeT. Ecnu coBnagatowme nakeTol 6yayT
HangeHbl B yKaszaHHOM WHTepBane, XXypHarbl CONOCTaBNEHNSA NaKeToB, OTHOCALLMECH K 3TOMY
ACE, 6yayT BbiBEOEHbI MO UCTeYeHUN nHTepBana. KonnyecTso coBnagarolmx naketoB — 310
obuLee KonNM4ecTBo NakeToB, cooTBeTCTBYOWMX ACE B TedeHne 3agaHHOro uHTepBsana, 1o eCctb
nepuoga oT npeablayLLero BbIBOAA XXypHana 0o TeKyLlero BbiBoAa XypHana.

NPUMEYAHMUE: Tonbko KOMMyTaTOpbl NOAAEpXMNBaOT PyHKUMIO BeaeHns xxypHana ACL.

NPUMEYAHMUE: napameTp BeaeHus xxypHana ACL MOXHO HacTpouTb Tonbko anga IP ACL unu
IPv6 ACL.

1.4.10.2. CBAA3aHHaA KoHduUrypaums

HacTponka ACL

Hactponte ACL nepep Hactponkon ACE, cogepxawmx napametp BedeHus xypHana ACL.
[ononHuTtensHble cBegeHna o HacTponke ACL cM. B npeablayLmnx onncaHmnax Hactpoukn ACL.

Jdo6aBsneHune ACE B ACL

[ononHuTteneHble cBeaeHnss o ToMm, Kak gobasnte ACE B ACL, cM. B NpeablayLunx onnucaHmsx
IP ACL un IPv6 ACL. ObpaTtute BHMMaHue, 4To napameTp BefeHus xypHana ACL gomkeH ObiTb
HacCTpoOeH.

Hactpoika nHTepBana o6HOBNeHUsA XXypHana

3anyctute komaHay {ip | ipv6} access-list log-update inerval time B pexume KoHuUrypauum
019 HaCTPOMKM MHTepBarna BblBoaa ypHarnos ACL.

MpumeHeHne ACL

[lononHuTenbHble CBEAEHMS O TOM, Kak NpuMmeHaTb ACL, cM. B npeablaymx onncanmnax IP ACL
n IPv6 ACL.

1.4.11. CyeTuymMKu conocTaBreHUsa NakeToB

B nononHeHue K xxypHanam ACL cyYeT4MKn ConocTaBneHnst NakeToB NPeAoCTaBnsoT eLle oanH
BapuaHT Afis NaHoOBOro 06CNYXXMBaHUSA U ONTMMU3aLMK CETW.

1.4.11.1. NMpuvHUKMN paboTbl

[nsa peanusauumn ynpaeneHnsa ceTbio Nonb3oBaTeNsam MoxeT noTpeboBaTbCAa y3HaTb, €CTb NN B
ACE «kakvne-nmbo coenagawowme naketbl U CKONMbKO nakeToB coBnano. ACL npegocTaBnsoT
CYETUYMKM COMOCTaBneHMsa naketoB Ha ocHoBe ACE. Bbl mMoXeTe BKMHOYUTb UMW OTKIOYUTL
CUYETYMKM cornocTaBneHus naketos Ang Bcex 3anucen ACE B ACL. Korga nakeT cooTBeTCTByeT
ACE, coOTBETCTBYIOLMI CHETUYMK yBeNnumBaeTcs Ha 1. Bbl MoxeTe 3anyctutb clear counters
access-list [ acl-id | acl-name ] gns cbpoca cyetunkos Bcex ACE B ACL ansa HoBoro payHga
CTaTUCTUKN.
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NMPUMEMYAHMUE: ona BkntoyveHns cyetumnkoB ACL TpebyeTca 6onblue annapaTHbix 3anucen. B
KpanHeM cnyyae 9TO coOKpaTuT BABoe kKonunvectBO ACE, KOTOpble MOXHO HAcCTpPOUTb Ha
YCTPOWUCTBE.

MPUMEYAHUE: BbI MOXeTe BKNIOYMTb cHeTUYUKM conocTaBneHus naketos B IP ACL, MAC ACL,
akcnepTtHoMm ACL vnn IPv6 ACL.

NMPUMEYAHUE: ToNbKO KOMMYTaTOPbI MOAAEPKUBAIOT CHETUYNKM conocTaBneHna naketos ACL.

1.4.11.2. CBA3aHHaA KOHduUrypaums

HacTtponka ACL

HacTtponte ACL nepen Hactponkon ACE, cogepxalmx napameTtp BeaeHus xypHana ACL.
[ononHuTteneHble cBegeHus o HacTponke ACL cMm. B npeablayLimnx onucaHmsix Hactponkm ACL.

Jdo6asneHne ACE B ACL

[lononHutenbHble cBeOAeHUs 0 ToM, Kak AobasuTb 3anucu ACE B ACL, cM. B npeablayLumx
onucaHusax ACL. OGpaTtnTe BHMMaHWE, YTO napameTp BedeHus XypHana ACL OomkeH ObiTb
HaCTPOEH.

BknroyeHne c4eTYMKOB COBMaAeHUsA nNakeTtoB

UTo6bl BKNIOYNTE CHETUMKM conocTaBrneHuns naketos B IP ACL, MAC ACL vnu akcnepTHom ACL,
3anyctute komaHgy {mac | expert | ip} access-list counter { aclid | acl-name } B pexume
rnobanbHOM KOHdUrypauuu.

UToObl BKMOYNTL CYETUMKM conocTaBneHus naketoB B ACL IPv6, 3anyctute komaHay ipv6
access-list counter acl-name B pexvume rnobansHOn KOHMUIypauuu.

NMpumeHeHne ACL

[ononHuTenbHble cBeAeHUs 0 TOM, Kak npuMeHaTs ACL, cMm. B npeapiayuwmx onucanuax IP ACL,
pacwmpeHHoro ACL MAC, akcriepTHoro pacwumperHoro ACL unu ACL IPv6.

OuncTtka cHeTYMKOB COBMNaAeHMA NaKeToB

3anyctute komaHgy clear counters access-list [acl-id | acl-name ] B npuBunermposaHHOM
pexume EXEC gnga cbpoca cHeTUMKOB COMOCTaBMNEHNS NAKETOB.

1.4.12. Pexxum conocTtaBneHuns ¢pparmeHTUPOBaHHbIX MNakeToB

B pexmme conocTtaBneHus oparMeHTMpPOBaHHbIX NakeToB ACL MOXeT ocyulecTeBnaTb bonee
TOYHbIN KOHTPOINb Haa oparMeHTUPOBAHHBLIMU NakeTamu.

1.4.12.1. NMpuvHUKUN paboTbl

IP-nakeTbl MoOryT ObITb pparmeHTUpoBaHbl Npwu nepegade no cetn. Korga npoucxoaut
dparmeHTaums, TOMbKO NEpPBbIM dparMeHT nakeTa coaepXuT MHgopmauuio L4, Takylo Kak
Homep nopTta TCP/UDP, tun ICMP u kog ICMP, a gpyrme cdparmMeHTUpoOBaHHbIE MAKETbl He
cogepxaT WHdopmauuio L4. o ymonyauuio, ecnn ACE cogepxuT dnar dparmeHTa,
dunbTpyloTCa doparMeHTMpoBaHHbIE MakeTbl, Kpome nepBbiXx dparmeHToB. Ecnn ACE He
cogepxuTt dnara dparmeHTa, UIILTPYHTCS Bce (parMeHTMPOBaHHble MNakeTbl (BKIOYas
nepeble pparmMeHTbl). B ONONHEHME K 3TOMY peXxuMMy COMOCTaBneHus oparMeHTUPOBaHHbIX
nakeToB MO YMOMYaHUIO NPedoCTaBNAeTCs HOBbIN PEXUM CONOCTaBIEHNS (pparMeHTUPOBaHHbIX
naketoB. Bbl MoOXeTe nepekniovatbCa MexXay AOBYMS  pexumMamy  conocTaBneHus
dhbparMeHTMpPOBaHHbIX NakeToB NO Mepe HeobxoaumocTn B ykasaHHOM ACL. B HoBoM pexume
conocTtaeneHusa parmeHTUpoBaHHbIX nakeToB, ecrnm ACE He cogepxuT dnara dparmeHTa u
naketTbl (pparMeHTUpoBaHbl, MNepBble (parMeHTbl CpaBHUBAKOTCA CO BCEMWU MOMSAMU
cornocTtaBneHus (Bkntovas uHpopmauuio L3 un L4), onpepenenHeiMn B ACE, a apyrue
dparMeHTUpPOBaHHbIE NaKeTbl CPaBHUBAKOTCA TOSbKO C MHGOpPMaUMERn, OTNMYHOM OT L4,
onpegenenHon B ACE.
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NMPUMEYAHUE: B HOBOM pexume conocTtaBneHnsa parMeHTUpoBaHHbIX naketos, ecnn ACE
He coaepxuT dnara dparmeHTa, a aenctene «Paspewntby, aToT TN ACE 3aHuMMaeT Gonblue
annapaTHbIX 3anucen. B kpamHem cryyae 9TO YMEHbLUMT BOBOE KONMMYECTBO annapaTHbIX
3anucenn. Ecnu YctaHoeneHo (Established) HacTtpoeHo ana doumnbTpaumn gpnara TCP B ACE,
OyaeT 3aHATO Gonblue annapaTHbIX 3anucen.

NMPUMEYAHUE: ACL BpemMeHHO He [EeWCTBYeT BO BpeMd MepeknyeHns pexuma
conoctaBneHnst dparmMeHTMPOBaHHbIX NaKkeToB.

NMPUMEYAHUE: B HOBOM pexume conocTaBneHnsa parMeHTUpoBaHHbIX nakeTos, ecrnv ACE
He coaepXuT dnara cparmeHTa, He0OX0AMMO CpaBHUTL MHOPMaLMio L4 nakeToB, 1 AencTeme
«Paspewntb», ACE nposepsieT umHdopmaumio L3 1 L4 nepBbiX (bparMeHTOB MakeToB WU
npoBepsieT TONbKO MHMopMauuio L3 apyrmx dparmMeHTMpoBaHHbIX naketos. Ecnn BbibpaHo
aencteme «3anpetntb», ACE npoBepsaeT ToNbKO nepBble oparMeHTbl NAaKeTOB U UrHOpPUpyeT
apyrme doparMeHTMpOBaHHbIE NAKEThI.

NMPUMEYAHUE: B HOBOM pexume conocTtaBneHnsa parMeHTUpoBaHHbIX nakeTos, ecnv ACE
cogepxut pnar dparmeHta, ACE npoBepsieT TONbKO hparMeHTUPOBaHHbLIE MaKeTbl, HO He
nepsble (pparmMeHTbl NAKETOB, HE3ABUCMMO OT TOrO, ABNnsieTca nu gencreme B ACE «PaspelumnTby
nnun «3anpeTuTby.

NPUMEYAHUE: Tonbko pacwuvpeHHbin 1P ACL u#  aKkcnepTHbIM  pacwupeHHbin  ACL
noagepXunBatoT NepeknoyeHne Mexay ABYMS pexxnumMamMu conocTaBeHns (parMeHTUpOBaHHbIX
NakeToB.

NMPUMEYAHUE: Tonbko KOMMYyTaTOpbl MOAAEPXKMBAKOT (PUnbTpaumio gparMeHTUPOBaHHbIX
NakeToB.

1.4.12.2. CBA3aHHaA KOHduUrypaums

HacTponka ACL

Mogpo6bHee 0 ToM, Kak HacTpouTb ACL, cm. B npeapiayimx onucaxumsax IP ACL n akcnepTHOro
pacwmpeHHoro ACL.

Jdo6aBsneHne ACE B ACL

[ononHuTteneHble cBeaeHnss o Tom, kKak obasutb ACE B ACL, cM. B NpeablayLunx onnucaHmsx
IP ACL n akcnepTHoro pacwumpeHHoro ACL. O6paTtute BHMMaHue, 4To Heobxoammo nobasntb
napameTp doparmeHTa.

MepeknioyeHne pexnma conoctaBneHus oparMeHTMPOBaHHbLIX NakeToB

3anyctute komangy [ no ] {ip | expert} access-list new-fragment-mode { acl-id | acl-name } B
pexvme rmobanbHOM  KOHUrypaumm Ons  NEepeknYeHns  pexuma  COMoCTaBMeHus
hparMeHTMPOBaHHbLIX NAKETOB.

MpumeHenne ACL-cnucka

Mogpo6GHee o Tom, kak npumMeHsTb ACL, cM. B npegbiaylumx onncaHmax IP ACL n akcnepTHOro
pacwmpeHnHoro ACL.

1.5. OrpaHnyeHumn

1. B npopgyktax cepun QSW-6900 ACL, npuMMEHeHHbI K BXOAdALLEeMY HanpaBreHuo, He
nogaepxmnsaet conoctasneHne «NEQ» Ha noptax yposHs 4 ong naketos TCP u UDP, a
ACL, npMMeHeHHbIN K UcxoasLeMy HanpasrneHuio, nogaepXxmnBaeT TOMbKO conocTaBneHue
«EQ» Ha nopTax ypoBH4A 4 ans naketoB TCP n UDP.

2. ACL IPv6, HacTpoeHHble Ha npoaykTax cepun QSW-6900, nogaepxmMBaroT conoctaBneHne
no cnegyrowum nonam: protocol, sip, 14_src, dip, 14_dst, dscp, u flow_label. ACL IPv6
noggepXunBaeT CONoCTaBeHne TOMNbKO Ha OCHOBE CneayloLwwmx ABYX rpynmn nonemn:
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e protocol, sip, 14_src, |4_dst, dscp, flow_label, range
e protocol, dip, 14_src, 14_dst, dscp, flow_label, range

e ACL He moxeT ncnonb3oBaTtb Bce nons ansa conocrasneHusi. Kpome toro, ACL IPv6 He
noaaepXmnBatoT HX CONoCcTaBneHne No oparMeHTy, HU CONOCTaBMNEHNE NO METKE NOTOKa
B UCXOASLLEM HanpaBreHUMN.

e Korga ans IP-agpeca uctoyHuka n IP-agpeca HasHavyeHns Heob6X0AMMO COMOCTaBUTb
TONbKO cTapwme 64 Guta (4NMHA MackM MeHblue unn paBHa 64), nogaepxmBaeTcs
conocTasneHue ¢ nomoubio IPv6 5-tuple.

B npogyktax cepumn QSW-6900 Security ACL, npumeHsiemble K SVI, aheKTUBHbI Kak aris
naketoB BHyTpM VLAN, nepecbinaeMblx MOCTaMW, Tak U N9 MNaKeTOB MapLupyTusaumm
mexay VLAN. B pesynbTtate nonb3osateny B VLAN He MOryT oGMeHMBaTbLCA AaHHbIMM.

Mpoayktbl cepun QSW-6900 He moryT maeHTuduumpoBaTb none dnara dpparmeHTa B
naketax IPv6. Ecnn ACL IPv6 cogepxuT cdonar doparmeHTa, donar parmeHTa urHopmpyeTcs
Npwu conocTaBfeHNn NakeToB. JTO AKBMBANEHTHO OTCYTCTBUIO dhriara oparMeHTa B CMCKax
ACL, 1 conocTtaBrneHue BbINOMHAETCA ANS BCEX MakeToB, BKMOYasi MakeTbl MEpPBOro
dparmMeHTa 1 nakeTbl HE NepBOro yparmMeHTa.

Mpogyktbl cepum QSW-6900 nopaepkuBaloT NEPEKNIOYEHNE pexnma COoMnocTaBneHus
nakeToB parMeHTOB, Korga MpuMeHsTCa paclupeHHble ACL IP unm akcnepTHble
pacwmpeHHblie ACL.

B npogyktax cepum QSW-6900 ACL 80 nogaoepxmBaeT TONbKO criegyrowme obwme nons:
MAC-agpec HasHayeHus, MAC-agpec uctodHuka, VID, ETYPE, Homep npoTokona IP, agpec

IPv4  nctoyHuka,

agpec |IPv4 HasHauyeHus, wuaeHTUMKaATOp nopTa Ha3HaYeHus,

nageHTudmkaTop nopta UctodHuka, Tun ICMP n kog ICMP.

1.6. KoHdurypauus

AnemMeHT
KOHcpUurypaumm

OnucaHue u KomaHaa

Hactpornika IP ACL

(OnuuoHanbHo) OH ucnonbayeTtcs Ana punsTpaummn naketos IPv4

ip access-list standard HacTtpauBaet ctangaptHbin IP ACL

ip access-list extended HacTtpaueaeT pacwmpeHnHbin IP ACL

permit host any time-range log | Job6aBnsiet paspewatwowmi ACE B
cTaHgapTHbIn IP ACL

deny host any time-range log HoGaenset 3sanpewatrowun ACE B
cTaHgapTHbIn IP ACL

permit host any host any tos | Job6aBnsiet paspewawowmi ACE B
dscp paclmpeHHbin IP ACL

precedence fragment time-
range log
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dnemeHT
KOHdurypaumm

OnucaHve n kKomaHAaa

HacTtpownka IP ACL

deny host any host any tos
dscp precedence fragment
time-range log

HobGaensiet 3anpewarowmun ACE B
pacLumpeHHbin IP ACL

ip access-group in out

MpumeHsieT  CTaHOAPTHbLIN unm

pacLumpeHHbin IP ACL

HacTtpowka (OnuuoHanbHo) OH ucnonbayeTtcs Ana punbTpaumm naketos L2
pacLIMPEHHOro
ACL MAC mac access-list extended HactpanBaeT paclwmpeHHbin ACL
MAC
permit any host any host cos | lo6aBnsieT paspewatowmi ACE B
inner timerange pacwmpeHHbin ACL MAC
deny any host any host cos | [Jobaenset 3anpewatwowmn ACE B
inner time-range pacwmpeHHbin ACL MAC
mac access-group in out MpumeHsieT  pacwmpeHHbin  ACL
MAC
HacTtponka (OnuuoHanbHo) OH ucnonbayeTtcda ans ounbTpaummn naketos L2 n L3
9KCNEPTHOrO
zz?:ctumpeHHoro expert access-list extended HacTtpaunsaeT 3KCMepTHbIN

pacumnpeHHbin ACL

permit cos inner VID inner host
any host any

host any host any precedence
tos fragment

range time-range

[obaenset paspewatowmnnn ACE B
3KCNEpPTHbIN pacluMpeHHbIn ACL

deny cos inner VID inner host
any host any

host any host any precedence
tos fragment

range time-range

HoGaenset 3anpewatrowmnn ACE B
3KCNEPTHbIN paclumMpeHHbIn ACL

expert access-group in out

MNpumenseT
paclmpeHHbin ACL

3KCNEePTHbIN
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HaCTpOVIKa ACL W
dnemeHT OnucaHune n KomaHaa
KOHdurypaumm
HacTtpowka (OnuuoHankbHo) Ncnonbayetcsa ans dounbTpaumm nakeToB IPv6
pacLUMPEHHOro
ACL IPv6 ipv6 access-list HacTtpausaet ACL IPv6
permit host any host any range | [JobasnsieT paspelwatowmin ACE B
dscp flowlabel fragment time- | ACL IPv6
range log
deny host any host any range  [o6asnsiet 3anpewatowmn ACE B
dscp flowlabel fragment time- | ACL IPv6
rangelog
ipv6 traffic-filter in out MpumenseT ACL IPv6
Hactponka ACL80 | (OnumoHanbHo) Micnonb3yeTca ansg HacTpPonkv nonen gnga dovnbTpauum
naketoB L2 n L3
expert access-list advanced HactpauBaet 3KCMEePTHbIN
pacumnpeHHbin ACL
permit [obaenset paspewatowmnnn ACE B
3KCNEepPTHbIN paclumMpeHHbIn ACL
deny Ho6Gaenset 3sanpewatowmnn ACE B
3KCNEepPTHbIN paclumMpeHHbIn ACL
expert access-group in out MpumeHsieT 9KCMEePTHbIN
pacumpeHHbin ACL
HacTtponka (OnuuoHanbHO) Wcnonb3yeTcss AnNs  nepeHanpaBfeHust MNaKeToB,
nepeHanpasfieHnsl | COOTBETCTBYIOLLMX NpaBuiam, Ha ykasaHHbIN nHTepdenc
ACL
redirect destination interface | HactpauBaet nepeHarnpasreHve
aclin ACL
HacTtponka (OnuuoHanbHo) Ucnonbayetca gnda Toro, 4ytobbl ACL BCTYnMn B cuny
rno6anbHoM rno6ansHO
Security ACL
ip access-group in out MpumeHsieT rnoGanbHbIM  Security
ACL B pexume rnobanbHom
KOH(purypawmu
35
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PykoBoacTeo no Hactpolike cepust QSW-6900

Hactpoka ACL | wwwatechru |
dnemMeHT OnucaHue u KOMaHAa

KOHdurypaumm

HacTtpowka no global ip access-group HacTtpauBaeTt UHTepenc Kak
rnobansHou 9KCKMNIO3UBHbIN UHTepdenc
Security ACL rnobansHoro Security ACL B pexvme

HaCTPOWNKN nHTepdenca

Hactporika (OnuunoHarnbHo) Wcnonb3yetca  ans TOro, YyTOObI nakeThbl,
KaHana COOTBETCTBYIOLLUME HEKOTOPbLIM XapakTepuctukam, Morim o6xoauTb
©e3onacHocTu NPOBEPKM MNPUSTOXKEHWUIA KOHTpPOMSA pAocTtyna, Takux kak DOT1X n

Beb-ayTeHTUUKauns

security access-group BkntoyaeT kaHan 6e3onacHocTM B
pexume KoHdurypaumm nHtepdgernica

security global access-group BkntoyaeT kanan ©6esonacHocTM B
pexunme rnobanbHoOn KOHUrypaumm

security uplink enable HactpauBaet UHTEepdenc Kak
SKCKITHO3MBHbIN nUHTEpdenc
rnobanbHOro kaHana GesonacHocTu
B pexvme HacTpPOrKK nHTepdenca

HacTtponka (OnuunoHanbHO) NcnonbayeTca Ang HacTporku kommeHTapues ans ACL
KOMMeHTapveB unn ACE, 4TOoGbl Monb3oBaTeNnn MOrMM nerko MAeHTUUUMpoBaTb
ans ACL dyHkummn ACL nnn ACE

list-remark HactpanBaetr komMmeHTapuin ans

ACL B pexunme koHdurypaumm ACL

access-list list-remark HactpanBaetr komMmeHTapun ans
ACL B pexume rnobanbHom
KOHoMrypaumm

remark HactpanBaeT KomMmeHTapuin AOns

ACE B pexwume KoHdurypauum ACL

1.6.1. Hactpownka IP ACL
1.6.1.1. dpchbeKkT KOHUrypauum

Hactponte n npumennte IP ACL Kk mnHTepdency, 4Tobbl KOHTPONMPOBATbL BCE BXOAsLME U
ncxogdwmne naketbl IPv4 atoro uHTepdenca. Bol moxeTe paspewmnTb UM 3anpetutb BXOA
onpegeneHHblX naketoB IPv4 B ceTb, 4TObObl KOHTpONupoBaTb AocTyn |P-nonb3oBartenen K
ceTeBbIM pecypcam.
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HaCTpOVIKa ACL W

1.6.1.2.

LWarn HacTponku

HacTtpouka IP ACL

(ObBsasatenbHo) Hactponte IP ACL, ecnu Bbl XOTUTE KOHTPONUPOBaTb OOCTYN
nons3osarerneu IPv4 k ceTeBblM pecypcam.

Bbl moxeTe HacTtpoutb aToT ACL Ans yCTPOMCTB [OCTyna, arperauMmM n sgpa B
3aBUCMMOCTU OT pacnpegeneHnsa nonb3oBaTtenen. I[P ACL genctByeT TONbKO Ha
noKanbHOM YCTPOMCTBE U He BNNSET Ha ApYrne yCTPOUCTBa B CETU.

Jdo6asneHue 3anmncen ACE B IP ACL

(OnuuoHanbHO) ACL mMoXeT cogepxaTb HOMb MUnuM Heckonbko 3anucenn ACE. Ecnn ACE He
HacTpoeH, Bce Bxoadwme IPv4-nakeTbl YCTPOMCTBA MO YMOMYAHUIO OTKITOHSAIOTCS.

MpumeHeHue IP ACL

1.6.1.3.

(O6si3atenbHo) NpumenunTe IP ACL K ykazaHHOMY MHTepdency, ecrnv Bbl XOTUTE, YTOObI
atoT ACL BCTYNMN B cuny.

Bbl moxeTe npumenHuTb IP ACL K yKkasaHHOMY WHTepdency ycTpOMCTB [OCTyna,
arperauuv 1 sgpa B 3aBUCMMOCTM OT pacnpeaeneHns nonb3oBaTenen.

lNMpoBepka

Vcnonb3ynTe cnegyowme metobl, 4ToObl NpoBEPUTL BNNAHWE KoHdurypaumm IP ACL:

3anyctute KomaHgy ping, 4Tobbl ybegutbes, yto IP ACL gencTByeT Ha yKaszaHHOM
nHTepdence. Hanpumep, ecnu IP ACL HacTpoeH Ha 3anpeT AocTyna K XOCTy C
ykasaHHbIM |IP-agpecom unmn xoctam B ykasaHHOM Amanas3oHe IP-agpecos, 3anyctuTe
KomaHgy ping, 4tobbl y6eanTbCs, YTO XOCTbl HE MOTYT ObITb YCMELLHO NPONUHIOBAHbI.

MonyynTte JOCTyN K CBSA3aHHbIM CETEBbIM pecypcam, 4Tobbl yoeamTtbes, yto IP ACL
DencTByeT Ha ykasaHHOM uHTepdence. Hanpumep, goctyn B IHTepHET unn gOCTyn K
pecypcam FTP B cetu yepes FTP.

1.6.1.4. CBAA3aHHble KOMaHAbI
Hactpownka IP ACL
KomaHga ip access-list { standard | extended } {acl-name | acl-id }
Onuncanne standard: ykasblBaeT, 4TO co3faaH ctaHgapTHbeIn IP ACL.
napameTpoB

extended: ykasbiBaeT, 4TO co3gaH paclumpeHHbin IP ACL.

acl-name: ykasblBaeT MMA CTaHOAPTHOro unu pacwumpeHHoro IP ACL. Ecnn
3TOT napamMeTp HaCcTpoeH, co3gaeTcss UWMeHoBaHHbIn  ACL. Wms
npeacraBngaeT cobon ctpoky oT 1 oo 99 cumeonos. imss ACL He moxeT
HaunHaTbecA ¢ undp (0-9), «in» nnu «outy.

acl-id: ykasbiBaeT ngeHTMdurkaTop, KOTOPbIN OOHO3HAYHO MAEHTUdMUMpyeT
CTaHOapTHbIN nnn paclumpeHHoln IP ACL. Ecnu aTOT napameTp HacTpPOEH,
cosgaeTcs HymepoBaHHbln ACL. Ecnu cosgaetca ctaHgapTHein IP ACL,
ananasoH 3HavYeHun acl-id coctaBnsgeT 1-99 n 1300-1999. Ecnu co3paeTtcs
pacwmpeHHbin IP ACL, guanasoH 3HadeHui acl-id coctaenseTt 100-199 un
2000-2699

Pexum

komaHg | Pexum rmobanbHol koHdurypaumm
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HacTtpoiika ACL

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 9Ty KOMaHay, 4TOObl HACTpOMTb CTaHOAPTHbIA UK
paclumpeHHbin IP ACL n BONTU B peXnM KOHUrypaLmm cTaHgapTHOMO Unim
pacwupeHHoro IP ACL. Ecnu Bbl XOTUTE KOHTpONMpoBaTb [JOCTYMN
nonb3oBaTenen K ceTeBblIM pecypcam, MpoBepsis ucxogHbln IP-agpec
KaXgoro naketa, HactponTe cTtangapTHein IP ACL. Ecnn Bbl xoTtute
KOHTpOSNIMpoBaThb AOCTYN Mosfib3oBaTenen K ceTeBbIM pecypcam, NpoBepsst
IP-agpec McToYHUKa unm nony4vartens, HoMep NPOToKoNa N NOPT NCTOYHMKA
unu nony4yatena TCP/UDP, HacTponTe pacLUMpeHHbIA CMMCOK ynpaBneHns
poctynowm IP

Jo6aBneHune 3annucen ACE B IP ACL
e [loGaBsbTe 3anucu ACE B ctaHgapTHbin IP ACL.
Wcnonb3ynTte nobon ns cnegyowmx metogos ana gobasnexus 3anvcen ACE B cTaHOapTHbIN

IP ACL:
KomaHga [ sn]{permit | deny }{host source | any | source source-wildcard } [ time-
range time-range-name ] [ log]
Onucanue sn: ykasbiBaeT nopsakoBbl HoMep ACE. 3HavyeHne HaxoanTcsa B AnanasoHe
napameTpoB oT 1 o 2147483 647. DTOT NOPSAKOBLI HOMEpP onpefenseT npuoputeT

aton 3anucn ACE B ACL. MeHbLMM NOpSAKOBLIN HOMEP YyKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCNOMb30BaTLCA AN CONOCTaBNeHnsa naketos. Ecnu Bbl
He YyKaxeTe MOPSAKOBbLIN Homep npu gobGaeBneHun ACE, cuctema
aBTOMaTM4YeCKNn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHuno (no ymonyanuio 10) nnoc NopsgKoBbIM HOMEP MOCHeaHero
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMep nocrneaHen
3anucn ACE paseH 100, nopsgkoBbI HOMEP BHOBb A406aBNEHHOW 3anvcu
ACE 6yget no ymon4yanuto paseH 110. Bbl MOXXeTe HacTpouTb NpupaLleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcst paspewatowwmnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTNpPaBfeHHble C XocTa C
yKasaHHbIM ncxogHblM IP-agpecom, ounbTpyroTCS.

any: ykasbiBaeT, 4To IP-naketbl, oTnpasneHHble ¢ nwboro yana,
dumnbTpytoTCA.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBNEHHbIE C
XOCTOB B YKa3aHHOM cermeHTe IP-cetn, hunbTpytoTcA.

time-range time-range-name: ykasbiBaeT, 4To 39T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHoMm. ACE BCTynaeT B CUITy TONbKO B Npegeriax aToro
BpPEMEHHOro guanasoHa. [logpobHee O BpemMeHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HAaCTpOMKe BPEMEHHOro AuarnasoHa.

log: ykasbiBaeT, 4YTO XypHanbl OyAyT NepuoavMyecku BbIBOOUTLCH, €Cnn
OyayT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [dononHuTenbHble
cBefleHnsa o XypHanax cM. B pasgene «BepgeHnue xypHana ACL» B 9TOM
OOKYMeHTe
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HacTtpoiika ACL

Pexum komaHg

CtangapTHbIn pexum koHdurypauum IP ACL

PykoBoacTtBo no

3anyctuTte 3Ty komaHgy, 4YTtobbl nobaBuTb 3anucu ACE B cTaHOapTHOM

ncnonb3oBaHuio | pexunme Hactponkm IP ACL. ACL moxeT OblTb MMEHOBaHHbIM UMK
HymepoBaHHbIM ACL

KomaHga access-list acl-id { permit | deny } {host source | any | source source-
wildcard } [ time-range tm-rng-name] [ log ]

Onucanwne acl-id: ykasbiBaeT wugeHTMduKaTop NpoHymepoBaHHoro ACL. OH

napameTpoB OAHO3Ha4yHOo uaeHTnduumpyet ACL. [lnanasoH 3HavyeHun acl-id: 100—-199 n

1300-1999.
permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowmnm ACE.
deny: ykasbiBaeT, YTo ACE gaBnsietca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4T0 IP-makeTbl, OTMpaBfieHHble C XOCTa C
yKa3aHHbIM ncxogHbIM IP-agpecom, unbTpyroTCS.

any: ykasblBaeT, 4Tto IP-naketbl, oTnpasneHHoble ¢ nwboro yana,
PUNLTPYOTCS.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBNeHHblE C
XOCTOB B yKka3aHHOM cermeHTe IP-cetn, ounbTpytoTCcA.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHom. ACE BcTynaeT B cuiy TONbKO B Npeaenax aToro
BPEMEHHOro AuanasoHa. [logpobHee O BpeMeHHOM [JuanasoHe CM. B
PYKOBOZCTBE MO HACTPOWMKE BPEMEHHOTO AMana3oHa.

log: ykasblBaeT, 4TO XypHanbl OyayT nepvoaudeckm BbIBOOUTLCS, €Crv
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
CBefeHNA O XypHanax cM. B pasgerne «BepneHue xypHana ACL» B 9TOM
OOKYyMeHTe

Pexum komaHg

CrangapTHbI pexunm koHdurypaumm IP ACL

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 9Ty KomMaHgy, uJTo6bl gobaButb 3anmcn ACE B
NPOHyMepoBaHHLIN cnncok ACL IP B pexxrme rnobanbHOm KoHUrypawumm.
Ee Henb3sa ucnonb3oBatb Ansg godasneHuns 3anucein ACE B MMeHOBaHHbIN
cnmcok ACL IP

e [lobaBbTe 3anncu ACE B paclumpeHHbin IP ACL.

Mcnonb3ynte nobon n3 cnegyrowmx metogos anst gobaeneHus sanncen ACE B paclumpeHHbi
CMNCOK ynpasrieHnsa JocTyrnom |P:

KomaHpga

[ sn]{permit | deny } protocol {host source | any | source source-wildcard
} {host destination | any | destination destination-wildcard } [ [ precedence
precedence [ tos tos ] ]| dscp dscp] [ fragment ] [ time range time-range-
name ] [log]
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HaCTpOVIKa ACL W
Onucanwne sh: ykasblBaeT nopsaakoBbin Homep ACE. 3HaveHue HaxoauTes B AuanasoHe
napameTpoB oT 1 00 2147483 647. STOT NOpPAAKOBLIA HOMEP onpefenseT nNpuopuTeT

aton 3anucn ACE B ACL. MeHbLUMIA NMOPSAKOBLIA HOMEpP YKasblBaeT Ha
6onee Bbicoku npuoputeT. ACE ¢ 6onee BbICOkMM npuopuTeTom Oyaet
npeanoyYTUTENBHO NCMOMb30BaTLCA ANS CONOCTaBNeHUs NakeToB. Ecnu Bbl
He yKaxeTe nopsakoBbld Homep npu pobasneHmn ACE, cuctema
aBTOMaTM4yecku MPUCBOUT  MOPSOKOBbIA  HOMEP, KOTOpbIM  paBeH
npupawenunio (no ymonyanuio 10) nnoc NopsiAKoBbIN HOMEpP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecnu nopsiakoBbI HOMEpP nocrnegHen
3anucn ACE paeeH 100, nopsiakoBbii HOMEP BHOBb Ao0OaBneHHOM 3anmciu
ACE 6yget no ymonyanuto paseH 110. Bbl MOXxeTe HacTpouTb npupaLleHue
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE asnsetcs paspewatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnsetca 3anpewatowimm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [quanasoH 3HadeHui oT 0 oo 255.
Onsa obnerdyeHns wucnonb3oBaHWA CcUCTEMa NpPefocTaBndeT 4acTo
NCNonb3yeMble  COKpalLleHUss Ond  3aMeHbl  KOHKPETHbIX HOMEpPOB
npotokosnos IP, Bkntoyas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

host source: ykasbiBaeT, 410 IP-makeTbl, OTMNpaBfieHHble C XOcCTa C
yKa3aHHbIM ncxogHbIM IP-agpecom, unbTpyoTCs.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBNEHHblE C
XOCTOB B yKka3aHHOM cermeHTe IP-cetn, ounbTpytoTCcA.

host destination: ykasbiBaeT, 4To IP-makeTbl, OTNpaBfAsieMble Ha XOCT C
yKkasaHHbiM IP-agpecom HasHaueHus, cunbTpytoTcsa. Ecnn HacTpoeHo
KnoyeBoe croBo any, IP-nakeTbl, oTnpaBnsemble Ha nbon XocT,
dunbTpytoTCS.

destination destination-wildcard: yka3biBaeT, 4To IP-nakeTbl, OTNpaBngemble
Ha y3Ibl B YKa3aHHOM cermeHTe IP-ceTu, ounbTpyroTcs.

any: ykasblBaeT, 4To IP-nakeTbl, oTnpasnsemble Ha nobor XOCT Unu ¢ Hero,
dumnbTpytoTCS.

precedence precedence: ykasbiBaeT, Y4To IP-nakeTbl C yKa3aHHbIM MOSEM
npuopuTeTa B 3arofioBKe punbTPyoTCS.

tos tos: ykasbiBaeT, UTo IP-nakeThbl C ykasdaHHbIM nonem Tuna cnyxobl (TOS)
B 3arofioBke (punbTpyloTCS.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl ¢ ykaszaHHbIM nonem dcsp B
3arosfioBke PUNbTPYHOTCS.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM MOfIEM eCcn B 3arofloBke
dumnbTpytoTCA.

fragment: ykasbiBaeT, 4TO PUNBLTPYIOTCA TONbKO PparMeHTUPOBaHHbIE
IP-nakeTbl, 3@ UCKNIOYEHMEM NEPBbLIX (bparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBfi3aH C
BpeMeHHbIM anana3oHoM. ACE BCTynaeTt B cuIly TOSbKO B npegenax 3toro
BpeMEHHOro amanasoHa. [logpobGHee O BpeEMEHHOM Ananas3oHe CM. B
PYKOBOZCTBE MO HAaCTPOMKe BPEMEHHOIO AuanasoHa
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Hacrportka ACL [ www.gtech.ru |
OnmcaHme Iog: yKaSbIBaeT, YyTo )KypHaJ'IbI 6y,u,yT nepmo,qw-lecm BbIBOOAUTBLCA, €CIn
napamMmeTpoB OyayT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [dononHuTenbHble

cBefeHnda o XypHanax cM. B pasgene «BepeHue xypHana ACL» B 9TOM
OOKyMeHTe

Pexxum komaHg,

PaclunpeHHbIn pexunm koHdurypaumm I[P ACL

PykoBoacTteo no

3anyctute 3Ty KOMaHay, 4Tobbl fo6aBuTe ACE B pacLUMpPEHHbIN pexum

ncnonb3oBaHuo | HacTporikn IP ACL. ACL MoXeT OblTb MMEHOBAHHbLIM MM HYMEPOBAHHbLIM
ACL

KomaHga access-list acl-id { permit | deny } protocol {host source | any | source
source-wildcard } {host destination | any | destination destination-wildcard }
[ [ precedence precedence [ tos tos ] ] | dscp dscp] [ fragment ] [ time-
range time-range-name ][ log ]

Onucanue acl-id: ykasblBaeT wugeHTUdukatop npoHymepoBaHHoro ACL. OH

napameTpoB OAHO3Ha4yHo uaeHTnduumpyet ACL. [lnanasoH 3HaveHun acl-id: 100-199 n

2000-1999.

sn: ykasblBaeT nopsiakoBbli Homep ACE. 3HavyeHne HaxoauTcs B AuanasoHe
oT 1 go 2147483 647. DTOT NOPSAAKOBLI HOMEpP onpefenseT npuoputeT
aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbli HOMEP YKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOSMBb30BaTLCA AS1A CONOCTaBneHnsa naketos. Ecnu Bbl
He yKaxute nopsakoBbld Homep npu pobasneHun ACE, cuctema
aBTOMaTM4YeCKNn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIM  paBeH
npupaweHuno (no ymonyanuio 10) nnoc NopsgKoBLIM HOMEP MOCHeaHero
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMep nocrneaHen
3anmcn ACE paeeH 100, nopsigkoBbii HOMEpP BHOBb A4o6aBneHHOM 3anmcu
ACE 6yget no ymonuyanuo paeseH 110. Bbl MOXeTe HacTpouTb NpupaLleHne
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcst paspewatowwmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep |IP-npotokona. 3HadeHne HaxoauTcs B
ananasoHe ot 0 go 255. [na obnerdyeHns ncnonb3oBaHUA cUcTeMa
npegocTaBnseT 4acTO MCMOSNb3yeMble  COKpalleHus Ans  3aMeHbl
KOHKpPETHbIX HOMepoB |IP-npoTokona, Bko4as eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp 1 udp.

host source: ykasbiBaeT, 4TO |IP-makeTbl, OTMpaBlEHHble C XOCTa C
yKasaHHbIM ncxogHbliM IP-agpecom, ounbTpyroTCS.

source source-wildcard: ykasbiBaeT, 4TO IP-nakeTbl, OTMpaBneHHble C
XOCTOB B YKa3aHHOM cermeHte IP-ceTun, unbTpytoTCS.

host destination: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBnsiemMble Ha XOCT C
yKasaHHbIM |IP-agpecom HasHayeHus, unbTpytoTca. Ecnn HacTpoeHo
KnioyeBoe croBo any, IP-nakeTbl, oTnpaBnsemble Ha nboOM XOCT,
dunbTpyoTCA

@ §) QTECH

MWP [OOCTYNHEE

41




PykoBoacTeo no Hactpolike cepust QSW-6900

Hactporica ACL o gtechru
OnucaHue destination destination-wildcard: yka3biBaeT, 4To IP-nakeTbl, OTNpaBnsiemMble
napameTpoB Ha y3nbl B yka3aHHOM cermeHTe IP-ceTun, punbTpyroTcs.

any: ykasblBaeT, 4YTo IP-nakeTbl, OTnpaBnsemble Ha ntobor XOCT Unn ¢ Hero,
GunbTpyOTCA.

precedence precedence: ykasblBaeT, YTo |IP-nakeTbl C yKa3aHHbIM MonemM
npuopuTeTa B 3aronioBke UMbTPYIOTCS.

tos tos: yka3biBaeT, 4To IP-nakeTbl ¢ yka3aHHbIM nonem tuna cnyxobl (TOS)
B 3aronioBke hunNbLTPYIOTCS.

dscp dscp: ykasbiBaeT, 4TO IP-naketbl C yka3aHHbIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, YTo IP-nakeThbl C yKa3aHHbIM MOfemM ecn B 3arosioBke
GunbTpyoTCA.

fragment: ykasbiBaeT, 4YTO (PUNBLTPYIOTCA TOMbKO (pparMeHTMPOBaHHbIE
IP-nakeTbl, 32 UCKMKOYEHMEM NEPBLIX hparMeHTOoB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM gnana3oHoMm. ACE BcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpeMeHHoro AuanasoHa. [logpobHee O BpemMeHHOM [uana3oHe CM. B
PYKOBOACTBE MO HAaCTPOWKe BPEMEHHOro AvanasoHa.

log: ykasbiBaeT, 4TO XypHanbl OyayT nepuogudeckm BbIBOOUTBLCS, €CIu
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
CBefeHNA 0 XypHanax cM. B pasgerne «BepneHve xypHana ACL» B 9TOM
OOKYMEHTEe

Pexum komaHg

PacwunpeHHbIn pexxum koHdurypaumm IP ACL

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 9Ty KomMaHgy, dJTo6bl gobaButb 3anmcn ACE B
NPOHYMEPOBaHHbIN CMUCOK KOHTPOns goctyna IP B pexvme KoHurypauum
pacLMpeHHOro cnucka KoHTpons goctyna IP. Ee Henb3sa ucnonb3oBaTtb ANns
pobaeneHua 3anmcen ACE B WMEHOBaHHbIA pPacCLUMPEHHBLIN  CMIMCOK
KoHTpona goctyna IP

MpumeHeHue IP ACL

KomaHga ip access-group { acl-id | acl-name } {in | out } [reflect]
Onuncanne acl-id:  ykasblBaeT, 4YTO K uWHTepdency OyaeT nNpUMeEHSITbCA
napameTpoB NPOHYMEPOBAHHbIN CTaHOAPTHbIA UK pacmnpeHHsin IP ACL.

acl-name: ykasblBaeT, YTO K MHTepdency 6yaeT NpUMEHEH UMEHOBAHHbIN
CTaHOapTHbIN Unn pacwmpeHHbin IP ACL.

in: ykasbiBaeT, 4to 9TOT ACL KOHTponupyeT Bxogswwue |P-nakeTbl
nHTEepdenca.

out: ykasbiBaetr, 4yto 310T ACL KOHTpomnupyeTt ucxoaswme |IP-nakeThbl
nHTEepdenca.

reflect: ykasbiBaeT, 4To pednekcmBHbii ACL BKMOYEH

Pexnm komaHa

Pexum koHdurypaunm nHtepderica
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PykoBoacTteo no
NCNOSb30BaHMIO

OTa KomMaHOa 3actaBnseTr
ncxogsLimne nakeTbl ykasaHHOro UHTepgenca

IP ACL penctBoBaTb Ha BXoAgsdline wunu

1.6.1.5. Npumep KoHdUrypaumm

Criegylowun npumep KoHUrypawumm onucbiBaeT TOSNbKO KOHGUrypaumm, cesasaHHble ¢ ACL.

HacTtponka IP ACL gnsa 3anpeta otgaenam, Kpome oMHaHCOBOro otagena, Ha
AOCTyn K cepBepy (PpHAHCOBbIX AaHHbIX

CueHapun:

©10.1.1.1/24

Cepeep (h1HaHCOBLIX

[AaHHbIX

12.1.1.1/24

Gi 0/2

TIK1

g =

S 11.1.1.1/24

10.1.1.2/24. - e MA1224 0

PUHaHCOBLIN OTAEN KoHcTpyKkTOpCKMIA OTAEn

PucyHok 1-3.

Warn
HaCTPONKK

HacTtpownTte IP ACL.
Job6asbTe 3anucu ACE B IP ACL.

Mpumennte IP ACL K wucxogsdwlemy HarnpasfeHuo WHTepdenca,

coevHsitoLLero cepsep MHAHCOBBIX AaHHbIX

SwW1

swl(config)#ip access-list standard 1
swl(config-std-nacl)#permit 10.1.1.0 0.0.0.255
swl(config-std-nacl)#deny 11.1.1.1 0.0.0.255

swl(config-std-nacl) #exit
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swi(config)#int gigabitEthernet 0/3
swl(config-if-GigabitEthernet 0/3)#ip access-group 1 out

MpoBepka e Ha [lK otgena wuccnegoBaHui M pa3paboToK NPONUHIynTe cepsBep
(PUHAHCOBLIX AaHHbIX. Yb6eauTechb, YTO onepaumsi NPOBEPKM CBS3N He
yaanace.

e Ha TK dwuHaHcoBoro otgena nponuHrynte cepeep GUHAHCOBbLIX
AaHHbIX. YO6eauTech, 4To onepaums NpoBEPKN CBA3M NPOLLA YCneLHo

Swi swl(config)#show access-lists

ip access-list standard 1
10 permit 10.1.1.0 0.0.0.255
20 deny 11.1.1.0 0.0.0.255

swl(config)#show access-group
ip access-group 1 out
MpumeHsaeTca Ha nHTepdence GigabitEthernet 0/3

1.6.2. Hactpowuka pacwumpeHHoro ACL MAC
1.6.2.1. 3dphbeKkT KOHUrypauum

HacTtponte 1 npumeHuTte pacwmpeHHbin ACL MAC K nHTepdency, 4tobbl KOHTPONMPOBAaTL BCE
BxoAswue n ucxogsawme naketbl IPv4 atoro mHTepdoenca. Bbl MoxeTe paspewmnTb wUnu
3anpeTuTb BBOA OMpedernieHHbIX nakeToB L2 B ceTb, 4YTOObI KOHTponupoBaTb AOCTYM
norb3oBaTenen K ceTeBbIM pecypcamM Ha OCHOBe nakeToB L2.

1.6.2.2. Llarn HacTpounku

Hactpouka pacwmpeHHoro ACL MAC

o (OGsizaTenbHo) HacTtponTe pacwmpeHHbin ACL MAC, ecnu Bbl XOTUTE KOHTPONMPOBaTh
AOCTyn nonb3oBaTenen K CeTeBbIM pecypcaM Ha OCHOBe 3arofioBka naketa L2,
Hanpumep, MAC-agpeca lNK kaxgoro nonb3oBartens.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoWCTB AOCTyna, arperauumn n ggpa B
3aBMCMMOCTM OT pacnpegerneHns nonb3osatenen. PacwmpenHbsin ACL MAC gencreyeTt
TOMbKO Ha NoKaribHOM YCTPOWUCTBE U He BNUSAET Ha Apyrve yCTPONCTBa B CETMU.

[No6aBneHune 3anucen ACE B pacwmpeHHbin ACL MAC

(OnuunoHanbHo) ACL mMoxeT cogepxaTb HOMb unvM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce Bxoaswme L2 Ethernet-nakeTbl yCTPONCTBA NO YMOMYAHMIO OTKITOHSIKOTCS.

NMpumeHeHune pacwmpeHHoro ACL MAC

e (O6sasatenbHo) MpumeHuTe pacwmpeHHbin ACL MAC K ykazaHHOMY MHTEpAEnCy, ecnm
Bbl XOTUTE, 4TOObI 3TOT ACL BCTYNWUn B cuny.

e  Bbl MOXeTe npuMeHnTb paclumpeHHbin ACL MAC K ykazaHHOMY MHTepdency yCTPONCTB
AoCTyna, arperaunn n sapa B 3aBUCMMOCTU OT pacnpeaeneHns nonb3oBartenen.
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1.6.2.3. NpoBepka

Wcnonb3ynte cnegyowme wmeTogbl Ang  npoBepkn addekToB  KOHUrypauum
pacwmpeHHoro ACL MAC:

Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelueHue Unu 3anpeT HEKOTOPbIX
IP-nakeToB, 3anycTuTe KOMaHgy ping, 4Tobbl NpoBepuTb, AencTBytoT N ACE aTtoro
ACL Ha ykasaHHOM uHTepdence. Hanpumep, pacwmpeHHbin ACL MAC HacTpoeH ans
npegoTepalleHna npuvema IP-naketoB uHTepdericom yctponctea (tun Ethernet —
0x0800), Anst NPoOBEPKN BbINOMHUTE KOMaHAy ping.

Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelueHue Unu 3anpeT HEKOTOPbIX
nakeToB, OTNMYHbIX OT IP (Hanpumep, naketoB ARP), Takxe 3anyctute komaHay ping,
yTo6bLI NpoBepuTb, AencTBytdT N ACE atoro ACL Ha ykasaHHOM WHTepdence.
Hanpumep, 4tobbl OoTunbTpoBaTh nakeTbl ARP, BbINomHUTE KomaHZy ping Ans
NPOBEPKMU.

Bbl Takke MoxeTe co3gatb MNakeTbl L2, oTBevawLwMe HEeKOTOpbIM YyKasaHHbIM
XapaKkTepucTukam, 4tobbl NnpoBepuTb, AenctByeT nu paclumpeHHbin ACL MAC. Kak
npasuno, nogrotosbTe Asa [1K, co3gante mn otnpaBbTe nakeTbl L2 Ha ogHom [1K,
BKMOUMTE 3axBaT MakeToB Ha gpyrom K 1 npoBepbTe, nepecbinarTcs Nv nakeTbl
OOIMKHBIM 06pa3oM (nepecbinarTcs v 6rokKMpyrTCs) B COOTBETCTBUM C OENCTBUEM,
ykasaHHbIM B ACE.

1.6.2.4. CBA3aHHaA KomaHAaa

HacTpoika pacwumpeHHoro cnucka koHtpons gocrtyna MAC

KomaHga mac access-list extended {acl-name | acl-id }
Onuncanne acl-name: ykasbiBaeT nms pacwmpeHHoro ACL MAC. Ecnu aToT napameTp
napameTpoB HacTpoeH, cos3daetcsa mmeHoBaHHbIN ACL. Wma npenctaensieT cobon

cTpoky oT 1 go 99 cumeornoB. ima ACL He MOXET HaumHaTbCs C undp
(0-9), «in» nnn «outy.

acl-id: ykasbiBaeT ngeHtTmdukaTop, KOTOPbIN OAHO3HAYHO NOEHTUULMPYET
pacwmpeHHbin ACL MAC. Ecnum 3TOT napameTp HacCTpOeH, co3gaeTcs
HymepoBaHHbI ACL. [InanasoH 3HadeHun acl-id — 700—799

Pexum komang | Pexxum rmobanbHon koHdurypaumm

PykoBogcteo no | 3anyctute 3Ty Komadgy, 4Ytobbl HacTpouTb pacwmpeHHbin ACL MAC wu
MCMOSb30BaHMIO | BOUTU B pexnm KoHdurypaumm pacwmpeHHoro ACL MAC. Bbl moxeTe

HacTpouTb pacwupeHHbin ACL MAC pgna  ynpasfeHus OOCTYrnom
norib3oBaTernen K ceTeBbiIM pecypcamMm MyTem NpoBepku nHgopmauumn L2
Ethernet-naketoB

Ho6aBneHne ACE B pacwumpeHHbin ACL MAC

Wcnone3aynte niobon n3 cnegyowmx metogos ana gobaenerus sanvcent ACE B paclumpeHHbIn
ACL MAC:
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e [lo6aBbTe ACE B paclumpeHHbIn pexnm koHgurypaumm ACL MAC.

KomaHga [sn] { permit | deny } {any | host src-mac-addr} {any | host dst-mac-addr}
[ethernet-type] [cos cos [inner cos ]] [ time-range tm-rng-name ]

Onucanue sn: ykasbiBaeT nopsakosbii Homep ACE. 3HavyeHne HaxoauTcs B AuanasoHe

napameTpoB oT 1 00 2147483 647. STOT NOPSAAKOBLIA HOMEP onpeaenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHbLuMiA NMOPSAKOBLIN HOMEpP YKasblBaeT Ha
6onee Bbicoku npuoputeT. ACE ¢ 6onee BbICOkMM npuopuTeTom Oyaet
npeanoyYTUTENBHO NCMONb30BaTLCA ANS CONOCTaBMEHMS NakeToB. Ecnu Bbl
He YyKaxeTe MOPSAKOBbIA Homep npu pobaesneHnun ACE, cuctema
aBTOMaTM4yecku MpPUCBOUT  MOPSOKOBbIA  HOMEP, KOTOpbIM  paBeH
npupawenuno (no ymonyanuio 10) nnc NOpsiAKoBbIN HOMEpP MocneaHero
ACE B Tekywem ACL. Hanpumep, ecnv nopsigkoBbli HOMEpP nocregHen
3anucu ACE paBeH 100, nopsaakoBbii HOMEpP BHOBb A06aBMNEHHOW 3anucu
ACE 6yget no ymonyanuto paseH 110. Bbl MOXXeTe HacTpouTb npupaLleHue
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsietca paspewwatowmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

any: ykasblBaeT, 4TO nakeTbl L2, oTtnpaBnsemble ¢ nwboro xocTta,
PUNLTPYOTCS.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBreHHbIE C XOCTa C
yKkasaHHbIM ncxogHeiM MAC-agpecom, (unbTpytoTcs.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XocT,
dunbTpyLoTCS.

host dst-mac-addr: ykasbiBaeT, 4Yto IP-nakeTbl, OTApaBnsgemMble Ha XOCT C
ykasaHHbIM MAC-agpecoM HasHayeHus!, unbTPyoTCS.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
dunbTpytoTCS.

COS COS: YyKasblBaeT, 4YTO nakeTbl L2 C yka3aHHbIM MoOfeM Knacca
obcnyxueaHus (COS) BO BHELWHEM Tere hunbTpytoTcs.

inner cos: ykasblBaeT, 4TO nakeTbl L2 C ykasaHHbIM MOfIEM COS BO
BHYTPEHHEM Tere punbTPyTCS.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM anana3oHom. ACE BCTynaeT B CUIly TONbKO B nNpedernax 31oro
BpeEMeHHOro guanasoHa. [logpobHee O BpemMeHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HAaCTPOMKe BPEMEHHOIo AManasoHa.

Pexnm komaHa

PacwunpeHHbIn pexum koHdpurypaumun ACL MAC

PykoBoacTteo no
NCNOSib30BaHMIO

3anyctute 3Ty komaHay, 4YTobbl go6aute ACE B pacCLUMPEHHbIN PEXUM
kKoHpurypauum ACL MAC. ACL wmoxeT O6biTb MMEHOBAHHbIM WU
HymepoBaHHbIM ACL

@ §) QTECH

MWP [OOCTYNHEE

46




PykoBoacTeo no Hactpolike cepust QSW-6900

HacTtpoiika ACL

e [lo6aBbTe ACE B pacwmpeHHbin ACL MAC B pexunme rnobanbHon KoHurypauuu.

KomaHga access-list acl-id { permit | deny } {any | host src-mac-addr} {any | host
dst-mac-addr} [ethernet-type] [cos cos [inner cos]] [ time-range tm-rng-
name |

Onucanwne acl-id: ykasbiBaeT wuageHTMduKaTop MpoHymepoBaHHoro ACL. OH

napameTpoB OAHO3Ha4yHO uaeHTnduumpyet ACL. [lnanasoH 3HavyeHun acl-id: 700—799.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspeLwatowmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnseTtca 3anpewatowmm ACE.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBreHHbIe C XOCTa C
yKasaHHbIM ncxogHeiM MAC-agpecom, hmnbTpytoTcs.

hostsource: ykasbiBaeT, 4710 IP-makeTbl, OTMpPaBneHHble C XocTa C
yKasaHHbIM ncxogHeim MAC-agpecoM, omnbTpyoTCS.

any: ykasbiBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XxocT,
PUNLTPYOTCS.

host dst-mac-addr: ykasbiBaeT, 4to IP-nakeTbl, OTApaBngemMble Ha XOCT C
ykasaHHbIM MAC-agpecom HasHadeHus1, punbTpytoTCs.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
PUNLTPYOTCS.

COS COS: yKasblBaeT, YTo nakeTbl L2 ¢ ykazaHHbIM NOMEM COS BO BHELLHEM
Tere punbTpyrOTCS.

inner cos: ykasblBaeT, 4TO nakeTbl L2 C ykasaHHbIM MOfIEM COS BO
BHYTPEHHEM Tere punbTPyTCS.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM avana3oHoM. ACE BCTynaeT B cury TOMbKO B Npedernax 3Toro
BpEMEHHOro [guanasoHa. [ns nonyvyeHus nogpobHon uHdopmaumm o
BPEMEHHOM [Mana3oHe CM. B PYKOBOACTBE MO HACTPOWKE BPEMEHHOro
AnanasoHa

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, 4tobbl gobaeuTtb 3anucu ACE B pacluMpeHHbIn
ACL c¢ HymepoBaHHbiIM MAC-agpecom B pexume rnobanbHon
KOHdurypaumm. Ero Henb3s wucnonb3oBaTtb ans gobaenenHns ACE B
MMEHOBaHHbIN pacwmpeHHbin ACL MAC

NMpumeHeHune pacwmpeHHoro ACL MAC

KomaHga mac access-group { acl-id | acl-name } {in | out }
Onuncanne acl-id: ykasblBaeT, 4YTO K UHTepdency OyaeT NpUMMEHEH pacLUMpPEHHbIN
napameTpoB HymepoBaHHbIn MAC IP ACL.

acl-name: ykasblBaeT, YTO K UHTepdency byaeT NpyMeHeH MMEHOBaHHbIN
pacwmpeHHbin IP ACL MAC.
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in: ykasbiBaeT, 4Yto 3TO0T ACL KOHTponupyeT BXxoasuiMe nakeTbl L2
UHTepdenca.

out: ykasbiBaeT, 4yTto 9TOT ACL KOHTpOonupyeT wucxopsdline naketbl L2
nHTepdenca

Pexum komang | Pexum koHdurypaumm nHtepgenca

PykoBoactso no | 3ta komaHga 3actaBnseT pacwuvpeHHsln ACL MAC pencrtBoBaTb Ha
NCNONb30BaHNIO | BXOASLLME NN UCXOASLUME NaKeTbl yKa3aHHOro nHTtepdenca

1.6.2.5. Npumep KoHdUrypaumm

Cniegylowun npumep KoHUrypawmm onucbiBaeT TOSNIbKO KOHGUrypaumm, cesasaHHble ¢ ACL.

Hactpouka pacwmpeHHoro ACL MAC ansi orpaHu4eHusi pecypcoB, AOCTYMHbIX
noceTutTenam

CueHapui:

g Cepeepbl

CepBep OMHAHCOBbIX .
OAaHHbIX .

MAC: 00c6.b300.000d °,

OBLLIECTBEHHbIN CEPBEP

* MAC: 00¢6.b300.000¢

MHTEpHET

MK2

PaboTHuKK Mocetutenu

PucyHok 1-4.
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Warn e HactponTte pacwmpenHbin ACL MAC.
HaCTpOMKN e Jlo6aBbTe ACE B paclumpeHHbiii ACL MAC.

e [lpnmeHuTe pacwmpeHHbin ACL MAC K ncxogswemy HanpasreHuto
WHTepdenca, NOOKMIYEHHOrO K 30He Ang noceTutenen, 4Tobbl
nocetmtensam 6bin  paspeweH pgoctyn B WHTepHeT w©n K
o6LLeaoCTYNHOMY CepBepy KOMMaHuM, HO 3anpelweH [ocTyn K
cepsepy (QMHaAHCOBbLIX AaHHbLIX KOMMNaHWW. TO ecTb noceTUTenu He
MOryT nonyynTb Joctyn K cepsepy ¢ MAC-agpecom 00¢6.b300.000d

SW1 swi(config)#mac access-list extended 700
swl(config-mac-nacl)#deny any host 00c6.6300.000d
swl(config-mac-nacl)#pemit any any
swl(config-mac-nacl) #exit

swi(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#mac access-group 700 in

MpoBepka e Ha komnbloTeEpe noceTuTens npPOnNUHrynTe cepeBep (OUHAHCOBLIX
OaHHbIX. YbeauTech, 4To onepaunsa NpoBEpPKN CBA3W He yaanach

MpoBepka e Ha komnbloTepe noceTuTensa NPONUHrynTe cepBep 06LLEea0CTYNHOro
pecypca. Ybegutecb, 4YTO onepauusi MNPOBEPKA CBSA3M NpoLuna
yCMEeLHO.

e Ha komnbloTepe nocetTuTens nogknoumMtech kK IHTepHeTy, Hanpuvep,
nocetute Beb-cant QTECH. Yb6eantecb, 4Tto BEG-CTpaHULY MOXHO
OTKPbITb

SW1 swl(config)#show access-lists

mac access-list extended 700

10 deny any host 00c6.b300.000d etype-any
20 permit any any etype-any
swl(config)#show access-group

mac access-group 700 in

Applied On interface GigabitEthernet 0/2

1.6.3. HacTtpownka akcnepTHoro pacwupeHHoro ACL

1.6.3.1. dphbeKkT KOHUrypauum

Hactponte © npuvMeHWTe OKCNepTHbIM pacwmpeHHbii ACL K uHTepdency, 4ToObI
KOHTpONMpoOBaTb BXOASLUME N UCXOOALWME NakeTbl MHTepdenca Ha ocHoBe MHopmaunn L2 n
L3, a Takke paspelLaTb uUnu 3anpewiatb BBOA onpeneneHHbIX NakeTtos B ceTb. Kpome Toro, Bbl
MOXETE HAaCTPOUTb IKCNEPTHbIA paclumpeHHbin ACL ans ynpasneHnsa BceMu naketamu L2 Ha
ocHoBe VLAN, 4TOObl paspewwmnTb WNu 3anpeTuTb AOCTYM MONb30oBaTeNen B HEKOTOPbIX
CerMeHTax ceTu K ceTeBbiM pecypcaM. Kak npaBuro, Bbl MOXeTe UCNOorb30BaTh 3KCNEPTHLIN
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paclumpeHHbin ACL, ecnu Bbl xoTuTe BKMounTb ACE IP ACL 1 pacumpenHoro ACL MAC B oguH

ACL.
1.6.3.2.

LWarn HacTponku

HacTponka akcnepTtHoro pacwupeHHoro ACL

(O6sizaTenbHO) HacTponTe aKCcnepTHbIM pacwmpeHHbin ACL, ecnu Bbl  XOTUTE
KOHTpOSIMpoBaTb AOCTYN Nosfib3oBaTenen K ceTeBblM pecypcamMm Ha OCHOBE 3arorioBka
naketa L2, Hanpumep, ngeHtudmkatopa VLAN.

Bbl moxeTe HacTtpoutb aToT ACL Ans yCTpPOMCTB [OCTyna, arperauMmM n sgpa B
3aBUCMMOCTU OT pacnpefeneHuss nonb3oBartenen. OKCnepTHbIM pacwmpeHHbin ACL
OEeNCTBYeT TOSIbKO Ha JIOKarbHOM YCTPOMCTBE M HE BIMSET Ha Opyrve ycTpoucTBa B
ceTn.

Ho6aBneHune 3anucen ACE B aKCnepTHbIN paclumpeHHbin ACL

(OnuunoHanbHO) ACL mMoxeT cogepxaTb HOMb unuM Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, BCe BXOASLLME NAKETbl YCTPOMCTBA MO YMOMYaAHUIO 3anpeLLleHbl.

NMpumeHeHMe 3KcnepTHOro pacwmpeHHoro ACL

1.6.3.3.

1.6.3.4.

(ObsizatenbHo) [MpumeHuTe SKCnepTHbIM  pacwmpeHHbin  ACL K yKasaHHOMY
UHTepdency, ecnm Bbl XoTuTe, YTobbl 3TOT ACL BCTYNMA B cuny.

Bbl MOXeTe nNpuMEHWTb 3KCMEepPTHbIM pacwupeHHbin ACL BO Bxogswem wunm
ncxogswlemM HanpaeneHnn ykasaHHOro HTepdenca yCcTponcTe JOCTyna, arperaumm u
Aa[pa B 3aBUCMMOCTM OT pacnpeaeneHus nonb3oBaTenen.

MpoBepka

Mcnonb3ynte cnegywowme metoabl Ana  npoBepkn  adhdpekToB  KoHdurypaumm
aKcnepTHoro pacwmpeHHoro ACL:

Ecnu B akcnepTHOM paclumpeHHoM ACL HacTpoOeHbl npasuna gocTtyna Ha ocHose IP
ONA paspelweHus unu 3anpeta HekoTopbiX |IP-naketoB, 3anycTute KomaHgy ping,
4TO6bl NPOBEPUTL, AENCTBYIOT NN 3TN NpaBuna.

Ecnn npaeuna poctyna Ha ocHoBe MAC-agpecoB HacCTpPOEHbl B 3KCMEpPTHOM
pacwwmpeHHoM ACL ans paspelueHus unum 3anpeTa HEKOTOpPLIX nakeToB L2 (Hanpumep,
naketoB ARP), Takke 3anyctute komaHay ping, 4Tobbl NnpoBepuTb, gencTteytoT nin ACE
atoro ACL Ha ykasaHHOM WHTepdence. Hanpumep, 4ToObl OTUNLTPOBATL NaKeTbI
ARP, BbINonH1UTE KOMaHAy ping Ansi NPOBEPKMN.

Ecnu npasuna goctyna Ha ocHoBe unaeHTudmnkatopa VLAN HacTPOEHbI B 3KCNEPTHOM
pacwmpeHHoM ACL ang paspeLueHnst unmn sanpeTta HEKOTOPbIX NakeToB L2 B HEKOTOPLIX
cerMeHTax ceTu (Hanpumep, ANA npegoTBpalweHns obmeHa JAaHHbIMU - MexXay
nones3oatenamu VLAN 1 n VLAN 2), nponnHrynte MK VLAN 2 Ha MK VLAN 1. B cniyvae
cbos onepauum ping npasuna BCTynawT B CUITY.

CBA3aHHasa KomaHAa

HacTtpowka akcnepTtHoro pacwupeHHoro ACL

KomaHga expert access-list extended {acl-name | acl-id }
Onuncanne acl-name: ykasblBaeT UMS 3KCMepTHOro pacwmpeHHoro ACL. Ecnn aTtoT
napameTpoB napameTp HacTpoeH, co3gaeTca nmeHoBaHHbln ACL. NMs npeactaBndet

cobowu ctpoky oT 1 go 99 cumsonos. ma ACL He MOXeT HauMHaTbCA C UmMdp
(0-9), «in» nnu «out».
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acl-id: ykasbiBaeT ngeHTudmkaTop aKcnepTHoro paclumpeHHoro ACL. Ecnn
3TOT NapaMeTp HacTpPoeH, co3daeTcs HymepoBaHHbIM ACL. [duanasoH
3HayeHun acl-id: 2700-2899

Pexum komaHg

Pexwum rnobanbHon koHUrypaumm

PykoBoacTteo no
NCNONb30BaHMIO

3anycTtuTe 3Ty komaHay, YTobbl HACTPOUTL paclumMpeHHbln ACL 1 BoWTU B
PEXUM KOH(UIypaLmMmn 3KCNePTHbIX pacLumMpeHHbix ACL

[Ho6aBneHune 3anucen ACE B aKCnepTHbIN paclumpeHHbin ACL

Wcnonb3ynte nobon ua crnegyowmnx MeTogoB, Ytobbl gobasutb 3anncu ACE B aKCnepTHbIN
paclumpeHHbin ACL:

e [lo6aBbTe ACE B 9KCMEPTHOM paclUMpeHHOM pexume KoHgurypaumm ACL.

KomaHpa

[sn] { permit [deny } [protocol| [ethernet-type] [ cos[out] [inner in]]] [[VID
[out] [inner in]]] {sourcesource wildcard | hostsource | anyKhost source-
mac-address|any } {destination destination-wildcard | host destination | any}
{host destination-mac-address | any} [[precedence precedence][tos tos] |
[dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask ] | [int-flag] ] [time-range time-range-name]]

OnwucaHue
napameTpoB

sn: ykasblBaeT nopsiakoBbli Homep ACE. 3HavyeHne HaxoanTcs B AnanasoHe
oT 1 0o 2147483 647. 3TOT NOPALKOBLIA HOMEP onpeaenseT NpuopuTeT
aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbli HOMEP YKasblBaeT Ha
6bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyadet
npeanoyTUTENbHO NCMOMBb30BaTbLCA ANA COnoCcTaBneHnsa naketos. Ecnv Bbl
He YyKaxeTe MOPSAKOBbIA Homep npu pobasneHun ACE, cuctema
aBTOMaTM4YeCKNn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHuno (no ymonyanuio 10) nntoc NopsakoBLIN HOMEP MOCNeaHEro
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMep nocrneaHen
3anucn ACE paseH 100, nopsigkoBbii HOMEP BHOBb A406aBNEHHOM 3anmcu
ACE 6yget no ymon4yanuto paeseH 110. Bbl MOXeTe HacTpouTb NpupaLleHne
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcsi paspelwiatowmnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [lnanasoH 3HadeHui oT 0 go 255.
Ona obneryeHna wucnonb3oBaHUs CUCTEMa MpefocTaBndeT  4acTo
nucnonb3yemble  COKpalleHWs Ons  3aMeHbl  KOHKPETHbIX  HOMEepOoB
npoTokonoe IP, Bkntovasa eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

ethernet-type: ykasbiBaeT, 4TO nakeTbl L2 ykasaHHoro Ttuna Ethernet
dumnbTpytoTCA.

COS out: ykasbIBaeT, 4YTO nakeTbl L2 ¢ yka3aHHbIM NOfieM COS BO BHELUHEM
Tere omnbTpyoTCSA.

COS inner in: ykasbiBaeT, YTO nakeTbl L2 C ykasaHHbIM nonem cOS BO
BHYTPEHHEM Tere unbTPyHTCS.
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OnucaHue VID out: ykasbiBaeT, 4TO naketbl L2 c ykasaHHbIM rnornem VLAN ID Bo
napameTpoB BHELUHEM Tere unbTPYTCS.

VID inner in: ykasbiBaeT, 4YTO nakeTbl L2 C yKasaHHbIM nonem
naeHtndpumkatopa VLAN BO BHYTPEHHEM Tere hnSbTPYHOTCS.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBneHHble C
XOCTOB B YKa3aHHOM cermeHTe IP-ceTu, unbTpytoTes.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTNpPaBneHHble C XocTa C
yKa3aHHbIM UCXOAHbIM IP-aapecoM, unbTPyTCS.

any: ykasbiBaeT, 4Tto IP-nakeTbl, oTnpasneHHoble ¢ nwboro yana,
GunbTpyoTCA.

host source-mac-address: ykasbiBaeT, 4TO |P-nakeTbl, OTNpaBreHHbIE C
XOCTa C yKasaHHbIM ncxogHbim MAC-agpecom, unbTpyTCS.

any: ykasblBaeT, 4YTO MakeTbl L2, oTnpasBnsemble Ha mnwoboON XOCT,
uUnbTpyOTCA.

destination destination-wildcard: yka3biBaeT, 4To IP-nakeTbl, OTNpaBngemble
Ha y3nbl B yka3aHHOM cermeHTe IP-ceTn, (hunbTpytoTcs.

host destination: ykasbiBaeT, 4TO IP-makeTbl, OTNpaBnAsieMble Ha XOCT C
yKa3aHHbIM IP-agpecom HasHayeHuns, PUnbTPyTCS.

any: ykasblBaeT, 4170 |IP-nakeTbl, OTnpaBnsemMble Ha nwboM XocT,
PUNLTPYOTCS.

host destination-mac-address: ykasbiBaeT, 4YTo |P-nakeTbl, OTNpaBneHHbIE
Ha XOCT C YKasaHHblM MAC-agpecomM HasHa4yeHuUs1, PUnbTpyTCS.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XocT,
dunbTpytoTCS.

precedence precedence: ykasbiBaeT, 4To IP-nakeTbl C yKa3aHHbIM MOSeM
npuopuTeTa B 3arofioBke punbTpytoTCS.

tos tos: ykasbiBaeT, 4YTO IP-nakeTbl C yKka3aHHbIM MorieM tos B 3arofioBke
dunbTpytoTCA.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl ¢ ykasaHHbIM nonem dcsp B
3aronoske pUnNbTPYyHOTCS.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM MOfieEM ecn B 3arofloBke
dunbTpytoTCA.

fragment: ykasbiBaeT, 4TO PUNBLTPYIOTCA TONbKO PparMeHTUPOBaHHbIE
IP-nakeTbl, 3@ UCKNIOYEHMEM NEPBLIX (bparMeHTOB.

udf udf-id header pos value mask: ykasbiBaeT HacTpaMBaemble NOnsi.
int-flag: ykasbiBaeT, 4To none drara int naketoe punbTpyeTcs.

time-range time-range-name: ykasbiBaeT, 4To 39T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHoMm. ACE BCTynaeT B CUITy TONbKO B Npegeriax aToro
BPEMEHHOro guanasoHa. [logpobHee O BpemMeHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HAaCTPOMKe BPEMEHHOIO AuanasoHa

Pexnm komaHa

OKCNEepPTHbIN pacLUMPEHHbIN pexnm koHgurypaumm ACL
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PykoBoacTtso no
NCNoNb30BaHNIO

3anyctute 3Ty komaHgy, 4Tobbl gobaBuTtb 3anucu ACE B 3KCNEpTHOM
paclwmpeHHOM  pexume  KoHdpurypaumm ACL. ACL wmoxeT ObiTb
MMEHOBaHHbLIM UIM1 HyMepoBaHHbLIM ACL

e [lobaBbte ACE B 9aKCnepTHbIin pacwmpeHHbin ACL B pexume rnobanbHom
KOHcpurypaumu.

KomaHpa

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner
in]]] [[VID [out][inner in]]] {source source-wildcard | hostsource | anyX{host
source-mac-addresslany }  {destination destination  wildcard |
hostdestination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecnh ecn] ] [fragment] [range
lowerupper] [[udf udf-id header pos value mask ] | [int-flag] ] [time-range
time-range-name]]

OnwucaHue
napameTpoB

acl-id: ykasbiBaeT wugeHTMduKkaTop NpoHymepoBaHHoro ACL. OH
OAHO3Ha4yHO naeHTMdmumpyet ACL. [lnanasoH 3HadeHun acl-id ot 2700 go
2899.

permit: ykasbiBaeT, 4to ACE sBnsaetca paspewwarowmum ACE.
deny: ykasbiBaeT, UTo ACE gaBnseTtca 3anpewatowmm ACE

protocol: ykasbiBaeT Homep IP-npoTtokona. 3HadeHne HaxoauTca B
ananasoHe ot 0 go 255. [na obnerdyeHnst ncnonb3oBaHUA cuUcTemMa
npegocTaBnseT 4acTO MCMOSfb3yeMble  COKpalleHus Ans  3aMeHbl
KOHKpeTHbIX HOMepoB |IP-npoTokona, Bkmo4asa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp u udp.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
dunbTpytoTCS.

COS out: ykasblBaeT, YTO nakeTbl L2 ¢ yka3aHHbIM NOsieM COS BO BHELUHEM
Tere punbTpylOTCS.

COS inner in: ykasbiBaeT, YTO nakeTbl L2 C yka3aHHbIM nonem CoS BO
BHYTPEHHEM Tere punbTPyHTCS.

VID out: ykasbliBaeT, 4To nakeTbl L2 ¢ ykasaHHbiM nonem VLAN ID BoO
BHELLHEM Tere punbTpyoTCS.

VID inner in: ykasblBaeT, 4TO MakeTbl L2 C YyKkasaHHbIM MOJfEM
naeHTudukatopa VLAN BO BHYTPEHHEM Tere ounbTPyOTCS.

source source-wildcard: ykasbiBaeT, 4TO |P-nakeTbl, OTMpaBriEHHbLIE C
XOCTOB B YKa3aHHOM cermeHTe IP-cetn, hunbTpytoTcA.

host source: ykasbiBaeT, 4TO |IP-makeTbl, OTMpaBlEHHble C XOCTa C
yKasaHHbIM ncxogHbelM IP-agpecom, ounbTpyroTCS.

any: ykasbiBaeT, 4Tto IP-nakeTbl, oTnpasneHHoble ¢ nwboro yana,
dunbTpyoTCA.

host source-mac-address: ykasbiBaeT, 4YTO IP-nakeTbl, OTNpaBneHHbIE C
X0CTa C yKasaHHbIM ncxogHeim MAC-agpecoMm, (punbTpytoTcs.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwbon XocT,
dunbTpyoTCA.
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OnucaHue destination destination-wildcard: yKasblBaer, 4yTO IP-nakeTl,
napameTpoB oTnpaBnsieMble Ha y3Mbl B ykadaHHOM cermeHTe IP-ceTn, punbTpytoTcs.

host destination: ykasbiBaeT, 4To IP-makeTbl, OTNpaBnsieMble Ha XOCT C
yKasaHHbIM IP-agpecom HasHavyeHusi, PunbTPyTCS.

any: ykasbiBaeT, 4TO0 |P-nakeTbl, OTnpaBnsiemble Ha nboM XOcCT,
GuUnbTpyOTCA.

host destination-mac-address: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBeHHble
Ha XOCT C YkasaHHbIM MAC-agpecom HasHavyeHus, PUnbTPYHTCA.

any: ykasblBaeT, 4TO NakeTbl L2, oTnpasBnsemble Ha mnwobON XOCT,
GunbTpyoTCA.

precedence precedence: ykasblBaeT, YTo IP-nakeThbl C yka3aHHbIM nosiem
npuopuTeTa B 3arofnioBke ounbTpytoTCS.

tos tos: ykasbiBaeT, 4YTO IP-nakeTbl C yKa3aHHbIM NnorieM tos B 3arorioBke
GunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl C ykaszaHHbiIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, 4YTo |P-nakeTbl C yKa3aHHbIM MOfieM ecn B 3arosfioBke
PUNbLTPYOTCS.

fragment: ykasbiBaeT, 4TO (PUNLTPYIOTCH TOMNbKO PparMeHTUPOBaHHbIE
IP-nakeThbl, 32 UCKITOYEeHEM NepBbIX (PparMeHTOB.

udf udf-id header pos value mask: ykasbiBaeT HacTpamMBaemble Nossi.
int-flag: ykasbiBaeT, 4To none dnara int naketToB punbTpyeTCs.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHom. ACE BCcTynaeT B cuiy TONbKO B Npeaenax aToro
BPEMEHHoro AmanasoHa. [MogpobHee O BpeMeHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HACTPOiiKe BPEMEHHOIO AnanasoHa

Pexum komaHg,

Pexunm rnobanbHomn koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, Ytobbl gobasutb 3anmcn ACE B HyMeEpOBaHHbLIN
3KCNepTHbIN paclumpeHHbin ACL B pexxume rnobanbHom KoHdurypaumm. Ero
Henb3sa uncnonb3oBaTh ANa gobaeneHusa 3anvcert ACE B MMeHOBaHHbIN
AKCMepTHbIN paclumpeHHbin ACL

NMpumeHeHne akcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group { acl-id | acl-name }{in | out }
Onuncanne acl-id: ykasbiBaeT, 4YTOo K MHTepdency byoeT nNpMMeHeH HyMepOBaHHbIN
napameTpoB AKCMEPTHbIN pacluMpeHHbIn ACL.

acl-name: ykasblBaeT, 4TO K MHTepdency byget npuMeHeH MMEHOBAHHbIN
AKCMEPTHbIN pacluMpeHHbIn ACL.

in: ykasbiBaeT, 4to 3TOT ACL KOHTpONMpyeT BXOoAswue nakeTtbl L2
nHTEpenca.
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out: ykasbiBaeT, 4yTo 9TOT ACL KOHTponupyeT wucxopsdline naketbl L2
UHTepdenca

Pexum komaHg | Pexxnm koHurypauum nHtepgenca

PykoBoacTBO Nno | OTa komaH4a 3acTaBnsieT 9KCNEPTHbIN paclumpeHHbin ACL aeiicTBoBaTh Ha
MCMNONb30BaHMIO | BXOASILLME UMK UCXOASALLME NAKETbI YKa3aHHOTO UHTepdelica

1.6.3.5. Npumep KoHdUrypaumm

Criegylowun npumep KoHurypawmm onucbiBaeT TONbKO KOHdUrypaumm, cessaHHble ¢ ACL.

Hactpounka akcnepTtHoro pacwmpeHHoro ACL ansa orpaHu4eHuUsi pecypcos,
AOCTYNHbIX NoceTuTensm (TpebyeTcs, 4TOObI NOCETUTENN U COTPYAHUKU HE MOTNK
obwaTtbcA Apyr ¢ ApYyrom, nocetutesniIu MOrnM MNONy4YUTb AOCTYN K cepBepy
o6LWwenoCTYyNHbIX PecypcoB, HO He K cepBepy (PUHAHCOBLIX AaHHbIX KOMMaHWUK.)
CueHapui:

g Cepeepbl

Cepep (1HaHCOBBIX . . OBLYECTBEHHBIN CEpBEp
OaHHbIX ' '
10.1.1.1/24 10.1.1.2/24

WHTepHeT

PaboTtHukn: VLAN 2 [Mocetntenu: VLAN 3

IP-cermeHnT: 192.168.1.0/24 IP-cermenT: 192.168.2.0/24

Lnto3: 192.168.1.1/24 LLnto3: 192.168.2.1/24
PucyHok 1-5.
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Warn e HacTponTe akcnepTHbIN paclumpeHHbin ACL.
HacTpouku e [lobaBbTe ACE, 4To6bl 3anpeTuTb NakeTbl, oTnpasnsemMble ¢ K B 30He
ansa nocetutenen (VLAN 3) Ha MK cotpygHukos B VLAN 2.
e [lobaBbTe ACE, 4TOObl 3anpeTuTb MOCETUTENAM AOCTYN K cepBepy
(PUHAHCOBbIX JAHHbIX KOMMAHWUN.
e [lob6aBbTe ACE, 4TOGbI paspelumTb BCE NaKeThbl.
e [lpumennte ACL K BXOoAsdweMy HanpasneHuio uHTepdenca
KOMMyTaTOopa, KOTOPbI NOAKIYaAETCs K rOCTEBOWN 30HE
SW1 swl(config)#expert access-list extended 2700

swl(config-exp-nacl)#deny ip any any 192.168.1.0 0.0.0.255 any
swl(config-exp-nacl)#deny ip any any host 10.1.1.1 any
swl(config-exp-nacl)#pemit any any any any
swl(config-exp-nacl)#exit

swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#expert access-group 2700 in

MpoBepka e Ha komnbloTEpe noceTuTens npONUHIynTe cepeep (UHAHCOBBIX
OaHHbIX. Yb6eaunTech, 4To onepauus NpoBEPKU CBA3N He yaanach.
e Ha komnbloTepe nocetuTens MNponuHrynTe cepeep oOLLed0CTYNnHOro
pecypca. YoeauTecnb, 4To onepauus ping npowuna ycneLHo.
e Ha TK nocetntena nponuHroBaTb agpec wno3a 192.168.1.1
coTpyaHuka. Ybegurtech, 4TO onepauus NpoOBEPKU CBA3N He yaanach
lMpoBepka e Ha komnbloTepe noceTuTensa NoaknunTecb K VIHTepHeTy, Hanpumep,
nocetute Beb-cant QTECH. Y6eautecb, 4TOo BeB-CTpaHMLY MOXHO
OTKPbITb
SwWi1 swl(config)#show access-lists

expert access-list extended 2700
10 deny ip any any 192.168.1.0 0.0.0.255 any
20 deny ip any any host 10.1.1.1 any

30 permit ip any any any any

swl(config)#show access-group
expert access-group 2700 in
MpumeHsieTca Ha nHTepdence GigabitEthernet 0/2
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1.6.4. HacTtpouka pacwupeHHoro ACL IPv6

1.6.4.1.

AdphekT KOHUrypaumum

Hactponte n npumennte ACL IPV6 K nHTepdency, 4Tobbl KOHTPONMPOBaTL BCE BXOAALLUME U
ucxogsawue naketbl IPv5 atoro nHtepcberica. Bbl MoxeTe paspelnTb WUn 3anpeTuTb BXOA
onpeaeneHHbIX naketoB IPv6 B ceTb, YTOObI KOHTPONMPOBaTb AOCTYN nonb3oBaTenen IPv6 k
CceTeBbIM pecypcam.

1.6.4.2.

LWarn HacTponku

HacTtpownka cnucka koHTponsa goctyna IPv6

(ObsazaTenbHoO) Hactponte IP ACL, ecnu Bbl XoTuUTe, 4ToObLI NONb3oBatenu IPv4 nvenu
OOCTYN K CeTEBLIM pecypcam.

Bbl moxeTe HacTtpoutb atoT ACL Ans yCTpOMCTB [OCTyna, arperauMm m sgpa B
3aBUCMMOCTU OT pacnpeaeneHus nonb3osatenen. Cnucok ACL IPv6 oencTByeT TOMbKO
Ha NoKarbHOM YCTPONCTBE U HE BNUSAET Ha apyrve yCTPONCTBa B CETH.

Jdo6asneHue 3anncen ACE B ACL IPv6

(OnuuoHanbHO) ACL mMoxeT cogepxaTb HOMb MnM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpOeH, Bce Bxoadwme IPv6-nakeThbl yCTPOMCTBA MO YMOMYAHUIO OTKITOHAIOTCS.

MpumeHeHune ACL IPv6

1.6.4.3.

1.6.4.4.

(OBsazaTenbHo) NpumeHnTe ACL IPV6 K ykazaHHOMY MHTepdency Ha yCTPOMCTBE, €CNK
Bbl XOTUTE, 4YTOObI 3TOT ACL BCTYNWUn B cuny.

Bbl MOXeTe NPMMEHNTb CAMCOK YNpaBneHus JocTynom IPv6 K ykazaHHOMY nHTepdency
YCTPOWUCTB [OCTyna, arperauum u sgpa B 3aBMCUMOCTM OT pacnpegeneHus
nonb3oBaTenen.

MpoBepka

Wcnone3ynTe cnegyowme metoapl, 4To6bl NPOBEPUTL BAUSHME KOHAUIypauumn cnmcka
ynpasneHnsa gocTtynom IPv6:

3anyctute KomaHgy ping, 4tobbl ybeauTtbes, yto cnucok ACL IPv6 genctByeT Ha
yKaszaHHoOM uHTepdence. Hanpumep, ecnm ACL IPv6 HacTpoeH Ha 3anpeTt XOCTy C
yKasaHHbIM IP-agpecom unm xoctam B YKasaHHOM AmanasoHe agpecoB IPv6 goctyn k
ceTn, 3anyctuTe kKoMmaHay ping, 4tobbl y6egmTbesl, YTO XOCThl HE MOTYT BbITb YCMELLHO
NPOMUHIOBaHBbI.

MonyunTe QOCTyN K CeTEBbIM pecypcam, Hanpumep, nocetute Beb-cant IPv6, 4ToObI
npoeepuTb, gencteyeT nm cnmcok ACL IPv6 Ha ykaszaHHOM nHTepdence.

CBA3aHHasaA KomaHAa

Hactpowka cnucka koHTpons goctyna IPv6

KomaHga ipv6 access-list acl-name

Onuncanne acl-name: ykasblBaeT UM CTaHAapTHOro unu pacwmpeHHoro IP ACL. Nms
napameTpoB npegctaenseT cobon ctpoky oT 1 go 99 cumeonos. Nma ACL He moxeT

HaunHaTbes ¢ umdp (0-9), «in» nnu «out»

Pexum

komaHg | Pexum rmobanbHon KoHurypaumm
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PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 3ty komaHay, 4tobbl HacTpouTb ACL IPV6 1 BONTU B pexum
HacTpouku IPv6

Ho6aBneHune 3anucen ACE B cnucok ACL IPv6
YTto6bl unbTpoBath nakeTbl TCP unu UDP, go6asbTe 3anncu ACE B ACL IPV6 cnegyowmm

obpasom:

KomaHga [sn] {permit | deny } protocol {src-ipv6-prefix/prefix-len | host src-ipv6-addr
| any} {dst-ipv6-pfix/pfix-len | host dst-ipv6-addr | any} [op dstport | range
lower upper ] [dscp dscp] [flow-label flow-label] [fragment] [time-rangetm-
rng-name][log]

OnucaHue sn: ykasblBaeT nopsakoBbli Homep ACE. 3HavyeHne HaxoanTcsa B Ananas3oHe

napameTpoB oT 1 00 2147483 647. STOT NOPALKOBLIA HOMEP onpeaenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHbLuMiA NMOPSAKOBLIN HOMEP YKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOMBb30BaTLCA ANA CONOCTaBneHns naketos. Ecnv Bbl
He ykaxeTe nopsakoBbll Homep npu pobasneHun ACE, cuctema
aBTOMaTMYeCKN MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIM  paBeH
npupawenno (no ymonyanuio 10) nnoc NOpsiAKoBbIN HOMEpP MocneaHero
ACE B Tekywem ACL. Hanpumep, ecnv nopsgkoBbli HOMeEp nocrieaHen
3anucn ACE paseH 100, nopsgkoBbii HOMEP BHOBb A406aBNEHHON 3anmcu
ACE 6yget no ymonyanuio paseH 110. Bl MmoXxeTe HacTpouTb NpupatleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcs paspewarowmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep npoTokona IPv6. [nanasoH 3HadeHun ot 0 go
255. [Ina obnerdyeHust MCMNONb30BaHUS CUCTEMA MPedoCTaBNseT 4acTo
ncnonb3yemble COKpalleHUs HOMepoB npoTokonoB IPv6 Ans 3amMeHbl
KOHKPETHbIX HOMEPOB NpoToKonoB IP, Bkntoyasa icmp, ipv6, tcp un udp.

src-ipv6-prefix/prefix-len: ykasbiBaeT, 4to IP-makeTbl, OTnpaBnsieMble C
XOCTOB B YKa3aHHOM cermeHte ceTtu IPv6, omnbtpytoTcs.

host src-ipv6-addr: ykasbiBaeT, 4To NakeTbl IPV6, oTnpaBrneHHbIe C XocTa C
yKasaHHbIM ncxogHblM IP-agpecom, ounbTpyroTCS.

any: ykasblBaeT, 4To naketbl IPv6, oTnpaBnsemble c nwoboro xocTa,
dumnbTpytoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, Uto nakeTbl IPV6, oTNpaBneHHbIE C XOCTOB
B YKa3aHHOM cerMeHTe cetu IPv6, omnbTpytoTcs.

host dst-ipv6-addr: yka3sbiBaeT, 4To nakeTbl IPV6, oTnpaBnsiemMble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHa4vyeHus, unbTpyoTcs.

any: ykasblBaeT, 4TOo naketbl IPv6, oTnpaBnsemble Ha nwbon XocT,
dunbTpyoTCA.

op dstport: ykasbiBaeT, 4to naketbl TCP nnn UDP ounbTpytoTCa Ha OCHOBE
HOMepa nopTa HasHayeHus L4. 3HavyeHne napameTpa op MoXeT 6biTb eq
(paBHO), neq (He paBHO), gt (6onbLue) unu It (MeHbLLe).
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Onucanwne range lower upper: ykasbiBaeT, 4To nakeTbl TCP unv UDP ¢ Homepom nopTta
napameTpoB Ha3HayeHua L4 B ykazaHHOM AnanasoHe ounbTpyoTCS.

dscp dscp: ykasbiBaeT, 4TO nakeTbl IPv6 ¢ ykasaHHbIM nonem dcsp B
3aronoske punbTpyroTCS.

flow-label flow-label: ykasbiBaeT, 4to naketbl IPvV6 C ykasaHHbIM nonem
METKW MOTOKa B 3arofioBke OUIbLTPYHOTCS.

fragment: ykasbiBaeT, 4YTO (PUNbLTPYIOTCA TOMbKO (pparMeHTMPOBaHHbIE
nakeTbl IPV6, kpome nepBbiX oparMeHToB.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBfi3aH C
BpeMeHHbIM anana3oHom. ACE BCcTynaeT B cuiy TONbKO B Npeaenax 3Toro
BPeMeHHoro AuwanasoHa. llogpobHee O BpeMeHHOM [uanasoHe CM. B
PYKOBOZACTBE MO HACTPOWKE BPEMEHHOIO AnanasoHa.

log: ykasblBaeT, YTO XypHanbl OyaoyT NEpUOANYECKM BbIBOAMTLCH, €CNK
OyaoyT HangeHbl nakeTbl, cooTBeTcTBylowme ACE. [ononHutenbHble
CBefleHVs1 0 XypHanax cM. B pasgene «BeneHue xypHana ACL» B 3TOM
[OKyMeHTe

Pexum komaHpg,

Pexwum koHdurypaumm IPve ACL

PykoBoacTtso rno
NCNonb30BaHUIO

3anyctnte aTy KomaHay, 4Tobbl gobaButb 3anvcn ACE B pexume
kKoHdurypauun ACL IPv6

o YT100bl OoThunbTpoBaTh nNakeTbl IPv6, 3a uckmoveHvem naketoB TCP unn UDP,
nobaebTe 3anmcn ACE B ACL IPv6 cnegytowimm obpasom:

KomaHga [ sn ] { permit | deny } protocol { src-ipv6-prefix/prefix-len | host src-ipv6-
addr | any } { dst-ipv6-pfix/pfix len | host dst-ipv6-addr | any } [ dscp dscp ]
[ flow-label flow-label ] [ fragment ] [ time-rangetm-rng name ] [ log ]

OnucaHue sn: ykasblBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoanTcs B Anana3oHe

napamMmeTpoB oT 1 0o 2147483 647. STOT NOPSALAKOBLIA HOMEP onpeaenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgKkoBbii HOMEP YKa3blBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BLICOKMM npuoputeTtom Gyaet
npeanoyTUTENbHO NCMOSBb30BaTLCA ANA CONOCTaBneHnsa naketos. Ecnv Bbl
He YyKaxeTe MOpsAKOBbIN Homep npu pobaBneHnun ACE, cuctema
aBTOMAaTMYECKN MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
nopsagkosomy Homepy nocrnegHero ACE B Tekywem ACL nfitoc 4ucro
npupawennsa (no ymonuyaHmio 10). Hanpumep, ecnv NopsiakoBbIA HOMEp
nocnegHen 3anuc ACE paBeH 100, nopsgkoBblA HOMEP BHOBb
pobaeneHHon 3anucn ACE 6yageTt no ymonyanuio paeseH 110. Bl moxeTe
HaCTPOUTb NpupaLLeHe.

permit: yka3biBaeT, 4to ACE sBnsetca paspewwatomnm ACE.
deny: ykasbiBaeT, 4To ACE saBnsieTcs 3anpeLatowmm ACE.
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Onucanwne protocol: ykasbiBaeT Homep npoTokona IPv6. 3HadeHne HaxoguTcs B
napameTpoB pgunanasoHe ot 0 go 255. [ns obneryeHust UCMNonb3oBaHUS cCUCTEMA

npegocTaBndeT 4acTo MUCMoMb3yeMble COKpallleHUs HOMEPOB MPOTOKOSIOB
IPVv6 Oona 3amMeHbl KOHKPETHbIX HOMEPOB MPOTOKONOB [P, Bknto4das icmp,
ipv6, tcp 1 udp.

src-ipv6-prefix/prefix-len: ykasbiBaet, 4to IP-nakeTbl, oTnpasnsiemMble C
XOCTOB B YKa3aHHOM cermeHTe cetn IPV6, ounbTpytoTcs.

host src-ipv6-addr: ykasbiBaeT, 4To nakeTbl IPv6, oTnpaBneHHble ¢ XocTa ¢
yKasaHHbIM UCXOAHbIM IP-agpecoM, unbTpytoTCs.

any: ykasblBaeT, 4To nakeTbl IPv6, oTnpaBnsemble ¢ nboro xocTta,
GunbTpyoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4To nakeTbl IPV6, OTNpaBrieHHbIe C XOCTOB
B YKa3aHHOM cermeHTte cetu IPV6, punbTpytoTcS.

host dst-ipv6-addr: ykasbiBaeT, 4TO nakeTbl IPV6, oTnpasnsemsle Ha XOCT C
ykasaHHbIM IP-agpecom HasHaveHusi, punbTpyroTCS.

any: ykasbiBaeT, 4TOo naketbl IPv6, oTnpaBnsemble Ha nwbon XocT,
PUNLTPYOTCS.

dscp dscp: ykasbiBaeT, 4To nakeTtbl IPv6 ¢ ykasaHHbiM nonem dcsp B
3aronoske punbTpytoTCS.

flow-label flow-label: ykasbiBaeT, 4to naketbl IPV6 C ykasaHHbIM nonem
METKW MOTOKa B 3arofioBke (UIbTPYHTCS.

fragment: ykasbiBaeT, 4TO PUNLTPYIOTCA TOMNbKO PparMeHTUPOBaHHbIE
nakeTbl IPV6, Kpome nepBbix hparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHom. ACE BcTynaeT B cuiy TOMbKO B Npeaenax aToro
BPEMEHHOro AuanasoHa. [logpobHee O BpeMEHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HACTPOWKE BPEMEHHOIO AnanasoHa.

log: ykasbiBaeT, 4TO XypHanbl OyayT nepuoaudeckm BbIBOOUTLCS, €Crv
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
CBefeHNA O XypHanax cM. B pasgerne «Bepenue xypHana ACL» B 9TOM
OOKYMeHTe

Pexum komaHg

Pexum koHdurypaumm IPve ACL

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 9Ty koMaHgy, u4Tobbl gobaBuTb 3anucn ACE B pexume
KoHdourypaumm ACL IPv6

MpumeHeHne ACL IPv6

KomaHga ipv6 traffic-filter acl-name {in | out }
Onucanue acl-name: ykasbiBaeT umsa ACL IPV6.
napameTpoB

in: ykasbiBaeT, 4to 3t0T ACL KOHTponupyeT Bxogswune nakeTbl IPv6
nHTEpenca.

out: ykasbiBaeT, 4to 310T ACL KOHTpOnupyeT ucxogduwime naketbl |IPv6
nHTepdenca
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Pexum komaHg

Pexum koHdurypaunm nHtepderica

PykoBoacTtBo no
NCNomnb30BaHUIO

OTta komaHga 3actaBndeTr ACL IPv6 penctBoBaTb Ha BXxogsdlime wnm
ncxogsimne nakeTbl ykasaHHOro UHTepgenca

1.6.4.5. Npumep KoHdUrypaumm

Hactpouka

ACL IPv6 pna 3anpeta poctyna oTaena wuccneaoBaHUU W

pa3spaboTtok (R&D) kK BugeocepBepy

CueHapun:

Bugeocepeep

200::1

MK2

PUHAHCOBLIN OTAEN KoHcTpyKTOpCKMIA OTAEN
PucyHok 1-6.
Warn e Hactponte ACL IPV6.
HacTpoukm e [lo6aBbTe ACE B ACL IPV6, 4TOoGbl MpeaoTBpaTUTL AOCTYM K
BMAEOCEPBEPY.
e [Jlo6aebte ACE B ACL IPV6, 4To6bl paspewnTb Bce nakeTsbl IPV6.
e [lpumenute ACL IPV6 Kk BXxoAdlleMy HanpaBreHulo uHTepdeica,
NOAKIMIOYEHHOro K OTAEeNy nccneaoBaHnn n paspaboTok
SW1 swl(config)#ipvé access-list dev_deny_ipvévideo
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swl(config-ipv6-nacl)#deny ipvé any host 200:1
swl(config-ipvé-nacl)#permit ipvé any any

swl(config-ipvé6-nacl)#exit

swi(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)# ipvé traffic-filter dev_deny_ipvévideo in

MpoBepka Ha MK otaena R&D nponuHrosaTtb Bugeocepsep. Ybeantech, YTO onepauus
NpPoBeEpPKM CBA3M He yaanach

Swi swl(config)#show access-lists

ipvé access-list dev_deny_ipvévideo
10 deny ipvé any host 200::1
20 permit ipvé any any

swl(config)#show access-group
ipvé traffic-filter dev_deny_ipvévideo in
MpumeHseTca Ha nHTepdence GigabitEthernet 0/2

1.6.5. Hactponka ACLS80

1.6.5.1. dphbeKkT KOHUrypauum

Ecnn IP ACL, pacwupeHHbin ACL MAC, akcnepTHbi pacwmpeHHbin ACL n ACL IPv6 ¢
(PUKCMPOBAHHbIMM  MOMSAMKU  COMOCTaBNEHUS HE MOryT COOTBETCTBOBaTb TpeboBaHMsIM,
HacTponTe ACL80 ans HacTponkn nonen naketa, KoTopble HEOHXOAMMO COMOCTaBUTD.

1.6.5.2. LLlarn HacTpounku

HacTtpouka akcnepTtHoro pacwupeHHoro ACL

o (OGsizaTenbHo) HacTponte akcnepTHbIM pacwupeHHbln ACL, ecnn Bbl XxOTUTE
peanu3oBaTb QyHkumMto ACL80. lNMogpoGHee O TOM, Kak HaACTPOUTb SKCMEPTHbIN
pacwmpeHHbin ACL, cM. B COOTBETCTBYIOLNX ONUCAHUAX.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoWCTB AOCTyna, arperauum n sgpa B
3aBMCUMOCTM OT pacrnpegerneHns nonb3oBaTenen. OKCNepPTHbIN paclumMpeHHbin ACL
OEeNCTBYET TOMbKO Ha fOKanbHOM YCTPOWUCTBE M HE BRUAET Ha Opyrue yCcTponcTBa B
ceTn.

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumpeHHbin ACL

(O6s3atenbHo) [obasbTe 3anncn ACE B akcnepTHbIN pacumpeHHbin ACL, 4Tobbl HacTponTb
cooTBeTcTBYyOWMe nons. Ecnu B akcnepTHbIM pacwupeHHbin ACL He gobaBneHa HM oaHa
3anucb ACE, 3anpewatowme 3anncu ACE Byayt otbpacbiBaTb BCe MakeTbl MO YyMOSYAHMIO.
[ononHuTtenbHble cBegeHnsa o Tom, kak AobaBuTe ACE B 9KCNepTHbIN pacLUMPEHHbIA CINCOK
ACL, cM. B COOTBETCTBYHOLLMX OMUCAHUSAX.
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NMpumeHeHMe 3KcnepTHOro pacwmpeHHoro ACL

1.6.5.3.

1.6.5.4.

(O6si3atenbHo) [MpuMeHUTe 9KCNepTHbIM  paclwmpeHHbin  ACL K ykazaHHOMY
nHTepdency, ecnm Bbl XoTuTe, YTOOLI 3TOT ACL BCTYNUN B Cuny.

Bbl MOXeTe MpUMEHUTb 3KCNEPTHbIN paclunpeHHbin ACL K ykaszaHHOMY uHTepdency
YCTPOWCTB AOCTYNa, arperaumm n agpa Ha OCHOBe pacrnpefeneHus nonb3osarternen.
MpoBepka

Mcnonb3ynte cnegylowme meTogbl And  npoBepkn 3dekToB  KoHdurypauum
aKkcnepTHoro pacwmpeHHoro ACL:
3anyctute komaHay ping, 4Tobbl NPOBEPUTL, BCTYMUAN NN B CUIY HACTPOWKU.

Cospgante nakeTtbl, cooTBeTCTBYOWME ACE, 4TOBbI NpoBEpUTL, AencTeytoT nn ACE.

CBsizaHHble KOMaHAbI

HacTponka akcneptHoro pacwupeHHoro ACL

KomaHga expert access-list advanced acl-name
Onucanue acl-name: ykasblBaeT MMs 3KCnepTHOro pacwupeHHoro ACL. Wms
napameTpoB npegcraengeT cobon ctpoky oT 1 go 99 cumsonos. mss ACL He MoxeT

HaymHaTbCs ¢ umdp (0-9), «in» nnu «out»

Pexum

komaHg | Pexum rmobanbHon KoHpurypaumm

PykoBogcTBo no | 3anyctute 3Ty kKoMaHay, YToObl HACTPOUTL SKCMEPTHLIN pacLUMpeHHbI ACL
NCMNOSIb30BaHMIO | U1 BOUTU B PEXMM KOHIUrypaLmm SKCNEPTHLIX paclumpeHHbix ACL

Hob6aBneHune 3anucen ACE B 3KcnepTHbIN paclumpeHHbin ACL

KomaHga [sn] { permit | deny } hex hex-mask offset
OnucaHue sn: ykasblBaeT nopsakosbii Homep ACE. 3HavyeHne HaxoanTcsa B Auana3oHe
napamMmeTpoB oT 1 0o 2147483 647. STOT NOPSALAKOBLIA HOMEP onpeaensieT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgKkoBbii HOMEP YKa3blBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BLICOKMM npuoputeTtom Gyaet
npeanoyTUTENbHO NCMOSBb30BaTLCA ANA CONoCTaBneHnsa naketos. Ecnv Bbl
HEe YyKaxeTe MOpPsAKOBbIN Homep npu pgobaBneHnun ACE, cuctema
aBTOMAaTMYECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHnno (no ymonyanuio 10) nnoc NopsgkoBbid HOMEP MOCHEeAHEro
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMeEpP MocreaHen
3anmcn ACE paeeH 100, nopsigkoBbii HOMEP BHOBb AoGaBneHHOM 3anmcu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MOXXeTe HacTpouTb NpupaLleHne
C MOMOLLbIO KOMaHAbI.

permit: yka3biBaeT, 4to ACE sBnsietca paspewwatomnm ACE.
deny: ykasbiBaeT, 4To ACE saBnsieTcs 3anpeLatowmm ACE.

hex: ykasblBaeT Nonb3oBaTENbCKOE NPaBUIIO CONOCTaBIIEHUS, BblpaXXEHHOE
B LLECTHagUaTepuyHOM dopmate, Hanpumep, 08c6b300.

hex-mask: yka3blBaeT COOTBETCTBYIOLLYIO Macky
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OnucaHue offset: ykasbiBaeT HayanbHy No3nuuio conoctaeneHnsa. Hanpumvep, ecnm
napameTpoB coBrnagawulee cogepxkumoe — 08c6b300, coBnagarowas macka —

00ff0000, a HavanbHaa no3vuuss — 6, cpaBHuBaeTca MAC-agpec
Ha3HayeHns Kaxgoro naketa. Bce nakeTbl, y KOTOpbIX BTOpon GawT
MAC-agpeca HasHadeHus paseH dO, cooTBeTCTBYIOT aTOMYy ACE

Pexxum komaHg,

OKCNepPTHbIN pacLUMPEHHbIA pexnm KoHdurypaumm ACL

PykoBoacTtso no
NCMNonb30BaHNIO

3anyctute 3Ty KomaHay, 4Tobbl gobaBuTb 3anncu ACE B 9KCMepTHbIN
pacLUMpPEHHbIN PexunmM KoHdurypauum ACL

MpumeHeHne akcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group acl-n {in | out }
Onucanwne acl-id: ykasbiBaeT, 4TO K WUHTepdpency OyaoeTr  NpUMEHATbCA
napameTpoB NPOHYMEPOBAHHbLIN 3KCNEPTHbIN paclumMpeHHbIn ACL.

acl-name: ykasblBaeT, 4YTO K WHTepdency OyaeT NpUMEHSTLCH

MMEHOBaHHbIV 3KCNEePTHbI pacwmnpeHHbin ACL.

in: ykasbiBaeT, 4to 9TOT ACL KOHTpOnupyeT BXoaswue nakeTtbl L2
nHTepdenca.

out: ykasbliBaeT, 4To 3TOT ACL KOHTpOnupyeT ucxogsline naketbl L2
nHTepdenca

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

OTa KomaHfa 3acTaBnsieT 3KCNepTHbIN paclumpeHHbin ACL gencteoBaTth Ha
BXOASALLME UITM UCXOASLME NaKeTbl YKa3aHHOIo UHTepdenca

1.6.5.5. NMpumep koHdUrypaumm

Criegylolwmn npumep KoHUrypawumm onucbiBaeT TOSNTbKO KOHGUrypaumm, cesdaHHble ¢ ACL.

Hactponka ACL80 ansa orpaHMyYeHUs pecypcoB, AOCTYMHbIX MOCeTUTENsM
(TpebyeTcs, 4TOOLI NOCETUTENU U COTPYAHUKUN HE MOTN obLWwaTLCSA APYr C APYroMm,
noceTuTenu MOrnu NOsy4YUTb AOCTYN K cepBepy obLwenoCTyNHbIX pecypcoB, HO
He K cepBepy (PpHaAHCOBbIX AAHHbIX KOMMNAHUN).
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CueHapun:
g Cepeepbl
Cepeep oMHaAHCOBbLIX OBLLECTBEHHLIN CcepBep
[aHHbIX : '
10.1.1.1/24 10.1.1.2/24

WHTepHeT

PatoTtHukun: VLAN 2 Mocetutenn: VLAN 3
IP-cermenT: 192.168.1.0/24 IP-cermeHnT: 192.168.2.0/24
LWnwo3: 192.168.1.1/24 Lnwo3: 192.168.2.1/24
PucyHok 1-7.
Warn e HacTponTe akcnepTHbIN paclumpeHHbin ACL.
HaCTpOVKK e [lo6aBbTe ACE, 4TOGbI 3anpeTuTh NakeTbl, oTnpaensieMble ¢ MK B 30He
ans nocetutenen (VLAN 3) Ha INK cotpygHukos B VLAN 2.
e [JlobaBbte ACE, 4TOObI 3anpeTuTb MOCETUTENSM OOCTYMN K CEpBepy
(PUHAHCOBbIX JAHHbBIX KOMMaHUN.
e [Jlobaebte ACE, 4TOGbI paspelnTb BCE NAKEThI.
o [lpumennte ACL K Bxogdwlemy HanpasfeHuio uHTepdenca
KOMMyTaTopa, KOTOPbI NOAKTYAETCH K rOCTEBOWN 30HE
SW1i swl(config)#expert access-list advanced acl80-guest
swl(config-exp-dacl)#deny 08C6B3 FFFFFF 42
swl(config-exp-dacl)#deny 0A010101 FFFFFFFF 42




PykoBoacTeo no Hactpolike cepust QSW-6900

HacTtpoiika ACL

swl(config-exp-dacl)#permit 0806 FFFF 24
swl(config-exp-dacl)#permit 0800 FFFF 24

swl(config-exp-dacl)#exit

swi(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)#expert access-group acl80-guest in

MpoBepka

Ha KOMMblOTEPE NOCEeTUTENA HpOHMHFyVITe cepsep d)I/IHaHCOBbIX
OaHHbIX. YGeD,I/ITer, YTO onepauunsa NpoBepPKU CBA3N HE yaanachb.

Ha komnbloTepe nocetuTtenst NponuHrynTe cepsep o6LeaoCTynHOro
pecypca. YbeauTech, 4To orepauus ping npousa ycrneLHo.

Ha TK nocetntena nponuHroBaTb agpec wmo3a 192.168.1.1
coTpyaHuka. Ybeautech, 4TO onepauus NpoBEPKU CBA3WN He yaanach

Ha komnbloTepe nocetutens nogknoumMtech K VIHTepHeTy, Hanpumep,
nocetute Beb-cant QTECH. Y6eautecb, 4TO BeB-CTpaHMLY MOXHO

OTKPbITb

SW1

swl(config)#show access-lists
expert access-list advanced sss
10 deny 08C6B3 FFFFFF 42

20 deny 0A010101 FFFFFFFF 42
30 permit 0806 FFFF 24

40 permit 0800 FFFF 24

expert access-group acl80-guest in

MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.6. HacTtponka nepeHanpaBneHust ACL

1.6.6.1. dphbeKkT KOHUrypaumum

HacTtponte dyHkumio nepeHanpaeneHus ACL Ha ykaszaHHOM uHTepdence, 4Tobbl Hanpsmyto
nepeHanpaeBnaTb ykasaHHbIE NakeTbl HA MHTepdence Nnn Ha Bcex nHTepdencax Ha ykasaHHbIn

nopT 4Ns AanbHenLwen nepecoIsiku.

1.6.6.2. LLlarn HacTpounku

Hactpownka ACL

o (OGsizaTenbHo) YtoObl peanu3oBaTb nepeHanpasneHne ACL, HeobxoamMmo cHavana
HacTpouTb ACL, Hanpumep, pacluMpeHHbln IP-agpec, pacwumpeHHbeln MAC-agpec nnm
3KCNepTHbIN paclumpeHHbin ACL. [lononHuTenbHble cBeaeHns o Hactponke ACL cm. B
COOTBETCTBYIOLLMX ONUCAHNSX.

e Bbl mMoxeTe HacTtpouTb aTtoT ACL Ans ycTpoWCcTB [OCTyna, arperauun n sgpa B
3aBMCMMOCTM OT pacnpeneneHusi nonb3osatenen. ACL IPv6 gencTtByeT TOSMbKO Ha
nokanbHOM YCTPOMCTBE N He BNUSET Ha ApYyrnue ycTpomucTBa B CETU.
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Ho6aBneHne ACE B ACL

(OnuuoHanbHO) ACL mMoXeT cofepxaTb HOMb UM Heckonbko 3anucen ACE. Ecnu ACE He
HacTpoeH, byHkumna nepeHanpasneHma ACL HegocTynHa. NogpobHee o Tom, kak fobasnte ACE
B ACL, CM. B COOTBETCTBYHLLMX OMUCAHUSIX.

HacTpounka nepeHanpaBneHmna ACL

e (OGsasaTtenbHo) Bkntounte nepeHanpasneHne ACL Ha yka3aHHOM MHTepdence, ecnu
Bbl XOTUTE peann3oBaTb nepeHanpasneHne ACL.

e  Bbl MOXeTe HacTpouTb byHKUMIO NepeHanpaeneHnss ACL Ha ykasaHHOM UHTepdelice
YCTPOWCTB AOCTYNa, arperaummn 1 sapa Ha oCHOBe pacnpeaeneHus nonb3oBaTenei.

1.6.6.3. NpoBepka

OTnpaBbTe nakeTbl, cooTBeTCTBYOWME ACE, Ha NopT, rae BKoYeHo nepeHanpasneHune ACL, a
3aTeM Kcnonb3yiTe nporpaMmmMHoe obecneydeHne Ans 3axBaTa NakeToB Ha MOPTY Ha3HaYeHus,
4YTOObI NPOBEPUTL, AEUCTBYET NN DYHKUUS NepeHanpasneHms ACL.

1.6.6.4. CBA3aHHaA KomaHAaa

HacTpoiika cnucka KoHTponsa goctyna

MogpobHee o ToMm, kak HacTponTb ACL, cM. B npeablaywmnx onmcaHmnax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPV6.

Jdo6aBsneHne ACE B ACL

MogpobHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npegbigyimx onucanmsax IP ACL,
pacwmpeHHoro ACL MAC, akcniepTHoro paclumpeHHoro ACL unn ACL IPv6.

HacTponka nepeHanpaBneHmna ACL Ha nHrepcence

KomaHga redirect destination interface interface-name acl {acl-id | acl-name } in
Onucanne interface interface-name: ykasblBaeT WMs MopTa HasHayeHus Ang
napameTpoB nepeHanpasrneHus.

acl-id: ykasbiBaeT ngeHtndpukatop ACL.
acl-name: ykasbiBaeT umsi ACL.
in: ykasblBaeT, YTO BXoAsLMe nakeTbl MHTepdenca nepeHanpaBnsanTCcs

Pexnm komaHg | Pexxum KoHdurypaumm nHtepdenca

PykoBoacteo no | 3anyctute 9Ty komMaHgy, 4ToObl nepeHanpaBuTb BXoAsWME MakeThbl
ncnonb3oBaHuio | MHTepdenca, cooteBeTcTBylowme ACE, Ha nopT HasHayeHua Aans
DanbHeNLWeN nepechbIsikun

1.6.6.5. NMpumep koHdUrypaumm

Cnegylowuin npumep KoHurypawuum onvcbiBaeT TONbKO KOHUrypauum, cesasaHHble ¢ ACL.

BknioyeHne nepeHanpaBneHua ACL pana nepeHanpasBfieHUs MakeToB,
oTnpaBneHHbIx ¢ xocta 10.1.1.1, Ha yCTPOMCTBO 3axBaTa NakeToB ANsA aHanusa
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HacTtpoiika ACL
CueHapun:
Buneocepeep
10.1.1.100/24
10.1.1.1/24 (3axsat naketos)
PucyHok 1-8.
Warn e Hactpausaet IP ACL.
HacTpoukm e [o6aBbTe ACE B IP ACL, 4To6bl paspeLunTb OTNPaBKy NakeToB C XOCTa
10.1.1.1.
e Bkniounte nepenanpasnenne ACL Ha nopty Gi 0/1 n yctaHoBuTe nopt
Ha3HayeHus Ha Gi 0/2
Swi swi(config)#ip access-list standard 1

sw1 (config-std-nacl)#permit host 10.1.1.1
swl(config-std-nacl) #exit
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet o/N)# redirect destination interface
gigabitEthernet 0/2 acl 1

Mpoeepka | 3axeaT naketoB Ha [K 2. MNMponuHryte Bugeocepeep Ha K 1. Y6egutecsk, 4To
3anpockl ICMP, otnpaeneHHble ¢ 1K 1, nepexBaTtbiBatotcs Ha 1K 2
SW1 swl#show access-lists

ip access-list standard 1

10 permit host 10.1.1.1

swl#show redirect interface gigabitEthernet 0/1

acl redirect configuration on interface gigabitEthernet 0/1

redirect destination interface gigabitEthernet 0/2 acl1in
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1.6.7. HacTtponka rnobanbHom Security ACL

1.6.7.1. 3dpheKkT KOHUrypauum

Hactponte rnobanbHbin  Security ACL, 4T0o6bl npenoTBpaTMTb AOCTYN  BHYTPEHHUX
KOMMbIOTEPOB KOMMaHMM K HE3aKOHHbIM Beb-camTam unu npeaoTBpaTUTb aTaky BMPYCOB Ha
BHYTPEHHIOI CETb KOMMNaHUW. Bbl Takke MOXeTe HaCTPOUTb IKCKIO3NBHbIE MHTEPMENCHI, YTOObI
paspeLwwmnTb onpeaeneHHbIM oTAenam KOMnaHum JOCTYN K BHELWHMM Beb-cantam.

1.6.7.2. LLlarn HacTpoMnKun

HacTtponka ACL

o (Ob6saszaTenbHo) HacTtponTte IP ACL, ecnu Bbl XOTUTE rNobarnbHO 3aUTUTb BHYTPEHHIO
ceTb. [JononHuTtenbHble CBeAeHWss O MeTode HACTPOMKM CM. B COOTBETCTBYHOLLMUX
onucaHusx.

e Bbl MoxeTe HacTpouTb 3ToT ACL Ans yCTpOWCTB AOCTyna, arperauumM v sgpa B
3aBUCUMOCTY OT pacnpeaeneHus nonb3oBaTtenei. KoHdburypaumm oencTByroT TOMbKO
Ha NoKanbHOM YCTPOMCTBE U He BINUSIOT Ha ApYyrve YCTPoCTBa B CETU.

Jdo6aBsneHne ACE B ACL

(OnuuoHanbHO) ACL mMoxeT cogepxaTb HOMb Mnu Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, 9TO 3KBMBASEHTHO TOMY, 4YTO rnobanbHbln Security ACL He cywecTtsyeT. [MNogpobHee
0 ToM, Kak gobaeutb ACE B ACL, CM. B COOTBETCTBYIOLLNX ONMUCAHUSIX.

HacTtpownka rmo6anbHoro Security ACL

o (ObGsizaTenbHo) Bkntounte yHKUMO rrnobanbHon ©6e30nmacHOCTW, ecnv Bbl XOTUTE,
4yTo6bI rnobaneHbIM Security ACL BCTynunm B cuny.

o Bbl MoxeTe HacTpouTb rmobaneHbIn Security ACL gnga ycTponcTs goCTyna, arperauum
1 94pa B 3aBMCUMOCTW OT pacnpegeneHnsi nonb3oBaTenem.
1.6.7.3. NMpoBepkKa
Bo BHyTpeHHeln ceTu, 3awmieHHon rnobanbHbiM Security ACL, nponuHrynte Beb-cant nnm
YCTPOWCTBO, 3anpeLleHHble ACE, 4tobbl npoBepuTh, AeicTBYET Nn rnobanbHein Security ACL.

1.6.7.4. CBA3aHHaA KomaHAaa

Hactpownka AC
[lononHuTenbHble CBeAEHNA O MeToAe HacCTPOWKKM CM. B nNpeablayLmx onncaHmnax ACL.

Jdo6aesneHne ACE B ACL
[ononHuTenbHble CBEAEHNA O METOAE HACTPOMKM CM. B NpeablayLmx onncaHmnax ACL.

Hactpowka rmob6anbHoro Security ACL

KomaHga {ip | mac | expert } access-group acl-id {in | out }
Onuncanne acl-id: ykasbiBaeT ngeHtudukatop IP ACL.
napameTpoB

in: unbTpyeT BXoAsLME NaKeTbl yCTPONCTBA.
out: dunbTpyeT ncxodslimne nakeTbl yCTPONCTBA

Pexum komang | Pexxnm rmobanbHon koHdurypaumm
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PykoBoacteo no | 3anyctute 3Tty komaHgy, 4TOObl BKMOYMTb rnobanbHbii Security ACL,
ncnonb3oBaHuto | YTo6bLI ACL fencTBoBan Ha Bcex uHTepdencax L2 yctponcrea

HacTtpouka akckno3nBHro uHtepdgenca rnobansHoro Security ACL

KomaHga no global ip access-group

Pexum komaHa | Pexum koHurypaumm nHtepdenca

PykoBoacTteo no | 3anyctute aTy KomMaHay, 4Tobbl aHHynmpoBaTth rmobanbHeii Security ACL
NCMNOMb30BaHWIO | HA YKa3aHHOM nHTepdeice

1.6.7.5. Npumep KoHdUrypaumm

Cnieaylowmn npumep KoHUrypawumm onucbiBaeT TOSNbKO KOHGUrypaumm, cesasaHHble ¢ ACL.

HacTtpoiika rmo6anbHoro Security ACL ans npegoTepalleHus AocTyna otaena
nccnenoBaHUiA U pa3paboToK K cepBepy oTAena NpoAax, HoO paspelueHnus AocTyna
oTaena npogax K aToMy cepBepy

CepBep oTaena npoaax

10.1.1.3/24
LWnto3
10.1.1.1/24
Gi 0/4
SVI1:10.1.1.1
SWH1 '
SVI3:13.1.1.1 MK2
Gi 0/1 Gi 0/2

SVI1:11.1.11

‘w‘ : ‘\‘
o E - KoHctpykTopekuin otaen 2: VLAN 3
nke - - ———e| nke |P-cermeHT: 13.1.1.0/24
o D » Wnio3: 13.1.1.1/24

Otpen npoaax: VLAN 1 Konctpykropckmin otgen 1: VLAN 2
IP-cermenT: 11.1.1.0/24 IP-cermeHT: 12.1.1.0/24
Wro3: 11.1.1.1/24 Wnwo3: 12.1.1.1/24

PucyHok 1-9.
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Warn e HactponTte pacwumpeHHbin IP ACL «ip_ext_deny_dst_sale_server».
HaCTPOMKK

e [lobaBbTe ACE, KOTOpbIA 3anpeljaeT YCTPOWCTBY MepechbinaTb
nakeTbl Ha y3en HasHa4veHus 10.1.1.3/24.

e Hactponte ACL «ip_ext_deny dst sale_server» kak rno6anbHbi
Security ACL.

e HacTponTe uHTepenc, HanpaMyo CBA3aHHbIA C OTAENOM Npoaax, B
KayecTBe 3KCKIM3MBHOro nHTepdenca rnobanbHoro Security ACL

SW1 swi(config)#ip access-list extended ip_ext_deny_dst_sale_server
swl(config-ext-nacl)# deny ip any host 10.1.1.3
swl(config-ext-nacl)#exit

swl(config)#ip access-group ip_ext_deny_dst_sale_server in
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# no global ip access-group

MpoBepka e Ha TK orgena npogax nponvHroBaTb CepBep OTAena npoaax.
Y6enutech, 4TO onepaumsa ping npoLusia yCcneLHo.

e Ha komnbioTepax otaena R&D 1 n otgena R&D 2 nponuHroeaTb
cepBep oThena npogax. Yoeantech, 4To onepaumm NpoOBEPKM CBA3N
He BbIMNOJIHAKTCSA

swl#show access-lists
ip access-list extended ip_ext_deny_dst_sale_server
10 deny ip any host 10.1.1.3

swl#show running

ip access-group ip_ext_deny_dst_sale_serverin
!
!

1.6.8. HacTtponka kaHana 6e3onacHocTH

1.6.8.1. dphbeKkT KOHUrypauum

Hactponte kaHan ©6e3onacHocT, 4ToObl nMakeTbl, OTBevYawowue npasunam KaHana
6e3onacHoOCTN, MOrnn 06Xxo4MTb NPOBEPKM NPUIOXKEHUI KOHTPONSA AocTyna. HacTtponTte kaHan
6e3onacHOCTW, ecnv NpunoXeHne ynpasneHns Joctynom (Hanpumep, DOT1X) BKNHOYEHO Ha
uplink-uHTepdernice nonb3oBaTens, HO MOMbL30BATENIO AOJPKHO ObITb pa3pelleHO BXOAUTb Ha
Beb-canT Anda 3arpyskum HeKOTopbIX pecypcoB (Hanpumep, 3arpyskn MO QTECH) nepepg
ayTteHTudumkaumen DOTLX.
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1.6.8.2. Llarn HacTpounku

HacTtponka ACL

e (OGsazatenbHo) Hactponte ACL nepea HacTpoMKoW kaHana ©6e30nacHOCTW.
[ononHuTenbHble CBEAEHMSI O METOAE HAaCTPOMKN CM. B NPeAblAYLLMX ONUCAHUSX.

o Bbl moxeTe HacTpoutb aTtoT ACL Anda ycTpoucTs AoCTyna, arperaumm u ggpa B
3aBMCUMOCTU OT pacnpeaeneHnd nonb3oBaTenemn. KOHd)MpraLl,I/II/I ,D,el7ICTByl0T TOJMbKO
Ha J1OKaJiIbHOM yCTpOIZCTBe N He BINUAKOT Ha apyrue yCTpoﬁCTBa B CEeTU.
Jdo6aesneHne ACE B ACL

(OnuunoHanbHO) ACL mMoXeT cogepxaTb HOMb MM Heckonbko 3anmcen ACE. Ecnn ACE He
HacTpoeH ans ACL, 3TO SKBMBaneHTHO TOMYy, 4YTO KaHan 6e30MmacHOCTU He BCTynaeT B Cuny.
MogpobHee o ToM, kak aobasnte ACE B ACL, CM. B COOTBETCTBYHOLLMX ONUCAHNUSX.

Hactpouka kaHana 6e3onacHOCTU Ha yKazaHHOM UHTepdence unum rnodanbHO

e Hactponte kaHan 6e30nacHOCTN Ha UHTEpPAENCe, ECNM Bbl XOTUTE, YTOObI STOT KaHan
BesonacHocTn pabotan Ha wuHTepdence. HacTtponte rnodanbHbIN  KaHan
Oe3onacHoOCTU, ecnn Bbl XOTUTE, 4YTODObI ITOT KaHan ©Oe3onacHOCTU AencTBOBan
rno6ansHO. Bbl 4OMKHbI HACTPOUTL KaHan 6e3onacHOCTM Ha OCHOBE MHTepdenca nnm
rnobanbHbIN KaHan 6e3onacHOCTMU.

e Bbl MOXxeTe HacTpouTb kaHan 6e3onacHOCTM ANnd YCTPOWCTB [OCTyna, arperauum u
Aa[pa B 3aBUCMMOCTM OT pacnpeaeneHus nonb3osaTenen.

HacTtpoika 3Kckno3uBHOro WHTepdenca pAOna KaHana rnobanbHomn
6e3onacHocTn

(OnuunoHanbHO) HacTponTe WHTEpENC Kak IKCKNH3MBHBbIN WMHTEpdenc ans rrnobanbHoro
kaHana ©e3onacHOCTW, €ecnu Bbl HEe XOTUTe, 4YToObl rrnodanbHbIM KaHan 6e3onacHoCTU
OencTBoBar Ha 3ToOM uHTepdence.

HacTpoiika npunoxeHus KOHTponsa gocTyna

o (OnuuoHanbHO) Bbl moxeTe BKMOUMTL pyHKUMio DOTL1X mnnm Beb-ayTeHTudmkaumm
ANs NpoBepku PyHKUMM KaHana 6e3onacHoCTw.

e Bbl MOXeTe HacTpouTb (PYHKUMIO yrpaBfeHus AOCTYNoM Ha YCTPOWCTBax AOCTyna,
arperaumu n sgpa B 3aBUCMMOCTU OT pacnpenerieHns nonb3oBaTenen.

1.6.8.3. NpoBepka

Ha 1K, Haxogdawemca nog KOHTPOSNEM MPUNOXEHUS ynpasreHus OO0CTYNoM, MPOMUHIYnUTe
pecypchl (YCTPOMCTBA UK CepBepbl), KOTOPbIM pa3peLlleHo 06XxoauTb NPOBEPKY MPUIOXEHUS
ynpasrieHns 4oCTynoMm, 4Tobbl NPoOBEPUTL KOH(PUrypaLuuio kaHana 6e3onacHOCTU.

1.6.8.4. CBsiI3aHHaA KOMaHAa

Hactpownka ACL

Mogpo6GHee o ToM, Kak HacTponTb ACL, cM. B npeablaywmux onmcannax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPv6.

Ho6aBneHne ACE B ACL

Mogpo6GHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npeabigywmx onucanmsx IP ACL,
pacwmpeHHoro ACL MAC, akcniepTtHoro pacwmpeHHoro ACL vnun ACL IPv6.
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Hactpomka kaHana 6e3onacHocTu Ha nHTepdence

KomaHga security access-group {acl-id | acl-name }
Onucanne acl-id: ykasbiBaeT ngeHtugpumkatop ACL, HaCTpoeHHOro B Ka4ecTBe KaHana
napameTpoB 6e3onacHocTu.

acl-name: ykasbiBaeT umsa ACL,
6e3onacHocTu

HaCTpOEHHOro B Ka4vecTBe KaHara

Pexum komaHg

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNOMb30BaHUIO

3anycTuTe 3Ty KomaHay, 4ToObl HACTPOUTb ykasaHHbIi ACL B KayecTBe
kaHana 6e30MacHOCTN Ha yka3aHHOM UHTepdeince

HacTponka rmobanbHOro kaHana 6e3onacHocTH

KomaHga security global access-group {acl-id | acl-name }
Onuncanne acl-id: ykasbiBaeT ngeHtngpmkatop ACL, HaCTpoeHHOro B Ka4ecTBe KaHana
napameTpoB 6e3onacHocTw.

acl-name: ykasbiBaeT ums ACL,
BesonacHocTn

HAaCTpOeHHOro B Ka4yecCcTtBe KaHana

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no

3anyctuTe 3Ty komaHZy, 4Tobbl HAacTpouTb ykasaHHbIi ACL B kavecTBe

NCcnonb30BaHUo | rnobanbHOro kaHana 6e3onacHoOCTy
HacTtpomka 3KCKNO3MBHOro uHTepcdenca Ana KaHana rnodGanbHom
6e3onacHocTn
KomaHga security uplink enable

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 9Ty KOMaHgy, 4ToObl HacTpOUTb yKasaHHbIA WHTepdenc B
KayecTBe 3KCKIM3MBHOro MHTepdenca rnobansHoro kaHana 6e3onacHoCTH

1.6.8.5. NMpumep koHdUrypaumm

Cnepylowuin npumep KOHdUrypauum onmcbiBaeT TONbKO KOHurypaumm, ceasaHHble ¢ ACL.

Bknro4yeHne ayteHTMcpukaumm DOT1X u HacTpomKa KaHana 6e3onacHocCTw,
YTOObI NMONb30OBaTenu MOrNU 3arpyxaTtb nporpammHoe ob6ecne4vyeHme QTECH c
cepBepa Ao ayteHTUucuKaumm
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CueHapun:

CepBep nporpaMmMHOro
obecnevyeHuns
10.1.1.2/24

Wno3: 10.1.1.1

SVI:10.1.1.1 | Gi0/4

SW1 | seaaass

SVI11.1.1.1 | Gi 01

MK2

YctpowcTtea, nogaepxuearwme Dot1x: VLAN 1
IP-cermeHT: 11.1.1.0/24
Wnto3: 11.1.1.1/24

PucyHok 1-10.

Warn
HaCTPONKK

HacTtponTe akcnepTHbIM paclumpeHHbin ACL "exp_ext_esc”.

[o6aesbte ACE, 4T06bl paspelwmnTb Nepecbiiky MakeToB Ha y3en
HasHayeHus 10.1.1.2.

[ob6aebte ACE, uTo6bl paspewntb naketsl DHCP.
[o6aebte ACE, 4ToObl paspewmntb naketol ARP.

Ha mnHTepderice, rae BknoveHa ayteHTudunkaumss DOTLX, HacTpouTe
ACL «exp_ext_esc» B Ka4yecTBe kaHana 6esonacHoctu
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SW1

swl(config)#expert access-list extended exp_ext_esc
swl(config-exp-nacl)# permit ip any any host 10.1.1.2 any
swl(config-exp-nacl)# permit 0x0806 any any any any any
swl(config-exp-nacl)# permit tcp any any any any eq 67
swl(config-exp-nacl)# permit tcp any any any any eq 68
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# security access-group exp_ext_esc

MpoBepka

e Ha TIK otmena npogax nponuHroBaTb cCepBep oOTAena npogax.
Y6enutech, 4TO onepaumsa ping npoLusia ycneLHo.

e Ha«komnbioTepax otaena R&D 1 notaena R&D 2 nponuHrosaTth cepsep
oTaena npojax. Ybegoutecb, 4TO onepaumm MNPOBEPKM CBSA3U He
BbINONHATCA

swl#show access-lists

expert access-list extended exp_ext_esc
10 permit ip any any host 10.1.1.2 any

20 permit arp any any any any any

30 permit tcp any any any any eq 67

40 permit tcp any any any any eq 68......

swl#show running-config interface gigabitEthernet 0/1

KoHdurypaumsa nocTpoeHus. ..
Tekywasn KoHdurypauus: 59 6ant

nHTepdenc GigabitEthernet 0/1

security access-group exp_ext_esc

1.6.9. Hactponka ACE Ha ocHOBe BpeMeHHOro guana3soHa

1.6.9.1. OdphbeKkT KOHUrypauum

HacTtponte ACE Ha ocHOBe BpPeMEHHOIO AnanasoHa, ecnm Bbl XoTute, 4Tobbl HekoTopble ACE
BCTyrnanu B CUMY UMW CTAHOBWUIIUCb HEOEWCTBUTENbHBIMU B YKa3aHHbIA Nepuon BpeMeHW,
Hanpumep, B HEKOTOPbIX BPEMEHHbIX Auana3oHax B Te4yeHue Headenw.

1.6.9.2. lLlarn HacTpounkun

Hactpownka ACL

e (O6sasatenbHo) Hactponte ACL, ecnu Bbl xoTuTe, 4tobbl ACE BCTynanu B cuny B
yKka3aHHOM Auana3oHe BpeMeHu. [lononHnTenbHble CBEAEHWS O METOAE HACTPOMKM CM.
B NpeabiayLUMX ONMCaHUsX.
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e Bbl mMoxeTe HacTpouTb aToT ACL Ansi ycTpoWcTB AOCTyna, arperauumM v sgpa B
3aBUCUMOCTU OT pacnpeaeneHus nornb3oBaTtenei. KoHdurypaumm oencTByroT TOMbKO
Ha NoKanbHOM YCTPOMCTBE U He BNUSAIOT Ha ApYyrie yCTpoMCcTBa B CETU.

Ho6aBneHne ACE c ykazaHHbIM AnanasoHOM BpeMeHuU

(O6si3aTenbHO) Ykaxute BpeMeHHOM Amanas3oH npu gobaesneHun ACE. [Ona nonyyexus
noapo6bHon MHgopMaumMm 0 TOM, Kak HAaCTPOUTb BPEMEHHOW Auanas3oH, CM. PyKOBOACTBO MO
HaCcTpoVike, CBA3aHHOE C BPEMEHHbIM Anana3oHoM.

NMpumeHeHne ACL

e (OGsasatenbHo) Mpumennte ACL K ykasaHHOMY MHTepdeNncy, eCnn Bbl XOTUTE, YTOObI
ACE BcTynanu B cuny B yka3aHHOM AuanasoHe BpeMEHM.

o Bbl mMoxeTe npumeHuTb IP ACL K ykasaHHOMY MHTepdency YCTPOWCTB AOCTyna,
arperauuv 1 sgpa B 3aBUCMMOCTM OT pacnpeaeneHns nonb3oBaTenem.

1.6.9.3. NMpoBepka

B AwanasoHe BpeMeHW, B TeYeHWe KOTOpPOro HacTpoeHHblh ACE BCTynaeT B Cuny unm
CTaHOBUTCHA HeOEeWCTBUTESNbHbIM, 3anycTuTe KomaHay ping wniu  cosgamTe  NakeThl,
cootBeTcTBYoWmMe ACE, 4ytoObl npoBepuTb, BCcTynaet nn ACE B cuiy unm CTaHOBUTCS
HeOencTBUTENbHbIM.

1.6.9.4. CBaA3aHHaA KomaHAaa

HacTtponka ACL

[ononHuTteneHble cBegeHMs 0 KoMaHgax HacTponku ACL cm. B 6onee paHHUX onucanuax IP
ACL, pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unm ACL IPv6.

HNo6aBneHne ACE ¢ ykazaHHbIM AnanasoHOM BpeMeHMU

[ononHuTteneHble cBegeHMs o komaHgax Hactporku ACE cm. B 6onee paHHMX onucaHuax IP
ACL, pacwmpeHnHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unm ACL IPv6.

NMpumeHeHne ACL

[ononHuTenbHble cBegeHNs 0 kKomanae Ansa npumeHeHns ACL cMm. B 6onee paHHMX ONUCaHUAX
IP ACL, pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL nnu ACL IPv6.

1.6.9.5. NMpumep koHdUrypaumm
Criegylowmn npumep KoHdUrypaumm onucbiBaeT TOSNTbKO KOHGUrypaumm, cesdaHHble ¢ ACL.

Ho6aBneHne ACE c ykazaHHbIM BpeMeHHbIM Anana3soHoM, YToObl paspewmTb
otaeny mccnepoBaHun u paspabotok goctyn B UHTepHer ¢ 12:00 go 13:30
Kaxabin geHb
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CueHapun:

MapwpyTtusaTtop
Gi 0/2 1P:110.1.1.2

ABapUAHbLIN LIMO3 . NHTepHer
(NAT) EEEEEEESR

GioM11.1.1.2

sSviz11.1.1.1 Gi0/2

SW1 | sassaas =

SVIi11.1.1.1 | Gi 0/1

MnK2

KoHctpykTopckuin otaen: VLAN 1
IP-cermenT: 10.1.1.0/24
Wnto3: 10.1.1.1

PucyHok 1-11.

Larn e HacTtponte BpemeHHOW AmanasoH C MMEHeM «access-internet» u
HaCTPOMKK [obaBbTe 3anucb BpPEMEHHOro auanasoHa mexagy 12:00 m 13:30
KaXkObln OeHb.
e Hactponte IP ACL "ip_std internet_acl".
e [Jlo6aBbTte ACE, 4TOGbl paspelnTb NakeTbl C UCXOAHbIM IP-agpecom
B ceTeBoM cermeHTe 10.1.1.0/24, n ceBsxute 1ot ACE c yacoBbiM
NnosicoM «access-internet».
e [lobaBbTe ACE pns 3anpeTta NakeToB C UCXogHbiM IP-agpecom
cermeHTa cetn 10.1.1.0/24. JocTtyn K VIHTEpHETY 3anpeLleH, kpome
KaK B yKasaHHbI nepnog BpeMeHu.
e [JlobaBbTe ACE, 4T0bbI paspelunTb BCE NAKETHI.
e [lpyumeHute ACL K wucxogdwlemy HanpasneHuio uHTepdeinca,
NOAKMIOYEHHOr0 K KOMMYTaLUMOHHOMY LLFTHO3Y
SW1 QTECH(config)# time-range access-internet
QTECH(config-time-range)# periodic daily 12:00 to 13:30
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QTECH(config-time-range)# exit
swl(config)# ip access-list standard ip_std_internet_acl
swl(config-std-nacl)# permit 10.1.1.0 0.0.0.255 time-range access-internet
swl(config-std-nacl)# deny 10.1.1.0 0.0.0.255
swl(config-std-nacl)# permit any
swl(config-std-nacl)# exit
swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)# ip access-group ip_std_internet_acl out
MpoBepka e B npomexyTtke BpemeHn ¢ 12:00 go 13:30 nocetute Beb-cant QTECH
Ha [1K ortgena wuccnegoBaHuin KM paspaboTok. Ybegutecb, 4TO
Be6-CanT MOXHO OTKPbITb B OOLIYHOM peXMME.
e BHe pgumanasoHa Bpemenn c¢ 12:00 go 13:30 nocetute Beb-caunt
QTECH Ha INK oTtaena nccnenoeaHnin n paspaboTok. YoeanTecn, 4To
Beb-canT He MOXeT OblTb OTKPbIT
SW1 swl#show time-range

time-range entry: access-internet (inactive)
periodic Daily 12:00 to 13:30

swli#tshow access-lists

ip access-list standard ip_std_internet_acl

10 permit 10.1.1.0 0.0.0.255 time-range access-internet (inactive)
20 deny 10.1.1.0 0.0.0.255

30 permit any

swl#show access-group
ip access-group ip_std_internet_acl out
MpnmeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.10. HacTtpounka kommeHTapueB ana ACL

1.6.10.1. 3dochekT KOHhUrypauum

Ecnu Bo Bpemsa o6ecnyxmBaHusa cetn mHorme ACL HacTpoeHbl 6e3 kakux-nmbo KoMMeHTapues,
BMOCNEACTBUM 3TWN CMINUCKN CITOXHO pasnuunTb. Bel MoxeTe HacTpouTe kommeHTapum ana ACL,
4yTOObI NyyLle NOHATL Npegnonaraemoe ncnonb3osaHne ACL.
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1.6.10.2. lUarn HacTpOUKu

HacTtpomnka ACL

e (OGsazatenbHo) Hactponte ACL nepea HacTpoMKoW kaHana ©6e30nacHOCTW.
[ononHuTenbHble CBEAEHNSI O METOAE HACTPOMKN CM. B NPeAblAYLLMX ONUCAHUSX.

e Bbl MoxeTe HacTpouTb aToT ACL Ansi yCTpoWCTB AOCTyna, arperauumM v sgpa B
3aBUCUMOCTU OT pacnpefeneHus nornb3oBaTtenei. KoHdurypaumm OencTByoT TOMbKO
Ha NoKanbHOM YCTPOMCTBE U He BNUSAIOT Ha Apyrve YyCTPoncTBa B CETU.

Hactpounka kommeHTapueB ans ACL

(OnumoHanbHo) HactponTte kommeHTapun ansa ACL, 4TtoObl ynpocTUTb ynpaBneHve wu
NoHMMaHue HacTpoeHHbIx ACL.

Jdo6asneHne ACE B ACL

(OnuuoHanbHO) ACL mMoxeT cogepxaTb HOMb unu Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, 3TO 3KBMBANEHTHO TOMY, YTO KaHan 6e3onacHocTu He gencTeyeT. [NMogpobHee 0 ToM,
kak gobasntb ACE B ACL, CM. B COOTBETCTBYHOLLMX ONUCAHUAX.

Hactpounka kommeHTapueB ans ACE

(OnumoHanbHo) YTobbl 0bnerynTb nNoHMMaHue HactpoeHHoro ACL, Bbl MOXeTe HacTpouTb
kommeHTapum ona ACE B gononHeHne K kommeHTapusam ans ACL.

1.6.10.3. NMNpoBepka
3anyctute Ha ycTpomcTBe komaHgy show access-lists, 4ToObl 0TOOpasnuTbL KOMMEHTapuu,

HacTpoeHHble ansa ACL.

1.6.10.4. CBA3aHHaA KoMaHAaa

HacTponka ACL

Mogpo6bHee o ToMm, Kak HacTpouTb ACL, cM. B npeablaywmnx onmcaHmnax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPV6.

HacTponka kommeHTapua gna ACL

Mcnonb3ynte nobon M3 cnegylowmx OByX METOOOB AN HACTPOMKM KOMMEHTapus Onis
ykasaHHoro ACE B ACL.:

KomaHga [sn] remark comment
Onuncanne comment: yka3blBaeT KOMMeHTapuin. 3HayeHwe npeacTaBnseT cobown
napameTpoB ctpoky oT 1 go 100 cumsonoB. KommeHTapun gnnHHee 100 cumBonoB

Ooypet obpesaH go 100 cumBoros.
sn: ykasbiBaeT ngeHtndgpunkatop ACE

Pexum komang | Pexum koHdurypaumm ACL

PykoBoacteo no | 3anyctute aTy kKoMaHay, YTOObl HACTPOUTL KOMMEHTapUA ANS YKa3aHHON
ncrionb3oBaHuto | 3anvcn ACE B ACL. Ecnn sn He HacTpoeH, KOMMeHTapun HacTpansaeTcs
ansa nocnegHen ACE
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ractpoiia ACL v atechu
KomaHga access-list acl-id sn-remark comment
Onucanwne acl-id: ykasbiBaeT ngeHtundpukatop ACL.
napameTpoB

comment: ykasblBaeT KOMMEHTapui. 3HayeHwe npeacraBnseT cobown
ctpoky ot 1 go 100 cumBonoB. KommeHTapun gnuHHee 100 cumBonos
6ynet obpesaH ao 100 cMmBonos.

sn: ykasbiBaeT ngeHtudpukatop ACE

Pexum komaHg

Pexum koHdurypaumm

PykoBoacTtBo no
NCMNomnb30BaHUIO

3anyctute 3Ty KoMaHgy, YTobbl HACTPOUTbL KOMMEHTaPWUN AN YKa3aHHOW
3anucu ACE B ACL. Ecnun sn He HacTpoeH, KOMMEHTapuih HacTpamBaeTcs
ansa nocnegHen ACE

Jdo6asnenne ACE B ACL

MogpobHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npegbigywmnx onucarmsx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwumperHoro ACL unun ACL IPv6.

Hactpounka kommeHTapueB ansa ACE
Mcnonb3ynte nobon 13 crnegyowmx Asyx METOAOB, UTOObI HacTponTb koMMmeHTapu ona ACE:

Komanpa remark comment
Onucanne comment: ykasblBaeT KOMMeHTapui. 3HayeHue npegcTaBnseT cobown
napamMmeTpoB ctpoky ot 1 go 100 cumsonoB. KommeHTapun gnuHHee 100 cumBonoBs

Oypet obpesaH go 100 cumeonos

Pexum komaHg

Pexum koHdurypaunmn ACL

PykoBoacTteo no

3anycTtuTe 3Ty kOMaHAy, YToObl HACTPOUTbL KOMMEHTapUiA ANs yka3aHHOro

ncnonb3oBanuto | ACE

KomaHpa access-list acl-id remark comment
Onuncanne acl-id: ykasbiBaeT ngeHtndgukatop ACL.
napamMmeTpoB ST

yKasblBaeT KOMMEHTapun. 3HauyeHue npencraenseTr cobon
ctpoky oT 1 go 100 cumBonoB. KommeHTapun gnuHHee 100 cumBoOsnoB
Oypet obpesaH go 100 cumeonoB

Pexnm komaHa

Pexwum rnobanbHOn KoHUrypauum

PykoBoacTteo no
NCMNOMb30BaHUIO

3anyctute 3Ty KOMaHay, YToObl HACTPOUTL KOMMEHTapUiA NS yka3aHHOro
ACE
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1.7. MOHUTOpPUHr

1.7.1. OumncTKa

OnucaHue KomaHaa

OuniiaeT cHeTUYNKMN
conocTtaBrneHunsa naketos ACL

clear counters access-list [ acl-id | acl-name ]

Ouniaer cYETUYMKK
COOTBETCTBYHOLLMX
3anpewarowmm ACE

NnakeToBs,

clear access-list counters [acl-id |acl-name ]

1.7.2. OToGpaxeHue

OnucaHue

KomaHpa

OtobpaxxaeT ocHoBHble ACL

show access-lists [ acl-id | acl-
ame | [summary]

OtobpaxaeT 3anvcu ACE nepeHanpasneHns,
npuBa3aHHble K Yyka3aHHOMY uWHTepdency. Ecnu
MHTEpenc  He yKasaH, oTobpaxatoTca ACE

nepeHanpasBneHusi, NpMBs3aHHbIe KO BCEM NHTepdencam

show redirect [ interface

interface-name |

OtobpaxaeT
nHTEepency

KoHurypauum ACL, nMpuUMEHEHHble K

show access-group [interface
interface-name |

OtobpaxaeT
nHTEpency

KoHdurypaumm [P ACL, NpUMEHEHHblE K

show ip access-group [interface
interface-name |

OtobpaxaeT paclmpeHHble koHdurypaumm ACL MAC,
NPUMEHEHHbIE K MHTEpdeNncy

show mac access-group
[interface interface-name |

OTtobpakaeT 3KCnepTHbIE pacLUMPEHHbIE KOHUrypaumm
ACL, npuMeHeHHbIE K MHTepdency

show expert access-group
[interface interface-name |

OtobpaxaeT koHdurypaumm ACL IPv6, NpMMEHEHHbIE K
nHTEpency

show ipv6 traffic-filter [interface
interface-name |

OtobpaxaeT wuHdopmaumto TCAM wnn  ykasaHHyH
nHdopmaumo TCAM

show acl res [ dev dev-num [ slot
slot-num]]

1.7.3. OTnaaka

CucTeMHble pecypcbl 3aHsATbl NMPU BbIBOAE OTNAA0YHOW WHGOopMaumu. [MoaTomy oTKnuMTe

OoTrnagKy cpagdy nocrie ncnonb3oBaHUA.
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OnucaHune KomaHaa
Otnapaka paboTatoulero npouecca ACL debug acl acld event
Otnagka knuentos ACL debug acl acld client-show
Otnagka cnmuckoB ACL, cosgaHHble Bcemn | debug acl acld acl-show
knueHtamn ACL
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2. HACTPOUKA QOS
2.1. O630p

KauecTtBo 0b6cnyxmBaHusa (QoS) no3sonsieT o6ecneunTb XopoLune BO3MOXKHOCTN 06CyKnBaHUA
AN yKa3aHHOW ceTu C UCMNOMNb30BaHMEM Pa3fNYHbIX TEXHOMOMN MHPACTPYKTYPHI.

Korpa nponyckHas CNocoBHOCTL CeTH AOCTaTo4Ha, BCe NOTOKN OaHHbIX MOTYT ObITb npaBuJibHO
06p860TaHbl; Korga npoucxoauT neperpy3ka cetn, BCe NOTOKU OaHHbIX MOTYT ObITb OT6pOLIJeHbI.
YTobbl YAOBNETBOPUTb Tpe6OBaHVIFI nonb3oBaTenen K pPa3nnMyHbIM NPUNOXKEHNAM N Pa3NMNYHbIM
YPOBHAM Ka4yecCTBa O6CJ'Iy)KVIBaHVI$I, CceTb [AOJPKHa MMEeTb BO3MOXHOCTb pacnpeaendatb u
nnaHMpoBaTb pecypCbl Ha OCHOBE Tpe6OBaHI/IIZ nonb3oBartenen n obecneunBaTb pa3nn4yHble
YPOBHU Ka4vecCTBa O6CJ'Iy)KI/IBaHVI$I Ana pas3rinyHblX NOTOKOB AAHHbIX. B yacTHOCTW, ceTb MOXeET
O6pa6aTbIBaTb BaXHbl€ NakeTbl JaHHbIX B peXunme pearibHoro BpemeHun C bonee BbICOKUM
nNpUopmnuTeToOM M 06pa6aTbIBaTb nakeTbl HE B pearibHOM BpEMEHU U obLmne nakeTbl AaHHbIX C
donee HN3KNM NPUOPUTETOM N OaXKe 0T6paCbIBaTb nakeTbl AaHHbIX NMPU Neperpy3ke ceTun.

Mcnonb3yemblin TpPaaNUMOHHLIMU CETAMMU «Jy4LUMA» MEeXaHu3M nepeagpecaumm 6onblue He
MOXeT yOoBNeTBOpATbL TpeboBaHnaAM, 1 Toraa Bo3HnkaeT QoS. YcTponcTtea ¢ nogaepxkon QoS
obecneumBaloT kayecTBo nepegaymn QoS. MNMpropuTteT Nnepefaym MOXeT ObiTb HA3HAYEH NOTOKaM
OaHHbIX TUna, 4Tobbl MAEHTMULMPOBATL BaXKHOCTb MOTOKOB AaHHbIX. 3aTeM YCTPOMCTBa
NpeaoCcTaBnaoT NONUTUKN NEPECHINKN ANA Pa3NUYHbIX NPUOPUTETOB, YMEHBLLLIEHUS NEPerpy3ku
N opyrme mMexaHv3Mmbl Ons NpefoCcTaBnNeHns crneumanbHbIX YCnyr nepegaydm ons 3Tux noTokoB
AaHHbIX. CeTeBoe OKpyxeHue, HacTpoeHHoe ¢ QoS, moxeT obecneunTb NpeackasyeMoCTb
Npon3BOANTENBHOCTU CeTU, ahhekTUBHOE pacnpeneneHmne nNponyckHoOM cnocobHOCTM ceTn m
pasyMHOEe 1CNosib30BaHME CETEBLIX PECYPCOB.

2.2. NMpunoxeHunsn

MNMpunoxeHue OnucaHue

OrpaHnyeHme ckopocTu OcHOBbIBasACb Ha pasnnyHbiX TpeboBaHUAX K OBCMY>XMBAHWIO
nHTepdemnca + KamnycHom ceTtu, obecnedbTe YynpaBrneHWE CKOPOCTbIO W
nepemMapKkMpoBka npuopuTeTHyto 0o6paboTKy ucxogsdwero Ttpaduka ydebHoro
npuoputeTa Kopnyca, nabopaTtopuin n o6LLEXNTUSA

M3meHeHne npuoputeta + | ObecneunTtb NPMOPUTETHYIO 06pabOoTKy U KOHTPOSb MPOMYCKHOWM
NaHMpoBaHWe oYepeam CNocoBHOCTM AnsA Tpadmka BHYTPEHHEro AOCTyNa Kk cepBepam
npeanpusaTUs

2.2.1. OrpaHnyeHue CKOpoOCTU UHTepdenca + nepemMapkMpoBKa npuopurteTa

2.2.1.1. CueHapun

YTto6bl cCOOTBETCTBOBATL CIY>KeOHbIM TpeboBaHMSIM HOPManbHOro 0byyYeHus, LWKona BblgBuraeT
cnegyowme TpeboBaHus:

e OrpaHuunBante Tpaduk goctyna B UHTepHeT go 100 MB n otbpackiBante nakeTbl
CBEpX nMmMmuTa.

e  OrpaHuumBanTe ucxogawmn Tpaduk 3gaHus obwexmntna go 50M n otbpacbiBanTte
nakeTbl CBEpPX NMMMUTA.
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e OrpaHuymBanTe CKOPOCTb NakeToB C npuoputetom DSCP 7, oTnpaBreHHbIX U3
na6opatopuii meHee 20M, n nameHute npnoputeTel DSCP ansa aTux NnakeToB, CKOPOCTb
KoTopbIx npeBbiwaeT 20M, Ha 16.

e  OrpaHuumBanTe ncxoaawmn Tpaduk yyebHoro kopnyca go 30M otbpacbiBanTe nakeTbl
CcBepX numuTa.

YyebHble 3naHna
1 192.168.194.0/24
M
% NabBopaTtopHble 30aHKA
J 192.168.195.0/24

Obwexutne
192.168.196.0/24

192.168.193.1 Kommytatop A GO/1
G0/24

WHTepHeT

PucyHok 2-1.

LWkona nopkntoyaet GigabitEthernet 0/24 kommyTtaTtopa A Kk WHTepHeTy B uplink-kaHane wu
nogkrtoyaeT GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3 kommyTaTopa A K
yuyebHomy kopnycy, nabopatopun (192.168.195.0) n kopnycy obwexutmnsa (192.168.196.0) B
downlink-kaHane cooTBETCTBEHHO.

2.2.1.2. PasBepTbiBaHue

e Hactponte orpaHuyeHme ckopoctn uHTepdenca QoS pgns uHTepdenca GO0/24
KoMmmyTaTopa A aons nogknodeHnsa K MIHTepHeTy. HacTponTe orpaHMyeHue CKOpOCTU
QoS aAnga nakeToB, OTNPaBNAEMbIX U3 OBLLEXNTUA Ha KOMMYyTaTope A.

e YCTaHOBUTE OrpaHM4YeHMe CKOpPOCTM OS89 naketoB ¢ npuoputetom DSCP 7,
oTnpasnsiemMbix U3 nabopatopun, Ha 20M n nepemapkmpynte npuoputet DSCP gns
NakeToB, BbIXOOALMX 3a Npedenbl OrpaHNYeHnsa ckopocTu, Ha 16.

e Hactponte orpaHuyeHne ckopoctn QOS ANns nNakeToB, OTMpaBsieMbiX U3 y4eBHOro
Kopnyca Ha kKommyTaTtope A.

2.2.2. \ameHeHue npuoputeTa + nraHMpoBaHune o4yepeau

2.2.2.1. CueHapun

HacTtponTte nepemapkupoBKy MPUOPUTETOB U MiaHUPOBaHME O4Yepenen B COOTBETCTBUM CO
cneaylowmmmn TpeboBaHUSaMM:

e Korga otgen uccnegoBaHuin u pas3paboTok M 0TAEN MapKeTUHra nony4varoT 4OCTyn K
cepsepam, NpMopuTeTbl NAKETOB CepBepa crneayroLme:
NoYTOBbLIN cepBep> (hannoBbLIN CEPBEP> CEPBEP 3anpOCOB O 3apnnaTe.

e HesaBuMcuMmo OT TOro, Korga oTaen KaapoB noflyvaeT Aoctyn Kk WHTepHeTy unu
cepBepam, koMmmyTaTop obpabaTbiBaeT COOTBETCTBYHOLUME MaKeTbl C HaWBLICLUMM
NPUOPUTETOM.

e [lockonbky npu paboTe KOoMMyTaTopa 4acTO BO3HWKAET neperpyska ceTtu, Ans
obecneveHnst ©GecnepebonHo paboTbl ©Owu3Heca HeobxoaMMO WCMONbL30BaTb
nnaHvposaHne odvepean WRR ana nnaHvpoBaHua IP-naketoB And  OTOEenoB
nccnenoBaHun 1 pas3paboTok, U MapKeTUHra Ang AoCTyna K novtoBov 6ase AaHHbIX,
darnnoBon 6ase AaHHbIX U Ga3e AaHHbIX 3anpocoB O 3apaboTHOM NnaTe Ha OCHOBE
CooTHOowWweHnsa 6:2:1.
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KoHCTpYKTOpPCKUIA OTAEN

OTpen mapkeTuHra

_

CepBep 3anpocoB o 3apnnare

0l

NHTEpHET

192.168.10.1

MouToBLIN CEpPBEDP

192.168.10.2

L

KommyTatop A

dannosLIn cepeep
Otnen nepcoHana

L]

Otgenbl uccnegoBaHuin n pas3paboTok, MapKeTMHra M ynpasfeHUs NepcoHaniomMm nosy4varT
poctyn K wuHTtepcpericam GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3
kommyTatopa A cooTBeTCcTBeHHO. CepBep 3anpocoB O 3apnnaTte, MNOYTOBbIA CepBep W
dhannosbIn cepBep nogknoyeHsl kK GigabitEthernet 0/23 kommyTtaTopa A.

192.168.10.3

PucyHok 2-2.

2.2.2.2. PasBepTbiBaHue

e Hactponte 3HayeHus CoS NOTOKOB AaHHbLIX 419 OOCTYNa K pa3HbiM cepBepam, YTobbI
rapaHTMpoBaTtb, YTO KOMMyTaTop obpabaTbiBaeT nakeTbl ANS pa3HbiX CEpBEPOB C
pasHbIMK NpuopuTETaMM.

e YcTaHoBUTe 3HadeHne COS uHTepenca No ymMonyaHuio Ha KOHKPEeTHOe 3HayeHue,
4yTOObl rapaHTMpoBaTb, 4YTO KOMMYyTaTop OOpabaTbiBaeT nakeTbl, OTNPaBIIEHHbLIE
OTAEerIoM ynpaBfieHWsi NePCOHaNoM, C HaMBbICLLMM NPUOPUTETOM.

¢ Hactponte nnaHuposaHune ovepeam WRR, 4Tobbl rapaHTMpoBaTb, YTO NAKeThbl JAHHbIX
nepegaroTcd B onpegeneHHOM COOTHOLUEHUN KOMNNYECTBa.

2.3. OcobeHHOCTH
2.3.1. OcHOBHasA KOHUenuus

2.3.1.1. DiffServ

Pexum gudpdepeHumpoBaHHbix yenyr (DiffServ) — ato cuctema IETF, Ha ocHoBe koTopon QoS
peanusyetca B npoagyktax QTECH. Cwucrema DiffServ knaccuduumpyet Bce NakeThl,
nepegaBaemMble B CeTW, MO pasHbIM Tunam. NHdopmaums o knaccudukaumm BKNtoYeHa B
3arofiloBKM NakeToB ypoBHewn 2/3, Bkntoyasa npuoputetbl 802.1P, IP n IP DSCP.

B cetn, coBmecTtumonm c DiffServ, Bce ycTponctsa NpMMEHSIOT OA4HY U Ty Xe MONUTUKY CnyxX6bl
nepegayn K nakeTam, COAEepXalym OOUHAKOBYHD MHGOpPMauMio O Knaccudpuvkaumm, wu
NMPUMEHSIIOT pasHble MONMTUKM CRAyXObl nNepedayn K naketam, cogepkalivMm pasfinydHyo
MHdopMaumio o knaccudmkaumm. MIHpopmaums o knaccudukaumm nakeTos nMbo HasHavaeTcs
XOCTaMu Unm apyrmmmn yCTporucTBamm B CeTU, TGO Ha3HaYaeTCs Ha OCHOBE PasfnMyHbIX NONNTUK
NPUNOXEHUA UMW Pa3fINYHOrO COAEPXKMMOro naketoB. Ha ocHoBaHuM KnaccuduKaumoHHOM
WHdopMaumK, coaepxallenca B MNakeTax, YCTPONCTBO MOXeT MpefocTaBnATb pasHble
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NnpUoOpUTETLI Nepeaayn and pa3HbiX NOTOKOB NMNAakeToB, pe3epBMUPOBaTb NMNOJTIOCY NPONyCKaHUA And
onpegeneHHbIX MOTOKOB MNaKeToB, OT6paCbIBaTb onpegeneHHble naketbl C bonee HU3KUM
NPUOPUTETOM UIN BbINOJTHATL HEKOTOPbLIE ApYyrne nencrTeuns.

2.3.1.2. NpuoputeT 802.1P (PRI)

Mpuoputetr 802.1P pacnonoXeH B 3arofloBke naketa ypoBHA 2 ¢ 3aronoBkom 802.1Q u
NCrnonb3yeTcs B CUeHapusax, rae 3arofioBKM YPOBHA 3 He HY)XHO aHanuanpoBaTtb, a QoS
Heo6xoauMo peannsoBaTb Ha YpoBHE 2.

3aronoBok
Anpec Anpec 802.1Q Nnvxal [laHHble FCS
CRC-32
Ha3Ha4YeHUs | UCTOYHUKA TPID | TCI Tun ( )
6 BanToB 6 baitToB 4 panTa 2 6anta  46~1500 GantoB 4 Ganta

PucyHok 2-3. CTpykTypa nakeTa ypoBHS 2

Kak nokasaHo Ha pucyHke Bblwe, 4-6anToBbii 3aronoBok 802.1Q cogepxuT 2-6anToBbIN
ngeHtndukaTop npotokona Tera (TPID), 3HavyeHue kotoporo paBHO 0x8100, n 2-6antoByto
ynpaenstoLyto nHdopmaumto tera (TCI). MNepsbie Tpu 6uta TCI ykasbiBatoT npuoputeT 802.1P.

2.3.1.3. MpuopwureT IP (IP PRE) u npuoputetr DSCP

Mpuoputetbl IP-naketoB onpegenstTca npuoputetamn IP PRE n DSCP. [llone Tuna
obcnyxusanus (ToS) 3aronoska IPv4 coctout 13 8 6utoB; roe nepeble Tpu OUTa ykasbiBaloT
npuopuTteT IP (IP PRE) B gnanasoHe ot 0 oo 7. RFC 2474 nepeonpegendet none ToS 3arosoBka
IPv4, KoTOpoe Ha3sbiBaeTcH nonemM guddepeHumnpoBanHbix yenyr (DS). MNpuopnteT Toukn Koga
anddepeHumnpoBaHHbix yenyr (DSCP) onpeaensieTcs nepsbiMun 6 6Gutamm (6utel oT 0 o 5) nonga
DS v nepsbiMn 6 Gutammn nons knacca tpaduka B 3aronoske IPve6.

But: 0 1 2 3 4 5 6 7 But: 0 1 2 3 4 5 6 7

BaiT bawt IPv4 ToS
IPva ToS Mpuoputet|Tun CepeucalMBZ Bawnt IPv6 DSCP Cu
Traffic Class
RFC1122 RFC1349 [omxeH RFC2474 B TekyLinii
ObITb MOMEHT
W—J HOMb HE ncnonb3yeTcs
RFC791 (ToS)

PucyHok 2-4. Pacnonoxenue npuoputeToB IP PRE n DSCP B naketax IPv4/IPv6

2.3.1.4. CoS

Knacc o6cnyxumsanna (CoS). MNMpoayktel QTECH npeobpasyoT npruopuTeThl NakeToB B 3HAYEHUSA
CoS, u4tobbl wnAeHTMUUMPOBATL JOKamnbHblE MNPUOPUTETLI MNaKeToB U ONpeaensatb
naeHTuduKaTop BXO4HOM ovepeaun, Koraa nakeTbl OTNPaBnalTCs C BbIXOAHOMO HTepdenca.
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2.3.2. 0630p
Ocob6eHHOCTb | OnucaHue
Knaccudukaums Knaccndumkaumss noTokoB WCNONb3yeT OnpedeneHHble npasuna ansd
NOTOKOB naeHTnrKaumm NnakeToB C OANHAKOBLIMU XapaKTEPUCTUKAMMN U IBNSIETCA
NpeanocbINKON 1 OCHOBOW AN pasnMyeHnsi ceTeBblX CNyxo
MproputeTHas MomevyaeT npuopuTeTbl MAKETOB  yKa3aHHbIMW  3HAYEHUSIMU W
MapKMpoBKa N | conocTaBnsAeT 3HA4YEeHUs C COOTBETCTBYIOLLMMN 3Ha4YeHaMM CoS
conocrtaBneHune
KoHTposb KoHTponupyeT cneundmkaumio Tpaduka, MOCTynawwero B CeTb,
Tpadmka orpaHn4ymBaeT Tpadumk B pa3dyMHbIX npegenax n otbpacoiBaeT Tpaduk 3a

npegenamMmm nmMmmnTa Nnm USMeHAET NpUopuTeT TpaCbI/IKa

YnpasneHue
neperpyskamm

OnpegenseT nocnegoBaTeribHOCTb NAKETOB AaHHbIX, OTNPaBrisieMbIX C
NMHTepdenca, Ha OCHOBE MPUOPUTETOB NaKeTOB AaHHbIX N ybexaaeTtcs,
YTO KIYeBble Yycnyrm MoryT ObiTb obpaboTaHbl BOBpems, Koraa
BO3HWKaeT neperpyaka

[MpenoTtBpauleHne | OTcnexvBaeT WCMNOMb30OBaHME oOYepean BbIXOOHOIO UHTepdhenca wu
neperpysku CHWXaeT Harpysky Ha ceTb, aKTUBHO oTbpacbkiBasi nakeTbl U perynupys

ceTeBoW Tpaduk Npn neperpyske cetu

2.3.3. Knaccudmkaumsa noTtokos

Knaccudmkaumsa noTokoB ucnonb3yeT onpeaeneHHble npasuna 4na naeHTnukaumm nakeTos ¢
OOVHAKOBBLIMW XapakTePUCTMKaMU U SBNSAETCA NPEeAnOCbIIKON M OCHOBOW ANsi pasfuyeHuns
ceTeBbIX cnyxo6. MNpaBuna knaccugumkaumm NOTOKOB MCMONb3YHTCA Anst TOro, YTobbl pasnuyaTb
pasHble MakeTbl B CETU U 3aaBaTh pasHble napameTpbl QOS Ans NakeTOB Ha Pa3HbIX YPOBHSX
obcnyxuneaHms.

2.3.3.1. MprHUMN paboTbl

MpaBunammn knaccudukaumm nNOTOKOB MOryT ObiTb comnocTaBreHne npuoputetoB PRE wmnn
DSCP IP-nakeToB unu knaccndmkaumsi naketos nyTem naeHTUMKaumm cogepxmmoro nakeTa c
nomowkbto ACL. Bbl MoXxeTe onpegenntb NPUBSA3KY MeXOy HECKONbKUMM MOTOKaMU W
noBegeHNeM MOTOKOB, UCMONb3ysi KOMaHAbl ANs POPMUPOBAHUSA MOMUTUK, KOTOPbIE MOXHO
NPUMEHSATb K MHTepdencam ans knaccudukaumm n o6paboTkn NOTOKOB.

MonunTtuka KayecTBa o6CNyXMBaHUA

Monuntnka QOS coCcToUT 13 TpeX 3NIEMEHTOB: KInacc, noBegeHne noToka 1 NnonmTuka.

e Knacc
Knacc naeHTMdumumpyeT MOTOKM M COOEPXUT UMSA Kracca M npasurna knacca. Bbel moxeTte
onpeaennTb Npasuna Knacca, UCnonb3yst KoMmanabl Ang Knaccudukaumm nakeTos.

e [loBegeHune notoka

MNMoBedeHne notoka onpenenseT Aencteus QoS, npeanpuHMMaemble O5S NakeToB, BKMoYas
MapKMPOBKY MPUOPUTETOB U KOHTPOJSIb Tpadmka Ars MaKkeToB.
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e [lonutuka

MnuTuka cBA3bIBAET KOHKPETHBLIA KNacC U KOHKPETHOE MoBedeHWe NoToKa W BKNHYaeT UMS
NOSIMTUKN, UMEHa CBA3aHHbIX KIacCoB U noBefeHne noToka. Bbl MoXeTe cBA3aTb yKasaHHbIN
Knacc n nosegeHme noToka ¢ NOMOLLLIO NOANTUKM QOS M NPUMEHUTb MOMUTUKY K OOHOMY UMK
HEeCKonbKUM UHTepdencam.

pynna nornyeckux nHrepcdencos QoS

Bbl MOXeTe ykasaTb psia UHTeEpdENcoB B Ka4yecTBe rpynnbl fNormyeckmx uHTepdencos QoS
(Bkntovasa kak AP, Tak n uHTepdencol Ethernet) n cesizaTb NONUTUKX C rPYMnNon NOrMYECcKUX
nHTepdencos ana obpaboTkm QO0S. BosbmeMm, K npumepy, OrpaHUyYeHne CKOpOCTU AN
NMOTOKOBOro nosefeHus. [Ns nakeTtoB, OTBEYalLMX YCIOBUAM OrpaHUYeHWss CKOpPOCTU, BCe
UHTepdencbl B OOHOW rpynne fnOrm4yecknx MHTepdEenCcoB COBMECTHO MCMOSb3YIOT MNOSIoCcy
NpOonycKaHus, yKasaHHyI0 B MOSIUTUKE.

2.3.3.2. CBsAi3aHHas KOH(urypaums

Co3paHue knacca
Mo yMOon4aHuio Knacc He onpeaeneH.

Bbl MoxeTe 3anyctutb komaHgy class-map, 4Tobbl co3gaTb KnacC M BOWMTU B PEXUM
KOHUrypauum knacca.

CooTtBeTcTBUME ACL
Mo yMon4yaHuio npasuia an4d Knacca He onpeaerieHol.

B pexume KoHuUrypaumm krnacca Bbl MOXeTe 3anycTuTb KOMaHay match acess-group, 4Ttobbl
onpefenuTb NpasBurio knacca kKak cootseTtctBylowee ACL. CHavana Heobxoaumo cospatb
npasuna ACL.

Co3paHne NoNnUTUKKU
Mo ymonyaHuio nonnTnka He onpeaesnieHa.

Bbl MoxeTe 3anycTutb koMaHay policy-map, 4Ttobbl co3gaTtb MOAUTUMKY U BONTU B PEXUM
HaCTPOWKN NOSINTUKMN.

CBsA3biBaHMe Knacca
Mo YMON4YaHUI0 NoJsIMTUKa He CBA3aHa HU C O4AHUM KnacCoMm.

B pexume KoHcurypaumm nonuTukM Bbl MOXeTe 3anyCcTuUTb komaHgy class, 4Tobbl cBsi3aTb
Krnacc 1 BOWTU B PEXUM KOHUIypaLmum Knacca nosimTuku.

NMpuBA3ka noBeaeHUs NOTOKaA
Mo yMON4YaHUK Kinacc He NpunBA3aH HMU K KaKOMY noBeeHnto noToka.

B pexunme KkoHdurypauum knacca MONUTUKM Bbl MOXETe 3anyCTuTb KomaHgy set, 4Tobbl
n3MeHnTb 3HadeHnsa CoS, DSCP vnu VID yka3zaHHOro rnotoka; rge s3HadyeHne CoS HaxoguTcsa B
ananasoHe ot 0 go 7, 3HayeHne DSCP — B guanasoHe ot 0 go 63, a 3Ha4yenue VID — B
ananasoHe ot 1 go 4094. Bbl moxeTe 3anycTuTb KomaHay police, 4Tobbl orpaHumunTb
NPOMYCKHYO CnocoBbHOCTb U 0bpabaTbiBaTb NOTOKM 3a NpegeriaMm orpaHUYeHns Ans yKkasaHHbIX
NoToKoB. [lnanasoHbl orpaHnYeHui NPONyCKHOM CNOCOOHOCTM OnpeaensoTcs NPoayKTaMu.

HacTtpowka rpynnbl norm4yecknx nHtepcencon

Npynna norudecknx wuHTepdencos He onpegereHa, M MO YMONMYaHUIO WHTepdenc He
AobaBnsieTca HM B O4HY rpynny fIOrM4ecknx MHTepdemncos.

B pexume rnobanbHom KOH(Urypaumm Bbl MOXeTe 3anyCcTuTb komaHgy Vvirtual-group ans
cOo3aHusa rpynnbl normyecknx uHtepdencos. B pexume koHdurypaumm wuHtepdernca Bbl
MOXeTe 3anyCcTuTb KoMaHay Virtual-group, 4tobbl 406aBUTb MHTEPMENC B rPynny NOrMYecKnx
UHTepdencoB. Ecnu aTa rpynna nNornvyeckux UHTepdencoB He cosfaHa, Bbl MOXeTe co3aTtb

88

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactpolike cepust QSW-6900

HacTtpoiika QOS W

rpynny nornyecknx nHtepdencos n aobaesutb nHTepdenc B rpynny. Bel moxeTe co3gaTb 128
rpynn normyeckux nHTepdencos B gManasoHe oT 1 oo 128.

NMpumeHeHMe NONUTUKN K UHTepdency
Hukakas nonuTuka He NPUMEHSIETCS K MHTEPENCY NO YMONMYaHMIO.

B pexume koHurypaumm nHtepderica Bbl MOXeTe 3anycTuTb KoMaHay service-policy, 4ToObl
NPUMEHNTL MONUTUKY B HanpaBneHusix BBoAa/BbiBoga uHTepdhenica. B pexume rnobanbHom
KOHUrypauum Bbl MOXeTe 3anyCcTUTb KOMaHAy service-policy, 4Tobbl NPUMEHNTL MONUTUKY B
HanpasneHnax BBOAa/BbIBOAA BCEX NHTEPKENCOB.

2.3.4. NMprnoputeTHaa MapKMpoBKa U conoctaBrieHue

MpuopnteTbl UCNOMbL3YIOTCA AN MapKUPOBKM 3ansiaHUPOBAHHLIX «BECOB» MAKeTOB WMNn
npuUopnTETOB MNaKETOB NpW nepeckbinike. PasHble TuUMbl MNakeToB WMEKT pasHble Tunbl
npuoputeToB, BkMtodaa npuoputetsl 802.1P(PRI), IP PRE wn DSCP. MapkupoBka w
COMoCTaBNeHne MNpPUOPUTETOB OTHOCATCA K MapKMpPOBKE MPUOPUTETOB MAKETOB YyKa3aHHbIMU
3HaYEeHUSAMM U COMOCTABMNEHUIO ATUX 3HAYEHUI C COOTBETCTBYIOLLNUMM 3HAYeHnamu CoS.

2.3.4.1. MprHUMN paboTbl

lMocne TOro, Kak MOTOKM AaHHbIX MakeToB BXOOAT B MHTep(enc YyCTPOWCTBa, YCTPOWCTBO
Ha3HavyaeT NpMopuTETHI NaKkeTaMm Ha OCHOBE peXxuma A0BepUus, HACTPOEHHOro ANs NHTepdenca.
Hwxe onncaHbl HECKONBLKO peXxnmoB gosepus (trust mode):

o Korga pexum gosepus nHtepderica untrust, 4To o3HavyaeT HegoBepume K nHdopmauum
O npuopuTeTe, NepegaBaemMon B NnakeTax:

N3meHuTe 3HayeHne CoS B COOTBETCTBUM CO 3Ha4vyeHMeM CoS no ymondaHuio (0, KoTopoe
HacTpauBaeTcs), Tabnuuen conoctaBneHna CoS-DSCP u T1abnuuen conoctaBneHus
DSCP-CoS uHTepchenca 1 noMmectTuTe nakeTbl B 04epean Ha OCHOBE OKOHYaTeNbHOro 3Ha4YeHus
CoS. [na BbixogHbix naketoB ¢ Terom 802.1Q npuoputeT naketa OygeT WM3MEHEH Ha
cooTBeTCcTBYyloLee 3Ha4YeHne CoS.

o Korga pexnm gosepus uHTepdemnca trust CoS:

Ona naketoB ¢ Terom 802.1Q n3ameHuTe 3Ha4yeHne COS B COOTBETCTBUM CO 3HaYeHueM PRI,
Tabnuuen conoctasneHnss CoS-DSCP u tabnuuen conoctaBneHnss DSCP-CoS n nomecTtute
nakeTbl B 04EPEaN Ha OCHOBE OKOHYaTENbHOro 3HavyeHnst CoS. [1ns BbIXOAHbLIX MAKETOB C TErOM
802.1Q npuoputeT NakeTa OydeT N3MEHEH Ha COOTBETCTBYloLLEE 3Ha4YeHne CoS.

[na naketoB 6e3 Tera 802.1Q nameHnTte 3Ha4yeHne CoS B COOTBETCTBMM CO 3Ha4eHnem CoS no
ymonyaHuio (0, koTopoe HacTpamBaeTcd), Tabnuuen conoctaeneHna CoS-DSCP u tabnuuen
conocrtaeneHns DSCP-CoS nHTepgenca n noMectTuTe nakeTbl B 04eEpPEAN Ha OCHOBE KOHEYHOTO
3HaveHus CoS. [Ins BbixogHbIX NakeToB ¢ Terom 802.1Q npuopuTeT naketa 6yaeT naMeHeH Ha
COOTBeTCTBYKLLEee 3Ha4YeHne CoS.

o Korga pexum gosepus nHtepgenica trust DSCP:
[ns nakeToB, oTNM4HbIX OT IP, 06paboTka Takas xe, kak n ans trust CoS.

Onsa IP-naketoB nameHnte 3HadeHne CoOS B COOTBETCTBMU CO 3HadeHnem DSCP nakeTtoB u
Tabnuuen conocraBneHns DSCP-CoS u nomectute nakeTbl B O4YepeaM Ha OCHOBE
OKoH4aTenbHoro 3Ha4yeHusi CoS.

o Korga pexum gosepua nHtepdetiica trust IP PRE:
[ns nakeToB, OTNMYHbLIX OT IPv4, o6paboTka Takas xe, kak un ans trust CoS.

Ona naketoB IPv4 nonyunte n usmeHute npuoputer DSCP nakeTtoB B COOTBETCTBUU CO
3HayeHuem IP PRE naketoB v Tabnuuen conoctaeneHus |IP-PRE-DSCP, nonyynte 3HadeHue
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CoS B cooTBeTCTBUU ¢ Tabnuuen conoctaBneHns DSCP-CoS, a 3aTemM noMecTuTe naketbl B
oyepean Ha OCHOBE KOHEYHOro 3HadyeHusa CoS.

L] Korpa pexum gosepuda n npuMmeHaemMad noJsinTnka I/IHTedeeIZCQ pa60Ta+0T BMeCTE!

Koroa pexum OoBepust U npumeHsiemasi nonuTuka mHTtepdenca paboTaloT BMECTe, Pexunm
AoBepus nMeeT 6onee HA3KNIN NPUOPUTET, YEM NnonuTuka, n npuoputeT CoS MOXHO NOMY4UTb B
COOTBETCTBUMN ¢ Tabnuuen conoctasneHna DSCP-CoS.

Ecnu k nHTepdency npumeHsaeTcs NonnTuka, HoO B NOSIMTUKE HET KOHpUIypaumm ans nameHeHums
3HavyeHun DSCP un CoS, obpaboTtka OyaeT BbIMOMHATLCA HA OCHOBE peXxuMma [OBepus
UHTepdenca.

2.3.4.2. CBAi3aHHas KOHdurypaums

HacTtponka pexuma gosepus nHrepdenca

Pexum gosepus nHrepderica no ymonyaHuio — HeoBepue.

B pexumme HacTponkm nHtepdenca sanyctute komangy mls qos trust, 4YTobbl UISMEHUTb PEXUM

nosepua. Pexxumom gosepusa moxeT bbiTb trust CoS, trust DSCP wnm trust IP PRE.
Hactpouka 3HayeHus CoS no ymon4yaHuio ansa nHtepdenca

3HauveHne CoS no ymonyaHuo gns nHtepdenca pasHo 0.

B pexume KoHdurypauum nHtepdenca sanyctute komaHgy mis qos cos, 4ToObl M3MEHUTb

3HayeHne CoS no ymon4yaHuo ans uHtepdenca, KoTopoe HaxoamTcs B ananasoHe ot 0 go 7.
MapkupoBka npuoputeTa NOTOKOB

Mo ymon4aHumio NpUopuTETLI MOTOKOB HE NEPEMAPKUPYIOTCS.

B pexume KoHpurypauum knacca nonuTnkn 3anycTute kKomaHgy set, Ytobbl U3MEHUTL 3HaYEHUS
CoS, DSCP wn VID notokoB. 3HadyeHne CoS Haxoautcs B AuanasoHe ot 0 go 7, 3Ha4yeHue
DSCP — B gnanasoHe ot 0 go 63, a 3Ha4yeHue VID — B gmnanasoHe ot 1 go 4094.

HacTtponka conoctaBneHua CoS-DSCP

Mo ymonyaHuio 3HaveHus CoS 0, 1, 2, 3, 4, 5, 6 n 7 otobpaxatotcsa Ha 3HadeHna DSCP 0, 8, 16,
24, 32,40, 48 n 56 cooTBETCTBEHHO.

3anyctute komaHay mls qos map cos-dscp, 4Tobbl HacTpouTb conoctaeneHne COS-DSCP.
3HavyeHne DSCP Haxogutca B AnanasoHe ot 0 go 63.

Hactpouka kapTbl DSCP-CoS

Mo ymonuaHutio DSCP 0-7 conoctasnstoTcs ¢ CoS 0, DSCP 8-15 conoctaensotcsa ¢ CoS 1,
DSCP 16-23 conocTtaBnstotca ¢ CoS2, DSCP 24-31 conoctaBnsaTca ¢ CoS 3, DSCP 32-39
conoctaBnsaTca ¢ CoS 4, DSCP 40 pgo 47 conoctaBneHbl ¢ CoS 5, DSCP 48 pgo 55
conocTtaBneHbl ¢ CoS 6, a DSCP 56 go 63 conoctaeneHbl ¢ CoS 7.

3anyctute komaHgy mils gqos map dscp-cos, 4ToObl HacTpouTb conoctaeneHme DSCP-CoS.
3Ha4yeHune CoS HaxoguTcsa B gnanasoHe oT 0 go 7, a 3HavyeHne DSCP — B gnanasoHe ot 0 go
63.

2.3.5. KoHTtponb Tpacumka

KoHTponupyinte cneundukaumioo tpaduka, noctynarLllero B ceTb, orpaHnyMBanTe Tpaduk B
pasymMHbIX npegenax u otbpacbiBaWTe Tpaduk 3a npegenamyv nuMUMTa WNU U3MEHSIATE
npuoputeT naketoB. Kpome TOro, MOXXHO KOHTponmMpoBaTb OO Tpaduk MHTepdenca, a
Tpaduk 3a npegenamu nummTa d6ygeT oTbpachiBaTbCA.
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2.3.5.1. MpuHUKuN paboTbl

KoHTponb Tpachmka ncnonb3yeTcs Ans OTCnexuBaHns cneundunkaumum tpadgumka, nocTynarLLero
B CETb, M BbINOMHEHNS NpeayCTaHOBMEHHbIX AEACTBUIA MO KOHTPOSD HAa OCHOBE PasfuYHbIX
pe3ynbTaToB OLEHKN. TN AENCTBUSE MOTYT ObITh:

e [lepecbinka (Forwarding): o6bI4HO NepeckbinaeT nakeTbl B Npeaenax numuTa Tpaduka.
e OrtbpacbiBanne (Discarding): oTbpackiBaTb NakeThbl, NPEBbILLAIOLLINE NUMUT TpaduKa.

° N3meHeHne npunopnteTta n nepeagpecaund: U3IMeHAeT MNpUuopuTeTbl MakeToB 3a
npegenamMmm nmMmnTa Tpaq)vn(a, a 3aTeM nepeHarnpaBnAaeT nakeThbl.

Hanpsimyto oT6pacbiBaTb NakeTbl 3a nNpegenammn obero nuMmmnTa Tpaduka nHTepderica.

2.3.5.2. CBsi3aHHas KOHcurypauums

Hactpouka gencteus npu npeBbIilleHUM NMMUTaA Tpaduka

Hukaknx oencreum, KOTOpbl€ OOJTKHbI BbINOJTHATLCA MPU NpeBbILLEHNN NMMMUTA Tpacbvn(a, no
YMOJT4aHUO HE HACTpPOEHO.

B pexume KoH(purypauum knacca NONUTUK 3anycTute komaHngy police, 4tobbl HaAcTpouTb
aencTteue, KoTopoe ByaeT BbINONHATLCS NPU NPEBbLILLEeHNN NMMUTa Tpadurka, Ha oTbpackiBaHne
Tpadhmka 3a NMMUTOM UM U3MeHeHue 3HadeHus CoS, unum 3HadveHmsa DSCP. [QuanasoH
orpaHuyeHnsa Tpaduka onpegendetca npoayktamu. Korga Tpadmk npeBbllwaeT AMMUT, Bbl
MoXeTe n3aMeHuTb 3HavyeHne CoS B ananasoHe ot 0 oo 7 u 3HavyeHne DSCP B gnana3soHe o1 0
Jo 63.

HacTponka o6wero numuTta Tpachuka ana nHtepcpenca
O6Lwmin nuMUT Tpadmka Ans MHTepdenca no yMony4aHuio He HaCTPOEH.

B pexume HacTponkm mHTepdenca sanyctute komaHgy rate-limit, 4yTobbl HacTpouTb O6LLMIA
nmMmnT Tpaduka Ana nHTepdgenca B HanpasfeHnsax BBoAa M BbiBoda. [ManasoH orpaHuyeHus
Tpadmka onpegenseTcs NpoayKTaMu.

2.3.6. YnpaBneHue neperpyskamu

Korga ckopocTb npuema nakeToB npeBbillaeT CKOPOCTb OTMPaBKM MAKeTOB, Ha WUHTepdence
OTNpaBkM BO3HUKAeT neperpys3ka. Ecnv gna xpaHeHWss aTuUX MakeToB He MpefocTaBfeH
[OoCTaTouHbI Bydep, NakeTbl MOryT ObiTb MOTEpPsiHbl. MexaHnam ynpaBneHusi neperpyskomn
onpegensdeT nocrnegoBaTenbHOCTb MaKeTOB AaHHbIX, KOTOpble AOMKHbI ObiTb OTNpPaBfeHbl C
nHTepdenca, Ha OCHOBE MPUOPUTETOB MaKeTOB AaHHbIX. PYHKUMUS ynpaBneHus neperpyskomn
No3BONISIET KOHTPONMpPOBaTb Meperpysky, MoBbIWas NPUOPUTETbI BaXKHbIX MAKETOB AaHHbIX.
Korga npovicxoguT neperpyska, BadkHble MakeTbl AaHHbIX OTApaBnslTca ¢ 6onee BbICOKUM
npuopuTeTOM, YTOOLI 06ECNeUYnTL CBOEBPEMEHHYIO peanu3aLmnio KntoYeBbIX YCIyr.

2.3.6.1. MprHUMN paboTbI

MexaH13m nnaHMpoBaHWs odyepean UCNosb3yeTcs ANs ynpasrieHus neperpyskon, n npouecc
BbIFMAANUT crieayowmm o6pasom:

e [locne TOro, Kak Kaxablin nakeT NnpoxoamuT BCO 06paboTky QOS B kKOMMyTaTOpe, nakeT
HakoHeL rnosiy4aet 3HaveHune CoS.

e Ha BbIxogHOM  uHTepdence  YCTPOMUCTBO  KraccuduuupyetT  nakeTbl MO
COOTBETCTBYIOLLUNM o4YepeasaM OTrnpaBkn Ha OCHoBe 3HayeHun CoS.

e BbixogHom wuHTepdenc BbIOMpaeT MakeTbl B Oo4Yepean Ansd OTnpaBkM Ha OCHOBE
pasnuyHbIX NONMTMK nnavvpoBaHusa (SP, WRR, DRR, WFQ, SP+WRR, SP+DRR,
SP+WFQ).
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Monutuka nnaHnpoBaHusA

Monutnkn nnaHnpoBaHua ovepenen sknodatoT SP, WRR, DRR, WFQ, SP+WRR, SP+DRR u
SP+WFQ.

lMnaHupoBaHme co CTpornm npuoputeToM (Strict-Priority (SP)) o3HavyaeT nnaHMpoBaHue
nakeToB CTPOro B COOTBETCTBUM C MAEHTU(MKaTopamn ovepenun. Kaxabin pas nepes
OTNpPaBKOW NakeToB NPOBEPSINTE, ECTb NN B 0Yepenmn C NepBbiM NPUOPUTETOM NakeThbl
ans otnpaekun. Ecnu ga, nakeTbl B 3TON o4epenmn OTNpaBnsoTCa nepebiMnU. Ecnun Her,
npoBepbTe, €CTb N NakeTbl B 04epeamn Co BTOPbIM npuoputeToM. Cnegynte Tem xe
npasunam AN nakeToB B APYrMx ovepeasix.

MNnaHnpoBaHne Weighted Round Robin (WRR) o3HavyaeT nnaHvpoBaHue oyepeaen no
oyepenmn, 4toObl rapaHTMpoBaTb, YTO BCE O4Yepean UMEKT onpeferneHHoe Bpems
obcnyxusanusa. Hanpumep, nutepdernc 1000 Mout/c umeeT 8 BbIXOAHBIX ovepenen.
WRR HacTpauBaeT B3BelleHHoe 3HadeHue (5, 5, 10, 20, 20, 10, 20 u 10, koTOpbIE
yKasblBalOT MPONopLMM MOMYYEHHbIX PECYPCOB) ANA KaXOon odyepeau. OTOT MeTopq
NIaHMPOBaHUA rapaHTUpYeT, YTO o4yepeau C caMbiM HU3KAM MpuopuTeToM OyaeT
Ha3HayeHa nornoca nponyckaHns He meHee 50 MOuTt/c, 4TO nNO3BONUT M3bexaTb
obcnyxusaHms nNaketoB B oYepeau C CaMbIM HU3KUM MNPUOPUTETOM B TeEYEeHue
ONUTENBbHOro BPEMEHM NMPU UCMOMb30BaHNN MeToAa NiaHnpoBaHusa SP.

MNMnaHmposaHue Deficit Round Robin (DRR) noxoxe Ha WRR, HO NnpyMeHsieT BecoBble
3Ha4yeHMs Ha OCHoBe 6GanToB, a He Ha OCHOBE BPEMEHHbIX MHTEPBAIIOB.

MnanupoBanne Weighted Fair Queueing (WFQ) obecneunBaeT AMHAMUYECKYHO W
cnpaBeanuByo OpraHM3aLmio ovepean n NPUMEHSET B3BELLEHHbIE 3HAYEHNS HA OCHOBE
6anToB, aHanornyHo DRR. lNpu obHapyxeHun nycton oyvepeanm DRR HemeaneHHo
nepengeT K crnegyowen odyepean Ans nepenayn. Ecnn oyepeanb nponyckaeT CBoe
BpeMsi nepegaydn, ovepeab SOMKHA XOaTb CneayloLwero pasa, Yto BNseTcs pasHuLen
mexay WFQ n DRR; cnegosaTtenbHo, WFQ 6onbLie noaxoauT ans o6paboTkm nakeTos
JaHHbIX NepeMeHHon AnnHbl, Yyem DRR.

MnannpoBaHne SP+WRR o3HayaeT HacTpowKky nnaHupoBaHuss SP gna ogHom wnu
HEeCKOJSIbKMX odepeden OTApaBKM M HACTpPoOWKy nnaHupoBaHnsa WRR gns gpyrux
oyepenen. Cpeaun ovepenen SP ToONbKO Nocre oTnpaBku BCex NakeToB B oyepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBMEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpean ouvepegen SP n WRR Tonbko nocne oTnpaBk/ NakeToB BO BCEX
oyepenax SP MoxHO oTnpaBnATb NakeTbl B ovepeasx WRR.

lMnaHmpoBaHne SP+WFQ o03Ha4aeT HACTPOMKY NnaHMpoBaHma SP ans ogHoM mnu
HECKOSIbKMX oYepeden oTnpaBkM W HacTpownky nnaHuposaHus DRR ans gpyrux
oyepenen. Cpean ovepeen SP ToOnbKO Nocne oTnpaBku Bcex nakeToB B ovepean SP
C NepBbIM NPUOPUTETOM MOTyT ObITb OTNPaBMeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpeaun ovepegen SP n DRR Tonbko nocrne oTnpaBky NakeToB BO BCEX
oyepeadax SP MOXHO OTNpaBnATb NakeTbl B ovepensax DRR.

lMnaHnpoBaHne SP+WFQ o03Ha4aeT HaCTPOWKYy MNnaHMpoBaHua SP Ans ogHoM mnu
HECKOSIbKMX oYepedenn OTApaBKM M HaCTpPoWKy nnaHupoBaHusa WFQ gns gpyrux
ovepenen. Cpean ovepenen SP TOnNbKO Nocne oTrnpaBku BCEX NakeToB B oyepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBfEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetomM. Cpean ouyepegenn SP n WFQ Tonbko nocrne oTnpaBky NakeTOB BO BCEX
oyepeadax SP MOXHO OTnNpaBnATb NakeTbl B ovepensax WFQ.

2.3.6.2. MHoroagpecHasi ouepeab QoS

B HekoTopbIX MpoAayKTax oyepeau WHTepdenca noapasfendlTcs Ha OAHoadpecHble U
MHoroagpecHble ovepeaun. Ectb 8 ogHoagpecHbix odepeaen. Bce nssectHble ogHOaapecHble

nakeThbl

nonagatT B COOTBETCTBYIOLME OAHOAAPECHblE ouvepean ANns MNepecbiikyn B
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COOTBETCTBMM C X Npuoputetamn. CyliecTByeT oT 1 40 8 ouepenelt MHOroagpecHon pacehInku
(B 3aBMCMMOCTM OT NpOAYKTOB. HekoTopble MpOAYyKTbl He MOoAAepXUBalT odepeau
MHOroaapecHO paccbinku). 3a UCKMYEeHNEM U3BECTHbIX OOHOAAPECHbIX NaKeTOB, BCE MaKeThbI
(Hanpumep, LUMpoKoBellaTeNbHble MakeTbl, MHOrOaApecHble NakeTbl, HEW3BECTHble
o4HOaApecHble NakeTbl U 3epkarnbHble NakeTbl) NonaaarT B COOTBETCTBYHOLLME MHOroaApecHble
oyepean ANA MNepecbinkM B 3aBUCUMOCTM OT UX npuoputeToB. ogoBbHO ofgHoadpecHbIM
o4yepenam, Bbl MOXXETe HACTPOUTb COMOCTaBreHNe MPYOPUTETOB U anropuTMbl NNaHMPOBaHUS
Ans MHoroagpecHbix odepegen. KomaHaoa Cos-to-Mc-Queue MOXeT MCnonb3oBaTbCs Ans
HaCTPOWKM COMOCTaBMNeHUs MpUOPUTETOB C oO4YepeasMU MHOroadpecHOW pacchinku. B
HacTosillee BpeMs MHOroaapecHble oYepean noaaepXvMBaloT anropuTtMbl NnaHuposaHus SP,
WRR n SP+WRR.

2.3.6.3. Monutuka nnaHmpoBaHua u round robin weight ana BbIXoaHbIX oyepeaen
Ha uHTepdence

Monutnkn nnaHmpoBaHus K round robin weight ana BbIXOAHbIX o4vepeden OCHOBaHbl Ha
rnobanbHbIX  KOHUrypauumsx. HekoTopble nMpoAyKTbl NOAAEPXKMBAOT KaK rnobanbHble
KOHpurypaumm, Tak n KoHurypauum Ha ocHoBe uHTepdenca. KoHdwurypaumm Ha ocHoBe
nHTepdenca nvetoT boree BbICOKUA NPUOPUTET, YeM rnobansHble KoHdUrypauun. mobanbHas
nonMTuKa NnaHMpoBaHua paboTaeT ¢ COOTBETCTBYOLWMNM rnobaneHbiM round robin weight, Torga
Kak uHTepdencHasa nonvtuka nrnaHupoBaHusa paboTtaeT ¢ nHTepdercHeiM round robin weight.
Ecnu HacTpoeHa Tonbko rnobanbHas nonuMTuka NAaHMpoBaHUA WU NONUTUKA NaHMPOBaHUA
nHTepdenca, HO He HaAcCTpPoeHbl cooTBeTCcTByoWMe round robin weight, round robin weight no
ymonyanuio 6yayTt pabotatb € NOANTUKON NIIaHMPOBAHNA.

2.3.6.4. NponyckHasa cnocoBHOCTbL o4vepeam

HekoTopble NpoayKTbl MO3BONSAT HACTpanBaTb rapaHTUPOBAHHYIO MUHUMAITbHYIO NPOMYCKHYHO
CMOCOBHOCTb WM OrpaHUYEHHYK MakCMMarbHYH MPOMYCKHY CNOCOBHOCTL Ans odepenm.
Ouepeab, HacTpoOeHHasi C rapaHTUPOBAHHOW MWHWUMANbHOM MNPOMYCKHOM CNOCOBHOCTLIO,
rapaHTuMpyeT, YTO MPOMNyckHas CMOCOOHOCTb Ans 9TOM ouvepean He MeHblue HaCTPOEHHOro
3HayeHus1. Oyepeab, HAaCTPOEHHas C OrpaHNYEHHON MakCUMaribHOW NPOMYCKHON CMOCOBHOCTLIO,
rapaHTuMpyeT, 4TO MPOMNyCcKHas CNoCOBHOCTb ANA 3TOW ovepeaun He MpeBbllaeT HaCTPOeHHoe
3HavyeHMe, a nakeTbl, BbIXxoAdWMe 3a npegensl MPONYCKHOW crnocobHocTu, OyayT
oTbpacbiBaTbCs. OrpaHUYeHUs NPOMYCKHOWM CMOCOBHOCTU AONsi ovyepeden O4HOaApeCHON W
MHOroagpecHOM paccCbIfikK HacTpaMBalOTCA BMECTE Ha HEKOTOpbIX MpoAyKTax, Torga Kak Ha
HEKOTOPbIX APYyrMx npoaykTax OHW HacTpauBalTca oTaenbHo. Kpome TOro, Hekotopble
NpoAdyKTbl MO3BOMSAT HacTpamBaTb MPOMYCKHYH CMOCOBHOCTb TOMbKO AN OAHOA4PECHbIX
oyepenen.

2.3.6.5. Oyepenb ECN

bnarogapsi codetaHuto TexHonormm WRED 1 TexHonormm siBHOro yBeoMIieHnsa o neperpyske
(ECN) oKOHeYHOe yCTPOMCTBO MOXET BOCNPUHMMATL Neperpysky cetn 1 yBegoMMAsATb UCXOOQHOe
YCTPONCTBO O neperpyske. Nonyums yBegoMreHne, UCXO4HOE YCTPOUCTBO CHMXKAEeT CKOPOCTb
OTNpaBkn NakeToB, YTOObI NPefoTBPaTUTL NeperpyskKy.

e 06e dyHkumm ECN n WRED pomkHbl OblTb HACTpPOEHbl ANns BKNKOYEHUA OYHKLUK
ouvepean ECN.

e [locne BkntouveHnsa yHkumn ovepeagn ECN (a umenHHo none ECN B naketax
yctaHoBrneHo B 01 nnn 10), npu neperpy3ke odepeam yCcTpomcTBo mMeHsieT none ECN
Ha CE (11), BMecTO cniyyanHoro otbpacbeiBaHnsa naketos no wabnoHy WRED.

e [locne BkntoyeHnsa oyHkUMM odepean ECN ycTponcTBo ycTaHaBnueaeT ans nong ECN
3HavyeHne CE TOnbKO TOraa, Korga CKOpoCTb Nepedayun naketoB LOCTUraeT HUDKHEro
nopora oTbpacbiBaHus, ykasaHHoro B wabnoHe WRED.
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2.3.6.6. CBsizaHHasa KOHdurypauums

Hactpounka conoctaBneHus CoS-ouyepeau

Mo ymonuaHuto 3HayeHus CoS 0, 1, 2, 3, 4, 5, 6 1 7 conocTtaBnstoTca ¢ ovepegamu 1, 2, 3, 4, 5,
6, 7 1 8 COOTBETCTBEHHO.

3anycTtute koMaHay cos-map priority-queue, 4Tobbl HACTpouTb conocTaBneHne CoS-oyepeamn.
3HayeHne CoS HaxoauTcs B avanasoHe oT 0 oo 7, a 3HaYeHue ovyepean — B AvanasoHe oT 1
Jo 8.

HaCTpOVIKa MNOJIMTUKU NNaHUPOBAaHUA OANA o4yepeau BbiBoAAa

Mo ymMonuaHuio MNONUTMKa NNaHMpoBaHus AN rnobanbHol ovepean BbiBoga — WRR, a
NonuMTMKa NNaHnpoBaHWsa ANa nHTepdeica He HacTpoeHa.

3anyctute komaHay mls qos scheduler, 4ToObl HACTPOUTL MONUTUKY NNAHUPOBAHUS BbIBOAA
anga odepeaun. HactpaneBaemble NONUTUKM NnaHnpoBaHus BrktovaT SP, WRR 1 DRR. Bbl Takke
MOXeTe 3anyCTUTb KOMaHay priority-queue, 4Tobbl HACTPOUTL NONUTUKY NAHNPOBAHMS Kak SP.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NITAHUPOBaHUA
WRR ana oyepeau BbiBOAA.
Mo ymonuyaHmio Bec rnobanbHOM ovepean unm odepeam Ha OCHOBe MHTepdenca coctaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wrr-queue bandwidth, 4TOGbI HacTpouTb round robin  weight,

COOTBETCTBYIOLNA NONUTUKE nnaHupoBanns WRR gns BeixogHowm ovepean. Hactpaneaembin
AnanasoH Beca onpeenseTcs NpogyKTaMmu.

Bonee BbicoKknin BeC 03HavaeT bornee onuMTenbHoe BpeMs BbiIBOAA.

HacTtpowka round robin weight, cooTBeTCTBYHOLWEro NOAUTUKE NTAHUPOBaHUA
DRR gnsa oyepeau BbiBOAa

Mo ymonuyaHmio Bec rnobanbHOM ovyepean unm odepean Ha OCHOBe MHTepdenca cocTaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy drr-queue bandwidth, 4ToObl HacTpouTb round robin  weight,

COOTBETCTBYIOLWMI nonntuke nnaHuposaHmsa DRR gnsa BbixogHom oyepeaun. HactpanBaembin
AnanasoH Beca onpegensieTcst NpogyKTaMmu.

Yewm Bbilwe Bec, TeM Gonblue 6anToB NaketTa MoXeT ObITb OTNpaBeHo.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NNTAHUPOBaHUA
WFQ ans oyepeau BbiBoAa

Mo ymonuyaHuio Bec rnobanbHOM ovepean unm odvepeam Ha OCHOBE MHTepdenca CocTaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wfg-queue bandwidth, 4TO0GLI HacTpoutb round robin weight,

COOTBETCTBYIOLLMIA NONUTUKE NraHnpoBaHua WFQ onga BbixogHoW ovepenu. HactpanBaembli
AnanasoH Beca onpegenseTcsa npoaykTramu.

Yewm Bbilwe Bec, TeM Oonblue 6anToOB Naketa MoXeT ObITb OTNpaBeHo.

Hactpoika nponyckHOM cnOCOGHOCTU AN ovepenum

3anyctute KomaHgy (OS queue, 4YTOObl HACTPOUTb TrapaHTUPOBAHHYD MWHUMAanbHYHO
MPOMYCKHY0 CMOCOBHOCTb M OrPaHUYEHHYID MaKCUMarbHYK MPOMNYCKHYH CNOCOBGHOCTL AN
Kaxgon oudepean. 3HayeHne odepean Bapbupyetcs oT 1 go 8, a rapaHTMpoBaHHas
MUHUMAarbHasi IPONYCKHast CNOCOBHOCTb M OrpaHNYeHHble Anana3oHbl 3HAYEHUI MakCMMarbHON
NMpOMyCKHOM CNOCOBHOCTM onpeaensTca npogyktamu. ogaepxvmBaemMble TuMbl ouvepenem
onpeaensanTcs NPoayKTaMu.
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Hactpowka ouepeau ECN

3anycTtute kKomMaHay qOS queue queue_num ecn, 4yTobbl BkNounTe ECN gna Bcex oyepenen.
(dvnanasoH oyepeaun: ot 1 oo 8).

2.3.7. NMpepnoTBpalleHne neperpysku

OT1cnexuBanTte UCMNONb30OBaHNE oyepean BbIXOOHOro MHTepd)eﬁca N CHMXanTe Harpys3ky Ha
CeTb, akKTUBHO OT6paCbIBa$I nakeTbl U perynmpys ceTeBon Tpacbvu( npu neperpyske cetu.

2.3.7.1. MpuHUMN paboTbl

YMeHbLlUnTEe neperpysky, 3@eKTMBHO OTCnexuBass ceTeBOM Tpaduk M NPOrHO3npys
BO3HWKHOBEHWE neperpy3kn. [lakeTbl HeobxoguMmo oTbpackiBatb, 4YTOObI YMEHbLIMTb
neperpy3ky. MNonutnkn otbpaceiBaHms BkmovatoT B ceba Tail-Drop, Random Early Detection
(RED) n Weighted Random Early Detection (WRED).

2.3.7.2. Tail-Drop

TpaavMuMOHHbIE NONMUTUKN NoTepy nakeToB BkMtodatoT Tail-Drop. Tail-Drop adpdpektmBeH ns
BCero Tpadmka M He MOXET pasnmyaTb ypoBHM obcnyxuneaHunsa. Korga Bos3HuKaeT neperpyska,
nakeTbl AaHHbIX B XBOCTe odepean byayt otbpackiBaTbCs 40 TEX NOP, NOKa neperpyska He bygeT
yCcTpaHeHa.

2.3.7.3. RED n WRED

XocTbl, ucnonbaytowme TCP, ymeHbLlaT CKOPOCTb OTNpPaBKM NakeToB B OTBET HA MacCCOBYHO
notepto naketoB. [locne ycTpaHeHWs Neperpyskn XOCTbl YBENUYMBAKOT CKOPOCTb OTMPaBKU
naketoB. Takum obpasom, Tail-Drop mMoxeT Bbi3BaTb rrnodanbHyo cuHxpoHunsaumio TCP. Korga
oyepenb 0OHOBPEMEHHO OTOpacbkiBaeT Heckornbko TCP-nakeToB, Heckonbko TCP-coeguHeHun
OAHOBPEMEHHO BXOASAT B COCTOSIHUE YMEHbLLEHMS NEPErpy3KM N MEANEHHOrO 3anycka, a Tpadmk
COKpaLlaeTca n koppektupyetcs. Nocne ycTpaHeHns 3aTopoB MOTYT NOSIBUTLCS MUKU Tpadiuka.
lMpouecc NOCTOsIHHO NOBTOPSIETCS, CETEBON TpadhmK BHE3AMHO YBENMYMBAETCS N YMEHbLLAETCS,
a NMHenHbIN Tpaduk Bcerga konebneTca mexagy MUHUManbHbIM U MakCUManbHbIM 3HAYEHUSIMUA.
Korga nponcxoanTt rnobanbHas cuHxpoHmsaumst TCP, nponyckHast CocoBHOCTb cCoegMHEHMS He
MOXeT ObiTb MCMONb30oBaHa [AOMKHbBIM 00pa3oM, 4YTO MNPUBOOUT K MNOTEPE MPOMYCKHOWM
CNocobHOCTH.

YTtobbl n3bexatb aToro ob6CcToATENLCTBA, Bbl MOXETE MCNOMb30BaTh NOSIMTUKY OTOpachbiBaHUSA
naketoB RED/WRED. 3Ta nonutuka obecneymBaeT MEXaHW3M CryyYanHoOro oTbpacbiBaHUSA
nakeToB, 4TO Mo3BonsieT u3bexaTtb rnobanbHoM cuHxpoHmM3aumm TCP. Korga nakeTtbl
TCP-nogknoveHnsa otbpacbiBaloTCA M OTNPaBnsaloTCAa C 6onee HU3KOM CKOPOCTbIo, MakeTbl
apyrmx TCP-nogknioyYeHnin No-npexHeMy oTnpaBnsitoTcs ¢ 6onee BbICOKOW CKOPOCTbO. Takum
obpasom, Bcerga ectb TCP-coeonHeHus, NnakeTbl KOTOPbLIX OTNPaBnsoTCs ¢ bonee BbICOKOW
CKOPOCTbIO, YTO YBENMYMBAET UCMOMb30BaHNE NPOMYCKHOW CNOCOBHOCTU NIMHNN.

Mpun ncnonbsosaHnn WRED MOXHO yCTaHOBUTb HUXXHEE NOPOroBOE 3HaYEeHNE U MakCUManbHYHO
BEPOSATHOCTb OTOpackiBaHuA Ans ovepean. Korga anvHa odepenm MeHbLUE HUXHEro NoporoBoro
3HaveHusi, WRED He oTGpacbiBaeT nakeTbl. Korga gnvHa ovepenm HaxoamTcsa Mexay BEPXHUM
N HKHUM NoporoBbiMn 3HadveHusamu, WRED oTGpackiBaeT nakeTbl Cny4YyanHbiM 06pa3om (4em
Oonblie AnvHa oYepeau, TEM Bblle BEPOSTHOCTb OTOpackiBaHuA nakeTtoB. CyuiectByeT
MaKkcumarbHasi BEpPOSITHOCTb OTOpacbiBaHus). Korda anvHa odepeau npeBblllaeT BepxHee
noporosoe 3HadeHne, WRED oTOpacbiBaeT MakeTbl C MaKCMMalbHOW BEPOSATHOCTBIO
oTOpacbIBaHMs.

B otnuume ot RED, WRED wucnonb3yeT npuoputeTbl, YTOObl pa3nuyatb NOAUTUKA OTMEHbI.
RED — at0 ocobbii npumep WRED. Korga Bce 3HaueHust CoS mHTepdenca conocTaBreHbl C
OOHMMMU N TEMU XK€ HKHUMW U BbICLLUMMU NMOporoeBbiMu 3HaveHnammn, WRED ctaHosutcs RED.
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2.3.7.4. CBai3aHHasa KOHdurypauums

Bknioyenue cpyHkunmn WRED
MonuTrka oTGpackiBaHMA NakeToB No ymonyaxHuio — Tail-Drop.
Bbl MOXeTe 3anycTtuTb komMaHAgy queueing wred, 4ToObl BKOUNTL pyHKLmo WRED.

Hactpowka HMKHero nopora

Korga nogaepxusarotca 2 rpynnbl HUKHUX MOPOroB B MPOLEHTax, 3HaYeHUs1 No yMOMYaHuo
paBHbl 100 1 80 (konmM4yecTBO rpynn NOPOroB onpeaenseTcsa Npoaykrammn). Hekotopble NPoayKThl
noaaepXmnBatoT HaCTPOMKY B s4enkax (3HavYeHne no yMmondaHuo onpeaenseTca npogykramu).

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold, 4ToGbl HACTPOUTL HWXHME MOPOrM B NPOLEHTaxX AN NakeTos,
oTbpacbiBaembix WRED B kaxgon odepeaun. 3Ha4eHne ovepeam HaxoamTcst B agnanasoHe oT 1
0o 8. HnmxHuii nopor HaxoauTtca B avanasoHe oT 1 go 100.

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold cell, 4yTobbl HACTPOUTL HWXHME MOPOrN B eAMHULE SYEKM AN
nakeToB, oTopacbkiBaeMbix WRED B kaxaoi ouepeau. [lJuanasoH 3Ha4YeHUI odepean 3aBUCuUT OT
NpoAdyKTOB.

HacTponka BepxHero nopora

Korga nopgpgepxumBaroTca 2 rpynnbl HXKHUX MOPOroB B MPOLEHTax, 3HA4YeHUS Mo YMOMYaHWo
paBHbl 100 1 100 (kormyecTBO rpynn MOPOroB onpegensetca npogykramu). HekoTopble
NpoAdyKTbl NOAOEPXUBAKOT HACTPOWKY B fverKkax (3HayeHwe Mo yMon4aHuoo onpegensieTcs
npoaykramu).

B pexnme KoHGurypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy Wwrr-queue
random-detect max-threshold, 4yTo6bl HacTponTb ©onee BbICOKME MOPOrK B MPOLEHTax Ans
naketoB, otbpacbiBaembix WRED B kaxgon odepegun. 3HaveHMe ouvepean HaxoauTcs B
ananasoHe oT 1 go 8. BepxHuin nopor HaxoguTca B AnanasoHe OT MUHUMAasbHOIO 3Ha4YeHus
HWXKHEro nopora 40 MakCMMarbHOMo 3HAYEHMSI BEPXHEro nopora.

B pexnme KoHGUrypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy wrr-queue
random-detect max-threshold cell, ytobbl HacTpouTb Gonee BbiICOKME MOPOrM B eguHuLe
AYenkn ans naketos, oTopackiBaembix WRED B Kaxgon odepean. 3HadeHue oudepeau
HaxoauTcsa B gnanasoHe oT 1 oo 8. BepxHui nopor HaxoauTcs B AnanasoHe OT MUHUMAasbHOro
3HAYEHUSI HUXKHEro nopora 4o MakCMMarnbHOro 3Ha4YE€HWsI BEPXHEro nopora.

Korga anvHa ovepeaun meHbLue HmkHero nopora, WRED He oTOpacbkiBaeT nakeTbl. Korga gnvHa
oyepenmn HaxoauTCsl MEXAY HWKHUM M BEPXHUM MOPOroebiMu 3HauveHnamu, WRED otbpacbiBaeT
nakeTbl CnyyYavHblM 06pa3om.

Hactpoika makcMmanbHON BEPOATHOCTU OTOpacbLIBaHUA

Korga nopaepxuvsatoTcs 2 rpynnbl MakCcuMmaribHbIX BEPOSTHOCTEN OTOpachiBaHUSA, 3HAaYEHUs NO
ymonuyaHmio paBHbl 100 m 80 (konmn4yecTBO Trpynn MOPOroBbIX 3HAYEHUIN onpeaenseTcs
npoayktamu).

B pexnme KoHgurypauum uHTEPpdENca Bbl MOXeTe 3anyCTuTb KOMaHZy Wwrr-queue
random-detect probability, 4yToObl HacTpouTb MakcMmarnbHble BEPOSITHOCTU OTOpachiBaHUSA
naketoB, otbpacbiBaembix WRED B kKaxgonm odepeaun. 3HavyeHuMe odepeau HaxoauTcsl B
AananasoHe ot 1 go 8. MakcumarnbHasi BEpOSATHOCTb OTOpachiBaHMA HAXOOUTCA B AMana3oHe OT
1 po 100.

KoppekTupoBka cpegHen ANuHbI ovepeaun Ans BepoATHOCTU OTOpacbiBaHUsA

Korga nakeTbl nepecbinatotcd, WRED onpegensieT BepOSTHOCTb OTOpacbiBaHMS Ha OCHOBE
cpeaHein OnnHbI BbIXOAHOW oyepean.
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Korga anuHa o4yepean HaxoauTCcAa Mexay HUWXHUMM NnoporomMm U BEPXHUMM TMOPOrom, WRED
Ha4vynHaeT CﬂyHaIZHbIM 06pa30M OT6paCbIBaTb naketbl. bonee anuHHas oyepeab npmBoaUT K
Oonee BbICOKOW BEPOATHOCTU OT6paCbIBaHI/IF|, KOTOpaA MeHblue MaKkcuMarnbHON BEPOATHOCTU
OT6paCbIBaHMﬂ. Korga anvHa oyepean npesbillaeT BerHI/II7I nopor, nakeTbl OT6paCbIBa|'OTCF| Cc
MaKkcuMarbHOM BEPOATHOCTbIO OT6paCbIBaHVIFI.

Mo ymonyaHuio cpeaHsia AnvHa ovepeam onpenensieTcs npoaykramu. Bbl MoxeTe HacTpouTb
NHTepBan BbIGOPKM M BEC OTOpacbiBAEMbIX MaKeTOB, YTOObI NOBNUSATL HA pe3ynbTaT pacyeTa
cpenHen ANVHbI oYepean.

Bec BbIGOpkK yKasbiBaeT BECOBOM KOIPMULNEHT BbIGOPOUHBLIX OOHOBNEHMI AaHHbLIX. BonbLuni
BeC BblOOpKM yKasbiBaeT Ha 6Gonee AnuTenbHbIM WHTEpPBan OOHOBMNEHWUSI CpedHen OfMHbI
oyepeam M OonblLUyHO CPedHIO ANVHY odepean. B pexume koHpurypaumm uHtepdenca Bbl
MOXeTe 3anycTuTb koMaHgy wrr-queue random-detect sample-weight, 4ToGbl HacTpouTb
BecoBon koadhmUneHT BbIOOPKM ANs Kaaown ovepeaun. [QuanasoH 3HadeHWn onpeaensieTca
npoayKkTamu.

Hactpouka conoctaBneHuss CoS-nopora

Mo ymonyaHuio Bce 3HayeHuss CoS coOnoCTaBMSIOTCS C NEepBOW rpynmnoi NOPOroBbIX 3HAYEHUN
(KonM4ecTBO NOPOroBbIX rPYNMN onNpeaensieTcs NPoAyKTaMm).

B pexume koHdurypauum nHtepdenca Bbl MOXeTe 3anyCcTUTb KOMaH4y Wrr-queue cos-map,
yTOObI HacTpouTb conoctasreHune rpynnbl CoS ¢ noporoMm. 3HaveHne COS HaxoguTcsa B
AnanasoHe ot 0 OO 7, a KONMMYeCTBO MOPOroBLIX rpynn onpegensetcsa npogykramu. MoxHo
HacTpoOUTb HECKONbKO rpynn ©Gonee HUM3KMX MNOPOroBblIX 3HAYEHUN U MaKCUManbHbIX
BeposTHOCTeN oTbpackiBaHns. HacTpoms conoctaeneHue rpynnbl CoS ¢ NOporom, Bbl MOXeTe
BblOpaTh SEMCTBYIOLLYIO NOPOroBYO rPpynny, COMNOCTaBMAEHHYO CO 3HavyeHnem CoS, Hanpumep,
CoS 0 conoctaBnsieTcst ¢ NnepBor noporosown rpynnon, a CoS 1 conocrtaBnsgeTcs CoO BTOPON
noporosow rpynnon. Ecnn naketol CoS 0 n 1 gobaensatoTcs B ovepenb 1 Ans nnaHMpoBaHUs,
naketbl CoS 0 o6pabaThbiBaOTCA Ha OCHOBE HWKHUX MOPOrOBbIX 3HAYEHWMA U MaKCUMarbHbIX
BEPOATHOCTEN OTOpackiBaHUS B NepBoK rpynne, a naketbl CoS 1 obpabaTbiBaoTcs Ha OCHOBE
HWXXHUX MOPOTrOBbIX 3HAYeHUN UM MaKcumaribHbIX BEpPOSITHOCTENW OTOpacbiBaHWA BO BTOPOW
rpynne.

Korga Bce 3HayeHunsa CoS uHTepdhenca conocrtasBneHbl C OQHON U TOW Xe rpynnon noporosbIxX
3HaveHun, BktodeHHbIn WRED ctaHoButcs RED.

2.3.8. OToOpaxeHune n KoHcurypaumsa odepeam
Mo ymOn4aHmIo pexmm oTobpaXKeHUs U HAaCTPOWKN BCEX oYepenen Ha yctponctee — 1-8.

MU3meHeHne oToOpaxeHus ovyepenm n pexmma KoHdurypaumm

B pexunme rnobanbHon KoHUrypaumm Bbl MOXETE 3anyCTUTb kKOMaHAay qos-queue compatible
enable, 4ToObl M3MEHUTb OTODOpaXXeHMe odyepenmn U PeXnm KoHUrypauum BCcex ovepeaen Ha
ycTponctee Ha 0—7.

2.3.9. UameHeHUe npuopuTeTa NaKkeToB

Mo ymonyaHuio NnpuopuTeT NakeTa N3MeHSeTCA Ha TOT, KOTOPbI HACTPOEH Ha YCTPOWCTBE, Koraa
nakeT oTnpasnsieTca c ycTponcTea. Hanpumep, oTnpaBnseTtca naket L2 ¢ npuoputetom 4.
HanpaBneHve Bxoga CBA3aHO C MONMMTUKOM conocTtaeBneHus (policy-map). Ecnu naket
COOTBETCTBYET Nnonutuke, 3HadeHme CoS B nakeTe ycTaHaBnvmBaeTcsa paBHbiM 2. Korga nakeT
nepexeBaTbiBaeTCs Ha BbIXo4e, NPMOpUTET NakeTa paBeH 2.

OTKnoYeHne U3MeHeHUA npuoputeTa nakeToB

B pexvme rnobansHOM KOHUIypaumm 3anyctnte komangy mls qos comment disabled, 4Tobbl
OTKMNIOYNTb N3MEHEHNE NpMopUTETa NakeTa, T. €. Koraa nakeT OTNpaBnsieTcs C yCTPOWCTBA, ero
nNpuopuTeT TaKOM Xe, KaK 1 Npu oTrnpaBke nakeTa Ha YCTPOMCTBO.
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2.4. OrpaHnyeHus

e  Trust mode QOS Henb3s HacTpouTb Ha SVI.

o [Ina npoayktoB cepun QSW-6900 uneHbl rpynnbl fOMMYECKUX MOPTOB AOSMKHbI
HaxXoAUTbCA Ha OQHOM YCTPOWUCTBE.

e  OnemeHTbl, AoGaBnsieMble B rpynny NOMMYeckux NopToB, AOSHKHbI OblTb (hU3NYECKUMM
nopTamu unu arpervpyemMbiMu noptamu (AP).

o 3anpewatowas 3anncb B ACL, cooTBeTCTBYIOLWAas class-map, He 4eNCTBYeT.
o [poayktbl cepun QSW-6900 He nopaepkmeatoT moandmkaumio VID.

o Korga QoS npumeHsieTcs K UCXOASLLEMY HanpasneHuto, NpoaykTel cepumn QSW-6900
NM3MeHsT 3HadeHne DSCP pgns naketoB, NpPOMyckHas CAOCOBHOCTbL KOTOPbIX
npesbllLaeT orpaHUYeHne, HO COXpaHsT 3HadeHne CoS HemameHHbIM. Korga QoS
NPUMEHSETCH K BXOAALLIEMY HanpaBneHuto, npoayktbl cepum QSW 6900 nameHsoT
3HayeHne DSCP u 3HadyeHne COS ansa nakeToB, MPOMycKHas CNOCOBHOCTbL KOTOPbIX
npesblLLaeT orpaHnU4eHe.

o [Mpoayktbl cepum QSW-6900 nameHsitoT kak 3HadeHne DSCP, Tak u 3HavyeHne CoS gns
nakeToB, NMPOMyCKHasi CNOCOOHOCTb KOTOPLIX MpeBbiaeT numuT. locne ycTaHOBKK
none-tos npoayktbl cepmm QSW-6900 He nameHsaoT 3HavyeHne DSCP npy nameHeHuu
3HaveHna CoS.

o [Mpoayktbl cepun QSW-6900 He nogaepxmBatoT onuuio none-tos npu HacTponke CoS.

e B npoagykrax cepun QSW-6900 orpaHu4eHne nponyckHOW CrnoCOBHOCTM OCHOBAHO Ha
daKkTU4YEeCKOM  MNPOMYCKHOM  CMOCOOHOCTM,  BKMKOYas  Harpysky, Co34aBaemylo
npeambynon n MexkagpoBbiM MHTepBanom. MNpeambyna 1 mMexkagpoBbIi MHTepBar,
nepefaBaemblie B KaXgom nakeTe, 3aaHnmatot 20 6anTos.

o [lpoayktbl cepumn QSW-6900 nogaepxmBatoT MUHUMAIbHYKO CTENEHb AeTanu3auuu
orpaHumyeHnsa ckopoctn 8 kbut/c. CTeneHb peTanusaums OrpaHUYEHUs CKOPOCTU
3aBUCUT OT HACTPOEK OrpaHuMyeHnst ckopocTu. B cneaytowen Tabnmue nepevmcneHsl
B3aMMOCBSA3N MeXay OrpaHNYeHNSMN CKOPOCTM U CTEMNeEHbI0 AeTannsaumm.

[lnanasoH orpaHnyeHus
CKOPOCTU

oT 64 kbuT/c oo
2 [6ut/c

oT 2 dut/c go
4 [outlc

oT 4 'out/c po
8 [but/c

CTteneHb getanusaumm

8 kbut/c

16 kbuT/c

32 kbut/c

[lnanasoH orpaHnyeHus
CKOPOCTU

oT 8 out/c go
16 Iéut/c

oT 16 6uTt/c Oo
32 [out/c

oT 32 [6ut/c go
40 I'éuT/c

CteneHb getanusauumn

64 kbut/c

128 kbuTt/c

256 kbut/c

e [Ina BTOpOro napameTpa (BCnneck Tpaduka) B NOSIMTUKE OrpaHnYeHnsa ckopoctu QosS,
ecnn 3HayeHwe napameTpa CNULIKOM Marno, akTuyeckas CKOpPOCTb MOXET ObiTb
Ype3MepHO Marnon B criydae Bchnecka Tpaduka. Ecnv 3HavyeHne napameTpa CrnLLKOM
BENUKO, hakTuyeckas CKOpPOCTb MOXET ObITb cnnwkomM 6onbLion. Npu HeobxoanmocTu
Bbl MOXXETE UCNONb30BaTh CreAyoLLYy0 PpEKOMEHOyeMYO KOHpUrypaumio:

o (1) Ecnu HacTpoeHHOe orpaHuyeHne cKopocTM MeHble 1024
pekoMeHayemoe 3HadYeHue pasmepa naketa coctasnset 1024 k6awnT.

o (2) Ecnu ckoHdurypupoBaHHoe orpaHudeHne ckopoctn meHble 10 240 kbuT/c,
PEKOMEHAYETCS1 YCTaHOBUTb 3HAYEHME pa3Mepa MnakeTa TakMM Xe, Kak
OrPaHUYEHNEe CKOPOCTW, WM  UCMONb30BaTb MakCMMasribHOE  3HayeHue

KouT/c,
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(nonyctumoe 3HayeHve pasmepa naketa NpOAYKTOB MOXET ObiTb MeHbLUe YeMm
10 240 k6anT).

o (3) Ecnu HacTpoeHHbin npegen ckopoctv npesbiwaeT 10240 kbuT/c,
pekomMeHOyeTCs yCTaHOBUTb 3HaYeHWe pasMmepa nakeTta paBHbIM MakCUMarsibHO
OONYCTUMOMY 3HAYEHUIO ON1s1 YCTPOMUCTBA.

[lns BTOpOro napameTpa B NONUTUKE OrpaHNYeHUst ckopocTy QOS, Korga orpaHuyeHne
CKOPOCTM OTHOCUTENBHO BESIMKO, BTOPOM NapameTp HeobGXoAMMO CKOPPEKTUPOBaTb
COOTBETCTBYHOLMM 06pa3oM. B npoTMBHOM crnyyae npeden CKOPOCTU MOXET OblTb
HETOYHbIM.

Ons noptoB 10G unu 40G pekoMeHayeTCHa YCTaHOBUTbL MOPOr CKOPOCTU paBHbIM 32 nnm
bornbLue.

Mpoayktbl cepun QSW-6900 nopaepxuBatoT npumMeHeHwe nonutuk (policy map) K
ncxoasiemy HanpasIieHuUto.

Korga nonutuka npumeHsaetca Kk AP npoayktos cepum QSW-6900, nopTel-uneHbl AP
OOIMKHbI COOTBETCTBOBATbH CrefylowemMy YCnoBuo, 4YTOObl CKOH(UIypupoOBaHHOE
OorpaHuMyeHne NPomnyCcKHOM CNOCOBHOCTM BbINIO MPONYCKHOW CMNOCOBHOCTLIO, COBMECTHO
ncnonb3yemon BceMu noptamu-dneHamm AP: nopTbl-yneHbl AP AOMmKHbI NpyHagnexar
OAHOMY 1 TOMY e ycTponctey QSW-6900.

B npoayktax cepmm QSW-6900 class-map gomkHa 6biTb cBA3aHa ¢ ACL, noatomy Bce
orpaHuyeHnsd, HacTpoeHHble B ACL, goctynHbl ans dyHkumm QoS. MNogpobHee cm.
Hactpownka ACL.

MonnTUKN HeNb3a NPUMEHATL K SVI.

MonnTukn MoryT ObITb HACTPOEHbl B HarnpaeneHuu BbiBOA, HO He MOryT 6biTb
HacTpoeHbl Ha AP.

MonnTUKN, HAaCTPOEHHbIE B HaNpaBneHnn BblBoAa, He NOAAEPXKUBAIOT NepeMapKnpoBKy
3HayeHnss CoS naketoB. 3HayeHne COS nakeToB He MepemMapkupyeTcs npu
nepemapkuposke 3Ha4yeHns DSCP nakeTos.

QoS He noaaepxunBaeTcs A rpynn NorMYyeckmx NopToB B HAMpaBneHnn BblBOAA.

MopTbl BUpTyanbHoro kommyTupyemoro kaHana (Virtual Switching Link (VSL))
npoayktoB cepmn QSW-6900 ncnonbayroT anropMtMm nnaHunposaHus Strict Priority (SP)
+ Deficit Round Robin (DRR) no ymonuanuio. O4epedb 7 npMHMMAaEeT MiaHnpoBaHue
SP, a Beca gpyrux oyepenen paBHbl 1, YTO HE MOXET ObITb M3MEHEHO NOSb30BaATENAMMU.

Korga orpaHunyeHve wucxopsien ckopoctm QOS HacTpoeHO Ha MNpOoAyKTax cepun
QSW-6900, nepsble 32 nopTa He pa3gensoT orpaHNYeHne CKOPOCTU C MOCNeayoLWnMmn
noptamu. B pesynbtate k SVI npumensetcs QoS. Ecnn SVI cogepxuT nepsble 32
nopta v nocrnegywwue nopTtbl, Npeden MCXOAsWen CKOpoCTU yaBauBaeTca Ans
nakeToB, KOTOpbIE NepefalTCst NepBbiMM 32 NOPTaMM 1 NOCNESYIOLLMMM NOPTaMM.

Hanpumep, noptbei-yyactHukn VLAN 1 cogepxat Gi0/1, Gi/2, Gi0/33 n Gi0/34, a orpaHudeHne
ckopoct QoS B 10 Mout/c npumeHsietcs K VLAN 1. daktnyeckoe orpaHuyYeHmMe CKOpPOCTU
nakeToB, nepegaBaembix Gi0/1, Gi/2, Gi0/33 n Gi0/34 dakTnyeckn coctaenstot 20 Mout/c. Gi0/1
n Gi/2 wcnonb3yoT orpaHudenmne ckopoctn 10 Mowut/c, a Gi0/33 n Gi0/34 pasgensioT
orpaHuyeHne ckopoctu ewe 10 Méut/c.

Bbl MOXeTe 3anyckaTb TONbKO komaHgy show run, 4yTobbl MPOBEPUTH, BKMOYEHA
dyHkums WRED rnobaneHo.

HWXHMI nopor n MakcumarnbHasi BEpPOATHOCTb OTOpackiBaHMa ouepean o6pasyroT oaHy
rpynny koHdurypaumm WRED. KonuyecTBo nogaepxmBaemMblx rpynn KOHurypauuu
WRED 3aBucuT oT orpaHmnyeHus. MNMpoaykrel cepmm QSW-6900 nogaepxumeatot go 120
rpynn KoHdpurypauun WRED.
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e He pekomeHgyeTcs, 4TOObl HAaCTpPOEHHOE KONMMYecTBO rpynn KoHdwurypauum WRED
npesblwano 120. JononHutensbHble rpynnbl KoHurypauun WRED moryT npueectu K
HenpasunbHon pabore.

o  Ecnu HwxHuIM nopor paseH 100 %, dyHkuna WRED oTkntoyeHa.
o [Mpoayktel cepun QSW-6900 nogaepxusatoT HaCTPONKY CONOCTaBeHUsT N3NYECKNX

NnopTOB.

o  AAMMHUCTPATOPbLI MOryT HAacTpouTb conocTtaeneHnss DSCP-CoS n CoS-threshold gns
peanusaumn conoctasneHna DSCP-threshold.

o  AAMWHUCTPATOPbLI MOrYT HAacTpouTb conocTtaBneHns CoS-threshold n CoS-queue gns
peanusaumm conocTtaeneHus queue-threshold.

2.5. KoHdurypauusa

KoHdurypauus OnucaHue u KomaHaa
HacTtpowka (OnuuoHanbHO) Wcnonb3dyeTcs Ana  co3gaHud  mMHopmMaumm o
knaccmdunkaumm Knaccudukaumm notoka
NOTOKOB
class-map CospaeT knacc
match access- | CootsetcTtBue npasunam ACL
group
policy-map CospgaeT nonuTuky
class Accounmnpyert knacc
police HacTtpanBaeT nuMUT NpOMNyCcKHOM CNocoBHOCTH
Ons1 NOTOKOB U AencTene no obpaboTke nakeToB
3a NIMMUTOM
set HactpavBaeT noBegeHne AOnsi  WU3MEHEHUs
3Ha4yeHun CoS, DSCP un VID noTtokoB
virtual-group CospgaeT rpynny norM4yecknx MHTepdencoB wu
pobasnsieT MHTepdencobl B rpynny fOrnM4eCcKmx
MHTEpencos
service-policy MpumeHsieT NONUTUKY K NHTEpdelicy
HacTponka (OnuuoHanbHo) OH wncnonb3yeTcss Ana  HacTpowmku trust mode,
MapKMPOBKMX U 3Ha4yeHns COS MO YMOMYaHWIO M PasfnyHbIX COMOCTaBNEHUA AnS
oTOoOpaxeHus UHTepdenca
NpuopuTETOB ANs
[ERET0E mls qos trust M3meHsieT trust mode nHTepdeiic
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KoHdurypauus OnucaHue u KomaHaa
Hactporika mls qos cos M3meHsieT 3HayeHne COS no ymonyaHuio ans

MapK1UpPOBKU A

oTobpaxxeHns
NpUOPUTETOB ANg

UHTepdenca

NnakeToB

mls qos map cos-
dscp

HacTtpansaeT conoctaesneHne CoS-DSCP

neperpy3kamu

mls qos map | HactpaumBaeT conoctaBneHme DSCP-CoS
dscp-cos
HacTtpowka (OnuuoHanbHo) OH ucnonb3lyeTcss AN HACTPOMKM  OrpaHuyeHuns
orpaHuyeHuns CKOPOCTW Ons uHTepdenca
CKOpOCTH
MHTEPQENCa rate-limit HacTtpausaeT numuT Tpadvka aAns uHTepdeiica
HacTtponka (OnuuoHanbHo) OH wmcnonb3yeTcsl ANA HACTPOWKM COMOCTaBNEeHUs
ynpasneHuns CoS-queue, nonUTUK NnaHMpoBaHusa ovepeaent n round robin weight

priority-queue
cos-map

HacTtpauBaeT conoctaeneHme CoS-queue

priority-queue

HacTtpanBaeT nonvMTMKy nraHMpoOBaHUSA BbiBOAA
anga ovyepeam Ha SP

mls qos scheduler

HacTpanBaeT nonuTuky nnaHMpoBaHWsi BbiBOAA
Ansi oyepeau

wrr-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MONUTUKE  MflaHUPOBaHMUS
WRR ansa BbIXO4HOW o4yepeamn

drr-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MONUTUKE  MflaHUPOBAHMUS
DRR gna BeIxogHowm o4epeamn

wfg-queue HacTtpaueaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA MONMUTUKE  NNAHUPOBAHMS
WFQ ans BbIxogHOW ovepeau

gos queue HacTpavBaeT rapaHTMpOBaHHYD MWHUMAanbHYHO

MPOMYCKHY0  CMOCOBHOCTE U OrpaHUYEHHYHO
MaKkcUMaribHyl MPOMYCKHYK CMOCOBGHOCTL Ans
ouepeau

gos queue ecn

BkntovaeT cpyHkumo ovepean ECN
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Hactpofixa A0S | wwwtechru |
KoHdurypauus OnucaHue u KomaHaa
HacTtponka (OnuuoHanbHo) OH Mcnonb3yeTca ANs NpeaoTBpaLLeHUs neperpysku
npeaoTBpaLieHns CeTM NyTeM HACTPOVKM OTOpacbiBaHNS NaKeToB
neperpyskm
queueing wred BkntovaeT pyHkumo WRED
wrr-queue HactpavBaeT BecC BbIOOpKM NakeToB, KOTOPbIE
random-detect 6yayT otbpackiBaTbcst WRED
sample-weight
wrr-queue HacTtpaunBaeT HWkHee NoporoBoe 3HayeHue ans
random-detect nakeToB, oTbpacbiBaeMbix WRED
min-threshold
wrr-queue HactpavBaeT BepxHMIA NOpoOr Ans NakeToB,
random-detect oTbpacbiBaeMbix WRED (B npoueHTax)
max-threshold
wrr-queue HactpavBaeT HWXHWIA nopor Ans NakeToB,
random-detect oTbpacbiBaeMblx WRED (B auenkax)
min-threshold cell
wrr-queue HactpanBaer ©onee BbICOKMA nopor Aand
random-detect nakeToB, oTbpacbiBaeMbix WRED (B siuenkax)
max-threshold
cell
wrr-queue HactpavBaeT MakcumarnbHyld  BEPOSITHOCTb
random-detect oTbpacbiBaHus MakeToB., oTOpacbiBaeMbIX
probability WRED
wrr-queue  cos- | Hactpaumeaet conoctaBneHue threshold-CoS
map
HacTtpownka (OnumoHanbHO) Mcnonb3yeTca Ansa yCTaHOBKM pexunma oTobpakeHus
oTobpaxeHus oyepenn 1 HaCTPOKMKKM BCEX ovepeden Ha ycTponctee Ha 0—7
oyepea U pexum
HacTpomku qos-queue BkriouaeT oToOBpaxeHMe ouepean W pexum
compatible enable | koHuUrypaumm Bcex ouepenen Ha yCTpOMNCTBE Ha
0-7
OTkntoyeHve (OnumoHanbHo) Wcnonmb3dyeTca  ana  OTKIOYEHUA  U3MEHEHUs
N3MeHeHus npuopuTeTa naketa
npuopuTeTa NakeTos
mls qos remark | OTknioyaeT M3aMeHeHne npuopuTeTa NakeToB
disable
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2.5.1. Hactpouka knaccudukaumm noToKkoB

2.5.1.1. ekt KoHDUrypaumm

o CospanTe Knacc n conoctaebTe NpaBuna Knaccmgukaumu.

o Cospante nONUTUKY, MNPUBSKMTE MNOBEOEHUS Kracca M MNoToKa W CBSXKUTE C
UHTepdencom.

2.5.1.2. MNpumeyaHus

° MmeHa knaccoB 1 NONNTUK He MOTYT coAep>aTb oonee 31 cumBona.

o  KoHdurypaumm mHTepdernca onyckaroT TONbKO KOHdurypaumm uHtepdenca AP u
Ethernet. HekoTopble nNpoayKTbl NOAOEPXMBAKOT MOMAUTUKKA, MNPUMEHSEMbIE K
UHTepdencam SVI ¢ nomouwlblo komaHabl service-policy. Korga un dusmyeckue
UHTepdencol, N UHTepdencbl SVI HacTpPOeHbl C MOMOLUBID MNOMUTUK, MpUOpUTET
13MYECKUX MHTEPGENCOB BbILLE, YeM Y MHTepderncoB SVI.

e Ecnu 3anyctutb KomaHgy service-policy B pexume rnobanbHon KoHUrypaumm,
NonNUTUKN ByayT NPUMEHSATLCH KO BCEM MHTepdencam, KOTopble MOXHO HacTpouTb C
NMOMOLLIbIO MOMUTUK.

2.5.1.3. LLlarn HacTpounku

Co3paHue knacca n conoctaBneHue npasun ACL
o HeobGsazaTenbHbIN.

e Cospante knacc. B pexnme koHdurypauum knacca conoctasbTe ACL, IP PRE wnu
DSCP.

Co3paHue NoNUTUKKU
e HeobssaTenbHbIN.

e Cospante nonutuky. B pexume KoHUrypauum nonuTvKM NPUBSHKUTE MoBeaeHue
Krnacca v noToka.

Co3paHue rpynnbl Norm4yeckux nHTepcdencoB n nobasneHue nHtepcgencos B

rpynny normyeckux uHtepcencos

¢ Heobs3aTenbHbIN.

e Cospante rpynny normdecknx uHTepdencos n gobaBbTe MHTEpdENCHl B rpynny
NOrMyecKknx MHTepgENCoB.

NMpumeHeHMe NoNUTUKK K MHTepdency
e HeobGsa3aTenbHbIN.

o  CBSXMTE HACTPOEHHYIO NONINTUKY C YKa3aHHbIM MHTEPENCOM UMK FPYNNOn JIOrMYEeCKNX
nHTEepencos.

2.5.1.4. NpoBepka

e 3anyctute KomaHgy show class-map, 4ToGbl NPOBEPUTDL, YCAELLHO M CO3A4aH Kacc U
YCMELIHO NN CONOCTaBNEHbI NpaBuna.

e 3anyctute komaHgy show policy-map, 4ToGbl NpoBepuTb, YCMELWHO NM co3daHa
NoNUTMKa 1 yCnewHo N CBA3aHbl NOBeAEHME Kracca 1 NOToKa.

e 3anyctute komaHgy show mls qos interface, 4To6bl NpOBEpPUTbL, CBA3aH U
MHTEepENC C NOSTIUTUKON.

e 3anyctute komaHgy show virtual-group, 4To6bl NpoBepuTb MHTEPdENCHI B rpynne
NOrMYecKknx MHTEpPgENCoB.
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3anyctute komaHgy show mls qos virtual-group, 4To6bl NPOBEPUTL, CBA3aHa nn

rpynna norMyeckoro uHTepgenca ¢ nonnTUKOMN.

2.5.1.5. CBA3aHHaA KoMaHAaa

Co3paHue knacca

KomaHga class-map class-map-name
OnucaHue class-map-name: ykasbiBaeT MMS co3gaBaemoro knacca. MimMsi He moxeT
napameTpoB copepxatb 6onee 31 cumBona

Pexum komaHg

Pexunm rnobanbHon KoHdurypauum

CootBetctBUEe ACL
KomaHga match access-group access-list-number
Onucanue access-list-number: ykasbiBaeT Homep crnvcka ACL, KOTOPbIN JOSMKEH ObITb
napameTpoB conocTaBneH

Pexum komaHg

Pexum koHdurypaumm knacca

Co3paHne NoNMUTUKU

KomaHga policy-map policy-map-name
Onucanne policy-map-name: ykasbiBaeT UMs co3gaBaemMon nonuTukn. ma He moxet
napamMmeTpoB cogepxaTb 6onee 31 cumBona

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

CBsA3biBaHMe Knacca

KomaHpa class class-map-name
Onuncanne class-map-name: ykasbiBaeT UMS Kracca, KoTopbln ByaeT cBa3aH
napameTpoB

Pexnm komaHa

Pexnm koHdurypaumm nonmTukm

MpuBAska noBeaeHUn ans nameHeHusi 3HadyeHun CoS, DSCP m VID noTokoB

KomaHga set { ip dscp new-dscp | cos new-cos [ none-tos ]}
Onuncanne ip dscp new-dscp: nameHsieT 3HayeHne DSCP noTokoB Ha new-dscp B
napameTpoB AnanasoHe ot 0 go 63.

COS New-cos: u3MeHsleT 3HadeHne CoS NOTOKOB Ha NEW-COS B AvanasoHe
otr0po7.
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OnwucaHue
napamMmeTpoB

none-tos: He wu3MeHdAeT 3HayeHne DSCP nakeToB nNpu M3MEHEHUU
3Ha4yeHuda CoS nakeTos.

vid new-vid: namexset VLAN ID notokoB Ha new-vid B gnana3oHe oT 1 oo
4094

Pexum komaHg,

Pexum koHdurypaumm knacca

MpuBaA3ka nMMMTa NPONYCKHOM CNOCOOHOCTU ANs NOTOKOB U AEUCTBUA NO
o6paboTke NnakeToB, NPeBbIWAKLWUX IMMUT

KomaHga police rate-bps burst-byte [ exceed-action { drop | dscp new-dscp | cos
new-cos [ none-tos ]} ]

Onucanwne rate-bps: ykasblBaeT orpaHuMyeHne MNpOoMyCKHOW CMOCOBHOCTM B CeKyHay

napameTpoB (k6uT). [IManasoH 3Ha4YeHW onpeaensdeTca NpoayKTamu.

burst-byte: ykasblBaeT orpaHuyeHve Ha nakeTHbI Tpaduk (k6awuT).
[nana3oH 3HayeHun onpegenseTcs NPoAyKTaMu.

drop: otbpacbiBaeT nakeTbl 3a Npegenamm NPonyckHoOM CNOCOBHOCTM.

dscp new-dscp: nameHsiet s3HadeHne DSCP gns nakeToB, BbIXOASLLMX 3a
npegensl NoNockl NponyckaHus, Ha new-dscp B gnanasoHe o1 0 go 63.

COS New-cos: naMeHseT aHavyeHne CoS nakeTos, BbIXOAALIMX 3a npeaensb
Nonockl NPOMNyckaHus, Ha New-cos, B AnanasoHe ot oT 0 oo 7.

none-tos: He wu3MeHseT 3HayeHMe DSCP nakeToB nNpu M3MeEHeHUn
3HayeHuna CoS nakeTos

Pexum komaHg

Pexnm koHdurypaumm knacca

Co3paHue rpynnbl Norm4yeckux nHtepdencos n nobaBneHne nHtepcgencos B
rpynny norm4yeckux uHrepcencon

KomaHga virtual-group virtual-group-number
Onuncanne virtual-group-number: yka3sbiBaeT HOMep rpynnbl FIOrMYeCcKoro nHTepdenca
napamMmeTpoB B Auanas3oHe o1 1 go 128

Pexnm komaHa

Cospgante rpynny noOrM4ecknx WHTEpdENCoOB B pexume rnodanbHom
KOHcurypaumm, nobasbte MHTEPKENC B rpynny NOrMYeckmux nHTepdencoB
B pexume KoHurypaumm wuHTepdenco. Ecnm rpynnbl  NOrMYECKUX
WHTepcencoB He CyllecTByeT, HeobxoAMMO cHadana cosgaTb rpynny
nornvyecknx uHTEepdencoB, a 3atem AobaBuTb MHTepdencbl B rpynny
nornyeckmx nHtepdencos
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NMpumeHeHMe NONUTUKN K UHTepdency

KomaHpa service-policy {input | output } policy-map-name
Onucaxve input: NnpMMeHeHWe ansa Bxogswero Tpaduka nHTepdenca.
napameTpoB

output: npyumeHeHWe Ans ucxoaswero Tpadmka nHTepgenca.
policy-map-name: yka3blBaeT UM MNOMANTUKK, NPUMEHEHHON K UHTEpPAency

Pexum komaHa | Pexum koHdurypaumm mHTepdenca/Pexum rnobanbHon KoHdurypauuun/

Pexnm rpynnbl nOrM4eCknx nopTtos

2.5.1.6. Mpumep KoHcuUrypaumumn

Co3paHue YyeTbipex KnaccoB NoTtokoB u conoctaBneHue ACL, IP PRE n DSCP

LWarn
HaCTPOWKU

e Cospante npasuna ACL.
e CosganTte YeTblpe Knacca noTokos u conoctasbTe ACL, IP PRE n DSCP

QTECH# configure terminal
QTECH(config)# access-list 11 permit host 192.168.23.61

QTECH(config)# class-map cmapl
QTECH(config-cmap)# match access-group 11
QTECH(config-cmap)# exit

lMpoBepka | [NpoBepbTe NpaBUIIbHOCTbL CO3aaHHbIX Npasun ACL 1 npasusi NOTOKOBOTO Krnacca

QTECH# show access-lists
ip access-list standard 11
10 permit host 192.168.23.61

QTECH# show class-map
Class Map cmapl

Match access-group 11

2.5.2. HacTponka MapKMpOBKU U OTOOpaXXeHMsA NPUMOPUTETOB AJIA NaKeToB

2.5.2.1. AdpdeKkT koHduUrypaumm

e HactpownTe trust mode n 3Ha4yeHne CoS no ymon4yaHuio angd nHrepderica.
e HactponTe conoctasneHmna CoS-DSCP n DSCP-CoS.
e Hactponka ka4ectBa ob6CcnyxvBaHns
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2.5.2.2. NpumeyaHus

KoHdburypaumm nHtepdenca gonyckaroT Tonbko KoHdurypaumm nHtepdernca AP n Ethernet.

2.5.2.3. LLlarn HacTpounku

HacTtpouka trust mode n saHayeHnsa CoS no ymon4yaHuio Ansa nHtepcgenca
e HeobsasaTenbHbIN.

o B pexunme koHurypauum mHtepdgenca Hactponte trust mode n 3HavyeHne CoS no
yMOn4aHuio Anga uHtepdenca.

Hactpounka conoctaBneHumn CoS-DSCP u DSCP-CoS
o HeobGsaszaTenbHbIN.
e HacTponTe pasnuyHblie CoONnocTaBneHus.

2.5.2.4. NpoBepka

e 3anyctute komaHgy show mls qos interface, 4yToGbl 0TOGpasuTL trust mode u
3HadeHne COS no ymonyaHuio ansa nHrepdenica.

e 3anyctute kKomangy show mls gqos maps, 4Tobbl 0TOOpasvMTb CONOCTaBEHUS
Co0S-to-DSCP n DSCP-to-CoS.

2.5.2.5. CBaA3aHHaA KomaHAaa
HacTtponka nHtepdenca trust mode

KomaHga mls qos trust { cos | ip-precedence | dscp }
Onucanne COS: HacTpauBaeT uHTepdenca trust mode k CoS.
napameTpoB

ip-precedence: HacTpamBaeT nHTepdenca trust mode Ha IP PRE.
dscp: HacTpauBaeT nHtepdelrica trust mode k DSCP

Pexnm komaHg | Pexum KoHdurypaumum nHtepdenca

Hactpouka 3Ha4yeHus CoS no ymon4yaHuio ans nHrepdenca

KomaHpa mls qos cos default-cos
Onuncanne default-cos: HacTpanBaeT 3Ha4yeHne COS no ymon4aHuio B guanasoHe ot 0
napameTpoB 80 7. 3HayeHne no ymonyaHmio — 0

Pexnm komaHg | Pexum KoHdurypauum nHtepdenca

Hactpownka CoS-to-DSCP map

KomaHga mls qos map cos-dscp dscp1...dscp8
Onuncanne dscp7....dscp8: ykasbiBaeT 3HadeHnsa DSCP, conoctaBrieHHble Co
napameTpoB 3HavyeHuamMmn CoS. 3HayeHnss CoS no ymonyanuio 0—7 oTtobpaxarTcs Ha

DSCP 0, 8, 16, 24, 32, 40, 48 n 56 cooTBeTCcTBEHHO. 3HayeHne DSCP
HaxoauTcs B gnanasoHe ot 0 go 63
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Pexum komaHg | Pexxum rmobanbHon koHdurypaumm

Hactpownka DSCP-t0-CoS map

KomaHga mls qos map dscp-cos dscp-list to cos
Onucanwne dscp-list: ykasbiBaeT cnmcok DSCP, conocTaBneHHbIn co 3HadeHuamn CosS.
napameTpoB DSCP 0-7 no ymon4yaHuto conoctaBnawTcd ¢ CoS 0, DSCP 8-15

conocTtaBnsatTcsa ¢ CoS 1, DSCP 16-23 conocTtaenstoTea ¢ CoS 2, DSCP
24-31 conoctaBndatotcs ¢ CoS 3, DSCP 32-39 conocTtaBnstoTtcs ¢ CoS 4,
DSCP 40-47 conoctaBnsietca ¢ CoS 5, DSCP 48-55 conocrtaBnsdeTcsa c
CoS 6, a DSCP 56-63 conoctaBndetcd ¢ CoS 7. 3HayeHne DSCP
HaxoauTcs B AnanasoHe oT 0 oo 63.

COS: ykasbiBaeT 3HaueHus CoS, conocTtasrneHHble ¢ DSCP-cnickoMm, B
AvanasoHe ot ot 0 go 7

Pexum komaHg | Pexxm rmobanbHon koHdurypaumm

2.5.2.6. Npumep KoHcpUrypauumm

HacTtpouka trust mode n saHadyeHnsa CoS no ymonyaHuio ans nHtepdenca

Warn
HaCTPONKK

e MameHuTe trust mode nHtepdpenca gigabitEthernet 0/0 Ha DSCP.

e WN3meHuTe 3HadeHne COS MO yMoOnNuaHuw Ans uHTepdenca
gigabitEthernet 0/1 Ha 7

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/0)# exit
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# mls qos cos 7
QTECH(config-if-GigabitEthernet 0/1)# exit

MpoBepka

Y6egutecsb, 4to trust mode n 3Ha4yeHne CoS no yMONYaHuio yCreLHO HaCTPOEeHb!
ana nHtepdeiica

QTECH# show mls qos interface gigabitEthernet 0/0
Interface: GigabitEthernet 0/0

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: dscp
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Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: none

Default cos: 7

Hactpouka conoctaBneHum CoS-to-DSCP n DSCP-t0-CoS

Warn e Hactponte CoS-to-DSCP ansa conoctaenenmsa CoS 0,1, 2, 3,4,5,6n7
HaCTPONKK ¢ DSCP 7, 14, 21, 28, 35, 42, 49 1 56 cOOTBETCTBEHHO.

e Hactponte DSCP-to-CoS ans conoctaBnexmss DSCP 0, 1, 2,3 14 c CoS
4unDSCP 11,12,13mn14c CoS 7

QTECH# configure terminal

QTECH(config)# mls qos map cos-dscp 7 14 2128 35 42 49 56
QTECH(config)# mls qos map dscp-cos 0123 4to 4
QTECH(config)# mls qos map dscp-cos 111213 14 to 7

MpoBepka | MpoBepbTe, BCE MM COMOCTaBIIEHNS YCMELWHO HAaCTPOEHI

QTECH# show mls qos maps cos-dscp

cos dscp

7
14
21
28
35
42
49
56

~N o OB ON &, O
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QTECH# show mls qos maps dscp-cos

dscp cos dscp cos dscp cos dscp cos
0 4 1 4 2 4 3 4

4 4 5 0 6 0 7 0

8 1 9 1 10 1 n 7
12 7 13 7 14 7 15 1

16 2 17 2 18 2 19 2
20 2 21 2 22 2 23 2
24 3 25 3 26 3 27 3
28 3 29 3 30 3 31 3
32 4 33 4 34 4 35 4
36 4 37 4 38 4 39 4
40 5 41 5 42 5 43 5
44 5 45 5 46 5 47 5
48 6 49 6 50 6 51 6
52 6 53 6 94 6 95 6
56 7 57 7 58 7 59 1
60 7 61 7 62 7 63 1

2.5.3. HacTpounka orpaHM4eHusi CKOpoCcTu nHTepdenca

2.5.3.1. AcpheKkT KoHUrypaumm

HacTtponte numut Tpaduka gns nHtepdgenca.

2.5.3.2. NMpumeyaHuns

KoHdurypaums nogaepxuneaeTcsa Tonbko nHTepdencammn Ethernet.

2.5.3.3. LLlarn HacTpounku

Hactpownka numuta Tpachuka ana nHrepdenca
e HeobGsasaTenbHbIN.
e HacTpoiTe orpaHnyeHme Ha Tpaduk U nakeTHbIN Tpaduk ons nHrepdenca.

2.5.3.4. NpoBepka

3anyctnte komaHgy show mls qos rate-limit, 4tobbl OTOGpa3uTb WHpoOpmMaumio 06
OrpaHNYeHn CKOPOCTU ANst MHTepdenca.
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2.5.3.5. CBA3aHHaA KomaHAaa

HacTpounka numurta Tpaduka ana nHrepdenca

KomaHga rate-limit { input | output } bps burst-size
OnucaHue input: ykasbiBaeT HanpaBneHne BBoda nHtepderica.
napameTpoB

output: ykasblBaeT HanpaBrieHne BbiIBOAa HTepderica.

bps: ykasbiBaeT orpaHM4eHne NponyckHOM CMocoBHOCTM B cekyHay (KouT).
[manasoH 3Ha4eHui onpeaensieTcs NPoAyKTamu.

burst-size: ykasbiBaeT orpaHuyeHne Ha Bcnneck Tpaduka (k6anT).
[wnanasoH 3Ha4eHuin onpegenseTca Nnpoaykramu

Pexum komaHng | Pexum koHurypaumm nHtepdgenca

2.5.3.6. Mpumep KoHcuUrypaumumn

TunuyHoe npUMeHeHne — oOrpaHuMYeHue CKOPOCTU WHTepdhenca +
nepemMapkupoBKa npuopuTeTa

Warn
HaCTPOWKU

e [Ins goctyna B VIHTEpHET C MCMNonb30BaHUEM BbIXOOHOTO MHTepdenca
HaCcTpoWTe orpaHuyeHre ncxoasuero Tpaduka Ha uHtepdence G0/24, a
TaKxKe yCTaHOBUTE OrpaHuyYeHne nosockl nponyckaHnsa Ha 102 400 kbut/c
N orpaHudeHmne Bcnnecka Tpaduka Ha 256 K6anT B cekyHAy.

e [Ins 3g0aHnsa obLEXMTUS HAaCcTPOMUTE OrpaHNYeHne BXxodsllero Tpaduka
Ha uHTepdence GO/3, a Takke YCTaHOBUTE OrpaHUYEHWE MNPOMYCKHOM
cnocobHoctn Ha 51200 kbuTt/c 1 orpaHudeHne Bcnnecka Tpadumka Ha
256 KONT B cekyHAay.

e [1ns yyeBHOro 3gaHus HaCTpoMTE OrpaHuYeHne Bxoasiiero Tpadmka Ha
uHTepdence GO/1, a Takke YCTaHOBUTE OrpaHUYEHUE MNPOMNYCKHOM
cnocobHoctn Ha 30720 kbuT/c 1 orpaHudeHne Bcnnecka Tpadmka Ha
256 kbGanT B cekyHay.

e [Ins naGopaTtopun cosganTte knacc cmap_dscp7 ans COOTBETCTBUSA
npuoputety DSCP 7, cospanTe nonutuky pmap_test ana csBdaAsm C
cmap_dscp7, npuBs>kMTe NoBefeHne NoToka ANA U3MEHEHUS 3HayYeHus
DSCP gna nakeToB, CKOpPOCTb KOTOpbIX npeBbiwaetr 20M Ha 16,
npumMeHnTe pmap_test k uHTepdency G0/2, n HacTponTe MHTEPdENC Ha
nosepue DSCP

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/24
QTECH(config-if-GigabitEthernet 0/24# rate-limit output 102400 256
QTECH(config-if-GigabitEthernet 0/24)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3# rate-limit input 51200 256
QTECH(config-if-GigabitEthernet 0/3)# exit

QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1# rate-limit input 30720 256
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# class-map cmap_dscp7

QTECH(config-cmap)# match ip dscp 7

QTECH(config-cmap)# exit

QTECH(config)# policy-map pmap_test

QTECH(config-pmap)# class cmap_dscp7
QTECH(config-pmap-c)# police 20480 128 exceed-action dscp 16
QTECH(config-pmap-c)# exit

QTECH(config-pmap)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2# service-policy input pmap_test
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/2)# exit

MpoBepka

e [lpoBepbTe, ycCMewWHO W  HACTPOEHO OrpaHW4YeHue  CKOPOCTU
nHTepdenca.

e Ybegutecb, 4TO KNacC M MNOMMTUKA YCMELHO CO34aHbl M YCMELIHO
NpPUMeHeHbI K uHTepdency

QTECH# show mls qos rate-limit
Interface: GigabitEthernet 0/1

rate limit input Kbps = 30720 burst = 256
Interface: GigabitEthernet 0/3

rate limit input Kbps = 51200 burst = 256
Interface: GigabitEthernet 0/24

rate limit output Kbps = 102400 burst = 256
QTECH# show class-map cmap_dscp7

Class Map cmap_dscp?7
Match ip dscp 7
QTECH# show policy-map pmap_test

Policy Map pmap_test

Class cmap_dscp7

police 20480 128 exceed-action dscp 16
QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2
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Ratelimit input:

Ratelimit output:

Attached input policy-map: pmap_test
Attached output policy-map:

Default trust: dscp

Default cos: 0

2.5.4. HacTtpo#ka ynpaBrneHus neperpyskamm

2.5.4.1.

2.5.4.3.

Ad ekt KOHpUrypaumum
HacTtponTe conoctaeneHne CoS-to-queue.

HacTtponTe nonuTtuky nnaHupoBaHua n round robin weight ansa seixogHon ovepeau.

HacTpoiiTe  rapaHTUMpPOBaHHYdO  MUHMMAIbHYO  MPOMYCKHYD  CMOCOBHOCTb
OrpaHMYeHHY0 MakCMMarnbHY NPOMYCKHY CNOCOGHOCTL ANs oYepeau.

Bkntounte pyHkumio ovepean ECN.

MpumevaHun

KoHdpurypaumsa nHtepdenca gonyckaetcs TonbKo Ha uHTepdencax AP n Ethernet.

O6e dpyHkumn ECN 1 WRED pomkHbl 6blTb HAaCTpOEHbl Ans BKIOYEHUS YHKUMK

oyepean ECN.

Larn HacTpoukn

KoHdurypupoBaHue conoctaBneHnn CoS-to-unicast n CoS-to-multicast

OnuyuoHanbHo.

HacTtponTe conoctaesnenna CoS-to-queue. B npogykrax, nogaepxmsarowmx ovepeam

MHOroaapeCcHON paccbifik1, MOXXHO HAacTpoUTb conoctaeneHme CoS-to-multicast.

Hactpoika nonutuk nnaHupoBaHnusa n round robin weight ana ogHoaapecHbIX
M MHOroagpecHbIX BbIXOAHbIX ovepenen

OnuyuoHanbsHo.

HacTtponTte nmonntuky nnaHMpoBaHUS Ons ovepenm BbiBoga u uamenHute round robin
weight. B npoaykTtax, noogepXxuBaroLLmx odepean MHOroaapecHOM pPaccCbifiki, MOXHO
HacCTPOUTb MOMUTUKM NraHMpoBaHusa K kKoadduumeHTtsl round robin weight gns

oyepenen MHoroagpecHoOM pacChISiku.

HacTtponka rapaHTUpOBaHHOW MMHMMaNbHOW MNPOMYCKHOW CMOCOOHOCTU M
OrpaHM4eHHOW MaKCMManbHOW NPONYCKHOW CNOCOOHOCTU ANnA ovyepeaum

OnumoHanbHo.

HacTpoiTe rapaHTUpOBaHHYlO  MWHMMAsnbHYO  MPOMYCKHYH  CMOCOBHOCTbL
OrpaHMYeHHY0 MakCcMMarnbHY NPOMYCKHY CNOCOBGHOCTL ANs ovepeaum.

Bknro4yeHune oyepean ECN

OnumoHanbHo.
Bkntounte cpyHkumio ovepean ECN.
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2.5.4.4. NMpoBepka

e 3anyctute komaHgy show mls qos queuing, 4Tobbl 0TO6Pa3nTbL MHGOPMaLmo 06
odepeam BbIBOAA.

e 3anyctute komaHgy show mls qos scheduler, 4yToGbl 0TOGPaA3UTL MNONUTUKY
nraHMpoBaHKs NS odepean BbiBOAA.

e 3anyctute komaHgy show qos bandwidth, 4TOGbI 0OTOGpPa3nTL NPOMYCKHYIO
crnocobHoCTb o4yepean.

2.5.4.5. CBA3aHHaA KoMaHAaa

Hactpounka CoS-to-Queue map

KomaHga priority-queue cos-map qid cosO [ cosl [ cos2 [ cos3 [ cos4 [ cosh [ cos6 [
cos7]]]1111]

Onucanne gid: ykasblBaeT uaeHTUMKaTOp o4vepean, KoTopbli Heobxoaumo

napameTpoB CconocTaBuUTb, B anana3oHe oT 1 go 8.

cos0~cos7: ykasbiBaeT 3HayeHusa CoOS, KoTopble [OMMKHbl ObiTb
conocTasneHsbl ¢ gid. 3HadeHnsa CoS no ymonyaHuio 0~7 conocraensatoTcA
c ouepeasmn 1~8. [lnanasoH 3HaveHn ot 0 go 7

Pexxum komaHpg,

Pexwum rnobansHon koHUrypaumm

HacTpoiika nonutnkn nnaHMpoBaHUA ons ovyepenu Bbisoga B SP

KomaHpa

priority-queue

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

HacTpoiika nonuTnkn nnaHMpoBaHusA Ans ouyepeamn BbiBoAa

KomaHga mls qos scheduler {sp | rr | wrr | drr | wfq }
OnucaHue Sp: yCTaHaBnuBaeT anropuTM NiaHMpoBaHWs Ans odepeau BbiBoga Ha SP.
PRIk rr: yCTaHaBMBAET anropuTM MaH1poBaHus Ansi o4epeam BbiBoaa Ha RR.

WIT: yCTaHaBnuBaeT anroputM NraHUpOBaHUA ANa ovepedu BbiBOAa Ha
WRR.

drr: ycTtaHaBnuBaeT anroputM MNNaHNpoBaHWA O oYepean BbiBoda Ha
DRR.

wfq: ycTaHaBnuBaeT anropuTm NnaHMPOBaHWUS O ovepean BbiBoga Ha
WFQ

Pexnm komaHa

Mmo6anbHbIN/MHTEPENCHBIN PeXUM KOHUrypaumm
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Hactponka nonutukm nnaHmpoBaHusa u round robin weight ana BbIxoaHOWM

ovepeau
KomaHga {drr-queue | wrr-queue | wfg-queue } bandwidth weightl...weight8
Onucanwne drr-queue: HacTpamsaeT round robin weight, cooTBeTCTBYIOLLMI NONUTUKE
napamMmeTpoB nnaHmpoBaHua DRR anga BbIXogHOW ovepean.

wrr-queue: HacTpamaeT round robin weight, COOTBETCTBYHOLLMI NONUTUKE
nnaHnpoBaHua WRR ans BbixogHon ovepeau.

wfg-queue: HacTpauBaeT round robin weight, COOTBETCTBYIOLLMI NONUTUKE
nnannposanns WFQ A BbIXOAHOW ovepeau.

weightl...weight8: yka3biBaeT Bec ovepeaen ¢ 1 no 8. [lnanasoH 3Ha4YeHUN
onpegendetca npogyktamu. 3HadeHne 0 ykasbiBaeT, 4YTO ouvepenpb
nucnonb3yet anroputMm nnaHuposaHms SP. Bec no ymonyaHuio ansg
rnobanbHbIX/MHTEPdENCHLIX ovepenen coctaenseT 1:1

Pexum komaHg

Mmo6anbHbIN/MHTEPdENCHBIN PeXnM KoHUrypaumm

HacTtponka rapaHTMpoBaHHOW MMWHUMaNbHOW MPOMYCKHOW CMOCOOHOCTU M
OrpaHM4eHHOW MaKCUMasribHOW NPOMNYCKHOW CNOCOOHOCTU ANnA ovyepeaun

KomaHga gos queue queue-id bandwidth { minimum | maximum } bandwidth
OnucaHue gueue: HacTpauBaeT rapaHTUPOBAHHYD MWHUMArbHYK MNPOMYCKHYHO
napameTpos CMOCOBHOCTb NI OrPaHNYEHHYI0 MakCMMaribHYH NPOMYCKHYH CNOCOBHOCTL
ANa  YyCTPOMCTB, KOTOpble MO3BOMAT HacTpavBaTb OrpaHNYeHus
NPOMNYCKHOM CMOCOBHOCTM Kak Ans  OgHoagpecHoW, Tak u  gns
MHOroaZipecHon ovepeau.
queue-id: ykasblBaeT MaeHTUUKATOP ouvepean, KOTopbin Heobxoaumo
HacTpouTb, B AnanasoHe ot 1 oo 8
Onuncanne minimum bandwidth: ykasbiBaeT rapaHTUPOBaHHY0 MWHUMAaIbHYHO
napamMmeTpoB NPOMNYCKHY CnocobHOCTb, KOUT/C. [Quanas3oH 3HaveHu onpegensiercs

npoayktamu. o ymonyaHuto oH He HacTPOEH.

maximum  bandwidth: yka3biBaeT OrpaHM4YEHHYI0  MaKCUMaIbHYHO
NPOMYCKHY CcrnocobHOCTb, KOUT/C. [Ouanas3oH 3HavyeHu onpegensiercs
npoayktamu. o ymonyaHuio OH He HacTPOEH

Pexnm komana

Pexnm koHdurypaumm nitepdenca

Bknro4yeHune oyepean ECN
KomaHga gos queue gqueue-id ecn
Onuncanne gueue-id: naeHTudmkaTop odepean. vanasoH: ot 1 oo 8
napameTpoB

Pexnm komaHa

Pexum koHdurypaumm nHrtepderica
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PykoBoacTteo no
NCNoSb30BaHNIO

0O6e gyHkumn ECN n WRED pomkHbl GbiTb HAaCTPOEHbI A1 BKIHOYEHMS
dyHKUMK ovepeamn ECN

2.5.4.6. Mpumep KoHcuUrypaumum

HacTtponka conoctaBneHus

CoS-to-queue U3MeHeHue

nnaHupoBaHus u ee round robin weight

MNOJINTUKHN

Warn
HaCTPOMKK

° HacTponTe conoctaBneHue CoS-to-queue Ha conocTasneHve 3HaYeHun

CoS0,1,2,3,4,5,6 n7covepeaamn 1,2,5,5,5,5,7n8.

e HacTtpoliTe nonMTUKy NnaHMpoBaHus BbiBoAa Ans odepean Ha DRR u

round robin weight Ha 2:1:1:1:6:6:6:8

QTECH# configure terminal

QTECH(config)# priority-queue cos-map1255557 8
QTECH(config)# mls qos scheduler drr
QTECH(config)# drr-queue bandwidth 21116 6 6 8

MpoBepka

MpoBepbTe, ycnewHo nuM co3gaHo conocTaeneHne CoS-to-queue, a Takke
YCMELHO NN HACTPOEHbl NOMMTMKA MIaHMPOBAHUSA BbIXOAHbLIX AaHHbIX M round

robin weight ansa ouepean

QTECH# show mls qos scheduler
Global Multi-Layer Switching scheduling

Deficit Round Robin

QTECH# show mls qos queueing

CoS-to-queue map:

Cos qid
0 1
1 2
2 5
3 5
4 5
5 5
6 7
7 8

wrr bandwidth weights:

qgid weights
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00 N o8 O N WO

1
1
1
1
1
1
1

drr bandwidth weights:
qid weights

00 ~N o8 O~ WN /T
o~ O O & /=N

wfq bandwidth weights:
qid weights

0 N o8 Ol &~ W N/

Bknro4yeHune oyepean ECN

Warn
HaCTPONKK

Bkntounte ECN B ouepeam 1 nHtepdenca gigabitEthernet 0/1

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1)# qos queue 1 ecn
QTECH(config-if-GigabitEthernet 0/1)# exit

MpoBepka

3anycTtuTe koMaHay show run, 4ToGbl NPoOBEPUTL pesynbTaT

TunuyHoe npumMeHeHWe — nepemMapkKkupoBKa npuoputeTtoB + nriaHUpoBaHue

ouyepenm
Warun e Cospgainite ACL ans pgoctyna K pasnuyHbiM cepBepaM U co3fante
HaCTPOWKM Knacchbl Ana cootseTcTens atum ACL.

e CosganTe NONUTUKM ON1S CBA3KU C KIacCcaMn U YKaXXNTe HOBble 3HaYeHUs
CoS ans nakeTtoB, obpallalomxcsa K pasnmyHbiM cepsepam. CBsxuTe
3HayeHna CoOS ¢ BXOAHbIMW  UMHTepdencamm [na  OTAEnoB
nccnegoBaHum 1 pa3paboTok, MapKeTUHra U HaCTPoNTe MHTepPdENChI Ha

nosepue CoS.

e Hactponte 3HayeHne COS no ymon4yaHuio And uHTepdenca otgena

ynpaBneHuss MepcoHanoM Ha HauBbICWIWIA nNpuopuTeT 7,

YTOObI

rapaHTUpoBaTb, 4YTO MNakeTbl OT OTAena YnpaBreHUs MnepcoHanom

oTNpaBnAKTCA C HaMBbICLLUUM NMPUOPUTETOM.

e HacTtponte nonutuky nnaHupoBaHus BbiBoga Ha WR wu round robin
weight Ha 1:1:1:2:6:1:1:0 gnsa oyepenen. 3To 0O3HA4aET, YTO aANroOpuUT™M
nraHMpoBaHua SP ucnonb3yeTcd Ans NakeToB oThena ynpasieHus
nepcoHariom, a naketbl otaena R&D v oTaena MapkeTuHra onsa gocrtyna
K no4ytoBon 6ase gaHHbIX, dpannoBon 6ase AaHHbIX M 6ase gaHHbIX

3anpoca 3apnnaTbl MNNaHMpPYTCA HAa OCHOBE COOTHOLEHMS 6:2:1

QTECH# configure terminal

QTECH(config)# ip access-list extended salary
QTECH(config-ext-nacl)# permit ip any host 192.168.10.1
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended mail
QTECH(config-ext-nacl)# permit ip any host 192.168.10.2
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended file
QTECH(config-ext-nacl)# permit ip any host 192.168.10.3
QTECH(config-ext-nacl)# exit

QTECH(config)# class-map salary
QTECH(config-cmap)# match access-group salary
QTECH(config-cmap)# exit

QTECH(config)# class-map mail
QTECH(config-cmap)# match access-group mail
QTECH(config-cmap)# exit
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QTECH(config)# class-map file
QTECH(config-cmap)# match access-group file

QTECH(config)# policy-map toserver

QTECH(config-pmap)# class mail

QTECH(config-pmap-c)# set cos 4

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class file

QTECH(config-pmap-c)# set cos 3

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class salary

QTECH(config-pmap-c)# set cos 2

QTECH(config-pmap-c)# end

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/1)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/2)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# mls qos cos 7

QTECH(config)#wrr-queue bandwidth 11126110
QTECH(config)#mls qos scheduler wrr

MpoBepka

e [lpoBepbTe, ycnewHo nu cosgaHbl cnuckn ACL ©M ycnewHo nm
accoummpoBaHsbl Krnaccbl co cnnckamun ACL.

e [lpoBepbTe, yCNEewWwHO N1 co3aaHbl NOMUTUKK, YCMELLHO NN NPUBS3aHbl
Knaccbl U noBeAeHNe NOTOKOB M YCMELWHO U NPUMEHEHbI NOSIMTUKN K
nHTEepencam.

e [lpoBepbTe, yCNELWHO NN HACTPOEHO 3Ha4YeHne COS no ymonyaHuo Ans
NHTepdenca 1 NpaBuUIbHO NN HACTPOEHbI MONUTMKA MIIAHMPOBAHUS U
round robin weight

QTECH# show access-lists
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ip access-list extended file
10 permit ip any host 192.168.10.3

ip access-list extended mail
10 permit ip any host 192.168.10.2

ip access-list extended salary
10 permit ip any host 192.168.10.1

QTECH# show class-map

Class Map salary

Match access-group salary
Class Map mail

Match access-group mail
Class Map file

Match access-group file

QTECH# show policy-map

Policy Map toserver

Class mail

set cos 4

Class file

set cos 3

Class salary

set cos 2
QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1
Ratelimit input:
Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos

Default cos: 0
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QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2
Ratelimit input:

Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos
Default cos: 0
QTECH# show mls qos interface gigabitEthernet 0/3
Interface: GigabitEthernet 0/2
Ratelimit input:
Ratelimit output:
Attached input policy-map:
Attached output policy-map:
Default trust: none
Default cos: 7
QTECH# show mls qos scheduler
Global Multi-Layer Switching scheduling
Weighted Round Robin
QTECH# QTECH#show mls gos queueing
CoS-to-queue map:
Cos qid
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8
wrr bandwidth weights:
gid weights
1 1
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2 1

3 1

4 2

5 6

6 1

7 1

8 0

drr bandwidth weights:
gqid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

wfq bandwidth weights:
qid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

2.5.5. HacTponka npenoTBpaLleHUsi neperpysku

2.5.5.1. AdpdekT KoHUrypaumm

e HacTpoiTte HMXHee n BepxHee noporosoe 3HavyeHne ana WRED. Korga gnnHa nakeTtos
B OYepean MeHbLLE HMKHEro Noporoeoro 3HaveHusi, WRED He oTOpacbiBaeT nakeThbl.

e HacTtponte makcumarnbHyt0 BepOSTHOCTb OTOpacbiBaHus. Korga AnuHa nakeToB B
o4yepenn HaxoOUTCH MEXOY HWKHAM U BEPXHMM MOporosbiMy 3HadveHnamu, WRED
oTOpacbiBaeT nakeTbl cnyyYamHolM o6pasoMm. HacTpavBaeTcda MakcumanbHas
BEPOSATHOCTb OTOpachbIBaHNSA NAKeTOB.
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e HacTtponTe conoctaeneHne CoS-to-threshold.

2.5.5.2. NpumeyaHusn

KoHdburypaumm nHtepdenca gonyckaroT Tonbko KoHdurypauun nutepdpenca AP n Ethernet.

2.5.5.3. LLlarn HacTpounku

Bknioyenue cpyHkunmn WRED

e  OnuuoHarnbHo.

e [lpn HeobxoanmocTu BkntounTe yHkumo WRED.
HacTponka HuXXHero noporoBoro 3Ha4eHus

e  OnuuoHarnbHo.

e [lpn HEOBXOOMMOCTIN HACTPONTE HMKHEE NOPOroBOE 3HAYEHNE.
HacTponka BepxHero nopora
e  OnuuoHanbHo.

o [lpn HeobxogmMmocTu HacTponTe 6onee BbICOKMIA MOPOT.
HacTponka makcumanbHOM BEepPOATHOCTU OTOpacbiBaHUA
e  OnuuoHarnbHo.

e [lpn HeO6XOANMMOCTM HACTPOMTE MaKCUMaribHY0 BEPOATHOCTb OTOpachiBaHNS.
KoppekTupoBKa cpeaHeun ANUHbI oYepeau Ansi BepOATHOCTU OTOpacbiBaHUA
e  OnuuoHanbHo.

o [lpn HEOBXOAMMOCTM HAaCTPONTE MHTEpPBAI BbIOOPKM N BEC CPeHEN ANNHBI 0Yepean.
HacTponka conoctaBneHusa CoS-to-threshold

e OnuuoHanbHo.

o [lpun HeobBxogmmocTn HacTponTe conocTtaeneHne CoS-to-threshold.

2.5.5.4. NpoBepka

¢ 3anyctute komaHay show queuing wred interface, 4To6bl 0TOGPa3UTL KOHUIYpaLUnIo

WRED.

e 3anyctute komangy show gos wred-ecn statistics, 4Tobbl 0TOOpPa3nUTL CTAaTUCTUKY
nakeToB, oTopoweHHbIx WRED, 1 nakeToB, noMe4yeHHbIx ECN.

2.5.5.5. CBA3aHHaA KomaHaa

BkntoyeHne yHkummn WRED

KomaHpga

queueing wred

Pexnm komana

Pexunm rmobanbHomn koHdurypauum

HacTtpowka HMxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect min-threshold queue_id thrl [ thr2 ]
Onuncanne queue_id: ykasbiBaeT uAaeHTUUKATOP oyepean nONs uHTepdenca B
napameTpoB AvanasoHe ot 1 go 8.
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thrN: MoponepxmBaeT 2 rpynnbl HUXKHUX NMOPOroB, B AuanasoHe oT 1 Oo
yKa3aHHOro BEPXHEro rnopora

Pexum komaHg,

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCNONb30BaHMIO

Mockonbky MakcMMmarbHoe 3HayYeHue [aOuanasoHa KOoHdurypauum paBHO
TEKyLLeMY BEpXHeMy nopory, Heobxoaumo o6paTuTb BHUMaHME Ha
HaCTPOWKY BEPXHErO Nopora Npu HACTPOIKE HUKHEro nopora.

lMoporoBoe 3HadeHne Ans nakeToB, oTopackiBaeMbix WRED, MoxeT ObITb
HacTpoeHO B npoueHTax wunu <qdenkax. [lpeobnagaet nocneaHwn
CKOHOMIYpUPOBaHHLIN PEXNUM

Hactpownka BepxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect max-threshold queue_id thrl [ thr2 ]
Onuncanne queue_id: ykasblBaeT WuOeHTUUKATOP O4vYepean Ha uHTepdence B
napameTpoB AnanasoHe ot 1 fo 8

Onucanve thrN: nognepxvBaet 2 rpynnbl 6ornee BbICOKMX MOPOroB, HayMHas OT
napameTpos yKasaHHOro HmxHero rnopora go 100

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

MocKkorbKy MWHMMAaribHOE 3Ha4YeHWe HACTPOEHHOro AuanasoHa paBHO
TEKYLLEMY HWKHEMY MOopory, HEOGXOAMMO YYUTbIBaTb HWXKHWUIA MOPOr npwu
HacTpoiike BepXHEro nopora.

lMoporosoe 3HadeHne ansa nakeTtos, oTbpacbiBaeMbix WRED, MoxeT ObiTb
HaAacTpPOEHO B nMpoueHTax wunu suenkax. [lpeoGnagaet nocnegHwin
CKOH(UIYpUPOBaHHLINA PEXUM

HacTtpoika HMmxHero nopora (B siuemkax)

KomaHga wrr-queue random-detect cell min-threshold queue_id thrl [ thr2 ]
Onuncanne gueue_id: ykasbiBaeT uaeHTUUKATOP ouvepean Ha WuHTepdence B
napameTpoB AuanasoHe ot 1 go 8.

thrN: nogaepxuBaeT 2 rpynnbl HWKHUX MOPOroB, B AuanasoHe oT 1 go
yKa3aHHOro BepxHero rnopora. 3HayeHue Mo yMONYaHuio onpeaensieTcs
npoaykTamu

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca
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PykoBoacTteo no
NCNOSb30BaHMIO

,D,OCTyI'IHOCTb 3TOM KOMaHAbl onpependeTca npoaykramu.

MockonbKy MakcMMarnbHOe 3Ha4YeHue [AuanasoHa KOoHdurypauum paBHO
TEKyLLleMY BepxHemy nopory, Heobxoaumo o06paTUTb BHMMaHWe Ha
HaCTPOWKy BEPXHEro Nopora nNpu HAaCTPOWKE HUXKHErO nopora.

lMoporoBoe 3HadeHne Ans nakeToB, oTopackiBaeMbix WRED, MoxeT ObiTb
HaAacTpOeHO B nMpoueHTax wunu s4denkax. [lpeobnagaet nocneaHui
CKOHOUIYpUPOBaHHLIN PEXNM

Hactpownka BepxHero nopora (B fsyenkax)

KomaHga wrr-queue random-detect cell max-threshold queue_id thrl [ thr2 ]
OnucaHue gueue_id: ykasblBaeT uAeHTUUKATOP ouvepean Ha WuHTepdence B
napameTpoB OunanasoHe oT 1 go 8.

thrN: nopgepxusaeT 2 rpynnbl Gonee BbLICOKMX MOPOroB, HayMHas oOT
YCTAHOBIIEHHOTO HWXHEro ropora M 3akaHuyvMBasi MakCMMarbHO BbICOKUM
MOPOroMm.

3HayeHue Mo yMonyaHuio onpeaensieTcs npoayKramm

Pexum komaHg

Pexum koHdurypaumm nHtepenca

PykoBoacTteo no
MCNONb30BaHNIO

JocTynHOCTb 3TOM KOMaHAbl onpeaenseTcs NPoayKTamMu.

Mockonbky MWHMMAarnbHOE 3HayeHWe [uanas3oHa KoHUrypauum paBHO
TEKyLLEeMY HWXHEMY MOpory, HeOOGXOAMMO YYUTbIBATb HWXKHWUIA MOPOr Mmpu
HacTpoWKe BepXHero nopora.

lMoporoBoe 3HadeHne anga nakeTos, oTopacbiBaeMbix WRED, MoXeT ObiTb
HacTpOEHO B npoueHTax wunu sadenkax. [lpeobnagaetr nocnegHwin
CKOH(PUTYPUPOBAHHLINA PEeXUM

Hactpoika makcMmanbHOW BEPOATHOCTU OTOpacbiBaHUA

KomaHga wrr-queue random-detect probability queue_id probl [ prob2 ]
Onuncanne gueue_id: ykasblBaeT uAeHTUUKATOP oyepean nONs WHTepdenca B
napameTpoB AuanasoHe ot 1 go 8.

probN: noggoepxvBaeT 2  rpynnbl
oTOpacbiBaHus B guanasoHe oT 1 go 100

MaKCUMaribHbIX BepOFITHOCTeIZ

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca

BeC BbIOOpPKMU

KoppekTupoBka cpefgHen ANUHbI oYepeaun Ansi BepOATHOCTU OTOpacbiBaHUA —

KomaHga wrr-queue random-detect sample-weight queue_id weight
Onuncanne gueue_id: ykasblBaeT uaeHTU(UKATOP oyepean Ha wuHTepdence B
napameTpoB AvanasoHe ot 1 go 8.
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weight: ykasbiBaeT koacppumumneHT Beca B gnanasoHe ot 0 oo 15. [lnanasoH
3HaAYE€HUN MOXET BapbMpOBaTbLCA B 3aBUCMMOCTM OT NpoAyKTa

Pexum komaHg,

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCNONb30BaHMIO

,D,OCTyI'IHOCTb 3TON KOMaHAbl onpegenaeTcAa NnpoayKraMu.

lMOoCKONbKY HaCTPOEHHbIN WHTEpBan BbIOOPKM BNUSET Ha YHKUMIO
otObpacbiBaHnas WRED B pexume KoHdurypauum uHTepdeca,
peKkoMeHAyeTCsA HaCTPOUTb MHTepBan BbIGOPKM NOCe BEPXHErO U HUXKHETO
NnoporoB Ans naketoB, KoTopble 6yayt otbpackiBatecs WRED.
Mcnonb3ynte aTy KOMaHOy BMecTe C KOMaHAOW HACTPOWKW MHTepBana
BblGOpKM Ons nakeTtoB, oTbpackiBaeMbix WRED, 4To6bl TOYHO HACTPOUTH
dyHkumMo oTbpackiBaHns WRED

Hactpouka conoctaBneHuss CoS-to-threshold

KomaHga wrr-queue cos-map threshold_id cosl [ cos2 [ cos3 [ cos4 [ cos5 [ cos6 |
cos7[cos8]11]11111

Onuncanne threshold_id: ykasbiBaeT ngeHtudmnkaTop rpynnbl NOPOros B AnanasoHe OT

napameTpoB 1 po 2. NoggepxuBatoTca ABe rpynnbl NOPOros.

cos7...cos8: ykasbiBaeT 3HayeHna Co0S, KoTopble [OOMXKHbl ObiTb
cornocTaBneHbl C MoporoBon rpynnon, B AmanasoHe ot 0 pgo 7. [lo
YyMOSYaHuio Bce 3HadeHuss COS CconocTaBnsAlTCA C NEpBOM MOPOroBou
rpynnown

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

2.5.5.6. Npumep KoHcpUrypaumm

BknroyeHne cdyHkuun WRED n HacTpoMKa HMXKHEro noporoBoro 3HayeHwus,
MaKCMManbHOW BEPOSATHOCTU OTOpacbiBaHUsA u conoctaBneHnsa CoS-to-threshold
(npu ycnoBuum, 4TO ANA NPOAYKTa CyLEeCTBYeT 2 rpynnbl MOPOroBbIX 3HAYEHUN)

Warn
HaCTPONKK

e  Bknounte doyHkumio WRED.

e HacTponTe HWXHME MOpPOroBble 3HayeHuUss Ona odepean 2
nHTepdenca gigabitEthernet 0/2 Ha 10 n 20.

e HacTtponte 6Gonee BbiCOKME MOPOroBble 3HAYEHUA ONA odepean 2
nHTepdenca gigabitEthernet 0/2 Ha 60 1 90.

e Hactpovite MmakcMManbHble BEPOATHOCTM OTOpacbiBaHUSA  Ans
oyepeam 2 nHtepdenca gigabitEthernet 0/2 Ha 60 n 80.

e HactponTte 3HauveHusa CoS 0, 1, 2 n 3 Ha nHTepdence gigabitEthernet
0/2, 4ToBbl NCNONB30BaTbL NOPOrOBYHO rpynny 2

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/2

(@ arecy
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QTECH(config-if-GigabitEthernet 0/2)# wrr-queue random-detect min-
threshold 2 10 20

QTECH(config-if-GigabitEthernet 0/2)#wrr-queue random-detect max-
threshold 2 60 90

QTECH(config-if-GigabitEthernet  0/2)#  wrr-queue  random-detect
probability 2 60 80

QTECH(config-if-GigabitEthernet ~ 0/2)#  wrr-queue  random-detect
probability 2 60 80

QTECH(config-if-GigabitEthernet 0/2)# wrr-queue cos-map 20123

MpoBepka MpoBepbTe, BkNOYeHa nuM  yHkuma WRED, ycnewHo nv HacTpoeHb!
NMoporoBble 3HA4YeHMUs W YCMNewWHO I HacTpoeHo cornocTtaeneHne CoS-to-
threshold

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

queueing wred

QTECH# show queueing wred interface gigabitEthernet 0/2

Qid max_cell_1 min_cell 1 max_1 min_1 prob_1
max_cell_2 min_cell 2 max_2 min_2 prob_2

1 120000 120000 O O 0 120000 120000 1 1 1

2 120000 120000 60 10 60 120000 120000 90 20 80
3 120000 120000 120000 120000
4 120000 120000 120000 120000
5 120000 120000 120000 120000
6 120000 120000 120000 120000
7 120000 120000 120000 120000
8 120000 120000 120000 120000

O O O o o o
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MpoBepbTe nakeThl, oTOpoLueHHble WRED, n naketbl, nome4veHHble ECN.

QTECH#show qos wred-ecn statistics

Wred ecn stats result:

Port WredDropped EcnSended
TFGigabitEthernet 0/1
TFGigabitEthernet 0/2
TFGigabitEthernet 0/3
TFGigabitEthernet 0/4
TFGigabitEthernet 0/5
TFGigabitEthernet 0/6
TFGigabitEthernet 0/7
TFGigabitEthernet 0/8
TFGigabitEthernet 0/9
TFGigabitEthernet 0/10
TFGigabitEthernet 0/11
TFGigabitEthernet 0/12

O O O 0O 0O oo oo o o o o
O O O 0O 0O 0o oo o o o o

2.5.6. HacTponka oToOpaxeHusa oyepeamn U peXxmm HaCTPOUKMN

2.5.6.1. AdpdekT kKoHUrypaumm

HacTtponte oToOpakeHMe odepean W pexum KOHUrypaumm, 4YToObl WM3MEHUTb PEXUM
oTOoOpaXkeHns1 1 KOHUIypaumm Bcex odepeaen Ha yctponctee ¢ 1-8 Ha 0—7.

2.5.6.2. NMpumeyaHunsn

lMocne HacTpovikn OTOGpaXKeHUss oyepean 1M pexmma KOHUrypauum HacTpPOEHHbIE KOMaHAbI,
OTHOCSLLMECS K 0Mepean, U3SMEHSAIOTCA aBTOMaTUYECKU.
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2.5.6.3. LLlarn HacTpounku

YcTaHoBKa oTOOpaxeHUsi oyepeau U pexuma KoHdpurypaumm Ha 0-7
e  OnuuoHarnbHo.

e [py HEOGXOAMMOCTM YCTaHOBUTE OTOOPaXKEHUe ovepean U Pexmm KOHUrypaumm Ha
0-7.

2.5.6.4. NpoBepka

3anyctute komangy show running-config, 4Tobbl 0TOGPa3nNTL KOHGUIypaLUK.

2.5.6.5. CBA3aHHaA KomaHAaa

YcTaHOBKa OTOOpaxeHUs oyepeam u pexmma KoHdgpurypaumm Ha 0—7

KomaHga gos-queue compatible enable

Pexum komang | Pexxum rmobanbHon KoHdurypaumm

2.5.6.6. Npumep KoHcpUrypaumm

YcTaHOBKa oTOGpaxeHUs ouepeau u pexmma KoHdurypauum Ha 07

LWarn Bknountb rnobanbHbin QOS
HaCTPOWKU

QTECH# configure terminal
QTECH(config)# qos-queue compatible enable

MpoBepka | NpoBepbTe, yCneLwHo nn BeINoSIHEHa KOHpUrypauma

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

2.5.7. OTKNOYEeHNe N3MEHEeHNsA NpuopuTeTa NakeToB

2.5.7.1. ddpdeKkT kKoHdUrypaumm

Mocne Toro, Kak M3MEHeHVWe npuopuTeTa MaketTa OTKMOYEHO, MPUOPUTET nakeTa Nnpu ero
OTNpaBKe C yCTPOWCTBa ByaeT TakuM e, kak npu oTnpaBke naketa Ha yCTPOWCTBO.

2.5.7.2. dTanbl HACTPOMUKMN

OTKNOYeHne N3MeHeHUs1 NnpuopuTeTa NakeToB
e Heobga3aTenbHbIN.
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e YT0Obl yOEANTLCSH, YTO NPUOPUTET NakeTa Npu OTNpPaBke C YCTPOMUCTBA TakoMn e, Kak
npu OTNpaBKe Ha YCTPOMCTBO, OTKMIOYMTE U3MEHEHME NPUopMTETA NakeTa.

2.5.7.3. NpoBepka

3anyctute komangy show running-config, 4Tobbl 0TOGPa3nNTL KOHGUIypaLUK.

2.5.7.4. CBA3aHHaA KoMaHAaa

OTKnYeHne U3MeHeHUA npunoputeTa naketToB

Komanpga mls gos remark disable

Pexum komang | Pexum rmobanbHon KoHdurypaumm

2.5.7.5. MNpumep

OTKnoYeHne U3MeHeHUA npunoputTeTa naketoB

Warun OTKNIOYMTL N3MEHEHME NpUopUTETA NaKeToB
HaCTPOWKU

QTECH#configure terminal
QTECH(config)#mls qos remark disable

2.6. MOHUTOPUHT

2.6.1. OuncTrka

OnucaHune KomaHga

Oumnctutb CTaTUCTMKY nakeToB, | clear qos wred-ecn statistics [ interfaces interface-id |
oTopoweHHbix WRED, 1 nakeTos,
nomeyveHHbIx ECN

2.6.1.1. OToGpaxeHue

OnucaHue KomaHpa

OtobpakaeT MHopMaLMIO O show class-map [ class-map-name |
Krnaccmdumkaumm noTokos

OtobpakaeT MHopMaLMIO O show policy-map [ policy-map-name [ class class-map-
nonutuke QoS name ] |
OTobpaxkaeT NOAUTUKY, show policy-map interface interface-id

NPUMEHEHHYI0 K NHTepdency
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OnucaHue KomaHga
OTobpaxaeT nHpopmaumo o show virtual-group [ virtual-group-number | summary]
rpynne noru4eckmx
UHTepdencos
OTobpaxkaeT NonMTUKY, show mls qos virtual-group [ virtual-group-number |
NPUMEHEHHYI0 K rpynne policers ]

NOrM4ecKnx MHTEpdencos

OTtobparkaeT pasfnunyHble show mls gos maps [ cos-dscp | dscp-cos | ip-prec-
cornocTaBneHus dscp ]

OTtobpaxaeT nHgopmaumio 06 show mls gos rate-limit [ interface interface-id ]
OorpaHn4YeHnn CKOpoCTK
nHTepdenca

OtobpaxaeT ovepeab QoS, show mls gqos queueing [ interface interface-id |
NONUTUKY NMIIaHNPOBAHUA U
nHpopmaumto o round robin
weight

OTtobparkaeT MHopMaLmIO O show mls gos scheduler [ interface interface-id ]
NAaHMpOBaHNN BbIXOOHOM
oyepeamn

OtobpaxaeT KoHdUrypaumm show queueing wred interface interface-id
WRED

OTobpaxaeT nHgopmauyuto QoS | show mlis qos interface interface-id [ policers ]

nHTepdenca

OtobparkaeT MHopMaLMIO O show gos bandwidth [ interfaces interface-id ]
NPOMNYCKHOM CMOCOBHOCTH

nHTepdenca

OTtobpaxaTb CTAaTUCTUKY show qos wred-ecn statistics [ interfaces interface-id ]

nakeToB, oTOpoLweHHbIXx WRED,
M NakeToB, NoMeYyeHHbiXx ECN

2.6.1.2. OTnapka

MPUMEYAHMUE: cucteMHble pecypchl 3aHATLI MPU BbiBOAE OTNaA04YHON nHopmauuu. Noatomy
OTKNOYMTE OTNAaAKy cpasy nocne UCnosfb30BaHus.
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OnucaHune KomaHga
OtnaxuBaeTt 6ubnunoteky QoS debug gos lib [ event | message ]
OtnaxuBaeT cepep cBA3n QoS debug gos server [ event | message ]

OtnaxuBaetr o06paboTky nonb3oBaTenbckux | debug qos mis
KomaHg QoS

OtnaxuBaeT KoHpurypauum VMSUP debug gos vmsup
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3. HACTPOUKA MMU
3.1. O630p

Bnok ynpaBneHus namsatbto (MMU) o3HauaeT, 4To Oydhep MuKpocxembl pacnpegensiercs
pa3yMHO, 4TOObl KOMMYTaLMOHHOE 060pPyaOBaHME MOTTIO fNy4lle CNpaBnAsiTbCA CO BCE MU BUAAMM
NakeTHbIX NMOTOKOB.

MoTokn He cTabunbHbl BCE BPEMS, U B CETU CYLLECTBYIOT pasfninyHble NakeTHble NoToku. [pu
cTabunbHOM CEeTEBOM MOTOKE WM LOCTATOYHOM MPOMYCKHOM CMNOCOBGHOCTM BCE MOTOKWU AaHHbIX
obpabaTbiBatoTCA nyylle; Koraa B CETU CyLLECTBYOT NakeTHble MOTOKM, NOTOKN AAHHbLIX MOTYT
ObITb OTOpPOLUEHbI, [aXe €ecnv CPedHsil CKOPOCTb MOTOKA He MPEeBbILWAET MNPOMYCKHYHO
CMOCOOHOCTb.

[MakeTbl gaHHbIX, NOCTyNarLWmMe Ha KOMMYyTaUMoHHOEe 06opyaoBaHue, cCoxXpaHsTca B bydepe
KOMMYyTaLMOHHOro obopyaoBaHusa nepepn nepecbinkon. OBbIYHO nakeTbl AaHHbLIX OCTalOTCA B
Oydepe Ha KOpOTKOE BpEMSA M MEPECLINAKTCHA 3a MUKPOCEKYHAbI; MPWM HanNuUyunm nakeTHOro
NnoToKa, ecrnn MrHOBEHHas CKOPOCTb MaKeTHOro MoTokKa NpeBbllaeT BO3MOXHOCTU 006paboTku
KOMMYTaLMOHHOro 006opyaoBaHud, nakeTbl OaHHbIX, KOTOpble He MOryT 6biTb 06paboTaHbl
BoBpemsi, OyayT HakannmMBaTbCA B KOMMYTaUMOHHOM 06OpyaoBaHUWM, M NOTEps MNakeToB
nponsongeT, Kak Tonbko Oydepa okaxeTcs HepocTtatoyHo. B atom cnydae MMU MOXHO
Ncnonb3oBaTb AN15 pasyMHON HacTponku Bydepa u BbigeneHms pasnmyHbiX pasmepoB bydepa
05151 COOTBETCTBYIOLLNX CNYXO C Lenbio onTumM1M3aumm ceTu.

3.2. MNpunoxeHusn

MpunoxeHue OnucaHue

HacTponka npunoxenunsa c | Npeanpuatuio TpebyeTtca pocrtatoyHo OGonblion Oydep B
onbwum  Gydbepom  Ha | cnyxbe SkyDrive, 4ToObl M3GexaTb NOTEpM MNAKETOB LN4
OocHoBe ncxogsulen | NOToka crnyxobl

oyepeau

3.2.1. HacTpouka npunoxeHus ¢ 6onbLunm 6ycgepom Ha oCHOBe UCXoasLLen
ouyepenm

3.2.1.1. CueHapum

Mpeonpuatnio Tpebyetcs goctatouHo Gonblion 6ydep B cnyxbe SkyDrive, 4ToGbl n3bexaTb
noTepu NakeToB A1 MOTOKA CIy»0bl.

Kak nokasaHo Ha crnegylowem pucyHke, obopygoBaHne A MOAKMYEHO K 5 knneHtam u 35
cepBUCHbIM cepBepam, rae 15 CcepBUCHBLIX CepBepOB BUMPTYanuanpyroT 15 uHTepdencHbix
cepBepoB.

OCHOBHOW CEPBUCHbIN NOTOK BbIMMSANT CNeayroLwmm obpasom:

o  KnMeHTCKun cepBep OTNpaBnsaeT NnakeT 3anpoca Ha OpOHTEHA-CEpPBEp.
o  ®poHTeHa-cepBep OTNpaBnAeT NoMnyyYeHHbI NakeT 3anpoca Ha CepPBUCHLIN cepBep.

e [locne nonyyeHnsa naketa 3anpoca CEpBUCHBLIA cepBep OTNpPaBnaeT OTBETHbLIN nakeT
poHTEHA-CcepBepy.

o [lonyums oTBETHLIN NakeT, (PPOHTEHA-CEePBEP OTMNPAaBIISET ero KNMeHTCKOMY cepBepy.

e [locne nonyyeHnst OTBETHOMO NakeTa KMMEHT yKa3blBaeT, YTO CeaHC YCNeLHO CO3aaH.
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B oTom cepBuCHOW MoOAenu CyLecTBYEeT pexuMm nepefaynm notoka «MHOrve K OZHOMY»
(many-to-one):

MoToKK 3arpocoB HECKOJIbKUX KITMEHTOB OTNPaB/ATCA Ha OAUH cprHTeH,u,-cepBep.

[MOTOKM 3anpOCOB HECKOMNbKUX (OPOHTEHA-CEPBEPOB OTNPABMAOTCA Ha OOWH
CEPBUCHBIN cepBep.

MOTOKM OTBETOB HECKOSIbKMX CEPBUCHBIX CEpBEPOB OTNPaBMAOTCA Ha OAWH
dpoHTEH-CEpBEp.

lMoToKM OTBETOB HECKOJSTbKNX d)pOHTeHﬂ,-CepBepOB oTNpaBnATCA OAHOMY KITUEHTY.

OTW NOTOKN NepeaarnTcst B OCHOBHOM Yepe3 ob6opyaoBaHue A, 4TO Nerko NpUBOAKUT K Neperpyske
cetn. Takyto npobnemy MOXXHO UCMpPaBUTb, HACTPOMB Ha 06opyaoBaHuK GonbLion Bydep.

CepBuUCHLIA cepBep

(MHTEpENCHLIN)
Knunent

CepBUCHbLIN

KnuneHnt A

i

CepBUCHLIN
KnuneHt

PucyHok 3-1.

3.2.1.2. PasBepTbiBaHue

Bo Bcex cnyxebHbix nopTax (a UMEHHO, MOPTax, COeANHSALLMX KITMEHTOB C CepBeEpamMm)
HacTpounTe obwmi Bydep ouepeamn, B KOTOPON cepBrC HACTpoeH Ha 100 %.

Bo Bcex cepBUCHbIX MOpTax HACTPOWTE MUHWMANbHOE 3Ha4YeHWe rapaHTUPOBaHHOMO
Oydepa Hencnonb3yemon ovepean.

Bo Bcex Heucnonb3dyemblx MNopTtax HACTpOWTE  MWHMManbHOE  3Ha4yeHue
rapaHTUpoBaHHbIX BydepoB Bcex ovepenen.

KoHKpeTHyIo kKoHdUIypaumio cM. B NpumMepax KoHdurypauumn B pasgene KoHdurypaums.

3.3. OcobeHHOCTH

3.3.1. ba3oBble KOHUenTbI

3.3.1.1. Avyenka (Cell)

Averika npeacrtaBnseT cobon OydepHyro eamHuly, T. €. MUHUManbHYK €AMHULY XpaHeHus
KOMMYTaLUMOHHbIM oBopyAoBaHMEM nakeToB. Pasmep KaXaon S4Yerkn 3aBuCUT OT MpoayKTa.
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OauH nakeT MOXET MCMNOMb30BaTb HECKOSIbKO SYE€EK, a OdHa si4elrika MOXET MUCMNoMb30BaTbCA
TOJ1IbKO O4HUM MaKeToM.

3.3.1.2. 'pynna nopToB

Bce nopThl, duanyeckn npuvHagnexawime O4HOMY 4Yuny KOMMYyTalMu, BMECTE Ha3blBaloTCs
rpynnor nopToB, B rpynne nopToB ynpasBnsdeTtca Oydep KOMMyTaumoHHOro obopyaoBaHUS.
BosbmeM, K npumepy, nnaty, B 3TON BEPCUN OBE MUKPOCXEMbI NepeKntoveHns, No3TOMy eCTb
aBe rpynnel nopTtoB. lNMepBble 20 NOPTOB NpuHagnexaTt K rpynne nopTtoB 1, a octanbHble 20
NopTOB NpMHaAnexaT K rpynne nopTos 2.

3.3.1.3. Ucxopsawasn ovyepeab

Ouyepean Ha BbIxo4e MNOPTOB AENATCSA Ha OOHOAAPECHble M MHOroagpecHble o4epeam
(konnMyecTBO oYepenen 3aBnUCUT OT NpoaykTa). Jlormyeckn MMKpocxema nepekntoyeHns gennTcs
Ha BxoA (ingress) (Bxogsilee HanpasneHuwe) M Bbixod (egress) (Mcxogsdliee HanpasneHue).
BbixogHas odyepeab HaxoauTCA B HanpaBneHuu Bbixoda. MNpexae Yem nakeTbl OTnpaBsaTCs U3
BblIXO4a, AN HMX HeoBXoAMMO BbIMOSHUTL OMepauuio MOCTAHOBKM B OYepedb B BbIXOOQHOW
oyepean. B HekoTOpbIX HalwmMxX NpPoOAyKTax peanu3oBaHO ynpasrneHne O6ydepom Ha OcHoBe
BbIXO4HOM o4Yepeu.

Beixog (egress)

Ouepenpb 1

Ouepegb 2
Ouvepenpb ...
Ouepentb 8

Yun

PucyHok 3-2.

B HacTosiLee Bpems cyLecTByeT TpM TUNa Mogenen NCxoasalumx ovepenen:

e Ha Bbixoge umeetca 8 ogHOaApeCHbIX oyepenen u 8 MHoOroagpecHbIX ovepeden.
XOpOoLLO N3BECTHbIE OAHOAAPECHbIE MAaKETbl CNeayoT 3a 0gHOaAPECHOW o4Yepeblo, a
BCE OCTalbHbIE NakeTbl CreayoT 3a MHOroaapecHom ovepenbHo.

e Ha Bbixoge umeeTcsa 8 oaHoagpecHbIX odepeden M 4 MHOroagpecHblX o4vepeamu.
XOpOoLLO N3BECTHbIE OAHOAAPECHbIE MAaKETbI CNeayT 3a 0QHOAAPECHOM o4Yepeabto, a
BCE OCTalbHbIE NakeTbl CreayoT 3a MHOroagpecHom ovepenbHo.

e Ha Bbixoge Bcero 8 ouepenen, 0e3 pasrpaHMYeHUMst Ha OOHOAOPECHbIE W
MHOroagpecHble odepeau.
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3.3.2. 0630p
OcobeHHOCTb  OnucaHue
Hactporika Bydep perynupyetcs Ha 0cHoBe oyepeaun. ITo ocHoBa MMU
Oydepa
Hactporika MoHuTOpUHr Bydepa hakTU4eckn o03Ha4aeT MOHUTOPUHT MCMOSb30BaHNSA
MOHUTOPWHIa eMKocTun Bydepa, 4To obneryaet HacTponky bydepa
Oydepa
Hactporika lMonyyeHHble 7] OoTnpaBfeHHble nakeTbl Kaxkgomn ovyepeamn
noacyeTa NnoaCcYMTbLIBAlOTCS, 4YTOObI MOXHO Obifio nerko otobpasuTb pesynbraTt
oyepean HacTporkn Bydepa

3.3.3. HacTpowuka 6ycepa

PerynnpoBka 6ydepa o3HavaeT, YTO ouepeab Kaxxaownm cnyxobl meeT pasHble pasmepbl bydepa
3a CYeT HEeKOTOpPOW HacTponkm Bydepa ouvepean, Tak 4YTO Kaxgasa cnyxba obpabaTbiBaeTcs
no-pasHoMmy, a cry6bl C pasHbIMW NPUoOPUTETAMM OBCIY>KNBAKOTCS NO-Pa3HOMY.

3.3.3.1. MpuHUMN paboTbl

Pabounn mexaHu3m KelwwMpoBaHUSA B annapaTtHOM obecneyvyeHun

UTto kacaeTcsi annapaTHoro obGecneuveHusi, Oydep ynpaBnseTcsa B HanpasneHuM BBoOAA U
BbiBoga. MexaHnam o6paboTku nokasaH HUXe.

@ §) QTECH

MWP [OOCTYNHEE

136




PykoBoacTeo no Hactpolike cepust QSW-6900

HacTpolika MMU
Packets enter the Packets enter the ocutput
S Allocate buffer to packets [P process b

v 4 L
waiﬂ the packe(; Obtain the output queue
incoming port an that packets will enter and

information of port information of port group

group where the where the outgoi s
incoming port is grrapo

buffer usage of curres
port is smaller
than the guaranteed buffer

Fhe buffer usage of curre
queue is smaller

it of current po

e shared buffer usage of curren

PorT is smaller than the shared buffer
limit of current port)

and (the shared buffer usage of

current port group is smaller than

the shared buffer limit of current

he shared buffer usage of curren
Queue is smaller than the shared
buffer limit of current queue)
and (the shared buffer usage of
current port group is smaller
the shared buffer limit of curgefit

port group)

Yes

h 4

Packets enter the
output
queue for queuing

v

Packet loss due to ingress Packet loss due to egress Packets are output

: CORaBEton from the switch and
congestion 9 buffer is released

PucyHok 3-3.

Bo Bpemsi ynpaBneHuss 6ydepom HanpaerieHve BBOAA YCTaHaBMMBAETCA HA MaKCUMarbHoe
3HayeHne, YTOObI NPegoTBPaTUTL NOTEPHO MNAKETOB B HANpPaBneHun BBoaa 1 obecneunTb NoTepto
nakeToB B HaNpaBfeHu BblBoAa. Taknm o6pasom, KOPPEKTUPOBKA He OTKpbIBaeTCA Ansa Oydepa
B HanpaeneHun Beoaa, a CLI obecneunBaeT KOppeKTUPOBKY Bydbepa TONbKO B HanpaeneHum
BbIBOAA, BKMNOYasi rapaHTUpoBaHHbIN Bydep odepean n obwmn bydep ouvepeaun. Hactpoiika
Oydepa HacTpamBaeT rapaHTMpOBaHHbIA nopor 6ydepa n nopor obuiero 6ydepa ovepenen,
4yTOObI BbIAENATE pasnMyHble pa3vepbl bydepa ans ouepenen.

FapaHTMpoBaHHbIN Gydep

MapaHTMpoBaHHbIN Gydep Takke Ha3bIBAETCHA 3KCKMNIO3MBHbIM GOydepom. OT1a yactb Gydepa
pacnpegendetca nNo Kaxgonm oudepegun. [apaHTupoBaHHbIM Oydep ovepean MOXeT
MCNoNb30BaTbCA TOMbKO 3TOW ovepedbto. 10 ymonuyaHuMio Ona Kaaon oyepeaun Bbloensercs
bUKCUPOBaHHbIN rapaHTUPOBaHHbIM Bydep. JTa 4acTb oyepean MNO3BONSET ITOM oyepeam
nepecbinaTtb NakeTbl C HOPMaribHOM CKOPOCTbIO MMHUKN NPY CTabunbHOM MOTOKE.

CoBwmecTHbIN Oychep (Shared buffer)

B obuiem Bydepe rpynnbl NOPTOB OCTaBLLAACA YacTb NpeacTaBnaeT cobon obLunin COBMECTHbIN
Oydep nocne BblveTa rapaHTMpPOBaHHOIO Bydepa kaxaon ovepean. CoBMecTHbIN Bydep moxeT
NCMNonb30BaTbCsA BCEMU ovepeasmn. [NoporoBoe 3Ha4YeHNE COBMECTHbIX OYepeaen MOXeT ObiTb
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YCTAHOBIEHO [ANA KaXaow odepean. ITOT MOPOr OrpaHMyYMBaeT MakCuMarnbHbid 06beMm
COBMeCTHOro 6Oydepa, KOTOpbIM MOXET MCMonb3oBaTbCsA 3TOM oyepepto. Korga cymma
COBMeCTHOro Bydepa, HaCTPOEHHas ANs KaXKA0W ovYepeam B rpynne nopToB, NPEBbILAET 06LLYyH0
COBMECTHYIO oyepeab rpynnbl NOPTOB, MPUMEHAETCS MEXaHU3M 3anonHeHus Bydepa "nepBbim
npuwen — nepsbiM 06CnyxeH".

3.3.4. HacTpouka moHuTOopuHra 6ycepa

MoHuTopuHr 6ydepa peanuayeT MOHUTOPMHI OObema WCMONb30BaHUS KaXKaom ouvepean u
COBMECTHbI Bydepa C uenblo obecnevyeHnsa NogAePXKKN AaHHbIX AN ONTUMMU3auUMKM CeTU U
pa3ymHon koHurypaumm dydepa.

3.3.4.1. MpuHUMN paboTbl

MoHUTOpPUHI Gydbepa MCMONb3yeT PexuMm onpoca AONs PerynspHoro CyYUTbiBaHUs obbema
ncnonb3oBaHus bydepa kaxaon odepean 1 cuTyaummn NCnosnb3oBaHNs COBMeCTHoro bydepa u
OTOOpaxeHMs cuTyauum ucronb3oBaHus Oydepa Tekyllero o6opyaoBaHWs B pexuve
peanbHOro BpeMEeHM.

Mopor npenynpexaeHnsa ucnonb3oBaHusi 6ydepa rpynnbi NOPTOB

Korga ucnonb3oBaHue Gydepa rpynnbl NOPTOB NPEBbLILWAET 3TOT NOPOr, CUCTEMHLIN XXypHan
Oyoet pacneyaTaH, YToObl HANOMHUTL NONb30BATESIO.

Mopor npeaynpexaeHnsa o6 ncnonb3oBaHun 6ydepa ouepeamn

Korga ucnonb3oBaHne Oydepa oyvepeam npeBbilaeT 3TOT MOPOr, CUCTEMHbIN XypHan oyaet
pacnevaTaH, YTo6bl HANOMHUTL NOSbL30BATENH.

MHTepBan BbIGOPKU AaHHbIX MOHUTOpPUHra bycepa

BydepunsoBaHHble faHHbIE MOHUTOPUHIA OTOMpPalOTCS ¢ onpeaeneHHbIM UHTEPBANOM, KOTOPbIN
MO>XHO HAacCTPOWUTb B COOTBETCTBUM C TpeboBaHUAMM Nonb3oBaTens.

3.3.5. HacTpomnka noacyeTta ovyepeau

MoacyeT oyepeden oTcnexmBaeT daHHbIE O MEPECHISIKE U NoTepe NakeTOB KaXKaon odepeawn,
4yTO6ObI 0BecneunTb MOAAEPKKY AaHHbLIX AN ONTUMM3AUMU CETU U Pa3yMHOW KOHdurypauum

Oydepa.
3.3.5.1. MpuHUMN paboTbl

Ouepeab nepexoauMT B pexuM onpoca ANst  PerynsipHoro CYUTbLIBAHUS  KONMYeCTBa
nepeagpecoBaHHbIX nakeToe/konuMyectsa  GawnToB n konunyecTea NOTEPSHHbIX
nakeToB/konuyecTBa GanWTOB Kagow odyepean, a 3aTeM Ucronb3yeT AaHHble Ans pacyeTa
Ka)xgoro Buaa CTaTUCTUKU ovepeam.

OnoBelleHne o0 NoTepe NakeToB B oyepeau

YCTPOMCTBO aHanuManpyeT CTaTUCTUKYy MO OTOPOLUEHHbIM nNakeTam, 4Tobbl onpeaenuTb,
NPOMCXOAMT NN NoTeps nakeToB B odepeaun. lNocrne noTepu nNaketoB B O4Yepeam YCTPOMCTBO
oToOpaxaeT npegynpexaeHne O noTepe MakeToB B COOTBETCTBUM C  KOHdurypaumen
npenynpexaeHns o notepe nNakeToB..

YacToTa onoBelueHuUs o noTepe NaketToB B o4yepeaun

Tonbko N npegynpexaeHnii 0 noTepe NakeToB MOryT 0TOOpaxaTbCs B TeUEHNE OnpeaeneHHoro
nepvoga T. Bbl moxeTte HacTtpouTb nepuod (T) u konuyectso npegynpexaeHui (N), 4Tobbl
HacTpouTb oToBpakeHne npegynpexaeHnii o NoTepe NakeTos.

3.4. OrpaHn4yeHus

Paamep suenkn 3aBMCUT OT NPOAYKTA.
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Tun kapThbl Pa3mep ssuenku (6aunT)
QSW-6900-56F | 256
QSW-6900-64H | 208

I'Ipop,yKTbl KeWWPYIOT NakeTbl 1 ynpasnAaloT MU B 3aBUCUMOCTU OT TUMNA O‘-Iepe[J,I/I.CM. Ta6ru/|uy

HXe.

Twvn kapTbl

Tun ouepeau ansa ynp

aBJ1IeHUsA Kelwem

QSW-6900-56F

BXoAdLlee HanpaBleHne:

Ucxopsdwee HanpasneHue: oOAHoagpecHas/MHOroagpecHas nepenava;

npuopuTeTHas rpynna

QSW-6900-64H

BXoAsiLLiee HanpaBleHune:

Ucxopdwee HanpasneHue: oOAHoaapecHas/MHOroagpecHas nepenada;

npuopuTeTHasa rpynna

3HayeHune rapaHTnpoBaHHOIO Kella no yMmon4aHuo 3aBUCUT OT I'IpOﬂyKTa.CM. Ta6n|/|u,y HWXe.

Twun KapTbl BbixogHon BbixogHas MpuoputeTHan
oAHoaApecHbIN MHoOroagpecHas rpynna
paccbinka
QSW-6900-56F | 8 8 8
QSW-6900-64H | 8 8 8
3HaveHue obLLero kewwa no yMon4aHuio 3aBUCKT OT npogykTa.Cm. Tabnuuy Huxe.
Twvn KapTbl BbixogHoun BbixogHas MpuoputeTHasn
oAHOaApPECHbLIN MHoOroagpecHas rpynna
paccbinka
QSW-6900-56F | 100 % 15% 100 %
QSW-6900-64H | 100 % 15% 100 %

3.5. KoHdumrypauumsa

KoHndwmrypaumsa  OnucaHue m KomaHaa
HacTtpoika (OnumoHanbHo) OH ucnonb3yeTcst AN HacTponku Bydepa
Bydepa
mmu gueue-guarantee HactpaunBaeT rapaHTMpoBaHHbIn Bydep
nexoasilen oyepeam
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KoHdwurypauma | OnucaHue v KomaHAaa

HacTtponka mmu queue-threshold HactpauBaet o6 Oydep
oydepa mexoasiuen ovepeam
mmu pg-guarantee HacTtpaveaet rapaHTMPOBaHHbIN

BxoaHown 6ydep PG

mmu ingress-threshold HacrtpauBaet obwnn Bydep
Bxogsduiero PG

mmu headroom-threshold HacTtpauBaet pasmep 6ydepa 3anaca
Ha ocHoBe PG

mmu pg-headroom HacrtpaviBaet pasvep bydepa
rnobanbHOro 3anaca

HacTtponka (OnuuoHanbHo) Mcnonb3yeTtcsa onst HacTponkn Bydepa
MOHUTOpPMHra

Bydepa mmu usage-warn-limit HacTpaMeBaeT noOporosoe 3HaueHue
onoBeLlleHnsa ncnonb3oBaHus dydepa

mmu sample-period HactpanBaetr  wuHTepBan  BbliGOpKK
AaHHbIX MOHUTOpPUHra Bydepa

Hactpouika mmu cut-through HactpaunsaeTt pexum nepepa4v
pexuma cut-through
Hactpowka mmu gueue-loss-warn | HactpanBaeT onoselleHne O noTepe
npeaynpexaenuns o | {unicast| multicast} nakeToB B odepeam
noTepe NakeToB
mmu gueue-loss-warn | HactpanBaeT YyacToTy
frequency npeaynpexgeHnn o noTepe NakeTos

3.5.1. HacTpowuka 6ycepa
3.5.1.1. 3dhdeKT KoHduUrypaumm

e Hacrtponte rapaHTMpoBaHHbIN Oydep, 4TOObI oOvepegb MoOrfia COBMECTHO
ncnonb3oBaTb TOMbKO 3Ty YacTb Bydepa.

e HactponTte coBmMecTHbI Oydep, 4TOObI KOHTpONMpPOBaTb OOGBEM MCMNONb30BaAHMS
o6uero 6ydepa ovepeaun.

3.5.1.2. MpumeyaHun

KoHdpurypauusa nHrepderica moxeT ObiTb BbIMOMHEHA TOMBKO Ha (OU3NYECKOM MOPTY.
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3.5.1.3. lWarn HacTponku

HacTpoiika rapaHTMpoBaHHoro 6ycepa ucxogsiwen oyepeau
e  OnuuoHarnbHo.

o B pexume koHUrypaumm nHtepenca ncnonb3ymnte KomaHgy mmu queue-guarantee,
4yTOObl HACTPOUTL rapaHTUPOBaHHLIN Bydep Ana Kaxaon odepean n ybeamTtbes, 4YTO
AnanasoH KoHdurypaumm bycepa 3aBucuT OT NpoaykTa.

e Wcnonb3ynte komaHabl No mnu default, 4yToGbl BOCCTAaHOBUTL 3Ha4YeHne Gydepa no
YMOMYaHMIo.

KomaHpa

mmu queue-guarantee output { unicast | multicast } [queue-id1 [queue-
id2 [queue-idN] ] set value

OnwucaHue
napamMmeTpoB

output: BeINOMHAET ynpasneHue 6ydepom B ucxosilen oyepeau.

unicast: BbINONHAET ynpasneHne ©Oydepom B uUCXoasLwen oyepenm
OAHOaApeCcHON nepenayn.

multicast: BbINOMAHSAET ynpasneHue Oydepom B UCXOoZdALen odepeaun
MHOroapeCcHON pacCbisiku.

queue-id: naeHTndmkaTop odepean B ananasoHe ot 1 go 8.

value: KONMMYecTBO rapaHTMpPOBaHHbIX OydepoB, B sYerkax; LuanasoH
3aBUCUT OT NpoayKTa

Mo ymonyaHuio

Mo ymonyaHuMio ONa Kakaon odepeau BblgenseTcs OUKCUPOBaHHOE
KONIMYECTBO rapaHTUpPOBaHHbIX OydepoB. KoHkpeTHas KoHdurypaums
3aBUCKT OT NpoaykTa

Pexum komaHg

Pexunm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

O PEKTMBHOCTL 3TOM KOMaHAbI 3aBMCUT OT NPOAYyKTa

Hactpoika coBmecTHOro oydepa ncxoasiien oyepeam
e OnuyuoHankeHo.

o Vcnonbaynte komaHgbl o unm default, 4Tobbl BOCCTaHOBUTL 3HayYeHne Bydepa no
YMOSYaHMIo.

KomaHpga

mmu queue-threshold output { unicast | multicast } [queue-idl [queue-
id2 [queue-idN] ] set thr%

Onucanne
napameTpoB

output: BbINOMHSET ynpaBneHue 6ycepom B UCXOAsALLEN odyepean.

unicast: BbINONHAET ynpasneHne 6ydepoMm B ucxogsdllen odepeaum
OAHOAaAPECHON PaCChISIKU.

multicast: BbINoNHsaeT ynpaeBneHve 6ydgepoM B uUCXoaswen odepeaum
MHOroaZpeCcHOM pacCbISKu.

queue-id: naeHTndnkaTop odepeau, B aguanasoHe ot 1 oo 8.
thr%: npoueHT, B AnanasoH ot 1 go 100
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Mo ymonyaHuo

Mo ymonyaHuio Kakgon odepeu HasHavaeTca MoporoBoe 3HadeHve
NCnonb30BaHNsi COBMECTHOro Gydpepa. OTOT nopor npeactaenseT cobou
npoueHT. MeToa pacyeTa MakcMmaribHO 4OCTYMHOro COBMeCTHOro Gydepa
AN ovepean cnegyowmn:

MakcuManbHO AOCTYMHbLIN COBMECTHbI Bydep ans odepeam = obliee
KONM4ecTBO COBMECTHbIX BydhepoB rpynnbl MOPTOB * NOPOroBoe 3Ha4YeHVe B
npoueHTax

3HauveHue no yMOn4aH1 3aBUCUT OT NpOoAYKTa

Pexum komaHg,

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNOmnb30BaHUIO

O DEKTUBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAYyKTa

Hactpouka BxogHoro rapaHtumHoro 6ycgepa PG
e  OnuuoHarnbHo.
e Vcnonbaynte komaHabl no unm default, 4To6bl BOCCTAHOBUTL 3HayYeHne Bydepa no

YMOSYaHuIo.
KomaHnga mmu pg-guarantee pg { priority -id1 [priority-id2 [priority -idN] } set value
Onuncanne priority -idN: Homep Bxoaswen PG.
napameTpoB

value: rapaHTMpOBaHHOE 3HaYeHne KoHurypaumm dydepa

Mo ymonyaHuio

3HayeHWe No yMOnyaHuio 3aBUCUT OT NPOAYKTa

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

O PEKTMBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAyKTa

Hactpowka coBmecTHOro oycepa Bxoaswero PG
e  OnuyuoHarnkeHo.
e Vcnonbaynte komaHabl o unm default, ytobbl BocCTaHOBUTL 3HayeHne Bydepa no

YMOJYaHuIo0.
KomaHga mmu ingress-threshold pg [pg-id0 [pg-id1 [pg-id N] ] set thr%
Onuncanne pg-idN: nageHTUnKaTop NPUOPUTETHOM rPYMMbI.
napameTpoB

th%: obwur coBMeCTHbIN Oydep X MOpPOroBoe 3HAYEHME B MPOLIEHTaxX =
MaKkcuMMmarbHO AOCTYNHbIN Bydep ana ouepean

Mo ymonyaHuio

3HaveHue no yMOIn4yaHuio 3aBUCUT OT NpoayKTa

Pexnm komaHa

Pexum koHdurypaunm nHtepderica
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PykoBoacTtso no
NCNoNb30BaHNIO

1. OddPeKTUBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoayKTa.

2. KoHdurypaumss BcTynaet B Ccuny, TOMbKO €CnM  ynpaereHune
noTokoMm/ynpaBneHne MOTOKOM Ha ocHoBe npuopuTeta (PFC) He
BKITIOYEHO.

3. 3HaueHue, HacCTpoeHHoe nosib30BaTeENEM, 0To6pa>|<aeTc;| npu
BbINOSTHEHNN KOMaHAbl ShOw run, gaxe ecrnv 3HayeHue, HaCTpoOEeHHOEe
nonb3oBaTesieM, ABNAeTCA 3Ha4eHnem no ymon4aHuo

Hactpouka 3anaca BxogHoro 6ydepa PG
e  OnuuoHarnbHo.

e Vcnonbaynte komaHabl no unm default, 4Tobbl BOCCTAHOBUTL 3HayYeHne Bydepa no

YMOJTHaHMIO.

KomaHga mmu headroom-threshold pg [pg-idO [pg-id1l [pg-id N] ] set value
Onucanue pg-idN: naeHTUurKaTop NPUOPUTETHOM rPYMNbI.

napameTpos

value: noporoeoe 3HavyeHne 3anaca, namMepAaeTCA B sivenKkax

Mo ymonyaHuo

3HayeHne no ymon4yaHuio 3aBUCUT OT NpoaykTa

Pexum komaHpg,

Pexum koHpUrypauum nHtepderica

PykoBoacTteo no
MCNONb30BaHNIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.

2. 3HayeHne, HaCTpOeHHOe nonb3oBaTtenemMm, oTobpaxaetrca npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnu 3HayeHue, HaCTPOEHHoe
nonb3oBaTenem, ABnseTCst 3HaYeHNEM MO YMOSTYaHUIO

HacTpoiika nopora ynpaBneHusi NOTOKOM

e  OnuyuoHarnkeHo.

¢ Vcnonbaynte komaHabl o unm default, 4Tobbl BOCCTaHOBUTL 3HaYeHne Bydepa no

YMOSYaHMIo.

KomaHga mmu xoff-threshold pg [pg-idO [pg-id1 [pg-id N] ] set thr%
Onuncanne pg-idN: ngeHTUrKaTop NPUOPUTETHON rPyNMbI.
napameTpoB

value: noporoeoe 3HavyeHne 3anaca, naMmepAaeTcAd B AYemnkax

Mo ymonyaHuio

3HayeHune No yMonyaHuio 3aBUCUT OT NPOAYKTa

Pexnm komana

Pexnm koHdurypaumm nutepdenca

PykoBoacTteo no
NCMNOMb30BaHUIO

1. OddeKTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.

2. KoHdurypaumsa BcTynaeTt B cury, TONMbKO €CNW BKIOYEHO ynpaBrieHne
notokom/PFC.

3. Ecnu ynpaenenue notokoM/PFC He BkntoveHo, nopor obuwero 6ydepa
PG cooTBeTcTBYET 3HauyeHuto ingress-threshold.
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4. 3HauyeHMe, HaCTpOeHHoe nomnb3oBaTteneMm, oTobpaxaeTca npu
BbIMOMHEHUM KOMaHabl Show run, Aaxe ecnu 3HavyeHune, HacTPOeHHoe
nonb3oBaTeneM, ABNSeTCA 3Ha4YEeHMEM N0 YMONYaHUIO

Hactpoika nopora BocctaHOBIIEHUS YNpaBfieHUSA MOTOKOM
e Heobga3aTenbHbIN.

e Wcnonb3ynte komaHabl Nno unu default, 4yToGbl BOCCTAaHOBUTL 3Ha4YeHne Gydepa no

YMOMYaHMIo.

KomaHga mmu xon-threshold-offset pg [pg-idO [pg-id1l [pg-id N] ] set value
Onucanwne pg-idN: ngeHTudunKkaTop NPUOPUTETHOM rPyNnbI.

napameTpoB

value: noporoeoe 3Ha4YeHne 3anaca, n3amepAaeTcd B sA4Yenkax

Mo ymonyaHuo

3HaueHue no YMOJN4YaHUKO 3aBUCUT OT NpoAYyKTa

Pexum komaHpg,

Pexum koHdUrypaumm nHtepderica

PykoBoacTtso rno
NCNonb30BaHUIO

1. OPdeKTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.
2. KoHdwurypaums BcTynaeT B Cuny, TOMNbKO €CNU BKITHOYEHO yrnpaBneHune
notokom/PFC.

3. 3HayeHue, HaCTpoeHHOe nonb3oBaTenem, oTobpaxaeTcs npu
BbINOMHEHNM KOMaHAbl Show run, gaxe ecnu 3HavyeHne, HaCTPOEHHoe
nonb3oBaTenem, SABnseTcs 3Ha4EeHNEM MO YMOYAHMIO

HacTponka nopora rmobanbHoro 3anaca

e OnuuoHanbHo.
¢ Vcnonbaynte komaHgbl no unm default, 4To6bl BOCCTAHOBUTL 3HayYeHne Bydepa no

YMOSYaHMIo.

KomaHga mmu pg-headroom set value

Onucaxve value: noporoBoe 3Ha4yeHue 3anaca, M3amMepseTcs B s4enkax
napameTpoB

Mo ymonyaHuio

3HayeHune No yMonyaHuio 3aBUCUT OT NPOAYKTa

Pexnm komana

Pexnm koHdurypaumm nutepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.

2. KoHdurypaums BcTynaeTt B Cusy, TONMbKO €CNN BKIOYEHO yNpaBlieHne
notokom/PFC.

3. 3HauyeHue, HaCTpOeHHOe nonb3oBaTenem, oTobpaxaeTcs npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnm 3Ha4YeHue, HaCTPOEHHOe
nonb3oBaTenem, SABMAeTCs 3HAYEHNEM MO YMOJTYAHMIO
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3.5.1.4. NpoBepka

Ncnonb3ynte komaHgy show running, 4tobbl NpoBEpPUTb, YCNELWHO N1 HacTpoeH MMU nopg
COOTBETCTBYIOLLUNM UHTEPdENCOM.

3.5.2. HacTpouka moHuTopuHra 6ycepa

3.5.2.1. 3dhdeKT KoHUrypaumm

HacTpoiTe noporoBoe 3Ha4YeHWe OMOBELLEeHUs1 UCMONb3oBaHusA Gydepa Oons rpynnbl
nopToB. XXypHan npeaynpexneHuin byaeT pacrneyaTaH, korga ucnonb3oBaHue 6ydepa
rpynnbl MOPTOB NPEBbLICUT 3TO HACTPOEHHOE 3HAYEHMUE.

HactponTe noporoBoe 3HaveHWe npeaynpexaatrolero curHana Wucnonb3oBaHUs
Oydepa ansa ouepean. NpegynpexparoLwmnin curHan xxypHana byaeTt pacneyaTaH, korga
ncnonb3oBaHune Oydepa ouepean NPeBbLICUT 3TO HACTPOEHHOE 3HAYEHNE.

HactponTte mHTepBan BbIOOPKM AAHHbIX MOHUTOPUHra. HwkHWIA cnon npownssoguT
BbIGOPKY U coobLiaeT AaHHbIE B COOTBETCTBUN C HACTPOEHHbLIM MHTEPBANOM.

3.5.2.2. NpumeyaHun

KoHdburypaums nHtepdenca MmoxeT ObiTb BbINOSIHEHA TOSIbKO HA (OM3MYECKOM MOPTY.

3.5.2.3. larn HacTpounku

Hactpoika nopora onoBeLieHMs 06 ucnonb3oBaHMKU bydepa rpynnbl NOPTOB

OnuuoHanbHo.

B pexxume rnobanbHOM KOHGUrypaumm ncnonb3ynte KomaHgy mmu usage-warn-limit,
4yTOObI HAaCTPOMTbL NOpor npepynpexaeHns o6 ucnonb3oBaHuM Bydepa Ansa rpynnbl
nopToB.

Mcnonb3aynte komangbl no unu default, 4ytobbl BocCcTaHOBUTL 3HadeHne Gydepa no
YMOSYaHuIo.

KomaHpa mmu usage-warn-limit set value
Onucanne value: npoueHT, B gManasoHe oT 1 go 100
napameTpoB

Mo ymonyaHuto | 3HayeHVe Mo ymonyaHuio paBHO 0, 4YTO yKasblBAaeT Ha TO, 4TO

npeaynpexaeHve He coobluaeTcst

Pexum komang | Pexxum rmobanbHon koHdurypaumm

PykoBogcTeo no | OTa KoHUrypaums OENCTBYET A4Jist BCEX rpynn NoOpToB
NCNOSb30BaHMIO

Hactpowka nopora npeaynpexaeHus o6 ncnonb3oBaHum 6ycepa ovepeam

OnumoHanbHo.

B pexxume koHdUrypupoBaHusa nHtepdenca komangy mmu usage-warn-limit { unicast
| multicast } [queue-id1l [queue-id2 [queueidN] ] set value ana HacTpourku nopora
npegynpexaeHns 06 ncnonb3osaHum Bydepa 4na Kaxaon ovepeam.

Wcnonb3ynte komanabl no wnu default, 4ToGbI BOCCTAHOBUTL HACTPOMKY MO
YMOIYaHuIo.
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KomaHga mmu usage-warn-limit { unicast | multicast } [queue-idl [queue-id2
[queue-idN] ] set value

Onucanwne unicast: BbINnonHAET ynpaeneHne 6OydepoMm B ucxogsllen odepeam

napameTpoB OLHOAOPECHOWN PaCCbINKM.

multicast: BbINonHseT ynpaeBneHve OydepoM B UCXoAsLen odepeaun
MHOroaZpecHOM PacChbISKu.

queue-id: naeHTndmkaTop ovepean B ananasoHe ot 1 go 8.
value: npoueHT, B aMana3oHe oT 1 go 100

Mo ymonyaHuo

3HayeHVe no ymonyaHuio paBHO 0, 4YTO YyKkasbiBaeT Ha TO, YTO
npeaynpexaeHue He coobLyaeTcs

Pexum komaHg,

Pexum koHdurypaumm nHtepderica

HacTponka nHtepBana BbiIOOPKU AaHHbIX MOHUTOPUHra
e  OnuuoHarnbHo.

e B pexume rnobanbHOW KOHUrypauum ucnonb3ymte KomanHgy mmu sample-period
{ buffer-counter | queue-counter } value gnsa HacTpoOMkn MHTEpBana BbIBOPKN 4aHHbIX
MOHUTOPWHra Ans Kaxaomn ovepeau.

e Wcnonb3dynte komaHabl no wunu default, 4TOBbBI BOCCTAHOBUTH HACTPOWKY MO

YMOSYaHuIo.

KomaHga mmu sample-period { buffer-counter | qgueue-counter } value
Onuncanne buffer-counter: konnyecTso 3aHATLIX Bydepos.

napameTpoB

queue-counter: KONMMYECTBO OTMNPABMEHHbIX W yOaneHHbIX 3anucei B
ouepeam.

value: nHtepsan BbIOGOpKM B CEKyHOAX

Mo ymonyaHuio

MHTepBan BbIOOPKM MO YMOMYaHMIO COCTABNSET 5 CekyHa

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

3.5.2.4. NpoBepka

¢ VcnonbaynTte KomaHay show running, 4ToObl NPOBEPUTL, YCMELIHO N HacTpoeH MMU
Nno COOTBETCTBYHOLLUMM MHTEP(ENCOM.

e Vcnonb3ynte komaHgy show queue-buffer, 4TOGBI nNpPOBEPUTL YCMNELIHOCTb
KOHpurypaumm.
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3.5.2.5. NMpumepbI KOHDUrypauum

HacTpoiika NOpPOroBoro  3Ha4eHwus npeaynpexaatroLuero cUrHana
ucnonb3oBaHUA 6ydepa Ha OCHOBe rpynnbi NOPTOB

Warn Ha kommyTaTtope HacTpoWTe MOPOroBOe 3HayYeHwe aBapuUMHOro cuUrHana
HaCTPOMKK ncnonb3oBaHus Gydepa ansa rpynnsl nopToB Ha 80 %

QTECH# configure terminal
QTECH(config)# mmu usage-warn-limit set 80
QTECH(config)#

MpoBepka MpoBepbTe, YCNEWHO 1M CKOHUIypupoBaH MNOPOr npeaynpexaeHus
ncnonb3oBaHusa bydepa

QTECH# show run

mmu usage-warn-limit set 80

HacTtpoika npegena npeaynpexaeHusi ucnonb3oBaHus Oycdepa Ha ocHoBe
ucxopsiuen ovyepeam

LWarn HacTponkn | HacTponTe nopor npegynpexgeHnsa ncnonb3osaHus bydepa kak 70 % B
oyepenax ogHoanpecHou paccbiiku 6 n 8 nopta 1/1 Ha kKoMMmyTaTope

QTECH# configure terminal
QTECH(config)# int tel/1

QTECH(config-if)##mmu usage-warn-limit unicast 6 8 set 70

MpoBepka MpoBepbTe, nNpaBWbBHO NN HACTPOEH MOPOr  NpeaynpexaeHus
ncnonb3oBaHusa 6ydepa

QTECH#show queue-buffer interface gigabitEthernet 0/9

Dev/slot Port-group Total-shared(%) Guarantee-used(%) Share-used(%)
Available(%) Warn-limit(%)

1/- 1 745271 0.0822 14.7615
85.1562 NA

Interface GigabitEthernet 0/9:

Type Queue Admin-shared(%) Total-used(%) Available(%) Warn-limit(%)

Peak-usage(%) Peak-time

Unicast 1 (default) 7.4836 0.0103 NA
7.5041 2015/7/14 20:7:14

Unicast 2 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 3 (default) 0.0000 7.4938 NA
0.0000 NA
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Unicast 4 (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 5 (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 6  (default) 0.0000 7.4938 70%
0.0000 NA
Unicast 7  (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 8 (default) 0.0000 7.4938 70%
0.0000 NA
Multicast 1 (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 2  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 3  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 4  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 5  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 6  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 7  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 8  (default) 0.0000 7.4938 NA
0.0000 NA
Hactpoika nHTepBana BbIGOPKU AaHHbIX MOHUTOPUHra
Warn HacTtponTte uHTepBan BbIGOPKM OAHHbIX MOHUTOPUHIA B pexume rnobanbHon
HacCTpoOWKM | KOHGMrypaumm
QTECH# configure terminal
QTECH(config)# mmu sample-period buffer-counter 8
QTECH(config)# mmu sample-period queue-counter 10
MpoBepka | [poBepbTe, NPaBULHO NN HACTPOEH UHTEpPBan BbIGOPKM
QTECH# show run
mmu sample-period buffer-counter 8
mmu sample-period queue-counter 10
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3.5.3. HacTpouka pexuma cut-through

3.5.3.1. 3dhdeKkT KoHUrypaumm

BkntounTe dpyHkumio cut-through, YToGbl YMEHBLUUTL 3a4EPXKKY NEePeChInky NakeToB.

3.5.3.2. MpumevaHusn

(DyHKLI,I/II'O NOoOKNK4YeHn4 CUt-thI’OUgh MOXXHO HaCTPOUTb TOJIbKO Ha d)I/ISI/I‘-IeCKVIX nopTax.

3.5.3.3. Warun HacTpounku

Hactpowka rapaHTunHoro 6ydepa

OnuuoHanbHo.

B pexume KoHpurypauum nHtepdgenca sanyctute komaHgy mmu cut-through, 4toGbl
BKMOYNTb OYHKUMIO AocTyna cut-through Ha nHtepdelrice.

Ucnonb3ynte komaHabl no wnu default, 4TOoBGbI BOCCTAHOBWUTL HACTPOWKY MO
YMOMYaHMIo.

KomaHpa mmu cut-through

Mo ymonuanumio | Mo ymonyaHmio pexkum cut-through otknroyeH

Pexum komaHa | Pexum koHurypaumm nHtepdenca

PykoBogcteo no | OdhdeKTMBHOCTb 3TOM KOMaHObl 3aBUCUT OT NPoAyKTa
NCNOSb30BaHMIO

3.5.4. HacTpouka npeaynpexneH1sa o notepe naketTos

3.5.4.1. 3hdeKT KoHduUrypaumm

BkntounTb/BeIKNIOUNTE rNobanbHOe NpegynpexaeHne o NoTepu nakeToB ovepeaen Ans
BCEX MHTEP(ENCHbIX oYepeaen.

BKNIOUNTL/BLIKNIOYNTE OMOBELLEHNE O MOTEPE MAKETOB B O4Yepeau Ha MHTepdence.
MpuoputeT 3TON KOHPUIrypauun Boille, Yem y rinodanbHON KOHUIrypaumu.

HacTtpoiTe yacTtoTy curHanoB npenynpexneHuss o notepe MNakeToB Tak, YTobbl B
nepvog T oToGpakanocb Tonbko N curHarnoB TPEBOrM O NMoTepPe NakeToB.

3.5.4.2. NMpumeyaHun

OTy (YHKUMIO MOXHO HacTpouTb B pexume rnodanbHoM KoHdUrypaumm M B pexume
KOHdourypaumm nHtepdenca.

3.5.4.3. llarn HacTponku

HacTpoiika onoBelueHnsi 0 NoTepe NakeToB

OnumoHanbHo.

B pexume rnobanbHOM KOHdUrypauum unm KoHurypaumm uHtepdenca sanycrurte
komaHgy mmu queue-loss-warn {unicast | multicast} [gid1 [qid2 [gidN] ] ] {on | off}
AN BKITHOYEHMA/OTKOYEHNS PYHKLMM ONOBELLEHMSI O NOTEpPEe NAaKeTOB B ovepensX.

149

QTECH

MWP [OOCTYNHEE




PykoBoacTeo no Hactpolike cepust QSW-6900

Hactporika MMU

e Wcnonb3ynte komaHabl no unu default, 4ToGbI BOCCTAHOBUTL KOHUrypaumo Mo
yMon4yaHuio. OYHKUNA ONoBeLLEeHUS 0 NoTepe NakeToB MO YMOMYaHUIO OTKITHOYEeHa.

KomaHpa [no] mmu queue-loss-warn {unicast | multicast } [gid1 [qid2 [qidN] ] ] {on
| off}

Onucaxue unicast: ykasbiBaeT Ha OA4HOaAPECHYI0 oYepeb.

napameTpoB

multicast: ykasblBaeT ovyepedb MHOroagpecHOn PacChIfku.
gid: ykasblBaeT naeHtTudmkaTop odepean.

ON: BKMOYaeT CUrHanM3aumio o noTepe nakeTos.

off: oTkno4YaeT onoseLleHe o0 NoTepe NakeToB

Mo ymonyaHuo

(DyHKLI,I/IFI onoeeLlleHnA O noTepe nakeToB Mo yMosryaHU OTKIMKOYeHa

Pexum komaHg,

Pexunm rnobanbHon KoHUrypaumm n pexxmm koHdurypauum nHtepdenca

PykoBoacTtso no
NCMNonb30BaHUIO

OhbekTBHbBIN CNOCO6 3TOM KOMaHAbl 3aBUCUT OT NpoayKTa

HaCTpOﬁKa 4acToThbl onoBeLWeHnA O noTepe NnakeToB

e  OnuuoHarnbHo.

e B pexnme rnobanbHOM KOHUrypaumm sanyctute KomaHgy mmu gueue-loss-warn
frequency cycle valuel times value2, 4ToObl HAaCTPOUTb 4YacTOTYy OMOBELLEHUSA O
noTtepe NakeTos.

e Vcnonbaynte komaHabl no wnu default gna BoccTaHoBNEHUs KoHpurypauum no

YMOSYaHuIo.
KomaHga [no] mmu queue-loss-warn frequency cycle valuel times value2
Onuncanne valuel: ykasbliBaeT nepuoa otobpaxeHns TpeBorv NnoTepu NakeTos.
napameTpoB

value2: ykasblBaeT KONMMYECTBO aBapUiiHbIX CUrHAroB O MoTepe NakeToB,
KOTOpble MOryT OTOGpaXKaTbCs 3a nepunos

Mo ymonyaHuio

Mo ymonuaHuio B TeuveHume 60 cekyHg MoxeT oTobpaxatbcs go 30
npeaynpexaeHun o noTepe NakeTos

Pexnm komana

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
NCNOSb30BaHMIO

O PEKTMBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAyKTa

3.6. MOHUTOPUHr

3.6.1. OuncTka

NMPUMEYAHUE: BbinonHeHne komaHabl clear BO Bpems paboTbl 0OOpyaoBaHWS MOXET
NPVBECTM K NMPEPbLIBAHNIO OOCNYXMBaHUSA 13-3a NOTEPU BaXXHON MHGOPMaLMW.
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OnucaHue

KomaHpa

Ounulaet 3HauyeHne cyeTUnKa oyepeaun

clear queue-counter

OuMulaetr MCTOpUYECKOE MUKOBOE  3HA4YeHWe
Oydepa ucxopasiien ovepeamn

clear mmu queue-buffer peaked

OuniliaeT uUcTopuYeckoe MNUKOBOE  3Ha4YeHue
BxogHoro 6ydepa PG

clear mmu pg-buffer peaked

OumwiaeT KONMYECTBO pas, Korga 3aHATbi Bydep
npesblLLaeT Nopor NpeaynpexXaeHns

clear mmu usage-warn-count

3.6.2. OTobpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT wuHpopmaumio 06 MCnonbL3oBaHUK
Oydepa nHtepderica naHenm

show queue-buffer interface

OTtobpaxkaeT wuHoOpMauMio cUeTYMKa ovepeau
MHTepdenca naHenu

show queue-counter interface

OtobpaxaeT wWHpopmaumio 06 McnonbL3oBaHUK
Oydepa BxogHoro PG

show pg-buffer interface
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4. ObBILAA UHPOPMALUA

4.1. NapaHTUA n cepBUC

Mpouenypa v HeobxoaMMble LENCTBUSA MO BOMPOCAM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

4.2. TexHn4yeckas nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpoOCax, KacalLlMxcsa Hawero obopynoBaHus, TO
MOXKEeTe BOCMONb30BaTLCA Pas3fenoM TeXHUMYECKOW noaaepxku nonb3oBaTtenen QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

4.3. AneKTpoHHas Bepcusa AOKyMeHTa
[aTa nybnunkaumn 27.02.2025

https://files.qtech.ru/upload/switchers/QSW-6900/QSW-6900_ ACL_QoS_config_guide.pdf
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