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HacTtpolika ACL W

1. HACTPOUKA ACL
1.1. O630p

Cnuncok koHTpons goctyna (ACL) Takke HasbiBaeTCd CNMCKOM AocTyna unu 6pangmayspom. B
HEKOTOpbIX AOKYMEHTax 3TO Aaxe HasbiBaeTca dunbTpauven naketoB. ACL onpegensieT
npaBuna, onpegensawowue, crnegyeT nu nepecbinate MnyM otbpacbkiBaTb MNakeTbl AaHHbIX,
npubbiBatoLLmMe Ha MHTEPGENC CETH.

ACL knaccucpumumpytoTcs no yHKUMAM Ha ABa Tuna:

Security ACL: ncrnonb3ytoTcs Ansi ynpaeneHusi NOToKamm AaHHbIX, KOTOPbIM pa3peLLeHo
NPOXOAUTL Yepe3 CeTEBOE YCTPOUCTBO.

ACL kadecTBa obcnyxumBanus (QoS): ncnonbayoTes Ansa knaccudumkauum n o6paboTku
NMOTOKOB [aHHbIX MO MpUopUTETY.

ACL HacTpauBatoTca No MHOMMM npudmnHam. K OCHOBHbIM NpuyMHam OTHOCATCS:

KoHTponb goctyna kK ceTu: ana obecneyeHns ceteBor 6esonacHOCT onpenensiTcs
npaBuna, oOrpaHW4YMBarOMe AOCTyn nonb3oBaTener K HeKoTopbiM  cnyxbam
(Hanpumep, paspelweH goctyn Tornbko Kk WWW un cnyxGam SNeKTPOHHOW MOYThl, a
AocTyn K gpyrum cnyxbam, Takum kak Telnet, 3anpelueH) unn nonb3oBaTenen and
AocTyna Kk cnyx6am B ykasaHHbI Nepuog BpeMEeHWU, Ui paspeLunTb JOCTYN K CeTu
TONbKO onpeaeneHHbIM XOCTaM.

QoS: ACL QoS ucnonb3ayloTca ans NpemMMmyLlecTBEHHON Knaccudumkaumm n o6paboTku
BaXXHbIX NOTOKOB AaHHbIX. [lononHutenbHble cBegeHnsa o6 ncnonb3oBaHmn ACL QoS
cM. B Hactpounka QOS.

1.2. MpunoxeHunsa

MpunoxeHune OnucaHue

KoHTponb pgoctyna B | B kopnopaTuBHOM ceTu npaBa [OCTyna K CeTU Kaxaoro otaena,

KOPNOPAaTMBHOW CETU Hanpumep, npasBa [OCTyrna K cepBepaM W paspelleHuss Ha

Ncnonb3oBaHne CpeacTB obLweHns (Taknx kak QQ n MSN), 4OMKHbI
KOHTPONMPOBATbLCHA B COOTBETCTBMM C TpEOOBaHMAMM.

1.2.1. KoHTponb goctyna B KOpnopaTUBHOWN CeTU

1.2.1.1. CueHapum

NHTepHeT-BMPYCbl MOXXHO HalTV nosctogy. NMoaTomy Heo6xoaMMo 6MoKMpoBaTh NOPThI, KOTOPbIE
4acTo MCMonb3ylTCa BUpycamu, AOns obecrneveHnss 6e3onacHOCTM CeTU NPeanpuaTUS
crieayoLLMm obpasom:

Paspewmntb 4OCTYN K cepBepy TOMbKO BHyTpeHHUM [1K.

3anpeTuTb KOoMMblOTEPAM HedMHAHCOBOrO oOTAena [AOoCTyn K  KOMMbloTepam
(hvHaHCOBOro oTAena W 3anpeTuTb KOMMbITEpaM HeWccreaoBaTenbCKUX OTAENoB
[OCTYMN K KOMMblOTEPAM OTAENa UCCNEAOBaHNUIA U pa3paboToK.

3anpeTnTb COTpyAHMKaM OTAena WuccnegoBaHWM M pa3paboTok  MCnonb3oBaThb
cpeacTea Yata (Takue kak ICQ n Skype) B paboyee Bpems ¢ 09:00 go 18:00.
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KommyTtatop C Ha ypoBHe goctyna: nogkntodeH k MK kaxgoro otaena un kK kommytatopy B Ha
YPOBHE arperauunm Yepes rurabntHoe ONTOBOJIOKHO (PEXNM TpaHkKa).

KommyTatop B Ha ypoBHe arperauuun: Heckonbko BupTyarnbHbIX fokanbHbiX ceten (VLAN)
pasgeneHbl. OgHa VLAN onpegeneHa ans ogHoro otgena. Ot VLAN noakntoyeHbl K
koMmMmyTaTopy A Ha ypoBHe aapa Yepe3 10-rurabutHoe ONTOBOSOKHO (PEXUM TPaHKa).

KommyTaTtop A Ha ypoBHE a4pa:; OH NOLKITOYEH K pasnuyHbIM cepBepam, Taknm Kak cepsep File
Transfer Protocol (FTP) un cepsep Hypertext Transfer Protocol (HTTP), a Takke kK NHTepHeTy
yepes bpaHamayapbl.

1.2.1.2. Pa3BepTbiBaHue

e Hactponte pacwmpenHbin ACL Ha nopT G2/1 ana dounbTpaumm NakeToB AaHHbIX, TEM
caMbIM 3alMTUB CeTb OT BUPYCOB. JTOT MOPT pPacnosioxXeH Ha ycTponctee 6a3oBoro
YypOBHSA (kKoMmyTaTop A) M UCMonb3dyeTca ANA nogknodeHms kommyTtaTtopa A K uplink-
nopty G2/1 mapwpyTunsartopa.

e Paspewnte poctyn K cepBepam TOMbko BHyTpeHHuM [K un 3anpetute pgoctyn K
cepepam BHewwHuM MNK. OnpeagenvTe n NpUMEHNTE paclUMpEHHbIE CMIUCKU YNpaBneHus
poctynom (ACL) IP k G2/2 wnu BupTyanbHOMy uHTepderncy kommyTtatopa (SVI) 2,
KOTOPbIA UCNONb3YyeTCsl AN NOAKMYEHNst KOMMyTaTopa A K YCTPOWUCTBY UK cepBepy
YPOBHS arperauuu.

e 3anpetuTe B3auMMHbIN OOCTYN MexXQy YykasaHHbiMW oTtaenamu. Onpegenute wn
NPMMEHUTE pacLUMpPEHHble CNUCKM KOHTpona pocTtyna IP Ha GO0/22 wn GO0/23
KommyTaTopa B.

e Hactponte n npumeHute pacwmpeHHble IP ACL Ha ocHoBe BpemMeHn Ha SVI 2

KommyTaTopa B, 4ToGbl 3anpeTuTb OTAENy uccneaoBaHuin 1 pa3paboTok Mcrnonb3oBaTb
cpefcTtea vata (Takue kak ICQ u Skype) B TeueHne onpeaeneHHoro nepmoaa BpeMeHM.
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1.3. ®yHKUUN
1.3.1. OcCHOBHbIEe NOHATUA

1.3.1.1. ACL

ACL BkntoyatoT 6asoBble ACL n aguHamuyeckmne ACL.

Mpn HeobxoanmocTn Bbl MOXeTe BblibpaTh 6a3oBble unu anHammnyeckne ACL. Kak npaswuno,
6asoBble cnnckn ACL moryT cooTBeTcTBOBaTh TpeboBaHnam 6e3onacHocT. OgHaKko onbITHbIE
Xakepbl MOryT MCMOMb30BaTh onpeaerieHHoe nporpaMmmHoe obecneyeHve ans ocTyna K CeTU.C
nomowbo  nogmeHol IP-agpeca. Ecnn  wucnonesyiotca guHamudeckne  cnucku  ACL,
nonb3oBatensMm npegnaraeTcsa MNpouTU UAeHTUMKaumMo nepeq AOCTYNOM K CeTU, 4TO
npegoTBpaLlaeT BTOPXEHME XakepoB B CeTb. Takum 0Opa3om, Bbl MOXETe WCMNofb30oBaTb
AnHamnyeckne ACL B HEKOTOPbIX BaXHbIX 006nactax, 4Tobbl rapaHTMpoBaTb CETEBYIO
6e3onacHoCTb.

NMPUMEYAHUE: lMogawmeHa IP-agpeca — HeoTbemnemas npobnema Bcex ACL-cnuckos,
BKMovas anHamudeckne ACL-cnmncku. Xakepbl MOryT MCNonb3oBaTb nogaeneHble IP-agpeca
ANa 0OoCTyna K CeTU B TeYeHMe CpoKa AENCTBUSA ayTeHTUUUMPOBAHHBIX MOEHTMdUKATOPOB
nonb3oBartenen. [Ons peweHus aton npobnembl gocTynHbl ABa meTtoga. OOuH M3 HUX —
YCTaHOBUTb MEHbLLEE BpeMsi MPOCTOs AOCTyNa Nonb3oBaTesNsl, YTO YCNOXHAET NPOHUKHOBEHME
B ceTu. [lpyron — wudpoBaHNe CeTeBLIX OaHHbIX C UCMOMb3oBaHWeM npoTtokona IPSec,
KOTOpbIA rapaHTUPYET, YTO BCE AaHHble OyayT 3awmndpoBaHbl Npy NOCTYMNNIEHNN HA YCTPONCTRO.

ACL 06bl4HO HacTpaMBatloTCA Ha CreayloLnX CeTEBbIX YCTPOMCTBAX:

e YcTponcTBa Mexay BHYTPEHHEN CETbIO N BHELLHEN CeThio (Hanpumep, VIHTepHeT).
e  YCTpOKWCTBA Ha rpaHuue ABYyX CErMEHTOB CETWU.
e YCTpoKWCTBa, NOAKMOYEHHbIE K KOHTPONMPYEMbIM NOPTaM.

YT1BepxaeHus ACL OomKHbI BbINOMHATLCSA B CTPOrOM COOTBETCTBMM C UX NMOCIEA0BaTENbHOCTbIO
B ACL. CpaBHeHMe HauyMHaeTCcs ¢ NepBoro yTeepxaeHus. Kak Tonbko 3arofoBoK NakeTa AaHHbIX
coBnagaet ¢ yTBepxaeHuem B ACL, nocneayowime yTBep)XaeHNs UrHopupyTca U 6onblue He
NpoBEpPSAOTCS.

1.3.1.2. ACL BBOaa/BbiBOAA, WabnoH nona counbTpauum n npaBuna

lMpn nonyyeHUn nNaketa Ha WHTepdence YCTPONCTBO MNPOBEPSET, COOTBETCTBYET NU nakeT
kakon-nnbo 3anucu ynpasnexus goctynom (ACE) Bo BxogHoM ACL aToro nHtepdetrica. MNepen
OTNpaBKOW MakeTa 4epe3 WHTepdenc YCTPOMCTBO NPOBEPSAET, COOTBETCTBYET WU NakeT
kakomy-nnm6o ACE B BbixogHoMm ACL aToro uHtepgenca.

Korga onpeaeneHbl pasHble npasuna unbTpauumn, BCe UMK TONbKO HEKOTOPLIE NpaBuna MoryT
NpUMeHATbLCA ogHoBpeMeHHO. Ecnu nakeT cootBeTcTByeT ACE, 9TOT nakeT obpabaTtbiBaeTcs B
COOTBETCTBMM C NOSIMTUKON AENCTBUI (pa3peLwunTb Unn 3anpetuTsb), onpegeneHHon B aTom ACE.
ACE B ACL wnageHTMduumpytoT naketbl Ethernet Ha ocHoBe cnefylowmx nonen B naketax
Ethernet:

Mons yposHs 2 (L2):

e 48-6uTHbIn MAC-agpec uctovHuka (cogepxawmn sce 48 6ur).
e  48-6uTtHbIn MAC-agpec HasHayeHus (cogepxalumm sce 48 6uT).
e 16-6utHOE none Tmnna L2.

e [lons ypoBHsa 3 (L3).

e [lone ncxogHoro IP-agpeca (MOXHO ykasaTb Bce 3Ha4eHus ucxogHoro IP-agpeca nnm
MOXHO MCMNOSb30BaTh NOACETL A5 onpeaeneHns Tmna NoOTOKOB AaHHbIX).
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Mone IP-agpeca HasHayeHNsa (MOXHO ykasaTb Bce 3HadeHus |IP-agpeca HasHaveHus
U MOXXHO UCMNONb30BaTb NOACETh A5 ONpeAeneHns Tuna NOTOKOB AaHHbIX).

Mone Tvna npoTokona.
Mons yposHs 4 (L4).

YKa3blBaeTCA UCXOAHbIN U KoHeYHbl nopT TCP, nnbo oba, nubo ykasaH ananas3oH
WCXOAHOro NI KOHEYHOro nopTa.

YkasbiBaeTcs numbo mcxogHbin nopt UDP, nnbo nopt HasHayeHnus, nubo oba, nmbo
yKasaH gnanasoH MCXOAHOro Mnn KOHEYHOro nopra.

Mons dunbTpaumMm OTHOCATCA K MOMsIM B MakeTax, KOTOPble MOXHO WCMNONb3oBaTb AN
naeHTuduKauum unm knaccudmkaumm naketos npu cosganHumn ACE. LLabnoH nonsa dpunstpauum
npegcraensieT cobon kKombuHauM 3Tux nonen. Hanpumep, npu cosgaHum ACE nakeTbl
NOEHTUOULMPYIOTCA M KnaccuduumpyroTca Ha ocHoBe nons IP-agpeca Ha3HayeHust B Kaaom
nakeTe; npu co3gaHmm gpyroro ACE nakeTbl MOeHTUMUUMPYIOTCA M KnaccuduumpyroTca Ha
OCHoBe nons ncxogHoro IP-agpeca n nonst ucxogHoro nopta UDP B kaxagom nakete. [1sa ACE
MCNOMNb3YIOT pasHble LWabnoHbl nonen punbTpauun.

lMpaBuna OTHOCATCHA K 3HA4YeHMsIM nonen B wabnoHe nonst dunbTpauun ACE. Hanpuwmep,
copgepxmmoe ACE BbIrnaguT criegytowmm obpasom:

permit tcp host 192.168.12.2 any eq telnet

B atom ACE wabnoH nons punbTpauum npeacraBnsieT cobon KoMOMHaUMIo cneayowmnx nonewn:
none wucxogHoro |IP-agpeca, none IP-npoTtokona v none nopta HasHadyeHna TCP.
CooTBeTCTBYHOLMNE 3HAYEHUs (NpaBuna) cnegytowme: ucxogHein IP-agpec = Host 192.168.12.2;
IP-npoTtokon = TCP; MNopT HasHayeHns TCP = Telnet.

Template

Rules

‘ Action

action: = Permit | v

PucyHok 2. AHanuna ACE: permit tcp host 192.168.12.2 any eq telnet

NMPUMEYAHUA:

WabnoH nons dunbTpauum MoxXeT ObiTb KoMOWHaumen nonen L3 u L4 wunu
KombuHaumen Heckonbkux nonev L2. OpgHako wabnoH nond dunbTpaummn
cTaHgapTHOro unu pacwmnpeHHoro ACL He MoXeT ObiTb KoMOMHaumen nonen L2 u L3,
kombuHaumen nonen L2 mn L4 wunm kombuHaumen nonenm L2, L3 mn L4. YTobbl
ncnonb3oBaTb koMOMHaumo nonen L2, L3 n L4, Bbl MOXeTe Ucnonb3oBaTh SKCNEPTHbIE
ACL.

SVI, cBasaHHbIn co cnuckamu ACL B mcxogsdwem HanpasfeHun, nognepxumeBaeT
ctaHgapTHeii IP, pacwwmpenHbin IP, pacwupenHbin MAC n akcnepTtHbii ACL. Ecnn
pacwmpeHHbin MAC nnu akcnepTHbIn ACL HacTpoeHbl Ha cooTBeTcTBMe MAC-agpecy
Ha3Ha4YeHusa N NPUMeHaEeTCs K ucxogsiwiemy HanpasneHun SVI, cootsetctaytowmin ACE
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MOXXHO HacCTpPOUTb, HO OH He BCTYNWUT B cuny. Ecnn HacTpoeH pacwmpeHHbin [P nnu
akcnepTHbI ACL cooTBeTcTBYeT IP-agpecy HasHauyeHusl, HO IP-agpec HasHavyeHus He
BXOAWUT B AmManasoH |IP-agpecos noacetn cesasaHHoro SVI, HacTpoeHHbin ACL He moxeT
BCTYyNUTb B cuny. Hanpumep, npegnonoxum, yto agpec VLAN 1 — 192.168.64.1
255.255.255.0, cospgaH pacwupeHHbii IP-cnncok ACL, n ACE — deny udp any
192.168.65.1 0.0.0.255 eq 255. Ecnn ator ACL npumeHsieTcs K ucxogsawemy
nutepcpency VLAN 1, ACL He MOXeT BCTynuTb B cuiy, nockomnbky |P-agpec
Ha3Ha4veHus He HaxoguTcs B IP-agpece nogcetn gnanasoH VLAN 1. Ecnu ACE nmeert
3Ha4veHue deny udp any 192.168.64.1 0.0.0.255 eq 255, ACL MOXeT BCTynuUTb B CUIy,
nockonbKy IP-agpec HasHadeHus Haxoautcs B AnanasoHe |P-agpecoB noacetu
VLAN 1.

Ha kommyTaTtope, ecnn ACL NpUMEHSIIOTCA K UCXOAALLIEMY HanpaBrneHntio (onsnyeckoro
nopta unu arpernposaHHoro nopta (AP), ACL moryT omnbTpoBaTb TOSIbKO XOPOLUO
N3BECTHbIE NakeTbl (0gHOaAPECHbIE UM MHOrOaZpeCHbIEe NakeTbl), HO HE HEU3BECTHbIE
ofHoaapecHble NakeThbl. TO ecTb 4151 HEM3BECTHbLIX UMW LLUMPOKOBELLLATENBbHbLIX NakeToB
ACL, HacTpoeHHbIe B UCXOAsLLEM HanpasfeHnn nopTa, He AEeNCTBYIOT.

Ha kommyTaTope, ecnu BxogHon ACL n DOT1X, rnobanbHas npuesaska IP+MAC, port
security n IP source guard sBnsoTca o6WMMM ONS BCEX MOPTOB, paspeluarlime n
3anpewarowme no ymondaHnio ACE He BCTynalwT B cuny, HO Apyrue 3anpeljaroime
ACE BcTynatoT B cuny.

Ha kommyTaTope, ecnun BxogHon ACL n Q0S COBMECTHO UCMONb3YHTCSA, paspeLuatome
ACE He BcTynawT B cuny, BCTynawT B cuny gpyrve 3sanpewatowme ACE, a
s3anpewarowme ACE no ymonyaHuio BCTynaeT B Curly nocrie BCTynreHus B cuny QoS
ACE.

Ha kommyTaTope Bbl MOXeTe 3anyCTuTb KOMaHgy norgos-security compatible,
no3BONALWY paspewarowmm ©  3anpewarowmm ACE  Bctynatb B cuny
oaHoBpeMeHHo, koraa BxoaHon ACL n DOT1X Ha ocHoBe nopTa, rmobanbHas npmesiska
IP + MAC, port security u IP source guard ncnosnb3yTcsi COBMECTHO.

Ecnn ACE pobasnsiotcs B ACL, a 3aTeM KOoMMyTaTop nepesarnyckaeTcss nocne
npumeHeHuss ACL kK Bxoasiwemy HanpaBrieHuto Heckonbkux SVI, ACL moxeT He
HACTPOUTBLCSA Ha HEKOTOpbIX SVI n3-3a orpaHMYeHHON annapaTHOM EMKOCTH.

Ecnun akcnepTHbIi ACL-CNMCOK HAaCTPOEH M NPUMEHSAETCS K UCXOOALLLEMY HanpaBneHnto
nHTepdenca, a Hekotopble ACE B atom ACL-cnucke cogepxaT WHgopmauuio o
cootBeTcTBMM L3 (Hanpumep, IP-agpec n nopt L4), non-IP-nakeTbl, OTApaBnsemMble Ha
YCTPOMNCTBO C 3TOr0 WHTEpdpenca, He MOryT ynpasBndaTcd paspeLllarowmmm un
sanpewarowmmmn ACE B atom ACL.

Ecnmn ACE ACL (IP ACL wunu akcnepTHbI paclmpeHHbin ACL) HacTpoeHbl Ha
COOTBETCTBME NONSAM, OTNMYHbIX OT L2 (Takum kak SIP n DIP), ACL He AencTByeT Ha
TermpoBaHHble naketTbl MPLS.

UTob6bl NMonb3oBaTenu Mornu nyyiwe udydatb Tekyulee coctosHue ACL Ha ycTponcTBe, Bbl
MoXeTe onpeaenuTb, criefyeT nv ykasblBaTb NapamMeTp BefeHus xypHana ACL kak Tpebyembin
npu gobasneHnn ACE. Ecnv ykasaH 3TOT napameTp, XXypHaribl BbIBOASATCA NPy 0BHapy>XeHnn
naketoB, cootBeTcTBYOWMNX ACE. XypHanbl ACL otobpaxatotca Ha ocHoBe ACE. To ectb
YCTPOWCTBO nepuoanyeckn otobpaxaeT 3anucu ACE ¢ coBnaBwMMKW NakeTamm M KONMYECTBO
coBnaBLMX NakeToB. [pumep XypHana BbIrNagut cnegyowmnm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

UTOObl KOHTPONMPOBATL KOMMYECTBO >XYPHANoB M 4YacTOTy BbIBOAA, Bbl MOXeTe HacTpOUTb
NHTepBan obHoBeHNA XypHana cootseTcTBeHHO Ans ACL IPv4 n ACL IPv6.
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NMPUMEYAHUA:

e ACE, cogepxawunm napameTp BegeHuss xypHana ACL, notpebnser 6onblie
annapaTHbIX pecypcoB. Ecnn Bce HacTpoeHHble ACE copgepxaT 3TOT napameTtp,
emkocTb ACE ycTporictBa OyaeT ymMeHbLUeHa BOBOE.

e [lo ymonuaHuio uHTepBan OOHOBNEHWUs XypHana paBeH 0, TO eCTb XypHan He
BbIBOAMTCA. [locne ykasaHusa napameTpa BegeHus xxypHana ACL B ACE Heobxoanmo
HaCTpOWTb MHTEpBan 0OHOBNEHNS XypHana Ansi BbiIBOAA COOTBETCTBYHOLLMX XXYPHarnoB.

o [insa sanucu ACE, cogepxallen napameTp BegeHnd xxypHana ACL, ecnv 3a yKasaHHbIN
WHTEepBan He HangeHo HYM OOHOro NakeTa, XXypHar CONnocTaBneHnsi MakeToB, CBA3aHHbIN
c aton 3anucbto ACE, BbiBoguTbCsi He Oyaet. Ecnn coBnagatowme naketbl 6yayTt
HanZeHbl B yKazaHHOM UHTepBare, XXypHarbl CONoOCTaBNeHMsI NakeToB, OTHOCALLMECS K
atomy ACE, 6yayT BbiBeAeHbl MO UCTeYeHMM MHTepBana. Konmyectso coBnagaroLmx
nakeToB — 3TO obLlee KONMMYecTBO nakeToB, cooTBeTcTBylOWMX ACE B TedeHue
3aJaHHOro uMHTEepBasna, TO eCTb nepuoga OT npeablayllero BbiBO4a XypHana Ao
TEKyLEero BbiBoAa XXypHana.

e  Tonbko KOMMyTaTOpbl NOAAEPXKMNBAIOT DYHKLMIO BeaeHUs KypHana ACL.

1.3.1.3. CyeTuyuKM conocrtaBneHusa naketos ACL

[na peanvsaumm ynpaBrneHnsi CETbIO NONb3oBaTeENAM MOXET NOTpeboBaTbCs Y3HaTb, ECTb NN Y
ACE kakue-nmbo coBnagatollne nakeTbl U CKOMbKo nakeToB coBnano. ACL npepocTtaBnsioT
CYETYMKM COOTBETCTBUA MakeToB Ha ocHoBe ACE. Bbl MoxeTe BKMHOYUTb UMNKN OTKITHOYUTH
CUETUMKM comnocTaeneHus naketor ans Bcex ACE B ACL, koTopbin MoxeT 6biTb IP ACL, MAC
ACL, askcneptHbeiM ACL unn IPv6 ACL. Kpome TOro, Bbl MOXETe 3anyCcTuTb KoMaHay clear
counters access-list [ acl-id | acl-name ] gna cbpoca cyetumkoB ACL ansa HoBoro atana
CTaTUCTUKWN.

NMPUMEYAHUA:

e [Ina BkntoveHus cyetunkoB ACL TpebyeTtcs 6onblue annapaTtHbixX 3anvcen. B kpanHem
criyyae 310 cokpatut BABoe kKonmndectBo ACE, KoTopble MOXHO HacCTpOUTb Ha
YCTPONCTBE.

° Tonbko KOMMYTaTOpPbl NoAAepXNBAOT CHETHUKN CONOCTABIIEHNA NAKETOB ACL.

1.4. O630p

OcobeHHOCTb OnucaHue

IP ACL KoHTponupynte Bxogsawme unm ucxogswme naketol IPv4 yctponctea
Ha ocHoBe MHdopmaumm L3 nnn L4 B 3aronoske naketa IPv4.

PacwupeHHbin ACL | KoHTponupynTe BXxogswme unm ncxogswime naketol L2 yctponctea Ha

MAC-azpecoB ocHoBe nHdopmauum L2 B 3aronoske naketa Ethernet.
OKCNEPTHbLIN O6begunute IP ACL n pacwupeHHbin ACL MAC B 3KCNepTHbIN

paclumpeHHbin ACL | pacumpeHHbin  ACL, KOTOpbIM  KOHTponupyeT (paspeluaer wnu
3anpewaeT) BXOgsWME UMM UCXOZsWMe nakeTbl YCTPOWCTBA,
NCNornb3ys 0QHO U TO XXe NpaBuIio Ha ocHoBe nHdopmauun L2, L3 n L4
B 3arosfiloBke nakera.
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Oco6eHHOCTb OnucaHue
IPv6 ACL KoHTponupynte Bxogsawme unm ucxogsiwme naketol IPv6 yctponctea

Ha ocHoBe MHdopmaumn L3 nnn L4 B 3aronoeke naketa IPv6.

ACL80 HacTtponTe coBnagatowime nona M Macky ans cueHapmes, B KOTOPbIX
durKkcupoBaHHbIe coBnagatoLme nonsi He COOTBETCTBYIOT
TpeboBaHusM.

[MepeHanpaBneHue lNepeHanpaBnTb BXOAdALIME MNaAKETbl YCTPOMCTBA, COOTBETCTBYHOLLME

ACL ACE, Ha yKasaHHbI/ UCXOASALLMIA MHTepdenc.

[(noGanbHbIN Cpenante Tak, ytobbl ACL gencrtBoBan BO BXOASLLEM HanpasrieHun
Security ACL BCEX NHTepdENCOB BMECTO NpuMeHeHnsa ACL K kaxxgomy nHTepdency.
Kanan Paspewmnte naketam o00XoAuTb NPOBEPKY MNPUIOXKEHUA KOHTPOMS
©e30nmacHoCTH poctyna, TakMx kak DOT1X wu BeG-ayTeHTUdmKauma, ans

yAOBIETBOPEHUSI TpeBOBaHUIN HEKOTOPbLIX OCOBbIX CLieHapueB.

ACL Paspewntb nonb3oBatensm B ogHon VLAN obLiatbest 4pyr ¢ Apyrom.
MapLipyTmsaTopa
SVl

BeoeHve xypHana | BelBogntb >KypHanbl conoctaBneHns naketoB ACL ¢ 3agaHHbIM
ACL WHTEpBaNoM B COOTBETCTBUM C TpeboBaHuAMK. XKypHanbl nomoratoT
nonb3oBaTensM Yy3HaTb pes3ynbTaT COMoCTaBfeHUs MakeToB C
ykaszaHHbIM ACE.

1.4.1.IP ACL

IP ACL peanunsyeT ycOBepLUEHCTBOBaHHbIN KOHTPOMb BXOAALWMUX U Ucxoaawmx IPv4-naketoB
yCcTponcTea. Bbl MOXeTe paspeLlunTb Unu 3anpeTuTb BBOA onpeaeneHHbix naketos IPv4 B ceTb
B COOTBETCTBUM C (hakTudecknmmn TpeboBaHnsaMn onga ynpaeneHms 4octynom IP-nonb3oBartenemn
K ceTeBbIM pecypcam.

1.4.1.1. NMpuHUUN paboTbl

OnpegenuTte psa npasun IP-goctyna B IP ACL, a 3atem npumenute IP ACL BO BxoasiLem unm
NUCXOOsdLEM HanpaeneHun uHTepdenca wnu  rnobanbHO. YCTPOMCTBO  NPOBEpPSET,
COOTBETCTBYIOT NN BXogswne mnu mcxogsawime naketol IPv4 npasBunam, M COOTBETCTBEHHO
nepecbinaeT nnn 6NoKMpyeT 3TV NakeTbI.

Y1061 HacTponuTtb IP ACL, Heo6xoanmo ykasaTb yHUKarnbHOe umMsa unu nageHtudunkatop ans ACL
NpoTOKOMa, YTOObI MPOTOKON MOI OAHO3HAYHO naeHTuMUnposaTth Kaxasin ACL. B cnegytoLuen
Tabnvue nepeyncneHbl MPOTOKOMbl, KOTOPblE MOryT WCMNOMb30BaTb WAEHTUMUKATOPbI AN
noeHtTngpukaumm ACL, n gnanasoH MaeHTMOMKaToOpoB.
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MpoTokon Ovana3oH naeHTudmnkaTopon
CrangapTHbin IP 1-99, 1300-1999
PaclmpeHHbin IP 100-199, 2000-2699

BbasoBble cnuckn ACL BkntovatoT ctaHgapTtHele IP ACL n pacwumnpeHHble IP ACL. CTaHgapTHble
npasuna, onpegeneHHsle B ACL, cogepxart cnegyoLine cosrnagaroLne nons:

e uncxogHbln IP-agpec;

e |P-agpec nonyyaTtens;

e Howmep IP-npoTokona;

e yaeHTUdukaTop ucxogHoro nopta L4 unm tnn ICMP;
e ugeHTMdmkaTop Nopta HasHayveHus L4 unum kog ICMP.

CrangaptHbin IP ACL (guanasoH maeHTudukaTopos: 1-99, 1300-1999) mncnonb3yeTca ans
nepecbInku nnn 6OKMPOBKN NaKkeTOB HAa OCHOBE UCXOAHOro IP-afgpeca, Toraa Kak pacluMpeHHbIn
IP ACL (amanasoH ngeHtudumkatopon: 100-199, 2000-2699) ncnonb3dyeTcs A5 NepechInkvi Unm
GNOKMPOBKM NAKeTOB HA OCHOBE KOMOMHaLUMW NpeablayLMX COBNaaatoLLmx nonewn.

Onsa otgenbHoro ACL MOXHO MCMonb30BaTb HECKONbKO HedaBucUMbIX npasun ACL gns
onpeneneHns HeCcKOmnbKMX NpaBus. Bce npaBuna ccbinarTca Ha OAWH U TOT XKe naeHTUdukaTop
UIN NMS, NO3TOMY 3TN onepaTopbl CBA3aHbl ogHUM 1 TeM e ACL. OgHako 6orbLlee KONM4ecTBo
npaBus O3HaAYaeT, YTO CTAHOBUTCA BCe TpyaHee untatb U noHnmats ACL.

NMPUMEYAHUE: [1na npoaykToB MapLupyTusaumm none conocraesneHuns koga ICMP B npasune
ACL He penctByeT gnsa naketoe ICPM, tun ICPM koTtopbix paeBeH 3. Ecnu kog ICPM gns
conoctaensembix naketos ICMP HacTpoeH B npasune ACL, pesynbtat conoctaeneHms ACL ans
Bxogsawmx naketoB ICMP yctponctea, y kotoporo tun ICPM 3, moxeT oTnuyatbcs OT
OXMAaeMoro pesynbraTa.

1.4.1.2. CKpbITOe npaBuno «3anpeTuTb BeCb TpacuK»

B koHue kaxpgoro IP ACL HaxoOWTCA CKpbITOE MpaBuro «3anpeTuTb BeCb Tpaguk».
CnepoBatenbHO, ecnu NakeT He COOTBETCTBYET KakoMy-nnmbo npasuny, naket OyaeT OTKIOHEH.

Hanpuwmep:
access-list 1 permit host 192.168.4.12

Ot1oTr ACL paspeliaet TONbLKO NakeTbl, OTNPaBIieHHble C XOCTa-UCTOYHuKa 192.168.4.12, n
3anpeLlaeT nakeTbl, OTNPAaBMEHHbIE CO BCEX OPYINX XOCTOB. OTO CBA3AHO C TEM, YTO B KOHLE
aToro ACL HaxoguTca crnegytoLlee npasuio: CAMCOK AocTyna 1 3anpewlaeT Bce.

Ecnn ACL cogepXuT TOMbKO CrnegyoLyo MHCTPYKLNIO:
access-list 1 deny host 192.168.4.12
MakeTbl, oTNpaBneHHble ¢ Ntoboro xocta, OyayT OTKIOHEHbI NPY MPOXOXAEHUN Yepe3 3TOT NopT.

NPUMEYAHUE: Tlpn onpepeneHun ACL HeobxoouMmMo y4yuTbiBaTb NakeTbl OBHOBREHWUN
mMapLipyTusauuu. Mockonbky B koHue ACL cCyllecTByeT CKpbITOe NpaBuno «3anpeTuTb BECb
Tpaduk», BCe NakeTbl OGHOBEHNS MapLUPyTU3aunm MoryT 6biTb 3ab6NOKMPOBaHbI.

1.4.1.3. BxogHasa nocrnenoBaTenbHOCTb NpaBun

Kaxxgoe HoBoe npaswno gobaensietca B KoHeuy ACL M nepeg npaBuiioM MO YMOJSYAHMIO.
BxogHasa nocnegosatensHocTb npasun ACL odeHb BaxkHa. OH onpefensieT NpuopuTeT KaxKaoro
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onepatopa B ACL. Mpn NpuHATUN peLleHns 0 Nnepechisike nnmn 6MoKMpOBKE NAKETOB, YCTPOMNCTBO
CpaBHMBaEeT MakeTbl C NpaBunaMyv Ha OCHOBE MOCedoBaTerbHOCTU, B KOTOPOW CO34alTcs
npasuna. Nocne oGHapyxeHUsa coBnagaloLero npasuna YCTPOWCTBO He NpoBepsieT apyrue
npasuna.

Ecnu npaBuno cosgaHo n 3anpellaeT BeCcb Tpaduk, BCe nocneaywowue npasuna He 6yayTt
NPOBEPATLCS.
Hanpumep:

access-list 101 deny ip any any

access-list 101 permit tcp 192.168.12.0 0.0.0.255 eq telnet any

MepBoe npaBuno 3anpewaeT Bce |P-naketbl. [Moatomy nakeTbl Telnet oT xocta B ceTu
192.168.12.0/24 6ynyT OTKNOHEHbI. [locne TOro, Kak YCTPOMCTBO OBHapyXUT, 4TO MNakeThbl
COOTBETCTBYIOT MepBOMY NpaBury, OHO Oornblle He NpoBepseT nocregyrlme yTBepXaeHus
npasuna.

1.4.1.4. CBA3aHHasa KOHduUrypauums

Hactpownka IP ACL
Mo ymonyaHuio Ha ycTporcTee He HacTpoeH IP ACL.

3anyctute komaHgy ip access-list { standard | extended } {acl-name | acl-id} B pexume
rnobanbHon KoHdUrypaumm, 4tobbl co3gatb CTaHOAPTHLIN UK paclumpeHHbin [P ACL n Bontn
B CTaHOAPTHbIA UNKW paclumnpeHHbin pexum IP ACL.

Jdo6asneHue ACE B IP ACL

Mo ymonyaHuio BHOBbL co3faHHbIn IP ACL cogepxuT ckpbiTbii ACE, 3anpeLuatoLlnin Bce nakeTbl
IPv4. O1oT ACE CKpbIT OT nonb3oBaTenen, Ho BCTynaeT B cuny, korga ACL npumeHsieTcs K
nHTepdemncy. To ectb Bce nakeTol IPv4 6yayT otbpolueHsl. [MoaToMy, ecnn Bbl XOTUTE, YTOOLI
YCTPOWCTBO MOsy4ano unv oTnpasnisno onpeneneHHble naketol IPv4, nobasbTe Heckonbko ACE
B ACL.

Ana ctaHgapTtHoro IP ACL go6asbTe ACE cnegytowmnm obpasom:

e HesaBncumo oT TOro, ABnseTCA fiv ctaHgapTHbIN I[P ACL MMeHOBaHHbBIM MW YNCTIOBbLIM
ACL, Bbl MOXeTe 3anyCTuTb CregyoLlyo KoMaHay B ctaHgapTHoM pexume IP ACL,
yTobbI f0OaBUTL ACE:

[ sn]{ permit | deny } {host source| any | source source-wildcard } [ time-range time-range-
name][log]
e [1na HymepoBaHHOro ctaHgapTHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CreayioLLyto
KOMaHAay B pexume rrnobansHon KoHdurypauum, 4tobel fobasute ACE:
access-list acl-id { permit | deny } {host source| any | source source-wildcard } [ time-range
tm-rng-name ][ log ]
e [Inga pacwwupenHoro IP ACL Bbl MmoxeTe gobasutb 3anncu ACE cnegytowmm obpasom:

e HesaBucumo OT TOro, sBRseTcsas nn pacwupeHHblin IP ACL MMeHOBaHHbIM Unn
HYMepOBaHHbIM, Bbl MOXeTe 3anyCcTUTb CleaylLwyo KOMaHy B pexuve
pacwmnpeHHoro IP ACL, ytobbl gobasute ACE:

[ sn]{ permit | deny } protocol{host source| any | source source-wildcard } {host destination|
any | destination destination-wildcard }[ [[ precedence precedence ] [tos tos]] | [dscp dscp] [ecn
ecn] ] [fragment] [time-range time-range-name] [ log ]

o [N HymepoBaHHOro pacwmpeHHoro I[P ACL Bbl Takke MOXeTe 3anyCTUTb CReayoLLyro
KOMaHay B pexume rrnobansHon KoHdurypauum, 4tobsl nobasuts ACE:
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access-list acl-id { permit | deny } protoco{host source| any | source source-wildcard } {host
destination| any | destination destination-wildcard }| [[ precedence precedence ] [ tos tos]] |
[dscp dscp] [ecn ecn] ] [fragment] [timerange time-range-name] [ log ]

MpumeHeHue IP ACL

Mo ymonuyaHuto IP ACL He npumeHsieTcs HUM K Kakomy uHTepdpency, To ectb IP ACL He
dunbTpyeT BXoAdLME N ncxopdwme IP-nakeTbl yCTpOMCTBA.

3anyctuTte KomaHgy ip access-group { acl-id | acl-name } { in| out } B pexume HacTpoOku
MHTepdenca ona nNpUMMEHeHUs cTaHgapTHOro unu pacwupeHHoro IP ACL K ykasaHHOMY
NHTEepency.

1.4.2. PacwunpeHHbin ACL MAC-agpecoB

PacwwnpeHnHbin ACL MAC peanuniyeT yCOBEpPLUEHCTBOBAHHLIA KOHTPOSMb Hag BXOAAWMMU Y
MCXOAALMMKN NakeTaMuM Ha OCHOBe 3arofioBkoB L2 nakeTtoB. Bbl MoOxeTe paspelwaTtb wunm
3anpellaTb BXOA onpeaeneHHblx naketoB L2 B ceTb, TEM CaMbIM 3alUMLLas ceTeBble pecypchl
OT aTaK UM KOHTPONMpys OOCTYN Nnofnb3oBaTenen K ceTeBbIM pecypcam.

1.4.2.1. NMpuHUMN paboTbl

OnpegenuTte ceputo npasun goctyna MAC B pacwmperHom ACL MAC, a 3atem npumeHnte ACL
K BXOAALLEMY WM UCXOOAWEMY HarnpaBfeHuio uHTepdenca. YCTPOMCTBO MpoBepSeT,
COOTBETCTBYIOT I BXOAdAWME WNU UCXOoQAWMe nakeTbl MpaBuraMm, U COOTBETCTBEHHO
nepecbinaeT unn 6NoKMpyeT 3T NakeThbI.

UTtobbl HacTpouTb pacwmpeHHbin ACL MAC, HeobOxoaumo ykasaTb YHUKarbHOE MMsSi UNnn
naeHtTngukatop ana atoro ACL, 4ytobbl ogHo3HauyHO naeHTudmumposate ACL. B cnegytowen
Tabnuue nepeumncrnieHbl guanasoHbl  MOEHTUUKATOPOB, KOTOPbLIE  MAEHTUDUUMPYIOT
pacwupeHHbie ACL MAC.

MpoTokon dvana3oH naeHTudmnkaTopos

PacwupeHHbin ACL MAC 700-799

TunuyHble npasuna, onpegenexHHble B pacwumpeHHom ACL MAC, BknovatoT:
e uncxogHbin MAC-agpec;
o MAC-agpec HazHa4yeHus;

e Tun npoTokona Ethernet.

PacwupeHHbin ACL MAC (amanasoH waeHTudwmkatopoB: 700-799) wucnonb3yetrca ans
dunbTpaummn naketoB Ha ocHoBe MAC-agpeca UCTOYHMKA unn nornyyaTtensa v Tuna Ethernet B
naketax.

Ons otaensHoro pacwmpeHHoro ACL MAC MOXHO WCMONb30BaTb HECKOSIbKO HE3aBUCUMMbIX
npasun ACL ansa onpeaeneHus HeCKONbKMX npaeun. Bce npaBuna ccbinatoTcsa Ha OguH U TOT
Xe ngeHTudukaTop Unn MM, NO3TOMy 3TN Npasuna ceBa3aHbl ogHMM 1 Tem xe ACL. OgHako
BornbLuee KONMYEeCTBO NPaBu O3HAYaET, YTO CTAHOBUTCS BCE TpyAHee YnTtatb 1 noHnmatb ACL.

NMPUMEYAHUE: Ecnu ACE B pacwupeHHom ACL MAC He onpegeneHbl cneunanbHO Ans
naketos IPv6, To ectb Tun Ethernet He ykasaH unu 3HayeHue nonga Tuna Ethernet He paBHO
0x86dd, pacwupeHHbin ACL MAC He dunbTpyeT nakeTbl IPV6. Ecnu Bbl xoTuTe omnbTpoBaThb
nakeTbl IPV6, ncnonb3dymnte pacwmpeHHbsin ACL IPV6.
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1.4.2.2. CKpbITOe npaBuno «3anpeTuTb BeCcb TpacuK»

B koHue kaxpgoro pacwmpeHHoro ACL MAC HaxoguTcsi CKpbITOe MpaBUIO «3anpeTuTb BECb
Tpaduk». CnegoBaTenbHO, eCriv NakeT He COOTBETCTBYET KakoMy-nvbo npasuiy, nakeT oyget
OTKIMOHEH.

Hanpuwmep:
access-list 700 permit host 08c6.b300.0001 any

OToT ACL paspeluaeT TonbKo nakeTbl oT xocta ¢ MAC-agpecom 08¢6.b300.0001 n 3anpelwtaet
nakeTbl OT BCEX OCTalbHbIX XOCTOB. OTO CBA3aHO C TeM, YTO B KOHLUe aToro ACL Haxogutcs
cnegytwoulee npaeuno: access-list 700 deny any any.

1.4.2.3. CBAA3aHHasa KOHdurypauums

Hactpowka pacwupeHHoro ACL MAC
Mo ymonyaHuio Ha YCTPOMCTBE HE HACTPOeH paclumpeHHbln ACL MAC.

3anyctute komaHgy mac access-list extended {acl-name | acl-id } B pexume rnobanbHou
KOHdpurypaumm ans cosgaHma pacwmpeHHoro ACL MAC 1 nepexoda B pPeXuM pacluMpPEHHOro
ACL MAC.

Ho6aBneHne ACE B pacwupeHHbin ACL MAC

Mo ymon4yaHuilO BHOBb CO34aHHbIN pacwmpeHHbln ACL MAC cogepxuT ckpblTbin ACE,
3anpewatowmn Bce naketobl L2. 3toT ACE CKpbIT OT NOfb30BaTeNEN, HO BCTYNaeT B CUIY, korga
ACL npumeHsieTca K nHtepdency. To ectb Bce nakeTbl L2 6yayT oTbpouwleHbl. [MosaTtomy, ecnu
Bbl XOTUTE, 4TOObLI yCTPOMCTBO NOMy4arno unv oTnpasnsano onpeaeneHHble nakeTbl L2, nobaBbTe
Heckonbko ACE B ACL.

Bbl moxeTe pobaBnte ACE B pacumpeHHbin ACL MAC cneaytowm obpasom:

e HesaBucumo oT TOro, aABndetca nu pacwmpeHHbeln ACL MAC vMMeHOBaHHbIM UMK
HyMmepoBaHHbIM ACL, Bbl MOXeTe BbINOMHUTL CReaylLwylo KOMaH4y B pexume
pacwunpeHHoro ACL MAC, ytobbl go6asuts ACE:

[sn){ permit |deny Hany|host src-mac-addr{any|host dst-mac-addr}[ethernet-type][cos cos ]
[inner cos] [ time-range tm-rng-name]

o [Ina pacwmpeHHoro ACL ¢ HymepoBaHHbIM MAC-agpecom Bbl TakKe MOXeTe 3anyCTUTb
crneayoLLyto KOMaHay B pexxmme rrnobanbHon KoHurypaumm, 4tobbl fobasuTts ACE:

access-list acl-id{ permit |deny Hanyl|host src-mac-addr{any|host dst-mac-addr}{ethernet-
type][cos cos ] [inner cos] [ time-range time-range-name]

NMpumeHeHue pacwmpeHHoro ACL MAC

Mo ymonyanuto pacumpeHHblin ACL MAC He npuMeHsieTcsl HU K KakoMy nHTtepdency, To ecTb
co3faHHbIn paclumpeHHbin ACL MAC He dunbTpyeT BXogswme Unu ucxogsawume naketbl L2
YCTpOWCTBA.

3anyctute kKomaHgy mac access-group { acl-id | acl-name } {in| out } B pexxume koHpurypaumm
nHTepenca onga npumeHeHna pacwmpeHHoro ACL MAC K ykazaHHOMY UHTepdeincy.

1.4.3. 9KcnepTHbIU pacmpeHHbIn ACL

Bbl MOXeTe co3faTb 9KCNepTHbIA paclumpeHHbin ACL ans conoctaBneHns nHdgopmauum L2 n
L3 B nakeTtax, MCMOMb3ys OOHO W TO Xe MpaBuio. JKCNEpPTHbIN paclumpeHHbin ACL MOXHO
paccMmaTtpuBaTtb Kak komOGuHauuio un pacwmpenue I[P ACL n pacwwmpeHHoro ACL MAC, notomy
YTO 3KCMEpPTHbIN pacwmpeHHbln ACL moxeT copepxatb ACE kak B IP ACL, Tak u B
pacwupeHHom ACL MAC. Kpome Toro, VLAN ID MOXHO yKkasaTb B pacLUMPEeHHOM 3KCMepTHOM
ACL gnsa dpunbTpauumn nakeTos.
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1.4.3.1. NMpuHUKMN paboTbl

OnpegenuTe pag npasun Joctyna B 3KkcnepTHoM paclumpeHHoM ACL, a 3atem npumeHuTe ACL
BO BXOAdALEM WM UCXOOALWEM HanpaeneHun WuHTepdenca. YCTPONCTBO MNpoOBepSET,
COOTBETCTBYIOT 1M BXOAdAWME WNU ucxogdwme nakeTbl MpaBuriaMm, U COOTBETCTBEHHO
nepecbinaeT unn 6NoKMpyeT 3TV NakeTbI.

Ana HacTporkn akcnepTHoro pacwmpeHHoro ACL Heob6xoaMMo ykasaTb YHUKanbHOe UMS Unu
naeHtTndgpukatop ana atoro ACL, 4Tobbl NPOTOKOM MOI OAHO3HAYHO MAEHTUMULNPOBATL KaXKAbIN
ACL. B crnegywouwen tabnvue nepeymcneHbl Avana3oHbl MAEHTU(UKATOPOB paCLLUMPEHHOro
akcnepTHoro ACL.

MpoTokon Ovana3oH naeHTudmnkaTopon

SKcnepTHbIN pacumpeHHbin ACL 2700-2899

Korga cosgaeTca 9KCnepTHbIM  paclumpeHHbii  ACL, onpegeneHHble npasBuna  MoryT
NPUMEHSATLCS KO BCEM MakeTaM. YCTPOMCTBO onpefensieT, crnegyeT N nepecbinatb unu
GnokupoBaTb NakeTbl, NPOBEPSIS, COOTBETCTBYIOT NN NaKeTbl 3TUM NpaBuiam.

TunuyHble npasuna, onpeaeneHHble B 3KCnepTHOM pacllnpeHHOM ACL, BKntovatoT:

e  BCs MHopmaums B 6azoBom ACL n pacumperHHom ACL MAC;
e unaeHtncdumkatop VLAN.

OKcnepTHbIN pacwmperHbin ACL (ananasoH maeHtudukaTopos: 2700-2899) npegcraBnsieT
cobon kombumHauuo 6asosoro ACL n pacwmpeHHoro ACL MAC 1 moxeT omnbTpoBaTb NakeTbl
Ha ocHoBe ugeHTudukaTopa VLAN.

[na oToenbHOro paclumMpeHHoro akcrnepTtHoro ACL  MOXHO  MCNonb3oBaTb  HECKONbKO
He3aBUCUMbIX MpaBuUn Ans onpenereHns HeCKONMbKUX npaewun. Bce npaeuna ccbinatrTcs Ha
OOMH W TOT Xe MAEeHTUUKATOP UK UMS1, NOITOMY 3TV NpaBuna cBsi3aHbl O4HUM 1 TeM xe ACL.

NMPUMEYAHUE: Ecnv npaBuna B akcnepTHOM paclumpeHHom ACL He onpefeneHbl cneunanbHo
Ansa naketoB IPV6, TO eCTb He ykasaH Tun Ethernet unu sHadeHne nons tuna Ethernet He paBHO
0x86dd, akcnepTHbIn pacwupeHHbli ACL He dwunbTpyeT naketbl IPv6. Ecnn Bbl xoTute
dunbTpoBaTh NakeTbl IPV6, ncnonesymnte pacwmpeHHsin ACL IPV6.

NMPUMEYAHMUE: lMNone UDF B akcnepTHoOM paclmnpeHHoMm ACL npoaykta ueHTpa obpaboTku
AaHHbIX SBMsieTCa HacTpauBaeMbiM nonem. [lonb3oBaTenu AOMKHbI HACTPOUTb YPOBEHb
npoTokona, cmewleHue (offset), 4aHHbIE 1 MAcCKy.

1.4.3.2. CKpbITO€E NnpaBuso «3anpeTutb Becb Tpacuk»

B koHUe Kaxagoro akcnepTHoro pacwupeHHoro ACL HaxoguTcst CKpbiTOe NpaBuio «3anpetuTb
BeCb Tpaduk». CrnegosaTenbHO, €Cnn NakeT He COOTBETCTBYET KakoMy-nvbo npaswny, naket
OyaeT OTKINOHEH.

Hanpuwmep:
access-list 2700 permit 0x0806 any any any any any

9101 ACL paspeluaeT Tonbko naketsl ARP ¢ Tunom Ethernet 0x0806 v 3anpelyaeT Bce gpyrme
TUNbI NaKkeToB. TO CBSA3AHO C TEM, YTO B KOHLUe 3Toro cnmcka ACL cyliecTByeT crneayoLwmm
onepartop: access-list 2700 deny any any any any.

1.4.3.3. CBAA3aHHasa KoHdurypaums

HacTtpomka akcnepTHoro pacwmpeHHoro ACL
Mo ymonyaHuo Ha YCTPONCTBE HE HAaCTPOEH paclUMPEHHbIN 3KkcnepTHbI ACL.
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3anyctute komaHay expert access-list extended {acl-name | acl-id } B pexxume rnobanbHon
KOHUrypaumm p[na cosgaHus aKcnepTHoro pacwmpeHHoro ACL M Bxoga B 9KCNEPTHbIN
paclmnpeHHbIn ACL-pexnm.

Ho6aBneHne ACE B paclumpeHHbIN 3KcnepTHbIn ACL

Mo ymonyaHuio BHOBb CO34aHHbIN 3KCNEPTHLIN pacwmnpeHHbin ACL cooepXuT ckpbiTbin ACE,
3anpewarownn Bce naketbl. ATOT ACE CKpbIT OT nonb3oBaTenen, Ho BCTynaeT B cuny, Korga
ACL npumeHsieTca K nHtepdgency. To ectb Bce nakeTbl L2 6yayT otbpouwleHbl. [oaTtomy, ecnu
Bbl XOTUTE, 4TOBObI yCTPOWCTBO NOMy4arno unv oTnpasnano onpeaeneHHble nakeTol L2, fobaBbTe
Heckonbko ACE B ACL.

Bbl MmoxxeTe gobaBnte ACE B paclumpeHHbIn akecnepTHbin ACL crnegytowmm obpasom:

e  Hes3aBMCKMMO OT TOro, ABMSETCA NN pacLUMpPeHHbI aKkcnepTHbIn ACL MMeHOBaHHbLIM Uin
NPOHYMEPOBaHHbLIM, Bbl MOXeTe 3anyCTUTb Cleaylowyl KoMaHdy B pexunme
paclmnpeHHoro akcneptHoro ACL, utobbl obasutb ACE:

[snK permit |deny }protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner in]]] {source
source-wildcard | host source | any}{host source-mac-address|any } {destination destination-
wildcard | host destination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ech ecn] | [fragment] [range lowerupper] [[Judf udf-id header
pos value mask ] | [ int-flag ]] [time-range time-range-name]]

e [Ins HYMepOBaHHOIO paclMpeHHOro akcrnepTtHoro ACL Bbl Takke MOXETe 3anyCTuUTb
CrneayoLLyto KOMaH4y B pexume 3KCnepTHOro paclumpeHHoro ACL, 4ytobbl fo6aBuTb
ACE:

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner
in]]] {source source-wildcard | host source | any}{host source-mac-address|any } {destination
destination-wildcard | host destination | any} {host destination-mac-address | any}
[[precedence precedence][tos tos] | [dscp dscp] [ech ecn] ] [fragment] [range lowerupper] [[udf
udf-id header pos value mask ] | [ int-flag ]] [time-range time-range-name]]

NMpumeHeHMne akcnepTHOro pacwumpeHHoro ACL

Mo ymonyaHuio 3KCnepTHbIN paclumpeHHbin ACL He NnpuMeHSsIeTCs HU K 0 QHOMY UHTepdercy, To
€CTb CO3[aHHbIN 3KCMNEPTHbIN paclumpeHHbin ACL He unbTpyeT BXOAALME UK UCXOAsSLWMe
nakeTbl L2 unn L3 ycTponcTea.

3anyctute komaHay expert access-group { acl-id | acl-name } { in| out } B pexxume HacTponku
NHTepenca, 4Tobbl MPUMEHUTb AKCNEPTHbIN paclumpeHHbii ACL K ykazaHHOMY UHTepdency.

1.4.4.1Pv6 ACL

ACL IPv6 peanusyeT YyCOBEPLUEHCTBOBAHHLIN KOHTPOSb Had BXOAAWMMW U UCXOAALLUMMM
naketamn IPv6 yctponcTtea. Bbl MoxeTe paspewwmTb uUnv 3anpeTtuTb BBOA oOnpefeneHHbIX
naketoB IPv6 B ceTb B COOTBETCTBUU C haKTUYeCKMMn TpeboBaHMAMM AN KOHTPONS JocTyna
nons3oBartenemn IPv6 Kk ceTeBbIM pecypcam.

1.4.4.1. NMpuHUMN paboTbl

OnpegenuTte psag npasun goctyna IPv6 B ACL IPv6, a 3aTtem npumeHute ACL BO BXogsALLEM UIu
ncxoasilem HanpasneHun nHTepdenca. YCTponcTBo NpoBepsieT, COOTBETCTBYIOT N BXoasLNe
unn mexogsawme naketol IPv6 npaBunam, n COOTBETCTBEHHO NepechiiaeT unm 6rnokupyeT atn
nakeThbl.

UTto0bl HacTponTb ACL IPV6, Bbl 4OMKHbI yKa3aTb YHUKanbHoe ums ansa atoro ACL.

NMPUMEYAHMUE: B otnunume ot IP ACL, pacwwmpeHHoro ACL MAC v akcnepTHOro pacLuMpeHHoro
ACL, Bbl MOXeTe yKasaTb TOMbKO UMS, HO HE naeHTudukatop ana cosgaHHoro ACL IPv6.
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NMPUMEYAHUE: Tonbko oguH IP ACL, unn ogmH pacwwmpeHHbin ACL MAC, vnu oauH
9KCMEPTHbIN paclumpeHHbin ACL MOXeT ObiTb MPUMEHEH K BXOLALWEMY WU UCXOAsLemy
HanpasneHuto nHTepdenca. Kpome toro, MOXXHO NpuMeHuTb ewe oanH ACL IPv6.

1.4.4.2. CKpbITOe npaBuno «3anpeTuTb BeCb TpacuK»

B koHue kaxgoro cnucka ACL IPv6 HaxoguTcsi CKpbITOe MpaBuilo «3anpeTuTb BeCb Tpadimk
IPv6». CnegoBaTtesnibHO, €Cnn nakeT He COOTBETCTBYET Kakomy-nvbo npaBuny, naket oyget
OTKIOHEH.

Hanpumep:
ipvé access-list ipvé_acl
10 permit ipvé host 200::1 any

OT1oT ACL paspelaeT Tonbko naketbl IPv6 oT xocTa-uctovHmka 200::1 n 3anpellaeT nakeTbl
IPV6 OT BCex ocTarbHbIX XOCTOB. OTO CBSA3AaHO C TEM, YTO B KOHLIE 3TOro Crvcka ynpasreHusi
AOCTYMNOM ecTb criegytowiee npasuno: deny ipvé any any.

XOTs CMMCOK ynpasBneHus AocTyrnoMm IPV6 no yMOMYaHW COOEPXKUT CKPbITOE NpaBusio
«3anpeTntb Becb Tpaduk IPv6», oH He punbTpyeT naketbl ND.

1.4.4.3. BxogHas nocnenoBaTenibHOCTb NpaBun

Kaxxgoe HoBoe npaBwuno pobaensietcs B kKoHey ACL u nepeg onepaTtopom npasuna no
ymonyaHuio. BxogHas nocrnegoBatensHOCTb onepaTtopoB B ACL oveHb BaxkHa. OH onpefenset
npuopuTeT Kaxgoro onepartopa B ACL. Npn onpegeneHnn Toro, cnegyet nu nepeckinartb unm
6nokupoBaTb NakeTbl, YCTPOMCTBO CpaBHMBaeT MakeTbl C MpaBunaMu Ha OCHOBE
nocnegoBaTenbHOCTU, B KOTOPOM CO3AalTcsl onepatopbl npasun. [locne obHapyxeHus
coBnajaroLLero onepartopa rnpasuna ycTpoucTBO He NpoBepseT Apyrie onepartopsl npasuna.

Ecnu onepatop npaBuna cosgaH M paspewlaet Becb Tpaduk IPv6, Bce nocneayowmne
oneparopbl He OyayT NpoBepATLCS.

Hanpumep:
pv6 access-list ipvé_acl
10 permit ipvé any any
20 deny ipvé host 200::1 any

lMockonbKy nepBoe yTBepXAeHWe MnpaBura paspellaeTt Bce naketbl IPv6, Bce nakeTbl IPV6,
oTnpaerieHHble ¢ XxocTta 200::1, He COOTBETCTBYIOT MocreaylemMy npasuny oTkasa c
nopsakosbiM HoMepoM 20 n, criegoBaTenbHO, He ByAyT OTKNOHEHBI. [ocne Toro, kak yCTpoMUCTBO
0BOHapyXUT, YTO NakeTbl COOTBETCTBYIOT MEPBOMY YTBEPXKAEHWIO NpasBuna, oHO Bonblue He
npoBepseT nocrieayoLme yTBepxaeHusa npasuna.

1.4.4.4. CBAA3aHHasa KOHdurypaums

Hactpownka ACL IPv6
Mo ymonyaHuio Ha ycTponcTtee He HacTpoeH ACL IPv6.

3anyctute komaHay ipv6 access-list acl-name B pexume rnmobanbHon koHdUrypauum, 4Toobl
cosgaTb ACL IPv6 1 Bontu B pexkum ACL IPV6.

Jdo6aBneHue ACE B ACL IPv6

Mo ymonuyaHumio BHOBb co3faHHbii ACL IPV6 cogepxuT HesBHbI ACE, 3anpeljatowmm Bce
naketbl IPv6. 3ToT ACE CKpbIT OT Nofb3oBaTenen, Ho BCTynaeT B cuny, koraa ACL npumeHsieTcs
K MHTepdercy. To ecTb Bce nakeTbl IPv6 6yayT oTbpoLueHbl. [1oaToMy, ecnuv Bbl XOTUTE, YTOGLI
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YCTPOMCTBO MOflyyano Wnu OTNpaBnano onpegenieHHble nakeTbl |IPV6, gobaBbTe HECKONbKO
3anncen ACE B ACL.

BbinonHuTe cneaytowyo komangy B pexume IPv6 ACL, ytobbl gobasute ACE:

[sn] {permit | deny }protocol{src-ipv6-prefix/prefix-len|host src-ipv6-addr| any}{dst-ipv6-pfix/pfix-
lenlhost  dst-ipv6-addrlany} [range lower upper] [dscp dscp][flow-label  flow-
label][fragment][time-range tm-rng-name] [ log ]

NMpumeHeHune ACL IPv6

Mo ymonyaHuto ACL IPv6 He npuMeHsieTcs HU K OAHOMY MHTepdency, To ecTb cnucok ACL IPv6
He uNbTPyeT BXoAsLmne u ucxogswune naketol IPV6 ycTponcTsa.

3anyctute komaHgy ipv6 traffic-filter acl-name { in| out } B pexume KoHdUrypauum
nHTepenca onga npumeHeHna ACL IPv6 k ykazaHHOMY uUHTepdeicy.

1.4.5. ACL80

ACL80 oTHOCUTCS K aKcnepTHOMY pacwmnpeHHomy ACL 1 Takke HadbliBaeTCsl NONb30BaTENbCKUM
ACL. OH dunbTpyeT nakeTbl Ha ocHoBe nepBbix 80 GanToB Kaxgoro naketa. Cpegu atux 80
0ant nons SMAC, DMAC, SIP, DIP n ETYPE B nakeTe siBnsitotcst o6s13aTenbHbIMU, a OCTalbHble
16 6aTOB MOXHO yKa3aTb.

1.4.5.1. NMpuHUMN paboTbl

MakeT cocTouT 13 Heckonbknx 6antoB. ACL80 no3BonsieT conocTaensiTh yka3aHHble 16 6anTtos
no 6utam B nepBbix 80 6anTtax naketa. JltobGon 6ut 16-6anTOBOro NONs MOXET ObITb YCTAHOBNEH
B 3HadveHue (0 unu 1), ykasbiBatowlee, cpaBHuBaeTcs nu 6ut. MNpu dunsTpauum noboro 6anta
yuuTbIBalOTCA TPWU hakTopa: COAEMKMMOE CoBnagatoLLEero rnons, Macka cosnagaroLLero rnons v
HavyanbHas No3uumsa aAnsa conocrasneHns. buTel cogepXXnmoro cosnagaroLLero nonst HaxogaTcs
BO B3aMMHO OAHO3HA4YHOM OTHOLUEHMM OTOBpaxKeHWst ¢ BuTamym mMackv coBnagaroLlero nons.
MpaBuno dunbTpauumn ykasbiBaeT 3HavyeHne punbTpyemoro nons. LWabnoH nons cdunbtpaumm
yKkasblBaeT, criegyet nu (punbTpoBaTb COOTBETCTBYOLLEE none B npasune dunetpauyun. (1
yKasbIBaeT, YTo OMT, yKasaHHbIV B NpaBuie punbTpauun, AormkeH coBnaaatb; 0 ykasbiBaeT, YTo
OuT, yKasaHHbI B NpaBunie unbTpauun, He cooTBeTcTBYyeT.) CnegoBaTenbHoO, Korga tTpebyeTtcsa
COOTBETCTBME OnpeaeneHHoMy 6uTy, Bbl JOSDKHbI YCTAHOBUTb COOTBETCTBYOWMIA 6T B 1 B
wabnoHe nonsa dwunbTpauun. Hanpumep, ecnn 6wt ycrtaHoBneH B 0 B wabnoHe nongd
dunbTpaummn, HA 0auH BUT He COOTBETCTBYET HE3ABUCUMO OT TOrO, Kakon BUT ykasaH B npasure
dumnbTpaumm.

Hanpumep,
QTECH(config)#expert access-list advanced name
QTECH(config-exp-dacl)#permit 08c6b3123456 ffffffffffff O
QTECH(config-exp-dacl)#deny 08c6b3654321 ffifffffffff 6

Monb3oBatenbckmin ACL conoctaenseT nobon 6anT 13 nepsbix 80 6anToB B Kagpe OaHHbIX L2
B COOTBETCTBMM C OrnpeaerieHnemM nosnb3oBaTens U COOTBETCTBYHOLMM obpasom unbTpyeT
nakeTbl. YToObI NpaBMIbHO UCNONb30BaTh Nonb3oBaTenbckun ACL, Bbl AOMKHBI UMETL rnybokoe
NOHMMaHue CTPYKTYpbl openima AaHHbIX L2. Hwke nokasaHbl nepBble 64 6anTa kagpa OaHHbIX
L3 (kaxxgasa GykeBa npenctaBnsieT cobon wecTHaguaTtepuyHoe Yncro, a Kaxable aBe OykBbl
npencTaensoT oanH 6anT):

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD
DDDDEEFFGGHHHHHH I 1 JJKKLL LL MM MM

NN NN OO PPQQQQRRRRRRRRSSSSSSSSTTTT
UU UU VV W VWV VW WW WW WW WW XY ZZ aa aa bb bb
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B cnegytowen Tabnuue onncaHo 3HadYeHne N CMeLLeHne Kaxxaom 6ykebl:
BbykBa 3HaueHue CwmeweHne bykBa 3HaueHue CwmelueHue
A MAC-agpec 0 @] None «Time To |34
Ha3Ha4yeHus Live» (TTL)
B NcxogHbin MAC-agpec | 6 P Homep npotokona | 35
C Mone tera VLAN 12 Q IP checksum 36
D [nnHa kagpa gaHHbIX | 16 R McxoaHbin 38
IP-agpec
E Mone «Destination | 18 S IP-agpec 42
service access point» nony4arens
(DSAP)
F Mone Source service | 19 T TCP-nopt 46
access point (SSAP) NCTOYHUKA
G Mone Chntl 20 U MopT HasHaudeHus | 48
TCP
H Mone Org Code 21 \% CepuiHbin Homep | 50
I MHkancynupoBaHHbIn | 24 Wt Mone 54
TUM AaHHbIX noaTBepXaeHus
J Homep Bepcun IP 26 XY [nnHa 3aronoBka 58
IPn
3ape3epBUPOBaH-
HbI BUT
K Mone TOS 27 Z 3apesepBupoBaH- | 59
Hbin OUT ”n OuUt
cnaros
L [OnnHa IP-nakeTa 28 a MNone pasmepa | 60
OKHa
M ID 30 b Pa3HoobpasHbliii 62
N Mone cnaros 32

B npuBegeHHon Bblwe Tabnuue CMelleHne Kaxaoro nonsi — 3TO CMeLleHue 3TOro nond B
TermpoBaHHoM nakeTte 802.3 SNAP. B nonb3oaternbckom ACL Bbl MOXeETe UCNONb30BaTbh Macky
npaBuna M cMmelweHne BmecTe, 4Tobbl n3enedb nobon Gant mM3 nepsbix 80 GanToB Kagpa
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AaHHbIX, CpaBHUTb GaWT C npaBuiioM, HacTpoeHHbiM B ACL, a 3ateM OTQuUNIbTpoBaTb
coBnagatoLme Kagpbl AaHHbIX 4na ganbHenwen obpabotkun. HamMBmuayansHble npasuna MoryT
ObITb HEKOTOPLIMU (PMKCUPOBAHHBbIMW aTpnbyTammn AaHHbIX. Hanpumep, 4Tobbl NONy4nTL BCE
nakeTbl TCP, Bbl MOXETE onpeaenuTb npasuno kak «06», macky npaeuna kak «FF» n cmelueHne
Kak «35». 3aTeM yCTPOMNCTBO MOXET COBMECTHO MCMOMb30BaTb Macky npasusa n cMelleHne ang
N3BNevYeHns coaepXumMoro norsi Homepa npoTtokona TCP B MONyyYyeHHOM Kaape OaHHbIX W
CpaBHEHWS U3BIIEYEHHOro COAEPXXNMOro C NpaBuoM Ansa nonyyvyeHus scex naketos TCP.

NMPUMEYAHUE: Tonbko kommyTaTopbl nogaepxusatot ACL8O0.

NMPUMEYAHUE: ACL80 nogaoepxmeaeT dunbtpaunto naketos Ethernet, 803.3 SNAP n 802.3
LLC. Ecnu 3HaveHus nonen ot DSAP go cntl yctaHoeneHol Ha AAAAO3, ACL ucnonbayetcd ang
dunbTpaumm naketoB SNAP 803.3. Ecnn 3HayeHusa nonen ot DSAP go cntl yctaHoBneHbl Ha
EOE003, ACL ucnonbsyetcsa ans dunbtpaumm naketoB 803.3 LLC. 3HaveHune nons cntl Henb3ga
HacTpouTb Anga punbTpaunmn naketos Ethernet.

NMPUMEYAHUE: ACL80 MOXHO HacTpouTb AN CpaBHEHUSA NakeToB C NobbiM 13 16 Gantos.
Ecnn 16 6anToB y>xe ncnonbayoTcd, Henb3s HacTpouTb ACE ons cpaBHEHUSI MAKETOR C NOMASAMMU
B NtOOLIX apyrux danTax.

1.4.5.2. CBAA3aHHasa KoHdurypauums

Hactpowka akcnepTtHoro pacwupeHHoro ACL
Mo ymonyaHutio aKkcnepTHbIM pacumpeHHbin ACL He HAaCTPOEH Ha YCTPOUCTBE.

3anyctute kKomaHagy expert access-list advanced acl-name B pexume rnobanbHoun
KoHdurypauum, 4tobbl co3gaTb 9KCMEPTHbIA paclumpeHHbin ACL M BOWTM B 3KCNEPTHbIN
paclUMpeHHbIn pexnm ACL.

[Ho6aBneHune 3anncen ACE B aKCnepTHbIN paclumpeHHbIn cnucok ACL

Mo ymonyaHuio BHOBb CO3aHHbIN 3KCNEPTHbLIN paclumpeHHbIi ACL cogepXuT CKpbIToe Npasuio
ACE, 3anpeliatowyto Bce naketbl. AToT ACE cKpbIT OT nonb3oBaTenen, Ho BCTynaeT B CUny,
korga ACL npumeHsieTcs kK MHTepdency. To ecTb Bce nakeTbl L2 ByayT ot6poLueHbl. [1oatomy,
ecnn Bbl XOTUTe, YTOBbl YCTPOWUCTBO MOMyYano unu oTnpasnsano onpeeneHHble naketbl L2,
pobaBbTe Heckonbko 3anucen ACE B ACL.

e 3anyctute komaHgy [sn] { permit | deny } hex hex-mask offset B akcnepTHOMm
pacmnpeHHom pexmume ACL, 4Tobbl fo6aBuTb ACE B aKCnepTHbIN pacumpeHHbin ACL.

MpumeHeHMe akcnepTHOro pacwupeHHoro ACL

Mo ymon4yaHuio akcnepTHbIN pacmpeHHbli ACL He NPUMEHSAETCA HU K KaKOMY UHTepdency, To
€CTb CO3[aHHbIN AKCNEPTHbIN paclumpeHHbin ACL He unbTpyeT BXOAALWME UK UCXOAsSLWMe
nakeTbl YCTpPOWCTBA.

3anyctute komaHagy expert access-group acl-name { in| out } B pexume KoHpurypauum
NHTepenca, 4Tobbl MPUMEHUTb AKCNEPTHLIN paclumpeHHbii ACL K ykazaHHOMY UHTepdency.

1.4.6. NMepeHanpaBsneHne ACL

MepeHanpaeneHne ACL nossonseT YCTPOWUCTBY aHanuaupoBaTb MOMyYeHHble nNakeTbl WU
nepeHanpaBnsaTb MakeTbl Ha yKasaHHblA MNOPT Ans nepecbuikn. YTobbl aHanuampoBaTb
onpedeneHHble BXOAdWwMe nakeTbl YCTPOMCTBA, Bbl MOXETE HACTPOUTb  PYHKLMIO
nepeHanpaesneHns ACL ansg nepeHanpasrieHUss MakeToB, OTBeYawlwmx rnpasunam, Ha
yKasaHHbI NOPT U 3axBaTa NakeToB Ha 3TOM NOPTY ANd aHanusa.

1.4.6.1. NMpuHUKUN paboTbl

MpuBsknte apyryto nonutuky ACL K MHTepdency n ykaxute BbIXOAHOMW LeneBon nHTepdenc
ANSA Kaxaon nonuTtukn. MNMpu npueme nakeToB Ha 3TOT MHTepenc yCTPONCTBO NocnegoBaTeribHO
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nwet nonutukn ACL, npuBsidaHHble K 3TOMy MHTepdency. Ecnn nakeTbl COOTBETCTBYIOT
KpUTEpPUsIM, OMNCaHHbLIM B OnpefeneHHON NonuTuke, yCTPOMCTBO NepeHanpaBndeT nakeTbl Ha
WHTEepMENC HasHadeHWUd, yKkasaHHbIA B NOMUTUMKE, TEM CaMbiM MepeHarnpasnss nakeTbl Ha
OCHoBe Tpacdumka.

NMPUMEYAHUE: Tonbko kOMMyTaTopbl NOAAEPXKUBAKOT PYyHKUUIO NnepeHanpasneHns ACL.

NMPUMEYAHWUE: lMepeHanpasneHne ACL agenctByeT TOMbKO BO BXOASALLEM HanpasneHun
NUHTepdenca.

1.4.6.2. CBAA3aHHasa KOHdurypauums

HacTtpounka ACL

MNpexge 4yem HacTpamBaTb nepeHanpaeneHne ACL, Hactponte ACL. [dononHuTenbHble
cBefeHuna o HacTponke ACL cMm. B npeablaywmx onucaHmax Hactponkmn ACL.

Jdo6aesneHue ACE B ACL

Mogpo6GHee o Tom, kak gobaensaTtb 3anucu ACE B ACL, cMm. B npeablaywmnx onucanusx I[P ACL,
pacwupeHHoro ACL MAC, akcnepTHoro pacwupeHHoro ACL vnun ACL IPv6.

Hactpownka nepeHanpaBneHusa ACL
Mo ymonyaHuto nepeHanpasneHme ACL Ha yCcTponcTBe He HaCTPOEHO.

3anyctute komaHay redirect destinationinterface interface-name acl {acl-id | acl-name } in B
pexume KoHurypauum nHtepdenca ansa HactTporiku nepeHanpasnexHms ACL.

NMPUMEYAHUE: dyHkumo nepeHanpaeneHms ACL MOXHO HacTpouTb TOMbKO Ha MHTepdence
Ethernet nnu Touke goctyna.

1.4.7. Tno6anbHbIn Security ACL

UToObl cooTBETCTBOBATL TpeOOBaHMAM pa3BepTbiBaHMs 6e3onacHocTu, ACL Ha ocHoBe NopToB
4YacTo HacTpamBaeTcs Ha UNbTPaUMIO BUPYCHbIX MNAKETOB W MOSlyYeHWe nakeToB C
onpedeneHHbiIMM  XapakTepucTukamn, Hanpumep, naketos, atakywowmx TCP-nopt. B
rnobanbHON CeTeBOW cpede CyLEeCTBYHT pasfnyHble BUPYCHbIE NaKeTbl, WU MNPU3HaKM
NaeHTUUKaLNM BUPYCHbBIX NAKETOB Ha KaXXO0M MOPTY MOEHTUYHbI UITN CXOXW. [103TOMY 06bIMHO
cosgaetcsa ACL. lMocne pob6aeneHunss B ACL 3anpewatowero ACE ana conoctaBneHus
BMPYCHbIX curHatyp cnmcok ACL Ha OCHOBE MNOPTOB MNPUMMEHSETCA K KaXgoMy MopTy
KOMMyTaTopa Ang unbTpaLmm BUPYCHbIX NaKeToB.

HeynobHo uncnonb3oBate ACL Ha OCHOBE MOPTOB B aHTMBUPYCHbIX CLEHapuaX, TakuM Kak
dunbTpauma BMPYCcOB, N0 ABYM NpuynHaMm. NepBas npuymHa 3akniodaetca B Tom, 4to ACL Ha
OCHOBE NOPTOB HEOBXOAMMO HACTPOUTbL AN KaXKAOro nopTa, YTO NPMBOAUT K NOBTOPSOLLENCS
HaCTpoVike, HU3KON NPOM3BOAMTENBHOCTM Onepauni 1 YpeamepHomy noTpebneHnto pecypcos
ACL. BTtopas npuuvMHa 3akni4daetca B TOM, 4YTO dyHKuuMa ynpasneHua poctynom ACL
ocnabneHa. lMockonbky ACL Ha ocHoBe nopTa ucnonb3dyeTcsa Ans unbTpaumm BUPYCOB,
OCHOBHble (pyHKUMM ACL, Takme Kak orpaHuyeHwe OOHOBMNEHWMS MapLupyTa M OrpaHuyeHue
A0CTyna K ceTu, He MoryT ObITb MCMNOMb30BaHbl JOMKHBIM 06pa3oM. nobanbHbIn Security ACL
MOXHO MCNOMb30BaTh A rnobanbHOro pasBepTbiBaHUA U 3alUTbl OT BUPYCOB, HE 3aTparnsas
ACL Ha ocHoBe nopToB. 3anyCcTuB BCEro O4Hy KOMaHAay, Bbl MOXeTe 3acTaBuTb rnobanbHblv
Security ACL gencteoBath Ha Bcex nHTepdencax L2. Hanpotne, ACL Ha ocHOBe nopTa SOMKeH
ObITb HACTPOEH Ha KaxaoM nHTepdence.

1.4.7.1. NpuHUMN paboTbl

mobanbHbIn  Security ACL penctByeT Ha Bcex WHTepdpencax L2. Ecnu HacTpoeHbl u
rnobanbHbIn Security ACL, n ACL Ha ocHOBe nopToB, BCTynaiT B cuny oba. [lakeThbl,
cooTBeTCTBYOLWME rnobansHoMy Security ACL, HanpsaMyto oTpnNbTPOBLIBAOTCA Kak BUPYCHbIE
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nakeTtbl. [lakeTbl, KOTOpble HE COOTBETCTBYIT rnobanbHoMy Security ACL, no-npexHemy
koHTponupytoTca ACL Ha ocHoBe nNopToB. Bbl MoxeTe oTkntountb rnobanbHbin Security ACL Ha
HEKOTOpPbIX MOpTax, YTOObI 3TU NOPTbI HE KOHTPONMpPOBaNUCh rnobdaneHbiM Security ACL.

NMPUMEYAHUE: MobGanbHbin Security ACL B OCHOBHOM ucnonb3yeTcd Ans unbtpaumm
BMpycoB. Takum obpasom, B ACL, cBsizaHHOM c rnobanbHbiM Security ACL, BCTynatoT B cuny
TonbKo 3anucmn ACE ¢ 3anpeTtom, a cnuckn ACE ¢ paspelueHmnsiMn He AeNCTBYIOT.

NMPUMEYAHMUE: B otnnumne ot 6e3onacHoro ACL, NpMMeEHSIEMOro K NopTy, rnobanbHbi Security
ACL He cogepxuT ACE no ymonyaHuio «3anpeTuTb BeCb Tpaduky», TO €CTb paspelleHbl Bce
nakeTbl, He cooTBeTcTBYOWME ACL.

NPUMEYAHUE: MobGanbHbii Security ACL MoxeT gencTBoBaTb Kak Ha nopTy L2, Tak u Ha
MapLIpyTU3Mpyemom nopTty. TO eCTb OH AEeWCTBYeT Ha BCe criefylolimMe Tunbl NOpTOB: NOPT
AocTyna, MmarucTpanbHbid nopT, nopT hibird, mapwpyTtmsmpyembin nopt n AP (L2 wnu L3).
MmobanbHbIn Security ACL He BnusieT Ha SVI.

NPUMEMAHMUE: Bbl moxeTe oTkNtounTb rnobdaneHbii Security ACL Ha oTaenbHOM hn3nyeckom
nopty unn AP, HO He Ha nopTy-y4yacTHMke AP. MobGanbHbin 3awmweHHbin ACL nogaepxmeaeT
TONbKO CBsA3aHHbIN cTaHaapTHbIM ACL IP, pacwupeHHbin ACL IP, pacwmpeHHbin ACL MAC n
3KCNepTHbIN paclmpeHHbin ACL.

1.4.7.2. CBA3aHHasA KoOHdurypaums

HacTtpownka ACL

Mpexage yem HacTpauBaTtb rnobanbHbin Security ACL, HacTtponTte ACL. [JononHuTenbHble
cBefeHns o HacTponke ACL cMm. B npeablaywmx onncaHnax Hactporkm ACL.

[Ho6asnenne ACE B ACL
[lononHuTenbHble cBeaeHns O ToM, Kak fobasutb 3anmcn ACE B ACL, cM. B npeabigyLimx
onuncaHusx IP ACL.

Hactpowmka Security ACL
Mo ymonuaHuio Ha yCTPOMCTBE He HAcCTPOeH rnobanbHein Security ACL.
3anyctute komaHgy {ip |[mac |Expert } access-group acl-id {in | out } B pexxmume rnobansHon
KOHUrypaumm, 4Tobbl BKNouMTb rmobanbHbi Security ACL.

HacTpowka akckno3nBHoro uHtepdenca rnodansHoro Security ACL
Mo ymonyaHuio 3KCKMN3MBHbIM UHTepdenc ana rnobansHoro Security ACL Ha ycTponcTee He
HaCTpOEH.

3anyctute komaHgy no global ip access-group B KoHwUrypauum wuHtepdgenca, 4Tobbl
OTKNoYMTL rnobanbHbii Security ACL Ha ykazaHHOM MHTepdence.

1.4.8. KaHan 6e3onacHocTU

B HekoTopbIX cueHapuax MpUMoXeHWn nakeTbl, OTBeYaloLlne HEeKOTOPbIM XapaKkTepucTuKam,
MOTyT HyXaaTbCsl B 06xo4e NpOBEPOK NPUMOXEHUIN ynpaBneHns goctynoM. Hanpumep, nepeg
nposepkon nognuHHocT DOTL1X nonb3oBaTensM paspellaeTcss BXOAUTb Ha YKa3aHHbIN
BebG-canT gnsa 3arpy3km KnueHTa npoBepku nogsimHHoct DOTLIX. [ns 9TOM Lenn MOXHO
ncnonb3oBaTb kaHan Security. Korga komaHOa HacTpoMKM KaHana Security BbinonHaeTcs ang
npumeHeHus 6esonacHoro ACL rnobanbHo unu k nHtepdenicy, atot ACL cTaHOBUTCS KaHanom
Security.

1.4.8.1. MpuHUMN paboTbl

Kanan 6esonacHoctn Takke sBnsetcs ACL n moxeT OblTb HaAcTpoeH rrnobanbHO unu ans
onpeaeneHHoro uHTepdenca. NMpyn noctynneHnn Ha WHTepdenc nakeTbl NPOBEPAOTCA Ha
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kaHane 6e3onacHocTu. [NMpu cobniogeHnn ycnoBmin COOTBETCTBMS KaHana 6€30nacHOCTU NakeTbl
HanpsIMyl0 MNOCTynatT Ha KoMMmyTaTop 6e3 NpOXOXOEeHWs KOHTPOMs [OCTyna, Takoro Kak
6esonacHocTb nopra, Beb-ayteHTudmkaums, 802.1x n nposepka IP-MAC binding. Mo6aneHo
nNpUMeHsieMbIA kaHarn ©6e30nacHOCTU OEMCTBYET Ha BCEX MHTepdencax, KpOMe SKCKIHO3UBHbIX
NHTEpencos.

NMPUMEYAHMUE: 3anpewatowme ACE B ACL, koTOpbI NPUMEHSIETCA K KaHany 6e30onacHocTy,
He BcTynatoT B cuny. Kpome Toro, atoT ACL He coaep>XMT CKpbITOro npaBuna «3anpeTuTb BECb
Tpaduk» B koHue ACL. Ecnv nakeTbl He COOTBETCTBYIOT YCMOBUSIM COOTBETCTBUSA KaHarna
6e30nacHOCTM, OHW MPOBEPSOTCS NO NpaBuiam ynpaBrneHus OOCTYNOM B COOTBETCTBUWN C
COOTBETCTBYIOLLUM NPOLECCOM.

NMPUMEYAHUE: Bbl MoxeTe HacTpoUTb OO0 BOCbMU 9KCKMO3WMBHBLIX WHTEpgencoB aAnd
rnobanbHoro kaHana 6esonacHocTn. Kpome TOro, Ha aTnx 3KCKNO3MBHbIX MHTEepdencax Hemnb3s
HaCTpOUTb KaHan 6e3onacHOCTM Ha OCHOBE MHTepdenca.

NMPUMEMAHMUE: Ecnn kaHan 6e30nacHOCTN NpUMEHSeTCA K MHTepdency, koraa cylecTsyeT
rnodarnbHbIA KaHan 6e3onacHOCTU, 3TOT rnodanbHbIM KaHan 6e3onacHOCTU He BNUSAeT Ha 9ToT
NHTEepdeiC.

NMPUMEYAHUE: Ecnu K nHTepdency NpUMEHSAIOTCA N PEXUM MUTPUPYEMON ayTeHTUdunkaumm
Ha OCHOBe MopTa, U kaHan 6e3onacHoOCTH, kaHan 6e30MnacHOCTN He AeNCTBYeET.

NPUMEMYAHMUE: ACL IPv6 Henb3st HaCTpouTb B Ka4ecTBe KaHana 6e3onacHoCTu.

NMPUMEYAHMUE: Tonbko kKOMMyTaTopbl NOAAEPXKUBAOT 6e30NacHLIN KaHar.

1.4.8.2. CBA3aHHasA KOHdurypaums

Hactpownka ACL

lMepen HacTporkon kaHana GesonacHocTu HacTpouTe ACL. [ononHutenbHble CBEAEHUS O
HacTponke ACL cM. B Npeablaywmx onncaHnax Hactporkm ACL.

Do6aeneHne ACE B ACL
MogpobHee o Tom, kak gobaenate ACE B ACL, cm. B npegbiaywmx onmcaHuax IP ACL,
pacwwupeHHoro ACL MAC unun akcnepTHoro pacwmpenHoro ACL.

HacTtpouka kaHana 6e3onacHocTu Ha nHtepcence
Mo ymonyaHuio Ha nHTepgence yCTpoMCTBa HE HAaCTPOeH kaHan 6e3onacHocTu.

3anyctute komaHgym security access-group {acl-id | acl-name } B pexvme HaCTPOWKM
NHTepdenca onsa HacTPOMKM kaHana 6e3o0nacHOCTU Ha UHTepdeNnce.

HacTtpouka rmo6anbHOro kaHana 6e3onacHocTu
Mo ymonyaHu1io Ha YCTPONCTBE HE HAcTpOeH rnobanbHbI kKaHan 6e3onacHocTu.

3anyctute komaHgy security global access-group {acl-id | acl-name } B pexume
KOHburypauumn nHtepdenca ang HacTponkn rnobanbHOro kaHana 6e3onacHocCTu.

Hactponka 3KCKNO3MBHOro MHTepcdenca pAnNA KaHana rnobGanbHomn
6e3onacHocTun

Mo yMOM4YaHuIO 3SKCKMO3MBHBLIA WHTepdenc ansa rnobanbHOro kaHana 6e30nacHOCTU Ha
YCTPOMNCTBE HE HAaCTPOEH.

3anyctute komangy security uplink enable B pexwume HacTpowkn uHTepdenca, 4Tobbl
HacTpOUTb YKasaHHbI MHTepdenCc B KayecTBe IKCKIMIO3MBHOMO WHTepdenca rnobansHoro
kaHana 6e3onacHOCTMW.
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1.4.9. ACL mapwpyTtusaropa SVI

Mo ymonuanuio ACL, npumeHsiemMbin K SVI, Takke BNUSET Ha NakeTbl L2, nepecbinaemMbie BHYTpU
VLAN, n naketbl L3, nepecbinaemblie mexgy VLAN. CnegoBaTernbHo, y NOfb30BaTeNEn B OQHOM
n Ton xxe VLAN MoXeT He nonyuntbca obwaTtbes apyr ¢ gpyrom. Noatomy npegycMoTpeH meToq
nepekntoveHus, Tak 4to ACL, npumeHsaemblin kK SVI, oeACTBYeT TOMbKO MpyU MapLupyTusauum
naketoB mexay VLAN.

1.4.9.1. NpuHUMN paboTbl

Mo ymonyaHuio doyHkuma ACL mapwpyTtusatopa SVI oTknwodveHa, 1 ACL SVI gencteyet Ha
naketbl L3, nepecbinaemsle mexay VLAN, n naketobl L2, nepeckinaemole BHyTpy VLAN. MNocne
TOro kak oyHkums ACL mapupyTtusaTtopa SVI BkntoveHa, ACL SVI eCTBYeT TOMNbKO Ha nakeTbl
L3, nepecbinaemble mexagy VLAN.

NMPUMEYAHMUE: Tonbko kommyTaTopbl nogaepxusatot ACL mapuwpyTtusaTtopa SVI.

1.4.9.2. CBA3aHHasA KoHdurypaums

HacTtpownka ACL

Mepeq HacTponkon ACL mapLipyTtusaTtopa SVI HacTtponTte u npumennte ACL. JononHuTenbHbIe
cBefeHns o HacTponke ACL cMm. B npeablaywmx onncaHnax Hactporkm ACL.

Jo6aBneHne ACE B ACL

MogpobHee o Tom, kak gobaenate ACE B ACL, cm. B npegbigywmx onucanusax IP ACL,
pacwupeHHoro ACL MAC, akcnepTHoro pacwupeHHoro ACL vnun ACL IPv6.

MpumeHeHne ACL

[lononHuTenbHble CBEAEHUS O TOM, Kak npuMeHaTb ACL, cMm. B npegblaywmx onmcaHusx IP ACL,
pacwmnpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL nnu ACL IPv6. MNpumennte ACL B
pexxmme koHdurypaumm SVI.

Hactpownka ACL mapwpyTtusaropa SVi

3anyctute koMmaHgy Svi router-acls enable B pexunme rnobanbHOW KOHUrypauum, 4ToObl
BkMounTb ACL Maplupytusatopa SVI, ytobel ACL, npumeHsieMbli kK SVI, aencteoBan TOMbKO Ha
nakeTbl, Nnepeckbiniaemble Ha L3, a He Ha nakeTbl, NepecbinaemMble Ha L2 BHyTpu VLAN.

1.4.10. BeaeHue xypHana ACL

BeneHue xypHana ACL ncnosnb3yeTcs Ang oTcrnexmnsaHus Tekyulero coctoaHnsa ACE B ACL n
npegocTaBneHnst Heobxoanmon nHgpopmaumm onst NNaHOBOro 0B6CNYXMBaHUS, U ONTUMU3ALUK
ceTu.

1.4.10.1. MpuHUKMN paboTbl

UTo6bI Nyyle y3HaTb Tekyllee cocTosiHue cnnckoB ACL Ha yCcTponcCTBe, Bbl MOXeTe ykasaTb,
cnegyeT Ny ykasbiBaTb NnapameTp BeaeHus xypHana ACL npu gobasneHun ACE. Ecnu ykasaH
3TOT MapameTp, XypHarbl BbIBOAATCA Npu oBHapyxeHun naketos, cooTBeTcTByowmnx ACE.
YKypHanbl ACL otobpaxatoTcs Ha ocHoBe ACE. To eCTb YCTPOWCTBO nepuogmyeckn otobpaxaet
3anvcu ACE c coBnaBwuMMKM naketamu M KONMYeCTBO COBMaBLUMX NakeToB. [Mpumep xypHana
BbIFMSAMT cregyowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

UT06bl KOHTPONMPOBATL KONMYECTBO >XYPHANOB W 4acTOTy BbiBOAA, Bbl MOXETE HaCTPOUTb
MHTepBan o6HOBIEHMS XXypHana.
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NMPUMEYAHUE: ACE, cogepxawmi napameTp BedeHus xxypHana ACL, notpebnset 6onblie
annapaTHbIX pecypcoB. Ecnun Bce HacTpoeHHble ACE cogepXaTt 3ToT napameTp, emkocts ACE
yCTponcTBa byaeT ymeHblUEeHa BABOE.

NMPUMEYAHMUE: Mo ymon4yaHuio nHtepean o6HOBMEHNS XypHana paseH 0, TO eCTb XypHan He
BbiBOANUTCA. [Mocne Toro, kak napameTp BegeHus xxypHana ACL ykasaH B ACE, Bam Heobxoaumo
HacTpoOUTb MHTepBan OOHOBNEHWS XXypHana Ans BblBOAA CBA3AHHbLIX XXYPHAroB; B NPOTUBHOM
cnyyae XypHanbl He BbIBOOATCS.

NMPUMEYAHUE: [1na sanucu ACE, cogepxallen napameTp BegeHusa xxypHana ACL, ecnn 3a
yKasaHHbI MHTEpBan HE HaWAeHO HW OOHOro MnakeTa, >XypHan COMOCTaBflIEHWs MaKETOB,
cBsi3aHHbIN ¢ aToM 3anuckio ACE, BbiBOoguThbCa He OyaeT. Ecnu coBnagaowme naketbl OyayT
HangeHbl B yKa3aHHOM WHTepBarne, XXypHarbl CONOCTaBMNEHNA NakeToB, OTHOCALLMECS K 3TOMY
ACE, 6yayT BbiBeAeHbl N0 UCTEYEHUM MHTepBana. Konnyectso coBnagaroLmMx NakeToB — 3TO
obLLee KoNMYEeCTBO NakeToB, COOTBETCTBYOLWNX ACE B Te4eHne 3agaHHoOro nHTepeana, 7o ectb
nepuvoa oT npeabiayLlero BbIBOAA XKypHana 4o TeKyLlero BblBofa XypHana.

NMPUMEYAHWUE: Tonbko KoMMyTaToOpbl NOAOEPXKNBAOT OYHKLNIO BeaeHus xypHana ACL.

NMPUMEYAHUE: NapameTp BeaeHus xypHana ACL MOXXHO HacTpouTb Tonbko ansa IP ACL vnu
IPv6 ACL.

1.4.10.2. CBA3aHHasA KOHdurypaums

HacTtpownka ACL

HacTtponte ACL nepep HacTponkon ACE, cogepxalimx napameTp BefeHus xypHana ACL.
[ononHuTeneHble cBegeHnst 0 HacTponke ACL cM. B nNpeabiayLumnx onncaHusix Hactponku ACL.

Hdo6asneHue ACE B ACL

[lononHuTenbHble cBegeHnsa o ToMm, kak aobasutb ACE B ACL, cM. B npeablayLLmx onncaHmnsix
IP ACL n IPv6 ACL. O6paTnTe BHUMaHWE, YTO NapameTp BeaeHus xypHana ACL gomxkeH 6biTb
HaCTpOEH.

Hactpowka nHTepBana o6HOBIIEHUA XXypHana

3anyctute komaHay {ip | ipv6} access-list log-update inerval time B pexume KoHpurypaumm
OIS HAaCcTPOKMKW UHTepBana BbiBoAa XypHarnos ACL.

MpumeHenne ACL

JononHuTenbHble CBeAEHNS O TOM, Kak npuMeHsTb ACL, cMm. B npeablaywmnx onucaxmsx IP ACL
n IPv6 ACL.

1.4.11. CyeTUYMKU conoOCTaBNeHUA NakeToB

B nononHeHue k xypHanam ACL c4eTYMKn COnocTaBreHnsi NakeToB NpefoCTaBnsoT ewe oauH
BapuaHT ANs NaHOBOro 06CNy>XMBaHUS U ONTUMU3ALIMN CETU.

1.4.11.1. MpuHUUN paboTbl

[na peanusaumu ynpaeneHns CeTblo Nonb3oBaTenam MoxeT notpeboBaTtbCs y3HaTb, €CTb NN B
ACE kakne-nnbo coBnagatoline nakeTbl U CKONbKO nakeToB cosnano. ACL npegocTtaBnsoT
CYETUMKM COMOCTaBfIEHUs NakeToB Ha ocHoBe ACE. Bbl MOXeTe BKIOUUTbL UM OTKIIHOYMUTb
CYETYMKN cornocTaBneHns naketoB aAnga scex 3anncen ACE B ACL. Korga naket cooTBeTcTByeT
ACE, cOOTBETCTBYIOLLMI CHETUYUNK yBENnunBaeTcs Ha 1. Bbl MoxeTe 3anyctuTb clear counters
access-list [ acl-id | acl-name ] ana cbpoca cyeTtumkoB Bcex ACE B ACL anst HoBoro payHaa
CTaTUCTUKN.

NPUMEYAHMUE: 1ns BkniodeHusa cyeTymkoB ACL TpebyeTtcs 6onblie annapaTHblx 3anvcen. B
KpaHeMm crnydae 3TO cokpaTuT BABoe konuvectBO ACE, KoTopble MOXHO HacTpouTb Ha
YCTPOUCTBE.
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NMPUMEYAHUE: Bbl MoXxeTe BKNIOYUTb cHETUYUKM conocTaBneHust naketos B IP ACL, MAC ACL,
akcnepTHoMm ACL mnnn IPv6 ACL.

NMPUMEYAHWUE: Tonbko KOMMyTaToOpbl NOAAEPXKMBAIOT CHETYMKM conocTaBneHnst naketos ACL.

1.4.11.2. CBsAi3aHHas KOHdurypaums

Hactpownka ACL

Hactponte ACL nepep Hactponkon ACE, cogepxaliux napameTp BegeHust xypHana ACL.
JononHutenbHble cBeageHnsa o HacTponke ACL cM. B npeablayLmx onucaHmax Hactponkm ACL.

Jdo6asneHue ACE B ACL

[ononHutenbHble cBegeHus o ToM, kak fobasutb 3anmcu ACE B ACL, cm. B npeablgywimnx
onucannsax ACL. Ob6patnte BHMMaHue, YTO napameTp BedeHus xypHana ACL gomkeH 6biTb
HaCTpPOEH.

BknroyeHne cH4eTYMKOB COBMaAeHUA NakeToB

YUToObI BKMIOYNTL CHETUMKM conocTaBrneHust naketos B IP ACL, MAC ACL vnu akcnepTtHom ACL,
3anyctute komaHgy {mac | expert | ip} access-list counter { aclid | acl-name } B pexume
rno6anbHON KOHGUrypauum.

UToObl BKITOUMTb CYETUMKM conocTaerieHus naketoB B ACL IPv6, 3anyctute komaHay ipv6
access-list counter acl-name B pexxume rnobanbHoOn KoHdurypauum.

MpumeHeHne ACL

JononHuTenbHble CBeAEHMS O TOM, Kak npumMeHsTbs ACL, cM. B npeablaywmnx onncaHuax IP ACL,
pacwwupeHHoro ACL MAC, akcnepTHoro pacwupeHHoro ACL vnun ACL IPv6.

OuncTka c4eTYMKOB COBMaAEHUA NaKeToB

3anyctute komaHgy clear counters access-list [acl-id | acl-name ] B npuBunerMpoBaHHOM
pexxume EXEC ans cbpoca CHETUMKOB COMOCTaBNEHUS NMAKETOB.

1.4.12. Pexxum conocTtaBrieHua (pparMmeHTUpPOBaHHbIX NaKeTOB

B pexume conoctaBneHus parMeHTUpoBaHHbIX naketoB ACL MOXeT OcCyLllecTBnsTb Gonee
TOYHbIN KOHTPOMb Hag hparMeHTUPOBaHHLIMU NakeTaMMu.

1.4.12.1. NMpuHUMN paboTbl

IP-nakeTbl MoryT 6bITb bparmMeHTUpoBaHbl Npu nepepade no cetn. Korga npowvcxoaut
dparmMeHTaund, TONMbKO MNepBbIN (PparMeHT nakeTa coaepXuT mHpopmauuio L4, Takylo Kak
Homep nopta TCP/UDP, tun ICMP wn kog ICMP, a gpyrve cdparMeHTUpOBaHHbIE NaKeTbl He
cogepxat wuHpopmauuio L4. o ymonyaHuo, ecnu ACE cogepxuT cnar dparmeHTa,
GunbTpyoTCa (hparmMeHTUpoBaHHbIe MakeTbl, KpoMe nepBbiX dparmeHtoB. Ecnu ACE He
copepXuT dnara dgparmeHTa, UNbTPYOTCS BCe (bparMeHTUPOBaHHbIE MNakeTbl (BKIOYas
nepeble pparmeHTbl). B AONONHEHWE K 3TOMY pPEXMMY CONOCTaBreHUst oparMeHTUPOBaHHbIX
nakeToB MO YMOMYaHUo NPeaoCTaBNSETCA HOBbIM PEXNM COMOCTaBNeHns oparMeHTUPOBaHHbIX
naketoB. Bbl MoOxeTe nepeknyaTbCs Mexay OBYMS pPeXMMaMy  COMOCTaBreHUs
oparMeHTMPOBaHHbLIX NAKETOB NO Mepe HeobxoamMmMocTh B ykazaHHOM ACL. B HoBOM pexume
cornocTaBneHns oparMeHTMpoBaHHbIX naketos, ecnn ACE He copgepxuT dpnara dpparmeHTa u
nakeTbl (pparMeHTUpoBaHbl, MepBble (parMeHTbl CpaBHUBAOTCA CO BCEMU MOMSAMMU
conocTtaBneHns (Bkniovas wuHdoopmaumio L3 n L4), onpepenenHbimn B ACE, a pgpyrue
parMeHTUpOBaHHbIE MNaKeTbl CPaBHMBAIOTCA TOMbKO C WHpOpMauuen, OTnMYHOW OT L4,
onpeaeneHHon B ACE.

NMPUMEYAHUE: B HoBOM pexunme conoctasrneHus dparMeHTUpoBaHHbIX NakeTos, ecnn ACE
He cogepXuT dnara pparmeHTa, a gencreme «PaspelwmnTtby, aToT TN ACE 3aHnmaeT 6onbLue
annapaTHbIX 3anucen. B kpalHem crnyvae 3TO YMEHbLUUT BABOE KOMMYECTBO arnnapaTHbIX
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3anucen. Ecnn YctaHoeneHo (Established) HacTpoeHo ansa dunbTpauun dnara TCP B ACE,
OyneT 3aHATO Bonblue annapaTHbIX 3anucen.

NMPUMEYAHUE: ACL BpemMeHHO He [OENCTBYET BO BpPeEMSI [MEPEKNOYEeHUs pexuma
conocTaBneHns parMeHTUPOBaHHbLIX NAKETOB.

NMPUMEYAHUE: B HoBOM pexunme conoctaBneHus dhparMeHTMpoBaHHbIX NakeTos, ecnn ACE
He cogepxuT dnara pparmeHTa, Heo6xo4MMO CpaBHUTL MHOpMauuio L4 nakeTos, 1 gencTene
«Paspewntb», ACE npoBepsieT umHopmaumio L3 u L4 nepBbix parMEHTOB MNakeToB W
npoeepsieT TOMbko MHMopMauuio L3 apyrux dparMeHTUpoBaHHbIX naketoB. Ecnn BbiGpaHo
aencteue «3anpetntb», ACE npoBepsieT TONbKO nepBble hparMeHTbl NAaKeToOB N UFHOPUPYET
apyrve oparMeHTUpOBaHHbIE NaKeTbl.

NMPUMEYAHUE: B HoBOM pexnme conoctaBreHus dhparMeHTMpoBaHHbIX NakeTos, ecnn ACE
cogoepxut dnar gparmeHTa, ACE npoBepseT TONbKO doparMeHTUpOBaHHbIE MakeTbl, HO He
nepsble (bparMeHTbl NakeToB, HE3aBMCUMO OT TOro, siBnsieTca nu genctene B ACE «Paspewntb»
nnu «3anpeTuTb.

NMPUMEYAHUE: Tonbko pacwupeHHbin [P ACL ©“ 3KCnepTHbI pacluMpeHHbin  ACL
noaaepXmMBatoT NEePEKITOYEHE MexXay ABYMS peXXMMaMm CONOCTaBneHns oparMeHTUPOBaHHbIX
nakeToB.

NMPUMEYAHUE: Tonbko KOMMyTaTopbl NoadepXmBaloT unbTpauuio parMeHTUPOBaHHbIX
nakeToB.

1.4.12.2. CBA3aHHasA KOHdurypaums

HacTtpownka ACL

MogpobHee o Tom, kak HacTpouTb ACL, cM. B npeablaywmnx onvcanmax IP ACL n akcnepTHOro
pacwupeHHoro ACL.

Jo6aBneHne ACE B ACL
[ononHuTenbHble cBeaeHnst 0 ToMm, kak gobaente ACE B ACL, cM. B NpeablayLmnx onmcaHusx
IP ACL 1 akcnepTtHoro pacwupeHHoro ACL. ObpaTtute BHMMaHue, 4To Heobxoammo aobasuntb
napameTp oparmeHTa.

MepeknioyeHne pexnuma conocrtaBneHus pparMeHTUPOBaHHbIX NaKeToB
3anyctute komangy [ no ] {ip | expert} access-list new-fragment-mode { acl-id | acl-name } B
pexume rnobanbHOM  KOHUrypaumm AOns  MNepeknoyvyeHns  pexuma  CornocTaBneHus
dparMeHTUPOBaHHbIX NaKeToB.

MpumeHeHne ACL-cnucka

MogpobHee o ToM, kak npumeHsaTb ACL, cM. B npeabiaylumx onmcanmsx IP ACL n akcnepTHOro
pacwupeHHoro ACL.

1.5. OrpaHnyeHus

1. B npopgykrtax cepum QSW-6900 ACL, npuMMeHeHHbI K BXOoAdALleMy HanpaBneHwuto, He
nogaepxmeaet conoctaeneHne «NEQ» Ha nopTax yposHs 4 aons naketoB TCP n UDP, a
ACL, npMMeHeHHbIN K UcxogsalemMy HarnpasreHuto, NogaepXmneaeT TONbKO CornocTaBneHne
«EQ» Ha nopTax ypoBH4a 4 ansa naketos TCP n UDP.

2. ACL IPv6, HacTpoeHHble Ha npoaykTtax cepun QSW-6900, nogaepkmBatloT conoctaBneHue
no criegyrowum nongam: protocol, sip, 14_src, dip, 14_dst, dscp, v flow_label. ACL IPv6
nogaepXXnBaeT ConocTaBfieHNe TONbKO Ha OCHOBE CneayoLwwmx ABYX rpynn nonen:

e protocol, sip, 14_src, 14_dst, dscp, flow_label, range
e protocol, dip, 14_src, 14_dst, dscp, flow_label, range
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e ACL He MOXET ucrnonb3oBaTtb Bce nons ans conocraesnexusi. Kpome toro, ACL IPV6 He
nogaepXXmMBatoT H1 conocTaBreHne No hparMeHTy, HU conocTaBreHne No MeTke NoToka
B UCXOAsILLIEM HarnpaBneHun.

o Korga ansa IP-agpeca uctodHuka u IP-agpeca HasHayeHus HeobxogMMo COMnoCcTaBUTb
TONbKO cTapwme 64 6uta (ONUHA MackM MeHblue unu paBHa 64), nogaepXvMBaeTcs
cornocTaeneHune ¢ noMmoubio IPv6 5-tuple.

3. B npogykrax cepumn QSW-6900 Security ACL, npumeHsieMble K SVI, adheKTUBHbI Kak ans
naketoB BHyTpu VLAN, nepecbinaembix MoCTamu, Tak U ONA NakeToB MapLipyTtusauum
mexay VLAN. B pesynbtaTte nonb3osatenu B VLAN He MoryT o6MeHnBaTbCA AaHHbIMM.

4. lMpogyktbl cepun QSW-6900 He moryT maeHTudumumpoBaTte none drara gparMeHTa B
naketax IPv6. Ecnu ACL IPv6 cogepxuT cpnar pparmeHTa, pnar pparmeHTa nrHopmpyeTtcs
npy conocTaBieHnn NakeToB. JTO 3KBMBANEHTHO OTCYTCTBUIO doriara oparMeHTa B CnmMcKax
ACL, u conocTaBrnieHne BbINOMHAETCA ANA BCEX MNaKeToB, BKIOYas MakeTbl NepBoro
dparmeHTa 1 nakeTbl He NepBOro parMeHTa.

5. Tlpoayktbl cepumn QSW-6900 nogaepXuBaloT MNEPEKNIOYEHNE peEXMMA COMNOCTaBfEHUS
naketoB dparMeHToB, Korga MpuUMeHsATCa pacwupeHHble ACL [P wnu akcnepTHble
paclumpeHHble ACL.

6. B npogyktax cepun QSW-6900 ACL 80 nogaepxuBaeT TONbKO crneayowme obumne nons:
MAC-agpec Ha3sHayeHnsa, MAC-agpec uctoyHuka, VID, ETYPE, Homep npotokona IP, agpec
IPv4 uctoyHuka, agpec IPv4 HasHayeHus, wngeHTMduMKaTtop nopTa HasHa4vyeHud,
noeHTudukaTop nopta nctovHuka, Tun ICMP un kog ICMP.

1.6. KoHdhurypauumsa

AnemMeHT OnucaHue u KomaHaa
KOHduUrypaumm

HacTtpowka IP ACL | (OnuunoHansHo) OH ncnonb3yetcs anga punetpaumm naketos IPv4.

ip access-list standard HacTtpauBaet ctangaptHbin IP ACL.

ip access-list extended HacTtpanBaeT paclumpeHnHbin IP ACL.

permit host any time-range log | Jo6GaenseTr paspewatowmnn ACE B
cTaHgapTHbin IP ACL.

deny host any time-range log Hob6aenset 3sanpewatowmun ACE B
cTaHgapTHbin IP ACL.

permit host any host any tos | lo6asnseTr paspewatowmnn ACE B
dscp paclumpeHHbin IP ACL.

precedence fragment time-
range log

deny host any host any tos | JobasnseT 3anpewatowmun ACE B
dscp precedence fragment | pacwmpeHHbin IP ACL.
time-range log
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AnemMeHT OnucaHue u KOMmaHaa
KOHdurypaumm
Hactpownka IP ACL | ip access-group in out MpyMmeHseT  cTaHOapTHbIA UK
pacwmpeHHbin IP ACL.
HacTponka (OnumoHanbHo) OH ucnonb3yeTtca ansa punsTpauum naketos L2
pacLlMPEeHHOro
ACL MAC mac access-list extended HacTtpanBaet pacwupeHHbin ACL
MAC.
permit any host any host cos | [lobaBnsetr paspewatowmn ACE B
inner timerange pacwupeHHbin ACL MAC.
deny any host any host cos | [lobaBnset 3anpewatowmin ACE B
inner time-range pacwupeHHbin ACL MAC.
mac access-group in out MpumeHnsieT pacwwupeHHbin  ACL
MAC.
Hactponka (OnumoHanbHo) OH ucnonbadyeTtca ana dunbTpaummn naketos L2 n L3.
9KCNEepTHOro
peSITHISEL 1B expert access-list extended HacTpaviBaeT 9KCMepPTHbIN
ACL pacwmpeHHbin ACL.
permit cos inner VID inner host | Jo6aenseT paspewatowmnn ACE B
any host any 3KCNepTHbIN pacumpeHHbii ACL.
host any host any precedence
tos fragment
range time-range
deny cos inner VID inner host | [lobaBnset 3anpewatowmin ACE B
any host any 3KCNepTHbIN pacmpeHHbin ACL.
host any host any precedence
tos fragment
range time-range
expert access-group in out MpumeHseT 9KCMEepPTHbIN
pacwmpeHHbIn ACL.
HacTtpownka (OnuunoHanbHo) UcnonbayeTtcs ansa dunsTpaunm naketos IPv6
pacLIMPEHHOro
ACL IPv6 ipv6 access-list HacTtpaunsaet ACL IPVv6.
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AnemMeHT OnucaHue u KOMmaHaa
KOHdurypaumm
HacTponka permit host any host any range | [lobaBnsiet paspewatowmn ACE B
pacLUMPEHHOTO dscp flowlabel fragment time- | ACL IPv6.
ACL IPv6 range log
deny host any host any range | [lobaBnset 3anpewatowmi ACE B
dscp flowlabel fragment time- | ACL IPv6.
rangelog
ipv6 traffic-filter in out MpumensieT ACL IPV6.
Hactponka ACL80 | (OnuunoHanbHo) Mcnonb3yeTca Ana HacTPoOnKM nonen ans punetpaumm
naketos L2 n L3.
expert access-list advanced HacTtpaunBaet 3KCMNEepPTHbIN
pacwmpeHHbin ACL.
permit [o6GaenseTr paspewatowmnn ACE B
3KCMEPTHbIN paclunpeHHbIn ACL.
deny HobGaensieTr 3anpewatowun ACE B
AKCMEPTHbIN paclunpeHHbln ACL.
expert access-group in out MpymeHseT 3KCNEepTHbIN
pacwmpeHHbin ACL
HacTtporika (OnumoHanbHO)  Mcnonb3yeTcs Ons  nepeHanpaBfeHus NakeToB,
nepeHanpasfieHns | COOTBETCTBYIOLMX NpaBuniaMm, Ha yka3aHHbIN NHTepdeC.
ACL
redirect destination interface | HactpauBaeTt nepeHanpasrieHne
acl in ACL.
HacTponka (OnumoHaneHo) Ucnonbsyetca anga toro, 4tobbl ACL BCTynun B cuny
rno6ansHom rno6ansHo.
Security ACL
ip access-group in out MpumeHseT rnobanbHbIi  Security
ACL B pexume rnobanbHom
KOHpurypaumm.
no global ip access-group HacTtpauBaet UHTepdenc Kak
9KCKIMIO3MBHbIV nHTEpdenc

rnobanbHoro Security ACL B pexnme
HaCTPOWKN UHTepdenca.

@ e
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AnemMeHT OnucaHue u KOMmaHaa
KOHdurypaumm
Hactpoiika (OnunoHanbHO) Wcnonb3yeTtca ansa TOro, YTOObI nakeThl,
KaHana COOTBETCTBYIOLLME HEKOTOPbIM XapakTepuctukam, Mornuv obxoauTb
©e30nmacHoOCTH NPOBEPKM MPUMNOXKEHUN KOHTpONga goctyna, Takux kak DOTI1X n
Beb6-ayTeHTUdMKauus.
security access-group Bknoyaet kaHan ©6esonacHocTn B
pexunme KOHdpurypaumm
UHTepddenca.
security global access-group Bkntoyaet kaHan ©es3onacHoctTn B
pexume rnobanbHON KoHUrypaumm.
security uplink enable HacTtpaunBaet NMHTepdenc Kak
AKCKIHO3UBHbIN nHTEepdenc
rnobanbHOro kaHana 6e3onacHocTn
B peXMMEe HaACTPOMKMN NHTepdenca.
Hactponka (OnumoHanbHOo) Ncnonb3dyeTca ang HacTponkn KommeHTapue anst ACL
KOMMEHTapueB mnn ACE, 4toObl nonb3oBaTenn MOMMM Nerko naeHTUULMPOBaTbL
ans ACL dyHkumn ACL nnn ACE.
list-remark HacTpanBaeT KoMMmeHTapuin ans
ACL B pexume KoHcpurypauumn ACL.
access-list list-remark HactpanBaetr komMmeHTapui Ans
ACL B pexume rnobanbHom
KOHcpurypaumm.
remark HacTtpanBaer koMmeHTapuin Ans
ACE B pexunme koHpurypaumm ACL.

1.6.1. Hactpouka IP ACL

1.6.1.1. 3dheKT KOHUrypaumm

HacTtponte un npumenute IP ACL k mnHTepdency, 4Tobbl KOHTPONMpOBaTh BCE BXOAdALLME Y
ncxogsawme naketol IPv4 atoro nHTepdenca. Bbl MmoxeTe paspelumntb unu 3anpetutb BXOA
onpeaeneHHblx naketoB IPv4 B ceTb, 4TOobbI KOHTpPONMpoOBaTb AoCTyn IP-nonb3oBatenen K

ceTeBbIM pecypcam.

1.6.1.2. LLlarn HacTpourku

HacTtpouka IP ACL

o (OGsasatenbHo) Hactponte IP ACL, ecnu Bbl XOTUTE KOHTPONMPOBaTb AOCTYM
nons3oBatenen IPv4 k ceTeBbIM pecypcam.

@ § QTECH

MWP [OOCTYMNHEE

37




PykoBoacTeo nonb3oBatens cepus QSW-6900
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Bbl MoxeTe HacTpouTb aT0T ACL Ons ycTpOWCTB AoCTyna, arperaumm un sigpa B
3aBUCMMOCTM OT pacnpegeneHua nonb3osatenen. I[P ACL genctByeT TOMbKO Ha
nokanbHOM YCTPOWCTBE N He BNUAET Ha Apyrue yCTPOUCTBa B CETU.

Jdo6aBneHue 3anucen ACE B IP ACL

(OnumoHanbHo) ACL MOXeT cogepxaTb HOfMb Mnu Heckonbko 3anucen ACE. Ecnn ACE
He HacTpoeH, BCce Bxoaswme IPv4-nakeTbl yCTPONCTBA MO YMOSYAHUIO OTKITOHAKOTCS.

MpumeHeHue IP ACL

1.6.1.3.

1.6.1.4.

(O6sizaTenbHo) MpumennTte IP ACL K ykazaHHOMY MHTepdENCY, ECNK Bbl XOTUTE, YTOObI
atoT ACL BcTynun B cuny.

Bbl moxeTe npumeHnTb IP ACL K ykasaHHOMY MHTepgency yCTpPOMCTB [OCTyna,
arperauuu v sapa B 3aBUCMMOCTU OT pacnpeaeneHns nonb3oBaTenen.

MNMpoBepka

Mcnonb3ynTe cneayrowme metoapl, YToObl NPOBEPUTL BNNSAHME KOHurypaumm IP ACL.:

3anyctute KomaHgy ping, 4tobbl yb6eautbes, yto IP ACL genctByeT Ha yka3aHHOM
nHtepence. Hanpumep, ecnu IP ACL HacTpoeH Ha 3anpeT AoCTyrna K XOCTy C
yKasaHHbIM IP-agpecom unmn xoctam B yKkasaHHOM ananasoHe |IP-agpecos, 3anycture
KOMaHay ping, 4To6bl y6eanTbcs, YTO XOCTbl He MOTyT ObITb YCMNELHO NPONMHIOBaHbI.

MonyunTte AOCTyn K CBA3aHHbIM CETEBbIM pecypcam, 4Tobbl yoeantbes, yto IP ACL
AencTByeT Ha ykasaHHOM nHTepderice. Hanpumep, goctyn B IHTEpHET unm QocTyn K
pecypcam FTP B ceTn yepes FTP.

CBsizaHHble KOMaHAbI

HacTtpowuka IP ACL

KomaHga ip access-list { standard | extended } {acl-name | acl-id }
OnucaHne standard: yka3biBaeT, 4TO co3aaH ctaHgapTHbein IP ACL.
napameTpoB

extended: ykasbIBaeT, 4TO co3faH paclumpeHHbin IP ACL.

acl-name: ykasblBaeT UMdA CTaHOapPTHOro unu paclumperHoro I[P ACL. Ecnn
3TOT napameTp HacTpoeH, co3gaeTcss MMeHoBaHHbIM  ACL. Wms
npegcraenseT cobon cTpoky ot 1 go 99 cumsonos. Mmsa ACL He moxeT
HaunHaTbesa ¢ undp (0-9), «in» nnu «out».

acl-id: ykasbiBaeT ngeHtTudmkaTop, KOTOpbI OOQHO3HAYHO MaeHTUdUnpyeT
CTaHOapTHbIN Uy paclumnpeHHbin IP ACL. Ecnn aToT napamMeTp HaCTPOeH,
cosgaetcs HymepoBaHHbIn ACL. Ecnu cosgaetca ctangaptHbein 1P ACL,
ananasoH 3HadeHun acl-id coctaengeT 1-99 n 1300—-1999. Ecnu co3paeTcs
paclumpenHbin IP ACL, ananasoH 3HayveHun acl-id coctaBndget 100—-199 n
2000-2699.

Pexum

komaHa | Pexum rmobanbHon KoHurypaumm
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PykoBoacTBO no
NCNoNb30BaHMIO

3anyctute 9Ty KOMaHay, u4TOoObl HACTpPOWUTb  CTaHAaApPTHbIA UK
pacLumpeHHbIn IP ACL n BONTU B peXUM KOHGMUrypawumm ctaHgapTHOro unm
pacwmpeHHoro IP ACL. Ecnu Bbl XOTUTE KOHTpPOSMpOBaTb AOCTYM
nonb3oBatenen K ceTeBbIM pecypcam, MNpoBepsis UCXoaHbld IP-agpec
Kakgoro nakeTta, HactpouTe cTaHgapTHein [P ACL. Ecnn Bbl xotute
KOHTpONMpoBaTb OOCTYN Nnonb3oBaTeren K ceTeBbIM pecypcam, npoBepsis
IP-agpec UCTOYHUKA MnNu nonyyaTens, HoMep NPOTOKoMNa 1 NOPT UCTOYHMKA
unu nonyvatena TCP/UDP, HacTponTe pacLuMpeHHbIA CNUCOK YNpaBreHus
poctynom IP.

[do6aBneHue 3anncen ACE B IP ACL
e [lobaBbTe 3anncu ACE B ctaHaapTHbI IP ACL.
Mcnonb3ynte nobon n3 cneayowmx metogos ans gobasneHms 3anncen ACE B cTaHOapTHbIN

IP ACL:
KomaHga [sn]{permit | deny }{host source | any | source source-wildcard } [ time-
range time-range-name ] [ log]
Onucanue sn: YkasbiBaeT nopsgkoBbin Homep ACE. 3HaveHMe HaxoguTcs B
napameTpoB AnanasoHe ot 1 go 2 147 483 647. OTOT NOpPSAKOBLIN HOMEpP onpenensiet

npuoputet aton 3anucn ACE B ACL. MeHbwnin NopagkoBbIE HOMEP
ykasblBaeT Ha 6onee Bbicokuni npuoputeTr. ACE c 6Gonee BbICOKMM
npuopuTETOM Oynet NpeanoyYTUTENBbHO NCNonb30BaTbCA ans
COMnocTaBneHns naketoB. Ecnv Bbl He ykaxeTe NOPSAKOBbIA HOMepP Mpu
pobaeneHun ACE, cnctema aBTomaTU4eCKn NPUCBOUT NOPSAKOBLIA HOMED,
KOTOpbIM paBeH npupatleHuto (no ymonyaxuto 10) nntoc NopsiAKOBLIN HOMEpP
nocnegHero ACE B Tekywem ACL. Hanpumep, ecnn nopsigkoBblnt HOMeEpP
nocrnegHen 3anmcu ACE paseH 100, nOpsiAKOBbLIA HOMEpP BHOBb
pobasrneHHon 3anucn ACE 6yaet no ymondaHuio paseH 110. Bbl moxeTe
HaCTPOWTb NpuMpaLLeHME C NOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4To ACE aBngaeTtca paspelwwatoimm ACE.
deny: ykasbiBaeT, 4To ACE siBnsetcs 3anpewatowwimm ACE.

host source: YkasbiBaeT, 4To |P-naketbl, OTMpaBfieHHblE C XOCTa C
yKasaHHbIM UCXoaHbIM IP-agpecom, ounbTpytoTcs.

any: ykasbiBaeT, 4TOo IP-nakeTbl, oTnpaBneHHble ¢ nwboro yana,
dunbTpyoTCA.

source source-wildcard: YkasbiBaeT, 4To |P-makeTbl, OTMpaBneHHblE C
XOCTOB B yKa3aHHOM cermeHte IP-ceTun, punbTpytoTcs.

time-range time-range-name: ykasbiBaeT, 4To 370T ACE cBsi3aH C
BpeMeHHbIM auana3oHom. ACE BcTynaet B cuny TOJbKO B npegernax 3Ttoro
BPEMEHHOro auanasoHa. [logpobHee O BpeMEHHOM [OuanasoHe CM. B
PYKOBOACTBE NO HAaCTPOKMKE BPEMEHHOIO AMana3oHa.

log: ykasbiBaeT, 4TO XypHanbl 6yoyT nepuoamMyeckn BbIBOOUTBLCH, €Cnuv
OyoyT HamoeHbl nakeTbl, cooTBeTcTBylOWMEe ACE. [dononHuTenbHble
cBefeHns O XypHanax cM. B pa3gene «BegeHue xypHana ACL» B 3TOM
OOKYyMeEHTE.
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Pexum komaHg

CtaHgapTHbIn pexum koHdurypaumm IP ACL

PykosoacTteo no

3anyctute 9Ty KomMaHgy, 4Tobbl gobaBuTtb 3anucm ACE B cTaHOapTHOM

ncnonb3oBaHuio | pexunme Hactponkn IP ACL. ACL moxeT OblTb MMEHOBaHHbIM WU
HymepoBaHHbIM ACL.

KomaHga access-list acl-id { permit | deny } {host source | any | source source-
wildcard } [ time-range tm-rng-name] [ log ]

Onuncanwne acl-id: ykasbiBaeT uvgeHTMduMKaTop NpoHymepoBaHHoro ACL. OH

napamMmeTpoB OAHO3Ha4YHO ngeHTuduumpyet ACL. [lnanasoH 3Ha4veHun acl-id: 100-199 n

1300-1999.
permit: ykasbiBaeT, 4To ACE siBnsetca paspelwatrowimm ACE.
deny: ykasbiBaeT, 4To ACE aBngaetca sanpewatomm ACE.

host source: ykasbiBaeT, 4TO |P-makeTbl, OTNpaBneHHble C XOcTa C
yKasaHHbIM UcxoaHblM IP-agpecom, unbTpytoTCs.

any: ykasbiBaeT, 4To I|P-nakeTbl, oOTnpaBneHHble ¢ nwboro yana,
mnbTpyLoTCS.

source source-wildcard: YkasbiBaeT, 4To |IP-nakeTbl, OTMpaBfieHHble C
XOCTOB B yKa3aHHOM cermeHTe IP-ceTn, hunbTpytoTcs.

time-range time-range-name: ykasbiBaeT, 4To 3T10T ACE cCBsi3aH C
BpeMeHHbIM anana3oHoMm. ACE BcTynaeTt B cuny TOSbKO B nNpegenax 3Toro
BpeMEHHOro amanasoHa. [logpobHee O BpemMeHHOM Amanas3oHe CM. B
PYKOBOACTBE NO HAaCTPOKMKe BPEMEHHOro AMana3oHa.

log: ykasblBaeT, 4YTO XypHanbl OyayT nepumogudeckm BbIBOOUTLCS, €Criv
OyoyT HamgeHbl nakeTbl, cooTBeTcTBYOWMe ACE. [dononHuTtenbHble
CBefeHns O XypHanax cMm. B pasgene «BeoeHwue xypHana ACL» B 9TOM
JOKyMeHTe.

Pexum komaHg

CraHgapTHbIn pexum koHdurypaumm IP ACL

PykoBoacTteo no
NCNonNb30BaHWIO

3anyctute 3Ty KOMaHgy, 4Tobbl gobaButb 3anMcn  ACE B
NpoHyMepoBaHHbIN cnucok ACL IP B pexxume rnobansHOn KoHdUrypawmm.
Ee Henb3sa ucnonb3oBatb Ansa godasneHus 3anmcenn ACE B MMeHOBaHHbIN
cnuncok ACL IP.

o [lobaBbTe 3anuncu ACE B paclumpeHHbin IP ACL.

Wcnonb3ynte nobon na cnegyowmx Metogos angd gobaeneHms 3anucen ACE B paclumpeHHbin
CMNCOK ynpasneHnsa gocrtynom IP:

KomaHpa

[sn]{permit | deny } protocol {host source | any | source source-wildcard
} {host destination | any | destination destination-wildcard } [ [ precedence
precedence [ tos tos ] ] | dscp dscp] [ fragment ] [ time range time-range-
name][log]
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Onucanwne sn: YkasblBaeT nopsgkoBblin Homep ACE. 3HaveHMe HaxoguTcs B
napamMmeTpoB AnanasoHe oT 1 go 2 147 483 647. OTOT NOpPSIAKOBLIN HOMEpP onpenensieT

npuoputet aton 3anucn ACE B ACL. MeHbwnin NOpAgKoBbLIA HOMEP
ykasbiBaeT Ha ©Oonee Bbicokuni npuoputet. ACE c 6onee BbICOKMM
NpUoOpUTETOM Oyner npegnodTUTENBLHO ncnonb3oBaTbCH ans
cornocTaBneHns naketoB. Ecnu Bbl He ykaxeTe NOPSiAKOBbIA HOMepP npu
pobaeneHun ACE, cuctema aBTomaTU4eCKM NPUCBOUT NOPSAKOBLIN HOMED,
KOTOpbIM paBeH nNpupalleHuto (no ymonydanuto 10) nntoc NopsiAKOBLIN HOMEpP
nocnegHero ACE B Tekywem ACL. Hanpumep, ecnn nopsigkoBbin HOMepP
nocnegHen 3anncu ACE paBeH 100, nopsgkoBbii HOMEP BHOBb
pobaeneHHon 3anucu ACE 6yget no ymondanuio paseH 110. Bbl moxeTe
HaCTPOUTb NpupaLleHe C NOMOLLbI KOMaHAbI.

permit: ykasbiBaeT, 4To ACE aBnsaeTtca paspeliatowwmm ACE.
deny: ykasbiBaeT, 4To ACE aBngaetca sanpewatowmm ACE.

protocol: ykasbiBaeT Homep |P-npoTokona. AnanasoH 3HaveHui ot 0 go 255.
Ona obneryeHna wncNonb3oBaHMS CUCTEMA NpefocTaBNseT 4acTto
Mcnonb3yemble COKpalleHWss AOns  3aMeHbl  KOHKPETHbIX  HOMEpOB
npoTtokonos IP, Bkntovas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

host source: ykasbiBaeT, 4TO |P-makeTbl, OTNpaBneHHble C XOcTa C
yKaszaHHbIM UcxogHbIM IP-agpecom, hunbTpyroTCA.

source source-wildcard: YkasbiBaeT, 4To |IP-nakeTbl, OTMpaBfieHHble C
XOCTOB B YKa3aHHOM cermeHTe IP-ceTn, unbTpyloTcs.

host destination: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBfseMble Ha XOCT C
ykasaHHbIM |P-agpecomMm HasHaudeHus, dunbTpyoTcs. Ecnn HacTpoeHo
KniodeBoe crioBo any, |P-nakeTbl, OTnpaeBnsieMble Ha JobOM XOCT,
mnbTpyLoTCS.

destination destination-wildcard: yka3biBaeT, 4to IP-nakeTbl, oTNpaBnsemble
Ha y3rbl B ykadaHHOM cermeHTe IP-ceTun, punbTpyroTCS.

any: ykasbIBaerT, 4YTo IP-nakeTbl, oTnpaBnsemMble Ha NOON XOCT UMK C HEro,
dunbTpyoTCA.

precedence precedence: ykasbiBaeT, YTo IP-nakeTbl C yka3aHHbIM MONEM
npuvopuTeTa B 3arorioBke PUnbTPYHTCS.

tos tos: ykasbiBaeT, 4UTo IP-nakeThbl ¢ ykazaHHbIM noniemM Tuna cnyxobl (TOS)
B 3aronoBke puUnbTpyTCS.

dscp dscp: YkasbiBaeT, 4TtO IP-naketbl C ykasaHHbIM nonem dcsp B
3arornoBke OUIbLTPYIOTCS.

ecn ecn: ykasbIlBaeT, YTO |P-nakeTbl C yka3aHHbIM MOfieM ecn B 3aroroBke
dunbTpyoTCA.

fragment: ykasbiBaeT, 4TO PUNLTPYOTCH TOMNbKO PparMeHTUPOBaHHbIE
IP-nakeTbl, 32 UCKIOYEeHMEM NepBbiX ddparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4YTo 3T70T ACE cBS3aH C
BpeMeHHbIM Anana3oHoMm. ACE BCTynaeT B CUry TOMbKO B nNpegerax aToro
BpeMeHHoro AuanasoHa. [logpobHee O BpemMeHHOM [AuanasoHe CM. B
PYKOBOZCTBE M0 HAaCTPOWKE BPEMEHHOIO AnanasoHa.
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Onucanwue log: ykasbiBaeT, 4TO XypHanbl 6yoyT nepuoamMyeckn BbIBOOUTBLCH, €Cnuv
napameTpoB OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [ononHutenbHble

cBefeHns O XypHanax cMm. B pasgene «Bepenue xypHana ACL» B 9TOM
OOKYMEHTe.

Pexum komaHg,

PaclumpeHHbIn pexum KoHgurypauum IP ACL

PykoBoacTBO no

3anycTtute 3Ty KOMaHay, 4Tobbl f406aBMTL ACE B pacLUMPEHHBIN PeXnM

ncnonb3oBaHuio | HacTponkn IP ACL. ACL moxeT 6blTb MMEHOBaHHbLIM UMY HYMEPOBaHHbIM
ACL.

KomaHga access-list acl-id { permit | deny } protocol {host source | any | source
source-wildcard } {host destination | any | destination destination-wildcard }
[ [ precedence precedence [ tos tos ] ] | dscp dscp] [ fragment ] [ time-
range time-range-name ] [ log ]

Onucanue acl-id: ykasbiBaeT uvgeHTMduMKaTop MNpoHymepoBaHHoro ACL. OH

napamMmeTpoB OAHO3Ha4YHO uaeHTuduumpyet ACL. [InanasoH 3Ha4veHun acl-id: 100-199 n

2000-1999.

sn: VYkasbiBaeT nopsigkoBbin Homep ACE. 3HadeHMe HaxoguTcsi B
AnanasoHe ot 1 go 2 147 483 647. OTOT NOpPSiAKOBLIN HOMEpP onpenensiet
npuopmuteT aton 3anucu ACE B ACL. MeHbWwnin nopsioKoOBbIA HOMEP
yKkasbiBaeT Ha ©Oonee Bbicokuni npuoputetr. ACE c 6onee BbICOKMM
npuopuTETOM Oynet NpeanoyYTUTENBHO NCMNonb30BaTbCA ans
conocTaBneHns naketoB. Ecnv Bbl HE yKaXuTe NOpsSaKoBbIA HOMEP npu
pobaeneHun ACE, cnctema aBTomaTU4eCKn NPUCBOUT NOPSAKOBLIN HOMED,
KOTOPbIV paBeH npupatleHnto (no ymonydaxumio 10) nntoc nopsakoBbIi HOMep
nocnegHero ACE B Tekywem ACL. Hanpumep, ecnn nopssgkoBbln HOMeEpP
nocnegHen 3anncu ACE paseH 100, nopsgkoBblii HOMEP BHOBb
pobasrneHHon 3anucn ACE 6yaet no ymondaHuio paseH 110. Bbl moxeTe
HaCTPOUTb NpupaLleHMe C NOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4To ACE aBngaeTtca paspelwwatoimm ACE.
deny: ykasbiBaeT, 4To ACE siBnsetcs 3anpewatowwmm ACE.

protocol: ykasbiBaeT Homep IP-npotokona. 3HadeHne HaxoguTca B
avanasoHe ot 0 pgo 255. [na obneryeHns uCNonb30oBaHUA CcUCTEMA
NpegocTaBnseT 4acTO UCNOMb3yeMble  COKpalleHuss [Ons  3aMeHbl
KOHKPEeTHbIX HOMepoB IP-npoTokona, Bkmwyasa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp 1 udp.

host source: ykasbiBaeT, 4TO |P-makeTbl, OTNpaBnNeHHblE C XOcCTa C
yKa3aHHbIM UCXOOHbIM IP-agpecoM, (unbTpyTCS.

source source-wildcard: YkasbliBaeT, 4TO IP-nakeTbl, OTNpaBrfiEHHbIE C
XOCTOB B yKa3aHHOM cermeHTe IP-ceTu, hunsTpyroTcs.

host destination: ykasbiBaeT, 4To IP-nakeTbl, OTnpaBnsiemMble Ha XOCT C
yKasaHHbIM |P-agpecomMm HasHayeHusi, unbTpytotca. Ecnm HacTpoeHo
KnoyeBoe cnoeo any, IP-nakeTbl, oTnpaBnsemble Ha nwbOM XOCT,
PUNBLTPYIOTCS.
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Onucanve destination destination-wildcard: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBnsemMble
napameTpoBs Ha y3rbl B yKazaHHOM cermeHTe IP-ceTun, ounbTpyroTcs.

any: ykasblBaeT, 4YTo IP-nakeTbl, oTnpaBnsieMble Ha No6OoN XOCT Unm ¢ Hero,
dunbTpyoTCA.

precedence precedence: ykasbiBaeT, YTo IP-nakeTbl C yka3aHHbIM MOSEM
npvopuTeTa B 3arorioBke ounbTPyHTCS.

tos tos: ykasblBaeT, 4UTo IP-nakeThbl ¢ ykazaHHbIM nofniemM Tuna cnyxobl (TOS)
B 3arorfioBke (unbTPYyTCS.

dscp dscp: YkasbiBaeT, 4tO IP-naketbl C ykasaHHbIM nonem dcsp B
3aronioBke PUNbTPYHOTCA.

ecn ecn: ykasblBaeT, 4YTO IP-nakeTbl C yKa3aHHbIM MOfeM ecn B 3aroroBke
dunbTpyoTCA.

fragment: ykasbiBaeT, 4YTO QUMLTPYIOTCA TONbKO (OparMeHTUPOBaHHbIE
IP-nakeTbl, 32 UCKIKOYEHNEM NEPBbLIX hparMeHTOoB.

time-range time-range-name: ykasbiBaeT, 4To 3T10T ACE cCBSi3aH C
BpemMeHHbIM gnana3oHoM. ACE BCTynaeTt B CUiy TOMbKO B Npeaesiax aToro
BpeMeHHOro AuanasoHa. [logpobHee O BpemMeHHOM Amanas3oHe CM. B
PYKOBOACTBE NO HACTPOKMKe BPEMEHHOMo AMana3soHa.

log: ykasbiBaeT, 4TO XypHanbl 6yoyT nepuoamMyeckn BbIBOOUTBLCH, €Cnuv
OyayT HamgeHbl nakeTbl, cooTBeTcTBylOWMe ACE. [ononHuTenbHble
CcBefeHns O XypHanax cM. B pasgene «BepeHwue xypHana ACL» B 9TOM
OOKYyMeHTe.

Pexum komaHg

PacLumpeHHbIn pexum koHdurypaumm I[P ACL

PykoBoacTeo no
NCMornb30BaHUIO

3anyctute 3Ty  KOMaHay, 4tobbl pgobasutb 3anmcn  ACE B
NMPOHYMEpPOBaHHbIN CMMCOK KOHTpOrNs goctyna IP B pexnme KoHdurypaumm
pacLUMPEHHOro cnucka KoHTpornsa goctyna IP. Ee Henb3s ncnonssoBatb Ans
poGaeneHus 3anmcen ACE B VMeHOBaHHbIA pPaCLUMPEHHBLIN  CMUCOK
KOHTpons gocrtyna IP.

MpumeHeHue IP ACL

KomaHga ip access-group { acl-id | acl-name }{in | out } [reflect]
Onucanwue acl-id: ykasbiBaeT, 4TO K WUHTepdency OyoeT nNpUMEHATLCA
napameTpoB NPOHYMEPOBaHHbIN CTaHAAPTHbLIN UK paclumMpeHHbin IP ACL.

acl-name: ykasbiBaeT, 4YTO K MHTepdency byaet npuMmeHeH MMEHOBaHHbLIN
CTaHOapTHbIA UNKU pacLunpeHHsbin IP ACL.

in: ykasbiBaeT, 4to 9T0T ACL KOHTponupyeT Bxogswme IP-nakeTbl
NHTEpdenca.

out: ykasbiBaeT, 4to 310T ACL KOHTponupyeT ucxogduwme |P-naketbl
nHTepemnca.

reflect: ykasbiBaeT, 4to pednekcnBHbIn ACL BKOYEH.

Pexnm komaHg

Pexxum koHdurypaumm nHtepdenca
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PykoBoactBo no | 3ta kKomaHga 3actaBndeT IP ACL penctBoBaTb Ha BXxogswme unm
MCNOSb30BaHUIO | UCXOAsLLME NaKeTbl yKa3aHHOro MHTepgenca.

1.6.1.5. Npumep KoHcuUrypaumm
Cneayowunn npumep KoHpUrypaumm onucbiBaeT TONLKO KOHGUrypaumm, cesasaHHble ¢ ACL.

Hactpownka IP ACL gnsa 3anpeta otgaenam, Kpome ¢puHaHCOBOro otgerna, Ha
AOCTYyn K cepBepy (pMHAHCOBLIX AaHHbIX

CueHapun:
Financial Data Server
12.1.1.1/24
1 224
‘\\Fmarcm De:»t,’, \\\\ R&D Dept, _~
PucyHok 3.
LWarn e HactpouTte IP ACL.
HaCTpOVKy e [lo6aBbTe 3anucu ACE B IP ACL.
o [lpumenute IP ACL K wucxogdwemy HanpaeneHuio uHTepdenca,
COEeOUHSIIOLLIErO cepBep PMHAHCOBBLIX OaHHbIX.
SwW1i swl(config)#ip access-list standard 1
swl(config-std-nacl)#permit 10.1.1.0 0.0.0.255
swl(config-std-nacl)#deny 11.1.1.1 0.0.0.255
swl(config-std-nacl)#exit
swl(config)#int gigabitEthernet 0/3
swi(config-if-GigabitEthernet 0/3)#ip access-group 1 out
MpoBepka e Ha MK otmena wnccneposaHuin n pa3paboToK MNPOMUMHIynTE cepsep
bUHAHCOBbLIX AaHHbIX. Yb6eauTechb, YTO onepauus NpoBEpPKN CBA3U He
yoanace.
e Ha TK dwmHaHcoBOro otgena nponuHrymte cepeep (UHAHCOBbIX
AaHHbIX. Y6eauTech, 4TO onepaumsi NPOBEPKN CBSA3N NPOLLia YCMELUHO.
Swi swl(config)#show access-lists
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ip access-list standard 1
10 permit 10.1.1.0 0.0.0.255
20 deny 11.1.1.0 0.0.0.255

swl(config)#show access-group
ip access-group 1 out
MpumensieTca Ha nHTepdence GigabitEthernet 0/3

1.6.2. HacTtpomka pacwupeHHoro ACL MAC

1.6.2.1.

AdhekT KoHUrypauum

HacTtponTe n npumernte pacwmpeHHbin ACL MAC Kk nHtepdgency, 4Tobbl KOHTPONMPOBaTL BCE
Bxogdwue un ucxogswme naketbl IPv4 aToro uHTepdpenca. Bbl MoxeTe paspewmntb unu
3anpeTuTb BBOA ONpedeneHHbIX nakeToB L2 B ceTb, 4YTOObI KOHTpoONupoBaTb AOCTYMN
norib3oBaTenen K ceTeBbIM pecypcam Ha OCHoBe nakeToB L2.

1.6.2.2.

LWarn HacTponku

HacTtpouka pacwmpeHHoro ACL MAC

(ObsizaTenbHO) HacTponte pacwmperHbin ACL MAC, ecnu Bbl XOTUTE KOHTPONMPOBATh
AOCTyN nonb3oBaTenen K CeTeBbIM pecypcamM Ha OCHOBE 3aronioBka naketa L2,
Hanpumep, MAC-agpeca lNK kaxgoro nonb3oBartens.

Bbl moxeTe HacTpoutb aTOoT ACL gnsa ycTpomcTB AOCTyna, arperaumm m ggpa B
3aBMCUMOCTM OT pacnpeaeneHna nonb3osatenen. PacwmpeHHsin ACL MAC gencteyeT
TONbKO Ha NIOKanbHOM YCTPOMCTBE M HE BNUSIET Ha ApYyrve yCTPONCTBa B CETH.

[Ho6aBneHune 3anncen ACE B pacwmpeHHbin ACL MAC

(OnumoHanbHo) ACL MOXeT coaepxaTb HOMb Mnu Heckonbko 3anucen ACE. Ecnn ACE
He HacTpoeH, Bce Bxogswme L2 Ethernet-nakeTbl YCTpOMCTBA NO YMOMNYaHMUIO
OTKITOHSAIOTCS.

NMpumeHeHue pacwmpeHHoro ACL MAC

1.6.2.3.

(O6sazatenbHoO) Npumennte pacwmpeHHbii ACL MAC K yka3aHHOMY MHTepdency, ecnm
Bbl XOTUTE, 4TOObI 3TOT ACL BCTynun B cuny.

Bkl MOXeTe npuMeHnTb paclunpeHHbin ACL MAC K ykazaHHOMY MHTepdency YCTPOUCTB
A0CTyna, arperaumm 1 sgpa B 3aBMCUMOCTM OT pacnpeneneHmns nonb3oBaTtenen.

lNMpoBepka

Wcnonb3ynte cnegywowmne wMetodbl ANA NPOBEpPKUM 3APGPEKTOB KOHurypauum
pacwupeHHoro ACL MAC:

Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelleHuve urnu 3anpeT HeKoTopbIX
IP-nakeToB, 3anyctute Komangy ping, 4tobbl npoBeputb, AencTteytoT nm ACE atoro
ACL Ha ykaszaHHOM uHTepdence. Hanpumep, pacwmpeHHblin ACL MAC HacTpoeH ans
npegoTBpalleHnsa npuema IP-naketoB uHTepdencom yctpouctea (tun Ethernet —
0x0800), Ansa NpoBepKU BLINOSHUTE KOMaHAy ping.

Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelleHve urnu 3anpeT HeKoTopbIX
nakeToB, OTNMYHbIX OT IP (Hanpumep, naketoB ARP), Takke 3anyctute komaHay ping,
yTobbl npoBepuTb, AenctBytoT N ACE atoro ACL Ha yka3aHHOM wHTepdence.

(@ arecy
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Hanpumep, 4tobbl oTdhunbTpoBaTh naketel ARP, BbINOAHWTE KOMaHAy ping Aans
NpPoOBEPKU.

e Bbl Takke MoxeTe co3gaTb NakeTbl L2, oOTBevawlme HEeKOTOPbIM YyKa3aHHbIM
XapakTepucTukam, 4Tobbl NpoBepuUTb, AencTByeT Nu pacwmpeHHbin ACL MAC. Kak
npasuno, nogrotosbTe Apa [K, cospante n otnpaBbTe naketbl L2 Ha ogHom [1K,
BKIMouUTE 3axsaT naketoB Ha gpyrom [NK u nposepbTe, nepechinarwTca N NakeThbl
AOMKHBbIM 06pa3om (nepecbinatoTcs unm 6rokMpyrTCcs) B COOTBETCTBUM C ENCTBUEM,
ykasaHHbIM B ACE.

1.6.2.4. CBAA3aHHaA KOMaHAa
HacTtpounka pacwmpeHHOro cnucka Koutponsa gocryna MAC

KomaHga mac access-list extended {acl-name | acl-id }
Onuncanue acl-name: ykasbiBaeT umsi pacwmpeHHoro ACL MAC. Ecnn aToT napameTp
napameTpoB HacTpoeH, co3gaetca uMMeHoBaHHbIM ACL. Wmsi npeactaBnsieT cobou

cTpoky oT 1 go 99 cumeornoB. Mima ACL He MOXeT HaumHaTbCa C undp
(0-9), «in» nnn «outy.

acl-id: ykasbiBaeT ngeHTudumkaTop, KOTOPbI OOHO3HAYHO MaAeHTUUUnpyeT
pacwmpeHHbin ACL MAC. Ecnu aTOT napamMmeTp HacTpOeH, co3gaetcs
HyMmepoBaHHbIN ACL. [lnana3oH 3HadyeHun acl-id — 700—-799.

Pexum komaHg | Pexxnm rmobanbHon koHurypaumm

PykoBogcTBo no | 3anyctute 3Ty KOMaHgy, 4Tobbl HacTpouTb pacwmpeHHbin ACL MAC n
NCMOMb30BaHNIO | BOWTU B peXum KoHdurypaumm pacwmpeHHoro ACL MAC. Bbl mMoxeTe
HacTpouTb pacwupeHHbin ACL MAC gna ynpaBneHus OOCTYynom
nonb3oBaTtenen K ceTeBblM pecypcamMm MyTemM NpoBepku MHdopmauuun L2
Ethernet-nakeTos.

Ho6aBneHne ACE B pacwupeHHbin ACL MAC

Mcnonb3ynte nobon ns cnegyowmx Metoaos Ana gobasneHus 3anncen ACE B paclumpeHHbIN
ACL MAC:

o [lobaBbTe ACE B paclumpeHHbI pexnm KoHpurypauum ACL MAC.

KomaHga [sn] { permit | deny } {any | host src-mac-addr} {any | host dst-mac-addr}
[ethernet-type] [cos cos [inner cos ]] [ time-range tm-rng-name |

Onuncanue sn: VYkasbiBaeT nopsiakoBbin Homep ACE. 3HadeHMe HaxoguTcsi B
napameTpoB AnanasoHe ot 1 go 2 147 483 647. OTOT NOpPSAKOBLIN HOMEpP onpenensieT
npuopmuteT aton 3anucu ACE B ACL. MeHbWwnin nopsgkoBbIA HOMEP
ykasbiBaeT Ha 6onee Bbicokui npuoputer. ACE c 6onee BbICOKUM
NpUopmUTETOM Oynet npegnodTUTENBLHO ncnornb3oBaTbCH ans
cornocTaBneHnsa naketoB. Ecnv Bbl HE yKaxeTe MOpPSAKOBbIA HOMEP npu
aobasneHun ACE, cuctema aBToMaTMyeCKn NPUCBOUT NOPSAKOBLIN HOMED,
KOTOPbIV paBeH npupatleHnto (no ymonyvaxumio 10) nntoc nopsakoBbIi HOMep
nocrnegHero ACE B Tekywem ACL. Hanpumep, ecnn nopsakoBbii HOMepP
nocnegHen 3anucm ACE paseH 100, nopsgkoBblIi HOMEP BHOBb
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pobaeneHHon 3anucn ACE 6yget no ymonyanuio paeeH 110. Bbl moxeTe
HaCTPOWTb NpuMpaLLeHME C NOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4To ACE siBnsetcsa paspewwatowmm ACE.
deny: ykasbiBaeT, 4To ACE aBngaetca sanpewatoimm ACE.

any: ykasbiBaeT, 4TO nakeTbl L2, oTnpaBnsemble c nwoboro Xxocta,
mnbTpyLoTCS.

host src-mac-addr: YkasbiBaeT, 4To IP-nakeThbl, OTNpaBlieHHbIE C XOCTa C
yKaszaHHbIM ncxogHelMm MAC-agpecom, ounbTpyoTCS.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XxocT,
dunbTpyoTCA.

host dst-mac-addr: ykasbiBaeT, 4To |P-nakeTbl, OTApaBnAsieMble Ha XOCT C
ykaszaHHbIM MAC-agpecom HasHaveHus, PuUnbTPyTCS.

ethernet-type: YkasbiBaeT, 4TOo naketbl L2 ykasaHHoro Ttmna Ethernet
mnbTpyLoTCS.

COS CO0S: YkasblBaeT, 4To naketbl L2 C ykasaHHbIM MOMeM Knacca
obcnyxunBaHus (COS) BO BHELLHEM Tere unbTpyoTCs.

inner cos: ykasblBaeT, YTO nakeTbl L2 c ykasaHHbIM MofieM CcoS BO
BHYTPEHHEM Tere UnbTPYHTCS.

time-range time-range-name: ykasbiBaeT, 4To 3T10T ACE cCBSi3aH C
BpeMeHHbIM ananas3oHoMm. ACE BCcTynaeTt B cuny TOSbKO B nNpegenax 3Toro
BpeMeHHOro auanasoHa. [logpobHee O BpemMeHHOM Amanas3oHe CM. B
PYKOBOACTBE NO HACTPOKMKe BPEMEHHOIO AMarna3oHa.

Pexum komaHg

PacLumpeHHbIn pexxum koHdurypaumm ACL MAC

PykoBoacTteo no
NCMNOMb30BaHUIO

3anyctute aty komaHgy, 4Tobbl gob6aBute ACE B paclUMpPEHHbIN pexum
KoHurypaumm ACL MAC. ACL MoxeT ObiTb MMEHOBAHHbIM Wn
HymepoBaHHbIM ACL.

e [loGaBbTe

ACE B paciumpeHHbin ACL MAC B pexxume rnobanbHOn KoHurypawumu.

KomaHpa

access-list acl-id { permit | deny } {any | host src-mac-addr} {any | host
dst-mac-addr} [ethernet-type] [cos cos [inner cos]] [ time-range tm-rng-
name ]
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Onucanwne acl-id: ykasbiBaeT uvageHTMduMKaTop NpoHymMepoBaHHoro ACL. OH
napamMmeTpoB OoAHo3Ha4yHo uaeHtTudmumpyet ACL. [lnanasoH 3HaveHun acl-id: 700—-799.

permit: ykasbiBaeT, 4To ACE aBngaetcs paspelwwatoimm ACE.
deny: ykasbiBaeT, 4to ACE gaBnsaetcsa 3anpewatowmm ACE.

host src-mac-addr: ykasbiBaeT, 4To |P-nakeTbl, OTApPaBfEHHbIE C XOCTa C
yKkasaHHbIM ncxogHeiM MAC-agpecoM, unbTpyOTCA.

hostsource: ykasbiBaeT, 4T0 IP-makeTbl, OTMpaBneHHblE C XOCTa C
yKkasaHHbIM ncxogHeiM MAC-agpecoM, unbTpyTCA.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nbon XxocT,
mnbTpyLoTCS.

host dst-mac-addr: ykasbiBaeT, 4To |P-nakeTbl, OTApaBnseMble Ha XOCT C
yKkazaHHbIM MAC-agpecoM HasHayeHus, PuUnbTPYOTCS.

ethernet-type: YkasblBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
dunbTpyoTCA.

COS COS: yKa3blBaeT, YTO NnakeTbl L2 c YKa3aHHbIM MnoJjieM COS BO BHELUHEM
Tere (*)I/IJ'IpryEOTCFI.

inner cos: ykasblBaeT, YTO nakeTbl L2 c ykasaHHbIM MNofieM CcoS BO
BHYTPEHHEM Tere hunbTPYHTCS.

time-range time-range-name: ykasbiBaeT, 410 3T10T ACE cBSi3aH C
BpemMeHHbIM gmnana3oHoM. ACE BCTynaeTt B CUiy TOSMbKO B Npeaesiax aToro
BPEMEHHOrO AuanasoHa. [ns nonyyeHus nogpobHOM WHGOopMauum o
BPEMEHHOM [uanas3oHe CM. B PYKOBOACTBE MO HACTPOMKE BPEMEHHOro
AnanasoHa.

Pexnm komang

Pexxunm rmobanbHon KoHurypauum

PykosoacTtso rno
NCMNOMb30BaHUIO

3anyctute aTy KomaHgy, 4tobbl fobGaBuTb 3anucn ACE B pacluMpeHHbIn
ACL c HymepoBaHHbiM MAC-agpecom B pexume rnobanbHon
KoHdurypauumn. Ero Henb3d wucnonb3oBatb ans gobaenenHns ACE B
MMEHOBaHHbIN pacwmpeHHbin ACL MAC.

NMpumeHeHue pacwmpeHHoro ACL MAC

KomaHga mac access-group { acl-id | acl-name } {in | out }
Onuncanwne acl-id: YkasbiBaeT, 4TOo K MHTepdency OyaeT NMpUMMEHEH pacCLUMPEHHbIN
napameTpoB HymepoBaHHbIn MAC IP ACL.

acl-name: ykasbiBaeT, 4YTO K MHTepdency byaet npuMmeHeH MMEHOBaHHbLIN
paclumpeHHsbin IP ACL MAC.

in: YkasbiBaeT, 4to 310T ACL KOHTponupyeT Bxogswme naketbl L2
nHTepemnca.

out: ykasbiBaeT, 4yTo 3TOT ACL KOHTpOnupyeT wucxogsiline naxkeTbl L2
NHTEpdenca.

Pexnm komaHg

Pexxum koHdurypaumm nHtepdenca
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PykoBoacTBO no
NCNoNb30BaHMIO

OTa komaHga 3acTaBnseT pacwmpeHHbln ACL MAC pgencrtBoBaTb Ha
BXOASALLME UM UCXoasLume nakeTbl YkasaHHOro MHTepdenca.

1.6.2.5. Npumep KoHcuUrypaumm

Cneayowunn npumep KoHpUrypaumm onucbiBaeT TONLKO KOHGUrypaumm, cesasaHHble ¢ ACL.

HacTtpowka pacwumpeHHoro ACL MAC ansa orpaHu4eHus pecypcoB, AOCTYNHbIX
noceTutTenam
CueHapuit:
FL_| Serve
MAC: 00c6.b300.000c¢
PucyHok 4.
Warn e Hactpoiite paclumpeHHbiii ACL MAC.
HaCTpOUKM e [lobaebTe ACE B pacwmpeHHbin ACL MAC.
o [MpumeHuTe pacwmpeHHbin ACL MAC K ncxogsdiiemy HanpasfeHuto
MHTepdenca, NOOKITOYEHHOTO K 30HEe Ans noceTuTenemn, 4YTobbl
nocetutensam Obin paspeweH pgoctyn B WHTepHeT w© K
obLienocTynHoMy cepBepy KOMMaHuW, HO 3anpelieH [AocTyn K
cepBepy (PMHaAHCOBbLIX AaHHbIX KOMNaHWW. To eCTb NoceTuTenn He
MOryT NONy4YnTb AOCTYN K cepeepy ¢ MAC-agpecom 00¢6.b300.000d.
SW1 swi(config)#mac access-list extended 700
swl(config-mac-nacl)#deny any host 00c6.b300.000d
swi(config-mac-nacl)#pemit any any
swl(config-mac-nacl)#exit
swl(config)#int gigabitEthernet 0/2
swi(config-if-GigabitEthernet 0/2)#mac access-group 700 in
MpoBepka e Ha komnbloTepe noceTUTens MNPOMUHIynMTe cepBep (UHAHCOBbLIX
AaHHbIX. Y6eauTech, 4TO onepaunsi NPOBEPKN CBA3N He yaanach.

@ e

49




PykoBoacTeo nonb3oBatens cepus QSW-6900

Hactportka ACL [ www.gtech.ru |

MpoBepka e Ha komnbloTepe noceTutensd NPoOnNMHrynTe cepeep obLLEegOCTYMNHOro
pecypca. Ybeamtecb, 4TO oOnepauusi MPOBEPKM CBHA3M Mpoluna
yCrneLlHo.

e Ha komnbloTepe noceTuTens NnoaknYnTechb kK IHTEpHeTY, Hanpumep,
nocetute Beb-cant QTECH. Ybeantecb, 4To BEG-CTpaHMLY MOXHO
OTKPbITb.

Swi swl(config)#show access-lists

mac access-list extended 700

10 deny any host 00c6.b300.000d etype-any
20 permit any any etype-any
swl(config)#show access-group

mac access-group 700 in

Applied On interface GigabitEthernet 0/2

1.6.3. HacTpo#mka akcnepTHoOro pacwupeHHoro ACL

1.6.3.1. 3dheKkT KOHUrypaumm

Hactponte w©n npuMeHuTe 3KCMepTHbIM pacwmpeHHbin ACL kK  uHTepdency, 4TOObI
KOHTPONMpoOBaTb BXOAALIME N UCXOASLLME NaKeTbl MHTepdenca Ha ocHoBe MHdopmauun L2 n
L3, a Takke paspellaTtb Unu 3anpeLatbe BBOA onpefeneHHbIX NakeToB B ceTb. Kpome Toro, Bbl
MOXETEe HaCTPOMUTb IKCNEPTHbIN paclmpeHHbin ACL ansa ynpaBneHust BceMu naketamu L2 Ha
ocHoBe VLAN, 4TOoObl paspewwmvTb WK 3anpeTuTb AOCTYN MoNb30BaTenien B HEKOTOPbIX
CerMeHTax CeTu K ceTeBblM pecypcam. Kak npasuno, Bbl MOXeTe UCMOMb30BaTb IKCMEPTHLIN
paclumpeHHbIn ACL, ecnu Bbl xoTuTte BrkMountb ACE IP ACL 1 pacwmnpenHoro ACL MAC B oauH
ACL.

1.6.3.2. LLlarn HacTpounku

HacTtpouka akcnepTHoro pacwupeHHoro ACL

e (Obss3aTtenbHo) HactponTte aKkcnepTHbIM pacwmpeHHbin ACL, ecnn Bbl XOTUTe
KOHTPONUpOBaTb AOCTYN Nonb3oBaTenen K CeTeBbIM pecypcaM Ha OCHOBE 3arosfloBka
nakeTa L2, Hanpumep, ngeHtndukatopa VLAN.

o Bbl moxeTe HacTpouTb atoT ACL ana ycTponcTB AocTyna, arperauum m sgpa B
3aBUCMMOCTM OT pacnpenerieHnss nonb3oBaTenen. AKCNepTHbIM paclumpeHHbin ACL
AEeNnCcTByeT TOMbKO Ha NOKanbHOM YCTPOWCTBE U He BIIUSET Ha Jpyrve ycTpoucTBa B
ceTun.

[Ho6aBneHune 3anncen ACE B 3KCnepTHbIN pacwmpeHHbin ACL

e (OnuuoHanbHo) ACL MOXeT cogepaTb Hofb Uy Heckonbko 3anucen ACE. Ecnn ACE
He HaCTpPOEeH, BCE BXOASILLNE NakeTbl YCTPOMCTBA MO YMOYaHMIO 3anpeLleHbl.

MpumeHeHme 3KkcnepTHOro pacwupeHHoro ACL

e (O6ssaTtenbHo) [lpumeHWTE 3KCNEPTHbIM pacwupeHHbln ACL K  ykasaHHOMY
NUHTepency, ecnm Bbl XoTuTe, YTobbl 3T0T ACL BCTYNMA B cuny.

e Bbl MOXeTe nNpUMEHUTb 3KCNepTHbIM paclumpeHHbin ACL Bo Bxogswem wnu
NCXOASALLEM HanpaBneHun ykasaHHOro uHTepdenca ycTpomucTs AoCTyna, arperaumm u
agpa B 3aBUCUMOCTM OT pacnpeaeneHus nonb3oBarenen.
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1.6.3.3. NMpoBepka

Wcnonb3ynte cnegywowme wmetoabl ANd  MNpoBepku 3eKkToB KOHurypauuu
aKcnepTHoro paclumpeHHoro ACL:

Ecnn B akcnepTHOM paclumnpeHHoM ACL HacTpoeHbl npaBuna gocTyna Ha ocHose IP
AN paspelleHns unu 3anpeta HekoTopbiX |IP-nmakeToB, 3anycTtute Komasngy ping,
4TO6bl NPOBEPUTL, 4ENCTBYIOT NN 3TU Npasuna.

Ecnv npaBuna poctyna Ha ocHoBe MAC-agpecoB HacTpOeHbl B 3KCMEpPTHOM
pacwmnpeHHoM ACL gns paspeLleHuns unu sanpeta HEKOTOpPLIX nakeTos L2 (Hanpumep,
naketoB ARP), Takke 3anyctuTte KomaHay ping, 4tobbl npoBepuTb, AencTByOT N ACE
atoro ACL Ha ykaszaHHOM uWHTepdence. Hanpumep, 4Tobbl OTOUNBLTPOBATL NAKETHI
ARP, BbINONHMTE KOMaHAy ping Ansi NPOBEPKMW.

Ecnv npaBuna goctyna Ha ocHose vaeHTudgurkatopa VLAN HacTpoeHbl B 3KCNEPTHOM
pacwmnpeHHoM ACL ons paspeLueHmst unu 3anpeTta HEKOTOPbIX NakeToB L2 B HEKOTOPbLIX
cerMeHTax ceTu (Hanpumep, ANS npegoTBpaleHus obmeHa JaHHbIMW - Mexay
nonb3oatenamu VLAN 1 1 VLAN 2), nponuHrynte NK VLAN 2 Ha K VLAN 1. B cnyyae
cbos onepauun ping Npasuna BCTynawT B CUITY.

1.6.3.4. CBA3aHHaA KoMmaHAaa

Hactpownka akcnepTHoro pacwmpeHHoro ACL

KomaHga expert access-list extended {acl-name | acl-id }
Onucanue acl-name: ykasblBaeT MMS 3KCMepTHOro pacwmpeHHoro ACL. Ecnn atot
napameTpoB napamMeTp HacTpoeH, co3daeTca mMeHoBaHHbIn ACL. Nma npeacraenser

cobon cTpoky oT 1 oo 99 cumeonos. Mims ACL He MOXET Ha4MHaTbCA € uudp
(0-9), «in» nnn «out».

acl-id: ykasbiBaeT ngeHtndumkaTop akcnepTHoro pactumpeHHoro ACL. Ecnn
3TOT MapaMeTp HacTpoeH, co3gaeTcd HymepoBaHHbin ACL. [dnanasoH
3HayeHun acl-id: 2700-2899.

Pexum komaHg | Pexuvm rmobanbHon KoHurypaumm

PykoBoacTBo no | 3anycTute aTy KOMaHay, YTobbl HACTPOUTL paclumMpeHHbIi ACL 1 BONTK B
MCMONb30BAHUIO | PEXUM KOHUIypaLmUmn SKCNEPTHbIX paclumMpeHHbIx ACL.

[Jo6aBneHune 3anncen ACE B aKCnepTHbIN pacwumpeHHbin ACL

Wcnonb3ynte nobon M3 crnegyowmx mMetonos, 4Tobbl Aobasutb 3anucu ACE B aKCNEpTHbIN
paclumpeHHbin ACL:

[o6aebTe ACE B 3KCNepTHOM pacLUMpPEHHOM pexnme KoHdurypaumm ACL.

KomaHga [sn] { permit |[deny } [protocol| [ethernet-type] [ cos[out] [inner in]]] [[VID

[out] [inner in]]] {sourcesource wildcard | hostsource | anyl{host source-
mac-address|any } {destination destination-wildcard | host destination | any}
{host destination-mac-address | any} [[precedence precedence][tos tos] |
[dscp dscp] [ech ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask | | [int-flag] ] [time-range time-range-name]]

Q
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OnwucaHue
napameTpoB

sn: YkasblBaeT nopsgkoBblin Homep ACE. 3HaveHMe HaxoguTcs B
AnanasoHe oT 1 go 2 147 483 647. OTOT NOpPSIAKOBLIN HOMEpP onpenensieT
npuoputet aton 3anucn ACE B ACL. MeHbwnin NOpAgKoBbLIA HOMEP
ykasbiBaeT Ha ©Oonee Bbicokuni npuoputet. ACE c 6onee BbICOKMM
NpUoOpUTETOM Oyner npegnodTUTENBLHO ncnonb3oBaTbCH ans
cornocTaBneHns naketoB. Ecnu Bbl He ykaxeTe NOPSAKOBbIA HOMepP Mpu
pobaeneHun ACE, cuctema aBTomaTU4eCkn NpUCBOUT NOPSAKOBLIN HOMEP,
KOTOpbIM paBeH nNpupalleHuto (no ymonydanuto 10) nntoc NopsiAKOBLIN HOMEpP
nocnegHero ACE B Tekywem ACL. Hanpumep, ecnn nopsigkoBbin HOMepP
nocnegHen 3anncu ACE paBeH 100, nOpsiAKOBbIA HOMEP BHOBb
pobaeneHHon 3anucu ACE 6yget no ymondanuio paseH 110. Bbl moxeTe
HaCTPOUTb NpupaLleHe C NOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4To ACE aBndaeTtcs paspelwwatoimm ACE.
deny: ykasbiBaeT, 4To ACE aBngaetca sanpewatowmm ACE.

protocol: ykasbiBaeT Homep |P-npoTokona. AnanasoH 3HaveHui ot 0 go 255.
Ona obneryeHna wncnonb3oBaHMS CUCTEMA MpPeAoCTaBnseT 4acto
Mcnonb3yemble COKpalleHWss AOns  3aMeHbl  KOHKPETHbIX  HOMEpOB
npoTtokonos IP, Bkntovas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

ethernet-type: YkasbiBaeT, 4TOo naketbl L2 ykasaHHoro Ttmna Ethernet
mnbTpyLoTCS.

COS out: ykasblBaeT, 4To nakeTbl L2 ¢ ykasaHHbIM MofemM COS BO BHELLUHEM
Tere punbTPYyHOTCA.

COS inner in: ykasbiBaeT, YTO MakeTbl L2 C ykasaHHbIM MOfemM CoS BO
BHYTPEHHEM Tere UnbTPYHTCS.

VID out: ykasblBaeT, 4YTo naketbl L2 ¢ ykasaHHbIM nosiem VLAN ID Bo
BHELLUHEM Tere (ounbTpyoTCS.

VID inner in: ykasbiBaeT, 4YTO nNakeTbl L2 C yKasaHHbIM MNOMeM
noeHTudgukatopa VLAN BO BHYTPEHHEM Tere (punbTPyHTCS.

source source-wildcard: YkasbiBaeT, 4TO IP-nakeTbl, OTNpaBrieHHble C
XOCTOB B yKa3aHHOM cermeHte IP-ceTn, punbTpytoTcs.

host source: ykasbiBaeT, 4TO IP-makeTbl, OTNpaBneHHble C XocTa C
yKasaHHbIM UCXoaHbIM IP-agpecom, omnbTpytoTcs.

any: ykasbiBaeT, 4TOo IP-nakeTtbl, oTnpaBneHHble c nwboro yana,
dunbTpyoTCA.

host source-mac-address: ykasbiBaeT, 4YTo |P-nakeTbl, OTnNpaBneHHble C
X0CTa C yKasaHHbIM ucxogHeiMm MAC-agpecom, (pyneTpytoTcs.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nbon XocT,
dunbTpyoTCA.

destination destination-wildcard: yka3biBaeT, 4to IP-nakeTbl, OTNpaBnsemble
Ha y3nbl B yKka3aHHOM cermeHTe IP-ceTu, ounbTpyoTes.

host destination: YkasbiBaeT, 4To IP-nakeTbl, OTNpaBfsieMble Ha XOCT C
yKkasaHHbIM |IP-agpecom HasHayeHus, PUnbTpyoTCS.

any: ykasbiBaeT, 4T0 |P-nakeTbl, OTnpaBnsieMble Ha nbon XocT,
GunbTpyoTCA.
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Onucanve host destination-mac-address: ykasbiBaeT, 4TO |IP-nakeTbl, OTNpaBreHHbIe
napameTpoB Ha XOCT C yka3aHHbIM MAC-agpecom Ha3HaveHus, PUnbTPyrTCS.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwbon XxocT,
dunbTpyoTCA.

precedence precedence: ykasbiBaeT, YTo IP-nakeTbl C yka3aHHbIM MOSEM
npvopuTeTa B 3arorioBke ouUnbTPyHTCS.

tos tos: YkasbiBaeT, 4ToO IP-nakeTbl C ykazaHHbIM nofnem tos B 3arorioBke
mnbTpyLoTCS.

dscp dscp: YkasbiBaeT, 4tO IP-naketbl C ykasaHHbIM nonem dcsp B
3aronioBke PUNbTPYHOTCA.

ecn ecn: ykasblBaeT, 4YTO IP-nakeTbl C yKa3aHHbIM MOfeM ecn B 3aroroBke
dunbTpyoTCA.

fragment: ykasbiBaeT, 4YTO UMLTPYHOTCA TOMbKO (OparMeHTUPOBaHHbIE
IP-nakeTbl, 32 UCKIKOYEHNEM NEPBbLIX hparMeHTOoB.

udf udf-id header pos value mask: ykasbiBaeT HacTpanBaemble MNonsi.
int-flag: YkasbiBaeT, 4To none dnara int naketToB huUnbTPyeTCS.

time-range time-range-name: ykasbiBaeT, 4To 3T10T ACE cCBSi3aH C
BpeMeHHbIM gnana3oHoMm. ACE BCTynaeTt B CUiy TOMbKO B Npegesiax aToro
BpeMeHHOro AuanasoHa. [logpobHee O BpemMeHHOM Amanas3oHe CM. B
PYKOBOACTBE NO HACTPOKMKe BPEMEHHOMO AManasoHa.

Pexnm komang

OKCNEepPTHbIN pacLUMPEHHbI peXxnm KoHurypaumm ACL

PykosoacTtso rno
NCMNOMb30BaHUIO

3anyctute 3Ty komaHay, 4tobbl gobasuTtb 3anucn ACE B 9KCNepTHOM
pacluMpeHHOM pexume koHdwurypaumm ACL. ACL moxeT ObiTb
MMEHOBaHHbIM NN HymepoBaHHbIM ACL.

e [lobaBbTe ACE B 93KCcnepTHbii pacwmpeHHbin ACL B pexunme rnobanbHou
KOHcpurypauuu.

KomaHpa

access-list acl-id{ permit |[deny }[protocol| [ethernet-type][ cos[out] [inner
in]]] [[VID [out][inner in]]] {source source-wildcard | hostsource | any}{host
source-mac-addresslany } {destination destination  wildcard |
hostdestination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ech ecn] ] [fragment] [range
lowerupper] [[udf udf-id header pos value mask ] | [int-flag] ] [time-range
time-range-name]]

OnwucaHue
napamMmeTpoB

acl-id: ykasbiBaeT uvageHTMduMKkaTop NpoHymepoBaHHoro ACL. OH
OAHO3Ha4HOo naeHTMdmumpyet ACL. [inanasoH 3HaveHun acl-id ot 2700 go
2899.

permit: YkasbiBaeT, 4to ACE gaBnseTtca paspewatowmum ACE.
deny: ykasbiBaeT, 4to ACE aBnsieTcsa 3anpewatowwmm ACE.
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OnucaHne protocol: ykasbiBaeT Homep IP-npotokona. 3HadeHMe HaxoguTca B
napameTpoB gnanasoHe ot 0 pgo 255. [na obneryeHns ucnonb3oBaHUA cuUcTemMa

npegocTaBnseT 4acTo  WCMONb3yeMble  COKpaleHus AN 3ameHbl
KOHKPEeTHbIX HOMepoB IP-npoTokona, Bkmw4asa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp 1 udp.

ethernet-type: YkasbiBaeT, 4Tto naketbl L2 ykasaHHoro Ttmna Ethernet
dunbTpyoTCA.

COS Out: yKkasblBaeT, YTO nakeTbl L2 ¢ yka3aHHbIM NOfeM COS BO BHELLUHEM
Tere punbTPYyHOTCA.

COS inner in: ykasbiBaeT, YTO MakeTbl L2 C ykasaHHbIM MoOfiemM COoS BO
BHYTPEHHEM Tere hunbTPYHTCS.

VID out: ykasbiBaeT, 4To naketbl L2 c ykasaHHbIM roriem VLAN ID Bo
BHELUHeM Tere punbTPyTCS.

VID inner in: yka3blBaeT, 4TO nakeTbl L2 C yka3aHHbIM MOJfEM
noeHtTudgukatopa VLAN BO BHYTPEHHEM Tere (punbTPYHTCS.

source source-wildcard: YkasbiBaet, 4Tto |IP-nakeTbl, oTnpaBfeHHble C
XOCTOB B yKa3aHHOM cermeHTe IP-ceTn, hunbTpytoTes.

host source: ykasbiBaeT, 4TO IP-makeTbl, OTNpaBfeHHble C XOcTa C
yKaszaHHbIM UcxogHbIM IP-agpecom, punbTpyroTCA.

any: ykasbiBaeT, 4To I|P-nakeTbl, oOTnpaBneHHole ¢ nwboro yana,
dunbTpytoTCS.

host source-mac-address: ykasblBaeT, 4YTO IP-nakeTbl, oTnpaBfeHHbIe C
XOCTa C yKaszaHHbIM ucxogHbiMm MAC-agpecoM, unbTpyoTCs.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwbon XxocT,
dunbTpyoTCA.

destination destination-wildcard: yKasblBaeT, yTo IP-nakeThl,
OTNpaBnsieMble Ha y3nbl B YKa3aHHOM cermeHTe IP-ceTu, punbTpytoTcs.

host destination: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBnsiemMble Ha XOCT C
yKkasaHHbIM IP-aapecoM HasHauyeHus, puneTpyloTcs.

any: ykasblBaeT, 4TO IP-makeTbl, oOTnpaBnsemble Ha nwbon XocT,
dunbTpyoTCA.

host destination-mac-address: yka3biBaeT, 4To |IP-nakeTbl, OTNpPaBneHHbIe
Ha XOCT ¢ yka3aHHbIM MAC-agpecoM HasHa4vyeHusi, PUNbTPYIOTCS.

any: ykasblBaeT, 4TO nakeTbl L2, oTtnpaBnsemble Ha nwobon XxocT,
dunbTpyoTCA.

precedence precedence: ykasbiBaeT, YTo |IP-nakeTbl C yka3aHHbIM MonemM
npuoputeTa B 3arofioBke punbTPYyHTCS.

tos tos: YkasbiBaeT, 4To IP-nakeTbl C yka3aHHbIM ronem tos B 3arosfioBke
PUNLTPYIOTCS.

dscp dscp: YkasbiBaeT, 4tO IP-naketbl C ykasaHHbIM nonem dcsp B
3arofnoBke punbTPYyHOTCS.

ecn ecn: YkasblBaeT, 4To IP-nakeThbl C ykazaHHbIM NOSieEM ech B 3arorioBke
dunbTpyoTCA.
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Onucanwne fragment: ykasbiBaeT, UYTO PUILTPYIOTCA TOMbKO (pparMeHTUpoBaHHbIE
napameTpoB IP-nakeTbl, 3@ UCKNOYEHNEM NEPBbLIX (PbparMeHTOB.

udf udf-id header pos value mask: ykasblBaeT HacTpamMBaeMble Nossi.
int-flag: YkasbiBaeT, 4to none dnara int naketoB UnbLTPYETCS.

time-range time-range-name: ykasbiBaet, 4to 3T10T ACE cBsizaH C
BpeMeHHbIM auana3oHom. ACE BcTynaeT B cuny TOMbKO B Npedernax 3Toro
BpemMeHHoro auanasoHa. lNogpoGHee O BpPeMEHHOM [OuanasoHe CM. B
PYKOBOACTBE M0 HACTPOKe BPeMEHHOro AnanasoHa.

Pexum komaHg

Pexum rnobanbHom KoHdUrypauum

PykosoacTteo no
MCMOJIb30BaHUIO

3anyctute 3Ty KOmaHgy, YTobbl Ao6asutb 3anmcn ACE B HyMEpPOBaHHbIN
9KCMEepPTHbIV paclumpeHHbin ACL B pexxume rnobanbHon koHdurypauun. Ero
Henb3s mncnonb3oBaTtb AN nobasneHus 3anucer ACE B MMEHOBaHHbIV
3KCMEpPTHbIN pacluMpeHHbIn ACL.

MpumeHeHue 3kcnepTHOro pacwupeHHoro ACL

KomaHga expert access-group { acl-id | acl-name } {in | out }
Onucanwue acl-id: ykasblBaeT, 4YTO K MHTepdency byaetr npuMMeHeH HymMepOBaHHbIN
napameTpoB 3KCNepTHbIN paclumpeHHbin ACL.

acl-name: ykasbiBaeT, YTo K MHTepdency 6yaet NpuMeHeH MMEHOBAaHHbIN
3KCNepTHbIN paclumpeHHbin ACL.

in: YkasbiBaetr, 4to 9TOT ACL KOHTponupyeT Bxogsiwmne naketbl L2
nHTEepdenca.

out: ykasbiBaeT, 4To 3TOT ACL KOHTponupyeT wucxogsiuine naketbl L2
nHTEepdenca.

Pexum komaHg

Pexxnm koHdurypaumm nHtepdpenca

PykoBoacTBo no
NCMNOMb30BaHUIO

OTa KomaHga 3acTaBnseT 3KCNEPTHbIN paclumpeHHbin ACL genctBoBaTh Ha
BXOAALLME NN UCXOASALIME NaKeTbl YKa3aHHOro NHTepgenca.

1.6.3.5. NMpumep KoHdUrypaumm

Cneayownn npumep KoHurypaumm onucbiBaeT TONbKO KOHGUrypaumm, ceasaHHble ¢ ACL.

Hactponka akcneptHoro pacwupeHHoro ACL gna orpaHU4Y4eHUsA pPecypcos,
AOCTYNHbIX NnoceTUTenam (TpebyeTcs, YTOObI NOCEeTUTENIU U COTPYAHUKN HE MOTIN
obuwarbca Apyr ¢ ApYromMm, noceTutenu MOrfu MnonyyYuTb AOCTYyNn K cepBepy
o6 enoCTYNHbIX PecypcoB, HO He K cepBepy (PUHAHCOBbLIX AaHHbIX KOMMNaHWUK.)
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Cuenapun:
\ Khlic e
Financial Data Server : P:‘lsh; t,'-ri r
10.1.1.1/24 At ks
S F—’ ent; 182.168.2.0/24
Gateway:192.168.1.1/24 Gateway: 192.168.2.1/24
PucyHok 5.
Larn e Hactponte akcnepTHbIN paclumpeHHbin ACL.
HaCTpouku e [lo6aBbTe ACE, 4TOGbI 3anpeTuTh NakeTbl, oTnpasnsieMble ¢ MK B 30He
ansa nocetutenen (VLAN 3) Ha MK cotpygHukos B VLAN 2.
e [lobaBbTe ACE, 4yTOOblI 3anpeTuTb MOCETUTENSIM LOCTYN K CepBepy
PUHAHCOBbIX JAaHHbIX KOMMaHUN.
e [lobaBbTe ACE, 4uTobbl paspelnTb BCE NAKETLI.
o [lpumennte ACL K BXOogswWeMy HanpasfeHuio unHTepdenca
KOMMYyTaTopa, KOTOPbI NOAKMYAETCA K rOCTEBOM 30HE.
SW1 swl(config)#expert access-list extended 2700

swl(config-exp-nacl)#deny ip any any 192.168.1.0 0.0.0.255 any
swl(config-exp-nacl)#deny ip any any host 10.1.1.1 any
swl(config-exp-nacl)#pemit any any any any
swl(config-exp-nacl)#exit

swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#expert access-group 2700 in

MpoBepka

e Ha komnbloTepe noceTuTens MNPONUHIynTe cepBep (PUHAHCOBbLIX
AaHHbIX. Y6eamTech, 4To onepauusi NpoBepKn CBSA3N He yaanach.

e Ha komnbloTepe nocetutensa nponuHrynte cepsep o6LenoCTYMHOro
pecypca. Ybeautech, 4To onepauusi ping npoLuna ycreLuHo.

e Ha TK nocetutens nponuHroBatb agpec wnio3a 192.168.1.1
COTpyAHuKa. Y6eantech, 4TO onepauus NpoBEpPKN CBA3N He yaanacs.
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MpoBepka e Ha KomnbloTepe noceTuTens MoaknoumTech K MHTEepHeTy, Hanpumep,

nocetute Beb-cant QTECH. Y6eamtecb, 4TO BEDG-CTPaHULY MOXHO
OTKpPbITb.

SW1

swl(config)#show access-lists

expert access-list extended 2700

10 deny ip any any 192.168.1.0 0.0.0.255 any
20 deny ip any any host 10.1.1.1 any

30 permit ip any any any any

swl(config)#show access-group
expert access-group 2700 in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.4. HacTtpowuka pacwunpeHHoro ACL IPv6

1.6.4.1.

AdhekT KOHDUrypauum

Hactponte n npumennte ACL IPV6 Kk nHTepdency, 4Tobbl KOHTPONMMPOBATL BCE BXOAALLMNE U
ncxogsawme naketbl IPvS atoro mHTepdenca. Bel MoxeTe paspewmntb UNu 3anpetuTb BXO4
onpeaeneHHblx nakeToB IPV6 B ceTb, YTOOLI KOHTPONMPOBATL AOCTYN nonb3oBatenen IPv6 k
CeTeBbIM pecypcam.

1.6.4.2.

LWarn HacTponku

HacTtpouka cnucka KkoHTpons goctyna IPv6

(O6gaszatenbHo) HactponTte IP ACL, ecnu Bbl XOTUTE, YTOObI Nonb3oBaTenu IPv4 nmenu
AOCTYN K CETEBLIM pecypcam.

Bbl moxeTe HacTtpoutb 3TOoT ACL Ong ycTpoWucTB AoCTyna, arperaumm u gapa B
3aBUCMMOCTM OT pacnpeqernenus nonb3oBatenen. Cnmcok ACL IPv6 oencTByeT TONbKO
Ha nokanbLHOM YCTPONCTBE U He BNUAET Ha Apyrve yCTPONCTBa B CETU.

Jdo6aBneHue 3anncen ACE B ACL IPv6

(OnumoHanbHo) ACL MOoXeT cogepaTtb HOMb nnn Heckosbko 3anucen ACE. Ecnu ACE
He HacTpoeH, Bce Bxoasuime IPv6-nakeTbl yCTPOMCTBA MO YMOMYaHUIO OTKNOHAIOTCS.

MpumeHeHune ACL IPv6

1.6.4.3.

(O6sazaTenbHO) MNpumennTe ACL IPV6 K ykazaHHOMY UHTepMency Ha YyCTPONCTBE, €CIN
Bbl XOTUTe, 4TOb6bI 3TOT ACL BCTYNWn B cuny.

Bbl MOXETE NPUMEHUTb CMUCOK YNpaBneHns JocTynom IPV6 K ykazaHHOMY nHTepdency
YCTPOWCTB [J0OCTyna, arperaumm W g4pa B 3aBUCMMOCTM  OT  pacnpegeneHuns
nonb3oBaTenemn.

MNMpoBepka

WcnonbaynTe cneaytowme Mmetoapl, 4TOObl MPOBEPUTL BRMAHWE KOHUrypaumum cnucka
ynpasneHus goctynom IPv6:

3anyctute komaHay ping, 4tobbl yb6eautbesa, uto cnucok ACL IPv6 penctByeT Ha
yKkasaHHOM uHTepdence. Hanpumep, ecnvu ACL IPV6 HacTpoeH Ha 3anpeT XOCTy C

(@ arecy
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yKasaHHbIM |P-agpecom nnmn xoctam B yka3aHHOM guanasoHe agpecoB IPv6 goctyn K
ceTu, 3anycTuTte kKoMaHay ping, Ytobbl y6eamTbCs, YTO XOCTbl HE MOTyT ObITb YCNELLHO
NPOMNUHIOBaHbI.

o [lonyuynte OOCTyn K CETEBbLIM pecypcam, Hanpumep, nocetute Beb-cant IPv6, 4ToObI
npoBepuTb, AencTByeT nNu cnucok ACL IPV6 Ha yka3zaHHOM MHTepdence.

1.6.4.4. CBA3aHHaA KoOMaHAa

Hactpownka cnucka koHTponsa gocrtyna IPv6

KomaHpa ipv6 access-list acl-name
Onuncanwne acl-name: ykasbiBaeT MMda CTaHAAPTHOro unu pacwmnpenHoro IP ACL. Uusa
napameTpoB npeactaenseT cobon ctpoky oT 1 go 99 cmmeonos. ma ACL He moxeT

HaunHaTbCs ¢ umdp (0-9), «in» nnm «out».

Pexum komaHg | Pexxnm rmobanbHon koHurypaumm

PykoBogcTBo no | 3anyctute aTy koMaHay, 4Tobbl HactpouTb ACL IPv6 n BOWTM B pexum
MCMNOSIb30BaHUIO | HACTPOMKKM IPV6.

Jo6aBneHune 3anucen ACE B cnucok ACL IPv6

e YT100blI punbTtpoBath naketbl TCP mnn UDP, gobaebte 3anmcn ACE B ACL IPv6
cnegywowmm obpasom:

KomaHga [sn] {permit | deny } protocol {src-ipv6-prefix/prefix-len | host src-ipv6-addr
| any} {dst-ipv6-pfix/pfix-len | host dst-ipv6-addr | any} [op dstport | range
lower upper ] [dscp dscp] [flow-label flow-label] [fragment] [time-rangetm-
rng-name][log]

Onuncanwne sn: YkasbiBaeT nopsigkoBbin Homep ACE. 3HadeHMe HaxoguTcsi B
napameTpoB AananasoHe ot 1 go 2 147 483 647. OTOT NOpPSAKOBLIN HOMEpP onpenensiet
npuoputet aton 3anucu ACE B ACL. MeHbWwnin nopsgkoBblIi HOMEP
ykasbiBaeT Ha 6onee Bbicokui npuoputer. ACE c 6onee BbICOKUM
npvopuTETOM Oypet NpeanoYTUTENBHO ncnonb3oBaTtbCa AN
cornocTaBneHnsa naketoB. Ecnv Bbl He yKaxeTe MOPSAKOBbLIN HOMeEp Mnpwu
nobasneHun ACE, cuctema aBToMaTMyeCckn NPUCBOUT NOPSAKOBLIN HOMED,
KOTOPbIV paBeH npupaileHnto (no ymonydaxuio 10) nntoc nopsakoBbIi HOMep
nocnegHero ACE B Tekywem ACL. Hanpumep, ecnn nopsgkoBbin HOMeEpP
nocnegHen 3anmcu ACE paBeH 100, nOpsiAKOBbIA HOMEP BHOBb
pobasneHHon 3anucn ACE 6yget no ymondanuio paseH 110. Bbl moxeTe
HaCTPOUTb NpupaLleHMe C NOMOLLbI KOMaHAbI.

permit: ykasbiBaeT, 4To ACE aBnsaeTtca paspeliatowmm ACE.
deny: ykasbiBaeT, 4To ACE aBngaetca sanpewatowimm ACE.

protocol: ykasbiBaeT Homep npotokona IPv6. [lnanasoH 3HadeHunn ot 0 go
255. [Ina obnerdyeHusi MCNonb30BaHUS CUCTEMA MNPEOOCTaBMSAET 4acTo
MCNonb3yemble COKpaLleHUss HOMEepoB NpoTokonoB |IPv6 ang 3ameHbl
KOHKPETHbIX HOMEpPOB NPOTOKOSOB IP, BkNtovaa icmp, ipv6, tcp n udp.
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Onucanve src-ipv6-prefix/prefix-len: ykasbiBaet, 4to IP-nakeTtbl, oTnpasBnsembie C
napameTpoBs XOCTOB B YKa3aHHOM cermeHTte ceTu IPV6, punbTpytoTcs.

host src-ipv6-addr: yka3sbiBaeT, 4To nakeTbl IPv6, oTnpasreHHbIe € XocTa C
yKa3aHHbIM UCXOOHbIM IP-agpecoM, unbTpyoTes.

any: ykasblBaeT, 4To naketbl IPv6, oTnpasnsemble ¢ noboro xocta,
dunbTpyoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4To nakeTbl IPV6, OTNpaBfeHHbIE C XOCTOB
B yKa3aHHOM cermeHTe ceTu IPV6, omunbtpytoTcs.

host dst-ipv6-addr: ykasbiBaeT, 4To nakeTbl IPVG, oTnpaBnsemble Ha XOCT C
yKasaHHbIM IP-agpecom HasHauyeHus, PUnbTPyoTCS.

any: ykasblBaeT, 4TOo naketbl IPv6, oTnpaBnsemble Ha nbon XocT,
dunbTpyoTCA.

op dstport: ykasbiBaeT, 4To nakeTbl TCP nnn UDP cunbTpyrtoTCs Ha OCHOBE
HOMepa nopTa HasHaveHusi L4. 3HadyeHne napameTpa op MOXeT ObiTb eq
(paBHO), neq (He paBHO), gt (6onbLue) unu It (MeHbLue).

range lower upper: ykasbiBaeT, 4to nakeTtbl TCP unm UDP ¢ Homepom nopTa
Ha3Ha4yeHus L4 B ykaszaHHOM AmanasoHe unbTpyoTCA.

dscp dscp: YkasbiBaeT, 4To nakeTbl IPV6 c ykazaHHbIM nonem dcsp B
3arofiloBke UNbTPYHOTCA.

flow-label flow-label: ykasbiBaeT, 4to naketbl IPV6 C ykasaHHbIM nonem
METKWN MOTOKa B 3arofioBke PurnbTPyoTCS.

fragment: ykasbiBaeT, 4TO QUMLTPYOTCA TONbKO (PParMeHTUPOBaHHbIE
nakeTbl IPV6, kpome nepBbiX hparMeHTOoB.

time-range time-range-name: ykasbiBaeT, 4To 3T10T ACE cCBsi3aH C
BpeMeHHbIM ananasoHom. ACE BCTynaeTt B cuny TOSbKO B npegenax 3Toro
BPEMEHHOro AuanasoHa. [logpobHee O BpemMeHHOM [Auana3oHe CM. B
PYKOBOACTBE NO HACTPOKMKe BPEMEHHOIO AMana3soHa.

log: ykasbiBaeT, 4TO XypHanbl 6yoyT nepuoamnyeckn BbIBOOUTLCH, €crnv
OyayT HamgeHbl nakeTbl, cooTBeTcTBylOWMe ACE. [dononHuTenbHble
cBefleHnsa O XypHanax cM. B pasgene «BepgeHue xypHarna ACL» B 9TOM
OOKyMeHTe.

Pexnm komang

Pexwum koHdpurypaumm IPv6 ACL

PykosoacTtso rno
NCMonb30BaHUIO

3anyctute 3Ty KomaHgy, 4Tobbl gobaButb 3anmcu ACE B pexume
KoHcpurypauumn ACL IPv6.

nobaBbTe

e YT100bl OoTunbTpoBaTh NakeTbl IPV6, 3a ucknodeHnem naketoB TCP wnn UDP,

3anuncu ACE B ACL IPV6 cnegytowum obpasom:

KomaHpa

[ sn] { permit | deny } protocol { src-ipv6-prefix/prefix-len | host src-ipv6-
addr | any } { dst-ipv6-pfix/pfix len | host dst-ipv6-addr | any } [ dscp dscp |
[ flow-label flow-label ] [ fragment ] [ time-rangetm-rng name ] [ log ]
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Onucanwne sn: YkasbiBaeT nopsgkoBbin Homep ACE. 3HaveHMe HaxoguTcs B
napamMmeTpoB AnanasoHe oT 1 go 2 147 483 647. OTOT NOpPSIAKOBLIN HOMEpP onpenensieT

npuoputet aton 3anucn ACE B ACL. MeHbwnin NOpAgKoBbLIA HOMEP
ykasbiBaeT Ha ©Oonee Bbicokuni npuoputet. ACE c 6onee BbICOKMM
NpUoOpUTETOM Oyner npegnodTUTENBLHO ncnonb3oBaTbCH ans
cornocTaBneHns naketoB. Ecnu Bbl He ykaxeTe NOPSAKOBbIA HOMepP Mpu
pobaeneHun ACE, cuctema aBTomaTU4eCkn NpUCBOUT NOPSAKOBLIN HOMEP,
KOTOpbIA paBeH nopsakosomy Homepy nocnegHero ACE B Tekywem ACL
nnc  4ymucno npupawenunsa(no ymonyanuio 10). Hanpumep, ecnu
nopsakoBebIi Homep nocregHen 3anucn ACE paeeH 100, nopsgkoBbin
Homep BHOBb fobaBneHHon 3annucu ACE Gyaet no ymonyaHuto paseH 110.
Bbl MOXeTe HacTpouTb npupaLleHune.

permit: ykasbiBaeT, 4To ACE aBndaetcs paspelwwatoimm ACE.
deny: ykasbiBaeT, 4To ACE aBngaetca sanpewatowmm ACE.

protocol: ykasbiBaeT Homep npoTokona |Pv6. 3HadeHne HaxoguTcs B
avanasoHe ot 0 pgo 255. [nsa obneryeHuss UCMNonb3oBaHMS cUcTema
NpeaoCcTaBnsieT YacTo UCMOfb3yeMble COKpalLleHMs HOMEPOB MPOTOKOSIOB
IPv6 aons 3ameHbl KOHKPETHbIX HOMEpPOB MpoTokonoB |IP, Bknto4vasi icmp,
ipv6, tcp u udp.

src-ipv6e-prefix/prefix-len: ykasbiBaeT, 4to |P-nakeTbl, OTnNpaBnsiemMble C
XOCTOB B YKa3aHHOM cerMmeHTte cetn IPv6, dpunbTpytoTcA.

host src-ipv6-addr: ykasbiBaeT, YTO nakeTbl IPV6, oTnpaBneHHble C XocTa ¢
yKaszaHHbIM UcxogHbIM IP-agpecom, hunbTpyroTCA.

any: ykasblBaeT, 4To naketbl IPv6, oTnpaBnsiemble ¢ noboro xocta,
dunbTpyoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, UTo nakeTbl IPV6, OTNpaBneHHbIE C XOCTOB
B YKa3aHHOM cermeHTte cetu IPv6, punbTpytoTcs.

host dst-ipv6-addr: ykasbiBaeT, 4TO nakeTbl IPV6, oTnpaBnsemble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHauyeHus, punbTpyroTcs.

any: YkasblBaeT, 4TO nakeTbl IPv6, oTnpaensemMble Ha nOOM XOCT,
dunbTpyoTCA.

dscp dscp: YkasbiBaeT, 4To nakeTbl IPV6 C ykasaHHblM nonem dcsp B
3arofnoske punbTPyOTCS.

flow-label flow-label: ykasbiBaeT, 4uTo nakeTbl IPv6 C ykasaHHbIM MOJEM
MEeTKM NOTOKa B 3arofioBke OUNbTPYIOTCS.

fragment: ykasbiBaeT, 4TO PUNbLTPYIOTCA TONbKO (bparMeHTUPOBAHHbIE
nakeTbl IPV6, KpoMe nepBbiX oparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4To 370T ACE cBSi3aH C
BpeMeHHbIM gmnana3oHoM. ACE BCTynaeTt B CUiy TOJMbKO B Npegesiax aToro
BpeMeHHoro guanasoHa. [logpobHee O BpemMeHHOM [AuanasoHe CM. B
PYKOBOACTBE NO HAaCTPOKMKE BPEMEHHOIO AManasoHa.

log: ykasblBaeT, 4TO XypHanbl OyayT nepuoaudeckn BbIBOOAUTBLCS, €CIv
OyoyT HamgeHbl nakeTbl, cooTBeTcTBYlOWMe ACE. [ononHuTenbHble
cBefeHns O XypHanax cM. B pa3gene «BegeHue xypHana ACL» B 9TOM
OOKYMeHTE.
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Pexum komaHg

Pexxum koHdurypauum IPv6 ACL

PykoBoacTteo no
MCMOJIb30BaHUIO

3anyctute 3Ty KOMaHgy, 4Tobbl gobaButb 3anmcu ACE B pexuve
KoHpurypaumm ACL IPV6.

NMpumeHeHune ACL IPv6

KomaHga ipv6 traffic-filter acl-name {in | out }
Onucanve acl-name: ykasbiBaeT umsa ACL IPv6.
napameTpos

in: ykasbiBaeT, 4yto 3T0T ACL KOHTponupyeT Bxogswme nakeTbl IPv6
UHTepdenca.

out: ykasbiBaeT, 4To 3TOT ACL KOHTponupyeT mcxogsuwme naketbl IPv6
nHTEepdenca.

Pexum komaHg

Pexxum koHdurypauum nHtepcpenca

PykoBoacTteo no
NCMonb30BaHMIo

OTta komaHga 3actaBndeTr ACL IPv6 penctBoBaTb Ha BXogsline Wnu
ncxogsuimne nakeTbl ykasaHHOro MHTepdenca.

1.6.4.5. Npumep KoHcuUrypaumm

Hactpounka ACL IPv6 pana 3anpeta pgoctyna otaena uccneaoBaHUM U
pa3paboTok (R&D) kK Bugeocepsepy

Cuenapun:
ideo Server
o |
\ 7/
N Financial Dept. 7 S R&DDept. _-
PucyHok 6.
Warn e Hactponte ACL IPV6.

HaCTPOWKM

e [lo6baBbte ACE B ACL IPV6, 4TOobGbl npegoTBpatuTb AOCTyn K
BMAEOCEPBEPY.

e [lo6baebTe ACE B ACL IPV6, 4TOBbI paspewntb Bce nakeTobl IPV6.

e [lpumennte ACL IPV6 Kk BXxoaswlemy HanpasrneHuio WHTepdenca,
NOAKIIOYEHHOrO K OTAeNy UccneaoBaHMn n pa3paboTok.
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SW1 swl(config)#ipvé access-list dev_deny_ipvévideo
swl(config-ipvé-nacl)#deny ipvé any host 200::1
swi(config-ipvé-nacl)#permit ipvé any any

swl(config-ipvé-nacl)#exit

swl(config)#int gigabitEthernet 0/2

swi(config-if-GigabitEthernet 0/2)# ipvé traffic-filter dev_deny_ipvévideo in

MpoBepka Ha K otgena R&D nponuHroBatb Bugeocepsep. Ybeantech, 4To onepauus
NpOBEPKM CBA3N He yaanach.

SW1 swi(config)#show access-lists

ipvé access-list dev_deny_ipvévideo
10 deny ipv6 any host 200::1
20 permit ipvé any any

swi(config)#show access-group
ipvé traffic-filter dev_deny_ipvévideo in
MpumeHsaeTca Ha uHTepence GigabitEthernet 0/2

1.6.5. Hactponka ACL80

1.6.5.1. 3dhbeKT KOHUrypaumm

Ecnu IP ACL, pacwwupeHHbin ACL MAC, akcnepTHbi paclumpeHHbin ACL n ACL IPv6 ¢
(PUKCUPOBAHHBIMW  MOMSIMA  COMOCTAaBIIEHUA HE MOryT COOTBETCTBOBaTb TpeboBaHMAM,
HacTponTe ACL80 ona HacTpomkn noren naketa, KoTopble HE0O6XO0ANMO COMOCTaBUTb.

1.6.5.2. llarn HacTpounku

HacTtpowka akcnepTtHoro pacwupeHHoro ACL

e (ObssaTtenbHo) HactponTe akcnepTHbIM pacwmpeHHbin ACL, ecnn Bbl XOTUTE
peanusoBaTb GyHKumio ACL80. lMogpobHee O TOM, Kak HaCTPOUTb SKCMEPTHLIN
pacwmpeHHbln ACL, cM. B COOTBETCTBYIOLLMX ONMUCaAHUAX.

o Bbl moxeTe HacTpouTb atoT ACL ana ycTponcTB AocTyna, arperauun mn sgpa B
3aBUCMMOCTM OT pacnpenerieHns nonb3oBaTenen. AKCNepTHbIM paclumpeHHbin ACL
AENCTBYET TOMNbKO Ha JIOKanbHOM YCTPOWCTBE U HE BIUSET Ha Opyrve ycTpoucTBa B
ceTun.

[Ho6aBneHune 3anncen ACE B aKCnepTHbIN pacwumpeHHbin ACL

e (ObsasatenbHo) [obasbTe 3anncu ACE B akcnepTHbiM pacwmpeHHbin ACL, 4TOObI
HacTpouUTb COOTBETCTByKLWMe nond. Ecnn B aKkcnepTHbIM pacwmpeHHbln ACL He
pobasneHa HM ogHa 3anuck ACE, 3anpeuatowme 3anucu ACE 6yayT otGpacbiBaTh Bce
nakeTbl MO ymMon4yaHuto. [JononHuTenbHble cBegeHna o ToM, kak aobasutb ACE B
9KCMEPTHbIV paclMpeHHbIN cnncok ACL, M. B COOTBETCTBYHOLLMX ONUCAHMSX.
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MpumeHeHMe 3KcnepTHOro pacwupeHHoro ACL

1.6.5.3.

(ObGsizatenbHo) [MpumeHnTe SKCMEPTHbIM  pacwmpeHHbin  ACL K ykasaHHOMY
NHTEpdEeNncy, ecnu Bbl XoTuTe, YTO6bLI 3TOT ACL BCTYNUn B cuny.

Bbl MOXeTe MpUMEHUTb SKCNEPTHbIA paclumpeHHbln ACL K ykazaHHOMY MHTepdency
YCTPOWCTB AOCTYNa, arperauuu 1 sgpa Ha OCHoBe pacnpefenieHuns nonb3oBaTtenen.

lNMpoBepka

Wcnonb3ynte cnegywowue MeToabl Ans  npoBepkn 3apdeKkToB  KOHUrypaumm
aKkcnepTHoro pacwmpeHHoro ACL:
3anyctute koMaHay ping, YToObl NPOBEPUTL, BCTYMNUAN NN B CUIY HACTPOMKM.

Cospganite nakeTbl, cooTBeTcTBYOWMe ACE, 4ToGbl NpoBepuTb, aencteytoT nu ACE.

1.6.5.4. CBA3aHHble KOMaHAbI
Hactpownka akcnepTHoro pacwupeHHoro ACL
KomaHga expert access-list advanced acl-name
Onwucaxve acl-name: ykasblBaeT MMs 3KCnepTHOro pacwmpeHHoro ACL. WNwms
napameTpoB npegcraensieT cobon ctpoky ot 1 oo 99 cumeonos. Mims ACL He moxeT

HaunHaTbcs ¢ umdp (0-9), «in» nnm «out».

Pexum

komaHg | Pexum rmobanbHon koHurypaumm

PykoBoAcTBO no | 3anycTute 3Ty KOMaHAy, YToObl HACTPOUTL KCNEPTHBIN pacLuMpeHHbIn ACL
NCMONb30BAHUIO | Y BOMTU B PEXMM KOHDUrypaLmm SKCNepTHbIX paclumpeHHblix ACL.

Ho6aBneHune 3anucen ACE B aKCnepTHbIN pacwmpeHHbin ACL

KomaHga [sn] { permit | deny } hex hex-mask offset
Onuncanwne sn: VYkasbiBaeT nopsakoBbin Homep ACE. 3HadeHMe HaxoguTcsl B
napameTpoB AananasoHe oT 1 go 2 147 483 647. OTOT NOPSAKOBLIN HOMEpP onpenensiet

npuoputet aton 3anucu ACE B ACL. MeHbWwnin nopsgkoBbIA HOMEpP
ykasbiBaeT Ha 6onee Bbicokui npuoputer. ACE c 6onee BbICOKUM
npvopuTETOM Oyper NpPeanoYTUTENBbHO NCNonb30BaTbCA ans
cornocTaBneHnss naketoB. Ecnn Bbl He ykaeTe NOPSAKOBLbIA HOMeEpP Mpu
pobaeneHun ACE, cnctema aBTomaTU4eCKn NpMCBOUT NOPSAKOBLIN HOMED,
KOTOPbIV paBeH npupatleHnto (no ymonydaxumio 10) nntoc nopsakoBbIi HOMep
nocnegHero ACE B Tekywem ACL. Hanpumep, ecnn nopsgkoBblt HOMeEpP
nocnegHen 3anmcu ACE paBeH 100, nOpsiAKOBbIA HOMEP BHOBb
pobasneHHon 3anucn ACE 6yget no ymondanuio paseH 110. Bbl moxeTe
HaCTPOUTb NpupaLLeHMe C NOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4To ACE aBnsaetcsa paspeLatowmm ACE.
deny: ykasbiBaeT, 4To ACE aBngaetca sanpewatoimm ACE.

hex: ykasbiBaeT Nofib3oBaTENbCKOE NPaBUIIO CONOCTaBIEHWS, BblpaXXeHHOe
B LWecTHaguatepuiHom dgopmate, Hanpumep, 08c6b300.

hex-mask: ykasbiBaeT COOTBETCTBYIOLLYIO MACKY.
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OnucaHne offset: ykasbiBaeT HauyanbHy No3uuunto conoctaeneHus. Hanpumep, ecnm
napameTpoB coBrnagarwulee cogepxmmoe — 08c6b300, coBnagarwas macka —

00ff0000, a HavanbHas nosvuus — 6, cpaBHuBaeTca MAC-agpec
HasHayeHus Kaxgoro naketa. Bce nakeTbl, y KOTOpbIX BTOpon Gant
MAC-agpeca HasHadeHus paseH d0, cooTBeTcTBYIOT aTOMYy ACE.

Pexum komaHg,

OKCNEepTHbIN pacLUMPEHHbIA pexnm KoHdurypaumm ACL

PykosogcTtso rno
NCMNOMb30BaHUIO

3anyctute 3Ty Komangy, 4Tobbl gobaButb 3anncu ACE B aKcnepTHbIN
pacLUMPEHHbIN pexnm KoHdurypaumm ACL.

MpumMmeHeHne aKcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group acl-n{in | out}
Onucanue acl-id:  ykasblBaeT, 4YTO K uHTepdency OyaoeT  NpPUMEHSITbCA
napameTpoB NPOHYMEPOBaHHbIN IKCNEPTHBIN pacLuMpeHHbii ACL.

acl-name: ykasbiBaeT, 4YTO K uWHTepdency 6Oyoetr npuMeHsTbCS

WMEHOBAaHHbIN 3KCMEPTHbIN pacLunpeHHbin ACL.

in: YkasbiBaetr, 4to 9TOT ACL KOHTponupyeT Bxogsiwmne naketbl L2
nHTEepdenca.

out: ykasbiBaeT, 4To 3TOT ACL KOHTpoOnupyeT wucxogsiine nakeTbl L2
NHTepdenca.

Pexum komaHg

Pexxum koHdurypauum nHtepcpenca

PykoBoacTteo no
NCMNOMb30BaHUIO

OTa KomaHga 3acTaBnseT 3KCNEPTHbIN paclumpeHHbin ACL gencTBoBaTh Ha
BXOAALLME NN UCXOASALIME NaKeTbl YKa3aHHOro NHTepgenca.

1.6.5.5. NMpumep KoHcUrypauumm

Cnegytownin npumep KoHUrypauum onmcbiBaeT TONbKO KOHGUrypauum, cesasaHHble ¢ ACL.

Hactponka ACL80 ana orpaHuyeHusi pecypcoB, AOCTYMHbIX NOCETUTENAM
(TpebyeTcs, 4TOObLI NOCETUTENN U COTPYAHUKU HE MOrNn obLWaTLCA Apyr C APYroMm,
noceTUTENU MOrNM NONy4YUTb AOCTYN K cepBepy oOLeaoCTYNHbIX PpecypcoB, HO
He K cepBepy (PMHAHCOBbIX AaHHbIX KOMMaHUN).

@ § QTECH

MWP [OOCTYMNHEE

64




PykoBoacTeo nonb3oBatens cepus QSW-6900

HacTpolica ACL

Cuenapun:

Financial Data Server :
10.1.1.1/24

Visitors: VLAN 3
& P Seament:192.168.2.0/24
Gateway:192.168.1.1/24 Gateway: 192.168.2.1/24

PucyHok 7.
Larn e Hactponte akcnepTHbIN paclumpeHHbin ACL.
HaCTpOUKM e [Jlo6aBbTe ACE, 4TobbI 3anpeTuThb nakeTbl, oTnpasnsemMsle ¢ MK B 30He
ans nocetutenen (VLAN 3) Ha MK cotpygHukos B VLAN 2.
e [lo6aBbte ACE, 4TOGbl 3anpeTtuTb noceTutensiM OOCTyn K cepBepy
PUHAHCOBbIX JAaHHbIX KOMMaHUN.
e [lo6aBbTe ACE, 4TOGbI paspelunTb BCe NakeThbl.
o [lpumeHute ACL Kk Bxogdwemy HanpaefneHuto uHTepdenca
KOMMyTaTopa, KOTOPbIA NOAKITOYAETCH K FTOCTEBOWN 30HE.
SwW1 swl(config)#expert access-list advanced acl80-guest
swl(config-exp-dacl)#deny 08C6B3 FFFFFF 42
swl(config-exp-dacl)#deny 0A010101 FFFFFFFF 42
swl(config-exp-dacl)#permit 0806 FFFF 24
swl(config-exp-dacl)#permit 0800 FFFF 24
swl(config-exp-dacl)#exit
swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#expert access-group acl80-guest in
MpoBepka e Ha komnbioTepe noceTuTens npoOnNUHIrynTe cepeBep (PUHaAHCOBLIX
AaHHbIX. Y6eauTech, 4TO onepaumsi NPOBEPKN CBA3N He yaanach.
¢ Ha komnbloTepe noceTutensa MNpPoOMNUHrynTe cepeep o0LEenOCTYNHOMo
pecypca. YoeguTech, 4TO onepauuns ping npowna ycneLHo.
e Ha TK nocetutens nponuHroBatb agpec wnio3a 192.168.1.1
COTpyAHuKa. YbeamTtech, YTO onepaums NpoBepKM CBA3N He yaanacs.
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MpoBepka e Ha KomnbloTepe noceTuTens MoaknoumTech K MHTEepHeTy, Hanpumep,

nocetute Beb-cant QTECH. Y6eamtecb, 4TO BEDG-CTPaHULY MOXHO
OTKpPbITb.

SW1

swl(config)#show access-lists
expert access-list advanced sss
10 deny 08C6B3 FFFFFF 42

20 deny 0A010101 FFFFFFFF 42
30 permit 0806 FFFF 24

40 permit 0800 FFFF 24

expert access-group acl80-guest in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.6. HacTtponka nepeHanpaBneHus ACL

1.6.6.1. 3dhbeKkT KOHUrypauum

HactponTe dyHkumnio nepeHanpasneHnss ACL Ha ykasaHHOM mHTepderice, YTOObl Hanpsamyro
nepeHanpaBnsaTb Yka3aHHble nakeTbl Ha MHTepdence nnm Ha Bcex nHTepencax Ha ykasaHHbIN
nopT ANs ganbHenwen nepecoIsiku.

1.6.6.2. LLlarn HacTpounku

Hactpownka ACL

(O6saszatenbHO) YTobbI peanunsoBaTb nepeHanpasneHne ACL, Heobxoaumo cHadvana
HacTpouTb ACL, Hanpumep, paclumpeHHbin IP-agpec, pacwmpeHHbin MAC-agpec nnu
3KCnepTHbIN paclumperHbin ACL. JononHutenbHble cBegeHnsa o HacTponke ACL cm. B
COOTBETCTBYIOLLMX ONUCaHUSIX.

Bbl moxeTe HacTtpoutb aTOoT ACL gnsa ycTpomcTB AOCTyna, arperaumm m ggpa B
3aBUCMMOCTM OT pacnpegeneHusa nonb3osatenen. ACL IPv6 gencTByeT TOMbKO Ha
NOKanbHOM YyCTPONCTBE M HE BNUSIET Ha Apyrne yCTPOWCTBa B CETH.

Jo6aBnenne ACE B ACL

(OnumoHanbHo) ACL MOXeT coaepxaTb HOMb Mnu Heckonbko 3anucen ACE. Ecnn ACE
He HacTpoeH, yHKuusa nepeHanpasneHna ACL HepocTynHa. MogpobHee 0 ToMm, Kak
nob6asutb ACE B ACL, CM. B COOTBETCTBYHOLLMX OMUCAHUAX.

HacTtpownka nepeHanpaBneHus ACL

(O6saszatenbHO) Bkntounte nepeHanpasneHne ACL Ha ykaszaHHOM uHTepdence, ecnu
Bbl XOTUTE peanu3oBaTtb nepeHanpasneHne ACL.

Bbl MOXxeTe HacTpouTb yHKUMIO nepeHanpasneHna ACL Ha ykasaHHOM WHTepdence
YCTPOWCTB 4OCTYMNa, arperaumm n sapa Ha OCHOBe pacnpefeneHus nonb3oBarenen.

1.6.6.3. NMpoBepkKa

OtnpaebTe nakeTbl, cooTBeTCTBYIOWME ACE, Ha nopT, rae BknoyeHo nepeHanpasneHne ACL, a
3aTem ucnonb3ynTte nporpammHoe obecneyeHne Ans 3axsBaTa NakeToOB Ha MOPTY Ha3HaYeHWUs,
4yTO6bl NPOBEPUTL, AENCTBYET NN PyHKUMS nepeHanpasneHnsa ACL.

Q
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1.6.6.4. CBA3aHHaA KoMaHaa

HacTtpouka cnucka KOHTpons goctyna

MogpobHee o ToMm, Kak HacTpoutb ACL, cM. B npeabiaywmnx onncanmsx IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwumpeHHoro ACL unn ACL IPv6.

Jdo6aBneHne ACE B ACL

MogpobHee o ToMm, kak aobaBnaTb 3anmcn ACE B ACL, cM. B npeabiaywmnx onucanuax IP ACL,
pacwupeHHoro ACL MAC, akcnepTHoro pacwupeHHoro ACL vnun ACL IPv6.

Hactpownka nepeHanpaBneHuss ACL Ha uHtepdcpence

KomaHga redirect destination interface interface-name acl {acl-id | acl-name } in
Onucanwne interface interface-name: ykasblBaeT WMsS MopTa Ha3HadeHWa [Ong
napameTpoB nepeHanpasreHus.

acl-id: ykasbiBaeT ngeHtndpukatop ACL.
acl-name: ykasbiBaeT umsi ACL.
in: ykasblBaeT, YTO BXOAsLMe nakeTbl MHTepdenca nepeHanpasnsoTCs.

Pexum komang | Pexum koHdurypaumm nitepdenca

PykoBogcTBo no | 3anyctute 3Ty KomaHgy, 4TOObl MepeHanpaBuUTb BXOASLWME MaKeTbl
ncnonb3oBaHuilo | nHTepdernca, cooTBeTcTByowme ACE, Ha nopT HasHavyeHus ans
OanbHenLIen nepechInku.

1.6.6.5. Npumep KoHcuUrypaumm

Cnegytownin npumep KoHUrypauum onmcbiBaeT TONbKO KOHdUrypaumm, cessaHHble ¢ ACL.

BknioyeHne nepeHanpaBneHua ACL ana nepeHanpasBrieHUs1 MNakeToB,
oTnpaBneHHbIX ¢ xocta 10.1.1.1, Ha yCTPOMUCTBO 3axBaTa NakeToB AN aHanusa

CueHapui:

10.1.1.1724 (Packels Capturing)

PucyHok 8.
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LWarn e Hactpausaert IP ACL.

HaCTpOMKM e [o6aBbTe ACE B IP ACL, 4T06bI pa3peLumnTb OTrpaBKy NakeToB C XOCTa

10.1.1.1.

o Bkntounte nepenanpasnenne ACL Ha nopty Gi 0/1 n yctaHoBuTe nopT
HasHa4deHus Ha Gi 0/2.

SW1 swl(config)#ip access-list standard 1
sw1 (config-std-nacl)#permit host 10.1.1.1
swl(config-std-nacl)#exit
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet o/M# redirect destination interface
gigabitEthernet 0/2 acl 1

Mpoeepka | 3axeaT naketoB Ha [1K 2. [MponuHryite Bngeocepeep Ha K 1. Y6egutecsb, 4To
3anpockl ICMP, otnpasneHHble ¢ K 1, nepexsaTbiBatoTca Ha K 2.

Swi swl#show access-lists

ip access-list standard 1

10 permit host 10.1.1.1

swl#show redirect interface gigabitEthernet 0/1

acl redirect configuration on interface gigabitEthernet 0/1

redirect destination interface gigabitEthernet 0/2 acl1in

1.6.7. Hactpounka rmo6anbHomn Security ACL

1.6.7.1. 3dhbeKkT KOHUrypauum

HacTtponte mmobGaneHbin  Security ACL, 4tobbl npegoTBpaTUTb  AOCTYNM  BHYTPEHHMX
KOMMbIOTEPOB KOMMaHMM K HE3aKOHHbIM Beb-canTtam unu npeaoTBpaTuTb aTaky BUMPYCOB Ha
BHYTPEHHIOI CETb KOMMNaHUK. Bbl Takke MOXeTe HaCTPOUTb SKCKIHO3UBHbIE MHTEPENCHI, YTOObI
paspeLlmnTb onpegeneHHbIM oTAaenaMm KoMnaHum 4oCTyn K BHELWHMM Beb-canTam.

1.6.7.2. LLlarn HacTpounkun

HacTtpownka ACL

o (OGsasatenbHo) HacTtponTte IP ACL, ecnu Bbl XOTUTE rNoBanbHO 3aMTUTb BHYTPEHHIOK
ceTb. [JononHutenbHble CBEAEHWS O MeTode HACTPOMKM CM. B COOTBETCTBYIOLLMX
OMNMUCaHUSAX.

e Bbl moxeTte HacTpouTb aTtoT ACL ana ycTponcTB AocTyna, arperauumn mn sgpa B
3aBUCMMOCTM OT pacrnpegeneHusa nons3osaternen. KoHpurypauum 0encTByOT TOMbKO
Ha floKkanbHOM YCTPONCTBE U HE BNUSIOT Ha ApyrMe yCTPOMCTBa B CETMU.

Jdo6aBneHne ACE B ACL

e  (OnumoHanbHO) ACL MOXeT coaepxaTb HOMb Unn Heckonbko 3anucen ACE. Ecnn ACE
He HaCTpPOEeH, 9TO SKBMBAIIEHTHO TOMY, 4YTO rrnobanbHbin Security ACL He cyLiecTByeT.
MogpobHee o ToM, kak fobaesutb ACE B ACL, CM. B COOTBETCTBYHOLLMX ONUCAHUAX.
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Hactpowka rmo6anbHoro Security ACL

o (OGsasaTtenbHo) Bkntounte dyHKUMO rnobanbHon ©6e30macHOCTX, €Cnu Bbl XOTUTE,
4yTOGbI rnobanbHbIV Security ACL BCTynunu B cuny.

¢ Bbl moxeTe HacTpouTb rmobanbHbii Security ACL gnga ycTponcTe goctyna, arperaumm
N aapa B 3aBMCUMOCTM OT pacnpeneneHusi nonb3oBaTenen.

1.6.7.3. NMpoBepka

Bo BHyTpeHHen ceTn, 3awmuieHHon rnobanbHbiM Security ACL, nponuHrymnTte Beb-canT unu
YCTPOWCTBO, 3anpeLleHHble ACE, 4Tobbl npoBeputb, AencTBYET NK rmobanbHbin Security ACL.

1.6.7.4. CBA3aHHaA KoMmaHaa

Hactpownka AC

[lononHuTeneHble cBeAEHMS O METOAE HAaCTPOMKN CM. B npeabiaylmnx onncaHmax ACL.
Do6aeneHne ACE B ACL

JononHuTenbHble CBEAEHNA O METOA4E HAaCTPOMKM CM. B npeabiayLmx onncaHuax ACL.

Hactpownka rmob6anbHoro Security ACL

KomaHga {ip | mac | expert } access-group acl-id { in | out }
Onuncanue acl-id: ykasbiBaeT ngentndpukatop IP ACL.
napameTpoB

in: omnbTpyeT BXoAsALLME NAKEThl YCTPOUCTBA.
out: hunbTpyeT ucxoasLume nakeTbl YCTPOMNCTBA.

Pexum komaHg

Pexum rnobanbHom KoHUrypauum

PykoBoacTteo no
NCNonNb30BaHWIO

3anyctute 9Ty KOMaHgy, 4Tobbl BKNOUUTL rrobanbHbii Security ACL,
yTO06LI ACL gencTBoBan Ha Bcex nHtepdencax L2 yctponcrtaa.

HacTponka 3KkCkno3nBHro uHtepdenca rnodanbHoro Security ACL

KomaHpa

no global ip access-group

Pexnm komaHg

Pexxum koHdurypaumm nHtepdenca

PykosoacTtso rno
NCNoNb30BaHWIO

3anyctute aTy KoMaHay, Ytobbl aHHynuposaTth rnobaneHeln Security ACL
Ha yKka3aHHOM MHTepdence.

1.6.7.5. Npumep KoHcuUrypaumm

Cnepgytownin npumep KoHUrypauum onvcbiBaeT TONbKO KOHdUrypaumm, cesasaHHble ¢ ACL.

HacTpoiika rno6ansHoro Security ACL ans npegoTBpalLeHus goctyna otaena
uccnepoBaHui U pa3paboToK K cepBepy oTaena npoaax, HoO paspeLlleHns aocTyna
oTgena npogax K aToMy cepeepy
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Server of the Sales Dept

10.1.1.3/24

Gateway

R&D Dept, 1: VLAN 2

IP Segment:12.1.1.0/24
Gateway:12.1.1.1/24
PucyHok 9.
Larn e HactponTte pacumpeHHbin IP ACL «ip_ext_deny_dst_sale_server».
HaCTpOVKH e [JlobaBbTe ACE, KOTOpbIii 3anpeliaeT YCTPOICTBY MepechbinaThb
nakeTbl Ha y3en Ha3Ha4veHusa 10.1.1.3/24.
e Hactponte ACL «ip_ext_deny dst_sale_server» kak rnobanbHbIn
Security ACL.
e Hactponte nHTepdenc, HanpsaMyo CBA3aHHbIN C OTAENOM NPOAax, B
Ka4yecTBe 3KCKITH3MBHOrO MHTepdenca rmobanbHoro Security ACL.
SwW1 swi(config)#ip access-list extended ip_ext_deny_dst_sale_server
swl(config-ext-nacl)# deny ip any host 10.1.1.3
swi(config-ext-nacl)#exit
swi(config)#ip access-group ip_ext_deny_dst_sale_server in
swi(config)#int gigabitEthernet 0/1
swi(config-if-GigabitEthernet 0/1)# no global ip access-group
MpoBepka e Ha TlK otgena npogax nponuHroBatb cepBep OTAena npoaax.

Y6egurech, 4TO onepauus ping npoLusia ycrneLuHo.

e Ha komnbtoTepax otaena R&D 1 un otaena R&D 2 nponuHroBaTb
cepBep oTaena npogax. Yoegurtech, UTO onepauuu NpoBEPKM CBSA3N
He BbIMOJSTHSAIOTCA.

swl#show access-lists
ip access-list extended ip_ext_deny_dst_sale_server
10 deny ip any host 10.1.1.3

swl#show running

@ e
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ip access-group ip_ext_deny_dst_sale_server in
|
!

1.6.8. HacTponka kaHana 6e3onacHoCTU

1.6.8.1. 3dhbeKkT KOHUrypaumm

Hactponte kaHan ©6e3onacHocTn, u4ToObl MakeTbl, OTBevalwume npaBunaM kKaHana
©e3onacHoCcTK, MornM 06Xxo0anTb NPOBEPKM NPUITOXKEHMIA KOHTPONSA AocTyna. HactponTte kaHan
©e30nacHOCTK, ecnu NpUNoXeHne ynpaeneHns goctynom (Hanpumep, DOTL1X) BKMNOYEHO Ha
uplink-uHTepdgence nonb3oBaTens, HO NMOMb30BaTENO AOMKHO ObITb pas3pelleHo BXOAMTb Ha
BeO-calT Ons 3arpy3kum HeKoTopbIX pecypcoB (Hanpumep, 3arpyskum 1O QTECH) nepeg
ayTeHTMdumkaunen DOTLX.

1.6.8.2. Llarn HacTpounku

Hactpownka ACL

o (ObGsizatenbHo) Hactponte ACL nepen HacTponkon kaHana 6e3onacHOCTW.
[lononHuTenbHblE CBEAEHMSA O METOAE HAaCTPOMKN CM. B NPeablayLMX ONMUCaHUSIX.

e Bbl moxeTe HacTpouTb aToT ACL ans ycTpoWcTB AocTyna, arperaumMm v agpa B
3aBUCMMOCTM OT pacnpegeneHusa nonb3osatenen. KoHdurypauumn encTByoT TONbKO
Ha floKasibHOM YCTPONCTBE U He BNUAIOT Ha apyrMe yCTPOMCTBa B CETMU.

Hdo6asneHune ACE B ACL

¢  (OnuuoHanbHo) ACL MOXeT cogepaTb HOMb Mnu Heckonbko 3anucen ACE. Ecnn ACE
He HacTpoeH ana ACL, 3TO 3KBMBaNeHTHO TOMY, YTO KaHan 6e30nacHOCTM He BCTynaeT
B cuny. lNogpobHee o TOoM, kak pgobaButb ACE B ACL, CM. B COOTBETCTBYHOLLNX
OMNMUCaHUSAX.

Hactpownka kaHana 6e3o0nacHOCTM Ha yKasaHHOM UHTepdence unm rnodanbHoO

e HactponTe kaHan 6e3onacHOCTM Ha UHTepdence, eCcnm Bbl XOTUTE, YTOObI 3TOT KaHan
OesonacHocTn pabotan Ha WHTepdence. Hactponte rnobanbHbIN  KaHan
©e3onacHoOCTN, ecnu Bbl XOTUTE, 4TOObl 3TOT KaHan 6e3onacHOCTM OencTBOBars
rnobanbHo. Bbl 4OMKHLI HACTPOUTL KaHan 6e3onacHOCTM Ha OCHOBE MHTepdenca nnm
rnobanbHbIN KaHan 6e30nacHOCTMW.

e Bbl MOXeTe HacTpouTb kaHan Ge3onacHOCTM Ans YCTPOWCTB AOCTyna, arperaumm u
sapa B 3aBUCUMOCTM OT pacnpeaeneHunst nonb3oBaTenen.

Hactponka 3KCKNO3MBHOro MHTepcdenca pAnNA KaHana rnobGanbHomn

6e3onacHocTHn

e (OnuuoHanbHO) HacTponTe wWHTEpPdENC KaK IKCKNIO3MBHBLIN MHTepdenc Aans
rnobanbHOro kaHana 6e3o0nacHOCTW, ecniv Bbl HE XOTUTE, YTOObI rnobanbHbIM KaHan
6Ge3onacHOCTM AenCcTBOBaN Ha 3TOM MHTepderice.

HacTpoWka npunoxeHus KOHTpons agoctyna

e  (OnuuoHanbHO) Bbl MoxeTe BKMOUNTL (pyHKUMio DOTLIX munu Beb-ayTeHTUdmKaumm
AN NpoBepKu OyHKUMM KaHana 6e3onacHocTu.

e Bbl MOXeTe HacTpouTb (PYHKUMIO ynpaBneHus AOCTYNOM Ha YCTpOWCTBax AOoCTyna,
arperauunv 1 sapa B 3aBMCMMOCTU OT pacnpeferneHvs nonb3oBartenen.
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1.6.8.3. NMpoBepka

Ha T[K, Haxogdawemcs noa KOHTpONeM MpUIOXEeHUA ynpaBneHus LOCTYNOM, MPOMNUHIynTe
pecypchbl (yCTpoMCTBa UMM cepBepbl), KOTOPbIM paspeLLleHo 06XoanTb NPOBEPKY MPUIIOKEHUS
ynpaBreHnsi 4OCTYNOM, YTOObI NPOBEPUTb KOHUIypaLMIO KaHana 6e3onacHoCTw.

1.6.8.4. CBA3aHHaA KoMmaHAa

HacTtpounka ACL
MogpobHee o ToMm, Kak HacTpoutb ACL, cM. B npeabiayLmnx onncanmsx IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwumpeHHoro ACL nnn ACL IPv6.

Jdo6asneHue ACE B ACL

MogpobGHee o Tom, kak gobaensaTtb 3anucu ACE B ACL, cMm. B npeablgywmnx onncanusax IP ACL,
pacwupeHHoro ACL MAC, akcnepTHoro pacwupeHHoro ACL vnun ACL IPv6.

HacTtpownka kaHana 6e3onacHOCTU Ha UHTepdence

KomaHga security access-group {acl-id | acl-name }
Onucanune acl-id: ykasbiBaeT ngeHtndpukatop ACL, HacTpOoeHHOro B Ka4yecTBe KaHana
napameTpoB 6esonacHocTw.

acl-name: ykasbiBaeT umsa ACL,
©e3onacHocCTW.

HaCTpOEeHHOro B Ka4decTtBe KaHana

Pexnm komang

Pexunm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCMonb30BaHMIo

3anyctute 3Ty KOMaHgy, 4YToObl HacTpouTb ykasaHHbii ACL B kadecTBe
kaHana 6e30nMacHOCT Ha yKa3aHHOM MHTepdelce.

HacTtpowka rmobanbHoOro kaHana 6e3onacHoCcTu

KomaHga security global access-group {acl-id | acl-name }
Onuncanwne acl-id: ykasbiBaeT ngeHtndpumkatop ACL, HacTpoeHHOro B Ka4eCcTBe KaHana
napameTpoB 6e3onacHocTy.

acl-name: ykasbiBaeT uma ACL,
6e3onacHocTu.

HaCcTpOEHHOINro B Ka4deCTBE KaHana

Pexum komaHg

Pexxum rnobanbHon KoHurypaumm

PykoBoacTteo no

3anyctute 3Ty KOMaHgy, 4YToObl HacTpouTb ykasaHHbii ACL B kadecTBe
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MCnonb3oBaHUto | rnobanbHoro kaHana 6e3onacHoOCTy.
HacTtponka 3KCKN3MBHOro wuHtepdenca Ana KaHana rnobanbHou
6e3onacHoCTU
KomaHga security uplink enable
Pexxum komaHg | Pexxum koHdurypaumm nitepdenca
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PykoBogcteo no | 3anyctute 3Ty KomaHgy, 4ToObl HACcTpOUTb YKasaHHbI MHTepdenc B
MCNONb30BaHMIO | Ka4yeCTBE IKCKMIO3NBHOMO MHTEpdenca rnobanbHoro kaHana 6e3onacHoCTw.

1.6.8.5. Npumep kKoHcuUurypaumum

Cneaylownn npumep KoHMUrypawumm onucbiBaeT TONbLKO KOHGUrypaumm, ceasaHHble ¢ ACL.

BknroyeHne ayteHTudmkaumm DOT1X u HacTpouka KaHamna 6e3onacHocTw,
YyTOObI NONb30BaTeNM MOrNM 3arpyxaTtb nporpammHoe obecneyeHne QTECH c
cepBepa Ao ayTeHTUpuKaumm
Cuenapun:

SVIE10.1.1.1 | GiQ/4

SWi1 1 = B
=) =

SVET1.1.11 Gi ON

\ 3 \/ /
. PCI PC2 7
Dot ::—;;;‘!'wl‘ Devices: VLAN 1
IP Segment : 11.1.1.0/24
Gateway:11.1.1.1/24
PucyHok 10.
Larn e HacTponte akcnepTHbI paclumpeHHbin ACL "exp_ext_esc".
HacCTpOVky e [Jlo6aBbTe ACE, u4TOBbl paspelnTb MEpechinky NakeToB Ha y3en
HasHadeHns 10.1.1.2.
e [lobasbTe ACE, 4T0obbl paspewntb naketsl DHCP.
e [lobasbTe ACE, 4T0oObI paspewntb nakeTbl ARP.
e Ha uHTepdence, rae BknoveHa ayteHTUdUkauna DOTLX, HacTponte
ACL «exp_ext_esc» B KayecTBe kaHana 6es3onacHocTu.
SwW1 swl(config)#expert access-list extended exp_ext_esc

swl(config-exp-nacl)# permit ip any any host 10.1.1.2 any
swl(config-exp-nacl)# permit 0x0806 any any any any any
swl(config-exp-nacl)# permit tcp any any any any eq 67
swl(config-exp-nacl)# permit tcp any any any any eq 68
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# security access-group exp_ext_esc
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MpoBepka e Ha TIK oTgena npogax nponuMHroBaTb cepBep oOTAena npogax.
Y6eguTech, 4TO onepauusa ping npowusia ycneLHo.

e HakomnbtloTepax otaena R&D 1 n otgena R&D 2 nponuHrosaTth cepBep
oTgena npogax. Yb6eautecb, 4YTO onepauum NPOBEPKM CBA3UM He
BbIMOSHSATCA.

swl#show access-lists

expert access-list extended exp_ext_esc
10 permit ip any any host 10.1.1.2 any

20 permit arp any any any any any

30 permit tcp any any any any eq 67

40 permit tcp any any any any eq 68.....

swl#show running-config interface gigabitEthernet 0/1

KoHdurypaumsi nOCTpoeHus. ..
Tekywasn KoHdurypauus: 59 6ant

nHTepdenc GigabitEthernet 0/1

security access-group exp_ext_esc

1.6.9. HacTtponka ACE Ha ocHOBe BPEMEHHOro guana3soHa

1.6.9.1. 3dheKkT KOHUrypauum

HacTpoiite ACE Ha ocHOBe BpeMeHHOro AvanasoHa, ecrnv Bbl XOTUTe, YToObl HekoTopble ACE
BCTyNanu B CUNY WM CTaHOBUINNCb HeOEWCTBUTENbHLIMA B YKa3aHHbIA Nepuos BPeMEHMU,
Hanpumep, B HEKOTOPbIX BPEMEHHbIX Auana3oHax B TeYeHne Heaenw.

1.6.9.2. llarn HacTpounku

Hactpownka ACL

e (ObssatenbHo) Hactponte ACL, ecnu Bbl xoTuTe, 4to6bl ACE BCTynanum B cuny B
yKa3aHHOM Aunana3oHe BpeMeHu. [lononHuTeNbHble CBeAEHNS O MeToAe HAaCTPONKM CM.
B NpeablayLUnX ONUCaHusX.

e Bbl moxeTe HacTpouTb aTtoT ACL ana ycTponcTB AoCTyna, arperauun n agpa B
3aBUCMMOCTM OT pacnpegeneHusa nonb3osatenen. KoHdburypauum gencTByoT TONbKO
Ha nokanbHOM YCTPONCTBE U He BNUSAIOT Ha Apyrve yCTPOMCTBa B CETMU.

Ho6aBneHne ACE c ykazaHHbIM Anana3oHOM BpeMeHU

o (OGsasaTenbHO) YKaxunte BpeMeHHOM gmana3oH npu gobaesneHnn ACE. [nga nony4veHus
nogpobHonm wuHpopMaumMm O TOM, Kak HaCTpOMTb BPEMEHHOW AuanasoH, CM.
PYKOBOACTBO NO HACTPOKKe, CBA3aHHOE C BpeMeHHbIM AnanasoHoM.

MpumeHeHne ACL

e (O6gasatenbHo) MNpumennTe ACL K ykazaHHOMY MHTepdeENCy, ecrim Bbl XOTUTE, YTOObI
ACE Bctynanu B cuny B yka3aHHOM Juana3oHe BPpEMEHW.

74

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo nonb3oBatens cepus QSW-6900

HacTtpolika ACL W

e Bbl mMoxeTe npumeHuTb IP ACL K ykasaHHOMY WHTepdency yCTpPoOWUCTB AoCTyna,
arperauuu v sapa B 3aBUCMMOCTU OT pacnpeaeneHns nonb3oBaTenen.

1.6.9.3. NpoBepka

B OmnanasoHe BpemMeHW, B TedeHWe KOTOpOro HacTpoeHHbln ACE BcTynaet B cuniy unm
CTaHOBWUTCHA HeOeNCTBUTENbHbIM, 3anycTuTe KOMaHgy ping wnu  co3ganTe  nakeTbl,
cootBeTcTByloWmne ACE, 4toObl npoBepuTb, BCTynaet nn ACE B cuny unmM CTaHOBUTCS
HeJeNCTBUTENbHbIM.

1.6.9.4. CBaA3aHHaA KoMmaHaa

HacTtpounka ACL

[ononHuTenbHble cBeAeHNs 0 koMaHgax HacTtponkn ACL cm. B Gonee paHHMX onucaHusx IP
ACL, pacwwupeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unn ACL IPv6.

[Ho6aBneHne ACE ¢ ykazaHHbIM Anana3oHOM BpeMeHU

[ononHuTtenbHble cBeAeHNst 0 KOMaHaax HacTpovikn ACE cm. B 6onee paHHUX onucaHusix IP
ACL, pacwumpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unn ACL IPv6.

MpumeHeHne ACL

[ononHuTtensHble cBeaeHWst 0 Komanae ansa npumeHeHus ACL cm. B 6onee paHHUX OnNncaHnsax
IP ACL, pacwupeHHoro ACL MAC, akcnepTtHoro pacwmpeHHoro ACL nnu ACL IPv6.

1.6.9.5. NMpumep KoHduUrypauumm

Cneayownn npumep KoHpurypaumm onucbiBaeT TONbKO koHdUrypaumm, caasaHHble ¢ ACL.

Ho6aBneHne ACE c ykazaHHbIM BpeMEHHbIM AUana3oHOM, YTOObI pa3pelmnTb
oTaeny wuccriegoBaHum u paspabotok goctyn B UHtepHet ¢ 12:00 oo 13:30

Kaxabin geHb
Cuenapun:
: Router
Breakout . T (0 "
. i Gi 02 IP;110.1.1.2
Gateway ": o
Gt 11.1.1.2
SV211.1.1.1 Gi0R
SW1 GQ\:___; >
SV 1.11 Gio
//" ~\\\
< L \
\\ \/\ \\/ /’
~PC1 PC2 M
R&D Dept 'Tv'l—.*"\_N 1
IP Segment:10.1,1.0/2
Gi‘:['_'\'/.{!‘y' 10.1.1.1
PucyHok 11.
Warn e HacTtponte BpemeHHOMW OuanasoH C UMEHeM «access-internet» wu
HaCTPOWKK nobaBbTe 3anMcb BpeMeHHOro guanasoHa mexgy 12:00 n 13:30
Kakabl OEHb.
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e HactponTte IP ACL "ip_std_internet_acl".

e [lo6aBbTe ACE, 4Tobbl paspewmnTb nakeTbl C UCXoAHbIM IP-agpecom
B ceteBom cermeHTe 10.1.1.0/24, n cesxute aTtoT ACE € YacoBbiM
MosiCOM «access-internet».

e [lobaBbTe ACE pns 3anpeTa NakeToB C uMcxogHbiM IP-agpecom
cermeHTa cetn 10.1.1.0/24. Joctyn Kk NHTepHeTy 3anpeLleH, Kpome
KaK B YKasaHHbIN nepunos BpeMeHuU.

e [lobaBbTe ACE, 4T0bbI paspelunTb BCE NAKEThI.

o [lpumennte ACL K uncxogswemy HanpaereHuo uHTepgenca,
NOOKITOYEHHOTO K KOMMYTaLUMOHHOMY LUSTHO3Y.

SW1 QTECH(config)# time-range access-internet
QTECH(config-time-range)# periodic daily 12:00 to 13:30
QTECH(config-time-range)# exit
swl(config)# ip access-list standard ip_std_internet_acl
swl(config-std-nacl)# permit 10.1.1.0 0.0.0.255 time-range access-internet
swi(config-std-nacl)# deny 10.1.1.0 0.0.0.255
swl(config-std-nacl)# permit any
swi(config-std-nacl)# exit
swi(config)#int gigabitEthernet 0/2
swi(config-if-GigabitEthernet 0/2)# ip access-group ip_std_internet_acl out
MpoBepka e B npomexytke Bpemenu ¢ 12:00 go 13:30 noceTtute Beb-cant QTECH
Ha [MK oTmena wccnegoBaHui W paspaboTok. Ybegutecb, 4TO
Be6-CalT MOXXHO OTKPbITb B OOLIYHOM pEXMME.

e BHe gmanasoHa BpemeHu ¢ 12:00 go 13:30 nocetute BebG-cant
QTECH Ha K otaena uccnegoBaHun n paspaboTok. Yoeantecs, 4To
Be6-canT He MOXeT ObITb OTKPbIT.

SwW1 swl#show time-range
time-range entry: access-internet (inactive)
periodic Daily 12:00 to 13:30
swl#show access-lists
ip access-list standard ip_std_internet_acl
10 permit 10.1.1.0 0.0.0.255 time-range access-internet (inactive)
20 deny 10.1.1.0 0.0.0.255
30 permit any
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swl#show access-group
ip access-group ip_std_internet_acl out
MpumeHsaeTca Ha uHTepence GigabitEthernet 0/2

1.6.10. HacTtpouka kommeHTapueB gnsa ACL

1.6.10.1. cpheKkT KoHDUrypaumm

Ecnu Bo Bpemsi obenyxumBaHua cet MHorne ACL HacTpoeHbl 6e3 kaknx-nnbo KoMMeHTapues,
BMNOCNEeACTBMMN 3TN CMINCKN CMOXHO pasnunynTb. Bbl MoXkeTe HacTpoutb kommeHTapumn ans ACL,
YTOObI Nyylle NoHATb Npeanonaraemoe ucnosb3osaHne ACL.

1.6.10.2. lLlarn HacTpounku

HacTtpownka ACL

o (ObGsizatenbHo) Hactponte ACL nepen HacTponkon kaHana 6e3onacHOCTW.
[lononHuTenbHblE CBEAEHMA O METOAE HAaCTPOMKMN CM. B NPeablayLMX ONUCaHUSIX.

e Bbl moxeTe HacTpouTb aToT ACL ans ycTpoWcTB AocTyna, arperaumMm v agpa B
3aBMCMMOCTW OT pacnpegeneHus nonb3osaTtenen. KoHpurypaumm aencTeyoT TONbKO
Ha NoKanbHOM YCTPONCTBE N He BMNUAIOT Ha Apyrve yCTPoWCTBa B CETW.

Hactpowka kommeHTapueB ansa ACL

e (OnumoHanbHO) HacTtponte kommeHTapum ana ACL, 4To6bl ynpoCcTuUTb ynpasneHue u
noHMMaHue HacTpoeHHbIxX ACL.

Ho6aeneHne ACE B ACL

o (OnuuoHanbHo) ACL MOXeT coaepaTb HOMb Unu Heckonbko 3anucen ACE. Ecnn ACE
He HacTpOeH, 3TO 9KBMBASNIEHTHO TOMY, 4TO KaHan 6e3onacHOCTM He LenCTBYeT.
Mogpo6GHee o ToM, kak gobaeutb ACE B ACL, CM. B COOTBETCTBYHOLLMX ONUCAHUSX.

Hactpownka kommeHTapueB gna ACE

e (OnuuoHanbHO) YTO6LI 06MerYnTb noHMMaHue HactpoeHHoro ACL, Bbl MoOXeTe
HacTpounTb KomMeHTapuu ansa ACE B gononHeHne K kKommeHTapuam gna ACL.

1.6.10.3. NpoBepka

3anyctute Ha ycTponctBe komaHngy show access-lists, 4Tobbl 0TOOpPa3nMTb KOMMEHTapuu,
HacTpoeHHble ana ACL.

1.6.10.4. CBA3aHHasaA KoMmaHAa

Hactpownka ACL

Mogpo6GHee o ToMm, Kak HacTpouTb ACL, cm. B npeablgywmx onncanusx IP ACL, paclumpeHHoro
ACL MAC, akcnepTtHoro pacwmnpeHHoro ACL nnn ACL IPv6.

Hactpowka kommeHTapusa ana ACL

Wcnonb3ynte nwobon m3 cnefyowmx OBYX METOOOB M1 HACTPOWMKM KOMMEHTapust Ans
ykaszaHHoro ACE B ACL:

KomaHnga [sn] remark comment
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Onucanune comment; ykasblBaeT KOMMeHTapui. 3HavyeHue npencraBnseT cobown
napamMmeTpoB ctpoky ot 1 go 100 cumeonoB. KommeHTapun gnuHHee 100 cumBonos

oypet o6pesaH go 100 cnmeosnos.
sn: ykasbiBaeT ngeHtudpukatop ACE

Pexum komaHg,

Pexxunm koHdurypaunmn ACL

PykoBoacTBo no

3aI'IyCTI/ITe 3Ty KOMaHAay, YTOOLI HacTpouTb KOMMeHTapI/lIZ anda yKa3aHHOVI

ncnonb3oBaHuto | 3anncn ACE B ACL. Ecnn sn He HacTpoeH, KOMMeEHTapui HacTpamBaeTcs
ana nocnegHen ACE.

KomaHga access-list acl-id sn-remark comment

Onuncanue acl-id: ykasbiBaeT ngeHtundpumkarop ACL.

napameTpoB

comment: ykasblBaeT KOMMeEHTapul. 3HadyeHne npeacraBnsaeT cobon
ctpoky ot 1 go 100 cumBosnoB. KommeHTapun anuHHee 100 cumBonos
oypet o6pesaH go 100 cnmBosnos.

sn: ykasbiBaeT ngeHtudpukatop ACE

Pexnm komang

Pexunm koHdurypaumm

PykosoacTteo no
NCNoNb30BaHWIO

3anyctute 3Ty KkoMaHgy, YTobbl HACTPOUTb KOMMEHTapUI ANSA yKa3aHHOW
3anucu ACE B ACL. Ecnn sn He HacTpoeH, KOMMEHTapuii HacTpamBaeTcs
ansa nocnegHen ACE.

Jo6aBnenne ACE B ACL

MoapobHee o Tom, kak AobaeBnaTb 3anmcn ACE B ACL, cM. B npeabiaywux onucaHusax IP ACL,
pacwupeHHoro ACL MAC, akcnepTHoro pacwupeHHoro ACL vnun ACL IPv6.

Hactpownka kommeHTapueB gna ACE
Mcnonb3ynTe niobon ns cnegyrowmx oByx MeTogos, YTobbl HacTpouTb kKommeHTapu anga ACE:

Komanpa remark comment
Onuncanwne comment; ykasblBaeT KOMMEHTapuih. 3HaveHue npencraBnsieT cobomn
napameTpoB ctpoky ot 1 go 100 cumeonoB. KommeHTapun anuHHee 100 cumBosnos

6ynet o6pesaH oo 100 cumBonos.

Pexum komaHg | Pexum koHdurypaumm ACL

PykosoacTteo no
NCMonNb30BaHWIO

3anyctute aTy KoMaHay, YToObl HACTPOUTL KOMMEHTapW ANs yKa3aHHOro
ACE.
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KomaHpa access-list acl-id remark comment
Onuncanwne acl-id: ykasbiBaeT ngeHtndpukatop ACL.
napameTpoB

comment: ykasblBaeT KOMMeEHTapul. 3HadyeHne npeacraBnaeT cobon
ctpoky ot 1 go 100 cumeonoB. KommeHTapun anuHHee 100 cumBosnos
Ooypet o6pesaH go 100 cnmeosnos.

Pexum komaHg | Pexnm rmobanbHon koHurypaumm

PykoBogcTBo no | 3anyctute 3Ty KOMaHAy, YTOObl HACTPOUTbL KOMMEHTaPUN ON1s1 YKa3aHHOMo
ncnonb3osaHuo | ACE.

1.7. MOHUTOPUHI

1.7.1. OuucTtka

Onucanune KomaHpa

OunwaeT cHeTUYNKM clear counters access-list [ acl-id | acl-name ]
conocTtaBneHus naketos ACL.

Ounwaetr cyeTumkm nakeTos, | clear access-list counters [acl-id |acl-name ]
COOTBETCTBYHOLMNX
3anpewatowinm ACE.

1.7.2. OToOpaxeHue

OnucaHne KomaHpa

OtobpaxaeT ocHoBHble ACL. show access-lists [ acl-id | acl-
ame | [summary]

OT1obGpaxaet 3anucu ACE nepeHanpaenenund, | show redirect [ interface
npuBsi3aHHbIE K YyKasaHHOMYy uWHTepdency. Ecnu | interface-name ]

nHTEepdenc He yKa3saH, oTobpaxatoTcs ACE
nepeHanpasneHus, npuBsi3aHHble KO BCEM
nHTEepdencam.

OtobpaxaeT KoHdurypauun ACL, npumeHeHHble K | show access-group [interface
NHTEpdeNncy. interface-name ]

Otob6paxaeT koHdurypaummn IP ACL, npumeHeHHble K | show ip access-group [interface
NHTEpdeNncy. interface-name ]
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Onucanune KomaHpa

OtobpaxaeT pacwmpeHHble koHdurypaumm ACL MAC, | show mac access-group
nNpUMeHeHHbIE K HTepdency. [interface interface-name |

OTobpaxaeT aKCnepTHblE paclUMpeEHHble KoHpUrypauumn | show  expert  access-group
ACL, NpyMeHeHHbIe K MHTEpdency. [interface interface-name |

Otob6paxaeT koHGurypauum ACL IPv6, npumeHeHHble Kk | show ipv6 traffic-filter [interface
UHTepdency. interface-name |

OtobpaxaeT wuHdopmaumio TCAM wnmu ykasaHHyt | show acl res [ dev dev-num [ slot
nHdopmaumo TCAM. slot-num]j

1.7.3. OTnaaka

CuctemHble pecypcCbl 3aHATbI MNMpU BbIBOOE oTnago4vHom I/IH(*)OpM8L|,I/II/I. |_|03TOMy OTKN4unTe
OTNagKy cpasy nocrne ncnosfib3oBaHuA.

Onucanune KomaHpa
Otnagka paboTatoLiero npouecca ACL. debug acl acld event
OTtnapgka knneHtoB ACL. debug acl acld client-show

Otnagka cnnckoB ACL, co3gaHHble Bcemn | debug acl acld acl-show
knueHtammn ACL.
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2. HACTPOUKA QOS
2.1. O630p

KauyectBo obcnyxmBaHusa (QoS) no3sonseT obecnedntb XopoLune BO3MOXHOCTN 06CyXnMBaHUA
ANS yKasaHHOW CeTU C UCNOMb30BaHMEM Pa3NNYHbIX TEXHONOMMA MHAPPACTPYKTYPbI.

Korga nponyckHas cnocobHOCTb CeTM A0CTaToYHa, BCE NOTOKM AaHHbIX MOryT ObiTb NPaBUIbHO
obpaboTaHbl; Korga NpoMCcXoauT nNeperpyska ceTun, BCe NOTOKN AAHHbBIX MOMYT ObiTb OTOPOLLEHbI.
UTto6bl yaoBneTBopuTb TpeboBaHMst NoNb3oBaTenemn K pasnmyHbiM NPUNOXKEHUSIM 1 Pa3NINYHbIM
YPOBHAM KadecTBa OOCNyXuBaHWs, CeTb [OMKHA WMEeTb BO3MOXHOCTb pacnpeaensitb u
NNaHupoBaTb Pecypcbl Ha OCHoBe TpeboBaHWIi nonb3oBaTtenen n obecneunBaTb pasnuyHble
YPOBHM KayecTBa 0OCny>XMBaHUA AA Pa3fNYHbIX NOTOKOB AaHHbIX. B YacTHOCTKM, ceTb MOXeT
o6pabaTbiBaTb BaXHble MaKeTbl OAHHbIX B pPeXUMe peanbHOro BpemeHn ¢ 6onee BbICOKUM
npuopuTeToM 1 obpabatbiBaTe NakeTbl HE B pearlbHOM BpeMeHM 1 obLime nakeTbl AaHHbIX C
6onee HU3KUM NPUOPUTETOM M axe OTOpachiBaTb NAKETbl A4aHHbLIX NPY Neperpyske ceTu.

Mcnonb3yembiini TpaauUMOHHBIMK CETAMMU «MyYlInn» MexaHu3m nepeagpecaunm 6onblie He
MOXeT yOoBNeTBopATb TpeboBaHmsM, 1 Torga Bos3HukaeT QoS. YcTponcTea ¢ nogaepxkon QoS
obecne4nBaloT kadyecTBo nepegaym QoS. MNMpropuTeT nepeaaym MoxeT 6bITb Ha3HAYeH NOTOKaM
AaHHbIX Tuna, 4YTobbl MAEHTMMUUMPOBATb BaXXHOCTb MOTOKOB [aHHbIX. 3aTteM ycTponcTBa
NPeAOCTaBMNAT NOMUTUKN NEPECHINTKN AN1A Pa3NUYHbIX NPUOPUTETOB, YMEHbLLUEHWS NEPErpy3Kn
N Opyrme MexaHusmbl AN NpeaoCcTaBNeHns cneumanbHbIX YCnyr nepegaym Ans 3TUX NoTOKOB
AaHHbIX. CeTeBoe OkpyxeHue, HacTpoeHHoe ¢ QoS, MoxeT obecneunTb npeackasyemocTb
NPOM3BOANTENBHOCTU CEeTU, 3PEKTUBHOE pacnpedeneHne nponyckHoOM cnocobHOCTM ceTn m
pa3yMHOE UCMONb30BaHNE CETEBbLIX PECYPCOB.

2.2. NMpunoxeHusn

MpunoxeHune OnucaHwue

OrpaHun4eHune cKkopocTu OcHOBbIBasiCb Ha pasnuyHbIX TPeboBaHUAX K OBCNYXMBaHUIO
nHTEepdeinca + KamnycHon ceTn, obecneybTe ynpaBneHue CKOPOCTbI MU
nepemMapkMpoBKa npuopuTeTHyto 06paboTky wucxopsawero Tpaduka yvebHoro
npuopureTa Kopnyca, nabopatopuin n obLLEXUTUS.

M3mveHeHne npuoputeta +  Obecneuntb NpUopuTETHYO 06paboTKy 1 KOHTPOSb NPOMYCKHOM
NJaHMpoBaHWe ovepeamn CnocobHOCTM AN Tpadhmka BHYTPEHHErO OOCTYMNa K cepBepam
npeanpuaTus.

2.2.1. OrpaHu4eHne CKOpoCTHU UHTepdpeica + nepeMapKMpoBKa npuopureTa

2.2.1.1. CueHapuu

UTo6bl COOTBETCTBOBATHL CYXEOHBIM TPEOGOBaHNAM HOPMaribHOro 06y4eHus, WKona BbiaBUraeT
cnegyowme TpeboBaHus:

e  OrpaHnumBante Tpaduk goctyna B MHtepHeT o 100 MB n otbpacbkiBanTe nakeTbl
CBEpX numuTa.

e  OrpaHnumBante umcxogawmn Tpaduk 3gaHms obwexutna o 50M un otbpacoiBanTte
nakeTbl CBEPX NNMMUTA.
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OrpaHnumBanTe CcCKOpoCTb nakeToB € npuoputetom DSCP 7, oTnpaBneHHbIX W13
nabopatopuin meHee 20M, n namenute npuoputeTol DSCP anga aTux nakeToB, CKOPOCTb
KoTopbIx nNpeBbiwaeT 20M, Ha 16.

OrpaHunumnBanTe ncxogswmm Tpaduk yaedbHoro kopnyca go 30M otbpacbiBanTe NakeThbl
CBEepX nmuTa.

Teaching Building

192.168.194.0/24

_Laboratory Building

® 192.168.195,0/24

Switch A

Dormitory Building

192.168.196.0/24

PucyHok 12.

LWkona nogkntodaet GigabitEthernet 0/24 kommyTtaTopa A Kk WHTepHeTy B uplink-kaHane wu
nogkntoyaeT GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3 kommyTaTopa A K
yyebHoMmy kopnycy, nabopatopum (192.168.195.0) n kopnycy obwexmtna (192.168.196.0) B
downlink-kaHane cOOTBETCTBEHHO.

2.2.1.2. PasBepTbiBaHue

HacTtponte orpaHnyeHne ckopocTn wuHTepdenca QoS ana wuHTepdenca GO0/24
KommyTaTtopa A ans nogknoveHnsa Kk HTepHeTy. HacTponTe orpaHMyYeHMe CKOpOCTU
Qo0S ns nakeToB, OTNPaBMsSEMbIX U3 OOLLEXNTMA HA KOMMyTaTope A.

YCcTaHoOBUTE OrpaHM4yeHne CKOpPOCTM [Ansa naketoB ¢ npuoputetom DSCP 7,
oTnpasnsemMbix U3 nabopatopun, Ha 20M 1 nepemapknpynte npuoputetr DSCP gng
nakeToB, BbIXOAALLNX 3a Npeaernbl OrpaHUYeHnsa CKopocTu, Ha 16.

HacTtpoiite orpaHuyeHve ckopoct QOS ans naketos, OTNpaBnsieMblix U3 y4yebHoro
koprnyca Ha kommyTaTope A.

2.2.2. \3meHeHue npuopuTteTa + nriaHupoBaHue oyepeau

2.2.2.1. CueHapuun

HacTponTte nepemapkupoBKy MPUOPUTETOB U MNNaHUpoBaHWe oyepenen B COOTBETCTBUM CO
cnegyrowmmmn TpeboBaHnaMU:

Korga otaen uccnegoBaHuin u pa3paboTok 1 oTAen MapKeTuMHra nony4varoT AoCTyn K
cepBepam, NpMopuUTETbI NAKETOB CepBepa criegyoume:
NoYTOBLIN cepBep> hanroBLIN cepBep> cepBep 3anpocoB O 3apnnare.

HesaBucumo oT TOro, korga OTAen KagpoB nonyyYaeT goctyn Kk WHTepHeTy wnum
cepBepam, koOMMyTaTop Ob6pabaTbiBaeT COOTBETCTBYHLUME MNAKETbl C HAMBbLICLUMM
NPUOPUTETOM.

Mockonbky npu paboTe KOMMyTatopa 4acTo BO3HMKAET Meperpyska ceTwn, Ans

obecneyveHnss ©BecnepebonHon paboTbl ©OmsHeca HeobXoAMMO MCMOMb30BaTb
nnaHvposaHue odvepean WRR aOnga nnaHupoBaHusa |P-nakeTtoB And  OTAEenoBs
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nccnegoBaHUM M pa3paboToK, U MapKeTUHra Ans 4ocTyna K nodToBon 6ase gaHHbIX,
dannoBoi 6a3e AaHHbIX 1 6a3e AaHHbIX 3anpocoB O 3apaboTHOM nnaTe Ha OCHOoBe
COOTHOLUEHUsa 6:2:1.

Salary Query Server

—g 192.168.10.1

Mail Server

R&D Department

'S

192.168.10.2

®

HR Management Switch A
Department File Server
f\I 192.168.10.3
N3

PucyHok 13.

OTgenbl uccnegoBaHni M pas3paboTok, MapKeTUHra M yrnpaBneHust NepcoHaniom nony4varT
aoctyn Kk wuHTepcpencam GigabitEthernet 0/1, GigabitEthernet 0/2 u GigabitEthernet 0/3
kommyTatopa A cooTBeTcTBeHHO. CepBep 3anpocoB O 3apnnarte, MNo4vToBbI cepBep W
dannoBkIn cepeep nogkrtodeHsbl kK GigabitEthernet 0/23 kommyTaTtopa A.

2.2.2.2. PasBepTbiBaHue

e Hacrtpoiite 3HauyeHnss CoS NOTOKOB AaHHbIX AN AOCTYNa K pasHbiM cepBepam, YTobbl
rapaHTUpoBaTb, YTO KOMMYyTatop obpabaTtbiBaeT nakeTbl ANsi pasHbiX CEPBEPOB C
pasHbIMW NPUOPUTETAMMW.

e YcTaHoBUTEe 3HadeHne COS umHTepenca no yMONYaHUK Ha KOHKPETHOE 3HauveHue,
yTobbl rapaHTMpoBaTb, 4YTO KOMMyTaTop oObpabaTbiBaeT nakeTbl, OTNPaBrieHHble
0TAENoM ynpaBneHnst NepcoHanom, ¢ HanmBbICLUMM NPUOPUTETOM.

e Hactponte nnaHupoanune ovyepean WRR, 4Tobbl rapaHTMpOBaTh, YTO NAKETbI AHHbIX
nepenatTcs B onpeaeneHHoM COOTHOLLEHUN KONuyecTBa.

2.3. OcobeHHOCTH

2.3.1. OcHOBHasa KoHuenuus

2.3.1.1. DiffServ

Pexxum guddpepeHumnpoBaHHbix yenyr (DiffServ) — ato cuctema IETF, Ha ocHoBe koTopor QoS
peanusyetca B npogyktax QTECH. Cwuctema DiffServ knaccudmumpyetr Bce nakeThl,
nepegaBaemble B CeTW, NO pas3HbiM Tunam. MHdopmaumsa o knaccudukaumm BKMAOYEHa B
3arofloBKM NakeToB YpoBHew 2/3, Bkntoyasa npuoputetsbl 802.1P, IP n IP DSCP.

B ceTtn, coBmectumonm c DiffServ, Bce ycTponcTea NPUMEHSAIOT OAHY U Ty Xe NOMUTUKY CRyXObl
nepejaynm K naketam, coAepXaliMMm OOUHAKOBYHO WHopMauuio o Kraccuduvkaumm, wn
NPUMEHSAIOT pasHble NONUTUKM CcnyXbbl nepegayn K naketam, COAepXalum pasfuyHyro
nHcopmMaumio o knaccudmkaumn. MHdopmaumusa o knaccudukalmm naketos NMbo Ha3HavaeTca
XOCTaMu Unv ApyrumMmn yCTponcTesamu B cetun, Nnbo HazHavyaeTcsl Ha OCHOBE PasfNYHbIX MONUTUK
MNPUMNOXEHUN UNU PasnUYHOrO COoAEepXMMOro naketos. Ha ocHoBaHuM knaccudumkaumoHHON
WH(opMaLmMK, coaepXallenca B MNakeTax, YCTPOMCTBO MOXeT MpedocTaBnATb pasHble
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npuopuTeThl Nepeaayn Anst pa3HbliX NOTOKOB NakeToB, pe3epBUPOBaTh NOMocy NponyckaHus ons
onpefeneHHbIX NOTOKOB MakeToB, OTOpacbiBaTb OMpeAerieHHble MakeTbl ¢ Gornee HU3KUM
NPUOPUTETOM UNN BbINOMHSATL HEKOTOPLIE ApYrine OeiCTBUS.

2.3.1.2. Npuoputet 802.1P (PRI)

Mpuoputetr 802.1P pacnonoXeH B 3arofioBKe naketa ypoBHs 2 ¢ 3aronoekom 802.1Q u
MCNONb3yeTcs B CUEHapusix, rae 3arofioBKM YPOBHsi 3 He HyXXHO aHanuavpoBaTb, a QoS
Heobxoanmo peanunsoBaTb Ha ypoBHE 2.

802.1Q
Destination | Source header |l ength/ Data FCS(CRC-
Address Address Type 32)
TPID| TCI
6 bytes 6 bytes 4 bytes 2 bytes 46~1500 bytes 4 bytes

PucyHok 14. CTpykTypa naketa ypoBHS 2

Kak nokasaHo Ha pucyHke Bbiwe, 4-6antoBbin 3aronoBok 802.1Q copepxuT 2-6anMTOBLIN
naeHtTndgukatop npotokona tera (TPID), 3HayeHne koToporo paBHo 0x8100, n 2-6anToByto
ynpasnsowyto nHpopmaumto tera (TCI). MNMepebie Tpu 6uta TCI ykasbisatoT npuoputeT 802.1P.

2.3.1.3. MNpuopwurtert IP (IP PRE) n npuoputet DSCP

Mpuoputetbl IP-naketoB onpegensotca npuoputetamm [P PRE n DSCP. [lNone Ttuna
obcnyxuBaHusa (ToS) 3aronoBka IPv4 coctouT u3 8 6utoB; rae nepsble Tpn GuTa ykasbiBaloT
npunoputeT IP (IP PRE) B agnanasoHe ot 0 go 7. RFC 2474 nepeonpenensiet none ToS 3aronoeka
IPv4, koTopoe Ha3sbiBaeTcst nonem guddepeHumpoBaHHbix yenyr (DS). MpuoputeT ToukM Koga
anddepeHumnpoBaHHbix yenyr (DSCP) onpegensetca nepebiMun 6 Gutamm (6utsl oT 0 8o 5) nons
DS v nepsbiMn 6 Butamu nons knacca Tpaduka B 3aronioeke IPve6.

Bit: 0 1 2 3 456 7 Bit: 0 1 2 3 45 6 7
IPv4 ToS | Prece | Typeof |M IPv4 ToS byte
byte dence | service |B IPv6 Traffic DSCP CU
Z Class byte
- — Y “—Y—’ l ' S—
RFC1122
RFC1349 Igfléjst RFC2474 Currently
{ J unused
Y Zero

RFC791 (ToS)

PucyHok 15. PacnonoxeHue npuoputetos IP PRE n DSCP B naketax IPv4/IPv6

2.3.1.4. CoS

Knacc o6cnyxumsanus (CoS). Npoayktel QTECH npeobpasyoT NpruopuTeThl NakeToB B 3HAYEHUS
CoS, u4TtoObl WMAEHTMUUMPOBATL JOKamnbHble MNPUOPUTETbI MAKeTOB W OnpeaensTb
naeHTnuKaTop BXOQHOM ovepean, korga nakeTbl OTNPABASOTCA C BbIXOAHOrO MHTEpdenca.
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2.3.2. 0630p
Oco6eHHOCTb = OnucaHue
Knaccudmkaums Knaccudukaumsa noTOKOB MCMNOSMb3yeT onpegeneHHble npasuna ans
NOTOKOB naeHTUUKaLmM NakeToB C OAMHAKOBLIMU XapakTePUCTUKAMMU N ABMNSETCS
NPeAnOCHISTKON 1 OCHOBOW AN pa3nnyeHns ceTeBbIX CryX0.
[MpuoputeTHas MomevyaeT npuopuTeTbl MNaAKeTOB  YKa3aHHbIMW  3HAYEHUSMU U
MapK1MpoBKa M | CONOCTaBMSET 3HA4YEHNsI C COOTBETCTBYHOLMMUY 3HaYeHusamu CoS.
conocTaBnexHune
KoHTponb KoHTponupyeT cneundukauuio Tpaduka, nocTynawwero B CeTb,
Tpadmka orpaHu4ymBaeT Tpadumk B pasdyMHbIX npegenax n otbpacobiBaeT Tpaduk 3a

npeagenamm nMMmnTa nnmn USMeHAEeT NPpuopnUTeT Tpacblea.

YnpaBneHuve
neperpyskamu

OnpepensieT nocrneaoBaTenbHOCTL NAaKeTOB AaHHbIX, OTMPaBMsAeMbIX C
NHTepderica, Ha OCHOBE MPUOPUTETOB MaKeTOB AaHHbIX U yb6exaaeTcs,
YyTO KIOYeBble YCryrM MoryT ObiTb 0BpaboTaHbl BOBpeMsi, Koraa
BO3HMKaeT neperpyska.

[MpenoTtBpalleHne | OTcnexuBaeT WCNonb3oBaHNE oyepean BbIXOOHOIO MHTepcbeﬁca n
neperpysku CHMXaeT Harpys3ky Ha CeTb, akKTUBHO OT6paCbIBaFI nakeTbl U perynnpys

ceTeBou Tpaduk Npun neperpyske ceTu.

2.3.3. Knaccudmkaumsa noTtokos

Knaccudmkaums noTOKoB MCNONb3yeT onpefeneHHble npaBuna Ans naeHTMdukaumm naketTos ¢
OOVHAKOBbLIMW XapaKTepPUCTMKaMM U SABNSAETCA MPeanocbiikoM M OCHOBOW AONSA pasnuyeHust
ceTeBbIX cnyx06. MNMpaBuna knaccudukauum NOTOKOB UCMONb3YTCA AN TOro, YTOObI pa3nuyaTtb
pasHble NakeTbl B CETU 1 3afaBaTb pa3Hble NnapameTpbl QOS AnA NakeToB Ha pa3HbIX YPOBHAX
obcnyxunsaHums.

2.3.3.1. MpuHUMN paboTbl

MpaBunamun knaccudukaumMm MOTOKOB MOryT ObiTb conocTaBneHue npuoputetoB PRE unu
DSCP IP-nakeToB Unu knaccudukaumna nakeToB nyTeM naeHTugrkaumm cogepXumMoro naketa ¢
nomowpbto ACL. Bbl MoXeTe onpefenntb MNpUBA3KY MeXOy HECKONbKMMM MNOTOKaMu W
nosedeHnemM MOTOKOB, UCMOMb3ys KOMaHAbl Afs (hOpMUMPOBaHUA MOMUTUK, KOTOPbIE MOXHO
NPUMEHNATb K MHTepdencam ans knaccudunkaumnm n o6paboTkn NOTOKOB.

MonuTtnka KayecTBa o6CNyXMBaHUA

Monutnka QOS COCTOUT N3 TPEeX INIEMEHTOB: KIacc, noBegeHmne noToka n NnoJInTuka.

e Knacc
Knacc vaeHTuuumpyeT nNoToku U COAEPXUT MMSA Kracca M npasuna knacca. Bol moxete
onpeaenuTb NpaBura Kracca, Ucrnonb3ysa KoMaHabl 418 Knaccugukaumm nakeTos.

e [loBegeHne notoka
lNoBeneHne noTtoka onpeaenseT gencrtems Qo0S, npegnpuvHMMaemMble Af9 NAKeToB, BKoYas
MapKMPOBKY NPUOPUTETOB N KOHTPOJ1b Tpaq)vu(a and nakeTos.

e [Monutuka
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MnuTrka cBA3bIBAeT KOHKPETHbLIA KMacC M KOHKPEeTHOe MnoBedeHWe MnoToka U BKMYaeT Ums
NONUTUKN, UMEHa CBA3aHHbIX KNaccoB M NnoBedeHne noTtoka. Bbl MoxeTe cBA3aTb yKa3aHHbIN
Knacc un nosegeHue noTtoka ¢ NOMOLLbIO NONUTUKA QOS 1 MPUMEHUTb MNOSNIUTUKY K OOHOMY UMK
HEeCKONbKNM MHTEpdencam.

pynna nornyeckux nHrepdencos QoS

Bbl MOXeTe ykasaTb psgd UHTepdencoB B KayecTBe rpynmnbl fornyeckux uHtepdencos QoS
(Bknoyasa kak AP, Tak u nHrepdericbl Ethernet) n cesisatb NONUTUKA C FPYNMNON FIOTMYECKUX
nHTepdencoes ana obpabotkm Qo0S. Boabmem, K npumepy, OrpaHuM4YeHMe CKOpPOCTU Ans
NMOTOKOBOro nosefeHus. [na naketoB, OTBeYaloLMX YCMOBUSM OrpaHUYeHus1 CKOpOCTU, Bce
WHTEepencbl B OOHOWM rpynne form4yeckux WMHTepencoB COBMECTHO MCMOMb3YIOT Morocy
NPONyCKaHUA, yKasdaHHy0 B MOSIUTUKE.

2.3.3.2. CBsAi3aHHas KOHcurypauums

Co3pnaHume Knacca
Mo yMOon4aHuio Knacc He onpeaerneH.

Bbl MoxeTe 3anyctutb komMaHgy class-map, 4Tobbl co3gaTb KnacC U BOWMTU B PEXMM
KOHdpurypaumm knacca.

CooTtBetctBMe ACL
Mo ymonuaHuio Npaeuna ans Knacca He onpeaeneHsi.

B pexunme koHdUrypaumm Knacca Bbl MOXeTe 3anycTuTb koMaHay match acess-group, 4ToGbl
onpegenuTb MpaBurio kracca kak coorteetcTBytowee ACL. CHavana HeobGxogmmo cosdaTb
npasuna ACL.

Co3paHue NonUTUKU
Mo ymonyaHuio nonnTuka He onpeaereHa.

Bbl MoxeTe 3anycTuTb komaHay policy-map, 4tobbl co3gatb MOMUTUKY U BOUTU B PEXUM
HaCTPOWKM MOSNUTUKMA.

CBsA3bIiBaHUe Knacca
Mo ymonanmo NOoNnNTNUKa He cBA3aHa HN C OHMM KInaCCOM.

B pexunme KOHUrypauuu nonmtuKM Bbl MOXeTe 3anyCcTUTb KOMaHay class, 4Tobbl CcBA3aTb
Knacc 1 BOUTU B PEXMM KOHQIMIypaLmm Knacca nosinTukin.

anIBﬂ3Ka noBegeHuUsA NOTOKa
Mo YMON4aHUIO Kiacc He NpmMBA3aH HMU K KAKOMY noBeneHUNI0 NOTOKa.

B pexume KoHdurypauum knacca MOSIMTUKM Bbl MOXETe 3anyCTUTb KOomaHgy set, 4ToObl
nameHnTb 3HadveHus CoS, DSCP nnu VID yka3aHHoro notoka; rae 3HadeHme CoS HaxoguTcd B
ananasoHe ot 0 go 7, 3HayeHne DSCP — B amanasoHe oT 0 go 63, a 3Ha4yeHue VID — B
AvanasoHe oT 1 go 4094. Bbl moxeTe 3anyctutb KomaHgy police, 4Tobbl orpaHu4uTb
MPOMNYCKHY0 CNOCOBHOCTL 1 06pabaTbiBaTb NOTOKM 3a NpegenamMmm orpaHnYeHns Ans ykasaHHbIX
NOTOKOB. [lManasoHbl OrpaHnYeHunin NPOMYCKHOM CNOCOBHOCTU ONpeaenstoTCa NPOAYKTaMu.

HacTtpoiika rpynnbl normyecknx uHTepcencos

pynna normyecknx uHTEpdENCOB He onpegeneHa, M N0 YMOMYaHUK MHTEpdENC He
pobaBnseTca HY B OOHY rpynny NOrmyecknx MHTEpdENCoB.

B pexvme rnobanbHOW KOH(Urypaumm Bbl MOXeTe 3anyCcTuTb KOMaHay virtual-group ans
co3aHusa rpynnbl norndeckux uHtepdencos. B pexnme KoHdurypauum uHTepdgenca Bbl
MOXeTe 3anyCTuTb KoMmaHay virtual-group, 4tobbl 406aBUTL UHTEPMENC B rpynny Nornyeckmx
nHTepdencos. Ecnn ata rpynna normyecknx MHTepdencoB He cos3faHa, Bbl MOXeTe COo3aaTb
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rpynny nornyeckmx nHtepdencos n obdaesutb nHTepdenc B rpynny. Bol moxeTe co3gath 128
rpynn siormyeckux MHTepdencos B gManasoHe oT 1 oo 128.

MpumeHeHne NONUTUKUN K MHTepcency
Hwukakasa nonutnka He NPUMEHSAETCS K MHTepdency no yMOon4aHuo.

B pexume koHurypaumm nitepderica Bbl MOXeTe 3anycTuTb KOMaHay service-policy, 4Tobbl
NPMMEHUTb MONMUTUKY B HanpaBneHusix BBoAda/BbiBOAa mHTepdperica. B pexume rnobanbHomn
KOHMrypauum Bbl MOXETE 3anyCTUTb KOMaHgy service-policy, 4Tobbl MPUMEHUTb NOSNIUTUKY B
HanpasfeHnsax BBOAA/BLIBOAA BCEX MHTEPKENCOB.

2.3.4. NprnoputeTHas MapKMpoOBKa U conocTaBrneHune

MproputeTbl MCNOMb3YITCA ANS MApPKUPOBKU 3anfiaHUPOBAHHbIX «BECOBY» MNAKETOB WK
NPUOPUTETOB MNaKkeTOB NpW nepecbike. PasHble Tunbl NakeToB MMEKT pasHble Tunbl
npuoputetoB, BkNtovass npuoputetol 802.1P(PRI), IP PRE u DSCP. MapkupoBka w
COMocCTaBneHNe NPUOPUTETOB OTHOCATCS K MapKMpOBKE NPUOPUTETOB MNAKETOB YKa3aHHbIMU
3HAYEHMAMUN 1 COMOCTABIIEHMIO STUX 3HAYEHUI C COOTBETCTBYOLMMU 3HA4YeHUsimm CoS.

2.3.4.1. MprHUMN paboTbI

lNocne TOro, Kak NOTOKWM AaHHbIX MAKETOB BXOOAT B MHTEPdENC YCTpOMUCTBa, YCTPOWCTBO
Ha3Ha4yaeT NpMopUTEThI MaKkeTam Ha OCHOBE pexnumMa JOBEpUsl, HACTPOEHHOro Ang nHTepdenca.
Hwxe onncaHbl HECKONBLKO peXxuMoB Aosepus (trust mode):

e Korpa pexum nosepusi MHTEpAENCa untrust, YTo 03Ha4YaeT HegoBepUE K MHGOpPMaLnK
0 npuopuTeTe, NnepegaBaeMoi B nakeTax:

M3ameHuTe 3HauyeHne COS B COOTBETCTBUM CO 3HadeHnem CoS no ymonudaHuto (0, koTopoe
HacTpamBaeTcs), Tabnuuen conoctaeneHms CoS-DSCP wu Tabnuuen conocTaBneHus
DSCP-CoS nHTepdenca n nomectute nakeTbl B o4epeamn Ha OCHOBE OKOHYaTENbHOro 3Ha4YeHNs
CoS. [Ons BbixogHbix naketoB ¢ Terom 802.1Q npuopuTeT naketa OyaoeT W3MEHEH Ha
CoOTBeTCTBYIOLEee 3HayeHne CoS.

e Korga pexum gosepua nHtepdgeinica trust CoS:

Ona naketoB ¢ Terom 802.1Q nameHuTe 3HadeHne COS B COOTBETCTBMM CO 3HaveHuem PRI,
Tabnuuen conoctasneHna CoS-DSCP u tabnuuen conoctasneHuss DSCP-CoS v nomecTtute
nakeTbl B 0Mepeam Ha OCHOBE OKOHYaTerlbHOro 3HadyeHmna CoS. [1ng BbIXO4HbIX NAKETOB C TEroMm
802.1Q npuopuTeT naketa OyaeT M3MEeHEH Ha CooTBeTCTBYoLLee 3HavyeHne CoS.

[nsa naketos 6e3 Tera 802.1Q nameHnte 3HadyeHne CoS B COOTBETCTBUM CO 3HaveHnem CoS no
ymonyanuio (0, kKoTopoe HacTpauBaeTcs), Tabnuuen conoctasneHna CoS-DSCP n tabnuuen
conoctasneHns DSCP-CoS nHTepdenca n noMecTute nakeTbl B 0Mepem Ha OCHOBE KOHEYHOro
3HayeHusa CoS. [inga BbIXoAHbIX nakeToB ¢ Terom 802.1Q npuoputeT naketa byaet nsmeHeH Ha
COOTBETCTBYlOLLEee 3Ha4YeHne CoS.

o Korga pexum gosepua nHtepdgerica trust DSCP:
[ns nakeToB, OTNMYHLIX OT IP, 06paboTka Takas xe, Kak n ans trust CosS.

Onsa IP-naketoB nameHute 3HaveHne CoS B COOTBETCTBMU CO 3HavyeHuem DSCP nakeTtoB u
Tabnuuen conoctaBneHna DSCP-CoS u nomMecTute MakeTbl B O4YepeaM Ha OCHOBe
OKOH4YaTernbHoro 3HavyeHus CosS.

o Korga pexum gosepus uHTepdgeica trust IP PRE:
[lns nakeToB, OTNMYHbLIX OT IPv4, obpaboTka Takas e, kak u ans trust CoS.

Ana naketoB IPv4 nonyunte n uamenute npuoputetr DSCP nakeTtoB B COOTBETCTBMM CO
3HaveHuem IP PRE naketoB u Tabnuuen conocraenenusa IP-PRE-DSCP, nonyuuTe 3HayeHue
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CoS B cooTBeTCcTBMU ¢ Tabnuuen conoctasneHna DSCP-CoS, a 3aTem nomecTtute nakeTtbl B
o4yepeamn Ha OCHOBE KOHeYHoro 3HavyeHusa CosS.

L] Korpa pexumMm gosepua n npuMmeHaemas nosinTnka VIHTepd)eVIca paGOTaI'OT BMECTE!

Koroa pexum OoBepust U nNpuMeHsieMasl nonutuka uHtepdpenica pabotaloT BMecTe, pPexum
AoBepus nmeeT 6onee HN3KMIA NPUOPUTET, YEM NONUTUKA, 1 npuoputeT COS MOXHO NOMy4nThL B
cooTBeTCTBUM ¢ Tabnuuen conoctasneHmnsa DSCP-CoS.

Ecnu Kk nHTepdency npumeHseTca NoNnTMKa, HO B MOMUTUKE HET KOHUIypauum Anst U3BMeHeHUs
3HayeHun DSCP u CoS, obpabotka OydeT BbIMNOMHATBCS Ha OCHOBE pexuma OOoBepus
NUHTepdenca.

2.3.4.2. CBAi3aHHasa KOHcurypaums

HacTtpouka pexuma noBepus nHrepcenca
Pexxum gosepua nHtepcperica no ymonyaHmio — HegoBepue.
B pexxrme HacTponkm nHtepdenca 3anyctute Komangy mls qos trust, 4toObl UISBMEHUTL PEXUM
aosepus. Pexxnumom goBepust MOXeT ObITb trust CoS, trust DSCP mnu trust IP PRE.
Hactpoika 3HayeHusa CoS no ymonyaHuio Ansa nHtepdenca
3HayeHune CoS no ymonyaHuto ans nHtepdgenca pasHo 0.

B pexume koHGurypaumm mnHtepdpernca sanyctute komaHgy mls qos cos, 4Tobbl M3MEHUTL
3Ha4veHune CoS no ymonyaHuo ansa nHrepderica, KoTopoe HaxoauTes B AnanasoHe ot 0 go 7.

MapkupoBKa npuopuTteTa NnoToKoOB
Mo yMonyaHuio NpropuTeThl MOTOKOB HE NepeMapKUpYHOTCS.

B pexxmme koHdurypaumm knacca nonmuTrKM 3anyctute KomaHay set, 4yTobbl U3BMEHUTb 3Ha4YeHUs
CoS, DSCP u VID notokoB. 3HadyeHne CoS Haxogutcs B gmana3oHe oT 0 go 7, 3Ha4vyeHue
DSCP — B gnanasoHe ot 0 go 63, a 3Ha4eHune VID — B gmnanasoHe o1 1 go 4094.

Hactpowka conoctaBneHuss CoS-DSCP

Mo ymonyaHuio 3HaveHus CoS 0, 1, 2, 3, 4, 5, 6 n 7 otobpaxatotca Ha 3HadeHua DSCP 0, 8, 16,
24, 32, 40, 48 n 56 cooTBETCTBEHHO.

3anyctute KomaHay mls qos map cos-dscp, 4Tobbl HacTpouTb conoctasneHne COS-DSCP.
3HavyeHne DSCP Haxogutca B AnanasoHe oT 0 o 63.

Hactpownka kaptbl DSCP-CoS

Mo ymonyanmio DSCP 0-7 conoctaBnstoTesa ¢ CoS 0, DSCP 8-15 conoctasnstoTtca ¢ CoS 1,
DSCP 16-23 conocTtaBnsatorca ¢ CoS2, DSCP 24-31 conoctaesnsatotcs ¢ CoS 3, DSCP 32-39
conoctaBnsaTca ¢ CoS 4, DSCP 40 po 47 conoctaBneHbl ¢ CoS 5, DSCP 48 po 55
conoctaBneHbl ¢ CoS 6, a DSCP 56 go 63 conoctaBneHsbl ¢ CoS 7.

3anyctute komangy mls qos map dscp-cos, 4tobbl HacTpouTb conoctasneHne DSCP-CoS.
3HavyeHne CoS HaxoauTcsa B ananasoHe ot 0 go 7, a 3HadeHne DSCP — B ananasoHe ot 0 go
63.

2.3.5. KoHTponb Tpadumka

KoHTponupyinte cneuudukauuio Tpaguka, nocTynawLlero B ceTb, orpaHu4MBanTe Tpaduk B
pasyMHbIX npegenax u oTtbpacbiBante Tpaduk 3a npegenamm nvMuita Unu MU3MeHsunTe
npuoputeT naketoB. Kpome TOro, MOXHO KOHTponupoBaTb obwWwui Tpaduk uHTepdenca, a
Tpaduk 3a npegenamm numnta dygeT otbpackiBaTbCs.
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2.3.5.1. MpurHUMN paboTbl

KoHTponb Tpaduka ucnonb3yeTcst 4ns oTCrexuBaHus crneundukaumm Tpaguka, noctynaroLlero
B C€Tb, W BbINOMHEHUS NPeayCTaHOBIMEHHbIX OEACTBMI MO KOHTPOMIO HA OCHOBE Pa3fNYHbIX
pe3ynbTaToB OLEHKW. DTU OENCTBUS MOTYT ObITb:

e [lepechbinka (Forwarding): o6bIMHO NepechinaeT NakeTbl B Npedenax numMmura Tpaduka.
e Otb6pacbiBaHue (Discarding): otbpacbiBaTh NakeTbl, NPeBbILLAOLWLME NUMUT TpaduKa.

e M3ameHeHve npuopuTeTa W nNepeagpecauusi: U3MEHsieT MNPUOPUTETHI MakeToB 3a
npegenamu numuta Tpaduka, a 3aTem nepeHanpaBnsieT NakeTbl.

Hanpsimyto otOpacbiBaTb NakeThbl 3a npegenamu obuiero numuTta Tpadmka nHtepdenca.

2.3.5.2. CBsAi3aHHas KOHcurypauums

Hactpowka gencTteBusa npu npeBbILUeHUN NMMUTA Tpachuka

Hukaknx oenctBuin, KOTOpble OOSMKHbI BbINOSHATLCA MPU NPEBbILWEHNN NIMMUTa Tpaduka, no
YMOMYaHUIO HE HAaCTPOEHO.

B pexume koHdUrypaumm kracca NOAUTUK 3anycTuTe KomaHgy police, 4ytobbl HacTpouTb
AEVNCTBME, KOTOPOE ByAeT BbIMOMHATLCS NPY NPEBbLILLEHUN NMMMUTA Tpadmka, Ha oTbpacbiBaHWe
Tpaduka 3a NUMUTOM WNU M3MEHeHue 3HadeHus CoS, unu 3HaveHna DSCP. [QuanasoH
orpaHudeHust Tpaduka onpegensetca npogyktamu. Korga Tpaduk npesblllaeT NMMUT, Bbl
MOXeTe n3MeHUTb 3Ha4veHne CoS B gmnanasoHe ot 0 Ao 7 n 3HayeHne DSCP B ananasoHe ot 0
no 63.

Hactpownka obwero numuta Tpacdumka gna nHrepdenca
O6wmn nuMUT Tpadrka onst MHTepdenca no yMoT4aHUI0 He HAaCTPOEH.

B pexvnme HacTponku uHTepdenca sanyctute komaHay rate-limit, 4tobbl HacTpouTb 00K
nuMuT Tpaduka ana uHtepdenca B HanpaeneHMax Beoga U BelBoga. [nanasoH orpaHuyeHns
Tpaduka onpegensaeTcs NpoayKkTramu.

2.3.6. YnpaBneHue neperpyskamu

Korga ckopocTb npvema MakeToB MpeBbillaeT CKOPOCTb OTMNpaBKM NaKeToB, Ha MHTepdence
OTNpaBKM BO3HUKAET neperpyska. Ecnv gns XpaHeHus 3TUX NakeToB He MpeaocTaBneH
AOCTaTOYHbIM Bydep, nakeTbl MOryT ObiTb MoTepsiHbl. MexaHu3Mm ynpaBreHus neperpyskom
onpegenseT nocneaoBaTeflbHOCTb MNAaKeTOB AaHHbIX, KOTOpble AOMKHbI OblTb OTNpaBneHbl C
WHTepenca, Ha OCHOBE MPUOPUTETOB MaKeTOB AaHHbIX. PYHKUMSA ynpaBreHUs neperpyskomn
NMO3BONSET KOHTPONMpOBaTb Neperpysky, MOBbIas MPUOPUTETbl BaXKHbIX MAKeTOB AaHHbIX.
Korga npoucxoguT neperpyska, BaxHble NakeTbl AaHHbIX OTNPaBRsTCA C 6onee BbICOKUM
NpUopmUTETOM, 4TOBBI 06ECNEUNTE CBOEBPEMEHHYIO pearim3aLmio KroveBbIX YCIyr.

2.3.6.1. MpurHUMN paboThbI

MexaH13m NnaHnpoBaHMsA odepean UCNornb3yeTcs ANns ynpaBneHus neperpyskoin, U npouecc
BbIFMSAWT crieaytoLmm obpasom:

e [locne TOro, Kak Kaxapli nakeT NpoxoauT BCo 06paboTky QOS B KOMMYyTaTOpe, NakeT
HakoHeL, nony4yaet 3HadeHne CoS.

e Ha BbIxogHOM  uHTepdence  YCTPOMCTBO  KnaccuduumpyeT  naketbl  No
COOTBETCTBYIOLLNM O4YepensmM OTNpaBKM Ha OCHoBe 3Ha4YeHun CosS.

e BbixogHon uHTepdenc BbiOMpaeT nakeTbl B odYepeauM ANd OTMNpaBKM Ha OCHOBE
pasnuyHbIX NoNuTUK nnaHmpoBaHus (SP, WRR, DRR, WFQ, SP+WRR, SP+DRR,
SP+WFQ).
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Monutuka nnaHnpoBaHua

Monutnkn nnaxHmMpoBaHna ovepegen sriodaoT SP, WRR, DRR, WFQ, SP+WRR, SP+DRR
SP+WFQ.

MnaHupoBaHue co cTporum npuoputeTom (Strict-Priority (SP)) o3HavaeT nnaHvpoBaHue
nakeToB CTPOro B COOTBETCTBUM C naeHTUuKaTtopammn odepean. Kaxgbin pas nepep
OTNpaBKOW NakeToB NPOBePsNTE, eCTb N1 B ovepean C NepBbiM MPUOPUTETOM NakeThbl
ansa otnpaeku. Ecnu ga, nakeTbl B 3TOW oYepeamn oTnpaBnsoTca nepebiMnu. Ecnun Her,
npoBepbTe, €CTb N NakeTbl B 04epean CO BTOpbIM npuoputetoM. Crieqynte Tem xe
npasunam Ang nakeTos B APYrux oyepeasx.

MnanupoeaHne Weighted Round Robin (WRR) o3Ha4yaeT nnaHMpoBaHue odepegen no
odyepeamn, 4Tobbl rapaHTUMpoOBaTb, YTO BCE OYepean WMENT onpedeneHHoe Bpems
obcnyxuBanusa. Hanpumep, nHtepdenc 1000 M6ut/c nmeeT 8 BbIXOAHBIX OYepenen.
WRR HacTpamBaeT B3BelleHHoe 3HadveHue (5, 5, 10, 20, 20, 10, 20 n 10, koTOpbIE
yKasblBalOT NPOMOpLMK NOSYYEHHbIX PECYpCcOB) ANS KaXAou oyepean. ATOT MeToA
NNaHMpoOBaHWUS rapaHTUpPyeT, YTO ovepeau C caMbiM HU3KUM npuoputeToMm OyaeT
Ha3HayeHa norioca nponyckaHns He meHee 50 MO6uWT/c, 4TO MO3BONMT M3GEXaTb
obCnyXmMBaHMUs MakeToB B o4yepean C CaMbiM HU3KMUM MNPUOPUTETOM B TeYeHue
ANUTENBHOTO BPEMEHW MPU UCMOMb30BaHUN MeToAa NnaHMpoBaHusa SP.

Mnanupoeanne Deficit Round Robin (DRR) noxoxe Ha WRR, HO npuMeHsieT BECOBbIE
3Ha4yeHus Ha ocHoBe 6anToB, a HE Ha OCHOBE BPEMEHHbLIX MHTEPBAIOB.

MnanupoBaHne Weighted Fair Queueing (WFQ) obecneunBaeT OWMHAMUYECKYHO W
cnpaBeanuByo OpraHM3auuio odepeam u npuMeHseT B3BeLUeHHbIe 3Ha4YeHUs Ha OCHOBEe
6antoB, aHanornyHo DRR. MNMpu oBHapyxeHun nycton odvepean DRR HemeaneHHo
nepengeT K criegyollen odepean ana nepegadn. Ecnn oyepeab nponyckaeT cBoe
BpeMs nepedayun, odepenb A0SMKHA XaaTh crefyowero pasa, Yto BnseTcs pasHuuen
mexagy WFQ n DRR; cnegoatenbHo, WFQ GonbLue nogxoanTt ans o6paboTkm nakeToB
AaHHbIX NepeMeHHon anuHbl, Yem DRR.

MnaHupoBaHne SP+WRR o03HayaeT HacTpPoOWKy nnaHupoBaHust SP Oonst ogHOW unu
HECKOSbKMX ouyepenen OTnpaBkU WM HACTPOMKy nnaHupoBaHns WRR ana gpyrux
ovepenen. Cpean odepegen SP TonbKo nocne oTrnpaBku BCeX NakeToB B ovepean SP
C NepBbIM NPUOPUTETOM MOTYT BbITb OTMPaBeHbl NakeTbl B ovyepean SP co BTOpbIM
npuoputetom. Cpean odepenen SP n WRR TonbKko nocne oTnpaBkM NAakeToOB BO BCEX
oyepenax SP MOXHO OTnpaBnAaTb nakeTbl B ovepeadax WRR.

MnaHupoBaHne SP+WFQ o3HavaeT HacTpOKMKy nraHuMpoBaHua SP ans ogHom wnu
HECKOSTbKMX oyepefen OTnpaBKM UM HACTPOMKY nrnaHvposBaHusa DRR gnga gpyrunx
ouyepenen. Cpeaun odepenen SP Tonbko nocne oTnpaBk/ BCeX NakeToB B odepean SP
C NepBbIM NPUOPUTETOM MOTYT BbITb OTMpPaBneHbl NakeTbl B oyepeam SP co BTOpbIM
npuoputetom. Cpean ovepenenn SP 1 DRR Tonbko nocre oTnpaeky NakeToB BO BCEX
oyepenax SP MOXHO OTnpaBnaTb nakeTbl B ovepeaax DRR.

MnaHupoBaHne SP+WFQ o3HavaeT HacTpOKMKy nraHuMpoBaHua SP ans ogHom wnu
HECKOSTbKMX oyepeden OTnpaBkM W HACTPOMKY nnaHuvpoBaHua WFQ nnga gpyrux
ouyepenen. Cpeaun odepenen SP Tonbko nocne oTnpaBkM BCEX NakeToB B odepean SP
C NepBbIM NPMOPUTETOM MOTYT BbITb OTNPaBMEHbl NakeTbl B oyepean SP co BTOpPbIM
npuoputetom. Cpean ovepenen SP n WFQ TOnbKO nocne OTnpaBkn NakeToB BO BCEX
oyepenax SP MoxHo oTrpaBnaTh naketsbl B ovepeasx WFQ.

2.3.6.2. MHoroaagpecHas ovyepeab QoS

B HekoTOpbIX MpoAaykTax o4yepean WHTepdpenca noapasgensTcs Ha OOHOaLpecHble U
MHoOroagpecHble ovyepeaun. Ectb 8 ogHoagpecHbIX odepenen. Bce nsBecTHble ogHoagpecHble

nakeTbl

nonagalT B COOTBETCTBYHOLME OOHOAAPECHble ouvepeau Anst Nepechbiikn B
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COOTBETCTBMM C MX NpuopuTeTamun. CyiectByeT oT 1 oo 8 ouepenent MHOroagpeCcHom pacchbIsiku
(B 3aBMCMMOCTM OT MpPOAYKTOB. HekoTopble nNpoayKTbl He Noa4epXXuBakT —odvepeau
MHOroaapecHoOn pacchbifikun). 3a UCKNIOYEHNEM M3BECTHbLIX O4HOAAPECHbIX NAKETOB, BCE NaKeThbI
(Hanpumep, wWwMpokoBelwlaTeNbHble NakeTbl, MHOroagpecHble NakeTbl, HEW3BECTHble
ofHOa4peCHble NAKeTbl U 3epKarbHble NakeTbl) NonagatoT B COOTBETCTBYHOLLNE MHOrOaApEeCHbIE
odyepean ANS NepecbiikM B 3aBMCMMOCTM OT uX npuoputeToB. [logobHO oaHOaapecHbIM
oyepeasiM, Bbl MOXETe HaCTPOUTb COMOCTaBfieHNE NPUOPUTETOB U anropuTMbl NaHUPOBaHNUS
Ans MHoroagpecHbix odepegen. KomaHpga Cos-to-Mc-Queue MOXeT Ucnonb3oBaTbCa Ans
HaCTPOMKN COMOCTaBMEHUA MPUOPUTETOB C OYepeassMu MHOroaapecHon paccbiniku. B
HacTosiee BpeMs MHOroaapecHble oyvepean noaaepXuBatoT anropuTMbl NnaHUpoBaHus SP,
WRR 1 SP+WRR.

2.3.6.3. Nonutnka nnaHnposaHua u round robin weight AnA BbIXoAHBLIX oYepeaen
Ha uHtepdemnce

Monutukn nnaHupoBaHus 1 round robin weight Ana BbIXOAHbIX ovYepeden OCHOBaHbl Ha
rnobanbHbIX KOHUrypaumsx. HekoTopble NpOAyKTbl MNOAAEPXKMBAKOT Kak rnobanbHble
KOHburypauumn, Tak n KoHdurypauum Ha ocHoBe uHTepdenca. KoHdurypaumm Ha OcHoBe
nHTEpdenca nvetoT 6onee BbICOKUA NPUOPUTET, YeM rnobanbHble kKoHurypaummn. MobanbHas
nonuTuKa NriaHMpoBaHUs paboTaeT ¢ COOTBETCTBYIOLUM rnobanbHbiM round robin weight, Toraa
Kak MHTepdencHas NonnTmuka nnaHnMpoBaHusa paboTaeT ¢ nHrtepdericHbim round robin weight.
Ecnun HacTpoeHa Tonbko rnobanbHas nonutuka nnaHMpOBaHWUS UM MOMUTUKA NNaHMpPOBaHMSA
MHTepdenca, HoO He HacTpPoeHbl cooTBeTcTBYOWMe round robin weight, round robin weight no
ymon4yanuio 6yayt paboTtaTb C NOMMTUKOW NITAHUPOBAHUS.

2.3.6.4. NponyckHasa cnocobHOCTbL o4yepeau

HekoTopble NpoayKThbl NO3BOMAT HAacTpaMBaTb rapaHTUPOBAHHYIO MUHUMAMbHYO NMPOMYCKHYIO
CMOCOOHOCTb WM OrpaHUYEHHYK MaKCMMarlbHYyK MNPOMYCKHYH CMNOCOBHOCTb Ans oYepeaw.
Ouepeab, HaCTpOEHHasi C rapaHTUPOBAHHOW MWHUMANbHOM MNPOMYCKHOW CMOCOGHOCTLIO,
rapaHTUpyeT, YTO MpPOMyCKHasli CMNOCOBOHOCTbL ANl 3TOW o4Yepenn He MEHbLUe HAaCTPOEHHOro
3HayeHus. Oyepenb, HACTPOEHHAdA C OrpaHNYEHHON MaKCUMarbHOM NPOMYCKHOW CMOCOBHOCTLIO,
rapaHTUpyeT, YTO MPONyCcKHasi CNOCOOHOCTb ANs 3TON oYepenun He npeBbillaeT HaCTPOEHHOe
3HayeHne, a nakeTbl, BbIXoAdAWMEe 3a npegenbl NPONyCKHOW cnocobHocTwn, OyayT
oTbpacbiBaTbCcs. OrpaHuUYeHnsa npomnycKHOM CrnoCcOBHOCTM Ons ovepeden OAHOagpecHOn U
MHOroaZpeCHON paccCbIfikKn HaCTpanBalTCs BMECTE Ha HEKOTOpbIX MpoaykTax, Torda Kak Ha
HEKOTOpbIX APYrMx NpoAyKTax OHW HacTpauBalTCca oTaenbHo. Kpome TOro, Hekotopble
NPOAYKTbl MO3BONIAIOT HAcTpamBaTb MPOMYCKHYK CMOCOBHOCTb TOSMbKO ANS OAHOAOPECHbIX
oyepenen.

2.3.6.5. Oyepeab ECN

bnarogaps codetaHuto TexHonormm WRED n TexHonormm gBHOro yBeAoMsieHMs o neperpyske
(ECN) oKoHeYHOe yCTPOMCTBO MOXET BOCMPUHUMATL NEePErpysky CeTu U yBeAOMNATb UCXO4HOEe
YCTPOWCTBO O neperpyske. MNonyyus yBegomrieHne, NUCXOOHOE YCTPOMCTBO CHUXXAeT CKOPOCTb
OTNpPaBKM NaKeToB, YTOObI NPefoTBpPaTUTL NeperpysKy.

e O6e dyHkumn ECN n WRED posmxkHbl 6biTb HAcCTpOeHbl ANS BKKYEHUS (OYHKUUN
ovepean ECN.

o [locne Bkn4eHus dyHkumMm odepegn ECN (a mmeHHo none ECN B naketax
yctaHosneHo B 01 vnn 10), npun neperpyske ovepeamn ycTtponctso meHsieT none ECN
Ha CE (11), BMecTo crniyyarnHoro otépacbkiBaHus naketos no wabnoHy WRED.

e [locne BknoyeHns dyHkumm odepeam ECN ycTtponctso yctaHasnvsaeT ans nons ECN
3HaveHne CE Tonbko TOraa, korga CKOpocTb nepedayun naketoB AOCTUraeT HUXKHEro
nopora otbpacbiBaHus, ykasaHHoro B wabnoHe WRED.
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2.3.6.6. CBsAizaHHasa KOHcurypaums

HacTpoiika conoctaBneHmnsa CoS-ovepeam

Mo ymonyaHutio 3HayeHna CoS 0, 1, 2, 3, 4, 5, 6 u 7 conoctaBnsaoTca ¢ odepegamu 1, 2, 3, 4, 5,
6, 7 n 8 COOTBETCTBEHHO.

3anycTtute komaHay cos-map priority-queue, 4Tobbl HaCTPOUTbL conocTaBneHne CoS-oyepeau.
3HayeHne CoS Haxoautcs B AvanasoHe oT 0 Ao 7, a 3HayYeHne ovyepean — B AnanasoHe oT 1
no 8.

HaCTpOVIKa MNONMTUTUKMN NNaHUPOBaHUA ANA o4yepeau BbiBoAAa

Mo ymMonuaHuio MONMUTMKa NNaHUMpoBaHWs Ans rnobanbHon ovepean BbiBoga — WRR, a
NONUTMKa NNaHNpoBaHus ANa MHTepdeica He HacTpoeHa.

3anyctute komaHgy mls qos scheduler, 4ToObl HACTPOUTL MOMUTUKY MNAHUPOBAHUA BbIBOAA
ans ovepenun. HactpanBaemMble NONUTUKM NNaHupoBaHus BrroyatoT SP, WRR 1 DRR. Bbl Takke
MOXeTe 3anyCTUTb KoMaHAy priority-queue, 4ToBbl HACTPOUTL NOSIMTUKY NNAHUPOBaHUS Kak SP.

HacTtpowka round robin weight, cooTBeTCTBYIOLWEro NONMUTUKE NIIAaHUPOBaAHUA
WRR ans oyepeau BbiBOAA.
Mo ymonuaHunio Bec rnobanbHOM o4epean unmM oYepeam Ha OCHOBE MHTepdenca cocTaBnsieT
1:1:1:1:1:1:101.
3anyctute kKomaHagy wrr-queue bandwidth, 4to6bl HacTpouTb round robin weight,

COOTBETCTBYHOLLMA NONUTUKE nriaHnpoBaHusa WRR ansa BbixogHon ovepegu. HactpanBaembli
AnanasoH Beca onpeaensaeTcs NpogykTamu.

Bonee BbICOKUI BeC 03Ha4aeT bonee onUTenbHOE BpeMs BbiBOAA.

Hactpowka round robin weight, cooTBeTCTBYIOLWEro NONMTUKE NIIaHUPOBaHUA
DRR ans oyepeau BbiBOAa
Mo ymonuaHuto Bec rnobanbHOM oYepeamn Unm odepeamn Ha OCHoBe MHTepdelica cocTaBnsieT
1:1:1:1:1:1:101.
3anyctute «komaHgy drr-queue bandwidth, 4tobbl HacTpoutb round robin weight,

COOTBETCTBYIOLLMI NONUTMKE NraHMpoBaHus DRR ans BbiIxogHow odepeau. Hactpaveaembli
AvanasoH Beca onpeaensieTcs npoaykramu.

Uewm BbliLWe Bec, TeM Oonblile 6anTOB nNaketTa MOXeT OblTb OTNPaBEeHO.

Hactpowka round robin weight, cooTBeTCTBYIOLWWEro NONMTUKE NIIAHUPOBaHUA
WFQ aons oyepeau BbiBOAa

Mo ymonyaHuio Bec rnobanbHOM oyepean unum odepeam Ha OcHoBe MHTepdenca cocTaBnseT
1:1:1:1:1:1:1:0 1.
3anyctute komaHgy wfg-queue bandwidth, u4To6blI HacTpouTb round robin weight,

COOTBETCTBYIOLLMI NONUTUKE NnaHupoBaHus WFQ ans BbixoaHOW oyepean. HactpavBaembiit
[vanasoH Beca onpeaenseTcs npoayKramu.

Yem Bbile Bec, TeM Oonblue GaiTOB NakeTa MOXET OblTb OTMPAaBIIEHO.

HacTpoiika nponyckHoi cnoco6HOCTM AnsA ovepeau

3anyctute komaHgy (oS queue, 4TOObl HaACTpPOUTb TrAPaHTUPOBAHHYH MWHUMAIIbHYHO
MPOMYCKHYKO CMOCOBHOCTb U OrPaHMYEHHYID MaKCUMarnbHYK MPOMNYCKHYK CMOCOBHOCTbL AN
Kaxxgon odepean. 3HayeHWe odepean Bapbupyetcs oT 1 go 8, a rapaHTMpoBaHHas
MUHMManbHas NponyckHas cnoCOHBHOCTb U OrpaHMYEHHbIE AMana3oHbl 3HAa4YEHUA MakCMaribHON
MPONYCKHON CMOCOBHOCTM onpegensalTca npogyktamu. logaepxvBaemble TuMbl ovepenen
onpeaenalTca NPoayKTaMu.
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Hactpowka ouyepeau ECN

3anycTtute kKomMaHay qos queue queue_num ecn, 4Tobbl BkounTb ECN ans Bcex odepenen.
(dwanasoH ovepeaun: ot 1 oo 8)

2.3.7. NpepoTBpaLleHne neperpyskKu

OTcnexuBanTe MUCMNONb30BaHME O4YeEpPEean BbIXOOHOIO MHTEpdenca u CHWXaMTe Harpysky Ha
ceTb, aKTUBHO OTOpachiBas NakeTbl U perynmpys ceTeBoun Tpaduk Nnpu neperpyske ceTu.

2.3.7.1. MpuHUMN paboTbl

YMeHbwnTe neperpysky, 3dpdeKTUBHO OTCNexmBaa ceTeBon Tpauk U MPOrHo3npys
BO3HUKHOBEHWE neperpy3kn. [lakeTbl Heobxogumo oTbpacbiBaTb, YTOObl YMEHbLLIWTb
neperpy3ky. lNMonutnkn otbpacbiBaHMsa BkoYakoT B cebsa Tail-Drop, Random Early Detection
(RED) n Weighted Random Early Detection (WRED).

2.3.7.2. Tail-Drop

TpaguuMoHHbIE NMONUTUKK NOTepU nakeToB BkrtovatoT Tail-Drop. Tail-Drop addektnBeH ans
BCero Tpacmka n He MOXeT pasnuyatb ypoBHM 06CnyxmnBaHua. Korga Bo3HMKaeT neperpyska,
nakeTbl JaHHbIX B XBOCTE o4epean 6yayT oTbpackiBaTbCsl A0 TEX MOP, NOoKa neperpyska He byaeT
yCTpaHeHa.

2.3.7.3. RED n WRED

XocTbl, ncnonb3ytowme TCP, yMeHbLIAT CKOPOCTb OTMNPaBKM NakeToOB B OTBET Ha MacCOBYHO
notepto naketoB. [locrne ycTpaHeHMs neperpysknm XOCTbl YBENUUMBAOT CKOPOCTb OTMpPaBKM
naketoB. Takum obpasom, Tail-Drop MOXeT Bbi3BaTb rnobanbHyo cuHxpoHmsaumo TCP. Korga
oyepenb 0OQHOBPEMEHHO OoTOpackiBaeT Heckonbko TCP-nakeToB, Heckornbko TCP-coegnHeHun
OAHOBPEMEHHO BXOASAT B COCTOSIHME YMEHbLUEHUS MEPErpy3kn U MeaeHHoro 3anycka, a Tpaduk
coKpaLlaeTca n Koppektupyetca. Nocrne ycTpaHeHnsa 3aTopoB MOryT NOSIBUTLCA MUKW Tpadomka.
Mpouecc NoCTOsIHHO NOBTOPSETCS, CETEBOM TpaUK BHE3AMHO YBENNYMBAETCA N YMEHbLLIAETCH,
a NMHerHbIN Tpadurk Bcerga konebnertcs Mexay MUHUManbHbIM U MakCMMarnbHbIM 3HaYEHUAMM.
Korga npoucxoant rmobanbHasi cuHxpoHmsaums TCP, nponyckHast CnoOCOBHOCTb COeaMHEHMNS He
MOXeT OblTb MCNOoMNb3oBaHa AOMKHbIM 06pas3oM, YTO MpPMBOOUT K MNOTepe MpPOMYyCKHOW
CnocobHOoCTW.

UT06bI M3bexaTb 3TOro 06CTOATENLCTBA, Bbl MOXETE MCMOSb30BaTh NONUTUKY OTOpacbiBaHMA
naketoB RED/WRED. 3Tta nonutuka obecnevvBaeT MeXaHW3M CrlyYanmHOro oTtbpacbiBaHUS
nakeToB, 4TO nos3sonseTr wusbexatb rrnobanbHOW cuHxpoHusaumm TCP. Korga nakeTsbl
TCP-nogknoyeHnss otbpacbiBalOTCsa M OTNpaBnawTca ¢ 6onee HU3KOW CKOPOCTbIO, MakeTbl
apyrmx TCP-nogknio4YeHnn no-npexHeMy oTnpaBnsaoTcs ¢ 6onee BbICOKOW CKOPOCTbIO. Takum
obpasom, Bcerga ectb TCP-coeamHeHusi, nakeTbl KOTOPbIX OTMPaBMsOTCsA ¢ Oonee BbICOKOM
CKOPOCTbIO, YTO YBENMUYNBAET UCNONb30BaHWE NPOMYCKHOW CMOCOBHOCTU NTIMHUN.

Mpn ncnonssosaHun WRED MOXHO YyCTaHOBUTb HUXKHEE MOPOroBOE 3HAYEHNE Y MakCUMarbHYHO
BEPOATHOCTb OTOpackiBaHUA Ans ovepean. Korga gnvHa odepeam MeHbLUe HXKHEro NoporoBoro
3Ha4veHus, WRED He otbpackiBaeT nakeTbl. Korga onvHa odyepean HaxoauTcsa Mexay BepXHUM
N HWKHUM noporoBbiMy 3HaveHnamn, WRED oTtGpacbiBaeT nakeTbl Criyd4anHbiM o6pa3om (Yem
Gonblwe AnvHa ovepeau, TEM Bblle BEPOSATHOCTb OTOpackiBaHMA nakeToB. CyuiectByeT
MakcumarnbHasi BEpOSATHOCTb OTOpacbiBaHus). Koraa anuHa oyepeawn npesblllaeT BepxHee
noporosoe 3HavyeHne, WRED otOpacbiBaeT nakeTbl C MakCMManbHOW BEPOATHOCTHIO
oTOpacbIBaHusI.

B otnnune ot RED, WRED wucnonb3yet NpuopuTeTbl, 4TOObl pa3nuyatb NOAUTUKUN OTMEHbI.
RED — aT10 ocobbii npumep WRED. Korga Bce 3HayeHuss CoS mHTepdenca conocTtaBreHbl C
OOHUMU N TEMM XK€ HWKHUMW U BbICLLUMMU oporosbiMu 3HaveHnammn, WRED ctaHosutca RED.
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2.3.7.4. CBA3aHHasA KOHdurypaums

BknioyeHune dpyHkummn WRED
Monutnka otbpackiBaHMA NakeToB No ymonyaHuto — Tail-Drop.

Bbl MOXeTe 3anycTuTb koMaHay queueing wred, 4ToGbl BKMoUMTL pyHKunio WRED.

HacTpowka HMXXHero nopora

Korga nopgaepxuBatotca 2 rpynnbl HWKHUX MOPOroB B MPOLEHTaxX, 3HA4YeHMs1 MO YMOMYaHWUIo
paBHbl 100 1 80 (konmMyecTBO rpynn NOPOroB onpedenseTcs npogykramum). HekoTtopble NpoayKTbl
NOAAEPXKNBAIOT HACTPOMKY B SYENKax (3Ha4YEeHMe No yMOMYaHuo onpeaensieTca npogykramm).

B pexume «koHdurypaumm wuHTepdenca Bbl MOXeTe 3anyCTUTb KOMaHgy Wrr-queue
random-detect min-threshold, 4ToGbl HACTPOUTL HMXKHME MOPOrM B NPOLEHTaxX A NakeToB,
oTbpacbiBaembix WRED B kaxgon oyepean. 3HayeHne oyepenm HaxoguTcd B gnanasoHe ot 1
no 8. HmxkHur nopor Haxoautcs B ananasoHe ot 1 go 100.

B pexunme KoHdwurypaumum wuHTEpdenca Bbl MOXETe 3anyCTuTb KOMaHZy wrr-queue
random-detect min-threshold cell, 4Tobbl HACTPOUTL HWXKHME NOPOrN B €ANHULIE SHENKN AN
nakeToB, oTbpackiBaeMbix WRED B kaxaoi odepean. lnana3oH 3Ha4eHUn ovepeam 3aBUCKT OT
NPOAYKTOB.

HacTtpouka BepxHero nopora

Korga nogaepxuarotcs 2 rpynnbl HWKHUX NOPOroB B MPOLEHTax, 3Ha4YeHUsl Mo YMOYaHuto
paBHbl 100 n 100 (konmn4yecTBO rpynn MOPOroB onpegenderca npogykramu). HekoTopble
NPOAYKTbl NOAAEPXKMBAIOT HACTPOMKY B siverkax (3HadeHuMe No yMOMYaHuio ornpegensieTcs
npoaykTamm).

B pexume «koHdurypaumm wuHTepdenca Bbl MOXeTe 3anyCTUTb KoMaHgy Wrr-queue
random-detect max-threshold, 4tobbl HacTpouTb ©onee BbICOKME MOPOrK B MPOLEHTAxX Ans
nakeToB, oTOpacbiBaeMbix WRED B Kaxgow oyepean. 3HadeHue ouvepeu HaxoauTtes B
AnanasoHe oT 1 go 8. BepxHuin nopor HaxoauTcs B Ananas3oHe OT MWHMManbHOrO 3Ha4YeHus
HVKHEro nopora 40 MakcumarlbHOro 3Ha4eHusl BEpXHEro nopora.

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOMaHgy Wwrr-queue
random-detect max-threshold cell, ytobbl HacTpouTb ©Gonee BbICOKME MOPOrM B efuHuLe
A4Yenkn ans naketoB, otbpackiBaembix WRED B kaxgow oyepean. 3HavyeHMe oudepeau
HaxoguTca B AnanasoHe ot 1 go 8. BepxHui nopor Haxogutcs B AnanasoHe OT MUHMMarbHOro
3Ha4YeHNSA HUXKHEro Nopora Ao MakCuMaribHOro 3Ha4eHusl BEpXHero nopora.

Korga gnuHa ovepenm MeHblue HkHero nopora, WRED He oTtOpacbiBaeT nakeTtbl. Koraa anunHa
oyepenm HaxoaMTCa MEXAY HVXKHUM 1 BEPXHUM NOpPOoroBbiMu 3HavyeHmammn, WRED otbpacbiBaeT
nakeTbl Criy4anHblM ob6pasom.

Hactpowka makcumanbHOM BEPOATHOCTU OTOpacbiBaHUSA

Korga nopgaepxumaroTcs 2 rpynnbl MakCUMaribHbIX BEPOATHOCTEN OTOpacbiBaHUA, 3HAYEHUS MO
ymonyanuio pasHbl 100 n 80 (konu4ecTBo rpynn MOPOroBblIX 3HAYEHUW onpeaenseTcs
npoayKTamm).

B pexume koHurypaumm wuHTepdenca Bbl MOXETe 3anyCTuTb KomaHay wrr-queue
random-detect probability, 4Tobbl HacTpouTb MakcMManbHble BEPOSTHOCTM OTOpackiBaHUA
naketoB, otbpacbiBaembix WRED B kaxgon odepegun. 3HavyeHMe oyepean HaxoauTcsd B
AnanasoHe ot 1 go 8. MakcumarnbHasi BEpOSAITHOCTb OTOpackiBaHWS HAXOAUTCA B AnanasoHe oT
1 no 100.

KOppGKTI/IpOBKa cpep,l-leﬁ AJNMNHbI o4yepeau Ans BepoATHOCTU OT6paCbIBaHMﬂ

Korga nmakeTbl nepecbinatotcd, WRED onpefensieT BEpOsATHOCTb OTOpacbiBaHMS Ha OCHOBE
cpeaHen ONUHbI BIXOAHOW oyepeau.
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Korga gnvHa o4yepegu HaxoguTCa MeXOy HWKXHAM Moporom n BepxHum noporom, WRED
Ha4MHaeT crny4yanHbiM ob6pa3om oTOpacbiBaTb NakeTbl. bonee anuHHas oyepeab NPMBOAUT K
Oonee BbICOKOW BEPOSATHOCTU OTOpachbiBaHMs, KOTOpasi MeHbLLE MaKCMMarnbHOW BEPOSTHOCTU
oTbpacbiBaHus. Korga gnvHa odepenun npesbilIaeT BEPXHMIA NOPOr, NakeTbl OTOpackiBalOTCS C
MaKcMMarnbHOW BEPOSITHOCTLIO OTOpachiBaHUS.

Mo ymonyaHuio cpefHsis AnvHa odepenm onpegensieTcs npoaykramu. Bel MoxeTe HacTpouTb
MHTepBan BbIGOPKM U BEC OTOpacbiBaeMbIX MakeToB, YTOObI NOBNUATL Ha pe3ynbTaT pacyeta
cpeaHen AnvHbI odepeau.

Bec BbIGOpKM yKka3biBaeT BECOBOW KO3 PULMEHT BbIOOPOYHbIX OOHOBEHMI AaHHbIX. Bonblinii
BeC BblboOpkM ykasbiBaeT Ha 6onee AnuTenbHbIM WHTEpBan OOHOBNEHUS cpedHen OMVHbI
odyepean 1 GonblUyl CpefHio ANuHY ovepeaun. B pexunme koHurypaumm nHtepdgenca Bbl
MOXeTe 3anyCcTuTb komaHngy wrr-queue random-detect sample-weight, 4To6bl HacTpoUTb
BECOBOW KO3(PUUMEHT BLIOOPKM ONsi Kagon odepegun. [ManasoH 3HaveHui onpepensaertcs
npoayKTamu.

Hactpownka conoctaBneHus CoS-nopora

Mo ymonyaHmto Bce 3HavyeHns CoS conocTaBnsaTCA C NEpBOW rPYNnon NOPOroBbIX 3HAYEHUI
(konMyecTBO NOPOroBbIX FPYNN ONpeaenseTcs NPoAyKTaMu).

B pexume koHdurypaumm nHTepdenca Bbl MOXeTe 3anyCcTUTb KOMaH4y Wrr-queue cos-map,
yTOObLI HacTpouTb comnoctaerieHne rpynnel CoS ¢ noporom. 3HadeHne CoOS HaxoauTcs B
AavanasoHe oT 0 go 7, a KONMYECTBO MOPOroBLIX rpynn onpegendeTcs npogykramu. MoXXHO
HacCTpPOUTb HECKONbKO rpynn ©Gonee HU3KMX MNOPOroBbIX 3HAYEHUA W MakCMMarbHbIX
BeposiTHoCTen oTbpacbkiBaHus. HacTtpoums conoctaBneHue rpynnbl COS ¢ Noporom, Bbl MOXETe
BblOpaTb OENCTBYIOLLYIO MOPOroBYIO rpynny, CONOCTaBEHHYIO CO 3HadYeHnem CoS, Hanpumep,
CoS 0 conocTaBnsieTcs ¢ NepBor noporosou rpynnon, a CoS 1 conoctaenseTcs co BTOPOM
noporosou rpynnow. Ecnn naketbl CoS 0 n 1 gobasnsaoTcs B ovepeab 1 Ansa nnaHMpoBaHus,
naketel CoS 0 obpabaTbiBaOTCA Ha OCHOBE HWMKHUX MOPOrOBbLIX 3HAYEHUA U MaKCUMarbHbIX
BEPOATHOCTEN OTOpacbkiBaHUS B NepBou rpynne, a nakeTtbl CoS 1 obpabaTbiBaloTCa Ha OCHOBE
HWXXHUX MOPOroBbIX 3HAYEHUN M MaKCUMalnbHbIX BEPOATHOCTEN OTOpacbiBaHWs BO BTOPOWN
rpynne.

Korga Bce 3HayeHunsa CoS mHTepderca conoctaBfeHbl C OQHOM U TOW e rPynnon noporoBbiX
3Ha4YeHun, BrkntoveHHbIn WRED ctaHoButcst RED.

2.3.8. OTOoOpaxeHue n KoOHcurypaumsa ovyepeam
Mo ymonuaHuio pexunm oTobpaxxeHnsa n HaCTPONKM BCex odepeaen Ha yctponctse — 1-8.

MN3meHeHMe oTOOpaxeHUA oyepean U pexmma KoHdpurypaumm

B pexume rnobanbHON KOHUrypauumn Bbl MOXETE 3anyCTnTb kKoMaHay os-queue compatible
enable, 4TOOblI U3MEHUTL OTOBPaXEHME OYepenmn U PEXNM KOHUrypaumm Bcex ovepeaen Ha
ycTponcTtee Ha 0—7.

2.3.9. UameHeHMe npuoputeTa NakeToB

Mo ymonyaHuio NnpuopuTeT naketTa U3MeHsIeTCA Ha TOT, KOTOPbIN HACTPOEH Ha YCTPOUCTBE, Koraa
nakeT oTnpaBnsieTca C ycTpowcTBa. Hanpumep, otnpasBnseTcs naket L2 ¢ npuoputeTom 4.
HanpaBneHve Bxoga CBA3aHO C MNOMWUTMKOM conocTtasneHus (policy-map). Ecnn naket
COOTBETCTBYET Nonutuke, 3HavyeHne CoS B nakete ycraHaBnuBaeTcs pasHbiM 2. Korga naket
nepexesaTbiBaeTCsa Ha BbIXoAe, MPMOpUTET NakeTa paBeH 2.

OTKnOYeHne N3MeHeHus npuopuTeTa naketoB

B pexwume rnobanbHom koHUrypaumm 3anyctute komangy mls gos comment disabled, 4To6bl
OTKIMIOYNTL U3MEHEHME NpuopuTeTa nakeTa, T. €. Korga naket OoTnpaeBnseTcs ¢ yCTPOWCTBa, ero
NPUOPUTET Takom Xe, Kak 1 Npu OTrNpaBKe nakeTa Ha YyCTPOWUCTBO.
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2.4. OrpaHu4yeHusn

Trust mode QOS Henb3s HAacTpouTb Ha SVI.

Ona npogyktoB cepum QSW-6900 uneHbl rpynnbl FOrMYeckux MOPTOB AOMMKHbI
HaxoauTbCs HA OAHOM YCTPOWNCTBE.

OnemeHTbl, fo6aBNsieMble B rpynmny NOrM4eckux nopToB, AOIMKHbI ObiTb U3NYECKUMM
noptamu unu arpermpyemoiMmm noptamm (AP).

3anpewatowan 3anuck B ACL, cooTBeTcTBYylOLWas class-map, He gencTeyer.
MpoaykTbl cepum QSW-6900 He nogaepkmeatoT mogndumkaumo VID.

Korga QoS npumeHseTcsa K ucxogswemMy HanpasneHuto, npoaykTel cepum QSW-6900
n3MeHslT 3HadeHne DSCP ang nakeTtoB, MpPOMNyCKHas CrnocOBHOCTb KOTOPbIX
npeBblllaeT orpaHu4eHne, HO COXpaHsaT 3HadeHne CoS HeuameHHbIM. Korga QoS
NPUMEHSETCS K BXOASILLEMY HanpaBneHuto, npoayktel cepum QSW 6900 nameHsoT
3HayeHne DSCP un 3HaueHne COS ansg nakeToB, MPOMyCcKHas CNOCOBHOCTbL KOTOPbIX
NpeBbILLAET OrpaHNYeHmne.

MpoaykTbl cepmnmn QSW-6900 nameHsaoT Kak 3HavyeHne DSCP, Tak n 3HayeHue CoS ans
nakeToB, MPOMYyCKHas CNOCOOHOCTb KOTOPbIX MpeBbiwaeT numMuT. [locne ycTaHOBKM
none-tos npoaykTbl cepun QSW-6900 He n3MeHstoT 3HavyeHme DSCP npu nameHeHuu
3Ha4veHunda CoS.

MpoaykTbl cepun QSW-6900 He nogaepxmBatoT onumio none-tos npu HacTporike CoS.

B npogyktax cepumn QSW-6900 orpaHuveHrne nponyckHOW CnOCOBHOCTM OCHOBAHO Ha
(paKTM4YEeCcKOM  MPOMYyCKHOW  CMOCOBHOCTW,  BKMOYas  Harpysky, co3gaBaemyto
npeamOynon n MexkagpoBbiM MHTepBanom. Npeambyna u mexkagpoBbIi UHTEPBAr,
nepenaBaemble B Kakaom nakeTe, 3aHumatoT 20 6aiTos.

MpoaykTbl cepun QSW-6900 noggepxuBaroT MUHUMAlbHYK CTeNeHb AeTanunsauuu
orpaHunyeHunss ckopoctn 8 kbut/c. CteneHb AeTanusauus OrpaHUYEeHUs CKOPOCTU
3aBMCUT OT HACTPOEK OrpaHMYeHnst ckopocTu. B cneaytowen Tabnuue nepedncneHbl
B3aMMOCBS31N MeXay OrpaHnYeHns MU CKOPOCTU U CTEMNEHbIO AeTann3aumu.

[Owana3oH orpaHunyeHus | ot 64 kbut/c go|or 2 [6ut/c po|or 4 [T6ut/c pgo
CKOpOCTU 2 [out/c 4 [6ut/c 8 [ouT/c
CteneHb getanusauum 8 kbut/c 16 kbut/c 32 kbut/c

[wnanasoH orpaHnyeHus
CKOpOCTU

or 8 [Iout/lc po
16 Nowrt/c

or 16 T[owut/c po
32 ['but/c

or 32 [out/c po
40 [6ut/c

CteneHb getanusauum

64 kowut/c

128 kbut/c

256 kbut/c

[na BTOporo napameTpa (Bcnneck Tpaduka) B NONIMTUKE OrpaHndeHuns ckopoctn QosS,
€Cnn 3HayeHne napameTpa CIIMLIKOM Marno, (hakTuyeckas CKOPOCTb MOXET ObiTb
YpeaMepHO Marnon B criyvyae Bcnnecka Tpaduka. Ecnv 3HayeHne napameTpa CrULLKOM
BENWKO, (bakTnyeckas CKOpoCTb MOXET ObITb CrmKkoM 6onbLuon. Mpu HeobxoaMmMocTn
Bbl MOXXETE MCMNONb30BaTb CrEeAYOLLY0 pEeKOMEHAYEMYO KOHUrypaLumio:

o (1) Ecnu HacTpoeHHOe orpaHuMyeHMe CcKopocTM MeHbwe 1024
pekoMeHAyeMoe 3HadYeHne pasmepa naketa cocrasnset 1024 k6awnr.

o (2) Ecnu ckoHurypmpoBaHHoe orpaHudeHne ckopoct MeHblue 10240 kbut/c,

Kout/c,

pekoMeHOyeTCcA YCTaHOBUTb 3Ha4YeHMe pa3Mepa hnakeTa TakKuM Xe, Kak
orpaHu4yeHme CKopocCctn, wunn uncnonb3oBatb MakCMMalibHOE 3Ha4deHue
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(monyctumoe 3HaveHvne pa3mepa naketa NPOAYKTOB MOXET ObiTb MEHbLUE YeMm
10240 k6awnT).

o (3) Ecnn HacTpoeHHbIi npegen ckopocTu npeBblwaet 10240 «kbut/c,
PEKOMEHAYETCS YCTaHOBUTb 3HAYeHMe pasMepa naketa paBHbIM MaKCUMarbHO
AONYCTUMOMY 3HAYEHWUIO Ansi YCTPONCTBA.

[lns BTOporo napameTpa B NOMUTUKE OrpaHMYeHnst ckopocT QOS, koraa orpaHuYeHne
CKOPOCTU OTHOCUTENIbHO BENNKO, BTOPOKN MapameTp HeobXoaMMO CKOPPEeKTUPOBaTb
COOTBETCTBYIOLWMUM 06pa3oM. B npoTMBHOM criyyae npegen CKOpoCTM MOXET ObiTb
HETOYHbIM.

Insa noptoB 10G nnun 40G pekoMeHAyeTcst yCTaHOBUTb MOPOr CKOPOCTU paBHbIM 32 nnu
GonbLue.

Mpoayktbl cepun QSW-6900 nopaepxmBaoT npumeHeHne nonutuk (policy map) K
NCXOAALLEMY HaMNpPaBEHNIO.

Korga nonutuka npumeHsietca kK AP npoayktoB cepumn QSW-6900, nopTbl-4neHbl AP
AOMMKHbI COOTBETCTBOBATb CreaylolemMy ycrnoButo, 4Tobbl CKOHGUIrypupoBaHHOE
OorpaHu4eHne NpPonycKHOW cnocoBHOCTH BbINO NPOMYCKHOW CNOCOBHOCTLIO, COBMECTHO
NCnonb3yemon Bcemu noptamu-dneHamm AP: NnopTbl-YneHbl AP OOMMKHbI NpuHagnexar
OAHOMY 1 TOMY e ycTponctey QSW-6900.

B npoaykrax cepmmn QSW-6900 class-map gomkHa ObiTb cBadaHa ¢ ACL, noatomy BCce
orpaHunyeHunsi, HactpoeHHble B ACL, goctynHbl ans dyHkumm QoS. lMoagpobHee cwm.
Hactpowka ACL.

MonnUTUKN HEenb3s NPUMEHATL K SVI.

MonuTukn MoryT ObITb HACTPOEHbl B HarnpaBneHuuM BbIBOAA, HO He MOryT ObITb
HacTpoeHbl Ha AP.

MonuTukn, HacTpoeHHbIE B HaNpaBneHn BbIBOAA, HE NOAAEPXUBAOT NepeMapKUpoBKY
3HayeHna CoS nakeToB. 3HadeHne COS nakeToB He nNepemMapkupyeTca npu
nepemapkupoBke 3HayeHuss DSCP nakeTos.

QoS He noaaepxuBaeTcs AnNs rpynn forMyeckux NopToB B HanpaBneHUn BbIBOAA.

MopTbl BMpTyanbHOro kommyTuMpyemoro kaHana (Virtual Switching Link (VSL))
npoaykroB cepum QSW-6900 ncnonb3yoT anroputMm nnaHnposaHus Strict Priority (SP)
+ Deficit Round Robin (DRR) no ymonyaxuio. Odepeab 7 NnpyHUMaeT nrnaHMpoBaHue
SP, a Beca gpyrux odepenen pasHbl 1, 4TO HE MOXET ObITb UIBMEHEHO NOMb30BaTENSAMM.

Korga orpaHudeHue wucxopswen ckopoctm QOS HacTpoeHO Ha MpoAyKTax cepuu
QSW-6900, nepsble 32 nopTa He pa3genstoT orpaHn4yeHne CKopoCcTu C nocneayownmMm
noptamu. B pesynbtate k SVI npumeHsetca QoS. Ecnu SVI cogepxut nepsble 32
nopTa un nocrneayrLine nopThbl, npegen ucxogsillenh CKOpoCTM yaBavBaeTcs Ans
nakeToB, KOTOpblE NepefarnTcsa nepebiMU 32 NOpTamMun 1 NOCNeAyOLWNMN NOpTamu.

Hanpumep, noptbl-yqactHukn VLAN 1 cogepxat Gi0/1, Gi/2, Gi0/33 n Gi0/34, a orpaHuyeHne
ckopoctn QoS B 10 M6ut/c npumeHsietca kK VLAN 1. dakTuyeckoe orpaHM4YeHUE CKOPOCTMU
nakeToB, nepegaBaembix Gi0/1, Gi/2, Gi0/33 n Gi0/34 dakTnyeckm coctasnsatoT 20 MouTt/c. Gi0/1
n Gi/2 ucnonb3yloT orpaHudeHne ckopoctn 10 Mowut/c, a Gi0/33 n Gi0/34 pasgenstoT
orpaHunyeHune ckopoctu ewwe 10 M6ut/c.

Bbl MOXeTe 3anyckaTb TOMbKO komaHay show run, 4ToBbl NPOBEPUTb, BKIOYEHA N
dyHKuns WRED rnobanbsHo.

HwKHWIA nopor 1 MmakcumanbHas BEpOSATHOCTb OTOpackiBaHMA odepean obpasyoT OgHy
rpynny koHdurypaumm WRED. KonunuyecTBo nogaepvmBaemblxX rpynn KOHuUrypaumm
WRED 3aBucut oT orpaHudeHus. MNMpoayktel cepumn QSW-6900 nopgaepxumsatoT go 120
rpynn koHdpurypauun WRED.

(@ arecy

97



PykoBoacTeo nonb3oBatens cepus QSW-6900

Hactpoiika QOS

e He pekomeHgyeTcsi, UTOObl HACTPOEHHOE KOMMYeCTBO rpynn KoHdurypaumm WRED
npesbiwano 120. JononHuTeneHble rpynnsl koHdurypauumn WRED moryT npuBecTtu K
HenpaswnbHon pabore.

e  Ecnu HwxHW nopor paseH 100 %, dyHkuna WRED oTknoyeHa.
o [lpoagykTbl cepmn QSW-6900 noggepkmBatoT HACTPONKY conocTaBrieHnsa nUanyecknx

NOpTOB.

e  AOMMHMCTpaTOpPbLlI MOryT HacTpouTb conoctaeneHmss DSCP-CoS n CoS-threshold gns
peanunsaummn conoctaeneHms DSCP-threshold.

e  AOMMHMCTpaTOpPbLlI MOrYT HAacTpouTb conoctaeneHnst CoS-threshold n CoS-queue gns
peanusauum conocTtasneHnsa queue-threshold.

2.5. KoHdwurypauumsn

KoHdurypauus OnucaHue n KomaHaa
HacTtporka (OnumoHanbHo) Wcnonb3yeTcss Ons  co3gaHus  MHopMaumm o
knaccudukaumm Knaccudmkaumm notoka.
NOTOKOB

class-map Cospaert knacc.

match access- | CooteetcTBue npasunam ACL.

group

policy-map Co3pgaeT nonuTuky.

class AccouununpyeT knacc.
HacTtponka police HactpanBaeT nMMUT MPOMNYyCKHOW CMOCOBHOCTM
knaccudukaumm ANs NOTOKOB M AencTBme No obpaboTke NakeTos
MOTOKOB 3a NIMMUTOM.

set HactpavBaeT noBegeHne anss W3MEHeEHUs

3HavyeHun CoS, DSCP un VID noToKoB.

HacTponka virtual-group CospaeT rpynny nornyecknx WHTepdencos u
Knaccudumkaumm nobaenseT uHTepdencobl B rpynmny NOrnM4eckmx
NOTOKOB UHTepdencos.

service-policy lMpuMeHsaeT NONUTUKY K MHTepdency.
HacTtponka (OnumoHanbHo) OH ucnonb3dyeTca Ana  HacTpowku trust mode,
MapKUPOBKK 1 3HayeHuss COS MO yMOMYaHWO M pPasfUYHbIX COMOCTaBNEHUA AN
0TOOpaXXeHUs nHTepemnca.
NPUOPUTETOB ANIS
MEETOIE mls qos trust M3ameHsieT trust mode nHTepdeiic.
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neperpyskamum

KoHdurypauus OnucaHue n KomaHaa
mls qos cos M3meHseT 3HadeHne CoS No ymosnyaHuilo ans
UHTepdenca.
mls qos map cos- | HactpamBaet conocraeneHne CoS-DSCP.
dscp
mls gos map | HactpauBaet conoctaBneHne DSCP-CoS.
dscp-cos
HacTponka (OnumoHanebHo) OH wncnonb3yeTcs AN HacTPOWKU  OrpaHUYeHUs
OorpaHnYeHuns cKopocTu ona nHtepdenca.
CKOPOCTH
MHTEPQENCa rate-limit HactpauBaeTt numuT Tpadvika Ans nHTepdeiica.
HacTponka (OnumoHanbHo) OH Mcnonb3yeTcs AnA HACTPOWKM CONOCTaBIEHUS
ynpaeneHus CoS-queue, nonUTUK NraHnpoBaHus odepegen u round robin weight.

priority-queue
cos-map

HacTtpauBaeT conoctasneHne CoS-queue.

priority-queue

HacTpanBaeT nonuTuky nnaHUMpoBaHWs BbiBOAA
ans oyepean Ha SP.

mls qos scheduler

HactpavBaeT nonuTuky nnaHMpoBaHus BbiBOAA
Ansi odepeau.

wrr-queue HacTtpauBaet round robin weight,
bandwidth COOTBETCTBYIOLWMNA  MOMUTUKE  NNIAHNPOBAHUS
WRR aons BbIxogHowW odepeau.
HacTtponka drr-queue HacTtpaunBaet round robin weight,
ynpaBneHus bandwidth COOTBETCTBYIOLNA  MONUTUKE  MIAaHNPOBAHUS
neperpyskamm DRR gnsa BbixogHoW odepeau.
wfg-queue HacTtpaunBaet round robin weight,
bandwidth COOTBETCTBYIOLWMNA  MOMUTUKE  NNIAHNPOBAHUSA
WFQ ans BbIxogHOW o4yepeaun.
gos queue HactpanBaeT rapaHTMpOBaHHY0 MWHUMAanbHYHO

MPOMYCKHY0 CMOCOBHOCTb U OrpaHUYEHHYHO
MaKCUMarnbHY MPOMYCKHYD CMNOCOGHOCTL AnA
ouyepeam.

gos queue ecn

BkntovaeT pyHkumio ovepeamn ECN.
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KoHdurypauus OnucaHue n KomaHaa
HacTtponka (OnumoHanbHo) OH Mcnonb3yeTca ANA NPpeaoTBpaLLEeHMst NepPerpysKku
npeaoTBpaLLeHns CeTu NyTemM HaCTPOWNKM OTOpacbIBaHNSA NaKeToB.
neperpysku
queueing wred BknitouwaeT dpyHkuuio WRED.
wrr-queue HactpanBaeT Bec BbIGOpPKM MaKeToB, KOTOPbIE
random-detect 6yayT otbpaceiBatbcst WRED.
sample-weight
wrr-queue HacTtpanBaeT HWXHee NoOporoBoe 3Ha4YeHne ns
random-detect nakeTtoB, oTbpacbiBaembix WRED.
min-threshold
wrr-queue HactpanBaeT BepxHMM nNOpor pnAns NakeTos,
random-detect oTbpacbiBaembix WRED (B npoueHTax).
max-threshold
wrr-queue HactpamBaeT HWXHMIA nopor fAnsi NakeTos,
random-detect oTbpacbiBaembix WRED (B siuenkax).
min-threshold cell
HacTponka wrr-queue HactpanBaetr 6onee BbiCOKMA nopor Ans
npegoTBpaLLEHNs random-detect nakeToB, oTopacbiBaembix WRED (B siuenkax).
neperpysku max-threshold
cell
wrr-queue HactpanBaeT MakcumanbHyl0  BEPOSATHOCTb
random-detect oTbpacbiBaHMA  naketoB,  oTbOpacbiBaeMbIX
probability WRED.
HacTtpornka wrr-queue  cos- | Hactpauaet conoctaeneHnue threshold-CoS.
npeaoTBpaLLeHns map
neperpysku
Hactponka (OnumoHanbHo) Mcnonb3yeTca ang yCTaHOBKM pexuma oTobpaxeHus
oTobpaxeHus oyepeaun U HaCTPOWMKM Bcex odepenen Ha ycTponctee Ha 0—7
oyepean U pexum
HacTpovkn gos-queue BkriouaeT oTOBpaxeHMe oyepeau U PeXUM
compatible enable | koHdUrypauum Bcex odepenen Ha yCTpOMUCTBE Ha
0-7.
(OnumoHanbHO)  Ucnonb3dyeTca  Ana  OTKNMIOYEHUS  U3MEHEHUS
npuopuTeTa naketa.
100




PykoBoacTeo nonb3oBatens cepus QSW-6900

Hactpoiia QOS |_wwwgtechru |
KoHdurypauus OnucaHue n KomaHaa
OTknYeHne mls qos remark | OTKMYaET MBMEHEHME MPUOPUTETA NAKETOB.
U3MEHEHUS disable

npuopuTeTa NAKEeTOB

2.5.1. Hactpouka knaccucpukaymm noToKoB

2.5.1.1. AcpheKT KoHUrypaumm

o CospanTe Knacc u conoctaebTe NpaBunia knaccugukaumm.

o Cospante noONUTUKY, NPUBSXKUTE MNOBEOEHUA Kracca M MNOTOKa W CBSXUTE C
NHTEepdencom.

2.5.1.2. NpumeyaHun

L] MmeHa KnaccoB 1 NOMUTUK He MOryT cogepxaTtb oonee 31 cumBona.

o  KoHdwurypaumm mnHtepcernica gonyckarT TONbKo KoHdwurypaumm mnHtepdernca AP un
Ethernet. HekoTopble NpPOAYKTbI NOAOEPXUBAKOT MOSMUTUKW, TMPUMEHSEMblE K
nHTepencam SVI ¢ nomowiblo KomaHabl service-policy. Korga un dwusmyeckue
UHTepencol, N uHTepdencol SVI HaAcTpoeHbl C MOMOLLBI MOMUTUK, NpUopuUTeT
hn3n4ecKnx NHTEPEENCOB BbILLIE, YEM Y UHTEpdecoB SVI.

e Ecnu 3anyctutb komaHay service-policy B pexume rnobanbHOM KoHdUrypauum,
NONUTUKN ByayT NPUMEHATBLCS KO BCEM MHTepdbencam, KOTopble MOXHO HacTpoUTb C
MOMOLLLbIO MOMUTUK.

2.5.1.3. Llarn HacTpounku

Co3pnaHue Knacca u conoctaBneHue npasun ACL
e Heobsa3aTernbHbIN.

e Cospante knacc. B pexume koHdurypaumm knacca conoctasbte ACL, IP PRE wnn
DSCP.

Co3paHue NonUTUKU
e HeobsaszaTenbHbin.

° Cospante NOJTINTUKY. B pexnme KOHCbI/IpraLI,VII/I NOJNIUTUKN NPUBAXNTE NoBeOeHne
Kiacca 1 noToka.

Co3aaHue rpynnbl NOrM4yeckux nHtepcgencoB n gobasneHne nHTepcencoB B

rpynny siorm4eckmx uHTepcencon

e Heobsa3aTernbHbIN.

o Cospante rpynny norumdeckux uHtepdencoB M pobaBbTe uHTepdencbl B rpynny
NOrMYecknx nHTepgencos.

MpumeHeHne NONUTUKKN K MHTepcency
e HeobsszaTenbHbIN.

o  CBSAXNTE HACTPOEHHYIO NOSIMTUKY C yKasdaHHbIM MHTEPdENCOM NN rpynnomr Nornyecknx
NHTEpencos.
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2.5.1.4. NMpoBepka

e 3anyctute komaHay show class-map, 4Tobbl NPOBEPUTb, YCMELLHO N CO31aH Knacc u
yCMeLLHO N COMOCTaBMeHbl NpaBuna.

e 3anyctute komaHay show policy-map, 4ToObl NpoBepUTb, YCMELWHO N1 co3faHa
NonnTMKa N yCneLwHo N CBA3aHbl MOBeAEHMe Kracca U NoTokKa.

e 3anyctute komaHgy show mis qos interface, 4ToGbI NpOBEPUTL, CBSA3aH N
NHTEPKENC C NOSIUTUKON.

e 3anyctute komaHgy show virtual-group, 4To6bl NpPoBepUTbL MHTEpPdENCHI B rpynne
NOrMyecknx nHTepgencos.

e 3anyctute komaHgy show mls qos virtual-group, 4To6bl NpoBEpPUTb, CBA3aHa Nu
rpynna normyeckoro nHTepdenca ¢ nosIMTUKON.

2.5.1.5. CBA3aHHaAa KomaHAa

Co3paHue Knacca

KomaHga class-map class-map-name
Onucanue class-map-name: ykasblBaeT MM cO3fgaBaeMoro knacca. ims He Moxet
napameTpoB cogepxatb 6onee 31 cumBona.

Pexxum komaHg | Pexum rnmobanbHOM KoHdUrypaumm

CooTtBetcTBMe ACL

KomaHga match access-group access-list-number
Onucanue access-list-number: ykasbiBaeT Homep cnmncka ACL, KOTOPbIN JOSMKEH ObITb
napameTpoB COMOCTAaBIEH.

Pexxum komang | Pexum KoHurypawmm knacca

Co3agaHue NonuTUKKn

KomaHga policy-map policy-map-name
Onuncanwne policy-map-name: yka3biBaeT MMs CO34aBaeMon NonuTuki. ms He moxet
napameTpoB cogepxatb 6onee 31 cumeona.

Pexxum komaHg | Pexum rnobanbHOM KoHdUrypaumm

CBsa3biBaHMe Knacca

KomaHga class class-map-name
Onucanuve class-map-name: ykasbiBaeT UMS Knacca, KoTopbi ByaeT cBa3aH.
napameTpoB

Pexum komaHa | Pexum koHdurypaumm nosimTukm
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MpuBAa3ka noBeaeHUN ans U3aMeHeHUs 3HavyeHn CoS, DSCP u VID noTokoB

KomaHga set { ip dscp new-dscp | cos new-cos [ none-tos ]}
Onucanwne ip dscp new-dscp: M3meHsieT 3HadyeHne DSCP noTtokoB Ha new-dscp B
napamMmeTpoB ananasoHe ot 0 go 63.

COS New-cos: uaMeHsieT 3HadeHne CoS NOTOKOB Ha NEW-COS B AnanasoHe
otr0po7.

none-tos: He wu3MeHseT 3HadeHne DSCP nakeToB nNpu M3MEHEHUMU
3Ha4vyeHna CoS nakeTos.

vid new-vid: nameHset VLAN ID notokoB Ha new-vid B Anana3oHe oT 1 oo
4094.

Pexum komaHg

Pexxum koHdurypaumm knacca

MpuBA3ska n

nMmnTa I1pOI1yCKHOI7I CNOCOBGHOCTU ANA NOTOKOB U AEeUCTBUA Mo

0o6paboTke NakeToB NpeBbIWaWNX NMMUT

KomaHga police rate-bps burst-byte [ exceed-action { drop | dscp new-dscp | cos
new-cos [ none-tos ] }]

Onuncanue rate-bps: ykasbiBaeT orpaHudeHMe MNpOMyCKHOM CMOCOBGHOCTM B CEKYHAY

napamMmeTpoB (k6uT). dnanasoH 3Ha4YeHnn onpedenseTcs NPoayKTaMu.

burst-byte: YkasbiBaeT orpaHMyeHve Ha nakeTHblh Tpaduk (kbawuT).

[nana3oH 3Ha4YeHun onpenendeTcs NpoayKTaMmu.
drop: otbpacbkiBaeT nakeTbl 3a NpegenamMm NPonyckHOM CNOCOBHOCTM.

dscp new-dscp: nameHsieT 3HadeHne DSCP ans nakeToB, BbIXOAALLMX 3a
npeaenbl NONOCkl NPonyckaHus, Ha new-dscp B Anana3oHe ot 0 fo 63.

COS New-cos: n3MeHseT 3HadyeHne COS nakeToB, BbIXOAALLNX 3a nNpeaensl
Nnonockl NPoNyckaHus, Ha New-cos, B AmnanasoHe ot ot 0 oo 7.

none-tos: He wu3MeHseT 3HadeHne DSCP nakeTtoB nNpu M3MeHeHUu
3Ha4vyeHna CoS nakeTos.

Pexnm komaHg

Pexunm koHdurypaumm knacca

Co3aaHue rpynnbl NOrmn4yeckux nHtepdencos n gobasneHne nHrepcgencos B
rpynny siorm4eckux uHTepcencon

KomaHga virtual-group virtual-group-number
Onucanuve virtual-group-number: ykasbiBaeT HOMep rpynnbl fOrM4eckoro nHTepdenca
napameTpoB B AnanasoHe ot 1 go 128.

Pexum komaHg,

Cospganite rpynny forMyecknx WHTepdencos B pexnme rnobanbHown
KOHpurypauum, nobaBbTe MHTEPGENC B rpynny NOrmyecknx MHTepdencos
B pexume KoHdurypaumm wuHTepdencoB. Ecnn rpynnbl  NIOrM4eckux
WHTEPENCOB He CcyLlecTByeT, HeobxoaMmo cHadana cosgaTb rpynny
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norn4yecknx uHTEpdencos, a 3atem AobaButb WHTEpdEncbl B rpynny
norn4yecknx MHTepdencos.

MpuMeHeHne NONNTUKU K MHTepchency

KomaHpa service-policy { input | output } policy-map-name

Onuncanwne input: npMMeHeHne ansa Bxogswero Tpaduka nHrepdenica.

napamMeTpos output: NPUMEHEHWE AN UCXOASILLETO Tpaduka UHTEPENCa.
policy-map-name: ykasbiBaeT UMSA NONUTUKN, MPUMEHEHHON K MHTEPdIENCY.

Pexnm komaHg | Pexum KOHdpurypaumm nHTepdenca/Pexnm rnobanbHon

KOHd)VIpraLl,I/IVI/Pe)KVIM rpynnbl NTOrM4eCKnx nopToB

2.5.1.6. MNpumep KoHcurypaumm

Co3gaHm

e YyeTblpex KnaccoB noTokoB u conoctasneHune ACL, IP PRE n DSCP

LWarn
HaCTPOWKK

e Cospgante npasuna ACL.

e Cospgante 4eTbipe kracca noTokoB u conoctaebTe ACL, IP PRE wu
DSCP.

QTECH# configure terminal
QTECH(config)# access-list 11 permit host 192.168.23.61

QTECH(config)# class-map cmapl
QTECH(config-cmap)# match access-group 11
QTECH(config-cmap)# exit

MpoBepka

MpoBepbTe NpaBUNBLHOCTL CO34aHHbIX npaBun ACL 1 npaBun NOTOKOBOro
Knacca.

QTECH# show access-lists
ip access-list standard 11
10 permit host 192.168.23.61

QTECH# show class-map
Class Map cmapl

Match access-group 11

2.5.2. HacTpoika MapKMpPOBKU U OTOOpaKeHUsi NPMOPUTETOB ANS NaKeTOB

2.5.2.1. AcpheKT KoHDUrypaumm

e HactponTe trust mode n 3Ha4yeHne CoS no ymonyaHuo ansa nHrepdenica.
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e Hactpoite conoctaeneHnsa CoS-DSCP n DSCP-CoS.

e HacTtponka kayecTBa obcnyxunBaHus

2.5.2.2. NpumeyvaHusn

KoHdurypaumm nHtepdenca gonyckaroT Tonbko KoHdurypauumn nutepdenca AP n Ethernet.

2.5.2.3. Lllarn HacTpounku

HacTtpowka trust mode n saHadyeHna CoS no ymonyaHuio Ansa nHtepdenca
e HeobGsa3aTenbHbIN.

o B pexunme koHpurypaumm mHtepdenca HactpouTe trust mode n 3HavyeHme CoS no
YMOSYaHUIo ans nHtepdenca.

Hactpownka conoctaBneHun CoS-DSCP u DSCP-CoS
e HeobGsasaTenbHbIN.
e HacTpoiTe pasnuyHble CONoCTaBEHMSI.

2.5.2.4. NMpoBepka

e 3anyctute KomaHgy show mils qos interface, 4ToGbl oToGpasnTb trust mode u
3HayeHne CoS no ymonyaHuo ans uHtepdenca.

e 3anyctute KomaHgy show mls gos maps, 4tobbl 0TOOpPa3nUTb COMOCTaBIIEHMS
CoS-to-DSCP n DSCP-to-CoS.

2.5.2.5. CBAi3aHHas KoOMaHAaa
HacTtpownka nHtepcenca trust mode

KomaHga mls qos trust { cos | ip-precedence | dscp }
Onuncanwne COS: HacTpaumBaeT uHTepdenca trust mode k CoS.
napameTpoB

ip-precedence: HacTpamBaeT UHTepdenca trust mode Ha IP PRE.
dscp: HacTpanBaeT nHTepderica trust mode k DSCP.

Pexxum komang | Pexum koHdurypaumm nitepdenca

Hactpownka 3HayeHusa CoS no ymonyaHuio Ansa nirtepdenca

KomaHga mls qos cos default-cos
Onuncanue default-cos: HacTpanBaeT 3Ha4yeHne CoS no ymon4yaHuio B agnanasoHe oT 0
napameTpoB 0o 7. 3HayeHune no ymonyaHuo — 0.

Pexxum komaHg | Pexum KoHurypaumm nHtepgenca

Hactponka CoS-to-DSCP map

KomaHpa mls qos map cos-dscp dscp?...dscp8
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OnwucaHue
napameTpoB

dscp7....dscp8: ykasbiBaeT 3HayeHuss DSCP, conoctaBneHHble CcO
3HayeHusamMm CoS. 3HayeHus CoS no ymonyaHuto 0—7 oTobparkatoTcs Ha
DSCP 0, 8, 16, 24, 32, 40, 48 n 56 cooTBeTCcTBEHHO. 3HavyeHne DSCP
HaxoauTcsa B ananasoHe ot 0 oo 63.

Pexxum komaHg | Pexum rnobanbHOM kKoHdUrypaumm

HacTtponka DSCP-to-CoS map

KomaHga mls qos map dscp-cos dscp-list to cos
Onucanwue dscp-list: ykasbiBaeT cnncok DSCP, conoctaBneHHbIn co 3HadeHnamm CosS.
napameTpoB DSCP 0-7 no ymon4daHuto conoctaBnswTca ¢ CoS 0, DSCP 8-15

conocTaBnsaTca ¢ CoS 1, DSCP 16-23 conoctaBnsatoTca ¢ CoS 2, DSCP
24-31 conocTtaBnsatoTca ¢ CoS 3, DSCP 32-39 conoctasnsatotcs ¢ CoS 4,
DSCP 40-47 conocTtaensietca ¢ CoS 5, DSCP 48-55 conocTtaBnsieTcs ¢
CoS 6, a DSCP 56-63 conoctaendgetca ¢ CoS 7. 3HayeHme DSCP
HaxoauTcsa B gnanasoHe ot 0 go 63.

COS: yKasbiBaeT 3HadeHust CoS, conoctaBneHHble ¢ DSCP-cnuckom, B
ananasoHe ot ot 0 go 7.

Pexum komaHg | Pexxnm rmobanbHon koHdurypaumm

2.5.2.6. Npumep KoHcpUrypaumm

HacTtpouka trust mode u 3Ha4eHns1t CoS no ymonyaHuro ana nHrepcdenca

LWarn
HaCTPOWKK

o  UV3meHuTe trust mode nHTepdeinca gigabitEthernet 0/0 Ha DSCP.

e UV3meHuTe 3HavyeHne COS no yMmonuyaHui AnNA  WHTepdpenca
gigabitEthernet 0/1 Ha 7.

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/0)# exit
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# mls qos cos 7
QTECH(config-if-GigabitEthernet 0/1)# exit

MpoBepka

Y6egutecs, 4to trust mode u 3Ha4yeHne CoS No yMOMYaHMto yCreLHO HaCTPOEHbI
Ansa nHtepdenca.

QTECH# show mls qos interface gigabitEthernet 0/0
Interface: GigabitEthernet 0/0

Ratelimit input:
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Ratelimit output:

Attached input policy-map:
Attached output policy-map:
Default trust: dscp

Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1
Ratelimit input:

Ratelimit output:

Attached input policy-map:
Attached output policy-map:
Default trust: none

Default cos: 7

Hactpownka conoctaBneHnn CoS-to-DSCP u DSCP-t0-CoS

LWarn
HaCTPOWKK

e HactponTte CoS-to-DSCP gnsa conoctasnernuna CoS 0,1, 2,3,4,5,6u7
c DSCP 7, 14, 21, 28, 35, 42, 49 n 56 cooTBETCTBEHHO.

e Hactponte DSCP-to-CoS ana conoctaenenmss DSCP 0, 1, 2,3 un 4 c CoS
41 DSCP 11,12,13un 14 c CoS 7.

QTECH# configure terminal

QTECH(config)# mls qos map cos-dscp 7 14 2128 35 42 49 56
QTECH(config)# mls qos map dscp-cos 0123 4 to 4
QTECH(config)# mls qos map dscp-cos 111213 14 to 7

MpoBepka

MpoBepbTe, BCE 1M CONOCTABIIEHUS! YCMNELLHO HACTPOEHDI.

QTECH# show mls qos maps cos-dscp

cos dscp

7
14
21
28
35
42
49
56

N o O N WON &, O
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QTECH# show mls qos maps dscp-cos

dscp cos dscp cos dscp cos dscp cos
0 4 1 4 2 4 3 4

4 4 5 0 6 0 7 0

8 1 9 1 10 1 n 7
12 7 13 7 14 7 15 1

16 2 17 2 18 2 19 2
20 2 21 2 22 2 23 2
24 3 25 3 26 3 27 3
28 3 29 3 30 3 31 3
32 4 33 4 34 4 35 4
36 4 37 4 38 4 39 4
40 5 41 5 42 5 43 5
44 5 45 5 46 5 47 5
48 6 49 6 50 6 51 6
52 6 53 6 54 6 55 6
56 7 57 7 58 7 59 7
60 7 61 7 62 7 63 7

2.5.3. HacTpouka orpaHM4YeHUA CKOpPOCTU UHTepcpenca

2.5.3.1. AcpheKkT KoHduUrypaumm

e HacTtponTte numuT Tpaduka ans nHtepdenca.

2.5.3.2. NMpumeyaHun

o  KoHdurypauusa nogaepxmBaetcs Tonbko nHTepdernicamm Ethernet.

2.5.3.3. LLlarn HacTpounku

HacTtpounka numuta tTpacdmka ansa nHrepcenca
e HeobGsa3aTenbHbIN.
e HactponTe orpaHudeHne Ha TpadmK U NakeTHbIM Tpaduk ona uHTepdenca.

2.5.3.4. NpoBepkKa

e 3anyctute koMaHgy show mls qos rate-limit, 4ytobbl oTo6pas3nTL MHPopmMauuo ob
OrpaHMYeHnn CKOpoCTK ANa HTepdenca.
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2.5.3.5. CBA3aHHaA KomaHAa

HacTtpounka numuta tTpaduka ansa nHrepcenca

KomaHga rate-limit { input | output } bps burst-size
Onuncanwne input: YkasblBaeT HanpaeneHne BBoga nHrepderica.
napameTpoB

output: YkasbiBaeT HanpaBneHue BbiBoga nHTepdeiica.

bps: ykasbiBaeT orpaHMyYeHne NpornycKkHON CMOCOOHOCTU B CEKyHAY (KOuUT).
[lnanasoH 3Ha4YeHnn onpenendaeTcs NPoAyKTamu.

burst-size: YkasbiBaeT orpaHudeHve Ha Bcnneck Tpadwuka (k6awT).
[lnanasoH 3Ha4YeHUn onpenendaeTcs NPoAyKTamu.

Pexxum komang | Pexxum koHdurypaumm nitepdenca

2.5.3.6. Npumep KoHcurypaumum

TunuyHoe npuMeHeHMe — oOrpaHMYeHUe CKOpPOCTU MHTepchennca +
nepeMapkupoBKa npuoputeTta

Warwn
HaCTPOWKM

e [ins goctyna B VIHTEPHET C MCMNOSb30BaHMEM BbIXOAHOIO WUHTepdenca
HaCTpPOWTE orpaHUYeHne ncxoasuiero Tpadguka Ha nHtepdernce G0/24, a
TaKkKe yCTaHOBUTE OrpaHnyeHune nosockl nponyckanuns Ha 102 400 kbut/c
N orpaHn4eHne Bcnnecka Tpaduka Ha 256 kbanT B cekyHAay.

e [Ina 3gaHusa oBLLEXUTUS HACTPOUTE OrpaHMYeHne BXOAsLlero Tpaduka
Ha uHTepdence GO0/3, a Takke YCTaHOBWUTE OrpaHU4YEeHUE MNPOMYCKHON
cnocobHocTn Ha 51200 kbuT/c 1 orpaHuMyeHne Bcrflecka Tpaduka Ha
256 KO6AT B cekyHAy.

e [1nsa y4ebHOro 3gaHus HacTpPoOMTe orpaHNYeHue Bxoaswero Tpaduka Ha
nHtepgence GO/1, a Takke YCTAaHOBUTE OrpaHU4YeHWEe MPOMYyCKHON
cnocobHoctn Ha 30720 kbuT/c n orpaHMyeHne Bcrflecka Tpaduka Ha
256 kbanT B CEKyHAy.

e [lna nabopatopuu co3ganTe Knacc cmap_dscp7 ang CoOTBETCTBUS
npuoputetry DSCP 7, cosganTe nonutuky pmap_test ona ceaAsu ¢
cmap_dscp7, NpyBsXKUTE NOBeAeHME NMOTOKa AN U3MEHEHUSA 3HaYeHUs
DSCP pana nakeTtoB, CKOPOCTb KOTOpbIX npeBbiwaer 20M Ha 16,
npuMmeHuTe pmap_test k nutepdency G0/2, n HacTponTe nHTepdenc Ha
nosepue DSCP.

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/24
QTECH(config-if-GigabitEthernet 0/24# rate-limit output 102400 256
QTECH(config-if-GigabitEthernet 0/24)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3# rate-limit input 51200 256
QTECH(config-if-GigabitEthernet 0/3)# exit

QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1# rate-limit input 30720 256
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# class-map cmap_dscp7

QTECH(config-cmap)# match ip dscp 7

QTECH(config-cmap)# exit

QTECH(config)# policy-map pmap_test

QTECH(config-pmap)# class cmap_dscp7
QTECH(config-pmap-c)# police 20480 128 exceed-action dscp 16
QTECH(config-pmap-c)# exit

QTECH(config-pmap)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2# service-policy input pmap_test
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/2)# exit

lMpoBepka

e [lpoBepbTe, yCNEWHO JIM  HACTPOEHO  OrpaHUMYEHUE  CKOPOCTU
nHTEepenca.

e YBeautecb, 4YTO KNacCc W MOMMTUKA YCMELWHO CO34aHbl U YCMNeLHO
NPUMEHEHbI K NHTEpdency.

QTECH# show mls qos rate-limit
Interface: GigabitEthernet 0/1

rate limit input Kbps = 30720 burst = 256
Interface: GigabitEthernet 0/3

rate limit input Kbps = 51200 burst = 256
Interface: GigabitEthernet 0/24

rate limit output Kbps = 102400 burst = 256
QTECH# show class-map cmap_dscp7

Class Map cmap_dscp7
Match ip dscp 7
QTECH# show policy-map pmap_test

Policy Map pmap_test

Class cmap_dscp7

police 20480 128 exceed-action dscp 16
QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2

QTECH
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Ratelimit input:

Ratelimit output:

Attached input policy-map: pmap_test
Attached output policy-map:

Default trust: dscp

Default cos: 0

2.5.4. Hactpouka ynpaBrieHUsi neperpyskamu

2.54.1.

2.5.4.3.

AdheKkT KOHUrypaumm
HacTtponTe conoctasneHne CoS-to-queue.

HacTponTe nonutuky nnaHMpoBaHus u round robin weight ons BbIxogHOW oyepeau.

HacTpoiiTe  rapaHTMpOBaHHYlO  MWHUManbHYK  MPOMYCKHY0  CMOcOBHOCTb
OrpaHMYEHHY0 MaKCMMarbHYH NPOMYCKHYI CNOCOGHOCTb AN 04Yepeau.

Bkntounte pyHkunio odepean ECN.

NMpumeyaHusn

KoHdurypaums nHtepdenca gonyckaeTca TONbko Ha MHTepdencax AP n Ethernet.

O6e dyHkumn ECN n WRED [omkHbl OblTb HacTpOEHbl AMs BKOYEHUA OyHKUMK

ovepean ECN.

LlWarn HacTponku

KoHdurypupoaHue conoctaBrneHnn CoS-to-unicast nu CoS-to-multicast

OnumoHanbHo.

HacTtponte conoctaenenns CoS-to-queue. B npogyktax, noggepmBaroLmnx odepeam

MHOroafpecHON PacChIfk1, MOXHO HAaCTPOUTL conocTasneHne CoS-to-multicast.

Hactpownka nonutuk nnaHmpoBaHusa u round robin weight gna ogHoagpecHbIX
M MHOroagapecHbIX BbIXOAHbIX oyepeaen

OnumoHanbHo.

HactponTe nonuTuky nnaHUMpoBaHUA ONs oyepeau BbiBoA4a M uameHute round robin
weight. B npogykrax, nogaepXusarLLimx o4epeam MHOroagpecHom pacchbifikm, MOXHO
HaACTPOUTb MOMUTUKM NSIaHMPOBaHUA U KoadduumeHTbl round robin weight ans

oyepenen MHOroagpecHoOm paccChISiku.

HacTtponka rapaHTUpOBaHHOW MWHUMANbLHOW MPOMYCKHOW CMOCOOHOCTU U
OrpaHM4eHHOMN MaKCMMaribHOM NPONYCKHOW CMNOCOGHOCTU ANA ovyepeaun

OnumoHanbHo.

Hactpointe  rapaHTMpOBaHHYld  MWHMMArbHYH  MPOMYCKHYH  CMOCOBHOCTbL
OrpaHUYEHHY MakcUMarnbHYH NPOMNYCKHYH CMNOCOGHOCTb A ovepeau.

Bknro4yeHune oyepean ECN

OnuvoHanbHo.
Bkntounte cpyHkumio ovepean ECN.

(@ arecy

n
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2.5.4.4. NMpoBepkKa

e 3anyctute komaHgy show mls qos queuing, 4Tobbl 0TOGPA3UTL MHGOPMaUno 06
ouvepeam BbiBOAA.

e 3anyctute komangy show mls qgos scheduler, 4ToObl 0OTOGpPa3NTL MNOMUTUKY
NNaHnMpoBaHMA Anst oMepean BbiBOAA.

e 3anyctute komaHgy show qos bandwidth, 4yToGbI 0TOOpPa3nTb MPOMNYCKHYIO
CMoCcoBHOCTb o4epeau.

2.5.4.5. CBA3aHHaAa KomaHAa

HacTtpownka CoS-to-Queue map

KomaHga priority-queue cos-map qid cosO [ cosl [ cos2 [ cos3 [ cos4 [ cos5 [ cos6 [
cos7]]11111]

Onucanue gid: ykasbiBaeT uWAEHTUUKATOP oOYepean, KoTopbiM  Heobxoammo

napameTpoB conocTaBuTb, B AnanasoHe ot 1 oo 8.

cosO~cos7: ykasbiBaeT 3HayeHns Co0S, KoTopble AOMMKHbl  ObITb
conocTaeneHsbl ¢ gid. 3HayeHua CoS no ymonyaHuio 0~7 conoctaBndalTcA
c ovyepeasmm 1~8. [lnanasoH sHayeHun ot 0 go 7.

Pexum komaHg

Pexum rnobanbHom KoHUrypauum

HaCTpOﬁKa NOJIMTUKN NNaHUPOBaHUA A5 o4Yepeau BbiBoAa B SP

KomaHpa

priority-queue

Pexnm komang

Pexxum rmobanbHon KoHurypauum

HacTpoika nonuTukKu nnaHMpoBaHUA ONsi ouepean BbiBoaa

KomaHga mls qos scheduler {sp | rr | wrr | drr | wfq }

Onucaxne Sp: yCTaHaBnMBaEeT anropuTm NnaHMpoBaHus 4nsi odepeam BbiBoga Ha SP.
fnapameTpos [r: ycTaHaBNMBaeT anropuTM MaHMpOBaHUs AMs o4epeay BbiBoaa Ha RR.
Onucanue WIT: yCTaHaBNMBaET anropuTMm NIaHUMPOBaHUA ANs ovepeaun BbiBoga Ha
napameTpoB WRR.

drr: yctaHaBnvueaeT anropuyTMm NMNaHMpoOBaHWA ANA odepeau BbiBOAa Ha
DRR.

Wfq yCTaHaBnuMBaeT anroputMm nnaHUpoBaHUA OnNA oYvepenu BbiBOAaA Ha
WFQ.

Pexum komaHpg,

Mmo6anbHbIN/MHTEPMENCHBIN PeXnM KoHUrypaumm
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| www.gtech.ru_|
HacTtponka nonutnkm nnaHmpoBaHusa v round robin weight ansa BbixogHoOM
oyepeau
KomaHpa {drr-queue | wrr-queue | wfg-queue } bandwidth weightl...weight8
Onuncanwne drr-queue: HacTpamBaeT round robin weight, coOTBETCTBYIOLLMI NONUTUKE
napameTpoB nnaHupoBaHusa DRR ons BbIXoQHOW oyepeau.

wrr-queue: HacTpamBaeT round robin weight, COOTBETCTBYHOLIUI MNOAUTUKE
nnaHnposaHna WRR ans BbIXogHOM ovepeau.

wfg-queue: HacTpauaeT round robin weight, cooTBeTCTBYIOLMI NONUTUKE
nnaHnposaHua WFQ onga BbIXOgHOW oyepean.

weightl...weight8: YkasbiBaeT Bec oyepenen ¢ 1 no 8. [InanasoH 3HaYeHuin
onpegensdetca npogyktamu. 3HaveHne 0 ykasbiBaeT, 4TO ouvepenb
Mcnonb3yeT anroputM nnaHupoBaHus SP. Bec no ymonuyaHuto ans
rnobanbHbIX/MHTEPdENCHBIX ovepeaen coctaenseT 1:1.

Pexum komaHg

Mno6anbHbIN/MHTEPMdENCHBIN PEXNM KOHUTYypaLumm

Hactpowka

rapaHTMpoBaHHOW MWHMUMaribHOW MPOMYCKHOU CMOCOOHOCTU U

OrpaHU4eHHOW MaKCMMarnbHOW NPOMNYCKHOW CNOCOOHOCTU AnA ovyepeam

KomaHga gos queue queue-id bandwidth { minimum | maximum } bandwidth
Onucanuve gueue: HacTpauMBaeT TrapaHTUPOBAHHYD MWHUMArbHYK MNPOMYCKHYHO
napameTpoB CMOCOBHOCTb UIM OrpaHNYEHHYH0 MaKCUMarbHYH0 MPONYCKHYH CMOCOBHOCTb
ONs YyCTPOMCTB, KOTOpble MO3BOMAKT HacTpauBaTb OrpaHUYEHUs
NPOMYCKHOM CMOCOGHOCTM Kak [Ana  oAHOadpecHoW, Tak W ansg
MHOroagpecHon oyepeau.
queue-id: ykasbiBaeT MOEHTUMUKATOP O4Yepeaun, KOTOpbIM Heobxooumo
HacTpouTb, B AManasoHe oT 1 go 8.
Onucanve minimum bandwidth: ykasbiBaeT rapaHTMpPOBaHHY0 MWHUMAsbHYO
napameTpoB MPOMYCKHYD CNocobHOCTb, KOuT/Cc. [dnanasoH 3HaveHui onpegensercs

npoaykramu. Mo yMOsn4aHnio OH HE HAaCTpPOEH.

maximum  bandwidth: yka3biBaeT OrpaHWYEHHYI0  MaKCUMarnbHYHO
MPOMYCKHYKD CnocoBbHOCTb, KOuT/C. [dnanasoH 3HaveHui onpegensercs
npoayktamu. o yMonyaHuo OH He HaCTPOEH.

Pexnm komang

Pexxum koHdurypaumm nHtepdenca

Bknro4yeHune oyepean ECN
KomaHpa gos queue queue-id ecn
Onucanve gueue-id: naeHTUdukaTop ovepean. inanason: ot 1 oo 8.
napameTpos

Pexum komaHg,

Pexum koHdUrypauum nitepderica
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PykoBogcteo no | O6e dyHkuun ECN n WRED pomkHbl 6biTb HaCTpOEHbl ANsl BKKOYEHUS
ncnonb3oBaHuio | oyHKuMm ovepeamn ECN.

2.5.4.6. Npumep KoHcuUurypaumm

Hactponka conoctaBneHusa CoS-to-queue U U3MEHEHMe MOJINTUKN
naaHupoBaHus u ee round robin weight

LWaru e Hactpownte conoctaBneHne CoS-to-queue Ha CornocTaBrieHne 3Ha4eHnn
HaCTPOWKK Co0S0,1,2,3,4,5,6un7couepepgammn 1,2,5,5,5,5,7n8.

e HacTponTe NONUTUKY NraHMpoBaHUs BbiBoga Anst ovyepean Ha DRR u
round robin weight Ha 2:1:1:1:6:6:6:8.

QTECH# configure terminal

QTECH(config)# priority-queue cos-map 12555578
QTECH(config)# mls qos scheduler drr
QTECH(config)# drr-queue bandwidth 21116 6 6 8

MpoBepka | [poBepbTe, ycnewHo Ny co3gaHo cornoctaeneHne CoS-to-queue, a Takke
yCNeLwHo N1 HACTPOEHbI NOMMUTMKA MAaHUPOBaHUS BbIXOAHbLIX AaHHbLIX U round
robin weight onga ouepeam.

QTECH# show mls qos scheduler

Global Multi-Layer Switching scheduling
Deficit Round Robin

QTECH# show mls qos queueing

CoS-to-queue map:

Cos qid
0 1
1 2
2 5
3 5
4 5
5 5
6 7
7 8

wrr bandwidth weights:

gid weights
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2 1
3 1
4 1
5 1
6 1
7 1
8 1
drr bandwidth weights:
gid weights
1 2
2 1
3 1
4 1
5 6
6 6
7 6
8 8
wfq bandwidth weights:
qid weights
1 1
2 1
3 1
4 1
5 1
6 1
7 1
8 1
Bknro4yeHne oyepean ECN
LWarn § Bkntounte ECN B ouvepeam 1 nHtepdenica gigabitEthernet 0/1.
HaCTPOWKM
QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/1
115
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QTECH(config-if-GigabitEthernet 0/1)# qos queue 1 ecn
QTECH(config-if-GigabitEthernet 0/1)# exit

MpoBepka | 3anyctute komaHgy show run, 4yTobbl NPoBEPUTL pe3ynbTar.

Tunu4yHoe npuMeHeHne — nepemMapkvupoBKa npuoputeToB + nnaHUpoBaHue

oyepeau
Warwn Cospante ACL gnda goctyna K pasfuyHbIM cepBepaMm W cosgaunTe
HaCTPOWKK Knaccbl anga coorsetctBuga atum ACL.

CospanTe NonUTUKKN ONS CBA3M C KacCaMU U YKaKUTe HOBble 3HaYeHUs
CoS ansa naketoB, obpalLalowmnxcs K pasnmyHbiM cepepam. Cesxute
3HayeHnss CoS ¢ BXOAHbIMM uMHTepdencamu Ons  OTAenoB
nccnenoBaHuin U pas3paboTok, MapKeTUHra u HacTponTe MHTepdencebl Ha
nosepue CoS.

HacTtponte 3HayeHne COS no ymon4yaHuio And uvHTepdenca otgena
yrpaBfeHnsi NepcoHanioM Ha HauBbICLUMIA NPUOPUTET 7, 4TOObI
rapaHTMpoBaTb, YTO MNakeTbl OT OTAena YMpaBfeHWsi MepcoHanom
OTNPaBMATCA C HAUBBICLLMM NPUOPUTETOM.

HacTtponte nonutuky nnaHvpoBaHus BbiBoga Ha WR u round robin
weight Ha 1:1:1:2:6:1:1:0 gna oyepenen. 3To 03HAYaET, YTO anropuT™m
nnaHMpoBaHusa SP ucnonb3yeTcsa ONis NakeToB oThena ynpaBneHus
nepcoHarom, a naketbl otgena R&D v otaena mapkeTuHra gnd gocryna
K noyToBOWM Oase AaHHbIX, dpannoBon 6ase AaHHbIX U 6a3e AaHHbIX

3anpoca 3apnnaTtbl NAaHUPYIOTCS Ha OCHOBE COOTHOLLEHMS 6:2:1.

QTECH# configure terminal

QTECH(config)# ip access-list extended salary
QTECH(config-ext-nacl)# permit ip any host 192.168.10.1
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended mail
QTECH(config-ext-nacl)# permit ip any host 192.168.10.2
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended file
QTECH(config-ext-nacl)# permit ip any host 192.168.10.3
QTECH(config-ext-nacl)# exit

QTECH(config)# class-map salary
QTECH(config-cmap)# match access-group salary
QTECH(config-cmap)# exit

QTECH(config)# class-map mail
QTECH(config-cmap)# match access-group mail
QTECH(config-cmap)# exit
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QTECH(config)# class-map file
QTECH(config-cmap)# match access-group file

QTECH(config)# policy-map toserver

QTECH(config-pmap)# class mail

QTECH(config-pmap-c)# set cos 4

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class file

QTECH(config-pmap-c)# set cos 3

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class salary

QTECH(config-pmap-c)# set cos 2

QTECH(config-pmap-c)# end

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/1)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/2)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# mls qos cos 7

QTECH(config)#wrr-queue bandwidth11126110
QTECH(config)#mls qos scheduler wrr

MpoBepka

e [lpoBepbTe, ycnewHo nu co3gaHbl cnvckn ACL wn ycnewHo nwu
accoummpoBaHbl Krnaccel co cnuckammn ACL.

e [lpoBepbTe, yCNewHoO N1 co3gaHbl MNOSIMTUKM, YCNELIHO NM NPUBS3aHbI
Knaccbl U noBefeHue NOTOKOB M YCMELLHO N NPUMEHEHbI MOMUTUKA K
nHTEepdencam.

o [lpoBepbTe, YCNELIHO NN HACTPOEHO 3HavyeHmne COS No yMon4vaHuo ans
WHTepdenca n NpaBUMbHO M HACTPOEHbI MONUTUKA MMAAaHUPOBaHUSA Y
round robin weight.

QTECH# show access-lists
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ip access-list extended file
10 permit ip any host 192.168.10.3

ip access-list extended mail
10 permit ip any host 192.168.10.2

ip access-list extended salary
10 permit ip any host 192.168.10.1

QTECH# show class-map

Class Map salary

Match access-group salary
Class Map mail

Match access-group mail
Class Map file

Match access-group file

QTECH# show policy-map

Policy Map toserver

Class mail

set cos 4

Class file

set cos 3

Class salary

set cos 2
QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1
Ratelimit input:
Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos

Default cos: 0
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QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2

Ratelimit input:

Ratelimit output:

Attached input policy-map: toserver

Attached output policy-map:

Default trust: cos

Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/3
Interface: GigabitEthernet 0/2

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: none

Default cos: 7

QTECH# show mls qos scheduler

Global Multi-Layer Switching scheduling
Weighted Round Robin

QTECH# QTECH#show mls qos queueing
CoS-to-queue map:

Cos qid

~N o O N ON &
N O O N WODN

8
wrr bandwidth weights:

gid weights
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2 1

3 1

4 2

5 6

6 1

7 1

8 0

drr bandwidth weights:
gid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

wfq bandwidth weights:
qid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

2.5.5. HacTpouka npepnoTBpaLleHusi neperpysku

2.5.5.1. 3dhekT KOHDUrypaumum

e HacTtpoiiTte HMXKHee n BepxHee noporosoe 3HaveHne ansg WRED. Korga anvHa nakeTtoB
B OYEPEaN MEHbLLE HMXHETO NOPOroBoro 3HavyeHus, WRED He oTbpacbkiBaeT NakeThbl.

e HacTtponte MakcumanbHyl0 BEpPOSITHOCTb OTOpacbkiBaHus. Koraa OnvHa naketoB B
oyepenu HaxoOuTCa MexXOy HWKHUM U BEepXHWM noporosbiMu 3HaveHuamu, WRED
oTbpacbiBaeT nakeTbl Ccrny4YalHbiIM o0bBpasom. HacTpauBaeTca MakcumarnbHas
BEPOSITHOCTb OTOpachbIBaHWS NakeToB.
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e HactponrTe conoctaeneHne CoS-to-threshold.

2.5.5.2. NpumeyaHun

o  KoHdurypaumm mnHTepdenca LOMycKalT TOSMbKO KOHdurypauum mHtepdenca AP u

Ethernet.

2.5.5.3. Llarn HacTpounku

BknioyeHune dpyHkummn WRED

e  OnuyuoHanbsHo.

e [lpn HeobxoaumocTu Bkntounte dyHkumio WRED.

HacTpoWka HMXKHero noporoBoro 3Ha4eHus

e  OnuuoHarnbHo.

e [lpn HEOBXOANMOCTM HACTPONTE HMXKHEE MOPOroBOE 3HAYEHNME.

HacTtpouka BepxHero nopora

e  OnuuoHanbHo.

e [lpn Heo6xoaMMOCTM HacTpowTe Bornee BbICOKUI NOPOT.

Hactponka makcumanbHOM BEPOATHOCTU OTOpacbiBaHUS

e  OnuuoHanbHo.

e [lpy HEOOXOAMMOCTN HAaCTPOWTE MaKCMMarbHY BEPOSATHOCTb OTOpackiBaHUS.
KoppekTupoBka cpegHen AnvHbl ovepeaun Ansa BepOATHOCTU OTOpacbIBaHUA
e  OnuyuoHanbHo.

e [Ipy HEOOXOAMMOCTUN HacTpoWTe NHTepBan BbIOOPKN U BEC CPEAHEN ANVHbI o4epeau.
HacTtpouka conoctaBneHnsa CoS-to-threshold

e  OnuuoHanbHo.

e [lpn HeobxoanmocTn HacTponTe conoctaeneHme CoS-to-threshold.

2.5.5.4. NMpoBepka

e 3anyctute KOomaHay show queuing wred interface, 4Tobbl 0TOGPa3NTbL KOHUIrypaLmo

WRED.

e 3anyctute KomaHgy show gos wred-ecn statistics, 4Tobbl 0TO6pa3nTb CTAaTUCTUKY
nakeToB, oTOpoLueHHbIX WRED, 1 naketoB, nomeyeHHbix ECN.

2.5.5.5. CBA3aHHaAa KomaHAa

BkntoyeHune dpyHkummn WRED

KomaHpa

queueing wred

Pexum komaHg

Pexum rnobansHom KoHdUrypauum

HacTtponka HMxXHero nopora (B npoueHTax)

KomaHpa wrr-queue random-detect min-threshold queue_id thrl [ thr2 ]
Onucanve gueue_id: ykasblBaeT uaeHTUdUKATOp oyepean AN UWHTepdenca B
napameTpoB OvanasoHe o1 1 o 8.
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thrN: lNMogaepxuBaeT 2 rpynnbl HWKHUX MNOPOroB, B AnanasoHe oT 1 go
yKa3aHHOro BEpXHero nopora.

Pexum komaHg,

Pexunm koHdurypaumm nHtepdenca

PykosoacTteo no
NCNonb30BaHWIO

lMocKonNbKy MakcMManbHOe 3HayeHue AuanasoHa KoHdurypauum pasBHO
TeKyllemMy BeEpXHeMy nopory, Heobxoammo o6paTuTb BHUMaHWE Ha
HaCTPOWKY BEPXHEro rnopora npu HaCTpPorKe HUXXHEro nopora.

MoporoBoe 3HadeHne Ang nakeTtoB, oTopackiBaembix WRED, MoXeT ObITb
HACTPOEHO B MNpoLeHTax wunu sdenkax. [lpeobnagaet nocneagHui
CKOHPUIYpUPOBaHHbIN PEXUM.

HacTpownka BepxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect max-threshold queue_id thrl [ thr2 ]
Onucaxve gueue_id: ykasblBaeT uaeHTUUKATOP o4vepean Ha WHTepdence B
napameTpoB Owana3soHe ot 1 o 8.

Onuncanwne thrN: nogmepxwuBaetT 2 rpynnbl 6onee BbICOKMX MOPOroB, HauvHasi OT
napameTpoB ykasaHHOro HwxkHero nopora go 100.

Pexnm komang

Pexunm koHdurypaumm nHtepdenca

PykosoacTtso rno
NCNonNb30BaHWIO

MocKoNMbKy MWHMManNbHOE 3HaYeHWe HaCTPOEHHOro AuanasoHa paBHO
TEKYLLIEeMY HIDKHEeMYy Mopory, HEOGXOAMMO Y4YUTbIBaTb HUXKHWUIA MOPOr Mpu
HaCTpOlKe BEepXHero rnopora.

lNoporoBoe 3HauyeHne Ans nakeTto, oTopackiBaeMbix WRED, MoxeT ObITb
HaAacTpoeHO B npoueHTax wunu gq4venkax. [lpeobnagaet nocnegHun
CKOHMOUIYpUPOBaHHBIN PEXUM.

HacTpowka HMXXHero nopora (B s4emKax)

KomaHga wrr-queue random-detect cell min-threshold queue_id thrl [ thr2 ]
Onucaxune gueue_id: ykasblBaeT uaeHTUUKATOP o4vepean Ha WHTepdence B
napameTpoB Ounana3soHe ot 1 o 8.

thrN: nogaepxuBaeT 2 rpynnbl HWKHUX NMOPOroB, B Avanas3oHe oT 1 go
yKasaHHOro BEPXHEro mopora. 3HayeHWe Mo YMOSYaHWK onpeaensercs
npoaykTamu.

Pexum komaHg

Pexxum koHdurypaumm nHtepdpenca

PykosoacTteo no
NCMonNb30BaHWIO

[ocTynHOCTb 9TON KOMaHAbl onpeaensaeTcs NpoayKTamu.

lMockornbKy MakcumarnbHOoe 3HayeHve guanasoHa KoHdurypauuv pasHO
TeKyllemMy BepxXHemy rnopory, Heobxoaumo obpaTuTb BHUMaHWE Ha
HaCTPOWVKYy BEPXHEro nopora npu HacTporke HWXHEro nopora.
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lMoporoBoe 3HaveHne ang naketos, oTopacbiBaembix WRED, MOXeT ObITb
HACTPOEHO B MNpouUeHTax wunu sdenkax. [lpeobnagaet nocneaHui
CKOH(OUIypUpOBaHHbIN PEXUM.

HacTpownka BepxHero nopora (B syenkax)

KomaHpa wrr-queue random-detect cell max-threshold queue_id thrl [ thr2 ]
Onuncanwne queue_id: ykasbiBaeT wuaeHTUdUKATOp o4vepean Ha wuHTepdernice B
napameTpoB ananasoHe oT 1 go 8.

thrN: nopggoepxvuBaet 2 rpynnbl 6onee BbICOKMX MOPOroB, HayMHas OT
YCT@HOBITEHHOIO HWXHEro Mopora M 3akaH4yvMBasi MakCMMarnbHO BbICOKUM
MOPOrom.

3HayeHne No yMon4yaHuio onpeaensieTcsi NpoayKramu.

Pexum komaHg

Pexxum koHdurypauumn nHtepdpenca

PykoBoacTteo no
NCNoNb30BaHMIO

JlocTynHOCTb 3TOVM KOMaHAbI onpeaenseTcs NpoayKkTaMm.

MocKonbKy MWHUManbHOE 3Ha4YeHWe AuanasoHa KoHdUrypauuu pasBHO
TEKYLLIEMY HVDKHEMY Mopory, HeoGXOAMMO YYUTbIBaTb HUKHWIA MOPOr Mpu
HaCTpOlKe BEpXHero rnopora.

MoporoBoe 3HadeHne aAns naketos, oTopackiBaembix WRED, MOXeT ObiTb
HACTPOEHO B MpoLeHTax wunu s4venkax. [lpeobnagaet nocnegHui
CKOHMUTYpUPOBaHHLINA PEXUM.

HacTponka makcumanbHON BEPOATHOCTU OTOpacbiBaHUS

KomaHga wrr-queue random-detect probability queue_id probl [ prob2 ]
Onucaxne gueue_id: ykasblBaeT uaeHTUUKATOP oyepean Ona uHTepdenca B
napameTpoB Ouwana3soHe ot 1 oo 8.

probN: nogaepxuBaet 2  rpynnbl
otbpacbiBaHua B agnanasoHe oT 1 go 100.

MaKCUMarbHbIX BepOﬂTHOCTeVI

Pexnm komaHg

Pexunm koHdurypaumm nHtepdenca

KoppekTupoBKa cpefHein ANWHbI ouepeaun Ans BEpOATHOCTU OTOpacbiBaHUA —

BeC BbIOOPKU

KomaHga wrr-queue random-detect sample-weight queue_id weight
Onucanuve queue_id: ykasbiBaeT wuaeHTUMUKATOP oudepeanm Ha uHTepdence B
napameTpoB AvanasoHe ot 1 go 8.

weight: ykasbiBaeT koadduumneHT Beca B AgnanasoHe ot 0 go 15. [ijnanasoH
3HaYeHUIN MOXET BapbMpPOBaTbLCH B 3aBUCMMOCTM OT NPOAYKTA.

Pexum komaHg,

Pexum koHdUrypauum nitepderica
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PykoBoacTBO no
NCNoNb30BaHMIO

D,OCTyI'IHOCTb 3TOW KOMaHAbl onpegendeTcda npoayktamu.

lMoCKONbKY HACTPOEHHbIN WHTepBan BbIOOPKM BRMSET Ha QYHKUMIO
otbpacbiBaHus WRED B pexume KoHdurypaumm wuHTepdeinca,
pPEKOMEHAYETCS1 HACTPOUTb MHTEepPBan BbIGOPKM NOCEe BEPXHETO U HUKHETO
noporoB Aans naketoB, KoTtopble ©Oyayt otbpacbiBatecss WRED.
Mcnonb3ynte 9Ty KOMaHOy BMeECTe C KOMaHOOW HaCTpoOWKUM WMHTepBana
BbIGOpKM Ansa nakeTtoB, oTopackiBaembix WRED, 4To6bl TOYHO HacTpouTb
dyHkumo otbpackiBaHna WRED.

HacTtpounka conoctaBneHnsa CoS-to-threshold

KomaHga wrr-queue cos-map threshold_id cosl1 [ cos2 [ cos3 [ cos4 [ cosb [ cos6 [
cos7[cos8]1]1]1]1111

Onuncanue threshold_id: ykasbiBaeT ngeHTudukaTop rpynmnsl NOPOroB B guanasoHe OT

napameTpoB 1 no 2. NMopaepxmBatoTca ABeE rpynnbl NOPOros.

cos7...cos8: ykasbiBaeT 3HauyeHuss Co0S, KoTopble [OOIMKHbI ObiTb
conocTaBneHbl C MNOPOroBon rpynnon, B AuanasoHe oTr 0 go 7. o
yMOnYyaHuio Bce 3HadeHuMss COS COnocTaBnslTCA C MEpPBOW MOPOroBow
rpynnown.

Pexum komaHg

Pexxum koHdurypaumm nHtepcpenca

2.5.5.6. NMpumep KoHcpUrypaumm

BknroyeHne cdyHkumm WRED m HacTpouka HMXHEro noporoBoro 3HauyeHus,
MaKCUMaribHOM BEPOATHOCTU OTOpacbiBaHUsA u conoctaBneHna CoS-to-threshold
(npu ycnoBuu, YTo ANsi NpoAyKTa CyliecTBYeT 2 rpynnbl NOPOroBbIX 3Ha4eHWN)

Warn
HaCTPOWKM

e  Bkniouute dpyHkuuio WRED.

e HacTponTe HWXHME MOporoBble 3HA4YeHWd Ana odvepegn 2
nHTepdenca gigabitEthernet 0/2 Ha 10 n 20.

e Hactponte 6onee BbICOKME MOPOroBLIE 3HAYEHUS AN odyepean 2
nHTepdenca gigabitEthernet 0/2 Ha 60 n 90.

e HacTtponte mMakcumanbHble BeEPOSTHOCTM oOTOpacbiBaHWs ANS
oyepeam 2 nHtepdgenca gigabitEthernet 0/2 Ha 60 n 80.

e HactponTte 3HauveHus CoS 0, 1, 2 n 3 Ha nHTepdelice gigabitEthernet
0/2, 4To6bI NCNoNBL30BaTL MOPOroBYHO rpynny 2.

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/2

QTECH(config-if-GigabitEthernet 0/2)# wrr-queue random-detect min-
threshold 2 10 20

QTECH(config-if-GigabitEthernet 0/2)#wrr-queue random-detect max-
threshold 2 60 90
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QTECH(config-if-GigabitEthernet ~ 0/2)#  wrr-queue  random-detect
probability 2 60 80
QTECH(config-if-GigabitEthernet ~ 0/2)#  wrr-queue  random-detect
probability 2 60 80
QTECH(config-if-GigabitEthernet 0/2)# wrr-queue cos-map 20123

MpoBepka MpoBepbTe, BkNMoYeHa nu  yHkuna WRED, ycnewHo 5nvM HacTpOeHb!
NMoporoBble 3HaYeHWUs U YCMewHO NN HacTpoeHo conocTaeneHne CoS-to-
threshold.

QTECH# show running-config
Building configuration...
Current configuration : 1654 bytes
version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)
queueing wred
QTECH# show queueing wred interface gigabitEthernet 0/2
Qid max_cell_1 min_cell 1 max_1 min_] prob_1
max_cell_2 min_cell 2 max_2 min_2 prob_2
1 120000 120000 O O 0 120000 120000 1 1 1
2 120000 120000 60 10 60 120000 120000 90 20 80
3 120000 120000 O O 0 120000 120000 1 1 1
4 120000 120000 O O 0 120000 120000 1 1 1
5 120000 120000 0 O 0 120000 120000 1 1 1
6 120000 120000 O O 0 120000 120000 1 1 1
7 120000 120000 O O 0 120000 120000 1 1 1
8 120000 120000 0 O 0 120000 120000 1 1 1
cos qid threshold_id
0 1
1 2 2
2
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MpoBepbTe nakeThbl, oTOpoweHHble WRED, n naketbl, nomeyeHHble ECN.

QTECH#show qos wred-ecn statistics

Wred ecn stats result:

Port WredDropped EcnSended
TFGigabitEthernet 0/1
TFGigabitEthernet 0/2
TFGigabitEthernet 0/3
TFGigabitEthernet 0/4
TFGigabitEthernet 0/5
TFGigabitEthernet 0/6
TFGigabitEthernet 0/7
TFGigabitEthernet 0/8
TFGigabitEthernet 0/9
TFGigabitEthernet 0/10
TFGigabitEthernet 0/1
TFGigabitEthernet 0/12

O O O 0O 0o oo o o o o
O O O 0O 0O 0O oo o o o o

2.5.6. HacTpoika oTobpaxeHusi ouepeamn U pexxmum HacTPOMKM

2.5.6.1. AcpheKT KoHDUrypaumm

e HacTponTe oTobpakeHme odepean n pexmm KoHpurypauumn, 4Tobbl NU3MEHUTb PEXUM
oTobBpaxeHnst n KoOHUrypauum Bcex ovepeaen Ha yctponctee ¢ 1-8 Ha 0—7.
2.5.6.2. NpumeyaHun
e [locne HacTponku oTOBpaXeHust ovepeam U pexmma KOHUrypaumm HacTpPOEHHbIe
KOMaHAbl, OTHOCALLMECS K oYepenn, U3MEHSITCS aBTOMaTUYECKU.

2.5.6.3. larn HacTpourku

YcTtaHoOBKa oToOpaxkeHUs ovyepeamn n pexmuma KoHcpurypaumm Ha 0—7
e OnuuoHanbHo.

e [pu HeOGXOOAMMOCTM yCTaHOBUTE OTODpaXKeHUe ovepean U pexmnM KoHdUrypaumm Ha
0-7.
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2.5.6.4. NpoBepkKa

¢ 3anyctute komaHagy show running-config, 4tobbl 0TOGpa3nTbL KOHUrypauun.

2.5.6.5. CBA3aHHaA KomaHAa

YcTaHOBKa OTOOpaXeHUsi ouepeaun U pexmma KoHdurypauum Ha 0-7

KomaHga gos-queue compatible enable

Pexum komaHg | Pexum rnmo6anbHOM koHdUrypaumm

2.5.6.6. NMpumep KoHcpUrypaumm

YcTaHOBKa OTOOpaXkeHUsi ouepeaun U pexmma KoHdurypauum Ha 0-7

LWaru BkntounTtb rmodanbHbin QOS.
HaCTPOWKM

QTECH# configure terminal
QTECH(config)# qos-queue compatible enable

MpoBepka | lNpoBepbTe, yCNeLHo N BbINorHeHa KoHUrypaums.

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

2.5.7. OTKNOYEeHNe U3MEHEHUA NpuopuTeTa NakeToB

2.5.7.1. AcpdheKkT KoHduUrypaumm

e [locne Toro, Kak U3MeHeHVe npuopuTeTa naketa OTKIOYEHO, MPUOPUTET MakeTa npu
€ro oTnpaBKe C YCTpoWcTBa OyaeT TakuM e, Kak Npu OTnpaBKe nakeTa Ha YyCTPOWMCTBO.

2.5.7.2. dTanbl HACTPOMUKMN

OTKNOYeHne N3MEeHEeHUA NpMopuTeTa NakeToB
e Heobs3aTenbHbIN.

e Yr0bbl YOEaMThCa, YTO NpUOpPMTET NakeTa Npu OTNpaBKe C YCTPOWCTBA TaKOM XKe, Kak
npu OTApaBKe Ha YCTPOMCTBO, OTKIIOYNTE UBMEHEHNE NpUopUTETa NakeTa.

2.5.7.3. NMpoBepkKa

e 3anyctute koMaHay show running-config, 4Tobbl 0TO6pasnTb KOHUrypaLumm.
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2.5.7.4. CBA3aHHaA KomaHAa

OTKNo4YeHne U3MeHeHus npuoputeTa naketoB

KomaHga mls qos remark disable

Pexxum komaHg | Pexum rmo6anbHOM koHdUrypaumm

2.5.7.5. Npumep

OTKno4YeHne U3MeHeHUsA npuoputeTa naketoB

Warn OTKNIOYUTb N3MEHEHNE NPUOPUTETA NAKETOB.
HaCTPOWKM

QTECH#configure terminal
QTECH(config)#mls qos remark disable

2.6. MOHUTOPUHT

2.6.1. Oumnctka

OnucaHune KomaHpa

Ounctnte CcTaTUCTMKY NakeToB, | clear qos wred-ecn statistics [ interfaces interface-id |
oTopoweHHbix WRED, n naketos,
nomeyeHHbIX ECN.

2.6.1.1. OTo6paxeHue

OnucaHne KomaHpa

OtobpaxaeT wuHpopmaumio o | show class-map [ class-map-name |
Knaccudumkaumm noToKoB.

OtobpaxaeT wuHpopmaumto o | show policy-map [ policy-map-name [ class class-map-
nonutuke QoS. name | |

OtobpaxaeT nonutuky, | show policy-map interface interface-id
NPUMEHEHHYI0 K UHTepdency.

OtobpaxaeT wHpopmaumio o | show virtual-group [ virtual-group-number | summary]
rpynne NOrNYEeCKNX
NHTEpPdENCoB.
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Hactpoiika QOS

NOrMyecknx nHTepencos.

| www.gtech.ru |
Onucanune KomaHpa
OtobpaxaeT nonutuky, | show mils qos virtual-group [ virtual-group-number |
NPUMEHEHHYIO K rpynne | policers ]

OTtobpaxaeT
COMOCTaBMNEeHMS.

pa3nn4yHble

show mls qos maps [ cos-dscp | dscp-cos | ip-prec-
dscp ]

OtobpaxaeT wHdpopmauuio o6

show mls qos rate-limit [ interface interface-id ]

orpaHvyeHnn CKOpPOCTH

UHTepddenca.

Otobpaxaer ouvepeab QoS, | show mis gos queueing [ interface interface-id ]
NONUTUKY  MM@HUPOBaHUA M

nHdopmaumto o round robin

weight.

OTtobpakaeT WHpopmaLmio o

show mls qos scheduler [ interface interface-id ]

nnaHMpoBaHUn BbIXOJHOM

oyepeam.

OTtobpaxaeT KoHcurypauum | show queueing wred interface interface-id
WRED.

OTob6paxaeT nHdopmauuno QoS
UHTepddenca.

show mls qos interface interface-id [ policers ]

OtobpaxaeT WHpopMaumo o

show gos bandwidth [ interfaces interface-id ]

nakeTtoB, oTbpoweHHbIx WRED,
M NakeToB, NnomMe4veHHbIX ECN.

NpOomnyCKHON crnocobHocTK
UHTepdenca.
OtobpaxaTb ctatuctuky | show qos wred-ecn statistics [ interfaces interface-id ]

2.6.1.2. OTnagka

NMPUMEYAHUE: CrctemMHble pecypchbl 3aHAThI NPU BbIBOAE OTNaA04HOM MHopmaumu. MNoatomy
OTKNOYMTE OTNaAKy cpasy nocne Ncnonb3oBaHus.

OnucaHue

KomaHApa

OTnaxwuBaeTt 6ubnuoTteky QoS.

debug qos lib [ event | message ]

OtnaxueaeT cepeep cBsa3n QoS.

debug qos server [ event | message ]

@ e
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OnucaHune KomaHpa

OtnaxuBaeTr o06paboTky nonb3oBaTenbckmx | debug qos mis
komaHg QoS.

OtnaxueaeT koHurypaumm VMSUP. debug qos vmsup
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3. HACTPOUKA MMU
3.1. O630p

brok ynpaeneHus namateto (MMU) o3HadaeT, 4to Gydep MMKpoOCxembl pacnpegensertcs
pa3yMHO, YTOObI KOMMYTaLMOHHOE 060pyaOBaHME MO0 fy4Lle CNpaBnaTbLCA CO BCEMM BUAAMMN
NakeTHbIX MOTOKOB.

lMoTokn He cTabunbHbl BCE BPEMS, U B CETU CYLLECTBYIOT pasfnnMyHble NakeTHble NOoTokW. [Mpu
CcTabunbHOM CEeTEBOM MOTOKE M AOCTATOYMHOM MPOMYCKHOM CNOCOBHOCTU BCE MOTOKU AAHHbIX
obGpabaTbiBaloTCA nyylle; Korga B CETU CyLLeCTBYIOT NakeTHble MOTOKWU, NOTOKM OAHHbLIX MOryT
ObITb OTOpPOLLEHbI, OaXe ecnv CpedHsii CKOPOCTb MOTOKa He MpeBblaeT MpPOnyCKHYH
CNOCOOHOCTb.

MakeTbl 4aHHbIX, NOCTyNalLWmMe Ha KOMMyTauMOHHOe 000opyaOBaHUE, COXpaHaTCca B bydepe
KOMMYTaLUWOHHOrO obopyaoBaHusa neped nepecbinikon. OObIMHO NakeTbl AaHHbLIX OCTaKTCS B
Oydepe Ha KOPOTKOE BPEMS M MEPEechbiNalTCA 3a MUKPOCEKYHAbI; MPU HanMyMm NakeTHoro
noToKa, €criv MrHOBEHHasi CKOPOCTb MAKETHOro MOTOKAa MPEBbILAET BO3MOXHOCTU 06paboTku
KOMMYTaLNOHHOTO 000OpyOoBaHUA, NaKeTbl AaHHbIX, KOTOpble He MOoryT 6biTb 06paboTaHbl
BOBpeMsi, OyayT HakannmMBaTbCA B KOMMYTaLMOHHOM 06OpyaoOBaHWM, W MOTEPS MNaKeToB
npousongeT, Kak Tonbko Oydepa okaxeTcss HegoctatodHo. B atom cnyvyae MMU MOXHO
Mcnonb3oBaTth ANs1 pa3yMHOM HAacTponkm Bydepa v BbiaeneHns pasnuyHbix pasamepos bydepa
ANsi COOTBETCTBYHOLUMX CYXO C Lienbio onTuMmnsauum ceTu.

3.2. NMpunoxeHusn

MpunoxeHune OnucaHwue

Hactponka npunoxenus c | MNpegnpustuio TpebyeTtca poctatoyHo 6Gonbwown 6ydep B
bonbwum __ Gydepom  Ha | cnyxbe SkyDrive, 4ToObl M3GexaTb NOTepu NAKETOB nOns
OCHOBe ncxoduien | noToka criy>obl.

ovepean

3.2.1. HacTtpouka npunoxeHus ¢ 6onbunm 6ydepom Ha OCHOBE ucxoasiien
ouyepeau

3.2.1.1. CueHapuu

Mpegnpuatunio Tpebyetcs goctaTtouHo 6onbluon Bydep B cnyxbe SkyDrive, 4ToObl n3bexatb
noTEepW NaKeToB ANdA NOTOKa CNy>0bl.

Kak nokasaHo Ha crieyloleM puUcyHke, oGopyaoBaHue A MoaknodeHo K 5 knueHtam u 35
CepBUCHbIM cepBepaMm, rae 15 CepBUCHbIX CepBepoB BMPTYanuaupylT 15 UHTepdencHbIX
CepBepoB.

OCHOBHOW CEPBUCHbIN NOTOK BbIFSAAMT cnegyowmm obpasom:

e KnueHTCKMIM cepBep OTNpaBnsieT NakeT 3anpoca Ha PpoHTeH-cepsep.
o  ®poHTeHa-cepBep OTNpaBNAeT NOMNyYeHHbIN NakeT 3anpoca Ha CEPBUCHbLIN cepBep.

o [locne nonyyeHWsa naketa 3anpoca CEepPBUCHbLIA cepBep OTnpaBnseT OTBETHbIA MNakeT
(PPOHTEHA-CEPBEPY.

e [lonyuymB OTBETHbIN NAKET, (PPOHTEHO-CepBEP OTMNPaBNSAET ero KNMeHTCKOMY CepBepy.

e [locne nonyyeHWst OTBETHOIO NakeTa KIMUEHT yKasblBaeT, YTO CeaHC YCneLwHo co3aaH.
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B aTon cepBUCHOWM MOAENM CyWeCcTBYET pexum nepefadynm notoka «MHOrMe K OLHOMY»
(many-to-one):

L] MoTokM 3arnpocoB HECKOJTbKNX KITMEHTOB OTNpaBnAOTCA HAa OOUH cprHTeH,u,-cepBep.

e [loTOKM 3anpocoB HECKOMbKMX (OPOHTEHO-CEPBEPOB OTNPaBNATCA Ha OOMH
CepBUCHbIN cepaep.

o [loTOKM OTBETOB HECKOMbKMX CEPBUCHBIX CEpPBEPOB OTMNPaBSAKTCA Ha OOWH
(OpPOHTEHA-CEPBEP.

e [loTOKM OTBETOB HECKOSbKMX (PPOHTEHA-CEPBEPOB OTMNPABMSATCH OOHOMY KIUEHTY.

3T NOTOKM NepeaarnTcsi B OCHOBHOM Yepe3 06opyaoBaHue A, YTo NErko NpUBOAUT K Neperpyske
ceTn. Takyo NnpobreMy MOXXHO UCNPaBUTb, HACTPOMB Ha 0GopyaoBaHMK GonbLiol Bydep.

Knnent .
=

>
KnueHTt \g—i
e

CepBUCHbIN cepBep
(MHTEepdENCHbII)

CepBUCHbIN

y CepBUCHbIN

e

KnueHt §

PucyHok 16.

3.2.1.2. Pa3BepTbiBaHue
e Bo Bcex cnyxebHbix nopTax (a UMeHHO, NopTax, COeANHSAIOLLMX KITMEHTOB C cepBepamMm)
HacTpouTe obwwmi Bydep odepeamn, B KOTOpon cepBmc HacTpoeH Ha 100 %.

o Bo Bcex cepBUCHbIX NOpTax HaACTPOMTE MUHMMASIbHOE 3HA4YeHWe rapaHTUPOBAHHOIO
Bydepa Hencnonb3yemon ovepeau.

e Bo Bcex Heucnonb3yemblx MOpTax HaACTPOUTE  MUHUMANbHOE  3Ha4YeHue
rapaHTMpoBaHHbIX BydhepoB Bcex ovepenen.

KOHKpeTHYI0 KOH(Urypaumio cM. B npumepax KoHdurypaumm B pasgene KoHdurypaums.

3.3. OcobeHHOCTH
3.3.1. basoBble KOHUenThbl

3.3.1.1. Ayenka (Cell)

Avenka npencraenseTr cobon OydepHyro eanHuly, T. €. MAUHUMAIbHYK €OUHULY XpaHeHus
KOMMYTaUWOHHbIM OBOpyaAOBaHMEM MakeToB. Pasmep KaxOon AYenkn 3aBUCUT OT MpOAyKTa.
OAunH nakeT MOXeT MCNoMb30BaTb HECKOMbKO SYeeK, a OfHa A4Yeillka MOXeT MCMONb30BaTbCA
TOMbKO OAHMM NaKeTOM.
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3.3.1.2. 'pynna nopTtoB

Bce nopTel, duanyeckn npuHagnexawime O4HOMY 4uny KOMMYyTauuu, BMeCTe HasblBalTCH
rpynnon nopToB, B rpynne nopToB ynpaenseTtcs Oydep KoMMyTauumoHHoro obopyaoBaHus.
Bo3bmeMm, Kk npumepy, nnaty, B 3TOM BEPCUN ABE MUKPOCXEMbI NEPEKITOYEHUS, NO3ITOMY eCTb
Ase rpynnbl noptoB. MNMepeble 20 NopToB NpuHagnexaT K rpynne noptos 1, a octanbHble 20
NOPTOB MpuHagnexarT K rpynne nopTos 2.

3.3.1.3. Ucxopsawan ouyepeab

Oyepean Ha BbIxoge MNOPTOB AENATCA Ha OJHOadpecHble M MHoroagpecHble oyepeau
(konmyecTBO oYepenen 3aBnUCUT OT NPoaykKTa). Jlormyeckn MUKpocxema nepeknioyeHns 4enuTcs
Ha BxoA (ingress) (Bxoasllee HanpasreHue) u Bbixod (egress) (Mcxopsuiee HanpasreHue).
BbixogHast odepenb HaxoauTCcHa B HanpasneHun Bbixoda. lNpexae 4em nakeTbl OTAPaBATCH U3
BbIXOAa, AN HUX HeOoBXOAMMO BbIMOMHUTL OMepauuio NOCTAHOBKM B O4epedb B BbIXOOHOW
odyepean. B HekoTOpbIX HalMX MPOAYKTax peanusoBaHO yrnpaereHne Gydepom Ha OCcHoBe
BbIXOOQHOW o4yepeau.

Egress

ueue |
Queue 2
Yun eue .,
ety 8

PucyHok 17.

B HacTosiwee BpeMd CcyuleCcTByeT Tpu Tuna Moaenen ncxoasimx oqepep,e|7|:

e Ha Bbixoge mmeetcs 8 ogHoadpecHbIX odepeden U 8 MHOroagpecHbIX odepenent.
XOpOoLLO M3BECTHbIE OAHOAAPECHLIE MAKETLI CrIEAYIOT 3a OAHOAAPECHON o4Yepeabto, a
BCe OcCTarlbHble NakeTbl CNeayT 3a MHOroagpecHom ovepenbHo.

e Ha Bbixoge umeeTcss 8 ogHOaOpeCHbLIX oyepeden U 4 MHOroagpecHbIX odepeau.
XOpOoLLO U3BECTHbIE OAHOAAPECHbIE NAKETbI CreayloT 3a O4HOAAPECHON oYepenbio, a
BCE OCTarbHble NakeTbl CNeayT 3a MHOroagpeCcHoM oYepenbHo.

e Ha Bbixoge Bcero 8 o4epenen,
MHOroagpecHble ovepeaun.

6e3 pasrpaHuyeHuMss Ha ogHOadpecHble U

3.3.2. 0630p
Oco6eHHOCTb OnucaHue
HacTtpoiika Bydep perynupyetcs Ha ocHoBe o4yepeaun. 3To ocHoBa MMU.
bydepa
HacTtponka MoHuTopuHr Bycbepa hakTnyeckn o3Ha4aeT MOHUTOPUHI UCMOMb30BaHMSA
MOHUTOPMHra emMKocTun bydepa, 4To obneryaet HacTponky bydepa.
bydepa
HacTtponka lMonyyeHHble " OTrpaBneHHbIe nakeTbl Kaxxgomn oyepeamu
nogcyeta NoACYUTLIBAKOTCH, YTOObI MOXHO ObiNo nerko otobpasuTb pesynbTaT
ovepeav HacTpowikn bydepa.
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3.3.3. HacTtpowka 6ycepa

PerynupoBka 6ydepa 03HavaeT, 4To odepeb Kaxaon cryxbbl MMeeT pasHble pa3mepbl Oydepa
3a CYET HEeKOTOpOW HacTponkm Bydepa ouvepean, Tak 4YTO Kaxdasd criykba obpabaTbiBaeTcs
no-pasHoMy, a Cnyx0bl C pa3HbIMY NPUOPUTETAMM OBCMY>KMBAKOTCS NO-Pa3HOMY.

3.3.3.1. MpuHUMN paboTbl

Pa6ounn mexaHnsm K3WnpoBaHuAa B annapaTtHoOmM obecne4vyeHnun

Urto kacaetcsa annapatHoro obecnedeHus, Oydep ynpaBnseTca B HanpasreHuuM BBoda M
BbIBoAa. MexaHn3am o6paboTku nokasaH HUXe.

than the guaranteed buffer
it of current po

e shared buffer usage of curren
PorT Is smaller than the shared buffer
limit of current port)
and (the shared buffer usage of
current port group is smaller than
e shared buffer limit of current po

Packet loss due to ingress

congestion

Yes

Packets enter the Packets enter the output
switch Allocate buffer to packets P process
- 3 v

Obtain the packe(; Obtain the output queue

incoming port an that packets will enter and
lt;;fglr:;a\txr;‘ C;f t‘lxv.:t information of port group
here th tgoi i

incoming port is wheecerngpote
buffer usage of curres Fie buffer usage of curre

port is smaller Yes—p queuve is smaller

n the guaranteed buffe
Rt of current queue

he shared buffer usage of curren
Queue is smaller than the shared
buffer limit of current queue)
and (the shared buffer usage of
current port group is smaller
the shared buffer limit of curgefit

port group)

Yes

\ 4

Packets enter the
output
queue for queuing

v

Packet loss due to egress
congestion

Packets are output
from the switch and
buffer is released

PucyHok 18.

Bo Bpems ynpaBneHus Gycdepom HanpaBneHwe BBOAA yCTaHABMMBAETCA Ha MakCMMarbHoOe
3Ha4veHune, 4ToObl NpeaoTBPaTUTL NOTEPIO NAKETOB B HAaNpaBreHu BBoda U o6ecneynTb NoTepro
nakeToB B HanpasneHuu BbiBoga. Takum 0b6pa3om, KOppeKTMPOBKa HE OTKpbIBaeTcs Ans bydepa
B HanpaeneHuu BeBoaa, a CLI obecneunBaeTt koppekTMpoBKy Bydhepa TONbLKO B HanpasreHuu
BbIBOAA, BKOYasi rapaHTUpoBaHHbIN Bydep ovepean n obwmn Bydep odepenun. HacTtpoika
Oydbepa HacTpamBaeT rapaHTMpPOBaHHbIN nopor Bydepa n nopor obuwero 6ycdepa ovepeaen,
4yTOObl BbIAENATL pa3nuyHble pa3mepbl Oydepa ana ouepenen.
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FapaHTUpoBaHHbLIN Oyep

MapaHTupoBaHHLIN Bydep Takke Ha3bIBAETCH IKCKITHO3MBHbLIM Oydepom. OT1a yactb Oydepa
pacnpegensieTca No  kaxagonm odvepegun. [apaHTupoBaHHbI  Oycbep ouvepeon  MOXeT
MCnonb3oBaTbCA TOSMbLKO 3TOW odepedbto. 1o ymonyaHuio ans Kaxaon odepeau Bblaenderca
(PMKCMPOBAHHbLIN rapaHTUPOBaHHbLIN Bydep. OTa vacTb oyepean MNO3BOMNSET 3TOM odepean
nepecbinaTtb NakeTbl C HOPMarbHOM CKOPOCTbIO NMMHMK NPU CTabUNbHOM NOTOKE.

CoBwmecTHbIN Bydep (Shared buffer)

B obwwem 6ydepe rpynnbl NOPTOB OCTaBLUASICS YacTb NpeacTaBnsieT cobom obLmii COBMECTHbIN
Oydep nocne BblveTa rapaHTupoBaHHoOro 6ydepa kaxagown odepean. CoBMeCTHbI Bydep MoxeT
MCcnonb3oBaTbCA BCEMU ovepeasamu. NMoporosoe 3Ha4YeHNe COBMECTHbIX odepeaen MOXeT ObiTb
YCTAQHOBMEHO AN Kaxaow oyepean. OTOT MNOPOr OrpaHMyYMBaeT MakCMMarbHblii 06bem
COBMeCTHOro 0Oydbepa, KOTOpPbIN MOXET MWCMOoNb30BaTbCA 3TOM odepenbto. Korga cymma
COBMeCTHOro 6ydepa, HaCTpPOeHHas AN KAaK40N odepeam B rpynne NopToB, NPEBbILAET 00LLyHo
COBMECTHYIO ovepeab rpynmnbl NOPTOB, MPUMEHSAETCA MeXaHU3M 3anofnHeHus bydepa "nepBbiMm
npuLLen - nepebiM o00cnyxeH".

3.3.4. Hactpouka moHuTOopuHra 6ycepa

MoHuTopuHr Gydepa peanunayeT MOHUTOPUHI Ob6bema MCMONb30BaHUS KaXKOoW o4epean wu
COBMECTHbIN Bydepa ¢ uenbio obecnevyeHns NOAAEPKKN AaHHbIX ANS ONTUMU3auUM CeTn n
pasyMHon koHdurypaumm bydepa.

3.3.4.1. MpuHUMN paboTbI

MoHuTopuHr Bycbepa mncnonb3yeT pexum onpoca ANs PerynspHoro cyntbiBaHus obbema
ncnonb3oBaHna bydepa kakaon oyepeam n cuTyauumn UCnorb30BaHUSA COBMECTHOro 6ydepa n
oTobpaxeHus cuTyauum wucnonb3oBaHusa 6Oydepa Tekywero obopyaoBaHus B pexume
pearnbHOro BpeMeHM.

Mopor npeaynpexaeHnsa ncnosnb3oBaHusi 6ycepa rpynnbl NOpToB
Koroa ncnonb3oBaHne Gydepa rpynnbl NOPTOB MPEBLILAET 3TOT NOPOr, CUCTEMHbIN XKypHarn
GyneT pacneyaTaH, YToObl HAMOMHUTL MONbL30BATEN!O.

Mopor npegynpexaeHna 06 ncnonb3oBaHum bycepa ovepeamn
Korga ucnonb3oBaHue Oydepa oyvepeam npeBbillaeT 3TOT MOPOr, CUCTEMHBIN XypHan byaoet
pacnevaTaH, YToObl HANOMHUTb NOMNb30BaTENHO.

MHTepBan BbIOOPKU AaHHbLIX MOHUTOpPUHra bycepa

Bydepun3oBaHHble f4aHHble MOHUTOPUHIa OTOMpatoTCs ¢ onpeaeneHHbIM MHTepBanoM, KOTopbIi
MOXXHO HACTPOWUTb B COOTBETCTBMU C TPpeGOBaHNAMM Nosb3oBaTerns.

3.3.5. Hactpouka nogcuyeTta oyepeau

Moocuet oqepe/:l,eﬁ oTCcneXxumnBaeT AaHHble O MNMepechblsyike N noTepe nakeToB Kaxkaomn o4epeau,
4TOObI 0BGecneunTb noaaepiKkKy AaHHbIX Onhd onTtuMmn3aumnm cetm un pa3yMH017| KOHCbI/IpraLl,I/II/I

Bydepa.
3.3.5.1. MpuHUMN paboTbI

Ouyepeab nepexoouT B pPeXMM oOnpoca NS  PerynsapHOro CYMTbIBAHUSA KONMYecTBa
nepeagpecoBaHHbIX nakeToB/KonmyecTBa baritoB " KonmyecTBa NOTEPSHHbIX
nakeToB/konuyectsa 6anWTOB KaKO4oOW oyepeaun, a 3aTeM MUCNonb3yeT AaHHble ANnA pacyeTta
KaXkQoro Buaa ctaTUCTUKK ovepeau.
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OnoBeleHne o0 NoTepe NakeToB B oyepeam

YCTPOMCTBO aHanu3mpyeT CTaTUCTUKY MO OTOPOLUEHHbIM nakeTtam, 4Tobbl onpenenvTb,
NPOUCXOAUT N MoTepst NakeToB B odepeaun. [ocrne notepyn nakeToB B OYepeam YCTPOWCTBO
oToOpaxaeT npenynpexneHne o rnoTepe MakeToB B COOTBETCTBUMU C  KOHUrypaumen
npeaynpexaeHns o notepe nakeTos.

YacToTa onoBeweHust o noTtepe naketToB B o4vepeau

Tonbko N npeaynpexaeHnn o noTepe NakeToB MoOryT oTobpaxaTbecsa B TE4EHNe onpeaeneHHoro
nepuoga T. Bbl moxeTe HacTpouTb nepuog (T) n konudectso npeaynpexaeHuin (N), 4Tobbl
HacTpoUTb OTODPaxXeHNe NpeaynpexaeHnin o noTepe NakeTos.

3.4. OrpaHu4yeHuns

Pasmep SI4ENKN 3aBUCUT OT npoaykra.

Twvn kapTbl Pa3mep syenku (6amnT)

QSW-6900-56F | 256

QSW-6900-64H | 208

I'Ipop,yKTbl KSWWMPYKOT NakeTbl U ynpaeBlidaloT MU B 3aBUCUMOCTU OT TUNa oqepe,u,m.CM. Ta6n|/|u,y
HUXe.

Tun KapTbl Tun oYepeaun Ans ynpaeJieHUA Kalem

QSW-6900-56F | Ncxopsiwee HanpaBneHue: ogHoagpecHas/MHOroagpecHas nepenavda;
BXOAsLLee HanpaBneHue: npuoputeTHaa rpynna

QSW-6900-64H | Ucxopsilee HanpaBneHwe: ogHoadpecHas/MHoroagpecHasl nepegaqa;
BXOAslLLee HarnpasfeHue: NnpuopuTeTHas rpynna

3HauveHune rapaHTMpoBaHHOIO Kalla no ymosn4aHuio 3aBUCUT OT I'IpO[J,yKTa.CM. Ta6n|/|u,y HWXe.

Twn KapTbl BbixogHou BbixoaHas MpuoputeTHasn
oAHOaApPEeCHbIN MHoroagpecHas rpynna
paccbinka
QSW-6900-56F | 8 8 8
QSW-6900-64H | 8 8 8

3HayeHne obLLero kawa no yMonyaHuo 3aBmcuT oT npoaykta.Cm. Tabnuuy Huxe.

Twn KapTbl BbixogHou BbixoaHas MpuoputeTHasn
oAHOaApPEeCHbIN MHoOroagpecHas rpynna
paccblinka
QSW-6900-56F | 100 % 15% 100 %
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| www.gtech.ru |
Twun KapTbl BbixogHon BbixoaHas MpuoputeTHasn
ofHOAApPEeCHbIN MHoOroagpecHas rpynna
paccblinka
QSW-6900-64H | 100 % 15 % 100 %

3.5. KoHdurypauumsn

@ § QTECH

MWP [OOCTYMNHEE

KoHdurypauma  OnucaHue n KomaHaa
HacTtponka (OnumoHaneHo) OH ucnonb3dyeTca Afns HacTporku Gydepa.
Oydepa
mmu queue-guarantee HacTtpauBaeT rapaHTMpoBaHHbIN Bydep
ncxoasien ovepeau.
mmu queue-threshold HacTtpaunBaet oowmn Oydep
ncxoasien ovepeau.
mmu pg-guarantee HactpanBaeTt rapaHTMPOBAHHbLIN
BxoaHoun bydbep PG.
mmu ingress-threshold HactpanBaet oo Bydep
Bxogsduiero PG.
mmu headroom-threshold HactpauBaet pa3svep Oydepa 3anaca
Ha ocHose PG.
mmu pg-headroom HacTtpaunBaet pasmep Bydepa
rnobanbHOro 3anaca.
Hactponka (OnumoHanbHo) McnonbayeTcsa Ana HacTpoviku Bydepa.
MOHWUTOPWHra
bydepa mmu usage-warn-limit HactpanBaetr noporoBoe 3HayeHue
onoBeLleHnsa ncnonb3oBaHus dydepa.
mmu sample-period HactpanBaetr  wuHTepBan  BbIGOpPKK
OaHHbIX MOHUTOpPUHra Bydepa.
HacTtpoiika mmu cut-through HacTtpauBaet pexnm nepegayu
pexuma cut-through.
137




PykoBogcTBo norsib3

HACTPOVIKA MMU

oBatens cepus QSW-6900

KoHdurypauma  OnucaHue n KomaHaa
Hactpoika mmu queue-loss-warn | HactpanBaeT onoBeLleHME O MoTepe
npeaynpexgenus o | {unicast| multicast} naxkeToB B o4yepean.
noTepe NakeToB
mmu gueue-loss-warn | Hactpauaet yacToTy
frequency npeaynpexaeHvui o notepe NakeTos.

3.5.1. HacTtpouka 6ycpepa

3.5.1.1. AcpheKkT KoHdDuUrypaumm

e Hactponte

rapaHTupoBaHHbli  Oydep, uYTOObI oO4yepedb MoOrfma COBMECTHO

MCMonb30BaTh TONMbKO 3Ty YacTb Gydepa.

e HacTtponte

COBMECTHbI Bydep, 4TOObl KOHTpONMpoBaTb OOGBEM WCMONb30OBAHUS

o6uero 6ydepa o4epenmn.

3.5.1.2. Mpumeya

HUA

KoHdurypaums nHtepgenca MoxeT ObiTb BbINOSTHEHA TONBLKO Ha OM3MYECKOM MOPTY.

3.5.1.3. Lllarn HacTpounku

Hactpowka rapaHTMpoBaHHOro 6ydepa ncxogsiiemn ovyepeam
e  OnuuoHanbHo.

o B pexume koHGUrypaumm nHtepgenca ncnonb3ynte KoMaHay mmu queue-guarantee,
4YTOObLI HACTPOUTL rapaHTUPOBAHHBIN Bydep Ansa Kaxoon odepean n ybeamtbcs, UTo
AnanasoH koHdurypauum 6ydepa 3aBucuT OT NPOAYKTA.

e Vcnonbayinte komaHabl no unu default, 4Tobbl BOCCTAHOBUTL 3Ha4YeHue Bydepa no
YMOJTYaHWIO.

KomaHpa

mmu gueue-guarantee output { unicast | multicast } [queue-id1l [queue-
id2 [queue-idN] ] set value

Onucanve
napameTpoB

output: BbINOSHSAET ynpasneHve 6ydepom B UCXOAsLLEN oYepeam

unicast: BbINOMNHAET ynpasneHne ©Oydepom B UCXOAdLEN o4yepeaun
OAHoaapecHon nepegaymn

multicast: BbINOMNHAET ynpaerneHne Oydepom B uUCXoslen oyepenm
MHOroapecHOM paccChbinku

queue-id: naeHTndnkaTop odepeau B gnanasoHe ot 1 oo 8

value: KOnM4ecTBO rapaHTUPOBaHHbIX OydepoB, B S4venkax; LuanasoH
3aBUCUT OT NMpoayKTa.

Mo ymonyanuio

Mo ymonyaHuio AnNA Kaxgon odepean BbiaensetTcs (UKCUPOBAHHOE
KONMMYECTBO rapaHTMpoBaHHbIX 6ydepoB. KoHkpeTHass KoHdwurypaums
3aBMCUT OT NPOAYKTAa.

Pexum komaHg,

Pexunm koHdurypauum nitepderica
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PykosoacTtso rno
NCMNOMb30BaHUIO

OPDHEKTUBHOCTb 3TOW KOMaHAbl 3aBUCUT OT NpoaykKTa.

Hactpowka coBmecTHOro bycepa ncxoasen oyepeam
e  OnuuoHarnbHo.

e Wcnonb3ynte komaHabl no unu default, 4yTobbl BoCcCTaHOBUTL 3HaveHne Gydepa no
YMOJSTYaHUIO.

KomaHnga

mmu queue-threshold output { unicast | multicast } [queue-idl [queue-
id2 [queue-idN] ] set thr%

Onucanve
napameTpoB

output: BbINOMHSAET ynpasneHve 6ydepom B UCXoasLLENn oyepeam

unicast: BbIMONMHAET ynpaBneHne 6Oydepom B ucxogsilien odepean
OAHOaAPECHON PaCChISKK

multicast: BbIMOMHSET ynpaereHMe Oydepom B uUCXosiLen oyepenm
MHOroafpecHOM paccChbInku

queue-id: naeHTndnkaTop odepeau, B gnanasoHe ot 1 go 8
thr%: npoueHT, B AnanasoH ot 1 go 100

Mo ymonyaHuio

Mo ymonyaHuio Kagow oyepeau HasHavaeTcs MoporoBoe 3HayeHue
NCnonb30BaHNA COBMECTHOro Oydepa. ITOT nopor npeacrtaenseT cobon
npoueHT. MeTop pacyeTa MakcMMarnbHO AOCTYNHOro coBMecTHoro 6ydepa
ANS ovepean cnenyloLuni;

MakcumanbHO OOCTYMHbIA COBMECTHbIM Oydep ana odyepean = obuiee
KONMYEeCTBO COBMECTHbIX BydhepoB rpynnbl NOPTOB * MOPOroBoe 3Ha4YeHNE B
npoueHTax

3HayeHue no YMOJI4aHUIO 3aBUCUT OT NpoayKTa.

Pexum komaHg,

Pexxum koHdurypaumm nHtepcpenca

PykoBoacTeo no
NCMornb30BaHUIO

O eKTUBHOCTL 3TOM KOMaHAbI 3aBUCUT OT NpoayKTa.

Hactpowka BxogHoro rapaHTunHoro 6ydepa PG
e  OnuuoHanbHo.
e Wcnonb3ynte komaHabl no unu default, 4yTo6bl BOCCTaHOBUTL 3Ha4veHne Gydepa no

YMONYaHMIo.
KomaHga mmu pg-guarantee pg { priority -id1 [priority-id2 [priority -idN] } set value
OnwucaHve priority -idN: Homep Bxoaswen PG.

napameTpos

value: rapaHTMpOBaHHOE 3Ha4YeHne koHdurypawmm dydepa.

Mo ymonuyaHuio

3HaueHue no YMOJ4aHUIO 3aBUCUT OT NpoayKTa.
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Pexxum komang | Pexum koHdurypaumm nitepdenca

PykoBogctBo no | OdpheKTUBHOCTb 3TOW KOMaHAbl 3aBUCUT OT NpoaykTa.
NCnonb30BaHMIo

HacTtponka coBmecTHoro 6ycepa Bxoasauwero PG
e  OnuyuoHanbsHo.
e Vcnonbayinte kKomaHgbl no unn default, 4Tobbl BOCCTaHOBUTL 3HauYeHne Bydepa no

YMOMYaHuIo.
KomaHpa mmu ingress-threshold pg [pg-id0 [pg-id1 [pg-id N] ] set thr%
Onuncanwne pg-idN: ngeHTudunkaTop NPMOPUTETHOM rPynnbl.

napameTpoB

th%: obwuin coBmecTHbIN Bydep X NOpOroBoe 3HavyeHWe B MpoLeHTax =
MaKkcumanbHO AOCTYNHbIN Bydep ansa ovepeam

Mo ymon4yaHuio | 3HayeHue Mo YMOMYaHUKO 3aBUCUT OT NPoAyKTa.

Pexxum komang | Pexum koHdurypaumm nitepdenca

PykoBogctBo no | 1. O ekTMBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTA.

NCNONb3OBaHWIO | 2 KoHdurypauuss BCTynaeT B CUNYy, TOMbKO €CMu  ynpaBrieHue
noTokom/ynpaeneHne MNOTOKOM Ha ocHoBe npuoputeta (PFC) He
BKITHOYEHO.

3. 3HauveHue, HaCTpOeHHOe nofib3oBaTternem, 0T06pa>KaeTc9| npun
BbIMNONTHEHUN KOMaHAbl Show run, gaxe ecnu 3HayeHue, HaCTpOEHHOE
nonb3oBaTenem, ABNndeTCA 3Ha4YeHeM No yMmon4daHuto.

HacTtpowka 3anaca BxogHoro 6ydepa PG
e  OnuuoHanbHo.
o Vcnonbayinte komaHabl no mnu default, 4Tobbl BOCCTAaHOBUTL 3Ha4YeHue Bydepa no

YMOJ4YaHuIo.
KomaHga mmu headroom-threshold pg [pg-idO [pg-id1 [pg-id N] ] set value
Onuncanue pg-idN: ngeHTndunkaTop NPUOPUTETHOWM rPynnbl.

napameTpoB

value: noporosoe 3Ha4veHne 3anaca, NSMepAaeTcAd B sYenKax.

Mo ymonyaHuio | 3HavyeHne No yMOn4aHuio 3aBUCUT OT NPOAyKTa.

Pexxum komaHg | Pexxum koHdurypaumm nitepdenca

PykoBoacteo no | 1. 3ddEKTUBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.

NCNOMb3OBAHUIO | 2 3HayeHMe, HaACTpPOeHHOe nMonb3oBaTteneMm, oTobpaxaetca  npu
BbINOMHEHNM KOMaHabl Show run, aaxe ecnv 3HayeHne, HacTPOeHHoe
nonb3oBaTernieM, ABMAETCSA 3HaYEHMEM MO YMOMYaHUIO.
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Hactpowka nopora ynpaBneHusi NOTOKOM
e  OnuuoHarnbHo.
e  Wcnonb3ynte komaHabl no unu default, 4yToGbl BOCCTaHOBUTL 3Ha4veHne Gydepa no

YMONYaHMIo.
KomaHpa mmu xoff-threshold pg [pg-idO [pg-id1 [pg-id N] ] set thr%
Onucanwue pg-idN: ngeHTudukaTop NPUOPUTETHOM rpynnbl.
napameTpoB

value: noporosoe 3Ha4eHune 3anaca, naMmepdaeTcd B sYemnKax.

Mo yMOIn4aHuto 3HauyeHune no yMOn4aHU 3aBUCUT OT NPOAYKTA.

Pexnm komang | Pexxum KoHdurypauum nHtepdenca

PykoBogcteo no | 1. O peKTMBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTA.

UCNONb3OBAHWNIO | 2 KoHdourypaumsa BCTynaeT B CUIly, TOSIbKO €Cru BKIIOYEHO yrnpaBneHue
notokom/PFC.

3. Ecnu ynpaenenune notokom/PFC He BKntoveHo, nopor obuiero 6ydepa
PG cooTBeTcTBYET 3Ha4veHuto ingress-threshold.

4. 3HaveHue, HaCTpOeHHOe nornb3oBaTeneM, oTobpaxaeTcsa npu

BbIMOMHEHMM KOMaHAbl Show run, gaxe ecnu 3HayeHue, HaCTpoOeHHOe
nosrb3oBaTtesieM, ABldeTcd 3Ha4eHnem no ymor4aHuto.

HacTpoika nopora BocctaHOBEHUs1 ynpaBrieHUsSI MOTOKOM
e HeobGsa3aTenbHbIN.
e Vcnonbayinte komaHgbl no unn default, 4Tobbl BOCCTaHOBUTL 3Ha4YeHue Gydepa no

YMONYaHuHo.

KomaHga mmu xon-threshold-offset pg [pg-idO [pg-id1l [pg-id N] ] set value
Onuncanue pg-idN: ngeHTndunkaTop NPUOPUTETHOWM rpynnbl.

napameTpoB

value: noporosoe 3Ha4veHne 3anaca, NSMepAaeTcAd B sYenKax.

Mo ymonyaHuio | 3HauyeHne No yMOn4YaHuio 3aBUCUT OT NPOoAyKTa.

Pexum komang | Pexum koHdurypaumm nitepdenca

PykoBogctBo no | 1. OpEKTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.

NCNOMb3OBaHUIO | 2 KoHdourypaums BCTynaeT B CUIy, TONMbKO €CrNy BKIOYEHO yrnpaBreHue
notokom/PFC.

3. 3HauyeHue, HaACTpoeHHOe nonb3oBaTeneMm, oTobpaxaeTca npwu
BbINOSIHEHMM KOMaHAbl Show run, gaxe ecnv 3Ha4yeHue, HaCTPOEHHOe
nonb3oBaTeneM, ABNSETCs 3Ha4eHNEM MO YMOSYaHUIO.

Hactpowka nopora rmo6anbHoro sanaca
e  OnuyuoHanbHo.
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e Vcnonbayinte komaHgbl no unn default, 4Tobbl BOCCTaHOBUTL 3Ha4YeHne Bydepa no
YMOSYaHMIo.

KomaHga mmu pg-headroom set value

OnucaHve value: noporoBoe 3HayeHue 3anaca, UamepsieTcsl B A4emnKkax.
napameTpoB

Mo ymonyaHuio | 3HayeHve Mo yMOMYaHUKO 3aBUCUT OT NpoayKTa.

Pexnm komang | Pexxum KoHdurypauum nHtepdgenca

PykoBogcteo no | 1. O peKTMBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTA.

UCNONb3OBAHWNIO | 2 KoHdourypaumsa BCTynaeT B CUIly, TONbKO €CMN BKITOYEHO yrnpaBreHne
notokom/PFC.

3. 3HauveHue, HaCTpOeHHOE  noJib3oBaTesieMm, OT06pa)KaeTCFI npun
BbIMOMHEHMM KOMaHAbl Show run, gaxe ecnu 3HayeHue, HaCTpoOeHHOe
nosrb3oBaTtesieM, ABldeTcd 3Ha4eHnem no ymosri4aHuto.

3.5.1.4. NpoBepkKa

e Vcnonb3ywTte komaHay show running, 4Tobbl NPOBEPUTL, YCMNELIHO N1 HacTpoeH MMU
non COOTBETCTBYHOLLUNM MHTEP(QENCOM.

3.5.2. HacTpouka moHuTopuHra 6ycepa

3.5.2.1. AcpheKkT KoHduUrypaumm

e HacTtponte noporoBoe 3HadeHue OMOBELLEHMS UCNonb3oBaHusa Bydpepa ana rpynnol
noptoB. XKypHan npegynpexgeHun dyaeT pacnedaraH, korga ncnosnb3osaHue dydepa
rpynnbl MOPTOB NPEBLICUT 3TO HACTPOEHHOE 3HAYEHME.

e HacTponTe noporoBoe 3Ha4YeHWe npeaynpexgatrWero curHana MUCrnonb30BaHus
Oydepa anga ovepegu. MNpegynpexgatowmnin curHan xxypHana éyaet pacnedaraH, korga
ncnonb3oBaHue bydepa ovepeamn NPEBLICUT 3TO HACTPOEHHOE 3HAYEHME.

e Hactpoite uHTepBan BbIOOPKM AAHHbLIX MOHUTOPUHra. HWXHWIA cnon npousBoauT
BbIGOPKY 1 coobLiaeT AaHHble B COOTBETCTBUM C HACTPOEHHBIM MHTEPBAnoM.

3.5.2.2. MNpumeyvaHusn

o  KoHdurypauma nHrepdernca MoxeT ObiTb BbINOMHEHA TOMBKO HA PU3NYECKOM NOPTY.

3.5.2.3. Llarn HacTpounku

Hactpownka nopora onoBeLieHusi 06 ucnonb3oBaHMu bycepa rpynnbi NOPTOB
e  OnuyuoHanbsHo.

o B pexume rmobanbHON KoHUrypauum ncnonb3ymte KomaHgy mmu usage-warn-limit,
4yTobbl HAcCTpPOUTbL Nopor npegynpexaeHns ob mcnonb3oBaHun Bydepa onsa rpynnbl
nopToOB.

e Wcnonb3ynte komaHabl no unu default, 4ytobbl BocCTaHOBUTL 3HaveHne Gydepa no
YMOSYaHUIo.
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KomaHga mmu usage-warn-limit set value
Onucanve value: npoueHT, B gManasoHe ot 1 go 100
napamMmeTpoB

Mo ymonyaHuio

3HayeHne no ymonyaHumwo paBHo O, yTO

npeaynpexaeHue He coobLiaeTcs.

4YTO YyKa3blBaeT Ha TO,

Pexum komaHg

Pexum rnobanbHom KoHUrypauum

PykosoacTteo no
MCMOJIb30BaHUIO

OTa KoHGUrypaums AencTByeT s BCEX rpynn NopToB.

Hactpowka nopora npeaynpexaeHmsa o6 ucnonb3oBaHum dycepa oyepeau
e  OnuuoHanbHo.

o B pexume koHUrypmpoBaHusa uHTepdenca komaHgy mmu usage-warn-limit { unicast
| multicast } [queue-idl [queue-id2 [queueidN] ] set value gns HacTponku nopora
npeaynpexaeHnsa o6 ncnonb3oBaHum Gydepa ansa Kaxagon odepean.

e Vcnonbaynte komangbl no wunu default, 4TOGbI BOCCTAHOBWUTbL HACTPOWKY MO
YMONYaHuHo.
KomaHga mmu usage-warn-limit { unicast | multicast } [queue-idl [queue-id2

[queue-idN] ] set value

OnwucaHue
napameTpoB

unicast: BbINonHAET ynpaBneHne 6Oydepom B ucxogslen odepean
OAHOaAPECHON PaCCLISIKN.

multicast: BbINOMNHAET ynpaerneHne Oydepom B uUCXoslen oyepenm
MHOroaZpecHOM paccChbINnKu.

queue-id: naeHTndmkatop odepeau B guanasoHe ot 1 go 8.
value: npoueHT, B AManasoHe ot 1 go 100

Mo ymonuyaHuio

3HayeHne no ymonuaHuio pasHo O, yTO

npenynpexageHne He coobLaercs.

4YTO YyKa3blBaeT Ha TO,

Pexum komaHg,

Pexxum koHdurypaumm nHtepcpenca

Hactpownka nHTepBana BbIGOPKN AaHHbIX MOHUTOPUHIa
e  OnuyuoHanbHo.

e B pexume rnobanbHOWM KOH(Mrypaumm ucnonb3ymnte komaHgy mmu sample-period
{ buffer-counter | queue-counter } value ang HaCTPOMKMN UHTepBana BbIBOPKN AaHHbIX
MOHWUTOPUWHIra AN KaXXaon odepean.

e cnonb3dynte komaHabl no wnu default, 4TOBbLI BOCCTAHOBUTL HACTPOWKY MO
YMOS4aHMIO.
KomaHpa mmu sample-period { buffer-counter | queue-counter } value
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OnwucaHue
napameTpoB

buffer-counter: konuyecTBo 3aHATbIX OydepoB.

gueue-counter: KONMMYECTBO OTMNPaBMEHHbIX W yOaneHHbIX 3anucer B
ouyepeam.

value: nHtepan BbIOOPKN B CEKyHOAX.

Mo ymonyaHumio

MHTepBan BbIGOPKM NO YMONYaHMNIO COCTaBMSIET 5 cekyHa,.

Pexum komaHg

Pexum rnobanbHom KoHdUrypauum

3.5.2.4. NpoBepkKa

e Vcnonb3ywTte komaHay show running, 4Tobbl IPOBEPUTL, YCMNELIHO N1 HacTpoeH MMU
non COOTBETCTBYHOLLUNM MHTEP(QENCOM.

e Vcnonb3ynte kKomaHgy show queue-buffer, 4ytobbl nNpoBepuUTbL YCMELHOCTb
KOHdburypaumm.

3.5.2.5. NMpumepbl KOHDUrypauum

Hactpoiika  noporoBoro  3HauyeHus npeaynpexaparowero  curHana
ucnonb30BaHUsA 6ycepa Ha OCHOBe rpynnbi NOPTOB

Warun Ha kommyTatope HacTpoMTe MNOPOroBOEe 3Ha4YeHwe aBapUMHOro curHana
HaCTPOWKK ncrnonb3oBanusa 6ydepa gng rpynnbel noptos Ha 80 %.

QTECH# configure terminal

QTECH(config)# mmu usage-warn-limit set 80

QTECH(config)#
MpoBepka lMpoBepbTe, ycnewHo nn CKOHUIypupoBaH Mopor npeaynpexaeHus

ncnonb3oBaHusa Bydepa.

QTECH# show run

mmu usage-warn-limit set 80

HacTtponka npegena npepynpexaeHusa ucnonb3oBaHuA Oycepa Ha OocHoBe
ncxopgsiien ovyepeau

LWarn HacTporikn | HacTtporite nopor npegynpexaeHusa ncnonb3osaHus bydepa kak 70 % B

oyepenax ogHoagpecHomn paccbiiku 6 n 8 nopta 1/1 Ha koMmmyTaTope.

QTECH# configure terminal
QTECH(config)# int tel/1

QTECH(config-if)#mmu usage-warn-limit unicast 6 8 set 70

MpoBepka

lMpoBepbTe, nMpaBWbHO §W  HACTPOEH MNOpPOr  npeaynpexaeHus
ncnonb3oBaHunga bydepa.
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| www.gtech.ru |
QTECH#show queue-buffer interface gigabitEthernet 0/9
Dev/slot Port-group Total-shared(%) Guarantee-used(%) Share-used(%)
Available(%) Warn-limit(%)

1/- 1 74.527 0.0822 14.7615
85.1562 NA

Interface GigabitEthernet 0/9:

Type Queue Admin-shared(%) Total-used(%) Available(%) Warn-limit(%)

Peak-usage(%) Peak-time

Unicast 1 (default) 7.4836 0.0103 NA
7.5041 2015/7/14 20:7:14

Unicast 2  (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 3 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 4 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 5 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 6 (default) 0.0000 7.4938 70%
0.0000 NA

Unicast 7  (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 8 (default) 0.0000 7.4938 70%
0.0000 NA

Multicast 1 (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 2 (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 3  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 4  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 5  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 6  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 7 (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 8  (default) 0.0000 7.4938 NA
0.0000 NA
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HacTtponka nHTepBana BbIGOPKU AaHHbIX MOHUTOPUHIa

LWarn HacTtponte uHTepBan BblIGOPKM OaHHbIX MOHUTOPUHIA B pPexume rnobanbHOoN
HacTpOMKKN | KOHdUrypaumn.

QTECH# configure terminal

QTECH(config)# mmu sample-period buffer-counter 8

QTECH(config)# mmu sample-period queue-counter 10
Mpoeepka | NMpoBepbTe, NPaBUILHO N HACTPOEH MHTEPBAnN BbIGOPKM.

QTECH# show run
mmu sample-period buffer-counter 8

mmu sample-period queue-counter 10

3.5.3. Hactpouka pexuma cut-through

3.5.3.1. AcpheKT KoHDUrypaumm

e  Bknouute dyHKkumio cut-through, 4ToBbl yMEeHbLINTE 3a4epPXKKy NEePEechINKM NakeToB.

3.5.3.2. MNpumeyvaHusn

e OyHKUMIO NOAKMHYEHMS cut-through MOXHO HACTPOUTL TOMBKO HA (PU3NYECKMX NOopTaX.

3.5.3.3. Lllarn HacTpounku

Hactpowka rapaHTunHoro 6ydepa
e  OnuyuoHanbHo.

e B pexunme KoHurypaumm nHtepdgenca sanyctute komaHgy mmu cut-through, 4tobbl
BKITHOUNTL (PyHKUMIO focTyna cut-through Ha nHTepdence.

e Vcnonbaynte komangbl no wunu default, 4TOOGbI BOCCTAHOBWUTHL HACTPOWKY MO
YMOJYaHWIO.

KomaHpga

mmu cut-through

Mo ymonyaHuio | Mo ymonyaHuio pexunm cut-through oTkmnoYeH.

Pexnm komaHg | Pexum KoHdurypauum nHtepdenca

PykoBoacTBO No | SheKTUBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.
NCnonb30BaHMIo

3.5.4. HacTtpo#ka npeaynpexaneH1Msa o notepe naketos

3.5.4.1. 3¢ hekT KOHDUrypaumm

e Bknountb/BbikNOUMNTL rNobanbHOE NpeaynpexaeHne o NnoTepun NakeToB odepeaen Ans
BCEX MHTEPdENCHBIX ovepeaen.
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e  BKIOUUTBL/BLIKNIOUNTE OMOBELLEHME O MOTEPE MaKeToB B O4Yepean Ha UHTepdewnce.
MproputeT aTOM KOHUrypaumm Beilwe, YeM y rnobanbHON KOHUrypaumm.

e Hactpoiite yacToTy curHanoB npegynpexneHuss o notepe nNakeToB Tak, 4ToObl B
nepvon T oToGpaxanochb Toribko N CMrHanoB TPEBOrv O NOTepe NakeTos.

3.5.4.2. NpumeyaHun

o  OTy (OYHKUMIO MOXHO HACTPOUTb B pexume rrnodanbHOM KOHUrypaumm n B pexume
KOHcpurypauum nHtepdgenca.

3.5.4.3. Llarn HacTpounku

HacTtpoika onoBelleHMsA 0 noTepe NakeToB
e  OnuuoHarnbHo.

e B pexume rnobanbHon kKoHUrypaumm vnm KoHdpurypaumm mnHtepdenca sanyctute
KomaHgy mmu queue-loss-warn {unicast | multicast} [qid1 [gid2 [gidN] ] ] {on | off}
ANS BKNIOYEHUSA/OTKIIOYEHMS (PYHKLMM ONOBELLEHMS O NoTepe NakeToB B ovepensx.

e Wcnonb3ynte komaHabl no unu default, 4ToGbI BOCCTAHOBUTL KOHGUrypauuio no
yMonyaHuio. PyHKUMST OMOBELLLEHUS O MOTEPE NAKeTOB MO YMOMYaHUIO OTKIMKOYEHA.

KomaHga [no] mmu queue-loss-warn {unicast | multicast } [qid1 [gid2 [qidN] ] ] {on
| off}

Onuncanue unicast: ykasbiBaeT Ha OAHOAAPECHYIO oYepeab.

napameTpoB

multicast: ykasblBaeT ouyepeb MHOroaapecHON PacChIfku.
gid: ykasbiBaeT ngeHTndmkaTop odepeau.

on: BkniovaeT curHanusaumio 0 noTepe NakeTos.

off: oTkntovaeT onoBeLleHne 0 NOTePe NAKETOB.

Mo yMosn4aHuto (DyHKLI,VIFI onoeeLleHnA o0 noTepe nNakeToB No yMmon4aHu OTKIo4YeHa.

Pexum komaHg | Pexvm rmo6anbHon KOHUrypaumm n pexxmm KoHdurypawumm nHtepgenca.

PykoBoacTBo no | AdeKTUBHbLIN CNOCob aTON KOMaHAbl 3aBUCUT OT NPOAYKTA.
NCnonb30BaHMIo

HacTpouka yacToTbl onoBeLweHUs o noTepe NakeTos
e  OnuuoHanbHo.

e B pexume rnobanbHON KOHUrypauum 3anyctute KomanHgy mmu queue-loss-warn
frequency cycle valuel times value2, 4yTo6bl HaACTPOUTb YaCTOTY OMOBELLEHUS O
noTepe NakeToB.

e cnonb3ynte komaHgbl no wnu default ons BOCCTaAHOBMEHUSA KOHUrypaumm no

YMOS4aHMIO.
KomaHpa [no] mmu queue-loss-warn frequency cycle valuel times value2
Onucanve valuel: YkasbiBaeT nepnog otobpaxeHus TpeBory notTepu nNakeTos.
napameTpoB
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value2: YKkasbiBaeT KONMYEeCTBO aBapUMHbLIX CUrHasoB O NOTEPE MaKeToB,
KOTOpble MOryT oTobpaxaTbCs 3a nepuoa.

Mo ymonuyanuio | Mo ymonuyaHuto B TedeHne 60 cekyHO MoxeT oTtobpaxaTtbca go 30
npeaynpexaeHnii o notTepe NakeTos.

Pexum komaHg | Pexum rmobanbHon KoHurypaumm

Mcnonb3oBaHMO

PykoBogctBo no | OdpheKTUBHOCTb 3TOW KOMaHAbl 3aBUCUT OT NpoaykTa.

3.6. MoHUTOpUHr

3.6.1. OumncTrka

NMPUMEYAHUE: BuinonHeHue komaHdbl clear Bo BpemMsi paboTbl 0OOpygoOBaHUS MOXET
NPVBECTU K NpepbiBaHNi0 06CNyXMBaHWs N3-3a NOTEPU BaXXHOM MHpOpMaLUN.

OnucaHue

KomaHga

OunwaeT 3Ha4YeHne cyeTymKa odepeam.

clear queue-counter

Ounwaetr UCTOpUYECKoe MNUKOBOE  3Ha4YeHue
Oydepa ucxoasiuen ovepean.

clear mmu queue-buffer peaked

OunwaetT UCTOpMYECKOE MNUKOBOE  3HA4YeHue
BXxogHoro 6ydepa PG.

clear mmu pg-buffer peaked

OuuniaeT KOnMYeCcTBO pas, Koraa 3aHaTbi Bydep
npeBbILAeT NOPOr NpeaynpexaeHust.

clear mmu usage-warn-count

3.6.2. OTobpaxeHue

OnucaHue

KomaHaga

OTtobGpaxaer uHMopMaunio 06 KnCNoNbL30BaHUK
Oydepa nHTepdenca naHenm.

show queue-buffer interface

OTobpaxaeT WHGOPMAUMIO CYEeTYMKa ouvepeaum
NMHTepdenca naHenw.

show queue-counter interface

OtobpaxaeT WHdopmaumio 00 MCNoNb3oBaHUM
Oydepa BxogHoro PG

show pg-buffer interface
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4. ObLLAA MHPOPMALIUA

4.1. FapaHTUA n cepBUC

Mpouenypa n HeobGxoaumble AENCTBUSA MO BOMpOCcaM rapaHTMM onmcaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 00CNYXMBAHUEY.

O3HakoMuTbCs € MHopMaumnen No Bonpocam TeCTMPOBaHUS 0b6OpyaoBaHMS MOXHO Ha canTe
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHWe Ha TECT».

Bkl MOXeTe Hanucatb HanpAamyr B CJ'Iy)K6y cepsuca no 3]'IeKTp0HHOI7I noyrte sc@gtech.ru.

4.2. TexHn4yeckana nogaeprkka

Ecnun Bam HeobGXxooumo copgencTBMe B BOMPOCAax, KacalwwmMxcs Hawero obopygoBaHusi, TO
MOXeTe BOCMOMb30BaTbCs HalLEe aBTOMaTU3UMPOBAHHOW CUCTEMOW 3anpoCOB TEXHUYECKOro
cepsuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHunyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odumc +7 (495) 477-81-18

4.3. dneKTpoHHasi Bepcusa AOKyMeHTa
Hata ny6nukauun 04.07.2024

https://files.qtech.ru/upload/switchers/QSW-6900/QSW-6900_ ACL_QoS_config_guide.pdf
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