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1. YNIPABJIIEHUE KOMMYTATOPOM

1.1. BapnaHTbl YnpaBrneHus

Ana ynpaeBneHns Heobxogumo HacTpouTb kommyTatop. KommyTtaTop obecneunBaeT aBa
BapuaHTa ynpasneHuna: BHenosriocHoe (out-of-band) unu BHyTpunonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBrieHue

BHenonocHoe ynpaeneHne — 310 ynpaBrieHe Yepe3 KOHCOSbHbIN MHTepdeiic. BHenonocHoe
ynpaBrieHne B OCHOBHOM WCMOSb3yeTcs AN HavanbHOro KOHUIrypupoBaHUs KOMMYTaTopa,
nmbo, Korga BHYTPUMOMOCHOE yhpaBrieHue HeAoCTynHo. Hanpumep, nonb3oBaTtenlb MOXeT
yepes3 KOHCOMbHbIA MOPT MPUCBOWUTL koMMyTaTopy IP-agpec ans goctyna no npoTtokonam
Telnet. SSH n HTTP.

Mpouenypa ynpaBrneHns KOMMyTaTOPOM Yepe3 KOHCObHbIA UHTEPAENC onucaHa HUXe:

War 1: [MoaknioynTb nNepcoHarnbHbIA KOMMbIOTEP K KOHCOMbHOMY (CEepuMHOMY) MOpTY
KoMMyTaTopa.

MoagknoueHue
Yepes KOHCONbHbIN
Kabenob

—
com—

o e —~ =
PucyHok 1. MoakntoveHme MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bbilwe, cepuiHbin nopT (RS-232) nogknoyeH K KoMMyTaTopy 4Yepes CepuirHbIn
kabenb. B Tabnuue HWXe ykasaHbl BCe YCTPOMCTBA, NCMOMb3YHOLNNCA B NOOKIIOYEHUN.

Ha3BaHue OnucaHue

ycTpoucTBa

MepcoHarnbHbIN NmeeT dyHkumoHanbHyto knaesmatypy u nopt RS-232 (COM), c
komnbtoTep (PC) YCTaHOBIEHHbIM 3MYNSATOPOM TEPMUHANA, Taknum kak PuTTY.
Kabenb cepuiiHoro | OguH KoHew, NoAkntovaeTcd K cepumnHomy nopty RS-232 (COM), a
nopta apyron k nopty Console kommyTaTtopa.

KommyTatop TpebyeTtca paboTatowmn Console nopr.
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LWar 2: BknoyeHne 1 HacTporika amynsaTopa tepmuHana PuTTY.

Mocne yctaHoBKkM coeguHeHuns, 3anyctute PUTTY. PUTTY — cBo60OHO pacnpoCTpaHseMbli
KNWEHT AN pasfMyHbiX NPOTOKONOB YAAnéHHoro goctyna, Bkntodaa SSH, Telnet. Takke
NMeeTCcs BO3MOXHOCTb paboTbl Yepes nocrnegoartenbHbli nopT (Serial port, COM-nopT).

1. 3anyctute PUTTY u BbibepeTe Tun nogkntodeHns — Serial. B none «Serial linex»
yKaXute Homep nocnegosaTtenbHOro nopta, Hanpumep, COM7. 3atem B none

«Speed» HeobxoauMo 3agaTb CKOPOCTb Nepedayn gaHHbix (baudrate) — 9600 6uTt/c.

Q PuTTY Configuration

Category
Loggng
- Termmal

Keyboard
Bell
Features

Window
Appearance
Behawour
Translabon

+ Selechon
Colours

Connection
Data
Proxy

+ SSH
Senal
Telnet
Riogin
SUPDULP

About

Help

?

A

Basic options for your PuTTY session
Specify the destination you want 1o connect to

Senal line Speed
[(‘:(n-\ 7 9600 ]
Connection type
()SSH () Other  Telnet v
Load, save or delele a slored sassion
Saved Sessions
Defaull Settings Load
COoM 7
Save
Delote
Close window on et
(_JAMays () Never @) Only on clean exit

Cancel

PucyHok 2. OcHoBHbIBE HacTpoiiku PuTTY.

2. [nsa obneryeHHOro NOBTOPHOrO NOAKMIOYEHUS C ucnonb3osannem PUTTY, cnegyet
COXpaHNTb HACTPOMKK ceccun. [Ina aToro Heobxoamomo B norne «Saved Session»
BBECTU Ha3BaHue ceccun (Hanpumep, Switchl) n HaxaTb KHOMKY «Save»
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& PUTTY Configuration ?
Category.
- Session Basic options for your PUTTY session
[ Logang Specty the destination you want to connect 1o
Keyboard Serial ine Speed.
Bell comM7 9600
Features X YNTIVR =
. Window Connecton type:
Appearance ()SSH (@ Sedal () Other Telnet
Bahawour
Transtation Load, save of delete a stored session
i+ Selection
Colours S Sessons
5 Connection Swilch1
Data Piatai it Sottees
Pfoxy Dofault Sottng: Load
{#} SSH
Senal ¥
Tealnet
Detote
Riogn
SUPDUP
Close window on exit <
(JAways  (ONever (@) Onlyon clean et
About Gonce
PucyHok 3.CoxpaHeHwne ceccumn B PUTTY.
3. BbibupeTe coxpaHeHHY CECCUIO U HaXXMUTe KoMKy «Open»
ﬂ PuTTY Configuration 7
Category
= Sess-on Basic options for your PuTTY sesson
=T Loggmg| Speaify the destination you want to connect to
Bel {com? | 19600
Features ) :
- Window Connection type
Appearance ()SSH (®)Senal ()Other Tehet v
Behawour
Translaton Load, s or defete a stored sesson
i1 Selection
Colours Saved Sessons
= Connoction L J
Data I |
prsy [ ——]
HS5H .
Serial
Talnet Delet
Riogn
SUPDUP |
Close window on exit
(JAways ()Never (@) Onlyon clean ext
= =
PucyHok 4. 3anyck coxpaHeHHOoI ceccuu.
12
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YMPABIEHVE KOMMYTATOPOM

LWar 3: Beizos komaHgHoro nHtepdenca (CLI) kommyTtaTopa.

Bkniounte kommyTaTop U goxamutechb nonHon 3arpysku. Mocne yero B okHe PUTTY nosiBaATcs
cnepytoLme coobLleHnst — 3TO Nonb30BaTeNbCKUIA PEXMM KOMMYTaTopa.

BB COMT - PurTy

PucyHok 5. KommyTaTop 3arpyauncs.

HaxmuTe knaeuwy «Enter» 1 Tenepb MOXXHO BBOAWUTb KOMaHZAbl YNpaBrieHNsi KOMMYTaTOPOM.
[leTanbHOE onvcaHne kKomaHa NPUBeOEHO B NOCHeAyoLWMX rnaBax.

1.1.2. In-band ynpaBneHue.

In-band ynpaBneHne OTHOCUTCA K YOanéHHOMY YrpaBfeHuk MnocpeacTBOM JocTyna K
KOMMYTaTopy C MCMOSfb30BaHMEM Takux npoTokonoe kak Telnet, SSH, HTTP, a takke SNMP. B
Tex cnyvasax, korga In-band ynpaeneHve ms-za M3MeHeHW, cAenaHHbIX B KOHdUrypauum
KommyTaTtopa, paboTaer co cbosMM unM CTano HeJoCTynHbIM, Ans  YnpaBreHus u
KOHOUIypUpoBaHNa KommyTaTopa Heobxogmmo wucnonb3oBate Out-band ynpaBneHue
(Console).

1.1.2.1. YnpaBneHue no Telnet
YT00bI ynpaeniAaTb KOMMYTaTtopoM no TeInet, OOJKHbI BbINONMHATLCA cneayrowme yCrioBua:

1. KommyTaTop AOMmKEH MMeTb CKOHGUrypupoBaHHbiv IPv4/IPv6-agpec.

2. IP-agpec xocta (Telnet-knneHT) u VLAN-uHTepenc kommyTtaTopa, OMKHbI UMETb
IPv4/IPv6-agpeca B 0QHOM CErMEHTE CETW.

3. Ecnu BTOpOM NyHKT HE MOXeET BbITb BbINOMNHEH, Telnet-knueHT aormkeH ObiTb
noaknoyeH K IPv4/IPv6-agpecy kommyTatopa C ApYrMx YCTPOMUCTB, TaKMX Kak
MapLLpyTM3aTop.

e KommyTaTtop ypoBHS 2+ MOXeT OblTb HAaCTpoOeH C Heckonbkumun IPv4/IPv6-agpecamu,
MeTo HaCTPOWMKM OnucaH B MOCBSLWEHHON 3ToMy rnase. Cnegylowmin npumep
npeanonaraeT COCTOSAHWE KOMMyTaTopa nocne NoCTaBku C 3aBOACKMMU HACTporKamu,
roe npucytcteyet Tornbko VLANL.

o [locrnegywowme warn onucbiBaloT nogkntodeHne Telnet-knueHTa K WHTepdency
VLAN1 kommyTaTopa nocpeactsom Telnet (npumep agpeca IPv4).

13
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PucyHok 5. YnpaBneHue kommyTaTopom no Telnet

War 1. Hactponka IP-agpecoB ans kommyTaTtopa M 3anyck dyHkumm Telnet Server Ha
KOMMyTaTope.

e [lepBbiM genom nget HacTpoika IP-agpeca xocta. OH gomkeH ObiTb B TOM XK€ CEerMeHTe
ceTu, 4To U IP-agpec VLAN1-nHTepderica kommytartopa. lNpegnonoxmm, 4to IP-agpec
nutepdenca VLAN1 kommyTaTopa 192.168.0.1/24. Toraga IP-agpec xocTta MOXeT ObITb
192.168.0.2/24. TNogkniovaemM KOMMYTaTOp K XOCTy ceTeBbiM kabenem (naTy-kopa
RJ-45 — RJ-45). C nomoLubio yTUnuThl ping, BBeAs komaHay «ping 192.168.0.2», MOXHO
NPOBEPUTL CBA3HOCTb KOMMYyTaTopa C XOCTOM.

o Komangbl HacTponku IP-agpeca ana wuHTepdenca VLAN1 ykasaHbl Huxke. [Nepeq
Hayanom In-band ynpaBnenus, IP-agpec kommyTaTopa [OMmXkeH ObiTb HaCTPOEH
nocpeacteom Out-band-ynpasneHuna (4epes nopt Console kommyTaTopa). KomaHabl
KOH(MrypupoBaHus crnegyowme (ganee cyutaeTcs, YTO BCe NpUrnawleHuns pexmnma
KOH(UrypupoBaHUs KOMMYyTaTtopa HauyMHaKTCA CO crioBa «Sswitch», ecrniv oTaAensHo He
yKkasaHO WHoro). [locne Toro, kak KOMMyTaTop NOSIHOCTbS 3arpy3urcs, OH HaynHaeT
nonck DHCP cepBepa ¢ uenbto nonyydyeHus IP-agpeca ona untepgenca VLAN 1. He
Hanga DHCP cepep, kommyTaTop npuceamBaeT nHtepdercy VLAN 1 no ymonyaHuio
IP-agpec: 192.168.0.1 255.255.255.0. Ecnn uHTepcency VLAN 1 IP-agpec He 6bin
NMPUCBOEH, MOXXHO €ro BBECTU BPYUYHYLO, BBEOS KOMaHAbI:

Switch>enable

Switch#config

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 192.168.0.1 255.255.255.0

Mo ymonuaHuio dpyHKkums Telnet cepBepa Ha komMmyTaTope BknodeHa. Ecnu no kaknm-nnbo
npuyunHam yHKkums Telnet cepepa oTkMOYeHa, TO Ans akmsaumm pyHkumm Telnet cepsepa
nonb3oBaTenb AOSHKEH BKIHOUNTD €€ B peXXume rnobanbHOro KOHOUrypmpoBaHus, Kak mokasaHo
HUXKe:

Switch>enable

Switch#config

Switch(config)# telnet-server enable
LWar 2: 3anyck nporpammbl Telnet Client.

Heobxoanmo 3anyctutb Telnet-knneHT B nporpamme «BbinonHutb» Windows. OTKpbITb OKHO
BBOAA MporpamMmmbl «BbINOMHUTE» MOXHO kKomaOuHaumen knasumw Win+R. Takke MOXHO
BOCMNOSb3oBaTbes Nporpammon PUTTY, rae cneayet ykasaTh IP-agpec kommyTaTopa.

14
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YTMNPABJIEHVME KOMMYTATOPOM S
Buinoanumrs
BeeanTe MMA NDOTPAMMbL, NANKA, A0KYMEHTS WK
pecypca MHTepHeTa, KOTopLIE TREDYETCH OTKPLITh
Orkphite: telnet 192.168.0.1

OK Omvena Ob6zop...

PucyHok 6. 3anyck nporpammsl Telnet-knneHT B Windows

War 3: NMonyynTb 4OCTYN K KOMMYyTaTOpYy.

[nsa Toro 4To Gbl NONY4YMTb JOCTYN K KOHGUrypaumm no npoTtokony Telnet HeoGxogmMmo BBECTH
AoctoBepHbl nornH (login) n napone (password). B npoTuBHOM crniyyae B goctyne 6yaet
OoTka3aHo. JTOT MeToa nomoraeT u3bexaTb HeaBTOPM3OBAHHOIO NonyveHust goctyna. Kak
pesynbTaT, Korga Telnet BkmA4eH AOnsi HAcTpPOWMKM W yNpaBneHUst KoMmyTaTopa, UMS
nonb3oBartens (username) u naponb (password) Ana aBTOPM3OBaHHLIX MNOSib3oBaTENEwn
AOImKeHbl ObiTb HACTPOEHbI Credylollen KOMaHOOW: «username <username> privilege
<privilege> [password (0]7) <password>]». Mo ymonuanuto noruH (login) — admin, naponb
(password) — admin.

[nsa nokanbHON ayTeHTMdUKauum MOXXHO MCNOSMb30BaTh CeayoLLYy0 KOMaHay:
Switch(config)#authentication line vty login local

[na goctyna B nNpuBEnMrepoBaHHbIN pexuM Heobxoaumo, 4Tto Obl ObIN 3agaH ypOBEHb
npusunernn 15.

HonycTnm, aBTopu3oBaHHbIM Nonb3oBaTernb MeeT uMm4a «test» n napornb «testy», Torga KomaHabl
AnNs 3agaHns UMEeHU 1 naponst ans goctyna no Telnet BuIrmagsaT cnegyowmm obpasom:

Switch>enable

Switch#config

Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

lMocne BBOAA UMEHW M NApons AN KOHUrypMpoBaHMs KOMMyTaTopa C WUCMNONb30BaHWEM
npotokona Telnet, nonb3oBaTenb CMOXeT Bbl3BaTb KOMaHAHbIN MHTepdenc CLI HacTporiku
koMmmyTaTopa. KomaHabl, ucnonb3yemble B koMaHoHOM uHTepderice Telnet CLI, koTopble
CT@HOBSATCS AOCTYMHbI NOCMEe BBOAA WMMEHW W Naponsd, Te Xe caMble, YTO U B KOHCOJIbHOM
nHTEpence.
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PucyHok 7. lNMoakntoveHune, ncnonesys npotokon Telnet

1.1.2.2. YnpaBneHue ¢ nomowbo npotokona HTTP (4yepe3 Beb6-uHTepcenc)

UToGbl ynpaBnsiTb KOMMYTaTtopoM 4Yepe3 BeO-MHTepdeNc [OOMKHbl ObiTb BbIMNOSHEHDI
crnenyoLwme ycrnoBus:

1. KommyTaTop OO/mMKEH UMETb CKOHUryprpoBaHHbi IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-uHTEpdenc kommyTtaTopa, 4OMKHbl UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETW.

3. Ecnu BTOpOW NYHKT HE MOXET ObITb BbINOMHEH, HTTP-KNneHT JormkeH ObiTb
nogkrtoyeH K IPv4/IPv6-agpecy kommyTatopa € ApYrMx yCTPOWCTB, TakuX, Kak
MapLupyTm3aTop.

Kak n B ynpaBneHum KOMMYTaTOpOM C MNOMOLLbI MpoTokona Telnet, korga obecneyeHa
CBSIBHOCTb KOMMyTaTOpa C XOCTOM (MpOBepKa OCYLLECTBMNSETCA KOMaH4oW ping) 1 BBOAMTCSA
NPaBWIbHBIA JIOTVH U Naposib, BO3MOXHO MOMYy4YMTb AOCTYN K KOMMYTaToOpy 4epes3 MpOTOKOS
HTTP, ucnonb3ys Be6-uHTepdenc. Hmke onucaH cnocob HaCTPONKu:

LWar 1: Hactpovika IP-agpecoB ana kommyTtatopa u 3anyck pyHkuun HTTP-cepBepa.

O HacTtpowike IP-agpeca kommyTaTopa C MOMOLLBIO BHEMOSTOCHOMO yNpaBieHNss CMOTPU rnaBy O
HacTpouke Telnet-ynpasneHus.

Mo ymonyanuio pyHkumna HTTP cepsepa BkntoyeHa. Ecnu no kakum-nubo npyynHam gyHKUmS
HTTP cepBepa oTKMAo4eHa, TO Ang aktmeaumm oyHKumMm HTTP cepBepa nonb3oBaTtenb JOMMKEH
BKMIOUMTL €€ B peXmnme rnobanbHOro KOHpUrypupoBaHus, Kak nokasaHo HUXe:

Switch>enable
Switch#config
Switch(config)#ip http server
LWar 2: 3anyck Be6-nHTepdernca ons ynpasneHms KOMMyTaTOPOM Ha XOCTe.

Heobxoanmo oTkpbITb BebG-6pay3ep Ha xocte wm BBecTu I|P-agpec kommyTtatopa wnm
HenocpeacTBeHHo 3anyctutb HTTP-npoTokon B nporpamme «BbinonHnte» Windows. OTKpbITb
OKHO BBOAa Mnporpammbl «BbINOMHWUTLE» MOXHO kKoMAabuHauuen knasuw Win+R. K npumepy,
IP-agpec kommyTaTopa «192.168.0.1».
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BuanossmTs

BESAMTE “MR NPOTPAMMEI, NENKM, LOKYMEHT MK
pecypca VIHTepHETa, xoTophie TReDyEron O1xpars

Qrxpuis: http://192.168.0

OK Ormena Obgop

PucyHok 8. 3anyck HTTP-npoTokona

Mpun o6paLueHmn kommyTaTopa ¢ IPv6-agpeca pekomeHayeTcs ncnonb3oBaTb 6paysep Firefox.
Hanpuwmep, ecnu agpec kommytaTopa 3ffe:506:1:2::3. Beegute agpec IPv6-kommyTaTopa http://
[3ffe: 506:1:2:: 3], agpec 06s13aTENbHO AOMKEH ObITb 3aKMOYeH B KBaApaTHbIe CKOOKMN.

War 3: lNony4eHne goctyna K KOMMyTaTopy.

Ona Toro 4tobbl MONy4YNTb AOCTYM KOHUrypauuMm C UCnonb3oBaHMeM Beb-UHTepdeinca,
Heobxoanmo BBECTM OOCTOBEpPHbIN norunH (login) n naponb (password), B NPOTUBHOM Crly4ae
OypeT oTkasaHo B focTyne. ATOT MeToA NoMoraeT nsbexaTb HeaBTOPU30BaHHOIO gocTyna. Kak
pesynbTaT, Korga HTTP cepBep BKMOYEH ANS HACTPOMKWA M yripaBrieHns KoMMyTaTtopa, NUms
nonb3oBartens (username) u naponb (password) Ana aBTOPU3OBaHHLIX MNOSib3oBaTENEwn
AOMMKHbI OblTb HACTPOEHBI CeAyoLLEA KOMAHOOWN:

username <username> privilege <privilege> [password (0]7) <password>].
[nsa nokanbHOM ayTeHTMdUKALMN MOXHO UCNOSb30BaTh CAEAYHLLY KOMaHAay:
authentication line web login local.

[na goctyna B NpYBENUrepoOBaHHbIN pexumM HeobxoaMmo 3afaTb ypoBeHb npusunerun 15.
HonycTnMm, aBTOPU30BaHHbLIN NoNb3oBaTenb UMeeT uMa «adminy 1 naponb «adminy, Torga
npoueaypa HaCTPONKW, credyroLas:

Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local
Beb-uHTepdeinc ctpaHmubl BBOAA YYETHbIX AaHHbIX BbIFAAMT cnegyowmm obpasom:
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Mocne BBOAA KOPPEKTHBIX YY4ETHBIX JaHHbIX, Bbl NONagaeTe B rnaBHOE MeHo Beb-nHTepdelica,
KaK 9TO MoKa3aHO HWXe:

@ arect
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G U NAC 00- 1£-co-00-00- 33

VAN MAC 00 t1-ca-00-00-22
= SO Meee Versho &5 3 75 oty
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S G Rana oo
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T Sonnndng 1068 0
S0 MUY sefgaretin
P T wehpuretos
S0 SN crdpretcs
BN Atbenens wtpwe com ”

1.1.2.3. YnpaBneHue KOMMyTaTOpOM 4yepe3 ceTeBoe ynpaBneHue SNMP
Heobxoanmble TpeboBaHUs:

1. KommyTaTop AOMKEH MMETb CKOHGUrypupoBaHHbIv IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-uHTEpdenc kommyTtaTopa, SOMMKHbI UMEeTb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETW.

3. Ecnu BTOpOM NYHKT HE MOXeET ObITb BbiNONHEH, HTTP-knueHT aormkeH ObiTb

noakntoyeH K IPv4/IPv6-agpecy kommyTaTopa C ApYrnx yCTPOMCTB, TakmMX Kak
MapLLpyTM3aTop.

XocT ¢ nporpammMHbiM o6ecnedeHnem SNMP gnsa ynpaBneHusi ceTbto A0MKEH MMETb CBA3HOCTb
C KOMMYTaTOpoOM Tak, 4YToObl Npu pabote nporpammHoro obecneveHns SNMP, oHO Gbino
AOCTYNHO ANS OCYLLEeCTBNEeHUsA onepauui YteHus/aanucu Ha Hem. MogpoBGHOCTM O TOM, Kak

HacTpouTb ynpasreHne kommyTtaTtopom vepe3d SNMP, GyayT onucaHbl B rmaese «Hactponka
SNMP».

18

@ §) QTECH

MUWUP NOOCTYMNHEE



PykoBoacteo nonb3oatens cepus QSW-6700

YMNMPABINEHVE KOMMYTATOPOM m

1.2. CLI-nHTepdenc

KommyTtatop obecneunBaeT Tpu nHTepdenca ynpasnenuns ans nons3osatens: CLI-uHTepdeinc
(Command Line Interface), Beb-uHTEpdENC, CETEBOE YyNpaBreHne npPorpaMmHbIM
obecnevyeHnem SNMP. Mbl nosHakomum Bac ¢ CLI n Be6-uHTepdencom, a Takke C UX
KoHdurypauuamm B getanax. SNMP ©yget paccmartpuBatbhesa B rnaBe «HacTtpoinka SNMP».
CLI-nHTepdeiic 3Hakom 6onbLUMHCTBY Nonb3oBaTtenen. Kak ynomsiHyTo BhiLe, NP yNpasieHum
no He3aBUCMMbIM KaHarnam cBa3u n Telnet-ynpaBneHne KOMMyTaToOpOM OCYLLLECTBNSIETCS Yepes
nHTepdenc komaHgHom ctpokm (CLI).

CLI-unTepgenc nopaepxmaet obonouvky Shell, koTtopaa coctout nM3 Habopa koMaHg
KOHburypauumn. 3TU KOMaHObl OTHOCATCA K pasHbIM KaTeropusm B COOTBETCTBUMM C WX
PYHKUMAMK B KOHUrypaumm kommyTtaTopa. Kaxgas kateropus npefcrasnsieT CBOW, OTIINYHbIN
OT BCEX, PEXNM KOHDUTypaLUW.

BoamoxHocTu Shell onsi KOMMyTaTOPOB ONUCaHbI HUXKE:
®  PEXMUM HACTPOWKW;
e  HACTpOMKa CMHTaKCUCa;
e nogaepkka coueTaHus KIaBULL;
e  Crnpaeka;
e MpoBepKa BBOAA,
e roaAepxka A3blk HeyeTkon nornkn (Fuzzy math).

1.2.1. PeXXum HacTpoOnKu

[ MoawzoBareancxmii |
peRIM
(User Mode)

Pexxmm
aIMIHHCTpaTopa
(Admin Mode)

y N
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(Global Mode)
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PucyHok 9. Pexumbl HacTpoiku Shell
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1.2.1.1. Pexum nonb3oBaTens

Mpn BXxode B KOMaHOHYK CTPOKY B MEpPBYI0 o4yepedb Nosib3oBaTerb OKasblBAeTCs B pexunme
nonb3oBartens. Ecnu oH BXoguT B kadecTBe OObIMHOIMO MONb30BaTENs, KOTOPbIA CTOUT MO
YMOMYaHuio, Torga B CTpoke oTobpaxaeTtcs «Switch>», rae cumBon «>» sBNsieTcs 3anpocom
ana  pexuma nonb3oBatend. Korga komanga BbIxoga 3anyckaeTcsl Mog  pexumMom
agMUHUCTpaTopa, oHa OygeT Takke BO3BpaLleHa B PEXMM NONb30oBaTenNs.

B pexunme nosib3oBaTerns, be3 OONONMHUTENbHBIX HAaCTPOEK, MNMOoJ1b30BaTENTH0 AOCTYMNHbI TOJTIbKO
3anpocbl, HAaNpnMep, BpemMa Uin Mchopmau,vm O BepCunn KoMMyTaTopa.

1.2.1.2. Pexknm agMuUHUCTpaTopa

Ana Toro 4tobbl MonacTb B pexum AaMuHuUcTpaTopa (NpYMBUNErMpOBaHHbIN) CyLeCcTByeT
HeCKomnbKo cnocoboB: BXO C MCMOSb30BaHNEM B Ka4eCcTBe MMEHW norib3oBatens « Adminy; BBoA
KoMaHAbl «enable» 13 HenpmBMnernpoBaHHOro (NONb30BaTENbCKOro) UHTepenca, Npu 3Tom
Heobxoaumo byaeT BBECTU Napornb agMUHUCTpaTopa (ecnu yctaHoBneH). MNpu paboTe B pexnme
agMuHUCTpaTopa npurnawleHne KomMaHAHOW CTPOKM KOMMyTaTopa OyaeT BbIrnsaaeTb Kak
«Switch#». KommyTaTtop Takke nogaepxumsaet kKombuHaumio knasuw «Ctrl + Z», 4To nossonser
NPOCTbIM CNOCOGOM BbINTU B PEXMM agMUHUCTPaTOpa M3 Nntoboro pexunma koHdurypaumm (3a
NCKMNOYEHNEM NOMNb30BaTENbCKOrO).

Mpn paboTe c npuBunernaMu agMuMHUCTpaTopa Nosib3oBaTenb MOXeT AaBaTb KOMaHAbl Ha
BbIBOA4 KOH(pUrypauuoHHON WHOpMauuK, COCTOSSHUM COEAMHEHUSS W CTaTUCTMYECKOW
MHopmaLmm 060 Bcex nopTax. Takke nonb3oBaTeNlb MOXET NEPENTM B PEXUM robanbHOro
KOH(OUTYPUPOBaAHNA W U3MEHUTb OOy YacTb KOHurypaumm kommyTtatopa. [loatomy,
onpegeneHve naponsa ansa 4ocTtyna K NpuBMIErMpoBaHHOMY peXxumy sBnaeTcs 06s3aTtenbHbIM
Ana  npegoTBpalleHMsl HeaBTOPM30BAHHOIO [OCTyna WM 3NIOHAMEPEHHOrO  U3MEHEeHUs
KOHUrypaumm kommyTartopa.

1.2.1.3. Pexxum rnobanbHOro KOHUrypmupoBaHus.

Habepute komaHay «Switch#config» B pexume agMmuHucTpatopa Afis Toro, Ytodbl BOUTU B
pexunm rnobanbHOro KoHdurypmpoBaHus. cnonb3ynte KomaHay BbiXO4a B COOTBETCTBMM C
ApYrMMn pexxmmamu KOHuUrypauum, Takumun, Kak pexmnm koHdurypaumm nopta, VLAN-pexum,
BEPHYTCSA B pexum rnobanbHoro KoHurypupoBaHus. [lonb3oBaTesfib MOXET BbINONHATb
rnobanbHble HAaCTPOWKM KOHUrypaumm B 3TOM peXxmnme, Takume kak HacTporka Tabnuy MAC-
agpecos, 3epkanupoBaHue nopTos, co3gaHve VLAN, 3anyck IGMP Snooping n STP, n 1. 4.
Takke nonb3oBaTerib MOXET BONTU B PEXUM KOH(UIypupoBaHus nopTa N9 HaCTPOMKM BCEX
NHTEpencos.

1.2.1.3.1. Pexxum KoHdmurypupoBaHua nHtepcenca

Mcnonb3oBaHue KomaHabl MHTepdenca B pexxume rinobanbHOro KoOHUrypmpoBaHusi No3BonseT
BXOOMUTb B PEXUM KOH(PUrypupoBaHua ykazaHHoro nHrepdenca. Kommytatop nogaepxmsaet
Tpn Tvna nHtepdericoB: 1. VLAN; 2. Ethernet-nopt; 3. lNopT-kaHan, COOTBETCTBYOLWMIA TPEM
pexmnmam KoHUrypauum nHtepdgenca.

Tun KomaHpa DencrtBne komaHabl  Bbixoa

UHTepdenca

VLAN Habepute  komaHay | Hactponka IP-agpecoB | Mcnonb3ynte KomaHgy
interface vlan | kommyTaTopa v T.A4. exit Ans Bo3BpalleHus
<1-4094> B pexume B pexum rrnobanbHoro
rnobansHoro KOHOUTYpPUPOBaHUS.
KOHGUrypupoBaHUs
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<port-channel-
number> B pexunme
rnobanbHoro
KOHdoUrypupoBaHusi
(ans BXoda B
HaCTPOLKM
nHTepdeinca
HeobXxoOMMo Hanuyue
CO30aHHOro port-
group <port-group
interface number>.

nopT-kaHana

| www.gtechru |

Twvn KomaHpa DencrtBne komaHabl  Bbixoa

UHTepcenca
(ans BXoaa B
HaCTPOWKK
WUHTepdenca
HeobxoaMMo Hanuyue
CO34aHHOro vlan
<vlan-id>).

Ethernet-nopt Habepute komaHay | Pexum Mcnonb3ynte komangy
interface ethernet | kOHGUrypnpoBaHus exit ons Bo3BpalleHus
<interface name> B | nopTta B pexum rrnobanbHoro
pexume rnobanbHOro KOHOUTYPUPOBaHUS.
KOHoUIrypupoBaHus.

MopT-KaHan Habepute  komaHagy | Pexum Mcnonb3ynte komanagy
interface port-channel | koHdurypuposaHus exit ons Bo3BpaleHus

B pexum rrobanbHoro
KOHOUIypUpOBaHUS.

1.2.1.3.2. Pexum VLAN

Mcnonb3oBaHue komaHapl vlan <vlan-id> B pexxume rnobanbHOro KOHPUrypupoBaHusa nomoraeT
cos3faTb M BOWTM B COOTBETCTBYIOLMA pexum KoHpurypuposaHua VLAN. B atom pexume
aflMUHUCTPATOP MOXeT HacTpamBaTb BCe MOpThbl nonb3oBatenen cooteeTcTByowero VLAN.
BbinonHuTe koMaHay BbIxoda, 4Tobbl BT M3 pexuma VLAN B pexum rnodanbHoro
KOHMrypupoBsaHus.

1.2.1.3.3. Pexxum DHCP Address Pool

Beeaute komaHay ip dhcp pool <name> B pexxmme rnobansHOro KOHUrypnpoBaHus Ans Bxoaa
B pexxum DHCP Address Pool. MNMpurnaweHue atoro pexuma «Switch(Config-<name>-dhcp )#».
B atom pexume npoucxoaut koHpurypmuposaHme DHCP Address Pool. BeinonHute komangy
BblXxOAa, 4YTOObI BbIATM M3 pexunma KoHdurypupoBaHms DHCP Address Pool B pexum
rnobanbLHOro KOHPUrypUPOBaHUS.
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1.2.1.3.4. ACL-pexum
Tun ACL KomaHpa HencrtBme komaHabl Bbixoa
CtanpapTHbIN HaGepute komaHgy ip | Hactpowka Ucnonbsynte
pexum IP ACL access-list B pexume | napameTpoB ansa | komaHgy — exit  gns
rno6anbHOro CTaHOapTHOroO pexunma | Bo3BpaLleHus B
KOHpurypuposaHums. IP ACL pexum rnobanbHoro
KOHQOUrypupoBaHu4.
PacLumpeHHbIn Habepute komaHgy ip | HacTtpowka Ucnonb3ynte
pexum [P ACL access-list extended B | napameTtpoB ansa | komaHgy — exit  ans
pexume rnobanbHOro | paclMpeHHOro pexuMa @ BO3BpaLleHUs B
KOHpurypupoBaHums. IP ACL pexum rnobanbHoro
KOHpUrypupoBaHums.

1.2.2. HacTtponka cuHTakcuca

KommyTaTop pasnnyaeT MHOXECTBO KOMaHA KOoHdurypauumm. HecmoTpsi Ha TO, 4YTO BCe
KOMaHabl pasHble, Heobxoaumo cobntogatb CUHTAKCUC WX Hanucanus. O6wwmi dopmart
KOMaHAbl KOMMyTaTopa NpUBEAEH HUXKeE:

cmdtxt <variable> {enum1] .. | enumN} [option1 | ... | optionN]
Pacwundposka: cmdtxt XXMpHbIM LWPUPTOM yKasblBaeT Ha Krnto4YeBOe CNOBO KOMaHabl;

<variable> ykasbiBaeT Ha u3MeHsiemblh napametp; {enum1 |
obsi3aTenbHbIN  NapamMeTp, KOTOPbIM OOMmKeH ObiTb BbiOpaH M3 Habopa mnapameTpoB
enumi~enumN, a B kBagpaTHble ckobkn «[]»[option1 | ... | optionN] 3akntovaoT
Heobsa3aTenbHbI NapameTp. B aTom crnyyae B kOMaHAHOW CTPOKe MOXET ObiTb KOMBUHaALUA
"< n ], Hanpumep: [<variable>], {enum1 <variable>| enum2}, [optionl [option2]], n Tak
aanee.

| enumN} osHadvaet

Bot npuMepbl HEKOTOPbLIX aKTyalibHbIX KOMaH4 KOHCbI/IpraLI,I/II/IZ

show version, napameTpbl He TpebyeTca. OTO KomaHaa, COCTosLas TONMbKO U3
KIHoYeBbIX CroB 1 6e3 napamMeTpoB;

vlan <vlan-id>, HeoGxoanm BBOA 3HAYEHMSI MAPaMETPOB NOCHIE KOYEBOro CrioBa.

firewall {enable | disable}, atoin komaHgoO nonb3oBaTeNnb MOXET BKIOYUTL WK
BbIKMOUMTb BpaHamMayap, cnegyet nNuib BblbpaTb HYXHbIN NapameTp.

snmp-server community {ro | rw} <string>, HMXe npuBedeHbl BO3MOXHble
BapnaHThbl:

snmp-server community ro public

snmp-server community rw private

1.2.3. CoyeTaHusa KnaBsmLl

KommyTatop nogaepXvmBaeT MHOXECTBO COYeTaHun Knasuw pAns obnerdyeHns BBoAa
KOHurypauum nonb3oBatenem. Ecnmn komaHgHasa CTpoka He NMPU3HaET HaXKaTus BBEPX U BHU3,
70 Ctrl + P 1 Ctrl + N moryT 6bITb CNonb3oBaHbl BMECTO HUX.
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Knasuwa (u)

PyHKUMA

Back Space

Yaannte cuMBOS nepeq KypcopoMm. Kypcop nepemMellaeTca Hasag.

Beepx «1»

MokasaTb Npeapblayllylo BBeAeHHy0 komaHay. OTobGpaxeHue OO0 AecaTtu
HefdaBHO HAabpaHHbIX KoMaHA,.

BHM3 «|»

Moka3aTb crneayoLLyo BBeAeHHY0 komaHay. MNpy ncnonb3oBaHUM KnaBuLm
BBEPX «1», Bbl NOSly4aeTe paHee BBeAEHHbIe KOMaHbl, MPY NCMONb30BaHUM
KNaBuLLWN BHU3 «|», Bbl BO3BPALLAETECh K CreAyloLLen komaHae.

BneBo ««»

Kypcop nepemellaeTtcs Ha oauH  Bbl MoxeTe ucnonb3oBaTb KnaeBuLn
CMMBOI BIEBO. BMEBO «<«» W BMpPaBo «—» ONs

BnpaBo «—»

M3MeHeHNA BBeeHHbIX KOMaHa.

Kypcop nepemeliaetcs Ha oauH
CMMBOI BNpaBso.

Ctrl +p Takas e, kKak 1 y KnaBuLLK BBEPX «T».

Ctrl +n Takas xe, Kak 1 y KnaBuLLIK BHU3 « | ».

Ctrl +b Takas e, Kak 1 Y KnaBuLLN BIIEBO «<«—».

Ctrl +f Takas e, KaK 1 y KnasuLLK BNpaBo «—».

Ctrl +z BepHyTbcs B Pexxnm agmuHncTpatopa HEMOCPEeACTBEHHO M3 OpYyrux
PEXMMOB HAaCTPOWKM (3a UCKITHOYEHNEM MOSb30BaTENBCKOro pexnma)

Ctrl +c OcTtaHoBKa HenpepbIBHbIX NPOLIECCOB KOMaHA, TakMX Kak ping v T.A4.

Ctrl +a lMepemelleHne Kypcopa B Ha4ano CTPOKM

Ctrl +e lMepemeLlleHne Kypcopa B KOHeL, CTPOKK

Tab B npouecce BBoga komMaHabl Tab moxeT OblITb McCnonb3oBaH Ansl ee

3aBepLUEHNS, eCnn HET OLLIMOOK.

1.2.4. CnpaBka

CywecTtBytoT ABa cnocoba nonyyuntb JOCTYN K cnipaBoYHon nHdopmaumn: Komangamm «help»

n«?».
Doctyn Kk Wcnonb3oBaHue n pyHKUUMN
crnpaBkKe
Help BblBOA KpaTKOro onnucaHmnsa crpaBo4HOM CUCTEMbI MHTEPNpEeTaTopa KomMmaHa
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Hoctyn Kk Wcnonb3oBaHue u hyHKLUMN

crnpaBkKe

«?» [Ansa nonyy4yeHnsa onucaHusa BCex AOCTYMNHbIX KOMaHA B AAHHOM pexume

«?» Beegute "?" nocne komaHgbl. Ecnv nosnuusa gomkHa OblTb C NapamMeTpom,
onucaHune 3Toro napameTpa Tuna, Mmacwraba v 1.4., 6yayT oToGpaXeHbl, ecnu
no3vuusa OomkHa OblTb KMAOYEBbIM CrOBOM, TO OygeTr oTobGpaxeH Habop
KNIOYEBLIX CMOB C KpaTKUM OnucaHmem, ecnn BbIWio "<cr>", To koMaHga
BBeJEHa NOMHOCTbI0, HAaXXMUTE Knasuwy Enter, 4To6bl BbINOMHUTL KOMaHAY .

«?» Ecnu nocne BBOAa KOMaHAbl UM YaCTU KOMaHAbl BBECTU «?», TO KOMMYTaTop
BblOacT BapuaHTbl MPOAOIMKEHNSI KOMaHAbl C KpaTKMM OnNUcaHneM.
MNpumep:
Switch#show mac-?
mac-address Mac address information
mac-address-table Mac address table commands
mac-authentication-bypass Show MAC authentication bypass feature
information
mac-notification MAC address information notification message
transmit
mac-vlan Mac vlan

1.2.5. NpoBepka BBOAA

1.2.5.1. OTobpaxaemas nHcpopmauums: ycnewHoe BbinosiHeHue (successfull)

Bce komaHgbl, BBOANMbIE Yepes KnaBmaTypy, Npoxoaar npoBepky cuHTakcuca B Shell. Huyero
He ©OygeT oTobBpaxaTtbCd, ecnu nonb3oBaTenb BBESN NPaBWbHbIE KOMaHAbl Npu
COOTBETCTBYIOLLMNX PEXMMAX MU YTO NPUBENO K UX YCMELLUHOMY BbINOSTHEHMIO.

1.2.5.2. Oto6paxaemasn uHdopmauus: owunbo4HbIN BBOA (error)

OTtob6paxaemoe OCHOBHbIX  [losicHeHue
coobuweHnn ownbok

Unrecognized command BBeneHHon KomaHObl He CyLleCcTBYeT WM ecTb
ownbka B napameTpe mMacwTtaba, TuUnNa wnu
dopmara.

% Ambiguous command [ocTynHO no kpamHen mepe OBe WHTepnpeTauum

CMbICJ1a Ha OCHOBE BBeleHHOro TeKkcra.

% Incomplete command KomaHga BBegeHa He NOMHOCTLIO
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OTtob6paxaemoe
cooOLeHnn ownobok

OCHOBHbIX

MosicHeHue

% Invalid input detected at '"*" marker.

Komangoa He cyulectByet wUin He npuMeHmva B
OaHHOM pexunme

% Unrecognized command

KomaHaa He pacnosHaHa

Invalid command or parameter

KomaHga cyuwiecTtByeT (Npu3HaeTcsl), HO
HenpasWibHbIN NapameTp.

3anaH

This command is not existing in current
mode

KomaHga cywectByeT (Mpu3HaeTcd), HO He MOXeT
ObITb MCNOSb30BaHa B JAHHOM pexXnmve.

of command line!

Please configure precursor command | Komanaa cyliecTByeT (npunsHaeTcs), HO
"*»at first! OTCYTCTBYET YCNOBUE KOMaHAbI.
syntax error: missing "" before the end | Ownbka  cuMHTakcuca: KaBbldKM  He  MOryT

MCnonb30BaTbCA B Nnape.

1.2.6. Nopaaepxka si3bika HeyeTKkon nornku (Fuzzy math)

Shell Ha kOMMyTaTOpe UMEET NOAOEPXKKY A3blKa HEYETKOW NTOTUKWN B MOMCKE KOMaH, U KIOYEBbIX
cnos. Shell 6ygeT pacno3HaBaTb KOMaHAbl U KMOYEBbIE CIIOBa B TOM Cryvae, ecrniv BBeAeHHas
CTPOKa He BbI3bIBAET HUKAKNX KOH(INKTOB.

Hanpumep:

1. KomaHpga «show interface ethernet status», 6yget paboTtaTtb gaxe B TOM crny4ae,
ecnu HabpaTb «sh in ethernet status».

2. OgpgHako, npu Habope komaHabl «show running-config» kak «show r» cuctema
coobwmT «%Ambiguous command», T.k. Shell 6ygeTt He B COCTOSiHUM ONpeaenuThb,
4yTO MMenock BBMAay «show radius» unun «show running-config». Takum obpasom, Shell
CMOXEeT NpaBuilbHO pacno3HaTb KOMaHA4y TONbKO ecriv 6yaeTt HabpaHo «sh ruy.
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2. OCHOBHbIE HACTPOUKU KOMMYTATOPA

2.1. OCHOBHbI€ HAaCTPOWKMU

OcCHOBHble HacTpPOMKM KOMMYyTaTopa BKMio4alT B cebs komaHabl ANns Bxoda M Bbixoda M3
pexuma agMmuHuUcTpaTopa, KomMaHabl Ans BXoda M Bbixoda M3 pexuma KOHUrypupoBaHusi
MHTepdpenca, ONns HacTpoMkM M OTOBpakeHUs BpPeEMEHVM B KOMMyTaTope, OTOOpaKeHusi
MHCpOpMaLIMK O BEPCUM CUCTEMbI KOMMYTaTOpa 1 Tak Aanee.

KomaHaa

lNMosicHeHue

OObIYHbLIN NONb30BaTeNbCKUNA peXxnum/PexxnmMm agMMHUCTpaTopa

Enable [<1-15>] disable

Monb3oBaTtenb Mcnonb3lyeT koMaHay enable gna Toro, 4To6bI
BOWTW B peXMM agMunHUcTpatopa. A komaHgy disable ona seixoga
N3 Hero.

Pexunm agMmHucTpaTtopa

config [terminal]

BxoauT B pexum rnobanbHoro KOHUrypupoBaHus U3 pexuma
agMuHUCTpaTopa.

Pa3nunyHble peXuMmbl

exit

Bbixog M3 Tekylero pexuma 1 Bxod B npeablaylivin pexum,
Hanpumep, ecnv NPUMEHUTL 3Ty KOMaHAy B pexumMe rnobanbHOro
KOH(UIYpUPOBaHUSi, TO OHA BEpHET Bac B  PexuMm
agMuHUCTpaTopa, ecnu HabpaTb euwle pas (yke Haxodscb B
pexume agMuvHUCTpaTopa), TO rnonageTe B MONb30BaTeNbCKUiA
PEXUM.

show privilege

lNoka3biBaeT npuBunernn on4a onpeaeneHHbIxX nonb3oBarenemn

PacwunpeHHbIN nonb3oBaTenbCckun pexum/Pexxum agMmMHUcTpaTopa

end

Bbixoq M3 Tekywero pexuma W BO3BpallEHME B PEXUM
agMuHUCTpaTopa, TONMbKO Korga nonib3oBaTteflb HaxoauTCs He B
nonb30BaTeNbCKOM/agMUHUCTPATOPCKOM peXmmax.

Pexnm agmMuHucTpartopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa gaThbl U BpeMeHN.

show version

OTobGpaxxeHne Bepcumn KOMMyTaTopa.

set default

BosBpaluaeT 3aBoaCKME HACTPONKM.
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KomaHpa MoscHeHue

write CoxpaHsieT TekyLyo koHgurypaumo Ha Flash-namaTe.

reload Mepesarpy3ka KommyTaTopa.

show cpu usage lMokasbiBaeT cTeneHb MCMONb30BaHMA nNpoLeccopa.

show cpu utilization lNokasbiBaeT MHGOPMAaLMIO O UCNOSb30BaHMM Npoueccopa.

show memory usage lMokasbiBaeT cTeNeHb NCMONb30BaHMS NaMSITL.

Pexxnm rmno6anbHOro KoHgpurypmpoBaHusa

banner motd <LINE> HacTtponka coobLLeHns npu yCneLHom aBTOpU3aLM

5 BT Er i nonb3oBartens 4epe3 Telnet wmnM KOHCONbHOE COeAWMHEHME.
KomaHoa  «no»  ymansieT  cooblleHne  oTobOpaxaemoln
MHGopMaLnn

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBegeHue B Telnet

Telnet — 370 NpocTON NPOTOKON yAaneHHOro 4ocTyna Ans AMCTaHLMOHHOro Bxoaa. Mcnonbays
Telnet, nonb3oBaTenb MOXET ANCTAHLMOHHO BOWTK Ha XOCT Mcnonb3ys ero IP-agpec nnun nvs.
Telnet MmoxeT nocbinatb HaxaTusa KNaeBuLW yoarieHHOMY XOCTY W BblBOAWUTb AaHHbIE Ha 3KpaH
nonb3oBartens mcnonb3ysa npotokon TCP. 370 npo3pavHas npoueaypa, Tak Kak KaxeTtcs To,
4YTO nonb3oBaTemNbCKMEe KnaBmaTypa U MOHUTOP MOAKMYEHbI K yaaneHHOMY Y3y Hanpsmyo.
Telnet ucnonb3yeT KIMEHT-CEPBEPHLIA pPEeXUM, NokanbHad cucTeMa BbICTynaeT B pomnu
Telnet-knueHTa, a ypaneHHbln XxocT — Telnet-cepBepa. KommyTtatop MoxXeT ObiTb, Kak
Telnet-cepsepom, Tak u Telnet-knueHTom.

Korga kommyTaTop ucrnonb3dyetca kak Telnet-cepBep, norb3oBatenb MOXeET WCNOSb30BaTb
Telnet-knueHTckMe nporpammebl, BkNtoYeHHble B OC Windows unu gpyrve onepaumoHHble
cUCTeMbl ONA BXoda B KOMMYyTaTop, Kak ONWCaHO paHee B pasfjerie «ynpasrfieHne no
He3aBMCUMbIM KaHanam cBasu». Kak Telnet-cepBep koMmyTaTop MO3BOMSeT 00 5 KMeHTam
Telnet-nogkntoveHune ncnonb3ys npotokon TCP.

Takke kommyTaTtop pabotas kak Telnet-knneHT, Nno3BonseT NonNb3oBaTEN0 BOWTM B Apyrue
yaaneHHble XocTbl. KommyTatop mMoxeT ycTaHoBuTb TCP-nogknioveHne TOnbko K OQHOMY
yaaneHHoMy xocTy. Ecnun nosasutcsa Heo6xoAMMOCTb COeAMHEHNS C APYTUM YAaneHHbIM XOCTOM,
Tekywme coegmHerms TCP gomkHbl ObiTb pa3opBaHbl.

2.2.1.2. KomaHabl koHurypupoBaHus Telnet

1. Hactpowka Telnet-cepsepa.
2. Wcnonb3sosaHue Telnet ona yaaneHHoro goctyna K KoMMmyTaTopy.

1. Hactponka Telnet-cepsepa.
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KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

telnet-server enable
no telnet-server enable

AkTnBupyet dyHkumMio Telnet-cepBepa Ha
KOoMMmyTaTope, KomaHaa «No»
OeakTnBmpyeT aTy (PyHKUMIO.

username <user-name> [privilege <privilege>]

[password [0 | 7]
no username <username>

<password>]

HactpanBaetr wumsa nonb3oBatens wu
naponb Ans goctyna no Telnet. KomaHaa
«NO» ydandeT [aHHble aBTopu3auuu
BbIGpaHHOro nonb3oBaTens.

no authentication securityipvé <ipv6-addr>

authentication securityip <ip-addr> HacTtpaunBaet ©e3onacHoCTb

no authentication securityip <ip-addr> IP-anpecos Ans BXoa Ha KOMMYTATOP M0
Telnet: KoMaHaa «nNo» OTMeHSeT
npeabiayLlyo KomaHay.

authentication securityipv6é <ipv6-addr> HacTtpauBaet 6e3onacHoCTb

IPv6-agpecoB ona Bxoga Ha KOMMyTaTop

std>|<name>}
no authentication ipv6 access-class

no Telnet: komanHga «no» OTMeHsAeT
npeablgyLLyo KoMaHay.
authentication ip access-class {<num- | CesasbiBaeT craHgaptHbein |IP ACL c
std>|<name>} Telnet/SSH/WEB; KomMaHga «No»
no authentication ip access-class OTMEHAET NPEAbIAYLLYI0 KOMaHAy.
authentication ipv6 access-class {<num- | Cea3biBaeT IPv6 ACL c Telnet/SSH/Beb;

KOMaHga «Nno» OTMEHSieT NpPeablayLyo
KoMaHay.

authentication line {console | vty | web} login
{local | radius | tacacs}
no authentication line {console | vty | web} login

HacTpowka pexnma ayTeHTudmkaumm gng
nogknioyeHnsa no npotokony Telnet,
KOHCOSBbHOMO NOAKMIOYEHNSA U C NMOMOLLbIO
npotokona HTTP.

KomaHaa «no» yganseTt kKomaHay

authentication enable {console | vty| web}
no authentication enable

HacTpowka BKo4YEHNA CINCKOB METOA0B
ayTeHTumKaumn.

KomaHgoa «no» OTMEeHsieT MpuMeHeHune
MeToO0B ayTeHTUdukauum

authorization line {console | vty | web} exec {local
| radius | tacacs}

no authorization line {console | web | web} exec

HacTpoWka pexuma asTopusauuu.

Komanga «No»
aBsTopusaumn.

OTMEeHAeT pPexnm
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KomaHaa

OnucaHue

accounting line {console | vty} command <1- 15>
{start-stop | stop-only | none} tacacs

no accounting line {console | vty} command

HacTpowka cnmucka MeTogoB y4yeTa.

KomaHga «no» ygansieT cnuckM meTtoga
yyeTa.

<1-15>

Pexnm agMuHucTpartopa

terminal monitor OTobpaxkeHne oTnagovHoOM UHopmMalmm
Ons Bxoda Ha koMmmyTaTop yepes Telnet-
knneHT; KomaHga «no»  OTKNo4aeT

oTobOpaxeHne gaHHOW nHdopmaumn.

terminal no monitor

2. Wcnonb3oBaHue Telnet gns yganeHHoro 4octyna Kk KoMMyTaTopy.

KomaHaa OnucaHue

Pexunm agMmHucTpaTtopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6- addr> | Bxog Ha xocT kommyTatopa 4yepe3 Telnet-

| host <hostname>} [<port>] KNWEHT, BXOAAWMA B  KOMMMEKTALMIO
KoMMyTaTopa.

2.2.2. SSH

2.2.2.1. BBegeHune B SSH

SSH (aHrn. Secure SHell — «BesonacHas o6onodka») ABNAETCA MPOTOKONIOM, KOTOPLIN

obecneuynBaeT 6e3onacHbI yoaneHHbIM OOCTYN K ceTeBbiM ycTponcTBam. OH OCHOBaH Ha
HagexHoMm TCP/IP-npotokone. OH nogOepXuMBaeT Takme MexaHu3Mbl Kak pacrnpegeneHue
KMoYen, nposepka MoasIMHHOCTU U WwndpoBaHua mexay SSH-cepsepoM n SSH-knuneHToMm,
ycTaHoBKa 6e3onacHoro coeguHeHust. Hpopmaums, nepegaBaemas yepes 370 coeuHeHne
3awmuieHa oT nepexsarta M pacwmdpoBku. [ns gocTyna K KOMMyTaTopy, COOTBETCTBYIOLLEMY
TpeboBaHmssm SSH2.0, Heobxogumo SSH2.0 knmMeHTckoe nporpaMmMHoOe obecneveHne, Takoe,
kak SSH Secure Client n Putty. MNonb3oBatenu MOryT 3anyckaTb BblllenepevncrieHHoe
nporpaMmmHoe obecneyeHne [fOns ynpaBreHns KoMmyTaTopom yaaneHHo. KommyTtatop B
HacTosillee Bpemsa nopgaepxupaet ayteHTudukaumio RSA, 3DES u SSH wudposaHmne
nNpoTOKONa, Naposnb Nonb3oBaTensa ayTeHTUUKALMN U T.4.

2.2.2.2. Cnucok komaHp ana koHdurypmpoBaHua SSH-cepBepa

KomaHpa OnucaHue

Pexunm rnob6anbHoro KoHcdurypmpoBaHus

ssh-server enable AKTMBaLMA (PYHKUMM Ha KOMMyTaTope; KoMaHaa

«NOo» OTMEHAET npeablayLlyo KoMaHay.
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KomaHaa

OnucaHue

no ssh-server enable

Username  <username>  [privilege
<privilege>] [password [0 | 7]
<password>]

Nno username <username>

HacTtpavBaeT umsa nonb3oBatens M naponb Ans
Aoctyna K KommyTtatopy u4epe3 SSH-knueHT.
KomaHgoa «no» ypansieT gaHHble aBTopusauum
BbIOpaHHOro nonb3oBaTtens.

ssh-server timeout <timeout>
no ssh-server timeout

HacTponka Tanmayta ons ayteHTudukaumm SSH;
KomaHga «no» BOCCTaHaBnMBaeT 3HAYeHus1 no
yMOMYaHuio TanmayTa ans ayteHtudpmkauymm SSH.

ssh-server authentication-retires
<authentication-retires>

no ssh-server authentication-retries

HacTtponka yncna NOBTOPHbIX
SSH-ayTeHTUdnKkauuuy; KomaHga
BOCCTaHaBMBAET 3HAYEHUSA MO YMOMYaHUIO.

NonbITOK
«no»

ssh-server host-key create rsa modulus
<moduls>

Co3gaHne HoBoro  RSA-kmova

SSH-cepsepe.

XocCTa Ha

Pexunm agmMmHucTpaTopa

terminal monitor
terminal no monitor

Moka3 oTnagoyvHon nHdopmaunm SSH Ha cTopoHe
KNMWEHTa; KOMaHga «No» OTMEHSIET NpeablayLLyto
KOMaHay.

@ § QTECH

MWP [OOCTYMNHEE

30




PykoBoacteo nonb3osatens cepus QSW-6700

OCHOBHBIE HACTPOVIK KOMMYTATOPA

2.2.2.2.1. Npumep HacTponkn SSH-cepBepa
Mpumep 1:
3apauu:
1. Bknounte SSH-cepsep Ha kKoMMmyTaTope U 3anyctutb SSH2.0 nporpaMmHoe

obecneveHmne knmeHTa, Takoe Kak SSH Secure Client unn Putty Ha TepmunHane. Bontu
Ha KOMMyTaTop, UCMONb3ys UMS NONb30oBaTeNs M NAposb OT KIWEHTa.

2. Hactpoutb IP-agpec, no6aBnte SSH-nonb3oBatenen n aktneuposatb SSH-cepsuc
Ha kKoMMyTaTope. SSH2.0-KIMMEHT MOXET BOWUTU B KOMMYTATOP, UCNOSb3YSa UMSI
nonb3oBaTend 1 naporb ANg HAaCTPOWKM KOMMyTaTopa.

Switch(config)#ssh-server enable

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0
Switch(Config-if-Vlan1)#exit

Switch(config)#username test privilege 15 password 0 test

B IPv6-ceTax, TepMunHan AOofmkeH 3anycTuTb SSH-kNMMEHT 1 nporpammHoe obecneyeHue,
KoTopoe nopaepxusaet IPv6, Takme kak putty6. lMonb3oBaTenu He [OMKHbI M3MEHSTb
HaCTPOMKM KOMMYyTaTopa, 3a MWCKMNoYeHnem pacnpegeneHunsa IPv6-agpeca Ang nokanbHOro
XocTa.

2.3. HacTpouka IP-appecoB kommyTaTopa

Bce Ethernet-nopTbl koMMyTaTtopa nNO YMOMYaHUIO 4ABASOTCA MopTamuM [OCTyna And
KaHanbHOro YPOBHSI M BLINOMHAKTCA Ha BTOpoM ypoBHe. VLAN-uHTepdenc npencraBnser
cobon nHTepdenc TPeTbEro YpoBHSA C PYHKUUAMM, OJ1S1 KOTOPbIX MOXET ObITb Has3HayeH |P-
agpec, Kotopbin Gymet Takke IP-agpecom kommyTtatopa. Bce cetm VLAN, cBsi3aHHble C
NHTEPdENCOM, N UX KOHUrypaumsa MoryT OblTb HACTPOEHbI B NOApEXMMe KOHpMrypmpoBaHus
VLAN. KommyTaTop npegocraBnseT Tpyu Metoa koHdurypauum IP-agpeca:

e PyyHas
e BOOTP
e DHCP

PyyHas HacTpolika IP-agpeca nossonseT npuceansath |IP-agpec Bpy4Hyio.

B BOOTP/DHCP-pexnme, kommyTtatop pabotaer kak BOOTP/DHCP-knueHT, otnpaBnset
LUMpoOKOoBeLLaTemNbHbIe nakeTsl BOOTP-3anpoca Ha BOOTP/DHCP-cepBepa n
BOOTP/DHCP-cepBep HasHa4yaeT agpec OTrnpaBuTEM0 3anpoca, KpoMme TOoro, KoMMyTaTop
MOXeT paboTtatb B kadectBe cepBepa DHCP n gnHamudeckum HasHa4daTb napameTpbl CETH,
Takue, kak IP-agpeca, wnto3 nagpeca DNS-cepsepoB DHCP-knneHTam, 4to nogpobHo onucaHo
B NocreayrLmnx rnasax.

2.3.1. Cnncok KomaHa Ansa HacTpouku IP-anpecoB

1. BkntodeHne VLAN-pexnma.
2. Py4Has HacTpovika.

3. BOOTP-koHpurypaums.

4. DHCP-koHpurypaums.
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1. BknodeHue VLAN-pexmma.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

interface vlan <vlan-id>
no interface vlan <vlan-id>

CospaHne VLAN-uHTepdgenca
YypOBHS); KomaHga «no» yganseTt VLAN-uHTepdeic.

(nHTepdpenca TpeTbero

2. PyyHas HacTpouka.

KomaHpa OnucaHune

VLAN-pexum
ip address <ip_address> <mask> | HacTtpolika IP-agpeca VLAN-uHTepdenca;
[secondary] no ip address <ip_address> | komaHaa «No» yoanset IP-agpeca

<mask> [secondary]

VLAN-uHTepdenca.

ipv6 address <ipv6-address / prefix-
length> [eui-64]

HacTtpoika IPv6-agpecos. KomaHga «no» yganser
IPv6-agpeca.

no ipv6 address <ipv6-address / prefix-

length>
3. BOOTP-koHpuUrypauyus.
KomaHaa OnucaHue
VLAN-pexum
ip bootp-client enable | BkntoyeHune KOMMyTaTopa Kak
BOOTP-knueHTta gnga nonyveHus |P-agpeca u

ip bootp-client bl
No Ip bootp-client enable agpeca wno3a nytem neperosopos BOOTP.

KomaHaa «no» Bbikntodaet BOOTP-knueHT.

4. DHCP koHcpurypaums.
KomaHpaa OnucaHue
VLAN-pexum
ip dhcp-client enable BkntoyeHne kommyTtatopa kak DHCP-knueHta pns
roip dhcpclentenable | 19MYIenn -aibeca v aapeca niase el sanpocos
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2.4. Hactpouka SNMP
2.4.1. BBegeHne B SNMP

SNMP (Simple Network Management Protocol) sensieTcs ctTaHgapTHbIM MPOTOKOSIOM CETEBOIO
yrnpaBneHnsi, KOTOPbIN LUMPOKO UCNONb3yeTCHa B yNpaBrieHnn KoMnbtoTepHbiMn cetamu. SNMP
asnseTcs passusatowmumcsa npotokonioM. SNMP v1 [RFC1157] asnsietca nepson Bepcuen
npotokona SNMP, koTtopasi aganTupoBaHa K OrpOMHOMY 4MCIy MPOU3BOAUTENEN CBOEN
npocToTon n nerkoctbto BHeapeHusi; SNMP v2c aesnsetca ynydweHHon Bepcnen SNMP vl; B
SNMP v3 ycuneHa 6e3onacHocTb, gobasneHsl USM n VACM (View-Based Access Control
Model).

SNMP-npoTtokon obecnevmBaeT NpocTon cnocod obmeHa nHpopmaumen ynpaBneHms CeTbio
mexay AByms Todkamm B cetn. SNMP ncnonb3yeTt mexaHn3m 3anpoCcoB v nepeaaeT coobLueHms
yepe3 UDP (npotokon 6e3 ycTaHOBNEHUSI COEQMHEHNST TPAHCMOPTHOIO YPOBHSI), MOSTOMY OH
XOpOLLO NOAAEPKMBAETCA CYLLECTBYIOLLMM KOMMNBIOTEPHBIMU CETAMUN.

SNMP-npoTOKON MCNOMNb3yeT pexum CcTaHumm-areHta. B 3Tonm CTpykType ecTb [nBe
coctaensaowme: NMS (Network Management Station) n arent. NMS aBnsetca pabouen
CTaHUnen, Ha KOTopon CTouT knuneHtckaa nporpamma SNMP. 310 9apo SNMP-ynpasneHus
ceTbto. AreHT cepBepHOro nporpaMmHoro obecrnedeHms paboTaeT Ha yCTPOMCTBAX, KOTOpble
HyxxgatoTca B ynpasrneHn. NMS ynpaensiet Bcemu obbektamm depes areHToB. KommyTaTop
nogaepxueaeT (PyHKLMKN areHTa.

Ceasb mexagy NMS wu areHtom npoucxoaut B pexume KnuneHT-CepBep, obmeHuBasiCb
ctaHgapTHbiMKu cooblieHmnsimmn. NMS nocbinaeT 3anpoc, 1 areHT oteevaeT. EcTb ceMb TMNoB
SNMP-coobLeHuin:

o (Get-Request.

o Get-Response.

o Get-Next-Request.
e Get-Bulk-Request.
o Set-Request.

e Trap.

e Inform-Request.

NMS cBasblBaeTcs C areHToM C nomouwbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu Nosy4eH1MmM 3anpocoB, OTBeYaeT coobLLeHnem
Get-Response. O HeKkoTOpbIX creunanbHbIX CUTyauusix, TakuX, Kak M3MEHEeHMs CTaTycoB
CeTeBbIX MOPTOB YCTPOMCTBA MMM U3MEHEHWSI TOMOSNOMMU CETWU, areHTbl MOryT OTNpPaBnsiTb
cneunanbHble coobLueHna 06 aHomarnbHbIX cobbiTuax. Kpome Toro, NMS moxeT ObiTb Takke
YCTaQHOBMEH ANda npeaynpexgeHnss HEeKOTOpbIX aHOManbHbiX cobbITMIA, akTuBupyd RMON
dyHKkunto. Korga cpabatbiBaeT onpefeneHHoe npaBumio, areHTbl OTNPaBnsioT COOOLeHns B
XXypHarnbl cOObITUI B COOTBETCTBMMN C HACTPONKaMM.

USM obecneunBaeTr 6e3onacHyo nepegady, XOpOLWO MpogymMaHHoe wWwudpoBaHme Wu
ayteHTupmkaumo. USM  wundpyet coobuieHuss B 3aBMCMMOCTM OT BBOAA Napons
nonb3oBarens.

OTOT MexaHuM3M rapaHTupyeT, 4To coobieHuss He MoryT OblTb NMPOCMOTPEHbI BO BpeEMS
nepegaun. Takke USM AyteHTudumkaums rapaHtmpyeT, 410 cooblieHne He MoxeT ObiTb
nameHeHo npu nepegade. USM wucnonbdyetr DES-CBC-kpuntorpacgpmio. 1 HMAC-MDS5, u
HMAC-SHA ucnonb3aytoTcs 4nsa ayTeHTudukauum.

VACM wucnonb3yetca and knaccudukaumm npas u OOCTyna nonb3oBaTtenen. 3To CTaBuT
nonb3oBaTenen ¢ OOHUM N TEM Xe paspeLleHnem AocTyna B ogHy rpynny. HeaBTopusoBaHHbIe
nonb3oBaTeny He MOryT NMPOBOAUTL Onepauuu.
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2.4.2. BBepeHue B MIB

MHdopmauusa ynpasneHnst cetbto goctyna B NMS KoppekTHO onpeaerneHa n opraHn3oBaHa B
nHpopmaumoHHon 6Gase ynpasneHna (MIB). MIB ato npegonpegeneHHas wHdopmauus,
KOTOopas MoOXeT ObITb AOCTYyMHa 4epe3 NPOTOKOMbl yNpaBfeHUs CeTbi, BO BCEW CBOEW
MHOrOCITOMHOCTM U CTPYKTypupoBaHHOM Buae. NpeponpegeneHHas MHopmaums ynpasneHus
MOXeT ObITb MoflydeHa nyTem MOHUTOpUHra cetesbix ycTpoucTB. ISO ASN.1 onpegensiet
APEBOBUAHYI0 CTPYKTYpY Ana MIB, cooTBeTCTBEHHO Kaxabin MIB opraHnsyeTt BCio AOCTYMHYIO
WHpopMaLMIO B Buae Takon CTPyKTypbl. Kaxablh ysen atoro gepesa cogepxut OID
(noeHTudukaTop obvekra) n kpatkoe onucanue ysna. OID npegcraenseT cobom Habop Lenbix
yucen, pasgeneHHblXx ToyYkamn, W MoxXeT OblTb WUCNONb30BaH AnNd  onpefeneHus
MeCTONONoXeHns y3na B ApeBoBuaHoN cTpyktype MIB, kak nokasaHO Ha pUCYHKE HUXKe:

R:ot
Node(1) g @ Node(2)
Node(1) g o Node(2)
Object(1) g Node(1) g @ Object(2)

Object(1) g
PucyHok 10. Mpumep aepesa ASN.1

Ha atom pucyHke OID obbekTa A aBnsetcs 1.2.1.1. NMS MOXeT HanTun 3TOT 06BHEKT Yepes 3ToT
yHuKkansHbln OID 1 nony4ntb cTaHAapTHblE NepeMeHHble obbekTa. MIB onpegenset Habop
CTaHOapTHbIX NepeMEHHbIX ANA MOHUTOPUHra CeTeBbIX YCTPOWCTB, cneays 3TOn CTPYKTYpe.

Ecnun nndbopmaums o nepemeHHbix MIB-areHTa gosmkHa 6bITb TPOCMOTPEHa, HEOOX0aUM 3anycK
nporpammMmHoro obecnedyeHuna npocmoTtpa MIB Ha NMS. MIB B areHTe 0OBOblMHO COCTOUT U3
nyé6nuyHoro MIB un yactHoro MIB. My6nuuHbin MIB cogepxuT OTKpbITYIO WHopMaumio
yrnpaBfeHns ceTblo, KoTopasd MoXeT BbiTb AocTynHa Ans Bcex NMS, yacTtHein MIB cogepxut
KOHKPETHYI0 MHAhOPMaLMIO, KOTOpas MOXET BbITb MPOCMOTPEHA U KOHTPONUPYETCH NOALEPXKKON
NpPou3BOAUNTENS.

MIB-I [RFC1156] 6bina nepsoun peanusauuenn nybnuurHeix MIB SNMP, n 6bina 3ameHeHa
MIB-II [RFC1213]. MIB-Il pacwwnpsaet MIB-I n coxpansetr OID gnsa MIB-gepesbes B MIB-I.
MIB-Il, copepXuT BNOXeHHble OepeBbS, KOTOPbIE Takke HasbiBaloTCA rpynnammn. O6beKTbl B
3TUX rpynnax oxeaTbiBalOT BCe YHKUMOHamNbHble obrnactm B ynpaeneHum cetbto. NMS
nonyyaet uHdopmaumio 06 ynpasneHun cetoto npocmatpmaas MIB Ha SNMP-areHTe.

Kommytatop moxeT pabotatb B kadectBe SNMP-areHTa, a Takke nogaepxvaetr SNMP
v1/0/v2c n SNMP v3. Takke kommyTtaTop nogaepxumsaet 6asosblie MIB-II, RMON ny6nnyHble
MIB u gpyrue nybnuyHele MIB, Takue kak Bridge MIB. Kpome Toro, kommyTaTop nogaepxusaet
CaMOCTOSATENBHO onpefeneHHble YacTHble MIB.
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2.4.2.1. BeepeHne B RMON

RMON (aHrn. Remote Network MONitoring) — AMCTaHLUMOHHBIN MOHUTOPUHI CETU) ABNSAETCS
Hanbonee BaXHbIM pacwmpeHnem crtaHgaptHoro SNMP-npoTtokona. RMON saensietca
Habopom onpegenennn MIB u umcnonb3yetca onst onpefeneHns CTaHOapTHbIX CPEeAcTB U
nHTepdencos Ana HabnogeHWs 3a CeTblo, MO3BONSET OCYWeCTBNATb CBA3b Mexay
TepmuHanamn ynpaenenna SNMP n yganeHHbiMn ynpasnsieMmbiMn kommyTtatopamm. RMON
obecneynBaeT BbICOKOI(EKTUBHLIN METOA KOHTPOMS AENCTBUIN BHYTPU NOACETMW.

MIB RMON coctout 13 10 rpynn. KommyTtaTop nogaepxuBaet Hambornee 4acto ncnosnb3yembie
rpynnbl 1, 2, 31 9:

e  Statistics: KOHTpPONMpPYeT OCHOBHOE MCNOMb30BaHWE U BEAET CTAaTUCTUKY OLIMBOK Anis
KakQomn nofceTn KOHTPONMpyeMoro areHTa.

e History: nossonsieT nepuoguyeckn 3anucbiBaTb 00pasubl CTaTUCTUKKM, KOTOpble
AOCTYMHbl B CTaTUCTuHKe.

e Alarm: no3sonsieT nNonb3oBaTensM KOHCOMNW yrnpaBfeHns ycTaHaBnMBaTbh KONMYECTBO
UMM YUCNO ANS UHTepBanoB OOHOBIEHMSI U MOPOroBbIX 3HAYEHWUI OMOBELLEHUST AN
3anucern RMON-areHTa.

¢ Event: cnucok Bcex cobbituin, nponsoweawwmx B RMON-areHTe.

Alarm 3aBucaT oT peanusaummn Event. Statistics n History otobpaxatoT TekyLuyto cTaTucTuky
unun uctopuio nogcetn. Alarm n Event obecneumBaloT metoq KOHTponsa noboro nameHeHus
[AaHHbIX B CETU 1 NPEAOCTaBnsAT BO3MOXHOCTb NOAAaBaTh CUrHambl NPY HELUTATHbIX COObITUSAX
(oTnpaBka Trap unu 3anucb B XXypHarbl).

2.4.3. Hactpouka SNMP

2.4.3.1. Cnucok komaHp ana Hactponkn SNMP

1. BknioveHue u oTkodeHe dpyHkumm SNMP-arenTa.

2. Hactporika cTtpoku coobuiectea B SNMP.

3. Hactponka IP-agpeca ctaHuum ynpasneHna SNMP.

4. Hactpoiika engine ID.

5. Hactponka nonb3osaTtens.

6. HacTtpowuka rpynnesl.

7. Hactpoiika Buaga.

8. Hactponka TRAP.

9. BkntoyeHue/BbiknoyeHne RMON.

1. BknioveHue u oTkodeHre dpyHkumm SNMP-areHTa.
Komanpa OnucaHue

Pexxnm rnob6anbHoro kKoHgpurypmpoBaHus
snmp-server enable BkntoyeHne dyHkumm  SNMP-areHTa Ha
no snmp-server enable koMmmyTaTope. KomaHga «no» BbIKMOYaeT 3Ty
dYyHKUMIO.
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2.

HacTponka ctpoku coobuiectsa B SNMP.

KomaHaa

OnucaHue

Pexunm rmobanbHoro

KOHdUrypupoBaHusi

snmp-server community {rojrw} {0 | 7}
<string> [access {<num-std>|<name>}] [ipv6-
access{<ipv6-num-std>|<ipv6- name>}] [read
<read-view-name>] [write <write-view-
name>]

Nno snmp-server community <string> [access

{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

HacTtponka ctpoku coobuiectea B SNMP ans
koMmmyTaTopa. KomaHaa «no» ygansiet aTy
CTPOKY.

3.

HacTtponka 6e3onacHoro IP-agpeca ctaHumn ynpasneHna SNMP.

KomaHaa

OnucaHue

Pexum rnobanbHoro

KOHUrypupoBaHus

snmp-server securityip {<ipv4-address> |
<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

HacTtpoika ©e3onacHbIX
IPv4/IPv6-agpecoB, KOTOpblE UMEKT MpaBo
poctyna kK kommyTtaTtopy. KomaHga «no»
yoansieT 3T HaCTPOWKK

no snmp-server engineid

snmp-server securityip enable BkntodeHne 1M OTKMOYEHME  (PYHKUMUK
snmp-server securityip disable nposepki 6esonacbix IP.
4. Hactpoiika engine ID.
KomaHpa OnucaHue
Pexum rmob6anbHOro KOHUrypmpoBaHums
snmp-server engineid <engine-string> HacTtponka nokanbHoro engine ID Ha

KOMMyTaTope. JQTa KOMaHga MWCMnonb3yeTcs
ansa SNMP v3.
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5. Hactponka nonb3oBaTens.

KomaHaa

OnucaHue

Pexunm rmobanbHoro

KOHdUrypmpoBaHus

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6- name>}]

Nno snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

Ho6aesneHune nonb3oatena 8 SNMP rpynny.
OTa KomMaH4a MCnonb3yeTcsa AN HaCTPOWKM
USM gna SNMP v3.

6. HacTtpownka rpynnesl.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

snmp-server group <group-string>
{noauthnopriv|authnopriv|authpriv} [[read
<read-string>] [write <write-string>] [notify
<notify-string>]] [access {<num-
std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

no snmp-server group  <group-string>
{noauthnoprivjauthnoprivjauthpriv}  [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

YcrtaHoBKka WHdopmauum o rpynne  Ha
KoMmyTaTope. OTa KOomMaHAa WCnosb3yeTcs
anst Hactpoviku VACM ana SNMP v3.

7. Hactporika Buga.

@ § QTECH
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KomaHpa OnucaHue
Pexum rmnobanbHoOro KoHurypmpoBaHus
snmp-server view <view-string> <oid-string> | Hactporka Buga Ha KomMmyTaTope. 3Ta
{include|exclude} kKomaHga ncnonbdyetcsa ansa SNMP v3.
no snmp-server view <view-string> [<oid-
string>]
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8. Hactporika TRAP.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

snmp-server enable traps
no snmp-server enable traps

Bkntountb oTnpaBky Trap-coobuieHnn. 3Ta KomaHAaa

ncrnonedyetca ana SNMP v1/0/v2/v3.

snmp-server host {<host- ipv4-
address> | <host-ipv6-
address>} {v1 {0|7} <community
string> | v2c {0|7} <community
string>

| v3 {noauthnopriv | authnopriv |
authpriv} <user-string>

no snmp-server host {<host-
ipv4-address> | <host-ipv6-
address>} {v1 {0|7} <community
string> | v2c {0|7} <community
string>

| v3 {noauthnopriv | authnopriv |
authpriv} <user-string> }

YcTtaHoBKa IPv4/IPv6-agpeca XOCTa, KOTOPbIN
ucnone3yetca ansa nonydeHns nHgopmaumm SNMP Trap.
Ons SNMP v1/0/v2, aTa kOMaHga Takke HacTpavmBaeT
cTpoky coobuiectBa gns Trap; ana SNMP v3, ata komaHga
Takke HacTpamBaeT WMS nonb3oBaTend W YpPOBEHb
©esonacHoctn Trap. KomaHga "no" oTmeHsieT aTtoT IPv4-
mnn IPv6-agpec.

snmp-server trap-source

{<ipv4-address> | <ipv6-
address>}
no snmp-server trap-source

{<ipv4-address> |
address>}

<ipv6-

YcTtaHoBka IPv4- unn IPv6-agpeca UCTOYHMKA, KOTOPbIN
Ncnonb3yeTcs Ana oTnpasky Trap-nakeToB, KOMaH4a «No»
yoansieT KoHUrypawumto.

9. BkntodeHue/BbiknoveHne RMON.

no rmon enable

KomaHaa OnucaHue
Pexum rmob6ansHOro KoH¢urypmpoBaHus
rmon enable BkntoveHune/BbiknodyeHne RMON

2.4.4. Tunn4yHble npumepbl HacTponkun SNMP

IP-agpec NMS 1.1.1.5, IP-agpec kommyTaTtopa (areHta) 1.1.1.9.

CueHapun 1: NporpammHoe obecnevyeHne NMS ncnonssyet npotokon SNMP ansa nonyyeHus

AaHHbIX OT KOMMYyTaTOopa.

KoHdurypaums kommyTaTopa, 3anucaHa Huxe:

Switch(config)#snmp-server enable
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Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT ucnonb3oBaTb YacTHYH CTPOKYy coobuiecTBa Ans OocTyna K KoOMMyTaTopy Ans
YTEHMS U 3anncuy paspeLLeHunii Unn cnonb3oBaTh Ny6rMYHyI CTPOKY coobLecTBa Ans AocTyna
K KOMMYTaTOpPy TOMNbKO AN YTeHUS1 pa3peLLeHmi.

CueHnapun 2: NMS 6yget nonyyatb Trap-coobuieHunss ot kommyTatopa (Mpumevarve: NMS,
BO3MOXHO, NPOBEPUT 3HAYEHME CTPOKM coobLuecTBa anst Trap-coobiieHnin. B atom cnydae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKM coobLlecTBa usertrap).

KoHcpurypaumsa kommyTaTopa, U3noxeHa HUxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 1.1.1.5 vl usertrap
Switch(config)#snmp-server enable traps
CueHapun 3: NMS ucnonbsyet SNMP v3, 4ToObl nony4nTb MHGOpMauunio OT KOMMyTaTopa.
KoHurypaumnsa kommyTtaTopa, U3rnoxeHa Huxe:
Switch(config)#snmp-server

Switch(config)#snmp-server user tester UserGroup authPriv aes testerpass auth
md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
max

Switch(config)#snmp-server view max 1include

Cuenapun 4: NMS xodetr nonyuntb v3Trap-coobuieHne, OTNpaBrEHHOE KOMMYTaTOPOM.
KoHcpurypaumsa kommyTaTopa, U3noxeHa HuxXe:

Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester
Switch(config)#snmp-server enable traps

CueHapun 5: IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kommyTaTopa (areHTa)
2004:1:2:3::1. MNMonb3zosatenu NMS ucnonb3ytoT npoTokort SNMP ansa nonyyYyeHnsa AaHHbIX OT
KoMMyTaTopa.

KoHdurypaumsa kommyTaTtopa, U3noxXeHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 2004:1:2:3::2

NMS moxeT ucnonb3oBaTb YacTHY CTPOKy coobliecTBa Ans AocTyna K KoMmyTatopy Anist
YTEHMS U 3anncuy paspeLleHnii Unm ncrnonb3oBaTh Ny6rMYHYH CTPOKY coobLecTBa Ans AocTyna
K KOMMYTaTOpPy TOMbKO AN YTEHUS1 pa3peLLeHmi.

CueHnapun 6: NMS 6yget nonyyatb Trap-coobuieHuns ot kommyTatopa ([pumeyanme: NMS,
BO3MOXHO, NPOBEPUT 3HaYEHME CTPOKK coobLiecTa ans Trap-coobuieHnn. B atom cnydae NMS
ncnonb3yeT NOATBEPKAEHNE CTPOKN coobLyecTBa usertrap).
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KoHurypauma kommyTaTopa, U3rnoxeHa Huxe:
Switch(config)#snmp-server host 2004:1:2:3::2 vl usertrap

Switch(config)#snmp-server enable traps

2.4.5. Nounck HeucnpaBHocTten SNMP

Korga nonb3oBaTtenu HactpameatoT SNMP, SNMP-cepep MoxeT He paboTaTb LOMKHbIM
obpa3om KM3-3a oTKasa (PU3NYECKOro COeOMHEHUSI U HENpPaBUIbHOW KOHdUrypaumm u T.4.
Monb3oBaTtenu MOryT yCTpaHuTb Npobnemsbl, BbINONHMB TPebOBaHNSA, yKa3aHHbIE HUXKE:

e Yb6eauTtbcs B HaOEXHOCTU (PU3NYECKOro CoeANHEHNS.

e YBeautbcs, YTO MHTEpPMENC U NPOTOKON nepefadn OaHHbIX HAaXoOATCA B COCTOSIHUM
«up» (Mcnonb3ynte komaHay "Show interface"), a Takke CBA3b MeXgy KOMMYTaTOPOM U
XOCTOM MOXET ObITb MpOBEpPEHa NyTeM pinga (Mcnonb3ynTte komaHay "ping”).

e YbBeautbcs, 4TO BKNOYeHa yHKumss SNMP-areHTa. (Mcnonb3oBaTb koMaHAy “"snmp-
server").

e YbBegutbes, 4to 6esonacHocTb IP gnsa NMS (sMcnonb3oBaTb KOMaHAy "snmp-server
securityip") n cTpoka coobuiecTtBa (Mcnonb3oBaTb KOMaHAy "snmp-server community")
NpaBUNbHO HACTPOeHbl. Ecnn 4To-TO M3 3TOro He HacTtpoeHo, SNMP He cmoxeT
obuwaTtbes ¢ NMS gomkHbIM 06pasom.

e Ecnn Heobxoguma Trap-dyHKUMA, He 3abyabTe BKIOUMTL Trap (Mcnonb3oBaTtb
koMaHay "snmp-server enable traps"). U He 3abyabTe npaBunbHO HacTpoutb IP-agpec
XOCTa M CTpoKy coobuwectBa ansa Trap (Mcnonb3oBaTb KomaHgy "snmp-server host"),
4YTOGLI 06ecneunTb OTNPaBKy Trap-coOOOLLEHNI HA YKa3aHHbIN XOCT.

e Ecnun Heobxogmma RMON-cyHKUMA, OHa gomkHa ObiTb BKIHOYEHa (MCNoNb3oBaTbh
koMaHay "rmon enable").

¢ VcnonbayiTte komaHay "show snmp», 4TOObI NPOBEPUTL OTMPABIIEHHLIE N MOMYYEHHbIE
coobweHna SNMP; Ucnonbaynte komaHgy "show snmp status”, 4tobbl npoBepuTb
nHpopmaumio o koHdurypaumm SNMP; Ncnonbsynte komaHgy "debug snmp packet",
YTOObI BKIMIOYMTL PYHKUUK OTNaaku v npoeepkn SNMP.

e Ecnu nonb3oBaTenib NO-NPEXHEMY He MOXeT pewuntb npobnembl ¢ SNMP,
obpalantecb B TEXHUYECKUIN LEHTP.

2.5. MopepHusauumsa KommyTtaTtopa

KommyTatop npepoctaBnseT pgBa crnocoba O6GHOBNEHUA nporpamMHOro obecneyeHus:
obHoBneHne BootROM n TFTP/FTP-o6HoBneHue noa Shell.

2.5.1. CuctemMHble hannbl KOMMyTaTopa

CunctemHble dpannbl BKoYatoT B cebsa dannbl obpasa cuctembl (image) u 3arpy3oyHble (boot)
dannbl. OBbHOBNEHUE CUCTEMHLIX (hannoB KoMMyTaTopa nogpasymeBaeT cobon nepesanuncb
cTapbix pannos HOBLIMMW.

dann obpasa cuctemMbl BkodaeT B cebs oxaTble dannbl annapaTHbiX ApanBepos, ansbl
nporpammMmHoro obecnevyeHms n T. 4., 3To T0, YTO Mbl 06bI4HO Ha3biBaeM «IMG filey».

3arpy3souHble (boot) dannbl Heobxoanmbl ANA 3arpy3kn KU 3anycka KommyTaTopa, 370 TO, 4YTO
Mbl 06bl4HO HasbiBaem «ROM file» (MoryT 6biTb cxkatbl B IMG-hainbl, eCnv OHW CIIULLIKOM
Oonblwnx pasmepoB). B kommyTaTope 3arpy3oudHble hainbl paspeLleHo COXPaHAaTb TONbKO B
ROM.

KommyTatop onpegenser nyTb M uMeHa Ana dawnos 3arpy3kum kak flash:/boot.rom wu
flash:/config.rom.
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KommyTatop npegocTtaBnsieT nonb3oBaTtento ABa pexunma obHoeneHus: 1. BootROM-pexunm;
2. TFTP- n FTP-o6HoBneHue B pexume Shell. 3T aBa cnocoba obHoBNeHus 6yayT onncaHbl
nogpobHO B cneaytoLwmx AByxX pasgenax.

2.5.2. BootROM-obHOBReHue

Ectb aBa metoga onst BootROM-o6HoeneHus: TFTP n FTP, koTopble MOryT GbiTb BbiOpaHbl B
KomMaHgax HacTponkn BootROM.

yepes KOHCONbHbIN 1/0/1
Kabenb

MopgkntoueHune
yepes «nart4y-Kopa»

=

— =h
PucyHok 11. TunuyHas Tononorus anst obHoBneHus KoMMmyTaTopa B pexxume BootROM

Mpouenypa o6HOBNEHNS NEpPEUNCIEHA HUXKE:
LWar 1;

Kak nokasaHo Ha puCyHKe, NCMONb3yeTCsl KOHCOMbHbIN kabenb ans nogkrtodenus MK k nopty
ynpaBrneHns Ha kommyTaTtope. [1K pgomkeH wmeTb nporpammHoe  obecnedeHue
FTP/TFTP-cepBepa, a Takke ann image HeobxoaMMbln s 06HOBNEHUS.

War 2:

Haxmute "Ctrl + B" BO Bpemsa 3arpyskum KommyTaTopa AM9 MNEPEKOYEHUSI B PEXUM
BootROM-mMoHuTOpa. PesynbTaTt onepaumm nokasaH HUXe:

Boot#
War 3:

B BootROM-pexume, 3anyctute "setconfig", utobbl ycTtaHoButb IP-agpec wn macky
koMmmyTaTopa ans pexuma BootROM, IP-agpec n macky cepsepa, a Takke Bblbepute TFTP-
unn FTP-obHoBRneHna. [Mpegnonoxum, 4to agpec kommyTtatopa 192.168.1.1, a agpec
komnbtoTepa 192.168.1.2 un Bbibepute TFTP-06HOBREHME KOHUrypauumn. 310 Oypet
BbIrNA4eTb Tak:

Boot# config
Host IP Address: [10.1.1.1] 192.168.1.1
Server |IP Address: [10.1.1.2] 192.168.1.2
Boot#

War 4:

Bkntountb FTP/TFTP-cepeep Ha NK. Anga TFTP 3anyctute nporpammy cepsepa TFTP, ana FTP
3anyctute nporpammy FTP-cepBep. lNMpexge, Yem Hadatb 3arpysky darina obHOBNeHus Ha
KOMMYyTaTop, NPOBEPbTE COeAMHEHNE MEXOY CEPBEPOM Y KOMMYTATOPOM C NOMOLLbIO YTUNNUTBI
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ping ¢ cepeepa. Ecnu ping ycneweH, 3anyctute komaHay "run tftp://" B BootROM-pexnme.
Mocne yero Ha4yHETCA 3anyck panna MO HenocpeacTeeHHO ¢ TFTP-cepsepa.

Boot# run tftp:nos.img
Loading nos.img ...
Using rtl9311#0 device
TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'nos.img’.
Load address: 0x81000000
LWar 5:
Mocne yaayHom 3arpy3ku, npom3segute obHoBNeHNe kommyTaTopa 3 Shell-pexxuma.

2.5.3. ObHoBneHue FTP/TFTP

2.5.3.1. BeegeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) siBnstoTca npoTtokonamu
nepegayn dannos, oHM 0ba NpuHagnexartT K YeTBEPTOMY YPOBHIO (YPOBHIO MPUOXEHU) B
TCP/IP-cTeke NpOTOKONOB, UCNONbL3yeEMOMY ANs nepedadn annoB Mexay KOMMbHTepamu,
y3namu n kommyTtaTopamm. Oba oHu nepeaatoT hannbl B KNMEHT-CepBEpPHON Moaenn. PasHuua
MeXay HAMU OnucaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP gna obecrneyeHns HageXHOW CBA3N U TPaHCMOPTUMPOBKM
NnoToKa AaHHbIX. TeM He MeHee, OH He NpedycMaTpuBaeT npoueaypy asTopusauumn ansa goctyna
K dpanmnam v ucnonb3yeT NpPoCcTon MexaHnsm ayTeHTuukaumm (nepegaeT nMmsa nonb3oBaTens
N naponb Ans ayteHTudukaumMm B BUAe OTKpbITOro Ttekcra). Npu ucnonb3oBaHun FTP ans
nepegayn gannos, 40MKHbI ObITb YCTAHOBMEHbI ABa COEANHEHUS MeXAY KNMEHTOM U CEPBEPOM:
ynpasnswwee CoeanHeHne U CoeamHeHne nepedadun gaHHblx. [lanee gomkeH ObiTb nocnaH
3anpoc Ha nepegavy ot FTP-knueHTa Ha nopT 21 cepBepa N4 yCTaHOBMEHNS yNpaBnsaLWEero
COeQIHEHUS 1 COrMacoBaHUA nNepegadn AaHHbIX Yepes ynpasnsioLlee CoeguHEHNE.

CyLLI,eCTByeT [Ba Tuna Taknx CoOeaMHEHNIN: aKTUBHbIE N MACCUBHbIE COEANHEHMS.

Mpn aKTMBHOM NOAKITOYEHMM KIMEHT NepeaaeT ero agpec M Homep nopTa And nepegaydv AaHHbIX
cepsepy, yrnpaenswwee cCoedvHeHWe NoJaepXUBaeTcs A0 3aBeplleHus nepejadn 3Tmux
AaHHbIX. 3atem, ncnonb3ya agpec M HOMep nopTa, NPefoCTaBrEHHbIX KIIMEHTOM, CepBep
yCcTaHaBnuBaeT coegnHeHne Ha nopT 20 (ecnu He 3aHAT) ANg nepegayun AaHHbIX, ecnv nopt 20
3aHAT, cepBep aBTOMaTMYECKN reHepupyeT ApYron HoMep nopTa Ans YCTaHOBKU COeAMHEHMS.

Mpy NaccMBHOM MNOAKIOMEHUWN, KMMEHT Yepes3 ynpaBnsiiollee CoeauHeHWe MpocUT cepsep
yCTaHOBWTb NOAKINOYEHNE. 3aTeM cepBep Co34aeT CBOW MOPT AN NPOCYLWMBaAHNUSA OAHHbIX U
YyBEIOMIISIET KINMWEHTa O HOMepe 3TOro NnopTa, Aanee KNWeHT yCTaHaBnMBaeT coeanHeHue C
yKasaHHbIM NOPTOM.

TFTP ocHoBaH Ha npoTtokone UDP, obGecneuvBatowmm cnyxby nepegadv daHHbix 6e3
NOATBEPXAEeHNs aocTaBkm un 6e3 ayteHTudmkauum wn astopusaumm. OH obecneumBaeT
npaBUNbHY nepegavy AaHHbIX NyTeM MexaHu3ma OTnpaBKM NOATBEPXKAEHMS U MOBTOPHON
nepegayn tanm-ayTt naketos. [Npeumywectso TFTP nepeg FTP B ToM, 4TO nepsbI ropasaio
npoLe U MMeeT HU3KNE HaKNnagHble pacxodbl Nnepeaayn gaHHbIX.

KommyTtatop moxeT pabotaTb kak FTP/TFTP-knueHT unmn cepsep. Koraa kommyTtaTtop pabotaet
kak FTP/TFTP-knueHT, (hannbl KoHdUrypaumm n cucTteMHble annbl MOXHO 3arpysvtb C
yaaneHHoro FTP/TFTP-cepBepa (370 MOryT BbITb Kak XOCTbl, TaK U Apyrne kommyTaTtopsbl) 6e3
ywepba ons ero HopmanbHon paboTkl. U Takke MOXeT ObITb NONYyYeH CNUCOK hansioB ¢ cepBepa
B pexume FTP-knueHTa. KoHeYHO, KOMMYTaToOp MOXET Takke 3arpysvTb Tekyliune
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KOH(UrypaumnoHHble dannbl 1 cuctemHble dannbl Ha yaaneHHoin FTP/TFTP-cepeep (31O
MoryT ObiTb KaK XOCTbl, Tak W gpyrme kommyTatopbl). Korga kommyTtaTop paboTaeTt Kak
FTP/TFTP-cepBep, OH MOXeT obecneunTb 3arpy3ky 1 Bbirpy3ky dannoB Ansi aBTOPU30BaAHHbIX
FTP/TFTP-knneHTOB.

BoT HekoTOpble TEPMUHBI, YacTo ncnonb3dyemole B FTP/TFTP.
ROM: CokpawieHHo ot EPROM, CI13Y. EPROM 3ameHsieT FLASH-namsaTe B KOMMyTaTOpE.

SDRAM: O3Y B koMmmyTaTOpe, KOTOpasi cnonb3dyeTcsa Anst paboTbl CUCTEMbI U NPOrPaAMMHOr0O
obecneyveHuns, a Takke XpaHUnuLLa NocrnegoBaTenbHOCTU KOHUIypaLun.

FLASH: ®nsw-namate ucnonb3yeTcss Ansi  XpaHeHusi d¢annoB cuctembl U hanna
KOHcpurypauuu.

System file: BkntovaeT B cebsa o6pas cuctembl 1 3arpy304HbIi doans.

System image file: cdann obpasa cuctembl BknovaeT B ceba cxaTble pannbl annapaTHbIX
ApanBepoB, ansnbl nporpamMHoro obecnevyeHuns, 3To To, YTo Mbl 06bI4HO HasbiBaeM «IMG filey.
IMG-chann MmoxeT ObITb COXpaHeH Tonbko B FLASH.

Boot file: Heobxoaum ans 3arpy3ku 1 3anycka KomMMmyTaTopa, 9TO TO, YTO Mbl 06bIYHO Ha3biBaeM
«ROM file» (MoryT 6bITb CxaTbl B IMG-havinbl, ecnu oHM cnuwikom 6onblumx pasmepos). B
KOMMYyTaTope 3arpy3o4Hble doanrbl paspeLleHo coxpaHsaTb B Torbko B ROM.

KommyTatop onpegendet nyTb M umeHa and annos 3arpy3km kak flash:/boot.rom n
flash:/config.rom.

Configuration file: BkniovyaeTr B cebs cann HayvanbHOW KOHUrypaumm u cann Tekyien
KOHurypaumn. PasHunua B CBOWCTBax Mexay 3TuMu pavnamm nossonsetr obneryntb
pe3epBHOE KONMUPOBaHNE N OGHOBNEHNE KOHUrypaLuum

Start up configuration file: aTo nocnegoBaTenbHOCTL KOMaHA, KOHUrypaumm, ucnonb3yemas
npu 3anycke kommyTtatopa. ®ann HavyanbHON KOHUrypaumm XpaHUTcs B SHEProHe3aBUCHMMON
namatn. Ecnu yctponcteo He nogaepxueaeT CF, dann koHdurypaumm xXpaHUTCsl TONbKO BO
FLASH. Ecnu yctponctBo nogaepxunsaetr CF, dann KoHdurypaumm XpaHUTcs BO
FLASH-namsatu unun CF. Ecnun yCTpomncTBO nogaepkmusaeT MynbTUKOH(UIYpaLMOHHBIN hain,
OHW OOMKHblI MMeTb pacwmpeHune .cfg, nma no-ymonyanuio startup.cfg. Ecnm yctponctso He
nogaepXxmBaeT MyNbTUKOHUIrypaumoHHbld dann, umsa ganna HayvanbHOW KoHduUrypauum
AOIMKHO BbITh Startup-config.

Running configuration file: 310 Tekywasa (running) nocnegoBaTeNnbHOCTb KOMaHL4,
KOHpurypauuu, ncrnonb3yemas KoMMyTaTopoM. TeKyLIUN KOHPUrypaLMOHHbIN dhann XxpaHnTca
B onepaTtuBHOM nNamaTu. B npouecce paboThbl Tekywas koHdurypaums running-config moxet
6bITb coxpaHeHa 3 RAM Bo FLASH-namaTe KomaHaom «write» unm «copy running-config startup-
config».

Factory configuration file: dann koHdurypauumn, noctaeBnsieMbli C KOMMYTATOpPOM, TakK
HasbiBaembln factory-config. [ins Toro, 4tobbl 3arpy3vTb 3aBOACKOW pann KOHurypaumm u
nepesanncaTb hann HavanbHOM KOHUrypaumm Heobxoammo BBECTN KomaHabl «set defaulty n
«write», a 3aTem nepesarpyanTb KOMMYTaToOp.

2.5.3.2. Hactpownka FTP/TFTP

KoHdpurypaumm kommyTtatopa kak FTP- u TFTP-knueHta no4vtn oAWHaKoBbl, MO3TOMY
npouenypbl HacTponku ana FTP n TFTP B aToM pyKoBOACTBE ONUCaHbl BMeECTE.

1. Hactpowika FTP/TFTP-knueHTa.
1.1. 3arpy3ska gannos FTP/TFTP-knueHToM.
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KomaHaa

MosicHeHue

Pexnm agMuHucTpaTtopa

name/remote-filename
filename> [ascii | binary]

copy tftp://ip|host-name/remote-filename
<destination filename> [ascii | binary]

copy ftp://luser:password@ip|host- | 3arpyska dannos FTP/TFTP-knneHTom

<destination

1.2. MpocmMoTp JocTynHbIX dharnos Ha FTP-cepeepe.

KomaHpa

MosicHeHue

Pexxum agMuHucTpaTtopa

ftp-dir <ftpServerUrl>

MpocmoTp AdocTtynHbiX ¢pannos Ha FTP-cepeepe. dopmaTt
agpeca B AaHHOM cnyyae BbIFNAOUT Tak:
ftp://monb3oBaTenb:naponbe @IPv4|IPv6-agpec.

2. Hactponka FTP-cepBepa.
2.1. 3anyck FTP-cepBepa.

KomaHaa

lNMosicHeHue

PexuM rno6anbHOro KOHUrypmpoBaHus

ftp-server enable
no ftp-server enable

3anyck cepeepa, KoMaHda «nNoO» BblKMoYaeT
cepsep

2.2. HacTtpowka nmeHn nonb3oBaTtend n naponsa ons sxoga Ha FTP-cepsep.

KomaHaa

lNMosicHeHue

Pexum rmnobanbHoOro KoOHUrypmpoBaHus

[0 | 7] <password>

no ip ftp username<username>

ip ftp username <username> password | HacTponka umeHu nonb3oBaTensd u naponsa Ans

Bxoga Ha FTP-cepBep. KomaHga «no» yaanut ums
nonb3oBaTens 1 Naposnb
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2.3. NameHeHne BpeMeHn oxngaHus FTP-cepeepa.

KomaHaa

lMosicHeHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

ftp-server timeout <seconds>

BuicTaBnsiet BpeMA OXnaaHunda A0 pa3pbiBa CBA3U

3. Hactponka TFTP-cepsepa.
3.1. 3anyck TFTP-cepsepa.

KomaHaa

lNMosicHeHue

Pexum rmo6anbHOro KoH¢purypmnpoBaHus

tftp-server enable
no tftp-server enable

3anyck cepBepa, KoMaHga «no» BbIKMHOYaeT

cepsep

3.2. lameHeHue BpemeHun oxngaHmna TFTP-cepeepa.

KomaHpa MosacHeHue

Pexxum rmob6anbHOro KOHUrypmpoBaHums
tftp-server retransmission-timeout | BeicTaBnseT TanmayT 40 peTpaHCcnsumMm nakeTa
<seconds>

3.3. HacTtpoiika konuyectBa pa3 peTpaHcnauuM 00 Tanumayta ans HenoBpeXAeHHbIX

NnakeToB.
KomaHpa MosicHeHue

Pexxum rmob6anbHOro KOHUrypmpoBaHums
tftp-server retransmission-number | YcTaHaBnuBaeT YMCNO peTpaHCAaUni
<number>

2.5.3.3. MNpumepbl HacTponkn FTP/TFTP

HacTponkn oguHakosbl ang IPv4- u IPv6-agpecos. NMpumep nokasaH Toneko ans IPv4-agpeca.

(@ arecy
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1o/1) 10.1.1.2

— 10.1.1.1

; -

N

PucyHok 12. 3arpyska nos.img danna FTP/TFTP-knueHTom

CueHapun 1: Ncnonb3oBaHue kommyTatopa B kadectBe FTP/TFTP-knueHTa. KommyTtatop
coeuHsieTc OogHMM M3 CBOMX MOPTOB C  KOMMbIOTEPOM, KOTOpPbIA  SIBRSieTCS
FTP/TFTP-cepBepom c IP-agpecom 10.1.1.1, kommyTtatop gencreyet kak FTP/TFTP-knuneHT,
IP-agpec nHtepdenca VLAN1-kommyTatopa 10.1.1.2. TpebyeTcs 3arpy3utb dann "nos.img" ¢
KOMMblOTEPA B KOMMYTATOP.

2.5.3.3.1. Hactpouka FTP
Hactponka komnbloTepa:

3anyctute nporpammHoe obecneveHne FTP-cepBepa Ha koMnbioTEpPe U YCTAHOBUTE UMS
nonb3oBatens "PC" wn naponb ‘"superuser". [llomectnte danmn "12_30 nos.img" B
COOTBETCTBYIOWMIA KaTanor FTP-cepsepa Ha koMmnbloTepe.

[lanee onucaHa npouenypa HaCTPONKN KoMmyTaTopa:
Switch(config)#interface vlan1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch(config)#exit
Switch#copy ftp://PC:superuser@10.1.1.1/0/12_30_nos.img nos.img

CueHapun 2: Vicnonb3oBaHne komMmyTaTopa B kadyectse FTP-cepepa. Kommytatop paboTaet
Kak cepBep W MNoakniovaeTcsa OOAHUM U3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPLIN ABASETCA
knneHToM. TpebyeTca nepenaTb pann «nos.img» ¢ KOMMyTaTopa Ha KOMMNbIOTEP N COXPaHUTb
ero kak «12_25_nos.img».

[anee onucaHa npoueaypa HaCTPONKM KoOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch(config)#ftp-server enable
Switch(config)# username admin password 0 superuser

HacTponka komnbloTepa:
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3angute Ha kommyTaTop ¢ ntoboro FTP-knueHTa ¢ nmeHem nonb3oBatenst «admin» 1 naponem
«superusery», ucnonb3ymte komaHay «get nos.img 12_25 nos.img» Ans 3arpysku danna
«NO0S.img» C KOMMyTaTopa Ha KOMMbIOTEP.

Cuenapun 3: Micnonb3oBaHne KommMyTaTopa B kadectse TFTP-cepeepa. KommyTtatop paboTtaet
kak TFTP-cepBep 1 coeauHaeTcst O4HUM U3 CBOMX MOPTOB C KOMMbIOTEPOM, KOTOPbIV ABNSETCA
TFTP-knueHToM. TpebyeTcs nepegartb dhann «nos.img» ¢ KOMMyTaTtopa Ha KoOMMbloTep.

[lanee onucaHa npouenypa HaCTpPONKN KoMmmyTaTopa:
Switch(config)#interface vlan1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch(config)#tftp-server enable

HacTponka komnbloTepa:

3angute Ha kommyTatop ¢ noboro TFTP-knneHTa, ncnonb3ynte komaHay «tftp» ansa sarpysku
«nos.img» panna ¢ kKoMMyTaTOpa Ha KOMNLIOTEP.

CueHapun 4: KommyTaTop BbICTynaeT kak FTP-knueHT Ans npocmoTtpa cnucka ¢annoB Ha
FTP-cepBepe. YCNoBUA CUHXPOHU3ALUUKW: KOMMYTATOp COEAMHEH C KOMMbIOTEPOM 4epes
Ethernet-nopt, komnbtoTep saensietcsa FTP-cepeepom c¢ IP-agpecom 10.1.1.1; KommyTtaTtop
BbICTynaeT kak FTP-knueHT ¢ IP-agpecom nHtepcerica VLAN1 10.1.1.2.

2.5.3.3.2. Hactpounka FTP

HacTpoiika komnbloTepa:

3anyctute FTP-cepep Ha KOMMbIOTEPE U yCTaHOBUTE MMA nonb3oBatensa «PC», u naponb
«superuser».

HacTponka kommyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch#copy ftp: //PC:superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
150 Opening ASCIl mode data connection for /bin/ls.
recv total = 480
nos.img nos.rom
parsecommandline.cpp
position.doc gmdict.zip
..(some display omitted here)
show.txt
snmp.TXT

226 ansfer complete.
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2.5.3.4. YcTtaHoBKa npuoputeToB 3arpy3ku IMG-cannos

Mocne konuposaHve IMG-file Ha flash namsTb kommyTaTopa, Heo6XxoOUMO BbICTaBUTb
npuoputeT 3arpy3kn (kakon IMG-file 6yaeT 3arpyxatbcs B ponu ocHoBHoro 10, a kakon dyget
B pONW Pe3EPBHOI0).

Komanpa MNosicHeHue

Pexunm agMuHucTpaTtopa

boot img <Img file nhame> | BoictaBneHne napmeTtpoB 3arpyskun IMG-chavna B kauyectBe
primary ocHoBHoro MO, koTopoe ByaeT 3arpyxaTbCs B NEpPBYHO ovepeap.

boot img <Img file hame> | BoictaBneHne napameTtpoB 3arpy3ku IMG-caina, KoTopbIn
backup OyaeT BbICTynatb B ponu pesepBHoro MO 1 3arpyxatbcs ecnum
3arpyska ocHoBHoro 10 He yaanace.

show boot-files MpocmoTp 3arpy3oyHbix IMG-cdannoe (3arpy>xeH B HACTOSLLWIA
MOMEHT, OyaeT 3rpy>KeH B posyiv OCHOBHOrO Nocrie nepesarpysku,
BbICTaBMEH B PONnn pe3eBHOro), a Takke annsl KoHUrypaumm.

2.5.3.5. YcTpaHeHue HencnpaBHocten FTP/TFTP
2.5.3.5.1. Nouck HeucnpaBHocTen FTP

Mepen Hayanom npouecca 3arpy3sku/ckaunBaHnsi CUCTEMHbIX (PANoB C MOMOLLIbIO NPOTOKOa
FTP Heob6xoaMMo NpoBEPUTL Hanuune CoeauHEHUss Mexay KIMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C MOMOLLBIO KOMaHAbl «ping». Ecnu axo-TecTupoBaHWe HeyaadHo, cneayet
YCTPaHUTb HENONaaku ¢ CoeaNHEHNEM.

Cnepyouwee cooblieHne, oTobpaxkaeTcs nNpu ycnewHon oTnpasBke dannoB. Ecnn oHO He
NOSIBUIOCH, NOXanymncra, NpoBepbTe NOAKIIOYEHNE K CETU 1 MOBTOPUTE KOMAHAY «COpy» eLle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.

close ftp client.

Ecnn kommyTatop obHOBRAET chann NPOLUMBKM uUnv dhann HavanbHOW KoHdUrypaumm yepes
FTP, oH He [ormkeH nepesanyckaTbeCs Noka He nosiBuTcst coobuueHmne "close ftp clienty nnun "226
Transfer complete» ykasbiBaowmne Ha ycnewHoe o6HOBMNEeHME, B MPOTUBHOM Ccrny4vae
KOMMyTaTop MOXeT ObiTb NnoBpexaeH u ero 3anyck 6yget HeBo3mMoxeH. Ecnv obGHoBneHve
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yepes FTP He ypaetcsa, nonpobynTte ewe pa3 unu ucnonb3ynte pexum BootROM gns
0oGHOBNEHMS.

2.5.3.5.2. Nounck HeucnpaBHocTen TFTP

Mepen Hayanom npouecca 3arpy3ku/ckadnBaHnsi CUCTEMHbBIX hannoB C MOMOLLBI NPOTOKoMAa
TFTP Heo6xooMMO NpoBEPUTL HANNYmMe COeANHEHUSA MEXAY KIMEHTOM N CEPBEPOM, 3TO MOXHO
OCYyLLECTBMTb C NMOMOLLbIO KOMaHabl «ping». Ecnv Ha oTnpaBneHHbin echo-request He ObINIO
nony4eHo OTBETa, crieqyeT YCTPaHUTb HENonagkn ¢ CoeaUHEHNEM.

Cnepytowee coobuieHne, otobpaxaeTcs npu ycrnewHon oTnpaeke ¢annos. Ecnn oHo He
NOSIBUNOCH, NOXanyncra, NpoBepbTe NOAKIMIOYEHNE K CETU U NOBTOPUTE KOMaHAYy «Copy» eLle
pas.

Begin to send file, please wait...
HUEHGRHHHGRH R RS RH SR GRHG RSB HS RS R HS R G R
File transfer complete.

close tftp client.

Cnepytowee coobuieHne, otobpaxaeTcss Nnpyu ycnewHom nonyvyeHun cannos. Ecnn oHo He
NosBMIOCh, NoXanymncra, NpoBepbTe NOAKNIOYEHNE K CETU 1 NMOBTOPUTE KOMaHOy «COopy» eLle
pas.

begin to receive file, wait...
Get Img file size success, Img file size is:14759737(bytes)
A ————
HURHRHSHGRHG R G R H SR H RS R G RHG R BB HG R B GRS BB RSB B R RSB B R RSB B R RS RS
File transfer complete.
Recv total 14759737 bytes
Begin to write local file, please wait...
Write ok.
close tftp client.

Ecnn kommyTaTop obHOBNSAET dhain NPOLUMBKA UnK hann HadvanbHON KOHdUrypaumm vyepes
TFTP, oH He OomKeH nepesanyckaTtbcs noka He nosiBuTcst coobuieHne "close tftp client» unun
"File transfer complete» ykasbiBawowme Ha ycnewHoe OBGHOBrEHWE, B MPOTUBHOM Cry4vae
KOMMyTaTop MOXeT ObiTb noBpexaeH u ero 3anyck byaeTt HeBo3moxeH. Ecnn obHoBneHue
yepe3 TFTP He ypmaetcqa, nonpobynTte ewe pa3 unum ucnonb3ynte pexum BootROM gns
obHoBMEHNS.

2.5.4. \cnonb3oBaHne dnew-Hakonutenas USB ana  oOGHoBneHus
yCTpOMUCTBA
KommyTtatop ocHaweH USB noptom. Ona obHoeneHus O Ha kommyTaTope, a Takke

3arpy3Kku-BbIrpy3ku dannos KOHcpurypauum, MOXHO ncrnonb3oBaTb BHELLHUWI
dnew-HakonuTtens USB.

2.5.4.1. NoaroTtoBka chnew-Hakonutensa USB kK o6HOBNeHu1O.

Ha donew-Hakonutene USB gomkHbl 6bITb 3anuncaHbl doannbl npowmsku IMG-file, ROM-file nnu
apyrve dannel Ansg TpaHcnopTuopoBku Ha flash namaTte kommyTtaTopa. Takke Heobxooumo
cBobogHoe MecTO Ha vnew-Hakonutene USB gna Boirpy3kn ¢dannos u3 flash namatm
koMmMmyTaTopa. dnewl-HakonuTenb AormkeH bbiTb ycTaHoBreH B USB-pasbem.
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YcraHoBute dnew-Hakonutens USB B USB-pastem. Cuctema aBTOMaTtMYecKU BbIMNOSHUT
nonck USB. lMocne Toro, kak cnew-Hakonutens USB ycTaHoBReH, Moaynb AparBepa
aBTOMaTMyeckn uHuumanusvpyet gpameep USB. lMo3xe cuctema MoOXeT npodyuTaTb Mn
3anucaTb 3TOT doneLl-HakonuTens USB.

Ecnu cuctema obHapyxmt USB-HakonuTenb 1 ycnewHo 3arpysuT gpaneep, Oyaet otobpaxeHa

cneaytowasa nHdopmaums:

Switch#fill_dyn_drive:dcnDrv=usb0: pFile=usb0:, transFileName=/media/sdal
fill_dyn_drive:dcnDrv=usb0: pFile=usb0:, transFileName=/media/sdal
%Jan 01 18:01:26.460 2006 %USB_DISK _FOUND: USB Disk <Mass Storage> has been

inserted to USB port 0!
%Jan 01

18:01:26.460

2006 %USB_DISK_PARTITION_MOUNT: Mount

ushbO:(type:FAT),size:29862.0MB

2.5.4.2. KomaHabl ana pa6otbl ¢ dnew-Hakonutenem USB

1.KomaHnabl npocMoTpa 1 nepexoda no pasaenam

KomaHaa MNossicHeHue
Pexum agMuHucTpaTtopa
show usb Komanga ans otobpaxxeHnsa nHgopmauum
o USB dnew-Hakonutene ¢ ngeHtndgpukatopom 0.
dir usb0:/ MpocmoTp cogepxkmmoro USB hneww-Hakonutens
cd ushO0:/ BonTtu B KOpHEBOW pa3aen dpnew-Hakonutens USB.
dir MpocmoTp copgepxmnmoro USB dnew-HakonuTens, Haxogsicb B

nasgene USB

cd usbO:/<folder name>

Mepexon B nanky, pacrnonoXeHHyto Ha dneww-Hakonutene USB

cd

MpPOCMOTpP TEKYHOLLLETO MECTOHAXOXAEHUS

cd flash:/

BosepalleHue B kopHeBou pasgen flash namaTtn kommyTatopa

2. KomaHgbl TpaHCNOPTMPOBKK (hainsnioB ¢ UCNONb30BaHNEM (prieLl-HakonuTens

flash:/nos.img

KomaHpa MNMosicHeHue
Pexum agMuHucTpaTtopa
copy usb0:/nos.img | Konuposanue MO (IMG-canna) ¢ USB cnew-Hakonutens Ha

flash namsTb KOMMyTaTOpa
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KomaHpa NMosicHeHue
copy vsf_startup.cfg | KonnpoBanne davna kKoHdurypauum u3 flash namsatm

usbO:/vsf_startup.cfg

kommyTaTtopa Ha USB new-Hakonutens (HaxoauTbes
Heobxoanmo B kopHeBoM pasgene flash namaTn kommyTtatopa)
Takunm xxe 06pazom MOXHO CKonMpoBaTb NGO dans.

copy flash:/vsf_startup.cfg
usbO:/vsf_startup.cfg

KonupoBaHune anna koHdpurypaumm un3 flash namatm
kommyTaTopa Ha USB dneww-HakonuTenb (13 ntoboro pasgena).
Taknm xxe o6pazom MOXHO CKONMMpoBaTb NGON dans.

delete usbO0:/<file name>

YpananeHue danna c oneww-Hakonutena USB

cd flash:/

BosBpalueHne B kopHeBow pasgen flash namstu kommyTaTopa

Mocne konupoBaHus IMG-gannoB B flash namate kommyTaTOopa HEOOXOOUMO BbICTaABUTb
napameTpbl 3arpy3ku annos (cm. n.2.5.3.4).

@ e
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3. KOHOUT'YPUPOBAHUE NMOPTOB

3.1. BBegeHune

Ecnn nonb3oBaTenb xodeT CKOHUrypmpoBaTb CETEBOW MOPT, OH MOXET BBECTU KOMaHAy
«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYIOLLNA peXUM KOHGUrypauum
nopta, roe <interface-list> copgepxut oamMH unn Heckonbko nopTtoB. Ecnu <interface-list>
COOEPXMT HECKONbKO MOPTOB, HOMEpPA NOPTOB pasdensarTcs cneunanbHbiMM CUMBOSIAMA «,» U
«-», Tae «,» UCNonb3yeTcs Ansa nepevncrieHns NopTos, a «-» AN yKasaHusa guana3oHa HoMepoB
noptoB. [Nonoxum, onepaums AomkHa ObiTb BbINONHEHa Haa noptamu 2,3,4,5. Torga komaHaa
Oypet BbImMAgeTb Tak «interface ethernet 1/0//2-5». B pexume KoHurypauum nopta MOXHO
N3MEHATb CKOPOCTb, PEXUM Aynriekca M HacTpavBaTb ynpaeneHue Tpaddukom, Npy 3TOM
AaHHblEe N3MEeHeHMs TpebyoT COOTBETCTBYIOLLMX MUBMEHEHU HA OTBETHbIX CETEBbIX MOPTaX.

3.2. Cnucok KomaHa Ansa KoHpurypmpoBaHus nopToB

1. Bxopg B pexum koHdurypauum Ethernet-nopra.
2. KoHdurypauus napameTpoB CETEBOro NopTa.
2.1. KoHdpurypauua pexuma combo gns combo nopTos.
2.2. BKMOYMTL/BBIKIOYUTL NOPThI.
2.3. KoHdourypaumsa numeHun nopTa.
2.4. KoHdurypauusa Tuna kabensa Ha nopry.
2.5. KoHdoumrypauma ckopoCTu 1 gynrekca Ha nopry.
2.6. KoHtburypaumnsa KOHTPOMs Nonockl NponycKkaHus!.
2.7. KoHtburypauusa ynpasneHus Tpadpgukom.
2.8. BkntoueHune/BbiknoveHne yHKLUUN pacno3HaBaHUs NeTru.
2.9. KoHdpurypaumsa KOHTpONs WMpoKoBeLLaTerbHbIX LUITOPMOB HA KOMMYyTaTope.

2.10. KoHurypaums pexmma ckaHupoBaHug nopra.
2.11. KoHhurypaums KOHTPOSis HapyLLEeHUA CKOPOCTM Ha NOPTY.
2.12. KoHdurypaums nHtepsana cbopa CTaTUCTUKM NO CKOPOCTM NopTa.

1. Bxopg B pexum koHdurypauumn Ethernet-nopTa.

KomaHpa OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

interface ethernet <interface-name> Bxoga B pexum KOHurypauum
Ethernet-nopTa.
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2. KoHurypauus napameTpoB CeTeBOro nopra.

KomaHaa

OnucaHue

Pexunm KoHdurypauumm nopta

media-type { dac-100cm
dac-500cm | dac-50cm
fiber-10g | fiber-1g }

| dac-300cm |
| fiber-100m |

YcraHoBka pexvnma SFP+ nopTos.

shutdown
no shutdown

BkritoueHune/BbIKNOYEHNE YKa3aHHOro nopTa.

description <string>
no description

HasHaueHue nnm otmeHa nmeHu nopTa.

speed-duplex {auto [10 [100 [1000]] |
forcel10-half | force10-full | force100- half
| force100-full | force100-fx [module-type
{auto-detected | no-phy- integrated | phy-
integrated}] | {{forcelg-half | forcelg-full}
[nonegotiate [master | slave]]}| forcel0g-
full}

no speed-duplex

YcTaHOoBKa CKOpPOCTU M Aynnekca Ha nopTy Ans
100/1000 BASE-TX wnm 100 BASE-FX. C
ornepaTopom «Nno» AaHHas KomMaHaa
BOCCTaHaBnMMBaeT  nNapamMeTpbl  nopta Mo
YMOIMYaHUio, TO eCTb [OrOBOPHYK CKOPOCTb M
aBTOMaTM4YecKoe onpeaeneHne aynnekca.

negotiation {on|off}

BkntoueHune/BbiknoYeHne OyHKUMM
aBTOMaTMYEeCKOro onpegerieHnsa napameTpoB Asis
1000 BASE-FX.

bandwidth control <bandwidth> [both |
receive | transmit]

no bandwidth control

YcTaHoBKa WNW OTMEeHa 3Ha4yeHWd Momnochl
nponyckaHus, NCMonb3yemon ans
BXoasLero/ucxogsaLlero Tpadguvka Ansa ykasaHHbIX
nopToB.

flow control
no flow control

BkntoyeHune/BbIkNoYeHne  pyHKUMM
Tpaddumka Ans yKkasaHHbIX MOPTOB.

KOHTpOnS

loopback
no loopback

BknioyeHue/BbiknoYeHe QYHKUMM NeTnn  gns
yKasaHHbIX MOPTOB.

storm-control {unicast |
multicast} <Kbits>

broadcast |

BkntoyeHne qyHKUMM KOHTPOMS LITOPMOB Ans
LUMpOKOBeLLaTenbHbIX, MHOrOMOSIb30BaTENbCKUX
N NepcoHarnbHbIX MaKeTOB C HEWU3BECTHbIM
agpecom Ha3Ha4yeHus (kOopOTKMX ans
LUMPOKOBELLaTENbHOr0) U yCTaHOBKa A0MYCTUMOrO
yucra LUMPOKOBELLaTEeNbHbIX MakeToB; dopmar
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KomaHaa OnucaHue

NO paHHOM KOMaHAbl OTKNOYaeT  YHKUMIO
KOHTPONS LUMPOKOBELLLATENTbHbIX LUTOPMOB.

Switchport flood-control KoHduryprnpoBaHue kKommyTaTopa He nepedasartb
LUMpOKOBeLLlaTenbHble, MHOroMNosb30BaTENbCKNE

{bcast|mcast|ucast}
M NepcoHarbHbIe

no switchport flood-control MakeTbl B YyKasaHHbI MOPT, KOMaHAa «NO»

{bcastjmcast|ucast} OTKIOYAET AaHHYH0 YHKLIMIO.

rate-violation {all <200-2000000> | | YcraHaBnuBaeT MakcumarnbHY CKOPOCTb Npuema
broadcast <200-2000000> | control | nakeTtoB Ha MopTy. ECnNu CKOPOCTb MPUHATUSA
{block | shutdown} | multicast <200- | nakeToB nNpEBbILAET pa3peLLeHHy0, KoMaHAa
2000000> | unicast <200-2000000> } @ BbIKNOYaAET 3TOT MOPT U KOHUrypupyeT Bpems
<200-2000000> BOCCTaHoBrieHnsa nopta (no ymonyanuo 300c).

no rate-violation KomaHpa «no» oTknovaet YCTaHOBKY.

PexxuMm rmo6anbHOro KOHUrypmpoBaHus

port-rate-statistics interval <5-600> KoHpurypaumsa nHtepBana cbopa CTaTUCTUKM MO
CKOPOCTW.

3.3. NMpumepbl KOH(Urypaumm nopTa

Switch1

Switch2  S—

= -

] gy

Switch3

1/0/12

PucyHok 13. Mpumep koHurypaumm nopta

VLAN He ckoHdurypupoBaHbl Ha kommyTtartope. o ymonyanuio ncnonsdyetcsa VLANT.
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KommyTatop MopT CsoncrtBa
Switchl 1/0/7 JlumunT BXxogsawen nonockl: 50 Mb
Switch2 1/0/8 3epKkanupoBaHHbIA MOPT UCTOYHMKA
1/0/9 100 Mbps full, 3epkanMpoBaHHbIN MNOPT
NCTOYHMKA
1/0/10 1000 Mbps full, 3epkanupoBaHHLI MOPT
Ha3HayeHus
Switch3 1/0/12 100 Mbps full

KoHdurypaums npmBegeHa HmUxe:

Switcht:

Switchl(config)#interface ethernet 1/0/7
Switch1(Config-If-Ethernet1/0/7)#bandwidth control 50000 receive

Switch2:

Switch2(config)#interface ethernet 1/0/9
Switch2(Config-1f-Ethernet1/0/9)#speed-duplex forcel00-full
Switch2(Config-If-Ethernet1/0/9)#exit
Switch2(config)#interface ethernet 1/0/10
Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full
Switch2(Config-If-Ethernet1/0/10)#exit

Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9

Switch2(config)#monitor session 1 destination interface ethernet 1/0/10

Switch3:

Switch3(config)#interface ethernet 1/0/12
Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12) #exit

3.4. YcTpaHeHue HeMCnpaBHOCTEN HA NOPTY

3aecb NPMBOAMTCS HECKONBKO CUTYaLMI, YacTo BCTPeYaloLwmnxcs Npy KoHduUrypaumm nopra, v
npeanaratTcs UX peLleHns:

e [IBa coeguHEHHbIX ONTUYECKUX UHTepdenca He NOAHMMAIOTCH eCnn OAVH UHTepdenc
HacTpoeH Ha aBToOOMNpefeneHve, a Ha BTOPOM XXECTKO YCTaHOBIIEHbl CKOPOCTb U
aynnekc. 1o onpegensieTca ctaHgaptom IEEE 802.3.
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e He pekomeHgyeTcs crnegywowas KoHurypauma: BKITIOMEHME KOHTponsa Tpaduka u
OAHOBPEMEHHO YCTaHOBMEHME NIMMUTA AN MHOIOMNONb30BaTENbCKMX NakeToB Ha TOM
Xe nopTy; YCTaHOBKA OOHOBPEMEHHO KOHTPOMS 3a LUMPOKOBeELLaTeNbHbIMW,
MHOronosib30BaTeNbCKMMU U NepPCoHanbHbIMU NakeTaMmmn C HEM3BECTHbLIM Ha3HaAYeHNEM
N OorpaHuUYeHns Nonockl Ha nNopTy. Ecnu Takne KoMBGUHaLMK yCTaHOBMNEHbI, NPOMYCKHas
CMOCOBOHOCTL MOPTa MOXET OKa3aTbCs MEHbLLE OXNOAEMOMN.
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4. KOHOUTYPALUA dYHKLUUUN N30NALUUUN MOPTOB

4.1. BBegeHue B (pyHKLMIO U3ONALUN NOPTOB

M3onaumsa nopToB — 9TO He3aBUCMMas NOPTO-OPUEHTUPOBaHHAS (PyHKLMSA, paboTatowasa mexay
noptamu, Kotopas M3onuMpyeT MOTOKU pasnu4dHbIX MNOPTOB Apyr oT gpyra. C NOMOLLbI 3TOM
dyHKUMN nonb3oBaTenb MOXeT usonuposaTb nMopThl B npegenax VLAN ana coxpaHeHus
pecypcoB VLAN un ycuneHusa cekpeTHocTu ceTwu. [locrne Toro, kak ata dyHkumst Oyget
CKOH(pUrypmpoBaHa, nopTbl B rpynne M3oNMpOBaHHbIX NOPTOB OyayT M30NMPOBaHbl Apyr OT
Apyra, B TO BpeMsi Kak NOPTbl U3 pasnU4HbIX rpynn M3onaumm Unmnm Hen3onMpoBaHHbLIX MOTYT
nepecbinaTtb AaHHble OpYr Apyry COBepLUEeHHO HopMarnbHO. Ha kommytatope moxeT ObiTb
CkOHUrypmnpoBaHo He 6onee 16 rpynn n3onsuumn nopTos.

4.2. CNnNcoK KoMaHp, Ans KoHcpurypauum nsonsiuum nopTos

1. Cospgatb rpynny n3onmpoBaHHbIX NOPTOB.
2. [o6asuTb Ethernet-nopTbl B rpynny.
3. OTtob6pasnTb KOHUrypauumio rpynmnsl N30N8LMM NOpTOB.

1. CospaTtb rpynny n3onmpoBaHHbIX NMOPTOB.
|

KomaHpa OnucaHue

PexuM rno6anbHOro KOHUrypmpoBaHus

isolate-port group <WORD> Cospgaet rpynny M30nMpoBaHHbIX nopTtoB. C
ornepaTopoM «no» 3Ta KOMaHga yganset

no isolate-port group <WORD>
rpynny n3onmpoBaHHbIX NOPTOB.

2. [Job6asutb Ethernet-nopTbl B rpynny.

KomaHaa OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

isolate-port group <WORD> switchport | [JobaBnset ognH NopT unu rpynny NOpPTOB B
interface [Ethernet | port-channel] rpynny W30NMPOBaHHbLIX MOPTOB, KOTOpPbIE
<IENAME> OyayT M30nMpoBaHbl OT APYrMx MNOpPTOB B

_ . rpynne. OnepaTtop «no» yaanseT OAvH nopt
no isolate-port group <WORD> switchport | ynu rpynny NopToB u3 rpynnbi

interface [Ethernet | port-channel] M305IMPOBAHHbIX MOPTOB.
<IFNAME>
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3. OT06pasuTb kKoHGUrypaLmio rpynnbl N30MsSLMM NOPTOB

KomaHaa

OnucaHue

Pexum agmunHucTpatopa, Pexxnm rmob6anbHoro kKoHdurypmpoBaHus

show isolate-port group [ <WORD> |

Moka3sbiBaeT KOHdUrypaumo rpynn
N30NNPOBaHHbLIX MOPTOB, BKM4Yas Bce
CKOH(pUryprpoBaHHbIe rpynnbl

n3onunposaHHbIX noptoB 1 Ethernet noptel B
Kaxkgow rpynne.

4.3. TunoBble npumMmepbl PYHKUUN U30NALUM NOPTOB

115 Switch1

—

b gy

PucyHok 14. TunoBble npumMepbl (OYHKLUN M30MALMK NMOPTOB

Tononorusa n KOHAUrypaLms KOMMyTaTOpPOB NOKa3aHa Ha pUCyHke Bblwe. [NopTel €1/0/1, €1/0/10
n el/0/15 Bce npuHagnexat Kk VLAN 100. TpeboBaHne 3akno4vaeTcsa B TOM, 4YTOObl mocne
BKITHOYEHUS (PYHKUMM M30Nauum noptoB Ha kommyTtaTope Switch1-nopTel €1/0/1 n €1/0/10 Ha
9TOM KOMMYTaTope He MOrnu CBA3bIBAaTbCA APYr C APYrom 1 06a MOrnu CBs3biBaTbCA C MOPTOM
€1/0/15, cMOTpALWMM B CeTb. TO €CTb CBA3M Mexay Nobbimu napamm downlink-nopToB - HeT, n
B TO e Bpems cBA3b Mexay nobbiv downlink-noptom n uplink - paboTtaeT. BoiwecToawmii nopt

MOXeT paboTaTb C NobbIM NOPTOM HOPMarbHO.

4.3.1. KoHdurypauma kommyTtatopa Switchl:

Switch(config)#isolate-port group test

Switch(config)#isolate-port group test switchport interface ethernet 1/0/1;1/0/10

@ § QTECH
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5. KOHOUTYPALUUA DYHKLUUUA PACMNMO3HABAHUA
MNETIIU HA NMOPTY

5.1. BBegeHue B hyHKLUUIO pacrno3HaBaHUA NeTnum

C pasBuTMEM CETEBLIX YCTPOWMCTB BCE Oonblle 1M Gonblle nonb3oBaTenen NoAaKvaTCs K
ceTun Yyepes Ethernet-kommyTaTopbl. B NpOMbILINEHHbIX CETAX NOMb30BaTENU NOMAy4aloT AOCTYN
yepes KOMMyTaTopbl 2-r0 YPOBHS!, YTO NPEAbABNSAET CTporve TpeboBaHMsA K B3anmMoaencTeumto
MeXay YCTPOMNCTBaMM Kak BHELLUHEN, TaK U BHYTpeHHen ceTu. Koraa tpebyeTcs B3anmogencrane
Ha 2-M ypoBHe, coobLLieHne A0MKHO OTNPaBNATLCA TOYHO B cooTBeTcTBMM ¢ MAC-aapecom Ans
KOppeKkTHOM paboTbl Mexay norb3oBaTensaMu. YCTPOMCTBA BTOPOrO YPOBHSI 3anoOMWMHAOT
MAC-agpeca, nsydas exogsawune MAC-agpeca MCTOYHUKOB NaKeToB 1 NPU NOCTYNMeHUM NakeTa
C HEN3BeCTHbIM agpecoM UCTOYHUKa OHM 3anuckiBatoT ero MAC-agpec B Tabnuuy, 3akpennsas
ero 3a nopTtoMm, OTKyAa npuvwen 3ToT nakeT. Takum obpasom crnedyrowmi naket ¢ AaHHbIM
MAC-agpecom B kadecTBe nopTa HasHayeHus ByaeT oTnpaBneH cpady Ha 3ToT nopT. To ecTb
agpec cpasy ukcupyeTcsa Ha NopTy A51s OTNPaBKM BCEX NAKETOB.

Korga naket ¢ MAC-agpecoM UCTOYHUKA, YXKe U3YYEeHHbIM KOMMYTaTOpPOM, NPUXOAnUT yepes
Apyron nopT, 3anucb B Tabnuue MAC-agpecoB nsmeHsieTcs Takmm o6pas3om, 4Tobbl nakeTbl C
AaHHbIM MAC-agpecoM Hanpaenanucb Yepes3 HOBbI MOpPT. B pesynbTaTte, ecnu Ha yyacTtke
Mexay ABYMS agpecaTamu CywlecTByeT kakas-nnbo netns, Bce MAC-agpeca u3 cet BTOporo
YypOBHS ByayT nepecbinatbesi Ha TOT NOpT, rae cywecTtsyeT netns (06blMHO MAC-agpeca B 3TOM
Crny4yae C BbICOKOM 4acCTOTOW MepekniovarTcs C OQHOro nopTa Ha OpPYroun), YTo Bbi3blBaeT
neperpysky u notepto paboTtocnocobHOCTM ceTn 2-ro ypoBHS. BoT nouemy Heobxoammo
npoBepsiTb HanuuMe neTnuM Ha ceTeBbiX noptax. Korga Ha nopTy onpegensietcsa netns,
obGHapyxuBLLUee ee YCTPOMCTBO AOSMKHO Mocnatb NpeaynpexaeHve B cuctemy ynpabreHus
CeTbto, NO3BOIAA CETEBOMY aAMUHUCTPATOPY OOHAPYXNUTb, NOKanNM3oBaTb U peLwnTb Npobnemy
B CEeTuU.

MockonbKky cucTeMa OBHapYXeHMsI NeTerlb MOXET aBTOMAaTUYECKU MPUHMMATb PeLleHust o
HanuuuyM NeTnM B COEAMHEHUN N ee UCYEe3HOBEHUM, YCTPOMCTBA C (PYHKLMSMU KOHTPOSS Ha
nopTax (TakMx Kak W30Nnsuus NOPTOB W KOHTPONb 3a 3anomuHaHvem MAC-agpecoB) MoryT
3HAYUTENBHO CHU3WUTbL HArpysKy C CETEBOro aAMMHUCTPATOpa, a TakKe YMEHbLUUTb BpPeMs
peakuuy Ha Npobremy, MUHUMU3NPYS BO3AENCTBUE NETNN Ha CETb.

5.2. Cnucok KOMaHz, ans KOH(purypupoBaHus dyHKUUN
pacno3HaBaHUA NeTNN Ha NOpPTy

KoHhurypmpoBaHue BpeMeHHOro UHTepBana pacno3HaBaHusa NeTnu.
BkroveHne yHKUUKM pacno3HaBaHus NeTnu.

KoHuryprupoBaHue pexuma rnoprta npu pacrnosHaBaHUn neTnu.

BbiBOA 0TNnagovHon nHdgopmaumm no pacno3HaBaHUIO NETNN.
KoHhurypmpoBaHue pexxuma BOCCTaHOBIEHUSA NpY pacno3HaBaHUn NeTAN.

a s wbde
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1.

KoHcuryprpoBaHue BpeMeHHOro HTepBarna pacro3HaBaHusi NeTnu.

KomaHaa

OnucaHue

Pexunm rmobanbHoro

KOHdUrypmpoBaHus

loopback-detection interval-time {loopback
interval time range <5-300>s} {no loopback
interval time range <1-30>s}

no loopback-detection interval-time

KoHduryprpoBaHme BpeMeHHOro uHTepBeana
pacno3HaBaHUs NeTnun

2.

BkntoveHune (byHKLl,I/WI pacno3HaBaHNA NEeTIIN.

KomaHaa

OnucaHue

Pexum KoHduUrypmpoBaHus nopta

loopback-detection specified-vlan <vlan ID>

no loopback-detection specified-vlan <vlan
ID>

BknoyeHne un  BbIKNOYEHKE
pacrno3HaBaHus NeTnn

dOyHKUMM

3.

KOH(bVIprVIpOBaHMG pexnmMma nopta npu pacno3HaBaHn neTnun.

KomaHaa

OnucaHue

Pexum KoHduUrypmpoBaHus nopra

loopback-detection  control

|block}
no loopback-detection control

{shutdown

BkntoyeHne 1 BblkMoYeHWe onpeaeneHHoro
pexuma nopTa npv pacrno3HaBaHUn NETN.

4.

BbiBoa oTnagoyvHon VIH(*)OpMaLl,I/WI Nno pacno3HaBaHUIO NeTnn.

KomaHga

OnucaHue

Pexnm agmuHucTpartopa

<interface-list>]

debug loopback-detection BbiBOg oTnagoyHOM  MHpopmauuMmM  no

no debug Ioopback_detectlon paCI'IO3HaBaHVIIO neTnu. C Ol‘lepaTOpOM «No»
AaHHas  KomaHda npekpawaeT  BblBOA
0TNnago4Hon nHdopmMaumn.

show loopback-detection [interface | Noka3biBaeT crartyc " pesynbTaThl

pacnosHaBaHus NeTNM Ha Bcex nopTtax, ecnu
ApYyrMx napameTpoB He BBOAMTCS; B
NPOTMBHOM CIlyyae MNokasblBaeTcsl CTaTyC U
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KomaHaa OnucaHue
pesynbTtaTt pacno3HaBaHNA neTnm angd

KOHKPETHbLIX NMOopTOB

5. KOH(bVIprVIpOBaHMG pexnmMma BOCCTaHOBJI1EHUA MNMPU pacno3HaBaHU NETIIN.

KomaHpa

OnucaHue

PexuMm rno6anbHOro KOHUrypMpoBaHus

loopback-detection control-recovery timeout
<0-3600>

KoHdurypupoBaHue pexunma
BOCCTAHOBIIEHUSA MPU pacno3HaBaHUN NeTNn
(aBTOMaTU4ECKOE BOCCTAHOBMEHNE UMW HET)
U BPEMEHW BOCCTAHOBIIEHUS.

5.3. NMpumepsbl (hyHKLUN pacno3HaBaHUA NeTNU Ha NOpPTy

1/0/1

PucyHok 15. TunuyHbIi NpuMep NoakmnoYeHns

B npuBeneHHOM HWxXe KOHMUrypauuu, KOMMyTaTop onpeaensieT CyllecTBOBaHWe MNeTnu B
Tononoruun ceTu. Mocne BKNYeHMS PYHKLMM pacno3HaBaHUs NETNN Ha NOpTY, CMOTPSILLEM BO
BHELLUHIO CeTb, KOMMYyTaTop OyaeT yBeAOMNSATb NOACOEAMHEHHYI0 CETb O CyLLEeCTBOBAHMU
NeTny 1 KOHTPONMPOBATbL MOPT KOMMyTaTopa Ans obecrnedyeHns HopMarnbHoW paboTbl AaHHON

ceTun.

MocnenoBaTenbHOCTb KOHUIYpaLUN KOMMYyTaTopa:

Switch(config)#loopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/0/1
Switch(Config-1f-Ethernet1/0/1)#loopback-detection special-vlan 1-3
Switch(Config-1f-Ethernet1/0/1)#loopback-detection control block

Ecnu BbibpaH meToa 6noKMpoBKU Npu onpeaeneHun NeTnum, 4OMmKeH 6bITb rnobanbHO BKHOYEH
npotokon MSTP Ha Bcen ceTu, a Takke A0MKHbl OblTb CKOHPUIYPUPOBaHbI COOTBETCTBYOLLME
CBA3N Mexay NpoToKonom ceasytowero gepesa n VLAN.

Switch(config)#spanning-tree

(@ arecy
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Switch(config)#spanning-tree mst configuration
Switch(Config-Mstp-Region)#instance 1 vlan 1
Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#

5.4. PeweHue npobnem ¢ ¢pyHKUMENn pacrno3HaBaHUA NETNM Ha NOPTY

®PyHKUMS pacno3HaBaHUS METNM Ha MOPTY BbIKMOYEHA MO YMOMYaHUK W JOMMKHa OblTb
BKIOMEHA NpY HEOBXOAMMOCTMW.
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6. KOHOUT'YPALUUNA OYHKLUUUN ULDP
6.1. O6wasa nucgpopmauma o ULDP

OpfHoHanpaBneHHbIA NIMHK — 3TO pacnpoCcTpaHeHHasd npobrnema B ceTu, 0coOeHHO Anis
ONTUYEeCKUX coeamHeHun. log OAHOHAMNpPaBIiEHHbIM COEOMHEHWEM MOHMMAETCs CuTyauus,
KOrga oaunH NopT COEANHEHMS MOXET NPMHMMaTb COOBLLIEHNA OT APYroro nopTa, a TOT He MOXEeT
nonyyatb ux OT nepsoro. Ecnn dusnuecknin ypoBeHb coeguHeHMst eCcTb U paboTaer
HOpManbHO, Npobnema cBA3N Mexay YCTPoMCTBamMmn He MoXeT BbiTb 0O6HapyXeHa. Kak nokasaHo
Ha puUCyHKe, Nnpobrnema OnTU4YEeCKOro CoeanHEHNs He MOXeT OblTb OBHapy)XeHa NocpenCTBOM
MeXaHU3MOoB (PM3NYECKOrO YPOBHS, TaKMX Kak aBTOMAaTUYECKOe CorfacoBaHue napaMeTpoB.

SwitchA

SwitchB

PucyHok 16. MNepekpecTHoe NoakntoYeHre AByHanpaBrieHHOro onTUYecKoro CoeanHeHus!

SwitchA SwitchB

SwitchC

PI/IcyHOK 17. OaMH N3 KOHLOB KaXXaoro AByXHanpaBeHHOro onTn4eckoro coeanHeHuns He
NoaKIn4yeH

Takon Bug npobnem 4acto BO3HMKAET B CUTyauuu, korga mnu uHtepdenc, nnn GBIC (Giga
Bitrate interface Converter — KoHBepTep WHTepdenca co ckopocTbto 1 [6uT) unmetot
nporpaMmmMHble npobnembl, B 9TOM crnyyae obopygoBaHWe CTaAHOBUTCA HEOOCTYMHbIM UMK
paboTaeT HenpasunbHo. OgHOHaNPaBfEHHOE COEAUHEHNE MOXET Bbi3blBaTb LIEMNYH CEputo
npobriem, TakmMx Kak 3auuKiiMBaHue CBA3YHOLEro AepeBa UM LWMPOKOBELLATENbHbIM LUTOPMaMm
(broadcast black hole).

ULDP (Unidirectional Link Detection Protocol — npoTokon obHapyXeHus ogHOHanpaBreHHbIX
COeaUHEHNIN) MOXeT NMOMOYb OBHapPYXUTb HEMCNPABHOCTb, KOTOpas BO3HWKAET B CUTyauusX,
nepeyncrieHHblX Bblle. B koMMyTaTope, NOAKMIOYEHHOM 4Yepe3 OMTUYECKY WU MeOHYHo
Ethernet-nuHuio (Takyto kak BuTasa napa naton kateropum), ULDP mMoxeT MOHUTOpUTL cTaTyc
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dursmyeckux coeanHenun. B cnyvae, ecnn obHapyXeHO OgHOHAaNpaBreHHOe COeANHEHNE, OH
noceinaeT npegynpexaeHne nonb3oBaTensaM U MOXeT BbIKIHYUTL NOPT aBTOMaTUYECKN, UM
BPYYHYIO, B 3aBMCUMOCTM OT KOHUrypaumm nonb3oBaTens.

OyHkuna ULDP B komMmyTatope pacno3HaeT yhdarneHHble YCTPOMCTBA WM NpPoOBepsieT
KOPPEKTHOCTb COEOMHEHUI, UCMNOMNb3ys UHTEPaKTUBHYKD CUCTEMY COOCTBEHHbIX COOOLLEHWIN.
Korga ULDP BkntoyeH Ha nopTy, MexaHu3M ornpefeneHna cratyca noprta 3anyckaeTcsl, YTo
noapasymeBaeT MOCbIfKYy COOBLLEHNN pasnnYHOro BMAa, KOTOpble MOCHINATCS pasfnuYHbIMU
nognporpammMamMu 3TOr0 MexaHuama Ana NPOoBepKu cTaTyca COoeAuHeHun nytem obmeHa
WHpopmaumen ¢ yaaneHHoiMn yctpouctBamu. ULDP mMoxeT AvHamudecku onpenenstb
WHTEepBarsn, C KOTOPbIM yAarneHHoe YCTPOMCTBO MOChIflaeT CBOU YBeOOMIEHUs 1 nogctpansaeT
B COOTBETCTBMM C HWUM CBOW nokanbHbii mHTepBan. Kpome Toro, ULDP o6ecneunBaet
MexaHu3m pecTtapTa, ecnu nopt Obin 3abnoknposaH ULDP, Takke coeanHeHne MOXeT ObiTb
npoBepeHO elle pa3s nocne pectapta. BpemeHHOW WHTepBan MNOCHIIKM YBEOOMSIEHUA W
pectapta nopta B ULDP mMoxeT koHpurypupoBaTbCa Nofib3oBaTensamMmu, Takum obpasom ULDP
MoXeT ObicTpee pearvpoBaTtb Ha NPobnemMbl COEANHEHMI B PA3fIMYHOM CETEBOM OKPYXKEHWMU.
MokasaTtenem npasunbHon paboTtbl ULDP sBnsetca paboTa coeavHeHust B OyNiIEeKCHOM
pexume, 370 3HaumT, 4to ULDP BKknoueH Ha 06OMX KOHUAX COEAMHEHUSI U UCMONb3yeT
OAMHAKOBLIN METOA aBTopU3auumn 1 Naporsb.

6.2. Cnncok komaHpa ana koHcpurypuposaHus ULDP

BkntoveHune dyHkumn ULDP Ha KommyTaTope.

BkntoveHune pyHkummn ULDP Ha nopty.

KoHdurypaums arpeccuBHoro pexmnma Ha kKommyrtaTope.

KoHurypaums arpeccuBHoOro pexnma Ha nopry.

KoHdurypaumsa meToaa BbIKNOYEHNA OAHOHANPAaBIEHHOrO COeANHEHUS.
KoHdurypaums nHtepeana ysegomnenun (Hello messages).
KoHurypaums nHtepsana BOCCTaHOBEHUS.

PectapTt nopTa, Bblkno4eHHOro yHkumen ULDP.

[emMoHcTpauunoHHasa n otnagoyHasa nHpopmaumnsa dyHkumm ULDP.

© o N TN RE

1. BkniodeHue dyHkumm ULDP Ha kommyTaTtope.

KomaHaa OnucaHue

Pexnm rmo6anbHOro KOHUrypmupoBaHus

uldp enable BknoyeHne wvnn  BbIKOYEHWE  PYHKLUK

uldp disable ULDP Ha kommyTatope.
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2. BknioyeHne pyHkummn ULDP Ha nopry.

Komanpa OnucaHune
Pexxnm KoHcurypupoBaHusa noprta

uldp enable BkntodeHne wunu  BbIKNOYEHWE  (PyHKLMK
uldp disable ULDP Ha nopT.

3.  KoHdurypaums arpeccuBHOro pexxuma Ha KoMmmyTaTope.
KomaHpa OnucaHue

Pexum rno6anbHOro KOHuUrypmpoBaHus

uldp aggressive-mode
no uldp aggressive-mode

YcTraHaBnnBaeT pexnm paboTbl yHKUUKN Ha
KomMMyTaTope.

4. KoHcurypauus arpeccnBHOro pexmma

Ha nopTy.

KomaHaa

OnucaHue

Pexum KoHduryp

npoBaHuAa nopTa

uldp aggressive-mode
no uldp aggressive-mode

YcTtaHaBnnBaeT pexuM paboTbl yHKUMN Ha
nopTy.

5.

KoHdurypauust metoaa BbIKOUYEHUS1 OAHOHAMNPAaBEeHHOrO COEANHEHNS.

KomaHaa

OnucaHue

Pexunm rmobanbHoro

KOHUrypupoBaHus

uldp manual-shutdown
no uldp manual-shutdown

KoHdpurypupyet meToq BbIKIHOYEHUS
OOHOHanpPaBNEHHOro CoeANHEHMSI.

6. KoHdurypauusa nHtepsana ysegomnexui (Hello messages).
KomaHpa OnucaHue
Pexxum rmobanbHoOro KoHUrypmpoBaHums

uldp hello-interval <integer>
no uldp hello-interval

KoHurypaumss wuHTepBana yBeOoOMMEeHWU
(Hello messages), guanasoH ot 5 go 100
cekyHa. 3HayeHue no ymonyaHuwo — 10
CeKyHA.
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7. KoHdurypauunsa nHtepBana BOCCTaHOBIEHMS.
KomaHpa OnucaHue
Pexum rmo6anbHOro KoH¢purypmpoBaHus
uldp recovery-time <integer> KoHdurypupyet MHTEpBan

no uldp recovery-time <integer>

BOCCTaHOBUTENbLHOIO pecTtapTa. [uanas3oH oT
30 go 86400 cekyHa. 3Ha4YeHne No yMon4aHuio
— 0 cekyHA.

8.

PectapT nopTta, Bblknto4YeHHOro doyHkunen ULDP.

KomaHaa

OnucaHue

PexXum rmo6anbHOro KOH(UrypmpoBaHUsa NN peXxum KOHPUrypupoBaHusa nopra

uldp reset

PecTtapTtyeT Bce nopTbl B pexume rnobanbHoOro
KOHUrypupoBaHusi. PectapTyeT KOHKPETHbLIN
NopT B peXnMe KOHUrypmpoBaHusi nopTa.

9. [leMOHCTpaLMoHHas 1 OTrnaaoyHas u

Hdopmaums oyHKummn ULDP.

KomaHaa

OnucaHue

Pexxnm agMuHucTpaTtopa

show uldp interface ethernet <IFNAME>

lNokasbiBaeT uHpopmauno no ULDP. [Onsa
otobpaxeHna obwen ULDP wnHdopmauun
napameTpoB HeT. [lpyM 3agaHUM KOHKPETHOro
nopta BbIBOAUTCA obwaa wuHgopmauma u
NMHopMaLms O cocensax no AaHHOMY MOpPTY.

Debug uldp fsm interface ethernet
<IFname>

no debug uldp fsm interface ethernet
<IFname>

BkntoyeHne  unu  BbIKNOYEHME  BbiBOAA
0oTnagoyvHon nHdopmauumn nNo onpeaeneHHoMy
nopTy.

debug uldp error
no debug uldp error

BkrntoyeHne wnn  BbIKIIOYEHWE OTNago4vYHOU
MHopmMaumm 06 owmdkax

debug uldp event
no debug uldp event

BkrntoyeHne wnu  BbIKIIOYEHWE OTNago4vHOn
NHOpMaLmMm 0 COBbITUSIX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BkroveHne  unm  BLIKMOYEHWE  BbiBOAA
0TNago4HOM MHpopMaLMK Mo TNy coobLeHnn
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KomaHaa OnucaHue

debug uldp {hello|probelecho| unidir|all} | BkntoyeHne  wnm  BbIKAOYEHME  BbIBOAA
[receive|send] interface ethernet AetanbHOM WHgopmaumm o6 onpeaeneHHoM
TUNe coobLLEHN, KOTOPbIE MOrYT NOChINaThCA
UM NPUHMMATBLCA Ha onpegeneHHoM NopTy.

<|Fname>

no debug uldp {hello|probelecho| unidir|all}
[receive|send] interface ethernet <IFname>

6.3. TunoBble npuMmepbl PyHKUMn ULDP

| Prc1

:=-

— ey

SwitchA

1o

PC2

1 -
1/0/4

HEREsER
i "i—r’?—""\

S

SwitchB

PucyHok 18. MepekpecTHoe NoaKntoYeHre AByHaNpaBrieHHOro onTUYecKoro CoeanHeHus

B ceteBon Tononorumn Ha pucyHke nopT 1/0/1 Ha kommyTaTtope A, a Takke nopt 1/0/3 Ha
koMmyTaTope B — onTnyeckune. N coeanHeHne nMeeT nepekpecTHbln TUn. Puanyecknin ypoBeHb
BKIOYEH M paboTaeT HopmaribHO, HO COeMHEHME Ha YPOBHE AaHHbIX HepaboTtocnocobHo. ULDP
MOXeT onpegenuTb WM 3abnokupoBaTb Takon Tun OWWOKM Ha coeguHeHun. KoHeuyHbIM
pesynbTaTtoM ByaeT T0o, 4to nopT 1/0/1 Ha kommyTaTope A, a Takke nopT 1/0/3 Ha kommyTaTope
B 6ygoyt 3abnokupoBaHbl dyHkumen ULDP. T[lopTbl cmoryTt pabotate (He 6yayT
3a6n10KNMpOBaHbl) TONbKO eCrin coeguHeHne byaeT KOPPEKTHbIM.

lMocnepoBaTenbLHOCTL KOHUIypauum kommyTatopa A:
SwitchA(config)#uldp enable
SwitchA(config)#interface ethernet 1/0/1
SwitchA (Config-If-Ethernet1/0/1)#uldp enable
SwitchA (Config-If-Ethernet1/0/1)#exit

MocnenoBaTenbHOCTb KOHAUIypaLum komMmyTaTopa B:
SwitchB(config)#uldp enable
SwitchB(config)#interface ethernet1/0/3
SwitchB(Config-If-Ethernet1/0/3)#uldp enable
SwitchB(Config-If-Ethernet1/0/3)#exit

B pesynbtate nopt 1/0/1 Ha kommyTatope A Oyaet 3abnokmpoBaH dyHkumen ULDP un Ha
avncnnee tepmuHana PC1 nossuTcs cneaytowas nHpopmaums.
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%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/1 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/1 shut down!

MopT 1/0/3 Ha kommyTaTope B GyaeT 3abnoknpoBaH pyHkumern ULDP n Ha gucnnee TepmuHana
PC2 nosiButca cneaytoLas nHpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/3 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/3 shutted down!

6.4. YcTpaHeHue Henonagok ¢pyHkuuu ULDP

3ameyvaHusi No KoHUrypauum:

[ns yBepeHHocTH, 4To ULDP cMmoxeT onpeaenuTb, 4TO O4MH U3 ONTUYECKNX NOPTOB HE
NMOOKIMIOYEH WMAW MNOPTbl HEKOPPEKTHO COeAMHEHbI, MOPTbl AOMKHbI paboTaTh B
AYMNIEKCHOM pPeXMMe N UMeTb OANHAKOBYIO CKOPOCTb.

Ecnn mMexaHuM3aM aBTOMaTM4ecKOro onpegerneHvs napaMeTpoB ONTUYECKUX MOPTOB,
OLMH M3 KOTOPbIX BKMOYEH HEKOPPEKTHO, onpeaenuT pabouni pexmm u CKOpOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBMCUMOCTM OT TOrO, BKITHOUEH OH UK
HeT. B gaHHOM cuTyaumm nopT NOMeYaeTCs Kak BblKMHOYEHHbIN.

[Onsa yBepeHHOCTM B TOM, YTO OTBETHbIA MOPT KOPPEKTHO CKOHGUIypupoBaH W
OAHOHanpaBneHHoe coegMHEHMNE CMOXET ObITb KOPPEKTHO onpedeneHo, Heobxoammo,
yToObl Ha 000uX KOoHUax coeamHeHnss ULDP Obin BkWOYEH W ucnorib3oBarcs
OAMHAKOBbLIN MeTO aBTOpM3aLnn 1 naporb. B Hallem npumepe naponb ¢ 00enx CTOPoH
He YCTaHOBIEH.

WHTepBan oTtnpaBku hello coobuieHnn moxeT ObiTb u3meHeH (310 10 cekyHg no
ymonyaHuio n konebnertcsa or 5 go 100 cekyHa), Tak yto ULDP moryT ObicTpee
pearMpoBaTb Ha OLIMOKM MOAKIOYEHMS NIMHUIA B Pa3fMYHbIX YCIOBUSIX paboTbl ceTu.
Ho aToT uHTepBan gomkeH 6biTb MeHbLle 1/0/3 oT BpeMeHn kKoHBepreHuun STP. Ecnu
WHTEepBan CNuWKOM AnuHHbIA, netns STP 6yget cpopmmpoBaHa go Toro, kak ULDP
OBGHapPY>XMT M OTKNIOYMT MOPT OAHOHaNpPaBfEeHHOro coeauvHeHus. Ecnn mHTepsan
CINULIKOM KOPOTKWU, ceTeBasl Harpyska Ha nopt OygeT yBenuyeHa, 4TO O3Ha4vaet
CHWXKeHue nponyckHon cnocobHoctn. ULDP He obpabatbiBaeT cobbitnss LACP. OH
obpabaTbiBaeT kaxpgoe coeauHeHne rpynnel TRUNK (Hanpumep, port-channal,
TRUNK-noptbl) Hesasucumo papyr oT Apyra. ULDP He pabotaer ¢ noxoxumm
NpoToKONamMm Apyrux npousBoguTenen. ATo 03HAYaEeT, YTO MOMb3oBaTeENU He MOryT
ncnons3osatb ULDP Ha ogHOM KOHLUE 1 ncnonb3oBaTtb ApyrMe nogobHble NpOoTOKObI
Ha Opyrom koHue coeguHeHusi. ULDP doyHkuma oTkmoyeHa no ymonyanuw. ocne
BKMoveHns yHkuun ULDP B pexume rnobanbHOro KoHUrypupoBaHus MOXHO
BKITOUYUTb BbIBOA OTNaA0YHbIX coobueHni. CylecTByeT HECKOSNbKO KOMaHA OTNaaKu
(DEBUG) pns BbiBOga OTnagoyHoW wHdopmauuun. Hanpumep, uHoOpmauuio o
CobbITUAX, COCTOSIHMM, owmnbkax u coobweHuax. PasnuyHble Tunbl OTAaAO0YHbIX
coobLeHnn Takke MoryT ObiTb BbiBE4EHbI B COOTBETCTBUM C PA3NIUYHLIMU 3HAYEHNSMN
napameTposB.

Tavimep BOCCTAHOBMEHNS MO YMOSYAHMIO BbIKITKOYEH N MOXET BbITb BKITHOYEH TOMBKO B
cnyyae, Korga nonb3oBaTtenb 3agan BpemMs BocctaHoBneHus (ot 30 4o 86400 cekyHA).

KomaHga pectapta 1 MexaHu3M nepesarpysku nopta Bo3genCTBYIOT TONLKO Ha MOPT, KOTOPbLIN
6bIn BbIKNOYEH dyHKumen ULDP.
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7. HACTPOUKA ®YHKLUWMU LLDP
7.1. O6wme cBegeHus o pyHkuum LLDP

MpoTokon uccnegoBanusa coegnHntTensHoro ypoeHs (Link Layer Discovery Protocol — LLDP) —
3TO HOBbIN NPOTOKOS, OMNUCaHHbIM B cneundpukaumm 802.1ab. OH nosBonsieT cocegHnm
YCTPOWCTBaM NochifiaTb YBeAOMIIEHUSI O CBOEM CTaTyce ApYruM YCTPOMCTBAM U Ha BCeX nopTax
nboro ycTponcTBa cCoxpaHsiTe nHdopmaunto 06 aTtom. Ecnm Heobxoommo, NopThl Tak XXe MOryT
nocbinatb WHopmaumio 06 U3MEeHeHMM cTaTyca YCTPOWCTBaM, HenocpeacTBEHHO
NOAKMIOYEHHBIM K HUM. JTa MHpopmaums Byaet coxpaHeHa B cTaHAapTHbix MIB SNMP.
Cunctema ynpaBneHusi CeTblo MOXeT MPOBEPSITb COCTOSIHNE COeAUHEHUI BTOPOro YPOBHA MO
nHgopmaumm n3 MIB. LLDP He koHUryprpyeT nnu KOHTPONMPYET SNIEMEHTLI CETU UINN NOTOKN,
OH TONbKO OMUCbIBAeT KOHMUrypauuio BTOporo ypoBHSA. B cneuudomkaumm 802.1ab Takke
OMnCbIBAETCS, KakK ucnonb3yetcs uHdopmMaums, npegoctasnsiemas LLDP ana oBGHapyxeHus
KOH(NNKTOB Ha BTOpPOM ypoBHe. WHcTUTYT crtaHgapTusauumn (IEEE) B HacTtosiwee Bpewms
MCNONb3YyeT CYLLECTBYHOLLYH U3NYECKYHO TOMOMOrNI0, MHTEpdencol n Habopsl MIB IETF.

YnpouweHHo, LLDP — npoTtokon o6HapyxeHust cocegHux yctpoucTtB. OH onpegenser
CTaHOapTHbIM meTod, nossondawowmnn  Ethernet-yctponcteam, Takum, Kak KOMMYTaTopbl,
MapLIpyTM3aToOpPbl U TOYKM OCTYyNa yBe4OMNSATb O CBOEM CYLLECTBOBaHUM Apyrue yanbl CeTn n
COXpaHATb MHopmaumio 060 Bcex cocegHux ycTponctBax. Kak cnepceue, getanbHas
MHpopMaLMsT O KOHUIypaumm yCTPOMCTBA U O HaMAEHHbIX COceasix MOXeT OObsBMATLCA
nocpeacTBOM AaHHOro NpoToKona.

B uyactHoctn, LLDP onpepensier coctaB OCHOBHOrO WMHM(OPMAaLMOHHOIO OOBbABNEHUS,
nepegadyy OObBLSABMEHUA WM METOA4 COXpaHeHus OaHHOW uHdopmauun. [Ona obbasneHus
coOCTBEHHON  MHGOPMaUUM  YCTPOMCTBO  MOXET  MOocCbinaTb  HECKONMbKO  YacTewn
NHopMaLMoHHOro oobsaBneHma B ogHom LAN-nakeTe gaHHbIX. Tun nepegayn onpeaensieTcs
3HayeHnem nons TLV (Type Length value — 3HaueHve anuHbl TMna). Bce ycTponcTtea,
nogaepxmeatowme LLDP, gomkHbl nogaepXmBaTtb OMoBeLleHUss O maeHTudmkatope (ID)
YCTPOWCTBa W uaeHTudmkaTope noprta, HO npegnonaraeTcs, YTo OOMbLIMHCTBO YCTPOWCTB
noadepXkmBatoT onoseLleHnss o6 MMeHUW CUCTEMbl, ee OMMCaHuM U MNPOM3BOAUTENBHOCTU
cuctembl. OnoBeLLeHMS C ONMCAHUEM CUCTEMbI U O MPOU3BOAUTENBHOCTM CUCTEMBI MOTYT TaKke
cogepxatb NonesHy MHopmMaumio, Heobxoanmyto Ans cbopa MHopmaLuumn 0 NOTOKax B CETU.
OnucaHne cuctembl MOXET BKMNIOYATb TakMe pJdaHHble Kak nonHoe ums obbaBngemoro
YCTPOWCTBA, TUMN YCTPONCTBA, BEPCUS €ro ornepaumMoHHON CUCTEMbI U Tak aanee.

Mpotokon LLDP nossonsdeT ynpocTuTb MOMUCK Npobrem B KOPnopaTMBHOW CETU, PacLUMpUTb
BO3MOXXHOCTM MHCTPYMEHTOB YMNpaBfieHWUsi CEeTb0 MyTEM OnpedeneHust U XpaHeHUs TOYHOM
CEeTeBOW CTPYKTYpbI.

MHorve Tunbl NporpaMm ynpa.feHUs CeTbl MUCMOMb3yT (YHKUMIO aBTOMaTUYECKOro
o6HapyxeHusa («Automated Discovery») ons oTcnexvBaHna U3MEHEHUI N TEKYLLLEro COCTOSIHUSA
TONONOMMN, HO BONBLUMHCTBO M3 HUX paboTaeT TONMbKO Ha TPETbEM YPOBHE U B NyYLLEM Criyyae
KnaccuduumpyeT ycTponcTBa Mo Ux NoAcCeTAM. ST AaHHbIE CAULLKOM NPUMUTUBHBI, MO3BONSOT
oTcnexuBaTb TONbKO 6a3oBble COObITUA, Takue kak fobGaBneHve wnu yaaneHue ycTpoucTB
BMECTO AeTanbHoM NHOPMaLMM O HUX U O TOM, KaK YCTPONCTBA B3aMOLENCTBYIOT C CEThIO.

WHopmauus, cobpaHHasa Ha 2 ypoBHE, COAEPXKUT cBedeHnsa 06 yCTponcTeax, Mx nopTax u o
TOM Kakue KOMMYTaTopbl C KakMMu coeamHeHbl U T. n. OHa Tak Xe MOXeT NoKasblBaTb
MapLUpyTbl MEXY KNUeHTamu, KomMmyTaTopamMmu, MapLupyTusaTopaMmmn 1 ceTeBbIMU CepBEpPaMU.
Takvne gaHHble 04YeHb BaXHbl 4Ng onpefeneHns n uccnegoBaHus NCToYHMKa Npobrem Ha ceTu.

LLDP gaBnseTca nornesHbiM WHCTPYMEHTOM YNpasrieHUs, NPeaoCTaBnsoOWUM  TOYHYIO
MHOPMALMIO O 3epKanvpoBaHUM CeTU, OTOBpPaKeHWM NOTOKOB AaHHbIX U MOWUCKE CEeTEBbIX
npobnem.
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7.2. Cnucok komaHpa ana koHdpurypuposaHusa LLDP

BkntoveHune LLDP Ha ycTponcTBe.

BkntoveHne goyHkunmn LLDP Ha nopTy.

KoHdurypaums cratyca LLDP Ha nopTy.

KoHdurypaumsa nHrepsana obHoBneHns coobuieHnin LLDP.

KoHdurypaumst MHOXUTENS BpEMEHU Nnogaepxkm coobuleHnn LLDP.

KoHdurypaums 3agepkkm oTnpaBkn 06HOBASAOLLMX COOOLLEHWIA.

KoHdurypauna nHtepsanos nocbliikn TRAP-nakeTos.

BkntoveHune pyHkumm TRAP Ha nopty.

KoHdurypaumst 4ononHUTEeNbHbIX NapameTpoB MHopMauuun Ansg OTApaBky Ha NOpTY.
. KoHdurypaumsa pasmepa namatn, UCNonb3yeMon ans XxpaHeHus Tabnuu Ha nopry.
11. KoHdurypaums gencTeni Npy NepenosiHeHMM NamsTM ansa Tabnuubl Ha nopry.
12. OToGpaxeHne oTnagovHon nHdopmauumn no pyHkummn LLDP.

© o N OrODNRE

[ER
o

1. BknodeHune LLDP Ha ycTponcTse.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

lIdp enable OO0LLee BKNOYEeHMe/BbIKIOYeHe
lidp disable

2. BkntoyeHne pyHkumn LLDP Ha nopTy.

KomaHpa OnucaHue

Pexum KoHdurypmpoBaHus nopra

lldp enable BkntoueHwne/BbikntoueHne dyHkumm LLDP Ha
lidp disable nopry.

3. KoHdwurypauma ctatyca LLDP Ha nopTy.

KomaHaa OnucaHue

Pexum KoHdurypmpoBaHus nopra

lldp mode (send|receive|both|disable) KoHdurypauusa pexuma paboTbl yHKLMK
LLDP
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4. KoHdurypauus nHtepsana obHoBneHus coobweHun LLDP.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

lldp tx-interval <integer>
no lldp tx-interval

KoHdurypaums wuHTepBana OGHOBNEHMUS
coobweHnn LLDP kak onpegeneHHon
BEMNYUHBI UMM 3HAYEHUS MO YMOMYaHUIO.

5.  KoHdurypaumsa MHOXUTENSI BpEMEHM NOAAEPXKN coobeHun LLDP.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

lldp msgTxHold <value>
no lldp msgTxHold

KoHdurypauma  MHOXMTENS  BPEMEHU
nooaepxkm  coobuieHmn  LLDP  kak
onpeaeneHHon BenWYUHbI UNKU 3HaYeHMUs
Mo YMOMN4YaHuIo.

6. KoHdwurypauusa sagepxku oTnpaBky OOHOBISIOLWMNX COOBLLEHWNNA.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

lIdp transmit delay {<1-8192>second}
no lidp transmit delay

KoHdurypaums 3aepXxKn oTnpaBku
0OHOBMAKOLLMX coobLeHnn Kak
onpeaeneHHon BeNMYMHbI UMM 3HaAYeHUus
Mo yMOSYaHuIo.

7. KoHdurypaumna nHtepsanos nocbinku TRAP naketoB

KomaHaa

OnucaHue

Pexum rmnobanbHoOro KoHurypmpoBaHus

lldp notification interval

3600>second}
no lidp notification interval

{interval

time<5-

KoHdurypaumss  nHTEpBanoB  MOCLIKK
TRAP-nakeToB Kak onpeneneHHon
BENNYNHbBI UM 3HAYEHUS MO YMOSYaHUIO.

(@ arecy
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8. BkntoyeHne pyHkumn TRAP Ha nopTy.

KomaHaa

OnucaHue

Pexnm KoHcurypmpoBaHusa nopta

lldp trap <enable|disable>

BkntoyeHwue/BbikntodeHne dyHkuum TRAP
Ha nopTty

9. KoHdurypaumns 4ONonNHUTENbHBIX MapaMeTpoB MHGOPMaLMK AN OTNPaBKX Ha MOpPTY.

KomaHpa

OnucaHue

Pexum KoHduUrypmpoBaHus nopra

lIdp transmit optional tlv
{portDesc | sysName | sysDesc | sysCap}
no lldp transmit optional tlv

KoHdurypaums OOMONHUTENBHbIX
napamMeTpoB MHOpPMaUUM AN OTApaBKu
Ha MoOpTy Kak onpefeneHHOW BenUYUHbI
NN 3HAYEHNSI NO YMOYaHUIO.

10. KoHdurypaums pasmepa namsTi, UCNOMb3yeMON AN XpaHeHMs Tabnuvu Ha NopTy.

KomaHaa

OnucaHue

Pexum KoHduUrypmpoBaHus nopta

lIdp neighbors max-num <5-500>
no lidp neighbors max-num

KoHdourypaumsa pasmepa namartu,
NCnonb3yemMon Ansg xpaHeHus tabnuy, Ha
NnopTy Kak onpeaeneHHOn Benu4yuHbl Uinn
3Ha4YeHMs MO YMOSYAHMIO.

11. KoHdwmrypaumst GeNCTBUI NpY NepenosTHEHNN NaMaTn Ana Tabnuubl Ha NoOpTy.

KomaHga

OnucaHue

Pexum KoHduUrypmpoBaHusa nopra

lldp tooManyNeighbors {discard | delete}

KoHdurypauums OencTenm npu
nepenoniHeHnn namaTn gng Tabnuubl Ha
nopTy

(@ arecy
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12. OToGpaxeHne oTnagovHon nHdopmauumn no pyHkummn LLDP.
KomaHpaa Onucanue
Pexxnm agMuHucTpartopa

show lldp OTobpaxeHne Tekywen KoHdUrypauum
doyHkumm LLDP.

show lldp interface ethernet <IFNAME> OTtobpaxeHune MHdopMaumn 0
KOH(urypaumm LLDP Ha KOHKpeTHOM
nopTty

show lldp traffic

OTtobpaxeHne unHGopMauum o060 Bcex
cyeTymMKax.

show lldp neighbors interface ethernet
<IFNAME>

OtobpaxeHne wuHpopmaumm o LLDP

cocenqax Ha AaHHOM MopTYy.

show debugging lldp

OTtobpakeHne Bcex NOpToOB C BKIHOYEHHOM
dyHKumen otnagkm LLDP

Pexunm agmMmHucTpaTopa

<IFNAME>
no debug lldp packets interface ethernet
<IFNAME>

debug lidp BkntoyeHmne/BbIkItouEHNE BbIBOAA
no debug lldp oTnagoyvHon nHgopmauumn LLDP.
debug lldp packets interface ethernet BkntoyeHmne/BbIkIIOHEHNE BbiBOAA

OTNago4YHON NHpopMaLMK O OTNpaBke Unn
npueme naketos LLDP Ha nopty wnu Ha
KOMMyTaTope.

Pexum KoHdUrypmpoBaHusa nopra

clear lldp remote-table

OuuncTtka Tabnuupbl cocegen Ha NopTy
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7.3. TunoBon npumep pyHKumum LLDP
SwitchA

1/0/3

SwitchB

PucyHok 19. Tunoson npumep KoHdpurypaumm doyHkumm LLDP

Ha cxeme ceTeBoW TOnonornmn, npuBeaeHHoON Bobilwe, NopT 1,3 Ha KoMMyTaTtope B noagkntoyeH K
nopty 2,4 kommytaTtopa A. lNopT 1 kommyTaTtopa B ckoHdurypupoBaH B pexumme npuema
naketoB. Onuuna TLV Ha nopTy 4 kommyTaTopa A ckoHdurypmpoBaHa kak portDes n SysCap.

KommyTatop A. lNocnenoBatenbHOCTb KOMaHA KOHUrypaumm:
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/0/4
SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit
KommyTatop B. NocnegoBaTtensbHOCTb KOMaH KOHUrypauuu:
SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

7.4. YcTtpaHeHue HeucnpaBHocTen cbyHKkumun LLDP

®yHkuma LLDP no ymonyaHuio BbiknodeHa. [locne ee BKIOYEHUS B pexume rnobanbHoro
KOH(bMrypupoBaHus, nonb3oBaTeny MOryT BKMOYUTE pexum oTnagkum «debug lidp» ana
NpoBepKM oTnagoyHon uHgopmauun. Ncnonbsysa komaHay «show» dyHkuum LLDP moxHO
BbIBECTU MH(OPMALUNIO O KOHMUIypMpoBaHMM B rrnobanbHOM pexnme KOHMUrypupoBaHus,
nunbo B pexxmme HaCTPOMKM MHTEPEENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. Obwume cBegeHunn o Port channel

[na noHnmaHusa TepmuHa nopt-kaHana (Port channel) Hago BBeCTM NOHATUE Tpynibl NOPTOB.
pynna noptoB — 3TO rpynna pu3nMyecknx NOPTOB Ha KOHUrypaumoHHOM YpOBHE. TONbKO
dusnyeckne NopTbl B rpynne NOpToB MOryT ObiTb YacTbldo 06BbEOUMHEHHOrO KaHana M cTaTb
yyacTHukamm Port channel. Jlormyecku rpynna nopToB SBAAETCSA HE NOPTOM, @ HABOPOM NOPTOB.
Mpun onpegeneHHbIX ycnoBusax manyeckme nopTel B rpynne nopToB MNO3BOSSAT NOCPELACTBOM
obbeanHeHns nopTtoB ccopmupoatb Port channel, koTopbii o6nagaet Bcemu cBOMCTBaMMU
fiormyeckoro nopta M TakMM 0Opa3oM CTaHOBUTCS HE3aBUCMMbIM JIOFMYECKMM MOPTOM.
Arperauns noptoB — 3T0 abCTpakTHOE NMoHATUE, nodpasymeBatouiee no cobon obveanHeHne
Habopa NopToB C OOMHAKOBbLIMW CBOWCTBaMM B nornyeckuii nopt. Port channel — ato Habop
M3MYECKNX MOPTOB, KOTOPbIV JTOrMYECKN NCNONb3yeTCcs Kak 0auH omamnyeckun nopt. OH MOXeT
MCNonNb30BaTbCA Monb3oBaTernieM Kak 0bbl4HbIA NOpT. OH He MOXeT He TonbkKo [06aBuTb
NPONYCKHON CNOCOBHOCTN Ha CeTb, HO N cnocobeH obecnevnTb pe3epBUpOBaHNE COEQNHEHWIA.
OOblMHO  0O6beauHeHne MnopTOB  MCMOMb3yeTCcs, Koraa KOMMyTaTop  MOAKMHOYEH K
MapLLpyTMU3aTOpY, KNMMEHTCKON CTaHUUN Ui ApYrMM KOMMyTaTopam.

SwitchA

SwitchB

PucyHok 20. ArpernposaHue nopTos

Kak nokasaHo Bblwe, kommyTaTop SwitchA ob6begmHmn noptel B Port channel. MNponyckHas
nonoca Port channel paBHa cymme nponyckHbix crnocobHocTen 4eTblpex nopToB. Korga
Heobxoanmo nepegaTb Tpaduk ¢ kommyTaTtopa SwitchA Ha SwitchB, pacnpegenenue Tpadguka
Oynet onpenenaTbcs Ha ocHoBe MAC-agpeca uctodHvka v mnagwero éuta MAC-agpeca
npuemMHuka. B pesynbTaTte BbluMCNeHU onpeaenseTcsd, kakon nopt 6yaeT nepeaasaTh Tpaduk.
Ecnu oguH nopt B Port channel HencnpaseH, Tpaduk GygeT nepepacnpefenstbCa Ha Apyrne
nopTbl MOCPEACTBOM anroputma pacnpegeneHus. [daHHbin anropytM nogaepXxuBaeTcs
annapaTHo.

KommyTaTtop npeanaraeT ABa MeToga KoHpUrypaumm o6 beauHeHs NOPTOB: pyYHOe Co3aaHme
Port channel n gnHammnyeckoe NocpencTBOM NPOTOKOMNA KOHTPONS 06beanHEHNS cOeanHEHNI
(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TOSIbKO AS1S1 MOPTOB,
paboTaloLwux B pexnme nosiHoro gynnekca.
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[nsa npasunbHon paboTel Port channel Heob6xoanmo cobniogaTth cregyowme yCrnoBus:

e Bce nopTbl paboTtatoT B pexkvme NOHOro gynekca.
e Bce nopTbl nMer0T 0ANHAKOBYHO CKOPOCTb.

e Bce nopThl gaBRg0TCA nopTamu gocTtyna u npuHagnexat ogHomMy VLAN, unn Bce oHu
ABMAKTCS TPAHKOBBLIMW NOPTaMU UM OHU BCE TMOpUOHbIE MOPThHI.

e Ecnm Bce noptbl  ABNAKOTCA  TPaHKOBbIMWM MM rMOpuaHbIMK,  Toraa
CkoHUrypmpoBaHHble Ha Hux gonyctumble VLAN 1 ocHoBHoM VLAN gormkHbl ObiTh Y
BCEX OANHAKOBLIMM.

Ecnn Port channel ckoHurypMpoBaH Ha KOMMyTaTope BPYYHYHO UMW AMHAMUYECKU, cUcTeMa
aBToOMaTMyecku HasHayaeT MopT C HaMMeHbLUMM HoMepoM MacTep-noptom Port channel’a.
Ecnu Ha koMmmyTaTOpe akTMBMpOBaH NPOTOKOS spanning tree, NpOTOKON NOCTPOEHUs Aepesa
BocrnpuHumaet Port channel kak nornmdeckun nopT v nocbinaet BPDU-nakeTbl 4depes
MacTep-nopT.

O6beanHeHne MOPTOB XXECTKO CBA3aHO C arnnapaTHOM 4acTbio koMmyTaTtopa. KommyTtatop
NO3BONSET arpernpoBaTb COeAMHEeHNa Mexay NobbiMu ABYMSA KOMMyTaTopaMmu. MakcumansHo
BO3MOXHO co3faTtb 128 rpynn no 8 nopToB K KaXKA0oN.

lMocne TOro, Kak MOPTbl arpernMpoBaHbl, UX MOXHO WCMOMb30BaTb, Kak OObIYHbIA MOPT.
KoMmyTaTtop MMeeT BCTPOEHHbIN pPEXUM KOHUIYpUpOBaHUA WHTepdbenca arperauuu,
nonb3oBaTenb MOXET co3faBaTb COOTBETCTBYIOLLYH KOH(Urypauuio B 9TOM peXUMe TOYHO
Takke, kak npu koHdurypuposaHum VLAN nnm domsndeckoro nHTepgenca.

8.2. Obwume cBegeHust o LACP

LACP — npotokon, 6asupytowminca Ha ctaHgapte |IEEE 802.3ad, n peanusyowmn mexaHmam
AvHamuydeckoro obbeanHeHns kaHanos. MpoTtokon LACP ncnonb3syet naketsl LACPDU (Link
Aggregation Control Protocol Data Unit) ans obmeHa nHdpopmaumnen ¢ oTBETHbEIMM MOPTaMM.

Mocne Toro, kak npotokonn LACP BKMYeH Ha NOpTY, AaHHbIA MOPT MOCbiNaeT nakeThbl
LACPDU Ha oTBeTHbIN NOPT coedVHEHUs, YBeAOMIIAa O npuoputeTe cuctemsl, MAC-agpece
CUCTEMBI, NPUOPUTETE NMopTa, naeHTUdMKaTope nopta u Krodve onepaunn. Koroa oTBETHbIN
nopT nomnydaet 3Ty WHGOpMauUMO, OHa CpaBHMBAETCS C MHopmauven o gpyrux noprax,
KoTopble MOryT 6bITb 06beanHeHbl. COOTBETCTBEHHO, 00E CTOPOHbI COEANHEHNSA MOTYT AOCTUYb
cornalweHusi O BKIOYEHWUM UMW UCKITOYEHUM NopTa U3 AMHAMUYeCKOn 06beaNHEHHON rpynnbl.

Kntou onepaumm co3gaeTcsa NPOTOKOSIOM B COOTBETCTBUM C KOMOMHauuen napameTpoB
KOHUrypaumm (CKoOpoCTb, Aynnekc, 6asoBasi KOHUrypauus, K4 ynpasreHusl) NopTos,
koTopble OyayT 06beanHATLCS.

lMocne BKkMNOYEHMsT NpOTOKOMNa AnHamudeckoro obbeaumHeHnss nopTtoB (LACP), «kntou
ynpasneHusi no ymonyanuto paseH 0. lMNocne ctatuyeckoro 06beguHeHNs NOPTOB NOCPEACTBOM
LACP, kntod ynpaBneHust nopTa Takow xe, kak |ID o6beanHeHHon rpynnebl.

an/l ONHaMn4eCcKkom 06'beD,I/1HeHVIVI NMOPTOB BCE YIEHbI OD,HOVI rpynnbl UMET O,EI,I/IHaKOBbIIZ KoY
onepaunn. I'Ile CTaTU4YeCKOM O6'beﬂ,VIHeHI/IVI TOJIbKO aKTUBHbIE€ NMOPTbl UMEIOT O,D,VIHGKOBbIVI KIMHou
onepauuu.

8.2.1. Ctatnyeckoe ooveanHeHmne LACP

Cratnyeckoe oObeauHeHMe BbINOMHAETCA NyTem KOHUrypupoBaHUs Mofib3oBaTenieM U He
Tpebyet npotokona LACP. [lpu koHdwurypmpoBaHum ctatmdeckoro LACP-06beguHeHus,
MCMNOMNb3YEeTCA PEXMM «ON» OIS BKIIIOYEHNS NopTa B rpynny arperauuu.

8.2.2. AuHamuyeckoe oobeauHeHne LACP

1. OO0wue nonoxeHusa guHamm4yeckoro oobeanHenmnsa LACP.
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OunHammyeckoe o0begnHeHMe — 3TO 00beguHeHue, cosgaBaemoe/yaansemMoe CUCTEMOWN
aBTomaTtmyeckn. OHO He NO3BOISIET NOSb30BaATENSAM CaMOCTOATENbHO [06aBNATL UK yaanaTb
noptel u3 AMHamudeckoro obbeauHeHusi LACP. [MopTbl, KOTOpble MMEWT OAMHAKOBbLIE
napameTpbl CKOPOCTM U Aynsiekca, NOAKMOYEHHbIE K OOHUM M TEM Xe YCTPOMCTBaM, MMEIoLLne
OLMHAKOBYO KOHUMrypauuio MoryT 6biTb AnHaMmnyeckn obbeanHeHbl B rpynny. B cnyyae, ecnm
TONbKO OAMH MOPT MOXEeT co3aaBaTb AMHaMmyeckoe ob6beanHeHWe, 3TO HasblBaeTcs
ogHonopToBbIM 06beanHeHnem. MNpu gnHammyeckom obbeanHeHnn LACP-npoTokon Ha nopTty
JOJTKEH ObITb BKIIOYEH.

2. Pexnmbl NnopToB B AVHaMU4eCcKomn rpynne O6'beLl,I/IHeHVIF|.

B gmHamuyeckon rpynne o6beanHeHus NopTbl MMEKOT ABa cTtatyca — BblOpaHHbIn (selected)
unn «B oxugaHum» (standby). Oba Tuna nNopToB MOryT MOCbUIaTb WU MPUMHMMATbL MaKeTbl
npotokona LACP, Ho nopTbl B cTaTyce «OXugaHusi» HE MOTYT Nepechiniatb JaHHbIE.

MockonbKy CyLECTBYET OrpaHUYeHWe Ha MakcMmaribHOe KOnM4ecTBO MOPTOB B rpynmne
arperauum, ecrniv TekyLLMii HoMep nopTa NpeBbIaeT npeaen B rpynne, Toraa YCTPOMCTBO Ha
OOHOM KOHLe COeANUHEHUNsI I0rOBapuUBaETCH C YCTPOMCTBOM Ha APYroM KOHLIE ANs onpeaeneHust
cTaTyca nopTa B COOTBETCTBMMN C UAEHTUMKATOPOM nopTa.

OTanbl cornacoBaHus, crieqyloLume:

CpaBHeHune ngeHtudmkaTopos (ID) ycTponcTs (mpuoputeT cuctembl 1 MAC-agpec CUCTEMBI).
CHavana cpaBHMBalOTCS NpUOPUTETLI CUCTEM. ECnn OHM oauHaKOBLIE, TOr4a CpaBHUBAKOTCSA
MAC-agpeca YCTPOWCTB. YCTPOMCTBO C MEHbLUMM WOEHTUMPUKATOPOM MMEET BbICLUNI
npuopuTer.

3areM umgeT cpaBHEHME WAEHTUMUKATOPOB MOPTOB (NpUOpPUTET nopTa M MAEHTUdUKATOP
nopTa). [ns kaxgoro nopTa Ha CTOPOHE YCTPOWCTBA C HAaMBbICLUMM NMPUOPUTETOM CUCTEMbI
CHayana CpaBHMBAKOTCA npuopuTeTbl NopToB. Ecnn npuopuTeTbl oOaMHaKoBble, Torga
CpaBHMBAOTCA MAEHTUdUKATOPbI NOPTOB. [1OPT C HaAUMEHbLUMM MAEHTUUKATOPOM nopTa
cTaHoBUTCA BbliOpaHHbIM (selected), a ocTanbHble CTaHOBATCS B PEXUM «OXngaHue» (standby).
B rpynne ob6beguHeHMs NOpT ¢ HaMMEHbLUMM WAEHTU(UKATOPOM N CTATyCOM «BblIOpaHHbIN»
CTaHOBUTCA MacTep-noptoM. [pyrme nopTbl CO CTaTyCOM «BblOpaHHbIA» CTaHOBATCA
y4YacTHMKaMu rpynmbl.

8.3. Hactpowuka Port channel

1. CosgaHue rpynnbl NOPTOB B peXxume rnobanbHOro KOHMUrypupoBaHus.

[o6aBneHne NopToB B ONpeAeneHHyo rpynny U3 pexuma KOHOUrypupoBaHus nopTa.
Bxog B pexum koHurypuposaHus port-channel.

3apaHue metoaa 6anaHCcMpoOBKKU AN rpynnbl NOPTOB.

3apaHne npuoputeta cuctemsl B LACP-npoTokone.

3agaHue npuoputeTa ns KoHKpeTHoro nopta B LACP-npoTokone.

3apaHue pexurma TanmayTa Ha nopty B LACP-npoTokore.

1. CosgaHwue rpynnbl NOPTOB.

L

KomaHpa OnucaHue

Pexxnm rmo6anbHOro KoH¢gpurypmpoBaHusa

port-group <port-group-number> CosfaHvie unv yaaneHve rpynmbsl NOPTOB.
no port-group <port-group-number>
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2. [obaBneHne NOPTOB B ONPEAENIEHHYIO Tpynny.

KomaHaa OnucaHue

Pexxnm KoHcurypupoBaHusa noprta

port-group <port-group-number> mode {active | A [Jo6asnset nopTbl B rpynny "
passive | on} yCTaHaBNMBaET UX PEXNM.

no port-group

3. Bxopg B pexxum koHdurypmpoBaHus port-channel.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

Interface port-channel <port-channel- number> | Bxog B pexum KoHGuUrypmpoBaHust port-
channel.

4. 3apaHue meToAa GanaHCUpOBKM ANS yCTpoicTBa

KomaHpa OnucaHune

PexuM rno6anbHOro KOHUrypmpoBaHus

load-balance {dst-ip | dst-mac | dst-src-ip | dst- | 3agaHne wmeToga 6GanaHcuMpoBkM Ans
src-mac | dst-src-mac-ip | ingress-port | src-ip | | ycTpoKncTBa, N3MeHeHns HauMHaloT
src-mac } AeNcTBOBaTb Ha rpynne nopTtoB U
ECMP-yHKUMKM cpasy.

5. 3apaHue nprnoputeta cuctemsl B LACP-npoToKone.

KomaHpa OnucaHue

Pexum rno6anbHOro KOHUrypMpoBaHus

lacp system-priority <system-priority> 3agaHue npuoputeTa CUCTEMBI B
LACP-npoTokone, KomMmaHaa «No»

no lacp system-priorit
P sy P y BO3BpaLLaeT 3Ha4YeHnEe No yMOMYaHuMIo.
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6. 3apaHue npuoputeTa Ana KoHKpeTHoro nopta B LACP-npoTokone.

KomaHaa OnucaHue

Pexxnm KoHcurypupoBaHusa noprta

lacp port-priority <port-priority> 3agaHue npuoputTeTa AN KOHKPETHOro
nopta B LACP-npoTokone. KomaHga «noy

no lacp port-priorit
P portp y BO3BpaLLaeT 3Ha4YeHne No yMOYaHuIo.

7. 3apaHue pexuma TanmayTa Ha nopty B LACP-npoTokone.

KomaHpa OnucaHune

Pexxnm KoHcurypupoBaHusa nopta

lacp timeout {short | long} 3apaHue pexuma TahmayTa Ha MnopTty B
LACP-npoTokone. KomaHga «No»

no lacp timeout
BO3BpPALLAET 3HAYEHNE MO YMOJTHAHWIO.

8.4. Npumepbl ncnonb3oBaHusa Port channel

BapuaHTt 1 Hactponka Port channel gna npotokona LACP.

Mmeetcs gea kommyTtatopa SWITCHA un SWITCHB. TlMoptel 1,2,3,4 Ha KomMMyTaTope
SWITCHA — nopTtbl goctyna n gobaeneHbl B rpynny 1 B akTuBHOM pexume. MNMoptobl 6,8,9,10 Ha
kommyTaTope SWITCHB — Toxe nopTbl AocTyna u gob6asneHbl B rpynny 2 B NaCCUBHOM pexmme.
Bce nopTbl coeguHeHbl kabenamu.

OTanbl KOHPUIypaLmMmn NokasaHbl HKE:
Switchl1#config
Switchl(config)#interface ethernet 1/0/1-4
Switch1(Config-If-Port-Range)#port-group 1 mode active
Switch1(Config-If-Port-Range)#exit
Switchl1(config)#interface port-channel 1
Switch1(Config-If-Port-Channell)#
Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit

Switch2(config)#interface port-channel 2
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Switch2(Config-If-Port-Channel2)#

SwitchA

SwitchB

PucyHok 21. KoHdurypaums Port-Channel

PesynbTaT koHGUrypaumm:

KommyTatop coolbwumT, 4to arpernpoBaHue npowno ycnewHo. Moptbl 1,2,3,4 kommyTaTopa
SwitchA BxogaTt B rpynny Port-Channell1, a noptbl 6,8,9,10 kommyTatopa SwitchB BxogsT B
rpynny Port-Channel2.

BapuaHT 2 KoHdurypaums Port channel B pexume ON.

Kak nokasaHo Ha pwucyHke, noptbl 1,2,3,4 kommyTaTopa SwitchA — nopTel goctyna u 6yayt
aobasnexsbl B rpynny 1 ¢ pexxumom ON. MopTbl 6,8,9,10 kommyTaTtopa SwitchB — Toxe nopThl
poctyna n 6yayt gobasneHsl B rpynny 2 ¢ pexxumom ON.

OTanbl KOHPUrypaLmmn nokasaHbl HUXE:
Switch1#config
Switchl(config)#interface ethernet 1/0/1
Switch1(Config-If-Ethernet1/0/1)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/1)#exit
Switch1(config)#interface ethernet 1/0/2
Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/2)#exit
Switchl(config)#interface ethernet 1/0/3
Switch1(Config-If-Ethernet1/0/3)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/3)#exit
Switch1(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/4)#exit
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Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode on
Switch2(Config-1f-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-1f-Port-Range)#port-group 2 mode on
Switch2(Config-If-Port-Range)#exit

PeaynbTaT KOHpUrypaumu:

MopTbl 1,2,3,4 Ha kommyTaTope SwitchA go6asneHbl Mo nopsaaKy B rpynny NOpToB 1 B pexume
ON. KommyTatopy Ha yganeHHOM KoHue He TpebyeTca obmeH naketamu LACP pgns
3aBeplleHnss obbeamHenns. Arperauus 3aBepllaeTcsa cpasy, korga BbIMONHAETCA KomaHaa
aobGaeneHus nopta 2 B rpynny 1. MNopTbl 1 n 2 06beguHsatoTea B port channel 1. Korga nopt 3
BCcTynaet B rpynny 1, port channel 1 3 noptoB 1 n 2 pasbupaeTcs n nepecobupaeTcs ¢ NOpToMm
3 onaTb B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 ua noptos 1,21 3
pa3bupaeTcsi 1 nepecobupaeTtca ¢ noptom 4 onsate B port channel 1 (Hago OTMeTUTb, YTO
Kaxabl pas, Koraa HoBbIM NOPT BCTYNaeT B rpynny 06beanHeHWs NOpPToB, rpynna pasbupaetcs
n cobmpaeTtcs 3aHoBO). Tenepb Bce 4 nopTa Ha 0b6omnx KomMMyTaTtopax 00beaUHEHbI B pexume
«ONp».

8.5. YcTpaHeHue HeucnpaBHocTen Port channel

Ecnu Bo Bpemsi koHUrypauum obbeamHeHnst NopToB BO3HMKIM NpobriemMbl, B NepByt0 ovepesb
NpoBepbTe cregyroLlee:

o YbeguTtecb, YTO BCE MOPThI B rpynne UMEKT OAMHAKOBbIE HACTPOWMKK, HAanNnpUMep, OHK
BCE B peXume NofHoro gynrekca, UMerT o4MHaKOBYHO CKOPOCTb U HacTponkn VLAN.
Ecnn obHapyxeHbl HECOOTBETCTBMS, UCMPaBbTE 3TO.

e HekoTopble kOMaHObl HE MOTYT ObITb MCMONb30BaHbI Ha NopTtax B port channel. Takne
Kak arp, bandwigth, ip, ip-forward n T.4.
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9. KOHOPUTYPUPOBAHUE MTU
9.1. Obwume cBegeHns oo MITU

B Hactosawmn momeHT Jumbo-dhperm He mmeeT onpegendwolero craHgapta B CETEBbIX
TexHonormsax (B 4YaCTHOCTU, He Oblnn cTaHAapTU3NpoBaHbl hopmat naketa un grnvHa). O6bI4HO
naket, nmerownn pasmep ot 1519 go 9000 HasbiBaeTca JUMBO-cperim. Mpn ncnonb3oBaHnn
Takux nakeToB, CKOPOCTb Nepefayn JaHHbIX B ceTh yBenunumeaeTtcs Ha 2 % — 5 %. TexHnyecku
JUMBO — 3TO yANUHEHHbIN (ppenm, nockbifiaeMbli U NpUHUMaeMbIt KoMMyTaTopoM. OgHako,
yunTbiBas ONUHY, Takue permMbl He MOryT OblTb NMOcCnaHbl Ha npoueccop ycTtponctea. Mebl
McKNtoYaeM NocbINKy 6onbLInX PperiMoB NPoLLeccopy BO BpeMs npuema nakeTos.

9.2. KoHdwurypupoBaHme MTU
1. BkntoveHne yHkumm MTU

KomaHaa OnucaHue

PexuM rno6anbHOro KOHUrypmpoBaHus

mtu [MTU size in bytes < 1500-12270 >] | BknoyaeTt dYHKUMIO npuemMa/nochbIsku
JUMBO-@ppenmoB. KomaHga «no» BblKO4aeT

I
no mtu enable yHKLMIO npuema/nocsinkn JUMBO-dpenmos.
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10. KOH®OUT'YPALUA EFM OAM
10.1. O6wume cBegeHna o EFM OAM

MepBoHavanbHO TexHonorus Ethernet paspabatbiBanack s NokanbHbIX CETEN, HO AMMHA
KaHanoB M pasMepbl ceTerl CTPeMUTENbHO YyBenuuMBanucb, M Tenepb 3Ta TEXHONorus
NpUMeHsieTCa Tak e u Ha Metro n Ha rmoGanbHbix ceTsx. M3-3a oTcyTcTBMA 3dEKTMBHOIO
MexaHu3ma ynpasrieHuns, YTo BNUSno Ha paboTy TeHornorun Ethernet B MeTpo 1 rmobanbHbIX
ceTAX, CTano XM3HeHHO HeobxoamMbiM npumeHeHne OAM Ha Ethernet.

CywecTtByeT YeTbipe cTaHgapTa npotokonos ans Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM un CFM onpegeneHbl MexayHapoOHbIM KOMUTETOM MO
ctaHgaptam (IEEE). EFM OAM pabotaeT Ha KaHanbHOM YpPOBHE ANl KOPPEKTHOro
oBHapyXeHUs W ynpaBneHus KaHanom pAaHHbiX. Wcnonb3oBaHne EFM OAM nossonsiet
NOBbICUTbL YNpPaBnsAeMoOCTb U ynNpocTUTb obcnyxuBaHue Ethernet-ypoBHs AN noBblweHWUs
ycTonumBocTn paboTbl cetn. CFM ncnonb3yeTcsa Ans MOHUTOPUHIra obLLE CETEBOW CBA3HOCTM
N nokanusauum npobnem Ha ceteBoM ypoBHe. Mo cpaBHeHnnto ¢ CFM ctangapt Y.1731,
NPUHATBIA  MEXAYHAPOAHLIM TENEKOMMYHUKALUMOHHbIM coto3oM  (ITU), Gonee MOLWHLIN.
Crangapt E-LMI, npunatein MEF, npumensieTcsa Tonbko k UNI (User Network Interface). Tak kak
BblLLEeYyKa3aHHble MPOTOKOSbl MOMYT MCMOSb30BATbCH ANSA PasfUYHbIX CETEBbIX TOMOMOMMA K
ynpaBneHns, Mexay HUMU CyLeCcTBYIOT AOMOMNHUTENbHbIE COrnalleHus.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance -
ncnonb3oBaHve, agMUHUCTpUpoBaHMe n ynpasneHune Ethernet Ha nepBon mune (umeetcsa B
BMOy OT KIMeHTa) paboTaeT Ha KaHanbHOM YypoBHe ceTeBon mogenu OSI, peanusys
AONONHUTENbBHbIE PYHKUMM Yepe3 nogypoBeHb OAM, kak NOKa3aHO Ha PUCYHKE HUXE:

0S| Model
Application LAN
CSMA/CD
Layers
Presentation
Higher Layers
Session
/
/ LLC
Transport /’
- s
/
Network /
/
MAC
Data Link = ar z
G Physical Layer
Physical

PucyHok 22. MonoxeHne OAM B OSI-mMozenu ceTu

MakeTbl gaHHLEIX OAM (OAMPDU) ucnonbaytoT B kadectBe MAC-agpeca HasHaveHus 01-80-c2-
00-00-02 no npotokony. CkopocTb nepenadn He Boiwe 10 NakeToB B CEKyHAY.

EFM OAM yctaHaBnmBaeTcs Ha 6asze OAM-coegmHeHuss. OTta dyHKkumss obecneymBaeT
MEeXaHW3Mbl ynpaBneHWa KaHanamu, TakuMe, KakKk MOHUTOPWUHI KaHaroB, YyAdaneHHoe
obHapyxeHne npobrnem n yganeHHoe TecTMpoBaHME MNopToB. [OBOpPS nNpoLle, OCHOBHbIE
noHatns EFM OAM cneaytowue:
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1. YcraHoBneHue coeauHeHus Ethernet OAM.

Mogynb Ethernet OAM uwieT yaaneHHbie OAM-Moaynu n yCTaHaBNMBAET C HUMU CECCUN MYTEM
obmeHna naketamn OAMPDU. EFM OAM wmoxeT paboTaTb B OBYX PEXUMaX: aKkTUBHOM U
naccuBHoM. Ceccus yctaHaBnuBaetca Tonbko OAM-mogynem, paboTtalowmm B akTMBHOM
pexumMme, a Moayrb, paboTalolwmnin B NaCCUBHOM PEXUME, BbIHYKAEH XAAaTb, NMOKa HE MONy4nT
3anpoc Ha coeguHeHue. lNocne Toro kak Ethernet OAM-coegmHeHne ycTtaHoBneHo, mogynv OAM
¢ obonx KOHLIOB KaHana nocTtossHHO obmeHumBatoTca naketamm OAMPDU ans nogaep»aHus
coeguHeHus. Ecnu mogyne Ethernet OAM He nonyyvaeTt naketoB OAMPDU B TedeHun 5 cekyHa,
Ethernet OAM-coeanHeHne paspbiBaeTCs.

2.  MoOHUTOPWHr KaHana.

OnpepneneHne HeucnpasHocTu B cpede Ethernet 3aTpyaHeHo, ocobeHHO koraa duanyeckoe
coeguHeHWe He paspbiBaeTcsi, HO paboTocnocobHOCTbL ceTu HapyleHa. MOHMTOpPUHI kaHana
ncnonb3yeTcs AN onpedeneHns U MccnegoBaHUs HEUCNpPaBHOCTEW KaHanoB B pasfUYHbIX
cpegax. EFM OAM obecneunBaeT MOHUTOPUWHI KaHana nocpeacTBoM oOMeHa yBeAOMITEHUSIMA
o cobbiTnax OAMPDUs. Npwu onpegeneHnn HencnpaBHOCTW kaHana, nokanbHbii Mmogyns OAM
nocbinaet ysegomneHne OAMPDU 06 aTom cobbiTvn yganeHHomy mogynio. B To xxe Bpems oH
3anucbiBaeT 370 cobbiTue B norn 1 nocbinaet SNMP Trap-cucteme ynpaeneHus cetbto. Korga
yAaneHHbIN MO4Y b NnonyyaeT yBeAoMIeHne o npobneme, OH Tak e 3anucbiBaeT MHOpMaLmto
B norn n coobliaeT cucteme ynpaeneHusi. AHanu3npys MHgOpMauuio B norax, CeTeBOu
afMVHUCTPaTOP MOXET OTCNeauTb COCTOSIHNE KaHana B onpeaeneHHbIn Nepuos BpeMeEHN.

MoHuTopuHr KaHana cpegcteamm EFM  OAM oTcnexmBaeT criegylowune aBapunHble
cobbiTua — Errored symbol period event, Errored frame event, Errored frame period event u
Errored frame seconds event.

Errored symbol period event: konnyectBo OLWMBGOYHLIX CUMBOSIOB HE MOXET ObiTb MEHbLUE
HWXKHEro nopora owMbOK (34eCb CMMBOM — MWHWUMAsbHBIA GOk nepefayn nHcopmaummn B
dumsnyeckon cpepe. OH yHUKaneH ons cuctembl koanpoBkn. CUMBOSLI MOTYT OTNNYaTLCS B
pasHbiX uandeckux cpedax. CKoOpocTb nepedayy cuMBona ornpegensietcs usnMyeckon
CKOPOCTbIO Nepefayn B flaHHOW cpeae).

Errored frame event: onpegenset N kak nepuog perimMoB, YMCIO OLUIMOOYHBIX PPENMOB 3a
nepuog npmvema N operMOoB He JOMKHO BbiTb MEHbLUE HVXKHEro nopora owmnbok (OwWmMBoYHbIN
dpenm-npmemM owmboYHOro hpenma onpeaensieTca N0 KOHTPOSIbHON CyMME).

Errored frame period event: konnyecTso onpegeneHHbIX OLWMBo4YHbIX PperiMoB 3a M cekyHA He
AOIMKHO ObiTb MEHbLLIE HUXKHErO Nopora oLwmnboK.

Bpemsa npuHATUS OWMBOYHBIX (OPENMOB: KONMYECTBO CEKyHA npuema owmnbo4vHbIX (hpenmoB,
3admkcmpoBaHHbIX 3a M cekyHO He MOXeT ObITb HUXKe nopora ownbok (KONMYecTBO CeKyHA
OLUNMBOYHBIX PPENMOB — KOrda B TEYEHUN CEKYHABI MPUHMMAOTCA OWNBOYHbIE hpeENMbI).

3. YaaneHHoe onpeaernieHne HemcnpaBHOCTEN.

Korga B ceTn npepbiBaeTcsa nepegayva gaHHbIX U3-3a c60s1 yCTPOMCTBA UM €ro HeJOCTYMNMHOCTH,
Ethernet OAM-mogynb ycTaHaBnmBaeT cooTtBeTcTByowmn ¢nar B OAMPDU-nakeTtax,
coobLasa mHopmaumo o npobneme yganeHHoOMy KOHUY. Tak Kak moaynv obmeHuBaroTCs
naketamn OAMPDU noctostHHO npu ycTaHoBuBLeMcHa coeguHeHuu, Ethernet OAM-moaynb
MOXET MHCPOPMMPOBaTb OTBETHbLIE MOAYNM O HEUCNPABHOCTU KaHana Yepes3 naketT OAMPDU.
Mo3TOMy CMCTEMHbIN aAMWHUCTPATOP MOXET MPOCNeAnTb COCTOAHME KaHamna no foraMm u
BOBPEMS YCTPaHSTb HEUCMPABHOCTMW.

CyuwectByeT Tpu TMna npobnem Ha kaHane, Kotopble oTMeyvatoTca B naketax OAMPDU. 31o
Critical, Dying Gasp u Link Fault. x onpegeneHue 3aBuMCcUT OT peanusaumm pasrMyHbIMU
npoussogutenamu. B naHHom o6opyaoBaHum onpegeneHve crnegytoulee:

Critical event: HeonpegeneHHoe KpuTU4eckoe cobbIThe.
Link Fault: Ha npuemHunke nokanbHOro HTepdenca suaeH coomn.
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Dying Gasp: Henonpasumoe cobbiTue (B crnyyae nepesarpysku, OTKITIOYEHNS NMHKA, YaaneHus
KOHUrypauum).
4. YpaneHHoe TeCTUpOBaHWe neTerib COeqUHEHNS.

Ecnu pexum ypanenHHonm netnu (loopback) BkntoyeH, paboTalowuii B aKkTUBHOM pexume
OAM-MoAyrnb nockinaeT 3anpoc yaaneHHoW neTnu coceay, B 3TOM Crydae OH BO3BpaLlaeT Bce
nakeTol, 3a wuckmodeHnem Ethernet OAMPDU, oTtnpaButento no Tomy Xe KaHany.
lMepuogunyeckoe BbINOMHEHWE TECTMPOBaHMA MOMOraeT BOBPEMS OnpeaenuTb CceTeBble
npobrembl 1 nokanusoBaTb Npobnemy. 3ameyaHue: HopmanbHasa paboTa kaHana B pexume
yAaneHHoro TecTMpoBaHNs HEBO3MOXHA.

CeTtb npoBangepa

Certb KnuenTa Cetb Knuenra

802 1ah OAMPDU
\‘—' in The First Mile /’

PucyHok 23. Tunosoe npumeHeHne OAM-Tononorum

Tunosoe npumeHeHne EFM OAM npoucxoguT B crnegylolmx TOMOMOrMsix: TOYKa-TOYKa U
amynupoBaHHbiX |EEE802.3-coeanHeHnin  Tvna To4dka-Touyka. YCTpoWcTBa  MosyyaroT
BO3MOXHOCTb KOHTPONMMPOBaTb KaHanbHble owmnbkn Ha MNepson mune goctyna yYepes Ethernet
nocpeacteom EFM OAM. [na nonb3oBaTensd coeguHEHWe Mexay HUM U CeTbio SBMSeTCS
«nepBon Munen». [Ina nposangepa OHO ABMSETCH «nocnegHen Munemns.

10.2. KoHdurypuposaHne EFM OAM

1. BkntoyeHne EFM OAM Ha nopty.

2. KoHdwurypupoBaHne MOHUTOPUHIa COEANHEHMS.

3. KoHurypmpoBaHmne obHapyxeHUs yaaneHHbIX HeMcnpaBHOCTEN.
NMPUMEMAHME: onsa atoro HyxHo cnepsa Bkniounte OAM npu rnobansHo.

1. BkniodeHne EFM OAM Ha nopry.

KomaHpa OnucaHue

Pexxum KoHcpurypmpoBaHusa nopTa

ethernet-oam mode {active | passive} KoHpurypaumsa pexuma pabotsl EFM OAM.
Mo yMOn4YaHUio PEXUM - aKTUBHBIN.
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KomaHaa

OnucaHue

ethernet-oam
no ethernet-oam

Bkntouenne EFM OAM Ha nopty. KomaHga
«no» BblkMoyaetr EFM OAM Ha nopTy.

ethernet-oam period <seconds>
no ethernet-oam period

KoHdurypaumsa
nakeToB
BO3BpaLLaeT 3HaYeHNe Mo yMOn4aHuto

WHTepBana nepegayn
OAMPDU. KomaHpa «No»

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHdurypaums Tammayta gna EFM OAM
coeamHeHusi. KomaHpa
3Ha4yeHne no yMon4aHuo

«NOo» BO3BpallaeT

2. KoHdurypmpoBaHMe MOHUTOPUHIa COEANHEHMS.

KomaHaa

OnucaHue

Pexxum KoHcurypmpoBaHua nopTa

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoyeHne MOHMTOPUHIra CoOeanHEHNS
EFM OAM, KomaHpa «no» BblKNto4YaeT
MOHUTOPMWHT.

ethernet-oam errored-symbol-period {threshold low
<low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period {threshold
low | window}

KoHdurypmpoBaHne HWMXKHeEro nopora
OLNBOK U OKHA UKCaLMM OLLMOOYHBIX
CYMBOJOB. Komanga «No»
BO3BpALLAET 3HAYEHME MO YMOMYaHMIO.

ethernet-oam errored-frame-period {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold
low | window}

KoHdurypmpoBaHue HWXHero nopora
owmnboK N OKHa dpukcaumm nepuoga
ownBoYHbIX hperimoB. KomaHga «no»
BO3BpaLLaeT 3Ha4YeHne Mo YMOSYaHWIo.

ethernet-oam errored-frame {threshold low <low-
frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |
window}

KoHdurypmpoBaHue HWxXHero nopora
OWMBOK N OKHa hmKcaumm OLUMBOYHbIX
dpenmoB. KomaHga «no» Bo3BpallaeT
3Ha4yeHMe NO YMOSYaHMIO.

ethernet-oam errored-frame-seconds {threshold low
<low-frame-seconds> | window <seconds>}

no ethernet-oam errored-frame-seconds {threshold
low | window}

KoHdurypmpoBaHue HWXHero nopora
ownboK N OKHa dUKcaumm CekyHA
owmnboyHbIX penmoB. KomaHga «no»
BO3BpaLLaeT 3Ha4YeH1e Mo YMOSYaHWI.
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3. KoHdurypmnpoBaHue obHapyXeHus yaaneHHbIX HEeMCnpaBHOCTEN.

KomaHaa

OnucaHue

Pexunm KoHcurypu

poBaHus nopra

ethernet-oam remote-failure
no ethernet-oam remote-failure

BkntoyaeT pexvm yganeHHoW AnarHoCTUKK
EFM  OAM (nrog  HencnpaBHOCTbLIO
NMOHUMAETCs KpuTuyeckoe  cobbiTne umnu
HENCNpPaBHOCTb COEOMHEHUS Ha OnXHEM

KOHLE), KomaHpa  «no»  oOTknio4aeTt
OYHKLMIO
ethernet-oam errored-symbol-period threshold | KoHpurypuposaHne BepxHero npegena

high {<high-symbols> | none}

oLmnbok npnema CMMBOJIOB. KomaHpa «no»

no ethermet-oam  errored-symbol-period K BOCCTaHaBNMBaeT 3HadyeHne no
threshold high YyMOM4aHuto.
ethernet-oam errored-frame-period threshold | KoHdurypupoBaHne BepxHero npegena

high {<high-frames> | none}

no ethernet-oam
threshold high

errored-frame-period

owmnbok npuema ownboYvHbIXx dperimoB 3a
nepuod. KomaHga «no» BOcCTaHaBnvBaeT
3HAYEeHME MO YMOMYaHMIO.

ethernet-oam errored-frame threshold high
{<high- frames> | none}

KoHdurypupoBaHue BepxHero npegena
owmnbok npuema dpenmoB. KomaHga «no»

no ethernet-oam errored-frame threshold high | BOccTaHasnmeaet sHadeHvie no
YMOSYaHMIO0.
ethernet-oam errored-frame-seconds threshold | KoHdurypupoBaHme BepxHero npegena

high {<high-frame-seconds> | none}

no ethernet-oam errored-frame-seconds

threshold high

OWMBOYHBIX CEKyHO npuemMa penmMoB.
KomaHga «no» BocCTaHaBNMBaeT 3Ha4YeHne
Nno YMOM4YaHuIo.

10.3. Mpumepsbl EFM OAM
CueHapun 1:

KnneHTcKoe u ceTeBoe yCTPOMCTBA, COEANHEHHbIE HAMPSAMYIO, UMEIOT BKIMIOYEHHYHO (PYHKLMIO
EFM OAM gnst MOHUTOPUWHIa COCTOAHNS NHUK. MHAhopMaLms O NUHUK NepedaeTcs B CUCTEMY
ynpaBreHns CeTbio NpyY BO3HUKHOBEHUN aBapunHbIX COBbITUMI. Tak e Mcnonb3yeTcs yHKLUMS
TEeCTMpPOBaHWSA NeTenb A58 NPOBEPKM NMMHMK NO HEOBXOANMOCTH.
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Cetb npoBangepa

Cetb Knuenra Cetb Knuenra

¢ 802.1ah OAMPDU
In The First Mie

PucyHok 24. Tunoeas Tononorusi npumeHeHns OAM

Mpouenypa koHurypaumm: (onyckasi koHdurypaumto SNMP n norrmpoBaHms)
KoHdpurypaumsa knneHtckoro yctponctsa (CE):
CE(config)#interface ethernet 1/0/1
CE (config-if-ethernet1/0/1)#ethernet-oam mode passive
CE (config-if-ethernet1/0/1)#ethernet-oam
CE (config-if-ethernet1/0/1)#ethernet-oam remote-loopback supported
Apyrve napameTpbl UCNOMNb3YIOTCA NO YMOMYaHUIO.
KoHdurypauma Ha PE:
PE(config)#interface ethernet 1/0/1
PE (config-if-ethernet1/0/1)#ethernet-oam
Apyrve napameTpbl UCMOMb3YHTCA MO YMOMYaHWIO.
Mpn Heo6Xxo4MMOCTHM UCMOSb30BaHNA yaaneHHoW NeTnn NCNonb3yeTcs cneayoLlas KomaHaa.
PE(config-if-ethernet1/0/1)#ethernet-oam remote-loopback

BbinonHeHune cnegytoLen koMaHabl Bbi3blBaeT NpekpaLleHne pexvma yaarneHHon neTnm nocre
3aBepLUEHUss TECTUPOBaHUS.

PE(config-if-ethernet1/0/1)# no ethernet-oam remote-loopback
BeinonHeHune cnegytolwen KoMmaHabl OTKIOMaeT NogaepKKy yaaneHHom neTru.

CE(config-if-ethernet1/0/1)#no ethernet-oam remote-loopback supported

10.4. YcTtpaHeHue HeucnpaBHocten EFM OAM

Ecnn npn ncnone3zosaHnmm EFM OAM Bo3HMKaOT npobnemebl, NpoBepbTe, HE ABMAATCA NN OHK
crnencTBMeM criegyroLwwnx NpUYmH:

e [lpoBepbTe, He HaxogaTca nnm oba OAM-moayns coequMHEeHUs B NACCUBHOM pEXUME.
Ecnun tak, To EFM OAM-coeguHeHune He byaeT yctaHoBneHo mexagy OAM-vogynamu.

e Yb6egutecb, 4t0 SNMP cCKOH(pUrypmpoBaH KOppekTHO. B npoTuBHOM cny4vae
aBapuiiHble coobLleHnsa He ByayT OoTNPaBnNATLCS B CUCTEMY YNpaBNeHUs CETbIO.
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o CoeguHeHue B pexunme OAM-netnm He paboTaeT. Heob6xoanmo BbIKIIOUUTD PEXUM
TECTMPOBaHMSA NOCre NPOBEPKM COCTOSTHUSA NNHUN.

e YGeauTechb, YTo 06a yCTPOMCTBA NOAAEPKUBAIOT PEXUM yAaneHHON NeTnu.

e Ha nopty He gomxHbl 6bITb ckoHurypuposaHel STP, MRPP, ULPP, ynpaBnenue
MOTOKOM M PYHKUMSA onpeneneHnsl yaaneHHoOW neTnv npu BKIKOYEHUU PYHKUUK
yoaneHHon netnn OAM, nNOCKONbKY 3TU QYHKUUM HEe MOryT WCNoSib30BaTbCs
OAHOBPEMEHHO.
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11. BESOINACHOCTb NOPTOB
11.1. BBegeHue

BesonacHocTb nopta — 3T0 MexaHu3Mm, ocHoBbiBatowmncss Ha MAC-agpece aonga ynpasneHus
AOCTYMNOM K CeTu. JTO pacluMpeHune cyllecTByowmx ayteHtudpukaumm 802.1x n MAC. OH
KOHTpONUpyeT [OOCTyn HeaBTOPU3UPOBAHHbLIX YCTPOMUCTB ceTu, npoeepss MAC-agpec
MCTOYHUKA MOMYYEHHOro Kagpa M AO0CTyn K HeaBTOPU3NPOBAHHLIM YCTPOWCTBaM, NpOBepsis
MAC-agpec ycTporcTBa HasHa4yeHus B kagpe. C 6e30nacHOCTbI0 NOPTOB, NOMNb30BaTENb MOXET
HacTpavmBaTb pasnuyHble pexuMmbl 6e3onacHOCTM nopta Ans Toro, 4ToObl YCTPOWCTBO
oby4yanocb Tonbko neranbHeiMm MAC-agpecam mnctodHuka. Nocne BkoveHnst 6esonacHoCcTr
NMOpTOB YCTPOMCTBO OOHapyXuBaeT HeneranbHbI penM, YTO Bbi3bIBAET COOTBETCTBYHOLLYIO
dyHKUM0 6e30nacHOCTN NopTa U BbINOMHAET NpeonpeaeneHHble AeNCTBMS aBTOMaTUYECKU.
OTO CHWXaeT Harpysky Morb30BaTeNbCKOro OOCNYXMBAHUS W 3HAYUTENbHO MOBbIWAET
6e30nacHOCTb CUCTEMBI.

11.2. Hactpounka 6e3onacHOCTU NOPTOB

1. BasoBble HacTpoWkn 6Ge3onacHOCTM NOPTOB

KomaHpa OnucaHue

Pexxum KoHcurypmpoBaHua nopra

switchport port-security HacTponka 6e3onacHOCTM NMOPTOB Ha

no switchport port-security nHTepdeiice.

switchport  port-security mac-address <mac- | Hacpownka ctatudeckoro 6e3onacHoro
address> [vlan <vlan-id>] MAC-agpeca Ha uHTepdemce

no switchport port-security mac-address <mac-
address> [vlan <vlan-id>]

switchport port-security maximum <value> |[vlan | HacTpoika MakcMMmanbHOro 4ucna
<vlan-id>] Oe3onacHbIX MAC-agpecos,

no switchport port-security maximum <value> [vian | P@3PELIEHHbIX Ha UHTEpderce

<vlan-id>]

switchport port-security violation {protect | restrict | | Koraa npeBbIilleHO MakcMMmarnbHoe
shutdown} yncno HaCTPOEHHbIX
MAC-agpecos, MAC-agpec goctyna K
UHTepdency He NpuUHaONexuT 3Tomy
nHTepdgency B Tabnuue MAC-agpecos
nnm

MAC-agpec HacTpoeH Ha HeCKOJbKO
nHtepdgencos B ogHom VLAN, oHn oba
OyayT HapywaTb 6e3onacHocTe MAC-
agpecos.

no switchport port-security violation
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KomaHaa

OnucaHue

Pexnm agMuHucTpaTtopa

clear port-security {all | configured | dynamic | sticky}
[[address <mac-addr> | interface <interface-id>]
[vlan <vlan-id> ]]

CtupaeT BBefeHHble ©Ge3onacHble
MAC-agpeca Ha nHTepgence.

Show  port-security  [interface  <interface-id>]
[address | vlan]

lMokasbiBaeT KOHGUrypaumto.

11.3. NMpumeTbl HacTpoukn PORT SECURITY

PucyHok 25. TunuyHas cxema tononoruy anst 6esonacHocTv nopra.

Ha wHTepdence BknoyeHa yHKUMS 6e30nacHOCTM nopTa, HACTPOEHO MakCMMarbHOE YMCIOo
paspelleHHbIx wuctodHnkoB MAC-agpecoB Ha wuHTepdbernice pasHoe 10, n uHTepdpenc
paspewaet goctyn 10 nonb3oBaTensaM B WHTepHeT. Ecnu npeBbilleHO MakcumaribHoe
KONU4eCTBO, TO HOBLIW MOMb30BaTeSb HE NONYYUT OOCTYM B MHTEPHET, TaK YTO 3TO HE TOMbKO
OTrpaHMYUT YMCNo nonb3oBaTenen, HO U caenaeT JOCTyn B MHTepHeT 6es3onacHbiM. Ecnn
coenatb HacTpPonKy MakcumarnbHoro vncrna 6esonacHolx MAC-agpecoB paBHOW 1, TO TOMbKO

PC1 unun PC2 nony4at gocTtyn B CeTb.

lNpouecc HacTpoWnKu:
#Configure the switch.
Switch(config)#interface Ethernet 1/0/1

Switch(config-if-ethernet1/0/1)#switchport port-security

Switch(config-if- ethernet1/0/1)#switchport port-security maximum 10

Switch(config-if- ethernet1/0/1)#exit
Switch(config)#

11.4. YctpaHeHue HeucnpaBHocten PORT SECURITY

Ecnu Bo3HUKaOT Npobnembl ¢ HAacCTporKon 6e30MacHOCTU, NPOBEPbTE HE ABMSOTCA NN OHU

cneacTBUEM crieayLmX NpUYnH:
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e [lpoeepbTe BKkNtodeH N PORT SECURITY.
e YbBeauTecb B HAacTpoOKke MakcumarbHoro konndyecrea MAC-agpecos.
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12. HACTPOUKA DDM
12.1. BBegeHue

12.1.1. KpaTtkoe BBeaeHune B DDM

DDM (Digital Diagnostic Monitor) peanuayeT dyHKLMIO NoAPO6HON LM POBON ANArHOCTUKM MO
craHgapty SFF-8472 MSA. DDM koHTponupyeT napaMeTpbl CUrHana n oungpoBbiBaeT ero Ha
neyaTHoM nnarte BHYTPEHHero moaynd. [locrne aToro npefocTaBnseT pasrpaHUYEeHHbIN
pe3ynbTaT M napameTpbl, KOTOpble COXPAHAKTCA B CTAHAAPTHbIX paMKax NamATV Takum
obpas3om, 4YToObI LienecoobpasHo ObIIO YMTaTh NOcnenoBaTeNbHbIN MHTEPdENC ¢ ABOMHOro
kabens.

O6blMHO  MHTenNekTyanbHble UMpPOBbIE MOOYN MOAAEPXKUBAOT  YHKUMIO LMEPOBON
ANarHoCTUKW. EAMHWMUBI CeTeBOro yrnpaBfeHuMs MMEKT BO3MOXHOCTb KOHTPONMpOBaTb
napameTpbl (TemnepaTypa, HanpsikeHue, TOK CMelleHus, TX-MOWHOCTb M RX-MOLWHOCTb)
ONTUYECKUX MOAYyNen Ans NonyyYeHnUs X NOPOroBbIX 3HAYEHUIN B pEXMME pearibHOro BpeMeHmn
Ha TeKywemM OnTudeckoM Moayne. JTO MOMOraetT eguHuLaMm CceTeBOro ynpasneHus
oBHapyxmBaTb HEMCNPABHOCTM B ONTUYECKOM NIMHUM, COKPaTUTb IKCMyaTaLNOHHY0 HarpysKy
1 NOBbICUTb HAOEXHOCTb CUCTEMBI.

MNpumeHeHne DDM nokasaHo ganee:

1. TporHo3 NPOAOIMKUTENBHOCTUN XKMU3HM MOZYIS.

KoHTponupoBaHne TOKOB YTEYKM MO3BONSIET caenaTb NPOrHO3 BPEMEHU XXWU3HWM nasepa.
AOMUHUCTPATOP MOXET HaMTM HECKONMbKO MOTeHUManbHblX MnpobreM no  MOHUTOPUHIY
HanpsKeHUst U TemnepaTypbl MOAYS.

1.1. Buicokoe HanpsbkeHue Vcc npueegeTt K nonomke CMOS, HM3KOe — K HerpaBuIibHON
paborTe.

1.2. Boicokass RX-MOLHOCTb NPUBEAET K MNOBPEXOEHUIO MPUHMMAaIOLWEro mMoaynd, us-3a
HU3KOM RX-MOLLHOCTN MOLYJ b HE CMOXET HOpMarnbHO paboTaTsb.

1.3. Beicokasi TemnepaTypa npueeT K ObICTPOMY CTapeHuto anmnapaTtHbIX CpeacTs.

1.4. KOHTpOJ‘Ib MOLLUHOCTWN, nonyqaeM0|7| no BOJIOKHY, NomMoraeT npoBepuTb BO3MOXXHOCTU
JIMHWX N yaaneHHOro KommMmyTaTtopa.

2. OnpepgeneHne mecTa NOBpPEXAEHMSI.

B ONTOBONMOKOHHOW NWHWMKX OMpenerneHne HEeUCrnpPaBHOCTM WMEET BakHOe 3HauyeHue Ans
ObICTPOI Nepe3arpy3ku cepBuca, U30NMPOBaHME HEUCMPaABHOCTM MOMOraeT agMUHUCTPATopy
ObICTPO HaWTX MECTOMOJIOKEHNE HEUCNPABHOCTU B MoZyrne (NOKanbHbIA UnW yaaneHHbIn
MOAYNM) WM Ha NMHWK, YTO TaKkKe COKpallaeT Bpemsi BOCCTaHOBIEHWS CUCTEMbI MNocre
HEWUCNpPaBHOCTY.

AHanuanpys ctaTycbl OMOBELLEHVS M CUrHanuMsaumMm B PeXuMe peanbHOro BpeMeHW Mo
napameTpam (Temnepartypa, HanpsbkeHue, TOK cMelleHusi, TX-MOWHOCTb U RX-MOLHOCTD)
MOXXHO ObICTPO 0GHaAPYXNTb HEUCNPABHOCTL C MOMOLLBI DYHKLMM LMAPOBOI ANArHOCTUKM.

Kpome ToOro, coctosHme TX Fault m RX LOS umeeT BaxHOe 3Ha4yeHWe AOns aHanusa
HencnpaBHOCTM.

3. TpoBepka COBMECTUMOCTH.

lMpoBepka COBMECTUMOCTWU MCMONb3yeTca ANs aHanu3a, ABfseTcs Ny OKpyXawwas cpeaa
MOAyfMsl COrNacoOBaHHOM BPYYHYH WM COBMECTMMa C COOTBETCTBYIOLLMM CTaH4apTOM,
MOCKONMbKY BO3MOXHOCTM MOAyns MoryT ObiTb peann3oBaHbl TOMbKO C COBMECTMMOM
OKpY>KatoLLen cpenomn.
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WNHorpa napameTpbl OKpy)KatoLLen cpeabl NPeBbILLAOT YCTaHOBINEHHbIE BPYYHYHO UMK CTaHaapT
COOTBETCTBMS, YTO NPUBEAET K YMEHbLUEHUIO BO3MOXXHOCTEN MOAYNSA U OWNbKe nepeaadm.

OkpyxatoLlas cpena He coBMecTMa:

3.1 HanpﬂmeHme npesbillaeT yCTaHOBJ'IeHHbIIZ Onana3oH.

3.2. RX power npuBOoguUT K nepesarpyske WM K MeHbLUeN YyBCTBUTENbHOCTU
npuemonepenaTyuka.

3.3. Temnepatypa npeBbIWAET gnanasoH paboyern Temnepartypsbl.

12.1.2. ®yHKumn DDM

Onucanne DDM nokasaHo B cnegytoLlem npumepe:

1. TlpocMOTp MHOpMaLMM MOHUTOPUHIA Ha NpuemMonepenaTymnke.

ALMUHUCTPATOP MOXET y3HaTb TeKyllee COCTOsiHME TpaHCMBEpa WM HaWTu noTeHuumarnbHble
npobrnemMbl C MOMOLLLIO MPOBEPKM creaylowmnx napameTpoB (Bxoaswias TX-MOLLHOCTb,
RX-MOLWIHOCTb, TemnepaTypa, HanpsbkeHue, TOKM YTeYkM) W 3anpocuTb UHGOpMALMIO
MOHUTOPUHra (Takyro Kak OMOBELLEeHWs, CUrHanuMsaumsi, CocTosiHue B pearibHOM maclitabe
BpeMeHu 1 T.4.). Kpome Toro, nposepka MHOpMaLmM 0 HEMCNPABHOCTSAX ONTUYECKUX MOZYren
nomMoraeT agMUHUCTPATOPy GbICTPO OGHAPYXUTb HEUCMPABHYIO FIMHUIO U COKPaTUTb BpPeMs
BOCCTaHOBIEHMS.

2. OnpegeneHve 3Ha4YeHUs nopora nosib3oBaTernem.

[Ona napameTpoB B peanbHoM MacwTtabe BpemeHn (TX-mowHocTn, RX-MoLlHoCTH,
TemnepaTypbl, HaNPSXXeHUs1, TOKOB YTEYKN) eCTb (PUKCUPOBaHHbIE 3HA4YEeHUSA NOporoB. [loTomy,
4YTO NONb30BaTENbCKOE OKPY)XXEHME pasnMyHO, NONb3oBaTeNlb MOXET ONpeaennTb 3Ha4YeHune
nopora (BxogsLias curHanmsaumsi ¢ BbICOKUM 1 HU3KUM MPUOPUTETOM, OMNOBELLIEHME C BbICOKUM
N HU3KUM NpUopuUTETOM), TMBKO KOHTponupoBaTb paboyee COCTOSIHME TpaHcmBepa W
HemealeHHO OOHapYXWUTb HEUCMPABHOCTb.

HacTtpoiika 3HayeHusi NOpPOroB NMPOM3BOAMTCS MONb3OBaTENEM M MPOU3BOOAUTENEM U MOXET
ObITb NOKa3aHa B TO e Bpems. Korga nopor onpegensercs nonb3oBaTenemM HepaunoHarnbHo,
OH BygeT 3anpoleH y nonb3oBaTens M curHan TPeBOrM UM OMOBELLEHUS aBTOMAaTUYECKM
yCT@HOBMT MNOPOr MO YyMOMyaHuio (Nnonb3oBaTenb MOXET BOCCTaHOBWUTb BCE MOPOroBble
3HAYeHUS N0 YMONYaHUIO).

PaunoHnanbHoe noporosoe 3Ha4YeHune: BbICOKOE/HN3KOEe 3Ha4YeHne CuUrHana oOrnoBeLLEeHUs
AOJDKHO ObITb mMeXxay BbICOKMM U HU3KMM CUTHAJ10M CUrHanmn3aumm n BbiICOKoe 3Ha4eHne nopora
AOJIDKHO ObITb BbILLE, YEM HMU3KOE U, @ UMEHHO, BbICOKOE 3Ha4YeHMe CUrHanmsauumn = BbICOKOE
3Ha4eHue OonoBeLLEeHUA = HU3Koe 3Ha4YeHne ONoBEeLLEHNSA = HU3KOe 3Ha4YeHne curHanmsaumm.

[lns onTuyeckoro Moayns peXxvm NpPoBEPKW NOSy4aeMoro NUTaHUsi BKIOYAET BHYTPEHHIOW U
BHELLHIOI NMPOBEPKY, KOTOpble onpeaenunu npoussoautenu. Kpome Toro, pexumM npoBepku
napaMeTpoB B peanbHOM MacluTabe BpeMeHM 1 NOPOroBbIX 3HaYEHUI MO YMOYaHMIo.

3. KoHTponb TpaHcuBepa.

Kpome npoBepkn coctosHus paboTbl TpaHcuBepa B peanbHOM MacliTabe BpemeHu,
NOMb30BaTENO HYXXHO cneantb 3a noapobHonm wuHdopMaumen O COCTOSHUW, TaKOW Kak
nocnegHee BpeMsi HEUCNPaBHOCTU U ee Tun. KOHTponb TpaHcBepa nomoraeT nonb3oBaTesto
HaWTK nocnegHee COCTOsIHME HEUCNPAaBHOCTU Yepes MPOBEPKY FOroB U 3anpocuTb nocrneaHee
COCTOSiHME Henonagku 4epes BbiNonHeHne komaHa. Korga nonb3oBaTenb HaxoauT
MHOPMaLMIO O Henonagke ONTUYECKOro MOAyns, TO MHdopMauusa ob onTuyeckom moayne
MoOXeT OblTb nepenposBepeHa nocne obpaboTkn MHOpMauUM O HeucnpasBHOCTM, 34eCb
nonb3oBaTesnb MOXET 3HaTb UHPOPMALIMIO O HEUCTNPABHOCTM N BO30OGHOBUTE MOHUTOPWHT.
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12.2. Cnucok KomaHa KoHdpurypauum DDM

HacTtpoika DDM:

1. TpocMoTp UHGOPMaLIMM KOHTPOSSi B pearibHOM MacLuTabe BpeMeHM.
2. Hactpoiika 3HayeHuin nopora CurHanusauuv WUnn OMoBeLLEeHUs1 KaKaoro napameTpa ans

TpaHcusepa.
3. Hactponka cocTosHUs MOHUTOPUHIa TpaHcueepa.

3.1. HacTtpowka nHtepsana MOHUTOPUHra TpaHcmBepa.

3.2. Hactpoika coCcTosiHUS BKITIOYEHNA MOHUTOPUHIa TpaHcmeepa.
3.3. NpocmoTp MHpopMaLMM MOHUTOPUHIa TpaHcuBepa.

3.4. O4uncTka nHhopmauum MOHUTOPUHIa TpaHcmueepa.

1. lMpocmoTp MHOPpMaLUMM KOHTPOSS B peanbHOM MacwTabe BpeMeHN.

KomaHga

OnucaHue

Pexnm KOHUrypmpoBaHusa nopTa, pexxmMm agMUHUCTPaTopa UNn pPexnMm rnodanbHoOro
KOHdUrypupoBaHus

Show transceiver [interface ethernet < IFNAME >] [detalil] MpocmoTp MOHUTOPUHIa

COCTOSIHUSA TpaHcuBepa.

2. HaCTp0|7||<a 3Ha4YeHui nopora curHanunsaumm wurnn onoBelleHUnA KaXaoro napameTpa ana

TpaHcuBepa.

KomaHaa

OnucaHue

Pexxum KoHpurypmupoBaHua nopTa

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm | low-
alarm | high-warn | low-warn} {<value> | default}}

YcTtaHoBka onpefeneHHoro nopora
noJsib3oBaTesieM.

3. HacTtpolrika CoCTOAHNA MOHUTOPUHIa TpaHCMBEpa.

3.1. HacTpolika nHTepBana MOHUTOPWUHra TpaHcuBepa.

KomaHga

OnucaHue

PexuM rno6anbHOro KOHUrypMpoBaHus

transceiver-monitoring interval <minutes>
no transceiver-monitoring interval

YcTtaHoBKa uWHTepBarna MOHUTOPUHra
TpaHcuBepa. KomaHpa «no»
yCTaHaBnvBeaeT NHTEepBan no
yMOn4YaHuio, paBHbIN 15 MUHYT.

@ § QTECH

MWP [OOCTYMNHEE

95



PykoBoacteo nonb3osatens cepus QSW-6700

HACTPOWVKA DDM

3.2. HacTpowka COCTOSAHMS BKITIOYEHNA MOHUTOPUHIa TpaHcueepa.

KomaHaa OnucaHue

Pexunm KoHdurypupoBaHusi nopta

transceiver-monitoring {enable | disable} YcTraHaBnueaer, BKIHOYEH n
MOHUTOPUHI  TpaHcuBepa. [locne
BKIMIOYEHNST Ha nNopTe MOHUTOpPWHra
TpaHcuBepa, cuctema 3anucbiBaeT
COCTOHMEe HewucnpasHocTu. [locne
OTKMNOYEHNA  YHKUMM Ha  nopTe,
MHopMaumsa o HeucnpasHOCTM ByaeT
cTepTa.

3.3. NMpocmoTp MHOPMALIMM MOHUTOPUHIa TpaHCUBepa.

KomaHaa OnucaHue

PeXxxum agMuHUCTpaTopa, PeXuM rnobanbLHoOro KOH(UrypupoBaHus, PeXnm
KOH(UrypupoBaHus nopra

show  transceiver  threshold-violation | lMokasbiBaet  mMHdopmaunio  MoHUTOpUHIa
[interface ethernet < IFNAME >] TpaHcuBepa, BkntovatoLyto MocrieaHto
MHdopMaLInIO HapyLleHus NoporoBoro
3HAYeHUs,, MOHUTOPUHI MPOTEKAKOLWEro TOKa
yepe3 TpPaHCMBEP, BKIHOYEH IM MOHUTOPWUHF
TpaHcMBepa Ha nopTe.

3.4. OuuncTka MHdopmaLMM MOHUTOPUHIa TpaHcuBepa.

KomaHaa OnucaHue

Pexnm agmuHucTpartopa

clear transceiver threshold-violation [interface | CTupaeT 3HayeHve nopora HapyLleHns
ethernet <interface-list>] MOHUTOpPMHIa TpaHcmBepa.

12.3. NMpumepbl npumeHeHns DDM
Mpumep 1:

B uHTepcencel Ethernet 1/0/21 n Ethernet 1/0/23 BkntoyeHbl ontudeckme moaynu ¢ DDM, B
nHTepdenc Ethernet 1/0/24 sknioveH ontuyeckuin mogynb 6e3 DDM, B Ethernet 1/0/22 He
BKITHOMEH KaKOW-NMbOo ontuyeckui mogynb. NpocmoTp nHdopmaumm o DDM ans onucaHHoro
cueHapus NpeacTaBrieH HUXe.

e [lpocmoTp uH(popmaumm o Bcex nHTtepderncax, KoTopble MOryT YiTaTb NapameTpbl B
pexxmme peanbHOro BpemMeHu (Npu oTCYTCTBUM ONTMYECKOro MOAYMS MM ONTUYECKUR
Moayrb He NOAAEPXKMBaAETCH, MHGOpMauna He ByaeT nokasaHa), 4ns npumepa:

Switch #show transceiver
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Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/23 46 3,28 26,00 -2,10 -2,21

o [lpocmoTp nHdopmauumn o6 ykaszaHHoOM MHTepdence (N/A o3Ha4aeT, 4TO ONTUYECKUN
MoAysb He BCTaBIIEH UNWN He NOAAEPXMBAETCH), ANa NnpuMepa:

Switch #show transceiver interface ethernet 1/0/21-22; 23

Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3,28 26,00 -2,10 -2,21
e [lpocmoTp noapobHOM WMHGOPMAUUK, BKIOYAKOLWENA OCHOBHY MHdOPMaLnto,

3HayeHWe napamMeTpOB MOHWUTOPMHra B peanbHOM Maclitabe BpemMeHW, curHan
OMOBELLEHNSI, CUTHANN3aLMI0, COCTOSIHUE HEUCTNPABHOCTM U MH(OPMALIMIO NMOPOroBOro
3Ha4eHus, Ans npumepa:

Switch#show transceiver interface ethernet 1/0/21-22;24 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime High Low Alarm High Warn Low Warn
Value Alarm

Temperature 33,00 70,00 0,00 70,00 0,00

(°C)

Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00

Bias current | 6,11 (W+) 10,30 0,00 5,00 0,00

(MA)

RX Power (dBM) | -30,54 (A-) | 9,00 -25,00 9,00 -25,00

TX Power (dBM) | -6,01 9,00 -25,00 9,00 -25,00

Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.

Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.

Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A
Detail diagnostic and threshold information: N/A
Mpumep 2:

B nopt Ethernet 1/0/21 BknioyeH B onTuyeckuin mogynb ¢ DDM. Hactponka noporosoro
3Ha4YeHUsa Ha ONTUYECKOM Mogyne nocne npocMoTpa nHgopmaumm o DDM.

LWar 1: NpocmoTp nogpobHon nHgopmaumm o DDM.

Switch#show transceiver interface ethernet 1/0/21 detail

Ethernet 1/0/21 transceiver detail information:
Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime High Low Alarm High Low
Value Alarm Warn Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (dBM) -13,00 19,00 -25,00 9,00 -25,00

War 2: Hactponka noporoBoro 3HadyeHua TX-power Ha ONTU4ECKOM WHTepdhence, HUMXKHee
3HayeHne NOpPOroBoro onoBeLeHns — 12, HUXKHee 3HayYeHne Nnoporoesomn curHanmsaumm —10,00.

Switch#config

Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- warning -12
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- alarm -10.00

War 3: MNMpocmoTtp nogpobHon nHdopmaummn o DDM Ha ontnyeckom mogyne. CurHanusaums
ncnonb3yeT MOpPOroBoe 3HavyeHue, HacTpamBaemoe Mnonb3oBaTenem, NoporoBoe 3HayeHue,
HacTpoeHHoe npousBoauTenieMm o0603HavyeHO ckobkamu. CurHanmsaums ¢ ‘A-’ kak —13,01
MeHbLle, Yyem —12,00.

Switch#show transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
Realtime High Alarm | Low High Low Warn
Value Alarm Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
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Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (BM) -13,01(A-) 9,00 -12,00 9,00 -10,00
(-25,00) (-25,00)

Mpumep 3:

B nopt Ethernet 1/0/21 BkntouyeH onTtuvecknin mogynb ¢ DDM. BknioveHne MOHMTOpPUHra
TpaHcMBepa Ha NopTe, Nocne NPOCMOTPa MOHUTOPUHIA Ha ONTUYECKOM Moayne.

War 1: NpocmoTp MOHMUTOpPMHra TpaHcuBepa Ha onunyeckoM mopyne. Ha Ethernet 21 and
Ethernet 22 He BKIOYEH MOHUTOPUHI TpaHCMBEpPa, YCTaHOBMEHHbIN MHTepBan 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn't exist.

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn’t exist.

LWar 2: BknoyeHne MOHUTOPUHIa TpaHcmBepa Ha Ethernet 21.
Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver-monitoring enable

War 3: lMpocMOTp MOHUTOPWHra TpPaHCMBEpPa Ha ONTMYecKoM mMoayne. B cnepytowimx
HacTpomnkax, Ha Ethernet 21 BkNOYEH MOHUTOPUHI TpaHcuMBepa, NocrnefHee HapylleHue
noporosoro 3Ha4veHus Jan 02 11:00:50 2011, nogpo6Has nHdopmauumn o DDM, npeBbiwiatoLlas
NMOPOroBO€E 3HA4YeHMe TaKkkKe NnokasaHa:

Switch(config-if-ethernet1/0/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:
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Diagnostic Threshold
Realtime High Low Alarm High Low Warn
Value Alarm Warn

Temperature (°C) 33,00 70,00 0,00 70,00 0,00

Voltage (V) 7,31 10,00 0,00 5,00 0,00

Bias current (mA) 3,11 10,30 0,00 5,00 0,00

RX Power (dBM) -30,54 (A-) 9,00 -25,00 (-34,00) | 9,00 -25,00

TX Power (dBM) -1,01 9,00 -12,05 9,00 -10,00

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn't exist.

12.3.1. YcTpaHHMe HeuncnpaBHocTen DDM

Ecnn BosHukaloT npobnembl npu HacTponke DDM, noxanyncra, npoBepbTe ABMASIETCA N 3Ta
npobnema cneacTtBMeM criefyowmx NPUYMH:

Y6egutecb, 4TO TpaHCMBEP Ha ONTMYECKOM Mopyne Obin BKMHOYEH Ha NOpTe, MHade
KoHdurypauus DDM He OygeT nokasaHa.

Y6eputecb, 4Yto KoHdurypauma SNMP paboTtaeT, nHaye onoselleHne O COObITUN He
CMOXeT OMoBECTUTb CUCTEMY CETEBOIO YNpPaBIiEHNS.

He Bce kommyTaTopbl nogaepxusatotr SFP ¢ DDM wnnu XFP ¢ DDM, y6egutech B
MCNonb30BaHNN KOMMYTaTopa C NoAAEepPXKKOM COOTBETCTBYOLLIEN (PYHKLNN.

Mcnonb3oBaHne komaHg show transceiver unmn show transceiver detail moxeT 3aHATb
MHOrO BpEMEHM, TaK Kak kommyTatop OyaeT npoBepATb BCe MNOPThl, MNO3ITOMY
pekomeHayeTca 3anpalumBaTb MHOOPMALUIO O TPAHCKMBEPE HA onpeaeneHHbIn NopT.

Y6enurechb, YTO YCTAHOBMIEHHbIV NOfb30BaTENEM Nopor ABneTcs gencrayowmm. MNpu
nobon owmnbke NOPOroBoro 3HadeHnsa TpaHcmesep OydeT no3biiaTb CUrHaNU3auumio B
COOTBETCTBMM CO 3HAYEHNEM, YCTAHOBMEHHbLIM MO YMOJSTYAHMIO.
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13. LLDP-MED

13.1. BBepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegocTtaBnsieT ctaHgapTHbIN pexum Link
Layer Discovery, nocbinarwLwero MHOpMaumio O JioKalnbHbIX YCTPOMCTBaxX (BKMOYAOLLYHO
OCHOBHbIE BO3MOXHOCTW, ynpasneHune |IP-agpecamu, ID yctponcTtea u ID nopta) Takon kak TLV
(type/length/value) Tporkn B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnstoLymx
CBA3bID C cocedHuMu ycTpouctBamu. [lonydeHHas wmHdopmauusa o6 yctponctse Oyaet
XPaHUTbCA CO CTaHg4apToHon 6a3on ynpaeneHus nHdopmaumen (MIB). 3To nossonseT cucrteme
CeTeBOro ynpasneHunst bbIcTpo obHapyxmBaTb U MOAEHTUMULMPOBATL CTaTyC CBA3WN HA JIMHUN.

B craHpapte 802.1AB LLDP HeT nepegayn u ynpaBneHna uHdopMaumen O rosioCoBOM
ycTponctee. [nsi NPUMEHEHMSI U ynpaBneHUs rofloCOBOr0 YCTPOWCTBA LEenecoobpasHo ¢
nomowbto LLDP-MED TLVs npenoctaBnaTe MHOXECTBEHHYIO MHGOPMaLMO, Takyto kKak PoE
(Power over Ethernet), ceTeByto NONUTMKY M nokanbHy0 WMHGopmMaumio o6 obcnyxmeaHum
HOBOro TenedgoHa.

13.2. Kondurypauuma LLDP-MED

1. bBasoBas KoHUrypaums

KomaHaa OnucaHue

Pexum KoHduUrypupoBaHus nopra

lIdp transmit med tlv all HacTpoika ykaszaHHOro nopta OTMpaBnsTb Bce

no lidp transmit med tiv all LLDP-MED TLVs. KomaHga «no» oOTMeHsieT
YHKUMIO.

lIdp transmit med tlv capability Hactponka ykasaHHOro mnopTta OTNpaBNATb

LLDP-MED Capability TLV. KomanHga «no»

no lidp transmit med tlv capability OTMEHSIET dhyHKLMIO

lldp transmit med tlv networkPolicy Hactponka ykasaHHOro mnopTta OTNpaBNATb
LLDP-MED Network Policy TLV. KomaHga «no»

no lldp transmit med tlv networkPolicy
OTMEHSET AaHHYI OYHKLMNIO.

lIdp transmit med tlv extendPoe Hactponka ykasaHHOro mnopTta OTNpaBnATb
LLDP-MED Extended Power-Via-MDI TLV.

no lldp transmit med tlv extendPoe
KomaHga «no» oTMeHsIeT PyHKLMIO.

lIdp transmit med tlv inventory HacTponka ykasaHHOro nopTta OTnpaBnATb
LLDP-MED Inventory Management TLVSs.

no lldp transmit med tlv inventory ROYETT Qi G YR ET G IR

network policy {voice | voice-signaling | Hacrtporika ceTeBou NONUTUKN nopTa,
guest- voice | guest-voice-signaling | | Bknovarowaa VLAN ID, noggepxuBaembie
softphone-voice | video-conferencing | | npunoxeHna (TakMe Kak ronoc u BMAEO),
streaming-video | video- signaling} [status
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KomaHpa OnucaHue
{enable | disable}] [tag {tagged | untagged}] | npuoputet NPUNOXeHUM " nonuTuka

[vid {<vlan-id> | dotlp}] [cos <cos- value>]
[dscp <dscp-value> ]

no network policy {voice | voice-signaling |
guest- voice | guest-voice-signaling |
softphone-voice | video-conferencing |
streaming- video | video- signaling}

MCMNonb30BaHuA, U TakK aanee.

civic location {dhcp server | switch

endpointDev} <country-code>

no civic location

HacTtpownka Tvna ycTtpomcTBa M koga CTpaHbl B
cootBeTcTBMM ¢ hopmatoMm Civic Address LCI n
BkntodeHne pexumma Civic Address LCI.
KomaHgoa «no» OTMEHSsieT BCE HacCTPOWKM B
cootBeTcTBMM ¢ popmaTom Civic Address LCI.

ecs location < user config ecs formate
address >

no ecs location

Hactpownka pacnonoxenuna c dopmatom ECS
ELIN Ha nopte. KomaHga «no» OTMeHsIET
KOHQoUrypaumio

lIdp med trap {enable | disable}

BkntoyeHne/oTknoveHme nosywkn LLDP-MED
Ha yKka3aHHOM ropTe.

Pexum Civic A

ddress LCIl address

{description-language | province-state | city
| county | street | locationNum | location |
floor | room | postal | otherinfo} <address>

no {description-language | province-state |
city | county | street | locationNum | location
| floor | room | postal | otherinfo}

HacTponka nogpo6GHbIX agpecoB mnocrne BBoAa
pexuma Civic Address LCl address Ha nopte.

Pexum rmnobanbHoOro KoHurypmpoBaHus

lldp med fast count <value>
no lidp med fast count

Korga BKMOMEH MexaHu3m ObICTpPOro 3anycka
LLDP-MED, TO pgommkHa nNpou3BOAUTLCSA
ObicTpas otnpaBka naketoB LLDP ¢ LLDP-MED
TLV, aTa koMaHAa ucnonb3yeTcs Ang yCTaHOBKU
3Ha4veHna BbICTPOM OTNPaBKM NaKeToB, KOMaHAa
«No» BOCCTaHaBnMBaeT 3Ha4yeHne no
YMOM4YaHMuIo.

Pexum apg

MUHUCTpaTopa

show lidp

MokasbiBaeT HacTponkn rnobanbHoro LLDP un
LLDP-MED
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KomaHaa OnucaHue

show lldp [interface ethernet <IFNAME>] MokasbiBaeT HacTponkn LLDP n LLDP-MED Ha
TekyLlem noprte

show Illdp neighbors [interface ethernet | lNMokasbiBaeT HacTponkn LLDP u LLDP-MED Ha
<IFNAME>] COCEeAHNX YyCTPONCTBAX.

13.3. NMpumep HacTpouku LLDP-MED

SwitchA

PC

=]
Ycrpoucrso
MED

SwitchB

PucyHok 26. Tononorusa 6asoson koHdurypauumn LLDP-MED

1. Hactpowka Switch A
SwitchA(config)#interface ethernet1/0/1

SwitchA (Config-If-Ethernet1/0/1)# lldp enable

SwitchA (Config-If-Ethernet1/0/1)# lldp mode both (this configuration can be
omitted, the default mode is RxTx)

SwitchA (Config-1f-Ethernet1/0/1)# lldp transmit med tlv capability
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-1f-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 5 dscp
15

SwitchA (Config-If-Ethernet1/0/1)# exit

SwitchA (config)#interface ethernet1/0/2

SwitchA (Config-If-Ethernet1/0/2)# lldp enable
SwitchA (Config-If-Ethernet1/0/2)# lldp mode both

2. Hactponka Switch B
SwitchB (config)#interface ethernet1/0/1

SwitchB(Config-If-Ethernet1/0/1)# lldp enable
SwitchB (Config-If-Ethernet1/0/1)# lldp mode both
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SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid cos 4

3. Verify the configuration

MpocmoTp rmobanbHoro crtatyca u ctatyca nHtepderica Ha SwitchA

SwitchA# show lldp neighbors interface ethernet 1/0/1
Port name : Ethernetl1/0/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :****

kkkk

SysName:

kkkkk

SysDesc :

SysCapSupported :4
SysCapEnabled :4

LLDP MED Information :

MED Codes:

(CAP)Capabilities, (NP) Network Policy
(LI) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory
MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class I
Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5 Power Type : PD
Power Source :Primary power source
Power Priority :low

Power Value :15.4 (Watts) Hardware Revision:
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Firmware Revision:4.0.1
Software Revision:6.2.30.0
Serial Number:
Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information :

auto-negotiation support: Supported
auto-negotiation support: Not Enabled

PMD auto-negotiation advertised capability: 1
operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/0/2
Port name : interface ethernet 1/0/2

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernet1/0/2

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :Ethernet1/0/1

hkkk

SysName:
SysDesc :*****
SysCapSupported :4

SysCapEnabled :4

NosicHeHwne:

1. Ethernet 1/0/2 kommyTatopa A n Ethernet 1/0/1 kommyTaTopa B siBnaoTCS noptamm
YCTPOMWCTBA CETEBOro COeAMHEHMNS, OHWN HE NepeckInatoT nakeTbl ¢ MHopmaumen MED
TLV. Xota Ethernet 1/0/2 kommyTaTopa A HaCTPOEH 4115 NOCbINKK nHdopmauun MED
TLV, oH He BygeT nockinatbe UHopmaumo MED, 4To npuBegeT K OTCYTCTBUIO B
COOTBETCTBYIOLLEN yaaneHHon Tabnuue nHdopmaumm MED Ha Ethernet 1/0/2
KommyTartopa A.

2. Yctpounctso LLDP-MED moxeT noceinate naketsl LLDP ¢ MED TLV, noatomy B

COOTBETCTBYIOLLEN yaaneHHon Tabnuue 6yaeT nigopmauunsa o6 Ethernet 1/0/1
KommyTartopa A.
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13.4. YcTpaHeHue HeucnpaBHocten LLDP-MED

Ecnu BosHukatoT npobnemel npu Hactponke LLDP-MED, noxanyncTta, npoBepbTe SABAAETCH N
aTa npobnema cneacTBMEM CNeayLNX NPUYNH:

e Ybeautech, Yto LLDP BKntoyeH rnobanbHo.

e TonbKO YCTPOMCTBO ceTeBoro coegnHeHna nony4yaet LLDP-naketbl ¢ LLDP-MED TLV
oT Gnwkanwero yctponctesa MED, oH Tak e nocbinaet LLDP-MED TLV. Ecnu Ha
YCTPOWNCTBE CETEBOIO COEAMHEHNA HAacTpoeHa KomaHaa onst otnpasku LLDP-MED TLV,
naketbl 6e3 LLDP-MED TLV nocbinaiTca Ha MNOPT, YTO O3HA4aeT, 4YTO HMKAKOM
WH(popMaLMM MNOPT He MnofnyyvyaeT M Ha nopTe OTKYeHa (YHKUMSA MOCHINKN
nHgopmaumm LLDP-MED TLV.

o Ecnu cocefHue ycTporcTBa nockinaloT nHgopmaumo LLDP-MED ycTponcTtsy ceTeBOro
coeHeHUs1, HO OHa He aBnsaeTca nHdopmaunen LLDP-MED, npoBepsiemas KomaHaon

show lldp neighbors, 4To 03HauvaeT, YyTO oTnpaBndemas nHgopmauus LLDP-MED «k
COCeaHMNM YyCTPONCTBAM SIBMISIETCA OLLUMOOYHOMN.
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14. HACTPOUKA BPDU-TUNNEL
14.1. BBegeHue B bpdu-tunnel

BPDU-Tunnel sBnseTcs TeXHONOrMen BTOPOro ypoBHHA. ITO NO3BONSET NakeTaM MPOTOKOMOB
BTOPOro YPOBHS reorpadpuyeckn pacrnpeneneHHblX YacTHbIX CeTel Npo3pavyHo rnepeadaBaThbCs
no cneumnarnbHbIM TYHHENAM Yepes3 ceTb MocTaBLLMKa YCNYT.

14.1.1. ®yHKuum bpdu-tunnel

B npunoxeHnn MAN, MHOXXeCTBEHHbIE BETBM KOPHopauumn MoryT COEAUHATBLCA C ApYr C APYroMm
no cetn onepatopa. VPN npegocTtaBnseT BO3MOXHOCTb OnepaTopy BKNoYaTb reorpadunyecku
pacnpefeneHHble ceTu B OOHY nokanbHy ceTb LAN, NMo3TOMy MOCTaBLUWMKY YCMYr HY>XHO
npepoctaBuTb PYHKUMIO TYHHENMPOBaHWS, a UMEHHO nepedayvyy MHAOPMALUNOHHBIX OAHHbIX,
nocTynarwLMx OT Monb3oBaTeNbLCKON CeTu, Yepe3 ceTb onepaTtopa. [Ona nogaepxaHus
NIoKanbHOM KoHUenuuu, HeobxoauMma He TONbKOo nepefada AaHHbIX OT MOMb30BaTeSbCKUX
YacTHbIX CeTen Yepes TyHHesb, HO TakkKe nepefada nakeToB NPOTOKONIOB BTOPOro YPOBHA OT
nonb3oBaTenbCKUX ceTen.

14.1.2. Co3paHue bpdu-tunnel

CneumnanbHble NUHUM UCMONb3YIOTCS OnepaTopoM Afs CO34aHMsA NOSib30BaTeNbCKUX ceTewn
BTOPOro YpOBHS. B pe3ynbTtaTe, nonb3oBaTenbckas ceTb pa3dbrBaeTcs Ha YacTu NO pasnuyHble
CTOPOHbI CeTeBOro npoBangepa. Kak nokasaHo Ha puCyHKe, nonb3oBaTenlb A MMeeT fBa
yctponctea (CE1 u CE2) u oba 3Tux ycCTpOWCTBa MpuHagnexaTt K Hekotopomy VLAN.
lNonb3oBaTenbckasn ceTb pasfeneHa Ha ceTb 1 1 ceTb 2, KOTOpble COEaMHSAITCS Yepes CeTb
npoBangepa. Korga naketbl NpoOTOKOMNa YPOBHSA 2 HEe MOryT ObiTb peanu3oBaHbl Yepes3 ceTb
nocTaBLUMKa ycnyr, TO MoNnb3oBaTefbCkad CeTb He MOXeT obpaboTtaTb BblHMCNEHME
He3aBMCMMOro NPOTOKOSIa BTOPOro YPOBHSA (419 NpyMepa: BbluMCreHe spanning tree), Takum
o6pasom ceTu BNUSIOT APYr Ha apyra.

CeTb npoBanpgepa

Knuent A Knuent A

PucyHok 27. lNMpumeHeHne BPDU-TyHHeNA

14.2. Kondurypaumsa bpdu-tunnel

1. Hactpowika rnobansHoro MAC-agpeca TyHHens.
2. Hactporika nopTa ons nogaepXkn TyHHens.
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1. Hactponka nopTa ans nogaepXkm TyHHens.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BkntoyeHue/oTkNoYeHNe rnobanbHOro
defined-protocol <name>} [protocol-mac <MAC | MAC-agpeca TyHHens.
address>] [encape-type { ethernetii | lic | snap}]

{default-group-mac | group-mac <MAC address>} ho
bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

2. Hactponka nopTa onsa nogaepXku TyHHens.

KomaHpa OnucaHue

Pexunm KoHdurypupoBaHusi nopta

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BknioyeHue/oTKNIOYEHNE Ha nopTe
defined-protocol <name>} NoaaepKKN TYHHenNs.

no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

14.3. Mpumep BPDU-tunnel

CneumanbHble NIMHUM UCNOMb3YKTCA ONepaToOpoOM AN NOCTPOEHUSI NONb30BATENbCKUX CeTeNn
BTOPOro YpOBHS. B pe3ynbTtaTe, nonb3oBaTenbckas ceTb pa3dbrBaeTcsa Ha YacTu NO pasfnnyHble
CTOPOHbI CeTeBOro npoBangepa. Kak nokasaHo Ha puCyHke, nonb3oBatenb A umeeT aBa
yctporictBa (CE1 n CE2) u oba atux ycTpoucTBa npuHagnexart K Hekotopomy VLAN.
lNonb3oBaTenbckas ceTb pasfeneHa Ha ceTb 1 1 ceTb 2, KOTOpbIE COEAMNHAIOTCH Yepes CeTb
npoBangepa. Korga naketbl NpOTOKOMa YPOBHS 2 HE MOryT ObiTb peannsoBaHbl Yepe3 ceTb
noCTaBLUMKa ycnyr, TO MONb3oBaTefbCkad CeTb He MOXeT obpaboTaTb BblUMCNEHME
He3aBMCMMOro NPOTOKOSIa BTOPOro YPOBHSA (419 npyMepa: BbluMCreHe spanning tree), Takum
o6pasom ceTu BAUSIOT APYr Ha apyra.

MpumeHeHne BPDU-TyHHeNS

C BPDU-Tunnel, nakeTbl NpOTOKONa BTOPOro YPOBHSA OT MONb30BaTENbCKON CETU MOTYT ObiTb
nepenaHbl Yepes ceTb onepaTopa B CrieayroLen nocneaoBaTensHOCTU:

1. TMocne nonyyeHus naketa NPOTOKOMa BTOPOro YPOBHSA OT NepBOM CeTu Nonb3oBaTers
A, PE 1 B ceTu onepatopa nakeT nHkancynupyetcsa, MAC-agpec HasHavyeHus
3aMeHseTCcsa KOHKpeTHbIM multicast MAC-agpecoM, 1 3aTeMm NakeT nepechbiniaeTcs B
ceTn onepartopa.

2. VIHkancynupoBaHHbIN NakeT NPOTOKOMa BTOPOro YPOBHS (Ha3biBaeMbIi MAKETOM
BPDU-Tunnel) nepecbinaetca k PE 2 Ha apyron KoHew ceTw, rae naket
OeuHkancynmpyeTcsl, Bo3BpallaeTcsa opurnHanbHbln MAC-HasHavyeHnsa nakeTa u
3aTeM NakeT nocbinaeTca cetn 2 nonb3oBartens A.
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Cetb npoBanpepa
Knuent A Knuent A

Cetb 1 Cetb 2

PucyHok 28. NpumeHeHne BPDU-TyHHeNA

Hactponka BPDU-tunnel Ha kommyTaTtopax PE1 n PE2:

Hactpowka PE 1:
PE1(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE1(config)# bpdu-tunnel-protocol stp default-group-mac
PE1(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

Hactpoiika PE 2:
PE2(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE2(config)# bpdu-tunnel-protocol stp default-group-mac
PE2(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

14.4. YcTtpaHeHue HeucnpaBHocTeun bpdu-tunnel

Mocne oTkntoyeHna dyHKuMA stp, gvrp, dotlx Ha nopTe, MOXHO HACTPOUTb YHKLMIO

BPDU-tunnel.
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15. HACTPOUKA BUPTYAJIbHbIX JIOKANbHbIX CETEMN
VLAN

15.1. KoHdurypuposanue VLAN

15.1.1. HayanbHble cBegeHnsa o VLAN

VLAN (Virtual Local Area Network — BupTyanbHasi rokanbHasi ceTb) — TExXHOororus,
pasgensowas nornyeckne agpeca yCTPOUCTB B CETU N1 OTAENeHUss CerMeHTOB CeTu B
3aBUCMMOCTM OT (PYHKUMA, BbLIMOMHSEMbIX YCTPONCTBaAMMW, MPUIIOXKEHUA unu TpeboBaHui
ynpaerneHus. Takum obpa3oMm, BUpPTyanbHble NOKanbHble rpynnbl MOryT (POPMUPOBATLCH
He3aBMCMMO OT (PM3NYECKOro pacnonoxeHus yctponcts. |IEEE onybnukosan npotokon |IEEE
802.1Q ana crangaptmsauun npumeHennsa VLAN. VLAN Ha kommyTtatope paboTaeTr B
COOTBETCTBMM C 3TUM MPOTOKOSIOM.

OcHoBHast uaes TexHomormv VLAN B ToMm, 4ToObl pasgenntb OuHaMUYeckn OGonbluyto
rnokKanbHyH CeTb Ha HECKOMbKO HE3aBMCUMBIX LLUMPOKOBELLATENbHbLIX JOMEHOB B COOTBETCTBUN
¢ TpeboBaHMAMK, NpeabABNAEMbIMU K CETU.

111
@ §) QTECH
MWP [OCTYMHEE



PykoBogctBo nonb3oBatens cepms QSW-6700

HACTPOVKA BVPTYAIbHbIX JIOKANbHbIX CETEW VLAN | www.gtechru |

SwitchA SwitchB SwitchC

VLAN1

Server1

Phone1
( VLAN3 |
) (AN )
PC1 PC2 PC3

PucyHok 29. Jlornyeckoe onpeaenexuve cetn VLAN

Kaxgbi wmnpokoBeluaternbHbli foMeH Ha pucyHke sensetca VLAN. VLAN'bI nmeloT Te xe
CBOWCTBA, 4YTO M U3MYecKne ceTu, 3a UcCKYeHnem Toro, 4yto VLAN — noruyeckoe
ob6beanHeHve, a He umsmdeckoe. Noatomy obbeamHeHne VLAN' OB MOXeT cO34aBaTbCs BHE
3aBUCMMOCTM OT  (PM3MYECKOro PacnosioKeHUst YCTPOMCTB U LUMPOKOBELLaTElbHbIN,
MHOromnosib3oBaTeNbCKMM U OAHOMNONb30BaTENLCKNA Tpaduk BHYTpM VLAN oTaeneH oT gpyrux
VLAN'0B.

Enaro,uapﬂ BbllLenepe4vncrieHHbIM ocobeHHocTaM, TexHomnormss VLAN obecneuvBaet
cneaywuwimne npenmvyllecrtea:

e  yMyyllaeTCcsi NPOVU3BOANTENBHOCTb CETH;
e  3KOHOMSATCS CETEBbLIE PECYPCHI;

e  ynpoullaeTcs ynpaBreHue CeTbio;

e  CHWXaeTCsl CTOMMOCTb CeTU;

e yny4waeTcs 6e30NacHOCTb CETH.
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Ethernet-nopTbl kKOMMyTaTOpa MOryT paboTaTb B TPEX pasfnmnyHbIX pexumax: Access, Hybrid n
Trunk. Kaxxabin pexxmm umeeT cBOM cnocob nepechIniki NakeTos, C METKOM unu 6es.

MopTbl TMNa Access npuHagnexaT Tonbko ogHoMy VLAN. OObIMHO OHM MCMOMb3YyTCA AN
NOOKNIOYEHNSA K KOMMbLIOTEPY.

MopTbl TMnNa Trunk nO3BONMAIT nepechbinate nakeTbl Heckonbknx VLAN'oB. OHW MoryT
ncnonb3oBaTbCA  ONA  COEAWHEHUs  Mexdy  KoOMMyTatopamu  WUNn  MOAKMHYEHUS
Nnonb30BaTENbCKUX YCTPOMUCTB.

MopTbl TMNa Hybrid Takke No3BONAOT Nepeckinatbh naketbl Heckonbknx VLAN oB. OHW MoryT
ncnonb3oBaTbCA AN COeAMHEHUs  MexAy  KOMMyTaTopamMv  WNu  MNOAKMYEHUs
NnoNb30BaTeNbCKMUX YCTPOMCTB.

MopTbl TMNOB Hybrid 1 Trunk npMHMMalOT gaHHbIE NO OAHOMY anropuTMy, HO METOAbLI OTMNPaBKK
AaHHbIX oTnM4YatoTcs: nopThl TMna Hybrid moryT oTnpaBnAaTe nakeTbl B pa3nnyHble VLAN'bI 6e3
meTkn VLAN’a, Torga kak noptbl TMNa Trunk oTnpaensoT nakeTbl pasnuyHbix VLAN Tonbko ¢
meTkon VLAN’a, 3a nckniodeHnem VLAN, nponnucaHHOro Ha nopTy Kak native.

Mpumenenne VLAN n GVRP (GARP VLAN Registration Protocol — npoTtokon perncrpauumn
GARP VLAN) Ha kommyTaTope onucbiBaeTcs B ctaHgapTe 802.1Q. daHHas rnaBa geTanbHO
06bAcHAET nucnonb3oBaHme u koHdurypaumio VLAN'oB n GVRP.

15.1.2. Koncurypuposanue VLAN

1. Cospganve nnu yoanenue VLAN.
YcraHoBka unu yganeHme nvenn VLAN'a.
MpucoeamHeHne nopta kommyTatopa K VLAN'y.
YcTaHoBKka TMna nopta KOMMmyTaTopa.
HacTponka TpaHKoBOro nopTa.
HacTpownka nopta goctyna.
HacTtpoiika rubpugHoro nopra.
BkntoyeHue/BbikntoveHne npasun obpaboTkn BxogHbIx naketoB VLAN Ha nopTtax.
9, KoHdurypauusa npusatHoro VLAN’a.
10. HacTpowika cBsasen npusatHoro VLAN’a.
11. OnpegeneHune BHyTpeHHero naeHtudgumkatopa VLAN a.
1. CospaHue unu yaanexve VLAN.

e A L

KomaHpa OnucaHue

PexuM rno6anbHOro KOHUrypMpoBaHus

vlan <1-4094> CospaHuel/ypanenne VLAN’a nnn Bxoa B
no vlan <1-4094> pexum VLAN’a
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2. YcrtaHoBka unu yganenue umexnn VLAN’a.

KomaHaa

OnucaHue

VLAN M

ode

name <vlan-name>

YcTtaHoBka unu yaanexdve nmenn VLAN'a

<IFNAME> | port-channel < IFNAME> }

no switchport interface { IFNAME | ethernet <
IFNAME> | port-channel < IFNAME> }

no name
3. [pucoeanHeHne nopta kommyTtaTtopa K VLAN'y.
KomaHpa OnucaHune
VLAN Mode
switchport interface { IFNAME | ethernet  HasHauyeHue nopta kommyTaTtopa VLAN'y

4. YcTaHOBKa TuMna nopTta kommyTaTtopa.

KomaHaa

OnucaHue

Pexxnm KoHcurypupoBaHusa nopta

@ §) QTECH

MWP OOCTYMHEE

switchport mode {trunk | access | hybrid} YcTaHoBKka TekyLiero nopta Kak
TPaHKOBOrO, nopta  goctyna nnu
rmépuaHoro.
5. HacTpoika TpaHKoOBOro nopTa.
KomaHpa OnucaHue
Pexum KoHdUrypmpoBaHusa nopra
switchport trunk allowed vlan {WORD | all | add | YcTtaHoBKa/yaaneHue VLAN’oB,
WORD | except WORD | remove WORD} NMPUNUCaHHbIX K 3ToMy TpaHky. KomaHnga
no switchport trunk allowed vian «NO» BOCCTaHaBNUBAET 3HaYeHuMe o
YMOSYaHMIO0.
switchport trunk native vlan <vlan-id> YcraHoBka/yganeHue PVID ansi
no switchport trunk native vian TPaHKOBOTO nopra.
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6. HacTporika nopta gocrtyna.

KomaHaa

OnucaHue

Pexxnm KoHcurypupoBaHusa noprta

switchport access vlan <vlan-id>
no switchport access vian

[obGaensieT TeKkywun nopT K ykasaHHOMY
VLAN'’y. KomaHga «no» BocCTaHaBnuBaeT
3Ha4YeHne No yMOon4aHuio.

7. Hactporika rubpuagHoro nopta.

KomaHpa

OnucaHue

Pexxnm KoHcurypupoBaHusa nopta

switchport hybrid allowed vian {WORD | all | add
WORD | except WORD | remove WORD} {tag |
untag}

no switchport hybrid allowed vian

YcraHoBka/yaaneHue VLAN’a,
NPUNUCaHHOrO K rMbpugHoMy nopTy C
pexxMMom MeTku unm 6e3 Hee.

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YcraHoBka/yaganenue PVID Ha noprty.

8. BknoueHue/BbIknoveHME npaBun 06paboTkm BxoaHbix naketoB VLAN Ha nopTax.

KomaHaa

OnucaHue

Pexum KoHdUrypmpoBaHusa nopra

vlan ingress enable
no vlan ingress enable

BknroyeHue/BbiknoYeHne
npaeun Ha VLANe.

BXOAALLMX

9. KoHdurypaumsa npmuaTtHoro VLAN’a.
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Komanpa OnucaHue
VLAN mode
private-vlan {primary | isolated | community} KoHdpurypauma Tekywero VLAN'a «kak
o e npuBatHoro. KomaHga «no» ypansiet
P npuBaTtHbl VLAN.
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10. Hacrtpowika csizen npueaTtHoro VLAN’a.
KomaHpaa Onucanue
VLAN mode
private-vlan association <secondary-vlan-list> YcTtaHoBKka/yaaneHve cBsA3en
no private-vlan association npusatHoro VLANa.

15.1.3. Tunu4yHoe npumeHeHne VLAN’a

B cooTtBeTcTBUM C TpebOBaHNSAMN NPUNOXEHUA N 6E30NaCHOCTU CYLLECTBYIOLLYIO JTIOKanbHYO
ceTb Heobxogmmo pasgenutb Ha Tpu VLAN. Tpu VLAN umetoT maeHTudpmkatopbl VLANZ2,
VLAN100 1 VLAN200. 3tv Tpn VLAN oxBaTbiBalOT ABa pasfMyHbIX (DU3MYECKMX MecTa
pasmelleHus: niowaakm A n B.

Ha kaxgowm nnowagke umeeTcs koMmmyTatop, TpeboBaHMsA K CBA3WM Mexay nnowagkamu
yOOBINETBOPAOTCS, €CIN KOMMYTaTOpPbl MOTYT BbINOSTHATL 06MeH Tpadukom VLAN.

O61beKT KoHcurypaumm OnucaHue KoHcurypaumm

VLANZ2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5.
VLAN200 Site A and site B switch port 6-7.
Trunk port Site A and site B switch port 11.

TpaHkoBble NOpPTbl C 06enX CTOPOH MOAKITHYEHDBI K TPAHKOBOMY KaHany Ans nepegaydn Mexay
y3namu Tpaduka VLAN’a. OcTanbHble yCTpoOMCcTBa NogkmntoyeHbl K opyrum noptam VLAN’OB.

B naHHom npumepe nopTbl 1 1 12 cBo60AHbI U MOTYT ObITb UCMOMB30BaHbl 4115 YNPaBAAoLLINX
NOPTOB UMW APYrnX Lenewn.
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PucyHok 30. TunnyHas tononorus npumeHerHns VLAN’a

LWarn koHdurypaumm onncaHsl HUXe:
KommyTtatop A:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
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Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-V0an200)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit
Switch(config)#
KommyTaTop B:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-I1f-Ethernet1/0/11)#exit
15.1.4. Tunu4yHoe npuMeHeHue rmépunaHbLIX NOPTOB
SwitchA
110110
1010 :l
- 1/0/7 1/0/9 | -
o1 SwitchB _,PC;#’
PucyHok 31. TunnyHoe npumeHeHne rubpuagHoro nopTa
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PC1 nogkntoueH kK nHtepdenicy Ethernet 1/0/7 kommyTtatopa B, PC2 nogkntodeH k nHtepdency
Ethernet 1/0/9 kommyTaTopa B. MopT Ethernet 1/0/10 kommyTaTopa A Kk nopty Ethernet 1/0/10
kommyTaTopa B.

TpebyeTcs, utobbl PC1 1 PC2 He BMaenu gpyr gpyra no coobpaxeHusam cekpetHoctn. Ho PC1

n PC2 gomnXHbl UMeTb OO0CTyn K ApyrMMm ceTeBbiM pecypcCaM 4Yepeas W3 KOMMyTaTopa A.

Mbl MOXXEM peanua3oBaTtb 3Ty CXeMy Yepe3 rmépuaHbIA NopT.

Kombmrypau,vm 0O0BEKTOB Kak ONMUCaHO HUXE:

MopT Twun PVID | lMponyckaemble VLAN’bI

Port 1/0/10 of Switch A Access 10 Mponyckaet naketbl VLAN’a 10 ©e3
METOK.

Port 1/0/10 of Switch B Hybrid 10 MNponyckaeTt naketol VLAN'oB 7,9, 10
6e3 MeToK.

Port 1/0/7 of Switch B Hybrid 7 MponyckaeT nakeTtbl VLAN'0oB 7, 10 6e3
MeTOK

Port 1/0/9 of Switch B Hybrid 9 MponyckaeT naketol VLAN'oB 9, 10 6e3
METOK.

LWarn KOHd.)I/IpraLI,VIM OnncaHbl HNXe:

KommyTaTop A:

Switch(config)#vlan 10
Switch(Config-Vlan10)#switchport interface ethernet 1/0/10

KommyTatop B:

Switch(config)#vlan 7;9;10

Switch(config)#interface ethernet 1/0/7
Switch(Config-If-Ethernet1/0/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-1f-Ethernet1/0/7)#exit

Switch(Config)#interface Ethernet 1/0/9
Switch(Config-1f-Ethernet1/0/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/9)#switchport hybrid native vlan 9
Switch(Config-If-Ethernet1/0/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-1f-Ethernet1/0/9)#exit

Switch(Config)#interface Ethernet 1/0/10
Switch(Config-1f-Ethernet1/0/10)#switchport mode hybrid
Switch(Config-1f-Ethernet1/0/10)#switchport hybrid native vlan 10

Switch(Config-If-Ethernet1/0/10)#switchport hybrid allowed vlan 7;9;10 untag
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Switch(Config-If-Ethernet1/0/10)#exit
15.2. KoHdurypupoBaHue TyHHena Dot1Q

15.2.1. O6wue cBegeHus o TyHHenax Dotlq

TyHHenb Dotlg, Takke HasbiBaembin QinQ (802.1g-in-802.1q), sBNsieTCA pacluMpeHnem
npotokona 802.1q. OcHoBHas uaes 3aknivaeTca B yrnakoBke MeTkM knueHTckoro VLAN’a
(CVLAN tag) B meTky VLAN’a cepsuc-nposarngepa (SPVLAN tag). NakeT ¢ gBymsi MeTkamu
VLAN’a nepepaetca 4epe3 MaructpanbHyl CeTb WHTEpHEeT-npoBavgepa, Takmm obpasom
obecne4vnBas NPOCTON TyHHENb BTOPOro YPOBHS AN Nonb3oBaTens. 3To NPOCTo M Nerko ans
ynpaBfeHns, MNPUMEHUMO TONIbKO Ha CTAaTUYECKMX KOHUrypauusix U  crneumanbHO
aganTupoBaHO AN HeOOMbLMX OUCHBIX UM METPO-CETEN, UCMOMb3YHLWMX KOMMYTaTOPbI
TPeTbero ypoBHs Kak MarmctpanbHoe o6opyaoBaHue.

Kak nokasaHo Bbllle, Nocrie BKITHOYEHUS Ha KITMEHTCKOM MNopTy, TyHHenb Dotlq npucBanBaeT
KakgoMy nonb3oBatento ugeHtudpukatop SPVLAN (SPVID). 3pgeck  umaeHTudumkatop
nonb3oBatens — 3. Takon xe SPVID MoxeT ObiTb NPUCBOEH TakUM e Monb3oBaTensam Ha
apyrmx PE. Korga naket npuxogut ¢ CE1 Ha PE1, oH HeceT meTtkm VLANo 200-300
BHYTPEHHEN ceTu nonb3oBaTtens. Korga TyHHenb Dotlq BKSOYEH, KIIMEHTCKUM nopT Ha PE1
pobaenseT B nakeT gononHutenbHble MmeTkn VLAN'OB, y KOTOPbIX MAEHTUHMKATOPOM ABMseTCA
Has3HadeHHbIn nonb3oBatento SPVID. lMoTom nakeT Gyaet HanpasneH Tonbko B VLANS,
KOTOpbIA yXoOUT B CeTb WHTEpHeT-npoBangepa, n Oyger Hectn gse MeTkm VLANoB
(BHYTpeHHsIn meTka nobasneHa, korga nakeT npuwen Ha PE1, un gpyras sisBnsietca SPVID), B T0
Bpems Kak uMHpopmauma o knmeHTcknx VLAN oTkpbiTa ons nposangepa cetu. Korga naket
pocturHeT PE2 n nepen otnpaBkon Ha CE2 ¢ knneHTCcKoro noprta Ha PE2, BHeWHss meTKa
VLAN’a ygansieTca n nakeT, npuweawwmin Ha CE2, ctaHOBUTCSI MOMHOCTBIO MOEHTUYEH NaKeTy,
otnpasneHHomy c¢ CE1. [na nonb3oBatend ponb onepatopa cetu mexagy PE1 u PE2
3akntoyaeTcsa B obecrneyeHmmn KaHana BTOPOro YpoBHS.

CeTb npoBangepa

Knuent A Knuent A

PucyHok 32. MexceTeBoe B3aMmoaencTeme Ha ocHose Dotlg-TyHHens

TexHonorns TyHHena Dotlg nos3BonsieT cepBuC-NpoBangepy nogaepKmBaTtb MHOXECTBO
knueHtckux VLAN’oB ¢ nomowibto ogHoro csoero VLAN’a. [NpoBangep v KAWEHT MOTyT
KoHpurypuposaTtb csou VLAN'bI HE3aBMCUMO ApYr OT Apyra.

TexHonorns TyHHensa Dotlq nmeeT cneayowme xapakTepucTuKu:

e [lpymMeHMma 4epe3 MpPOCTyl0 CTaTUYECKYID KOHUIypauuto, HE HYXHbl CINoXHas
KOH(Urypaums 1 MaHUnynsiLuu.

e Onepatop npuceBamBaet oavH SPVID kaxgomy nonb3oBaTtento, 4YTo yBenuumBaeT
KONMMYEeCTBO OAHOBPEMEHHO MNOAAEPXKMBAEMbIX MOMb3oBaTenen; B TO Xe BpPeMs
nonb3oBaTeny UMEeKT NOMHY cBoboay npu Beibope 1 ynpaBneHnn naeHTUgukaTopoB
VLAN (nonb3oBaTtenb BbiOMpaeT M3 guanasoHa ot 1 o 4096).
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e KrnneHTCcKas ceTb MNOMHOCTLIO He3aBucuma. Korga cepsuc-npoBangep MoaepHuMsnpyeT
CBOIO CETb, KITMEHTCKNE CETU HE TPeOYIOT N3MEHEHNSA KOHpUrypaumn.

15.2.2. KoHcurypupoBaHue TyHHens Dot1q

1. KoHdwurypuposaHue doyHKUuunM TyHHens Dotlq Ha nopTy.
2. KoHdurypuposaHue Tuna npoTtokona (TPID) Ha nopTy.

1. KoHdwurypuposaHune doyHKUuun TyHHens Dotlq Ha noprty.

KomaHpa OnucaHune

Pexum KoHduUrypmpoBaHus nopra

dotlg-tunnel enable Bxoa/Bbixog n3 pexuma TyHHens dot1g-Ha

no dotlg-tunnel enable nopty

2. KoHdurypmposaHue Tuna npoTtokona (TPID) Ha nopTy.

KomaHaa OnucaHue

Pexum KoHduUrypmpoBaHus nopra

dotlg-tunnel tpid KoHdurypnpoBaHume Tuna npoTokora Ha
{Ox8100|0x9100|0x9200|<1-65535>} MarncrTpasnbHOM nopry.

15.2.3. Tunu4yHoe npumeHeHue TyHHena Dot1q
CueHapui:

MorpaHnyHble y3nel PE1 u PE2 wHTepHeT-npoBangepa nepecbinawT gaHHole VLAN'oB
200-300. Mexxgy CE1 n CE2 knueHtckon cetn vepe3 VLANS. Mopt PE1 noakntoveH k CE1L,
nopt 10 nogkntodeH k nybnmyHon cetn, TPID nogkntovyeHHoro obopynosaHms — 9100; MNopT 1
PE2 nogkntoyeH k CE2, nopT 10 nogkntoveH K nybnuyHon ceTu.

O6bekT OnucaHue KOHdUrypaumm
KOHduUrypaumm

VLAN3 MopT 1/0/1 y3nos PE1 n PE2.
dotlg-tunnel MopT 1/0/1 y3nos PE1 n PE2.
tpid 9100
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lNpouenypa KoHpUrypauum onmcaHa Hmxe:

PE1:

PEZ2:

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1q-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit

Switch(Config)#

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1q-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit

Switch(Config)#

15.2.4. YcTpaHeHMe HeucnpaBHocTen TyHHens Dotlq

BknioueHne TyHHenss Dot1q Ha TpaHkOBOM MOPTYy AenaeT MeTKy nakeTa OaHHbIX
Hemnpeackasyemomn, YTo He MOAXOoAUT NpUnoXeHusiM. [o3ToMy He pekomeHayeTcs
ncnonb3oBatb TyHHenb Dot1g Ha TpaHkoBOM MoOpPTY.

Wcnonb3oBaHne TyHHensa coBmecTHO ¢ STP/MSTP He nogaepxumBaeTcs.
Wcnonb3oBaHne TyHHensa coemecTtHo ¢ PVLAN He nogaepxusaeTcs.

15.3. KoHdurypupoBaHue Selective QinQ

15.3.1. Oowue cBegeHu o Selective QinQ

Selective QinQ pacwupeHne gyHkumMmM TyHHenupoBaHus Dotlg. OH TervpyeT nakeTbl (OHM
nosny4arocst Mo OAHOMY MOPTY) C Pa3fMyHbIMK BHeLWHUMKU Terammn VLAN Ha OCHOBE pasninyHbIX
BHYTPEHHUX TEeroB B COOTBETCTBUM C TpeboBaHMAMM nonb3oBaTens, MNO3TOMYy nakeThbl
PasnMyHOro TMna OTHOCATCA K pa3nuyHbiM VLAN Ha OCHOBE pasnuyHbIX NyTen nepegayv.
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15.3.2. KoHdurypauusna Selective QinQ

1. Hactpoiika rno6anbHO UK Ha NopTax CBS3WN BHYTPEHHETO M BHELLHEro TErMpoBaHUsS.

2. Hactpotiika selective QinQ Ha nopTe.

1. Hactpoiika rno6anbHO Unn Ha NopTax CBS3WN BHYTPEHHETO M BHELLHEro TErMpoBaHUsS.

KomaHpa

OnucaHue

Pexum rnobanbHOro KOHUrypmMpoBaHma unm KoHUrypupoBaHus nopra

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c-
vid-list>

no dotlg-tunnel selective s-vlan <s-vid> c-vlan
<c-vid-list>

BkntovyeHune/oTkntoveHne rnodanbHO Unu
Ha nopTax CBsI3W BHYTPEHHETO U BHELLHErO
TermpoBaHus ans selective QinQ.

2. Hactporika selective QinQ Ha nopTe.

KomaHaa

OnucaHue

Pexxnm KoHcurypupoBaHusa nopta

dotlg-tunnel selective enable
no dotlg-tunnel selective enable

BkntoueHune/oTkntoveHue selective QinQ Ha
nopre.

15.3.3. TunuyHoe npumeHeHue Selective QinQ

7~

SwitchB

( VLAN 201-300

VLAN 100-200
\ ::;';‘e'.»'*m:r—.éze.\
S
VLAN 1000;2000
SwitchA
VLAN 100-200 N/ VLAN201-300

T

\
\

/

PucyHok 33. MpumeHeHune Selective QinQ
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1. Ethernet1/0/1 kommyTaTopa A npegocTaBnseT JOCTYN K ceTu obLLero nofib3oBaHus
Ansa nonb3osatenen PC u Ethernet1/0/2 kommyTtaTopa A npegoctaBnsaeTt 4OCTyn K
ceTn obLiero nonb3oBaHMsa Ang nonb3osatenen ¢ IP-tenedoHom, nons3osaTtenu PC
npuHagnexat k VLAN 100-VLAN 200, n nonb3oBatenu ¢ TenedoHamu IP
npuHagnexat K VLAN 201-VLAN 300. Ethernet 1/0/9 kommyTaTopa A coenHeHa ¢
CeTblo 06OLLEero Nonb3oBaHUS.

2. Ethernet1/0/1 n Ethernet1/0/2 kommyTaTOpa B npegoctaBndaeT ceTeBon AOCTYN ANs
nonb3oBaenen PC, npuHagnexawmx VLAN 100- VLAN 200 n nonb3oBaTenemn c
IP-tenedoHamu, npuHagnexawmx VLAN 201-VLAN 300 cooTeeTcTBEHHO. Ethernet
1/0/9 coeamHeHa ¢ ceTbio 00OLLEro nonb3oBaHUS.

3. Cetb obLiero nonb3oBaHus paspellaeT nepecbinatb naketsl B VLAN 1000 n VLAN
2000.

4. BkntodeH selective QinQ Ha nopTtax Ethernet1/0/1 n Ethernet1/0/2 Ha kommyTaTOpax
A n B cootBeTcTtBeHHO. NakeTbl VLAN 100- VLAN 200 otmeyeHbl Terom VLAN 1000
kak Bbixopadawun ter VLAN Ha Ethernet1/0/1, n naketbl VLAN 201- VLAN 300
oTtmeyeHbl Terom VLAN 2000 kak Bbixogawmn Ter VLAN Ha Ethernetl1/0/2.

KoHdurypmposaHue:
# Cosganne VLAN 1000 1 VLAN 2000 Ha SwitchA.
switch(config)#vlan 1000;2000

# Hacpovika Ethernet1/0/1 kak rmbpmaHoro nopTta M Hactpouka yaanexwus tera VLAN npu
nepecsbinke naketos B VLAN 1000.

switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag

# HacTpownka npasun otobpaxeHusa ans selective QinQ Ha Ehernet1/0/1 ana nomewenns Tera
VLAN 1000 kak Bbixogsawero Tera VLAN B nakeTbl ¢ Teramm VLAN 100-VLAN 200.

switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 c- vlan 100-200
# BkntoueHune selective QinQ Ha Ethernet1/0/1.
switch(config-if-ethernet1/0/1)#dot1g-tunnel selective enable

# Hacrtporika Ethernet 1/0/2 kak rmubpmuaHoro nopta un HacTtpowka yganenusa Tera VLAN npu
nepecbinke naketos B VLAN 2000.

switch(config-if-ethernet1/0/2)#switchport mode hybrid
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag

# Hactpowka npaBun otobpaxeHus ana selective QinQ Ha Ehernet1/0/2 ona nomewenns Tera
VLAN 2000 kak Bbixogsuiero tera VLAN B nakeTbl ¢ Teramm VLAN 201- VLAN 300.

switch(config-if-ethernet1/0/2)#dot1q-tunnel selective s-vlan 2000 c- vlan 201-300
# BkntoueHune selective QinQ Ha Ethernet 1/0/2.
switch(config-if-ethernet1/0/2)#dot1g-tunnel selective enable

# Hactpowka nopta Ethernet 1/0/9 kak rubpugHoro nopta u HacTpownka coxpaHeHust Tera VLAN
npu nepecobinke naketos 8 VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/0/2)#interface ethernet 1/0/9
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

Mocne npoBegeHua KoHdurypaumm, naketsl VLAN 100 - VLAN 200 ot Ethernetl/0/1
aBToMaTuyeckn otmevatrotcs Terom ¢ VLAN 1000 kak Bbixoadwmm terom VLAN, u nakeTol VLAN
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201 - VLAN 300 ot Ethernet1/0/2 aBTomatuyeckm otmedatoTca Terom ¢ VLAN 2000 kak
BbixogdaLwwmm Terom VLAN Ha SwitchA.

HacTponkn Ha Switch B aHanornyHbl HacTponkam Ha Switch A, koHdUrypauma crnegyoLlas:
switch(config)#vlan 1000;2000
switch(config)#interface ethernet 1/0/1
switch(config-if-ethernet1/0/1)#switchport mode hybrid
switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/0/1)#dot1g-tunnel selective s-vlan 1000 cvlan 100-200
switch(config-if-ethernet1/0/1)#dot1g-tunnel selective enable
switch(config-if-ethernet1/0/1)#interface ethernet 1/0/2
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag
switch(config-if-ethernet1/0/2)#dot1g-tunnel selective s-vlan 2000 cvlan 201-300
switch(config-if-ethernet1/0/2)#dotlg-tunnel selective enable
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

15.3.4. YcTpaHeHue HeucnpaBHocTen Selective QinQ
e OyHkumm Selective QinQ wn Dotlg-tunnel He wMoryT OblITb OQHOBPEMEHHO
HaCTPOEeHbI Ha nopTe.

e Tonbko cBA3b rMobanbHOro oTobpakeHus unM CBA3b OTOOpakeHWs nopTta MOXHO
HacTpouTb ans selective QinQ. Hactponka TpaHcnauun VLAN'oB.

15.4. Hactpouka TpaHcnsuum VLAN’oB

15.4.1. O6wue cBeaeHusn o TpaHcnauum VLAN’ oB

TpaHcnaums VLAN'0B, Kak crnegyeTt U3 Ha3BaHus, TpPaHCNnpyeT OpUrnHanbHbli MAEHTUUKATOP
VLAN’a B HOBbIi B COOTBETCTBMM C TpeboBaHMsIMI Monb3oBaTens unn angd oomeHa gaHHbIMA
mMexay pasnuyHbiMM VLAN amu. TpaHcnsaums MoXeT NPUMEHATBCH KakK Ons BXOASALEN, Tak u
NcxXoasiLen MHdopmaumn. [aHHoe obopynoBaHve nogaepxmsaeT N3MEHEeHne
noeHTudukatopa VLAN’a TonbKo Ha BXoge.

MpumeHeHne n koHpurypuposaHue TpaHcnaumm VLAN 0B nogpobHo obbsicHAeTCA nanee.

15.4.2. KoHcurypupoaHue tpaHcnauum VLAN’a

1. KoHdwurypuposaHue cyHkuumn TpaHcnaumm VLAN’a Ha nopTy.
2. KoHdwurypuposaHue cootseTcTBMM TpaHensauum VLAN’a Ha nopTy.
3. lMNpocmoTp KoHurypauumn cootTeeTcTBMI TpaHcnaumm VLAN'a.
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1. KoHdurypmpoBaHue pyHkumumn TpaHcnsaumm VLAN’a Ha noprTy.

KomaHaa OnucaHue

Pexxnm KoHcurypupoBaHusa noprta

vlan-translation enable BkntoyaeT unu Beikno4vaeT pexum TpaHensaumm VLAN
no vlan-translation enable

2.  KoHdurypmupoBaHue cooTBeTcTBMIiA TpaHecnsauum VLAN'a Ha nopTy.

KomaHpa OnucaHune

Pexum KoHduUrypmpoBaHus nopra

vlan-translation <source-vlan-id> to | [lo6aBneHue/yganeHme COOTBETCTBMIA TpaHCASAUUN
<out--vlan-id> in VLAN’oB.

no vlan-translation old-vlan-id in

3. [lpocmoTp koHdUrypauum cootseTcTBUN TpaHensumm VLAN a.

KomaHpa OnucaHune

Pexunm agmMmHucTpaTopa

show vlan-translation MpocMoOTp  CKOH(UIypupoBaHHbLIX  COOTBETCTBUN
TpaHcnsaumm VLAN oB

15.4.3. TunoBoe npumeHeHue TpaHcnsauum VLAN’oB
Cuenapun:

MorpaHnyHble y3nel PE1 1 PE2 uHTepHeT-npoBangepa nogaepxusatoT VLAN gadHbix 20
mexay CE1 n CE2 u3 knueHtckon cetu, Yyepes VLAN 3. MNMopt 1/0/1 PE1 MogkntodeH k CE1,
nopt 1/0/10 nogkntoyeH k nybnunyHon cetun, nopt 1/0/1 PE2 nogkntoveH k CE2, nopt 1/0/10
NOAKMOYEH K NyGrMYHOM ceTu.

Cetb npoBangepa

Knuent A Knuent A

PucyHok 34. Tononorusa cetu ¢ TpaHcnaumen VLAN o
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O61bekT KoHdurypaumm OnucaHue KOHUrypaumm

VLAN-translation MopT 1/0/1 yanoe PE1 n PE2.

Trunk port MopTsbl 1/0/1 n 1/0/10 y3nos PE1 n PE2.

Mpoueaypa KOHUIYPUPOBaHUA yKasaHa HUXKeE:

PE1, PE2:
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation enable
switch(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/0/1)# exit
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)#exit
switch(Config)#

15.4.4. YcTpaHeHue HeucnpaBHocTen TpaHcnsaumm VLAN o

O6bI4HO TpaHcnsaums VLAN npyMeHsieTcs Ha TPaHKOBLIX MOPTaXx.

Mpuoputetol Mexgy TpaHcnsaumen VLANoB u  Bxogdwen cdunetpaunen VLANoB
pacnpegenstoTca Tak: TpaHcnauusa VLAN'0oB Bhille Bxogsiien dunstpaumm VLAN 0B.

15.5. Kondurypaumsa Multi-to-One VLAN-TpaHcnauum

15.5.1. BBepeHue B Multi-to-One VLAN-TpaHcnsauuio

TpaHcnsauma Multi-to-One VLAN — 310 TpaHcnsauma ucxogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBUN C TpeboBaHMsIMK Nonb3oBaTenen Ha Bocxoaswmn Tpadpdpuk n BosspalleHme
ncxogHoro VLAN ID Ha Hucxogawmm Tpadduk.

MpumeHeHne n koHurypaums Multi-to-One VLAN-nepegaydm 6yayt nogpobHO onucaHbl B 3TOM
pasgene.
15.5.2. HacTtpownka nepegaum Multi-to-One VLAN

1. Hactpowka Multi-to-One VLAN-nepegayu Ha nopte.
2. TMpocmoTp HacTpoek n Multi-to-One VLAN-nepegau.
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1. Hactpowka Multi-to-One VLAN-nepegaym Ha nopte.

KomaHaa OnucaHue

Pexxnm KoHcurypupoBaHusa noprta

vlan-translation n-to-1 <WORD> to <new- | BkntoueHune/oTknioudeHne TpaHcnsumm Multi-to-
vlan-id> One VLAN

no vlan-translation n-to-1 <WORD>

2. TpocmoTp HacTpoek Multi-to-One VLAN-nepegaum.

KomaHaa OnucaHue

Pexxnm agMuHucTpaTtopa

show vlan-translation n-to-1 lMokasbiBaeT CBsI3aHHblE HACTPOWKM  TpaHCNAUUK
Multi-to-One VLAN

15.5.3. Tunun4yHoe npumeHeHune TpaHcnsaumn Multi-to-One VLAN
Cuenapun:

Monb3oBatenn 1, 2 n 3 npuHaganexat VLAN 1, 2 n 3 cootBeTCcTBEHHO. Bxoasawmm Tpaddmk
AaHHbIX, nonb3oBartenen 1, 2 n 3 6yaet nepeseaeH B VLAN100 Ha uHTepdpence Ethernet1/0/1
CO CTOpPOHbI SwitchA. Takum xxe obpasom byaeTt nepegaH TpaddmK aHHbIX Nonb3oBaTenen 3,
4n5.

AneMeHT KoHdurypaumm OnucanHune
VLAN SwitchA, SwitchB
Trunk Port Hucxoasawwmin nopt 1/0/1 n Bocxoaswmin nopt 1/0/5 Ha

SwitchA n SwitchB

Multi-to-One VLAN-TpaHcnauus Hucxoasawwmin nopt 1/0/1 Ha SwitchA n SwitchB

Mpouenypa HacCTpPoOnKu:

Switchl, Switch2:
switch(Config)# vlan 1-3;100
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation n-to-11-3 to 100
switch(Config)#interface ethernet 1/0/5
switch(Config-Ethernet1/0/5)#switchport mode trunk
switch(Config-Ethernet1/0/5)#exit
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SwitchA SwitchB

- VLAN2 -

~~~~~~~~~~~~

PucyHok 35. TunuyHoe npumeHeHune TpaHcnsaumm VLAN

15.5.4. YcTpaHeHue HeucnpaBHocTen Multi-to-One VLAN-TpaHcnsauum

e Henb3sa ogHoBpeMeHHO ncnons3oBatb ¢ Dot1g-tunnel.
e Henb3sa ogHoBpemeHHO ncnonws3doatb ¢ VLAN-translation.
o MAC-agpeM He OOMKEeH CyLLLEeCTBOBATbL B OPUrMHANbHOM U TpaHcrpoBaHHoM VLAN.

° Y6eaoutecb, 4TO aﬂﬂapaTHbIVI 4yn MOXeT nogaepXxumsatb HOpPMalribHYHO pa60Ty
KIMNEHTOB.

o [lpeBbiweHne npegena obydeHna MAC-agpecam moxeT noenmsaTb Ha Multi-to-One
VLAN-TpaHcnaumio

e  Multi-to-One VLAN-TpaHcnaums gomkHa 6biTb BKoyeHa nocne MAC-obyyeHus.
15.6. KondourypuposaHme aguHammyeckux VLAN

15.6.1. O6bwue cBepgeHUs

AvHamnyecknm VLAN HasbiBaeTcs Tak B npoTuBoBec ctatudeckomy VLAN'y (HasbiBaemomy
noptom, npunucanHbiM K VLAN'’y). OuHammnyeckun VLAN, nogaepxmBaemMbli KOMMYTaToOpOM,
BktovyaeT B cebda VLAN Ha MAC-agpecax, VLAN-nogcetem wn npoTokonbHbii VLAN.
Mogpo6Hoe onucaHue ganee:

VLAN, 6asupytowmiica Ha MAC-agpecax npeacraBndetr cobon TEXHOMOrmo, Korga Kaxabin
XOCT ¢ onpegeneHHbiMm MAC-agpecom cooTBeTcTBYeT onpeaeneHHomy VLAN'’y. 3To no3sonser
Nnonb30BaTeso CeTU COXpaHUTb cBoe YneHcTBo B VLANe npu nepemeLLeHnm n3 ogHoro mecra
B Apyroe. Kak Mbl BuAUM, rfaBHOE MNPEeUMyLLECTBO 3TOr0 MeToga B TOM, 4YTO HeT
HeobxoaumocTn nepekoHpurypuposaTb VLAN, korga nonb3oBaTenb MEHSIET CBOe
MEeCTOpacnofioXeHne, a UMEHHO NepeknioYaeTcsa C O4HOro KOMMyTaTopa Ha gpyron. 910
cnegcrteme Toro, 4Yto VLAN ©Gasupyetca Ha MAC-agpece nonb3oBaTtend, a He Ha MNopTy
KoMmyTartopa.

VLAN, 6asupytowminca Ha IP-nogceTax npeacrasnaet cobon TtexHonoruto, rae metka VLAN
Ha3Ha4aeTcsa B COOTBETCTBUM C IP-agpecom ncTovHmka n ero mackon nogceTu. MNMpenmyLectso
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39TOro MeToda TO e, YTO W y npedblayliero, Mnonb3oBaTento He TpebyeTcs M3MEeHsiTb
KOH(Urypaumto Npu N3MEHEHUN MECTOHaXOXOEHUS.

MeTog VLAN'a Ha 6a3e NMpOTOKOSIOB CETEBOr0 YPOBHSI Ha3HayaeT pasnUyHbiM MPOTOKOMaM
pasnuyHble Homepa VLAN'0oB. OTO O4eHb ygoGHO AnNd Tex CeTEBbIX agMMHUCTPATOpPOB,
KOTOpble XOTAT ynopsigoyMBaTb nofib3oBaTenen no npurnoxeHnam u cepsucam. bonee Toro,
nonb3oBaTtenu Moryt cBoBOAHO nepemeLlaTbcs No ceTw, 3aperncTpupoBaBLUUCL B HEW OAMH
pas. [NpeumyLlecTBOM AaHHOrO MeTo[da He SBMSeTCH TO, YTO OH NO3BONSAET Nosib3oBaTensdm
MEHATb CBOe MecTononoxeHue 6e3 nameHeHus koHdpurypaumm VLANoB, a 10, 4tO0 VLAN'bI
pasnuyatTcsa No TMMY NPOTOKOMOB — OYEHb BaXKHO A5 CETEBOro agMuHucTpaTopa. K tomy xe,
AaHHbIN MeToq He TpebyeT gobaBneHunss mMeTkn dpenma ansa ngeHtudpukaumm VLAN’a, yTo
CHWXaeT obLwmn Tpaduk B CETH.

3ameuaHue: MopTbl, KOTOpble HEOOXOAMMO NpunUcath K AMHammuyecknm VLAN OOmKHbI ObiTh
CKOHMOUIYpUpOBaHbl Kak rmépuaHblie.

15.6.2. KoHtpurypuposaHme auHammyeckux VLAN

1. KoHdurypupoaHue pyHkuun VLAN a no MAC-agpecam Ha nopTy.

2. Hactponka VLAN kak MAC VLAN.

3. KoHdurypupoBaHue cootBeTcTBust mexagy MAC-agpecamu n VLAN amu.
4. KoHcurypupoBaHne cooTBETCTBUS Mexay npoTtokonamu n VLAN amu.

1. KoHdurypupoBanue pyHkunn VLAN a no MAC-agpecam Ha nopTy.

KomaHpa OnucaHune

Pexxnm KoHcurypupoBaHusa nopta

switchport mac-vlan enable BkntoueHue/BbikntoveHne pyHkumm VLAN a

no switchport mac-vlan enable no MAC-apapecam Ha nopty

2. Hactporika VLAN kak MAC VLAN.

KomaHpa OnucaHue

PexuMm rno6anbHOro KOHUrypmMpoBaHus

mac-vlan vlan <vlan-id> KoHdurypaums onpegenenHHoro VLANa
kak MAC VLAN; komaHga «no mac-viany
yaanaet Hactponkn MAC VLANa Ha
naHHom VLANe.

no mac-vlan
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3. KoHdurypupoBaHue cootBeTcTBust mexgy MAC-agpecamu n VLAN amu.

KomaHaa

OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

no protocol-vlan [all | mode] {etype <etype-id>
vlan <vlan-id>|all}

mac-vlan mac <mac-addrss> vlan <vlan-id> | [lobaBneHvne/yaaneHue COOTBETCTBUM

<mac mask> priority <priority value> mexgy MAC-agpecamn n VLANamn, a

no mac-vlan {mac <mac-addrss>|all} MMEHHO - 3anmchb/ncKIioeHne
onpeneneHHoro MAC-agpeca u3
onpegeneHHoro VLAN’a

4. KoHcpurypupoBaHne cooTBeTCTBUA Mexay npoTtokonamu u VLAN amu.
KomaHpa OnucaHwue
Pexxum rmob6anbHOro KOHUrypmpoBaHums

protocol-vlan mode [ethernetll {etype <etype- [obaBneHune/yganeHue COOTBETCTBUMN

id>} | llc { dsap <dsap ID> ssap <ssap ID>} || mexgy npoTtokonamm u VLANamu, a

snap {etype <etype-id>}] vlan <vlan-id> NMEHHO - BXOXOEHWe/CKIToYeHne
onpegeneHHoro npoTokona B/n3

onpeaeneHHoro VLAN’a.

15.6.3. TunoBoe npumeHeHue auHammyeckoro VLAN’a

CueHapui:

B oducHon cetn otaen A npuHagnexmt kK VLAN100. Heckornbko COTPYAHMKOB OoTAerna 4yacto
BbIHYXXAEHbI NepemMeLLaTbcs BHyTPU omcHom cetn. Tak xe Tpebyetca obecneumBaTb SOCTYN
apyrmx cotpyaHukoB otgena Kk VLAN100. Jonyctum, 4To oguMH 13 coTpyaHukoB — User M.
MAC-agpec ero komnbtoTepa — 08-c6-b3-11-22-33, korga M nepekntoyaeTcs B, OANH U3 NOPTOB
kommyTatopa A, B unu C, nHtepdeinc asTomaTnyeckm KOHUrypmupyeTca Kak rmbpuaHbin u
nogknoyaetca K VLAN100 B pexume «b6e3 metok». B atom cnyyae gaHHble VLAN100 6yayT
nepegaBaTbCs Ha MopT, K KOTopomy noakntodeH M, n obecneumsatb TpeboBaHMA CBA3HOCTU B

VLAN100.

O6bekT
KOHduUrypaumm

OnucaHue KoOHdUrypaumm

MAC-based VLAN

O6wasa koHgurypaumsa kommyTtatopos A, B, C.

Mpumep KoHpurypauuu:
Switch A, Switch B, Switch C:

switch(Config)#mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority 0

switch(Config)#exit
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SwitchA SwitchB SwitchC

| | e
= Otpen A

5 \ e

08-c6-b8-11-22-33
oo | NN | U | L
Otpen B T e : 5

PucyHok 36. Tunosas Tononorunst npuMmeHeHuns anHamudeckoro VLAN’a

15.6.4. YcTpaHeHue HeucnpaBHocTen auHamuyeckoro VLAN’a

Ha kommyTaTopax cO CKOHUIypupoBaHHbIM AuvHamudeckum VLANoM, Korda K HUM
NMOOKIIIOYEHO HECKONbKO YCTPOWCTB (Hampumep, ABa KOMMbiOTepa), ObiBaeT, 4YTO nepBas
nonbITKa COEANHEHUSA MEXAY HUMWN He nony4vaeTcs. PeweHne B 4aHHOM crnyyae Takoe — Hago
AaTb BO3MOXHOCTb 0OOOMM YCTpPOMCTBaAM YCMELIHO MNocnaTb Kakue-nmbo nakeTbl B CETb
(Hanpumep, ICMP, koMaHgoM ping), 3TO NO3BONUT KOMMYyTaTopy 3anomMHuTb ux MAC-agpeca, un
TOrga oHW cMoryT cBo6OAHO CBA3bIBaTbCA Yepes3 anHammyeckni VLAN.

MpuoputeTbl guHammnyeckoro VLAN’a n BxogHoro counbTtpa VLAN'0B ans o6paboTkm nakeTtoB
cnegyowme: npuoputeT guHamudeckoro VLAN’a Bbllwe, 4em y Bxoadawero punbTpa.

15.7. KoHdurypuposaHme GVRP
15.7.1. O6wan nHdopmaumsa o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonesyetcsa ana guHamMn4eckoro
pacnpeaeneHns, pacnpoCTpaHeHus W peructpauumn aTpubyToB MHopMauum mexay
KOMMYyTaToOpaMu1-y4acTHUKaMM B CETU KOMMYyTaLMK.

ATpnbyTom moxeT 6biTb MHdpopmauunsa VLAN, rpynnoson MAC-agpec n Tak ganee. O4eBmaHo,
yTo npoTokonn GARP MOXeT TpaHCnopTMPOBaTb MHOXECTBO aTpubyTOB Ha KOMMyTaTop, Ha
KOTOpbIN MX Heobxoammo nepepatb (populate). Ha ocHoBe GARP onpegeneHbl pasnuyHble
npunoxeHus (HasbiBaemble npunoxeHunammn-obbektamm GARP), ogHMM M3 HUX SABnsieTcs
GVRP.

Mpotokon GVRP (GARP VLAN Registration Protocol) — aTo npunoxeHue, ncrosnbayoLlee Ans
pabotbl MexaHu3am GARP. OHO oTBevaeT 3a obcnyxuBaHve MHGoOpMaumMM AUHaAMUYECKON
pernctpaumm VLAN 1 nepegady permctpaumoHHOW MHAOPMaUUU Ha pyrve KOMMyTaTopbl.
KommyTtatopsbl, nogaepxusarwowme GVRP, MoryT npuHuMaTb WUHGOpMaLMIO OUHAMUYECKOMN
pernctpaumm VLAN OT ApyrMx KOMMYTaToOpoB M OOHOBMNATH fOKanbHyH WH(OpMauumio
pernctpaumm VLAN B COOTBETCTBUM C NPUHSITOMN.
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KommyTaTtop, Ha KOTOpoM BKIoYeH npoTokon GVRP MoxeT nepegaBaTb CBOK COOCTBEHHYHO
nHopmaumio peructpaumm VLAN Ha gpyrne kommytatopsl. MNpuHaTas nHgpopmaums cogepxuT
NOKarbHYyl CTaTUYecKyto MHAPOPMaLMIO, 3alaHHYI0 BPYYHYIO U ANHAMWYECKY0 MHOpMaLMIo,
NoMy4YeHHyo 0ByyeHnem oT Apyrmx KOMMyTaTopoB. [1oaTomy, 3a cyeT nepegayn nHdopmMalmm
pernctpaumm VLAN, coctoaTensHasa nHgopmaumsa VLAN moxeT 6biTb pacnpocTpaHeHa Ha Bce
KOMMYyTaTopbl ¢ BKMoYeHHbIM GVRP.

VLAN 100-1000 VLAN 100-1000

SwitchG

SwitchA

SwitchB

SwitchE

PucyHok 37. TunnyHas cxema npumMeHeHns

KommyTtatopbl A n G He coeavHeHbl Mexay cobor Ha cetu BToporo yposHs; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYTaTOpbl, MoAaKMo4YeHHble kK A M G. Ha kommytatopax A un G
ckoHdurypuposanm VLAN100-1000 spy4Hyto, Torga kak Ha B, C, D, E, F nx HeT. Koraa GVRP
BbIKMNtoYeH, A 1 G He MOTYT HU C KEM COeMHUTBLCHA, MOCKOISTbKY MPOMEXYTOYHbIE Y3I1bl HE UMET
cootBeTcTBYOWMX VLAN' 0B. OgHako nocrne BknoyeHns GVRP Ha Bcex yanax, ero MexaHusm
nepegadn atpubytoB VLAN no3BonsieT npoMexXyTodHbIM y3nam pernctpupoBatb VLAN'bI
AanHamnyeckn, n VLAN B VLAN100-1000 y3noB A n G MOryT COeauHATLCSA C NobbIM ApyruMm.
Bce VLAN’bI, AMHaMU4eCKN 3aperncTpuMpoBaHHbleE Ha MNPOMEXYTOUYHbIX y3nax, oyayT
pasperncTpupoBaHbl, korga Ha ysnax A u G BpydyHyto yganatcs VLAN100-1000. Takum
obpasom oamHakoBble VLAN’bl ABYX HECOCEAHMX Y3r0B MOryT COEeAMHATBCS MOCPEACTBOM
npotokona GVRP BMeCTO py4HON KOHGUrypaumm BCex NPOMEXYTOYHbIX Y3S10B 41151 NONy4YeHuns
npocTton KoHcpurypauum VLAN'0B.

15.7.2. Hactpouka GVRP

1. KoHdwurypuposaHune Taimepa GARP.
2. Bknoyenwne/BbiknoveHne gyHkunmn GVRP Ha noprty.
3. Bknoyenne dyHkuun GVRP B KommyTaTope.
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1. KoHdurypaums Tanmepa GARP.
Komanpa OnucaHune
Pexum rmob6anbHOro KoH¢purypmpoBaHus
garp timer join <200-500> KoHdurypuposaHue TanmepoB

garp timer leave <500-1200>
garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)

yAEPXaHUs, CrUsSIHMA W BbIXoda Ans
GARP.

2. BknoyeHwne/sbiknoyveHne dyHkunmn GVRP Ha noprty.

KomaHpa OnucaHue
Pexxum KoHcurypmpoBaHua nopra

gvrp BkntoyeHme/BbIkItouEHNE OYHKUMM
no gvrp GVRP Ha nopTy.

3. Bknoyenne dyHkunn GVRP B KommyTaTope.
KomaHaa OnucaHue

Pexum rmob6anbHoOro KoHcuUrypmpoBaHus

gvrp BkntoyeHme/BbIkIIOHEHNE dyHKUNN
no gvrp GVRP B kommyTartope.

15.7.3. Mpumepbl npumeHeHus GVRP
CueHapun 1:

110/11
1010

11002

SwitchA SwitchB

1011

:,‘]

L T LI

PC2

10111 11002

SwitchC

PucyHok 38. Tunnynas Tononoruns npyumeHeHus GVRP

Ona nonydeHua wuHdopmaumm auHamumyeckon peructpaumm VLAN n ee oBHOBNEHUs Ha
KOMMyTaTopax AormkeH BbiTb CKOHUrypmuposaH npotokon GVRP.

CkoHurypupoBaHHbI Ha kommyTaTtopax A, B n C npotokon GVRP, no3sBonset AnHaMmnyecku
ckoHurypmposaTtb VLAN 100 Ha kommyTaTope B 1 ABym pabounm cTaHUMsM, NOOKMIOYEHHbBIM
kK VLAN 100 Ha kommyTatopax A mn C cBaAsatbca Mexay cobonm 6e3 craTtmyeckoro

koHpurypuposaHus VLAN 100 Ha kommyTaTope B.
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O6BLEeKT HaCTPOMKMU

OnucaHue o6 bEeKTa HaCTPOUKM

VLAN100

MopTbl 2-6 Ha kommyTaTopax A u C.

Trunk port

MopTel 11 Ha kommyTaTopax A n C, nopTbl 10, 11
Ha kommyTaTope B.

GVRP B pexume  rnobanbHOro
KOHpurypuposaHus

KommyTatopsl A, B, C.

GVRP B pexume KOHGUrypupoBaHus
nopToB

MopTbl 11 kommyTaTtopoB A n C, noptel 10, 11
kommyTaTopa B.

Moakntounm gee paboune ctaHumm k noptam VLAN 100 Ha kommyTaTtopax A u C, nogknio4mm
nopt 11 Ha kommyTaTope A k nopTy 10 Ha kKommyTaTope B 1 nopt 11 Ha kommyTaTope B k nopTy

11 Ha kommyTatope C.
LLlarn koHdUrypaumum onmcaHbl HUXeE:
KommyTatop A:
Switch(config)# gvrp
Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6

Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/0/1
Switch(Config-1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-I1f-Ethernet1/0/11)# gvrp
Switch(Config-I1f-Ethernet1/0/11)#exit

KommyTatop B:
Switch(config)#gvrp

Switch(config)#interface ethernet 1/0/10
Switch(Config-1f-Ethernet1/0/10)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/10)# gvrp
Switch(Config-1f-Ethernet1/0/10)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/11)# gvrp
Switch(Config-1f-Ethernet1/0/11)#exit

KommyTtatop C:
Switch(config)# gvrp
Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
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Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/0/1
Switch(Config-1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-I1f-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

15.7.4. YcTpaHeHue HeucnpaBHocTten GVRP

CueTtunk GARP, yCTaHOBMEHHbIN Ha TPaHKOBbIX MOpTax Ha 06OMX KOHUAax MaructparbHOWm
NHUM JOMMKeH ObITb OAMHAaKoOBbIM, B MNpoTMBHOM crnydae GVRP He cmoxeT paboTatb
HopmanbHo. PekomeHnayeTca nsberate ogHoBpeMeHHoM paboTel npoTokonoB GVRP n RSTP Ha
y3ne. Ecnu TpebyeTcs Bkntountb npotokon GVRP, Heo6xoaMMo cHavarna BbIKMoUYnTb YHKUUIO
RSTP Ha noptax.
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16. HACTPOUKA TABNULbI MAC-AJPECOB
16.1. O6wme cBegeHusn o Tabnuue MAC-agpecoB

Tabnuua MAC-agpecoB — ato Tabnuua cootseTcTBui MAC-agpecoB yCTPOMCTB Has3Ha4YeHUs
noptam kommyTtaTopa. MAC-agpeca genaTcsa Ha ctatudeckme 1 guHamudeckue. Ctatnyeckune
MAC-agpeca Bpy4YHy0 CKOHPUIYpMUpPOBaHbI NOIb30BaTENEM, MMEIOT HAaUBbLICLLMA NPUOPUTET U
AEVNCTBYIOT MOCTOSIHHO (OHM He MoryT ObiTb 3amelleHbl anHammyeckum MAC-agpecamn).
AdnHamnyeckne agpeca 3anoMMHAKOTCS KOMMYTaTOPOM MpU nepegadve nakeToB AaHHbIX, U OHK
OENCTBYIOT orpaHuMyeHHoe Bpems. Korga kommyTtaTtop nonyyaeT penM gaHHbIX Angd
nepecbisiku, oH coxpaHseT MAC-agpec UCTovHMKa dperiMa M COOTBETCTBYHOLLMIA eMy MopT
HasHauyeHusi. Korma Tabnumua MAC-agpecoB onpawumBaeTcss Ha npeametr MAC-agpeca
NPUEMHMKA, MNPU HaxXOXOEHWM HYXHOro agpeca, NakeT [aHHbIX OTNpaBnseTcs Ha
COOTBETCTBYIOLLUMA MOPT, B MPOTMBHOM Cllydae KOMMYTaTop MepechifiaeT MakeT Ha CBOW
LUnpokoBeLlaTenbHbi gomeH. Ecnn annamnyeckun MAC-agpec He BCTpeyaeTcs B nakeTax ans
nepecbiniku AnuTenbHoOe BpeMms, 3annucb O HeMm yaandetcs u3 Tabnuubl MAC-agpecos
KOMMyTaTopa.

Ans Tabnuubl MAC-aapecoB onpeaeneHsl ABe onepauuu:

1. lMonyyenne MAC-agpeca.

2. OTnpaBka nnu unbTpauus nakeTa AaHHbIX B COOTBETCTBUM C Tabnuuen
MAC-agpecos.

16.1.1. NonyyeHune Tabnuubl MAC-agpecoB

Tabnunua MAC-aapecoB MOXeT ObITb NOCTPOEHa CTaTUYECKN UNK AnHamudeckn. CtaTtnyeckum
KOH(MrypnpoBaHMem HacTpamBaeTcsi cootBetcTBue mexagy MAC-agpecamn n noptamu.
OnHamnyeckoe oOyyeHne — 3TO nNpouecc, Koraa KOMMYTaTtop W3yvaeT CBA3M Mexay
MAC-agpecamn n noptamm n perynspHo obHoenset Tabnuuy MAC-agpecoB. B aton cekumm
Mbl OCTaHOBMMCS Ha Npouecce ANHaMudeckoro noctpoeHms tabnmusl MAC-agpecos.

1/0/5 Emnz

PC1 PC2 PC3 PC4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

PucyHok 39. [luHamumyeckoe noctpoeHne Tabnuusl MAC-agpecos

Tononorua Ha pucyHke Bbile: 4 KOMMbOTEPa MOAKIIOYEHbI K KommyTaTopy, rae PC1 n PC2
npuHagnexar O4HOMY (PU3MYECKOMY CerMeHTy (OOMEHY KOonnuaun), U3n4eckun cermeHT
nogkntoyeH k nopty 1/0/5 kommyTtaTtopa, PC3 n PC4 npuHagnexat Kk gpyromy usnyeckomy
cerMeHTy, nogkntoyeHHomy k nopty 1/0/12 kommyTtaTopa.

137

@ §) QTECH

MWP OOCTYMHEE



PykoBoacteo nonb3oatens cepus QSW-6700

HACTPOVIKA TABWLIbI MAC-ALIPECOB

HauvanbHasa tabnuua MAC-agpecoB He COAEPKUT HUKAKMX 3Ha4YeHMn. Bosbmem gnst npumepa
npouecc cesasm mexay PC1 n PC3. MNpouecc obyyeHns MAC-agpecam, cnegyowmi:

1. Korga PC1 nocbinaet coobuwenne k PC3, MAC-agpec ncrodHnka 08-C6-B3-11-11- 11-
11 n nopt 1/0/5 13 atoro coobLeHuns 3aHocaTca B Tabnuuy MAC-agpecos
KOoMMmyTaTopa.

2. B 10 e Bpems koMMyTaTOpy Hafo NOHATb, KAk 4OCTaBUTb coobLieHne Ha agpec 08-
C6-B3-33-33-33. Tak kak Tabnuua cogepxXuT 3annckb Tonbko ansa agpeca 08-C6-B3-
11-11-11-11 n nopta 1/0/5, a anga agpeca 08-C6-B3-33-33-33 HMKaKUX 3annucen Her,
KOMMYTaTop paccbifiaeT AaHHoe coobLeHMe Ha BCce CBOM MOPThI (Mpeanonaraem, 4to
BCe MOpPTLI NpuHagnexat no ymon4yaxnuio VLANL).

3. PC3 un PC4 nonyuyatoT coobuieHne, nocnanHHoe PC1, Ho PC4 He oTBeYaeT Ha 370
coobueHne, Tak kak agpec npuemHuka 08-C6-B3-33-33-33, n otBeyvatb Ha Hero byaer
Tonbko PC3. Korga nopt 1/0/12 nony4vaet coobuieHne, otnpasneHHoe PC3, B
Tabnuuy MAC-agpecoB gobaensietcsa 3anncb o0 MAC-agpece 08-C6-B3-33-33-33 u
cooTBeTCTBYOWEM eMy nopte 1/0/12.

4. Tenepb Tabnuua MAC-agpecoB numeet ase anHammn4deckne 3anmcun: MAC-agpec 08-
C6-B3-11-11-11-11 — nopT 1/0/5 n 08-C6-B3-33-33-33 — nopt 1/0/12.

5. Tllocne obmeHa naketamu mexay PC1 n PC3, kommyTaTop 6onbLue He nony4aeT
nakeToB, oTnpaeneHHbix PC1 u PC3. M 3anncu B Tabnuue MAC-aapecos,
COOTBETCTBYIOLLME 3TUM yCTporcTBam yganstoTtcs yepes 300 nnm 2x300 cekyHa (T.e.
npocToe unu asonHoe BpeMsi Xn3Hn). 300 cekyHa 30eCb 3TO BPEMS XKU3HN MO
ymon4yanuto gns 3anucen B Tabnuue MAC-agpecoB. Bpemsi xn3Hn MoxeT ObiTb
N3MEHEHO Ha KOMMYyTaTope.

16.1.2. Mepecbinka unu dpunbTpaLmUsa Kagpos

KommyTaTtop nocbinaeT unm oTunbTPoBLIBAET NPUHNMAEMbIE NAKETbI AAHHbLIX B COOTBETCTBUM
¢ Tabnuuen MAC-agpecoB. PaccmatpuBas ang npuMmepa puUCyHOK Bbllle, npeanonaraem, 4Yto
kKommyTaTtop uayuun agpeca PC1 n PC3, n nonb3oBaTenb BPy4HYH HAacTpOWi COOTBETCTBUE
noptoB ana PC2 n PC4. Tabnuua MAC-agpecoB kommyTaTtopa 6yaeT cneayoLen:

MAC-agpec Homep nopta Kem po6aBneHa 3anucb
08-C6-B3-11-11-11 1/0/5 OunHamunyeckoe obyveHne
08-C6-B3-22-22-22 1/0/5 Cratunyeckas KoHdurypauus
08-C6-B3-33-33-33 1/0/12 OunHammnyeckoe obyveHne
08-C6-B3-44-44-44 1/0/12 Cratunyeckas KoHdurypauus

1. OrtnpaBka nakeToB B cooTBeTCTBUN C Tabnuuen MAC-agpecos.
Ecnn PC1 nocbinaet naket k PC3, komMmyTaTop OTNpaBnsieT AaHHble, NOSTyYEHHbIE C nopTa
1/0/5 Ha nopT 1/0/12.

2. ®unbTpaums gaHHbIX B COOTBETCTBMM ¢ Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaetr coobuwenne PC2, kommyTtaTtop, npoBepuB Tabnuuy MAC-agpecos,
Haxoant PC2 n PC1 B ogHOM (br3n4eckoM cermeHTe n oTunbTpoBbIBaeT 3TO coobLueHne (To
ecTb cbpacbiBaeT 370 coobLleHne).
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KommyTaTopom MoryT nepecbinatbcsi Tpy Tvna kagpos:

e Broadcast frames;
e  Multicast frames;
e Unicast frames.
[anee onucbiBaeTcs, Kak KOMMyTaTop paboTaeT co BCEMU TPEMSA TUNamMn NakeToB.:

1. Broadcast frame: KommyTaTtop MOXeT onpeaensiTb KOMM3nun B AOMEHE, HO TOMbKO He
Ons wupokoBeLaTenbHbIX JoMeHoB. Ecnin VLAN'bI He yCTaHOBMEHI, BCE YCTPOUCTBA,
NOOKITHOYEHHbIE K KOMMYTaTOPY, CYUTAOTCA Haxo4AaWwUMNCA B OAHOM
LuMpokoBeLlaTenbHoM goMeHe. Korga kommyTaTop nonyyaet Broadcast frame, oH
nepecbinaeTt ero Bo Bce nopTbl. Ecnu VLAN’bI CKOHGpUrypmpoBaHbl, Tabnuua
MAC-agpecoB agantTupyeTcd B COOTBETCTBMM C JOMNOSTHUTENbHON UHApOopMaLMen O
VLAN’ax. B atom cnyvyae kommyTaTop oTnpasnset ppenim TONbKO Ha NOPThI,
Haxogswmecsi B ToM xe VLANe.

2. Multicast frame: ecnu MHOrononb3oBaTENbCKNA JOMEH HEU3BECTEH, KOMMYTAaTOP
paccbinaeT penim B ToMm e VLANe, Ho, ecniv BkntodeHa pyHkumna IGMP snooping
UNKN CKOHGUrypmpoBaHa ctaTnyeckass MHOronosnb3oBaTesnbckas rpynna, KoMmmyTaTop
OygeT nockbiatb 3TOT OpENM B NOPTbl MHOTOMNOSIb30BATENBCKOW IPynbl.

3. Unicast frame: ecnn VLAN’bI He cKkoH(purypuposaHsl, To, ecnu MAC-agpec
npvemMHuka ecTb B Tabnuue MAC-agpecoB kKomMyTaTopa, KOMMyTaTop HanpsiMyto
nepecbinaeT NakeT B COOTBETCTBYOLWMI NopT. Ecnn e agpec npuemMHuka B Tabnuue
He HangeH, KOMMyTaTop AenaeT LWMPOKOBELLATENbHYO PacChinky 3Toro perima.
Ecnn VLAN’bI ckOHDUTYprpOBaHbI, KOMMYTaTOp pacchinaeT Unicast frame Tonbko
BHyTpu ogHoro VLAN’a. Ecnn MAC-agpec HangeH B Tabnuvue, HO NpUHaAnexuT
apyromy VLAN'’y, koMMyTaTop AenaeT LWMPOKOBeLLaTeNbHYI0 pacchifnky dpperima B
ToM VLANe, K KOTOPOMY NpUHAANEXNUT hpenm.

16.2. KoHdurypuposaHue tTabnuubl MAC agpecoB

1. KoHdurypupoBaHue spemeHu xumsHm MAC-agpecos.
2. KoHdurypupoBaHue ctatnyeckon omnbTpaLmm Unm nepecoInku.
3. Ouuctka gnHamudeckon tTabnmusl MAC-agpecos.

1. KoHdwurypuposaHue Bpemenn xu3Hm MAC-agpecos.

KomaHaa OnucaHue

Pexum rmobanbHoOro KoHurypmpoBaHus

mac-address-table aging-time <0 | aging-time> KoHdurypvpoBaHme BpeMeHU XU3HU

no mac-address-table aging-time MAC-aapecos
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2.  Ouuctka gnHamudeckom Tabnumubl MAC-agpecos.

KomaHaa

OnucaHue

Pexnm agMuHucTpaTtopa

Clear mac-address-table dynamic [address
<mac-addr>] [vlan <vlan-id>] [interface [ethernet
| portchannel] <interface-name>]

Ounctka gmHamuydeckon Tadbnuubl MAC-

agpecos

3.  KoHdgurypupoBaHme ctatnyeckon omnbTpaumm Unmn nepecsIsiku.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoHcpurypmpoBaHus

mac-address-table {static | blackhole} address
<mac-addr> vlan <vlan-id> interface {ethernet
<IFNAME > | port-channel <IFNAME > |
<IFNAME>} [source|destination|both]

no mac-address-table {static | blackhole }
[address <mac-addr>] [vlan <vlan-id>] [interface
[ethernet | port-channel] <interface-name>]

KoHduryprpoBaHue ctaTtu4ecknx sanucemn
ansi MAC-agpecos, CTaTU4EeCKNX
MHOrOMnosib30BaTENbCKNX 3anucen,

3anucen punbTpaumm NakeToB.

4. Hactpovika oby4yeHnss MAC-agpecoB Yepes ynpapfieHne NpoLecCopPOoM.

{interface {ethernet <IFNAME>} <IFNAME> |
vlan <Vlan IDs> }

KomaHpa OnucaHwue
Pexum rmobanbHoOro KoHurypmpoBaHus
mac-address-learning  {enable | disable} | BkntoueHune/oTknoueHme obyveHns MAC-

agpecos 4vepes ynpasnexHne CPU
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5. HacTporika 3awmTbl OT KONN3nM.

KomaHaa OnucaHue

Pexnm agMuHucTpaTtopa

show collision-mac-address-table lMokasbiBaeT Tabnuuy KONIM3nn
MAC-agpecoB

clear collision-mac-address-table Oumnctutb Tabnmuy MAC-agpecos

16.3. NMpumepbl TUNUMYHOW KOHUrypauum
Cuenapun:

UeTbipe KOMMNbIOTEPA, KaK NokasaHO Ha PUCYHKe, nogkrnodeHsl K noptam 1/0/5, 1/0/7, 1/0/9,
1/0/11 kommyTaTopa. Bece 4 komnbroTepa npuHagnexart no ymonydaxumio VLAN1. B cooTBeTCTBUM
¢ TpeboBaHNAMU K CETU, BKINIOYEHO 00yYeHne auHammnyeckum agpecam. PC1 cogepXxut BaxHble
OaHHble, N HeAOCTYyNeH ANA ApYrmx KOMMNbIOTEPOB M3 OpYyrmx gusnyeckux cermeHtos; PC2 u
PC3 ctatuyecku npunmncaHbl K noptam 7 n 9, COoTBETCTBEHHO.

110/5 1/0111
1!0/7i B 1/0/9
| — —
- -

oy Y

PC1 PC2 PC3 PC4
08-C6-B3-11-11-11 08-C6-B3-22-22-22 08-C6-B3-33-33-33  08-C6-B3-44-44-44

PucyHok 40. Tunu4yHeii npumep koHdurypaumm tabnuusl MAC-agpecos

OT1anbl KOHPUrypauumn nokasaHbl HAXKE:
1. YcraHoBka MAC-agpeca 08-C6-B3-11-11-11 PC1 kak ounbTpyemoro.
Switch(config)#mac-address-table static 08-C6-B3-11-11-11 discard vlan 1
2. YctaHoBka ctatudeckon ceasm ans PC2 n PC3 ¢ noptamn 7 n 9 cOOTBETCTBEHHO.
Switch(config)#mac-address-table static address 08-C6-B3-22-22-22 vlan 1
interface ethernet 1/0/7

Switch(config)#mac-address-table static address 08-C6-B3-33-33-33 vlan 1
interface ethernet 1/0/9
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16.4. YcTpaHeHue HeucnpaBHOCTEW, CBA3aHHbIX C Tabnuueun
MAC-agpecosB

Ecnn npu ncnonb3oBaHun komaHgbl show mac-address-table, 6b1n0 BbISICHEHO, YTO Ha NOPTY
npounsowen cbon obydeHns MAC-agpecam yCTPOWCTB, NOAKMOYEHHbIX K HEMY. BO3MOXHble
NPUYUHBI:

e [loakntoyeHHbIN kabenb NOBPEXOEH.

e Ha nopty BknioveH Spanning Tree B ctatyce «discarding» wvnu nopT TOMbKO 4TO
nogkntoumnncs u Spanning Tree noka B cTaTyce BblunCcneHnst gepesa. [oxantech, noka
BbIYMCIIEHNE CTPYKTYpPbI 3aKoHYUTCA 1 nopT obyuntca MAC-agpecy.

e Ecnu npobnembl, onmMcaHHble Bbille, He OBHAPYXXeHbI, NPOBEPbLTE NMOPT KOMMyTaTOopa U
CBSIKUTECH C TEX.MOAAEPXKKON ANSA peLueHnsi Npobnemsl.

16.5. QononHuTtenbHble ¢pyHKumMu Tabnuubl MAC-agpecoB
16.5.1. NMpuBsaska MAC-agpecoB

16.5.1.1. O6wue cBeaeHus o npusaske MAC-agpecoB

BonbNMHCTBO KOMMYTaTOPOB NoaaepXxusBatoT pexum obyveHna MAC-agpecam. Kaxagpii nopt
MOXEeT [OMHaMMYecKu 3anoMHUTb Heckornbko MAC-agpecoB, Takmm 06pa3om BO3MOXHA
nepefada nOTOKOB [aHHbIX Mexay uasecTHbiMM MAC-agpecamun BHyTpu nopta. Ecnn cpok
*m3um MAC-agpeca ucCTek, NakeT, HanpaBneHHbIn Ha JTOT agpec, OyaeT pasocnad
LUMpOKOBeLLaTenbHO.

Opyrumn  crnosamu, MAC-agpec, koTopoMy obyuuncs nopT, 6yaeT ucnornb3oBaTbCs Ans
nepegayn naketoB K aTomy nopTy. Ecnu coeguHeHue nepekniodeHo Ha Apyron nopr,
KOMMYTaTop CHOBa BbINOMNHUT 0byyeHne MAC-agpecy n 6yneT nepegaBaTth AaHHbIE HOBOMY
nopTy.

OpHako, B HEKOTOPLIX Criyvyasx MonuMTMKa ynpaBneHUst NN CEKPETHOCTU MOXeT TpeboBaTb,
yTo6bl MAC-agpeca ObINM NPUKPENNEHbl K MOpTaM, U TOMbKO MOTOKM C NPUBSA3AHHbIX
MAC-agpecoB 6yayT nponyckaTbCs K Mepecbiiike Ha nopT. To ecTb, nocne npuBA3KN
MAC-agpeca Kk nopTy, B 3TOT NOPT MOryT nepeaaBaTbCsA TOMbKO AaHHble, NpeAHa3HavYeHHble
ansa gaHHoro MAC-agpeca. MNoToku gaHHbIX, npegHasHadveHHble ansa apyrux MAC-agpecos, He
NPUBSI3aHHbIX K JAHHOMY NOpTY, He OyayT NponyckaTbecs Yepes noprT.

16.5.1.2. Hactpouka npuBsaskm MAC-agpecoB

1. BkntodeHwne pyHkummn npmeaskn MAC-agpecoB Ha nopTy.

2. Tpueaska MAC-agpeca Kk nopry.

3. KoHdurypaums napameTpoB pyHKLMM npmBsa3aHHbIX MAC-agpecos.
4. KoHdwurypauwms nosylwku ans ysegomnexHun o MAC-agpecax.
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1. Bkntodenne dyHkumn npmesaskn MAC-agpecoB Ha nopTy.

KomaHaa OnucaHue

Pexxnm KoHcurypupoBaHusa noprta

switchport port-security BkntoyeHne dyHkumm npueaskm MAC-agpeca Ha nopTty u
tukcaumsa nopta. Korga nopT 3adouKkcupoBaH, (yHKUMS
obyyeHna MAC-agpecam BbikntodeHa: KomaHga «no
switchport port-security» BbIKnto4aeT YHKUUIO MPUBA3KM
MAC-agpeca Ha nopTy W BOCCTaHaBnMBaEeT (PYHKUMIO
oby4yeHns MAC-agpecam Ha nopTty

no switchport port-security

2. ®ukcauma MAC-agpeca Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypmpoBaHus nopra

switchport port-security aging {static | time | BknoyaeT dQyHKUMIO Tanmepa duKkcaumm
<Interval minutes> | type { absolute | inactivity | nopTa;

3 KomaHga «no switchport port-security aging»
no switchport port-security aging BOCCTaHaBMMBAET 3HAYEHNE MO YMOJIYaHMIO.

switchport port-security mac-address [<mac- | [lo6aBnsieT ctatudeckme 6esonacHble MAC-

address> | sticky] agpeca;

no switchport port-security mac-address | KomaHga «no switchport port-security mac-

[<mac-address> | sticky] address» ygansieT ctatudeckme 6esonacHble
MAC-agpeca.

Pexnm agmMuHucTpartopa

clear port-security dynamic [address <mac- | Ounwaer amHamundeckne MAC-agpeca,
addr> | interface <interface-id>] BblyYeHHbIE Ha yKa3aHHOM MNopTy.

3. KoHdurypaumsa napametpos npussskun MAC-agpecos.

KomaHaa OnucaHue

Pexum KoHdUrypmpoBaHusa nopTa

switchport port-security maximum <value> YcTaHaBnMBaeT  MakCMMaribHOe  4Yucro
no switchport port-security maximum | 0e3onackbix  MAC-appecos  Ha  nopry;
<value> KomaHga «no  switchport  port-security

maximumy BOCCTaHaBNMBaeT 3HayeHue Mo
YMOJ4YaHuto.
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KomaHaa

OnucaHue

switchport port-security violation {protect |
restrict | shutdown} [recovery]

no switchport port-security violation

YcTaHoBKa pexumMa HapylleHust Ha MnopTy;

KomaHga «no  switchport  port-security
violation» BoccTaHaBnMBaeT 3HaYeHue Mo
YMOM4YaHuIo.

16.5.1.3. YcTpaHeHue npo6nemMm npmBA3Ku

MAC-agpecosB

BkntoueHne NPUBA3KU MAC-aﬂ,peCOB Ha MOpPTYy MOXeT ObITb Heyaa4HbIM MO HEeCKOJIbKM
npunynHam. Hwnxe npnBOoONTCA HECKOJIbKO BO3MOXHbIX NMPUYNH N UX YCTPaHEHUE!

Ecnu npusasanHbii MAC-agpec HegoCcTyneH Ha nopTy, yoeantech, 4To NopT HE BXOAUT

B port-aggregation n He CKOHGUIrypMpoBaH Kak TpaHKkoBbln. MNMpueasaHHbIn MAC-agpec
YHUKaneH B KOHKpPeTHOW KoHdurypauuu. Ecnu Bbl xotute npueaszate MAC-agpec,
PYHKUNN, YNOMSHYTbIE BblLE, AOMKHbI ObITb BbIKIIOYEHbI.

Ecnn GesonacHbin agpec yCctaHOBJI1€H KakK cTaTUdecKknmn agpec 1 yganeH, torga 31oT

Oes3onacHbI agpec He MoXeT ObiTb UCNONb30BaH, XOTA OH U ByaeT cywecTBoBaTb.
Mcxopa ns aTtoro, pekomeHayetcs nsberatb HasHaA4YeHUsI CTaTUYMECKMX adpecoB AOfis
NnopToB, ANs KOTOPLIX BKNtoYeHa npmesaska MAC-agpecos.

16.6. KoHdurypauma MAC notification

16.6.1. BBegeHmne B MAC notification

OyHkuna MAC notification npegHasHadeHa gnsi yBegomneHud. [Jobaensis wnm  yoansas
MAC-agpeca, a UMeHHO, Koraa AobaBnsaAlTCa UNM yoanawTca yCTPOWCTBa, agMUHUCTPATop
OyneT yBegoMNeH 06 M3MEHUSIX C MOMOLLbIO Shmp trap-CoobLLeHNNA.

16.6.2. KoHcurypaumsa yBegomneHmnn o MAC-agpecax

1. Hactpowka rnobanbHO snmp.

2. Hactporika rmobaneHoro MAC notification.

3. Hactporika untepsana gns otnpaekn MAC-yBeaOMITEHUIA.

4. Hactporika pa3mepa Tabnuubl ICTOPUN.

5. Hactpouka Tuna nosywkn MAC-yBeOMIIEHUIA, NOAAEPKNBAEMbBIX NOPTOM.

6. [lpocmoTp koHGUrypaumm n gaHHeIix MAC-yBeJOMMNEHNIA.

7. Owuuctka ctatuctukm MAC notification.

1. Hactpowka rnobanbHoro snmp trap MAC notification.
KomaHpa OnucaHue

Pexum rmobanbHOro KoHurypmpoBaHus
snmp-server enable traps mac-notification BkntovaeT/BbikntodaeTr  rnobanbHO - snmp
no snmp-server enable traps mac-notification | MAC notification
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2. Hactpownka rmobanesHoro MAC notification.
KomaHpa Onucaxue
Pexum rmob6anbHOro KoHcpurypmpoBaHus
mac-address-table notification Bkntovaet/BbikntovaeTr  rmobansHo  MAC
no mac-address-table notification hotification

3. Hactponka nHtepsana gns otnpaskn MAC-yBeaOMEHUMNA.
KomaHpa OnucaHue
Pexxum rmob6anbHOro KOHUrypmpoBaHus

mac-address-table notification interval <1-30>
no mac-address-table notification interval

Hactponka mnHtepBana ansa otnpaekn MAC-
yBe4OMIEHUI, KoMaHga «No»
BOCCTaHaBMMBaEeT HACTPOWKM MO YMOMYaHUIO

4.

HacTpoiika pasmepa Tabnuubl UICTOPUN.

KomaHaa

OnucaHue

Pexunm rnobanbHoro

KOH(UrypupoBaHms

mac-address-table notification history-size <0-
500>

no mac-address-table notification history- size

HacTtponka pasmepa T1abnuubl wnctopuwm,
KOMaHda «Nno» BOCCTaHaBNMBaET HACTPOWKM
Nno yMOMN4aHuto

5.

Hactpoiika Tuna nosyiuku MAC-yBe4OMINEHWUIA, NOAAEPKMBAEMbIX MOPTOM.

KomaHga

OnucaHue

Pexum KoHdurypmpoBaHus nopra

QTECH

MWP OOCTYMHEE

Q

mac-notification {added | all | removed | | Hactponka wunu cTupaHue Tuna nNOBYLUKK
moved} {log | trap} MAC-yBeaoMMAEeHU, nogaepXmnBaemblx
no mac-notification nopTOM
6. [MpocmoTp KOoHUrypauum n gaHHbix MAC-yBeOMMAEHUN.

Komanpa OnucaHue

Pexxum agMunHucTpaTopa
show mac-notification summary MpocMoTp  KOHdUrypaumm 1M OaHHbIX

MAC-yBegomMneHuin
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7. OumncTtka ctatucTukm nopywkn MAC-yBegoOMNIEHN.

KomaHaa OnucaHue

Pexxnm agMuHucTpartopa

clear mac-notification statistics OuuncTtka CTaTUCTUKMN NOBYLLIKN
MAC-yBegomMneHunm

16.6.3. Mpumep MAC notification

IP-agpec ctaHumm ceteBoro ynpaenexuuss (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-cooOuweHne ot areHta. (MpumevaHne: NMS MoOXeT yCTaHOBUTb MPOBEPKY
NOAMMHHOCTM B CTPOKY XapaKTep NOBYLUKW).

Mpoueaypa KoHpurypauuu:
Switch(config)#snmp-server enable
Switch(config)#snmp-server enable traps mac-notification
Switch(config)# mac-address-table notification
Switch(config)# mac-address-table notification interval 5
Switch(config)# mac-address-table notification history-size 100
Switch(Config-1f-Ethernet1/0/4)# mac-notification both

16.6.4. YcTpaHeHue HeucnpaBHocTten MAC-yBegomneHnmn

Y6eautecb, 4To cooOLleHMe NOBYLIKM OTNpaBnseTcs YCNEeLHO KOMaHaon show wu
OTNagKon KoMmaHabl snmp.
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17. HACTPOUKA NMPOTOKOJIA MSTP
17.1. O6wume cBepgeHna o MSTP

MSTP (Multiple STP) — HoBasi peanu3aumsi NpoToKofna spanning-tree, OCHoBaHHas Ha
npotokonax STP n RSTP. OH paboTtaeT Ha ntobbix KOMMyTaTopax NokanbHbIXx ceTen. OH
BbluMcnsieT obuee 1 BHyTpeHHee cBasytowee aepeo (CIST — common and internal spanning
tree) ons BCcen ceTun, KOTOPOe COAEPXUT YCTPoncTBa, nogaepxmnsatowme MSTP, STP n RSTP.
OH Tak e BblMUCASET HE3aBUCUMbIE IK3EMNIISAPbLI MHOXeCTBa cBasyowmnx aepesbes (MSTI —
multiple spanning-tree instances) ana kaxgow o6bnactm MST (MSTP domain). B MSTP
ncnonb3yeTca agantupoBaHHasi Bepcusi npotokona RSTP, obecneunBatowiero ObiCTpyto
CXOOMMOCTb MpK NOCTPOEHUN CBSA3YIOLLIErO AepeBa, NPy 3TOM OQHOMY U TOMY XXe 3K3eMNIispy
CBA3yHOLEro pgepeBa MoOXeT OblTb conocTtaBneHo MHoxectBo ceter VLAN. MSTP
obecneymBaeT pasnuyHble MapLUpyTbl ANS Nepedayn OaHHbIX M No3BondeT 6anaHcupoBaTb
Tpaduk. Bonee Toro, Tak kak MHoXXecTBeHHble VLAN'bI UICNOMNb3yT OAMH U TOT Xe 3K3EMMNAP
ceasytowero gepesa, MSTP MoXeT yMeHbllaTb KONIMYECTBO MOCTPOEHHBIX OepeBbeEB, YTO
NO3BONSAET YMEHbLUNTL HAarpy3Ky Ha NpoLLeCcCcop M YMEHbLUNTb ClyKeBHYt0 NONoCcy Ha KaHanax.

17.2. PermoH MSTP

Tak Kak 0gHOMY 9K3eMMNSpy CBA3YIOLEro gepeBa MOXeT OblTb COMOCTaBEHO MHOXECTBO
VLAN, komuTteT, paspabartbiBatowmn ctaHaapTt IEEE 802.1s npeanoxun pasBuTb KOHLIEMLNIO
MST. MST wucnonb3yetca anst npuBsA3kM KoHKpeTHoM VLAN K KOHKPETHOMY 3K3eMnnspy
CBSI3YIOLLIErO AepeBa.

PervoH MSTP coctouT K13 OOHOrO WAW HECKONbKMX KOMMYTATOpOB C OOMHAKOBbLIM
noeHtudukatopom MSID (MST Configuration Identification) n nokanbHon ceTn (KOHKPETHbLIN
KommyTaTtop B pernoHe MSTP aBnsdeTtcsa HasHadeHHbIM (designated) kommyTaTopoM NoKanbHOM
CeTu, Ha KOMMYyTaTopax, 3aKpensieHHbIX 3a NoKanbHOW ceTbto, npoTokon STP He paboTaer).
Bce kommyTtaTopbl B ogHoM MSTP pervoxe nmetot oguH MSID.

MSID copepxuT Tpu atpmbyTa:

e  KoHdurypaunmoHHoe nms: coctouT ns umdgp n 6yks.
e Homep Bepcum.

o Kpatkoe onucaHue koHdpurypupoaHus: Cetn VLAN, COOTBETCTBYIOLLME IKIEMMNIISAPaM
CBA3YHOLLEro Aepesa.
KommyTaTopbl C OAMHAKOBbIMU BbILLEONUCAHHBIMU aTpnbyTamMmn CYMTaIOTCH HaXOOAWMMUCS B
ogHoM permoHe MST.

Korga MSTP Bbiumncnisietr CIST B nokanbHOM ceTu € KoMMyTaTopamu, pervoH MST
paccmaTpuBaeTcs kak OguUH KOMMYyTaTop. PaccmMoTpum prcyHOK HUXe:
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Root SwitchA Root SwitchA

&3 &

|SwitchM SwitchB
X
SwitchE
SwitchF SwitchC SwitchD MST Region SwitchD

PucyHok 41. Mpumep CIST u pernoHa MST

Ha cxeme, ecnun B ogHOM koMMyTaTope ucnonesyetca STP, a B gpyrom RSTP, To nopT mexay
KommyTatopom M un kommytatopom B pgomkeH ObiTb GnokupoBaH. OpHako, ecnu B
KoMMyTaTtopax obnacTtu, BblgereHHOM MyHKTUpOM, ucnonbadyetcss MSTP n ckoHdurypmpoBaH
Oo4MH n TOT Xe pernoH MST, To npoTokon MSTP GyaeT cuntatb 3TOT PErMOH KOMMYTaTOPOM.
MoaTomy GnokmpoBaH OguH NOPT MEeXAy KOMMyTaTopoM B 1 KOpHEBbIM y3rioM; Kpome TOro,
6rnoknposaH oanH NopT kommyTaTopa D.

17.2.1.1. Onepauuu BHYTpU OAHOIro U Toro e pernoHa MSTP

Ok3emnnisp ceaAsytowero gepesa (IST) cBssbiBaeT Bce kommyTaTtopbl MSTP-pernoHa. Korga
IST cowerncs, kopHeBow y3en IST cTtaHoBUTCA ynpaBnsaowmM y3rnom IST — B HEM HaxoauTcs
KOMMYTaTop C HanmeHbLlMM |ID-mocTa n MeTpmkon mapulpyTa k kopHeBomy y3ny CST. Ecnu B
CeTu umeeTcs TOMbKO OAMH PErvoH, ynpasnswowwmi ysen IST ogHOBpPEMEHHO SABMASETCA U
kopHeBbIM y3rnom CST. Ecnun kopHeBomn y3en CST HaxoauTCcA BHE pervoHa, ynpasnsowmm
y3nom IST asnsaeTca oguH n3 kommyTtatopoB MSTP Ha rpaHuue pervoHa.

Mpwn nHnynanusaumm kommytatopa MSTP oH nocbinaet naketol BPDU, B kOTOpbIX 06bABNSET
ceba kopHeBbIM y3nom CST un ynpasnsawowmum y3nom IST, npu 9TOM METPUKM MapLUpyTa K 3TUM
y3nam pasHbl Hynt0. Kpome Toro, KoMmMyTaTop UHMUnanmampyeTt Bce ceou ak3emnnspbl MST un
06baBnseT cebsa KOpHEBbIM y3roM. Ecnn kommyTaTop NpUHUMaeT MHGOPMaLNIO OT KOPHEBOTO
y3na MST BepxHero ypoBHsi (C MeHbLMM ID-koMMmyTaTopa, MEeHbLUEN METPUKOW MapLupyTa
N T. O.), COXpPaHEeHHYo Ansi nopTa, OH nepecTtaeT 06baBnATL cebsa ynpasnsatowmnm ysnom IST.

B pernone MST ynpasnstowmn y3en IST aBnseTca eAMHCTBEHHbIM 3K3eMMSPOM CBA3YHOLLLErO
aepeBa, KOTOpbIA npuHUMaeT WM nocbinaet naketel BPDU. Tak kak naketel MST BPDU
cogepxat uHgopmaumio 0b6o BCeX 3K3eMnnsipax, YNCHO TakmxX MakeToB, KOTopoe Tpebyetca
obpaboTate KOMMyTaTOpy AN1S MOAAEPXKKM MHOXECTBA 3K3EMMSAPOB CBA3YKOLLEro Aepesa,
3HauYUTENbHO YMEHbLIAEeTCS.

Bce aksemnngapbl MST ogHOro n TOro e pernoHa COBMECTHO MCMONb3yT OAHU U Te Xe
TanMepbl NPOTOKONA, OQHAKO Kaxabln ak3emnnap MST nmeet cBom cobcTBEHHbIE NapameTpbl
Tononornn, Hanpumep, |ID KOpHEBOro kKOMMyTaTtopa, METPUKY MapLupyTa K KOPHEBOMY y3ny
nT. A.

17.2.1.2. Onepauuu mexay permoHamu MST

Ecnu BHyTpM ceTu CyLLeCcTByeT HECKOIbKO PEMMOHOB UMN B HEW YXKE CYLLECTBYHOT KOMMYTaTopbl
802.1D, MSTP cosgaet 1 obcnyxmBaeTt aepeo CST, koTopoe BkNo4aeT Bce permoHbl MST u
BCE cyllecTBylowme kommyTtatopbl ¢ STP B cetn. [ns npeobpasoBaHua B gepeso CST
ak3emnnapbl MST kombuHupytoTes ¢ IST Ha rpaHuue pervoHa.
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Ok3emnnsap MSTI aBnsieTCS UCTUHHBIM TOMNBKO BHYTPY permoHa MST. Bk3emnnsap MSTI Hukorga
He coBepLUaeT HUKaKux aencteun ¢ aksemnnapamv MSTI gpyrux permoHos MST. KommyTtaTtopsl
B permoHe MST npuHumatot naketel MST BPDU gpyrux permoHoB 4yepes rpaHuvyHble rnopTbl.
OHn moryt TONnbko obpabaTtbiBaTb uMHGOpMauuto, oTHocswytoca K gepesy CIST, un
oTopacbiBatoT nHdopmauuo MSTI.

17.2.2. Ponu nopTtoB

Kommytatop MSTP npucBavBaeT nopTam ponuv, KOTOpbl€ OHW OOSDKHbI UrpaTb B MPOTOKONEe
MSTP. Ponu noptoe aepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbm nopt MSTI wumeeT ewe opgHy ponb, ©Oonee BbiCWero nopsigka, 4em
BbllLenepeyvncrneHHsle ponu: Master Port.

Ponu noptoe B gepeBe CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takne
Xe, 4TO 1 npu npoTtokone RSTP.

17.2.3. bBanaHcupoBKa Harpy3ku B MSTP

B pernoHe MSTP cetn VLAN moryT GbiTb NpMBSA3aHbl K pa3fiMyHbIM 3K3eMMnsipam, YTO MOXET
dopMupoBaTb pasnuyHbie Tononornn. Kaxabin ak3emnnsap HesaBuMCcUM Apyr OT Apyra u 370
NO3BONSAET UM MMETb COOBCTBEHHbIE aTpubyTbl, TakMe Kak NpUOpUTET YCTPOMCTBA U METPUKY
nopra.

CnepoBatenbHo, cetn VLAN pasnmyHbIX 3K3eMNnspoB MMEKT CBOU COBCTBEHHbLIE MAPLUPYThI.
Ona tTpaduka ceten VLAN Takum obpasom nogaepxmaetca 6anaHCMpoBKa Harpysku.

17.3. KondwurypuposaHme MSTP

BkntoueHune npotokona MSTP n yctaHoBKa pabo4dero pexuma.
HacTpoika napameTpoB 9K3eMNIIsipOB CBA3YIOLLErO AepeBa.
Hactpowka napameTtpoB permoHos MSTP.

HacTpowka BpeMeHHbIx napameTpos MSTP.

HacTtpowka cdyHKkumnm 6eicTpon murpaumm MSTP.

HacTpoiika popmaTa nakeToB Ha nopTy.

HacTtponka aTpubyToB CBA3YOLLEro AepeBa Ha MnopTy.
HacTpoinka atpnbyToB snooping-krntoya ayTeHTudmkaumn.
Hactpowika pexvuma FLUSH ans nsmeHeHuin Tononorun.

=

© o N TN

1. BkntodeHne npotokona MSTP n ycTtaHoBKa paboyero pexuma.

KomaHpa OnucaHue

PexXxum rmo6anbHOro KOH(pUrypmpoBaHus 1 pexmm KOH(UrypmpoBaHumsa nopra

spanning-tree Bkntoyenue/BbiknioveHne MSTP
no spanning-tree

Pexum rmobanbHoOro KoHurypmpoBaHus

spanning-tree mode {mstp|stp|rstp} YcraHoBka paboyero pexuma MSTP.
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KomaHaa

OnucaHue

no spanning-tree mode

Pexnm KoHcurypupoBaHusa nopta

spanning-tree mcheck

MpuHYANTENBLHO yCTaHaBNMBAET ANs MOPTa PEXUM
paboTbl no npotokony MSTP

2. Hactporika napaMeTpoB 9K3eMMapoB CBA3YIOLLEro AepeBa.

KomaHaa

OnucaHue

PexxuM rno6anbHOro KOHUrypmpoBaHus

spanning-tree  mst
<priority value>

<instance-id> priority

no spanning-tree mst <instance-id> priority

Mo3BonsieT 3agaTb NpUOPUTET KOMMyTaTopa
ANS YKa3aHHOrO 3K3eMmmnnsipa CBSA3YHLLero
fepesa.

spanning-tree priority <priority value>
no spanning-tree priority

Mo3sonsiet HacTpouTb npuoputeT
CBA3YIOLLEr0 lepeBa Ha KOMMYyTaTope.

Pexnm KoHcUurypupoBaHusa nopta

spanning-tree mst <instance-id> cost <path
cost value>

no spanning-tree mst <instance-id> cost

Ans  ykasaHHOro aK3emnnsipa CBSA3YHOLLEro
[AepeBa MO3BONSET YCTAHOBUTb METPUKY
mMapLupyTa K nopTy.

spanning-tree mst <instance-id> port- priority
<port-priority>

no spanning-tree mst <instance-id> port-
priority

MossonseT 3agaTb nNpuopuTeET MopTa Aans
yKa3aHHOro aksemnnspa CBSI3YIOLLIETO
nepesa.

spanning-tree mst <instance-id> rootguard

no spanning-tree mst  <instance-id>

rootguard

Ana ykasaHHOro ak3emnnsipa CBA3YHOLLErO
Aepesa nossonsieT 3agath  3alUULLEHHbLIV
KopHeBoM y3en. [lopTbl, Ans KOTOPbLIX
yCTaHOBMEeHa 3awuta, He MoryT ObiTb
npeobpasoBaHbl B KOPHEBbIE MOPThl APYrNX
TWMOB.

spanning-tree rootguard
no spanning-tree rootguard

[Onsa Tekywero nopta 3agaeT pPexum
3aLMLLEHHOIO KOpHEBOro nopta B
aksemnnspe CBA3YyOLLEro aepesa.

CKOHUrypupoBaHHbIi 3aLLMLLEHHBINA NOPT HE
MOXeT ObITb Npeobpa3oBaH B KOPHEBOW MOPT
ApYrmux TUMoB.
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KomaHaa OnucaHue

spanning-tree [mst <instance-id>] loopguard | BkrtoueHue yHKUUN OTCEXNBAHNA NETNN B
KOHKpETHOM YacTHOM AepeBe. KomaHaa «no»

no spanning-tree [mst  <instance-id>] OTKNIOYAET AaHHYI0 (hyHKLVMIO

loopguard

3. Hactporika napameTpoB permoHos MSTP.

KomaHpa OnucaHue

PexxuM rno6anbHOro KOHUrypmpoBaHus

spanning-tree mst configuration Bxog B pexum KOHUIrypupoBaHUSA pervoHa
MSTP. Komanga «no» Bo3BpaLlaeT 3Ha4YeHne

no spanning-tree mst configuration
MO YMONYaHMIo.

Pexum kKoHdurypmuposaHusa permoHa MSTP

instance <instance-id> vlan <vlan-list> lMo3BonsieT co3gatb 3K3EeMMsAp CBA3YIOLLEro
AepeBa M YCTaHOBUTb COOTBETCTBME MeXay

no instance <instance-id> [vlan <vlan-list>] VLA 1) ST SRR o,

name <name> Mo3BonsieT 3agatb uMs permoHa MSTP
no name
revision-level <level> MosBonser 3agaThb HoMep peBun3nn

w6 e KOHpurypupoaHus pernoHa MSTP

abort Boixog wu3 pexuma  KOHGUrypupoBaHUs
permvoHa MSTP u©n BO3BpaT B pPeXuMm
rnobanbHoro KOHOUIypupoBaHus be3
CoXxpaHeHus KoHdurypauumn permoHa MSTP.

exit lMo3BonseT coxpaHUTb caefnaHHble HACTPONKM
pernoHa MSTP, BbINTU U3 pexxnma HacTPOMKK
permoHoB MSTP 1 BepHYyTbCA B pPEXUM
rnob6anbHOro KOHPUrypupoBaHUS.

no OTmeHa ofgHOM KOMaHAbl WM  yCTaHOBKA
nepBOHa4YanbHOro 3Ha4YEHMUS
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4. Hactpoika BpeMeHHbIX napameTpos MSTP.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

spanning-tree forward-time <time> [MosBonsgeT 3agaTb  BpeMda  3a0epXKKu

no spanning-tree forward-time nepefatn Ha koMmmyTaTope

spanning-tree hello-time <time> YcrtaHoBka BpemeHu Hello gnga nocbinkm

no spanning-tree hello-time coobuyernit BPDU.

spanning-tree maxage <time> YCTaHOBKM BPEMEHM XKWU3HW  COOOLLEHUIA
no spanning-tree maxage BPDU
spanning-tree max-hop <Max hop value> YcTaHoBKa MakCMmaribHOro 4yucna xonoe Ans

no spanning-tree max-hop coobuweHnn BPDU B pernoHe MSTP.

5. Hactponka yHkuumn 6eictpor murpauumn MSTP.

KomaHpa OnucaHue

Pexxum KoHcurypmpoBaHua nopra

spanning-tree link-type p2p {auto|force- | YcTaHoBKa TMna nuHum nopta
true|force-false}

no spanning-tree link-type

spanning-tree portfast [bpdufilter| bpduguard] | lMo3BonaeT 3agaTte NOPT, KaK rPaHUYHbIN.
[recovery <30-3600>] Onuma Bpdufilter cnyxunt ans otbpacbiBaHus
NPUHATBIX  coobweHun  BPDU.  Onuus
bpduguard npu npueme coobwenna BPDU
3akpblBaeT rnopT. MapameTp «no» BbIKNOYaeT
PEXMM MNOrpaHMYHOro mnopTa, NPOUCXOAUT
npeobpasoBaHme B MOPT, KOTOPbIA He
HaxoauTCsa Ha rpaHuue

no spanning-tree portfast

6. Hactporika dhopmaTta nakeToB Ha MopTy.

KomaHaa OnucaHue

Pexum KoHcpurypmpoBaHusa nopTa

spanning-tree format {standard | privacy | | [o3Bonder HacTpouTb dopMaT NakeTa
auto } cesA3ylowero gepesa nopta. [pu Bbibope
onumn standard nakeT cooOTBETCTBYET

no spanning-tree format )
P g ctaHgaptam |IEEE, npu onuummprivacy naket
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KomaHaa OnucaHue
coBmectum ¢ CISCO, auto o3HavaeTt, 4TO
dopmaT onpegenseTca no NPUHATOMY NakeTy
7. HacTtponka aTpubyToB CBA3YIOLLErO AepeBa Ha NnopTy.

KomaHpa

OnucaHue

Pexum KoHcurypmpoBaHua nopTa

spanning-tree cost < Path cost value>
no spanning-tree cost

Mo3BonseT 3agaTb METPUKY Maplupyta K
nopTy

spanning-tree port-priority <Priority value>
no spanning-tree port-priority

MosBonseT 3agatb NPUOPUTET NopTa

spanning-tree rootguard Mo3BonsieT yCTaHOBUTb MOPT, KakK He
no spanning-tree rootguard KOpHeBou

Pexxum rmob6anbHOro KOHUrypmpoBaHus
spanning-tree transmit-hold-count <tx-hold- | YctaHoBka MaKcMMarnbHOro 3Ha4eHns

count-value>
no spanning-tree transmit-hold-count

CHETYMKa 3aePXKKMN nepenadn Ha noprty

spanning-tree cost-format {dotld | dot1t}

YcTaHaBnmBaeT opmaTt METPUKM MapLupyTa
dot1d mnun dot1t

8.

HacTpoinka atpnbyToB snooping-krntoya ayTeHTudukauuu.

KomaHga

OnucaHue

Pexxum KoHcurypmpoBaHua nopTa

spanning-tree digest-snooping lMo3BonseT nOpPTY WMCNOMb30BaTb CTPOKY
no spanning-tree digest-snooping ayTeHTudmkauum  napTHepckoro  nopTta.
KomaHnga «No» BOCCTaHaBnvBaeT

MCNONb30BaHNE CreHEPUPOBAHHON CTPOKM.
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9. Hactponka pexuma FLUSH ans nsmeHeHuim Tonosiormun.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

spanning-tree tcflush {enable| disable| | Enable: cBsasyoLwee gepeBo cTpouTcs cpasy
protect} npyv N3MEHEHUW TOMOSOTUN;

no spanning-tree tcflush Disable: cBa3ytoLlee nepeBo He CTPoOUTCS Npwu
N3MEHEHMM TONOMOINK;

Protect: cBasylouwee gepeBo cTpoutcsa pas B
0ecATb CeKyH[;

KomaHga «no» BOCCTaHaBNMBAET 3HAYeHue
no ymosn4yaHuw — nameHeHme npun nSMmeHeHmnmn
TOMOJI0OTnNN.

Pexxnm KoHcurypupoBaHus noprta

spanning-tree tcflush {enable| disable| | Mo3Bongetr HacTpouTb pexum flush ans

protect} nopta. KomaHga «no» BOCCTaHaBnvBaeT
no spanning-tree tcflush ncnonb3oBaHne obLMX HACTPOEeK pexunma Ha
YCTPOUCTBE.
17.4. Mpumep npumeHeHua MSTP
Root
SwitchB SwitchA

SwitchD SwitchC

PucyHoK 42. TunuyHbIn cueHapuin npuMeHeHns MSTP
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CoeavHeHua mMexgy KomMyTatopamu roKasaHbl Ha PUCYHKe Bbllwe. Bce kommyTtaTtopebl
pabotatotr B MSTP-pexume no ymonyanuto. VIx npnopuTteTbl MOCTOB, MPUOPUTETbLI NOPTOB U
CTOMMOCTb MapLUPYTOB 4151 NOPTOB CTOAT NO yMon4yaHuto (paBHbl). MNapameTpbl N0 yMON4aHuio

Ana KOMMYTaTOpOB NOKa3aHa HuXe:

MUma mocta SwitchA SwitchB SwitchC SwitchD
Bridge MAC Address | 00-00-01 00-00-02 00-00-03 00-00-04
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128

Port 3 128 128

Port 4 128 128

Port 5 128 128

Port 6 128 128

Port 7 128 128
Route Port 1 200000 200000 200000
Cost

Port 2 200000 200000 200000

Port 3 200000 200000

Port 4 200000 200000

Port 5 200000 200000

Port 6 200000 200000

Port 7 200000 200000

Mo ymonuyanuio npotokon MSTP cosgaeTt Tononornto gepesa ¢ KOPHEM Ha KommyTaTope 1.

MopTbl, 0o603Ha4YeHHble «X» umetT coctosHue discarding (6noKMpoOBaHbl), Ha OCTanbHbIX
noprtax nepegava paspeLueHa.
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OTanbl HACTPOWKN:
War 1. Hactpoika npussasku noptos kK VLAN:

e Cosgatb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC u SwitchD.
e Hactpoutb nopthl 1 — 7 Kak TpaHKoBble Ha SwitchB, SwitchC n SwitchD.
War 2. YctaHoBuTb SwitchB, SwitchC 1 SwitchD kak npuHagnexawmx ogHomy gepesy MSTP:

e YcTtaHoBUTb Ha SwitchB, SwitchC 1 SwitchD ogHo 1 To ke uMs pernmoHa, coenagatoLlee
C UMeHeM gepesa MSTP.

o [pueasate VLAN 20 n VLAN 30 Ha SwitchB, SwitchC n SwitchD k aksemnnsapy
cBs3ytoLLero gepesa 3.

e [punucate VLAN 40 u VLAN 50 Ha SwitchB, SwitchC un SwitchD k ak3emnnsapy
cBa3yloLwero gepesa 4.

War 3. Hactpoutb SwitchC kak kopHeBOW KOMMyTaTop ANSA 3K3EMMIApa CBA3yOLWEero gepesa 3.
HacTtpoutb SwitchD kak kopHEBOW KOMMYTaTOP AJ1S 3K3eMNIisipa CBA3yHLWero gepeea 4:

e HactpouTb npuopuTeT KOMMyTatopa ANa 3K3emnnspa cBAsylowero gepesa 3 Ha
SwitchC kak 0.

e HactpouTb npuopuTeT KomMMyTatopa AN 3K3emnnspa cBsA3ylolero agepesa 4 Ha
SwitchD kak 0.

[eTanbHasa KOHUrypauusi npuBegeHa HUXe:

SwitchB:
SwitchB(config)#vlan 20
SwitchB(Config-Vlan20)#exit
SwitchB(config)#vlan 30
SwitchB(Config-Vlan30)#exit
SwitchB(config)#vlan 40
SwitchB(Config-Vlan40)#exit
SwitchB(config)#vlan 50
SwitchB(Config-Vlan50)#exit
SwitchB(config)#spanning-tree mst configuration
SwitchB(Config-Mstp-Region)#name mstp
SwitchB(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchB(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchB(Config-Mstp-Region)#exit
SwitchB(config)#interface e1/0//1-7
SwitchB(Config-Port-Range)#switchport mode trunk
SwitchB(Config-Port-Range)#exit
SwitchB(config)#spanning-tree

SwitchC:
SwitchC(config)#vlan 20
SwitchC(Config-Vlan20)#exit
SwitchC(config)#vlan 30
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SwitchD:

SwitchC(Config-Vlan30)#exit

SwitchC(config)#vlan 40
SwitchC(Config-Vlan40)#exit

SwitchC(config)#vlan 50
SwitchC(Config-Vlan50)#exit
SwitchC(config)#spanning-tree mst configuration
SwitchC(Config-Mstp-Region)#name mstp
SwitchC(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchC(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchC(Config-Mstp-Region)#exit
SwitchC(config)#interface e1/0//1-7
SwitchC(Config-Port-Range)#switchport mode trunk
SwitchC(Config-Port-Range)#exit
SwitchC(config)#spanning-tree
SwitchC(config)#spanning-tree mst 3 priority 0

SwitchD(config)#vlan 20
SwitchD(Config-Vlan20)#exit

SwitchD(config)#vlan 30
SwitchD(Config-Vlan30)#exit

SwitchD(config)#vlan 40
SwitchD(Config-Vlan40)#exit

SwitchD(config)#vlan 50
SwitchD(Config-Vlan50)#exit
SwitchD(config)#spanning-tree mst configuration
SwitchD(Config-Mstp-Region)#name mstp
SwitchD(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchD(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchD(Config-Mstp-Region)#exit
SwitchD(config)#interface e1/0//1-7
SwitchD(Config-Port-Range)#switchport mode trunk
SwitchD(Config-Port-Range)#exit
SwitchD(config)#spanning-tree
SwitchD(config)#spanning-tree mst 4 priority 0

lMocne onucaHHOW Bbille HacTponku, SwitchA GyaeT KOpHEBbIM KOMMYTaTOpPOM 3K3emnnapa
ceasytowero gepesa 0. B pernoHe MSTP, k kotopomy oTHocaTca SwitchB, SwitchC n SwitchD,
SwitchB sBnsieTca KOpHEBbIM KOMMYTaTOPOM pervoHa Ans akdemnnsapa ceasytoilero gepesa 0,
SwitchC saBnseTca KOpHEBbLIM KOMMYTaTOPOM pervoHa A5 aKk3emnnsipa ceasyoLero gepesa 3
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n SwitchD aBnsieTca KOpHEBLIM KOMMYTaTOPOM pervoHa Af1s 3K3eMnnsipa CBA3yoLwero gepesa
4. Tpadcpmk VLAN 20 1 30 nepegaetcs yepes TOMOMOMMI0 3K3emnnsipa CeasyoLero aepesa 3.
Tpadmk VLAN 40 u 50 nepepmaetca yepes TOMOMOMMI0 aK3eMnNspa ceAsyloLero gepesa 4.
Tpadmk ¢ ocTtaneHbix VLAN nepegaetcs Yepes TONOMOMMIO aK3eMMsipa CBA3YOLEero gepesa
0. NMopT 1 Ha SwitchB gaBngetca ynpaBndAwwWMM NOPTOM ANA 3K3EMMNISPOB CBA3YHOLLUX
nepesbeB 3 1 4.

MNpoTokon MSTP nyTem BblMMCIIEHUA FeHepupyeT 3 TOMOSIOrMU: 3K3EMMISPOB CBA3YOLLNX
aepesbeB 0, 3 1 4. [NopTbl, 0603Ha4YeHHbIE «X» MMetoT cocTosiHMe discarding (6nokmposaHbl). Ha

ocTanbHbIX NOpTax nepeaaya paspeLleHa.

P . Root
Y. - SwitchB = SwitchA

\

\

\

\\

\\\, 5|4
\\ [ X
N == =

\"‘\_\Switch D SwitchC

N N /
b //'

\\\\ 7

~— -

PucyHok 43. Tononorus ak3emnnsgpa ceasytoulero gepesa 0 nocne BoluncnenHns MSTP
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SwitchB

PucyHok 44. Tononorus akseMmnngapa csasyLlero gepesa 3 nocrne BbliumcneHns MSTP

SwitchB

SwitchD SwitchC
Root

PucyHok 45. Tononorusa ak3emnngpa cesa3yoLlero gepesa 4 nocne BbliumcneHna MSTP

17.5. YcTpaHeHue HeucnpaBHocTten MSTP

Ons Toro, yto6bl NnpoTokon MSTP Ha nopTe cmor paboTtatb, MSTP gomkeH ObiTb BKMOYEH B
pexume rnobanbHOro KOHUrypUpPOBaHWS.
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Tak kak napameTtpbl MSTP B3anmocBsi3aHbl, OHW OOIKHbl COOTBETCTBOBATb CrEAyHLIUM
TpeboBaHusAM:

e 2x(Bridge_Forward_Delay — 1,0 cekyHaa) >= Bridge_Max_Age;

e Bridge Max_Age >= 2x(Bridge Hello_Time + 1,0 cekyHaa).
B npoTtmBHOM crniyqae npotokon MSTP moxeT paboTaTb HenpaBuIibHO.
Ecnn nonb3oBatenun nameHmnnun napametpbl MSTP, oHM JOMKHbBI yOOCTOBEPUTLCS B TOM, YTO
N3MEHEHbI 1 Tononornn. Hactponkmn rnobanbHOro pexnma KoOHMUrypupoBaHUS BbIMNOSHAOTCS

Ana KOMMYTaTOpOB. OcTtanbHble HaCTpOVIKM BbIMOJTHAKOTCA AONnA OTAes1bHbIX 3K3eMMiAapoB
CBA3yKLero aepesa.
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18. HACTPOUKA QOS
18.1. O6wme cBepgeHmsa o QoS

QoS (Quality of Service — ka4yecTBO cepBuca) — Habop BO3MOXHOCTEN KOTOPblE MO3BOMSAOT
co3gaBaTb pasgeneHHble MNoMnocbl ANs fnepedaBaeMblX MO CETM [OaHHbIX, TEM CaMbIM
obecne4vnBas ny4ywnn cepeuc s BblbpaHHOro ceteBoro Tpaduka. QoS — rapaHTus kadecTsa
nocrnegoBaTesibHOM M npegckasyemMon nepegadn OaHHbiXx gnst obecneyeHus TpebGoBaHWi
nporpamMm. QoS He co3gaeT AOMOSHUTENBHOW NMOMOChl Nepegayn, Ho obecneymBaeT Gonee
ahbpeKkTMBHOE ynpaBneHne MonocoM B COOTBETCTBUM C TPebOBaAHUAMU MPUNOXKEHUA W
NONUTUKOWN yNpaBieHUs CEThbIO.

18.1.1. TepmuHbl QoS

QoS: kayecTBO cepBuca, obecrnedyeHue rapaHTMPOBaAHHOIO KadecTBa cepBuca [Ans
nocrnenoBaTtenbHO W NpeackasyemMon nepedaqy [OaHHbIX W BbINONMHEHUs TpeGoBaHWiA
nporpamm.

HomeH QoS: gpomeH Qo0S nopaepxuBaeT ycTponctBa ¢ QoS ans popMUPOBaHNS CETEBOW
Tononoruun, kotopasi obecneynT Ka4yecTBO cepBuca. Takasi TONonorns HasbiBaeTcsl JOMEHOM
QoS.

CoS: knacc cepBuca — KraccudukaunmoHHas uHgopmaums, nepegaBsaemas ppenmamm Q Ha
BTOPOM ypoBHe. 3aHnmaeT Tpu 6uta nonst Tag B 3aronoBke periMa n Ha3biBaeTCs YPOBHEM
Nnosib30BaTENbCKOro NpuopuTeTa B AManasoHe ot 0 oo 7.

Layer 2 802.1Q/P Frame

Preamble |Startframe |, c bA|MAC-SA| Tag | PT | Data | FCs

delimiter
L 3 Bura ucnoneaylotea ans CoS

PucyHok 46. MpuoputeTtsl Knacca cepsuca

ToS: Tun cepeuca. OgHob6anToBoE None, nepegasaemoe B 3aronioBke naketa |IPv4 Ha TpeTbeM
ypoBHe aAna obbsBneHuss Tuna cepsuca IP-naketa. 3HayeHnem nonsa ToS moxeT OblTb
npuoputeT IP (IP Precedence) unu 3Hayenne DSCP.

Layer 3 IPv4 Packet

Version

DS Field| Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data
HeadlLen

T— IP precedence (3 6ura) unu DSCP (8 6ur)
PucyHok 47. MNpuoputeT ToS

IP Precedence: npuoputet IP. KnaccudpukaumoHHas uHoOpMaumd, nepefaroliasaca B
3arofoBke nakeTa TPETLEro YPOBHS, 3aHMMatrowasa 3 61Mta u Morywiasa npuHMMaTh 3Ha4YeHus ot
Opo7.

DSCP (Differentiated Services Code Point): koAbl  pasgeneHHbIX  CepBUCOB,
KnaccudukaumoHHast MHdKnaccudukaumoHHas vHdopmauus, nepejaroLllascs B 3arofioBke
IP-nakeTa TpeTbero ypoBHS, 3aHMMmaeT 6 OuT, umeeT 3HaveHne oT 0 go 63 u obpaTHo
coBMecCTMMa ¢ npuoputeTtom IP.
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MPLS TC(EXP): none MPLS o3HavaeT knacc obcnyxmeanus, nmeeT 3 Outa angd gnanasoHa ot
Opo”.

Layer 2.5 MPLS Packet

PT Traffic
0x8847 Label Class S bit | TTL

T— Traffic Class (3 6uta)

Internal Priority: BHYTPEHHMIA MPUOPUTET, YCTaHaBNMBAEMbIN MNPOLECCOPOM KOMMYyTaTopa.
BoaMOXHbI Anana3oH 3Ha4YeHUn 3aBUCUT OT Tuna npoueccopa. CokpaweHHO — Int-Prio unu
IntP.

Drop Precedence: npuoputeT cbpoca. lNpn obpaboTke nakeToB nepBbiMM COpacbiBaKOTCS
naketel ¢ Oonbwum npuoputeTtom cbpoca. Mmeetr 3HadeHne 0 wunm 1. CokpaweHHO
o6o3HavaeTcsa Drop-Prec unu DP.

MAC-DA | MAC-SA | Tag

Classification: ocHoBHOe HasHauyeHue MexaHuama QO0S, knaccuduumnpyeTt nepegaBaemMble
nakeTbl B COOTBETCTBUN C KNacCcUUKALMOHHOM MHdOpMaLMeENn, cogepxallencs B naketax u
cnvuckamu KoHTpons goctyna (ACL).

Policing: gencteue mexaHmama QoS Ha Bxoae, KOTOpPOe yCTaHaBNMBAET MONMUTUKM Tpadumka K
ynpaBnsaeT KnaccuuumpoBaHHbIMU NakeTamu.

Remark: gencrene mexaHnama QoS Ha Bxoae, BbINOSHsOLWEE NPOonyCcK, OCTAaHOBKY Uin cbpoc
nakeTa B COOTBETCTBMM C NOAUTUKaMn Tpaduka.

Scheduling: gernctBue mexaHmnama QoS Ha Bbixoge. [lo6aBnseT nakeTbl B COOTBETCTBYHOLLNE
NCXOOALUME OYepenn. OCHOBbIBAsiCb Ha BHYTPEHHeM npuoputeTe. N npuHUMaeT pelueHue o
nocblfike unu copoce NakeToB B COOTBETCBMM C NpUoputeTomM cbpoca, anropuTMoM NOCHINKA U
Ba)XXHOCTbIO COOTBETCTBYIOLLIEN OYEPEaM B UCXOOSALLEM NOTOKE.

In-Profile: Tpacdpduk B pamkax nonutmkn QoS (nonoca nNponyckaHus Unv AOMOMAHUTENbHON
nonocow) Ha3biBaeTca In-Profile.

Out-of-Profile: Tpadhduk B pamkax nonutmkm QoS (Nosiockl NPONyCKaHWUs UM 4OMNOMHUTENBHON
nonocsl) HasbiBaeTcs Out-of-Profile.

18.1.2. Peanusauusa QoS

[nsa BbINONHEHWUST HA KOMMYyTaTope nporpaMmmHoro QoS HeobxoaAnMO PacCMOTPETb OCHOBHYHO
GasoBylo mogenb. QOS He co3gaeT HOBOM MOMOChbI B KaHane, HO MOXET MakCMMarbHO
noAacTpavBaTb KOHUIrypauuio TEKYLLIMX KaHanbHbIX pecypcoB. MonHas peanusaums QoS gaet
BO3MOXHOCTb MOSIHOCTbIO YNpaBnsaTb CeTEBbIM TpadukoM. Hwmke, Kak MOXHO ToOudHee,
onucblBaeTcsa cam npuHuun QoS.

Cneundukaums nepegaym gaHHbix B [P NoKpbiBaeT TONbKO agpecaumio U CepBUChbl UCTOYHUKA
N NpUeMHUKa W, KOHEYHO, KOPPEKUUIO nepeaayum rnaketos ¢ NOMOLLBIO NPOTOKOMNOB 4 YpOBHS
mogenn OSI u Bbiwe, Takmx kak TCP. OpgHako, B OOnbLUMHCTBE criyvyaeB npoTokon [P
MCcnonb3yeT MaKkCUMarbHO BO3MOXHYHO MPOMYCKHYD CMOCOBHOCTL BMECTO MexaHu3Ma
NOAAEPXKKM M 3amnTbl NOMNOCHI NAaKeTHOM nepegayvn. ATo NPUMEHNMO NS TaKMX CEPBUCOB Kak
noyta u FTP, HO npu yBenuyeHun nepegayn MyrnbTUMEOUNHBIX KOMMEPYECKMX OaHHbIX U
SNEKTPOHHbIX BU3HEeC-cepBNCOB, METOA MaKCUMarbHOW 3arpy3kM HE MOXET YAOBETBOPUTb
TpeboBaHWsi HEOH6XOOUMON NOMOCHI U HU3KUX 3aEPXKEK.

Basupysacbk Ha pasnuuHbix mMeTogax, QoS onpegensieT NPUoOpUTET AMS KaX4oro BXOASLLEro
nakeTa. KnaccudumkaunmoHHas nHgopmauus COAepXMTCs B 3aronoBkax |P-nakeToB TpeTbero
YPOBHSA 1 B 3aronoBkax dperimoB 802.1Q BToporo ypoBHs. QoS obecneumBaeT OAMHAKOBbIN

162

@ §) QTECH

MWP OOCTYMHEE



PykoBoacteo nonb3oatens cepus QSW-6700

HACTPOWIKA QOS

cepBUC NS NaKeTOB OAMHAKOBOrO npuopuTeTa, B TO Bpemsl Kak Ansi MakeToB C
pasnuyalLLMMUCs NpuopuTeTaMM NpeaaralTcs pasnuyatoLmecs onepauun. MapLpyTtmnsatop
UM KOMMyTaTop, NnoaaepxusarlLme cepsuc QoS, moryT obecneunBaTtbe pPasfnuyHy0 Noriocy
nepegaym B COOTBETCTBUM C Kraccudukaumen naketos, noMevaTb NakeTbl B COOTBETCTBUM C
CKOH(UIrypUpOBaHHbIMK MONUTUKAMK, a Takke cOpacbiBaTb HEKOTOPbIE HU3KOMPUOPUTETHLIE
nakeTbl B Criy4ae neperpysku nomockl nepegayn.

KoHpurypauma QoS sasnsetca rnbkon, Gornee nNpocTton UnM CROXHOW B 3aBUCUMOCTM OT
TONONOMNN CETU N YCTPOWCTB, a Takke rMyOuHbl aHanm3a BXoasLwero/mcxoaswero Tpaduka.

18.1.3. BazoBass mogenb QoS

basosas mogenb QoS coctont n3 4 yacten: Knaccudmkauus, NpumeHeHne nonutuk, NomeTtka
n MNnaHnpoBaHue, rae knaccugukauusl, NPUMEHEHNE NONUTUK M MOMETKN — NocrenoBaTenbHbIe
AeNncTBus Ha BxoAde, a paboTa ¢ ovepeassMn u nnaHnpoBaHne — aenctemst QoS Ha BbIxoae.

s R
Ingress Egress
Yeranoess Oxpaumeaiva
Inteenal Pranty NBKETOB
Classification > Policing Remark Scheduling
Copruponks Bxagniiero PRIIGHNE O MEXAWIIME OGpaBoTxa narsTos Movewsme NaxeTa &
TP & SABACHMOCTH oxpaumaRHR, Sngie COMNBLHO WX UBATY: CNEDEAL COMSLHO €10
OF MEXBHNIME bucket dual color srme Dual transmit, drop, remark Intemal Priorty w
WIBCCH N bucket three color, B Remark Noapagywasaat nocnaayouas 06patoTa
Haaariome Intemal SABICHMOCTV OT NEPEMIEIPONKY IEKgTON CHEPEAM B COOTRRTCTEMA C
priarty w Orop BHINONHEHHOR HACTDOADY nIMejaime noned DSCP, HACTPOSHHEM
precadence ToS, CaS arropuTMon
\ J
PucyHok 48. basoBasi Mmogenb QoS
Knaccudukauusa: knaccudumumpyeT Tpauk B COOTBETCTBUM € KnaccudmKauMoHHON

WHpOopMaLMen NakeToB N reHepupyeT 3HavyeHUe BHYTPEHHEro npuopuTeTa, OCHOBAHHOE Ha
KnaccmdukaunoHHon uHppmMauun. Ona  pasnuyHblX TUMNOB MNaKeTOB  Kraccudpukauums
obecneynBaeTcs pasnnyHbIM 00pa3om. Cxema HKe MoKasbiBaeT 3TO.

ﬂpmmeHeHme NONMUTUK U NOMETKA: KaXKabl NakeT B KJ'IaCCI/ICbI/ILI,VIpOBaHHOM BXogdLwem TpachKe
nonyvyaeTt 3Ha4YeHWe BHYTPEHHero npuopmuteTa MU MOXEeT fariee noaBepratbCAd OEencTBUIO
NOJNINTUK N NOMeYaTbCA.

MpuMeHeHWe NONUTUK MOXET ObiTb BbINOMHEHO HA MNOTOKE AaHHbIX Anst obecneyeHus
pa3nMYHON NOSIOChI MPONYCKaHUA A8 Pa3NUYHbIX KraccoB Tpaduka. HasHaueHHasi nponyckHas
nonutMka MOXeT OblTb «OAHa Kop3uHa-gBa ueTa» (single bucket dual color) nnn «ase
Kop3uHbl-Tpu uBeTa» (dual bucket three color). Tpaduky npuceavsatoTCa pasnuyHbie LBeTa 1
B COOTBETCTBUMN C HUMMK OH MOXET cbpacbiBaTbCst Mnm nponyckatbes. K nponyLeHHbIM naketam
npMMeHsieTCa [OencTBMe MOMETKM, KOorga mnakeTy Ha3HayaeTcs HOBbI, 6Gonee HU3KUK
BHYTPEHHWUIA NPUOPUTET ANA 3aMeHbl CyLLeCTBOBaBLLEro paHee Gonee BbICOKOro BHYTPEHHErO
npuoputeta. lMongs COS u DSCP 6ygyT moouduumpoBaHbl B COOTBETCTBMM C HOBbIM
BHYTPEHHUM NPUOPUTETOM Ha Bbixoge. Cneaytollas cxema OnucbiBaeT 3TV onepaumu.
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A

tag packet
Y

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

Y

Set the packet COS as
the default ingress
COS(*4)

A\ 4

Y

COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COg value (*5)

!

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according fo
the packet MPLS EXP value

Set the packet COS field |

equals Int-Prio

Y

Enter the
policing flow

PucyHok 49. Mpouecc knaccudgmkaumm

3ameyvanune 1: 3HaveHme CoS paccunTbiBaeTCa UCXOOHA U3 CBOWCTB NakeTa M HUKaK He CBS3aHO

CO 3Ha4YeHneM BHYTpPEeHHEero npmnoputeTa, noslyd4eHHbIM A4 NoTOoKa.

3amevaHue 2: Ecnvn ogHoBpeMeHHO ckoHdUryprupoBaHbl npoeepka DSCP n CoS, To npuoputet
DSCP BaxHee COS.

QTECH
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(= )

Whether configure
the policing policy

N | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

Y

C Enter scheduling > ( [‘))Ta%?(;?: )

PucyHok 50. MNpouecckl PerynupoBaHus 1 NOMeTKM

3ameyaHue 1. BHyTpeHHWI npuopuTeT ByaeT CKpbIT Nocne YCTaHOBKW. YCTaHOBKa BHYTPEHHEro
npuopuTeTa Ha TpaduKk C onpedeneHHbIM LUBETOM MNOKPbIBAET YCTaHOBKY BHYTPEHHEro
npuopmuteTa Ha TpaduK, He CBA3aHHbLIN C LLBETOM.

3ameyaHue 2. C6poc BHYTPEHHEro npuopuTeTa nakeToB OCYLLECTBIAETCA B COOTBETCTBUM C
KapTon npeobpa3oBaHua «BHYTPEHHWA MPUOPUTET - BHYTPEHHUN npuoputeT» (IntP-to-IntP).
Mpn «knaccudmkaumm nNOTOKa BHYTPEHHWA npuoputeT 6epeTcss OT  MCTOYHMKA UMK
yCTaHaBrMBaeTCcs AeNCTBUAMU, HE CBA3AHHLIMU C LIBETOM.

PaGota c ouyepegsiMM ¥ NfaHUMPOBAHME: CYLWECTBYET BHYTPEHHUA npuopuTeT Ans
NCXOOSILUMX MaKkeToB, B COOTBETCTBMM C HUM MIAHUPYETCA pacrnpeferieHne nakeToB Mo
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oyepeasM C pasnuyHbiM MPUOPUTETOM U MaKeTbl MOCLINAOTCS B COOTBETCTBMM C BECOBbIM
npuoputTeToM odepean u npuoputeTom cbpoca. Creagytowasi cxema onucbiBaeT onepauun

NnaHUpoBaHNA.
< Start )

MPLS
packet(*0)

Y

Remark DSCP and L2 COS Remark EXP field of the
fields of the packets :
: 2 <€— packed according to
according to Int-Prio-to-DSCP Int-Prio-to-EXP mappin
Int-Prio-to-COS mapping(*1) sk

l

Select queue according to
Int-Prio-to-Queue mapping

lQueue Number

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Buffer
available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

( )

PucyHok 51. Mpouecchl NnaHMpoBKM 1 YNpaBreHns ovepeasiMm
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18.2. KondurypupoBaHue QoS

1. KoHurypmpoBaHue KapTbl KNaccos.

YcraHaBnuBaeT knaccudukaumoHHble npaeBuna B cooTtBetctBum ¢ ACL, CoS, VLAN ID,
npuoputetom IPv4, DSCP u IPv6 FL gnsa knaccudmkaumm notoka gaHHbIX. PasnuyHble knacchl
NMOTOKOB AaHHbIX 00pabaTbiBatOTCA MO pasHbIM NMONIUTUKAM.

2. KoHdgourypupoBaHue KapTbl NOMUTUK.

Mocne knaccudukaumm NOTOKa AaHHbIX MoOXeT ObiTb co3gaHa kapTa MONMUTUK, ONst CBSA3U C
KapToW KrnaccoB, CO30aHHOW paHee U BXOOOM B pPeXxuM Krnacca. Toraa pasfnuyHble MOSnTUKK
(TakMe Kak orpaHuyeHue Momnochl, NOHWXEHME MpPUOpUTETa Ha3HaYEeHMEM HOBOMO 3HAYeHUs
DSCP) MOryT NnpUMeHSITbCA A115 Pa3NUYHbIX NOTOKOB AaHHbIX. Takke MOXHO onpeaenvTb Habop
NONUTUK, KOTOPbIE MOTYT NPUMEHATLCA OJ151 HECKOSbKUX KITAaCCOB B KApTe NOSMIUTUK.

3. TlpumeHeHue QoS Ha nopTty unn VLAN-uHTepdence.

KoHpurypmpoBaHve goseputenbHoro pexuma (trust mode) Ha nopTy unu npueBsiaka NOAUTUK K
nopty. MNonuTtunkn 6yayT 3aaencTBOBaHbl HA NOPTY TOMBKO €CNK OHM ByAyT NpuBsA3aHbl K HEMY.
Monutukn Tak ke MoryT ObiTb NpuBA3aHbl K onpeaeneHHoMmy VLAN. He pekomengyetcs
OAHOBPEMEHHO Ucnonb3oBaTb KapTy nonntuk Ha VLAN 1 Ha ee nopTax, B NPOTUBHOM criy4yae
NpUoOpUTET KapTbl NONMTUK HA NOPTY OyaeT BhiLe.

4. KoHdurypmpoBaHue anroputMma ynpasreHus ovepeasamu.

KoHduryprpoBaHue anroputMma ynpasreHna odepensmMu, Takoro Kak sp, wdrr v gpyrux.
KoHdurypmposaHue pacnpeagenernnsa QoS.

KoHdurypuposaHue pacnpegenenunsa ns CoS s DP, nsa DSCP 8 DSCP, u3s IntP 8 DSCP.
1. KoHurypmpoBaHue KapTbl KINacCcoB.

KomaHpa OnucaHue

PexuMm rno6anbHOro KOHUrypmMpoBaHus

class-map <class-map-name> Cos3paHue KapTbl KIlaccoB M BXO4 B
PEXUM KapTbl KraccoB; komMaHga «no
class-map <class-map-name>» yganset

yKasaHHYI0 KapTy KIaccos.

no class-map <class-map-name>

Pexum HacTponkm KapTbl knaccoB QoS

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list> | ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp-list>| ipv6 flowlabel <flowlabel-
list>|vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip precedence
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}

YcTaHOBKa COrNacoBaHHbIX KPUTEPUEB
(knaccudmkaumsa notoka gaHHblx no ACL,
CoS, VLAN ID, npmnoputetom IPv4, IPv6
FL vnn DSCP, 1 T.4.) NS KapTbl KNAccos.;
KoMaHOa «no» yganseT onpeaeneHHbIn
COrnacoBaHHbIN KPUTEPUNA.
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2.  KoHdourypupoBaHue KapTbl NOSIUTUK.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

policy burst {1 | 2} <committed-burst-size> CospgaHve npoduns orpaHvyeHuns
BCMJ1ECKOB Tpadduka ans
nocneayroLlLen HacTponkn policier.

policy-map <policy-map-name> CosgaHve KkapTbl NONMUTUK W BXOA4 B
PEXUM KapTbl MOMWUTMK; KOMaHga «no»

no policy-map <policy-map-name>
yaansieT onpeaeneHHyo KapTy NOSUTUK.

PeXXnm HacTpoMKM KapTbl NONIUTUK

class <class-map-name> [insert-before <class- | lMocne co3gaHns kapTbl MOMUTUK, €€
map-name>] MOXHO CBfi3aTb C kraccom. PasnuyHble
NOSIMTUKN MNWN HoBble 3HayeHuss DSCP
MOryT ObITb MPUMEHEHbl K pPasfnyHbIM
noTokamM [aHHbIX B peXume Krnaccos;
KOMaHga «no» ypansieT onpefeneHHbln
Knacc.

no class <class-map-name>

set {ip dscp <new-dscp> | ip precedence <new-  [lpucBauBaet HOBbIN BHYTPEHHWUI
precedence> | internal priority <new-inp> | drop | npuoputeT KnaccucmumpoBaHHOMY
precedence <new-dp> | cos <new-cos>} Tpadwmky; KomaHgoa «no» OTMeEHsieT

no set {ip dscp | ip precedence | internal priority | | H@3Ha4€HNE HOBOU BENTNHMHDL.

drop precedence |cos}

Policy <CIR_Kbits_per_second> burst-group | KoHdurypauuns NONUTUKN ans
<bucket_size_profile_ID> KnaccuguunmpoBaHHOro NnoToKa.
no policy OTaenbHble KOMaHAbl NONUTUK

noggepXxusatoT Tpu uBeta. AHanuaunpyet
pabounin pexum BUPTYanbHOW KOP3WHbI,
3TO MOXeT ObITb OfjHa CKOPOCTb — OfHa
KOp3uHa, OfHa CKOpPOCTb — [BE KOP3MHbI,
ABE  CKOpOCTM — [OBE  KOP3WHbI.
YcTtaHaBnvBaeT COOTBETCTBYIOLLMNE
JencTema  Ons  pasnuyHbiX  LIBETOB
naketoB. KomaHaga «no» ygansieT pexum
13 KOHUrypaumm.

accounting YctaHoBKa (PyHKUMM CTaTUCTUKM O11A
KnaccuduumnpoaHHoro tpadwmka. lNMocne
BKIMIOYEHUST 3TOW (PYHKUUW B pexume
MOJSINTUKN Kraccos, pgobasnseT
CTaTUCTUKY Tpadomka rno KapTe MonuTUKn
knaccoB. B pexume ogHOM KOP3WHBbI
nakeT MOXeT BbITb TONbLKO 3eMeHbIM Unu

no accounting
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KomaHpa OnucaHue
KpacHbIM Npyv NPUMEHEHUM NonNuTUkn. B
BbIBOANUMON WHopmaumm OyayT [asa
uBeTa (KpacHbl 1 3eneHblin) naketoB. B
pexume ABYX KOp3vH OyayT Tpwu uBeTa
(3eneHblin, KpacHbI U XXenTbln) NakeToB..
PeXxnm KoHcurypauumm KapTbl NOJIMTUK KNaccoB
drop Cb6pacbiBaeT vnu nepepaet Tpaduk B
no drop JaHHOM knacce. Komanpa «No»
] OTMEHSIET NPUCBOEHHYIO (DYHKLMNIO.
transmit
no transmit

3. [MpumeHeHne QoS Ha nopTty unun VLAN-nHTEpence.

KomaHaa

OnucaHue

Pexum KoHdurypupoBaHusa uHtepdenca

mls gos trust dscp
no mis qos trust dscp

KoHdurypupoBaHue DOBEPUTENBHOIO
nopta. KomaHgaa «no»  OTMeHsieT
TEKYLLUMA PEeXUM [OBEPUTENBHOCTM Ha
nopTy.

mls gos cos {<default-cos>}
no mis gqos cos

KoHdurypaumss  3HadeHuss CoS no
YMOJYaHMIO Ha MOpTy; KOMaHga «no»

no service-policy input <policy-map-name>

BOCCTaHaBnMBaeT 3Ha4yeHne no
YMOJYaHMIO.
service-policy input <policy-map-name> MpumeHsieT KapTy NONUTUK K

KOHKpeTHoMy nopTy; KomaHga «no»
yaansieT  COOTBETCTBYHOLLY  KapTy
MONMUTMK, TMPUMEHEHHYIO Ha  MOPTY.
BbixogHast kapTa MONWTUK TMoka He
noaaepXXmBaeTcs.

Pexum rmnobanbHoro KoHuUrypmpoBaHus

service-policy input <policy-map-name> vlan
<vlan-list>
no service-policy input <policy-map-name> vilan
<vlan-list>

MpumeHseT KapTy NOMNUTUK K
KOHKpETHOMY VLAN-uHTEpdency.
Komanga «No» yoansert

COOTBETCTBYIOLLYIO  KapTy  MOMUTKK,
npumeHeHHyto Ha VLAN-uHTepdence.
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4. KoHdwurypmpoBaHne anropntmMa ynpasneHns ovepeaamu.
KomaHpaa Onucanue
Pexxnm KoHcpurypmpoBaHusa nopta
mls gos queue algorithm {sp | wrr | wdrr} YcraHoBka — anropuytma  ynpasneHus

no mis gos queue algorithm

ovyepeasimu. o ymonyaHuio anroputm —
wdrr

mils gos queue
<weightO0..weight3>

{fwrr | wdrr}

no mis gos queue weight

weight

YcTaHaBnuBaeT Bec odepeaen wdrr onsg
Bcex noptoB. [lo ymonyaHuio Beca
ovyepegen 1234

5.  KoHdurypmnpoBaHue npeobpasoBaHus QoS.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmupoBaHus

<in-dscp list> to <intp>}
no mils gos map {cos-intp | dscp-intp}

mls gos map {cos-intp <intp1...intp8> | dscp-intp

YcTaHaBnuBaeT NPUOPUTETHYIO
TpaHcnaumio ana QoS. KomaHga «no»
BOCCTaHaBMMBaeT 3Ha4YeHne TpaHCcnaunm
no ymon4yaHuto

6. Ouuctka cHETUYMKOB OaHHbIX B KapTe NoJIMTUK Ha onpeaeneHHoOM nopTty 1Unm VLANe.

KomaHaa

OnucaHue

Pexxum agMuHucTpaTopa

vlan <vlan-id>]

clear mls qos statistics [interface <interface-name> |

OumncTka CYETUMKOB [aHHbIX B KapTe
NOMNUTUK Ha onpeaeneHHoOM NopTy WUnu
VLANe. Ecnn y «komaHabl HeT
napamMeTpoB, OYULLAIOTCA CUETUMKU Y
BCEX KapT NONUTUK.

7. TpocmoTp koHGUrypaumm QoS.

KomaHaa

OnucaHue

Pexum agMuHucTpaTtopa

show mis qos maps [cos-dp | cos-intp | dscp-
dscp | dscp- intp | dscp-dp]

[NokasbiBaeT
QoS-TpaHcnaumn

KOHpurypauuio

show class-map [<class-map-name>]

Moka3sbiBaeT kapTy knaccoB QoS

(@ arecy
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KomaHpa OnucaHue
show policy-map [<policy-map-name>] MokasbiBaeT kapTy nonutuk QoS.

show mls gos {interface [<interface-id>] [policy | | [Noka3biBaeT koHpUrypaumo QoS Ha nopTy.
gueuing] | vlan <vlan-id>}

18.3. Mpumep QoS
Mpumep 1:

Heobxoanmo BknounTb PyHKUM0 QOS, M3MeHNTL Beca BbIXOOHbIX ovepenen Ha nopty Ethernet
1/0/1 Ha 1:1:2:2:4:4:8:8, Tawkke YCTaHOBUTb Ha MNOPTY pexum poseputenbHoro CoS 6e3
n3meHeHus 3HavyeHns DSCP 1 yctaHoBUTb 3HadYeHne CoS No yMOMn4YaHuIo paBHbIM 5.

OTanbl KOHUIYPUPOBAHMS ONUCAHbI HKE:
Switch#config
Switch(config)# mls qos queue wrr weight 11224488
Switch(Config-1f-Ethernet 1/0/1)#mls qos trust cos
Switch(Config-1f-Ethernet1/0/1)#mls qos cos 5
PesynbTaT koHGUrypaumm:

Korga B o6wem pexume BkntodeH QOS, Ansa BbIXOAHbLIX ovepeaen nonoca nponyckaHus Ans
Ka)kgoro noprta nogeneHa B nponopumn 1:1:2:2:4:4:8:8. Korga nakeTbl, UMeloLmne napameTp
CoS, npuxogat uyepes nopT Ethernet 1/0/1 um HasHavaeTCA BHYTPEHHUW MPUOPUTET B
CooTBETCTBMM CO 3HayeHmem CoS. 3HayeHus CoS oT 1 oo 7 COOTBETCTBYHT ovepensm
1,2,3,4,5,6,7.8 cooTBecTBeHHO. Ecnn BXxogsAwWMIM NnakeT HE MMEET YCTaHOBIIEHHOMO napamMeTpa
CoS, OH no ymon4yaHuio cymMtaeTcs paBHbIM 5 1 nakeT nomewaetca B odepedb 6. Bo Bcex
npoxoasuwmx naketax aHa4yeHne DSCP He meHseTcs.

Mpumep 2:

Ha nopty Ethernet 1/0/2 HeobxoaMmo ycTaHOBUTbL MNOMOCYy AN MakeToB W3 CerMeHTa
192.168.1.0 B 10 MOBuT/Cc ¢ gononHuTensbHon nonocon B 4 M6uT. Bce nakeTsbl, NpeBbilLaoLLINe
3Ty nonocy, 6yayT c6poLleHbl.

3Tanbl KOHUrypaLumm nokasaHbl HXKeE:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-c1)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy burst 1 4000
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 burst-group 1
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
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Switch(config)#interface ethernet 1/0/2
Switch(Config-1f-Ethernet1/0/2)#service-policy input p1

PeaynbTaT KOHUrypaumu:

Jlnct poctyna ¢ mmeHem 1 HacTpoeH and Bblbopkn cermeHTa 192.168.1.0. dyHKkumsa QoS
BKMtoveHa rnobanbHo. Co3gaHa kapTa knaccoB ¢ umeHem c1, nuct ACL 1 BkntoyeH B KapTy
knaccoB. CosgaHa rpynna burst 1 onpegensiowas MakcumarnbHbIM BCnreck Ttpadduka,
npesbilatoLLero rapaHtmposaHHyto nonocy CIR. CosgaHa gpyras kapta nofiMTuk ¢ UMeHem p1.
Kapta p1 ccbinaetca Ha kapTy c1. YcTaHoBneHbl COOTBETCTBYKOLLME MNONUTUKM ANS
OrpaHNYeHnss NONoChbl U OOMOMHUTENbHbBIX pacLUMPeHUin. ATa KapTa MONMUTUK NPUMEHEHa Ha
nopty Ethernet 1/0/2. MNMocne Toro, Kak BbllleyKkasaHHble HACTPOMKW cAenaHbl, nosioca Ans
nakeToB u3 cermeHTa 192.168.1.0, npoxogsawmx 4epes nopt Ethernet 1/0/2, yctaHoBneHa B
10 M6uT/c ¢ gononHuTenNbHbIM pacwmpeHnem B 4 Mout. Bce nakeTbl, NpeBbILWAOLLNE AAHHbIE
YCTaHOBKM B J@HHOM cermeHTe, OyayT OTOPOLLEHbI.

Mpumep 3:

Kak nokaszaHO Ha pUCyHKe, BHYTPW OTMeYeHHoW obnactu, Haxogutcss QoS gomeH, SwitchA
KnaccudbunumnpyeT pasnnyHbli TpaduKk U Ha3HavyaeT pasnnyHble npuoputeTol IP. [na npumepa,
yctaHoBuM npuoputer CoS gna naketoB m3 cermeHta 192.168.1.0 paBHbiM 5 Ha nopty
Ethernet1/0/1 (ycTaHOBMM BHYTPEHHUIN NpUOpUTET paBHbIM 40 U NO YMONYaHUIO TPaHCNALMIO
BHYTpeHHero npuoputeTa B dcsp kak 40-40, cooTBeTCTBYOWMIA IP-npuoputeT pasHbiM 5). MNopT,
nogkntodeHHbln kK SwitchB — TpankoBbein. Ha SwitchB nopt Ethernet 1/0/1, nogkntoyeHHbIN K
SwitchA HacTpoeH kak goBeputenbHbin dscp. Takum obpaszom BHYTpu obnactn QoS nakeTbl ¢
pasnMyHbIMK MpuopuTeTamm OyayT pacnpefenaTbCa B pasnuyHbie ovepean U nonyyaTb
COOTBETCTBYIOLLYIO NMOSIOCY nepeaayn.
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PucyHok 52. Tunosast Tononorust QoS

OTanbl KOHMUIypaLmMmn onncaHbl HKE:

KoHdurypaums QoS Ha SwitchA:

Switch#config

Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255

Switch(config)#class-map cl

L

=h

Switch(Config-ClassMap-c1)#match access-group 1
Switch(Config-ClassMap-c1)#exit

Switch(config)#policy-map p

1

Switch(Config-PolicyMap-p1)#class cl

Switch(Config-PolicyMap-p1-Class-cl)#set ip precedence 40

Switch(Config-PolicyMap-p1-Class-cl)#exit

Switch(Config-PolicyMap-p1)

#exit

Switch(config)#interface ethernet 1/0/1

Switch(Config-1f-Ethernet1/0/1)#service-policy input p1
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KoHdurypaums QoS Ha SwitchB:

Switch#config
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#mls qos trust cos

18.4. YcTpaHeHMe HencnpaBHocTen QoS

[oBeputenbHbin  pexxum  cos M EXP  MoxeT wucnonb3oBaTbCs € APYrMMu
A0BEPUTENBHBIMU PEXUMaMN NN KapTOW MNONUTUK.

[loBepuTenbHbIN pexuMm dscp MOXEeT UCNONb30BaTbCA C APYrMMU AOBEPUTENbHbIMU
pexxMMamun Unu KapTom NoNMTUK. JTa KOHUrypaums npumeHseTcs Ans naketos IPv4 un
IPV6.

HoBeputenbHble pexmnmbl exp, dscp U cos Moryt ObITb CKOHUIypupoBaHbI
ogHoBpeMeHHo. MpropuTteThl No cTapwunHeTey: EXP>DSCP>COS.

Ecnn ckoHdurypmpoBaH anHamuyeckun VLAN (MAC VLAN/ronocoson VLAN/VLAN
nogcetn IP/VLAN-npotokona), Toraa 3HadeHne COS gns naketa paBHO 3HAYEHUHO
COS pna gnHamunyeckoro VLAN.

KapTa nonutukn MoxeT ObiTb NpMBsi3aHa TOMbKO KO BXASLIEMY HanpaBleHUIo,
BbIXOASLLEE HanpaBrieHne He NnoaaepxuBaeTcsl.

B HacTosiee BpeMa He pekoMeHAyeTCs 04HOBPEMEHHO UCMONb30BaTh KapTbl MONUTUK
Ha VLAN v Ha ero noprty.
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19. NEPEHANPABJIEHUE NMOTOKOB

19.1. O6wme cBepeHUsA O nepeHanpaBrieHUN NOTOKOB

DyHKLMA NepeHanpaBneHns NOTOKOB NO3BOMSET KOMMYTATopy nepefdaBatb PpenMbl AaHHbIX,
npumMeHsas Hekune ycnosua (onpegensemsle ACL) Ha gpyron nopT. @permbl co cneumanbHbIMU
YCrNOBMSMWN Ha3blBAlOTCA KMacCoM MOTOKa, BXOAALMA MOPT OaHHbIX HasblBaeTCd MOPTOM
MCTOYHUKA nepeHanpaBrieHns, a onpefeneHHbln BbIXOOHOW NOPT — MOPTOM MpUeMHUKa
nepeHanpaeneHusa. OObIMHO ecTb OBa BuMAa NPUMEHEHWSI NepeHanpaBrieHUs MNOTOKOoB: 1)
MogkniodeHne aHanusatopa MNoToka (Hanpumep, cHuddepa) nnn yaaneHHoro MoHuTopa K
NOPTY NPUEMHUKY NepeHanpaBneHus Ans KOHTPOMS 1 yNpaBreHUs CeTblo, a Takke ANarHOCTUKK
npobrnem Ha ceTn; 2) CneumanbHble NpaBunia nepegayvn ans cneumanbHbiX TUNoB penmMos
AaHHbIX.

KommyTaTop MOXeT Ha3Ha4yaTb TOJIbKO OAWH NOPT — NPUEMHUK AONA OAMHAKOBbLIX KIacCcCOoB
NOTOKOB Ha MOPTY-UCTOHHUKE, B TO BpPEMA KaK OJ1A pa3finyHbIX KIiaCcCoOB MNOTOKOB Ha MopTy
NCTOYHMKE MOXHO Ha3Ha4uUTb pas3rfindyHble NopTbl — MPUEMHUKN. OamnHakoBbIM Knacc NoToka
MOXeT NPUMEHATLCA Ha pa3finyHbIX NOPTax — NCTOYHUKAX.

19.2. KoHdurypmupoBaHme nepeHanpaBrieHUs NOTOKOB

1. KoHourypupoBaHue nepeHanpaBrneHusi MOTOKOB.
2. [lpoBepka TekyLLen KOHpUrypauum nepeHanpasneHnsa NoTOKOB.

1. KoHdurypmpoBaHue nepeHanpasneHusi NOTOKOB.

KomaHaa OnucaHue

Pexum KoHduUrypmpoBaHus nopta

access-group <aclname> redirect to interface [Ethernet | OnpeneneHne
<IFNAME>|<IFNAME>] nepeHanpasrieHNss MOTOKOB Ha
nopTy; KOMaHAa «noO access-
group <aclname> redirect»
ncnomnb3yetcsa Ans  yaaneHus
nepeHanpaBfeHns NOTOKOB.

no access-group <aclname> redirect

2. TlpoBepka TekyLlen KoHUrypaLmm nepeHanpaBneHns nNoToKoB.

KomaHaa OnucaHue

Pexxum agMuHucTpaTopa/pexxum rnobansbHOro KOHUrypmpoBaHus

show flow-based-redirect {interface [ethernet <IFNAME> | [Noka3biBaeT WHdopmaumo o
|[<IFNAME>]} TeKyLen KOHpurypauum
nepeHanpasneHnsl NOTOKOB Ha
nopTty/ycTponcTee.
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19.3. NMpumepbl NnepeHanpaBneHUss NOTOKOB
MNpumep:

TpeboBaHna nonb3oBaTena K KOHMUrypauum COCTOAT B CrieAdyloleMm: nepeHanpaBeHune
dpermoB ¢ ncxogswmm IP-agpecom 192.168.1.111, npuHnmaemMbix Ha NopTy 1, Ha nopT 6.

M3meHeHus KoHurypauuu:

1. HacTtpowka nucta goctyna. Ycnousi Bbibopkn — IP-agpec nctoyHmka —
192.168.1.111.

2. TMpumeHNTb NepeHanpaBreHne 3Toro NoToka Ha nopTy 1.
MNpouenypa KoHpurypauuu:
Switch(config)#access-list 1 permit host 192.168.1.111
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)# access-group 1redirect to interface ethernet 1/0/6

19.4. YcTpaHeHue HeMcrnpaBHOCTEN nepeHanpaBsieHUs NOTOKOB

Ecnu koHgurypaums nepeHanpasreHusi noToka He paboTaeT, npoBepbTe crnegyolime
NPUYKHDBI, KOTOPbIE MOTYT BbI3blBaTb NPOBGeMbI:

e Twun notoka (NUCT AocTyna) MOXeT ObiTb TONbKO CreayrLnX BUOOB — CTaHO4APTHbIN
ACL, pacwupeHHbin ACL, wuMeHOBaHHbIM pacwmpeHHbin ACL, MMeEHOBaHHbIN
crangapTHbii ACL, ctangapTHbin IPv6 ACL 1 nmeHoBaHHbIM cTaHaapTHbeI [Pve ACL.

e [lapameTpbl BPEMEHHOrO AuanasoHa M Auana3oHa NopToB He MOryT ObiTb 3adaHbl
nuctom goctyna. Tun nucta gocTyna AormkeH ObiTb permit.

e [lopT nepeHanpaBneHns B QYHKUMX NepeHanpaBneHus MOTOKOB AOSMKeH ObiTb
1000 MowuT.
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20. KOHOUTYPUPOBAHUE SELECTIVE QINQ

20.1. Obwue cBepeHuns o selective QinQ

20.1.1. TexHonorua QinQ

TyHHenb Dot1q, KoTopbIv Tak xe HasbiBaloT QinQ (802.1Q-in-802.1Q) aBnseTcsa pacumpeHnem
craHgapTta 802.1Q. OcHoBHasi maesa 3akniodaeTca B YyrnakoBke MeTku knveHTtckoro VLAN
(CVLAN tag) B meTky VLAN gepxatens cepeuca (SPVLAN tag). MNakeTt ¢ oByma metkamn VLAN
nepegaeTcs 4Yepes MarmctpanbHylo ceTb npoBangepa A5ns NpeaocTaBreHns nonb3oBaTensam
MNPOCTOro TYHHENs 2-ro YpOBHA. OTO MPOCTO W Fierko Ans ynpaBneHus, peannsyemo TOSbKO
cTaTu4eckom KoHdurypawumen n 0CoO6eHHO XOPOLLIO MPUMEHUMO AN ManeHbKNX OPUCHBIX ceTen
n Hebonbwnx ceten BToporo ypoBHA (METRO) ncnonb3yowmx KOMMyTaTopbl 3-r0 YPOBHS Kak
MarncTpanbHble YCTPONCTBA.

CywectByeT gBa Tvna QinQ: Basic QinQ n Selective QinQ. MNpuopuTeT selective QinQ Bbiwwe,
yem basic.

20.1.2. BasicQinQ

Basic QinQ 6asupyetcsa Ha nopty. [locne koHdurypaumm QIinQ Ha nopTy, UMEKT nu
NPYHMMaeMble NakeTbl METKY Uin HET, yCTponcTBO ynakoBbiBaeT VLAN no ymonyaHuio B naker.
Mcnonb3oBaHue 6a3osoro QinQ npocto, Ho meTog yctaHoBkn meTkn VLAN’a He selective.

20.1.3. Selective QinQ

Selective QinQ 6a3npyeTtca Ha noToke AaHHbIX. OH NpoBepseT, COAEPXKUT NN NAKET BHELLHIOK
METKY M ynakoBblBAeT CTOSMIbKO BHELUHMX METOK, CKOfIbKO WX MpUCYTCTBYET B noToke. [ns
npumMmepa: peanusaums BO3MoxHocTten selective QinQ B cOOTBETCTBUM C NOSib30BaTENBCKUMU
metkamm VLANa, MAC-agpecamn, Ipv4/IPv6-agpecamun, Ipv4/IPv6-npoTokonamm U
naeHTndukaTopaMmm NOPTOB MPUITOXEHUA M T.4. Takmm 00Opas3om, OH MOXET ynakoBblBaTb
BHELUHME METKM 4Nsi NaKeTOB U NPUMEHATb pPasfnyHble CXEMbl 451 Pa3fyHbIX NoNb3oBaTenemn
Unn MeToaoB.

20.2. HacTtpowuka selective QinQ

Mpu ncnonb3oBaHun selective QiNQ NOTok AaHHbIX UCMONb3YeT ANs nepegayy npasuna KapThbl
nonutuk QoS.
1. CospgaTb KapTy KrnaccoB Ans Knaccugukaumm pasnmyHbiX NOTOKOB AaHHbIX.

2. Cospatb KapTy nonuTuk selective QinQ 4ns CBA3M C KapToW KNaccoB U HAaCTPOUTb
COOTBETCTBYIOLLME OMNepaLmn.

3. lMpuBasatb kapTy nonutuk selective QinQ k nopTy.
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1. KoHurypmpoBaHue KapTbl KNaccoB.

KomaHaa

OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

class-map <class-map-name>
no class-map <class-map-name>

Co3fnaHne KkapTbl KNaccoB M BXoA B
PEXUM KapTbl KMaccoB, KOMaHga «no»
yAansieT KOHKPETHYIO KapTy KNaccoB.

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list>| ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedence|ipv6 access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

HacTpoika ctaHgapTHoro Habopa KapThl
Knaccos (knaccudmkaums noToka
OaHHbIX no nucty goctyna, CoS, VLAN
ID, npuoputety IPv4 unu DSCP u T1.4.
Ons kaptel knaccoB); KomaHga «no»
yoansiet onpeneneHHbIN Habop
cTaHOapToB.

2.  KoHdurypmpoBaHue kapTbl NonuTuk selective QinQ.

KomaHga

OnucaHue

PexxuM rno6anbHOro KOHUrypmpoBaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

CosgaHve kapTbl MONMUTMK U BXoAd B
PEXUM KapTbl MOMUTUK, KOMaHAa «NO»
yaansieT ykasaHHY KapTy NonuTuK.

class <class-map-name> [insert-before <class-

map- name>]
no class <class-map-name>

lMocne ToOro, Kak KapTta MOJMUTUK
co3gaHa, oHa MOXeT ObITb NpUBsA3aHa K
knaccy. KomaHga «no» ypanset

yKasaHHyt0 KapTy KIaccoB.

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

YkasaHue BHelwlHen meTkn VLAN’a ansa
KnaccuuumnpoBaHHOro Tpaduka.
KomaHga «no» oTMEHSIET onepauuio.

3. Tpuegaska kapTbl nonutuk selective QinQ Kk nopTy.

KomaHaa

OnucaHue

Pexxum KoHcpurypmpoBaHusa nopTa

service-policy input <policy-map-name>
no service-policy input <policy-map-name>

MNpvMeHsieT kapTy MNOMUTUK K MOpPTY.
KomaHaa «no» OTMeHsieT npuMeHeHue
yKa3aHHOW KapTbl NMOMUTKK K NOPTY.
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4. TlokasbiBaeT NPUBA3KY KapTbl NONMTUKK selective QinQ k nopTy

KomaHnpa OnucaHue

Pexum agMmnHucTpaTopa

show mls qos {interface [<interface-id>] MokasbiBaeT koHUrypaumto selective QinQ

Ha nopTy.

20.3. Mpumep npnmeHeHuna selective QinQ

Metropolitan Area
Core Network

TAG [[DA[T007)
TAG[ZDBAIZ001 TAG [1002[1001]
TAGRDUZI200
TAG [B0DA3001) G EIZ[Z007)
= TAG 13001]
TAG[T00] TAG[T001]
TACEIT —pel AM 1 TAG[Z00)
TAG[3007] TAGTGA]

l
!

PucyHok 53. Tononorusa npumeHeHusa selective QinQ

Kak nokaszaHO Ha puCyHKe, nepBbi nonb3oBatenb ncnonedyet Tpu VLAN’a ¢ metkammn 1001,
2001, 3001 cootBetcTtBEHHO Ha DSLAM1. VLAN1001 cOOTBETCTBYET LUMPOKOBELLATENBHOWN
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cetn, VLAN2001 cooteetctByeTr Client Services, VLAN3001 cootBetctByer VOIP. Ha
COOTBETCTBYIOLLEM MOPTY CETU, umerLlem dyHkumo QinQ, naketbl 6ygyT ynakoBbliBaTbCA
pasnnyHbIMU BHELWHUMK MeTkamn B cooTBeTcTBUM ¢ VLAN ID nonb3oBaTens. [NakeT ¢ meTkown
1001 6ygeT nakoBaTbCs AOMOMHUTENBHOMN BHelwHen meTkon 1001 (9Ta MeTka yHuKarnbHa Ha
AaHHOM ceTu), U No Hen ByaeT knaccmduumpoBaH Ha yctponctBe BRAS (UeHTp XxpaHeHus
koHpurypauwmm). MakeTsbl ¢ meTkamu 2001 (1nm 3001) 6yayT nakoBaTbCsi BHeLHen meTkon 2001
(nnun 3001) n knaccndnumpytoTcs Ha ycTponctee SR B COOTBETCTBUM C NpaBmuiiamMm NOTOKOB.

BTopon nonb3oBaTenb MOXeT ucnonb3oBaTb pasnuyHble MeTkn VLAN'oB Ha DSLAM2.
3ameyvanue: npumeHsiemble meTkn VLAN’OB 451 BTOPOro nosib3oBaTens MoryT ObiTb TakKMMu xe,
Kak OJ19 NepBOro nosib3oBaTensi M NakeTbl C 3TUMN METKaMM TaK e NaKylTCsl BO BHELLHIOW
MeTKY. Ha pucyHKe Bbllle, BHELLIHAS MeTKa ANng BTOPOro nonb3oBaTens oTnudaeTcs oT MeTKU
nepBoro nonb3oBaTenss B COOTBETCTBUM C pacnonoxkeHnem DSLAM wn pacnonoxeHuem
nonb3oBaTens.

Ecnu notok gaHHbix DSLAM1 nget vepes nopt1 Switch A, koHuUrypaums, cnegyrowlas:
Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-c1)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0//1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Ecnu notok gaHHbix DSLAM2 nget yepes nopt1 Switch B, koHdurypauwms, cnegytowas:
Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001

Switch(config-classmap-c2)#exit
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20.4. YcTtpaHeHune HeucnpaBHocTeu selective QinQ

Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-pl-class-cl)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-pl-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1

Switch(config-if-ethernet1/0/1)# service-policy input p1

Ecnu npaeuna selective QinQ He moryT ObITb NpMBA3aHbl K NOPTY, MPOBEPLTE HET N Npobnem,
BbI3BaHHbIX CMeAyLWMMM NPUYMHAMM:

MpoBepbTe, nogaepxusaetca nu selective QinQ cKOHMUIypUpOBaHHBIMKU KapTamu
KnaccoB 1 MOMUTUK.

Y6eauTech, YTO NUCTbI AOCTYNa BKIOYAOT pa3peLuatolne npaeuna B kapTe Knaccos,
MMEeRLLMX NNCTbI AOoCTyNa.

MpoBepbTe, YTO KOMMYyTaTOP MMeeT gocTaTodHO NnamaTn TCAM ona nepefayn cessen.

QTECH

MWP OOCTYMHEE
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21. KOH®OUTI'YPUPOBAHUE ®YHKLUN 3-M0 YPOBHH

KommyTatop nogaepxvmBaeT TOMbKO BTOPOW YPOBEHb Nepeagpecaunmn, HO MOXHO HacTpouTb
TPEeTUIA YPOBEHDb YNpaBfeHMsi NOPTOM AN COeAMHEHMST BCEX BMAOB MPOTOKOSIOB yNpaBeHus
Ha ocHoBe IP-npoTokona.

21.1. UHTepcpenc 3-ro ypoBHSA

21.1.1. HayanbHble cBeaeHus 06 nHTepcencax 3-ro ypoBHsA

B kommyTaTtopax mMoxeT ObiTb co3daH nHTepdenc 3-ro ypoBHs. OH aBnsieTcs He U3NYECKNM
UHTepencom, a BupTyanbHbiM. NHTepdenc 3-ro ypoBHA cTpoutcs Ha mHTepderice VLAN.
WHTepdenc ypoBHs 3 MOXET coaepxaTb OauH unu 6Gonee WHTEPdENCOB YPOBHS 2,
npuHagnexawmx ogHomy n Tomy xe VLAN, nnbo He cogepxaTb nHtepdencoB ypoBHs 2. o
KpanHen mepe, OOWH U3 UHTEePdENCOB YPOBHSA 2, coaepXalumxcs B nHtepdence ypoBHs 3,
AOMKeH ObITb BKIOYEH (HaxoanTbesa B cocTosiHumM UP) — Toraa GyaeT BKOYEH M MHTEpdenc
ypoBHs1 3. B npoTnBHOM cnyyae nHtepdenc ypoBHsa 3 GyaeT BbikoveH (OyoeT HaxoanTbes B
coctossHun DOWN). KommyTtaTtop MOXeT wucnonb3oBatb |P-agpeca, yCTaHOBMNEHHblE Ha
NMHTepencax 3-ro ypoBHS, AnNd KOMMYHUKALUX C APYrMMUM YCTPOMUCTBaMn Yepes IP-npoTokon.
KommyTatop mMoxeT nepecoinath IP-nakeTbl Mexay pasHbiMu MHTepdencamm 3-ro ypoBHS.

21.1.2. HacTtpouka nHrepcenca 3-ro ypoBHsi
lNocnenoBaTenbHOCTL HACTPOWKM MHTEPdenca 3-ro YpOBHS:

1. CospgaHue nHtepcpenca 3-ro yposHsi.
2. Hactpoiika onncarHmna VLAN-uHTepdeinca.

1. CospgaHue nHtepcpenca 3-ro ypoBHsi.

KomaHpa OnucaHue

PexuM rno6anbHOro KOHUrypmpoBaHus

interface vlan <vlan-id> CosgaHne VLAN-unHTepdenica (VLAN-uHTepdenc — ato
NMHTepdenc 3-ro ypoBHsi); komanga «no» yaandet VLAN-

no interface vlan <vlan-id> /! &
NHTEpdENC, CO30aHHbIA HA KOMMYyTaTOpE.

2. Hactpoiika onncanmna VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexum koHdurypuposaHus VLAN-untepdenca

description <text> HacTtponka onucaHuns
VLAN-nHTepdernca. KomaHga «no» ybepet

no description
P onucanune VLAN-nHTepderica.
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21.2. HacTtpounka npotokona IP

21.2.1. BeegeHue B IPv4, IPv6

IPv4 — 310 Tekywasi Bepcus rnobanbHOro yHmBepcanbHoro MIHTepHeT-npoTokona. lNMpaktuka
Aokasana, 4to IPv4 gaensetca npocTbiM, rMMOKMM, OTKPbITbIM, MOLUHBbIM, a TaKke nerkum B
peanusaumm npotokorioM. OH obnagaet Xxopowen COBMECTMMOCTbIO C  pasfnyHbiMU
NPOTOKOMaMMU BEPXHErO U HWXHEro ypoBHeW. XoTsa IPv4 novTtn He MEHSNCs ¢ MOMEHTa ero
noaesneHns B 80-x rogax, OH MPOAOIPKAET pacnpocTpaHATbLCA MO BCEMY MUPY BMecTe C
pacnpoctpaHeHueMm UHTepHeT. OgHako No Mepe pocTta MHAPacTpyKkTypbl HTepHeT u ycnyr,
ncnonb3ywmx NHTepHeT-NpUNoXeHns, BbIABMASAIOTCA U HEKOTOpble HedoCTaTKM NpoToKona
IPv4, cBsizaHHble ¢ MacwTaboM M CNOXHOCTLIO CerogHawHero MHTepHeTa.

IPv6 — 91O wWwecTtaa Bepcusa WIHTepHeT-npoTokona, cregywouwee ero nokoneHue. IPv6
paspabotaH |IETF 1 pomkeH 3aMeHWTb WCMOMNb3yeMbIl B  HACTOsILLEe BpeMS
UHTepHeT-npoTokon Bepcun 4 (IPv4). IPv6 6bin paspabotaH cneunanbHO Afsi TOro, 4toobl
NUKBMONPOBaTbL HexBaTKy agpecoB |Pv4, npenatcTBylOWYy AanbHEnWweMy pasBuTUIO
WHTepHeT.

Haunbonee BaxHasi npobnema, kotopas peweHa B IPv6 — at0 gobasneHve AOCTaTOYHOro
konuyecTtBa |P-agpecoB. 3anac agpecoB IPv4 no4tm ucuyepnaH, B TO BpeMS KakK 4MCNO
nonb3oBatenen  WHTepHeT pacTteT B  reomeTtpudeckon  nporpeccun. OObEMBDI,
npeaocTaBnsemMbiX VHTEpHeT-yCcnyr M 4nucno NpuknagHbiX YCTPOWCTB, MPOAOSKalT pactu
onepexarowmumm Temnammn (gomaluHme u manble oucHble cetu, IP-tenedoHus, TepMmmHansl
©ecnpoBoAHOro MHoOpMaUMOHHOro obcnyXxueaHus, ucnonbaytowme WHTepHeT n 1. 4.). B
pesynbtate TpebyeTca Bce Oonblwee konuyecTBo |P-agpecoB, npeaocTaBnsaTb KOTOpble
cTaHoBUTCA BCce Oonee 3aTpyaHuTenbHo. PaboTta no npeogonenunto HexsaTtku IPv4-agpecos
Benacb Aonroe Bpemsi; 6binm NpeanoXeHbl pasnmyHblie TEXHOMOrMu1, No3BoMsLWmne NPoaUTb
CPOK 3KcnnyaTaummn, cyuiecTtsytowen IPv4-mHpacTpyKTypbl, B TOM YMCIIE TPaHCNALMS CETEBbIX
agpecoB NAT (Network Address Translation), texHonorua CIDR (Classless Inter-Domain
Routing) n 1. a.

XoTta coyetaHne CIDR, NAT 1 4acTHbIX agpecoB BPEMEHHO CMSYMIO NpobrieMbl HEXBATKM
IPv4-agpecos, NAT-TexHOnorms paspyLumna Moaens «n3 KoHua B KoHewuy (end-to-end), koTopas
ABMANachb NnepBoHavanbHON Lenblo 3ambicna IP, coenaes HeobxoanmbIM A5t MPOMEXYTOYHbIX
MapLlpyTM3aTOpOB MoAjdepXaHue craTtyca Kaxgoro COeAWHEHWdA, YTO 3HaYUTenNbHO
yBenuumMBaeT 3aZlepXXKnN B CETU U CHUXKaET NPoM3BOAUTENBbHOCTL ceTU. Kpome Toro, TpaHcnauus
CeTeBbIX agpecoB MNakeToB AaHHbIX NPEnSATCTBYET npoBepke 6€e30MacHOCTM COegMHEHUN «U3
KOHLLa B KOHeL», 3arofioBoK ayTeHTudukauum IPSec — aBHbIV npumep.

MoaTtomy, 4To6bI KOMMNMEKCHO PEeLLNTL BCe BUAbI Npobnem, cylecTtsyowmx B IPv4, cneaytowee
nokoneHne uWHTepHeT-nNpoTokona |Pv6, paspabotaHHoe I|ETF, crano eauHCTBEHHbLIM
BO3MOXHbIM peLLleHNeM B HacCTo4dLlee BpeEMA.

Mpexae Bcero, 128-6utHasn cxema agpecaumm npotokona |IPv6 rapaHTMpoBaHHO obecneynBaeT
AocTaTo4Hoe Yncno rnobanbHo yHUKanbHbIX IP-agpecos ans yanos rnobansHom IP-cetn — n no
BpeMeHU, U B npocTpaHcTBe. Kpome yBernuvyeHua agpecHoro npoctpaHcTea npotokon IPv6
ynydllaeT MHOrMe apyrve BaxHble acnektsl [Pv4.

Mepapxudeckad cxema agpecauumn obneryaet obObeguHeHne MaplipyToB, 3ddEKTUBHO
CHMXaeT KONMMYecTBO 3anucen Tabnuubl MapwpyTtmsaumm u ynydwaet 3d(eKTUBHOCTb
MapLUpyTM3auumn n o6paboTkm NakeToB AaHHbIX.

Mo cpaBHeHuto ¢ IPv4, KOHCTpYKUMA 3aronoBka IPv6 6Gonee coBeplueHHa. 3arofioBoK COOEePXUT
MeHbLUe MOoMen AaHHbIX, U3 HEero u3bsTa KOHTPONbHas CyMMa, YTO YBENMYMBAET CKOPOCTb
obpaboTkM OocHOBHOro 3aronoBka IPv6. B 3aronoske IPv6 none ¢pparmeHTa mMoxeT ObITb
NoKasaHO Kak [OMofHWUTENbHOE paclMpeHHoe norfe, nodTomy Oonblwe He 6yger
HeobxoguMoCT B parMeHTauMn MakeTHbIX [aHHbIX B Mpouecce MX nepedayn B
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mMapupyTtmsatope. Kpome toro, adhekTMBHOCTE paboThbl MapLupyTu3aTopa MnoBbllaeTcs 3a
cyeT MexaHusMa obHapyxeHusa Mapwpyta MTU (Path MTU Discovery Mechanism)
paboTaroLero ¢ MICTOYHUKOM NaKeTHbIX AaHHbIX.

MognepxnBaeTcst aBToMaTU4ecKas HacTponka agpeca u Plug-And-Play. bonbLioe konm4ecTso
XOCTOB MOrYT ferko HanTn ceTeBble MapLUPyTU3aTOPbl UCNOMb3Ys PYHKUUIO aBTOMaTUYECKON
KoHdurypauumn IPv6, aBTOMatmyeckm nonydasi rnodanbHO YyHuKanbHble IPv6-agpeca, 4to
AenaeT ycTponcTea, ncnonb3yowme npotokon IPv6, yctponcteamu Plug-And-Play. ®yHkuus
aBTOMaTMYeCKOW HaCTpPOWMKM ajpeca, TakK >e [Jenaet npouecc CMeHbl agpecoB B
cylecTByloLEen ceTu npoLle n ygobHee, agMmMHUCTpaTopam ceTu NpoLLe nepexognTb OT OAHOMO
npoBaunaepa K gpyromy.

Moonepxka IPSec. IPSec obsizateneH B IPv6, B otnuune ot IPv4. IPv6 obecneunBaet
pacLUMPEHHbIN 3arofoBoK 6e30MacHOCTU, KOTOPLIN obecrneyYnBaeT cCepBUCHI OE30MacHOCTU «U3
KOHLIA B KOHEL», TaKMe Kak KOHTPONb JOCTyNa, KOHPMAEHUNANBHOCTb N LENOCTHOCTb OAHHbIX,
cnegoBaTenbHO, Adenaet Mpole peanu3aumio MexaHM3MOB LUMAPOBaHUSA, MPOBEPKN W
BMPTYyarnbHbIX YacTHbIX ceTen (VPN).

YnydweHa nogaepxka MobunbHbix |P-yCcTpoicTB 1 MOOUNBbHBIX BbIYUCIIUTENBHBLIX YCTPONCTB.
MobunbHbin  IP-npoTokon, onpegeneHHbin crtaHgaptom |ETF, obecneumBaet pabGoty
MOBUIbHBIX YCTPONCTB B ABWMXEHMN 6e3 pa3pbiBa CyLLECTBYHOLLEro cCoeauHeHns. OTa ceTeBas
dyHKUMS NpnobpeTaeT cenyac Bce 60nbLUy0 BaxXHOCTb. B otnnyme ot IPv4, mobunbHocTb IPV6
obecne4vnBaeTCcsa BCTPOEHHbIM aBTOMaTU4ECKUM KOHPUIypupoBaHMeM And nNony4yeHnsa agpeca
nepegaun (Care-Of-Address). lNMoatomy npu mcnonb3oBaHun IPv6 He Tpebyetcs [pyroro
AreHTa. bonee TOro, Npu TakoM CBA3blBaHUM BKroYaeTca KoppecnoHOeHTCKun y3en,
cBAsbiBalOWMACA ¢ MoBunbHbIM y3noM Hanpsamyro. 3TO no3sonseT usbexatb yaopoxaHus
CUCTEMbI U3-3a TPEYronbHOro MapLupyTa, Tpebytowerocs npu IPv4.

Ypanoce u3bexatb M TpaHcnsumm ceTeBbix agpecoB. Lenbo BBegeHna NAT 6bino
NCNonb30BaHNe MexaHm3ma COBMECTHOIO M MOBTOPHOrO WUCMOJIb30BAHWUS OOHOMO U TOrO Xe
agpecHOro NpoCTpaHCTBa B Pa3fiIMYHbIX CErMeHTax ceTu. OTOT MEXaHM3M BPEMEHHO cMAr4yaeT
npobrnemy HexeaTkun |IPv4-agpecoB, ogHako A06aBNSATCA OrpaHMYeHUs, HaknagblBaeMble
NPOLeCCOM TpaHCNSUMM agpecoB Ha CeTeBblE YCTPOWCTBA M NPUNOXEHUs. Tak kak agpecHoe
npocTtpaHcTBO |IPv6 3HaunTenbHO Oonblie, TO B TpaHCnAuuum agpecoB 6Oonblie HeT
HeobxoaumocTn. B pesynbTtaTte, npobnembl ¢ NAT 1 coO CTOMMOCTbIO €e pa3sBepTbiBaHUS
peLLaTCs eCTECTBEHHbLIM CMOCOOOM.

IPv6 coxpaHun n paclumvpun nogaepXky CyLLeCTBYIOLWMX MPOTOKONOB Mapwpytusauum IGP
(Internal Gateway Protocols) n EGP (Exterior Gateway Protocols). Hanpumep, npoTtokonbl
mapwpyTtmsauum IPv6, Takue kak RIPng, OSPFv3, I1S-ISv6, MBGP4+ n 1.4.

PacwupeHa nogoepxka Multicast n yBennyeHo konundectBo Multicast-agpecoB. PaboTtasa ¢
broadcast dyHkunamm IPv4, Takmmn kak Router Discovery and Router Query, IPv6 multicast
nonHoctbto 3ameHun IPv4 broadcast B nnaHe dyHkumin. Multicast He TONMbKO 3KOHOMMUT
NPOMYCKHY CNOCOBHOCTb CETU, HO U NOBbLIWAET 3PPEKTUBHOCTL CETU B LIENOM.

21.2.2. Hactpouka IP-npoTokona

WHTepdenc 3-ro ypoBHA MoxeT 6bITb HacTpoeH kak IPv4-uHtepdenc nmbo Kak
IPv6-uHTepdeic.

21.2.2.1. Hactpouka agpeca IPv4

1. Hactpoika IPv4-agpec nHtepdenca 3-ro ypoBHsi.
2. HacTtpownka wro3a no ymon4aHuio.
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1. Hactpowka IPv4-agpec nHtepderica 3-ro ypoBHsi.
KomaHpaa OnucaHune
Pexxum koHdurypuposanusa VLAN-uHTepcpenca
ip address <ip-address> <mask> [secondary] HacTtpowka IP-agpeca
opsess p e o] VAl wnepdeien souaaa o

oTMeHseT IP-agpec VLAN-nHTepdeica.

2. Hactponka wnto3a rno ymon4aHuio.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHcpurypmpoBaHus

ip route 0.0.0.0 0.0.0.0 <A.B.C.D>
no ip route 0.0.0.0 0.0.0.0 <A.B.C.D>

HacTpoWka ctaTmyeckon mapLupyTusauuu.
KomaHaa «no» OTMEHSIET HACTPOWKY.

21.2.2.2. Hactpownka agpeca IPv6

MocnepoBaTenbHOCTb HAcCTpPoOKikK agpeca IPv6:

1. BbasoBas HacTpolika IPv6.

1.1. Hactpowuka agpeca IPv6-uHtepdeimca.
1.2. Hactponka ctatmdeckon mappyTtusaumm IPv6.

2. Hactpowika IPv6 Neighbor Discovery.

2.1. Hactpowuka konuyecTtBa coobwennn DAD neighbor solicitation.
2.2. HacTtporika nHTepBana otnpasku coobLueHnin neighbor solicitation.
2.3. Hactpownka cratuyeckux 3anucen IPv6-cocenen (neighbor).

2.4. YpaneHue Bcex 3anucen B Tabnuue cocenen IPv6.

1. BbasoBas HacTpolika IPv6.

1.1. Hactpouika agpeca IPv6-untepdeica.

length> [eui-64]

no ipv6 address <ipv6-address/prefix-
length>

KomaHpa OnucaHwue
Pexunm koHdUrypmpoBaHusa nHtepdgenca
ipv6 address <ipv6-address/prefix- | Hactpoiika IPv6-agpeca, Bkntovasi o6begnHaemble

rnobanbHble unicast-agpeca, site-local-agpeca u
link-local-agpeca. KomaHga «no ipv6 address
<ipv6- address/prefix-length>» oTmeHseT IPV6-
agpec.
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1.2. HacTpomnka ctatudeckon mappyTtmsaumm IPv6.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

ipv6 Kuwr <ipv6-prefix/prefix-length> Hactponka crtatudeckon mapwpyTtmdauumn |Pv6.
KomaHpa «No» oTMeHseT CTaTU4ECKylo

{<nexthop-ipv6-address>|<interface- MapLupyTusaumio |Pv6.

type interface-number> | {<nexthop-
ipv6-address> <interface-type interface-
number>}} [distance]

no ipv6 route <ipv6-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> |{<nexthop-ipv6-address>

<interface-type interface-number>}}
[distance]

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactporka konmyecTtBa coobwennn DAD neighbor solicitation.

KomaHpa OnucaHune

Pexxum KoHdurypmpoBaHusa uHtepdenca

ipv6 nd dad attempts <value> YcTaHoBka Konu4yectea COO0OLLEHNIA,
OTNpaBnsaemMbIX nocnegoBaTesibHO npv
obHapyxeHun nHtepderncom aybnukata agpeca.
KomaHga «no» BOCCTaHaBNUBaET 3HAYeHUE MO
ymonyanuio (1).

no ipv6 nd dad attempts

2.2. Hactponka nHtepBana otnpasku coobuieHumn neighbor solicitation.

KomaHpa OnucaHue

Pexum koHduUrypmpoBaHusa nHtepdgenca

ipv6 nd ns-interval <seconds> YcTaHOBKa uMHTepBana OTNpaBKkM  3anpocoB
cocegam. KomaHpa «no» BoccTaHaBnuBaeT

no ipv6 nd ns-interval
3Ha4yeHue No ymonyaxuio (1 cekyHaa).
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2.3. HacTtporika ctatnyeckmx 3anucen IPv6-cocegen (neighbor).

KomaHaa OnucaHue

Pexum KoHdurypmpoBaHua nHtepdenca

ipv6 neighbor <ipv6-address> YctaHoBKa cTaTtMyeckon 3anucu B Tabnuvue
cocenew, BKtovad IPv6-agpec cocena,

<hardware-address> interface
MAC-agpec 1 NopT BTOPOro YpPOBHS.

<interface-type interface-name>

no ipv6 neighbor <ipv6-address> YpaneHue 3anucu B Tabnuue cocenen.

3. YpaneHwue Bcex 3anucen B Tabnuue cocenent IPv6.

KomaHpa OnucaHune

Pexnm agmMuHucTpaTopa

clear ipv6 neighbors OumncTka Bcex cTaTMyeckux 3anmcen B Tabnuvue
coceaen.

21.2.3. Nouck HeucnpaBHocTen IPV6

HacTponka BpeMeHM >XM3HM MaplipyTMsatopa He [JofbkHa ObiTb MeHblue WHTepBana
o6bsaABneHna mapwpyTtu3atopa. Ecnu  nogknioyeHHbin PC  He nonyuyun IPv6-agpec,
Heobxoanmo npoBepuTb RA-aHOHCMPOBaHUE HA KOMMYTATOPE (BbIKMIOYEHO MO YMOMYaHUIO).

21.3. ARP
21.3.1. BBegeHue B ARP

ARP (Address Resolution Protocol — npoTokon onpegeneHus agpeca) B OCHOBHOM
ucnonedyetca ans onpegeneHua Ethernet MAC-agpeca no [IP-agpecy. KommyTtatop
NOAAEPXNBAET CTAaTUYECKYIO KOH(UIYpaLMIO.

21.3.2. Cnucok 3apa4 koHcdpurypaumm ARP

Cnucok 3agay koHdpurypauumn ARP:
1. HactpouTtb ctatunyeckun ARP.

KomaHaa OnucaHue

Pexxum VLAN-uHTepdenca

arp <ip_address> <mac_address> {interface | HactpauBaetr ctatmnyeckyio 3anucb ARP;
[ethernet] <portName>} KomaHga «no» ypansetr 3anmcb  ARP

no arp <ip_address> ykasaHHoro |P-agpeca.
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21.3.3. Nouck HeucnpaBHocten ARP

Ecnu He npoxoauT ping OT KOMMyTaTopa K YCTPOMUCTBaM, NOAKIOYEHHBIM HaNpPsiMyto, MOXHO
Mcnonb3oBaTh crieaytowmne 4encTBUS Anst MoOUCKa U YCTpaHEHMsT BO3MOXHOW NPUYUHBI:

e [lpoBepbTe, ecTb NN cooTBeTcTBYOWAaa ARP-3anmck Ha KomMmyTaTope.

e FEcnn ARP-3anucu HeT, BkouuTe oTnagky ARP  mn  nocmoTpute  ycnoswus
npuema/otnpaskm ARP-nakeToB.

o Cawmas pacnpocTpaHeHHasi npuynHa npobnemMel — gedeKTHbIN Kabenb.

188

@ §) QTECH

MWP OOCTYMHEE



PykoBoacteo nonb3oatens cepus QSW-6700

HACTPOWKA ®YHKLNW MPEOOTBPALLEHNA ARP-CKAHMPOBAHWSA

22. HACTPOUKA  ®YHKUMM MPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B pyHKUUo npeaotBpaweHns ARP-ckaHupoBaHusa

ARP-ckaHnpoBaHue — 370 06blYHbIN cnocob ceTeBom ataku. [Ansa Toro, YTobbl 0OHapyXuTb BCE
aKTVBHble XOCTbl B CErMEHTe CeTW, UCTOYHUK aTakn ByaeT paccbinatb 6onbluoe KONM4ecTBo
ARP-coobLeHuni, 4To ByaeT 3aHMMaTb 60NbLUYH0 YacTb NPONYCKHOM CnocoBHOCTM ceTn. MOXHO
Aaxe cpgenatb artaky 6GonbwuM  KONUYECTBOM  Tpadmvka Ucnonb3yss nogaeribHble
ARP-coobLeHns, 4To NpMBEOET K KOMNNancy cetn n3-3a ucyepnaHmnsa nponyckHOM cnocobHoCTH.
O6blvHO ARP-ckaHMpoBaHMe — 3TO MPOCTO MpPeAnochbinka K Apyron, Gonee onacHow aTake,
TaKkow, Kak aBTOMaTuM4eckoe 3apaKeHne BUPYCOM WUnn nocneylolee ckaHMpoBaHue NopTos,
CKaHMpOBaHWe yA3BMMOCTEMN, HaUEeNeHHOe Ha XULeHWe MHAOopMaunn, ataka UCKaXeHHbIMU
coobweHnammn, DOS-ataka u T.4.

Mockonbky ARP-ckaHMpoBaHue yrpoxaeT 6e30MnacHOCTU U CTabWUMbHOCTU CETU, O4EeHb BaXKHO
ero npepoTeBpaTuTb. KommyTatop obecneymBaeT MOMHOe pelleHne Ans npeaoTBpalleHust
ARP-cKaHWpOBaHMS: €CnM B CEerMeHTe HaldeH XocT WnM  MNopT C  Mpu3Hakamu
ARP-cKaH/pOBaHMSl, KOMMYTaTOp OTPEXeT UCTOYHWK aTaku ans obecneveHus 6esonacHoOCTu
ceTu.

Ectb oBa metoga npepotepalleHns ARP-ckaHMpoBaHus: Ha OCHoBe nopTta M Ha ocHose IP.
MeTton Ha ocHoBe nopTa cuuTaeT konuyectBo ARP-coobLieHui, nonydeHHbIX C nopTta 3a
onpeaeneHHbi NEpPUOA, €CN YUCNO MpPEBbIWAET 3a4aHHbIA NOopor, NopT OyaeT BbIKMOYEH.
MeTtoan Ha ocHoBe IP cumTaeT konmyectBo ARP-coobuieHun, nomnyyeHHbix oT IP-agpeca B
CErmMeHTe 3a onpeaeneHHbI Nnepnoa, eCriv YACNO NpeBbILLIAET 3adaHHbIN NOpor, Ntobdon Tpaduk
ot atoro IP ©ygeT 3abnoknpoBaH oo Tex nop, Noka nopT, CBA3aHHbIN ¢ IP-agpecom, He GyaeT
noraiwieH. 9T gBa MeToga MOryT OblTb BKIHOYEHbI OOQHOBPEMEHHO. [Mocne Toro, kak nopT Unu
IP-agpec 6binn 3abnoKMpOBaHbI, NOSb30oBaTENb MOXET BOCCTAHOBUTb WX CTATyC, UCMOSb3yS
GYHKLMIO aBTOMaTUYECKOro BOCCTAHOBIIEHNS.

YT06bl NOBbICUTL 3PEKTUBHOCTb, MONb3OBATENN MOFYT HACTPOUTb AOBEPEHHbIE MOPThl M
IP-agpeca, ARP-coobLleHnsi OT KOTOpbIX He OyayT MpOBEPATbCH KOMMYTaTOPOM. Takum
06pa3om Harpyska Ha KOMMYTaTop MOXET OblTb 3HAYMTENBHO CHUXKEHA.

22.2. NocnepoBaTtenbHOCTbL 3aAay KoHdurypauum npenoTBpalleHus
ARP-ckaHnpoBaHus

1. Bknountb yHKUMIO NpegoTepaweHna ARP-ckaHnpoBaHus.

HacTpoutb noporosoe 3HayeHne ansi MetToga, OCHOBaAHHOroO Ha noptax U MeToaa,
OCcHoOBaHHoro Ha IP.

HactpouTb AoBepeHHbIEe NOPThI.
HacTtpoutb goBepeHHbie IP.
HacTpouTb BpeMsa aBTOMaTU4eCKOro BOCCTaHOBIEHUS.

MocmoTpeTb nHopMauuio, oTHocsLyca K ARP-ckaHMpOBaHMIo, a Takke
0TNago4Hy0 MHOopMAaLMIO.

N
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1. BknounTb pyHKUMIO NpegoTBpalleHns ARP-ckaHMpoBaHus.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

anti-arpscan enable BkntoyeHune/BbIkIOYEHUE dyHKLMK

no anti-arpscan enable npegoTBpaLLeHns ARP-ckaHMpoBaHus.

2. HacTtpouTb noporoBoe 3HayeHue Ans Metogda, OCHOBAHHOIoO Ha noptax u MeTtoaa,
OcHoBaHHoro Ha IP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoH¢urypmpoBaHus

anti-arpscan port-based threshold | YctaHoBka noporoBoro  3HadeHus  Ang
<threshold-value> MeTOAa, OCHOBAHHOIO Ha MopTax.

no anti-arpscan port-based threshold

anti-arpscan ip-based threshold <threshold- | YcTtaHoBka noporoBoro  3HaveHuss  Ons
value> MeToda, OCHoBaHHoOro Ha IP.

no anti-arpscan ip-based threshold

3. HacTpoutb noBEpEHHbIE NOPThI.

KomaHaa OnucaHue

Pexum KoHdurypauum nopta

anti-arpscan trust <port | supertrust-port> YcTtaHoBKka aTpnbyToB [OBEPUS NOPTOB.
no anti-arpscan trust <port |supertrust- port>

4. Hactpoutb goBepeHHbie IP.

KomaHpa OnucaHue

Pexum rmobanbHoOro KoHurypmpoBaHus

anti-arpscan trust ip <ip-address> | YcTtaHoBka aTtpubyToB gosepus IP.
[<netmask>]

no anti-arpscan trust ip <ip-address>
[<netmask>]
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5. Hactpoutb BpeMsi aBTOMaTU4eCKOro BOCCTaHOBIIEHHS.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

anti-arpscan recovery enable BkntoyeHune/BbIkIO4EHUE PYHKLMM

no anti—arpscan recovery enable aBTOMaTNU4ECKOro BOCCTaHOBJIEHUA.

anti-arpscan recovery time <seconds> YcTaHOBKa  BpeMeHW  aBTOMaTU4YeCKOro

no anti-arpscan recovery time BOCCTaHOBNEHUS.

6. [llocmoTpeTb MHGOPMaLMIO, OTHOCALLYOCA K ARP-CKaHMPOBaHUIO, a Takke
OTNago4Hyo MHGOPMaLMIO.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

anti-arpscan log enable BkntoyeHue/BbIknoYeHne yHKUMK XypHana

no anti-arpscan log enable npenoTepalleHna ARP-ckaHMpoBaHus.

anti-arpscan trap enable BkntoveHue/BbikntoveHne  dyHkumm  SNMP

no anti-arpscan trap enable Trap npegoTBpalieHmss ARP-ckaHMpoBaHuS.

show anti-arpscan [trust <ip | port | supertrust- | OTobpakeHne  cocTosiHus  paboTbl U
port> | prohibited <ip | port>] KOH(purypaumm  npegotspaileHna  ARP
CKaHVMPOBAHWSI.

Pexnm agmuHucTpartopa

debug anti-arpscan <port | ip> BkritoueHue/BbiknoveHne oTnagkm

no debug anti-arpscan <port | ip> npegoTBpalleHnss ARP-ckaHMpoBaHu4.

22.3. TunoBble npuMmepbl npeaoTBpaweHna ARP-ckaHupoBaHus

B ceTtun, Tononormsa KoTopon nokasaHa Bbiwe, nopT E1/0/1 kommyTaTopa B nogkntoyeH K nopTy
E1/0/19 kommyTtatopa A, nopT E1/0/2 kommyTaTopa A MNOAKMOYEH K (hanroBoMy cepBepy
(IP-agpec 192.168.1.100/24), Bce ocTanbHble NOPTbl KOMMyTaTopa A NOAKMYEHbl K 06bI4HBIM
PC. Cnepytowas koHpurypaums moxeTt adpdpekTneHo npegorspatutbe ARP-ckaHnpoBaHue, He
BMMSASA HA HOpManbHYO paboTy cucTeMBbI.

lMocrnepoBaTenbHOCTL HACTPOMKU KOMMYyTaTopa A:

SwitchA(config)#anti-arpscan enable

SwitchA(config)#anti-arpscan recovery time 3600
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SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA(config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/0/2)#exit
SwitchA(config)#interface ethernet1/0/19
SwitchA (Config-1f-Ethernet1/0/19)#anti-arpscan trust supertrust-port
Switch A(Config-1f-Ethernet1/0/19)#exit

lNocnepnoBaTenbLHOCTL HACTPOMKKM KOMMYyTaTopa B:
Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernet1/0/1
SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/0/1)exit

SwitchB

1/0/19

SwitchA
1/0/4

SC000000
LO00Q000
[
Co00Qooa
S000aaooa

RN
PC1

Server PC 2
192.168.1.100

Il

PucyHok 54. Tunoson npumep KoHdurypaumu npegotepaileHns ARP-ckaHnpoBaHus

22.4. Nounck HencnpaBHOCTeN NpeaoTBpaweHna ARP-ckaHupoBaHusa

MpepoTBpawieHne ARP-ckaHMpOBaHMA MO YMOMYaHMIO BbIKMOYEHO. [locne BKOYEHUA
npepoTepaleHns ARP-ckaHMpoBaHMA nonb3oBaTenb MOXET BKNOUMTL oTnagky («debug anti-
arpscan») 4ns npocMoTpa OTNago4yHon nHdopmMaumu.
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23. KOHOUTYPALIUA 3AWLNTBI OT NOOMEHbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B oCHOBHOM, OTBEYaeT 3a CooTHowleHue IP-agpeca
cooTBeTcTBytoweMy 48-6uTHomy dusnyeckomy agpecy, 1o ectb MAC-agpecy, Hanpumep,
IP-agpec 192.168.0.1, MAC-agpec ceteBon kapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLIEHMSI COCTOUT B TOM, YTO XOCT OTMNpPaBnsieT LUMPOKOBELLATESbHbIN
(broadcast) nakeT p[aHHbIX, BKMYawowmn B ceba wmHpopmauuo o6 IP-agpece xocta
HasHavyeHnst (ARP-3anpoc), 3aTem XOCT Has3HauyeHusi OoTnpaBnAeT WCXOAHOMY XOCTY MakeT
AaHHbIX, BKNovawowmi B cebsa nHgpopmaumio 06 IP-agpece n MAC-agpece. Takum obpasom,
ABa xocTa MoryT obmeHuBaTbest MHpopmaumern no MAC-agpecy.

23.1.2. NMoameHa ARP

C To4KM 3peHunsa npoTtokona ARP, 4ToObl ymeHblwNTe ARP-Tpaduk B ceTn, ecnmn XoCT NonyyvuT
ARP-0OTBET, KOTOPbLIN OH He 3anpaluMBar, OH Tak e gobaeuT 3anucb B cBol ARP-kaw, 4yTo
AenaeT Bo3MOXxHbIM noameHy ARP (ARP spoofing). Ecnu xakep xoyeT npocnywatb 06mMeH
AaHHbIMWU MeXOy ABYMSI XOCTaMW B OAHOW CeTUM (Jaxe €eCcnu OHW MNOAKIOYEHbl 4Yepes
KomMmyTaTopbl), OH oTnpaBnsetr nakeT ARP-oTBeta ABYM XOCTaM MO OTAENbHOCTU, 3TO
NpUBOANT K TOMY, YTO Kaxkabi n3 xoctoB cuntaet MAC-agpec xakepa agpecom Opyroro Xxocra.
Takum obpasom, BMecTo npsmoro obmeHa, XOCTbl OOMeHuBaloTCs TpadUKOM 4Yepe3 XOCT
Xakepa. Xakepbl HEe TONbKO Mosy4darT Heobxogumyto um mHdopmauuio. im ons ycnewuHom
nepegayn HeobXoAMMO BCEro NUlb U3MEHUTb HEKOTOpYyl MHdopMauunio B nakete. B atom
crny4ae Ha KOMMblOTEePe Xakepa He HY)XHO HacTpavBaTb CMELLaHHbI PEXUM CEeTEBOW KapThl,
T.K. MaKeTbl AaHHbIX MOCTYNalT Ha KOMMbIOTEP Xakepa Ha PU3NYECKOM YPOBHE, KOMMNbIOTEP
paboTaeT Kak peTpaHCnsaTop.

23.1.3. Kak npepoTtBpatutbh noameHy ARP

EcTb MHOro BMOOB atak, OCHOBaHHbIX Ha npoTtokone ARP. BONbLUMHCTBO aTak OCHOBaHbI Ha
nogmeHe ARP, Tak 4To o4yeHb BaXXHO NpenoTBpatuTh nogmeHy ARP.

MexaHu3m nogmeHsl ARP nNpoHuKaeT B ceTb, B NEPBYIO odepeb, NyTem nogaenky neransHoro
IP-agpeca, 3ateM nocbinasa MHoro nogaesnibHolx ARP-nakeToB kOoMMyTaTtopam, fnocre 4ero
KOMMYTaTopbl 3aMeHsT npasunbHble cBA3kn IP-MAC cooTBeTCTBYHOLWMMU CBA3KaMKU U3
aTakylowmx nakeTtoB. Takum oOpa3om, KOMMYTaTop OLWMOOYHO OTNpaBndAeT MakeThbl
aTakytoLemMy XoCTy, U 3TO AeNCTBYeT Ha BCEN CETU.

OCHOBHbIM METOAOM MnpeaoTBpalleHns aTak U nogMeHbl ARP Ha koMmyTatopax siBnsetca
OTKMNOYEHNE Ha KOMMYyTaTope PYHKLUN aBToMaTnyeckoro o6HosneHns. OBMaHLLMK He CMOXeT
N3MeHUTb npaBunbHble cBA3kn IP-MAC Ha kommyTatope, TeM caMbiM NpegoTBpallaeTcs
HenpaBuibHasi Nepecbifika naketoB. B TO e BpemMss 9TO He npepbiBaeT QyHKUMIO
aBTomatmyeckoro obydeHms ARP. Takum o06pas3om, 3TO 3HAUMTENbHO MpegoTBpawaeT
noameHy ARP.

ND — aTo npoTokon obHapyxeHus cocegen B IPv6, aHanornyHbin npotokony ARP no npuHumny
AeNCTBUs, NO3TOMY AnA npefoTepalleHms nogmersl ND Mbl genaem TO e camoe, YTo 1 Ans
ARP.

23.2. KoHdmrypauumsa npegorepaiieHmsa nogmeHol ARP

lNocnenoBaTenbHOCTLT HACTPOKMKK NpeaoTepalleHnsa nogmeHsl ARP:
1. OTkno4unTb PyHKLMIO aBTOMaTu4eckoro obHosrneHusa ARP.

193

@ §) QTECH

MWP OOCTYMHEE



PykoBoacteo nonb3oatens cepus QSW-6700

KOHOUTYPALINA SAWNTLI OT NOOAMEHbLI ARP | www.gtechru |

2. OTKMo4YMTb PyHKLUNIO aBTOMaTU4ecKoro obydeHnsa ARP.
3. T[lomenatb auHamunyeckne ARP Ha cTaTudeckne

1. Otkntountb QYHKUMIO aBTOMaTMYeckoro obHoeneHns ARP.

KomaHaa OnucaHue

Pexum rnobanbHoro koHcpurypmpoBaHusa n Pexxum nHrepcenca

ip arp-security updateprotect OTKMOYMTL/BKMOYMUTL (PYHKLINIO aBTOMAaTUYECKOro

no ip arp-security updateprotect obHoeneHns ARP.

2. OTkno4ynTb hyHKUMIO aBTOMaTu4eckoro obyyeHna ARP, ND.

KomaHpa OnucaHune

Pexum rnobanbHoro koHdurypmpoBaHua n Pexxum nHtepcpenca

ip arp-security learnprotect OTKNOYMTL/BKMIOYNTL (PYHKLNIO aBTOMATUYECKOro

no ip arp-security learnprotect 0byqenms ARP.

3. [lomeHaTtb guHammyeckne ARP, ND Ha cTtaTu4eckue.

KomaHpa OnucaHune

Pexum rnobanbHoro koHcpurypmupoBaHus n Pexxum nnrepcenca

ip arp-security convert NomeHAaTb AnHamudeckme ARP Ha cTaTuyeckume.
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23.3. NMpumep npeanoTBpaweHns nogmeHbl ARP, ND

PC 2
PC1 192.168.2.2
192.168.2.1 Switch 08-C6-B3-00-00-02
08-C6-B3-00-00-01 192.168.2.4
08-C6-B3-00-00-04 | — |

2B E -

e

PC3
192.168.2.3
08-C6-B3-00-00-03

Onucanne obopynoBaHus

O6opynoBaHue | KoHdurypauus Kon-Bo
Switch IP:192.168.2.4;mac: 08-C6-B3-00-00-04 1

PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1

PC 2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1

PC 3 IP:192.168.2.3;mac: 08-C6-B3-00-00-03 HEeCKOmNbKO

Ha guarpamme nokasaHa HopmanbHas cBsasb mexgy PC 2 n PC 3. PC 1 xo4eT, 4TOObI
KOMMYyTaTOp Hanpasnsan eMmy nakeTbl, oTnpaBneHHble xoctom PC 2. B nepsyto ovepens PC 1
otnpasnseT nakeT ARP-oTBeTa Ha kommyTaTtop B popmaTte: 192.168.2.3, 08-C6-B3-00-00-01,
conoctaenaga ero MAC-agpec ¢ IP-agpecom xocta C, kommyTaTop obHoBnseT ARP-cnncok n
HauyMHaeT OoTnpaBnATb nakeTbl ans 192.168.2.3 Ha MAC-agpec 08-C6-B3-00-00-01 address
(appec xocta PC 1).

B nanbHenwem xocTt PC 1 nepecbinaeT npuHsTbie nakeTbl XocTy PC 3, MeHAsa agpec NCTOYHUKa
N agpec HasHayeHus. Tak kak ARP-cnnucok cBoeBpeMeHHO 06HOBMSieTCS, eLle OAHOM 3agadven
ana xocta A gensieTca HenpepbiBHas otnpaBka ARP-oTBeToB 1 obHoBreHune ARP-cnvcka
KommMmyTartopa.

Moatomy ouveHb BaxHO 3awmTuTb ARP-cnncok, HacTpouTb 3anpeweHne ARP-obyveHus B
ctabunbHOM cpede M 3aTeM M3MeHUTb Bce guHammdeckne ARP-3anmcu Ha craTudeckue.
BblydyeHHble ARP He 6ygyT o6HOBNATLCA 1 ByayT 3alUmLLEeHbl.

Switch#config
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Switch(config)#interface vlan 1

Switch(Config-1f-Vlanl)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth 1/0/2
Switch(Config-If-Vlanl)#interface vlan 2

Switch(Config-1f-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth 1/0/2
Switch(Config-1f-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth 1/0/2
Switch(Config-1f-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnu okpyxatoias cpega MeHsieTcs, 3To no3sonseT 3anpetuTb ARP-06HOBNEHUS, Kak TONbKO
ARP ©Oyget nsydeHo, oHO He MOXeT ObiTb 06HOBNEHO HoBbiIM ARP-oTBETOM, AaHHbIE OyayT
3alUMLLEHbI OT NPOCNYLUNBaHUS.

Switch#config
Switch(config)#ip arp-security updateprotect
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24. HACTPOUKA ARP GUARD
24.1. BeegeHne B ARP GUARD

CylecTByeT cepbesHas ya3BMMocTb B Mogenn ARP-npoTokona, KoTopasi 3akroyaeTcsi B TOM,
41O NtoboE ceTeBOE YCTPONCTBO MOXET oTnpaBnTb ARP-coobLeHne, 4ToObl 06BABUTL O CBA3KE
IP- n MAC-agpecoB. 3710 genaet BO3MOXHbIM ARP-MOLLEHHNYECTBO. 3M0YMBbILLNEHHUKA MOTYT
nocnate ARP-3anpoc mnn ARP-oTBeT 4T0GbI MHGOPMMPOBATL O HEBEPHOW CBA3KE MeEXay
IP-agpecom 1 MAC-agpecom, KoTopass npuBedeT K npobnemam cBssn. EcTb gse copmbl
ARP-mowweHHnyecTBa: 1. PC4 otnpaBnsiet ARP-cooblieHne 4Tobbl coobwmTs, YTo IP-agpec
PC2 npussasaH k MAC-agpecy PC4, aTo npuBegeT Kk ToMy, 4TO Bce IP-nakeTbl, agpecyembie PC2,
Oyoyt otnpaeneHbl kK PC4, Takmm obpasom PC4 cmoxeT npocmatpumBaTb BCE NaKeThl,
agpecoBaHHble PC2; 2. PC4 otnpaensiet ARP-coobuieHme 4tobbl coobwmnTtb, 4to IP-agpec
PC2 npuBsisaH k HecywecTByowemy MAC-agpecy, aTo npuBegeT K Tomy, 4uto PC2 He OyneTt
nony4aTtb aApecoBaHHbIe eMy NakeThbl.

B yacTtHoCTH, ecnu 3noymbiluneHHuK, npuberas k ARP-moLlueHHUYecCTBY, BblaaeT cebs 3a Lwito3s,
BCSl CETb BbINAET U3 CTPOSI.

Switch

Hub

] ey

PC6

PC1 PC3 PC5
PucyHok 55. CxemaTnuHas guarpamma ARP GUARD

Mbl ncnonbsyem hunbTpylowmne anemMeHTbl KoMMyTaTopa ansa 3awmtel ARP-3anvcen BaxHbIX
ceTeBblX YCTPOWCTB OT nogpaxaHuus apyrumm yctponcteamu. OCHOBHOWM Teopuen 3TOro
ABNSAETCH WCMNOMNb3oBaHWe MUIbTPYIOLWNX SMNEMEHTOB KOMMYyTatopa Ans MpPOBEpKM BCEX
ARP-coobuwleHnn, npoxogsawmx 4epe3 nopt. Ecnum agpec uctoyHuka ARP-coobuieHus
3awmueH, coobueHns ByayT oTOpoLLeHbl U He NnepeganyTca garnee.

®yHkuma ARP GUARD 06blMHO ucnonb3yeTcd Ans 3awuTbl wWi3a oT atak. Ecnn Bce
AOCTYMNHble KOMMbloTepbl B ceTn 6yayt 3sawmuieHsl dyHkumen ARP GUARD, gna atoro
notpebyetcs HacTpouTb Ha nopTy Gonboe konmyectsBo ARP GUARD-agpecoB, 4to 3anmer
Gonbwyo 4vacte FFP-zanucen B 4vne, n, kak pesynbTat, MOXET OTPa3nTbCs Ha ApYyrux
npunoxeHusax. Tak 4To 310 ByaeT HenpaBurbHO. PekomeHayeTca agonTupoBaTtb CBOOOAHbIE
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pecypcbl corfacHo cxeme gocTyna. [oxanyiicta, obpaTuTecb 3a MOAPOBHOCTAMM K
COOTBETCTBYHOLLEV JOKYMEHTaLN.

24.2. Cnucok 3apa4 koHdurypaumm ARP GUARD

1. HactpouTb 3awumweHHble IP-agpeca.

KomaHpa OnucaHue

Pexnm KoHcurypaumm nopra

arp-guard ip <addr> Hactpouts/yganute ARP GUARD-agpec

no arp-guard ip <addr>
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25. KOHOUINYPALUSI CAMOOBPALLEHHOIO ARP
(GRATUITOUS ARP)

25.1. BBeaeHue B camooGpalieHHbin ARP

CamoobpaweHHbin ARP — a1o Tun ARP-3anpoca, otnpasnsiemMbii XoctoM u ero |IP-agpecom B
KayecTBe agpeca HasHa4YeHus.

Basic pexum paboTbl KOMMYTaTOPOB, CrieayWwnin: Ha MHTepdencax 3-ro ypoBHs MOXET ObiTb
HacCTPOEH WHTepBasn paccbinkn camoobpaweHHbix ARP-3anpocoB unmM 310 MOXeET ObiTb
HacTpoeHo rnobanbHO Ha BCcex nHTepdencax.

HasHayeHune camoobpaiieHHoro ARP cnegyioulee:

e YT100bl yMeHbwNTb YacTtoTy ARP-3anpocoB XOCTOB K KOMMYTaToOpy. XOCTbl B CETHU
nepuogmyeckn nocbinatT ARP-3anpocbl K wnto3dy 4tobbl o6HoBMTL MAC-agpec
wnto3a. Ecnu kommyTaTtop paccbinaetr camoobpalleHHble ARP-3anpockl, Xoctam He
HY)XHO OTNPaBnsiTb 3TW 3anpocbl. 3TO YMEHbLWUT YacToTy OTNpPaBKM XOCTaMu
ARP-3anpocoB Ha wrio3.

e CamooOpauweHHbin ARP — ato meToa npepotBpaweHuss ARP-moleHHn4ecTBa.
Paccbinaembin KommyTaTopom camoobpalleHHbin ARP 3acTaBuT XOCTbl 0GHOBUTL CBOM
ARP-kaww. Taknm obpasom nogaenbHbii ARP He cbyHUMOHMpYeT.

25.2. Cnucok 3agayd KoHdurypauum camoobpauteHHoro ARP

1. Bknwountb camoobpalleHHbin ARP n HacTpouTb nHTepBan otnpaBku ARP-3anpocos.
2. Otobpasntb KoHpUrypaumto camoobpaiieHHoro ARP.

1. Bknwountb camoobpalleHHbIn ARP 1 HacTpouTb nHTepBan otnpaBku ARP-3anpocos.

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHhurypmpoBaH1A U pexum KoHdurypaumm nitepdenca

ip gratuitous-arp <5-1200> Bkntounte  camoobpaweHHbin  ARP  u
HaCTPOUTb NHTEepBan OTnpaBKu

no ip gratuitous-arp ARP-3anpocos

KomaHga «no» oTMeHSeT camoobpalleHHbIN
ARP.

2. OT106pasnTb KoHpUrypaumto camoobpatyeHHoro ARP.

KomaHpa OnucaHue

Pexum agMumHUCTpaTopa U pexum KoHdurypaumm

show ip gratuitous-arp [interface vlan <1- | OTo6pasuTb KOHpurypauuio
4094>] camoobpatyeHHoro ARP.
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25.3. NMpumep koHdUrypaumm camoobpaiieHHoro ARP

Switch

Interface vian 10
192.168.15.254
255.255.255.0

Interface vian 1
192.168.14.254
255.255.255.0

NESES

PucyHok 56. MNpumep HacTporikn camoobpatlieHHoro ARP

[Ons TononorMm ceTn, NoKasaHHOW Ha PUCYHKe, nHTepdenc kommyTtatopa VLAN1O mnmeet
IP-agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpn komnbtoTepa — PC3, PC4, PC5 —
NoaKMYeHbl K aToMy MHTepdency. NHTtepdenc VLANL nmeet IP-agpec 192.168.14.254 un
mMacky cetn 255.255.255.0. [isa komnbtotepa — PC1 n PC2 - nogkntoveHbl K 3TOMy MHTepdency.
CamoobpalueHHbIn ARP BkntovaeTcs crnegylowmin KoHpurypaumen:

O6a nHtepderica ncnonbayoT camoobpaleHHbIn ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

CamoobpalueHHbIn ARP HacTpouT TONbKo Afst 0gHoro nHrepderica.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. Nounck HencnpaBHOCTEN camooOpaLleHHoro ARP

CamoobpaueHHbin ARP BbiknoyeH no ymonyaHuio. Korga camoobpalueHHbin ARP BKITHOYEH,
OTNafo4uHYy0 MHAOPMALMIO MOXHO Mosy4nTb, ucnonb3yst komangy «debug ARP send». Ecnn
camoobpauleHHbIn ARP BkntoveH rnobanbHO, OH MOXET ObiTb BLIKITHOYEH TOMbKO rodanbHo.
Ecnun camoobpalueHHbin ARP BktoueH Ha MHTepdence, OH MOXET ObiTb BbIKIKOYEH TONBKO Ha
NHTEpdence.
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26. KOHOUT'YPALIUA DHCP

26.1.1. BeeaeHue DHCP

DHCP [RFC2131] cokpaweHHo ot Dynamic Host Configuration Protocol (npotokon
ANHaAMMYECKON HACTPONKMN XOCTOB). TO NPOTOKO, KOTOPbLIN ANHaAMUYECKN HasHa4vaeT IP-agpec
13 nyna agpecoB, Tak e ycTaHaBnvBaeT Apyrve ceTeBble MapameTpbl, Takme Kak L3 no
ymonyaHuto, DNS-cepBep 1 pacnonoxeHue B cetn dpanna obpasa. DHCP — 310 paclumpeHHas
Bepcuss BOOTP. 37O OCHOBHasi TEXHOMOrMs, KOTopasl He TOJfbKO MOXET obecneuntb
3arpy3o4Hon uHdopmaumen 6esguckoBblie paboune cTaHuMK, HO Takke MOXET 0cBoOOAUTb
afMVHUCTPATOPOB OT pYyYyHoro BepeHus |P-agpecHoro npocTpaHcTBa M yNpoCTUTb
nonb3oBaTensiMm npouecc HacTponku. Ewe ogHo npemmywectso DHCP B TOM, 4TO OH MOXET
CHM3UTb TpeboBaHusa Kk KonuyecTtBy |P-agpecoB, korga nonb3oBaTernb NoKMaaeT ceTb, ero IP
MOXeT ObITb HazHa4YeH gpyromy.

DHCP dBngetca npoTOKONMOM Tuna «KIneHT-cepsep», DHCP-knveHT 3anpawuvBaeTr Yy
DHCP-cepBepa ceTeBoW agpec 1 napameTpbl KOHUrypaumm, cepBep NpeaocTaBnseT KINeHTy
CeTeBOM agpec U napameTpbl KOHdUrypaumn. Ecnm KNUeHT n cepBep HaxogaTcs B pasHbIX
nogcetsix, Heobxogmmo wucnonb3oBaTtb DHCP-peTtpaHcnatop (relay) ans nepegaym
DHCP-nakeTtoB Mexay KnueHtom u cepsepom. Peanusauma DHCP npeacrtaBneHa HUXe:

Discover >
Offer

Request

 —
—

<

| 5—— «—2cK DHCP server

DHCP client

PucyHok 57. Bsaumogencteue npotokorna DHCP

PasbsicHeHue:

DHCP-knueHT paccbinaet B foKanbHyl  MOACeTb  LIMpOKOBeLlaTernbHble  NakeTbl
DHCPDISCOVER.

DHCP-cepBep npu nonyyeHun naketa DHCPDISCOVER otnpasnset DHCP-knueHTy naket
DHCPOFFER BmecTe ¢ IP-agpecamun n gpyrummn ceteBbiMU napameTpamu.

DHCP wneTt wupokosewwatenbHbii nakeT DHCPREQUEST ¢ uHdpopmaumen o DHCP-cepBepe,
koTopbIvi OH Bbibpan n3a DHCPOFFER-nakeToB.

BbibpaHHbin knneHtom DHCP-cepsep otnpaenseTr naket DHCPACK u knueHT nonyyaet
IP-agpec v gpyrve napameTpbl.

OTu YeTbIpe LWwara NPon3BoAdAT NPoLECC ANHAMMUYECKON HACTPOMKKN XOCTa.

OpHako, ecnn DHCP-cepsep 1 DHCP-knueHT Haxoaatcs B pasHbIX MOACETSX, CepBep He
nony4uT wmpokosewaTensHble DHCP-nakeTbl, OTNpaBneHHbIe KNMEHTOM U HE OTBETUT emy. B
aToM cnyyae Heobxoaum DHCP-petpaHcnatop (relay) ana nepegaum takmx DHCP-nakeTtos
MeXay KIMEHTOM N CEPBEPOM.
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KommyTtatop moxeT pabotatb u kak DHCP-cepeep, n kak DHCP-petpaHcnatop. DHCP
nogaepXxmBaeT He TONbKO AMHaMU4ecKoe HasHayeHue IP-agpecoB, HO Takke pyYHYH NPUBSA3KY
agpeca (Hanpumep, ykasaTb onpeaeneHHbln IP-agpec ansa onpegeneHHoro MAC-agpeca nnm
onpegeneHHoro ID ycTponcTea). Pasnuuunsa mexagy oUHaMu4eckum U CTaTU4eCKUM Ha3HaYeHnem
agpecoB: 1) [nHammyeckn nonyyaembli agpec MOXeT ObiTb Kaxabli pa3 pasHbiM;
NPUBSA3aHHbIA BPYYHYHO agpec Bcerga Oyaet oamHakoBbi. 2) Bpemsi apengpl IP-agpeca,
NOMy4YeHHOro AMHaMMUYeCKn, OAMHAKOBO ANS BCEro aApecHoro nyrna, u OHo orpaHu4eHo. Bpems
apeHabl IP-agpeca, npuBsi3aHHOro Bpy4YHYH, TeopeTudeckn OeckoHeyHo. 3) [duHamudeckn
Bblaensiemble agpeca He MOryT ObiTb NpuBsi3aHbl Bpy4Hyto. 4) Nyn AnHammnyeckux agpecos
MOXeT HacnegoBaTb MapaMeTpbl KOHurypauum cetn nyna AUHAMWYEeCKUX aapecos,
OTHOCSILLIErocsi K CEerMeHTYy.

26.2. DHCP Server Configuration

Cnuncok 3agay koHdurypauun DHCP-cepsepa:

1. BknounTb/Bbikno4uMTb cepeuc DHCP.
2. HactpouTb agpecHbin nyn DHCP.

2.1. Cospatb/yganutb agpecHsbin nyn DHCP.

2.2. HactpouTb napameTpbl agpecHoro nyna DHCP.

2.3. HactpouTb napameTpbl py4Horo agpecHoro nyna DHCP.
3. BknounTb BegeHue XypHana anst KoOHANKTOB afpecos.

1. BknounTb/BblKNOYMTL cepsuc DHCP.

KomaHaa OnucaHue

Pexum rmobanbHoro KoHurypmpoBaHus

service dhcp BkntounTb/BhIKNIOUNTE cepBruc DHCP.
no service dhcp

Pexum KoHdurypmpoBaHu nopra

ip dhcp disbale OtkntoveHne He nopte DHCP obcnyxunBaHus,

no Ip dth disable KOMaHAa «NOo» OTMEeHAET OTKIH4YeHne.

2. Hactpoutb agpecHbin nyn DHCP.
2.1. Cosgatb/yganutb agpecHsii nyn DHCP.

KomaHaa OnucaHue

Pexum rmobanbHoOro KoHurypmpoBaHus

ip dhcp pool <name> HactpouTtb agpecHbin nyn DHCP. KomaHga

no ip dhcp pool <name> «no» oTMeHseT nyn agpecos DHCP.
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2.2. HactpouTb napameTpbl agpecHoro nyna DHCP.
KomaHpa OnucaHue
Pexum agpecHoro nyna DHCP
network-address <network-number> [mask | prefix- | HacTponka obnactu agpecos,

length]
no network-address

KoTopble MoOryT OblTb BblAeneHbl
agpecHomy nyny. KomaHga «no»
OTMEHseT BblJerieHMe agpecHoro
nyna.

default-router
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no default-router

HacTtponka wno3a no ymonyaHuio
ans DHCP-knuenToB. KomaHga «no»
OTMEHSIET LUMIO3 MO YMOYaHUIO.

dns-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no dns-server

HacTtpoika DNS-cepBepa ans
DHCP-knneHtoB. KomaHaa «no»
oTMeHsieT HacTponky DNS-cepBepa.

domain-name <domain>
no domain-name

HacTtponka OOMEHHOro umeHu ans
DHCP-knuentoB. KomaHga «no»
OTMEHSeT JOMEHHOE UMS.

netbios-name-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no netbios-name-server

HacTtponka agpeca WINS-cepBepa.
KomaHga «no» oTMeHSeT HacTPOMKY.

netbios-node-type
node|<type-number>}

no netbios-node-type

{b-node|h-node|m-node|p-

Hactponka TMna
DHCP-knneHTOB.
OTMEHSIEeT TuN y3na.

y3na
KomaHpga

ans
«No»

bootfile <filename>
no bootfile

HacTpowka 3arpy3o4Horo garna gns
DHCP-knneHtoB. KomaHga «no»
OTMEHSIET 3arpy304HbI hans.

next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

Hactponka agpeca cepsepa,
pasmMeLLaoLero 3arpy3oyHblin dpann.
KomaHga «no» oTMeHsieT yganset
agpec cepsepa.

option <code> {ascii <string> | hex <hex> | ipaddress
<ipaddress>}

no option <code>

HacTtponka ceTeBoro napameTpa,
onpeaeneHHoro KOOoM onuun.
KomaHga «no» ypansieT ceTeBou
napamerp.
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KomaHpa OnucaHue
lease {days [hours][minutes] | infinite} HacTtpoiika BPEMEHM apeHabl
no lease agpecoB nyna. Ifomqua «no»
yoanset HaCTPOWKY BpPEMEHM
apeHpl.

infinite}
no max-lease-time

max-lease-time {[<days>] [<hours>] [<minutes>] |

HacTtpoiika MakcMarnbHOro BpeMeHu
apeHabl aapecoB B afpecHoM nyne,
KOMaHga «no» BOCCTaHaBnMBaeT
HaCTPOWIKM MO YMOMYaHMIO.

Pexum rmo6anbHOro KoHcpurypmpoBaHus

ip dhcp excluded-address <low-address>
address>]

no ip dhcp excluded-address <low-address>
address>]

[<high- | UcknoweHne wn3 appecHoro nyna
agpecos, KoTopble He

[<high- npeaHasHaveHbl 48 AMHaMUYEeCKOro
BblOereHus.

2.3. HactpouTb napameTpbl pyyHoro agpecHoro nyna DHCP.

KomaHaa

OnucaHue

Pexum agpecHo

ro nyna DHCP

hardware-address <hardware-address>
[{Ethernet | IEEEB02|<type-number>}]

no hardware-address

3apaTtb/ygannte annapaTHbIi agpec, npu
PY4YHOM Ha3Ha4YeHun agpeca.

host <address> [<xmask> | <prefix-length> ]
no host

3apatb/ypanutb IP-agpec, kotopbii byaet
Ha3Ha4eH 3a4aHHOMY KITMEHTY.

client-identifier <unique-identifier>
no client-identifier

3apgatb/yganuTb ID

nosrnb3oBaTend.

YHUKanbHbIN

3. BknwounTb BegeHue XypHana ansi KoHANKTOB afpecos.

KomaHaa

OnucaHue

Pexum rmobanbHoOro KoHurypmpoBaHus

ip dhcp conflict logging
no ip dhcp conflict logging

BkntounTh/BLIKMIOYNTE BeeHWe XypHana ans
DHCP-agpecos, YTOOLI 0BHapyXunTb
KOH(NUKTbI afpecoB.
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KomaHaa OnucaHue

Pexnm agMuHucTpaTtopa

clear ip dhcp conflict <address | all > Yoanute €OvHNYHYI0 3anucb KOHMNUKTa mnu
yAanuTb BCe 3anucu.

26.3. KoHdurypaumsa DHCP-peTpaHcnsaTopa

Korga DHCP-kneHT 1 cepBep HaxoOsaTcs B pasHbIX cermeHTax, ang nepegayn DHCP-naketos
Heobxogum  DHCP-petpaHcnatop. Wcnonb3osaHme  DHCP-peTpaHcnsatopa  genaet
Heobs3aTenbHbIM HacTponky DHCP-cepepa onsa kaxgoro cermeHTta, ogmH DHCP-cepsep
MOXeT 0bCnyXmnBaTb HECKOSIbKO CErMEHTOB, YTO 3(PPEeKTUBHEE HE TOMBbKO C TOYKM 3pEeHust
3aTpart, HO U C TOYKN 3pEHUS ynpaBreHus.

Discover (Broadcast) Discover &
= < Offer (Unicast) < Offer
Request (Broadcast) > Request >
" o Ak(Unicas)  _ DHCP relay <« Ak DHCP server
DHCP client

PucyHok 58. DHCP-peTpaHcnaTop

Kak nokasaHo Ha pucyHke, DHCP-knueHT n DHCP-cepBep HaxogsaTca B pasHbiX NOAcCETHAX.
DHCP-knueHT BbINONHSAET Te Xe 4deTblpe wara DHCP, kak o6bl4HO, TONMbKO K mnpoueccy
no6aeneH DHCP-peTpaHcnaTop.

Knnent wnet wwupokoBewartensHbin naket DHCPDISCOVER, DHCP-peTtpaHcnatop
BCTaBnseT cBov cobcTBeHHbIN IP-agpec B none «relay agent» B nakete DHCPDISCOVER wu
nepecbinaer naket ykasaHHoMmy DHCP-cepsepy (ans onucaHua c¢opmata DHCP-kagpa
obpaTtutecb kK RFC2131).

Mpn nonyyenun naketa DHCPDISCOVER, nepecbinaemoro 4vepe3 DHCP-petpaHcnaTop,
DHCP-cepBep wnet knueHTy nakeT DHCPOFFER 4epe3 DHCP-peTpaHcnsTop.

DHCP-knueHT BbIGMpaeT cepBep W LwwneT wwupokoBewateneHbln naket DHCPREQUEST,
DHCP-peTpaHcnaTop Takmm xe ob6pa3omM nepechinaeTt ero cepeepy.

Mpn nonyyeHun naketa DHCPDISCOVER, nepeckinaemoro vepes DHCP-peTtpaHcnaTop,
DHCP-cepBep wnet knneHty naket DHCPACK 4epe3 DHCP-peTpaHcnsTop.

Cnucok 3agay koHdpurypauun DHCP:
1. Bkntounte DHCP-peTpaHcnaTop.

2. Hactpoutb DHCP-peTpaHcnaTop Ans NepechIiki LWMPOKOBELLATENbHbIX
DHCP-nakeToB.

3. Hactpoiika share-vlan.
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1. Bkntounte DHCP-peTpaHcnartop.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

service dhcp DHCP-cepBep n DHCP-peTpaHcnaTop

no service dhcp BKIOYAOTCA Npuy BKItoueHun cepsuca DHCP.

2. Hactpoutb DHCP-peTpaHcnaTop Ans nepechiiku LNPOKOBELLaTEeNbHbIX
DHCP-nakeToB.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoH¢urypmpoBaHus

ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetcd AnNd nNepechbiniku

no ip forward-protocol udp bootps LuMpoKoBeLlaTenbHbix naketos DHCP.

Pexum koHdurypaumm nHtepdenca

ip helper-address <ipaddress> YctaHoButb agpec DHCP-cepBepa. KomaHga «no
no ip helper-address <ipaddress> ip herer—address <ipaddress>»  oTMeHsieT
HaCTPOWKY.

3. Hactpowka share-vian.

Korga nomb3oBatenb  XO4eT  WUCMNOMb30BaTb  YCTPOMCTBO  BTOPOr0  YPOBHS  Kak
DHCP-peTpaHCnAaTop, KONMUMYECTBO KOTOPbIX OrpaHu4ero, TO MOMb3oBaTenb co3gaer
NHTepMENC TPETbErO YPOBHSA Ha YCTPOMCTBE BTOPOrO YPOBHS, HO UCMONb30BaHMe HTepdenca
TpeTbero ypoBHs Ans share-vlan (MoxeT BkMyaTb HecKonbko sub-vlan, ogHako sub-vian
TONbKO cooTBeTCcTBYeT share-vlan) wmoxet ocywectenate DHCP-petpaHcnatop, w
OAHOBPEMEHHO Ha YCTPOMCTBE-PETPAHCAATOPE HYXXHO BKMOYUTL Onuuio 82.

KomaHaa OnucaHue

Pexum rmobanbHoOro KoHurypmposaHus

ip dhcp relay share-vlan <vlanid> sub- | Cosgaet/ygansiet share-vlan n sub-vlan.
vlan <vlanlist>

no dhcp relay share-vlan

26.4. NMpumepbl KoHpUrypauumn DHCP
CueHapun 1:

YT106bI YNPOCTUTL HACTPOKKY, KOMMNAHWUS UCMONb3yeT KoMMmyTaTop B kavyectBe DHCP-cepsepa.
Agpec B VLAN-e ynpaBneHus - 10.16.1.2/16. JlokanbHasa ceTb pa3geneHa Ha aBe cetm — A u
B, B cooTBeTCTBUM C pacrnofiokeHnem ocucoB. HacTtponkn cetn ans pacnonoxeHnn A n B
nokasaHbl HUXe.
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Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YCTponcTeo IP address YCTponcTBo IP address

LLno3 no ymonyaHuio 10.16.1.200 N3 no ymonyaHuto 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-y3en

Bpems apeHabl 3 AHA Bpems apeHabl 1 oeHb

B pacnonoxenun A mawmHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab HasHaueH mkcnpoBaHHLIN
IP-agpec 10.16.1.210 n umga xocta «managementy».

Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbios-node-type H-node
Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip 10.16.2.209
Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch(config)#ip dhcp pool Al
Switch(dhcp-Al-config)#host 10.16.1.210
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Switch(dhcp-Al-config)#hardware-address 08-c6-b3-23-dc-ab
Switch(dhcp-Al-config)#exit

PykoBoacteo no ucnons3osaHuto: Korga DHCP/BOOTP-knueHT noakntovaetcs K VLANT nopTty
KOMMyTaTopa, KIWEeHT MOXeT nonyuntb agpec Ttonbko wu3 cetn 10.16.1.0/24 BmecTO
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATENbHbIN NAKET OT KNueHTa OyaeT 3anpawunBaTb
IP-agpec B TOM e cermeHTe VLAN-uHTepdenca, a I|P-agpec VLAN-uHTepdpenca -—
10.16.1.2/24, noaTomy agpec, HazHa4yaeMbln KNNMeHTy, ByaeT npuHagnexats cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knneHT xoueT nonyuntb agpec B cetn  10.16.2.0/24, wnio3,
nepecbinarWnii - LWMPOKoBeLlaTernbHble MakeTbl KrVWeHTa, [OOIDKEeH npuHaanexartb ceTu
10.16.2.0/24. Y106kl KNMEeHT nonyyun agpec u3 nyna 10.16.2.0/24, nomkHa 6biTb 06ecnevyeHa
CBA3HOCTb MeXAy KMMEHTCKUM LUMO30M 1 KOMMYTaTOPOM.

Cuenapun 2:

Kak nokasaHO Ha puUCYHKE, MapLUpyTUSUPYIOWNA KOMMYTATOp HacTpOeH B KadecTBe
DHCP-peTpaHcngaTopa. Agpec DHCP-cepeepa - 10.1.1.10. Warn koHgurypauum, crnegyoLiue:

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0 S
witch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/0/2
Switch(Config-Erthernet1/0/2)#switchport access vlan 2
Switch(Config-Erthernetl/0/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch(Config-if-Vlan2)#exit

Switch(config)#ip forward-protocol udp bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address 10.1.1.10
Switch(Config-if-Vlanl)#exit

3ameTka: PekomeHayeTcs ncnonb3oBaTb kKoMOMHauuto komaHa ip forward-protocol udp <port>
nip helper-address <ipaddress>. KomaHga ip help-address moxeT 6bITb HACTpOEHa TOSbLKO Ha
nopTax 3-ro YpoBHS 1 He MOXeT ObITb HACTPOEHa Ha NopTax 2-ro YpOBHS.
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10.1.1.10

PucyHok 59. Kondurypaumss DHCP peTtpaHcnatopa

CueHapun 3:

- —

AEFEEEERERRR
DHCP client

1/0/3

0] | [ o
Oooooooo
| | o
00000000
8 o

DHCP relay

Il

DHCP Server

Kak nokasaHo Ha puCyHKe, KnueHT nony4yaet agpec Yepe3d DHCP-petpaHcnatop. KommyTtaTtop
ABNSETCA YCTPOWCTBOM BTOPOro YpPOBHA AOCTyna ¢ BktoveHHbIM DHCP-peTpaHcnaTopom u
onumen 82. Ethernet1/0/2 asnsietca nopTom goctyna, BkioveHHbIM B VLAN3, Ethernetl/0/3
SBMSAETCS TPaHKOBbIM MOPTOM, coeanHHeHbiMm ¢ DHCP-cepBepomMm, agpec KOTOpOro
192.168.40.199. Ha kommyTaTope cosgatoTca vlan 1 n uHTepdenc vian 1, HacTpauBaeTtcs
IP-agpec 192.168.40.50. Agpec DHCP-peTtpaHcnatopa HacTpauBaeTca 192.168.40.199, u
vlan3 HacTpamnBaeTcs kak sub-vlan vianl.

KoHdurypaums:
switch(config)#vlan 1

switch(config)#vlan 3
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switch(config)#interface ethernet 1/0/2
Switch(Config-1f-Ethernet1/0/2)#switchport access vlan 3
switch(config)#interface ethernet 1/0/3
Switch(Config-1f-Ethernet1/0/2)#switchport mode trunk
switch(config)#service dhcp

switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1 sub-vlan 3
switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
switch(config-if-vlan1)#ip helper-address 192.168.40.199

26.5. Nouck HeuncnpaBHocTten DHCP

Ecnu DHCP-knneHTbl He nony4atT IP-agpeca v gpyrne napameTpbl CETU, NOCNe NpoBepKu
kabenen n knneHTckoro obopyaoBaHus, crnegyeT BbiNONHUTE creaytoLlee:

MpoBepbTe, 3anyweH nu DHCP-cepBep, 3anyctute ero, ecnu oOH He 3anyweH. Ecnu
DHCP-knueHTbl 1 cepBepbl HAaXoaAaTCs He B O4HON hM3MYECKON CETWN, NPOBEPbTE, UMEET NK
MapLupyTumsaTop, oTBevaroLwmi 3a nepecbInky DHCP-nakeToB, dyHKUMIO
DHCP-peTpaHcngaTtopa. Ecnv  Ha NpOMEXyTOYHOM  MapLupyTusatope HeT  (pyHKuun
DHCP-peTpaHcnaTopa, peKoOMeHAyeTCa 3aMeHUTb 3TOT poyTep unu obHoBuTb ero MO.

B Takom cnyyae, DHCP-cepBep gomkeH ObiTb MPOBEPEH HA NPeaMET HaNMunsa agpecHoro nyna
B TOM Xe cerMmeHte, 4yto u VLAN-koMmyTatopa, ecnu Takon nyn He CyLllecTByeT, ero
Heobxognmo nobaBuUTb.

AppecHbi nyn MoxeT 6bITb MO0 AnHaMu4ecknm, nMbo ctatnyeckum. Hanpumep, ecnu B nyne
NPUCYTCTBYIOT KOMaHabl «network-address» n «host», Tonbko ogHa M3 HUX BCTYNUT B CUnNy.
Kpome Toro, B py4yHoun npmesiske Tonbko ogHa npmBsska IP-MAC moxeT ObiTb HacTpoeHa B
Kaxxgom nyne. Ecnn Heobxoanmo HECKONbKO NPUBA30K, HYXXHO CO34aTb OTAENbHbIN agpecHbIN
nyn Aans Kaxgon ua HuX. Hosaga koHdUrypaums B cTapom nyrne nepesanuviieT cTapylo.
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27. KOHOUT'YPALUA DHCPVG6
27.1. BBepgeHue DHCPv6

DHCPv6 [RFC3315] aTto IPv6-Bepcus npoTokona AuUHaAaMMYECKOW KoHduMrypauum XocToB
(DHCP). 3T0T npoToKon HasHavaeT IPv6-agpeca u gpyrue napameTpbl HACTPOWKN CETU Takne
kak: agpec DNS u pomeHHoe wumsa DHCP-knueHta, DHCPvV6 4Bngetca ycrnoBHOW
aBToOMaTMyeckonm KoHdurypaumen npotokona IPv6. B npouecce HacTponkm apgpeca
DHCP-cepBep npucsauBaeT IP-agpec knueHTy 1 npegoctasnseT DNS-agpec, LOMEHHOe UMs U
WMHopmaLmio apyron HacTponku, naket DHCP moxeT nepefasatbca Yepes genernpoBaHHbIN
peTpaHcnsTop, HacTponkn agpeca IPv6 n knueHTa 3anucaHbl Ha cepeepe DHCPV6, Bce 3T0
noBbiwaeT apdekTMBHOCTb ynpasneHus cetbto. DHCPvE moxeT obecneuntb pacluMpeHHyo
dyHKkumto generauun npecmkcos. DHCPv6-cepsep Tak e obecnevnsaetr DHCPv6-cepsuc 6e3
OTCNEXMBaHUS COCTOSIHWS, MPU KOTOPOM Ha3HA4yalTCA TOSbKO MapamMeTpbl KOHdUrypauum,
Takme kak agpec DNS-cepBepa n goOMeHHOe nmsi, HO He HasHa4vaeTcs |IPv6-agpec.

Ectb Tpn obbekta B npotokorie DHCPv6 — knueHT, cepBep un peTpaHcnsaTop. [poTokon
DHCPv6 ocHoBaH Ha npoTtokone UDP. Knnent DHCPv6 otnpaensieT 3anpoc DHCP-cepBepy
unn DHCP-peTpaHcnaTtopy Ha nopT HasHadeHus 547, DHCP-cepBep (unu petpaHcndatop)
OTNPaBnAT OTBETHI HA NOPT HasHayeHus 546. DHCP-knueHT oTnpasnseT 3anpocs (solicit) n
3aaBku (request) DHCP-cepsepy Ha multicast agpec ff02::1:2.

L Solicit .
— < Advertise
Request >
Repl
— < it DHCPv6 server

DHCPv6 client

PucyHok 60. CornacosaHne DHCPv6

Korga DHCPvV6-knneHT nbiTaetca 3anpocutb y DHCPv6G-cepeepa IPv6-agpec u agpyrue
napameTpbl, KNWEHT JofmkeH cHavyana Hantm DHCPv6-cepBep, 3ateM yxe 3anpocuTb
KOHpurypauus y cepaepa.

Ona obGHapyxeHuna cepsepa DHCP-knueHT paccbinaetr naketel SOLICIT (3anpoc) Ha
LnpokoBeLwaTenbHbl agpec FF02::1:2.

Kaxabin DHCP-cepBep, nonyyusluMi 3anpoc, OTBETUT KnNueHTy coobweHnem ADVERTISE
(NpeanoxeHune), kKoTopoe coaepxnT naeHtTndukatop cepsepa (DIUD) un ero npuopuTer.

B0O3MOXHO, YTO KIMEHT Nony4nT Heckornbko coobuieHmnn ADVERTISE. KnueHT gomkeH BolbpaTb
OOVH cepBep M oTBETUTL eMy coobuweHnem REQUEST (3asBka), 4ToObl 3anpocutb agpec,
npeanoXeHHbI B coodbuweHn ADVERTISE.

3atem BbibpaHHbIi DHCPV6-cepBep coobueHem REPLY (oTBeT) noaTBepxaaet HasHayveHne
knneHTy IPv6-agpeca n gpyrmx HacTpoeK.

[aHHble YeTbipe Wara 3aBepLuarT Npouecc ANHAMUYECKON HAaCTPONKN XocTa. TeM He MeHee,
ecnu DHCPv6-cepep n DHCPV6-KMMEHT HE HaxogsaTcsl B OAHOW CETWU, CEpBEP HEe MOonyyunT
LUMpOKOBeLLaTeNbHbIA 3anpoc OT KAMeHTa U He OoTBeTUT emy. B aTom cnydae Heobxoaum
DHCPvV6-peTpaHcnaTop (relay), 4Tobbl nepecbinatb 3anpochbl MeXAy KIMeHTOM 1 cepeepoM. B
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KomMyTaTtope peanu3oBaHbl dyHkumn DHCPv6-cepBepa, relay v knueHTa generauuu
npedgukco. Korga DHCPvV6-peTpaHcnaTop nonydaet coobuweHne oTr DHCPvV6-knueHTa, OH
WHKancynupyet  ero B naket Relay-forward W  JoctaBnseT  criegyolemy
DHCPv6-peTpaHcnaTopy wnu cepsepy. [llpuxogswme oOT cepBepa K peTpaHCcnsaTopy
DHPCv6-coobuieHna unHkancynupoBaHbl B nakeT Relay-reply. PetpaHcnsatop ybupaet
nHKancynsumio n goctaenset naket DHCPv6-knueHTy nnn cnegyrowemy peTpaHcnaTopy B
ceTun.

B cnyvae penerauumn IPv6-npedukcos DHCPv6-cepBep HacTpoeH Ha MaplipyTtusaTtope
nposangepa, a DHCPV6G-KNUeHT HacTpoeH Ha MapLupyTusaTtope KruveHTa, MapLupyTmsatop
KNueHTa LWeT mapLlpyTu3aTopy npoBangepa 3anpoc Ha BblgeneHue npedukca agpecos U
nony4aeT NnpeaBapuUTENbHO HACTPOEHHbIV NpedurKe, He HacTpaeBasi NpeduKCc BpyYHyto. 3aTtem
KMMEHTCKUI MapLUpyTU3aTop AEnUT NoslyYeHHbIn npedurke (4nmMHa KOTOporo He MOXET ObIiTb
MeHblwe 64) Ha 64 nogcetn. [aHHble npedmkcbl OyayT aHOHCMPOBaHbI COOGLLEHUAMMU
obbsaBneHus mapwpyTtmsatopa (RA) xoctam, NOAKMIOYEHHBIM HAMPSIMYIO K KITUEHTY.

27.2. Koncdpurypaumsa DHCPv6-cepBepa
Cnuncok 3agay koHdurypaumm DHCPv6-cepepa:
1. BknounTtb/BblknounMTb cepeuc DHCPV6.
2. Hactpoutb agpecHbi nyn DHCPV6.

2.1. Cospatb/yoanutb agpecHsin nyn DHCPVE.

2.2. HactpouTb napameTpbl agpecHoro nyna DHCPV6.
3. Bxntouuntb cpyHkumo DHCPvV6 cepBepa Ha nopTy.

1. BkntounTb/BblKNOYMTL cepuc DHCPVG.

KomaHpa OnucaHue
service dhcpv6 BkntounTb/BhIKIIOUNTL cepBuc DHCPV6.
no service dhcpv6

2. Hactpoutb agpecHbin nyn DHCPvE.
2.1. Cosgatb/yganutb agpecHoii nyn DHCPV6.

KomaHaa OnucaHue

Pexum rmobanbHOro KoHurypmpoBaHus

ipv6 dhcp pool <poolname> Cospatb/ynanutb agpecHbin nyn DHCPVG.
no ipv6 dhcp pool <poolname>
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2.2. HactpouTb napameTpbl agpecHoro nyna DHCPv6

KomaHaa

OnucaHue

Pexunm KoHcurypaumum

appecHoro nyna DHCPv6

network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefix- length>}
[eui-64]

no network-address

Hactpontb AmanasoH
HasHa4yaeMbln Nyriom

IPv6-agpecos,

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactponts  agpec
DHCPv6-knuneHTa.

DNS-cepsepa and

domain-name <domain-name>
no domain-name <domain-name>

HacTtpouTtb gomeHHoe nmsa DHCPv6-knneHTa.

excluded-address <ipv6-address>
no excluded-address <ipv6-address>

Uckntountb |IPv6-agpec, Kotopbii He Oyger
HaHayaTbCa QUHAMUYECKMN.

Lifetime {<valid-time> | infinity}
{<preferred-time> | infinity} no lifetime

HacTtpontb BpeMsi nencrTens nnm
NpeanoyTUTENbHOE BPEMS adpecHoro nyna
DHCPv6.

3. Bknountb dpyHkumo DHCPv6-cepBepa Ha

nopTy.

KomaHaa

OnucaHue

Pexum koHdurypauum nitepdenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

onpeneneHHom

Bkntountb yHkumo DHCPv6-cepBepa Ha
nopTy n npuBs3aTb
ncnonos3yembii DHCPv6-agpecHbIv nyn.

27.3. Kondurypauma DHCPv6-peTpaHcnaTopa

1. Cnuncok 3agad koHdurypaumm DHCPV6-peTpaHcnsTopa.

2.

BkntounTb/BbikNtouNTE cepasnc DHCPVG.

3. Hactpoutb DHCPV6-peTpaHcnaTop Ha nopTy.
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1. Bknountb/BblkntounTh cepauc DHCPVE.

KomaHaa

OnucaHue

Pexunm rmnobanbHoro

KOHdUrypupoBaHus

service dhcpv6
no service dhcpv6

Bkntounte/BoiKNOUNTE ceparuc DHCPV6.

2. Hactpoute DHCPV6-peTpaHcnsaTop Ha

nopTy.

KomaHpa

OnucaHue

Pexum kKoHcpurypaumm nHrepcpenca

ipv6 dhcp relay destination {[<ipv6-address>]
[interface {<interface-name> | vlan <1-
4096>1}]}

no ipv6é dhcp relay destination {[<ipv6-
address>] [interface {<interface-name> | vlan
<1-4096>}]}

HaCTPOWMKY.

YKasaTb agpec HasHavyeHusa Ons nepegadn
DHCPv6-naketoB. Komanga «no» ygansiet

27.4. KoHdurypaums cepBepa generauum npedumkcos DHCPV6

Cnuncok 3agay koHdurypauum cepeepa generaumm npecoumkcos DHCPVG:

1. BknounTtb/BbikNo4MTb cepeuc DHCPV6.
2. Hactpoutb nyn generauum npeukcos.
3. Hactpoutb agpecHbin nyn DHCPvE.

3.1. Cosgatb/yganutb agpecHsin nyn DHCPVE.

3.2. HactpouTb nyn generaumm npeduKkcos,

MCnonb3yembli aApeCHbIM MyroM.

3.3. HactpouTb cTatnyeckyto NpuBA3Ky generaumm npeduKcos.
3.4. HactpouTtb gpyrue napameTpbl agpecHoro nyna DHCPvV6.
4. Bxknountb byHKUMIO cepBepa generaumm npedumkcos DHCPV6 Ha nopTy.

1. BkntounTb/BblkNOYMTL cepauc DHCPVE.

KomaHaa

OnucaHue

Pexum rnobanbHoro

KOHpUrypuposaHusi

service dhcpv6
no service dhcpv6

BkntounTb/BbikntounTh cepanc DHCPVG.
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2. Hactpoutb nyn generaumm npedmKcoB.

KomaHaa

OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

ipv6 local pool <poolname> <prefix|prefix-
length> <assigned-length>

no ipv6 local pool <poolname>

HactpouTb nyn aenerauum npedguKcos.

3. Hactpoutb agpecHbin nyn DHCPV6.

3.1. Cosgatb/yganutb agpecHbin nyn DHCPVE.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

Cospatb/yganutb agpecHbin nyn DHCPVG.

3.2. HactpouTb nyn generaumm npeduKcoB, UCMOMNb3yeMbii.

KomaHaa

OnucaHue

Pexum koHcurypauum agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity}

{<preferred-time> | infinity}]
no prefix-delegation pool <poolname>

YkasaTtb nyn  generauMmm  nNpeguKcos,
NCNoNb3yembli a4peCHbIM NMYyFIOM U Ha3HaYUTb
npeduKC KNeHTY.

3.3. HactpouTb cTatuyeckyto npuBssky generauum npedmkcos.

KomaHaa

OnucaHue

Pexum KoHdurypauumn

appecHoro nyna DHCPv6

prefix-delegation <ipv6- prefix/prefix-length>
<client-DUID> [iaid <iaid>] [lifetime {<valid-
time> | infinity} {<preferred-time> | infinity}]

No prefix-delegation <ipv6- prefix/prefix-
length> <client-DUID> [iaid <iaid>]

HacTpouTb cTatnyeckyto NpuBA3Ky generaunm
npedunKCoB.
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3.4. HactpouTb gpyrne napameTtpbl agpecHoro nyna DHCPV6.

KomaHaa

OnucaHue

Pexunm KoHcurypaumum

appecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpontb  agpec  DNS-cepsepa

DHCPvV6-knueHTa.

ans

domain-name <domain-name>
no domain-name <domain-name>

Hactpontb gomeHHoe nma DHCPvV6-knneHTa.

4. BxnounTb (byHKUMIO cepBepa generaumm n

pedunkcos DHCPv6G Ha nopTy.

KomaHaa

OnucaHue

Pexum KoHcpurypaumm nHrepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bkntountb dyHkumo DHCPv6-cepBepa Ha
onpeaeneHHom nopTty " npuBs3aTtb
ncnonb3yembin DHCPv6-agpecHbIn nyn.

27.5. KoHdurypaumsa knueHTta generaumm npedcdpumkcos DHCPv6

Cnucok 3agay KOH(bVIpraLI,I/WI KInneHTa genera

uun npedpukcos DHCPVE:

1. Bknwountb/BbikntounTh cepuc DHCPVE.
2.  BknouuTb hyHKUMIO KNneHTa generaumm npedgukcos DHCPV6 Ha npoTy.
1. Bknountb/BbiKNtOUMTL cepuc DHCPVE.

KomaHpa OnucaHue

Pexnm rnobanbHor

0 KOHpUrypmupoBaHus

service dhcpv6
no service dhcpv6

BkntounTb/BhIKNOUNTE cepauc DHCPVG.

2.

BkntounTb yHKUMIO KNneHTa generauumm npedukcos DHCPV6 Ha npoTy.

KomaHaa

OnucaHue

Pexum koHdurypauum nitepdenca

ipv6 dhcp client pd <prefix-name> [rapid-
commit]

BkntounTtb  yHKUMIO  KNMEHTa  generauun
npedukcos DHCPV6 Ha npoTy 1 accoumnauuio
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KomaHpa OnucaHue
no ipv6 dhcp client pd nonlyyeHHoro npedukca C HaACTPOEHHbIM
YyHMBepcarnbHbIM NpegUKCcoM.

27.6. Mpumepbl koHdpUurypaumm DHCPV6
Mpumep 1:

Mpu pasBepTbiBaHMM ceTen IPV6 koMMyTaTopbl cepun MOryT ObiTb HAaCTPOEHbl B KayecTBe
DHPv6-cepBepoB angd ynpaereHus pacnpegenenHnem agpecos IPv6. NMNoggepxkuBatoTca oba
pexnma DHCPV6 — ¢ oTcnexuBaHmeM COCTosiHUA 1 6e3 Hero.

Tononorus:

Ha ypoBHe pocTyna wucnonb3yetcd koMmyTatop 1 Ons nogknioyeHusa nornb3oBaTenen
obwexuntns. Ha nepBomM ypoBHe arperauuMm  KOMMyTaTtop 2  HacTpOeH  Kak
DHCPv6-peTpaHcnsaTop. Ha BTOpoM ypoBHE arperaumm KoMmyTatop 3 HaCTPOEH Kak
DHCPv6-cepBep M COeOuHEH C MarucTpanbHoOW ceTbio. Ha komnbtoTepax gormkHa ObiTb
yctaHoBneHa OC He Hmxke Windows Vista, nnm ntobas apyras B kotopon ectb DHCPV6-KnneHT.

3 DHCPvV6 server
SwitchC

Vian1: 2001:da8:1:1::1 E

Vian 10: 2001:da8:10:1::1

DHCPV6 relay

SwitchB

Jlan1: 2001:da8:1:1::2
Jlan 10: 2001:da8:10:1::2
/lan 100: 2001:da8:100:1::1

SwitchA

DHCPvV6 client
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KoHdburypaums SwitchC:

SwitchC>enable

SwitchC#config

SwitchC(config)#service dhcpvé
SwitchC(config)#ipvé dhcp pool EastDormPool

SwitchC(dhcpvé-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100

SwitchC(dhcpvé-EastDormPool-config)#excluded-address 2001:da8:100:1:1
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::20
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::21
SwitchC(dhcpvé-EastDormPool-config)#domain-name dhcpvé.com
SwitchC(dhcpvé-EastDormPool-config)#lifetime 1000 600
SwitchC(dhcpvé-EastDormPool-config)#exit

SwitchC(config)#interface vlan 1

SwitchC(Config-if-Vlan1)#ipvé address 2001:da8:1:1::1/0/64
SwitchC(Config-if-Vlan1)#exit

SwitchC(config)#interface vlan 10

SwitchC(Config-if-Vlan10)#ipvé address 2001:da8:10:1::1/0/64
SwitchC(Config-if-Vlan10)#ipvé dhcp server EastDormPool preference 80
SwitchC(Config-if-Vlan10)#exit

SwitchC(config)#

KoHdurypaums SwitchB:

SwitchB>enable

SwitchB#config

SwitchB(config)#service dhcpvé

SwitchB(config)#interface vlan 1
SwitchB(Config-if-Vlan1)#ipvé address 2001:da8:1:1::2/64
SwitchB(Config-if-Vlan1)#exit

SwitchB(config)#interface vlan 10
SwitchB(Config-if-Vlan10)#ipvé address 2001:da8:10:1::2/64
SwitchB(Config-if-Vlan10)#exit

SwitchB(config)#interface vlan 100
SwitchB(Config-if-Vlan100)#ipvé address 2001:da8:100:1::1/0/64
SwitchB(Config-if-Vlan100)#no ipvé nd suppress-ra
SwitchB(Config-if-Vlan100)#ipvé nd managed-config-flag
SwitchB(Config-if-Vlan100)#ipvé nd other-config-flag
SwitchB(Config-if-Vlan100)#ipvé dhcp relay destination 2001:da8:10:1::1
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SwitchB(Config-if-Vlan100)#exit
SwitchB(config)#

27.7. Mouck HecunpaBHocTtenn DHCPV6

Ecnn DHCPV6-knneHT He moxeT nonyunTtb |IPv6-agpec n gpyrne ceteBble napaMmeTphbl, nocne
npoBepKM Kabenen n KNMeHTCKoro obopyaoBaHus crieayeT BbIMOMHUTL CregytoLlee:

MpoBepbTe, 3anyweH nn DHCPv6-cepBep, 3anyctuTe ero, ecnun oH He 3anyueH. Ecnu
DHCPV6-KneHTbl 1 cepBepbl HAXOASATCA He B 0QHOM (bM3MYeckon ceTu, NpoBepbTe,
UMEET N MapLupyTmMsaTtop, oTBevarLwwmnin 3a nepecbinky DHCPv6-nakeToB, dyHKLMIO
DHCPv6-peTpaHcnaTopa. Ecnn Ha npoMeXxyTo4YHOM MapLipyTmMsaTope HeT (OyHKUMK
DHCPV6-peTpaHcnaTopa, peKOMEHAYETCS 3aMEHUTb 3TOT poyTep UM O6HOBUTL €ro
Mno.

MHorga xocTbl, NOOKITOYEHHbIE K KOMMYyTaTopam cO BKITtoueHHbIM DHCPV6G, He moryT
nonyuntb IPv6-agpec. B aTon cutyaumm B nepByto ovepeab He0b6XxoaMmMo NpoBepuThb,
NOAKMOYEHbI NN NOPThl, K KOTOPbIM MNOAKMIOYEHbI XOCTbl, K MOPTY, K KOTOPOMY
noakntoyeH DHCPV6-cepBep. Ecnn noakntoyeHo Hanpsimyto, ybeanTecst, 4To agpecHbli
nyn IPv6 VLAN-a, K KOTOpOMY MPUHAOSNIEXUT MOPT, HAXOoOUTCS B OOHOM MOACETU C
agpecHbIM MyroMm, HacTpoeHHbiM Ha DHCPv6-cepsepe. Ecnu nogknovyeHbl He Ha
NpAMYI0, U Mexay XOCToM 1 cepBepoM HacTpoeH DHCPv6-peTpaHcnaTop, Heobxoanmo
B MepBY0 ovepeab NpoBEPUTb, HACTPOEH N NpaBunbHbIA IPv6-agpec Ha uHTepdence
KOMMyTaTopa, K KOTOPOMY MOAKMYaTCa XOCTbl. Ecnv He HacTpoeH, HacTpouTb
npaBunbHbIN |IPv6-agpec. Ecnu HacTpoeH, Heobxogumo MpoBEPUTb, B OAHOW Nu
nogcetn ¢ DHCPv6-cepBepoM HaxoamuTcs HacTpoeHHbln |IPv6-agpec. Ecnn Her,
noxanyncra, 4o6aBbTe €ro B aapecHbIn nyn.

Q
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28. KOHOUT'YPALIUA OINMUMNN 82 DHCP
28.1. BBegeHue B onuuto 82 DHCP

Onumns 82 DHCP — ato onumsa nHdopmMaunn petpaHenupytowlero areHta (Relay Agent). Onuuns
82 DHCP HanpaBneHa Ha ykpenneHue 6esonacHocTtu cepsepoB DHCP 1 ynyJlieHns nonutmkm
kKoHurypauumn IP-agpecoB. PeTpaHcnupyowmin areHT gobasnset onuuio 82 (BKNHOYAOLLYHO
dm3ndecknn nopT [OCTyna KueHTa, wuaeHTuukatop YCTpOMCTBaA AocTyna u  Opyryko
nHpopmaumio) B DHCP-3anpoc, nonyyvyeHHbIn OT KNWEeHTa, 3aTeM MnepecbinaeT ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbIn nogaepxmaeT dyHKUMIO onumm 82, nony4vaeT
coobuleHne, OH Bblaendet knueHTy IP-agpec u gpyrme napameTpbl B COOTBETCTBUU C
npegHacTPOEHHbIMM NONUTUKaMKn 1 nHpopmaumen B onumn 82. B 1o e Bpema DHCP-cepsep
MOXeT MaeHTMdUUnpoBaTb BCce BO3MOXHble aTakm DHCP-coobuieHnammn B COOTBETCTBUM C
nHpopmaumen B onuum 82 1 3awmTnTb oT HUX. DHCP-peTpaHcnnpyowmnn areHT CHAMET Onuuio
82 ¢ oTBeTHOro coobLeHns 1 nepegacT ero onpegenieHHoMy nopTy YCTPOWCTBa AOCTyna, B
COOTBETCTBUM C UHhopMaLmen o bmsmyeckoM nopte B onumn. NpumeHeHne onuun 82 DHCP
npo3payvyHo Ang KnneHTa.

28.1.1. CtpykTypa coobweHuns onuum 82 DHCP

CoobuweHne DHCP moxeT nmeTb HECKOSbKO CErMEHTOB OMUUKA, onuma 82 oguH N3 HUX.
OHa pomkHa 6bITb Nocne apyrux onumi, HO 4o onumn 255. BoT ee hopmar:

Code Length Agent Information Field
o " sub | sub | sub [ | suwb
Option 1 | Option 2 | Option 3 Option M

Code: npegcraBnseT NOpPsiAKOBbIA HOMEP OMUMM MHOPMaLMM PETPaHCNNPYIOLWEro areHTa,
onumus 82 Tak HasbiBaeTcs notomy, Uto RFC3046 onpeaensieT ee kak 82.

Len: konnyecTBo 6anT B nore MHopmMaumm areHTa, He BKtovasi Aa 6anTa B cermeHTe Code
n cermeHTe Len.

Onuua 82 mMoxeT UMeTb HEeCKONbKOo cyb-onuun, TpebyeTca Kak MUHUMYM ofHa cyb-onuus.
RFC3046 onpepenseT cneaytowme ase cyb-onumm, opmMaT KOTOPbIX NOKa3aH HMKeE:

SubOpt  Length Sub-option Value

1 N s1 s2 s3 sM
SubOpt  Length Sub-option Value

2 N i1 i2 i3 iM

SubOpt: nopsigkoBbin HOMep cy6-onuun, nopagkoBbin Homep cy6-onumm Circuit-ID — 1,
nopsakoBbIN HoOMep cyb-onumm Remote ID — 2.

Len: konuyecTtBo 6anTt B cyB-onuun, He Bknoyasa gea banta B cermeHTe SubOpt n cermenTe
Len.
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| www.gtech.u |
28.1.2. MexaHnam pab6oTtbl onuun 82
DHCP Discover DHCP | Option 82
>
DHCP DHCP
< Offer
DHCP DHCP | Option 82
Request >
DHCP DHCP
< Ack

RN

DHCP client

PucyHok 61. lnarpamma notokos onuun 82 DHC

DHCP Relay/

Agent

DHCP Server

Ecnn DHCP petpaHcnupytowmin areHt nogaepxumsaet onumio 82, DHCP-knNueHT AormkeH
nNponTn criegyowmne yetoipe wara, 4tobbl nonyuntb IP-agpec ot DHCP-cepBepa: discover,

offer, select n acknowledge. Npotokon DHCP cnegyet npuBeaeHHON HWXe npouenype:
1.

2.

DHCP-knneHT npu nHnumanunsaumm nocbinaeT WnpokoBelaTensHoe cooblleHne

3anpoca. JTo coobLeHne He nmeeT onuumn 82.
DHCP-peTpaHcnmpyowmin areHT obaeut onuuto 82 kK coobLLeHMIO 3anpoca, KoTopoe

OH MOMy4uT, 3aTem nepeLuneT ato coobuweHne DHCP-cepsepy. Mo ymonyaxuio
cy6-onuusa 1 onuum 82 (Circuit ID) aTo nHpopmaumsa o6 nHtepdeince, K KOTOPOMy
nogkntoyeH DHCP-knueHT (VLAN n chmnsmnyeckor nopT), HO NOMb30BaTeSNlb MOXET
HacTpouTb Circuit ID no ceoemy ycmoTpeHuto. Cyb-onumsa 2 onuumn 82 (Remote ID)
aTo MAC-agpec ycTtponctsa DHCP-peTpaHcngaTopa.

Mocne nonyyeHus DHCP-3anpoca DHCP-cepBep BblAenut KNneHTty IP-agpec n

ApYryto MHpopmaumio, B COOTBETCTBUN C NPEAHACTPOEHHBLIMU NMONUTUKaMM Y
nHpopmaumen B onumm 82. 3atem oH HanpasuT DHCP-peTpaHcnvpylowemy areHTy
oTBeTHOoe coobLieHne ¢ DHCP-koHdurypaumen n onunen 82.

DHCP-peTpaHCApyoLWnin areHT O4UCTUT OTBETHOE coobLLeHme OT onumm 82 n

HanpaBuUT €ro KrneHTy.
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28.2. Cnucok 3apa4 koHdurypaumm onumun 82 DHCP

1. Bknountb onumio 82 DHCP peTpaHCnMpyoLLero areHTa.

HacTtpoutb atpmbyTbl nHtepdenica onuun 82 DHCP.

Bkntounts onumo 82 DHCP-cepBepa.

HacTtpoutb oopmaT no ymonyanuio onumm 82 DHCP-peTpaHcnvpytoLero areHTa.
HacTtpoutb pasgenutens.

HacTtpoutb meTog cosgaHus onummn 82.

MpoBoanTb AMArHOCTUKY 1 nogaepxky onummn 82 DHCP.

No oprwDd

1. Bknountb onumto 82 DHCP-peTpaHCcnupytoLero areHTa.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHcpurypnpoBaHus

ip dhcp relay information option BkntovyaeT  dyHkummM  onuum 82 Ha
peTpaHCNupyLWeM areHte KomMmyTaTopa.

no ip dhcp relay information option
P P y P KomaHaa «no» BbIKIOYaeT OyHKLUMIO.

2. Hactpoutb aTpnbyThl MHTEPpdenca onumm 82 DHCP.

KomaHpa OnucaHue

Pexum KoHdurypaumm nHtepdenca

ip dhcp relay information policy {drop | keep | | YcTaHaBnNuBaeT MOAUTUKM pPEeTPaHCAALNN
replace} COOBLLIEHNA, KOTOPOE YXKE COAEPXKUT OMnuMmIo
82. Pexxum drop o3HauvaeT, 4To cooOLieHme,
cogepxagee onuuio 82, GyaeTt oTtbpoLueHO
6e3 kakon-nnbo obpaboTkn. Pexum keep
O3Havaer, yTO cuctema ocTaBuT
opurmHanbeHyto onuuio 82 K nepepact
coobuwieHne cepsepy. Pexum replace
O3Hauvaer, yTO cuctema 3aMeHUT
CyLLeCTBYOLLYI0 onuumio 82 cBoen 1 nepenact
coobuweHne cepsepy. Komanga  «no»
YCTaAHOBUT MOSIUTUKY B PEXMUM MO YMOMYaHUIO
— replace.

no ip dhcp relay information policy

Ip dhcp relay information option subscriber- id | YcraHaBnusaet chopmat cyb-onumm 1 onuum

{standard | <circuit-id>} 82 (Circuit ID), standard o3Havaet
No ip dhcp relay information option | CT@HAapTHele  Hassahus  VLAN -
subscriber-id dm3andeckoro nopra, Harnpumep,
«Vlan2+Ethernet1/0//12», <circuit-id> aT0
coxXepxaHue circuit-id, 3agaHHoro

nonb3osatenem (ctpoka He 6onee 64
cumBorioB).  KomaHga «no»  ycTaHOBUT
cTaHOapTHbIM dhopmar.
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KomaHaa

OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-id

YcTtaHaBnmBaeT opmaT cyb-onumm 1 onumn
82 (Remote ID). KomaHga «no» ycTaHOBWUT
cTaHdapTHbIA cbopmar.

3. Bkmtouuts onumo 82 DHCP-cepsepa.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHcpurypmpoBaHus

ip dhcp server relay information enable
no ip dhcp server relay information enable

Mo3seonsetr DHCP-cepBepy kommyTaTopa
naeHTuduumposatb onunto 82. KomaHga
«NO» OTKNIOYAET 3Ty PYHKLMIO.

4. Hactpountb popmat no ymonyaxuio onumm 82 DHCP-peTpaHCnmpyloLLero areHTa.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHcpurypmpoBaHus

ip dhcp relay information option subscriber- id
format {hex | acsii | vs-hp}

YcTtaHaBnuBaeT dopmat subscriber-id onuun
82 peTpaHcnupytoLLero areHTa.

ip dhcp relay information option remote-id
format {default | vs-hp}

YcTtaHasnuBaeT oopmat remote-id onumm 82
peTpaHCNMpYoLLEro areHTa.

5. HactpouTtb pasgenurtens.

KomaHaa

OnucaHue

PexuMm rno6anbHOro KOHUrypmpoBaHus

@ §) QTECH
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ip dhcp relay information option delimiter | HactpanBaet pasgenurernb Kaxkgoro
[colon | dot | slash | space] napametpa cybonuun B onuum 82 B
no ip dhcp relay information option delimiter | 'oaneHom  pexwume.  Komanpa  «no»
BOCCTaHaBnmBaeT pasgenutens no

ymon4anuio — slash.
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6. HacTtpouTb MegoT cosgaHus onumn 82.

KomaHaa

OnucaHue

Pexunm rnobanbHoro

KoHdUrypupoBaHus

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTtaHaBnnBaeT MeaoT co3gaHus onuum 82,
nonb3oBaTenu MOTYT  CaMOCTOSTENbHO
onpegennTb NapameTpbl cyb-onuun remote-
id.

ip dhcp relay information option self- defined
remote-id format [ascii | hex]

YcTaHaBsnmnBaeT nosib3oBaTenbCckum gopmart
remote-id ansa onunn 82.

ip dhcp relay information option self- defined
subscriber-id {vlan | port | id (switch-id (mac |
hostname)| remote-mac)| string WORD}

no ip dhcp relay information option self-
defined subscriber-id

YcTtaHaBnnBaeT MeTo[ co3gaHus onuumn 82,
nonb3oBaTenu MOTYT  CaMOCTOSITENbHO
onpeaenuTb napameTpbl cyb-onuuu circuit -
id.

ip dhcp relay information option self- defined
subscriber-id format [ascii | hex]

YcTtaHaBnnBaeT nonb3oBaTenbckuin hopmaTt
circuit -id ana onuun 82.

7. TMpoBoauTb OMArHOCTUKY U NoAOEPXKKY

onuun 82 DHCP.

KomaHga

OnucaHue

Pexnm agmuHucTpartopa

show ip dhcp relay information option

OTtobparkaeT WHGpOPMaUMO O COCTOAHUN

onumm 82 B cucTeMe, BKo4Yaa Bce
napameTpbl HACTPOWKM.
debug ip dhcp relay packet Ncnonb3yeTtca ans OTOOpaxeHust

uHdopmaumm 06 o0b6paboTke NakeToB B
DHCP-peTpaHcnupylowemM areHTe, BKIOYas
aencTemsa «gobaBnUTb» N «OUNCTUTBY.
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28.3. NMpumepbl npumeHeHusa onuun 82 DHCP
SwitchA

SwitchC

DHCP Client PC1

Vian2:Ethernet1/0/3

— £33

— =L SwitchB
DHCP Client PC2

DHCP server

PucyHok 62. Tunoson npumep npumeHeHus onuumn 82 DHCP

B maHHOM cxeme oba kommyTaTtopa BTOPOro ypoBHSA (A u B) nogkrtoyeHbl K KOMMyTaTopy
TpeTbero ypoBHsa (C), kotopbii nepegaet DHCP-3anpochkl OT knueHToB cepBepy. Ecnu onuusa
82 BblkntoyeHa, DHCP-cepsep He CMOXeT pacnosHaTb, M3 KakoW MOACETU KMWEHT, U Bce
KNMMeHTbI, NOAKMYeHHbIe K SwitchA 1 SwitchB, 6yayT nonyyaTb agpeca u3 obLiero agpecHoro
nyna DHCP-cepBepa. lNocne BkntodeHns onumm 82, T.K. kommyTatop 3 gobaBnsieT K 3anpocy
WMHOpMaLMIO O MOPTE, CEPBEP CMOXET pacrno3HaTb, B KAKOW CETU HaXoAUTCA KNMeHT (SwitchA
nnn SwitchB) 1, Takum obpas3om, CMOXET BblAENsATb Pa3HOEe afpecHoe NMPOCTPaHCTBO ABYM
noaceTsaMm, 4Tobbl yNpOCTUTL YNpaBneHne ceTbio.

KoHdurypaums SwitchC (MAC agpec 08:B6:C3:00:00:01):
Switch3(Config)#service dhcp
Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3
Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP-cepBep nogaoepxmBaeTr onuuio 82, ero KoHurypauuoHHbin ann
/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2ClasSwitchAx»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/2» and option agent.remote-
id=08:B6:C3:00:00:07;

}
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class "Switch3Vlan2ClasSwitchBx»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3» and option agent.remote-
id=08:B6:C3:00:00:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {

option routers 192.168.102.2;

option subnet-mask 255.255.255.0; option domain-name "example.com.cn";
option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";

}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";

}
}

Tenepb DHCP-cepBep OygeT BbligensaTb agpeca Ans y3noB ¢ KoMMyTaTtopa 2 M3 gnanasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommyTtaTopa 1 n3 guanasoHa 192.168.102.51 ~
192.168.102.80.

28.4. NMouck HencnpaBHocTten onunn 82 DHCP

Onumns 82 DHCP peanusoBaHa kak nogdyHkumsa mogyna DHCP-peTpaHcnsaTopa. Npexae, yem
€ee ncnonb3oBaTtb, Heobxoaumo ybegutbes, yTo DHCP-peTpaHCcnupytowmin areHT HacTpoeH
NpaBUSbHO.

Onumns 82 TpebyeT B3anmogenctemsa DHCP-petpaHcnaTopa n DHCP-cepsepa. DHCP-cepsep
OOIDKEH YCTaHOBWUTb MOSIUTUKY BbleNeHUs afpecoB OCHOBbIBAsCb Ha CeTeBOW TOMOMNornu
DHCP-peTpaHcnaTopa, HO, Aaxe ecnu peTpaHcnsaTop paboTaeT HOpManbHO, BblaeneHve
afpecoB MOXeT He nony4uTbcs. Ecnm B ceTn Gornblue ogHOro peTtpaHcnsaTopa, ygenute
BHUMaHWe nonutuke nepegayn DHCP-3anpocos.

Mpn peanusauun yHkumm onummn 82 DHCP-peTpaHcnsitopa, nogpobHas uHgopmaums o
npouecce paboTbl hyHKuMKM onummn 82 DHCP-peTpaHcnaTopa MOXET ObITb NOfydYeHa KoMaHOomn
«debug ip dhcp relay packet». 3ta nHopmaumnsa MOXeT MOMOYb B MOUCKE HENCTIPABHOCTEN.
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Mpn peanusauuun dyHkumm onuum 82 DHCP-ceBepa, nogpobHasi nHopmMaumsa O npouecce
paboTbl pyHKUMM onumm 82 DHCP-cepBepa MmoxeT 6bITb nonydeHa komaHgon «debug ip dhep
server packet». 9Ta nHpopmaums MoXeT MOMOYb B NONCKE HEUCTPABHOCTEN.
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29. Ornuwnnm 60 1 43 DHCP

29.1. BBegeHue B onuun 60 u 43 DHCP

DHCP-cepBep aHanuaupyeT naketel oT DHCP-knneHTa. Ecnn npuxogut naket ¢ onumein 60,
cepBep npuHUMaeT peweHne BosepawaTtbe M DHCP-knneHTy nakeTbl ¢ onuuen 43 B
cooTBeTCcTBMM C onuunen 60 n HacTpamBaeT napameTpbl 60 n 43 B agpecHOM NPOCTPaHCTBE

cepsepa DHCP.

HacTponka cooTtBeTCcTBYIOLWMX onumin 60 n 43 B agpecHoM npoctopaHcTtee DHCP-cepsepa:

1. B agpecHom npocTpaHcTBe HacTpameatoTed onumm 60 n 43 0gHOBPEMEHHO.
Mpuxognt DHCP-nakeT ¢ onumen 60 ot DHCP-knneHTa, ecnu oH coBnagaeT ¢
onumen 60 agpecHoro npoctpaHcTea DHCP-cepeepa, DHCP-KNMEHT nonyyuT onuumio
43, HaCTPOEHHYIO B agpecHOM NpocTpaHcTBe, Have onunst 43 DHCP-knneHTy He

BO3BpallaeTcH.

B agpecHoM NpocTpaHCTBe HacTpamMBaeTCs ToNbko onuna 43, coBnagatowias ¢

no6on onuuwen 60. Ecnu nonyyeH DHCP-nakeT ¢ onuuen 60 ot DHCP-knneHTa, TO
DHCP-KNUeHT nonyyuT onuuio 43, HaCTPOEHHYO B aApeCcHOM NPOCTPaHCTBE.

nony4ut onuuio 43.

Ecnn B agpecHoM npocTpaHCcTBe HAcTpoeHa Tonbko onums 60, To DHCP-knnMeHT He

29.2. HacTpounka onuumn 60 u 43 Ha DHCP

1. basoBble HacTponkn onuun 60 n 43.

KomaHaa

OnucaHue

Pexum KoHduUrypauum agpecHoro npocrpaHcTea

option 60 ascii LINE

Hactpowka onuum 60 B CMUMBOJSIbLHOM CTPOKE B
dopmarte ascii B pexuve
ip-agpecHoro npocTtpaHctea DHCP

option 43 ascii LINE

HacTpownka onumm 43 B CUMBOJSIbHOW CTPOKE B
dopmarte ascii B pexnve
ip-agpecHoro npocTtpaHcTtea DHCP

option 60 hex WORD

Hactpowka onuun 60 B CMMBOJSIbHOM CTPOKE B
dopmarte hex B pexnme
ip-agpecHoro npocTtpaHctea DHCP

option 43 hex WORD

HacTtpoika onumm 43 B CUMBOSIbHOWM CTPOKE B
dopmarte hex B pexnve
ip-agpecHoro npoctpaHctea DHCP

option 60 ip A.B.C.D

HacTtpowka onumm 60 B CUMBONbHOWM CTPOKE B
dopmarte IP B pexunme
ip-agpecHoro npoctpaHctea DHCP
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KomaHnaa OnucaHue
option 43 ip A.B.C.D HacTtpoika onumm 43 B CUMBOSIbHOW CTPOKE B
dopmate IP B pexume

ip-agpecHoro npoctpaHctea DHCP

no option 60 YoaneHue Hactpoek onumm 60 B pexume
agpecHoro NpocTpaHcTea

no option 43 YoaneHne HacTpoek onumn 43 B pexume
agpecHoro nNpocTpaHcTea

29.3. Npumep HacTpomnkn onummn 60 n 43 DHCPV6

o000
|

Ooo

00000000
5 I | 0 0 0
Ooooo00o0

Switch

—

DHCP server

Fit AP nonyyaet IP-agpec n onuuio 43 — npusHak DHCP-cepepa ana oTnpasku
opHoagpecHoro discovery-3anpoca Ha 6ecnpoBoabin koHTponnep. DHCP-cepsep HacTpanBaeT
onuwuto 60 B cooTBeTcTBUM C onunen 60 Fit AP n Bo3spallaet 43 onuuio FTP AP.

# Hactpownka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTpaHeHue HeucnpaBHocTeun 60 n 43 onuuun DHCP

Ecnwn Bo3HukatoT npobnem npu Hactponke DHCP-onumin 60 n 43, noxanyncta ybegurech, 4To
npo6nembl He Bbi3BaHbl CNeayoLWMMN NPUYMHAMM:
e [lpoBepbTe BKMOYEHa Ny yHKUMA cnyx6bl DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onuun 60, ydeamTtech, 4TO OHO coveTaeTcs
c onumen 60 B nakeTax.
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30. ornuun 37, 38 DHCPV6
30.1. BBeaenue B onuumn 37, 38 DHCPv6

DHCPv6 (npoTokon AauHamudeckon KoHdurypauum xoctoB ana |IPv6) paspabotaH ans
agpecHon cxembl IPv6 wn wucnonbayetca pnnsg HasHadyeHus xoctam IPv6-npedukcos,
IPv6-agpecoB 1 Apyrnx KOHUrypaumMoHHbIX NnapaMeTpoB.

Ecnn DHCPvV6-knmMeHT xo4eT 3anpocuTb napameTtpbl koHdwurypaumm ot DHCPv6-cepsepa,
Haxogsweroca B OpYyroM cermeHte, 10 gns atoro notpebyetca DHCPV6-peTpaHcnaTop.
DHCPvV6-coobLieHne, NpUHATOE peTPaHCnATOPOM, MHKancynupyetca B «relay-forward»
nakeTbl, nepenpasnsemMble cepBepy, KOTOopbi 3aTeM oTBedaeT DHCPv6-peTpaHcnsaTopy
naketammn «relay- reply». 3atem peTpaHCnATOp BOCCTaHaBnMBaeT M3 3TUX MNAKeTOB
DHCPV6-coobLeHne n nepecbiniaeT ero KNneHTy.

EcTb HekoTopble npobnembl Npu ucnonb3oBaHun DHCPv6G-peTpaHcnaTopa, Hanpumep, Kak
HasHaunTb |P-agpec B (pukcMpoBaHHOM [AmanasoHe KOHKPEeTHbIM nonb3oBaTenam? Kak
nsbexatb HeneranbHOro npucBoeHusi |P-agpecoB, BbI3BAaHHOrO arTakow, HaLEeneHHoW Ha
ncuyepnaHme cBobogHbix agpecoB? Kak wusbexartb HeneranbHbix DHCPv6-knneHTOB,
ncnoneayowmx MAC-agpec opyrmx KNMMEHTOB? ATK NpobrieMbl peLlaroTcs NocpeacTBOM ONuUN
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwmn 37 n 38 DHCPv6 nogo6Hel onuun 82 DHCP. DHCPvV6-peTpaHcnaTop gobaensaeT onumm
37 n 38 k nepecbinaemMbiM 3anpocam M ybupaeT 3Tm onumMm u3 OTBETOB cepBepa. Takum
o6pasom npumeHeHne onumi 37 n 38 Npo3payvyHo Ana KNneHTa.

Mo onuuam 37 n 38 DHCPv6-cepBep moxeT ayteHTudumumpoBate DHCPV6-knueHTa u
DHCPv6-peTpaHcnupytolee yCTpOMCTBO, HasHayaTb U ynNpaBnaTb KIMEHTCKMMKU agpecamu,
TeM camblM NpeaoTBpawaTh pasnmyHble DHCPV6-aTaku. Tak Kak cepBep onpenenseT, C Kakoro
nopTta 4ocCTyna npuLlen 3anpoc, OH MOXeT OrpaHNYUTb KONMMYECTBO BblAeNsaeMblX aipecoB Ha
nopT JocTyna, TeM caMblM MpedoTBpaTUTb aTaKky, HaueneHHyl Ha ucyepnaHue agpecos.
OpHako RFC4649 n RFC4580 He onpepensatoT, kak cepsep OyaeT ncnonb3oBaTtb onuun 37 u
38, nonb3oBaTenb MOXET UCMOMb30BaTb UX MO CBOEMY YCMOTPEHMIO.

30.2. Cnucok 3apay koHdurypauum onumm 37, 38 DHCPvV6

1. KoHdwurypaums 6asosbix onuun Dhcpv6 snooping.
2. KoHdurypaumsa 6a3osbix onumii Dhepv6-peTpaHcnsTopa.
3. KoHdurypaumsa 6a3osbix onumi Dhepv6-cepsepa.

1. KoHdwurypaums 6asosbix onumn Dhcpv6 snooping.

KomaHpa Description

Pexum rmobanbHoOro KoHurypmpoBaHus

ipv6 dhcp snooping remote-id option Bknovaet nogaepxky onumm 37 B DHCPV6
snooping. KomaHga  «no»  BbIKIOYaeT

no ipv6 dhcp snooping remote-id option
PV P ping 'd OpH NoaaepXKKy.
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KomaHaa

Description

ipv6 dhcp shooping subscriber-id option

Bkntovaet nogaepxky onumm 38 B DHCPv6

keep | replace}
no ipv6 dhcp snooping remote-id policy

no ipv6 dhcp snooping subscriber-id option | SNOOPINg.  Komanaa — «no»  BbiKio4aeT
NoAOEPXKY.
ipv6 dhcp snooping remote-id policy {drop | YcTaHasnueaet NONUTUKY nepechbInku

nakeToB, yXke coaepxawmx onuumto 37.

drop — cuctema nNpocTo oTOpoCcUT nakeTbl C
onumen 37;

keep — cuctema COXpaHUT UCXOLHYKO OMUMIO
37 n nepeLunieT NakeT cepBepy;

replace — cuctema 3aMeHUT CyLLIECTBYIOLLYIO
onunio 37 CBOEN U NEpPELLSET NakeT cepaepy.

| keep | replace}
no ipv6 dhcp snooping subscriber-id policy

KomaHga «no» ycTaHaBnvMBaeT MNOSIUTUKY
replace.
ipv6 dhcp snooping subscriber-id policy {drop | YctaHaBnnBaeT NONMUTUKY NnepechISTKu

nakeToB, yXXe cogepxawux onuumto 38.

drop — cuctema npocto oTbpocUT nakeTbl C
onumen 38;

keep — cuctema COXpaHUT UCXOLHYK OMUMIO
38 1 nepewuneT nakeT cepeBepy;

replace — cuctema 3amMeEHUT CyLLECTBYIOLLYHO
onumio 38 ceoen 1 nepeLuneT nakeT cepeepy.

sv | pv | spv) delimiter WORD (delimiter
WORD |)

no ipv6 dhcp snooping subscriber-id select
delimiter

KomaHga «no» ycTaHaBnvBaeT MOMNUTUKY
replace.
ipv6 dhcp snooping subscriber-id select (sp | | HactpavBaet Nonb30BaTENbCKYH

KOHpurypaumto onuun subscriber-id, KomaHga
«NO» BOCCTAHaBNMBAET KOHUrypauuo Mo
yMOM4YaHuio, T.€. 3aBOACKON HOMeEp BMecCTe C
VLAN MAC.

ipv6 dhcp snooping subscriber-id select
(sp|svlpvlspv) delimiter WORD (delimiter
WORD |)

no ipv6 dhcp snooping subscriber-id select
delimiter

HactpauBaet Nonb30BaTENbCKYH
KOHcpurypaumto onuuin subscriber-id, KomaHga
«NO» BOCCTaHaBNMBaeT KOHUrypauuo no
ymonyaHuio, T.e. HasBaHne VLAN BmecTe C
Ha3BaHWeM nopTa.

Pexum KoHdu

rypauum nopra

ipv6 dhcp snooping remote-id <remote-id>
no ipv6 dhcp snooping remote-id

3apaet hopmy gobasneHus onuumn 37.

<remote-id> 3710 cogepxaHue nonga remote-id
B onpegeneHHon none3osatenem onuuun 37,
cTpoka He 6one 128 cumBonoB. KomaHga
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KomaHpa Description

«NO» BOCCTaHaBMNMBaeT KOHUrypaumuo no
YMOM4aHuio, T.€. 3aBOACKO/ HOMEep BMECTe C
VLAN MAC.

ipv6 dhcp snooping subscriber-id | 3agaet hopmy fobasneHust onuun 38.

< s _ _
subscriber-id <subscriber-id> 310 cogepxaHue nons

no ipv6 dhcp snooping subscriber-id subscriber-id B onpeaeneHHom
nonb3oBartenem onuun 38, cTpoka He Gone
128 CUMBOJIOB. KomaHpa «NOo»
BOCCTaHaBnvBaeT KOHoUrypaumto no
ymon4yanuio, T.e. Ha3BaHne VLAN BmecTe cC
Ha3BaHWeM nopra, Hanpumep,
"Vlan2+Ethernet1/0/2".

2.  KoHdwurypaumsa 6a3oBbix onumin Dhcpv6-peTpaHcnsTopa.

KomaHpa Description

Pexum rmo6anbHOro KoHcpurypmpoBaHus

ipv6 dhcp relay remote-id option BknitovaeT nogaepxky onunn 37 B DHCPV6-

no ipvé dhcp relay remote-id option peTpaHcnaTope. KomaHaa «no» BbIKMOYaeT
noaaepxKy.

ipv6 dhcp relay subscriber-id option BkntovaeT nogaepxky onunmn 38 B DHCPVG-

no |pV6 dth relay SubSCI‘ibeI‘—id Option peTpaHcnAaTope. KOMaHﬂ,a «NO» BbIKNKYaeT
noaaepxKy.

ipv6 dhcp relay remote-id delimiter WORD HactpauBaet NonNb30BaTENbCKYHO

KOHcpurypauuio onumii remote-id. KomaHga
«NO» BOCCTaHaBMMBAET KOHMrypaumo no
YMOJ4YaHuIo, T.€. 3aBOACKON HOMEP BMECTE C

no ipv6 dhcp relay remote-id delimiter

VLAN MAC.
ipv6 dhcp relay subscriber-id select (sp | sv | | HactpanBaet Nonb30BaTENbCKYHO
pv | spv) delimiter WORD (delimiter WORD [) | KoHpurypaumio onuumn subscriber-id.
KomaHpa no BOCCTaHaBnMBaeT

no ipv6 dhcp relay subscriber-id select
KOHdUrypauuto  no  ymornyaHuio, T.e.

delimiter
Ha3BaHue VLAN BMmecTe C Ha3BaHMeM nopTa.
Pexum koHdurypauum nitepdenca 3-ro ypoBHsi
ipv6 dhcp relay remote-id <remote-id> 3apaet copmy gobasneHus onuun 37.
no ipv6 dhcp relay remote-id <remote-id> 310 cogepxaHne nons remote-

id B onpeageneHHoOM norb3oBaTenemM onuuu
37, ctpoka He 6one 128 cumBonoB. Komanga
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KomaHaa

Description

«NO» BOCCTaHaBNMBaeT KOHMUrypauuio no
YMOI4aHuIo, T.€. 3aBOJCKOM HOMep BMeCTe C
VLAN MAC.

ipv6 dhcp relay subscriber-id <subscriber-id>
no ipv6 dhcp relay subscriber-id

3apaet popmy fobasneHust onuun 38.

<subscriber-id> 310 cogepxaHue nons
subscriber-id B onpegeneHHom
nonb3oBarenem onuun 38, ctpoka He 6onee
128 CYIMBOJTOB. KomaHpa «No»
BOCCTaHaBnMBaeT KoHduMrypauuio no
ymon4yanuio, T.e. Ha3BaHne VLAN BmecTe C

Ha3BaHNeM nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2".
3. KoHdurypauma 6asosbix onunn DHCPv6-cepBepa.
KomaHpa Description
Pexum rmo6anbHOro KoHcpurypmpoBaHus

ipv6 dhcp server remote-id option
no ipv6 dhcp server remote-id option

BknitovaeT nogaepxky onunn 37 B DHCPV6-
cepBepe. KomaHaa «no»  BbIKMOYaET
NoaaEPXKKY.

ipv6 dhcp server subscriber-id option

BkntovaeT nogaepxky onunn 38 B DHCPVG-

no ipv6 dhcp server subscriber-id option cepsepe. KomaHaa «no»  Bbikno4aeT
MOAAEPKKY.
ipv6 dhcp use class BknioyaeT  noggepXky — MCNoNb30BaHMWSA

no ipv6 dhcp use class

DHCPv6-knaccoB npu npucBoOeHN agpecos.
KomaHaa «no» BbIKMNoYaeT 37O, He yaanad
HacTpoiku krnaccoe DHCPVG6.

ipv6 dhcp class <class-name>
no ipv6 dhcp class <class-name>

Onpenensier DHCPv6-knacc n BxoguT B
pexum KoHdpurypaumm DHCPv6- knacca.
KomaHnga «no» yaanser knacc.

Pexxum koHdurypauum nitepcenca

ipv6 dhcp server select relay-forward
no ipv6 dhcp server select relay-forward

Bkniowaetr BbiGOp onuun 37 un 38
BHYTPEHHEro YpPOBHS, Koraa B nNakeTte,
npvwewem oT peTpaHcnsaTopa,

cyuwiectByeT Heckonbko onuun 37 unu 38.
Komanga «no» BO3BpallaeT HacTpouKy Mo
ymMon4yaHuio, T.e. Bblibop onumn 37 un 38
OpUrMHanbHbIX NAKeTOB.
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<subscriber-id>}

no {remote-id <remote-id> | subscriber-id
<subscriber-id>}

| www.gtech.u_|
KomaHpa Description
Pexum koHdurypaumn DHCPv6 knacca
{remote-id <remote-id> | subscriber-id | HactpamBaetr onuum 37 n 38, KoTOpblE

COOTBETCTBYHOT Knaccy.

class <class-name>
no class <class-name>

AccouuupyeT knacc C Myfnom agpecos U
BXOOUT B PEXWUM KOHpurypauum knacca B
nyne apgpecoB. KomaHga «no» ybupaet
accoumaumio.

address range <start-ip> <end-ip>
no address range <start-ip> <end-ip>

YcTaHaBnMBaeT [uanasoH agpecoB  Ans
DHCPv6-knacca. KomaHga «no» ygandet
anana3soH. dopma 3anmcy «npedukc/anuHa»
He NoaaepXnBaeTcs.

30.3. Mpumepbl onuuym 37, 38 DHCPV6
30.3.1. NMpumep onuun 37, 38 B8 DHCPV6 Snooping

SwitchB

SwitchA

1/0/1
1/0/2 1/0/4
1/0/3
—
EEEEEEEER \ S— RN
MAC-AA MAC-BB MAC-CC

PucyHok 63. Cxema onuun B DHCPV6 Snooping
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CornacHo cxeme Mac-AA, Mac-BB 1 Mac-CC — o0Obl4Hble norb3oBaTenu, NOAKIIYEHHbIE K
HefoBepeHHbIM nHTepdericam 1/0/2, 1/0/3 n Y4 cooTBeTcTBeHHO. OHU nony4yatoT IP-agpeca
2010:2, 2010:3 u 2010:4 no DHCPv6; DHCPv6-cepBep ROAKMNIOYEH K [OBEpPEHHOMY
nHtepdemncy 1/0/1. HactpoeHo Tpu NnonuTukn Bolgenennsa agpecos (knaccos), CLASSWITCHA
cootBetcTtByeT onumn 38, CLASSWITCHB cootBetcTtByeT onumn 37, a CLASSWITCHC —
onumam 37 un 38. B nyne agpecos EastDormPool 3anpocam, COOTBETCTBYIOLMM Kraccam
CLASSWITCHA, CLASSWITCHB n CLASSWITCHC 6yayT HasHa4yeHbl agpeca 13 uana3oHoB
2001:da8:100:1::2—2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 7]
2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTCTBEHHO. Ha kKommyTaTope A BKIoYeHa
dyHkumnst DHCPvV6 snooping un HacTpoeHbl onumn 37 1 38.

KoHdurypaums SwitchA:
SwitchA(config)#ipvé dhcp snooping remote-id option
SwitchA(config)#ipvé dhcp snooping subscriber-id option
SwitchA(config)#int e 1/0/1
SwitchA(config-if-ethernet1/0/1)#ipvé dhcp snooping trust
SwitchA(config-if-ethernetl/0/1)#exit SwitchA(config)#interface vlan 1

SwitchA(config-if-vlanl)#ipvé address 2001:da8:100:1:1
SwitchA(config-if-vlan1)#exit
SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit

SwitchA(config)#

KoHdurypaums SwitchB:
SwitchB(config)#service dhcpvé
SwitchB(config)#ipvé dhcp server remote-id option
SwitchB(config)#ipvé dhcp server subscriber-id option
SwitchB(config)#ipvé dhcp pool EastDormPool

SwitchB(dhcpvé-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpvé-eastdormpool-config)#dns-server 2001::1
SwitchB(dhcpvé-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpvé-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpvé-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipvé dhcp class CLASSWITCHA

SwitchB(dhcpvé-class-clasSwitchA-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/1

SwitchB(dhcpvé-class-clasSwitchA-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHB
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SwitchB(dhcpvé-class-clasSwitchB-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/2

SwitchB(dhcpvé-class-clasSwitchB-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHC

SwitchB(dhcpvé-class-clasSwitchC-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/3

SwitchB(dhcpvé-class-clasSwitchC-config)#exit
SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHA

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#exit
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHB

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchB-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHC

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#exit
SwitchB(dhcpvé-eastdormpool-config)#exit
SwitchB(config)#interface vlan 1

SwitchB(config-if-vlanl)#ipvé address 2001:da8:100:1::2/64
SwitchB(config-if-vlan1)#ipvé dhcp server EastDormPool
SwitchB(config-if-vlanl)#exit

SwitchB(config)#

30.3.2. NMpumep onuun 37, 38 Ha DHCPv6-peTpaHcnaTope

Mpumep 1:

Mpun pasBepTbiBaHMM IPV6-ceTM ansa BbiaeneHus IPv6-agpecoB MoXeT ObiTb MCNoNb3oBaHa
dyHKumnsa cepsepa DHCPvV6 Ha mapLupyTuanpyoLlem yCTpoMCcTBe, eCnin CneLmarnbHbii cepBep
ncnonb3yeTca Ans paBHOMEPHOro pacnpegenenus n ynpaesnexus |Pv6-agpecamn. DHCPv6
cepBep nogaepxueaeT oba pexuma, ¢ oTcrnexmBaHue coctosHua (stateful) n 6e3 Hero

(stateless).

Ha ypoBHe goctyna ncnone3dyetcs SwitchA ana nogkniovyeHnsa nonb3oBatenemn obLwexnTms; Ha
nepBoM ypoBHe arrperaumm SwitchB, oH HacTpoeH kak DHCPv6-peTpaHcnsaTop; Ha BTOPOM
ypoBHe arrperauun SwitchC HactpoeH kak DHCPv6-cepBep, 1 OH COEANHEH C MarncTpanbHOn
ceTbto. Ha komnbloTepax gomkHa 6biTe ycTaHoBneHa OC, koTopasa noaaepXxvBaeT (OyHKLMIO
DHCPv6 client.
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DHCPv6 server
SwitchC

Vlan1: 2001:da8:1:1::1
Vian 10: 2001:da8:10:1::1

DHCPV6 relay

SwitchB
/lan1: 2001:da8:1:1::2 —E—
/lan 10: 2001:da8:10:1::2

/lan 100: 2001:da8:100:1::1

e B B33

:I

— e—h

DHCPV6 client

PucyHok 64. Cxema npumeHeHus onumii B DHCPV6-peTpaHcnaTope

KoHcpurypaumsa SwitchB:
SwitchB(config)#service dhcpvé
SwitchB(config)#ipvé dhcp relay remote-id option
SwitchB(config)#ipvé dhcp relay subscriber-id option
SwitchB(config)#vlan 10
SwitchB(config-vlan10)#int vlan 10
SwitchB(config-if-vlan10)#ipvé address 2001:da8:1:::2/64
SwitchB(config-if-vlan10)#ipvé dhcp relay destination 2001:da8:10:1::1
SwitchB(config-if-vlan10)#exit

30.4. NMouck HencnpaBHocTten onuun 37, 38 DHCPV6

MakeTbl 3anpocoB, oTchbinaemble DHCPV6-knneHTom, 31O multicast-nakeTbl, nony4eHHble
yctponcTteoM BHYyTpu ero VLAN. Ecnu DHCPV6-cepBep xo4eT nonyyatb nakeTbl OT KIWEHTA,
KNMWEHT 1 cepBep OOMKHbI HaxoauTbea B ogHoM VLAN, mHaye HeobGxoaumo MCnonb3oBaTth
DHCPvV6-peTpaHcnaTop.

O6paboTka onuun 37,38 npu DHCPV6 snooping MOXeT MpOXOAWUTb OOHWUM U3 CreayroLnx
0bpas3oB: 3aMeHUTb OpuUrMHanbHble onumn 37,38 cBonmu; oTBpocKTb nakeT ¢ onumsmn 37,38;
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He BbINOMHATL onepauunio JobasneHus, nepegadyn unm otbpacsiBaHusa naketa. [oatomy, ecnu
IPv6-agpec He nonyyeH B COOTBETCTBMM € onuuamu 37,38, noxanymncra, npoBepbTe HAaCTPONKN
nonutuk DHCPv6 snooping Ha BTopoM ycTponctee. DHCPv6-cepBep no ymonyaHuio nonyyvyaet
onuun 37,38 n3 naketa, OTNPABIEHHOIO KIMEHTOM, TaK e MOXeT nofydyatb UX U3 nakeTa,
OTNPaBIIEHHOIO PeTPaHCAATOPOM.

DHCPv6-cepBep npoBepsieT  TOMbKO  Onuuu 37,38, nobGaBneHHble nepebIM

DHCPvV6-peTpaHCcnATOPOM, 3TO 3HAYUT, YTO B NakeTax peTpaHcnaTopa 4enCcTBUTENbHbI TONbKO
onuwuun 37,38 camoro rry6oKoro ypoBHSi.
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31. KOHO®OUT'YPALUA DHCP SNOOPING
31.1. BeepaeHue B DHCP Snooping

DHCP Snooping o03Ha4aeT, 4TO KOMMYyTaTop HabnwgaeT 3a MNpouecCcoM MPUCBOEHMS
IP-agpecoB no npotokonny DHCP. 3T10 npepgoTtepawaeT nodBrneHWe HeneranbHbIX
DHCP-cepsepos u DHCP-aTtaks nytem HacTpoOWMKM OOBEPEHHbIX U HeOOBEPEHHbLIX MOPTOB.
DHCP-coobLieHne ¢ [oBepeHHbIX MNOpPTOB nepegaetcss ©6e3 nposepku. [pu TUnNn4HOM
KOHdMrypauum OOBEpPEHHbIE MOPThlI UCNONb3yTes Ans nogkntodeHna DHCP-cepsepa unu
DHCP-peTpaHcnaTopa, a K HegoBepeHHbIM MopTaM NogxkntoyaoTcs KrmeHTbl. C HeoBepPEeHHbIX
nopToB KoMmyTaTop GyaeT nepecbinatb Tonbko DHCP-3anpockbl, HO He oTBeThbl. Ecnu ¢
HeJOBEpPEeHHOro nopta nony4veHo coobueHne DHCP-oTtBeTa, KOMMyTaTOp NOAHMMET TPEBOTY
W npeanpuMmeT ornpefeneHHble OencTBUS C MOPTOM, COrNacHO HacCTpoWKaMm, Hanpumep,
BblkrtoyeHne wnun cosgaHue «black hole». Ecnn BknioyeHa npuesska DHCP  Snooping,
KOMMYyTaTOp COXPaHWUT B COOTBETCTBYOLLEN Tabnuue CBA3YIOLLYI0 MHPOPMALMIO O KaXK4OM
DHCP-knueHTe ¢ HegoBepeHHoro nopta (Bkntodas MAC-agpec, IP-agpec, apenay |IP, Homepa
VLAN u nopta). Umes Takyto nHgpopmaumo DHCP Snooping, MOXXHO KOMBGUHMpOBATL C APYrMMU
MoaynaMun, Takmmu, kak dot1x u ARP, Unmn camocTosiTENbLHO peann3oBaTb KOHTPOMb A4oCTyna
nonb3oBaTeren.

3awmta oT nogpenbHoro DHCP-cepBepa: ecnu KoOMMyTatop nepexeBaTbiBaeT OTBET
DHCP-cepBepa (Bkntovas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHMMET TpeBory u
npeanpuMeT onpefeneHHble AeWCTBUS, COrflacHO HacTpoWKaM (BbIKMOYEHWe nopTa unu
cosfaHue «black hole»).

3awmTta ot neperpy3kn DHCP: yTo6bl n3bexatb Gonbworo konumyectea coobuennin DHCP,
atakylowmx rnpoueccop, Monb3oBaTelflb  MOXEeT OrpaHuWyYuTb  CKOPOCTb  MOMyyYeHus
DHCP-nakeToB Ha AOBEPEHHbLIX U HEQOBEPEHHLIX NopTax.

3anucb gaHHbix npusaskm DHCP (dhcp snooping binding): DHCP snooping npu nepechbinke
DHCP-nakeTtoB byaeTt 3anucbiBaTh AaHHble (IP + MAC). MOXHO Tak e 3arpy3vTb 3TW JaHHble
Ha cepBep B LeNnsx BOCCTAaHOBMNEHUS YTEePSHHOW MHopMaummn. [laHHble NPUBA3KM, B OCHOBHOM,
NCNonb3yTCH AN HACTPOVKM OUHAMUYECKMX Norib3oBaTenbcknx noptor dot1x. 3a noapobHomn
nHpopmaumen o dot1x obpaTutech, noxanyncTta, k rnaee «Hactpowka dot1x».

HobasneHue caasytowiero ARP: MoxHO aobasutb ctatndeckyto cea3ky ARP B COOTBETCTBUM C
ANHAMMUYECKUMM daHHbIMK, YTOObI NpeaoTBpatuTh ARP-MoLEHHNYECTBO.

[obaBneHne OoBepeHHbIX Nonb3oBaTesnien: MOXHO 0006aBUTbL 3anncu B CNMCOK JOBEPEHHbIX
nonb3oBaTternien B COOTBETCTBMM C MapamMeTpamMm CBA3YILMX AaHHbIX; 3TWU MNonb3oBaTtenu
nony4ar 4OCTyn KO BceM pecypcam 6e3 dot1x-ayTeHTudmkaumn.

ABTOMaTUYECKOE BOCCTAHOBMEHME: YEpPE3 HEKOTOPOE BpeMs MOCME BbIKIOYEHUSA nopTa unm
cosgaHua «black hole», HyxHO aBTOMaTU4eckn yopatb 6noknposky nopta nnu MAC-agpeca u
OTNpaBuUTb NPU 3TOM MHPOPMaLMIO Ha cepBep Yepes syslog.

DyHKUMA xypHana: Korga kommyTaTop OOHapyXuBaeT HeHopMaribHble NakeTbl, OH OOIKEH
oTnpaBuTb MHOPMALIMIO Ha cepBep XXypHana vepes syslog.

LUndpoBaHme npmBaTHbLIX COOBLLEHMI: CBA3b MEXAYy KOMMYTaTOPOM U BHYTPEHHEN CUCTEMOMN
ynpaBneHns GesonacHocTblo cetn TrustView npoucxoamt 4yepes npuBaTHble COOGLLEHUS.
Monb3oBaTtenu MoryT WndpoBaTb 3TN COOBLLEHMS B BEPCUM 2.

DyHKUMA pobasneHne onumm 82: pasnuyHele sub-onuumn 82 pobasndaotca 8 DHCP-coobleHne
B COOTBETCTBMM CO CTAaTyCOM ayTeHTUdUKaLMM NONb30oBaTenNs.
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31.2. MocnepoBaTtenbHOCTL 3afaa4y KoHdurypaumm DHCP Snooping

1. Bknwounte DHCP Snooping.

2.  Bkmouutb yHkumio npmesskun DHCP Snooping.

3.  Bkmounts dyHkumio npusaskm ARP DHCP Snooping.

4. BxknounTb doyHKumio onumm 82 DHCP Snooping.

5. YcTaHoBUTL BEPCUIO NPUBATHBLIX MAKETOB.

6. YcTaHOBMTb 3aiMdpoBaHHbIN KNtod DES gnga npuBaTHbLIX NAKETOB.
7. YctaHoBuTb agpec DHCP-cepeepa.

8. HacTtpouTb oBepeHHble NOPThI.

9. Bkmountb dyHKumio npusaskn DHCP Snooping DOT1X.

10. Bkntountb doyHKumMto npuesaskm DHCP Snooping USER.

11. Job6aBuTb 3annucu B cTaTU4ECKUIA CMINCOK.

12. YcTaHoBUTbL OENCTBUS 3aLUUTDI.

13. YcTaHOBUTb orpaHudeHne ckopocTtu nepenaydn DHCP-coobLeHu.
14. BkniounTb oTNagky.

15. Hactpoutb atpmbyTbl onumnmn 82 DHCP Snooping.

1. Bkniounte DHCP Snooping.

|
KomaHaa OnucaHue

PexxuM rno6anbHOro KOHUrypmpoBaHus

ip dhcp snooping enable BkntounTb/BeikntounTe DHCP Snooping.
no ip dhcp snooping enable

2.  Bknountb dyHkumio npussskn DHCP Snooping.

KomaHaa OnucaHue

Pexum rmobanbHoro KoHurypmpoBaHus

ip dhcp snooping binding enable BknounTb/BbIKMOUNTE PyHKUMIO npuBsaskn DHCP

no ip dhcp snooping binding enable Snooping.

3. Bkmountb dyHkumio npusaskm ARP DHCP Snooping.

KomaHpa OnucaHue

Pexum rnobanbHoro KoHurypmpoBaHus

ip dhcp snooping binding arp BkntounTb/BbIkNIOUMTE  PyHKUMIO npuBsaskm ARP

no ip dhcp snooping binding arp DHCP Snooping.
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4. BknounTb yHKumnio onuumn 82 DHCP Snooping.

KomaHaa

OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

ip dhcp snooping information enable
no ip dhcp snooping information enable

BkNounTh/BLIKNIOYNTE yHKUUIO onuun 82 DHCP
Snooping.

5. YcTaHoBWTbL BEpCUIO NpUBaTHbIX MaKETOB.

KomaHpa

OnucaHue

PexxuM rno6anbHOro KOHUrypmpoBaHus

ip user private packet version two
no ip user private packet version two

HacTtpoutb/yaanutb BEpCUio NpUBaTHLIX NaKETOB.

6. YcTaHoBUTH 3aliMdpoBaHHbIN Koy DES Ans npuBaTHbIX NaKkeToB.

KomaHaa

OnucaHue

PexxuM rno6anbHOro KOHUrypmpoBaHus

enable trustview key 0/7 <password>
no enable trustview key

HactpouTb/yganutb 3awwmdpoBaHHbiv knod DES
ANsi NPUBaTHbIX NaKeTOB.

7. YcrtaHoBuTb agpec DHCP-cepsepa.

KomaHaa

OnucaHue

Pexum rnobanbHoOro KoHUrypmpoBaHus

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr> (secondary|)

no ip user helper-address (secondary]|)

Hactpoutb/yganute agpec DHCP-cepBepa.

8. HacTpoutb foBEpEHHbIE NOPTHI.

KomaHaa

OnucaHue

Pexum KoHdurypauum nopra

ip dhcp snooping trust {vlan <vlan-list>}

no ip dhcp snooping trust {vian <vlan-
list>}

Coenatb nopT [AoBepeHHbIM. KomaHga «no»

OTMEHSET HaCTPOWKY.
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9.

Bkntountb doyHkumo npmeaskn DHCP Snooping DOT1X.

KomaHaa

OnucaHue

Pexnm KoHcurypaumm nopra

ip dhcp snooping binding dotlx
no ip dhcp snooping binding dotlx

BkniounTb/BoIKNIOUNTE YHKLMIO NpuBaskn DHCP
Snooping DOT1X.

10. Bkntountb doyHKumMto npuesaskm DHCP Snooping USER.

KomaHpa

OnucaHue

Pexum KoHdurypauum nopra

ip dhcp snooping binding user-control

BknrounTb/BoIKNIOUNTE YHKUMIO NpuBa3kn DHCP
Snooping USER.

no ip dhcp snooping binding user-
control

11. Job6aBuTb 3annucu B CTaTUYECKUIA CMINCOK.
KomaHpa OnucaHune

PexxuM rno6anbHOro KOHUrypmpoBaHus

ip dhcp snooping binding user <mac>
address <ipAddr> vlan <vid> interface
(ethernet|) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

Ho6aBuTb/yganntb 3anncu B CTaTUHECKUI CMINCOK.

12. YcTaHOBUTb AENCTBUSA 3aLMThI.

@ §) QTECH

MWP OOCTYMHEE

KomaHpa OnucaHue
Pexum KoHdurypaumum nopra
Ip dhcp snooping action | YCTaHOBUTb/OTMEHUTb aBTOMaTMyeckune
{shutdown|blackhole} [recovery | 3aWnTHbIE AENCTBUA Ha NMOPTax.
<second>]
no ip dhcp snooping action
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13. YcTtaHoBUTb orpaHudeHne ckopoctu nepegayin DHCP-coobLueHun.

KomaHaa

OnucaHue

Pexum rmob6anbHOro KoHcpurypmpoBaHus

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTbL OrpaHU4YeHME CKOPOCTU MNepeaaqu
DHCP-coobLeHun.

14. BknounTb OTNAAKY.

KomaHpa

OnucaHue

Pexnm agmMuHucTpaTopa

debug ip dhcp snooping packet
debug ip dhcp snooping event

debug ip dhcp snooping update
debug ip dhcp snooping binding

Moxanyncra, obpaTuTecb K COOTBETCTBYHLLEN
rrnaBe nomcka HemcrnpaBHOCTEWN.

15. Hactpoutb atpmnbyThl onuumn 82 DHCP Snooping.

KomaHpa OnucaHue
Pexxum rmob6anbHOro KOHUrypmpoBaHus
ip dhcp snhooping information option | YcTtaHaBnueaeT dopmart subscriber-id onuun

subscriber-id format {hex | acsii | vs-hp | vs-
huawei}

82 DHCP snooping.

Ip dhcp shooping information option remote-id
{<remote-id> | standard | vs-cisco | vs-huawei}
no ip dhcp snooping
remote-id

information option

YcTaHaBnuBaeT cogepxaHue  cy6-onuum
remote-id onumm 82. KomaHgpa  «no»
BO3BpaLlaeT cTaHgapTHbIN hopmar.

ip dhcp snooping information option allow-
untrusted

no ip dhcp snooping information option allow-
untrusted

Paspeliaet HeJOBEePEHHbIM noptam
npuHumatb DHCP-nakeTbl ¢ onumen 82. Ecnn
He BKMNIOYEHO, BCE HEOOBEPEHHbIE MOPThI
OoyayTt otbpackiBatb DHCP-nakeTbl ¢ onumen
82.

Ip dhcp snooping information option delimiter | YcTtaHaBnvsaeT pasgenutens ans
[colon | dot | slash | space] napameTpoB cyb-onuun onumn 82. KomaHnga
no ip dhcp snooping information option = NO»  YCTaHaBnuBaeT paspenuTent o
delimiter ymonyanuio — slash.
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KomaHpa OnucaHue

ip dhcp shooping information option self- | 3agaetr wmeTog co3gaHus  onuum 82,
defined remote-id {hostname | mac | string | nonbL3oBaTenu MOryT  CaMOCTOSTESNbHO

WORD}

no ip dhcp snooping information option self-
defined remote-id

onpedenuTb NapameTpbl cy6G-onuum remote-
id.

ip dhcp snhooping information option self-
defined remote-id format [ascii | hex]

Monb3oBaTenbckun dopmat remote-id ans
onuun 82.

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id (switch-id
(mac | hostname)| remote-mac) | string
WORD}

no ip dhcp snooping information option type
self-defined subscriber-id

3agaeT MeTon  co3gaHuMsa  onumm 82,
nonb3oBaTenu MOryT  CaMOCTOSATENbHO
onpegenuTb napameTpbl cy6-onumm circute-
id.

ip dhcp snhooping information option self-
defined subscriber-id format [ascii | hex]

Monb3oBaTenbcknuin opmat circuit-id ans
onumn 82.

Pexum KoHdurypauum nopra

Ip dhcp snooping information
subscriber-id {standard | <circuit-id>}

option

no ip dhcp snooping
subscriber-id

information option

YcraHaBnuBaeT cogepxaHume — cyb-onummn
circuit-id  onumn 82. Komanpa  «no»
BO3BpallaeT CTaHAapTHbIN dopmar.

31.3. TunoBoe npumeHeHne DHCP Snooping

Ack

‘ ‘I Switch X«

DHCP Client 1/0/1 1/0/10 DHCP Client
IP:1.1.1.5 IP:1.1.1.6
MAC: AA = wml oz MAC: BB

Gateway
DHCP server
PucyHok 65. Tunosow npumeHeHne
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Kak nokasaHo Ha pucyHke, ycTponcteo Mac-AA — o6blYHbIN NONb3oBaTemNb, NOLKITHOUYEHHbIN K
HegoBepeHHoMmy nopTy 1/0/1 kommyTaTopa, nonyyaet IP-HacTponkn yepes DHCP, IP-agpec
knueHta 1.1.1.5. DHCP-cepBep 1 W03 NOAKMOYEHbl K AOBEPEHHBIM NOpTaM KOMMYyTaTopa,
1/0/11 n 1/0/12 cooTBETCTBEHHO. 3noyMblIneHHNK Mac-BB, nogknoyeHHbIN K He4OBEPEHHOMY
nopty 1/0/1 kommyTaTtopa, neitaetca nogaenats DHCP-cepeep (nockinas naketsl DHCPACK).
®dyHkuma DHCP Snooping Ha kommyTaTtope ad(eKkTUBHO OBHApPYXXUT 1 GroKMpyeT Takon Tun
CeTeBOM aTaku.

MocnenoBaTenbHOCTb HACTPOMKU:
switch#
switch#config
switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/0/11
switch(Config-1f-Ethernet1/0/11)#ip dhcp snooping trust
switch(Config-1f-Ethernet1/0/11)#exit
switch(config)#interface ethernet 1/0/12
switch(Config-If-Ethernet1/0/12)#ip dhcp snooping trust
switch(Config-1f-Ethernet1/0/12)#exit
switch(config)#interface ethernet 1/0/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#
31.4. NMouck HencnpaBHocten DHCP Snooping

31.4.1. HabnoaeHue u oTnago4Haa nHdopmauma

KomaHnga «debug ip dhcp snooping» MoxeT ObiTb MCNONb30BaHa Ans nosnyyYeHue OTrnagoyHom
MHdopMaLmn.

31.4.2. MomMoLb B NOUCKe HEUCNPaABHOCTEN

Ecnn Bo3HukaeT npobnema c¢ ucnonb3oBaHueM dyHkumm DHCP Snooping, noxanyncta,
npoBepbTe criegytoulee:

BkntoyeHa nu doyHkuma DHCP Snooping rno6anbHo;

Ecnn nopt He pearupyeT Ha noxHeln DHCP-nakeT, npoBepbTe, HACTPOEH NN 3TOT MOPT Kak
HeOBEPEHHDIN.
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32. ObWWAA MHPOPMALINA

32.1. 3ame4yaHus U npeanoXxeHus

Mbl Bcerga CTpeMUMCSl YNyudlWTb Haly AOKYMEHTAUMIO M MOMOYb BaM paboTaTb nydlle,
NO3TOMY Mbl XOTUM YycnbilwaTh Bac. Mbl Bcerga pagbl o6paTHOM CBSI3W, B 0COGEHHOCTU:

e  OLUMOGKM B coAEpPXXaHUU, HEMOHATHLIE UMW NPOTMBOpEeYalle MecTa B TEKCTE;
e uaeu no yny4yweHuto JoOKyMeHTaumm, YTobbl HaxoanTb MHopMauuo BeicTpee;
e HepaboTaloLme CCbINKM U 3aMeYaHunst K HaBuraumm no AOKYMEHTY.

Ecnu Bbl X0TUTE HanncaTb HaM No NOBOAY AaHHOrO AOKYMEHTA, TO UCMOSb3ynTe, NoXxanyncra,
dopmy obpaTHOM CBA3WN Ha gtech.ru.

32.2. FapaHTNA u cepBUC

Mpouenypa n HeobxooMMble AENCTBUSA MO BONpOcaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 0BCNYXXMBAHUEY.

O3HakoMnTbCA C MHCpOpMaLmen No BoNpocam TeCTupoBaHmsi 060pya0BaHUA MOXHO Ha cante
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHMe Ha TECT».

Bbl MOXeTe HanucaTtb HanpAamyro B CJ'Iy)K6y cepsuca no SﬂeKTpOHHOIZ noyTte sc@gtech.ru.

32.3. TexHu4yeckasa nogaepxka

Ecnn Bam Heobxogumo cogencTeBme B BOMpOCax, KacalwlMXCsl Hawero obopydoBaHusa, TO
MOXEeTe BOCMNOSb30BaTbCA Hallel aBTOMaTU3NPOBaAHHOW CUCTEMOW 3arnpoCOB TEXHUYECKOro
cepBuc-UeHTpa helpdesk.qgtech.ru.

TenedoH TexHudeckon nogaepxkn +7 (495) 477-81-18 gob. 0

32.4. dneKTpoHHas BepCUA AOKYMeHTa
Hata ny6nukaumm 19.01.2024

https://files.gtech.ru/upload/switchers/QSW-6700/QSW-6700 user manual.pdf
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