QTECH PYKOBOLACTBO MNOJIb3OBATEJA

MWP OOCTYNMHEE

PykoBoaCcTBO nonb3oBartens

QSW-6510

www.qtech.ru




OrnaeneHune

1 HACTPOWMKA CLI
1.1 O630p
1.2 MNpumeHeHne

1.2.1 Hactpolika ceTeBblX YCTPOWCTB W YynpaBrieHMe UMM C NOMOLLBI WMHTepdenca KoOMaHOH

CTPOKM

1.3 ®yHKUMMP
1.3.1 JocTtyn K nHTEepency KomaHLHOM CTPOKM
1.3.2 Pexxumbl kKoMaHA,
1.3.3 Cnpaska no cucreme
1.3.4 CokpalleHHble KomaHabl
1.3.5 MNapameTpbl KOMaHA NO yMon4aHuio 1 cbpoc KomaHabl
1.3.6 MNoackasku ¢ ykazaHMeM HEBEPHbIX KOMaH,
1.3.7 KomaHngpl xypHana (logging)
1.3.8 ViameHeHune dyHKuMin
1.3.9 lMownck n punbTpaymsa BbiBoga KomaHabl show

1.3.10 Alias (nceBaoHuMm) komaHzg

2 HACTPOWKA BA30BOIO YMPABEHWA
2.1 O63op

2.2 NpumeHeHne

2.2.1 YnpaBrneHue ceTeBbIMU YCTPONCTBaAMU
2.3 OyHKUUM
2.3.1 KoHTpornb gocTyna nons3osatens
2.3.2 KoHTpornb ayTeHTUMKaUumn npu BXxoae
2.3.3 OcHOBHble NapamMeTpbl CUCTEMbI
2.3.4 OTobpaxeHune koHdUrypawummn
2.3.5 Telnet
2.3.6 lNepesanyck
2.4 KoHdpurypaums
2.4.1 HacTtponka naporen n npusunierun
2.4.2 HacTtporika Bxoaa 1 ayTeHTudukaumm
2.4.3 HacTtpovika OCHOBHbIX NapaMeTpoOB CUCTEMbI
2.4.4 BKnoYeHne 1 BbIKMOYEHNE onpeaeneHH\om cnyxobl

2.4.5 HacTtpowka 3annaHnpoBaHHOW nepesarpysku

2.5 KOHTpOsib COCTOSAHUSA

'''' LA

’ QTECH | www.qtech.ru

MWP OOCTYNHEE

0w o N oo O O O

el e L o o o =
o U W WNDNO

NN
[

NN
Ay

Ol o0 o0 D w w W o v v NN NN
W N O 01 NN O © © © 6 A W

b



3 HACTPOWKA TEPMUHAITbHOIO IOCTYNA 54

3.1 O63op 54
3.2 NpumeHeHne 54
3.2.1 JocTyn K yCTPOWCTBY NPU NOMOLLM KOHCONU 54
3.2.2 JocTyn K ycTponcTBy 4Yepe3 VTY 54
3.3 OyHKUMM 55
3.3.1 basoBble yHKUMN 55
3.4 KoHdurypaumsa 56
3.4.1 Bxoa B pexunm KoHdUrypaumm TepMmHanbHOro goctyna 56
3.5 KoHTpornb cocTosAHUSA 60
4 HACTPOWKA OVWAMA30OHA BPEMEHW 61
4.1 O63op 61
4.2 BapuaHTbl npyMeHeHuns 61
4.2.1 NpumeHeHne ananasoHa sBpemeHmn kK ACL-cnimcky 61
4.3 CBeaeHns 0 pyHKUUK 62
4.3.1 Vicnonb3oBaHne abcontoTHOro AnanasoHa BpeMeHm 62
4.3.2 Vcnonb3oBaHne nepnogmMyeckoro gnanasoHa BpemMeHu 63
4.4 MoapobHble cBeAEHUs O KOHdUrypaumum 63
4.4.1 HacTpolika guanasoHa BpeMeEHHN 64
4.5 KOHTpOMb COCTOSAHUSA 1 nogaepXaHne BPpEMEHHOro AnanasoHa 65
5 HACTPOWKA USB 66
5.1 O630p 66
5.2 NpumeHeHne 66
5.2.1 Ucnonb3oBaHue gnaww-Hakonutensa USB ansa obHoBneHus ycTponcTea 66
5.3 ®yHKUUM 66
5.4 KoHdurypaumsa 67
5.4.1 Ncnonb3osaHune USB 67
5.4.2 N3BneveHne USB-Hakonutens 70
5.5 KoHTponb cocTosHnA 72
6 HACTPOWMKA UFT 73
6.1 O63op 73
6.2 NpumeHeHne 73
6.2.1 InHammnyeckoe pacnpeneneHue sanucemn 73
6.3 PyHKUMMU 74
6.3.1 Pexxum pabotbl UFT 74
6.4 KoHdurypaumsa 75

’ QTECH | www.qtech.ru

MWP OOCTYNHEE



6.4.1 Hactpoiika pexuma pabotel UFT

6.5 KoHTpOorb coCTOAHUS
7 HACTPOWKA PE3EPBVPOBAHUA KAPT YMPABJEHUA
7.1 O630op

7.2 NpumeHeHne
7.2.1 Pe3epBupoBaHve moaynen ynpasneHus

7.3 OyHKUMM
7.3.1 Beibop ynpaBnsaoLLOoro 1 pe3epBHOro Moaynen ynpasneHus
7.3.2 CrHXpoHuM3auus nHdopmMalmm Moayrnen ynpasrneHus

7.4 KoHdpurypaums
7.4.1 Hactporika py4HOro nepeknioyeHns ynpasnsioLLoro/pe3epBHOro yCTpomcTaa
7.4.2 HacTtpolika nHTepBana aBToMaTU4YeCcKoN CUHXPOHU3aLMu
7.4.3 MNepesarpy3ka Moaynen ynpasneHus

7.5 KOHTpOsb COCTOAHNSA

8 KOHOUTYPAUUA CUCTEMHOIO XYPHAIA (SYSLOG)
8.1 O630p
8.2 lNpumeHeHne

8.2.1 OTnpaBKka CUCTEMHbIX XypHarnos(syslog) B KOHCOMNb

8.2.2 OtnpaBka coobLLeHMsA CUCTEMHbIX XXypHarnoB(syslog) Ha cepsep >KypHaroB
8.3 PyHKuMMU

8.3.1 BegeHue xypHana

8.3.2 dopmaTt CUCTEMHOrO XypHarna

8.3.3 NonyyaTenb BbiBOAA XypHana

8.3.4 dunbTpaums cMCTEMHBIX XypHanos(syslog)

8.3.5 KoHTponb COCTOSIHUA CUCTEMHbIX XXypHanoB(syslog)
8.4 KoHdurypaums

8.4.1 Hactpoiika dpopmaTta CUCTEMHOrO XypHana

8.4.2 OTnpaBka CMCTEMHbIX XypHanoBs(syslog) B KOHCOSb

8.4.3 BbIBOA, CMCTEMHBIX XXYpHanoB(syslog) Ha TepMUHan KOHTPOSb COCTOSIHNS

8.4.4 3anucb cMcTEMHBIX XypHanos(syslog) B 6ydep namatu

8.4.5 OTnpaBka cucTeMHbIX XypHanoB(syslog) Ha cepBep XXypHanMpoBaHus

8.4.6 3anucb cMCTEMHbIX XypHanos(syslog) B (arinbl )KypHanos

8.4.7 Hactponka ounbTpaumm CUCTEMHbIX XXypHanoB(syslog)

8.4.8 HacTtpoiika nepeHanpaBneHnii CUCTEMHOIO XypHana

8.4.9 HacTtpolika MOHUTOPUHIra CUCTEMHOrO XXypHana

8.4.10 CrHXpOoHM3auus Nofb30BaTENbCKOro BBOAA C BbIBOAOM XypHana

8.5 KoHTpornb cocTosiHuS

’ QTECH | www.qtech.ru

MWP [OCTYMNHEE

75
78
80
80

81
81
82
83
85
86
86
88
90

91
92
92

92
92
93

94
99
100
101
103
105

106
109
113
116
119
121
125
129
133
135
137

139



9 HACTPOWKA KOHTPOJIA COCTOAHUA
9.1 O63op
9.2 OyHKUMM

9.2.1 NHTennekTyanbHas perynumpoBKa CKOPOCTU BEHTUASTOPOB

9.2.2 NHTennekTyanbHbI MOHUTOPWUHT TemMnepaTypbl

9.2.3 KoHTponb nutaHus
10 HACTPOVKA PKG_MGMT
10.1 O630p
10.2 lNpnmeHeHne
10.2.1 O6HoBneHue/OTkaT nogcuUcTeMbI

10.2.2 ObHOBNEHMe NoacucTeMbl B OAHO AeNCTBUE
10.2.3 YcTaHoBKa naTtya

10.3 DyHKUMHK
10.3.1 O6HoBneHne/OTKaT 1 ynpaBneHne KOMMNOHEHTaMWN NOACUCTEMDI
10.3.2 O6HoBNeHne/OTKaT 1 ynpaBneHne nakeTamm ropsynx ncnpaBneHun
10.4 KoHdourypaums
10.4.1 O6HoBneHne/OTKaT BCcTpoeHHoro 0
10.4.2 [leakTnBaumsa v yganeHue ropsayero ucnpasneHus
10.5 KoHTpoOnb cocTosiHMs
11 HACTPOWMKA OPENFLOW
11.1 O630p
11.2 BapuaHTbl NpUMEHEHNSA
11.2.1 LieHTpanusoBaHHoOe ynpasreHne
11.3 CBegeHus o yHKUMN
11.3.1 Pa3geneHue ynpaBneHusi U nepecbInkm
11.3.2 YnpaBnenue STP
11.4 MNMogpobHble cBeaeHUs 0 KOHUrypauum
11.4.1 Hactporika OpenFlow
11.4.2 Hactpoiika OpenFlow STP
11.5 KOHTpOJ‘Ib COCTOAHUA U nNoaaepKKa

’ QTECH | www.qtech.ru

MWP OOCTYNHEE

140
140
140
140
141
141
142
142
142
142

143
143

144
144
145

146
147
153

154

155

155

155
155

156
157
159

159
160
164

166



PykoBoAcCTBO nonb3oBatens
1. Hactpoika CLI 6

1 HACTPOUKA CLI
1.1 O630p

UHTepdenc komanHgHom cTtpokn (CLI) — aTO TepmuHan, wucnonb3yemoe [Ans
B3aMMOAENCTBUS TEKCTOBbIX KOMaHA4 Mexay nonb3oBatensamMum U CeTeBbiMU
ycTponcTBamu. B TepMmmnHane nHtepdenca koMaHgHOM CTPOKN MOXHO BBECTM KOMaHAbI
AJ151 HACTPOWKN CETEBLIX YCTPOMUCTB U YNpaBrieHnsa NMMU.

lMpoToKkonbl n ctaHaapTbl
HepocTynHo

1.2 NMpnmeHeHne

MpumeHeHue Onucanune

HacTpolika ceTeBbIx B TepmuHane wuHTepdenca KOMaHOHOW CTPOKM MOXHO
YCTPOWCTB W ynNpaBneHve | BBECTM KOMaHAbl ONs HACTPOWKW CeTeBbIX YCTPOWCTB U
UMW C NOMOLLIbIO ynpaBneHus umm

nHTepdenca KoMmaHaHOW

CTPOKM

1.2.1 HacTtponka ceTeBbiX YCTPOUCTB U YynpaBfieHUE UMUA C NOMOLLbIO
MHTepcenca KOMaHOHOW CTPOKU

CueHapuu

Kak nokasaHo Ha W3obGpaxeHune 1-1, nonb3oBaTenb MNofnyyaeT AOCTYyN K CETEBOMY
yctponcTy A ¢ nomoLubto MK 1 B TepMuHane KOMaHAHOM CTPOKM BBOAUT KOMaHAb! ANs
HaCTPOMKM U yrpaBneHna ceTeBbIM YCTPONCTBOM.

N3o6paxeHne 1-1

PC )

3amMeTkn A - 3TO ceTeBOe YCTPOMCTBO, KOTOPbIM HEOBXOAMMO YNpaBnAThb.
MK - aTO TepmuHan.

OnucaHue

Kak nokasaHo Ha W3obGpaxeHue 1-2, nonb3oBatenb wucnonb3dyetr Secure CRT,
yctaHoBrieHHbI Ha [K, ona yctaHOBKM cOeuMHEHUs C ceTeBbiM YCTPOMUCTBOM A, 1
oTKkpbIiBaeT TepmuHan CLI gna BBoga komaHa KoHGUrypaumm.

N3ob6paxeHne 1-2

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBoacTBO nosb3oBaTtens
1. Hactpoika CLI

[ Serial-CON1 - SecureCRT
File  Edit View
HERIXR

| serial-coml

Options

.munnul‘l%
ppeseansessss

Transfer  Script  Tools Help

RS SR @ &,

QTECH »enable

QTECH (config)#

1.3 ®yHKUMMP

QTECH #configure terminal
Enter configuration commands,

one per line. End with CNTL/Z.

O630p

PyHKUMA OnucaHue

Ooctyn K [na HaCTpPONKM 1 ynpaeneHms MOXHO BONTU B CETEBOE
NHTEPenc YCTPOWUCTBO.

KOMaHOHOW CTPOKM

Pexunmbl KomaHg,

NHTepdenc komaHaHOM CTPOKM NpeocTaBnseT HECKOMbKO
pexumoB KomaHa. KomaHabl, KoTopble MOXHO MCMOob30BaTh,
pasnuyarTcsa B 3aBUCMMOCTU OT PEXMMOB KOMaHA,.

CnpaBka no cucreme

CnpaBo4Hyt0 MHGOPMALMIO O CUCTEME MOXHO MOMYYnTb BO
BpeMS HaCTPOMKM MHTepdenca KOMaHgHOM CTPOKN.

CokKkpalleHHble
KOMaHAbl

Ecnu BBegeHHas cTpoka goctaTtodHa ans MaeHTudukauum
YHUKanbHON KOMaHAbl, BBOAWUTb MOJHYK CTPOKY KOMaHAbl He
HY>KHO.

[TapameTpbl KOMaHO,
Mo YMOJSIYaHUI U
cOpoc KoMaHab!

MOo>HO ncnonb3oBaTb KOMaHAY NO ANs OTKIHYEHNS QYHKLMM
U BbINOMHEHNS onepauumn, NPOTUBOMOSIOXKHOM KOMaHae, Unn
ncnonb3oBatb napameTp default komaHabl ans
BOCCTaHOBIEHUSA HACTPOEK NO YMONYaHMIO.

Noackasku ¢

YKa3aHnem
HEBEPHbLIX KOMaHa

Mpu BBOAE HEBEPHOM KOMaHAbl oTobpaxkaeTca coobuieHne 06
oLnbke.

KomaHgpbl xypHana

Ons 0To6pa>|<eH|/1$| UM Bbi3o0Ba KOMaHA >XypHalia MOXHO
MCNOJ1Ib30BaTb KraBULLIN 6bICTpOFO JocTtyna.

M3ameHeHune dyHKUUIN

Cuctema npegocTaBnsieT knaBulM GbICTporo gocTyna ans
peaakTUpOBaHUSA KOMaHA,.

[Tounck n

MO>XHO BbINOMHUTL KOMaHAay show gns noucka unum

@ J) QTECH |
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PykoBoAcCTBO nonb3oBatens
1. Hactpoika CLI 8

ggVIJ'IbTQaI:I,VIFI (*)I/IJ'IpraLI,I/II/I YKa3aHHbIX KOMaH/.
BbiBOAa KOMaHAObI

show

Alias (nceBgoHUM) Mo>kHO HacTpouTb alias koMaHabl 4NA 3aMeHbl KOMaHAbI.
KoMaHg

1.3.1 AocTyn K nHTEepcency KomaHOHOU CTPOKU

Mepen ucnonb3oBaHMEM WHTepeENca KOMaHAHOW CTPOKM HeoBXOAMMO MOAKMIYUTL
TepmuHan unu K k ceTeBoMy ycTponcTBy. MHTepdenc KoMaHOHOM CTPOKM MOXHO
MCNonb3oBaThb MOCMe 3arnycka CEeTeBOro YCTPOWCTBa WM 3aBepLUEeHUs UHUUManu3saumm
obopyaoBaHus, a Takke nporpammHoro obecneyeHus. Npu nepsoM MCNONb30BaAHUN
ceTeBoe YCTPOMCTBO MOXeT OblTb MOAKMIYEHO TOSbKO Yepe3 KOHCOSbHbIA MOopT,
KOTOpbIN ~ Ha3blBaeTCA  BHEMOSIOCHbIM  yrnpasneHnem. [locne  BbINOSHEHUS
COOTBETCTBYHIOLLLEN HACTPOMKM MOXHO MOAKITOYUTL CeTeBOE YCTPOWMCTBO M YNpaBnsTb
nm vyepes Telnet.

1.3.2 Pexxnmbl KOMaHp,

M3-3a 6GonbloOro KonmyectBa KOMaHAbl KrhaccupuuupytoTcss No  PyHKUMsM 4N
obneryeHna wnx wucnonb3oBaHuda. WHTepdenc KomaHOHOW CTPOKM npenocTaBnser
HECKOMbKO PEXMMOB KOMaHA, W BCE KOMaHObl PEruMcTtpupyrotca B OOHOM WUNK
HEeCKOSIbKMX KOMaHAHbIX pexumax. [lepen mcnonb3oBaHMeM KoMaHAbl HeobxoauMmo
BOWTU B PEXUM KOMaHA. PasHble peXmnmbl KOMaHL CBA3aHbl APYr C APYroMm, HO B TO Xe
BpeMs U OTNNYaloTCs Apyr OT Apyra.

Kak Tonbko HOBbIN ceaHC OyaeT HacTPOEeH C MOMOLb MHTepdenca ynpaBneHus
ceTeBbIMW YCTPOMUCTBaMU, Bbl BOMAETE B MNOMb30BATESNLCKUM peXUM. B aTOM pexunme
MOXXHO WCMNOSIb30BaTb TOSNbKO HEOOMbLIOE KONMUYECTBO KOMaHA, U OYHKUUU KOMaHA
OorpaHuyeHbl, Hanpuvmep, B AaHHOM peXMMe MOXHO MCMNoSib3oBaTb KOMaHZy sShow.
PesynbTaTbl BbINOMHEHNS KOMaHA B NOSIb30BaTENbCKOM  PEXMME HE COXPaHAIOTCS.

[na wncnonb3oBaHUS AOOMNOSMHUTENBHbLIX KOMaHg HeobxoAMMOo CcHavana BOWUTU B
NpVBUNErMpoOBaHHbIV pexuMm. Kak npaBwno, gns Bxoda B MPUBUIIErMPOBAHHbIN
pexMMm HeobxogMmo BBeCTU naposnb. B npuBunerMpoBaHHOM pexmme MOXHO
MCNonb3oBaTb BCE KOMaHAbl, 3aperucTpMpoBaHHble B 3TOM KOMaHLHOM pexume, U
aanee nepenTn B pexum rnobanbHOn KoHUrypawumm.

Mcnonb3oBaHne KoMaHg onpenenieHHoro pexmma KoHurypauum (Hanpumep, pexuma
rnobanbHOM KOHUrypauum w pexmma KoHurypauum wuHtepdenca) BNUSEeT Ha
ncnonb3yemMble HacTPOWMKW. [lpu COXpaHeHUn KOHurypaumm 3T KOMaHObl OyayT
COXpaHeHbl 1 BbINOMHEHbI MPY crnegyoweM nepesanycke cuctemsl. [lepea nepexogom
B OPYron pexum KOHurypaumm, Hanpumep, B pPeXuMm KOHurypaumm uHtepdenca,
Heo6Xxo4MMO BOMTM B pexum rnobanbHom KoHurypaumm.

B cneaytowen Tabnuue npuBeaeHsl pexnmbl KOMaHg, npeanonaras, 4To UM CeTEBOro
yctponctea — "QTECH".

. QTECH | www.qtech.ru
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PykoBoAcCTBO nonb3oBatens
1. Hactpoika CLI

Pexum MeToa poctyna KomaHaHas cTpoka
KOHcpUrypauum
lMonb3oBartenbckuin Mpun poctyne k ceteBomy yctponctsy | QTECH>
peXxnm Nno yMoJsiyaHuo BonauTe B
[MonboBaTeNbCKNN PEXUM.
MpuBnnervpoBaHHbIN | B nonb3oBaTensCckoM pexunme QTECH#

PEXNUM

BbINONHUTE KOMaHAy enable, 4TobbI
BOWTWN B NPUBUIIErMPOBAHHbLIN
PEXUM.

MmobanbHas B nonb3oBaTensckom pexume QTECH (config)#
KOHpurypaums BbINONHUTE KOMaHay configure,

(Pexum rnobanbHoi | YTOObI BOWTU B pexuM rnobarnbHol

KOHUrypaLmm) KOHcpuUrypaLmm.

KoHdourypauus B pexume rnmobansHom QTECH(config-if)#
NHTepdgenca KOH(pUrypaumm BoINONHUTE KOMaHA4y

(Pexum interface onsa Bxoga B pexum

KOHUrypaLmm KOHpurypaumm nHrepdenca.

UHTepenca)

Config-vlan B pexxume rnobansHom QTECH(config-vlan)#
(Pexum KOHUrypaumm BbINOMHUTE KOMaHay

KOH(PMIypUPOBaHUSI vlan vlan_id gns Bxoga B pexum

VLAN) KoHdurypaumm VLAN.

Pexum Bbixoa 3 AaHHOro pexuma nunu Hon. undopmauus
KOHdurypauum BXOZ B APYron pexum

Monb3oBaTensckun | [Ins BbIxoAda U3 nornb3oBaTenbckoro | Micnonbsynte aToT
peXunm pexunma BbINOMHUTE KOMaHAay exit. pexum KomaHg ans

BbinonHuTte komangy enable, 4ToObI
BOWTU B NPUBUNENMPOBaHHbLIN
pPeXnM.

npoBeaeHusi 6a3oBbIxX
NPOBEPOK NN
oTobpaxeHus
NHopMauuun o
cucrteme.

MpuBMNernpoBaHHbLIN
PEXNUM

BeinonHute komaHgy disable,
4YTOObI BEPHYTLCS B
[MonboBaTenbLCKUM PEXNM.

BbinonHute komangy configure,

Mcnonb3ynte aToT
KOMaHOHbIN pPeXum,
4yTO6bI MPOBEPUTD,
AeucTByeT nu
KOHurypaums. 3ToT

@ J) QTECH |
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PykoBoAcCTBO nonb3oBatens
1. Hactpoika CLI

10

4TOObl BONTU B PEXUM rnobanbHOn

peXxmnm 3aliuileH

KoHpurypauuu. naposiem.
MobanbHas BbinonHuTte komangbl exit unu end, | Micnonb3oBaHue
KOHdUrypaums unun Haxxmute Ctrl+C onsa Bo3spata | KOMaHg B 3TOM
(PexxuM rmobanbHoii | B MPUBUNErMPOBaHHBIA  PEXUM. pexume NnoBnusieT Ha
KoHdurypauum) BbinonHuTe komaHay interface, rno6anbHble

4TOBbI BOWTU B PEXUM napameTpbl CeTeBOro

KOHUrypaumm uitepdeica. Mpu yerponcTea.

ncnonb3oBaHMM KoOMaHabl interface

HeobXxoaMMO ykasaTb UHTepdEencC.

BeinonHute komaHay vian vlan_id,

4YTOObLI BONTU B PEXMM

KoHdurypaumm VLAN.
KoHdurypauus BbinonHute komaHay end unu Wcnonbaynte atoT
NHTepdgenca HaxxmuTe Ctrl+C anga Bo3sparta B pPeXnM KoHUrypaumm
(Pexum NPUBUIIErMPOBAHHBIA  PEXUM. A1 HACTPOWNKM
KOHpurypaumm BbinonHuTte komangy exit, 4tobbl pasnn4HbIX
nHTEpdeiica) BEPHYTLCS B PEXUM rno6arnbHol MHTEP(PENCoB

KoHourypauuu. Mpwn ceTeBOro yctponcTtaa.

ncnonb3oBaHUM KoMaHAbl interface

HeobXxoaMMOo ykasaTb UHTEPAIENC.
Config-vlan BbinonHuTte komaHgy end vnm Wcnonbayinte aToT
(Pexum HaxxmuTe Ctrl+C ans sosspara B PeXnM KoHpurypauum
KOHUrypupoBaHust | MPUBWIIETMPOBAHHBIA  PEXUM. OS5 HACTPONKM
VLAN) BbINonHUTE KOMaHAy exit, 4Tobbl napameTtpos VLAN.

BEPHYTbLCS B peXxunm rinobanbHou
KOHoMrypauuu.

1.3.3 CnpaBkKka no cucteme

Mpv BBOAE KOMaHO B TepMUHane uHTepderica KOMaHOHON CTPOKM MOXHO MOMNy4YuTb
CNpaBoYHYy MHAOPMAaLMIO, UCTIONb3YA creayloLine crnocobbi:

1. B KoMaHOHOW CTpoke B NOOOM pexume BBeAMTE BOMPOCUTENbHLIA 3HaK (?) Ans

BblBOAA CNMUCKa KOMaHA4, nogaepXumBaeMbIX TEKYLLMM KOMaHAHbIM pPEXMMOM U

COOTBETCTBYHOLWMM OnnMcaHnem KomaHabl.

Hanpumep
QTECH>?
commands :
<1-99> Session number to resume
disable Turn off privileged commands
. QTECH | www.qtech.ru
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PykoBoacTBO nosb3oBaTtens
1. Hactpoika CLI 11

disconnect Disconnect an existing network connection

enable Turn on privileged commands

exit Exit from the

help Description of the interactive help system
lock Lock the terminal

ping Send echo messages

show Show running system information

telnet Open a telnet connection

traceroute Trace route to destination

2. Beegute npoben n BONpocUTENbHbIN 3HAK (?7) MOCne Krt4eBOro croBa KomMaHabl
ONs BblBOAA Crefylollero Kr4YeBOro CcCrnoBa WM MNEPEeMEHHOW, CBSA3aHHOW C
KMOYEBbLIM CIIOBOM.

Hanpumep

QTECH (config) #interface ?
Aggregateport Aggregate port interface
Dialer Dialer interface

GigabitEthernet Gigabit Ethernet interface

Loopback Loopback interface
Multilink Multilink-group interface
Null Null interface

Tunnel Tunnel interface
Virtual-ppp Virtual PPP interface

Virtual-template Virtual Template interface
Vlan Vlan interface

range Interface range command

& Ecnu 3a knio4yeBbIM CNOBOM crnefyeT 3HadeHWe napameTpa, TO Auanas3oH 3Ha4YeHWuin U
onucaHue 3TOoro napameTpa oTobGpaxakTcs creayoLmmM obpasom:

QTECH (config) #interface vlan ?
<1-4094> Vlan port number
3. BBegute 3Hak Bonpoca (?) nocrne HernosiHON CTPOKWU C KMOYEBbLIM CITIOBOM KOMaHAbI

ANs BblBOAA CrMcKa BCEX KMOYEBLIX CMOB KOMaHAbl, HA4YMHas C KOHLA HemnonHoum
CTPOKMW.

Hanpumep

QTECH#d?

debug delete diagnostic dir disable disconnect

4. lNocne BBOOA HEMNOSIHOINO KMKYEBOro cfnoBa KOMaHabl, ecnn cyddUKC 3TOro

KIMKO4EeBOro cClioBa yHUKaneH, HaXMute KraBuily Tab ans OT06pa)KeHI/1$I NOJTIHOro
KITt04eBOro crioBa.

Hanpumep
QTECH# show conf<Tab>
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QTECH# show configuration

5. B nobom komaHgHOM pexnme BbINoJTIHUTE KOMaHAay h6|p, YTOObI nony4ynTb KpaTkoe
onncaHue crnpaBO4YHOU CUCTEMDbI.

Hanpumep

QTECH (config) #help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input

(e.g. 'show pr?'.)

1.3.4 CokpallueHHble KOMaHAbl

Ecnu komaHaa AnvMHHAs8, MOXHO BBECTM YacTb KOMaHAbl, [AOCTaTOYHYy Ans
onpeaeneHns KnoYeBoro crioBa KomaHpl.

Hanpumep, 4tobbl 3anyctutb komaHay interface gigabitEthernet 0/1 B pexume
KOH(purypaumm wuHTepdenca GigabitEthernet 0/1, BBeauTe cokpalleHHyO KomMaHay
cnegyowmm obpasom:

QTECH (config) #int g0/1
QTECH (config-if-GigabitEthernet 0/1)#

1.3.5 MapameTpbl KOMaHA N0 YMOJTYaHUIO U COPOC KOMaHAbI

BonbWMHCTBO KOMaHA, MMeKT onumio no. Kak npasuno, onuusi N0 ucnonb3yeTtca ons
OTKIMOYEHMST CBOMCTBA MU OYHKUMWN MW BbINOSTHEHMST onepaumm, NpOTUBOMNOSIOXHOMN
komaHge. Hanpumep, BbinonHUTe kKomMavgy no shutdown, 4To6bl BbINOAHUTL
onepaunto, NPOTUBOMNONOXHYIO KOMaHAe shutdown, TO ecTb BKMOYUTL MHTepdeliC.
KnoueBoe cnoso 6e3 napameTpa NO MUCNOMb3yeTCca AN BKAYEHUS OTKITHOYEHHOrO
CBOWCTBa Unn oyHKLUKUK, KOTOpasi No yMOSTYaHMIO OTKIOYEHA.

BonbwunHcTBO KOMaHg umetoT onumo default. Onuma default ucnonb3yetcsa ans
BOCCTAHOBMNEHNA HACTPOEK KOMaHAbl MO YMONYaHWoo. 3HAYEeHUS MO  YMOSYaHWIo
GonblWMHCTBA KOMaHA UCMOMb3YKTCSA AN OTKNIOYEHUS] CBSA3aHHbIX OYHKUMIA. Takum
obpasom, B GonblmnHCTBE criydyaeB dyHkumsa onumm default Takaa xe, kak u ang
napametpa no. OpgHako Ans HEKOTOPbIX KOMaH4 3HA4yeHMsi MO  YMOSTYaHWIo
MCMONb3yTCA ONA BKNIOYEHUS CBA3aHHbIX (QyHKUMKA. B aTtom crnyvyae dyHKUMSA
napameTtpa default npoTuBononoxHa napameTpy no. B HacTosiwee Bpems napameTp
default ncnonb3yetca AOns BKMIOYEHUA COOTBETCTBYHOLWEN (PYHKUUM U YCTaHOBKMU
NepeMeHHbIX B 3Ha4YEHME MO YMOSTHaHUIO.
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© [Ons nonyyenunss uHdopmaumm o dyHkumMm no wmnu default ans kaxgon komaHObl CM.

cnpaeky no komMaHae.

1.3.6 Noackasku ¢ ykazaHMeM HeBepHbIX KOMaHA

Mpn BBOAE HEBEPHOM KOMaHAbl oToGpaxkaeTca coobuieHme o6 owmnbke.

B cnepytowen tabnuue nepeyncrneHbl pacnpocTpaHeHHble cooblieHns ob owmbkax
NHTepdenca KoMaHLHOM CTPOKM.

CoobuieHue 06 3HauyeHue Kak nonyunTb nomolyb

owwunbke

% Ambiguous BeegeHHble  cumBonbl | [1OBTOpHO BBeAUTE KOMaHOy MW

command: "show c¢" HegoCTaTOuHbI Onda | 3HaK Bornpoca Mnocrie KN4eBoro
noeHTumKaumm CrnoBa, CMbICIT KOTOPOrO HESICEH.
YHUKanNbHOW KOMaHAabl. OTobpasatcs BCe  BO3MOXHblE

KntoyeBble CroBa.

% Incomplete Ob6gaszartenbHoe [MoBTOpHO BBEAUTE KOMaHay u

command. Knto4yeBoe CrnoBo unv  BBeamte npoben m 3Hak Bonpoca.
nepemeHHas He | ByaoyT nokasaHbl BCe BO3MOXHbIE

npuMmeHmnma K KomaHze.

KrnoyeBble
nepeMeHHble.

crnoBa nnn

% Invalid input
detected at ‘N’ marker.

BeegeHa HenpaBuiibHaA

KomaHaa. 3Hak (M)
yKasblBaeT MONOXEHne
CNnoBa,  BbI3bIBAKOLLETO

OoLUNBKy.

B cTpoke TekyLlero KoMaHOHOro
pexuma BBeaMTe 3HaK BomMpoca.
ByayT oTobpaxeHbl Bce KIo4eBble
CroBa KOMaHObl, paspelleHHble B
[laHHOM KOMaHOHOM pexume.

1.3.7 KomaHabl xxypHana (logging)

Cuctema aBTOMaTMYeCKM COXpaHsSeT HedaBHO BBEAEHHble KomaHabl. [Ons
oToBpaXkeHMs1 N BbI30Ba KOMaHS XKypHarna MOXHO MCMOoNb30BaTb KnaBuLmM BbICTPOro
Aoctyna.

MeTogbl onucaHbl B criegytowen tabnuue.

Onepauus PesynbTart

Ctrl+P unu OTobpaxaeT npedplayLlylo KOMaHOy B CMMCKE KOMaHA >KypHana.
KnasuLla HaunHas ¢ nocnegHen 3anucu, MOXHO MOBTOPHO BbIMNOMHUTL 3TY
BBEPX onepauuio 4ns 3anpoca bonee paHHUX 3anucen.

Ctrl+N nnn Mocne naxatna Ctrl+N unu knasnwm BHWU3 mMoxHO BepHyTbCcA K

knasuwa BHU3 | cnepyowen komaHge v3 cnucka KoMaHg XypHana. JTy onepauuio
MOXXHO BbINOMHUTL HECKONbKO pa3, 4Tobbl 3anpocuTtb HeAaBHO

BbIMNOJIHEHHbIE KOMaHAbI.
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| CtaHpapTHble TepMuHanel, Takue kak VT100, nogaepXusaroT ykasaTenbHble KIaBuLLn.

1.3.8 UameHeHUe hpyHKUMN

Mpn pegakTMpOBaHWM KOMaHAHOW CTPOKM MOXHO WCMOMb30BaTb KMaBULWLM - UIK
KnaBuLu BbICTPOro AocTyna, NepeyncrnieHHble B creayoLlen Tabnuue:

PyHKLUMA KnaBuwa wnun OnucaHue
KnaBuwa
ObicTpOro
pocTtyna
MepenswxeHne Knasuwa lMepenBwxeHne Kypcopa Ha OOWH CUMBOS
Kypcopa B BINEBO Unu | BreBo.
pefakTupyemMmom Ctrl+B
CTpokKe.
Knasuwa lMepeoBwxeHne Kypcopa Ha OAWH CUMBOIS
BMPABO unn | BNpaso.
Ctrl+B
Ctrl+A MepensuxeHne Kypcopa B Hayano
KOMaHLHOW CTPOKW.
Ctri+E [MepenBwxeHne Kypcopa B KOHeL, KOMaHAHOM
CTPOKM.
Ypanexue Knasuwa YpanseT cumBon crieBa OT Kypcopa.
BBEEHHbIX Backspace
CUMBOJIOB.

Knaeuwa Delete

YpansaeTt cumMBon crnpaBa OT Kypcopa.

MpokpyTutKka BBEpPX
Ha OofHY CTPOKY Unu
OHY CTpaHuuy.

KnaBuwa Return

Mpn oToBpaKeHUn COAEPXMMOro HaxmuTe
knaBuwy Return, 4Tobbl nNepemMecTuTb
BbIXOAHYIO CTPOKYy BBeEpX W 0TobpasnTb
criedytlolyto  CTpoky. OTa  onepauus
BbINOMHSAETCS, KOrga BbIXOAHbIE [aHHble
ellle He 3aKOHYMITUCS.

Knasuwa
npobena

Mpn oTOGpaxXeHUn COAEPKUMOro HaXmuTe
knasuwy [poben, 4T06bLI OTOBPaA3UTL
crnegywowyo  cTpaHudy. OTa  onepauus
BbINOSMHSETCS, KorAa BbIXOAHbIE [daHHble
elle He 3aKOHYUMKChb.

Korga Kypcop pefakTupoBaHUsl HaxoguMTcs pagoM C NpaBon rpaHuLEN, BCA KOMaHOHas
CTpOKa nepemecTuTcsl BneBo Ha 20 CMMBOMOB, a ocTalnbHasa 4acTb KOomaHabl 6yaet
ckpbiTa 3Hakamu gonnapa ($). Ans nepemelleHms Kypcopa K CKpbITbIM CUMBOMAM UK
BO3BpaTa K Hayany KOMaHAHOW CTPOKM MOXHO WCMNONb30BaTb COOTBETCTBYHOLLME
KnaBuLM Unn Knaeuwm ObICTpPOro gocTyna.
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Hanpumep, Becb cnucok goctyna (komaHga access-list) MoxeT npesblwaTth WAPUHY
aKpaHa. Korga Kypcop pefakTUpoBaHUS HaxoguTcs psgoM C NpaBoOW rpaHuuen, BeCH
KOMaHOHaa CcTpoka nepemMecTutcs BreBo Ha 20 cCMMBOSIOB, a oOcTalfibHas 4acTb
koMaHabl OyneT ckpbiTa 3Hakom ponnapa ($). Korga kypcop penakTupoBaHust
OOCTUrHET MpaBOM TrpaHULbl BCS KOMaHOHas CTpoka caBuHetcs Brneso Ha 20
CYMBOJIOB.

access-1list 199 permit ip host 192.168.180.220 host

Sost 192.168.180.220 host 202.101.99.12

$0.220 host 202.101.99.12 time-range tr

Tenepb HaxxmuTe coyveTaHune Ctrl+A ans Bo3BpaTa B Ha4asno KOMaHAHOW CTPOKK. B aTo
BpeMsi YacTb KOMaHAHOWN CTPOKM B KOHLIE ByaeT ckpbiTa 3Hakamu agonnapa (9$).
access-1list 199 permit ip host 192.168.180.220 host 202.101.99.5

1.3.9 Nouck n cunbTpauua BbiBoga KOMaHAbl Show

,D,J'IFI NOUCKa YKa3aHHOIro coaepXMMoro wu3 BbIXOAHbIX OaHHbIX KOMaHObl show
BbIMOJNTHNATE CleayrLyo KoMmaHay:

KomaHpa OnucaHue

show any-command | begin regular- | [Tonck ykasaHHOro COOEPXUMOro U3
expression BbIXOAHbIX AaHHbIX KOMaHabl show. byaet
BbIBOOAMTbLCS NepBas CTpoKa, a Takke BCA
nHdopmMauus, KoTopas criegyeT 3a 9TOn
CTPOKOM.

{ KomaHpa show MoXeT ObITb BbINONHEHA B TIOOOM pexume.
© Copepxnmoe ans noncka YyBCTBUTENBHO K PErnucTpy.

[ns noucka ykasaHHOrO COAEPXUMOro M3 BbIXOAHbIX [OaHHbIX KomaHAbl show
BbIMNOSTHUTE CrieayoLLy0 KoMaHay:

KomaHpa OnucaHue

show any-command | exclude regular- A ®unbTpyeT BbIXOAHbIE AAHHbIE KOMaHAbI
expression show. bByayt BbIBOAMTLCA BCE CTPOKM,
KpoMe TeX, KOTopble coaepXaTt yka3aHHoe
coaepXxmmoe.

show any-command | include regular- ®unbTpyeT BbIXOAHbIE AAHHbIE KOMaHAbI
expression show. byayT BbIBOAUTBLCA TOSbKO CTPOKW,
BKITOYaloLLMe yKa3daHHOE COOep>KMMOe.

Ansa noncka unu omnbTpauumn BbIXO4HbIX AaHHbBIX KOMaHAbl Show Heob6xoaMmo BBECTU
BepTuKanbHyto nuHuio (|). NMocne BepTukanbHOM NMHMK BbibepuTe npasusia novcka unm
GunbTpauum 1M BBeauUTE coaepXmmoe (CMMBON unu ctpoka). NMouck n uneTpaums
COOEPXXNMOro YyBCTBUTESbHbI K PEFUCTPY.
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QTECH#show running-config | include interface
interface GigabitEthernet 0/0
interface GigabitEthernet 0/1
interface GigabitEthernet 0/2
interface GigabitEthernet 0/3
interface GigabitEthernet 0/4
interface GigabitEthernet 0/5
interface GigabitEthernet 0/6
interface GigabitEthernet 0/7

interface Mgmt O

1.3.10 Alias (nceBaoHUM) KOMaHA

Bbl MoxeTe HacTpouTb noboe crnoBo B kayectBe alias (nceBAoOHWM) KOMaHAbl Ons
YCKOPEHHOro BBOAA KOMaHAbl.

Pe3ynbTaTt KOHpUrypauum

1. 3aMeHMTeKOMaHﬂyCﬂOBOM.

Hanpumep, HacTpouTe "mygateway" B kayectBe alias komaHabl ip route 0.0.0.0
0.0.0.0192.1.1.1. [na BbINONMHEHUS 3TOM KOMaHAbl HEobXoOMMO BBECTU TOJbKO
"mygateway".

2. 3ameHuTe Ha4dalibHylO 4aCTb KOMaHAbl KIMHO4YeBbIM CJIOBOM U BBEAUTE MapamMeTpbl
KOMaHAbl.

Hanpumep, HacTponTte "ia" B kayecTBe alias komaHabl ip address. [na BbINOMHEHMWS

3TON KOMaHabl Heobxogumo BBecTM "ia", a 3aTeM ykasaHHbI IP-agpec n macky
noaceTu.

ATanbl KOHUrypaumm
OtobpaxeHue alias no ymonyaHuto

B nonb3oBaTtenbCkOM  pexuvme Unv NpuBUIErMPOBAHHOM  PEXUME AN HEKOTOPbIX
KomaHa goctyneH alias no ymonyanuto. [Jnsa otobpaxeHus atux alias no ymonyaHuto
MOXHO BbINOMNHUTL KOMaHAy show aliases.

QTECH (config) #show aliases

mode alias:

h help
p ping
S show
u undebug
un undebug

& Omu alias no ymonyaHuo He MoryT GbITb yaaneHsbl.

HacTtponka alias komaHAabl

KomaHpa alias mode command-alias original-command
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OnucaHue mode: yka3blBaeT KOMaHOHbIN pexnm ans alias.
napameTpoB command-alias: yka3biBaeT alias kKomaHapl.

original-command: yka3biBaeT KomaHay, npeacrasnsemyto alias.
Pexum Pexxum rmobanbHom KoHurypaumm
KoHduUrypaumm
BcTtpoeHHas B pexume rnobanbHonm koHdwurypauum BbinonHute alias ? anga
noackaska OTOOpaXeHMs1 BCEX PEeXUMOB KOMaHA AN KOTOPbIX MOXHO

HacTpouTb alias.

OTtobpaxeHne HacTpoek alias komaHa

BbinonHuTte komaHgy show aliases ansa otobpaxxeHusa HacTpoek alias B cucteme.

MpumeyvaHunsn

+ KomaHpga, 3ameHeHHas alias, O/mKHa HauMHaTLCS C NEPBOro CMMBOMA KOMaHOHOM

CTPOKMW.

«» KomaHpga, 3ameHeHHas alias, AomkHa ObiTb MOSTHOLLEHHOMN.
«» [Npn ncnonb3oBaHuu alias Heob6xoaMMo BBECTM BeCb CNMUCOK alias; B NPOTMBHOM

cny4yae alias He MOXeT BbITb NOEHTMOULNPOBAH.

Mpumep KoHdUrypaumm

OnpegeneHune alias onsa 3ameHbl BCEN KOMaHAabl

JTanel B pexume rnobanbHom KoHUrypaumm HacTtpowte alias "ir'" ans
KOH(PUIYPaLUMN | npencTaBneHns KOMaHbl KOHUIYpaLMy MapLIpyTa Mo YMOMYaHMIO
ip route 0.0.0.0 0.0.0.0 192.168.1.1.
QTECH#configure terminal
QTECH (config) #alias config dir ip route 0.0.0.0 0.0.0.0
192.168.1.1
MpoBepka % BbinonHute komaHgy show alias, 4ToGbLI NpoBepUTb, HAaCTPOEH
KoHurypaumm nw alias.
QTECH (config) #show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:
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ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

« Mcnonb3ynTe HacTpoeHHbIn alias ans BbINOSIHEHWUS KOMaHAbl U
BbINoNHMTE KomMaHay show running-config, 4tobbl npoBepuThb,
YCMeLHO N1 HacTpoeH alias.

QTECH (config) #ir
QTECH (config) #show running-config

Building configuration..
|

alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1
//Configuring an alias

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result
after the alias "ir" is entered

OnpegeneHune alias onsa 3ameHbl HA4YanNbHOW YacTu KOMaHAbI.

ATanbl
KOHuUrypaumm

MpoBepka
KOHcuUrypaumm

B pexxvume rnobanbHon KoHurypaumm HactpouTe alias "ir'" ans
npegcraBneHns Yyactu "ip route" komaHabl KOHUrypaumm
MapLupyTa no yMOJTYaHUIO.

QTECH#configure terminal

QTECH (config) #alias config ir ip route

+ BbinonHute komaHay show alias, 4ToGbl NpoBEPUTb, HACTPOEH
nn alias.
QTECH (config) #show alias

mode alias:

h help

p ping

S show

u undebug

un undebug
Global configuration mode alias:

ir ip route

s BBegute alias "ir", a 3aTem nocneaywLwy 4YacTb KOMaHAbl
"0.0.0.0 0.0.0.0 192.168.1.1".
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% BbinonHute komaHgy show ap-config running, 4TOOGbI
NPOBEPUTb YCNELIHOCTb KOHUrypauumn.

QTECH (config) #ir 0.0.0.0 0.0.0.0 192.168.1.1
QTECH (config) #show running

Building configuration..

!

alias config ir ip route //Configuring an alias
|

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result
after the alias "ir" and the later part of the command are
entered

CnpaBKa no cucteme

1. Cuctema npegocTtaBnsieT crpaBoYHy0 MHGopMauuio ansa alias komaHapbl. Nepeq
alias otobpaxaeTtca 3Be3goyka (*). dopmaT BbIFAOUT criegyowmm odpasom:

*command-alias=original-command

Hanpumep, ons npuBunernpoBaHHoOro pexumma alias s obosHa4vyaeTt Kro4eBOe CrnoBO
show. lMpn BBOAE "s?" oTOOpaxkalTCA KNHOYEBbIE CMNOBa, HauynHawowmecs ¢ "s" u
nHpopmauums o alias.

QTECH#s?

*s=show show start-chat start-terminal-service

2. Ecnn komaHga, npencraBneHHas alias, cogepxut 6onee ogHoOro crioea, KomaHga
oTobpaxaeTcsa B Nape KaBblYeK.

Hanpumep, ons npuBunerMpoBaHHoro pexuma alias sv obo3Havyaet komaHay show
version. lNMpn BBoae "s?" oToGpaxatTcs KM4YEBLIE CrOBa, HavMHawwmecs ¢ "s" u
nHopmauums o alias.

QTECH#s?
*s=show *sv="show version” show start-chat

start-terminal-service

3. Alias MOXHO ucnonb3oBaTb AN NOSy4YeHUs1 CNPaBOYHON MHoOpMaUnn O KoMaHae,
npeacTtaBneHHon alias.

Hanpumep, HacTponuTe alias "ia" ana npegcraBneHns komaHabl ip address B pexume
KOH(purypaumm wuHTepdenca. Ecnn Bbl BBegeTe "ia?" B pexume KoHdurypaumm

nHTepdelica byaet oTobpaxeHa crnipaBoyHas nHdopmauus no "ip address?", a alias
3aMeHseTCsl KOMaHAOoMN.

QTECH (config-if) #ia ?
A.B.C.D 1IP address
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dhcp IP Address via DHCP
QTECH (config-if) #ip address

© MNpu BBOOE NpoGena B Hayane CTPOKM KOMaHAa, npeacTaBrieHHas aTum alias, He bygeT
oTOoOpaxeHa.
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2 HACTPOUKA BA30BOIO YMNPABIEHUA
2.1 O630p

[laHHbIN OOKyMEHT npeacTaBnsieT coboi pyKoBOACTBO MO Havany paboTbl C CUCTEMOM
ynpaeneHus cCeTeBbIMM yCTporcTBaMmn. B HeM onuckiBaeTcs ynpaBneHne, MOHUTOPUHT
1 06CNyXXMBaHME CETEBbIX YCTPOWCTB.

2.2 NpumeHeHne

NMpumeHeHne OnucaHwue

YnpasneHne ceteBbiMu | [Monb3oBaTtesib BbINOSHAET BXO4 B CETEBOE YCTPOWUCTBO C
YyCTpOMCTBaMMU TepMMHana W 3anyckaeT  KOMaHObl  uHTepdenca
KOMaHaHom CTPOKM (CLI) ans ynpaBneHus
KOH(pUrypaumsmm yCTpomncCTB.

2.2.1 YnpaBneHue ceteBbIMU YCTPONCTBaAMMU
CueHapun

YnpaBneHne ceTeBbIMM  YCTPOMCTBAMMW, OMUCAHHOE B  3TOM  JOKYMEHTe,
ocyLlecTBnseTca 4epe3 uHTepdenc KoMaHOHOM CTpPoku. [lonb3oBaTenb BXOOUT B
ceTeBOe YCTPOMCTBO A C TepMuHana v 3anyckaeT KOMaHObl MHTepdenca KomaHaHOM
CTPOKM Oonsi ynpaBneHus KoHdurypauusamm yctponctea. Cm. M3obpaxeHune 2-1.

N3o6paxeHune 2-1

t}, )

PC a,

2.3 DyHKUUN
BasoBble KOHUenuuu
TFTP

Mpotokon TFTP (Trivial File Transfer Protocol) — 310 npotokon TCP/IP,
NO3BONSAIOLNN KIUEHTY NepeaaBaTtb doann Ha cepeep Unu nonyyatb pann ¢ cepsepa.

AAA
AAA — 370 ayTeHTUdUKaUus, aBTopmsaLns u permctpaumsi(accounting).

AyTeHTUMKaLMa o3Ha4YaeT NPOBEpKy YYETHbIX OaHHbIX Nosib3oBaTenen n CBA3aHHbIX
ceTeBbIX CNyx0.

ABTOpU3aLMs O3Ha4aeT MNpPefoCTaBfeHne CeTeBbIX YCNyr onb3oBaTensm B
COOTBETCTBUM C pe3ynbTaTaMu NpoBEPKN NOATMHHOCTM.
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Peructpaumsa(accounting) oTcnexuvBaHme noTpebneHna  ceTeBblX  YCnyr
nonb3oBaTenamn. bunnuHrosas cuctema BaMmaeT nnaTy € Nofib3oBaTernien Ha OCHOBE
3anucen o noTpebneHunn.

AAA npepoctaBnseT apdpeKTUBHbIE CPeaCTBaA YNpaBliEHNS CETbIO U 3aLUUTLI.
RADIUS

Monb3oBaTenbckass cnyxba yganeHHoro Habopa ana ayteHtudukauum (RADIUS)
aBnseTca Hanbonee LWMPOKO NCNoNb3yeMbiM NpoTokonioMm AAA B HacTosLLEee BpeMS.

Telnet

Telnet — 3T0 nNpoToOKON aMynauMM TepMuHana B cteke npotokorioB TCP/IP, koTopbin
obecneynBaeT OOCTYN K yganeHHOMY XOCTYy 4epe3 MNOAKIYeHWe K BUPTyaribHOMY
TepMuHany. 3TO CTaHAApPTHLIA NPOTOKOSI, PacrofiOXKeHHbIN Ha ypoBHe 7 (YypOBEHb
npunoxennsa) mogenn OSI (Open System Interconnection) n ucnonb3yembin B
MHTepHeTe ana yaaneHHoro Bxoda. Telnet ycraHaBnuBaeT coefuHeHWe Mexay
nokanbHbIM MK 1 yganeHHbIM XOCTOM.

NHpopmaums o cucteme

CucteMHast HOpMaLMS BKIOYAET OMUCaAHWE CUCTEMbI, BPEMS BKITIOYEHMS NMUTaHWS,
BEPCMM annapaTHOroO M MporpaMMHOro obecrneveHusi, BepPCUo  MPOrpamMMHOro
obecneyeHnss ypoOBHsI ynpaBieHUs U BEPCUIO MPOrpaMMHOro obecnevyeHuns ypoBHS
3arpysku.

NHpopmaums 06 obopyaosaHum

MHdpopmauna o6 obopynosaHmMm BKAOYAET MHGOpMaUnio 0 M3MYECKOM YCTPONCTBE,
a Takke mHdopmaumio o cnotax u moaynsax. MHgpopmauma ob ycTponctee CoaepxuT
onucaHne YCTpPoMUCTBaA W KONUYecTBO criotoB. WHopmaumss o cnote BKIOYaeT
noeHTUuKaTop crnota, onnucaHue Moaynsa (4aHHoe nose nyctoe, ecrnv B CroTe HeT
MoAyns), a Takke hakTMyeckoe n MakcumMmanbHoe KONM4ecTBO OU3NYECKMX NOPTOB.

0O630p

PyHKUMA OnucaHue

KoHTponb goctyna
nonb3oBaTtens

YnpaBneHne OOCTYNnom TepMuHana K ceTeBbiM YCTpOMCTBaM B
NHTepHeTe Ha ocHOBe Naponei U NpUBUMErni.

BbinonHser ayTeHTVICbl/IKaLI,I/IPO Nno MMEeHU nosb3oBaTesid U Naposio
anda npepocrtasrieHnda O0CTyna K CeTeBbIM yCTpOIZCTBaM, eCclnn

YnpasneHue
ayTeHTundukaunen

npwv Bxoae BkMoveHa yHkuma AAA.  (AyTeHTudumkaums BbINOMHAETCS
BblAeMneHHbIM CEPBEPOM. )

OcCHOBHbIE CM. nmapameTpbl CUCTEMBbI, Takume kak 4dacbl, CooblieHue npwu

napameTpsbl BXO4€ W CKOPOCTb Nepeaayun AaHHbIX KOHCOMMW.

CUCTEMbI

OtobpaxeHue OTtobpaxkaeT KOHUrypaumm cuUcTeMbl, BKMAOYas KOHUrypaumm,

KOH(urypaumm KOTOpble B HacTosillee BpeMs BbINOMHATCA CUCTEMOW, W
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KOH(pUrypaumm yCTPOWMCTB, XPaHALLIMECS B 3HEProHEe3aBUCHMMOWN
onepaTtusHon namatn (NVRAM).

Telnet Telnet — 37O NPOTOKON NPUKNIAAHOrO YPOBHSA B CTEKE MPOTOKONOB
TCP/IP. OH obecneunBaeT ctaHgapTHOE ynpaBneHue yganeHHbIM
BXOOOM B CUCTEMY W MOAKIHOYEHNEM K BUPTYaribHOMY TEpMUHany
yepes VIHTepHeT.

[Mepesanyck lMepesanyck cuctembl.

2.3.1 KoHTponb gocTtyna nosnb3oBaTens

YnpaBneHne [ocTynoM Monb3oBaTener OTHOCUTCA K  YMNpaBfeHUto  JOCTYNOM
TepMuHarna Kk ceTeBbIM yCTpoicTBam B VIHTepHEeTe Ha OCHOBE Naponen 1 NpUBUNErUiA.

MpuHUMN paboTbl
YpoBeHb NpuBmnernm

16 ypoBHen npuBunervi onpegenstTca B gvanasoHe ot 0 go 15 ana nHTepdgenca
KOMaHOHOW CTPOKM Ha CETEBbIX YCTPOMCTBAX AN NpeaocTaBfieHns nonb3oBaTensam
AocTyna K pasnnyHbiM  KOoMaHgam. YpoBeHb 0 — caMbli HU3KUMA  YPOBEHD,
npegocTaBnALWLNA AOCTYN K HECKONbKUM KOMaHAaM, a ypoBeHb 15 — camblil BbICOKUIN
YPOBEHb, NPeaoCTaBnAlWMIA AOCTYN KO BCeM koMaHgam. YposHu 0 n 1 asnsoTtcs
obLwmmKn ypoBHAMM nonb3oBaTensa 6e3 paspeleHuns Ha KoHdurypauuio yctponcTaea (no
YMOMYaHUIO  norfb3oBaTensiM  3anpelieHo BXOAUTb B pexum  rnobanbHom
KOH(purypaummn). YpoBHM 2-15 ABNAKOTCA  NPUBUNETMPOBAHHBIMK  YPOBHAMM
nonb3oBaTesis C paspeLlleHnemM Ha HacTPOKMKY YCTPOMCTBaA.

Knaccudomkauus naponen

Maponu penatca Ha gBa Tuna: npocTble U GesonacHble naponu. [lepBbid TvN
OTHOCUTCA K MPOCTbIM 3aWwKndpoBaHHLIM MaposisiMm Ha ypoBHe 15. BTtopom Tun
OTHOCUTCS K 3alUMLLIEHHbIM 3alndpPOBaHHbLIM MNaponam Ha yposHax 0-15. Ecnu
YPOBEHb HacTPOEH Kak C NPOCTbIM, TaK U C 3aLLMLEHHbIM 3alMdPOBaHHLIM NaposieM,
NpocTon 3awundpoBaHHbLIM Naponb He aencreuTeneH. [Npu HacTporke NPOCTOro
3aWKndpPOBaAHHOrO Napons He Ha ypoBHe 15, oToOpaxaeTcss npegynpexneHue, u
naposic aBTomMaTudeckn npeobpasyeTca B 3alMLEHHbIA 3alMn@pPOBaHHbIA Naposb.
Mpw HacTponke o4HOro 1 TOro Xe NPOCTOro 3almMgpPoBaHHOIO Naposis U 3alnLLEeHHOro
3awmndpoBaHHOro napong Ha yposHe 15 otobpaxkaeTca npegynpexgeHue.

3awuTa naponem

Kaxabin ypoBeHb NpuBUMErMn ceTeBoro yCTpoucTea MMeeT naposib. [na nosblweHNs
YPOBHS npusunerui Tpebyetcs BBO4 napornsi TpedyemMoro ypoBHsi, B TO BpeMS Kak ans
YMEHbLUEHNSA YPOBHS NpuBunernin He TpebyeTcsa BBOA Napons.

Mo ymMonyaHuio TONMbKO ABa YPOBHS MPMBUNErMI 3allMiLeHbl NaporiemM: ypoBeHb 1
(ypoBeHb 0OObI4HOrO nonb3oBaTensi) U ypoBeHb 15 (ypoOBeHb NPUBUIENMPOBAHHOMO
nonb3oBaTens). [na goctyna K pasnuMyHbIM KOMaHAaM B KaXOOM PEeXUME MOXKHO
Ha3Ha4YUTb LWeCTHagUaTb YPOBHEN NPUBUIIETUIA C 3aLLUTON Naponem.
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Ecnn naponb He HacTpoeH Ansi NPUBUNErMPOBAHHOIO YPOBHSI Mosb3oBaTens, Aans
[OCTyna K 3TOMYy YpOBHIO He TpebyeTcs BBOA Mapons. PekomeHayeTcss HacTpouTb
napornb B Lensax 6e30nacHOCTMW.

KomaHaHas aBTopusauma

Kaxgas komaHga uMeeT caMbli HU3KMW ypOBeHb BbINoSHEHUSA. [lonb3oBartento ¢
YPOBHEM MPUBUIIENMIA HUXE ITOrO YPOBHS HE paspeLleHO BbINOMHATL KomaHay. MNocne
Ha3Ha4YeHns KoMaHAe YpPOBHS MPUBUAErM MNonb3oBaTenM 3TOro ypoBHA M 6onee
BbICOKOrO YPOBHSI UMET JOCTYN K KOMaHae.

CBA3aHHble HACTPOUKUN CUCTEMbI
HacTtponka npocTtoro 3awmndgpoBaHHOro napons

% BbinonHute komaHay enable password.
HacTpolika 3awmieHHoro 3awmdpoBaHHOro napons

+ BbinonHute komaHay enable secret.

< besonacHbln  3aWM@pPOBaHHBLIN  Napofb  UCMonb3yeTcs  ANs  ynpaBfeHus
nepeknyeHnemM Mexay ypoBHAMM nonb3oBaTtens. OH uMeeT Ty Xe (PYHKLMIO, YTO
M NPOCTOM 3alMdpPOBaHHbLI Naposflb, HO WCMNONb3yeT YNYYLIEHHbIN anropuTm
wndgposaHna napons. [loaTomy 3awmuieHHble  3alM@pPOBaHHbLIE  MApOSv

pekoMeHayTCa n3 coobpaxeHuin 6e3onacHocTu.
HacTpolika ypoBHeW npuBmunerum KoMmaHg

¢ BbinonHute komaHay privilege, 4Tobbl HA3HAYNTL YPOBEHb NPUBUNETMIA KOMaHAE.
R/

s KomaHoa Ha 0Oonee HM3KOM ypOBHE [AOCTynHa OonblemMy  KOnu4ecTBy
nonb3oBaTenen, Y4em KoMaHaa Ha 6onee BbICOKOM YPOBHE.

MoBblILLEHME/NOHUKEHNE YPOBHS NMPUBUMEriiA Nosib3oBaTens

% BbinonHute komaHay enable unu komaHay disable, 4TOGbl NOBLICUTL UMK MOHU3UTL
YypPOBEHb NpUBUNErNiA NONb3oBaTeNsi COOTBETCTBEHHO.

+ [Nocne Bxoga B ceTeBOe YCTPOMCTBO NOSb30BaTESNlb MOXET U3MEHUTb CBOW YPOBEHb
A0CTYyNa K KoMaHAaaM € pasfnyHbIMU YPOBHAMU NPUBUIIETNIA.

BkntoueHune 3awmtbl coeguHEHUS naponem

o

s [Ona ypaneHHoro Bxopa TpebyeTca 3awmta naponem (Hanpumep, BXO4 4Yepes
Telnet).

% BbinonHute komangy password [ O | 7 ] line, 4toBbl HacTpouTb naponb Ans
coeQVHEeHWs, a 3aTeM BbINONHUTE KomaHndy login, 4TOObl BKMHOYUTL 3aLUTY
naponem.

+ [lo ymonyaHuio TepMuHarnsl He noaaepXxmsaroT komaHay lock.

2.3.2 KoHTponb ayTeHTUdUKaLum npm Bxoae

Mpu ayteHTUdMKauum ¢ oTkNoYeHHbIM AAA napornb, BBELEHHbLIN MNOSib30BaTesieM,
NPoOBEPSETCS Ha COOTBETCTBME HACTPOEHHOMY Mapon coeguHeHus. Ecnn oHu
corsfiacoBaHbl, NOSib30BaTESlb MOXET NOMYyYUTb AOCTYN K CeTeBOMY YyCTpoucTsy. [lpu
nokanbHOW MpoBepKe MOLSMMHHOCTM WUMA MONb30BaTeENs W Mapofib, BBELEHHbIE
nonb3oBaTtenieM, MNPOBEPSAKOTCA Ha COOTBETCTBME C [AdaHHbIMW, XpaHAWMMUCA B
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nokarbHol 6a3e gaHHbIX nonb3oBaTtenen. Ecnv oHn coBnaaatoT, nonb3oBaTenb MOXET
NONyYnUTb AOCTYN K CETEBOMY YCTPOWCTBY C COOTBETCTBYIOLLMMUN NpaBamMmn ynpaBreHus.

B AAA wuma nonb3oBaTtenss M Naponb, BBEAEHHble  MONb3oBaTeENeM,
ayTeHTUdmumpytoTcs cepepom. Ecnu npoBepka NOANMHHOCTU BbINOMHEHA YCMELLHO,
nonb3oBaTeNb MOXET MOMy4YnTb AOCTYN K CETEBOMY YCTPOMCTBY M BOCMOSIb30BaATbLCS
onpeaeneHHbIMM NpaBamu yrnpaBneHus.

Hanpumep, RADIUS-cepBep MOXeT UCNONb30BaTbCA AN ayTeHTUpMKaumm mnmMeH
nonb3oBaTesien 1 napornen, a Takke ynpasBneHus paspelleHUsiMU nornb3oBaTenen Ha
ceteBble YycTpoucTtBa. CeTeBble YycTpoucTBa 6onblue He XpaHAT naponuv
nonb3oBaTtesien, a OTNPaBngalT 3aWNdPOBaHHYD UHAOPMAUUIO O NOoSib3oBaTenNsx Ha
cepeep RADIUS, Bknioyas umMeHa nonb3oBatenen, naponu, obwme naponu u
nonuMTUMKM Joctyna. ATo obecneumBaeT yaobHbLIM cnocob ynpaBneHust M KOHTPONS
Aoctyna nonb3oBaTtenien, a Takke noBblwaeT ©Ge3onacHoCTb  MHgopmaumm
nonb3oBaTenen.

MpuHUMn paboTbl
Maponb coegnHeHns

Ecrim  dyHkuma AAA  OTKIOYEHA, MOXHO HaCTpOUTb Naposflb  COeAUMHEHUS,
ncrnonb3yemMbld A5 MPOBEPKM YYETHbIX AaHHbIX Monb3oBaTend BO BpeMs BxoAa.
Mocne BknoyeHna AAA npoBepka npu MNOMOWM MNapons COEOUMHEHUS He
AencTBUTENbHA.

NokanbHas ayTeHTMdMKaUmMs

Ecnu doyHkumsa AAA OTKIOYEHA, MOXXHO HACTPOUTL JTIOKasbHY ayTeHTUdMUKaUUIo Ans
NPOBEPKN YyYETHbIX AaHHbIX NOSib3oBaTeNen N ynpasrieHns paspeLleHnamMm ¢ NOMOLLbHO
nokanbHom ©0a3bl AaHHbIX nonb3oBatenen. [locne BkmYeHus AAA nokanbHas
ayTeHTUdpUKauusa He AenCTBUTENbHA.

AAA

AAA npepoctaBnsieT TpU He3aBUCUMMbIX YHKUMM ©Ge3onacHOCTW, a MMEHHO:
ayTeHTMduKauuo, aBTopmsaumio n pernctpaums(accounting). Cepsep (Mnu nokansHas
Gasa [pgaHHbIX nonb3oBaTenen) Ucnonb3yeTcsa Ons  BbINOfHEHUS  NPOBEPKM
NOASIMHHOCTU Ha OCHOBE HaCTPOEHHOro Crvcka MeTodo0B NMPOBEPKU NOASIMHHOCTU MpU
BXO4E M ynpasneHusi npaBamun nonb3oBartenen. MNogpobHee o6 AAA cm. B pasgene
Hacmpoduka AAA.

CBs3aHHblIe HAaCTPOWKU CUCTEMDI
HacTtponka cBegeHuin 0 nokansHOM nosnb3oBaTene

% BbinonHute KomaHQy username, 4YTOObl HACTPOWUTb  YYETHYH  3amuchb,
MCnonb3yeMyto Ons NokanbHOW ayTeHTUdUKaLMM U aBTopm3aumnn, BKIoYas nMeHa
nonb3oBaTtenemn, Nnaponu 1 JONONHUTENbHYIO MHopMaLMio 06 aBTopm3aLmK.

HaCTpOIZKa nokasnbHom ayTeHTI/I(*)I/IKaLl,I/II/I anda BxXoda B CUCTeMy Ha OCHOBe
coeaunHeHunda

% 3anyctute komaHay login local (B cnydae otknoveHnsa AAA).
+ BbINOMHUTE 3Ty HACTPOWMKY Ha KaXXaoOM YyCTPOMUCTBE.
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Hactporika AAA ayTeHTU(bMKaummn onga Bxoga B CUCTEMY Ha OCHOBE COeANHEHUS

« MeTog ayTeHTUdurKaummn no yMmonyaHuo ncnosnbdyeTtca nocne skriodeHns AAA.

¢ BbINonHuTe KOMaHQy NPOBEPKN NOANMHHOCTM ANS BXOAa, YTOObl HACTPOUTL CNIUCOK
MeTOA0B NPOBEPKM NOASIMHHOCTM A5 COeQUHEHUS.

% BbINonHuTe 3Ty HacCTpoWKy, ecnu TpebyeTcsa nokanbHas ayTeHTudukauma AAA.

HacTtponka BpemeHn oxxuaaHus NogKMoYeHns

< Bpewmsa oxumagaHna coegmnHeHnsa no ymonyaHuio coctasnseTt 10 MUHyT.

s 3anyctute KomaHagy -timeout, YTOObI N3BMEHUTL BPEMS OXXMOAHUS COEANHEHUNS MO
yMOS4aHuo. YCTaHOBMEHHOe coeaunHeHve ©OyaeT 3akpbiTo, ecrnv B TeveHue
BPEMEHU OXnaaHust He 0bHapyXeHbl BbIXOAHbIE AAHHbIE.

% BbInonHuTe 3Ty HACTPOWKY, ecrnn HeOb6XOAMMO YBENUYUTD UNN YMEHbLUNTL BPEMS
OXXMOaHNSA COeaUHEHMS.

HacTtponka BpemeHn oxxmaaHust ceaHca

< Bpemsa oxuaaHusa ceaHca no ymonyaHumto coctaBnseT 0 MUHYT, YTO yKasbiBaeT Ha
OTCYTCTBME TauM-ayTa.

% 3anyctute KomaHZy session-timeout, 4TOObI W3MEHUTbL BpeMs OXuOaHuA
COEONHEHMS MO YMOYaHMIO.

s CeaHc, ycCTaHOBMEHHbIM [Ans yAaneHHOro XocTa 4epe3 coeguHeHue, Oypet
OTKITOYEH, €CMNN B TEYEHNE BPEMEHU TanM-ayTa He ByayT oOHapy»XeHbl BbIXOAHbIE
AaHHble. [locne aToro yaaneHHbln XOCT OyaeT BocCTaHOBSiEH B cocTosiHum Idle.
BbIinonHMTE 3Ty HACTPOWKy, ecrnv HeobXo4MMO YBENUYUTL UM YMEHbBLUUTL BPEMS
OXXMAaHWUA ceaHca.

BrokupoBka ceaHca

¢ Mo ymonuaHuio TepMuHansl He NoAaepPXmnBarT KomaHay lock.

< BbinonHute komaHay lockable, 4ToObI 3a6noknpoBaTh TEPMUHANbI, NOLKTHOYEHHbIE
K TEKYLLEMY COEANHEHMIO.

s YTtobbl 3abnokuMpoBaTb CeaHC, CHavana BkM4YMTE OMOKMPOBKY TepMuHana B
pexmme KoOHUrypauum TepMmMHanbLHoro 4ocTtyna, a 3atem 3anyctute komaHay lock
B pexume TepMuHana gnga 6yokMpoBKU TepMuHana.

2.3.3 OCHOBHbIe NapamMmeTpbl CUCTEMbDI
CuctemHoe Bpems

CucteMHble 4acbl CeTeBOro YCTPOWCTBA PErucTpupyroT Bpemsi CcobbITUA  Ha
ycTponcTtee. Hanpumep, Bpemsi, NoOKazaHHOE B CUCTEMHBIX XXypHanax (syslog), 6epetcsa
M3 CUCTEMHbIX 4YacoB. Bpemsa 3anucbiBaetca B dopmaTe 200-mecsy-0eHsb,
yac:MuHyma:cekyHoa, 0eHb Hederu.

Mpn nepBOM WCMONb30BaHUM CETEBOr0 YCTPOWCTBA BPYYHYH YCTaHOBUTE €ro
CUCTEMHbIe Yacbl Ha TEKyLLYy AaTy U Bpemsi.

HacTpoiika uMeHn cuctemMbl U KOMAHOHOW CTPOKM

MoXHO HacTpouTb UMSA CUCTEMbl ANA UWAEHTUMKaAUMM CEeTeBOro YCTPOUCTBa.
CuctemHoe ums no ymonyanmwo — QTECH. NUmsa ¢ 6onee yem 32 cumsonamu byget
yceuyeHo, 4ToObl cogepkaTb TONbko nepebie 32 cumBonoB. OTobpaxkeHne KomaHaHoOWM
CTPOKM MEHSIETCA B 3aBUCUMOCTU OT MMEHWN CUCTEMBI.
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CoobweHune npu Bxoge

CoobueHure npu BXxoae ucnonb3yeTca Anst otobpaxeHnsa nHpopmMaummn o 3anpoce Ha
Bxog B cuctemy. CyuwlectByeT ABa Tuna cooblieHunn: [ns  exegHeBHOro
yBEJOMIEHUS N MPU BXOAE B CUCTEMY.

% ExepgHeBHOe yBeaoMIMeHME oTODpaXxkaeTca Ha BCeX TepMMUHaNax, NOAKMYEHHbIX K
ceTeBbIM YCTPOMCTBaM, BCKOpe nocne Bxoga B cuctemy. CpoyHble coobuieHus
(Hanpumep, HemenneHHOe OTKIYEeHMe CUCTEMbI) MOryT ObiTb [OCTaBMEHbI
nonb3oBaTeNAM C MOMOLLbIO eXXe4HEBHOIO yBEAOMIIEHMS.

% Tllocne exegHeBHOro yBegomneHus nosensetca CoobuweHve npu Bxoge W
oToGpaxaeT UHpopMaLunIo ANst BXOAA B CUCTEMY.

HacTpoiika ckopocTu nepeaayum gaHHbIX KOHCOMNK

YnpasrneHne ceTeBbiM YCTPONCTBOM MOXHO OCYLLECTBIISATb Yepe3 KOHCOSMbHbLIN MOpPT.
lMepBag KOHpurypaumss ceTeBOro YCTPOMCTBA [OSPKHA  BbINOSIHATLCS  Yepes
KOHCOMbHbIM nopT. CKOpPOCTb Nepefadn LaHHbIX MocrneaoBaTeNibHOro nopta MOXET
OblTb M3MEHEHA B 3aBUCUMOCTM OT hpakTudeckmx TpebosaHun. ObpaTute BHUMaHWe,
YTO Ha TEepMUHane ynpasfieHMsi OOSMKHa ObiTb YCTaHOBMEHA MOCTOSIHHAs CKOPOCTb
nepenayun gaHHbIX C KOHCOSM YCTPOMCTBA.

HacTtponka BpemeHn oxxnaaHusi coeguHeHns

Bpemsa oxupaHua coeguHeHust mucnonb3dyeTcs Ans yNpaBleHus MOOKMIOYEHUAMU
YCTPOWUCTB (BKSHOYAs YCTaHOBIIEHHblE COEOMHEHUSI U CeaHCbl, YCTaHOBIIEHHble ONS
yaaneHHbix yanos). CoeanHeHne ByaeT 3aKkpbiTO, €CNu BO BpeEMSA TarM-ayTa He byaeT
0OHapyXeHO HUKaKNX BXOAHbIX AaHHbIX.

CBA3aHHble HACTPOUKUN CUCTEMbI
HacTtpowka cuctemMHbIX YacoB 1 aaTtbl

% BbinonHute komaHay clock set, 4ToGbI HACTPOUTb CUCTEMHOE BPEMS CETEBOrO
YyCTPOMCTBA BpPYy4YHYI0. Yacbl yCTpoMCTBa 3anycKalTCsl C 3a4aHHOMO BPEMEHU U
NpoAormKaT paboTaTe Aaxe NpW BbIKMHOYEHHOM COCTOSIHUWN YCTPOWCTBA.

O6HoBneHne annapaTtHbIX Yacos

% Ecnn yacbl annapatHoro obecneyeHuMss W NporpamMmMHOro obecnevyeHuss He
CYHXPOHM3MPOBaHbl, BbINONHUTE KomaHay clock update-calendar, 4TOGbI
CKOMMpOBaTb [aTy M BpPEMSI 4YacoB MPOrpaMMHOro obecrnevyeHus Ha annapaTHble
yacsl.

HaCTpOIZKa MMEHU CUCTEMDbI

X/

% BbinonHute komaHay hostname, 4TO6bl U3MEHUTL UMS CUCTEMbI MO YMOSTHAHMIO.
% CucrtemHoe nmsa no ymonyaHuio — QTECH.

HacTpoiika kKoMaHOHOW CTPOKM

¢ BbinonHute komaHay prompt.
HacTtponka exenHeBHOro yseioMneHus

X/

% Mo ymonyaHuio exxeqHEBHOE YBEAOMIIEHME HE HACTPOEHO.

X/

+ BbinonHute komaHay banner motd, 4To6bLI HACTPOUTL EXegHEBHOE YBEAOMIIEHNE.
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% ExegHeBHOe yBedoMneHMe oTobpaxaeTcs Ha BCeX TepMMHanax, NoAKMYeHHbIX K
ceTeBbIM YCTpPOWCTBaM, BCKope nocrne Bxoda B cuctemMy. CpouyHble COObLLeHWs
(Hanpumep, HeMeaneHHoe OTKMYEHNE CUCTEMbl) MOryT OblTb [OOCTaBMEHbI
NoNb30BaTENSAM C MOMOLLbIO eXEAHEBHOIO YBEAOMIIEHMS.

HacTtporika CoobLieHna npun Bxoae

X/

% Mo ymonyanunto CoobuieHne npu BXxoge He HaCTPOEHO.
< BbinonHute komaHay banner login, 4tobbl HacTpoutb CoobLieHne npu Bxoae u
0oT06pa3nTb MHOpPMaLUMIo ANa BXoga B CUCTEMY.

HacTtponka ckopocTn nepenaym gaHHbIX KOHCOMU

% BbinonHuTte komaHay speed.
%+ CKopocCTb nepegaym gaHHbIX No ymonyaHuto coctasnsaeT 9600 6ut/c.

2.3.4 OTo6paxeHue KOHcurypaumm

OTobpaxkaeT KOHUrypauum CUCTEeMbl, BKYas KoHdurypauum, Kotopble B
HacTosILLee BPEMS BbINOMHAKTCSH CUCTEMON, N KOHUTypaLMKN YCTPOWCTB, XpaHsiLLMecs
B NVRAM.

MpuHUuMn paboTbl
3anyck koHdurypauum

3anyuweHHble KOHdurypaumm, a WMeHHO running-config, npegcraBnsaT cobown
KOHdUrypaumm, KOTopble OTAefbHble MOAYyNM KOMMOHEHTOB 3amnyckalT B pexume
peanbHOro BpeMeHu. [Ona Bcex 3anyweHHbIX KOMMOHEHTOB MoXeT ObiTb caenaH
3anpoc Ha cbop KOH(urypaumn, KoTopble OyayT opraHu3oBaHbl nepeg  Ux
oToOpaxkeHMeM  nonb3oBaTensM. TOMbKO  3anyweHHble  KOMMOHEHTbl  MOryT
NpeaocTaBnNATb KOHUrypaLmm B peanbHOM BPEMEHN, B TO BPEMS KaK He3arpyXeHHble
KOMMOHEHTbI He oTobpaxalT koHdurypaumn. B cnyyae 3anycka CUCTEMB,
nepesanycka npouecca KOMMNOHEHTa U BbINOSIHEHNSI TOPSIYEro UCMPaBMEHUS CUCTEMBI,
KOH(urypaumm, cobpaHHble B 3TOT nepuod, MOryT ObiTb HETOYHbIMU  U3-3a
HeCTabuNbHOrO COCTOSIHMSI KOMMOHEeHTa. Hanpumep, u3HavanbHO KOHUrypauum
KOMMOHEHTa He MOryT OTCYTCTBOBATb, HO MOTYT OblTb OTOBpaXeHbl NO3Xe.

HavyanbHble koHGUrypauum

KoHdurypauuun, xpanswmecs B NVRAM, a wmeHHo, startup-config, sasnstwoTcs
KOHUrypaumsimm, BbINOMHEHHBIMM BO BPeMSs 3anycka yctpouctsa. [pu nepesanycke
cucTeMbl 3arpyxaetca ann startup-config, KOTopbIM CTaHOBMTCA HOBbLIM running-
config. [Ana oTtobpaxeHns MOCTOSAHHbIX KOH(Mrypauum cuctema LOfkHa npountatbhb
ann startup-config 8 NVRAM.

CBs3aHHbIe HAaCTPOWKU CUCTEMDI
OTobpaxeHue 3anyLeHHbIX KOHUrypauumn

3anyctute komaHay show running-config [ interface interface ], 4ToObl 0TOBpPa3UTL
KOHoMrypaumn, KoOTopble B [OaHHbI  MOMEHT BbINOSHAKTCA CUCTEMOW, WK
KOHUrypaumm nHtepgenca.

OTobpaxeHne KoHUrypauumn ycTtpomncTea
3anycTtute komaHgy show startup-config.
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CoxpaHeHune KOHurypaumm 3anycka
3anyctute komangy write wunu  copy running-config startup-config, 4TObGbI
COXPaHUTb TeKyLune KoHUrypaumm B Ka4ecTBe HOBbIX KOHGUrypaumi 3anycka.
2.3.5 Telnet
MpuHUMn paboTbl

Telnet — 3TO NpoTOKON MpuUKNagHoro ypoBHA B cTeke npoTokosioB TCP/IP. OH
obecneynBaeT CcTaHOapTHOe ynpaBneHwe yaaneHHbIM BXOOOM B CUCTEMY MU
NOAKITIOYEHMEM K BUPTyarnbHOMY TepMuHany vyepes IHTepHerT.

Cnyxba knueHta Telnet no3sonseT nokarbHOMY WNW yaareHHOMY Mofb3oBaTento,
BbINOSIHUBLLEMY BXO[ B CETEBOE YCTPOMCTBO, UCMOSIb30BaTb KIMEHTCKYID Nporpammy
Telnet gona pgoctyna k gpyrum pecypcam yganeHHou cuctembl B WHTepHeTe. Ha
N3o6paxeHne 2-2 nonb3oBaTenb [NK nogknioyaetca k ceteBOMy YycTpoucTBy A C
MOMOLLIbIO 3aMYNALMN TepMUHANa unu nporpammbl Telnet, a 3atem BbINOMHAET BXO B
ceTeBOe YyCTPONCTBO B ¢ nomoLubto koMaHabl telnet ansa ynpasneHnsa koHdurypaumen.

Telnet B o6opynosaHnun QTECH noggepxusaet IPv4 n IPv6 agpeca. Cepsep Telnet
npuHMMaeT 3anpocbkl Ha nogkntodeHne Telnet ¢ agpecamn IPv4 n IPv6. KnueHTt Telnet
MOXET OTNpaBfATb 3anpoCbl Ha MNOAKMKOYEHME K XOCTaM, UAEHTUUUMPYEMbIM MO
agpecam IPv4 un IPv6.

N3obpaxeHne 2-2
telnet client telnat server
A B

WorkStation

CBA3aHHblIe HACTPOUKUN CUCTEMbI
BkntoyeHue knneHTckon cnyxbol Telnet

+ BbinonHute komaHay telnet onga Bxoga B yganeHHoOe yCTPONCTBO.
BoccTaHoBneHue ceaHca knneHTta Telnet

¢ BbInonHuTe KoMaHgy <1-99>.
OTKntoYeHNe NPUOCTaHOBIIEHHOrO ceaHca Telnet-knneHTa

« 3anyctute komaHgy disconnect session-id.
BkntoueHue cnyx6bl Telnet-cepsepa

< BbinonHuTe komaHay enable service telnet-server.
 BbInonHWTE 3Ty HACTPONKY, ecnv HeobxoauMO BKNIOYNTL BXOA B cuctemy Telnet.
2.3.6 MNepe3anyck

®dyHKUMA BpeMEHHOro nepesanycka obnerdaet paboTy nonb3oBaTens B HEKOTOPbIX
cueHapusx (Hanpumep, B Tectax).
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s [lNpn HacTporke WHTepBana BpeMeHUM cucTemMa nepes3anycTuTca nocne 3Toro
nHTepBana. WHTepsan umeet dopmaT mmm wnu hhh:mm B MuHytax. MoxHO
yKasaTb UMS MHTepBarna, 4Tobbl OTPa3nTb Ha3Ha4YeHe nepesanycka.

< [lpun onpeneneHnn BpemeHn B byayuiem cuctema nepesanyctuTcs no JOCTUXKEHUN
3alaHHOro BPeMEHMN.

/b Ecnu Bbl XO0TUTe MCNONb30BaTh NapameTp at, cucTema AoMmKHa NoaaepXuBaTh MYHKLMIO
yacoB. PekoMmeHayeTcsl 3apaHee HaCTPOUTbL CUCTEMHbIE Yackl. HOBbIV MnaH nepesanycka
nepesanuieT cyuwecTByowmi. [naH nepesanycka OygeTt HegencTBUTENbHbLIM, €CIN
cuctema BygeT nepesanyLueHa 4O TOro, Kak nnaH BCTYNuT B CUny.

Ak WHTepBan mexay BpemMeHeM nepesanycka U TeKyLMM BpeMeHeM He JOMKeH npeBbiwaTh
31 oeHb, 1 BpeMs nepesanycka AOMMKHO ObITb NO3Xe TeKyLLEero CUCTEMHOIrO BPEMEHM.
lMocne HacTporkK nNnaHa nepesanycka He U3SMEHANTE CUCTEMHbIE Yachkl; B MPOTUBHOM
crny4vae nnaH MoxeT ObiTb HeyAa4YHbIM (Hanpumep, CUCTEMHOE BPeMSt U3MEHSIETCS Ha
BpemMsi nocrie nepesanycka).

CBA3aHHble HACTPOUKN CUCTEMbI
HacTtponka nepesanycka

% BbinonHute komaHay reload, 4To6bl HACTPOUTL NOSIUTUKY Nepesanycka.
s BblnonHuTe 9Ty HACTPOWKy, ecnu Heobxoammo nepesanyCcTuTb YCTPOWCTBO B
onpeneneHHoe Bpems.

2.4 Kondourypaums

Hactporika naponen | (HeobsizatenbHo) icnonb3yetca ans HacTPOWKM Naposiern U ypoBHEN
N NpuBUNEernm npuBUNerMn KomaHg,.

enable password HacTtpauBaet npocToun
3aWmndpOoBaHHbIN Naporsb.

enable secret HacTtpauBaet 3alMLLEHHbIN
3aWmndpOoBaHHbLIN Naporsb.

enable YBennunBaet YPOBEHb
NpuBMMErnM nonb3oBaTens.

disable CHmkaeT ypoBeHb npuBUNErnn
nonb3oBaTens.
privilege HacTtpausaet ypoBeHb

I'IpI/IBI/IJ'IeFI/IIZ Aana KomMaHa.

password YkasblBaeT naporib COeaUHEHUS.
login BkntovaeT 3awuty coegnHeHus
naponem.
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HacTtpovika Bxoga wu

ayTeHTudukaumm

(HeobsaszatenbHo) Wcnonbayetcs

ANS  HacTPOWKW  PasfnyHbIX

pexmnmoB Bxoga U METOOOB ayTeHTI/I(*)VIKaLI,I/II/I.

username HactpavsaeTt ceBefeHus o]
nokanbHOW  y4yeTHOM  3anucu
nonb3oBaTens n
AONOJSTHUTENBHON  MHOpMaLUUK
aBTOpU3aALINN.

login local HactpavsaeTt rnoKanbHyo
ayTeHTudUuKaumo ana Bxoda B
cuctemy Ha OCHOBe
coeVHEHMS.

login authentication

HactpanBaeT ayTteHTUdUKaunio
AAA Ona Bxoga B CUCTEMY Ha
OCHOBE COeaMNHEHUS.

telnet Bkntoyaet  cnyx0y  KnveHTa
Telnet.

enable service telnet-server Bknitovaet Cnyxoy Telnet-
cepsepa.

-timeout

HacTtpavBaeT Bpems oxuaaHus
NOAKINOYEHMSI.

session-timeout

HacTtpavBaeT Bpems oxuaaHus
ceaHca.

lockable Bknitovaet OrOKMpPOBKY
TepMuHana Ha OCHOBe
coeHEHMS.
lock Brnokupyet TepmuHan,
NOOKITIOYEHHBIN K TekyLlemy
COeIHEHMIO.
HacTporika ocHOBHbIX | (Heobs3aTenbHO) Wcnonb3yetca  Onsi  HAcTPOMKM  OCHOBHbIX

napameTpoB napameTpoB CUCTEMBI.
CUCTEMbI
clock set HacTpanBaeT cUCTEMHblE 4achl
n pary.
clock update-calendar O6HoBnNsIeT annapaTHbIe Yachl.
hostname HacTtpauBaeT uma cuctemsl.
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prompt HacTtpausaet KOMaHAHYH
CTPOKY.

banner motd HacTtpauBaet exxegHeBHoe
yBeOMSIEHME.

bannerlogin HacTtpanBaetr CoobuieHne npwu
BXo4e npwv Bxoae.

speed HacTtpauBaet CKOpPOCTb
nepegadn gaHHbIX KOHCOMM.

BknroyeHue un

(Heoba3atenbHo) Mcnonb3yetca Ans BKIAKYEHUS U OTKITHOYMEHUS

BbIKITlOYEHNE onpeaeneHHon Cry>obl.
onpeaeneHHomn
cnyx6bl enable service BkritouaeT cnyxoy.

HacTtporika nonutuku

nepesanycka NOJIMTUKN Nepe3anycka CUCTEMbI.

(HeobaszatenbHo) [aHHas KoMaHga MCNonb3yeTcs ANl HACTPOMKK

reload [Mepes3anyckaeT yCTPOMUCTBO.

2.4.1 Hactpouka naponen 1 npMBunerum

Pe3ynbTaT KOHUrypaumm

X/
L X4

X/
L X4

X/
L X4

X/
L X4

Hactponte naponu ana ynpaeneHuss LOCTYNOM nofib3oBaTenen K CeTeBbiM
yCTpOnCTBaMm.

HasHa4dbTe ypoBeHb NpuBUneruin kKomaHae, 4Tobbl NpeaocTaBuTb 4OCTYN K KOMaHae
TONbKO NONb30BaTeNAM AAHHOIO YPOBHS UMK BbILLE.

YMeHbLINTE YpOBEHb MNpPUBUMErMiA KomaHAbl, 4TOObl npegoctaBuTb OonbLiemy
KONM4YecTBY Nnornb3oBaTtenen JoCTyn K KOMaHae.

YBenuybTe ypoBEeHb NMPUBUIENMI KOMaHAbl, YTOObl OrpaHNYMTbL AOCTYN K KOMaH4e
[0 HECKOMbKUX Nosib3oBaTenem.

MpumeyaHunsn

X/
°

X/
°

MoxHO wucnonb3oBaTb KOMaHAy HACTPOWKW napona ¢ napametpom level gns
HaACTPOMKM naponsd AOns onpefeneHHoro YpoBHs npueuniernin. locne ykasaHus
YPOBHA 1 napons oH 6yget paboTaTb Ans nonb3oBaTenen, KOTopbiM Heobxoanm
AO0CTYM K 3TOMY YPOBHIO.

Mo ymonyaHuio naponb He HacTpOeH Ana Noboro ypoBHS. YPOBEHb MO YMOMYaHUIO
— 15.

Mpn HacTporke npPOCTOro 3aln@pPoOBaHHOrO MNapons He Ha YypoBHe 15,
oTobpaxaeTca npefynpexneHne u napofib aBToOMaTMYecku npeobpasyercsa B
3almuLeHHbI 3amMdpOBaHHbIN Naporb.

Cuctema BbiBMpaeT 3aWMUEeHHbIA 3alWngpoBaHHbIA Naposib NOBEPX MPOCTOro
3aWwmndpoBaHHOro napons, ecnu oba naponst HAaCTPOEHbI.
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JTanbl KOHUrypaumm
HacTtponka npocToro sawmndpoBaHHOro naposns

% (HeobsasaTtenbHo) BbinonHWTe 3Ty HACTPOWKY, €CrivM HeobxoguMMo YCTaHOBUTb
NpoBepKy  MPOCTbIM  3aIM(POBaHHbIM  MApofemM  MNpuM  MNEPEKYEeHUN
nosib3oBaTesien Ha pasHble YPOBHU MPUBUIIETNIA.

¢+ YT06bI HACTPOMTbL NPOCTON 3alMdPOBaAHHBIA NApPOfb, BbIMNOMHUTE KOMaHdy enable
password.

HacTtponka 3almieHHoro samgpoBaHHOro napons

% (HeobGsa3aTenbHO) BbiNonHWTEe 3Ty HACTPOMKY, €Cnv HeobxoaMMO YCTaHOBUTb
NPOBEpPKY  3alUMLLEHHbIM  3aWMdpPOBaHHLIM  NaporieM MNpu  NepekYeHnn
nofnb3oBaTtesien Ha pasHble YPOBHU NPUBUIIETUN.

s YT10oObl HaAcTpOUTb 3aALULLEHHbLIN 3alN@POBAHHbBIA Naposb, BbINOSHUTE KOMaHAy
enable secret.

< 3alMLEeHHbIN  3alNMdPOBaHHbIN Naposflb BbIMOMAHAET Ty Xe QYHKUMIO, 4YTO U
NpOCTOM 3alWnpoBaHHbIA Naposib, HO WCNOSb3YeT YIYYLWEHHbIA anropuTm
wndpposaHna. oaToMy 3alumLLeHHble 3andpoBaHHbIE MapPOfN PEKOMEHOYTCH
n3 coobpaxkeHnin 6e3onacHoOCTH.

HacTpolika ypoBHeW npuBmunerum KoMmaHg
s OnunoHanbsHo.

*

% KomaHga Ha 0Gonee HM3KOM ypOBHE [OCTynHa 6Gonbliemy KonmM4ecTBy
nonb3oBartenemn, Yem komaHaa Ha 6onee BbICOKOM YPOBHE.

MoBblWEeHNE/NOHMKEHNE YPOBHA I'IpVIBI/IJ'IGFI/II?I nonb3oBaTesia

+« [locne Bxoga B ceTeBO€E YCTPOMCTBO MOSIb30BaTENlb MOXET N3MEHUTL CBOW YPOBEHb
AOCTyna K KoMaH4am C pasfnyHbIMU YPOBHAMU NPUBUIIETNNA.

<+ BbinonHute komanabl enable wunu disable, 4TOObl MNOBLICUTHL WIN TMOHU3UTL
YPOBEHb NPMBUIErIA NONb30BaTENS.

BkntoueHune 3awmnTbl COEaUHEHNSA Naponem
s (HeobsasatenbHo) [ns ygoaneHHoro Bxoga TpebyeTcs 3awurta COeauHEeHUs
naposiem (Hanpumep, Bxoq Yepes Telnet).
s BbinonHute komangy password [ O | 7 ] line, ytobbl HacTpouTb naposnb Ans
COeAVHEHMs, a 3aTeM BbINoNHMTE KomaHnagy login, 4ToObl BKMOYMTbL MNPOBEPKY
NOASIMHHOCTU NpK BXoae.

A\ Ecnv naponb Ans coeMHEHNs HAaCTPOEH, HO ayTEHTUUKALMA NPU BXOAE He HAaCTPOeHa,
cucTeMa He oTobpaxkaeT 3anpoc napors.

MpoBepka kKoHUrypauum

% BbinonHute komaHgy show privilege, 4TtoBbl 0OTOGpPaA3nUTb TEKyLIUMN YPOBEHb
nons3oBaTens.
% BbInonHute komaHay show running-config ana otobpaxeHusa KoHUrypaumm.

CBsi3aHHble HaCTPOUKM
HacTtponka npocToro 3awmndpoBaHHOro naposns
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KomaHpa

enable password [ level level ] { password | [ O | 7 ] encrypted-
password }

OnucaHue
napameTpoB

level: YkasbiBaeT onpefeneHHbln ypoBEHb NOSb30BaTENS.
password: Yka3sblBaeT naposib, UCNOSb3yEMbIN 15 BXo4a B
NPUBUNErMPOBaHHbBIA  PEXMM.

0: YkasbiBaeT, 4TO Naposnb BBEAEH B BMAE NPOCTOro TeKCTa
(plaintext).

7: YkasblBaeT, YTo Naposib BBeAEH B BUAE 3alMdpoOBaHHOIoO
TekcTa (cyphertext).

encrypted-password: YkasblBaeT TEKCT Napons, KOTOPbIA JOIMKEH
cogepxatb OykBbl 1 LMPbI, YYBCTBUTENBHLIE K PETUCTPY.

& [Mpobenbl B Hayane nons paspeLueHbl, Ho 6yayT NPOUrHOPMPOBAHBI.
OpHako NPOMEXYTOYHbIE Y KOHEYHbIE NPoGerbl pacno3HalTCs.

Pexum
KOHcUrypaumm

Pexunm rnobansHon KoHpurypaumm

BcTtpoeHHas
noackaska

B HacTosLLee BpeMs NpocTble 3alimgpoBaHHbIe Naponn MoryT
ObITb HACTPOEHbI TOMBKO C YPOBHEM 15 1 BCTYNSAT B CUIY TONBKO B
TOM Cnyyae, ecrniv He 3afiaH Nnaposib C 3alLULLEHHBIM
LWwndppoBaHneM.

Mpwn HacTponke NPOCTOro 3amndpPOoBaHHOIO NApPOsIst HE Ha YPOBHE
15, oTobpaxkaeTca npegynpexaeHne n naposi aBToMaTU4eCcKu
npeobpasyeTcs B 3aLULLEHHbIN 3aIMGPOBaHHbIN Naporib.

Ecnu naponbe ypoBHs 15 ¢ NpocTbIM LWMpoBaHMEM 1 NApPOsib C
3aWmLULeHHbIM WKpoBaHNEM HACTPOEHbI O4MHAKOBO,
oToOpaxaeTcs npenynpexaeHue.

/b TMpu yka3aHnm Tvna WwWndpoBaHWs 1 BBOAE Napons B popmare
NPOCTOro TEKCTa HEBO3MOXXHO NOBTOPHO BOWTU B
NPUBUNENMPOBAHHBIA  pPeXMM. 3alndpoBaHHbIA NApoSib HE MOXET
ObITb BOCCTAHOBMEH nocre notepu. Bam 6yaet Heobxoammo
HaCTPOWUTb HOBbLIN NapPOJib.

HacTtpownka 3awuieHHoro 3awmndgpoBaHHOro naporssi

KomaHpa enable secret [ level level ] {secret | [ 0 | 5] encrypted-secret }
Onucanue level: Yka3biBaeT onpeaeneHHbIi ypoBEHb MNONb30BaTeNs.
napameTpoB , y
secret: YkasblBaeT naporib, UCNonb3yemblii Afsi BXoAa B
NMPUBUNErMPOBAHHbIA  PEXUM.
0 | 5: YkasbiBaeT Tun wngpoBaHuna naposns. 0 ykasbiBaeT Ha
OTCYTCTBME LUNPPOBaHNSA, a 5 — camoe 6esonacHoe LmdpoBaHue.
encrypted-password: Yka3sblBaeT TEKCT napons.
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Pexum Pexum rnobanbHoi koHdurypauum

KoHdurypauumm

BcTpoeHHas OTa KoMaH4a ucnonb3yeTcs AN HACTPOWKM Naponen ans
noAcKa3Ka pPa3nnYHbIX YPOBHEW NPUBUMETUIA.

[MoBblWeHWE yPOBHS NpUBUMIErMK Nonb3oBaTens

KomaHpa enable [ privilege-level |

Onucanwue privilege-level: Yka3biBaeT onpeaeneHHbIn YpoOBEHb MPUBUIETNNA.
napameTposB

Pexum MNpuBUNErMpoBaHHbIN  PEXNM

KOHcpUrypaumm

BcTpoeHHas [ns noBbILWEHNSA YPOBHA NpuBUNErnn Tpebyetcsa BBOA Napons
noackaska Tpebyemoro ypoBHsi.

[MoHmxXeHne YPOBHA I'IpI/IBMJ'IeFI/IIZ norb3oBaTend

KomaHpa disable [ privilege-level ]

Onucaxue privilege-level: YkasbiBaeT onpeaesnieHHbIN YPOBEHb MPUBUMETNNA.
napameTpoB

Pexum MNpnBMNErMpoBaHHbIA  PEXUM

KOoHduUrypaumm

BcTpoeHHas lMoHWxKeHne ypoBHA NpuBunernn He TpebyeT BBOAA Napons.
noackaska

Mcnonb3ynTte aTy KOMaHgy And BbIXOA4a U3 NMPUBUNIErMPOBaHHOIO
pexuma n Bossparta B [lonboBaTtenbckun pexum. Ecnn 3agaH
napameTp privilege-level, TekyLnn ypoBeHb npmsunerun
MOHMXaeTCca A0 yKa3aHHOro YPOBHS.

O privilege-level gormkeH BbITb HUXE TEKYLLIETO YPOBHSI.

HacTtponka ypoBHeN NpuBUIernm KoMaHs

KomaHpga

privilege mode [ all | { level level | reset } command-string

OnucaHue
napameTposB

mode: Yka3biBaeT pexxMM KOMaHAHOW CTPOKM Ans KOMaHAbl.
Hanpumep, config BeibupaeT pexum rnobansHoro
KOHMOUIypUpOBaHUS, MNPUBUNErMPOBAHHbLIA KOMaHAHbIN PEXUM, a
interface BbiGMpaeT pexum KoHUrypauumn nHtepderica.

all: UameHsaeT ypoBeHb npusuierui nogkomMaHa onpeneneHHon
KOMaHAbl Ha TOT e YPOBEHb.

level level: YkasbiBaeT ypoBeHb NpuBunernn B guanasoHe ot 0 oo
15.
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reset: BocctaHaBnNMBaeT ypoBEHb NPUBUIENUIA KOMaHAbI MO
YMOMYaHMIo.

command-string: YkasblBaeT koMaHay, KoTopon TpebyeTtca
Ha3Ha4YUTb YPOBEHb NPUBUMETUN.

Pexum Pexxum rmobanbHom KoHurypauum

KOHcpuUrypaumum

BcTpoeHHas YT0oObl BOCCTAHOBUTL YPOBEHb MPMBUIErMIA KOMaHAb!, BbINOSTHUTE
nopckaska komaHgy no privilege mode [ all ] level level command B pexume

rno6anbHOM KOHUrypaumm.

YkasaHue naposnsi coeanHeHus

KomaHpga password[ 0| 7] line

OnucaHue 0: YkasblBaeT Ha HaCTPOWKY Napons B BUAe NPOCTOro TekcTa.

napameTposB 7: YKasblBaeT Ha HacCTpPOKMKy Naposis B BUAe 3amdpoBaHHOro
TekcTa.
line: YkasbiBaeT CTPOKy napons.

Pexum Pexum KoHurypaumm coeguHeHus

KoHduUrypaumm

BcTpoeHHas HepoctynHo

noackaska

BkntoveHne 3almnTbl CoeanHeHns napoinem

KomaHpa login

OnucaHue HepoctynHo

napameTposB

Pexum Pexxum KoHdurypaumm coeguHeHuns
KOHcuUrypaumm

BcTtpoeHHas HepoctynHo

noackaska

Mpumep KoHduUrypaumm

HacTtponka aBTopmusaumm KomaHz

CueHapui HasHaubTe ypoBeHb npuBunerun 1 komange reload n ee
nogkomaHgam, 3aTeM HacTpouTe YpoBeHb 1 Kak ypOBEHb AoCTyna
(Habpas napornb test).

dransl % HasHaubTe ypoBeHb npusunernn 1 komaHge reload v ee
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KOHd)MrypaLIMVI nogkomaHaam.

QTECH# configure terminal

QTECH (config) # privilege all level 1 reload
QTECH (config) # enable secret level 1 0 test
QTECH (config) # end

MpoBepka % Y6eautecb, 4To KOMaHga reload n ee NnogkomMaHdbl AOCTYMHbI Ha
KoHdourypaumm yposHe 1.

QTECH# disable 1
QTECH> reload ?

at reload at

<cr>

2.4.2 HacTtpouka Bxoga v ayTeHTUudmnKaumm

Pe3ynbTaTt KOHpUrypauum

X/
L X4

X/
L X4

YcTaHoBUTE ayTEHTUMUKALMIO YYETHbIX OAaHHbLIX Of5 BXO4A B CUCTEMY HA OCHOBE
coeauHEeHMs.

BbinonHuTte komaHgy telnet onsa Bxoga Ha yganeHHoe yCTPOWCTBO.

3akponTe yCTaHOBMEHHOE COeAMHEeHWe, eCnn B TeYeHWe BPEMEHUN OXUOAHUA He
oBHapyXeHbl BbIXOOHbIE JaHHbIE.

OTKNOUNTE YCTAHOBIMEHHbLIA CeaHC, COEAVHSIILWMNCA C YyAaneHHbIM Y3roM, W
BOCCTAHOBUTE XOCT B cocTosiHue Idle, ecrnim B TeyYeHMe BpPEMEHU OXWOAAHUA He
0OHapyXeHO BbIXOAHbIX AAHHbIX.

3abnokupynte TepMmnHarn, 4tobbl oTkasaTth B goctyne. Korga nonb3oBatens BBOAUT
Kakon-nmbo cmmBOon Ha 3abnokMpoBaHHOM TepMuHane, oTobpaxaeTcsa 3anpoc
napons. TepmuHan 6ygeT aBTomMatTMyecku pas3bnokupoBaH, ecnu BBEAEH
NnpaBuUIbHbLIA NApPOsb.

JTtanbl KOHdUrypauum

HacTtpownka cBegeHnn o nokanbHOM nosib3oBaTesie

O6s3aTenbHo.

BbinonHMte  kKOmMaHgy username, 4TOObl  HACTPOUTb  YYETHYH  3anuchb,
NCNoSib3yeMyto N8 JIOKanbHOW ayTeHTUdUKaunMm 1 aBTopmsauum, BKNOYas nmeHa
nosnb3oBaTtesnien, Nnaponun n JONONHUTENbHYI MHopMaunio 06 aBTopmsaunu.
BbINONHUTE 3Ty HACTPOMKY Ha KaXk4OM YCTPOUCTBE.

HacTpoiika nokanbHOM ayTeHTUdMKauMM AN Bxoda B CUCTEMY Ha OCHOBe
coeNHeHs

X/
°

Obga3aTenbHo.
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X/

s HacTtponka nokanbHOM ayTeHTU(MKauunM Ona Bxoda B CUCTEMY Ha OCHOBe
coeINHeHus B criydae oTknoyeHna AAA.
% BbInonHuTE 3Ty HAaCTPOWKY Ha KaXXgoM YCTPOWUCTBE.

Hactporika AAA ayTeHTU(bMKaummn nga Bxoga B CUCTEMY Ha OCHOBE COeANHEHUS
s (HeobsasaTtenbHo) BbinonHuTe  gaHHYO  KOHUrypauui  Ans  HacTPOMKK
ayTeHTUdukauum AAA onga Bxoga B CUCTEMY Ha OCHOBE COEUHEHUS.
* HacTtpouka ayteHTudukaummn AAA ana Bxoga B CUCTEMY Ha OCHOBE COeMHEHUS B
cnyyae, ecnu BkrtodeHa oyHkumna AAA.
¢ BbINOSHUTE 3Ty HACTPOWKY Ha KaXXOM YyCTPOMUCTBeE.

BkntoyeHue knueHTtckon cnyx6bl Telnet

% BbinonHute komaHay telnet onga Bxoga B yaaneHHoOe yCTPONCTBO.
BoccTtaHoBneHue knneHTckoro coeguHenmnsa Telnet
% (HeobsasatenbHo) BbinonHWTe pAaHHy0 KOHUrypaumo AOns  BOCCTaHOBMEHUS
coeuHeHus ¢ knmeHTom Telnet.
OTKnNtoYeHNe NPUOCTAHOBMNEHHOIO coeanHeHus Telnet-knneHTta

*

s (HeobgasatenbHo) BbinonHWTe  OaHHYKO  KOHurypaumo, 4YToObl  3aKpbITb
NPUOCTaHOBNEHHOE coeamHeHne Ha Telnet-knueHTe.

BkntoyeHue cnyx6bl cepsepa Telnet
«» OnumoHanbHo.

*

s Bknouute cnyxby Telnet-cepBepa, ecnu HeobxooMmo BKNIOYUTL BXOL 4Yepes
Telnet.

HacTtponka BpemeHn oxxuaaHust NoOKMIYEeHNS

X/
o

OnuwnoHanbHo.

YcTaHoBnNeHHoe coeauHeHne byaeT 3akpbiTO, ecrnv B TeYeHMe BPEMEHN OXnOaHUS
He oBHapy>XeHbl BbIXOAHbIE AaHHbIE.

% BbInonHWTe 3Ty HACTPOWKY, ecrnn HeobXxoaMMO YBENMYUTb UM YMEHbLUNTL BpeMs
OXXMAaHNsA coeauHEHUs.

HacTtponka BpemeHn oxxmagaHusi ceaHca

X3

*¢

«»» OnumoHanbHoO.

s CeaHC nogknw4yeHuUss K yaaneHHOMY XOCTy OyaeT OTKMA4YeH, U XOocT Oyaet
BOCCTAHOBMNEH B cocTosiHue Idle (B pexum npoctos), ecnn B TEYEHNE BPEMEHMU
oXngaHus He BygeTt obHapyXeHO BbIXOAHbIX JAHHbIX.

% BbInonHWTE 3Ty HACTPOWKY, ecrnv HeobXOAMMO YBENUYUTD UNN YMEHbLUNTL BPEMS

OXMnOaHus ceaHca.

BriokupoBka ceaHca

s (HeobsasaTenbHO) BbINONHUTE 3Ty HAaCcTPOWKY, ecnnu HeobXoaAnMMO BPEMEHHO BbIATU
N3 ceaHca Ha YyCTPOUCTBE.

s YTtobbl 3abnokMpoBaTb CeaHC, CHavana BKM4YMTE OMOKMPOBKY TepMuHana B
pexuMme KoOHUrypauum TepMmHarnbHOro 4ocTyna, a 3atemM 3anyctute komaHay lock
B pexume TepMmuHana gnst 6nokMpoBKu TepMuHana.
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MpoBepka kKoHUrypaumm

X/
L X4

X/
°

X/
L X4

BbinonHute komangy show running-config ans otobpaxeHus KoHUrypauuu.

B cnyyae otknoveHns AAA  nocrne HacTpPOWKM CBEOEHUW O JIOKarbHOM
nonb3oBaTesie U nokanbHON MPOBEPKM MOASMHHOCTM Ha OCHOBE TEPMWHAIbHOro
poctyna ybeautecb, 4TO AnNA AocTyna K uHTepdency KOMaHOHOW CTPOKM
nonb3oBaTensaM npeanaraeTca BBECTU UMA NONb30BaTENSA U Naposib.

Ecnn dyHkums AAA  BKMYeHa, Mnocre HacTPOWKM CBedeHUA O JlOKarbHOM
nonb3oBaTesie 1 nokanbHon ayTeHTudukaumm AAA ybeautech, YTO Ana JOCTyna K
MHTEepdEency KOMaHOHOM CTPOKW Mofb3oBaTenaM npeanaraeTca BBECTU UMS
nonb3oBaTesnis U Naporsb.

BbinonHute komaHgy show user, 4T0oObl OTOGpasnTb WHMOPMaUUO O
nosfib3oBaTensx, Boweawmnx B UHTepdenc KOMaHaHOM CTPOKN.

Telnet-knMeHTbl MOryT NOAKNIYATbLCS K YCTPOWCTBAM, BKMAKOYEHHBbIM C MOMOLLbLO
cnyxb6bl Telnet-cepsepa.

Mpu HaxkaTum knaeuwmn Enter B 3abnokMpoBaHHOM MHTEPAIENCE KOMaHAHOW CTPOKN
nonb3oBaTtento 6yaet npennoxeHo BBeCTn naponb. CeaHc pa3bnoknpyeTcsa TOMbKO
B TOM Clnyyae, ecrniv BBeeHHbI Naposb coBNagaeT C HAaCTPOEHHbIM Naposiem.
3anyctute komaHgy show sessions ans otobpaxeHusi BCEX YCTaAHOBMEHHbIX
Telnet-knneHTOB.

CBsizaHHble HaCTPOMWKM

HacTtponka cBefeHnn o nokaneHOM rnosb3oBaTerne

KomaHpa username name [ login mode { console | ssh | telnet } ] [ online
amount number ] [ permission oper-mode path | [ privilege
privilege-level ] [ reject remote-login ] [ web-auth ] [ pwd-modify ] [
nopassword | password [ 0| 7 ] text-string ]

Onucanwue name: YkasblBaeT MMs NOSib30BaTENS.

napameTpoB | login mode: YKka3biBaeT pexum Bxoga B CUCTEMY.

console: YctaHaBnuBaeT pexunm Bxoga kak Console (KoHconb).
ssh: YctaHaBnuBaeT pexnma Bxoga kak SSH.

telnet: YctaHaBnmBaeT pexum Bxoaa kak Telnet.

online amount number: Yka3biBaeT MakcumasribHOe KOSIM4eCcTBO
Yy4eTHbIX 3annucen B akTUBHOM COCTOSHUN.

permission oper-mode path: HactpanBaeT pa3pelueHue Ha
onepauuio ¢ pannioMm. op-mode ykasbiBaeT Ha pexunm paboTsl, a
path ykasbiBaeT Ha kaTanor unu nyTb K onpeaeneHHoMy danny.
privilege privilege-level: YkasbiBaeT ypoBeHb NpUBUMErNii y4€THON
3anucu B gnanasoHe ot 0 go 15.

reject remote-login: OTKNOHSET yAaneHHbI BXO4 C MOMOLLbIO
y4eTHOW 3anuncu.

web-auth: PaspewaeT TonbKo ayTeHTUMKaUmMo No ceTu ans
y4eTHOW 3anuncu.

pwd-modify: No3BonseT BnagernbLy y4eTHOW 3anMcu N3MeHsITb
naposnb. OTOT NapaMeTp JOCTYNeH, ToNbKo ecnn web-auth
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CKOHUrypupoBaHa.

nopassword: YkasblBaeT, YTO sl yY4ETHOWN 3anncu He HacCTPOEH
napornb.

password [ 0 | 7 ] text-string: Yka3biBaeT Naposib, HACTPOEHHbIV OIS
yyeTHown 3anucu. 0 ykasblBaeT, YTO Naposnb BBEAEH B BUAE NPOCTOro
TeKCTa, a 7 yKkasblBaeT Ha TO, YTO Naposfib BBOAUTCS Kak
3awmdpoBaHHbIN TeKCT. 1o yMmon4aHmio ncnonb3yeTcs NpoCTou
TEKCT.

Pexunm Pexunm rnobanbHon KoHpurypaumm
KOHcUrypaumm
BcTpoeHHas Mcnonb3ynte aTy KOMaHAy Ans co3gaHus nokanbHom 6a3sbl AaHHbIX
noackaska nonb3oBaTenen, kotopas byaeT NCnonb3oBaTbLCA NPU NPoOBEpPKE

NOANMUHHOCTW.
Ecnn gns tmna wndpoBaHna BeibpaHo 3Ha4YeHne 7, BBEAEHHas
3alumgpoBaHHasa CTpoka A0SMKHA COCTOATb M3 YETHOro Yncna
CUMBOJIOB.

OTOT NapameTp NPUMEHNM K CLIEHapUIO, B KOTOPOM
3awmndpoBaHHbIE NApPonn MoryT 6bITb CKONMMPOBAHbLI 1 BCTaBfeHbI. B
ApYrux crnyyasix 3HayeHue 7 He BblbupaeTcs.

HaCTpOﬂKa nokanbHOWm ayTeHTI/I(*)I/IKaLI,I/IVI and BxXoda B CUCTeMy Ha OCHOBe

coeanHeHs
KomaHpa login local
OnucaHune HepocTtynHo

napameTposB

Pexum Pexnm KoHurypaumm coeguHeHus
KOoHduUrypaumm

BcTtpoeHHaa | OTa KOMaHAa UCNonb3yeTcsl AN HACTPOWKN NoKasrbHOM

noackaska ayTeHTUdUKauum ansa Bxoga B CUCTEMY Ha OCHOBE COeVHEHMUS B

cnyyae otknodeHus AAA. MIHopmauma o niokanbHOM
nonb3oBaTerie HacTpamBaeTCs C NOMOLLbLIO KOMaHAbl username.

Hactponka AAA ayTeHTUdUKaunmn ana Bxoga B CUCTEMY Ha OCHOBE COeUHEHUS

KomaHpa login authentication { default | list-name }
OnucaHne default: YkasbiBaeT umMs cnucka MeTofoB ayTeHTUMUKaALUKM Mo
napamMeTpoB | YMOMYaHUIo.
list-name: YkasbliBaeT JOMNOMAHUTESNIbHOE UMSA CNIUCKa METOLOB.
Pexunm Pexum kKoHdurypaumm coegmuHeHus
KOHcpuUrypauum
BcTtpoeHHaa | 3OTa KomaHZa MCNonb3yeTcs And HacTpowku ayTeHTudukaumm AAA
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noAacKa3kKa

ANs BXO4a B CUCTEMY Ha OCHOBE COeMHEHUs B criyvae, ecnv
BkntoyeHa pyHkuna AAA. Metoabl ayteHTUduMKauum AAA, BKnoyas
ayteHTudukauyuio RADIUS, nokanbHyo NpoBepKy NogMHHOCTY U
npu OTCYTCTBYIOLLEN NPOBEPKE NOAMMHHOCTU, UCMOSMb3YITCA B
npouecce ayTeHTUduKauuu.

BkntouyeHue knueHTtckon cnyx6bl Telnet

KomaHpa

telnet [ oob ] host [ port] [ /source {ip A.B.C.D | ipv6 X:X:X:X::X |
interface interface-name } | [ /vrf vrf-name ] [ via mgmt-name ]

OnucaHue
napameTpoB

oob: YpaneHHoe nogkrtoyeHue k cepsepy Telnet uepes
BHEMOSIOCHYHO CBA3b (Yepes3 NopT ynpasrneHus). 3TOT napameTp
AOCTYMEH TOSbKO B TOM Clyyae, ecriv yCTPOMCTBO MMeeT nopT
ynpasneHus.

host: YkasbiBaeT IPv4-agpec, IPv6-agpec nnn ums xocta Telnet-
cepsepa.

port: Yka3biBaeT Homep TCP-nopTta Telnet-cepepa. 3HayeHue no
ymMon4yaHuio: 23.

/source: YkasbiBaeT IP-agpec NCTOYHUKA UM NOPT UCTOYHMKA,
ncnonbdyemblin Telnet-knneHTom.

ip A.B.C.D: YkasbiBaeT IPv4-agpec UCTOYHMKA, NCNOMb3YEMbIN
Telnet-knneHTOM.

ipv6 X:X:X:X::X: YkasbiBaeT IPv6-agpec NCTOYHMKA, NCMOMb3YEMbIN
Telnet-knneHTOM.

interface interface-name: Yka3biBaeT NopT UCTOYHMKA,
ncrnonb3yembin Telnet-knneHTom.

Ivrf vrf-name: YkasbiBaeT nmsa 1abnuvubl BUpTyanbHOM
MapLpyTusaumm n Tabnuuy nepecoinkm (VRF), kotopyto
HeobXxo4MMO 3anpoCuThb.

via mgmt-name: YkasbiBaeT nopT ynpaBneHns, UCNosnb3yembli
Telnet-knneHToM npu BbibOpe napameTpa 0ob.

Pexum
KOHcuUrypaumm

MpuBUNErMPOBaAHHLIN  PEXUM

BcTpoeHHas
noackKaska

[Monb3oBaTtesib MOXeT NOAKMHYNTLCA Mo nNpoTokony Telnet K
yOaneHHOMY YCTPOUCTBY, yKadaHHOMY No UMeHun xocta IPv4 unu
nmeHun xocta IPv6, agpecy IPv4 unn agpecy IPv6.

BocctaHoBneHue ceaHca Telnet-knmueHTta

KomaHpa <1-99>
OnucaHue HepoctynHo
napameTposB
Pexum [MonboBaTeNbLCKUN peXnm
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KOHcpuUrypaumm
BcTpoeHHaa | /icnonb3ynTe 3Ty KOMaHAy ANs BOCCTaHOBIEHUS ceaHca Telnet-

noackKa3Ka

KnueHTa. MNMonb3oBaTtenb MOXET HaXaTb COMeTaHUe KraBuLl
Ctrl+Shift+6 X anst BpeMeHHoro Bbixoga u3 ceaHca Telnet,
YCTaHOBIEHHOIO C MOMOLLbIO KOMaHAbl telnet, BbINOAHUTL KOMaHLY
<1-99> ans BOCCTaHOBIIEHUS CeaHca M 3anyCTUTb KoMaHay show
sessions gnga otobpaxeHns nHpopmaunm o ceaHce.

OTKntoYeHNe NPUOCTaHOBMNEHHOIO coeanHeHus Telnet-knneHTa

KomaHpa disconnect session-id
OnucaHwue session-id: YkasbliBaeT nageHTuumnkaTop npnocTaHOBIEHHOMO ceaHca
napameTpoB | Telnet-knueHTa.
Pexum lMonboBaTeNbLCKUN PeXnM
KoHduUrypaumm
BcTtpoeHHaa | OTa KoMaHAa NO3BOSISIET 3aKPbITb OnpeaeneHHbln ceaHc Telnet-
nopckaska KnNueHTa, BBeAA naeHTUdmnKaTop ceaHca.

BkntoyeHune cnyx6obl Telnet-cepeepa

KomaHpa enable service telnet-server
Onucanune HepocTtynHo
napameTposB
Pexunm Pexunm rmobanbHon KoHurypaumm
KOHcUrypaumm
BcTtpoeHHaa | OTa KOMaHAa nNo3BonsieT BKNHOUUTL crnyxOy Telnet-cepsepa.
noackaska Cnyx6bl IPv4 1 IPV6 Takke BKIOYaKOTCA NOCHE BbIMOMHEHNS

KOMaHAbI.

HacTtponka BpemeHn oxXuaaHust NoOKMIYEeHNSs

KomaHpga -timeout minutes [ seconds ]
OnucaHue minutes: YkasbiBaeT BpeMs OXXuaaHUS COeQUHEHUS B MUHYTaX.
napameTpoB | seconds: YkasblBaeT BpeEMS OXXMOAaHUS COEOUHEHUS B CEKYHOAX.
Pexunm Pexum KoHdurypaumm coeguHeHus
KOHcpuUrypauum
BcTtpoeHHaa | Vicrnonb3ynTe 3Ty KOMaHAy ANA HACTPOWMKN BPEMEHU OXnaaHus ans
noackaska YCTaHOBMEHHbIX NOAKMYEH B coeanHeHnn. CoegmHeHne byaet
3aKpbITO, €CNKN BO BpeMs TanM-ayTa He ByaeT obHapy>XeHO HUKaKMX
BXOAHbIX JaHHbIX.
UToObl yaanutb KOHUrypauuio Tanm-ayta CoeaAMHEHNs, 3anycTuTte
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KOMaHAdy No -timeout B pexunme KOHUrypaumm coeanHeHus.

HacTtponka BpemeHn oxxuaaHusi ceaHca

KomaHpa session-timeout minutes|[ output |
OnucaHwue minutes: YkasbiBaeT BpeMS OXUAaHUsS ceaHca B MUHYTaX.
napameTpoB | output: YkasbiBaeT, cnegyeT nu o6aBnaTh BbIXOAHbIE JaHHbIE B
KavyecTBe KpUTepusi BpeMeHU OXnaaHus.
Pexum Pexum KoHurypaumm coeguHeHus
KoHduUrypaumm
BcTpoeHHaa | /icnonb3ynTte Ty KOMaHAy ANS HACTPOMKN BPEMEHU OXUAAHUSA A1
noackaska CeaHCcOoB yareHHoro xocta B coeanHeHun. CeaHc byaeTt OTKMOYEH,

€CIn1 BO BpeMs 0XXnaaHus He OyaeT 0OHapy>KeHO HUKaKMX BXOLHbIX
AaHHbIX.

UT0ObI OTMEHUTL BPEMS OXUOAHUS CeaHca, 3anycTuTe KomaHay no
session-timeout B pexxmme KOHpUrypaumm coeanHeHus:.

BkntoueHune 6J'IOKMpOBKI/I TepMnHalia Ha oCcHoBe CoeaNHEHUNA

KomaHpa lockable
Onucanune HepocTtynHo
napameTposB
Pexunm Pexxum KoHdurypaumm coeguHeHuns
KOHcuUrypaumm
BcTtpoeHHaa | HepoctynHo
nopckaska

EJ'IOKMpOBKa TepMuHana, noaKNu4YeHHOro K Tekyemy coeguHeHuno

KomaHpa lock
Onucanune HepoctynHo
napameTpoB
Pexum Pexxum KoHurypaumm coeguHeHus
KoHduUrypauumm
BcTpoeHHas HepoctynHo
noackaska

Mpumep KoHduUrypaumm

YcTaHoBKa ceaHca Telnet ans yganeHHoOro ceteBoro ycTponucTaea

dtanbl ¢ YctaHoBuTe ceaHc Telnet ¢ yganeHHbIM ceTeBbIM YCTPOMCTBOM C
KOHdurypaummu IP-agpecom 192.168.65.119.
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% YcTtaHoBuTe ceaHc Telnet ¢ yganeHHbIM ceTeBbIM YCTPONUCTBOM C
IPv6-agpecom 2AAA:BBBB::CCCC.

QTECH# telnet 192.168.65.119
Trying 192.168.65.119 ... Open
User Access Verification

Password:

QTECH# telnet 2AAA:BBBB::CCCC
Trying 2AAA:BBBB::CCCC ... Open
User Access Verification

Password:

MpoBepka
KoHduUrypaumm

« [lpoBepbTe, yCTaHOBMEHblI Nn ceaHcbl Telnet aona yaaneHHbIX
CeTeBbIX YCTPONCTB.

HacTtponka BpemeHn oxxnaaHus NogKNoYeHust

dtansbl % YcTaHoBUTE BpeMS OXuAaHNA NOAKIYeHUs Ha 20 MUHYT.

KOHcUrypauum
QTECH# configure terminal //BxomuT B pexuMm TJ06aJILHOM
KOHOUTypaL UM .
QTECH# line vty O //BXOONT B PEXUM
KOH@MPypaHMM TEePMVMHAJIBHOT'O IOCTYIIa.
QTECH (config-1line) # -timeout 20 //YcTaHaBavBaeT BpeMs
oxmmaHmsa coenuHeHud Ha 20 MUHYT.

Mposepka s Yb6eautecb, YTO COeQUHEHNE MEXAY TePMUHANIOM W floKanbHbIM
KOHdpUrypaumm YCTPOMUCTBOM 3aKPbITO, €CNN B T€YEHME BPEMEHWN OXMOAHUSA He

06Hapy>|<eHo HUKaKMX BXOOHbIX OaHHbIX.

HacTtponka BpemeHn oxxnaaHusi ceaHca

Jdransl +« YcTaHoBUTE BpeEMS OXMUAAHUSA NOAKIOYEHMS Ha 20 MUHYT.
KoHduUrypauumm
QTECH# configure terminal //BxomuT B pexuMm TJI06aJILHOM
KOHOUTypaLUM .
QTECH (config)# line vty 0 //BXOINT B PEXUM
KOH@MPypaHMM TEPMVMHAJIBHOT'O IOCTYIIa.
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QTECH (config-line) #session-timeout 20 //YcTaHaBiamBaeT BpeMd
oxmmaHmsa coenvHeHud Ha 20 MMHYT.

MpoBepka % Ybeantecb, YTO COeANHEHNE MEXAY TEPMUHANIOM W JflOKanbHbIM
KOHdpUrypaumm YCTPOWUCTBOM OTKITHOYEHO, €CMNN B TEYEHWE BPEMEHU OXMOaHUA
He 0B6HapY>KEHO HUKaKNX BXOAHbIX AAHHbIX.

2.4.3 HacTponka OCHOBHbIX NapaMeTpPoOB CUCTEMbI
Pe3ynbTat KOHUrypaumm
* HacTpownka OCHOBHbIX NapaMeTpoB CUCTEMbI.
ATanbl KOHdUrypaumm

HacTpolika cucteMHbIX YacoB 1 gatbl

+» ObsazarenbHo.

< HacTtponka CMCTEMHOrOo BpPEMEHM Ha CETEeBOM YCTPOWCTBE BpPYy4Hyt. Yacbl
YCTPOWCTBA 3anyCKalTcsi C 3a4aHHOro BPpeMeHVM U npoporkatT paboTaTb gaxe
NPV BbIKNFOYEHHOM COCTOSIHUW YCTPOWCTBA.

A\ HacTpoiika BpeMeH NpUMeHSIETCS TOMbKO K MPOrpaMMHLIM YacaMm, ecnv ceTeBoe
YCTPOWNCTBO HE NpefoCTaBnsET annapaTHble Yackl. [1py BbIKNIOYEHUM YCTPOUCTBA
KOHpurypauus He ByaeTt coxpaHeHa.

O6HoBneHne annapaTtHbIX Yacos

«»» OnumoHanbHoO.

< BbInonHuWTe 3Ty HacCTpOKMKy, ecnn HeobxoaMmO CcKonuMpoBaTb [aTy M Bpems
NMporpaMMHbLIX 4acoB Ha annapaTHble 4acbl, 4YTOObl annapaTHble 4achbl
CUHXPOHM3NPOBANUCh C NPOrpaMMHbIMK Yacamu.

HacTtpovika nmeHu cnuctembl
s (HeobsasaTtenbHo) BbinonHMTe 3Ty HACTPOKKY, YTOOblI M3MEHUTb UMSA CUCTEMbI MO
YMOMYaHMI0.
HacTtponka komaHOHOW CTPOKMK
s (HeobsasaTenbHO) BbINONHUTE 3Ty HACTPOKMKY, YTOObI U3BMEHUTL KOMaHOHYK CTPOKY
N0 YMOMYaHUIo.
HacTpolika exxeqHeBHOro yBe4oOMeHNs
% (HeobsasaTtenbHo) BbinonHuTe 3Ty HACTpPOWKYy, ecnn Heobxoammo oTobpasvTb
Ba)kHbl€ NOACKA3KN NN NpeaynpexaeHns Ans nonb3oBaTenen.

< YBeOoMIieEHME MOXHO HacTponUTb B OAHY WJTIM HECKOJIbKO CTPOK, KOTOpble 6y,El,yT
OTO6pa)KaTI:>CFI Ansi nonb3oBaTeneun nocne Bxoaa B cucrtemy.

HacTtponka CoobweHnsa npu Bxoge

X/

% (HeobssaTtenbHO) BbInonHaWTe 3Ty HACTPOWKY, ecnv Heobxoaumo oTobpaxaTb
BakHble coobLLeHMA ANsi Nonb3oBaTenen nNpu BXo4e Uin BbIXOAE U3 CUCTEMDI.

HacTpownka ckopocTun nepegayun gaHHbIX KOHCOMN
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(HeobGs3aTenbHO) BbiNONHUTE 3Ty HACTPOMKY, YTOObI M3MEHNTL CKOPOCTb Nepenayn

JaHHbIX KOHCOJ1X MO YMOJ14aHUIO.

MpoBepka kKoOHUrypaumm

s 3anyctuTe Ko

X/
°

2
L X4

BEpPCUN.

CBsA3aHHbIe Hac

mMaHay show clock, 4To6bl 0TOOpPa3nTb CUCTEMHOE BPEMSI.

lMpoBepbTe, oToGpaxaeTcs nu CoobLieHne nNpu Bxode nocre Bxoga B CUCTEMY.
BbinonHute komaHgy show version ana otobpaxeHus MHGopMauum o cUctTeme U

TPOWKUN

HacTtponka cuctemMHbIX YacoB 1 gatbl

KomaHpa clock set hh:mm:ss month day year
OnucaHwue hh:mm:ss: NokasbiBaeT TekyLwee Bpems B oopmaTe yac (24-
napamMeTpoB | 4acoBOW hopmMarT):MUHyma:CeKyHoa.
day: O6o3HavaeT aeHb Mecsua (1-31).
month: O6o3HavaeT MecsL, roga (¢ sHBaps No aekabpb).
year: Obo3Ha4vaeT rog ¢ 1993 no 2035. CokpalieHnsa He
noaaepXxmBatoTcs.
Pexum [MpuBUNErMPOBaHHLIN  PEXUM
KOHcUrypaumm
BctpoeHHas Mcnonb3yinte 3Ty KOMaHAy ANs HACTPOWKN CUCTEMHOIO BPEMEHM.
nopckaska

Ecnu ycTpoicTBO He NpegocTaBnsieT annapaTtHble Yachkl, HAacTpoKka
BpeMeHu He ByaeT coxpaHeHa npw BbIKIIOYEHWUN YCTPOWCTBA.

O6HoBneHMe annapaTtHbIX YacoB

KomaHpa clock update-calendar
OnucaHune HepocTtynHo
napameTposB
Pexum MpuBMNErMpoBaHHbIN  PEXUM
KoHduUrypaumm
BcTtpoeHHasa | [locne HAacTponkn BpeMeHu nporpaMmMHbIX YacoB ByaeT
noackaska nepesanucaHo Bpems annapaTHbIX YacoB.
HacTpolika uMmeHun cuctemsl
KomaHpa hostname name
OnucaHue name: YkasblBaeT UMSi CUCTEMbI, KOTOPOE OOSMKHO COCTOSATb U3
napamMeTpoB | MevyaTHbIX CUMBOSIOB 1 HE LOSMKHO npeBbiwaTtb 63 6anTa.
Pexunm Pexum rmobanbHon KoHpurypaumm
KOHcpuUrypauum
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BcTtpoeHHas
noackaska

YT0Obl BOCCTAHOBUTH CUCTEMHOE UMS MO YMOSYaHWUIO, BbINOMHUTE
KomaHay no hostname B pexume rnobanbHON KOHUrypauuu.

HacTtponka komaHOHOW CTPOKMK

KomaHpa prompt string
OnucaHwue string: YkasbIBaeT nmsi KomaHgHowm cTpoku. Mms ¢ bonee yem 32
napamMmeTpoB | CMMBOSamMu ByaeTt ycedeHo, YToObl cogepaTb TONbKO nepebie 32
CVYMBOJIOB.
Pexunm [MpuBUNErMPOBaHHLIN  PEXUM
KOHcUrypaumm
BctpoeHHaa | YT0Obl BOCCTAHOBUTL HACTPOWMKM KOMAHLHOM CTPOKU MO YMOJSTHaHUIO,
nopckaska BbIMOSTHUTE KOMaHAy No prompt B pexume rnobansHom

KOHpurypaumm.

HacTtponka exe

OHEBHOIo yBeoMIieHnA

KomaHpa banner motd ¢ message c
Onucanune c: O6osHayaeT pasgenuTerb, KOTOPbIN MOXET BbITb N0ObLIM
napameTpoB | CUMMBOJSIOM, Hanpumep "&".
Pexunm Pexunm rmobanbHon KoHurypaumm
KOHcUrypaumm
BctpoeHHaa | CooluieHne JOMKHO HauYMHATBLCA M 3aKaHYMBaTLCS pasgenutenem
noackaska nocregyoLwmm BBOAOM CTPOKK. Bce cumBonel, crneayrowime 3a

KOHeYHbIM pa3genutenem, byayTt nponyuleHsl. Jllobas byksa,
copepallasicsi B COOOLEHNN, HEe JOIMKHA MCMONb30BaThCA B
KayecTBe pasgenurtens. [nnHa coobLleHns He 4ormkHa NpeBbIwaTh
255 6anT.

HacTtponka CoobweHnsa npu Bxoge

KomaHpa banner login ¢ message ¢
Onucanune c: O6osHayaeT pasgenuTenb, KOTOPbIN MOXET ObITb NOObLIM
napameTpoB | CMMBOJSIOM, Hanpumep "&".
Pexum Pexxum rmobanbHom KoHurypauum
KoHduUrypauumm
BctpoeHHaa | CoobuieHne OOMmMKHO HauYMHATBCA N 3aKaHYMBaTLCS pasgenvrenem
noackaska nocnegyoLwmm BBoAOM CTPOkU. Bce cumBonel, criegyrouime 3a
KOHeYHbIM pa3genutenem, byayTt nponyuleHsl. Jllobas 6yksa,
copgepxallasca B coobLieHnmn, He JOMmKHa NCNoNb30BaTbCA B
KadyecTBe pasgenutens. [nnHa coobLueHns He JoMmKHa NpeBbllaThb
255 Ganr.
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YTto6bl yaanute CoobLieHne npu BXoae, UCNONb3ynTe KoMaHay No
banner login B pexume rnobanbHoOn KoHUrypaumm.

HacTtponka ckopocTn nepenaym gaHHbIX KOHCOMU

KomaHpa speed speed
OnucaHwue speed: YkasblBaeT CKOPOCTb Nepegayvm AaHHbIX KOHCONW B BUTax.
napameTpoB | CKOpOCTb NocrneaoBaTenibHOrO NopTa MOXeT ObiTb yCTaHOBIIEHA Ha
9600 6uTt/c, 19200 6uTt/c, 38400 d6ut/c, 57600 dut/c nnn 115200
out/c. 3HavyeHne no ymonyanuio — 9600 6uT/c.
Pexum Pexum KoHurypaumm coeguHeHus
KoHduUrypaumm
BcTtpoeHHaa | MOXHO HacTpouUTb CKOPOCTb NepeAayn AaHHbIX aCUHXPOHHOIO
nopckaska KOHCONbHOro gocTtynae 604ax B COOTBETCTBUM C TpeboBaHUSIMN.

KomaHga speed ucnonb3yeTcs aAns HaCTPOWKM CKOPOCTU Npuema u
nepegayv ans aCUHXPOHHOW NNHUN.

Mpumep KoHduUrypaumm

HacTpoiika cucteMHoro BpemeHu

dTanbl
KOoHduUrypaumm

% WN3meHunTe cnuctemHoe Bpema Ha 2003-6-20, 10:10:12.

QTECH# clock set 10:10:12 6 20 2003
CHUCTEeMHOEe BpeMsa UM OaTy.

/ /KoHburypupye

MpoBepka
KOHduUrypaumm

% 3anyctute KomaHgy show clock B npuBunernposaHHoOM
pexume, 4Tobbl 0TOOPa3nNTb CUCTEMHOE BPEMSI.

QTECH# show clock
BpeMH BCTYIMIJIO B CUIIY.

2003-6-20 10:10:54

//TlonTBEepXnaeT, UYUTO W3MEHEHHOE

clock:

HacTpolika exxeqHeBHOro yBeJoOMeHNs

Jdransl % Hactpounte exenHeBHoe yBepomneHune "Notice: system will
KOHpUrypaumm shutdown on July 6th." ¢ nomowblo cumBona peweTtkn (#) B
KavyecTtBe pasgenutend.
QTECH (config) # banner motd #//HauajibHH pas3gelnTelib
Enter TEXT message. End with the character '#'.
Notice: system will shutdown on July 6th.# //KoHeuHE
pasmenmnTen
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QTECH (config) #

MpoBepka « BbinonHute komangy show running-config ansa oTtobpaxeHus

KoHdpurypauum KOHGUrypaLmm.

« [logknountechb K NokasibHOMY YCTPOWUCTBY Yepes KoHcorb, Telnet
munm SSH wn npoBepbTe, oOTOOpaxkaeTcs 5NN exegHEeBHOE
yBeoMSieHne nepen otobpaxeHuem uHTepdenca KomMaHLHOW
CTPOKMW.

C:\>telnet 192.168.65.236
Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your
password.

User Access Verification

Password:

HacTtponka CoobuweHna npu Bxoge

JdTanbl « Hactponte CoobuleHne npu Bxo4e MNpU BXoOAe B CUCTEMY
KoHdpUrypaumm "Access for authorized users only. Please enter your password."
C NOMOLLbIO CMMBOSIA peLLETKM (#) B kayecTBe pasgenurens.

QTECH (config) # banner login #//HauanbHHI pas3mesiMTesb
Enter TEXT message. End with the character '#'.

Access for authorized wusers only. Please enter your
password.

#

//KOHEeUHB pas3IesiuTesb

QTECH (config) #

MpoBepka % Bbinonuute komaHgy show running-config gns otobpaxeHuns
koHdpurypauum KOHEpUrypaLmm.
% [MogkntounTechb K fiokarnbHOMY YCTPOWMCTBY Yepesd KOHCOfb, Telnet
unm SSH u nposepbTe, oTobpaxaetcsa nm CoobwieHne npu
BXoAe nepepn otobpakeHnem nHTepgenca KOMaHOHON CTPOKM.

C:\>telnet 192.168.65.236
Notice: system will shutdown on July 6th.

Access for authorized wusers only. Please enter your
password.

User Access Verification
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Password:

HacTpoiika ckopocTu nepefayn AaHHbIX NocreaoBaTenbHOro nopTa

dTtanbl s YcTaHOBMTE CKOPOCTb nepedadn AaHHbIX MocrnenoBaTesibHoro
KoHdpurypauum nopTa Ha 57600 6uT/c.

QTECH# configure terminal //BorouTe B pPeXUM
TJ100aJIbHOM KOHOUI'ypaLUM.

QTECH (config) # line console 0 //BorouTe B pPEeXuUM
KOHOUT'YpaLVU KOHCOJIBHOTO IOCTYIIA.

QTECH (config-line)# speed \57600 //YCTaHOBUTE CKOPOCTH
nepemauy HOaHHBIX [0 KOHcoJu Ha 57600 6ur/c.

QTECH (config-line) # end //Bo3BpamaeT B
NPUBUIIETUPOBAHHEI PEXUM .

MpoBepka + BbInonHute komaHay show ans otobpaxeHus KOHUrypauum.
KOHcurypaumm
QTECH# show 1line console O //Displays the console
configuration.
CON Type speed Overruns
* 0 CON 57600 0
Line 0, Location: "", Type: "vtl00"

Length: 25 lines, Width: 80 columns

Special Chars: Escape Disconnect Activation

MR none M
Timeouts: Idle Idle Session
never never

History is enabled, history size is 10.
Total input: 22 bytes

Total output: 115 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

Modem: READY

2.4.4 BKnroyeHue U BbIKNOYeHMe onpeaeneHH\on cnyxobl
PesynbTaT KOHhUrypauumm

% [nHamuyeckass HacTpoWka CUCTEMHbIX Cnyx6 BO Bpems paboTbl CUCTEMBI,
BKIMOYEHNE U OTKNYeHne onpefeneHHbix cnyx6 (SNMP Agent, SSH Server n
Telnet Server).
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JTanbl KOHUrypaumm
BkntoueHne SNMP-areHTa, SSH-cepBepa u cnyx6bl Telnet-cepsepa

% (HeobsasaTenbHoO) BbINONHUTE 3Ty HACTPOKKY, €Ci HEOBXO4MMO UCMONBb30BaTh 3TH
cnyxObl.

lNMpoBepka KoHcUrypaumm

X/

% BbinonHute komaHay show running-config ana otobpakeHuns KOHUrypauuw.
% BbinonHute komaHagy show services, 4TOGbl OTOOpPa3nUTb  COCTOSIHME
BKITHOMEHUSA/OTKITHOHEHUSA CNYXObI.

CBA3aHHble HAaCTPOWKM
BkntoyeHne SSH-cepBepa, Telnet-cepsepa n cnyx6 SNMP-areHTa

KomaHpa enable service { ssh-server | telnet-server | snmp-agent }

OnucaHwue ssh-server: BknoyaeTt nnu oTkroyaeT cnyxby SSH-cepsepa.
napameTpoB | Cnyx6bl IPv4 n IPv6 Takke BKNo4aoTCA BMECTE C 3TOM CIYyXOOMN.
telnet-server: BkntoyaeT unu otkntodaeT cnyxby Telnet-cepsepa.
Cnyx6bl IPv4 1 IPV6 Takke BKIOYaAKOTCA BMECTE C 3TON Crnyxx60M.
snmp-agent: BknioyaeT unu otkntodaeT cnyxdy SNMP-areHTa.
Cnyx6bl IPv4 n IPV6 Takke BKNOYaOTCS BMECTE C 3TOW CrnyX00oMn.

Pexum Pexunm rmobanbHon KoHurypaumm
KOHcuUrypaumm

BcTtpoeHHasa | VcnonbayiTe 3Ty KOMaHAy AN BKIOYEHUS U OTKIOYEHUS
noackaska onpeaeneHHbIX Cryxo.

Mpumep KoHDUrypaumm
BkntoueHue cnyx6bl SSH-cepBepa

Jdransl < BkniounTe cnyxby SSH-cepsepa.
KOHcuUrypaumm
QTECH# configure terminal //BoviouTe B pexuM TJI00aJIbHOM’
KoOHOUITypaumun.
QTECH (config) #enable service ssh-server / /BKJIOUNTE CIIYXOy

SSH-cepsBepa.

MpoBepka + BbinonHute komangy show running-config ans oTtobpaxeHus
KoHpUrypaumm KOHGUrypauum.
% 3anyctute komaHgy show ip ssh, 4T0oGbI OTOGpa3uTbL
KOHUIypaumio W COCTOSHME BbIMOMHEHUsT cnyx0Obl  SSH-
cepsepa.
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2.4.5 HacTpouka 3anfaHMpoBaHHOW nepesarpys3ku
Pe3ynbTaTt KOHpUrypauum
HacTtpovite 3annaHupoBaHHYyt0 nepesarpysky, 4Tobbl nepesanyCcTtuTb YCTPOWCTBO B
COOTBETCTBUMN C pacnmcaHneM.
ATanbl KOHUrypaumm
HacTpolika nepesarpysku

3anyctute komaHgy reload B npuBUNErMpoBaHHOM  pexume, 4ToObl HEMEASIEHHO
nepesanycTntb CUCTEMY.

HacTtponka 3annaHMpoBaHHOM nepesarpysku
reload at hh:mm:ss month day year [string]

Ecnn Bbl HacTpouTe ornpenerneHHoe Bpems, cuctema OydeT nepesanyueHa B 37O
BpeMs. Bbl gomkHbl ykasaTb Bpemsi, kotopoe byaet B byayuiem. NapameTpbl mecsaua
(month), gHa (day) n roga (year) HeobssaTenbHbl. Ecriv gaHHble napameTpbl He
yKasaHbl, N0 YMOM4YaHUO NCMOMb3yeTCA BPpeMs CUCTEMHbIX YacoB.

/4% Ecnu Bbl XOoTUTe MCNosb30oBaTh NapameTp at, cMcTeMa [oMmKkHa NoAAepKMBaTh PYHKLMIO
yacoB. PekomeHayeTcs 3apaHee HacTPOUTb CUCTEMHbIE Yackl. HOBbIM NnaH nepesanycka
nepesanueT cywecTeyowmi. [naH nepesanycka 6yoet HeAeNCTBUTENBHBLIM, ECIN
cuctema bygeT nepesanylleHa 4O TOro, Kak nraH BCTYNuT B CUy.

/L Bpemsi nepesanycka fOMKHO GbiTb MNO3XKe TEKYLLEro CUCTEMHOTO BpemeHu. Mocne
HaCTPOWKW NiaHa nepesarnycka He U3MEHSANTEe CUCTEMHbIE Yacbl; B MPOTUBHOM Cry4ae
nnaH MOXeT ObITb HE BbIMOMTHEH (HanpuMMep, CUCTEMHOE BPEMsSl U3MEHSIETCS Ha BpeMS
rnocne nepesanycka).

CBA3aHHble HAaCTPOUKMU
lMepesarpyska ycTponucTea

KomaHpga reload [at {hh[:mm[:ss]]}[ month [day[year]]]]

OnucaHwue at hh:mm:ss: YkaabiBaeT Bpems nepesarpy3km CUCTEMbI.
napameTpoB | month: YkasbiBaeT mecsu roga B gnanasoHe ot 1 go 12.
day: YkasbiBaeT gaty B guanasoHe ot 1 go 31.
year: YkasbiBaeT rog ¢ 1993 no 2035. CokpalleHns He
Nnoaaep>KUBAKOTCA.

Pexum [MpuBUNErMPOBaHHLIN  PEXUM
KOHcpuUrypauum

BcTpoeHHas | OTa komaHZa No3BOSsieT BKIOYUTL Nepesanyck YyCTPoCTBa B
noAckaska onpeaeneHHoe Bpemsi.
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OTob6paxeHue
Onwucanwve KomaHga
show clock OTobpaxkaeT Tekylee CUCTEMHOE BPEMS.

show line { console line-num | vty line-
num | line-num }

OTobpakaeT KOH(UIypaLummn CoeAMHEHMS.

show reload

OToGpaxaeT napaMeTpbl Nepesanycka
CUCTEMBI.

show running-config [ interface
interface |

OTobpaxkaeT TekyLumne KoHurypaumm
YCTPOMCTBA UITN KOHGUrypauum
nHTepdenca.

show startup-config

OTobpaxaeT koHGUrypauum yCTpoucTs,
coxpaHeHHble B NVRAM.

show this

OTobpakaeT TekyLUme KoHuUrypaumm
CUCTEMbI.

show version [ devices | module |
slots |

OTobpaxaeT nHdopmaLmo 0 CUCTEME.

show sessions

OTobpaxxaeT nHopmaLmo O Kaaom
yCcTaHOBreHHOM ak3emnnispe Telnet-
KnueHTa.
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3 HACTPOUKA TEPMUHAIBHOIO AOCTYMNA
3.1 0630p

Ha ceTeBbIx yCTpOMCTBaX MMEKTCA pasnuyHble TUMbl TEpMUHANbHOro goctyna. MoxHo
ynpaBnATb TeEpMUHaNamm no rpynnamM Ha OCHOBE MX TUMOB. Ha ceTeBbIX YCTPONCTBAX
TepMuHanbHbIM A0CTYN aensartca Ha aea tuna, CTY n VTY.

3.2 NpumeHeHne

MpumeHeHne OnucaHue

Hoctyn K ycTponcTtBy no | Bxop B nHTepdernc komaHaHon ctpoku (CLI) ceTeBoro

koHconu (CTY) YCTPOWCTBA C NMOMOLLbIO KOHCOMMW.
JocTyn K yCTpOMCTBY Bxon B nHTepdenc komaHaHOW CTPOKM CETEBOIO
yepes (VTY) ycTponicTBa vyepes Telnet unmn SSH.

3.2.1 dlocTyn K yCTPOMUCTBY NMPU NOMOLLU KOHCOMNMU
CueHapuu
N3o6paxeHne 3-1

.

PC A

{1

3ameTkn A - 3TO ceTeBOe YCTPONCTBO, KOTOPbIM HEOBXOAUMO YNpaBnsTh.
MK — 31O cTaHuMsA ynpaBreHns ceTblo.

OnucaHue

CtaHums ynpaBneHWa CceTbil MNOOKMHYAeTCAa K KOHCOMbHOMY MOPTY CETEBOro
yCTpOMCTBa 4epe3 nocnegosatefnbHbli  kabenb. C  NoMoOWbO  NPOrpamMMHOro
obecneyveHuns koHconu (Hyper Terminal nnn gpyroro nporpaMmmHoro obecneyeHmst ons
MOLENMPOBaHUA TepMMHana) Ha CTaHUMK ynpaBneHns CeTbio MOXHO MOMy4YnUTb A4OCTYN
K KOHCONMW CeTeBOro YCTPOWMCTBA M BOUTU B WUHTEpdEenC KOMaHOHOW CTPOKW Ons
HaCTPOWKM M yNpaBreHnsi CETEBbIM YCTPOUCTBOM.

3.2.2 Aoctyn K ycTponcTBy 4Yepe3 VTY

CueHapun

N3obpaxeHne 3-2

.

PC A

{1
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3ameTkn A - 370 ceTeBO€ YCTPONCTBO, KOTOPbIM HEOBXOANMO YNpaBnATh.
MK — 31O cTaHuMsA ynpasreHns ceTblo.

OnucaHue

CrtaHuua ynpasreHns ceTbio MOAKIYaeTCs K CeTeBOMY YCTPOWUCTBY 4epes ceTb. C
nomowbto knueHta VTY (Hanpumep, Putty) Ha cTtaHuuu ynpaBneHusi CeTbio MOXHO
Nnosly4ynMTb AOCTYN K ceTEBOMY YCTponcTBy vepes Telnet unn SSH 1 BonTh B nHTEpheinc
KOMaHOHOW CTPOKM ANA HACTPOWKM U yNpaBreHuUs CETEBLIM YCTPONUCTBOM.

3.3 PyHKUUM

bas3oBble KOHLUenuuu
CTY

JInnna CTY coeanHsaeTcsa ¢ ceTeBbiM YCTPOMCTBOM Yepes NOpPT KOHCOSU. BonbWMHCTBO
ceTeBblX YCTPONUCTB UMEKT KOHCOSbHbIM NMopT. [JOCTyn K foKarbHOW CUCTEME MOXHO
NoSTy4YnTb Yepe3 KOHCOMbHbIN MOpPT.

VTY

JInnma VTY aBnsetca BMpTyanbHOW TEPMUHANBHOW NIMHUEN, KOTOpasa He OTHOCUTCSH K
annapatHomMmy obecrneyeHuto yctponcts. OHa ucnonb3dyeTtca anga nogkroyveHus Telnet
nnm SSH.

0O630p

PyHKUMA OnucaHue

OcCHOBHbIE HacTtporika TepmuHana, oTobpaxeHue n yganeHue uHdopmMauumn o
OYHKLUMNK NOAKIOYEHMM TepMUHana.

3.3.1 bazoBble thyHKUUMU
CBA3aHHble HACTPOUKUN CUCTEMbI
HacTpoliika TepMuHanbLHOro goctyna

BbinonHute komaHgy line B pexume rnobanbHOn KoHdurypaumm, 4ToObl BOWTU B
PEXUM KOHUrypaLuumn ykasaHHOro pexmma TepMuHanbHOro gocryna.

HacTpolika aTpubyToB TEpMUHANBHOrO AOCTYMa.
OuncTka TepMUHanbHbIX COEANHEHUN

Korga TepmuHan nogkntovaeTcs K ceTeBOMY YCTPOWCTBY, COOTBETCTBYHOLLAS JIMHUSA
TepMunHana 3aHdata. BeinonHuTe komaHay show user gnsi otobpaxeHusi COCTOSAHWUSA
NOAKMIOYEHMA TUX TEPMUHANbHbLIX NMUHWA. ECnn Bbl XOTUTE OTKNIOYUTL TepMUHan oT
CEeTeBOro YCTPOMCTBA, BbINONMHMTE KOomaHgy clear line, 4Ttobbl COpOCUTHE NMHUIO
TepMmunHana. Nocne cbpoca TepMUHaNbLHOro A0CTyna COOTBETCTBYOLNE NOAKITHOYEHNS
(Hanpumep, Telnet 1 SSH) 6yayT npepBaHbl, HTEP(ENC KOMAHLHOW CTPOKU BbINOET
M3 CUCTEMbl W JMHMM TepMuHana BOCCTAHOBATCA B HE3aHATOE COCTOSIHME.
lMonb3oBaTenu MoryT BOCCTaHOBUTb COEOUHEHNS.

YkasaHue konndectsa TepmuHanos VTY
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BbinonHute komaHay line vty, 4ToObl BONTU B peXMM HACTPonkn nuHumn VTY 1 ykasaTb
KonmyecTtso TepmuHanos VTY.

Mo ymonuyaHnwo wnmeetca 5 TepmuHanos VTY, npoHymepoBaHHbix oT 0 go 4.
KonuyectBo TepmuHanos VTY MOXHO yBennuntb [0 36, HOBble TepmuHanbl
HymepytoTcs oT 5 o 35. MoXHO yaanuTb TOMNbKO HOBbIE TEPMUHATbI.

3.4 KoHdourypaums

KoHdurypaums OnuncaHue n KomaHga

Bxon B pexnm ;"3\ (ObsizatenbHo) [aHHas koMaHga wucnonb3dyeTcsa Ans Bxoga B

KOHdMrypaumm pexXnuM KOHUrypaumm TepmMuHarbHOro goctyna.

TEPMUHANbLHOIO

gocrtyna line [ console | vty ] first-line [ BxoauT B ykasaHHbIN pexnm
last-line ] KOHpurypaumm

TepMUHAribHOro gocryna.

line vty line-number YBenuuneaet unm
YMEHbLUaEeT KOnM4YecTBO
AOCTYNHbIX NHUA VTY.

3.4.1 Bxoa B peXxuM KoHdUrypaumm TepMmHanbLHOro gocryna

Pe3ynbTat KOHdUrypauum
Bxog B pexum koHdwurypauum TepMUHanbHOro [OCTyna Afis HacTPOWKU Apyrux
OYHKUMNA.
ATanbl KOHUrypaumm
Bxopg B pexxum KoHduUrypauum TepMmHanbHOro gocrtyna

s ObgaszaTtesnbHo.
« Ecnn He ykasaHO MHOe, BOMAUTE B PEXMM KOHUIypaunm TepMuMHanbHOro goctyna
Ha Ka)KOOM YCTPONCTBE AJS11 HACTPOWKMN aTpubyTOB TEPMUHANBHOIO JOCTYyNa.

YBenunyeHne/ymeHbLleHne konnyectea nuHmm VTY

+» OnuuoHanbHo.
% BbinonHute komangy (no) line vty line-number, 4ToBbl yBENUYUTL NN YMEHBLLUUTb
KonmyecTtBo nNuHum VTY.

lNMpoBepka KoHdUrypauum

BbinonHuTte komaHgy show line gns otobpaxeHus kKoHUrypaumm TepMUHanbHOro
goctyna.

CBA3aHHble HAaCTPOUKMU
Bxoa B pexxum KoOHpurypaumm TepMmHansHOro goctyna

KomaHpa line [ console | tty | vty ] first-line [ last-line |

OnucaHue console: YkasbiBaeT KOHCOMbHbIW MNOPT.
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napameTpoB | Vty: YkasbiBaeT BUPTyanbHY0 TEPMUHATBbHYIO JIMHUIO, KOTOpas
nogaepxusaet Telnet nnn SSH.
first-line: YkasbiBaeT HoOMep NepBon JIMHUN.
last-line: Yka3biBaeT Homep nocrnegHen MHUN.

Pexunm Pexunm rnobanbHon KoHurypaumm
KOHpurypaum
"
BcTpoeHHasa | HepocTynHo
noackKaska

YBenunyeHne/ymeHbLleHne konndectsa nuHum VTY

KomaHpa line vty line-number
OnucaHue | |ina_number: YkasbiBaeT konuuecTso nuHMii VTY. [uanasoH sHaueHmi
napameTpoB | 1 ( 1o 35,
Pexum Pexunm rnobansHon KoHpurypaumm
KOHurypaum
7]
BcTtpoeHHasa | BoinonHute komaHgy no line vty line-number, 4ToObl yBENUMUNTL NNK
noackaska | yMeHbLNTb KONM4ecTBo nnHu VTY.
OtobpaxeHne koHurypaumm TepMmHanbHOro goctyna
KomaHpa show line { console line-num | vty line-num | line-num }
OnucaHue | console: YkasbiBaeT KOHCOMbHbIN MOPT.
napameTpoB | Vty: YkasbiBaeT BUPTyanbHY0 TEPMUHASBbHYIO JIMHUIO, KOTOpas
nogaepxusaet Telnet nnu SSH.
line-num: Yka3sbiBaeT NMHNIO, KOTOPY HEOBXOANMO OTOBPa3UTL.
Pexum MpuBMNerMpoBaHHbIN  PeXUM
KoHdurypaum
]
BcTtpoeHHasa | HepoctynHo
noackaska

Mpumep KoHDUrypaumm
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CueHapuun
N3o6paxeHue
3-3

{1

P

X4

Jranbl
KOHcpuUrypauum

RY

DS

X/
°e

Mopknounte TK Kk ceTeBOMy ycTponcTBY A 4epe3 nuHUIO
koHconu n sonaute B CLI Ha K.

BbinonHute komaHay show user ons otobpaeHusi COCTOSHUSA
NOAKMIOYEHMS NTIMHUM TepMUHana.

3anyctute komaHgy show line console 0 gna oTobpaxeHus
COCTOSAAHMWS TMHUM KOHCOSMW.

Bonante B pexum rnobanbHOW KoHdUrypauum W BbINONHUTE
KomaHay line vty, 4Tobbl yBENMYMTL KONMYECTBO TEPMUHANOB
VTY po 36.

Line
Location

CON
* 0
Line O,
Length:

Special

Timeouts:

Total input:
Total output:
Data overflow:

stop rx interrupt:

QTECH#show user

User

00:00:00

QTECH#show line console 0

Overruns

0

speed
9600

Type
CON

Location: "vt100"

wn
4

Type:

24 lines, Width: 79 columns

Chars: Escape Disconnect Activation

/\/\X /\D /\M

Idle
00:10:00

Idle Session

never

History is enabled, history size is 10.

490 bytes
59366 bytes
0 bytes

0 times

QTECH#show line vty ?
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<0-5> Line number

QTECH#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

QTECH (config) #1ine vty 35
QTECH (config-line) #

*Oct 31 18:56:43: %SYS-5-CONFIG I: Configured from console
by console

lNMpoBepka

KOHdUrypaumm

0,

% [Nocne BbiNoNHeHUs komaHabl show line MOXHO OBGHapPYXUTb,
YTO KONMMYECTBO TEPMUHASIOB YBENNYNIIOCD.
7

% BbinonHute komaHgy show running-config gns otobpaxeHuns
KOHoMrypaumu.

QTECH#show line vty ?

<0-35> Line number

QTECH#show running-config

Building configuration...

Current configuration : 761 bytes

version 11.0(1C2B1) (10/16/13 04:23:54 CST -ngcf78)
ip tcp not-send-rst
vlan 1
!
interface GigabitEthernet 0/0
!
interface GigabitEthernet 0/1
ip address 192.168.23.164 255.255.255.0
!
interface GigabitEthernet 0/2
!
interface GigabitEthernet 0/3
|

interface GigabitEthernet 0/4
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..mumt%

login

end

interface GigabitEthernet 0/5

interface GigabitEthernet 0/6

interface GigabitEthernet 0/7

interface Mgmt O

line con O

line vty 0 35

3.5 KoHTponb cocTosHUA

OuucTtka

A\ BblnonHeHne komaHg clear

cnepfoBaTenibHO, NpepbIBaHNIO PaboThl CryxoO.

OnucaHue

KomaHpa

CbpacbiBaeT COCTOSIHME
coeanHeHs
TepPMUHaNbBHOro AoCcTyna.

clear line { console line-num | vty line-num | line-num }

OToGpaxeHue

OnucaHue KomaHpa

OtobpaxaeTt show line { console line-num | vty line-num | line-num }
KOHpurypaumto

TEPMUHANbHOrro gocrtyna.
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4 HACTPOUKA OUANA30OHA BPEMEHM
4.1 O630p

Time Range ([dvnana3oH BpemeHu) — 370 cnyxba ynpaBneHuss Ha OCHOBE BpPEMEHM,
KoTopasi NpPefoCcTaBrsieT HEKOTOPbIM  MPUITOXEHUSIM  BO3MOXHOCTb  yNpaBrieHns
BpeMeHeM. Hanpvmep, MOXHO HacTpouUTb Auana3oH BpeMEeHW U CBA3aTb ero co
cnnckom ynpasneHus goctynom (ACL), yTobbl ACL-cnnMcok BCTynuin B CUny B TeYEHUe
onpeaeneHHbIX He U BpeMeHU Heaenu.

4.2 BapuaHTbl NPpUMEHEeHUA

BapuaHTbl npumeHeHna CueHapuun

MpumeHeHne puanasoHa | [NMpumeHnTe guanasoH BpemMeHn k moaynto ACL, 4Tobbl
BpemMmeHu k ACL-cnmcky ACL-cnucok 3anyckarncs no BpemeHu

4.2.1 NMpumeHeHne anana3oHa BpemMmeHu K ACL-cnucky
Mpumep npumeHeHUs

OpraHusauus nosBonseT nonb3oBaTensaM nonydatb goctyn K cnyxbe Telnet Ha
yaaneHHom xocTte Unix Tonbko B paboyee BpeMsi, kKak nokasaHo Ha N3obpaxeHue 4-1.

N3obpaxeHune 4-1
192 168,202,207

182, 168.202,0024 LIMEE Server

1921682021

2.2.2.1

192.168.12.0v24

192.168.12.1

_‘_\:&J 192.168.12.219
PC

lNpnmeyvaHue Hactponte ACL-cnucok Ha ycTpouctBe B gna peanusauuun
cneayowen QyHkunmn 6e30nacHOCTU:

XocTbl B cermeHTe cetn 192.168.12.0/24 moryT nony4uTb AOCTYnN K
cnyxb6e Telnet Ha yganeHHOM xocTe Unix Tonbko B pabo4ne vacsol.
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(DyHKLIMOHaanOE pa3BepTbiBaHue

% Ha yctpoinctee B npumennte ACL-cnncok pgns  ynpaBneHus OOCTyrnom
nonb3oBaTenen k cnyxbe Telnet B cermeHTe cetn 192.168.12.0/24. Cesixxute ACL-
CMNCOK C AMana3oHOM BpemeHu, YTobbl JOCTyn nonb3oBaTtenen K xocty Unix Obin
paspeLleH Tonbko B paboyee BpeMs.

4.3 CBegeHuUA o (hyHKUMMU
BasoBble KoHUenuuu
HacTpolika abcontoTHOro guanasoHa BpeEMEHN
ABCONIOTHLIN Anana3oH BpeMeHu npeacTaBnsieT cobon nepuoa Mexay BpeMeHeMm

Ha4yana u BpemMeHeM OKOH4aHudA. Hanpumep, [12:00 1-ro aHBaps 2000, 12:00 1-ro

aHBapsa 2001] saBnseTcs TUNUYHbBIM  abCOMOTHBIM  AManasoHoM BpemeHu. Ecnn
NPUNoXeHne OCHOBaHO Ha Anana3oHe BpeMeHu, onpeaeneHHas PyHKUMs MoxeT ObiTb
3P EKTMBHON B 3TOM AMana3oHe BPEMEHN.

lMepuogunyeckoe Bpem4

Mepuognyeckoe BpeEMS OTHOCUTCA K MNEPUOAMYECKOMY WHTEpBany BPEMEHN.
Hanpumep, «c 8:00 kaxabih noHepenbHuk Ao 17:00 kaxgyr nAaTHUUY» aBNdeTcs
TUMUYHLIM NEPUOANYECKMM WHTepBarioMm BpeMeHu. Korga npurnoXxeHwe, OCHOBaHHOE
Ha BpEMEeHM, CBA3aHO C AuManasoHOM BpeMeHW, ornpeferneHHass YHKUMS MOXeT
nepunoanyeckn encTBOBaTh C KaXX4oro NoHeAenbHMKa No NATHULLY.

PYHKLUMN

PyHKUMA PyHKLUMA

Vcnonb3oBaHue | YctaHaBnuBaeTt abCcontoTHbLIN JnanasoH BpeEMEHU ansa
abconTHOro NPUMOXEHNS, OCHOBAHHOIO Ha BpPEMeHW, 4YTOoObl onpeaeneHHas
avanasoHa dyHKUMA gencreoBana B abConOTHOM AMana3oHe BPEMEHM.
BpEMEHM

WMcnonb3oBaHne | 3agaeT nepvoaudeckoe BpPeEMS UIK MPUNOXKEHWE, OCHOBaAHHOE Ha
Nepuoanyeckoro | BpeMeHu, YTobbl onpeaeneHHas yHKUNUS AeACTBOBana B Te4eHue
ananasoHa onpeaeneHHoro nepnoaa BpeMeHu.

BpEMEHU

4.3.1 Ucnonb3oBaHue abCoOnMOTHOro AnanasoHa BpeMeHun
MpuHUMn paboTbl

Korga npunoxeHuwe, OCHOBaAHHOE Ha BpeMEHM, BKIOYaeT onpeferieHHy (yHKUMo,
OHO onpegensieT, aBnseTca nNu Tekylwee Bpems B abCONOTHOM AManas3oHe BPEMEHMW.
Ecnun pa, pyHKUuMS OENCTBYET UM OTKIIKOMEHA B HAcTosLLee BpeMS B 3aBUCMMOCTU OT
KOHKPETHOW KOH(pUrypaumu.

CBsizaHHble HACTPOWKU CUCTEMDI
HacTpoiika gnanasoHa BpemeHu
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Mo yMOIn4aHnio anana3oH BpeMeH HEe HaCTPOEH.

Mcnonb3ynte komaHgy time-range time-range-name Ans HaACTPOWKM [uanasoHa
BPEMEHMN.

HacTtpowika abcontoTHOro AnanasoHa BpEMEHM

ABCONOTHLIN Ananas3oH BpemeHu no ymonyvaxuto: [00:00 1-ro anBap4a O r., 23:59 31-ro
aekabps 9999 r.].

Mcnonbaynte komangy absolute { [start time date] | [end time date] } ans HacTpownku
abconTHOro AManasoHa BpeEMEHM.

4.3.2 Ucnonb3oBaHMe NepuoanyecKkoro gnanasoHa BpeMeHum

MpuHUuMn paboTbl

Korga npunoxeHue, OCHOBaHHOE Ha BPEMEHW, BKMOYAET ornpefeneHHyo OyHKLuI,
OHO onpegenseTt, sBNAeTCA NN Tekyllee BpemMs B MNepuoauvyeckoMm auanasoHe
BpemeHun. Ecnn ga, yHKUMS OEeNCTBYEeT WM OTKIKYeHa B HacTosiuee BpeMs B
3aBMCMMOCTWN OT KOHKPETHOM KOHpUrypawmu.

CBA3aHHble HACTPOUKUN CUCTEMbI
HacTtponka gnanasoHa BpeMeHu
Mo ymonuyaHuto gnanasoH BPEMEHW HE HACTPOEH.

Mcnonb3ynte komaHay time-range time-range-name [Ans HACTPOWKW AManasoHa
BpEMeHM.

HacTtponka nepnoan4eckoro BpeMeHu
Mo ymonyaHuio He HaCTPOEHO NepUoanNYeECKOe BPEMSI.

[1na HacTpoOWKM Nepmoanyeckoro BpeEMEHM Ucnonb3ynTe komaHagy periodic day-of-the-
week time to [day-of-the-week] time.

4.4 NMoapobHble cBeAeHUs1 O KOHdUrypaumm

KoHdurypaumoHHbin = CnpaBka u cBA3aHHbIe HACTPOUKU
3neMeHT

HacTpoitka ananasona | 4 Opasatenshas koHdurypauns. [ns ucnonb3osaHns dyHKLMAM
BpEMEHN [nana3oHa BpemMeHu TpebyeTca HacTpolika AnanasoHa
BPEMEHM.

time-range time-range-name  HacTtpavBaeT agnanasoH
BPEMEHM.

/Ah DononHuTenbHas koHdurypaums. NMpu HE06X0AUMOCTI MOXHO
HaCTPOMUTb pasnu4yHbIie NapameTpbl.

absolute { [start time date] | | HacTpanBaeT abCcontoTHbIN
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[end time date] } AnanasoH BPEMEHMN.
periodic day-of-the-week HacTtpauBaeT nepmnognyeckum
time to [day-of-the-week] AnanasoH BpEMEHW.
time

4.4.1 Hactponka guanasoHa BpeMeHU

Pe3ynbTaTt KOHpUrypauum

X/

% HacTpoiiTe OuanasoH BpPeMeEHM, KOTOPbIA MOXET ObiTb abCOMTHBIM UMK
nepruoauyeckuMm WHTEPBanNoM BPEMEHM, 4YTOObl MNPUMOXEHWEe, OCHOBaHHOE Ha
AvanasoHe BPEMEHW, MOFMO BKMOYUTbL OMpeaeneHHy QYHKUMIO B npegenax
[aHHOro AManasoHa BPEMEHMW.

MeTopa koHduUrypauumm
HacTtponka gnanasoHa BpeMeHu
s Ob6gaszatenbHasa KOHpUrypaums.

% BbInonHWTE HACTPOMKY Ha YCTPOWCTBE, K KOTOPOMY MPUMEHSIETCS AuanasoH
BPEMEHM.

HacTpolika abcontoTHOro guanasoHa BpEMEHM

< [ononHutenbHasa KoHpUrypaums.
HacTtponka nepmnogmnyeckoro agnanasoHa BpemMeHu

< [ononHutenbHasa KoHpUrypaums.
lNMpoBepka KoHcUrypaumm

< Wcnonb3ynte komaHgy show time-range [time-range-name] gns npoBepku
MHd OPMaLNKM O KOHUrypaumm guanasoHa BpeMEHN.

CBA3aHHble HAaCTPOWUKMU
HacTtponka gnanasoHa BpeMeHu

KomaHpga time-range time-range-name
OnucaHue time-range-name: UMA gnanasoHa BPEMEHU, KOTOPbIN HEOBXOAMMO
napamMmeTpoB CO34aTb.
Pexum Pexnm rnobansHon KoHpurypaumm
KOHdurypaum
7]
BcTtpoeHHaa HekoTopble npunoxexus (Hanpumep, ACL) moryT paboTtaTb B
noAackaska  3aBMCUMMOCTM OT BpemeHu. Hanpmumep, ACL-cnvcok moxeT 6bITb
a(ppeKkTnBEH B onpeaerieHHbIX Auana3oHax BpemeHu Hegenu. [Ans
3TOro cHayana HeobxoanMo HacTpPOUTbL Ananas3oH BpeMeHU, a 3aTem
HaCTPOUTb COOTBETCTBYIOLLNIN KOHTPOSb BPEMEHU B PEXUME
HaCTPOMKM BPEMEHHOIO AMana3soHa.

HacTtporika abconoTHOro AnanasoHa BpeMeHn
KomaHpa absolute { [start time date] | [end time date] }
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OnucaHue  start time date: Bpemsa Havana gnanasoHa.
napameTpoB end time date: BpemMs OKOHYaHUA gMana3oHa.
Pexum Pexnm HacTponkn guanasoHa BpeMeHU
KoHdurypaum
]
BcTtpoeHHaa Vicnonb3yinte komaHay absolute gnga HacTporku abCcontoTHOro
noAckaska  JuanasoHa BpeMeHU Mexay BpeMEHEM Hayana u BpeMEHeM
OKOHYaHus, YTOObl onpeaeneHHasn PyHKUNS aencteoBana B
abCcontoTHOM [Mana3oHe BPEMEHM.

HacTponka nepnogmnyeckoro gnanasoHa BpeMeHu

KomaHpa periodic day-of-the-week time to [day-of-the-week] time
OnucaHune day-of-the-week: geHb Hegenu, koraa HadMHaeTCcs Unm
napamMmeTpoB 3aKaH4MBaETCH Nepuoanyeckoe Bpems
time: To4HOE BpeMsi Ha4yana Unu OKOHYaHUs NePUOANYECKOro

BpeEMEHM
Pexum Pexnm HacTponkn guanasoHa BpeMeHu
KoHdurypaum
]

BcTtpoeHHaa Vicnonbayinte komaHay periodic onst HACTPONKN NEPUOLNYECKOrO
noAckaska  WHTepBarna BpeMeHu, 4Tobbl onpegeneHHas yHKUMSA gencTBoBana B
TeyeHne NepuoLMYEeCcKoro MHTeEpBana BpEMEHM.

4.5 KOHTponb COCTOSIHUA U NoaaepXaHue BpeMeHHOro ananasoHa

OTobpaxeHue cTtaTtyca BbINOJSIHEHUSA

PyHKLMA KomaHpa

OtobpaxaeTt show time-range [time-range-name]
KOHoUrypaumio

AnanasoHa BpeMEHM.
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5 HACTPOUKA USB
5.1 O630p

YHuBepcanbHasa nocnegosartenbHas wuHa (USB) sBnseTcsa cTtaHOapTOM BHeLUHEN
WnHbl. B gaHHoM gokymeHTe TepMmnH USB oTHOCUTCS K nepudepuinHOMYy YCTPOMCTBY,
coBmectumomy ¢ USB, Hanpumep, K pnaw-Hakonutento USB.

USB — 3T0 yCTPOMCTBO C BO3MOXXHOCTbLIO ropsiyen 3ameHbl. Ero MOXXHO ucnosib3oBaTtb
ANa  KonupoBaHus dannoB (Hanpumep, annoB KoHUrypaumm u XypHana) c
YCTPOWCTBA CBSA3N WM KOMUPOBAHUS BHELWHWX AdaHHbIX (Hanpumep, dannos
0BHOBNEHUSA cUCTEMbBI) HA GON3LW-NaMATb YCTPONCTBA CBSA3M.

KoHkpeTHble cueHapum mncnonb3oBaHua USB nogpobHO onucaHbl B pyKOBOACTBaXx Mo
HaCTPOMKE COOTBETCTBYIOLNX (PYHKUMW. B 9TOM [OOKYMEHTEe OnuCbIBAeTCs TOSbKO
noeHTudurkauma, ucnonb3oBaHne u wu3ssnedveHne USB-Hakonutenda uM NpocMoTp
nHdopmauumn o USB-ycTponcTse.

5.2 NpumeHeHne

MpumeHeHune OnucaHue

cnonb3oBaHue dnaLu- dannbl 06HOBNEHUA XpaHATca Ha dnaw-Hakonutene USB.
Hakonutens USB ans [Mocne BKMWYEHMST  YCTPOMCTBO OOHapyxmBaeT  pnaw-
0oBHOBNEHNSA YCTPONCTBA Hakonutens USB u 3anyckaet komaHay oOGHOBReHus AOns

3arpyskun cannoB obHoBneHus. locne 3aBepLUeHUss 3arpy3ku
YCTPONCTBO nepesarpyxaeTca W 3anyckaeT OOHOBNEHHYH
BEPCUIO.

5.2.1 Ucnonb3oBaHue ¢naw-Hakonutensa USB ansa o6HoBneHus ycTtponcTea
CueHapun

daninbl 0OHOBMEHUA XpaHATCA Ha dnaw-Hakonutene USB. [locne BkNoYeHUN
YyCTPOMCTBO OBHapyxusaeT dnaw-Hakonutens USB 1 3anyckaeT komaHay oOHOBMREHUS
ana  3arpy3ku  dannoB ob6HoBneHus. [locne 3aBeplUeHMst 3arpy3ku YCTPOWCTBO
nepesarpyxaeTcs 1 3anyckaeT 0OHOBMEHHYO Bepcuto. [pumep komaHabl O6HOBNEHUS:

upgrade usb0:/s12k-ppc_11.0(1B2) 20131025 main_install.bin

Ecnun dann asnsetcs BanuMaHbiM M 9Ta KOMaHAa BbIMNOIHEHA KOPPEKTHO, YCTPONCTBO
OyoeT aBTOMaTUYECKN NepesanyLeHo ¢ o6HoBneHHom Bepcuei 0.

OnucaHue

s Wcnoneaynte npedukc "usb0:/" ana goctyna k USB 0. BeinonHute komaHgy show
usb ansa otobpaxeHusa nHgpopmauun o USB ¢ ngeHtudmkatopom O.
% BbInonHuTte komaHay upgrade ons obHoBNEHUS.

5.3 PyHKUUM
Ncnonb3oBaHne USB
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BctaBbTe USB-Hakonutenb B pasbem USB. Cructema aBToMaTnyeckn BbINOSTHUT MOUCK
USB. lMNocne obHapyxeHna USB moaynb ApanBepoB aBTOMaTUYECKN MHULMANN3NpyeT
Apansep USB. lNocne nHuumanusaumm cuctema aBToMaTnyeckn 3arpyxaeT ¢pannoByro
cuctemy Ha USB. lo3xe cuctema CMOXET CYMTbIBaTb UMM 3anucbiBaTb AaHHbIE C
USB-HakonuTtens.

s Ecnun cuctema obHapyxut USB u ycnewHo 3arpy3uT ppavesep, oTobpasntcs
cnegyowias ntHgopmMauus:

*Jan 1 00:09:42: %USB-5-USB DISK FOUND: USB Disk <Mass Storage> has been

inserted to USB port 0!

*Jan 1 00:09:42: $USB-5-USB_DISK PARTITION MOUNT: Mount
usbO0 (type:FAT32),size : 1050673152B(1002MB)

{ "Mass Storage" yka3sbiBaeT UMsi UCKOMOrO YCTPOMWCTBa, a "usb0:" — yka3biBaeT, 4YTO 3TO
nepebin  USB-Hakonutenb. "Size" ykasbiBaeT pasvep pasgena. Hanpumep, B
COOTBETCTBMM C npeabigylienn otobpaxaemon WHdpopmaumen dnaw-Hakonutens USB
nmeet ob6vem namatn 1002 MB.

& '"Size" ykasbiBaeT pasmep pasgena.
N3BneueHne USB-Hakonutens

CHavana ussneknte USB 13 cuctembl C NOMOLLbIO KOMaHAbl MHTepdenca KoMmaHaHOM
ctpokn (CLI); B NpOTUBHOM Criy4ae MOXET BO3HMKHYTb OLMbKa, ecrnv cuctema Bee eLle
ncrnonbsyet USB.

*

s Ecnn USB-HakonuTenb ycnewHO  wu3BnedeH, oTobpasutca  cneaywowas
NHdopMauus:

OK, now you can pull out the device 0.

USB-HakonuTenb MOXHO BblHYyTb W3 pa3bemMa TONbKO Mocne oTobpaxeHns

npegblaywen nHgopmauunm.

5.4 KoHdpurypauusa

KoHdurypaums OnucaHuve n KomaHaa

WNcnonb3oBanne USB | A O6ssatenbHo.

HepocTynHo

Wseneyenne  USB- | A (O6s3aTensHo) McnonbayeTcsa ans ussneyerns USB.

Hakonurtend

CUCTEeMblI.

5.4.1 Ucnonb3oBaHue USB
Pe3ynbTaT KOHUrypauum

Mocne 3arpy3kn USB-Hakonntens MOXHO BbINOSTHUTb KOMaHAbl 0annoBOW CUCTEMBI
(Hanpumep, dir, copy un del) gns BeinonHeHus onepauun Ha USB-Hakonutene.
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MpumeyaHunsn

s O6waa onepaumoHHas cuctema QTECH (QTOS) nopaepxuBaeT TOMbKO
ycTponctBa (T.e. 0BbluHble dnaw-Hakonutenu USB), koTopble COBMECTUMbI CO
CTaHOapTHbIM Habopom KOMaHg uHTepdenca MarnblX KOMMbIOTEPHbLIX CUCTEM
(SCSI). Opyrne yctponctsa, Takve Kak ¢naw-Hakonutenb USB, BCTPOEHHbIN B
ceteByto kapty USB (NIC) n dnaw-Hakonutens USB ¢ BupTyanbHbIM UCKOBOAOM
CD-ROM, He moryT ncnonb3soBaTtbcs B QTOS. HekoTopble yCTpoOMCTBa HACTPOEHDI
Ha npeobpasoBaHue nopta USB B nocnegosaTenbHbIN NOPT.

< USB nogaepxuBaeT Tonbko annosyto cuctemy FAT. [Opyrne dgpannoBblie CUCTEMDI
Ha USB pomkHbl ObiTb OoTdopmaTupoBaHbl B dannoByto cuctemy FAT Ha [K,
npexae yem USB moxHo ByaeT ncnonb3oBaTb Ha YCTPOUCTBE.

s QTOS nogpepxmBaet USB-KoHUeHTpaTopbl. [1pn nogknoyeHnn pnaw-Hakonutens
USB k nopTy koHuUeHTpaTopa NyTb AocTyna MeHdetcs. Ecnu cnaw-Hakonutenb
USB nogkntoyeH k nopty USB yctpowncTtea, nytb goctyna — usbX:/, rae X
obo3HavaeT maeHTMdukaTop yctponcrtea. [na otobpaxeHuss 3TOro nNyTv MOXHO
BbINONHUTL KoMaHay show usb. Ecnu dpnaw-Hakonutens USB nogkntodeH k nopTty
USB u4epes KoHueHTpaTop, nyTb pgoctyna — usbX-Y:/, roae X ob6osHavaeT
noeHTugukatop yctponctea, a Y — uaeHTMMKaATOp MnopTa KOHUeHTpaTopa.
Hanpumep, usb0-3:/ ykasbiBaeT NopT 3 Ha KOHLEHTpaTope, NOAKMHOYEHHOM K MOPTY
USB 0 ycTporicTsa.

ATanbl KOHdUrypaumm
NoeHTndpukaumna USB

USB-HakonuTenb MOXHO Hanpsimyto nogkntountb kK USB-pasbemy 6e3 ncnonb3oBaHus
NHTepdenca KoMaHgHOM CTPOKM.

Ncnonb3osaHne USB

[na konupoBaHusa dannos ¢ USB Ha dnaw-HakonuTenb BLINOMHUTE cnegylouwmne
AEeNCTBUS:

¢ BbinonHute komaHay cd, 4Tobbl BBECTU pa3gen USB.

% BbinonHute KomaHay copy, 4ToObLI ckonvpoBaTb pannbl ¢ USB-HakonuTens Ha
donaL-HaKkonuTesb YCTPONCTBA.

s BbinonHute «komaHgy dir, 4TOBbI NPOBEPUTb, KOMUPYKTCA N  dawnnbl Ha
YCTPOWNCTBO.

© Ecnu USB umeeT HeckonbkO pasgenoB, MOXHO MOMyYUTb OOCTYMN TOMbKO K MepBOMY
pasgeny FAT Ha ycTponcTse.

© MMyte USB He cogepXuT HM OAHOro Katariora BepxHero ypoBHs. [locre BbIMOnHeHus
komaHabl cd usbX:\ gns goctyna k USB moxHo 3anyctute komangy cd flash:\ gns
BO3BpaTa K hansioBon cucteme doriaLl-HakonuTens.

MpoBepka kKoHUrypaumm

BeinonHute komaHay show usb ansa otobpaxeHus nHgpopmaumm o USB-HakonuTene,
BCTaBfIEHHOM B YCTPOWCTBO.

Mpumep KoHdUrypaumm
Wcnonb3oBaHne naw-Hakonutena USB
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CueHapuun

ABTOHOMHas cpefa

ATanbl

KoHdurypaumm

+ BcrtaBbTe naw-Hakonutens USB B USB-pa3bem ycTponcrea.
% BbinonHuTte komaHay show usb B KOHCONKM yCTPOMCTBA.
« Ckonupynte dann config.txt ¢ dnaw-Hakonutena USB Ha dnaw-

HaKOHMTeﬂbyCTpOﬁCTBa.

QTECH#show usb

Device: Mass Storage

ID: O

URL prefix: usbO

Disk Partitions:

usb0 (type:vfat)

Size:15789711360B(15789.7MB)

Available size:15789686784B(15789. 6MB)

QTECH#

QTECH#

QTECH#dir usbO:/

Directory of usb0O:/
1 -rwx 4 Tue Jan 1 00:00:00 1980 fac test
2 —-rwx 1 Mon Sep 30 13:15:48 2013 config.txt

2 files, 0 directories

15,789,711,360 bytes total (15,789,686,784 bytes free)

QTECH#

QTECH#

QTECH#copy usb0:/config.txt flash:/

Copying: !

Accessing usb0:/config.txt finished, 1 bytes prepared

Flushing data to flash:/config.txt...

Flush data done

QTECH#

QTECH#

KOHcpuUrypauum

MpoBepka

% [poBepbTe Hanuuue parina config.txt B pnaw-namaTu.

QTECH#
QTECH#dir flash:/

QTECH |
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Directory of flash:/
1 drw- 160 Wed Mar 31 08:40:01 2010 at
2 drwx 160 Thu Jan 1 00:00:11 1970 dm
3 drwx 160 Thu Jan 1 00:00:05 1970 rep
4 drwx 160 Mon Apr 26 03:42:00 2010 scc
5 drwx 160 Wed Mar 31 08:39:52 2010 ssh
6 drwx 224 Thu Jan 1 00:00:06 1970 wvar
7 d--- 288 Sat May 29 06:07:45 2010 web
8 drwx 160 Thu Jan 1 00:00:11 1970 addr
9 drwx 160 Sat May 29 06:07:44 2010 cwmp
10 drwx 784 Sat May 29 06:07:47 2010 sync
11 --w- 92 Tue Feb 2 01:06:55 2010 config vsu.dat
12 -rw- 244 Sat Apr 3 04:56:52 2010 config.text
13 -rwx 1 Thu Jan 1 00:00:30 1970 .issu state
14 -rw- 0 Tue Feb 2 01:07:03 2010 ss_ds debug.txt
15 -rw- 8448 Thu Jan 1 00:01:41 1970 .shadow
16 -rwx 268 Thu Jan 1 00:01:41 1970 .pswdinfo
17 -rw- 4 Tue May 25 09:12:01 2010 reload
18 drwx 232 Wed Mar 31 08:40:00 2010 snpv4
19 drwx 6104 Sat May 29 06:10:45 2010 .config
20 ——-- 1 Thu Jan 1 00:04:51 1970 config.txt
21 d--- 160 Thu Jan 1 00:00:12 1970 syslog
22 drwx 160 Tue May 25 03:05:01 2010 upgrade ram
23 drwx 160 Tue Feb 2 01:06:54 2010 dm vdu
24 -rwx 16 Thu Jan 1 00:01:41 1970 .username.data
9 files, 15 directories
5,095,424 bytes total (4,960,256 bytes free)
QTECH#

TunuyHble oWNOKKN

% B yctponcteo BcTaBneH dnaw-Hakonutens USB, noagepxuBarolwmin KOMaHAbl,
OTNu4YHbIe oT SCSI.

% USB-Hakonutenb He wucnosnb3yeT dannosyto cuctemy FAT un He mMoxeT ObiTb
NOEHTUOULNMPOBAH CUCTEMON.

5.4.2 N3BneyeHne USB-HakonuTtens

Pe3ynbTat KOHdUrypauum

M3enekute USB n ybeantech, 4to USB 1 yCTPOMNCTBO NOSTHOCTLIO pa3beAnHEHbI.
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MpumeyaHunsn

s lNepen wusBnedenHnem USB-HakonuTensi BbINOMAHUTE KOMaHdy usb remove; B
NPOTMBHOM Cly4Yae Npou3onaeT cucteMHas owmbka.

JTanbl KOHUrypaumm
BbinonHeHne komaHgbl Remove (A3Bneysb)
s Ob6sa3aTenbHO.

X/

s lMepepn n3esneveHnem USB-HakonuTens BbINOMHUTE KOMaHAy usb remove.
N3enevyeHne USB-Hakonutens

Mocne BbINOMHEHMS kKOMaHabl remove u3Bnekute USB-Hakonutenb 13 pasbema.
MpoBepka kKoHUrypaumm

BbinonHute komangy show usb ana otobpaxeHusa nHgpopmauun o USB-HakonuTene,
BCTaBfIEHHOM B YCTPOWNCTBO.

CBAi3aHHble HAaCTPOWKM
MN3BnevyeHne USB-Hakonutensa

KomaHpaa usb remove device-id

OnucaHwue device-id: YkasblBaeT ngeHtudukatop nopta USB Ha ycTtponcTtee. [ng
napameTpoB | oTobpaxeHus aToro |ID MOXHO BbINONHUTL KOMaHAy show usb.

Pexunm MpuBUNErMPOBaAHHLIN  PEXUM
KOHcuUrypaumm

BctpoeHHasa | [lepen nssnedeHnem USB BbinonHuTe KoMaHay usb remove; B

noackaska NPoTUBHOM crnyvae, ecnn USB ncnonb3yetcs, 6yaeT BbiBEAEHO
cooOLieHne 06 owmnbke. Ecnm komaHaa BbINONHEHa, 0TobpaXkaeTcs
cooTBeTCTBYyOLWas MHopmaums, U MOXHO n3enevs USB-HakonuTenb n3
pasbema. Ecnn BbinonHeHne komaHabl He yaanock, USB Bce ewe
ncnoneadyetcd. B aTom cnyyae He nssnekante USB-HakonuTenb, noka oH
He BygeT Mcnonb30BaTbCA.

Mpumep KoHdUrypaumm
MN3BneyeHne USB-HakonuTens

CueHapun | AgroHomHasi cpena

dtanbl % 3anyctute komaHgy show usb, 4yToGbl OTOGpasnTb naeHTUduKaTop
KoHdurypaumm USB.

% I'Iepe,u, nsenevyeHnem USB-Hakonutens BbINOMHUTE KOMaHay usb
remove.

QTECH#show usb
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Device: Mass Storage

ID: O

URL prefix: usbO

Disk Partitions:

usb0 (type:vfat)

Size:15789711360B (15789.7MB)

Available size:15789686784B (15789.6MB)
OTECH#

OTECH#

QTECH#usb remove 0

OK, now you can pull out the device 0.

lNMpoBepka

KOHdUrypaumm

% CHoBa 3anyctute komaHay show usb, 4Tobbl NpoBepUTL, N3BMNEYEH NN
USB-HakonuTenb. Ecnn yctpomctBo ¢ wuaeHtudgukatopom 0 He
oToOpaxkaeTcs B BbIXOAHbLIX AaHHbIX KOMaHabl show usb, 3Haunt USB-
HaKonuTenb yaarneH.

QTECH#show usb
QTECH#

5.5 KoHTponb cocTosiHUSA

OTobpaxeHue

OnucaHune KomaHpa
OtobpaxaeT nHhopmaumo o show usb
Tekywem USB-ycTponcTse.

QTECH |
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6 HACTPOUKA UFT
6.1 O630p

YHudpumumposaHHasa Tabnuua nepecobinku (UFT) no3sonset koMmyTaTopy AMHaMUYecKu
pacnpefensTb 3anucy annapaTtHon NepechIku.

lNMpoToKkonbl n ctaHaapTbl
HepocTynHo

6.2 NpumeHeHue

BapuaHTbl npuMeHeHusA CueHapumn

NnHamunyeckoe Ecnu YCTPOWCTBO paboTaeTt B obwem pexunme
pacnpegerneHue 3anncemn mMapwpyTusauum, metka MPLS He TpebyeTca ans nepechisiky,
N COOTBETCTBYKOLLEEe MecTO [Afd 3anucu He WCMonb3yeTcs.
Ecnn BxogHasa emkoctb meTkm MPLS moxeT nmcnonb3oBaTtbcs
apyrmmm 3anncamm, Hanpumep 3anmcamm ARP/ND, ycTponcTso
MOXeT 0byunTbcs Gonbluemy konnyecTtsy 3anucen ARP/ND.

6.2.1 AnHamMunyeckoe pacnpeaeneHuve 3anucen
CueHapuu

Ha cnenywowem wn3obpaxeHnn nokasaHa obwas TOnonorust KammnycHou CeTu.
YCTPONCTBO YpPOBHSA A4pa MOXeT OblTb pasBepHyTo B Hebonbwon obnactm
KOHBEPreHuun B Ka4ecTBe Maroro CBOAHOro yctponcTea. OyHKUUN YPOBHSA 2 SSAPOBOro
YCTPOWCTBA BKITOYMEHbI. YCTPOWCTBO YPOBHA f4pa Takke MoOXeT ObiTb pa3BepHYTO B
Gonblon 06nacTn KOHBEPreHLMn B KadecTse BONbLLIOro CBOAHOro ycTtponcrea. B atom
cny4ae yCTPOMCTBO YpOBHS sigpa paboTtaeT kak wnto3. Korga ycTponcTBo ypoBHA sigpa
BbICTyNaeT B KayecTBe Marioro CBOAHOIO YCTPOWCTBa, eMy TpebyeTcs OOCTaTOYHO
bonbLon pasmep Tadbnuubl MAC-agpecos.

[pyron cueHapun MCNosib30BaHUS YCTPOMCTBA YPOBHA s4pa, Korga OHO BbICTyMNaeT B
kKayectBe OONbLIOrO CBOAHOrO YCTPOWCTBA, a WMEHHO, OOonbloro LwWno3a.
BosmoxHoctn goctyna 3asucatr ot emkoctu ARP u ND, a nmeHHO OT KonuyecTtsa
AOCTyNHbIX TepMmuHanoB IPv4 n IPv6. B kayectBe npumepa BO3bMEM YCTPOWCTBO,
ycTaHoBfieHHoe ¢ ornepauuMoHHon cuctemonm Windows 7. Takoe YyCTpOWMCTBO
nogaepxuBaet agea crteka IPv4d n IPv6. Korga TepmuHan nonyyaet Aoctyn K
YCTPOUCTBY, OH 3aHMMaeT ogHy 3anucb ARP u ogHy 3anmnce ND. B atom cueHapum
npuMmeHeHns TpebyeTtca 6onbluoe konudecTso 3anucert ARP 1 ND.

N3obpaxeHune 6-1

. QTECH | www.qtech.ru

MUP OOCTYNHEE



“nnnuhu%
geeransss

PykoBoacTBO nonb3oBaTens
6. Hactporka UFT 74

Large Aggregation Area

Small Aggregation Areg

— e — — — —

OnucaHue

% Bkniounte kommyTtaTop B pexume mocta UFT, 4Tobbl yBeNnnUUTL eMKOCTb Tabnuubl
MAC-agpecos.

s Bknounte kommyTaTop And paboTtbl B pexume wno3a UFT, 4tobbl yBennuutb
emkocTb ARP 1 ND 3anucen.

6.3 PyHKUUM

Ba3oBble KOHLenuuu

HepocTtynHo

O630p

DPyHKUMA OnucaHue

Pexum pabotbl UFT UFT npepgoctaBnsieT nonb3oBaTensMm MexaHu3m Bbibopa pabouyero
pexnma B COOTBETCTBUMN C NOTPEBHOCTAMU CLEHAPUA NMPUMEHEHNS.

6.3.1 Pexxum pa6oTtbl UFT
MpuHUMn paboTbl

UFT npepoctaBnseTr nonb3oBaTensm wmexaHu3M Bblbopa pabodero pexuma B
COOTBETCTBUM C NOTPEBHOCTSAMU CLEHaPUS NPUMEHEHUS.

UFT nopaepxuBaeTt 4o BOCbMU paboumx pexnmMoB. BeibpaHHbI pexum paboTbl MOXeET
ObITb aKTUBMPOBAH NOCIE COXPaAHEHNS 1 Nepe3anycka YyCTPoMCcTea.

3HayeHne No yMonyaHuto

B Havane gns kommyTtaTtopa yctaHosreH pexum UFT no ymondaHuio. B pexume no
YMOMYaHUIO Kaxgas annapartHas 3anucb KOMMyTaTopa NpPUMEHSETCS K BOMbLUMHCTBY
CueHapueB MpUMeHeHus.

MocT
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Pexxm mocta — 39TO pexum nepecbifikn ypoBHs 2. OH NpUMEHSIETCA K CueHapusm
NPUMEHEHNSA, B KOTOPbIX JOMWHUPYIOT TOSIbKO CEpPBUCHI YPOBHA 2. B pexnme mocta
emkoctb ARP, ND u MPLS 3HauuMtenbHO cHwxaeTcsl, U Oonbluas 4acTb €MKOCTU
Bblaensetca Tabnuue MAC-agpecos.

Lino3

Pexum Wwno3a nogpasgensercs Ha Tpu pexuma: pexum gateway (LUno3), pexum
gateway-max 1 pexum gateway-ndmax.

Pexvm wnwo3a npuMeHsieTcs K cueHapusiM MPUNoXeHWn, B KOTOPbIX AOMUHUPYHOT
cnyx6bl ypoBHA 3. Pexum gateway-max npuMeHsieTcst K CLEeHapusm NpUoXeHUn, B
KOTOpbIX pas3BepHYTO Oonblloe KONMMYecTBOo TepMuHanoB. Pexum gateway-ndmax
NPUMEHAETCA K CUEeHapusiM MNPUNOXEHUN, B KOTOPbIX pasBepHyTo 6onbLioe
KONnyecTBo TepMmnHasnos IPv6.

MapLpyT

Pexvm Maplpyta — 3TO pexum ceTeBon MapluipyTmsaumn. OH npuMmeHsieTcs K
CUEHapusiM, B KOTOPbIX AOMUHUPYET GOmnblUoe KONMMYECTBO MapLipyTM3aumMm Wu
NnepechbInKu.

Pexvnm mapwpyta nogpasgensietcs Ha pexunmbl route-vdmax u route-vémax. B aTux
OBYX pexummax €eMKOCTb ceTeBbix Tabnuy wmapwpytmsauum I[IPv6 wn  IPv4
COOTBETCTBEHHO BbIAENSAETCA B MakCMMaribHOW CTENEHN.

6.4 KoHcpurypauums

KoHdurypay | CnpaBka v cBsi3aHHble HaCTPOMKMU

MOHHbIN

anemeHT

Hactpoitka A\ [DononnutenbHas koHpUrypauws. Mepekniounte TekyLmii pexum paboTtsl UFT
pexuma KOMMyTaTopa.

pabotbl UFT

switch-mode mode_type slot slot_ hum | lNepekntoyaeT pexnm paboTbl
UFT B aBTOHOMHOM pexume.

switch-mode mode_type switch [MepekntovaeT pexmm paboThl
switch_num slot slot_num UFT B pexxume VSU.

6.4.1 Hactpouka pexuma pa6otbl UFT
PesynbTaT KOHhUrypauumm

% HacTtponte pexum MocTa, 4TOObl yBENUUUTL pasmep 3anncu ypoBHs 2. Pexum
MOCTa NPUMEHSETCSA K CLLeHapUAM, B KOTOPbIX ZOMUHUPYHOT CNYX0bl ypOBHS 2.

% HacTtpownTte pexum wnio3a gns ysenvyeHna pasmepa tabnuvubl ARP n ND. Pexum
LUMt03a NPUMEHSETCS K CLLeHapUsaM, B KOTOPbIX AOMUHUPYIOT CIyX0bl YpoBHS 3.

% Hactponte pexum MapwpyTa Ons  yBenudeHus  pasmepa  Tabnuubl

MapLwpyTusaumm. Pexum mapupyTta MpUMEHSeTCs K CueHapusam, Ans KOTOpbIX

TpebyeTtcsa 60nbLIOe KONMMYECTBO MapLLPYTU3aLmMK U NEPECHISTKU.
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MpumeyaHunsn

+« [locne 3aBepLUeHNA HACTPOMKM COXpaHUTe ee U nepesanyctute YCTPOUCTBO AJIS
TOro, 4tobbl KOHUrypauusa BCTynuna B 4eNCTBME.

< WNameHute pexum UFT u coxpaHute usameHeHus. [lpn nepBomMm nepesanycke
ycTponctea nocrne obHoBneHus  ¢yHkuma  UFT  moxeT npuBectn K
aBTOMaTU4YECKOMY NnepesanycKy JIMHENHOM KapTbl O4NH pas.

MeTopa koHduUrypauumm
MepekntodeHne pexnma pabotel UFT B aBTOHOMHbIN peXxmnm
Ob6gaszaTtenbHasa KOHpUrypaums.

Mcnonb3ynte komangy switch-mode mode_type slot slot_num gnsa nepekntoyveHus
pexunma UFT kommyTaTtopa.

CuHTakcuc switch-mode mode_type slot slot_num

KOMaHap!

Onucanue mode_type: Pexum pabotbl UFT.

napameTpoB slot_num: OB6o3Ha4yaeT COOTBETCTBYHIOLLYIO IMHENHYIO KapTy,

YCTaHOBIIEHHYO B LLACCW.

Mo ymonuanuio  Pexnm no ymonyaHuio

Pexnm Pexunm rmobanbHon KoHurypaumm

KOHpurypaumm

BcTpoeHHas % B aBTOHOMHOM pexume nuHenHas kKapta MOXeT paboTaTtb cneayroLwmnm
noackaska obpasowm:

% default: Pexum no yMonyaHuto, KOTOpPbIN MNPUMEHSETCS
BONbLWMHCTBY CLieHapueB NPUMEHEHNS.

AOMVHUPYIOT CEPBUCHI YPOBHS 2.
AOMUHUPYIOT Cry0bl ypoBHS 3.

KOTOPbIX pa3BepHYTO BONbLUOE KONMYECTBO TEPMUHATOB.
% gateway-ndmax: Pexum  gateway-ndmax, npuMeHsieMbin

% bridge: Pexum wMocTa, npuMeHsieMbld K CUeHapusMm, B KOTOPbIX
% gateway: Pexum wnw3a, NpYMeHsieMbli K CLEeHapuio, B KOTOPOM

% gateway-max: Pexum gateway-max, NpYMeHsieMbI K CLeHapusim, B

cLeHapusiM, B KOTOPbIX pa3BepHYTO 60SbLLIOE KONMYECTBO TEPMUHASIOB

IPv6.

s label: Pexum MeTKkn, npuMeHAemMbln K cuUeHapuam, ONa KOTOpPbIX

TpebyeTca 6onboe konuyectso MPLS.
route-vdmax: Pexum wMapwpyTtudaumm IPv4, npumeHaembIn

K/
X4

)

cueHapusiM, Ans  KoTopbix TpebyeTcs  GOMnbLIOE  KONMUYECTBO

mMapLpyTtos IPv4.
% route-vémax: Pexum wmapwpytusaumm IPv6, npumeHsembIn

7/

cueHapunam, and KOTOpPbIX Tpe6yeTc;| 6onbloe KOnn4yecTBo

MappyToB IPv6.
MepekntoveHune pexnma pabotel UFT B pexume VSU
O6s3aTenbHasa KOHUrypawums.
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Wcnonb3aynte komangy switch-mode mode_type switch switch_num slot slot_num
Ans nepeknoveHnsa pexuma UFT kommyTtaTopa.

CuHTakcuc switch-mode mode_type switch switch_num slot slot_num
KOMaHAbl

Onucanve mode_type: Pexwum pabotbl UFT.

napameTpoB switch_num: B aBTOHOMHOM peXxnme Kno4eBoe CroBo switch He

ncnonssyetcs. B pexxume VSU krtoyeBoe croBo switch ykasbiBaeT Ha
Laccu unu oTaenbHoe YCTPOUCTBO.
slot_num: o6o3HavaeT KapTy, yCTAHOBMEHHYO B LLACCH.

Mo ymonyaHuto Pexum no ymonyaHuto

Pexum Pexunm rnobanbHon KoHpurypaumm
KOHoMrypauum

BcTpoeHHas

J B pexume VSU nuHerHas kapta moxeT paboTaTb crieqyowmm obpasom:
noackaska i ] P p p AYHOLL, p

s default: Pexum no ymonyaHwto, KOTOPbIA MNPUMEHSAETCA K
BONbLWMHCTBY CLueHapueB NPUMEHEHNS.

< bridge: Pexum MocTa, NpuUMeHAeMbll K CueHapusiM, B KOTOPbIX
AOMUHUPYHOT CEPBUCHI YPOBHS 2.

< gateway: Pexum wno3a, NpUMEHAEMbIN K CLEeHapuio, B KOTOPOM
AOMUHUPYIOT CNY>XObl YPOBHSA 3.

< gateway-max: Pexum gateway-max, NnpyumMeHsieMbli K CLeHapusaMm, B
KOTOPbIX pa3BepHyTO H6oMbLLOE KONIMYECTBO TEPMUHASIOB.

% gateway-ndmax: Pexum gateway-ndmax, npuUMeHsieMbli K
CueHapusiM, B KOTOpbIX pa3BepHyTO OOMblIOEe  KONUYEeCTBO
TepMmunHanos IPv6.

s label: Pexum meTkn, npuMMeHsieMbid K cueHapusMm, ANns KOTOPbIX
TpebyeTca 6onbwoe konmyectso MPLS.

* route-vdmax: Pexum wmapwpyTtusauum IPv4, npumeHaembin K
CueHapusM, Ona  KoTopblx Tpebyetca 6onbloe  KONMYecTBO
MappyTtoB IPv4.

s route-vémax: Pexum wmapwpyTtusaumm IPv6, npuMmeHsembin K

cueHapusiM, [Ons  KOoTopbIx Tpebyetcs 6onbllioe  KONMMYEeCTBO

MapLpyToB IPv6.

MpoBepka kKoHUrypaumm

s [lNocne nepesarpy3kn yCTpoUCTBa WUcnonb3ymnte komaHay show run pgnsa
OTOOpaXeHMA TEeKyLWero COCTOSIHUA JIMHEMHOW KapTbl M NPOBEPKU BCTYMMEHMUS
KOH(purypaumm B cuny.

% Wcnonbsynte komaHay show switch-mode status gns oTobpaxkeHus CoOCTOsAHUA

pexunma UFT.
CwuHTtakcuc show switch-mode status
KOoMaHabl
OnucaHve HepoctynHo
napameTpoB
Pexnm MpuBMNErMPOBaHHLIN  PEXNM, PEXnM rnobanbHON KoHGUrypauuu,
KOHpurypaumm pexXuMm KoHurypaumm nHtepdgenca
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BcTpoeHHas
noackaska
Mpnmep
KOHoUrypaumm

78

HepocTtynHo

QTECH (config) #show switch-mode status
Slot No Switch-Mode
switch 1 slot 3 bridge

Mpumepbl KOHUrypauum

MepekntoyeHne pexnma pabotbl UFT B aBTOHOMHOM pexume

CeteBad cpena
MeTton
KOHpurypaumm

MeToa npoBepku

HepoctynHo

Mepekntounte pexxum padotel UFT nuHenHon nnatel B criote 3
KOMMyTaTopa Ha peXxum MocTa.

QTECH (config) #switch-mode bridge slot 3

Please save current config and restart your device!
QTECH (config) #show run

Building configuration...

Current configuration : 1366 bytes

version 11.0(1B2)

!

cwmp

!

install 3 M8600E-24XS4QXS-DB

!

sysmac 1414.4b34.5624

!

nfpp

!

switch-mode bridge slot 3

Ncnonbaynte komaHay show switch-mode status gns otobpaxeHus
MHdOpMauumM 0 KoHUrypaumm.

QTECH (config) #show switch-mode status

Slot No Switch-Mode

3 bridge

TUunnyHbIe oWNOKU

6.5 KoHTponb cocTosiHUSA

OuuncTtka
HepoctynHo
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OTo6GpaxeHue cTaTyca BbINONMHEHUA

OnucaHue

KomaHaa

OtobpaxaeTt

PEXNM

paboTtbl UFT kommyTaTopa

show switch-mode status

OTob6paxeHue nHpopmaumm o6 otnaake

© [lMpeablgyime KomaHabl MOHUTOPUHIA U 0BCNYXMBaAHNA Takke AEeNCTBUTENbHbI A5
YCTPOWCTB Ha LacCu 1 OTAENbHbIX YCTPOWCTB B aBTOHOMHOM pexume n pexnme VSU.

{) B aBTOHOMHOM pexume kntoyeBoe croBo switch He ncrnonb3yeTcs. [Ins yCTPOWCTB Ha
Laccu KroyeBoe CroBo slot ykasbiBaeT Ha YKa3aHHYH0 NUHENHYIO KapTy.
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7 HACTPOUKA PE3EPBUPOBAHUSA KAPT
YIMNPABJIEHUA

7.1 O630p

PesepBupoBaHne KapT ynpaBneHUs — 3TO MEeXaHu3Mm, KOTOpbI WCMNONb3yeT
pe3epBMpOBaHME B pearlbHOM BPEMEHN (Takke Has3blBaeMOe  «ropsvMM»
pe3epBUPOBaAHMEM) COCTOSHUMS paboTbl  Cnyxbbl Moaynen ynpasneHua Ans
NOBbILWEHWSI 4OCTYNHOCTN YCTPOWCTBA.

B ceteBoM ycTponcTBe C MIIOCKOCTLIO ynpaerneHus (control plane), otaeneHHom oOT
nnockoctn rnepecbinikn (forwarding plane) , nnockocTb ynpasneHns paboTaeT Ha
Modyne ynpasreHusi, a MroCKOCTb nepecbifiku paboTaeT Ha kKaptax. [aHHble
MAOCKOCTM yNpaBneHus ynpaBnsAloLWworo Moayns KONMpylTCa B pe3epBHbIN MOAYIb
yrpaBrieHns B pexuMme pearnbHOro BpeMeHu BO BpeMs paboTbl ycTpounctea. Korga
Ynpaenswwmi  Moaynb  OTKMYaeTCcs OOMKHbIM  obpas3om  (Hanpumep, u3-3a
OOHOBNEHNA NporpaMMHOro obecneyeHnsl) WUNU HeoXMAaHHO (Hanpumep, u3-3a
nporpamMMHbIX WNX annapaTHbIX WCKMIOYEHU), YCTPOMUCTBO MOXET aBTOMaTUYeCKU
ObICTPO  NEepekniYMTLCA  Ha  pes3epBHbIN  MoAynb  ynpaBneHus 6e3  noTepwu
nonb3oBaTeNbCKOW KOHUrypaumm, Tem cambiM obecneymBas HopmarnbHyl paboTty
cetn. [lnockocTb MepecbiNkM NPOAOMKaeT nepefadvyy nakeToB BO  Bpems
nepeknoyeHus. [lepecbinka He OCTaHaBNMBAEeTCA W He MNPOUCXOAUT WU3MEHEHWUN
TOMNONOrMM BO BpeMs nepesanycka NiockoCcTu ynpaBneHus.

TexHonornsa pesepBMpOBaHMS Moayns ynpaeneHus obecrneumBaeT cregyroLume
yao6cTBa A4S ceTeBbIX Cryx0:

1. TloBblweHWe AOCTYNHOCTM CeTH

TexHonorusa pesepBupoBaHUs MOAyrst ynpaeneHust obecneunsaeT nepegayvy AaHHbIX U
NH(OPMaLMI0 O COCTOSIHUM CeaHCOB MNosb30BaTenen Bo BpeMsi NEPEKOYEHNS.

2. npe,D,OTBanJ,eHI/le NpoCTOoA B coeagnHeHnn coceaHnmMmu yCTpOﬁCTBaMM

Bo Bpemsi nepekntoveHnss He BbINONHAETCA nepesanycka forwarding plane. MNoatomy
cocean He MoryT obHapyXuTb U3MEHEHME COCTOSIHUS KaHana U3 CoCTOsHUS "onyLen"
Ha "nogHAaT".

3. lpepoTBpalyeHne 3arnyLlek Ha MapLupyTe

Forwarding plane nogaepxwuBaeT nepefady AaHHbIX BO BPEMSI MEPEKIYEHUs, a
Control plane 6bicTpo co3gaeT HoByto Tabnmuy nepecbinku. MNpouecc 3aMeHbl cTapon
Tabnuubl Nepecbifiki Ha HOBYIO NPeaoTBpaLLaeT NosiBieHNE 3a4epXXeK Ha MapLupyTe.

4. TpepoTBpalleHne NoTepu Norb3oBaTeNbCKUX CEaHCOB

BJ'IaFO,D,apH CUHXPOHU3aALUUN COCTOAHUA B pearsibHOM BpPEMEHWN TMOoJib30BaTEelIbCKMne
CeaHCbl, cCo3aHHble OO0 NepeKkni4vYeHns, He TepArTCA.
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7.2 NMpumeHeHuUe

MpumeHeHue OnucaHue

Pe3epBupoBaHue Ha KOMMYTaTope YpPOBHA dApa, roe yCraHoBJIeHbl OBa MOAYIA

mozayneu YyNpaBneHnsi, TEXHONOMMs pe3epBUPOBAHUSA MOXET YNyuylnTb
yrnpaBneHus CTabWUNbHOCTb CETM U AOCTYNHOCTb CUCTEMBI.

7.2.1 Pe3epBupoBaHue moaynen ynpaBneHus
CueHapuu

Kak nokasaHo Ha cnegywowem wu3obpaxeHun, B ITOW TOMOSOrMKM CeTU Mpu
HEMCNpaBHOCTM KOMMyTaTopa YPOBHS S4pa, CeTW, MNOAKMOYEHHbIE K HeMmy,
pacnagytca. [Ons noBblweHns CcTabunbHOCTM ceTn HeobxoauMmo HacTpouTb [Ba
MOAYNSA  ynpaBfeHus Ha KOMMyTaTope YpOBHA sagpa Ans  peanusauun
pe3epBnpoBaHMA. YNpaBnawLwWmMin Moaynb OnepupyeT BCeM CUCTEMOW, a pe3epBHbIn
MOAYNb YNpaBneHus pe3epBupyeT MHAOPMALMIO O COCTOAHMM paboTbl CryXObl
yrpaBnsoLWworo Moayns B pexume peanbHOro BpemMeHu. [Npu py4yHOM nepekntoveHum
NN NPUHYAUTENBHOM MEPEKITYEHNN U3-3a HEUCMNPABHOCTM YNPaBASOWOro Moayns
pes3epBHbIN  MOLYNb ynpaBreHuss HemedneHHo OGepeT Ha cebs  dyHKUMK
ynpasnsawoworo moaynsa. Ha nnockoctn nepecbinku(forwarding plane) MoxHo
NPOAOIPKUTL Nepeaady AaHHbIX U NOBbICUTb AOCTYNHOCTb CUCTEMBI.

N3o6paxeHune 7-1

he core switch uses a
redundancy of two
supervisor modules.

OnucaHue

[Ana ycTponctB Ha waccu cuctema obopygoBaHa MeXaHW3MOM pe3epBUPOBaHUSA
ynpasnsawownin/pesepBHbin. Cuctema nogaepxueaeT dyHKumio plug-and-play oo tex
nop, Noka ynpasnsaioLWnn 1 pe3epBHbIN MOAYNN YpaBneHNs COOTBETCTBYHOT YCNOBUAM
pe3epBUPOBaHUS.

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBoacTBo nonb3oBaTtens
7. HactpoWnka pe3epBupoBaHus KapT ynpaBneHus 82

Kaxxgoe 13 oTaenbHbIX YCTPOWCTB SKBUBASIEHTHO OAHOMY MOAYIHO YNpaBfieHus C
OAHOW NMHENHOW KapTon. BupTyanbHbin moaynb kommyTaumm (VSU), cobpaHHbIi 13
HECKONbKMX OTAENbHbIX YCTPOMCTB TaKkKe WMEET MeXaHu3M pe3epBUpOBaHMUS
ynpaBnsAwoLLnn/pe3epBHbIN.

7.3 ®YHKUUMN

Ba3oBble KoHUenuum
yl'lpaBJ'IFlI-ou.l,VlVl Moaynb, p63€pBHbIVI MoAdyIb ynpasneHus

Ha ycTponcTtee, rae ycTaHOBMNEHbl ABa MOAYNs ynpaBneHns, cuctema BbibupaeT oanH
MOAYMb ynpaBrieHUss B KayeCcTBe aKTUBHOrO, KOTOPbIN SBASIETCA YNpasBsoLWMM.
[dpyron moaynb ynpaeneHust (PyHKUMOHMPYET Kak pesepBHbIN. [Npu HemcnpaBHOCTH
yNpaBnsawLWoro MOAynst WUAM Korga OH 3anpalwuvBaeT nepeknioyYeHne, pes3epBHbIN
Moaynb ynpasneHua 6epeT Ha cebs (PyHKUMM ynpaBnsoworo Moayns u CTaHOBUTCS
HOBbIM YynpasnswwumMm moaynem. Kak npasuno, pes3epBHbI MOAYMb ynpaBfieHUsl He
yyacTByeT B ynpasfeHun KOMMYTaTOpPOM, a OTCleXuBaeT COCTOosHMe paboThbl
ynpaBnsAwLLoro Moayns.

MobGanbHbIM Ynpaensowmin Moayrb, rmobdanbHbIi pe3epBHbIN MOAYIb YNpaBneHns,
rnobanbHbI KaHan4aT B MO4YNU ynpaBneHus

B cucteme VSU, coctoswen us asyx nnun 6osiee yCTpOMUCTB Ha LIACCU, Kaxdoe Laccu
nMeeT OBa Moaynsa ynpasneHus: Ynpasnswowmn MoAyrb onepupyeT BCEM Laccu, a
pe3epBHbIN MOAYISb ynpasBneHust paboTaeT Kak pesepBHbIW. [Ons Bcen cuctembl VSU
nmeetca gea wunu 6Gonee moaynen ynpaenenus. OguH Ynpasnawwui mMoaynb
BblGupaeTcs U3 BCex Moayrien ynpasneHuss ans onepupoBaHust Bcen cuctemon VSU,
TaKke OfMH BCNOMOraTesibHbIi MOAyNb YnpaBneHusa BblibUpaeTcsa B KadecTBe
pe3epBHOro Ans Bcen cuctemsl VSU, a gpyrme Moaynu yrnpasrieHUs UCNONb3YyTCA B
KayecTBe  moaynen-kangugatoB.  Moaynb-kaHougaT — ynpaBneHWs  3aMeHsieT
yNpaBnsAwLWNUN UM  pe3epBHbIN  MOAYNb YNpaBfieHUss B Criydae HeUcrnpaBHOCTU
nepBOHaYanbHOro YNpaBnsOWOro WM pesepBHOr0 Moayna ynpaeneHus. Kak
npaBuno, MoaynNn-kaHAMAaThl B yNpaBfeHMe He y4acTBYIOT B pe3epBMpoBaHUnN. YTobbl
OTNMYUTL YNpaBnsaoLWNEe N pe3epBHble MOAYNM YNpaBfieHUsa B LWaccu OT Moayfnen B
cucteme VSU, oHM, a Takke moaynu-kaHauaaTtbl B cucteme VSU, HasbiBakoTCA
"rmob6anbHo Ynpaensawowmin moayne", "rnobanbHO pe3epBHbIN MOAYMb ynpaBneHus" n
"rnobanbHbI KaHauAaT B MoAynu ynpasneHnsa”. MexaHnsm pesepBuMpoBaHust Moayren
yrnpaBneHus BAUseT Ha rnobanbHbli Ynpasnsaowmi Moayrnb 1 rnobansHO pe3epBHbI
MoAynb ynpaeneHusa. Takum obpa3om, OCHOBHOM U pe3epBHbLIN MOAYNY YNpaBneHus B
cpege VSU gsnsatoTcs rnobanbHO YnpaBngawwmi Moaynb M rnobanbHO pes3epBHbI
MOAYNb ynpaBneHus.

B cucteme VSU, coctosiwen 3 gsyx wmnu 6onee oTAenbHbIX YCTPOWCTB, Kaxgoe
YCTPOWCTBO 3KBMBASIEHTHO OAHOMY MOAYMIO YNpaBfieHUs U O4HOW NMHEWHOW KapTe.
Cucrtema BblbrpaeT 0gHO YCTPOMCTBO B KayecTBe rnobanbHO ynpasnsioLworo Moayns,
M OOHO YCTPOMCTBO B Ka4ecTBe rnobansHO pe3epBHOro MOAYNS ynpasrneHus, a gpyrue
YCTPOWCTBA CriyaT B Ka4yecTBe rnobanbHbiX KaHOU4AaTOB B MOOYNN yNpaBneHus.

Heobxoammble ycnosusi 4ns pes3epBUMpOBaHMS Moayrnen ynpaeneHms
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B cucrteme ycTpoicTB annapaTHoe W nporpammHoe obecrneveHne Bcex Moaynew
ynpaBrneHnss [OO/MKHO ObiTb COBMECTMMO, 4TOObl pe3epBUpOBaHWE Moaynew
ynpaeneHus pyHKLUMOHNPOBAro AOMKHbIM 0bpasom.

Bo Bpemsi 3anycka TpebyeTcs nakeTHasi CMHXPOHM3aUMs Mexay YnpaBnsiiowmMM u
pe3epBHbIM MOAYNSIMU yNpaBneHusi, YToObl ABa MOAyns yrnpaBneHust 6binn B 0AHOM
cocTosiHun.  PesepBupoBaHMe  MoAynen  ynpaBrieHWst  HeakTMBHO  nepef
CUHXPOHU3aLMEN.

CocTosiHME pe3epBUPOBaHUS Moaynen ynpaBrneHus

Bo Bpemsa pesepBupoBaHMS yNpaBRsIOLLOro/pe3epBHOr0  MOAyMst  ynpaBneHus
MPOUCXOAUT creayoLee U3MeHeHne ctaTtyca:

s cocTtosiHne alone (oguH): B 3aTOM cocTosiHMM B cucteme paboTaeT TONbKO OAWH
MOAYNb YNpaBfeHusi, WNN MEepeKkryYeHne Mexay YynpaBnsowmnmM/pesepBHbIM
MoAyfNeM He 3aBeplleHO, U MeXAy HOBbIM YNpaBnAlowMM MOAyNeM U HOBbIM
pe3epBHbIM MoAyneM ynpasSieHUsi He YCTaHOBIEHO pe3epBUpoBaHMe.

% cocTosiHne batch (naket): B aTom cocTtostHUM mMexay ynpaBnsaloWwmnM N pe3epBHbIM
MOAynem yrnpasreHna yCTaHaBMBAKTCA OTHOLIEHUA pe3epBUPOBAHUA, a 3aTeMm
BbINOJSIHAETCSA NakeTHOe pe3epBupoBaHue.

s CocTosiHue realtime (B peanbHOM BpeMeHMW): YNpaBnawwWmMn Mogynb nepexogut B
9TO COCTOSIHME nocre 3aBeplleHUs MNaKeTHOro pe3epBUpPOBaHUS  Mexay
yNpaensawwWmMM 1 pe3epBHbIM  MoaynaMu  ynpaenenusa. PesepsBupoBaHne B
peanbHOM BpeMEHU BbINOMHAETCA MexXay ynpasnsiowuM U pe3epBHbIM MogyNnaMu
ynpaBneHusi. Py4HOe nepeknoYyeHne MOXET BbIMNOMHATLCA TOMbKO B 3TOM
COCTOSIHUM.

O630p

DPyHKUMA OnucaHue

Bbi6op YCTPONCTBO MOXET aBTOMaTMYeCKM BblIOMpaTh yrnpasnsowmn n
YMNpaBnsoLWOro 1 | pe3epBHbIA MOAYNU YNpaBfieHUs B 3aBMCUMOCTM OT TEKyLLEero
pe3epBHOro COCTOSIHMS cUCTEMBI. Takke NoAaepPXXNBAETCS py4YHOM BbIOOP.

mMoayneu
ynpasneHus

CuHxpoHusauus B cpene pesepBupoBaHna moayrnen ynpasneHns Ynpasnsaowmm
nHdopmMaLmm MOAYSb CUHXPOHU3MPYET MHGOPMaLMIO O COCTOSHUM U dharnax
Moaynewn KOH(purypaumm ¢ pesepBHbIM MogyrneM yrnpasrneHnsa B peanbHOM

yrnpasJieHnd BpeMeHMN.

7.3.1 BbiGop ynpaBnsoLworo u pesepBHOro moaynen ynpasneHus
MpuHUMn paboTbl

ABTOMaTMYECKM BbIOOP YMPaBAsOWOro U pe3epBHOro MoAaynen ynpasneHus ons
YCTPOWCTB Ha Llaccu

Monb3oBaTenu MOryT BCTaBNATb UKW yaansaTb MOLYNU yrnpasneHns Bo BpeMsi paboThl
ycTponcTtea. YCTPOMCTBO, B 3aBMCUMOCTU OT TEKyLWero COCTOSIHUSI CUCTEMb,
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aBTOMaTMYECKM BblOGMpaeT paboyylo CUCTEMY, HE BNUSS Ha OObIYHYIHO KOMMYTaLMIO
[OaHHbIX. Bo3amoxHbl crepgylowme crnydam, nNpyv KOTOpbIX YnpaBnstowmidi Moayrb
BblGMpaeTcsi COOTBETCTBYOLWMM 06pa3oMm:

< Ecnu Bo Bpemsa 3anycka ycTponcTBa BCTaBfeH TOMbKO OOUH MOAYINb ynpaBneHus,
YyCTPOMCTBO BblbMpaeT 3TOT MOAYNb YNpaBfeHUs B KayecTBe YNpaBrsioLLLOro
MOy He3aBUCUMO OT TOro, BCTasneH nn oH B criot M1 unu M2.

s Ecnu BO Bpems 3anycka ycTpowWcTBa BCTaBrfeHbl ABa MOAYNSA YyrpasneHus, no
yMOSnyaHno MoAynb ynpaeneHns B cnote M1 Bblbupaetcs B KadecTBe
yrnpaBnswoworo Moayns, a MoAynb ynpasBneHuss B crnote M2 BbibupaeTca B
KayecTBe pe3epBHOro Moaynsa ynpasneHua Ons uenen pes3epBUpoBaHus, U B
TepMunHarne BbIBOOATCA COOTBETCTBYIOLLME 3aMpOChl.

« Ecnn Bo Bpems 3anycka yCTpOMCTBa BCTaBMEH OAWH MOAYMb yrpaBneHus, a apyrom
MOAyNb ynpaBfeHuss BCTaBNeH BO BpemMa paboTbl YCTpoOMCTBa, MOAYIb
yrpaBrieHns1, BCTaBMEHHbIA MO3Xe, NCMNOMNb3yeTCA B Ka4yecTBe pe3epBHOro mMoayns
yrnpasrieHus Ans pe3epBnpoBaH1s He3aBNUCUMO OT TOro, BCTaBMeH N oH B crioT M1
unu cnot M2, 1 B TepMuHarne BbIBOAATCS COOTBETCTBYHOLLME 3aNpoChI.

% [lpegnonoxum, 4TO BO BpeMs 3anycka YCTPOWCTBa BCTaBMeHbl ABa MoAOyns
yrpaBsrieHus, 1 OOUH MoAynb ynpaBneHus n3BrneyeH Bo BpeMs paboTbl yCTpoOnUCTBa
(v oguH Moaynb ynpaBreHus HeucnpaseH). Ecnn un3BneyeHHbIn Moayrb
yrpaBrieHus SBNAeTCA pe3epBHbIM MOAySNeM ynpasreHus, nepea u3BnevyeHmem
(M nNpu  HeucrnpaBHOCTW), MOCNe W3BMNeYeHus (MNM annapaTHOM OLIMOKK)
oToOpaxaeTcsi TONMbKO KOMaHOHAa CTpOKa, YyKasblBawlwas Ha To, u4TOo
BCMOMoOraTenbHbl MOOyMb ynpaBneHuss ussredyeH (unu He pabotaeT). Ecnn
N3BMEYEHHbIN MOAYfMb YNpaBfeHUs SBMsSeTCA YnpaBnaAwwWMM Mogynem nepeg
n3BneyvyeHneM (Unm Npu HeMCnNpaBHOCTW), APYron MoAyrb YNpaBrieHns CTaHOBUTCA
ynpasnsawoLwmmM Moaynem n B TepMmnHarne BblBOAATCA COOTBETCTBYIOLLME 3aMpOChl.

BbiGop ynpaBnsioworo U pe3epBHOro Moayren ynpaBneHnst BpYYHYHo

Monb3oBaTenu MOryT BpPYYHYK BbINOMHUTL BbIOOP YMPaBnSOWOrO0 M pPe3epBHOro
Moaynen ynpaeneHus, KoTopble BblOupakoTcsa B 3aBUCMMOCTU OT paboyen cpefbl
cnegyowmm obpasom:

7

< B aBTOHOMHOM pexume NoNb3oBaTeNM MOryT BPYYHYIO BbINOSHATL NEpPeKSitoyeHne
MeXay YynpaBnsAwwWMM W pe3epBHbIM  YCTpoucTBOM. Moaynu ynpasneHus
aKTUBMPYIOTCA MNocrie nepesanycka.
< B pexume VSU nonb3oBateny MOryT BPY4YHYIO BbIMOMHATL NEPEKOYEHNE MeXayY
ynpaBnsawoLWUM U pe3epBHbIM MOAYNEM ynpaBneHus, YTobbl rnobanbLHO pe3epBHbIn
MoAynb ynpaBneHus ctan rnobanbHO ynpaensiowum mogynem. Ecnn B cucteme
VSU wumeeTcs Tonbko [ABa MOAyns  ynpaeneHus, nocne nepesanycka
nepBoHavanbHbin  rMobanbHO  YNpaBnsawWMA  MOAYSb  CTAaHOBUTCA  HOBbIM
rnobanbHO pe3epBHbIM MoayneM ynpasneHus. Npun Hannumm Bonee AByx Moaynen
yrnpaBneHns B KayecTBe HOBOro rrnobanbHO pe3epBHOr0 MOAYNsS yrnpaBreHus
BblbnpaeTcss oaMH MoAynb YNpaBreHusi, KOTOpPbIA SBMSETCA HOBbIM rrnobasnbHO
pe3epBHbIM MOAYMNEeM yNpaBneHus, a UCXOAHbIN rnobanbHO YNpasnsowmun Moaynb
CTaHOBUTCA  Mocne nepesanycka rnobanbHeiM  MoAynem-kaHaMaaToMm B
ynpasneHue.
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CBsizaHHble HAaCTPOUKU CUCTEMbI
Py4yHoe nepekntoveHne ynpasnsoLoro/pe3epBHOro yCTponcTaa

s o ymonyaHuMiO YCTPOMCTBO MOXET aBTOMaTU4YeCKN BblbpaTb Ynpaensowmm
MOAY-b.

< B aBTOHOMHOM pexunme n pexxume VSU nonb3oBaTenn MoryT BbINOSIHUTL KOMaHay
redundancy forceswitch ana py4yHoro nepeknoyeHus.

7.3.2 CnHxpoHusaums nHpopmauum moayneun ynpasrneHus
MpuHUKMN paboTbl

¢ CUHHXpOHM3aUMa COCTOSHUSA

YnpaBnsiowmin Moaynb CUHXPOHU3MPYET CBOe paboyee COCTOSIHWE C pPe3epBHbIM
MoZyNneM ynpaBreHuss B pearibHOM BPeEMEHU, YTOObl pe3epBHbIA MOAdyNb yNpaBneHus
Mor B noboe Bpemsi B3siTb Ha cebsi DYHKUMM YNpaBnsoOLWOro Moayns, He Bbl3blBast
HUKaKUX BUAUMbIX U3BMEHEHUNA.

s CuHXpOHM3aUUsa KOHUrypaumm

Bo Bpemsi paboTbl ycTpoucTBa cylwlecTByeT ABa anna KoHdurypauum CUCTEMBI:
running-config u startup-config. Running-config — 310 dann koHdurypaumm cuctemsil,
ANHAMUYEeCKN TeHepupyemblini BO BpemMsi paboTbl, M U3MEHSeTcsa BMeCcTe C
KOH(purypaumen cnyxObl. Startup-config — 9310 dhann koHdurypaumm CUCTEMBI,
MMNOPTUPOBAHHLIN BO BPeMS 3anycka yCTPOMCTBA. MOXHO BbINOMHUTL KOMaHay write
ana 3anmcu running-config B startup-config unu BbINONHUTL KOMaHZy COpPy Ans
BbINOSTHEHUS ONepaunn KONMPOBaHKSI.

[ns HeKoTopbIX (PYHKUWMW, KOTOpPble He CBs3aHbl HENnOCpeACTBEHHO C MOCTOSIHHOWM
NnepechbIsikon, CUHXPOHU3aUMs (pannoB KOHUrypauum cuctembl MoxeT obecneudntb
COrnacoBaHHy0 NOSb30BaTENbCKYO KOHPUIYypaLnio BO BPEMS MNEPEKITIOYEHMS.

B cnyyae pesepBupoBaHus  Moayrnen  ynpasreHus  Ynpasnswwmn - Moaynb
nepuoanyeckn CUHXpoHu3upyeT annbl startup-config n running-config ¢ pesepBHbIM
MoZynemMm  ynpaBfieHUss W BCEMW  MoAynaAMU-KaHAMAaTamu B yrnpaBrieHue.
CUHXpOHM3aUUsa KOHUrypauumn Takke 3arnyckaeTcsl Mpyu BbIMOMAHEHUN Crenyowmx
ornepauun:

1. ®ann running-config CUHXPOHM3MPYETCHA, KOraa YCTPOWCTBO MepekrioyaeTcs w3
pexuma rrnobanbHON KOHUrypaunm B NpUBUNErMPOBAHHLIN  PEXUM.

2. ®aunn startup-config CMHXPOHM3NPYETCHA NPU BbLINOMHEHUN KOMaHA, write nnu copy
AN COXpaHeHUs1 KoHdUrypauuu.

3. WNHdopmaumsa, HactpoeHHas no npotokonly SNMP, He cuHXpoHusupyeTcs
aBTOMATU4ECKN, MO3TOMY CUHXpPOHM3auus danna running-config gormkHa 6bITb
3anyuieHa ¢ NOMOLLIbIO KOMaH, HTepdenca KOMaHAHOW CTPOKMU.

CBsizaHHble HACTPOWUKU CUCTEMbI

s Mo ymonuanuio annbl startup-config wn running-config aBTOMaTMyecKkn
CYHXPOHM3NPYHTCA OOUH pas3 B yac.

% BbInonHute komaHgy auto-sync time-period, 4tobbl HacTpouTb MHTEpBan Ang
CYHXPOHM3aunn hansioB KOHUrypauumn ynpasnsaoLoro Moayns.
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7.4 KoHdurypaums

KoHdurypaums OnuncaHue n KomaHga
Hactpoika py4Horo | /A OnumoHansHo.
nepeknYyeHns
ynpasnstouoro/pe3 | show redundancy OTobpaxaeT CoCTosSAHNE ropsyero
€PBHOIO states pe3epBUpPOBaHUA.
ycTpoucTtea
redundancy MNepeknioyaet
forceswitch ynpasnstoLjoe/pe3epBHoe
YCTPOMCTBO BPYYHYIO.
Hactpoiika A\ OnuuoHansHo.
NHTEpBana
aBTOMaTU4YECKON redundancy BxoauT B pexmm KoHurypaumm
CMHXPOHM3aLnKn pe3epBMpPOBaHUS.
auto-sync time-period | HactpauBaeT nHTepsan
aBTOMaTU4YECKOM CUHXPOHU3aLNN
drannoB koHdUrypauum B cryyae
pe3epBMPOBaHNS YNPaBsoLOoro
Moayns.
Cbpoc moaynen | A OnumoHanbHo.
ynpaBneHus
redundancy reload CbpacblBaeT pe3epBHbIN MOAYIb
ynpasneHus unu cbpacoiBaeT
OAHOBPEMEHHO U YNpaBnsaoLWnn, n
pe3epBHbIN MOAYNN YNpaBeHns.

7.4.1 Hactpouka py4Horo nepeKkryYeHus ynpasnswoLworo/pesepBHOro
ycTpoucTBa

Pe3ynbTaTt KOHpUrypaumum

McxooHbin  Ynpasngwowmnm  Mogyrnb  nepesanyckaeTcd, a pesepBHbin  MoAayrb
ynpaBreHna CTaHOBUTCA HOBbIM YNpaBraloWwumM MogyreMm.

Ecnun B cucteme nmeetca 6onee AByx Moayrnen ynpasrieHUsl, UCXOAHbIA pe3epBHbIN
MOAYIb yrpaBreHna CTaHOBUTCS YNpaBnAwowWmnM MogynemM; OauH Moayrb ynpasreHns
BblGupaeTcs M3 Yncna mogynemn-kaHouMaaToB B ynpasreHue Anst paboTbl B KayecTBe
HOBOrO pPEe3epBHOr0 MOAYNsS ynNpaBrieHWUs, a WCXOAHbIN Ynpasnswowmin Moaynb
CTaHOBUTCA MOAyreM-KaHangaToM B yripaBneHue nocrie nepesanycka.

MpumeyvaHunna

UTtobbl M36exaTb BO3OEVWCTBUS HA MEPECLINIKY AaHHbIX BO BpPeMsi MepeksioyYeHus,
Heo6XoaMMO CHavarna BbINOMHUTL NMaKeTHYI CUHXPOHU3aUMI0 MeXay YNpaBnsowmM u
pe3epBHbIM MOAYNSIMU yNpaBneHusi, YToObl ABa MOAYSst ynpaBneHust Obinn B 0AHOM
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COCTOSIHMM. TO €eCTb py4YHOEe MepeKNiYeHne MOXET BbINOMHATLCA TOMBKO B TOM
cny4yae, ecnu pesepBuMpOBaHWE MoAynen ynpaBrneHUss HaxOoAMTCH B COCTOSAHUMU
pe3epBMpOBaHNSA B peanbHOM BpemeHu. Kpome Toro, ana obecneyeHus MOsHOTbI
CUHXPOHM3AUUMN  KOHPUTYpaUUOHHBIX  (panunoB  CepBUCHbIE  MOAYSIM  BPEMEHHO
3anpeLuarT py4yHoe rnepeknioyeHe yrnpasnsaioLworo/pe3epBHOro yCTpoucTsa BO BpeMs
CUHXPOHM3aumn. MoaTomy Ans pyvyHOro nepekntoveHuss HeobxoanumMo OAHOBPEMEHHO
BbIMOMHUTL CrieaytoLme yCcrnoBus:

s Py4yHOE nepeknioyeHue ynpasnsroLoro/pe3epBHOro YCTPONCTBA BbINOMHAETCA Ha
yrpasrawoLwWwoM MoAyre ynpasneHus, W Koraa pesepBHbI MoAyrb yrnpaBreHus
OOCTYNEH.

% Bce yctponctBa BupTyanbHon kommytaumm (VSD) B cucteme HaxogsiTcs B
COCTOSHUM FrOpsiYero pe3epBuUpoBaHns B pearibHOM BPEMEHM.

s lopsivuee nepekntodeHne Bcex VSD B cucteme npoucxoaut 6e3 BpeMeEHHOro
3anpeTa CepBUCHBIMU MOAYIISIMMU.

Ecnun ycTtponctBa BUPTyanuanpoBaHbl Kak Heckonbko VSD, py4yHOe nepeknoyeHue
MOXeT ObITb YCNEeLWHO BbIMOSHEHO TOSIbLKO B TOM cllydae, ecriv Moaynu ynpasrieHus
Bcex VSD HaxogaTcst B COCTOSIHMM pe3epBMPOBaHNSA B peanbHOM BPEMEHN.

ATanbl KOHdUrypaumm

+» OnuuoHanbHo.
¢ BbINOSIHUTE HACTPOWKY Ha ynpasnsawoLemM Mmoayrne.

MpoBepka kKoOHUrypaumm

3anyctute komaHgy show redundancy states, 4Tobbl NPOBEPUTL, NEPEKITHOYMUINCE NN
yNpaBnsaoLnin N pe3epBHbIN MOAYIN YNpaBeHUs.

CBA3aHHblIe HACTPOWKM
lMpoBepka COCTOAHUSA rOPSIYEro pe3epBUpPOBaHMS

KomaHpa show redundancy states
Onucanune HepocTtynHo
napameTposB
Pexunm MpBMNErMPOBaHHLIN  PEXUM U PEXMM rrobanbHON

KOHpUrypaumm  KoHUrypauum

BcTpoeHHaa | HepoctynHo
noackKaska

Py4yHoe nepekroyeHne ynpasnsioLoro/pe3epBHOro ycTpoicTea

KomaHpa redundancy forceswitch

OnucaHue HepoctynHo
napameTpoB

Pexum [MpuBUNErMPOBaHHLIN  PEXUM
KOHcpuUrypauum
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BcTtpoeHHaa | HepoctynHo
noackaska

Mpumep KoHDUrypaumm
Py4yHoe nepekntoveHne ynpasnsioLoro/pe3epBHOro yCTponcTaea

Jransbl B cpege VSD, rge umsa ogHOro M3 YCTPOWCTB BUPTyalbHON
KOHPUTYpaumun | commyTaumm - staff, BbINOMHUTE  NEpekmnioveHVe  Mexay
ynpaBnsaoLWUM U pe3epBHbIM YCTPOWCTBOM.

QTECH> enable

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime
QTECH# redundancy forceswitch

This operation will reload the master wunit and force
switchover to the slave unit. Are you sure to continue?

[N/y] vy
MpoBepka Ha ncxogHom pe3epBHOM MoAyne yrnpaBreHusi BbINONHUTE KOMaHay
KOHUrypauun | show redundancy states, u4To6bl NPOBEPUTb  COCTOSIHUE
pe3epBUPOBaHMSI.

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime

7.4.2 HacTtpouka uHTepBana aBToMmaTU4eCKON CUHXPOHU3aL NN
PesynbTaT KOHhUrypauum

M3meHnTe wuHTEpBan aBTOMATUYECKOW CUHXpOHM3auum dannos startup-config u
running-config. Ecnu uHTEepBan aBTOMaTUY4ECKOW CUHXPOHU3aALUMWM YCTAHOBMEH Ha
MeHbllee 3HayeHue, MU3MEeHeHHas KOHUrypauus CUHXPOHU3MPYeTCa C Apyrumu
MOAYNSIMW  yNpaBfeHns 4acTto, npegoTBpaliasl noTepr KoHdurypauumm, Kotopas
BO3HMKAET Mpu MNPUHYOUTENBHOM MEpeknioyeHnn cnyxd u AaHHbIX Ha pe3epBHbIN
MOAYMb YNpaBneHust Npu HEUCNPaBHOCTM YNpaBsoLWoro Mogyns.
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JTanbl KOHUrypaumm

s OnuunoHanbHO. BbINONHWTE HACTPOWKY, Korga HeobxoouMMO W3MEHUTb WHTepBan
CUHXPOHM3aUUMN.
¢ BbINOSIHUTE HACTPOWMKY Ha ynNpaBnsALLOM MoAYIe yrpaBneHus.

lNMpoBepka KoHcUrypaumm

X/

% TpocmoTpuTe xypHanbl(log) BbIXOAHBLIX AaHHbLIX, YTOObI NPOBEPUTL, BbINOMHAETCS

JIN CUHXPOHMN3aLUunA no BpeMEHN.

CBsi3aHHble HaCTPOMWKM

Bxopg B pexum pesepBupoBaHna KOHGUrypaumm

KomaHpa redundancy
OnucaHune HepoctynHo
napameTpoB
Pexum Pexunm rnobansHon KoHpurypaumm
KOHduUrypaumm
BcTpoeHHas HepoctynHo
noackaska

HacTpolika nHtepsana aBToMaTM4eCcKkon CUHXPOHM3auumn annoB KoHuUrypawumm

KomaHpa Auto-sync time-period value
OnucaHwue time-period value: YkasbiBaeT nHTepBan aBToMaTtn4eCcKom

napameTpoB | CMHXPOHWU3ALUUKN C eOUHULEN N3MEPEHMUSA B CEKyHAAX. 3HaveHne

BapbupyeTcs oT 1 cekyHabl Ao 1 mecaua (2678400 cekyHa).
Pexum Pexum pesepBrnpoBaHust KOHUrypaumm
KOHuUrypaumm

BcTtpoeHHas HacTtpavBaeT nHTepBan aBToMaTu4yeCKom CUHXPOHU3aLmm hannos

noackaska startup-config n running-config B crniyuyae pesepsupoBaHus

ynpaBnsaooLworo Moayns.

Mpumep KoHDUrypaumm

HacTtponka nHtepsana aBToMaTU4€CKON CUHXPOHU3aLNK

dtanbl

B pexume pesepBupoBaHUA KOHUrypauum ynpasnsioLoro

KoHcpurypauum MOAYNsl HACTPOWTE MHTEpPBan aBTOMaTMYECKOM CUHXPOHMU3aUUKM Ha
60 cekyHz.
QTECH (config) # redundancy
QTECH (config-red) # auto-sync time-period 60
Redundancy auto-sync time-period: enabled (60 seconds).
QTECH (config-red) # exit
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MpoBepka BbinonHute komangy show redundancy states, 4Tobbl NpoBEpPUTL
KOHdMrypaumm | voncurypaumio.

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

7.4.3 Nepe3arpyska moaynen ynpaBneHus
Pe3ynbTaTt KOHpUrypaumum

CGpoc TONbKO pe3epBHOro MOAYMNSA YrNpaBlieHUs He BIUSET Ha Mepechinky AaHHbIX,
Mepecbiika He MpepbiBaeTcsl, a Takke WHgopMauus O ceaHce MNonb3oBaTens He
TepsaeTcsa Bo BpeMs cbpoca pe3epBHOro Moayns ynpaBneHus.

B aBTOHOMHOM pexunme BbiNonHeHne koMmaHabl redundancy reload shelf npuBeget k
OfHOBpeMEHHOMY cbpocy Bcex mMonynen ynpasBrneHus U NMHenHbIX KapT B wwaccu. B
pexxume VSU ycTpoOMCTBO C YyKasaHHbIM wnaeHTudumkatopom cbpackiBaeTcs npu
BbINOSIHEHUN 3TOW KOMaHAbl. Ecnn B cucteme umeetcs aga unu 6onee ycTpowucTB, U
YCTPONCTBO, KOTOpOe HeobxoanMmo cbpocuTb, SABMSETCH YCTPOMCTBOM, B KOTOPOM
HaxoguTcs rnobanbHO YNpaBnsoWMA MoAyMNb, CUCTEMA BbINOMHAET MNepeKnoYeHne
MeXay ynpasnsaoLwmMm U pe3epBHbIM MOAyNeM ynpaBneHus.

MpumeyaHunsn

B pexume VSU, ecnm mogynu ynpaBfeHUs CUCTEMbl HE HaXOOATCS B COCTOSIHUU
pe3epBMpOBaHNSA B pearlbHOM BpeMeHu, cOpocC yCTPOMCTBA, HA KOTOPOM HaXOAUTCS
rnobanbHO Ynpasnawwmn moaynb, npusedeT K copocy Bcen cuctembl VSU.

Atanbl KOHdUrypaumm

s OnumoHanbHo. BbinonHuTe cBpoc, ecnu MOAyNM ynpasfieHUsT UAN YCTPOWCTBO
paboTaloT HeNpaBUIbHO.

CBsizaHHble HaCTPOMWKH

KomaHpa redundancy reload {peer | shelf [switchid]}
Onucanue peer: CobpacbiBaeT TONbKO pe3epBHbIA MOAYIb yrpaBneHus.
napameTpos -
shelf [switchid]: Yka3biBaeT Ha TO, YTO yNpaBnAwoLWNN U pe3epBHbIn
MOAYNW yrnpaBneHnsa yCTaHOBMNEHbI B aBTOHOMHOM pexume, a
noeHTUUKaTop yCTpomcTea, KOTopoe Heobxoammo copoCcuTb,
AOIKeH ObITb ykasaH B pexume VSU.
Pexum [MpuBUNErMPOBaHHLIN  PEXUM
KOHcpuUrypauum

BcTtpoeHHas | B aBTOHOMHOM pexunme KomaHOon cbpoca yCcTponcTBa ABNAETCA
noackaska redundancy reload shelf, To ecTb AaHHas KOMaHAa BbINONHAET

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBogcTBo nonb3osaterns
7. HacTpolika pe3epBMpoBaHUs KapT ynpaBreHus

.munnul‘l%
ppeseansessss

91

cbpoc Bcero yctponctea. B pexume VSU komaHga cbpoca
ycTponcTea asnsetcs redundancy reload shelf, To ectb
YCTPOWCTBO C YKa3aHHbIM naeHTugumnkatopom cobpacoiBaeTcs.

Mpumep KoHduUrypaumm
C6poc yctponictea B pexume VSU

dTanbl B npuBunernpoBaHHOM pexnme rnobanbHO ynpaBnstoLworo
KOHcUrypaumm | Moayns BbINONHUTE cOPOC yCTPOUCTBA C MOAEHTUDUKATOPOM 2.

continue? [N/y]

QTECH# redundancy reload shelf 2

This operation will reload the device 2. Are you sure to

Preparing to reload device 2!

MpoBepka MpoBepbTe, nepesanyweH M COOTBETCTBYHOLMIA  MOAYIb
KOHPUTYPaLMW | yrpaBneHus vnm YCTPONCTBO.

7.5 KoHTponb cocTofAHUSA

OToGpaxeHue

OnucaHue

KomaHpa

OTtobpaxaeT TeKyllee COCTOsiHMe
pe3epBMpPOBaHNA  yNpaBrsoLoro
mMoayns.

show redundancy states
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8 KOHOUTYPALIMA CUCTEMHOIO XYPHATIA
(SYSLOG)

8.1 O630p

M3meHeHnss cocTosiHuA (Hanpumep, COCTOsiHME KaHana MoAaHAT/onyweH) wunu
HelTaTHble cobbITMA MOryT npomsonTn B noboe Bpemsa. O6opyposaHne QTECH
npeaocTaBnsAeT MexaHU3M CUCTEMHONO >XYpHanupoBaHMS A1 aBTOMaTUYecKoro
co3gaHuns coobuweHun (syslog) B ukcmpoBaHHOM hopmate npu  MU3MEHEHUU
COCTOSIHUSI  UNM  BO3HMKHOBEHUM COObITUA. 3TM coobuieHnss oTobpaxalTcs B
COOTBETCTBYHOLWMX TEpMUHaNax, TakKMX KakK KOHCOMb WM TepMuMHam MOHUTOPWHIA,
3anncbiBalOTCA Ha HOCUTENW, Takue kak bydep namatm mnn dannbl XypHana, unm
OTNPaBNATCA rpynne CepBepoB XypHanupoBaHusa (syslog), 4Tobbl agMuHUCTpaTOp
MOl aHanuMampoBaTb MPOM3BOAUTESNILHOCTb CETU W BbISBMAATbL HEWCNPABHOCTU Ha
OCHOBEe 3TUX XypHarnos. CoobLeHns XXypHana cobbiTUn MOXHO J00aBnATL C MeTKaMun
BPEMEHN 1 MNOPSLAKOBBIM HOMEPOM UM KrnaccuduumpoBaTb MO YPOBHIO BaXKHOCTU, YTOObI
aAMUHUCTPaTOP Mor yAoOHO YnTaTb M yNpaenaTb UMW,

MpoTokonbl U cTaHAapThbI
s RFC3164: lNpoTokon cucteMHoro xypHana BSD

8.2 NpumeHeHune

NMpumeHeHune OnucaHue

OtnpaBka coobuieHum KOHTpOMb COCTOSIHMS CUCTEMHBbIX >KypHanos(syslog) c
CUCTEMHBIX MOMOLLIbKO KOHCOSN.

XypHanos(syslog) B

KOHCOSb

OtnpaBka coobuieHum KOHTpOMb COCTOSIHUS CUCTEMHbIX XXypHanos(syslog) 4Yepes
CUCTEMHBIX cepsep.

XypHanos(syslog) Ha

cepBep XypHanMpoBaHUA

8.2.1 OTnpaBKa CUCTEMHbIX XYypHanoB(syslog) B KOHCONb

CueHapun

OTnpaBbTe COOBLLEHNST CUCTEMHBIX XYpHanoB(syslog) B KOHCOMb, 4TObbl 0bnerdntb

agMVHUCTPATOPY KOHTPOSib COCTOSIHUSI MPOM3BOAUTENLHOCTU cucTeMbl. TpeboBaHus

cnegywowime:

1. OTtnpaBbTe COOOLLUEHMS CUCTEMHbIX XypHanos(syslog) ypoBHs 6 wnu Bbile B
KOHCOJb.

2. OTtnpaBnatb coobleHnss cUcTeMHbIX XypHanos(syslog) Ttoneko o6 ARP u IP-
MOAYNAX B KOHCOIb.

N3o0paxeHne 8-1 nokasbiBaeT TOMOMOr1o CETU.
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N3o6paxeHne 8-1 Tononormna cetu

Console i

PC Dl

OnucaHue

HacTponTe ycTponcTBo crnegyowmm obpasom:

YcTaHoBUTE YpOBEHb COOOLLEHUS CUCTEMHbIX XYpPHanoB(syslog), KoTopble MOXHO
OTNpaBuTb B KOHCOSb, HA MH(POPMAaLMOHHBIV (YPOBEHD 6).

3aganTte nonydvaTtensa punbTpauMm COooBLLEHUs CUCTEMHbIX XypHanos(syslog) Ha
TepMuHan.

YctaHoBuTe ansa pexvma unbTpauun coobLIEeHNA CUCTEMHbLIX XypHarnoB(syslog)
3Ha4yeHne «CoOEepPXUT TONbKO...».

YcTaHoBUTE npasuno unbTpaumm coobLLEHNA CUCTEMHBIX XypHanoB(syslog) Ha
oanHo4vHoe cosnageHue. va moayna cogepxut Toneko ARP nnu IP.

8.2.2 OTnpaBKa coo0LeHUs CUCTEMHbIX XXypHanoB(syslog) Ha cepBep XXypHanoB

CueHapuu

OTnpaBbTe COOBLLUEHNsT CUCTEMHBIX XYpHanos(syslog) Ha cepBep XypHanos, 4TOObI
obneryvMTb agMUHUCTPATOPY KOHTPOSb COCTOSIHUA XXYpPHAarioB YCTPOWCTB Ha cepBepe.
TpeboBaHus cnegyroume:

1.

2.

3.

OTtnpaBbTe CO0BLLEHNA CUCTEMHBIX XXypHanoB(syslog) Ha cepBep XypHanos (syslog
server)10.1.1.1.

OTtnpaBbTe COOOLLUEHNS CUCTEMHBIX XXypHanoB(syslog) ypoBHS 7 wnu Bbllle Ha
cepBep XypHanMpoBaHUs.

OTtnpaBbTe COOOLLUEHNA CUCTEMHBIX XypHanoB(syslog) ¢ ucxogHoro mHtepdenca
Loopback 0 Ha cepBep XypHanos.

N3o0paxkeHne 8-2 nokasbiBaeT TOMOMOr1 CEeTU.

N3o6paxeHne 8-2 Tononormna cetu

Device
10.1.1.2/24

OnucaHue

X/
°
X/
°
X/

°

HacTponTe ycTponcTBo crnegyowmm obpasom:

3apante ans IPv4-agpeca cepsepa 3HadeHue 10.1.1.1.

YcTaHOBUTE YPOBEHb XXypHarnoB, KOTOpble MOryT ObiTb OTMpaBfieHbl Ha cepBep
XypHanupoBaHusi, Ha oTnagky (ypoBeHb 7).

YcTaHOoBUTE UCXOOHbIN UMHTEpPMenC >KypHarnoB, OTNpaBrseMblXx Ha cepBep
XypHanos, Ha Loopback 0.
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8.3 PyHKUUM

Ba3oBble KoHUenuum
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Knaccudurkaumsa cuctemMHbIx XXypHanos(syslog)

CucteMHble XypHarbl MOXHO pa3fennTb Ha ABa Tuna:

1. Kypnan
2. OTtnagka

YPOBHM CUCTEMHBIX XXypHanos(syslog)

BocemMb ypoBHel Cepbe3HOCTM CUCTEMHbIX >XypHanoB(syslog) onpegensioTcs B

nopdaanke y6bIBaHI/IFI, BKIo4an aBapMVIHbIVI, onoselwleHne onacHoCTH, KpMTMHeCKMIZ,

oLwmnbka, npeaynpexaeHue, yseaomrneHue, I/IH(bOpMaLI,I/IOHHbIIZ N oTnagka. Amn YPOBHU

COOTBETCTBYHOT BOCbMM YMCHOBbIM 3HayeHWsM oT 0 Ao 7. MeHbluee 3Ha4yeHue
yka3blBaeT Ha 6oree BbICOKMI YPOBEHb CEPLE3HOCTMU.

BbiBOO BO3MOXEH TOMbKO Ang XypHanoB C YPOBHEM, O3KBMBaAJIEHTHbIM WIN

npesblillaoWwnm

yKa3aHHbIM  YPOBEHb.

Hanpumep, ecnu ypoBeHb >ypHanoB

yCTaHOBMEH Ha NMHPOPMaLMOHHBIN (YPOBEHb 6), OyayT BbIBOAUTLCS XYpHarbl ypOBHS 6

WUNu BbiLle.

B cnenytowen Tabnuue onvcaHbl YPOBHM XKypHaroB.

YpoBeHb Yucnosoe OnucaHue

3Ha4yeHue

aBapunHbIN 0 YkasbiBaeT Ha TO, YTO CUCTEMA HE MOXET
paboTaTb HOpMasibHO.

onoseLleHne 1 YKkasblBaeT Ha TO, YTO Mepbl OOXKHbI

onacHocTu ObITb NPUHATHI HEMEOSIEHHO.

KPUTUYECKNI 2 YKkasblBaeT Ha KPUTUYECKOE COCTOSIHME.

owmnbka 3 YKkasblBaeT Ha OLUNOKY.

npeaynpexaeHve 4 YkasblBaeT Ha npeaynpexaeHue.

yBeaoMIeHne 5 YkasblBaeT Ha coobLeHne yBeaoMIeHUs,
TpebytoLiee BHAMAHUS.

WHPOPMAaLMOHHBIN | 6 O6o3HavaeT MHJOPMaLNOHHOE
coobLeHue.

oTnaaka 7 Obo3HavaeT coobLleHne oTnagku.

Mony4atenu BblBOAA CUCTEMHbIX XypHarnoB(syslog)

@ J) QTECH |
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I'Ionyanenvl BblBOOa CUCTEMHBbIX >KypHar|OB(sysIog) BKIMKOYaOT KOHCOJ1Ib, MOHUTOD,

cepBep, bydep u hann. YpoBeHb M TUMN XypHANoB MO YMOSYaHUIO 3aBUCAT OT

nonyyartenen BbiBoga. MOXHO HacTpouTb npaBuna dunbTpaumMnm Ans pasfnyHbIX
nonyyartenew BblBoAa.

B cneaytowen Tabnuue onucaHbl nonyvaTeny BblBoAa CUCTEMHBIX XKypHanoB(syslog).

NMonyyatenun OnucaHue YpoBeHb BbiBoAa no | OnucaHue
BbiBOAa yMon4yaHuio
console KoHconb Otnagka (ypoBeHb 7) | BoiBogsaTca  XypHanbl U
OoTnagoyHas nHgpopmaums.
monitor TepMunHan Otnagka (ypoBeHb 7) | BbiBogsaTca  XypHanbl U
KOHTpOns OTnagoyHas nHdpopmaums.
COCTOSHMS
server Cepsep NHopmaLMOHHbIN BbiBOgATCS  XKypHanbl "
XypHanupoB | (ypoBeHb 6) oTnagoyHasn HdopmMaums.
aHus
buffer YKypHan B | OTnagka (ypoBeHb 7) | BbiBOOATCA  XypHanbl U
Oydepe oTnagoyHass  MHopmaums.
KypHan B Bydepe
ncnonb3yeTca NSl XpaHeHUs
CUCTEMHBbIX
XypHanos(syslog).
file dann NHdbopmaLmMOoHHbIN BoiBOOATCA  XKypHanbl  wn
XypHana (ypoBeHb 6) oTnagoyHas  MHopmaums.
YKypHanbl B Bydepe
XypHanos nepuoanveckm
3anucbiBaloTcs B hansibl.

dopmart xypHana RFC3164

dopmaTbl CUCTEMHbIX XypHanoB(syslog) MoryT oTnuyatbCs B 3aBUCUMOCTM OT
HasHa4YeHWs BbiIBOAA CUCTEMHOIO XXypHana.

s Ecnu nonyyatenb BbiIBO4Aa — KOHCONb, MOHUTOP, Gydep wnu dawnn, copmar
3anucu XXypHarna BbIrnsaauT cregyowmm odpasom:

seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpl/lmep, npn BbIXoae W3 pexnMma KOH(bI/IpraLlI/II/I Ha KOHCOInN 0T06pa>KaeTc;|

cneayroLwunm XypHan:

001233: *May 22 9:44:36: QTECH %SYS-5-CONFIG I: Configured from console by

console

< Ecnu nony4yaTtesib BbiBOAA ABNAETCA CepBEepOM XKXypHalrimpoBaHus, CbOpMaT 3anmcu
XypHana BbIrmaanTt cnegyrowmm 06p830MZ
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<priority>seq no: *timestamp: sysname %module-level-mnemonic: content
Harlpl/lmep, npun BbiIXOoOe U3 pexunma KOH(bI/IpraLI,VIVI Ha cepBepe XypHanmpoBaHus
0T06pa>|<aeT0ﬂ CJ'IG,D,yFOLIJ,VIVI XypHarn:

<189>001233: *May 22 09:44:36: QTECH %SYS-5-CONFIG I: Configured from
console by console

Hwxe npmBegeHoO onncaHme KaxXagoro nond B pasgere CBeLEeHNN O BXOAE B CuUctemy.

1. Tpuoputet

OTo none [OencTBUTENbHO TOMbKO MpU  OTMPaBKE JKypHarioB Ha  cepsep
XYpHanupoBaHusi.

MpuoputeT paccuntbiBaeTca no cnegyowen gopmyne: O6bEKT X 8 + ypoBeHb, rae
YPOBEHb YKa3blBaeT Ha YNCMOBOW KOL YPOBHS XXypHana, a 00bekT — Ha YMCIioBOM KO,
yuypexneHusi. 3HadeHne obbekta no ymondaHuwo — local7 (23). B cnepytowen
Tabnuue npmBedeH AManasoH 3Ha4YeHU OS5 AaHHOTO yuYpexaeHus.

UYnucnoBon kog @ KnrueBoe cnoBo OnucaHue obbLeKTa
ob6bekTa
0 kern coobLeHns ypoBHs siapa
1 user coobLLeHns Ha YpoBHe Nonb3oBaTens
2 mail noyToBas cuctema
3 daemon AEeMOHCTpaTopbl CUCTEMbI
4 authl coobuieHus 6esonacHocTu/aBTopmn3aumnm
5 syslog coobLeHus, CreHepupoBaHHbIe

BHYTPEHHE MNOCPEACTBOM XXypHanoB

6 lpr nogcucrema NIMHENHOro NpuHTEpa

7 news ceTeBas nogcucrema HoOBOCTEN

8 uucp nogcuctema UUCP

9 clockl OEeMOHCTpaTop CUHXPOHU3aLNN

10 auth2 cooOLeHuns 6esonacHocTu/aBTopmnsaumm
11 ftp nemoHcTtpatop FTP

12 ntp nogcuctema NTP

13 logaudit ayouT XypHana

14 logalert OrnoBeLLleHne XypHana
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15 clock2 AEMOHCTPAaTOpP CUHXPOHU3aLINN

16 localO nokaneHoe ucnonb3oBaHue 0 (local0)

17 locall nokanbHoe ucnonb3oBaHune 1 (local1)

18 local2 nokansHoe ucnons3oBaHue 2 (local2)

19 local3 nokanbHoe ucnonb3oBaHune 3 (local3)

20 local4 nokansHoe ucnons3oBaHue 4 (local4)

21 local5 nokanbHoe ucnonb3oBaHue 5 (localb)

22 local6 nokanbHoe ucnonb3oBaHue 6 (local6)

23 local7 rnokanbHoe ucnonb3oBaHue 7 (local7)

2. Homep nocrnenosaTtenbHOCTH

lMopsagkoBbIN HOMEP CUCTEMHOrO XypHana npeacrtasnsetr cobon 6-3HayHoe uernoe
YMCIIO W yBENUYMBAETCA C KaXJoW HOBOW 3anucbio. 1o ymonyaHuio nopsakoBbIv
HOMep He oTobpaxaeTcs. MoXHO 3anyCTUTb KOMaHAy ANs OTObpakeHUst U CKPbITUS
3TOro nonsi.

3. MeTka BpeMeHu

MeTka BpeMeHM 3anucbiBaeT BPEMS CO3[4aHMs CUCTEMHOrO XypHana, 4YTobbl MOXHO
6bIno ygobHo oTobpa3vTb M NpPoBEpUTb cUcTeMHoe cobbiTve. YcTtponctBa QTECH
nogaepXxusatoT ABa bopmaTa BpeMeHu B XXypHane: datetime n uptime.

& Ecnun ycTtpoiictBo He umeeT YacoB peanbHoro BpeMmeHun (RTC), koTopble MCNonb3yrTCs
Ansa 3anucm abComnTHOTO BPEMEHU CUCTEMbI, YCTPOWCTBO MO YMOSYAHUIO MCMONb3yeT
Bpems 3anycka (Bpems 0Ge3oTka3HoW paboTbl - uptime) B kayecTBe METKU BpeMeHu
cUcTeMHOro ypHana. Ecnu yctponctBo umeer RTC, no ymonyaHuioo yCTPOMUCTBO
nucnonb3yet csoe abconioTHoe Bpems (gata v Bpems - datetime) B kayectBe MeTKu
BPEMEHU CUCTEMHOrO XXypHarna.

[1Ba (popmaTta MeTOK BpEMEHMU OMUCAHbI HUXE.
s ®opwmaT gatbl n BpemeHu (datetime)

dopmat gatbl 1 BpEMEHU CrieayoLWNIA:
Mmm dd yyyy hh:mm:ss.msec

B cneaytowein Tabnuue onvcaHbl Bce napameTpbl AaTbl U BpEMEHMW.

MapameTp MeTkn WUmsa OnucaHwue

BpeMeHU napameTpa

Mmm Mecsu Mmm - 9310 abbpeBuaTypa TeKyLero
Mecsiua. 12 MecsiLeB B rogy
oTOOpaXkaloTCA Ha aHrMUNCKOM A3blKE Kak
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Jan, Feb, Mar, Apr, May, Jun, Jul, Aug,
Sep, Oct, Nov n Dec.

dd [eHb dd ykasbiBaeT TekyLlyto aaTty.
yyyy foa YYYY VYKasblBaeT TeKywuh rog W He
oTobpaxkaeTca N0 yMOM4YaHuio.

hh Yac hh ykasbiBaeT TekyLmi Yac.

mm MwuHyTa MM yKa3blBaeT TEKYLLYIO MUHYTY.

SS CekyHoa SS yKa3bIBaeT TEKYLLYH CEKYHAY.

msec MwunnucekyH | msec ykasblBaeT Ha Tekyliee 3HayeHue B
aa MUNNCEKYHOAX.

Mo ymonuaHuio MeTka AaTbl U BpeMeHu, oTobpakaemasi B CUCTEMHOM XXypHane, He
COOEPXUT rod U mMunnncekyHay. MoxHo 3anycTuTb KomaHay Ans oToGpaXxeHus unm
CKPbITUSI roga U MUNNNCEKYHObI METKM AaTbl U BPEMEHM.

s ®opmaTt BpemeHn 6e3oTkasHon paboTbl (uptime)

dopmat BpeMeHu 6e3oTkasHon paboThl:

dd:hh:mm:ss

CTpoka METKM BpPEMEHM MOKa3blBAa€T KOMMYECTBO OHEW, 4acoB, MUHYT M CEKyHA C
MOMEHTa 3anycka CUCTEMBbI.

4. Wma cuctemsl

B aTom none ykasbiBaeTcs MMSI YCTPOMCTBA, CO3[aloLLEro XypHar, 4tobbl cepsep
XYpHanNMpoBaHUs MOr UAEHTUMULMPOBATL XOCT, KOTOPbIA OTMpaBnsieT xypHan. [lo
YMOMYaHUi0 3TO none He oTobpaxaeTcda. MoXHO 3anycTuTb KomaHgy Ans
oToBpaXKeHUs1 UMK CKPbITUS 3TOro Mons.

5. Moaynb

B aToM none ykasbiBaeTCA UMS MOAYINs, KOTOPbIA co3gaeTt XypHan. ma moayns
npencraBnseT cobon CTPOKy B BEpXHEM peructpe gnuvHom ot 2 oo 20 cumBOnNOB,
KOTopas CoaepXUT OYKBbl BEPXHErO pernctpa, undpbl UM CUMBOIbI NOAYEPKUBAHUS.
Mone wmopyna saBnsetca obs3atenbHbiM ON9  MHPOPMaUUM TuMa KypHana u
HeobdA3aTenbHbIM ANs MHpopMaumn Tuna oTnaaku.

6. YpoBeHb

OnpepneneHbl BOCEMb YPOBHEN CUCTEMHOrO XypHana oT 0 Ao 7. YpoBeHb CUCTEMHbIX
XypHanos(syslog), reHepupyeMbIx KaxablM MogysieMm, SBnsieTca UKCMPOBAHHBIM U He
MOXET ObITb MU3BMEHEH.

7. MHeMoHn4eckas cTpoka

B aTtom none ykasbiBaeTcsa kpaTtkas uHopmauusa o xypHane. MHemMoHuYeckasi CTpoka
COCTOUT 13 4-32 CMMBOJSIOB B BEPXHEM PErNCTpe, KOTOpble MOryT coaepxaTtb OyKBbl
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BEPXHEro peructpa, uudpbl UNM cCUMBON noadvepkuBanus. lMone MHeMOoHM4YecKow
CTPOKM ABNsieTcst 06s3aTenbHbIM ANs MHopMaLmMK TUNna XXypHana u HeobsizaTenbHbIM
ANS UHOpMaL MK TMna oTnaaku.

8. CopepxaHue
B aTom none ykasbiBaeTcsa nogpobHOEe coaepXMMOe CUCTEMHOTO XypHana.

O630p

PyHKLUMA OnucaHue

BegeHuve xypHana | BkrodeHue nnu otknioyeHne yHKUUM CUCTEMHOrO XXypHana.

dopmart HacTpoiika ¢oopmaTa CUCTEMHOrO XXypHana.
CUCTEMHOIO

XypHana

Mony4atens HacTtponka napameTpoB ans OTNpaBKn CUCTEMHbIX
BbIBOAA XypHana | XXypHanos(syslog) B pa3nnyHbIX HanpaBneHusx.

PunbTpaums Hactporka napameTpoB yHKUMM UNbTPaUMMU  CUCTEMHbIX
CUCTEMHbIX XypHanos(syslog).

»KypHanoB(sysloqg)

PekomeHayemeble HacTporka napameTpoB (pyHKLMM BEOEHUS XKXypHana.
XypHasbl

KoHTponb HacTtporika napameTpoB YHKUMM MOHUTOPUHIA CUCTEMHOIO
COCTOSIHUSA XypHana.
CUCTEMHbIX

>KypHanoB(sysloqg)

8.3.1 BeaeHue xXypHana

BknodeHne wnu  OTKNOYeHMEe (PYHKUMW BedeHUs >XypHana, nepeHanpasnieHusi
XXypHana n cTaTUCTUKK XXypHana.

CBsizaHHble HACTPOWUKU CUCTEMbI
BkrtoueHne BegeHus xXypHana
Mo ymonyaHuio BegeHMe XXypHana BKIHYEHO.

BeinonHute komaHgy logging on, 4ToObl BKMNIOYUTb XYPHaNMpoBaHME B pexunve
rnobanbHOM KOHurypaumun. Nocne BKIIOYEHUS XypHanNMpoBaHUS 3anncu, co3gaHHble
CUCTEMOWN, OTNPaBMATCA agMUHUCTPATOPY Ha pasfnuyHble HasHayveHus Aansd
MOHUTOPUHIa NpPon3BoanUTENBHOCTU CUCTEMBI.

BkrtoueHne nepeHanpasnieHns xypHana
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Mo ymonuyaHuio nepeHanpaBfeHne XYpPHanoB BKMIOYEHO Ha Mopyne BUPTyanbHOM
kommyTaumm (VSU).

3anyctute komaHgy logging rd on, 4yTobbl BKMOYUTL NepeHanpaBrneHne XypHana B
pexume rrnodanbHon koHdurypaumu. Nocne BKNIOYEHUA NepeHanpaBieHns XXypHanoB
3anucu, co3fiaHHble pe3epBHbIM YCTPOMCTBOM UM PE3epPBHLIM MOAYNEM yrnpaBreHus,
nepeHanpaBnAlTCs Ha aKkTUBHOE YCTPOWUCTBO W aKTUBHBLIN MOAYINb yrnpasreHns Ha
VSU, uto obneryaet agMnHUCTpaTOpy ynpasrieHne XypHanamu.

BkritoueHne cTaTUCTUKM XXypHaNMpoBaHus
Mo ymonyaHuto, CTaTUCTUKA KYPHANMPOBaHNS OTKITHOYEHaA.

3anyctute komaHay logging count, 4TOObl BKIKOYUTL CTATUCTUKY XypHanMpoBaHUA B
pexume rnobanbHON KoHUrypaumun. lNocne BKIIOYEHNA CTaTUCTUKK XXYPHaNMpoBaHUs
cMcTeMa 3anucbiBaeT KOMMYECTBO pa3 CO3fdaHusa XXypHana un BpeMsa nocnegHero
CO3[aHus XypHana.

8.3.2 ®opmaT CMCTEMHOrO XypHana

HacTtponTte copmaT CUCTEMHOro >XypHana, Bkrtoyas dopmaT xypHana RFC5424,
dopmaT METKM BPEMEHUN, UMSA CUCTEMbI U MOPSLAKOBLIN HOMEP.

CBsizaHHble HACTPOUKU CUCTEMDI
HacTtponka oopmata METKN BpEMEHU

Mo ymon4aHuio CUCTEMHBIN XXYpHan mncrnonb3yet opmaT gaTtbl U BPEMEHU, a MeTKa
BPEMEHU HE COAEPXKUT rog N MUNSIMCEKYHAY.

BbinonHute komaHgy service timestamps B pexume rrnobanbHom KoHdurypauumm,
4yTo6bI MCNONb30BaTb YopMaT AaTbl U BPEMEHW, COAEPXKALLUN rog U MUNINCEKYHAY B
CMCTEMHOM XXypHane, unM naMmeHuTe opmart aatbl U1 BPEMEHU Ha hopmaT BPEMEHU
6e3oTkasHou paboThl.

[oGaBneHne CUCTEMHOIO MMEHM B CUCTEMHbIV XXypHan
Mo yMONYaHUIO CUCTEMHbBIN XXypHan He COAEPXUT UMEHUN CUCTEMBI.

BbinonHuMTe KOMaHAy service sysname B pexume rnobanbHon KoHurypaumm, 4tobbl
A06aBUTb MMSI CUCTEMbBI B CUCTEMHbIN XXypHar.

[obasneHne NOpAaKOBOro HOMepa B CUCTEMHBbIN XXypHar
Mo yMONYaHUIO CUCTEMHBIN XXypHan He COAEPXXUT NOpsaKOBOro HoMepa.

BeinonHute KOomaHgy service sequence-numbers B pexume rnobanbHon
KOHpurypaumm, 4tobbl 4OBaBUTL NOPSLAKOBLIN HOMEP B CUCTEMHbIN XXYpHar.

BkrntoveHne ctaHgapTHOro dpopmata XXypHana
Mo ymonyaHuto XypHarnbl oTobpaxatoTcs B criegytowem dopmare:
*timestamp: %$module-level-mnemonic: content

BeinonHute komaHay service standard-syslog B pexume rnobanbHON KoOHUrypauuu,
yTobObl  BKMHOYUTE CTaHAAPTHbIN  hopmaT XKypHamna, KoTopbld OTOOpaxkaeTcs
cneayroLmnm obpasom:

timestamp %module-level-mnemonic: content

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBOACTBO nosib3oBaTens
8. KoHdmrypaums cuctemHoro xxypHana (Syslog) 101

B cranpapTHomM chopmaTte >XypHana Mo cpaBHEHMIO C dopmaToM >KXypHana no
ymMon4yaHuio 3Be3goyka (*) OTCyTCTBYeT nepen METKOM BpeMeHu, a asoeToune (:)
OTCYTCTBYET B KOHLIE METKN BPEMEHWN.

BkritoueHne cbopmarta 4acTHOro xypHana
Mo ymonyaHuio XXypHarnbl oTobpaxatoTca B criegyrowem popmare:

*timestamp: %$module-level-mnemonic: content

BbinonHute komaHay service private-syslog B pexume rnobanbHon KoHdurypauum,
YTOObI BKMNIOYMTL (POpMaT YHacTHOrO >XypHana, KOoTopbli oTobpaxaeTcs cnegyroLmm
obpasowm:

timestamp module-level-mnemonic: content

B yacTtHOM dhopmaTte XypHarna no cpaBHEHUO C hopMaToM XypHana no ymMonvyaHuio
3Be3goyka (*) oTcyTcTBYeT nepen MeETKOM BpeMeHu, ABoeToyne (1) OTCyTCTBYyeT B
KOHLIe METKM BpeMeHU, U 3HaK npoueHTa (%) OTCYTCTBYET B KOHLIE MMEHN MOAYINS.

8.3.3 NonyyaTenb BbIBOAA XXypHana

HacTpoiiTe napameTpbl Ansi OTNPaBKM CUCTEMHbIX XXypHanoB(syslog) Ha pasnuyHble
HasHa4yeHusi, BKMOYaAs KOHCOMb, TEepMuMHaN MOHWUTOpWHra, Oydep, cepeep
XYpHanNupoBaHus 1 cpainbl XXypHana.

CBA3aHHble HACTPOUKUN CUCTEMbI
CurHXpOHM3aLUma NONb30BaTENbCKOro BBOAA C BbIBOAOM XXypHana
Mo ymonyaHuio aTa yHKUUSA OTKIOYEHa.

3anyctnte komangy logging synchronous B pexume HacTPOMKM TepMUHanbHOro
AocTtyna, 4ToObl CUMHXPOHM3MPOBATb MOMb30BaTENbCKME BXOAHbIE [aHHble C
BbIXOOHBIMW OaHHbIMKU XypHana. [locne BKNMIOYEHUA 3TOW (OYHKUMM BBOL, LAHHbIX
nonb3oBaTenem He ByaeT npepBaH.

HacTtponka orpaHnyeHunsi CKOpOCTU XXypHanMpoBaHUs
Mo ymonyaHuio orpaHnyeHne CKopoCTU XXYPHaNmMpoBaHUs He HAaCTPOEHO.

BeinonHute komangy logging rate-limit { number | all number | console {number | all
number } } [ except [ severity ] ] B pexume rnobanbHon koHdwurypauum, 4tobbl
HaCTPOUTb MMMUT CKOPOCTU XXypHana.

HacTpolika orpaHnyeHnsi CKOpOCTU nepeHanpaBfeHns XXypHarnos

Mo ymonuaHuio M3 pe3epBHOr0 yCTPOWCTBA B akTUBHOe ycTtponcteo VSU B cekyHay
nepeHanpasnseTca makcumym 200 xXypHanos.

BouinonHute komaHgy logging rd rate-limit number [ except severity ] B pexume
rnodanbHom KOH(purypaumm,  4T006bI HaAcTpPOUTb  OrpaHUYEeHMe  CKOpPOCTU
nepeHanpasrieHus1 XXypHarnoB, TO eCTb MakCUMaribHOEe KONMYECTBO XXYpHaroB, KOTOpble
nepeHanpaBnaAlTCA C Pe3epBHOr0 YCTPOWCTBA Ha akTUBHOE YCTPOMCTBO WU C
pe3epBHOro MOAynA ynpasrieHUs1 HA akTUBHbIA MO4Y b yNpaBreHns B CEKyHAY.

HaCTpOIZKa YPOBHA KYpPHaAIioB, OTnpaBJi€HHbIX B KOHCOJ1b
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Mo ymOn4YaHuio ypoBEHb KYpHanoB, OTNPaBNaeMbIX B KOHCOSb, - 3TO YPOBEHb OTNAAKM
(ypoBeHb 7).

BeinonHute komaHay logging console [ level ] B pexume rnobanbHon KoHUrypaumu,
YTOObI HACTPOUTL YPOBEHB XXYPHAIIOB, KOTOPbIE MOXHO OTNPaBUTb HA KOHCOSTb.

OTnpaBka )XypHarnoB Ha TepPMMHAIN KOHTPOSb COCTOSIHUS
Mo ymonyaHuio oTnpaBka XXypHanoB Ha MOHUTOPWUHIOBLIA TEPMMUHAN 3anpeLleHa.

3anyctute kKomaHay terminal monitor B npuBMnIerMpoBaHHOM pexume, 4YToObl
OTNPaBUTb XXypHarbl HA MOHUTOPUHIOBbIA TEPMUHAN.

HaCTpOVIKa YPOBHA XYypHasroB, OTrnpaBideMbIX Ha MOHVITOpI/IHFOBbIIZ TeEPMUHan

Mo ymonyaHuio ypoBeHb XypHarnoB, OTrnpaBnseMblX Ha MOHUTOPWHIOBbLIN TepMUHar, -
3TO ypOBEHb OTNafkun (ypoBeHb 7).

BbinonHute komaHay logging monitor [ level | B pexume rnobansHon koHdurypawumm,
yTobbl HACTPOUTb  YPOBEHb  >KYpPHAsrioB, KOTOPble MOXHO OTNPaBWUTb  Ha
MOHWUTOPUHIOBbIA TEPMUHAT.

3anuchk xxypHarnos B 6ycdep namaTtu

Mo ymonuyaHuio XXypHarnbl 3anucbiBaloTca B Oydep namaTn, a ypOBEeHb >XYpHaroB Mo
YMOM4YaHM0 — 3TO YPOBEHb OTNagku (YpoBeHb 7).

3anyctute komangy logging buffered [ buffer-size ] [ level ] B pexunme rnobansHomn
KOHdUrypaumm, 4tobbl HacTpOUTb MapamMeTpbl 3anucu XypHarnos B Oydep namaTw,
BKITtoYasa pasmep bydepa n ypoBeHb XXypHana.

OTnpaBKa XXypHanoB Ha cepBep KypHanMpoBaHus
Mo ymonuyaHuto >xypHarbl He OTNPaBRAOTCS HA CEPBEP KyPHaNMpPOBaHMS.

3anyctute komaHgy logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via
mgmt-name ] [ udp-port port ] [ vrf vrf-name ] B pexume rnobanbHon koHduUrypaumm
ANS OTNPaBKM XXypHAIoB Ha yKa3aHHbIN CepBeEpP KYPHanNMpoBaHUS.

HacTpolika ypoBHS )XypHanoB, OTNpaBrisieMblX Ha CEpPBEP KyPHaNMpOBaHUs

Mo ymonyaHuio ypoOBEHb XypHanoB, OTNPaBNAEMbIX Ha CepBep >XypHanupoBaHUS,
ABMSeTCA NHPOPMALMOHHBIM (YPOBEHD 6).

BoinonHute komaHgy logging trap [ level ] B pexume rnobanbHon koHduUrypaumm,
4yTOoObl HaCTPOUTb YPOBEHb >XYPHaNoB, KOTOPbIA MOXHO OTNpPaBUTb Ha CcepBep
XypHanupoBaHus.

HacTpolika ypoBHS XXypHanoB, OTNpaBrisieMblX Ha CEPBEP >KypPHanNMpoBaHMs

Ecnn dopmatr xypHana RFC5424 otknoyeH, 3HayeHMe oOObekTa XKypHanos,
OTNpaBNAeMbIX Ha CepBep XypHanupoBaHus, NO ymonyaHuto siensietca local7 (23).
Ecnn BknouveH dopmaTt kypHana RFC5424, 3HadeHne o6bekTa XypHanos,
OTNpaBNAeMbIX Ha CEPBEP XKypHanMpoBaHus, No ymondaxuto sensetcs local0 (16).

BeinonHute komaHgy logging facility facility-type B pexume rnobanbHon
KOH(purypaumm, 4tobbl HACTPOUTb 3HAYeHWe OObeKkTa KypHanoB, OTNpaBNAeMblX Ha
cepBep XypHanupoBaHUs.

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBOACTBO nosib3oBaTens
8. KoHdmrypaums cuctemHoro xxypHana (Syslog) 103

HacTpoiika  ucxogHOro  agpeca  XypHanoB, OTMpaBfsieMblX Ha  cepBep
XYpHanupoBaHus

Mo ymonuaHuio UMCXOAHbIM  agpec KypHanoB, OTNpaBfisSeMblX Ha cepBep
XypHanupoBaHus, asnsetca IP-agpecom nHtepenca, otnpaBnaroLLEro XypHarnsbl.

3anyctute komaHay logging source [ interface ] interface-type interface-number,
4yTObObl HACTPOUTb UHTEP(ENC UCTOYHUKA XypHanoB. Ecnn nHTepdenc ncrtovHmka He
HacTpoeH unu IP-agpec He HacTpoeH ANA 3TOro MHTepdenca, agpec MCTOYHMKA
XypHanoB — 310 |IP-agpec nHtepderica, oTnpasnstowero XypHarsbl.

BbinonHute komaHnay logging source { ip ip-address | ipv6 ipv6-address | ans
HacTpounkn IP-agpeca uctodHuka xypHanos. Ecnu atoT IP-agpec He HacTpoeH Ha
YCTPOWCTBE, ajpec WUCTOYHMKA XypHanoB — 9310 |P-agpec wuHTepdeica,
OTNPaBNAOLLEro XypHarnsbl.

3annck xypHarnos B dansbl XXypHana

Mo ymonuyaHuio XXypHarnbl He 3anucbiBaloTCA B dpansbl XypHanos. [locrne BkYeHUs
OYHKLMM 3anncu XXypHanoB B (hansbl XXypHanoB ypoBeHb XXYpHaroB, 3anncbiBaemblii B
hansibl )KypHarnoB, N0 yMOM4YaHUIO ABNAETCA NHPOPMaLNOHHBIM (YPOBEHD 6).

3anyctute komangy logging file {flash:filename | usbO:filename | usb1l:filename }
[ max-file-size ] [ level ] B pexume rnobanbHOM KOHUrypauuu, 4Tobbl HAacTpouUTb
napameTpbl 3anuvcu >XXypHanoB B (aunbl XypHarnos, BKIOYas TUM YCTPOWCTBA, Ha
KOTOPOM XpaHuTcs chann, ums canna, pasmep ganna n ypoBeHb XypHana.

HacTpolika nHTepsana 3anncu XypHanos B dpann XypHana

Mo ymonyaHuio XXypHarbl 3anucbiBaloTcAa B haunnbl XXypHanos ¢ nHtepsanom 3600 cek
(oanH vac).

BoinonHute komaHay logging flash interval seconds B pexume rnobanbHOM
KOHUrypaumm, 4Tobbl HACTPOUTbL MHTEPBA 3anMcK XXypHanos B dhannbl XXypHarnos.

HacTpolika BpeMeHn xpaHeHnsa hannos xxypHana
Mo ymonyaHuio BpeMs XpaHEHNS He HAaCTPOEHO.

BeinonHute komangy logging life-time level level days B pexume rnobanbHon
KOHUrypaumm, 4Tobbl HACTPOUTL BPEMSI XPaHEHUS XypHanoB. AAMUHUCTPATOP MOXET
yKkasaTb pasnuyHoe KONM4ecTBO AHEN XpaHEeHUs ANS XypHanoB pasHbiX YPOBHEWN.

HemeaneHHas 3anuck xypHanoB 3 6ydepa B drannbl XKXypHanos

Mo ymonuaHWl CUCTEMHbIE  XXypHanbl XpaHATCA B  Oydepe  CUCTEMHbIX
XypHanoB(syslog), a 3aTemMm nepuvoauyecku 3anucbiBaloTcs B daiiribl XKypHanoB Mnu
Korga Oydpep 3anonHeH.

3anyctute komaHgy logging flash flush B pexume rnobanbHon KoHGUrypauuu gns
HemeLneHHOM 3anncu XypHanos 13 bydepa B hannbl XXypHanos, YTOObl MOXHO 6bINo
yOooOHO cobupaTb XypHarsbl.

8.3.4 dunbTpaumusa cucTeMHbIX XXypHanos(syslog)
Mo ymonyaHuio XypHarbl, CO30aHHble CUCTEMOWN, OTNPAaBIIAOTCA Ha BCE Ha3HaYeHus.
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MpuHUKMN paboTbl
dunbTpaumnsa HazHayYeHUN
OnpepgeneHbl NATb HAa3HaA4YeHUI QUNbTPALUK KYPHANOB:

X/

s buffer: OTunbTpOBLIBAET XypHanbl, oTnpaensemMble B Bydep XypHanMpoBaHus,
TO €CTb XypHarnbl, oTobpaxaemMble komaHgon show logging.
s file: OToMNbTPOBLIBAET XypHarbl, 3anMcbiBaemble B halsibl XXypHarnoB.

X/

% server: OTUNbTPOBLIBAET XXypPHarnbl, OTNPaBfiEHHbIE HA CEPBEP XKypHaNMPOBaHMSI.
R/

% terminal: OTMNbTPOBLIBAET XypHanbl, OTNPaBMEHHbIE HA KOHCOSb WU TepMuHan
MOHUTOpUHra (Bkrtoyasa Telnet n SSH).

YeTblpe HasHayeHus ounbTpaumMm MOryT UCMOMb30BaTbCsA MO0 B KOMOMHAUMK Ans
dunbTpauun XypHanoB, OTNPaBNSEMbIX Ha pasnuyHble HasHayYeHusl, NM6o oTAENbHO
ANS punbTpaumm XXypHarnoB, OTNpaBnsieMbIX Ha O4HOro nonyyartens.

Pexum dunbTpaumm
[ocTynHbl ABa pexrma unbTpaunn:

% contains-only: YkasblBaeT, 4TO BbIBOOATCA TONbKO >XypHarnbl, COAepXaluue
KrntoyeBble CroBa, YKal3aHHble B npaBunax dunbTpaumn. Bo3moxHo, Bac
WNHTEpEeCYeT TONbKO YKa3aHHbIA TUM XypHanoB. B aTom cnyvyae MOXHO NPUMEHUTb
pexum contains-only Ha ycTpoucTBe Ansi OTOOpakeHUs Ha TepMuHane TONbKO
XYpHanoB, COOTBETCTBYIOLUMX MpaBunam unbTpauum, YTo NOMOXET MPOBEPUTD,
NPOUCXOANT N Kakoe-nNnbo cobbiTue.

s filter-only: Yka3sbIiBaeT, 4TO XXypHarbl, COAepXallne KroYeBble CNoBa, Yka3aHHbIE B
npaesunax unbTpaummn, oTunbTpoBaHbl U He ByayT BbiBOaUTbCA. Ecnv moaynb
reHepupyeT CIrMLKOM MHOMO >XYpPHAroB, Ha WHTepgence TepMuHana MOoXeT
nosiButbCca nyn. Ecnv Bam He HyXeH [aHHbI TUN XypHanoB, Bbl MOXeETe
npumMmeHnTb pexunm filter-only ¢ npaBunamu gna nx dounbTpauun (Hanpumep, Ans
GunbTpaumm XXypHanoB, KOTOpble MOryT Bbi3biBaTb nyn).

[Ba pexuma QubTpauun SBRSIOTCA B3aUMOUCKIIOYAOWMMKN, TO €CTb MOXHO
HaCTPOUTb TONbKO OAMH PEXUM bunbTpaumnm 0aHOBPEMEHHO.

MpaBuna uneTpaumnm
[ocTynHbl ABa npasuna ounbTpauuu:

% exact-match: Ecnn BbiGpaHo exact-match, Heobxoaumo BbIGpaTb BCe TpU onuuu
dunbTpaummn (Moaynb, YPOBEHb U MHEMOHUKA). Ecnn TpebyeTtca oTunbTpoBaThb
ornpeaernieHHbIN XypHar, UCNosb3ynTe nNpaBuno punbTpaumm exact-match.

% single-match: Ecnu BbiOpaHO COOTBETCTBME NO OLHOMY W3 KPUTEPUEB,
HeobxoaMmMo BbIGpaTb TOMNBKO OAHY M3 Tpex onuun uneTpaumm (Moaynb, YpOBEHb
M MHemoHuka). Ecnu TpebyeTca oTdunbTpoBaTh KypHanbl OonpeneneHHoro
MOAYNS, YPOBHSA UM MHEMOHUKM UCMONb3ynTe npasuno gunbsTpaumm single-match.

Ecnn oguH n TOT Xe mMoayIb, ypoBeHb UMM MHEMOHUKA HaACTPOEHbl KaK B MpaBuiiax
OOMHOYHOIo COOTBETCTBUA, TaK WU B TMpaBuylax TOYHOINo COOTBETCTBUA, NpaBUIoO
OOWNHOYHOIo COOTBETCTBUA MMEET NnpenmMmyLlleCTtBeHHYo cuny Hag npaBuiomM TOYHOIoO
COOTBETCTBUA.
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CBsizaHHble HAaCTPOUKU CUCTEMbI
HacTtponka HasHadeHus ounbTpaunmn XXypHana

Mo ymonuyaHuio nonyyatenu cunbTpauum XypHana — BCe, TO €eCTb >XypHanbl,
oTnpaBnsieMble Ha Bce Ha3HayYeHUsl, PUNbTPYOTCS.

3anyctute komaHgy logging filter direction { all | buffer | file | server | terminal } B
pexume rnobanbHOM KoHdurypaumm, 4tobbl HaACTpoOUTb nonyyvaTenen unbTpaymm
XypHana gns ounbTpaumm XypHanoB Ha YKa3aHHble Ha3Ha4YeHus.

HacTpoiika pexnma ounbTpaunm xxXypHanos
Mo ymonyaHuio pexum dunbTpaunm xxypHana — filter-only.

3anyctute komaHay logging filter type { contains-only | filter-only } B pexume
rno®anbHOM KOHUrypaumm onst HaCTPOMKN pexnma unbTpaunn XXypHana.

HacTtponka npasuna unbTpauunm XXypHanos

Mo ymomnyaHuo Ha YCTPOMCTBE HE HACTPOEHO NpPaBuNno unbTpauum XypHamnos, TO
€CTb >XypHarbl He 0TOUNbTPOBAHbI.

3anyctute komaHgy logging filter rule exact-match module module-name
mnemonic mnemonic-name level level B pexnme rnobanbHON KoHpurypaumm, 4tobbl
HaCTPOUTb NPaBMO TOYHOIO COOTBETCTBUS.

3anyctute komaHay logging filter rule single-match { level level | mnemonic
mnemonic-name | module module-name } B pexume rnobanbHOM KoOHdUrypaumm,
4TO6bl HACTPOUTL NPABUIO OANHOYHOIO COBNAgEHUS.

8.3.5 KOHTpONb COCTOAHUA CUCTEMHBLIX XXypHanoB(syslog)

Mocne BKNOYEHNS MOHUTOPUHIA CUCTEMHbIX XXypHanoB(syslog), cuctema otcnexusBaeT
NOMbITKM JOCTYNa nosib3oBaTenen 1 co3gaeT COOTBETCTBYHOLLME XKypHanb.

MpuHUMN paboTbl

Mocne perncTpaunn nonbITOK BXOAa/Bbixoda cuctemMa 3anucbiBaeT MOMbITKU AOCTyna
nonb3oBaTesnen. )KypHaJ'l coaepXXNUT UMA norib3oBaTtesid N agpec NCTOYHUKA.

Mocne BKNOYEHUS BeOeHUs XypHana onepauuii cucTeMa 3anucbiBaeT U3MEHEHUs B
KOHUrypaummn yCTPOCTB, ypHan CoAepXXUT UMS Nonb3oBaTens, aapec UCTOYHMKA U
onepauio.

CBs3aHHblIe HAaCTPOWKU CUCTEMDI
BkntoueHne permctpaumm NnonbITOK BXOA4a UK Bbixoda

Mo ymonyaHumio yCTPOMCTBO He CO3AaeT XXypHanbl Mpu A0CTyrne nonb3oBaTenen K
YCTPOWCTBY UMW BbIXO4e U3 HEro.

3anyctute komaHgy logging userinfo B pexvume rnobanbHOM KOHUrypaumm, YToobbl
BKMIOYNTL perncTpaumio NonbiTOK BxoAa/Bbixoda. locne BKIYEHUs 3TON yHKLMU
YyCTPONCTBO OTOGpaxaeT >KypHanbl, Korga nonib3oBatenu nonyvarwT AoCTyn K
yctponcTtBam vepes Telnet, SSH nnn HTTP, ytobbl agMuUHMUCTPaTOP MOr OTCReXuBaTb
NOAOKITIOYEHUS 3TUX YCTPOUCTB.

BknioyeHve BegeHna xypHana onepauumm

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBOACTBO nosib3oBaTens
8. KoHdmrypaums cuctemHoro xxypHana (Syslog) 106

Mo ymomnyaHuo YCTPOWCTBO He CO3OaeT XypHanbl MpU U3MEHEHUU KOHUrypauum
YCTPOWCTB NOSb30BaTENSIMMU.

3anyctute komaHgy logging userinfo command-log B pexume rnobanbHOM
KOH(purypaumm, 4tobbl BKAOYUTL perncTpaumio onepauui. locne BKOYEHUS 3TOM
QYHKUMM  cucTema oTobpakaeT CBsi3aHHble >XypHanbl ANd  yBeOOMIEHUS
aaMuHUcTpaTopa 06 N3MeHeHNsIX KoHUrypaumm.

8.4 KoHdomrypaums

KoHdurypaums OnucaHve n KomaHga
HacTpouka A\ (HeoBssatenbHo) Wcronb3yeTcss Anst  HacTpolku  ¢popmarta
@ogmaTa CUCTEMHOrIO XXypHana.
CUCTEMHOr0
XypHana service timestamps | HacTpoiika gpopmaTta MeTku
message-type [ uptime| BPEMEHU CUCTEMHBIX
datetime [ msec ] [year ]]] XypHanos(syslog).
service sysname [obaBnsieT cuctemHoe v B

CUCTEMHbIN XXypHan.

service sequence-numbers [obasnsieT nopsiakoBbIn
HOMEpP B CUCTEMHBbIV XXypHarn.

service standard-syslog BkntoyaeT ctaHgapTHLIN
dopmaT CUCTEMHOrO XypHana.

service private-syslog BkntoyaeT coopmat 4acTHoro
CMCTEMHOTO XypHana.

Otnpagka A\ (HeobsizaTenbHo) [laHHblii METOA MCMONbL3YeTCA ANS HACTPOMKM
CUCTEMHbIX napaMeTpoB OTNPAaBKN CUCTEMHbIX XXYPHarnoB(syslog) B KOHCOSb.
XypHanos(syslog) B
KOHCOIb logging on BknovyaeTt BegeHue xypHana.
logging count BkntovaeT ctatnuctumky
XypHana.
logging console [ level ] HacTtpauBaeT ypoBeHb
XypHanoB, oTobpaxaembix B
KOHCOMMN.
logging rate-limit { number | HacTpoiika npegena ckopocTu
all number | console {number | | XypHanupoBaHusi.
all number } } [ except [
severity | ]
Ortnpaeka AL (HeobsizaTenbHo) [aHHblii METOA WCMOMbL3YeTCA AN HaCTPOMKM
CUCTEMHBbIX napaMeTpoB OTNPaBKN CUCTEMHbIX XXypHaroB(syslog) B TepmuHan
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>KypHanos(sysloq)
Ha TepMuHan

KOHTPOJ14
COoCTOAHNA

KOHTPOJ1A COCTOAHUA.

terminal monitor

lMosBongeT TepMmuHany
KOHTPONSA COCTOSAHUSA
oTobpaxaTb XXypHansbl.

logging monitor [ level ]

HactpauBaeT ypoBeHb
XypHarnosB, oTobpa)kaembiX B
TepMuHarsne KOHTposs
COCTOSIHUS.

3anncb CUCTEMHbIX
»KypHanos(syslog) B
oydep namaTtu

/A (HeobsizaTenbHo) [aHHbI MeTon WCMONb3yeTcs AN HAaCTPOMKM
napaMeTpoB 3anucu CUCTEMHbIX >XypHanos(syslog) B ©Oydep

namMaTu.

logging buffered [ buffer-size |
[ level ]

HacTtpanBaeT napameTpsl
3anncu CUCTEMHBbIX
XXypHanoB(syslog) B bydep
namsaTn, BKIIKOYasa pasmep
Oydepa 1 ypoBeHb XypHana.

Ortnpaeka Ah (HeobszaTenbHo) [JaHHblii METOA WMCMOMb3YeTCs AN HaCTPOMKM
CUCTEMHBbIX napamMeTpoB OTNPaBKN CUCTEMHbBIX XXypHaroB(syslog) B TepmuHan
XypHanos(syslog) KOHTPOIS COCTOSIHUS.
Ha cepBep
XYpHanMpoBaHus logging server [ oob [ {ip- OTnpaBngaeT XXypHanbl Ha
address | ipv6 ipv6-address } [ | ykasaHHbI cepBep
via mgmt-name ] [ udp-port XypHanmpoBaHus.
port ] [ vrf vrf-name ]
logging trap [ level ] HacTtpauBaeT ypoBeHb
XXypHanos, oTrnpaBnsemMbiX Ha
cepBep XypHanMpoBaHUS.
logging facility facility-type HacTtpauBaeT 3HauyeHus
XXypHana, oTnpaBnsieMble Ha
cepBep XypHanMpoBaHUS.
logging source [ interface | HacTtpauBaeT nHTepdenc
interface-type interface-number | ICTOYHMKA XypHanos,
OTNpaBnAeMbIX Ha cepBep
XXYypHanupoBaHusi.
logging source {ip ip-address = HacTtpauBaeT agpec
| ipv6 ipv6-address } WMCTOYHMKA XypHaros,
OTnpaBnsAeMbIX Ha cepBep
XypHanvpoBaHus.
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3anncb CUCTEMHbIX
>KypHanos(syslog) B
dannbl xypHanos

A\ (HeobsizaTenbHo) [laHHblii METOA WMCMONb3yeTcs ANS HACTPOMKM
napamMeTpoB 3anucu CUCTEMHbIX XXypHaroBs(syslog) B dhann.

logging file { flash:filename |
usbO:filename | usb1:filename
} [ max-file-size ] [ level ]

HactpausaeTt napameTpbl
3anmcu CUCTEMHbIX
XypHanos(syslog) B chann,
BKIIOMas TUN XpaHUnuLia
drannos, nms canna, pasmep
(harna n ypoBeHb XypHarna.

logging flash interval
seconds

HactpanBaeT nHTepBan
3anncu XXypHarnos B hannbl
XypHana. 3HayeHue no
ymonyanuio: 3600.

logging life-time level level
days

HactpaunBaeT Bpemsi XxpaHeHUs
drannos XxypHana.

HacTtpownka
unbTpaumnm

CUCTEMHbIX
»KypHanos(sysloqg)

A\ (HeobsizaTenbHo)

Mcnonb3yetca ans

BKIMIOYEHUS  (PYHKLMMK

dunbTPaLMn CMCTEMHbIX XXypHarnos(syslog).

logging filter direction { all |
buffer | file | server | terminal

}

HactpauBaeT nony4vaternb
unbTpaunm xXypHana.

logging filter type { contains-
only | filter-only }

HacTtpauBaeT pexum
dounbTpaLnm XXypHanos.

logging filter rule exact-
match module module-name
mnemonic mnemonic-name
level level

HactpauBaeTt npasuno
dounbTpaLnm TOYHOrO
COOTBETCTBUSA.

logging filter rule single-
match { level level |
mnemonic mnemonic-name |
module module-name }

HactpauBaeTt npasuno
unbTpaunm oguHOYHOIo
coBnageHus.

HacTtpoiika /A (HeobsasaTenbHo) Mcnonb3yeTca [Ans  BKMOYEHWUS  DyHKLMN
nepeHanpasneHnsa nepeHanpasneHus xypHana.
CUCTEMHOro
XypHana logging rd on Bkrnitovaet doyHKUMIO
nepeHanpasrieHns XypHana.
logging rd rate-limit number [ | HacTpanBaeT orpaHudeHune
except severity | CKOpPOCTU nepeHanpasneHns
XypHana.
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Hactpoiika /A (HeobsizaTenbHo) Mcnonb3yeTcsa [Ons HacTPOWKM napaMeTpoB

KOHTPONA PYHKLMM MOHUTOPUHIE CUCTEMHOTO XXypHana.
COCTOSHUSA

CUCTEMHOrO logging userinfo [Mo3BonsieT perncTpupoBaTb
KypHana nonbITKM BXxoda/Bbixoaa.

logging userinfo command- | BkroyaeT xypHanvpoBaHue
log onepauun.

CuHXpoHM3auns
NMoJSIb30BaTENIbCKOro
BBOJA C BbIXOO0OM

/A (HeoBsasaTernbHo) WNcnonb3ayeTcs Aans CUHXPOHM3aLMK
NoNb30BaTeNbCKOro BBOAA C BbIBOAOM XXypHarna.

KypHana logging synchronous CUHXPOHU3MpPYeET
MONb30BaTENLCKUI BBOA, C
BbLIBOZIOM XypHarna.

8.4.1 HacTpouka ¢popmarta CUCTEMHOTIO XypHana
Pe3ynbTaTt KOHpUrypauum
¢ Hactpowka bopmaTta cUCTEMHBbIX XXypHanoB(syslog).
MpumeyaHunn

dopmart xypHana RFC3164

s Ecnu yctponctBo He wumeeT 4YacoB peanbHoro BpemeHu (RTC), koTtopbie
MCNONb3yTCA ANA 3anMcu abContoTHOrO BPEMEHWM CUCTEMbI, YCTPOWCTBO MO
YMOS4YaHMIO MUCMNONb3yeT BpeMs 3anycka (Bpemsi 6e3oTka3Hon paboTbl - uptime) B
KayecTBe MEeTKU BpeMEHM CUCTEMHOro XypHana. Ecnu yctponcteo nmeet RTC, no
YMOS4YaHMO YCTPOMCTBO MCMNONb3yeT CBOEe abconTHOe BpeMsda (gata u Bpems -
datetime) B kauecTBe METKM BPEMEHU CUCTEMHOIO XypHana.

s lNopsigkoBbI HOMEP >XypHana npeacTaBnseTr cobon 6-3Ha4yHOE LEeroe YMCro.
Kaxgbll pas npu reHepaumm >XypHana nopsigkoBbii HOMEpP YBENnuUYMBaEeTCsl Ha
oavH. Kaxabln pas, kKorga nopagkoBbid HoMmep yeBenuymaetcs ¢ 000000 po
1000000 nnun gocturaet 2232, nopsakoBbii HOMep cHoBa HavmHaeTcs ¢ 000000.

Atanbl KOHdUrypaumm
HacTtpowka dpopmaTta METKU BPEMEHWN CUCTEMHbBIX XypHanos(syslog)
% (QononHuTtenbHo) No ymonyaHuio ncnonb3yetca opmat MeTkm BpemeHu datetime.

X/

s Ecnu He ykaszaHO WHOe, BbLINOMHUTE 3Ty HACTPOWKY Ha YCTPOWCTBE, 4YTOObI
HacTpouTb oopmart timestamp.

[obasneHne CUCTEMHOIO MMEHU B CUCTEMHbIV XXypHan
% (QononHutenbHo) [lo yMONYaHMIO CUCTEMHLIN >XypHanm He COAEPXKUT WUMEHM
CUCTEMBI.

% Ecnu He yka3aHOo WHOe, BbINOMHUTE 3Ty HACTPOWKY Ha yCTPOMCTBE, YTOObI 406aBUTb
NMSI CUCTEMbI B CUCTEMHBIN XXypHar.

[loGaBneHne NopsaKoBOro HoOMepa B CUCTEMHbIN XXypHan
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% (OononHutenbHo) o yMONYaHUIO CUCTEMHBIV XYpHan He COOEepXUT MOPSiAKOBbLIV
HOMep.

% Ecnu He yka3aHO MHOe, BbINOMHUTE 3Ty HACTPOWKY Ha YyCTPONCTBE, YTOObLI J06aBUTL
NOPSIAKOBbLIN HOMEP B CUCTEMHbIN XXypHar.

BkritoveHne ctaHgapTHOro dpopmata XypHana
% (OononHuTtenbHo) Ncnonb3dyeTtcs dhopmMart XypHana no yMornyaHuio.

s Ecnu He ykaszaHO WHOE, BLINOMHUTE 3Ty HACTPOWKY Ha YCTPOWCTBE, YTOObI
BKIMIOYNTb CTaHOAPTHbIM dopmMaT XypHarna.

BkritoueHne cbopmarta 4acTHOro xypHana

*0

0

(JdononHuTtensHo) o ymonyaHuio ncnonb3yetcs goopmaTt CTaHA4apTHOrO XypHana.
Ecnn He ykaszaHO WHOE, BbLINOSIHUTE 3Ty HACTPOMKY Ha YCTPOWCTBE, 4TOOLI
BKMIOYNTL (bOpMaT YacTHOro XypHana.

DS

>

NMpoBepka KoHcUrypaumm
< CospganTe CUCTEMHbIN XXypHan 1 NnpoBepbTe ero oopmar.
CBA3aHHblIe HAaCTPOWKM

HacTtpowka dpopmaTta METKN BPEMEHWN CUCTEMHbBIX XypHarnos(syslog)

KomaHpa service timestamps [ message-type [ uptime | datetime [ msec | [
year]]]
OnucaHue message-type: YkasbiBaeT Tvn xypHana. CyulecTtByeT ABa Tvna
napamMeTpoB | XXYpHasioB: XXypHarn v oTnagka.
uptime: YkasbiBaeT BpeMs 3anycka ycTponcTea B hopmate
aa:y4:mm:cc, Hanpumep 07:00:10:41.
datetime: YkasbIBaeT TekyLlee BpeMs ycTporcTtea B popmate MM
00 yy:mm:cc, Hanpumep, Jul 27 16:53:07.
msec: YKkasblBaeT, YTO TeKyLlee BpeMsi YyCTPONUCTBA COOEPKUT
MUSNINCEKYHAbI.
year: YKkasblBaeT, YTO TeKyLlee BpeMs YCTPOUCTBA COAEPXUT roa.
Pexum Pexunm rmobanbHon KoHurypaumm
KOHuUrypaumm
Ucnonb3oBaHue | [locTynHbl ABa oopMaTta BpeMEHU CUCTEMHOrO XypHarna, a
KOHcpUurypaumm | umMeHHo: Bpems 6e3oTkasHon paboTsl (uptime) n gata-spems
(datetime). Npun HEOBXOAMMOCTM MOXHO BbIOpaTh opMaT METKM
BPEMEHMN.
HobaBneHne CUCTEMHOrO UMEHW B CUCTEMHBbIV XXypHar
KomaHnpa service sysname
OnucaHue HepocTynHo
napameTpoB
Pexum Pexunm rnobanbHon KoHpurypaumm
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KOHdurypaumm
Ucnonb3oBaHue = 3OTa kOMaHAa Mcnonb3yetcsa Ana gobdaBneHms UMeHU CUCTEMbI B
KOHdUrypaumm | xypHan, 4tobbl Bbl MO MAEHTUULMPOBATL YCTPOMCTBO,

KOTOpOE OTnpaBiideT CUCTEMHbIE XYPHalibl HAa CeEpPBEP.

[loGaBrneHne NopsiaKoOBOro HOMepa B CUCTEMHbIN XXypHan

KomaHpa service sequence-numbers
OnucaHue HepocTtynHo
napameTposB
Pexum Pexnm rnobanbHon KoHurypaumm
KOHuUrypaumm
Ucnonb3oBaHue  JTa kKOMaHAa ncnonb3dyetcsa And JobasneHnsa nopsaaKkoBoro
KoHdurypaumm | Homepa B XypHan. [NopsakosBbin HOMep HadnHaeTcs ¢ 1. [Nocne

nobaBrneHns NopsaKoBOro Homepa MOXXHO YEeTKO Y3HaTb, NOTEPSH
N KaKkon-Nnbo XXypHan, a Takke nocrnenoBaTeNbHOCTb CO34aHus
XXYPHaros.

BknroyeHune ctaH

AapTHoro oopmarta CMCTEMHOrO XXypHana

KomaHpa service standard-syslog
OnucaHue HepocTtynHo
napameTposB
Pexum Pexunm rmobanbHon KoHurypaumm
KOHuUrypaumm
Mcnonb3oBaHue 1o ymonyaHuio XXypHanbl oToOpaxatoTcs B criegytowiem gpopmare
KOHdurypauum | (dopmaT no yMOnYaHuK):

*timestamp: %emodule-level-mnemonic: content

Ecnu BkntoyeH ctaHaapTHbIN hopmaT syslog, xKypHarnbl
oTobpaxatoTcs B crnegyrowem gopmare:

timestamp %module-level-mnemonic: content

B ctraHgapTHOM (hopmaTe XXypHana no cpaBHEHUIO ¢ hopMaToMm

XXypHana no ymorn4yaHuio 3se3goyka (*) oTcyTcTByeT nepeq MeTKOM
BPEMEHWN, a ABOETOUME (:) OTCYTCTBYET B KOHLIE METKM BPEMEHM.

BkniroyeHune yact

HOro oopmarta CMCTEMHOrO XypHarna

KomaHpa service private-syslog
OnucaHue HepocTtynHo
napameTposB
Pexum Pexxum rmobanbHoM KoHpurypaumm
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KOHdurypaumm
Mcnonb3oBaHue | 1o ymonyaHuio XXypHarnbl oToOpaxarTca B crieayrowem popmare

KOoHdurypaumm

(dbopmaT No ymonyaHuio):

*timestamp: %omodule-level-mnemonic: content

Ecnu BKNtoYEH YacTHbIN dhopmaTt syslog, KypHanbl oToOpaxatoTcst
B criegytowiem opmare:

timestamp module-level-mnemonic: content

B yacTHOM dhopmaTe XKypHana no cpaBHeEHUIO ¢ hopmaTom
XXypHarna no ymondaHuto 3Be3foyka (*) oTCcyTCTBYeT nepen MeTkomn

BpeMeHU, ABOeTouME (:) OTCYTCTBYET B KOHLE METKM BPEMEHU, U
3Hak npoueHTa (%) OTCYTCTBYET B KOHLE MMEHU MOOYNA.

Mpumep KoHduUrypaumm

BkntoyeHue opmata xypHana RFC3164

CueHapuu

Heobxoanmo HactpouTb ¢opmaT METKM BPEMEHU CrieayrLmm
obpasowm:

1. Bkntounte dpopmat RFC3164.

2. N3ameHuTte dopmaT MeTKkM BpeMeHu Ha datetime u pobasbTte
MUIIIIMCEKYHAY U rof K METKE BPEMEHW.

3. [lobaBbTE CUCTEMHOE UMS B CUCTEMHbIN XXypHarn.
4. lo6baBbTe NOPALKOBLIN HOMEP B CUCTEMHbIN XXYpHar.

dranbl
KOHuUrypaumm

¢ Hactpowka cbopmaTta CUCTEMHOrO XypHana.

QTECH# configure terminal

QTECH (config) # no service log-format rfcb5424

QTECH (config) # service timestamps log datetime year msec
QTECH (config) # service timestamps debug datetime year msec
QTECH (config) # service sysname

QTECH (config) # service sequence-numbers

lNMpoBepka
KOHdurypaumm

lMocne HacTporikn dopmaTa MeTKM BpeMeHun ybeamTech, YTO HOBbIE
CUCTEMHBIE XXypHanbl oTobpaxatoTtcs B dopmaTte RFC3164.

X/

% BbinonHute komaHgy show logging config gns otobpaxeHns
KOHourypaumm.

s Bowngute B pexum rnobanbHOM KOHUrypaumm mnm seinante m3

Hero, 4yToObl co3daTbh HOBbIM >XypHasr, U npoBepbTe dopmaT

@ J) QTECH |
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METKMN BpEMEHU B HOBOM JKypHarne.

QTECH (config) #fexit

001302: *Jun 14 2013 19:01:40.293: QTECH
Configured from console by admin on console

QTECH#show logging config
Syslog logging: enabled

Console logging: level informational,
logged

5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level informational, 121
logged, 0 fail

$SYS-5-CONFIG I:

Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged

File name:syslog test.txt, size 128 Kbytes, have written

8.4.2 OTnpaBKa CUCTEMHbIX XXypHanoB(syslog) B KOHCONb

Pe3ynbTaTt KOHpUrypauum

% OTnpaBbTe CUCTEMHbIE >XYpHarnbl B KOHCOMb, YTOObI 0BnerYnTb agMuUHUCTpaTopy

KOHTpPOJ1b COCTOAHUA NPOnN3BOANTESIbHOCTU CUCTEMbI.

MpumeyaHunsn

®,

% Ecnu creHepupoBaHO CrMLWIKOM MHOIO CUCTEMHBIX >XypHanos(syslog),

OrPaHNYUTb CKOPOCTb XXYPHANMPOBaHUS, YTOObI YMEHbLUWTbL KONIMYECTBO >KYPHAanoB,

oTobpaxkaeMblX B KOHCOSN.
ATtanbl KOHdUrypauum
BkntoueHne BegeHus xypHana

% (QononHutenbHo) No ymonyaHuio OyHKLMSA XXYPHanNmpoBaHUs BKIOYEHa.

BkntoyeHne ctatncTukm XypHanmnpoBaHud

X/

% (dononHutenbHo) Mo ymonyaHuto, CTaTUCTMKA XXYPHANMpPOBaHNS OTKIHOYEHa.
y Yy

< Ecrim He YKa3aHO WHOe, BbINOJIHUTE 3J3TY HaCTpOIZKy Ha yCTDOIZCTBe, 4YTOObI

BKIIOUUTb CTATUCTUKY >KYPHANMpPOBaHWS.
HacTpolika ypoBHS )XypHanoB, oToGpa)aeMbIX B KOHCOMNK
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% (OononHutenbHo) Mo ymon4aHuio ypoBeHb XXypHaroB, OTMpaBrisieMbIX B KOHCONb, -
9TO YPOBEHb OTNaaKuN (YPOBEHb 7).

% Ecnn He ykaszaHO WHOe, BbINOMHUTE 3Ty KOH(Urypauuio Ha yCTpoMCTBe, YTOObI
HaCTPOUTb YPOBEHb XXypHanoB, 0TobpaxaeMblit B KOHCOSN.

HacTtponka orpaHnyeHnst CKOpOCTU XXypHanMpoBaHUS
s (dononHutensbHo) 1o ymon4yaHuIO OrpaHUYEeHne CKOPOCTWU >KYPHanupoBaHUS He

HaCTPOEHO.

% Ecnu He ykasaHO WHOe, BbLINOMHWTE 3Ty HACTPOMKY Ha YCTPOWCTBE, YTOObI
OrpaHN4nTbL CKOPOCTb perncTpaumu.

NMpoBepka KoHcUrypaumm

*
L X4

BbinonHute

komaHgy show

logging config, 4T0ObLI 0OTOOpPa3nTbL YpPOBEHbL

)XypHanoB, oTobpa)xaemblXx B KOHCOIW.

CBsizaHHble HaCTPOMWKM

BkrtoueHvne BeaeHuUs xxypHana

KomaHpa logging on
OnucaHune HepocTtynHo
napameTpoB
Pexum Pexum rnobansHon KoHpurypaumm
KOoHduUrypaumm
Ucnonb3oBaH | 1o ymonyaHuio BeaeHne XypHana BknoveHo. OBbI4HO OTKMOYEeHne
ve XypHana He TpebyeTcs. Ecnu creHepupoBaHO CAMULLIKOM MHOTO

KOHpUrypaumm - CUCTEMHbIX XXypHarnoB(syslog), MOXHO OrpaHUYnTb UX KONMYECTBO,

HaCTpPOWUB YPOBHU XypHarimpoBaHUA.

BknioyeHue cta

TUCTUKN KYPpHanMpoBaHU4A

KomaHpga logging count
OnucaHune HepocTtynHo
napameTposB
Pexum Pexum rmobanbHon KoHpurypaumm
KOHcpuUrypauum
Ucnonb3oBaH @ [lo ymonyaHuio, CTaTUCTUKA XYPHaNUMpoBaHUs oTkroveHa. Ecnn
ue BKMIOYEHA CTATUCTUKA XKYPHASOB, CUCTEMHbIE XypHanbl 6yayT

KOHdpurypaumm  knaccmdpuumpoBaHbl 1 nogcumTaHbl. Cuctema 3anucbiBaeT

KONMYECTBO pa3 CO3[aHus )XypHana v Bpemsi NocrneaHero cosaaHus
XypHana.

HacTpolika ypoBHs XXypHanoB, 0ToObpaxxaeMbiX B KOHCOMNU

KomaHapa

logging console [ level ]
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OnucaHue level: YkasbiBaeT Tun xypHana.
napameTpos
Pexunm Pexum rnmobanbHon KoHpurypaumm
KOHcpuUrypaumm
Ucnonb3oBaH | [10 ymMonyaHuio Ha KOHCONN OTOBpaXkaeTCsa YpOBEHb OTNaaKu
me XypHanoB (ypoBeHb 7). BeinonHute komaHay show logging config
KOHdUrypaumm | B NpMBUNErMpoBaHHOM pexnme, 4Tobbl 0TO6pasnTb YpOBEHD

XXypHanoB, oTobpa)aembIx B KOHCONM.

HacTtponka orpaHnyeHunsi CKOpOCTU XXypHanMpoBaHUs

KomaHpga logging rate-limit { number | all number | console {number | all
number } } [ except [ severity ] ]
OnucaHue number: Yka3biBaeT MakCMManbHO€e KONIMYECTBO XXypHaros,
napameTpoB | 06paboTaHHbIX B cekyHay. [lmana3oH 3HaveHun oT 1 go 10 000.
all: YkasblBaeT, YTO orpaHu4eHne no ckopocTn obpaboTkm
NPUMEHSAETCA KO BCEM XypHaram B AuvanasoHe oT ypoBHs 0 go
YPOBHSA 7.
console: YkasblBaeT KONIMYECTBO XXypHanoB, oTobpaxkaemblx Ha
KOHCONWN B CEKyHAY.
except severity: OrpaHN4YeHne CKOPOCTN HE NPUMEHSETCS K
XXypHarnam C ypOBHEM, 3KBUBANEHTHbIM U HUXE, yKa3aHHOro
YPOBHS BaXXHOCTW. 10 yMOMYaHUIO YPOBEHb BaXXHOCTU — OLInbKa
(ypoBeHb 3), TO eCTb OrpaHNYEHNEe CKOPOCTU HE NPUMEHSAETCS K
XypHarnam ypoBHS 3 UK HUXe.
Pexunm Pexunm rmobanbHon KoHurypaumm
KOHcUrypaumm
Ucnonb3oBaH | [10 ymMonyaHuto orpaHMyeHne CKOPOCTU HE HACTPOEHO.
ve
KOHcUrypaumm

Mpumep KoHdUrypaumm
OTnpaBka cUCTEMHbIX XXypHanos(syslog) B KOHCOMb

CueHapun

Heobxoaumo HacTpouTb (PYHKUMIO OTOOpaeHust CUCTEMHbIX
XypHanos(syslog) B KoHconu crnegytowmm obpasom:
1. BkntounTe CTaTUCTUMKY XXypHana.

2. YCTaHOBUTE YPOBEHb XXypHarioB, KOTOpble MOXHO OTOOpa3uTb B
KOHCONW, HA UHPOPMALMNOHHBIV (YPOBEHb 6).

3. HactponTe npegen ckopocTu XXypHanuposaHus Ha 50.
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JdTansbl % Hactpounte napameTpbl oToBpaxkeHus CUCTEMHbIX
KOHpUrypaumm XypHarnoB(syslog) B KOHCONM.

QTECH# configure terminal

QTECH (config) # logging count

QTECH (config) # logging console informational
QTECH (config) # logging rate-limit console 50

MpoBepka < BbinonHute komaHgy show logging config ans otobpaxeHus
KOHdurypaumm KOHpurypaumm.

QTECH (config) #show logging config
Syslog logging: enabled
Console logging: level informational, 1303 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 1303 messages logged
File logging: level informational, 118 messages logged

File name:syslog test.txt, size 128 Kbytes, have written 5
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 118 message lines
logged, 0 fail

8.4.3 BbiBOA4 CUCTEeMHbIX XXypHanoB(syslog) Ha TepMMUHan KOHTPOJNb COCTOSAHUSA

Pe3ynbTaT KOHUrypaumm

X/

s BbiBO4 cuUCTEMHbIX >XypHanoB(syslog) Ha ydaneHHbIn TepMuHaN KOHTPONs
COCTOSIHUSA, YTOObI 06nerynTb agMUHUCTPATOPY MOHUTOPUHT MPOU3BOANTESNIbLHOCTHU
CUCTEMBI.

MpumeyaHusn

s Ecnu creHepnpoBaHO CIMWKOM MHOIO CUCTEMHbIX XypHanos(syslog), MOXHO
OrPaHUYnNTb CKOPOCTb XYPHaNMPoBaHUs, YTOObl YMEHbLUNTEL KONTMYECTBO XYPHAroB.,
oTobpakaeMblx B TepMUHaNe KOHTPOMsi COCTOSIHUS.

% Mo ymMonyaHuio TeKyLMA TEepPMUHAN KOHTPOMSA COCTOSHUSA HEe MOXET OToOpaxaTb
XypHanbl nocrne ypaneHHoro pJoctyna K ycTpouctBy. Heobxoammo BpyYHYHO
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3anyctutb koMaHay terminal monitor, 4ToObl paspewwnTb TEKyLemy TepMmuHany
KOHTPOMS COCTOAHUS OTODpaxaTb XypHarbl.
JTanbl KOHUrypaumm
PaspelunTte TepMuHany KOHTPOMs COCTOAHUS OTODOpaxaTb XypHarbl

s (Ob6sazatenbHO) o ymonyaHulo TepMuHam MOHUTOPUHra He MOXEeT oTobpakaTb
XypHansbl.

% Ecnn He yka3aHO WHOe, BbINOMHWTE 3Ty OMEpauuto Ha KaXaoM TepMuHane
MOHWUTOPWHra, NOAKMOYEHHOM K YCTPOWCTBY.

HaCTpOVITe YPOBEHb XYypHariosB, OTO6pa)KaeMbIX Ha TepMUHasrne KOHTpOosn4d COCTOAHUA

s (dononHutenbHo) [1o yMONYaHWIO YPOBEHb >XypHanoB, oOTOOpakaemMblXx Ha
MOHUTOPUHIOBOM TEPMUHAne, ABMNSIETCS YPOBHEM OTNaAKM (YPOBEHb 7).

< Ecnn He ykasaHO MHOE, BbINOSTHUTE 3Ty HACTPOMKY Ha YCTPOWCTBE AN HACTPOUKMN
YPOBHS XXypHanoB, oTobpa)kaeMblX Ha MOHUTOPMHIOBOM TepMUHane.

NMpoBepka KoHcUrypaumm

% BbinonHute komaHgy show logging config, 4ToObl BLIBECTU YPOBEHbL XypHaros,
oTobpaxaeMblX B MOHUTOPUHIOBOM TepMuHare.

CBA3aHHblIe HAaCTPOWKM
PaspelunTte TepMmHany KOHTPONsi COCTOSAHMSE OTOOpaXaTb XKypHanbl

KomaHpa terminal monitor
OnucaHue HepocTtynHo
napameTpoB
Pexum MpuBUNErMpoBaHHbIA  PEXUM
KOHuUrypaumm

Ucnonb3oBaHue | [10 yMON4YaHUIO TEKYLLMIA TEPMUHAN KOHTPOSS COCTOAHUS HE MOXET
KOHcurypauum | oTobpaxkaTb XypHarnbl nocne yaaneHHoro AocTtyna K yCTponCTBY.
Heobxogumo Bpy4YHyto 3anycTutb KomaHay terminal monitor,
4YTOObI paspeLnTb TEKYLLEMY TEPMUHANY KOHTPONSA COCTOSHUSA
oToOpaxaTb XypHarbl.

HacTpoiTe ypoBeHb XypHanoB, oTobpakaeMblX Ha TEpMUHANE KOHTPOISI COCTOSIHUS

KomaHpa logging monitor [ level ]
OnucaHue level: YkasbiBaeT ypoBeHb XypHarna.
napameTpoB
Pexum Pexunm rnobanbHon KoHurypaumm
KOHdurypaumm

Ucnonb3oBaHue | ([dononHutenbHo) 1o ymonyaHuio ypoBEHb XXypHarnos,
KOHcuUrypaumm @ otobpaxaembiX Ha TEpMUHANEe KOHTPOMS COCTOSIHUSA, SIBMSIETCA
YPOBHEM OTNagkn (ypoBeHb 7).
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MoxHo 3anyctuTb KomaHay show logging config B
NPUBUMErMPOBaHHOM peXxuMe AN BbiBOAA YPOBHS XXypHanos,
oTOGpakaeMbix Ha TEpMUHArNe KOHTPOSi COCTOSHMIS.

Mpumep KoHduUrypaumm

OTI'IpaBKa CUCTEMHbIX mypHanos(sysIog) Ha TepMWHaJ1 KOHTPOJIA COCTOAHUNA

CueHapuu

HeobxooumMo HacTpouTb (YHKUMIO OTOBpaKeHWs CUCTEMHbIX
XypHanos(syslog) Ha  TepMuHane  KOHTPONS  COCTOSAHMS
cnegyowmm obpasom:

1. OTOOpasnTb XXypHarbl Ha TepMUHANe KOHTPOJISI COCTOSIHUS.

2. YCcTaHOBUTE YPOBEHb XXypHaroB, KOTOpblE MOryT oTobOpaXkaTbes
Ha TepMWHane KOHTPONs COCTOSAHUS, Ha WHM(OPMAaLNOHHbIN
(ypoBeHb 6).

KOHurypaumm

dTtanbl

% HactpownTte napameTpbl oToGpaxxeHus CUCTEMHBbIX
XypHanos(syslog) Ha TepMMUHarne KOHTPOMS COCTOSIHUS.

QTECH# configure terminal

QTECH (config) # logging monitor informational
QTECH (config) # line vty 0 4

QTECH (config-line) # monitor

MpoBepka
KOHdurypaumm

X/

< BbinonHute komaHgy show logging config ons otobpaxeHns
KOHpurypaumn.

QTECH#show logging config
Syslog logging: enabled

Console logging: level informational, 1304 messages
logged

Monitor logging: level informational, 0 messages logged
Buffer logging: level debugging, 1304 messages logged
File logging: level informational, 119 messages logged

File name:syslog test.txt, size 128 Kbytes, have written
5 files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable

Sysname log messages: enable
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Count log messages: enable

Trap logging: level informational, 119 message lines
logged, 0 fail

TuUnnyHble oWNOKKU

s YT10Obl OTKNIOYNTL 3TY (PYHKUMIO, BLINOMHUTE KOMaHAy terminal no monitor, a He
KomaHay no terminal monitor.

8.4.4 3anucb cucTeMHbIX XypHanoB(syslog) B 6ycdep namaTtu
Pe3ynbTaTt KOHpUrypaumum

s 3anuwuTte cucTeMHble XypHanbl B Oydep namatu, 4yTobbl agMuUHUCTpaTOp MOr
npocmaTtpuBatb MOCNegHNWEe CUCTEMHbIE XypHanbl, BbIMNOMHMB KOoMaHay show

logging.
MpumeyaHun

*

% Ecnu Oydep 3anonHeH, cTapble XypHanbl 6yayT nepesanucaHbl HOBbIMU
XypHanamu B 6ychepe namstu.

ATanbl KOHdUrypaumm
3annck xypHarnos B bycep namaTu

% (dononHutenbHo) o ymonyaHuio cuctema 3anucbiBaeT gaHHble B Bydep namaTy,
a YPOBEHb XXypHanoB N0 yMOMYaHUIO — OTNag0uHbIN (YPOBEHD 7).

« Ecnn He ykasaHO MHOeE, BbINOSIHUTE 3Ty HACTPOWKY Ha YCTPOUCTBE LNA 3anucu
XypHanos B 6ydep namatu.

lNMpoBepka KoHcUrypaumm

®,

% BbinonHute komaHgy show logging config, 4ToObl BLIBECTN YPOBEHbL XypHaros,
3anucaHHbIX B Bydep namaTu.

% BbinonHute komaHay show logging, 4TOoObl BbIBECTM YPOBEHb XypHarnos,

3anucaHHbIX B Bydep namaTu.

CBA3aHHblIe HACTPOWKM
3anunck xxypHarnos B bycdep namaTtu

KomaHpa logging buffered [ buffer-size ] [ level ]

OnucaHue buffer-size: YkasbiBaeT pasmep Oydepa namsTu.
napameTpoB level: YkasbiBaeT ypOBEHb XypHaroB, KOTOpble MOryT ObiTb
3anucaHbl B 6ydep namaTtu.

Pexum Pexunm rnobanbHon KoHpurypaumm
KOHdurypaumm

Ucnonb3oBaHue | 10 ymMONYaHUIO YpOBEHb XypHanNoB, 3an1cbiBaemMblix B Bydep
KOHpUrypauum  namsTu, SBnseTca ypoBHEM OTNnagku (YpoBeHb 7).

3anyctute komaHgy show logging B npyBMnermpoBaHHOM
pexume, 4YTobbl 0TOBPa3nTb YPOBEHD XXYPHAIOB, 3arnMCaHHbIX B
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B6ydep namaTtu, n pasmep Bydepa.

Mpumep KoHdUrypaumm
3anucb cnucTeMHbIx XypHanos(syslog) B Bydep namsatu

CueHapun Heobxoanmo HacTpoOUTb PYHKUMIO 3anucu CUCTEMHbIX
XypHanos(syslog) B 6ycdep namsatu cnegytowmm obpasom:

1. YctaHoBuTe pasmep Oydepa xypHana paBHbiM 128 KB (131072
6anr).

2. YcTaHOBUTE YPOBEHb XXypHanoB, KOTOpble MOryT ObITb 3anucaHbl
B Bycbep namaTn, Ha MHPOPMAaLMOHHBIN (YPOBEHD 6).

dTanbl % HactpounTte napameTpbl 3annucu CUCTEMHbIX XypHanos(syslog) B
KoHdurypaumm Bydep namaTu.

QTECH# configure terminal
QTECH (config) # logging buffered 131072 informational

MpoBepka < BbinonHute komaHgy show logging config ans otobpaxeHus
koHdpurypauum KOHUrypaumm 1 nocnegHnx CUCTEMHbIX XXypHanos(syslog).

QTECH#show logging

Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged

File name:syslog test.txt, size 128 Kbytes, have written 5
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 121 message lines
logged, 0 fail

Log Buffer (Total 131072 Bytes): have written 4200
001301: *Jun 14 2013 19:01:09.488: QTECH $%$SYS-5-CONFIG I:

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBOACTBO nosib3oBaTens
8. KoHdmrypaums cuctemHoro xxypHana (Syslog) 121

Configured from console by admin on console

001302: *Jun 14 2013 19:01:40.293: OQTECH %SYS-5-CONFIG I:
Configured from console by admin on console

/PKypHanbl oTobpaxatTca B COOTBETCTBUM C (PAKTUYECKMM BbIBOAOM KOMaHAbl
show logging.

8.4.5 OTnpaBKa CUCTEeMHbIX XypHanoB(syslog) Ha cepBep XypHanupoBaHus
PesynbTaT KOHhUrypauum

% OTnpaBbTe CUCTEMHbIE >XypHarbl Ha CepBep XXypHanupoBaHusi, YToObl obnerynTb
agMUHUCTPATOPY MOHUTOPUHT XXYpPHaIoB.

MpumeyaHunn

s Ecnn yctponctBo wumeer wuHTepdpenc MGMT u  nogknoyeHO K cepBepy
XypHanupoBaHus 4vepe3 nHtepdenc MGMT, Heobxogumo fobaBuTb napameTp
oob (ykasbiBawoLwimi, YTO CUCTEMHbIE >XypHarnbl OTNPaBNATCA Ha cepBep
XypHanupoBaHus 4epe3 uHTepdenc MGMT) npu HacTponke komangbl logging
server.

< [na oTnpaBkM XypHanoB Ha cepBep XypHanupoBaHus Heobxoaumo [o6aBuTb
METKY BPEMEHUN N MOPAOKOBbLIA HOMEP B XypHanbl. B NpoTMBHOM crny4vae XXypHansbl
He ByayT OTNpaBneHbl Ha cepBep XypHanMpoBaHUS.

ATanbl KOHdUrypaumm
OTnpaBKa XXypHanoB Ha yKasaHHbIN CepBep XypHanMpoBaHUs

s (Ob6szatenbHO) Mo yMON4YaHMIO CUCTEMHBIE XXypHarnbl HE OTMNPAaBNAITCS Ha cepBep
XXypHanupoBaHusi.
+ Ecnn He yka3aHO MHOoe, BbIMOSTHUTE 3Ty HACTPOMKY Ha BCEX YCTPOMUCTBAX.

HacTpolika ypoBHS XXypHanoB, oTNpaBnsieMblX Ha CepBep KypHanMpoBaHus

s (dononHutenbHo) No ymMonyaHuio yYpoOBEHb XYpHaroB, OTNPaBSEMbIX Ha cepBep
XypHanupoBaHus, aBnseTcst MHPOPMaLMOHHbLIM (YPOBEHD 6).

s Ecnu He ykasaHO WHOe, BLINOSIHUTE 3Ty KOHGMUrypauuo Ha YCTPOWCTBE, YTOObI
HaACTPOUTb YPOBEHb XXypHanoB, OTApaBndeMbIX Ha cepBep XXypHannpoBaHuS.

HacTpoiika  3HayeHuss oObekTa >KypHanoB, OTNpaBMsieMblX Ha  cepBep
XXYpHanupoBaHus

% (dononHutensHo) Ecnu dopmat xypHana RFC5424 oTkntoveH, 3HayeHne obbekTa
XypHanoB, OoTnpaBnseMblX Ha CepBep XypHanMpoBaHUA, N0 YMONYaHUIO ABNSETCH
local7 (23). Ecnu BkntodeH dopmat xypHana RFC5424, 3HavyeHne obObekTa
XypHanoB, OTnpaBnseMblX Ha CepBep XypHanMpoBaHUA, N0 YMONYAHUIO ABNSETCH
localO (16).

s Ecnu He ykasaHO WHOe, BLINOJSIHUTE 3Ty KOHGMUrypauu Ha yCTPOWCTBE, YTOObI
HacTpoUTb  3HavyeHWe oObekTa KypHanoB, OTNpaBfsieMblX Ha cepBep
XypHanupoBaHus.

HacTpoiika WuHTepdpeiica WCTOYHMKA >KypHanoB, OTMPaBfsieMblX Ha cepBep
XYpHanupoBaHus
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(HononHuteneHo) [lo  ymomnyaHuio  MHTEpdEenC  UCTOYHMKA  XKypHarnos,
OTNpaBnseMblX Ha CepBep IKypHanuMpoBaHusA, SBNAETCH  UHTepdencom,
OTNPaBNALLMM XypHarbl.

Ecnn He ykaszaHO WHOe, BbLINOSIHUTE 3Ty KOHQUrypauur Ha YCTPOWUCTBE, YTOOLI
HacTpouTb MHTEpPdENC UCTOYHUKA >KypHaroB, OTNpPaBfsieMblX Ha cepsBep
XYpHanvpoBaHus.

HacTpoiika ucxogHOro agpeca  XKypHamnoB, OTMNpaBfsieMblX Ha  cepBep
XXypHanmpoBaHus

(QononHutenbHo) Mo ymonyaHuio agpec MCTOYHUKA XKypHaroB, OTNpaBnsieMbIX Ha
cepBep XypHanupoBaHusi, siBnsietcs |P-agpecom uHTepdpeiica, oTnpaBnsiowero
XypHarnbi.

Ecnn He ykasaHO WMHOe, BbINOMHUTE 3Ty KOH(Urypauuilo Ha YCTPOMCTBE, YTOObI
HacTPOUTb MHTEP(ENC WCTOMHMKA >KYpHanoB, OTNpaBnsieMblX Ha CcepBep
XXYpHanNupoBaHusi.

MpoBepka kKoOHUrypaumm

X/
L X4

BoinonHute komaHgy show logging config ana otobpaxeHuss KoHdUrypaumn,
OTHOCSLLUUXCS K CEPBEPY XYPHANMpoBaHus.

CBAi3aHHble HAaCTPOWKM

OTI'IpaBKa XypHanoB Ha yKaSaHHbIVI cepBep XKypHanmpoBaHUA

KomaHpa logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via
mgmt-name ] [ udp-port port ] [ vrf vrf-name ]

unu logging { ip-address | ipv6 ipv6-address } [ udp-prot port ] [
vrf vrf-name ]

OnucaHue oob: Yka3sblBaeT, YTO KypHarnbl OTNpaBnsTCA Ha cepBep

napameTpoB XypHanupoBaHus Yepes uHtepgpenc MGMT.

ip-address: YkasbiBaeT |IP-agpec xocTta, KOTOpbI NonyyaeT
XypHansbl.

ipv6 ipv6-address: YkasbiBaeT IPv6-agpec xocTta, KOTOpbIN
nony4aeT XypHarsbl.

via mgmt-name: YkasbiBaeT nHrepgenc MGMT, ncnonbsyembin
CepBepPOM XypHanMpoBaHus, Korga napameTp oob BknoyeH B
KOMaHAay.

vrf vrf-name: YkasbiBaeT 06bEKT MapLUpyTM3aL MK U NEPECHISTKU
VPN (VRF), nogknto4YeHHbIN K cepBepy KypHanNMpoOBaHUS.
udp-port port: Yka3biBaeT ngeHtudumkaTop nopta cepsepa
XypHanuposaHus (syslog server). laeHTudukaTtop nopta no
ymMon4aHuio - 514,

KOHdurypaumm

Pexum Pexunm rnobanbHon KoHpurypaumm

Ucnonb3oBaHue  3OTa komaHaa Mcnonb3yeTcs ANs ykasaHus agpeca cepsepa
KOHUrypaumm | xypHanmpoBaHusi (syslog server), KoTopblii NosyyaeT xXypHarbl.
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MO>XHO yKa3aTb HECKOSbKO CEPBEPOB XXYpPHANMPOBaHUs, 1
XypHanbl 6yayT 04HOBPEMEHHO OTMPaBATLCA HA BCE 3TU
cepBepbl XKypHaNMpoBaHus.

/b MoxHO ykasaTb mapameTp via, TOMbKO €Cnv B KOMaHay BKIIOYeH
napameTp oob. B aTom cnyyae ncnonb3oBaHue vif HEBO3MOXHO.

V] Ons yctponcte QTECH MOXHO HacTpouTb [0 MSTM CepBepoB
XypHanmpoBaHus.

HacTpolika ypoBHS XXypHanoB, OTNpaBrisieMblX Ha CEPBEP >KypPHanNMpoBaHus

KomaHpa logging trap [ level ]
OnucaHue level: YkasbiBaeT ypoBeHb XypHana.
napameTposB
Pexum Pexum rnobansHon KoHpurypaumm
KoHduUrypaumm
Ucnonb3oBaH | 10 ymMonyaHuio ypoBEHb XXYPHAaroB, OTNpaBnseMblX Ha cepBep
ue XypHanupoBaHusi, aBnseTcst MHPOPMaLMOHHBIM (YPOBEHL 6).
KOoHcurypauum MoxHo 3anycTntb komangy show logging config B
NPUBUMErMPOBaHHOM peXMMe ANs BbiBOAA YPOBHSA XXypHaros,
OTNpaBnsgeMbIX Ha CepBep XXypHanMpoBaHUS.
Hactponka 3HayeHns obObekTa KypHanoB, OTNpPaBfAsieMblXx Ha  cepBep
XypHanupoBaHusi
KomaHpa logging facility facility-type
OnucaHue facility-type: YkasbiBaeT 3HayeHne obbekTa s XXypHarnos.
napameTpoB
Pexum Pexum rnobansHon KoHpurypaumm
KOHuUrypaumm
Ucnonb3oBaHue  Ecnu dopmart xxypHana RFC5424 oTkntoyeH, 3Ha4eHne obbekTa
KOH(Urypaumm | XypHaroB, OTNpaBnaeMbIX Ha CepBeEp XXypHanMpoBaHus, no
ymonyaHuto siensietcs local7 (23). Ecnn BkntoyeH doopmart XXypHana
RFC5424, 3HayeHne obbekTa XXypHanos, oTnpaBnsiemMbiX Ha
CepBEp KypHanMpoBaHus, No ymon4yaxHuto aensdetcs local0 (16).
HacTtporika wuHTepdenca WUCTOYHMKA KypHanoB, OTNpaBrseMblXx Ha cepsep
XypHanupoBaHusi
KomaHpa logging source [ interface ] interface-type interface-number
OnucaHue interface-type: YkasbiBaeT TUn uHtepdenca.
napameTpoB interface-number: Yka3sbiBaeT HOMep NHTepdenca.
Pexum Pexxum rmobanbHoM KoHurypaumm
. QTECH | www.qtech.ru

MUP OOCTYNHEE




PyKOBO,D,CTBO nonb3oBaTens

8. KoHdmrypaums cuctemHoro xxypHana (Syslog) 124
KOHdurypaumm
Ucnonb3oBaHue  (LdononHutensHo) o ymonyaHuio nHTepgenc NCTouHmnka
KOHpUrypaumm | XypHaros, OTNpaBnseMblX Ha CepBep XypHanupoBaHus, SBnNseTcs
NHTEePdENCOM, OTNPAaBSOLLMM XYypHarbl.
MoXHO ncnonb3oBaThb 3Ty KOMaHAY AN YCTaHOBKU UHTepdenca
MCTOYHMKA BCEX XXypHanoB Ha nHtepdgenc, 4Tobbl agMmmHucTpaTop
MOl MAEHTUULMPOBATL YCTPOUCTBO, KOTOPOE OTnpaBnseT
XXypHarbl Ha OCHOBE YHWKanbHOro agpeca.
HacTtporika agpeca WUCTOMHMKA  XKypHanoB, OTNpaBndeMblX Ha  cepsep
XypHanupoBaHus
KomaHpa logging source { ip ip-address | ipv6 ipv6-address }
OnucaHue ip ip-address: HactpauBaet IPv4-agpec NCTOYHUKA XXYpHaroB,
napamMeTpoB | OTMNpaBfi EMbIX HA cepBep XypHanupoBaHus IPv4.
ipv6 ipv6-address: HactpanaeT IPv6-agpec MCTOYHMKA XXYpHanos,
OoTnpaBnsieMbIX Ha cepBep XypHanupoBaHus |IPV6.
Pexum Pexunm rnobanbHoOn KoHurypaumm
KOHduUrypaumm
Ucnonb3oBaHue 10 ymMonyaHuio agpec UCTOYHMKA XKYpPHanoB, OTNpaBnseMblX Ha
KOHcpUrypauum | cepsep XypHanupoBaHud, aBngaetcs |IP-agpecom nHtepdgenca,
OTNPaBNAOLLErO XypHarnbl.
Mo>xHO ncnonb3oBaTb 3Ty KOMaHAy Ans yctaHoBku |IP-agpeca
MCTOYHMKA BCEX XYypHanoB Ha |IP-agpec nHtepderica, 4Tobbl
aAMUHUCTPaTOP MOr naeHTMdMUMPOBaTb YCTPOUCTBO, KOTOPOEe
OTNpaBNAeT XXypHarnbl Ha OCHOBE YHUKanbHOro agpeca.

Mpumep KoHDUrypaumm
OTnpaBka CUCTEMHBIX XXypHanoB(syslog) Ha cepBep XXypHanMpoBaHUS

CueHapui HeobxoaumMo  HacTpouTb  OYHKUMIO  OTMNPaBKM  CUCTEMHbIX
XypHanos(syslog) Ha cepBep XypHanupoBaHWs CcrneayoLmnum
obpasom:

1. 3apante gna IPv4-agpeca cepBepa XypHanupoBaHus(syslog
server) 3HayeHue 10.1.1.100.
2. YcTaHOBWUTE YpPOBEHb >XypHarnoB, KoTopble MOryT ObITb
OTnpaBrieHbl Ha CepBep XypHanupoBaHWHA, Ha YPOBEHb OTMagKu
(ypoBeHb 7).
3. YcTaHoBuTe nHTepgenc nctodHuka Ha Loopback 0.
JdTanbl % HactponTte napameTpbl AnNsg OTNPaBKN CUCTEMHbIX
KOHcpuUrypauum
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XypHanos(syslog) Ha cepBep XXypHanupoBaHUs.

QTECH# configure terminal
QTECH (config) # logging server 10.1.1.100
QTECH (config) # logging trap debugging

QTECH (config) # logging source interface Loopback 0

MpoBepka « BbinonHute komangy show logging config ana oTobpaxeHus

KOHdUrypaumm KOHUMrypaumm.

QTECH#show logging config
Syslog logging: enabled

File name:syslog test.txt, size 128 Kbytes,
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level debugging, 122 message
fail

logging to 10.1.1.100

Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged

File logging: level informational, 122 messages logged

have written 5

lines logged, 0

8.4.6 3anucb cucTeMHbIX XXypHanoB(syslog) B hannbl xXypHanos

Pe3ynbTaT KOHUrypaumm

X/

% 3anucbiBaeT cUCTEMHbIe XXypHarnbl B daisnbl XKypHaroB C ykadaHHbIM MHTepBariom,

HTO6bIaﬂMMHMCTpaTOp Mor B ntoboe BpemMA npocMaTtpuBaThb XKXypHalibl ICTOPUN Ha

nokanbHOM YCTPOWCTBE.

MpumeyvaHunna

% CucTeMHble XypHanbl He cpa3dy 3anucbiBaloTca B ¢pannbl )XypHanoB. OHM cHavana
Bydepusunpyrotca B Bypepe namatn, a 3aTemM 3anucbiBaroTCs B hannbl XXypHanos
nmbo nepuogudeckn (MO yMOMYaHWIO C WHTEpBanoM B OAMH 4Yac), nubo npu

3anonHeHun bydepa.
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JTanbl KOHUrypaumm
3anncb XXypHarnos B dansibl XXypHana

s (Ob6sazatenbHO) o yMONYaHUIO CUCTEMHbIE XXYPHarbl HE 3anUCcbiBalOTCA B hansbl
XXypHarnos.
+ Ecnn He yka3aHO MHOe, BbIMOSTHUTE 3TY HACTPOMKY Ha BCEX YCTPOMUCTBAX.

HacTtponka nHtepBana, ¢ KOTOpbIM XXYpHaribl 3anucbiBaloTCA B dannbl XXypHanos

% (OononHutenbHo) o yMONYaHUIO CUCTEMHbIE XXYpPHarbl 3anucbiBaoTcA B dpansbl
XXypHaroB Kaxablin 4Yac.

% Ecnn He ykaszaHO WHOe, BbINOMHUTE 3Ty KOH(Urypauuio Ha yCTpoMcCTBe, YTOObI
HaCTPOUTb MHTEpBAas, C KOTOPbIM XXypHarbl 3anucbiBaloTCA B hannbl )XypHanos.

HacTtponka BpemeHn xpaHeHusi bansioB XypHana

s (dononHutensHo) Mo ymon4yaHuio orpaHnyeHne BpeMEHWN XpaHEeHUs XXypHarnoB He
HaCTPOEHO.

< Ecnu He ykaszaHO MHOe, BbINOMHUTE 3Ty HACTPOMKY Ha YCTPOMCTBE OS5 HACTPOMKU
BpeMEHU XpaHeHnsa dhannos XypHana.

HemeaneHHas 3anuck xypHanoB 3 6ydepa B dpannbl XypHanos

s (dononHutenbHo) Mo ymMonyaHMO CUCTEMHbIE XypHanbl XpaHaTcs B Oydepe, a
3aTeM nepuogudeckn 3anucbiBaloTca B pannbl XypHanos unuM korga Oydep
3anosiHeH.

% Ecnu He ykasaHO WHOe, BbINOMHWUTE 3Ty HACTPOWKY AN HemeOrIeHHOW 3anucu
XypHanoB B Oydepe B hannbl XypHanoB. ATy KOMaHAy HY>XHO HacTpOUTb BCErO
OIVH pas.

lNMpoBepka KoHcUrypaumm

% BbinonHute komangy show logging config gnsa otobpaxeHns KoHdurypaumm,
OTHOCSLLUUXCS K CEpPBEPY XYpPHaNnMpoBaHus.

CBsi3aHHble HaCTPOUKM

3annck xxypHarnos B dhansbl XXypHanos

KomaHpa logging file { flash:filename | usbO:filename | usb1:filename } [
max-file-size ] [ level ]

OnucaHue flash: YkasbiBaeT, 4Tto chansnbl xxypHana 6yayT coxpaHeHbl Ha
napameTpoB paclmpeHHOn onaLl-namaTu.
usbO: YkasbiBaeT, 4To hansbl XxXypHana 6yayT coxpaHeHbl Ha USB
0. 3TOT NapameTp NOAAEPXKMBAETCS TONbKO B TOM Criyyae, ecnu
ycTponcTBo nmeet oauH nopt USB n USB dnaw-Hakonutens
BCcTaBneH B nopT USB.
usbl: YkasbiBaeT, 4To (hannbl XypHana dyayT coxpaHeHbl Ha USB
1. OTOT napameTp NoaaepXvMBaeTcs TONbLKO B TOM Clyvae, ecrnu
ycTponcTBo nmeet aea nopta USB 1 USB dnaw-Hakonutenm
BCTaBneHbl B noptbl USB.
filename: YkasbiBaeT nmsa danna xxypHana, KoTopoe He COOePXUT
nMeHn pacwunpeHus danna. ima pacwmpenusa danna scerga

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBOACTBO nosib3oBaTens
8. KoHdmrypaums cuctemHoro xxypHana (Syslog)

127

asngaetca txt.

max-file-size: YkasblBaeT MakcMmanbHbI pasMmep danna xypHana.
[nana3soH 3HayeHnn ot 128 K6 ao 6 M6. 3Ha4yeHre no ymonyaHumto
— 128 K6.

level: YkasblBaeT ypOBEHb XXypHaroB, KOTOpble MOryT ObiTb
3anucaHbl B doann XxypHana.

Pexum Pexnm rnobanbHon KoHurypaumm
KOHdurypaumm
Ucnonb3oBaHue @ 3Ta kOMaHZa MCNosb3yeTcsa Ang co3fgaHnsa hanna xypHana ¢
KOHduUrypaumm | ykasaHHbIM UMEHEM U YCTPOUCTBOM XpaHeHus dpannos. Pasmwep

drarna yBenmymMBaeTca BMeCTe C KOSIMY4EeCTBOM 3anucemn XxypHana,
HO HEe MOXeT MpeBbIaTh 3aJaHHbIN MakcuMarbHbIA pasmep. Ecnn
He yKkasaH MakcuMmarsbHbI pa3mMep hanna xxypHana, no
yMon4aHuio oH coctaBnseT 128 K6.

[Mocne HacTpoKrkM 3TON KOMaHAbl CUCTEMA COXPaHSET XypHarbl B
dannbl xxypHanoB. ima danna xXypHana He coaepXuUT MMeHN
paclmpeHus anna. ims pacwmpeHuns danna Bcerga siBnsietca
txt n He MoxeT BbITb U3BMEHEHO.

[Mocne HacTpoKkK 3aTON KOMaHAb! XXypHans! byayT 3anucbiBaTbCA B
doansbl XXypHanoB Kaxabl Yyac. [Npu BbINOSTHEHNUM KOMaHAbI
logging flie flash:syslog byget co3gaHo B o6uen cnoxHoctn 16
dannoB XxypHana, a MUMeHHo: syslog.txt, syslog_1.txt,
syslog_2.txt, ..., syslog_14.txt n syslog_15.txt. XXypHansl
3anucbiBaloTCs nNocrnegoBatesibHO B 16 dhannos XXypHasnos.
Hanpumep, cuctema 3anucbiBaeT AaHHble B syslog_1.txt nocne
3anonHeHunsa syslog.txt. Korga syslog_15.txt 3anosniHeH, XypHanbl
3anucbiBaoTcs B syslog.txt cHoBa.

HaCTp0|71|<a MHTEpBara, C KOTOPbIM XypHarllbl 3an1iCbiBalOTCA B (*)al7|ﬂbl XypHanos

KomaHpaa logging flash interval seconds
OnucaHue seconds: HactpanBaeT nHTepBan 3anucu XXypHanos B hannbl
napameTpoB XypHana. [JuanasoH 3HavyeHun ot 1 cek go 51840 cek.
Pexum Pexxum rmobanbHom KoHurypaumm
KoHdurypauumm
Ucnonb3oBaHue | OTa kKOMaH4a UCNONb3yeTcs A1 HAaCTPOMKN MHTepBana 3anucu
KOHcurypaumm | XypHanoB B hannbl XXypHanoB. OBpaTHbI OTCHET HaYMHaeTCA

nocrie BbINMOJIHEHUA KOMaHObl.

HacTtpowka Bpem

€HU XpaHeHus pansioB XypHana

KomaHpaa logging life-time level level days
OnucaHue level: YkasbiBaeT ypoBeHb XypHana.
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napameTpoB days: HactpauBaeT Bpemsi xpaHeHus oannos xypHana. EauHuua
n3mepeHnsa — aeHb. Bpemsa xpaHeHust He MeHee ceMu HEN.
Pexum Pexunm rnobanbHon KoHurypaumm
KOHurypaumm
Ucnonb3oBaHue | [locre HacTporKkM BpEMEHN XpaHEHNS XypHana cuctema
KOHcpUrypauumm | 3anuncbiBaeT XypHaribl O4AHOMO YPOBHS, KOTOPblE CO34aHbl B OOVH

AeHb, B 0OOVH 1 TOT Xe dann xypHana. ®ann xxypHana Ha3bliBaeTcsl
yyyy-mm-dd_filename_level.txt, rge yyyy-mm-dd — 310 AeHb
CO3daHus XXypHarna oT nporpamMMHbIX Yacos, filename — aT1o um4a
darna XypHana, HacTpoeHHoe komaHgon logging file flash, a
level — ypoBeHb XypHana.

lMocne ykasaHus BpeMEHU XpaHeHUs OIS XKypHanoB
onpeneneHHoro YpoBHSA cMcTeMa yaanuT AaHHble XXypHarnbl No
NCTEeYeHMM 3TOro BpeMeHu. B HacTosee Bpems
NPOAOITKUTENBHOCTb XPaHEHUS cocTaBnsieT oT 7 4o 365 aHewn.
Ecnu Bpemsi XxpaHeHUs XXypHarna He HaCTPOEHO, XXypHarbl
XPaHATCS B COOTBETCTBUM C pa3amMepomM hanna, 4todbbl obecneunTb
COBMECTUMOCTb CO CTapbiMN KOMaHAamMu KOHGUrypawumm.

HemeaneHHas 3anuck XXypHanoB 13 6ydepa B dannbl XXypHanos

KomaHpa logging flash flush
OnucaHue HepocTtynHo
napameTpoB
Pexum Pexnm rnobansHon KoHpurypaumm
KOHuUrypaumm
Ucnonb3oBaHue | [locrne HaCTPOMKM 3TOM KOMaHAbl CUCTEMHbIE XXYpPHasbl XPaHATCA B
KoHdurypauum  b6ydepe, a 3aTemM NEPMOANYECKN 3anUCbIBAOTCA B (bannbl

KypHarnoB unu koraa 6ydep 3anonHeH. ATy KOMaHdy MOXHO
3anycTuUTb AN HeMEAIeHHOM 3anuncu XypHarnos B danrbl
KypHarnos.

/A Komanpga logging flash flush aktmBmpyetcs cpasy nocne

BbIMNOMHEHNA. TO €CTb, NOCre BbINOSIHEHMST 3TOW KOMaHAb! >KypHanbl
B Bydhepe HemeaneHHO 3anucbiBalOTCS B (harinbl XXypHarnoB.

Mpumep KoHDUrypaumm
3anncb cucTeMHbIX XXypHanoB(syslog) B dhannbl XXypHanos

CueHapu# Heobxogumo HacTpouTb PYHKLMIO 3anuncu CUCTEMHBIX
XypHanoB(syslog) B ghannbl xXypHana cneayoLmmMm o6pasom:
1. YcTaHoBUTE UM4 hanna xypHana Ha syslog.
2. YcTaHOBUTE YypOBEHb XXypHaroB, OTNpaBnsieMbiX B KOHCONb, Ha
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YpOBEHb OTNnagku (YpoBeHb 7).
3. YcTaHoBMUTE WHTepBan, C KOTOPbIM >XypHanbl YCTPOWCTBa
3anucbiBatoTcs B dpannbl, paBHbiM 10 muHyTam (600 cek).
dTtanbl « HacTtponte napameTpbl 3anmMcu CUCTEMHbIX XypHanos(syslog) B
KoHdpurypauum cbaiinbl XypHarnos.
QTECH# configure terminal
QTECH (config) # logging file flash:syslog debugging
QTECH (config) # logging flash interval 600
MpoBepka % BwinonHute komaHgy show logging config ana otobpaxeHus

KOHcpurypaumm KOHdpUrypaumm.

QTECH (config) #show logging config
Syslog logging: enabled

File name:syslog.txt, size 128 Kbytes,
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

fail
logging to 10.1.1.100

have

Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged

File logging: level debugging, 122 messages logged

written 1

Trap logging: level debugging, 122 message lines logged,O

8.4.7 Hactpouka cpunbTpaumm cucteMHbIX XXypHanoB(syslog)
Pe3ynbTat KOHdUrypauum

s OTuNbTPOBbLIBAET YyKasaHHbIN  TUN  CUCTEMHbIX XypHanos(syslog), ecnu

AOMUHNCTPATOP HEe XOo4eT 0T06pa)KaTb 3TN CUCTEMHbIE XXYpHallbl.

X/

% [lMo ymonuaHuio >XypHanbl, cO34aHHble BCEMU MOAynsiMW, OTOoOpaarTcs Ha

KOHCOJIN W1 Apyrux TtepMunHanax. Mo>xHo HaCTpOuUTb MpaBwuia CbI/IJ'IpraLl,I/II/I

XypHanoB ans otobpaxeHus TONbKo HeoBXOANMbIX KYpPHaroB.

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBOACTBO nosib3oBaTens
8. KoHdmrypaums cuctemHoro xxypHana (Syslog)

MpumeyaHunsn

< [ocTynHbl ABa pexuma dunbtpauun: contains-only (Tonbko cogepxut) u filter-only
(Tonbko OT(hunbTpoBaHHbIE). OAHOBPEMEHHO MOXHO HACTPOUTb TOMbKO OAWH

X/
°

pexnm punbTpauunn.

Ecnu oanH n TOT Xe MoAyIib, YPOBE€Hb UM MHEMOHUKA HaCTPOEHbl KakK B npasunax
OOWHOYHOIo COOTBETCTBUA, TaK U B MpaBulax TOYHOINo COOTBETCTBUA, MpaBUI1O
OOWHOYHOIo COOTBETCTBUA UMEET TMpenMmyleCTBeHHYO Cuny Haag npaBuiioM

TOYHOIo COOTBETCTBUA.

ATanbl KOHdUrypaumm

HacTpolika HazHayeHus punbTpaumm XXypHana

s (dononHutenbHo) Mo ymonyaHuio nonyyaTtens unbTpaumm - Bce, TO €CTb BCe

s Ecnn He ykasaHO MHOe, BbINOSHUTE 3Ty KOHUrypauuk Ha yCTpPouUCTBe AN

s (dononHutenbHo) Mo ymonuaHuio pexum dunbTpauum xypHana — filter-only

s Ecnn He ykasaHO MHOe, BbINOSHUTE 3Ty KOHUrypauuk Ha yCTpPouCTBe AN

o
°e
X/

X/

X4

)XypHanbl 0TOUNbTPOBLIBAOTCS.

HACTPOMKM Ha3Ha4YeHUs ounbTpauum XXypHanos.
HacTpoiika pexnma ounbTpaunm xXypHasnos

(TONbKO OT(PUNLTPOBAHHLIE).

HaCTPOWMKM pexumMa punbTpauum XXypHaros.
HacTtponka npasuna unbTpauum XXypHanos

(OBsazaTenpHO) No ymonyaHuio npaBuno punbTpaumm He HaCTPOEHO.

Ecnu He ykasaHO WHOe, BLIMOSIHUTE 3Ty KOHMUrypauumio Ha YCTpOMCTBE AJIS

HaCTPOWKKN NpaBuna dunbTpaumm XypHanos.

lNMpoBepka KoHcUrypaumm

% BbinonHute komaHay show running gns otobpaxeHus KoHUrypaumu.

CBA3aHHblIe HAaCTPOWKM

HacTpoliika HazHayeHus1 punbTpaumm XXypHana

KomaHpaa logging filter direction { all | buffer | file | server | terminal }
OnucaHwue all: OTcpunbTpOBLIBAET BCE XKYpPHAarnbI.
napameTpoB buffer: OTunbTpOBLIBAET XypHarbl, oTnpasnsemMbie B 6ydep
XypHanmpoBaHusi, TO eCTb XypHarbl, oTobpaaeMble KOMaHLOM
show logging.
file: OTunNbTPOBLIBAET XypHarnsbl, 3anncaHHble B doansbl
XypHarnos.
server: OT(hnnbTPOBbLIBAET XXypHaribl, OTAPaBfEHHbIE HA cepBep
XypHanupoBaHus.
terminal: OToNbTPOBBLIBAET XypHarbl, OTNPaBEHHbIE HA
KoHconb 1 TepMmuHan VTY (Bkntovas Telnet n SSH).
Pexum Pexnm rmobanbHon KoHurypaumm
KOoHdurypaumm
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Ucnonb3oBaHue
KOoHdurypaumm

MonyyaTtenb punbTpauyum no ymonyvanuto: all, To ectb Bce
XypHarnbl OT(UNIbLTPOBbLIBAKOTCS.

BeinonHute komaHay default logging filter direction, 4Tobbl
BOCCTAHOBUTb Mosy4vaTenen punbtpaumm no yMonyaHuio.

HacTtponka pexwu

Ma unbTpaLmm XypHanos

KomaHpa logging filter type { contains-only | filter-only }
OnucaHue contains-only: YkasblBaeT, YTO BbIBOAATCA TONbKO XXypHansbl,
napamMeTpoB | coAepiKallme Kr4veBble CNoBa, ykasaHHble B npaBuiax
dunbTpaumun.
filter-only: YkasbiBaeT, 4TO XypHarbl, coaepxalme KnoveBble
CNnoBa, yKasaHHble B npasunax unbTpauum,
OTUNBbTPOBLIBAKOTCA, N HEe ByayT BbIBOAUTBLCS.
Pexum Pexunm rnobanbHon KoHpurypaumm
KOHduUrypaumm
Ucnonb3oBaHue | [locTynHbl ABa pexnma dunbTpauun: contains-only u filter-only. Mo
KOHcpUrypaumm  yMonyaHuio ncnonbsyeTcs pexum punstpauyuu filter-only.

HacTpoiika npaBuna unsTpayum xxypHanos

KomaHaa

logging filter rule { exact-match module module-name
mnemonic mnemonic-name level level | single-match { level level
| mnemonic mnemonic-name | module module-name } }

OnucaHue
napameTpoB

exact-match: Ecnu BbibpaHo exact-match, Heobxogumo BbibpaTb
BCe Tpu onumn omunbTpauuu.

single-match: Ecnu Bei6paHo single-match, MoXxHO ykasaTtb
TOMBbKO OOWH U3 TPEX BapuaHTOB (hunbTpaumm.

module module-name: Yka3sbiBaeT uMs Mogyns. XXypHarsbl 3Toro
mMoaynsa 6yayT oTounbTpOBaHbI.

mnemonic mnemonic-name: O6o3Ha4YaeT MHEMOHWUKY. XKypHarsbl C
3TON MHEMOHMKON ByayT OTPUNLTPOBAHbI.

level level: YkasbiBaeT ypoBeHb XypHana. >KypHarbl 3TOro ypoBHS
OyayT oThnnbTPOBaHbI.

Pexum
KOoHdurypaumm

Pexxum rmobanbHom KoHurypaumm

Ucnonb3oBaHue
KOHdurypaumm

MpaBuna unbTpaumm XXypHanoB BkN4YalT exact-match (ToyHoe
COOTBETCTBUE) U single-match (cooTBeTCTBYET OOUH U3
BapuaHTOoB).

Komanga no logging filter rule exact-match [ module module-
name mnemonic mnemonic-name level level | ucnonesyetcs ans
yoaneHusa npasun unbTpaunm TOYHOro COOTBETCTBUSA. Bl
MOXeTe yaansaTb Bce npasuna punbTpaumm TO4HOro COOTBETCTBUS
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cpasy unu no ogHomy.
Komanga no logging filter rule single-match [ level level |
mnemonic mnemonic-name | module module-name |
ncnone3dyeTca AN yaaneHus npasuwn ¢ OAHMM COOTBETCTBUEM. Bbl
MOXeTe yaanATb Bce npasuna punbtTpaumm ¢ 0gHNM
COOTBETCTBUEM Cpa3y UMn Mo OgHOMY.

Mpumep KoHDUrypaumm

HacTpolika domnbTpaunm cMcTeMHbIX XXypHarnoB(syslog)

CueHapui HeobxoamMMo HacTpouTb  YHKUMIO  PUNBbTPaLUMN  CUCTEMHbIX
XypHanos(syslog) cnegyowwmm obpasom:
1. 3apgante nonyyaTtens unbTpauum XypHanoB kKak terminal n
server.
2. 3aganTte pexum punbTpaumm xXypHana Ha filter-only.
3. YcTaHoBWTE npaBuno unbTpaumm XypHana Ha (single-match)
OOHO  cooTBeTCTBME,  4TOObl  OTMNLTPOBATL  XKypHasbl,
cogepxaiume nums mogynsa "SyS".
Jdranbl « HactponTe dYyHKLMIO dunbTpaummn CUCTEMHbIX
KoHcpurypauum XypHanos(syslog).
QTECH# configure terminal
QTECH (config) # logging filter direction server
QTECH (config) # logging filter direction terminal
QTECH (config) # logging filter type filter-only
QTECH (config) # logging filter rule single-match module SYS
MpoBepka % BbinonHute komaHay show running-config | include loggging
KOHcpurypauum Ons oTobpaXkeHUs1 KoHGUrypauuu.
< Bowngute u BbIMauMTe M3 pexuma rnobanbHOM KOHurypaumm m
ybegurecs, 4yTO cuctema oTobpaxkaeT XypHanbl
COOTBETCTBYOLWMM 06pasom.
QTECH#configure
Enter configuration commands, one per line. End with
CNTL/Z.
QTECH (config) #fexit
QTECH#
QTECH#show running-config | include logging
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logging filter direction server
logging filter direction terminal

logging filter rule single-match module SYS

8.4.8 HacTpounka nepeHanpaBfieHUN CUCTEMHOIO XXypHana
PesynbTaT KOHbUrypauum

« B VSU xypHanbl Ha 4ONONHUTENBHOM UNN Pe3EepPBHOM YCTPOMCTBE OTOBpaxatTcs
B TepMuHarne KOHCONMM W nepeHanpasrnslTCAa Ha akTUBHOE YCTPOWCTBO AJ1S
oTobpaxeHuss Ha koHconu unn TepmuHane VTY, a Takke XxpaHeHun B Bydepe
namsaTy, pacwupeHHoM  (pnaw-namsaTM  UAM Ha  cepBepe  CUCTEMHOro
XypHanupoBaHus.

s Ha otgenbHom VSU nocne BKMOYEHUS (PYyHKUUKM NepeHanpasBfieHns, XypHanbl Ha
OOMOMHUTENBHOM UMM pe3epBHOM  YCTpoucTBe OyayT nepeHanpasneHbl Ha
aKTMBHOE YCTPOMCTBO, a B Kaxabli XypHan 6yaet pobasneH dnar ponu (*ID
YCTPOWCTBA), yKasblBaKOLLMA Ha TO, YTO XXypHan nepeHanpasreH. [Mpeanonoxum,
4YTO YeTblpe yCTpoucTBa 0OpasylT OAHO YCTPOWMCTBO BUPTYyaribHOM KOMMYyTauuu
(VSU). WpeHTndmkatop aktmeBHoro ycrpomctBa — 1,  wmaeHTudukaTop
AONOMHUTENBbHOrO YCTponcTBa — 2, a uaeHTuduKaTopbl ABYX pPe3epBHbIX
yctponcte — 3 n 4. dnar ponu He gobaBnseTcs B XXypHanbl, CO34aHHbIE aKTUBHbIM
ycTponcTBoM. dnar ponun (*2) pobasnsgetca B XypHarbl, nepeHanpaBfieHHble C
AOMNOJSTHUTENBHOIrO YCTPOMCTBA Ha akTUBHOe ycTponcTteo. dnarm ponen (*3) n (*4)
[o6aBnslTCA  COOTBETCTBEHHO K JKypHanam, nepeHanpasneHHbiM C  OBYX
pe3epBHbIX YCTPONCTB Ha aKTUBHOE YCTPOUCTBO.

s Ha yctponcteBe VSU c mogynamum paclumpeHusi nocrie BKIYEeHUs (QYyHKUUK
nepeHanpasneHns, XypHanbl Ha OOMNOMHUTENbHOM UMW Pe3epBHOM YCTPONCTBE
OyayT nepeHanpaBfeHbl Ha akTMBHbLIM MOAYMb YNpaBfeHUs, a B KaXOblN >XypHars
6ynetr pobaeneH dnar ponm (*ID ycTponcTBa/MmMsi Mogyns  ynpaBrieHusl),
yKasblBalwLWMi Ha TO, 4YTO >XypHan nepeHanpasreH. Ecnu 4eTblpe Moayns
ynpaBneHus obpasytoT O4HO YCTPOMUCTBO BUpTyanbHon kommyTtauum (VSU), donarm
ponu nepeumncnexsl Hwxe: (*1/M1), (*1/M2), (*2/M1) n (*2/M2).

MpumeyaHunsn

s OYHKUMA nepeHanpaBrieHUs CUCTEMHbIX >XypHanoB(syslog) AencTByeT TOSbKO Ha
VSU.

% MoOXHO oOrpaHMunTb CKOPOCTb MepeHarnpaBlieHns >KypHaroB Ha akTUBHOE
YCTPOWNCTBO, Y4TOBLI NPegoTBpaTUTL co3gaHue BOMbLIOro KOnMyecTBa XypHanos Ha
pe3epBHOM UM Pe3epPBHOM YCTPOWUCTBE.

dTtanbl KOHUrypauum
BkrntoueHvne nepeHanpasnieHus xypHana

% (JononHutenbHo) No ymon4yaHuio nepeHanpasneHme XypHana BkritoveHo Ha VSU.
% Ecnu He ykasaHO MHOe€, BbIMOMHUTE 3Ty HACTPOWKY Ha akTMBHOM ycTponctee VSU
WM aKTUBHOM MOAYME ynpaBrieHus.

YcTaHOBKa OrpaHUYEeHNn Ha KONMYECTBO COOBLLIEHNI XXypHana

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBOACTBO nosib3oBaTens
8. KoHdmrypaums cuctemHoro xxypHana (Syslog) 134

% (OQononHutenbHo) [lo ymomnyaHWio w3 pe3epBHOrO YCTPOUCTBA B aKTUBHOE
yctponcTteo VSU B cekyHay nepeHanpasnseTtcs makcumym 200 xypHarnos.

% Ecnu He ykasaHO vHOe, BbINOMNHUTE 3Ty HACTPOWKY Ha akTuBHOM yctponcTtee VSU
NN akTMBHOM MOAYNe yrnpasBneHus.

MpoBepka kKoHcUrypaumm
% BblinonHute komaHay show running ans otobpakeHusi KOHdUrypauuu.
CBAi3aHHble HAaCTPOWKM

BkntoueHne nepeHanpaBneHns xxypHana

KomaHpa logging rd on

OnucaHune HepocTtynHo
napameTposB

Pexum Pexum rnobansHon KoHpurypaumm
KoHduUrypaumm

Ucnonb3oBaH @ [lo ymonyaHuio nepeHanpaBneHmne XxypHana BknoveHo Ha VSU.
ue
KOHduUrypaumm

YcTaHOBKa OrpaHUYEeHNIn Ha KONTMYECTBO COOBLLIEHNI XXypHana

KomaHpa logging rd rate-limit number [ except level ]
OnucaHwue rate-limit number: Yka3biBaeT MakcMmanbHOE KONM4eCTBO
napamMmeTpoB | XypHarioB, NepeHanpaBneHHbIX B cekyHay. [lnanasoH 3HayeHun ot 1
#o 10000.

except level: OrpaHn4eHne CKOPOCTU HE NPUMEHSAETCS K XXypHanam
C YPOBHEM, 3KBUBANEHTHbLIM UMW HUXE, YKa3aHHOIO YPOBHS
Ba)XHOCTW. Mo yMOnyaHuio YpoBEHb BaXXHOCTU — oLInbKa (YpoBeHb
3), TO ecTb OrpaHM4YeHMe CKOPOCTM HE MPUMEHSETCS K XXypHanam
YPOBHS 3 U HUXE.

Pexum Pexum rnobanbHon KoHurypaumm
KoHduUrypaumm

Ucnonb3oBaH | [1o ymonyaHuio n3 pesepBHOro yCTpoONCTBa B akTUBHOE YCTPOMUCTBO
me VSU B cekyHay nepeHanpaBngetca makcumym 200 KypHarnos.

KOHcpuUrypauum

Mpumep KoHduUrypaumm
HacTtponka nepeHanpasneHnin CUCTEMHOrO XypHarna

CueHapu# HeobxogmMmMo HacTpouTb (QYHKUMIO MepeHanpaBfeHnss CUCTEMHbIX
XypHanos(syslog) Ha VSU cnegytowm obpasom:

1. Bknrounte dyHKUMIO NepeHanpasBrieHnst XXypHaroB.
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2. YcTaHOBUTE MakCMMarnbHOE KOSNIMYECTBO >KypHanoB C YPOBHEM
Bblle KpUTUYECKOro (YpoBeHb 2), KOTOpbIA MOXeT ObiTb
nepeHanpasneH B cekyHay Ha 100.

dTtanbl + Hactpounte dYHKUMIO nepeHanpasreHuns CUCTEMHbIX
koHdurypauum XypHanos(syslog).
QTECH# configure terminal
QTECH (config) # logging rd on
QTECH (config) # logging rd rate-limit 100 except critical
MpoBepka s BbinonHute komaHay show running-config | include loggging
KOHurypaumm Ans otobpaxkeHus KoHUrypauuu.

s CosganTe XypHan Ha pe3epBHOM YCTPOWMCTBE U ybeauTechb, YTO
XKypHan nepeHanpaBnsieTcas Ha akTMBHOE YCTPOWCTBO U
oTOOpaXkaeTcsi Ha ero aKpaHe.

QTECH#show running-config | include logging

logging rd rate-limit 100 except critical

8.4.9 HacTponka MOHUTOPMHIa CUCTEMHOIO XXypHana

Pe3ynbTaT KOHUrypaumm

% 3anuwuTte nonbITkKM BXxoda/Bbixoda. [locne BKIYEHWA perucTpaumm nonbITOK
BXo4a/Bbixoga COOTBETCTBYIOLLME XypHarnbl oTobpaxatTcs Ha YyCTPOMCTBe, Koraa
nonb3oBaTenu nony4varT AocTyn K ycTpouctBy 4epe3 Telnet mnu SSH. 310
nomoraeT agMUHUCTPAaTOpPY OTCMEeXuBaTb NOAKNHOYEHUS YCTPONCTB.

s 3anMwute M3MeHeHus KOoHdurypaumn yctponcTB. [locne BKIOYEHUS BeOeHus
XypHana onepauuin COOTBETCTBYIOLLME XypHarnbl oTobpaxalTcsa Ha YyCTPOWCTBE
npy W3MEHEHMM KOHUrypaumm YCTPOWCTBa nofnb3oBaTensMu. OTO NomoraeT
aAMWHNCTPaTOPYy OTCNEXMBATb N3MEHEHNS KOHPUTYpaLUI YCTPOWCTB.

MpumeyvaHunna

+ Ecnu Ha ycTponcTBe HacTpoeHbl 1 kKomaHaa logging userinfo, n komaHga logging
userinfo command-log, T0 npu BbINOSIHEHUM KOMaHAbl sShow running-config
oToOpaxkaeTcss TONbKO pes3ynbTaT KoHdwurypauum komaHngbl logging userinfo
command-log.

JTtanbl KOHdUrypauum

BkntoueHne perncrpaunm nornbIiTOK BXoAa/Bbixoda

% (QononHutenbHo) [lo ymonuyaHuilo  perncTpauusi MOMNbITOK  BXxoAa/Bbixoada

OTKI1HO4EHa.
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< Ecnu He ykazaHO MHOe, BbINOSHUTE 3Ty HACTPOMKY Ha KaXOoW NMHUN YCTPOWCTBA,
YTOObI BKNHOYNTL PEMMCTPaLIMIO NONbITOK BXOAa/BbiIXxoAa.

BkritoueHne BeaeHus XXypHana onepaunn

% (OononHutensHo) No ymonyaHuio BeeHWe XXypHana onepauni OTKITHYEHO.
« Ecnn He ykasaHO MHOE, BbINOMHUTE 3TY HACTPOMKY Ha KaXX4OW NMHUKM YCTPOWUCTBA,
4YTOObI BKITHOYNUTL perucTpauuio onepauni.

MpoBepka kKoHcUrypaumm
% BbinonHute komaHay show running ans otobpa)keHusi KOHdUrypauuu.

CBsizaHHble HaCTPOMKH
BkntoyeHne perncrpaumm nonbIToKk Bxoaa/Bbixoaa

KomaHpga logging userinfo

OnucaHune HepocTtynHo

napameTposB
Pexum Pexum rnobansHon KoHpurypaumm
KoHduUrypaumm
Ucnonb3oBaH  [1o ymonyaHuio yCTPOMCTBO HE CO3aeT COOTBETCTBYIOLLME XKypHarbl
ue npu BXOAe U BbIXoAe U3 ero onepawyoHHON CUCTEMbI.
KOHduUrypaumm

BkrtoueHne BegeHus XXypHana onepauun

KomaHpaa logging userinfo command-log
Onucanune HepoctynHo
napameTpos
Pexunm Pexunm rmobanbHon KoHurypaumm
KOHcuUrypaumm

Mcnonb3oBaH  Cucrtema co3gaeT CBA3aHHbIE XXypHarnbl NPy BbINOSIHEHWU

ue nonb3oBaTensiM1M KoMaHg KoHurypauuu. Mo ymonyaHuio
KOHcpUrypaumm | yCTpONCTBO HE CO3AaET XypHarnbl NPy U3MEHEHUM KOHUTypaLum
YCTPOWCTB NOSIb30BaTESNSIMM.

Mpumep KoHduUrypaumm
HacTtponka MOHUTOPUHIra CUCTEMHOIO XypHara

CueHapui HeobxogmMMo HacTpouTb YHKUMIO  MOHUTOPWUHrA CUCTEMHOIO
XypHana cnegytowmm obpasom:

1. BknounTe pernctpauuio nonbiToK BXoga/Bbixoaa.
2. BknovnTte XXypHanupoBaHue ornepauun.
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JdTansbl % Hactpounte dyHKLMIO MOHUTOpPUHra CUCTEMHbIX
KOHpUrypaumm XypHanos(syslog).

QTECH# configure terminal
QTECH (config) # logging userinfo
QTECH (config) # logging userinfo command-log

MpoBepka + BbinonHute komangy show running-config | include loggging
KOHdurypaumm Anst oTobpaXkeHnsa KoHdurypaumm.

« BbinonHute KomaHay B pexume rrnobanbHon KoHdurypauum u
ybeauTech, YTO cMcTeMa CO3[aeT XypHar.

QTECH#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

QOTECH (config) #interface gigabitEthernet 0/0

*Jun 16 15:03:43: %CLI-5-  CMD: Configured from console by
admin command: interface GigabitEthernet 0/0

QTECH#show running-config | include logging

logging userinfo command-log

8.4.10 CuHxpoHM3aLmsi NONb30BaTEeNMbCKOro BBoAa C BbIBOAOM XypHana
Pe3ynbTaTt KOHpUrypaumum

®,

< Mo ymonyaHuio, Nofb3oBaTeNibCKU BBOL CUHXPOHU3NPOBAH C BbIBOAOM XXypHana.
Mocne BKkNtOYEHUsT 3TON DYHKUMM BBO, COLAEPXKMMOro BO BpPeEMS BbiBOAA XXypHarna
npodofpkaeTcs Mocne 3aBeplleHus BblBoAa XypHana, 4Tto obecnedvsaeT
HenpepbIBHOCTb U LIENOCTHOCTb BXOAHbLIX AAHHbIX.

MpumeyaHunsn

% [aHHas komaHAa BbINOSIHAETCS B peXMMe KOHpUrypaumm TepMmHanbsHoOro 4ocTyna.
HeobxoamMmo HacTpouTb 3Ty KOMaHAy ANs KaXaon NHMK no TpeboBaHuio.

dTanbl KOHUrypauum
CVHXpOHM3aLmMsa Nonb30BaTENbCKOro BBOAA C BbIBOAOM XXypHana

% (OQononHuTtenbHo) Mo ymonyaHuio OyHKUMS CUHXPOHN3ALUN OTKITHOYEHA.
+ Ecnu He ykaszaHO WHOe, BbINOSIHUTE 3Ty HACTPOMKY Ha KaXXgou NUHUKN coedUHEHUS
ANA CUHXPOHM3aLMKM NoSib30BaTENbCKOro BBOA4A C BbIBOAOM XypHana.

MpoBepka KoHdUrypaum
% BbinonHute komaHay show running gns otobpaxkeHns KoHuUrypaumm.
CBA3aHHble HAaCTPOUKMU

CrHXpOHM3aLUMa NoNb30BaTENbCKOro BBOAA C BbIBOAOM XypHana
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KomaHpa logging synchronous
OnucaHue HepoctynHo
napameTpos
Pexunm Pexum KoHdurypaumm coegmuHeHuns
KOHcpuUrypauum
Ucnonb3oBaH  OTa KOMaHAa UCMONb3yeTcs A4S CUHXPOHM3aLnn
ve Nnonb30BaTeNbCKOro BBOAA C BbIXOAHLIMU AaHHLIMU XypHana, YToobl

KOHcUrypauumm | npegoTBpaTuTb NpepbiBaHMe BBOAA AaHHbIX MOMb30BaTENEM.

Mpumep KoHdUrypaumm

CVIHXpOHVI3aL|,I/IF| noJib30BaTeEJIbCKOro BBOAa C BbIBOAOM KypHasa

CueHapun

HeobGxoaMMo CUMHXPOHW3MPOBATL MOMb30BaTENbCKME [OaHHblE C
BbIXOAHbLIMW AaHHbIMM XypHana crneayowmm o6pasom:

1. BknounTte oyHKUMIO CUHXPOHU3aLNN.

dranbl
KoHduUrypaumm

* HacTtponte oyHKLMIO CUHXPOHU3aLINN.

QTECH# configure terminal
QTECH (config)# line console 0

QTECH (config-line) # logging synchronous

MpoBepka
KOHcUrypaumm

0,

% BbinonHute komaHgy show running-config | begin line ana
oTOBpaxeHnsa KoHpuUrypaumu.

QTECH#show running-config | begin line

line con 0
logging synchronous

login local

Kak nokasaHo B criegylowux BbIXOAHbIX  [AaHHbIX, Korga
nonb3oBaTtens BBoauMT "vlan" cocTtosiHme uHTepcenca  0/1
N3MEHSETCA, U BbIBOOAUTCHA COOTBETCTBYOWMUNA XypHan. [locne
3aBepLUeHNsa BbiBOAA XypHana MoAysSib XypHana aBToOMaTUYecKu
oTobpaxaeT BBOAUMbIE MoOfb3oBaTenemM AdaHHble "vlan", 4ToObI

noJsib3oBaTesib MOTI NPOOOJTXNTb BBOA.
QTECH (config) #vlan

*Aug 20 10:05:19: SLINK-5-CHANGED:
0/1, changed state to up

Interface GigabitEthernet
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QTECH (config) #vlan

*Aug 20 10:05:19: SLINEPROTO-5-UPDOWN: Line protocol
Interface GigabitEthernet 0/1, changed state to up

on

8.5 KoHTponb cocTosiHus

OuucTtka

/b BbinonHeHve komaHa clear MOXeT NpMBECTM K MNOTEpe BaXHOM MHopMauun W,
cnefoBaTenibHO, NpepbiBaHNIO PaboThl CryxoO.

OnucaHue KomaHpa

Oumwaet xypHan B clear logging
bydepe namatu.

OTob6paxeHue

OnucaHue

KomaHpa

OtobpaxaeT CTaTUCTUKY XypHana U
XypHanbl B Oydepe namaTm Ha OCHOBe
MeTKM BpEMEHM OT NepBOM A0 NocregHewn.

show logging

OTobpaxaeT KOH(urypaumm m cCTaTUCTUKY
CUCTEMHBIX XYypHarnos(syslog).

show logging config

OTobpaxkaeT CTaTUCTUKY XKypHana Kaxgoro
MOAynNs B CUCTEME.

show logging count
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9 HACTPOUKA KOHTPOINA COCTOAHUA
9.1 O630p

KOHTpONb COCTOAHMA — 9TO WHTESNeKTyanbHoe anmnapatHoe ynpasreHne Ans
ceteBbix ycTtpouctB QTECH, Bknto4yas perynmpoBKy CKOPOCTU BeHTUnATopa U
MOHUTOPWHI TemnepaTtypbl. KOHTPOMNb COCTOAHNSA BbINOMHAET criegyowime 3agadu:

< ABTOMaTM4eckas perynmpoBka 4acToTbl BpaLleHWUsl BEHTUNATOPA B 3aBMCUMOCTU OT
N3MeHeHNa TemnepaTypbl OKpy>KatoLen cpeabl

¢ MoHUTOPVHI TemnepaTypbl NNaT B peXnme peanbHOro BpeEMEHU AN ONoBeLLeHUs
nonb3oBaTtenen

Mo ymonuaHuio QyHKUMSA KOHTPOMb COCTOSIHMS aKTUBUPYETCA Mocre BKAKYEHUS
ycTponcTea. [1ns atoro He TpebyeTca pydHas HacTpoOuKa.

Cneuundumkaumm nportokona

HepocTynHo

9.2 dyHKUUN

basoBble KOHLenuuu

HepocTtynHo

PYHKUMMN

DPyHKUMA OnucaHue

NHTennektyansHaa @ CkopocCTb BpaLleHns BEHTUNSATOPOB perynupyetcs

perynupoBka aBTOMaTU4ECKM NO Mepe WU3MEHEHUA TemnepaTypbl B

CKOPOCTHU COOTBETCTBUM C MOTPEOHOCTAMU CUCTEMbI B pacCemBaHUn

BEHTUIATOPOB Tenna.

KoHTponb Cuctema aBTOMAaTMYECKM KOHTpOMMpyeT Temnepatypy. Ecnu

COCTOSIHUS TemnepaTtypa MpEeBbIWAET ONpeaenieHHbIn  nopor, cucrtema

TeMnepaTypsbl aBTOMaTUYECKN FreHEPUPYET CUrHaN TPEBOTU.

KoHTponb Cuctema aBTOMaATU4YECKM KOHTponupyeT nuTaHme. Ecnn

MOLLIHOCTH MOLLLHOCTb HegocTaToyHa WNKM He MOXeT ObiTb onpegeneHa,
cucTtema aBTOMaTUYECKM CreHePUPYET CUrHan TPEBOIN.

9.2.1 MHTe.ﬂ.l'IeKTyaanaﬂ perynmpoBKa CKOPOCTU BEHTUNATOPOB

Mo mMepe MNOBbLIWEHUS WU  MOHWXKEHUs TemnepaTypbl OKpyXKatowen cpenpl
BEHTUMATOPbl aBTOMATMYECKU MOAHMMAOT WNN YMEHbLUAT CKOPOCTb BpalleHus,
4yTOObI paccesiTb Tenno n obecnevnTb HU3KUIA YPOBEHD LLYMA.
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MpuHUKMN paboTbl

lNMpoBepka KoHcUrypaumm

% Banyctute komaHgy show fan ansa otobpaxeHus paboyero coCTofAHMS BcexX
BEHTUNATOPOB.

% BbinonHute komaHgy show fan speed command ana otobGpaxeHuss CKOpOCTU
BpaLleHus.

9.2.2 UHTenneKTyanbHbIH MOHUTOPUHI TeMnepaTypbl

Cuctema aBTOMaTU4YECKM KOHTpONMpyeT TemnepaTtypy. [1py1 nameHeHun TemnepaTtypbl
cMcTemMa aBTOMaTUYECKM YBEAOMMSIET NoNnb3oBaTenen.

MpuHUMn paboTbl

% Cuctema 3amepsieT TemnepaTypy OaAuH pa3 B MuHYyTy. Ecnu Temnepatypa
NnpeBbIllaeT onpeaeneHHbli Mopor, CcucTeMa BbIMOSIHSEeT COOTBETCTBYHOLLEE
aencTteme. TemnepaTtypa u AeACTBME pasHble HA Pa3fNNYHbIX YCTPONCTBAX.

NMpoBepka KoHcUrypaumm
BbinonHuTte komaHgy show temperature gnsa otobpaxeHus TemnepaTypbl CUCTEMBI.

9.2.3 KOHTpOnb NUTaHuA

Cuctema aBTOMATUYECKM KOHTponupyeT nuTaHue. Ecnu  MowHOCTb  nuUTaHuS
HegocTaTodHa WM He MOXeT OblTb onpedeneHa, cucTemMa aBTOMaTU4YecKu
CreHepupyeT CUrHan TpeBoru.

MpuHUMn paboTbl

Cuctema 3amepsieT MOLWHOCTb OAMH pa3 B MWUHYTY. Ecnu cuctema obGHapyxuBaeT
HEe4OCTaTOYHY MOLLHOCTb, UHAMKATOP TPEBOMM CTAHOBUTCS KEMNTbIM, U MNOSIBNSETCS
coobLleHne cucteMHoro ypHana. [locne yctpaHeHusi cobbiTUsi TpeBorn cuctema
BOCCTaHaBnuBaetcs. Ecnum cuctema He MOXeT waeHTUdUUMpoBaTb MoAaHHoOe
nMTaHve, WHOMKATOP TPEBOrM CTAHOBUTCS XenTbiM. [locrie OTKMHYEeHWs NUTaHus
cucTeMa BocCTaHaBNMBaETCH.

MpoBepka KoHduUrypaumm
BbinonHute komaHay show power gna otobpaxkeHnsa nHpopmaunm o NUTaHuK.
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10 HACTPOUKA PKG_MGMT
10.1 O630p

YnpaesneHne noctaBkon (pkg_mgmt) - 3TO MOAynb NPOBEPKU KOHUrypauuu w
obHOBNEHUs annapatHoro obecnevyeHuss. JOTOT MoOAyfb OTBeYaeT 3a YCTaHOBKY,
obHOBNEeHne/oTKaT CUCTEMbI, 3anpocbl M OOCNYXMBaHWE Pa3fMYHbIX KOMMOHEHTOB
YCTPOWCTBA, CPean KOTOpbIX OOHOBMEHME SBNSIETCS OCHOBHOM (hbyHKumen. bnarogaps
OOHOBNEHUIO Monb3oBaTeNM MOryT YCTAHOBUTb HOBYK BEPCUIO NPOrpamMHOro
obecneyveHunsn, 6onee ctabunbHylo MM MOLHYK. bnarogapss MoAynbHOW CTPYKType
cuctema QTOS nogaepxmBaeT nofiHoe O6HOBIEHME.

& [aHHbI JOKYMEHT OTHOCUTCS TONbKO K Bepcun 11.0 n 6Gonee no3aHux.
MpoTokonbl U cTaHAapThbI

HepocTynHo

10.2 MpnmeHeHune

MpumeHeHne CueHapuu
O6HoBneHne/OTKaT O6HoBneHne BcTpoeHHoro MO noacuctemsl, HaNnpuUMep,
NoACUCTEMBI 3arpy3o4HOro cekTopa, siapa M KOpHEBLIX NpaB Ha YCTPOWUCTBE.

O6HoBneHue/OTkat naketa | O6HOBNEHWe nakerta ¢ 0gHOM OYHKUMEN HA YCTPOMCTBE.
C 0OHOWN dOYHKLIMEN

YcTaHoBka naTtya YcTaHoB/TEe nNaT4 u 0OHOBUTE ONpeferneHHyo YacTb
KOMMOHEHTa PYHKLUMN.

ABTOCUHXPOHM3ALMNSA OIS HactponTte NonMTnKy aBToMaTU4eCcKkom CUHXpPOHM3aLmn,
obHoBrEeHUA AnanasoH 1 nyTb.

10.2.1 O6HoBReHne/OTKaT NnoacUcCTEMbI
CueHapuu

Mocne 3aBepweHust obBHOBNEeHWst BCTpoeHHoro O noacuctembl BCe CUCTEMHOE
nporpaMmmHoe obecneyeHne ycTponcTBa OOHOBNsSeTcs, a obuwee nporpaMmmHoe
obecneveHne ynydwaeTcsa. Kak npaBuno, MuKponporpamMmHoe obecnedeHune
NoAcUCTEMbl OTAENBHOrO YCTPOMCTBA Ha3blBAETCA OCHOBHbLIM NMakeToM.

OcHoBHble OYHKLUMM ITOro pexuma OOHOBMEHWs creayllme: BCe NporpaMmmMHoe
obecneyeHne Ha yCTpPOMCTBE OOBHOBMSETCA NOCMEe 3aBepLUEHUsS anrpenga; Takum
o6pa3oM, UCNpaBnsOTCs BCE U3BECTHble OWMOKM nporpammHoro obecneyenus. [Ons
3aBepLueHns obHoBNeHNA TpebyeTcsa MHOro BpEMEHM.

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBoAcCTBO nonb3oBatens
10. Hactpovika PKG_MGMT 143

OnucaHue

OcHOBHOM NakeT MOXHO COXpaHUTb B KOpHeBOM katanore TFTP-cepsepa, 3arpy3untb
NnakeT Ha YCTPOWCTBO, a 3aTeM 3anyCcTuTb KOMaHdy OOHOBNEHMS AN NoKanbHOro
obHoBneHns naketa. OCHOBHOM NaKeT Takke MOXHO coxpaHuTb Ha USB dnaw-
Hakonutene unn SD-kapTte, nogkntounte USB naw-Hakonuternb K YCTPOWUCTBY U
BbINOSIHUTL KOMaHAy OBHOBNEHNA ANns 06HOBNEHNS nakeTa.

Mepen BbiNnonHeHWMeM OGHOBNEHMS HeobXoaAMMO coxpaHuTb nakeT Ha USB donaw-
HakonuTene, Tak Kak pa3mep OCHOBHOMO nakeTa CIMLIKOM BENWK, YTOObl €ro MOXHO
ObINo coxpaHWTb B NaMATM YCTPOMCTBA.

10.2.2 ObHoBNEeHMe noacucTemMbl B O4HO AeUcTBue
CueHapun

O6HoBMTE MUKpoMporpammy aBToMaTuyeckm 6e3 npepbiBaHMs paboTbl cnyxb B
cucteme VSU ¢ gBymsa moaynsimm ynpasneHus. B pexume VSU vnu B aBTOHOMHOM
pexume nocre 3ToM KOoHdUrypauum ogHoO u3 ycTpoMcTB OyaeT nepesanyuleHo, 4To
npuBeaeT K NpepbiBaHNio paboTbl Cryx6.

OnucaHue

OcHOBHOWM MakeT MOXHO COXpaHUTb B KOpHeBOM katanore TFTP-cepsepa, 3arpysuntb
NnakeT Ha YCTPOWCTBO, a 3aTeMm 3anyCcTUTb KOMaHAy OOHOBNEHMS AONs NoKanbHOro
obHoBneHns naketa. OCHOBHOM NakeT Takke MOXHO coxpaHuTb Ha USB dnaw-
Hakonutene mnu SD-kapTe, nogknounTb K yctponctey USB dnaw-Hakonutenb unum
SD-kapTy, a 3aTeM BbIMOMHUTL KOMaHAY OOHOBEHUS AN OOHOBMEHNA NakeTa.

10.2.3 YcTaHOBKa nartua
CueHapun

Utobbl yCTpaHuUTb oOWKMOKM nporpamMmHoOro obecnedeHuss ©e3 nepesarpysku
YCTPOWCTBA, MOXXHO YCTAHOBUTb naTyu. MaTtum NnpuMeHMMbI TONMbKO AN UcnpaBreHns
onpegeneHHoMm Bepcun  nporpammHoro obecnedeHnsa. Kak npaBuno, natym
NPUMEHSIOTCA ONA UCNpPaBfeHNsa NPorpaMMHOro obecnevyeHns onpeaeneHHon Bepcum
TONbKO B TOM Crlyyae, €Cnu YCTPOMCTBO He MOXeT ObiTb 3anyuweHo B cpefe
nonb3oBaTensi.

Camasn BaxHast yHKUMA oBGHOBMEHMs NOCPEACTBOM MaTya 3akn4yaeTcsi B TOM, YTO
BCe OwWMbkn MoryT ObiTb uMcCNpaBneHbl ©0e3 nepesarpy3kM YCTPOWCTBA MoOCne
3aBepLueHns OGHOBMEHUS.

OnucaHue

Bbl MOXeTe coxpaHUTb AaHHbIM NakeT B KOpHeBOM kaTtanore TFTP-cepsepa, 3arpy3nTtb
NakeT Ha YCTPOWUCTBO M BbINOMNHUTL OOHOBMNEHue. lMaTty Takke MOXHO COXPaHWUTb Ha
USB naw-Hakonutene wnn SD-kapte, nogkntountb K yctponctesy USB  donaw-
HakonuTenb unu SD-kapTy, a 3aTeM 3aBepLUMTbL OOHOBIEHME.
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10.3 ®yHKUUN

BasoBble KOHUenuuu
Moacucrtema

Moacuctema Haxogutca Ha ycTpoucTBe B Buae obpasos. [lMogcuctema QTOS
BKITOYaeT:

¢ boot: Nocne BKMOYEHUA YCTPOMUCTBO CHa4yana sarpyxaet 1 3anyckaeT 3arpy304Hyto
nogcuctemy. 9Ta nogcucreMa oTBevaeT 3a MHUUManmsauuio YCTPONCTBa, 3arpysky
N 3anyck obpasoB CUCTEMBI.

s kernel: agpo saBnsSeTCA OCHOBHOW 4acTbld OMNepauMoOHHOW CUCTEeMbl. JTa
noacuctemMa 3awmuiaet coctaB obOpydOBaHUA CUCTEMblI U npegocTaBnseT
NpuoXxeHnam abcTpakTHyo paboyyto cpeny.

¢+ rootfs: rootfs — 310 Habop NPUNOXEHNN B CUCTEME.

OcHoBHOW NakeT
« OcHOBHOW nakeT 4acTo wucnosnb3yetca Ona obHoBreHusi/oTkata noAcUCTEMBI
oTaenbHoro ycrtponctea. OCHOBHOM MakeT — 3TO KOMOWMHWMPOBAHHbLIA MNaKeT

noacuctem 3arpysku, siapa u rootfs. OCHOBHOWM nakeT MOXET MCNONb30BaTbCA AN
obuiero obHoBneHus/oTkaTa CUCTEMBI.

0O630p

DPyHKUMA OnucaHue

O6HoBneHne/OTkaT O6HoBnseT/OTKaTbIBAET NOACUCTEMY.
1 ynpaBneHve
KOMMOHEHTaMM

noacucTembl

10.3.1 O6HoBneHne/OTKaT M ynpaBrieHMe KOMNOHEeHTaMU NOACUCTEMbI

O6HoBneHne/oTkaT MNOACUCTEMbI HanpaBreHoO Ha OOHOBMEHWE NPOrpamMmmHOro
obecnevyeHns nytem 3ameHbl KOMMOHEHTOB MOACUCTEMbI YCTPOMCTBA KOMMOHEHTaMm
noacuctembl B MuKporniporpamme. KOMMOHEHT nogCUCTEMbI BbLINMOSIHEH C  Y4ETOM
pe3epBuUpoBaHus. B 6OMnbLUNMHCTBE CryvyaeB MOACUCTEMbI YCTPOMCTBA HE 3aMEHSIIOTCS
HenocpeacTBEHHO Ha NMOACUCTEMbI B nakeTe BO BpeMsi 0OHoBneHusi/otTkata. BmecTto
9TOr0 Ha YCTPOWCTBO A006aBnAKTCA MOACUCTEMbI, @ 3aTEM OHW aKTUBUPYKOTCA BO
BpeMs oOHoBneHus/oTkaTa.

MpuHUMN paboTbl
O6HoBneHne/OTKaT

Ha ycTpoiicTBe CcyLlecTBYOT pasnunyHble NoACUCTEMBI B pasnnyHbix popmax. MNoatomy
o6HOBRNEHMe/oTKaT 3aBUCUT OT PasfINYHbIX NOACUCTEM.
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X/

« boot: Kak npaBuno, ata nogcucrtema cyuiectsyeT Ha yctponctse norflash B Buge
obpasoB. [loaTomy oGHOBREHME/OTKAT 3TOW MOACUCTEMbI 3aKMNOYaeTcs B 3anucu
obpasa Ha ycTponcTBo norflash.

s kernel: OTa nogcmucrtema cyuwecTeyeT B onpeneneHHoM pasgene B Buae annos.
Moatomy o6HOBREHME/OTKAT 3TON NOACMCTEMbI 3aKmoYaeTcs B 3anmcy ¢oannos.

< rootfs: Kak npaBuno, ata nogcucrema cylwiecTtByeT Ha ycTponctee nandflash B Buge

obpasos. [MoaToMy oOHOBNEHMEe/OTKaT 3TOM NOACUCTEMbI 3aKryaeTcs B 3anucu

obpasa Ha ycTtponctso nandflash.

YnpasneHue

BbinonHute 3arnpoc KOMMOHEHTOB MNOACUCTEMbI, OOCTYMNHbIX B AaHHbIA MOMEHT, a
3aTem 3arpy3mrte KOMNoHeHTbl NOACUCTEMbI MNMPU HeobXxoaAnMOCT!.

Kaxablh KOMNOHEHT MOACUCTEMbI BbINMOSIHEH C Y4eTOM pesepBupoBaHus. Bo Bpems
obHoBneHuns/oTKaTa:

s boot: 3arpysouyHas nogcuctema Bcerga COLEPXKUT YNPaBNSAOLLYK 3arpy304HYHO
NoOACUCTEMY U PE3EPBHYIO 3arpy3oudHyto nogcuctemy. B npouecce oGHoBneHus
3a4eNcTBOBaHa TOSMbKO YynpaBnsiowas 3arpy3ovyHasi NOACUCTEMA, a pe3epBHas
3arpy3oyHas noacucTtemMa CnyxuT Ang pe3epBHOro KONMpPOBaHKS.

s kernel: nogcuctema sgpa coaepxut XoTa Obl OOHY pe3epBHyH Konuw. [lpu
HanuMuMM OOCTATOMHOrO MPOCTPaHCTBa gonyckaetca 6Gonbliee KOnM4ecTBO
pe3epBHbIX KOMUN.

< rooftfs: Noacuctema rootfs Bcerga cogepXnt pesepBHYLO KOMUIO.

KoMnoHeHT 3arpy3ku He BXxoaAuT B cdpepy ynpaBrneHuss noacucteMamMu us-3a ero
cneundukn. Bo Bpemsi 0GHOBNEHMS siapa UM KOMMNOHeHTa noacucTemsl rootfs Moaynb
obHoBneHus/oTkaTta Bcerga 3anucbiBaeT WCMONb3yeMblA KOMMOHEHT MOACUCTEMBI,
N30bITOYHbIA KOMMOHEHT MOACUCTEMbI U MHOPMaUMIO YNpaBreHUss O PasfUYHbIX
BEpPCUSIX.

CooTtBeTCcTBYHOLWAA KOH(Urypaums
O6HoBnNeHne

s CoxpaHute ¢ann obHOBMNEHNA Ha NIOKaribHOM YCTPOMCTBE W BbINOSMIHUTE KOMaHAy
upgrade onsa obHOBNEHMS.

10.3.2 O6HoBneHune/OTKaT 1 ynpaBneHue naketaMmu ropsauymx ucnpaBrneHun
MpuHUMn paboTbl

O6HOBNEHNE KOMMOHEHTA 3aMeHsAeT (yHKUMOHanbHble pannbl Ha YCTPOWCTBE
drarinamu KOMMNOHEHTa B NakeTe.

O6HOBMEHVEe NakeTamMu TopPAYMX WUCMPaBMEHUA aHanorMyHO OGHOBMNEHUIO (YHKLWNA.
PasHuMua 3aknioyaeTcs B TOM, YTO BO Bpemsi OOHOBIEHUSI MaKeTOM TOpsiYero
NCNpaBneHNss 3aMeHSIOTCA TONMbKO halnbl, noanexaiwime obHoBrneHuo. Kpome Toro,
rnocre 3ameHbl HOBble ddainbl BCTYNalT B CUIy aBTOMaTUYECKN.

Nocne nakeTHOro oOHOBEHUS OTAENbHbIA KOMMNOHEHT HE MOXET OblTb OOHOBMEH.
YnpasneHune
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AHanorM4yHo ynpaBfieHUI0 KOMMOHEHTaMK, ynpaBneHMe natyamy Takke BKIHOYaeT B
cebs onepaummn 3anpoca, YyCTaHOBKM WU yaaneHusl, KoTopble SIBNSOTCA pe3ynbTaToMm
noGaBneHust, 3anpoca 1 yaaneHust AaHHbIX COOTBETCTBEHHO.

YnpasneHue nat4yamm M KOMMNOHEHTaMW OCYLLECTBISIETCH Ha OCHOBE OOHOW U TOW Xe
TexHonormn. PasHunua 3aknodaeTca B TOM, YTO MaTyM BKAKOYAKOT TPU pasfivyHbIX
COCTOSIHMS: HE YCTaHOBIEHbI, YCTAHOBIEHbI M aKTUBMPOBaHbl. OTU COCTOSIHUSI OMUCaHBbI
HUXe:

MaTy B COCTOSIHUWN YCTAHOBIIEHO YKa3blBaeT TONMbKO Ha TO, YTO 3TOT MaTy CyllecTByeT
Ha YCTPOWCTBE, HO OHO €eLLe He BCTYMUIIO B CUIY.

[lonycTnm TONbLKO NaTty B aKTMBUPOBAHHOM COCTOSIHUM.
CooTtBeTcTBYyHOLWAasA KOH(pUrypauus
O6HoBrneHne
s CoxpaHute dann obHOBMEHUS B nokanbHOW )anrnoBOW CUCTEME WU BbINOSTHUTE
KomaHay upgrade ansa o6HOBMEHMS.
AKTMBaUmMa natya
s [Ina BpemeHHOW akTMBauumn ucrpasneHnsa MOXHO 3anycTuTb KomaHagy patch active.
McnpaBneHne CTaHOBUTCA HeLeWCTBUTENbHLIM MOCHe rnepesanycka YyCTPOMCTBA.
YTO0ObLI UCnonb3oBaTb 3TO UCMpaBrieHWe Mocre nepesarpy3kn ycTPoOMCTBa, ero
Heob6Xo4MMO aKTMBUPOBATb NMOBTOPHO.
% MoxHO Takke 3anyctutb KomaHgy patch running, 4T06bI aKTUBMPOBATL
ncnpaeneHne Ha MNOCTOAHHOM ocHoBe. [locne 3Toro wucnpasreHne ocTaeTcs

AeNcTBUTENbHBIM Jaxe nocre nepesanycka yCTponucTaa.
« HeaktnBmpoBaHHOE MUCNpaBreHNne HUKOr4a He CTaHeT AENCTBYIOLUM.

[eaktnBauma natya

% YT00Obl AEaKkTMBMpPOBATL UCMNpaBeHne, BbINOSHUTE KOMaHAy patch deactive.
YaaneHune natyam

% [ns yoaneHus ropsiyero ncnpaereHns MOXHO BbIMOMHUTL KoMaHay patch delete.

10.4 KoHdourypauums

KoHdourypauunsn OnucaHue u KomaHaa

OBHoeneHne/OTKaT | A OchosHoit dhyHKUMEN KOHAMTYPaLMM SIBNIAETCS YCTaHOBKA 1
BCTpoeHHoro 10 obHoBreHne/oTKat BCTpoeHHoro MO noacucTeMsl, naketa MyHKLUMUN 1
nakeTa ropsiyero UCrpaBneHus. OTa KoMaHAa AeiCTBUTENbHA KaK Ha
YCTPOIICTBE OTAEMNLHOIO TUMA, TaK U Ha YCTPOWCTBE TUMa LIACCH.

KoMaHga ucrnosb3yeTcs Ans
0GHOBMNEHMS MUKPONPOrpamMmmbl
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yCTpoOUCTBa.

upgrade download tftp:/ path [ path — 370 NyTb K

force ] MUKpONporpamMmme Ha cepsepe.
OTa komaHaa ucnonb3yeTcsa Ans
3arpysku MMKpOnporpaMmmsl €
cepeepa U aBTOMaTU4eCKOro
oBHOBNEeHUs NakeTa.

upgrade download path — 370 NyTb K
oob_tftp://path [ force ] MUKpOnporpamMmme Ha cepsepe.

via mgmt number: Ecnu pexum
nepegayun oob tftp n ummeetcs
HECKOIMbKO nopToB MGMT,
MOXHO BblbpaTb onpeaeneHHbIn
nopT.

OTa KoMaHga ucnonb3yeTcs Ans
3arpy3ku MUKponporpaMmmbl ¢
cepBepa 1 aBTOMaTu4eckoro
obHOBNEHNA NakeTa.

patch active BpeMeHHo akTnBmnpyet
ncnpasnexHue.
patch running AKTMBUPYET ncCrpasBneHne Ha
NOCTOAHHOWN OCHOBE,
[eaktusaums n | (JdononHutensHo) [eakTnBupyeT nnun ygansaet ropsyee
yaaneHue ropsiyero | McnpasreHune.
MCnpaBlieHnA patch delete YpanseT ropsiyee ncrnpasneHme.

10.4.1 O6HoBneHne/OTKaT BCTpoeHHoro MO
PesynbTaTt KOHhUrypauum
[loCcTynHble MUKpOMpOrpaMmbl BKNKOYAOT OCHOBHOM Naker.

X/

% T[ocne 3aBepLueHnsi OOHOBMEHNsI OCHOBHbLIM NMAKeTOM BCE CUCTEMHOE NPOrpaMMHOe
obecneyeHne Ha NMHEHOW kapTe OGHOBMSETCS, a NporpaMMHoe oGecrneyeHve B
LierioM yryyliaeTcs.

& Kak npaBuno, onsi 0GHOBNEHUSI YCTPOMCTBA OTAENbHOIO TUMA BbINyCKaeTCsi OCHOBHOW
naker.

MpumeyvaHunna
HepocTynHo

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBoAcCTBO nonb3oBatens
10. Hactpovika PKG_MGMT 148

JTanbl KOHUrypaumm
O6HoBNEHME OCHOBHOMO NakeTa A5 OQHOro YyCTPOWCTBa

< [ononHutenbHas KoHdwurypauusi. 3Ta KOHurypaumss Heobxoguma, ecnu
TpebyeTcs 06HOBUTL BCE CUCTEMHOE NporpaMMHoe obecnevyeHne yCTpomncTea.

% 3arpysute MuKpornporpammy Ha floKaflbHoe YCTPOWCTBO M BbINOMHUTE KOMaHAY
upgrade.

._,. Kak npasunno, And 0OOHOBNEHUS yCTpOVICTBa OTAOENBbHOIO TUNa BblNyCKaeTCA OCHOBHOWM
naker.

lNMpoBepka KoHcUrypaumm

*

% [locne o6GHOBNEHMA KOMMNOHEHTa MOACUCTEMbI MOXHO 3anyCcTUTb koMaHay show
upgrade history, 4ToObl NPOBEPUTL, YCNELUHO NN BbINOSTHEHO OOGHOBNEHME.

% [locne OBGHOBNEHWS MakeTOM rOPAYMX WUCMNPABMEHUA MOXHO 3anyCTUTb KOMaHay

show patch, 4yToObl NPOBEPUTL, YCNELIHO NN BbINOSTHEHO OOGHOBNEHME.

KomaHabl

O6HoBneHne
KomaHpga upgrade url [ force ]
OnucaHue force ykasbiBaeT Ha NpMHyguMTENbHOE OBHOBNEHME.
napameTposB
Pexum MpuBUNErMpoBaHHbIA  PEXUM
KoHduUrypaumm
BcTpoeHHas HepoctynHo
noackaska
KomaHpa upgrade download tftp:/path [ force ]

upgrade download oob _tftp:/path [ force ]
OnucaHwue url - ykasbiBaeT NyTb K MUKpONporpaMmme B hannoBon CUcCTeme
napameTpoB yCTpOMCTBA.
force ykasbiBaeT Ha NpuHyanTENBHOE OOHOBIEHME.

Pexum MpuBMNerMpoBaHHbIN  PeXuM
KoHduUrypauumm
BcTpoeHHas HepoctynHo
noackaska

OT1obpaxxeHne MUKponporpaMmmbl, COXPaHEHHOM Ha YCTPOWNCTBE
KomaHpa show upgrade file url
OnucaHwme url - ykasblBaeT nyTb K MUKpONporpammMme B hannoBon cucteme
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napameTpoB yCTpoucTBa.

Pexum MpuBMNerMpoBaHHbIA  PeXUM
KoHdurypauumm

BcTpoeHHas HepoctynHo

noackaska

OTobpaxeHne nctopmm 06HOBNEHNI

KomaHpa show upgrade history
OnucaHue HepocTtynHo

napameTposB

Pexum [MpuBMNErMpoOBaHHLIN  PEXMM
KOHcUrypaumm

BcTtpoeHHas HepocTtynHo

nopckaska

OTtobpaxeHune yxe yCTaHOBMEHHbIX KOMMOHEHTOB

KomaHpga show component [ component _name ]

OnucaHue [ component _name ]: UM KOMNOHEHTa

napameTposB Ecnun 3Ha4yeHne aTOro napameTpa He yka3aHo, KoMaH4a UCnonb3yeTcs
Ans otobpakeHnsa BCeX KOMMOHEHTOB, YXXe YCTaHOBMEHHbIX Ha
YCTPOWCTBE, N OCHOBHOM MH(popMaLmmn 06 3TUX KOMMOHEHTAX.
Ecnu 3HayeHne 3TOro NnapameTpa ykasaHo, KoMaHAa Ucnonb3yeTca ans
oTobpaxeHuns nogpobHON MHGOPMaLUKM O COOTBETCTBYIOLLIEM
KOMMOHEHTE, NPOBEPKUN LENTOCTHOCTN KOMMOHEHTA U NPOBEPKU €ro
NCNPaBHOCTW.

Pexum MpuBMNErMpoOBaHHLIN  PEXNM

KOHcuUrypauum

BcTpoeHHas HepoctynHo

noackaska

Mpumep KoHduUrypaumm

Mpumep OGHOBMEHUSI MUKPOMPOrpaMMbl MOACUCTEMbI HA YCTPOMCTBE OTAENbHOro

TMna

CeTteBas cpega

Mepen ODOHOBINeHuem HeoOxoOAuMoO cKonupoBaTtb
MUKponporpammy Ha yctpouctBo. Moaynb oGHOBReHuA
npepocTaBnseT crnepylowmne peLleHus.

% 3anyctute HeKoTopble KOMaHAbl (panfioBON CUCTEMbI,

@ J) QTECH |
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Takme Kak copy tftp m copy xmodem, 4ToO6bl CKONMpPOBaTb
MUKponporpammy Ha cepBepe B ¢aunosyo cucrtemy
YyCTPOMCTBA, a 3aTeM 3anycrute KomMaHay upgrade url,
4YTOObl OOHOBUTL  MUMKpoOMporpaMmMy B  JIOKallbHOM
c¢phamnoBon cucrteme.

% 3anyctute KomaHay upgrade download @ tftp://path
HenocpeacTBEHHO ans oGHOBNEeHus cannom
MUKponporpamMmmbl, XpaHswmmcs Ha tftp-cepBepe.

s Ckonupyute mukponporpammy Ha USB cnaw-Hakonutens,
BctaBbTe USB dnaw-Hakonutens B YCTPOUCTBO U
3anyctute KomaHgy upgrade url, 4TOO6bI OOGHOBUTHL
Mukponporpammy Ha USB cnaw-Hakonutene wnu SD-
KapTe.

dTanbl
KOHduUrypaumm

“ BbinonHute kOmaHay upgrade.

X/

+» [locne obHOBNEHMS NOACUCTEMbI nepezsanycrturte yCTpOIZCTBO.

QTECH# upgrade download
tftp://192.168.201.98/egl000m main 1.0.0.0£328e91.bin

Accessing
tftp://192.168.201.98/egl000m main 1.0.0.0£328e91.bin...

L 1 I I I O |

Transmission finished, file length 21525888 bytes.
Upgrade processing is 10%
Upgrade processing is 60%

Upgrade processing is 90%

Upgrade info [OK]
Kernel version[2.6.32.91£f9d21->2.6.32.9f8b56f]
Rootfs version[1.0.0.2ad02537->1.0.0.1bccl2e8]
Upgrade processing is 100%
Reload system to take effect!
Reload system? (Y/N)y

Restarting system.
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MpoBepka
KOHcpuUrypaumm

X/
°

MpoBepbTe Bepcuo cUCTEMbl Ha Tekywem yctpouctee. [Mpu
N3MEHEHUN WHGOPMAaLMN O Bepcun OOHOBIEHWE BbINOSHEHO
yCneLHo.

QTECH#show version detail

System description : EG1000m

System start time : 1913-10-19 02:25:28
System uptime : 0:00:00:50

System hardware version : 1.00

System software version : €gl000m RGOS11.0(1C2)
Release (20131022)

System boot version : 1.0.0.e7a1451
System core version 1 2.6.32.9f8b56f
System main version : 1.0.0.1bccl2e8
System boot build : unknown

System core build : 2013/10/22 04:54:03
System main build : 2013/10/22 5:33:38

Mpumep ycTtaHoB

Kn naketa obHOBMEHUM Ha yCTpOﬁCTBe oTAesNibHOro Tuna

CeteBas cpena

X/
L X4

X/
0‘0

®
£ X4

Mepen obHOBMeHnem HeoGxoaumo cKonupoBaTtb
MUKponporpammy Ha YycTpouctBo. Moaynb oOOGHOBReHus
npepocTaBnseT crneaylowmne peLleHus.

3anyctute KomaHAabl (hannoBOM CUCTEMbI, TakMe Kak copy
tftp n copy xmodem, 4To6bI CKONUMPOBaTbL MUKPONpPOrpamMmmy
Ha cepBepe B hannoByd CUCTeMy YCTPOMCTBaA, a 3aTem
3anycrturte komaHay upgrade url, 4TOObLI OOHOBUTH
MUKponporpamMmmy B JfioKaribHOW ¢pannioBon cucteme.
3anyctute  KomaHgy  upgrade  download @ tftp:/path
HenocpeacTBEHHO ans oGHOBNEeHus channom
MUKponporpamMmmbl, XpaHswmmcs Ha tftp-cepBepe.
Ckonupyunte Mmukponporpammy Ha USB dnaw-HakonuTensb,
nopgkniounte USB dnaw-Hakonutenb K YCTPOUCTBY M
3anyctute KomaHay upgrade url, 4TOObLI OOHOBUTHL
Mukponporpammy Ha USB cnaw-HakonuTene.

dransl < BbInonHuTe komaHay upgrade.
KOHUrypaunum | < AkTUBMPYITE ropsiyee UcnpasneHue.
QTECH#upgrade download
tftp://192.168.201.98/eg1000m RGOS11.0(1C2) 20131008 patch.
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bin
Accessing

tftp://192.168.201.98/egl000m RGOS11.0(1C2) 20131008 patch.
bin...

L 1 Y I O O |

Transmission finished, file length 9868 bytes.
Upgrade processing is 10%

Upgrade processing is 60%

Upgrade info [OK]
patch bridge version[1.0.0.1952]

Upgrade processing is 90%

Upgrade info [OK]
patch install version[1.0.0.192e35a]
QTECH#patch running

The patch on the system now is in running status

MpoBepka
KOHcuUrypauum

« [lpoBepbTe HanNUuue ropsunx UcnpasrieHNN, YCTAHOBIIEHHbIX Ha
TeKyLLleM YCTPOUCTBE.

:patch package patch install installed in the system,
version:pal

Package : patch bridge

Status : running

Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277 Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None

Tunu4yHble oWNOKKN

Ecnn Bo Bpemsi oGHOBNEHMs npou3owna owunbka, mMoaynb OOGHOBREHWst oTobpasuTt
coobuieHne 06 owmnbke. Huxe npmeBeneH npumep:

Upgrade info [ERR]

Reason:creat config file err(217)

<+ Hwuxe npmBegeHo ornnMcaHme HeECKOJIbKMX TUMOB pPacCrnpoOCTPaHEHHbIX cooOuieHnn ob

owmbKax:
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s Invalid firmware (Hegonyctumaa wmukponporpamma): [llpudnHa B TOM, 4TO
MUKpornporpaMmma MoXeT ObITb NMoBpexaeHa Unn HesepHa. PekomeHnayeTcs cHoBa
NoNy4YnTb MUKPONPOrpamMmmMy 1 BbiNOSIHUTL OBHOBMEHME.

« Firmware not supported by the device (Mukponporpamma He noggepXuBaeTcs
yctponctsom): [lpnumHa B TOM, 4YTO Bbl MOXETe MO owunbke MCnonb3oBaTb
MUKponporpamMmmy  ApYyrmx  YCTPOWUCTB. PekomeHayeTcsa  CHOBa  MOMy4YuTb
MUKPOMNpOrpaMmmy, NpoBEPUTb NaKeT U BbINOMHUTL onepaunio 06HOBNEHNS.

¢ Insufficient device space (HegocTaTo4HO MecTa Ha ycTpouncTBe): Kak npasuno, ata
ownbKa BO3HMKAET Ha YCTPOMCTBE Tuna waccu. PekomeHnayeTcss npoBepwuThb,
nocrtaensietTca nu ycrponcteo ¢ USB dnaw-Hakonutenem nnu SD-kapton. OBbl4HO
9TO YCTPONCTBO OCHaLleHo USB cnaww-Hakonutenem.

10.4.2 leakTMBauuA n yaaneHue ropsiyero ucnpasreHus
Pe3ynbTaTt KOHpUrypauum
AKTUBMPOBAHHOE ropsayee ncnpasrieHme geakTuBnpyeTca unu ygansaeTtcs.
MpumeyaHue
HeakTnBMpoBaHHOE ropsayee ncnpassieHe Hemnb3s AeakTuBMpoBaThb.
ATanbl KOHUrypaumm

HeaxkTnBauusa ncnpaeneHuns

s [ononHutenbHas  KoHurypaumda. YTobbl  geakTMBMpoBaTb  UCMpaBreHue,
BbINOMHUTE KOMaHay patch deactive.

YnaneHue ropsiyero ucnpaereHus

s [HononHutensHas KoHpurypauus. YTobbl yaanutb yxe YCTaHOBMEHHOE ropsdee
ncnpasneHune, BbINONHUTE KOMaHay patch delete.

lNMpoBepka KoHcUrypaumm

% MoxHo 3anyctuTb komangy show patch, 4Tobbl NpoBepuTb, akTUBMPOBAHO 1
ncnpasneHne unu yaaneHo nv oHo.

KomaHpa
YpaneHuve ropsiyero ucrnpasneHuns
KomaHpa patch delete
OnucaHue HepoctynHo
napameTposB
Pexum [MpuBUNErMPOBaHHLIN  PEXUM
KOHcpuUrypauum
BcTtpoeHHas OTa kKoMaH4a Ucnonb3yeTcsa ANs yaaneHnsa MUKponporpaMmmel 13
noackaska yCcTpoucTsa.

Mpumep KoHDUrypaumm
HeakTnBauusa v yganeHue ncnpasneHnsa Ha yCTPOMCTBE OTAESbHOMo Tuna
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OTansl < 3anycTtute KOMaHAy AeaKTUBaLMU UCNpPaBneHus.
KOHdUrypaumn | < 3anycTute KOMaHAY yAaneHUs UcnpaBrieHus.

QTECH#patch deactive

Deactive the patch package success
QTECH# patch delete

Clear the patch patch bridge success

Clear the patch success

MpoBepka % OTobpakeHne COCTOSHUA UCNPaBEHNS.

KoHduUrypaumm

QTECH#show patch

No patch package installed in the system

TUNUYHbIEe OWUNOKK

s Ecnu wucnpaBneHme He akTMBMPOBaHO, BbINOMHWUTE KomaHay patch deactive.
PekomeHgyeTcss nposBepuTb cocTosiHMe wucrnpasneHus. KomaHgy patch deactive
MOXHO 3anyCTWTb TOMbKO B TOM Cfyyae, €CnvM WCMpaBfieHne Haxooutcs B

COCTOAHUN status:running.

10.5 KoHTpoOnb cocToAAHUSA

OuucTtka

OnucaHue KomaHpa

YpanseTt yctaHoBneHHbi | patch delete [ slot {num | M1 | M2 | all }]

HaKeTMCHpaBﬂeHMﬁ.

OTobpaxeHue

OnucaHue

KomaHpa

OTobpaxxaeT BCe KOMMOHEHTHI,
yXe YCTaHOBIEHHble Ha TeKyLlem
YCTPOUCTBE, U UX MHCOPMaLMIO.

show component [component _name ]

OtobpaxaeTt NCTOPUIO
OBHOBNEHUN.

show upgrade history
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11 HACTPOUKA OPENFLOW
11.1 O630p

OpenFlow — 370 ceTeBOW NPOTOKON Nepeaayn AaHHbIX, KOTOPbIN OTAENSEeT NIIOCKOCTb
nepecbinkn (forwarding plane) oT nNfOCKOCTU ynpaBneHus ceTeBbiX YCTPOUCTB (control
plane), 4ToGbl OHM MOrNKN BbITb 3a4EACTBOBaHbI TOMBKO AS1S NEPECLINKA. YNpaBneHue
BCEW CETbI0 3aTEM CKOHLEHTPMPOBAHO HAa OOQHOM KOHTpOMepe, KOTOPbIA reHepupyeT u
OTNpaBnNAeT npaBunia nepecbikn B Tabnuuy NOTOKOB Ha ceTeBble YCTPOWCTBa C
nomowbto npotokona OpenFlow, TeM cambiM UEHTPanM30BaHHO KOHTPONMPYS
NNOCKOCTb YyNpaBneHnst U CHXKaa 3atpaTbl Ha obcnyXuneaHue.

Cneuundumkaumm nporokona
s Cneuundukaums kommytatopa OpenFlow Bepcun 1.0.0

11.2 BapmaHTbl NpUMeHeHuUs

BapuaHTbl npumeHeHna CueHapuun

LleHTpannsoBaHHoe BbinonHeHne LeHTpannu3oBaHHOro ynpaBneHus
ynpasneHue ayTeHTUdunKaumnen.

11.2.1 UeHTpanu3oBaHHOeE ynpaBrieHue

Mpumep npumeHeHUA

MpoTtokon OpenFlow MoxeT Mcnonb3oBaTbCA AN LEeHTPann3oBaHHOMO ynpaBrieHust
ayTeHTUUKaLmMen Ha ycTponucTeax gocryna.

Kak nokaszaHo Ha WM300pakeHun Hmxe, YyCTaHOBUTE KOHTPONNEp Hag YyCTpoucTBamum
AocTyna Ansa yrnpasreHus yHKUuen ayTeHTudumKauun yCTPOWCTB AocTyna, 4Tobbl
ayTeHTUdMKaums (B NNOCKOTU yrpaBneHus) nepemecturnacb oT YCTPOMCTB OCTyna K
KOHTpOnnepy.

+« KoHTponnep 3anpawmBaeT yCTPOMCTBO JOCTyna Ans OTNpaBKM MakeTa MpOBEpKU
noafIMHHOCTM caMmoMmy cebe ¢ nomoLbio npoTokona OpenFlow.

s KoHTponnep 3aBepliaeT Mpouecc npPOBEPKN MNOAMMHHOCTM WU  OTnpaBnsieT
pes3ynbTaTtbl MNPOBEPKA MNOLSMHHOCTM Ha YCTPOMCTBO [OCTyna C MOMOLLbIO
npoTokona OpenFlow ons KOHTPONS 4OCTyNa KOHEYHbIX NONb30BaTENEN.

N3o6paxeHne 11-1
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Controllers

&

{115

OnucaHue cyHKUUM

s 3anyctute knuneHT OpenFlow Ha ycTponcTBax AocTtyna, 4ToObl CoeguHUTb
YyCTPOWCTBa 4OCTYNa C KOHTPOSINEpPOM.

s 3anyctute cepsep OpenFlow Ha KoHTposnnepe, YTobbl BbIMNONHUTL OBHapyXeHue
YCTPOWCTB W ynpaBreHue MMmu.

11.3 CBepeHus o PpyHKLUM

Ba3oBble KoOHLenuun
Tabnuya noTokoB

Tabnunua noTokoB npeacTaBnseT cobon 6Gas3oByk CTPYKTYPY OaHHbIX AN CETEBOro
YCTPOWCTBA, KOHTpoOmnupytolee MNONUTUKA  nepecbinikn. CeTeBoe  YCTPOWUCTBO
onpefensieT, Ha OCHoBe Tabnuubl NOTOKOB, COOTBETCTBYIOLLEE AENCTBUE, KOTOpOe
OyoeT BbINOMHATLCA AN ceTeBoro Tpadmka, MOCTynawwero B CamMO CeTeBoe
YCTPOWNCTBO.

CornacHo npoTtokony OpenFlow, Tabnvua NOTOKOB COCTOMT M3 Tpex YacTeu:
3arosnoBka, cHeTYMKa U AeNCTBUS.

X/

% Header (3aronoBok): 3aronoBok onpegenseTt nHaekc Tabnuubl NOTOKOB U COCTOUT
N3 pasnuyHbIX MOMEn NakeToB, COOTBETCTBYIOLMX OnpedeneHHbIM MoTokaM. JTu
nons BkNo4awT, nomumo npoyero, MAC-agpec wuctouHmka, MAC-agpec
HasHauveHus, Tun Ethernet-npoTtokona, IP-agpec uctovHuka, IP-agpec HasHayeHus,
Tvn IP-npoTokona, nopT UCTOYHMKA U MOPT Ha3HaYeHus.

% Counter (cyeTuuk): Mcnonb3yeTca anga nogcyeTa AaHHbIX BblAENEHHOro Tpaduka.

% Action (gencrtBue): [enctene npeacraBnseT cobon Tpurrep And nepecbinku npu

coBnageHun Tpadhmka, KOTOpOe BKMOYaeT, HO He OrpaHuyYMBaeTCs OTMEHOMN,

TpaHCcnsumMen n nepechbIsikoun.

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBoAcCTBO nonb3oBatens
11. Hactpoiika OpenFlow 157

Coo0bLeHune

MpoTokon OpenFlow nogaepxmeaeT Tpu Kateropumn coobueHui: controller-to-switch,
asynchronous n symmetric. Kaxgas kateropus CoO6LIEHNA BKNOYAET HECKOSIbKO
TMNOB noacoobLueHnn. Huke onmcaHbl Tpu KaTteropun coobLLEHNIA:

< controller-to-switch: nHMUMMPYETCA KOHTPONNEPOM LK YNPaBAeHNa U NONyYeHus
COCTOSIHUS CETEBOr0 YCTPOMUCTBA.

% asynchronous: nHuyuupyeTcs ceTeBbiM YCTPONCTBOM AJS11 OOHOBMEHUSA CEeTEBbIX
COObITUN  UNM  M3MEHEHUN COCTOSIHUS CETEBbIX YCTPOWCTB (Yawe Bcero,
NoAKIoYEHME CETEBOMO NopTa) K KOHTPOnepy.

% symmetric: NHULMMpyeTCa KOMMYTaToOpoM nnu KOHTPONNEpoOMm ans
nepBOHA4YanbHOro YCTaHOBIIEHUSA CBA3N U ONpeAerieHnUs COCTOSIHUSA COeAMHEHUSN
npoToKona.

PYHKUMMN

PyHKUMA OnucaHue

Pasgenenve OtpenseTr ypoBeHb [AaHHbIX OT YPOBHA YrNpaBfeHUa CeTeBoro
ynpaBreHnsa W | yCTPOUCTBA.

nepecbinku

YnpasrneHue YKkaxute, BbINONHAETCA nu  ynpaeneHme STP  KoHTponnepom

STP nporpammHo-onpegensemon cetm  (SDN) wunuM  nokanbHbIM
YCTPONCTBOM.

11.3.1 PasgeneHune ynpaBneHUA U nepecbisikn

BbinonHAeT UEeHTpanu3oBaHHOE YyMnpaBrieHUE MIIOCKOCTbIO ynpaBneHust cetu(control
plane), no3BonstoLlee nerko ynpaensaTe BCEN CETbIO (MO CPaBHEHUIO C CYLLECTBYIOLNM
COCTOSIHNEM CETM), 4YTO TMO3BOMAET COKpaTUTb pacxodbl Ha obcnyxuBaHue wu
ynpaeneHue.

MpuHUMn paboTbl

MpoTtokon OpenFlow paboTtaeT no coeguHenuto TLS (Transport Layer Security) unu
HesawuweHHbIM  TCP-nogknoyeHnsam M onpegensieT  B3aMMOLEWCTBUE  Mexay
KOHTPOJSINEepoOM U ceTeBbiMU ycTponcTBamu. KoHTponnep oTnpasnseT MHpopmMaunio o
Tabnuue NOTOKOB Ha CeTeBble YCTPOWCTBA, YTOObI yNpaBnATb METOAOM MNepecbIsiku
CeTeBbIX MakeTOB AaHHbIX W HEKOTOpbIMW napameTpamu KoHdurypauun. Kaxgoe
ceTeBOe YCTPOMCTBO OTMpaBNAeT Ha KOHTpOnnep yBedOMIEeHWe, Koraa ero CBs3b
npepbIBaeTCa Unu Korga ceteBoe YCTPOUCTBO MorydaeT nakeT OaHHbIX, B KOTOPOM He
ykaszaHo [JeucTBue nepecbinkn. Takum  obpasom, B3aMMogencTBue  Mexay
KOHTPONSIEPOM U CEeTEBbIMM YCTPOMCTBAMM OCYLLECTBRSETCA ANd  ynpaBneHus
nepenaden BCen ceTu.

Mpouecc obHapyxeHua opyr gpyra AormkeH ObiTb 3aBepLleH A0 TOro, Kak KOHTponnep
N ceTeBOe YCTPOWUCTBO B3aMMOLEWNCTBYIOT Apyr c gpyrom. W3obpaxeHne 11-2
NnokasblBaeT KOHKpPETHble AeNCTBUS, CBA3aHHbIE C 3TUM NPOLECCOM.

N3o6paxeHne 11-2
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Controller Net device

Feature Request

Feature Reply

=et Config

MakeTbl Hello oTnpaBnaiTca Mexay KOHTPOMNepoM U ceTeBblM YCTPOMCTBOM NS
YCTAHOBNEHNA coeanHeHusi. [locne KBUTMPOBaHMS KOHTPONMEp 3anpawunBaeT
onpefesieHHyl  MHgopmaumi O CeTeBOM  YCTPOWCTBe, BKMw4vas (HO He
OrpaHM4yMBasiCb) KONMUYECTBOM MOPTOB HAa CETEBOM YCTPOMCTBE U BO3MOXHOCTSMM
Kagoro noprta (Hanpumep, 3anpoc/oTBeT (YHKUMW, MNoKasaHHbI Ha K3obpakeHue
11-2). 3aTemM KOHTpoONnep AoCTaBnsaeT onpeaeneHHble KoHUrypauum nonb3oBaTenemn
(Takme Kak ycTaHOBOYHas KoHurypauusa Ha MW3obpaxeHne 11-2) Ha ceTeBoe
YyCTPOMCTBO. [locne ycTaHOBMNEHNA COEOVHEHMUSI KOHTPONNep onpeaenseT pasnuyHbie
NMOTOKM W COOTBETCTBYKOLIME OEUCTBUSA AN MOTOKOB, M nepefaeTr ux B Tabnuuy
NMOTOKOB Ha ceTeBoe YycTpoucTBo. Korga nakeT [gaHHbIX MOCTynaeT B CeTeBoe
YCTPOMCTBO, CETEBOE YCTPOMCTBO COMOCTaBMSAET NakeT AaHHbIX C Tabnuvuen NoTOKOB B
COOTBETCTBMM C [OEWCTBYHOLWMMW npaBunamm Tabnuubl MOTOKOB W BbINOSTHAET
COOTBETCTBYIOLLEE [OencTBue (BKNOYas nepecbisiky, oTbpacbiBaHMe U WN3MEHeHue
naketa). B To e Bpemsi 0GHOBMSIETCA COOTBETCTBYIOLWNA cyeTynk. Ecnn B Tabnuue
NOTOKOB HE HaWAeHO coBnageHuin, ceTeBoe YCTPOMCTBO nepefaeT nakeT AaHHbIX Ha
KOHTpOsnep.

CeTeBoOe YCTPOWCTBO fOKanbHO noadepkuBaeT Tabnuvuy NOTOKOB, MOCTYynaemyt OT
koHTponnepa. Ecnv nepecbinaembil nNakeT [OaHHbIX yXe onpegeneH B Tabnvue
MOTOKOB, CeTeBOe YCTPOMCTBO HanpsiMylo nepecbinaeT nakeT AaHHbIX. B npoTuBHOM
Cryyae nakeT [OaHHbIX OTMPaBMSETCS Ha KOHTPONnep Ans MNOATBEepPXKAeHUs MyTu
nepegayn (KOTOPbIA MOXHO MOHMMATb Kak aHanu3 nnockocTu ynpasneHus(control
plane) ana cosgaHus Tabnuubl NOTOKOB), @ 3aTEM MepeckiNiaeTcs Ha OCHOBE Tabnuubl
MOTOKOB, NOCTaBMSAEMON C KOHTPOMEPOM.

CBsizaHHble HACTPOWUKU CUCTEMbI

KoHourypauusa no ymonyaHuio
MpoTokon OpenFlow No yMoOnYaHUIO OTKIOYEH.

BkntoueHue/BoikntoueHne OpenFlow ona nogknioyeHus/oTKIIOYEHNST KOHTponnepa
% 3anyctute komaHay of controller-ip, 4Tobbl BKNtounTe OpenFlow.
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% BbinonHute komaHay no of controller-ip, 4To6bl OTKNOUMTL OpenFlow.

11.3.2 YnpaBneHue STP

B cootBetctBUM C npoTokosiom OpenFlow dyHkuna npotokona STP ceTteBoro
YyCTPOMCTBA MNO3BOSISIET YNpaBrsiTb CeTeBbIM YCTPOWCTBOM JIOKaNbHO WM 4vepes
koHTponinep SDN. MNMNoaTomy ons nepekrnoyeHns Mexay ABYMS MeTodaMun ynpaBreHus
TpebyeTca komaHaa koHdurypauun. Komanga KoHdurypaumm AencTByeT TOMbKO Mpu
BKItoYeHHOM ynpasneHun OpenFlow.

Ecnun Ha koHTponnepe BKIHOYEHO ynpaBfieHMe KOHTYPOM, He BKNoYanTe gyHkumwo STP
Ha CeTeBOM YCTPOWCTBE; B MPOTUBHOM cryvyae ABe (PyHKUMM OyayT KOHNUKTOBATb
apyr ¢ gpyrom. BkniouunTte yHkumio STP Ha ceTeBOM yCTPOWMCTBE TOMBKO B TOM
criydae, ecrn Ha KOHTpoSfiepe OTKMAYEHO YMnpaBfeHWe KOHTYPOM U B CETEBOM
YCTPOWCTBE, BEPOATHO, MMeeTCs neTrnis obpaTtHon cBasun. [ocne BKNHYEHUS yHKUMN
STP Ha ceTeBoM ycTponcTee TpebyeTca gononHutTenbHas HacTponka STP Ha ceTeBoM
yctpoucTse. [NogpobHee cM. B pasgerne o koHdurypauum STP.

MpuHUuMn paboTbl

CeTeBoe yCTPOMCTBO CBA3bIBAETCA C KOHTposnsnepom ¢ nomowsio nona OFPC-STP,
kKoTopoe nepepaeTcs B coobweHnn OFPT_FEATURES_REPLY npotokona OpenFlow,
4yTO6bI ONPEaEnUTb, KaKou U3 NUCMbITYEMbIX OOBEKTOB B HACcTOsLLEe BPEMS BbIMOMHAET
ynpaeneHune STP. Korga koHTponnep ocywecTtBndaeT ynpasneHne STP B cooTBeTCTBUM
C KOHurypauuen, scs obpaboTtka, cBsazaHHas ¢ STP, BbINOMHAETCA KOHTPONSIEPOM; B
NPOTUBHOM CIlydae CaMO CETEBOE YCTPOMUCTBO BbIMNONHAET 00paboTKy OObIYHbIM
crnocobom.

CBsizaHHble HACTPOUKU CUCTEMDI

KoHurypaumsa no ymonyaHuio

®dyHkumna STP npegocTaBnseTcs KOHTPOSIEPOM MO YMOSTHaHUIO.

BkntoueHnue ynpasnenus STP Ha koHTponnepe SDN nnu nokanbHOM yCTPONCTBE

s 3anyctute komangy of stp, 4tobbl HacTpouTb ynpaeneHne STP, BbiNnonHAemoe
KoHTponnepom SDN.

¢ BbinonHute komaHay no of stp, 4tobbl HacTpouTb ynpaBneHune STP, BbinonHsemoe
noKanbHbIM CETEBBIM YCTPONCTBOM.

11.4 NoppobHbIe cBeaeHUsA 0 KOHUrypauum

DencrtBune CnpaBka u cBAA3aHHble HAaCTPOMUKMU
Hactpoiika A\ O6si3aTenbHast KOHUrypaLWsi, KOTOPast UCMONb3yeTCs ANs
OpenFlow BKntoueHnss OpenFlow.
of controller-ip BknovaeT oyHKLMIO
OpenFlow
no of controller-ip OTknovaeT hyHKUUIo
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OpenFlow
Hact FOIMKaSTP A\ [ononHuTenbHas KOHUIypaLmsi, KOTOpasi UCMOSb3yeTcs AfIs
OpenFlow BKMoYeHust pyHKumn STP koHTpornnepa SDN npu
HEeobXoOMMOCTHU.
of stp BkntovaeTt doyHKUMIO

ynpasnenus STP Ha
KoHTpornnepe SDN.

no of stp BknovaeT oyHKLMIO
ynpaenenus STP Ha
rIOKanbHOM YCTPOWNCTBE.

11.4.1 Hactpouka OpenFlow

Pe3ynbTaT KOHUrypaumm

« 3anyckaeT ceTeBOe YCTPOWCTBO [ONHA YCTAHOBMEHUA COEAMHEHUSI C YKa3aHHbIM
KOHTPOMEpOM W, B KOHEYHOM cyeTe, YyCTaHaBNMBaeT KaHan YnpasrieHus
OpenFlow.

MpumeyaHun

s [lepen nepeknovyeHMEM agpeca KOHTponnepa OTKIYUTE M CHOBA BKIHOYUTE
dyHkumto OpenFlow.

MeTopa koHduUrypaumm
BkntoyeHue dpyHkumnmn OpenFlow

s OTa KoHurypaumsa Heobxoanuma ans BkrntoveHus OpenFlow.
OTtkntoyveHne pyHkummn OpenFlow

s OTa KOH(urypaumsa Heobxoguma [Ansi  NEepekntoveHna  KOHTponsnepa unu
oTkno4veHns yHkuum OpenFlow.

OTtobpaxeHue cocTosiHMA coeauHeHus Mexagy yctpouctBoMm  OpenFlow
KOHTpONepom

% OTobpaxeHne COCTOSIHUSI COEdVMHEHUs Mexay TeKylwMM YCTPOMUCTBOM U
KOHTPONEPOM.

MpoBepka kKoHUrypaumm

+ BblBeguMTe Ha 9KpaH COCTOSAHME COEeOVHEHWSA TeKywero npoToKona C MOMOLLbHO
komaHabl show of.

CBsi3aHHble HaCTPOUKM
BkntoveHne dyHkuumn OpenFlow

KomaHga of controller-ip ip-address [ port port-value ] interface |
interface-id |
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OnucaHue controller-ip ip-address: IP-agpec KoHTponnepa.
napameTpoB port port-value: nopT, KOTOPbIN NOAKNIOYAETCH K KOHTPOMepy.
3Ha4eHune No ymon4vaHuio: 6633.
Interface interface-id: naeHTUdUKaATOP NOPTA, KOTOPLIN MOXET
6bITb NGO BHENOMOCHBIM MHTEPGENCOM ynpaBneHus, nnbo
o6LKnM BHYTpUNOMNOoCcHbIM domsndecknm nHtepdgercom Ethernet.
Pexnm Pexunm rnobanbHon KoHurypaumm
KOHpurypaumm
BcTtpoeHHas -
nogckaska

OtkntoveHne dpyHkummn OpenFlow

KomaHpa

no of controller-ip

OnucaHve
napameTpoB

Pexum
KOHoUrypaumm

Pexunm rnmobansHoOn KoHurypaumm

BcTtpoeHHas
nogckaska

BbinonHuTe aTy KOMaHAy nepen nepekntoyYeHnem KoOHTponnepa.

BkntoyeHue nnu otkntodeHne gyHkummn Local STP Ha yctponctee OpenFlow

KomaHga of stp
Onucanuve -
napamMmeTpoB
Pexnm Pexnm rmobanbHOn KoHurypaumm
KOHUrypaumm
BcTpoeHHas BbinonHuTte aTy KomaHAgy, YToObl BKOUYUTL OYHKLMIO NOKarnbHOMo
noackaska STP Ha ceTeBOM YyCTpPOMCTBE UNK BKMNOYMTL dyHKUMIO STP Ha
KoHTponnepe OpenFlow.
OTtobpaxeHue cocTosiHUA coeauHeHus Mexagy yctpouctBom OpenFlow un
KOHTPOMNepom
KomaHpa show of
Onucanue -
napameTpoB
Pexum Pexxum rmobanbHoM KoHurypaumm
KOH(purypaumm
BcTtpoeHHas -
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noackaska

OtobpaxeHue 3an

ncen Tabnuubl noTokoB yctponctea OpenFlow

KomaHga

show of flowtable

OnucaHue
napameTpoB

Pexum
KOHpurypaumm

Pexnm rnobanbHOn KoHurypaumm

BcTpoeHHas
noackaska

OTtobpaxeHne nHgpopmaumm o nopte yctponctea OpenFlow

KomaHpa

show of port

OnucaHve
napameTpoB

Pexum
KOHoUrypaumm

Pexunm rnobansHon KoHpurypaumm

BcTtpoeHHas
nogckaska

Mpumepbl KOHDUrypaum

HacTtpounka IP-agpeca u nopta goctyna (6633 no ymon4yaHuio) KOHTposnepa Aans
NOAKMNOYEHMS1 CETEBOrO YCTPOMCTBA

CeTteBas _
. Momt O EthQ
N306paxeHun o )
e 11-3 Switching Device Controller
MeTog « Bknounte pyHkumto OpenFlow Ha ceTeBOM YCTPOMUCTBE U YKaXuTe
KOHurypauum IP-agpec KoHTponmnepa.
QTECH# configure terminal
QTECH (config)# interface mgmt O
QTECH (config-if)# ip address 172.18.2.36 255.255.255.0
QTECH (config-if)# exit
QTECH (config) # of controller-ip 172.18.2.35 interface mgmt O
nnn
QTECH (confiqg) # of controller-ip 172.18.2.35 port 6633
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interface mgmt O

KOHoUrypaumm

MpoBepka

« OtobpaxeHne COCTOSHUA COeOMHEHUs MexXay YCTPONCTBOM
OpenFlow ©n KOHTpONnepoMm, COCTOSIHMS nopTa W COCTOSHUSA
Tabnuubl NOTOKOB.

QTECH# show of

Controller is 172.18.2.35 port 6633, connected.
QTECH#show of port

STP is controlled by SDN Controller.

PORTID IFX COFIG STATE LINK SPEED
DUPLEX
1 1 0x0000 0x0001 0 0 0
2 2 0x0000 0x0001 0 0 0
3 3 0x0000 0x0001 0 0 0
4 4 0x0000 0x0001 0 0 0
5 5 0x0000 0x0001 0 0 0
6 6 0x0000 0x0001 0 0 0
7 7 0x0000 0x0001 0 0 0
8 8 0x0000 0x0001 0 0 0
9 9 0x0000 0x0001 0 0 0
10 10 0x0000 0x0001 0 0 0
11 11 0x0000 0x0001 0 0 0
12 12 0x0000 0x0001 0 0 0
13 13 0x0000 0x0001 0 0 0
14 14 0x0000 0x0001 0 0 0
15 15 0x0000 0x0001 0 0 0
16 16 0x0000 0x0001 0 0 0
QTECH#show of flowtable
openflow flow count =1
ke ok ok ok ok K ok ok ok ok Kk kK ok k ok k Kk kK ok kK ok X FTLOT
START * * * % % % % K % o k k& ok ok k k ok ok ok ok ok kK k& ok ok ok K
KEY:
SMAC DMAC SIP
DIP
00:d0:£8:56:d3:22 00:d0:£8:a3:62:13 NA
NA
INPORT VLANID ETYPE
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VLAN PRIORITY

26 NA NA
NA
TCP/UDP_SPORT TCP/UDP_DPORT DSCP
IP_PROTOCOL
NA NA NA
NA
WILDCARD SIP_MASK DIP_ MASK
3EFEF2 NA NA
PRIORITY IDLE_TIMEOUT HARD TIMEOUT
SEND_FLOW_REM
120 0 0
0
ACTION:

ACTION SIZE = 8

OUTPUT PORT = 7

****************************FLOW
END* * ***x*xxxdxkkkkhkkhhhrrxrhkhhhhrrxrxxx%k

TUunnyHbIe oWINOKK

®,

% |P-agpec koHTponnepa HacTpoOeH HenpaBUIbHO.

X/

% [Mopt TCP koHTponnepa HacTpoeH HeNPaBUITbHO.

®,

¢ Bbl 3abbinn HacTpouTb IP-agpec nokanbHOro kaHana ynpasneHus.

X/

X/

11.4.2 Hactpouka OpenFlow STP
Pe3ynbTaTt KOHpUrypaumum

®,

s Bknounte gyHkumo STP Ha koHTponnepe SDN mnnu gpyHkumio STP Ha nokansHOM
ycTponcTtee, 4Tobbl koHTponnep SDN wmnu nokanbHOE YCTPOWCTBO BbINOSHANM
obpabotky STP.

MpumeyaHunsn

« [aHHas KoHdurypauma OencTByeT TOSIbKO BO BpeMsdA Crneayrowero nogknioyeHus K
KOHTponnepy nocre BkntoveHns dyHkunn OpenFlow.
MeToa kKoHduUrypauum
BkntoyeHue dyHkummn STP Ha ycTporcTtee OpenFlow

s Ob6sasatenbHas koHurypauus. ®PyHkuma STP BknoyeHa Ha koHTponnepe SDN no
YMOJTHaHUIO.

BkntoyeHue ynpaenenus STP Ha koHTponnepe SDN

X/

+ KoHdurypaums no ymonyaHuio.
OTobpaxeHue TekyLen KoHdurypaumm
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OToGpaxeHne TEeKyLLEro COCTOSIHUS nopTa.

lNMpoBepka KoHcpUrypaumm

OTobpaxeHune TekyLlen KoHUrypaumm ¢ nomMoLLbio komaHabl show of port.

CBsi3aHHble HaCTPOMWKM

BkntoyeHue nnu otkntodeHune gyHkummn Local STP Ha yctponctee OpenFlow

KomaHaa [ no ] of stp
Onucanuve -
napameTpoB
Pexum Pexunm rmobanbHomn KoHurypaumm
KOH(purypaumm
BcTpoeHHas BbinonHuTe 3Ty komaHgy, YTo6bl BKAOYMUTE OYHKLMIO JTOKarbHOro
nockaska STP Ha ceTeBOM yCTPOMUCTBE UM BKAOYUTb OyHKUMIO STP Ha

KoHTpornnepe OpenFlow.

OTtobpaxeHne nHgopmaummn o nopte yctponctea OpenFlow

KomaHga

show of port

OnucaHue
napameTpoB

Pexum
KOHpurypaumm

BcTpoeHHas
noackaska

Mpumepbl KOHDUrypaum

BkntoueHune nokanbHoro STP unun STP gns OpenkFlow

CeTeBas Giaf
cpepa —|
V|306pa)l(eHVI Switching Device Contraller

ell-4

MeTon % Bkntounte STP gna OpenFlow.
KOHdMrypaLmm QTECH (config) #0f stp

« Bkntounte nokanbHbi STP.
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QTECH (config) #no of stp
DS Y,
MpoBepka X OTO6p?;3VIT6 (icOCTOFIHVIe STP yctponctea OpenFlow.
KOHCPMrypaLmm QTECH (config) #0f stp
QTECH (config) #show of port
STP is controlled by SDN Controller.
% OTtobpasnte nokanbHoe coctosiHne STP.
QTECH (config) #no of stp
QTECH (config) #show of port
STP is controlled by local device.
11.5 KOHTpOsnb COCTOSAHMA U NoaAepXKKa
OuucTtka pasnu4yHon nHdopmauum
OTobpaxeHue cTtaTtyca BbINOJSIHEHUSA
KomaHpa OnucaHue
show of OtobpaxaeTt COCTOSIHNe TeKyLLero
coeNHeHnsa mMexay OpenFlow

YCTPOMCTBOM U KOHTPOSSIEPOM

show of port

OTobpaxaeT cocTosiHMe nopTa TeKyLero
yctponctea OpenFlow

show of flowtable

OTobpaxaeT Tabnuuy NOTOKOB TEKyLLEero
yctpouncTtea OpenFlow

OTob6paxeHue nHpopmaumm o6 otnaagke
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