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1 HACTPOUKA IP-AJPECOB U CEPBUCOB
1.1 O630p

IP-npotokon (Internet Protocol) oTnpaBnseTr nakeTbl nofnyyaTento OT WUCTOYHUKA C
NOMOLLLIO  JlornM4eckux agpecos no npotokony IP. Ha ypoBHe ceTeBoM
MapLLpyTU3aTopbl NepeckbinarT nakeTbl Ha ocHoBe |P-agpecos.

MpoTokonbl U cTaHAapThbI

« RFC 1918: PacnpegeneHue agpecoB Afis YacTHbIX ceTen
% RFC 1166: Homepa B NIHTepHeTe

1.2 NMpnmeHeHne

MpumeHeHue OnucaHwue

Hactporika |P-agpeca ans | [lBe noaceTv o6MeHMBaOTCA AaHHBbIMU Yepes3 OAUH UHTepdeNic

CBS3U KoMMyTaTopa.

1.2.1 HacTtpowuka IP-agpeca ansa cBA3m
CueHapuu

KommyTaTtop nogkntoyeH k nokanbHon cetn (LAN), pasgeneHHom Ha gBa cermeHta
cetn (nogcetn), a uUMeHHo: 172.16.1.0/24 wn 172.16.2.0/24. KomnbioTepbl B AOBYX
cermeHTax cetn (nogcetn) moryt obmeHmBaTbCA OaHHbIMM C VIHTEpHETOM 4epes
KOMMYTaTopbl, @ MeXay ABYMSi cermMeHTamu cetu (noacetsiMv) KOMMbKTepbl MOryT
0OMeHMBaTbCA JaHHBIMWU OPYT C OPYTOM.

N3o6paxeHne 1-1 Hactporika IP-agpecos

Vian 1

172161124
172.16.1.0/24 17214621124

172.16.2.0/24

Hactpowka

% Hactpownte gBa IP-agpeca Ha VLAN1. OgunH saBnsietca ocHoBHbIM |IP-agpecom, a
Apyron — BTOpUYHbLIM IP-agpecom.

% Ha xoctax B cermeHTe cetn 172.16.1.0/24 yctaHoBuTe wno3 Ha 172.16.1.1; Ha
XxocTax B nogcetn 172.16.2.0/24 yctaHoBuTe W03 Ha 172.16.2.1.

@QTECH | www.qtech.ru
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1.3 KnrouyeBble 0COOEHHOCTM

BasoBble KOHUenuuu
IP-agpec

IP-agpec coctouT 13 32 6uT B ABOMYHOM dhopmaTe. [ns obneryeHns HanucaHusa u
onucaHusa IP-agpec 0ObIMHO BblpaxaeTca B AecATudHon copme. [pn gecsatnyHom
aenenunn, IP-agpec genntca Ha YeTbipe rpynnbl C BOCEMbIO BUTaMmn B KaXKgomn rpynne.
[vana3oH 3HayeHn Ona kKaxgou rpynnbel coctasnsgetr oT 0 go 255, a rpynnbl
pasgendatTca cumsonom ".". Hanpumep, 192.168.1.1 - IP-agpec, BblpaXeHHbI B
AecaTn4yHoM copmarte, rpynnbl (OKTeTbl) pa3geneHbl TOYKaMMu.

IP-agpeca wucnonb3yTcsa Ans coeguHeHust Ha ypoBHe |[P. 32-6utHbin IP-agpec
COCTOMT U3 ABYX YacTeun: agpec ceTu n y3en. icxoaa us 3HayeHu nepBbiX HECKOMbKUX
OMTOB B CeTeBOM 4acTu, ucnonb3yemble |P-agpeca MOXHO pasgenuTb Ha 4deTblpe
Knacca.

[na agpeca knacca A Hanbonee 3Hayumbim 6utom saBnsetcs 0. 7 6ut obo3HavaroT
naeHTudgukaTop cetu, a 24 6uta obo3HayaloT fnokanbHbIM agpec. B obuien cnoxHoctn
cywectByeT 128 ceTen knacca A.

N3obpaxeHne 1-2

8 16 24 32
IP-agpec 0 | Network Host ID
knacca A ID

[na agpeca knacca B aBymsi Hanbonee 3HadnmbiMn Butammn asnsawtca 10. 14 6ut
obo3HavaT ngeHtudukatop cetu, a 16 6ut obo3HayaoT nokanbHbIN agpec. B obwien
CNOXHOCTU cywecTByeT 16348 ceTen knacca B.

N3o6paxeHne 1-3

8 16 24 32
IP-agpec 1| 0 | Network Host ID
knacca B ID

Ana agpeca knacca C Haubonee 3HauynMbiMn BuTamu ABNAKOTCS NepBble Tpu Buta
110. 21 6ut obo3HauvalT MaeHTudukaTop cetn, a 8 Gut obGo3HaAYalT NoKanbHbIN
agpec. B obuwen cnoxHoctu cywectsyet 2097152 ceten knacca C.

N3o6paxeHne 1-4
8 16 24 32

IP-agpec 1|{1]|0]| NetworkID Host ID
knacca C

[na agpeca knacca D nepBble YyeTbipe Hanbonee BaxHbIx buta — 1110, a apyrme —
agpec MHoroagpecHou nepegayn.
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N3obpaxeHue 1-5
8 16 24 32

IP-agpec 1/1|1]|0]| MynbTukact agpec
knacca D

{ Appeca c nepBbiMW YeTbipbMsA Haubonee 3HaunmbiMn Gutamm 1111 He MoryT ObITb
Ha3Ha4veHbl. DTN agpeca HasblBalOTCs agpecamm knacca E 1 3apesepsupoBaHbi.

Korpa IP-agpeca nnaHupytoTcs BO BpeMSA NOCTPOEHUA CETU, OHWU AOSKHbI HAa3Ha4YaTbCA
Ha OCHOBEe CBOMCTBa co3gaBaemMol ceTu. Ecnu ceTb AomkHa ObITb MOOKMOYEHa K
MHTepHeTy, nonb3oBaTtenn AOMmkKHbl 06paTuThes 3a IP-agpecamm kK COOTBETCTBYHOLLEMY
areHTCcTBY. VIHTEepHeT-koprnopaumsa no npucBoeHHbiM mmeHam n Homepam (ICANN)
SABNAETCH KOHEYHOW opraHu3aumnen, OTBETCTBEHHOW 3a HasHadveHue IP-agpecos. Ecnn
ceTb, KOTOPYKH HeobxoauMMO co3[aTb, SBMASETCA BHYTPEHHEW JNoKanbHOW CeTbio,
nonb3oBaTesnisiM He HYXXHO nofasaTtb 3asBKy Ha IP-agpeca. Tem He meHee, |IP-agpeca
He MOryT OblTb Ha3HayeHbl criydaHbiM obpasom. [Ona paboTbl fiokanbHOW ceTu
pekoMeHAayeTCa HasHayaTb BblAeNeHHbIE NOKarnbHbIE CETEBbIE aApeca, YKasaHbl HUXe
B Tabnuue 2.

[aHHasn Tabnuua nepeuncnseT 3ape3epBMpoBaHHbLIE U LOCTYMNHbIE agpeca.

Knacc [Onana3oH agpecoB Cratyc
CeTb knacca A. 0.0.0.0 - 0.255.255.255 3apesepBUpOBaHbI
1.0.0.0 - 126.255.255.255 HocTynHbl

127.0.0.0 - 127.255.255.255 3apesepBUpOBaHbI

CeTb knacca B. 128.0.0.0 - 191.254.255.255 HocTynHbl

191.255.0.0 - 191.255.255.255 | 3ape3epBnpoBaHbl

CeTb knacca C. 192.0.0.0 - 192.0.0.255 3apesepBUpOBaHbI

192.0.1.0 - 223.255.254.255 [ocTynHbl

223.255.255.0 - | 3apesepBupoBaHbI
223.255.255.255
Cetb knacca D. 224.0.0.0 - 239.255.255.255 MynbTukacT agpec
CeTb knacca E. 240.0.0.0 - 255.255.255.254 3apesepBupoBaHbl
255.255.255.255 LLinpokoBeluaTtenbHbIn
aapec
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Tpu AnanasoHa agpecoB MpefHasHadYeHbl AN JOKalnbHbIX ceTen. OTU agpeca He
ncrnonb3ytoTca B VIHTepHeTe. Ecnv ceTn, KOTOpbIM Ha3HayeHbl 3TU agpeca, OOSDKHbI
ObITb noaknoyeHbl K MHTepHeTy, aTn IP-agpeca OomkHbl ObiTb npeobpa3oBaHbl B
AencTBUTENbHbIE UHTEPHET-agpeca, K npuMepy, ¢ ncnosib3osaHnem texHonorum NAT.
B cnepgyowen Tabnuue nepeyvvcrnieHbl AManas3oHbl YacTHbIX agpecoB. YacTHble
ceTeBble agpeca onpeaeneHsl B RFC 1918.

Knacc Owana3oH agpecoB Crartyc

CeTb knacca A. 10.0.0.0 - 10.255.255.255 1 ceTb knacca A.
CeTtb knacca B. 172.16.0.0 - 172.31.255.255 16 ceTeu knacca B.
CeTb knacca C. 192.168.0.0 - 192.168.255.255 | 256 ceTen knacca C.

HasHauyeHne IP-agpecos, noptoB TCP/UDP w pgpyrux kogpoB cm. B RFC 1166.
Macka noaceTtu

Macka nogcetTn Takke npeactaBnsier cobow 32-paspagHoe  3HaveHue. buThl,
noeHtTndnumpyowme IP-agpec, aBnaioTca ceTeBbiM agpecoM. B macke nogcetn 6utbl
IP-agpeca, cooTBeTCTByKOLWME OUTaM, 3HaAYEHUA KOTOpbIX 1, SABNSAKOTCH CeTeBbIM
agpecom, a 6utbl |IP-agpeca, cooTBeTcTBylOWME Outam, 3HadeHus kotopbix O,
ABNAIOTCA agpecoM Xxocta. Hanpumep, gona ceten knacca A mMacka nogceTtu
coctaBnset 255.0.0.0. Micnonb3yss Mackn ceTn, MOXHO pasfennTb CeTb Ha HEeCKOJSTbKO
noaceten. loaceTb o3HayaeT UCMOMb30OBaHWE HEKOTOPbIX OUTOB agpeca XocTa B
KayeCcTBe CETEBOro ajpeca, YTO CHMXAeT KONMYEeCTBO XOCTOB W YyBENMYMBaEeT
KONn4ecTBO ceTen. B aToM criydae macku ceTu Ha3blBalOTCA MackaMm noaceTu.

LnpokoseLaTenbHbin (Broadcast) naket

LnpokoBeluaTenbHble NakeTbl OTHOCATCS K MakeTam, npegHasHadYeHHbIMW ONist BCeX
xoctoB B pumsnyeckon cetn. O6opyposaHne QTECH nopoepxvmBaetr gBa Tuna
LUMpPOKOBELLATENbHbIX NAKeTOB:

(1) LnpoKoBeLllaTelibHaa paccChblyika, KOTopad yKa3bliBaeT, YTO BCE Y3J/lbl B yKa3aHHOl7I
CeTn ABJAI0OTCA nosny4yartenidMn nNnakeToB, a OGuTbl XOCTa agpeca Ha3Ha4eHud - Bce 1;

(2) orpaHnyeHHasi WMpoKoBelLlaTenbHas pPacchbifika, yKasbiBalLWMA Ha TO, YTO BCEe
y3nbl BO BCEX CETSX ABMAKTCA nonyvyatendamMm naketos, a 32 buta agpeca HasHayYeHus
— 910 BCce 1.

Maket ICMP

Mpotokon ICMP (Internet Control Message Protocol) aBnsieTcs nognpoTOKONOM B
nakete TCP/IP gna nepegauv ynpasnswowmx coobuweHun mexay ysnamm IP un
ceTeBbIMW YyCTpoMcTBamMu. B OCHOBHOM OH uUCMoONb3yeTcss Ans  yBeOOMIeHus
COOTBETCTBYHLLMX YCTPONCTB O HeLTaTHOM paboTe ceTu.

TTL

Time to Live (TTL) — 9TO KONMYECTBO CETEBbLIX CErMEHTOB (LLaroB), KOTOpPbIE NakeThbl
MOryT MPOWTU OO0 TOro, Kak ByayT oTbpoweHbl. TTL — aTo 3HaveHue B IP-nakeTe. OH
coobLuaeT ceTu, cnegyeT v oTbpacbiBaTb NakeTbl, Tak Kak NakeTbl OCTalOTCA B CETU B
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TeyeHve aAnuTenbHoro BpeMeHn. C KaxdblM LlaroM, nepexogom OT yana K yany,
3HayeHue TTL 6yaeTt ymeHblaTbCca Ha 1, Korga 3HayeHue TTL cTaHeT paBHbIM HYMO,
nakeT 6yaeT oTbpoLueH.

KnrouyeBble ocobeHHOCTU

DyHKUMA OnucaHwme
IP-agpec IP-npoToKOn, MOXeT paboTaTb B MHTepdence TONMbKO MOCIe HACTPONKM

nHTepdenca c IP-agpecom.

O6paboTka Anpeca LUMPOKOBELLATENbHOMN paccbInkm HaCTPOEHbI "
LUMPOKOBELLATE | LUMPOKOBELLATENbHbIE NaKeTbl NepecbkinatTca n obpabaTtbiBatoTcs.
nbHbIX(Broadca

st) nakeToB

OtnpaBka Maketol ICMP oTnpaBnaiTca M MNPUHMMAKTCH, MWCNOMb3yTca  ANs
naketos ICMP ONarHoCTUKN CEeTU

OrpaHunyeHve OTa (pyHKUMS npefoTBpallaeT ataku Tuna "oTkas B obcnyxmsaHun" (DoS).

CKOpPOCTH

nepenadun
NnakeToB

ownbok ICMP

IP MTU HacTporika makcumanbHOro pasmepa nepegasaemoro naketa (MTU) ans
IP-nakeToB B UHTEpdence.

IPTTL HacTtponka TTL ogHoagpecHbIX NAakeToB U LUMPOKOBELLLATENbHbIX MAKeTOB.

MapuipyT MapLipyTbl ICTOYHMKA MPOBEPEHDI.
nctovyHuka IP

1.3.1 IP-appec
IP-agpeca npuceaunBaloTCs MHTEPdENCY crnegyowwmmm cnocobamu:

1. Hactpownka |IP-agpecoB Bpy4HytO

2. MNony4yeHue IP-agpecos 4epe3 DHCP

3. lMony4yenune IP-agpecos nocpeacTsom cornacosaHna PPP
4. 3aumcTBOBaHue |IP-agpecoB apyrux MHTepgencos

OTK noaxoabl B3aMMHO MCKNoYakoT apyr apyra. [Npy HacTporike HOBOro nogxoda ans
nonyyenus |IP-agpeca ctapbin IP-agpec 6ygeT nepesanucaH.

& TMoppobHee o nony4yeHun IP-agpecos Yyepe3 DHCP cm. B rnaee «DHCP». [lanee onucaHbl
TpW Opyrmx nogxoda K nonyvexuto IP-agpecos.
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HacTtpouka IP-agpeca ansa nHtepdenca

YCTPOMCTBO MOXET nosiydatb W oTnpaBndatb |P-nakeTbl TOMbKO Mocre TOoro, Kak
YCTPONCTBO HacTpoeHo Ha IP-agpec. IP-npotokon MoxeT paboTaTb TONbKO B
NHTepdence, HacTpoeHHOM ¢ IP-agpecom.

HacTtpouka Heckonbkux IP-agpecoB ana uHtepdenca

O6opynosaHne QTECH nogaepxunBaeT KOHUrypaumuio ¢ Heckonbkumu IP-agpecamu B
O[HOM MHTepdence, oaMH N3 KOTOPbIX ABNAETCS NnepBuYHbIM IP-agpecom, a gpyrme —
AonosniHuTenbHbiMKn  IP-agpecamn. TeopeTUdeckn KONMYeCcTBO [OOMNOSTHUTESNbHbIX |P-
agpecoB He orpaHudeHo. OpfHako  OononHuTenbHble  IP-agpeca  OOSKHbI
npuHagnexaTb K pasHbiM MNOACETSAM, M MOACETM HEe OOMKHbl NepecekaTbCsl C paHee
cosgaHHbiMu IP-agpecamu. [lpu NocTpoeHun ceTu BTOpuYHble |P-agpeca 4acTto
NCNonb3ylTCs B Cneaylowmnx cryvasx:

« B ceTu HegocTaTOMHO agpecoB XOCTOB. Hanpumep, Tenepb And HasHayeHusa 254
agpecoB rnokanbHOM ceTun TpebyeTcsa opgHa ceTb knacca C. OpHako, ecnu
KONMYECTBO XOCTOB MpeBbiwaeT 254, ogHom ceTtn knacca C HegoCTaTOYHO, M
TpebyeTtca apyras ceTb knacca C. B aToM cnyyae HeobGXoOMMO MOAKMIOYUTL ABe
ceTun. MNMoatomy TpebyeTcs 6onblue IP-agpecos.

« MHorve ctapble ceTu OCHOBaHbl Ha CeTHAX 2-f0 YPOBHSA, 0ObeAMHEHHBIX MOCTamMu
(ethernet bridge), 6e3 noaceten. MoXXHO ncnonb3oBaTb BTOpuYHble |IP-agpeca ans
yNyylweHns cetu A0 CeTU MaplpyTMsaumm Ha ocHoBe ypoBHA IP. [Ona kaxgoun
noaceTu o4HO YCTPOMCTBO HAaCTPOEHO ¢ ogHuM IP-agpecom.

< Ecnu gBe noacetu ogHOM ceT M30NMPOBaHbI APYrON CEeTbIo, MOXHO MOLKMYUTb
N30MMpoOBaHHbIE MOACETW, CO34aB MOACETb W30MMPOBAHHOM CETU U HacTPOuB
aonosniHuTenbHbl agpec. OgHa noacetb He MOXeT BbITb HAacTpoeHa Ha ABYX Unu
Bbonee nHTEepdencax ycTponcTea.

© [lMepen HacTpovikon gononHutTenbHbiX IP-agpecoB ybeantecb, YTO HAaCTPOEHbI OCHOBHbIE
IP-agpeca. Ecnu ogHO yCTPOMCTBO B CETM HACTPOEHO Ha AononHuTenbHbl IP-agpec,
apyrune yCTp0I7ICTBa OOJDKHbI ObITb HaCTpOEHbl C AOMNONMHUTENbHbIMA IP-a,u,pecaMM B TON Xe

cetn. Ecnu gpyrue yctponcTBa He HacTpoeHbl ¢ IP-agpecamn, BTopu4dHble agpeca MOXHO
yCTaHOBUTb Ha nepsuyHble |IP-agpeca.

MonyyeHune IP-agpecos nocpencresom cornacosaHust PPP
{ OrtakomaHaa nogaepxmBaeTcs TONbKO B UHTEpdencax "Touka-Touka".

brnarogapa aTton KoOH(urypaumm uHTepdenc "Toudka-touka" npuHumaet |P-agpec,
Ha3Ha4YeHHbIN OQHOPAHIOBLIM Y3510M NOCPEACTBOM cornacosaHus PPP.

3anmctBoBaHue |IP-agpecoB 13 gpyroro nHrepdenca

OanH wnHTepdenc He MoxeT 6bITb HacTpoeH c IP-agpecom. YToObl BKNHOUUTL
MHTepdenc, oH JormKeH 3aumcTBoBaTh IP-agpec ns gpyroro nHtepdgenca.

& MoxHo 3ammcTBOBaTb |P-agpeca uHTepdpericoB Ethernet, nHTepdencoB TyHHenen wu
loopback nHTepdericoB. OgHako aTn nHTEepdencel He MoryT 3anmcTeoBaTb IP-agpeca u3
OpYrux nHTepcencos.

{ |P-agpeca 3aMMCTBOBaHHbIX WMHTEP(EWNCOB HE MOryT ObITb 3aUMCTBOBaHbl M3 APYrux
NHTEPdENCoB.
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& Ecnu 3anmcTBOBaHHbIN MHTEPENC nMeeT Heckomnbko |IP-agpecoB, MOXHO 3aMMCTBOBAaTb
TONbKO OCHOBHOM IP-agpec.

& |P-agpec ogHoro nHTepdgenca MoxeT 6bITb NPUCBOEH HECKOMBKUM MHTEpdEencam.

{ |P-agpeca 3aMMCTBOBaHHbIX WHTEpdENCOB Bcerga coBnagalT WM pasnuyalTcs B

3aBMCMMOCTHU OT IP-agpecoB 3anMCTBOBAHHbLIX MHTEPENCOB.

CBsA3aHHasa KoHdurypaums
HacTpoiika nHtepderica ¢ ogHum nnu éonee IP-agpecamm
«» [lo ymonyaHuo nHtepdenc He HacTpoeH c IP-agpecom.

« KomaHpa ip address ucnonb3yeTcs Ans HacTponku IP-agpeca nHtepgenca.

+ [ocne HacTponiku IP-agpeca n npoBepkn Ha obHapykeHne KOHGINKTOB MHTEpPeNC
MOXHO MCMONb30BaTh 41151 CBA3WN.

« KomaHpga ip address ip-address mask secondary MoOXeT MCNonb3oBaTbCA AN

HaCTPOMKM HECKONbKNX BTOPUYHbIX |IP-agpecos.
MonyyeHue IP-agpeca nocpeactsom cornacosaHna PPP

« Mo ymonyaHuio wuHTEepgenc He MoxeT nonyyute IP-agpec nocpenctsom
cornacoBaHus PPP.

+ KomaHpga ip address negotiate ncnonb3dyetca Ansi HaCTPoWKu cornacosaHus |P-
agpeca B uHtepdence "Toyka-touka".

3anmctBoBaHue IP-agpeca us gpyroro nHTepdgenca

¢ [o ymonyaHuto nHTepdenc He HacTpoeH c IP-agpecom.
% KomaHga ip unnumbered mMoxeT ncnonb3oBaTtbCcs ANs 3aMmcTBoBaHusA |IP-agpecoB
N3 Opyrux HTepgencos.

1.3.2 O6paboTka wmnpoKoBeLwaTeNbHbIX NAaKeToB
MpuHUMn paboTbl

BewaHune pasgeneHo Ha aea tuna. OguH — 3TO OrpaHUYeHHas LWMpoKoBeLwaTenbHas
paccbinka ¢ IP-agpecom — 255.255.255.255. [MockonbKy pacchbifika Takoro Tuna
3anpelleHa mMaplipyTusaTopamu, OHa HasblBaeTCH LUMPOKOBeLLATEeNbHOW foKanbHON
paccbinkon. [pyron npumep - HanpasfieHHas LuMpoKoBellaTeNibHas paccbliika. Bce
O6uTbl xocTa - 1, Hanpumep, 192.168.1.255/24. LLinpokoBeliaTenbHble NakeTbl C 3TUMK
IP-agpecamu mMoryT ObiTb NepeaaHsbi.

Ecnn |P-ceTeBble YCTpOMCTBa MEPECHINAOT OrpaHMYeHHble LUMPOKOBeLlaTenbHbIe
naketbl (IP-apgpec HasHaueHna — 255.255.255.255), ceTb MOXeT ObiTb NeperpyxeHa,
YTO CUSIbHO BIIMSIET HA NPOU3BOAUTENBHOCTL CETU. OTO OBCTOATENLCTBO Ha3blBaeTCs
lwmpokoBeLatensHoiM (broadcast) wTopmMoM. YCTpoucTBa npeanararT HEeCKOSbKO
Noaxo4oB AN OrpaHMYeHus LUMPOKOBELLATEsbHbIX LUTOPMOB B JIOKaNbHOW CETU U
npeaoTBpaLleHns HenpepbIBHOrO pacnpoOCTPaHEHUS LUMPOKOBELLATENbHbIX LUTOPMOB.
CeTeBble yCTpoMCTBa BTOPOro YPOBHS, TakMe Kak MOCTbl M KOMMYTaTOpbl, NepechbinarT
M pacnpocTpPaHsAOT LUMPOKOBELLATENbHbIE LITOPMbI, HE WMEsi BO3MOXHOCTU WX
oTCneanTb.

Jlydwmn  cnoco® wm3bexaTb  LWMPOKOBELLATENBHOINO  LWITOPMAa —  Ha3Ha4uTb
LUMpOKOBeLLaTENbHbIN apec KaXXaon ceTn AN HanpaBSfiEHHOW LUIMPOKOBeLlaTenbHON
paccbinkn. [Ona  atoro IP-npoTokon  OOMKEH  MCMNosib3oBaTb  HarpaBleHHYHo
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LUMPOKOBELLIATENbHYIO PacChifiky, a He OrpaHUYeHHYH0 LUMPOKOBELLATENbHY PacChINKy
AN pacnpocTpaHeHWs AaHHbIX, BTOPOW TUM

MoapobHee o wnpokoBeLwatenbHbix Wrtopmax cMm. B RFC 919 n RFC 922.

HanpaBneHHble LWMpoKoBelaTernbHble MNakeTbl OTHOCATCA K LUMPOKOBeLLATENbHbIM
naketam, npefHa3Ha4YeHHbIMU ANA KOHKpPeTHoW noaceTn. Hanpumep, naketbl C
agpecom Ha3Ha4yeHus 172.16.16.255 Ha3blBalOTCA HanpaBneHHbIMN
LuMpokoBeLLaTenbHbIMK Nnaketamun. OgHako, y3en, KOTopbl reHepupyeT 3TOT NakeT, He
ABMSAETCHA y4aCTHUKOM NOACETN Ha3HaAYEeHNS.

lMocne nony4veHMs HanpaBfEHHbIX LUMPOKOBeLlaTeNbHbIX MaKeTOB YCTPOWCTBA, He
NOAKMIOYEHHbIE HAMNPSAMYKO K NOACETUM HasHadYeHus, nepecbinatT nakeTol. Mocne Toro
Kak HarnpaBlieHHble LUMPOKOBeLlaTeNbHble MakeTbl AOCTUraltT YCTPOWUCTB, HanpsiMyto
NOAOKITHOYEHHbIX K noaceTwn, yCTponcTBa npeobpasytoT HanpaBneHHble
LUMpOKOBELLaTeNbHble NakeTbl B OrpaHU4YeHHble LMpokoBellaTenbHble nakeTbl (IP-
agpec HasHadeHna — 255.255.255.255) 1 nepepatoT naketbl BCEM y3nam B noaceTu
Ha3Ha4YeHUs Ha ypoBHE kaHana.

CBsA3aHHasa KoHdurypaums
HacTtponka |IP-agpeca wunpokoBeLLaTernbHON pacChifnku

< Mo ymonyaHuio IP-agpec LwmpokoBewaTeNnbHOM pacchbifikn  uUHTepgdenca
cocTaBnseT 255.255.255.255.

s YToObl OnpegenuTb LWUMPOKOBELLATENbHbIE NMaKeTbl APYrMX adpecoB, MCMONb3ynUTe
kKomaHay ip broadcast-address B pexume koHdUrypauum nHtepdenca.

I'Ieperana HanpaBJieEHHbIX LLUNPOKOBELWAaTEJIbHbIX NMakeToB

% Mo ymMOnyaHuiO HanpasfeHHble LWMPOKOBELLaTENbHbIE NaKeTbl He MOryT ObiTb
nepecnaHsol.

% Ha ykasaHHOM uHTepdence MOXHO BbINOMHUTL KOMaHZy ip directed-broadcast,
4yTOObl BKMHOYUTL MNEPECHLIIKY MNaKeTOB HaMpaBfeHHOM LUMPOKOBELLATENbHON
paccbinkn. Takmm obpasom, WHTepdENC MOXET nepecbinatb HanpaBNeHHbIe
LUMpOKOBELLaTESbHbIE nakeTbl B HanpsiMyto NOAKMOYEHHbIE ceTu.
LnpokoBelaTenbHble nakeTol MOryT nepefaBaTbCsd B MOACETU HasHadeHus 6e3
BMUSHUS Ha NEepechbisiky OpYrMx MakeToB HanpaBfeHHOM LUMPOKOBELLATENbHON
pacchISKu.

% B vHTepence moxHO onpenenutb cnncok koHTpona goctyna (ACL) ons nepegayun
onpefeneHHbIX  HanpaBfeHHbIX  LIMPOKOBeLlaTesibHbIX  MakeToB. Mocne
onpenenexus ACL-cnucka nepecbinarTcs TONbKO HanpaBfeHHbIe
LUMpOKOoBeLLaTenbHble NakeTbl, cooTBeTCTBYOWME ACL-Ccnucky.

1.3.3 OTnpaBka naketoB ICMP
MpuHUMN paboTbl

CoobueHne o HegocTynHocTu npotokona ICMP

YcTtponctBo nony4yaeT IP-nakeTbl, NpegHa3HayYeHHble eMy, U nakeTbl cogepxat |P-
NPOTOKOJS1, KOTOPbIA HE MOXET BbITb 06paboTaH yCTPOMCTBOM. YCTPOMCTBO OTNpaBnseT
coobueHne o HegocTtynHocTh npotokona ICMP Ha ncxogHbin xoct. Kpome Toro, ecnm
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YCTPONCTBO HEe 3HaeT MapLlipyT ANSA NEpecCbiiKM NakeToB, OHO Takke OTnpaBnsaeT
coobLieHne o HegocTynHocTu xocta ICMP.

CoobuweHne nepeHanpasnexus ICMP

MHorga wmapwpyT MoxeT OblTb MeHee onTMMasnbHbiM, MNO3TOMY YCTPOWCTBO
nepecosifiaeT nakeTbl C UHTepdenca, KOTopbIM nonyvyaeT nakeTbl. Ecnn ycTponcTeBo
oTnpasnseT nakeTbl C MHTepenca, Ha KOTOPOM OHO NoslydaeT MakeTbl, YCTPOMUCTBO
otnpasnsetr ICMP-coobueHne o nepeHanpaBnieHUM Ha WCTOYHUK, WHMOpMUpyS
MCTOYHUK O TOM, YTO LUSIKO3 SABMSETCA OPYrMM YCTPOMCTBOM B TOW Xe MOAcCeTU. Takum
00pa3oM, UCTOYHUK OTMpaBnseT nocreayLlme nakeTsbl MO ONTUMAaNbHOMY MyTH.

CoobuweHune otknuka macku ICMP

MHorga ceTeBoe YCTPOMCTBO oOTnpaBnsdeTr coobuieHne 3anpoca mackun ICMP ans
nonyyeHmst mackn nogcetn. CeteBoe yCTPOMCTBO, nony4varowiee coobuieHne 3anpoca
mackn ICMP, oTnpaBnseT OTBETHOE COobLLEHME 3anpoca MacKu.

CBsA3aHHaA KoHdurypauums
BkrnitoyeHune coobueHunst o HegocTynHocTu npotokona ICMP

s Mo ymonuaHuto pyHKumsa coobueHns o HegocTynHocTu npotokona ICMP BkntoueHa
B MHTepdence.

s YT1OoObl OTKMOYMTL UMM BKNHOUNTL (DYHKLUMIO, MOXHO 3anyCTuTb KoMaHgy [no] ip
unreachables.

BkntoveHune coobuieHuns nepeHanpaesneHna ICMP

s Mo ymonuaHuwo dyHKUMSA coobueHnss nepeHanpasneHna |ICMP BknoveHa B
NHTepgence.

s Bbl MmOxeTe 3anyctntb komaHay [no] ip redirects, 4ToObl OTKNIOYNTDL U BKOYUTD
dyHKUMIO.

BkrntoyeHune oteBeTHOro coobueHmnsa mackm ICMP

o

s Mo ymonuyaHuio B nHTepdence BkNOYEHa (PYHKUUS OTBETHOIO COOOLLEHUS MacKu
ICMP.
% MoxHo 3anyctutb KomaHgy [no] ip mask-reply, 4ToOblI OTKNIOYUTE UMNN BKIOYUTL

OYHKLUMIO.

1.3.4 OrpaHu4yeHue CKOpOCTU nepeaaym naketos owmnbok ICMP
MpuHUMn paboTbl

OTa QYHKUMA oOrpaHMyYMBaEeT CKOpOCTb nepegavnm naketoB owwnbok ICMP  gns
npegoTBpaweHna DoS-aTak ¢ NOMOLLbIO anropMTMa MapKMpoOBKN KOHTEHepa.

Ecnn IP-naket Heobxogmmo parmeHTupoBaTb, Ho 6ut Don't Fragment (DF) B
3arofioBke YycCTaHoBreH Ha 1, YCTpOMCTBO OTNpaBnseT nakeT HeAoCTYNHOCTU
HasHavyeHua ICMP (kog 4) Ha XOCT wucCTOoYHMKa. JTOT nakeT owunbok ICMP
ncnone3dyetca Ana obHapyxeHus MTU nytu. lNpn Hanmyuu cnvwkom 60nbLIoro
konuyectBa Apyrmx naketoB owubok ICMP HeBO3MOXHO OTNpaBUTb nNakeT
HegocTynHocTu HasHadeHns ICMP (kog 4). B pesynbtate npoucxoguT cbon pyHKUmm
obHapyxeHna MTU nyTtu. Ytobbl n3bexatb aTon npobrnembl, HEO6XOANMO OrpaHMUUTL
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ckopocTb nepepaym naketoB ICMP ¢ coobuweHvem O HegocTynmHOCTM ajpeca
HasHadeHunsa n gpyrnx ICMP-nakeToB oLLIMBOK COOTBETCTBEHHO.

CBsizaHHasA KoHcurypauums

HacTtpoiika ckopocTu nepegayn ana ¢ coobuwieHnem O HeOoCTYyNmHOCTW agpeca
HasHayeHusa ICMP, nimummpoBaHHbix 6utom DF B IP-3aronoske

« CkopocTb nepegaum rno ymondyaxuio coctasndet 10 naketoB kaxagblie 100 mc.
« KomaHngy ip icmp error-interval DF MOXXHO Mcnonb3oBaTh 4719 HACTPOMKM CKOPOCTU
nepegayu.

HacTtpovika ckopocTu nepegadn apyrmx naketoB owmnbok ICMP
+ CkopocTb nepegaum rno ymonyaxuio coctaendet 10 naketoB kaxagble 100 mc.

*

% KomaHgy ip icmp error-interval MOXHO MCMonb30BaTb AN HACTPOMKM CKOPOCTU
nepegayw.

1.35IP MTU
MpuHUMn paboTbl

Ecnu naket IP npesbiwaeT pasmep MTU IP, nporpammHoe obecneyeHme kommyTatopa
pasgendet naket. [1ns Bcex yCTPOMUCTB B OAHOM (PU3NYECKOM CErMEHTE CeTU 3HavYeHne
MTU pomxHo ObiTb oanHakoBbiM. Ha obopygosaHum QTECH moxHo Hactpouts MTU
coegumHeHnn ana nHtepdgencos. [locne mameHeHna MTU Ha wuHTepdencax Oyger
nameHeH MTU IP nHTtepdencos. MTU IP nutepdencos asTomatndeckm nogaepxmeaeT
cootBeTcTBME ¢ MTU wuHTepdenca. OgHako npu HacTpounke |IP MTU wmHTepdeincos
3HayeHne MTU coeanHeHuss UWHTEPdENCOB HE WU3MEHUTCH, HeT obpaTHom
aBTOMaTUYECKON HACTPOWMKN.

CBs3aHHaA KOH(urypauus
YcTtaHoBka IP MTU

< o ymonuanutio IP MTU uHTepdpenca coctasnset 1500.
s KomaHgy ip mtu MoxHO ncnonb3oBaTb Ans yctaHoBku MTU naketa IP.

1.36IPTTL
MpuHUMN paboTbl

IP-nakeT nepepaeTtca C agpeca  WUCTOMHMKA Ha agpec  HasHayeHus 4yepes
MapLpyTusaTopsbl. [locne yctaHoOBKM 3HayYeHus TTL, OHO ymeHblwaeTcs Ha 1 Kaxabin
pa3 npu npoxoxaeHuun IP-naketa 4Yepes mapwpyTtmsaTtop. Korga 3HadeHue TTL nagaet
00 Hyns, MaplpyTtusaTtop otbpacbiBaeT nakeT. OTo npegoTBpaliaeT OeCKOHEYHyH
nepenavy 6ecnonesHbix NakeToB 1 NOTEPH NPOMYCKHON CMNOCOBHOCTN.

CBs3aHHasA KOH¢urypaums
YcTtaHoBka |IP TTL

X/

+« [No ymonuaHuto IP TTL nHtepdenca coctaBnseT 64.

X/

s KomaHgy ip ttl moxHO ncnons3osaTb Ansa ycraHosku IP TTL nHtepdenca.
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1.3.7 MapwpyT ncrtouyHuka IP (Source routing)
MpuHUMN paboTbl

O6opynoBaHne QTECH noppepxwuBaet IP mapwpyTtusaumio Source routing. Korga
ycTponcTtBo nony4daet |P-nakeT, OHO NpoBepsieT Takue napamMeTpbl, Kak mMapLipyT
MCTOYHMKA, CBOOOAHBLIN MapLpyT MCTOMHWMKA M 3anucb MapupyTta B 3arosnoske IP-
naketa. 3OTM napameTpbl nogpobHo onucaHbl B RFC 791. Ecnu ycTtponcteo
obHapyXunBaeT, YTo NakeT BKNOYAET OANH NapameTp, OHO OTBEYaeT; eCriv YCTPOMUCTBO
obHapyxnBaeT HeaoNnyCTUMbIN napamMmeTp, OHO OTnpaBndeT coobuieHne 06 owmbke
napameTtpa ICMP Ha ucTo4HuMK 1 3aTem oTOpacbiBaeT Naker.

Mocne BkntoveHnss Source routing B naket IP gobaBnseTcsa napameTp MapLupyTa
MCTOYHUKA, YTOObI NPOBEPUTb MPOMYCKHYH CMOCOOHOCTL OMNpedeneHHOW CeTu Wnu
NnoMoYb NaketTam o6oNTN HencrnpaBHyto ceTb. CTOUT yY4eCTb, YTO ITOT NapamMeTp MOXeT

NPMBECTU K CETEBLIM aTakaM, TakuM Kak NoAMeHa agpeca UCTOYHUKa M noameHa IP.

CBsizaHHasA KOHcurypauums

HacTtponka mapLipyTa nctodHuka IP

% [lo ymonyaHuo HKUMA MapipyTa UctoyHuka IP BknoveHa.
y YHKL| pLpy
« KomaHpy ip source-route MOXHO MCMONb30BaTb ANSA BKIOYEHNSA UMW OTKITHOYEHMS

dyHKUMN.

1.4 HacTtpouka

Hactpowka

OnuncaHne n KomaHga

Hactpowvka IP-
agpecoB MHTepdenca

A\ (O6sasatensHo) McnonbayeTcs

ana  Hactpouku IP-agpeca wn

paspeLlueHus 3anycka npotokona IP B uHTepdence.

ip address

BpyyHyto HacTpavBaeT IP-agpec
WHTepenca.

ip address negotiate

Mony4aeT IP-agpec nHtepdenca

NOCpPeACTBOM cornacoBaHus
PPP.
ip unnumbered 3anmcTByeT IP-agpec n3

ApYyroro nHrepemnca.

HacTtpovka nepegayu

| A\ (OMUMOHANBHO) Wcnonbayetca pans  ycTaHoekm  IP-agpeca
LLIpokoBeLlaTeTbHOU LUMPOKOBELLATeNbHOM  PacChbifiki U BKAOYEHWS  nepeaayu
aCCblJTKN HanpaBneHHON LUMPOKOBELLATENbHOW PACCHINKM.

ip broadcast-address HacTtpausaet IP-agpec
LUMpoKoBeLLaTeNbHOW PaCChINKu.
ip directed-broadcast Bkrnitovaet nepegady

HanpasneHHoOn
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LnpokoBeLlaTersi bHOWN paccCblJIKA.

HacTtpownka
nepecobinkm ICMP

A\ (OMUMOHANBHO)  WUcnonb3ayeTcs AN BKIOYEHWUS]  NEPECHITKY
naketos ICMP.

ip unreachables BknitovaeTt coobLeHuns
HedOCTYNHOCTU ICMP "
coobLeHus HeOCTYyNHOCTH
XocTa.

ip redirects Bkrnitovaet coobueHmns
nepeHanpasnenus ICMP.

ip mask-reply BkrnitoyaeT oTBETHbIE COOOLLEHMS
mackun ICMP.

HacTporika ckopocTiu
nepenayn nakeTos
ownbok ICMP

A\ OnumoHarnbHo.

ip icmp error-interval DF HacTtpauBaet CKOPOCTb
nepegayun HegocTuxMmbix ICMP-
NnakeToB, WHULUNPOBAHHbIX
ontom DF B 3aronoske IP-
agpeca.

ip icmp error-interval HacTtpauBaet CKOpPOCTU
nepegayM  naketoB  owmBOK
ICMP n nakeToB
nepeHanpasneHus ICMP.

Hactpovnka MTU IP

Ay (ONUMOHANBHO) Wcnonbsyetca ans  Hactpokm MTU IP B
nHTEpemce.

ip mtu YcTtaHaBnumBaeT 3HayeHne MTU.

Hactpovka TTL IP

A\ (OMUMOHANBLHO) Mcnonb3yeTtcs ans HaCTPOWVKU TTL
OOHOAOPECHbIX NAaKeTOB U LUMPOKOBELLATENbHbIX NAaKeTOB.

ip ttl YctaHaBnuBaeT 3HayeHue TTL.

HacTtpovka mapLipyta

nctovyHuka IP

Ay (ONUMOHANBHO) Wcnonb3yetca ANA  NPOBEPKM  WCTOYHMKOB
MapLLpYTOB.

ip source-route Bkritovaet  pyHKuMio  source
routing.
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1.4.1 HacTtpouka IP-agpecoB nHtepcenca
Pe3ynbTaTt KOHpUrypauum
HacTpouika IP-agpeca uHtepdenca ons CBA3HOCTMU.

MpumeyaHunsn

X/

* HepocTtynHo

JTanbl KOHUrypaumm

HacTtpownka |IP-agpeca nHtepdgenca

s OBA3ATEIIbHO

¢ BbINOSIHUTE HACTPOWKY B peXxume KoHUrypaummn nHtepdgenca L3.
Monyuyaet IP-agpeca nHTepdenca nocpencrsom cornacosaHus PPP

s OMNUMOHAJIBHO

s Ecnu nHTepdenc "Ttoyka-touka" He HacTpoeH c IP-agpecom, nonyyute IP-agpec ¢
nomoLLbto cornacosanusa PPP.

R/

% BbInonHuTe HaACTPOKKy B pexume KoHduUrypauum nHtepdenca L3.
3anmcteoBaHue |IP-agpecoB 13 gpyroro nHrepgenca

% OlNUMOHAIBHO

*

s Ecnu nHTepdeinc "Touka-Touka" He HacTpoeH ¢ IP-agpecowm, 3anmcteyinte IP-agpec
N3 gpyroro nHtepdgenca.
< BbInonHuTe HaAcCTpoOKKy B pexume KoHduUrypauum nHtepdenca L3.

NMpoBepka KoHcUrypaumm

BeinonHute komaHay show ip interface, 4tobbl NpoBEPUTL pe3ynbTar.
CBsi3aHHble KOMaHAbI

HacTtponka |IP-agpeca nHtepgenca Bpy4yHyto

KomaHpga ip address ip-address network-mask [ secondary |
OnucaHwue ip-address: 32-6uTtHbin IP-agpec ¢ 8 butamun gns kaxgon rpynnel. IP-agpec
napameTpoB BblpaXaeTcsl B 4ECATMYHOM dhopmaTe, a rpynnbl pasaensaoTcsa TOYKOM (.).

network-mask: 32-6utHass macka cetu. 3HayeHuMe 1 ykasbiBaeT Ha ouT
mMackn, a 0 — Ha 6uTt xocta. Kaxgble 8 6ut obpasytoT ogHy rpynny. Macka
CeTu BblpaxaeTcs B AeCATUYHOM cbopmarte, a rpynnbl pa3gensaoTcs TOHUKON

().

secondary: BropuyHbin IP-agpec.

Pexum Pexxum KoHurypauumn nHtepdenica
KoHduUrypauumm

BcTtpoeHHas HepocTtynHo

noackaska
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MonyyeHue IP-agpeca nHtepgenca nocpencrsom cornacosaHna PPP

KomaHpa ip address negotiate

OnucaHue HepoctynHo

napameTposB

Pexum Pexum koHurypaummn nHtepdenica

KoHdurypaumm

BcTpoeHHas HepoctynHo

noackaska

3anmcteoBaHue |IP-agpecoB 13 gpyroro nHtepgenca

KomaHpa ip unnumbered interface-type interface-number

OnucaHue interface-type: Tun nHTepdeinca.

NapameTpoB | jntarface-number: UoeHTudmkaTop nHTEPdDeENica.

Pexum Pexum kKoHdurypaumm nHtepdgenca

KOHcpUrypaumm

BcTpoeHHas Unnumbered wHTepdenc os3HayaeT, 4To WHTepdenc Bkmw4yeH c |IP-

noackaska npotokonom 6e3 HasHadeHHoro IP-agpeca. Unnumbered wuHTepdenc
AOJKEH ObITb CBA3aH C MHTepdEeNCcom, KOTOpoMy HasHauveH IP-agpec. [ns
IP-nakeTa, co3gaHHoro Ha unnumbered uHTepdence, IP-agpec nctovHmnka
naketa sasnsetca IP-agpecom cBsadaHHOro uHTepdenca. Kpome Toro,
npouecc npoTokona MaplpyTu3aumm  onpegensieT, crnegyetr v
OTNPaBnsATb NakeT 0OHOBNEHNA MapLllpyTa Ha unnumbered nHTepdgenc B
cooTBeTCcTBUM CcO cBouMm |P-agpecom. Ecnn Bbl XOTUTE MCMNONb30BaTb
unnumbered wuHTepdenc, obpatute BHUMaAHWE Ha cneaywwme
orpaHu4eHus:
NHutepdenc Ethernet He wmoxeT 6bITb HacTpoeH Ha unnumbered
UHTepgenc.
Korga nocnepoBatensHbli HTEepdenc nHkancynupyet SLIP, HDLC, PPP,
LAPB u Frame-Relay, nocnegoBatenbHbii UHTEPKENC MOXHO HaACTPOUTb
Ha unnumbered nHTepdenc.
Mpn wnHKancynauun nocpeactsoM relay, OAHaAKO, TONbKO WHTepdenc
"Touka-Touka" MOXeT OblTb HacCTpOeH Kak WHTepdenc 6e3 Homepa.
NHutepdenc AnX.25 He mMoxeT ObITb HacTpoeH kak unnumbered
nHTEepdenc.
KomaHga ping He MOXeT MCnonb30BaTbCA AN NPOBEPKM MPaBUIIbHOCTU
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paboTtbl unnumbered uHTepdenca, Tak kak unnumbered uHTEpdENC He
HacTpoeH c IP-agpecom. OpgHako coctosiHme unnumbered wnHTepdenca
MOXHO OTCneXuBaTb yaaneHHo ¢ nomowbio SNMP.

XonoaHbl 3anyck ycTpoucTBa C nomowibio unnumbered uHTepdenca
HEBO3MOXEH.

Mpumep KoHDUrypauum
HacTtpownka |IP-agpeca ansa nHtepdenca

dTanbl Hactpounte IP-agpec 192.168.23.110 255.255.255.0 B uHTepdence
koHcurypauum  GigabitEthernet 0/0.

QTECH#configure terminal
QTECH (config) #interface gigabitEthernet 0/0
QTECH (config-if-GigabitEthernet 0/0)# no switchport

QTECH (config-if-GigabitEthernet 0/0) #ip address 192.168.23.110
255.255.255.0

MpoBepka BeinonHute komaHay show ip interface, 4tobbl NpoBepuTL pesynbTar.
KoHduUrypaumm

QOTECH# show ip interface gigabitEthernet 0/0
GigabitEthernet 0/0

IP interface state is: UP

IP interface type is: BROADCAST

IP interface MTU is: 1500

IP address is:

192.168.23.110/24 (primary)

MonyyeHune IP-agpeca B nHTephence "Toyka-Touka" nocpeacTsom cornacosaHus PPP

Aranbl Mony4veHue IP-agpeca B nHtepdence "Touka-Touka" nyTem corriacoBaHus.
KOHcuUrypauum

QTECH (config) #int virtual-ppp 1
QTECH (config-if-Virtual-ppp 1) #ip address negotiate

MNMpoBepka BbinonHute komaHay show run, 4To6bl NpOBEPUTL pe3ynbTarT.
KoHduUrypauumm

QTECH#show run interface virtual-ppp 1
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Building configuration...

Current configuration: 48 bytes

interface Virtual-ppp 1

ip address negotiate

1.4.2 HacTpouKa nepegayu lwumpokoBeLwaTeNibHON paccbifikn
Pe3ynbTaTt KOHpUrypauum

YcTaHoBuUTe LWMpoKoBellaTeNbHbiM  agpec uHTepdenca Ha 0.0.0.0 wn Bkounte
nepegayy HanpasneHHON LUMPOKOBELLLATESNTbHON PaCChISKU.

MpumeyaHun

HepocTtynHo

Atanbl KOHdUrypaumm

HacTtponka |IP-agpeca wmnpokoBeLlaTenbHON pacChifnku

*

s (OMNUMOHAJIBHO) HekoTopble cTapble XOCTbl MOFYT MAEHTUMUUMPOBATL TOSMBKO
wnpokosewlateneHein  agpec  0.0.0.0. B a3Ttom cnydae  ycTtaHoBuTe
LUMpokoBeLlaTenbHbIi agpec uenesoro nHtepdenca Ha 0.0.0.0.

¢ BbINOSIHUTE HACTPOWKY B pexume KoHdUrypaummn nHtepdgenca L3.

BkntoveHne nepenayvm HanpasBneHHOM LWNPOKoBeLLaTENbHOW PaCChIfKn

s (OMNUMOHAJIBHO) Ecnn  HeobxoguMmo  paspewunTb  XOCTy  OTnpaBnsTb
LUMpOKoBeLLaTenbHble NakeTbl BCEM XOCTaM JOMEHa, B KOTOPOM OH OTCYTCTBYET,
BKMOYNTE Nepefady HanpaBneHHOW LMPOKOBeLLaTeTbHOW PaCChISKM.

¢ BbINOSIHUTE HACTPOWKY B peXxumMme KoHdUrypaummn nHtepgenca L3.

NMpoBepka KoHcUrypaumm

BeinonHute komaHay show running-config interface, 4tobel NpoBEpPUTL pesynbTar.
CBsA3aHHbIe KOMaHAbI

HacTponka |IP-agpeca wmnpokoBeLlaTenbHON paccbhinku

KomaHpga ip broadcast-address ip-address

OnucaHue ip-address: LLnpokoBeLaTenbHbin agpec IP-cetn.

napameTposB

Pexum Pexum koHdurypaumm nHtepdenca

KOHcpurypauum

BcTpoeHHas O6bI4YHO agpec Ha3Ha4yeHus WNpoKoBeLlaTenbHbIX |[P-nakeToB coctaBnseT

noackaska Bce 1, YTo BblpaxkaeTtcs kak 255.255.255.255. lNporpammHoe obecneyeHne
KOMMyTatopa MOXeT reHepupoBaTb LUMPOKOBELaTeNbHbIE NakeTbl C
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apyriumn  IP-agpecamn  nocpencTtBoM  onpedeneHnss M NpUHUMaThb
COOCTBEHHbIE LUMPOKOBELLATENbHbIE MNaKeTbl W  LUMPOKOBELLaTENbHbIE
nakeTbl ¢ agpecoM 255.255.255.255.

Pa3pemeHme nepecoblyikn HarnpaBlieHHbIX LUMPOKOBELLAaTEeSIbHbIX MakeToB

KomaHpa ip directed-broadcast [ access-list-number ]

OnucaHue access-list-number: Homep cnucka goctyna, B guanasoHe oT 1 go 199 u ot

napameTpoB 1300 po 2699. lNocne onpenenexHna ACL-cnncka nepecbinaroTcsl TOMbKO
HanpaBfeHHble LWMpPOKOBeLLaTenbHble NakeTbl, cooTBeTcTByloWwme ACL-
CIUCKY.

Pexum Pexum KoHdurypaumm nHtepgenca

KOHcUrypaumm

BcTtpoeHHas Ecnn komanga no ip directed-broadcast BbInONHAETCS Ha MHTepdeNnce,

nopckaska nporpammHoe  obecnedyeHne koMMmyTaTopa oOTbpacbiBaeT  nNakeThbl

HanpaBfeHHOWN LUMPOKOBELLATENbHOM pPacChIfKK, MOSyYEHHbIE U3 CeTw,
KOTopasi NoAKMNioYeHa HanpPsIMy|io.

Mpumep KoHduUrypaumm

dTanbl
KoHduUrypaumm

Ha wuHTepdence GigabitEthernet 0/1 yctaHoBUTEe agpec HasHadeHus
naketoB |P wwnpokoBewartensHon paccoiikm Ha 0.0.0.0 wn BknouymTte
nepegavy HanpasneHHOW LUMPOKOBeLLaTeTbHOW PaCChISIKK.
QTECH#configure terminal

QOTECH (config) #interface gigabitEthernet 0/1

QTECH (config-if-GigabitEthernet 0/1)# no switchport

QTECH (config-if-GigabitEthernet 0/1)#ip broadcast-address 0.0.0.0

QTECH (config-if-GigabitEthernet 0/1)#ip directed-broadcast

lNMpoBepka
KOHcUrypaumm

BbinonHute komangy show ip interface, 4tobbl NpoBepUTbL pe3ynbTar.
QTECH#show running-config interface gigabitEthernet 0/1
ip directed-broadcast

ip broadcast-address 0.0.0.0

1.4.3 HacTpownka nepecbinku ICMP

Pe3ynbTaT KOHUrypaumm

Bkntounte coobuweHnsa HepgocTynHoctn ICMP, coobuweHnnsa nepeHanpasnenna ICMP n
OTBETHbIE COObLLEHMS Mackn B UHTepdelice.
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MpumevyaHusn

HepocTynHo

ATanbl KOHUrypaumm

BkntoyeHne coobuieHns o HepgocTynHoctu ICMP

X/

< Mo ymonyaHuto coobuieHns o HeagocTynHocTn ICMP BKOYEHbI.

s (ONUMOHAIBbHO) KomaHngy no ip unreachables MoxHO wucnonb3oBaTtb ANA
OTKIOYEHMUS coobLeHnn o HegocTynHocth ICMP.

+ BbInonHuTe HacCTpoKKy B pexume KoHUrypauum nHtepdenca L3.

BkntoyeHune coobuieHn nepeHanpasnexus ICMP

X/

¢ Mo ymonuaHnuto coobueHuns nepeHanpasneHnsa ICMP BKkntoYeHbI.

% (ONUMOHAIBbHO) KomaHgy no ip redirects MOXHO ucnonb3oBaTb AN
OTKIMOYEHUS coobuieHni nepeHanpasnenus ICMP.

% BbInonHuTe HaACTPOKKy B pexume KoHduUrypauum nHtepdenca L3.

BkrntoyeHne otBeTHbIX cooblieHunn o macke ICMP

% [lo ymonyaHuto BKIoYeHbl OTBETHbIe coobLueHnst o macke ICMP.

¥ (ONMUMOHAINBbHO) Komangy no ip mask-reply MOXHO wucnonb3oBaTb ANs
OTKITHO4YEHMA OTBETHbIX coobLleHnn o macke ICMP.

¢ BbINOSIHUTE HACTPOWKY B pexume KoHdUrypaummn nHtepdgenca L3.

R/
*

*

MpoBepka KoHchUrypaumm

BbinonHute komaHgy show ip interface, 4tTobbl NpoBEPUTL pe3ynbTar.
CBs3aHHble KOMaHAbI

BkntoueHune coobueHuns o HegoctynHoctn ICMP

KomaHpa ip unreachables

OnucaHue HepocTtynHo

napameTposB

Pexum Pexum KoHurypaumm nHtepdgenca
KOoHduUrypaumm

BcTtpoeHHas HepocTtynHo

noackaska

BkntoveHue coobuieHni nepeHanpasneHus ICMP

KomaHpa ip redirects
OnucaHue HepoctynHo
napameTpoB
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Pexum
KOHcpuUrypaumm

Pexum kKoHdurypaumm nHtepdenca

BcTtpoeHHas
noackaska

HepocTtynHo

BkrntoueHne otBeTHbIX cooblieHunn o macke ICMP

KomaHpa ip mask-reply

OnucaHue HepocTtynHo

napameTposB

Pexum Pexxum kKoHdurypaumm nHtepgenca
KOHcpUrypaumm

BcTtpoeHHas HepoctynHo

nopckaska

Mpumep KoHDUrypaumm

ATtansbl Bkniounte  coobuweHns 0 HEeAOCTYMNHOCTM ICMP, coobLeHus
KoHcurypauum nepeHanpasneHus ICMP n oTBeTHble coobLieHns 0 Macke Ha UHTepdence
gigabitEthernet 0/1.
QTECH#configure terminal
QTECH (config) #interface gigabitEthernet 0/1
QTECH (config-if-GigabitEthernet 0/1)# no switchport
QTECH (config-if-GigabitEthernet 0/1)# ip unreachables
QTECH (config-if-GigabitEthernet 0/1)# ip redirects
QTECH (config-if-GigabitEthernet 0/1)# ip mask-reply
MpoBepka BeinonHute komangy show ip interface, 4tobbl NpoBepUTL pesynbTar.
KOoHduUrypaumm
QTECH#show ip interface gigabitEthernet 0/1
GigabitEthernet 0/1
ICMP mask reply is: ON
Send ICMP redirect is: ON
Send ICMP unreachabled is: ON
’ QTECH | www.qtech.ru
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1.4.4 HacTpowka ckopocTu nepeaaym naketos ownd6ok ICMP
Pe3ynbTaTt KOHpUrypauum

HacTpolika ckopocTu nepegaym naketos owmnbok ICMP.
MpumevyaHusn

HepocTynHo

JTanbl KOHUrypaumm

HacTporka ckopocTM nepegavn Ans NakeToB HeOOCTYNnHOCTM HasHadvenust ICMP,
MHULMMpoBaHHbIX 6utom DF B IP-3aronoske

s OMNUMOHAJIBHO
¢ BbInonHuTe HacTpoKkKy B pexume rnobanbHOM KOHUrypaumn.

HacTpolika ckopocTn nepegaym gpyrmx naketos owmbok ICMP

s OMNUMNOHAJIBbHO
¢ BbInonHuTE HACTPONKY B pexume rnobanbHOM KOHUrypaumn.

MpoBepka KoHtUrypaumm
BbinonHute komaHgy show running-config, 4ytobbl npoBepuTh pesynbTarT.
CBs3aHHble KOMaHAbI

HacTporka ckopocTM nepegavn AN NakeToB HeOOCTYNHOCTM HasHadeHus ICMP,
MHULUMMpPoBaHHbIX buTtom DF B IP-3aronoske

KomaHpa ip icmp error-interval DF milliseconds [bucket-size]
OnucaHune milliseconds: Llnkn oOHOBNEeHMa KOHTEMHepa MapkepoB. [lManasoH
napameTpoB 3HavyeHun cocrtasnseT oT 0 go 2147483647, a 3HayeHWe NO YMOMYaHUIO

coctasnset 100 mc. Ecnu 3HaveHne paBHo 0, CKOPOCTb Nepedadn nakeTos
ownbok ICMP He orpaHu4yeHa.

bucket-size: KonnuyectBo mapkepoB, coAepXallMxCA B KOHTEMHepe Ans
MapkepoB. [Juana3oH 3HadeHun coctasnseT oT 1 go 200, a 3Ha4YeHune no
ymonyanuo — 10.

Pexum Pexum rnobansHom KoHurypaumn.

KOoHduUrypaumm

BcTpoeHHas OTa PyHKUMA OrpaHUYMBaET CKOPOCTb nepegayv naketoB owwmbok ICMP

noackaska ana npepotBpalwleHns DoS-atak ¢ NOMOLWbLIO anroputma KoHTenHepa
MapKepoB.

Ecnn IP-nakeT Heobxoammo parmeHTuMpoBaTb, HO 6ut DF B 3aronoBke
yCTaHOBIIEH Ha 1, yCTPONCTBO oTnpasnseT nakeT destination unreachable
ICMP (kog 4) Ha xocT uctoyHuka. ItoT kKog ICMP ucnonb3yetcs ans
obHapyxeHns MTU no nytu cnepoBaHusa. [lpy Hanuumm CRuMLIKOM
donblioro kKonuyectea pApyrnx naketoB owunbok ICMP  HeBO3MOXHO
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oTnpaBuTb nakeT destination unreachable ICMP (kog 4). B pesynbTate
npoucxoaut cbon yHKumm obHapyxeHna MTU no nytu cnepoBaHuA.
UToObl M3bexaTb aToM npobnembl, HEOOXOOUMO OrpaHuMYnTb CKOPOCTb
nepegaym naketoB destination unreachable n gpyrux ICMP-naketoB
OLNBOK COOTBETCTBEHHO.

PekomeHayeTcsa ycTaHOBUTL ANt npolecca 06HOBNEHMs Yncno kpaTHoe 10
mc. Ecnn gns npouecca o6HOBNEHUS yCTaHOBNEHO 3HaveHne 6onblie 0 n
mMeHbwe 10 mc, To hakTnyeckn Nnponcxoaut OOHOBNEHNE ANUTENBbHOCTLIO
10 mc. Hanpumep, ecnum yactota OOHOBMEHUS YCTaHOBfIEHA Ha OAHO
obHoBMeHne 3a 5 Mc, dakTmyeckasi Yyactota OOHOBMEHNA COCTaBnseT 2
obHoBneHunsa 3a 10 mc. Ecnn uukn obHoBNeHus He siBnsieTcsa KpaTHbIM 10
MC, TO (haKTM4YeCK/N BCTYNaOLWNA B CUIY LMK OOHOBMEHNS aBTOMaTUYECKN
npeobpasyeTcs B kpatHbii 10 mc. Hanpumep, ecnn 4actota o6HOBNEHMUS
ycTaHoBrieHa Ha 3 o6HoBneHust 3a 15 mMc, akTuyeckaa 4acrtoTta
obHoBMeHNA cocTaBnsieT 2 obHoBneHns 3a 10 mc.

HacTpolika ckopocTn nepegaym gpyrmx naketos owmbok ICMP

KomaHpaa

ip icmp error-interval milliseconds [bucket-size]

OnucaHue
napameTposB

milliseconds: Llukn o6GHOBRNEHMss KOHTEMHepa MapkepoB. [lMana3oH
3HayeHun: ot 0 go 2147483647, a 3Ha4yeHne no ymondaHmo — 100 (mc).
Ecnn 3HaveHne paBHO 0, ckopocTb nepenadnm naketoB owmnbok ICMP He
orpaHu4eHa.

bucket-size: KonnuyectBo mapkepoB, coOepXallMxCA B KOHTEMHepe Ans
MapkepoB. [luana3oH 3HaveHun coctasnsieT oT 1 go 200, a 3Ha4yeHne no
ymonyanuo — 10.

Pexum
KOHcuUrypaumm

Pexunm rmobanbHom KoHurypaumn.

BcTpoeHHas
noackaska

OTa PyHKUMA OrpaHUYMBaET CKOPOCTb nepegayu naketoB owwunbok ICMP
Aana npepotepaweHns DoS-atak ¢ NoMOLWb anropytmMa  KoHTenHepa
MapKepoB.

PekomeHgyeTcs ycTaHOBUTL A58 npouecca obHoBNeHnst yncno kpatHoe 10
mc. Ecnu gna npouecca o6HOBNEHUSA yCTaHOBMNEHO 3HadYeHne G6onblie 0 u
MeHbLie 10 Mc, TO hakTMYECKN NPOUCXOAUT OOHOBMEHNE ONUTENBbHOCTbLIO
10 mc. Hanpumep, ecnu 4actoTa OGHOBNEHWS yCTaHOBMEHa Ha OAHO
obHoBneHne 3a 5 mc, hakTudeckas 4Yactota OOHOBMEHUSI cocTaBnsieT 2
obHoeneHnsa 3a 10 mc. Ecnu uukn obHoOBNEHUs He sBnsieTcs KpaTHbiM 10
MC, TO (pbaKTM4YECKM BCTYNAKOLWNA B CUIY LMK OOHOBEHNS aBTOMaTUYECKM
npeobpasyeTcs B kpaTtHbii 10 mc. Hanpumep, ecnn yactota ob6HOBNEHMS
ycTaHoBneHa Ha 3 oOHoBneHus 3a 15 mc, dakTudeckas u4acTtoTa
obHoBMeHNA cocTaBnsieT 2 obHoBneHns 3a 10 mc.
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Mpumep KoHDUrypaumm

dranbl YcTaHoBUTE CKOPOCTb nepenaymn naketoB destination unreachable ICMP,
KOHdpurypaumum | Kotopble aktusmposanu 6ut DF B IP-3aronoske 4o 100 nakeToB B CEKyHAY,
a CKOpoCTb nepepayvn gpyrux naketoB owunbok ICMP go 10 naketoB B
CEeKyHay.
QTECH (config) # ip icmp error-interval DF 1000 100
QTECH (config) # ip icmp error-interval 1000 10
MpoBepka BbinonHuTte komangy show running-config, 4ytobbl npoBepuTh pesynbTarT.
KOHcpUrypaumm

QTECH#show running-config | include ip icmp error-interval
ip icmp error-interval 1000 10

ip icmp error-interval DF 1000 100

1.4.5 YcTtaHoBka IP MTU
Pe3ynbTat KOHdUrypaumm

Hactponte MTU naketa IP.

MpumeyaHunn
HepocTtynHo

ATanbl KOHUrypaumm

s (OMNMUMOHAJIBHO) Ecnn MTU IP B3anmocBsai3daHHbIX MHTEPEENCOB OTNNYaeTCst OT
YCTPOMUCTB B OAHOM (OMU3MYECKOM CcermeHTe ceTu, yctaHosute ana MTU IP
OAMHAKOBOE 3HAYEHME.

< BbInonHuTe HaCTPOKKy B pexume KoHdurypauum nHtepdenca L3.

lNMpoBepka KoHcUrypaumm

BeinonHute komaHay show ip interface, 4tobbl NpoBEPUTL pesynbTar.

CBA3aHHbIe KOMaHAbI
YctaHoBka IP MTU

KomaHpa ip mtu bytes

OnucaHue bytes: MTU IP-nakeTta. [lnana3oH 3Ha4yeHun ot 68 go 1500 6anr.
napameTpoB

Pexum Pexxum KoHdurypauumn nHtepdenica

KoHduUrypauumm
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BcTpoeHHas
noackaska

HepoctynHo

Mpumep KoHdUrypaumm

dTanbl YcraHoBute ana napametpa MTU IP wmHTepdenca GigabitEthernet 0/1
KOHcUrypaumm  3HavyeHue 512 6anrt.

QTECH#configure terminal

QTECH (config) #interface gigabitEthernet 0/1

QTECH (config-if-GigabitEthernet 0/1)# no switchport

QTECH (config-if-GigabitEthernet 0/1)#ip mtu 512
MpoBepka BeinonHute komangy show ip interface, 4tobbl NpoBepUTL pe3ynbTar.
KoHduUrypaumm

QTECH# show ip interface gigabitEthernet 0/1

IP interface MTU is: 512

1.4.6 YcTtaHoBka IP TTL
Pe3ynbTat KOHUrypaumm

MN3meHsieT 3HaYeH
MpumeyaHunsn
HepocTtynHo

ne TTL IP nHtepdenca.

Atanbl KOHdUrypaumm

X/
X4

X/
L X4

X/

BbinonHute Ha

OMNMUNOHAIBHO

CTPOWKY B pexnme KoHdurypaumm nHtepgenca L3.

MpoBepka kKoHdUrypaumm

BbinonHute komangy show run-config, 4tobbl npoBepuTh pesynbTarT.

CBA3aHHbIe KOMaHAbI

YctaHoBka IP TTL

KomaHpa ip ttl value

Onucanune value: 3HayeHne TTL. [JnanasoH 3Ha4yeHun ot 0 go 255.
napameTpos

Pexum Pexum rnobanbHomn KoHurypaumn.

KOHcpuUrypauum
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BcTpoeHHas HepoctynHo
noackKa3ka

Mpumep KoHdUrypaumm

7

ATanbl s YcrtaHosuTte TTL ogHoagpecHbix naketoB Ha 100.
KoHdurypaumm

QTECH#configure terminal
QTECH (config) #ip ttl 100

MpoBepka BeinonHute komangy show run-config, 4tobbl NpoBepuTh pesyrnbTarT.
KoHduUrypaumm

QTECH#show running-config
ip ttl 100

1.4.7 HacTpouka mappyTta ncrouHuka IP (Source routing)

PesynbTaT KOHhUrypauum

BkntoueHune nnu oTknoyveHne yHKUnMn MmapLupyTa nctovHmka IP (Source routing).
MpumeyaHun

HepocTtynHo

Atanbl KOHdUrypaumm

< o ymonyaHuto cbyHKUMA Source routing BKNOYeEHa.
J

¥ (ONMUMOHAINBHO) Komangy no ip source-route MOXHO WCMonb3oBaTb AN
OTKIMOYEHUS (DYHKUUN MapLupyTa UCTOYHMKKA IP.

X/

MpoBepka KoHtUrypaumm

BbinonHute komangy show run-config, 4tobbl npoBepuTh pesynbTarT.
CBs3aHHble KOMaHAbI

HacTtponka mapLipyTa nctodHuka IP

KomaHpa ip source-route

OnucaHue HepoctynHo

napameTposB

Pexum Pexxum rmobanbHomn KoHuUrypaumm.
KoHduUrypauumm
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BcTpoeHHas HepoctynHo
noackaska
Mpumep KoHdUrypaumm
dTanbl % BkrntoyvaeT oyHKUMIO MapLupyTa uctovHuka IP.
KoHdurypaumm
QTECH#configure terminal
QTECH (config) #no ip source-route
MpoBepka BeinonHute komangy show run-config, 4tobbl NpoBepuTh pesynbTarT.
KoHduUrypaumm
QTECH#show running-config
no ip source-route

1.5 KOHTpOsib COCTOAHUA

OTob6paxeHue

OnucaHue KomaHpa

OtobpaxaeTt IP-agpec | show ip interface [interface-typeinterface-number |
nHTepdenca. brief]

OTobpaxaeT Tabnmuy NepecbIsiKu.

show ip route [ address [ mask]]

OTtobpaxaeT cTaTUCTUKY Tabnuubl
NepecbISNKu.

show ip route summary

Otobpaxaetr  cratuctuky  |IP-
nakeToB.

show ip packet statistics [total | interface-name]
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2 HACTPOUKA ARP
2.1 O630p

B nokanbHom cetn (LAN) kaxxgoe ceteBoe ycTponcTso IP nmeet gBa agpeca:

1) nokanbHbin agpec (MAC-agpec). lNockonbKy noOKanbHbiA agpec COAEPXKUTCS B
3arorioBke Kagpa ypoBHS kaHana gaHHbix (DLL), ato agpec DLL. Tem He meHee, OH
obpabaTbiBaetca nogyposHem MAC B DLL n, Takum obpasom, 0bblMHO Ha3sbiBaeTCH
MAC-agpecom. Mac-agpeca npeactaBnsalT ceTeBble ycTpouctBa |IP B nokanbHbIX
ceTsX.

2) ceteBon agpec. CeTteBble agpeca B WMHTepHeTe npencrtaBnstoT cobon ceTeBble
ycTponcTsa IP, a Takke ykasblBaloT CETU, B KOTOPbIX HAX0OATCA YCTPOMCTBA.

B nokanbHon cetu gBa |P-ycTponctBa MOryT B3aMmMoencTBOBaTb OpPYr C APYrom
TONMbKO nocrne Toro, kak 6yayT m3yyeHbl 48-6utHble MAC-agpeca oboux yCTPOWCTB.
Mpouecc nonyyeHnss MAC-agpeca Ha ocHoBe |IP-agpeca HasbiBaeTtca ARP(address
resolution protocol). CyuwectByeT ABa Tuna NPOTOKOSIOB paspelleHns agpecos: 1)
MpoTtokon paspewenna agpecoB (ARP); 2) npospayHbin (proxy) ARP. ARP wu
npo3payHbiv (proxy) ARP onncaHbl cootBeTcTBeHHO B RFC 826 1 RFC 1027.

Mpotokon ARP ucnonbayetca ana npusaskn MAC-agpeca k IP-agpecy. Npu BBoage IP-
agpeca MOXHO y3HaTb cooTBeTcTBYOWMN MAC-agpec 4epes ARP. ocne nonyyeHuns
MAC-agpeca conoctaBneHne IP-MAC 0Oypet coxpaHeHo B kawe ARP ceteBoro
yctponcTea. C nomowbto MAC-agpeca IP-yCTpONCTBO MOXET MHKaNCynupoBaTb Kagpbl
DLL n otnpasnsaTte nx B nokaneHyt ceTb. o ymonyaHuio nakeTsl IP 1 ARP Ha ypoBHe
Ethernet nHkancynupytoTcs B nakeTbl Ethernet .

n POTOKOJIbl U CTAHAAPTDbI

s RFC 826: NpoTtokon paspeleHuns agpecos Ethernet
« RFC 1027: Ncnonb3oBaHue npotokonia ARP onga BHegpeHus Npo3payHbiX L30B8
noaceTmn

2.2 NMpumeHeHue

NMpumeHeHune OnucaHue

ARP B nokanbHou cetu Monb3oBaTtenb 3anoMunHaeT MAC-agpeca Apyrmx
nonb3oBaTenen B TOM xe cermeHTte cetn Yepe3 ARP.

[MpospayHasa nepepaya Ha | C  nomowbk  nposdpadHoro  (proxy)-npotokona  ARP
ocHoBe MpO3paYvHoro | nonb3oBarersib MOXeT HanpsiMyo CBA3bIBaATbLCA c
(proxy)-npoTtokosnia ARP nonb3oBaTensaMu B Apyron CeTu, He 3Hasl, YTO OH CyLleCcTBYyeT.

2.2.1 ARP B nokanbHou cetun
CueHapun
MpoTokon ARP TpebyeTca BO BCex nokanbHbIX ceTsx IPv4.
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X/

% [Monb3oBatento Heobxoammo y3Hate MAC-agpeca [pyrux nonb3oBaTenen c
nomouybto npotokona ARP, 4Tob6bl yCTaHOBUTL C HUMK CBA3b.

N3o6paxeHune 2-1

C:192.168.23.3/24 D:192.168.23.4/24 E:192.168.23.5/24

3ameTkun A - 3TO MapLupyTU3aTop.
B - kommyTaTop. OH OENCTBYET Kak LUM03.
C, D u E aBnstoTca xoctamu.

OnucaHue

< Bknounte npotokon ARP B nokanbHon cetn, 4tobbl peanu3oBaTb COMOCTaBNEHNE
IP-MAC.

2.2.2 NMpo3payHana nepega4vya Ha OCHOBe npo3payvHoro (proxy)-npotokona ARP

CueHapuu

BbinonHseTca npo3payvHas nepegada gaHHbix no cetam IPv4 LAN.

s Bknounte npospauHbii (proxy) ARP Ha mapuwpyTtmsatope, 4tobbl obecneunTtb
NPsSIMYI0 CBA3b MeXAY NOMb30BaTENAMMN B PA3fNYHbIX CErMEHTax CeTu.

N3obpaxeHne 2-2

A

GE 0d0:10.0.1.2124 GE O/ 10.0.2.2/24

S 3
B:10.0.1.1/24 C10.0.2 1/24

3ameTKu A — 310 MapwpyTusartop, coeguHaowmm ase LAN.

B 1 C saBnstoTcsa xocTamy B pasHbIX noaceTax. [Ans HAX He HAaCTPOEH LLM3 No
YMOMYaHMIo.

OnucaHue

X/

¢ Bkntounte npospayHbin (proxy) ARP Ha wno3e nogceTtu. MNocne HacTporKu LWnto3
MOXeT BbICTyNaTb B Ka4eCTBe MPO3payvyHOro (proxy)-cepeepa 4515 BKIOYEHNA XOCTa
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6e3 nHdopmaumm o mapipyte un anga nonyyvenHna MAC-agpecos |IP-nonb3oBaTenen
B APYrnx noaceTsx.

2.3 KnouyeBble 0COOEHHOCTU

O630p

PyHKUMA

OnucaHue

Cratunyeckum ARP

Monb3oBaTenun MOryT BpyYHyto yka3aTb conoctaBneHue IP-MAC, 4Tobbl
npegoTBpaTUTb pacrno3HaBaHMe YCTPOMCTBOM HeBepPHbIX 3anuncen ARP.

ATtpubytsl ARP

lMonb3oBatenu Moryt ykasatb Tanm-ayT 3anmcu ARP, Bpems u
WHTepBas NOBTOpHOW nepefaym 3anpoca ARP, a Takke MakcumarnbHOe
KONIM4YEeCTBO HepaspelleHHbIX 3anncen ARP.

Trusted ARP

Trusted npoTtokon ARP ucnonb3yetca ansa npeaoTBpalLeHNs NOAMEHbI
ARP.

Gratitous ARP Gratitous ARP wucnonb3yetca ans obHapyxeHus koHdnuktoB IP-
agpecoB UM paspelleHns nepudepunHbIM ycTponctBaMm OBHOBNATL
3anucu ARP.

[Mpo3payHblii [Mpo3payHbin (proxy)-cepBep oTBevaeT Ha 3anpocbl ARP oT apyrux

(proxy) ARP YCTPONCTB B pasHbIX NOLCETSX.

JlokanbHbIM Mpo3payHbin (proxy) otBeyaeT Ha 3anpockl ARP OT gpyrnx yCcTponcTts B

Npo3paYvHbIn TOW e MoaceTn.

(proxy) ARP

O6HapyxeHune O6HapyxeHne HegocTynHbix coceaHnx y3nos (NUD) ncnonbsyetcs ans

HagexHocTn ARP

TOro, 4tobbl y6eanTbca B TOM, YTO NpaBuIibHO BBeAEHbI 3anucn ARP.

P Guard Ha  MoxHo 3agatb konuyectBo IP-naketoB ans 3anycka cbpoca ARP,

ocHoBe ARP yTOObLI nNpepgoTBpatTUTL oOTnpaBky Ha UMM 6onbworo konudecTtsa
HEN3BeCTHbIX OAHOAAPECHbIX NMAKETOB.

[MpeobpasoBaHre | YCTPOMCTBO He nepedaeT LwWupokoBellatensHole 3anpocbl ARP B

3anpocoB ARP_B | 3anpocbl ayTteHTudwukaumm VLAN, 4ToGbl COKpaTUTb KONMMYECTBO

3anpochl LwnpokoseLaternbHbix 3anpocos ARP B ceTu.

ayTeHTudukaumm

VLAN

2.3.1 Ctatnueckun ARP

CtaTtuyeckume 3anmcn ARP MOryT ObiTb HACTPOEHbI BPYYHYHO UM Ha3Ha4YeHbl CEpBEPOM
ayteHTMdukaumn. [lMpuoputeT MMEKT HacTpoeHHble Bpy4dHyto. Crtatmyeckun ARP
MOXeT NpefoTBpaTUTb 00y4YeHne YCTPONCTBOM HEBEPHBIX 3anucen ARP.
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MpuHUKMN paboTbl

Ecnun HacTpoeHbl cTtaTuyeckne 3anucm ARP, yCTpOMCTBO He BbINOSIHAET aKTUBHOE
o6HoBneHue 3anucen ARP, 1 atn 3anncu ARP cyLLecTByOT NOCTOSIHHO.

Korga ycTponcTBo nepecbinaer naketbl ypoBHA 3, crtatudeckun MAC-agpec
WHKancynupyetcs B 3aronioBok Ethernet B kauectBe MAC-agpeca HasHayYeHus.

CBsA3aHHasa KoHdurypaums
BkntoyeHue ctatmndyeckoro ARP

BeinonHute komangy arp [vrf name] ip-address mac-address type B pexume
rnobanbHOM KOHurypaumm, 4tobbl HacTpouTb cTaTudeckne 3anucm ARP. Tlo
ymon4yaHuio ctatuyeckas 3anucb ARP He HacTpoeHa. [lonb3oBaTtenun Moryt cBsidaTb
ctatunyeckme 3annucu ARP ¢ otaenbHbiMn oobektamu VRF nnu rmobanbHbiM 00bekToM
VRF. Wukancynauma ARP noggepxuBaet Tonbko Tun Ethernet |l, koTopbin
npeactasneH ARPA.

2.3.2 ATpnoytbl ARP

Monb3oBaTtenu mMoryT ykasatb Tanm-ayT ARP, nHTepsan v Bpems NoBTOPHOW nepegaym
3anpoca ARP, a Takke MakcMmarbHOe KONMYeCTBO HepaspeLleHHbIX 3anucen ARP.

MpuHUMn paboTbl
Tanm-ayt ARP

Tanm-ayt ARP npumeHseTcsa TONbKO K ANHAMUYeCKn 0Oy4eHHbIM conocTaBreHnsam IP-
MAC. lNo ucteyeHmnn BpemeHun oxmnaaHusa 3anuncy ARP ycTponcTBo oTnpasnsieT naket
ogHoagpecHoro ARP-3anpoca, 4TOoGbI onpegoenutb, HaxoouTCA JM - KOHeEL
OAHOPAaHroBoOro ysna B onepatuBHOM pexume. Ecnn oH nonydaet otBeT ARP co
CTOPOHbI y3na, OH He yganseTt 9Ty 3anucb ARP. B npoTuBHOM criydae yCTpoOWCTBO
yaanuT gaHHyto 3anucb ARP.

Ecnn agna napametpa ARP timeout 3agaHO MeHbliee 3HadeHune, Tabnuua
conocTtaBneHus, xpaHsauwascs B kaw ARP, 6onee TouHa, HO ARP notpebnset 6onbLue
NPOMNYCKHOM CNOCOBHOCTM cCeTu.

WHTepBan n BpeMda NoBTOPHOM nepegayun 3anpoca ARP

YcTponcTBo nocnegoBatenbHO oTnpasngaeT 3anpockl ARP ans paspewenus IP-agpeca
Ha MAC-agpec. Yem Kopode wHTepBan MOBTOPHOM nepedadn, Tem ObicTpee
pa3spelueHne. Yem bGonblue pa3 BbINONHAETCSA NOBTOPHas nepenadya 3anpoca ARP, Tem
Gonblue BEPOATHOCTb YCMELLUHOro peLueHns n Tem bonblie 6yaet notpebnaTtb nonoca
nponyckaHna ARP.

MakcumarnbHoe KonmyecTBO HepaspelleHHbIX 3anucen ARP

B nokanbHon cetn atakm ARP wun ckaHupoBaHue MOryT npuBecTU K MNOSABMNEHUIO
Bonbloro konuyectBa HepaspeleHHblx 3anncen ARP, reHepupyembix wsnio3om. B
pesynbtarte wnio3 He MoxeT obydatbca MAC-agpecam nonb3oBaTtenen. Ytobbl
npegoTBpaTUTb TakMe artaku, Monb3oBaTenm MOryT HacTpPOUTb MaKCcMmarbHoe
KONU4eCcTBO HepaspeLleHHbIx 3anucen ARP.
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CBsA3aHHasa KoHdurypaums
HacTtponka Tanm-ayta ARP

3anyctute KomaHagy arp timeout seconds B pexume KOHdurypaumm uHTepdenca,
4yTOBbl HacTpouTb Tanm-ayT ARP. Mo ymonyaHuio Tanm-ayT coctaBnaet 3600 cekyHa.
Bbl MOXXeTe n3MeHuTb ero B 3aBUCMMOCTU OT CUTYaLMu.

HacTtponka nHtepsana n BpemeHu NoBTopHOM nepeaaydn 3anpoca ARP

< BbinonHute kKomaHgy arp retry interval seconds B pexume rnobanbHon
KOHUrypaumm, 4tobbl HAaCTPOUTb MHTEpBar NOBTOPHOW nepedadvn 3anpoca ARP.
MHTepBan no ymon4yaHuio coctaeBndeT 1 cekyHOy. Bbl moxeTte nM3MeHUTb ero B
3aBUCUMOCTN OT CUTyaLuMN.

s BbinonHute komaHagy arp retry times number B pexume rnobanbHoOn
KOH(purypaumm, 4tobbl HAacTpoUTb Bpemsi NOBTOpPHOW nepedayun 3anpoca ARP. Mo
YMOSI4aHUIO BpeMsi NMOBTOPHOW rnepefaynm paBHO 5. Bbl MoxeTe M3MeHUTb ero B
3aBMCUMOCTN OT CUTYyaLuMN.

HacTponka makcMmanbHOro Konnyectea HepaspelleHHbIx 3anucen ARP

BeinonHute komaHay arp unresolve number B pexume rnobansHoOn KOHUrypauum,
YTOObl HaCTPOUTb MaKCUManbHOE KOMMYECTBO HepaspelleHHbix 3anucen ARP.
3HayeHne O YMOMYaHMK — MakcumanbHoe konudectBo 3anucen ARP,
nogaepXuBaembiX YCTPOMCTBOM. Bbl MOXeTe W3MEeHUTb ero B 3aBUCUMOCTM OT
cUTyauumn.

2.3.3 Trusted ARP
MpuHUMn paboTbl

B kadectBe Tumna cneuuanbHblx 3anucern ARP B Tabnuuy ARP pgobasnstoTcsa
nosepeHHble 3anucn ARP ana npepotepawenmsa nogaenkn ARP. [loBepeHHble 3anucu
ARP MMelT xapakTepuUCTUKM Kak CTaTUYecKux, Tak U guHamudeckux sanmcen ARP, ¢
NPUOPUTETOM BbILLE, YEM Y AMHaMUYeckux 3anmcer ARP n HMXe, 4eM y cTaTU4ecKux
3anucen ARP. Trusted ARP nmeeT mexaHn3m yctapeBaHus, aHanornyHbIni MexaHnusmy
AnHamunyeckoro ARP. Korga 3anucbe ARP ycTtapeeT, yCTPOMCTBO aKTUBHO OTMpasnisieT
naket 3anpoca ARP, 4T06bI oOnpegenuTb, CyLlecTByeT JiM COOTBETCTBYHOLLMM
nonb3oBaTenb. Ecnn nonb3oBaTenb oOTnNpaBnseT OTBET, YCTPOWCTBO CYMTaEeT
nonb3oBaTenis akTMBHbIM UM obOHoBnsieT Tanmm-ayT ARP. B npotuBHOM cnyyae
yctponcTtBo yaanut 3anucb ARP. Trusted ARP nmeeT xapakTepuUCTUKM CTaTU4ECKOro
ARP, TO ecTb ycTponcTBO He 3anomuHaeT naketol ARP gns obHoBneHns MAC-agpeca
n ngeHTudukaTopa nHtepdenca B sanucn ARP.

Korga nonb3oBaTenb nepexoauT B onepaTuBHbIN pexmnm Ha knneHte GSN, cepsep
ayTeHTMduKaumm nony4vyaet HagexHoe conocraesneHue IP-MAC nonb3oBatens vepes
KOMMyTaTop AocTyna n gobasnsieT goBepeHHble 3annucy ARP B w3 nonb3oBaTens.
OTOT npouecc npospadvyeH Ans ceTeBOro agMuMHUCTpaTopa U He BNUSeT Ha paboTty
agMUHUCTpaTopa No YNpaBfeHUo CeTbIO.

Tak kak goBepeHHble 3anucn ARP noctynawT M3 MNOLMWHHBIX WMCTOYHUKOB U He
0BHOBNATCA, OHM MOryT 3chdeKkTUBHO NpeaoTBpatuTb nogaenky ARP, HaueneHHyro
Ha LMHo3.
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CBsa3aHHasA KoHcurypaums
BkntoyeHue trusted ARP

s 3anyctute komaHgy service trustedarp B pexume rnobanbHOM KOHUrypauuu,
4yTOObI BKNOUUTL trusted ARP. [laHHasa yHKUMS BbIKNIOYEHA MO YMONYaHUIo.

< BblinonHute komaHngy arp trusted user-vian vidl translated-vlan vid2 pgns
AOBEPEHHOr0 nonb3oBaTensa B pexume rnobanbHoOM KoHurypauun, 4ToObl
peanusoBatb nepeHanpasneHve VLAN. [laHHas yHKUMA BbIKNOYEHa Mo
ymon4yaHuo. Ecnu BupTyanbHas nokanbHas ceTb, KOTOPYH BbIABUHYN cepsep,
otnnyaetca ot VLAN B gosepeHHon 3anmcu ARP, nonb3oBatensam Heobxoanmo
BKNOYNTL nepeHanpasneHne VLAN.

s 3anyctute KomaHagy arp trusted aging B pexume rrnobanbHoOn KoHdUrypauum,
4yTobbI BKNIOUNTL ycTapeBaHue ARP. Mo ymonyaHuio gosepeHHble 3anucn ARP He
ycTapeBatorT.

s 3anyctute komaHgy arp trusted number B pexume rnobanbHOM KoHUrypaumu,
YTOOblI HACTPOUTb EMKOCTb AOBepeHHbIX 3anucen ARP. 3HayeHne no ymonyaHuio
paBHO nosfioBuHe obuwien emkoctn 3anucen ARP. Bbl MoOXeTe N3MEHUTb €ro B
3aBUCUMMOCTU OT CUTyaLuu.

2.3.4 Gratitous ARP

MpuHUMn paboTbl

MakeTbl gratitous ARP npegcrasnsatoT cobon ocobbin Tun naketoB ARP. B 6ecnnaTtHom
ARP-nakeTe IP-agpeca UCTOYHMKA U Ha3HayeHnsa aensaTca IP-agpecamm nokanbHOro
ycTtponctea. becnnatHole ARP-nakeTbl UMeIOT ABa Ha3HaYeHUs:

1. O6HapyxeHne  KoHdpnuktoB  IP-agpecoB. Ecnu  ycTpoucTBO  nonyyaet
6e3Bo3mes3gHbI nakeT n HaxoauT IP-agpec B nakeTe Tak Xe, Kak M ero
cobctBeHHbIN  |IP-agpec, oHO oTnpasnser oteeT ARP, 4t06bl YyBEOAOMUTH
O[HOpPaHroBbIN KoHeLl, 0 KoHnukTe IP-agpecos.

2. O6HoBneHne ARP. Tllpu wunsmeHeHun MAC-agpeca wuHTepcdpbenca yCTPOMUCTBO
oTnpaenseT gratitous ARP-nakeT aona yBeooMIEHUs OpPYrux YCTponctB 00
obHoBneHun 3anuncen ARP.

YctponctBo MoXeT nonydaTtb OecnnatHble ARP-naketol. [locne  nonydeHus
HenpoBepeHHoro  ARP-naketa YCTPOWNCTBO npoBepsieT, cywiectsyetr v
cooTBeTCTBYlOWas AnHamuyeckas 3anmcb ARP. Ecnn pa, yctpouctBo obGHoBnsieT
3anucb ARP Ha ocHoBe nHopmaumn, cogepxawenca B 6e3so3mesgHom nakete ARP.

CBA3aHHasa KoHdurypaums
BkrnitoueHue gratitous ARP

3anyctute komaHgy arp gratuitous-send interval seconds [number] B pexume
KOH(purypaumm uHtepdenca, 4tobbl BknounTb gratitous ARP. Mo ymonyanuio aTta
YHKUMA OTKNIOYeHa B MHTepdencax. OBbIYHO 3Ty PYHKLUMIO HEOOXOANMO BKIHOYNTE B
WHTepdgence wWnN3a, 4YTodbl nepuogudeckn obHoBnATe MAC-agpec wnw3a Ha
YCTPOMCTBAX C HUCXOASLLMM KaHarnoMm, 4YTo npegoTepallaeT noagerky wosa apyrumm
nonb3oBaTenisiMun.
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2.3.5 MNpo3pauHbin (proxy) ARP
MpuHUMN paboTbl

YCTPONCTBO, BKIOYEHHOE C MOMOLLBLI0 Npo3payHoro (proxy)-npoTtokosia ARP, moxeTt
NomMoYb XOCTy 6e3 nHdopmaumm o mapwpyTte nonyunts MAC-agpeca nonb3oBaTenen
IP B gpyrux noacetax. Hanpumep, ecnu ycTpomcTso, nonydatouwee 3arnpoc ARP,
HaxoguT ucxogHbin IP-agpec B gpyrom cermeHTe cetu oT IP-agpeca HasHavyeHus u
3HaeT MaplpyT OO ajpeca HasHayeHus, ycTpoucTtBo otnpasnsgetr oteeT ARP,
cogepxawmn coberBeHHbln MAC-agpec Ethernet. BoT kak paboTaeT npospaudHbliii
(proxy) ARP.

CBsa3aHHasA KoHcurypaums
BkntoueHune npospayHoro (proxy) ARP

% 3anyctute KomMaHay ip proxy-arp B pexume KoHdurypauumn nHtepdenca, 4Tobbl
BKMIOYNTL Npo3payHbin (proxy) ARP.
% [aHHas yHKUMS BbIKITIOYEHa Mo yMOMYaHuio.

2.3.6 JlokanbHbIN Npo3pa4Hbin (proxy) ARP
MpuHUMn paboTbl

MpoTtokon ARP nokanbHOro npo3payHoro (proxy)-cepsepa O3HavaeT, YTO YCTPOMCTBO
BbICTYNaeT B KQ4eCTBE Npo3payHoro (proxy)-cepsepa B fiokanbHon cetn VLAN (obwwen
cetn VLAN unu nogcetn VLAN).

Mocne BkntodeHna npotokonia ARP  nokanbHOro npo3payHoro (proxy)-cepBepa
YCTPOMCTBO MOXeT MoMo4b nonb3oBatensam nonyunts MAC-agpeca agpyrux
nonib3oBaTerien B TOW e noaceTun. Hanpumep, ecnu Ha yCTPONCTBE BKITOYEHA 3alumTa
NnopToB, NOMb30BaTENW, NOAKITOYEHHbIE K Ppa3HbIM NOpTaM, U30SIMPYIOTCS Ha YPOBHE 2.
Mocne BkntodeHnss npotokoria ARP nokanbHOro npo3payHoro (proxy)-cepBepa
YyCTPOMCTBO, nony4atowiee 3anpoc ARP, BbICTynaeT B Ka4yecTBe Npo3payHoro (proxy)-
cepepa ansa otnpaBknm oTBeta ARP, copepxawero coberBeHHbin MAC-agpec
Ethernet. B aTom cnyyae pasHble nonb3oBaTenn B3auMoOAenCcTBYOT ApYyr C APYroM Mo
MapwpyTtam ypoBHsa 3. BoT kak pabotaet npotokon ARP nokanbHOro npo3payvyHoro
(proxy)-cepsepa.

CBsA3aHHasa KoHdurypaums
BkntoueHue npotokona ARP nokanbHOro npo3spadHoro (proxy)-cepsepa

% 3anyctute KomaHay local-proxy-ar B pexume KoHurypauumn nHtepdenca, 4tobsl
BKIMOUYUTb NokanbHbIi ARP npo3payHoro (proxy).

« [aHHas pyHKUNA BbIKNKOYEHA NO YMONYaHUIO.

s OTa «KoMaHga nogaepXKmBaeTcsl TONMbKO Ha BUPTyanbHbIX  WMHTepdencax
kommyTtatopa (SVI).

2.3.7 O6HapyxeHune HapexHoctn ARP
MpuHUMN paboTbl

Komanpga arp trust-monitor enable mncnonbayetca ana Bknwo4veHUs nogmeHsl ARP-
agpecos, 4YTOObl NpeaoTBpaTUTL NonagaHMe n3bbITOYHbIX HEHYXHbIX 3anucen ARP B
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pecypcbl ycTtpoucTtBa. [locne BknoYeHUs obHapyxeHus posepeHHocTn ARP  Ha
NHTepence ypoBHA 3 YCTPOMUCTBO NOSyYaeT OT 3TOro MHTepdenca naketol 3anpocos
ARP:

Ecnn cooTBeTCTBYIOLWLAA 3anNUCb He CYLLECTBYET, YCTPOMUCTBO CO3AaeT ANHAMUYECKYHO
3anucb ARP u BbinonHseT NUD yepes 1 - 5 cekyHa. To eCTb, YCTPOMUCTBO HadnHaeT
BbINOSIHATL yCTapeBaHWe HegaBHO BblydeHHbIX 3anucen ARP  u  oTnpasnser
opgHoaapecHbl 3anpoc ARP. Ecnn ycTponcteo nonyyaeT naket obHoBneHus ARP ot
O[IHOPaHroBOro yaria B Te4YeHMe CpoKa YyCTapeBaHWs, OHO COXpaHdeT 3anucb. B
NPOTMBHOM Cny4yae 3anucb byaeT yaaneHa.

Ecnun cootBeTcTBytowas 3annucs ARP cyuwectsyet, NUD He BbinonHsieTcs.

Ecnmn MAC-agpec B cyuwectBywouwen 3anmcu auHammdeckoro ARP  o6GHOBIEH,
yCTpOMCTBO Takxke BblinonHaeT NUD.

Mockonbky aTa byHKUMs fobaBnseT CTporyto npouenypy nogTBepXaeHusa B npouecc
0by4deHna ARP, oHa BnnseT Ha acbdekTMBHOCTL 06ydeHnsa ARP.

Mocne otkntoyeHns aton yHkumm NUD He Tpebyetca ana obyyeHus n obHOBreHus
3anucen ARP.

CBsa3aHHaA KOHcurypaums
BkntoueHune obHapyxeHusa trusted ARP

3anyctute KomaHay arp trust-monitor enable B pexunme koHuUrypaumm nHtepdgenca,
4YTOObI BKNIOUNTL 0OHapyxeHne aoepeHHocTM ARP. [laHHas pyHKUMSA BbIKOYEHA MO
YMOMYaHuIO.

2.3.8 IP Guard Ha ocHoBe ARP
MpuHUMn paboTbl

Mpyn nonyyeHun HepaspelleHHbIX |IP-nakeToB KOMMyTaTOp HE MOXET nepecbiiaTb UX
yepe3 obopygoBaHme W, crnegoBaTeNnbHO, AOMKEH oTnpaBuTb WX Ha UM agna
pa3spelueHns agpecos. [Npu oTnpaBke 60MbLIOrO KONMYecTBa Takux naketoB Ha LI
npoueccop OyaeT neperpyxeH, YTo NOBMAUSET Ha apyrne cnyxobl KOMMyTaTopa.

Mocne Bkno4veHus 3awmtbl IP Ha ocHoBe ARP kKommyTaTop, Nosiyvatrowmi nakeThbl
3anpoca ARP, nogcuntbiBaeT KONMYECTBO NAKeToB, B KOTOpbIX |IP-agpec HasHayeHus
nonagaetr B 9Ty 3anmcb ARP. Ecnu 3TO 4yucno paBHO HACTPOEHHOMY 4uchy,
KOMMyTaToOp YyCTaHaBnMBaeT 3anncb 00 YCTPOMWCTBE B annapaTtHoOM obecneyeHuwu,
yTOOLI 06OpPYAOBaHNE HE nepedano naketbl ¢ 3Tum IP-agpecom HasHadeHusa Ha L.
Mo 3aBepLIeHUN paspelLeHnst agpeca KOMMyTaTop NpogosmkaeT nepecoinaTb NakeTbl C
3TuUM IP-agpecom HasHayeHus.

CBsAsaHHasa KoHdurypaums
Bkntovenuve 3awmntel IP-agpecoB Ha ocHoBe ARP

< BbinonHute komaHay arp anti-ip-attack B pexume rnobanbHon KoHdurypaumm,
4yTObbI HAaCTPpOUTL KOoNu4ecTBo |IP-nakeToB Ans 3anycka copoca ARP.

% [lo ymonyaHuio koMmyTaTop OTOpackiBaeT cooTBeTCTBYlOWYO 3anmcb ARP nocne
NOMy4YeHNsa Tpex HEU3BECTHbIX OAHOAAPECHbIX MaKeTOB, COAEPXAaLUMX OAMH WU TOT
Xe |IP-agpec HasHa4yeHus:.

. QTECH | www.qtech.ru

MWP [OCTYMNHEE



PykoBoAcTBO nonb3oBatens
2. Hactpomnka ARP 41

2.3.9 MNpeobpasoBaHue 3anpocoB ARP B 3anpocbl ayTeHTudmnkaumm VLAN

MpuHUMN paboTbl

B pexume ayteHTUdwuKaumm wro3a Bce nogacetu B Super VLAN no ymonyaHuio
asnaTca VLAN ayteHTudukauuun. lNonb3oBaTtenn B cetn ayteHTudukaumm VLAN
OOSDKHBI NMPOUTU ayTeHTUdUKaumo ana gocryna Kk cetu. locne ayteHTudukauum Ha
YCTPOUCTBE coO3paeTca cratuyeckaa 3anucbe ARP. [loatomy npu pgoctyne K
ayTeHTUPULMPOBAHHOMY MOSb30BaTEN YCTPOUCTBY HE HYXXHO OTNPaBNATb 3arpockl
ARP B VLAN ayteHTU(pukaumn. Ecnn yCcTpOMCTBO MNbITaeTCA MOMNyyYuTb OOCTYN K
nonb3oateniaMm B VLAN C MCKNIOYEeHUeM ayTeHTUpUKaumumn, emy Hy>XHO OTNpaBnATb
3anpocbl ARP Tonbko B VLAN ¢ ucknioyeHmem ayteHTudukaumm.

B pexume ayteHTUdmKaumm wnos3a 3ata QYHKUMS BKIlOYEHA Ha YCTPOMCTBE MO
ymonyaHuio. Ecnun yctponcty TpebyeTcs 4OCTYM K NOMb30BaTENSAM C UCKITIOYEHUSIMU B
ceTn ayteHTudukaummn VLAN, oTknoumTte aTy yHKUMIO.

CBsA3aHHasa KoHdurypaums
MpeobpasoBaHue 3anpocoB ARP B 3anpockl ayteHTudunkaumm VLAN

% 3anyctute komaHgy arp suppress-auth-vlan-req B pexume KoHurypaumm
NHTepdenca, YTobbl He oTnpaBnATb 3anpockl ARP B ceTn ayteHTudpumkauymm VLAN.
s [aHHas yHKUMS BKNIOYEHA N0 YMONYaHUIO.

2.4 HacTtpouka

Hactpowka OnucaHue u KoMmaHAaa
Brntouerme A\ (OMNUMOHAINBHO) MWcnonbayeTcss ANS  BKOYEHUS  CTaTUYECKON
cratudeckoro ARP npuesiakn IP-MAC.

arp Bknitovaet ctatudeckun ARP.
HacTpoiika A\ TMonbsosatenn moryT ykasaTb Taim-ayT ARP, uHTepsan v Bpems
aTpubytos ARP MOBTOPHOW nepegaun 3anpoca ARP, a Takke MakcumanbHoe

KONMYECTBO HepaspeLleHHbIX 3anmcen ARP.

arp timeout HacTtpausaet Tanm-ayt ARP.

arp retry interval HacTtpauBaet NHTepBan
NMOBTOPHOW nepegayn 3anpoca
ARP.

arp unresolve HacTtpausaet MakcumarbHoe

3anucen ARP.

BknroyeHue trusted

ARP A\ (ONUMOHATIBHO) UcnonbayeTcs aAns 3awmThl oT noaaenku ARP.

KOJIn4eCTBO Hepa3peLleHHbIX
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arp trusted user-vilan Bkritovaet nepeHanpasreHve
VLAN npwm pobasneHunn
aoBepeHHou 3anncn ARP.
arp trusted aging BkntoveHve AOBEPEHHOro
yctapeBaHma ARP.
arp trusted HacTtponka €MKOCTHU

AoBepeHHbIX 3anucen ARP.

Brntoyerve /b (OMNUMOHANBHO) Ucnonbayetcs ans obHapyxeHUs KOHnuKToB |P-
becnpobnemHoro agpecoB W NO3BOMSeT MepudepuiiHbIM - YCTpoiicTBaM OBHOBRATHL
ARP 3anucy ARP.

arp gratuitous-send interval BkntouvaerT gratitous ARP.
BkrioyeHune

npo3payHoro (proxy)
ARP

/b (OMUMOHAINBHO) Wcnonb3yeTcd AnNS  BbIMOMHEHUS  DYHKLMUM
npo3pa4vyHoro (proxy)-cepBepa ans ortBeTa Ha 3anpocbl ARP ot
YCTPOWCTB B PasnYHbIX MOACETSIX.

ip proxy-arp BkniovaeT npospayHbin  (proxy)
ARP.
Bknioyenune /b (OMUMOHAINBHO) Wcnonb3ayeTca AnS  BLIMOMHEHUS  DYHKLMUM
npotokona ARP npo3payvHoro (proxy)-cepBepa ans oreeTa Ha 3anpocbl ARP ot gpyrux
JNoKanbHOro YCTPOWCTB B TOM e NnoaceTw.

npo3payvyHoro (proxy)-

cepBepa

BkntoyeHue rioKanbHoOro
npo3payHoro (proxy) ARP.

local-proxy-arp

BknoyeHve
oOHapyXeHuda
noBepeHHocTn ARP

/. (OMUMOHANBHO) Wcnonb3yetcas ANs OAHOAAPECHOW pPacChIMKM
naketoB ARP-3anpocoB, 4Tobbl ybeanTbCa B TOM, YTO MNPaBUMIBHO
BBeOeHbl 3anmcn ARP.

BknitovaeTt
HagexHocTn ARP.

arp trusted-monitor enable obHapyxeHue

BknroyeHue 3awmThl
IP-agpecoB Ha

/b (OMUMOHAINBHO) Wcnonbsyetca Ana npenoTBpalleHUs OTnpaBku
©onbloro konudectea IP-naketoB Ha LIIT.

ocHose ARP
arp anti-ip-attack Hactpovika  konunyectBa  IP-

nakeToB pnnsa 3anycka cbpoca
ARP.

[peobpasoBaHve A\ (OMUMOHANBHO) Wcnonb3yetca Ans Toro, ytobbl He OTNPaBnsATb

3anpocos ARP B 3anpocsl ARP B cetvt ayteHTudmkaumm VLAN.

3anpochl

ayTeHTMduKaumm arp suppress-auth-vlan-req MpeobpasoBaHue 3anpocoB ARP
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VLAN B 3anpocbl ayTeHTudukaumm

VLAN.

2.4.1 BknodyeHue ctatnyeckoro ARP
Pe3ynbTat KOHdUrypaumum

Monb3oBaTtenu MOryT BPYYHY YyKasaTtb conoctaBneHue IP-MAC, u4tobbl
npegoTBpaTUTb pacno3HaBaHWe YCTPONCTBOM HeEBEpPHbIX 3anucen ARP.

MpumeyaHusn

Mocne HacTpounku ctaTtudeckon 3anucm ARP kommyTaTop ypoBHA 3 3anoMuHaeT
dumsmyeckmnn nopt, cootBetcTBytoWwMn MAC-agpecy B crtatudeckon 3anucu ARP,
npexae Yem BbINONHATL MapLIPyTU3aLUUNI0 YPOBHS 3.

ATanbl KOHUrypaumm
HacTtponka ctatuyecknx sanncen ARP

>

+» OnumnoHanbHo.

» MoXHO HacTpouTb cTatmnyeckyto 3anucbe ARP gna npmeaskm IP-agpeca yctponcTtea
Bocxoaswero notoka k ero MAC-agpecy, 4tobbl npegotspatuTs nameHeHme MAC-
agpeca, Bbi3aBaHHOe aTakamu ARP.

% Hactponka ctatudeckux 3anncen ARP B pexunme rnobanbHoOn KoHUrypaumu.

L)

DS

MpoBepka koOHUrypaumm

BbinonHute komaHay show running-config, 4tobbl npoBepuTb pesynbtar. Unu
3anyctute show arp static, 4T0OGbI NpPoBepwUTb, co3gaHa nun Tabnuua Kawa
ctaTtudeckoro ARP.

CBA3aHHble KOMaHAbI
HacTtponka ctatuyeckmnx 3anncen ARP

KomaHpa arp [vrf name | oob] ip-address mac-address type
OnucaHwue vrf name: YkasbiBaeT ob6bekt VRF. [NMapameTp name ykasbiBaeT unms
napameTpoB obbekta VRF.

oob: HactpamnBaet ctatmnyeckyto 3anucb ARP gnst nopta ynpasneHus.

KOTOPbI UMEET YeTbIPEXTOYEYHbIN AECATUYHBIN dopMmaT.
mac-address: YkasbiBaeT agpec DLL, coctosawmin ns 48 6ur.

KIMlo4eBOE CI10BO arpa.

Pexum Pexxum rmobanbHom KoHurypauum
KoHduUrypauumm

ip-address: YkasbiBaeT IP-agpec, conoctaBneHHoln ¢ MAC-agpecom,

type: YkasbiBaeT Tvn wuHkancynauum ARP. Ona uHTepdgenca Ethernet
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BcTpoeHHas

noackKaska IP-agpeca B Tabnuue kawa ARP.

anHammyeckmnx 3anncen ARP.

KommyTaTopa 3anpaiumsaeT 48-6utHboin MAC-agpec Ha ocHoBe 32-6MTHOro

MockonbKy  GOMBLUMHCTBO  XOCTOB  MOAAEPXKMBAKOT  OUMHAMMUYECKOE
paspeweHne ARP, o06blMHO cTaTuMyeckoe conoctaBrieHne ARP  He
HacTpoeHo. Wcnonb3ynte komaHay clear arp-cache pans ypaneHus

Mpumep KoHdUrypaumm

CueHapun Tononoruto cetn cm. N3obpaxeHune 2-1.

dtanbl

KkoHcurypauum agpec A c MAC-agpecom.

QTECH (config) #arp 192.168.23.1 00D0.F822.334B arpa

HacTtponte ctatndeckyto 3annce ARP Ha B, 4Tobbl cTatuyeckn ceasathb IP-

MpoBepka

KoHdurypaumm | 3anmcb ARP.

QTECH (config) #show arp static

Protocol Address Age (min) Hardware
Interface
Internet 192.168.23.1 <static> 00DO0.F822.334B arpa

1 static arp entries exist.

3anyctute komaHgy show arp static, 4Tobbl 0TOBpa3nTbL CTaTUYECKYH

Type

TUNUYHbIE OLIUOKK

X/
L X4

HesepHbii MAC-agpec B ctatudeckom ARP.

2.4.2 Hactpouka atpubytos ARP

Pe3ynbTaT KOHpUrypauumm

Monb3oBatenu MoryT ykasaTtb TanMm-ayT ARP, nHTepsan n sBpeMsa NoBTOPHOW nepenaym
3anpoca ARP, a Takke MakcMmanbHOe KONMYeCTBO HepaspelleHHbIX 3anucen ARP.

ATanbl KOHUrypaumm

Hactpovika Tanm-ayta ARP

X/
°e

X/
°

X/
°

OnuwvoHanbHo.

B noKansHomn cetn, ecnu nosrib3oBaTtesb yacTo nepexogunt B
onepaTuBHbLIN/aBTOHOMHbBIN  PEXUM, PEKOMEHOYEeTCA YCTaHOBUTbL Marioe Bpemsi
oxuganuna ARP onsa yoaneHus Hegonyctumblx 3anmcen ARP Kak MOXHO ckopee.
HacTtponte Tanm-ayt ARP B pexume KoHUrypauum nHtepgenca.

HacTtpownka nHtepBana n BpeMeHn noBTopHOM nepeaayun 3anpoca ARP

X/
°

X/
°

OnumoHarnbHo.

Ecnun ceTteBble pecypcbl HeOOCTaTOYHbI, PEKOMEHAYETCS YCTaHOBUTb MHTepBan
noBTOpHOW nepepayn 3anpoca ARP 6Gonbwunm, a Bpems MNOBTOPHOW nepenaudv
MarnbIM, YTOBbl CHU3UTL NOTPebieHne NPoNyCKHOM CNOCOBHOCTU CETW.
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« HacTtpounte wnHTepBan n Bpemsi NoBTOpHOW nepepaym 3anpoca ARP B pexume

rno®anbHOM KOHUrypaumn.
HacTtponka makcMmanbHOro Konnyectea HepaspelleHHbIx 3anucen ARP

< Ecnun

«» OnumoHanbHo.
ceTeBbIX
MakcuMarnbHOE€ KONMMYEeCTBO HepaspelleHHblX 3anucenn ARP,

PECYpCOB  HEeAOCTaTO4YHO,  pPEeKOMeHAyeTCs  YCTaHOBUTb

YTOObl CHU3UTb

noTpebneHne Nonockl NPonycKaHWsi CeTw.

s HacTtponte makcumanbHoe KONM4ecTBO HepaspelleHHbIX 3anucen ARP B pexnme

rno®anbHOM KOHUrypaumn.

lNMpoBepka KoHcUrypaumm

3anyctute
NHTepgencos.

komaHgy show arp

timeout ana oTtobpaxeHns TanMMm-ayTa BCexX

BbinonHute komaHgy show running-config, 4Tobbl 0TO6pa3nTb MHTEpPBan u Bpems

NOBTOPHOMN

nepenaiu

3anpoca ARP, a Takke MakcMmanbHOe KOfM4ecTBO

Hepas3pelleHHbIx 3anucen ARP.

CBA3aHHble KOMaHAbI

HacTtpovika Tanm-ayta ARP

KomaHpa arp timeout seconds

OnucaHwue seconds: YkasblBaeT BpeMs OXugaHusi B CeKyHOax B guanasoHe oT 0 go
napameTpoB 2147483. 3HayeHune no ymonyaxuio: 3 600.

Pexum Pexum kKoHdurypaumm nHtepdgenca

KOHcuUrypaumm

BcTpoeHHas Tanm-ayt ARP npumeHsieTca TOMbKO K AWHAMUYECKNM OBYYEHHbIM
noackaska conoctaenerHunam IP-MAC. Ecnn gna napametpa ARP timeout 3agaHo

MeHbLUee 3HayeHue, Tabnmua conocTaBreHus, XpaHswasca B kaw ARP,
bonee TOo4Ha, HO ARP noTtpebnser 6Gonblie NPOMyCKHOW CrocOBHOCTU
ceTn. Ecnun He ykasaHO MHoe, He HacTpavBanTe Tanm-ayT ARP.

HacTtponka nHtepsana n BpemeHn NnoBTopHOM nepeayun 3anpoca ARP

KomaHpa arp retry interval seconds

OnucaHue seconds: YkasblBaeT uHTepBan MoBTOpPHOW nepegayn 3anpoca ARP B
napameTpoB cekyHaax B gnanasoHe ot 1 ao 3600. 3Ha4yeHne No ymonyaHuio: 1.

Pexum Pexum rnobanbHomn KoHurypaumm

KOHcpuUrypauum
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BcTpoeHHas
noackaska

Ecnu yctponcteo 4yacto otnpasnset 3anpocbl ARP, 4yto Bnusert Ha
NPOVN3BOANTENBHOCTL CETWM, MOXHO YCTaHOBUTb 6onee ANUTENbHLIN
WHTepBan noOBTOpPHOM nepefayn 3anpoca ARP. Y6egutecb, 4TO 3TOT
WHTepBan He npeBbiwaeT Tanm-ayT ARP.

HacTporka MmakcumMansHOro KonnyecTesa HepaspelleHHbIx 3anncen ARP

KomaHpa arp unresolve number

OnucaHue number: Yka3biBaeT MakCMMarnbHOE KONMMYEeCTBO HepaspeLleHHbIX 3anncen
napameTpoB ARP B gnanasoHe ot 1 go 8192. 3HayeHue no ymonyanuio: 8 192.

Pexum Pexunm rmobanbHon KoHurypaumm

KOHcpUrypaumm

BcTpoeHHas Ecnrm B Tabnuue «kawa ARP cyuwectByeT 0o05blloe KONMYECTBO
noackaska HepaspeLleHHbIX 3anucen, KoTopble Yepe3 HEKOTOPOe BpeMsi OCTalTCs B

Tabnuue, pekoMmeHayeTCca MCnonb3oBaTh 3Ty KOMaHAy Ansi OrpaHUYeHus
Konn4yecTBa HepaspelleHHbIX 3annucen ARP.

Mpumep KoHdUrypaumm

CueHapuu Tononoruo cetn cMm. N3obpaxeHue 2-1.
dTtansbl % YcraHoBuTe Bpema oxugaHms ARP Ha 60 cekyHg Ha nopte
KOHdUrypaumm GigabitEthernet 0/1.
% YcTaHOoBUTE WHTepBan nOBTOpPHOWM nepefayn 3anpoca ARP Ha 3
CEKyHL.
% YcTaHoBUTE BpeMd NOBTOPHOWN nepefayun 3anpoca ARP paBHbIM 4.
% YcTaHOBUTE MaKCMMaribHOE KOJSIMYECTBO HepaspeLleHHbIX 3anucemn
ARP paBHbiM 4096.
QOTECH (config) #interface gigabitEthernet 0/1
QOTECH (config-if-GigabitEthernet 0/1) #arp timeout 60
QTECH (config-if-GigabitEthernet 0/1)#exit
QTECH (config) #arp retry interval 3
QTECH (config) #arp retry times 4
QTECH (config) #arp unresolve 4096
MpoBepka « 3anyctute komaHgy show arp timeout, ytobbl oTOOpasnTL TanmayT
KOHduUrypaumm UHTepenca.
+ BbinonHute komaHgy show running-config, 4tobbl OTO6pPa3UTL
WHTepBan u BpemMs MNOBTOpHOW nepepadn 3arnpoca ARP, a Takke
MakcuMarbHOe KONMYeCcTBO HepaspelleHHbIX 3anucen ARP.
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QTECH#show arp timeout

Interface arp timeout (sec)
GigabitEthernet 0/1 60
GigabitEthernet 0/2 3600
GigabitEthernet 0/4 3600
GigabitEthernet 0/5 3600
GigabitEthernet 0/7 3600

VLAN 100 3600

VLAN 111 3600

Mgmt O 3600

QTECH (config) # show running-config
arp unresolve 4096
arp retry times 4

arp retry interval 3

2.4.3 BkntoyeHue trusted ARP
PesynbTaT KOHhUrypauum

LLnto3 3awmieH ot nogaenkm ARP.
MpumeyaHunn

HepocTynHo

ATanbl KOHUrypaumm

®,

% YT106bI passepHyTb peweHne GSN, BkntounTe trusted ARP.

X/

% UT06bI pa3BepHyTb peweHne GSN, BkniounTte trusted ARP.

®,

% BkntounTte trusted ARP B pexxume rnobanbHoOn KOHpurypaumn.

X/

X/

NMpoBepka KoHcUrypaumm
3anyctute komaHay show arp trusted, 4Tobbl 0TOOpPa3nTbL goBepeHHble 3anncu ARP.

BbinonHute komaHay show running, 4To6bI NPOBEPUTb, BCTYNUT N B CuUMy
KOH(purypaums.

CBsizaHHble KOMaHAbI
BkntoyeHue trusted ARP

KomaHpa service trustedarp
OnucaHue HepoctynHo
napameTpoB
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Pexum Pexnm rnobanbHOn KoHurypaumm

KOHcpuUrypaumm

BcTtpoeHHas Trusted npotokon ARP — 310 yHKuna noameHol ARP. B coctaBe
noackaska peweHuns GSN Heobxoanmo ncnonb3oBaThb trusted npotokon ARP.

BkntoveHune nepe

HanpasneHus VLAN npu gobasneHnn gosepeHHon 3anmcun ARP

KomaHpa arp trusted user-vlan vidl translated-vlan vid2

OnucaHue vidl: YkasbiBaeT ngeHtndukatop VLAN, HAaCTpOEHHbIN Ha cepBepe.
napameTpos vid2: YkasbiBaeT ngeHtugukatop nepeHanpasneHHoro VLAN.

Pexum Pexum rnobansHon KoHpurypaumm

KoHduUrypaumm

BcTtpoeHHas OTa KOMaHOa [eWCTBYyeT TOSMIbKO Mocre BKNKYEHUs [OOBEPEHHOro
noackaska npoTtokona ARP. 3Ta komaHga MoOXeT ObiTb HacTpoeHa TONbKO B TOM

cnyyae, ecnv BuUpTyarnbHas fokanbHasa ceTb, KOTOPY cepBep BblABUHYI,
OT/NIMYaeTCsa OT BUPTyasribHOW fokanbHOM ceTn B foBepeHHon 3anucn ARP.

OTobpaxxeHne aoBepeHHbIX 3anmcen ARP

KomaHpa show arp trusted [ip [mask]]

OnucaHwue ip: YkasbiBaeT |P-agpec. OtobGpaxatotcsa 3anmcu ARP ykasaHHoro |P-

napameTposB agpeca. Ecnu ykasaHo kntoyeBoe croBo trusted, oTobpaxalTcs TOSbKO
AoBepeHHble 3anucn ARP. B npotmBHOM cnyyae oTtobpaxkakTcs 3anucu
HeposepeHHoro ARP.
mask: OTtobpaxatotcsa 3anucn ARP B IP-nogcetn. Ecnn ykasaHo knoveBoe
cnoBo trusted, otobpaxarTca TonbKO AoBepeHHble 3anucu ARP. B
NPOTUBHOM criydae otobpaxatotcsa 3anucu HegosepeHHoro ARP.

Pexum MpuBnnernpoBaHHbIn EXEC pexum

KOHcuUrypauum

BcTtpoeHHas HepoctynHo

noackaska

YnaneHue gosep

eHHbIX 3anucen ARP

KomaHpa

clear arp trusted [ip [mask]]
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OnucaHue ip: YkasbiBaeT |IP-agpec. OtobGpaxatotcs 3anmcu ARP ykasaHHoro [P-

napameTposB agpeca. Ecnu ykasaHo kntouyeBoe croBo trusted, oTobpaxkatoTcs TONbKO
AoBepeHHble 3anucn ARP. B npoTtmBHOM crnyyae oTobpaxarTcs 3anucu
HegoBepeHHoro ARP.
mask: OTobpaxatotcs 3anucu ARP B IP-nogcetun. Ecnu ykasaHo kniovesoe
cnoBo trusted, oTobpaxalTca Tonbko AoBepeHHble 3anucu ARP. B
NPOTMBHOM crnyyae oTobpaxatoTcsa 3anmcn HegosepeHHoro ARP.

Pexum MpuBnnernpoBaHHbIn EXEC pexum

KOHcpuUrypaumum

BcTpoeHHas Mocne BbINONMHEHMA KomaHAabl clear arp trusted gna ypaneHua Bcex

noackaska AoBepeHHbIX 3anncern ARP Ha kommyTatope nosib3oBaTeniv MOryT He

noJiyunTb AOCTYN K CEeTU.

PekomeHayeTca wucnonb3oBaTb komaHgy clear arp trusted ip gns

yoaneHunsa ykasaHHou goBepeHHon 3anucu ARP.

BkntouyeHune gose

peHHoro yctapeBaHus ARP

KomaHpa arp trusted aging

OnucaHue HepoctynHo

napameTposB

Pexum Pexum rnobanbHon KoHpurypaumm

KoHduUrypaumm

BcTpoeHHas [Mocne HacTpouku 9TOM KOMaHAbl AoBepeHHble 3anucu ARP HauuHaoT
noackaska ycTapeBaTb, C BpPEMEHEM YCTapeBaHWUsA, TakMM e, Kak U BpeMms

AnHamuyeckoro ycrapesaHna ARP. [1ns HacTponkn BpeMeHu ycTapeBaHusa
MOXHO 3anyCcTUTb KOMaHZy arp timeout B pexume KOHurypaumm
WHTepenca.

HacTtponka emkocTn foBepeHHbix 3anucen ARP

KomaHpa arp trusted number

OnucaHue number: MnHumansHoe 3HadveHue paBHo 10. MakcumanbHoe Yncno — aTo

napameTposB €MKOCTb, nogaepxuBaemasa yctponctsoMm, muHyc 1024. o ymonyanuio
MakcuMarnbHOe KONMM4ecTBO AoBepeHHbIX 3anucent ARP paBHO nonosuHe
obuwen emkoctn 3anmcen ARP.

Pexum MpuBunermposaHHbin EXEC pexum
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KOHcpuUrypaumm

BcTtpoeHHas UTtobbl 3Ta KOMaHAa cTana AOCTynHa, cHadvana BknouuTe trusted ARP.
noackaska [oBepeHHble 3anucu ARP 1 pgpyrme 3annucu COBMECTHO WCMONb3YHOT

onepaTuBHyto namaTtb. Ecnn gosepeHHble 3anncu ARP 3aHMMalOT MHOro
MecTa, MOXeT He ocTaTbCA MecTa Aand gumHamundeckmx 3anucen ARP.
3apante konndectBo 3anucen ARP B cooTBeTCTBUM C (pakTUYECKUM
TpeboBaHneM. He 3agaBante CnnKOM 6oMbLIOE 3HAYEHME.

Mpumep KoHDUrypaumm

CueHapun Tononoruto cetn cm. N3obpaxeHune 2-1.

X/
X4

L)

BkntouuTe trusted ARP.

Bkntounte nepenanpasneHue VLAN.

Bkniounte goBepeHHoe yctapeBaHue ARP.

YCcTaHOBUTE MaKCuMMaribHOEe KONM4ecTBO [oBepeHHbix 3anucen ARP
paBHbIM 1024.

dTanbl
KOoHduUrypaumm

7
X4

)

X/
X4

L)

7
X4

)

QTECH (config) #service trustedarp

QTECH (config) #arp trusted user-vlan 2-9 translated-vlan 10
QTECH (config) #arp trusted aging

QTECH (config) #arp trusted 1024

R/

MpoBepka < BbinonHute «komaHgy show running-config, 4TOGbLI NpOBEPUTD,
KOHcpuUrypauum AENCTBYIOT NN KOHUrypauum.

QTECH (config) # show running-config

service trustedarp

arp trusted user-vlan 2-9 translated-vlan 10
arp trusted aging

arp trusted 1024

TUNUYHbIEe OWUOKK

X/

« Ecnn trusted ARP oTknto4yeH, 3TO nNpuMBOAUT K HEBO3MOXXHOCTU Ha3Ha4YeHus
3anucen ARP.

2.4.4 BknroyeHue gratitous ARP

PesynbTat KOHdUrypauum

WHTepdenc nepnoguyecku otnpasnseT Henepegasaemble nakeTbl ARP.
AT1anbl KOHUrypauum

¢ OnunoHanbHo.

’ QTECH | www.qtech.ru

MWP OOCTYNHEE



PykoBoAcTBO nonb3oBatens
2. Hactpomnka ARP

51

« Korga KOMMYTATOp BbICTYNaeT B KadYecTBe LWJI3a, BKIHOYUTE B VIHTep(*)eVIce

gratitous ARP, 4tobbl Apyrve nonb3oBaTenM He MOIMNM Yy3HaTb HenpaBWUISTbHbLIN
MAC-agpec wro3a B criydae nogmeHbl ARP.

X/

< Bknouute gratitous ARP B pexxmume KoHurypaumm nHtepdenca.

MpoBepka koHUrypaumm

3anyctute komaHgy show running-config interface <name>, 4TO0GbLI NpoBEPUTD,
YCMNELLHO N1 BbINOSIHEHA KOHUrypaLums.

CBfizaHHble KOMaHAbI

BkntoyeHue gratitous ARP

KomaHpga arp gratuitous-send interval seconds [number]

OnucaHue seconds: YkasblBaeT uHTepBan ans otnpasku 6ecnnatHoix ARP-3anpocos.

napameTpoB EaovHvua namepenus - cekyHabl. [inanasoH 3HadeHun ot 1 go 3 600.
number: YkasblBaeT KONMMYECTBO OTNpaBrfieHHbIX 6GecnnaTtHbix ARP-
3anpocoB. 3HayeHue no ymonyanuto: 1. [lnanasoH 3HaveHnn ot 1 go 100.

Pexum Pexum KoHdurypaumm nHtepgenca

KOHcpUrypaumm

BcTpoeHHas Ecnu ceTeBon nHTepdenc ycTponcTBa BbICTyNaeT B KA4YeCTBe LW3a ans

nopckaska nocreaywmx YCTPONCTB, HO YCTPOWMCTBO, PacMoOSIOKEHHOE HUXe Mo

NOTOKY, NpeTeHAyeT Ha pofb LWSK3a, BKIIYUTE B UHTepdence gratitous
ARP, 4T06bI YCTPONCTBO 06BSBMIO CeOS1 HACTOSALLUM LLISTHO30M.

Mpumep KoHDUrypaumm

CueHapun Tononoruto cetn cm. N3obpaxeHune 2-1.
ATanbl HactponTte uHTepdenc GigabitEthernet 0/0 Ha oTtnpasky gratitous ARP-
KOHdUrypaumm | naketa Kaxgble 5 CEKyHA.
QTECH (config-if-GigabitEthernet 0/0)#arp gratuitous-send interval
5
lNMpoBepka BeinonHute komaHgy show running-config interface, 4TobbLl NpoBepuTb
KOHcUrypaumm  pesynbTar.
QTECH#sh running-config interface gigabitEthernet 0/0
Building configuration...
Current configuration 127 bytes
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!
interface GigabitEthernet 0/0
duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp gratuitous-send interval 5

2.4.5 BknroyeHue npo3payvHoro (proxy) ARP

Pe3ynbTaTt KOHpUrypauum

YCTpOWCTBO BbICTYNaeT B KayecTBe Mpo3padHoro (proxy)-cepsepa Ans oTBeTa Ha
naketTbl ARP-3anpocoB oT gpyrux nons3oBaTtenen.

MpumeyaHun

Mo ymonyaHuto npotokon ARP npo3spayHbIn (proxy) OTKIHOYEH.

Atanbl KOHUrypaumm

*
L X4

X/
L X4

X/
L X4

OnuwnoHanbHo.

Ecnun nonb3oBatento 6e3 nHgopmaumm o mapwpyte Heobxogumo nonyynte MAC-
agpeca |IP-nonb3oBatenen B Opyrux noaceTtsix, BkAwuute npotokon ARP
npospadHoro (proxy)-cepBepa Ha YyCTpoWcTBe, 4TOObl YCTPOMCTBO MOrMO
BbIMOMHATL PONb NPO3pavyHOro (proxy)-cepsepa Anga otnpasku oteeTtoB ARP.
BkntounTe npospayHbin (proxy) ARP B pexume KoHurypaumm nHtepgenca.

lNMpoBepka KoHcUrypaumm

3anyctute komaHay show ip interface <name>, 4ToObl NPOBEPUTL pe3ynbTar.

CBA3aHHbIe KOMaHAbI

BkntoyeHue npospayHoro (proxy) ARP

KomaHpga ip proxy-arp

OnucaHue HepocTtynHo

napameTposB

Pexum Pexxum KoHurypaumm nHtepdgenca
KoHduUrypauumm

BcTtpoeHHas HepoctynHo

noackaska

Mpumep KoHDUrypaumm

CueHapuu Tononoruto cetn cMm. N3obpaxeHue 2-1.
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dranbl BkntounTe npospayHbin (proxy) ARP Ha nopte GigabitEthernet 0/0 .
KOHcUrypaumm

QTECH (config-if-GigabitEthernet 0/0) #ip proxy-arp
MpoBepka BeinonHute komangy show ip interface, 4tobbl NpoBepUTL pe3ynbTar.
KOHcpuUrypaumm

QTECH#show ip interface gigabitEthernet 0/0
GigabitEthernet 0/0

IP interface state is: DOWN
IP interface type is: BROADCAST
IP interface MTU is: 1500

IP address is:

No address configured
IP address negotiate is: OFF
Forward direct-broadcast is: OFF

ICMP mask reply is: ON

Send ICMP redirect is:
Send

DHCP

ON
ICMP unreachable is: ON
relay is: OFF
ON

0.0.0.0

Fast switch is:

Help address is:

Proxy ARP is: ON

ARP packet input number:

Request packet : 0
Reply packet : 0
Unknown packet : 0

TTL invalid packet number:

ICMP packet input number:

0

0
0

Echo request : 0
Echo reply 0
Unreachable 0
Source gquench 0
Routing redirect 0

2.4.6 BknroyeHue npotokorna ARP nokanbHoro npospa4Horo (proxy)-cepBepa
PesynbTat KOHdUrypauum

YCTPONCTBO BbLICTYNAeT B KadecTBe MNPO3padyHoOro (proxy)-cepsepa Ansi OTBeTa Ha
nakeTbl ARP-3anpocoB oT gpyrnx nosib3oBaTtenemn B TON e NoaceTu.
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MpumeyaHunsn
MpoTokon ARP nokanbHOro Npo3payHoro (proxy) noaaep>xmBaeTca Tonbko B SVI.
ATanbl KOHUrypaumm

+» OnumnoHanbHo.

< Ecnu nonb3oBaTtenb, BKITOYEHHbIV C 3aLMTON NOPTOB, JOIMKEH YCTAHOBUTL CBSA3b C
nonb3oBatenamm B cetu VLAN, Bknwouute Ha yctpouctse npotokon ARP
NoKanbHOro NPo3paYHoro (proxy)-cepsepa.

s Bkmounte nokanbHbin ARP npospayHbin  (proxy) B pexume KOHurypaumm
NHTEepgenca.

lNMpoBepka KoHdUrypaumm

3anyctute komaHay show run interface <name>, 4ToGblI NPOBEPUTL pe3ynbTar.

CBA3aHHble KOMaHAbI

BkntoueHune npotokona ARP nokanbHOro npo3padHoro (proxy)-cepsepa

KomaHpa local-proxy-arp

OnucaHune HepocTtynHo

napameTpos

Pexum Pexum KoHurypaumm nHtepdgenca
KoHduUrypaumm

BcTtpoeHHas HepoctynHo

nopckaska

Mpumep KoHDUrypaumm

CueHapun Tononoruto cetn cm. N3obpaxeHune 2-1.

ATanbl Bkntounte npotokonn ARP nokanbHOro npospaqdHoro (proxy)-cepBepa Ha
KoHdurypauumm  nHtepdence VLAN 1.

QTECH (config-1if-VLAN 1)#local-proxy-arp

lNMpoBepka BeinonHuTte komangy show ip interface, 4tobbl NpoBepUTL pe3ynbTar.
KOHcpuUrypauum

QTECH#show running-config interface vlan 1

Building configuration...

Current configuration : 53 bytes
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interface VLAN 1
ip address 192.168.1.2 255.255.255.0

local-proxy-arp

2.4.7 BknrovyeHue obHapyxeHusa nosepeHHoctn ARP
Pe3ynbTat KOHdUrypaumum

BkntoyaeTt obHapyxeHue gosepeHHocTn ARP. Ecnn ycTponcTBO, nony4vatowiee naket
3anpoca ARP, He HaxoauT COOTBETCTBYIOLLYIO 3anncb, OHO BbinonHaeT NUD. Ecnu
MAC-agpec B cyllecTByoLlen anHammyeckon 3anucm ARP 0OGHOBREH, yCTPONCTBO
HemeaneHHo BbinonHsaeT NUD gna npepoTepalleHuns atak ARP.

MpumeyaHunn

Mockonbky aTa byHKUMs gobaBnseT CTporyto npouenypy nogTBepXaeHusa B npouecc
0by4deHna ARP, oHa BnnseT Ha acbdekTMBHOCTb 06ydeHnsa ARP.

ATanbl KOHdUrypaumm

+» OnuuoHanbHo.

s Ecnu Tpebyetcs oby4deHne 3anncam ARP, BknounTe Ha yCTpoUCTBE OBHapyXeHue
nosepeHHocT ARP. Ecnu ycTtpounctBy, nonyyatowemy naket 3anpoca ARP, He
yaaeTca HaWTM COOTBETCTBYHOLLYK 3anucb, HeobxogumMo OTNpaBuTb NakeT
ogHoagpecHoro 3anpoca ARP, 4TobGbl NpoBepuTb, CyLecTBYeT S OAHOPAHrOBbIV
KOHeuYHbIn y3en. Ecnu pga, yctponctBo 3anomuHaeTt 3anuce ARP. B npotuBHOM
cnyyae ycTpoucTBo He 3anomuHaet 3anucb ARP. Ecnn MAC-agpec B 3anncu ARP
N3MEHSeTCs, YCTPOUCTBO HemegneHHo BbinonHUT NUD ans npegoTteBpalleHus
nopgaenkun ARP.

s Bkniounte o6HapyxeHne pgoBepeHHocTM ARP B pexume  KoHGwurypauuu
UHTepgenca.

MpoBepka kKoHdUrypaumm

3anyctnute komaHgy show running-config interface <name>, 4tobbl NpoBepuUTb
pesynbTart.

CBA3aHHbIe KOMaHAbI
BkntoyeHune obHapyxeHnsa gosepeHHocTn ARP

KomaHpa arp trust-monitor enable
OnucaHue HepoctynHo

napameTpos

Pexum Pexum koHdurypaumm nHtepdenca
KOHcpuUrypauum
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BcTpoeHHas © Bxnouute aTy dyHKumo. Ecnn cootBeTcTByoWwas 3anvicb ARP cywiecTByeT u
noackaska MAC-agpec He obHOBNsSIeTCA, YCTPOUCTBO He BbinonHseT NUD.

© Bknouute aty dyHkumo. Ecnn MAC-agpec cyuwecTBylowen ANHaMUYECKON
3anucm ARP o6HOBNEH, yCTPOMCTBO HEMeAneHHO BbinonHaeT NUD.

© Tlocne oTknoYeHUss 3TOM YHKLMKM YCTPOMCTBO He BbinonHseT NUD pgns
06yyeHnsa nnm obHoBneHus 3anucen ARP.

Mpumep KoHdUrypaumm

CueHapuun Tononoruto cetn cm. N3obpaxeHune 2-1.

Aranbl Bkniounte obHapyxenne posepeHHocTn ARP Ha nopte GigabitEthernet
KoHcurypauum  0/0.

QTECH (config-if-GigabitEthernet 0/0) #arp trust-monitor enable

MpoBepka 3anyctute komaHgy show running-config interface, 4Tobbl NpoBepuTb
KoHdurypauumm  pesynbrar.

QTECH#show running-config interface gigabitEthernet 0/0

Building configuration...

Current configuration : 184 bytes
!

interface GigabitEthernet 0/0
duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp trust-monitor enable

2.4.8 BknroyeHue 3awuTbl IP-agpecoB Ha ocHoBe ARP
Pe3ynbTaTt KOHpUrypaumum

Korga npoueccop nonyvaeT yka3aHHOE KONMMYeCcTBO MakeToB, B KoTopbix IP-agpec
nony4atena nonagaet B 3anucb ARP, Bce nakeTtbl ¢ 3Tum IP-agpecom HasHadeHus He
O6yayT oTnpaBneHbl Ha LI Bnocneacteum.

MpumeyaHusn
HepocTynHo

AT1anbl KOHUrypauum
¢ OnunoHanbHo.
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 [o yMOIn4aHMo, Korga Ha L|||-| OoTnpaB/ATCA TPU HEU3BECTHbIX OAHOAAPECHbIX

nakeTa, ycTaHaBnmMBaeTcs 3anucb o copoce. Nonb3oBaTtenn MoryT BbIMOMHUTL 3Ty
KOMaHgy, 4ToObl HACTPOUTb KONMMYECTBO MaKeToB AndA 3anycka cbpoca ARP B
3aBUCMMOCTN OT ceTeBOM cpedbl. [lonb3oBaTenu Takke MOryT OTKIHUUTL 3Ty

dyHKLNIO.

X/

¢ Hactpowte IP-3awmnty Ha ocHoBe ARP B pexnme rnobanbHon koHdurypaumm.

MpoBepka kKoOHUrypaumm

BbinonHuTe komaHgy show run, 4tobbl NPOBEPUTL pe3ynbTar.

CBsizaHHble KOMaHAabI

Bkntoyenuve 3awmtel IP-agpecoB Ha ocHoBe ARP

KomaHpa arp anti-ip-attack num
OnucaHwue num: YkasbiBaeT konuyectBo IP-naketoB ans 3anycka cbpoca ARP.
napameTpoB [vanasoH 3HavyeHun ot 0 go 100.
0 ykasblBaeT Ha T0, 4TO IP-3awmta Ha ocHoBe ARP oTkntoyeHa. 3HadyeHune
no ymosn4yaHuio: 3.
Pexum Pexum KoHurypaumm nHtepdgenca
KoHduUrypaumm
BcTpoeHHas © Ecnu annapaTtHbIX pecypcoB AOCTATOYHO, BbIMOMHUTE KOMaHZy arp anti-ip-
noackaska attack num, 4tobbl ycTaHOBUTL KOonu4ecTBo |IP-nakeTtoB gnga 3anycka cbpoca

ARP Ha Hebonblioe 3HaveHne. Ecnn annapaTHbIX pecypcoB HELOCTaTOYHO,
BbINONHUTE KOMaHay arp anti-ip-attack num, 4tobbl 3agaTb 6Gonblioe
konuyectBo |P-naketoB gns 3anycka cbpoca ARP, wnn oTknwounte aTy

YHKUMIO.

Mpumep KoHDUrypaumm

CueHapun Tononoruto cetn cm. N3obpaxeHune 2-1.
Jrtanbl Bkntounte 3awmty IP Ha ocHoBe ARP Ha B.
KOH(*WIrypaLIMVI QTECH (config) #arp anti-ip-attack 10
MNMpoBepka BbinonHute komaHay show running-config, 4tobbl NnpoBepuTh pesynbTar.
KoHduUrypauumm
QTECH#show running-config
Building configuration...
Current configuration 53 bytes
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arp anti-ip-attack 10

2.4.9 MNpeobpasoBaHue 3anpocoB ARP B 3anpocbl ayTeHTudmnkaumm VLAN
PesynbTaT KOHbUrypauum

YcTponcTBo He oTnpaBndeT nakeTbl 3anpoca ARP B ceTu ayteHTudukauyum VLAN.
MpumeyaHusn

OT1a byHKUMS nogaepXmBaeTcst TonbKo Ha SVI.

ATanbl KOHUrypaumm

+»» OnuuoHanbHo.

< B pexume ayTeHTU(MKaumm Lwno3a YCTPOMCTBO MO YMOSYaHUIO He oTnpasndeT
naketbl 3anpoca ARP B cetn ayteHtudmkaumm VLAN. Ecnmn yctpounctey
HeobxoaumMo oTnpaBuTb nakeTbl 3anpoca ARP B cetn ayteHtudpumkauum VLAN,
BbINOSIHUTE KOMaHAy NO arp suppress-auth-vlan-req, 4ToObl OTKMAYUTL 3Ty

OYHKLUMIO.

< BbInonHuTe 3Ty HACTPOKKY B pexume KOHUrypaumm nHtepgenca.
MpoBepka KoHcUrypaumm

3anyctute komaHay show run interface <name>, 4ToGblI NPOBEPUTL pe3ynbTar.
CBs3aHHble KOMaHAbI

MpeobpasoBaHue 3anpocoB ARP B 3anpockl ayteHTudukaumm VLAN

KomaHpa arp suppress-auth-vian-req
OnucaHue HepocTtynHo

napameTposB

Pexum Pexum kKoHdurypaumm nHtepdgenca
KOHcuUrypaumm

BcTpoeHHas HepoctynHo

nopckaska

Mpumep KoHduUrypaumm

CueHapun Tononoruto cetn cMm. M3obpaxeHune 2-1.

dTanbl Otkntounte mnHTepdenc VLAN 2 oT nepepaum 3anpocoB ARP B ceTu
KoHdurypaumm | ayteHTupunkaumm VLAN.

QTECH (config-if-VLAN 2)#no arp suppress-auth-vlan-req
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MpoBepka
KOHcpuUrypaumm

3anyctnte komaHgy show running-config interface <name>, 4TOGbI
NpoBepUTb pe3ynbTar.

Current configuration

QTECH#show running-config interface vlan 2

Building configuration...

53 bytes

interface VLAN 2
ip address 192.168.1.2 255.255.255.0

no arp suppress-auth-vlan-req

2.5 KOHTpOnb coCTOAHUA

OuucTtka

A\ BbinonHeHve komaHg clear

MOXET npmBeCctTn K nNnoTtepe BaXKHOW I/IHCbOpMaLI,VII/I

cnepfoBaTenibHO, NpepbIBaHNIO paboThl Cryxo.

OnucaHue KomaHpa
Oumwaetr pguHamudeckue | clear arp-cache
ARP-3anncu. B pexume

ayTeHTU(UKaumMm  Wwnrosa

ANHaMuyeckue 3anucu

ARP B ceTax

ayteHTudukaumm VLAN He
oyuLalTCA.

OToGpaxeHue

OnucaHue

KomaHaa

OtobpaxaeTt Tabnuuy ARP

show arp [detail] [ interface-type interface-number | [vrf vrf-

B nogpobHoM Buae. name] [ip [mask] | mac-address | static | complete |
incomplete ]

OtobpaxaeT Tabnuyy show ip arp [ vrf vrf-name |

ARP.

OTtobpaxaeTt Tabnuuy | show arp [detail] trusted [ip [mask]]

nosepeHHoro ARP.

OTtobpaxaeT CUETUYUK

show arp counter
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3anucen ARP.

OtobpaxaeTt TanmayT
ANHaAMMNYECKNX 3anvcen
ARP.

show arp timeout

OTtnapgka

A\ CuctemHble pecypcbl 3aHSITbl MPU  BbIBOAE OTNaAO0YHON  MHpopMaLmK.
OTKIOUNUTE OTNAA0YHbIA KOMMYTATOP Cpa3y Nocre UCNonb3oBaHus.

MoaTtomy,

OnucaHue

KomaHaa

OTnaxuBaeT OTNpaBky Wu
nonydenue naketos ARP.

debug arp

OTnaxuBaeT cos3gaHve W
yoaneHnue 3anucen ARP.

debug arp event
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3 HACTPOMKA IPV6
3.1 0630p

Mo mepe GbiCTporo pasBuTUA VIHTEpHETa M McYepnaHua agpecHoro NpocTpaHCcTBa
IPv4, orpaHundeHnsa IPv4 ctaHoBATCS Bce Oonee ovyeBugHbiMWU. B HacTosllee Bpems
NPOBE4EHO MHOXECTBO WCCMEeAOBaHMM W NPaKTUK MO  WHTEPHET-NPOTOKOMY
cnegywowero nokoneHus (IPng). Pabouyas rpynna IPng B cocTtaBe rpynnbl
paspaboTumkoB no npoektupoBaHuto MiHtepHeTa (IETF) paspabotana npoTtokon IPng ¢
nmeHem IP Bepcun 6 (IPv6), kotopbin onmucan B RFC 2460.

OcHOBHbIe hyHKLUMU
Bonblie agpecHoe NpocTpaHCTBO

Mo cpaBHeHuo ¢ 32-6uTHbIM agpecom IPv4 gnuHa agpeca IPv6 yBennumaeTtca Oo
128 6uT. Takum 06pa3om, aapecHoe NPOCTPaHCTBO MMeeT okono 228 anpecos. IPv6
NCNomnb3yeT MepapXMYECKUA PEXMM pacnpeneneHns agpecoB ANs  NoAOEPXKKM
Ha3Ha4YeHUs agpecoB HECKOSbKMX MOACETEN M3 OCHOBHOM ceTn HTepHeT B nmoaceTtb
NMHTpaceTn.

YnpouweHHbIn dhopmaT 3arofioBka nakeTa

lMockonbKy MpUHUMN MNPOEKTUPOBaHUSA 3arosioBka naketa |IPv6 3aknioyaetca B
MUHUMU3aALUMN  U3LOepXKeK 3arofioBka MakeTa, HEKOTOpble HeKNYeBble MNoNs U
AONOMHUTENbHbIE NOMA yOAnaTCs U3 3arofloBka NakeTa B pacCLUMPEHHbIN 3arosioBOK
naketa. Noatomy, xoTa anuHa IPv6-agpeca B YyeTblpe pasa npesblwaeT anuHy IPv4-
agpeca, 3aronoBok naketa |IPv6 Bcero BaBoe 6Gonblwe 3aronoBka naketa |Pv4.
3aronoBok naketa IPv6 genaet nepecbiniky Ha ycTpoucTBax 6onee apekTUBHOMN.
Hanpumep, npu OTCYTCTBMM KOHTPOSIbHOM CYyMMbI B 3arosfioBke naketa IPv6 yctponctsy
IPv6 He HyxHO obpabaTbiBaTtb (pparMeHTbl ((pparmMeHTaums BbIMOMHSAETCSA
NHULMATOPOM).

A hekTrBHasA nepapxmyeckas agpecaums n CTpykTypa MapLupyTusaumm

IPv6 ucnonb3yeT MexaHU3M KOHBEpreHuum u onpenensdetr rmbkyto mepapxmyeckyro
agpecaumio U CTPYKTYpy MapupyTtu3aumn. Heckonbko ceTe Ha OOHOM YpOBHE
npegcraBneHsl B BUAE eOMHOro CeTeBOro npedukca Ha BOCXo4sWeM YyCTPOUCTBE, YTO
3HaA4YNTENbHO COKpallaeT KOMMYEeCTBO 3anvcen maplipyTusauum, obcnyxuBaemblx
YCTPOMCTBOM, a TaKKe HaknagHble pacxofdbl Ha MapLipyTusauuio U  XpaHeHue
yCTponcTtBaa.

MpocToTta ynpaesnexus: Plug and Play (PnP)

MpoTtokon |IPv6 npepoctaBnsieT QYHKUMM aBTOMATMYECKOro OBHapyXeHus u
aBTOMATUYECKOM HACTPOMKU AN YyNpoLieHMs ynpaBneHns u obCcnyXuBaHusi ceTeBbIX
y3noB. Hanpumep, obHapyxeHue cocegen (ND), obHapyxeHne MTU, obbaBneHus
mapwpyTtusatopa (RA), 3anpocbl mapwpytmsatopa (RS) u  TexHonoruu
aBTOMaTU4eCKOW HaCTPOWMKW MNpefocTaBnAlT conyTcTeyowme yenyrm gnsa PnP. B
yacTHocTu, IPv6 npegnaraet ABa Tuna aBTOMaTUYECKOM HaCTPOWMKWU: aBTOHACTpOMKa C
COXpaHEeHMEM COCTOSHUS W aBTOHAcTponka 0e3 coxpaHeHusi coctosiHuda. B IPv4
NPOTOKON AUHaMMYeckon koHdurypauumn xocta (DHCP) BbinonHAET aBTOMaTUYECKYHO
HacTpouKy |IP-agpeca xocTta M CBsi3aHHbIX C HUM NapameTpoB. IPv6 Hacnepyet aTy
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cnyxby aBTOMaTtuMyeckom HacTponku u3 IPv4 n HasblBaeT ee aBTOHaCTPOMKOM C
otcnexmBaHnem coctosHua (cm. DHCPv6G). Kpome Toro, IPv6 Takke npegnaraet
yCnyry aBTomaTuyecKkon HacTponkm 6e3 coxpaHeHust cocTosHuS. [pn aBToMaTU4eckon
HacTponke 6e3 COXpaHeHWsi COCTOSIHUSI XOCT aBTOMaTtuMyecKu Nony4vaeT JoKarnbHbIN
agpec kaHana, npeduKC agpeca JloKanbHOro yYCTPOMCTBA M Apyrune CBsi3aHHble
KOHoUrypaumu.

Be3onacHocTb

B kayecTtBe gononHuTenbHOro npotokona pacwupenuns IPv4 npotokon IPSec (Internet
Protocol Security) siBnsieTcsa 4actbto npoTokona IPv6 ans obecneyeHus 6e3onacHOCTU
naketoB |IPv6. B HacToswee Bpema npotokon IPv6 cogepxut gBa MexaHusma:
3aronoBok ayTeHTudukaumm (AH) 1 nHkancynupoBaHHas nonesHas Harpyska CUcTeMmbl
B6esonacHoctn (ESP). 3aronosok ayTteHTU(pmkaumm obecnedmBaeT LENOCTHOCTb
OaHHBIX W ayTeHTUUUUPYeT WUCTOYHMKM nakeTtoB [P, 4Tobbl rapaHTMpoBaTb, 4TO
nakeTbl MNPOUCXOOAT OT Yy3roB, OnpefesieHHbIX agpecaMmy UCToyvHuKa. ESP
obecneynBaeT WNdpoBaHME AaHHbIX ANA peanusaunm CKBO3HOIo LWNpoBaHUS.

YnyJyweHHasa nogaepxka QoS

HoBoe none B 3aronoBke naketa |Pv6 onpegenser cnocob® waeHTMdUKaumMm wu
obpaboTkn notokoB AaHHbIX. [None Flow Label B 3aronoske naketa IPv6 ncnonb3yetca
Ans  ayTeHTuduMKauum noTtoka pJaHHbIX. Mcnonb3ysa ato none, IPv6 nossonseT
nonb3oBatenaMm npegnarate TpeboBaHUA K KayecTBY CBSA3W. YCTPOWMCTBO MOXET
naeHTMdnumnpoBaTb BCe NakeTbl, NpUHaAnexawme onpenernieHHoMy MOTOKY AaHHbIX,
Ha OCHOBE 3TOro nonga n obpabaTbiBaTb 3TN NAKETbl B COOTBETCTBMM C TpeboBaHMSAMMU
nonb3oBartens.

HoBbIn NPOTOKOS ANs B3aMMOAENCTBUSA C COCEAHUM Y3/10M

MpoTokon obHapyxeHnsa cocegHux ysnos IPv6 (NDP) ucnonb3yeT cepuio naketoB
npoTokona coobuweHunn ynpaenexHms MutepHetom Bepcun 6 (ICMPV6E) ansa peanusauum
WHTEePaKTUBHOIO yrnpasfieHNs COCeAHUMMU y3ramu (y3namu no ogHomy kaHany). IPve
ncnonb3yeT NDP-nakeTbl 1 adbdekTmBHble ND-nakeTbl MHOroagpecHomn/ogqHoaapecHom
paccblfikn  BMECTO MakeToB OOHapyXeHus Maplipytmsatopa C  MNpOTOKOSIOM
paspelleHns agpecoB Ha OCHOBe LuMpokoBelwlatenbHon paccbinkn (ARP) u
NPOTOKOSIOM ynpasneHusa coobeHnamm sepcun 4 (ICMPVA4).

PacwupsiemocTb

Bnarogapsa Bbicokon paclumpsiemoctn QyHkuum [IPv6 moryt 6biTb agoGaBneHbl B
paclUMpeHHbIN 3arofIoBOK NakeTa nocrne 3aronoBka naketa IPv6. B otnuume ot IPv4,
3aronoBok naketa IPv6 moxeT nogaepxuBatb He 6onee 40 6ant napameTtpos. [Ons
naketa |IPv6 panuvHa paclMpeHHOro 3arofioBka MakeTa OrpaHuYeHa  TOSbKO
MaKCMMarsbHbIM KONM4ecTBOM GanT B nakeTe.

n POTOKOJIbl U CTAHAAPTDbI

X/
L X4

RFC 4291 — apxutekTypa agpecauuu IP Bepcumn 6

RFC 2460 - cneundukaumnsa nHTepHeT-npoTokona, sepcus 6 (IPv6)

RFC 4443 - npotokon ICMPv6 ansa npotokona NHTepHeTa Bepcumn 6 (IPv6)

RFC 4861 - o6HapyxeHue cocenen ang IP Bepcun 6 (IPv6)

RFC 4862 — aBTOMaTu4eckas HacTpownka IPv6-agpeca 6e3 coxpaHeHnsa COCTOAHNSA

X3

S

X/
L X4

X3

S

X/
L X4
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X/

% RFC 5059 - ncknioyeHue 3aronoskos mapipyTtusaumm tuna 0 B IPv6

3.2 NpumeHeHne

NMpumeHeHne OnucaHue
CBs3b Ha Oea [K obmeHuBawoTCA paHHbIMM Opyr C OPYyroMm C
ocHoBe agpecos IPv6 nomoLubio agpecos |IPV6.

3.2.1 CBA3b Ha ocHoBe agpecoB IPv6
CueHapun

Kak nokasaHo Ha MN3obpaxeHune 3-1, y3en 1 un y3en 2 obmMeHMBaOTCA AaHHbIMU APYr C
Apyrom c nomoLubto agpecos IPv6.

N3obpaxeHne 3-1

1000 ;264 2000 ; 264
Gateway 1000 : ;1 Gateweay 2000 01
* 1000 & 11/64 gy, 2000 : :1/64 *
<Y = <Y
Host 1 Host 2
OnucanHune

XOCTbl MOryT MWCMOMb30BaTb PEXMM aBTOMATUYECKOM HACcTpouku agpeca 6es
COXpaHeHns COCTOAHNA UNKn HasHayveHna agpeca DHCPV6. Nocne HacTporkn agpecoB
y3nbl MOryT 0OMeHNBaTLCA AaHHLIMW OPYr C APYroM C NOMOLLbO agpecos IPV6.

3.3 KnrouyeBble 0COOEHHOCTU

0O630p

DPyHKUMA OnucaHue

dopmart agpeca IPv6 ®opmat |IPv6-agpeca penaet |IPv6 6Gonee KpynHbIM
apecHbIM MPOCTPaAHCTBOM M MOKNM NpeacTaBUTENbCKAM
noaxonoMm.

Tun agpeca IPv6 IPv6 onpepgenser ceTeBble MPUNOXEHUS HaA OCHOBE
aZpecos.

dopmat 3aronoBka | |IPv6 ynpowaetr @uUKCUpOBaHHbIE U  pacLUMpPEeHHble

naketa |IPv6 3aronoBkM MakeTtoB AN NOBbIWEHUS 9ddEKTUBHOCTH
06paboTKn 1 NepechbIfikM NakeToB AaHHbIX YCTPONCTBA.

IPv6 PMTUD XOCT AnHamumyeckn obHapyXmBaeT 1 HacTpavBaeT pasmep
MTU Ha nyTm nepegaun [OaHHbIX, 9KOHOMSA pPecypcCbl
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MapLupyTusaTopa u nosblwas apPekTMBHOCTL ceTu IPV6.

O6HapyxeHne cocenen

IPv6

®OyHkuun ND BkntovaloT obBHapyxeHne maplipyTmsaTopa,
obHapyxeHne npedukcoB, obBHapyxXeHue napameTpos,
aBTOHACTPOWKY agpeca, paspelleHne agpeca (Hanpumep,

ARP), onpeneneHve cnepgytoLlero nepexopa,
obHapyxeHne HegocTynHocTn cocegHero yana (NUD),
oGHapyxeHne aybnupytowmxca agpecos (DAD) wu
nepeHarnpasneHue.
MapLupyTrsaums OTa dyHKUMA ncnosnb3yeTcs ans yKasaHus
NCTOYHMKA NMPOMEXYTOYHbIX Y310B, Yepe3 KOTOpbIE NAKeT NPOXoAnUT Mo

(Source routing) IPv6

nyTM K agpecy HasHayeHusi. JTO aHanorMyHo onumm
MapLpyTM3aumMm C OTKPbITbIM MCXOAHbIM kogoMm IPv4 wn
onuMKn MapLUpyTM3aLMM C He3aKpEeneHHOW 3anmchbio.

OrpaHunyeHue CcKOpoCTU

oTnpaBku coobuleHun oo

owmndkax ICMPv6

OTa yHKuMa npegoTepalwtaeT DoS-aTtaku.

OrpaHuydyeHue nepexonos

IPv6

OTa dyHKUMSA npenoTepallaeT becnonesHyo
O4HOAOPECHYK nepedady MakeToB MO CETU M MOTEpPHo
NPOMYCKHOW CMNOCOBHOCTU CETM.

B pexume ayTeHTUdUKaUMK LWNO3a YCTPOMUCTBO He
nepepaet naketbl NS B ceTn ayteHTUmkaumm VLAN.

[NpeobpasoBaHue n3
oTnpaBku naketoB NS B
CeTn __ayTeHTudukaumm
VLAN

LLino3 no ymonyaHui B
nHTEepdence
ynpaBneHus

Wno3 no ymMon4aHWio  HAcTpOeH B  WUHTepdence
yrnpaBneHus ans cos3gaHus MapLupyTa no yMonyaHuio Ons
3TOro uHTepdeca.

3.3.1 ®dopmart agpeca IPv6

Appec IPv6 npeactasneH B popmate XX XXX XX XXX, rge X — 3710 4-3HayHoe
WwecTHaguaTepuyHoe uucno (16 6uTt). Kaxagei agpec coctouT M3 8 uenbiX uucen,
Bcero 128 6ut (Kakgoe uenoe 4Yvcrio COAepXuT 4 LwecTHaguaTtepuyHbiX undpbl, a
Kaxkgasa umdpa coaepXkut vetbipe 6uta). Huxke npuBeneHbl Tpu SONyCTUMbIX agpeca

IPVv6:

2001:ABCD:1234:5678:AAAA:BBBB:1200:2100

800:0:0:0:0:0:0:1

1080:0:0:0:8:800:200C:417A
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OTu uenble yncna aBnATCs WecTHaguaTepudHbimu, rae ot A go F o6osHavaet ot 10
no 15. Kaxxgoe uenoe 41crno B agpece A0MKHO OblTb NpeacTaBreHo, 3a UCKIOYEHNEM
Hynen B Hadane kKaxpgoro uernoro yucna. Ecnu IPv6-agpec cooepXut CTpoKy Hyneun
(kak MokasaHO Ha BTOPOM WM TpeTbeM MNpUMepax BblWE), TO ANA OTOOpaXeHus 3Tux
Hynem MOXHO ucnonb3oBaTb ABoetoune (:). To ectb, 800:0:0:0:0:0:0:1 ™MoOXxHO
npeactasnTb kak 800:1.

[ilBoeToune oO3HavaeT, 4YTO ITOT agpec MOXeT ObiTb pacwmpeH Ao nomnHoro 128-
6uTHoro agpeca. lNpu Takom noaxode, Tonbko ecnu 16-6uTHble Lenble Yncna umeroT
Bce 0, ux MOXHO 3amMeHUTb ABoeTouymeM. B IPv6-agpece moxeT npucyTcTBoBaTb
ABOETOYME.

B cmewaHHon cpene IPv4/IPv6 agpec umeeTt cmellaHHoe npeacTtasneHve. B agpece
IPv6 ons npegcraeneHns IPv4-agpeca MOXHO UCMOSb30BaTh MEHEE 3HAaYMTESNbHbIE 32
6uta. OT1O0T agpec IPv6 moxeT ObiTb nNpeacTaBrneH B CMELLAHHOM Buae, TO €eCTb
XXX X:X:X:d.d.d.d, rge X - 370 WwecTHaguaTtepuyHoe uenoe 41cno, a d - 8-paspsgHoe
necatndHoe 4ucno. Hanpumep, 0:0:0:0:0:0:192.168.20.1 sasngetca A[0ONYCTUMbIM
agpecom IPv6. Ero moxHo cokpatutb 0 :::192.168.20.1. TUNUYHBIMU NPUNOXKEHUAMU
anaTca agpeca IPv6, coBmectumble ¢ IPv4, n agpeca IPv6, npueasaHHble K IPv4.,
Ecnun nepsble 96-6uTt nmetoT agpec 0 B IPv4-coBmecTnmom IPv6-agpece, aToT agpec
MoXeT ObITb npeactaeneH kak ::A.B.C.D, Hanpumep ::1.1.1.1. B HacTosiwee Bpems
agpeca, coBmectumble C |IPv4, oTmeHeHbl. Agpeca IPv6, npuBssaHHble K |Pv4,
npeacraeneHbl Kak ::FFFF:A.B.C.D gnsa npencraBnenuns agpecoB IPv4 B kayectBe
agpecoB IPv6. Hanpumep, agpec IPv4 1.1.1.1, conoctaBneHHbln ¢ agpecom |PV6,
npeacrtaeneH kak ;:FFFF:1.1.1.1.

Mockonbky IPv6-agpec pasgeneH Ha gBe YacTtu: npedukc noacetv n ngeHtudukaTop
nHTepdenca, OoH MoxeT ObITb NpeacTaBneH B Buae agpeca C OONONHUTENbHbIM
3Ha4YeHMeM B COOTBETCTBMM C METOLOM Bbl4ENEHMA afpecoB, TakuMm Kak 6ecknaccoBas
MexgoMeHHaa MapwpyTtudaumsa (CIDR). [JononHuTenbHOE 3HaveHWe YKasbiBaeT,
ckonbko 6uToB (Npedmkca noaceTn) B agpece COOTBETCTBYET CeTEBOM YacTu. To eCTb,
agpec ys3na IPv6 cogepxnt gnuHy npedwmkca. [AnvHa npedukca otaeneHa ot agpeca
IPv6 koconm 4epton. Hanpumep, B 12AB::CD30:0:0:0:0/60 panuHa npedumkca,
MCcnonb3yemMoro Ans MapLupyTtusaumm, coctaBndaet 60-6uT.

CBsA3aHHasa KoHdurypaums
HacTtpownka |IPv6-agpeca

X/

+« [lo ymonyaHuto B HTEpencax He HacTpoeH IPv6-agpec.
% BbinonHute komaHay ipv6 address, 4Tobbl HacTpouTb IPV6-agpec Ha nHTepdgence.
% [locne HacCTpoMkM XOCT MOXeT o0obMeHMBaTbCA [[aHHbIMM C  OpYyruMu
nonb3oBaTensaMm, Ncnonb3ysa HacTpoeHHbIn IPv6-agpec Ha ocHoBe DAD.

3.3.2 Tun agpeca IPv6

RFC 4291 onpepenset Tpu Tuna agpecos IPv6:

s OpHoagpecHbin (Unicast) agpec: aeHTudukatop ogHoro mHtepdenca. akeThl,
npeaHasHayeHHble ANs O4HOAAPECHOro ajgpeca, OTNPaBnAlTCA B WUHTepdeMnc,
yKa3aHHbI/ NO 3TOMY afpecy.
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« Agpec MHoroagpecHom paccbiikm  (Multicast): WMpaeHTudoukaTtop  rpynnbl
NHTepdencoB (MHTepdencbl 0BbIMHO NpuHagnexaT pasHbiM y3nam). [lakeTbl,
npegHasHayeHHble Afs  MHOroaZlpecHoro ajgpeca, OTNPaBslTCA Ha Bce
NHTEepPEeNnCsI, BKNOYEHHbIE B 3TOT aZpec.

s Apgpec Anycast: igeHTudmkaTop rpynnel nHTepdenca. NMakeTtobl, NpegHasHavyeHHble
Ans agpeca B nobom cnyyae, oTNPaBnstoTCA Ha OANH MHTEPMENC, BKNHOYEHHbIN B
aToT agpec (6nwxkanwmn  MHTEpdENC B  COOTBETCTBUM C  NPOTOKOSIOM
MapLupyTusaumm).

A\ IPV6 He onpenensieT agpeca LUMPOKOBELLATENbHON PacChINKM.
OTu TpW TMNa agpecoB ONucaHbl cregyowmm odpasom:
OpHoagpecHble agpeca

OpHoagpecHble agpeca Oendartcs Ha NATb TUNOB: HeonpefereHHbl agpec, agpec
obpaTHOM CBA3M, NOKanNbHbLIN agpec KaHana, nokanbHbl agpec canta u rnodanbHbln
ofHoaApecHbln agpec. B HacTtosiwee BpemMs agpeca Ha MecTax OTMeHeHbl. 3a
NCKINIOYEHNEM HeYyKa3aHHbIX, MNeTneBbIX W JoKanbHbIX agpecoB KaHanos, BCe
ocTasnbHble agpeca ABnATCs rnobanbHbLIMM OQHOAAPECHBIMU agpecamu.

+ HeonpegeneHHbln agpec

HeonpeageneHHbin agpec 0:0:0:0:0:0:0:0, koTopbin 06bIYHO cOKpalleH Ao ::.. OH nmeet
ase obuwme yenu:

1. Ecnn npu 3anycke y3na He yka3aH OAHOAAPECHbI agpec, OH UCnonb3yeT
HeyKasaHHbI agpec B Ka4ecTBe MCXOAHOro agpeca Anst otnpaBku naketa RS ansa
nony4yeHnst npeduKCHONn uHdopmauMM OT LWM3a U, TakuMm obpasom, co3gaHud
Oo4HoaapecHoro agpeca.

2. Ecnn gnsa xocta HacTtpoeH IPv6-agpec, yCTponcTBO onpeaensieT, KOHMANKTyeT nn
agpec C agpecaMmy OpPYrMx XOCTOB B TOM e CEerMeHTe CeTum M UCnonb3yeT
HeyKkasaHHbIN agpec B Ka4eCTBE UCXOOHOro agpeca Ansd oTnpaBkM NakeTa 3anpoca
cocenen (NS) (ananormyHo 6ecnnatHoMmy ARP-nakeTy).

% Loopback-agpec

Apnpec obpatHon ceasm 0:0:0:0:0:0:0:1, koTopbIn 00bIMHO cokpawleH o ::1. MNMNogobHo
IPv4-agpecy 127.0.0.1, netneson agpec 0bbIMHO UCMOMb3YeTCs y3riOM AN OTnpaBku
nakeToB.

¢ JlokanbHbIM agpec KaHana

dopmaT nokanbHOro agpeca kaHana:

N3obpaxeHne 3-2

10 bitz a4 hits B4 hits

1110 1110 1k 0 Interface 10

JlokanbHbIV agpec kaHana ucnonb3yeTcd B OAHOM CETEBOM KaHare Ofsi HasHadYeHus
noeHTudmkaTopoB xoctaMm. Agpec, wmageHtudguumpyetca nepsoiMn 10 Gutammn B
npedukce, SABNAETCA IOKanbHbIM agpecoM KaHarna. YCTPOWMCTBO HUKOrga He
nepecbifiaeT nakeTbl, B KOTOPbIX afpeC WCTOYHWKA WKW Ha3HA4YeHUs COOEepPXuT
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nokanbHbI agpec kaHana. [MpomexyTouHble 54 6Guta B agpece sasnswTca 0.
MocnegHne 64 6GuTa npeacTaBnalT  WAEHTUUKATOP UHTepdenca, KOTOpPbIA
Nno3BornisieT 0AHOW ceTu noakntoyaTh 254-1 yanos.

+«» JlokanbHbIM agpec canta
dopmart nokanbLHoOro agpeca canta:

N3o6paxeHne 3-3
10 bits 54 bits B4 bits

1o Subnet 1D [nterface 10

JlokanbHbIn agpec wucnonb3yeTca ANs nepefayyv AaHHbIX B npejenax cauta.
YCTPOMCTBO HMKOrAa He MnepecbiniaeT nakeTbl, B KOTOPbIX adpec WCTOYHMKA WUnn
Ha3Ha4YeHNa coaepXUT NoKanbHbIM aapec canta B HTepHeTe. TO eCTb, 9TW NakeThl
MOryT ObITb nepeagpecoBaHbl TOMbKO Ha canTe. CanWT MOXHO cyMTaTb JlOKalbHOM
ceTbto npegnpuaTtusa (LAN). Takme agpeca aHanorMyHbl YacTHbIM agpecam IPv4, Takum
kak 192.168.0.0/16. RFC 3879 oTmeHuMn nokanbHble agpeca cantoB. HoBble agpeca He
nogaepxusatoT nepseole 10 6GuT B kayecTtBe npedukca M cumtaroTcsa rrnodanbHbIMK
ogHoagpecHbiMM  agpecamu.  CyuwlecTBylowme agpeca  MOryT — npogosnkaTb
NCNosib30oBaTh ATOT NpeduKc.

¢ [NobBanbHbI 0OgHOAAPECHbIN agpec
dopmat rmobanbLHOro og4HOaapPECHOro agpeca:

N3o6paxeHne 3-4

n bits m bits 128- n- m bits

Global Routing Prefix Subnet ID Interface 1D

Cpeon rnobanbHbiX OAHOALPECHbLIX adpecoB cyuwiecTtByeT Tun |Pv4-BCTPOEHHbIX
agpecos IPv6, Bkntovas IPv4-coBmectumble agpeca IPv6 n IPv4-conocTtaBneHHble
agpeca IPv6. OHM ucnonb3ylTca Ans coeamHeHus mexay y3namm IPv4 un ysnamum
IPV6.

dopmart IPv6-agpeca, coBmectumoro ¢ IPv4, cnegyowmn:

N3o6paxeHne 3-5
B0 hits 16 bits 32 hits

D000 e 0ooo | 0000 IPvd Address

dopmar IPv6-agpeca, conoctasneHHoro ¢ IPv4, cnegyowmn:
N3o06paxeHne 3-6

B0 bits 16 bits 32 hits

D000 e 0000 | FRFF IPvd Address
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IPv6-agpeca, coBmectumble ¢ IPv4, B OCHOBHOM MCMONb3YHTCA B aBTOMaTU4eCKUX
TYHHeNnAX. Yanbl B aBTOMATUYECKUX TYHHENAX nogaepxusatot kak IPv4, tak n IPv6.
Mcnonb3ys atn agpeca, yctpouctea IPv4 nepepatoT naketol IPv6 yepes TyHHenu. B
HacTosiwee BpemMa agpeca IPv6, coBmectumble ¢ IPv4, oTmeHeHbl. |IPvG-agpeca,
npuBasaHHble K IPv4, ncnoneayotca yanamu IPv6 gna goctyna K yanam Tonbko |Pv4.
Hanpumep, ecnu npunoxeHue IPv6 Ha xocTe IPv4/IPv6 3anpawumBaeT paspelueHme Ha
UMsi xocta Tonbko Ans IPv4, cepBep MMeH OuMHamudecku reHepupyeT agpec IPv6,
npueasaHHbIN K IPv4, 1 BO3BpaLwlaeT ero npunoxeHuio IPv6.

Agpeca MHOroagpecHOn paccbinku
dopmaTt MHoroagpecHoro agpeca IPv6:

| 8 | 4] 4] 112 bits |

S — S R S S S —+
|11111111]flgs|scop]| group ID |
 — S S S S —

MepBbI 6anT B agpece — BCe eauHUUbI, NpeacTaBnsoWmne agpec MHOroagpecHon
pacchISKu.

+« [llone dnara

Mone dnara cocTtouT M3 YeTblpex OMTOB. B HacTosilee BpeMs ykasblBaeTCsl TOMbKO
yeTBEPTbIN OUT, YyKasblBalOLWWUKW, SBMASETCA NU 9TOT agpec WU3BECTHbIM afapecoM
MHOroagpecHoOn paccbifnkn, HasHadeHHbIM opraHom IANA (Internet Assigned Numbers
Authority), nnn BpemMeHHbIM agpecoM MHOroagpecHoOW pacchbifiku B ornpegesieHHOM
cueHapun. Ecnn conar nmeet 3HaveHune 0, 3TOT agpec SBNSETCS U3BECTHbIM aapecom
MHOroagpecHonm paccobiiku. Ecnn dnar umeeT 3HayveHue 1, 3TOT agpec ABnNAeTCs
BPEMEHHBIM  aApecoM  MHoroagpecHom paccbinku. OctanbHble Tpu  pnara
3apes3epBupoOBaHbl A8 UCMNoNb30BaHMS B byayLiem.

< Obnactu

Mone SCOPE cocTtout mn3 yetbipex GuToB, ykasbiBaloLWMX OMana3oH MHOroagpecHon
nepegayn. To ecTb, rpynna MHOroagpecHOW pacCbifiki BKMAOYAET FfOKamnbHbIA Yy3en,
noKanbHbIA KaHan, nokanbHbIA y3en u nobon y3en B rnobanbHOM agpecHon obnacTtu
IPv6.

+« [lone nageHTtndumkaTopa rpynnol

MpoeHTudukatop rpynnel coctout u3 112 6ut gnsa  uvaeHTudukauum  rpynnbl
MHOroagpecHom paccbifnkn. WgeHTudukaTtop MHOroagpecHon paccehbifiku  MOXeT
npeacTaBnNATb pa3nuyHble rpynnbl HA OCHOBE Nonewn nara u obnacTn 4encTeus.

Appeca MHoroagpecHon paccbinkn IPv6 umetor npedwukc FFO00::/8. OguH appec
MHOroagpecHon paccbiikn IPv6  o06blMHO ungeHTudmumnpyet wuHTepdencsl Ha
HeCKOmnbKUX pasHbiX yanax. [locne oTnpaBkM NakeTa Ha agpec MHOroagpecHom
paccChbIfKN NakeT nepecblriaeTca Ha UHTepgEenChl KaXXaoro ysna, ykasaHHOro no aTomy
afpecy MHOroagpecHon paccoinku. [Ona ysna (xocta vnu yctpomrcTea) Heobxoaumo
nobaBuTb crnegyowme agpeca MHOroagpecHoOm paccehIfiku:

3. MHoroagpecHbIn agpec ans Bcex y3rnoB NoKanbHOro kaHana, 1o ectb FF02::1
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4. Agpec MHOroagpecHOW paccbifiku Yy3na, npeaBapuTeNnbHO UCNPaBMEHHbIA C
FF02:0:0:0:0:1:FF00:0000/104

Ecnn y3en 4dBndetca yCTPOWMCTBOM, OH Takke AomkeH ObiTb fobaBneH kK
MHOroagpecHbIM agpecam BCeX YCTPOMCTB B fIOKanbHOM kaHarne, 10 ecTb, FF02::2.

Appec MHOroagpecHoOn pacchbifiki AN 3anpawmnBaeMbiX y3roB COOTBETCTBYET agpecy
ogHoagpecHom K opgHoagpecHom  paccbiikum  IPve.  Heobxogumo  pgobaButb
COOTBETCTBYHOLMIA agpec MHOroagpecHOM paccbifikn AN KaXK4oro HaCTPOEHHOro
agpeca ogHoagpecHom 1 oagHoagpecHOW pacchinku yana IPv6. Agpec MHoroagpecHom
paccbinkn gns 3anpawmBaemMblx y3noB npedukca FF02:0:0:0:0:1:FF00:0000/104.
OcTanbHble 24 GUT COCTOAT M3 HaMMeHee 3Ha4yMMbIX 24 OGUT OAHOAOPECHOro Mnu
ogHoagpecHoro agpeca. Hanpumep, ecnu agpec o4HOAOPECHOW  pacCbifku
FE80::2AA:FF:FE21:1234, agpec MHOroagpecHOM paccCbifiku 3anpaliMBaembiX Y3roB
FF02::1:FF21:1234.

Appec MHOroagpecHOW paccCbifnikn 4ns 3anpaluMBaeMbliX y3rioB 00blMHO MCMNOSb3yeTcs
B naketax NS. ®opmaT agpeca:

N3obpaxeHne 3-7

IPv6 Unicast and Anycast Address

T
Prefix Inlerface:lD

|
Corresponding Solicited-node Multicast Address+ 24 bits- !
b J

FFO2 0 1 FF | Lower 24

Afnpeca anycast

MogobHO MHoOroagpecHbiM agpecam, agpec anycast Takke MOXeT COBMECTHO
NCNOnb30BaTbCS HECKONbKNUMM y3namn. PasHuua 3aknioyaeTcst B TOM, YTO TOSIbKO OOUVH
y3en B agpece anycast nony4aeT nakeTbl AaHHbIX, @ BCE Y3Mbl, BKMIOYEHHbIE B agpec
MHOroagpecHoOM paccbifik1, NOony4yarT nakeTbl AaHHbIX. Mockonbky agpeca B nobom
dopmaTte BbIAENATCA ANst 06bIMHOrO 0OAHOAAPECHOrO NpocTpaHcTea IPV6, oHM nmetoT
oavHakoBble hopmaTbl C ogHoagpecHbiMM agpecamu. Kaxabli ydacTHUMK B nob6om
agpece O0mKeH ObiTb HACTPOEH SIBHLIM 00pa3oM Ansa obnerdyeHust pacrno3HaBaHus.

A\ Anpeca Anycast MOryT GbITh HasHaueHbl TOMbKO YCTPOCTBAM M HE MOTYT MCMONb30BaThCS
B Ka4yecTBe afjpeCcoB UCTOYHMKA NaKETOB.

RFC 2373 nepeonpefenseT agpec B nNtobom crnyyae, HasbiBaeMbl agpecom noaceTu-
MapLwpyTusaTtopa. M3obpaxeHne 3-8 nokasbiBaeT popmart agpeca anycast-router.
Takon agpec coctouT u3 npedukca nogcetn n cepum 0 (UL nHtepenca).

Mpedumkc nogcetn onpegensieT  ykasaHHyl  ccbiiky  (noaceTb).  [MakeTsl,
npegHasHayeHHble Ons  agpeca anycast mapuwpyTtusatopa noacetu, 6yayt
nepecoiniateCa Ha YCTPOMUCTBO B 3TOM noacetn. Agpec anycast maplpyTtusartopa
00bI4HO NCNOMB3YeTCsA NPUNOXEHNEM Ha Y3ne Afis CBA3WM C YCTPOMCTBOM B yAaneHHOM
nogceTu.
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N3obpaxeHne 3-8
Format of a Subnet-router Anycast Address

-+ 1 bits o 128-n bits———»

Subnet Predix 4 ———» 0000..0000

CBaA3aHHasa KoHdurypaums
HacTtpownka |IPv6-agpeca

¢ [lo ymonuaHutio B MHTEpdencax He HacTpoeH IPv6-aapec.

¢ BbinonHute komaHay ipv6 address, 4Tobbl HacTpouTb ogHoagpecHbin agpec IPv6
n agpec uHtepderica B Ntobom cny4yae.

« [locne TOro, Kak WMHTEpPKENC BKITHOYUTCHA, OH aBTOMATUYECKN MNPUCOEOUHUTCH K

COOTBETCTBYHOLLEN rpynne MHOroagpecHOW PacChISKu.

3.3.3 ®dopmart 3aronoBka naketa IPv6
N3o6paxeHne 3-9 MNokasbiBaeT popmMat 3aronosBka naketa IPv6.
N3o6paxeHne 3-9

| | |

Version| Traffic Class | Flow Label
Payload Length l Hext Header Hop Limit

e /Sa{n:ce Address

] 40
Dctets

Destination Address

Next Header Extension Header Information 1
¥ariable

) Length

Data Fortion

< 32 bits >

3aronosok naketa IPv4 coctouT n3 yetbipex 6ant. 3aronoBok naketa IPv6 coctount n3
40 6anT B BoceMb 6anT. 3aronoBok naketa IPv6 cogepxut cnegyrowime nons:

X/

« Bepcuna
310 none coctout U3 4 out. B agpece IPv6 310 none gomkHoO bbiTh 6.
« Knacc tTpadmka

9710 none coctout M3 8 6uT. B aTOM none ykasbiBaeTca cnyxba, npegocraBnsemMas
3TUM nakeTom, Kak n B none TOS B agpece IPv4.

% MeTka noTtoka

3710 none coctout U3 20 GUT ANa MAeHTUPUKALUM NaKeTOB, NPUHAANEXalmMx ogHOMY
M ToMy e noToky ycnyr. OauMH y3en MOXeT BbICTynaTb B KayecTBe WCTOYHMKA
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nepegadn onsi HECKONbKMX NOTOKOB ob6cnyxmnBaHms. MeTka NoToka U agpec UCTOYHMKA
O[HO3HAYHO MAEHTUDPULMPYIOT OOUH NOTOK 0OCNYXNBaAHUS.

% [nwvHa nonesHon Harpysku

OT0 none cocTtouT u3 16 6uT, BKNOYas ANUHY MNONE3HOM Harpy3kym naketa u ANUHY
paclumpeHHbiXx napameTtpoB IPv6 (ecnu poctynHo). TO eCTb, OH BKIKOYMaeT OfNHY
naketa IPv6, kpome 3aronoska naketa IPv6.

< Cnegyrowmm 3arofnoBok

B aTom none ykasblBaeTcs TMM NPOTOKONA B Mosie 3arofloBka nocrne 3arofioBka naketa
IPv6. Kak 1 B none Protocol (MNpoTtokon) B 3aronoske |IPv4-agpeca, none Next Header
(Cnepyrownin 3aronoBoK) UCMONb3yeTcs AN1S yKa3aHUs TOro, UCMNosb3yeT S BEpPXHUMN
cnon npotokon TCP wunu UDP. OH Takke MOXET WCNOoNb30BaTbCs OMS YKasaHus
HanMyus 3aronoBka paclumpeHuns IPv6.

¢ OrpaHnyeHne nepexonos

9710 none coctout M3 8 6uT. MNpK Kaxxgom nepecbiniaeMon YCTPOMCTBOM MaAKETHOM
nepegave 3HayeHne nons ymeHboluaetcsa Ha 1. Ecnu 3HadeHne nong gocturaet 0, aT0T
nakeTt 6yaeT yaaneH. 3To noxoxe Ha none Lifetime B 3aronoeke naketa IPv4.

% AOpec UCTOYHMKa
9710 none coctont n3 128 6uT 1 ykasbiBaeT agpec otnpaBuTens B nakete IPv6.

% AJpec HasHayeHus
OT0 norne coctonTt n3 128 6UT 1 ykasbiBaeT agpec nonyyartens B nakete |Pv6.

B HacToswee Bpems IPV6 onpegensieT criefyowmne 3arofioBKM paclLUMpeHUn:

7

+« [NlapameTpbl nepexoaa 3a xon

OTOT 3arofioBOK paclUMpeHuss OOSMKEH cregoBaTthb 3a 3aronoBkoM naketa IPv6. OH
COCTOUT U3 AaHHbIX NapamMeTpoB, KOTOpble HEOOXOAMMO MPOBEPUTH HA KaXaoM yane
no nyTw.

7

< [lMapameTpbl MapLpyTM3aLun (3arofloBok MapLupyTusaumm tuna 0)

OTOT 3aronoBOK BHYTPEHHEro HoMepa YyKasblBaeT yanbl, 4Yepe3 KOTopble nakeT
NpoXoauT OT UCXOAHOro agpeca A0 agpeca HasHaydeHus. OH COCTOMT U3 agpecHoro
crnucka ysnos passerby. HavanbHbIi agpec HaszHayeHus B 3arofioBke naketa IPv6 —
9TO NepBbIN agpec cpeau agpecoB B 3arofioBKe MapLupyTU3auum, HO HE KOHEYHbIN
agpec HasHadyeHust naketa. [locrne TOro, Kak yaen, COOTBETCTBYIOLWW agpecy
Ha3Ha4yeHnsa B 3arosioBke naketa IPv6, nonyyaeTt nakeT, oH obpabaTbiBaeT 3aronioBOK
naketa IPv6 n 3aronoBok MapLupyTMsaumm u OTnpaBnsieT nakeT Ha BTOPOW aapec,
TpeTun agpec, U Tak ganee B CMMCKe 3arofloBKOB MapLupyTM3auMm Ao Tex mnop, noka
NnakeT He OOCTUrHEeT KOHEYHOro agpeca HasHavyeHus.

s ®parmeHT

McxooHbi  y3en wucnosib3yeT 3TOT 3arofioBOK paclivpeHus ana  parMeHTaumm
nakeToB, AfMHa KoTopbix npesbiwaet MTU nytn (PMTU).

«» [NlapameTpbl Ha3Ha4YeHUs

OTOT 3aronoBOK paclUMpeHnsa 3ameHsieT nons napameTpoB IPv4. B HacToswee Bpems
none napameTpbl HA3HaYEHNA MOXET ObITb 3aMOMHEHO TONbKO UHTErpanbHbIM YUCHIOM,
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KpaTHbIM 64 6UT (Bocemb 6anT), ecnun aTo Heo6xoaUMO. ITOT 3arofioBOK BHYTPEHHETO
HOMepa MOXeT ucCnonb3oBaTbCa Ans nepejadn uWHgopmauum, Kotopyw 6yaet
NpoBePATL y3en Ha3HaYeHUs.

« BepxHun cron 3aronoBka
OTOT 3arofloBOK pPacLUMPEHUs yKasblBaeT Ha MPOTOKOM, UCMOSib3yeMbl Ha BEPXHEM
ypoBHe, Hanpumep TCP (6) n UDP (17).

Ewe gBa 3aronosBka pacwmpenns AH n ESP G6yayT onucaHbl B pasgene Hacmpolika
IPSec.

3.3.4 IPv6 PMTUD

MopobHo obHapyxernnto MTU nytn IPv4 (PMTUD), IPv6 PMTUD nosBonseTr XxocTy
ANHaMmM4yeckn obHapyxuBaTb M perynupoBatb pasmep MTU Ha nytv nepegaum
AaHHbIX. Ecnu gnvHa naketa AaHHbIX, KOTOPbIN OO/MKEH ObiTb OTNPaBfieH XOCTOM,
npesblwaetr PMTU, y3en camoCTOSATENbHO BbINOMHAET (parMeHTaumio MNakeToB.
Taknum obpasom, yctponctey IPv6 He Hy)XXHO BbINOMHATL (pparMeHTaumo, SKOHOMUTb
pecypcbl YCTPOMUCTB 1 NOBbIWaTb 3(PEeKTUBHOCTL ceTu IPV6.

N3o6paxeHune 3-10
MTLI 500 MTLI1480 MTL400

A 1,500-byte packet
Y

The ICMPvE packet contains

too many bytes, route MTU1480.
i
T,

A 1,480-byte packet

L

The ICMPvE packet contains

too many bytes, route MTUL1400.
Fa
T

A 1,400-byte packet

S

Kak nokaszaHo Ha WM3obpaxeHue 3-10, ecnv gnvHa naketa, KOTOPbIN OOMMKEH ObiTb
oTnpasneH xoctoMm, npesbiwaeT MTU, mapwpyTtusatop otbpacbiBaeT aTOT nakeT u
oTnpasnsieT Ha xocT coobuieHne ICMPv6 Packet Too Big, cogepxawee PMTU. NMocne
3TOro XOCT (pparmMeHTMpyeT nakeT Ha ocHoBe HoBoro PMTU. Takum o6Gpasowm,
MapLUpyTU3aToOpy HE HYXHO BbIMOMAHATL parMeHTauuo, 9KOHOMWUTb Pecypchl
MapLupyTusaTopa 1 nosbiwatb 3PPEKTUBHOCTL ceTh IPV6.

CBs3aHHasA KOHcurypauus
Hactponka MTU IPv6 nutepdeinca
s Mo ymonyanuto MTU IPv6 coctasnsieT 1500 Ha nHTepence Ethernet.
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X/

% UT06bl YMEHbWUTb TpaduK, BbI3BAHHbIN OTOPaAKOBKOW MNaKeToB, HeobxoguMmo
YyCTaHOBUTbL NMpaBusibHoe 3HayveHne MTU B coOTBETCTBMU C PaKTUYECKOW CETEBOM
cpenon. BeinonHute komangy ipv6 mtu, 4tobbl nameHnts MTU IPV6 nHTepdenca.

3.3.5 O6HapyxeHue coceaen IPv6

lMpoTtokon NDP saBnsietcsa ocHoOBHOM YacTbio npoTokona IPv6. Ero ocHOBHblE (pyHKLMK
BKIOMalOT obHapyxeHne maplipytusaTtopa, obHapyxeHue npeduKcoB, oBHapyxxeHne
napamMeTpoB, aBTOHACTPOWKY agpeca, paspelleHne agpeca (Hanpumep, ARP),
onpepeneHve cneaywuwero nepexoga, NUD, DAD wu nepenanpasneHve. NDP
onpegenset natb naketoB ICMP: RS (tun ICMP: 133), RA (tun ICMP: 134), NS
(ananoruyHo 3anpocy ARP, tun ICMP: 135), NA (aHanornyHo oteBety ARP, Tuny ICMP:
136), ICMP Redirect (tTun ICMP: 137).

Bce BbiwenepeyvncneHHble naketol ICMP vMmeoT oauH mnuM Heckonbko onuuin. B
HEKOTOPbIX Criydyasix 3T Onuuu SIBRSOTCA HeobsizaTenbHbIMK, HO B APYrMX cry4vasx
OHM ABNAKTCA cyuwecTBeHHbIMU. B ocHoBHoM NDP onpegenser nsaTb  ONUWA:
MapameTp agpeca ucxogHOro ypoBHsS cBA3W, Type=1; napameTp agpeca LeneBoro
YPOBHSA CBSA3W, Type=2; napameTp uHdopmauun npedwukca, Type=3; napameTtp
3aronoBka nepeHanpasnenus, Type=4; MTU Option, Type=5.

PaspemeHme agpecoB

Korga ysen nbiTaeTcsi yCTaHOBUTb CBA3b C APYrMM Y3rioM, y3en AO0SDKEH MonyyYuTb
afpec ypoBHS kKaHana O4HOPaHroBoro koHua, otnpasue emy naket NS. B aTtom nakete
afpecoM HasHayeHus SBnseTcd agpec  MHOroagpecHon  paccbifikM - yana,
cooTBeTCTBYOWMI IPV6-agpecy yana HasHavyeHns. OTOT NakeT TakKe COAEPXMUT agpec
YPOBHSA KaHarna mcxogHoro yana. Nocne nonyyeHust atoro naketa NS koHueBown ysen
nony4aet oTBeTHbIN nakeT NA, B KOTOPOM afpecoOM Ha3HaYeHUs SIBNAETCA UCXOLHbLIN
agpec naketa NS, TO ecTb agpec ypoBHSA KaHana 3anpawwmBaemoro yana. [locne

nonyyeHus atoro naketa NA MCXodHbIN y3en MoxeT 0OMeHMBaTLCSt AaHHLIMU C Y3110M
HasHa4YeHus1.

N3o6paxeHne 3-11 nokasbiBaeT NPOLIECC pa3peLLEHNSA aapecoB.
N3o0bpaxeHne 3-11

|pvE Meighbor Discovery (Melghbor solicliation packet)
" v
];,| >

Icmpe Type=135

Sro=4, -

Dst=H'zs Solicited-node Multicast

Data=4's Link-laver Address lcmpE Type=136
Cwery=ivhat iz B's link-layer address? Scr=B

_ Dat=2,
Data=H'z Link-leaver Address
A and B are ready to communicate nowy .

NUD
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Ecnn Bpemsa JOCTYNHOCTM coceda UCTEKNo, HO TpebyeTca oTnpaBuTb OAHOAAPECHbIV
naket IPv6, yctponcTtso BbinonHaeT NUD.

Mpn BbinonHeHMn NUD ycTponcTBO MOXeT npofoskaTb nepecbinatb naketbl IPv6
cocepny.

DAD

UTo6bl y3HaTb, yHukaneH nu agpec IPv6, HacTpoeHHbIn Ans XxocTta, YCTPOMCTBO
pomkHo BbinonHuTe DAD, oTtnpaBuB naket NS, B koTopom ucxoaHbii agpec IPv6
SBNSETCA HeonpeaeneHHbIM.

Ecnn yctponctBo oOGHapyxmBaeT KOHMIMKT agpecoB, AN 3TOro  agpeca
yCTaHaBNMBaETCs COCTOsIHME AyO6nmpoBaHusl, 4Tobbl YCTPOMNCTBO HE MOMy4Yano nakeTbl
IPv6 ¢ Takum agpecom HasHayeHud. B TO e BpeMsA YyCTPOMUCTBO TakKe 3arnyckaeTt
Tanmep Ons atoro aybnuvpylowero agpeca, 4Tobbl nepnoguyeckn BbIiNnonHATe DAD.
Ecnv npu noBTOPHOM OBHapy>XeHUN KOHMSIMKTa aapecoB He OBHapyXeHo, 3TOT aapec
MOXHO UCMONb30BaTh Hagnexawmm obpasom.

MapuwpyTtusartop, lNpedukc n O6HapyxeHne napameTpoB

YCTpOMNCTBO Nepuoandeckn otnpasndeT naketbl RA BceM nokarnbHbIM y3nam KaHana.
N3o6paxeHne 3-12 lNokasbiBaeT npolecc oTnpaBku naketa RA.

N3o0bpaxeHne 3-12

IpvE Meighbor Discovery (Router Advertisement Packet)

= A t| ° ':|

Router Adverisement (RA)
Message
—

lcmpB Type=134

Sre=Link Local Address of Router

Drst=Multicast Link Local Address of All Modes FFOZ ;@ 1

Data=Including Options, Router Life Span, Address Prefix List, and Some
Other Information for Automatic Configuration of Hosts

1"\\

¢

MakeT RA 06bIYHO coaepXXUT cnepyoLee coaepXMmoe:

s OauH unn Heckonbko npedwukcoB IPv6-agpecoB (ucnonb3yeTcs Ans onpegeneHus
NoO KaHany unn aBToMaTM4eckon HaCTPONKN aapeca 6e3 CoOXpaHeHUst COCTOSAHMS)
HenctButenbHOCTb Npedukca agpeca IPv6

MeTon aBTOMaTUYECKOM HACTPOMKM XOCTa (C COXpPaHEHMEM COCTOSIHMS unu 6es

COXpaHeHNs1 COCTOSAHNSA)

s WHdopmaumna o6 ycTponctee no ymosnyaHuwo (He3aBUMCMMO OT TOro, paboTaeT nu
YCTPOMCTBO MO YMOSIYaHWIO; €Cnu da, TO Takke BKOYaeTcsa uHTepsan Aans
AENCTBUN B KA4eCTBE YCTPONCTBA MO YMOMYaHUIO).

s [pyraa vHdopmauus, npegocrtaBngemas ans KoHdurypauum XocTta, Hanpumep,
orpaHuyveHue nepexogos, MTU n nHtepsan nostopHoun nepegadn NS

MakeTbl RA Takke MOryT MCNonb3oBaTbCs B KayecTBe OTBETOB Ha NakeTbl RS,
oTnpasneHHble xocTtoM. C nomowbk naketoB RS XxocT MOXeT nonyunTb
aBTOMAaTUYECKM HACTPOEHHYI MHGOPMaUUIO cpasy nocne 3anycka, a He aaTb, Moka
RA-nakeTbl 6yayT oTnpaBneHbl yCTPONCTBOM. ECnv Ans BHOBb 3anyLLUEHHOro XocTa He
HaCTPOEH OAHOALPECHbIN agpec, TO B KA4eCTBE MCXOOQHOro agpeca B nakete RS xoct

X/
o

X3

*¢
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BKMNtoYaeT HeonpegeneHHbin agpec (0:0:0:0:0:0:0:0). B npoTuBHOM criydae XocCT
MCnonb3yeT HACTPOEHHbI OAHOAAPECHbI afpec B KavyeCcTBe MWCXOLHOMo WU
MHOroagpecHoro agpeca BCeX JOKarbHbIX YCTPOMUCTB MapwpyTtusaumm (FF02:2) B
KayecTBe agpeca Ha3HadyeHus B nakete RS. B kayecTtBe oTBeTa Ha nakeT RS naket RA
ncnonb3yeT agpec UCTOYHMKa NakeTa RS B kavyecTBe agpeca HasHayeHus (ecnu agpec
MCTOYHMKA He YyKasaH, OH MChnonb3yeT agpec MHOroapeCcHoOM pacchbifiku BCeX
nokaneHbIX y3nos (FF02::1).

B nakete RA MOXHO HacTpouTb criefyoLime napameTpbl:
* RA-unHTepBan: VIHTepean oTnpasku nakeTta RA.

% RA-cpok cnyxbbl: Cpok cnyxbbl MaplpyTMsatopa, TO €CTb, LEWCTBYET 5
YCTPOWCTBO B KayeCTBe MapLupyTuM3aTopa Mo yMOMYaHMIO Ha foKanbHOM KaHarne, a
TakKe MHTepBas BbINOMHEHUS DYHKLNA MapLupyTU3aTopa no yMomn4yaHuio.

s lMpedumkc: MNpedukc agpeca IPv6 B nokanbHon ccbiike. OH ucnonb3yeTcs Ans
aBTOMaTU4EeCKOro ornpegerneHns agpeca B pexume on-link nnun aesTomaTunyeckomn
HacTponkn agpeca 6e3 COxpaHeHUsi COCTOSIHWUSA, BKIoYasa Apyrne KoHdurypaumm
napamMeTpoB, CBA3aHHbIE C NPedUKCOM.

s WntepBan NS: NHTepBan noBTopHOM nepenayn naketos NS.

< Bpema oxupaHnusa: lepunopn, koraa yCTPOMCTBO paccMaTpuBaeT COCedHun ysern,
OOCTYNHOro nocrne obHapyxeHust CcobbITUS NOATBEPXAEHUS  OOCTYMHOCTU
cocefHero yana.

¢ RA-hoplimit: Xon naketa RA, wucnonb3yembin ONs YCTAHOBKM OrpaHW4eHuns
nepexofa xocTa Anga oTnpaBkM OQHOAAPECHOro nakeTa.

s RA-mtu: MTU naketa RA.

< Ynpasnsembin-config-flag: [Monyyaetr nu xoct atoT nakeT RA agpec 4epes
aBTOHACTPOWKY C OTCMEXnBaHUEM COCTOSHUSA.

s [Opyron-config-flag: Micnonb3yeT nu xocT, nony4atowmm atot naket RA DHCPv6 ans
nonyyeHuss Opyron wHgopmaummn, kKpome IPv6-agpeca aona asBTOMaTU4ECKOW
HaCTPOWKM.

HacTponTe ykasaHHble Bbllle MapameTpbl MNpU HacTporke aTpubyToB MHTepdenca
IPV6.

MepeHanpaBneHne

Ecnn mapwpytusaTtop, nonydawowmn naket IPv6, HaxoauT 6Gonee adpdeKTUBHbIN
cnegyowmn nepexon, oH otnpaenset naket ICMP Redirect, 4tobbl coobWmMTL y3ny O
bonee ygayHbiX nocrneaywmx nepexogax. Xoct 6yaet HanpsaAMyo OTNPaBnsaTb NakeT
IPv6 B cnegyrowmi pas Ha nyywmnn nepexos.

MakcnmarnbHoe KonmyecTBo HepaspelleHHbIx 3anucen ND

X/

% MoXHO HacTpouUTb MakcuMmasnbHOe KOMMYEeCTBO HepaspelleHHblx 3anucern ND,
4TOObLI MNpPenoTBpaTUTL Co3faHMe HepaspelleHHblx 3anmcen ND B ceTeBbIX
CerMeHTax 3n0oyMbILUNIEHHUKOM, 3aHUMAKOLLUM M30bITOYHOE NPOCTPAHCTBO NaMATH.

MakcumarnbHoe Konmy4ecTBO 3anvcen obyvyeHnsa cocenen B uHTepdence

% Bbl MOXeTe HacTpouTb MakcMMaribHOe KOMMYecTBO 3anucen obyyeHnsa cocenen Ha
UHTepgence, 4TobblI NpeaoTBpaTUTL NonagaHue aTtak cocedHux ysnoB Ha ND-
3anMcy M NpPOCTPaHCTBO NaMATU YCTPOMUCTBA W MOBMAUATb Ha 3(PEEKTUBHOCTb
nepechbIfikM yCTPOUCTBA.
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CBsA3aHHasa KoHdurypaums
BkntoveHue nepeHanpaesneHns IPv6

s o ymonuyaHmo nakeTbl nepeHanpasneHus ICMPv6 moryT ObiTb OTnpaBfeHbl Ha
nHTepdgencol IPv6.

% BblinonHute komaHgy no ipv6 redirects B pexume KOHurypaumm uHtepdenca,
4yTobbI 3anpeTuTb MHTEpdENCY oTnpaBnATb nakeTbl Redirect.

HacTtpownka IPv6 DAD

s lNNo ymonuyaHuto mnHTepdgenc otnpaenseT oguMH nakeT NS ans BbinonHeHusa |IPv6
DAD.

s 3anyctute komangy ipv6 nd dad attempts value B pexume koHdurypaumm
UHTepgenca, 4Tobbl HaAcCTpouUTb KonmMyecTBO naketoB NS, nocnegoBaTenbHO
otnpaeneHHbix DAD. 3HauyeHne 0 ykasbiBaeT Ha oTkntodeHne DAD gns agpecos
IPv6 Ha aToM nHTepdence.

< BbinonHute komaHgy no ipv6é nd dad attempts, 4ToObl BOCCTAHOBUTH
KOH(pUrypaumio no ymMosiHaHuio.

s Mo ymonuaHuio yctponcteo BbinonHseT DAD no gybnupytrowmumca agpecam |IPv6
Kaxable 60 cekyHA.

< BbinonHute «komaHgy ipv6é nd dad retry value B pexume rnobanbHoun
KOH(purypaumm, 4tobbl HacTtpoutb uHTepBan DAD. 3HayeHve 0 ykasbiBaeT Ha
oTkntoyeHne DAD ans yctpouncTsa.

% BbinonHute komaHay no ipv6 nd dad retry, 4Tobbl BOCCTAHOBUTL KOH(Urypauuto
MO YMOMYaHUIo.

HacTponka gocTynHOro BpeMeHun coceHero yana

< [o ymonuaHnuto ansa cocegHero yana IPv6 yctaHosneHo 3HaveHne 30 cek.

% BbinonHute «komaHgy ipv6é nd reachable-time milliseconds B pexunme
KOHGUrypaumm nHtepdenca, 4tobbl NI3MEHUTL BPEMS, B TEYEHNE KOTOPOro MOXHO
AOCTUYb cocepa.

HacTponika BpeMeHn ycTapeBLuen KoHdurypaumm coceaa

« [lo ymonyaHuio Bpemsi ycTapeBaHUs KOHurypaummn gna cocepHero ysna IPv6
yctaHoBrneHo 1 yac. o ucrevyeHmnn atoro BpeMeHun yctponctao BoinosniHseT NUD.

s 3anyctute komaHgy ipv6é nd stale-time seconds B pexume koHduUrypauumm
MHTepgenca, YTobbl NI3MEHUTL BPEMS yCTapeBaHus coceaa.

HacTpouka nHgopmauum npedumkca

o ymonuaHmo npedukc B nakete RA Ha wuHTepdence — 3T0 npeduKc,
HaCTPOEHHbIV B KOMaHAe ipv6 address uHTepdelrica.

< BbinonHuTte komaHay ipv6 nd prefix B pexume koHurypauumn nHtepdenca, 4tobol
Aob6aBuTb N yganutb NnpeduKkebl U napamMeTpbl NPeduKcoB, KOTOpbie MOryT BbITh
006BbABNEHDI.

Bkntouernune/oTknoyeHne nogasnenuns RA

X/

+ [o ymonuaHutio nHtepdpenc IPv6 He oTnpasnseT nakeTbl RA.
s 3anyctute komaHgy no ipv6é nd suppress-ra B pexume KoHdurypauum
NHTepdenca, YTobbl OTKNIOYNTL NogasneHne RA.

HacTporka makcumansHOro Konnyectesa HepaspeLleHHbIx 3anncent ND
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s 3HayeHve no ymonyaHuio 0, ykasbiBawlwee Ha OTcyTcTBMe orpaHudeHun. OHa
orpaHuyeHa TONbKO MponyckHon cnocobHocTbio BBoAa ND, nogaepxuBaemon
YCTPOWCTBOM.

s 3anyctute komangy ipv6 nd unresolved number B pexume rnobanbHon
KOHGUrypaumm, 4Tobbl OrpaHMunTb YNCNO HepaspeLLeHHbIX coceaen. lNMocne Toro
KaK 3anucu npeBbICAT 3TO OrpaHMYeHne, yCTPONCTBO He ByaeT akTMBHO paspeluaTtb
nocrnegyowme nakeThbl.

HacTponka makcumansHoro konudectsa 3anucent ND, nonyyeHHbIX B MHTepdence
s 3anyctute komaHay ipv6 nd cache interface-limit value B pexume koHdurypawumm
nHTepdenca, 4YTobbl OrpaHMYUTL KONMMYECTBO COCEeOeN, KOTOpble Yy3Hanu Ha

UHTepgence. 3HayeHMe no ymonyanuwo O, ykasbiBawllee Ha OTCYTCTBUE
OrpaHUYeHunn.

3.3.6 MapwpyTusaumsa ncrouHuka (Source routing) IPv6

MpuHUMn paboTbl

AHanorMyHo MapLpyTusaumm C OTKPbITbIM UCXOA4HbIM  kogom IPv4 un  onuusm
MapLipyTmnsaumMm C He3akpernseHHOM 3anucbio, 3arofioBokK MapupyTtusauum |IPv6
ncnonb3yeTcs AN ykasaHust MPOMEXYTOYHbIX Y3r0B, Yepe3 KOTopble nakeT npoxoaut
no NyTW K agpecy HasHa4vyeHus. OH ncnonb3yeT cnegyowmmn gopmar:

N3o6paxeHne 3-13

One byle One byte One byle One byle
Extended Roule type Remaining
et llcbles header length =0 sagments

Data specific to each route type

Mone octanocb cermeHToB (Segments Left) ucnonb3yertcs ons ykasaHus konmyectsa
NMPOMEXYTOYHbIX Y3I0B, YKa3aHHbIX B 3arofioBKe MapLupyTM3aumm naketa, KOTOPbIN
[OOMMKEH NPOWTM OT TEKYLLLEro y3na A0 KOHEYHOro agpeca HasHavyeHus.

B HacTosiwee Bpema onpegeneHbl gBa Tuna mapwpytmsauuun: 0 n 2. 3aronoBokK
MapLwpyTusaumm Type 2 ucnonbsyetcs ans mobunsHon ceasn. RFC 2460 onpenensiet
3aronoBok mMapwpytmsauumn Type 0 (aHanorm4yHo onuuu mapupyTmsauun csobogHoro
nctoyHuka IPv4). ®opmart 3aronoeka mapipytunsaumm Type 0O:

N3obpaxeHue 3-14
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One byte One byte One byle One byle
Extended Route type Remaining
bR B header length =0 segments
Reserved
Address 1
Address N

B cnepytowem npumepe onucbiBaeTcs NpUMEHeHWe 3arofioBka MapipyTtusauum Type
0, kak nokasaHo Ha N3obpaxeHne 3-15.

N3o6paxeHne 3-15

1000 : :2 W 1001 : : 1003 @ A
’ “““"v"' 1 s o s 1003 ; . F M'

Haost 1 Raouter 1 Router 2 Router 3 Host 2

Host 1 otnpasnser Host 2 nakeT, ykasbliBalWMA MNPOMEXYTOYHbIE  Y3Mbl
MapwpyTtusatop 2 wu MapwpyTtusatop 3. B cnegywowen Tabnuue nepevncrieHsbl
N3MEHEeHNA Nosien, CBsA3aHHble C 3aronoBkoM IPv6 u 3aronoBkoM MapLupyTu3auuu B
npouecce nepecbisiku.

Y3en Monsa B 3aronoBke IPv6 Monsa, cBA3aHHbIE C 3arosioBKOM
nepepauu mapupyTta Type 0
Host 1 Source address=1000::2 Segments Left=2
Destination address=1001::1 | Address 1=1002::1 (Aapec Router
(Agpec Router 2) 3)
Address 2=1003::2 (Agpec Host 2)
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Router 1 No change

Router 2 Source address=1000::2 Segments Left=1
Destination address=1002::1 | Address 1=1001::1 (Agopec Router
(Agpec Router 3) 2)
Address 2=1003::2 (Agpec Host 2)
Router 3 Source address=1000::2 Segments Left=0
Destination address=1003::2  Address 1=1001::1 (Agpec Router
(Agpec Host 2) 2)
Address 1=1002::2 (Agopec Router
3)
Host 2 No change

Mpouecc nepechinikv BbINOSHAETCS crieayroLwmmMm obpasom:

1. ¥Y3en 1 oTnpaBnseT nakeT, B KOTOPOM a[pecoM Ha3HayeHus SABnseTcs agpec

mMapwpytusatopa 2 1001::1, 3aronoBok MapwpyTtmsauun trna 0 3anonHaeTcs

agpecom mapupyTtusatopa 3 1002::1 n agpecom ysana 2 1003::2, a 3Ha4YeHue nong

Segments Left cermeHTOB paBHO 2.

MapLpyTtrsatop 1 nepecbinaeTt 3TOT NakeT Ha MapLupyTM3aTop 2.

MapuwpyTtnsatop 2 uaMeHseT agpec Ha3HadeHusa B 3arosioBke IPv6 Ha agpec 1 B

3aronoBke MapupyTtusauumn. To ecTb, agpec HasHayeHus CTaHOBUTCA afpecoMm

1002::1 mapwpyTtmusatopa 3, agpec 1 B 3arofiloBke MapLlupyTu3aumMm CTaHOBUTCS

agpecoMm mapuwpyTtusatopa 2 1001:1, a 3HayeHwe neBOro nMosii CerMeHToB

ctaHoButcsa 1. [locne BHeECEHUS N3MEHEHUI MapLUpYyTU3aTop 2 nepechbinaeT naket

Ha mapLpyTusartop 3.

4. MapuwpyTtusatop 3 nameHsieT agpec HasHadyeHust B 3aronoske |IPv6 Ha agpec 2 B
3aronoBke MaplpyTtusauumn. To ecTb, agpec HasHayeHus CTaHOBWUTCH afpecoMm
y3na 2 1003::2, agpec 2 B 3arofloBKe MapLupyTu3auMm CTaHOBUTCHA agpecom
MapwpyTtmnsatopa 3 1002::1, a 3HayeHMe neBOro nonga cermMeHToB ctaHoButcs 0.
[Mocne BHeCeHUs M3MEHEHN MapLupyTu3aTop 3 nepecbinaeT nakeT Ha y3en 2.

3aronoBok MapLpyTtusaumm Type 0 MoxeT ncnonb3oBaTbCa AN HUUMmMpoBaHms DoS-
atak. Kak nokasaHo Ha W3obpaxeHne 3-16, y3en 1 oTnpasBnsieT nakeTbl Ha y3en 2 co
ckopoctbto 1 MOUT/C ¥ ygansieT 3aronoBOK MapLlipyTu3aumm, 4YTobObl Bbi3BaTb
HECKOSbKO neTernb 0bpaTHOM CBA3M MEeXAy MapLipyTU3aTopoM 2 1 MapLlpyTU3aTtopom
3 (50 pas ¢ mapwpyTmnsaTtopa 2 Ha mapwpyTtusatop 3 n 49 pas ¢ mapwpyTmnsaTtopa 3
Ha maplpyTmsatop 2). B 310 BpemMs 3aronoBOK MaplipyTu3auuun co3gaeTt apdekT
ycuneHna tpadumka:" 50 M6ut/c ¢ mapwpyTtusatopa 2 Ha mapuwpyTtusatop 3 n 49
M6ut/c ¢ wmapwpyTusatopa 3 Ha MapuwpyTtmsatop 2." WM3-3a 3tom npobrnemsbl
6esonacHocTn RFC 5095 oTmeHun 3aronoBok mappytusauum Type 0.

wn

N3o6paxeHne 3-16
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W02 : 2 1002
11 2 1000 : 4 _ 1001 ::2 1001 : 1 49hbpz 1003 : 1 1003 : :2
f -4 &E——E3—MW
< — —> — & — S
1hibps: TMbps Router 2 Sihbps 1Mbps
Host 1 Router 1 Router 3 Host 2
IPvE Packet

Source Address 1000;:2

Destination Address 10011 .
Host 1 sends packets to Host 2, passing through Router 2, Router 3,

Segments Left inthe Type 0 Router 2, and Router 3, ...
Frouting Header: 100 Each packet iz sent S0 times from Router 2 to Router 3 and 49 times
Address 1: 10021 fram Router 3 to Router 2.

Addrezs 2 1001::1
Address 30100201
Address 4: 1002::1

Address 99 10021
Address 100 10032

CBsa3aHHasa KoHdurypaums
BkrntoyeHne mapupyTtmsaumm nctovHuka (Source routing) IPv6

+« 3aronosok mapwpyTtmnsauum Type 0 He nogaepXnMBaeTcsi MO YMOMYaHMIO.
s 3anyctute KomaHay ipv6 source-route B pexume rnodanbHOM KoHdUrypauum,
YTOObI BKNHOUYNTL MapLUpyTU3aumno NCToYHMKa IPV6.

3.3.7 OrpaHu4eHune CKOpOCTH OoTnpaBKu coobweHmnn o6 ownbkax ICMPv6
MpuHUMn paboTbl

Y3en HasHayeHus Unm NPOMEXYTOYHbIN MapLUpyTU3aTop oTnpasnseT cooblieHns ob
owwmnbkax ICMPvV6, 4ToObl cOOOLWMTL 00 OLMBKax, BO3HUKLLMX BO BPEMSI NEPECHINKA U
nepefayn NaketToB AaHHbIX IPv6. B OCHOBHOM CyLeCTBYET YeThipe Tuna coobLieHnN
06 owwnbkax: Destination Unreachable, Packet Too Big, Time exceeded n Parameter
Problem.

Mpn nonyyeHun HeBepHoro naketa IPv6 ycTponcTBo oTbpacbiBaeT naket u
oTnpasnseTt coobweHne 06 owmndke ICMPV6 Ha ncxogHein agpec IPv6. B cnyyae dos
atak Ha nakeTbl |IPv6 yCTpOMCTBO MOXET HENpepbiBHO OTBeYaTb Ha coobLieHns ob
owwmnbkax ICMPV6 0o Tex nop, noka pecypcbl YCTPOWMCTBA He MUcHepnaHbl U, Takum
obpasom, He ByayT AOMmKHbIM 0Opa3om npeaocTaBnAaTb ycnyri. [na peweHus 3Tomn
npodnembl MOXXHO OrpaHM4YMUTb CKOPOCTb OTNpaBkM coobLleHnn o6 owmnbkax ICMPV6.

Ecnu gnuHa nepecbinaemoro naketa IPv6 npesbiwaet MTU IPv6 wmcxopsaiwero
MHTepdenca, MmapLipytTusatop oTbpacbiBaeT aToT nakeT |IPv6 n otnpasnsieT obpatHO
coobweHne ICMPv6 Packet Too Big Ha mncxogHbin agpec IPv6. 31o coobuweHne o6
owmnbke B OCHOBHOM wucrnonb3yeTtcs B npouecce |IPv6 PMTUD. Ecnn ckopocTb
otnpaBku coobweHnn o6 owwunbkax ICMPv6 orpaHnyeHa u3-3a 4YpPE3MEPHOro
KonuyecTtsa apyrmx coobueHnn o6 owmndkax ICMPvV6, coobwenuns ICMPv6 Packet Too
Big mMoryT ObiTb OTUNBLTPOBaHbI, Y4TO npuBegeT k cbowo IPv6 PMTUD. [Moatomy
pekoMeHAyeTCHa OrpaHNYnTb CKOPOCTb OoTnpaBku naketoB ICMPV6 cnuwkom 6onbwmnmm
coobLieHsaMm He3aBUCMMO OT Apyrnx coobueHnn o6 owmnbkax ICMPV6.
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HecmoTpsa Ha To, 4YTO nakeThbl NnepeHanpaeneHms ICMPV6 He siBnsoTca coobLeHnamm
06 owwubkax ICMPv6, pekoMeHOyeTCs OrpaHuuYMTb MX CKOPOCTb BMECTe C
coobuweHnamn o6 owmbkax ICMPv6, 3a WCKNIOYEHMEM COOOLIEHUA O CIIULLIKOM
oonblIMX NakeTax.

CBsa3aHHasA KoHcurypaums
HacTpoiika ckopocTtu otnpasku naketa ICMPV6 crnvwkom 60nbLInx coodLeHni

+ YacrtoTta no ymonyaHnuio coctaesnset 10 Ha 100 mc.
% 3anyctute KomaHgy ipv6 icmp error-interval too-big, 4Tobbl HACTPOUTL CKOPOCTb
otnpasku ICMPv6 Packet Too Big coobLueHwuin.

HacTpolika ckopoCTu oTnpaBku gpyrnx coobueHnin o6 owmnbkax ICMPV6

% YacrtoTa no ymonyanuto coctaenset 10 Ha 100 mc.
“ BbinonHute komaHgy ipv6 icmp error-interval gns HaCTPOMKN CKOPOCTU OTMNPaBKK
apyrmux coobeHnn ob owmnbkax ICMPV6.

3.3.8 OrpaHu4eHue no xony IPv6
MpuHUMn paboTbl

MakeT paHHbIX IPV6 npoxoguT 4Yepe3 MapLipyTM3aTtopbl OT MCXOAHOrO agpeca u
agpeca HasHaveHud. Ecnu HacTpoeH npegen nepexoaa, OH yMEHbLUAeTCsl Ha eanHNLY
Npy KakgoM MpoOXOXAeHUW naketa 4vepe3 mMapwpytmsaTtop. Korga orpaHuyeHuve
nepexoga ymeHbllaetca po 0, mapwpyTtusatop ortbpacbiBaeT nakeT, 4TobbI
npeaoTBpaTUTb HEOrPaHNYEHHbIE BO3MOXHOCTW Nepegaym aToro 6ecnones3Horo nakeTa
no cetm W noTepu nNPONyckHon cnocobHoctn cetn. OrpaHndeHne nepexona
aHanorunyHo TTL IPv4.

CBs3aHHaA KOH(urypauus
HacTtponka npegena onepauun IPv6

< OrpaHnyeHue nepexoga IPv6 no ymonyaHuio onsa ycTpoMcTBa cocTaBnsieT 64.
s BbinonHute komaHay ipv6 hop-limit, 4yTobbl HACTPOMUTL OrpaHMyeHue nepexona
IPv6 ons yctponcrea.

3.3.9 NpeobpasoBaHue n3 ornpaBku naketoB NS B cetu ayteHTudmnkaumm VLAN
MpuHUMn paboTbl

B pexume ayteHTudukauumn wno3sa sce nogcetn VLAN B Super VLAN no ymonyaHuio
asnaTca  cetamm  VLAN  ana  ayteHTudumkaumn. [Nonb3oBatenim B CeTu
ayteHTudukaumm VLAN gomKHbl NPorUTN ayTeHTUdMKauuo anga gocrtyna K cetu. locne
ayTeHTUUKaumMnm Ha ycTpomcTBe cosgaeTtcsa ctatmdeckas 3anucb ND. [Moatomy npu
AO0CTyne K ayTEHTUMULUMPOBAHHOMY NOSb30BaTENO YCTPOMUCTBY HE HY>XHO OTNPaBnsiTb
nakeTbl NS B VLAN ayTteHTubmkaumm. Ecnm ycTponcTBO NbiTaeTcs NoNyyYnTb JOCTYN K
nonb3oatenaMm B VLAN 6e3 ayTeHTUdMKaALMK, eMy HY>XHO OTnpaBnaTb 3anpocbl NS
Tonbko B VLAN 6e3 ayTeHTudukaumnmn.

B pexume ayteHTUbmKaumm wnosa yHKuMs npeobpasoBaHus naketoB NS B ceTu
ayteHTudukauum VLAN BKroyeHa Ha yCTpouCTBe Mo ymon4daHuo. Ecnn yctponcrtsy
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TpebyeTca AOCTyn K NOMb3oBaTeENAM, HE UCMOMb3YHLWUM ayTeHTUdUKaumo, B CeTu
ayTeHTUukaumm VLAN, oTknounTe 3Ty PYHKLNIO.

CBsizaHHasA KoHcurypauums

BknioyeHne yHKuMM npeobpasoBaHuMst M3 oTnpaBkm naketoB NS B cetu
ayteHTudukauum VLAN

X/

% 3anyctute komaHay ipv6 nd suppress-auth-vlan-ns B pexume KoHdurypaumm
NHTepdenca, 4Tobbl BKNHOUYNTL PYHKLUMIO Npeobpa3oBaHUs M3 OTNPaBKW NakeToB
NS B cetn ayteHTUduKaumm VLAN.

« [aHHas pyHKUNA BKIKOYEHA NO YMOMYaHUIO.

% OTa dQYHKUMA nNoOAepXKMBAETCA TOSNbKO Ha BUPTyalbHbIX  WHTepdencax

kommyTaTopa (SVI) n gencteyeT TONbKO B peXumMe ayTeHTUdMKaUmMn LWno3sa.

3.3.10 Wnto3 no ymonyaHuio B MUHTepcence ynpaBneHus

MpuHUMn paboTbl

LLIn3 no ymonyaHntio HaCcTpoeH B UHTepence ynpasneHus ana cosgaHna maplupyra
Nno YMOJSIHaHUIO ANs 9TOro nHTepgenca.

CBsizaHHaA KoHdurypaums
HacTpolika Wwnto3a no yMonyaHuio B UHTepdgeiice ynpaeneHus

< BbinonHute komaHay ipv6 gateway ipv6-address B pexume KoHdurypauumm
NHTepdenca, YTobbl HACTPOUTL LLUSIHO3 MO YMOSYaHWIO B UHTEpdIence ynpasrieHus.
+« [lo ymonyaHuo B HTEpdence ynpasrieHNs He HAaCTPOEH LUM03 MO YMOSTYaHUIo.

3.4 HacTtpouka

HacTtpouka OnuncaHne n KomaHga

HacTpoiika agpeca | Ji (OBA3ATEJNIbHO) Mcrnonbayetcs Ans HacTpoiiku agpecos IPv6
IPv6 BKMoYeHus IPv6.

ipv6 enable BkntouaeT IPv6 B nHTepgenice.
ipv6 address HacTtpauBaeT ogHoagpecHbin agpec IPv6
nUHTepdenca.
Hactpoika A\ (OMUMOHAMBHO) WcrnonbayeTcs ons BKIIOYEHMS]
NpoToKona IPv6 nepeHanpasneHus IPv6 Ha nHTepderice.
NDP
ipv6 redirects Bkniovaet nepeHanpasneHne IPv6 Ha
nHTEepence.

/A (OMUMOHAIBHO) UcnonbayeTcs ans BrodeHust DAD.
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ipv6 nd dad | HactpauBaeTt KONM4ecTBO
attempts rnocrnegoBaTeribHbIX nakeToB NS,

oTnpasfieHHbIX BO Bpemsi DAD.

A\ (OMUMOHANBHO)
ND.

Mcnonb3yeTca Ans HaCTPOWKM napameTpoB

ipv6é nd reachable-
time

HacTporika AOCTYMHOro
coceaHero ysna.

BpeEMEHN

ipv6 nd prefix

HacTtponka npecdukca agpeca, KOTOpbI
Oynet 06bsaBnATbLCA B nakeTe RA.

ipv6 nd suppress-
ra

BknoyaeT RA

nHTEepence.

nogasrieHne Ha

A\ (OMUMOHANBHO)

Mcnonb3yeTca ans HaCTPOWKK

MaKCMMaribHOro Kosin4yeCctea Hepa3peLlueHHbIX 3anucen ND.

ipv6 nd unresolved

HactpansaeT MakcumarnbsHoe
KONMYECTBO HepaspelLeHHbIX 3anucen
ND.

4 (OMUMOHANBHO) Mcnonb3yetcs ans HaCTPOWKK
MaKCUManbHOrO  KonuMyecTBa  cocefewr,  MOMyYeHHbIX  Ha
nHTEpdence.
ipv6 nd cache | HactpanBaet MakcumarbHoe
interface-limit KONMYecTBO coceden, MOfyyYeHHbIX Ha
nHTEpence.
Bkntoyenne MTD Ha | 4y (OMLMOHANBHO) Wcnonbayetca pans  orpaHudenunss MTU
nHTepdence nakeToB IPv6, oTrnpaBneHHbIX Yepe3 nHTepgenc.
ipv6 mtu Hactpausaetr MTU IPV6.
BkntoyeHve A\ (OMUMOHAIBHO) WcnonbayeTtcs Ans BKITOYEHMS]
MapLipyTusaumm MapLUpyTM3auumn ncTovHuka IPv6.

nctovyHuka IPv6b

ipv6 source-route

Hactponka yctponctBa Onsd nepecbisiku
naxkeToB IPv6 C 3arosioBKOM
MapLupyTusaumm.
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HacTtpownka
CKOPOCTU OTMNpaBKu
COO0LLEeHUN 00

owmnbkax ICMPv6

/A OnumoHarnbHo.

HacTponka ckopocTu OTnpaBKM NakeToB
ICMPV6 cnvwkom 60nbLLUnX COOOLLLEHUA.

ipv6 icmp error-
interval too-big

ipv6 icmp error-

interval

HacTporika ckopoCcTu OTnpaBkM ApYyrux
coobweHnn o6 owmnbkax ICMPV6 wu
nakeToB nepeHanpasneHns ICMPV6.

HacTtpownka
npegena onepauuvmn
IPv6

Zh (OMUMOHANBHO) Wcnonb3yeTca ANA  OrpaHWYEHWst  4dmucna
nepexonoB oaHoaApecHbIX naketoB IPv6, oTnpaBneHHbIX 4vepes
NHTepdenc.

ipv6 hop-limit HacTtpolika orpaHmnyeHus nepexoga IPv6.

BkntoyexHune
npeobpasoBaHus n3
OTNPaBKN _ MakeToB
NS B cetn
ayTeHTudukaumm
VLAN

A\ (OMNUMOHATBHO) WcnonbayeTca ANS OrpaHMYEHUs OTNpaBKM

naketoe NS B cetn ayteHTudukaumm VLAN B pexume
ayTeHTudrKaumm Wwnkosa.
ipv6 nd suppress- | Bknwo4aet nogasnieHve

auth-vlan-ns LUMpoKoBeLaTenbHon paccbifikm NS B

cetax ayteHTudukauum VLAN.

HacTtporka Linto3a
Mo yMOn4YaHuKw B
uHTepderce

yrnpaslieHund

A (OMUMOHANBHO) Mcnonb3yeTcss AnNs HACTPOWKW LWM03a MO
YMOJT4YaHMIO B MHTepdelice ynpaBneHus.

ipv6 gateway Ipv6-
address

HacTtporika wno3a no yMonyaHui B
UHTEepdence ynpasneHus.

3.4.1 HacTtpowuka IPv6-agpeca

Pe3ynbTaT KOHUrypaumm

HacTtponte IPv6-agpec nHtepdenca ans peanusauum ceteBomn cBasun IPv6.

ATanbl KOHdUrypaumm

BkntoueHue IPv6 Ha nHTepdenice

% (OMUMOHANBLHO)

Ecnu Bbl XxO0TUTe BKMOYATL MNOOAEPXKKY npoTokona 6es

HacTponku agpeca IPv6, BbinonHUTe koMaHay ipv6 enable.
HacTtponka ogHoagpecHoro agpeca IPv6 nHtepdenca

< QO0bOga3aTenbHo.
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MpoBepka kKoOHUrypaumm

3anyctute komaHgy show

ipv6 interface, 4TOGbLI nNpoBEpPUTb, AOEWUCTBYET nun

HaCTPOEHHbI n agpec.

CBfizaHHble KOMaHAbI

BkntoveHue IPv6 Ha nHTepdenice

KomaHpa ipv6 enable

OnucaHue HepocTtynHo

napameTposB

Pexum Pexum kKoHdurypaumm nHtepdenca

KOHcpUrypaumm

BcTpoeHHas MpoTokon IPv6 MOXHO BKMWOYUTL Ha WHTepdence aOByMSA

noackaska cnocobamu: 1) BbINofHEHME KomaHAbl ipv6 enable B pexnme
HacTpOMKM  UHTepdoenca; 2) HacTponka agpeca |IPv6 Ha
UHTepdence.

& Ecnu wnHTepdenc cBsizaH ¢ MynNbTUMNPOTOKONbHBIM 06bektoM VRF,
HacTpoeHHbIM 6e3 cemencTBa agpecoB IPv6, IPv6 He moxeT ObiTb
BKMIOYEH Ha 9TOM uHTepdence. IPv6 Ha 3TOM WHTepdence MOXHO
BKNIOYMTbL TOMbKO MOCMEe HaCTPOMKM cemencTBa agpecoB IPv6 ans
MHoronpoTokonbHon VRF.

Ecnn IPv6-agpec HacTpoeH Ha uHTepdence, IPv6 aBTomMaTnyecku
BKNKOYaeTCcs Ha 3TOM uHTepdence. B atom cnyyae npotokon IPv6
Henb3si OTKIKYUTb, AaXe eCrniv Bbl BbINOMHAETE KOMaHay no ipv6
enable.

HacTtponka ogHoagpecHoro agpeca IPv6 nHtepdenica

KomaHpa ipv6 address ipv6-address / prefix-length
ipv6 address ipv6-prefix / prefix-length eui-64
ipv6 address prefix-name sub-bits / prefix-length [ eui-64 ]
OnucaHue ipv6-address:  YkasbiBaeT agpec IPv6, KoOTOpbIi  OOSKEH
napameTpoB cooTBeTCcTBOBaTH bopmaTy agpeca, onpegeneHHomy B RFC 4291.
PasgeneHHoe gBoeTtoumeM (i), kaxgoe none agpeca coctouT u3 16
OUT 1 NpeacTaBneHo WecTHaguaTepPUYHbIMM CUMBOSTAMMU.
ipv6-prefix: YkasbiBaeT npedukc agpeca IPv6, koTOpbId OO0SKEH
cooTBeTCcTBOBaTb (hopmaTy agpeca, onpegeneHHomy B RFC 4291.
prefix-length: YkasbiBaeT gnuHy npecdwmkca agpeca IPv6, To ecTb
YyacTb, NpeacTaBnAlLLY0 ceTb B agpece IPv6.
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prefix-name: YkasblBaeT UMMS  YHMBeEpcarbHOro  npedwukca.
YKasaHHbIN YHUBEpPCanbHbIN NpeduKC UCMonb3yeTcs ANA co3aaHus
agpeca uHtepenca.

sub-bits: YkasbiBaeT OuTbl cybnpedukca n bGutbl xocTta agpeca,
KOTOpble  [OMKHbl  ObITb  0ObeauMHeHbl € npedukcamu,
npegocTaBfeHHbIMU 00LWMM NPedUKCOM, yKadaHHbIM C NapaMeTpoMm
prefix-name. 3TO 3HayeHMe 0ObEAUHSETCA C YHUBEPCasnbHbIM
npeduKcoM ana co3gaHus agpeca uHTepdenca. ITO 3HaveHue
AOJTKHO 6bITb B hopme, ykaszaHHon B RFC 4291.

eui-64: VYkasbiBaeT co3gaHHbn |IPv6-agpec, coctoswmn  u3
HacTPOEeHHOro npecdwmkca agpeca u 64-6MTHOro MaeHTUdUKaTopa
UHTepdenca.

Pexum Pexxum KoHdurypaumm nHtepgenca

KOHcpUrypaumm

BcTpoeHHas @ Ecnn vHTepdenc cBsizaH C MynbTUNPOTOKONbHLIM 06bekToM VREF,
noackKaska HacTpoeHHbIM 6e3 cemenictBa agpecoB |IPv6, agpec IPv6 He moxeT

OblTb HacTpoeH pAnsa 3Toro WHTepdenca. |Pv6-agpec 3ToOro
UHTepdenca MoXXHO HaCTPOUTb TOSbKO MOCHe HACTPOWMKN CeMencTBa
agpecos IPv6 gna mHoronpoTtokosnbHon VRF.

Ecnu wuHTepgenc [Pv6 co3maH u  HaxoguTca B COCTOSIHUM
rOTOBHOCTM, CMCTEMa aBTOMAaTUYECKM CO3[aeT fokKarnbHbI agpec
KaHana ons aToro nHrepdgenca.

IPv6-agpec uHTepdpenica Takke MOXET OblTb CO34aH C MOMOLLLH
YHUBEpCanbHOro MexaHuama npecdukcos. To ectb IPv6-agpec =
Universal prefix + Sub prefix + Host bits. YHuBepcanbHbI npeduke
MOXXHO HacTpOUTb, BbINOMHMB KOoMaHay ipv6 general-prefix wnm
BbIMNONHUB (PYHKUMIO OBHapyxeHus npedukcoB knneHta DHCPv6
(cm. pasgen Hacmpoika DHCPv6). Sub prefix + Host bits yana
3agatTcs napametpamun sub-bits un prefix-length B komaHge ipv6
address.

Ecnn Bbl 3anyckaete komaHgy no ipv6 address 6e3 ykasaHud
agpeca, BCce agpeca, HaCTPOEHHbIE BPYYHYto, OyayT yaoaneHs.

UT00bl yOanuTb HaCTPOEHHbIN afpec, BbIMOMHUTE KOMaHAy No ipv6
address ipv6-prefix/prefix-length eui-64.

Mpumep KoHDUrypaumm

HacTtponka agpeca IPv6 B nHTepderice

drtanbl Bkntounte IPv6 Ha uHTepdeince GigabitEthernet 0/0 n pobasbTte
KoHcurypauum | IPv6-agpec 2000::1 B mHTEphENC.
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QTECH (config) #interface gigabitEthernet 0/0
QTECH (config-if-GigabitEthernet 0/0) #ipv6 enable
QTECH (config-if-GigabitEthernet 0/0) #ipv6 address 2000::1/64

MpoBepka
KOHcpuUrypauum

BbinonHute komaHgy show ipv6 interface, 4tobbl yoeanTbCs, 4TO
agpec ycnewHo gobaeneH B nHTepdenc GigabitEthernet 0/0.

QTECH (config-if-GigabitEthernet 0/0) #show ipv6 interface
gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf id 0
address (es) :

Mac Address: 00:00:00:00:00:00

INETG: FE80::200:FF:FE00:1 [ TENTATIVE 1, subnet is
FE80::/64
INET6: 2000::1 [ TENTATIVE ], subnet is 2000::/64

Joined group address(es) :

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160--
240>

ND router advertisements live for 1800 seconds

3.4.2 Hactpowuka IPv6 NDP

Pe3ynbTaT KOHUrypaumm

HacTtpounte atpubyTthl, cBsidaHHble ¢ NDP, Hanpumep, BknouuTe nepeHanpasfieHne

IPv6 n DAD.

MpumeyvaHunna

MopaBneHne RA Bkn4YeHO Ha WHTepdencax no ymonyaHuto. YTobbl HacTpouTb
YCTPOMCTBO A5 OTnpaBkM naketoB RA, BbINONHUTE KOMaHZy no ipv6 nd suppress-ra
B peXumMme KOHpurypaumm nHtepdgenca.

ATtanbl KOHdUrypauum

BkntoyeHue nepeHanpasnenus IPv6 Ha nHtepdence

s (ONUMOHAIBHO) nepeHanpasneHune IPv6 BKNOYEHO NO YMONYaHMIO.
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% YT06bl OTKNIOUNTE NepeHanpasneHne IPv6 Ha nHTepdence, BbINOHUTE KOMaHAy
no ipv6 redirects.

HacTporka konuyectBa nocriegoBaTtenbHbiXx naketoB NS, oTnpaBneHHbIX BO BpeMs
DAD

«» OnumoHanbHo.
% UYtobbl 3anpetutb BkntoyeHne DAD pana agpecoB IPv6 Ha wuHTepdpberice uwnum
N3MEHUTb KONMYeCTBO nocnegosBaTtenbHbliX naketoB NS, oTnpaBneHHbIX BO Bpems

DAD, BbinonHute komaHay ipv6 nd dad attempts.
HacTtponka goCcTynHOro BpeMeHn coceHero yana

+» OnunoHanbHo.
s [Na wn3ameHeHuss OOCTYMHOrO BPEMEHM coceda BbINONHUTE KomaHgy ipv6ée nd
reachable-time.

HacTtpownka npedukca agpeca ans obbvasneHna B nakete RA

« o ymonuaHunio npedukc B nakete RA Ha wuHTepdence — 39T0 npedumKc,
HaCTPOEHHbIV B KOMaHAe ipv6 address uHTepdenica.

s (HeobsasaTtenbHo) BbinonHute komaHay ipvé nd prefix, 4ytobbl gobaButb wunu
yaanuTb npedukcbl N napameTpbl NPedUnKcoB, KOTOPbIE MOTYT ObiTb OO BABMNEHDI.

BkntoueHue/BbikntoveHne nogasneHnst RA Ha nHtepdeice
«» OnumoHanbHoO.

*

¢ YT10ObI HACTPOUTL YCTPOMUCTBO ANA OTNPaBkM NakeToB RA, BbINOMHMUTE KOMaHZy NO
ipv6 nd suppress-ra.

HacTponka makcMmanbHOro konndectBa HepaspelleHHbIX 3anmucen ND

«»» OnumoHanbHoO.

% Ecnu n3-3a ckaHupylowmnx atak cosgaetca 60nbLuoe KoNM4ecTBO HepaspeLleHHbIX
3anucen ND, BbinonHute komaHay ipv6é nd unresolved, 4ToObl OrpaHMYUTL YUCHO
HepaspeLleHHbIX coceaen.

HacTponka makcumansHoro konudectsa 3anucent ND, nonyyeHHbIX B MHTepdence
«»» OnumoHanbHoO.

s Ecnu konudectBo xoctoB IPV6 KOHTponupyeTcs, BbINOSHUTE KOmaHay ipv6e nd
cache interface-limit, 4ToGbl OrpaHN4MTL KONMMYECTBO coceden, OOy4YEeHHbIX Ha
MHTepgence. IATO NpefoTBpallaeT nonagaHve artak, MOSyYeHHbIX C MOMOLLbLIO
PyHKUMKN n3yyveHna ND, B NpoCTpaHCTBO NaMATU U BNUSIET HA NPON3BOANTENBHOCTb

yCTpOMCTBa.
lNMpoBepka kKoHdUrypauum
BbinonHuTe cnegyowme koMmaHabl AN NPOBEPKM NPaBUIIbHOCTU KOHGUIypaumm:

s show ipv6 interface interface-type interface-num: [llpoBepbTe, OENCTBYIOT In
TakMe KOHurypaumm, kak QYyHKUMA nepeHanpasneHnd, BpemMs OOCTYNHOCTU
cocefHero yana un nHtepsan otnpasku NS.

% show ipv6 interface interface-type interface-num ra-inifo: lNMpoBepbTe NpaBUIBHOCTb
npedwukca n gpyron nHpopmarmm, HactpoeHHon ana naketos RA.

¢ show run
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CBfizaHHble KOMaHAblI

BkntoveHue nepeHanpasneHna IPv6 Ha nHtepdeince

KomaHpa ipv6 redirects

OnucaHue HepocTtynHo

napameTpoB

Pexum Pexum KoHurypaumm nHtepdenica

KoHdurypauumm

BcTtpoeHHas Bce coobueHuns 06 ownbkax ICMPV6 nepepatTca ¢ orpaHU4eHHOM
noackaska ckopocTbto  nepegaudn. [lo  ymonyaHuio 10  makcmmanbHoe

Konn4yectBo coobuweHnn o6 owmnbkax ICMPv6 nepenaBaembix B
cekyHay (10 nakeToB B CEKyHAY).

HacTporika konuyectBa nocrnegoBaTtenbHbiXx naketoB NS, oTnpaBneHHbIX BO BpeMs

DAD

KomaHpga ipv6 nd dad attempts value

OnucaHue value:Ykas3biBaeT konndyecTtBo naketoB NS.

napameTposB

Pexum Pexum kKoHdurypaumm nHtepdgenca

KOHcuUrypauum

BcTpoeHHas Mepen HacTtpounkon agpeca IPv6 Ha wuHTepdence Heobxoanmmo
noackaska Bkntounte DAD. 3atem agpec Haxoautcss B npeaBapuUTESNbHOM

coctosHun. Ecnu DAD He oBHapyxmBaeT KOHNIMKTaA agpecoB, 3TOT
aZpec MOXHO ucnosib3oBaTb. Ecnn obHapyxeH KOHMNNKT agpecos n
naeHTudumkaTop nHTepdenca atoro agpeca mncrnonobsdyet EUI-64, Ha
3TOM KaHane cywecTBylT aybnupylowme agpeca ypoBHA cBsA3W. B
3TOM Cny4yae cuctema aBTOMaTUYECKU OTKMYaeT 3TOT MHTepdenc
Ans npenoTBpalleHust onepauun, cBsaAslaHHbiX ¢ IPv6 Ha aTtom
nHTepdgence). B aTo BpeMs He06X0AMMO HACTPOUTL HOBbIV apec n
nepesanyctutb UHTEpPdENC, 4Tobbl cHoBa BKMtounTb DAD. Korga
MHTepdenc nepexoauT U3 COCTOAHNA BHU3 B cOCTOSAHME BBepXx, DAD
CHOBa BKIOMaeTCs 4151 aapecoB B 3TOM UHTepdence.

HacTtponka OOCTYMNMHOro BpeMeHn coceqHero yana

KomaHpa

ipv6 nd reachable-time milliseconds
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OnucaHue milliseconds: YkasbiBaeT Bpemsi JOCTYNHOCTM coceda B AuManasoHe

napameTposB ot 0 go 3600000. EguHuua namepeHns — MunnucekyHaa. 3HadeHue
no ymonyanuo — 30 c.

Pexum Pexum koHdurypaumm nHtepdenca

KOHcpuUrypaumm

BcTpoeHHas YCTpONCTBO OBHapyXnuBaeT HeOOCTYMNHbIX coceaen B COOTBETCTBUM

nopckaska C HaACTpPOEHHbIM BpemMeHeM [JocTyna. Yem Kopoye HacTpOeHHoe

BpemMsi gocTtyna, Tem ObICTpee YCTpOMCTBO OOHapyxunBaet
HEeOOCTYMNHbIX coceden, HO TeM Bornblie OHO noTpebnseTr nonocy
npornyckaHna cetTu W pecypcbl ycTpouctea. [loaTomy He
pekoMeHayeTCsl yCTaHaBNMBaTb 3TO BPEMS HE3HAYUTESbHbIM.

HactpoeHHOe 3HaudeHne ob6bsiBnseTcs B nakete RA u Takke
ucrnionb3yeTcsd Ha yctpouctBe. Ecnu 3HayveHne paBHo 0, Ha
YCTPOMCTBE He YKa3aHO Bpems [OCTyna, W peKoMeHOyeTcs
NCMNonb30BaTh 3HAaYEHUE MO YMOMYaHUIO.

HacTtpownka nped

nKca agpeca ans oobasneHus B nakete RA

KomaHpa

ipv6e nd prefix {ipv6-prefix/prefix-length | default} [ [ valid-lifetime {
infinite | preferred-lifetime } ] | [ at valid-date preferred-date | |
[infinite {infinite | preferred-lifetime}]] [no-advertise] | [[ off-link ] [
no-autoconfig ]]

OnucaHue
napameTposB

ipv6-prefix: YkasbiBaeT ngeHtudukatop cetu IPv6, KoTopbIn JOKEH
cooTBeTCcTBOBaThH (hopmaTy npeacrasnenunsa agpeca B RFC 4291.

prefix-length: YkasbiBaeT anuHy npedwmkca agpeca IPv6. [Mepen
npedunkcom Heobxoamumo gob6aBuTb Kocyto YepTy (/).

valid-lifetime: YkasblBaeT nepuoad, B TeYeHMEe KOTOPOro XocT,
nonyyarowmn npedukc naketa RA, cumtaeT npedukc JonycTUMbIM.
OunanasoH 3HayeHnrn ot 0 po 4294967295. 3HadeHne no
ymosnyanuto: 30 gHen.

preferred-lifetime: YkasbiBaeT nepuoa, B TEYEHME KOTOPOro XOCT,
nonyyawowmin npedukc naketa RA, cuntaeT npedukc JONyCTUMbIM.
[Ovana3oH 3HadyeHurn o1 0 po 4294967295. 3HayeHne 1o
YMOJSIYaHUI0: 7 OHEN.

at valid-date preferred-date: VYkasbiBaeT ponyctumyr faty wu
npeanodYnTaembli  CPoK, HaCTpPOeHHbIn ana  npedukca RA.
Wcnonbayetca popmat dd+mm+yyyy+hh+mm.

infinite: YkasbiBaeT Ha TO, YTO npeduKC OEeNCTBUTENEH HaBcerja.
default: YkasbiBaeT, 4TO Ucnonb3yeTcss KoHUrypaumsi napameTpoB
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no yMmOJT4aHuio.

no-advertise: YkasbiBaeT, 4TO npedukc He obbsaBnseTcs
MapLLPYyTM3aTOPOM.

off-link: Ecnu npedukc agpeca HasHayeHuss B nakete |Pv6,
OTNpaBfeHHOM XOCTOM, COBMadaeT C HACTPOEHHbIM MnpeduKcomMm,
yCTponcTBO OydeT paccMaTpuBaTb agpec HasHavyeHus no TOW xe
CCbIfIKe N HenocpenCcTBEHHO AOCTYNeH. OTOT NapameTp yKasbiBaer,
YTO 3TOT NpedmKec He TpebyeT onpeaeneHnst No KaHany.

no-autoconfig: YkasbiBaeT, 4To npecukc B nakete RA, nony4yeHHOM
XOCTOM, HE MOXET MCMNONb30BaTbCA A1 aBTOMATUYECKON HACTPOMKM
agpeca.

Pexum Pexum kKoHdurypaumm nHtepdenca

KOHcpUrypaumm

BcTpoeHHas OTy KOMaHAy MOXHO MCMonb3oBaTh AN HAaCTPOWKM MapamMeTpos,
noackaska CBA3aHHbIX C KaxablM npeduKcoM, BKMOYad BO3MOXHOCTb

ob6bsaBneHus atoro npedwmkca. o ymonyanuio naket RA ncnonbsyet
npeduKc, HaCTPOEHHbIN C MNOMOLBID KOMaHAbl ipv6-agpeca.
3anyctnte komangy ipv6é nd prefix, 4tobbl pobaButb Apyrue
npeguKchbl.

BoinonHute komangy ipv6 nd prefix default, 4TobObl HacTpouTb
napameTpbl MHTepdenca no ymonyaHuwo. To ecTb, ecnv npwu
pobaBneHnn npedukca He ykasaH HU OO4MH NapameTp, UCNOMb3ynTe
napamMmeTpbl, HaCTpPOeHHble B koMaHnge ipv6 nd prefix default no
YMOMYaHWi0 B  KayecTBe napameTpoB HOBOro  npedwmkca.
KoHdpurypauumn napameTpoB No yMoOn4yaHUK OTMEHATCA rnocrne Toro,
Kak gns npedwukca OygeT ykasaH napameTp. To ecTb, npu
ncnonb3oBaHun komaHabl ipv6 nd prefix default no ymonuaHuto
ANS N3MEHEHWs HacCTPOeK napamMeTpoB MO YMOMYaHUIO, TOSbKO
npeduKc, HACTPOEHHbIM AN  WU3MEHEeHMW napameTpoB Mo
YMOIYaHuo 1 KOHGUrypaumm npedukca, octaeTcs NPEXHUM.

at valid-date preferred-date: MoXxHO ykazaTb OONyCTUMYK OaTty
npedukca pgsyma crnocobamu: 1) ykasaHne UKCMPOBAHHOIO
BpeMEHN Ons kaxgoro npedukca B nakete RA; 2) ykasaHue cpoka.
Bo BTOpoM MeToae AencTBuTenbHas gata npedukca B KaKooM
nakete RA ymeHbLliaetca o 0.

BkntoyeHue/BbIkn

todeHne nogasneHna RA Ha uHTepderice

KomaHpa ipv6 nd suppress-ra
OnucaHue HepoctynHo
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napameTposB

Pexum Pexum KoHurypaummn nHtepdeinica

KoHdurypauumm

BcTtpoeHHas UTtobbl BKNOUNTL nogaBneHve RA Ha wHTepdence, BbINOMHUTE
noackKaska KomaHay ipv6 suppress-ra.

HacTtponka makcMmanbHOro konndectea HepaspelleHHbIx 3anucern ND

KomaHpa ipv6 nd unresolved number

OnucaHue number: YkasbiBaeT MakCMMasibHO€ KOSIMYECTBO HepaspeLleHHbIX

napameTpoB 3anuncen ND.

Pexum Pexum rnobansHon KoHpurypaumm

KoHduUrypaumm

BcTtpoeHHas Utobbl npepoTBpatUTb  co3gaHve  BONbWMM  KOSIMYECTBOM

noackaska HepaspeleHHblx 3anucen ND ©n 3aHMMalOWMX pecypcbl BBOAA
3M10yMbILUSIEHHUKaMMU, MOXHO OorpaHuMyunTb KONU4eCcTBO

HepaspelleHHbIx 3anucen ND.

HacTtponka makcmmanbHoro konudectsa 3anucen ND, nony4veHHbIX B MHTepdence

KomaHpa ipv6 nd cache interface-limit value

OnucaHue value: YkasblBaeT MakCumaribHOE KOMYeCTBO COCEAHUX YCTPOWCTB,
napameTpos NOJSTy4YEeHHbIX UHTEPEENCOM.

Pexum Pexum KoHurypaumm nHtepgenca

KoHduUrypaumm

BcTtpoeHHas OrpaHudeHune konuyectsa 3anucen ND, nony4veHHbIX B UHTEpdelce,
nopckaska MOXeT npefoTBpaTUTb aTaku 3MnoyMblLUNIEHHUKOB-coceaen. Ecnu

3TO YMCIIO HE OrpaHMYeHo, Ha YCTponcTBe ByaeT co3gaHo BornbLioe
Konuyectso 3anucenn ND, 3aHMMarOLWMX CrMLLKOM MHOro MecTta B
namsitu. HactpoeHHoe 3HavyeHne OOMMKHO ObiTb paBHO mnu 6onblue
yucna 3anucenn ND, nonydveHHbIx uHTepdencoMm. B npotvBHOM
cnyyae KoHdurypaumst He BCTynuT B cuny. KoHdurypauus saBucut
oT emkocTu BBoga ND, nogaep>kvusaeMon yCTPONCTBOM.

Mpumep KoHduUrypaumm
BkntoyeHue nepeHanpaBnenuns IPv6 Ha nHtepdence
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Aranbl Bkntounte nepeHanpasneHune IPv6 Ha mnHTepdence GigabitEthernet
KoHdurypauum  0/0.

QTECH (config-if-GigabitEthernet 0/0) #ipv6 redirects
MpoBepka BoinonHute komangy show ipv6 interface, 4ToObl npoBepuUTb
KOHdurypaumm | pesynbrar.

QTECH#show ipv6 interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf id 0
address (es) :
Mac Address: 00:00:00:00:00:00

INET6: FE80::200:FF:FE00:1 [ TENTATIVE ], subnet 1is
FE80::/64

Joined group address(es) :

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160--
240>

ND router advertisements live for 1800 seconds

HacTtpouka IPv6é DAD

Aranbl Hactponte wuHTepcenc nna oTnpaBkn Tpex nocrenoBaTesibHbIX
KoHcurypauum naketoB NS Bo Bpemsa DAD.

QTECH (config-if-GigabitEthernet 0/0)# ipv6 nd dad attempts 3
MNMpoBepka BoinonHute komangy show ipv6 interface, 4tobbl npoBepuTb
KOHcUrypauumm  pesynbTar.

QTECH#show ipv6 interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf id 0
’ QTECH | www.qtech.ru
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address (es) :
Mac Address: 00:00:00:0:00:00
INETG: FE80::200:FF:FE00:1 [ TENTATIVE 1], subnet is

FE80::/64
Joined group address (es) :
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 3
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND retransmit interval is 1000 milliseconds
ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<l160--
240>

ND router advertisements live for 1800 seconds

QTECH (config-if-GigabitEthernet 0/0) #

HacTtpowka nHgo

pMauumn npedumkca B nakete RA

JTtanbl HobaebTe npedukc 1234:/64 k nHtepdpency GigabitEthernet 0/0.
KOoHduUrypaumm
QTECH (config-if-GigabitEthernet 0/0)#ipv6 nd prefix 1234::/6
MpoBepka BeinonHute komangy show ipv6 interface, 4TOoObI nNpoBepuUTb
KOHdurypauum | pesyrnbrar.
QTECH#show ipv6 interface gigabitEthernet 0/0 ra-info
GigabitEthernet 0/0: DOWN (RA is suppressed)
RA timer is stopped
waits: 0, dinitcount: O
statistics: RA(out/in/inconsistent): 0/0/0, RS (input): O
Link-layer address: 00:00:00:00:00:00
Physical MTU: 1500
ND router advertisements live for 1800 seconds
ND router advertisements are sent every 200 seconds<l160--
240>
Flags: !M!0O, Adv MTU: 1500
ND advertised reachable time is 0 milliseconds
. QTECH | www.qtech.ru
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ND advertised retransmit time is 0 milliseconds
ND advertised CurHopLimit is 64
Prefixes: <total: 1>

1234::/64 (Def, CFG, vltime: 2592000, pltime: 604800,
flags: LA)

HacTpoiika naketoB RA ansa nony4vyeHnsa npedukcos n3 nyna npedgukcos

KOHdurypauum

Hactponte naketel RA Ha nonyyeHne npedukcoB wu3 nyna
npedukcos "ra-pool”.

QTECH (config-if-GigabitEthernet 0/0) #peel default ipvé6 pool
ra-pool

lNMpoBepka
KOHcpUrypaumm

BbinonHute komaHay show run, 4tobbl NPOBEPUTL pe3yrbTar.

QTECH (config-if-GigabitEthernet 0/0) #show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0
ipv6 enable
no ipv6 nd suppress-ra

peel default ipv6 pool ra-pool

OTkntoveHne nogasneHnsa RA

KoHduUrypaumm

Otkntounte nogasnexHve PA Ha nHTepdeiice.

QTECH (config-if-GigabitEthernet 0/0)# no ipv6 nd suppress-ra

lNMpoBepka
KOHcpurypauum

BbinonHute komaHay show run, 4ytoGbl NPOBEPUTL pe3yrbTar.

QTECH (config-if-GigabitEthernet 0/0) #show run interface
gigabitEthernet 0/0

Building configuration...
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Current configuration : 125 bytes

interface GigabitEthernet 0/0

ipve enable

no ipv6 nd suppress-ra
|

HacTtponka makcmmanbHOro konnyectsa HepaspelleHHbIx 3anucen ND

drtanbl YcTaHoBUTE MakcMMmaribHOe KONMUYECTBO HepaspeLleHHbIX 3anucen
koHcurypauum @ ND pasHbim 200.

QTECH (config) # ipv6 nd unresolved 200

lNMpoBepka

BbinonHuTe komaHay show run, 4To6bI NPOBEPUTL pe3ynbTarT.
KOHcUrypaumm

QTECH#show run

ipv6 nd unresolved 200

HacTporka makcumansHoro konudectsa 3anucent ND, nonyyeHHbIX B MHTepdence

dTtansbi YcTaHoBUTE MakcumarnbHOe KonmyecTtBo 3anucer ND, nonyveHHbIX
KOHcurypauumm  Ha nHtepdence, pasHoim 100.

QTECH (config-if-GigabitEthernet 0/1)#

ipv6 nd cache
interface-limit 100

MpoBepka

BbinonHuTte komaHay show run, 4To6bl NPOBEPUTL pe3ynbTarT.
KOHcuUrypauum

QTECH#show run
!
interface GigabitEthernet 0/1

ipv6 nd cache interface-limit 100
I
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3.4.3 Hactpounka MTU IPv6 Ha nHTtepdence
Pe3ynbTaTt KOHpUrypauum

B cooTBeTCcTBMM CO CXEMOW CeTu, HacTpOWUTe KOpPpPeKkTHbIM agpec |Pv6, 4TobbI
n3bexartb NOTEPU NAKETOB.

MpumeyaHusn

MTU IPv6 wuHTepdenica pomkeH ObiTb MeHbwe unu paBeH MTU wmHTepdenca.
[nana3soH IPv6 MTU coctasnsieT ot 1280 no 1500.

JTanbl KOHUrypaumm
Hactponka MTU IPv6 nHtepdenca

+»» OnuuoHanbHo.
< Ecnn muHmmanbHbin pasmep MTU B UHTepHeTe meHblle MTU IPv6 nHTepdenca,
ncnonb3ynTe aTy KOHUrypauuio ansa ycraHosku npasunsHoro MTU unHTepdpenca.

MpoBepka kKoOHUrypaumm

s 3anyctute komaHgy show run wunm show ipv6 interface, 4ToObI NpoBepUTH
NpPaBUNbHOCTb KOHGUIypaLumu.

+ 3axsaT nokanbHO OTNpaBfeHHbIX nakeToB IPv6, anuHa koTopbix npeBbiwaet MTU
IPv6. PesynbTaT 3axBaTa nakeToB MokasbliBaeT, YTo nakeT IPv6 dpparmeHTMpoBaH
Ha ocHoBe MTU IPv6 nHtepgenca.

CBA3aHHble KOMaHAbI
Hactponka MTU IPv6 nutepdenca

KomaHpa ipv6 mtu bytes

OnucaHue bytes: YkasbiBaeT MTU naketa IPv6 B ananasoHe ot 1280 go 1500.
napameTpoB EanHuua namepeHus - 6ant.

Pexum Pexum kKoHdurypaumm nHtepdgenca

KOHcuUrypauum

BcTtpoeHHas HepoctynHo

nopckaska

Mpumep KoHduUrypaumm
Hactpovka MTU IPv6 nHtepdenca

ATanbl N3meHnute IPv6 MTU nHtepdgenca GigabitEthernet 0/0 Ha 1300.
KOHcpuUrypauum

QTECH (config-if-GigabitEthernet 0/0)#ipv6 mtu 1300

’ QTECH | www.qtech.ru

MWP [OCTYMNHEE



“unnnul‘uﬂ%
peesaneeesss

PykoBoacTBO nosb3oBaTtens
3. HacTtpowuka IPv6 98

MpoBepka BoinonHute komangy show ipv6 interface, 4ToObl npoBepuUTb
KOHdurypaumm | pesynbrar.

QTECH (config-if-GigabitEthernet 0/0) #show ipv6 interface

interface GigabitEthernet 0/ is Down, ifindex: 1, vrf id 0
address (es) :
Mac Address: 00:d0:£8:22:33:47
INET6: FE80::2D0:F8FF:FE22:3347 [ TENTATIVE ], subnet is

FE80::/64
INET6: 1020::1 [ TENTATIVE ], subnet is 1020::/64
INET6: 1023::1 [ TENTATIVE ], subnet is 1023::/64

Joined group address (es) :

MTU is 1300 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<l60--
240>

ND router advertisements live for 1800 seconds

3.4.4 BknovyeHue mapipyTusaumm uctouHuka (Source routing) IPv6

Pe3ynbTaTt KOHpUrypaumum

RFC 5095 otmeHun 3aronoBok MapwpyTtudaumm tmna 0. Yctponctea QTECH no
YMOSYaHNIO He MOoAAEepKMBAKOT 3arofioBoK mMappyTtudauun tuna 0. AgmuHucTpaTtop
MOXeT BbINONHUTL KOMaHAy ipv6 source-route B pexume rnobanbHON KoHdUrypaumu,
4YTOObI BKNHOUYNTL MapLUpyTU3aLmnI0 UCTOYHMKA IPV6.

Atanbl KOHdUrypaumm
BkntoyeHne mapupyTtmsaumm nctovyHmka (Source routing) IPv6

+» OnuuoHanbHo.
% UT06blI BKNIOUYNTL MapLlpyTu3auuio UCTOYHWKA |IPV6, BbinonHUTE KOMaHgy ipve
source-route.

MpoBepka kKoOHUrypaumm

YCTpPOWCTBO MOXET [OOSKHbIM 00pa3omM nepecbinatb MakeTbl C  3arofIOBKOM
mapuwpyTusaumm Type O.
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CBA3aHHble KOMaHAbI
BkntoveHne mapLupytmsauum nctovHmka IPve

KomaHpa ipv6 source-route

OnucaHue HepocTtynHo

napameTposB

Pexum Pexxum rmnobanbHom KoHurypauum

KoHdurypauumm

BcTtpoeHHas Mockonbky 3aronioBok Tvrna 0 mMoxeT npuBectn K atakam DoS Ha

noackaska YCTPOUCTBO, YCTPOUCTBO He nepechbinaet naketobl IPv6 ¢ 3aronoskom
MapLupyTusaumm no ymosiyaHuio, a obpabartbisaet naketbl IPv6, cam
no cebe sBNAACHL KOHEYHbIM aApecoOM Ha3HaYeHUs U 3arosIoBKOM
MapLpyTtusaumm tmna 0.

Mpumep KoHduUrypaumm
BkntoyeHne mapLupytmsauyum nctovHmnka IPve

dranbl BknounTtb MapLupyTmusaumio UCTodHuka IPv6.
KOHcUrypaumm

QTECH (config) #ipv6 source-route

MpoBepka BbinonHuTte komaHay show run, 4To6bl NPOBEPUTL pe3ynbTarT.
KOHcuUrypauum

QTECH#show run | inc ipvé source-route

ipv6 source-route

3.4.5 HacTpounka ckopocTu oTnpaBku coobweHun o6 owmnodkax ICMPv6
Pe3ynbTaTt KOHpUrypaumum

HacTtpoWnka ckopoctu oTrnpaBku coobueHnin ob owmnbkax ICMPV6.

ATtanbl KOHdUrypauum

HacTtponka ckopoctu otnpasku naketa ICMPV6 cnuwkom 6onblimnx coobLieHmi

+» OnuuoHanbHo.

< Ecnn ycTponCTBO nMonyyaeT MHOXecTBO naketoB I[Pv6 ¢ gnuHom nakera,
npesbiwatowen IPv6 MTU wucxogsawero wuHTepdenca, n, Takum obpasom,
otnpaengaeTt 6onbwoe konudecteo ICMPV6 Packet Too Big coobuieHuin, koTopbie
noTpebnswT MHoro pecypcos LI, 3anyctute komangy ipv6 icmp error-interval
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too-big ¢ cnuwkom GonbWMM MHTEPBANOM OWNBOK, YTOObI OrpaHNYMTbL CKOPOCTb
OTnpaBKku 3Toro coobuueHnsa ob owmnbke.

HacTpoliika ckopocTu oTnpaBku gpyrnx coobueHu o6 owmnbkax ICMPvV6

X/
°

X/
L X4

OnumoHarsnsHo.

Ecnu ycTtponcTtBo nonyyvyaetr MHOXECTBO HeBanugHbix naketoB IPv6 wn, Ttakum
obpasom, reHepupyeT MHoOro coobuwieHmn o6 owwnbkax ICMPV6, BbinonHuTe
KomaHagy ipv6 icmp error-interval, 4TOGblI OrpaHUYNTL CKOPOCTb OTMpPaBKU
coobuweHnn o6 owmnbkax ICMPV6. 3Ta KOMaHOa He BNUSAET Ha CKOPOCTb OTMNpaBKU
ICMPV6 Packet Too Big coobuieHuni.

lNMpoBepka KoHcUrypaumm

BeinonHute komaHay show running-config, 4tobbl NnpoBepuTb pesyrnbTar.

CBA3aHHble KOMaHAbI

HacTtpownka ckopoctu otnpasku naketa ICMPvV6 cnuwkom 60nbLUMX COOOLLEHNI

KomaHpga ipv6 icmp error-interval too-big milliseconds [bucket-size]

OnucaHune milliseconds: YkasbiBaeT nepuog OOHOBMEHWA  KOHTenHepa
napameTpoB MapkepoB B guanasoHe oT 0 no 2147483647. EgnHuua namepeHuna

— MunnucekyHga. 3HadeHue no ymondaduo: 100. Ecnv 3HayeHue
paBHO 0, ckopocCTb oTnpaBku coobuieHnn o6 owmnbkax ICMPv6 He
orpaHuyeHa.

bucket-size: Yka3biBaeT KONMMYECTBO MapKEPOB B KOHTEWHEpe Ans
MapkepoB B AnanasoHe oT 1 go 200. 3HayeHue No yMOoSYaHuw —
10.

Pexum Pexunm rmobanbHon KoHurypaumm

KOHcuUrypauum

BcTpoeHHas Ona  npepotepaweHns  DoS-atak  mcnonb3ynte  anroputm
noackaska KOHTENHEpa MapKepoB, 4YTOObI OrpaHMyYnUTb CKOPOCTb OTMNPaBKM

coobLeHunn 06 owmndkax ICMPV6.

Ecnu gonuHa nepecbinaemoro naketa IPv6 npeBbiwaetr MTU IPv6
nucxogawero WHTepdgenca, Maplipytusatop oTOpacbiBaeT 3ToT
naket IPv6 n otnpaenset obpatHo coobuweHne ICMPvV6 Packet Too
Big Ha wucxogHbin agpec IPv6. 310 coobuweHne o6 owwnbke B
OCHOBHOM wucrnons3yetcsa B npouecce IPv6 PMTUD. Ecnu gpyrue
coobuweHnss o6 owmnbkax ICMPv6 saBnsTcs 4Ype3MepHbIMU,
HEeBO3MOXHO oTnpaBuTb nakeT ICMPv6 Packet Too Big, 4Tto
npuBogut Kk cbowo IPv6 PMTUD. T[loatomy pekomeHayeTcs
orpaHn4nMTbL CKopocTb oTnpaBku naketoB ICMPv6 Packet Too Big
He3aBUCMMO OT Apyrux coobiueHnin o6 owmndkax ICMPVE.

lMockonbKy TOYHOCTb Tammepa coctaBndetr 10 mMc, pekomeHayeTcs
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YCTaHOBUTb MHTEpPBan 0OHOBMNEHNSA KOHTENHEPA MapKepPOB Ha Lienoe
yucno, kpatHoe 10 mc. Ecnu nepmopg oO6GHOBNEHUS KOHTEWHepa
MapkepoB HaxoauTcsa B gmanasoHe oT 0 go 10, pbakTnyeckmin nepmoq
obHoBneHna coctaBnger 10 mc. Hanpumep, ecnM CKOpPOCTb
OTNpaBKM YCTaHOBNEHa Ha 1 kaxgble 5 mc, aBa coobuieHnsa o6
owmnbkax oTnpaBnalTca Kaxable 10 MC B peanbHbIX CUTyauusx.
Ecnn nepmog oOGHOBNEHMA KOHTEMHEpPA MapKepoB He sBMseTCA
LenbiM Yynucnom, kpatHbeiM 10 Mc, OH aBTOMaTM4eckn npeobpasyetcsa
B uenoe 4ucrno, kpatHoe 10 mc. Hanpumep, ecnn ans cKoOpocTu
OTNpPaBKN YCTaAHOBMEHO 3HadyeHwe 3 kaxable 15 Mmc, OBa knwova
o6HoBnATCA Kaxable 10 MC B peanbHbIX CUTyaLmUsX.

HacTpolika ckopoCTu oTnpaBku Apyrnx coobweHni o6 owmnbkax ICMPV6

KomaHpa

ipv6 icmp error-interval milliseconds [bucket-size]

OnucaHue
napameTposB

milliseconds: YkasbiBaeT nepuog  OOHOBMNEHUS  KOHTEWHepa
MapkepoB B avanasoHe oT 0 go 2147483647. EanHuua namepeHuns
— MunnucekyHaa. 3HadeHune no ymondanmio — 100. Ecnu 3HaveHne
paBHO 0, CKOpOCTb OTnpaBku cooblieHnn o6 owmnbkax ICMPVE He
orpaHuyeHa.

bucket-size: YkasbiBaeT KONMMYECTBO MapKepoB B KOHTeWHepe Ans
MapkepoB B ananasoHe oT 1 go 200. 3HayeHMe No yMonyaHuw —
10.

Pexum
KOHcUrypauum

Pexunm rmobanbHon KoHurypaumm

BcTtpoeHHas
nopckaska

Ona  npepotepaweHns  DoS-atak  ucnonb3ynte  anroputm
KOHTEeHepa MapKkepoB, 4TOObl OrpaHUYUTb CKOPOCTb OTMNPaBKM
coobLeHnn 06 owmndbkax ICMPV6.

lMockonbKy TOYHOCTb Tammepa cocTtaBnsetr 10 Mc, pekomeHayeTcs
YCTaHOBUTb MHTEpPBan 0OHOBMEHNSA KOHTENHEPA MapKepoB Ha Liefoe
yncno, kpatHoe 10 mc. Ecnu nepmopg oOGHOBNEHUS KOHTEWHepa
MapkepoB HaxoauTca B gnanasoHe ot 0 go 10, bakTuyecknin nepmon
obHoBneHna coctaBngetr 10 mc. Hanpumep, ecnm CKOpPOCTb
OTNpaBku ycTaHoBreHa Ha 1 kaxable 5 Mmc, gBa coobuweHuss o6
owmnbkax oTnpaeBnsaTca Kaxable 10 MC B peanbHbIX CUTyauusx.
Ecnn nepmnog oBHOBREHUST KOHTEMHEpPA MapKEpoOB He sBnsieTcs
uenbiM Yymucnom, kpatHeiM 10 Mc, OH aBTOMaTU4eckn npeobpasyeTcs
B uenoe uyucno, kpatHoe 10 mc. Hanpumep, ecnu gna cKkopocTtu
OTNpaBKN YCTaHOBMNEHO 3HadeHwe 3 Kaxable 15 Mc, OBa knwo4a
obHoBnaTCA Kaxable 10 MC B peasibHbIX CUTyaUUsIX.
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Mpumep KoHDUrypaumm
HacTpolika ckopocTu oTnpaBkun coobLueHnin ob owmbkax ICMPv6

dTanbl YcTaHOBUTE CKOPOCTb OTMPaBKU CIMLWIKOM 605nbLloro coobLieHus

KoHcurypauum ICMPv6 Ha ypoBHe 100 naketoB B CekyHOy, a Ana Opyrux
coobuweHmn o6 owwunbkax ICMPv6 — Ha ypoBHe 10 nakeTtoB B
CeKyHAay.

QTECH (config) #ipv6 icmp error-interval too-big 1000 100
QTECH (config) #ipv6 icmp error-interval 1000 10

NMpoBepka BoinonHute komangy show running-config, 4tobbl npoBepuTb
KOHdUrypaumm  pesynbrar.

QTECH#show running-config | include ipv6 icmp error-interval
ipve icmp error-interval 1000 10

ipve icmp error-interval too-big 1000 100

3.4.6 Hactpouka npegena onepauun IPv6
PesynbTaT KOHbUrypauumm

HacTpoiiTe KonuMuecTBO MNepexoloB OAHOAAPECHOro nakeTa Ansa npeaoTBpalleHust
HeorpaHM4YeHHOWN Nepeaayn nakeTa.

ATanbl KOHUrypaumm
HacTtponka npegena onepauumn IPv6

®,

«» OnuuoHanbHo.
s YToObl M3MEHUTb KONMMYECTBO MEPEXOAOB OAHOAOPECHOro MakeTa, BbINOMHUTE
komangy ipv6 hop-limit value.

lNMpoBepka KoHcUrypaumm

®,

% BbinonHute komangy show running-config, 4ToObl NpoBepuTb MNPaBUIBHOCTb
KOHourypaumm.

< 3axBaT ogHoagpecHbIx naketoB IPv6, oTnpaBneHHbIX XocToM. Pe3dynbTaTt 3axeBaTa

NMakeToB MOKa3blBaeT, YTO 3HAYEHME MOMs OrpaHUYEeHNsa Mnepexoda B 3arosioBKe

IPv6 coBnagaeTt ¢ HACTPOEHHbLIM OrpaHU4YeHneM nepexoaa.

CBsizaHHble KOMaHAbI
HacTtponka npegena onepauun IPv6

KomaHpa ipv6 hop-limit value
OnucaHwme value: YkasbiBaeT KONUYeCTBO MepexogoB OAHOAOPECHOro nakeTta,
napameTpoB OTNPaBIIEHHOro yCTPOMCTBOM. [lnana3oH 3HayeHun ot 1 go 255.
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Pexum Pexum rnmobanbHon KoHpurypaumm

KOHcpuUrypaumm

BcTtpoeHHas HepocTtynHo

noackKaska

Mpumep KoHDUrypaumm
HacTtpownka npegena xonos IPv6

ATanbl N3meHuTe orpaHnyeHue nepexoda IPv6 yctponcTtea Ha 250.
KoHduUrypaumm

QTECH (config) #ipv6 hop-limit 250

MpoBepka BoeinonHute komangy show running-config, 4tobbl npoBepuTb
KOHdUrypaumm  pesynbrar.

QTECH#show running-config
ipv6 hop-limit 254

3.4.7 BknrovyeHue/Bbikno4vYeHne PyHKLUM Npeodpa3oBaHnNA U3 OTNPaBKN NaKeToB
NS B cetn VLAN ayteHTUdMKaumm

Pe3ynbTaT KOHUrypaumm

BkrntoyeHne vnn oTknoveHne (OyHKUUK npeobpasoBaHus u3 oTnpasky naketoB NS B
cetn VLAN ayTeHTudukaumm B SVI.

MpumeyaHunn

KoHdwurypaumsa nopaepxkuBaeTcsa Tonbko B SVI n genctByetr TONbKO B pexunme
ayTeHTUdUKauum Wn3a.

Atanbl KOHdUrypaumm

BkntoyeHue/BbIkntoveHne oyHKUnK npeobpasoBaHna n3 otnpaBkn naketoB NS B ceTu
VLAN ayTeHTudmkaumm

«» OnumoHanbHo.

s B pexunme ayTeHTU(pMKaumn Wnto3a BbINONHUTE KOMaHAy No ipv6 nd suppress-
auth-vlan-ns, 4tobbl ycTponcTBO MOrno oTtnpaeBnsaTb naketbl NS B cetn VLAN
ayTeHTUdukauuu.

lNMpoBepka kKoHdUrypauum

% BbinonHute komangy show running-config, 4ToObl NpoBepuTb MNPaBUIBHOCTb
KOHpurypaumn.
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CBfizaHHble KOMaHAblI

BkntoyeHue/BbIkntoveHne yHKUnK npeobpasoBaHna n3 otnpaBkn naketoB NS B ceTu
VLAN ayteHTUmkayunm

KomaHpa ipv6 nd suppress-auth-vlan-ns

OnucaHue HepocTynHo

napameTpos

Pexum Pexum kKoHdurypaumm nHtepdenca

KOHcpuUrypauum

BcTpoeHHas [nsa oTknoyeHna aTton pyHKUMKM ucnonb3ynte opMy NO AaHHOM
noackaska KOMaHapbl.

Mpumep KoHduUrypaumm

OTkntoveHne dyHkuMM npeobpasoBaHus M3 otnpaBku naketoB NS B cetn VLAN
ayTeHTMduKaumm

dTanbl Otkntounte pyHKUMIO npeobpasoBaHusa U3 oTnpaBkn naketoB NS B
KoHdurypaumm | cetn VLAN ayteHTUdMKaumn.

QTECH (config-if-VLAN 2)#no ipvé nd suppress-auth-vlan-ns

NMpoBepka 3anyctute komaHgy show running-config interface vlan 2, 4tobsl
KOHdMrypaumm nposepuTb pesynbTar.

QTECH#show running-config interface vlan 2

no ipvé6 nd suppress-auth-vlan-ns

3.4.8 HacTpowuka wnio3a no ymonyaHuio B MHTepcence ynpaBneHus
PesynbTaTt KOHhUrypauumm

HacTponTe wno3 no ymon4yaHuo B nHtepdence ynpaeneHms. CosgaeTca mapLupyT no
YMOMYaH1Io, NPU 3TOM UCXOAALLMA UHTepdenc aBndeTcs nHTepgencom ynpasneHuns,
a crnenyowmmn nepexon — HacTPOEHHbIM LLUHO30M.

MpumeyaHusn

KoHdurypauusa nogaepxmBaeTca TONbKO B MHTepdence ynpaBneHus.
JTtanbl KOHdUrypauum

HacTtponka wn3a no ymonyaHuo B HTepdence ynpasneHus

¢ OnunoHanbHo.
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X/

% YT06bl HaACTpPOUTL MapLpyT MO YMOMYaHWIO W Chneaywwnin nepexon ANg
NHTepdenca ynpasneHusi, BbINOMTHATE KOMaHAy ipv6 gateway.

MpoBepka kKoOHUrypaumm

X/

% BblinonHute komaHgy show running-config, 4ToGbl MpPoOBEPUTH NPaBUITLHOCTb
KOHpurypaumn.

CBA3aHHble KOMaHAbI
HacTtponka wnt3a no ymonyaHuo B UHTepgence ynpasneHus

KomaHpa ipv6 gateway ipv6-address

OnucaHue HepocTtynHo

napameTposB

Pexum Pexxum KoHdurypaumm nHtepgenca

KOHcUrypaumm

BcTpoeHHas OTa KoMaH4a NoAAEPKMBAETCH TONbKO B MHTEpPMeNce ynpaBneHus.
noackaska

Mpumep KoHDUrypaumum
HacTtponka wnt3a no ymonyaHuo B UHTepgence ynpasrneHus

dtanbl YCTaHOBUTL W3 MO YMOSNYaHUK WMHTepdenca ynpasBneHus Ha
KoHdumrypaumm | 2000::1.

QTECH (config) # interface mgmt O

QTECH (config-mgmt) # ipv6 gateway 2000::1

NMpoBepka 3anyctute komaHgy show running-config interface vlan 2, 4tobsl
KOHdMrypaumm nposepuTb pesynbTar.

QTECH#show running-config interface mgmt O

Ipv6e gateway 2000::1

3.5 KoHTponb cocTosiHUSA
Ouncrka

/b BbinonHeHve komaHg clear MOXeT NpMBECTM K MNOTEPe BaXHOM MHopMauun W,
cnepfoBaTenibHO, NpepbiBaHNIO PaboThl ciyxod.

OnucaHue KomaHpa
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Oumnwaetr guHammndeckn | clrear ipv6 neighbors [ vrf vrf-name ] [ oob ] [interface-id]
N3yYeHHble cocegHue

obnactu.

OTob6paxeHue

OnucaHue KomaHpa

OTtobpaxeHune show ipv6 interface [[interface-id] [ra-info] ] [brief
NHopMauun IPv6 | [interface-id]]

NHTEepgenca.

OTtobpaxxeHune show ipv6 neighbors [vrf vrf-name] [verbose] [interface-

nHopmauum o cocege.

id] [ipv6-address] [static] [oob]

OTtobpaxaeT
nHpopmauuio B Tabnuue
MapLpyTusauum IPv6.

show ipv6 route [vrf vif-name] [ static | local |
connected | bgp | rip | ospf | isis ]

OTnaaka

A\ CuctemHble pecypchl

3aHATbl Npu BbIBOAE oTnago4Hom VIHCbOpMaLl,I/WI. I'IoaTomy,

OTKIOUNTE OTNAZ0YHbIA KOMMYTATOP Cpa3y Nocre UCnonb3oBaHus.

OnucaHue

KomaHpa

BkntouyeHune pebar
coobLeHun 3anucm ND.

debug ipv6 nd

QTECH |
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4 HACTPOUKA DHCP
4.1 O630p

MpoTtokon gnHammnyeckon koHdpurypaumm xocta (DHCP) — aTto npotokon LAN, Ha 6a3se
nonb3oBatenbckmux gatarpamm (UDP) ons gMHamuyeckoro HasHadeHusi ceteBbiX |IP
aZipecos 1 CONYTCTBYIOLUX NapamMeTpoB.

DHCP pa6otaet B pexume knueHT-cepep. DHCP-knueHT oTnpaBndeT Ha cepBep
DHCP 3anpoc Ha nonydeHune IP-agpeca v gpyrux koHdurypaumn. Ecnn knnent DHCP
n cepsep DHCP HaxogaTcs He B ogHOW noaceTu, To aAng nepecbinku 3anpoca DHCP u
oTBeTa Ha nakeTbl TpebyeTcs pene DHCP.

npOTOKOﬂbI n CTaHAapThbl

s RFC2131: NpoTokon gMHamMmn4eckon KoHuUrypaumm xocta
s RFC2132: NMapameTtpbl DHCP u pacwunpenunsa noctaswuka BOOTP
s RFC3046: Onums nHdopmaumm o petpaHcnatope DHCP

4.2 NpumeHeHne

MpumeHeHue OnucaHwue

MpepocTtaBneHne cnyxbol | HasHavaeT IP-agpeca knueHTam B NOKanbHOW CETH.
DHCP B nokanbHou cetu

BknoyeHue kKnneHTa Bkntounte knneHT DHCP.
DHCP

MpumeHeHne npasuna AM | lNMpumeneHne DHCP-cepsepa B cpeage Super VLAN.
Ha cepBepe DHCP

PasBepTbiBaHue B npoBoaHoOM ceTn nonb3oBaTenu M3 pasHbIX CErMEHTOB
peTpaHcnauum (relay) ceTn 3anpawwmsatoT IP-agpeca.
DHCP B npoBoaHoOW cetu

MpumeHenne npasuna AM | B cetu Super VLAN nonb3oBaTenu n3 pasHbiX CETMEHTOB
Ha peTpaHcnaummn DHCP ceTu 3anpawwusatoT IP-agpeca.

4.2.1 NMpepoctaBneHue cnyx6sl DHCP B nokanbHon ceTtn
CueHapun
HasHaubTe |IP-agpeca YyeTbipeM nosib3oBaTensM fokanbHOM CETH.

Hanpumep, HasHaubTe IP-agpeca nonb3oBatensm 1, 2, 3 n 4, KaKk nokasaHo Ha
cnegyroweM n3odpaxeHuu.

% YeTblpe nonb3oBaTensa NOAKNIYEHbI K cepBepy S 4epes A, B, C n D.
N3o6paxeHune 4-1
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Userd C A

.

{If

il
B <
(J; 2

Userd D B User2

>

3ameTKun S — 370 ucxogsawmmn wno3, pabotatowmm kak DHCP-cepsep.

A, B, C n D aBnsaiTca kommyTaTtopaMmm A0CTyna, KOTOpble MO3BONSOT
OCYLLEeCTBNATb NPO3payHyto nepenady Ha ypoBHe 2.

MNMonb3oBaTtenb 1, nonb3oBaTtenb 2, Nonb3oBaTenb 3 W nonb3oBaTens 4
ABMAIOTCA NONb30BaATENAMU NTOKANbHOW CETH.

OnucaHue

X/

+ Bknoumte cepsep DHCP Ha cepBepe S.

¢ HactpownTte npospayHyto nepeaady VLAN ypoBHa 2 Ha A, B, C n D.

< [lonb3oBaTenb 1, nonb3oBaTerb 2, nonb3oBaTenb 3 W nonb3oBaTenb 4
MHULMMPYIOT 3anpocsl knneHTa DHCP.

4.2.2 BknrovyeHue knueHta DHCP

CueHapuu

Ona HasHayeHus IP-agpecoB nonyyute poctyn k kommyTtatopam A, B, C n D Ha
cepBepe S 3anpoca fnokanbHON ceTun.

Hanpumep, Bkntounte DHCP Client Ha mHTepdeincax A, B, C n D ansa 3anpoca IP-
a[pecoB, Kak NnokasaHo Ha crnegyoLlemM n3obpaxeHun.

N3o6paxeHune 4-2
C A

= -—

— —

-— -—
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3ameTKun S — 370 ucxogsawmmn wno3, pabotatowmn kak DHCP-cepsep.

A, B, C n D gBngawtca KoMMmyTatopamu AOCTyna C BKIIHOYEHHbIM
knneHtom DHCP Ha nHTtepdencax.

OnucaHue
*

«» Bkntouunte cepsep DHCP Ha cepsepe S.

X/

s Bknounte DHCP-knueHT Ha nHtepgencax A, B, C n D.

4.2.3 NpumeHeHune npaBuna AM Ha cepBepe DHCP
CueHapun

Kak nokasaHo Ha M3ob6paxeHun 4-3, cosgante Super VLAN, HacTponTe npasuno AM un
Bkntounte cepsep DHCP Ha ocHoBHOM kommyTatope A. B — kommyTaTop arperauumu,
C — kommyTartop goctyna n D — ycTtponcTteso 6ecnpoBogHoro goctyna. TpeboBaHus
nepevncrieHbl HXe:

+ [OuHamunyeckoe HasHayeHue |IP-agpecoB Ha ocHoBe VLAN 1 nopta;

X/

+ HasHauaTtb IP-agpeca ctatndeckn Ha ocHoBe VLAN;
« [OunHamunyeckoe HasHa4veHue |IP-agpecoB Ha ocHoBe npasuna AM no ymonyanuio.

N3o6paxeHnn 4-3 MNMpumeHeHne npasuna AM Ha cepsepe DHCP

Supervlan

Wireless
aTerminals
(@
& "\"\\ |
E &Ea i
Wired I "'i;l lﬂl '& |
Terminsls = = =
3ameTku A — 3TO OCHOBHOE YCTPOWUCTBO.

B — ycTtponctBo arperauuu.
C — 3T0 yCTPOUCTBO NPOBOAHOIO AOCTYyna.
D — aTto ycTponctso 6ecnpoBogHOro goctyna.
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OnucaHue

% HactpownTte npasuno AM, skntounte cepsep DHCP un cosgante Super VLAN Ha A.

s Cospante VLAN Ha B u C pgna npospadHon nepegaym naketos DHCP ot
NPOBOAHbLIX NoSfib3oBaTenen Ha A ans 3anpoca |IP-agpecos.

s Bkniounte dyHKunio GecnpoBogHon cBA3M Ha D gna npospadyHonm nepenaydv

naketoB DHCP ot 6ecnpoBoaHbix nosnb3oBaTenen Ha A ong 3anpoca |IP-agpecos.

4.2.4 Hactpouka petpaHcnsaumum DHCP B npoBoagHou ceTtun

CueHapuu

Kak nokasaHo Ha criegywouwem wnsobpaxeHun, kommyTtatopel C u D gasnswTcs
ycTpoucTBamMu [foctyna pAns nonb3oBatenen B cetax VLAN 10 un VLAN 20
cooTBeTCTBEHHO. KommyTaTop B siBndeTcda LW30M, a KOMMYyTatop A — OCHOBHbIM
YyCTPOMUCTBOM. TpeboBaHMs NepeyncneHbl HUXe:

KommyTtatop A pabotaeTt B kadectBe DHCP-cepBepa ons gMHaMn4eckoro HasHavyeHust
IP-agpecoB pasnnyHbIX CErMEHTOB CeTU Nosnb3oBaTenam B pasnnyHblx ceTax VLAN.

Monb3oatenu B cetsix VLAN 10 n VLAN 20 anHamuyeckn nonyyatoT |IP-agpeca.
N3o6paxeHne 4-4. DHCP Relay

VN' DHCP Server

Gi 01

Switch A

Gi 01
Switch B

1 OVD
G O/2

DHCP Relay

Gi '3

Fa 0/1

Switch D @5

DHCP Client

3ameTKu KommyTtatopbl C n D asnstoTca ycTponcTBamu gocTyna.
KommyTtaTop B aBnsetcs LWno3oMm.
KommyTtaTtop A aBNAeTcq OCHOBHbLIM YCTPOUCTBOM.

OnucaHue

s HactpounTte cBA3b ypoBHA 2 Mexay KommyTatopom B n kommyTtatopom C, a Takke
Mexagy kommyTtatopom B n kommyTtaTtopom D.

% Ha kommyTtaTtope B ykaxute agpec cepsepa DHCP wn skntouute yHkumio DHCP
Relay.

% Ha kommyTtatope A cosgaunte nynel agpecoB DHCP gns VLAN 10 u VLAN 20
COOTBETCTBEHHO U BkItounte cepsep DHCP.
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4.2.5 NpumeHeHune npasuna AM Ha peTpaHcnauum DHCP

CueHapun

Kak nokaszaHo Ha W3obpaxeHue 4-5, A — 3710 cepBep DHCP, B — ocHoBHOM
KOMMyTaTop, HacTpoeHHbIn Ha Super VLAN, npasuno AM n petpaHcnauuio DHCP, C
— KommyTatop arperaummn, D — kommyTtatop poctyna u E — ycTponcrtso

6ecnpoBogHoro gocTtyna. TpebGoBaHUs NepeYnCreHbl HXeE:

% Ha ocHoBaHun npasuna AM nopta VLAN areHT petpaHcnsumm DHCP Bbibupaet
agpec noaceTtn B kavecTtBe Giaddress nakeToB peTpaHCnsauMM U nepecbinaeT nx Ha
cepsep DHCP ans 3anpoca IP-agpeca knueHTa.

s B cootBetctBUM C npaBunom AM no ymonyaHuio areHt petpaHcnsaumm DHCP
BblbMpaeT agpec nogcetu B kadectBe Giaddress ans peTpaHCcnsauuM naketoB W
nepecbinaet nx Ha cepeep DHCP gns 3anpoca |IP-agpeca knueHTa.

N3o6paxeHune 4-5 MNMpumeHeHne npasuna AM Ha peTtpaHcnsumm DHCP
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OHCP Server
A
Superylan
T | = l =
'Ia“-.ﬂrehlass - @ @
Terminals &
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Terminals%

3ameTku A — 3TO OCHOBHOE YCTPOWUCTBO.

A

B — 3TO OCHOBHOE YCTPOMCTBO.

C — 9TO yCTPOMCTBO arperaumu.

D — 9TO yCTPONCTBO NPOBOAHOIO AOCTYyNa.

E — 370 ycTponcTeo 6GecnpoBogHOro gocTtyna.

OnucaHue
% Bkntounte cepsep DHCP Ha A.

% HactpownTte npasuno AM, skntounte DHCP Relay n cosgante Super VLAN Ha B.
% Cospgante VLAN Ha C u D agna npospayHon nepegaym naketoB DHCP ot

NpPOBOAHbLIX Nonb3oBaTtenen B B anga sanpoca IP-agpecos.
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s Bkniounte dyHkumio OGecnpoBogHon cBA3M Ha E gns npospadHon nepepauym
naketoB DHCP ot 6ecnpoBoaHbix nonb3oBaTenen B B ans 3anpoca IP-agpecos.

4.3 KnovyeBble 0OCOOEHHOCTU

BasoBble KoHUenuuu
Cepsep DHCP

Ha ocHose RFC 2131 DHCP-cepsep QTECH HasHauvaeT IP-agpeca knueHtam wu
ynpasnseT atumu |IP-agpecamu.

Knnent DHCP

Knnent DHCP nosBonsieT yCTpOWCTBY aBToMaTtuMyecks nonydatb |P-agpec u
KOHpurypaumm c cepsepa DHCP.

PetpaHcnsaums DHCP

Ecnn knueHt DHCP wn cepBep DHCP Haxogatcs He B O4HOM noaceTtu, TO Ans
nepecobinkm 3anpoca DHCP u oTBeTa Ha nakeTbl TpebyeTcs pene DHCP.

ApeHpa

ApeHoa — 3TO nepuog BpemeHu, ykasaHHbli DHCP-cepBepom ansa knuveHta ans
ncnosib3oBaHMA HasHadeHHoro IP-agpeca. |IP-agpec aktuBeH npu apeHge € KinMeHToM.
lMepen mncteyeHmem cpoka apeHabl KIMEeHTY Heobxoanmo OBHOBUTL NU3WHI Yepes
cepBep. Korga cpok apeHabl UCcTekaeT unu ygansieTcs ¢ cepsepa, apeHia CTaHOBUTCS
HeaKTUBHOWN.

MckntoyeHHbIn agpec

MckntodeHHbIM agpec — 9TO yKasaHHbi IP-agpec, He HasHaYeHHbIN KIUEHTY
cepsepom DHCP.

Myn agpecos

Myn agpecoB — 310 Habop |IP-agpecos, kotopble DHCP-cepBep MOXeT HasHaunTb
KnueHTam.

Twun napameTpa

Tun napameTpa — 3TO0 napameTp, 3adaHHbin cepsepom DHCP npu obecnyxmnBaHum
knneHta DHCP npu npucBoeHun apgpeca. Hanpumep, obLienocTynHbii napameTp
BKMNo4aeT B cebsa |IP-agpeca wno3a no ymonyauuoo (mapwpytusatopa), WINS-
cepepa n DNS-cepsepa. DHCP-cepBep no3sonsieT HacTpamBaTtb Apyrme napameTpsbl.
XoTa 6GonbwuHCTBO napameTpoB onpegeneHsl B RFC 2132, moxHO [obaButb
nonb3oBaTesibCkmue napameTpsbl.

O630p
PyHKUMA OnucaHue
Cepeep DHCP Bkntounte cepsep DHCP Ha ycTponctBe, U OH MOXeET

ANHaMM4Yeckn HasHavaTtb IP-agpeca n nepegasaTb KOHUrypaumm
knueHtam DHCP.
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PeTtpaHcnaums Bkntounte dyHkumo DHCP Relay Ha ycTponcTBe, U OH MOXET
DHCP nepecoiniatb 3anpocel DHCP u oTBeyaTb Ha nakeTbl 4epes

pa3nnyHble CErMeHTbl CEeTU.

Knuent DHCP Bkntounte DHCP-knueHT Ha yCTpoOMCTBE W OH  MOXeT
aBToMaTmuyeckn nonydvatb IP-agpeca u koHdurypauumn ¢ DHCP-
cepsepa.

MpaBuna AM Bkntounte npasuno AM Ha yCTpOMCTBE M OHO MOXET Ha3HayaTb

IP-apgpeca B COOTBETCTBUM C NMPaBUNOM.

4.3.1 CepBep DHCP
MpuHUMn paboTbl

MpuHuun padotel DHCP

N3obpaxeHne 4-6

User DHCP-Server

Discowver

%' Oiffiar @

E

Request

w

Ack

e

XocT 3anpawmBaet IP-agpec yepe3 DHCP cnegytowum obpasom:

1.

2.

XocT nepegaet nakeT obHapyxeHus (discover) DHCP agns noucka cepsepos DHCP
B CETWU.

OpHoapgpecHas/wmnpokoBeLlaTensHaa paccboinka cepsepoB DHCP (Ha ocHoBe
cBouncTBa naketa xocta) DHCP npepgnaraet xocty nakeTbl, cogepxawme IP-agpec,
MAC-agpec, nmsa gomeHa n apeHgy(offer).

XocTt nepepaet naket 3anpocoB DHCP pgna odwuymanbHoro 3anpoca IP-
agpeca(request).

DHCP-cepBep otnpaensieT Ha xocT naket DHCP ACK unitcast onsa nogreep)xaeHus
3anpoca.

& DHCP-knueHT moxeT nonyyatb naketbl DHCPOFFER oT Heckonbkux cepeepoB DHCP, Ho

00Obl4HO OH npuHMMaeT Tonbko nepBbii naket DHCPOFFER. Kpome Toro, apgpec,
ykasaHHbli B nakete DHCPOFFER, He o6sa3atenbHO HasHadaeTcd. Bmecto aTtoro oH
coxpaHsieTca cepsepom DHCP po Tex nmop, noka KAMEHT He OTnpaBuT hopMasibHbIN
3anpoc.

Utobbl odpuumansHo 3anpocutb IP-agpec, knueHT nepenaet naket DHCPREQUEST,
yTo6bl Bce DHCP-cepBepsbl, nocbinawowme naketel DHCPOFFER, mornu nonyuntb
naket u |IP-agpeca npeanoXxeHnsa penusa.
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Ecnn naketr DHCPOFFER copepxuT HegonycTuMmble napamMeTpbl KOHdwUrypauuu,
KnneHT otnpaensetr Ha cepep naketr DHCPDECLINE, 4T06bl OTKMOHUTH
KOH(purypaumto.

Ecnun BO BpeMsi neperoBopoB KnNneHT He oTBevaeT Ha naketbl DHCPOFFER BoBpems,
cepBepbl oTnpaBAT knNueHTy naketol DHCPNAK, n KnMeHT MOBTOPHO WHWUUUpYeET
npovecc.

Bo Bpemsa noctpoeHus cetun cepBepbl QTECH DHCP obnagatot cnegyowmmm
npenmyLecTBamum:

s Huskaa crtoumoctb. OO6bIMHO KOHMrypauus crtatmyeckoro IP-agpeca crtout
6onbwe, Yyem KoHdpurypauma DHCP, Tak Kak KNMeHTy BblaenseTcs agpec a He
NnoaecTb M MHOMO KITMEHTOB MOTYT MCMNOSb30BaTh OAUH LUSIHO3.

< YnpouweHHasa koHpurypaums [uHamuyeckoe HasHadeHune IP-agpecoB 3HauuTenbHO
ynpoLlaeT HaCTPOWKY YCTPOMUCTBa

s UeHTpanunsoBaHHoe ynpaBneHne KoHdUrypauu HECKOSbKMX MNoaceTen MOXKHO
N3MEHUTb, NPOCTO N3MEHMB KOHUrypaumto cepsepa DHCP.

Myn agpecos

MMocne Toro Kak cepep nosiy4yaeT NakeT 3anpPoCcOB KNIMEHTA, OH BbibMpaeT JoNyCTUMbIV
nyn agpecos, onpegensietT goctynHein IP-agpec mn3 nyna nocpeacteBoMm PING u
nepefaet KoHurypaumo nyna wn agpeca knueHty. WHdopmauua o6 apenge
COXpaHAETCA noKanbHO ANA MpPOBEPKM [OEWCTBUTENBbHOCTM NpU  BO30OHOBMEHMMU
apeHgbl.

Myn agpecoB MOXET UMETb CneayoLmne napaMeTpbl KOHUrypaumm:

% [manasoH IP-agpecoB, koTopbi npeacTtaBnseTr cobon guManasoH AOCTYMHbIX IP-
agpecos.

s Apgpec wnto3a. lNogaepxnBaetcs He 6onee 8 agpecos LUIHO30B.

«» DNS-agpec. NogaepxuBaetcs He bonee 8 agpecos DNS.

s+ Cpok apeHabl, yBeAOMMSOLWNA KINMEHTOB O TOM, KOr4a MM HY)XHO MONy4YnTb agpec
N 3anpocuTb NpoAfieHne CpoKa apeHabl.

KoHTponb cocTtosiHus VRRP

B cueHapun npoTokona pesepBupoBaHUA BupTyanbHoro mapwpyTtmsatopa (VRRP)
yctponctBa QTECH, noppepxusatowme DHCP, npepoctaBndawT KomaHay Ans
MOHUTOPUHra cocTtosHusa uHTepdenca VRRP. B wnHTepdence, HacTpOEHHOM Ha
ncrnonb3osaHve agpeca VRRP n monutopuHra VRRP, DHCP-cepsep obpabaTtbiBaeT
Tonbko nakeTbl 3anpocoB DHCP-knneHToB 13 nHtepdelrica B pexxume Master, a gpyrue
naketol oTbpacbiBatotcsa. Ecnm agpec VRRP He HactpoeH, DHCP-cepBep He
otcnexmBaet coctoaHne VRRP u Bce naketol DHCP obpabatbiBatotcs. KoHTpornb
coctosHua VRRP HacTpauBaeTcs TONbKO Ha nHTepdencax yposHsa 3. 1o ymonyaHuio
OH OTKIOYEH, a UMEHHO, TOSNbKO FNaBHOE YCTPONCTBO obpabaTbiBaeT cnyxby DHCP.

HasHauyeHue IP-agpeca Ha ocHoBe VLAN, nopToB n guanasoHa IP

Mocne pasBepTbiBaHua nyna |P-agpecoB ykasaHHbIM guanasoH |P-agpecos
Ha3HavyaeTcsa Ha ocHoBe ceTen VLAN m noptos. CylwiecTByeT Tpu cLueHapus:

1. mobanbHas KoHdUrypaums.
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2. KoHdurypauma Ha ocHoBe ceTen VLAN, nopTtoB 1 gnanasoHa |IP-agpecos.

3. CovetaHue: 1 n 2. B cueHapum 1 agpeca HasHavalTca rnobanbHo. B cueHapumn 2
agpeca B ykaszaHHOM guanasoHe |P HasHa4valTCs TOMbKO KNUWEeHTaM yKasaHHbIX CeTen
VLAN un noptoB. B cueHapum 3 knueHtam ykasaHHbix ceten VLAN wn noptos
Ha3Ha4yalTCa agpeca B ykazaHHOM gnanasoHe IP, a gpyrum knmeHtam — rnobanbHble
agpeca rno yMosn4aHuio.

CBsA3aHHasA KoHdurypaums
Mmo6anbHoe BkntoveHne DHCP-cepeepa

s o ymonuaHuto DHCP-cepBep OTKMOYEH.
% 3anyctute komaHay service dhcp, 4Tobbl BkntounTs cepeep DHCP.
+ BbinonHute komaHay service dhcp rnobanbHo, YTObbI BKNOUMTE cnyxoby DHCP.

HacTtpownka nyna agpecos

< [lo ymonyaHutio nyn agpecoB He HAaCTPOEH.
¢ BbinonHute komangy nyna ip dhcp pool, ytobbl HacTponTb AnanasoH |IP-agpecos,
w3 n DNS.

X/

% Ecnu nyn agpecoB He HacTpoeH, agpeca He byayT HasHayeHbI.

4.3.2 AreHT petpaHcnauum (relay) DHCP
MpuHUMn paboTbl

IP-agpec HasHayeHus nakeTtoB 3anpocoB DHCP — 255.255.255.255, 1 aTM nakeThbl
nepecbinawTca B noacetu. [Onsa HasHadyeHuss [IP-agpeca no cermeHtam cetu
Heobxoaum areHT peTpaHcnauum DHCP. AreHt petpaHcnsumm DHCP nepepaet
nakeTtbl 3anpocoB DHCP cepsepy DHCP un nepecbinaeT naketsl otBeTa DHCP knuneHTy
DCHP. AreHT petpaHcnsaumm DHCP cnyxuT peTpaHCnaTopoM, MOAKIHYaeMbiM K
knneHty DHCP u cepsepy DHCP pasnuuyHbix cermMeHTOB ceTu, NnyTeM Mepechbisiku
naketoB 3anpocoB DHCP un naketoB otBeta DHCP. B pexume Client-Relay-Server
ynpaeneHue IP-agpecamn B HECKOSNbKUX CErMeHTax CeTW OCYLeCTBNSAETCS TOJSIbKO
ogHum DHCP-cepsepom. CM. nsobpaxeHune Huxe.

N3o6paxeHne 4-7 cueHapun petpaHcnauun DHCP

DHCP Server
30002

’

=

DHCP Relay

30.0.0.1/16

S8 | DHCP Client
0.0.1/16
VLAN 20

— — — —

VLAN 10 u VLAN 20 cooteBetctBytoT cermeHtam 10.0.0.1/16 wn 20.0.0.1/16
cooTtBeTcTBEHHO. CepBep DHCP c IP-agpecom 30.0.0.2 HaxoguTca B CErMeHTe

7
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30.0.0.1/16. Onga ynpasneHuna guHamudeckumun IP-agpecamm B cetax VLAN 10 n VLAN
20 cepsepom DHCP Heobxogmmo BknounMTb peTtpaHcnaumnm DHCP Ha wniose um
HacTpouTb IP-agpec 30.0.0.2 ans cepsepa DHCP.

WHdpopmauma o petpaHcnatope DHCP (onuus 82)

Kak onpegeneHo B RFC3046, moxHO gobaBuTb napamMeTp ANs yKasaHus CeTeBOU
nHpopmauyun knunenta DHCP npu BbinonHeHun DHCP Relay, ytobel cepsep DHCP
MOr HasHayaTb |P-agpeca pasnuyHbiX NpUBUNErMn Ha OCHoBe 0oree TOYHOM
UHopMauun. ITOT NapamMeTp HasbiBaetTca onumsa 82. B HacToswee Bpems
yctponctea QTECH nogaepxuBalT 4eTbipe CXembl MHGOPMauMmM O penenHbIX
areHTax, KoTopble ONUCaHbl COOTBETCTBEHHO crieaytowmm obpasom:

1. Onuma wHpopmaumm o dot1x: OTa cxema p[omkHa ObiITb peanu3oBaHa C
ayteHTudukaunen 802.1X. AreHT peTpaHcnsaumm DHCP copmupyeT nogonuuio
naeHTudgukatopa uenu Ha ocHoBe npusunernn IP un uaeHtudpumkatopa VLAN
knueHta DHCP. ®opmaT napameTpa nokasaH Ha crnegytoLliemMm n3odpaxeHuu.

N3obpaxeHune 4-8 dopmaTt napameTpa

Suboplion type Privilage

Length Vian ID
1 | 4 | oom | ooss |
1byte 1 byte 2 byte 2 byta

2. WHdopmaums areHTa peTpaHcnsumm B onumm 82: OTa cxema crnyxut ©6es
KoppenauMm ¢ Opyrumm MoaynsiMm npoTokosnioB. AreHT petpaHcnsumm DHCP
dopmupyet onuus 82 Ha OcCHOBe (U3NMYECKOro nopTta, MNosiyvarolero nakeTbl
3anpocoB DHCP, n MAC-agpeca yctponctea. ®opmat napameTpa nokasaH Ha
cnegyroweM n3odpaxeHuu.

N3o6parkeHne 4-9. MoeHTudukaTop Lenu areHTa

Suboplion type Vian 1D Fart

Lemngth l Slot
1 l

1 | 4 | ooes | o1 | 02 |

1 byte 1 byie 2byte 1byte 1byte

N3o6paxeHne 4-10. YaaneHHbIn naeHTudunkaTop onepartopa

Suboplion type Device MAC Address
Langth l
2 | 6 | oopoFst234se
1 byte 1 byie 6 byte

3. Onuua wuHdopmauum o peTtpaHcnsatope VPN: 3Ota cxema pomkHa ObiTb
peanusoBaHa ¢ pyHkumsammn MPLS VPN.

N3obpaxeHune 4-11 lNMpunoxeHue B cpege MPLS VPN
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I — 192.168.4.1/
DHCP Client 1 fali/!
VPN Department I | VPN Department T . '
DHCP Client 2 192 168.4.1/ DHCP Server
VEN Department II fa1i1! O e ret| 192168 197 251
'*. VPM DepartmentIl =

Kak nokasaHo Ha MN3o6paxeHune 4-11, B cpege MPLS VPN knunent DHCP 1 nogkntoyeH
k fa0/1 yepes relay arenta DHCP 1 DHCP Client 2 Ha fa1/1. MnTepdencol fal/1 n fa1/1
otHocaTca K pasHbiM VRFs. DHCP Client 1 1 DHCP Client 2 nonyvatot IP-agpeca
yepe3 DHCP. CornacHo nnaHnpoBaHuto cet, VPN Department | 1 VPN Department |i
HaxoadaTcs B ogHOM cermeHTe 192.168.4.0/24. B aTtom cny4yae oObl4HOE MpunoxeHue
DHCP He moxeT ygoBneTBopuTb NoTpebHocTn. [na nogaepxku petpaHcnauun DHCP
B cpege MPLS VPN BBogutcs option vpn, KoTopasa BKOYaeT Tpu nognapameTpa, a
nmeHHo VPN-ID, Subnet-Selection n Server-ldentifier-Override.

s VPN-ID: Korga areHT petpaHcnsaumn DHCP nonydaeT naket 3anpoca DHCP, oH
nobasnset nHgopmauuio o VPN, kotopyto knneHt DHCP HaxoguTcs B nakeTte, B
kayectBe onuun. DHCP-cepeep coxpaHsieT VPN-ID B oTBeTHOM nakeTte, a areHT
peTpaHcnauun DHCP nepecbinaet naket Ha cooTtBeTcTByowmn VRF B
cooTBeTCTBMM C onumen. dopmaT napamMeTpa nokasaH Ha CcregyloLlem

N300paxeHUN.
N3o6paxeHne 4-12 VPN-ID
Suboption type Type
Length l VPMN-ID
151 | r\J.'| | o E’@-EiERiN:EDZl
1 byta 1byte 1 byte M byte

s Subnet-Selection: B koHBeHUnoHanbHoW peTpaHcnauun DHCP wnHdopmaumsa o
KnueHTtckon cetn n agpeca cepsepa DHCP wn areHta petpaHcnsumn DHCP
ykasbiBaeTca B none gateway address[ giaddr ]. B cpeae MPLS VPN 3apante
giaddr Ha IP-agpec uHTepdenca areHta petpaHcnauun DHCP, nogkntoyYeHHoro K
cepeepy DHCP, 4ytobbl cepBep MOr Hanpsimyro B3aMMOAEWCTBOBATb C areHTOM
peTpaHcnauun. Kpome TOro, uMHgopmauus O noaceTu KMeHTa ykasblBaeTcsl B
napameTpe Subnet-Selection (Beibop noacetn). ®opmaT napameTpa nokasaH Ha
cnegyroweM n3odpaxeHuu.

N3o6paxeHune 4-13 Boibop noaceTtu

Suboption type Subret Selacling

l LT:-.

| 150 | 4 | coasocoo |
1 byta 1 byte 4 byte
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s Server-ldentifier-Override: B cpege MPLS VPN nakeTbl 3anpocoB OT KinueHTa
DHCP He w™oryT ObiTb oTnpasneHbl Hanpsmyto Ha cepsep DHCP. AreHT
peTpaHcnauun DHCP wucnonb3yeT 3Ty onuuio Ansg nepefadn  MHgopmaumm
UHTepdenca, cBA3bIBaOWNA areHT peTpaHcnauum u cepsep DHCP. Korga cepsep
oTnpaBnAeT OTBeTHoe coobLieHne, 3TOT napameTp nepeonpenensier napameTp
Server-ldentifier. Takum o6pasom, knueHT DHCP oTtnpaBnsgeTr nakeTbl areHTty
peTpaHcnauun DHCP, a areHT petpaHcnsumm DHCP nepecbinaetr nx Ha cepsep
DHCP. ®opmat napameTpa nokasaH Ha crieayroLlem n3obpaxeHum.

N3obpaxeHune 4-14. Server-ldentifier-Override

Suboplion type Server-id Qvernce
Length l
150 | 4 | coasodoo |
1 byta 1 byte 4 byte

MoeHTudgukaTop cepBepa npoBepkn petpaHcnsaummn DHCP

s B cpege DHCP pna cetn pasBepTbiBaeTcs Heckonbko cepsepoB DHCP, uyto
obecneumBaeT  pe3epBHOE  KonupoBaHuWe  cepBepa Ansg  obecneyeHus
B6ecnepeboriHon paboThl ceTu. lMocne BKNOYEHUA 3TON (DYHKUMKM NakeT 3anpoca
DHCP, oTnpaBneHHbI KITIMEHTOM, COAEPXKUT NapamMeTp naeHTugukatopa cepsepa,
ykasbiBatowmn cepsep DHCP. Ytob6bl o0b6neryntb Harpysky Ha CcepBepbl B
onpeneneHHbIX cpegax, HeobxoauMo BKMIOYUTL 3Ty OYHKUMIO HA peTpaHcnsitope
ANs OTNPaBKKM NakeTa Ha ykasaHHbIn cepep DHCP, a He Ha Bce cepBepbl DHCP.

MopaeneHue petpaHcnsaumn DHCP

Mocne HacTtporikn komangbl |IP DHCP Relay Suppression Ha unHTepdence naketbl
3anpocoB DHCP, nonydeHHble Ha wmHTepdence, OyayT OTUNbTPOBaHbLI, a Apyrue
nakeTtbl 3anpocos DHCP 6yayT nepecbinaTtbcs.

CBsa3aHHasA KOoHdurypauus
BkntoueHnue petpaHcnsumm DHCP

% [Mo ymonuanuo pyHkumss DHCP Relay oTkntoveHa.
s [na sBkntoveHns petpaHcnsaumm DHCP MoxHO BbINONHUTL KOMaHay service dhep.
s lepen Hayanom paboTtbl Heobxoaumo BknoumMTe DHCP Relay.

HacTtponka |IP-agpeca ans cepsepa DHCP

s o ymonuanuto ansa cepsepa DHCP He 3agaH otcnexnBaemsbin IP-agpec.

s MoxHo BbINONMHUTE KOMaHay ip helper-address ana Hactpownkn IP-agpeca ans
cepsepa DHCP. IP-agpec MOXHO HacTpouTb rnobanbHO unu 4epes uHTepdenc
ypoBHsa 3. [Ins DHCP-cepBepa MoxHO HacTpouTb He bonee 20 IP-agpecos.

% Korpma wvHTepdpenc nonyyaet nakeTt 3anpocoB DHCP, koHdwurypaums cepsepa
DHCP Ha wuHTepdhence npeobnagaetr Hag KoHdUrypauuen, HacTpOEeHHOM
rmobanbHo. Ecnn wuHTepdenc He HactpoeH ¢ agpecamn DHCP-cepsepa,
rnobanbHas KoHUrypauus BCTyNuT B CUNY.

Bkntouenue onunn DHCP 82
< Mo ymonyanuto onumna DHCP 82 oTkntoyeHa.

@QTECH | www.qtech.ru
MWP NOOCTYMHEE




PykoBoAcTBO nonb3oBatens
4. Hactpownka DHCP 120

s Ona sknwodveHna onuum DHCP 82 moxHO 3anyctutb komaHgy ip dhcp relay
information option82.

BkntoyeHne DHCP Relay Check Server-1D

s o ymonuaHuio wuvaeHTUUKATOP cepBepa npoBepkn peTpaHcnauun DHCP
OTKIHOYEH.
R/

% MoxHo 3anyctutb komaHgy ip dhcp relay check server-id, 4yTobbl BKNIOYMTL
DHCP Relay Check Server-id

BkrntoyeHuve nogaeneHus petpaHcnaumum DHCP

s o ymonuaHuio dyHKUMs nogasneHus petpaHcnaumm DHCP oTknoyeHa Ha Bcex
UHTepdencax.

s MoxHo 3anyctutb komaHay ip dhcp relay suppression, 4ytobbl BKNOYNTL €e B
NHTepgence.

4.3.3 Knunent DHCP
MpuHUMn paboTbl

DHCP-knueHT nepenaeT nakeT obHapyxeHus DHCP nocne Bxoga B coctosiHue Init.
3aTtemM OH MOXeT MNOoNy4nMTb HECKONbKO nakeToB npegnoxeHunn DHCP. Ol BbIGMpaeT
OOMH M3 HUX W oTBevaeT Ha cootBeTtcTBytowmn DHCP-cepBep. lNocne atoro oH
OTnpaBndeT nakeTbl 3anpoca Ha NpoAneHne apeHabl B npouecchbl BO30OHOBNEHNS U
NMOBTOPHOWN NPUBSA3KN Nepuoaa CTapeHnsa ans 3anpoca Ha NpoarieHne apeHab.

CBsA3aHHaA KoHdurypauums
BkntoveHune knneHta DHCP B uHTepdeiice

s Mo ymonuanuto knneHt DHCP oTknto4eH.

B pexume HacTponku mHTepdenca MOXHO 3anyctuTb komaHgy ip address dhcp,
4yT06bI BKNtounTL DHCP Client.

UTto6bl BKNtounTh cnyxby DHCP, Heobxoanmo Bkntounts DHCP Client.
KoHdwurypaumsa Bnnaet Ha uHTepdenc ypoBHA 3, Hanpumep, Ha SVI wnu
MapLUpyTU3NpyemMblie nopThbl.

X/
o

X/
o

X3

*¢

4.3.4 Npasuna AM
MpuHUMn paboTbl

Mpaesuno AM onpegensetr guanasoH IP-agpecoB, Ha3HayeHHbIX knueHtam DHCP B
pa3nnyHbix cetax VLAN wu noptax. Ero MOXHO wcnonb3oBaTb Aans 6biCcTpon
noeHtuvkaumm VLAN un nopta HeucnpaBHoro knneHta DHCP u addekTtmBHOro
HasHayeHus apgpecos. [locne HacTpowku npasuna AM Bce knmneHTel DHCP wu3
3agaHHon VLAN u noptel moryT nonydaTtb IP-agpeca. Ecnu npasuno AM He
HaCTPOEHO, cyllecTByeT ABa cnegywowux cnyydas: Ecnv 3agaHo npasuno AM no
yMOn4yaHuIo, KNMeHT nony4yaet IP-agpec n3 gnanasoHa no ymon4aHuo; ecrnv npasuno
AM no ymonyaHuio He HaCTPOEHO, KIMEHT He CMOXeT nonyyutb |IP-agpec.

CBA3aHHaA KoHdurypaums
HacTponika npasuna AM B pexume rnodanbHon KoHpurypaumm
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X/

% B pexume rnobanbHOM KoHGUrypauum BbINONHUTE KomaHZy address-manage,
4TOObI BOMTU B peXNM KOHpurypaumm npasun AM.

< BbinonHute komaHagy match ip default, 4yTo®Obl HacTpouTb npasuno AM no
YMOJSTHaHUIO.

¢ BbinonHute komaHgy match ip, 4To6bl HacTpouTb NpaBuno AM Ha ocHoBe VLAN u

nopTa unu NopTa B OTAENbHOCTW.

4.4 HacTtpouka
HacTtpownka cepsepa DHCP

Hactpowka OnuncaHne n KomaHga

HacTtponka gnHamuyeckoro | 4, (O6ssatensHo) Mcnonbayetcst ans skrioveHuss DHCP-

IP-angca cepBepa and aAuHaMmmn4eckoro Ha3Ha4eHud IP-a,u,peca.
service dhcp Bkntoyaet DHCP cepsep.
ip dhcp pool HacTtpolika nyna agpecos.
network Hactponka Homepa cetn u
Macku NoAceTu nyna agpecos
DHCP.

A\ (HeobsizaTenbHo) Mcnonbayetcsa Ans HacTPOKM CBOMCTB
nyna agpecos.

default-router HacTtporika wnt3a KineHTa
Nno YMOSYaHUIo.

lease HacTtpowka apeHabl agpeca.

next-server Hactponka apgpeca TFTP-
cepsepa

bootfile HacTtporika 3arpy3o4Horo

danna KnueHTa.

domain-name HacTpoiika JOMEHHOro uMeHu
KnueHTa.
dns-server Hactpownka cepsepa

OOMEHHbIX NMEH.
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netbios-name-server HacTtporika WINS-cepBepa
NetBIOS.

netbios-node-type HacTporika TMNa yana
NetBIOS Ha knueHTe.

lease-threshold HacTtpouka nopora

cpabaTblBaHUs CUrHanmMsaumm
Ansi nyna agpecos.

option HacTtpouka napameTpa,
3a[laHHOro nosnb3oBaTenem.
pool-status BkntoyeHne uvnn oTKNoYeHue

nyna agpecos.

Hactpoiika _cratuyeckoro | A (HeobGszaTtenbHo) Wcnonb3yetca ana  cTaTU4ecKkoro
IP-agpeca HasHa4yeHus |P-agpeca KrmeHTy.

ip dhcp pool HacTtpowka NMEHU nyna

agpecoB U nepexon B pexum

KOH(purypaumm nyna agpecos.

host HacTtpowka IP-agpeca n mackm

noaceTn XoCTa KIneHTa.

hardware-address Hactpovika annapaTHoro
aZpeca KnueHTa.
client-identifier HacTporika YHUKaNbHOro

naeHTudmkaTopa KrnmeHTa.

client-name

HacTtponka nmeHun knueHTa.

HacTtpovka npasuna AM
nnga cepsepa DHCP

A\ (HeobsasaTensHo) OH

ncnonb3dyetcda Aand HaCTpOVI KM

csoncte DHCP-cepsepa.

ip dhcp excluded-

address

HacTpoiika ucknoyeHHoro |IP-
agpeca.

ip dhcp force-send-nak

Hactporika obsi3aTtenbHoro
otBeTa NAK cepsepom DHCP.
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ip dhcp monitor-vrrp- | HacTtponka MOHUTOPWUHra
state coctosHua VRRP.
ip dhcp ping packets Hactpoika BpemMeHu  9Xo-

3anpoca.

ip dhcp ping timeout

HacTtpowka Tanm-ayTa ping.

ip dhcp server
detect

arp-

HacTtporika DHCP-cepBepa
ans oBHapyxeHuns
nonb3oBaTens B aBTOHOMHOM
pexume.

Hactpovika rnoodanbHbIX
csovicteB DHCP-cepBepa

A\ (HeobsizaTenbHo) OH

ncrnomnb3yetca And HaCTpOIZ KM

npasuna AM cepsepa DHCP.

match ip default

HacTtporika npasuna AM no
YMOJIYaHMI0.

match ip ip-address

HacTtporika npasuna AM Ha
ocHoBe VLAN un noprta.

HacTtponka DHCP-peTpaHcnsaumm

Hactpowka OnucaHne u KOMaHaa
HacTpoiika OCHOBHbIX | /i (O6s3aTenbHo)  Mcronb3yeTcs AN BKIOYEeHUs
OYHKUMN _ peTpaHcnsaumm peTpaHcnsummn DHCP.
DHCP
service dhcp BkntoveHune peTpaHcnaumm
DHCP.
ip helper-address HacTtpowka IP-agpeca
cepsepa DHCP.
HacTtpoiika onummn | /i (HeobssaTenbHo) OH WCMOMb3yeTcs And  HasHauyeHus

peTpaHcngauum DHCP 82

KIMMeHTam

IP-agpecoB ¢ pasHbiMM NpUBUNErNSMU B

coyeTaHMM C MHopmaumen o dusmyeckom noprte. ATy
YHKUMIO Henb3s WUCNoMb3oBaTb BMECTE C KOMaHOOW

dhcp option dotlx.

ip dhcp relay
information option82

Bkntouenune onunmn DHCP 82.
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HacTtpownka

noeHTudukaTopa cepsepa

NnpoBEpPKn peTpaHcnAaLnn

DHCP

/b (Heobsi3aTenbHo) OH ucnonb3yeTcs ANnf TOro, 4Tobbl
areHT DHCP Relay nocbinana naketbl 3anpocoe DHCP
TOSIbKO Ha YKa3aHHbIN cepBep.

ip dhcp relay check

server-id

[Mo3BonseTr areHTty
peTpaHcnauum DHCP
OTNPaBNATb MakeTbl 3anpocoB
DHCP Tornbko Ha ykasaHHbIN
cepsep

Hactpoika nogaBneHuns

petpaHcnaunm DHCP

/A (Heobsi3aTenbHO) OH MCMONb3yeTca ANs 3aluThbl NaKeToB
3anpocoB DHCP Ha nHTepdeice.

ip dhcp
suppression

relay

Bknioyaet nogaBneHne
peTpaHcnauun DHCP.

HacTtpoiika knmeHta DHCP

Hactpowka

OnucaHue u KomaHaa

HacTpovika knueHTta

DHCP

A\ (O6saszaTenbHO) OH NcMonbayeTcs AN BKoYeHUs knmeHta DHCP.

ip address dhcp

Ob6ecneuvnBaet NHTEepdenc
Ethernet,
WMHKaNCyNMpPOBaHHbIN
nHtepgenc PPP/HDLC wnu
FR-nHkancynnupoBaHHbIN
UHTepdenc pgnsa nonyyvyeHuns
IP-agpecoB yepe3 DHCP.

4.4.1 Hactpounka auHamu4eckoro IP-agpeca

Pe3ynbTaTt KOHpUrypaumum

MpepoctaBneHne Bcem knueHtam DHCP ycnyr DHCP, Bknioyas HasHayeHue |P-
a[ipecoB U LUMHO30B.

MpumeyaHunsn

DHCP-cepBep u petpaHcnauna DHCP coBMeCTHO MCNonb3yT CryXebHy KomaHay
service dhcp, HO yCTPOMCTBO HE MOXeET ogHOBpeMeHHO paboTtaTtb kak DHCP-cepsep u
peTpaHcnaTop. Ecnn ycTponcTBO HACTPOEHO C AONYyCTUMbLIM MyfiOM agpecoB, OHO
AenCTBYyeT KaK cepBep W fnepecbinaer nakeTtbl. B npoTmBHOM crnyyae OH CRyXuT B
KayecTBe relay areHTa.

JTtanbl KOHdUrypauum

BkntoueHne DHCP-cepBepa
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s Ob6gaszatenbHo. OH obecneunBaeT gMHamuyeckoe HasHayeHue |IP-agpecos.

% Banyctute KomaHay service dhcp B pexume rnobanbHoOn KoOHUrypaumm.

HacTpouka nyna agpecos

% O6sasatenbHo. OH ncnonb3dyeTcsa Ang cosgaHus nyna IP-agpecos.

< 3anyctute komaHay nyna ip dhcp pool B pexume rnobanbHoOn KOHUrypawumm.

HacTpoiika ceTeBoro Homepa n macku nogcetu nyna agpecos DHCP

s Ob6sa3aTtenbHo. OH onpefensieT AMana3oH AMHaMUYEeCKN Ha3HavYaeMblX aapecoB.

¢ BbinonHute komaHay network B pexxmume KoHurypaumm nyna agpecos DHCP.

HacTponka wnt3a KnnmeHTa no ymonyaHuio

« OnumoHanbHo. OH ncnosnb3dyeTcsa AN HACTPOMKM afpeca LWI3a.

% 3anyctute komaHay default-router B pexxume koHdurypaumm nyna agpecos DHCP.

HacTponka apeHabl agpeca

s OnumoHanbHo. OH ucnonb3yeTcs ONA HacTponkn apenabl IP-agpeca, kotopasa no
yMOn4YaHuo cocTaBnsaeT 24 yaca.

< BblinonHute komaHay lease apeHObl B pexume KOHurypaumm nyna agpecosB
DHCP.

HacTtponka agpeca TFTP-cepBepa
¢ OnumoHanbHo. OH ncnonbadyeTtcsa Anga HacTporiku agpeca TFTP-cepsepa.

*

< BbIinonHuTe kKOMaHay next-server B pexxume KOHpurypaumm nyna agpecos DHCP.
HacTponka OMEHHOro UMeHN KnueHTa
s OnuuoHanbHo. OH ncnonb3yeTcsa A1 HACTPONKN JOMEHHOIO UMEHW KINEHTA.

< BblinonHute komaHgy domain-name B pexume KOHUrypauuu nyna agpecosB
DHCP.

HacTtponka DNS

¢ OnumoHanbHo. OH ncnonbadyeTtcsa Ansa HacTporku agpeca DNS.

< BbinonHute komaHay dns B pexnme koHdurypauum nyna agpecos DHCP.
HacTtponka WINS-cepsepa NetBIOS

¢ OnumonanbHo. OH ncnonbadyetcsa ona HacTporkn agpeca WINS-cepeepa NetBIOS.

< 3anyctute KomaHay netbios-name-server B pexume KOHUrypauum nyna agpecos
DHCP.

HacTtporika Tuna y3ana NetBIOS Ha knueHTe

s OnumoHanbHo. OH ncnonbdyetcsa ang HacTporiku Tvna yana NetBIOS.
% 3anyctute KomaHgy netbios-name-type B pexvme KOHUrypauum nyna agpecos
DHCP.

HacTponka nopora aBapynHoro curHana Aans nyna agpecos

s OnumoHanbHo. OH wucnonb3yeTcss Ans ynpaBNeHUs KONMYECTBOM JIM3UHIOBbLIX
cornawenun. Mpu goctmxkeHnn noporosoro 3HaveHus (90% no ymonyanuo) dyaet
pacneyaTtaH curHasn TpeBoru.

+ BbinonHute komaHay lease-threshold B pexume KoHurypaumm nyna agpecos
DHCP.

HacTtpownka napameTpa, 3a4aHHOro rnosb3oBarenem
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¢ OnumoHanbHo. OH ncnonb3yeTcsa ANA HAaCTPOMKM MNONb30BaTENbCKNX NapaMeTpoB.
% BblnonHuTe kOMaHAy option B pexunme KoHdurypauum nyna agpecos DHCP.

BkrtoueHne unu oTkntodeHne nyna agpecos

% OnuuoHanbHo. OH ncrnonb3yeTcs AN BKIMIOYEHUA NN OTKIIOYEHUA nyna agpecos.
Mo ymonyaHuto gaHHaa pyHKLUKUA BKITlOYEHa.
% BbinonHuTte KomaHay pool-status B pexume koHurypauum nyna agpecos DHCP.

MpoBepka kKoHcUrypaumm

MoakntoyeHmne knnenta DHCP n cepsepa DHCP.

% [MpoBepbTe, NonyyaeT Nu KNMEHT KOHdUrypaumm Ha cepeepe.
CBA3aHHble KOMaHAbI

BkntoueHne DHCP-cepBepa

KomaHpa service dhcp

OnucaHue HepoctynHo

napameTposB

Pexum Pexunm rmobanbHon KoHurypaumm
KOHcUrypaumm

BcTtpoeHHas Bkntounte cepsep DHCP n petpancnauuio DHCP. DHCP-cepBep n
noackaska peTpaHcnauuio DHCP coBMecTHO MCNonb3yT CnyXebHy KomaHay
service dhcp. Ecnm ycTpoMCTBO HacTpOEHO C AOMYCTUMbIM MyfiOM
agpecoB, OHO AENCTBYyeT KaK cepBep W nepecbinaet naketbl. B
NPOTUBHOM CIly4ae OH CIY>XUT B Ka4eCTBe PenenHoro areHTa.

HacTtpownka nyna agpecos

KomaHpa ip dhcp pool dhcp-pool

OnucaHwue pool-name: Yka3sbiBaeT uMs nyna agpecos.

napameTposB

Pexum Pexum rnobanbHon KoHpurypaumm

KOHcpurypauum

BcTpoeHHas Mepen HasHayeHvem |P-agpeca KNWEHTY HeobXoOuMO HacTpouUTb

noackaska UMS nyna agpecoB U BOUTU B PEXUM KOH(purypaumm nyna agpecos
DHCP.

HacTpoiika ceTeBOro Homepa n macku nogcetu nyna agpecos DHCP
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KomaHpa network network-number mask [low-ip-address high-ip-address]

OnucaHwue network-number: Yka3sbiBaeT Homep ceTn nyna IP-agpecos.

napameTpos mask: YkasbiBaeT Macky nogacetu nyna IP-agpecoB. Ecnn macka
noacetTn He ornpedeneHa, MPUMEHSIETCA eCTeCTBEHHass Macka
noaceTu.

Pexum Pexum koHurypaumm nyna agpecos DHCP

KOHcpuUrypaumum

BcTpoeHHas [na HacTpoVkM OMHAMMYECKOro HasHadeHust agpecoB Heobxoammo

nopckaska HacCTpoUTb CeTeBOW WMOEHTU(MKATOpP M Macky noaceTn AN nyna

agpecoB, 4ToObl NpegoctasuTb cepeepy DHCP gmManasoH agpecos.
IP-agpeca B nyne HasHa4alTCA B yKazaHHOM nopsagke. Ecnn agpec
Ha3Ha4YeH Unu CyLecTByeT B LeNIeBOM CErMEHTE CeTW, CneayroLni
agpec byoeT npoBepATbCS OO TEX MNop, noka He OyaeT HasHadeH
AEeNCTBUTENbHbIN agpec.

BecnposogHoe obopynosaHve QTECH npepoctaBnser AOCTyMHble
CerMeHTbl CeTW, YyKasblBasi HayanbHbIi W KOHEYHbI ajpeca.
KoHurypaums He aBngeTcs gononHutTenbHon. Ecnv HayanbHbIN 1
KOHEYHbIM agpeca He ykasaHbl, Bce |IP-agpeca B cermeHte cetu
OyayT HasHa4aTbCA.

Ona ob6opynosaHna QTECH apgpeca HasHayalTCA Ha OCHOBe
dn3myeckoro agpeca n ngeHtudukatopa knmeHTta. Taknum obpasom,
OAHOMY KNMEeHTY He ByaeT HasHayYeHo [Be apeHabl U3 ogHOoro nyna
agpecoB. B cnyyae TononorMyeckonM U3OLITOMHOCTM — MeXay
KNIMEHTOM W CepBEpPOM HasHadyeHue agpeca MOXeT OblTb He
BbIMOJTHEHO.

UTtobbl n3bexatb Takmx cboeB, agMMHUCTpPaTOPYy CETU HEOBXOO4MMO
npegoTBpatuTb  M3ObITOMHOCTL NyTEM B MNOCTPOEHUM  CeTw,
HanpumMmep, NyTEM HACTPOMKM (PU3NYECKMX KaHaNoB WM CETEBbIX
nyTen.

HaCTpOIZKa Lo3a KnmeHTa no ymon4yaHuo

KomaHpa default-router address [address?2...address8]
OnucaHwue address: YkasbiBaeT |IP-agpec wnw3a no ymonyaHuio. Hactpornite
napameTposB xoT1s 66l oguH IP-agpec.
ip-address2...ip-address8: (OINUMNOHAJIbHO) MoxHO HacTpouTb He
bonee 8 WwnO30B.
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Pexum Pexum koHurypaumm nyna agpecos DHCP

KOHcpuUrypaumm

BcTpoeHHas HacTtporte wno3 knMeHTa MO ymomn4yaHuio, U cepeep bOyaget
noackaska npefocTaBnsaTb  KOHUrypaumio wWo3a K KnveHTy. |IP-agpeca

n3a no ymMosiHaHmwo U KrineHta AOOJPKHbl HaxXoOUTbCA B OAHON
ceTun.

HacTtponka apernbl agpeca

KomaHpa lease {days [hours] [ minutes] | infinite}

OnucaHue days: Onpenensert apeHay B AHAX.

NApaMeTpoB | h,yrs: (HeoGsizaTenbHO) onpeaensieT apeHay B yacax. Onpegenute
AHW 00 4acoB.
minutes: (HeobsizaTenbHO) onpenensieT Cpok apeHabl B MUHYTax.
Onpegennte AHW 1 Yacbl O MUHYT.
infinite: OnpegeneHne HeorpaHMYEHHOW apeHabl.

Pexum Pexum koHurypaummn nyna agpecos DHCP

KoHduUrypaumm

BcTpoeHHas ApeHga IP-agpeca no ymonyaHuio, HasHayeHHoro cepsepom DHCP,

nopckaska coctaBnseT 1 geHb. Koraa cpok apeHabl UCTekaeT B Gnvkanwee

BpeMS, KIMEHTY HeobxoouMMoO 3anpocuTb npoasieHne apengbl. B
NPoTUBHOM cry4vae |IP-agpec He MoOXeT ObiTb MCMOSMb30BaH nocne
NCTEeYEHNs CpoKa apeHabl.

HacTtponka 3arpy3o4yHoro dpavna Ha KnueHTe

KomaHpa bootfile filename

OnucaHwue file-name: OnpegenseTt nmsa 3arpysoyvHoro canna.

napameTpoB

Pexum Pexxum koHurypauumn nyna agpecos DHCP

KoHduUrypauumm

BcTpoeHHasn 3arpysoyHbin  ganmn  — 9TO  3arpy3oudHbin dpanmn  obpasa,
noackaska ncnonb3yemMbln nNpu 3anycke knueHta. ObblyHO hann sensetca OC,

3arpy>xeHHoun knneHtom DHCP.

HaCTp0|7||<a OOMEHHOIo MMeHn KIneHTa
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KomaHpa domain-name domain

OnucaHue domain-name: OnpeaenseTt gomeHHoe nms knueHta DHCP.
napameTpoB

Pexum Pexum koHurypaumm nyna agpecos DHCP

KOHcpUrypaumm

BcTpoeHHas MoxHo 3agatb UMA goMeHa Anda KnueHTa. Korga KnveHT nonydvaer
noackaska AOCTyn K CeTn 4yepe3 uMMA XocTa, MMsA AomMeHa pobaensercs

aBTOMaTU4eCKN Onsa 3aBepLleHnd MMeHn XocTa.

Hactporika DNS

KomaHpa dns-server { ip-address [ ip-address?2...ip-address8 |
OnucaHune ip-address: Onpepensiet IP-agpec DNS-cepsepa. Hactponte xoTs
napameTposB Obl oanH IP-agpec.
ip-address?2...ijp-address8: (OMNMUMOHAJIbHO) MoXHO HacTpouTb He
6onee 8 DNS-cepBepos.
Pexum Pexum koHurypaumm nyna agpecos DHCP
KoHduUrypaumm
BcTpoeHHas Ecnu knueHT nonyyaeT OOCTYN K CETEBbIM pecypcam 4Yepes3 UMs
noackaska AomMmeHa, Heobxogumo HactpouTb DNS-cepep ans paspelueHus

MMeHn JoOMeEHa.

Hactporika WINS-cepsepa NetBIOS

KomaHpa netbios-name-server address [address2...address8]
OnucaHwue address: Onpegensiet IP-agpec WINS-cepBepa. HactponTte xoTs Obl
napameTpoB oauH IP-agpec.
ip-address?2...ip-address8: (OMNMUMOHAJIBHO) MoXHO HacTpouTb He
o6onee 8 WINS-cepBepos.
Pexum Pexum koHurypaumm nyna agpecos DHCP
KOHcpuUrypauum
BcTpoeHHas WINS — 310 cnyx6a AOMEHHbIX MMEH, C NMOMOLLbID KOTOPOWN ceTb
noackaska Microsoft TCP/IP pa3spewaeTt umsa NetNBIOS Ha IP-agpec. Cepeep
WINS — aT1o cepBep Windows NT. lNpu 3anycke WINS-cepBepa oH
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nony4aet 3anpoc Ha pernctpauuto ot WINS-knneHTa. Korga KnmeHT
BbIKMOYAEeTCs, OH oOTnpaBngeT coobuieHne o6 ocBoboXaeHUN
nmMeHun, 4YTobbl KomnbtoTepbl B 6a3e gaHHbiXx WINS n B cetn Gbinu
cornacoBaHHbIMN.

HacTpoiika Tuna y3na NetBIOS Ha knueHTe

KomaHpa

netbios-node-type type

OnucaHue
napameTpoB

type: Onpepgensetr tnn y3na NetBIOS c¢ nomowbio ogHoro u3
crneyrowmnx noaxonos.

1. WectHaguaTtepnyHoe umcno ot O go FF. [oOCTynHbl TOMbKO
cnefyoLine 3HayeHus.

%

% b-node
p-node
m-node
8 ansa h-node.

2. CnmBOnbHas CTpoka.

>

*,

%

X/
°

X4

S

>

7
*

b-node ang wmnpokoBeLaTensHOro y3na;
p-node ons 0QHOPaHroBOro y3na;
m-node ANA CMeLlaHHOro y3na;

h-node gna rmbpuaHoro pexuma.

)

X/
X4

L)

7
X4

)

X/
X4

L)

Pexum
KoHduUrypaumm

Pexum koHurypaumm nyna agpecos DHCP

BcTtpoeHHas
nopckaska

CywectByeT yeTbipe Tuna y3nos NetBIOS knueHta Microsoft DHCP.
1) WnpokoBewaTenbHbIn y3en. [nsa Takoro y3na paspeLleHne MMeH
NetBIOS 3anpalwmBaeTcs Yepes LWWMPOKOBELLLATESNbHYO PACChISIKY.
2) Y3en ogHopaHroBon cetn. KnueHT oTnpaBnsaeT 3anpoc Ha
paspeweHue Ha WINS-cepsep.

3) CmewwaHHbIn y3en. KnneHT nepegaeT 3anpoc Ha paspeLleHmne u
oTnpaenseT 3anpoc Ha paspeweHne Ha WINS-cepsep.

4) M'mbpuaHbin y3en. KnueHT oTnpaBnsaeT 3anpoc Ha paspeLLeHne Ha
WINS-cepBep. Ecnv oTBET He NonyyeH, KNMeHT byaeTt nepefasaTb
3anpoc Ha paspelueHue. 1o ymonyaHuio onepaunoHHas cuctema
Microsoft sBnseTca wmpokoBeLaTenbHbIM U TMGPUAHBLIM Y310M.
Ecnn cepsep WINS He HacTpoeH, 3TO LuMpOKoBeLlaTenbHbIN y3en. B
NPOTUBHOM CIly4ae 3TO rMopuAaHLIN y3en.

HacTtponka napameTpa, 3agaHHOro nosb3oBaTtesiem

KomaHpa

option code { ascii string | hex string | ip ip-address }
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OnucaHue code: Onpegensert kog onumn DHCP.

NApaMeTPoB | 45cii string: OnpepnensieT ctpoky cumeonos ASCII.
hex string: OnpegenseT wecTHagLaTePUYHYO CUMBOSIbHYIO CTPOKY.
ip ip-address: OnpegenseT IP-agpec.

Pexum Pexum koHurypaumm nyna agpecos DHCP

KOHcpuUrypaumum

BcTpoeHHas DHCP nossonsieT nepegaBatb MH(OpMaLMIO O KOHUIypaLumn XoCTy

noackKaska no cetn TCP/IP. TMaketel DHCP cogepxaT none napameTpa

onpegensiemoro cogepxumoro. DHCP-knMeHT [JofmKeH WMETb
BO3MOXHOCTb nony4atb naket DHCP ¢ BO3MOXHOCTbIO nepeHoca He
meHee 312 6Gant. Kpome TOro, oMKCMpOBaHHOE MONe AaHHbIX B
nakete DHCP Takxe Ha3biBaeTcsi onumen.

B 6ecnpoBogHon nokanbHon cetn knveHT DHCP Toukm goctyna
AnHamudeckn 3anpawwmvsaeT IP-agpec ceTn nepemeHHoro toka. Ha
cepBepe DHCP mMoxHO HacTpouTb koMaHgy option, ykasaB agpec
AC.

BkntoueHne unu oTkntodeHne nyna agpecos

KomaHpga pool-status {enable | disable}
OnucaHwue enable: BkntoueHune nyna agpecos.
L e disable: OTkntoyYeHne nyna agpecos.
Mo ymonyaHuto gaHHasa PyHKUKMA BKITIOYEHA.
Pexum Pexunm koHurypaumm nyna agpecos DHCP
KOHcuUrypauum
BcTtpoeHHas O6opynosaHne QTECH npepoctaBnseT komaHay Ang
noackaska BKNtOYeHNA/0TKNIOYeHUs nyna agpecos DHCP.

Mpumep KoHDUrypaumm

HacTtponka nyna agpecos

drtanbl
KoHduUrypauumm

7/
X4

L)

Onpepgenute ceTb nyna agpecos net172.

CermeHT cetn 172.16.1.0/24.

L3 no ymonyanuiwo — 172.16.1.254.

ApeHpa agpeca - 1 OeHb.

AnanasoH agpecoB, B KOTOpPbIX MOXHO ucnosib3oBaTb Xxcluded,
coctasnseTt ot 172.16.1.2 0o 172.16.1.100.

K/
L X4

7/
X4

L)

7/ K/
X X4
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QTECH (config) # ip dhcp excluded-address 172.16.1.2
172.16.1.100

QTECH (dhcp-config) # ip dhcp pool netl72

QTECH (dhcp-config) # network 172.16.1.0 255.255.255.0
QTECH (dhcp-config) # default-router 172.16.1.254
QTECH (dhcp-config) # lease 1

7

MpoBepka % BbinonHute  komaHgy show run ana  oTobpaxeHus
KOHcpurypaumum KOHUrypaumu.

QTECH (config) #show run | begin ip dhcp

ip dhcp excluded-address 172.16.1.2 172.16.1.100
ip dhcp pool netl72

network 172.16.1.0 255.255.255.0

default-router 172.16.1.254lease 1

4.4.2 Hactpounka ctatnyeckoro IP-agpeca
Pe3ynbTat KOHdUrypaumm

HasHaubTe KoHKkpeTHble |IP-agpeca n push-koHurypaumo onpegenieHHbIM KrneHTam
DHCP.

MpumevyaHusn

HepocTynHo

ATanbl KOHUrypaumm

HacTponka nmeHu nyna agpecoB 1 NeEPexos B PpeXnM KOHpUrypaumm nyna agpecos

s Ob6gaszatenbHo. OH ncnonbadyeTtca Ans co3gaHus nyna |IP-agpecos.

« 3anyctute komaHay nyna ip dhcp pool B pexume rnobanbHoOn KoHdUrypaumm.
HacTtponka |IP-agpeca n mackn noaceTtu KnueHTta

s Ob6sasatenbHo. OH MCNonNb3yeTca ANd HacTpoWKK cTtatudeckoro |IP-agpeca n macku

noaceTu.
% BbinonHute komaHay host B pexume koHurypauumn nyna agpecos DHCP.

HacTponka annapaTHOro agpeca KnueHta
¢ OnumoHanbHo. OH ncnonbadyetcsa ansa HacTporkn agpeca MAC.

+ BbinonHute annapaTHyto komaHoy hardware B pexume KoHdurypauuu nyrna
agpecos DHCP.

HacTtponka yHukaneHOro ngeHtudukaTopa KnmeHTa

% OnuuoHanbHo. OH Mcnonb3yeTcs Ans HACTPOMKU CTAaTUYECKOro maeHTudukaTopa
nons3oBaTtens (UID).
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% 3anyctute komaHgy client-identifier B pexvme KoHurypauum nyna agpecos

DHCP.

HacTtponka nmeHu knneHTa

s OnuunoHanbHo. OH Ncnonb3yeTcsa AN HACTPONKN CTAaTUYECKOrO MMEHU KINEHTA.
« 3anyctute komaHgy host-name B pexume KoHpurypaumm nyna agpecos DHCP.

lNMpoBepka KoHcUrypaumm

I'IpOBepre, nony4vyaeTt I KIMMEeHT IP-a,u,pec, Korga OH HaxoauTtcA B onepatnBHOM

pexume.

CBfizaHHble KOMaHAblI

HacTtpownka nyna agpecos

KomaHpa ip dhcp pool dhcp-pool

OnucaHue pool-name: Yka3sbiBaeT uMs nyna agpecos.

napameTposB

Pexum Pexunm rnmobanbHon KoHurypaumm

KOHcUrypaumm

BcTpoeHHas Mepen HasHadeHuem |P-agpeca KNMEHTY HeobxoAuMO HacTpOUTb
nopckaska UMS Nyna agpecoB Y BONTU B PEXUM KOHUrypaumm nyna agpecos.

Mpuesaska IP-agpeca Bpy4Hyto

KomaHpa host ip-address [ netmask |
client-identifier unique-identifier
client-name name

OnucaHue ip-address: Onpepgensert IP-agpec knueHta DHCP.

NapameTpoB netmask: OnpeaensieT Macky noaceTn knmenta DHCP.
unique-identifier: OnpegensieT annapaTHbIM Mac agpec (Hanpumep,
aabb.bbbb.bb88) n ngeHtndpukarop (Hanpmumep, 01aa.bbbb.bbbb.88)
knmueHta DHCP.
name: (HeobsasaTenbHO) onpedenser WUMs KNWeHTa, WCMNoNb3ys
cumBonbl ASCIl. Mms He Bknwo4aeT ummsa gomMeHa. Hanpuwmep,
Ha30BMTE XOCT mary, a He mary.qtech.ru.

Pexum Pexxum koHurypauumn nyna agpecos DHCP

KoHduUrypauumm

BcTpoeHHas MpuBs3ka apgpeca o3HadaeT conocTtaeneHve IP-agpeca n MAC-
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noAacKa3kKa

agpeca knueHta. CywectByeT [f[Ba Buha nMpyBA3KW a[pecos.
1) Cratnyeckas npuBsska. [lpuBA3ka  BPYy4YHYHO  MOXET
paccMaTpmBaTbCAa Kak chneuunanbHbin nyn agpecos DHCP ¢ ogHum
agpecom.

2) [OuHamnyeckoe npussaAska. DHCP-cepsep  guHamuyecku
Has3Ha4vaeT knueHTy |P-agpec mn3 nyna npu nosiydeHuM 3anpoca
DHCP, cospaBas cBasb wmexay IP-agpecom u MAC-agpecom
KnueHTa.

YT0Obl HACTPOUTL NPUBSA3KY BPYYHYHO, HEOBXOAMMO onpeaenuTb nyn
XOCTOB, a 3aTteM ykasatb |P-agpec n annapatHbin agpec wnu
noeHtndpukatop knmeHta DHCP. AnnapatHbii agpec — ato MAC-
agpec. geHTudukaTop KnMeHTa BKAOYaeT TN CETEBOr0 HOCUTENS
n MAC-agpec. KnueHTt Microsoft obblMHO maeHTUUMUMpPYeTCa Mo
naeHtTudurkaTopy knueHTa, a He no MAC-agpecy. Koabl TMnoB cpeq
cM. B pasgene [lapameTpbl MpoTOKONa paspelleHns anpecos
(Address Resolution Protocol Parameters) B8 RFC 1700. Koag Ttuna
Ethernet-ctaHuumn 01.

Mpumep KoHDUrypaumum

OuHamunyeckun nyn IP-agpecos

dTanbl
KoHduUrypaumm

0,

% Hactponte nyn agpecos VLAN 1 c IP-agpecom 20.1.1.0 un
Mackomn noacetun 255.255.255.0.
% LWno3 no ymonyannio — 20.1.1.1.

R/

s Bpemsa apeHabl — 1 geHb.

QTECH (config) # ip dhcp pool vlanl

QTECH (dhcp-config) # network 20.1.1.0 255.255.255.0
QTECH (dhcp-config) # default-router 20.1.1.1

QTECH (dhcp-config)# lease 1 0 O

MpoBepka
KOHcuUrypauum

BbinonHute komaHgy show run gns otobpaxeHns KoHUrypaumm.

QTECH (config) #show run | begin ip dhcp
ip dhcp pool vlanl

network 20.1.1.0 255.255.255.0
default-router 20.1.1.1

lease 1 0 O

Mpuesska (lease) ctaTucTnyeckn

Aranbl s Apgpec xocta — 172.16.1.101, a wmacka noagcetm —
255.255.255.0.
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7

» Mmsa xocta — Ivan.qtech.ru.
» LLUnto3 no ymonyaHuto — 172.16.1.254.
% Mac-agpec: 00d0.df34.32a3.

«%

KOHcpuUrypaumm

>

*,

(AR

QTECH (config) # ip dhcp pool Ivan

QTECH (dhcp-config)# host 172.16.1.101 255.255.255.0

QTECH (dhcp-config) # client-name Ivan

QTECH (dhcp-config) # hardware-address 00d0.df34.32a3 Ethernet
QTECH (dhcp-config) # default-router 172.16.1.254

0,

MpoBepka % BbinonHute  komaHgy show run  ana  oTobpaxeHus
KOHdpurypaumum KOHUrypaumm.

QTECH (config) #show run | begin ip dhcp
ip dhcp pool Ivan

host 172.16.1.101 255.255.255.0
client-name Ivan

hardware—-address 00d0.df34.32a3 Ethernet
default-router 172.16.1.254

4.4.3 Hactpounka npasuna AM ans cepsepa DHCP

Pe3ynbTaTt KOHpUrypaumum

HasHaubTe |IP-agpeca B cooTBeTCcTBUM C npasunom AM Ha ocHoBe nopta u VLAN.
MpumeyaHunn

O6opynosaHne QTECH nogaepxunBaeTt koHdurypaumto npasun AM Ha nHtepdencax
Ethernet, GB, FR, PPP n HDLC.

Atanbl KOHdUrypaumm
HacTponka ynpaBneHus agpecamu

s Ob6s3aTtenbHO. Borante B pexum ynpasneHus agpecamu.
s 3anyctute kKomaHgy address-manage B pexume HaCTPOWKU  ynpaBrieHusi
agpecamu.

HacTtpownka npasuna AM

s Ob6sasatenbHo. HactponTe npasuno AM Ha ocHoBe nopTa n VLAN.
% BbInonHuTe kKOMaHay match ip B peXxume HacCTPOWKKN ynpaBreHns agpecamu.
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MpoBepka kKoOHUrypaumm

[NpoBepbTe, Nony4atoT N KNneHTbl B pasHbix ceTax VLAN n noptax OenCTBUTESbHbIE

IP-agpeca.

CBfizaHHble KOMaHAbI

HacTtponka gnanasoHa no ymosnyaHuio

KomaHpa match ip default ip-address netmask

OnucaHwue ip-address: Onpegensiet IP-agpec.

B netmask: OnpegeneHne mackm NoaceTu.

Pexum Pexum ynpaBneHus agpecamu

KOHcUrypaumm

BcTtpoeHHas Mocne HacTtporkn Bcem knneHtam DHCP HasHauvatoTcs IP-agpeca
noackaska n3 guanasoHa no ymosn4yanuio Ha ocHoBe VLAN u nopta. Ecnu aTa

KOomaHga He HacTpoeHa, IP-agpeca 6yayT HasHavaTbCsi OObIYHbLIM
obpasom.

HasnauyeHne guHamunyeckoro IP-agpeca Ha ocHoBe VLAN v nopta

KomaHpa match ip ip-address netmask interface [add/remove] vlan vian-list
OnucaHwue ip-address: Onpegensiet IP-agpec.
L e netmask: Onpeaenexne macku NoaceTw.
interface: OnpegensieT umsa MHTepdenca.
add/remove: [Jo6aBnenune unun yganenue onpeaeneHHon VLAN.
vlan-list: Yka3biBaet nHgekc VLAN.
Pexum Pexum ynpaBsneHusa agpecamu
KOoHduUrypaumm
BcTpoeHHas Mocne HacTpounkn knueHTam DHCP HasHauvatoTtcs |IP-agpeca us
noackaska AnanasoHa agpecos no ymonyanuio Ha ocHose VLAN m nopTa.

HasHayeHue ctaTuyeckoro |IP-agpeca Ha ocHoBe VLAN

KomaHpa match ip ip-address netmask [add/remove] vlan vian-list
OnucaHue ip-address: Onpegensiet IP-agpec.

L el netmask: OnpeaeneHe Macku NOACETU.
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add/remove: [lo6asneHune nnun yaanexHune onpegenexHHon VLAN.
vlan-list: YkasbiBaet nHgekc VLAN.

Pexum Pexum ynpaBneHus agpecamu

KOHcpuUrypaumum

BcTpoeHHas B Super VLAN KnuneHTy MOXeT OblTb HasHayeH (OUKCUPOBAHHbIN
noackaska cTaTM4yecknn agpec HesaBMCMMO OT Toro, B kakon Super VLAN

HaxoauTcsa KnueHT. He HyXHO HacTpamsaTb npasuno AM onsa aToro
IP-agpeca Ha ocHoBe Bcex nogceten VLAN M nopTtoB, a TOSMbKO
HacTpamBatb npaBuno AM Ha ocHoBe VLAN. 3T10 npasuno
AEeNCcTByeT TOSbKO NS Ha3Ha4YeHNsa CTaTUYeckoro agpeca.

Mpumep KoHDUrypaumum

HacTtponka npasuna AM

dTanbl X HaCTpOVITe npaBuio NO yMON4YaHUIO.
KoHdurypaumm < Hactpoute npasuno Ha ocHose onpegeneHHon VLAN + nopt +
AOnana3oH aapecos.
«» HacTtponTte npaBuno Ha OCHOBe oOnpeferieHHOro awnanasoHa
VLAN apgpecos.
QTECH (config) # address-manage
QTECH (config-address-manage) # match ip default 172.50.128.0
255.255.128.0
QTECH (config-address-manage) # match ip 10.1.5.0
255.255.255.0 Gi5/3 vlan 1005
QTECH (config-address-manage) # match ip 10.1.6.0
255.255.255.0 vlan 1006
MNpoBepka < 1. BbinonHute kKomaHgy show run gna oTobpaxeHus
KOH(bVIrypaLIMVI KOHCbI/IpraLI,I/II/I.
address-manage
match ip default 172.50.128.0 255.255.128.0
match ip 10.1.5.0 255.255.255.0 Gi5/3 wvlan 1005
match ip 10.1.6.0 255.255.255.0 vlan 1006
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4.4.4 Hactpounka rno6anbHbix cBonctB DHCP-cepBepa
Pe3ynbTaTt KOHpUrypauum

BkntounTe cepBep ¢ onpeaeneHHbIMU DYHKUMSIMKU, HanpuMmep, ping U NpUHYAUTENbHbIV
NAK.

MpumeyaHusn

HacTtpovika KomaHabl MOXET NPUBECTU K UCKINIOYEHMAM Ha ApYrnx cepeepax.
ATanbl KOHdUrypaumm

HacTtpownka uckrntoveHHoro IP-agpeca

< OnumoHanbHo. HacTponTe HekOTOpble agpeca WM AnanasoHbl adpecoB Kak
HeOOCTYMHbIE.

s 3anyctute komaHgy ip dhcp excluded-address B pexume rnobanbHoOM
KOHpurypaumn.

HacTpoiika obs3atenbHoro otBeta NAK

+« OnuunoHanbHo. CepBep oTBeYaeT Ha HEBEPHLIN 3anpoc agpeca ¢ naketom NAK.
s 3anyctute «komaHgy ip dhcp force-send-nak B pexume rnobanbHoM
KOHpurypaumn.

HacTtponka MmoHuTOpuHra coctosiHus VRRP
s OnumoHanbHo. [llocne HacTponkn naketel DHCP ob6pabaTtbiBaloTCA rfaBHbIM

cepBepOM.
s 3anyctute komaHay ip dhcp monitor-vrrp-state B pexume rnobanbHoOn
KOHpurypaumn.

HacTpolika BpeMeHu nuHra

s OnumoHanbHo. poBepbTe AOCTYMHOCTb agpeca C NOMOLLbK KoMmaHabl ping. o
yMOSyaHuio: 2.
¢ BbinonHute komaHay ip dhcp ping packet B pexume rnobanbHOn KoHGUrypaumm.

HacTtpowka Tanm-ayta Ping
¢ OnumoHanbHo. poBepbTe AOCTYMHOCTb agpeca C NOMOLLbK KoMmaHabl ping. o

YMOM4YaHuo ycTaHoBreHo 3HaveHne 500 mc.
« 3anyctute komaHay ip dhcp ping timeout B pexunme rnobanbHON KOHUrypauuu.

[leTekTMpoBaHMe aBTOHOMHOIro o6HapyXeHus1 Nonb3oBaTerns

+» Hactponte DHCP-cepBep, 4Tobbl OnpeaennTb, OTKAYEH N KIMEHT. Ecnu KNneHT
He NOLKMYaeTCs K CETU B TEYEHME OMNpenerieHHOro nepuoga BpeMeHu, To byaeT
noslydyeH agpec, Ha3Ha4YEeHHbIN KINEHTY.

% 3anyctute komaHgy ip dhcp server arp-detect B pexume rnobanbHom
KOHourypaumm.

MpoBepka kKoOHUrypaumm

3anyctute komaHagy dhcp-server n npoBepbTe KOHPUrypaLmio BO BpEMS Ha3Ha4YeHMUs
agpeca.
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CBfizaHHble KOMaHAblI

HacTtpownka uckrnoveHHoro IP-agpeca

KomaHpa ip dhcp excluded-address low-ip-address [ high-ip-address |
OnucaHue low-ip-address: YkasbiBaeT HavanbHbIn IP-agpec.

NAPaMEeTPOB | high-ip-address: YkasbiBaeT koHeuHbIl IP-agpec.

Pexum Pexxum rmnobanbHom KoHurypauum

KoHdurypaumm

BcTpoeHHas Ecnu He ykasaHo nHoe, DHCP-cepBep HasHauyaeT Bce agpeca u3
noackaska nyna |P-agpecoB knueHtam DHCP. YT10o0bl 3ape3epBupoBaTb

HeKkoTopble agpeca (Hanpumep, agpeca, yXe Ha3Ha4YeHHble cepBepy
UM ycTpomcrteam), HeobXooMMO HaACTpouUTb 3TU agpeca Kak
ncknoveHHole. [Ona Hactponkn DHCP-cepBepa pekomeHayeTtcs
HaCTpPOUTb WCKNIOYEHHblIe agpeca, 4Tobbl M3bexaTb KOHMMKTa
aZlpecoB U COKpaTUTb BpeMsa OBbHapyXeHus BO BpeMsi Ha3HayYeHus
aZpecos.

HacTtponka obasatenbHoro oteeta NAK

KomaHaa

ip dhcp force-send-nak

OnucaHue
napameTpoB

HepoctynHo

Pexum
KoHduUrypaumm

Pexum rnobanbHon KoHpurypaumm

BcTtpoeHHas
nopckaska

B WLAN DHCP-knueHT 4yacto nepemellaeTcs M3 OAHOM CeTu B
apyryto. Korga DHCP-cepBep nony4aeTr 3anpoc Ha npoaneHue
apeHabl OT KineHTa, HO OBHapyXuBaeT, YTO KIMEeHT nepecekaeT
CETEBOWM CErMEHT UMM CPOK apeHabl UCTEK, OH OTNpaBnsdeT nakeT
NAK, 4yTtobbl noTpeboBaTtb OT KnNueHTa nosnyvyeHue |IP-agpeca cHoBa.
OTO npepoTBpawlaeT MNOCTOSHHYK OTMPaBKy KIIMEHTOM MaAKETOB
3anpocoB A0 MOBTOPHOro nosnydeHus |IP-agpeca nocne ucrteyvyeHus
BPEMEHU OXUAAHUS.

Cepep oTtnpaBnsieT nakeT NAK Tonbko npu oBHapyXeHun 3anucu
apengbl knueHta. Korga DHCP-knueHT nepecekaet cetb, DHCP-
CepBep He MOXEeT HaWTWM 3annucb apeHabl KnneHTa u He OyageTt
otBevaTb naketom NAK. KriMeHT NOCTOAHHO OTnpaBnsieT nakeTbl
3anpocos, npexage 4em cHosa nonyyutb IP-agpec nocrne ucrevyeHus
BpemMeHn oxwunpanus. CrnepoBatenbHo, nonyyeHne IP-agpeca
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3aHMMaeT MHOr0 BpeMEHW. OTO TakkKe MPOMCXOAMUT, Korga cepsep
DHCP TepsieT apeHay nocne nepesanycka W KNMeHT 3anpalumBaeT
npoaneHne apeHabl. B aTOM criyyae MOXHO HacCTpOUTb KOMaHAay,
4yT06bI cepBep DHCP mor otBeTuTb Naketom NAK, gaxe ecnu OH He
MOXET HaNnTN 3anucCb apeHabl, YTOObl KNMEHT Mor BbICTPO Nony4nTb
IP-agpec. O6patute BHUMaHWE, 4YTO KOMaHZa MO YMOJSIHaHWUIO
oTKNto4eHa. YTobbl BKMOYNTL €ro, B LUMPOKOBELLATENBHOM AOMEHE
MOXXHO HacTpouTb TONbKO oaunH cepsep DHCP.

HacTtponka BpemeHu nnHra

KomaHpa ip dhcp ping packets [ number ]

OnucaHwue number: (ONMUMNOHAJIbHO) ananasoHsl ot 0 go 10. 0 ykasbiBaeT Ha

napaveTpos TO, 4TO PYHKUMA ping OTKM4YeHa. Mo ymonyaHuio ucnonb3yeTcs
ABa 3xo-3anpoca.

Pexum Pexum rnobansHon KoHpurypaumm

KoHduUrypaumm

BcTpoeHHas Mo ymonuanuto, korga DHCP-cepBep HasHavaeT IP-agpec u3 nyna,

noackaska OH ABaXabl 3anyckaeT komaHay Ping (oguH nakeT 3a pas). Ecnu

oTBeTa HeT, cepBep MNpuUHMMaeT adpec Kak HepaboTawwmin u
Ha3Ha4aeT ero KnueHTty. [pyn Hanuuuu oTeBeTa cepBep NpPUHMMaeT
agpec Kak 3aHATbIM M Ha3Ha4vyaeT gpyrov agpec.

HacTtponka Tanm-ayta Ping

KomaHpa ip dhcp ping timeout milliseconds

OnucaHwue milli-seconds: Yka3sbiBaeT Bpemsi, Heobxoaumoe cepsepy DHCP ans
napameTposB OXnaaHus oTBeTa Ha axo-3anpoc. 3HaveHne BapbupyeTcs ot 100 mc

go 10000 mc.

Pexum Pexum rnobanbHon KoHpurypaumm

KoHduUrypaumm

BcTtpoeHHas Mo ymonyanuio, ecnn DHCP-cepsep He nony4vaet otBeT Ping B
noackKaska TeyeHne 500 mc, IP-agpec ctaHOBUTCA AOCTYMHbIM. Bbl MoxeTe

HaCTpOUTb BpeMA OXXnaaHU4a OnAa oTBeTa CepBepa.

Mpumep KoHduUrypaumm

HacTpouka Ping
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ATanbl % YcTaHoBMTE BpeMs ax0-3anpoca Ha 5.
KOHdurypaumm | < YcrtaHoBuTe TarM-ayT ping Ha 800 mc.
QTECH (config) # ip dhcp ping packet 5
QTECH (config) # ip dhcp ping timeout 800
MpoBepka « BbinonHute  komaHgy show run  gna  oTobpaxeHus
KOHcpuUrypaumm KOHpurypaumm.
QTECH (config) #show run | begin ip dhcp
ip dhcp ping packet 5
ip dhcp ping timeout 800
HacTtpownka uckntoveHHoro IP-agpeca
Atanbl « Hactponte wuckno4deHHbIn [IP-agpec o1 192.168.0.0 po
KOHcpUrypaumm 192.168.255.255.
QTECH (confiqg) # ip dhcp excluded-address 192.168.0.0
192.168.255.255
MpoBepka % BbinonHute  komaHgy show  run ans  otobpaxeHus
KOHdpurypaumum KOHUrypaumu.
QTECH (config) #show run | begin ip dhcp
ip dhcp excluded-address 192.168.0.0 192.168.255.255

4.4.5 Hactponka oCHOBHbIX (pyHKuun petpaHcnauum DHCP
PesynbTaT KOHhUrypaumm

+« PasBepTbiBaHWEe MHAMUYECKOro ynpaBneHus IP-ceTammn B pexnme KnmneHT-cepeep
ana obecneyeHus ceasm mexay knmeHtom DHCP u cepsepom DHCP, kotopble

HaxXoOATCA B pa3HbIX CerMeHTax CeTu.

MpumeyvaHunna

s [Ona Bkno4yeHus petpaHcnsaumm DHCP Heob6xogumo HacTpouTb O4HOAOPECHYH

MapwpyTtusaumio IPv4 B ceTu.
ATanbl KOHUrypaumm
BkntoyeHune petpaHcnsumm DHCP
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s Ecnu He ykaszaHO WHOe, Heobxoammo BkMOUMTb yHKunio DHCP Relay Ha

yCTPOWUCTBE.

HacTtpownka |IP-agpeca ans cepsepa DHCP

< Obg3aTenbHo.

% Heobxogumo HactpouTb IP-agpec ons cepsepa DHCP.

lNMpoBepka KoHcUrypaumm

s [MpoBepbTe, Nonyyaet nu knueHT IP-agpec yepes DHCP Relay.

CBsizaHHble KOMaHAabI

BkrntoyeHnue petpaHcnsumm DHCP

KomaHpa service dhcp

OnucaHue HepocTtynHo

napameTposB

Pexum Pexunm rmobanbHon KoHurypaumm
KOHcUrypaumm

BcTpoeHHas HepoctynHo

noackaska

HacTtponka |IP-agpeca ans cepsepa DHCP

KomaHpga ip helper-address { cycle-mode | [ vrf { vrf-name }] A.B.C.D }
OnucaHue cycle-mode:  YkasbiBaeT, 41O naketol  3anpocoB DHCP
napameTpoB nepecbinatTcs Ha Bce cepepbl DHCP.
vrf-name: YkasbiBaeT uMMms Mapwpytusaumm n nepecbinkn VPN
(VRF).
A.B.C.D: YkasbiBaeT IP-agpec cepsepa.
Pexum Pexnm rnobanbHom KOHpurypaumnmn/pexmm KOHdourypaumm
KoHdurypauumm  vHtepdenca
BcTpoeHHas OTy YHKUMIO MOXHO HacTpOUTb Ha WHTepdence ypoBHS 3,
noackaska HanpuMmep, Ha MapLpyTU3npyemMble MOPTbl, MNOPTbl TOYKM OOCTyna

ypoBHS 3, SVI n nHrepdenc obpatHon ceasu.

HacTtpoeHHbIn  uHTEepdenc [ormkeH ObiTb

ofHOaapecHyo MapLipyTusaumio IPv4.

OOCTyrneH 4epes
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Mpumep KoHDUrypaumm

HacTtporika petpaHcnsumm DHCP B npoBOAHOM NOAKNHOYEHUN

CueHapuu k' * GO/ E.,ac;::.-:f =
N3obpaxeHne x.,v_"
4-15 DHCP Client DHCP Relay Agent DHCP Server
ATtansbl « Bknounte knneHT ¢ DHCP, 4yTo6bl nony4nts IP-agpec.
KoHdurypaumm | % Brkniounte dyHkumio DHCP Relay Ha areHte petpaHcnsaumm
DHCP.
s HacTtponka cepsepa DHCP.
A Bkntounte knueHt ¢ DHCP, ytobbl nonyuuts IP-agpec.
B Bkntounte petpaHcnauymo DHCP.
QTECH (config) # service dhcp
Hactponite rnobaneHbin IP-agpec cepsepa DHCP.
QTECH (config)# ip helper-address 172.2.2.1
HactponTe IP-agpec nopTta, NOAKNYEHHOrO K KIUEHTY.
QOTECH (config) # interface gigabitEthernet 0/1
QTECH (config-if)# ip address 192.1.1.1 255.255.255.0
Hactponte IP-agpec nopTta, NOAKIHOYEHHOIO K CepBepy.
QTECH (config) # interface gigabitEthernet 0/2
QTECH (config-if-gigabitEthernet 0/2)# 1ip address 172.2.2.2
255.255.255.0
C Bkntounte cepsep DHCP.
QTECH (config) # service dhcp
HacTponTe nyn agpecos.
QTECH (config) # ip dhcp pool relay
QTECH (dhcp-config) #network 192.1.1.0 255.255.255.0
QTECH (dhcp-config) #default-router 192.1.1.1
Hactponte IP-agpec nopTa, nMOAKMOYEHHOrO K  ornepaTopy
peTpaHcnaumm.
QTECH (config) # interface gigabitEthernet 0/1
QTECH (config-if-gigabitEthernet 0/2)# ip address 172.2.2.1
265 ., 258 5 2458 - 0
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lNMpoBepka [MpoBepbTe, NonydaeT nn KNUeHT IP-agpec.

KOHcpurypauum | ., [MpoBepbTe, Nony4yaeT nu kKNneHT IP-agpec.
+«» [lNpoBepbTe KOHUrypaumo petpaHcnauun DHCP.

A YcTponcTBo nonb3oBaTensa nony4yaet IP-agpec.

B lMocne Bxoaa B areHT peTpaHcnauun DHCP BbinonHute KomMaHagy
show running-config B npuBmnnernposaHHom pexmme EXEC, 4Tobbl
oTobpasntb koHGurypauuto DHCP Relay.

QTECH# show running-config

service dhcp

ip helper-address 172.2.2.1

!

interface GigabitEthernet 0/1

ip address 192.1.1.1 255.255.255.0
!

interface GigabitEthernet 0/2

ip address 172.2.2.2 255.255.255.0

TuUnnyHbie oWINOKK

* HeepHas koHUrypauunsa ogHoagpecHon mapipyTtusauum IPv4.

s OyHkuna DHCP Relay oTtkntoyeHra.

s MapuwpyTtnsauua mexngy areHtom petpaHcnaumm DHCP u cepsepom DHCP He
HacTpoeHa.

s [na cepsepa DHCP He HacTpoeH IP-agpec.

4.4.6 Hactpounka onuuu petpaHcnsumum DHCP 82

Pe3ynbTaTt KOHpUrypaumum

s C nomouwybto areHTa petpaHcnsaumm DHCP cepsep moxeT 6onee TOYHO HasHa4vaTb
IP-agpeca ¢ pasHbiMM MNPUBUMErMSAMU KIMEHTaM Ha OCHOBE MWHdopMaumMm o
napameTpe.

MpumeyvaHunna

% Heobxoaumo BkNOUNTL PyHKUMIO peTpaHcnsauun DHCP.
AT1anbl KOHUrypauum

BkntoyeHne OCHOBHbIX yHKUUIN peTpaHcnaumm DHCP

s Ob6sasaTensHO.
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% Ecnn He ykaszaHO wWHOe, Heobxoammo BkNOUMTbL GyHKumio DHCP Relay Ha

Bkntoyenune onuymn DHCP 82

X/

X/

« o ymonyanuto onuna DHCP 82 oTkntoyeHa.
s MoxHo 3anyctutb komaHgy ip dhcp relay information option82, 4to®bl BKNOUNTL

nnu otknounte DHCP Option 82.

MpoBepka koHUrypaumm

«» [lpoBepbTe, Nonyyaet nu knNneHT IP-agpec B cooTBeTCTBMM C onuuen 82.

CBfizaHHble KOMaHAblI

BkntoyeHune onuymn DHCP 82

KomaHpa ip dhcp relay information option82
OnucaHue HepocTtynHo

napameTpos

Pexum Pexunm rnmobanbHon KoHurypaumm
KOHcUrypaumm

BcTtpoeHHas HepocTtynHo

nopckaska

Mpumep KoHDUrypaumm

BkntouyeHune onuymn DHCP 82

dTanbl
KOoHduUrypaumm

®,

< BknoyeHne onuumn DHCP 82.

QTECH (config) # ip dhcp relay information option82

MpoBepka
KoHduUrypaumm

Mocne Bxoaa B areHT peTpaHcnauun DHCP BbinonHute KomaHagy
show running-config B npuBunernposaHHom pexmnme EXEC, 4tobbl
oTobpasnTb koHpurypauuio DHCP Relay.

QTECH#show ru | incl ip dhcp relay

ip dhcp relay information option82

TUunnyHbIe oWINOKU

« basosble pyHkUMK peTpaHcnaunn DHCP He HacTpoeHs!.
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4.4.7 Hactponka ngeHtucpukartopa cepBepa nposepku petpaHcnsaumm DHCP
Pe3ynbTaTt KOHpUrypauum

+ [locne HacTpouku ip dhcp relay check server-id areHt DHCP Relay nepecbinaer
naketbl 3anpocoB DHCP Tonbko cepBepy, ykazaHHOMY KOMaHAow option server-
id. B npoTMBHOM cry4yae oHU nepecbinatTcs Ha Bce cepepbl DHCP.

MpumeyaHusn

% Heobxogumo BknounTb 6asosble GyHKLMK peTpaHcnsumm DHCP.
ATanbl KOHUrypaumm

BkntovyeHne DHCP Relay Check Server-ID

s lNo ymonuaHuw wuvaeHTUpUKATOP cepBepa nposepkn peTtpaHenaum DHCP
OTKIHOYEH.

% MoxHo 3anyctutb komaHgy ip dhcp relay check server-id, 4Tobbl BKMNHOYMTL
DHCP Relay Check Server-id

MpoBepka kKoHUrypaumm

Y6eputecb, uto areHT DHCP Relay otnpaensieT naketbl 3anpocoB DHCP Tonbko Ha
cepBep, YKkasaHHbIM kKoMaHaown option server-id.

CBA3aHHble KOMaHAbI
HacTponika naeHTugukatopa cepsepa nposepku petpaHcnsumm DHCP

KomaHpga ip dhcp relay check server-id
OnucaHue HepoctynHo

napameTpos

Pexum Pexunm rmobanbHon KoHurypaumm
KOHcUrypauum

BcTpoeHHas HepoctynHo

noackaska

Mpumep KoHdUrypaumm
HacTpolika naeHTngpukatopa cepsepa nposepku petpaHcnsumm DHCP

ATtanbl % BknoyeHne DHCP Relay. NponyuieHo.
KoHdurypaumm | < Bkniounte DHCP Relay check server-id Ha nHtepdeice.

QTECH# configure terminal
QTECH (config) # ip dhcp relay check server-id

@QTECH | www.qtech.ru
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lNMpoBepka Mocne Bxoaa B areHT peTpaHcnauun DHCP BbinonHuTe KomMaHay
KoHcurypaumm show running-config B npusmnernposaHHom pexume EXEC, 4yTobbl
oTobpasntb koHGurypauuto DHCP Relay.

QTECH# show running-config | include check server-id
ip dhcp relay check server-id

QTECH#

Tunu4Hble oWKNoKN
« ba3sosble pyHKkuMK peTpaHcnaumn DHCP He HacTpoeHs!.

4.4.8 Hactpounka nogasneHma DHCP-peTpaHcnauumu
PesynbTaT KOHhUrypauum

X/

% [locne HacTpownkn komanabl ip DHCP Relay suppression Ha uHTepdence nakeTbl
3anpocoB DHCP, nony4eHHble Ha nHTepdence, byayt oThunbTpoBaHbl, a apyrmue
nakeTbl 3anpocos DHCP 6yayTt nepecbinarbcs.

MpumeyaHun

s Heobxogumo BkntounTb 6asoBble hyHKunK peTpaHcnsaumm DHCP.
ATanbl KOHdUrypaumm

BkntoyeHue nogaenenuns petpaHcnaumm DHCP

Mo ymonuaHuio dyHKUMS nogaeBneHus petpaHcnsaumm DHCP oTknoyeHa Ha Bcex
NHTEepencax.

% MoxHo BbINONMHUTL komaHngy ip dhcp relay suppression, 4TobObl BKMIOYUTL
dyHkumto DHCP Relay Suppression.
lNMpoBepka KoHcUrypaumm

s lNpoBepbTe, OTUNLTPOBaHbLI N nakeTbl 3anpocoB DHCP, nonydeHHble Ha
NHTepgence.

CBA3aHHble KOMaHAbI
HacTtpoiika nogaBnenna DHCP-peTpaHcnsaumm

KomaHpa ip dhcp relay suppression
OnucaHue HepoctynHo

napameTpos

Pexum Pexxum KoHdurypauumn nHtepdenica
KoHduUrypauumm

BcTpoeHHas HepoctynHo
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noAacKa3kKa

Mpumep KoHduUrypaumm
HacTporika nogaBnenna DHCP-peTpaHcnsumm

7

dTanbl % Hactporka ocHoBHbIX pyHKUMI peTpaHcnauun DHCP.

R/

KoHdurypaumm | Hacrtpoiika nogasneHusa petpaHcnsaunm DHCP Ha nHtepderice.

QTECH# configure terminal
QTECH (config) # interface gigabitEthernet 0/1
QTECH (config-if-GigabitEthernet 0/1) # ip dhcp relay

suppression
QTECH (config-if-GigabitEthernet 0/1) #end
OTECH#

MpoBepka Mocne Bxopa B areHT peTpaHcnauun DHCP BbinonHuTe komaHgy

KoHcurypauum show running-config B npuBmunermposaHHom pexumme EXEC, 4ytobbl
oTobpasntb koHGurypaumo DHCP Relay.

QTECH# show running-config | include relay suppression
ip dhcp relay suppression
QOTECH#

TuUnnyHble oWnOKKU
Basosble pyHKkuum petpaHcnsaumm DHCP He HacTpOeHbl.

4.4.9 Hactponka knueHta DHCP
Pe3ynbTaTt KOHpUrypaumum

Bkntounte DHCP-knneHT Ha ycTpouncTBe, YTOObl OH AnHamuyecku nonyyun IP-agpeca
N KoHdUrypauuu.

MpumeyaHunsn

O6opynosaHne QTECH noggepxvmBaet KoHdurypaumo knueHta DHCP  Ha
nHtepdencax Ethernet, FR, PPP n HDLC.

ATanbl KOHUrypaumm

3anycTtute komaHgy ip address dhcp Ha nHTepdeiice.
MpoBepka KoHdUrypaumm

MpoBepbTe, Nony4vaeT nn uHtepdenc IP-agpec.
CBsA3aHHble KOMaHAbl

HacTtponka knnenta DHCP
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KomaHpa ip address dhcp
OnucaHue HepocTtynHo
napameTposB
Pexum Pexum kKoHdurypaumm nHtepdenca
KOHcpUrypaumm
BcTpoeHHasn % ObopyaoBaHue QTECH nogaepXuBaetr  gMHamMmyeckoe
noackaska orpaHudeHnue IP-agpecoB yepes nHtepdenc Ethernet.
s O6opynoBaHune QTECH nogaepXxueaet JNHaMn4yeckoe

orpaHuyeHue |P-agpecoB 4epe3 WuHKancynupoBaHHbin PPP
UHTepgenc.

«» O6opynoBaHune QTECH nogaepxueaet JNHamMmnyeckoe
orpaHuyeHue IP-agpecos nocpeacTtesomM UHTepgenca,
WHKancynuposaHHoro FR.

s O6opynoBaHune QTECH nogaepXxueaet JNHaMn4yeckoe
orpaHuyeHue IP-agpecos nocpencTBomM UHTepdenca,

nHkancynuposaHHoro HDLC.

Mpumep KoHDUrypaumum

HacTtpoiika knmeHta DHCP

JTtanbl % 1: Bkntouunte nopt FastEthernet 0/0 ¢ DHCP, 4tobbl nony4yuts IP-
KOHcpuUrypauum agpec.

QOTECH (config) # interface FastEthernet0/0

QTECH (config-if-FastEthernet 0/0)#ip address dhcp
MpoBepka s 1. BbinonHute komaHgy show run pgns oTobpaxeHus
KOHdpurypaumum KOHUrypaumu.

QTECH (config) #show run | begin ip address dhcp

ip address dhcp

4.5 KOHTpOsb COCTOSIHUA

OuucTka

/A BbINOMHEHNe KOMaHA OYMCTKM MOXeT MPUBECTVM K MOTepe BaXHOW MHdopMauun W
npepbIBaHUIO Cryx6.
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OnucaHue

KomaHpa

YpaneHue NPUBS3KU
agpeca DHCP.

clear ip dhcp binding { address | *}

Ouuwaetr KOHQONMKT
agpecos DHCP.

clear ip dhcp conflict { address | *}

Ypanser CTaTUCTUKY
cepsepa DHCP.

clear ip dhcp server statistics

Ypanaet CTaTUCTUKY
peTpaHcnauun DHCP.

clear ip dhcp relay statistics

Ounctka CTaTUCTUKK
NPOM3BOOUTESIbHOCTH
DHCP-cepBepa.

clear ip dhcp server rate

OTob6paxeHue

OnucaHue

KomaHpa

OTtobpaxeHne  apeHabl
DHCP.

show dhcp lease

OT1obpaxeHune IP-
afpecoB, HACTPOEHHbIX

BPYYHY!IO.

show dhcp manual

OTtobpaxeHne  COKeToB
DHCP.

show ip dhcp socket

OTobpaxeHune
Ha3Ha4YeHHbIX IP-
agpecos.

show ip dhcp binding

OTtobpaxeHune
CTaTUCTUKM cepBepa
DHCP.

show ip dhcp server statistic

OTobpaxeHne
CTaTUCTUKM
peTpaHcnauun DHCP.

show ip dhcp relay statistic

OT1obpaxeHune
KOHMPNUKTYOLLMX
agpecos.

show ip dhcp conflict
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OTtnapgka

A CuctemHble pecypebl

3aHATHI

OTKINO4YnTE OTNAAKy cpasdy nocrie Ncnojib3oBaHuA.

OnucaHue

KomaHpa

OTtnapka areHta DHCP.

debug ip dhcp server agent

Otnagka ropsvero
Pe3epBHOro KOMMPOBAaHUS
DHCP.

debug ip dhcp server ha

OTtnagka nynoB agpecos
DHCP.

debug ip dhcp server pool

Otnagka DHCP VRRP.

debug ip dhcp server vrrp

OTnagka Bcex cepBepoB
DHCP.

debug ip dhcp server all

OTtnapgka naketoB DHCP.

debug ip dhcp client

OTnapgka cobbITnn
peTpaHcnauyun DHCP.

debug ip dhcp relay
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5 HACTPOUKA DHCPV6
5.1 O630p

lMpoTtokon gMHamunyeckon koHdurypaumm xocta ansa IPve (DHCPv6) — aTto npoTokon,
KoTopbIn no3sondaet cepsepy DHCP nepepaBaTb koHdurypauum (Hanpumep, agpeca
IPv6) yanam IPV6.

Mo cpaBHeHUO C ApyrMMn MeTodamMu pacrnpefeneHus agpecoB |IPv6, Takmmu kak
pydHass HacTporka W aBTOMaTM4yeckass HacTponka agpecoB 6e3 coxpaHeHus
coctosHusi, DHCPv6 obecneunBaeT pacnpefeneHne agpecos, AenermposaHue
npedgunKcoB 1 pacnpegeneHne napaMmeTpoB KOHUrypawumu.

X/

s DHCPV6 — 3TO MpOTOKON C OTCEeXMBAHWEM COCTOAHUA ANA aBTOMaTUYEeCKOW
HaCTPOMKM afpeCcoB a Tak e AobaBneHusi, 1 MOBTOPHOrO MCMNoOSib30BaHNSA CETEBbIX
agpecoB, KOTOpbIM  NO3BOMISIET  3anucbiBaTb  BbleneHHble  agpeca U
ONTMMU3NPOBATb yNpaBiEHNE CETLIO.

s Wcnonesya npedukc genernposaHns DHCPvV6, ceTeBble ycTponcTBa uplink moryT
HasdHayaTb npeduKCbl agpecoB ceTeBbiM YycTponcTtBam downlink, KoTopble
peanusysa rmbkylo aBToMaTUYECKyt0 KOHGUrypauuo Ha ypoBHE CTaHuuMm U rnbkoe
ynpaBneHne agpecHbIM NPOCTPaHCTBOM CTaHLNN.

% HasHadenune napameTtpa koHdpurypaumm DHCPvV6 pelwwaeTt npobnemy, npu KOTOpon
napamMmeTpbl He MOryT ObiTb MOSlyYeHbl C MOMOLLbLIO MPOTOKOSIAa aBTOMAaTU4YECKOM
HacTpoMkn agpecoB 6e3 coxpaHeHUs COCTOSIHMS, U HasHayaeT agpeca DNS-
CepBEPOB 1 MMEHA AOMEHOB XOCTaM.

s DHCPV6 — 9TO npOTOKOS, OCHOBaHHbLIN Ha MOAeNu KnueHT-cepBep. KrnueHT

DHCPV6 wncnonb3yetca Ans MNONyyYeHus pasfuyHbiX KOHdurypaumi, a cepBep

DHCPV6 wncnonbsyetcsa Ans npegoctaBneHus pasnuyHbix KoHdwurypauun. Ecnn

knneHT DHCPV6 n cepeep DHCPV6 He nogkntoveHbl K OAHOMY CETEBOMY KaHany

(OAWH 1 TOT Xe CErMeHT ceTu), OHW MOryT B3auMOOeWCTBOBaTb APYr C APYroM C

nomoLbio areHta petpaHcnsumm DHCPV6.

Knnent DHCPv6 o6biiHO oOHapyxmBaeT cepBep DHCPV6, pesepBupys agpeca
MHOroagpecHom paccbifiku B KaHane, noatomy knueHt DHCPv6 n cepsep DHCPV6
AOMMKHbI MMETb BO3MOXHOCTb HaNpsMyl0 B3anMOAEeWCTBOBaTb ApYyr C APYroM, TO eCTb
OHW OO0SMKHbI ObiTb pa3BepHyTbl B Npedenax OAHOro kaHamna. 3To MOXeT NpUBECTU K
Heygob6cTBam B ynpaBfieHMM, SKOHOMUYECKMM COOAM (ansa Kaxxaon NoAceTy pa3BepHyT
cepsep DHCPV6) n HeygobctBam npu obHOBNEHUU. OyHKUMS areHTa peTpaHcnsumm
DHCPv6 moxeT pewunTb 3T npobnembl, no3sonsas knneHty DHCPv6 otnpaBnAatb
naketbl Ha cepeep DHCPv6 no gpyromy kaHany. AreHT peTtpaHcnaumm DHCP vacto
pa3BepTbiBaeTca B KaHane, rae Haxogutcs knueHT DHCPV6, n ucnonb3yetca ons
peTpaHCnauMM NakeToB B3aMmogencTeus mexay knueHtom DHCPv6 mn cepBepom
DHCPv6. AreHT peTtpaHcnaumm DHCP npospadeH ansa knneHta DHCPV6.

N3obpaxeHune 5-1
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2
L X4

D 4

Metwork 2

Metwork 3 _

DHCPvE Relay Agent DHCPYE Server

) 4

DHCPwvE Client

MpoTokonbl U cTaHAapThbI

X/
°

2
L X4

RFC3315: lNpoTokon guHamuyeckon KoHdurypauumn xocta ang IPve

RFC3633: T[lapameTpbl npedukca IPv6 pgns npoTtokona AWMHaAMUYECKOW
KOH(purypaumm xocta (DHCP) Bepcum 6

RFC3646: [lapameTpbl KoHpurypaumm DNS gns npoTtokona AuHaMU4YeCKom
KOH(purypaumm xocta gns IPve (DHCPvG)

RFC3736: Cnyx6a DHCP 6e3 coxpaHeHusi cocTtosiHus ansa IPve

RFC5417: YnpaBneHue u Hactporka onumm DHCP koHTponnepa poctyna K
6ecnpoBogHbIM Toukam goctyna (CAPWAP)

5.2 NpumeHeHne

MpumeHeHune OnucaHwue

3anpoc/HasHayeHne | Knuent DHCPv6 3anpawwvBaet agpeca ¢ cepsepa DHCPV6.

agpecoB U Cepsep DHCPv6 HasHayaeT agpeca w  napamMmeTpsbl
napameTpoB KoHpurypaumm knueHty DHCPV6.
KOHdMrypaumm

3anpoc/ebigenenne | Knnent DHCPv6 3anpawwuBaeT npedumkc ¢ cepsepa DHCPV6.

npedwukca CepBep DHCPv6 npucsamBaeT npedukc knueHty DHCPV6, a

3atem knueHT DHCPvV6 HacTpauBaeT agpeca IPv6 ¢ nomoLubto
3TOro npedgmkca.

O6cnyxmBaHue pene | Pene DHCPV6 ncnonb3yetca aonst obecnevyeHnss cBa3nm mMexay

knneHtom DHCPvV6 n cepeepom DHCPV6 no pasHbiM KaHanam.

5.2.1 3anpoc/Ha3Ha4yeHue aapecoB U NapamMeTPoB KOHdUrypaumum

CueHapuu

B nogcetn knneHt DHCPv6 3anpawwuBaet agpeca c cepsepa DHCPv6. Cepsep
DHCPvV6 Ha3HavaeT agpeca u napameTpbl KoHurypauum knneHty DHCPV6.

Kak nokasaHo Ha N3obpaxeHue 5-2:

X/
°

CepBep DHCPv6 HacTtpoeH ¢ agpecamu |IPv6, DNS-cepBepamun, OOMEHHBbIMU
MMEeHaMW U1 OpYyrMMW napameTpaMy KOHUrypaumm, KoTopble Heobxoaumo
BblAENUTb.
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+»+ XocT paboTtaert kak knmeHT DHCPV6 ona 3anpoca agpeca IPv6 ¢ cepsepa DHCPV6.
Mocne nonyyeHus 3anpoca cepBep DHCPvV6 BbiGupaeT [OCTYNHbIM agpec wu
Ha3Ha4yaeT ero XocTy.

s XocT Takke MoxeT 3anpocutb DNS-cepBep, nma goMeHa un gpyrue napameTpbl
KOH(purypaumm c cepsepa DHCPVG.

N3ob6paxeHne 5-2

"

"
* DHCPvE Server
\&l—'

DHCPvE Client

OnucaHue

s 3anyctute knneHT DHCPV6 Ha xocTe B noaceTun, 4tobbl nonyyntb agpec |IPv6 u
Apyrue napameTpbl.

s 3anyctute cepsep DHCPv6 Ha ycTponctBe u HacTpouTe |IPv6-agpec u gpyrue
napameTpbl, 4ToObl Ha3HaunTb IPv6-agpec n napameTpbi.

5.2.2 3anpoc/BbigeneHue npedukca
CueHapun

Kak nokasaHo Ha M3o06paxeHune 5-3, uplink-yctponcteo (PE) Bbigenset npegukc IPv6-
agpeca ansa yctpounctea downlink (CPE). CPE reHepupyeT HOBbIM npeduKkc agpeca
ANs1 BHYTPEHHEN NOACETM Ha OCHOBE MOSyYeHHOro npedukca. XoCTbl BO BHYTPEHHEN
nogcetn CPE koHdurypupytotcsa ¢ agpecamm 4depe3d Router Advertisement (RA),
NCNosib3ys HOBLIW NpeduKkec agpeca.

®,

< PE npepoctaBnset cnyxby pfgenermposaHua npedukca B KavecTBe cepBepa
DHCPV6.

+» CPE 3anpawwuBaet npedukc agpeca n3 PE B kadectBe knmeHta DHCPV6. Mocne
nonyyexHmss npedumkca agpeca CPE reHepupyeT HoOBbIM npedukc agpeca ans
BHYTpEHHEN noacetu u oTtnpaeBndetr coobuieHne RA xoctam BO BHYTPEHHEWN
noaceTw.

+ XOCTbl BO BHYyTpeHHeN noacetn, B Kotopon Haxogutca CPE, HacTpauBaloT cBou

agpeca Ha ocHoBaHum coobuieHmsa RA, otnpasneHHoro CPE.
N3o6paxeHne 5-3
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-9 & &

3ameTKun

OnucaHue

CFE

B kauyectBe cepsepa DHCPv6 Provider Edge (PE) pabotaet cepsep
nocTaBLiMKa ANS NpeaocTaBneHns npeduKkcoB, a Takke Ha3blBaeTcs
MapLUpYyTM3aTOPOM ANsi AeNermMpoBaHus.

KnueHtckoe obopynosaHue (CPE) pabotaet kak knneHT DHCPV6 ans
3anpoca npeduKCOB U Takke Ha3blBaeTCd  3anpallnBaroLLnm
MapLUpyTU3aTOpPOM.

A, B n C asnstoTtcs pa3nnM4YHbIMMN XOCTaMM.

s 3anyctute cepBep DHCPv6 Ha PE, 4t06bl BHegpuTb cnyx0y genermpoBaHus
npedwukca.
s 3anyctute knneHT DHCPV6 Ha CPE, 4Tobbl nony4nTb NnpeduKkcbl agpecos.

s PasBepHute IPv6 ND mexgy CPE u xoctamu, 4tobbl HacTpouTb agpeca y3noB B
noacetu yepes RA.

5.2.3 O6cnyxuBaHue pene(relay)

CueHapun

AreHT peTpaHcnauum DHCPvV6 npepoctaBnseT cnyxbe peTpaHcnauuu ans cepeepa
DHCPvV6 knnenta DHCPv6 AD DHCPV6 no pasHbiM KaHanam gnsa obecneyeHuns cessmu
MEeXay HAMM.

Kak nokasaHo Ha N3o6paxeHue 5-4:

s YctponctBo 1 BKMWOYEHO C MOMOWbBIO areHta petpaHcndauun DHCPv6 wu
npegHasHayveHo anga 3001:2.

* YCTpOMCTBO 2 XO4eT nepecbinaTb NakeTbl Ha Apyrne cepsBepbl 4epes3 cepBucC
peTpaHcnauuun criegytowiero ypoBHs. Bkntounte areHt petpaHcnsaumm DHCPV6 Ha
YyCTPOWCTBE 2, YyCTaHOBUTE agpec HasHayeHus FF02:1:2 (Bce cepBepbl 1 agpeca
MHoroagpecHon paccoinkn Relay) n ykaxute uHTepdenc Bbixoga B KayecTse
nHtepderica yposHs 3 gi 0/1.

N3obpaxeHue 5-4
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Devica 2

n

Gl 01

EE gi

DHCPvE Sarver
DHCPvE Client
L3 gateway device, enabled with
DHCPvE Relay Agent
22 access device, enabled with LDRA
(L3 gateway device, enabled with
< DHCPvE Relay Agent
OnucaHwue

s Bknouute areHt petpaHcnauun DHCPv6 Ha ycTpouctBe 1 u ykaxute agpec
3000::1.

s Bknouute areHT petpaHcnsaumm DHCPV6 Ha yCcTponcTBe 2 M yKaxute agpec Kak
FF02::1:2.

5.3 KnoyeBble 0COOEHHOCTU

Ba3oBble KoHUenuun
DUID

YHukanbHbii naeHtudukatop DHCP (DUID) ngeHtudumumpyet yctponcteso DHCPV6.
Kak onpegeneHo B RFC3315, kaxgoe yctponctso DHCPV6 (knueHT, pene nnu cepeep
DHCPv6) pomkHo wumeTb wuaeHtudumkatop DUID, koTopbiM uMcnonb3yetca nns
B3aMMHOM ayTeHTUdMKaLmm BO BpeMms obMmeHa coobueHnamm DHCPV6.

RFC3315 onpeaensiet Tpu tvna DUID:

¢ DUID ocHoBaH Ha agpece ypoBHs cBsasu nntoc Bpemsi (DUID-LLT).

s WpeHtndukatop DUID, HasHayeHHbIM NOCTaBLIMKOM Ha OCHOBE KOPMNOpaTMBHOIO
Homepa (DUID-EN).

% Appec ypoBHs kaHana (DUID-LL).

Yctponctea QTECH DHCPvV6 ucnons3sytot DUID-LL. Ctpyktypa DUID-LL cnegytowas:

] 1 2z 3

0123457539012 34567839012 34586878901
+—t+—t—t—t—+—F—+t—t—+—F— -+ —F—F—F—+—F—F— =+ttt —F—F—F——+—+—+
| 3 | hardware type (16 hits) |
-+ttt +—+—+

link-layer address (variasble length)

e e at A E L e e o s e ae e St
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3HaveHns DUID-LL, Hardware type u Link-layer address: 0x0003, 0x0001 (c
ykasaHunem Ethernet) 1 MAC-agpeca ycTtponcTBa COOTBETCTBEHHO.

Accouunaumns nageHtudukauum (1A)

Cepeep DHCPV6 BbigensieT cnyx6bl NpoOBEPKM NOAMMHHOCTU B IHTEpHETE KnNneHTam
DHCPv6. Kaxpas IA yHukanbHO oOOHapyxmBaeTcs maeHTMdMKaTopoM accouunaumm
xocToB (IAID). MoeHtudukartopsl IAID reHepupytoTca knueHtamum DHCPV6. Mexay 1A n
KNWeHTaMmn yCTaHaBMMBaETCs COMNOCTaBMEHNE «OANH K OgHOMY». |A MOXeT cogepxaTtb
HECKONbKO aapecoB, KOTopble MOryT ObiTb  BblOENEHbl  KIMEHTOM  OpYrMM
nHTEepdencam. |IA moxeT cogepxaTb OANH U3 CrieayoLWwmnx TUNOB agpecos:

% HeBpemeHHble agpeca (NA), a uMeHHo rnobanbHble YHUKanbHble agpeca.

% BpemeHHble agpeca (TA), koTopble BpsA4 N UCMOMb3YTCS.

< [enernposaHue npedwukca (PD).

B 3aBucumoctn ot tuna agpeca, A knaccucpumumpytotca no IA_NA, IA_TA n IA_PD
(tTpu Tuna IA). Cepsepbl QTECH DHCPV6 nogaepxwmsatot Tonbko IA_NA n IA_PD.

MpuBaska

CesasbiBaHue(binding) DHCPv6 — 3To ynpaBndemasi MHOpMauuoHHasi CTpyKTypa
agpeca. [aHHble npuBa3ku agpecoB Ha cepBepe DHCPv6 3anucbiBaoT IA n gpyrmne
KOH(pUrypaumm kaxgoro knueHta. KrnneHT MOXeT 3anpoCuUTb HECKOSTbKO MPUBS3OK.
[aHHble NpuBA3KM agpecoB Ha cepBepe NpeacTaBneHbl B Buae Tabnuubl NpuBA3KK
agpecoB ¢ ugeHtudukatopamm DUID, IA-Type wn IAID. lpusaska, copepxalias
KOHourypaumm, ncnonb3yet B kavyecTtse nHgekca DUID.

KoHdnnkt DHCPvV6

Koroa apgpec, BblgeneHHbin knneHtoMm DHCPV6, KOHNUKTYET, KNMMEHT OTnpaBnseT
naket Decline, 4Tobbl ysegomntb cepep DHCPv6 06 address rebound. 3atem cepsep
pobaensieT agpec B oyepedb koHnukToB agpecoB. CepBep He OyaeT HasHayaTb
agpeca B ouvepeau KoHnukToB agpecoB. CepBep nogaepxuveBaeT MNpOCMOTP U
yaaneHne nHgopmaunmn ob agpece B ovepean KOH(NNKTOB agpecoB.

Twn nakeTta

RFC3315 npegycmatpuBaet, yto DHCPV6 ucnonb3yet noptel UDP 546 n 547 ansa
obmeHa naketamun. B yactHoctu, knmeHT DHCPvV6 wcnonb3yet nopt 546 ans
nonyyeHusi naketos, a cepsep DHCPV6 u areHT peTtpaHcnsaumm DHCPV6 ncnonb3sytoT
nopT 547 ansa nonyyeHus naketoB. RFC3315 onpenenseTt cneayowme Tynbl NaKeToB.,
KOoTopble MOryT OblTb OBMEHEHbl MeXay CepBEPOM, KIANMEHTOM W areHTOM
peTpaHcnauum DHCPVG6:

X/

% [lakeTbl, kOoTOpble MOryT ObITb OTNpaBneHbl knneHtom DHCPvV6 Ha cepsep
DHCPv6, skntovatoT B cebsi Solicit, Request, Confirm, Renew, Rebind, Release,
Decline u Information-request.

¢ [MakeTbl, kKOTOpblE MOryT 6bITb OTNpaBneHsl cepsepom DHCPvV6 knneHty DHCPVG6,
BKIOYalOT B cebs 06bsiBNeHne, OTBET N NEPEHACTPOMKY.

s [MakeTbl, kKOTOpble MOryT ObITb OTNpPaBfneHbl areHToM peTtpaHcnsaumn DHCPV6

apyromy areHty petpaHcnsauum DHCPv6 unu cepeepy DHCPV6, BkntovatoT Relay-

forward.
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% [MlakeTbl, KOTOpble MOryT ObiTb OTNpaBneHbl areHToMm peTpaHcnauun DHCPv6
apyromy areHty petpaHcnsauum DHCPv6 unu cepsepy DHCPV6, BkntoyatoT Relay-

reply.
i Cepsepbl QTECH DHCPV6 He nogaepXunBatoT nakeT nepeHacTpomrku.

& Knuentei QTECH DHCPv6 He nogaoepXumBaloT nNOATBEPXKOAEHME W M3MEHEHWE
KOHdhuryparmm nakeTos.

O630p

PyHKUMA OnucaHue

3anpoc/BblaenexHune dnHamnyeckoe nony4veHne/BblgeneHme agpecon IPv6 B ceTu B

agpecos peXume KrmeHT-cepBep.

3anpoc/BblaenexHune OnHamnyeckoe nonydeHune/sbigeneHne npedgukcos IPv6 B

npedwukca CETMN B PEXUME KITMEHT-CEPBEP.

Cnyxba 6e3 | lNpepoctaBnsetr cnyx0y KoHdurypauum 6e3 CcoxpaHeHus

COXpaHeHus COCTOSIHMSA 151 XOCTOB B CETMW.

COCTOSIHUSA

O6cnyxuBaHue pene | lNpenoctaBnseTr cnyxby cepsepa DHCPvV6 ans xoctoB B
pasnNUYHbIX CETAX C NOMOLLBIO CIyXbObl peTpaHCcnsauUmK.

5.3.1 3anpoc/BbiaeneHue agpecos
Knnent DHCPV6 moxeT 3anpawwmsBaTb agpeca IPv6 ¢ cepsepa DHCPV6.

lMocne HacTponkn ¢ gocTynHbiMu agpecamu cepsep DHCPv6 moxeT npegoctaBnsTb
agpeca IPv6 xoctam B ceTu, 3anucbiBaTb BblAeNEHHbIe agpeca W ynyyuwaTb
yrnpaBrieHne CeTbHo.

MpuHUMn paboTbl

CeTteBble xocTbl cnyxat knneHtamm DHCPv6 1 cepsepammn DHCPV6 ona peanusaumm
pacnpeneneHus agpecoB, 06HOBMNEHNS, NOATBEPXKAEHWS, BbiNyCka U APYrMX onepauuin
nocpeacTtesoM obmeHa coobLeHnsaMu.

O6meH 4-x coobLueHnn
Ha puc. 1-3 nokasaH npouecc obmeHa YeTblpex coobLieHui.
N3ob6paxeHne 5-5
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DHCPvE Client DHCPvE Server

X/
*

X/
L X4

Solicit

Advertise
Request

Regly

Knnent DHCPV6 oTtnpasnsieT cooblieHne 3anpoca, agpec HasHauyeHUs KOTOpPOro
FF02::1:2, a HoMep nopTa HasHayeHuss — 547 B NoOKanbHOW CCbINKe AN 3anpoca
agpeca, npedukca M HasHayeHMa NapamMeTpoB KoHdurypauun. Bce cepBepsbl
DHCPV6 wnu areHTbl petpaHcnsumm DHCPv6 B kaHane nonydat coobuieHue
3anpoca.

Mocne nonyyeHuss coobuweHus 3anpoca cepsep DHCPv6 oTtnpaBut coobuieHune
00BbABNEHNS B pexmMMe 0QHOAOPECHON PacChIfiKM, eCri OH CMOXeT NpeaoCcTaBuTb
MHOpMaUUIo, 3anpoLUeHHY0 B coobulieHun 3anpoca. B coobwieHnn obbaBneHus
yKasaHbl agpec, npeduKc 1 napameTpbl KOHUrypauuu.

KnneHt DHCPV6 mMoXeT nonyyaTb cOOBLLEHNE O peknaMmpoBaHUN C HECKONbKUX
cepeepoB DHCPvV6. lMocne Bbibopa Haubonee nogxogswero cepsepa DHCPv6
knueHt DHCPvV6 oTnpaBnsieT coobuieHne 3anpoca C agpecoM HasHadeHusi
FF02::1:2, a HoMep nopTa HasHavyeHus — 547 ansa 3anpoca agpeca, npedukca u
Ha3Ha4YeHnsa NnapamMeTpoB KOHUrypauuu.

Mocne nonydeHns coobuieHnst 3anpoca cepBep DHCPv6 cospgaeT npuBAsKy
nokanbHO 1 oTnpaengeT coobuweHne Reply B pexnme ogHoaapecHom paccbinku. B
coobuwieHun Ons  oTBeTa coAepxatca agpec, npedukc W napameTpbl
KOH(purypaumn, kotopble cepBep DHCPv6 6yaet HasHayaTb knveHTy DHCPVG.
Knnent DHCPv6 nonyyaet agpec, npedukc nnu napameTpbl KOHUrypauum Ha
OCHOBEe MHopMaumn B coobLLeHnn oTeeTa.

O6meH aBymsi coobLeHnaMmn

O6bmeH pgBymsa coobleHnsMu MOXeT ucnosnib3oBaTbCs aAnd 6bonee 6GbICTporo
3aBepLUEeHNs HACTPOWNKN agpecoB, NpedunKkcos U napameTpoB Ans knmeHtos DHCPV6.

N3o6paxeHne 5-6
DHCPvE Client DHCPvE Server

X/
°

9

Solicit
(Rapld-Cammit)

Regly

Knnent DHCPvV6 oTnpaBnsieT coobulieHne 3anpoca, agpec HasHadeHusi KOToporo
FF02::1:2, a Homep nopTa Has3HayeHUss — 547 B NOKanbHOW CCbINKe AN 3anpoca
agpeca, npegukca M HasHadeHus napameTpoB KoHdurypaumm. CoobuieHne o
XogaTancTee CO4ePXUT ObICTPYto hmkcaumto.
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% Ecnu cepsep DHCPV6 nogaepxmBaeT yHKUMI0 GbicTpon domnkcauun(rapid commit),
cepBep DHCPV6 co3gaeT npmBs3sKy nokanbHO M oTnpaBnsdeT coobuieHne oTBeTa B
pexume ogHOaApecHom pacchiniku. B cooblieHnn ana oteeTa cogepxaTcsa agpec,
npedukc 1 napamMeTpbl KOHMUrypauun, koTopble OyayT Ha3HayeHbl KIAWEHTY
DHCPv6. Knuent DHCPV6 3aBepliaeT HacTpouKy Ha OCHOBe WHdopMauuu B
cooOLleHun oTeeTa.

O6HoBnNeHWe 1 nepenpmesaska

Cepeep DHCPV6 npegoctaBnsieT ynpasnsawowmin agpec n obHoeneHHble T1 n T2 B IA
coobueHuns, otnpasneHHoro knneHty DHCPV6.

N3o6paxeHne 5-7

DHCPvE Server

Rl—.“l.l. esl Repl ¥ F-!:-' e Rp;:l',,

“b.
1“"\.-‘ —T1—p lime
DHCPvE Client

b
L

s Knnent DHCPvV6 otnpaBuT MHoroagpecHoe coobuieHne Renew Ha cepBep
DHCPv6 gna obHoBneHnsa agpeca n npedwmkca yepe3 T1 cekyHg. CooOuieHue
Renew copepxut unaeHtndgpukatop DUID cepsepa DHCPV6 n mHdopmaumio A,
KOTOpyto Heob6xoanmMo OBGHOBUTb.

s lNocne nonyyeHus coobuweHnss o Bo3obHoBNeHun cepsep DHCPv6 nposepser,
paBHO nn 3HadeHne DUID B cooOlieHun o Bo30oOHOBNeHWM 3HadenHuto DUID
nokanbHoro ycrtpownctea. Ecnm pa, 1o cepep DHCPV6 obGHOBRSEeT nokarnbHyto
NpuMBA3KY W OTnpaenseT coobuweHne Onsa OTBeTa B pexume OAHOaapeCHOW
paccbinku. B coobeHnn ansa otBeTa cogepxartcsa HoBble T1 1 gpyrme napameTpbl

N3o6paxeHne 5-8
DHCPvE Server

Hi—'q Ji—“—| F{ppl',, F-E:-' new H:—-pl-,' F-ipr ew F-!u' tind

Q"I 1-T1—h Time
DHCPvE Client T2 >

Ecnu nocne OTI'IpaBKVI knneHtom DHCPV6 coobwieHna o BO30OHOBMEHUM Ha
cepsep DHCPvV6 oTteeT He nony4yeH, knueHT DHCPv6 otnpasuT Ha cepeep DHCPV6
MHOroagpecHoe coobLleHne 0 NOBTOPHOM NPUBSA3KE ONsl NEepPenpuBA3KM agpeca u
npedukca nocrne NcTtevyeHuns cpoka gencremns T2.

X/
*
X/
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% [Mocne nony4yeHus coobuieHma Rebind cepeep DHCPV6 (BO3MOXHO, HOBbIN CepBep
DHCPv6) otnpaBnseT coobllieHne ¢ OTBETOM B COOTBETCTBUM C COLEPKUMbIM
coobuieHuns Rebind.

Release

Ecnu knnenty DHCPV6 TpebyeTtca ocsoboantb agpec unu npeduke, knueHty DHCPV6
HeobxogmMmo oTnpaBuTb coobulieHne Release Ha cepeep DHCPV6, 4tobbl yBEAOMUTL
cepeep DHCPV6 o pas3bnokmpoBaHHbIX agpecax unu npedukcax. Takum obpasom,
cepeep DHCPv6 MoxeT HasHaumTb 9TM agpeca W npedukcbl OPYrMM  KNWeHTam
DHCPV6.

N3o6paxeHne 5-9

DHCPvE Client DHCPvE Server

'Y
r

s lNocne nonyyeHusa coobweHna o penmse cepsep DHCPv6 ypanser
COOTBETCTBYIOLME MPUBA3KM HA OCHOBE afpecoB WNU npeduKkcoB B COOOLLEHMM
penvsa u oTnpaBndeT OTBETHOe coobLleHne C napaMeTpoM COCTOAHUA KITUEHTY
DHCPV6.

MoaTteepxaenune (Confirmation)

Mocne nepexoga K HOBOW CChbifke (Hanpumep, nocne nepesanycka) knneHT DHCPv6
otnpasBut coobuweHne Confirm Ha cepsep DHCPv6 no HoBoW ccbinke, 4TOObI
NpoBEPUTb, AOCTYMNHbI NI UCXOAHbIE agpeca.

N3o6paxeHne 5-10

DHCPvE Client DHCPvE Server

* New link -
<3 _

Confinm

Reply

« [lNocne nony4eHus coobuweHuss o noarTeepxaeHun cepsep DHCPv6 BbinonHser
noaTBEPXAEHNMe Ha OCHoBe WHdopMmauunm o006 agpece B coobuweHun o
NoATBEPXKAEHUM N OTAPABNSET coObLEHNE C 3anpoCcOM, B KOTOPOM MMEETCs onuus
cocTtoqaHus, knuneHty DHCPv6. Ecnu 3anpoc He ©OygeT noaTBepXAeH, KAWEHT
DHCPv6 moxeT nHmummpoBaTthb HOBbIN 3anpoc Ha BblAeneHne agpecos.

KoHdnnkt DHCPvV6

Ecnun knnent DHCPV6 obHapyxuBaeT, 4YTO BblAENEHHbIE agpeca Obiniv MCnonb3oBaHbI
B KaHane nocrne 3aBeplleHuss BblaeneHusa agpecos, knmeHT DHCPv6 otnpasnseTt
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coobuieHne 06 OTKNoHeHun, 4Ttobbl yBegomuTb cepBep DHCPV6 o KoHdpnukte
aZipecoB.

N3o6paxeHne 5-11
DHCPvE Client DHCPvE Server

Decline
e

Reply

KnneHt DHCPvV6 cogepxuT wHpopmaumio |A 0 KOHMKTYOWNX agpecax B
CcoO00LLEHNN 0O OTKITOHEHUN.

X/

s lNocne nonydeHuna coobuweHusa Decline cepsep DHCPv6 nomevyaet agpeca B
coobuweHnn Decline kak "OTKNOHEHHbIE" U He ByaeT pacnpedenaTb 3TWM agpeca .
3atem cepsep DHCPvV6 oTnpasnset coobuweHne Reply ¢ napameTpom cOCTOAHUSA
knneHty DHCPv6. MoOXHO BpyYHYylO yOoanuTb agpeca, MNOMEYEHHble Kak
«OTKIMOHEHHbIEY, YTOObLI 06NerYnTb NOBTOPHOE BbiAENEHME.

CBsA3aHHasa KoHduUrypauums
Bkntouenune dyHkunmn cepeepa DHCPV6 B uHTepdence

s Mo ymonyaHuto nHTepdenc He BKIoYEH ¢ pyHKkumnen cepsepa DHCPVG.
s MoxHO BbINONHUTL KOoMaHay ipv6 dhcp server, 4ToObl BKMAYUTL OYHKLUUIO
DHCPvV6 Server ansa nHtepdetnica.

A PyHkumsa cepeepa DHCPV6 nomkHa 6bITh BKIIOYEHA Ha UHTepdelice ypoBHS 3.
BoigeneHune agpecos vepes cepsep DHCPv6

X/
o

Mo ymonuyaHuto Ha cepBepe DHCPV6 oTcyTtcTBYeT nyn KOHUrypauum u He
HaCTpOeHbl agpeca Ans BblAeNeHUs.

[na co3gaHua nyna KoHgUrypaumm MoXHO BbINOMHUTL KoMaHnay ipv6e dhcp pool.
MoxHO BbINONHUTL KOMaHAZy Iiana-address, 4TOObI HaAcTpouMTb agpeca Ans
BblOENEHNs1, a Takke NpeanodyTUTEnbHble 3HavYeHus cpoka crnyx6bl preferred
lifetime n Tekywero cpoka cnyx6bl valid lifetime.

YpaneHue koHGNMKTyoWmnx agpecos Yyepes cepsep DHCPV6

X/
o

X3

*¢

o

s Mo ymonuaHuwo cepeep DHCPvV6 He BbINOMHSAET OYUCTKM OBHapYXXEHHbIX
KOHQOIMKTYOLLNX afpecos.

% MoxHo BbINONHUTL KomaHgy clear ipv6 dhcp conflict ana  ounctkm

KOHPNUKTYIOWNX aapecoB, 4TOObl 3TWM agpeca MOXHO OblNo UCNONb30BaThb

NMOBTOPHO.

5.3.2 3anpoc/BbigeneHue npedukca

Hactporika poctynHbix npedukcoB Ha cepBepe DHCPv6. Wcnonb3ysa npecdmke
penernposaHnss DHCPvV6, cetesble ycTponctBa uplink MoryT HasHayaTb MpeduKcbl
agpecoB  ceTeBbiM  yctpouctBam  downlink, koTOopble  peanu3ys  nbkyto
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aBTOMATMYECKYHO KOHUIypaumio Ha YpoBHE CTaHLMK 1 TMGKoe ynpaBreHne agpecHbIM
NMPOCTPaHCTBOM CTaHLMMU.

MpuHUKMN paboTbl

CeTeBble yCTPOMCTBA HUCXOOALLEro KaHana cnyxat knueHtamm DHCPV6 gns obmeHa
coobweHuammn ¢ cepsepom DHCPv6 ana peanumsauum onepauui  BblOeneHus,
obHoBNeHUs, Bbinycka u gpyrix onepaunn. Cetesble ycTporictBa downlink nony4ator,
OOHOBNAIOT, CBA3bIBAIOT U OTMNyCKalTCA NpeduKCbl C MOMOLLBbID MexaHu3ma obmeHa
COOOLLUEHNAMM, aHanoOrM4YHOro MexaHuamy pacnpegeneHus agpecos. OpHako
Ha3Ha4eHne NpedUKCoB OTNNYAETCa OT Ha3HaYeHUs alpecoB B CredyoLmx acnekTax:

Mpn oOMeHe COOOLLUEHUAMM C  MCMONb30BaAHWEM [enervMpoBaHus npedukca,
COOO6LLIEHMS MOATBEPKAEHMS U OTKIMOHEHUSI HE UCMOMNb3YHTCS.

Ecnn knuent DHCPV6 nepexoanT Ha HOBYIO CCbISIKY U €My HeobxoOuMo MpoBEpUTb,
AOCTYMHa Nu nHdopmaums npedumkca, OH BbINOMHAET NOATBEPXAEHUEe MOoCpeCTBOM
obmeHa coobweHnamn Rebind 1 Reply.

Tun IA B pasnnyHbix coobuieHnsax - IA_PD.

& [Ons obmeHa coobuieHnsaMU C MCMONb30BaHMEM OenerMpoBaHunst npedukca cMm. pasgen
"3anpoc/pacnpeneneHne agpecos”.

CBsa3aHHasa KoHdurypaums
BkntoyeHue ¢pyHkumnmn cepeepa DHCPV6 B uHTepdence
s Mo ymonuaHuto nHtepdenc He BKIoYeH ¢ pyHkumen cepsepa DHCPVG.

*

% MoxHO BbINONMHUTL KOMaHZy ipv6 dhcp server, 4yTOGbLI BKMOUYUTL  PYHKLMIO
DHCPvV6 Server ansa nHtepderica.

A\ PyHkumsa cepsepa DHCPV6 geiicTByeT TonbKo Ha MHTepdelice YpoBHS 3.
HenernpoBaHune npedukcos cepsepa DHCPv6

¢ o ymonyaHuto Ha cepepe DHCPV6 HeT nyna koHdurypawumm n oH He HacTPOEH C
npedgukcamn.

< [na cosgaHna nyna koHduUrypawumm MOXHO BbINOSTHUTL KoMaHay ipv6e dhcp pool.

% MoxHo BbINONHUTL KomaHZy prefix-delegation, 4TOObI Ha3HA4MTL YyKasaHHblE
npeduKcbl KOHKpeTHOMY knneHTy DHCPV6.

% MoxHo 3anyctutb komangy prefix-delegation pool, 4TO06bI HacTpoutb nyn
npedukcoB TakMMm o06pa3om, 4ToObl BCe NpedUKCbl, 3anpoLlUEHHblE KIMEHTOM
DHCPV6, 6binu BblgeneHbl U3 aToro nyna.

5.3.3 Cnyx6a 6e3 coxpaHeHMUA COCTOSIHUA

Ecnn knunenty DHCPV6 TpebytoTca TonbkO napameTpbl KOHdwurypauuu, cnyxba
DHCPv6 6e3 coxpaHeHWst COCTOSIHMSI MOXEeT MCMonb30oBaTbCs ANS  NOSy4YeHus
CBSI3aHHbIX MapamMeTpoB KOHUrypauumn, KOTOpble HEBO3MOXHO MOSyYMTb C MOMOLLbIO
NpoTOKONa aBTOMAaTMYECKOW HacTpPOMKM agpecoB 6e3 COXpaHeHWUst COCTOSsIHUS,
Hanpumep, agpeca DNS-cepsepa.
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MpuHUKMN paboTbl

CeTteBble xocTbl cnyxat knneHtamm DHCPV6 onst obmeHa coobLieHnsamm ¢ cepBepom
DHCPv6 ansa nony4eHns 1 06HOBMEHUS NapameTpoB KOHUrypauuu.

OBmMeH coobLeHNAMN C NOMOLLbIO CrYObl 6€3 COXpaHeHUs1 COCTOSIHUSA

N3o6paxeHne 5-12
DHCPvE Client DHCPvE Server

b p—

Informnation
reguesk

Reply

Knnent DHCPV6 otnpaBnseTt coobuieHne 3anpoca nHgopmaunn Ha cepsep DHCPv6
Anst 3anpoca coobueHnn 6e3 coxpaHeHusi cocTosiHMSA. OBbIMHO 3TO coobuieHne He
coaepxut ngeHtndukatop DUID ykasaHHoro cepsepa DHCPVG6.

Cepsep DHCPv6 otnpaBnsetr knueHty DHCPV6 coobueHve ¢ napameTtpamu
KOHGourypaumu.

CBsA3aHHasa KoHduUrypaums
BkntoueHune dyHkunn cepsepa DHCPV6 B uHTepdence

s Mo ymonuaHuto nHTtepdenc He BKIoYeH ¢ pyHkumen cepsepa DHCPVG.
% MoxHo 3anyctuTb koMaHay ipv6 dhcp server, 4ToObl BKMHOYUTL UMW OTKIIOYUTL
dyHkumnto DHCPV6 Server ans nHtepdeinca.

A\ OyHkumsa cepsepa DHCPV6 geiicTByeT TonbKo Ha HTepdelice ypoBsHs 3.
Cnyx6a 6e3 coxpaHeHus coctosiHusa cepsepa DHCPv6

% [lo ymonuyaHnuio Ha cepBepe DHCPvV6 oTcytctByeT nyn KoHdurypauum u He
HaCTPOEHbI NapamMeTpbl KOHUrypaumu.

[na co3gaHua nyna KoHgUrypaumm MoXHO BbINOMHUTL KoMaHay ipv6e dhcp pool.
[na no6aeneHnsa DNS-cepBepa MOXHO BbINOMHUTL KOMaHAy dns-server.

UTo6bl 4O6aBUTL UMSI JOMEHA, MOXHO BbINOMHUTE KOMaHgy domain-name.

MoxxHOo 3anycTuTb KOMaHay option52, 4tobbl fobaBuTh IPv6-agpec AC CAPWAP.

3
<
3
<

5.3.4 O6cnyxuBaHue pene

Korga knneHt DHCPV6 n cepeep DHCPV6 HaxogaTcs No pasHbiM KaHanam, KIMeHT
DHCPv6 moxeT nepegaBaTth CBsA3aHHble coobuieHnst Ha cepeep DHCPV6 4epes areHT
peTtpaHcnauum DHCPv6. Cepsep DHCPvV6 Takke nepepaet otBeT knveHty DHCPV6G
yepes areHT peTpaHCnsauuun.

MpuHUMN paboTbl

Mpn nonyveHnn coobwieHna ot knueHta DHCPv6 areHT petpaHcnsumm DHCPV6
cospgaet coobuieHme Relay-forward. 1o coobuieHne cogepXxuTt ncxogHoe coobuieHme
oT knneHta DHCPV6 n HekoTopble NnapamMeTpbl, 406aBNEHHbIE areHTOM peTpaHCsUnN.
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3atem areHT peTpaHcnaumnm oTnpaensieT coobuieHne Relay-forward Ha ykasaHHbIN
cepBep DHCPV6 nnu ykasaHHbIM agpec MHoroagpecHon paccbiniku FF05::1:3.

Mocne nonyyeHusa coobuwenna Relay-forward ceppep DHCPV6 u3aBnekaeTt mcxogHoe
coobweHne wu3 knumeHta f DHCPv6 pgnsa ob6bpabotkn. 3atem cepsep DHCPv6
dopmMMpyeT OTBET Ha WUCXOAHOe coobuieHne, MHKancynupyeT OTBET B COOOLLEHMM
Relay-Reply un otnpasnset coobueHne Relay-Reply areHty DHCPvV6 Relay.

Mocne nonyyeHus coobuweHus Relay-Reply areHT petpaHcnsaumm DHCPvV6 nasnekaet
ncxogHoe coobueHne ¢ cepsepa DHCPV6 ana o6paboTkm n nepeckbinaeTt coobLieHne
knneHty DHCPV6.

Mexay knueHtom DHCPv6 u cepsepom DHCPV6 paspelueHbl MHOroypoOBHEBbIE
areHTbl pene.

AreHT peTpaHcnsauum DHCPv6
N3o6paxeHne 5-13

DHCPvE Client DHCPvE Ralay DHCPvE Ralay DHCPvE Server
1 , 2 L
h—& S 5
: = = .
: Request Relay-Forward Relay-Forward :
Reply ) Relay-Reply Relay-Reply

1 : 1 . ¥

AreHT peTpaHcnaumm DHCPV6  BbINOMHSAET  MHKANCynauui W - gekancynsumio
coobweHnn mexay knmeHtom DHCPV6 n cepsepom DHCPvV6 ana obecnedeHus ceasm
mexay knneHtom DHCPvV6 n cepsepom DHCPV6 no pasHbiM KaHanam.

5.4 HacTpouka

Hactpowka OnucaHne u KOMaHaa

HacTtpoiika cepBepa | 4i (O6si3aTenbHo) ncnornb3yetca ans co3gaHuA nyna
DHCPv6 KOHpurypaumn.

ipv6 dhcp pool HacTporika nyna KoHdurypaumm
ans cepsepa DHCPVG.

A\ (HeobssaTenbHo) MCnonb3yeTcst ANs HasHAYeHWs! aapecos.

iana-address prefix HacTtponka npedunkcoB agpecos,
KoTopble OyayT BblOEMNEeHbl Ha
cepsepe DHCPVG6.

A\ (HeoBsasaTenbHO) MCnonbayeTcs Ans HazHauyeHUsi NpedmKCoB.
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prefix-delegation HacTtpolika npedukcos
cTaTMyecKkn NpUBA3aHHbIX

agpecoB Ha cepsepe DHCPVG.

prefix-delegation pool

HacTtpoiika cepsepa DHCPvV6 ons
BblaeneHns npecdukcoB n3
fiokanbHOro nyna npeduKcoB.

ipv6 local pool

HacTtporka nokanbHOro nyna
npedwukcos |IPv6.

/b (HeobsizaTenbHo) ucrnonb3yeTca Ons HasHavyeHus napaMeTpoB

KOHdburypaumm.

dns-server

Hactporika DNS-cepBepa Ha
cepsepe DHCPVG6.

domain-name

HacTtpownka MMEHN JOMeHa
cepsepa DHCPVG.

option52

HacTtpownka IPv6-agpeca
CAPWAP AC Ha cepBepe
DHCPv6.

A\ (O6s3aTenbHO) ncnonbayeTca Ana BKMOYeHNs crnyxbbl cepsepa

DHCPvV6.

ipv6 dhcp server

BkntoueHne cnyx0Obl  cepBepa
DHCPvV6 Ha nHTepdelice.

Hactporika pene
DHCPv6

/b (OBsasaTenbHO) Mcnonb3yeTcs Ans BKIYEHUs Chyxbbl areHTa
peTtpaHcnauun DHCPV6.

ipv6 dhcp
destination

relay

HacTtporka  pyHKUuM  areHTa
peTpaHcnauum DHCPV6.

5.4.1 Hactpouka cepBepa DHCPv6

Pe3ynbTaT KOHUrypaumm

% Uplink-ycTponcTBO MOXeT aBTOMatuyeckn HasHa4vaTb agpeca DHCPvV6, npedumkcbl
N napamMmeTpbl KOHUrypaumm yCTpOMCTBY HUCXOASLLEro KaHana.
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MpumeyaHunsn

< [na npepgoctaBneHuss cepsepHon cnyxbbl DHCPv6 HeobxoguMmo ykasatb Myn
KOH(purypaumm cepsepa DHCPVG6.

s Vmsa nyna KoHdUrypaumm He MOXeT ObiTb CIALLIKOM OfVHHbBIM.

s [pn BkNoyeHun cnyxbol cepepa DHCPv6 Heobxogumo ykasaTb nyn
KOHourypaumm.

s OTa KOH(urypaumsa nogaepXmBaeTcs TONMbKO ANA BUPTyarnbHOro uHTepdenca
kommyTtaTtopa (SVI), mapwpyTtusmpyemoro nopta v arpermposaHHoro nopta L3

(AP).
JTanbl KOHUrypaumm
HacTporika nyna koHdurypaumm cepsepa DHCPv6

s ObsazaTenbHo.

» Ecnn He ykaszaHO WHOe, HeobxoaMMO HacTpoUTb Myn KOHdUrypauumu cepsepa
DHCPV6 Ha Bcex ycTpoucTBax, KOTopble O0SKHbl obecneunTb Cnyxby cepsepa
DHCPV6.

HacTpolika npedukcoB agpecoB, koTopble OyayT BbiaeneHsl Ha cepsepe DHCPV6

R/

+»» OnuuoHanbHo.

< [na npepoctaBneHusa cnyxbbl pacnpegeneHns agpecoB HeoOBXOAMMO HACTPOUTb
npedurKcbl agpecos, KoTopble OyayT BblAeneHbl Ha BCeX YCTPOMCTBaX, KOTOpble
AOJDKHbI NpeaocTaBuTb cnyxby cepsepa DHCPV6.

HacTtpoika npedukca ctatnyeckux agpecoB Ha cepsepe DHCPv6
«» OnumoHanbHo.

s Ytobbl npepoctaBuTb CRyX0y AgenermpoBaHns npeduKCoB AN CTaTU4ecKu
NpuMBA3aHHbIX  adpecoB, Heob6XoOMMO  HACcTpPOUTb  NPedUKCbl  CTaTUYECKM
NPUBA3aHHbIX agpecoB Ha BCeX YCTPOWMCTBAX, KOTOpble OOMMKHbI MpeaocTaBuUTb

cnyxby cepsepa DHCPV6.

HacTtpornka cepepa DHCPV6 ansa BbligeneHuss npedukcoB M3 Mnyna fokKanbHbIX
npedukcos

«» OnumoHanbHo.

< [na npepoctasBneHnst cnyObl genernpoBaHna npedukcoB HeobXoaMMO ykasaTb
nokanbHbIn Nyn  npeduMKCoB Ha BCEX YCTPOMCTBAx, KoTopbiM TpebyeTcs
npegoctaBnutb cnyxoby cepsepa DHCPVG6.

HacTpouika nyna npedukcos Local IPv6

+» OnuuoHanbHo.

s [Ona npepoctaeneHns cnyxbbl aenermpoBaHvs npeduKcoB Yepes nyn npedukcos
HeobXoaMMO yKasaTb JloKamnbHbIN Nyn NPedUKCOB Ha BCEX YCTPOMCTBaAX, KOTOpbIEe
AOMMKHbI NpeaocTaBuTb crnyxo0y cepsepa DHCPVG.

Hactporika DNS-cepBepa Ha cepBepe DHCPv6

X/

+» OnuuoHanbHo.
s YTto06bl BbigennTb DNS-cepBepbl, Heobxoanmo HacTpouTb DNS-cepBep Ha Bcex
YCTPOMCTBAX, KOTOpble OOMKHbI NpeaocTaBuTb crnyxby cepeepa DHCPV6.

HacTpoiika nmeH gomeHoB Ha cepBepe DHCPV6
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+» OnumnoHanbHoO.
% YT06bl HAa3HaYUTb JOMEHHbIE UMEHa, HeOBXOANMMO HaACTPOUTb UMEHa AOMEHOB Ha
BCEX YCTPOMCTBAX, KOTOPbIE AOMKHbI NpeaocTtaBuTb cnyxby cepsepa DHCPVE.

HacTtponka IPv6-agpeca CAPWAP AC Ha cepsepe DHCPvV6
«» OnumoHanbHo.
% Yt06bl BoIgennTb MHopmaumio CAPWAP AC, Heobxoanmo HacTpouTb IPv6-agpec

CAPWAP AC Ha BCex YyCTpoWCTBax, KOTOpble AOSMKHbI NPeaoCTaBUTb CryxOy
cepsepa DHCPvG6.

BknitoueHnue cnyx6bl cepepa DHCPV6

s Ob6sa3aTenbHO.

s Ecnu He ykazaHO WHOe, HeoGxoaumo BKMYUMTL cnyxby cepsepa DHCPv6 Ha
onpeneneHHbIX WHTepdericax BCex YCTPOWCTB, KOTOpble [OOMKHbI obecneuntb
cnyxby cepsepa DHCPV6.

MpoBepka kKoOHUrypaumm

CepBep DHCPV6 BbigensieT agpeca, npedukcbl unm napameTpbl KoHduUrypaumum ons
knueHta DHCPVG6.

s Knnent DHCPV6 nonyyaeT Heobxogmmyto nHpopmaumio.
% CepBep DHCPV6 ycnelwHo co3gaeT nokasnbHyo NpuBA3KY.

CBA3aHHble KOMaHAbI
HacTporika nyna koHdurypaumm cepsepa DHCPv6

KomaHpga ipv6é dhcp pool poolname

OnucaHue poolname: YkasbiBaeT MMa onpeaensemoro nonb3oBaTenem nyna
napameTpoB KoHpurypaumm DHCPVG.

Pexum Pexunm rmobanbHon KoHurypaumm

KOHcuUrypaumm

BcTtpoeHHas BeinonHute komaHgy ipv6 dhcp pool, 4ytobbl cosgaTtb nyn
noackaska KoHdpurypaumm cepsepa DHCPV6. NMocne HacTporikm 3Ton KoMaHabl

MOXHO BOWTU B pexum KoHdurypaumm nyna DHCPv6G, B koTopom
MOXXHO HACTpOMTb Takme napameTpbl nyna, kak npedukc n DNS-
cepsep.

Mocne cosgaHua nyna koHdurypauumn cepsepa DHCPv6 moxHO
BbINOSHUTL  KOMaHgy ipv6 dhcp server, 4tobbl cBa3aTb nyn
KoHpurypaumm co cnyxbon cepsepa DHCPV6 Ha nHTepdence.

Hactporika npedukca agpeca IA_NA ona cepsepa DHCPv6

KomaHpa iana-address prefix ipv6-prefix/prefix-length [ lifetime { valid-
lifetime | preferred-lifetime } ]
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OnucaHue ipv6-prefix/prefix-length: YkasbiBaeT npedukc agpeca IPv6 n anunHy
napameTposB npecdwmikca.
lifetime: YcTaHaBnuBaeT gonyctumoe BpeMsi agpeca, HasHa4yeHHOro
KNUeHTy. OTO KNYEBOE CIIOBO AOSMKHO ObITb HACTPOEHO BMECTe C
valid-lifetime (gencrTBuTenbHbIM CpoKOM cnyx6bl) u preferred-lifetime
(MpeanoYTUTENBbHBIM CPOKOM CIYX0bl).
valid-lifetime: YkasbiBaeT gonyctumoe BpeMsa agpeca, HazHa4eHHOro
KINEHTY.
preferred-lifetime: YkasbiBaeT BpemMsd, Korga agpec HasHayaeTtcs
KNWEHTY B NepBYIO o4epepb.
Pexum Pexum kKoHdurypaumm nHtepdgenca
KOHcpUrypaumm
BcTtpoeHHas BoinonHute komaHay iana-address prefix, 4Ttobbl HacTpouTb
noackaska npedukcbl agpecos IA_NA gna cepsepa DHCPv6G, HekoTopble 13

KOTOPbIX BblAENEHbI KITUEHTY.

Mpn nonydyeHun 3anpoca Ha agpec IA NA oT knueHTa cepsep
DHCPv6 BbiOMpaeT [OOCTYyNHbIM agpec B  COOTBETCTBUM C
AnanasoHom agpecoB IA_NA n HasHadaeT agpec knueHTy. Ecnu
KNWEHT He Mcnosnb3yeT aToT agpec, cepsep DHCPv6 nomevaet aToT
afpec Kak OCTYMHbIN ANsi APYrOro KNMeHTa.

HacTtpownka nped

MKCa CTaTU4ECKN NPUBA3aHHbIX agpecoB Ha cepBepe DHCPV6

KomaHpa prefix-delegation ipv6-prefix/prefix-length client-DUID [ lifetime ]
OnucaHwue ipv6-prefix/prefix-length: YkasbiBaeT npedukc agpeca IPv6 n anuny
napameTposB npedukca.
client-DUID: YkasbiBaeT ngeHtudgukatop DUID knueHTa.
lifetime: YcTaHaBnMBaeT BpeMs, B Te4YEHME KOTOPOro KIMEHT MOXeT
NCcnosib30BaTh 3TOT Npedimnkc.
Pexum Pexunm koHurypaumm nyna DHCPv6
KoHduUrypauumm
BcTtpoeHHas Bbl moxeTe 3anyctutb komaHay prefix-delegation, 4tobbl Bpy4Hyto
noackaska HacTpouTb cnucok npedukcos ansa IA PD knueHta u ykasaTb
AOonycTuMoe Bpems Ans 3TUX Npedukcos.
Wcnonbsynte napametp client-DUID pgna  ykasaHus  KNUWeHTa,
KOTOpPOMY HasHadeH npedukc agpeca. [lpedukc agpeca 6yaer
Ha3Ha4yeH nepsomy IA_PD knueHTa.
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[Mocne nonydeHnsa 3anpoca Ha npedukc agpeca OT KNMeHTa cepsep
DHCPvV6 npoBepseT, AOCTyNHa N cTaTudeckas npueaska. Ecnu ga,
TO cepep DHCPV6 Hanpsamyto Bo3BpallaeT CTaTUYECKYIO NPUBS3KY.
B npotuBHoM cnyyae cepsep DHCPvV6 BbigensieT npedukc agpeca
N3 OpYyroro UCTOYHMKa npedukca.

HacTtponka cepBepa DCHPV6 ana BbligeneHna npeduKcoB M3 Myna foKanbHbIX

npeduKkcos

KomaHpa

prefix-delegation [lifetime { valid-lifetime |

preferred-lifetime } ]

pool poolname

OnucaHue
napameTposB

poolname: YkasblBaeT UMsSl onpedeneHHOro nonb3oBaTenem nyna
NoKanbHbIX NPedUKCOoB.

lifetime:  YcraHaBnuBaeT  pgonyctumoe  BpemMst  npedwmkca,
Ha3HAYeHHOro KNMEHTy. JTO KIKYEeBOE CIOBO [JOIMKHO ObiTb
HacTpoeHo BMecTe c Vvalid-lifetime (gencTBUTENBHBIM CPOKOM
cnyx6sbl) u preferred-lifetime (NpegnoYTUTESNBHBIM CPOKOM CIYXObI).

valid-lifetime: YkasbiBaeT
Ha3HAYE€HHOTO KINEHTY.

aonyctmumoe  Bpems  npedomkca,

preferred-lifetime: YkasbiBaeT Bpemsi, B Te€4EHNE KOTOPOro npedomkc
NPEeNMyLLECTBEHHO HAa3HAYaETCH KITUEHTY.

Pexum
KoHduUrypaumm

Pexxum koHdurypauumn nyna DHCPV6

BcTtpoeHHas
nopckaska

BeinonHute komangy nyna generMpoBaHus npedukcoB, 4TOObI
HacTpouTb nyn npedukcoB ansa cepsepa DHCPv6 anga BbigeneHus
npedukcos knueHtam. KomaHga ipv6 local pool ucnonssyetcs ans
HaCTpOKMKM Nyna npeduKCoB.

Mpn nony4eHnn 3anpoca Ha npedukc ot knneHTta cepsep DHCPv6
BblbupaeT OOCTYNHbIM nNpeduKCc M3 nyna npeduKCoB MU HasHavaeT
npedukc KnueHty. Ecnn KnNnueHT He wucnonb3yet 3TOT npedoukce,
cepsep DHCPvV6 nony4vaet npedukc.

HacTtpownka nyna

npedumkcos Local IPv6

KomaHpa ipv6 local pool poolname prefix/prefix-length assigned-length
OnucaHue poolname: YkasblBaeT nMs JIoKanbHOro nyna npeduKcoB.
napameTpos : o .
prefix/prefix-length: YkasbiBaeT npedukc 1 anuny npedukca.
assigned-length: YkasbiBaeT AnuHy npedukca, Ha3Ha4YeHHOro
nonb3oBsaTernto.
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Pexum Pexum rnmobanbHon KoHpurypaumm

KOHcpuUrypaumm

BcTtpoeHHas BboinonHute komaHay ipv6 local pool, 4tobbl co3patb MoOKanbHbIV
noackaska nyn npedgwukcoB. Ecnu cepsepy DHCPvV6 TpebyeTca aenernposaHue

npedunKkcoB, MOXHO 3anyctutb KomaHgy prefix-delegation pool,
4YTOObI YKa3aTb JIoKanbHbIN Ny Npedukcos. Nocne aToro npeduKkcol
OyayT BblAENEHbI U3 YKa3aHHOMO SIOKanbHOro nyna npedgukcos.

HacTtponka DNS-

cepBepa Ha cepsepe DHCPv6

KomaHpa dns-server ipv6-address

OnucaHue ipv6-address: YkasbiBaeT |IPv6-agpec DNS-cepsepa.

napameTposB

Pexum Pexxum koHdurypauumn nyna DHCPv6

KoHduUrypaumm

BcTpoeHHas [Onsa HacTporikm Heckonbkux agpecoB DNS-cepBepoB MOXHO
noackaska 3anycTuTb KOMaHgy dns-server Heckornbko pas. HoBbi agpec DNS-

cepBepa He nepesanucbiBaeT cTapble agpeca DNS-cepBepos.

HacTtponka nmeH

AomeHoB Ha cepBepe DHCPv6

KomaHpa domain-name domain

OnucaHue domain: OnpegensieT nmMs [OMeEHa, KoTopoe OyaeT BblAENEHO
napameTpoB nonb3oBaTento.

Pexum Pexunm koHurypaumm nyna DHCPv6

KOHcUrypauum

BcTtpoeHHas UTtobbl co3gaTb HECKOSbKO AOMEHHbIX WUMEH, MOXHO 3anyCTuTb
noackaska KomaHgy domain-name HecKonbko pa3. HoBoe OOMEHHOe uMs He

nepes3anncbliBaeT CTapble JOMEHHbIE MMEHa.

HacTtponka onunn 52 Ha cepsepe DHCPvV6

KomaHpa option52 ipv6-address

OnucaHue ipv6-address: YkasbiBaeT IPv6-agpec AC CAPWAP.
napameTpos
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Pexum
KOHcpuUrypaumm

Pexunm koHurypaumm nyna DHCPV6

BcTtpoeHHas
noackaska

Mo>HO 3anycTuTb KoMaHay option52 gns HacTpouku agpecos IPv6
ansa Heckonbkux CAPWAP AC. Hosbin agpec CAPWAP AC IPv6 He
nepesanucbiBaeT cTapble agpeca IPv6.

BkntoueHune cnyx6bl cepsepa DHCPv6

KomaHpa ipv6 dhcp server poolname [rapid-commit] [preference value]
OnucaHue poolname: YkasblBaeT MMSA onpegensiemMoro nosib3oBaTterniem nyna
napameTpoB KoHdpurypaumm DHCPV6.
rapid-commit: lNo3BongdeT BbINONHATL OOMEH ABYMSI COOBLLEHUSAMN.
preference value: HacTtponka npuoputeTta pekriamHoOro coobuieHms
B AnanasoHe ot 0 go 255. 3HaveHne no ymonyanuo — 0.
Pexum Pexum KoHurypaumm nHtepdgenca
KoHduUrypaumm
BcTtpoeHHas 3anyctute komaHay ipv6 dhcp server, 4ytobbl BKIOYUTL CRyXOy
noackaska DHCPvV6 Ha nHTepdelice.

Mpn HacTporike knyeBoro cnoea rapid-commit obmeH [Bywms
cooOLEeHMAMM C KIMEHTOM paspelleH BO BpeMs HasHavyeHus
npeduKCoB agpecoB U Opyrux KoHdurypauuin. locrne HacTpoukm
9TOro KIMKYEBOro CrnoBa, ecnu coobuleHne 3amnpoca OT KIneHTa
cogepxut napameTtp rapid-commit, cepsep DHCPv6 otnpasut
coobLleHne oTBeTa Hanpsmylo.

Ecnn gns napametpa preference ycTaHOBMEHO 3HadeHue, He
pasHoe 0, peknamHoe coobleHne, OTnpaBfieHHOe CepBEPOM
DHCPv6, copepxut  napameTp HacTtpouku. [lone preference
BNUSAeT Ha BbIOOp cepBepa knneHToM. Ecnu peknamHoe coobuieHune
He coOepXuT 3Toro nons, To 3HadeHune preference cumtaetca O.
Ecnu 3HadeHue preference, nonyyYeHHoOe KIMEHTOM, paBHO 255,
KNWEHT HeMeArneHHO OTMpPaBriieT Ha CepBep 3arnpoc Ha MnonyyeHue
KOHQourypaumn.

®dyHKUMM KnMeHTa, cepBepa K peTtpaHcnsaumm DHCPV6 sasnsatoTcs
B3anmoucknoyarwmmn. VIHTepdenc MoxeT ObliTb HACTPOEH TOSNBLKO
C O4HOWN QOYHKUMEN OAHOBPEMEHHO.

Mpumep KoHDUrypaumm

Hactpownka cepsepa DHCPv6
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dranbl % HacTtpouTe nyn koHdurypaumm ¢ nmeHem "pool1".
KoHdurypaumm % HactponTe npedukc agpeca IA_NA ana cepsepa DHCPVG.
% Hactponte npedukcbl CTaTUYeCKU MPUBSA3aHHbLIX agpecoB Ha
cepsepe DHCPVG.
s HactponTte gBa DNS-cepBepa.
* Hactpounte nmsa gomeHa.
% Bkntounte cnyx0by cepsepa DHCPv6 Ha nHTepdeiice.
QTECH# configure terminal
QTECH (config) # ipv6 dhcp pool pooll
QTECH (config-dhcp) # iana-address prefix 2008:50::/64
lifetime 2000 1000
QTECH (config-dhcp) # prefix-delegation 2008:2::/64
0003000100d0£82233ac
QTECH (config-dhcp) # dns-server 2008:1::1
QTECH (config-dhcp) # dns-server 2008:1::2
QTECH (config-dhcp) # domain-name example.com
QTECH (config-dhcp) #exit
QTECH (config) # interface GigabitEthernet 0/1
QTECH (config-if)# ipv6 dhcp server pooll
MpoBepka « 3anyctute komaHgy show ipv6 dhcp pool, 4To6bl 0TOOpPa3nTL
KOHdurypauum CO3[aHHbIN Ny KOHUrypauuu.
QTECH# show ipv6 dhcp pool
DHCPv6 pool: pooll
Static bindings:
Binding for client 000300010040f£82233ac
IA PD prefix: 2008:2::/64
preferred lifetime 3600, valid lifetime 3600
IANA address range: 2008:50::1/64 ->
2008:50: :ffff:ffff:ffff:ffff/64
preferred lifetime 1000, valid lifetime 2000
DNS server: 2008:1::1
DNS server: 2008:1::2
Domain name: example.com

TUunnyHbIe oWNOKU

¢ YKkasaHHoe nM$ nyrna CrnWKOM OJSIMHHOE.
% Konu4yecTtBo nynoB KOHUrypawmm npesbillaeT CUCTEMHOE OrpaHudeHme (256).
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s KoHdurypaumsi BbINONHAETCA Ha Opyrnx WHTepdencax, Kpome uHTepdenca
kommyTtaTtopa Virtual Interface (SVI), mapwpyTnsnpyemoro nopta u nopta TOYKK
poctyna L3.

s KonnyectBo wHTEpencoB, HaACTpPOEHHbIX cO cnyxbon cepsepa DHCPVG6,
NnpeBbILLaeT CUCTEMHOE orpaHunyeHue (256).

s YKaszaHHoe 3HayeHne cpoka cnyx06bl valid lifetime MeHbwe 3Ha4yeHus
npeanoYTuTENBLHOrO cpoka cnyxbel preferred lifetime.

¢ YkasaH HegonycTumbin agpec IA_NA.

« Konun4yecTtBo gManas3oHOB aapecoB npesbilaeT cucTeMHoe orpaHudeHune (20).

s [lpn HacTpomke npeguKCoB CTaTUYECKN TMPUBA3AHHbLIX aapecoB YKa3aHHble
naoeHTugukatopsl DUID cnuwkom anuHHbIe.

« KonunyectBo npeduMKCOB CTaTUYECKM TMPUBA3AHHbLIX aapecoB MNpeBblaeT
cuctemMHoe orpaHudeHue (1024).

% Ecnu HacTpoeH nokanbHbIA Nyn npeduKcoB, yKa3aHHOE 3HAYEeHME CpoKa CIyXObl

valid lifetime MeHble 3Ha4YeHWa npennoyvTUTENbHOro cpoka cnyxbbl preferred

lifetime.

KonnyectBo DNS-cepBepoB npesbllaeT cuctemHoe orpaHmnyenme (10).

KonnyecTtBo nMeH AOMEHOB NpeBbIaeT cUCTeMHOe orpaHnyeHune (10).

KonnyectBo agpecos option52 npeBbiwaeT cucteMHoe orpaHnyeHune (10).

X/
o

X3

*

X/
o

5.4.2 Hactpounka pene DHCPv6
Pe3ynbTaTt KOHpUrypaumum

«» AreHT petpaHcnsaunmn DHCPV6 moxeT 6bITb HACTPOEH Ha pacnpeaeneHne agpecos,
aenernposaHve npeguKCoB M pacnpeneneHve napamMmeTpoB, 4YToObl obecneynTb
cBA3b Mexay knneHtom DHCPV6 1 cepBepomM no pasnuyHbIM KaHanam.

MpumeyaHunsn

s Heobxogumo ykasaTb agpec HasHayeHusi. Ecnv agpec HasHayeHus sBnsieTcs
agpecom MHoroagpecHou paccbinku (Hanpumep, FF05::1:3), Heobxoanmo Takke
ykasaTb HTepdenc Boixoaa.

ATanbl KOHUrypaumm
HacTporika yHkumn areHTa petpaHcnaumm DHCPv6

s Ob6gaszaTtesnbHo.

s Ecnu He ykasaHO uHOe, HEOOXOOMMO HACTPOUTb PYHKUMIO areHTa peTpaHcnsumm
DHCPvV6 Ha Bcex ycTpomcTBax, KOTopbiM TpebyeTca obecneunTb cnyxby areHTa
peTpaHcnauum DHCPV6.

MpoBepka kKoHUrypaumm

s Knnent DHCPv6 n cepsep DHCPv6 obmeHuBalOTCSH COOBLLEHUAMM Yepes3 areHT
peTpaHcnauuu.

MpoBepbTe, BKNIOYEH NN MHTEPdenc ¢ noMmoLlbio pene DHCPV6.

MpoBepbTe, MOXeT Nu areHT petpaHcnaumm DHCPV6 nonydatb 1M oTnpaBnaTb
coobLeHus.

X3

S

X/
L X4

CBsA3aHHble KOMaHAbl
HacTponka doyHkunn areHTa petpaHcnaumm DHCPv6
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KomaHpa ipv6é dhcp relay destination ipv6-address [interface-type interface-
number]

OnucaHune ipv6-address:  YkasblBaeT agpec  HasHadeHust  onepartopa

napameTposB peTpaHcnauuu.
interface-type:  YkasbiBaeT Tun  MHTepdenca  HasHaveHus
(Heobsa3aTENbLHO).
interface-number: YkasbiBaeT HoMep wuHTepdenca HasHa4yeHusd
(Heobsa3aTENbLHO).

Pexum Pexxum KoHdurypaumm nHtepgenca

KOHcUrypaumm

BcTpoeHHas Bce naketel DHCPV6 OT KNMEHTOB, MOfyYeHHble WHTEPGENCOM,

noackaska aKTMBMPOBAHHbLIM dyHKUMEN peTpaHcnauum DHCPVv6,
WHKancynupyTca W OTNPaBnslOTCa MO YyKasaHHOMY ajpecy

HasHa4yeHns (UM HeCKONbkMM agpecam
ykasaHHbI uHTepdenc (ONMUMOHATIBHO).

Ha3Ha4yeHnsa) 4yepes

Mpumep KoHDUrypaumum

HacTtpownka pene DHCPv6

dTanbl YKaxute uHTepdenc, BKITOYEHHbLIN CRYyXO0M peTpaHcnauuuM ans
KOH(pUrypaumm nepecbIsiki nonydeHHbIX naketoB knveHta DHCPV6 Ha ykasaHHbI
aZlpec Ha3HayeHus Yepes ykasaHHbIN nHTepdenc (HeobssaTensHO).
QTECH#configure terminal
Enter configuration commands, one per line. End with
CNTL/7Z.
QTECH (config) #interface vlan 1
QTECH (config-if) #ipv6é dhcp relay destination 3001::2
QTECH (config-if) #ipv6 dhcp relay destination ff02::1:2 vlan
2
lNMpoBepka BeinonHute komaHgy show ipv6 dhcp relay destination all, 4To6bl
KOHdurypaumum oTtobpasntb HACTPOEHHbIE agpeca Ha3Ha4YeHus.
Interface:VLAN 1
Destination address (es) Output Interface
3001::2
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f£f02::1:2 VLAN 2

TuUnnyHble oWNOKKU

% KoHdurypaumsa BbIMOMHAETCA Ha OpYyrux uHTepdencax, Kpome uHTepdenca
kommyTaTtopa Virtual Interface (SVI), mapwpyTtnsnpyemoro nopta u nopra TOYKK
pocrtyna L3.

5.5 KoHTpOonb cocTosiHUSA

Ouuctka

/A BbinonHeHne komaHg clear MOXeT MpuBECTM K MoOTepe BaxHOW WHGOpMaLuM W,
cnepoBaTenbHO, NpepbiBaHMIO paboTbl Cnyxo.

OnucaHue KomaHpa

Ouunwaer npueasku | clear ipv6 dhcp binding [ ipv6-address |
DHCPV6.

Ouunwaer cratuctuky | clear ipve dhcp server statistics

cepBepa DHCPvG6.

Ypanset clear ipv6 dhcp conflict { ipv6-address | * }
KOHQNUKTYOLWNE agpeca
Ha cepBepe DHCPV6.

Ypanset cratuctuky | clear ipvé dhcp relay statistics
OTnpaBneHHbIX n
NOMNyYeHHbIX NnakeToB
nocne BKNIOYEHUST Ha
TeKyLem yCTpoOncTBe
peTpaHcnaumm DHCPV6.

OTobpaxeHue

OnucaHue KomaHpa
OTtobpaxaet DUID | show ipv6 dhcp
yCTponcTBaa.

Otobpaxaetr  npusaAsky | show ipv6 dhcp binding [ ipv6-address |
agpecoB Ha  cepBepe

DHCPV6.

OTtobpaxaeT wuHTepcenc | show ipv6 dhcp interface [ interface-name |
DHCPV6.

OTtobpaxaet nyn | show ipv6 dhcp pool [ poolname ]

’ QTECH | www.qtech.ru

MWP [OCTYMNHEE



PykoBoacTBO nosb3oBaTtens
5. Hactponka DHCPv6

.munnul‘l%
ppeseansessss

177

DHCPV6.

OtobpaxaeTt
KOHQNUKTYIOWMe agpeca
DHCPVG.

show ipv6 dhcp conflict

OtobpaxaeT CcTaTUCTUKY
Ha cepBepe DHCPVG6.

show ipv6 dhcp server statistics

OTtobpaxaet agpec
Ha3Ha4eHuns areHTa
peTpaHcnaumm DHCPV6.

show ipv6 dhcp relay destination { all | interface-type

interface-number }

OTtobpaxaeT CcTaTUCTUKY

OTnpaBfeHHbIX n
NONy4YeHHbIX NnakeToB
nocrne BKINIOYEHUS Ha
yCTponcTee pene
DHCPV6.

show ipv6 dhcp relay statistics

OTtobpaxkaeT nokarnbHbIn
nyn npecdukcos IPv6.

show ipv6 local pool [ poolname ]

OTnaaka

AL CuctemHble pecypcbl

3aHATHI

OTKNK4YUTE OTNagKy cpady nocrie ncnonb3oBaHUA.

npn BbiBOAE OTNaagou HOM

MHopMaLMK.

MoaTtomy,

OnucaHue

KomaHpa

Otnapgka DHCPV6.

debug ipv6 dhcp [ detail ]
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6 HACTPOUKA DNS
6.1 O630p

Cuctema gomeHHbIx MeH (DNS) — aTo pacnpegeneHHas 6asa gaHHbIX, cogepallas
COMNOCTaBIIEHNA MeXay AOMEHHbIMW MMeHamun u IP-agpecammn B WHTepHeTe, 4TO
obneryaeT nonb3oBatensamMm goctyn B MIHTepHeT 6e3 HeobxoanmocTn 3anoMmuHathb |P-
CTPOKM, OOCTYN K KOTOPbIM HanpsaMmyl oOcyllecTBnseTcsa komnbioTepamu. [lpouecc
nonyyexus IP-agpeca 4epes COOTBETCTBYIOLLIEE UMS XOCTa Ha3blBaeTCs paspeLleHnem
UMEHN JOMEHA (MK paspeLleHneM MMEHN XOCTa).

npOTOKOﬂ bl U CTaHAAPTDHI

% RFC1034: JOMEHHbIE MMEHA - MOHATUA N BOSMOXXHOCTU
% RFC1035: JOMEHHbIE UIMEHA - PEANTIM3ALNA U CTELNPUKALINA

6.2 NpumeHeHuUe

MpumeHeHune OnucaHwue

PaspellueHue PaspelieHue OOMEHHbIX NMeEH BbIMOSNHAETCS
CTaTUYECKOro WMEHWU | HEMOCPEACTBEHHO HA OCHOBE COMOCTAaBMIEHUS UMEHMU
JomeHa AomMmeHa u IP-agpeca yctponcTea.

OdunHammnyeckoe OuHamunyeckn nonyyaet IP-agpec, conoctaBfeHHbIN C
paspelleHue UMEHU | AOMeHHbIM nMeHeM, oT DNS-cepBepa B ceTu.

OomMeHa

6.2.1 Pa3pewleHne ctaTM4eCKOro MMeHu JomMeHa
CueHapun

« [NpenBaputenbHO 3aganTe COOTBETCTBME MeXay MMeHeM gomeHa u IP-agpecom
yCTpOKCTBa.

¢ [lMpun BbINONHEHMM onepaunin ¢ JOMEHHbIMWU MMeHamu (Hanpumep, Ping u Telnet) ¢
NOMOLLbIO MNPUKNagHbIX MNporpaMmMm, cuctema MOXeT paspewunTtb IP-agpec 6e3
NOAOKITHOYEHMS K CEPBEPY B CETW.

OnucaHue

« [NpenBaputenbHO 3aganTe COOTBETCTBME MeXay MMeHeM agomeHa un |P-agpecom
yCcTponcTaa.

6.2.2 iIvHamMunyeckoe paspelleHne MMeHU AoMeHa

CueHapun

«* DNS-cepBep pa3BepHyT B CETU AN NpeaoCcTaBneHunst CnyXobl JOMEHHbIX UMEH.
 WNma gomeHa "host.com" passepHyTO B ceTu.
s YctponcTteo-A npumeHsietca kK DNS-cepepy ana umeHn gomeHa "host.com”.

N3o6paxeHne 6-1 [InHammnyeckoe paspeLleHne UMeHn JOMeHa
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W

Hostcom
) —if

24 ‘ DNS Server

192 168,31, 206/24
Devico-A 3
192.168.1.27/24

<
« PasBepHuTe DNS-cepBep B kayectBe DNS-cepBepa yctponctaa A.

10.1.1.2

h}

< Pa3sBepTbiBaHUS

6.3 KnroyeBble 0COOEHHOCTH

basoBble KOHLenuuu
DNS

DNS coctout u3 npeobpasoBatens u DNS-cepsepa. DNS-cepBep XxpaHuT
COMoOCTaBneHuss MMeH AoMmeHoB W |IP-agpecoB Bcex y3rnoB B cCeTU U peanuayet
B3anMHoe npeobpasoBaHne MMeH JoMeHoB U IP-agpecoB. igeHTudukaTopbl NOpTOB
TCP v UDP DNS umetoT 3HayeHue 53, n obb14HO ncnonbadyetcsa nopt UDP.

KnroueBble 0COOEHHOCTU

PyHKLUMA OnucaHue

Pas3peluenne nmeHu | IP-agpeca nonyyarTca Ha OCHOBE AOMEHHbIX UMeH ¢ DNS-
OOMeHa cepBepa Unu nokanbHoOn 6a3sbl JaHHbIX.

6.3.1 Pa3pewieHne nmeHn gomMmeHa
MpuHUMn paboTbl
PaspelueHune ctatn4eckoro UMeHn JoMeHa

Cratnyeckoe paspelleHne WUMeHM [OMeHa O03HavaeT, 4YTO Monb3oBaTteslb
npeaBapuTenbHO 3ajaeT COOTBETCTBUE Mexay MMeHeMm aoMeHa un IP-agpecom Ha
ycTponcTee. Npun BbINONHEHUM Onepauuin ¢ JOMEHHbIMM MMeHaMu (Hanpumep, Ping n
Telnet) ¢ nomoLwbo NpUKNagHbIX NporpamMmm, cucteMa MoxeT paspewunTtb IP-agpec 6e3
NOAKMIOYEHNS K CepBEpPY B CETW.

[1HamMuyeckoe paspelleHne MMeHU JoMeHa

OnHamnyeckoe paspelleHne OOMEHHbIX MMEH O3HayaeT, 4YTO Npu  BbINOSTHEHUU
nonb3oBaTesieM ornepaunin ¢ AOMEHHbIMU MMEeHaMU 4Yepes MpuKragHble nporpamMmmbl
npeobpasosatenb DNS cuctemsbl 3anpawmBaeT y BHewHero DNS-cepsepa IP-agpec,
COMOCTaBrEHHbIA C JOMEHHbIM UMEHEM.

I'Ipou,e,u,ypa ONHaMn4eCcKoro paspelieHnd JOMEeHHbIX UMEH:
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1. lNonb3oBaTenbckass npuknagHasa nporpamma (Hanpumep, Ping wnu  Telnet)
3anpawmuBaeT |P-agpec, coOMoCTaBfEHHbIN C AOMEHHbIM wumeHeM, un3 DNS-
npeobpasoBaTtens CUCTEMbI.

2. lNpeobpasoBatenb DNS cHavana 3anpawmBaeT AMHaAMMYECKMA Kaw. Ecnn ums
AOMEeHa B AMHaAMMYecKkoM kawe He uctekaeT, DNS-npeobpasoBatens Bo3BpallaeT
UM JOMeHa B NPUKNaaHYy NporpamMmmy.

3. Ecnn cpok penctBus Bcex OOMEHHbIX uMeH wuctekaeT, DNS-npeobpasosartenb
MHULMMPYET 3anpoc Ha npeobpasoBaHMe JOMEHHbIX MMeH |IP-agpecoB BO BHELLHMI
DNS-cepBep.

4. Tlocne nonyyeHus otBeTa oT DNS-cepBepa, DNS-npeobpasoBatenb KaWMpyeT n
nepegaeTt OTBET NPUKNaaHOM NporpaMmme.

CBsizaHHaA KoHdurypaums
BkntoueHune paspelueHns UMeHu JoMeHa

% [Mo ymonyaHuto paspelleHne JOMEHHbIX UIMEH BKIHOYEHO.
s 3anyctute komaHgy noucka ip domain-lookup, 4ToObl BKNHOYNTL UAN OTKMAOYUTb
paspelleHne UMeH AoOMeHa.

HacTtponka |IP-agpeca, conocTaBfeHHOro ¢ ctTaTM4eckum AOMEHHbIM UMEHEM

+« [lo ymonyaHunio He HacTPOEeHO conocTaBrieHne nmeHn gomeHa n IP-agpeca.
% BbinonHute komangy ip host, 4ytoObl ykasatb IPv4-agpec, conocTaBrieHHbIN C
AOMEHHbIM UMEHEM.

Hactporka DNS-cepsepa
¢ [o ymonyaHuto DNS-cepBep He HacTpOeH.
¢ BblinonHuTe kOMaHAy ip hame-server, 4ytobbl HacTpouTb DNS-cepBep.

6.4 HacTtpouka

HacTtpouka OnuncaHue u KOMmaHaa
HacTtporika A\ OnumoHanbHo.
aspelleHuns
crarnieckoro ip domain-lookup BknitoueHue paspeLieHus
nMeHn JoMeHa AOMEHHbIX UMEH.
ip host Hactponka agpeca IPv4,
COMOCTaBMIEHHOTO C MWMEHEeM
AoMeHa.
HacTpowika /b OnumoHansHo.
AVHAMUYECKOro
PaspeLuenns UMEHN | i, gomain-lookup BkrioueHune paspeLueHus
OMeHa AOMEHHbIX UMEH.
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ip name-server KoHgurypupyet DNS-cepBep.

6.4.1 HacTtpounka pa3peLleH1MsA CTaTU4eCKOro UMeHu foMeHa
Pe3ynbTat KOHdUrypaumum

CpefncTBO BblAeneHusi curHana cuctembl paspewlaeT IP-agpec, conocTaBfieHHbIN C
MMEeHeM [JOMeHa Ha foKarnibHOM YCTPOMCTBE.

JTanbl KOHUrypaumm
BkntoveHue paspelleHns UMeH JoMeHa

< DyHKUMA paspeLlleHns UMEHN JOMEHa BKIMOYEHA MO YMOSTHaHUIO.
< Ecnn ata yHKUMA OTKNKOYEHa, paspelleHne cTaTU4Yeckoro MMEHW OOoMeHa He
BCTynaeT B Cusy.

HacTtponka agpeca IPv4, conoctaBrneHHOro ¢ UMeHeM JoMeHa

*

s (ObBsaszaTenbHO) Mcnofnb3yemble OOMEHHble UMeHa [OOSMKHbl OblTb HACTPOEHbI C
npueasaHHbIM IP-agpecom.

lNMpoBepka KoHdUrypaumm
¢ BblinonHute komaHay show running Ans npoBepku KOHUrypauuin.

< BbinonHute komaHay show hosts, 4TO0GbLI NPOBEPUTHL COOTBETCTBME MEXAY
nMeHeM gomeHa un IP-agpecom.

CBsi3aHHble KOMaHAbI
HacTtponka agpeca IPv4, conocTaBneHHOro ¢ UMeHeM OMeHa

KomaHpa ip host host-name ip-address

OnucaHue host-name: ykasblBaeT nmsi JoOMeHa.

NapaMeTpoB | i, address: ykasblBaeT conocTaBneHHbIi IPv4-agpec.
Pexum Pexum rnobanbHon KoHpurypaumm

KoHduUrypaumm

BcTtpoeHHas HepoctynHo

nopckaska

Mpumep KoHDUrypaumm
HacTpoiika paspelleHuns ctatm4eckoro UMeHn JoMeHa

JTtanbl % YcraHoBute |P-agpec cTaTM4ecKoro AOMEHHOro MWMEeHU
KOHcpuUrypauum www.test.com Ha 192.168.1.1 Ha ycTpouncTBe.

QTECH#configure terminal

’ QTECH | www.qtech.ru

MWP [OCTYMNHEE




PykoBoAcTBO nonb3oBatens
6. Hactponka DNS 182

QTECH (config)# ip host www.test.com 192.168.1.1
QTECH (config) # exit

MNMpoBepka BbinonHute komaHay show hosts, 4tobbl NnpoBepunTb, HACTPOEHa N
KOHpUrypaumm  3anncb CTaTM4ecKkoro UMeHn JOMeHa.

QTECH#show hosts

Name servers are:

Host type Address TTL (sec)
www.test.com static 192.168.1.1 -

6.4.2 HacTtponka guHaMn4eckoro paspeLueHuss UMeHn AoOMeHa
Pe3ynbTat KOHdUrypaumm

MpeobpasoBaTenb cuctembl paspewaeTt |IP-agpec, cOnoCTaBnNEHHbIN C LOMEHHbIM
nmeHem 4Yepe3 DNS-cepBep.

ATanbl KOHUrypaumm
BkntoveHve paspelleHns UMeH JoMeHa

« Pa3spelueHne nmeHn gomeHa BKITHOYEHO MO YMOSYaHUI0.
< Ecnn ata qoyHKUMS OTKMNOYeHa, AMHaMU4Yeckoe paspelleHne OOMEHHbIX UMEH He
BCTynaeT B Cusy.

HacTtponka DNS-cepBepa

s (Ob6s3aTenbHO) 4TOOLI MCNONb30BaTh ANHAMUYECKOE pa3peLleHne MMEH OOMEHOB,
HeobxoauMo HacTpouTb BHewwHnn DNS-cepsep.

MpoBepka KoHdUrypaum

¢ BbinonHute komaHay show running ans npoBepkn KOHUrypauuin.
CBA3aHHble KOMaHAbI

Hactporika DNS-cepsepa

Komanpa ip name-server [ oob ] ip-address [ via mgmt-name ]
OnucaHue ip-address: ykasbiBaeT IPv4-agpec DNS-cepBepa.
L el oob: ykasbiBaeT, yto DNS-cepBep noaaepxvBaeT BHEMOMOCHbIN

nHTepdpenc ynpaBneHus (MHTepdenc ynpaBneHus).
via: HacTpoKka nHtepenca ynpasneHunsi BbIXOLOM.

mgmt-name: YykasbiBaeT MHTep(*)eIZC ynpasrieHna UnCxXoaHbIMU
Bbl30OBaMU OJ14 NAaKeTOB B pexnve oob.
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Pexum Pexum rnmobanbHon KoHpurypaumm
KOHcpuUrypaumm
BcTtpoeHHas HepocTtynHo
noackKaska
Mpumep KoHDUrypaumm
HacTponka gnHaMmmnyeckoro paspeLlueHns UMeHn JoMeHa
CueHapui DNS Server
Device 182168101
N3o6paxeHue
YCTponcTtBo paspeliaet aomeHHoe umsa 4vepe3 DNS-cepsep
(192.168.10.1) B ceTw.
dTanbl YcraHoBute |IP-agpec DNS-cepBepa Ha ycTpoWcCTBE paBHbIM
KoHdurypaumm  192.168.10.1.
DEVICE#configure terminal
DEVICE (config)# ip name-server 192.168.10.1
DEVICE (config) # exit
MpoBepka 3anyctute komaHgy show hosts, 4tobbl nNpoBepuTb, yKasaH I
KoHcurypauum DNS-cepsep.

QTECH (config) #show hosts
Name servers are:

192.168.10.1 static

Host
TTL (sec)

type Address

6.5 KoHTponb cocTosiHUSA

OuucTtka

/b BbINoMnHeHve KOMaHabl OYUCTKM BO Bpems paboTbl yCTPOWCTBA MOXET NPUBECTU K MoTepe
AaHHbIX UMK Jaxe NpepbIBaHNo cryx6.

OnucaHue

KomaHpa
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Oumnwaet Tabnuuy kawa | clear host [ host-name |
ANHAMUNYECKNX NMeH
XOCTOB.

OTob6paxeHue

OnucaHue KomaHpa

OTtobpaxeHune show hosts [ host-name |
napameTpoB DNS.

OTnaaka

A\ CucTemHble pecypcbl 3aHATbl MPU  BbIBOAE OTMAAOYHON MHGopmauun. [loatomy,
OTKIIOYUTE OTNAAKY Cpasy nocre MCnosib30BaHuUS.

OnucaHue KomaHpa

Otnagka yHkumm DNS. | debug ip dns
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7 HACTPOUKA CEPBEPA FTP
7.1 O630p

®dyHkumna FTP-cepBepa no3BondeT YCTPOMCTBY BbINOMHATL (pyHKuum FTP-cepBepa.
Taknum obpasom, nonb3oBaTtenb MoOXeT noaknountb FTP-knueHT k FTP-cepeepy m
3arpysutb pannel ¢ FTP-cepsepa yepes FTP.

lMonb3oBatenb MOXeT wucnonb3oBatb QyHKuuto FTP-cepBepa pana npoctoro
nonyyeHust pannos, Takmx Kak dpannel syslog, ¢ ycTponcTea 1 KOnMpoBaHus pannos B
dhannosyto cuctemy yctponctaea vepes FTP.

MpoTokonbl U cTaHAapThbI

< RFC959: MPOTOKO NEPEOAYM ®ANNOB (FTP)
s RFC3659: Pacwupenus ana FTP

s RFC2228: PacwupeHuns 6e3onacHoctn FTP

s RFC2428: Pacwuperuns FTP ana IPv6 n NAT

*

< RFC1635: Kak ucnonbsoBsaTb aHOHUMHbIN FTP

7.2 NMpnmeHeHne

NMpumeHeHne OnucaHwue

MpepoctaBnexve FTP- MpepoctaBndetr cnyxbbl 3arpy3kn W 3arpy3km gns
CEPBUCOB B NOKaNbHOW nons3oBaTtens B nokansHon cetn (LAN).

cetu

7.2.1 NpepoctaBneHne FTP-cepBUCOB B fIOKaribHOW CeTU
CueHapuu
MpepocTaBneHune ycnyr 3arpysku U CKaunBaHus s NONb30BaTenNs B JIOKaNbHOM CEeTH.

Kak nokaszaHo Ha WN3obpaxeHue 7-1, BknouuTe dyHkumo FTP-cepBepa Tonbko B
nokanbHOWN ceTwn.

s G n S BknwvawTca ¢ noMmowblo yHKumm FTP-cepBepa n yHKuuM npospayvyHomn
nepenayun ypoBHsi 2 COOTBETCTBEHHO.

% [Monb3oBaTenb MHUMLMMPYET 3anpoc Ha 3arpysky M 3arpysky cnyxo6 no npoTokony
FTP.

N3obpaxeHune 7-1

G 3 Lisar
&< M|

3amet G — 3TO YCTPOMCTBO LUMO3a BbIXOAa.

Ku S — 370 YCTPOWCTBO AOCTYNA.
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OnucaHue

« G BknoyaeTca ¢ nomoLubto pyHkumm FTP-cepsepa.
% Kak kommyTaTtop ypoBHSI 2, S obecnedmBaeT (YHKUMIO MPO3pavyHOM nepenayv
YPOBHS 2.

7.3 KnroyeBble 0COOEHHOCTH

Ba3oBble KoOHUenuuu
FTP

FTP — 9TO cTaHgapTHbIA NPOTOKOS, onpeaeneHHbln ceTeBon paboyen rpynnon IETF.
OH peanuayeT nepegady anyioB Ha OCHOBe MPOTOKOMa ynpasfieHus nepegadven
(TCP). FTP nosBonsieT nonb3oBaTenio nepenasatb hannbl mMexagy OBYMSI CETEBbIMU
KoMnbloTepaMn 1 aBnsieTca Havbornee BaXHbIM NOAXOAOM K nepepadve pannos B
MHTepHeTe. lNonb3oBaTens MoxeT 6ecnnaTtHO nonyyYnTb AocTyn K VIHTepHeTy 4epes
aHoHMMHbIN FTP. Kpome Toro, FTP npepoctaBngetr TakMe YHKUUW, Kak BXOo4 B
cucTeMy, 3anpoc no kartanory, pabota ¢ cdannamum n gpyrme yHKUMM ynpaBreHusi
ceaHcoMm. Cpegun cemenctsa npotokosioB TCP/IP FTP gaBnsetca npoToKoNom
NpuUKNagHoro ypoBHA M ucnonbdyet noptel TCP 20 n 21 gns nepeaaun. Mopt 20
ncnonb3yeTca ONa nepedayn gaHHbiX, a nopt 21 wucnonb3yetrca And nepenayu
ynpasnsaowmnx coodbuieHmnin. OcHoBHble onepauun FTP onucaHbl B RFC959.

ABTOpVI3aL|,I/I$l nonb3oBaTtend

Ana nogknoyennsa FTP-knueHTa k FTP-cepBepy HeobxoanMMO MMETb YYETHYIO 3anuch,
paspelleHHyto FTP-cepsepom. To ecTb, nonb3oBaTeflb MOXET MNofb30BaTbhCA
ycnyramn, npepoctaesnsembiMn FTP-cepsepom nocne Bxogja Ha FTP-cepsep ¢
MMEeHeM Nnonb3oBaTens U naponem.

Pexumbl nepegayn gamnos FTP
FTP npegooctaBnseT gBa pexuma nepegayun dannos:

s Pexnm nepepaum Tekcta (pexum ASCIl): OH wucnonb3dyetca ans nepenayu
TEKCTOBbIX (hannos (Hanpumep, cdannos .txt, .bat n .cfg). 3TO0T pexum oTnnyaetca
OT OBOUYHOrO pexuma npu obpaboTke BO3BpaTa KapeTkum u nepesoga CTpoku. B
pexnme ASCIlI Bo3BpaT KapeTkm M CTpOKa CMEHSTCS Ha nokarnbHble CUMBOSIbI
CRC, Hanpumep, \n B Unix, \\n B Windows un \r B Mac. [lNpegnonoxum, 4Tto
konnpyembln pann cogepxut TekcT ASCIl. Ecnu yganeHHbIn KoMnboTep He
pabotaet noa ynpaeneHnem Unix, FTP aBTtomaTtuyeckm npeobpasyet dopmaTt
drarna B COOTBETCTBMM C TpeboBaHUSMUN yaaneHHOro KoMnboTepa.

s [OBonyHbin pexum nepegaun: OH ucnonb3yeTca Ons nepegayn nporpamMMHbIX
dannos (Hanpumep, dannos .app, .bin 1. btm), Bknoyaa ucnonHaemble dannsbl,
cxaTtble dannbl u dannel n3obpaxeHunn 6e3 obpaboTkm gaHHbIX. Takum obpasom,
ABOUYHBIN pexnm obecnednBaeT bonee GbICTpyto nepegadvy Bcex ¢annos n bonee
HagexHyto nepegadvy dannos ASCII.

Pabouune pexumbl FTP
FTP obecneunBaeT gBa paboumx pexnma:
N3obpaxeHne 7-2
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FTP Server FTP Client
20 i 21 1026 027
Data Cmd Cmd Data

—"] @

N3o6paxeHune 7-3

X/
L X4

X/
L X4

FTP Server FTP Client
20 i 21 1026 027
Data Cmd Cmd Data

4 "“—-—-—..*

N3o6paxeHne 7-2 MNokasbiBaeT akTuBHbIN pexkxnm (PORT). FTP-knueHT ucnonb3yeT
nopT 1026 ansa noaknoveHna Kk FTP-cepsepy yepes nopt 21. KnneHT oTnpasnseT
KOMaHObl 4Yepe3 3TOT KaHan. [leped nofnydeHWem [aHHbIX KAWMEHT oTnpasnser
komaHay PORT Ha atom kaHane. KomanHga PORT cogepXut nHgopmMauuio o nopte
kaHana (1027) knueHTa anga nonyyeHus gaHHbiX. Cepeep ucnonbdyeT nopt 20 anga
NOOKIOYEHUS K KNMeHTY Yepe3 nopT 1027 ana cosgaHusa KaHana AaHHbIX ang
npuema n nepegaydn aaHHblx. FTP-cepBep OOMmMKeH yCTaHOBUTb HOBOE COeNHEHWEe
C KNMEHTOM 115 nepefaydn JaHHbIX.

N3o6paxeHne 7-3 lMokasbiBaeT naccuBHbii pexum (PASV). lNMpouecc cospaHus
ynpaBnsawLwero kaHana aHanormyeH npoueccy B pexume PORT. OgHako nocne
YCTaAHOBJSIEHUS COEeOUHEHUNA KNWeHT oTnpaBndeT komaHay PASV, a He komaHgy
PORT. lNocne nony4yenuns komaHabl PASV FTP-cepBep BKMOYaeT NopT BbICLIErO
knacca (2024) B cny4avHOM nopsigke u yBedoMIIsieT KfMEeHTa O TOM, YTO JaHHble
OyayT nepefaHbl Ha 3TOT NopT. KnueHT ncnonbayeT nopt 1027 gnga nogknoyeHus
FTP-cepepa u4epe3 nopt 2024. 3arem KNMEHT M cepBep MOryT nepegasatb U
npuHUMaTb AaHHble Mo 3ToMy KaHany. B atom cnyyae FTP-cepBepy He HYXHO
yCTaHaBnMBaTb HOBOE COEUHEHME C KITMEHTOM.

Moopnepxunsaemble komaHabl FTP

lMocne nony4eHus 3anpoca Ha nogkntyeHne no npotokony FTP cepsep FTP Tpebyet
OT KNUeHTa NpegocTaBUTb MMS NOSb30BaTENSA U Naposb ANs ayTeHTUduKaumn.
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Ecnn knueHT npoxoguT NpoBepKy NOASIMHHOCTM, KoMaHabl FTP-knneHta moryT 6biThb
BbINOJSTHEHbI ANA onepauui. [locTynHble KoManabl FTP-knneHTa nepedncneHbl HAXe:

ascii delete mdelete | mput quit send
bin dir mdir nlist recv size
bye mget rename | system
cd get mkdir passive type
cdup mls put rmdir user
close Is pwd

Ana nonyveHna wmHgopmaumm o6 ucnonb3oBaHUM 3TUX KoMmaHg FTP-knueHTa cwm.
AOKyMeHT no FTP-knneHTy. Kpome Toro, MHOrme KnueHTckne MHCTpymeHTtbl FTP (Takune
kak CueFTP un FlashFXP) obecneuunBatoT rpaduyeckui mHTepdenc nosib3oBaTesns.
OTN MHCTPYMEHTBI ynpoLlatT onepaunn, ocesoboxaasi norb3oBaTenenn OT HAaCTPOWKM
komaHg FTP.

O630p

PyHKUMA OnucaHue

BkntoyeHune MpepoctaBnsaeT QYHKUMM 3arpyskn, CKaumBaHus, OTOOpaXkeHus,
dyHKumMn FTP- | cosganua v yganeHma pannos gna knueHta FTP.

cepsepa

7.3.1 BknroyeHue pyHkumm FTP-cepBepa
MpuHUMn paboTbl

OcHoBHOM npuHUMN paboTbl onucaH B npegblaywen rnase. Yctpouctea QTECH
npegoctaBnaT cnyxbbl FTP nocne HacTponkm uMeHW Nonb3oBaTens, napons u
KaTarnora BepXHero ypoBHS.

CBsA3aHHaA KoHdurypaums

BkntoyeHue cyHkunn FTP-cepBepa B rnobansHoMm Mmacwtabe

®yHkumna FTP-cepBepa Mo yMOYaHUIO OTKITHOYEHA.

3anyctute komaHgy ftp-server enable, 4to6bI BkNtounTL PyHKUMIO FTP-cepBepa.
Mepea ucnonb3oaHnem FTP-cepBepa HeO6X0ANMO BKITHOUMTL €ro rrnobansHo.
HacTporika nMeHn nonb3oBaTesnis, Napons 1 Katanora BEPXHEro ypoBHS

Mo ymonyaHuio HeT aBTOPM30BaHHOIO NOMNb30BaTENSA UMK KaTanora BEpXHEro ypoBHS.

3anyctute komangbl ftp-server password, ftp-server username wu ftp-server topdir,
4YTObbl YCTAHOBUTbL aBTOPM3MPOBAHHbIV MONb30BaTESb M KaTanor BEPXHEro ypoBHS.
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Tpl/l BblllenepeyncrieHHble KOH(bVIpraLI,I/II/I ABNATCA 00s13aTenbHbIMK; B NMPOTUBHOM

cnyyae dyHkumna FTP-cepBepa He MOXeT ObITb BKIOYEHA.

7.4 HacTtpouka

HacTtponka OnucaHue u KomaHaa
HacTporika A\ (O6saszaTenbHO) OH UcnonbayeTcsa Ana BkroueHus FTP-cepsepa.

OCHOBHbIX OYHKLNN

ftp-server enable

BkntovaeT coyHkumo FTP-
cepsepa.

ftp-server login timeout

HacTtponka Tanm-ayTta Bxoga
ansi ceaHca FTP.

ftp-server login times

HacTtpowka gonyctumoro
KoSfimyecTBa BXOJ0B B
CUCTEMY.

ftp-server topdir directory

HacTtponka katanora
BepxHero ypoBHa FTP-
cepsepa.

ftp-server username
username

HacTtponka nmeHmn
nonb3oBaTens.

ftp-server password [type]
password

HacTpoiika napons.

A\ OnumoHanbHo.

ftp-server timeout time

HacTtponka Tanm-ayTta
npoctost FTP-ceaHca.

7.4.1 HacTtponka OCHOBHbIX (PYHKLUMK

Pe3ynbTat KOHUrypauum

s Cospante FTP-cepBep, 4ToObl NpegoctaButb FTP-cnyx6bl onsa FTP-knueHTa.

MpumeyvaHunna

% Heobxoaumo HacTpouTb UMS NoNb3oBaTensi, Naposb U KaTanor BePXHEro ypOBHS.
% UYT0Obl cCepBep 3akpblll HECTaHOApPTHYH CECCUI0 B TeYEeHMEe OrpaHMYeHHOro
nepuoaa BpeMeHu, HeOOXO4MMO HAaCTPOUTb TaliM-ayT NPOCTOSi CECCUM.
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JTanbl KOHUrypaumm

BkntoveHune pyHkummn FTP-cepBepa

2
L X4

X/
°

Ob6gaszaTtenbHo.
Ecnn He ykaszaHo wuHoe, BkNwouuTe QyHkuniwo FTP-cepBepa Ha Kaxaom
MapLupyTusaTope.

HacTtponka kaTanora BepxHero ypoBH4

X/
°

7
L X4

Obsg3aTenbHo.
Ecnu He ykaszaHO MHOe, HACTPOWTE AMPEKTOPUI BEPXHEro YPOBHSI B KayecTBe
KOPHEBOro KaTarnora Ha Kagom mapLupyTu3aTope.

HaCTpOVIKa MMEHN MNosb3oBaTenda 1 napond Anda exoga B CUCTEMY

X/
L X4

*
L X4

Ob6ga3aTenbHo.
[nvHa nmeHn nonb3oBaTens 1 Naposisi orpaHMyeHa.

HacTponka BpemeHu oxuaaHus Bxoga ona ceanca FTP

X/
L X4
X/

L X4

OnuwnoHanbHo.

Ecnun KnneHT OTKMOYEH OT cepBepa M3-3a OLUMOKN NN APYrMX HELUTATHbIX NPUYKH,
FTP-cepBep MOXeT He 3HaTb, YTO MNOMb30OBaTesflb OTKMAKYEH W npoAoskaeT
nogaepxusaTtb coeanHeHne. CnepoBaTtenbHo, FTP-coeguHeHue 3aHATO Ha
ANVTeNnbHOEe BpEMS, U CepBep He MOXeT OTBeYyaTb Ha 3anpocbl BXoda ApYyrux
nonb3oBatenen. 3OTa KOHduUrypaumss MOXeT rapaHTupoBaTb, 4YTO Apyrue
nonb3oBaTeniv CMOryT noaknounteca K FTP-cepBepy B TeveHune onpeneneHHoro
nepuoaa BpEMEHU NPV BOSHUKHOBEHUWN OLUNOKMN.

MpoBepka kKoHUrypaumm

Mogkntounte FTP-knneHT K FTP-cepBepy.

o
°e
X/

L X4

MpoBepbTe, NOAKMOYEH NN KITUEHT.
MpoBepbTe, HOpMarnbHO N paboTaloT onepaLmmn Ha KIMEHTe.

CBA3aHHbIe KOMaHAbI

Bkntoyenue cdoyHkuumn FTP-cepsepa

KomaHpa ftp-server enable

OnucaHwue -

napameTpos

Pexum Pexum rnobanbHon KoHpurypaumm

KOHcpuUrypauum

BcTtpoeHHas KnueHT He mMoxeT nonyuutb poctyn k FTP-cepBepy, ecnu He

noackaska HacTpPOEH BEPXHUMA YPOBEHb KaTanora, MMEHW nonb3oBaTens u
napons. [loaToMy pekoMeHOyeTCA HacTpouUTb BEPXHUMA YPOBEHb
KaTtanora, UMeHM nosib3oBaTenis U napons Ans Bxoda B CUCTEMY,
o6paTuBLLMCE K NOCneayLWnM rnasam nepen nepBbiM BKAOYEHNEM
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CNy>x0bl.

HacTpolika gonycTuMoro konnyecTsa permctpauui

KomaHpa ftp-server login times times

OnucaHue times: YkasbiBaeT AOMYCTUMOE KONMMYECTBO BXOAOB B CUCTEMY B

napameTpoB AnanasoHe ot 1 go 10.

Pexum Pexnm rnobanbHOn KoHurypaumm

KOHcpurypauum

BcTpoeHHas Jdonyctumoe KONMUYeCTBO BXOLOB COOTBETCTBYET KONUYECTBY

nopckaska MonbiTOK MPOBEPKM Y4YETHbIX 3anucerd BO Bpemsi ceaHca FTP.
3HayeHne No ymonyaHui — 3, 4YTO O3Ha4vaeT, YTo ceaHC Oypger

npepBaH, €cnu Bbl BBEAETE HEBEpHOe MMS MNorfb3oBaTens Mnu
naponb TpW pasa, WU Opyrne nonb3oBaTenn CMOryT MepenTn B
onepaTUBHbBIN PEXUM.

HacTpoinka BpemeHu oxxuaaHust Bxoga onsa ceanca FTP

KomaHpga ftp-server login timeout timeout

OnucaHue timeout: YkasblBaeT BpeMs 0XugaHusa Bxoga B CUCTEMY B AnanasoHe
napameTpoB oT 1 Ao 30 MUHyT.

Pexum Pexunm rmobanbHon KoHurypaumm

KOHcUrypauum

BcTpoeHHas Tanm-ayT Bxoga O3HayaeT MakCUMasibHyl MNPOAOIHKUTENBHOCTb
noackaska ceaHca C MOMeHTa ero cosgaHus. Ecnu Bbl He NpongeTe NOBTOPHYHO

NMPOBEPKY napons BO Bpemsi TaliM-ayTa BXOda B CUCTEMY, cCeaHC
OyoeT npepBaH, 4ToObl OpyrMe norfb3oBaTenuM MOMMM BOWTM B
CUCTEMY.

HacTtponka kaTanora BepxHero yposHa FTP-cepBepa

KomaHpa ftp-servertopdir directory

OnucaHue directory: YkasbiBaeT nyTb A4OCTyna nonb3osaTens.
napameTpos

Pexum Pexum rmobanbHon KoHurypaumm
KOHcpuUrypauum
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BcTpoeHHas
noackaska

Ecnn BepxHun kaTanor cepBepa yctaHoBneH Ha "/syslog", FTP-
KNWEHT MOXeT MoSly4yuMTb OOCTYN TOSbKO K dparnam 1 kaTtanoram B
katanore "/syslog" Ha ycTponctBe nocrne Bxoga B cuctemy. M3-3a
OrpaHV4YeHU B KaTariore BEpPXHEro YPOBHA KIWEHT He MOXeT
BEPHYTbLCS B BEPXHUI KaTarnor "/syslog".

HacTtponka nmeHu nonb3oBaTtens Ans Bxo4a Ha cepsep

KomaHpa ftp-server username username

OnucaHue Username (Mima nonb3oBaTens): Yka3biBaeT MMs Mosib3oBaTens.
napameTposB

Pexum Pexum rnobansHon KoHpurypaumm

KoHduUrypaumm

BcTpoeHHas FTP-cepBep He nopaepxvBaeT aHOHUMHbLIN BXOA4 B CUCTEMY,
noackaska No3TOMYy HEOBXOAMMO HacTPOUTbL MMS NorMb3oBaTens.

Mmsa nonb3oBatena coctouT M3 64 cuMBOMOB, BKNoYas OyKBbl,
NOSYLUMPUHHBIE LNdPbI U cMMBOSTbI 6e3 npobenos.

HacTtponka nmeHu nonb3oBaTtens 1 napons Ans BXxoga Ha cepeep

KomaHpa ftp-server password [type] password
OnucaHwue type: 0 nnu 7. 0 o3Ha4aeT, YTO nNaposfb He 3awwndgposBaH (B BuAe
napameTpoB OTKPbITOro TeKcTa), a 7 ykasblBaeT Ha TO, YTO Maposb 3almndpoBaH
(TekcT wndpa).
password: YkasblBaeT naporb.
Pexum Pexum rnobansHon KoHpurypaumm
KOoHduUrypaumm
BcTpoeHHas Maponb cocTtouT TOnbKo M3 BykB unu undp. Mpobenbl B Havyane u
nopackaska KOHUe napona wurHopupytTca. [lpobenbl  BHyTpM  napons

paccMaTpmnBaldTCA KakK 4aCTb NaposiF.

Maponb B BMAE NPOCTOr0 TEeKCTa cocTouT n3 1-25 cMMBOMOB.
Maponb ona wngposBaHna cocTouT N3 4—52 cMMBONOB.

MmeHa nonb3oBatenen v naponu OOSMKHbl coBnagaTtb. MoXxHO
HacTpouTb He 6onee 10 nonb3oBaTenen.

HacTtponka Tanm-ayTa npoctos ans ceaHca FTP
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KomaHpa ftp-Server timeout time

OnucaHue time: YkasblBaeT BpemMs OXuAaHus NpocTod B AuanasoHe oT 1 go
napameTpoB 3600 MUHYT.

Pexum Pexum rmobanbHon KoHpurypaumm

KOHcpUrypaumm

BcTpoeHHas Tanm-ayT nNpocTosi ceaHca OTHOCUTCA K NPOAOSMKUTENbHOCTU OT
noackaska OKOH4YaHusa onepauun FTP go Havyana cnepyouwen onepauum FTP B

ceaHce FTP. lNocne Toro, kKak cepBep oTBeyaeT Ha komaHgy FTP-
KnveHTa (Hanpumep, nocre nosiHoW nepegadn danna), cepBep
HauyMHaeT OTCYET BPEMEHW MNPOCTOSA W OCTaHaBNUBaeTCA npwu
nonyyeHun  cnegywowen  komaHgbl  FTP-knuenTta.  [loatomy
HacTporka TauWM-ayTa nMnpoCTOSA He BMSET Ha HeKoTopble
TpyooeMKne onepauum nepegadn annos.

OtobpaxeHune co

CTOsIHUSA cepBepa

KomaHpa show ftp-server

OnucaHue HepocTtynHo

napameTposB

Pexum MpuBnnernpoBaHHbIn EXEC pexum

KOHcuUrypauum

BcTpoeHHas BbinonHute 9Ty KOMaHgy, 4TOObI OTOGpasuTb coctosaHne FTP-
noackaska cepsepa.

OTnapgka

KomaHpga debug ftp-server pro/err

OnucaHue HepocTtynHo

napameTposB

Pexum MpuBunermposaHHbii EXEC pexum

KoHduUrypauumm

BcTpoeHHas BbinonHute 3Ty kOMaHgy, 4TOObI OTnaXxmBaTb COOOLLEHUSA/OLINOKN
noackaska FTP-cepsepa.
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Mpumep KoHDUrypaumm
CospaHue FTP-cepsepa B cetn IPv4

“nnnuhu%
geeransss

194

X3

2

ATanbl
KOHcpuUrypaumm

X3

%

X3

2

password.

*
L X4

MUHYT.

BkntoyvaeT ¢yHkuuro cepsepa FTP.
HacTtponTe KaTanor/cucteMHbIN XXypHan BepXHero ypoBHs.
YcTtaHoBMTE MMSA nonb3oBaTenss Ha USer U naponb Ha

YctaHoBUTEe Ansi Taum-ayTa MNPOCTOA ceaHca 3HayeHue 5

QTECH (config) #ftp-server
QTECH (config) #ftp-server
QTECH (config) #ftp-server
QTECH (config) #ftp-server
QTECH (config) #ftp-server

username user
password password
timeout 300
topdir /

enable

7
L X4

BbinonHute
pesynbTar.

MpoBepka
KoHduUrypaumm

KOMaHAay

show ftp-server, 4T0bBbLI NpOBEPUTH

QTECH#sho ftp-server

ftp-server information

enable : Y

topdir : /

timeout: 30min

username config : Y
password config : Y
transfer type: ASCII
control connection : N
port data connection : N

passive data connection

QTECH#

N

Tunu4yHble oWNOKKN

« Mma nonb3oBaTensa He HaCTPOEHO.
Maponb He HacTpoeH.
+ KaTtanor BepxHero ypoBHHA He HacCTPOEH.

@ J) QTECH |
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7.5 KOHTpONb cOCTOAHUSA

OTob6paxeHune

OnucaHue KomaHpa

OtobpaxaeTt KOH(purypaumto | show ftp-server

FTP-cepsepa.

Otnapka

A\ CucTemHble pecypcbl 3aHATbl MPU  BbiBOAE OTMAAOYHON WHdopmauun. [loatomy,

OTKIO4YnUTE OTNaaKy cpasy nocrie NCnosjib3oBaHUA.

OnucaHue KomaHpa

Otnapgka cobbiTui owmnbok FTP- | debug ftp-server err
cepsepa.

Otnagka cobbiTnii coobweHnn | debug ftp-server pro
FTP-cepsepa.
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8 HACTPOUKA KITMEHTA FTP

8.1 O630p

MpoTtokon nepepayn dannos (FTP) asnaetca npunoxennem TCP/IP. YctaHoBuB
HagQeXHOe M OpPUEHTUPOBAHHOE Ha noaknoyeHne coepuHeHne TCP mexgy FTP-
KIMWEHTOM UM CepBepoM, Mofb3oBaTeflb MOXeT MOonyyYnTb AOCTYn K yAaneHHoOMY
KOMMbIOTEPY, HA KOTOPOM BbINONHAETCA nporpamma FTP-cepBepa.

KnuenTt FTP obecneunBaeTt nepegady annoB mexay ycrponctsom n FTP-cepsepom
no npotokony FTP. lNonb3oBaTenb McCnonb3yeT KIMEHT AN OTApaBKM KOMaHObl Ha
cepBep. CepBep oTBeYyaeT Ha KOMaHAy W OTnNpasnseT pe3ynbTaT BbINOSIHEHUS
knneHty. C nOMOLWbIO KOMaHOHOMO B3aMMOLEWCTBUSA  MNOMb3oBaTeflb  MOXET
npocmaTpuBaTb (paunbl B Katanore cepsepa, konuposaTb annbl C yAaneHHoro
KOMMblOTEPA Ha nokamnbHbIA KOMMNbIOTEP WM nepefaBaTb JlOKalbHble pannbl Ha
yaaneHHbI KOMNbIOTEp.

Mpotokon FTP npegHasHaveH onsa obnerdyeHus obmeHa hannamm nporpamMmm/gaHHbIX
N noowpeHna yaaneHHom paboTbl (C nomoLlblo nporpamm). MNMonb3oBaTtensm He HY>XHO
GecnokonTbCa O pasnMuUAx Mexay pasnuyHbiMW cucteMammn annoB Ha pasHbIX
xoctax. [aHHble nepepaoTcsd 3GPPEKTUBHBIM W HageXHbiM obpasom. FTP
obecneynBaeTt 6e3onacHoe yaganeHHoe ynpasneHue avnamu.

FTP-knuentol QTECH otnuuyarotca oOT cranHgapTHbix  FTP-knueHToB, KOTOpLIE
paboTalT C MHTEPaKTUBHbLIMW KOMaHZamu. Bmecto aToro BBeguTe KOMaHZy COpYy B
NHTepdence KOMaHOHON CTPOKWU, YTOObl BbINOSTHUTE WMHCTPYKUMW MO MOAKNHYEHUHO
ynpaBneHusi, Takue Kak open, user u pass. [locne ycTaHOBKM YrpaBnsoLero
COEOVHEHMs HauynHaeTca npouecc nepegayn annos, a 3aTeM YyCTaHaBNMBaeTCs
coeauHeHue Ansa nepegayv unm 3arpysku oannos.

© Crapble ycTporictBa nogaepxumsatoT TFTP. OgHako TFTP ucnonb3yetcs ons nepegayn
Hebonbwnx gannos, a FTP ucnonb3yetca ana nepegayn 6onblwimx gannos. Peanusauns
npotokona FTP Ha ycTponctBe nossonseT nepefaBaTb annbl Mexay JOKanbHbIM
YCTPOWCTBOM M APYrMMU KITMEHTAMWN NN CepBEpPamMU.

MpoTokonbl U cTaHAapThbI

< RFC959: MPOTOKO/ NMEPEJAYM ®AVNOB (FTP)

8.2 NpumeHeHne

MpumeHeHue Onucanue

3arpyska nokanbHOro | JlokanbHble W yaaneHHble dannbl  OO0MKHbl  BbITh
dannia Ha ypaneHHblv | nepedaHbl, Hanpumep, A8 3arpy3ky fokanbHoro panna
cepsep Ha yaarneHHbIn cepBep.

3arpyska danna c JlokanbHble ¥ yganeHHble dannbl  OOMMKHbI  BbITb
yOarneHHOro cepeepa Ha | nepedaHbl, Hanpumep, AN 3arpysku danna ¢ yganeHHoro
fnoKanbHoe YCTPOWUCTBO cepBepa Ha nokanbHoe YCTPOWUCTBO.
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8.2.1 3arpy3ka nokanbHoro ¢anna Ha yaaneHHbIN cepBep
CueHapun

JlokanbHble 1 yganeHHble hannbl A0MKHbI ObITb NepeaaHbl, HanpuMmep, Ansa 3arpysku
nokanbHOro gpamna Ha ygarneHHbIn cepsep.

Kak nokasaHo Ha M3obpaxeHune 8-1, pecypcbl UCMOMb3YOTCHA TONbLKO B MHTPaceTu.
N3o6paxeHune 8-1

 JE

FTP Client FTP Server

OnucaHue
s OcyuwecTBnATb TONbKO CBA3b B IHTpaHeTe.

*

% Bkntouute 3arpysky dannos Ha FTP-knueHTe.

X/

«» Bkntouute 3arpysky cannos Ha FTP-cepsep.

8.2.2 3arpy3ka thanna c yaaneHHoro cepsepa Ha nokanbHoe YCTPOUCTBO
CueHapuu

NokanbHble ¥ yaaneHHble dainbl OOMKHbI OblTb NepedaHbl, HanpuMep, Ans 3arpy3sku
dhaiina c yganeHHoro cepeepa Ha NnokanbHoe YCTPONCTBO.

Kak nokasaHo Ha N3obpaxeHue 8-2, pecypcbl UCNOSb3YOTCSA TOMbKO B UHTPACceTW.
N3o6paxeHune 8-2

o < ¥

FTP Client FTP Server

OnucaHue

®,

* OcyUJ,eCTBJ'IFITb TOJIbKO CBA3b B MHTpaHeTe.

X/

¥ Bknounte 3arpysky dpamnos Ha FTP-knneHTe.

®,

% Bkniounte 3arpysky dannos Ha FTP-cepsepe.

X/

X/

8.3 KnroyeBble 0COGEHHOCTH

BbasoBble KoHUenuuu

3arpyska gannos FTP

3arpyska dannos ¢ FTP-knueHTa Ha FTP-cepBep.
CkaumBaHue pannos FTP

3arpyska gannoB ¢ FTP-cepBepa Ha FTP-knueHT.
Pexum nogkntoyenus FTP

FTP-knueHT n FTP-cepBep MoOryT ObiTb MOAKMOYEHbI B aKTMBHOM WM MACCUMBHOM
pexume.

Pexum nepepauun no FTP
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Mepepayva paHHbIX Mexay FTP-knneHtom u FTP-cepBepom BO3MOXHa B [OBYX
pexumax: B TekctoBom (ASCII) n oBon4YHOM (OBOUYHOM).

YkasaHue IP-agpeca nHtepdeinca nctouHnka gna nepegadm no FTP

KnueHt FTP HacTpoeH Ha ucnonb3oBaHne ucxogHoro IP-agpeca onga ceasu ¢ FTP-
cepBEpPOM.

O630p

PyHKUMA OnucaHue

3arpyska daunnoB | 3arpyska ¢gannos ¢ FTP-knueHTa Ha FTP-cepBep.
FTP

3arpyska daunnoB | 3arpyska ¢gannos ¢ FTP-cepBepa Ha FTP-knneHT.
FTP

Pexnm YKasblBaeT pexum coefuHeHuss mexay FTP-knueHtom mn FTP-
nogknoyenus FTP | cepeepom.

Pexum nepegayv | YkasblBaeT pexum nepegadn mexgy FTP-knneHtom wn FTP-
no FTP cepBepoM.

YkasaHue IP- | Hactponka ncxogHoro IP-agpeca FTP-knneHTa gna csasm ¢ FTP-
agpeca CepBEPOM.

nHTepdenca
MCTOYHMKA ans
nepegayn no FTP

8.3.1 3arpy3ka cannoB FTP

FTP nosgonsetr 3arpyxatb dannbl. 3anyctute FTP-knueHt un  FTP-cepep
OAHOBPEMEHHO 1 3arpy3ute dannsl ¢ FTP-knneHTa Ha FTP-cepsep.

8.3.2 CkaumBanue cpannos FTP

FTP nosgonsetr ckaumBatb dannbl. 3anyctute FTP-knueHt un  FTP-cepep
OAHOBPEMEHHO 1 3arpy3ute ¢annsl ¢ FTP-cepeepa Ha FTP-knueHT.

8.3.3 Pexxum nogknroyeHus FTP

FTP pomxkeH wucnonb3oBaTb [fABa coeanHeHuss TCP: oguH kaHan ynpaBneHus
(komaHOHOE coenHEHME), KOTOPbIN UCMOoNb3yeTcs Ans nepegadn komaHg mexagy FTP-
KNMEHTOM M CepBEPOM; OPYron KaHan nepefayun OaHHbIX MCNonb3yeTca ANs nepegadn
WIn 3arpy3kn SaHHbIX.

CoeavHeHue ynpaBneHus: HekoTopble MpOCTble CeaHCbl [AOCTYMHbl TOMbKO C
ynpasnawowmuMm noaknodeHmem. KnveHT oTnpaBnseT komaHay Ha cepsep. [locne
Mony4YyeHns KOMaHObl cepBep oTnpaBnseT oTeeT. [pouecc nokasaH Ha M3obpakeHue
8-3.
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N3o6paxeHue 8-3 MNogknoyeHre ynpaBneHus
FTP Server FTP Client

s »

Control created

il

\%_\*

CoeaunHeHne ynpaBneHnst U nepenada aaHHbIx: Korga KnnMeHT oTnpaensieT koMaHay Ha
3arpysky WnuM 3arpysky [aHHblX, HeoOXOAMMO YCTaAHOBWUTb Kak ynpasnsioLiee
coeanHeHune, Tak U CoeAMHeHMe NS nepegayn OaHHbIX.

FTP nogopepxuBaeT aBa pexuma nepegayvv gaHHblx: AKTuBHbIN (PORT) 1 naccuBHbIn
(PASC). Mpu ycTaHOBNEHMM CcCOEOMHEHUS 0N Nepefayn LaHHbIX WUCMNONb3yHTCA
pasHble PEXUMBbI.

¢ AKTUBHbBIN pPeXum

B oatom pexnme FTP-cepBep aktmBHo nogkntoyaetca K FTP-knueHTy npu
YCTaHOBIEHUN COeANHEHNA ONS nepedayvn AaHHbIX. OTOT PEXMM COCTOUT U3 YeTblpex
3Tanos:

KnneHT ncnonb3yet ucxoaHoin nopt 5150 ona cBsasm ¢ cepBepoM vepes nopt 21, Kak
nokasaHo Ha puc. 1-1, yToObl OTNPaBUTbL 3anMpoC Ha MOAKNKYEeHUe U coobwnTb
cepBepy, YTO UCNOoMb3yeMbIn NOPT — nNopT 5151.

Mocne nonyyeHus 3anpoca cepsep otnpaendetr otBeT OK(ACK). O6bmeH AaHHbIMU
MeXAy KIMEHTOM 1 CEPBEPOM YNpPaBSeT CUrHaNM3aumen Yepes KOHCOSbHbIE NOPThI.

Cepsep nossonsieT nopty 20 B kayecTBe UCXOOHOro nopTta OTNPaBNATb AaHHble Ha
nopt 5151 knneHTa.

KnuneHT otnpaenseT oTeeT. [lepefayva gaHHbIX 3aBepLuaeTcs.
N3obpaxeHune 8-4 AktneHbIn (PORT) pexum

FTP Server FTP Client
Port 20 Port 21 Port 5150 Port 5151
Data Command Command Data
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X/

< [MaccuBHbIN pexum

X/

s W3obpaxeHwne 8-5 MNMaccmBHbin pexum (PASV)

FTP Server FTP Client
I“%
Port 20 Port 21 Port 5150  Port 5151
Data Command Command Data
[ ] [ ] ) AT [ ]
Port 3268 ) BB

Pasy

Data
]

—

OTOT pexum 4YacTo 3agaeTcs KomaHgow passive. [locne ycTtaHOBNEHUs coeanHEHUs
ans nepegayvn gaHHblx FTP-cepBep nogkntovaetcsa K knveHTy FPT naccuBHo. OTOT
PEXNUM COCTOUT U3 YeTbIPEX 3TanoB:

B nmaccvBHOM pexume KNUMeHT MHUUnanm3npyeT CUrHanbHoe CoeiHEeHne ynpasrieHus.
KnneHT ncnonbayet ncxoaHoin nopt 5150 ona nogknioyeHus K cepBepy vepes nopt 21,
Kak nokasaHo Ha puc. 1-5, n 3anyckaet komaHay passive, 4Tobbl 3anpocuTb Nepexos
cepBepa B pexum PASV.

Cepsep cornawaetcs Bontn B pexum PASV, BbibMpaeT HoMep nopTa, NpeBbiatoLmim
1024, cny4anHbiM 06pa3om 1 coobLaeT HOMEP NOpTa KIUEHTY.

Mocne nonyyeHust coobLeHns KNMeHT ucnonbdyeT nopT 5151, kak nokasaHo Ha puc. 1-
5, ona ceda3n ¢ cepBepom 4vepe3 nopt 3268. 3gecb nopt 5151 aBnseTca ncxogHbIM
nopTom, a nopT 3268 — NOPTOM Ha3Ha4YEHUS.

Mocne nonyyeHus coobueHuns cepep oTnpasnsaeT gaHHble n otBevaeT ACK(OK).

[Mocne ycTaHOBMNEHWSI COEQUHEHNS ONA Nnepefadn AaHHbIX MOXHO BbINOMHUTL 3arpy3Ky
N ckauymBaHue dannoB. Kpome TOro, MOXHO BbINOSIHUTL HEKOTOpble onepaumm c
dannom cepsepa U3 KIMeHTa.

& CoeavHeHve ynpaBneHus 4ns nepegayn komaHg u obpaTHol CBS3W Bcerga npucyTcTByeT,
TOorga Kak coevHeHve Ans nepefayvn aHHbIX YCTAHOBEHO Mo mMepe HeobXxoammocTy.
Tonbko knneHT FTP nmeeT npaso BbiGMpaTb M ycTaHaBnueatb pexum PASV nnn PORT.
FTP-knueHT oTnpaBnsieT KoMaHay ANs YCTaHOBIEHWUs COeAMHEHMSI C AaHHbiMu. FTP-
knneHTbl QTECH no ymonyaHuio ncnonsayot pexxum PASV.

8.3.4 Pexxum nepepaum no FTP

FTP npenocraenseT asa pexuma nepegayun: tekctosbin (ASCIl) n asonyHbin (Binary).
B Hactoswee Bpema FTP-knuenHtol QTECH nopaepxuBatoT kak ASCIl, T1ak un
ABOUYHBINA PEXUMbBI U MO yMon4aHuio ucrnons3ytoT pexnm BINARY.

< Pexunm ASCII
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Pasnuune mexpgy pexvmamm ASCIl n Binary 3akniodaetca B obpaboTke Bo3BpaTta
KapeTkn n nepesopa ctpoku. B pexume ASCII Bo3BpaT kapeTku U NepeBod CTPOKU
N3MEHSIOTCA Ha foKanbHbIM cMMmBOST Bo3BpaTta kapeTtku (CRC), Hanpumep, \n B Unix,
\r\n B Windows u \r B Mac.

¢ [1BOVYHBIN pexmum

[BOVYHLIA pPEXMM MOXET WCMONb30BaTbCA AN nepefavn UCMONHAEMbIX pannos,
ckKaTblX annos n dannoB unsobpaxeHun 6e3 ob6paboTkM [aHHbIX. Hanpumep,
TekcToBbI hann Heobxoammo nepeHectn u3d Unix B Windows. lNpu mncnonb3oBaHnn
ABOWYHOIO pexmma paspbiB cTpokn B Unix He OyaeT npeobpasosaH m3 \r B \r\n;
noatomy B Windows 3TOT (haisi He UMeeT CTPOK M OTobpakaeT MHOro 4YepHbIX
KBagpaToB. Takum obpasoMm, OBOWUYHBbIA pexnm obecnevnBaet ©Gonee ObICTPyHO
nepegavy Bcex ¢annos n bonee HagexHyto nepegadvy dannos ASCII.

8.3.5 Yka3aHue IP-agpeca uHtepdenca nctouyHmka ans nepegaum no FTP

KnneHt FTP HacTpoeH Ha mucnonb3oBaHue ucxogHoro IP-agpeca ans ceasm ¢ FTP-
cepBepoM. Takmm obpasom, knueHT FTP nogkntovaeTcs K cepBepy M COBMECTHO
ncnosb3yeT gpansnbl C cepBepoM No ykaszaHHOMY ucxogHomy IP-agpecy.

8.4 HacTtpouka

HacTtpouka OnucaHue u KomaHaa
HacTporika 3 A\ (O6saszaTenbHO) ucnonb3yeTcs AnNs HacTPoOWKM dyHKuun FTP-
OCHOBHbIX OYHKLINI KNueHTa.
copy flash 3arpyska danna.
copy ftp CkaumBaHue hanna.
HacTtpoiika A\ (OMUMOHANBHO) wucnonbayeTcs ANs  HacTpolku pabouero
OOMOJTHUTENbHbIX pexuma FTP-knuneHTa.
OYHKUNI
ftp-client port YcTtaHaBnuBaeT PEXNM
NOAKMIOYEHNST Ha  aKTUBHbIN
(port).
ftp-client ascii YcraHaBnueaeT peXnm
nepeaayn ASCII.
ftp-client source-address HacTtpavBaeT wucxogHbin |IP-
agpec knueHTa FTP.
default ftp-client BoccTaHaBnvBaeT HacTponku
MO YMOJSIHAHUIO, a WMEHHO,
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pexum NoAKoYeHns
YCT@HOBMEH Ha NacCUBHbIN
(PASV), pexum nepegaym Ha
OBOUMYHbIK M UcxogHbin |IP-
agpec yoaneH.

8.4.1 HacTtponka OCHOBHbIX PYHKLUMN

Pe3ynbTaT KOHbUrypaumum

s Peanusauus 3arpysku n ckadmsaHua pansos.

MpumeyaHunn

% Ob6paTuTte BHMMaHWe Ha bopMaThbl KOMaHA ANS 3arpy3kn U cCKavynBaHUs.
ATanbl KOHUrypaumm

3arpyska danna

s OTa KoHurypaumsa asnsetcsa obs3aTtenbHOn, ecrnm HeobxoanmMo 3arpy3nTb dann.

*

s Hactponte URL-agpec FTP B kadecTBe agpeca HasHayeHusi KOMaHAbl COpPYy B
npusmunernposaHHom pexmve EXEC.

CkaumBaHue hanna

s OTa KOH(urypauma asnsaetca obsi3aTtensHOM Npu 3arpyske dpanna.
« Hactponte URL-agpec FTP B kayecTtBe agpeca WCTOYHMKA KOMaHAbl COpYy B
npusunernposaHHom pexmve EXEC.

lNMpoBepka KoHcUrypaumm

« [MpoBepbTe, CyLlecTBYET N 3arpyXeHHbIn hann Ha FTP-cepsepe.
« [lpoBepbTe, CyLLECTBYET NI 3arpy>KeHHbIN hann No agpecy HasHayYeHus.

CBsA3aHHblIe KOMaHAbI
3arpyska ganna

KomaHpa copy flash:[ local-directory/ ]local-file
ftp:  //lusername:password@dest-address[ /remote-directory ]
/remote-file
OnucaHwue local-directory: YkasbiBaeT kaTanor Ha flokanbHOM ycTponctee. Ecnu
napameTposB OH He yKa3aH, yka3blBaeT Ha TeKyLLMI KaTanor.

local-file: Yka3biBaeT nokanbHbIn hann onsa 3arpysku.

username: YkasblBaeT MMA nonb3oBaTena ana gocrtyna Kk FTP-
cepBepy, coctosiwemy M3 He Gonee 32 6anT U UCKNOYasa Takue
pasgenutenu, kak / : @ v npoben. OTOT napameTp sBNseTcA
obs1I3aTenbHbIM.

password: YkasbiBaeT napornb Ana pgoctyna k FTP-cepsepy,
cocTosAlMn He Oonee 4yem un3 32 0OalT M WUCKNOYas Takue
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pasgenutenn, kak /
obda3aTenbHbIM.

@ v npoben. OTOT napameTp saBNSeTCA

dest-address: YkasbiBaeT IP-agpec aons FTP-cepBepa.
remote-directory: YkasblBaeT KaTtasnor Ha cepBepe.
remote-file: NepenmeHoBLIBAET hann Ha cepBepe.

/A Ha ycTpoiictBe pomkeH 6biTb co3daH KaTamor, yKasaHHbIi B mone
local-directory. 9Ta kKOMaHga He CO34aeT KaTanor aBToMaTUYECKU.

Pexum Pexunm rmobanbHon KoHpurypaumm

KOHcUrypaumm

BcTpoeHHas BbinonHuTte 3Ty KoMaHay, 4ToObl 3arpy3nTb dann ¢ aw-namaTn
noackaska nokansHoro yctponctea Ha FTP-cepsep.

3arpyska danna

FTP

KomaHpa copy ftp://lusername:password@dest-address[ /remote-directory
J/remote-file
flash:[ local-directory/ Jlocal-file
OnucaHue username: YkasblBaeT UMA nonb3oBaTend ans gocrtyna Kk FTP-
napameTpoB cepBepy, cocrtosiemy M3 He Gonee 32 6anT U UCKNYasa Takue
pasgenutenu, kak / : @ wu npoben. JTOT napameTp saBMASeTCA
oba3aTenibHbIM.
password: YkasbiBaeT naponb Ansa goctyna k FTP-cepsepy,
cocTosAWMM He Oonee 4yem un3 32 OalT M UCKNOYas Takue
pasgenutenu, kak / @ @ wu npoben. JTOT napameTp aBMAdeTCs
oba3aTenbHbIM.
dest-address: YkasbiBaeT IP-agpec gns FTP-cepsepa.
remote-directory: Yka3sblBaeT KaTasnor Ha cepsepe.
remote-file: YkasbiBaeT cann ansa 3arpysku.
local-directory: YkasblBaeT katasnor Ha fiokarbHOM ycTponctee. Ecnun
OH He yKa3aH, yKa3blBaeT Ha TeKyLMI KaTanor.
local-file: NepenmeHoBbIBaET hann B fiokarbHON PraLW-NamaTy.
/A Ha ycTpoiicTBe formkeH GbiTb CO34aH KaTaror, ykasaHHbI B Momne
local-directory. 9Ta kOMaHga He CO34aeT KaTanor aBToOMaTUYECK.
Pexum Pexum rnobanbHon KoHpurypaumm
KOHcpuUrypauum
BcTtpoeHHas BbinonHuTte aTy koMaHay, 4Tobbl 3arpy3ntb ¢ann ¢ FTP-cepeepa Bo
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noAacKa3kKa (bJ'ISLIJ-I'IaMFITb JIOKalribHOro yCTpOVICTBa.

Mpumep KoHduUrypaumm
3arpyska danna

Aranbl 3arpy3ute nokanbHbin cann local-file B pomawHun kartanor
KOHcpurypauumm home ycTponcTtBa B KOpHeBOM KaTtanor root FTP-cepBepa ¢
MMeHeM nonb3oBaTens user, naponem pass u IP-agpecom
192.168.23.69 n nmeHem cdanna remote-file.

QTECH# copy flash: home/local-file
ftp://user:pass@192.168.23.69/root/remote-file

MpoBepka MpoBepbTe, cyuwecTByeT nu pann ypaneHHoro cphavna Ha FTP-
KoHduUrypauumm | cepsepe.

CkauvBaHuve hanna

dTanbl 3arpy3ute dpann remote-file n3 kopHeBoro kartanora root FTP-
KOHdUrypaumm cepBepa C MMeHeM Monb3oBaTens user, naponem pass u IP-
agpecom 192.168.23.69 B AomalluHMK KaTanor home ycTtpoucTea
n coxpaHute chamnn kak local-file.

QTECH# copy ftp://user:pass@192.168.23.69/root/remote-file
flash: home/local-file

MpoBepka MpoBepbTe, cyuwectByeT nu dann remote-file B agomawwHem
KOHcurypauum | katanore home naw-namaru.

TUNUYHbIE OLIUOKK

X/

% ®dopmaTtbl KOMaHA AN 3arpy3kn U CkauMBaHUS HEBEPHbI.

X/

* HeBepHoe nMA nosrb3oBaTesia Unm naporsib.

8.4.2 Hactpouka gononHuTenbHbIX (hyHKLUN
PesynbTat KOHdUrypauum

¢ YcTaHOBUTE peXuMbl NOAKMNIYEHUA U nepedadn U HacTpouTe ncxogHoln IP-agpec
KNUueHTa ans 3arpysky U ckadnBaHng pannos.
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MpumevyaHusn

J/

ATanbl KOHUrypaumm

YcTaHoBKa pexunma nogknioveHus B aktmsHoe (Port)
% OnunoHansHo.

X/

«» HactpownTte pexum nogkntodeHums FTP.
YcTtaHoBute pexum nepegaym B ASCII

< OnumoHanbHo.
« HactpownTte pexum nepegayn FTP.

HacTtponte ncxogHein IP-agpec knueHta FTP

+»» OnuuoHanbHo.
« Hactpounte ncxogHein IP-agpec knnenta FTP.

BoccTaHoBMNeHre HacTpPoeK No yMonYaHuio

+»» OnuuoHanbHo.
« BoccTtaHoBuTe HacTporkn knueHta FTP no ymonyanuto.

lNMpoBepka KoHcUrypaumm

BbinonHute komangy show run, 4tobbl NpoBepUTL pesynbTar.
CBA3aHHble KOMaHAbI

YcTaHoBKa pexuma nogknioveHus B aktmsHoe (Port)

KomaHpa ftp-client [ vrf vrf-name ] port

OnucaHue vrf vrf-name: YkasbiBaeT VRF.

napameTposB

Pexum Pexum rnobanbHon KoHpurypaumm

KOoHduUrypaumm

BcTpoeHHas BbinonHute 3Ty KOMaHAy, 4Tobbl YCTAHOBUTL PEXMM MOLKITHOYEHNS

nopckaska Ha akTmBHbin (PORT). Mo ymMonyaHuio Mcnonb3yeTcs NacCUBHLIN
pexum nogkntoveHns (PASV).

s Ecnu Heobxoammo HacTpouTb knneHT FTP Ha ocHoBe VRF, cHayana ykaxute VRF.

HacTtponte ncxogHoein IP-agpec knueHta FTP

KomaHpa ftp-client [ vrf vrfname ] source-address {ip-address | ipv6-
address}

OnucaHue vrf vrf-name: YkasbiBaeT VRF.

napameTpos

ip-address: YkasbiBaeT |IPv4-agpec nokansHoOro nHtepgenca.
ipv6-address: YkasbiBaeT |IPv6-agpec nokanbHOro nHTepgenca.
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Pexum Pexum rnmobanbHon KoHpurypaumm

KOHcpuUrypaumm

BcTtpoeHHas BbinonHute aty komaHgy, 4tobbl HacTpouTb IP-agpec uHTepdenca
noackaska KNueHTa 4Nns NogknioveHus K cepsepy. 1o ymonyaHuio anga KnueHTa

He 3agaH nokanbHbin IP-agpec. Bmecto aToro mapLupyT Bbibupaet
IP-agpec aong knueHTa.

YcTtaHoBute pexum nepegaym B ASCII

KomaHpa ftp-client [ vrf vrf-name ] ascii

OnucaHue vrf vrf-name: YkasbiBaeT VRF.

napameTposB

Pexum Pexunm rmobanbHon KoHpurypaumm

KOHcpUrypaumm

BcTtpoeHHas BbinonHuTe 3Ty KOMaHay, 4YTOObI YCTAHOBUTH pPeXUM nepenayu
noackaska ASCII. TNo ymonyaHuio Ncnonb3yeTcs ABOMYHbIN PEXNM nepeaayn.
BocctaHoBneHme HacTpoek N0 YMOMYaHuio

KomaHpga default ftp-client [ vrf vrf-name ]

OnucaHue vrf vrf-name: YkasbiBaeT VRF.

napameTposB

Pexum Pexunm rmobanbHon KoHurypaumm

KOHcUrypaumm

BcTpoeHHas BbinonHute 39Ty KOMaHay, 4TOObI BOCCTAHOBUTbH HACTPOWKM MO
noackaska YMOMYaHMIO, @ UMEHHO, PEXUM MOAKNHYEHUS, YCTAaHOBIEHHbIN Ha

naccuBHbin (PASV), pexum nepegaym gsouyHoro koga u IP-agpec
WCTOYHMKA yaaneH.

Mpumep KoHduUrypaumm

HacTporika 0onoNHUTENbHbIX (OYHKUUIA

Aranbl < YctaHoBuTe pexum nogknrovyeHusa FTP k nopry.
KoHdurypaumm < YctaHoBuTe pexum nepeaaym ASCII.
+ YcraHoBuTte IP-agpec ncrouyHuka Ha 192.168.23.167.
« YctaHoBuTe pexum nogknroveHus vrf 123 Ha nopr.
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% YctaHoBuTte pexum nepeaaum vrf 123 B ASCII.
QOTECH# configure terminal
QTECH (config)# ftp-client ascii
QOTECH (config) # ftp-client port
QTECH (config)# ftp-client source-address 192.168.23.167
QTECH (config) # ftp-client vrf 123 port
QTECH (config)# ftp-client vrf 123 ascii
QTECH (config) # end
MpoBepka 3anyctnte komaHgy show run Ha ycTponcTee, 4TOObl NMPOBEPUTD,
KOHcUrypaumm OenctByeT fiv KoHdurypauus.
QTECH# show run
!
ftp-client ascii
ftp-client port
ftp-client vrf 123 port
ftp-client vrf 123 ascii
ftp-client source-address 192.168.23.167
|
TunuyHble oWNOKKU
*» WcxogHbin IP-agpec He aBnsieTcs nokanbHbiM IP-agpecom.
s [lepepn HacTpoukon komaHapl ftp-client vrf HacTponTe komaHay vrf.
8.5 KoHTponb cocTosiHusA
OTobpaxeHue
OnucaHue KomaHpa
OtobpaxaeT KkoHurypaumo  show run
FTP-knueHTa.
Otnapgka
/A CucTemHble pecypcbl 3aHATbI MpU  BbLIBOAE OTNaAouYHOM uHopmaummn. [loatomy,

OTKNK4YUTE OTNagKy cpasy nocrie ncnonb3oBaHUA.

OnucaHue KomaHpa

Otnapka FTP-knueHTa. debug ftp-client
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9 HACTPOUKA TYHHEJIbHOIO UHTEP®EUCA
9.1 O630p

MHTepdencbl TyHHenem — 3TO BUPTyalnbHble WHTEPENCHl, UCNosib3yemMmble AJIS
BHEAPEHUS TYHHeNupoBaHus. TyHHEmNbHbIN MHTepdenc obecneumBaeT cTaHAAPTHLIN
KaHan nepefayn, N BaM He HYXXHO YKasblBaTb TPAHCMOPTHbLIN NPOTOKOST UIM NPOTOKOS
nonesHon Harpysku. Kaxgbll wnHTepdenc TyHHens npencraeBnseTr cobor KaHan
nepegayu.

(DyHKLI,VIFI TYHHENMpOoBaHUA BKITKOYaeET clrieayrumne KOMMNOHEHTbI:

X/

% KoHTponb Harpysku: Mcnonb3yetca Ans MHKaNcynauum AaHHbIX, NepefaBaeMbiX B
TyHHensx. Hanpumep, npotokonsl IPv4 n IPv6 paboTatoT Kak NpoTOKOSbl NOSIE3HOM
Harpy3kn. TyHHenu c obwen wHkancynauven wmapwpytnsaumm (GRE) wmoryt
nepegasaTb AaHHble |IPv4 nnu IPV6.

% [lpotokon nepepadn AaHHbIX: Mcnonb3yetca Ans BTOPUYHOW MHKaNCynsuuvuM u
noeHTUrKaumm nepegaBaemMblX AaHHbIX. B TYHHeNsAX, OnNMCaHHbIX B HACTOSLLEM
AOKYMeHTe, UCnonb3yeTcs Torbko TyHHernb GRE ¢ npoTokonom nepefadn AaHHbIX,
TO ecTb npotokoniom GRE. B gpyrnx TyHHensax ucnonb3ytoTcss npoTokonbl IPv4 un
IPV6. NakeTbl MHKanNcynupyTca ¢ BHELWHUMM 3arorioBkamu IPv4 u IPV6.

< [poTokon TpaHcnopTa: Mcnonb3yeTcs ans nepegauyn AaHHbIX,

WHKancynupoBaHHbIX BO BTOPOM pa3 Mo MpOTOKOSy nepedavym  OaHHbIX.

O6opynoBaHne QTECH wucnonb3yloT LUMPOKO MpuUMeHsieMble NpOoToKonbl IPv4 n

IPv6 B kayecTBe TPaHCMNOPTHbLIX MPOTOKOSOB.

TyYHHENbHbIA PEXUM MOXHO MCMONb30BaTb AS1 YCTAHOBMNEHUS CBA3N Mexay OBYMS
YACTHbIMW CEeTAMM, UCMONb3YIOLWNMM OOMH N TOT >Xe MPOTOKOJ, Yepe3 reTeporeHHyo
o0LLeoCTYNHYO CeTb.

TyHHENUPOBaHME NPUMEHMMO K CrEeAYOLIMM CLEHapUsIM:

o

< [NockonbKky TyHHenMpoBaHWe nogAepXuBaeT pasfunyHble MPOTOKOSbl MOMEe3HON
Harpy3kuM, OHO MO3BONSET OCYLIECTBMSATb CBA3b MeXAy JoKanbHbIMU CEeTAMU, B
KOTOPbIX MCMONb3YKTCA NPOTOKOSbI, OTANYHLIE OT IP, Yepes eanHyto ceTb (IP-ceTb).
lMockonbky  TyHHenupoBaHue paboTtaeT Ha  MapwpyTax, WCMOMNb3YLWMX
TpaHcnopTHble npoTokonbl (IP-npoTokonbl), OHO no3BonseTr 6onee  LWKUMPOKO
NPUMEHATb NPOTOKOSbI C OFpaHUYeHNEM Nepexonos.

< TyHHenunpoBaHue No3BoNsEeT NOAKIYaTb OTAENbHbIE NOACETN Yepe3 eauHY CeTb
(IP-ceTb).

+ TyHHenupoBaHwe nO3BONSAET BKMIOUYUTL (PYHKUUIO BUPTyarbHOW YacTHOW CceTu

(VPN) B rnobansHbix ceTtax (WAN).

MHKancynupoBaHHble AaHHblE MepeaarnTcs Yepes3 TYHHENW, YTO SBMSETCS CrOXHbIM
npoueccoMm. B HekoTopbix criyyasix HeobxoaMmo obpaTuTb BHUMaHWE Ha criegyloline
N3MEHEeHUS:

% Tlockonbky TYHHENb SIBMSIETCA NOMMYECcKMM KaHanoM, OH, Mo-BUAMMOMY, siBNsieTCs
OOHVM MepexoaoM B MaplipyTusaumm. OgHako dakTUYeckn CTOMMOCTb MYTU MOXET
6biTb Gonee opgHoro nepexogda. Mpu MCNONb3oBaHUWM TYHHENs Ans nepegayu
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obpaTtuTe BHMMaHWe, YTO MapLUpPyT KaHana TyHHeNs oTnimMyaeTcsa oT (pakTU4eCcKoro
MapLipyTa.

Mpn HacTporike GpaHamayapa unu cnucka koHTponsa goctyna (ACL) npumuTe BO
BHMMaHWe KoHdurypaumo TyHHens. lNponyckHaa cnoCOBbHOCTb U MaKkcUMarnbHbIN
pasmep nepegasaemoro naketa (MTU), paspelleHHbIn NpOTOKOSIaMU MONEe3HON
Harpysku, MeHbLUe TEOPETUYECKNX 3HAYEHUM.

n POTOKOJIbl U CTaHAAPTDbI

X/
L X4

X/
°

X/
L X4

X/
°

X/
L X4

*
L X4

X/
o

X3

*

X/
o

X/
o

X3

*

X/
o

R/
A X4

RFC2784: O6bwas nHkancynaums mapuwpyTta (GRE)

RFC2890: PacwupeHus krntoya 1 nopsigkosoro Homepa ans GRE

RFC3056: NMoakntoyeHne gomeHos IPv6 4yepes obnaka IPv4

RFC3068: Anycast Prefix ana peTpaHCnATOpHbLIX MapLipyTM3aTopoB 6Ha4
RFC3964: Bonpockl 6e3onacHoctu aons 6Ha4

RFC4023: Uukancynauua MPLS B uHkancynauuun IP vnn obwen maplipyTtusaumm
(GRE)

RFC4087: IP-TyHHens MIB

RFC4213: ba3zoBble MexaHN3Mbl Nepexoaa Ansa XOCToB U MaplpyTmusaTtopos IPv6
RFC4797: Wcnonb3osaHne obwen nHkancynsaumm mapwpytmnsaumm (GRE) nnn IP-
agpeca B BUpTYyanbHbIX YacTHbIX IP-cetax BGP/MPLS IP (PE-PE)

RFC5158: Cneuundukauusa genernposaHnsa 6Ha4 obpatHoro DNS

RFC5214: BHyTpucanToBas aBTomaTtmnyeckasi agpecauns tyHHenen (ISATAP)
RFC5332: MHoroagpecHas nHkancynauua MPLS

RFC5579: lNepepaya naketoB |IPv4 no nHtepdencam npoTtokona aBToMaTn4eCcKoro
TyHHenunpoBaHus (ISATAP) Ha BHyTpUcanToBOW OCHOBE

RFC5845: MNapameTp kntoya obuwien uHkancynauum mapwpytudaumm (GRE) ans
MOBUNBHOIO NPo3payHoro (proxy) IPv6

RFC6245: PacwupeHue knova oben nHkancynauun mapwpytudaumm (GRE) ans
mMobunbHoro IPv4

RFC6343: PekomeHgauun no paseepTbiBaHUO 6Ha4

RFC6372: YnpaBndemble npoBanaepoM TyHHeNnu 6Ha4

Onuwnn draft-zhou-dhc-gre-option-00 DHCPv4 n DHCPv6 gns GRE
draft-templin-v6ops-isops-18 PykoBoacTBO Mo akcnrnyaTauum passepTbiBaHusa |IPv6
Ha y3nax IPv4 c ncnonbsoBaHuem ISATAP

9.2 NpumeHeHne

NMpumeHeHune OnucaHwue

Hoctyn k cantam IPv6 B HocTtyn k cantam IPv6 B kamnycHown ceTu.

ceTun KamMnyca

MogknoyeHve cetu CoegunHsaeT ceTb KOMMMeEKca 34aHWA C MarnctpanbHOMn
Kamnyca K MaructpanbHon | cetbto IPv6.

cetu |IPv6
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9.2.1 foctyn k cautam IPv6 B ceTn kamnyca
CueHapun

Cepsepsbl IPV6 pa3BepTbiBalOTCA B HEKOTOPbLIX KaMMyCHbIX ceTsx, v MK gomkHbl nmeTb
AOCTYyN K cepBepaM. [Ans peanusaumm 4octyna MOXHO UCMONb30BaTb BHYTPMUCANUTOBbIN
NPOTOKOIT aBTOMaTu4eckon agpecauumn TyHHernen (ISATAP).

Puc. 9-1

|Pyd network

IPvd nebwark

IPwE network

=

WdivE User ISATAP-RELAY

3ameTKu ISATAP-RELAY noppepxuBaeT TyHHenupoBaHue. [lonb3oBaTeny B
KaMrycHOW ceTu MOryT nosiydaTb AOCTyn K cepBepam IPv4 Hanpsamyto
yepes ceTb IPv4, HO um TpebyeTtca poctyn k cepBepam |IPv6 4yepes
TyHHenb ISATAP.

OnucaHue

*

s lMonb3oBatenu IPv4 n IPv6 nonyyatT goctyn k cetn |IPv4 ¢ nomowbio agpecos
IPv4.
% [Monb3osatenu IPv4 n IPv6 nonyyatot goctyn k cetn IPv6 Yepes TyHHenb ISATAP.

s TyHHenb ISATAP yctaHaBnmBaetca mexay [NK un mapwpytmnszatopom ISATAP-
RELAY.

9.3 HacTpouka

HacTtpouka OnucaHue n KomaHga
HacTporika A\ (O6si3aTenbHO) Ncnonb3yeTcs AN CO3AaHNA TYHHeneiA.
nHTEepdencos
TyHHENA Interface tunnel CospnaeT TYHHEeNbHBbIiA
UHTepgenc.
tunnel source HacTtpavsaeT nokanbHbIN
afpec TyHHens.

Hactpoiika pexuma | 4y (OMUMOHAJIBHO) ncnonk3ayeTtcs Ans HaCTPONKM pexnma
TyHHENA TYHHENS.

tunnel mode HacTtpauBaeTt pexum
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MHKancynaunm TyHHen4.

Hactpowika /b (Heobsi3aTenbHo) ncnonbayercs Ana HAaCTPOWKM NOKaNbHOro
nokanbHoOro agpeca agpeca TyHHens.
tunnel source HacTtpavBaeT agpec TyHHens.

HacTtponka anpeca | /i (Heo6si3aTenbHO) UCMONb3yeTcs Anst HACTPONKN OfHOPAHTOBOrO
OHOPAaHroBOW ceTu agpeca TyHHens.

tunnel destination HacTtponka agpeca
OLHOPAaHroBOW CETWN TYHHENS.

Hactpoiika TOS /b (OMUMOHATIBHO) ucnonbayeTcs ANS HACTPONKW TUNa
TYHHEnNs o6cnyxuBanusa (TOS) TyHHens.

tunnel tos Hactpowka TOS TyHHens.
HacTtpownka TTL b (OMNUMOHANBHO) ncnonbayeTcs ANA HACTPOWKIA BPEMEH XU3HM
TYHHens (TTL) TyHHERNS.

tunnel ttl Hactpowka TTL TyHHeEns.

9.3.1 HacTpouka TyHHenbHOro uHtepdenca
Pe3ynbTaTt KOHpUrypaumum

s CospganTe TyHHenbHbIN MHTEepdenC.
ATanbl KOHUrypaumm

CospgaHne TyHHenbHOro nHTepgenca

®,

% BbinonHute komaHgy interface tunnel number B pexume rnobansHom
KOHoUrypaummn ans cosgaHusa nHrepdgenca TyHHens.

s Cnyxba TyHHenupoBaHWss [OCTYyMNHa TONbKO Mocrne co3daHus WHTepdenca
TYHHens.

NMpoBepka KoHcUrypaumm

< BbinonHute komaHgy show interface tunnel number, 4To6bl NpoBEPUTDL, YCNELIHO
nun co3gaH TYHHenNbHbI MHTEpPMenc.

CBsA3aHHble KOMaHAbl

HacTtponka nHtepdenca TyHHena

KomaHpa interface tunnel number
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OnucaHue number: Yka3sbiBaeT HOMep uHTepernca TyHHens.
napameTposB

Pexum Pexxum rmnobanbHom KoHurypauum
KoHdurypaumm

BcTtpoeHHas HepocTtynHo

noackaska

[NpoBepka KOHMU

rypauum TyHHens

KomaHpa show interface tunnel number

OnucaHue number: YkasbiBaeT Homep nHtepdenca TyHHens.
napameTposB

Pexum Pexum rnobansHon KoHpurypaumm
KoHduUrypaumm

BcTtpoeHHas HepocTtynHo

nopckaska

Mpumep KoHDUrypaumm

CospaHne TyHHenbHOro nHTepdgenca

ATanbl s CospanTe TYHHerbHbIN UHTEepdENC.
KOoHduUrypaumm

QTECH# configure terminal

QTECH (config) # interface tunnel 1

QOTECH (config-if-Tunnel 1) # end
MpoBepka « [MpoBepbTe KOHDUrypauuio UHTepdenca TyHHens.
KOHcpuUrypauum

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel protocol/transport is gre ip
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TUnNUYHbIE OLUOKU

¢ HeBO3MOXHO co3faTb TYHHESbHbIM NHTEPdENC N3-3a HEXBATKU NaMATH.

+ HeBO3MOXHO co3gaTb TYHHEmNbHbIM MHTEpMgEeNC u3-3a HexBaTKM annapaTHbIX
pecypcos.

9.3.2 HacTpouka pexuma TyHHens

Pe3ynbTat KOHdUrypaum

¢ HacTpounte pexum mHKancynsaumm TyHHensa B pexume KoHdurypauum nHtepdenca
TYHHENS, ecrnn HeobXxoAMMO MCNOMb30BaTh TYHHENb B PEXMME WHKaNCcynauuu, He
YCTaHOBMEHHOM MO YMOJSTHaHWUIO.

ATanbl KOHUrypaumm
HacTtpovika pexuma TyHHens
< OnunoHanbsHo.

*

s Pexnm nHkancynsumm KOMMyTaToOpOB MO YMOMYaHUIO — TYHHENbHbIA PeXum ipveip.

% UTOObl U3MEHUTb PEeXUM WHKaNCynauum no yYMOMYaHWIO, BbINOSIHUTE KOMaHAy
tunnel mode B pexnme koHdUrypauum nHtepdenca TyHHens.
NMpoBepka KoHcUrypaumm

< BbinonHute komaHgy show interface tunnel number, 4ToGLI NPpOBEPUTL, HACTPOEH
NN PEXNM MHKaNCynsaumMm TyHHeNS.

CBA3aHHbIe KOMaHAbI
HacTtpovika pexuma TyHHens

KomaHpa tunnel mode { gre {ip | ipv6} | ipv6 | ipip | ipv6ip [6to4 | isatap ] }
OnucaHue Kaxgbii pexxum COOTBETCTBYET pasHbiM dpopmaTam WMHKancynsauum
napamMmeTpoB nakeToB, OTNPaBMNEHHbIX UHTEP(ENCOM TyHHENS.

gre ip ykasblBaeT, YTO nakeT MHKancynupoBaH ¢ 3aronoskom GRE wn
3aronoBkomM IPv4 nocnepoBaTtenbHO, a 3aTeM nepegaeTcs N0 HOBOW
cetn IPv4.

gre ipv6 ykasblBaeT, YTO NakeT MHKancynmposaH ¢ 3aronoskom GRE
n 3aronoBkoMm |Pv6 nocnepoBatenbHO, a 3aTteM nepepaeTcsa Mo
HoBow ceTun IPVv6.

ipv6 ykasblBaeT, 4YTO NakeT, OTMNpPaBfEeHHbIN 4Yepe3 TYHHESbHbIN
WHTEepdenc, WHKancynupyetca c 3aronoBkoMm I[Pv6, a 3atem
nepegaetcsa no Hosow cetu IPV6.

ipip yKasblBaeT, YTO TYHHEmNbHbIN WHTEpdenc nepenaeTr TOMbKO
naketol IPv4, a nakeT, OTNpaBneHHbIN 4Yepe3 TYHHESbHbIN
UHTepdenc, wuHkancynupyetca ¢ 3arosioskom |IPv4, a 3aTtem
nepegaetcsa no Hoeow cetn IPv4.

Ipv6ip ykasbiBaeT, YTO TYHHENbHbIN MHTEepdenc nepenaeT TOSbKO
naketol IPv6, a nakeT, OTNpPaBfEeHHbIN 4Yepe3 TYHHESbHbIN
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UHTepdenc, wuHkancynupyetca ¢ 3aronioBkom |IPv4, a 3aTtem
nepenaetcsa no Hosow cetn |IPv4.

MpeawecTtsyowMe TyHHENW NpeacTaBnAT cobo TyHHeNnu c
PYYHbIM yrnpaBrieHneMm, a TyHHenu c¢ npotokonom IPvEIP, 6to4 n
ISATAP saBnsaiTca aBTomMaTudeckumn. Bo Bpemsi MHKancynauuu
naketoB agpec IPv4 HasHayeHus conoctaBngetcs ¢ agpecom IPv6

Ha3Ha4YeHus.

Pexum Pexum KoHurypaummn nHtepdenica

KoHdurypauumm

BcTtpoeHHas Ha obounx koHuax TyHHens JormkeH ObITb HAacTPOEeH OAMH U TOT Xe

nopckaska PeXuUM WHKancynauun. B nNpoTMBHOM criydae TYyHHeNb He MOXeT
paboTaTb.

Mpumep KoHDUrypaumum
HacTtponka IPv4 B pexume nHkancynsuum |IPv4

0,

JTtanbl % Hactponte pexum wuHkancynaumm IPv4  4epe3 [IPv4 Ha
KOHdpurypaumum NHTepdence TyHHenNs.

QTECH# configure terminal

QTECH (config) # interface tunnel 1

QTECH (config-if-Tunnel 1)# tunnel mode ipip
QTECH (config) # end

R/

MpoBepka + [NpoBepbTe KOHUrypaumo nHTepdenca TyHHens.
KOHdpurypaumum

QTECH# show interface tunnel 1

Tunnel protocol/transport is ipip

TUunnyHbIe oWINOKU

s TyHHenb 6to4 wunu [ISATAP HactpoeH Ans  BUPTYanbHOro  aK3emnnspa
mMapwpyTtusauun n nepecbinkn (VRF), koTopbii yXe HacTpoeH C TyHHenem
6t04/ISATAP.
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9.3.3 HacTpouka nokanbHoro agpeca
Pe3ynbTaTt KOHpUrypauum

X/

% HactpounTte nokanbHbIN agpec TyHHeNS.
MpumeyaHunsn

+«» JlokanbHblM agpec TYHHENs OOSMKEH coBnajaTb C TPaHCMOPTHLIM MPOTOKOSIOM,
ncnonb3yemMmblM TyHHernem. B npoTvBHOM cnydae uHTepdenc TyHHenst He OypeTt
paboTtatb (byaeT OTKIHOYEH).

« Ecnu nokanbHbIM agpec ykaszaH KOCBEHHO MyTeM HACTPOMKM ApYroro uHtepdenca,
nokKanbHbIN agpec sIBMSIETCA OCHOBHbIM agpecoM IPv4 vnn nepBbiM rnobanbHbiM
obwepnoctynHbiM agpecom IPV6.

ATanbl KOHdUrypaumm
HacTpoWnka nokanbHoro agpeca
s Ob6gaszaTtenbHo.

< BbinonHute komaHgy tunnel source B pexume KOHUrypaumm uHTepdenca
TYHHEns, YToObl YKa3aTb fOKanbHbI agpec TyYHHEns.
NMpoBepka KoHcUrypaumm

< BbinonHute komaHgy show interface tunnel number, 4TOb6bl O0OTOOpPa3nUTb
nokanbHbIN agpec TYHHENS.

CBA3aHHble KOMaHAbI
HacTtponka nokanbHoro agpeca

KomaHpa tunnel source { ip-address | interface-name interface-number }

OnucaHwue ip-address: YkasbiBaeT agpec IPv4 nnu IPV6.

napameTpos Interface-name interface-number: YkasbiBaeT Ha MHTEPdENC YPOBHS
3.

Pexum Pexum kKoHdurypaumm nHtepdgenca

KOHcuUrypauum

BcTpoeHHas Ecnn agpec IPv4 wnun IPv6 ykasaH Hanpsimylo, Heobxoaumo

noackaska HaCTpoUTb afpec yCTPOMCTBA.

Mpumep KoHUrypaumm
HacTtponka nokanbHoOro agpeca

R/

drtanbl % HactpouTte nokanbHbIn agpec TyHHenda kak 1.1.1.1.
KOHcpuUrypauum

QTECH# configure terminal
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QTECH (config) # interface tunnel 1
QTECH (config-if-Tunnel 1)# tunnel mode ipip
QTECH (config-if-Tunnel 1)# tunnel source 1.1.1.1

MpoBepka + [llpoBepbTe KOHMUrypaumo nHTepdenca TyHHens.
KOHdurypauum

QTECH# show interface tunnel 1

Tunnel attributes:
Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is

Tunnel protocol/transport ipip

Tunnel transport VPN is no set

9.3.4 HacTpouka agpeca oaqHOpPaHroBou ceTun
PesynbTaTt KOHhUrypauum

% TyHHenb B py4YHOM pexumMe MOXHO UCNosib3oBaTh (MHTepdenc TyHHena paboTtaer)
TOJSIbKO MOCIIe HAaCTPOWKN aapeca O4HOPaHIOBOW CETH.

MpumeyaHunn

% Aapeca OOHOPAHroBbIX Y3MNoB He MOryT 6blTb HacTpoeHbl Afs aBTOMaTU4eCKUX
TYHHenewn.

Atanbl KOHdUrypaumm
HacTtponka agpeca ogHOpaHroBon ceTu

% AOpeca OOHOPaHroBbIX Y3MOB AOSMKHbI OblTb HACTPOEeHbl ANs BCeX TYHHenew,
Kpome TyHHenen 6to4 n ISATAP.

< BbinonHute komaHgy tunnel destination B pexume koHdwurypauum nHtepdenca,
4YTO06bl HACTPOUTL af4pPeCc OAHOPAHIOBOW CETU TYHHENS.

MpoBepka kKoHUrypaumm

% BbinonHute komaHgy show interface tunnel, 4ytTobbl NpoBepUTb, HACTPOEH nn
afipec Ha3Ha4yeHus.

CBsA3aHHble KOMaHAbl
HacTtpowka agpeca ogHOpaHroBon cetun
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KomaHpa tunnel destination { ip-address }

OnucaHwue ip-address: YkasbiBaeT agpec IPv4 nnu IPV6.

napameTposB

Pexum Pexum kKoHdurypaumm nHtepdenca

KOHcpUrypaumm

BcTpoeHHas HeobxoauMo HacTpouTb OQHOPAHIOBbIN afapec TYHHENSA BPYYHYIO.
noackaska

Tun Habopa NPOTOKONOB HACTPOEHHOro agpeca OOHOPAaHroBOro
y3na  [OO/bKeH  COOTBETCTBOBaTb  MNPOTOKOMY  TpaHCMnopTa,
ncnosib3yeMomMy TyHHernem. Ecnn oHM He coBnagarT, uHTepdenc
TyHHens OygeT oTkntoveH (down).

Mpumep KoHduUrypaumm

HacTtponka agpeca ogHOpaHroBon ceTu

dTansbl +» HacTtponTte ogHOpaHroBbI agpec TYHHENS Kak 2.2.2.2.
KOHcpUrypaumm

QTECH# configure terminal

QTECH (config) # interface tunnel 1

QTECH (config-if-Tunnel 1)# tunnel mode ipip

QTECH (config-if-Tunnel 1)# tunnel destination 2.2.2.2
MpoBepka % [MpoBepbTe KOHMUrypaumo NHTepgenca TyHHens.
KOHcpurypauum

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source: UNKNOWN, destination 2.2.2.2, unrouteable

Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is

protocol/transport ipip

Tunu4yHble oWNOKKN

% AOpec ogHOpaHroBOW CeTU HACTPOEH A4S aBTOMaTU4YEeCKOro TYHHenNs.
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% AOpec OOHOPAHroBOW CETU, HAaCTPOEHHbIN ONs TYHHerns, coBnajaeT C agpecoMm
APYroro TyHHens.

9.3.5 Hactpouka TOS TyHHens

PesynbTaT KOHbUrypauumm

s Ykaxute none TOS wnun Traffic Class B 3aronoBke TpaHCNOPTHOrO NPOTOKONA.

MpumevyaHusn

s Ecnu none TOS unn Traffic Class B 3aronoBke TpaHCNOPTHOroO MPOTOKOMa He
ykasaHo, none TOS mnnu Traffic Class npoTokona konupyeTcs B 3arosioBOK.

JTanbl KOHUrypaumm
Hactporika TOS TyHHens

+»» OnuuoHanbHo.
% YT06bl M3MEHUTbL MPUOPUTET AAHHbIX TYHHENS B CETW, BbINONHUTE KOMaHay tunnel
tos B pexxmme KOHpurypaumm nHtepdgenca.

NMpoBepka KoHcUrypaumm

s 3anyctute komaHgy show interface tunnel, 4yToGbLI NpoBEpPUTb, HAcTpoeHa Nu
TOS.

CBA3aHHble KOMaHAbI
Hactpovika TOS TyHHens

KomaHpa tunnel tos number

OnucaHue number: YkasbiBaeT TOS TyHHens.

napameTposB

Pexum Pexum KoHurypaumm nHtepgenca

KoHduUrypaumm

BcTtpoeHHas Mo ymonyanuto, ecnu npotokon IPv4 ncnonesyetcsa ansg BHyTpeHHEN
noackaska N BHELLUHEN MHKancynsumn B TyHHene, TOS-6aiTbl BO BHYyTPEHHEM

3aronoBke |IPv4 konupytoTca BO BHeLWHWW 3aronoBok IPv4. Ecnu
npotokon IPv6 wucnonb3yetcs [ONa  BHYTPEHHEN W BHELLHEN
WHKancynauumn kaHana, To 6ut knacca tpaduka 8 BO BHYTPEHHEM
3aronoske IPv6 konupyeTcs BO BHeELWHUW 3aronoBok IPv6. B gpyrux
cnyyasax none TOS Bo BHewHem 3aronoeke IPv4 n none Traffic
Class B 3aronoske |IPv6 nvetoT 3HayeHue 0.

Mpumep KoHDUrypaumm
Hactpovika TOS TyHHens

R/

drtanbl % Hactpowika TOS TyHHeEnNS.
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KOHcpuUrypaumm

QTECH# configure terminal

QTECH (config) # interface tunnel 1

QTECH (config-if-Tunnel 1)# tunnel mode ipip
QTECH (config-if-Tunnel 1)# tunnel tos 2

lNMpoBepka
KOHcUrypaumm

« [lpoBepbTe KOHUrypaumo nHTepdenca TyHHens.

QTECH# show interface tunnel 1

Tunnel attributes:
Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number 1is

Tunnel protocol/transport ipip

Tunnel transport VPN is VPN1

9.3.6 Hactpouka TTL TyHHens

Pe3ynbTaT KOHUrypaumm

< Ykaxute npegen kon-sa nepexogoB wunv TTL ans 3aronoBkoB MNpoToKona
MHKaNCynauum TyHHens.

Atanbl KOHdUrypaumm

Hactpovika TTL TyHHens

X3

S

X3

*¢

3Ha4YeHneM.

>

TYHHEnNA.

OnuwvoHanbHo.
Mo ymonuyaHuio 3HavyeHne TTL paBHO 255, 4yTO ABRSETCA MaKCUManbHbIM

% YT06bl YMEHBLLUNTL OrpaHMYeHne ANWHbI KaHamna TyHHens, BbiNonHuTe komaday til

lNMpoBepka KoHdUrypauum

s 3anyctute komaHgy show interface tunnel, 4To6bl NpoBepPUTL, HAacTpoeH nu TTL.

CBsA3aHHble KOMaHAbl

Hactpouka TTL TyHHens
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KomaHpa tunnel ttl hop-limit

OnucaHwue hop-limit: YkasbiBaeT npegen nepexogoB Afisi TYHHenNS.

napameTposB

Pexum Pexum rmobanbHon KoHpurypaumm

KOHcpUrypaumm

BcTpoeHHas OrpaHuyeHne nepexofoB YKa3blBaeT MaKCMMasibHOE KONMYecTBO
noackaska MapLlpyTM3aTopoB, Yepe3 KOTOopble MOXeT MNPOXOAUTb MakeT.

3HayeHne no ymon4yaHmo — 255. O9Ta koMaHga mMcnonb3yeTcsa Ans
YMEHbLUEHUS OrpaHUYeHUs KorimyecTBa Nepexonos.

Mpumep KoHDUrypaumum

HacTtponka TTL TyHHens

JTtanbl % Hactpowka TTL TyHHenS.
KoHduUrypaumm
QTECH# configure terminal
QTECH (config) # interface tunnel 1
QTECH (config-if-Tunnel 1)# tunnel mode ipip
QTECH (config-if-Tunnel 1)# tunnel ttl 3
MpoBepka « [lpoBepbTe KOHGUrypaunuio nHTepdenca TyHHens.
KOHcUrypaumm

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable

Tunnel TOS/Traffic Class 0x2, Tunnel TTL 3

Tunnel config nested limit is 0, current nested number is

Tunnel protocol/transport ipip

Tunnel transport VPN is VPN1
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9.4 KOHTpONb COCTOAHUSA

OTob6paxeHune

OnucaHue KomaHpa

OtobpaxaeTt show interface tunnel number

NHpopmauuio 06

NHTepence TyHHenN4.

Otnapka

A\ CuctemHble pecypcbl 3aHsSTbI MPU  BbIBOAE OTNagodHon wuHdopmauun. [ostomy,

OTKIO4YMNTE OTNAAKy cpady nocrie Ncnosib3oBaHuA.

OnucaHue

KomaHpa

BknioyaeTt

MHTepdenca TyHHens.

oTnagky | debug tunnel
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10 UHCTPYMEHTbI TECTUPOBAHUA CETEBbIX
COEANHEHUU

10.1 O630p

CpenctBa TecTMpOBaHUS CeTel CBSA3M  MOXHO WCMOMb3oBaTb ANA  MPOBEPKU
MOAKIIOYEHNS CeTU, a Takke ANs aHanu3a U oBHapyXeHUs HeucrnpaBHOCTEN CeTW.
CpenctBa TeCTUpOBaHWS CETEBbIX KOMMYHUKAUWUA BKNOYalOT B CeBs MHCTPYMEHTbI
nposepkn naketoB B WHTepHeTe (PING) u Traceroute. Ping wucnonbsyetca ans
NPOBEPKN COeAMHEHUs U 3adepxXku ceTu. bonblas 3agepxka ykasbiBaeT Ha 6onee
HU3KYI0 CKOpPOCTb ceTu. PyHKUMs traceroute nomoraeT y3HaTb TONOSOMMI0 PU3NYECKMX
N NIOrMYECKNX KaHarnoB M CKOPOCTb nepefadn AaHHbIX. Ha ceTeBOM yCTPONCTBE MOXHO
BbINOSIHUTL KOMaHAbl ping M traceroute, 4Tobbl MCMONbL30BaTb ABa MHCTPYMEHTa
COOTBETCTBEHHO.

MpoTokonbl n cTaHaapThI
s RFC792: NMpoTtokon coobLiennn ynpaBneHns IHTepHeTOM

*

s RFC4443: lNpoTtokon ICMPv6 gns npotokona VIHTepHeTa Bepcun 6 (IPv6)

10.2 MpnmeHeHune

MpumeHeHne OnucaHwue

CkB0o3HOe TecTtupoBaHue | CeTeBOe YCTPOMCTBO U Yy3esf HasHaYyeHUs NoaKMioYeHbl K
NOAKNKYEHUS IP-ceTn n HacTpoeHsb! ¢ IP-agpecamum.

TecT mapLipyTa xocTta CeTeBoe YCTPOMCTBO U Yy3es1 HasHa4YeHUa MOOKITYEHbI K
IP-ceTn n HacTpoeHsb! ¢ IP-agpecamu.

10.2.1 CKkBO3HO€E TeCTUpoBaHue NOAKMNHYEeHUs
CueHapun

Kak nokaszaHo Ha W3obpaxeHue 10-1, ceTeBoe ycTpouMctBO A U ueneBon xocT B
noakno4eHsl K IP-ceTu.

Ecnn ceteBoe yCTPOMCTBO M LENEeBOW XOCT MNOAKMYeHbl K IP-ceTn, uenbto TecTta
CKBO3HOIO MOAKITOYEHUS SBMSETCA MpOBepKa BO3MOXHOCTU nepefayn |P-nakeTtos
Mexay ABYMsi koHUamu. LleneBon XoCT MOXET ObiTb CamMuM CeTEBbIM YCTPOMUCTBOM. B
9TOM Ccrfiydae TeCT NOAKIYeHns npegHasHavyeH ans npoBEpPKN CeTeBOro UHTepdgenca
n koHdurypaumm TCP/IP Ha ycTpolicTse.

N3obpaxeHne 10-1
S B
A B

OnucaHue
BbinonHuTe yHKUKUIO ping Ha CeTEBOM YCTPONCTBE.
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10.2.2 TecT mapwpyTa xocTa
CueHapun

Kak nokaszaHo Ha W3obpaxeHune 10-2, ceTeBoe yCTpoucTBO A M ueneson xocT B
noaknto4eHsbl K IP-cetu.

Ecnu 1 ceTeBoe yCTPOMUCTBO, M LIeNIeBON XOCT NogKMntoYeHbl K IP-ceTn, Tect maplupyTa
XOCTa HanpasfieH Ha NPOBEpKy LWI030B (UM MapLpyTU3aTopoB), Yepe3 KoTopble
npoxogsat IP-nakeTbl Mexay AByMA KOHUaMu coegmHeHus. Kak npaBuso, ueneson XocT
HaxoAMTCs He B TOM e cermeHTe |[P-ceTu, 4To U ceTeBoe yCTPOMNCTBO.

N3o6paxeHne 10-2

o @R

A

OnucaHue
BbinonHuTe yHKLMIO TPACCUPOBKM HA CETEBOM YCTPOUCTBE.

10.3 KnouyeBble 0COOEHHOCTH

0O630p

PyHKLUMA OnucaHwue

[MpoBepka cBA3K [MpoBepbTe, AOCTYNEH Nu ykasaHHbln agpec IPv4 unn IPv6, n
oToOpa3suTe COOTBETCTBYIOLLYIO UHPOPMALMIO.

[MpoBepka OTtobpasuTe wWnio3bl, Yepes KOTOpble MpoxoaaT nakeTbl IPv4

TPacCUpoOBKU unu IPv6 npu nepegade oT UICTOYHMKA K agpecarTy.

10.3.1 Tect nuHr (Ping Test)
MpuHUMn paboTbl

MHCcTpymMeHT ping oTtnpaBndetr coobuweHne 3anpoca npoTtokona ICMP Ha ysen
Ha3HayeHns, 4Tobbl 3anpocutb coobueHne ICMP Echo Reply. Takum obpasowm,
WHCTPYMEHT ping onpeaensieT 3afdepXKy M COeAnHEHWe MeXay ABYMSI ceTeBbIMU
yCTPONCTBaAMM.

CBA3aHHasa KoHdurypaums
+ BbinonHute komaHay ping.

10.3.2 NpoBepka TpaccCUpPOBKU
MpuHUMn paboTbl

MHcTpymeHT traceroute ncnonesyet none Time to Live (TTL) B 3aronoskax ICMP u IP-
coobweHnn ana Tecta. CHavyana cpeacTtBo traceroute Ha ceTeBOM YCTPOMCTBE
otnpaengaet |ICMP-coobuweHnne ¢ TTL 1 Ha y3en HasHayeHud. [locne nonyveHus
Co06LeHnsa NepBbIN MapLLpyTU3aTop Ha NyTn ymeHbwaeT TTL Ha 1. Mo mepe Toro, kak
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TTL ctaHoButca 0, mapwpyTm3aTop cOpacbiBaeT nakeTbl U BO3BpallaeT cooblieHne
ICMP Time exceeded Ha ceTeBoe yCTpoOWCTBO. [locne nonyyeHust aToro cooduieHus
cpefAcTBo traceroute oBHapy>XMBaeT, YTO 3TOT MapLIpyTU3aTop CyLecTByeT Ha AaHHOM
nyTy, a 3atem oTnpaensdeT naket 3anpoca ICMP ¢ TTL 2 Ha y3en HasHaveHusa Aans
obHapyXeHunss BTOpoOro mapuipyTtusatopa. Kaxabii pas, korga MHCTPYMEHT traceroute
yBennumeaet TTL B coobweHun 3anpoca ICMP Ha 1 obHapyxuBaeTcs ewle OauH
MapLpyTusaTop. OTOT npouecc MOBTOPSETCA [0 Tex MNop, fnoka nakeT AaHHbIX He
AOCTUrHET y3ra HasHayeHus. locrne Toro kak nakeT AOCTUTHET y3ra HasHayYeHus, ysern
Bo3BpaLlaet coobweHne ICMP Echo BmecTto coobuweHna ICMP Time Exceeded Ha
ceTeBOe YCTPOWUCTBO. 3aTeM MHCTPYMEHT traceroute 3aBepluaeT TeCT U oToOpaxaeT
NyTb OT CETEBOro YCTPOMUCTBA K y3ry Ha3HayYeHus.

CBsA3aHHasA KoHdurypauums
% BblinonHute kOMaHAay traceroute.

10.4 HacTpouka

Hactpowka OnucaHue u KomaHaa
lNpoBepka cBA3M A\ (HeobssaTenbHO) ucnonb3yeTcss AN NPOBEPKM [AOCTYMHOCTM
agpeca IPv4 unu IPv6.
ping BbinonHsaeT gyHkumto Ping.
MpoBepka /b (HeobsizaTenbHo) wucronb3yetca [Ans OTOBPaXeHUs  LUM030B,
TPacCUPOBKH yepes KoTopble npoxoast naketol IPv4 unn IPv6 npu nepegayve na

MCTOYHUKA B Ha3Ha4YeHne.

traceroute BeinonHseT dYyHKUMIO
traceroute.

10.4.1 Tect nuHr (Ping Test)
PesynbTaT KOHhUrypauumm

Mocne BbINOSHEHUA ping-TeCTa Ha CETEBOM YCTPOWMCTBE MOXHO Y3HaTb, MOAKMHOYEHO
N1 ceTeBOe YCTPOMCTBO K Y31y Ha3HaA4YeHUs U MOXHO N1 nepefasaTb NakeTbl MeXay
CceTeBbIM YCTPOMCTBOM U y35IOM Ha3HaYeHus.

MpumeyaHusn
CeTeBOe yCTPOWNCTBO A0SMPKHO ObITb HACTPOEHO Ha IP-agpec.
ATtanbl KOHdUrypauum

X/

% UYT06bI NpOBEPUTL, AOCTYNEH N agpec IPv4, ncnonb3ymnte komangy ping IPv4.
% Yt06bI NpOBEPUTL, AOCTYNEH NN agpec IPV6, ncnonb3ynte komangy ping IPv6.
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MpoBepka kKoOHUrypaumm

BbinonHute KomaHay ping, 4Tobbl O0TOOpPa3nTb COOTBETCTBYIOLLY WMHGOPMaUUo B
OKHe nHTepdenca komaHaHou cTpoku (CLI).

CBfizaHHble KOMaHAbI

Ping IPv4

KomaHaa

ping [oob | vrf vrf-name | ip] [address [via mgmt-name ] [length
length ] [ntimes times] [timeout seconds] [data data] [source
source] [df-bit] [validate] [detail] [interval millisecond]]

OnucaHue
napameTpoB

oob: YkasblBaeT nokanbHoe YynpaBneHne. JTOT NapameTp
Heobxoaumo HacTpouTb, ecnu nopt MGMT ykasaH B kayecTBe
ncxogHoro nopra.

vrf-name: YkasbiBaeT ums Mapwpytusaumm un nepecbinikn VPN
(VRF).

address: YkasbiBaeT agpec |IPv4 HazHauyeHus nnm nmsi JOMeHa.
mgmt-name: YkasbiBaet nopt MGMT B pexume OOB.

length: YkasbiBaeT AnvHy nakeTta gaHHbiX. [uana3oH 3Ha4YeHun ot
36 no 18024. nuHa no ymonyanuto — 100.

times: YkasblBaeT KonM4ecTBO 3anpocoB. [JnanasoH 3HayeHun ot 1
0o 4294967295

seconds: YkasblBaeT BpeMsi OXXuaaHusi. 3HayeHne BapbupyeTtcs oT
1 go 10 cek.

data: YkasbiBaeT AaHHble B nakeTe. [aHHble - 3TO CTpoKa
pasmepom ot 1 pgo 255 Gawnt. o ymonyaHuo CTpoka uMeeT
3Ha4veHune "abcd".

source: YKasblBaeT uUCXOAHbIM agpec IPv4 wnnu nopT-UCcTOYHMK
naketa. Agpec wuHTepdenca obpaTHOM CBA3W, Hanpumep,
127.0.0.1, He MOXeT WCnoNnb30BaTbCA B KAa4YeCTBe WCXOQHOro
agpeca.

df-bit: Hactponka 6uta DF IP-agpeca. Ecnn pgna 6uta DF
yCTaHOBEHO 3HayeHuMe 1, nakeT He dparmeHTuposaH. [lo
ymornyaHuo 6ut DF nmeet 3HadveHme 0.

validate: Hactpowka npoBepku OTBETHOrO NakeTa.

detail: Hactponka oTtobpaxeHunsa coobuweHns Echo Reply (axo-
oTBeT) nogpobHo. [1o yMOMYaHUK  MCMNONb3yeTCA  TOJSIbKO
BOCKNMLUAaTeNbHbIN 3HaK (!) n Touka (.).

millisecond: YkasblBaeT uWHTepBan OTMApaBKM nMaketa ping.
3HaueHne Bapbupyetca oT 10 mc go 300000 mc. UHTepBan no
ymonyanuio coctasnset 100 mc.
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Pexum
KOHcpuUrypaumm

B pexume User EXEC MOXHO BbINOMHUTL TONbKO 6a3oByto
dyHKunio ping. B pexume Privileged EXEC MOXHO BbINOMHUTL
pacLUMpeHHYI (PyHKLMIO ping.

B apyrux pexunmax HaCTPONKM MOXHO BbIMOMHUTL KOMaHay do ans
BbIMOMMHEHUA  paclWMpPeHHON dyHKUMM ping. [Ons  nonyyeHus
AONONHUTENBHON WMHGOPMaUMKM O KOHUrypauum cm. onmcaHue
KomaHAabl do.

Ucnonb3oBaHue
KOHcuUrypaumm

Mpn BbINOMHEHMM YHKUMM ping oToOpaxaeTcs MHgopmauna ob
oTBeTe (ecrnM TakoBOW MMeeTcs), a 3aTeM BbIBOOUTCS
COOTBETCTBYlOLW AN cTaTuCTuKa. C noMoLlblo  (byHKUMK
pacLUMPEHHOro ping MOXHO YyKasaTb KONMYeCTBO, OSIMHY U BpeMsi
OXngaHus naketoB Anga otnpasku. Kak n B 6asoBon yHKLMM ping,
OygeT BbIBOOUTLCA COOTBETCTBYHOLLASA CTaTUCTUKA.

Utobbl uMcnonb3oBaTb WMMSA [OOMEHa, HeobxoauMmo cHadana
HacTpouTb cepBep [OOMeHHbIX wumeH (DNS). T[logpobHee o
HacTpownke cM. B pasgene Hacmpotika DNS.

Ping IPv6

KomaHpaa

ping [vrf vrf-name | [oob] ipv6] [address [ via mgmt-name ] [length
length ] [ntimes times] [timeout seconds] [data data] [source
source] [detail] [interval millisecond] [out-interface interface]]

OnucaHue
napameTposB

oob: VYkasbiBaeT nokanbHOe ynpaBneHve. OTOT nNapameTp
HeobGxoauMo HacTpouTb, ecnvu nopt MGMT ykasaH B kayecTBe
MCXOAHOro nopTa.

vrf-name: Yka3sbiBaeT nma VRF.
address: YkasbiBaeT agpec |IPv6 HazHauyeHus nnm nmsi JOMeHa.
mgmt-name: YkasbiBaetT nopt MGMT B pexume OOB.

length: YkasbiBaeT AnvHy naketa gaHHbIX. [JuanasoH 3Ha4YeHnn oT
16 go 18024. AnuHa no ymonyaxHmio — 100.

times: YkasblBaeT KonM4eCcTBO 3anpocoB. [JnanasoH 3HayeHun oT 1
00 4294967295.

seconds: Yka3sblBaeT BpeMsi OXXuaaHusi. 3Ha4yeHne BapbupyeTcs oT
1 go 10 cek.

data: YkasbiBaeT [OaHHble B nakete. [aHHble - 3TO CTpoOKa
pa3mepom oT 1 go 255 Ganr.

source: YKasblBaeT UCXOAHbIM agpec IPv6 wmnu nopT-UCTOYHMK
naketa. Agpec uHTepdenca loopback, Hanpumep::1, He MoOXeT
NCNonb30BaTbCH B KA4eCTBE NCXOOHOro agpeca.
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detail: Hactpownka otobGpaxeHus coobuwenna Echo Reply (axo-
oTBeT) nogpobHo. T[1o yMONYaHUK  MCMNONb3yeTCA  TOJSIbKO
BOCKNMuaTenbHbIn 3Hak (1) 1 Touka (.).

millisecond: YkasbiBaeT wuHTepBan OTNpPaBkM MakeTa ping.
3HauyeHne Bapbupyetca ot 10 mc go 300 000 mc. UHTepan no
ymonyanuto coctasnsieT 100 mc.

Pexum
KOHcpuUrypaumm

B pexume User EXEC MOXHO BbINOMHUTE TONbKO 6a3oByto
dyHKumio ping IPv6. B pexume Privileged EXEC MOXHO BbINOSTHUTL
pacLumpeHHyro yHKkumo ping IPV6.

B opyrmnx pexxmmax HacTPOMKM MOXHO BbINOMHUTE KoMaHay do ons
BbIMNOSTHEHNSA  paclUMpPeHHOM yHKUMKM ping. Onsa  nonyveHus
AOMNOSTHUTENBHOM WHOPMaUUnM O KOHUrypaumm cm. onucaHue
KomaHAabl do.

Ucnonb3oBaHue
KOHdUrypaumm

Mpw BbINONHEHMM yHKUMK ping IPV6 oTobpasntca mHdopmaums
o6 oTtBeTe (ecnu TakoBoM MMeeTcsl), a 3atem OygeT BbiBeaeHa
COOTBETCTBYHOLAA CTaTUCTUKA.

C nomouwbio IPV6 (yHKLUMM pacLUIMPEHHOro ping MOXHO YyKasaTtb
KONMYecCTBO, ANVHY U BPEMS OXUOAHUSA NakeToB Ans oTnpasBku. Kak
m B OasoBon IPv6 yHKumMmM ping, Oygetr BbIBOOUTHLCA
COOTBETCTBYIOLWAA CTaTUCTMKA.

Utobbl uncnonb3oBaTb WMMSA [OOMEHa, HeobxogMmo cHadana
HacTpouTb DNS. [logpobHee o0 HacTpomke cM. B pasgene
Hacmpotka DNS.

Mpumep KoHDUrypaumm

BbinonHeHne 6a3oBon pyHkumm Ping

dTanbl
KoHduUrypaumm

B npusunervposaHHom pexume EXEC BbinonHuUTEe KOoMaHgy ping
192.168.21.26.

Common ping command:
QOTECH# ping 192.168.21.26

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/10 ms

Detailed ping command:

QTECH#ping 192.168.21.26 detail
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Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >
Reply from 192.168.21.26: bytes=100 time=4ms TTL=64
Reply from 192.168.21.26: bytes=100 time=3ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1lms TTL=64
Reply from 192.168.21.26: bytes=100 time=1lms TTL=64
Reply from 192.168.21.26: bytes=100 time=1lms TTL=64

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/4 ms.

MpoBepka
KOHcUrypaumm

OtnpaBbTe nATb naketoB pasmepom 100 GanT Ha ykasaHHbIM IP-
agpec, n nHopmaumsa ob oresete ByaeT oTobpaxaTbCs B yKa3aHHOe
Bpemsi (2 ¢ no ymon4yaHuto). [lanee BbIBOANTCSA CTaTUCTUKA.

BbinonHeHne yHKUMKM pacumpeHHoro Ping

dTanbl B npusunernposaHHom pexume EXEC BbinonHUMTE KOoMaHgy ping
KoHdurypaumm | 192.168.21.26. Kpome TOro, ykaxkute OfMHY, KONMYECTBO N BpeMS
OoXnaaHua nNnakeToBs.
Common ping command:
QTECH# ping 192.168.21.26 length 1500 ntimes 100 data ffff
source 192.168.21.99 timeout 3
Sending 100, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:
< press Ctrl+C to break >
L N
L
Success rate is 100 percent (100/100), round-trip
min/avg/max = 2/2/3 ms
Detailed ping command:
ping 192.168.21.26 length 1500 ntimes 20 data ffff source
192.168.21.99 timeout 3 detail
Sending 20, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:
< press Ctrl+C to break >
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
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Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=2ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
Reply from 192.168.21.26: bytes=1500 time=3ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1lms TTL=64

Success rate is 100 percent (20/20), round-trip min/avg/max
=1/1/3 ms.

lNMpoBepka OtnpaebTe gBaguatb 1500-6anToBbIX NakeToB MO ykasaHHoOMY |P-
KOHcurypauum  agpecy, n nuHgopmauus o6 otsete (ecnu TakoBom umeetcs) dyaet
oTobpaxaTbCa B ykadaHHoe Bpemsi (no ymonyanuio 3 c). [anee
BbIBOOUTCS CTATUCTUKA.

BbinonHeHue yHkumm Common Ping IPv6

Aranbl B npusunernposaHHom pexume EXEC BbinonHuMTe KOMaHgy ping
KOHcurypauum ipv6 2001::1.

Common ping command:
QTECH# ping ipv6 2001::1

Sending 5, 100-byte ICMP Echoes to 2001::1, timeout is 2
seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/10 ms

Detailed ping command:
QTECH#ping 2001::1 detail
Sending 5, 100-byte ICMP Echoes to 2001::1, timeout is 2
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seconds:

< press Ctrl+C to break >
Reply from 2001::1: bytes=100 time=1ms
Reply from 2001:: bytes=100 time=1ms
Reply from 2001:: bytes=100 time=1ms

Reply from 2001:: bytes=100 time=1ms

I S S S S

Reply from 2001:: bytes=100 time=1ms

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/1/1 ms.

lMpoBepka
KOHcpUrypaumm

OtnpaBbTe nATb naketoB pasmepom 100 GanT Ha ykasaHHbIM IP-
agpec, n nHopmaumsa ob oresete ByaeT oTobpaxaTbCs B yKa3aHHOe
Bpemsi (2 ¢ no ymon4yaHuto). [lanee BbIBOANTCA CTaTUCTUKA.

BbinonHeHne dpyHKUnmM pacumpeHHoro Ping IPv6

JTtanbl B npusunervposaHHom pexume EXEC BbinonHuTe KomaHgy ping
KOHcurypauum ipv6 2001::5. Kpome TOro, ykaxuTte LOfMHY, KONMYECTBO M BpeMsi
OoXnaaHuna nNnakeToBs.
Common ping command:
QTECH# ping ipvé6 2001::5 length 1500 ntimes 100 data ffff
source 2001::9 timeout 3
Sending 100, 1500-byte ICMP Echoes to 2000::1, timeout is 3
seconds:
< press Ctrl+C to break >
L N
L
Success rate is 100 percent (100/100), round-trip
min/avg/max = 2/2/3 ms
Detailed ping command:
QTECH#ping 2001::5 length 1500 ntimes 10 data ffff source
2001::9 timeout 3
Sending 10, 1500-byte ICMP Echoes to 2001::5, timeout is 3
seconds:
< press Ctrl+C to break >
Reply from 2001::5: bytes=1500 time=1lms
Reply from 2001::5: bytes=1500 time=1lms
Reply from 2001::5: bytes=1500 time=1lms
Reply from 2001::5: bytes=1500 time=1lms
Reply from 2001::5: bytes=1500 time=1lms
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Reply from 2001:: bytes=1500 time=1ms

Reply from 2001:: bytes=1500 time=1ms

Reply from 2001::

5
5

Reply from 2001::5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5

Reply from 2001:: bytes=1500 time=1ms

Success rate is 100 percent (10/10), round-trip min/avg/max
= 1/1/1 ms.
MpoBepka OtnpaBbTe cTt0 1500-6aMTOBLIX MAKETOB MO YKasaHHOMY ajpecy

KoHcurypauum | IPv6, n nHdopmauua ob oreete (ecnvm TakoBou umeeTcd) Oyper
oTobpaxaTbCa B ykasaHHoe Bpemsi (no ymonyanuio 3 c). [anee
BbIBOAUTCS CTaTUCTMKA.

10.4.2 NMpoBepKa TpacCUpPOBKU
Pe3ynbTaTt KOHpUrypaumum

Mocne BbINONMHEHNSI MPOBEPKN TPACCMPOBKM HA CETEBOM YCTPOWCTBE MOXHO Y3HaTb O
TOMOMNOrMN MapLUPyTU3aLUMN MeXOy CeTeBbIM YCTPOMCTBOM W Y3NOM HasHayeHus, a
TaKKe O LUM3ax, Yepe3 KOTopble NakeTbl OTNPAaBMAKTCA C CETEBOrO YCTPOWCTBA Ha
y3en HasHa4YeHus.

MpumeyaHunsn
CeTeBoe yCTPONCTBO A0SMKHO BbITb HAacTpoeHo Ha IP-agpec.
Atanbl KOHdUrypaumm

®,

< YT10obbl OTCNEeanTb MapLlpyT, No KoTopomy Oyaet cnepoBatb nakeT IPv4 Ha ysen
Ha3HayeHus, BbINONHUTE KoMaHAay traceroute IPv4.

< YTt0obbl OTCNEeanTb MapLipyT, No Kotopomy byaet crnegosatb nakeT IPv6 Ha y3en

Ha3Ha4yeHus, BbINONHUTE KOMaHAy traceroute IPv6.

lNMpoBepka KoHcUrypaumm

BbinonHute komaHgy traceroute, 4Tobbl 0TOOPA3UTL COOTBETCTBYHOLLYIO MHpOpMaLNIO
B OKHe MHTepdenca KOMaHOHOW CTPOKK.

CBsAi3aHHble KOMaHAbI
Traceroute IPv4

KomaHpa traceroute [oob | vrf vrf-name | ip] [adress [ via mgmt-name ]
[probe number ] [source source] [timeout seconds] [ttl minimum
maximum]]

OnucaHue oob: VYkasbiBaeT nokanbHoe ynpasneHue. J3TOT napameTp

napameTpoB HeobxoauMo HacTpouTb, ecnv nopt MGMT ykasaH B kayecTBe
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NCXOAHOro nopra.

vrf-name: YkasbiBaeT nms VRF.

address: YkasbiBaeT agpec |IPv4 HasHayeHust unm umsi AoOMeHa.
mgmt-name: YkasbiBaeT nopt MGMT B pexume OOB.

number: YkasbiBaeT KONIMYECTBO 3anpocoB. [lnana3oH 3Ha4YeHun oT
1 pno 255.

source: YkKasblBaeT ucxodHblh agpec IPv4 vnu nopT-UCTOYHUK
naketa. Agpec wuHTepdenca obpaTHoOM CBA3W, Hanpumep,
127.0.0.1, He MOXeT WCnonb30BaTbCAd B KayecTBe WCXOLAHOro
agpeca.

seconds: YkasbiBaeT BpeMsi oxxmaaHuda. 3HavyeHne BapbupyeTtcsa oT
1 go 10 cek.

minimum maximum: Yka3blBaeT MWUHMMaNbHOE U MaKkCUMarnbHoe
3HaveHna TTL. [lnana3oH 3HadeHun ot 1 o 255.

Pexum B nonb3oBaTtensckom EXEC pexume MOXHO BbINOMHUTL TOSbKO
KOHcurypauum | 6a3oByo (pyHKUuo TpaccupoBku. B npusunernposaHHbin EXEC
pexnmMe MOXHO BbINOMHUTE pacLUMpPeHHYIo dyHKUMIO traceroute.
Ucnonb3oBaHue | KomaHga traceroute wucnonb3yetca A NPOBEPKUM CETEBOro
KOHpUrypaumm | NogKMIOYEHNs W TOYHOrO oOnpefeneHuss HeucrnpaBHOCTU  MNpu

BO3HUKHOBEHUN HeuUcnpaBHOCTU. YToObI MCNONb30BaTb WMS
AoMeHa, Heobxogumo cHavana HacTtpouTb DNS. [lNogpobHee o
HacTpouke cM. B pa3gene Hacmpotka DNS.

Traceroute IPv6

KomaHpga traceroute [ vrf vrf-name | [ oob ] ipv6 ] [ address [ via mgmt-
name | [ probe number ] [ timeout seconds ] [ ttl minimum
maximum ]

OnucaHwue oob: YkasbiBaeT fokanbHOe ynpaBneHue. JTOT NapameTp

napameTposB HeobxoaumMo HacTtpouTb, ecnn nopT MGMT ykasaH Kak nopT
NCTOYHMKA.
vrf-name: YkasbiBaeT umsa VRF.
address: YkasbiBaeT agpec |IPv6 HasHayeHuss unn ums gomMeHa.
mgmt-name: Yka3sbiBaet nopt MGMT B pexume OOB.
number: Yka3sbiBaeT KONIMYECTBO 3anpocoB. [luana3oH 3Ha4YeHun oT
1 pno 255.
seconds: Yka3sblBaeT BpeMs OXungaHus. 3HavyeHne BapbupyeTcst oT
1 0o 10 cek.
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minimum maximum: YkasblBaeT MUHUMANbHOE U MaKkcumanbHoe
3Ha4YeHua TTL. dnana3oH 3Ha4YeHun ot 1 oo 255.

Pexum B pexnme User EXEC MOXHO BbINOMHUTL TONbKO 6a3oByto
KoHcurypauum | pyHkumio traceroute IPv6. B npusBunernposaHHoMm pexume EXEC
MO>XHO BbIMOSMHUTL pacLUMpPeHHYo yHKUuio traceroute IPV6.
Ucnonb3oBaHue | KomaHga traceroute IPv6 ucnonb3yeTcs Ond npoBepKU CEeTeBOro
KOHpUrypaumm | NoSKMOYEHNS U TOYHOro onpenerneHus Mecta HeMCnpaBHOCTU Npwu

BO3HWKHOBEHUN HeWUcnpaBHOCTU. YTOObI MCNONb30BaTb WMS
AOMeHa, Heobxoaumo cHavana HacTtpouTb DNS. TlNogpobHee o
HacTporke cM. B pa3gene Hacmpotka DNS.

Mpumep KoHduUrypaumm

BbinonHeHne dyHKUumM Traceroute B NpaBubHO MNOAKITHOYEHHOW CETU

drtanbl
KOHcUrypaumm

B npuBunermposaHHom pexmme EXEC BbinonHuMTE KOMaHay
traceroute 61.154.22.36.

QTECH# traceroute 61.154.22.36
< press Ctrl+C to break >

Tracing the route to 61.154.22.36

1 192.168.12.1 0 msec 0 msec 0 msec

2 192.168.9.2 4 msec 4 msec 4 msec

3 192.168.9.1 8 msec 8 msec 4 msec

4 192.168.0.10 4 msec 28 msec 12 msec
5 202.101.143.130 4 msec 16 msec 8 msec

6 202.101.143.154 12 msec 8 msec 24 msec

7 61.154.22.36 12 msec 8 msec 22 msec

Mpeoblgywnn  pesynbtaT TecTa MOKasblBaeT, 4YTO CceTeBoe
YCTPOMCTBO noriydaeT [OCTyn K XocTy 61.154.22.36, nepepnasas
naketbl 4epe3 wno3bl 1-6. Kpome TOro, otobpaxaeTcsi Bpewms,
HeobxoaMmoe AN AoCTyna K KaXgoMy L3y .

BbinonHeHve yHkuum Traceroute B HemcrnpasHOM ceTu

drtanbl B npusunermposaHHom pexume EXEC BbinonHute KomaHay
KoHdurypaumm | traceroute 202.108.37.42.

QTECH# traceroute 202.108.37.42

< press Ctrl+C to break >
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Tracing the route to 202.108.37.42
1 192.168.12.1 0 msec 0 msec 0 msec
2 192.168.9.2 0 msec 4 msec 4 msec
3 192.168.110.1 16 msec 12 msec 16 msec
4 x  x %
5 61.154.8.129 12 msec 28 msec 12 msec
6 61.154.8.17 8 msec 12 msec 16 msec
7 61.154.8.250 12 msec 12 msec 12 msec
8 218.85.157.222 12 msec 12 msec 12 msec
9 218.85.157.130 16 msec 16 msec 16 msec
10 218.85.157.77 16 msec 48 msec 16 msec
11 202.97.40.65 76 msec 24 msec 24 msec
12 202.97.37.65 32 msec 24 msec 24 msec
13 202.97.38.162 52 msec 52 msec 224 msec
14 202.96.12.38 84 msec 52 msec 52 msec
15 202.106.192.226 88 msec 52 msec 52 msec
16 202.106.192.174 52 msec 52 msec 88 msec
17 210.74.176.158 100 msec 52 msec 84 msec
18 202.108.37.42 48 msec 48 msec 52 msec
Mpeaoblaywmin  pe3ynbtaT TecTa MOKasblBaeT, YTO CeTeBoe

yCTPOMCTBO noniydaet goctyn kK yany 202.108.37.42, nepepaBas
nakeTbl Yepes wnto3sbl 1-17, a wno3 4 HencnpaseH.

BbinonHeHne dyHkuum Traceroute |IPv6 B NnpaBusibHO NOAKMHOYEHHOM CETU

dTanbl B npuBuneruposaHHom pexume EXEC BbinonHuTe KOoMaHay
KOHcurypauum | traceroute ipv6 3004::1.

QTECH# traceroute ipv6 3004::1

< press Ctrl+C to break >

Tracing the route to 3004::1

1 3000::1 0 msec 0 msec 0O msec

2 3001::1 4 msec 4 msec 4 msec

3 3002::1 8 msec 8 msec 4 msec

4 3004::1 4 msec 28 msec 12 msec

Mpeoblgywnn  pesynbtaT TecTa MoOKasbiBaeT, 4YTO CeTeBoe

ycTponcTtBo nony4vaet goctyn kK xocty 3004:1, nepefaBas nakeThbl

yepe3 wno3bl 1-4. Kpome TOro, otobpaxaeTcs Bpewms,

Heobxoaumoe AN AOCTYyna K KaXaoMy LUMo3y.
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BeinonHeHue dyHkumm Traceroute IPv6 B HeumcnpasHom ceTn
dranbl B npuBunermposaHHom pexmme EXEC BbinonHuTE KOMaHay

KoHdurypauum | traceroute ipv6 3004::1.

1 3000::1
2 3001::1
3 3002::1
4 x Kk ok

5 3004::1

0
4
8

QTECH# traceroute ipvé 3004::1
< press Ctrl+C to break >

Tracing the route to 3004::1

msecC

msecC

msecC

msecC

0 msec 0 msec
4 msec 4 msec

8 msec 4 msec

28 msec 12 msec

Mpegblioywnn pesynbTaT TecTa YykasblBaeT Ha TO, 4YTO CeTeBoe
ycTponcTBo obpaluaeTcs Kk xocty 3004::1, nepegaBas nakeTbl Yepes
wno3bl 1-5, a wnto3 4 HeMcnpaseH.
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11 HACTPOUKA TCP
11.1 O630p

MpoTokon ynpaeneHuss nepegadver gaHHblx (TCP) — 3TO mpoTOKON TpaHCnopTHOro
YpOBHS1, obecneunBaroLLmMii HagexHble Cnyx0bl, OPUEHTUPOBAHHbIE HA NOAKITHOYEHNE U
IP, oNsa ypoOBHSA NPUIOXEHUNA.

MoTokn mMexceTeBbIX AaHHbIX B 8-OUTHbIX BanTax nepegarTcs C YPOBHSA NPUITOXKEHNS
Ha ypoBeHb TCP, a 3aTeM bparMeHTUpYKTCA Ha CerMeHTbl MakeToB Hagnexaiiemn
AnNuHbl Yepe3 TCP. MakcmanbHbIn pa3mep cermeHTa (MSS) 06bl4HO orpaHuymnBaeTcs
MakcuMMarnbHbIM pasMmepom nepenasaemoro 6noka (MTU) Ha ypoBHe kaHana OaHHbIX.
Mocne aToro nakeTbl OTNpaBNAlTCSA Ha ypoBeHb IP, a 3atem Ha ypoBeHb TCP
nonyyartens no ceTu.

Utobbl nNpegoTBpaTUTbL MNOTEPH MaKeToB, Kaxabl 6GanuT wuaeHTUdUUMpyeTcs no
nopsiakoBbiM Homepam 4epe3 TCP, u4to obGecneunmBaeT nosiyYeHne MNaKeTos,
npegHasHayYeHHbIX A4S o4HOpPaHroBoro yana. locne nonydYeHua naketa nosiyvyartenb
otnpaensieT otTBeTHbIN nakeT TCP ACK. Ecnu otnpaButenb He nonyyvyaet ACK-nakeTbl
B TeyeHue pasymMHoro spemeHn RRT, cooTBeTCcTBYIOWME NakeTbl (NpeanonoXuTensHo
noTepsiHHble) ByayT nepenaHbl MOBTOPHO.

*

s lNpotokonn TCP wucnonb3yeT QYHKUMIO KOHTPOSIbHOW CYyMMbl OS5 NPOBEPKU
LeNoCTHOCTM AaHHbIX. Kpome Toro, And npoBepKyM AaHHbIX MOXHO MCMNONb30BaTb
ayTeHTUduKauuo Ha ocHose MD5.

s [na obecneyeHns HaOEXHOCTU UCMOMb3YOTCA MEeXaHu3M obpaTHOW nepedadn no
TanmayTy U MexaHu3m obpaTHOM CBA3WN.

« [lpOTOKON CKOMb3SALWEro OKHa WCMONb3yeTcs Ans ynpasBneHus noTokamu. Kak

ykaszaHo B [lpoTokone, HengeHTUUUMPOBAHHbIE TPYMMbl B OKHE AOJTKHbI ObITb

nepeaaHbl NOBTOPHO.

n POTOKOJIbl U CTAaHAAPTDbI

% RFC 793: NpoTokon ynpaeneHnsa nepegaden

s RFC 1122: TpeboBaHNA K UHTEPHET-XOCTAM -- YPOBHU CBSA3U

s RFC 1191: O6bHapyxeHne MTU nytn

«+ RFC 1213: Ynpaensemas 6a3a AaHHbIX ONS CETEBOro agMUHUCTPUPOBAHUS Ha
ocHose TCP/IP: MIB-II

+ RFC 2385: 3awwuta ceancos BGP ¢ nomouwbto onuum nognucn TCP MD5

» RFC 4022: basa ynpasnsawwen WHPopMauunm Ans npoTokona ynpasreHus

nepegaven (TCP)

11.2 MpumeHeHMne

NMpumeHeHune OnucaHue
Ontummnsaums UTobbl n3bexatb pparmeHTaumnm naketoB TCP Ha kaHane
NpPOn3BOAUTENILHOCTH ¢ Hebonbwum MTU, BknoyeHo obHapyxenne MTU nytn
TCP (PMTUD).
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O6HapyxeHune TCP npoBepsieT, paboTtaeTr nu OLHOPAHrOBbIA Yy3en
NCKNIOYEHNSS COEONHEHNSI | HOPMarbHO.

TCP

11.2.1 OnTumusaumsa nponssogutenbHoctu TCP
CueHapuu

Hanpumep, coeguHeHne TCP ycTtaHaBnuBaetca mexagy A u D, Kak nokasaHo Ha
cnegytowem nsobpaxeHnn. MTU kanana mexagy A un B coctasnsiet 1500 6ant, 1300
6ant mexay B n C n 1500 6ant mexay C 1 D. [Ina onTummnsauum npomM3BoanTeSNIbHOCTHU
nepenaym TCP cneayet nsberatb hparmeHTaumm naketos mexay B n C.

N3obpaxeHne 11-1

A B C o
& e Wy, GED/2 Ty GELI2 _&
L GED/ 1Nk GED N GED/ 1 Wk

Mpumeuvan A, B, C n D gaBnsatoTcs mappytTmsaTopamu.
us:

OnucaHue
« Bkntounte PMTUD Ha A n D.

11.2.2 O6HapyxeHune ucknr4veHmns coegnHeHmnsa TCP
CueHapun

Hanpumep, Ha crneaywowemMm mnsobpaxeHun nonb3oBaTeSl BXOAUT B CUCTEMY 4Yepes
telnet, Ho paboTaeT HenpaBurbHO, Kak MOKa3aHO Ha cnegyowem mnsobpaxeHun. B
cnyyae Taum-ayta noBTopHOM nepepadn TCP coegnHeHwe nonb3oBatens TCP
OCTaeTCcs B TeYEeHMEe AnutenbHoro BpemeHu. Takum obpasom, TCP keepalive moxeT
ObITb NCMOMNB30BaH AN BLICTPOro OBHaPYKEeHUS UCKNtYeHna coeanHeHnsa TCP.

N3o6paxeHne 11-2

LoopbackD

GEDM

| Lisar

MpumeyaHna: A — 370 MapLUpyTU3aTOP.
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OnucaHue

7
L X4

Bkntounte nopaepxky TCP keepalive Ha A.

11.3 Kno4yeBble 0COOEHHOCTU

Ba3oBble KoOHUenuuun

dopmart 3aronoska TCP

X3

S

X3

*¢

0 1 2 3
012345678901234567890123456782901

R s e s s s e e e e e e e e

| Source Port | Destination Port

e ks s e

| Sequence Number |

e ks s e

| Acknowledgment Number

e ks s e

| Data | |UIA|P|RIS|F| |

| Offset| Reserved |R|IC|S|S|Y]|TI] Window

| | |[GIKIHITIN|N| |

e ks s e

| Checksum | Urgent Pointer

e e e e e e s e e e e

| Options | Padding |

R e i e e e e e e e

| data |

R e e i e e e e e e e e

Source Port (UcxoaHbIM nopT) — 310 16-paspsiAHbIN HOMEP UCXOAHOro nopTa.

Destination Port (MopT Ha3HauyeHuss) — 31O 16-paspsgHbLIN HOMEP nopTa

Ha3Ha4YeHus.

Sequence Number (MopsakoBbIn HOMep) — 3TO 32-OUTHbBIN NOPAAKOBbLIA HOMEP.

Acknowledgment Number (Homep noarBepxaeHns) — 370 32-OUTHLIN HOMeEp,

KOTOpbI onpeaensieT cneayroLwmnin NopsaaKkoBblii HOMEpP, KOTOPbIN AOMKEH NONYYnUTb

nonyyarens.

Data Offset (CmelwieHMe AaHHbIX) — 3TO 4-pa3psgHOe 4YUCIOo, yKasbiBalollee

obuee konuyectso GanToB B 3aronoske TCP (onuusa BkNtoYeHa), pasgeneHHoe Ha

4.

But cnara - 6 6ut. URG: lNone cpoyHoro ykasaTtens spnsetcs 3HadnmbiM; ACK:

Mone noaTBepxaeHnsa aBnseTca 3HaunmMbiM; PSH: YkasbiBaeT Ha dyHKuMo push;

RST: C6pacbiBaeTr TCP-coegmHeHne; SYN: CUHXpOHM3MPYET NOpsaKoBbIA HOMEP

(yctanaBnuBaet TCP-coeauHenne); FIN: bonblie HeET AaHHbIX OT OThNpaBuUTENs
(3akpbiBaeT TCP-coeanHeHue).
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% 16-OMTHOE 3HayeHWe OKHa MCMonb3yeTcs ANA ynpaBneHus notokamu. B Hem
ykasblBaeTcqd 06beM [OaHHbIX, KOTOpble MOryT nepegaBaTbCs U3 OOHOPAHrOBOro
y3na mexay naketamum ACK.

s Checksum (KoHTponbHasa cymma) — 370 16-paspsagHas KOHTPOSbHas cymma.

< Urgent Pointer (YkasaTenb CpO4YHbIX AaHHbIX) UMeeT 16-paspsiaHy0 BEPCUIO U

NMoKasblBaeT KOHEL, CPOYHbIX [aHHbIX, YTOObl MOXHO ObIIO NPOAOIPKUTL

npepBaHHble MOTOKM AaHHbIX. [Mpn yctaHoBke OGuta URG agaHHble nonyyaroT

NpUOpPUTET HaA APYrMMU NOTOKaMN AaHHbIX.

TpexcTopoHHsasa TexHonorna TCP Handshake

% [pouecc TpexcTopoHHero kBuTupoBaHusa TCP BbinonHAeTca cneayiowmm o6pasom:

1. KnueHT oTnpaensieT Ha cepBep nakeT SYN.

2. Cepsep nony4daet naket SYN u otBevaeT naketom SYN ACK.

3. KnueHT nony4aeTt naket SYN oT cepBepa n otBevaet naketom ACK.

% [locne TPexCTOPOHHEro KBUTUPOBAHUS KIMMEHT U cepBep YCNewHO NOAKMOYEHbl U
roToBbl K Nepegade JaHHbIX.

O630p

PyHKUMA OnucaHune

HacTtpownka Tanm- HacTtporika TanMm-ayTa oOXuaaHus OTBETHOro naketa nocne
ayta SYN otnpaku naketa SYN unn SYN ACK.

HacTtponka HacTtponka pasmepa okHa.

pasmepa OoKHa

Hactpouka cbpoca | Hactpornka otnpasku naketoB cbpoca TCP nocne nonyyeHus
OTNpaBKM NAKETOB | COOOLLEHU NopTa BHe JoCTyna.

Hactpownka MSS Hactponte MSS ans nogkntodeHuss TCP.

O6Hapyxenne MTU | Hangnte HammeHbwmn MTU Ha nytm nepegaun TCP wun
nyTu oTperynupynte pasmep naketoB TCP Ha ocHoBe atoro MTU,
4yTO6ObI M3bexaTb bparmeHTaumn.

TCP Keepalive MpoBepbTe, paboTaeT fiv OAHOPAHIOBbLIN Y3en HOPMarbHO.

11.3.1 HacTpouka Tanm-ayta SYN
MpuHUMN paboTbl

CoegnHenne TCP ycTtaHaBnMBaeTCsi MoOCMe TPEXCTOPOHHErO0  KBUTUPOBAHUS:
Otnpaeutenb otnpaBndet naket SYN, nonyyatenb otBeyaeT naketom SYN ACK, a
3aTteM oTnpasuTenb oTBe4vaeT naketom ACK.

X/

s Ecnu nonyyatene He otBevaeT Ha naket SYN ACK nocne Toro, Kak oTnpaButenb
otnpaendet naket SYN, otnpasBuTens npoporkaetr nepepasatb nakeT SYN B
TeyeHue onpeaeneHHoro BpeMeHu Unm 4o UCTeYeHna nepnoga Tanm-ayTa.
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s Ecnu nonyyatenb otBetut Ha naket SYN ACK nocne Toro, Kak oTnpasuTerb
otnpasuT naket SYN, HO oTnpaBuTenb He oTBeTUT Ha nakeT ACK, nonydartenb
npogosmkaet nepenasatb naketT SYN ACK B TeyeHune onpeaeneHHOro BpeMeHU
UNn 0O UCTeYeHns nepuoaa Tanm-ayTta. (3To npoucxoauTt B cryyae dpnyaa SYN.)

CBsa3aHHasA KoHcurypauma
HacTtpoiika Tanm-ayta TCP SYN
s Tanm-ayt TCP SYN no ymonuyaHuto coctaenseT 20 cekyHA.

% Banyctute komaHgy ip tcp synwait-time seconds B pexume rrnobanbHou
KOHpurypaumm, 4tobbl HacTpouTb Tanm-ayT SYN B ananasoHe ot 5 o 300 cekyHa.
< B cnyyae ddnyoa SYN cokpaweHne BpemMeHn oxugaHna SYN cHuxaet
notpebneHne pecypcoB. OagHako oHa He paboTaeT npu HenpepbiBHOM dnyge SYN.
Ecnn yCcTponcTBO aKkTMBHO 3anpalunBaeT MOAKIYEHNE K BHELLHEMY YCTPOWCTBY,
Hanpumep, ¢ nomouwbto telnet, cokpalwieHne Bpemenn oxuaaHma SYN cokpaiuaeT
BpeEMSA OXugaHusa nonb3oBaTensa. B nnoxon cetm MOXHO nNpoanuTb BpeMs

oxunpgaHmsa SYN.
& B Bepcun 11.0 nnu 6onee nosagHen oHa npumeHsieTca kak K TCP IPv4, Tak n k TCP IPv6.

11.3.2 HacTpouka pa3mMepa OKHa
MpuHUMn paboTbl

[laHHbIE N3 OOQHOPAHIoBOro yarna KawupylTes B npuHumatowwem bydgepe TCP n 3atem
cumTbiBalOTCA npunoxeHusmn. Pasamep okHa TCP ykasbiBaeT pasmep cBo6oaHOro
MecTa B npuHumatowem Oydepe. [Onsa nogknoyeHuss 6onblinx 06beMOB AaHHbIX C
LUMPOKOW MOSIOCOMN NPOMYCKaHUSA yBENMYeHne pasMepa OKHa 3HauuTesNlbHO NoBbiaeT
Npon3BOAMTENBHOCTbL Nepefayn gaHHbIX No npoTtokony TCP.

CBsA3aHHasa KoHdurypaums
HacTtponka pasmepa okHa

o

< 3anyctute komaHay ip tcp window-size size B pexxume rnodansHom
KOHpurypaumm, 4tobbl HACTPOUTL pa3mep okHa oT 128 fo (65535<< 14) Ganr.
3HayeHue no ymon4yanuio — 65535 6ant. Ecnu pasmep okHa npesblwaeT 65535
GanT, yBenmyeHne okHa GyaeT BKIIOYEHO aBTOMATUYECKU.

% Pa3smep okHa, 00bABNEHHbI OAHOPAHIOBOMY Y31y, ABNAETCA MEHbLUMM 3HaYEeHNEM

MeXay HAaCTPOEHHbIM pa3mMepoM OKHa 1 cBOBOAHBLIM NPOCTPAHCTBOM

npuHuMatoLlero bydepa.

& B Bepcumn 11.0 unu 6onee nosaHen oHa npumeHsieTcs kak kK TCP IPv4, Tak u k TCP IPv6.

11.3.3 HacTpouka copoca oTnpaBKu NakeToB
MpuHUKMN paboTbl

Ecnun TCP-coeanHeHne, K KOTOPOMY NPUHAOSEXNT NAKET, HE MOXET ObITb
naeHTudumumnpoBaHo, To npu nepegade TCP-nakeToB NpUNoXXeHNaM nokanbHbIA KOHeL
oTnpaBnseT nakeT cbpoca Ha y3en ans npekpaweHms TCP-coegnHeHus.
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3N0yMbILINEHHNKM MOTYT UCNOSb30BaTb COOOLLEHNA O HEAOCTYMHOCTM NopTa AN
aTakn Ha YCTPOWUCTBO.

CBsizaHHasA KoHcurypauums

HacTtporika otnpaBkm naketoB cbpoca TCP nocne nonyyeHust cooblieHun o
HeJOCTYMHOCTM nopTa

Mo ymonuaHuio BKIoYeHa oyHKLMA OoTnpaBku naketoB cbpoca TCP npu nonydeHun
coobLLeHnn 0 HeOCTYNHOCTN NopTa.

BbinonHute komaHay no ip tcp send-reset B pexume rnobanbHon KoHdUrypaumw,
YTOObLI OTKMOYUTL OTNpaBKy nakeTtoB cbpoca TCP npu nonyvyeHun coollieHnin o
HeJOoCTYMHOCTY nopTa.

Mocne BKNOYEHMS 3TON (DYHKLMMN 3MOYMbILLNIEHHMKM MOTYT MCNOSb30BaTh COOOLLEHUS
0 HeZOCTYMNHOCTX NopTa AN aTaky Ha YCTPOMUCTBO.

& B Bepcun 11.0 nnu 6onee nosagHen oHa npumeHsieTca kak K TCP IPv4, Tak n k TCP IPv6.

11.3.4 Hactpouka MSS
MpuHUMn paboTbl

MSS o3HavaeT oOwmin obbemMm p[aHHbIX, cogepxawmxca B cermeHte TCP t, 3a
ncknovyeHnem napametpos TCP.

TpexcTopoHHee pykonoxaTue OCyLLeCTBASeTCa MocpeacTBOM corfnacoBaHust MSS.
O6e cTopoHbl gobasnaT onumo MSS k naketam SYN, ykasbiBass Ha HauMbonbLUWi
00beM AaHHbIX, KOTOpPbIN MOXEeT obpaboTaTb NnokamnbHbIN KOHEL, a MMEHHO, 06bemM
AAHHbIX, paspelleHHbIX OT ogHopaHroBoro yana. Obe CTopoHbl npuHumarT MSS
MEHbLUEro pasMmepa Mexay HUMU, kak 00baBneHHyto MSS.

3HayeHne MSS paccuunTbiBaeTCs crnegyrowmm obpasom:

s IPv4 TCP: MSS = pa3mep 3aronoBka ncxogsuwero nurepgenca MTU IP (20 6anr),
pa3mep 3aronoska TCP (20 6awnr).

s IPv6 TCP: MSS = pa3mep 3aronoska IPv6 MTU nyTtu (40 6anT), pasmep 3aronoBka
TCP (20 6anT).

{ B Bepcum 11.0 unu 6onee nosgHel oHa npumeHsieTcs kak kK TCP IPv4, tak u k TCP IPv6.

O OddektnBHas cuctrema MSS npeacraBnsier coboM  MEHbLUYD CUCTEMY  MeXay
paccyMTaHHOW CUCTEMOM N CKOHPUIypuUpoBaHHOM CUCTEMOMN.

{ Ecnn coeavHeHve nopaepxuBaeT onpegeneHHble onuun, To U3 3HadeHua MSS cneayet
BblYECTb ANIMHY onuun (C y4eToM cMelleHus AaHHbix data offset). Hanpumep, 20 6ant
ans gangxecta MD5 (¢ yyeTom cmelleHnsa gaHHbix data offset) gormkHbl 6bITh BbIYTEHDI
n3 MSS.

CBs3aHHasA KOH¢urypauus
HacTtponka MSS

% 3anyctute KomaHZy ip tcp mMsSsS max-segment-size B pexume rnobanbHom
KOHpurypaumm, 4tobsl 3agate MSS. [lInanasoH coctasnset ot 68 go 1000 6anT. lNo
ymonuyaHnio MSS paccuntbiBaetca Ha ocHoBe MTU. Ecnu HacTtpoeHa cuctema
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MSS, addekTMBHaa cuctema npeacTaBnsieT COO0M MEHbLUYD CUCTEMY MEXAy
paccYMTaHHOW CUCTEMOWN U CKOHAPUTYPUPOBAHHOW CUCTEMOWN.

% Cnuwkom manas cuctema MSS cHuXaeT Npou3BOAUTENBbHOCTb TPaHCMUCCUW.
MoxHo nosbicuTb nepepady TCP, yeennumB MSS. Bbibepute 3HayeHne MSS,
ncnonedys MTU wuHTepdenica. Ecnu nepsBbin 6onbwe, naketel TCP  6yayt
parMeHTUpoOBaHbIl, 1 NPOU3BOANTENBHOCTL Nepeaaydn byaeT CHUXKeHa.

11.3.5 O6HapyxeHue MTU nyTtu
MpuHUKMN paboTbl

O6Hapyxenne MTU nytn f, npegycmoTrpeHHoe B RFC1191, wucnonb3yetcsa nns
obHapyxeHnss HaumeHbwero MTU B nytm TCP, 4toGbl nsbexatb parmeHTauumn u
NoBbICUTL KO3 ULUMEHT MCMNONb30BaHUS MOMOChbl NponyckaHus ceTu. [lpouecc
obHapyxeHnss MTU nytu TCPv4 onucaH Huxe.

1. WctoyHuk otnpaBndaet TCP-nakeTbl ¢ 6utom Don’t Fragment (DF), ycTaHOBNEHHbLIM
BO BHelLHeM |P-3aronoske.

2. Ecnn 3HauyeHne MTU wucxogsiwero uHTepdgenca mapupytmsatopa B nytu TCP
MeHblle, YeM gnuHa |IP-nakeTa, nakeT 6yadet yganeH, a nakeT owubok ICMP,
nepegatowmn atot MTU, 6yaeT oTnpaBneH B UCTOYHUK.

3. lNpwn aHanuse naketa owmnbok ICMP ncToyHuk nonyvaet HanmeHswnn MTU B nyTtu
(nyte MTU).

4. Pasvep nocneaylolmnx CEerMEeHTOB [AaHHbIX, OTNPaBMEHHbIX WCTOYHUKOM, He
npeBbicuT MSS, KoTOpbIN paccunTbiBaeTca cnegyowmm obpasom: TCP MSS =
Path MTU — paamep 3arosnioBka IP — pa3mep 3aronoska TCP.

CBsA3aHHasa KoHdurypaums
BkntoueHue obHapyxeHna MTU nytu
Mo ymonyaHuio obHapyxeHne MTU nyTn OTKNHOYEHO.

3anyctute komaHay ip tcp path-mtu-discovery, 4ytobbl Bkntounte PMTUD B pexume
rnodanbHOM KOHUrypaumn.

© B Bepcun 11.0 nnn 6onee nosgHenm oHa NpuUMeHsieTCs Tonbko K npoTtokony IPv4 TCP.
PMTUD TCPv6 BKnto4eH NOCTOSIHHO M HE MOXET ObITb OTKITHOYEH.

11.3.6 TCP Keepalive

MpuHUMn paboTbl

Bbl moxeTte BkntounTtb TCP keepalive, 4tobbl npoBepuThb, paboTaeT nv 04HOPAHIOBbIN
y3en HopmanbHo. Ecnn TCP-koHey He oTnpasBnsieT nakeTbl Ha LPYron KoHel B
TeYyeHne onpedeneHHoro nepuoda BpeMeHuM (a MMeHHO nepuoda 6GesgencTeus),
nocrnegHnUn HauyMHaeT HECKOSbKO pa3 nocnegoBaTtesibHO OTNpaBnsTh NakeTol keepalive
Ha nepBbln. Ecnn oTBeTHbI nakeT He nonydveH, TCP-coeguHeHwe cuuTaeTcs
HeaKTUBHbIM, a 3aTEM 3aKpPbITbIM.

CBsa3aHHasa KoHdurypauus
BkntoveHue Keepalive
< o ymonuanuio TCP keepalive OTKMOYEH.
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% 3anyctute KomaHay ip tcp keepalive [interval numl] [times num2] [idle-period
num3] B pexume rnodanbHon KoHdurypaumm, 4tobbl Bknounte TCP keepalive.
OnucaHuve napameTpa cMm. B pa3sgene KoHdurypaums.

© B Bepcum 11.0 unun 6onee nosgHen oHa npumeHsieTcs kak K TCP IPv4, Tak u k TCP IPv6.
& Ota komaHga npumeHsieTcd kak kK cepeepy TCP, Tak 1 K KIMeHTy.

11.4 HacTtpouka

Hactpowka OnucaHue n KomaHaa
Ontumusaumsa A\ (OMUMOHAJIIBHO)  ucnonbsyetcs AN ONTUMU3ALMM
NnPEoOnU3BOOANTENBHOCTU npoussoanTenbHOCTK coegmHeruns TCP.
TCP
ip tcp synwait-time HacTtporika Tanm-ayta Aans
coeanHeHnuna TCP.
ip tcp window-size HacTtpoiika pasmepa OkHa
TCP.
ip tcp send-reset HacTpoiika oTnpaBku nakeToB
cbpoca TCP nocne
nony4YyeHns coobLeHnn,
HeOOCTYMHbIX AN nopTa.
ip tcp mss Hactpolika cuctembl MSS ans
NOAKMOYEHMA MO MPOTOKONY
TCP.
ip tcp path-mtu-discovery | BknioyaeTt obHapyxenne MTU
nyTun.
Ob6HapyxeHve A\ (Heobs3aTenbHo) ucnonb3yeTcs Ana OonpeaeneHus Toro,
NCKIMK4YeHnd pa60TaeT nn OﬂHOpaHFOBbIVI y3en HopMarlibHO.
coeanHenus TCP
ip tcp keepalive Bkntovaet TCP keepalive.

11.4.1 OnTumusaumsa nponssoautenbHoctn TCP
PesynbTat KOHdUrypauum

% Ob6ecneyeHne onTumanbHoW npomssoguTenbsHocTh TCP w©n npegoTBpalleHne
doparmeHTaumm.

MpumeyaHunsn
HepocTynHo
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JTanbl KOHUrypaumm

HacTporika Tanm-ayta SYN

«» OnumoHanbHo.

¢+ HactpownTe ero Ha o6ounx KoHuax coeanHeHnsa TCP.
HacTtpownka pasmepa okHa TCP

«» OnumoHanbHo.

X/

% HacTtpowTe ero Ha o6oux koHuax coeanHeHunss TCP.

Hactporika otnpaBkum naketoB cbpoca TCP nocne nomyvyeHus coobuweHun o
HeJOoCTYMHOCTM NnopTa.

+» OnumnoHanbHo.

¢+ HactpowTe ero Ha 06omnx KoHuax coeamHeHns TCP.

HacTtponka MSS
«» OnumnoHanbHo.

+ HacTpounTte ero Ha obonx koHuax coegmHeHus TCP.
BkntoveHue obHapyxeHns MTU nytu

«» OnumoHanbHoO.

*

«» HacTpownTte ero Ha o6ounx KoHuax coeanHeHust TCP.

NMpoBepka KoHcUrypaumm

HepocTtynHo

CBsizaHHble KOMaHAbI

Hactporika Tanm-ayta SYN

KomaHpga ip tcp synwait-time seconds

OnucaHue seconds: YkasbiBaeT BpeMsa oxugaHus naketa SYN. [dunanasoH
napameTpos coctaBnsiet ot 5 go 300 cekyHA. Mo ymonyanuio: 20 cekyHa.

Pexum Pexunm rmobanbHon KoHurypaumm

KOHcuUrypauum

BcTtpoeHHas B cnyyae dnyaa SYN cokpaweHune BpemeHu oxugaHma SYN
noackaska CHWxaeT notpebneHne pecypcoB. OgHako oHa He paboTaeT npwu

HenpepbiBHOM  dnyge SYN. Ecnm ycTponctBo — akTMBHO
3anpawuvBaeT NOAKMNIYEHME K BHELLHEMY YCTPOWCTBY, Hanpumep, c
nomoubto telnet, cokpawieHne spemeHn oxmaaHmsa SYN cokpallaet
BpeMS OXuaaHus nonb3oBaTens. B nnoxom cetn MOXHO NpoanuTb
Bpemsi oxngaHus SYN.

HacTtpownka pa3smepa okHa TCP

KomaHpga

ip tcp window-size size
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OnucaHue size: YkasbiBaeT pa3mep okHa TCP. [uanasoH coctaBnsieT oT 128
napameTposB Ao (65535 << 14) 6anT. 3Ha4yeHne No ymonyaHno — 65535 6anrT.
Pexum Pexxum rnobanbHomn KoHdurypaumm

KoHdurypaumm

BcTtpoeHHas HepocTtynHo

noackaska

HacTtporika otnpaBkm naketoB cbpoca TCP nocne nonyyeHust coobLlieHnn o

HEOOCTYMNMHOCTU N

opTa

KomaHpga ip tcp send-reset

OnucaHue HepocTtynHo

napameTposB

Pexum Pexunm rmobanbHon KoHpurypaumm

KOHcpUrypaumm

BcTpoeHHas Mo ymon4yaHuio BKNOYEHa PyHKLMS OTnpaBku naketoB copoca TCP
noackaska npu nosty4eHnn coobLLeHnin o HeJoCTYMHOCTK nopTa.

HacTtponka MSS

KomaHpga ip tcp mss max-segment-size

OnucaHue max-segment-size: YkasblBaeT MakCUMmasbHblA pa3mep CermMeHTa.

napameTposB IunanasoH coctaBnseT ot 68 go 10000 6anT. No ymonyaHuio MSS
paccunTbiBaeTcs Ha ocHoBe MTU.

Pexum Pexum rnobanbHon KoHurypaumm

KoHduUrypaumm

BcTpoeHHas OTa komaHga onpegensier MSS gns ycrtaHosneHus cessu TCP.

noackaska CornacosaHHag MSS pgns HoBoro coeguHeHWss [ormkHa ObiTb

MeHblwe, Yyem MSS. Ecnn Bbl xoTnte ymeHswinte MSS, BbinonHute
3Ty KOMaHAy. B npoTMBHOM criydae He BbIMOMHANTE HAaCTPOWKY.

HacTtpoiika obHapyxeHns MTU nytun

KomaHpga

ip tcp path-mtu-discovery [ age-timer minutes | age-timer infinite

]
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OnucaHue age-timer  minutes: YkasblBaeT uWHTepBan AN HOBOroO

napameTpoB npobupoBaHms nocne ob6HapyxeHus MTU nytn. [OuanasoH
coctaenset oT 10 go 30 mMuHyT. 3HavyeHne no ymon4vaHuo — 10
MUHYT.
age-timer infinite: MNMocne obHapyxeHns MTU nytu npobupoBaHue
He peann3oBbIBaeTCS.

Pexum Pexxum rmobanbHom KoHurypauum

KoHdurypauumm

BcTtpoeHHas PMTUD — aTo anropuTtm, onncaHHbin B RFC1191, HanpasneHHbIn

nopckaska Ha  MoBblleHWe  KOo3pPUUMEHTA  UCMOMb30BaHUS  MOSOCHI

nponyckaHuna. [Mpu npumeHeHun npoTokona TCP Kk nakeTHowm
nepegade daHHbIX 3Ta  QYyHKUMS  MOXeT  crnocobcTBoBaTb
NOBbILLEHMIO MPON3BOAUTENBHOCTU Nepenayun.

Ecnu MSS, ncnonb3yemas anst NOAKMYEHNS, MEHbLLE, YEM MOXET
obpaboTaTb oOpHOpaHroBoe coeguHeHne, To MSS 6onblero
pa3mepa OyaeT MCnonb3oBaTbCA KaXabll pa3, Koraa UcteyeT Bpems
Tarimepa. Tanmep yctapeBaHua nNpeactaBnseT cobon BpeMEHHON
WHTepBarn, B TeyeHune kotoporo TCP oueHmBaetr MTU nytm c
nomowbto 6Gonee kpynHom MSS. Tlpouecc ob6HapyxeHus
OoCTaHaBnuBaeTcsl, ecnn nNnbo cuctema oTtnpasndemon MSS nmeet
TakoW Xe pasmep, Kak corfacoBaHHasi ogHOpaHroBasi ceTb, Nnbo
nosb3oBaTesnib  OTKMOYU  TaWMep Ha MapwpyTtudaTtope. [Ons
OTKITOYEHMSATaMepa yCTaHOBUTE ero Ha infinite.

Mpumep KoHDUrypaumm

BkntoueHue obHapyxernna MTU nytu

dTanbl Bkntounte PMTUD gna coeguHeHns TCP. Bblbepute HacTpouku
KOHduUrypauumm | Tanmepa BospacTa rno yMosiyaHuio.

QTECH# configure terminal

QTECH (config) # ip tcp path-mtu-discovery

QTECH (config) # end
lNMpoBepka 3anyctute komaHgy show tcp pmtu, 4tobbl oTobpasuTts IPv4 TCP
KoHcurypauum PMTU.

QTECH# show tcp pmtu
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Number Local Address Foreign Address PMTU
1 192.168.195.212.23 192.168.195.112.13560 1440

TCP PMTU.

QTECH# show ipv6 tcp pmtu
Number Local Address Foreign Address PMTU
1 1000::1:23 1000::2.13560 1440

3anyctute komaHay show ipv6 tcp pmtu, 4tobbl oTo6pasnTb IPV6

TUNUYHbIe OWUOKK
HepocTynHo

11.4.2 O6HapyxeHue ucknr4veHus coeguHeHmns TCP
PesynbTaT KOHbUrypauumm

s [lNpoBepbTe, paboTaeT N 0OQHOPAHIOBLIN Y3ET HOPMaribHO.
MpumeyaHunn

HepocTtynHo

ATanbl KOHdUrypaumm

BkntoueHne TCP Keepalive

«» OnuuoHanbHo.

lNMpoBepka KoHcUrypaumm

HepocTtynHo

CBA3aHHbIe KOMaHAbI

BkntoueHne TCP Keepalive

KomaHpga ip tcp keepalive [interval num1] [times num2] [idle-period num3]

OnucaHue interval numl: YkasbiBaeT vHTepBan otnpaBku nakeToB keepalive.
napameTpoB [vanasoH coctasnsgetr oT 1 o120 cekyHa. Mo ymonuanuo: 75

CeKyHa,.

keepalive. [lnanasoH coctasngaeT ot 1 go 10. No ymonyanuto: 6.

1800 cekyHf. 3HavyeHne No yMON4YaHuio coctaBnseT 15 MUHyT.

Pexum Pexxum rmobanbHom KoHurypauum
KoHduUrypauumm

times num2: YkasblBaeT MakcumarbHoe BpeEMA OTMNpPaBKU MakKeToB

idle-period numa3: YkasbiBaeT BpeMs, Koraa O4HOPAHroBbIA y3es He
OTNpaBrseT NakeTbl Ha JIOKanbHbIW KOHEL, OHO cocTasnseT oT 60 Ao
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BcTpoeHHas
noackaska

Bbl moxeTe Bkntountb TCP keepalive, 4To6blI NpoBepuTb, paboTaeT
1 OAHOPAaHroBbIA y3en HopmanbHO. [aHHas yHKUMSA BblKoveHa
Mo YMOMYaHUIO.

Mpeaononoxum, 4To nonb3oBaTenb BKIYaeT yHKuMo keepalive
TCP c HacTporkamu MHTepBana, BpeMeHu u nepuoga 6e3gencreums
no ymon4yaHuo. lNonb3oBaTenb He MonyvaeT nakeTbl OT OPYroro
KOHUA B TeyeHne 15 MUHYT, a 3aTeM HayuHaeT OTNpaBrsaTb NakeTbl
Keepalive kaxgble 75 cekyHa B TedyeHne 6 pas. Ecnv nonb3oBaTenb
He nonyvyaetr naketoB TCP, coeanHeHne TCP cuntaetca
HeaKTMBHbIM U 3aTeM 3aKpblBaeTCs.

Mpumep KoHDUrypaumum

BkntoueHne TCP Keepalive

dTanbl Bkntounte dyHkumo keepalive TCP Ha ycTponcTBe C MHTepBanom
KoHcurypaumum | interval n nepnogom 6esgenctensa idle-period, yctaHOBNEHHbIM Ha
3 MuHYTBl M 60 cekyHO COOTBETCTBEHHO. Ecnu nocne 4eTtbipex
NonbITOK OTNpaBku NakeToB keepalive nonb3oBaTtesnb He nosiydaeT
naketoB TCP c¢ pgpyroro koHua, coeanHeHne TCP cuntaetca
HEeaKTMBHbIM.
QTECH# configure terminal
QTECH (config)# ip tcp keepalive interval 60 times 4 idle-
period 180
QTECH (config) # end
lNMpoBepka Monb3oBaTtenib BXOOAUT B CUCTEMY YCTponcTBa Yepes telnet, a 3atem
KOHcpUrypaumm  BbIKITHOYAET JfloKanbHOE YCTPOUCTBO. 3anyctute kKomaHay show tcp

connect Ha yganeHHOM yCTponCTBe, YTOObl NpOBEPUTL, Koraa dyaeT
yoaneHo coeanHeHue IPv4 TCP.

TUunnyHbIe oWINOKK

HepocTynHo

11.5 KOHTpOnb COCTOSAHUSA

OToGpaxeHue

OnucaHue

KomaHpa

OTtobpaxeHue ocHoBHOM | show tcp connect [local-ip a.b.c.d] [local-port num]

MHdopMauum o

[peer-ip a.b.c.d] [peer-port num]
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coegnHeHun IPv4 TCP.

OtobpaxeHune
CTaTUCTUKN COEANHEHMS
IPv4 TCP.

show tcp connect statistics

OtobpaxeHne MTU TCP
IPv4.

show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OTobpaxxeHne
MHdOpMaLKM O nopTe
TCP IPv4.

show tcp port [num]

OTtobpaxeHne OCHOBHON
NHdopMauumn o
coeanHenun |IPv6 TCP.

show ipv6 tcp connect [local-ipv6 X:X:X:X::X] [local-port
numj [peer-ipv6 X:X:X:X::X] [peer-port num]j

OTtobpaxeHune
CTaTUCTUKN COeANHEHWS
IPv6 TCP.

show ipv6 tcp connect statistics

OtobpaxeHne MTU TCP
IPV6.

show ipv6 tcp pmtu [local-ipve X:X:X:X::X] [local-port
num] [peer-ipv6 X:X:X:X::X] [peer-port num]

OTobpaxeHune
MHopMaUnKn o nopTe
TCP IPv6.

show ipv6 tcp port [num]

OTtnapgka

A\ CucremHble pecypcbl 3aHATbI NpW  BbiIBOAE OTMagoyHon uHdopmauun. [loaTomy,
OTKIIOUYUTE OTNAAKY Cpasy Nocre MCNosib30BaHUS.

OnucaHue KomaHpa
OtobpaxaeTt debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip
OTNago4yHyto a.b.c.d] [global | vrf vrf-name] [local-port num] [peer-port

nHdopmauuto o TCP-
naketax IPv4.

num] [deeply]

OTtobpaxaeT
MHOpMaUUIo Mo
oTnagke coeanHeHus
IPv4 TCP.

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip
a.b.c.d] [local-port num] [peer-port num]

OTtobpaxaeT
OTNago4HYyo
nHdopmauuto o TCP-

debug ipv6 tcp packet [ in | out] [local-ipv6 X:X:X:X::X]
[peer-ipv6 X:X:X:X::X] [global | vrf vrf-name] [local-port
num] [peer-port num] [deeply]
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naketax |IPv6.

OtobpaxaeTt
MHopMaLno No
oTnagke coeavHeHns
IPv6 TCP.

debug ipv6 tcp transactions [local-ipv6 X:X:X:X::X]
[peer-ipv6 X:X:X:X::X] [local-port num] [peer-port num]
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12 HACTPOUKA NPOTOKOIA IPV4/IPV6 REF
12.1 O630p

Ha ycTponcTtBax, KOTOpble He MOoAAepXWBAIOT annapaTHy Mepechbisiky, MakeTbl
IPv4/IPv6 nepecbinaotca 4epe3 nporpammHoe obecnedenve. [Ons ontumusaumm
NPOM3BOAUTENBHOCTM MEPECHINIKM Ha OCHoBe mnporpammHoro obecneyerHns QTECH
ncnonb3yeT akcnpecc-nepeckiniky IPv4/IPv6 ¢ nomoLwbio nporpammMHOro obecneveHust
(QTECH Express Forwarding, a umeHHo REF).

REF noppepxuBaet ase Tabnuubl: Tabnuuy nepecbinikn u Tabnuuy CMEXHOCTMW.
Tabnuua nepecbinikn UCNonb3yeTcsa AN XpaHeHuss MHopMauMM O MapLupyTe.
Tabnuua cmexHOoCTK ocHoBaHa Ha Tabnuue ARP n tabnuue cocegen IPv6 n cogepxut
nHdopmauuio o nepesanucu ypoeHst 2 (MAC) ons cneaytowiero nepexoaa.

REF wncnonb3yetca p[nsi akKTMBHOIO yCTpaHEeHUs1 Chnegylwux nNepexogoB MU
GanaHCMpOBKM HarpysKku.

lMpoToKonbl U ctaHaapTbl
HepocTynHo

12.2 NMpumeHeHuUe

MpumeHeHue OnucanHne
banaHcupoBka Bo Bpema ceTeBon mapupyTusaumm, korga npedukc maplupyTta
Harpysku CBA3aH C HeCKonbkMMuK cnegyrowmmn nepexogamn, REF moxeTt

peanu3oBatb 6anaHCUPOBKY HarpyskM Mexay HeCKONbKUMU
crneayoLwmMm nepexogamu.

12.2.1 BanaHcMpoBKa Harpy3Kku
CueHapuu

Kak nokasaHo Ha puc. 12-1, npedukc maplipyTa CBA3aH C Tpems Ccregyowuymm
nepexogamMmu Ha mMaplipytmnsaTtope A, a UMEHHO: ccbifnika 1, ccbinika 2 un cebinka 3. o
ymonyaumio REF peanusdyet 6GanaHcupoBKy Harpy3kum Ha ocHoBe |P-agpeca
HasHadeHus. banaHcMpoBKka HarpyskM MOXeT ObITb peanuM3oBaHa Takke Ha ocHose |P-
agpeca UcToyHuka u IP-agpeca HasHavyeHus.

N3o6paxeHne 12-1
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3ameTKu A — 9TO MapLlpyTM3aTop, Ha KOTopoMm BbinosiHseTcs REF.
B, C u D ucnonb3aytotca onsi NnepecbIsiku YCTPOWCTB.

OnucaHue
« 3anyctute REF Ha mapwpyTtunsatope A.

12.3 Kno4yeBble 0COOEHHOCTU

bas3oBble KOHLUenuuu
REF IPv4/IPv6 BkntoyaeT crneaytowme OCHOBHbIE MOHATUSA:
Tabnuua mapLupyTusaumm

B Ttabnuue mapwpytusaumm |IPv4/IPv6 cogepxatca MaplpyTbl K OnpeneneHHbIM
MecTaM HasHayeHus n cesedeHusa o Ttononorun. Bo Bpems nepecbinkn naketoB REF
IPv4/IPv6 BbIOMpaeT nyTu nepegaynm MNakeToB B COOTBETCTBUMM C  Tabnuuen
MapLIpyTU3auumn.

CocegHun ysen

Coceghun  y3en  coaepXuT  UMHGOPMaUMKD O  BbIXOOHOM  uMHTepdence 0
MapLIpyTU3NPYyEMbIX NakeTax, Hanpumep, Cregyowmin nepexod, Ccrneaylowun
obpabaTtbiBaeMbli KOMMOHEHT W WHKanNCynaAumi Ha YypoBHe kaHana. Korga naket
COMoCTaBfneH C COCeaHVMM Y3MOM, MakeT MHKancynupyetca U 3aTeMm nepecbinaeTcs.
Ana 3anpoca n OBHOBMEHUA CMEXHyK Tabnuuy y3noB 4acTO OpraHu3ylT B Xelu-
Tabnuuy. [na nogaepXkn 6anaHCUMpPOBKX HArpysky nNpyv MapLpyTtusaumm nHdopmaumns
O crnegytoLleM nepexoge ynopsgoyeHa B 3anucu GanaHcupoBky Harpysku. CocegHui
y3en He MOXeT coaepxaTtb WHpopmauumo o cnegywowem nepexoge. OH MoxeT
cogepxaTb MHAEKChI CNeayoLwmx KOMNOHEHTOB (Hanpumep, Apyrue NIMHENHbIE KapTbl 1
KapTbl C HECKONbKNMUW CEPBUCHLIMU KapTamu), kKoTopble byayT obpabaTbiBaTbCS.

AKTMBHOE paspeLlleHune

REF noppepxuBaeT paspelweHne cnegywouwero nepexoga. Ecnn MAC-agpec
cnegytowero nepexoga HeussecTeH, REF OygeT akTMBHO paspeluaTtb crnegylowummn
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nepexoq. IPv4 REF 3anpawuBaeT paspelueHue criegyrouero nepexoga ons Moayns
ARP, a IPv6 REF npumeHaeT ND-mofysb K paspeLueHuto.

MyTb Nnepeagpecaummn nakeTos

[MakeTbl nepecbinatoTcss Ha ocHoBe appecoB |Pv4/IPv6. Ecnn ykasaHbl agpeca
IPv4/IPv6 nCTOYHMKA M Ha3HaA4yeHWa nakeTa, onpenensieTcs nyTb MEPEChbISiKA 3TOro
nakera.

12.3.1 NMonuTuKn 6anaHcUpoOBKN Harpy3ku

BanchmpOBKa Harpy3km HacCTpOeHa Ha pacnpeneneHune Harpysku Tpﬂd)MKa mMexay
HECKOJIbKMMWN CETEBbLIMU KaHallaMW. anIHLI,VIn paGOTbI

Mo ymonyaHuio KOMMyTaTop MOAAEpPXUBAET MNONUTUKM GanaHCMPOBKM HarpyskM Ha
ocHoBe |P-agpecoB HasHaudeHunsa. B mopgenu REF npedwukc mapwpyta cBdA3aH C
HEeCKOnbkUMW cnefylowmmMm  nepexogamu, OpyrMumu  crnosaMmu, 9TO Maplpyt c
HeckonbkuMn nyTamu. MappyT 6yaeT cBasaH ¢ Tabnuuen 6anaHCMPOBKM Harpysku u
GanaHcMpoOBKOM HarpyskMm Ha ocHoBe Beca. Ecnn naket IPv4/IPv6 cootBeTcTBYET
3anucn BGanaHCUpOBKM Harpysku, OCHOBaHHOM Ha caMOM [AJSIMHHOM CcOBMageHun
npedukco, REF BbinonHAeT pacyeT xawa Ha ocHose |IPv4/IPv6-agpeca naketa u
BblGupaeT nyTb ANdA Nepechbisiki nakeTa.

12.4 HacTtpouka

Mo ymonuyaHuWi KOMMyTaTop noAdepXuBaeT GanaHCUPOBKY Harpy3kM Ha OCHOBe
aapecoB HasHayeHusl. BbinonHuTe crnenyroLime KoMaHabl A51si KOHTPOMS COCTOSIHMS.

OToGpaxeHue ctatucTtuku naketoB REF

Ctatuctnka REF-nakeToB BkntoyaeT B cebsi KONMMYECTBO MEpPECHINaeMblX MakeToB M
KONMYeCTBO OTOPOLLEHHbIX NakeToB Mo pasHbiM npuynHam. MoxHo onpegenuts, 6yayT
NN nakeTbl MepecbinartbCs B COOTBETCTBUM C OXMAAHMAMMU, OTOBpasvMB M OYUCTUB
crtatuctnky REF-naketos.

KomaHpa OnucaHwue

show ip ref packet statistics OtobpaxaeT cratuctuky naketoB IPv4
REF.

clear ip ref packet statistics Ypansaet cratnctuky naketos |IPv4 REF.

show ipv6 ref packet statistics OTtobpaxaeT cratuctuky naketoB IPv6
REF.

clear ipv6 ref packet statistics Ypanset cratnctuky naketos |IPv6 REF.

OTob6paxeHune nHpopmaLmMm 0 CMEXHOCTU

Ana oTobpaxeHnss MHGOpMaLUM O CMEXHOCTM MOXKHO BbIMOMHUTL CrieaykoLLme
KOMaHAbl:

’ QTECH | www.qtech.ru

MWP [OCTYMNHEE




PykoBoAcTBO nonb3oBatens
12. Hactpoiika npotokona IPv4/IPv6 REF

254

KomaHpa

OnucaHue

show ip ref adjacency [glean | local | ip-
address | {interface interface_type
interface_number ) | discard | statistics]

OTobpaxaeT yaaneHHble CMEXHOCTH,
NoKarnbHble  CMEXHOCTW,  CMEXHOCTU
ykaszaHHoro IP-agpeca, cMeXHOCTH,
CBAA3aHHblE C YKa3aHHbIM UHTepdencom,
N BCce cMexHble yanbl B IPv4 REF.

show ipv6 ref adjacency [glean | local |
ipv6-address | (interface interface_type
interface_number) | discard | statistics]

OTtobpaxaeT yaaneHHble CMEXHOCTH,
nokarnbHble  CMEXHOCTW, CMEXHOCTU
yKkasaHHoro apgpeca |Pv6, CMeXHOCTH,
CBSI3aHHbIE C YKa3aHHbIM UHTEpPdEeNcom,
N BCe cMexHble y3nbl B IPv6 REF.

OTo6paxeHue MHcpopMmaLuum 06 aKTUBHOM pa3peLueHumn

[ns oTobpaxeHus creayoLmx NepPexonoB, KOTopble HEOOXOAMMO pa3peLlnTb, MOXHO

BbIMOJTHNTb cneayrumne KoMaHabl:

KomaHaa

OnucaHue

show ip ref resolve-list

OTobpaxeHne crneayrowero nepexoaa
AN paspeLleHms.

show ipv6 ref resolve-list

OTobpaxeHne crneayrowero nepexoaa
AN paspeLueHms.

OTob6paxeHue nHpopmaumm o NnyT nepeagpecaumm NnakeTos

[MakeTbl nepecbinatTcss Ha ocHoBe appecoB |Pv4/IPv6. Ecnn ykasaHbl agpeca
IPv4/IPv6 MCTOYHMKA M Ha3HA4YeHWA NakeTa, onpenensieTcs nyTb MEPECHINIKA 3TOro
naketa. BbinonHuTe crnegywowme KOMaHObl M yKaXuTe agpeca MWCTOYHMKA WU
HasHadeHunsa |IPv4/IPv6 naketa. OToGpaxaetca nyTb MNEPECLIIKM NakeTa, Hanpumep,
nakeT oTOpacbiBaeTcs, oTnpaBndetca Ha UMM wnu nepecbinaetcsa. Kpome Toro,
oTobpaxkaeTca NHTepenc, KOTOpbIA NepecbinaeT nakerT.

KomaHpa OnucaHue

show ip ref exact-route [oob | wvrf
vrf_name] source-ipaddress dest_ipaddress

OTtobpaxaeT nyTb MEpPEChINIKA NakeTa.
oob ykasbiBaeT BHEMOSIOCHYK CeTb
yrnpaBrneHus.

show ipv6 ref exact-route [00Db | vrf vif-name
] src-ipv6-address dst-ipv6-address

OTtobpaxaeT NyTb MNepechbisik nakeTa
IPv6. oob ykasbiBaeT BHENOMOCHYIO CETb
ynpaBrneHus.
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OTo6paxeHne nHdopmauum o maplipyTte B Tabnuue REF

[na otobpaxeHus nHpopmaummn o mapwpyTte B Tabnmue REF BbinonHute cnegytowume
KOMaHAbl:

KomaHpa OnucaHue
show ip ref route [vrf vrf_name] [default | | OToGpaxeHune NHpopmaumn o}
{ip mask}| statistics] mapwpyte B Tabnuue REF [IPv4.

MapameTp default ykasbiBaeT mapLupyT
MO YMOMYaHUIo.

show ipv6 ref route [vrf vrf-name ] [ OTobGpaxeHune NHpopmaumn o}
default | statistics | prefix/len | mMapwpyTe B Tabnuue REF [IPv6.
MapameTtp default ykasbiBaeT mappyT
MO YMOMYaHUIo.
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