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PykoBoacTBo nonb3oBaTtens
1. KoHdburypaums uHtepdencos 9

1 KOH®UI'YPALUA UHTEP®EUCOB
1.1 O630p

MHTepdencbl urpaloT BaXHY pofib MNpU  KOMMyTauUMW [OaHHbIX Ha CeTeBbIX
ycTponctBax. YctponcteBa QTECH noggepxuBaloT [f[Ba Tuna WHTepdencos:
domanyeckme nHTepdencsl n norndyeckne nHtepdgencol. Pusmyecknin nHTepdPenc — 3To
annapaTtHbld NOPT Ha YCTpouctBe, Hanpumep, nHtepdenc 100Mout/c Ethernet mn
rmrabutHein nHtepdgenc Ethernet. Jlornyeckun nHtepdenc He aenseTcs annapaTHbIM
noptom ycrtpouctea. Jlorndeckmn wnHTepdenc, Takonm kKak uHTepdenc loopback u
NHTEepdENC TyHHerns, MOXeT BbITb CBsi3aH C (PM3NYECKUM NOPTOM UMW He 3aBUCETb OT
noboro dwusnyeckoro nopta. [Ona ceTeBblX MPOTOKOMOB uanveckne nopTbl U
norunyeckue nHTepdencol BoIMOMHAT O4HY U TY Xe YHKLMIO.

1.2 NMpumeHeHune

MpumeHeHne OnucaHue
KoMmmMyTaumsa gaHHbix L2 Peanunzauus nepegaun gaHHbIX Ha ypoBHe 2 (L2) ceTeBbIX
yepes dur3nyeckum YCTPOWCTB Yepes husndecknn uHtepdgenc L2 Ethernet.

nHTtepdewnc Ethernet

MapuwpyTtunsauma L3 yepes | Peanusauusa nepefaydm gaHHbix Ha yposHe 3 (L3) anga ceteBbIx
doumsndeckmmn nHTepdenc YCTPOUCTB Yepes omsndecknn nHtepcpenc L3 Ethernet.
Ethernet

1.2.1 KommyTauusa aaHHbIX L2 yepe3 donanyeckun nutepdenc Ethernet
CueHapun
N3obpaxeHne 1-1

192 168,1.1/24 192 168.1.2/24
GigabitEthernet  GigabitEthermet GigabitEthernet GigabitEthernet
M 1/0/1 24011 M, 20002 3N
Switch A Switch B Switch C

Kak nokasaHo Ha W3obpaxeHne 1-1, kommytaTtop A, kommytatop B u kommytaTtop C
00pasyloT NpOCTy0 CeTb KOMMYyTaLMX AaHHbIX L2.

OnucaHue

s lNogknounte kommyTatop A K KommyTtatopy B 4epes dwuanyeckme nopThbl
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

% [Mogkniounte kommyTtatop B k kommytatopy C 4epe3 duandeckne nopTbl
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.
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1. KoHdburypaums uHtepdencos 10

s Hactponte noptbl GigabitEthernet 1/0/1, GigabitEthernet 2/0/1, GigabitEthernet
2/0/2 n GigabitEthernet3/0/1 B kauecTBe MarucTpanbHbIX NOPTOB.

v Cospgante BupTyarnbHbli nHTepdenc kommytaTtopa (SVI), SVI 1, Ha kommyTaTopax
A n C cooTBeTCTBEHHO M HacTpounTe IP-agpeca n3 cermenta cetn ana asyx SVI. IP-
agpec SVI 1 Ha kommytaTope A — 192.168.1.1/24, a IP-agpec SVI 1 Ha
kommyTaTope C — 192.168.1.2/24.

% BbinonHute kKomaHgy ping 192.168.1.2 Ha kommyTaTope A M KOMaHZy ping
192.168.1.1 Ha kommyTaTope C Ans npMMeHeHUs KOMMyTauumn JaHHbIX C MOMOLLbIO
kommyTaTtopa B.

1.2.2 MapuwpyTtusaums L3 yepe3s chpmsnyeckum nurtepcdenc Ethernet
CueHapun
N3obpaxeHne 1-2

GigahitEthernet  GigabitEthernet GigabitEthermet GigabitEthernat
1/0/1 2001 e 20002 3101

Switch A Switch B Switch C

Kak nokasaHo Ha W3obpaxeHue 1-2, kommytaTtop A, kKommyTtatop B n kommytaTtop C
obpasyloT NpocTyto ceTb Nepenayn gaHHbIx L3.

OnucaHue

s logkniounte kommyTaTtop A K kKommyTatopy B 4yepes dwmsmyeckne nopTol
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

s lMogkniounte kommytatop B k kommyTtatopy C uyepe3 duanmyeckme mnopThbl
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.

s CkoH(purypupynte noptbl  GigabitEthernet  1/0/1,  GigabitEthernet  2/0/1,
GigabitEthernet 2/0/2 wn GigabitEthernet 3/0/1 B kadectBe nopToB C
MapLpyTusauuen L3.

s Hactponka IP-agpecoB u3 cermeHta cetu pgnsa GigabitEthernet 1/0/1 w
GigabitEthernet 2/0/1. IP-agpec GigabitEthernet 1/0/1 — 192.168.1.1/24, a IP-
agpec GigabitEthernet 2/0/1 — 192.168.1.2/24.

s Hactponka IP-agpecoB u3 cermeHta cetu pgnsa GigabitEthernet 2/0/2 w
GigabitEthernet 3/0/1. IP-agpec GigabitEthernet 2/0/2 — 192.168.2.1/24, a |IP-
agpec GigabitEthernet 3/0/1 — 192.168.2.2/24.

% HacTpowTe 3anucb ctaTnyeckoro mapupyta Ha kommyTtatope C Takum obpasom,
yTobbl kKOMMyTaTOp C MOr nony4uMTb NPSIMOA AOCTYN K CErMeHTy CeTu
192.168.1.0/24.

% BbinonHute KomaHgy ping 192.168.2.2 Ha kommyTaTope A M KOMaHZy ping
192.168.1.1 Ha kommyTaTope C aAnga npumeHeHus L3 ¢ nomoLbio KommyTaTopa B.

1.3 ®yHKUuMn

BasoBble KOHUenuuu

Knaccundumkauma nHtepdenca

WHTepdencel yctponcte QTECH gendarca Ha Tpu kaTeropuu:
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s WHTepdenc L2

s WnTepdenc L3 (nopgoepxmBaeTtcsa yctponcrsamm L3)

s Wntepdenc Fibre Channel (FC) (nogpepxmBaeTca HEKOTOPLIMU KOMMYyTaTopamu
ANs LeHTpoB 06paboTkn AaHHbIX)

1. NHTepdenchl L2 genartca Ha cnegyrowime TUnbl:

% [MopT KomMMyTauun

s ArpernpoBaHHbi nopT L2 (LAG)

2. WHtepdpencol L3 genaTtca Ha cneayowmne Tunbl:

X/

< [lopT mapLwpyTtmnsaumm
s MopT L3 LAG

s SVI

s WHTepdenc loopback

X/

¢ TyHHenbHbIN NHTEPenc
3. WNHTepdpencol FC pgenatcs Ha cneaytowme Tunbl:

*

s FC nHtepdenc
s Mopt FC LAG

MopT koMmyTaTopa

MopT kommyTaTopa 4BNAeTCsa OoTAernbHbIM  (OU3NYECKMM MNOPTOM YCTPOMCTBA U
peanuayeT TOSNbKO OYHKUUIO KoMMyTaummn L2. TopT kommMyTaTtopa ncrnonb3yetcs ans
ynpaBneHns puandeckumMmm noptamm n npotokonamm L2, cBsisaHHbIMU C OU3NYECKUMUN
nopTamu.

L2 LAG lMopT

ArpernpoBaHHbIn MOPT dhopMupyeTca nytem ob6beauHEHUS HECKOMbKUX (PU3UYECKUX
nopToB. Heckonbko M3nYeCcKnx KaHamoB MOryT ObiTb CBsid3aHbl ApPYyr C LPYrom,
obpasysas npoCTyl FOrnM4eckyro CBsA3b. JTOT JIOTMYECKUMW KaHan HasblBaeTcs
arpermpoBaHHbIM NOPTOM.

Ona kommyTtaumm L2 nopT LAG okBMBaneHTEH MOPTY KOMMYyTatopa, KOTOPbIN
ob6beamHsAeT NPONYCKHY0 CNOCOBHOCTb HECKONbKMX NMOPTOB, YBENMYMBas TEM CaMbiM
NPOMNYCKHY CnocobHOCTb KaHana. Kagpbl, oTnpasnsieMmble 4yepes3 arperMpoBaHHbIN
noptT L2, cbanaHcmpoBaHbl Mexay nopTamu-y4acTHUKaMu arpermpoBaHHoro noprta L2.
Mpn cboe opHOro kKaHana y4yacTHUKa arperMpoBaHHbiA MopT L2 aBTOMaTUyecku
nepeHanpasnseT Tpaguk C HeUcrnpaBHOrO KaHamna Ha Apyrue KaHanbl, NnoBbllas
HaOeXXHOCTb COeAUHEHUN.

SV

SVI moxeT wncnomnb3oBaTbCA B Ka4yeCcTBe WHTepdenca ynpaBneHUst JOKanbHOro
YCTPOWCTBA, C MOMOLLbIO KOTOPOro agMUHUCTPATOP MOXET ynpaBnsTb YCTPOWNCTBOM.
Kpome TOro, MOXHO cosgatb WHTepdpenic SVI B kayecTBe uvHTepdenca LwWwno3a,
KOTOpPbIA MpUBA3aH K BUPTyanbHOMY WHTepdency kaxgonm VLAN gna peanusaumm
MapwpyTtusauum mexgy cetamm VLAN n mexay yctporcteamum L3. MOXHO BbINOSTHUTL
komaHay interface vlan ansa cosgaHuna nHtepdenca SVI n HasHavaTb IP-agpec atomy
MHTepdency ana HacTporku mappyTta mexay cetamu VLAN.

Kak nokaszaHo Ha W3obpaxeHue 1-3, xoctbl B cetu VLAN 20 moryT Hanpsimyto
B3aMmoencTesoBatb Apyr ¢ gpyrom 6e3 ydactus yctponcts L3. Ecnm xoct A B VLAN
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20 xo4eT ycTtaHoBUTb cBA3b ¢ XxocToMm B B VLAN 30, Heob6xoammo ucnonb3osatb SVI 1
n3 VLAN 20 n SVI 2 n3 VLAN 30.

N3o6paxeHne 1-3

Switch

g - 3 £
\ Host B P

VA AR "l LN A RS #
Sol VLANZD . Soo VLANZ0 -

- o

MopT mapLpyTnsayum

dusmnyecknin NopT Ha yctponctBe L3 MOXHO HacTpouTb Kak MOpT MapLupyTu3auuu,
KOTOpPbIA (PYHKUMOHUPYET Kak WHTepdenc wno3a ana kommytaumm L3. [lopt
mapuwpyTtusauun (Routed Port)He cBsaizaH ¢ onpegeneHHon VLAN. HaobGopot, 3To
npocto nopT poctyna. [lopt wmapwpyTtusaumm (Routed Port)He MoxeT 6biTb
ncnonb3oBaH And kKommyTtaumm L2. MoxHO BbINOMHUTL KOMaHAy no switchport, 4Toobl
N3MEHUTb NOpT KOMMyTaTopa Ha MopT mapwpyTtmsaummn (Routed Port)u HasHauuTb IP-
agpec aToMmy nopTy Ans HacTponku mapwpyTta. Ob6patute BHUMaHWe, 4TO nepen
BbIMOSIHEHMEM KOMaHAbl o switchport Heob6xogumo yaanuTb Bce yHKuum L2
nopta KommyTtartopa.

{ Ecnv nopt siBNsieTcs NOPTOM y4aCTHUMKOM arpermpoBaHHoro nopta L2 unu noptom DOT1X,
He npoweawnM MpoBepKy MOAMUHHOCTU, Henb3a 3anycTuTb KOomaHay switchport wnu
KomaHZy no switchport ana HacTporku nopTa KOMMyTaTopa Unu nopta MapLipyTM3aLmu.

MopTt L3 LAG

Kak n nopt L2 LAG, nopt L3 LAG saBnsetcs norMyecknm rmMopToM, KOTOPbLIN
obbeanHAET HECKOSbKO (pM3NYecKnx MOpPTOB-y4aCTHUKOB. ArperMmpoBaHHble MnopThl
AOIKkHbl 6bITb nopTamu L3 Toro xe tuna. MNMopt LAG dyHKUMOHUPYET Kak nHTepdenc
Wwno3a ana kommyTtaumm L3. Heckonbko ¢ou3mMyeckmx kaHanoB oObeAnHEeHbl B OOMH
NOrMYECKU KaHan, u4TO paclwupsieT nonocy nponyckaHna kaHana. Kapgpebl,
oTnpasnsieMble 4Yepes3 arpernpoBaHHbii nopT L3, cbanaHcupoBaHbl Mexay noptamu-
yyacTHukamu arpernposaHHoro nopta L3. lMpm cboe ogHoro kaHana y4yacTHUKA
arpermpoBaHHbI nopT L3 aBTOMaTU4eckn nepeHanpasnsieT Tpaguk ¢ HEMCNpPaBHOroO
KaHana Ha gpyrve KaHarnbl, NoBblwas HageXHOCTb COEQUHEHUMN.

MopT L3 LAG He MOXeT mcnonb3oBaTbCa ANs kKommyTaumum L2. MOXHO BbINOMAHUTD
komaHgy no switchport, 4Tobbl n3ameHuTs NOpT L2 LAG, He cogepXalimin HU OLHOro
nopTa-ydactHuka, Ha nopt L3 LAG, gobaBuTb HECKOMbKO MOPTOB MapLupyTu3auum K
atomy nopty L3 LAG, a 3arem HasHauuTb |IP-agpec Ha gaHHbin nopt L3 LAG, 4TOoGbI
HaCTPOUTb MapLUpPYT.

WHTepdenc loopback
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MHTepdenc loopback npeacraenser cobon nokanbHbIA norndeckun nHrtepdenc L3,
NOCTOAHHO ucnonb3yembin  nporpammon QROS. [lakeTbl, oOTnNpaBneHHble Ha
nHtepcenc loopback, obpabaTbiBalOTCA  YCTPOMCTBOM  FOKanbHO,  BKMOYas
nHgopmauuio o mapupyTte. IP-agpec nHtepdenca loopback MOXHO mcnonb3oBaTb B
KayecTBe wuaeHTU(MKaTopa YCTPOMCTBa MNPOTOKOSMA MapLlpyTU3aumm KpaTvaunero
nytm (OSPF) wnn B KayectBe agpeca WCTOYHMKA, MCMNOSIb3YEMOro MPOTOKOIOM
norpaHuyHoro wrto3a (BGP) ansa Hactponkn TCP-coeanHenus. MNpouenypa HacTpOnKu
nHTepgenca loopback aHanornyHa npouenype HacTponku uHtepdenca Ethernet, un
nHTepdgenc loopback MoxxHO paccmaTpuBaTb Kak BUpTYyanbHbI MHTepdenc Ethernet.

TyHHernbHbIN NHTEPenc

WHTepdenc TyHHens peanusyeT (PYHKUMIO TyHHens. Yepe3 TyHHenbHbIN UHTepdenc
NpOTOKONbI Nepenaydn (Hanpumep, IP) MoryT ncnonb3oBatbCa ANA NepechISikK NakeToB
ntoboro npotokona. Kak n gpyrme normyeckme MHTeEpgENChl, TYHHENbHbIN MHTEpPdENC
Takke SIBNAETCs BUPTyalibHbIM WHTEpdEeNncom cuctembl. Bmecto ykasaHus nwoboro
npoTokona nepegadn WNM  NPOTOKOMNA  HarpyskM  TYHHEmNbHbIN  MHTepdenc
obecneunBaeT cTaHOapTHLIN pexuMm nepefayn "toyka-touka" (P2P). Takum obpasom,
NHTEepMENC TYHHeNA AOSMKEH OblTb HACTPOEH ANS KaXA0ro OTAEeNbHOro KaHana.

WHTepdenc FC

UHTeppenc FC — 310 puandecknin nopT, UCMonb3yembi ONA NOAOEPXKKA CBA3U
MexXay OnTUYEeCKUMU ceTaMU xpaHeHus aaHHbIX (SAN). MOXHO HaAcTpOUTb pasnuyHble
paboune pexumsbl (E, F nnu NP) ana nitepdenca FC, 4Tobbl ycTaHOBUTL COEAMHEHUS
C CyLLeCTBYylOLWEN UnNn Tonbko 4To cos3gaHHon FC SAN, Takmm obpasom opraHusys
paboTy B ceTu.

Mopt FC LAG

MopT FC LAG aHanornyeH nopty L2 unn L3 LAG. MNMopT FC LAG — 31O BUPTYanbHbIN
Nornyeckun nopT, KOTOPbIA CBA3blBA€T HECKoNbko umsnvecknx noptoe FC,
paboTarowmx B pexmnme E. TeopeTtudeckn nponyckHasa crnocobHocTe nopta FC LAG
paBHa CymMMe MNpPOMYyCKHOW CMNOCOOHOCTU BCEX MOPTOB-yHaCTHUKOB. Takum obpasom,
dyHKUMa arpernposaHnsa FC moxeT cooTBeTCcTBOBaTh TpeboBaHMsM K Bonee BbICOKOM
NPOMNYCKHOM CMOCOBHOCTN.

0O630p

PyHKUMA OnucaHue

KomaHab! HacTtpoiiku, cBA3aHHble C WHTEPdENCOM, MOXHO HacCTpoOUTb B
KOHurypaumnm pexume KoHgurypaumm wuHTepdenca. lNpn nepexoge B pexumm

uHTepdemnca (Interface

Configuration

KOHpMrypaumm HecyLLeCTBYOLEro NIormyeckoro nHrepdenca éyaer
CcOo3aH HOBbIV MHTepJIenC.

Commands)

Onucanue MoXxHO HacTpouTb UMA WHTepdenca Angd uaeHTUUKaumn
nHTepdenca n | HTepdenca 1 ykasaHus ero OTNnYNTENbHbIX PYHKLUUNA.
agMUHUCTPaTUBHBLIN Takke MOXHO HacCTpPOUTb COCTOSIHME  aAMUHUCTPUPOBAHUS
cTatyc (Interface | yyrepdeiica.
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Description and
Administrative Status)

MTU MOXXHO HacTpouUTb MakcMMarbHbIA pasMmep nepeagaBaemMoro naketa
(MTU) ans nopta, 4ToObl OrpaHMYUTL ASIMHY Kagpa, KOTopblin
MOXET ObITb MNOMyYEH UM OTNPaBneH Yepes 3TOT NopT.

Monoca nponyckaHus | MOXXHO HAacTpOUTb NOMOCY NPOMyCKaHUA UHTepdenca.

(Bandwidth)

NHTepBan Harpyskn | MOXHO ykasaTb MHTepBan n4a pacyeTta Harpy3ku Ha uHTepgenc.

(Load Interval)

3agepxka npu | MoxHo HacTpoutb  3agepxky npwm AOMNHUCTPATUBHOM
AOMWUHUCTPATUBHOM oTkntoyeHun/ BkntodeHun (Carrier Delay) ons vHTepdoenca, 4ToObl
OTKIYeHUU/ HacTpoOUTb WHTEpBan, Mnocne KOTOPOro COCTOAHWE KaHana
BKNIOYEHUN (Carrier | uHTepdemnca nameHsieTca ¢ "onyuieH" Ha "noaHAT" n HaobopOT.
Delay)

Monutuka KaHanbHbIX | Ha uHTepdence MOXHO BKAOYUTE WU OTKIAKOYUTE  (PYHKLUUIO

npepbiBaHui (Link Trap

Policy)

KaHarnbHbIX NpepbIBaHWNA.

CoxpaHeHve unHaekca
uHTepdenca (Interface

Index Persistence)
(Interface Index
Persistence)

MoXHO BKMOYNTL (OYHKUMIO COXPaHEeHUst MHOEKca WHTepdenca,
yTOObl WHOEKC WHTepdenca ocTaBancs HEU3MEHHbIM nocne
nepesanycka yCTpOMUCTBa.

MopT MapuwpyTusaumu
(Routed Port)

dusnyecknin NopT Ha ycTponcTee L3 MOXHO HacTpouTb B KadecTBe
nopta MapLupyTmMsaumm, KOTopbin (PYHKUMOHUPYET Kak UHTepdenc
Lno3a ang kommyTaumm L3.

MopT L3 LAG ArpermpoBaHHbIN NOPT Ha ycTponcTBe L3 MOXHO HacTpoOUTb Kak
nopt L3 LAG, KOTOpbIN OYHKLMOHUPYET Kak MHTepdenc wro3a ans
KOMMyTaumm ypoBHs L3.

CkopocTb MOXHO HacTpouUTb CKOPOCTb, [OYMNMNEKCHbIN PEeXuUM, Pexum

nHTEepdenca, yrnpaBneHnsi NoTOKOM W PeXMM aBTOMAaTUYECKOro COorflacoBaHus

OYNIEKCHbIN _ pexuM, | UHTepdenca.

PEXUM ynpaBneHuns

NOTOKOM U PEeXum

aBTOMAaTUYECKOTO

cornacoBaHus(Interfac
e Speed, Duplex Mode,
Flow Control Mode,
and Auto Negotiation
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Mode)

ABTOMaTU4ECKOE Ecnu ckopocTb MHTepdenca yctaHoBneHa Ha auto, oHa MoxeT

onpegenexHve moaynsg | OblTb aBTOMaTMYeCKU OTPErynvpoBaHa B 3aBUCMMOCTM OT Tuna

(Automatic Module | BcTaBneHHOro moayns.

Detection)

3alimLeHHbIV nopTt | HekoTopble MOPTbI MOXHO HAacCTPOUTb B KayecTBe 3alUMLLEHHbIX

(Protected Port) NOPTOB ANSA OTKIIOYEHUS CBA3N Mexay 3TMMu noptamu. MOXHO
TaKke OTKMIOYUTb  MapLpyTu3auuio  Mexagy  3awulieHHbIMU
noptamu.

[MopT BOccTaHoBneHus | Mocne  3aBepweHus  paboTbl  MNopTa  U3-3a  HapylleHus

Errdisable (Port | 6esonacHoCTM MOXHO 3anycTuTb KomaHnay errdisable recovery B

Errdisable Recovery) | pexume rnobanbHon KoHdurypaumm, 4tobbl BOCCTAHOBUTL BCE

(Port Errdisable | nopTbl B cocTtosiHum errdisable, n 3atem BKOYUTL 9T NOPTHI.

Recovery)

1.3.1 KomaHabl kKoHdurypauum nHtepdgenca (Interface Configuration Commands)

BbinonHuTte kKomaHay interface B pexume rnodansHOM KoOHUrypaumm, 4Tobbl BOUTU B
peXnmM KoHdurypauum nHtepdenca. Hactpomkun, ceasaHHble C MHTEPEENCOM, MOXHO
HaACTPOUTb B peXnme KoHdUrypauum nHtepdenca.

MpuHUMN paboTbl

BbinonHuTte komaHay interface B pexume rnodansHoOM KoHUrypaumm, 4Tobbl BOUTU B
pexmnm KoHdurypauum wuHtepdenca. [llpu nepexoge B pexum  KOHurypaumm
HeCYLLLeCTBYIOLLIErO SIOrM4eckoro nHtepgenca byaet cosgaH HoBbIM MHTepdenc. Takke
MOXHO BbINOMHUTL KOMaHAy interface range unu interface range macro B pexume
rnobanbHOM  KOHUrypaumm Ona  HacTtpouku guanasoHa (ID)  wuHTepdencos.
MHTepdencel, onpeaeneHHble B OAHOM U TOM >X€ AuMana3oHe, AO0SMKHbl OblTb OQHOro
TMNa u UMeTb OQUHAKOBbIE (PYHKLINN.

[Ansa yganeHust ykasaHHOro Jiormy4eckoro MHtepdgenca MoXHO BbIMOSTHUTL KOMaH4y No
interface B pexunme rnobanbHON KOHGUrypauuu.

MpaBuna Hymepaunm nHTepdENCcoB

B aBTOHOMHOM pexunme ngeHTudukaTop Puandeckoro nopta CoOCTOUT N3 ABYX YacTen:
noeHtTudumkaTtop cnota w uaeHTudukatop nopta B cnote. Hanpumep, ecnu
noeHTudukaTtop crnota noprta 2, a wugeHtudukatop nopta B crnote — 3,
noeHtudukatop uHtepcenca — 2/3. B pexume VSU wunu cteka ungeHtudukatop
dm3ndeckoro noprta COCTOUT W3 Tpex YacTen: uaeHTUUKaTop YCTPOWUCTBA,
noeHtTudumkaTtop cnota W uaeHTudukatop nopta B cnote. Hanpumep, ecnu
noeHtTudukatop yctponctea — 1, mgeHTudukaTop nopta — 2, a naeHtudukatop
nopta — 3, uaeHtudukaTop nHTepdgenca — 1/2/3.

NoeHTudumkaTop ycTpoincTBa BapbupyeTcss OT 1 A0 MakcMManbHOro KonmyecTBa
noaaepXMBaemMblX YCTPOMCTB-Y4aCTHMKOB.
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MpaBuna HomepoB crotoB: WpaoeHTudmkatop cratmyeckoro crota — 0, a
noeHTudmkaTop AuMHaMmuyeckoro crota (MoAKMYaeMoro Mogyns Wnu fIMHEeNHOMW
KapTbl) — oT 1 0o obuwero konmMyecTsa cnoToB. [1pegnonoXxmm, Y4To Bbl HAXOOAUTECH
nuUoOM K nMaHenun ycTpoucTea. [AuHamuyeckume CroTbl MNPOHyYMepoBaHbl oOT 1
nocrniegoBaTersibHO CneBa HanpaBo U CBEPXY BHUS.

WpoeHTndukatop nopta B criote BapbupyeTcs oT 1 JO KonudecTBa NOpTOB B CIIOTE U
HyMepyeTCcs nocrnegoBaTesibHO crieBa Hanpaso.

MpeHTudukatop nopta LAG Bapbupyetrca oT 1 go konmdectBa noptoB LAG,
nogaepXueaemMbiX yCTPOUCTBOM.

WpoeHTudukatop SVI — ato VID onpegenenHon VLAN, cooTBeTCTBYOWMN aTOMY SVI.
HacTtponka nHtepdencos B npegenax agnanasoHa

Bbl MoxeTe 3anyctuTb KomaHgy interface range B pexume rnobanbHou
KOH(purypaumm ans OOHOBPEMEHHOW  HaCTPOWKM  HECKOSIbKUX  UHTepdencos.
HacTponku, HacTpoeHHble B pexmme KOHurypauum mHtepdenca, NpUMEHSOTCS KO
BCEM NHTepdencam guanasoHa.

KomaHga interface range MOXeT WUCNONb30BaTbCA AN YKa3aHUs HECKOSbKUX
AnanasoHoB MHTepdenca.

MapameTp macro wucnonb3yetTcsa Ans HaCTPOWKM Makpoca, COOTBETCTBYHLLEIO
AananasoHy. [logpobHee cMm. B pasgene "HacTpomka MakpocoB [Ons AnanasoHoB
NHTepgenca".

[nanasoHbl MOXHO pa3genaTb 3ansaTbiMu (,).

Tunbl I/IHTepd)eIZCOB BO BCEX AuManal3oHaXx, YKa3aHHbIX B KOMaHAe, OOJTXHbI ObITb
OAMNHaKOBbIMMW.

Ob6patute BHMMaHMe Ha dopmaTt napameTpa range npu BbINOMIHEHUN  KOMaHAbl
interface range.

[onyctnmel crnegyowme bopmaTthbl AnanasoHa nHTepdenca:
« FastEthernet yctponctso/cnot/{nepsbin NnopT} - {nocnegHum nopT};

X/

s GigabitEthernet yctponcrteo/cnot/{nepsbii nopT} - {nocnegHnn nopt};

o

s TenGigabitEthernet yctponcTtso/cnot/{nepsbin NopT} - {nocnegHun NopTy;

s FortyGigabitEthernet yctponcTteo/cnot/{nepsbin NnopT} - {nocnegHni NopT};

% AggregatePort Aggregate-port ID (MaeHTUdUKATOP arperMpoBaHHOro nopTta B
AnanasoHe oT 1 0O MakcumarnbHOro konuyectsa noptoB LAG, nogaepXuBaeMbix
YCTPONCTBOM).

% vlan vlan-ID-vlan-ID (VLAN ID B ananasoHe ot 1 go 4094)

s Loopback loopback-ID (ngeHtTudukatop loopback Bapbupyetca ot 1 o
2147483647).

s Tunnel tunnel-ID (ngeHTMdMKaTOP TYHHENS BapbupyeTcs oT 0 40 MakcMMarbHOro

KONn4ecTBa MHTEPdENCOB TYHHENS, NOAAEPKUBAEMbIX YCTPOUCTBOM MUHYC 1).

WHTepdencbl B ananasoHe [OMKHbl ObiTb OogHOro Tuna, a umeHHo FastEthernet,
GigabitEthernet, AggregatePort unn SVI.

HacTponka makpocoB guana3oHOB MHTepdenca
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MoxHO onpegenuTb Makpocbhl AnNs 3aMeHbl Anana3oHoB MHTepdoenca. Npexae yem
ncnonb3oBaTb NapameTp macro B kKoMaHge interface range, Heobxogumo cHayana
BbINONHUTL kOMaHay define interface-range B pexume rnobanbHOM KOHUrypauum,
4YTOOLI ONpPeaenuTb 3TM MakpoChI.

BeinonHute komangy no define interface-range macro_name B pexvume rnobanbHon
KOHpurypaumm, 4tobbl yaanuTb HAaCTPOEHHbIE MaKpPOCHI.

1.3.2 OnucaHue nHtepcdenca u agMMHUCTpPaTUBHbLIN cTaTtyc (Interface Description
and Administrative Status)

MoXHO HacTpouTb UMS MHTepdhenca Ans naeHTudukaumm nHTepdenca U ykasaHus
€ro OTNNYNTESNbHBIX YHKLNNA.

[Ns BKMOYEHUS UNKU OTKMIOYEHUS MHTepdienca MOXHO BOUTU B PEXUM KOHUrypawumm
MHTepgenca.

MpuHUMN paboTbl
OnucaHue nHTepdeinca

Mmsa nHTepdenca MOXHO HACTpOUTb B COOTBETCTBUM C HasHA4YeHMEM WHTepdenca.
Hanpumep, ecnu Bbl xoTUTe HasHauuTb GigabitEthernet 1/1 gns wckniounTensHoro
ynpaBneHus nonb3oBaTenem A, Bbl MOXeTe onucaTb WHTepdenc kak "lopT and
nons3oearena A".

AOMWHUCTPaTMBHLIN CTaTyC MHTepdenca

MOXHO HacTpoOUTb COCTOSIHWME aaMUHUCTPUPOBaHUS MHTepdenca, YTobbl OTKMAYUTb
ero npun HeobxogumocTtu. Ecnn uHTepdenc oTknyeH, 3ToT uHTepdenc He byaet
nonyyatb WM OTNPaBnsATb Kagpbl, U UHTepdEenc noTepseT BCe CBOU YHKLMW.
OTKMOYEHHbIN NHTEpenc MOXHO BKIHOYMTD, HacTpouB COCTOSIHME
aAMUHUCTPUpOBaHUA uHTepdenca. OnpegeneHbl ABa Tuna agMWHUCTPATUBHOIO
COCTOSIHMA kaHana uHTepdenca: OnyweH u [logHAT. AOMUMHUCTPATMBHLINM CTaTyC
KaHana wuHTepdenca - onywleH, Korga WHTepdenc OTKMNYEH, M MNOAHAT, Korga
NHTEPENC BKITHOYEH.

1.3.3 MTU

MoxxHo HacTpouTb MTU nopTta, 4ToObl OrpaHnynMThL ANWHY Kagpa, KOTOPbIA MOXET ObITb
NosTly4YeH Unn oTnpasrieH Yyepes 3ToT NopT.

MpuHUMn paboTbl

Mpn obmeHe 6oNbLWNM KONMYECTBOM AaHHbLIX Yepes NopT MOryT CyLECTBOBaTb Kaapbl,
npesblllarowme craHgaptHeln kagp Ethernet. OToT TN kagpa HasbiBaeTcs jumbo
frame. MTU — 3To AnnHa gONyCTMMOro CerMeHTa gaHHbiX B kagpe. OH He BkrovaeT
n3gepxxkm nHkancynsauum Ethernet.

Ecnu nopT nonyyaet unu otnpasngaeT kagp ¢ anvHon 6onbwe MTU, atoT kagp Oyaet
yaaneH.

Pasmep MTU Bapbupyetca ot 64 6ant go 9216 6ant ¢ warom B YyeTblpe 6anta. MTU
no ymon4yanuto coctaenset 1500 6anT.

© KomaHnga mtu genctByeT TONbKO Ha ouanyeckuin nopT unu nopt LAG.
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1.3.4 NMonoca nponyckaHua (Bandwidth)
MpuHUMN paboTbl

KomaHay bandwidth moxHo HacTpouTb Takum ob6pasom, YTOObl HEKOTOPbLIE MPOTOKONbI
MapwpyTtusaumm (Hanpumep, OSPF) mornm paccunTaTb METPUKY MapLupyTa, a
NPOTOKON Resource Reservation Protocol (RSVP) Mor paccyntatb
3ape3epBMPOBaHHYIO MOMOCY NpOornyckaHus. WM3meHeHue npornyckHOM CnocoBHOCTU
NHTepderca He NOBMMSIET HAa CKOPOCTb Nepeaaydn AaHHbIX hranyeckoro nopra.

© Komanpga bandwidth asnseTca napameTpom MapLUpyTU3aLMn U He BIIMSIET HA NPOMYCKHYHO
CcNocobHOCTb PU3MYECKOTro KaHana.

1.3.5 UHTepBan Harpy3ku

MpuHUuMn paboTbl

MoxHo BbINONMHMTL KOMaHay load-interval, 4ToObl ykasaTb MHTEpBan ANns pacyeTta
Harpysku nHtepdenca. ObbIvHO MHTepBan coctanseT 10 cekyHA.

1.3.6 3agepxka npu AQMMHUCTPATMBHOM OTKIOYeHuu/ BKnrwYeHun (Carrier
Delay)

MpuHUMn paboTbl

3agepxka npu  AOMWHUCTPATMBHOM  OTKMtodeHun/ BknoveHun (Carrier Delay)
OTHOCUTCS K MHTEpBany, nocrne KOTOpOro onepaTtop CBA3W onpeaenseT M3MeHeHue
coctosiHua kaHana (DCD) mn3 nonoxeHws onyweH B NONOXeHue nogHaT. Ecnum
coctossHme DCD u3meHsieTcss BO BpeMs 3agepXkku, CUcTema MpOUrHopupyeT 3To
n3mMeHeHne, 4Tobbl ns3bexatb cornacoBaHMs MO MyTM BOCXOASLLEro NoToka KaHana
AaHHbIX. Ecnn aTOT napameTp nmeeT 605blIOE 3HAYEHME, MOYTU KaKA0Ee U3MEHEHME
DCD He ob6HapyxmnBaetca. HanpotmB, ecnn napameTp yctaHoBneH Ha 0, Oygert
obHapyxeHO kaxgoe wuameHeHue curHana DCD, 4to npumBegeT K HecTtabunbHowm
paborTe.

& Ecnu onepatop DCD npepblBaeTcst Ha ANUTENbHOE BPEMS, AN YCKOPEHWUSI KOHBEPreHLMm
TOMONMOrMM MMM MapwpyTa Heobxooumo  3agdaTb  MeHblUyld  3agepxkky  npu
AOMUHUCTPaATMBHOM OTKMtoveHun/ BkrntodeHunn (Carrier Delay). Hanpotus, ecnu Bpems
npepbiBaHMa onepatopa DCD MeHblle BpeMeHW KOHBEPreHuMn TOMonormm wnm
MapLwpyTta, To ana 3agepxkun npy AOMUHUCTPATUBHOM OTKMOYeHuwn/ BknoveHun (Load
Interval) Heobxoaumo 3agatb 6Gonblee 3HavyeHue, 4TOObl M3bexaTb nepeKkpbITUS
TOMNONOrMN UK MapLUpyTa.

1.3.7 NonuTtunka KaHanbHbIX npepbiBaHun (Link Trap Policy)
Ha nHtepdence MOXHO BKITHOUUTb UM OTKIMIOYNTL (OYHKLUUIO KaHamNbHbIX NMpepbiBaHUN.

MpuHUMN paboTbl

Korga dyHKuMs npepbiBaHMsS KaHana Ha uHTepdence BkoYeHa, npotokon SNMP
OTNpaBriseT OMOBELUEeHUS O COCTOSAHUW KaHamna npu M3MeHeHUU COCTOAHUSA KaHamna B
NHTEepgence.
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1.3.8 CoxpaHeHue nHagekca nHrepdenca (Interface Index Persistence)

Kak u uma mnHtepdenca, nHaekc nHtepdenca takke onpegensetr nHtepdenc. Npu
cos3gaHun uvHTepdpenca cuctema aBTOMaTUYEeCKM nNpuceBamBaeT  uHTepdency
YHUKanbHbIn nHAekc. Hoekc uHTepdenca MOXeT U3MEeHUTbCA Nocsie nepesanycka
ycTponctea. MOXHO BKMHOUNTE (PYHKUMIO COXPaHEHUs MHOeKca mHTepdenca, 4toobl
WHAEKC MHTepdrenca ocTaBasnca HeM3MeHHbIM Mocrie nepesanycka yCTpomucTBa.

MpuHUKMN paboTbl

[Mocne BKMOYEHUS COXpaHeHWA uHAEeKca WHTepdenca, OH OCTaeTCAd HeU3MEHHbIM
nocre nepesarnycka ycTponcTBa.

1.3.9 MNMopT MmapwpyTusaumm
MpuHUMn paboTbl

®dusmyecknin NopT Ha yctponctBe L3 MOXHO HacTpouTb Kak MOpPT MapLupyTu3auuu,
KOTOpbIA (PYHKUMOHUPYET Kak WHTepdenc wno3a ana kommytaumm L3. [lopt
mapwpyTtusaumm (Routed Port) He moxeT 6bITb McnoNb3oBaH Afs KomMmyTauum L2.
Mo>HO BbINONHUTL KOMaHAy No switchport, 4yToObl N3MEHUTb NOPT KOMMYyTaTopa Ha
MopT mapwpyTtnsaumm (Routed Port) n HasHauuTb |P-agpec atomy nopTy Ans
HacTponkn mapwpyTta. ObpaTnte BHMMaHue, YTO nepes BbINOSIHEHMEM KOMaHAbl NO
switchport Heobxoanumo yganuTb Bce dyHKUMM L2 nopTa kommyTtaTopa.

1.3.10 NopT L3 LAG
MpuHUMn paboTbl

Kak u ¢ noptom mapuwpyTtusaumm L3, MOXHO BbINOMHUTL KOMaHZy no switchport,
4YTOObI N3mMeHUTb NopT L2 LAG Ha nopT L3 LAG Ha yctpowncTtee L3, a 3aTem HasHa4nTb
IP-agpec atomy nopty LAG pgns HacTpoukum mapwpyTta. Obpatute BHMMaHue, 4To
nepen BbINONIHEHMEM KOMaHAbl N0 switchport HeobxogMmo yaanuTb Bce YHKUMMK
L2 nopTa LAG.

& Mopt L2 LAG c 0gHUM UNWN HECKOMNBbKMMU NOPTaMU-y4aCTHUKaAMWN HE MOXET ObITb HACTPOEH
kak nopt L3 LAG. AnanormyHo, nopt L3 LAG Cc OAHUM MMM HECKOSNbKMMWU nopTamu-
y4YacTHUKaMN He MOXeT BbITb M3MeHeH Ha nopTt L2 LAG.

1.3.11 CkopocTb UHTepcenca, AyNNeKCHbIN PeXUM, PEXUM YNpaBrieHUA NOTOKOM
M pexum aBTomaTtu4yeckoro cornacosaHus (Interface Speed, Duplex Mode,
Flow Control Mode, and Auto Negotiation Mode)

MoxHO HacTpouTb CKOpOCTb MHTEpdenca, OYNMEeKCHbIA PEeXUM, PEXUM YyrnpaBreHus
NOTOKOM M pexumm aBToMaTuyeckoro cornacosaHus (Interface Speed, Duplex Mode,
Flow Control Mode, and Auto Negotiation Mode) dwuaundeckoro nopta Ethernet nnu
nopta LAG.

MpuHUMN paboTbl
CkopocTb paboThl

Kak npaBuno, ckopoctb dwmanyeckoro nopta Ethernet onpegoensetca nyTtem
cornacoBaHusi C 04HOPaHroBbIM YCTPOMCTBOM. CornacoBaHHasi CKOPOCTb MOXET BbITb
nobor CKOpPOCTLIO B Npeaenax BO3MOXHOCTEN MHTepenca. MOXHO Takke HaCTPOUTb
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nobyro CKOpOCTb B Npedenax BO3MOXHOCTENW MHTepdenca ansa uandeckoro noprta
Ethernet.

Mpn HacTporike CKOPOCTU arperMpoBaHHOrO MopTa KOHUrypaumusa BRAMSIET Ha BCe
nopTtbl, Bxoasawme B rpynny. (Bce 3t noptbl sABnsOTCA uMyveckumu noptamu
Ethernet).

[ynneKkcHbIn pexum

s [ynnekcHbln pexum dusndeckoro nopta Ethernet wnn nopta LAG MOXHO
HacTpouTb cnegyowmm obpasom:

s YcTaHOBUTE [YNNEKCHbIN pexumM WHTepdenca Ha MOMAHOAYMMNEKCHbIN, YTOObI
NHTepdEenc Mor NpMHMMaTb NakeTbl BO BpeMsi OTMPaBKM APYrMx NakeToB.

s YcTaHOBUTE [LOYMNNEKCHbIM pexuM uHTepdenca Ha nonyaynnekcHbln, 4Tobbl
NHTepdenc Mor NpUHUMAaThL UK OTNPaBNATbL NAaKeTbl B €AUHULY BPEMEHM.

s YcTaHoBUTE OYNMEKCHbIN PeXuM UHTepdenca Ha aBToMaTUyeckoe corflacoBaHue,
YTOOblI ~ OYMfEKCHbIN  pexuMm  uHTepdenca  onpenensncsa  NocpeacTBoM
aBTOMATU4YECKOro  COrflacoBaHUs  Mexay  JlokarnbHbIM — UHTepdencom u
O[HOPAHroBbIM NHTEPGENCOM.

s [lpun HacTponke gynnekcHoro pexuma nopta LAG KOHurypaumst BNndeT Ha Bce
nopThl, BXxogsawwme B rpynny. (Bce 9T NOpTbl-y4aCTHUKN ABRSIOTCA PU3NYECKUMN
noptamu Ethernet).

KOHTpOJ'Ib NOTOKa AaHHbIX
,D,J'IFI I/IHTGp(bGVIC& onpepenedHbl ABa peXunma ynpasneHnd noToKkoM:

s PeXum CcUMMeTpUYHOro ynpasneHust NoTokoM: Kak npaBuno, nocrie BKIKYeHUA
ynpaBneHus NoToKoM MHTepgenc obpabaTbiBaeT nosydeHHble Kaapbl ynpaBreHus
NMOTOKOM W OTNpaBngeT Kadpbl YrpaBreHUd MOTOKOM nNpu BO3HWUKHOBEHUN
neperpyskm Ha uHTepdence. NonyyeHHble M OTNpPaBMEHHbIE Kaapbl ynpaBreHus
NoTokom obpabaTbiBalOTCs TakuM e 00pa3om. OTO Ha3blBAETCS CUMMETPUYHBIM
PEXMMOM ynpaBfieHUsi MOTOKOM.

< PeXum acMMMETPUYHOro yrnpasneHuUss NOTOKOM: B HEKOTOPLIX cryyasix MHTepdenc
yCTpoOuCTBa [JOMmKeH obpabaTbiBaTb MOMyYEeHHble Kagpbl ynpaBreHus MOTOKOM,
4yTObbl rapaHTUpPOBaTb OTCYTCTBME OTOpacbiBaeMbIX MAKETOB M3-3a Neperpysku, a
He OTnpaBnsATb Kaapbl YNpaBreHUs NOTOKOM BO M3BeXaHue CHUXEHUS CKOPOCTU
ceTn. B aTom cnyyae HeobxoauMO HaCTpPOUTb aCUMMETPUYHBINA PEXMM YrpaBneHus
NOTOKOM, 4YTOBbI OTAENUTL Npoueaypy NonyyYeHns Kagpos ynpaBfieHUs MOTOKOM OT
npoueaypbl OTNPaBKN KaapoB yrpaBrieHNs NOTOKOM.

«» [lpn HacTponke pexuma ynpasrieHna notokomMm nopta LAG KoHurypaumsa snuaet
Ha BCe NOpTbl-y4acTHUKKN. (Bce 3Tn nOpTbl-y4aCcTHUKM SABASKOTCA (OU3NYECKMMN
noptamu Ethernet).

Kak nokazaHo Ha W3obpaxeHne 1-4, nopT A ycTpoucTBa sBRAsieTCA MNOPTOM
BOCXogsilwero kaHana, a noptel B, C n D — noptamum HuUCXogsWwero kaHana.
Mpegnonoxum, 4To nopT A BKIMOYEH C PYHKUMSAMW OTMPaBKM WU MNOMYyYEHUS KagpoB
ynpaeBneHust notokom. Moptel B u C noagkntoveHbl K pasHbiM MeaneHHbIM cetam. Ecnn
BonbLloe KONMYECTBO AaHHbIX oTnpasnseTca Ha noptel B u C, nopT B v nopt C 6yayT
neperpyxeHbl, W, criegoBaTenbHO, Neperpyska NponcxoauT BO BXOLHOM HanpasfieHUN
nopta A, NoaToMy nopT A oTnpasnsieT Kagpbl yrnpasneHnsa noTokomM. Korga ycTtponctaso
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BbilLE NO NOTOKY pearvpyeT Ha Kaapbl yrnpaBrieHWUst NOTOKOM, OHO YMEHbLUaeT NOTOK
[aHHbIX, OTNpaBnsiemMblx B NopT A. OTO KOCBEHHO CHWXXaeT CKOPOCTb CeTu Ha nopTy D.
B 370 BpeMsi MOXHO OTKMHOYMTb (PYHKLMIO OTMNPaBKM KagpoB ynpaBfeHust MOTOKOM Ha
nopT A, 4To6bl 06ecneynTb MCNONb30BaHME NOMOChI MPONYCKaHUS BCEN CETW.

N3obpaxeHue 1-4

PORT B PORT A

-— -
) r’:‘F"TE Y] U
PORTD
(DRate-imiting Downlink Data
-— (ZiRate-limiting Downlink Data
(3 (Traverage Dawnlink Data
fdiLarge Downlink Data
I Disable Tx Flow Control and

Enable Rx Flow Control
Pexunm aBTOMaTU4YECKoOro corrnacoBaHus

s Pexnm aBTOMaTUYECKOro COrfacoBaHnsa uUHTepdenca MoXeT ObiTb BKIIOYEH UMK
BblkMtoveH. COCTOosiHMEe aBTOMAaTMYECKOro corflacoBaHus  uHTepdenca He
MOMHOCTBbIO 3KBMBANEHTHO PEeXMMY aBTOMaTMYeckoro cornacoBaHusi. CocTosiHue
aBTOMaTU4eCKOro  cornacoBaHusi  MHTepdenca COBMECTHO  onpejernseTcs
CKOPOCTbIO MHTepdenca, AyNNEKCHbIM PEXMMOM, PEXMMOM YNpaBrieHNs NOTOKOM U
PEXMMOM aBTOMATUYECKOrO COrfacoBaHus.

« lpn HacTporke pexumma aBTOMaTU4ecKkoro cornacosaHna nopta LAG
KOH(purypaumsa AenctByeT Ha BCe MNopTbl-ydacTHUKU. (Bce aTu nopTbl-ydacTHMKK
asnatTca pusndeckumm noptamm Ethernet).

© Kak npaBuno, ecnn ogHO M3 cneayroLwmx YCNoBUIA: CKOPOCTb MHTepdenca, AynieKCHbIN
PEXMM U PEXUM YyNpaBneHUs MOTOKOM YCTaAHOBMEHbl B aBTOMATUYECKUA PEXUM UMK
BKMIOYEH peXMM  aBTOMaTUYeCcKoro cornacoBaHwa uHTepdenca, TO  YHKUMSA
aBTOMaTMYeCKoro corracoBaHus WHTepdpenca BkrwyeHa. Ecnn HM ogHO U3 yCroOBUI:
CKOPOCTb MHTEepdherca, YNNEKCHbIN PEXUM U PEXUM yNpaBreHns NOTOKOM He HaCTPOEHbI
Ha aBTOMATUYECKUA PEXMM, a PEeXMM aBTOMaTMYECKOro CorracoBaHus WHTepdpenca
BbIKIMOYEH, TO PYHKUMA aBTOMATUYECKOrO COrracoBaHus MHTepdenca OTKIYeHa.

© [Ons ontoBonokoHHoro nopta 100MGuT/C YHKUMS aBTOMAaTUYECKOro COrfacoBaHus
Bcerga oOTkModveHa. [na rurabutHoro megHoro nopta  (YyHKUMS aBTOMaTU4ECKOro
corrnacoBaHuns Bcerga BKITYeHa.

1.3.12 ABTOMaTU4ecKoe onpeagerneHue moayns

Ecnn ckopocTb MHTepdelica ycTaHoBMNeHa Ha auto, oHa MOXeT ObiTb aBTOMaTU4eCKu
oTperynMpoBaHa B 3aBUCMMOCTM OT TuMNa BCTaBNEeHHOro Moayns.

MpuHUMN paboTbl

B HacTosilee BpemMs YHKUMA aBTOMaTMYECKOrOo OOHapyXeHus Moaynem MoxeT
MCNONb30BaTbCA TONbKO ANns obHapyxeHus moaynen SFP n SFP+. SFP npeacrasnser
cobon rmrabutHeln mogyne, a SFP+ — 10-rurabutHeln mogynb. Ecnu yctaHoBneH

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBoacTBo nonb3oBaTtens
1. KoHdburypaums uHtepdencos 22

moaynb SFP, nHtepgenc pabotaet B rurabutHom pexume. Ecnmn yctaHOBNEH MOAYIb
SFP+, nutepdenc pabotaet B 10-rurabMtHOM pexummve.

© OyHKUMs aBTOMATMYECKOrO OnpeaeneHns Moayns AeUCTBYET TOMbKO B TOM cry4vae, ecnu
CKOPOCTb MHTepdpeiica ycTaHOBNEHa Ha aBTOMAaTUYECKUIA PEXMM.

1.3.13 3awmweHHbIn nopT (Protected Port)

B HekoTOpblXx MporpaMMHbIX cpedax HeobXoaAMMO OTKMOYUTbL CBSI3b  MeEXAay
onpeneneHHbIMM noptamu. [ns 3Toro MOXHO HacTPOWUTb AaHHblE MOPTbl B Ka4yecTBe
3alMLLIEHHbIX. MOXHO Takke OTKMIOYUTL MapLUpyTU3aUMo MexXay 3alyLeHHbIMK
nopTamu.

MpuHUMN paboTbl
3awmieHHbin nopT (Protected Port)

Mocne HacCTPOMKM MOPTOB B  KayecTBe  3alUULLEHHbIX, OHW He  MOryT
B3aMMOAENCTBOBATbL APYr C APYrom, HO MOTyT B3aMMOAENCTBOBaTb C HE3aLUULEHHBIMU
noptamu.

3awmuieHHble noptel paboTaloT B NOOOM M3 OBYX pexumMoB. B nepsom pexume
NepeknioyeHne Ha 2-h  ypoBeHb ONOKMpyeTcsi, HO MapLipyTusauuss mexagy
3awmueHHbIM1 - opTaMn  paspelleHa. Bo BTopoMm pexume 6rokupyeTtcsa wm
nepeknioyeHne Ha 2- ypOBEHb W MapLipyTMs3aumMsa Ha 2-M  YpPOBHE Mexay
3awmueHHbiMn noptamun. Ecnn 3awmweHHsin nopt (Protected Port) nopgoepxusaet
oba pexuma, NepBbIf PEXUM UCNONb3YETCSA NO YMOMYaHMIO.

Ecnu gBa 3awuuweHHbIX nopTa HaCTPOEeHbl Kak napa nopToB 3epKanvpoBaHus, Kaapbl,
OTNpaBneHHbIE NN NOSTyYEeHHbIE UCXOAHBbIM NOPTOM, MOTyT ObiTb 3epKanupoBaHbl Ha
KOHEYHbIM MopT.

B HacTosiee BpeMsa B Ka4yecTBe 3alUMLLEHHOr0 MopTa MOXHO HACTPOUTb TOSbKO
domsndeckmn nopt Ethernet unn arpernpoBaHHbIM NOPT. ECnNn arpernpoBaHHbIn NOPT
HacTpoeH kak 3awuweHHbin nopT (Protected Port), Bce ero nopTbl-y4acTHUKK
HACTPOEHbI KakK 3aLUMLLEeHHbIE NOPThI.

EJ'IOKI/IpOBKa MapLpyTn3aumn L3 mMexay 3almeHHbIM nopTamMin

Mo ymonuaHuto MapwpyTmsaums L3 mexgy 3awuuweHHbiMiu  noptamuM  He
3abnokupoBaHa. B aTom cnyyae MOXHO 3anycTuTb KOmaHay protected-ports route-
deny ans 6noKMpoBKM MapLUpyTU3aLMN MeXAy 3alLULLEHHBIMU MOPTaMu.

1.3.14 NMopt BocctaHoBneHusa Errdisable (Port Errdisable Recovery) (Port
Errdisable Recovery)

HekoTopble NpoTOKONblI NoagepXuBalT YHKUUIO BOCCTaHOBNeHust errdisable gna
obecneveHnss 6GesonacHoCcTM U cTabunbHOCTM ceTu. Hanpumep, B npoTokone
6Ge3onacHOCTM nopTa Mpu BKOYEHMM 3alLUTbl NOPTa U HACTPOMKE MaKCMManbHOro
KonuyectBa agpecoB 6e30MacHOCTM Ha MNOPTY reHepupyeTcsi CcoObiTMe HapyLUueHUs
nopTta, €eCcrnM KONMYeCTBO a[pecoB, TMOJyYEHHbIX Ha 3STOM MopTe, MpeBbiwaeT
MakcumaribHOe KOnmM4yecTBO agpecoB 6e3onacHocTw. [pyrne MNpOTOKOMbI, TakMe Kak
npotokon STP, DOT1X n REUP, nogaepxwuBalT aHanornyHole QyHKUMK, U NpK
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HapyweHun 6e3onacHOCTM NOpTa, OHU  aBTOMATUYECKM  OTKNKYalTCa  Ans
obecrneyeHunsa 6besonacHoCTN.

MpuHUKMN paboTbl

Mocne 3aBeplieHnss paboTbl NopTa n3-3a HapyLleHuss 6e30NacHOCTU MOXHO 3anyCTUTb
komaHay errdisable recovery B pexume rnobanbHOW KOH(Urypauumu, 4ToObI
BOCCTaHOBUTb BCe MOPTbl B COCTOAHUM errdisable, n 3aTem BKMOYNTL 3TU MOPTHI.
MOXHO BpYYHYHO BOCCTAHOBUTb MOPT WM aBTOMaTMYEeCKM BOCCTAHOBUTbL MNOPT B
3ansiaHMpoBaHHOE BpeMS.

1.3.15 PasgeneHue n kombuHauunsa nopta 40Iout/c
MpuHUMN paboTbl

Mopt Ethernet 40IGut/c — 9TO NOPT C BLICOKOW MNPOMYCKHOM CMOCOBGHOCTbIO. B
OCHOBHOM OH MCMOSb3YeTCA Ha YCTPONCTBaX Ha YPOBHE KOHBEPrEHUMN WU Ha YpOBHE
aapa ans yBenuMyeHus nponyckHom cnocobHocTu nopta. PasgeneHue nopta 40I6ut/c
O3HayaeT, YTo OH pasgensietca Ha 4etblpe nopta 10M6ut/c. B ato Bpems nopTt
40I6uT/c cTaHOBUTCH HEOQOCTYMNHbIM, a YeTbipe nopTa 10 GMT/C HaUMHAKOT NepeckinaTb
AaHHble HesaBucumo Apyr ot gpyra. KombuHauua nopta 40I6ut/c o3Ha4vaeT, 41O
yeTblpe nopta 10I6uT/c 06beauHstoTcs B nopT 40I6uT/c. B 3TO Bpems yeTbipe nopTta
10I6uTt/c cTaHOBATCSA HEOOCTYNHLIMU, U TONbKO NopT 40I6GuT/c nepecbinaeT AaHHbIE.
Bbl MoOxeTe rmbko perynupoBaTb MPOMYCKHYKD CNOCOBHOCTb, KOMOWMHWMpYs wnu
pasgensas nopThbl.

1.4 KoHdpurypauusa

KoHdurypauus OnucaHue n KomaHaa
BbinonHexue (JononHuTtenbHO) cnonb3yeTca ons ynpaeneHns KOHurypaumsamm
0©a30BbIX HACTPOEK MHTepdgenca, Hanpumep, Ana co3gaHunga/yganeHus nHtepdenca nnu

HaCTPOMKM ONncaHnsa nHTepdgenca.

Interface Cospaet nHTepdenc n NepexoanT B peXum
KOHoMrypaumm co3gaHHoOro uHtepdenca
U yKasaHHOro nHTepgenca.

interface range BeoanT AwanasoH wuHTepdenca, cosgaer
3TN nHTepdencol (ecnn OHN He co3aaHbl) U
nepexoauT B PeXuMM  KOHduUrypauumm

WHTEepdenca.
define interface-  CosgaeT mMakpoc AN ykasaHusa ananasoHa
range nHTepdenca.

snmp-server if-index | BkniovaeT QyHKUMIO COXpaHEHUs WHOEeKca
persist UHTepdgenca, 4YTobbl MHOEKC WHTepdenca
ocTaBarncs HEN3MEHHbIM nocne
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nepesanycka ycTpoucTsa.

description HacTtpauBaet onucaHme NHTepdenca
anvmHon po 80 cuMBONIOB B pexume
KoHurypauunm nutepdenca.

snmp  Trap link- | HactpauBaet oTnpaBky coobLeHnn-

status NoBYLLEK B KaHane nHtepgenca.

Shutdown Bblknioyaetr  mHTepenc B pexunme
KOoHurypauum nutepdenca.

split interface Pasgenser nopt 40l6ut/c B pexume

rnobanbHOM KOHUrypaumn.

HacTtpouika (JononHutensHo) Wcnonb3yetca ans  HacTpouMkM napameTpoB
napameTposB nHTepdenca.
nHTEepdenca
Bandwidth HactpavBaeTt rnonocy nponyckaHus
WHTepdenca B pexume KoHdurypauum
MHTepgenca.
carrier-delay HacTtpauBaet 3anepxky npwm
AOMUHUCTPATMBHOM oTKnoYeHnmn/
BkntoveHnn (Carrier Delay) uHTepdheinca B
pexnme KoHdurypauum nHtepderica.
load-interval HactpamBaeT wuHTepBan Aans  pacyeta
Harpysku Ha NHTepeic.
duplex HacTtpauBaet OYNMEKCHbIN PEXMM
MHTepgenca.
flowcontrol BknoyaeT uvnm  BbIKMKOYaAET  ynpaBneHue
NOTOKOM MHTepdeinca.
mtu Hactpansaet MTU nHtepdenca.
negotiation mode HacTpavBaeT  aBTOMaTtu4eckun  pexum
corracoBsaHnda nHTepgenca.
speed HacTtpauBaeTt CKOpPOCTb paboThl
nHTepdenca.
switchport HacTtpamBaeT wuHTepdeC B KayecTse
MHTepgenca L2 B pexume KoHGUrypauum
nHtepcpenca. (BbinonHute KOomaHZy no
switchport, 4To6blI HACTPOUTL NHTEPENC B
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KadecTBe MHTepdenca L3).

switchport protected

HactpausaeTt nopt B KadecTtBe

3alnLeHHOoro nopTa.

protected-ports Brnokmpyetr wmapwpytmsaumo L3 mexay

route-deny 3alULLEHHBIMX  nopTaMu B pexunve
rnobanbHOM KOHUrypaumn.

errdisable recovery BocctaHaBnBaeT nopT M3  COCTOSIHUS
errdisable B pexume rnobanbHom
KOHpurypaumn.

1.4.1 BbinonHeHne 6a30BbIX HaCTpoOekK

CueHapun

s CospanTte yKasaHHbIN NOrnM4yecknin nHTepdenc n BonanTe B pexmm KoHdurypauumm
3TOr0 uHTEpdenca wnM BOMOAUTE B PEXMM KOHUrypaumm CyLLECTBYHOLLENO

dom3n4eckoro unm norn4yeckoro nHTepdenca.
« Co3panTe HEecKOsbKO yKa3aHHbIX JIOrMYECKUX MHTEPKENCOB M BONOUTE B PEXUM

X/

KOH(purypaumm uHTepdenca wnu BOMAUTE B PEXUM KOHUrypaumm HECKONbKUX
CYLLECTBYIOLMNX (PUBNYECKNX UMK JTOTUYECKUX UHTEPIENCOB.
< WHpekcbl HTEpenca ocTaroTca HEM3MEHHbIMW NOCHe Nepesanycka yCTponcTaa.

% HacTtponTte onucaHue mHTepdenca Takum obpasom, 4Tobbl Nonb3oBaTENM MOIMU

HanpsaMyo y3HaTb MHopmMaumio 06 nHTepdgence.

< BkniouuTte unm oTKknoumnTe nHTepdenc.

40I6uT/c.
MpumeyaHunsn
o [Ons

vyaoaneHnda  yKa3aHHOro

J1orm4eckoro

< BKnounTe nnm oTKIoumMTe OYHKUUIO KaHarnbHbIX NpepbiBaHN Ha NHTepdence.

s Pasgenute nopt 40l6ut/c nnn obvbeguHute 4eTtbipe nopTta 106ut/c B nopt

WHTepdenca wunNu  Norn4ecknx

NHTEP(ENCOB B yKasaHHOM JMana3oHe MOXHO MCNosib3oBaTb (popMy KOMaHAbl C

no,

HO €€ HeJlb3d UucnoJsib3oBaTtb AONid yAaneHud (*)I/I3I/I‘-IeCKOFO nopta wnn

PU3NYECKMX NOPTOB B yKa3aHHOM guanasoHe.
s ®opma komaHabl default moxeT ucnonb3oBaTbCA B pexume KoHdurypauumm

WHTepdenca pAnss BOCCTAHOBMEHUA

HacTpoeK

MO YMOMYaHUIO YKa3aHHOro

m3n4eCKoro unm JIorn4eckoro uHTepdenca unu uHTEpdencos B YyKa3aHHOM

AnanasoHe.
ATtanbl KOHdUrypauum
HacTponka ykasaHHbIX UHTepdencos
 OnunoHanbHo.

% BbInonHuTe 9Ty koMaHay, 4TobObl co3gaTb JIOrMYECKUin MHTEpdEnC unu BOWUTU B
PEXUM KOHpUrypaumm uU3MYECcKoro rnopta WNu CyLLEeCTBYIOLEro JorMyecKoro

NHTepgenca.

@ J) QTECH |

MUP OOCTYNHEE

www.qtech.ru




PyKOBO,D,CTBO nonb3oBaTens

1. KoHdburypaums uHtepdencos 26
KomaHpa interface interface-type interface-number

OnucaHue interface-type interface-number: YkasbiBaeT Tun M HOMeEp WHTepdenca.
napameTtpa MHTepdenc moxeT ObiTb umsnveckum nopTtom Ethernet, noptom LAG,

nHTepdgencom SVI unm nHtepgencom loopback.

YcTaHoBKMU He gocTynHebl

no

yMoOn4yaHuio

Pexum Pexunm rmobanbHon KoHurypaumm
KOMaHAbI

BcTpoeHHaa | % Ecnu noruyeckuit nHtepdenc elle He co3faH, BbIMOMHUTE 3Ty KOMaHAay,

noackaska 4YTOOblI CO34aTh AaHHbLIN MHTEPdENC U BOWUTU B PEXUM KOHUrypaumm
3TOro UHTepgenca.

s [nsa pmnanyeckoro nopta Unu CyLLLECTBYIOLLENO FIOrMYeCcKoro nHTepdgenca
BbIMOMHUTE 3Ty KOMaHAy, YTOObl BOMTU B PEXUM KOHUIypaumm JaHHOro
NHTepgenca.

s Wcnonbsynte ¢opMy nO KOMaHabl ANA  yoaneHusa  ykasaHHoro
normnyeckoro nHTepdgenca.

s Wcnonbaynte gopmy default komaHabl Onsi BOCCTAHOBIEHUSI HACTPOeEK
NHTepenca No yMmonyaHuo B pexmme KoHdurypaumm nHtepdgenca.

HacTtpoinka nHtepdeincos B npegenax guanasoHa

«» OnuuoHanbHo.

¢ BbIinonHuTte 3Ty KOMaHAy, YTOObI CO3A4aTb HECKOSTLKO JTOrMYECKUX MHTEPEENCOB UMK
BOUTU B pPEXUM  KOHPUrypaumm  HECKOSNbKUX  (PU3MYECKUX MNOpPTOB  WMn

CYLLECTBYIOLLMX FIOMMYECKNX MHTEPGENCOB.

KomaHpa interface range { port-range | macro macro_name }
OnucaHwue port-range: YkasblBaeT TN U AnanasoH UAEHTU(PUKATOPOB UHTEPEENCOB.
napameTpa Takumn mHTepdencamm moryt 6biTb pusmyeckme noptbl Ethernet, nopTol

LAG, SVI unn nutepdencel loopback.
macro_name: YkasbiBaeT UM Makpoca avana3oHa UHTepencos.

YcTtaHoBKMU He nocTynHsbl

no

YMOM4YaHuo

Pexum Pexnm rnmobansHon KoHpurypaumm
KOMaHAbI
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BcTtpoeHHaa | % Ecnu norudeckvue wuHTepdpenchl elle He co3aaHbl, BbIMOMHUTE 3Ty

noackaska KOomMaHay, 4Ttobbl co3gatb AaHHble MHTEpPENCbl U BONTU B PEXUM
KOH(purypaumm nHtepdenca.

s [Ons HeckoNbKnx oM3n4eckux MOpTOB WUSIM CYLLECTBYIOLIMX NOrMYeCcKmnx
NHTEP(ENCOB BbLINOMHUTE 3Ty KOMaHay, 4TOObl BOMTU B pPEXUM
KOHoUrypaummn nHtepgenca.

% Wcnonb3ynte dopmy default komaHabl Ons BOCCTaHOBNEHUA HACTPOEK
9TUX UHTEPdENCOB MO YMOMYaHUK B pexume KoHurypauum
UHTepgenca.

s lNepen wucnonb3oBaHMEM Makpoca BbinonHuTe KomaHay define
interface-range, 4TObObLI onpegenuTb AManasoH UHTepdenca Kak Mms
Makpoca B pexume rnobanbHOM KoHdurypaumm, a 3aTem 3anyctuTe
komaHgy interface range macro macro_name, 4To0Obl MNPUMEHUTH
Makpoc.

HacTponka coxpaHeHust nHgekca nHtepgenca
«»» OnumoHanbHo.

*

% BbinonHuTe 3Ty KOMaHOy, ecnu WHAeKCbl WHTepdpenca [OMKHbI OcTaBaTbCs
HEeM3MeHHbIMM NocIe nepesanycka yCTPOoUCTBa.

KomaHpga snmp-server if-index persist

OnucaHue HepocTtynHo

napameTtpa

YcTaHOBKM Mo ymonuaHumio CoxpaHeHne wuHAekca wuHTepdenca (Interface Index

no Persistence) OTKMOYEHO.

yMOJT4YaHUo

Pexum Pexum rnmobansHon KoHurypaumm

KOMaHAblI

BcTtpoeHHasa | [locne BbIMNOMHEHUA 3TOM KOMaHAObl TeKylme WMHAEKChbl BCeX MHTepdencos

noackaska OyayT coxpaHeHbl, @ MHAEKCbI OCTAHYTCA HEM3MEHHbIMW Nocne nepesanycka
ycTponctea. [Ang oTKoYeHns (OyHKLUMN COXpaHEHNA MHOeKca uHTepdenca
MOXHO MCronb30BaTb KOMaH4y No unu oopmy komaHabl ¢ default.

HacTtpownka onncanus nHtepdenca

+»» OnuuoHanbHo.
< BblnonHuTte aTy kOMaHAay, YTOBbI HACTPOUTL OnNMcaHue nHTepdenca.

KomaHpa description string

OnucaHue string: YkasbiBaeT cTpoky AnvHon ao 80 cMmMBOIOB.
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napameTpa

YcTtaHOBKMU Mo ymonyaHuio onvcaHne He HaCTPOEHO.

no

yMoOn4yaHuio

Pexum Pexum koHdurypaumm nHtepgenca

KOMaHAbI

BcTtpoeHHas | BoinonHute 3Ty KomaHay, 4ToObl HAcTpouTb onucaHue uHTepdenca. Ons
noackaska yaaneHns onucaHnsa uHTepdgenca MOXHO MCNoNb3oBaTb KOMaHZy No wunuv

dopmy komaHabl ¢ default.

HacTpouka dyHkumm Link Trap nHtepdeinca

«» OnumoHanbHo.
% BbInonHuTe 3Ty KOMaHAy, Y4TObOLI NoNy4aTb KaHanbHble npepbiBaHusA Yepe3d SNMP.

KomaHpa snmp Trap link-status

OnucaHue HepoctynHo

napameTtpa

YcTtaHOBKMU Mo ymon4yaHuio pyHKUMA NpepbiBaHUSA KaHana BKITlOYEHa.

no

yMOJT4YaHUo

Pexum Pexum KoHdurypaumm nHtepgenca

KOMaHAbI

BcTtpoeHHaa | OTa kOMaHAa MCNONb3yeTcs AMs HAaCcTPOMKM PYHKUUKW NpepbiBaHMsA KaHana
noackaska B WHTepdence. Ecnm ata dyHkuma BknwodeHa, SNMP otnpasnger

KaHanbHble MpepbiBaHWs, Korga COCTOSIHME KaHana W3MeHseTcsa B
nHTepgence. na OTKMOYEHNA YHKUMN KaHamnbHbIX MpepbiBaHUA MOXHO
ncrnonb3oBaTb KOMaHay no unu opmy komaHasl ¢ default.

HacTpovka agMUHUCTPaTUBHOIO COCTOAHNA MHTepdenca

o
3
o
o
3

L)

OnumoHanbHo.
< BblnonHuTe 3Ty KOMaHAy, YTOObI BKNIOYNTL NN OTKITIOYUTL UHTEPAIENC.
¥ WHTepdenc He MoxeT oTnpaBnsaTb UMY NPUHUMATL NaKeTbl NOCHE OTKMIOYEHNS.

KomaHpa Shutdown
OnucaHue HepocTtynHo
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napameTpa

YcTtaHOBKMU Mo ymonyaHuio KaHan nHTepgenca HaxoamuTCca B COCTOAHUN «NOLHAT».

no

yMoOn4yaHuio

Pexum Pexum koHdurypaumm nHtepdenca

KOMaHAbI

BcTtpoeHHaa | MoxHo 3anyctntb komangy shutdown, 4Ttobbl OTKNIOYNTE MHTEPENC, NNK
noackaska komaHgy no shutdown, 4TObBbI BKNMIOYUTL WHTEpgenc. B HekoTopbIX

crny4vasax, Hanpumep, Korga uHTepgenc HaxoguTcsa B cocToAHuM errdisable,
HEBO3MOXHO BbINOMHUTL KomaHay no shutdown B uHTepdence. [Ons
BKINIOYEHNA MHTepenca MOXHO UCnonb3oBaTb POPMY KOMaHObl NO wUnn
default.

Pasgenenue nopta 40M6ut/c nnn obvegmHeHne yeTbipex noptoB 10[GuT/c B nopTt

40lowut/c.

+»» OnuuoHanbHo.
s BblnonHute 39Ty koMaHgy, 4TobOblI pasgenuTtb nopt 40M6ut/c umnu obbeanHUTb
yeTblpe nopta 10I6uT/c B nopt 40IGunT/C.

KomaHpa [no] split interface interface-type interface-number

OnucaHwue interface-type interface-number: Yka3sbiBaeT Tun n Homep uHtepdenca. lNopt
napameTpa OOIKeH 6bITb 40I6uT/C.

YcTaHOBKMU Mo ymonyaHuio nopTbl 00 beANHEHDI.

no

yMO4yaHuro

Pexum Pexunm rmobanbHon KoHurypaumm

KOMaHAblI

BctpoeHHaa | MoxHO BbINONHUTL kOoMaHgy split gns pasgenenus nopta 40I6ut/c unu
noackaska komangy no split ana obveanHeHns pasgeneHHoro nopta 400 6uTt/c.

[locne HacTpoWkM 3TOWM KOMaHAbI
nepesanyctuTb  JIMHEWHYK  nnaTty
KOH(purypaumsa morna 6biTb 3anyLieHa.

BaM, Kak npaBuno, Heobxoanmo
unn BCe  YCTPOWCTBO, 4TOObI

lNMpoBepka KoHdUrypauum

HacTtponka ykasaHHbIX UHTepdencos
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X/

< BbinonHute komangy interface. Ecnn Bbl MOXeTe BOWTU B peXuM KOHGUrypauum
NHTepenca, KoHPUrypaumns BbINOSHEHA YCMELLHO.

< [Ona norudeckoro wWHTepdenca nocre BbINONHEHMS KoMaHabl no interface
BbIMNOMNHUTE KOMaHZy show running wnm show interfaces, 4Tobbl NpoBepuThb,
ocTarcs nu fIorm4yecknn NHTepdgenc.

s lNocne BbinonHeHna komangbl default interface BbinonHWTE kKOMaHZy show

running, 4tobbl NPoBEPUTb, BOCCTAHOBUAMUCH NN HACTPOMKM MO YMOM4YaHUIO Ans

COOTBETCTBYHOLLEro HTepdgenca. Ecnun ga, onepauus BbiNofHEHA YCMNELLHO.

HacTtponka nHtepdencos B npegenax guanasoHa

% BbinonHute komaHay interface range. Ecnm Bbl MOXeTe BOWUTUM B PEXUM
KOHoUrypaummn nHtepdgenca, KoHurypauus BbinosiIHEHA yCMNeLHo.

¢ [ocne BbinonHeHna komaHabl default interface range BbINONHMTE KOMaHZy show
running, 4Tobbl NPOBEPUTb, BOCCTAHOBUIUCE NN HACTPOMKN MO YMOMYaHUIO AN
cooTBeTCTBYOLEro nHtepdenca. Ecnu ga, onepauus BbiNOSIHEHA YCMELLHO.

HacTponka coxpaHeHust nHgekca nHtepgenca

*

% [locne 3anycka komaHgbl snmp-server if-index persist BbINONMHUTE KOMaHAy
3anucuK Ons COXpaHeHusi KoOHurypaumm, nepesanyctute YCTPOMCTBO U BbIMOMHUTE
komaHagy show interface gns npoBepkn uHAekca uHTepdpenca. Ecnn uHaekc
NHTepenca octaeTcss HEN3IMEHHbIM MOCIe nepesanycka, akTuBmpyeTcs OyHKUUS
COXpaHeHusi Haekca nHtepdenca.

HacTpouka doyHkumm Link Trap nHtepdeinca

s W3Bnekute n BCTaBbTE CETEBOM Kabenb B PM3MYECKMI MOPT U BKNOYNTE cepBep
SNMP. Ecnun cepsep SNMP nony4aeT oOnoBeLLEeHUS O COeaUHEHUU, PYHKLMS
ONOBELLEHNSI O COeANHEHUM BKIIOYEHA.

% 3anyctute opmy no komangbl snmp Trap link-status. M3Bnekute 1 BCTaBbTe
ceTteBou kabenb B hmnanyecknin nopt. Ecnn cepsep SNMP He nony4daeT KaHanbHbIX
npepbiBaHUn, PyHKUMS link Trap oTkno4eHa.

HacTponka agMMHUCTpaTMBHOIO COCTOSIHUA UHTepdenca

s lMopgkntounTte ceTeBon Kabenb K bmnanyeckomy nopTy, BKAOYMTE MNOPT U 3anycTute
komaHay shutdown Ha aTom nopTy. Ecnn Ha KOHCONMM OoToBpaxaeTcs CUCTEMHbIN
XypHan, ykasblBalWMhW Ha TO, YTO KaHan nopTta HaxoguTcs B COCTOSAHUMU
«ONyLeH», a NHOMKaATOP NopTa BbIKIKOYEH, TO MOPT OTKMOYEH. 3anycTute KomaHay
show interfaces un ybeguTtecb, 4TO COCTOSAHME WHTEpPENCcCa W3MEHUITOCH Ha
Administratively Down. 3atem BbinonHute komaHgy no shutdown, 4Tob6bI
BKMOUMTb nopT. Ecnm  Ha KoHCONMM OTOGpakaeTcsi CUCTEMHbIN  XXypHan,
yKasblBalOWMA Ha TO, YTO KaHan nopta HaxoguTCA B COCTOSHUM «MNOLHAT», a
WMHOMKATOP NopTa BKITHOYEH, TO MOPT BKITHOYEH.

Pasgenenue nopta 40I6ut/c unn obbeamHuTe 4YeTblpex nopTtoB 10M6ut/c B nopt
40l 6uT/c.

< BbinonHute «komaHaoy split gna nopta 406ut/c B pexume rnobanbHoOM
KOH(purypaumn.  Ybegutecb, 4YTO COOTBETCTBYHOLMA  CUCTEMHBIA  XKypHan
oToOpaxaeTcss B KOHcCONW. BbinonHuTe kKOmaHgy write, 4TOObl COXpaHUTb
KOH(purypaumo, U1 nepesanyctute YCTPOWCTBO WAW  JIMHEWHYKD KapTy B
COOTBETCTBUMN C METOOOM, ONUCAHHBIM B CUCTEMHOM XypHarne. 3anyctute KoMaHay
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show run wn ybBegutecb, 4TOo coobueHue "merged to interface" Gonbwe He
oTobpaxaeTca B WMHMOpMaunUn, OTHOCSALLENCA K YeTblpem noptam 10I6ut/c, Ha
koTopble pasgeneH nopt 40M6ut/c. Kpome Toro, yetbipe nopta 10I6Gut/c moryT
ObITb HACTpPOEeHbI Kak NopTbl L2 nnn L3, Ho pasgeneHHbin nopt 40I6ut/c He moxeT
ObITb HacTpoeH kak nopT L2 unm L3. 3anyctute komaHgy show run n ybegurecs,
yTo coobuweHne "lsplited into interface" oTobGpaxaetca B UMHGOpPMaLuUK,
oTHocsLencs k nopty 40I6uT/c.

< BbinonHute komangy no split Ha pasgeneHHom nopte 40 6ut/c. Y6eautech, 4TO
COOTBETCTBYHOLMIN CUCTEMHBIN XXypHan oTtobpaxaetca B KOHconu. BbinonHute
KOMaHgy write, 4yTobbl COXpaHUTb KOHUrypauuio, 1 nepesanyctute yCTPOWCTBO
WNNU NMHENHYKD KapTy B COOTBETCTBMM C METOAOM, OMUCAHHbIM B CUCTEMHOM
XypHane. 3anyctute komaHagy show run n yéeamntech, 4To coobuieHune "'merged to
interface" oTobpaxaeTca B uWHpoOpMauMM, OTHOCALWENCA K 4YeTblpeM MopTam
10I6ut/c, obbeagmHeHHbIM B nopT 40 6uTt/c. Kpome Toro, yetbipe nopta 10l 6ut/c
He MOryT OblTb HacTpOeHbl Kak nopTbl L2 unn L3, HO KOMOBUHUPOBAHHLIN NOPT
40I6ut/c MmoxeT ObITb HACTPOEH Kak nopT L2 nnu L3.

Mpumep KoHDUrypaumum

HacTponka OCHOBHbIX NnapamMeTpoB MHTeEPdENCOB

CueHapuu 192.168.1.1/24 192.168.1.2/24
N3o6paxe GigabitEthernet  GigabitEthemat
Hue 1-5 = 0/t on =
Switch A Switch B
ATanbl < lopgknounTe ABa yCTpOMCTBa Yepes NopTbl KOMMyTaTopa.
KoHduryp | < HacTtponte SVI Ha aByx ycTponcTsax u HasHadbTe IP-agpeca cermeHTa cetu
auuun asym SVI.

% Bknounte CoxpaHeHune nugekca nHtepdenca (Interface Index Persistence)
Ha OBYX YCTpPOWCTBax.

< BknounTte yHKUNIO KaHaNbHOro NpepbiBaHNS Ha OBYX YCTPOMUCTBaXx.

s HacTtpownte agMnHUCTpaTMBHLIN CTaTyC UHTEepdenca Ha ABYX YCTPONUCTBAX.

A# configure terminal

A(config)# snmp-server if-index persist

A(config)# interface vlan 1

A(config-if-VILAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-1if-VLAN 1)# exit

A(config)# interface gigabitethernet 0/1
A(config-if-GigabitEthernet 0/1)# snmp Trap link-status
A(config-if-GigabitEthernet 0/1)# shutdown
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A(config-if-GigabitEthernet 0/1)# end

A# write
B B# configure terminal

B(config) # snmp-server if-index persist

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0

B(config-if-VLAN 1)# exit

B(config) # interface gigabitethernet 0/1

B(config-if-GigabitEthernet 0/1)# snmp Trap link-status

B(config-if-GigabitEthernet 0/1)# shutdown

B(config-if-GigabitEthernet 0/1)# end

B# write

MpoBepka | BoinonHuTe nposepky kommytaTtopoB A n B cneaytowmm obpasom:

KOHQUryp | 3anyctute komaHgy shutdown Ha nopty GigabitEthern 0/1 n npoBepbTe, He

auuu HaxoOuTCs U kaHan nopta GigabitEthern 0/1 u SVI 1 B cocTosiHum
«OMyLLEH».

% 3anyctute komaHay shutdown Ha nopty GigabitEthern 0/1 n npoBepbTe, He
OTNpaBfieHO N MpepbiBaHMe, YyKasbiBawlwee Ha TO, YTO KaHan 3Toro
NHTepenca «onyLeH».

s [lepesanyctute YyCTPOMCTBO W MNpOBepbTe, CcoOBNagaeT M  WUHOEKC
GigabitEthern 0/1 ¢ wuHOekcom, KoTopbit Obinl  yCTaHOBNEH nepea
nepesanycKoMm.

A A# show interfaces gigabitEthernet 0/1

Index (dec) :1 (hex) :1
GigabitEthernet 0/1 is administratively down , line protocol is DOWN

Hardware is GigabitEthernet, address is 00d0.£865.de% (bia
00d0.£865.de9%b)

Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes Dropped
packets Dropped bytes
0 0 0
0 0
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1 0 0
0 0

2 0 0
0 0

3 0 0
0 0

4 0 0
0 0

5 0 0
0 0

6 0 0
0 0

7 4 440
0 0

Switchport attributes:
interface's description:""
lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is O

admin speed is AUTO, oper speed is Unknown

flow control admin status is OFF, flow control oper status 1is
Unknown

admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Port-type: access
Vlan id: 1
10 seconds input rate 0 bits/sec, 0 packets/sec
10 seconds output rate 0 bits/sec, 0 packets/sec
4 packets input, 408 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
4 packets output, 408 bytes, 0 underruns , 0 dropped
0 output errors, 0 collisions, 0 interface resets
A# show interfaces vlan 1
Index (dec) :4097 (hex) :1001
VLAN 1 is UP , line protocol is DOWN
Hardware 1s VLAN, address is 00d0.£f822.33af (bia 00d0.£822.33af)
Interface address is: 192.168.1.1/24
ARP type: ARPA, ARP Timeout: 3600 seconds
MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-II, loopback not set
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Keepalive interval is 10 sec , set
Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

B# show interfaces gigabitEthernet 0/1
Index (dec) :1 (hex):1

Hardware is GigabitEthernet

00d0.£865.de9%b)
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes

packets Dropped bytes

0 0
0 0

1 0
0 0

2 0
0 0

3 0
0 0

4 0
0 0

5 0
0 0

6 0
0 0

7 4
0 0

Switchport attributes:
interface's description:""
lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is O

admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown

flow control admin status is OFF, flow control oper
Unknown

Interface address is: no ip address, address 1is 00d0.f865.de%b

GigabitEthernet 0/1 is administratively down , line protocol is DOWN

(bia

Dropped

status

440

is
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admin negotiation mode is OFF,
Storm Control:
Port-type: access
Vlian id: 1
10 seconds input rate 0 bits/sec,

10 seconds output rate 0 bits/sec,

0 output errors, 0 collisions, 0 inte
B# show interfaces wvlan 1

Index (dec) :4097 (hex) :1001

VLAN 1 is UP line protocol is DOWN
address is 00d0.f8
192.168.1.2/24
ARPA, ARP Timeout: 3600 sec

BW 1000000 Kbit

14

Hardware is VLAN,
Interface address is:
ARP type:
MTU 1500 bytes,
Encapsulation protocol is Ethernet-
Keepalive interval is 10 sec , set
Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

oper negotiation state is ON

Broadcast is OFF, Multicast is OFF, Unicast is OFF

0 packets/sec

0 packets/sec

4 packets input, 408 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

4 packets output, 408 bytes, 0 underruns , 0 dropped

rface resets

22.33af

(bia 00d0.£822.33af)

onds

IT, loopback not set

1.4.2 HacTpouka aTpubyTtoB nHtepdenca
CueHapuu
% AKTMBUpPYWTE YCTPOMUCTBO ANS MNOOKIHOYEHUS W

obMeHa [faHHbIMW C OpYyruMu

YCTPOWCTBaMM Yepe3 NoPT KOMMYyTaTopa WUn NopT MapLIpyTU3aLmu.

« HactpounTte pasnuyHble HacTponku nHTepgenca Ha ycTtpomncTee.

Atanbl KOHdUrypaumm

HacTporika nopta mapLpyTmsauum

+»» OnuuoHanbHo.

< BblnonHute 3Ty KOMaHgy, 4TOObI HaAcTpouUTb MNOPT B KayecTBe nopTa

MapLpyTusaumm L3.

paboTatoLime Ha NopTy, He BCTYNST B CUY.
OTa KoMaHaa NpuMeHMMa K NopTy KommyTtaTtopa L2.

[Mocne HacTponku nopTa B KayecTBe nopTa mapwpytmsaumm L3 npoTokonbl L2,

KomaHpa no switchport
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OnucaHue HepoctynHo

napameTpa

YcTtaHOBKMU Mo ymonyaHuto dmnaundeckun nopt Ethernet aBnaetcsa noptom kommyTaTopa
no L2.

yMoOn4yaHuio

Pexum Pexum koHdurypaumm nHtepgenca

KOMaHAbI

BcTtpoeHHaa | Ha yctponctee L3 MOXHO BbIMOMAHUTDL 3Ty KOMaHAy, YTOObl HACTPOUTbL NOPT
noackaska kommyTaTopa L2 B ka4yecTBe nopta mapLpyTtusaumm L3. MoXHO BbINONHUTL

KomaHagy switchport, 4ToGbl M3MeHuTb [MopT mapwpyTmsauum (Routed
Port)L3 Ha nopT kommyTaTopa L2.

KoHpurypuposaHue nopta L3 LAG

X/
o

X3

*

OnuwnoHanbHo.
BbinonHuTte komaHay no switchport B pexume KoHurypaumm nHtepdenca, 4tobbl

HacTpouTtb nopt L2 LAG B kadectBe nopta L3 LAG. BeinonHute KomaHay
switchport, ytobbl HacTpouTb NopT L3 LAG B kayectBe nopta L2 LAG.

« [lNocne HacTporku nopTa B KayecTBe nopTa mMapwpytmsaumm L3 npoTokonbl L2,

paboTatoime Ha nopTy, He ByayT paboTtaTb.

< OTa KomaHga npumeHunma K nopty L2 LAG.

KomaHpa no switchport

OnucaHue HepocTtynHo

napameTtpa

YcTtaHOBKMU Mo ymonyaHuto arperMpoBaHHbIv NOPT sBnsieTcs noptom L2 LAG.

no

yMOJT4YaHUo

Pexum Pexnm koHdurypauumn nHtepdernica

KOMaHAbl

BcTtpoeHHasa | [locne Bxoga B pexum koHdurypauum nopta L2 LAG Ha ycTtpoucTtee L3
noackaska MOXHO BbINOMHUTL 3Ty KOMaHAy, YTobbl HacTpouTb nopT L2 LAG B KadecTBe

nopta L3 LAG. lNocne Bxoaga B pexum koHpurypaumm nopta L3 LAG MOXHO
BbINOSIHUTL KOMaHay switchport, 4Tobbl nsmeHnTb NopT L3 LAG Ha nopt L2
LAG.

HacTponka ckopocTn nHtepgenca

+» OnuuoHanbHo.
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X/

% [lpn M3MEHeHMM HaACTPOEHHOW CKOPOCTU MopTa MOXeT MPOU3OUTU NepekpbiBaHWe
NnopTOB.
% OJTa KomaHaa npumeHuMa K douaundeckomy nopty Ethernet nnun nopty LAG.

KomaHpa speed [ 10 | 100 | 1000 | 10G | 40G | auto ]
OnucaHue 10: YkasbIBaeT, YTO CKOPOCTb UHTepdenca coctasnsieT 10MouT/c.
napameTpa

100: Yka3sblBaeT, YTO CKOpoCTb MHTepdenica cocTaenseT 100M6uT/c.
1000: YkasblBaeT, YTO CKOpoCTb MHTepdenca cocTaenseT 1000M6uT/c.
10G: YkasblBaeT, 4TO CKOpPOCTb MHTepdenca coctasnset 10l 6ut/c.

auto: YkasblBaeT, YTO CKOPOCTb MHTEp(enca aBTomaTM4eCckm agantupyeTcs
K pakTMYeCKOMY COCTOSAHMIO.

YcTtaHOBKMU Mo ymonyaHuio BbIGOP CKOPOCTU MHTEepdenica yCTaHOBIIEH Ha aBTo.
no

yMOS4YaHuro

Pexum Pexnm koHdurypauumn nHtepdenca

KOMaHAblI

BcTtpoeHHas | Ecnu uvHTepenc sasnsietca nopTtoM-ydacTHUMKOM LAG, CKOpOCTb 3TOro
noackaska WHTepenca onpenendeTcsa CKOPOCTbK arpermpoBaHHoro nopta. Korga
UHTepgenc BbIxoant u3 nopta LAG, OH wucnonb3yeT COBCTBEHHYIO
HacTpomKy ckopoctu. MoxHo 3anyctute show interfaces ans
oTobpaxeHus koHdurypauum ckopoctu. [lapameTpbl CKOPOCTU, AOCTYMNHbIE
Ans uHTepdpenca, 3aBUCAT OT Tuna uHTepdenca. Hanpumep, Henbas
YCTaHOBUTb CKOPOCTb MHTepdenca SFP Ha 10M6uT/c.

@ CkopocTtb cumanyeckoro nopta 40I6mt/c MOXET ObITb YCTAHOBMNEHA TOMBKO Ha
aBTOMATUYECKUIA PEXMM.

HacTtponka gynnekcHoro pexunma nHtepdenca

% OnumoHansHo.

s lNpn n3meHeHMn HaCTPOEHHOro AYNIEKCHOro peXxuma nopta MOXeT MPOU3oUTU
nepekpbiBaHe NopToB.

% OTa KomaHga npumeHuMa K ouaundeckomy nopty Ethernet nnun nopty LAG.

KomaHpa duplex {auto | full | half }
OnucaHue auto:  YkasblBaeT Ha  aBTOMAaTU4ecKoe  MepeknioyYeHue  Mexay
napameTtpa NOSTHOAYMNSIEKCHBIM U NONYAYNNEKCHBIM PEXMMaMMU.

full: O603Ha4YaeT NONHOAYMNEKCHbIN PEXUM.
half: O6o3Ha4YaeT nonyaynIeKCHbIN PEXUM.
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YcTtaHOBKMU Mo ymonyaHuio aynnekcHbI pexum nHTepgenca BoibpaH kak auto.

no

yMOS4YaHuro

Pexum Pexum koHdurypaumm nHtepdgenca

KOMaHAbI

BcTpoeHHas | [lynnekcHbIn pexunm WnHTepdgenca cBasaH C TUNOM WHTepdenca. MoxHO
noackKaska 3anyctntb show interfaces gns otobpaxeHns KoHurypaumin aynnekcHoro

pexunma.

HacTporika pexnma ynpasneHus noTokoM nHtepdenca

X/
o

X3

*

OnuwnoHanbHo.
O6bIYHO pexnm ynpaBreHnss NOTOKOM MHTepdenca OTKIIYEH NO yMonyaHuto. [ns

HEKOTOPbIX KOMMYTAaTOpPOB peXuM ynpaBiieHNA NMOTOKOM BKITHOHEH MO YMOJIHaHUIO.

Mocne BknOYeHUA ynpaBneHUss MOTOKOM Ha MWHTepdence Kagpbl ynpasBneHus

NOTOKOM ByayT OoTnpaBreHbl UK NonyYeHbl A4Na perynmpoBkun obbema gaHHbIX Npu
neperpyske nHTepgenca.

3 rlpl/l M3MEHEHNN HACTPOEHHOIro pexXunma yripaBJieHUA TOTOKOM [MopTa MOXeT

NPON301TN NepeKkpbIBaHNE NOPTOB.

s OTa KomaHaa npumeHunma K puaundeckomy nopty Ethernet unu nopty LAG.

KomaHpa flowcontrol { auto | off | on | receive { auto | off | on } | send { auto | off |
on}}

OnucaHue auto: YkasblBaeT Ha aBTOMaTM4yecKoe ynpassieHMe NOTOKOM.

pdPaMCeaRa off: YkasbiBaeT Ha To, YTO ynpaBneHVe NOTOKOM OTKMOYEHO.
on: YKasblBaeT Ha TO, YTO ynpasrieHne NOTOKOM BKIHOYEHO.
receive:  YkasblBaeT  HanpasfieHMe npuema  Ons  ynpaBneHus
aCMMETPUYHbBIM MOTOKOM.
send: YkasblBaeT  HanpaBfneHuwe  OoTnpaBkM  And  ynpaBneHus
aCMMETPUYHbBIM MOTOKOM.

YcTtaHOBKMU Mo ymonyaHuio ynpaBneHne noTOKOM OTKIHOYEHO B MHTepence.

no

yMoOn4yaHuio

Pexum Pexum koHdurypaumm nHtepdgenca

KOMaHAbI

BcTtpoeHHas | HekoTopble KOMMyTaTOpbl HE MOryT yNpaBnATb aCUMMETPUYHBIM MOTOKOM,

noackaska NO3TOMY He MNOoAAEepXMBaKT KroyeBble crioBa send u receive. MoXHO
3anyctutb komaHgy show interfaces, 4ToGbl npoBepuUTb, BCTYNUT 1K
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KOHUrypaumsi B cuny.

HacTponka pexuma aBToMaTM4ECKOro corfiacoBaHnsa nHtepdgenca
«» OnumoHanbHo.

% [pu M3MEHEeHWN HACTPOEHHOro peXxrMa aBTOMATUYECKOro COrflacoBaHUs MnopTta
MOXXET NMPOU30NTU NepeKkpbiBaHNE NOPTOB.

« OTa KomaHaa npumeHunma K punaundeckomy nopty Ethernet unum nopty LAG.

KomaHpa negotiation mode { on | off }

OnucaHue on: YKasblBaeT Ha TO, YTO BKITOYEH PEXUM aBTOMATUYECKOro COrnacoBaHus.

paRaleape off: Yka3blBaeT Ha TO, YTO PEXWUM aBTOMATUYECKOrO COrNaCcoBaHUS
BbIKITHOYEH.

YcTaHOBKMU Mo ymonyaHuio pexxmm aBTOMaTU4ECKOro COrfacoBaHms BbIKIOYEH.

no

YMOJT4YaHUIo

Pexum Pexum KoHdurypaumm nHtepdenca

KOMaHAblI

BcTpoeHHas | HepocTynHo
noackaska

Hactponka MTU mnHTepdenica

«» OnuuoHanbHo.

% MoxHo HacTpoutb MTU nopTa, 4ToObl OrpaHnYnTb OAVHY Kagpa, KOTOPbIA MOXET
ObITb NOSTyYEH UNKN OTNPaBIIEH Yepes 3TOT NopT.

% OTa KomaHaa npumeHnma K puamdeckomy nopty Ethernet unm SVI.

KomaHpa mtu num

OnucaHune num: 64-9216

napameTpa

YcTaHOBKMU Mo ymonyanuio MTU uHTepdenca coctaenseT 1500 6anr.

no

YMOMYaHuo

Pexum Pexum koHdurypaumm nHtepdgenca

KOMaHAbI

BcTtpoeHHaas | OTa komaHga ucnonb3yeTtcs ans Hactponkm MTU wmHTepdenca, 10 ecTb
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noAacKa3ka

MakcumarnbHOW ANWHbI bperMa faHHbIX Ha YpOBHe KaHana. B HacTtoslwee
BpeMa MTU MOXHO HacTpouTb TOMbKO ANA dM3NYECKOro noprta unm nopra
LAG, KOTOpbI COOEPXUT OOMH UM HECKOSBbKO NOPTOB-Y4YaCTHUKOB.

HacTpouka nonocskl NponyckaHns nHTepgenca

+» OnumnoHanbHoO.

X/

s Kak npasuno, lNonoca nponyckanus (Bandwidth) wHTepdenca cosnagaet co

CKOPOCTbI0 MHTEPeiica.

KomaHpa bandwidth kilobits

OnucaHue kilobits: 3HayeHne BapbupyeTcsa oT 1 4O MakCUManbHOW CKOPOCTU, KOTOPYHO

napameTtpa MOryT noggepxusatb YyctponctBa QTECH. EguHuua u3MmepeHus -
KNNOOUTbI.

YcTtaHOBKMU Kak npasuno, [lonoca nponyckauus (Bandwidth) UHTepdenca

no COOTBETCTBYET TuUNy uWHTepdenca. Hanpumep, nponyckHas crnocobHOCTb

yMon4yaHuw | rurabutHoro usmndeckoro nopta Ethernet no ymonyanuio cocrtaBnsieT
1000000, a duaunyeckoro nopta 10Ir6ut/c Ethernet — 10000000.

Pexum Pexnm koHdurypauumn nHtepderica

KOMaHAblI

BcTtpoeHHaa | HegoctynHo

nopckaska

HacTtporika 3agepxku npu AOMUHUCTPATUBHOM OTKNOYeHuu/ BknoveHun (Load
Interval) uHTepdeinca

X/
o

X3

*¢

OnuwnoHanbHo.
Ecnn HacTpoeHHas 3agepka npu AOMUHUCTPATMBHOM OTKITHOYEHUW/ BKITHOHMEHUN

(Carrier Delay) umeeT 60nbliOe 3HayeHMEe, U3MEHEHWE COCTOSIHMS MpPOTOKoNa
3aHMMaeT MHOro BpPEMEHU NMpu U3MeHEHNN (PU3NYECKOro COCTOSIHUS UHTepdenca.
Ecnn 3agepxka npn AgMuHUCTpaTMBHOM OTKNtoYeHun/ BknodeHnn (Carrier Delay)
ycTaHoBrneHa Ha 0, cocTosiHMe npoToKona WU3MeHseTcs cpasy Mnocrne M3MeHeHUs
bn3nYEeCKOro CoCTosiHUA HTepdenca.

KomaHpa carrier-delay {[milliseconds] num | up [milliseconds] num down
[milliseconds] num}
OnucaHue num: unanasoH 3HaveHnn oT 0 go 60. EgmMHmua namepeHns - cekyHabl.
paRSMCaRS milliseconds: YkasbiBaeT 3aaepxKy npu AOMUHUCTPATUBHOM OTKAOYEHUM/
BkrntoveHun (Carrier Delay). AnanasoH 3HayveHun ot 0 go 60 000. EgmHnua
N3MEepeHns — MUNNMCeKyHaa.
Up: YkasbliBaeT 3agepkKy, nocrne kotopon coctodHne DCD umameHsieTcs ¢
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"onyweH" Ha "nogHaT".

Down: YkasbiBaeT 3agepxKy, nocrne kotopon coctosHne DCD meHsieTca ¢
"nogHAT" Ha "onywieH".

YcTtaHOBKMU Mo ymonuaHuwo 3agepkka npu  AZAMUHUCTPATUBHOM  OTKIHOYEHUN/
no BkrtoveHun (Carrier Delay) nHtepdpenca coctaBnseT 2 cek.

YMOJT4aHUIO

Pexum Pexum kKoHdurypaumm nHtepdgenca

KOMaHAblI

BctpoeHHaa | Ecnu B kayecTBe efuHULbl MCMOMb3YETCA MUMMNCEKYHOA, TO HACTPOEHHas
noackaska 3agepxka npy AODMUHUCTPATUBHOM OTKItoueHuun/ BkrntoveHumn (Carrier Delay)

A0SDKHA BbIThb LenbiM Yncnom, kpatHeiM 100 MunnmMcekyHaam.

HacTponka nHtepBana Harpysku nHtepderica

«» OnumnoHanbHo.

*

* HaCTpOGHHbIIZ MHTEpPBaAll HaArpy3kn BIUAET Ha BbIHUCIIEHUE cpep,He|7| CKOpOCTH

nepedadn naketoB B WHTepdence. ECnM HaACTPOEHHbIN WHTepBan Harpysku

KOPOTKMN,

cpeaHAdAa CKOpPOCTb nepenaydnm naketoB MOXET TOYHO OTpaxaTb

N3MeHeHus Tpadmka B peanibHOM BpEMEHM.

KomaHpa load-interval seconds

OnucaHue seconds: [JnanasoH 3Ha4vyeHun oT 5 0o 600. EguHuua namepeHns - cekyHabl.
napameTtpa

YcTtaHOBKMU Mo ymon4yaHuto nHTepBan Harpysku nHtepdenca coctasngaet 10 cek.

no

YyMOJT4YaHUo

Pexum Pexnm koHdurypauumn nHtepderica

KOMaHAblI

BcTpoeHHas | HepocTynHo

noackaska

HacTtpowka 3aluiieHHoro nopra

L)

/7

o
%
o
o
3

L)

OnumoHanbHo.
» [lakeTbl L2 He moryT ObITb NepeaaHbl Mexay 3almueHHbIMU NopTamMu.
% OTa KomaHga npumeHuma K pmsnyeckomy nopty Ethernet unu nopty LAG.

KomaHpa

switchport protected
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OnucaHue HepoctynHo

napameTpa

YcTtaHOBKMU Mo ymonyaHuio 3awumweHHsin nopt (Protected Port) He HacTpoeH.
no

yMoOn4yaHuio

Pexum Pexum koHdurypaumm nHtepgenca

KOMaHAbI

BcTpoeHHas | HepocTynHo

noackaska

Briokmposka mapLipytnsaumm L3 mexay 3almieHHbIMN nopTamm

+»» OnuuoHanbHo.
« [locne HacTpoWKM 3TOM KOMaHObl MapupyTudauma L3 mexgy 3sawuuieHHbIMU
noptamu 6nokupyetcs.

KomaHpa protected-ports route-deny

OnucaHue HepoctynHo

napameTtpa

YcTtaHOBKMU Mo ymonuaHuio dyHKUMA OGnNOKMPOBKM MapwpyTu3aumm L3 mexay
no 3alMLLEeHHbIMX NopTaMn OTKINOYEHa.

YyMOJT4YaHUo

Pexum Pexunm rmobanbHon KoHurypaumm

KOMaHAbI

BcTpoeHHas | [1o ymonuaHuioo mapwpyTtusauus L3 mexay sawmuweHHbIMM noptaMm He
noackaska 3abnokupoBaHa. B 3TOM criyyae MOXHO BbIMOMAHUTL AaHHYK KOMaHAay,

4TOObI 3a61OKMPOBATL MAPLUPYTU3ALIMIO MEXAY 3aLUULLEHHBIMU NOPTaMMU.

HacTpouka BocctaHoBneHus nopta nocne Errdisable

¢ OnunoHanbHo.

< Mo ymonuaHuto nopt ByaeT OTKNOYEH U He BDyaeT BOCCTAHOBIEH NOCIE HapyLleHUs
6esonacHocTu. ocne HacTPOKMKNM BOCCTAaHOBIEHUSA cOCToAHMS errdisable nopTta, oH
OyaeT BOCCTAHOBIIEH U BKITHOYEH.

KomaHpa errdisable recovery [interval time]
OnucaHue time: YkasblBaeT BpemMsi aBTOMaTUYECKOro BOCCTaHoOBIeHuUs. [lManasoH
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napameTtpa 3HayeHun ot 30 go 86400. EauHULA n3mepeHuns - CeKyHabI.

YcTaHOBKMU Mo ymonyaHWo BOCCTaHOBIEHWE Mpu cocTosiHuM errdisable nopTa

no OTKIHOYEHO.

yMoOn4yaHuio

Pexum Pexnm rnobanbHon KoHurypaumm

KOMaHAbI

BcTpoeHHas | [lo ymonyaHuio nopT B cocTtosiHum errdisable He BoccTaHaBnuBaeTcs.

noackaska MoXXHO BOCCTaAHOBUTb MOPT BPYYHYIO WKW BbINOSIHUTL 3Ty KOMaHdy Ans
aBTOMaTU4YECKOro BOCCTAHOBIIEHUS nopTa.

BknioyeHune ctatucTmkm naketoB B SVI
«» OnumoHanbHo.

< Mo ymonyaHuto ctaTucTMKa NakeToB OTkMoveHa B SVI. Bbl MoXxeTe 3anycTuTb 3Ty
KOMaHay, 4ToObl BKMIOYUTL CTATUCTUKY, Korga oHa Obina oTkniodeHa. Cobpoc

CYHEeTYMKa NMNakeToB Ha HOJIb TaKKe noggepxmBaeTcsd B SVI.

KomaHpa route-statistics enable

OnucaHue HepocTtynHo

napameTpa

YcTtaHOBKMU Mo ymonuaHuio ctatuctmka naketoB B SVI oTkntoveHa.

no

yMOJ4YaHuUo

Pexum Pexum KoHdurypaumm nHtepgenca

KOMaHAblI

BctpoeHHaa | Cnuckm ACL ucnonb3sytoTcd, korga ata yHkumsa BkntoyveHa. Ecnm ACL-

noackaska CMNCKN MOMHOCTLIO AOCTYMHbI, CTaTUCTUKY MAKeTOB MOXHO BbIMOMHUTL Ha
512 SVI. Ecnn HeT, TO MakcumanbHoe 4ymcno SVI, rae MOXHO NMpPUMEHUTb
CTaTUCTMKY NAKETOB, YyMEHbLUAETCS.

lNMpoBepka kKoHdUrypauum

% 3anyctute «komaHgy show interfaces pana oTobpaxeHus KOHurypauuim
napameTpoB MHTePdEeNCoB.

KomaHpa show interfaces [ interface-type interface-number ]| [ description |
switchport | trunk ]
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OnucaHue
napameTpa

interface-type interface-number: YkasbiBaeT TMn n Homep uHTepdenca.

description: YkasbiBaeT onucaHue uHTepdenca, BKKYasi COCTOSHUE
COeANHEHNS.

switchport: OtobpaxaeT uHdopmMauuio uHTepdenca L2. 3ToT napametp
NPUMEHSIETCA TONbKO Ans nHTepdenca L2.

trunk: YkasbiBaeT MHgopmaumio O MaructpanbHOM nopTte. OTOT napameTp
addpekTmBeH Ana dmsmyeckoro nopTa unu nopta LAG.

Pexum
KOMaHAbl

MpuBnnermposaHHbin EXEC pexnm

BcTpoeHHas
noackaska

Mcnonbaynte aTy komaHgy 6e3 kakoro-nmbo napameTpa ans otobpaxeHus
OCHOBHOW MHpopmauun 06 nHTepderice.

SwitchA#show interfaces GigabitEthernet 0/1
Index (dec) :1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN

Hardware is Broadcom 5464 GigabitEthernet, address is
00d0.£865.de9% (bia 00d0.£f865.de%b)

Interface address is: no ip address
Interface IPv6 address is:
No IPv6 address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Ethernet-II, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
Ethernet attributes:
Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50
minutes, 50 seconds

Priority is O

Admin duplex mode is AUTO, oper duplex is Unknown
Admin speed is AUTO, oper speed is Unknown

Flow receive control admin status is OFF,flow send control
admin status is OFF

Flow receive control oper status is Unknown, flow send control
oper status is Unknown

Storm Control: Broadcast is OFF, Multicast 1is OFF, Unicast is
OFF

Bridge attributes:
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Port-type: trunk
Native vlan:1

Allowed vlan 1lists:1-4094 //Allowed VLAN 1list of the Trunk
port

Active vlan lists:1, 3-4 //Active VLAN list (indicating that
only VLAN 1, VLAN 3, and VLAN 4 are created on the device)

Queueing strategy: FIFO
Output queue 0/0, 0 drops;
Input queue 0/75, 0 drops
Rxload is 1/255,Txload is 1/255
5 minutes input rate 0 bits/sec, 0 packets/sec
5 minutes output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
0 packets output, 0 bytes, 0 underruns , 0 dropped
0 output errors, 0 collisions, 0 interface resets
SwitchA#show interface vlan 1
Index (dec) :4097 (hex) :1001
VLAN 1 is UP , line protocol is UP
Hardware is VLAN, address is 5869.6c9d.b309 (bia 5869.6c9d.b309)
Interface address is: no ip address
ARP type: ARPA, ARP Timeout: 3600 seconds
Interface IPv6 address is:
No IPv6 address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Ethernet-II, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
Rxload is 1/255, Txload 1is 1/255
VLAN attributes:
Last link state change time: 14.10.2019 9:46:01

Time duration since last link state change: 0 days, 21 hours,
36 minutes, 6 seconds

10 seconds input rate 65 bits/sec, 0 packets/sec

10 seconds output rate 0 bits/sec, 0 packets/sec

Input 13 packets 0 Input 13
bytes 0
Input 13 multicasts packets 0 Input 13

multicasts bytes 0
Input broadcasts packets 0 Input
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broadcasts bytes 0
Output 13 packets 0 Output 13
bytes 0
Output 13 multicasts packets 0 Output 13
multicasts bytes 0

Mpumep KoHdUrypaumm

HacTtporka napameTpoB nHTepdenca

CueHapuun
- GigabitEthernet
N3ob6paxeHne @ 01
1-1 Switch C igabitEthernet
192 155‘-';' 1.3/24 Gi?f‘*mr'ffhe'”e‘
GigabitEthernet - - I @
01 GigabitEthernet
Switch B 03 Switch D
‘ " o Gio 1
@Gigﬁh I'.IlithE'net 192 1.5;'1.‘;' 12024 192 1Ga'1l:;? ;:-'.-".5-’1 1921082172
Switch A
SVI 1
192.168.1.1/24
dTanbl % Ha kommyTatope A HacTtponTe GigabitEthernet 0/1 ¢ pexxvumom goctyna,
KOHdurypaum n VLAN ID no ymonuaHuio — 1. Hactponte SVI 1, HasHauybTe IP-agpec
" Ha SVI 1 n HacTporTe mapwpyT kK kommyTatopy D.
% Ha «kommyTtatope B Hactponte noptbl GigabitEthernet 0/1
GigabitEthernet 0/2 B kadecTBe maructpanbHbix noptos, 1 VLAN ID no
ymonyaumiwo — 1. Hactponte SVI 1 u HasHaubTe |P-agpec SVI 1.
Hactponite GigabitEthernet 0/3 kak MapwpyTusnpyemble nopTbl W
Ha3HaudbTe IP-agpec n3 gpyroro cermeHTa cetv aToMy nopTy.
% Ha kommytaTtope C Hactponte GigabitEthernet 0/1 B kayecTBe nopTa
poctyna u VLAN ID no ymonyanuto — 1. Hactponte SVI 1 n HasHaubTe
IP-agpec SVI 1.
s Ha «kommytatope D Hactponte GigabitEthernet 0/1 B KadecTtBe
MapLpyTU3npyemoro nopTta, HasHaubTe |P-agpec aTOMy nopTy MU
HacCTpoMTe MapLlpyT K KoMMmyTaTopy A.
A A# configure terminal
A(config)# interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)# switchport mode access
A(config-if-GigabitEthernet 0/1)# switchport access vlan 1
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A(config-if-GigabitEthernet 0/1)# exit

A(config)# interface vlan 1

A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-if-VLAN 1)# exit

A(config)# ip route 192.168.2.0 255.255.255.0 VLAN 1 192.168.1.2

B# configure terminal

B(config)# interface GigabitEthernet 0/1
B(config-if-GigabitEthernet 0/1)# switchport mode trunk
B(config-if-GigabitEthernet 0/1)# exit

B(config) # interface GigabitEthernet 0/2
B(config-if-GigabitEthernet 0/2)# switchport mode trunk
B(config-if-GigabitEthernet 0/2)# exit

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0
B(config-if-VLAN 1)# exit

B(config)# interface GigabitEthernet 0/3
B(config-if-GigabitEthernet 0/3)# no switchport

B(config-if-GigabitEthernet 0/3)# ip address 192.168.2.2

255.255.255.0
B(config-if-GigabitEthernet 0/3)# exit

C# configure terminal

C(config)# interface GigabitEthernet 0/1
C(config-if-GigabitEthernet 0/1)# port-group 1
C(config-if-GigabitEthernet 0/1)# exit

C(config)# interface aggregateport 1
C(config-if-AggregatePort 1)# switchport mode access
C(config-if-AggregatePort 1)# switchport access vlan 1
C(config-if-AggregatePort 1)# exit

C(config)# interface wvlan 1

C(config-if-VLAN 1)# ip address 192.168.1.3 255.255.255.0
C(config-if-VLAN 1) # exit

D# configure terminal
D(config)# interface GigabitEthernet 0/1
D(config-if-GigabitEthernet 0/1)# no switchport

D(config-if-GigabitEthernet 0/1)# ip address 192.168.2.1

255.255.255.0
D(config-if-GigabitEthernet 0/1)# exit
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A(c
192

onfig)# ip route 192.168.1.0 255.255.255.0 GigabitEthernet 0/1
.168.2.2

MpoBepka
KOHcpurypaum
7]

BbinonHute npoeepky kommyTaTopoB A, B, C n D cneaytowmm obpasom:

Ha kommyTtatope A oTnpaBbTe 3xo-3anpoc Ha IP-agpeca nHTepdencos
Tpex Apyrnx KOMMyTaTopoB. YGeauTecb, YTO Bbl MOXETE MOMy4YnTb
AOCTYN K TPEM APYrMM KOMMyTatopam Ha kommyTaTope A.

Ybeantecb, 4TO0 KOMMyTaTopbl B u D mMoryT obGmeHMBaTbCA 3XO-
3anpocamu.

Y6eantecb, YTO COCTOSIHME MHTEepenca npaBubHoOE.

At
Ind
Gig
Har
00d
Int
M
E
K
C
E

min

OFF

OFF
B

Por

R
1
1

show interfaces gigabitEthernet 0/1
ex (dec) :1 (hex):1
abitEthernet 0/1 is UP , line protocol is UP

dware is GigabitEthernet, address is 00d0.£865.de90 (bia
0.£865.de90)

erface address is: no ip address

TU 1500 bytes, BW 100000 Kbit

ncapsulation protocol is Ethernet-II, loopback not set
eepalive interval is 10 sec , set

arrier delay is 2 sec

thernet attributes:

Last link state change time: 22.12.2012 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50
utes, 50 seconds

Priority is O

Admin duplex mode is AUTO, oper duplex is Full
Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is

Admin negotiation mode is OFF, oper negotiation state is ON

Storm Control: Broadcast is OFF, Multicast 1is OFF, Unicast is

ridge attributes:

t-type: access

Vlian id: 1

xload is 1/255, Txload is 1/255

0 seconds input rate 0 bits/sec, 0 packets/sec

0 seconds output rate 67 bits/sec, 0 packets/sec
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362 packets input, 87760 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
363 packets output, 82260 bytes, 0 underruns , 0 dropped

0 output errors, 0 collisions,

0 interface resets

Index (dec) :1 (hex):1

GigabitEthernet 0/1 is UP

4

Hardware is
00d0.£865.de91)

GigabitEthernet,

Interface address is:

MTU 1500 bytes,

no ip address

BW 100000 Kbit

Keepalive interval is 10 sec ,
Carrier delay is 2 sec
Ethernet attributes:

Last link state change time:

minutes, 50 seconds

Priority is O

Admin duplex mode is AUTO,
Admin speed is AUTO, oper speed is

Flow control admin status is OFF,
OFF

Admin negotiation mode is OFF,

Storm Control:
OFF

Broadcast is OFF,

Bridge attributes:
trunk

1

Port-type:
Native vlan:
Allowed vlan lists: 1-4094
Active vlan lists: 1
Rxload is 1/255, Txload is 1/255

0
10 seconds output rate 67 bits/sec,
87760 bytes, 0
0

0

10 seconds input rate 0 bits/sec,

362 packets input,
Received 0 broadcasts,

0 CRC,

0 runts,

0 input errors, 0 frame,

Encapsulation protocol is Ethernet-ITI,

Time duration since last link state change:

B# show interfaces gigabitEthernet 0/1

line protocol is UP

address is 00d0.£865.de91 (bia
loopback not set
set
22.12.2012 14:00:48
3 days, 2 hours, 50

oper duplex is Full

100M

flow control oper status is

oper negotiation state is ON

Multicast 1is OFF, Unicast 1is

packets/sec

0 packets/sec

no buffer, 0 dropped
giants
overrun, 0 abort
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363 packets output, 82260 bytes, 0 underruns , 0 dropped

0 output errors, 0 collisions, 0 interface resets

C C# show interfaces gigabitEthernet 0/1
Index (dec) :1 (hex):1
GigabitEthernet 0/1 is UP , line protocol is UP
Hardware is GigabitEthernet, address is 00d0.£865.de92 (bia
00d0.£865.de92)
Interface address is: no ip address
MTU 1500 bytes, BW 100000 Kbit
Encapsulation protocol is Ethernet-II, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
Ethernet attributes:
Last link state change time: 22.12.2012 14:00:48
Time duration since last link state change: 3 days, 2 hours, 50
minutes, 50 seconds
Priority is O
Admin duplex mode is AUTO, oper duplex is Full
Admin speed is AUTO, oper speed is 100M
Flow control admin status is OFF, flow control oper status is
OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is
OFF
Rxload is 1/255, Txload is 1/255
10 seconds input rate 0 bits/sec, 0 packets/sec
10 seconds output rate 67 bits/sec, 0 packets/sec
362 packets input, 87760 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
363 packets output, 82260 bytes, 0 underruns , 0 dropped
0 output errors, 0 collisions, 0 interface resets
D D# show interfaces gigabitEthernet 0/1

Index (dec) :1 (hex):1
GigabitEthernet 0/1 is UP , line protocol is UP

Hardware is GigabitEthernet, address is 00d0.£865.de93 (bia

00d0.£f865.de93)
Interface address is: 192.168.2.1/24
MTU 1500 bytes, BW 100000 Kbit
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Encapsulation protocol is Ethernet-II, loopback not set
Keepalive interval is 10 sec , set
Carrier delay is 2 sec
Ethernet attributes:
Last link state change time: 22.12.2012 14:00:48

Time duration since last link state change: 3 days, 2 hours,
minutes, 50 seconds

Priority is O

Admin duplex mode is AUTO, oper duplex is Full
Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status
OFF

Admin negotiation mode is OFF, oper negotiation state is ON

Storm Control: Broadcast 1s OFF, Multicast 1s OFF, Unicast
OFF

Rxload is 1/255, Txload is 1/255
10 seconds input rate 0 bits/sec, 0 packets/sec
10 seconds output rate 67 bits/sec, 0 packets/sec
362 packets input, 87760 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
363 packets output, 82260 bytes, 0 underruns , 0 dropped

0 output errors, 0 collisions, 0 interface resets

50

is

is

1.5 MOHUTOPUHT

OuucTtka

A\ BbinonHenve

koMaHg clear MOXeT npuMBECTM K MNOTepe BaXHOM WHdopMauun W,

crnepoBaTenbHO, NPepbiBaHMIO paboTbl Cyxo.

OnucaHue

KomaHaa

OuyuwaeTt

yKasaHHOro uHtepdgeuca.

cyetymnkm | clear counters [ interface-type interface-number |

Cb6pacbiBaeT annapatHyto @ clear interface interface-type interface-number

nnaTgopmy nHtepderca.

OTob6paxeHue

OTobpakeHne koHduUrypawmim n CocToaHna nHTepdgenca
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OnucaHue

KomaHpa

OtobpaxaeT BCO MHGOPMaLMO O
COCTOSIHAM U KOHdUrypaumm
yKasaHHOro nHtepdgenca.

show interfaces [ interface-type interface-number ]

OtobpaxaeTt
UHTepgenca.

COCTOAHUE

show interfaces [ interface-type
status

interface-number

OtobpaxaeT cocTtosHue errdisable
MHTepgenca.

show interfaces [ interface-type
status err-disable

interface-number

OTtobpaxaeT BpeMsi M3MEHEHUS
COCTOSIHUSI KaHana W CYeTuvuK
yKa3aHHOro nopTa.

show interfaces [ interface-type
link-state-change statistics

interface-number

OTtobpaxaeT agMUHUCTpPaTUBHbIE
n paboune COCTOAHUA NOPTOB
KOMMyTaTopa
(HemapLpyTM3npyemMble NOPThI).

show interfaces [ interface-type
switchport

interface-number

OTtobpaxaeT onucaHue n
COCTOSIHME YyKa3aHHoro
UHTepgenca.

show interfaces [
description

interface-type

interface-number

[Moka3biBaeT CYETUMKM YKA3AHHOIO
nopTta, Cpeam KOTOPbIX CKOPOCTb
oTobpaxeHus MOXeT UMeTb
norpewwHocTb £0,5%.

show interfaces [
counters

interface-type

interface-number

OTtobpaxxaeT NpMpoCT NakeToB 3a
WNHTEpBan Harpysku.

show interfaces [
counters increment

interface-type

interface-number

OtobpaxaeTt CTaTUCTUKY no show interfaces [ interface-type interface-number
naketam OLLMOOK. counters error

OTtobpaxaet ckopocTb  show interfaces [ interface-type interface-number
nepegadn/npuema nakeToB | counters rate

UHTepdgenca.

OtobpaxaeT cBogHyto | show interfaces [ interface-type interface-number
nHpopmauuio 06 nHTepdperice. counters summary

OtobpaxaeT ucnonb3oBaHue | show interfaces [ interface-type interface-number
nonochbl nponyckaHus | usage

NHTEepgenca.

OTobpaxxeHune nHgpopmaumm o6 onTMyeckoMm moayne
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OnucaHue

KomaHpa

OTtobpaxaeT OCHOBHYO
UHpopMmauuo 06  OnNTMYECKOM
MoAyrne ykasaHHOro nHrepdenca.

show interfaces [ interface-type interface-number |
transceiver

OTtobpaxxaeT aBapunHbIE CUrHasbI

HencnpaBHOCTM ONTUYECKOro
mMoayns Ha onpeaeneHHoMm
NHTepgence. Ecnn

HencrnpaBHOCTb He OOHapyxeHa,
oTobpaxaetca cooblieHne "None"
(HerT).

show interfaces [ interface-type interface-number |
transceiver alarm

OtobpaxaeTt JgunarHoctm4yeckue
3HaA4YeHUs OMTMYECKOro MoAyns
ANs1 yKa3aHHOro nHtepdenca.

show interfaces [ interface-type interface-number ]
transceiver diagnosis
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2 KOH®OUI'yYPUPOBAHUE MAC-ALONPECA
2.1 O630p

Tabnmua MAC copgepxut MAC-agpeca, HOMepa WHTEPdENCOB U MAEHTUdUKATOPDI
VLAN yCTpONCTB, NOAKMIOYEHHbIX K JTOKanbHOMY YCTPOWUCTBY.

Korga ycTponcTBO nepechbinaeT nakeT, OHO HaXxoauT BbixogHon nopT u3 tabnvusl MAC
B cooTBeTcTBMM ¢ MAC-agpecom HasHaveHus n ngeHtudgpukatopom VLAN nakeTta.

MNocne 3TOro nakeT ABnAeTCA ogHoagpeCHbIM, MHOroagpecHbIM nnn
LnpoKoBeLllaTesibHbIM.

& B stom gokymeHTe paccmarpuBatoTca guHammdeckme MAC-agpeca, ctatudeckue MAC-
agpeca u oTdunbetpoBaHHble MAC-agpeca. [Ona ynpaenenna MAC-agpecamu
MHOroagpecHOWN pacchifnkn cM. pasgen Hacmpolika koHguaypauuu omcnexusaHusi IGMP.

MpoTokonbl U cTaHAapThbI

*

< |IEEE 802.3: MHOXecCTBeHHbI [OCTYNn C NOLAEPXKKOW pacrno3HaBaHUs HecyLllen
(CSMA/CD) c¢ wucnonb3oBaHnem MeToga OOHapyXeHUsi CTOMIKHOBEHUA W
XapaKkTepuUCTUKN (PU3NYECKOro ypoBHS

< |EEE 802.1Q: BupTyanbHble KOMMYTUPYEMbIE NOKarnbHblE CETU

2.2 NpumeHeHne

NMpumeHeHune OnucaHue

N3yuyeHne MAC-agpecos Mepecbinka opgHoagpecHbix naketoB 4epe3 WMN3yueHne MAC-
aZipecos.

yBegomneHue 06 OtcnexuBamTe CMEHy  YCTPOMCTB,  MOAKMHOYEHHbIX

nameHeHnn MAC-agpeca KOMMYyTaTopy, C NOMOLLbIO yBeaoMMNeHns o6 nameHeHumn MAC-
agpeca.

2.2.1 NU3yyenue MAC-agpecoB
CueHapun

O6blyHO ycTponcTBo nopaepxueaeT Tabnuuy MAC, anHammnyeckn obyyasice MAC-
agpecam. MNpuHuMn paboTbl ONUCaH HUXE:

Kak nokasaHo Ha cnegytowem N3obpaxeHuun, Tabnuua MAC-agpecoB kommyTaTopa He
3anonHeHa. Korga nonb3oBaTens A obmeHuBaeTcs AaHHbIMK C nonb3oBaTenem B, oH
oTnpaenseT nakeT Ha nopt GigabitEthernet 0/2 kommyTaTtopa, KoTopbin 0by4yaeTcs
MAC-agpecy nonb3oBaTens A, W 3aTeM COXpaHseT ero B Tabnuue.
Mockonbky B Tabnuue He copepxutca MAC-agpec nonb3oBatens B, kommyTtaTtop
nepedaeT nNakeT Ha MOPTbl BCEX MOAKMOYEHHbIX YCTPOMCTB, KpOMe nonb3oBatens A,
BKMoYasa nonb3oBatens B n nonb3osatens C.

N3o6paxeHne 2-1 3tan 1 obyyeHns MAC-agpecy
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— W

; . 00d0 1864, e9bb
GigabitEthemet 0/3

GigabitEthemet 02
P —

Liser A

00d0.f8ab Saf7 | . %
: | User C

00d0_fa30.f17f

GigabitEthemeat 0/1

N3o6paxeHne 2-2 Tabnnuya 1 MAC-agpecos

Cratyc VLAN | MAC-agpec NHTepdeinc

OuHamunyeckun | 1 00d0.f8a6.5af7 GigabitEthernet 0/2

Korga nonb3oBaTtens B nonyyaer nakeT, OH OTnNpaBnseT OTBETHbIN nNakeT
nonb3osartesnito A yepes nopt GigabitEthernet 0/3 Ha kommyTaTOope. Mockonbky MAC-
agpec nonb3oBatens A yxe ykaszaH B Tabnuue MAC-agpecoB, koMMyTaTop
oTnpasnseT oAHoadpecHbIn nakeT oTBeTa Ha nopt GigabitEthernet 0/2 n obyyaetca
MAC-agpecy nonb3oatens B. Nonb3oBatens C He nony4vyaet OTBETHbIA MakeT OT
none3oBartens B k nonb3oBartento A.

N3o6paxeHne 2-3 3tan 2 obyyeHns MAC-agpecy

00401864, 8006

GigabitEthemet O/3

GigabitEthemet Q2
o .-

Liser A

00d0. f8ab 5al7 %
e User C

00d0_f839.f17f

GigabitEthemet 0/1

N3obpaxeHne 2-4 Tabnuua 2 MAC-agpeca

Crartyc VL | MAC-agpec NHTepdenc

AN
OnHamnyeckumn 1 00d0.f8a6.5af7 GigabitEthernet 0/2
OuHamunyeckun 1 00d0.f8a4.e9b6 GigabitEthernet 0/3

Mpn B3aumogencTBMn Mexagy nonb3oBaTteriem A u nomnb3oBaTernem B kommyTtaTtop
oby4daetca MAC-agpecam nonb3oBatens A n nonb3oBaTens B. Nocne aTtoro nakeTsbl
mMexay nonb3oBatenem A un nonb3oBatenem B Oyayt oOmeHumBaTbca Yepes
O[HOAApPECHYH pacchiniky 6e3 nonydeHus nonb3osatenem C.
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OnucaHue

s lMpun obyyeHnn MAC-agpecam kKoMMyTaTop 2-ro YPOBHSA NepechbinaeT nakeTbl Yepes
O[HOAOPECHYI0 pacCbIfKy, YMeHbLUAs KONMYeCTBO LUMPOKOBELLLATENbHbBIX MakeToB U
HarpysKy Ha ceTb.

2.2.2 YBegomneHue o6 nameHeHum MAC-agpeca

YBegomneHne 06 mameHeHun MAC-agpeca obecneymMBaeT MexaHU3M AN CUCTEMbI
ynpasneHus cetbto (NMS) ans otcnexmBaHus U3MEHEHUIN YCTPONCTB, NOAKIHOYEHHbIX
K CeTeBOMY YCTPOUCTBY.

CueHapun
N3obpaxeHne 2-5 YeegomneHme o6 nameHenHnn MAC-agpeca

| 3

NMS SNMP Trao Administrator
¥ ¥ (=1
o h
< <
User A Switch User B

lMocne Toro, Kak Ha yCTPOMUCTBE BKIOYEHO yBegomneHne o6 nameHennn MAC-agpeca,
OHO reHepupyeT yBefomneHue, korga obydaetca HoBomy MAC-agpecy vnu ctasBut
craTtyc «yctapeBwun» yxe obydeHHomy MAC-agpecy, n otnpaBnsieT coobLieHue-
noBywkKy SNMP ykazaHHon NMS.

YBegomneHne o pobasneHmn MAC-agpeca 03HayaeT, YTO HOBLIM MNOSib30OBaTelb
noslydyaeTt OOCTyn K ceTu, a yBegomrieHne o6 yaaneHun MAC-agpeca o3HayaeT, 4To
nonb3oBaTeslb HE OTNPaBuil NAKeTbl B TEYEHME CPOKa yCTapeBaHusi, 1 0Obl4HO nocrne
3TOro Nonb3oBaTerb BbIXOOUT U3 CETH.

Ecnn ceTteBoe yCTPOMCTBO MOAKMHOYMEHO K HECKOSIbKMM YCTPOMCTBAM, 3a KOPOTKOE
BPEMSI MOXET MNPOU3ONTM MHOXEeCTBO M3MeHeHun MAC-agpecoB, 4TO npuBegeT K
yBenuyeHuto Tpaduka. [Ana ymeHblleHna Tpadmka MOXHO HACTpOUTb MHTepBan
oTnpaBku yBegomrneHmn o6 wusameHeHun MAC-agpeca. 1o ucTeyeHun [AaHHOro
BpEMEHU BCe YBEOOMSIEHUS, CO3[aHHble B TeYeHMe MHTepBana, MHKarncynmpylTca B
cooOLeHue.

Mpn cosgaHun gaHHOE YBEOOMIIEHME COXPaHSeTCss B XPOHoriormyeckon Ttabnuue
yBegomMmneHun ob nameHeHun MAC-agpeca. ADMUHUCTPATOP MOXET y3HaTb nocnegHue
nameHeHna MAC-agpecos, npoBepuB Tabnuuy nctopum ysegomnexHmn gaxe 6e3 NMS.

O VYBepomnexue o6 nameHeHun MAC-agpeca cosgaetcsa Tonbko anst aguHammuveckoro MAC-
agpeca.

OnucaHue

X/

s Bkniounte yBegomneHue o6 nameHeHmm MAC-agpeca Ha KoMMyTaTope 2-ro YpoBHS
AN OTCNEXMBaHUS U3BMEHEHUIN YCTPOMCTB, MOOKITOYEHHbIX K CETEBOMY YCTPONCTBY.
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2.3 PyHKUUMU

Ba3oBble KOHLenuun
OunHamnyecknin MAC-agpec

OuHamunyecknn MAC-agpec — 910 3anmce MAC-agpeca, cosgaHHas B npolecce
oby4yeHunsa yctponcrtesa MAC-agpecy.

YcTapeBaHue agpeca

YCTpOMCTBO 3anoMmMHaeT TONbKO orpaHnyeHHoe konndectBo MAC-agpecoB, a
HeaKTMBHbIE 3an1cy yaansTcs nyTeM ycTapeBaHus.

YcTponctBo HaumHaeT npouecc ycrapeBaHna MAC-agpeca npu ero nonydyeHun. Ecnm
YCTPOWCTBO He nony4vaet nakeT, cogepxawmun MAC-agpec WCTOYHMKA, TO nNO
ncteyveHum atoro sBpemeHn MAC-agpec 6yaet yaaneH u3 tabnuubl MAC.

Mepecobinka yepes Unicast

s Ecnu yctponcteo HaxoauT B cBoen Tabnuue MAC 3anucb, cogepxaiwyto MAC-
agpec v nageHtudukatop VLAN naketa, 1 BbIXOOHOW NOPT SBSETCH YHUKASTbHbIM,
OHO OTNPAaBMUT NAKET HanpsiMyLo Yepes nopr.

lMNepenaya nocpeaCTBOM LUMPOKOBELLLATENBHOW PACChINKK
s Ecnu ycTtponctBo nonyvyaet nakeT Cc agpecoMm HasHadeHus ffffffff nnu

HeNOEeHTUMUUNPOBAHHBIM aapecoM Ha3HayYeHusi, OHO OTMPaBUT MakeT 4yepes3 Bce
noptbl B VLAN, OTKyZa nocTtynaeTt nakeT, 3a UCKINIOYEeHMEM BXOLHOro nopra.

0O630p

DyHKUMA OnucaHue

OrpaHunyeHue OrpaHnyeHne konunyectBa AuHammndecknx MAC-agpecoB B
ONHaMUYECKUX agpecoB | cetu VLAN.

ansa VLAN

OrpaHunyeHue OrpaHnyeHne konuyectBa AauHamundecknx MAC-agpecos
ONHaMUYECKNX agpecoB | UHTepdenca.

ans uHtepdenca

2.3.1 OrpaHu4yeHune anHammyeckmnx agpecoB ans VLAN
MpuHUMn paboTbl

Tabnmua MAC-agpecoB C OrpaHMYeHHOM €EMKOCTbK MCMOSb3yeTCsa BCEMWU CETSAMMU
VLAN. Hactpointe MmakcumanbHoe konuvecTBo AuHamumydecknx MAC-agpecoB ans
kaxxgon VLAN, utobbl ogHa VLAN He wucuepnana npocTtpaHcTtBo Tabnuubl MAC-
agpecos.

VLAN mMoXxeT obyynmTbCs orpaHuyeHHoMy KonmyectBy AuHamundecknx MAC-agpecos
TOSMIbKO MOCMNe HacCTPoWKM onpefeneHHoro npefena. llakeTbl, npesBbilakowme aT10T
NUMUT, NepefarTcs Yepes LUMPOKOBELLLATENbHYHO PACChISIKY.
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& Ecnn konnyectBo MAC-agpecoB, 06y4eHHbIX B MHTepdeice, npeBbllaeT npeaerbHoe
3HayeHue, yctponctBo npekpatut WM3ydeHne MAC-agpecoB m3 VLAN n He HayHeT
obyyeHne cHoBa OO0 TexX MOp, Moka YMUCNO He OMNYyCTUTCA HMXKe NpeneribHoro 3HadeHus
rnocne yctapeBaHus Opyrnx agpecos.

@ Ha MAC-agpeca, ckonupoBaHHble B onpegenenHyto VLAN, orpaHuyeHne He
pacnpocTpaHsaeTcs.

2.3.2 OrpaHu4yeHne AMHaMUYEeCKUX aapecoB Ans uHrepdenca

MpuHUKMN paboTbl

NHTepdenc moxeT oOyunmTbCa OrpaHMYeHHOMY KonmyectBy AuHamudeckunx MAC-
aZipecoB TOJSIbKO MOCIie HaCTPOWKK ornpeaernieHHoro npegena. NakeTobl, NpeBblwatoLwme
9TOT NUMUT, NepeaatnTcsa Yepes LUMPOKOBeLLaTeNbHY paccbISiky

© Ecnu konnyectBo MAC-agpecoB, oby4eHHbIX B MHTepdence, npesbillaeT npeaenbHoe
3HayeHune, yctponcTeo npekpatut MayueHne MAC-agpecoB B uHTepderice n He HayHeT
obyyeHne cHoBa OO0 Tex MOp, Moka YWUCO He OMNYyCTUTCA HWXe npeneribHoro 3HadeHus
nocrne yctapeBaHus gpyrux agpecos.

2.4 Kondourypaums

KoHdurypauumsa OnucaHue n KomaHga
HacTporika A\ (OononHuTenbHo) [aHHas KOMaHAa WCMonb3yeTcs AN BKMOYEeHUs
OVHaMNYecKoro dyHKUMKn 0byyeHns MAC-agpecam.
MAC-agpeca
mac-address-learning HactpamBaetr W3yuyenne MAC-
agpecoB rnobanbHO unu yepes
UHTepewnc.

mac-address-table aging-time HacTtpanBaeT Bpemsi cTapeHus
ans ONHaMun4yeckoro MAC-

agpeca.

HacTtpoliika A\ (OononuutenbHo) Wcnonbsyetcs ans  npussisku  MAC-agpeca

cratndeckoro  MAC- YCTPOWCTBA K MOPTY KOMMYyTaTopa.

agpeca

mac-address-table static HactpauBaeTt cTaTUYeCKnn

MAC-agpec.

HacTtpoiika MAC- | A\ (OononHuTenbHo) VicnionbayeTcs Anst hoUnbTpaLvv NakeTos..

agpeca ans

unbTpAUNM NAKETOB | 1 4c-address-table filtering HactpamBaer MAC-agpec ans
dunbTpaunmn NakeTos.

HacTtpouika /b (DononHuTensHo) McnonbayeTcst NS MOHUTOPWHIA CMEHbI YCTPOWCTB,
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yBeaAOMIT1eHNdA 00 NOAOKITIOYEHHbIX K CETEBOMY yCTp0I7ICTBy.
N3MEHEHUN MAC-
agpeca mac-address-table notification Mmo6anbHo HacTpauBaeT
yBeaomMrneHne o6 Un3MeHeHun
MAC-agpeca.
snmp Trap mac-notification HactpanBaeT yBegomneHne o6
nameHeHnn MAC-agpeca Ha
UHTepgence.
HacTpouka /b (JononnnTensbHo) McnonbayeTca Ana HacTponkv ynpasnstowein VLAN
ynpasnawowen VLAN ans nopta LAG.
anga noprta LAG
aggregateport-admin vian HactpavBaeTt ynpasnsoLyo
VLAN ans  arpermpoBaHHOro
nopTa.

2.4.1 Hactpouka auHamu4yeckoro MAC-aapeca

CueHapun

OuHamuueckoe M3yyeHne MAC-agpecoB M nepegadya NakeToB Yepes oOHOaOpPEcCHYHo

pacchbInky.

Atanbl KOHdUrypaumm

HacTpouka rnobansHomy obyveHnto MAC-agpecam

«»» OnumoHanbHoO.

% OTY KOH(pUrypaumio MOXHO BbINOMHUTL, YTODLI OTKIOYNTL rnobansHoe N3yyeHune

MAC-agpecos.
< KoHdurypauums:

KomaHpa mac-address-learning { enable | disable }

OnucaHwue enable: Bkntovaet rmobansHoe MN3yyeHne MAC-agpecos.
napameTpa disable: OTkntoyaeT rmo6ansHoe Usyyenne MAC-aapecos.
YcTtaHOBKMU MmobanbHoe N3ydyeHne MAC-agpecoB BKIHOYEHO MO YMOYAHMIO.
no

yMOn4YaHuio

Pexum Pexxum rnobanbHOM KoHpurypauum

KOMaHAbl

BcTpoeHHas | HepocTynHo
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noAacKa3ka

@ Mo ymonuaHuio BkmoveHo rnobanbHoe W3yuenHne MAC-agpecoB. Ecnu  BkYeHo

rnodanbHoe

N3yuyeHne MAC-agpecoB, TO Ha WuHTepdence 0Oyger AencreoBaTtb

KoHGurypauua obyveHna MAC-agpecam; ecnu dyHkuma oTknodeHa, MAC-agpecam
HEBO3MOXHO 00y4nTbCS rnobanbHo.

HacTtpoiika oby4eHna MAC-agpecam B uHtepgerice

+» OnunoHanbHo.
s DTy KOHGUrypauuo MOXHO BbINOMHUTL, YTOOLI OTKMOYMTL N3yyeHne MAC-agpecos
B MHTepdence.

X/

« KoHdurypaums:

KomaHpa mac-address-learning

OnucaHue HepocTtynHo

napameTtpa

YcTtaHOBKMU N3yyeHne MAC-agpecoB BKNHOYEHO NO YMOSTYaHUIO.

no

yMOS4YaHuro

Pexum Pexnm koHdurypauumn nHtepderica

KOMaHAblI

BcTtpoeHHas | BbinonHuUTe 3Ty HACTPOMKY Ha MHTepence ypoBHA 2, Hanpumep, Ha NopTy
nopckaska KOMMYyTaTopa unv Ha arpermpoBaHHOM nopTe.

& Mo ymonuaHuio MN3yyeHne MAC-agpecoB BkNtoYeHo. Ecnin Ha nopTy HacTpoeHa (OyHKUUS
DOT1X, IP SOURCE GUARD wunn c¢yHkumna 6esonacHoctn nopta, Usyuyenne MAC-
agpecoB He MOXeT ObITb BKMOYEHO. YNpaBneHue AOCTYNOM He MOXeT ObITb BKMOYEHO Ha
nopTy C OTKMOYEHHbIM 00yvyeHnem MAC-agpecam.

HacTtpoika BpemeHu ctapenus ans aunHamuyeckoro MAC-agpeca

«» OnumoHanbHo.
%+ HactpanBaeT Bpemsi ctapeHuns anst anHammyeckoro MAC-agpeca.

X/

s KoHdurypauus:

KomaHpa mac-address-table aging-time value

OnucaHue value: YkasbiBaeT BpeMda cTapeHus. 3HayeHue paBHO 0 mnu HaxoguTca B
napameTpa ananasoHe ot 10 go 1000000.

YcTaHOBKMU 3HauyeHne no ymonyanuio — 300 cek.

no
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YMOJT4aHUIO

Pexum Pexxum rmobanbHom KoHurypaumm

KOMaHAblI

BctpoeHHaa | Ecnu yctaHoBneHo 3HayeHne 0, TO ycrapeBaHune MAC-agpecoB
noackaska oTKNto4Yaetcsa, n nonyvyeHHbole MAC-agpeca HUKoraa He yctapetoT.

O daktnyeckoe BpeMA CTapeHua MOXeT OoT/in4atbCA OT HAaCTpPOEeHHOro 3Ha4deHuA, HO He
Gonee, 4em B ABa pa3a OT HaCTpPOEeHHOro 3Ha4YeHu4.

MpoBepka kKoOHUrypaumm

*
L X4
X/

MpoBepbTe, 3aNOMUHAET Nn ycTponcTeo AnHammyeckne MAC-agpeca.
s 3anyctute komaHgy show mac-address-table dynamic gna otobpaxeHus

AnHamuyecknx MAC-agpecos.
« 3anyctute komaHgy show mac-address-table aging-time, 4To6bI O0TOOpa3nTL
BpeMs ctapeHus auHamuyecknx MAC-agpecos.

KomaHpa show mac-address-table dynamic [ address mac-address ] [ interface
interface-id ] [ vlan vlan-id ]
OnucaHwue address mac-address: OTobpaxaeT WHOPMaALMIO O KOHKPETHOM
napameTpa anHamnyeckom MAC-agpece.
interface interface-id: YkasbiBaeT douandeckumn nHtepdenc nnm nopt LAG.
vlan vlan-id: OTtobpaxaeT amHamuyeckme MAC-agpeca B onpeaeneHHoun
VLAN.
Pexum MpuBMNernpoBaHHLIN peXnm EXEC/pexum rnobanbHom
KOMaHAbI KOHpurypaummn/pexxmum KoHdurypaumm nitepdenca
BcTtpoeHHas | HegoctynHo
nopckaska
QTECH# show mac-address-table dynamic
Vlan MAC Address Type Interface
1 0000.0000.0001 DYNAMIC GigabitEthernet 1/1
1 0001.960c.a740 DYNAMIC GigabitEthernet 1/1
1 0007.95c7.d£ff9 DYNAMIC GigabitEthernet 1/1
1 0007.95cf.eeel DYNAMIC GigabitEthernet 1/1
1 0007 .95cf.£f41€f DYNAMIC GigabitEthernet 1/1
1 0009.b715.d400 DYNAMIC GigabitEthernet 1/1
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1 0050 .bade. 63c4 DYNAMIC GigabitEthernet 1/1

Mone Onucaxue

Vlan YkasbiBaeT VLAN, B koTopon Haxoantca MAC-agpec.

MAC Address YkasbiBaeT MAC-agpec.

Type YkasbiBaeT TN MAC-agpeca.

NHTepdenc YkasblBaeT uHtepdenc, B kKotopom Haxoantcea MAC-agpec.

KomaHpga show mac-address-table aging-time

OnucaHue HepocTtynHo

napameTtpa

Pexum MpuBMNErMpoBaHHLIN PEXMUM EXEC/pexum rnobanbHom
KOMaHAbI KOHpurypaummn/pexxmum KoHpurypaumm nHtepdenca

BcTpoeHHas | HepocTynHo

nopackaska

QTECH# show mac-address-table aging-time

Aging time 300

Mpumep KoHdUrypaumm

HacTtponka anHamudeckoro MAC-agpeca

CueHapun =
N3obpaxeHne | ] | G0/
2-6 ; - :
ATanbl s Bknounte N3yueHne MAC-agpecoB B nHTepdeiice.
KoHdurypaum | <+ Hactpoiite Bpemsi yctapeBaHusi anHamumdeckux MAC-agpecos Ha 180
" Cexk.
s Ypanunte Bce auHammnyeckne MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1.
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QTECH# configure terminal

QTECH (config-if-GigabitEthernet 0/1)# mac-address-learning
QTECH (config-if-GigabitEthernet 0/1)# exit

QTECH (config) # mac aging-time 180

QTECH# clear mac-address-table dynamic interface GigabitEthernet
0/1 vlan 1

MpoBepka

KoHdurypaum
]

X/

s [lNpoBepbTe 0byyeHne MAC-agpecy B nHTepdence.

s OtobpaxaeT Bpemsa ctapeHuss anHammyecknx MAC-agpecos.

s OTtobpaxaetr Bce amHamudeckme MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1.

QTECH# show mac-address-learning

GigabitEthernet 0/1 learning ability: enable
QTECH# show mac aging-time

Aging time : 180 seconds

QTECH# show mac-address-table dynamic interface GigabitEthernet 0/1
vlian 1

Vlan MAC Address Type Interface

1 00d0.£800.1001 STATIC GigabitEthernet 1/1

TUNUYHbIEe OWUOKK

Hactponte N3ydyenHne MAC-agpecoB B nHTepdence nepen HacTpomkon nHtepdernica B
KayecTBe MHTepdenca ypoBHs 2, Hanpumep, nopta kKommyTtaTtopa unu nopta LAG.

2.4.2 Hactpouka ctatnyeckoro MAC-agpeca

CueHapun

®,

s lMpussxute MAC-agpec ceTeBOro ycTpomcTea K nopTy kKoMmmyTaTopa.

JTtanbl KOHdUrypauum

HacTtponka ctatuyeckoro MAC-agpeca

+» OnuuoHanbHo.
s Mpuesxxute MAC-agpec ceTeBOro ycTpomcTea K NopTy KoMmyTaTopa.
« KoHdurypauums:

KomaHpa mac-address-table static mac-address vlan vlan-id interface interface-id
OnucaHue address mac-address: YkasoiBaeT MAC-agpec.

Efpliiret vlan vlan-id: YkasbiBaeT VLAN, B koTopon Haxoautca MAC-agpec.
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interface interface-id: YkasblBaeT ousnyeckum nutepcdenc nnu nopt LAG.

YcTtaHOBKMU Mo ymonyaHuio ctatndecknn MAC-agpec He HaCTPOEH.

no

yMoOn4yaHuio

Pexum Pexnm rnobanbHon KoHurypaumm

KOMaHAbI

BcTtpoeHHaa | Korga kommyTaTtop nonyvaeTt nakeT, cogepxalwmn ykasaHHein MAC-agpec B
noackKaska ykaszaHHon VLAN, nakeT nepecbinaeTcs Ha NpuBs3aHHbIN MHTepdenc.

NMpoBepka KoHcUrypaumm

s 3anyctute komaHgy show mac-address-table static, 4Tobbl NnpoBepUTL, BCTYNUT
N KOHGUrypaums B cuny.

KomaHpa show mac-address-table static [ address mac-address | [ interface
interface-id ] [ vlan vian-id ]

OnucaHune address mac-address: YkasbiBaeT MAC-agpec.

SSRaMEERe interface interface-id: YkaabiBaeT duandeckuin uHTepaeiic unm nopt LAG.
vlan vlan-id: YkassiBaeT VLAN, B koTopon Haxoantca MAC-agpec.

Pexum MpuBMNernpoBaHHbLIN peXnm EXEC/pexum rnobanbHom

KOMaHAbI KOHpurypaummn/pexxmm KoHdurypaumm nHtepdenca

BcTtpoeHHas | HegoctynHo

nopckaska

QTECH# show mac-address-table static

Vlan MAC Address Type Interface

1 00d0.£800.1001 STATIC GigabitEthernet 1/1
1 00d0.£800.1002 STATIC GigabitEthernet 1/1
1 00d0.£800.1003 STATIC GigabitEthernet 1/1

Mpumep KoHdUrypaumm

HacTtporika cratnyeckoro MAC-agpeca

B npuBeaeHHOM Bbiwe npumepe cooTtHoweHne MAC-agpecos, VLAN 1 nHtepdencos
nokasaHo B criegytollen Tabnuue.
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Ponb Mac-agpec Upentncpukatop UNpeHtudumkarop
VLAN MHTepdenca
Beb-cepBep 00d0.3232.0001 VLAN2 Gi0/10
CepBep 6a3bl | 00d0.3232.0002 VLANZ2 Gio/11
OaHHbIX
AgmnHuctpatop | 00d0.3232.1000 VLANZ2 Gi0/12
CueHapuu
N3o6paxe ' :
Hue 2-7 Wb Server
Gi 010
Gi 012 é g
Database Server
Administrator
drtanbl % Ykaxute MAC-agpeca HasHa4yeHus (mac-address).
KoHuryp | < Ykaxurte VLAN (vlan-id), B koTopon Haxogatca MAC-aapeca.
auum s YkaxuTe ngeHtudukatopbl uHTEpdenca (interface-id).
A A# configure terminal
A (config)# mac-address-table static 00d0.£800.3232.0001 vlan
interface gigabitEthernet 0/10
A(config)# mac-address-table static 00d0.£800.3232.0002 vlan
interface gigabitEthernet 0/11
A(confiqg)# mac-address—-table static 00d0.£800.3232.1000 vlan
interface gigabitEthernet 0/12
MpoBepka | OTobpaxeHne koHpUrypauumn ctatudeckoro MAC-agpeca Ha KomMmyTaTope.
KOHcUryp
auum
A A# show mac-address-table static
Vlan MAC Address Type Interface
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00d0.£800.3232.0001 STATIC GigabitEthernet 0/10
00d0.£800.3232.0002 STATIC GigabitEthernet 0/11
00d0.£800.3232.1000 STATIC GigabitEthernet 0/12

TUnnyHble oWNOKKU

s Hactpownte cratnyeckmn MAC-agpec nepen HACTPOMKOM KOHKPETHOro noprta B
KayecTBe MHTepdenca ypoBHS 2, Hanpumep, nopta kommyTtaTtopa unu nopta LAG.

2.4.3 Hactpounka MAC-agpeca ansa ounbTpauum naketos
CueHapun

*

s Ecnu yctponctso nony4vaet naketbl, cogepxawme MAC-agpec UCTOYHMKA wUIn
MAC-agpec HasHadYeHus, ykasaHHbI B kKavyecTBe oTdunbTpoBaHHoro MAC-agpeca,
nakeTbl oTbpacbiBatOTCA.

ATanbl KOHUrypaumm
Hactporka MAC-agpeca ansa punbTpaumm NnakeToB

L)

+« BbINOMHUTE 9Ty HACTPOWKY Ans punbTpauum nakeTos.

L)

¥ OnumoHanbsHo.
X
% KoHdurypauus:

KomaHpa mac-address-table filtering mac-address vlan vlan-id
OnucaHue address mac-address: YkasbiBaeT MAC-agpec.

napameTpa vlan vlan-id: YkasbiBaeT VLAN, B koTopon Haxoantca MAC-agpec.
YcTtaHOBKMU Mo ymonyaHuio ounetpaumna MAC-agpecoB He HacTpoeHa.

no

YMOJT4YaHUIo

Pexum Pexunm rmobanbHon KoHurypaumm

KOMaHAblI

BcTpoeHHasn Ecnu yctponcteo nonyyaet nakeTbl, cogepxawme MAC-agpec UCTOYHMKA
noackaska nnn MAC-agpec HasHayeHus, yKka3aHHbIi B KayecTBe OT(UIbTPOBAHHOIO
MAC-agpeca, nakeTbl OTbpacbiBatoTCS.

lNMpoBepka kKoHdUrypauum

s 3anyctute komaHgy show mac-address-table filter pgns oTobpaxeHus
otduneTpoBaHHoro MAC-agpeca.

KomaHpa show mac-address-table filter [ address mac-address ] [ vlan vlan-id ]

Onucanne address mac-address: YkasbiBaeT MAC-agpec.
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napameTpa vlan vlan-id: YkasbiBaeT VLAN, B koTopon Haxoantca MAC-agpec.

Pexum MpuBMNernpoBaHHbLIN peXnm EXEC/pexum rnobanbHou
KOMaHAbI KOHpurypaummn/pexxmum KoHpurypaumm nHtepdenca

BcTtpoeHHaa | HepgoctynHo

noackKaska

QOTECH# show mac-address-table filtering
Vlan MAC Address Type Interface

1 0000.2222.2222 FILTER

Mpumep KoHDUrypaumum

Hactporka MAC-agpeca ansa punbTpaumm NnakeToB

dTanbl
KoHduUrypaumm

0,

% Ykaxute MAC-agpec HasHayeHus (mac-address) ansa unbTpaumn.

R/

< Ykaxute VLAN, B koTopon Haxoaatca MAC-agpeca.

QTECH# configure terminal
QTECH (config) # mac-address-table static 00d0.£800.3232.0001 vlan 1

MpoBepka
KOHduUrypaumm

OT1obpasute koHGuUrypauuto unetpauun MAC-agpecos.

QTECH# show mac-address-table filter
Vlan MAC Address Type Interface

1 00d0.£800.3232.0001 FILTER

2.4.4 Hactpouka yBeaomneHusi o6 nameHeHnn MAC-agpeca

CueHapun

o Y, , Y, .
% MOHUTOPUHI CMEHbI YCTPOMUCTB, NOAKITIOYEHHbIX K CETEBOM CTpounCTB

dTtanbl KOHUrypauum

KoHdurypuposaHme NMS

+» OnuuoHanbHo.
% BbInonHuTe 3Ty HacTpowky, 4Tobbl cuctema NMS nonyvana yBegomneHusi o6
nameHeHnn MAC-agpeca.

X/

« KoHdurypauus:
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KomaHaa

snmp-server host host-addr Traps [ version { 1 | 2c | 3 [ auth | noauth |
priv ] } ] community-string

OnucaHue host host-addr: YkasbiBaeT |IP-agpec nony4arens.

napameTpa | yersion {1|2c | 3[auth | noauth | priv ] }: Yka3sbiBaeT Bepcuto cooBLLEHUI
SNMP TRAP. MoOXHO Takke yka3aTb MPOBEPKY MOASIMHHOCTU U YpPOBEHb
BGesonacHoCTM Ans nakeToB Bepcuu 3.
community-string: YkasbiBaeT ums Ans ayTeHTudmkauuu.

YcTtaHOBKMU Mo ymonyaHuio yHKUNA OTKNIOYEHa.

no

yMOn4yaHuro

Pexum Pexnm rnmobanbHon KoHurypaumm

KOMaHAbI

BcTpoeHHas | HepocTynHo

noackaska

BkntoueHne SNMP Trap

®,

X/

X/

®,

X/

+» OnuuoHanbHo.
% BbInonHuTe 3Ty HacTponky, 4Tobbl oTnpaensate SNMP Trap coobuieHus.
¥ KoHdurypauus:

KomaHpa snmp-server enable Traps
OnucaHue HepocTtynHo

napameTtpa

YcTtaHOBKMU Mo ymonyaHuto pyHKUNA OTKAOYEHA.
no

YyMOJT4YaHUo

Pexum Pexxum rmobanbHom KoHurypaumm
KOMaHAbI

BcTtpoeHHasa | HepgoctynHo

noackaska

HacTpouika ysegomneHnsa o6 nameHeHnn MAC-agpeca rnobansHo

+» OnuuoHanbHo.
s Ecnun yBegomnenne 06 wu3ameHeHun MAC-agpeca oOTkMYeHO rnobanbHO, OHO
OTKINIOYaEeTCsa BO BCEX MHTepdencax.
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X/

s KoHdurypauus:

KomaHpa mac-address-table notification

OnucaHue HepoctynHo

napameTpa

YcTtaHOBKMU Mo ymon4yaHuo yBegomnieHne o6 uameHeHun MAC-agpeca OTKNOYEHO
no rnob6arnbHo.

yMOS4YaHuro

Pexum Pexnm rnmobanbHon KoHurypaumm

KOMaHAbI

BcTpoeHHas | HepocTynHo

noackaska

HacTpouika ysegomneHnsa o6 nameHeHnn MAC-agpeca B uHtepdenice

+»» OnuuoHanbHo.

¢ BblnonHuTe 3Ty HACTPOWKy, YTOObI BKMOYMTL yBegomreHne o6 nameHeHmm MAC-
agpeca B uHtepdence.

« KoHdurypaums:

Komanpa snmp Trap mac-notification { added | removed }

OnucaHue added: Co3sgaet yBegomneHue npu godbasneHnn MAC-agpeca.

napameTpa removed: Co3gaet yBegomneHne npu yganeHnn MAC-agpeca.

YcTtaHOBKM Mo ymon4yaHuo yeBegomrneHne o6 mameHeHun MAC-agpeca OTKIOYEHO B
no UHTepdgence.

YMOJT4YaHUIO

Pexum Pexnm koHdurypauumn nHtepdenica

KoMaHAbI

BcTpoeHHaa | HepocTtynHo

noackaska

HacTtpovika nHTepBana ana cosgaHusa ysegomneHun ob nameHenHnn MAC-agpeca u
obbema uctopun yseaomMneHnm

+»» OnuuoHanbHo.

X/

+ BbinonHute Ty HaCTpOVIKy, 4TOObl NU3BMEHUTDL MHTEepBan co3aaHunA yBeD,OMJ'IeHI/IIZ 06

nameHeHnn MAC-agpeca n o6bem nctopum yBegoMmneHun.

X/

*» KoHdurypauums:
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KomaHpa mac-address-table notification { interval value | history-size value }
OnucaHue interval value: (JononHuTenbHO) YkasblBaeT WHTepBan CcO34aHus
napameTtpa yBegomMmneHun o6 mameHeHun MAC-agpeca. [uanasoH 3HaveHun oT 1 go
3600 cekyHA.
history-size value: YkasblBaeT MakCcMManbHOE KOMM4YeCTBO 3anucen B
Tabnuue xypHana ysegomneHunin. [lnanasoH 3HaveHumn ot 1 go 200.
YcTtaHOBKMU MHTepBan no ymonyaHuio coctaenseT 1 cekyHgy. MakcumansHoe
no KOSIM4eCTBO yBeLOMMEeHU no ymonyadumio — 50.
yMon4yaHuio
Pexum Pexnm rnmobansHon KoHpurypaumm
KOMaHAblI
BcTtpoeHHaa | HegoctynHo
nopckaska

MpoBepka kKoOHUrypaumm

s 3anyctute komaHgy show mac-address-table notification, 4To6bLI NpoBepUTh,
nonyyaet nn NMS yBegomnenus o6 nameHennn MAC-agpeca.

KomaHpa show mac-address-table notification [ interface [ interface-id ] | history ]
OnucaHue Interface: otobpaxaeT koHUrypauuio ysegomneHnsa ob nameHeHmmn MAC-
napameTpa agpeca BO BCeX MHTepdencax.
interface-id: OTobpaxaeT KOHurypaumo ysedoMreHns o0 un3MeHeHuu
MAC-agpeca B ykazaHHOM UHTepence.
history: OtobpaxaeT wuctoputo ysegomneHun o6 usmeHeHun MAC-
agpeca.
Pexum [MpuBMNernpoBaHHLIN peXum EXEC/pexum rnobansHom
KoMaHAabI KOHpurypaumnmn/pexxmm KoHurypaumm nHtepdgenca
BcTtpoeHHas HepoctynHo
noackaska
BcTtpoeHHas OtobpaxeHue KoHdpurypaumn ysegomneHus ob nameHeHnn MAC-agpeca
noackaska rnobarbHo.
QTECH#show mac-address-table notification
MAC Notification Feature : Enabled
Interval (Sec): 300
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Maximum History Size 50

Current History Size : O

Mone OnucaHwue

Interval(Sec) | YkasbiBaeT uHTEpBan co3gaHus yBeaomneHun o6

nameHeHnn MAC-agpeca.

Maximum YKkasblBaeT MaKkCUMmaribHOe KOSIM4ecTBO 3anucen B

History Size | tabnuue XypHana yBeaoMneHun.

Current Yka3biBaeT Tekywiee KONM4YecTBO 3anucen

History Size | yBegomneHus.
Mpumep KoHDUrypaumum
CueHapuun 192.168.1.10 @
N3obpaxe
Hune 2-8 NMS SNMP Trapl

Gi /1
192 168.1 1rJ::@ A
Gi /2
- " \
( ;
. - 2 o o . P

—— . _Users o — T

Ha WN300paxeHun nokasaHa wHTpaceTb npeanpuatusa. [lonb3oBartenu

nogkroyatotes K A yepes nopt Gi0/2.

BbInonHMTE HACTPOKKY ANs NONyYeHNsa creayowmnx pesynbTaToBs:

« Korga nopt Gi0O/2 3anomuHaeT HoBbin MAC-agpec wnn 3aBepluaeT
yctapeBaHue obyyeHHoro MAC-agpeca, reHepupyeTcsa yBegomneHue o6
nameHeHnn MAC-agpeca.

s B 10 Xe Bpemsa A oTnpasnseT yBegomneHne o6 nameHeHnn MAC-agpeca B
coobuieHmn SNMP Trap B ykasaHHyto NMS.

« B cnyyae, ecnv ycTponcTBO A MOOKMHOYEHO K HECKONLKUM MOSIb30BaTESNAM,
KOHdUrypaumss MOXeT npefoTBpaTUTb MPUPOCT KONMUYeCcTBa COOOBLLEeHUN
yBegomneHus o6 wmameHeHun MAC-agpeca, 4TOObl YMEHbLINTbL CETEBOU
MOTOK.

ATanbl s Bkmounte yBegomnenne o6 nameHeHun MAC-agpeca rnobanbHO Ha A wn
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KOHcpUryp HacTponTe yBegomneHme o6 nameHeHmm MAC-agpeca Ha nopty Gi0/2.

aumm ¢ Hactponte IP-agpec xocta NMS un Bkntounte A Ha otnpaBky SNMP Trap. A
obmeHunBaeTcs gaHHbiMm ¢ NMS nocpeactBOM MapLipyTusauuu.

% Hactpownte nHTepan oTnpaskn yBeaomneHun o6 nameHeHun MAC-agpeca
Ha 300 cekyHp (Mo ymonyaHuio — 1 cekyHaa).

A QTECH# configure terminal

QTECH (config) # mac-address-table notification

QTECH (config) # interface gigabitEthernet 0/2

QTECH (config-if-GigabitEthernet 0/2)# snmp Trap mac-notification added

QTECH (config-if-GigabitEthernet 0/2) # snmp Trap mac-notification

removed

QTECH (config-if-GigabitEthernet 0/2)# exit

QTECH (config) # snmp-server host 192.168.1.10 Traps version 2c

comefrom2

QTECH (config) # snmp-server enable Traps

QTECH (config) # mac-address-table notification interval 300

Mpoeepka | % [lpoBepbTe, BKMNOYEeHO nn ysegomneHne o6 wusmeHeHun MAC-agpeca

KOHdUryp rnobarnsHo.

auum < [lNpoBepbTe, BKMIOYEHO NN B WHTepdence yBeaomreHne 06 uaMeHeHun
MAC-agpeca.

s Otobpasunte MAC-agpeca nHTepdencoB 1 BbINONHUTE KOMaHAy clear mac-
address-table dynamic gna cumynauum yctapeBaHna guHammyeckux MAC-
aapecos.

s [lNpoBepbTe, BKAOYEHO nM yBegomneHune o6 wuameHeHun MAC-agpeca
rnodansHo.

s Otobpasute uctopmto ysegomneHunin o6 nameHeHnn MAC-agpeca.

A QTECH# show mac-address-table notification

MAC Notification Feature : Enabled
Interval (Sec): 300

Maximum History Size : 50

Current History Size : O

QTECH# show mac-address-table notification interface GigabitEthernet
0/2

Interface MAC Added Trap MAC Removed Trap
GigabitEthernet 0/2 Enabled Enabled

QTECH# show mac-address-table interface GigabitEthernet 0/2
Vlan MAC Address Type Interface

1 00d0.3232.0001 DYNAMIC GigabitEthernet 0/2

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBogcTtBo nonb3oBaTtens
2. KoHdomrypuposaHne MAC-agpeca 73

QTECH# show mac-address-table notification

MAC Notification Feature : Enabled

Interval (Sec): 300

Maximum History Size : 50

Current History Size : 1

QTECH# show mac-address-table notification history

History Index : O

Entry Timestamp: 221683

MAC Changed Message

Operation:DEL Vlan:1 MAC Addr: 00d0.3232.0003 GigabitEthernet 0/2

2.4.5 Hactpouka ynpasnsitowen VLAN ana nopta LAG
CueHapun

*

< BkrnouuTe arpervpoBaHHbI NopT Ana 06paboTkn naketoB M3 ynpasnawowen VLAN
KaKk nakeToB yrnpasneHusl, a naketoB u3 Heynpasnswowen VLAN kak naketoB
AAHHbIX.

ATanbl KOHUrypaumm
HacTtponka ynpasnstowen VLAN ons nopta LAG

+» OnuuoHanbHo.
¢ BblnonHuTe 3Ty HaAcTponKy, 4YTOObI BKNOUMTL NOpT LAG Ansa pasnnyeHusi NakeToB
ynpaBneHus oT NakeToB AaHHbIX.

« KoHdurypaums:

KomaHpa aggregateport-admin vlan vilan-list

OnucaHue vlan-list: YkasbiBaeT VLAN unun ananasoH VLAN, pa3geneHHbin 3Hakom "-".
napameTpa

YcTtaHOBKMU Mo ymonyanuto gna nopta LAG He HacTpoeHa ynpasnstowas VLAN.

no

yMoOn4yaHuio

Pexum Pexnm rnmobansHon KoHpurypaumm

KOMaHAbI

BcTpoeHHas MopT LAG obpabatbiBaeT nakeTbl, NofnyyeHHble B ynpasnaowen VLAN, kak
noackaska nakeTbl ynpasneHus.

lNMpoBepka KoHdUrypauum

X/

s lMopt LAG ob6pabaTtbiBaeTr naketbl wun3 ynpasnswowen VLAN kKak nakeThbl
ynpaBneHus, a nakeTbl n3 Heynpasnswowen VLAN — kak nakeTbl JaHHbIX.
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Mpumep KoHDUrypaumm

74

HacTtpownka ynpasnstowen VLAN gns nopta LAG

dTtansbl s Ykaxute ynpasnawowyto VLAN anga nopta LAG.
KoHdurypaum
7]
QTECH# configure terminal
QTECH (config) # aggregateport-admin vlan 1-20
MpoBepka BbinonHuTte komaHgy show running ans otobpaxeHus KOHUrypaumm.
KOHcuUrypaum
7]

2.5 MOHUTOPWHr

OuucTtka

A\ BbINOMHEHWEe KOMaH4 OYWCTKM MOXEeT MPUBECTM K MNOTepe BaXHOM MHdopMauun u
npepbiBaHMIO Cryx6.

OnucaHue

KomaHaa

Ounctka ONHaAMUN4YEeCKNX

MAC-agpecos.

clear mac-address-table dynamic [ address mac-address | [
interface interface-id ] [ vlan vlan-id ]

OTobpaxeHue

OnucaHue

KomaHga

OtobpaxaeTt
MAC-agpecos.

Tabnuuy

show mac-address-table { dynamic | static | filter } |
address mac-address | [ interface interface-id ] [ vlan vlan-id ]

OtobpaxaeTt
ycTapeBaHus
ANHAMUYECKNX
agpecos.

BpeEMS

MAC-

show mac-address-table aging-time

OtobpaxaeTt

MaKkCuMalribHoe KOJIn4ecCcTBO

ANHAMUYECKUX
aJpecos.

MAC-

show mac-address-table max-dynamic-mac-count

OtobpaxaeTt

show mac-address-table notification [ interface [ interface-id
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KOH(pUrypaumo n nUCTOputo
yBEAOMIEHUN o6
nameHeHnn MAC-agpeca.

]| history ]

OTtnapka

/b CuctemHble pecypcbl 3aHsiTbl MPU  BbIBOAE OTNaA0YHON  MHopMaLmK.
OTKIIOMUTE OTNAAKy cpasy nocre UCnosrb3oBaHus.

Moatomy,

OnucaHue

KomaHpa

Otnagka pabotel ¢ MAC-
agpecamu.

debug bridge mac

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBoacTBo nonb3oBaTtens
3. KoHpurypupoBaHue arpermpoBaHHOro noprta 76

3 KOHOUI'YPUPOBAHUE ATPETMPOBAHHOIO
NOPTA

3.1 0630p

ArpernpoBaHHbin  nopT (LAG) wucnonb3yetca pgnss oO0beaMHEHUS  HECKONbKUX
PUINYECKMX KaHANOB B OAWH JIOTMYECKUA KaHan Ans  yBenuyeHus MpomnyCKHOM
CMOCOBHOCTU KaHana v NoBbILLEHNSA HAAEXHOCTU COeAMNHEHNS.

Mopt LAG nopgepxuBaetr 6GanaHCMPOBKY HarpyskM, a WMEHHO paBHOMEpPHOE
pacnpegeneHne Harpysku mexay KaHanamm-yyactHukamu. Kpome Ttoro, nopt LAG
BbIMOMNHAET pe3epBMpoBaHne kaHana. [pu oTcoeanHeHnn KaHana-y4yacTHMKa Harpyska
Ha KaHarn, aBToMaTU4ecKku pacnpenensderca Ha gpyrve (pyHKUMOHMPYHOLME KaHanbl-
yyacTHUKK.  KaHan-ydacTHMK  He  rnepecbliaeT  LuMpoKoBellaTemnbHble  Un
MHOroagpecHble nakeTbl ApYrMM KaHanam-y4yacTHUKaMm.

Hanpumep, kaHan cBaA3n mMexay OBYyMS YCTPOMNCTBaMM NOSLEPXMBAET MaKCUMarbHYH
nponyckHyto crnocobHocTb 1000 M6ut/c. Ecnu Tpaduk, nepegaBaembini No KaHany,
npesbiwaet 1000 M6uTt/c, npesblwatowmn Tpaduk, 6yaeT OTKNOHEH. [Ansa pelieHus
aTOM NpobnemMbl MOXHO MCMNOSMb30BaTh arperMpoBaHne nopToB. Hanpumep, MOXHO
NOAKIIYNTL [ABa YCTPOMCTBA C NOMOLLLIO CeTeBbIX Kabenen n o6beaAnHUTb HECKOSBKO
KaHanoB AN CO34aHWsA JIOrMYecKoro KaHana, nogaepXuBaroLero MHOroKpaTHoe
NpeBbILLEHME CKOPOCTM Nepeaayn gaHHbix B 1000 M6uT/c.

Hanpumep, nmeeTcs ABa yCTpOMCTBA, NOAKMHOYEHHbIE C MOMOLLBI CETEBOrO Kabens.
Mpn OTKMIOYEHUM COEAMHEHMST Mexay ABYMSI nopTamy  YCTPOWCTB  CryxObl,
BbIMNONHSEMble MO KaHany, OyayT npepBaHbl. Mocrne 06beaMHEHUSI MOAKMIOYEHHbIX
nopToB cnyxbbl He OyayT 3aTpoHyTbl 4O Tex Mop, Noka OAWH KaHan ocTaeTcs
NOAKMIOYEHHbIM.

MpoToKkonbl M cTaHAAPTLI
% |EEE 802.3ad

3.2 NMNpumeHeHue

NMpumeHeHune OnucaHue

Arperauusa kaHanos LAG v | Mexay yCTpOMCTBOM arperaumm u yCTPOWUCTBOM YPOBHSA sapa
BanaHcupoBka Harpysku nepegaetca 0OoOnblIOE KONMUYECTBO MakeToB, 4TOo Tpebyet
Oonbluen nponyckHoM cnocoBHOCTU. [NA BbINOMHEHUSA 3TOro
TpeboBaHUA MOXHO OObEAUHUTH PU3NYECKME KaHamnbl Mexay
YyCTpOMCTBaAMM B OAWH NOMMYECKU KaHamn, 4Tobbl yBENUUUTL
NPOMYCKHYK CNOCOBHOCTb KaHara, U HacTPOUTb NPaBUIIbHbIN
anroput™  6anaHCMpOBKM  Harpy3kum Onsi  paBHOMEPHOro
pacnpefeneHvs paboden Harpy3km no Kaxgomy pmsmyeckomy
KaHany, TeM cambIM MOBbIWAA KOI(PPULMEHT UCMNOSb30BaHNUSA
Nonochbl NPonycKaHus.
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3.2.1 Arperaums kaHanoB LAG u 6anaHCMpoOBKa Harpys3ku
CueHapun

Ha W3obpaxeHun 3-1 kommyTtatop obmMeHuBaeTcss AaHHbIMW C MapLUpyTU3aTOpoOM
yepe3 nopt LAG. Bce ycTtpouctBa B uHTpacetu (Hanpumep, gsa [1K cnesa)
MCNONb3yIT MapLUpyTM3aTop B KadecTBe LWro3a. Bce ycTponcTtBa B aKCTpaceTw
(Hanpumep, OBa KOMMbOTEPA Crpasa) OTNPABMASAT NakeTbl HA MHTEPHET-yCTPONCTBA
yepes3 mapuwpyTtusatop ¢ MAC-agpecom wnto3a B kadyectse MAC-agpeca UCTOYHMKA.
YTOoObLI pacnpefenuTb Harpysky Mexay MapLipyTu3aTopoM UM ApYyrMMKM XOCTamu Mo
APYrMM KaHanam, HactpouTe ©6anaHcupoBKy Harpyskm Ha ocHoBe MAC-agpeca
HasHadeHns. Ha kommyTaTope HacTponTe GanaHcMpoBKY Harpy3km Ha ocHoBe MAC-
agpeca UCToYHMKa.

Puc. 3.1 ArpervpoBaHue KaHanoB CBA3N U BanaHcupoBka Harpyskm LAG

Source MAC Destination MAC
Address-based Address-based

f Load Balancing Load Balancing
> &~

Iw??.&
OnucaHue

>

Agoregateport

»

¢ HacTtponte nopTbl, HaNPsMyK MOOKIOYEHHbIE MeXOy KOMMYTatopom W
MapLupyTusaTopom, Kak ctatmdeckmn nopt LAG wnu nopt LAG npotokona LACP
(Link Aggregation Control Protocol).

s Ha kommyTaTOope HacTponTe anroputMm 6anaHcMpoBKM Harpysku Ha ocHoBe MAC-
agpeca UCTOYHMKA.

s Ha mapuwpyTtnsatope HacTponTe anroputMm ©OanaHCUPOBKM Harpys3kM Ha OCHOBE
MAC-agpeca HasHa4vyeHus.

s DyHKUMN

BbasoBble KoHLUenuuu
Cratnyeckmn LAG

CTtaTuyeckun pexmm arpermpoBaHHOro rnopta — 3TO PEXWUM arperauum, B KOTOPOM
dumsmyeckme nopTbl Hanpamyt pobasnawTcs B rpynny arpernmposaHna  LAG
NoCpeacTBOM PYYHOW HaCTPOMKKM, 4TOObl M3Myeckme mnopTbl MOMMM MNepechinaTtb
nakeTbl, KOraa nopTbl HAXOAATCS B COCTOSAHUN COeaUHEHMUST U paboTbl MO NPOTOKONY.

MNopt LAG B CcTatn4yeckoM pexmme HasblBaeTcs crtatudeckmm LAG, a ero noptbl-
YYaCTHMKN Ha3bIBaKOTCA CTaTUY4ECKMMU nopTaMu-ydactHukamm LAG.

LACP

LACP — 3TO npOTOKOM [AOWHAMWMYECKOrO arperMpoBaHus KaHanoB cBa3n. OH
obmeHunBaeTca MHopMaUMeENn C NOLKMOYEHHLIM YCTPONCTBOM 4Yepe3 OroKM LaHHbIX
LACP (LACPDU).
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MopT LAG B pexume LACP HasbiBaeTca noptom LACP LAG, a ero nopTtbl-y4aCTHUKN
Ha3sblBalOTCA nopTamun-ydactHmkamm LACP LAG.

Pexxum nopta yyactHuka LAG

CyuwiectByeT TpuU pexuma arpermpoBaHusa, a WMEHHO: aKTUBHbIW, MNAaCCUBHbLIA U
cTaTUYecKum.

MopTbl-ydacTHUKM LAG B aKkTMBHOM pexume UHULMKMPYIOT cornacosaHve LACP.
MopTbl-yyacTHMkn LAG B MacCMBHOM peXumMe OTBEeYalT TOSIbKO Ha MOJSyYEeHHble
LACPDU. MNopTtbl-yyacTHkn LAG B ctatuyeckoMm pexunme He otnpasnsaioT LACPDU
Anga cornacosaHud. B cnegytowen tabnuue nepeyncneHbl TpeboBaHMa Ons pexuma
O[IHOPaHroBoro rnopTa.

Pexum nopta Pexum ogHopaHroBoro nopra
AKTUBHbIN PEXUM AKTUBHbIW UNU MAaCCUBHbBIN PEXUM
[MaccuBHbBIN pexum AKTUBHbIN peXum

CraTudeckum pexmm CTaTuyeckumn pexmm

CraTtyc nopTa-yyactHuka LAG
CyulecTtByeT fBa TUNa COCTOSAHNA NopTa-yyYacTHuka LAG:

o

s Korga kaHan yyacTHMKa HaxoauUTCS B MOMOXEHUU «OMyLIEH», MOPT He MOXeT
nepecbinatb naketbl. COCTOSAHNE KaHana «onyLweH» oTobpaxaeTcs.

« Korga nopT-y4yaCTHUK HaxXxoOuUTCH B COCTOSIHUM «MNOLHAT» U MPOTOKON COeOUHEHUS
rotoB, MNOPT MOXeT nepecbinatb naketbl. COCTOSAHWE KaHana «NogHAT»
oTobpaxaeTcsi.

s CywecTByeT Tpu TMNa COCTOsIHMSA nopTa-yvyacTtHuka LACP:

< Korga kaHan yyacTHMKa HaxoauUTCS B MOMOXEHUU «OMyLIEH», MOPT He MOXeT
nepecbinatb naketbl. COCTOSAHNE KaHana «onyLweH» oTobpaxaeTcs.

< Korga kaHan nopta HaxoOuUTCA B COCTOSIHUM «MOAHAT» M nopT gobaBnseTcs B
rpynny arperauuu, otobpaxaetcsa coctossHue bndl.

% Ecnu kaHan nopTta HaxoguTCs B COCTOSIHUM «MOAHSIT», HO Nepefada OaHHbIX Ha

NnopTy NMPUOCTAHOBIIEHA, TaK Kak O4HOPAHroBbi NopT He HacTpoeH ¢ LACP, wnn

HacTporkun nopToB He COOTBETCTBYHOT aTpmbyTam rnaBHOro nopta, otobpaxkaeTtca

coctosiHme susp. (MopT B COCTOSAHUM SUSP HE NepechifiaeT NakeThbl.)

ArpermpoBaHne LACP BO3MOXHO TOMbKO Yepes NoSTHOAYMMEKCHbIE MOPThI.

v

O Arperauma LACP moxeT ObiTb peanu3oBaHa TONMbKO B TOM Clyyae, ecriM CKOPOCTW,
noaxodbl K ynpaBneHuto MOTOKOM, Tunbl cped u HacTporku ypoBHs 2/3 ans nopTos-
Y4aCTHUKOB COrnacoBaHbl.

& [pu n3meHeHMM Has3BaHHLIX MapamMeTPOB MOpTa-y4aCTHWKa B rpynne arpermpoBaHune
LACP 6ygeT HEBO3MOXHO.

45 TMopTbl, 3anpelleHHble K NpucoeanHeHnto unu Bbixogy M3 nopta LAG, He MoryT ObITb
pobasneHbl nn yganeHsl n3 ctatudeckoro nopta LAG unu nopta LACP LAG.

Pexunm emkoctn LAG

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBoacTBo nonb3oBaTtens
3. KoHpurypupoBaHue arpermpoBaHHOro noprta 79

MakcumarnbHoe  KONMMYeCTBO  MOPTOB-YYACTHUKOB  PUKCUPOBAHO, 4YTO  paBHO
MakcumarnbHoMy KonudectBy noptoB LAG, YMHOXEHHOMY Ha MaKkcumarnbHoe
KONMMYEeCTBO MNOPTOB-y4aCTHUKOB, nogAdepxuBaemMblx ogHum noptoMm LAG. Ecnum
TpebyeTca yBenMUMTb MakcumanbHoe Konuyectso noptoB LAG, mMakcumarnbHoe
KONMM4YeCTBO NOPTOB-Y4aCTHMKOB, NOAAEPKUBAEMbIX OOHUM nopToM LAG, AOMKHO 6bITb
YMEHbLIEHO, U HAobopOoT. JTO OTHOCUMTCA K KOHUenuun pexmma emkocTn LAG.
HekoTopble yCTpoNCcTBa NogaepXusatoT HACTPOMKY pexnma emkoctn LAG. Hanpumep,
ecnu cuctema nogaepxmsaet 16384 nopta-yvyacTHUKa, MOXHO BblbpaTb pexumbl 1024
x 16, 512 x 32 v gpyrvne pexunmbl emkoctn LAG (MakcMmanbHOe KOnM4ecTBO NMopToB
LAG, YMHOX€eHHOoe Ha MakcmmarsbHoe KONnM4ecTBO NOPTOB-Y4aCTHUKOB,
nogaepxusaemMblx ogHuM nopTtom LAG).

NpoeHTudgukaTtop cuctemol LACP

OAHO yCTPOMCTBO MOXET OblTb HACTPOEHO TOSbKO C OL4HOW CUCTEMOM arpernpoBaHus
LACP. Cucrema wugeHtudpuumupyetca no ID cuctembl, n kaxpgas cuctema wumeet
NPUOPUTET, KOTOPbLIM MOXHO HacTpouTb. WOeHTUdukaTop CUCTEMbI COCTOUT U3
cuctemHoro npuoputeta LACP n MAC-agpeca yctponctsa. bonee HuU3kui npuoputeT
CUCTEMbI yKa3biBaeT Ha bGoree BbICOKUA NPUOPUTET uaeHTudukaTopa cuctemMol. Ecnu
cUcTeMHble npuopuTeTbl coBnagatoTt, MeHbwnn MAC-agpec yCcTponcTBa yKasbliBaeT Ha
bonee BbICOKMM NpuopuTeT uMAeHTUdUKaTopa cuctembl. CocTosHMe nopTa
onpegenseTrca CUCTEMOM C UMAEHTUPUKATOPOM C Oonee BLICOKUM MNPUOPUTETOM.
CocTtosiHMe nopTa cucTeMbl C uaeHTUdUKatopoMm 6onee HU3KOrMO npuopuTeTa
COOTBETCTBYET COCTOSIHUIO C Bonee BbICOKUM MPUOPUTETOM.

WpoeHTudukaTtop nopta LACP

Kaxgbin nopT uMeeT HesaBucumbin npuoputeT nopta LACP, koTopbil MOXHO
HacTpouTb. MaeHTudukaTop nopta coctouT m3 npuoputeta nopta LACP u Homepa
nopta. MeHbwnin NpuopuTeT nopTa YykasbiBaeT Ha ©Oonee BbICOKMA npuoputeT
naeHTudukatopa nopta. Ecnu npuoputeTbl NOPTOB COBNagaltT, MEHbLUMA HOMEpP
nopTa ykasblBaeT Ha Donee BbICOKUMW NPUOPUTET naeHTUdukaTopa nopra.

MacTtep nopt LACP

Korga kaHarnbl guHaMUYeCKnUX NopTOB-YYAaCTHUKOB HAXOOAATCS B COCTOSIHAWU «MOOHAT»,
LACP BbiObupaeT oaMH M3 3TUX MNOPTOB B KayecTBe [flaBHOrO rnopta Ha OCHOBE
CKOPOCTU N OYNSIEKCHOrO peXxuma, npuopmuTeToB UAEHTUUKATOPOB NOPTOB B rpynne
arperaumm N ob6beAnHEHUs KaHanoB MOPTOB-YYACTHUKOB B COCTOSHUWN «MOAHATY.
Tonbko nopThl, UMewLwWme Te Xe HacTporku, 4TO WM rnaBHbIA MOPT, HaXOOATCA B
cocTosiHuM Bundle v y4acTByloT B Nepechiyike AaHHbIX. [1pyM nameHeHMM napameTpoB
noptoB LACP BbiGupaeT rnasBHbin NOpPT 3aHOBO. Koraa HOBbIV FMaBHbIA MOPT He
HaxoauTcs B cocTtosiHun Bundle, LACP pasgensieT nopTbl-y4acTHUKM U BbINOSTHAET
arpervmpoBaHve CHoBa.

MpegnoyTuTenbHbIN NOPT yYyacTHUKa LAG

dyHKUMA NpeanoyTUTENBHOro noprta yvacTtHuka LAG mncnonb3yeTcs, korga nopt LAG
NOAKMOYEH K cepBepy C AByMA cuctemamu. [lopT yyactHuka LAG BbibupaeTcs B
KayecTBe NpeanoyvTUTENbHOro MopTa, KOTOPbIA NepechinaeT YyKasaHHble MNaKeTbl
(naketol VLAN ynpaBneHus) Ha cepBep. OTU nakeTbl He OyayT pacnpefensitbCa Ha
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Apyre nopTbl-y4acTHUKM NyTeM GanaHCUpoBKM Harpysku. ATo obecneymBaeT CBS3b C
cepBepoM.

/\ HacTpoiite nopT, NoakmnoueHHbIi K ceTeBoin nHTepdeiicHoii nnate (NIC) cepsepa, B
KayecTBe NpeanoYTMTENbHOro nopTa-yyactHuka LAG.

HekoTopble cepBepbl Linux umetT gBe cuctembl. Hanpumep, cepsep HP umeet
rMaBHyl0 CUCTEMY W CUCTEMY YAaneHHoro ynpaeneHus. [NaBHas cuctema - 39TO
cuctema Linux. Cuctema yganeHHoro ynpasneHus ¢ pyHkumen Integrated Lights-Out
(iLO) obecneumBaeT yaaneHHoe ynpasreHWe Ha annapatHoM ypoBHe. iLO moxeTt
yrnpasnaTb CEpBEpOM yAaneHHo, Jaxe rnpu nepesanycke rnasHon cuctemol. OCHOBHas
cuMcTteMa MMeeT ABe ceTeBble KapTbl, 06beauHeHHble B nopT LAG gns obpaboTku
cepsucos. Cuctema ynpasneHus ucnonb3yet OAHY W3 [ABYX CeTeBbIX KapT AN
yaaneHHoro ynpaeneHus. [Mockonbky cnyxbbl pasgeneHbl pasHbiMn cetamu VLAN,
VLAN, ucnonb3yemasi cuctemon ynpasneHusi, HasbiBaeTcsa VLAN ynpasnenus. lNMopT
YCTPOWCTBA, MOAKITOMEHHOrO K CepBepy C ABYMS CeTeBbIMU KapTamu, sBrsieTcs
noptom LAG. [lMlaketbl VLAN ynpaBneHua [OOMKHbl OblTb OTMNpaBfeHbl MNOPTOM-
YYaCTHMUKOM, MOAKMIOYEHHBIM K CEeTeBbIM MHTEpPdENCHbIM nnatam cepsepa, YTOObI
obecrneynTb CBA3b C CUCTEMOW ydaneHHoro ynpasneHus. MOXHO HacTpouTb
npeanoYTuTenbHbIN NOPT ydacTHUKa LAG ans otnpasku naketoB VLAN ynpaBneHus.

A\ Ecnu Ha cepBepe C ABYMS ceTeBbIMM KapTamu, obbeanHeHHbMM uepes LACP, He
pabotaetr LACP npu nepesanycke rmaBHOW CUCTEMbI, MPOUCXOANT COOM cornacoBaHus
LACP un nopt LAG He paboTaeT. B 310 Bpems npegnovmMtaembini NOpT yvacTHMKa LAG
MOHM3UTCA A0 CTAaTUYECKOro nopTa yyYacTHuKa, n 6yaeTt npmesasaH K nopty LAG gns cessu
C cuctemon ypaneHHoro ynpaeneHusa cepsepa. [locne nepesanycka cuctembl Linux u
HopmanbHon paboTtbl LACP nopT npegnoytutenbHoro yyactHuka LAG OGyanet cHoBa
BkntodeH ¢ LACP ansa cornacoBaHus.

MuHMManbHOE KONNM4YecTBO nopToB-y4aCTHUKOB LAG

B cucreme arpermpoBaHuss LACP MOXHO HacTpouTb MUHMMANbHOE KONMUYECTBO
nopToB-y4acTHMkoB LAG. Korga nopT-y4acTHUK BbIXOAUT W3 rpynnbl arperMpoBaHus
LACP, 910 npuBOAUT K TOMY, YTO KOSIMYECTBO MOPTOB-Y4aCTHUKOB CTAHOBUTCSH MEHbLUE
MUWHMMAaNbHOIO KONMYecTBa, Apyrne nopTbl-ydacTHUKU rpynnbl pasgenstotcd. Korga
NopT-y4acCTHUK CHOBa MPUCOEAMNHAETCA K rpyrnne, B pesynbTaTe 4ero KofmyecTBo
NOPTOB-Y4aCTHUKOB npeBbiaeT MUHMMasbHOE 4yuncno, NopTbI-y4aCTHUKN
aBTOMaTU4eCKN OObeAMHSAIOTCS B rpynny.

0O630p
0O630p Onucanwue
ArpernpoBanue | ObbeguHeHne OU3MYECKMX KaHanoB CTaTUYECKM UMM ANHAMUYECKU ONS

KaHaJ10B CBA3U

peann3aunn paclimpeHuna nosioCbl nMnponyckaHuna W pe3epBunpoBaHUA
KaHarosB.

banaHcupoBka 'mbko 6anaHC|/|pyeT Harpys3ky B rpynne arperauuy ¢ nomMoLlbio pas3finyHbIX
Harpy3sKku MeToaoB 6aJ'IaHCVIpOBKI/I Harpy3ku.
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3.2.2 ArpernpoBaHue KaHanoB CBA3U
MpuHUMN paboTbl

CywectByeT fgBa Tuna arpervposaHusi kaHanos cBasn LAG. OOMH M3 HUX —

ctatndeckmn LAG, a gpyron — gmHamudeckas arperaumsi yepes LACP.

% Cratunyeckun LAG

% Cratuyeckasa koHdurypaums LAG npocrta. BeinonHute komaHgy, 4tobbl 4o6aBuTb

yKasaHHbIn dumsmyeckun nopt K nopty LAG. [llocne npucoeguHeHus K rpynne

arperaumm nopT-y4aCcTHUK MOXeT NpUHMMaTh 1 nepefaBaTth AaHHbIE U y4acTBOBaATb

B 6anaHcupoBKe Harpysku BHyTpW rpynmbi.

AunHamnyecknin LAG (LACP)

Mopt ¢ nogaepxkon LACP otnpasnsetr LACPDU gns ob6baBneHUss CUCTEMHOIO

npuoputeTa, cuctemHoro MAC-agpeca, npuoputeTa nopTta, HoMepa rnopTta u Knroya

onepaumn. [lpu nonydyeHun LACPDU oT opgHOpaHroBoro yama YCTPOWCTBO

CpaBHMBaEeT CUCTEMHble MpuopuTETbl OBOMX KOHLIOB Ha OCHOBE CUCTEMHOrO

noeHTupukatopa B naketre. Ha y3ne c¢ 6onee BbICOKMM NPUOPUTETOM

noeHtTudukaTopa cuctembl MNOPTbI B Tpynne arperaumm ycTtaHaBnuBalTCs B

coctodaHne Bundle Ha ocHOBe NpuopuUTETOB MAEHTU(UKATOPaA NOpTa B HUCXOAALLEM

nopsgke n otnpasnsTca obHoBneHHble LACPDU. lMpu nonydennn LACPDU

O[IHOPaHroBbl y3esi ycTaHaBNMBaeT COOTBETCTBYIOLLUME MOPTbl B COCTOSIHME

Bundle, 4To6bI 06a KOHUA COXpaHunM COrnacoBaHHOCTb MpWU BbIXxod4e nopTa U3

rpynnbl arperaumm  wunmM npucoeguHeHnn K Hen. Pusndeckun KaHasm MOoXeT

nepecbinartb MakeTbl TOMbKO MOCMe TOro, Kak nopTbl Ha oBoux KOHuax 6yayT
006beMHEeHbl AUHAMUYECKN.

s lNocne arpernpoBaHnsa kaHanoB cBA3W nopTbl-yyacTHukn LACP nepuoguyeckm
obmenumBatotca LACPDU. Ecnu nopt He nonydaeT LACPDU B ykasaHHOe Bpems,
NpoucxXoauT TanM-ayT N KaHarbl pa3beanHaTcs. B aTomM criydyae nopTbl-yHacTHUKM
He MOryT nepecbinatb naketbl. CylwlecTByeT ABa pexuma TarmM-ayTa: OnvTenbHoe
BpPEMSI OXMOAHUSA U KOPOTKOE BPeMS OXnaaHus. B pexnme anutenbHOro BpeMeHu
nopt oTnpasndeT naket kaxgble 30 cekyHg. Ecnu nakeT He nocTtynaeTr oT
ofHopaHrosoro ysna 3a 90 cek., BO3HWKaeT TanM-ayT. B pexunme kopoTkoro tamm-
ayTa nopT OTnpaBnsgeT MNakeT Kaxayw cekyHay. Ecnn naket He noctynaet oT
OAHOPAaHroBoro ysna 3a 3 cek., MpoucxXoanT TanmMm-ayT.

X/
o

X3

*

3.2.3 bBanaHcpoBKa Harpys3ku
MpuHUMn paboTbl

MopTbl LAG pas3genstoT MNOTOKM MNakeToB, WMCMOMb3ys anroputMmbl 6anaHCcMpoBKU
Harpy3kMm Ha OCHOBE COOEepXMMOro naketa, Ttakoro kak MAC-agpec WCTOYHMKA U
Ha3Ha4yeHus, |IP-agpeca UCTOYHMKA N HA3HA4YeHUs!, a Takke HOMepa NOPTOB UCTOYHMKA
N HasHayeHus ypoBHA 4. [1OTOK nNakeToB C coOrfacoBaHHOW (PyHKUMEN nepenaeTcs
OAHMM  KaHarioM-y4YaCTHMKOM, W  pasnuyHble MNOTOKM MNakeToB pPaBHOMEPHO
pacnpenensiTcs No KaHanam-yyYacTHukam. Hanpumep, npyu 6anaHcupoBKe Harpysku
Ha ocHoBe MAC-agpeca UCTOYHMKa NakeTbl pacnpenensatTcs no KaHanam-yyacTHUKam
Ha ocHoBe MAC-agpecoB UCTOYHMKA nakeToB. [MakeTbl ¢ pasHbiMu MAC-agpecamm
MCTOYHMKA pPaBHOMEPHO pacnpefendawTcs Mo KaHanam-yyYactHukam. [laketbl C
noeHTn4HbiM MAC-agpecomM NCTOYHMKA NepechinarTca OOHUM KaHanoM-y4acTHUKOM.
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B HacTosiLee BpeMsi CyLLLECTBYET HECKOSbKO PEXMMOB GanaHCcMpoBKn Harpy3ku LAG:

X/
L X4

X/
°

X/
L X4

X/
°

X/
L X4

X/
°

X/
L X4

X/
°

X/
L X4

X/
*

X/
L X4

X/

L X4

X/

Mac-agpec uctoyHumka nnm MAC-agpec HasHavyeHus

Mac-agpec uctoyHuka + MAC-agpec HasHa4yeHns

IP-agpec ncroyHuka unu IP-agpec HasHauyeHus

IP-agpec ncroyHuka + |IP-agpec HasHavyeHus

Homep nopTta nctovHunka 4-ro ypoBHsS v HOMepP NopTa HasHayeHus 4-ro ypoBHSA
Homep nopTta UCTOYHMKA 4-r0 YpOBHA + HOMEpP NnopTa Ha3HayYeHUs 4-ro ypoBHS
IP-agpec nctoyHuka + Homep nopTta NCTOYHUKA 4-ro YPOBHS

IP-agpec ncTtoyHuka + Homep nopTa Has3HayYeHus 4-ro ypoBHS

IP-agpec HasHayeHus + HOMep NopTa UCTOYHUKA 4-T0 YPOBHA

IP-agpec Ha3HavyeHnsa + HoMep nopTa HasHa4YeHNsa 4-ro ypoBHS

IP-agpec nctoyHuka + HOMep nopTa UCTOYHMKA 4-r0 YpPOBHA + HOMep nopTta
Ha3Ha4YeHns 4-ro ypoBHS

IP-agpec HasHadeHua + HOMep nopTa UCTOYHMKA 4-r0 YypoOBHA + HOMep nopTa
Ha3Ha4YeHns 4-ro ypoBHS

IP-agpec uctoyHunka + IP-agpec HasHayeHna + HOMep nopta WMCTOYHMKA 4-ro
YPOBHS

IP-agpec uctoyHuka + IP-agpec HasHadeHust + HOMep nopTa HasHavyeHusa 4-ro
YPOBHS

IP-agpec uctoyHunka + IP-agpec HasHayeHus + HOMep nopta WMCTOYHWMKA 4-ro
YPOBHS + HOMep nopTa HasHa4YeHNs 4-ro ypoBHS

[MaHenbHbIN NOPT AN BXOAALWNX NaKeToB

Tern nakeToB MHOronpPoOTOKONbHOM KOMMYyTauun metok (MPLS)

Onpoc nopToB-y4aCTHMKOB arperaumm

PacLlumpeHHbIn pexxum

BanaHcnpoBka Harpyskmn Ha ocHoBe |IP-agpecoB unm HoMepoB NOPTOB NPUMEHMMA TOSNbKO
K naketam 3-ro ypoBHsi. Korga yCTpOMCTBO, BK/OYEHHOE MeTo4OoM GanaHCMpPOBKU
Harpysku, nonyvaeTt NakeTbl 2-r0 YPOBHS, OHO aBTOMAaTUYECKM MEepeKroyaeTcs Ha MeTosq
6anaHCMpPOBKM Harpy3ku No yMOSYaHuIO.

Bce meToabl GanaHCUMpPOBKM Harpy3km UCNONb3YKOT anropuTM Harpys3ku (XeLu-anroputm)
OnNs pacyeTa KaHanoB-y4aCTHMKOB Ha OCHOBE BXOAHbIX MapamMeTpoB MeTogoB. BxogHble
napameTpbl BkMo4vaoT MAC-agpec uctovHuka, MAC-agpec HasHaueHus, MAC-agpec
nctoyHuka + MAC-agpec HasHaveHus, IP-agpec nctodHuka, |IP-agpec HasHauveHus, IP-
agpec UcTodHuka + IP-agpec HasHadeHus, IP-agpec nctounuka + IP-agpec HasHauyeHus +
HoMep nopTta 4-ro ypoBHsa U T. 4. Anroputm obecnevnBaeT paBHOMEPHOE pacnpeneneHme
NMakeToB C pPasnMyHbIMA BXOOHbIMW NapameTpaMy MO KaHanam-yvactHukam. IOTO He
O3Ha4vaeT, YTO 3TW NakeTbl BCceraa pacrnpefensatoTcs o pasnuyHbiM KaHanam-y4yacTHUKaM.
Hanpumep, npu 6anaHcnpoBke Harpy3km Ha ocHoBe IP-agpeca aBa naketa ¢ pasHbiMu |IP-
agpecamMu MUCTOYHMKA W HasHadeHus MoryT ObiTb pacnpegeneHbl N0 OgHOMY U TOMY Xe
KaHany-y4aCTHUKy NyTem pacyeTa.

PasnuyHble kKOMMyTaToOpbl MOTYT NOAAEPXKMBATb pasnuyHble anropuTmbl 6anaHcMpoBKY
Harpysku.

YnyJweHHas 6anaHcupoBka Harpysku

YnydweHHaa 6anaHcupoBKa Harpysku no3sosiieT KOMOMHUPOBaTb HECKOSbKO Monen B
nakeTax pasHbix TUMOB. JTU MOMs BKMKYalT Src-mac, dst-mac, 12-protocol, vian,
src-port n dst-port B naketax 2-ro ypoBHs, src-ip, dst-ip, protocol, l4-src-port, 14-
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dst-port, vlan, src-port, dst-port, 12-etype, src-mac u dst-mac B naketax |IPv4, src-
ip, dst-ip, protocol, I4-src-port, 14-dst-port, vlan, src-port, dst-port, [2-etype, src-
mac un dst-mac B naketax IPv6; top-label, 2nd-label, 3rd-label, src-ip, dst-ip, vian,
src-port, dst-port, src-mac, dst-mac, protocol, I4-src-port, |4-dst-port n 12-etype B
naketax MPLS; vlan, src-port, src-mac, src-ip, protocol, 14-src-port, 14-dst-port, 12-
etype, ing-nick, egr-nick, dst-port, dst-mac u dst-ip B naketax TRILL u vlan, src-
port, src-id, rx-id, ox-id, fabric-id, dst-port, a Takke dst-id B naketax FCoE.

YCTPONCTBO, BKMOYEHHOE C YhydlWEeHHOW 6GanaHCMPOBKOW Harpysku, cHadvana
onpegensieT TN nepefaBaeMblX MAKETOB W BbINOMHSAET GanaHCMPOBKY Harpysku Ha
OCHOBE YKasaHHbIX rnonewn B naketax. Hanpumep, nopt LAG BbinonHseT 6anaHCnMpoBKy
HarpyskM Ha ocHoBe |P-agpeca uCTOYHMKa Ons nNakeToB, coAepXalimx MOCTOSIHHO
nameHsowmncsa IPv4-agpec nctoyHuka.

& Bce meToabl 6anaHCMpOBKM Harpysku npumMeHumbl kK noptam LAG 2-ro m 3-ro ypoBHSi.
UT06bl MOMHOCTBLIO MCMOSb30BaTh MOSIOCY NPOMYCKaHWs ceTu, HeobXoAMMO HacTpPOUTb
npaBuibHble METOAbI pacrnpeaeneHns Harpy3ku Ha OCHOBE pasfYHbIX CETEeBbIX Cpes.

{ BbinonHuTe paclumpeHHyo 6anaHCUMpPOBKY Harpysku Ha OCHoBe nornen src-mac, dst-mac u
vlan B nmaketax 2-ro ypoBHA M nons src-ip B naketax IPv4. Ecnn Bxogdawmi nakeT
npegcraensieT cobon nakeT IPv4 ¢ noctodHHO MeHsawwmmcs MAC-agpecom MCTOYHMKA,
anropuTM paclmnpeHHon ©0anaHCMpPOBKM He [OeNcTByeT, TaK Kak yCTpoucTBo Oyaer
BbINONHATL GanaHCMPOBKY Harpy3ku TONbKO HaA OCHOBE nongd src-ip B nakete IPv4 nocne
TOro, kak byaeT yCTaHOBIEHO, YTO 3TO naket IPv4.

@ MNpu ynyyweHHon GanaHcupoBKe Harpysku anroputMm GanaHcuposku MPLS peiictByeT
Tonbko ana naketoB VPN MPLS 3-ro ypoBHS, HO He npumeHsieTca gnsa naketos VPN
MPLS 2-ro ypoBHs.

3.3 KoHdurypauumsa

KoHdurypauus OnucaHve n KomaHaa

HacTtporika (Ob6sizaTenbHO) Wcnonb3yeTcss AnNs HACTPOWKW  arpermpoBaHus
CTaTUYECKNX KaHarnoB CBs3N BPY4YHYIO.

arpermpoBaHHbIX

nopToB interface aggregateport Cosgaet  arperMpoBaHHbIN

Ethernet.

interface san-port-channel

Cospaet arpernpoBanHbi nopt FC.

port-group HactpanBaeT craTudeckne nopTbl-

YYaCTHMKN arpermpoBaHHOro nopra.

HacTtpouika (OBsazaTenbHO) Wcnonb3yeTcss ANa HACTPOWKW  arpernpoBaHus
arpermpoBaHHbIX KaHanoB CBS3M AMHAMUNYECKM.

noptoB LACP

port-group mode

HacTtpanBaeTt NopTbl-y4aCTHUKK
LACP.

lacp port-priority

HacTtpauBaeT npuoputeT nopra.
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lacp short-timeout HacTpamBaeT pexum KOPOTKOro
BPEMEHN OXNOAHUSA Ha MopTy.
BkntoveHue LinkTrap (dononHutenbHo) Ncnonb3yeTca ans BknodeHus LinkTrap.
snmp Trap link-status Bknovaet o6bsaABneHne LinkTrap
ansa noprta LAG.
aggregateport member | Bknoyaet dyHkuuto LinkTrap ans
linkTrap nopToB-y4acTHukoB LAG
HacTtpouika pexuma | (JononHutenbHo) MWcnonb3yeTcs OnNd  HacTpoOMKM  pexuma
6anaHcMpoBku GanaHCMpPOBKN Harpy3kn Ana arperMpoBaHHOro KaHana.
Harpysku
aggregateport load- | HactpauBaet anroputm
balance BGanaHCMpPOBKU Harpysku Ans nopta
LAG unn noptoB-y4acTHuKoB LAG.
(JononHutenbHo) Wcnonb3yeTca Ans  HacTporku  npoduns
ynyyweHHon 6anaHCMpoBKM Harpysku.
load-balance-profile CospgaeT npodunb  yny4lleHHOW
BGanaHCMpPOBKM Harpysku.
12 field HacTtpauBaeT pexunm 6anaHCMpOBKM
Harpysku ans nakeToB 2-ro YpoBHS.
ipv4 field HactpavBaeT pexum 6anaHcupoBKu
Harpysku ans naketos IPv4.
ipv6 field HacTtpaunBaeT pexum 6anaHCMpPOBKM
Harpysku ansa naketos IPv6.
mpls field HactpavBaeT pexum 6anaHcupoBKu
Harpy3ku ans naketos MPLS.
trill field HactpanBaeT pexum 6anaHCcupoBKu
Harpy3sku ans naketos TRILL.
fcoe field HacTtpauBaeT pexum 6anaHCMpOBKU
Harpy3ku ansa naketos FCoE.
HacTtpownka pexuma | (JononHutensHO) Mcnonb3ayetca Ans HaCTPOMKU pexnma eMKOCTH
emkoctn LAG arpermpoBaHHOro nopra.
aggregateport cLAGacity | HactpanBaeTr  pexum €MKOCTH
mode arperMpoBaHHOro nopTta B pexume
rnobanbHOM KOHUrypaumm.
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HacTtpownka (dononHutenbHo) Mcnonbayetca Ans HaACTPOMKM NopTa yYaCcTHUKA
npeanoyvTuTesibHoro arpermpoBaHHOro nopta B Ka4yecTtBe npearnovYTuTeribHoro rnopTa.

rnoprta y4yactHuka LAG

aggregateport primary-port | Hactpaueaet MopT-y4aCTHUK
arpermpoBaHHOro rnopTta B KayecTtBe
npeanoYTuTEenbLHOro nopTa.

HacTtponka aggregateport minimum | HactpanBaeTt MWHUMarbHOE
MWHUMANbLHOro member KONM4ecTBO NOpPTOB-y4aCTHUKOB
Konuyecrtea NOpPTOB- LACP LAG.

yneHoB LACP LAG

3.3.1 HacTpouka ctatnyeckux noptoB LAG

CueHapuu

X/
L X4

X/
L X4

X/
L X4

HacTponTe HecKosnbko om3nyeckux MOpTOB B KayecTBe MNopToB-ydacTHUKoB LAG
AN arperMpoBaHns KaHarnoB CBA3W.

Monoca nponyckavnsa (Bandwidth) kaHana arperauun paBHa CyMme MpPOMyCKHON
CNOCOBHOCTU KaHaroOB-y4aCTHUKOB.

Mpn oTcoeauHeHWM KaHana-yyacTHMKa Harpy3ka Ha KaHan, aBTOMaTuyecKu
pacrnpegenseTca Ha gpyrme (pyHKUMOHMPYOLWKNE KaHanbl-y4aCTHUKN.

MpumeyaHunn

X/
L X4

X/
L X4

B arpervpoBaHHbI NOPT MOXHO A06aBUTbL TONbKO hrnandeckme nopTobl.

MopTbl pasnuyHbIX TUMOB CpPen U PEXMMOB He MOryT OblTb A0BaBneHbl B OAUH U
TOT Xe nopT LAG.

MopTbl 2-ro ypoBHS MOXHO 4006aBnsATb TONbKO B NOPT LAG 2-ro ypoBHS, a NopTbl 3-
ro ypoBHS — TOSIbKO B NOPT LAG 3-ro ypoBHSA. HacTponkn 2-ro 1 3-ro ypoBHSA nopta
LAG, cogepxallero nopTbl-y4aCcTHUKU, UIBMEHUTb HENb3A.

Mocne nob6aesnenus nopta B nopT LAG HacTtpoiiku nopta 3aMeHaATCs atpubytamm
nopta LAG.

Mocne yoaneHnsa nopta 13 nopta LAG HacTtpourku nopTa BoCcCTaHaBMBalOTCA.

© TMocne pobaeneHus nopta B nopt LAG HacTpoiku nopTa cornacyttcs ¢ aTpubytamu

nopta LAG. lNoaTtomy He criegyeT BbINOSIHATbL HACTPOWKY MOPTOB-yyYacTHMKOB LAG unu
NPUMEHATL KOHGUIrypaumo K onpegeneHHoMy nopTy-ydacTHUKy LAG. OgHako HekoTopble
KoHGurypauum (komaHgbl shutdown m no shutdown) MOXHO HacTpouTb Ha nopTax-
yyacTHukax LAG. lMpn ucnonb3oBaHUM MOPTOB-y4YacTHUMKOB LAG npoBepbTe, MOXeT nn
YHKLMS, KOTOPYO HEOBXOAMMO HACTPOUTL, MOBANATL HA KOHKPETHbINA NOPT-y4acTHUK LAG
W BbIMOMHUTE 3TY HACTPOWKY NPaBUIBHO.

JTtanbl KOHdUrypauum

Cospgante arpermpoBaHHbin nopT Ethernet

X/
°

X/
°

Obg3aTenbHo.
BbinonHUTE 3Ty HACTPOMKY Ha YCTPOWCTBE C NOAAEPKKON arpernpoBaHHOro nopra.

KomaHpa interface aggregateport LAG-number
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OnucaHue LAG-number: YkasbiBaeT HOMEpP arpermpoBaHHOro nopTa.

napameTtpa

YcTtaHOBKMU Mo ymonyaHuio arperMpoBaHHbIf MOPT HE CO34aH.

no

yMoOn4yaHuio

Pexum Pexnm rnobanbHon KoHurypaumm

KOMaHAbI

BcTtpoeHHaa | YUtobbl co3gaTtb arpervpoBaHHbii nopT Ethernet, 3anyctute komaHay

noackaska interfaces aggregateport B pexvme rnobanbHon KoHdurypaumn. Ytobbl
yOanuTb yKasaHHbIA arperpoBaHHbIv nopT Ethernet, BbinonHUTEe kKOMaHOy
no interfaces aggregateport LAG-number B pexume rnobansHom
KOHourypaumm.

{ 3anyctute komaHgy port-group, 4TobObl [00aBUTL (PU3NYECKMIA MOPT B CTATUYECKUNA
arpernpoBaHHbLIM MOPT B peXmMe KoHdurypaumm uHtepdenca. Ecnn arpernpoBaHHbIN
nopT He cywecTByeT, OH ByaeT co3aaH aBTOMaTUYECKN.

{ 3anyctute komaHgy port-group mode, 4Tobbl goGaBuTb uanveckun nopt B LACP
arperMpoBaHHbI NOPT B pexunme KoHurypaumm uHTepdenca. Ecnn arpermpoBaHHbIv
nopT He cywecTByeT, OH ByaeT co3aaH aBTOMaTUYECKN.

O OyHkumsa LAG pomkHa ObiTb HacTpoeHa Ha ycTponcTBax Ha obomx KOHUax KaHana, u
pexum LAG gormkeH 6biTb ognHakoBbiM (cTatndeckun LAG unu LACP LAG).

HacTtpolika ctatuyeckux noptoB-yvyacTHukoB LAG

< Obg3aTernbHo.

®,

+» BblnonHute Ty HaCTpOIZKy Ha yCTp0I7ICTBe C no,u,uep»(l(oﬁ arpermposaHHOro noprta.

KomaHpa port-group LAG-number

OnucaHwue port-group LAG-number: Yka3blBaeT HOMep arpermpoBaHHoOro nopTa.

napameTpa

YcTtaHOBKMU Mo ymonyaHuto noptel He pfobaeBneHbl B nobon  cTaTnveckui

no arpervmpoBaHHbIv MopT.

YMOM4YaHuo

Pexum Pexunm koHdurypauumn nHtepdenca ykaszaHHoro nopta Ethernet

KOMaHAbI

BcTtpoeHHas | YTobObl 0oGaBUTbL MOPTbI-yYaCTHUKM B arpermpoBaHHbIN MOPT, 3anycTute

noackaska KOMaHgy port-group B pexume KoHdurypaumm wuHTepdenca. Ytobbl
yOoanuTb NOpTbl-y4acTHUKN U3 arpernpoBaHHOro nopra, 3anyctute KomaHay
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Nno port-group B pexmme KOHUrypaumm nHtepgenca.

CraTtunyeckne NopPTbI-y4aCTHUKHN LAG, HaCTpPOEHHbIE Ha yCTpOVICTBaX Ha obounx KOHLUaXx
KaHana, gOMmKHbl ObiTb cornacoBaHHbIMMN.

MNMocne Bbixoda nopTa-y4yacTHUKA M3 arperMpoBaHHOMO NMopTa HacTPOMKM NopTa-y4acTHUKA
BOCCTaHaBMMBAIOTCA NO yMonyaHutoo. PasnunyHble yHKLMM cornacyloTcst C HacTporkaMm
MO YMOMN4YaHWIO MOPTOB-YYAaCTHWKOB MO-pa3HoOMy. PekomeHayeTcs npoBepsitTb U
noaTBepX4aTb HACTPOWKM MopTa Mocre Bbixoda NopTa yvyacTHMKa M3 arperMpoBaHHOro
nopra.

Mocne Bbixoga nopTta yyacTHuka M3 LAG nopT OTKMAYaeTcsa C MOMOLbI  KOMaHAbl
shutdown, 4Tobbl u3bexatb netenb. Mocne nNoaTBepXOeHWs NPaBUbHOCTX TOMOOMUK
3anyctute komaHgy no shutdown B pexume KoHdurypauum nHtepdgenca, 4Tobbl cCHoBa
BKITOUYUTB NOPT.

MpeobpasoBaHue LAG 2-ro ypoBHsi B LAG 3-ro ypOBHS

*
L X4
X/

L X4

X/
L X4

OnuwnoHanbHo.

Ecnn Tpebyetca BKNIOUNTL MapLipyTM3aumio 3-ro0 ypoBHA Ha nopTy LAG,
Hanpumep, AnA HacTpouku |P-agpecoB unu 3anvcen crTaTUyeckux MapLupyToB,
npeobpasynte nopt LAG 2-ro ypoBHA B nopT LAG 3-ro ypoBHS W BKIHOUUTE
MapLipyTusauuio Ha nopty LAG 3-ro ypoBHs.

BbinonHuTe 3Ty HacTpomky Ha yctponctBax ¢ LAG, KoTopble nogaepXusaroT
PYHKUMM 2-T0 U 3-TO YPOBHA, TakMe KaKk KOMMyTaTopbl 3-f0 YpPOBHA WU
KOHTponnepbl 6ecnposoaHoro goctyna (AC).

KomaHpa no switchport

OnucaHue HepocTtynHo

napameTpa

YcTtaHOBKMU Mo ymonyanuto noptel LAG asnstotca noptamu LAG 2-ro ypoBHS.

no

yMoOn4yaHuio

Pexum Pexnm koHdurypauumn nHtepderica ykaszaHHoro nopta LAG
KOMaHAbI

BctpoeHHaas | dyHkuma LAG 3-ro ypoBHS MOAOEPXMBAETCA TOMbKO YCTpoOMCTBaMu 3-ro
noackaska YPOBHS.

& Tlopt LAG, co3gaHHbI Ha YCTpONCTBE 3-r0 YPOBHS, HE NoaaepXMBatoLLeM PYHKLUMIO 2-T0

ypoBH4, aBnsaetca noptoM LAG 3-ro ypoBHA. B npotuBHoM cnyyae nopT LAG aBndeTtca
noptom LAG 2-ro ypoBHH.

CospaHune cybuHTepdenca arpermpoaHHoro nopta Ethernet

X/
°

OnuwvoHanbHo.
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X/

“ Ha yctpowncTtBe, nogaepxuBatowemM KoHdurypaumio cybuHTepdenca, sanyctute
komaHagy interface  aggregateport  sub-LAG-number, 4t0b6bI  CcO3gaTb
cybuHTepdeiic.

« BbINosHUTEe 3Ty HACTpPOMKy Ha ycTpouctBax C LAG, KoTopble nogaepxuvBatoT

PYHKUUKN 2-TO U 3-TO YPOBHS, Taknue Kak KoMMyTaTopbl 3-ro YPOBHS.

KomaHpa interface aggregateport sub-LAG-number

OnucaHue sub-LAG-number: YkasbiBaeT Homep cybmnHtepdgenca LAG.

napameTtpa

YcTtaHOBKMU Mo ymonyaHuio cybmHTepdencel He co3aatoTcA.

no

yMOS4YaHuro

Pexum Pexum kKoHdurypaumm nHtepdenca ykasaHHoro nopta LAG

KOMaHAblI

BcTtpoeHHasa | [lepen cosgaHvem cybuHTepdpenca Heobxoammo npeobpasoBaTb MacTep
noackaska nopT LAG B nNopT 3-ro ypoBHS.

NMpoBepka KoHcUrypaumm

s 3anyctute show run ansa otobpaxeHus KoHurypaumn.
s 3anyctute komaHgy show aggregateport summary, 4T0OGbI OTOGpPa3nUTL
KOHourypaumio LAG.

KomaHpa show aggregateport aggregate-port-number [ load-balance | summary |
OnucaHwue aggregate-port-number: Yka3sbiBaeT HOMep arpermpoBaHHoOro nopTa.
napameTpa

load-balance: OtobpaxaeT anropntm 6anaHCMPOBKM Harpy3Kku.
summary: OTobpaxaeT CBOAKY MO KaXX4oMy KaHarny.

Pexum JTrobon pexnm
KOMaHAbl

BcTpoeHHasn MHpopmauma obo Bcex noptax LAG oTobpaxkaeTcs, ecnm He ykazaH HOMep
noackaska nopta LAG.

QTECH# show aggregateport 1 summary

AggregatePort MaxPorts SwitchPort Mode Load balance
Ports
Agl 8 Enabled ACCESS dst-mac
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Gi0/2
Mpumep KoHDUrypaumm
HacTtponka cTtaTnyecknx arpermpoBaHHbIX nopToB Ethernet
CLleHapI/IFI Gigabitethemet1/1 Gigabitethemet2/1
N3o6paxeHn = =
e 3-2 @

Gigabitethemet1/2 Gigabitethemet2/2
Switch A Switch B
dTanbl s [obaebTe noptbl GigabitEthernet 1/1 wn GigabitEthernet 1/2 Ha
KOHcpurypaum kommyTartope A B ctatudecku nopt LAG 3.
] s [obaebTe noptbl GigabitEthernet 2/1 wn GigabitEthernet 2/2 Ha
kommyTaTope B B ctatnyecknn nopt LAG 3.

KommyTaTop SwitchA# configure terminal
A SwitchA (config) # interface range GigabitEthernet 1/1-2

SwitchA (config-if-range)# port-group 3
KOMMYTaTOp SwitchB# configure terminal
B SwitchB(config)# interface range GigabitEthernet 2/1-2

SwitchB (config-if-range)# port-group 3
MNpoBepka % 3anyctute komaHgy show aggregateport summary, 4To6bl NPOBEPUTD,
KOoHcurypaum conepxut nm nopt LAG 3 noptbl-yyactHuku GigabitEthernet 1/1 u
] GigabitEthernet 1/2.
KommyTaTop SwitchA# show aggregateport summary
A AggregatePort MaxPorts SwitchPort Mode Ports

Ag3 8 Enabled ACCESS Gil/1,Gil/2
KOMMYTaTOp SwitchB# show aggregateport summary
B AggregatePort MaxPorts SwitchPort Mode Ports
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Ag3 8 Enabled ACCESS Gi2/1,Gi2/2

3.3.2 HacTpowuka arpermpoBaHHbIx noptoB LACP

CueHapuu

+ [logkntoveHHble yCTpOVICTBa BbIMOJTHAIOT aBTOMaTU4Ye€CKOE CorflacoBaHne 4epes

LACP ansa peanusauun guHamMunyeckoro arpermpoBaHuns KaHasrnos CBA3W.
+ [lonoca nponyckaHuna (Bandwidth) kaHana arperauuMmM paBHa CymMMe MpPOMYCKHOM
CnocobHOCTN KaHanoB-y4aCTHUKOB.

X/

3 |_|pl/l oTcoeaAnHeHnn KaHana-ydYaCTHMKa Harpy3ka Ha KaHarn, aBTOMaTU4eCKU

pacnpenendeTtca Ha gpyrue (*)yHKLI,VIOHI/IpyIOLLI,I/Ie KaHalbl-y4aCTHUKN.

X/

s LACP Tpebyetca 90 cek. ansa obHapyxeHus cbosi KaHana B pexume ¢ 6onbLumm

BpeMEeHEM OXNOaHUA U 3 cek. B pexnme C KOpOTKMM BpEMEHEM OXUOaHUA.

MpumeyaHunn

*

YMOSYaHUIo.

+ [lNocne Bbixoga nopta 3 LACP LAG MOXHO BOCCTaHOBUTb HaCTPOMKW nopTta no

PasnuyHble yHKUMM COrnacyTcss ¢ HacTpoMKaMmn no yMOSYaHuIo

NOPTOB-Y4aCTHUKOB MO-pa3HOMYy. PekomeHayeTcss npoBepATb W MOATBEpXKAaTb
HaCTPOWMKM NopTa nocrne Bbixoda nopTa-yyactHuka ns LACP LAG.

s WameHeHne npuoputeTa nopta-yyactHunka LACP MoxeT npmBeCTM K TOMY, 4TO
Apyrve nopTbl-y4aCTHUKM ByayT AesarpernpoBaHbl U arpermpoBaHbl CHOBA.

ATanbl KOHdUrypaumm

HacTpouka noptoB-y4acTtHukoB LACP.

% ObsasaTenbHo.
% BbInonHuTe 3Ty HacTponky Ha ycTponcTee ¢ nogaepxkon LACP.

KomaHpa port-group key-number mode { active | passive }

OnucaHwue Key-number: YkasbiBaeT K4 YMpaBfeHUsa arpermpoBaHHOro mnopra.

napameTtpa Opyrnmu cnosamu, ato Homep nopta LACP LAG. MakcumarnbHoe 3HaveHune
3aBUCUT OT KonnyecTea noptoB LAG, nogaepxmpaemMblX YCTPONUCTBOM.
active: YkasblBaeT, YTO NOPTbl aKTUBHO A06aBNAKTCA B AMHAMUYECKNA NOPT
LAG.
passive: YkasblBaeT, YTo nopTbl gobaBnawTcs B AnHammnyecknn nopt LAG
NaccuBHO.

YcTtaHOBKMU Mo ymonuyaHuio duaundeckne noptel He aobasnswTca B nodon nopt LACP

no LAG.

yMon4yaHuio

Pexum Pexum KoHdurypaumm nHtepdenca ykazaHHOro (ousmyeckoro noprta

KOMaHAbl
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BcTtpoeHHaas | OTa KOMaHga MCMONb3yeTCa B pexumme KOoHurypauumn uHtepdenca ans
noackaska pobaeneHnst nopToB-y4acTHMKoB B nopT LACP LAG.

& Moptbl-yyactHukn LACP, HacTpoeHHble Ha 060MX KOHUax kaHamna, [OOfmkHbl ObiTb
COrnacoBaHHbIMMU.

HacTpouka pexnma oxngaHusa ang noptos-ydactHukos LACP
< OnumoHanbHo.

s Ecnun TpebyeTtca BbINONHUTL OBHapyxeHue cbos kaHana B pearibHOM BPEMEHW,
HaACTPOMTE PeXMM KOpOTKoro BpemeHun oxunganus. LACP Ttpebyetcsa 90 cek. ansa
obHapyxeHnsa cbosi kaHana B pexunme ¢ 0onbLUIMM BpEMEHEM OXMOaHUA U 3 Cek. B
pexumMe ¢ KOPOTKMM BPEMEHEM OXMAAHMS.

R/

% BbinonHuTe 3Ty HacTpomky Ha ycTponctBax ¢ nogaepxkon LACP, Takux Kak

KOMMYyTaTOopbI.
KomaHpa lacp short-timeout
OnucaHue HepocTtynHo
napameTpa
YcTaHoBKMU Mo ymonyaHuio pexum oxuaaHus ana noptoB-yyacTHUkoB LACP umeet
no 3HayeHue ¢ 6oNbLINM BPpEMEHEM 3a4EPXKKMN.
yMoOn4aHuio
Pexum Pexnm koHdurypauumn nitepderica
KOMaHAbI
BcTtpoeHHasa | Pexum oxngaHus noaaepxmBaeTcs TONbKO hmnanyecknmMmm noptamu.
noAckaska UToGbl BOCCTAHOBWTL HACTPOMKU MO YMOMYaHWMIO, 3anycTuTe KoMaHgy no
lacp short-timeout B pexume KoHUrypauum nHtepderica.

MpoBepka kKoHUrypaumm

s 3anyctute show run ansa otobpaxeHus KoHpurypaumn.
% 3anyctute komaHgy show lacp summary, 4tobbl 0TO6Pa3nTL COCTOAHNE KaHana

LACP.
KomaHpa show lacp summary [ key-number ]
OnucaHue key-name: YkasbiBaeT Homep nopta LACP LAG.
napameTtpa
Pexum JTrobon pexnm
KOMaHAbI
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BcTpoeHHas
noackaska

MHdpopmauna o6o scex noptax LACP LAG oTobpaxaeTcs, ecnu He ykasaH
napameTp key-name.

QTECH (config) # show lacp summary 3

System Id:32768, 00d0.£f8fb.0002

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device 1is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port
Port Flags State Priority Key Number State
Gi0/1 SA bndl 4096 0x3 0x1 0x3d
Gi0/2 SA bndl 4096 0x3 0x2 0x3d
Gi0/3 SA bndl 4096 0x3 0x3 0x3d
Partner information:

LACP port Oper Port Port
Port Flags Priority Dev 1ID Key Number
State
Gi0/1 SA 61440 00d0.£800.0001 0x3 0x1 0x3d
Gi0/2 SA 61440 00d0.£800.0001 0x3 0x2 0x3d
Gi0/3 SA 61440 00d0.£800.0001 0x3 0x3 0x3d

Mpumep KoHdUrypaumm

KoHpurypuposaHne LACP

CueHapun
Gigabitathernet1/1 Gigabitetharneat2/1
N3o6paxeHu
e 3-3 1 = ’ H = ’
Gigabitethernet1/2 Gigabitethemet2/2
MAAC: D0dD.fE00.0001 MAAC: 00dD.fR00.0002
System priority: 4086 System priority:G1440
Switch A Switch B
Aranbl % Ha kommyTatope A yctaHoBute npuoputeT cuctembl LACP Ha 4096.
KOHcuUrypaum < Bknouute OuHammn4yeckoe arperMpoBaHME KaHanoB CBSA3WM Ha noprtax
] GigabitEthernet1/1 n GigabitEthernet1/2 kommyTtatopa A u pobaBbTe
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noptel B LACP LAG 3.

% Ha kommyTatope B ycraHoBute npuoputet cuctemol LACP Ha 61440.

< Bknouute guHammnuveckoe arperMpoBaHME KaHanoB CBA3WM Ha noprtax
GigabitEthernet2/1 n GigabitEthernet2/2 kommytaTtopa B n pobaBbTe
noptel B LACP LAG 3.

KommyTaTop SwitchA# configure terminal
A SwitchA (config)# interface range GigabitEthernet 1/1-2
SwitchA (config-if-range) # port-group 3 mode active
SwitchA (config-if-range)# end
KommyTaTop SwitchB# configure terminal
B SwitchB (config) # interface range GigabitEthernet 2/1-2
SwitchB (config-if-range) # port-group 3 mode active
SwitchB (config-if-range)# end
MpoBepka s 3anyctute komaHgy show lacp summary 3, 4T0GbLI NpPOBEPUTD,
KOHcuUrypaum coaepxut nu nopt LACP LAG 3 nopTbl-y4acTHukn GigabitEthernet2/1 un
] GigabitEthernet2/2.
KommyTaTop SwitchA# show LACP summary 3
A System Id:32768, 00d0.£8fb.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:
Local information:
LACP port Oper Port Port
Port Flags State Priority Key Number
State
Gil/1 SA bndl 32768 0x3 Ox1
0x3d
Gil/2 SA bndl 32768 0x3 0x2
0x3d
Partner information:

LACP port Oper Port Port
Port Flags Priority Dev ID Key Number State
Gi2/1 SA 32768 00d0.£800.0002 0x3 0x1 0x3d
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Gi2/2 SA 32768 00d0.£800.0002 0x3 0x2 0x3d

KOMMyTaTOp SwitchB# show LACP summary 3
B System Id:32768, 00d0.£f8fb.0002
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number
State

Gi2/1 SA bndl 32768 0x3 0x1
0x3d

Gi2/2 SA bndl 32768 0x3 0x2
0x3d

Partner information:

LACP port Oper Port Port
Port Flags Priority Dev ID Key Number State
Gil/1 SA 32768 00d0.£800.0001 0x3 0x1 0x3d
Gil/2 SA 32768 00d0.£800.0001 0x3 0x2 0x3d

3.3.3 BknroyeHue LinkTrap
CueHapuu

Bkntounte cuctemy c LinkTrap ana otnpaBku coobweHun LinkTrap npu nameHeHun
KaHanoB arperauuu.

ATanbl KOHUrypaumm
Bkrnitowenue LinkTrap gns nopta LAG

X/

+»» OnuuoHanbHo.

« Bkniouute LinkTrap B pexume KoHurypauum wuHTepdenca. 1o ymonyaHuio
LinkTrap BkntoyeH. CoobuweHna LinkTrap oTnpaBnawTca npu M3MEeHeHUn
COCTOSIHUSA KaHana unu npu U3MEeHEeHUM COCTOSAHUSA NPOTOKOra arperMpoBaHHOro
nopTa.

¢ BbinonHuTe 3Ty HACTpPOKKy Ha yCcTpoucTee ¢ nogaepxkom LAG.

KomaHpa snmp Trap link-status
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OnucaHue HepoctynHo

napameTpa

YcTaHoBKMU Mo ymonyaHwuio LinkTrap BKITOYeH.

no

yMoOn4yaHuio

Pexum Pexum kKoHdurypaummn nHtepdenca ykasaHHoro nopta LAG

KOMaHAbI

BcTtpoeHHasa | Vicnonb3ynTte 3Ty KOMaHay B pexume KoHdwurypauuu mHtepdenca, 4Tobbl
noackaska BkNounTb LinkTrap gns ykasaHHoro nopTta LAG. [locne BknioYeHUs

LinkTrap coobuieHus LinkTrap oTnpaBnsatoTcs NpU M3MEHEHUM COCTOSHUS
coeanHeHns nopta LAG. B npoTtuBHOM cnydae coobuieHus LinkTrap He
otnpasnsoTca. Mo ymonyanuto LinkTrap BknoyeH. YToObl OTKNHOYNTL
LinkTrap ansa nopta LAG, BbinonHuTe kKomaHay no snmp Trap link-status B
pexnmMme KoHUrypaummn nHtepgenca.

LinkTrap He MoxeT ObiTb BKMOYEH ANs ONpenerieHHOro noprta-yvyacTHuKa
LAG. Ytobbl Bknountb LinkTrap gnst Bcex nopToB-ydacTHUMKOB LAG,
3anyctute aggregateport member linkTrap B pexume rnobanbHon
KOHpurypaumn.

BkntoyeHnue LinkTrap gnst noptoB-y4acTHUKoB LAG

«»» OnumoHanbHoO.

®,

+« [o ymonyanwuto LinkTrap oTKNoYeH Ang nopToB-y4acTHUKoB LAG.

+« BbINOMHUTE 39Ty HACTPOMKY Ha yCTpoucTBe ¢ nogaepxkon LAG.

KomaHpga aggregateport member linkTrap

OnucaHue HepocTtynHo

napameTpa

YcTtaHOBKMU Mo ymonyanuto LinkTrap oTkno4eH ans noptoB-ydacTHukos LAG.

no

yMoOn4yaHuio

Pexum Pexnm rnmobansHon KoHpurypaumm

KOMaHAbI

BcTtpoeHHasa | Vicnonb3ynTte 3Ty KOMaHAy B pexume rrnobanbHon KOHurypaumm, 4Tobbl

noackaska BkMounUTb LinkTrap gns Bcex noptoB yyacTHukoB LAG. [No ymonyaHuio
coobuweHuns LinkTrap He oTnpaBnstoTCa NPU U3BMEHEHUN COCTOSIHUS KaHanoB
nopToB-y4dacTHMkoB LAG. YTobbl oTknmounTb LinkTrap ana Bcex nopToB-
yyacTHukoB LAG, 3anyctute komaHay no aggregateport member linkTrap
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B pexume rnobanbHOn KoHMrypaumm.

lNMpoBepka KoHcUrypaumm

< 3anyctute show run anga otobpaxeHus KoHpurypaumn.
% [locne BknoyeHus LinkTrap aTy dyHKUMIO MOXHO OTCriexusaTb Ha nopTax LAG unu
NX NOpTax-ydacTHMKaxX C NOMOLLbIO NporpaMMHOro obecneveHnsa ans ureHuns MIB.

Mpumep KoHDUrypaumm

BkntodeHue LinkTrap gna noptos-yvyacTHukoB LAG

CueHapuu

N3o6paxeHum
e 34

Gigabitethernet1/1 Gigabitethernetd

Gigabitethernet1/2
Switch A

Gigabitethernet/2

Switch B

dTtanbl

KOHduUrypaum
]

[obasbTe nopTbl GigabitEthernet 1/1 1/2 Ha
KommyTaTope A B ctatudeckun nopt LAG 3.
Hob6aebTe nopTtbl GigabitEthernet 2/1
kommyTaTope B B ctatnyeckun nopt LAG 3.
Ha kommyTtatope A otkntounte LinkTrap gns nopta LAG 3 u Bknouute
LinkTrap ansa ero BxoasiLmx nopTos.

Ha kommyTtatope B otkntounte LinkTrap gns nopta LAG 3 u Bknouute

LinkTrap anga noptoB-y4yacTtHukoB LAG.

n GigabitEthernet

n GigabitEthernet 2/2 Ha

KommyTatop
A

SwitchA# configure terminal

SwitchA (config) # interface range GigabitEthernet 1/1-2

SwitchA (config-if-range)# port-group 3

SwitchA (config-if-range)# exit

SwitchA (config)# aggregateport member linkTrap

SwitchA (config)# interface Aggregateport 3

SwitchA (config-if-AggregatePort 3)# no snmp Trap link-status

KommyTatop
B

SwitchB# configure terminal

SwitchB (config) # interface range GigabitEthernet 2/1-2

SwitchB (config-if-range)# port-group 3

SwitchB (config-if-range)# exit

SwitchB (config)# aggregateport member linkTrap

SwitchB (config)# interface Aggregateport 3

SwitchB (config-if-AggregatePort 3)# no snmp Trap link-status

lNMpoBepka

X/
°e

3anyctute komaHay show run, 4ToGbl NPOBEPUTb, BKIOYEHA 1N
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KOHcpurypaum dyHKuma LinkTrap ansa nopta LAG 3 1 ero nopToB-y4aCTHUKOB.
u
KommyTaTop SwitchA# show run | include AggregatePort 3
A Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp Trap link-status

SwitchA# show run | include AggregatePort

aggregateport member linkTrap
KommyTaTop SwitchB# show run | include AggregatePort 3
B Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp Trap link-status

SwitchB# show run | include AggregatePort

aggregateport member linkTrap

3.3.4 HacTpouka pexuma 6anaHCUPOBKU Harpy3ku

CueHapun

Cuctema pacnpefensieT BxogsdlWMe nakeTbl Mexay KaHanamu-yyacTHuKamum C
NMOMOLLbID yKa3aHHOro anroputMa ©OanaHcMpoBKM Harpysku. [lOTOK nakeToB C
cornacoBaHHOW pyHKUMEN nepenaeTcs OLHUM KaHanoM-y4YacTHMKOM, a pasfnyHble
NMOTOKWN NakeToB paBHOMEPHO pacnpenensTcs No KaHanam-y4yacTHUKam. YCTPOMCTBO,
BKIMIOYEHHOE C yrnydlleHHOW 6GanaHCMpOBKOW Harpysku, cHadana onpegenser Tun
nepefaBaeMbIX NakeToB W BbIMNOMHAET GanaHCMPOBKY Harpy3ku Ha OCHOBE yKa3aHHbIX
nonen B naketax. Hanpumep, nopt LAG BbinonHseT 6anaHCUMpPOBKY HarpyskM Ha
ocHoBe |IP-agpeca MCTOYHMKA ANA nakeToB, cogepXallmx NOCTOSAHHO U3MEHSLWMIACA
IPv4-agpec UCTOYHMKA.

dTtanbl KOHUrypauum

HacTtpovika rmobanbHoro anropntma 6anaHcMpoBkn Harpysku nopta LAG

% (QononHuTtenbHo) BbiNnonHUTe 3Ty HACTPOWKY, ecnn HeobXoaAMMO ONTUMU3NPOBAaTL
GanaHCMpPOBKY Harpysku.
BbinonHuTe 3Ty HACTPOUKY Ha yCTpoUcTBe € noaaepxkon LAG.

X/
°

KomaHpa aggregateport load-balance { dst-mac | src-mac | src-dst-mac | dst-ip |
src-ip | src-dst-ip | enhanced profile profile-name }

OnucaHue dst-mac: YkasbiBaeT, 4YTO Harpyska pacnpegensetrca Ha ocHoBe MAC-

napameTtpa a[pecoB Ha3Ha4YeHWsi BXOAALLNX NaKETOB.
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src-mac: YkasblBaeT, YTO Harpyska pacnpegensietca Ha ocHoBe MAC-
a[lpecoB MCTOYHMKA BXOOSALLMX NAKETOB.

src-dst-ip: YkasblBaeT, 4YTO Harpyska pacnpegensietcs Ha ocHose IP-
afipecoB UCTOYHMKA U Ha3HaA4YeHNs BXOOALWMNX NAKETOB.

dst-ip: YKasbiBaeT, 4YTO Harpyska pacnpegensietcss Ha ocHoBe IP-agpecoB
Ha3Ha4YeHUsa BXOASLLMX NAKeTOB.

src-ip: YkasblBaeT, YTO Harpyska pacnpegensietca Ha ocHoBe |P-agpecos
MCTOYHMKA BXOAALLMX NaKETOB.

src-dst-mac: YkasblBaeT, 4TO Harpyska pacnpegendercsa Ha ocHoBe MAC-
a4pecoB UCTOYHMKA M HA3HAYEHNS BXOOALMX NAKETOB.

enhanced profile profile-name: YkasbiBaeT nmsa npoduns pacLiMpeHHON
GanaHCMpPOBKN HArpy3Kku.

YcTtaHOBKMU BanaHcupoBka Harpy3km MoxeT OblTb oOcHoBaHa Ha MAC-agpecax
no MCTOYHMKA N Ha3HayeHus1 (NPUMEHUMO K KoMmMmyTaTtopam) unu |IP-agpecax
YMOJYaHUK | UCTOYHUKA N Ha3HayYeHns (NPUMEHUMO K LUS03aMm).

Pexum Pexum rnmobanbHon KoHurypaumm

KOMaHAblI

BctpoeHHas | UToObl BOCCTAHOBUTb HACTPOMKM MO  YMOJSIYAHWUIO, 3anyctute no
noackaska aggregateport load-balance B pexume rnobanbHON KOHGUTrypauuu.

B pexume koHurypaumm wuHTepdenca nopta LAG Ha ycTpoucTeax,
KOTOpble nogaepXxunsatoT 6anaHCMPOBKY Harpy3kM Ha onpenerieHHOM nopTe
LAG, MOXHO BbINOMHUTL KOMaHAy aggregateport load-balance. MNpuopurtet
MMeeT HaCTpoKKa B pexnme KoHdurypaumm nHtepgenca. Ytobbl oTKIOYUTD
anroputMm 6anaHCUpPOBKU Harpysku, BbIMOMHUTE KOMaHAy NO aggregateport
load-balance B pexume koHdurypauum uHtepdenca nopta LAG. lNocne
9TOro BCTynaeT B CUNy anroputMm 6anaHCMpoBKM Harpysku, HaCTPOEHHbIN B
pexume rrnobanbHOn KOHUrypaumn.

{ B pexume koHurypauum nHtepdernca nopta LAG Ha yCcTponcTBax, KOTopble
nogaepxueatoT GanaHCUMpPOBKY Harpy3ku Ha onpegeneHHom nopte LAG, MOXHO
BbIMOMHUTL KOMaHAy aggregateport load-balance.

CosgaHne npocuns paclumpeHHon 6anaHCUpOBKN Harpy3ku

s Ecnun BbIOpaH pexum pacluMpeHHOn OGanaHCMpPOBKM Harpyskn, Heobxogmmo
HacCTpPoUTb NPOUNb paclunpeHHon 6anaHCMpoBKN Harpy3ku. B npoTnBHOM cny4vae
He yaacTca ycTaHoBUTb BanaHcMpoBKy Harpy3ku LAG Ha paclumpeHHyto. B gpyrmnx
cnyyasx KoHdurypaums sSBrseTca JONONHUTENBLHON.
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% OTa KOHGWUrypauusi BbINOMHSIETCA Ha  YCTPOWCTBAX, NOAAEPXKUBAMOLLMX
ynyJlleHHyo GanaHCUpOBKY Harpysku, Hanpumep, Ha KoMMyTaTopax arperauum u
koMMyTaTopax siapa.

KomaHpa load-balance-profile profile-name

OnucaHue profile-name: YkasbiBaeT ums npodunsi, KOTOpoe MoXeT cogepxatb 0o 31
napameTtpa cumBona.

YcTtaHOBKMU Mpodunb paclumpeHHon 6anaHCUPOBKN Harpy3kn He CyLLeCcTBYyeT.

no

yMOS4YaHuro

Pexum Pexnm rmobanbHon KoHurypaumm

KOMaHAblI

BctpoeHHaa | Ytobbl ypganutb npodunb ©GanaHCMpPOBKM Harpy3km MO YMOSYaHUIo,
noackaska 3anyctute komaHgy default load-balance-profile profile-name B pexume
rnodanbHOM KOHUrypaumn.

Utobbl cosgatb ums npoduns, 3anyctute load-balance-profile profile-
name B pexume rrnobdanbHon koHdurypaumu. lNpu ycnewHom co3gaHum
COXPaHSTCA HAaCTPOMKM NPOUNSA NO YMOSTHaHUIO.

MobanbHO nogaepuBaeTcsa TONMbKO OAWH npodunb. Ons oTobpaxeHus
npocuns paclumpeHHon 6anaHCMpPOBKM Harpysku BbINONHUTE KOMaHAOy
show load-balance-profile.

HacTpoiika pexnma 6anaHCMpPOBKM MNakeTHOW Harpyskn 2-ro ypoBHS

¢ (JononHuTenbHO) BbINONMHUTE 3Ty HACTPOKKY, YTOOLI 3a4aTb PEXUM BanaHCMPOBKU
NakeTHOW Harpy3ku 2-ro ypoBHS.

s OTa KOHwUrypauusi  BbINOMHAETCA Ha  YCTPOWCTBAX, NOAOEPXMUBAOLLNX
ynyJdleHHy0 6anaHCUpPOBKY Harpysku, Hanpumep, Ha KOMMyTaTopax arperauum u
KOMMyTaTopax sapa.

Komanpa 12 field {[ src-mac ] [ dst-mac ] [ I2-protocol ] [vlan] [ src-port] }
OnucaHue src-mac: YkasblBaeT, 4YTO Harpy3ka pacnpegenserca Ha ocHose MAC-
napameTpa agpecoB MCTOYHMKA BXOASALWMNX NAKETOB 2-T0 YPOBHS.

dst-mac: YkasbiBaeT, 4TO Harpyska pacnpegensietca Ha ocHoBe MAC-
aQpecoB HasHayYeHNs BXOOALUMX NAKEeTOB 2-T0 YPOBHS.

|2-protocol: YkasbiBaeT, 4TO Harpyska pacnpenensieTcs Ha OCHOBE TUMOB
NMPOTOKOMOB 2-T0 YPOBHS BXOASALLNX NaKeTOB 2-r0 YPOBHS.

vlan: YkasblBaeT, 4TO Harpyska pacnpegenserca Ha  OCHOBe
noeHtudpukatopoB VLAN BxoasLmMx nakeToB 2-ro ypoBHS.
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src-port: YkasbiBaeT, YTo Harpyska pacnpenensieTcs Ha OCHoBe naHenbHOro
nopTa Ans BXOASLWMNX NaKkeToB 2-r0 YPOBHS.

YcTaHOBKMU Mo ymonyaHuo Ons NakeToB 2-r0  YPOBHSA  UCMONb3YETCA  PEXUM
no GanaHcMpOoBKKM Harpyskm src-mac, dst-mac m vlan.

YMOJT4aHUIO

Pexum Pexum KoHdurypaumm npocpuns

KOMaHAblI

BcTtpoeHHaa | YTobbl BOCCTaHOBUTL HAcTPOWMKM NO yMon4yaHuio, 3anyctute no 12 field B
noackaska pexnme KoHdurypaumm npocunsi.

HacTpolika pexnma 6anaHCMpoBKM NakeTHOW Harpy3ku IPv4

X/
o

OnuwnoHanbHo.

BbinonHMTe 3Ty HACTpPOWKy, 4TOOblI 3agaTb pexum 6anaHCUPOBKM MNaKETHOW
Harpysku IPv4.

s OTa KOH(urypaums  BbINOSMHAETCA Ha  YCTPOMCTBaX, MOAAEPXKUBAIOLLMX
pacLuMpeHHyto 6anaHCUpOBKY Harpysku, Hanpumep, Ha KOMMyTaTopax arperauum u
KOMMyTaTopax sapa.

X3

*

KomaHpga ipv4 field { [ src-ip ] [ dst-ip ] [ protocol ] [ |4-src-port ] [ 14-dst-port ] [
vlan ][ src-port ]}

OnucaHwue src-ip: YkasblBaeT, YTO Harpyska pacnpegensietca Ha ocHoBe |P-agpecos

napameTtpa NCTOYHUKOB BXOAsLWMX nakeToB IPv4.

dst-ip: YkasbiBaeT, 4YTO Harpyska pacnpegensercs Ha ocHoBe |IP-agpecos
HasHa4vyeHun Bxoasawmx naketos IPv4.

protocol: YkasblBaeT, 4YTO Harpyska pacnpefensercd Ha OCHOBe TUMNoB
NPOTOKONOB BXOAALLMX NakeToB IPv4.

|4-src-port: YkasblBaeT, YTO Harpyska pacnpegenserca Ha OCHOBE HOMepPOB
NOPTOB UCTOYHUKOB 4-r0 YPOBHS BXOAALLMX nakeTos IPv4.

|4-dst-port: YkasbiBaeT, 4TO Harpyska pacnpegernsieTcqd Ha OCHOBE HOMepPOB
NOpPTOB Ha3HayYeHUn 4-ro ypoBHA BXoOALLMX nNakeToB IPv4.

vlan: YkasbiBaeT, 4TO Harpyska pacnpegensietca Ha  OCHoBe
noeHtndpukatopos VLAN Bxogsawmx naketos |IPv4.

src-port: YkasblBaeT, 4YTO Harpyska pacnpenensieTtca Ha OCHoBe mnopTa
naHenu onsi BXxogsawmx naketos IPv4.

YcTtaHOBKMU Mo ymonuyanuio gns naketoB IPv4 wncnonb3yetca pexum 6anaHCUpoBKU
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no Harpysku src-ip n dst-ip.

yMOS4YaHuo

Pexum Pexum KoHdurypaummn npocpuns

KOMaHAblI

BcTtpoeHHas | YTo6Gbl BOCCTAaHOBUTb HAaCTPOMKM MO YMOMYaHuio, 3anyctuTte no ipv4 field B
noackaska pexume KoHurypaumm npodunsi.

HacTtpovika pexmma 6anaHcupoBKkM NakeTHOW Harpy3sku IPv6

X/
L X4

X/
L X4

BbinonHute

OnuwnoHanbHo.

3Ty HacCTpoWKy, 4TOoObl 3agaTb pexuM 6GanaHCMpOBKM NaKeTHOWN

Harpy3sku IPv6.

X/
L X4

BblinonHMTE 9Ty HACTPOWKYy Ha YCTPOWCTBax, noadepxuearowmx OanaHcMpoBKy

nakeTHom Harpysku IPv6, Takux kak KOMMYTAaTOpPbI arperaunn 1 KOMMyTaTopbl 44pa.

KomaHpga ipv6 field { [ dst-ip ] [ protocol ] [ 14-src-port ] [ |4-dst-port ] [ vlan ] [ src-
port]}
OnucaHune dst-ip: YkasblBaeT, YTO Harpyska pacnpegensietcs Ha ocHoBe IP-agpecoB
napameTpa HasHa4vyeHun Bxoasawmx naketos IPv6.
protocol: YkasblBaeT, 4YTO Harpyska pacnpefensercd Ha OCHOBe TUMNoB
NPOTOKONOB BXOAALLMX NakeToB IPv6.
|4-src-port: YkasbiBaeT, 4TO Harpyska pacnpeensieTca Ha OCHOBe HOMepPOB
NOPTOB UCTOYHMKOB 4-ro YPOBHSA BXOAALWMX nakeTos |IPv6.
|4-dst-port: YkasbiBaeT, YTO Harpyska pacnpegenserca Ha OCHOBE HOMEPOB
NOPTOB Ha3Ha4YeHUn 4-ro ypoBHS BXOAALWMX nakeTos IPV6.
vlan: YkasblBaeT, 4TO Harpyska pacnpegenserca Ha  OCHOBe
noeHTudgukatopos VLAN Bxogsuwmx naketoB IPv6.
src-port: YkasblBaeT, 4YTO 3arpyska pacnpegensietcs B COOTBETCTBUMM C
HOMepamun NOPTOB UCTOYHMKOB BXOAALLMX NakeTos IPV6.
YcTtaHOBKMU Mo ymonuyaHnuio gns naketoB IPv6 wncnonb3yetca pexum 6anaHCUpoBKU
no Harpysku src-ip n dst-ip.
yMoOn4yaHuio
Pexum Pexum kKoHdurypaumnm npocuns
KOMaHAbI
BcTtpoeHHaa | YTobbl BOCCTAHOBUTbL HACTPOWMKM NO yMOnYaHuto, 3anyctute no ipv6 field B
noackaska pexnme KoHdurypaumm npocpuns.
. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBoacTBo nonb3oBaTtens
3. KoHpurypupoBaHue arpermpoBaHHOro noprta 102

HacTtpovika pexxuma 6anaHcupoBkM nakeTHom Harpyskn MPLS

«» OnumoHanbHo.

+ BblinonHute

Ty HaCTpOIZKy, YTOObI YKa3aTb pPEeXM 6aJ'IaHCI/IpOBKI/I nakeTHoOM

Harpy3ku MPLS.

«» BbInonHute Ty HaCTpOIZKy Ha yCTpOVICTBaX, nogaepXxmBaroLmnx 6anchv|pOBKy

nakeTHon Harpyskm MPLS, Takmx kak KOMMyTaTopbl arperauum M KOMMyTaTopbl

agpa.

KomaHpa mpls field { [ top-label ] [ 2nd-label ] [3rd-label] [ src-ip ] [ dst-ip ][ vlan ] [
src-port ] [src-mac] [dst-mac] [protocol] [|4-src-port] [I4-dst-port] [I2-
etype] }

OnucaHue src-ip: YkasblBaeT, YTO Harpyska pacnpegensietca Ha ocHoBe |P-agpecos

napameTtpa NCTOYHUKOB BXoaswmx naketos MPLS.
dst-ip: YkasblBaeT, 4YTO Harpyska pacnpegensietcs Ha ocHoBe IP-agpecoB
Ha3HavYeHun Bxoasawmx naketos MPLS.
top-label: YkasbiBaeT, 4TO Harpy3ka pacnpegensieTcsi Ha OCHOBE BEPXHUX
MeTOK BxoasaLmx naketos MPLS.
2nd-label: YkasbiBaeT, 4To Harpyska pacnpegensieTcsi Ha OCHOBE BTOPOW
MeTKM BxoasaLwmx naketos MPLS.
3rd-label: YkasbiBaeT, 4TO Harpyska pacnpeaensieTcsi Ha OCHOBE TpeTben
MeTKu Bxoasawmx naketos MPLS.
vlan: YkasbiBaeT, 4TO Harpy3ka pacnpegenserca Ha  OCHOBe
noeHTngukatopos VLAN Bxogauwmx naketos MPLS.
src-port: YkasbiBaeT, YTO Harpy3ka pacnpegensieTcd Ha OCHOBE HOMEPOB
NopTOB NCTOYHMKOB BXoasALmx naketos MPLS.
src-mac: YkasblBaeT, YTO Harpys3ka pacnpegensetrcsa Ha ocHoBe MAC-
apecoB UCTOYHMKOB BxoadAwwmx naketos MPLS.
dst-mac: YkasblBaeT, 4YTO Harpyska pacnpegensercd Ha ocHoBe MAC-
agpecoB HasHayeHun Bxoasawmx naketos MPLS.
protocol: YkasbiBaeT, 4YTO Harpy3ka pacnpeiensieTcd Ha OCHOBE TWUMOB
NPOTOKONOB BXxoaswmx naketos MPLS.
|4-src-port: YkasblBaeT, YTO Harpyska pacnpegensdeTca Ha OCHOBE HOMEPOB
NOPTOB UCTOYHUKOB 4-r0 ypoBHSA BXoasLwwmx naketos MPLS.
|4-dst-port: YkasbiBaeT, 4TO Harpyska pacnpefernsieTca Ha OCHOBE HOMepPOB
NOPTOB Ha3Ha4YeHUn 4-ro ypoBHs Bxoadwwmx naketos MPLS.
|2-etype: YkasblBaeT, 4TO Harpyska pacnpefensietcd Ha OCHOBE TUMOB
Ethernet naketoB MPLS.

YcTtaHOBKMU Mo ymonyaHnuio ana naketoB MPLS ucnonb3yetcsa pexunm HanaHCupoBKu

no Harpysku top-label n 2nd-label.
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yMO4YaHuro

Pexum Pexnm KoHdurypauumn npoduns

KOMaHAbI

BcTtpoeHHaa | YTobObl BOCCTaHOBUTb HACTPOMKW MO YMOSMYaHWIO, 3anycTuTe KoOMaHgy no
noackaska mpls field B pexxume kKoHpurypaumm npocpunsi.

& Anroputm GanaHcupoBku Harpy3kum MPLS pencteyetr Tonbko ans naketoB VPN 3-ro
ypoBHA MPLS.

HacTponka pexvnma 6anaHcMpoBKM nNakeTHoW Harpyskm TRILL

0

X3

*

BbinonHute

«» OnumnoHanbHo.

3Ty HacTpoKKy, 4Tobbl ykasaTb pexum OGanaHCMpOBKM MaKETHOM

Harpysku TRILL.

< BblnonHuTe 3Ty HACTPOWKY HaA YCTPOMCTBAX, NoagepxmBarolmx OGanaHCUpoBKY

nakeTHon Harpysks TRILL, TakMx kak KOMMyTaTopbl arperauum M KOMMyTaTopbl

agpa.

KomaHpa trill field { [vlan] [src-ip] [dst-ip ] [src-port] [src-mac] [dst-mac] [I4-src-
port] [14-dst-port] [I2-etype] [protocol] [ing-nick] [egr-nick] }

OnucaHue vlan:  YkasblBaeT, 4TO Harpyska pacnpefensieTtcs Ha  OCHOBe

napameTpa noeHtndpukatopoB VLAN Bxoaswmx naketos TRILL.
src-ip: YkasblBaeT, YTO Harpyska pacnpenensietca Ha ocHose |P-agpecos
NCTOYHMKOB Bxoasawmx naketos TRILL.
dst-ip: YkasbiBaeT, 4UTO Harpys3ka pacnpegensderca Ha ocHoBe |P-agpecoB
HasHavyeHun Bxoasawmx naketos TRILL.
src-port: Tpadmk pacnpegensieTcss B COOTBETCTBUM C HOMepamu MNOpTOB-
MCTOYHUKOB BXxoaawmx naketos TRILL.
src-mac: YkKasblBaeT, 4YTO Harpyska pacnpegensercd Ha ocHoBe MAC-
aapecoB UCTOYHUKOB BXxoasLwmx naketos TRILL.
dst-mac: YkasbiBaeT, 4TO Harpy3ka pacnpegensietca Ha ocHoBe MAC-
agpecoB HasHayeHun Bxoaawmx naketos TRILL.
|4-src-port: YkasbiBaeT, 4TO Harpyska pacrnpegensercs Ha OCHOBE HOMEPOB
NOPTOB UCTOYHUKOB 4-ro YpOoBHSA BXoasAwWwmx naketos TRILL.
|4-dst-port: YkasbiBaeT, 4TO Harpyska pacrnpegensercd Ha OCHOBE HOMEPOB
NopTOB HasHayeHun 4-ro ypoBHA Bxoaawmx naketos TRILL.
|2-etype: YkasblBaeT, 4YTO Harpyska pacrnpefensercd Ha OCHOBE TUMOB
Ethernet nakeTtoB TRILL.
protocol: YkasblBaeT, 4YTO Harpyska pacnpefensercd Ha OCHOBE TUMOB
npoToKonoB Bxoasawmx naketos TRILL.
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Ing-nick: YkasblBaeT, YTO Harpyska pacnpenensercs Ha OCHOBE BXOOALLUX
HasBaHu Rbridge naketoB TRILL.

egr-nick: YkasblBaeT, YTO Harpy3ka pacnpefensietcsd Ha OCHOBE HOMepOB
NopTOB NCTOYHMKOB BXoaALmx naketoB TRILL.

YcTtaHOBKMU Mo ymonuyaHnmio ansa naketoB TRILL mcnonb3yetca pexunm GanaHCUpOBKU
no Harpysku src-mac, dst-mac u vlan.

yMOS4YaHuro

Pexum Pexnm KoHdurypauumn npodounsi

KOMaHAblI

BcTtpoeHHas | YUToObl BOCCTAaHOBUTbL HACTPOMKM MO YMONYaHWIO, 3anyCcTuTe KOMaHgy Nno
noackaska trill field B pexxume KoHpurypaumm npopuns.

& Motokn TpaH3anTHbIX NakeToB TRILL RBridge c6anaHcupoBaHbl N0 crieayoLwmm
nonsam: ing-nick, egr-nick, src-mac, dst-mac, vlan un [2-etype.

@ Motokm umcxopsawmx naketoB TRILL RBridge c6anaHcuMpoBaHbl Ha OCHOBE
cnegyowmx nonemn:

MakeTbl 2-ro ypoBHS: src-mac, dst-mac, vian n 12-protocol.
MakeTbl 3-ro ypoBHs: src-ip, dst-ip, |4-src-port, |4-dst-port, protocol u vian.

{ TMNons src-port n dst-port MoxHO ucnonb3oBaTb AN GanaHCMPOBKU BCEX
NMOTOKOB TPaH3UTHbIX M ucxogawmx naketos TRILL Transit RBridge n TRILL
Egress RBridge.

HacTpoika pexunma 6anaHcMpoBky nakeTHon Harpy3sku FCoE

« BblnonHute

«»» OnumoHanbHoO.

3Ty HacCTpoWKy, 4TOObl ykaszaTb PeXuM OGanaHCMPOBKM Harpysku

naketoB FCoE.

+«» BbinonHute Ty HaCTpOIZKy Ha yCTpOIZCTBaX, nogaepXxmearoLmnx 6anchv|pOBKy

naketHon Harpy3km FCOE, Takux kak KOMMyTaTopbl arperaumm u KOMMyTaTopbl

agpa.
KomaHpa fcoe field {[vlan] [src-port] [src-id] [dst-id] [rx-id] [ox-id] [fabric-id]}
OnucaHue vlan: YkasblBaeT, 4TO Harpys3ka pacnpegenserca Ha  OCHOBe
napameTtpa noeHtndpukatopoB VLAN Bxoaswmx naketoB FCoE.
src-port: YkasblBaeT, YTO Harpy3ka pacnpefensieTcd Ha OCHOBE HOMEpPOB
NOpTOB UCTOYHUKOB Bxoaswmx naketoB FCoE.
src-id: YkasblBaeT, 4TO Harpyska pacnpegensietcs Ha  OCHOBe
noeHTngrkaTopos nctouHMkoB naketos FCoE.
dst-id: YkasblBaeT, 4TO Harpy3ka pacrnpegensetca Ha  OCHOBe
noeHTndrkaTopoB HasHavyeHu naketoB FCoE.
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rx-id:  YkasblBaeT, 4TO Harpyska pacnpegensderca Ha  OCHOBe
noeHtndpumkatopoB Responder Exchange naketos FCoOE.

ox-id: YkasblBaeT, 4TO Harpyska pacnpegensietca Ha  OCHOBe
noeHtudpukatopos Originator Exchange ons naketos FCoE.

fabric-id: VYkasbiBaeT, 4TO Harpyska pacnpegensderca Ha OCHOBe
noeHtudpukatopoB ceTtun Fibre Channel ana naketos FCoE.

YcTtaHOBKMU Mo ymonuanuio gns naketoB FCOE wmcnonbayetca pexum GanaHCUpoBKM
no Harpysku src-id, dst-id n ox-id.

yMOS4YaHuro

Pexum Pexum KoHdurypaummn npopuns

KOMaHAbI

BcTtpoeHHas | YUToObl BOCCTAaHOBUTbL HACTPOMKM MO YMOSNYaHWIO, 3anycTuTe KomMaHgy no
noackaska fcoe field B pexnme koHUrypauum npodunsi.

NMpoBepka KoHcUrypaumm

s 3anyctute show run ansa otobpaxeHus KoHUrypaumn.

*

« 3anyctute show aggregateport load-balance, 4To6bl 0TOBPa3nTL KOHGUrypauuo

GanaHcMpoBKM Harpy3kn. Ecnm  ycTponcTtBo nopadepxmBaeT  KOHQUrypauuro
GanaHCMpOBKM Harpys3ku Ha onpegeneHHoM nopte LAG, 3anyctute komaHgy show
aggregateport summary, 4tobbl 0TOB6pa3nTb KOHUrypaumio.

< 3anyctute show load-balance-profile gna otobpaxeHus npocuna pacluMpeHHon

GanaHCcMpOBKM HarpysKku.

KomaHpa show aggregateport aggregate-port-number [ load-balance | summary |
OnucaHue aggregate-port-number: Yka3sbiBaeT HOMep arpermpoBaHHoOro nopTa.
pdPaMCeaRa load-balance: OTo6paxaeT anroputM 6anaHcUpoBKY Harpy3Ku.
summary: OTtobpaxaeT CBOAKY NO KaXKAoMy KaHany.
Pexum JTrobon pexnm
KOMaHAbl
BcTpoeHHasn MHpopmauna obo Bcex noptax LAG oTobpaxkaeTcs, ecnm He ykazaH HOMep
noackKaska nopta LAG.
QTECH# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance
Ports
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Agl 8 Enabled ACCESS dst-mac
Gi0/2

KomaHpa show load-balance-profile [ profile-name ]

OnucaHue profile-name: YkasbiBaeT uma npocpuns.

napameTtpa

Pexum JTrobon pexnm

KOMaHAblI

BcTtpoeHHaa | OtobpaxaloTca BCEe paclUMpPEHHble Npodunn, ecnvm Homep npodunst He
noackaska yKasaH.

QTECH# show load-balance-profile module0
Load-balance-profile: moduleO

Packet Hash Field:

IPv4: src-ip dst-ip

IPv6: src-ip dst-ip

L2 : src-mac dst-mac vlan

MPLS: top-labe 12nd-label

Mpumep KoHDUrypaumm

HacTpoiika pexnma 6anaHCMpOBKM Harpy3ku

CueHapun

U3o6paxeHue 3-5

Gigabitethernet 1 Gigabitethernet2N
Gigabitethernet1/2 GigabitethernetZ/2
Switch A Switch B

JTtanbl % [HobasbTe noptbl GigabitEthernet 1/1 u GigabitEthernet 1/2 Ha
KOHcuUrypaum KommyTaTope A B ctaTudecknin nopt LAG 3.
" s [obaebTe noptbl GigabitEthernet 2/1 wn GigabitEthernet 2/2 Ha
kommyTaTope B B ctatudeckum nopt LAG 3.
% Ha kommyTaTtope A HacTponTe BGanaHCcMpOBKY Harpy3ku Ha ocHoBe MAC-
agpeca wuctodHmka ans nopta LAG 3 B pexume rnobanbHom
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KOHpurypaumn.
% Ha kommyTatope B HacTponTe BGanaHCcMpoBKy Harpy3ku Ha ocHoBe MAC-
agpeca HasHadyeHuns ana nopta LAG 3 B pexume rnobanbHoun
KOHdourypaumm.
KommyTaTop SwitchA# configure terminal
A SwitchA (config)# interface range GigabitEthernet 1/1-2
SwitchA (config-if-range)# port-group 3
SwitchA (config-if-range)# exit
SwitchA (config)# aggregateport load-balance src-mac
KommyTaTop SwitchB# configure terminal
B SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB (config-if-range)# port-group 3
SwitchB (config-if-range)# exit
SwitchB (config)# aggregateport load-balance dst-mac
MNpoBepka « 3anyctute show aggregateport load-balance, 4T0ObI OTOOpaA3UTL
KoHcurypaum KOHUrypaumo anropmtma 6anaHcMpoBKN Harpysku.
n
KommyTaTop SwitchA# show aggregatePort load-balance
A Load-balance Source MAC
KommyTaTop SwitchB# show aggregatePort load-balance
B Load-balance Destination MAC

3.3.5 HacTpouka pexuma emkoctn LAG

CueHapun

X/
°

N3meHnTe MakcMmanbHOEe KONnM4ecTBO HacTpanmBaeMblX arpernpoBaHHbIX MNMOPTOB

(LAG) 1 makcmarbHOe KONMYeCcTBO NOPTOB-y4aCTHUKOB B Kaxkgom nopte LAG.

MpumeyaHunsn

s Cuctema nmeet pexumm emkoctn nopta LAG no ymondaHuto. MOXHO 3anycTuTb
show aggregateport cLAGacity, 4ToGbl 0TO6Pa3NTb TEKYLLNIA PEXNUM EMKOCTMU.

X/
°

Ecnn Tekywas koHdurypauuss (MakcumarnbHoe KonmyecTBo noptoB LAG wnu

KONMMYeCTBO MOPTOB-y4aCTHUKOB B Kaxaom nopTte LAG) npeBbillaeT €MKOCTb,

KOTOPYHO HeoBXOAMMO HacTpOuUTb,

Heyga4YHoW.

KOHUrypaums pexuma emkoctn Oyaet
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JTanbl KOHUrypaumm

HacTtponka pexuma emkoctn nopta LAG

< (dononHutenbHo) YTOObI M3MEHUTb eMKocTb nopTta LAG, BbINOMAHUTE AaHHYHO
HaCTPOWKY.

+« BbINOfHUTE [OaHHYI HACTPOWKY Ha YCTPOMCTBaX, NOALEPKMBAKOLLNX WU3MEHeHue
eMkocTu nopta LAG, Hanpumep, Ha KOMMyTaTtopax YpPOBHS sapa.

KomaHpa aggregateport cLAGacity mode cLAGacity-mode

OnucaHue cLAGacity-mode: Yka3biBaeT pexumM eMKOCTMU.

napameTpa

YcTtaHOBKMU Mo ymonyaHuio pexummbl eMkocTu rnopta LAG pasnuyarotcs B 3aBUCUMOCTHU
no OT yctponucTtBa. Hanpumep, 256 x 16 o3HayaeT, 4YTO YCTPOUCTBO uMeeT

YMOMYaHuto Makcumym 256 noptoB LAG 1 16 NnopTOB-y4aCTHMKOB B Kaxgom rnopte LAG.

Pexum Pexnm rnobansHon KoHpurypaumm
KOMaHAblI

BcTtpoeHHaa | Cuctema npenocTaBnaeT HECKONbKO PEXMMOB €MKOCTU ANnd YCTPOWUCTB,
noackaska nogaepXuBarmLmnX pexmm emKocTu. YTobbl BOCCTAHOBUTH HACTPOMKK MO
yMOM4YaHuIo, BbINONHUTE KOMaHAy no aggregateport cLAGacity mode B
pexume rrnobanbHOM KOHUrypaumn.

lNMpoBepka KoHcUrypaumm
< 3anyctute komaHgy show run ans otobpakeHus KoHUrypauuu.

« 3anyctute komaHay show aggregateport cLAGacity, 4To6bl 0TOOpa3nTb TEKYLLMIA
PEXUM 1 Ucnosnb3oBaHne emkocTn LAG.

KomaHpa show aggregateport cLAGacity
OnucaHue HepocTtynHo

napameTtpa

Pexum JTrobon pexnm

KOMaHAblI

BcTpoeHHas | HepocTynHo
noackKaska

QTECH# show aggregateport cLAGacity
AggregatePort CLAGacity Information:
Configuration CLAGacity Mode: 128*16.
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Effective CLAGacity Mode 256*8.

Available CLAGacity 128*8.

Total Number: 128, Used: 1, Available: 127.
Mpumep KoHDUrypaumm
Hactpowka pexuma emkoctn nopta LAG
CueHapuu
I/I306pa>|<e|-w| Gigabitethernet1./1 Gigabitethernet2/1
e 3-6 |— —

Gigabitethernat1/2 Gigabitethernet2/2
Switch A Switch B
dTanbl s [obaebTe noptbl GigabitEthernet 1/1 wn GigabitEthernet 1/2 Ha
KOHcpurypaum kommyTartope A B ctatudecku nopt LAG 3.
] s [obaebTe noptbl GigabitEthernet 2/1 wn GigabitEthernet 2/2 Ha
kommyTaTope B B ctatnyeckun nopt LAG 3.

« Ha kommyTaTtope A HacTpounTe pexmum emkocT nopta LAG 128x128.

+ Ha kommyTaTtope B HacTpounTe pexum emkocTn nopta LAG 256x64.
KOMMYTaTOp SwitchA# configure terminal
A SwitchA (config) # interface range GigabitEthernet 1/1-2

SwitchA (config-if-range)# port-group 3

SwitchA (config-if-range)# exit

SwitchA (config)# aggregateport cLAGacity mode 128*128
KOMMYTaTOp SwitchB# configure terminal
B SwitchB (config)# interface range GigabitEthernet 2/1-2

SwitchB (config-if-range)# port-group 3

SwitchB (config-if-range)# exit

SwitchB (config)# aggregateport cLAGacity mode 256*64
Mposepka « 3anyctute show aggregateport cLAGacity, 4T0Obl NpOBEPUTH
KOoHdurypaum KOHQoUrypaumio pexxuma eMmkoctn nopta LAG.
n
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KommyTaTop SwitchA# show aggregatePort cLAGacity

A AggregatePort CLAGacity Information:
Configuration CLAGacity Mode: 128%*128.
Effective CLAGacity Mode : 128*%128.
Available CLAGacity Mode : 128*128.

Total Number : 128, Used: 1, Available: 127.

KommyTaTop SwitchB# show aggregatePort cLAGacity

B AggregatePort CLAGacity Information:
Configuration CLAGacity Mode: 256*64.
Effective CLAGacity Mode : 256*%64.
Available CLAGacity Mode : 256*%64.

Total Number : 256, Used: 1, Available: 255.

3.3.6 HacTtpounka npegnoyTuTEnbLHOro nopra-ydyactHmka LAG
CueHapuu

¢ HacTpounte nopT y4yacTHMKa B KayecTBe NpeanodTuTenbHOro nopta-ydyactHuka LAG.
s [lNocne HacTpovkuM nNpeanoyTUTENbHOrO MopTa-ydacTHUKa NakeTbl ynpasnswowen
VLAN Ha nopty LAG nepecbinaroTca JaHHbIM MOPTOM.

MpumeyaHunsn

®,

s lMopgpobHee o HacTpovike ynpasnswowen VLAN cm. B pasgene Hacmpotka MAC.

« [nsa ogHoro nopta LAG MOXHO HacTpouUTb TONMbKO OAWMH NpeanoYTUTENbHbIA NOPT-
YyYaCTHUK.

s Ecnun nocne HacTpomkm nopta-yyactHmka LACP LAG B kayectBe

npegnoyTuTEnbHOro nopta-yyactHuka LAG npoucxogut cbon cornacosaHus LACP

Ha Bcex nopTtax-ydyactkax LAG, npeanoytutenbHbln MOPT aBTOMaTUYECKn

NMOHWXKaETCHA OO CTaTU4EeCKoro nopTa-yyactHuka LAG.

Atanbl KOHdUrypaumm
HacTtpovika npegnovtuTenbHOro nopta-ydactHuka LAG

% (QdononHuTenbHO) BbINONHMUTE 3Ty HAaCTPOKKY, YTOObI yKa3aTb NOPT yyacTHuKa LAG,
BblaeneHHbIn ans nepecoiniku naketos VLAN ynpasneHus.

s KoHdurypaums npumeHuma K [OBYXCUCTEMHbIM cepBepaM. HacTtpouTe nopr,
NOLKMNIOYEHHbIN K CETEBOM MHTEPdENCHOM NaTe ynpasreHus cepBepa, B KadecTse
npeanoYTUTENBLHOrO nNopra-yyactHuka LAG.

KomaHpa aggregateport primary-port
OnucaHue HepocTynHo
napameTtpa
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YcTtaHoBKMU Mo ymonyaHuio nopT-yyacTHUk LAG He aBnsaeTcsa npeanoyTUTenbHbIM.
no

yMon4aHuio

Pexum Pexum koHdurypaumm nHtepdenca nopra-ydactHuka LAG

KOMaHAbI

BcTpoeHHas | HepocTynHo
noackaska

lNMpoBepka KoHcUrypaumm

« 3anyctute komaHay show run ans otobpaxkeHus KoHdUrypauuu.

« 3anyctute show interface aggregateport ana otobpaxeHna npegnodYTUTENbHOro

noprta-y4yactHuka LAG.

KomaHpa show interface aggregateport LAG-num

OnucaHue LAG-num: Yka3blBaeT HOMEp arpernpoBaHHOro nopra.
napameTpa

Pexum JTrobon pexnm

KOMaHAbI

BcTtpoeHHas | HegoctynHo
noackaska

Aggregate Port Informations:

Aggregate Number: 11

Members: (count=2)

GigabitEthernet 0/1
bndl

GigabitEthernet 0/2
bndl

QTECH# show interface aggregateport 11

Name: "AggregatePort 11"

Primary Port: GigabitEthernet 0/1
Link Status:

Link Status:

Lacp Status:

Lacp Status:

Mpumep KoHdUrypaumm

HacTpouka npeanoytuTensHOro nopra-yv4actHuka LAG
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CueHapuu NIC 1 Gigabitethemnet1/1
N3o6paxeHun i =
e3-7 v
Gigabitethernet1/2
Sarer SwitchA Remate Server
dranbl < Bknounte LACP gns noptoB GigabitEthernet 1/1 un GigabitEthernet 1/2
KOHcuUrypaum Ha kommyTaTope A n gobasbTe nopthl B LACP LAG 3.
" % Hactpounte nopt GigabitEthernet 1/1 Ha kommyTatope A B Ka4decTBe
npegnoyYTuTesibHOro nopTa.
+» Hactpounte VLAN 10 Ha kommyTaTope A B kayecTtBe VLAN ynpasneHus.
KommyTaTop SwitchA# configure terminal
A SwitchA (config) # interface range GigabitEthernet 1/1-2
SwitchA (config-if-range)# port-group 3 mode active
SwitchA (config-if-range)# exit
SwitchA (config) # interface gigabitEthernet 1/1
SwitchA (config-if-GigabitEthernet 1/1) aggregateport primary-port
SwitchA (config-if-GigabitEthernet 1/1)# exit
SwitchA (config)# aggregateport-admin vlan 10
SwitchA (config)# interface aggregateport 3
SwitchA (config-if-Aggregateport 3)# switchport mode trunk
SwitchA (config-if-Aggregateport 3)#
MpoBepka s 3anyctute komaHgy show run, 4ToGbI NpoOBEPUTH, AENCTBYET 1K
KOHdpurypaum KOHdUrypaums.
" « 3anyctute komangy show interface aggregateport gns otobpaxeHus
npeanoyYTuTesIbHOro NnopTa-y4acTtHMKa LAG.
KOMMYTaTOp SwitchA# show run | include GigabitEthernet 1/1
A Building configuration...
Current configuration: 54 bytes
interface GigabitEthernet 1/1
aggregateport primary-port
portgroup 3 mode active
SwitchA# show interface aggregateport 3
Aggregate Port Informations:
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Aggregate Number: 3

Name: "AggregatePort 3"

Members: (count=2)

Primary Port: GigabitEthernet 1/1

GigabitEthernet 1/1 Link Status: Up Lacp Status:
bndl

GigabitEthernet 1/2 Link Status: Up Lacp Status:
bndl

3.3.7 HacTtporka MMHUManbHOro KonnyecTtea noproB-y4yactHukoB LACP LAG
CueHapuu

*

% [llocne HacTpovkn MuHUMansbHoro konunyectsa noptoB LACP LAG rpynna
arperaumv gencTeyeT TOMbKO B TOM Cryvae, ecrnv KOnmM4yecTBO NOpPTOB-Y4aCTHUKOB
npesbiaeT MUHUMarbHOE YUCIO.

MpumeyaHun

HepocTtynHo

ATanbl KOHUrypaumm

HacTporika MnHumManeHoro konnyecTtea nopTto-ydactHmMkoB LACP LAG

% (OQononHuTtenbHo) BbIiNnonHUTE 3Ty HACTPOWMKY, YTOObI YyKasaTb MWHUMAarbHOE
konuyecteo noptoB LACP LAG.

KomaHpga aggregateport minimum member number

OnucaHue number: YkasbiBaeT MUHMMASIbHOE KOSIMYECTBO MOPTOB-YYaCTHUKOB.
napameTpa

YcTtaHOBKMU Mo ymonyaHuio MMHUManNbHOE KONMYECTBO NOPTOB-Yy4aCTHUKOB paBHo 0.
no

yMoOn4YaHuio

Pexum Pexum koHdurypaumm nHtepdenca ykasaHHoro nopta LAG

KOMaHAbI

BcTpoeHHas | HepocTynHo

noackKaska

MpoBepka kKoHUrypaumm

% 3anyctute komaHay show run ans otobpaxeHns KoHUrypaumu.
% 3anyctute komaHay show interface aggregateport, 4Tobbl 0TOGpPa3NTb COCTOSAHUE
nopToB-y4yacTHUKOB LAG.
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KomaHpa show interface aggregateport LAG-num

OnucaHue LAG-num: YkasblBaeT HOMep arpernpoBaHHOro nopra.
napameTpa

Pexum JTrobon pexnm

KOMaHAblI

BcTpoeHHas | HepocTynHo

noackaska

QTECH# show interface aggregateport 3

Aggregate Port Informations:

Aggregate Number: 3

Name: "AggregatePort 3"

Members: (count=2)

GigabitEthernet 0/1 Link Status: Up Lacp Status:
bndl

GigabitEthernet 0/2 Link Status: Up Lacp Status:
bndl

Mpumep KoHDUrypaumm

HacTpolika MMHMManbHOro KonnyecTea nopToB-yyacTHkoB LACP LAG

CueHapuu
M306pa)l(eHVI Gigabitethermet1/1 Gigabitethernet2/1
e 3-8 — =
Gigabitethermat1/2 Gigabitethernet2/2
Switch & Switch B
drtanbl % Bknounte LACP ansa noptoB GigabitEthernet 1/1 n GigabitEthernet 1/2
KOHdpuUrypau Ha kommyTtaTtope A n gobasbTte nopthl B LACP LAG 3.
um % Bknounte LACP ansa noptoB GigabitEthernet 2/1 n GigabitEthernet 2/2
Ha kommyTaTtope B un gobasbTe nopthl B LACP LAG 3.
% Ha kommyTtatope A ycTaHOBUTE MWHUMArbHOE KONWYEeCTBO MOPTOB-
y4acTHukoB LAG 3 Ha 3.
KommyTaTop SwitchA# configure terminal
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A SwitchA (config)# interface range GigabitEthernet 1/1-2
SwitchA (config-if-range)# no switchport
SwitchA (config-if-range)# port-group 3 mode active
SwitchA (config-if-range)# exit
SwitchA (config)# interface aggregateport 3
SwitchA (config-if-Aggregateport 3)# aggregateport minimum member 2
KommyTaTop SwitchB# configure terminal
B SwitchB (config)# interface range GigabitEthernet 1/1-2
SwitchB (config-if-range)# no switchport
SwitchB (config-if-range) # port-group 3 mode active
SwitchB (config-if-range)# exit
SwitchB (config)# interface aggregateport 3
SwitchB (config-if-Aggregateport 3)# aggregateport minimum member 2
HpOBepKa X2 3aI'IyCTI/ITe KOMaHay show run, 4TOOBbI npoBepuTD, )J,eVICTByeT 1%
KOHdpurypad KOHUrypaums.
v % 3anyctute komaHgy show lacp summary, 4Tobbl 0TOOpPa3nTb COCTOsIHME
arpervpoBaHusa Kaxgoro nopra-yyactHuka LAG.
KOMMYTaTOp SwitchA# show LACP summary 3
A System Id:32768, 00d0.£f8fb.0001
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:
Local information:
LACP port Oper Port Port
Port Flags State Priority Key Number
State
Gil/1 SA bndl 32768 0x3 0x1
0x3d
Gil/2 SA bndl 32768 0x3 0x2
0x3d
Partner information:
LACP port Oper Port Port
Port Flags Priority Dev ID Key Number State
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Gi2/1 SA 32768 00d0.£800.0002 0x3 0x1 0x3d
Gi2/2 SA 32768 00d0.£800.0002  0x3 0x2 0x3d

3.4 MOHUTOPWUHT

OTobpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT koHdUrypaumto
npodgouns pacLUMpeHHON
GanaHCMpPOBKN Harpy3Kku.

show load-balance-profile [ profile-name ]

OtobpaxaeTt COCTOSIHUNE
arpermpoBaHus LACP.
Mo>xHo oTobpasnTb

MHpopMauno 06 ykazaHHOM
nopte LACP LAG, ykasaB
key-number.

show lacp summary [ key-numebr ]

OtobpaxaeT anroputm
CcBOAKM unu  H6anaHCUpoBKM
Harpysku nopta LAG.

show aggregateport [ LAG-number ] { load-balance |
summary }

OTobpaxaeT pexmm emMKoCTu
M MUCnonb3oBaHME nopTa
LAG.

show aggregateport cLAGacity

OTnaaka

/\ Tpu BbIBOAE OTNALOYHON

VIHCbOpMaLI,I/II/I NCNoJb3yrTCA pPecypCbl CUCTEMbI. |_|03TOMy,

OTKNK4YUTE OTNagKy cpasdy nocrie ncnonb3oBaHUA.

OnucaHue

KomaHaa

Otnapgka nopta LAG.

debug Ism LAG

Otnapgka LACP.

debug lacp { packet | event | database | ha | realtime | stm |
timer | all}
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4 HACTPOUKA KNACTEPA ECMP
4.1 O630p

Knactep ECMP (MHOXeCTBEHHbIV MyTb C paBHOW CTOMMOCTbIO) — 3TO TEXHOMNOrns Ans
BGanaHCUPOBKN HarpyskM nNpuv M3MEHeHWuM NyTW crnegylrowero nepexoda npoTokona
ECMP.

Knactep 6anaHcmMpoBKM Harpy3km B LleHTpe 06paboTkmn faHHbIX 0B6bIYHO CBA3bIBAETCH C
yctporctBoMm TOR (BepxHee ycTpoucTBo B cTounke) Yepe3 ECMP, a yctponctso TOR
pacnpegenseTr Tpaduk AaHHbIX cbanaHCMpOBaHHbIM 00Opa3oM MeXay yYacCTHUKaMu
knactepa 6anaHcupoBku Harpy3ku yepe3s ECMP.

Ecnn  mapwpyt ECMP cospgaetca wmexay yctpouctBom TOR wn  knactepom
GanaHCMpPOBKM HarpyskM NOCPeaCcTBOM MPOTOKOMA AMHAMUYECKOW MapLupyTusauumu,
NPOTOKONT  OMHAMUYECKOW  MapLlipyTusaumm no3BONsSeT MOBTOPHO  BbIMOMHATb
KOHBepreHuuio mapuipyTta npu cboe kaHana mapwpyta ECMP. Tpaduk oT ycTponctea
TOR Kk knactepy 6anaHCMpOBKM Harpys3kum nepepacnpeensercs, 4Tto Hapylwaet
NCXOOHOE COCTOsIHME ceaHca Y4YaCTHUKOB KrnacTtepa. B pesynbtate Bcemy knactepy
HeobXo4MMO BOCCTAHOBWUTb CeaHCbl, YTO MpuBeAEeT K MpepbiBaHUI HEKOTOPbIX
CeaHCoB.

Knactep ECMP nossonsieT npeofonieTb nepebanaHcMpoBKy Tpaduka, BbI3BaHHYHO
nameHeHnamm B konuyectse nyten ECMP. NMocne HacTponkn knactepa ECMP, ecnu
konuyectso nyten ECMP ymeHbLIalOTCA, TONbKO TpaduK, Ha HencnpaBHbIX KaHanax,
GanaHcuMpyeTcsl Ha akTUBHbIE KaHanbl, a WCXOOHbIN Tpadwuk, nepenaBaemMbli MO
aKTMBHbIM KaHanam, ocTtaetcs HeusMmeHHbIM. Ecnu konudectBo nyten ECMP
yBENMUMBAETCH, HEKOTOpbIN Tpaduk, nepefaBaemMblii MO aKTUBHbLIM  KaHanam,
pacrnpefenseTrcd no HOBbIM KaHanam.

Ecnun cneaytowmin nepexoq ECMP 4yBCTBUTENEH K CeaHCy, TO €CTb, €CNN BbIXOQHOE
YCTPOMCTBO CreaylLero nepexogoM Tpaduka sBRseTcAa TepMuHaniom (Hanpumep,
cepBep), pekomeHayetca knactep ECMP. Ecnn Bbixog cnegyrouwlero nepexoga
ABMSETCA NPOMEXYTOYHbIM CETEBbLIM Y3r10M, krnactep ECMP He NpuHOCUT BbIroAbl.

4.2 NMpumeHeHue

MpumeHeHue OnucaHue

[Mookno4yeHune knactepa | Yctponcteo TOR nogknoyeHo K cepBepy C ydeTOM ceaHca

6anaHcMpoBkK Harpysku | Yepe3 ECMP.
LVS k yctponciey TOR

yepe3 ECMP
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4.2.1 NMopknio4vyeHne Knactepa 6anaHcupoBku Harpy3km LVS k yctpouctesy TOR
yepe3 ECMP

CueHapun

Kak nokaszaHo Ha W3obpaxeHun 4-1, yctponctBo TOR noOOKMKOYEHO K KnacTtepy
BGanaHcMpOoBKKN Harpy3ku BupTyanbHoro cepsepa Linux (LVS) yepes ECMP.

N3obpaxeHne 4-1 BsaumocBsasb Mexay yctpouctBom TOR um  knactepom
6anaHcupoBku Harpy3ku LVS yepes ECMP

g - g

A B c

Mpn cboe coeguHeHna wmexagy yctponctBom A u  yctponctBom C  Tpadwmk
nepecbinaeTcs, Kak nokazaHo Ha MN3obpaxxeHun 4-2.

N3obpaxxeHune 4-2 MNepecbinka Tpaduka
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33% + 175%

33% + 179%
’ \

« & ¥

Mpumeyanne: A — ato kommytatop TOR, a B, C m D — yyacTHuKM KknacTepa
GanaHCMpOBKM HarpysKku.

OnucaHue

®,

< 3anyctute npotokon Open Shortest Path First (OSPF) mexay yctponctesom TOR u
yyacTHMKaMu  kractepa  6anaHCMpOBKM  Harpy3kM, 4ToObl  peanusoBaTb
MapLUpyTU3aLMNI0 C MHOXXECTBEHHbLIMU NMYTSMMU.

s Bkmounte knactep ECMP Ha yctponctee TOR.

4.3 PyHKUUMU
Ba3oBble KoHUuenuuun

MapuwpyTtunsauna ECMP

CyuiecTByeT HECKONbKO MapLUpPYyTOB K crnegylouwemMy nepexogy, HanpaBreHHOMY Ha
ceTb HasHauyeHusi, Hanpumep, IP-agpec cetn HasHaveHus — 192.168.0.0/24, wn IP-
agpeca MapLipyTU3aTopoB K crnegytowemy nepexogy — 1.1.1.1,2.2.2.2 n 3.3.3.3.

0O630p

PyHKLUMA OnucaHwue

Knactep ECMP | lNpu n3MeHeHun cnepgytowiero nepexoga mMapwpyta ECMP Heobxogumo
nogoepxmeaTtb 0GanaHCMPOBKY Harpy3kM M paBHOMEPHO pacnpenensitb
TpaduK, nepegaBaemMbi MO HEUCMNPABHbLIM KaHanam, Ha Apyrve akTUBHbIE
KaHarnbl, COXpaHAd npuv 3STOM UCXOOHbIM Tpaduk, nepegaBaemMbln
aKTUBHbIMM KaHanamm, HEM3MEHHbIM.

@QTECH | wreonn
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MpuHUKMN paboTbl

CoxpaHsaeT Moaynb XeLw-gyHKUMN, UCMOoNb3yeMOn Npu pacyeTe mMapLipyTa, BO BpeMs
mMapwpyTtusauun naketos ECMP, HemsmeHHbiM. Y6eautecb, 4TO obuiee 4umcno
cnegylwmnx — nNepexogoB  OCTaeTCcs  HEUM3MEHHbIM  BO  BpeMsi  annapaTHow
mapwpyTtusauun ECMP, a npu cboe cneaytouwero nepexoga mapwpyta ECMP ansa
3aMeHbl OTKa3aBLUEro kaHana Ucrnonb3yeTcsl akTUBHbIN KaHar.

4.4 KoHdurypaums

KoHdurypaums OnucaHue n komaHaa

HacTtponka  knactepa | 4 (O6s3atensHo) Mcrnonbayetcs Anst BkoYeHus knactepa ECMP.
ECMP

ecmp cluster enable Bknitovaet knactep ECMP.

4.4.1 Hactpounka knactepa ECMP
CueHapuu

< YBenuyeHne wunu ymeHblleHWe 4ucna nocrnegyrowmx nepexogos ECMP ans
MUHUMU3ALUMN BNUAHUA UCXOLHOrO MEPECHLIIaeMoro Tpaduka nocne BKIHYEHUS
knactepa ECMP.

MpumeyaHunsn

®,

s Knactep ECMP npumensetca ana ECMP. NoaTtomy B ceTn Heob6xoanMo HacTpoUTb
ECMP.

ATanbl KOHUrypaumm
BkntoueHue knactepa ECMP
s ObsasaTensHo.

KomaHpa ecmp cluster enable

OnucaHue HepoctynHo

napameTtpa

YcTtaHOBKMU no | Mo ymonyaHutio knactep ECMP oTknto4eH.
yMon4yaHuio

Pexum komangbl | Pexum rmobanbHon KoHpurypaumm

BcTpoeHHas BbinonHute cdopmy AaHHOW KOMaHAbl C N0, YTOObI OTKMOYNTL KnacTep
noackaska ECMP: no ecmp cluster enable.
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MpoBepka kKoOHUrypaumm

s lNocne BkntoveHna knactepa ECMP nposepbTe, cbanaHcmpoBaH nu Tpadwuk,
nepecbiniaemMbl N0 MHOXECTBEHHbLIM MY TSAM.

« locne cbos kaHana npoBepbTe, pacnpedeneH nu Tpaduk, nepegaBaemMbli Mo
HeucrnpaBHOMY KaHany, Ha [pyrme akTUBHble KaHamnbl, U He W3MeHurnca nm
NCXOAHbIN TpauK, NnepesaBaemMbii aKTUBHLIMW KaHanamm.

Mpumepbl KOHUrypauum

X/

< Bknouute knactep ECMP Ha koMmyTatope 1 nNpoBepbTe, BKIKOYEHA NN (PyHKUMSA
ECMP.

QTECH (config) #ecmp cluster enable
QTECH (config) #QTECH (config) #show run | in ecmp
ecmp cluster enable

QTECH (config) #

4.5 MOHUTOPUHr

OToGpaxeHue

OnucaHue KomaHpa

NokasbiBaeT, BKMwYeH nun | show run
knactep ECMP.
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5 KOHOUTYPUPOBAHUE VLAN
5.1 O630p

BupTyanbHasa nokanbHas cetb (VLAN) — 370 normnyeckas cetb, co3gaHHas Ha OCHOBe
dunsmyeckon cetn. Cetb VLAN MoxeT ObITb KnaccuguumpoBaHa Kak CeTb 2-ro ypoBHS
mopenu OSI.

VLAN umeeT Te e CBOMCTBA, YTO M OOblYHAA nokanbHas ceTb, 3a WCKMNOYEeHUeMm
orpaHuyeHum no dunsmyeckomy MECTOMOJSIOXEHMNIO. OpHoagpecHsble,
LUMpOKoBeLLaTenbHble M MHOroagpecHble Kagpbl 2-r0 YPOBHS MNepechblnialTcs U
nepegatotcsa B npegenax VLAN, coxpaHas Tpauk N30nMpoBaHHbIM.

Mol moxxem onpefenntb NopT Kak ydacTHUK VLAN, 1 BCce TepMunHansl, NOgKIIOYEHHbIE
K 9TOMY MOpPTY, SABMSAKTCA YacTaMN BUPTyaribHOW CETW, NOALAEPKNBAIOLLEN HECKONBbKO
VLAN. lNpun gobasneHuun, yganeHnn n usmeHeHumn nonb3oBarenen HeT HeobxoanmMocTn
dun3myeckn HactpamBatb ceTb. OO6meH pgaHHbiIMM  Mexagy cetamm  VLAN
OCYLLECTBNAETCS C MOMOLLBI YCTPOUCTB 3-f0 YPOBHSA, KaK MokKasaHO Ha criegyrouem
N3o6paxeHnn.
N3obpaxeHne 5-1
WLAN 3066
viaN1o0
VLAN 1 SO ! \

- p !
Switch A - U 3 ' )
’ v
. ki ! \ L '.
» T T -
= i 1 I f \
i
X 1
Router I
1
e, S ]
* | |
I
I
I
|
I
;

Switch B

_—
lNMpoTokonbl n ctaHaapTbl
s |EEE 802.1Q
5.2 NMpumeHeHne
MpumeHeHue OnucaHue

M3onaumsa ceten VLAN Ha | IHTpaceTb pasgeneHa Ha Heckonbko ceten VLAN,

4yTO
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2-M YPOBHE N B3aMMOCBSA3b | MO3BOSMISIET peanu3oBaTb MU30ONAUMI0 Ha 2-M  YpOBHE U
ceten VLAN Ha 3-m ypoBHe | B3aumocBssatb cetu VLAN Ha 3-M ypoBHe nocpenCcTBOM
nepecbinky no IP ¢ nomoLbo KOMMYTaTOPOB YPOBHSA sapa.

5.2.1 U3onsaumua ceten VLAN Ha 2-m ypoBHe 1 B3aumocBsidb cete VLAN Ha 3-m
ypOBHe
CueHapuu

WHTpaceTb pasgeneHa Ha VLAN 10, VLAN 20 n VLAN 30, peanusysa nsonsaumio mexany
cobon Ha 2-m ypoBHe. Tpu cetn VLAN cootBeTcTBYtOT IP-noacetam 192.168.10.0/24,
192.168.20.0/24 wn 192.168.30.0/24, peanunsys B3anMOCBA3b Apyr C Apyrom
nocpeacTBOM Nepechisiki No IP ¢ NOMOLLbIO KOMMYTaTOPOB A4pa 3-ro YPOBHS.

N3obpaxeHne 5-2

Switch D SVI 10:162 168.10.1/24

SV 20:192.168.20.1/24
SV 30:192.168.30.1/24

WLAN 10 VLAM 30

WLAM 20

WLAM 20 WLAM 30

VLAN 10 1 Egress Device

I Cora Switch
I Access Swilch
Mpumeya KommyTtatopsl A, B u C paboTatloT Ha ypoBHe gocTtyna.

HUs. Hactponte Tpu cetv VLAN Ha KomMyTaTope YpOBHS $apa M MopT,

NOOKITIOYEHHBIN K KOMMYyTaTopaM A0CTyna Kak MarnctpanbHbI NOPT, U yKaXuTe
cnncok paspelueHHblx ceTen VLAN gnga peanusaumm nsonsumm Ha 2-mM YpoBHE;

HacTtponTte Tpu uHTepdgenca SVI Ha kommyTaTtope ypoBHA s4pa, KOTopble
ABNATCA MHTepdencamm wn3a nogceten IP, cootBeTcTBytowmx tpem VLAN,
n HacTtpouTe |IP-agpeca gnga aTux nHtepgencos.

Cospgante VLAN Ha Tpex kommyTaTopax [OocCTyna, HasHaybTe nopTbl JOCTyna
ana VLAN n ykaxute maructparibHble NnopTbl KOMMyTaToOpa YPOBHSA sapa.

OnucaHue

s Pasgenute nHTtpacetb Ha Heckonbko VLAN, 4yToGbl o6ecneunTtb N30MAUMI0 Ha 2-M
YPOBHE.

% Hactpownte SVI Ha kommyTaTOpe ypoBHS 3 ANs peanu3aumm CBs3W Ha 3-M YPOBHE
mexay cetamu VLAN.
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5.3 PyHKUUM

Bba3oBble KoHUenuun
VLAN

VLAN — 3T0 normyeckas ceTb, co3gaHHasa Ha ocHoBe domsndeckon cetn. VLAN nmeet
TE X€ CBOWCTBA, YTO U ObOblYHas fiokanbHas CeTb, 3a UCKIOYEHNEM OrpaHUYEHN MO
dumsmyeckomy  MectononoxeHutw.  OgHoagpecHble,  LUMpOKOBelaTernbHble  ©
MHOroaZipecHble Kagpbl 2-ro ypoBHA nepeckinatTca u nepegatotca B npegenax VLAN,
coxpaHsis TpavK U30NMPOBAHHbLIM.

@ Cetn VLAN, nopgepxuBaemble kommyTaTopamm QTECH, cooTBeTCTBYIOT cCTaHOapTty
IEEE802.1Q. MopnepxmBaetca He 6onee 4094 VLAN (ngeHtudukatop VLAN 1-4094),
VLAN 1 He moxeT ObITb yaaneHa.

& Hactpaueaemble ngeHtndmkatopsl VLAN moryT 6biTb OT 1 o 4094.

{ B cnyyae HexBaTku annapaTHbIX PecypcoB cucTeMa BO3BpawaeT nHdopmauuio o cboe
co3pganusa VLAN.

Pexum nopTta

MoxHo onpefenuTb Kagpbl, KOTOPbIM paspelleHo npoxoautb nopT, n cetn VLAN, K
KOTOpPbIM NPUHAANEXNUT NOPT, HAacTpomB pexum nopta. lNogpobHee cMm. B crieaytoLlen
Tabnuue.

Pexum nopta OnucaHune

MopT pgoctyna MopT poctyna npuHagnexut Tonbko ogHom VLAN, kotopas

3agaeTcs BpyYHylo.

MaructpanbHbin ~ nopT | 1o ymonyaHuo maructparnbeHbld NopT npuHagnexmt scem VLAN

(802.1Q) KoMMyTaTtopa AoCTyna, W OH MOXEeT nepecblniatb Kagpbl
VLAN mnu kagpbl paspelteHHbix VLAN.

BCeX

MopTt BocxoasLero

KaHalna

[MopT BOCXOAALLEro kKaHamna no yMOSHaHUK NPUHAANEXUT BCEM
VLAN kKommyTaTopa AocTyna, M OH MOXEeT nepechbinaTb Kagpbl
Bcex VLAN u TernpoBatb BbixogHon Tpadguk DSP-cetn VLAN.

MbpuaHbIi nopT

Mo ymonuaHuto rubpuaHbii nopT npuHaanexmt scem cetam VLAN
KOMMyTaTopa OOCTyna, U OH MOXEeT MepechbiniaTb Kaapbl BCeX
cetenn VLAN u otnpaBnsaTb kagpbl HeTermpoBaHHbix ceten VLAN.
OH TaKkke MOXET nepefasaTtb Kagpbl paspeLueHHblx ceten VLAN.

0O630p

PyHKUMA Onucanwue

VLAN VLAN nomoraet peanusoBaTb U30NALMI0 HA 2-M YPOBHE.
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Kaxgas VLAN umeeT He3aBUCUMbIN LUMPOKOBeLLaTelbHbIM OMeEH, a pa3nundHble VLAN
N305IMPOBaHbl Ha 2-M YypOBHeE.

MpuHUMN paboTbl

Kaxgas VLAN nmeet He3aBMCUMbIV LUMPOKOBeLLaTenbHbI AOMEH, a pa3nnyHblie VLAN
N30NMpOBaHbl Ha 2-M YPOBHE.

M3onsauma Ha 2-m yposHe: Ecnn gns ceten VLAN He HacTpoenbl SVI, cetn VLAN
N30NNPYIOTCH Ha 2-M ypoBHE. OTO O3HayaeT, YTo nonb3osatenu atux ceter VLAN He
MoryT obMeHVBaTbCA AaHHLIMU APYT C APYrOM.

Bsaumocsasb Ha 3-Mm ypoBHe: Ecnn SVI HacTpoeHbl Ha kommyTaTope 3-ro YpoBHS Ans
ceten VLAN, atn cetn VLAN moryt obmMeHMBaTbLCs AaHHbIMU OpYr C APYroM Ha 3-Mm

YPOBHE.

5.4 KoHdpurypauusa

KoHdurypaums

OnucaHue u KomaHaa

HacTtpoika 6a3oBou

VLAN

A\ (O6sasaTensHo) VicnonbayeTtcs anst cosganms VLAN.

vlan Beogut ngeHtudgukatop VLAN.

A (DononHuTtensHo) UcnonbayeTcs ans HacTpoWku nopTa AocTyna Ans
nepeaayvn NnoTokoB 13 otaensHoctosdwen VLAN.

switchport mode access OnpegensieT NOpT Kak NopT AocTtyna
2-ro YpOBHS.

switchport access vian HasHauyaeT nopt cetn VLAN.

add interface [obGaensieT oguH NopT AocTyna unu
rpynny Takmx MOPTOB B TEKYLLYHO
VLAN.

A\ (OononHuTenbHo) McnonbayeTtcsa ana nepemmerosaHuns VLAN.

name HasnavaeTt nmga VLAN.

HacTtponka nopTta

MarmcTpanbHOun
JINHUN

A\ (ObssaTenbHo)  Mcnomb3ayeTcs  ANA  HAcTpoOikM — nopTa  Kak
MarncTpanbHOro nopTa.

switchport mode trunk Onpegensiet nopt Kak
MarmcTpanbHbIN NOPT 2-r0 YPOBHS.

A\ (OononHuTtenbHo) Wcrnonb3yeTcs Ans  HaACTPOWKM  MarucTparnbHbIX
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NnopToB ANs nepeaadn noTokoB U3 Heckonbknx VLAN.

switchport trunk allowed vlan

HacTpavBaeT paspelleHHble ceTu
VLAN anga maructparnbHoro nopra.

switchport trunk native vlan

YkasbiBaeT DSP-cetb VLAN agns
MarmcTparnbHOro nopTa.

/b (ObsasaTenbHo) Mcnonb3yetca [Ans  HacTpoOWKM nopTa Kak nopra

HacTtpourka nopta
BOCXOOALLIErO BOCXOOALLEero noToka.
noToKa ] )
switchport mode uplink HactpamBaeT nopTt B KayecTBe
nopTa BOCXOSLLEro noToka
(Uplink).
/A (DononHuTensbHo) McnonbayeTcst ANs BOCCTAHOBREHUS pexnumMa nopTa.
no switchport mode BoccraHaBnmBaeT pexum nopra.
HacTpoiika /h (O6sizaTenbHo) Mcnonb3yeTcsi Ons HaAcTpoOWKM MopTa B KadecTse

rmopuaHoro nopTa

rMépuaHoro nopra.

switchport mode hybrid

HaCTpaI/IBaeT nopTt B Ka4yecTtBe

rmbépuaHoro nopTa.

HeTernpoBaHHbIx ceTen VLAN.

/A (OononHuTenbHo) McnonbayeTca AnA nepefays KaapoB HECKOMbKUX

no switchport mode

BoccTanaBnvBaeT pexum nopra.

switchport allowed

vlan

hybrid

HacTpanBaeT paspelleHHble CceTu
VLAN ansa rubpuagHoro nopTa.

switchport hybrid native vlan

HactpaneaeT VLAN no ymonyaHuio
Aans rmbpugHoro nopra.

5.4.1 Hactpouka 6asoBon VLAN

CueHapuu

s Cetb VLAN wnpgeHtndumumpyetca ee VLAN ID. MoxHo pgobGaenaTtb, ygansiTthb,

MpumeyvaHunna

X/
°

HepoctynHo

nameHatb VLAN ot 2 go 4094, Ho VLAN 1 co3gaeTcss aBTOMaTU4ECKN U HE MOXET
6bITb yaaneHa. MoxHo HacTpouTb pexum nopta n gobasutb nnu yaanute VLAN.

QTECH |
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JTanbl KOHUrypaumm
CospaHue n nameHexHmne VLAN

+» ObsazarenbHo.

% B cny4ae HexBaTKkm annapaTHbIX pecypcoB cucTeMa BO3BpallaeT MHOopMaLmo O
cboe co3gaHusa VLAN.

s Wcnonesynte komangy vian vilan-id gns cosganua VLAN unn Bxoga B pexum
VLAN.

s KoHdurypaums:

KomaHpa vlan vlan-id

OnucaHue vlan-id: ykasbiBaeT ngeHtncumkatop VLAN B guanasoHe ot 1 go 4094.
napameTpa

YcTtaHOBKU VLAN 1 co3gaeTcst aBTOMaTUYECKM U HE MOXET ObITb yaaneHa.

no

yMO4YaHuIo

Pexum Pexnm rnobansHon KoHpurypaumm

KOMaHAbI

BctpoeHHaa |[lpu BBoge  HoBoro  wmgeHtudumkatopa VLAN  Gymer  cosgaHa
noackKaska cootBeTcTByowas VLAN. lpu BBOOE CYLIECTBYIOLWErO MaeHTUdUKaTopa
VLAN cootBetctByowaa VLAN 6ynet mameHeHa. [ns ypanenus VLAN
MOXHO ucnonb3oBaTtb KomaHay no vian vilan-id. K HemsameHHbiM VLAN
otHocatca VLAN1, a Takke VLAN, HacTpoeHHbie ¢ SVI, n SubVLAN.

MNepenmeHoBaHue VLAN

«» OnuuoHanbHo.

+ HeBo3moxHo nepeummeHoBaTb VLAN Tak ke, Kak M1 MUMs MO yMOMYaHWIO ApYyrom
VLAN.

« KoHdurypaums:

KomaHpa name vlan-name

OnucaHue vlan-name: ykasbiBaet nmsa VLAN.

napameTpa

YcTtaHOBKMU Mo ymonuanuio wumsa VLAN gasnsetca ero wngeHtudpukatopom VLAN.
no Hanpumep, nmsa VLAN 4 no ymonyanuio — VLAN 0004.

yMoOn4yaHuio

Pexum Pexum koHdurypuposaHusa VLAN

KOMaHAbI

@QTECH | www.qtech.ru
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BcTpoeHHas
noackaska

UTto6bl BoccTaHoBUTL MMt VLAN MO ymMonyaHuio, UCnonb3ynte komMaHgy no

name.

HasHayeHue TekyLlero nopta goctyna ykasaHHon VLAN

+» OnunoHanbHo.
< Wcnonb3ynte komaHay switchport mode access, 4Tobbl ykasaTb MOPTbl 2-r0

YypOBHS (NOPTbl KOMMYyTaTopa) B KA4YeCTBe NOPTOB AOCTYyna.

s Wcnonb3ynte komaHgy switchport access vlan vlan-id gna gobasneHunsa nopta

poctyna k onpegeneHHon VLAN, 4tobbl notokm u3 VLAN mornm nepepasaTtbCs

Yyepes nopT.
s KoHdurypauums:

KomaHpa switchport mode access

OnucaHue HepoctynHo

napameTpa

YcTtaHOBKMU [MopT kKOMMyTaTOpa Mo YMON4YaHuo ABNAETCH NOPTOM OCTyna.
no

yMon4aHuio

Pexum Pexum KoHdurypaumm nHtepgenca

KOMaHAbI

BcTpoeHHas | HepocTynHo

noackaska

KomaHpa switchport access vlan vlan-id

OnucaHwue vlan-id: ykasbiBaeT ngeHtucpukatop VLAN.
napameTpa

YcTtaHoBKMU MopT poctyna no ymonyaHuto gobasnsetca B VLAN 1.
no

yMOn4YaHuIo

Pexum Pexnm koHdurypauumn nHtepderica

KOMaHAbI

BcTpoeHHasn Ecnn nopt HasHayeH HecyuwecTtByowen VLAN, VLAN cosgaetca
noackaska aBTOMaTUYECKU.
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[ob6aeneHne nopta goctyna K Tekywen VLAN

«» OnumoHanbHo.

s OTa kOMaHOa OeucTBYeT TONMbKO Ha nopT goctyna. lMocne pobaBnenwsa noprta
poctyna B VLAN notokn VLAN moryT nepefasaTbcs Yepes nopr.

s KoHdurypauus:

KomaHpa add interface { interface-id | range interface-range }

OnucaHwue interface-id: ykasblBaeT Ha OAWH NOPT.

k[Pl it ) interface-range: ykasblBaeT HECKOMbKO MOPTOB.

YcTtaHOBKMU Mo ymonyaHuio Bce nopthl Ethernet 2-ro yposHsa npuHagnexat VLAN 1.
no

YMOJT4YaHUIo

Pexum Pexum koHdurypuposanusa VLAN

KOMaHAblI

BctpoeHHaa | B pexume Hactporkm VLAN pobaBbTe onpefeneHHbln nopT AocTyna B
noackaska VLAN. Ota komaHOa AencTBYeT Tak e, Kak KomaHga switchport access

vlan vlan-id.

© [Ona pByx komaHg pobaBneHuss nopta B VLAN, kOMaHga, HacTpoeHHas Mnoaxe,
nepesanuncbiBaeT apyryto.

lNMpoBepka KoHcUrypaumm

% OTnpaBbTe HeTerMpoBaHHble MakeTbl Ha NOpPT AOCTyna AN WMpoKoBeLlaTenbHOM
paccbinkn B VLAN.

% Wcnonb3ynte komaHgbl show vlan wn show interface switchport, 4TOGbI
NpPoOBEPUTb, ENCTBYET NN KOHUrypaums.

KomaHpga show vlan [ id vlan-id ]

OnucaHue vlan-id : YkasbiBaeT ngeHtucpukatop VLAN.
napameTtpa

Pexum JTrobon pexnm

KOMaHAblI

BcTtpoeHHaa | HepgoctynHo
noackaska

OTOGpa)KeHM QTECH (config-vlan) #show vlan id 20
€ KOMmaHg VLAN Name Status Ports
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20 VLAN0020 STATIC Gi0/1

Mpumep KoHdUrypaumm

Hactporika 6a3zoson VLAN 1 nopta gocrtyna

JTtanbl % Cospante u nepenmenymte VLAN.
KoHdurypaum | [lobasbte nopt goctyna B VLAN. Cyulectsyet Asa noaxoda. OanH u3
n HUX:
QTECH# configure terminal
QTECH (config) # vlan 888
QTECH (config-vlan) # name test888
QTECH# configure terminal
QTECH (config) # interface GigabitEthernet 0/3
QTECH (config-if-GigabitEthernet 0/3)# switchport mode access
QTECH (config-if-GigabitEthernet 0/3)# switchport access vlan 20
Opyron nogxon  3aknwyaetca B gobaeBneHunm  nopta  goctyna
(GigabitEthernet 0/3) k VLANZ20:
QTECH# configure terminal
SwitchA (config) #vlan 20
SwitchA (config-vlan) #add interface GigabitEthernet 0/3
MpoBepka MpoBepbTe NpaBUIBHOCTL KOHMUIypaLuu.
KOHcuUrypaum
n
QTECH (config-vlan) #show vlan
VLAN Name Status Ports
1 VLANOOOL STATIC
20 VLAN0020 STATIC Gi0/3
888 test888 STATIC
QTECH (config-vlan) #
QTECH# show interface GigabitEthernet 0/3 switchport
Interface Switchport Mode Access Native
Protected VLAN lists
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GigabitEthernet 0/3 enabled ACCESS 20
Disabled ALL

5.4.2 KoHcpurypupoBaHue maructpanbHOro nopra
CueHapuun

MarucTtpanbHbIM KaHan — 3TO KaHan "To4vka-To4yka", coeguHAWMA OaNH MHTepdenc
Ethernet wnn Heckonbko WHTEpdENCOB C OPYrUMW  CeTeBbIMUM  YCTpOMCTBaMMU
(Hanpumep, MapLpyTU3aTOPOM WM KOMMYTaTOPOM) U KOTOPLIM MOXET nepeagaBaTtb
NoTokn n3 Heckonbknx VLAN.

MarucTtpaneHbin kaHan yctpouctB QTECH wvcnonb3yeT craHgapT WHKancynaumm
802.1Q. Ha cnegywowem W30bpaxeHUM mnokasaHa ceTb, KOoTOpasi MNpPUHUMaeT
MaructpanbHble COeJUHEHUS.

N3o6paxeHune 5-3

Switch

MoxHo HacTpouTb nopT Ethernet wnmu arpernpoBaHHbIn nopT (nogpobHee cm. B
pasgene Hacmpolka agpeaupog8aHHO20 ropma) Kak MarmcTparbHbIn NopT.

Heobxogumo ykasaTb DSP-ceTb (HatusHyi) VLAN gns maructpanbHoro nopra.
HeTermpoBaHHble NakeTbl, NOMy4YeHHbIE U OTMPaBIiEHHbIE N3 MarucTpanbHOro nopTa,
cumTaroTca npuHagnexawmmm HatmeHon VLAN. NoeHtudpumkatop VLAN no ymonyaHumio
(PVID B IEEE 802.1Q) atoro maructpanbHOro nopta — 3TO COBCTBEHHbIN
noeHtucoumkatop VLAN. Mexagy Tem, kagpbl HatmeHon VLAN, oTnpasnsiemble Mo
MaructpanbHOMY KaHany, HeTtermpoBaHHble. [1o ymonyaHumio HaTtuBHas VLAN
mMaructpansHoro nopta — VLAN 1.

lMpn HacTponke mMarucTpanbHOro kaHana ybegurtecb, YTO MarucTpasibHble MopThbl Ha
000MX KOHLax KaHana ncnonb3yT OAHY U Ty ke HaTueHyto VLAN.

ATanbl KOHUrypaumm
KoHgourypupoBaHue marnctpanbHOro noprta
s Ob6gaszaTtenbHo.

o5 HaC|p0|7||e MaFVICIpaJ'IbeII7I nopT AnA nepegadm nOTOKOB U3 HECKOJIbKUX ceTen
VLAN.
K/

+ KoHdurypauus:
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KomaHpa switchport mode trunk

OnucaHue HepocTtynHo

napameTpa

YcTtaHOBKMU Mo ymonyaHuio MUCnosib3yeTca pexmm OCTyna, KOTOPbIA MOXHO U3MEHUTb
no Ha MarucTparbHbIN.

yMOS4YaHuro

Pexum Pexnm koHdurypauumn nHtepdenica

KOMaHAblI

BcTtpoeHHas | YUToObl BOCCTAaHOBUTL BCE CBOMCTBA MarncTpasnbHOro noprta no yMosm4vaHuio,
noackaska ncnonb3ynte KomaHgy no switchport mode.

OnpepeneHune paspeleHHblx cetenn VLAN ana marnctpanbHoro nopta

«»» OnumoHanbHo.
s Mo ymonyaHuio maructpanbHbin NopT nepegaet notokn ud scex VLAN (ot 1 go

4094). MOXHO HacTpouUTb CNUCOK paspelleHHbix ceten VLAN, 4Tobbl 3anpetntb
npoxoxaeHne NoTokoB HekoTopbix ceTen VLAN vepes3 maructpanbHbIn NOpPT.
« KoHdurypaums:

KomaHpga switchport trunk allowed vlan { all | [add | remove | except | only ]} vlan-
list

OnucaHwue B kayectBe napameTpa vilan-list moxeT wucnones3oBatbcs VLAN wunn

napameTpa Heckonbko VLAN, a uvageHtudpukatopbl VLAN coeauHsaoTCcs No nopsiaky
cumsosiom "-". Hanpumep: 10-20.
all ykasbiBaeT Ha 1O, 4To pa3pelieHHble VLAN BkntovatoT Bce VLAN;
add ykasbiBaeT Ha [pobaesneHue onpegeneHHon VLAN B cnmcok
pa3speLueHHbIX VLAN;
remove YykasbiBaeT Ha ypaneHue onpegeneHHon VLAN w3 cnucka
paspeLueHHbiX VLAN;
except ykasbiBaeT Ha gobasneHune Bcex VLAN, Kpome Tex, 4YTO ykasaHbl B
cnucke VLAN, B cnncok paspelueHHbIX VLAN.
only ykasbiBaeT TOfnbko Ha gobasneHue nepeudncrieHHbix VLAN B cnvcok
paspeweHHbIx VLAN v yaoanenue gpyrux VLAN 13 cnucka.

YcTtaHOBKMU MaructpansHbii nopT 1 nopT Uplink oTHocAaTcsa ko Bcem ceTtsim VLAN.

no

yMoOn4yaHuio
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Pexum Pexum kKoHdurypaumm nHtepgenca
KOMaHAbI

BcTtpoeHHaa | Ytobbl BOCCTaHOBUTb  KOHburypaumto  marmctpanbHOro nopta  no
noackaska ymonyanuto (all), ncnonb3ymnte komangy no switchport trunk allowed vlan.

KoHpurypuposaHmne HatmeHbIX VLAN

OnumoHarnsHo.

MaruncTtpanbHbIn NOPT Mony4yaeT uU OTNpaBnseT NoMeYeHHble U HETEMMPOBaHHbIE
kagpbl 802.1Q. HeTermposaHHble Kagpbl nepenatoT notokn n3 HatmsHon VLAN. o
ymon4yanuto, HatmeHaa VLAN - ato VLAN 1.

Ecnn kagp copepxut wugeHtudgpumkatop VLAN HatmeHom VLAN, 710 npwm
NPOXOXAEHMN Yepes3 MarncTpanbHbI NOPT ero Ter byaeT asToMaTuyeckn yopaH.
KoHdourypaums:

KomaHpa switchport trunk native vlan vlan-id

OnucaHue vlan-id: ykasbiBaeT ngeHtncpukatop VLAN.

napameTtpa

YcTaHoBKMU 3HayeHne No ymorn4yaHuio A58 MarucTparnbHOro nopra/nopra BOCXOASLLEro
no kaHana (Trunk/Uplink) — VLAN 1.

yMO4yaHuro

Pexum Pexum KoHdurypaumm nHtepdgenca

KOMaHAbI

BcTtpoeHHaa | YUtobbl BoccTaHoBUTL HaTuBHYyO VLAN ana marmctpanbHOro noprta Ha
noackKaska 3HayeHue Mo YMOSMYaHWi, MCMNOoNb3ymMTe KoMaHay no switchport trunk

native vlan.

© [Mpu ycraHoeke HaTtMBHOM VLAN nopta Ha HecywecTBytowyto VLAN ata VLAN He Oyget

co3gaHa aBToMaTudecku. Kpome Toro, HaTmBHast VLAN MOXeT HaxoguTbCA BHE crnmcka
paspeweHHbix VLAN ana atoro nopta. B atom cnyyae notoku mu3 HatueHo VLAN He
MOTYT NPOWTK Yepes NnoprT.

MpoBepka kKoHUrypaumm

X/
°

X/
°

OTnpaBbTe TErMpoBaHHbIE MaKeTbl HaA MarucTparnbHbid NOPT, U OHM OyayT
pasocnaHb! lWnpokoseLlaTensHo B yka3aHHble VLAN.

Mcnonbaynte komangbl show vlan un show interface switchport, 4TOOGbI
NpoBeEpPUTb, 4ENCTBYET NN KOHGUrypauus.

KomaHpa show vlan [ id vlan-id ]
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OnucaHue vlan-id : YkasbiBaeT ngeHtudpumkatop VLAN.

napameTpa

Pexum JTro6on pexnm

KOMaHAblI

BcTtpoeHHaa | HepgoctynHo

noackaska

0T06pa)KEHVI QTECH (config-vlan) #show vlan id 20

€ KoMaHA VLAN Name Status Ports
20 VLAN0020 STATIC  Gi0/1

Mpumep KoHDUrypaumum

Hactporika 6asosor VLAN anga peanusaumm M3onsauum Ha 2-m YpoOBHE U B3aUMOCBA3N

Ha 3-M ypoBHe

CueHapun T I
N3o6parxeHune . G102
5.4 P Switch D - SV 10:192,168.10.1/24
3i € SV 20:192.168.20.1/24
SV 30:192.168.30.1/24
i
Switch A %
VLAN 30
I Egress Device
IO Core Switch
I Access Switch
drtanbl TpeboBaHus Kk ceTu:
KOH(UIYPALUM | 1oy nokasaHo Ha M306pakeHnm Bhile, MHTpaceTs pasaeneHa Ha VLAN 10,
u VLAN 20 n VLAN 30, peanusys msonsaumio mexagy cobor Ha 2-M ypoBHe.
Tpu cetm VLAN cootBetctBytoT IP-nogcetam  192.168.10.0/24,
192.168.20.0/24 n 192.168.30.0/24, peannsys B3aMMOCBSA3b APYr C APYromM
nocpeacTBoM nepecbinikn no IP ¢ nomouwlblo KommyTaTopoB sagpa 3-ro
YPOBHS.
KnioueBble MOMEHTbI:
B cnegywouwem npvmepe onucaHbl 3Tanbl HACTPOMKM Ha KOMMyTaTtope
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YPOBHA d4pa N KOMMYyTaTtope AoCTyna.

s Hactponte 1pn cetm VLAN Ha kommyTatope ypoBHA aapa WM nopT,
NOAKMIOYEHHbIN K KOMMyTaTopaM AOCTyna Kak MaructpanbHbIi nopT, U
yKaxute cnncok paspeweHHblx ceten VLAN ona peanusauumn msonaumm
Ha 2-M YPOBHE;

% Hactponte Tpu wuHTepcenca SVI Ha kKommyTaTope YpPOBHA <S4pa,
KOTopble  SABMSAKOTCS NHTepencamm wio3a noaceten P,
cootBeTcTByowmnx Tpem VLAN, u Hactpoute IP-agpeca gna aTux
NHTEepencos.

«» Cospante VLAN Ha Tpex KoMMyTaTopax AOCTyna, HasHadbTe MopThbl
poctyna ansa VLAN u ykaxute maructpanbHble MopTbl KOMMYyTaTopa
ypoBHA gapa. B cnegywowem npumepe onucaHbl 3Tanbl HACTPOMKK
KommyTaTopa A.

D#configure terminal

D(config) #vlan 10

D(config-vlan) #vlan 20

D(config-vlan) #vlan 30

D(config-vlan) #fexit

D(config)#interface range GigabitEthernet 0/2-4
D(config-if-range) #fswitchport mode trunk
D(config-if-range) #fexit

D(config) #interface GigabitEthernet 0/2

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan
remove 1-4094

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan add
10,20

D(config-if-GigabitEthernet 0/2)#interface GigabitEthernet 0/3

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan
remove 1-4094

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan add
10,20,30

D(config-if-GigabitEthernet 0/2)#interface GigabitEthernet 0/4

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan
remove 1-4094

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan add
20,30

Dffconfigure terminal

D(config)#interface vlan 10

D(config-if-VLAN 10)#ip address 192.168.10.1 255.255.255.0
D(config-if-VLAN 10)#interface vlan 20

D(config-if-VLAN 20)#ip address 192.168.20.1 255.255.255.0

QTECH |
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D(config-if-VLAN 20)#interface vlan 30
D(config-if-VLAN 30)#ip address 192.168.30.1 255.255.255.0
D(config-if-VLAN 30) #exit

A A#configure terminal

A(config) #vlan 10

A(config-vlan) #vlan 20

A (config-vlan) #exit

A (config) #interface range GigabitEthernet 0/2-12

A (config-if-range) #switchport mode access
A(config-if-range) #switchport access vlan 10
A(config-if-range) #interface range GigabitEthernet 0/13-24
A (config-if-range) #switchport mode access

A (config-if-range) #switchport access vlan 20

A (config-if-range) #fexit

A(config) #interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1) #switchport mode trunk

MpoBepka OTobpaxeHune koHdpurypaumm VLAN Ha KommyTaTope ypoBHS sapa.
KOH(UIypaum | .. Orogpasute uHdopmaumio o VLAN, skriouas uaeHTudmkatops VLAN,

n nmeHa VLAN, cocTosiHue n 3agencTBOBaHHbIE MOPThI.
s Ortobpasute coctosiHne noptos Gi 0/2, Gi 0/3 n Gi 0/4.
D D#show vlan
VLAN Name Status Ports
1 VLANOOO1 STATIC Gi0/1, Gi0/5, GiO/6, GiO0O/7

Gi0/8, Gi0/9, Gi0/10, Gi0/11

Gi0/12, Gi0/13, Gi0/14, Gi0/15
Gi0/1l6, Gi0/17, Gi0/18, Gi0/19
Gi0/20, Gi0/21, Gi0/22, Gi0/23

Gi0/24
10 VLANOO1O STATIC Gi0/2, Gi0/3
20 VLAN0020 STATIC Gi0/2, Gi0/3, Gi0/4
30 VLANOO30 STATIC Gi0/3, Gi0/4

D#show interface GigabitEthernet 0/2 switchport

Interface Switchport Mode Access Native
Protected VLAN lists

GigabitEthernet 0/2 enabled TRUNK 1 1
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Disabled 10,20
D#show interface GigabitEthernet 0/3 switchport

Protected VLAN lists

GigabitEthernet 0/3 enabled TRUNK 1
Disabled 10,20,30

D#show interface GigabitEthernet 0/4 switchport

Protected VLAN lists

GigabitEthernet 0/4 enabled TRUNK 1
Disabled 20,30

Interface Switchport Mode Access Native

Interface Switchport Mode Access Native

TunnyHbie oWINOKK
% HepoctynHo

5.4.3 HacTpouka nopTa BOCXoAsLero notoka
CueHapun

®,

s lNopT BOCXogswero notoka (Uplink) o6bbiMHO wucnonb3yetcs B cpege QinQ
(ctangapt IEEE 802.1ad) u ananormyeH maructpanbHoMy nopty (Trunk). Wx
oTnuymne 3akno4vaetca B ToMm, 4yto nopT Uplink nepenaet TONbKO TermpoBaHHbIE
Kagpbl, a nopT Trunk oTnpaBnseT HeTermpoBaHHble Kaapbl HaTMBHOM VLAN.

Atanbl KOHdUrypaumm
HacTpoika nopta BocxoasLero notoka
+»» ObsasaTenbHo.

s Hactpownte nopt Uplink gns nepegayn notokoB u3 Heckonbkux ceten VLAN, Ho
nepeaarTcs TONbKO TErMpOBaHHbIE Kaapbl.
X/

< KoHdurypaums:

KomaHpa switchport mode uplink

OnucaHue HepocTynHo

napameTpa

YcTtaHOBKMK Mo ymonyaHuio ncnonb3yeTcs pexum A0CTyna, KOTOPbIA MOXHO U3MEHUTb
no Ha Uplink.

yMoOn4YaHuio

Pexum Pexnm koHdurypauumn nHtepdernica

KOMaHAbI
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BcTtpoeHHaa | Ytobbl BoccTaHOBUTL BcCe cBolcTtBa nopTta Uplink no ymon4vaHwuto,
noackaska ncnonb3ynte KomaHay no switchport mode.

OnpepeneHne paspeleHHbix cetenn VLAN ana marnctparnbHoro nopra
+» OnunoHanbHo.

s MoxHO HacTpouTb CnMCOK pa3speweHHbix ceten VLAN, u4tobbl 3anpetuTtb
npoxoxgeHue notokoB HekoTopbix ceTen VLAN vepes nopt Uplink.
J

s KoHdwurypaums:

KomaHpa switchport trunk allowed vilan { all | [ add | remove | except | only ]}
vlan-list

OnucaHue B kauectBe napameTpa vlan-list moxet wucnonb3oBatbca VLAN wmnu

napameTpa Heckonbko VLAN, a uvageHtudukatopbl VLAN coeauHsaoTCcs No nopsiaky
cumBosiom "-". Hanpumep:
10-20.

all ykasbiBaeT Ha To, 4To paspelweHHble VLAN BkntovatoT Bce VLAN;

add ykasbiBaeT Ha pobaeneHue onpegeneHHon VLAN B cnmcok
paspeLueHHbiX VLAN;

remove ykasblBaeT Ha ypaneHne onpegeneHHon VLAN u3 cnucka
pa3speLueHHbiX VLAN;

except ykasbiBaeT Ha gobasneHne Bcex VLAN, Kpome Tex, YTO yKasaHbl B
cnucke VLAN, B cnncok paspelueHHbIX VLAN;

only ykasbliBaeT Tonbko Ha gobasneHuwe nepeduncneHHblx VLAN B cnucok
pa3speLueHHbix VLAN n yaanenue gpyrux VLAN 13 cnmncka.

Pexum Pexnm koHdurypauumn nitepderica
KOMaHAbl

BcTtpoeHHaa | Ytobbl BocctaHoBUTL Ans paspelueHHbix VLAN 3HayeHue no ymonvaHuio
noackaska (all), ncnonbaynte komaHgy no switchport trunk allowed vlan.

KoHpurypuposaHmne HatmBHbIX VLAN

+»» OnuuoHanbHo.

< Ecnn kagp copepxut ugeHtudpukatop VLAN HaTtueBHOoM cetn VLAN, TO npwu
npoxoxgeHun 4epesd nopt Uplink Ter He Oyger ybpaH. 3TO nNpoTMBOPEYUT
MarucTpanbHOMYy NopTy.

s KoHdurypauus:

KomaHpa switchport trunk native vlan vilan-id

OnucaHue vlan-id: ykasbiBaeT ngeHtucpukatop VLAN.
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napameTtpa

Pexum Pexnm koHdurypauumn nHtepdenica

KOMaHAblI

BctpoeHHaa | Ytobbl BoccTtaHoBUTH HaTmBHyto VLAN kaHana Uplink B 3HayeHuss no
noackaska yMO4YaHuio, ncnonb3ynte komaHay no switchport trunk native vlan.

MpoBepka koHUrypaumm

+ OTtnpaBka TermpoBaHHbIX NaketoB Ha nopT Uplink, n nepegaya nx yepes ykasaHHble

VLAN.

% Wcnonb3ynte komaHabl show vlan wn show interface switchport, 4TOGbI
NpPoOBEPUTb, ENCTBYET NN KOHUrypaums.

KomaHpa show vlan [id vlan-id ]

OnucaHwue vlan-id: ykasbiBaeT ngeHtudgukatop VLAN.

napameTpa

Pexum JTrobon pexnm

KOMaHAbI

BcTtpoeHHas | HegoctynHo

noackaska

0T06pa>|<e|-m QTECH (config-vlan) #show vlan id 20

e KOMaHAg VLAN Name Status Ports
20 VLAN0020 STATIC  Gi0/1

Mpumep KoHDUrypaumm

HacTponka nopta BocxoasdLero notoka

dTanbl Hwxe npueeaeH npumep HacTponkn Gi0/1 B kavyecTtBe nopta Uplink.
KOHcpurypaum
]
QTECH# configure terminal
QTECH (config) # interface gi 0/1
QTECH (config-if-GigabitEthernet 0/1)# switchport mode uplink
QTECH (config-if-GigabitEthernet 0/1)# end
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MpoBepka [MpoBepbTe NpaBUIBLHOCTbL KOHMUIypaLun.

KOHcuUrypaum

]

QTECH# show interfaces GigabitEthernet 0/1 switchport

Interface Switchport Mode Access Native
Protected VLAN lists

GigabitEthernet 0/1 enabled UPLINK 1 1
disabled ALL

5.4.4 HacTtpouka rubpugHoro noprta
CueHapuu

s 'mbpuaHbin nopT 0b6blMHO Mcnonb3yetcs B obwen cpege VLAN. Mo ymonyaHuio
rMBpUAHBIA NOPT CcoBNagaeT C MarucTpasibHbIM MOPTOM. MIX oTnnyme 3akntovaeTcs
B TOM, YTO rMBpuaHbIA NOPT MOXET oTnpasnaTb Kagpbl M3 VLAN B HeTermpoBaHHOM
dopmarte, 3a ucknodeHnem VLAN no ymonyanutio.

ATanbl KOHUrypaumm
HacTporika rubpmngHoro nopta

®,

» Obga3aTenbHo.

X/

% HacTponte rubpmngHsin nopT Ang nepenayn noTokoB 13 Heckonbkmx ceten VLAN.

®,

< KoHdurypaums:

X/

X/

KomaHpa switchport mode hybrid

OnucaHue HepoctynHo

napameTpa

YcTtaHOBKMU Mo ymon4aHmio MCNosb3yeTcsl peXuM AOCTyna, KOTOPbIN MOXHO U3MEHUTb
no Ha rMbpuaHbIN.

yMoOn4YaHuio

Pexum Pexnm koHdurypauumn nHtepderica

KOMaHAblI

BcTtpoeHHaas | YUTobGbl BOCCTaHOBUTL BCe CBOWCTBA rMOPUAOHOrO Mnopta MO yMOM4YaHWio,
noackaska ncnonb3ynte KomaHay no switchport mode.

OnpeaneneHne paspelleHHbix ceten VLAN ans rubpuaHoro noprta
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+» OnumnoHanbHoO.

s o ymonuaHuto rmbpugHbin nopt nepenaet notokn M3 Bcex VLAN (ot 1 go 4094).
MOXHO HacTpouUTb CMMCOK paspeleHHbix ceTen VLAN, u4TtoGbl 3anpetuTb
npoxoxgeHne noTokoB HekoTopbix ceTen VLAN yepes rubpuaHbIi nopr.

s KoHdurypauums:

KomaHpa switchport hybrid allowed vian [ [add | only ] tagged | untaged | remove
] vlan_list

OnucaHue vlan-id: ykasbiBaeT ngeHtucpukatop VLAN.

napameTtpa

YcTtaHOBKMU Mo ymonyaHuio rmbpuaHbin nopT npuHagnexut scem cetam VLAN. lMopTt

no pobaensetca B cetb VLAN no ymonyaHuio B HETErMpOBaHHOM BUAE U B

ymonyaHuro | apyrne cetn VLAN B TermposaHHOM Buae.

Pexum Pexnm koHdurypauumn nHtepderica
KOMaHAblI

BcTtpoeHHaa | HegoctynHo
noackaska

KoHpurypuposaHmne HatmeHbIX VLAN
«» OnumoHanbHo.

®,

< Ecnun «kagp cogepxut wugeHtudgpukatop VLAN HatuBHom VLAN, TO npwm
NPOXOXOeHnn Yyepe3 rmbpunaHbIn NopT ero Ter byget aBTomaTndeckn ybpaH.

®,

< KoHdurypauums:

KomaHpga switchport hybrid native vlan vlan_id

OnucaHwue vlan-id: ykasbiBaeT ngeHtncumkatop VLAN.

napameTtpa

YcTtaHOBKU Mo ymonyanwuto, HatueHas VLAN - ato VLAN 1.

no

yMon4yaHuio

Pexum Pexum koHdurypaumm nHtepdgenca

KOMaHAbI

BctpoeHHaa | YTobbl BocCcTaHOBUTL McxoaHble Hactporkun VLAN gns rubpuagHoro nopta
noackaska No yMOMYaHuio, ucnonb3ynTe kKomaHgy no switchport hybrid native vian.
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MpoBepka kKoOHUrypaumm

< OTnpaBbTe TerMpoBaHHble NakeTbl Ha MMOPUAHbLIA MOPT, U OHW ByayT pasocnaHbl
LUMpoKoBeLLaTenbHO B yka3aHHble VLAN.

B

¥ Wcnonb3ynte Komangbl

show vilan wn show interface switchport, 4TOGbI

NpoBepUTb, AENCTBYET NN KOHUTYpaLKSI.

KomaHpa show vlan [ id vlan-id |

OnucaHwue vlan-id : YkasbiBaeT ngeHtucpukatop VLAN.

napameTpa

Pexum JTrobon pexnm

KOMaHAblI

BcTtpoeHHaa | HegoctynHo

nopckaska

0T06pa)KEHVI QTECH (config-vlan) #show vlan id 20

€ KOMaHA VLAN Name Status Ports
20 VLAN0020 STATIC  Gi0/1

Mpumep KoHDUrypaumm

HacTtpoiika rubpmngHoro nopta

dTanbl Hwxe npueeaeH npumep HacTponkun Gi0/1 B kayecTBe rubpmuaHoOro nopTa.
KOHdurypaum
n
QTECH# configure terminal
QTECH (config) # interface gigabitEthernet 0/1
QTECH (config-if-GigabitEthernet 0/1)# switchport mode hybrid
QTECH (config-if-GigabitEthernet 0/1)# switchport hybrid native vlan
3
QTECH (config-if-GigabitEthernet 0/1)# switchport hybrid allowed
vlian untagged 20-30
QTECH (config-if-GigabitEthernet 0/1)# end
MpoBepka MpoBepbTe NpPaBUbHOCTbL KOHUIypaLnn.
KOHcpurypaum
n
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QTECH (config-if-GigabitEthernet 0/1) #show run interface
gigabitEthernet 0/1

Building configuration...

Current configuration : 166 bytes

interface GigabitEthernet 0/1
switchport

switchport mode hybrid
switchport hybrid native wvlan 3

switchport hybrid allowed vlan add untagged 20-30

5.5 MOHUTOPWHr

OTob6paxeHue

OnucaHue KomaHpa

OtobpaxaeT KoHdurypaumto | show vian
VLAN.

OTobpaxaeT koHGwurypaumto show interface switchport
NnopToOB KOMMyTaTOpa.

OTtnapgka

/Ah TMpn BbIBOAE OTNAAOYHON MHAOPMALMK MCMOMNb3YKTCA Pecypchbl cucTembl. loaTomy,
OTKMNYMTE OTNAAKy cpasy Mocrne UCrnonb3oBaHUS.

OnucaHue KomaHpa
Otnapgka debug bridge vian
VLAN
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6 KOHOUI'YPUPOBAHUE MAC VLAN

6.1 O630p

®yHkuma MAC VLAN oTHocuTtcs Kk HasHadeHuto VLAN Ha ocHoBe MAC-agpecoB, 4TO
ABNSETCA HOBbIM MeToAoM HasHaveHna VLAN. OT1a dyHKUMSA YacTo Ucnonb3yeTcs npu
AnHamMmmnyeckom HasHadeHun VLAN 802.1X ansa obecnevyeHusa 6e3onacHOro n rmbkoro
poctyna k tepmmnHanam 802.1X. lNNocne Toro, kak nonb3oBaTens 802.1X npoxoant
ayTeHTUdUKaUUI KOMMyTaTop AocTyna aBTomaTtuyecku cosgaet 3anuce MAC VLAN
Ha ocHoBe VLAN un MAC-agpeca nonb3oBaTtens, nepegaBaeMoro cepBepoM
ayTeHTUdukauumn. CeteBon agMMHUCTPATOP TakKKe MOXET 3apaHee HacTpOoUTb CBA3b
mexay MAC-agpecom u VLAN Ha kommyTaTope.

MpoTokon
< |IEEE 802.1Q: BupTyanbHble nokarnbHble CeTU W CTaHOgapTbl C napanfefnbHbiM
NOAKIOYEeHNEM

6.2 NpumeHeHuUe

MpumeHeHune OnucaHue

Hactponka MAC VLAN Hactpornka dyHkummn MAC VLAN gna HasHadeHust VLAN Ha

PU3NYECKOro MecCTOMoNOXeHUs nonb3oBaTens, T.e.
nepekniyeHMn € OOHOro KOMMyTaTopa Ha Apyrow,

MCNOJIb3yeMOoro rnosib3oBaTesieM.

6.2.1 Koncdurypuposanne MAC VLAN
CueHapuu

C nonynsipusaunen MoOunbHbIX OMUCOB TepMUHAsbHbIE YCTpOWCTBa OObLIYHO He
NCNonb3yT PUKCMPOBaHHbLIE NOPTLI A4S 4OCTyNa K ceTu. TepMnHanbHoe YyCTPONCTBO
MOXET ucnonb3oBaTb ANA [OCTyna K ceTn, Kak nopt A, Tak u nopt B. Ecnmu
kKoHdpurypaumm VLAN noptoB A n B oTnnyatotcsa, TepMmnHanbHoe yCTponcTeo Oyaer
HasHa4yeHo gpyron VLAN BO BpeMsa BTOPOro OCTyna U He CMOXEeT WMCMOoSb30oBaTb
pecypcol npeabiaywen VLAN. Ecnun koHdurypauus VLAN noptos A u B oguHakoBa, 1o
npu HasHayeHuu nopta B gpyrum TepmMuHanbHbIM YCTPOWUCTBAM MOTYT BO3HUKHYTb
npobnemsbl ¢ 6e3onacHoCTbO. Kak paspewmntb xoctam pasHbix ceter VLAN nony4vatb
AOCTYN K ceTu Ha ogHom nopTty? Takum obpasom, obecneumsaetca dyHkuma MAC
VLAN.

Camoe 6onbluoe npenmywectso MAC VLAN 3akntovaeTcs B TOM, YTO NpU N3MEHEHUMN
PM3MYEeCKOro MEeCTOMONOXEHNA MoNb3oBaTens, T.e. MpU NepeknioyYeHun ¢ OAHOro
KOMMyTaTopa Ha gpyron, HeT HeobxoammocTn nNoBTOpHO HacTpamBatb VLAN nopTa,
ncnonb3yemMoro nonb3oBartenem. Takum obpasom, HasHavyeHne VLAN Ha ocHoBe MAC-
aapecoB MOXEeT paccMaTpuBaTbCA Kak Ha3HavyeHne Ha OCHOBE MNosnb3oBaTenen.
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OnucaHue

s Hactpownka nnu nepegava 3anncern MAC VLAN Ha kommyTaTope 2-ro ypOBHS U
GecnpoBogHoM ycTponcTBe ana HasHaveHuss VLAN Ha ocHoBe MAC-agpecoB

nonb3oBaresnemn.
6.3 O630p
PyHKUMA
DyHKUUSA OnucaHue
Hactpovnka MAC VLAN Hactporka dyHkumm MAC VLAN gns HasHadeHua VLAN Ha
ocHoBe MAC-agpecoB nosnb3oBaTtenen.

6.3.1 Koncdurypuposanume MAC VLAN
MpuHUMn paboTbl

Korga kommyTaTop nony4yaeT nakeT, oH cpaBHuBaeT MAC-agpec UCTOYHMKA NakeTa C
MAC-agpecowm, ykasaHHbiM B 3anncu MAC VLAN. Ecnv oHn coBnagatot, KOMMyTaTop
nepecbinaetr naket B VLAN, ykasanHyio B 3anmcu MAC VLAN. Ecnu oHM He
coernagatT, VLAN, K KoTOpoM nNpuHAONeXuT MOTOK [AaHHbIX, MO-MpexHeMy
onpegensieTca npasunomMm HasHavyeHnsa VLAN noprta.

Utobbl y6eautbes, uto MK HasHaveH onpegpeneHHon VLAN He3aBMCMMO OT TOro, K
KakoMy KOMMYTaToOpy OH MOAKIHYEH, MOXHO BbIMOMHUTL HACTPOWMKY, WCMNOSb3ys
cnegyowme nogxonbi:

s CTtaTudeckasi KOHurypaums ¢ NnomMoLbo KomaHa. MOXHO HaCTpOUTb CBSA3b Mexay
MAC-agpecom n VLAN Ha nokanbHOM KOMMyTaTtope C NOMOLLbIO KOMaHA.

< ABTOMaTM4yeckasd HacTpoOMKa C WCMONb30OBaHMEM cepBepa ayTeHTUduKaumm
(amHamnyeckoe HasHaveHne VLAN 802.1X). llocne TOro kak nosib3oBaTeslb
NpOXoAUT ayTeHTUMUKaUUIO, KOMMYyTaTop AMHAMUYECKN co3daeT CBA3b MeXay
MAC-agpecom n VLAN Ha ocHOBe WH(opmauun, NpenocTaBfieHHOW CepBepOM
ayTeHTUduKkauun. Korga nonb3oBaTenb MNEepexoauT B aBTOHOMHBIA  PEXNM,
KOMMyTaToOp aBTOMaTU4YeCKN yaansaeT CBA3b. IJTOT noaxod TpebyeT HacTponkm
ceasm MAC-VLAN Ha cepepe ayTteHTudukaumn. lNogpobHee o AMHaAMUYECKOM
HasHadeHun VLAN 802.1X cm. B pasgene Hactpowka 802.1X.

3annmcu MAC VLAN nopgepxuBatoT oba noaxoga, TO €CTb 3anucu MoryT ObiTb
HACTPOEHbI Kak Ha flokaribHOM KOMMYyTaTope, Tak U Ha cepeepe ayTeHTudmkaummn. 3tm
KOHpurypaumm MoryT ObiTb AOCTYMHbI TONIbKO B TOM Cryyae, €CriM OHWU COrnacoBaHbl.
Ecnn  KoHdwurypauum oTnuyarotcs, To OyaeT  AencTBoBaTb  KOHpurypauwms,
BbIMNOSIHEHHAs paHee.

O OyHkuno MAC VLAN MOXHO HAacTpOUTb TOMBbKO HA rMOpUAOHbIX NopTax.

© 3anucu MAC VLAN addekTvBHbI TOMbKO ANA HETErmpoBaHHbIX MNakeToB, HO He
3P EKTMBHLI ANA TErMPOBaAHHbLIX NaKeTOoB.

© [Ons 3zanmcen MAC VLAN, «koTopble CTaTU4eCKM HACTPOEHbl WNU AMHAMUYECKU
reHepupyoTCd, AOMKHbI CyLLLECTBOBATL Yka3aHHble VLAN.
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& VLAN, ykasaHHble B 3anucsix MAC VLAN, He moryT 6biTb Super VLAN (Ho moryT 6b1Tb Sub
VLAN), Remote VLAN unu Primary VLAN (Ho moryT 6biTb 1 Secondary VLAN).

& MAC-agpeca, ykasaHHble B 3anncax MAC VLAN, gomkHbl 6biTb 0AHOAAPECHBIMM.

& Cetn MAC VLAN acdekTuBHbI Ansi BCeX MMOPUAHbLIX MOPTOB, KOTOPbIE BKIMIOYEHbI C

dyHkumnen MAC VLAN.

6.4 KoHdurypaums

KoHdurypaums OnucaHue n KomaHga
Bknioyexune MAC | A\ (OononHutenbHo) Mcronbayetcss Ans BkhoveHust yHkumn MAC
VLAN Ha nopty VLAN Ha nopry.

mac-vian enable Bkntoyaetr MAC VLAN Ha nopry.
[nobanbHoe A\ (OononuutenbHo) Wcnonbayetca ans npussisku MAC-agpecoB Kk
gobasnexHue VLAN.
cTaTtn4eckon  3anvcu
MAC VLAN mac-vlan mac-address HacTtpavBaeT CTaTUYECKYIO

3anucb MAC VLAN.

6.4.1 BknroyeHne MAC VLAN Ha nopty
CueHapuu

Bkntounte dpyHkumio MAC VLAN Ha nopty, 4tobbl 3anmcn MAC VLAN mornu noBnuatb
Ha nopT.

MpumevyaHusn

HepocTynHo

ATanbl KOHUrypaumm
Bkntowaet MAC VLAN Ha nopty

% ObsasaTenbHo.

% [Mo ymonyanuio dyHkuna MAC VLAN oTknoveHa Ha nopTtax, n Bce 3annucu MAC
VLAN Ha nopTax HeaKTUBHbI.

% Bknioyaet MAC VLAN Ha kommyTaTope.

KomaHpa mac-vlan enable

OnucaHue HepocTynHo

napameTpa

YcTtaHOBKMU ®yHkuma MAC VLAN oTknoyeHa Ha nopry.
no
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yMO4YaHuro

Pexum Pexnm koHdurypauumn nHtepdenica

KOMaHAbI

BcTtpoeHHaa | HepgoctynHo

noackaska

MpoBepka koHUrypaumm

s 3anyctute kKomaHay show mac-vlan interface ans otobpaxeHus nHdpopmaumm o
nopTax, BKIMOYEHHbIX ¢ noMoLwbo pyHkunm MAC VLAN.

KomaHpa show mac-vlan interface

OnucaHue HepocTtynHo

napameTpa

Pexum Pexum npuBUNErMPoOBaHHON KOHpurypaummn/pexxmm rnobanbHom
KOMaHAbI KOHpurypaummn/pexxmm KoHdurypaumm nitepdenca

BcTtpoeHHaa | HegoctynHo

noackaska

0T06pa>|<e|-m QTECH# show mac-vlan interface

€ KOMaHAa MAC VLAN is enabled on following interface:

FastEthernet 0/1

Mpumep KoHDUrypaumm

Bkntoyaet MAC VLAN Ha nopty

dTanbl < Bknouute cpyHkuunio MAC VLAN Ha nopTty Fast Ethernet 0/10.
KOHcpurypaum
]

QTECH# configure terminal

QTECH (config) # interface FastEthernet0/10

QTECH (config-if-FastEthernet 0/10)# mac-vlan enable
MpoBepka « [NpoBepbTe MHPOPMaLUMO O NOpTe, BKINKOYEHHOM C MOMOLLBI (PYHKLUN
. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBoacTBo nonb3oBaTtens
6. Kondomrypuposanme MAC VLAN 148

KOoHdurypaum MAC VLAN.
]

QTECH# show mac-vlan interface

MAC VLAN is enabled on following interface:

FastEthernet 0/10

TuUnnyHble oWNOKKU

Ecnun dpyHkums MAC VLAN BkntoveHa Ha NopTy, NOPT 3apaHee He HaCcTPOeH Kak nopt
2-ro ypoBHS (Hanpumep, NOPT KOMMyTaTopa MM NOpPT TOYKM AOCTyna).

6.4.2 Frno6anbHoe nob6aBneHne cratu4yeckomn sanucu MAC VLAN

CueHapun

% Hactpownte cratnyeckun seog MAC VLAN ansa npuaskm MAC-agpecoB k VLAN.
MoxxHo HacTpouTb npuoputeT 802.1p, KOTOPbI MO yMon4yaHuto coctasnseT 0.

MpumeyaHun

HepocTtynHo

ATanbl KOHdUrypaumm

[ob6asneHne ctatndeckon 3anmcu MAC VLAN

+» OnuuoHanbHo.

% Ytobbl cBsaszatb MAC-agpeca ¢ VLAN, Heo6xoauMO BbINOMHUTL 3Ty HACTPOWKY.
MoxxHo HacTpouTb npuoputeT 802.1p, KOTOPbLIA N0 yMon4aHuto coctasnseT 0.

« [ob6asneHune ctatnyeckon 3anncn MAC VLAN Ha kommyTaTope.

KomaHpa mac-vlan mac-address mac-address [mask mac-mask] vlan vilan-id [
priority pri_val ]

OnucaHue mac-address mac-address: Yka3sbiBaeT MAC-agpec.
napameTpa mask mac-mask: Yka3sbiBaeT Ha Macky.
vlan vlan-id: YkasbiBaeT cBs3aHHyt0 VLAN.

priority pri_val: YkasbiBaeT Ha npuopuTer.

YcTtaHOBKMU Mo ymonyaHuto ctatndeckasa sannce MAC VLAN He HacTpoeHa.
no

YMOMYaHuo

Pexum Pexxum rmobanbHom KoHurypaumm

KOMaHAbI
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BcTpoeHHas | HepocTynHo
noAacka3kKa

“ Koroa naket nocTtynaetT Ha KOMMYTaTop, OH U3SMEHAETCA Ha VLAN; ecnu HeTeFI/IpOBaHHbIIZ

naket conoctaeneH ¢ 3anucbto MAC VLAN, ykasaHHom B pesynbtupytowen VLAN, To
3anucb MAC VLAN umeeT HausbICLMIiA npuoputeT. Nocnegytowme yHKUUN 1 NPOTOKOMbI
peanunayoTcs Ha ocHoBe nameHeHHon VLAN. BoaMoxxHble BO3AeNCTBUS:

Ecnn nonb3oBatens 802.1X He npoxoauT MNPOBEPKY MNOASIMHHOCTW, TMOPUOHBLIA NOpT
nepexoant B VLAN 100, ykasaHHyto dyHkumen FAIL VLAN; ogHako npu craTnyecku
HacTpoeHHoun 3anucu MAC VLAN Bce nakeTbl 3TOro nosnb3oBaTens nepeHanpasnsoTca B
VLAN 200. CnepoBaTenbHO, MOfb30OBaTeNb HE MOXET YCTaHOBUTb HOpMarbHOE
coeanHeHue B FAIL VLAN 100.

Mocne conoctaBneHnsa HeTermpoBaHHbIX naketoB ¢ 3anucbio MAC VLAN, VLAN, kotopas
3anyckaeT M3yuyeHne MAC-agpecoB, nepeHanpaenseTcs Ha ocHose 3anucu MAC VLAN.

[Ons nopta, koTopbin BkrtoveH ¢ dyHkumen MAC VLAN, ecnn nonydeHHble MakeTbl
coBnagatot ¢ 3anucamm MAC VLAN c mackon ffff.ffff.ffff 1 ¢ gpyrumn mackamm, naketbl
obpabartbiBatoTcst Ha ocHoBe 3anucet MAC VLAN 6e3 macku ffff.ffff.ffff.

Ecnn HeTermpoBaHHbIN nakeT coBrnagaeT ¢ 3anucbto MAC VLAN u ¢ 3anmcbio VOICE
VLAN, npuopuTteT nakeToB nameHseTcs ogHoBpemeHHo. MNpuoputeT 3anmen VOICE VLAN
NCNoNb3yeTCsl Kak NPUOPUTET NakeTa.

Ecnn HeTernpoBaHHbIn nakeT coBnagaet ¢ 3anucbio MAC VLAN un ¢ 3anuceio PROTOCOL
VLAN, 10 B nakete gomkHa o6biTb MAC VLAN.

OyHkuma MAC VLAN npuMmeHsieTca TOMbKO K HETErMpoBaHHbIM MakeTaM, HO He
npumeHsietcs k naketam PRIORITY (naketam ¢ metkor VLAN O n HecyLien nHgpopmaumen
COS PRIORITY), n gencteua no obpaboTke He SACHbI.

Mo ymonuaHuio pexum [OBepuUTENnbHOro AocTtyna K naketam QoS Ha kommyTaTope
oTknto4veH, 4To nameHut none PRIORITY Bcex naketoB Ha 0 n nepesanqieT n3MeHeHne
npuoputeToB naketoB dyHkumen MAC VLAN. 3anyctute komangy mls qos trust cos B
pexume KoHdurypaumm uHTepdenca, 4Tobbl BKAYUMTL Mogenb gosepus QoS wu
npuopuTeTbl 4OBEPEHHbBIX MAKETOB.

YpaneHune Bcex ctatundeckmnx 3anucen MAC VLAN

«»» OnumoHanbHo.
s YT106bl yoanutb Bce ctatnyeckmne 3anucn MAC VLAN, Heob6xoanMMO BbIMOMHUTL 3Ty

HaCTPOWKY.
¢ BbINosHUTE 3Ty HACTPOWKY Ha KOMMYyTaTOpE.
KomaHpa no mac-vlan all
OnucaHue HepocTynHo
napameTpa
Pexum Pexnm rnobanbHon KoHpurypaumm
KOMaHAbI
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BcTpoeHHas | HepocTynHo
noackaska

Ypanenue ctatudeckon 3anmcn MAC VLAN ansa ykaszaHHoro MAC-agpeca

+» OnunoHanbHo.

s Ytobbl ypanutb 3anuce MAC VLAN vykasanHHoro MAC-agpeca, Heobxoammo
BbINOSTHUTb 3TY HACTPOMWKY.

¢ BbINOMHUTE 3Ty HACTPOWKY Ha KOMMYyTaTopE.

KomaHpa no mac-vlan mac-address mac-address [ mask mac-mask ]
OnucaHune mac-address mac-address: YkasbiBaeT MAC-agpec.
SSRaMEERe mask mac-mask: Yka3biBaeT Ha Macky.

Pexum Pexunm rnobanbHon KoHurypaumm

KOMaHAblI

BcTpoeHHas | HepocTynHo
noackaska

Ypanenue ctatudeckon 3anmcn MAC VLAN ans ykaszaHHon VLAN

«»» OnumoHanbHoO.

s YT106bl yoanutb 3anuce MAC VLAN ykasaHHon VLAN, Heo6XxoauMO BbINOMHUTL 3Ty
HaCTPOWKY.

+ BbINOMHUTE 3Ty HAaCTPOWKY Ha KOMMYyTaTopeE.

KomaHpaa no mac-vlan vlan vlan-id
OnucaHue vlan vlan-id: YkasbiBaeT VLAN.
napameTpa

Pexum Pexum rnobansHoOn KoHpurypaumm
KOMaHAbl

BcTpoeHHas | HepocTynHo
noackKaska

lNMpoBepka KoHdUrypauum

< BbinonHute komaHgy show mac-vlan static, 4To6bl NpPoOBEPUTH NPAaBUMBHOCTb
Bcex ctatmyeckux 3anncen MAC VLAN.

« 3anyctute kKomaHay show mac-vlan vlan vlan-id, 4To6bl NpoBepUTL NPaBUNBHOCTb
Beoga MAC VLAN ykasaHHon VLAN.

% 3anyctute koMmaHay show mac-vlan mac-address mac-address [ mask mac-mask
], 4T06bI 0OTO6Pa3unTL 3annce MAC VLAN ykasaHHoro MAC-agpeca.
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KomaHpa show mac-vlan static

show mac-vlan vlan vilan-id

show mac-vlan mac-address mac-address [ mask mac-mask |
OnucaHue vlan vlan-id: YkasbiBaeT ngeHtucpukartop VLAN.
e mac-address mac-address: YkasbiBaeT MAC-agpec.

mask mac-mask: Yka3biBaeT Macky.
Pexum Pexum npuBUNErMpoBaHHON KOHpurypaummn/pexxmm rnobanbHom
KOMaHAbI KOHpurypaummn/pexxum KoHpurypaumm nHtepdenca

BcTtpoeHHaa | HegoctynHo
nopckaska

0T06pa)KeHVI QTECH# show mac-vlan all
€ KOMaHg The following MAC VLAN address exist:
S: Static D: Dynamic

Total MAC VLAN address count: 3

MAC ADDR MASK VLAN ID PRIO STATE
0000.0000.0001 ffff ££ff. f££fFf 2 0 D
0000.0000.0002 ffff ££ff. f££fFf 3 3 S
0000.0000.0003 ffff ££ff. £££fFf 3 3 S&D

Mpumep KoHdUrypaumm
MmobanbHoe nobasneHne ctatndeckon 3anncu MAC VLAN

Kak nokasaHo Ha W3obpaxeHun 6-1, PC-A1 u PC-A2 otHocaTca k otaeny A wu
HasHa4vatoTcss VLAN 100. PC-B1 n PC-B2 oTHocsaTca k otaeny B v HasHavatotca VLAN
200. MN3-3a MOBUMABHOCTN COTPYAHUKOB KOMMAHUA NpeaocTaBnseT BpeMEHHbIN ouc B
KOH(pepeHu-3ane, Ho TpebyeT, 4yToObl COTPYOHMKM, KOTOpPblE UMEKT AOCTyn, Obinn
HasHa4yeHbl B ceTn VLAN cBounx otaenosB. Hanpumep, PC-A1 gomkeH ObiTb Ha3HayeH

VLAN 100, a PC-B1 gomxeH 6biTb HasHaveH VLAN 200 nocne goctyna.

Mockonbky nopTebl goctyna gnsa MNK B KoHdepeHu-3ane He duKCUpoBaHbl, PYHKLNIO
MAC VLAN moxHo ncnonb3oBatb ans ceasbiBaHna MAC-agpecos K ¢ cetamn VLAN
nx otagenioB. HesaBMCMMO OT MOPTOB, WUCMOMb3yeMbIX COTPyOHMKaMU OnA OOCTyna,

dyHkuna MAC VLAN aBTomaTuyecku HasHavaeT VLAN cBoux nogpasgeneHuni.
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CueHapun Routert
N3o6paxeHne .
6-1 -
Dept. A Dept. B
VLANL00 VLAN200
Meeting Room|  Switch &
AT1ansbl s Hactponte nopt, coeaumHsaowmn Switch C wun Router 1 Kak
KOHcUrypaum MarucTparnbHbIN NOPT.
] % HactpownTte noptbl, coegunaowme sce MK Ha Switch C, kak rubpugHble
nopTbl, Bkunute QyHkumtwo MAC VLAN ©“  n“3MeHuTe CnucoK
HeTermpoBaHHbIX VLAN no ymonyaHutio.

« Hactpownte 3anncu MAC VLAN Ha Switch C.
A A# configure terminal

A(config)# interface interface name

A(config-if)# switchport mode trunk

A(config-if)# exit

A(config)# interface interface name

A(config-if)# switchport mode hybrid

A(config-if)# switchport hybrid allowed vlan add untagged 100,200

A(config-if)# mac-vlan enable

A(config-if)# exit

A(config)# mac-vlan mac-address PC-Al-mac vlan 100

A(config)# mac-vlan mac-address PC-Bl-mac vlan 200
MpoBepka MpoBepbTe HacTpoeHHble ctatndeckune 3anncm MAC VLAN Ha Switch C.
KOHdurypaum
7]
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A A# QTECH# show mac-vlan static

S: Static
MAC ADDR

The following MAC VLAN address exist:

D: Dynamic

MASK VLAN ID PRIO STATE

PC-Al-macffff . ffff . ffff 100
PC-Bl-macffff . ffff . £ffff 200 3
Total MAC VLAN address count: 2

6.5 MOHUTOPUHT

OTob6paxeHue

OnucaHue

KomaHaga

OtobpaxaeT BCce 3anucu
MAC  VLAN, BKNIOYas

show mac-vlan all

cTaTuyeckme 7
AVHaMu4eckue.

OTtobpaxaet show mac-vlan dynamic
ANHaMnyeckmne 3anucu

MAC VLAN.

OTtobpaxaeT cTaTtndeckue
3anucn MAC VLAN.

show mac-vlan static

Otobpaxaet 3anucu MAC
VLAN ykasaHHon VLAN.

show mac-vlan vlan vlan-id

Otobpaxaet 3anmcu MAC
VLAN ykasaHHoro MAC-
agpeca.

show mac-vlan mac-address mac-address [mask mac-mask]

OTtnapgka

A\ CuctemHble pecypcbl 3aHATbI NpW  BbIBOAE OTnagoyHon uHdopmauun. [loaTtomy,
OTKIIIOUUTE OTNAAKY Cpa3sy Nocre MCNosib30BaHWS.

OnucaHue

KomaHaa

Otnagka dyHkummn MAC
VLAN.

debug bridge mvlan
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7 HACTPOUKA SUPER VLAN
7.1 O630p

BupTtyanbHaa nokansHas cynepcetb (VLAN) — 3T0 nogxon K pasgeneHuto ceTten
VLAN. Super VLAN Takxe HasbiBaeTca arpernposaHnem VLAN u npeacrasnsaet cobom
TEXHONOrN0 ynpasneHus, cneumanbHO pas3paboTpoBaHHyl Ansg ontumusauun |IP-
agpecos.

Mcnonb3oBaHue Super VLAN moxeT 3HaumTenbHO coxpaHutb IP-agpeca. Super VLAN,
KoTopas cocTouT M3 Heckonbkux noaceten VLAN, gormkHa ObiTb Ha3HayYeHa TOSbKO
ogHomy |IP-agpecy, 4To 3HaunTenbHO 3aKoHOMUT |IP-agpeca u obneryaet ynpasneHue
CeTblo.

7.2 NMpnmeHeHne

MpumeHeHne OnucaHue

CoBmecTHOE Cetn VLAN pasgeneHbl gns peanusauun  M30naumm
nucnonb3oBaHve ogHoro IP- | nonb3oBatenen pfocrtyna Ha 2-m  ypoBHe (L2). Bce
Lno3a mexay | nonb3oBaTtenn VLAN coBMeCTHO ncnosnb3yoT oauH IP-wnio3
HECKOJTbKUMU ceTamu | ons peanusauumn csasm 3-ro yposHsa (L3) n obmeHa gaHHbIMU
VLAN C BHELLHUMMN CETSMN.

7.2.1 CoBMecTHOe wucnonb3oBaHue opgHoro IP-wnio3a wmexay HeCKONbKUMU
cetssmm VLAN

CueHapun

Heckonbko VLAN wmsonupoBaHbl Ha ypoBHe L2 Ha ycTponctee L3, HO nonb3oBatenu
aTnux VLAN moryT ocyuwectBnsaTb 06MeH gaHHbIMKU YPoBHSA L3 mexay cobon B 0OgHOM n
TOM Xe CEerMeHTe ceTu.

N3o6paxeHune 7-1
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VLAN 30

VLAN 20
192.168.1.10~192.168.1,.50 192.168.1.60~192.168.1.100 192.168.1.110~192.168.1.150
3ameTku Switch A aBnsieTca WNO30M UM KOMMYTaTOPOM YPOBHSA sapa.

KommyTtatopbl Switch B, C u D aBnsatoTca kommyTaTopaMmmn gocTyna.

Ha kommyTaTtope Switch A koHdurypupytotca Super VLAN n Heckornbko Sub
VLAN, a nHtepdpenc L3 un IP-agpec uHtepdgenca L3 HacTpoeHbl ans Super
VLAN.

VLAN 10 HactpamnBaeTtcsa Ha Switch B, VLAN 20 HacTpauBaeTcs Ha Switch C,
a VLAN 30 HactpamBaetca Ha Switch D. PasnunuyHble nogpasgeneHus
KOMnaHuu HaxogsaTtca B pasHblx ceTsx VLAN.

OnucaHue

B wuHTpacetn wucnonesynte Super VLAN, 4tobbl Heckonbko Sub VLAN mornu
COBMECTHO ucnonb3oBaTb oauH IP-wnio3, B 10 Bpemsa kak VLAN Obiniv B3anMMHO
N30NMpoBaHbl Ha ypoBHe L2.

Monb3oBatenn Sub VLAN moryT ocyuwectBnsTb obMeH AaHHbiMM L3 4epes wnio3
Super VLAN.

7.3 ®YyHKUUN

Ba3oBble KOHUenuuu
Super VLAN

Super VLAN Takke HasbiBaetca arpernposaHuem VLAN u npeacraBnsetr cobon
TEXHOMNOrn0 ynpaBreHus, cneumanbHo paspaboTpoBaHHyl Ans onTtummsaumm IP-
agpecoB. OHa o6beauHaeT Heckonbko VLAN B oamH cermeHT IP-cetn. B Super VLAN
He MoxeT ObITb aobasneH usndecknin nopT. BupTyanbHbii NHTEPdENC KOMMYyTaLMK
(SVI) ucnonbsyetca ana ynpaesnexus ceasm mexay VLAN m ux nogcetamu. Super
VLAN He MoxeT wucnonb3oBatbca B kayectBe obuwen VLAN 802.1Q, HO moxeT
paccmaTtpuBaTtbes kak ocHoBHas VLAN noaceten VLAN.

Sub VLAN
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Sub VLAN saBnaeTca He3aBMCMMbIM LUMpOKOBeLLaTenbHbiM goMeHoM. [Mogcetn VLAN
B3aMMHO M30NMpoBaHbl Ha ypoBHe L2. lMonb3osatenu nogceten VLAN ogHon wnu
Heckonbkux cynepcetenn VLAN oBmeHMBalOTCA OaHHbIMM Mexay cobon vepes cBou
cobCTBEHHbIE BUPTYasbHble FIoKarbHble CETU 3-r0 YPOBHS.

ARP-npokcu

SVI ypoBHa L3 MmoxHO co3gaTb Tonbko ansa Super VLAN. MNonb3oBatenu B Sub VLAN
obwatotca ¢ nonb3oBatenamu B apyrux nogcetax VLAN Ton xe cynepcetn VLAN mnn
nonb3oBatenaMn B Apyrux cermeHtax cetn vepe3 ARP npokeu n SVI L3 cynepcetu
VLAN. Korga nonb3oBaTtens Sub VLAN otnpaenset 3anpoc ARP nonb3oBatento
apyron Sub VLAN, wnto3 cynepcetn VLAN mncnonb3yet cobectBeHHbIn MAC-agpec ans
oTnpaBku unu oTeeTa Ha 3anpocbl ARP. O3TOT npouecc Ha3biBaeTCsa NPOKCU-CEPBEPOM
ARP.

Hnana3soH IP-agpecos Sub VLAN

Ha ocHoBe IP-agpeca wnto3a, HacTpoeHHoro ans Super VLAN, MOXHO HacTpouTb
AnanasoH IP-agpecos gna kaxgoun nogcetn VLAN.

O630p

PyHKUMA OnucaHune

Super VLAN Cospaet uHTepdpenc L3 B kadectBe SVI, 4yTOObI paspewnTb BCEM
noacetaMm VLAN coBMecCTHO mMcrnonb3oBatb OAWH U TOT e cermeHT [P-
ceTn vyepes npokcu-cepsep ARP.

7.3.1 Super VLAN

Monb3oBaTtenam Bcex nogceten VLAN cynepceTy MoryT ObiTb Ha3dHayeHb! |IP-agpeca B
OAHOM U TOM e amana3oHe |P-agpecoB, 1 OHM MOryT COBMECTHO UCMNONb30BaTb OAWH
n ToT Xe IP-wno3. lNonb3oBaTenn MOryT OCYLECTBMSATb OOMeH AaHHbIMU Mexay
cetamn VLAN yepes3 aT70T wno3. HeT HeobxoaMMOCTM BbIAENATL LUMO3 OIS KaXOooun
VLAN, koTopasi coxpaHsieT IP-agpeca.

MpuHUMN paboTbl

IP-agpeca B cermeHTe ceTu BblgenswTcsa pasHbiM nogcetam VLAN, koTtopble
npuHagnexat ogHom Super VLAN. Kaxpas nogcetb VLAN ummeeT He3aBUCUMbIN
wnpokosellatenbHbii gomeH VLAN, u pasnuyHblie nogcetn VLAN nsonupoBaHsl opyr
oT pgpyra Ha ypoBHe L2. Korga nonb3oBatensam noaceten VLAN Heobxoommo
BbIMNOMNHUTL 0OMEH AaHHbIMK L3, B KayecTBe agpeca wn3a ucnonb3yetca |IP-agpec
SVI cynepcetn VLAN. Takum obpasom, Heckonbko VLAN MCnoOnb3yoT OANH U TOT Xe
IP-wnto3, n HeT HeobxoauMocTn HacTpamBaTth W3 ans kaxagon VLAN. Kpome Toro,
ana peanusaumm ceasm L3 mexay nogcetsammn VLAN mn mexagy nogcetamu VLAN m
ApYrMMn cermMeHtamu cetun yHKuma npokcu-cepsepa ARP wncnonbsyetca ans
nepecobisikn n obpaboTtkn 3anpocos n oteetoB ARP.

O6meH paHHbIMM Ha ypoBHe 2 mexay noacetamm VLAN: Ecnun npotokon SVI He
HacTpoeH pnana cynepcetm VLAN, nogcetm VLAN cynepcetn VLAN B3auMmHO
N3onnpoBaHbl Ha ypoBHe L2, TO eCcTb nonb3oBaTenu B pasHbix nogcetsax VLAN He
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MOryT B3auMoaencTBoBaTb Mmexay cobon. Ecnu SVI HacTpoeH ans cynepcetn VLAN, a
wno3 cynepcetn VLAN MoxeT QyHKUMOHMpoBaTb Kak npokcu-cepsep ARP,
nons3oBaTtenu B pasHbix noacetsax VLAN ogHou n Tton xe cynepcetn VLAN moryt
obmeHMBaTbLCA [OaHHbIMM  Mexay cobon. JTo cBA3aHO € TeMm, u4To IP-agpeca
nonb3oBartesien B pasHbix noaceTtax VLAN npuHagnexaTt ogHOMY U TOMY Xe CerMeHTy
CeTun, a CBA3b MeXAy HAMU NO-NMPeXHEMY paccMaTpUBaETCs Kak CBSA3b Ha ypoBHe L2.

O6meH paHHbIMM Ha ypoBHe 3 mexpay noacetamm VLAN: Ecnu nonb3oBaTensm B
nogcetax VLAN cynepcetn VLAN Heob6xoamMmo BbINOMHUTL 0OMeH gaHHbiMKu L3 mexay
cermeHTammn cetu, w3 aton cynepcetm VLAN BbINONHAET porib NPOKCU-cepBepa
ARP ans oteeTta Ha 3anpocbkl ARP BmecTo nogceten VLAN.

7.4 Kondurypaums

KoHcdurypaumoHHol OnucaHue n KomaHpa
1 anemMeHT

HacTtpoiika OCHOBHbIX | 4\ O6si3aTensHo.

byHKLUMI Super
VLAN supervian HactpausaeT Super VLAN.
subvlan vian-id-list Hactpausaet noacetb VLAN.
proxy-arp BkntovaeT yHKUMIO NpOKCU-cepBepa
ARP.
interface vlan vilan-id CospaeT BUpTyanbHbIM MHTEPENC AN
Super VLAN.
ip address ip mask HacTtpauBaet IP-agpec BupTyanbHOro
nHTepgenca Super VLAN.

& OnumoHanbHo.

start-ip end-ip nogcetn VLAN.

7.4.1 Hactpounka ocHOBHbIX pyHKuuM Super VLAN
CueHapuu

Bkntounte dyHkumio Super VLAN u HacTponte SVI ana Super VLAN, peanusya cBsisb
L2/L3 mexagy nogcetamm VLAN B ogHom VLAN.

Monb3oBartenu Bo Bcex noacetax VLAN cynepcetn VLAN ncnonb3yoT OguH U TOT Xe
IP-wno3. HeT HeobxoouMmocTy ykasbiBaTb CETEBOW cerMeHT anda kaxgon VLAN,
KoTopasi coxpaHsieT IP-agpeca.

@QTECH | www.qtech.ru
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MpumeyaHunsn

A Cynepcetb VLAN He NpuHagnexuT HU OQHOMY (U3MYeckomy nopTy. Takum obpasom,
YCTPOMWCTBO, HAaCTPOeHHoe Ha ucnonb3oBaHune cynepcetn VLAN, He moxeT obpabaTtbiBaTtb
nakeTbl, cogepxawme Ter cynepcetn VLAN.

A Heobxogmmo Bkmounth Kak cdyHkumio Super VLAN, Tak un dyHkumio ARP proxy Ans
kakgon nogcetn VLAN.

A\ Mpotokon SVI u IP-agpec AomkHbI 6biTb HacTpoeHbl ans cynepcetn VLAN. SVI — aTto

BUPTYanbHbIA MHTEpPdENC, UCMNOoNb3yeMbIn ANS CBA3M Nofib3oBaTenen Bo BCEX MOACETAX
VLAN.

ATanbl KOHdUrypaumm
Hactponika Super VLAN

s ObsAsaTensHo.

< B cynepcetn VLAN HeT (pm3nyecknx nopTos.

s [omkHa ObiTb BkntoyeHa dyHkuna ARP proxy. [aHHas ¢yHKUMSA BKNHOYEHa NoO
YMOMYaHuIO.

s MoxHO BbINONMHUTL KOMaHZy supervian, 4Tobbl n3amMeHuTb 00blMHYO VLAN Ha
cynepceTb VLAN.

¢+ locne Toro kak obblyHan VLAN ctaHeTt cynepceTtbio VLAN, nopThl, fob6aBneHHbIe B

a1y VLAN, 6yayt yoanedbl u3 gaHHon VLAN, tak kak B cynepcetn VLAN Het

dom3n4eCcKMx NOpPTOB.

& Super VLAN penctBuTenbHa TONbKO nocne HacTtpouku noaceten VLAN ana aton
cynepcetun VLAN.

A\ VLAN 1 He MoxeT BbITb HacTpoeHa kak Super VLAN.

A\ Cynepcetb VLAN He mMoxeT 6biTb HacTpoeHa B kadectBe nogacetn VLAN apyroit Super
VLAN. Moacetb VLAN cynepcetn VLAN He MoXxeT BbITb HacTpoeHa B kadectBe Super

VLAN.
KomaHpa supervlan
OnucaHue HepocTynHo
napameTpa
YcTaHoBKM Mo ymonyaHuio cetb VLAN sBnsetcs obbivHon cetbio VLAN.
no
yMon4aHuio
Pexum Pexxum koHdurypuposaHus VLAN
KOMaHAbl
BcTpoeHHas | Mo ymonuanuio dyHkumst Super VLAN oTkniodeHa.
noAckaska B Super VLAN He moxeT 6bITb fo6aBneH uanyeckni nopr.
Korpa y VLAN oTmeHseTca cTtaTyc cynepceTu, Bce ee MNoaceTu
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cTaHoBATCA 00ObIYHbIMU cTaTudeckumm VLAN.

HacTpoiika BupTyanbHoro nHtepdgenca gns Super VLAN
% ObsasaTensHo.

B Super VLAN He moxeT 6bITb o6aBneH dunsndeckmin nopT. MoxxHo HacTpoutb SVI
ypoBHs L3 ana VLAN. IP-wnto3 B SVI ypoBHA L3 HAacTpOEH Kak NpoKcu-cepeep Ans

Bcex nonb3oBartenen B nogcetax VLAN B oTBeT Ha 3anpockl ARP.

A\ Korga cynepcetb VLAN HacTpausaeTtcs ¢ nomolbio SVI, oHa Bbigensiet uHtepdeiic L3
ans kaxgon nogcetm VLAN. Ecnm nogcetm VLAN He HasHadeH mHTepdenc L3 m3-3a
HexBaTKu pecypcoB, noaceTb VLAN cHoBa cTtaHoBuTcs 06bidHOM VLAN.

KomaHpa interface vlan vlan-id

OnucaHue vlan-id: YkasbiBaeT ngeHtudukatop Super VLAN.

napameTtpa

YcTtaHOBKMU Mo ymonyaHuto Super VLAN He HacTpoeHa.

no

yMOS4YaHuro

Pexum Pexnm rnobansHon KoHpurypaumm

KOMaHAblI

BcTpoeHHasa | NuTepdenic L3 gomkeH 6biTb HACTPOEH Kak BUPTYyarnbHbIN MHTepdeic
noAcka3ska cynepcetn VLAN.

HacTtponka wnto3a cynepcetn VLAN

®,

< QObgas3aTenbHo.

RS

% IP-wnto3 B SVI ypoBHA L3 HAacTpOEH Kak NpoKCU-cepBep AN BCEX NONb30oBaTenen B
noacetsx VLAN B oTeeT Ha 3anpockl ARP.

KomaHpa ip address ip mask

OnucaHue ip: YkasbiBaeT |IP-agpec wrno3a B BUPTyarnbHOM WHTepdence cynepceTu
napameTpa VLAN.

mask: YkasblBaeT Macky.

YcTtaHOBKMU Mo ymonyaHuio w3 He HacTpoeH ansa cynepcetn VLAN.
no

yMon4yaHuio

Pexum Pexum koHdurypaumm nHtepdgenca

KOMaHAbI
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BcTpoeHHas
noackaska

BbinonHuTte aTy komaHgy, Ytobbl HacTpouTb W3 anga cynepcetn VLAN.
Monb3oBatenu Bcex noaceten VLAN cynepceTu COBMECTHO UCMOMb3YOT
STOT LUMHO3.

HacTtpownka noacetn VLAN

s dusunyeckue

» O0asaTenbHo.

noptel MoryT O6biTb aobaBneHbl B nogcetn VLAN. lMoacetn VLAN

cynepceTy COBMECTHO UCMONb3YOT afpec LUM3a CynepceTn N HaxoaaTcsi B O4HOM
N TOM K€ CErMeHTe CeTw.

X/

YMOJTHaHUIO.

X/

s [omkHa ObiTb BkntoyeHa dyHkuna ARP proxy. [aHHas GyHKUMSA BKNKOYEHa No

s MoxHO BbINONMHUTL KOMaHAy subvlan vlan-id-list, 4To6bl N3MeHNTb 06bI4HY0 VLAN

Ha noAaceTb CynepceTu. dusnyeckne nopTbl MOTyT ObITb gobaBneHbl B noaceTtu

VLAN.

*

« Casa3b nonb3oBatenen B nogcetn VLAN ynpaBnsaeTcsa cynepceTblo.

A\ YTo6bl yaanute paHHyto noacetb VLAN, Heobxogumo wmamenHuTb nopcetb VLAN Ha
06b14Hyto VLAN, BbINONHMB KOMaHAy no vian.

A\ Opna nogcetb VLAN npuHaanexmnT Tonbko ogHon cynepceTtn VLAN.

KomaHpa subvlan vian-id-list

OnucaHue vlan-id-list : YkasbiBaeT Heckornbko VLAN B KayecTBe nogceten cynepceTu.
napameTtpa

YcTtaHOBKMU Mo ymonuanuio VLAN aBnsaetca obbivHom ceTbio VLAN.

no

yMOJT4YaHUo

Pexum Pexnm koHdurypmposaHunsa VLAN

KOMaHAbl

BcTtpoeHHas | VIHTepdenchl nogknioyYeHns MoryT ObiTb Job6asneHsbl B noacetb VLAN.
noackaska

Utobbl yoanute gaHHyo noacetb VLAN, HeobxoauMO M3MEHUTb €€ Ha
06bi4Hyt0 VLAN, BbInonHMB kKomaHgy no vian [id].

Henb3s HacTpouTb SVI ypoBHs L3 cetn VLAN ana nogcetn VLAN.

@ Ecnm Bbl HacTpounm SVI yposHsa L3 ana cynepcetu VLAN, nonbiTka
nobasneHusa gononHuTenbHblx nogceten VLAN moxeT OblTb HeyAayHoOW n3-
3a HexXBaTKM PeCypcoB.

A\ Ecnn Bbl HacTpouTe paononHuTenbHble VLAN Ha cynepcetv, a 3aTem
HacTtpoute SVI ypoBHa L3 cetn VLAN ansa cynepceTun, HeKoTopble NMOACETH
VLAN moryT cHoBa cTtatb 006bi4HbIMM VLAN 13-3a HEXBATKM PECYpPCOB.

HacTtpownka npokcu-cepsepa ARP
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X/

% (Ob6ss3atenbHo) OyHKuMa ARP proxy BKItoYeHa MO YMOMYaHUIO.

s lMonb3oBaTtenu B noacetsax VLAN moryT ocyliecTtBnaTb o6MeH gaHHbiMn L2/L3
mexagy cetamm VLAN 4depe3 NpoKCU-cepBep LWI3a TOSMbKO MOCre BKIHYEHUSs
dyHKumMn npoken-cepsepa ARP kak B cynepceTu, Tak n B noacetsx VLAN.

« lNonb3oBatenu noaceten VLAN Moryt B3aMMoOenCTBOBaTb C MNOSfib30BaTENsMU

apyrux ceten VLAN Tonbko nocne BKAOYeHUs PyHKUMN npokcu-cepsepa ARP B

cynepceTax U NoaceTsx.

A\ ®yukuma ARP proxy gomkHa 6biTb BKMOYeHa kak B cynepcetu VLAN, Tak n B noaceTtn. B
NPOTUBHOM crny4vae ata PyHKUMA He ByaeT AencTeoBaTh.

KomaHpa proxy-arp

OnucaHue HepocTynHo

napameTtpa

YcTaHOBKMU Mo ymonuaHuio dpyHkumsa ARP proxy BkritoyeHa.
no

yMO4yaHuro

Pexum Pexum koHdurypuposaHus VLAN

KOMaHAbI

BctpoeHHasa | [lo ymonuaHuio pyHkums ARP proxy BknodeHa.
noackaska

ARP kak B cynepceTu, Tak U B nogceTu.

cepBepa ARP B cynepceTn 1 nogceTsx.

HacTtponka ananasoHa IP-agpecoB nogcetn VLAN

¢ MoOXHO HasHauuTb [guanasoH |[P-agpecos pana kaxgon noacetm  VLAN.
Monb3oBatenu nogcetm VLAN Moryt B3aMMogenCTBOBaTb C MOSfib3oBaTensiMu
apyrux VLAN Tonbko B TOM crnyyae, ecnn mnx IP-agpeca Haxogsatcs B yKasaHHOM
AnanasoHe.

+» Ecnu He yka3aHo nHoe, He TpebyeTcs HacTpamBaTb AvanasoH |IP-agpecos.

4% |IP-agpeca, OuHamuyeckn BblgensieMble nonb3oBatensm depe3 DHCP, wmoryt He
HaxoaMTbCA B BbiAeneHHoM guanasoHe IP-agpecos. Ecnu IP-agpeca, BbigeneHHble Yepes
DCHP, HaxogsaTca BHe ykasaHHOro AwvanasoHa, nonb3oBatenu nogcetn VLAN He moryT
cBa3atbcs ¢ nonb3osarensmu apyrmx VLAN. T[loatomy OyabTe OCTOPOXHbI MNpu
ncnonb3oBaHUM KomaHnapl subvlan-address-range start-ip end-ip.

Ak [OwnanasoH IP-agpecoB nogcetn VLAN pomkeH HaxoauTbCsl B npedenax guanasoHa IP-
agpecos cynepceTtu VLAN, k koTopon npuHagnexunt nogcete VLAN. B npoTuBHOM criyvae
nonb3oatenu nogcety VLAN He moryT obMeHuBaTbCA AaHHbIMU Mexay cobow.
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;}‘\ IP-agpeca nonb3oBatenen B nogcet VLAN OomkHbI HAXoAUTLCA B Npeaenax gnanasoHa
IP-agpecos noacetn VLAN. B npotneHoM cnydae nonb3oBatenu nogcetn VLAN He moryT

0OMeHnBaTbCs AaHHbIMU MeXay cOBon.

KomaHpa subvlan-address-range start-ip end-ip

OnucaHue start-ip: YkasbiBaeT HavanbHbIn IP-agpec noacetn VLAN.
L] PR LA Tt end-ip: Yka3blBaeT koHeuHblii IP-agpec nogcetn VLAN.
YcTtaHOBKMU Mo ymonyaHuio gnana3soH IP-agpecoB He HacTpoeH.

no

yMOn4yaHuro

Pexum Pexnm koHdurypmposaHuna VLAN

KOMaHAblI

BcTpoeHHas OnuwnoHanbHo.
noackaska
nonb3oBartenen B noacetn VLAN.

nepekpbIiBaTbCA APYr OPYrOM.

obMeHMBaTbLCA AaHHBbIMK MeXay cobon.

HaxoOaTCHA B HACTPOeHHOM AauanasoHe |IP-agpecos.
/b IP-agpeca, BbligeneHHole 4epe3s DHCP, wmoryt He

BbinonHute 3Ty KomMaHay, 4Tobbl HacTpouTb [Auana3oH |P-agpecoB
[AnanasoHbl |P-agpecoB pasnuyHbiX MNoAceTen CcynepceTm He MoryT

/A [unanason IP-agpecoB nogcetm VLAN [gomkeH HaxoauTbcs B npegenax
AunanasoHa |IP-agpecos cynepcetn VLAN, K KOTOpOW NpuUHaanexuT NoAceTb.
B npotuBHom cnydyae nonb3oBaTenu nogceten VLAN He moryT

Ah TMonb3oBartenu nogceTtun VLAN MoryT B3aMMOOENCTBOBATb c
nonb3osatenamu gpyrmx VLAN Tonbko B TOM cnydae, ecnn ux IP-agpeca
(amHamnyeckn Bbigensiemble yepe3 DHCP wmnn ctatuyeckn HacTpOEeHHbIe)

HaxoanTbCA B

HacTpoeHHOM [ananasoHe IP-agpecoB. B 3atom cnyyae nonb3oBaTenu
nogcetm VLAN He MoryT B3ammoOencTBOBaTb C MoMb3oBaTenaMu Opyrux
VLAN. MNoatomy 6yabTe OCTOPOXHbI MPU NCNONb30BaHWUM 3TOM KOMaHAbI.

MpoBepka kKoHUrypaumm

Mocne Toro, kak kaxpgas nogcetb VLAN COOTHOCUTCA CO LUMKO3OM CynepceTy,

nonb3oatenu nogceten VLAN MoryT oTnpaBnaTb 3X0-3anpockl ApYyr ApYrY.
Mpumep KoHduUrypaumm

HacTtponte Super VLAN B cetm Takmm obpasom, 4ToObl Monb3oBaTenu B CBOUX
noacetax VLAN ncnonb3oBany OAUH U TOT K€ CErMeHT CeTU U MMENU OAUH N TOT Xe

IP-wnto3 gnsa skoHomun IP-agpecos
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CueHapun

N3o6paxeHne
7-2

Super VLAN 2
SVI:192.168.1.1/24
Sub-VLAN 10, 20. 30

SwitchB

162.168.1.10~192.168.1.50 192.168.1.60~192,168.1.100 192.168.1.110~192.168.1.150

dTtanbl

KOHcuUrypaum
]

BbinonHuTe cooTBeTCTBYOLWY KOHpurypaumo cynepcetn VLAN Ha
KOMMyTaTope YPOBHSA sapa.

Ha kommyTatopax pgocrtyna Hactpoute o06bldHble cetn VLAN,
cooTBeTcTBYOWMe nogcetsam VLAN Ha kommyTaTope YpOBHSA spa.

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA (config)#vlan 2

SwitchA (config-vlan) #exit

SwitchA (config)#vlan 10

SwitchA (config-vlan) #fexit

SwitchA (config) #vlan 20

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 30

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 2

SwitchA (config-vlan) #supervlan

SwitchA (config-vlan) #subvlan 10,20,30

SwitchA (config-vlan) #exit

SwitchA (config) #interface vlan 2

SwitchA (config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA (config) #vlan 10

SwitchA (config-vlan) #subvlan-address-range 192.168.1.10
192.168.1.50

SwitchA (config-vlan) #exit
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SwitchA (config) #vlan 20

192.168.1.100
SwitchA (config-vlan) #exit
SwitchA (config) #vlan 30

192.168.1.150
SwitchA (config) #interface range gigabitEthernet 0/1,0/5,0/9

SwitchA (config-if-range) #switchport mode trunk

Mposepka Y6eautecb, 4TO XOCT WcTouHMKa (192.168.1.10) n wueneBon XocT
:oucburypau.u (192.168.1.60) moryT oTnNpaBnsaTb 9X0-3anpockl APYr APYrY.
A SwitchA (config-if-range) #show supervlan

subvlan ip range

2 ON 10 ON192.168.1.10
192.168.1.50
20 ON 192.168.1.60 - 192.168.1.100
30 ON 192.168.1.110 - 192.168.1.150

SwitchA (config-vlan) #subvlan-address-range 192.168.1.60

SwitchA (config-vlan) #subvlan-address-range 192.168.1.110

supervlan id supervlan arp-proxy subvlan id subvlan arp-proxy

TUNUYHbIE OIUOKK

SVI n IP-wnto3 He HacTpoeH anga cynepcet VLAN. CnegoBaTtensHo, npoucxogut coomn
ceasun mexay nogcetamm VLAN u mexgy nogcetssmu VLAN m gpyrummn cetamm VLAN.

®yHkuma ARP  proxy otkniodeHa B cynepcetv VLAN wunu nopcetsix  VLAN.
CnepoBartenbHo, nonb3oBatenu nogceten VLAN He MoryT B3ammMogencrBOBaTb C
nonb3oatenamu gpyrnx ceten VLAN.

HnanasoH |IP-agpecoB nogcetm VLAN HactpoeH, Ho IP-agpeca, BblgerneHHble
nonb3oBaTeNsaM, HaXOASATCS BHE 3TOro guManasoHa.

7.5 MOHUTOPWHr

OToGpaxeHue

OnucaHwue KomaHpa
OTtobpaxaet show supervlan
KOHpurypaumto Super
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VLAN.

OTtnapka

AL CuctemHble pecypcbl 3aHsSTbl MPU  BbIBOAE OTNadoyHol uHdopmauun. [losTomy,
OTKIOUNTE OTNAaAKy cpasy nocre UCnosrb3oBaHus.

OnucaHue KomaHpa

Otnagka cynepcetn VLAN. | debug bridge svlan
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8 HACTPOUKA VLAN NMPOTOKONA
8.1 O630p

TexHonorns VLAN npoTtokona — ato TexHonorus pacnpegenexHms VLAN Ha ocHoBe
TMNa nakeTHoro npotokona. OHa MOXeT pacnpenensaTb NakeTbl onpeaenieHHoro Tuna
npoTokona c¢ HynesbiM uaeHtudgukatopom VLAN B ogHy m Ty e VLAN. To ecTb,
KOMMYyTaTOp, OCHOBbIBAsiCb Ha Tune npoTokona u dopmMate WHKancynsuumM nakeTos,
NOSTyYEHHbIX NOpTamMu, ULLET COOTBETCTBME NOSTyYEHHbIM HETErMpoOBaHHbLIM MNakeTam C
npodunamm npotokona. Ecnu conoctaBneHne BbLINOSHEHO YCMELLUHO, KOMMyTaTop
aBTOMaTU4ecKn pacnpegensdet nakeTbl No cootBetcTBytowen VLAN ana nepepayn.
CyuwectByet aBa Tuna ceten VLAN c npotokonom: VLAN ¢ npoTokonom Ha ocHose |P-
agpeca n VLAN c npoTokosioMm Ha ocHoBe Tuna naketa u tuna Ethernet Ha noprax.
VLAN c npoTokonom, oCHoBbIBalLLaAacs Ha Tune naketa u tune Ethernet Ha nopTax,
HasbiBaeTca kpaTko VLAN npotokona, a VLAN npotokona Ha ocHoBe |P-agpeca
KpaTko HasbiBaeTca VLAN nogcetw.

{ VLAN npoTtokona npvMMeHuma TOmNbKO K MarucTpanbHbIM NopTaMm U rubpuaHbIM nopTam.

MpoTokonbl U cTaHAapThbI
Cranpgapt IEEE 802.1Q

8.2 NpumeHeHne

NMpumeHeHune OnucaHue

HacTponka v npumeHeHue @ PeanunayeT u30MsuMi0 CBA3M Ha 2-M ypOBHE SIS XOCTOB

VLAN npoTokona nonb3oBaTene, NCMONb3YIOLWMX  pasnuyHble nakeTbl
NMPOTOKONOB [N CHWXEeHUs ceTeBoro Tpadmka u obmeHa
AaHHbIMMU.

Hactpornka u npumeHenue  YkasbiBaeT auana3oH VLAN Ha ocHoBe cermeHTta IP-cetn, Kk
VLAN nogcetu KOTOPOMY NpuHagnexart nosfib3oBaTeNibCkMe nakeTbl.

8.2.1 Hactpouka n npumeHeHmne VLAN npotokona
CueHapun

Kak nokaszaHo Ha cnegywouwem W3obpaxeHun, ceTeBasi apxuTekTypa COCTOUT U3
nogkntodeHHoro cepeepa Windows NT u cepsepa Novell Netware, a ocdmc nogkntoyeH
K kommyTatopy Switch A 3-ro ypoBHs yepes KoHueHTpaTop. B odumcHoM nomerieHum
nmetotca pasHble MNK. HekoTopble KOMMNbOTEPBLI NCMONb3YIOT ONEPALIMOHHYIO CUCTEMY
Windows NT (OC) u nogaepxusatoT npotokon IP, a HekoTopble K ncnonesytotr OC
Novell Netware u noggepxusatoT npotokon IPX. MK B odwucHoMm nomelieHumn
obMeHMBalOTCA AaHHBIMU C BHELLHEN CETbIO U CepBepamMu 4Yepes MOpT BOCXOASLLEro
kaHana Gi 0/3.

OcHoBHble TpeboBaHus:
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s O6MmeH paHHbiMn 2-ro ypoBHs mexay [K, ucnonbsytowmm OC Windows NT,
n3onmpoBaH oT obmeHa gaHHbiMu mexay MK, ncnonbayowmm OC Novell Netware,
4YTO6Obl YMEHbLUNTL CETEBOM TpaduK.

N3o6paxeHune 8-1

. VLAN 3
Switch A

Gi Of Ll e i (2
@ Nowvell Metware Server
Gi 03 S

Windows NT Server

3ameTkn  Switch A aBnsetca kommyTtaTtopom, a nopT Gi 0/3 — rmbpmngHsim noptom. MopT
Gi 0/1 asnsetca noptom goctyna n npuHagnexut cetu VLAN 2. MNMopt Gi 0/2

Takke saBngeTcs nopTomMm goctyna v npuHagnexmt VLAN 3.

OnucaHue

s Hactponte npodunn naketHoro Tuna wu Ethernet-tvna (B gaHHOM npumepe
HacTpouTe npodunb 1 gna naketoB npotokona IP u HacTponte npocdunb 2 ans
naketoB npotokona IPX).

< lNpumeHnTe npodunn K NOpTy Bocxogswero kaHana (B gaHHoMm npumepe nopT Gi
0/3) n cesxute nx ¢ VLAN (B gaHHom npumepe cesxute npodounb 1 ¢ VLAN 2 n
cesbxute npoduns 2 ¢ VLAN 3).

/b HactpoeHnHble VLAN npoTokona AeicTBYIT TOMbKO Ha MarucTpanbHble U rmbpuaHbie
nopThl.

8.2.2 Hactpouka n npumeHenmne VLAN noacetum
CueHapun

Kak nokasaHo Ha W3obpaxeHun Hmxke, MK B Office A u Office B nogknto4veHbl K
kommyTatopy 3-ro ypoBHA Switch A u4epe3 koHueHTpaTopbl. B Office A TIK
npuHagnexaT K UKCMPOBaHHOMY CErMEHTY CETU U pacnpedensoTcs Ha O4HY U Ty Xe
VLAN yepe3 noptel. B Office B MK oTHOCATCS K ABYM CermMeHTam CeTWu, HO OHU He
MoryT 6bITb pacnpeaeneHsl B cetn VLAN yepes pukcmpoBaHHbIE NOPThI.

OcHoBHble TpeboBaHus:
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Ons MK B ogpuce B kommyTaTtop A moxeT onpegenutb agnana3oH VLAN K Ha ocHoBe
cermeHTa IP-ceTun, K KOTOpOMY NpuHaasiexaT ux nakeThbl.

N3ob6paxxeHne 8-2

IF Metwork Segment : IP Metwork Segment :
192.168.2.1/24 192.168.1.1/24

Switch A
GO/ :

Office B

IP Metwork Segment ;
192.168.1.1/24 &192.168.2.1/24

3ameTkm Switch A - kommyTaTop. NMopt GO/1 sABRseTca NOPTOM AOCTyna U NPUHaAANEXUT
cetn VLAN 2. MNopt G0/2 Takke ABNAeTCs NOPTOM AOCTyNa 1 NPUHaANEXnUT CeTn
VLAN 3. MNopT GO/3 aBngaeTcsa rubpnaHsbIM NOPTOM.

OnucaHue

¢ [mobanbHo HacTponTe VLAN noaceTtun (B 4aHHOM NpuMepe Ha3HadbTe cerMeHT IP-
cetn 192.168.1.1/24 cetn VLAN 3, a cermeHT IP-cetn 192.168.2.1/24 — VLAN 2) n
Bkntounte pyHkumto VLAN nogcetm Ha nopTy Bocxoasilero kaHana (B AaHHOM
npumepe nopt Gi 0/3).

A\ HactpoeHHble VLAN noaceTu AeiCTBYIOT TOMBKO HA MarmcTpanbHbie NopThl U rMbpuaHbIe
nopTbl.

8.3 PyHKUUM
ba3oBble KoHUuenuuun
VLAN npoTokona

TexHonorus VLAN npotokona — 310 TexHonorus pacnpegenexHmsa VLAN Ha ocHoBe
TMna naketHoro npoTokona. OH MOXeT pacnpefensiTb nakeTbl onpedenieHHOro Tuna
npoTokona ¢ HynesbiM naeHTudgukatopom VLAN B ogHy n Ty Xe VLAN.

[ns nakeToB, NonyYeHHbIX NopTamMmm YyCTPoOUcTB, Heobxoammo ykaszaTtb VLAN, 4ToGbl
nakeT npuHagnexan K yHukansHon VLAN. Bo3MOXHbI Tpy BapuaHTa:
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X/

s Ecnu naket cogepxut HyneBon wugeHtudpukatop VLAN (HeTerMpoBaHHbIA UK
NPUOPUTETHLIN NAKeT) N YCTPOMCTBO NogaepXkmnBaeT Tonbko pacnpegenerHne VLAN
Ha ocHoBe nopTtoB, uaeHTudukatop VLAN B Tere, [oGaBneHHOM K NakeTy,
asnsaetca PVID BxogHoro nopra.

s Ecnu naket cogepxut HyneBon wugeHtudpukatop VLAN (HeTerMpoBaHHbIA UK
NPUOPUTETHLIN NaKeT) M YCTPOMCTBO noaaepxuaeT pacnpegeneHne VLAN Ha
OCHOBE Tuna npoTokona naketos, naeHtudpukatop VLAN B Tere, nob6aBneHHOM K
nakety, Bblbupaetca wun3 uaeHTudukatopos VLAN, conocTaBneHHbIX C
KoHGury/paumenr Habopa NpPOTOKONOB BXOAHOro nopta. Ecnv Tmun npoTokona
nakeTa He COOTBETCTBYeT KOHurypauum Habopa NpOTOKONOB BXOAHOro MopTa,
noeHtndpukatop VLAN HasHayaeTca B cooTBeTCcTBUM C pacnpegeneHmem VLAN Ha
OCHOBE NOPTOB.

s Ecnu naket npegcrtaBnser cobon nomeveHHbIn nakeT, VLAN, K KoTopomy

npuHagnexuT naket, onpegensetcs ngeHtngpukatopom VLAN B Tere.

VLAN nogcetn moryT 6bITb HACTPOEHbI TOSbKO rNobanbHO, TO €CTb Ha NopTax MOXHO
BKMIOYUTE UM OTKMOUNTE Tonbko dyHkumMio VLAN npotokona. CooTBeTcTBylOLLAA
KOH(purypaums BbinonHsetca rnobansHo pans  VLAN npotokona, Ha noprtax
BblbupaeTcss cooTBeTCcTBYlOWAs KoHdurypauusa, a naeHtudpukatopol VLAN ykasaHbl
ANSA yCrewHo ConoCcTaBMeHHbIX NakeToB.

*

s Ecnu BxogHou nakeT cogepxuT Hyneson wugeHtudpumkatop VLAN, a IP-agpec
BXOAHOro naketa cosnagaet c IP-agpecom, nakeT nepenaetcsa B VLAN noacetn.

< Ecnu BxogHoWm nakeT cogepxut Hyneson uaeHtudgpukatop VLAN, a Tun naketa u

Tmn Ethernet BxogHOro naketa cooTBeTCTBYOT Tuny naketa m tuny Ethernet

BXOAHOro nopTa, naket HasHa4vaeTcs VLAN npoTtokona.

MpuoputeT VLAN npoTtokona
Mpuoputetr VLAN nogcetun Bbiwe, 4em y VLAN npotokona. To ectb, ecnm VLAN
nogcetm n VLAN npoTokona HaACTPOEHbl OAOHOBPEMEHHO, a BXOOHOM NakeT

cootBetctByeT VLAN nogcetm m VLAN npotokona, To npuoputetr mmeet VLAN
noaceTu.

0O630p

DyHKUMA OnucaHue

ABTOMaTnyeckoe Tunbl cnyx6, nogaoepxnBaemble B ceTu, cedA3aHbl ¢ ceTsmn VLAN mnn
pacnpenenenue naketamum u3 ykasaHHoro cermeHta IP-cetn, nepegatoTca B ykaszaHHOM
VLAN Ha ocHoBe | cetn VLAN ansa ynpolieHus ynpasneHus n o6cnyxmBaHus.

TMna naketa
(protocol based
vian

8.3.1 ABTomaTuyeckoe pacnpegeneHue VLAN Ha ocHOBe Tuna nakeTta
MpuHUMN paboTbl

% YcraHoBMTe npaBuna Ans obopydoBaHMs W BKMAYMTE MpaBuna Ans NOPTOB.
MpaBuna BCTynawT B CUMY TONbKO MOCME WX BKMAYEHUs Ha nopTtax. [MpasBuna
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BKMOYaT TMN naketa u IP-agpec nakeTtos. Korga nopt nonyvyaeTt HeTErMpoBaHHbIE
nakeTbl AaHHbIX, COOTBETCTBYIOLLME MpaBuiaM, OH aBTOMaTUYECKN pacnpegensieT
nx no VLAN, ykazaHHOM B npaBunax nepepayv. Korga npasuna OTKIIOYEHbI Ha
nopTtax, HeTermpoBaHHble MakeTbl JaHHbIX pacnpegensatoTca B HaTueHyto VLAN B
COOTBETCTBUU C KOHUrypaumen nopra.

CBsA3aHHasa KoHdurypaums

8.4 KoHdomrypaums

KoHdurypaums OnucaHue n KomaHaa
Hactpoika A\ (OBszatenbHO) McnonbayeTcs Ans BKIOYEHWS YHKUMKM pacrnpeaeneHns
dyHkumn  VLAN | VLAN Ha ocHoBe Tuna naketa v Tuna Ethernet npotokona VLAN.
npoToKona
protocol-vlan profile num frame- | HacTpamBaetr  npodunb  Tuna
type [ type ] ether-type [ type ] naketa v Tuna Ethernet.
protocol-vlan profile num ether- | HacTpavBaet npodunb  TUnNa
type [ type ] Ethernet (HekoTopble Mogenun He
nogaepXuBarT  naeHTMdmKaumo
KagpoB).
protocol-vlan profile num vilan vid | (Pexum KOHcpurypaumm
UHTepdernca) MpumeHsieT
npoTokosnt VLAN Kk nopTy.
Hactpotiika /A (O6szaTenbHO) McnonbayeTcs Ans BKIOYEHWS YHKUWKM pacnpeaeneHns
dyHkumm ~ VLAN | VLAN Ha ocHoBe IP-agpeca npoTtokona.
nogcetu

protocol-vlan ipv4 address mask
address vlan vid

HactpauBaetr |IP-agpec, macky
noacetn n pacnpegenerne VLAN.

protocol-vlan ipv4

(Pexunm KOHpurypaumm
nHTepgenca) Bknwovaetr VLAN
noaceTn Ha nopTy.

8.4.1 Hactpowuka ¢pyHkuumn VLAN npoTokona

CueHapun

Cesi3blBaHMe TUMOB CNy0, noaaepxneaemMblix B cetu, ¢ cetamm VLAN ans ynpolieHust
yrnpaBreHust 1 0OCnyXnuBaHus.
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MpumeyaHunsn

s Pekomengyetca Hactpoutb VLAN npotokona nocne o6biyHbiX VLAN, a Takke
HacTpouTb Hactponkn noptos Trunk, Hybrid, Access un LAG.

< Ecnu VLAN npoTokona HacTpoeHa Ha maructpanbHOM unn rmbpugHom nopTe, Bce
VLAN, oTHocawmecs k VLAN npoTokona, AOMKHbI CoAepXaTbCs B CrUCKe
paspeLlleHHbiXx VLAN MarmctpanbHoro unm rubpuaHoro nopTos.

ATanbl KOHdUrypaumm
MobanbHas HacTporika VLAN npotokona

% ObsasaTensHo.
< VLAN npotokona MoXeT OblTb MpUMeHeHa K MWHTepdency TONbko B pexunme
rnodanbHOM KOHUrypaumn.

KomaHpga protocol-vlan profile num frame-type [type] ether-type [type]
OnucaHwue num: YkasblBaeT nHgekc npouns.

napameTpa | ype: YiaswiBaeT Tvn naketa u Tin Ethernet.

YcTtaHOBKMU VLAN npoTokona no yMmonyaHuo OTKIIo4eHa.

no

yMOS4YaHuro

Pexum Pexunm rnmobansHOn KoHgurypaumm

KOMaHAblI

BctpoeHHas | VLAN npoTokona MOXHO HacTpouTb B MHTepdence TOMbKO B TOM Cry4yae,
nopckaska ecnn oHa HacTpoeHa rnobanbHo. [lpu  yganeHun  rnobanbHoum
koHpurypaumm npodpuns VLAN npoTokona koHdpurypaumst VLAN npotokona
yoansetca co Bcex WuHTepdencos, cooTBeTcTByoWwmx npocounio VLAN
npoTokona.

MepekntoyeHne pexnma nopta B pexum Trunk/Hybrid

s Ob6gaszatenbHo. ®dyHkuma VLAN npoTokona AencTByeT TONbKO Ha MOpThbl, KOTOPbIE
HaxogaTcsa B pexume Trunk/Hybrid.

BkntoweHne VLAN npoTokona Ha nopty

X/

% Ob6sasatenbHo. VLAN npoTokona no yMon4aHuio OTKIHYEeHa.

X/

+ VLAN npoTokona BKMno4aeTCcs, TONbKO €CIu OHa NpUMeHseTcs B MHTepdencax.

/7

KomaHnpa protocol-vlan profile num vlan vid

OnucaHue num: YkasblBaeT UHAeKC npocunsi.

napameTpa | iq: YxaswiaeT wugeHTUdukatop VLAN. 3HaueHne 1  ykasbiBaeT
MakcumanbHbin ngeHtTudpukatop VLAN, nogaepxmsaembii yCTPOMUCTBOM.
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YcTtaHOBKMU VLAN npoTokona no yMmonyaHuo OTKITo4eHa.

no

yMon4aHuio

Pexum Pexum koHdurypaumm nHtepdgenca

KOMaHAbI

BcTtpoeHHasa | VIHTepdenc nomkeH paboTtath B pexume Trunk/Hybrid.

noackaska

lNMpoBepka KoHcUrypaumm

BbinonHute komaHgy show protocol-vian profile, 4ToGbl NpoBepUTL KOHMUrypaumio.

Mpumep KoHDUrypaumum

BkntoveHune pyHkummn VLAN npoTokosia B TONOSIOrM4eckon cpeae

CueHapuu
N3o6paxeHue
8-3
Switch A
_ Gi 0/
Windows NT Server e - Movell Netware Server
ATanbl + Hactpownte VLAN 2 n VLAN 3 ana obmeHa AaHHbIMU C Nofnb3oBaTenem
KOHcUrypaumm Ha kKommyTaTope Switch A.
« nobanbHo HacTtpouTe VLAN npotokona Ha Switch A (B gaHHOM
npumepe Hactpoute npodunib 1 ana naketoB |IP-npotokona w
HacTponTe npochunb 2 Ans naketoB npoTokona |IPX), BknoyuTe
dyHkunio VLAN npoTokona Ha nopTy Bocxogswero kaHana (nopt Gi
0/3 B paHHOM npumepe), n 3asepwumTte npuesasky VLAN npotokona (B
AaHHoM npumepe cesxxuTe npoduns 1 ¢ VLAN 2 n cesxxute npocuns 2
c VLAN 3).
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% [Mopt Gi 0/1 aBnseTcs nopTom goctyna v npuHaanexut cetn VLAN 2.
MopT Gi 0/2 Takke aBnseTca nopTom goctyna u npuHagnexunt VLAN 3.
MopT Gi 0/3 aBnsaeTca rmbpuaHbiM noptom. Yoeautech, yto cetn VLAN
ONA  CBA3W MnoNnb3oBaTenen coaepxaTcs B CAWCKe paspeLlleHHbIX
HeTernpoBaHHbIx ceTen VLAN rmubpugHoro nopra.

1. Cospgante cetm VLAN 2 u VLAN 3 gns obmeHa faHHbIMU Mexay
nonb3oBaTensAMu.

# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

A(config)# vlan range 2-3

2. HactpownTe pexum nopra.

A(config) #interface gigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1) #switchport
A(config-if-GigabitEthernet 0/1) #switchport access vlan 2
A(config-if-GigabitEthernet 0/1) #exit

A(config) #interface gigabitEthernet 0/2
A(config-if-GigabitEthernet 0/2) #switchport
A(config-if-GigabitEthernet 0/2) #switchport access vlan 3
A(config-if-GigabitEthernet 0/2) #exit

A(config)# interface gigabitEthernet 0/3
A(config-if-GigabitEthernet 0/3) #switchport
A(config-if-GigabitEthernet 0/3)# switchport mode hybrid

A(config-if-GigabitEthernet 0/3)# switchport hybrid allowed vlan
untagged 2-3

3. Hactponte VLAN npoTtokona rnobansHo.

HacTtponTte npocdoune 1 ana naketoB IP-npoTokona v npodunb 2 Ans
naketoB npoTokona IPX (B gaHHOM npumepe npegnonaraeTcs, YTo NakeThbl
nHKancynupyttca ¢ nomowbio Ethernet Il, a Tunbl Ethernet naketos IP-
npoTokona wu naketbl npoTtokona IPX — cooTtBeTtctBEHHO 0X0800 un
0X8137).

A (config) #protocol-vlan profile 1 frame-type ETHERII ether-type
0x0800

A (config) #protocol-vlan profile 2 frame-type ETHERIIether-type
0x8137

4. MpumennTte npocomnum 1 1 2 k nopty Gi 0/3 n HasHaybTe npounb 1 Anga
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VLAN 2 u npocouns 2 ans VLAN 3.
A(config)# interface gigabitEthernet 0/3
A(config-if-GigabitEthernet 0/3) #protocol-vlan profile 1 vlan 2
A(config-if-GigabitEthernet 0/3) #protocol-vlan profile 2 vlan 3
MpoBepka % [MpoBepbTe npaBunbHOCTL KoHGurypauum VLAN npoTtokona Ha
KOHcpuUrypaumm YCTPOUCTBE.
A A(config) #show protocol-vlan profile
profile frame-type ether-type/DSLAG+SSLAG interface
vlan
1 ETHERTT 0x0800
Gi0/3 2
2 ETHERII 0x8137
Gi0/3 3

TUNUYHbIE OLIUOKK
R/

X/

VLAN ans ces3u ¢ nonb3oBaTenem.
s OyHkuma VLAN npoTokona OTKNYeHa Ha nopry.

8.4.2 Hactpowuka cpyHkuumn VLAN noacetum
CueHapun

< [opT, nogknoYeHHbIN K YCTPOUCTBY, HE HaxoauTca B pexume Trunk/Hybrid.
s Cnuncok paspeweHHbix VLAN nopTta, NOAKMIOYEHHbIX K YCTPOWUCTBY, HE COLAEPXUT

Pacnpegennte nakeTbl U3 ykasaHHOro ceteBoro cermeHta unu IP-agpeca B ykasaHHyO

VLAN ans nepegayn.

MpumeyaHunsn

X/

s Pekomengyetca Hactpoutb VLAN npotokona nocne o6biyHbIX VLAN, a Takke

HacTpouTb HacTtpownkn noptoB Trunk, Hybrid, Access n LAG.
« Ecnn VLAN npoTokona HacTpoeHa Ha MarucTpanbHOM unv rubpmgHomMm nopre, Bce

VLAN, otHocawmecs k VLAN npotokona, OOSTKHbI

coagepXxatbCA B CIUCKE

paspeweHHbiXx VLAN MaructpanbHOro unm rubpuaHoro nopTos.

Atanbl KOHdUrypauum
MmobanbHas HacTpourka VLAN noaceTu
s Ob6gaszaTtenbHo.

s VLAN nogcetn MOXeT ObiTb NpUMEHEHa B WHTepdence TOMbKO B pexunme

rnodanbHOM KOHUrypaumn.
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KomaHpa protocol-vlan ipv4 address mask address vlan vid

OnucaHue address: YkasbiBaeT IP-agpec.

napameTtpa vid: YkasbiBaeT wugeHtudpumkatop VLAN. 3HaveHne 1 ykasbiBaeT
MakcumanbHbi ngeHtTndukatop VLAN, nogaepxmsaembii yCTPOMUCTBOM.

YcTaHoOBKMU VLAN noaceTv no ymonyaHuio OTKIoYeHa.

no

yMoOn4yaHuio

Pexum Pexnm rnobansHon KoHpurypaumm

KOMaHAblI

BctpoeHHas | VLAN nogcetn MmoxeT ObITb BKIOMEHA B MHTepence, aaxe ecrnv NpoTOKOS

noackKaska VLAN He BkntodeH rnobanbHo. Tem He meHee, VLAN noaceTtn gencreyet

TONbKO B TOM crnyyvae, ecnu VLAN npoTokona HacTpoeHa rrnobanbsHo.

MepekntoyeHne pexnma nopta B pexum Trunk/Hybrid

s Ob6gaszatenbHo. OyHkuma VLAN nogcetv OencTtByeT TOMbKO Ha MNOPThbl, KOTOpPbIE
HaxogaTca B pexume Trunk/Hybrid.

BkntoyeHne VLAN nogceTtn Ha nopty

s O6gaszatenbHo. VLAN nogceTty no yMon4aHuio OTKNYEHa.
« VLAN nogceTu BKIo4aeTcs, TONbKO €Crn OHa NPUMEHAETCH B MHTepdencax.

KomaHpa protocol-vlan ipv4

OnucaHue HepocTtynHo

napameTpa

YcTtaHOBKU VLAN nogcetu no ymonyaHuio OTKIYeHa.

no

YyMOJT4YaHUo

Pexum Pexnm koHdurypauumn nHtepderica

KOMaHAblI

BctpoeHHaa | VHTepdenc gomkeH pabotate B pexume Trunk/Hybrid.
noackaska

lNMpoBepka KoHdUrypauum

BeinonHute komaHay show protocol-vlan ipv4, 4tobbl NpoBEPUTL KOHAUIYpaLMIo.
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Mpumep KoHDUrypaumm

BkntoveHune pyHkummn VLAN nogcetn B Tononornyeckon cpene

CueHapuu
IP Metwork Segment : 1P MNetwork Segrment :

Visobpaxetue 192.168.2.1/24 192.168.11/24
8-4

Switch A

G

Office B
IP Metwork Segment ©
192.168.1.1/24 &192.168.2.1/24

ATanbl % Hactponte VLAN 2 n VLAN 3 ona obmeHa gaHHbIMM C Nofb3oBaTenem

KOHcUrypaum Ha KommyTaTope Switch A.

7] % [nobanbHo Hactpoute VLAN noacet (B 4aHHOM MpuMepe HasHadbTe
cermeHT IP-cetn 192.168.1.1/24 cetn VLAN 3, a cermeHT IP-cetn
192.168.2.1/24 — VLAN 2) un Bknounte ¢yHkunio VLAN nogcetu Ha
nopTy BocxoAsLero kaHana (B gaHHom npumepe nopt Gi 0/3).

s MopTt Gi 0/1 aBnsetca noptom goctyna un npuHagnexut cetn VLAN 2.
Mopt Gi 0/2 Takke sBnsieTca noptom goctyna v npuHagnexunt VLAN 3.
Mopt Gi 0/3 aBnsieTca rmbpuaHbim noptom. Ybeautech, Uto cetn VLAN
AN CBA3M nonb3oBaTenien CoaepXaTtcss B CMUCKe paspelleHHbIX
HeTernpoBaHHbIx ceTen VLAN rmbpugHoro nopra.

A 1. Cospante cetm VLAN 2 n VLAN 3 gna obmeHa [JaHHbIMU Mexay

nosfib30BaTeNsiMU.

A# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

A(config)# vlan range 2-3

2. HacTtpownTe pexum noprta.

A (config) #interface gigabitEthernet 0/1
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A(config-if-GigabitEthernet 0/1) #switchport
A(config-if-GigabitEthernet 0/1) #switchport access vlan 2
A(config-if-GigabitEthernet 0/1) #exit

A(config) #interface gigabitEthernet 0/2
A(config-if-GigabitEthernet 0/2) #switchport
A(config-if-GigabitEthernet 0/2) #switchport access vlan 3
A(config-if-GigabitEthernet 0/2) #exit

A(config)# interface gigabitEthernet 0/3
A(config-if-GigabitEthernet 0/3) #switchport
A(config-if-GigabitEthernet 0/3)# switchport mode hybrid

A(config-if-GigabitEthernet O0/3)# switchport hybrid allowed vlan
untagged 2-3

3. Hactponte VLAN noaceTtu rnobanksHo.
A(config)# protocol-vlan ipv4 192.168.1.0 mask 255.255.255.0 vlan 3

A(config)# protocol-vlan ipv4 192.168.2.0 mask 255.255.255.0 vlan 2

4. Bknounte VLAN nogcetun B nHtepdencax. VLAN nogcety no ymonyaHuro
OTKNIoYeHa.
(config-if-GigabitEthernet 0/1)# protocol-vlan ipvé

MpoBepka s [lNpoBepbTe npaBunibHOCTL  kKOH(urypaumm VLAN nogcetm  Ha
KOHdUrypaum yCTpoucTBe.

7]

A A# show protocol-vlan ipvié

ip mask vlan
lozage1.0 2552552550 3
192.168.2.0 255.255.255.0 2
interface ipv4 status
aorr cnanle

TunuyHble oWNOKKN

X/

< [opT, nogKnoYEeHHbIN K YCTPOUCTBY, HE HaxoauTca B pexume Trunk/Hybrid.

% Cnucok paspeweHHbix VLAN nopTa, nogknioYeHHbIX K YCTPONCTBY, HE COAEPXKUT
VLAN ans cBA3u ¢ Nonb3oBaTenemM.
« VLAN nogcetu OTKMo4eHa Ha nopry.
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8.5 MOHUTOPUHT

OTob6paxeHue

..mumt%

178

OnucaHue

KomaHaa

OTobpaxeHne coaepXXmMmoro npoTokona
VLAN.

show protocol-vian

OTtnapka

/\ CucTemHble pecypcbl 3aHsSTbl NpW  BbIBOAE OTNAAO0YHON  MHGOPMALMK.

OTKITIOYNTE OTNaaKy cpasy nocrie Ncrnosib3oBaHuA.

MoaTtomy,

OnucaHue

KomaHaa

Otnagka VLAN npoTtokona.

debug bridge protvlan
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9 HACTPOUKA YACTHOM VLAN(PRIVATE VLAN)
9.1 O630p

YactHaa VLAN genut wwupokosewatensHbli gomeH VLAN ypoBHA 2 Ha HECKONbKO
nogaomMeHoB. Kaxabi nogaoMeH coctouT na ogHon YactHon napel VLAN: nepBuyHON
n BTopudHon VLAN.

OaunH yacTHbin gomeH VLAN MOXeT cOCToATb M3 Heckomnbkux YacTHbix nap VLAN, a
Kaxxgas 4vactHas napa VLAN npeactaBnsieT oguvH nognomeH. B yacTHOM gomeHe
VLAN Bce 4vactHble napbl VLAN COBMECTHO MCNOMb3yKT OAHY U Ty Xe MNepBUYHYIO
VLAN. NoeHtndumkatopel BTopmnyHon VLAN cyb6aomeHoB pasnuyatoTca.

Ecnu noctaBwWumK ycnyr BblAENSeT KaXaomy nonb3oBaTtento no ogHom cetn VLAN,
KONMYeCTBO MoOMb3oBaTenen, KoTopoe MOXeT NoAAEpPKMBATbLCS MOCTaBLLUMKOM YCHyr,
OrpaHnYyeHo, NOCKONbKy OAHO ycTpoucTeo nopgaepxusaet 0o 4096 ceten VLAN. Ha
ycTponcTtBe 3-ro ypoBHA kaxaon VLAN HasHavaeTcss oauH agpec nogcetm unv psg
agpecos, 4YTO NpuBOANUT K nepepacxony IP-agpecos. TexHonorna yactHom cetn VLAN
OOSMKHBbIM 0bpa3om pelwaet aAse npedbiaywme npobnembl. YactHasa VLAN kopoTko
HasbiBaeTca PVLAN.

9.2 NpumeHeHne

NMpumeHeHune OnucaHue

MpumeHeHne PVLAN | Nonb3oBaTenu npeanpusatma MOryT B3anMoaencTsoBaTh Apyr C
MeXay YCTPOWCTBaMu 2-ro | ApYyroM, HO  B3aMMOAEWCTBME  Monb3oBaTenen  Mexay

YPOBHS npeanpuaTUSMU N30NTMPOBAHO.

MpumeHeHne PVLAN Ha | Bce kopnopaTuBHbIe NONb30BaTENM UCNOSb3YOT OOMH U TOT Xe
OOHOM _ YCTPOWCTBE 3-r0 | agpec w3a U MoryT obMeHMBaTbCs AAHHbIMK C BHELLHEW

YPOBHA CeTblO.

9.2.1 NpumeHeHne PVLAN mexay ycTponcTBamm 2-ro ypoBHA
CueHapun

Kak nokasaHo Ha W3obpaxeHun HwWxKe, B CETU YNpaBfeHUA XOCTUHIOM XOCThbl
KOprnopaTUBHbIX NOfb30BaTeNen NOAKMYaTCS K ceTh Yepe3 kommyTaTopbl Switch A
nnun Switch B. OcHoBHble TpeboBaHUs:

% [Monb3oBatenu npeanpusTUS MOryT B3aMMOAENCTBOBATb APYr C APYroM, HO
B3anMOZeNCTBME Nonb3oBaTenen Mexay NnpeanpusaTUsiMmM N3onmMpoBaHo.

% Bce kopnopaTvBHble Monb3oBaTeNM MCMOMb3YyT OANH U TOT XXe agpec Lun3a u
MOryT 06MeHMBaTLCS AaHHbIMU C BHELLHEN CeTbH0.

N3ob6paxeHne 9-1
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Gateway v‘ ’

-——— AEnterprise A

s 3 B:Enterprise B
s 3
\}/l En'.e;prise‘l

C:Enterpnise C
\ -~ /

Entei Community /
nterprise, N VA 0 /
7 VLAN 100
Isolated C »# S~ ol

- -

Community
VLAN 100

=

e o -

Primary VLAN 99

3ametkn | Kommytatopsl Switch A 1 B aBnaioTcsa kKommyTatopamu JocTtyna.

PVLAN paboTaeT Ha pa3sHbIX ycTponcTBax. [opTbl Ansi NOAKNOYEHUS YCTPOUCTB
AOJTKHbI ObITb HACTPOEHbI Kak MarucTpanbHble nopThl, TO ecTb noptol Gi 0/5
kommyTtaTtopa A n Gi 0/1 kommyTatopa B HacTpoeHbl kKak MarncTpanbHble NOPThl.

Mopt Gi 0/1 gna nogkn4veHuss kommyTaTtopa A K W3y Heobxoaumo
HaCTPOUTb KaK CMeLUaHHbIN (promiscuous) nopr.

Mopt Gi 0/1 wnto3a MOXHO HACTPOUTb Kak MarucTpanbHbil UAU TMOpUAHbLINA
nopt, a HaTtnBHasa VLAN aensietca ocHoBHon VLAN gna PVLAN.

OnucaHue

X/
L X4

X/
°

X/
°

HacTtponte Bce npegnpuatna Ha ogHy m Ty xe PVLAN (B gaHHOM npumepe
ocHoBHasa VLAN 99). Bce kopnopaTuBHble nofib3oBaTesniv UCNOMb3YyT OANH U TOT
Xe nHtepdenc 3-ro yposHsi yepes 3Ty VLAN ans cBA3KM C BHELWHEN CETbIO.

Ecnn Ha npegnpusitMm MMeeTcsl HECKOSIbKO XOCTOB MOSfb30OBaTenen, HasHaybTe
XOCTbl NOfb30BaTeNen pasHbix NpeanpusaTun pasnuyHeiMm coobwectsam VLAN. To
€CTb, HAacCTpPOMTE NOPTbI, NOAKMOYEHHbIE K XOCTaM KOPNOpaTMBHLIX NOSfib30oBaTeNen,
B KadyecTBe noptoB xocTta coobuwiectea VLAN, ytobbl 06ecneunTs B3aMmoaencTemne
nonb3oBaTenien BHYTPU NpeanpusaTusi, HO  U30NMpoBaTb  B3auMMOLENCTBUE
nonb3oBartenien Mexay npeanpusaTUsIMu.

Ecnn Ha npeanpustmm mMmeeTca TONbKO OAMH XOCT MNOSib3oBaTesisl, HacTponuTe
NnopTbl, MOAKMNIOYEHHbIE K XOCTaM Morb3oBaTenen Takux nNpeanpuaTuin, Kak nopTbl
xocTta nsonmposaHHon VLAN, 4ToObl 06ecneunTb M3onsaumo CBA3M Nonb3oBaTenemn
Mexay npeanpuaTUaMM.
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9.2.2 NpumeHeHune PVLAN Ha oaHOM ycTponcTBe 3-r0 YypOBHS

Kak nokaszaHo Ha W3ob6paxeHun Huxe, B CeTM OOCNYXMBaAHUSA AaTa-LEeHTpa XOCThbl
KOpMopaTUBHbIX MNONb30OBaTENen MOAKMYalTCA K CeTU 4vepe3 KoMmyTaTop 3-ro
ypoBHs Switch A. OcHoBHble TpeboBaHUS:

X/

% [Monb3oBatenu npeanpusiTUs MOryT B3aUMOAEWCTBOBATb APYr C AOPYroM, HO
B3aMMOZeNCTBME NONb3oBaTenen Mexay npeanpuaTusamMm n3onnpoBaHo.

% Bce koprnopaTtuBHble Nonb3oBaTenyM MOryT NONy4YnUTb 4OCTYMN K CepBepy.

% Bce koprnopaTuBHble MoOnb30BaTENN MUCMONb3YHT OAMH M TOT XXe aJpec Lus3a U

MOryT 06GMeHMBaTbCS AaHHbIMU C BHELLHEN CETbHO.

N3o6paxxeHne 9-2

Primary VLAM 2
SVI:192.168.1.1/24

Enterprisg
S

A:Entarprise A
B:Enterprise B
C:Enterprise C

D:Enterprise D

Community " Community

_ VLAN10_ =" So VLANZD -

e = — -

3ameTKun Switch A gaBnaeTcs LWHO30M.

Korga xocTbl nonb3oBaTenen NogktoyYeHsbl K ogHoMy ycTponctsy, nopt Gi 0/7
ONs NOOKITIOYEHUST K CepBepy HacTpamBaeTCs Kak CMeLlaHHbIN (promiscuous)
nopT, YTOBbl KOPNOpPaTUBHbLIE NONb30BaTENN MOMNM 0OMEHMBATLCHA OAHHBIMU C
CepBEPOM.

ConocTtaBneHne Ha 3-M YypoOBHE HeOOGXOOUMO BbIMOMHATL B OCHOBHOW W
BTOpnyHOM VLAN, 4TOoObI nonb3oBaTtenu Mornm obmeHmBaTbCs OaHHbIMU C
BHELUHEN CeTbl0.

OnucaHue

X/

s HacTtponte nopTt, HanpAMyk MNOOKMHOYEHHbIM K CepBepy, KakK CMeLlUaHHbIN
(promiscuous) nopT. 3aTem Bce KOpnopaTMBHblE MNOMb30BaTENM  MOTyT
B3aMMOAENCTBOBATb C CEPBEPOM Yepe3d CMELLAHHbIN (promiscuous) nopr.

% HactpownTte agpec wnio3a PVLAN Ha ycTporicTtBe 3-ro ypoBHS (B 4aHHOM npumMmepe

Switch A) (B gaHHoM npumepe 3aganTte ana agpeca SVI VLAN 2 3HayeHue

192.168.1.1/24) »n HacTpouTe COMOCTaBneHME Mexay NepBUYHON U BTOPUYHON
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VLAN Ha uHTepdbence 3-ro ypoBHsS. 3aTeM BCe KoprnopaTuBHble MNosib3oBaTenu
MOryT 0OMeHNBaTbLCA AaHHBIMW C BHELLHEN CETbIO Yepes afpec LWm3a.

9.3 PyHKUUM

Bba3oBble KoHUenuun
PVLAN

PVLAN nopaepxwusaet Tpu Tuna VLAN: nepsudHblie VLAN, nsonuposaHHble VLAN un
VLAN coobuecTs.

HomeH PVLAN umeet Tonbko ogHy ocHoBHyto VLAN. BtopuuHble VLAN peanusytot
nsonaumo 2-ro yposHs B ogHom gomeHe PVLAN. CyuwecTtByeT gBa Tuna BTOPUYHbIX
ceten VLAN.

N3onnposaHHaa VLAN

*

s [lopTbl B ogHOM 1 Ton Xe msonupoBaHHoh VLAN He moryT B3aMMHO obecneynTb
cBs3b Ha 2-M yposHe. [lomeH PVLAN nmeeT Tonbko ogHy nsonmposaHHyto VLAN.

VLAN coobuiecTtBa

*

s lopTbl B ogHon 1 Ton xe cetn VLAN coobuiectBa MoryT obecrneynTb CBs3b Ha 2-M
YPOBHE ApYyr C APYroM, HO He MOryT obecneynTb CBA3b Ha 2-M YPOBHE C nopTamu B
apyrmnx cetax VLAN coobuwectBa. [JomeH PVLAN MOXeET MMEeTb HECKOSbKO ceTen
VLAN coobuiecTBa.

MpuBaska PVLAN Ha 2-m ypoBHe

Mapbl PVLAN cyLLecTBYIOT TOMbKO NOCMe YCTaHOBMEHNA CBA3M Ha 2-M YPOBHE Mexay
Tpemsa Tunamu VLAN yvactHom PVLAN. 3aTtem nepBuyHas VLAN vmeeT ykasaHHyHO
BTOpuyHyto VLAN, a BTropnyHasa VLAN — ykasaHHyto nepsuyHyto VLAN. MNepBuyHas v
BTopuyHasa VLAN HaxogaTcs B B3aUMOCBA3N «OL4MH KO MHOTUMD.

Mpuesaska PVLAN Ha 3-M ypoBHe

B PVLAN wuHTepdgencbl 3-ro ypoBHA, TO €CTb KOMMYTUPYeMble BUpPTyasbHble
nHtepdencol (SVI) moryt 6bITb co3gaHbl Tonbko B nepsuyHon VLAN. MNonb3osaTenu
BTOopnyHOM VLAN MOryt ocCyllectBnaTb CBA3b Ha 3-M YpPOBHE TOJSIbKO Mocne
YCTaHOBIEHNSA CBA3M Ha 3-M YypoBHEe Mexay BTopudHOM u nepsudHon VLAN. B
NPOTMBHOM Clly4dae nofb30BaTeNN MOTyT OCYLLECTBNATL TONMbKO CBA3b HA 2-M YPOBHE.

MN3onnpoBaHHbIN NopT

MopT B n3onupoBaHHon VLAN MOXeT B3aMMOAENCTBOBATb TOMbKO C Hepa3bopymBbiM
nopToM. W30nupoBaHHbIN MNOPT MOXET Mepechinatb MNOMyYeHHble MakeTbl Ha
MarucTparnbHbI NOPT, HO MarucTpasrbHbIN NOPT HE MOXET nepecbinaTtb naketol ¢ VID
nsonunposaHHon VLAN Ha nsonnposaHHbIN NOPT.

MopT coobuiecTBa

MopTbl coobuwectsa — 3710 nopThl B cetn VLAN coobuwecTtsa. NMopTbl coobliectsa B
ogHon n Tom xe cetn VLAN coobuiectBa MoryT obmMeHMBaTbCs OaHHbIMU OpYr C
apyrom n obmeHuMBaTbCs AaHHbIMM C HepasbopumBbiMM noptamn. OHM He MoryT
obmeHMBaTbCA AaHHbIMM C nopTaMy coobliecTBa B APYrUX NOKasbHbIX CETAX Wn
N305IMPOBaHHbIX NopTax B nsonuposaHHon VLAN.

. QTECH | www.qtech.ru

MUP OOCTYNHEE



PykoBOACTBO nosib3oBaTens
9. Hactponka yactHon VLAN(Private vlan) 183

Hepasbounsbii nopT

CmeluaHHble (promiscuous) nopTbl — 370 nopTbl B nepsudHon VLAN. OHu moryT
oOMeHMBaTbLCA AaHHbIMM C NOObIMK NopTamu, BKIOYAA W30NMPOBAHHbLIE MOPTbI U
nopTbl coobuiectBa Bo BTopu4dHbIX VLAN ogHoro gomeHa PVLAN.

CmeluaHHbIn (promiscuous) MarmcTpasbHbIn NopT

CMeluaHHbIM (promiscuous) MarucTparibHbIi MOPT — 3TO MNOPT-yYaCTHUK, KOTOPbLIN
OAHOBPEMEHHO NPUHAONEXUT HECKOSNbKMM 06bldHbIM ceTam VLAN 1M Heckonbkum
cetam PVLAN. OH moxeT o6MeHnBaTbCA AaHHbIMM C NOObIMM NOPTaMn B OQHOW CETU
VLAN.

% B 06blvHOM VLAN nepechbinika naketoB cooTBeTCcTBYET cTaHgapTty 802.1Q.
« Ecnn B PVLAN Onda nepecbisikn NakeToB C Teramuv WNOnb3yeTCA CMeLLaHHbIN
(promiscuous) maructpansHbeii nopT, U VID nakeToB siBNSeTCs MOeHTUPUKAaTOPOM
BTopuyHon VLAN, VID npeobpasyeTcs B COOTBETCTBYHOLWMIA MAEHTUDUKATOP

nepsuyHon VLAN nepen nepechiyikon nakeTos.
M3onnpoBaHHbIN MarnctpasbHbi NOPT

M30nmpoBaHHbIN MarnucTpanbHbi NOPT — 3TO MNOPT-Y4ACTHUK, KOTOPLIN NPUHAANEXUT
HeckonbkuM 06bl4HbIM VLAN 1 Heckonbknm PVLAN ogHoBpeMeHHO.

*

s B wumsonuposaHHon VLAN u130nNMpoOBaHHbIN  MaructpanbHbii  MNOPT  MOXET
B3aMMO4eNnCcTBOBaTb TOSIbKO C HEPaA3bopUNBLIM MOPTOM.

B cetn VLAN coobuectBa W30NMPOBAHHbIN MarnctpanbHbid MOPT MOXET
B3anMOAeNCTBOBaTb C noptamm coobuiectsa B ogHon ceTn VLAN coobuiectBa un
Hepa3bopyMBbLIMK MOPTaMU.

¢ B 06blyHoM VLAN nepechinka naketoB cooTBeTCcTBYET cTaHgapTty 802.1Q.

< W3onmpoBaHHbI MarucTpanbHbi NOPT MOXET nepechbinaTb NOflyYeHHble nakeTbl C
naeHtTugukatopom umsonuposaHHon VLAN Ha marucTpanbHbli  MOPT, HO
MarnctparnbHbIi NOPT HE MOXET nepecbinatb naketol ¢ VID n3onuposaHHon VLAN
Ha M30SIMPOBAHHbLIN MOPT.

< Ecnu pgna nepecbifikn MNakeToB C Teramu UCMNONb3yeTcs U30SIMPOBaHHbIN

MaructpaneHbii nopt, u VID naketoB sBndeTca uAeHTUPUKATOPOM MNEepBUYHOM

VLAN, VID npeobpasyetca B wugeHtucpukatop BTopmyHon VLAN nepen

nepecbISIKON NakeTos.

A% B PVLAN nopTbl SVI MOXHO co3gaBaTh TOnbko B nepsuuHon VLAN, 1 Henb3s cosnaBaTh
BO BTOpuYHbIX VLAN.

/A TMopTbl B PVLAN MoryT MCMonb30BaThCs B KAYECTBE NOPTOB NCTOYHMKOB 3epKanmpoBaHms,
HO He MOryT MCMOSb30BaTbLCH B KAYeCTBE NOPTOB HA3HaYeHUs 3epKanvpoBaHus.

O630p
DyHKUMA OnucaHune
N3onauus MopTbl pasHbix TMNoB PVLAN MoryT GbiTb HacTpoeHbl Ans peanusaumm

PVLAN Ha 2-M | B3aMMOLEWCTBUA U U30ONALUN MPOMEXYTOUHbIX MOSIb30BaTENbCKUX XOCTOB

VYPOBHE n | VLAN.
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coxpaHeHue |IP-
agpecos

[Mocne BbINOSIHEHUA COMOCTaBMIEHUS HA 2-M YPOBHE MexXy NepBUYHON U
BTopudHon VLAN nogaepxvBaeTcs CBS3b TONbKO Ha 2-M ypoBHe. Ecnn
TpebyeTca cBA3b Ha 3-M YpoOBHe, nonb3oBaTensm BTopuyHonm VLAN
Heobxoammo wucnonb3oBatb SVI nepeuyHon VLAN pgns obecnevyeHus
CBSA3U Ha 3-M YPOBHeE.

9.3.1 Usonauua PVLAN Ha 2-m ypoBHe u coxpaHeHue IP-agpecoB

Ho6aBneHne nonb3oBatenen B nogaomeHol PVLAN ana wmsonsumm cBs3uM mexay
NpeanpusaTUAMU U MeXay KopnopaTuBHbIMU NOSb30BaTENSAMM.

MpuHUMn paboTbl

HacTtponte PVLAN, HacTponTe nNpuBA3Ky Ha 2-M YPOBHE U MPUBA3KY Ha 3-M YpOBHE
mexay nepsuyHon VLAN m SubVLAN uyactHom PVLAN, a Ttakke HacTponTe nopThl,

NOOKMNIOYEHHbIE K XOCTaMm Mofb3oBaTenen,

cepBepaM, Kak

Baanmogencreune nepecblJyIKA NMakeToB MeXAy NopTamMn pasHbiX TUNOB

pasnuyHble  TUMbl
peanu3oBaTtb pasgeneHve cybooOMeHOB W CBA3b MNorib3oBaTternieM B nogaoMeHax C
BHELLUHeN CeTblo N cepBepamu.

BHELWWHNUM CeTeBbIM yCTpOVICTBaM n

noptoB PVLAN. Takum o6pasomMm, MOXHO

BbixogHoun CwmewanH | Usonup | lMopt MU3onupoBaHH | CmewaHH | Maructp
noprt bin OBaHHbI | coobLe | bin bin anbHbIN
(promisc | n nopT cTBa MarucTpanbH | (promiscu | nopTt
. uous) biX nopT | Ous) (B8 ToOM
BxoaHoi nopT | popr (8 Tom ke | maructpa @ xe
VLAN) NbHbIN VLAN)
noprt
(B TOM Xe
VLAN)
Hepasboumebl | Noggepx | MNopaepx Mopaepx | MNMopaepxmBaeT | Mogaepxun | MNopoep
" nopT nBaeTcs nBaeTcss | MBaeTca | cs BaeTcs XnBaetc
s
M3onuposaHH | MNMopgoepx | He He He Mopoepxwun | Mopoep
bIl NOPT nBaeTcs noaoaepXx | noagepX | NoadepXXvMBaeTc | BaeTcs XuBaeTtc
nBaeTcss | mBaeTca | A S
MopTt Moopepx | He Mopooepx | MNopoepxusaet | [Mopgaepxun | Nooaep
coobuwectBa | MBaeTcs nooaepXx  mBaetcs | csa BaeTcs XnBaetc
nBaetcs S
N3onuposaHH | MNopgoepx | He Moopnepx | He Mopoepxwn | MNMogaep
bl nBaeTcs nogaepXx | MBaeTcs | NOAAEPXMBAETC K BaeTcs XuBaeTtc
MarumcTpanbH S (He
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bl nopT nBaetcs nogaepxueaeTc S
(8 TOM ke S B
VLAN) N305IMPOBaHHOM
cetn VLAN, Ho
nogaepxuseaeTc
S B
Hen3onMpoBaHH
on cetn VLAN)
CwmMeluaHHbIn Mopopepx | MNMopoepx | Mopoepx | MNoponepxusaet | MNopoepxu | [ogaep
(promiscuous) | nBaetcs nBaeTcsa | mMBaeTca | cs BaeTcs XnBaetc
MarmcTparnbH S
b nopt
(8 TOM xe
VLAN)
MaructpanbH | lNopgaepx | He Moppepx | He Moopnepxwn | MNopoep
bl nopT @ MBaeTcs nogaepX | mMBaeTcs | NOAAEpPXXMBaEeTC @ BaeTcs XnBaetc
(8 TOM ke nBaetcs S (He 5
VLAN) nogaepXxmeaeTtc
S B
N305IMPOBaHHOM
cetm VLAN, Ho
nogaepxueaeTc
S B
HEen3onMpoBaHH
o cetn VLAN)
Ter VLAN nameHsaeTca nocne nepechisikn naketos Mexay noptamm pasHbiX TUMNOB
BbixogHou | Hepa36ou Wsonup | MNopT MU3onupoBaHHbl A CMmewaHHbIn | MarucTt
noprt MBbIN OBaHH | coolOwe W (promiscuous | panbH
noprt bin cTBa MarucTtpasibHbl | ) bin
nopt 1 nopt MaructpasnbH | nopTt
. (B8 TOM Xe ceTu bl nopT (8 Towm
BxogHow VLAN) (B TOM XE ceTn | Xe ceTu
nopT VLAN) VLAN)
Hepas3boun | HemsmeHnH | Hemame @ HeusmeH [Jobaensietcs [obaensetca | [Jobaen
BbIV MOPT b HHbIN HbIN AONOJSTHUTENbHBI | OCHOBHOW Ter | 9eTcs
] VLAN ID, n Ter | Ter
naeHtTudgukatop | VLAN NOEHTN
VLAN. ocTaeTtcs domkaTo
HEM3MeHHbIM | pa
B ApYyrmx  nepBuYH
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VLAN. on
VLAN.
M3onuposa | HenameHH | He He He pgoctyneH Hob6aensetca | [obasn
HHbIW MOPT | bt AocTtyne | goctyne OCHOBHOW Ter | geTcs
H H VLAN ID, n ter | ter
VLAN MaeHTn
ocTaeTcs domkaTto
HEM3MEHHbIM | pa
B ApYyrux | n3onmpo
VLAN. BaHHOM
VLAN.
MopTt HeunameHH | He HeunameH [Jobasnsietcs [obaensetca | [Jobaen
cooOLLlecTB | b AOCTyrne | HbIW Ter OCHOBHOWN Ter | deTcs
a H noeHtucpukatop | VLAN ID, u Ter | Ter
a VLAN | VLAN MOEHTH
coobulecTBa. ocTaeTcs dumkaTo
HEM3MEHHbIM | pa
B apyrmux | VLAN
VLAN. coobLue
cTBa.
N3onnposa | Ter VLAN | He Ter Ter VLAN | [lobaensietca | Hensme
HHbIN ynanaetc | goctyne | VLAN ocTaeTtcs OCHOBHOW Ter | HHbIN
Maructpan | s. H yoanset | HemameHHbiM B | VLAN ID, u Ter
bHbIA NOPT cA. HeunszonuposaHH | VLAN
(8 TOM XE o VLAN. ocTaeTcs
VLAN) HEN3MEHHbIM
B Apyrmux
VLAN.
CmewaHnHbl | Ter VLAN | Hensme | Hensmen  [lobaBnsietcs [Jobasnsetca | Heusme
" yoanseTtc | HHbIn HbIN JOMNONHUTESNbHbI | OCHOBHOM TE&r = HHbIN
(promiscuo | 1. n VLAN ID, u Ter
us) ngeHtudpukatop | VLAN
mMarucrtpan VLAN. ocTaeTtcd
bHbIN NOPT HEU3MEHHbIM
(B TOM xe B APYTX
cetn VLAN.
VLAN)
Maructpan | Ter VLAN | He Ter Ter VLAN | JobaBnsietca | Heuname
bHbIM NOPT | yaansetc | goctyne | VLAN npeobpasyeTcss | OCHOBHOW Ter | HHbIA
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(8 TOM Xe | 4. H yoanset | B VLAN ID, n Ter
VLAN) cA. noeHtndpukatop | VLAN
BTOPMYHOMN ocTaeTtcs
VLAN B | HEU3MEHHbIM
nepBUYHOM B Apyrmux
VLAN, n | VLAN.
ocTaeTtcs
HEU3MEHHbIM B
Apyrmx
Hen30JIMPOBaHH
biXx VLAN.
un Hetermpo | Hetermp  Heterup | [Jobasndetcsa [obaensetca | [Jobaen
KOMMYTaTO | BaHHbIN OBaHHblI | OBaHHbIN | Ter OCHOBHOM Ter  seTtcd
pa n noeHtucpukatop | VLAN ID, u Ter | Ter
a BTOpUYHOM | VLAN MOEHTH
VLAN. ocTaeTcs dumkaTo
HEN3MEHHbIM pa
B ApYrnx | NepBUYH
VLAN. on
VLAN.

9.4 KoHdurypauumsa

KoHdurypauus

OnucaHue n KomaHga

HacTpolika OCHOBHbIX

dbyHkumn PVLAN

VLAN.

AL (O6szaTensHo) VcnonbayeTca AN HACTPOWKM OCHOBHOM U BTOPWUYHOM

private-vlan

{community |
isolated | primary}

HacTtponka tvna PVLAN.

/A (OBsi3aTensHo) McnonbayeTcsa ANs HACTPOMKM CBSI3M Ha 2-M YpPOBHE
Mexgy nepsBudHon wn BTopmyHonM VLAN wuyactHon PVLAN ang
dopmmpoBaHna nap PVLAN.

private-vlan association {svlist |
add svlist | remove svlist}

HacTtpauBaeT cBsi3b 2-r0 YpOBHS
MeXay MnepBUYHOW N BTOPUYHOM
VLAN ana dopmupoBaHua nap
PVLAN.

A (dononHuTtensHo) Wcnonb3yeTcss ANA BblAeneHust norb3oBaTenen B
nsonupoBaHHyto VLAN mnu nokanbHyto ceTb coobLuecTsa.
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switchport mode private-vlan | HactpanBaet nopT XocTa
host PVLAN.

switchport private-vlan host-
association p_vid s_vid

CB4a3bIiBaeT NoOpTbl 2-r0 YPOBHS C
PVLAN u Bblgenser noptbl Ans
nogaoOMeHOB.

Zh (JononHuTensbHO) Mcnonb3yeTcs Ans HacTPOMKM nopTa B KayecTse
CMeLLaHHOoro (promiscuous) nopra.

Switchport mode private-vlan
promiscuous

HactpausaeTt CMELLaHHbIN
(promiscuous) nopt PVLAN.

switchport private-vlan
mapping p_vid { svlist | add
svlist | remove svlist }

HacTtpauBaet nepsuuHyto VLAN,
K KOoTopoWn NpUHaaNEeXuT
CMeLUaHHbIN (promiscuous) nopT
PVLAN, ©n cnucok BTOPUYHbLIX
VLAN. Tlaketel PVLAN wmoryt
ObITb nNepefaHbl MNU MOMyYeEHbI
yepe3 3TOT MOPT TOSMBKO Mocre
BbINOSTHEHUS KOHGUrypaLmu.

A (JononHuTtenbHo) Wcnonb3yeTcs AnA  BblAeneHus nosib3oBaTenemn
M30MMPOBaHHbLIM MarMcTpanbHbiM NOpTaM U ANs NPUBA3KU HECKOMNbKNX

PVLAN.
switchport private-vlan | HactpanBaet nopT,
association trunk p_vid s_vid NOOKITHOYEHHbIN K XOCTY
nonb3oBaTens, B  KayecTBe
N30MMPOBAHHOIO

MarucTpanbHOro nopTta nocne
co3gaHusa PVLAN n BbinonHeHus
NPUBSA3KM Ha 2-M ypoBHe. [opTbl
3TOro  Tuna  noggepXusatroT
NPUBA3KY K HECKONbKMM napam
PVLAN. [Mapametpbl p_vid wu
S_vid ykasblBalOT NEPBUYHYIO W”
N30JIMPOBAaHHYIO VLAN
COOTBETCTBEHHO.

A (JononHuTtenbHo) Wcnonb3yeTcss ANnNA  BblAeneHus norib3oBaTenemn
Hepa3bopuMBbIM MarncTparnbHbIM NopTamM U NS NPUBA3KM HECKONMbKUX

PVLAN.

switchport private-vian

HacTtpauBaeTt nopr,
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promiscuous trunk p_vid s_list NMOAKMIOYEHHbIN K XOCTY
none3oBatens, B  KadecTBe
CMELLaHHOro (promiscuous)

MarmctpanbHOro nopta nocne
cosgaHusa PVLAN v BbinonHeHUs
NPUBSA3KM Ha 2-M ypoBHe. [opTbl
3TOro  Tuna  nogaepXusatrT
NPUBA3KY K HECKOSbKMM napam
PVLAN. [Mapametpbl p_vid wu

s_list yKasblBatoT CMUCKN
NOEHTUUKATOPOB MEPBUYHOMN U
BTOPUYHOMN VLAN
COOTBETCTBEHHO.

A\ (OononHuTenbHO) McnonbayeTcs AN HAaCTPONKM CBA3W Ha 3-M ypOBHE
Ana nonb3oBaTenen Bo BTopudHon VLAN.

private-vlan mapping { svlist | HactpamBaetr SVI nepBun4yHOM
add svlist | remove svlist } VLAN n HacTpauBaeT npuBA3Ky
Ha 3-M ypoBHe Mexay
nepsuyHon n BTOpmyHOoM VLAN
nocne co3gaHna PVLAN n
BbIMOSIHEHUSA MPUBA3KM Ha 2-M
YPOBHE. lMonb3oBarenu B
SubVLAN wmoryT ocyuiecTBnsiTb
CBA3b Ha 3-M ypoBHe 4vepe3 SVI
nepsuyHon VLAN.

9.4.1 Hactpounka ocHOBHbIX pyHKuun PVLAN
CueHapun

< Bknounte nogaomensl PVLAN anga cosgaHna nsonauum mexay npeanpustusivmmn un
MeXay KoprnopaTUBHLIMW NOSb30BaTENSAMN.

< BHegpeHue conocTtaBneHuMsi Ha 3-M YpPOBHE MeXdy HECKONbKMMU BTOPUYHBLIMMU

cetamm VLAN un nepBumyHon cetbto VLAN, 4tobbl Heckonbko ceten VLAN

ncnonb3oBanu oauH 1 ToT xe IP-wnto3, 4To no3sonsieT akoHOMUTL IP-agpeca.

MpumeyaHunsn

+» [llocne HacTtponkn nepsudHon u BtopuyHon VLAN nopoomeH PVLAN cyuiectByeT
TOSBKO MOCIIe MPUBA3KN MeXOy HUMU Ha 2-M YPOBHE.

s [lMopT, NOOKMOYEHHbIM K XOCTYy Monb3oBaTens, [[O/keH OblTb HACTPOEH Kak
onpegeneHHbin nopt PVLAN, 4ToGbl XOCT nonb3oBaTenss MNpUCOeaVMHUNCS K
nogaoMeHy Ans peanusaumm HacTosILen n3onsaunm nosib3osaTernen.

+ [lopT, noaKMoYEeHHbIN K BHELLHEWN CeTU, U MOpPT, NOAKNIYEHHbIN K cepBepy, OOMKHbI
ObITb HacTPOEHbl Kak CMellaHHble (promiscuous) nopTbl, 4TOObI Nepecbinatb
nakeTbl MO BOCXOAALLEMY N HUCXOOALEMY KaHanam B 06bIYHOM pexnme.
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X/
°

Monb3oBatenu sTopu4Hon VLAN MoryT ocywecTBnsATb CBSA3b Ha 3-M YpOBHE 4yepe3
SVI nepsnyHon VLAN TonbKo nocne Toro, Kak BbIMOSHAETCS CONOCTaBneHne Ha 3-M
ypoBHe mexay BTopuyHou u nepsmnyHon VLAN.

ATanbl KOHUrypaumm

KoHdurypuposanune PVLAN

O6s3aTenbHo.

Heobxoanmo HacTpouTb nepeuyHyto u BTopuyHyto VLAN. [1Ba Tvna VLAN He moryT
CyLLLeCTBOBaTb HE3ABMCMMO OPYr OT Aapyra.

3anyctute komaHgy private-vlan { community | isolated | primary }, 4TOo6bI
HacTpouTb VLAN B kadectse nepsuyHon VLAN yactHon PVLAN u gpyrux VLAN B
kKadecTBe BTOPUYHbLIX VLAN.

KomaHpa private-vlan { community | isolated | primary }

OnucaHwue community: YkasbiBaeT, 4to Tmn VLAN — 310 ceTb VLAN coobuiecTBa.

paRaleape isolated: Yka3sbiBaeT, yto TMn VLAN siBnsieTcst usonvposaHHoii VLAN.
primary: YkasbiBaeT, 4to TMn VLAN gaBndetca nepsudHon VLAN napsbl
PVLAN.

YcTtaHOBKMU VLAN sagnstoTcs 06bl4HBIMU 1 HE MMetOT napameTpoB PVLAN.

no

YyMOJT4YaHUo

Pexum VLAN mode

KOMaHAblI

BcTtpoeHHas | OTa kOMaHga UCnomnb3yeTcs ANs yka3aHus nepBuyHou n BTOpuyHOM VLAN

noackaska yacTtHom PVLAN.

HacTponka npussaskm PVLAN Ha 2-m ypoBHe

O6s3aTenbHo.

Mopaoomensl PVLAN, nsonnpoBaHHble NopTbl, NOPThLI cOObLECTBa U NPUBSA3KY Ha 3-
M YPOBHE MOXHO HacCTpOUTb TOSIbKO MOCNe MNPUBA3KM Ha 2-M YypOBHE Mexay
nepsuyHon n sTopmnyHon VLAN vyactHon PVLAN.

Mo ymonuyaHuio nocne HacTporku pasnnyHbix PVLAN nepBuyHble N BTOPUYHbIE
VLAN HesaBucumbl apyr ot pgpyra. [lepsudHaa VLAN umeeT npuBAsaHHYO
BTopuyHyto VLAN, a BTopuyHas VLAN MOXeT MMEeTb NPUBA3aAHHYI NEepPBUYHYHO
VLAN TOnbKo nocne BbIMNOIHEHUS NPUBA3KN Ha 2-M YPOBHE.

BbinonHute komaHay private-vlan association { svlist | add svlist | remove svlist },
4TOBbI HACTPOUTL UITM OTMEHUTL NPUBA3KY Ha 2-M YpOoBHe Mexay ocHoBHoM VLAN un
BTopuyHon VLAN uyactHom PVLAN. MNopgoomeHHbl PVLAN MoxHO ccopmupoBaTb
TONbKO MOCfe HACTPOMKM nMpuBA3KM Ha 2-M  ypoBHe. [logoomeH PVLAN
pacopMUPOBLIBAETCS MOCIE OTMEHbI NPUBA3KN Ha 2-M YpoBHe. Ecnn npueaska Ha
2-M YpOBHE He BbINOSIHEHA, KOrda W30NMPOBaHHbIE MOPTbl M CMELUaHHble
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(promiscuous) nopTbl UCNOMbL3YTCA AN HACTpPoMKM cBA3aHHbIX nap PVLAN,
KOH(purypaumsa He OyaeT BbINosiHEHa, Unn cBAsb Mexay noptamun n VLAN 6yaet

OTMEHeHa.

KomaHpa private-vlan association { svlist | add svlist | remove svlist }

OnucaHue svlist: YkasbiBaeT cnucok BTOpuyHbIX VLAN, koTOopble A0SMKHbI ObiTb

napameTpa CBS3aHbl NN pa3beanHEHbI.
add svlist: [JobaBngaeTt gononHutensHble cet VLAN ons npmBasku.
remove svlist: OTmeHsieT npuBAsky mexay svlist u nepsuyHon VLAN.

YcTtaHOBKMU Mo ymonyaHnuto nepsuyHas n stopmyHas VLAN He cBs3aHbI.

no

yMO4YaHuo

Pexum Pexum nepsuyHon VLAN ana PVLAN

KOMaHAblI

BcTtpoeHHaas | OTa KomMaHga Ucnonb3yeTcs AN HACTPOMKM CBSA3M Ha 2-M YPOBHE Mexay

noackaska nepsu4Hon n stopuyHom cetamm VLAN anga popmupoBaHna nap PVLAN.
Kaxpgas nepsuyHass VLAN moxeT ObiTb CBsi3aHa TOMbKO C  OAHOWM
nsonmposaHHon VLAN, HO moxeT ObiTb CBSi3aHa C HECKOSbKMMWU CeTsaMMU
VLAN coobuiecTBa.

HacTtpownka npmesskm PVLAN Ha 3-m ypoBHe

X/
L X4

X/
L X4

X/
L X4

X/
°

Ecnn nonb3oBatensam BO BTopudHOM gomeHe VLAN HeobxoouMmo yCTaHOBUTb
CBA3b Ha 3-M ypoOBHe, HacTponte MHTepdenc SVI 3-ro ypoBHA ANS NepBUYHOM
VLAN, a 3atemM HacTpouTe TMpuUBA3KY Ha 3-M YPOBHE MeXAy MNepBUYHON U
BTopu4Hom VLAN B SVI.

Mo ymonuaHunto SVI MOXHO HacTpouTb Tonbko B nepsuyHon VLAN. BTopuyHbie
VLAN He nogaepxmBatoT CBSI3b Ha 3-M ypOBHe.

Ecnun nonb3osatenam sropmnyHon VLAN vactHon PVLAN Heob6xoanMmMo yCcTaHOBUTb
CBA3b Ha 3-M ypoBHe, TO ANns nepedadn U noriydeHns nakeToB Heobxoanmo
ncnonb3oBatb SVI nepsmyHon VLAN.

BbinonHute kKomaHay private-vlan mapping { svlist | add svlist | remove svlist },
4yTOObl HACTPOUTb UM OTMEHUTb MPUBA3KY Ha 3-M YPOBHE MeXOy MNEpPBUMYHON U
BTopnyHon VLAN wyactHou PVLAN. T[llonb3oBatenu BTOopuyHoM VLAN wmoryt
YCTaHOBUTb CBA3b Ha 3-M YpPOBHE C BHELUHEW CETbK TOSMbKO MOCMe HaCTPOWKK
NpUBA3KM Ha 3-M ypoBHe. Nocne oTMeHbl NPMBA3KU Ha 3-M YPOBHE MONb30BaTENN
BTOpu4HOM VLAN He MOryT yCTaHOBUTb CBA3b Ha 3-M YPOBHeE.

KomaHpa private-vlan mapping { svlist | add svlist | remove svlist }
OnucaHue svlist: YkasbiBaeT cnucok BTOpuYHbIX ceTen VLAN, ans  KoTopbix
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napameTtpa

Heob6xoaumo HaCTpPOWUTb COlMoOCTaBJIieHNe Ha 3-M YPOBHE.

add svlist: [lo6asnseTt BTopnyHblie cetn VLAN, koTopble ByayT npuBsA3aHbl K
NHTEepency 3-ro ypoBHs.

remove svlist: OTMeHsieT npuBA3Ky BTOpUYHbIX ceTern VLAN K nHtepdency
3-ro ypoBHs.

YcTtaHOBKU
no
YMOJT4aHUIO

Mo ymonyaHuio nepsuyHasa n sTopudHaa VLAN He cBA3aHbI.

Pexum
KOMaHAbI

Pexnm koHdurypaummn nutepdgenca nepsnyHon VLAN

BcTtpoeHHas
nopckaska

CHa4vana Heobxoanmo HacTpouTb SVI 3-ro yposHs ans nepsuyHon VLAN.

NHTepdencbl 3-ro ypoBHA MOryT ObiTb HacTPOEHbl TONbKO B MEPBUYHOWN
VLAN.

MpuBsA3ka Ha 2-M ypOBHE [OSHKHA BbIMOMHATLCA MeX4y CBSA3aHHbIMU
BTOpUYHbIMK ceTammn VLAN u nepBudHon ceTtbio VLAN.

HacTpolika n3onnpoBaHHbIX NOPTOB U NOPTOB coobLiecTBa

o

s lNocne HacTponkm nepsuyHon n BTOpudHOM VLAN yactHom PVLAN, a Takke

NPUBA3KM Ha 2-M YPOBHE BbIAENUTE MOPTbl YCTPOMUCTB, MOLKMOYEHHBLIE K XOCTam
nonb3oBartesied, 4Tobbl ykasaTb MNOAAOMEHbI, K KOTOpPbIM MpuHagsexat XOCTbl
rnonb3oBaTenen.

s Ecnn Ha npeanpnaTun nMmeeTca TOJIbKO OAWMH XOCT MoJfib3oBartesid, yCrtaHoBUTE

nopT, NOAKITHOYEHHBIN K XOCTY noJjib3oBaTersid, B Ka4eCTBe N30JIMpOBaHHOIoO nopta.

< Ecnn Ha npegnpnaTtnn nMeeTcsa HEeCKOJ1bKO MNoJib30BaTEeJIbCKMX XOCTOB, HaCTpOIZTe

NOpTbl, NOAKINIOYEHHbIE K XOCTaM Monb3oBaTenei, kak nopTbl cOOOLLECTBA.

KomaHpga switchport mode private-vlan host
switchport private-vlan host-association p_vid s_vid
OnucaHue p_vid: YkasbiBaeT ngeHtudgukatop nepsmyHon VLAN B nape PVLAN.
napaMeTpa | s \id: YkasbiBaeT ngeHTudukatop BTopnuHoii VLAN B nape PVLAN. lMopt
aBngeTcs npuBasaHHbIM, ecnn VLAN aABnseTcs n3onmpoBaHHOW; Takxke nopT
aBnsaetca noptom coobulectsa, ecnvm VLAN asnaetca VLAN coobuiecTsa.
YcTtaHOBKMU Mo ymonyaHuio nHtepgenc paboTtaeT B pexume SOCTYNa; HET NPUBA3AHHbBIX
no nap 4YacTtHbix VLAN.
yMOn4YaHuio
Pexum O6e KomMaHAabl BbINOSHSATCS B PpEXMME KOHUrypaumm nHtepgenca.
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KOMaHAbl

BcTtpoeHHaa | Heobxogumo HacTtpoutb o00e npeawecTtsylowme komaHabl. [lepepn
noAackKa3ka HaCTpPOMKOM MNopTa B KayeCTBe M30JSIMPOBAHHOIO WM CMELLaHHOro

(promiscuous) nopta Heob6XOAMMO HACTPOUTb PEXUM MNopTa KaK PeXum
nopTa xocTa.

HacTtpoika nopTa Kak M30NMpOBaHHOro nopta wunu nopta coobuwecTtsa
3aBMCUT OT NapameTpa s_Vid.

p_vid u s vid [omkHbel ObiTb COOTBETCTBEHHO WAEHTUUKATOpaMu
nepsuyHon n BTopmnyHon VLAN B nape PVLAN, B KOTOpPOW BbIMNOSHAETCA
npuBSA3Ka Ha 2-M ypOBHeE.

OanH nopT XocTa MOXeT ObITb CBA3aH TONbKo ¢ ogHon napon PVLAN.

HacTponka cmelwwaHHoro (promiscuous) nopta

« CornacHo Tabnuue, npuBegeHHOW B pasgene "dyHkumn", npaBuna nepegayn u
nonyyeHmss naketos noptos, oavH Tun nopta PVLAN He moxeT obecneyuTtb
CUMMETPUYHYIO NepechISiKy NakeToB Ha BxoAe v BbixoAe. MopTel ANa NogknioveHus
K BHELUHEN ceTu unu cepeepy HeOBXO0AMMO HACTPOUTL B KavyecTBe Hepas3bopumnBbIxX
NOpTOB, YTOOLI NOSIb30BaTENM MOFMM YCMELHO NOSTyYUTb LOCTYN K BHELUHEN CceTu

Unu cepeepy.

KomaHpa switchport mode private-vian promiscuous
switchport private-vlan mapping p_vid{ svlist | add svlist | remove svlist }
OnucaHwue p_vid: Yka3biBaeT ngeHtudgukatop nepsmyHon VLAN B nape PVLAN.
napameTpa svlist: YkasbiBaeT BTOpudHyt0 VLAN, CBsI3aHHYIO C Hepa3bopynBbIM MOPTOM.
Mexay OaHHbIM napameTpoM M p_vid gOMmkHa ObiTb BbINOMHEHA NpUBA3Ka
Ha 2-M ypOBHE.
add svlist: [JobaBnsaeTt npmessky BTopuyHon VLAN Kk noprTy.
remove svlist: OTmeHsieT npueasky BTopruyHon VLAN k nopTy.
YcTaHOBKMU Mo ymonuyaHuio uHTepdenc paboTaeT B pexume [OCTyna; CMELlaHHbIN
no (promiscuous) nopT He npuBsa3aH K BTopudHon VLAN.
yMO4yaHuro
Pexum Pexnm koHdurypauumn nHtepdernica
KOMaHAblI
BctpoeHHasa | [NopT gomkeH 6biTb HACTPOEH B CMELLAHHOM (Promiscuous) pexmnme.
noackaska Ecnm nopT HacTpoeH Kak CMeLLaHHblii (promiscuous), OH [OMKeH ObiTb
npueasaH Kk napam PVLAN. B npotMBHOM cnyyae nopT He MOXeT
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npenocTtaBnATb UK NepecbisiaTb YCIyru.

HeckonbkuMn nepsuyHbiMn VLAN.

HacTpouka nsonmposaHHOro MarmcTpanbHOro nopTa u npuesaska nopta k nape PVLAN
NHTepgenca 2-ro ypoBHs

X/
°

Korga crnepyrouiee yCTpoOMCTBO HUCXOASALWEro kKaHana He nogaepxunsaet PVLAN, u
€eCcnu nopT AO0SMKEH m3onupoBaTb nakeTbl HekoTopbix VLAN, nopT gormkeH ObiTb
HaACTPOEH KaK W30MIMPOBAHHbLIN MarucTpasibHbIn MOPT, TakkKe [AOSMKHaA OblTb
HacTpoeHa npussaska mexay noptom u napont PVLAN nHTepdenca 2-ro ypoBHs.
[Mocne TOro kak NOPT HaCTPOEH KaK M3ONMPOBAHHLIA MarnctpanbHbI MOPT, OH
cnyxut socxogawmum noptom PVLAN. Korga nopt nonyyaet naketbl ¢ Terom VLAN
yactHo PVLAN, nopt saBnsietcs msonuposaHHbIM noptom PVLAN. Korga nopt
nony4aeTt Apyrue nakeTbl, OH ABMSEeTCS 00blYHbIM MarncTparibHbIM NOPTOM.

KomaHpa switchport mode trunk

switchport private-vlan association trunk p_vid s_vid

OnucaHwue p_vid: YkasbiBaeT ngeHtudgukatop nepsmyHon VLAN B nape PVLAN.

napameTpa

Pexum Pexum KoHdurypaumm nHtepgenca
KOMaHAbl
BctpoeHHas | NpuBasaHHas PVLAN pormkHa ObiTb nmapon VLAN, B KoTOpowm npuBsaska

noackaska BbIMNOSTHAETCS Ha 2-M YPOBHE.

WHTepdelic gomkeH paboTaTb B pexunme marucrpanbHOro nopra.

PVLAN.

HacTtporika cmelwaHHOro (promiscuous) mMarmctpanbHOro nopta U npuesidka nopra K
nape PVLAN nHTepdenca 2-ro ypoBHs

X/
°

X/
°

Ecnun ynpaenstowasa VLAN n nepsudHasa VLAN ycTporcTBa He coBnaaroT, a Takke
ecnv nopT OOJSIKEeH OOHOBpPeMEeHHO paspellaTtb nakeTbl ynpasndwoowen VLAN n
nepsuyHon VLAN, To OH gormkeH 6biTb HAaCTPOEeH Kak CMeLuaHHbIA (promiscuous)
MarucTparnbHbIN NOPT, U HEOBXOOUMO HaCTPOUTb NPUBA3KY MeXOy AaHHbIM NOPTOM
n napon PVLAN uHTepdenca 2-ro ypoBHs.

lMocne TOro Kak MOPT HACTPOEH KakK CMeLlUaHHbIN (Promiscuous) MaructpasnbHbIn
nopT, OH cnyxuTt Bocxoasdwmm noptoMm PVLAN. Korgaa nopt nonyyaeTt nakeTtbl C
Terom VLAN yactHon PVLAN, nopT sBnsetca HepasbopumsbiM noptom PVLAN.
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OavH cmelaHHbIN (promiscuous) NOPT MOXET ObiTb CBSA3aH C HECKONbKUMM
napamn PVLAN B ogHon nepBuyHon VLAN, HO He MoxeT ObiTb CBS3aH C

s_vid: YkasbiBaeT npuBAsaHHyto msonunposaHHyto VLAN. Mexay OaHHbIM
napamMeTpom 1 p_vid AosmkHa 6bITb BbINOSTHEHA NPUBS3Ka Ha 2-M YPOBHeE.

OauH marucTparnbHbI NOPT MOXET OblTb CBSI3aH C HECKONbKMMM napamu
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Korga nopT nonyvyaet Apyrune nakeTbl, OH ABNAETCA OObIYHbIM MarnmcTparibHbIM

NOpPTOM.

KomaHpa switchport mode trunk
switchport private-vlan promiscuous trunk p_vid s_list

OnucaHue p_vid: YkasbiBaeT ngeHtudgukatop nepsmyHon VLAN B nape PVLAN.

k[Pl it ) svlist: YkasbiBaeT BTopuuHyto VLAN, cBsizaHHYO ¢ Hepa3topymBbLIM NOPTOM.
Mexay oaHHbIM napameTpom M p_vid AomkHa ObiTb BbINOSIHEHA MPUBA3Ka
Ha 2-M YpPOBHe.

Pexum Pexnm koHdurypauum nHtepdenca

KOMaHAblI

BcTpoeHHasa | MHTepdenc gomkeH paboTtaTtb B peXxume MaructpasnbHOro nopra.

A MpuBsiaka Ha 2-M YpOBHE [AOIMKHA BbLINOMHATLCA Ha YXKe MPUBA3AHHON
nepsuyHon n sTopmnyHom VLAN.

MpoBepka kKoHUrypaumm

MogkntounTte XxocTbl nonb3oBaTenen k noptam PVLAN ana nepegadn n nosiydeHus
nakeToB B COOTBETCTBUM C MNpaBunamu nepecbinku noptoB PVLAN gna peanusaummn
nsonsaumn. Hactponte npuBAsKy Ha 3-M ypOBHE, Y4TOObLI NONb30oBaTENM B NEPBUYHOM U
BTopuyHom VLAN ogHoun n tom xxe PVLAN MornmM coBMeCTHO UCMonb30oBaTb OAUH U TOT
Xe |IP-agpec wn3a 1 yCTaHOBUTb CBA3b Ha 3-M YPOBHeE.

Mpumep KoHdUrypaumm
MpumeHeHne PVLAN mexay ycTponcTsamMu 2-ro ypoBHS
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M3o6paxe
Hue 9-3

AEnterprise A
B:Enterprise B
C:Enterprise C

—————

Enterprise
A

Community
2 - VLAN 100

S e o .

Community y
N, VLAN 100 _“7

Enterprise ,
Isolated C » = so___ -
VLAN 101 _7

- -

Primary VLAN 99

B ~ -
~

~

N

dtanbl

KOHdpUryp
auum

% HactpownTte BCce npeanpuatua Ha ogHy u Ty xe PVLAN (B gaHHOM npumepe
ocHoBHada VLAN 99). Bce koprnopaTvBHble NOfb30BaTENN UCNOMb3YIOT OOVH
N TOT e MHTepdenc 3-ro ypoBHA Yepes aTty VLAN ans cBs3n C BHELUHeNn
CeTblo.

» Ecnn Ha npeaonpusatMM MMeeTCs HEeCKOSNbKO XOCTOB Mosib3oBaTernen,
HasHaybTe Kaxgoe npennpuaTne Ha pasHble cetn VLAN coobuwecTtBa (B
AaHHOM npumMmepe HasHadvbTe Enterprise A Ha ceTb coobuwectsa VLAN 100),
4YTOObI OCYLLIECTBUTL B3aMMOLENCTBME NONb30BATENEN BHYTPU NpeanpuaTns
1 N30nMpoBaTb B3auMOAEeNCTBME MNofb3oBaTenen Mexay npeanpusatusiMmu.

< Ecnu Ha npeanpmnatnmn nmeeTcs TONbKO OAMH XOCT NONb30BaTenNs, Bblaenure
Takue npeanpuatus B ogHy nsonuposaHHyto ceTb VLAN (B faHHOM npumepe
HasHaybTe Enterprise B n Enterprise C Ha usonuposaHHyto cetb VLAN 101),
4yTO6bI N30NNPOBaTbL CBA3b NONb30BaTENEN Mexay NpeanpuaTUaAMun.

>

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA (config) #vlan 99

SwitchA (config-vlan) #private-vlan primary

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 100

SwitchA (config-vlan) #private-vlan community

SwitchA (config-vlan) #exit

SwitchA (config)#vlan 101
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SwitchA (config-vlan) #private-vlan isolated

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 99

SwitchA (config-vlan) #private-vlan association 100-101
SwitchA (config-vlan) #exit

SwitchA (config)#interface range gigabitEthernet 0/2-3
SwitchA (config-if-range) #switchport mode private-vlan host

SwitchA (config-if-range) #switchport private-vlan host-association 99
100

SwitchA (config-if-range) #exit
SwitchA (config) #interface gigabitEthernet 0/4

SwitchA (config-if-GigabitEthernet 0/4)#switchport mode private-vlan
host

SwitchA (config-if-GigabitEthernet 0/4)#switchport private-vlan host-
association 99 101

SwitchA (config) #interface gigabitEthernet 0/5
SwitchA (config-if-GigabitEthernet 0/5)#switchport mode trunk
SwitchA (config-if-GigabitEthernet 0/5) #exit

B SwitchB#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchB (config) #vlan 99

SwitchB (config-vlan) #private-vlan primary

SwitchB (config-vlan) #exit

SwitchB (config) #vlan 100

SwitchB (config-vlan) #private-vlan community

SwitchB (config-vlan) #exit

SwitchB (config)#vlan 101

SwitchB (config-vlan) #private-vlan isolated

SwitchB (config-vlan) #exit

SwitchB (config) #vlan 99

SwitchB (config-vlan) #private-vlan association 100-101
SwitchB (config-vlan) #exit

SwitchB (config)#interface gigabitEthernet 0/2

SwitchB (config-if-GigabitEthernet 0/2)#switchport mode private-vlan
host

SwitchB (config-if-GigabitEthernet 0/2)# switchport private-vlan host-
association 99 101

SwitchB (config-if-GigabitEthernet 0/2) #exit
SwitchB (config)#interface gigabitEthernet 0/3
SwitchB (config-if-GigabitEthernet 0/3)#switchport mode private-vlan
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host

SwitchB (config-if-GigabitEthernet 0/3)# switchport private-vlan host-
association 99 100

SwitchB (config-if-GigabitEthernet 0/3) #exit

SwitchB (config) #interface gigabitEthernet 0/1

SwitchB (config-if-GigabitEthernet 0/1)#switchport mode trunk
SwitchB (config-if-GigabitEthernet 0/1) #exit

Mpoeepka | [lpoBepbTe, npaBunbHO nn HactpoeHol VLAN w© noptel, U npoBepbTe
KOHUryp | NpaBuibHOCTb MEPECHLISIKM NakeToB B COOTBETCTBMM C MNpaBusiaMn nepechbisiku
auuu nakeToB B pasgene "gyHkuumn".
A SwitchA#show running-config

!
vlan 99
private-vlan primary
private-vlan association add 100-101
!
vlan 100
private-vlan community
!
vlan 101
private-vlan isolated
!
interface GigabitEthernet 0/1
switchport mode private-vlan promiscuous
switchport private-vlan mapping 99 add 100-101
!
interface GigabitEthernet 0/2
switchport mode private-vlan host
switchport private-vlan host-association 99 100
!
interface GigabitEthernet 0/3
switchport mode private-vlan host
switchport private-vlan host-association 99 100
!
interface GigabitEthernet 0/4
switchport mode private-vlan host

switchport private-vlan host-association 99 101

I
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interface GigabitEthernet 0/5

switchport mode trunk

!

SwitchA# show vlan private-vlan

VLAN Type Status Routed Ports Associated VLANs

99 primary active Disabled Gi0/1, Gi0/5 100-101

100 community active Disabled Gi0/2, Gi0/3, Gi0/5 99

101 isolated active Disabled Gi0/4, Gi0/5 99
B SwitchB#show running-config

!

vlian 99

private-vlan primary

private-vlan association add 100-101
!
vlan 100

private-vlan community

!
vlan 101

private-vlan isolated

!
interface GigabitEthernet 0/1
switchport mode trunk

!

interface GigabitEthernet 0/2
switchport mode private-vlan host
switchport private-vlan host-association 99 101
!

interface GigabitEthernet 0/3
switchport mode private-vlan host

switchport private-vlan host-association 99 100

TunuyHble oWNOKKN

X/

s [lNpuBAska Ha 2-mM ypoBHe He BbINOSIHEHA Mexay nepBuyHOM M BTOpMyHOM VLAN
yactHo PVLAN, n cnucok VLAN nopta He ymaetcsa gobaBuTb npu HacTpouke
N30NMPOBaHHbIX MOPTOB, HEPa3bOPUMBLIX MOPTOB M MOPTOB COOOLLECTBA.

s OanH nopT XocTa He MOXeT ObITb NpUBA3aH K HeckonbkuM napam PVLAN.
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Mpumep KoHDUrypaumm

MpumeHeHne PVLAN Ha ogHOM ycTpouncTBe 3-ro ypoBHS

N3o6paxe
Hue 9-4

Primary VLAM 2
SVI:192.168.1.1/24

A:Enterprise A
B:Enterprizse B
C:Enterprise
D:Enterprise D

" Community Isoatad

So _VLANZD -7 Ss._WLAN 30

Community

_ VLAN10_ .=

— e S ]

dtanbl

KOHdpUryp
auum

s Hactponte dyHkumio PVLAN Ha ycTpouctBe (B AaHHOM MpuMepe Ha
yctponcTtee Switch A). [lononHuTenbHbIE CBEAEHUS O KOHGUrypauum cMm. B
pasgene «lpumeHeHne PVLAN mexay yCcTporucTBamu 2-ro YpoBHS».

% YcTaHoBuTE NOpPT, HANPSIMYIO NOAKIHOYEHHBIN K cepBepy (B AaHHOM npumepe
nopt Gi 0/7), B Ka4ecTBe CMeLUaHHOro (promiscuous) noprta. 3aTeMm Bce
KoprnopaTuBHbIe MOMb30oBaTENM MOryT B3aMMOAEWCTBOBAaTb C CEpPBEPOM
yepes CMEeLLaHHbIN (Promiscuous) nopr.

% Hactpownte agpec wnwo3a PVLAN Ha ycTponcTtBe 3-ro ypoBHSA (B OaHHOM
npumepe Switch A) (B gaHHoMm npumepe yctaHosuTe agpec SVI VLAN 2 Ha
192.168.1.1/24) n HacTpouTe conocTaBreHne uHTepdenca 3-ro YpoBHS
mexay nepsuyHon VLAN (B gaHHoM npumepe VLAN 2) n BTtopmyHbimn VLAN
(8 gaHHom npumepe VLAN 10, VLAN 20 m VLAN 30). 3atem Bce
KOprnopaTuBHbIE MONb30BaTENN MOryT 0OMEeHMBATbCA AaHHbIMU C BHELLHEWN
CeTblo Yepes agpec LWn3a.

L)

/b 3anyctute PVLAN u HacTpoiTe nopThl ANA MOAKMIOYEHUS K YCTPOMCTBAM Kak
MarucTpasnbHble NOPThI.

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA (config) #vlan 2

SwitchA (config-vlan) #private-vlan primary

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 10
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SwitchA (config-vlan) #private-vlan community

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 20

SwitchA (config-vlan) #private-vlan community

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 30

SwitchA (config-vlan) #private-vlan isolated

SwitchA (config-vlan) #exit

SwitchA (config) #vlan 2

SwitchA (config-vlan) #private-vlan association 10,20, 30

SwitchA (config-vlan) #exit

SwitchA (config) #interface range gigabitEthernet 0/1-2

SwitchA (config-if-range) #switchport mode private-vlan host

SwitchA (config-if-range) #switchport private-vlan host-association 2 10
SwitchA (config-if-range) ffexit

SwitchA (config) #interface range gigabitEthernet 0/3-4

SwitchA (config-if-range) #switchport mode private-vlan host

SwitchA (config-if-range) #switchport private-vlan host-association 2 20
SwitchA (config-if-range) #fexit

SwitchA (config)#interface range gigabitEthernet 0/5-6

SwitchA (config-if-range) #switchport mode private-vlan host

SwitchA (config-if-range) #switchport private-vlan host-association 2 30
SwitchA (config-if-range) #fexit

SwitchA (config)#interface gigabitEthernet 0/7

SwitchA (config-if-GigabitEthernet 0/7)#switchport mode private-vlan
promiscuous

SwitchA (config-if-GigabitEthernet 0/7)#switchport private-vlan mLAGing
2 10,20,30

SwitchA (config-if-GigabitEthernet 0/7) #exit

SwitchA (config) #interface vlan 2

SwitchA (config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA (config-if-VLAN 2)#private-vlan mapping 10,20, 30
SwitchA (config-if-VLAN 2) #exit

MpoBepka | OTnpaBbTe 3X0-3anpoc Ha agpec wnt3a 192.168.1.1 ¢ xocToB nosnb3oBaTenemn
KOH(pUryp | B pasnuyHbiX NOAAOMEHAX. OX0-3anpOC BbINOSIHEH YCMELUHO.

auum

A SwitchA#show running-config
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!
vlan 2
private-vlan primary
private-vlan association add 10,20, 30
!
vlan 10
private-vlan community
!
vlan 20
private-vlan community
!
vlian 30
private-vlan isolated
!
interface GigabitEthernet 0/1
switchport mode private-vlan host
switchport private-vlan host-association
!
interface GigabitEthernet 0/2
switchport mode private-vlan host
switchport private-vlan host-association
!
interface GigabitEthernet 0/3
switchport mode private-vlan host
switchport private-vlan host-association
!
interface GigabitEthernet 0/4
switchport mode private-vlan host
switchport private-vlan host-association
!
interface GigabitEthernet 0/5
switchport mode private-vlan host
switchport private-vlan host-association
!
interface GigabitEthernet 0/6
switchport mode private-vlan host
switchport private-vlan host-association
|

interface GigabitEthernet 0/7

10

10

20

20

30

30
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switchport mode private-vlan promiscuous
switchport private-vlan mapping 2 add 10,20,30
!

interface VLAN 2

no ip proxy-arp

ip address 192.168.1.1 255.255.255.0
private-vlan mapping add 10,20, 30

!

SwitchA#show vlan private-vlan

VLAN Type Status Routed Ports Associated VLANs

2 primary active Enabled Gi0/7 10,20,30
10 community active Enabled Gi0/1, Gi0/2 2
20 community active Enabled Gi0/3, Gi0/4 2
30 isolated active Enabled Gi0O/5, Gi0/6 2

TunnyHble owmnodKkn

+ Ha nepsuyHon n sTopmyHon VLAN vactHon PVLAN He BbINnOMnHeHa npuesska Ha 2-
M YPOBHE, U He y4aeTCsl HACTPOUTb NPUBA3KY Ha 3-M YPOBHeE.

¢ YCTpOMCTBO NOAKIHOYEHO K BHELUHEW CETUM OO0 HaCTPOWKM NPUBSA3KM Ha 3-M YPOBHE.
B pesynbTtaTe yCTPONCTBO HE MOXET YCTAaHOBUTb CBSA3b C BHELLUHEWN CETLIO.

s WVHTepdencobl onst NOOKNIOYEHUS K CepBepy M BHELWHEW CeTU He HACTPOEeHbl Kak
CMELUaHHble (pPromiscuous) WHTepdEencbl, YTO NPUBOAMT K aACMMMETPUYHOM
nepechblisike NakeToB BOCXOOALMX N HUCXOASLLMX NOTOKOB.

9.5 MOHUTOPWHr

OTob6paxeHue

OnucaHue KomaHpa

OTtobpaxaet show vlan private-vlan
KoHurypaunio PVLAN.

OTnapka

{ CuctemHble pecypcbl 3aHATbl NpU  BbiBOAE OTNagoyHon uHdopmaumun. [Moatomy,
OTKIIOYUTE OTNAaAKy cpasy nocne Mcnosib3oBaHUs.

OnucaHue KomaHpa

Otnapka PVLAN. debug bridge pvlan
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10 KOHOUT'YPUPOBAHUE MSTP
10.1 O630p

Mpotokon STP (Spanning Tree Protocol) — aTo npoTtokon ynpasneHust ypoBHA 2. OH
MOXET He TOSIbKO BbIOOPOYHO OnokMpoBaTb M3OLITOYHbIE KaHanbl ANS YCTPaHEeHUs
neTesib YPOBHS 2, HO N MOXET BbIMOMHATL pe3epBMpOBaHME KaHaroB.

CornacHo TpeboBaHUSIM COBpPEMEHHLIX ceTel, Ha 6ase STP cosgaHbl MPOTOKOMbI
RSTP (RLAGId Spanning Tree Protocol) u npotokon MSTP (Multiple Spanning Tree
Protocol).

Ona Ethernet ypoBHa 2 wmexay ABymst nokanbHbiMn cetamm  (LAN)  moxeTt
CyllecTBOBaTb TOMbKO OAWH aKTUBHbIA KaHan. B npoTuBHOM criydyae npowusonget
lWnpokoseLaTenbHbld  WITOPM. [N NOBbIWEHUA HaOeXHOCTU  JIOKaNbHOM CeTu
HeobXoaUMO co3fdaTb pe3epBHbIM KaHan M COXPaHUTb HEKOTOpble MYTU B COCTOSIHUMU
pesepBupoBaHus. Ecnn ceTb HeucnpaBHa W KaHan HeucnpaseH, Heobxoanmo
NepekntioyYnTb pe3epBHbIA KaHamn B akTUBHOE cocTosiHne. STP MoxeT aBTOMaTU4eCcKu
aKTMBMPOBATb PE3EepBHbIA KaHan 6e3 BbINOMHEHUA KaKUX-NMMOO onepaumin BPY4HYIO.
MpoTokon STP nossonsieT ycTponcTBaM B FIOKaribHOW CETU:

X/

% HaxoguTb 1 HauMHaTb Ny4Llyto TONOMOrMO AepeBa B JTIOKaNbHOWM CeTu.
% YCTpaHsiTb HEMcnpaBHOCTb M aBTOMaTU4YeCKM OBHOBMATL TOMOMOMMI0 CeTU, YTOObI
Bcerga BblbvpaTb Hauny4Llyro TONosoruio aepesa.

Tononorms LAN aBTOMaTtudeckum paccumtbiBaeTca HabopoM napameTpoB MOCTa,
3afaHHbIX agMUHUCTpaTopoM. Jlydwyro TOMOMOrMK AepeBa MOXHO  MONyYUTb,
NpaBubHO HAaCTPOUB AaHHbIE NapamMeTpbl.

Mpotokon RSTP nonHocTtbio coBmectuM ¢ npoTtokosiom 802.1D STP. lNogobHo
TpaguumoHHomy npoTokony STP, npotokon RSTP npepocrtaBnsieT cepsucbl ob6xoaa
netenb n pesepBupoBaHna. OH XapakTepu3yeTCsa BbICOKOW CKOpOCTbiko. Ecnmu Bce
MOCTbl B JlOKanbHOM ceTu noadepxueatoT npotokon RSTP wmn  HacTpoeHbl
aAMUHUCTPATOPOM Haasfexawmm obpas3om, TO nocrne WU3MeHeHWUs TOMOMOornMn ceTu
notpebyetca meHee 1 cekyHabl (okono 50 cekyHa, ecnu ncnonb3yeTcs TpaguUMOHHbIN
npoTokon STP) 4na NOBTOPHOro co3gaHnsa Tononorum aepesa.

STP 1 RSTP nmetoT cneayowme aedekTbl:

s MeaneHHaa murpaumna STP. [daxe npu MCNOMb30BaHWW KaHANoOB «TOYKa-TOYKa»
UM NOrpaHNYHbIX MOPTOB AS1 NEPEKIoYEHUsT MOPTOB B COCTOSIHWME MEPECHINKN
TpebyeTca B ABa pa3a Gonblue BPpEMEHW.

¢ [potokon RSTP mMoxeT GbICTpO CXOoauUTbCS, HO MMEET TOT e aedekT, yto u STP:
Tak kak Bce VLAN B nokanbHOM CETU MCMNOMb3yKT OOHO M TO Xe CBA3yHLlee
Aepeso, nakeTtbl Bcex VLAN nepecbinaiotcs no 3TOMy CBA3YyOLWeEM [Oepesy.
lMoaTomy pesepBHble KaHanbl He MOryT ObiTb 3abrOKMpoBaHbl B COOTBETCTBUMN C
onpeaeneHHbiMn cetsmmn VLAN, n Tpaduk gaHHbIX HE MOXET BbITb cbanaHcnpoBaH
mexgy cetamu VLAN.

MpoTtokon MSTP, onpeaenenHbin IEEE B 802.1s, ycTpaHsaeT gedektol STP n RSTP.
OH He TONMbKO MOXEeT ObICTPO BbINOSIHUTL KOHBEPreHum, HO U MoXeT obecnevntb
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nepegavy Tpaduka pasnuyHblix ceten VLAN no cooTBeTCTBYOWMUM NYTSAM, TEM CaMbIM
obecneunBad nyywnn MexaHmam 6anaHCUPOBKN Harpy3Kkn ANsi pe3epBHbIX KaHaroB.

B uenom, STP/RSTP pabotaet Ha ocHoBe noptoB, a MSTP paboTtaeT Ha ocHOBe
obbektoB. O6BLEKT npeacTaBnseT cobon Habop n3 Heckonbknx ceten VLAN. MNpuBsaska
Heckonbkmx ceten VLAN K ogHOMY OOBEKTY MOXET CHU3UTb M3OEPXKKM CBA3N U
KO9(p(PULMEHT NCNOSB30BAHNSA PECYPCOB.

Yctponctea QTECH noggepxwmatoT npotokonbl STP, RSTP, MSTP, a Ttakke
cooTBeTcTBYIOT cTaHgaptam IEEE 802.1D, IEEE 802.1w v IEEE 802.1s.

MpoTokonbl U cTaHAapThbI

< |EEE 802.1D: MocTbl ynpasneHus goctynom k cpege (MAC)

% |IEEE 802.1w: YacTtb 3: MocTbl ynpaeneHus goctynom k cpege (MAC) — nonpaska

2: bbicTpas nepeHacTpomka

« |EEE 802.1s: BupTyanbHble nokanbHble CeTu C napanfenbHbiM MoaKNoyeHnem —
nonpaeka 3: MHOXeCTBEeHHble CBA3YHOLNE AepeBbS

R/
*

*

10.2 MpnmeHeHune

MpumeHeHne OnucaHue

OT1kasoycTonymBas

Tononoruga MSTP+VRRP

B wumepapxunuyeckon mMopenn CeTEBON apXUTEKTYPbl PEXUM
MSTP+VRRP ucnonb3yetca ana peanusaumm n3bbITOYHOCTU U
GanaHCMpPOBKN  Harpy3kum [Onsi  MOBbIWEHUS  LOCTYMNHOCTU
CUCTEMbI B CETW.

TyHHens BPDU

B ceTteBon cpege QinQ TyHHenb nepegayvv gaHHbIX NPOTOKONa
mocTta (Bridge Protocol Data Unit - BPDU) ncnonbsyetca ans
peanu3auun npospavyHon nepegaym naketos STP Ha ocHoBe

TYHHenNs.

10.2.1 OTtkasoyctonuuBas Ttononorna MSTP+VRRP
CueHapuu

TunnyHbiM NpumeHeHnem MSTP aBngaeTca oTkasoyctonumnBas cuctema MSTP+VRRP.
370 pelLeHne SBnSeTCs OTNIMYHBIM peLleHeM AN NOBbIWEHNSA OOCTYMHOCTM CUCTEMBI
B ceTu. Mcnonb3ya unepapxuyeckyido MoAeNnb CeTEBOW apXUTEKTypbl, OHa OBbIYHO
AENUTCA Ha TpU YPOBHSA (YypOBEHb siApa, YPOBEHb KOHBEPreHLMM U ypoBEHb AOCTyna)
unu gBa ypoBHs (ypoBeHb sfapa M ypoBeHb fAoctyna). OHu o6pasytoT OCHOBHYHO
CeTeBYy0 CcUCTEMY AN NpeaocTaBneHns ycnyr obmeHa gaHHbIMUN.

[NaBHOE NPEUMYLLECTBO JTOW apXMTEKTypbl — ee uepapxuyeckass cTpykTypa. B
nepapxmyeckon CEeTEeBON apXUTEeKType BCe MNokasaTenn eMKOCTU, XapakKTepUCTUKM U
PYHKUMN CETEBbIX YCTPOWCTB Ha KaKAOM YpPOBHE OMTUMWU3MPOBAHbI Ha OCHOBE WX
MECTOMOSIOXXEHNSI U POSieN, YTO NOBbIWAET UX CTaOUNBbHOCTb U AOCTYMHOCTb.

N3o6paxeHne 10-1 Tononorusa asyxvagepHon MSTP+VRRP
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LIser1 lser 2

3ameTKu Tononorns pasgeneHa Ha aBa ypoBHSA: ba3oBbin ypoBeHb (ycTponctsa A un B)
n ypoBeHb goctyna (yctponctea C u D).

OnucaHue

s YpoBeHb spgpa: Heckonbko o6bekToB MSTP HacTpoeHbl ans obecrneyeHus
GanaHcMpoBKK Harpy3ku. Hanpumep, cosgatotca aa obbekta: O6bekT 1 M 06bekT
2. O6bekT 1 conoctaBndetca ¢ VLAN 10, a o6bekT 2 conoctaBnsetcs ¢ VLAN 20.
YcTtponcteo A sBnsieTca KOpHeBbIM MocToM ob6bekToB 0 n 1 (06bekt 0 — CIST,
cyliecTByeT No ymornyaHuio). YcTponctso B aBnseTcs KopHeBbIM MOCTOM 0ObekTa
2.

< YpoBeHb sigpa: Yctpouctea A n B aensatioTca aktmBHbiMu ycTponcteamn VRRP B
cetax VLAN 10 n VLAN 20 cooTBeTCTBEHHO.

< YpoBeHb gocTtyna: HacTtponte nopT, HanpsMyt NOAKMOYEHHbIN K TepMmuHany (MK
unn cepeepy), kak nopTt PortFast n Bknounte 3awmty BPDU, 4TOObI
npegoTBpaTUTb HECAHKUMOHUPOBAHHbLIN LOCTYN nosfib3oBaTenen K HeHasHa4YeHHbIM
yCTPONCTBaM.

10.2.2 TyHHens BPDU
CueHapun

Cetb QinQ 06bIYHO pasgeneHa Ha ABe 4YacTW: CeTb 3aka3yvMka U ceTb MocTaBLuMKa
ycnyr (SP). MoxHo BknounTb TyHHernb BPDU gna BblumcnenHns naketoB STP
KMMEHTCKOW CeTu HesaBucumo OT ceTm SP, Tem cambiM npegoTepallas BAUSHUE
naketoB STP knueHTCckon ceTu Ha ceTb SP.

N3o6paxeHune 10-2 Tononorusa TyHHens BPDU
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P ~  Service Provider Network T .
»7 Provider 51 Provider 52 ™

Gi /s

Gi /5

Customer Customer
Meatwork A1 Metwork A2

3ameTKu Kak nokaszaHo Ha W3obpaxeHun Bbllle, BEPXHAS 4acTb — 3T0 ceTb SP, a
HWKHAS YacTb — ceTb 3akasumka. CeTb SP cocTtouT M3 ABYX NOrpaHMyHbIX
yctpouncTs noctaswmka (PE): Provider S1 u Provider S2. Customer Network A1
n Customer Network A2 aBnsatTca aByMsa obbekTamu Nonb3oBaTens B pasHbIX
pernoHax. Customer S1 n Customer S2 nmeloT J4OCTyn K yCTPOUCTBaAM U3 CETU
3aKasuvka Kk cetn SP, ocylwecTBnaa OCTyn K ceTu SP COOTBETCTBEHHO Yepes
Provider S1 n Provider S2.

C nomouwbto TyHHena BPDU cetn Customer Network A1 n Customer Network
A2 B pasHbIX pernMoHax MOryT BbINOMHATL YHUULMPOBAHHbLIA pacyeT
CBA3yOWEro gepesa BO Bcen cetn SP, He BNuAs Ha pacdeT CBA3YyHOLLEro
nepesa camon cetn SP.

OnucaHue

« Bknounte Basic QinQ Ha PE (B gaHHom npumepe Provider S1/Provider S2), 4ToObl
nakeTbl AaHHbIX KIMEHTCKOW ceTu nepefasanucb B npefenax ykasaHHou VLAN B
cetn SP.

< Bknouute npospadHyto nepepadyy STP Ha PE (B gaHHom npumepe Provider
S1/Provider S2), ytobbl ceTb SP morna nepegasatb naketobl STP ceTu knueHTa
yepes TyHHenb BPDU.

10.3 ®dyHKUUHN

Ba3soBble KOHUenuuu
BPDU

[Ons co3paHna cTtabunbHOWM CEeTU C TOMONorMen gepeBa HeobXoAMMO BbINOMHUTL
crneayowmne ycnosusi:

s Kaxgbll MOCT MMeeT YHUuKanbHbI MaeHTUUKaTop, COCTOALWMW M3 npuoputeTta
mocta u MAC-agpeca.

¢ WN3pgepxka Ha nNyTb OT MOCTa [0 KOPHEBOro MOCTa HasblBaeTCA 3aTpaTou Ha
KOPHEBOW NyTb.
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X/

< Kaxgbin port ID cocTouT 13 npuopmuteTa nopta u Homepa nopTta.

MocTbl obmeHuBatoTca naketamm BPDU gns nonyyeHma nHdopmauumn, Heobxoammon
ANs  co3fgaHus  nydwen TonosiormmM  gepeBa. JOTW  NakeTbl MCMNONb3YKT agpec
MHoroagpecHon paccbinkn 01-80-C2-00-00-00 (wecTHaguaTepuyHbIi) B Ka4vecTBe
agpeca HasHa4yeHus.

BPDU cocTtouT 13 criegyroumx anemMeHTOB:

X/

% WpeHTndurkaTopa KOPHEBOrO MOCTa NPUHUMAEMOrO NIOKaNbHbIM MOCTOM

%+ CTOMMOCTU KOPHEBOIO MyTW NIOKaNbLHOro Mocta

s WpeHTndukatopa mocTta (MaeHTUdUKaTop siokanbHOro Mocra)

+ BospacTta coobLieHus (Bo3pacT nakeTa)

s WpeHTndukaTopa nopta (MAeHTUdMKaTopa nopTa, nepegaroLLlero aToT naker)

s Forward-Delay Time, Hello Time, Max-Age Time — 3TO napameTpbl BPEMEHM,
ykasaHHble B MSTP.

< [pyrne dnaru, Takne kak dnaru, ykasbliBalolime Ha 3aMeHeHue Tonororum cetm m

COCTOAHNA NOKaJibHOro nopTa.

Ecnn  moct nonydyaer BPDU ¢ 6onee BbICOKMM NpPUOPUTETOM  (MEHbLUMI
noeHTuukaTtop Mocta n 6onee HM3kass CTOMMOCTb KOPHEBOrO MyTWM) Ha MOPTY, OH
coxpaHsieT uHdopmauuio BPDU Ha atom nopte v nepepaet vHpoOpmauuio Ha Bce
octanbHble nopTel. Ecnn moct nonyvyaetr BPDU c 6Gonee HM3KMM NpUOpPUTETOM, OH
oTbpacbiBaeT UHGOPMaLNIO.

Takon MexaHM3M MO3BONSET nepedaBaTb WHQopMauuio C 0Oonee  BbICOKMMMU
npuoputeTamm no Bcen cetn. Pesynbtatel 06MeHa BPDU cnegytowme:

% MocT BbibMpaeTcs B Ka4yecTBe KOPHEBOIO MOCTA.

s 3a UCKMYEHNEM KOPHEBOrO MOCTA, KaXXabl MOCT MMEeEeT KOPHEBOMW MOpPT, TO eCTb
nopT, obecneymBaoLLMi KpaTyamLLmm NyTb K KOPHEBOMY MOCTY.

< Kaxgbin MOCT paccumnTbiBaeT KpaTyanwunm nyTb K KOPHEBOMY MOCTY.

v Kaxpgas nokanbHaa ceTb MMeeT Ha3dHa4YeHHbI MOCT, KOTOPbIN HaxoguMTCs B CaMOM
KOPOTKOM MyTWU MeXZy 3TOM JoKarbHOW CeTbld U KOpHeBbIM MocToM. [lopT,
npeAHasHayYeHHbI ANA MOAKIMOYEHUA MOCTa K JlIOKanbHOW ceTu, HasbiBaeTcs
Ha3Ha4YeHHbIM NOPTOM.

+ KopHeBoOW NopT 1 Ha3HaYeHHbIN NOPT BXOASAT B COCTOSIHUE NEPECHISTKN.

WaoeHTudukaTop MmocTta

CornacHo IEEE 802.1W, kaxgblhi MOCT MMEET YHUKANbHbIN MAEHTUdUKATOP. ANropuTm
CBA3YIOLLEro gepeBa BblIOMpaeT KOPHEBOM MOCT Ha OCHOBE maeHTudukaTopa MocTa.
MpoeHTudurkaTtop MOCTa COCTOUT 13 BOCbMUM BGanT, U3 KOTOPbLIX NOcrneaHue WwecTb 6anT
asnatTca MAC-agpecom mocTta. B nepBbix AByx 6anTax ngeHTudmkaTopa Mmocta (kak
yKa3aHo B criegytoLlen Tabnuue) yeTblpe 6uta ykasbiBatoT Ha NPMOPUTET, a NnocrnegHme
BOoCcEMb OWTOB YyKasblBalOT WAEHTU(UKATOP CUCTEMbl [Afs WUCNOMb30BaHUS B
pacwmpeHHoMm npoTokone. B RSTP ngeHtudmkatop cucrembol — 0. Takum obpasom,
NpUopuUTET MOCTa AOSMKEH BbITb MHTErpasibHbIM KpaTHbIM 4096.
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bur 3HayeHue
3HaveHune 16 32768
npuopuTeTa

15 16384

14 8192

13 4096
WpoeHTudukaTt | 12 2048
Op CUCTEMBI

11 1024

10 512

9 256

8 128

7 64

6 32

5 16

4 8

3 4

2 2

1 1

Tanmepbl cBA3YOLWEro Aepesa

Ha npou3BoguTenbHOCTb BCEro CBA3YKOLWEro AepeBa BAUAIOT credylowme Tpu
Tanmepa:

s Tawnmep Hello: NHTepBan nepmnoguyeckon otnpasku naketa BPDU.

« Tanmmep Forward-Delay: WHTepBan Ona mM3MeHeHUss COCTOAHUSA nopTa, TO eCTb
WHTepBan ana nepexoda MnopTa M3 COCTOAHUA MNPOCIYLIMBAHUA B COCTOSIHME
oby4eHnsa mnm n3 CoCcToAHUA ODy4YeHUss B COCTOSIHME nepecbiniku, koraa RSTP
paboTaeT B pexume, coBmectumom ¢ STP.
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X/
°

Tanmep Max-Age: Cambii anutensbHbln cpok XusHm (TTL) naketa BPDU. [lo
NCTEeYeHNN 3TOro BpeMeHn nakeT oTbpacbiBaeTcs.

Ponv nopToB 1 COCTOSIHUS NOPTOB

Kaxgbin NnopT UrpaetT posib B CETH, 4YTOObI OTpPa3nTb pas3syinyHble (byHKLI,VIVI B TOMosnornm
ceTn.

X/
L X4

X/
L X4

KopHeon nopt: MNopT, o6ecneunsaromnm KpaT4annim nyTb K KOPHEBOMY MOCTY.
HasHayeHHbIn nopT: [lopT, wuCNONb3yemMbl KaxOoW JOKanbHOW CeTbio Ans
NOAKMNIOYEHNS KOPHEBOIO MOCTA.

AnbTepHaTUBHbLIN NOPT: ANbTepHaTMBHbLIM NOPT ANS KOpHeBOro nopta. Nocne toro
Kak KOpPHEBOW MOPT yTpaTUT CNOCOBHOCTb BO34ENCTBOBATb HA FOKalbHYK CEeTb,
anbTepHaTUBHbIV NOPT HEMEANEHHO NePEeKToYaeTCa Ha Hero.

PesepBHbI nopT: Pe3epBHbIM NOPT Ha3Ha4yeHHoOro noprta. Ecnn MocT umeeT aBa
nopTa, NOAKMOYEHHbIX K FIOKanbHOW ceTu, nopT ¢ 6onee BbLICOKMM MPUOPUTETOM
ABNAETCA Ha3Ha4YeHHbIM MNOPTOM, a nopT Cc 6onee HWU3KUM MpUOpUTETOM —
pe3epBHbIM MOPTOM.

OTKnoYeHHbIM NOpT: HeakTuBHbIN NOPT. BTy PONb WCMOSMHAT BCE MOPThl, Yen
KaHan onyLieH Ha KOHCONMN MYNbTUNNEKCUPOBaHMUSI.

Ha cneayrowmx pucyHKax nokadaHbl poJii pa3iimyHbIX MOPTOB!

R

= kopHeBon nopT, D = HasHa4deHHbI nopT, A = AnbTepHaTMBHbIA MNOpPT, B =

pe3epBHbIN NOpPT

Ecnu He ykasaHo MHOe, NpMOpUTETLI MOPTOB YMEHBLLLAKOTCS CreBa Hanpagso.

N3o6paxeHne 10-3

Root Bridge =

1

N3o6paxeHne 10-4

1

A Sha.md flcvicn

N3o6paxeHne 10-5
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Rool Bridge

O

A Shared Device

Kaxkablil nopT MMeeT TPWU COCTOSIHUS, yKasblBalowwme, creayeT N nepecbinaTtbh NakeTbl
[AaHHbIX ANs ynpaBneHnsi BCen TOMonornen CBA3yoLLero gepesa.

s OTknoHseT: He nepecbinaet nornyvyeHHble naketbl U He 3anoMmuHaeT MAC-agpec
NCTOYHMKA.

. .

s OOby4yaeTcsa: He nepecbinaet nonydeHHble naketbl, HO 3anomuHaeT MAC-agpec
NCTOYHMKA, KOTOPbIN HAXOOUTCH B TPAH3UTHOM COCTOSIHUM.

s lepecbinaet: [lepecbinaeT nonyyeHHble nakeTbl M 3anomuHaeTr MAC-agpec
UCTOYHMKA.

[Ana ctabunbHOM TOMONOMMK CETU TOMBKO KOPHEBOW MOPT U Ha3HAYEHHbIN NOPT MOryT
BOWTU B COCTOSIHME MNEepecbIsikn, B TO BPEMS Kak Apyrve nopTbl BCerga HaxogsaTcsa B
COCTOSAHUUN OTMEHDI.

Yncno nepexonos

BHyTpeHHune cesasyowme aepesbs (IST) n Heckonbko 0OBHLEKTOB CBA3YHOLLEro Aepesa
(MSTI) BblumcnstoT, nctekaet nu Bpems naketa BPDU Ha ocHoBe IP TTL-mexaHu3ma
nogcyeTa nepexodos, a He Ha ocHoBe Message Age 1 Max Age.

[Ana HacTpoWkM KonuMyecTBa MNepexofoB pekoMeHAyeTCa 3anyCTUTb  KOMaHay
spanning-tree max-hops B pexume rnobansHon koHdurypaumu. B 3oHe kaxabin pas,
korga naket BPDU npoxogut 4epe3 YCTPOMCTBO OT KOPHEBOrO MOCTA, CYETYMK
nepexogoB ymeHbluaeTcs Ha 1. Korga cyeTtumk nepexogosB paseH 0, BpeMsi NakeToB
BPDU ucTtekaeT, n ycTponcteo otbpackiBaeT nNaker.

Utobbl ObiTb coBmecTuMbiM ¢ STP n RSTP 3a npegenamu permoHa, MSTP Takke
coxpaHseT mexaHu3ambl Message Age n Max Age.

O630p

DyHKUMA OnucaHue

STP MpoTtokon STP, onpepeneHHbin |IEEE B 802.1D, wcnonb3ayetca ans
yCTpaHeHuss U3nYeckux neTterb Ha ypoOBHE KaHana nepefayv JaHHbIX B
nokarnbHOW ceTwn.

RSTP Mpotokon RSTP, onpegeneHHbin IEEE B 802.1w, onTumm3npoBaH Ha
ocHoBe npoTtokona STP anga 6bICTpon KOHBEPreHLMN TOMOMOrMm CeTu.
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MSTP

MpoTtokon MSTP, onpepeneHHbin IEEE B 802.1s, ycTpaHsaeT pedekThbl
STP, RSTP n npotokona Per-VLAN Spanning Tree (PVST). OH He Tonbko
MOXET ObICTPO BbINOSIHUTL KOHBEPreHUM, HO M MOXeT repecbliaTb
Tpaduk pasnuyHbix ceten VLAN no cooTBeTCTBYOLWNM MYyTAM, TEM CaMbIM
obecneyunBas ny4ywIMn mMexaHusMm 6anaHCUPOBKM Harpy3kn Ons pes3epBHbIX
KaHanos.

PacwupeHHble | MSTP BkntovaeT cnegywowme dyHkumn: PortFast, BPDU Guard, BPDU

OYHKLNK Filter, TC Protection, TC Guard, dunbtpaunio TC, nposepky BPDU Ha

MSTP ocHoBe MAC-agpeca wuctovHuka, unbTpauuto BPDU Ha ocHoBe
HegonycTtumoun anuHel, Auto Edge, root guard v loop guard.

10.3.1 STP

npOTOKOJ'I STP ncnone3dyeTcqa Anda npeaorespalleHnd lwmnpokoesewaTesibHbIX LWTOPMOB,
BbI3BaHHbIX NeTNAMMU, N obecneyeHns pes3epBnpoBaHNA KaHarnos.

MpuHUMn paboTbl

Ons Ethernet ypoBHa 2 mexay gsyms LAN MoxeT cyuwectBoBaTb TOJSIbKO OLMH
aKTUBHbIN KaHan. B npoTMBHOM criydae npou3onaeT LUMpOKOBeLwaTesnbHbIA LTOPM.
[na noBbILWEHNA HAAEXHOCTU JOKanbHOW CEeTM HeobXoauMo co3daTb Pe3epBHbIN
KaHanm W COXpaHUTb HEKOTOpble MNYTU B COCTOSIHM pe3epBupoBaHus. Ecnn cetb
HeucnpaBHa W KaHan HeucnpaBeH, Heo6XoOMMO NepeknioYnTb pe3epBHbIN KaHan B
aKTMBHOE coCTosiHMe. STP MoxeT aBTOMaTU4eckn akTMBMPOBAaTb Pe3epBHbIN KaHan
6e3 BbINOMHEHNA Kaknx-NnMbo onepauui BpydHyto. [lpotokon STP nossonsieT
YyCTPOMCTBaM B JIOKaribHOW CeTHU:

¢ HaxognTb n HayMHaTb NyYLLyto TOMOSIOrNI0 AepeBa B fIOKarbHOM CETU.
¢ YCTpaHATb HEUCNPABHOCTb M aBTOMAaTU4ECKM OBHOBMATL TOMOMOMNI0 CETU, YTOObI
BCeraa BblbvpaTtb Hanny4yLwyto TONOMOrM0 AepeBa.

Tononorns LAN aBTOMaTM4yeCcKum paccyuTbiBaeTcss HabopoM napamMeTpoB MOCTA,
3afaHHbIX agMUHUCTpaTopoM. Jlydwyro TOMOMOrMK AepeBa MOXHO  MONyYUTb,
npaBuUIIbHO HAaCTPOMB AAHHbIE NapaMeTpbl.

CBsizaHHaA KoHdurypauums
BkntoueHue cBsisytoLlero gepesa

X/

¢ [No ymonyaHuio oyHKUMA CBA3YIOLLLEro AepeBa OTKITYEHa.

% 3anyctute KomaHgy spanning-tree [ forward-time seconds | hello-time seconds |
max-age seconds ], 4tobbl BkNoUNTE STP 1 HacTpouTb OCHOBHbIE HacTponkw.

« HwnanasoH forward-time ot 4 go 30. OunanasoH hello-time ot 1 go 10. [Quana3soH

max-age ot 6 go 40.

/\ BbinonHeHve komana clear MOXeT NpMBECTM K NOTepe BaxHONM WHOpMaLMK W,
cnepoBaTesnibHO, NpepbiBaHuio paboThbl cnyx6. [nana3oHbl 3HAYEHUI BPEMEHMW NMEPCHINKM
(forward-time), BpemeHn npusetctBus (hello-time) n BpemeHn yctapeBaHus (max-age)
csA3aHbl. [1pM M3MEHeHUM OAHOro M3 HUX WM3MEHSITCA OBa APYrvx AuanasoHa. Tpu
3Ha4YeHMs JOIMKHbI COOTBETCTBOBATL criegyowmm ycrnosusam: 2 X (Hello Time + 1 cekyHaa)
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<= Max-Age Time <= 2 x (Forward-Delay Time —1 cekyHga). B npotuBHOM cny4ae
KOHpurypaumsi He ByaeT BbINOMHEHa.

10.3.2 RSTP

MpoTtokon RSTP nonHocTbto coBmectuMm ¢ npotokoriom 802.1D STP. [lNogo6Ho
TpaguumoHHomy npoTokony STP, npotokon RSTP npepocrtaensieT cepsucbl obxoaa
netenb n pesepsupoBaHus. OH XxapakTepu3yeTcs BbICOKOM CKOpPOCTbi. Ecnu Bce
MOCTbl B JlOKanbHOM ceTu noggepxueatoT npoTtokon RSTP wm  HacTpoeHbl
aAMWHUCTPATOPOM Haanexawum obpasom, TO Mocre U3MEHEeHUA TOMosNorMm CceTu
notpebyetca meHee 1 cekyHabl (okono 50 cekyHAa, ecnu ncnonb3yeTcs TpaguuMOHHbIN
npoTokon STP) 4na NOBTOPHOro co3gaHna Tononorum aepesa.

MpuHUMn paboTbl
BbicTpas koHBepreHumss RSTP

RSTP nmeeT cneumanbHyto (pyHKUMIO, BLICTPOro NepecTpoeHns NopToB B COCTOSIHME
NepecbISKu.

STP nossonset nopTy BOMTM B COCTOsIHME nepecbinku vyepe3 30 cekyHa (yABOEHHoe
Bpema Forward-Delay Time; ero MOXHO HacTpouTb B 3Ha4YeHMe Mo ymonyaHuoo 15
CeKyHA) nocne Bblbopa ponu nopTa. Kaxabin pas npy n3aMeHeHUn Tononornm KOpHeBOWM
NOPT M Ha3HaYeHHbIN NOpPT, NepensbpaHHble KaXKabiM MOCTOM, BCTYNalT B COCTOSIHUE
nepecbinkn Ha 30 cekyH nosgHee. [MoaTomy Ana TOro, 4toObLI BCA TOMOMOrUs CeTU
cTana gepesom, TpebyeTcs okono 50 cekyHA.

Mpotokon RSTP cunbHo oTnnyaetca ot STP B npouecce nepecbinikn. Kak nokasaHo Ha
N3o6paxeHne 10-6, kommyTatop Switch A oTnpaBndeT nakeT npeanoxeHuss RSTP
Proposal kommyTtaTtopy Switch B. Ecnu kommyTtaTtop B obHapyxumBaeT, 4To npuoputeT
KomMmyTaTopa A Bbile, OH BbibUpaeT KomMMyTaTop A B Ka4yeCTBe KOPHEBOro MocTa, a
nopT, MONyYyalwLlnn NakeT B KayeCTBE KOPHEBOro nopTta, nepexoguT B COCTOSIHUE
nepecbisiki, U 3aTeM OTNpaBnsieT nakeT cornacoBaHus Agree M3 KOPHEBOro rnopta
kommyTaTopy A. EcCnuM HasHavyeHHbIM nopT KoMmyTaTopa A corfnacoBaH, MopT
nepexoauT B COCTOSIHWE nepechbifiki. HazHayeHHbIn kommyTaTop B nepeckinaet naket
Proposal ans nocnegoBaTenbHOrO paclUMpeHnst CBA3YHOLLEro AepeBa. TeopeTnyecku
RSTP moxeT BocCTaHOBUTb TOMOJSIOMMIO AepeBa ceTu AN ObICTPON KOHBEpPreHumu
nocre N3MeHeHus Tonosornm ceTu.

N3o6paxeHne 10-6
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Switch A Switch B
- proposal -

@—r S

Root Bridge Designated Bridge
f_\lg . agree . f_\g. 9

@

Root Bridge Switch C
- . R proposal -

CS— <@

Root Bridge
=, o BgreR

F=Forwarding
R=Roat Part
D=Designated Part

u OnucaHHbIn BblLLE npouecc YyCTaHOBJiEHNA COedUHEHUA BbINOJTHAETCA TOJIbKO B TOM
cny4dae, ecnn coeaunHeHune mMexay noptaMm HaxoguTCA B peXnMe «TOYKa-TOYKa». Ons
obecnevyeHnst MONHOro BOcCnpowun3segeHna yCTpOVICTB pekoMmeHOyeTCA He BKIo4YaTb
OBYyXTO4Ye4yHOEe coeMHEHNnE Mexay yCTpOIZCTBaMI/I.

N3obpaxeHne 10-7 n W3obpaxeHne 10-8 wu3obpaxkaldT npumepbl COeguHEHUN,
OTJIMYHbIX OT «TOYKA-TOYKAY.

Mpumep coeanHEHUs!, OTNINYHOIO OT «TOYKA-TOYKa»:
N3ob6paxeHne 10-7

Raoat Bridge

A Shared Device

A
b=

N3o6paxeHne 10-8
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Root Bridge =

A Shared Device

S

Ha N3o6paxkeHne 10-9 nokasaH NpMMep COEANHEHUST «TOYKA-TOYKay.
N3o6paxeHne 10-9

Root Bridge =

A Shared Davice

S

CoBmecTtumocTb mexagy RSTP n STP

MpoTtokon RSTP nonHocTbio coBmMecTuM ¢ npotokoriom STP. [Mpotokon RSTP
aBTOMaTU4ECKN MpoBepsieT, nogaepXusaeT NN MOAKMIYEHHbIN MOCT npoTokon STP
munn RSTP Ha ocHoBaHuMM Homepa Bepcum nonydyeHHoro BPDU. Ecnu nopt
nogknoyaetca K mocty STP, nopT nepexoout B COCTOsSiHME nepecbinkn 4depes 30
CEeKyHf, 4To He no3eonsieT RSTP nonHoCTb BOCNPOU3BECTU €rO.

Apyrasi npobnema MoXeT BO3HUKHYTb NPU COBMECTHOM mcnosib3oBaHun RSTP n STP.
Kak nokasaHo Ha cneayrowmx pucyHkax, kommytaTtop Switch A (RSTP) nogkntovaeTcs
kK kommyTtatopy Switch B (STP). Ecnn kommyTaTtop A obHapyXmnBaeT, YTO MOAKITHOYEH K
mocty STP, oH otnpasnsetr naketr BPDU STP. OpgHako ecnu kommyTtatop B
3ameHseTcs kommytaTtopom C (RSTP), HO kommyTaTop A BCe eLle OTnpaBnsieT nakeThbl
BPDU STP, kommyTtatop C 6ygeT cumtate cebs nogkrntoyeHHoiM kK mocty STP. B
pesynbtate gBa yctponctesa RSTP pabotatoT nog STP, 4YTO 3HAYUTENBbHO CHWXaeT
3P (PEKTNBHOCTD.

Mpotokon RSTP  npepoctaBnser  (pyHKUMO  Murpauumu  npoTokona  Ans
npuHyantTensHon otnpaBkun naketoB RSTP BPDU (ogHopaHroBbii MOCT AOSDKEH
nogaepxusate RSTP). B atom cnyyae kommyTtatop A NPUHYAMTENbHO OTNpaBnseT
RSTP BPDU, a kommytatop C 3atem obBHapyXuBaeT, YTO OH MOLKMOYEH K MOCTY
RSTP. B pesynbtate nog RSTP pabotatTt gBa ycrponcrtea RSTP, kak nokaszaHo Ha
N3obpaxeHne 10-11.

N3o6paxeHne 10-10
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Switch A[RSTR) Switch B{STP)
STP BFPDL
— - —
&—
STP BPDL

N3o6paxeHne 10-11

Swilch AIRSTP) Switch C{RSTF)
RSETP BPDLW
— —_— —
S ———NH
RESTP BPDL

CBsa3aHHasa KoHdurypaums

HacTpoWnka nepeHoca NpoTOKONOB

« 3anyctute KomaHay clear spanning-tree detected-protocols [ interface interface-
id ], 4ToBbl MNpUHYOMTENBHO NPOBEPUTL Bepcuio Ha nopTy. [logpobHee cm. B
pasgene «CoBmectnmoctb mexay RSTP n STP».

10.3.3 MSTP

MSTP yctpaHsieT gedektbl STP n RSTP. OH He TONbKO MOXEeT ObICTPO BbIMOMAHUTL
KOHBEpPreHuuto, HO M MOXeT nepecbinatb Tpaduk pasnuyHbix ceten VLAN no
COOTBETCTBYWOLUMM  MyTAM, TeM cambiM obecneuvMBasi nyyWwUin  MexaHU3M
GanaHCMpPOBKN Harpy3ku AN pe3epBHbIX KAHAMoB.

MpuHUMn paboTbl

Yctponictea QTECH nopggepxuBator MSTP. MSTP — 3TO HOBbLIN NPOTOKOS
CBsA3yOLWero gepesa, pa3paboTaHHbI HA OCHOBE TpaOUUMOHHBLIX NpoTokosnioB STP un
RSTP un Bkntovarowmim mexaHmam 6eicTpon nepecbinikn RSTP.

MockonbKy TpaguUWOHHbLIE NPOTOKOSbI CBA3YIOLWEro AepeBa He UMEKT OTHOLUEHUS K
cetam VLAN, B HEKOTOpPbIX TOMOSIOrUSAX CETU MOTYT BO3HUKHYTb NpOobnembi:

Kak nokasaHo Ha M3ob6paxeHne 10-12, yctponictea A n B HaxoasaTtcsa B cetn VLAN 1, a
yctponcTtBa C n D HaxogaTtcsa B cetn VLAN 2, o6pasys neTnio.

N3o6paxeHne 10-12

B "

Wlan 1 @—@ Van 2

Vian 1 @—@ Van 2

B )
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Ecnu cBsasb mexay yctponctBoMm A n yctporctBoM B yepes yctponctea C n D ctout
MEHbLLIE, YeM CBA3b MeXAy YCTPOUCTBOM A HanpsiMyto U yCTPOMCTBOM B, cBA3b Mexay
ycTporcTBOM A u ycTporcTBoM B nepexogut B COCTOSAHME OTMEHbI (KaK noka3aHo Ha
N3o6paxeHne 10-13). MNockonbky yctponctea C un D He BkntovatoT VLAN 1 n He moryT
nepecbinate naketbl AaHHblXx VLAN 1, VLAN 1 yctponctBa A He MOXeT yCTaHOBUTb
ceasb ¢ VLAN 1 yctpounctsa B.

N3obpaxeHne 10-13

Ana peweHns aton npobrnemsbl paspabotaH MSTP. OH genut ogHy WM HECKOJSbKO
VLAN yctponctBa Ha OObeKkTbl. YCTPOWCTBA, HACTPOEHHbIE C OOHUM M TEM Xe
obbekTom, obpasytT obnacte MST gns 3anycka He3aBUCMMOTO CBSA3YIOLEro Aepesa
(HasbiBaemoro IST). B gaHHon 30oHe MST, kak n B macwtabupoBaHHOM B 60MbLUYHO
CTOPOHY YCTPOWCTBE, WCMNONb3yeTCa anroputm CBA3YHLEro AepeBa C ApYyrnmu
obnactamn MST ans cosgaHust NOMHONO CBA3YIOLWEro AepeBa, Ha3biBAEMOro odumm
ceasywowmum gepesom (CST).

Ha ocHoBe aTOro anroputMa BbllLeyKa3aHHas ceTb MOXeT chopMMpoBaTh TOMOSOMUIO,
nokasaHHyto Ha W3obpaxenne 10-14 B anroputme MSTP: Yctponctea A mn B
Haxoadatca B 3oHe MSTP 1, B kOTOpOM He NpoucxoauT neTesflb, U NO3TOMY HU OAMH
KaHan He NepexoauT B COCTOSIHME OTMEHbI. JTO Takke OTHOocuTcs K 3oHe MSTP 2.
30Ha 1 u 30Ha 2, Kak M gBa MaclwTabupoBaHHbIX ycTpoucTBa C ObbekTamu B
COCTOSAHUM MEeTnun, BblIOMpaloT KaHarn, 4Tobbl BONTU B COCTOSIHUE OTMEHbl Ha OCHOBE
COOTBETCTBYHOLEN KOHUrypaumn.

N3o6paxeHne 10-14
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OT0 NpeaoTBpawlaeT BO3HMKHOBEHME NeTenb Ana obecnevyeHnsa Haanexawero oomeHa
AaHHbIMU MeXay yCTponucTBaMun B ogHou 1 1ol xe cetn VLAN.

Pasnenenune 3oH MSTP

[Ons obecnevyeHnss Hagnexawlero BocnpousBegeHna MSTP npaBunbHO pasgenute
30Hbl MSTP 1 HacTponTe Ty Xe nHdopmaumo o KoHdurypaumm MST onst yCTpONCTB B
OHOWM N TON e 30He MSTP.

WHdopmauma o koHpurypaumm MST BkntovaeT:

s Wmsa koHdurypaumm MST: CogepxuT He Bonee 32 6ant onda naeHTudmnkaunum 30HbI
MSTP.

s Howmep peBuanm MST: Coctout n3 16 6ut ona ngeHtmdpukaumm obnactn MSTP.

s Tabnuua conoctaBneHns obbekta MST-k-VLAN: [Ona Kaxgoro ycTpowucTea
co3paetca He bonee 64 06bekTOB (C UX naeHTudmnkatopamm ot 1 oo 64), a o6bekT
0 obssateneH K cywecTtBoBaHM0O. Takum obpasom, cuctema nogaepXuBaeT He
6onee 65 ob6bekToB. [NpM HEOBXOAMMOCTM NONb3oBaTENM MOIYT Ha3Ha4nMTb OT 1 oo
4994 VLAN, npuHagnexawmx pasHbiM obbektam (o1 0 go 64). o ymonyaHuio
HeHa3HadeHHble VLAN npuHagnexat obbekty 0. B atom cnyvae kaxpas MSTI
asnaetca rpynnon VLAN u peanusyeT anroputm ceasywouwero gepesa MSTI,
ykasaHHbI B nakete BPDU, He nogsepxeHHoro BnvsHuio CIST un gpyrux MSTI.

3anyctute komaHay spanning-tree mst configuration B pexume rnobanbHon
KOH(purypaumm, 4ToObl BOUTU B pexuM KoHdurypaumum MST, 4Tobbl HacTpouTb
yKa3aHHyH0 BbllLle MHOpMaLnIo.

Bnokn BPDU MSTP wmeloT ykasaHHyo Bblwe uHGopmaumio. Ecnu BPDU,
NOMNyYEeHHbIN YCTPOMCTBOM, COOEPXKUT Ty Xe MHopmMaumio o koHdurypaumm MST, yTo
N WHopMauus ob YCTPOWCTBE, OHO CYMTaET, YTO MOAKMIHOYEHHOE YCTPOWMCTBO
npuHagnexuT Kk Tom xe obrnactm MST. B npotMBHOM cnydae ycTtponctBo Oyoer
NoAaKIoYeHo U3 apyroro pernoHa MST.
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& MNocne otknoyeHnss MSTP pekomeHayeTcsl HacTpPoOUTb Tabnuuy NPUBSA3KM OObEKTa-K-
VLAN. lNocne HacTponku cHoBa Bkrtounte MSTP, 4yTobbl 06ecneunTtb CTabUIbHOCTb U
KOHBEPreHumno Tonomnorun ceTu.

IST (cBsisytowee aepeBo B pernoHe MSTP)

Mocne pgenenunsa obnacten MSTP kaxagast obnactb BbibUpaeT He3aBUCUMbIA KOPHEBOW
MOCT ANnS Kaxaoro obbekta Ha OCHOBE COOTBETCTBYHLUMX MapamMeTpoB, TakMX Kak
npuopuTeT MOCTa U NpUOpUTET NopTa, HasHa4yaeT PO KaKAOMYy MOPTY Ha Kaxaom
YCTPOWNCTBE, U yKa3blBaeT, HAXOAUTCA N NOPT B COCTOSIHUM MEPECHISTKN UM OTMEHbI B
o6bekTe Ha OCHOBE ponn nopTa.

Mpn obmeHe BPDU MSTP reHepupyetcsa IST, n kaxagbih OOBLEKT MMEET CBOM
cobcTBeHHble cBsAsyowmne pgepesbs (MSTI), B KOTOpbIX CBA3ylee [OepeBo,
cooTBeTcTBYlOLlee 0O6bekTy O u CST, paBHOMEPHO Ha3biBaeTCsl OOLLMM CBSA3YHOLUM
nepesoMm obbekta (CIST). To ecTb, kaxabih OOBLEKT npenocTaBnseT enuHyto
Tononoruto cetn 6e3 netenb ansa cobctBeHHbIX rpynn VLAN.

Kak nokasaHo Ha W3obpaxeHne 10-15, yctponctea A, B n C obpasytoT neTnto B 30He
1.

Kak nokaszaHo Ha W3obpaxeHue 10-15, yctponcTtBO A MMeeT CcaMbli BbICOKUM
npuoputeT B CIST (06bekT 0) n, Takum obpasom, BblIbpaHO B KayeCTBe KOPHEBOro
katanora pernona. 3atem MSTP nossonsieT kaHany A n C BOWTU B COCTOSIHNE OTMEHDI
Ha OCHOBe Jpyrnx napameTpoB. Takum obpasom, ans rpynnel VLAN obwvekta 0
AOCTYMHbI TONbKO KaHanbl oT A go B n ot B go C, npepbiBas unkn aton rpynnsl VLAN.

N3o6paxeHne 10-15

Kak nokaszaHo Ha W3obpaxeHne 10-16, yctponctBo B umMeeT cambii BbICOKUK
npuoputeT B MSTI 1(06bekT 1) n, Takum obpasom, BbIbGpaHO B KayecTBe KOPHEBOTrO
katanora 30Hbl. 3aTeM MSTP nossonget kaHany mexay B n C BoWTM B COCTOSHUE
OTMEHbl Ha OCHOBE ApYyrnx napameTpoB. Takum obpasom, ansa rpynnel VLAN obbekTa
1 OocTynHbl TONbKo kaHanbl oT A go B un oT B go C, npepbiBag umkn aton rpynnbl
VLAN.
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N3obpaxeHne 10-16

% FRegion Rool F
A
A9 Fa
. Region 1:MSTI 1 p

- -

Kak nokasaHo Ha W3obpaxeHne 10-17, yctponctBO C unmMmeeT caMbli BbICOKUM
npuoputeT B MSTI 2 (06bekT 2) 1, Takmm obpasom, BbIBpaHO B Ka4eCTBE KOPHEBOrO
katanora 30oHbl. 3aTeM MSTP nossonset kaHany mexay B n C Bontn B cocTosiHMe
OTMEHbI Ha OCHOBE ApYyrnx napameTpoB. Takum obpasom, ans rpynnbl VLAN obbekTa
2 poctynHbl Tonbko kaHanbl oT B go C u ot A go C, npepblBas UMK 3TOW rpynnbl
VLAN.

N3obpaxeHne 10-17

!
v Region Root #
#

% »
* Region 1:MSTI 2 -

'\.“1 ..i"’
e -

e T

O6paTtute BHUMaHue, yto MSTP He 3aboTtutca o Tom, K kakon VLAN npuHagnexut
nopT. NoaTomMy nonb3oBaTeny OOMKHbI HACTPOUTbL CTOMMOCTb M NPUOPUTET NYyTU Ons
COOTBETCTBYIOLLErO MopTa Ha OcCHoBe dakTudeckon koHdpurypaumm VLAN, 4TOGbI
npeaoTBpaTUTbL NpepbiBaHne nNpoTokonoMm MSTP HenpaBunbHbIX NETENb.

CST (cBsizytowlee gepeo mexay 3oHamn MSTP)

Kaxxgas 3oHa MSTP noxoxa Ha macwtabupoBaHHOe YCTPOWCTBO (MenHdpenm) ans
CST. PasnuyHble obnactm MSTP obpasytoT gepeBo Tononormm cetm ¢ 6utom nog

. QTECH | www.qtech.ru

MUP OOCTYNHEE




PykoBogcTtBo nonb3oBaTtens
10. KoHdurypuposanue MSTP 222

HasBaHmem CST. Kak nokasaHo Ha W3obpaxeHne 10-18, ycTponctBo A,
naeHTMmKaTop MoCTa KOTOPOro SIBMSiIeTCS HaMMeHbLUUMM, BblbupaeTcsi B KayecTse
KopHeBoro obvekta Bo BceM CST n kopHeBbIM kaTtanoroMm 3oHbl CIST B 31O 30HE. B
pernMoHe 2, MOCKOSIbKY CTOMMOCTb KOPHEBOro nyTtn OT ycTpouctBa B K KOpHeBOMy
katanory CST saBnaetca camMoW HWU3KOMW, yCcTponucTBO B BbiGnpaeTcss B KayecTBe
KOopHeBoro katanora 3oHbl CIST B aton 30He. 1o aTon xe npuymHe yctponcteo C
BblOMpaeTcs B KayecTBe KOpHEBOro katanora 3oHbl CIST.

N3o6paxeHne 10-18

Region 1

o ——

Region 3 R
-

-
=

KopeHb kaTanora 3oHbl CIST MoxeT He OblTb YCTPOMCTBOM, MAEHTUdUKATOpP MOCTa
KOTOPOro SBMSAETCA HAWMEHbLUMM B 30HE, HO YKa3blBaeT YCTPOWCTBO, CTOMMOCTb
KOPHEBOro MyTW W3 [OaHHOM 30Hbl KOTOPOro OO0 KOPHEeBOro kartanora 3oHbl CST
SBNAETCHA HAUMEHbLLEN.

Ana MSTI kopHeBow nopT katanora 30Hbl CIST umeeT HOBYIO posib «MacTep-nopT».
MacTep-nopT BbICTyNaeT B KA4eCTBE MCXOASLLErO NopTa BCeEX OOBEKTOB N HAXOAUTCS B
COCTOSIHMM nNepecbifikn  ans Bcex obbektoB. YTobbl TOnonorust 6Gbina 6Gonee
cTabunbHOW, pekoMeHayeTcs, 4TOObl rnaBHbIA MOPT KaXOOW 30HbI, Beaywum K
kopHeBoMy katanory CST, 6bif1, N0 BO3MOXHOCTU, HA OQHOM YCTPOWUCTBE 30HbI.

Cosmectumoctb mexagy MSTP, RSTP n STP

MopgobHo RSTP, MSTP otnpaBnder BPDU STP pgna coeBmectumoctn ¢ STP.
MogpobHee cm. B pasgene «CoBmectumoctb Mexagy RSTP un STP».

Mockonbky RSTP o6pabatbiBaetr BPDU MSTP 30Hbl CIST, MSTP He HyxHO
otnpaenate BPDU RSTP, 4ToObl OHKN Dbl COBMECTUMbI C HUM.

Kaxxgoe yctporncteo STP nnn RSTP asnseTtca ogHown 30HOM 1 He obpasyeT ogHy U Ty
e 30HY C NntobbiMU YCTPONCTBAMM.
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CBsa3aHHasA KoHcurypaums
KoHdurypuposaHue STP

s o ymonuaHuto STP paboTaet B pexume MSTP.
% 3anyctuTte spanning-tree mode [stp | rstp | mstp], 4TOGbI U3MeHUTL pexum STP.

10.3.4 AononHuTtenbHble pyHKuun MSTP

HononHutensHble dyHkummn MSTP, B ocHoBHOM, BkmntodatoT nopt PortFast, sawwmty
BPDU, dwunetp BPDU, 3awmuty TC n 06blkHOBEHHYI 3awmTty. [JOMNOSHUTENbHbLIE
YHKUMN B OCHOBHOM WCMOMb3YyOTCA ANS pasBepTbiBaHUS KOHurypaumn MSTP Ha
OCHOBE TOMOSIOMMM CETU N XapaKTEPUCTUK NnpumeHeHnsa B cetn MSTP. 3T1o nosblwaet
CTabunbHOCTb, HaOEXHOCTb N cnocobHocTb MSTP K oTpaxeHuto aTak, yaoBneTBopsis
TpeboBaHuAM Kk npuMeHeHntio MSTP B pasnnyHbix CLEHapUAX MCNONb30BaHNS.

MpuHUMn paboTbl
PortFast

Ecnu nopT ycTponcTBa Noaknto4aeTcs HENOCPELACTBEHHO K CETEBOMY TEPMUHANYy, 3TOT
nopT HacTpamBaeTca kak nopT PortFast ona npsimoro Bxoga B COCTOSIHME MEPECHISKU.
Ecnu nopt PortFast He HacTpoeH, nopT gomkeH nogoxaatb 30 cekyHA, YTOObl BONTU B
cocTosiHue nepecbinkn. N3obpaxeHne 10-19 nokasbiBaeT, KakMe MnopTbl YCTPOMCTBaA
MOXXHO HacTpouTb Kak nopTel PortFast.

N3o6paxeHne 10-19

Port fast enabled

'

Ecnn nopt PortFast no-npexHemy nonydaet 6nokn BPDU, ero coctosiHne paboThbl
ObICTPOro nopTa OTKMAYaeTCA, W MOpPT NepexoguT B COCTOsSIHME TMEepPechbisiki B
COOTBETCTBUM C 0ObIYHBIM anroputmom STP.

BPDU Guard
3awmta BPDU moxeT ObITb BKNtOYeHa rnobdanbHO nnuv BKIOYEHA Ha MHTepdeince.

Ana BknoyeHus rnobanbHon 3awmtel BPDU pekomeHayeTcs 3anycTuTb KOMaHAy
spanning-tree portfast bpduguard default B pexume rnobanbHOW KOHUrypauuu.
Ecnun PortFast BknoyeH Ha nopTy unmn 3TOT NOPT aBTOMATUYECKU OnpenensieTcs Kak
rPaHUYHbBIN NOPT, 3TOT NOPT NEPEXOAUT B COCTOSIHUE OTKMOYEHHOIO U3-3a OWMOKK, 4YTO
yKa3sblBaeT Ha OWmMOBKy KOHurypaumm cpasy nocne nonyvedms BPDU. B 1o xe Bpems
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NnopT OTKIMOYEH, YyKa3blBad, 4YTO HeaBTOpI/I3OBaHHbII7I nonb3oBatenb MoXeT gobaButb
ceTeBoe yCTpOVICTBO Ona naMeHeHna Tonosiornm CeTu.

Takke pekomeHOyeTcs 3anycTuTb KOMaHZy spanning-tree bpduguard enable B
pexume KoHdurypaumm uHTepdenca, 4tobbl BkMounTh 3awmty BPDU Ha nopty
(HesaBMCcUMO OT TOro, BKMOYeH wnu Het nopt PortFast). B atom cnyvae nopt
nepexoauT B COCTOSAAHME OTKITOMEHUS U3-3a ownbKKn cpasy nocne nony4vyeHmnst BPDU.

®dunetp BPDU
®dunbTp BPDU MOXHO BKAOYUTB rnobanbHO Uiy Ha uHTepgeince.

Ana BkntoyeHus rnobanebHoro unbtpa BPDU pekomeHayeTcsl BbIMOMAHUTE KOMaHAy
spanning-tree portfast bpdufilter default no ymonyanuio B pexume rrnodansHom
KOH(purypaumn. B atom cnyvae nopt PortFast He nonyyaet n He oTnpaBnseT Groku
BPDU, noatomMy xocT, nogkntoyascek Hanpamyto K nopty PortFast, He nony4aeT 6nokos
BPDU. Ecnn nocne nonyyeHus BPDU nopT m3ameHsieT cBoe cocTtosHue paboTbl
OobicTporo nopta Ha Disabled (OTtkntoyeHo), d¢unetp BPDU aBTomatunyecku
nponyckaeTcs.

Takke pekomeHayeTcs 3anycTuTb KOMaHngy spanning-tree bpdufilter enable B
pexume KoHdurypauumn uHtepdenca, 4tobbl Bknountb GunbTp BPDU Ha nopty
(He3aBMCUMO OT TOro, BKNoYeH unu Het nopt PortFast). B atom cnyyae nopt He
nony4aet n He otnpasndaeT BPDU, a HanpsAmyto BXOANUT B COCTOSIHME NEPECHISTKU.

3awuta TC

Bnokn BPDU TC npeactaensot cobon naketsl BPDU, koTopble nepeaatoT TC. Ecnu
KOMMYyTaTop noflydaeT Takme nakeTbl, OH YKa3blBaeT Ha U3MEHEHWE TONOSIOrMN CeTU 1
yoanset Tabnuuyy MAC-agpecoB kommyTaTopa. B aTom crnyvyae gnga komMmyTaTopos
YPOBHS 3 MOAYyNb MEPECHISIKM CHOBAa BKIKOYEH, U COCTOsIHME nopTa B 3anucu ARP
nameHsietcs. Npn atake Ha KOMMyTaToOp C NOMOLLIO BUOYHbIX 6nokos BPDU TC, oH
4YaCTO BbINOSHSAET yKasdaHHble Bbllle Oornepauuun, Bbi3biBasi BbICOKYIO Harpysky v BrUSS
Ha cTabunbHOCTb ceTu. YToOblI MpegoTBpaTUTL 3Ty MNPOBGMEMY, MOXHO BKHOYUTb
3awuty TC.

3awmty TC MOXHO BKMIOYUTL WUNKU OTKMAYMTbL TOMbKO B rnobanbHoM maclutabe.
[aHHas PyHKUMSA BbIKITHOYEHA MO YMOSTYaHMIO.

Korga 3awmta TC BknwoveHa, kommyTaTop yaansiet 6nokm BPDU TC B TeyeHue
3afjaHHoro nepuoda BpemeHu (0BbblMHO 4 cekyHA) nocne WX MNonyyYeHus wu
OTCNeXuBaeT, NMony4YeH N1 B TeYyeHue 3Toro nepuoga kakon-nmbo naket BPDU TC.
Ecnu yctponcteo nonyyaet naketel TC BPDU B TeyeHune atoro nepuoga, oHo yaanset
MX MO UCTEYEeHMM ITOro BpemMeHW. ITO MOXeT npefoTBpaTUTb YacToe yaarneHue
yctporcTeom 3anucen MAC-agpecos un 3anucen ARP.

TC Guard

3awmuta TC obecneumBaeT ymeHblueHue anHamundecknx MAC-agpecoB n 3anucemn
ARP, koTopble yaansaTca npu reHepaumm 6onblioro konudectsa naketos TC B ceTu.
Tem He MeHee, yCTPOMCTBO, Nonyyatowee naketol atakn TC, NO-NpexHeMy BbINONHAET
MHOXECTBO onepauuin ypaneHusi, n naketol TC MoryT ObiTb pacnpefeneHbl, 4To
BNMsSeT Ha BC ceTb. [lonb3oBatenun Moryt BkAOYUTL 3awmty TC, 4ToObI
npeaoTBpaTUTb pacnpocTtpaHeHne naketoB TC rnobanbHO mnu 4vepe3 nopt. Ecnn
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3awmta TC BknoYeHa rnobanbHO MAM Ha NOpTy, NOPT, NpuMHMMaroWwmMn naketobl TC,
GunbTpyeT 3K nakeTtbl TC unn naketol TC, reHepupyemble camum NOpTOM, YTOObI
naketol TC He pacnpocTpaHANUCb Ha Apyrne nopTbl. ITO NO3BOSSET 3PEPEKTUBHO
KOHTPOSNIMpOBaTb BO3MOXHble aTakn TC B ceTu anst obecnevyeHnsa ctabunbHOCTU CETM.
B uyactHOCTM, Ha ycTpoucTBax YpoBHSA 3 9Ta QYHKUMA MOXeT 3PdPeKTUBHO
npenoTBpaTUTb MepuaHUsa YCTPOWCTBA YPOBHS LOCTyna W npepbiBaHWEe MapLipyTa
YPOBHS sapa.

,-"!\'\ Ecnu sawmta TC ncnonb3dyeTcd HenpaBuiibHO, CBA3b MeXAy CeTAMU NpepbiBAETCA.

A\ 3Ty dyHKUMIO pekomeHOyeTcs BKMoYaTb TOMbKO B TOM Cryvae, eCriv B CeTU MOMyYeHbl
HeneranbHble nakeTbl atak TC.

A\ Ecnu 3awmta TC BKkmioveHa rmobanbHoO, HU OOMH MOPT He pacnpedenseT naketsl TC
Mexay ApyrumMu. 9Ty YHKLMIO MOXHO BKIHOYMTL TOSIbKO Ha YCTPOMCTBaX AOCTyna, Takux
Kak HoyTOyKax.

A\ Ecnu Ha nopTy BKknoyeHa 3awmta TC, Tononorma namennTcs, 1 naketsl TC, NOMyyYeHHble
Ha nopTy, He ByayT pPacnpPOCTPaHATLCA Ha ApYyrve NopTbl. ATY PYHKLUUIO MOXHO BKITHOYUTb
TOSbKO Ha MopTax BOCXOASILLEro kaHana, ocobeHHO Ha mopTax MynbTUMNekcopa YpPOBHS
anpa.

®dunetp TC

Ecnv Ha nopTty BknioyeHa 3awmta TC, OH He nepecbiaeT MosflyYeHHble |
creHepupoBaHHble nakeTbl TC ApYrMM MopTam, BbIMOMHSALWIMM pacyeT CBA3YLLEro
gepeBa Ha ycTpoucTBe. Korga cocTtosiHMe nopTa W3MeHsieTcs  (Hanpumep, C
GNOKUPOBKM Ha NEepPechINKy), OH reHepupyeT nakeTbl TC, YTO yKasbiBaeT Ha U3MEHeHue
TOMOJOTUN.

B atom cnyuyae, nockonbky 3awmta TC npegoTBpallaeT pacnpocTpaHeHWe MnakeToB
TC, yctponctBo MoxeT He ounctute MAC-agpeca nopta npu M3amMeHeHMrM Tononornm
CeTn, 4YTO NpmBeaeT K OWMOKe NepechIsikM AaHHbIX.

[Ons peweHus aton npobnembl BHeapeH dunbtp TC. dunbtp TC He obpabaTtbiBaeT
naketol TC, nonydeHHble nopTamu, HO obpabaTbiBaeT naketbl TC B cnyyae
HOpMarnbHbIX W3MeHeHnn Tononormn. Ecnn dunetp TC BkNtoYeH, npobnema ¢
yoaneHnem agpeca OygeT ycTpaHeHa, U MapLllpyT YpOBHsS sapa He GyaeT npepBaH,
€Cnu KaHanbl NopToB, He BKMOYeHHble ¢ pyHkumen PortFast, 6yayT nogHumartbes nnu
onyckaTbCsl Ha KOHCONMM MynbTUMNMEKcopa, a 3anMcu MapLupyTusauumn YpoBHS sapa
MOryT 6bITb OBHOBSIEHLI CBOEBPEMEHHO NPU U3MEHEHUN TONOSOMNN.

A\ Mo ymonuanuio dmnbTp TC OTKMIOYEH.
Mpoeepka MAC-agpeca ncroyHuka BPDU

MpoBepka MAC-agpeca nctodHnka BPDU npepgoTtepawiaeT 3rnoyMbllUfIEHHbIE aTaku
naketoB BPDU n npuBoguTt K oTknoHeHnsm MSTP. [Nocne onpeaeneHns kommyTtaTopa,
NOAOKITIOYEHHOrO K NOPTY Ha KaHane «ToYKa-Toyka», MOXHO BKNoUnTb npoBepky MAC-
agpeca uctoyHuka BPDU gns nonydeHuss naketos BPDU, oTnpaBneHHbIX TOJSbKO
OAHOPAHroBbIM KOMMYTaTOpPOM, M OTOpOCUTbL BCe ocTanbHble nakeTol BPDU, Tem
caMbiM npefoTBpaLlasl atakm 3MnoyMblIeHHUKOB. MoxHO BknounTb npoepky MAC-
agpeca uctodHnka BPDU B pexume koHGuUrypauum nHtepdenca ana onpeaeneHHoro
nopta. OguH nopT mMoxeT dunbTpoBatb Tonbko oamH MAC-agpec. Ecnm Bbl
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3anyckaete komaHgy no bpdu src-mac-check gnsa otknwodveHus nposepku MAC-
agpeca uctoyHuka BPDU Ha nopTty, nopT Ha4ymMHaeT nosniyvats Bce naketsl BPDU.

dunetp BPDU

Ecnm pnuHa BPDU npotokona Ethernet npesbiwaer 1500, ator BPDU 6yget
oTOpoLLeH, NpeaoTBpaLLas nosyvyeHme HeneranbHbiX naketos BPDU.

Auto Edge

Ecnu HasHayeHHbI nopT ycTponctBa He nonydyaetr BPDU ot noprta Hucxopsulero
KaHana B TeyeHue onpeneneHHoro nepuoga (3 CekyHn), yCTPOMCTBO paccmaTpuBaeT
CEeTEeBOW XOCT, MOAKMIOYEHHbIN K Ha3HA4YeHHOMY MOPTYy, HacTpauBaeT MOPT Kak
rPaHUYHBIA MOPT M NepekroyaeT NopT HenocpeacTBEHHO B COCTOSHUE MEPEeChISKU.
Mocne nonydenna BPDU rpaHnyHbIn nopT OyoeT aBTOMaTUYECKN MAEHTUULMPOBaH
Kak HerpaHm4HbIn NoprT.

YTobbl oTKkMounTb dyHKuMio Auto Edge, mMoxHO 3anycTuTb KomMaHZy spanning-tree
autoedge disabled.

,D,aHHaFI d)yHKU,I/IFI BKJTHOYEHa Mo yMOIT4aHuio.

A\ Ecnu dyHkuma Auto Edge KOH(IMKTYeT ¢ HacTpoeHHbIM BpyuHyto PortFast, npuoputer
MMeEeT py4Hasa HacTpomnka.

A\ TMockonbky 3Ta YHKLMS UCMONb3yeTcs ANs BbICTPOro COrnacoBaHUs U NepechInki Mexay
Ha3Ha4YeHHbIM NOPTOM WM MOPTOM HUCXoaswero kaHana, STP He noppepxuBaeT 3Ty
dyHKUMI0. ECnn HasHayeHHbIn NOPT HaXogMTCA B COCTOSIHMM NEPECHISKK, KOHUrypauus
Auto Edge He 6ymeT BnNuATbL Ha 3TOT MOPT. JTO TpebyeTca TOMbKO MPWM MOBTOPHOM
BbINOSIHEHMM ObICTPOro COrnacoBaHus, Hanpumep, Npu M3BMEYEHUU U NOAKIHOYEHUN
ceTeBOro kabensi.

A\ Ecnn cunbtp BPDU BKMIOYEH Ha MOPTY, MOPT HanpsaMyld NEpexoauT B COCTOSHME
NnepechISiku U He onpeaenseTcs aBToOMaTUYEeCKM Kak rpaHNYHbIN NopT.

A\ OTa yHKUMA NPUMEHSAETCS TOMLKO K Ha3Ha4YeHHOMy MopTy.
Root Guard

Mpy NPOEKTMPOBaHUM CETU KOPHEBOW MOCT M Pe3epBHbLIN KOPHEBOW MOCT Bcerga
pasgensiTca B oAHOM pervoHe. Ecnu  obcnyxmBarowmim nepcoHan BbIMNOMHWA
HenpaBuIbHYK KOHMUIrypaumio UM COBEpLUaeTCa BpeaoHOCHas artaka Ha CeTb
KOPHEBOW MOCT MOXET nosiydatb MHopmMaumio O KOHdurypaumm ¢ 6onee BbICOKUM
NPUOPUTETOM U, TakuM 0Opa3oM, NEPEKITYAETCA Ha PE3epPBHbIA KOPHEBOW MOCT, YTO
NPUBOAUT K HENpaBUSibHbIM M3MEHEHUsIM B Tononormm cetu. [Ana peweHus 3Town
npobnemsl ucnonb3yetcs Root guard (3awmta oT KOPHEBOro JocTyna).

Ecnu Ha nopTy BKMOYeHa 3awimTa OT KOPHEBOro AOCTyNa, Ponn 3TOro nopTa Ha BCeX
obbekTax 6yayT NpMHYAMTENbHO 3a4aHbl B KAYECTBe HasHa4veHHoro nopta. MNocne Toro
Kak MopT nony4aeT MHpopMaumio 0 KOHUrypaumm ¢ 6onee BbICOKMM NPUOPUTETOM, OH
nepexoauT B COCTOSIHME, HEe cornacoBaHHOe ¢ kopHeM (6rnokupytollee). Ecnv nopt He
nonyyaeTt MHopMaLmio 0 KoHdUrypaumm ¢ 6ornee BbICOKMM MPUOPUTETOM B TeYeHUe
onpeaeneHHoro neprMoaa BpeEMeHU, OH BO3BpaLLlaeTCcs B UICXOAHOE COCTOSIHUE.

Ecnu nopT nepexoguTt B GnokupyloLLiee COCTOSIHNE M3-3a 3alUMTbl KOPHEBOIO KaTarora,
MOXXHO BpPYYHYIO BOCCTaHOBWTb MOPT B HOPMarnbHOE COCTOSIHWME, OTKIIOUYMB 3aLLUTy
KOPHEBOro KaTtarora Ha 3TOM TMOPTYy WNM OTKIIOYMB 3aLlWUTy CBSA3YHOLLEro AepeBa
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(BbINOSTHMB B pexume KOHurypaumm uHTepdenca komaHgy spanning-tree guard
none).

A\ Tlpu HenpaBMnNbHOM UCMOMb30BAHMM 3aLLMTLI OT KOPHEBOIO [OCTyNa CeTeBoe COeaVHEHne
OGyneT pasopBaHo.

/b Ecnu Ha HeHasHavyeHHOM MOpPTY BKMIOYEHa 3almTa OT KOPHEBOro A0cTyna, 3TOT MopT
OyaeT MNpUHYAMTENbHO MCMOMb30BaTbCA B KayeCTBe Ha3HA4YeHHOro noprta M BOWAET B
coctosiHne BKN. BT0 ykasbiBaeT Ha TO, YTO MOPT NEPEXOAUT B COCTOSAHNE BIOKMPOBKM U3-
3a HECOOTBETCTBUS KOPHEBOIO KaTarnora.

A\ Ecnu nopt nepexoaut B coctosiHne BKN n3-3a nonyyeHns nHdopmaumm o KoHUrypaumm
c ©Oonee Bbicokum npuoputetom B  MSTO, 3T10T nopT Oyder nNPUHYAUTENBHO
ncnonb3oBaTbCs B cocTossHMM BKN BO Bcex ocTanbHbIX Cnyyasx.

A\ 3awmTa oT KOPHEBOro JOCTyNa 1 3almMTa OT neTerlb He MOXeT BbiTh NpUMeHeHa Ha NopTy
B OZHO U TO e Bpemsi.

Loop Guard

M3-3a opHOHanpaBreHHOro cbosi KaHana KOPHEBOW MOPT WM Pe3epBHbIA  MOpPT
CTAHOBSATCHA Ha3HAYEeHHbIM MOPTOM M MEPEXOASAT B COCTOSAHUE NEePECHISIKA, eCnn OHU He
nonydatotr BPDU, 4tO npuBOAMT K BO3HWKHOBEHMIO ceTeBOoW netnu. Loop guard
(3awmTa oT NeTnun) npegoTepallaeT 3Ty npobnemy.

Ecnn nopt, BKMAOYEHHbIM C dyHKumen Loop Guard, He nonyvaetr BPDU, oH
nepeksitoyaeT CBOK POJSib, HO OCTAeTCA B COCTOSIHUM BIOKMpOBaHMS OO MNOSyvYeHus
BPDU n nepepacyeTa cBasyoLlero gepesa.

AL MOXHO BKIIOUMTb (DYHKLMIO 3aLLMUTHI OT NeTenb rmobanbHo Unu Ha nopTy.

/A 3awwmra OT KOPHEBOro JOCTYNa U 3almTa OT NeTeNlb He MOXeT BbiTh NPUMEHeHa Ha NopTy
B OAHO 1 TO Xe Bpems.

/A TMepen nepesanyckom MSTP nopT nepexoguT B COCTOSHME OrOKMPOBKM B CUCTEME
3awmThl OoT netenb. Ecnu nocne nepesanycka MSTP nopT no-npexHemy He nonyyaeT
BPDU, nopT cTaHOBMTCA Ha3Ha4YeHHbIM NMOPTOM W MEPEXOAUT B COCTOSIHNE MEPECHISKN.
lMoaTomy pekomeHayeTcsa onpeaenvTb NPUYnHY, MO KOTOPOW NOPT NepexoauT B COCTOSIHNE
OGNOKMPOBKM B CUCTEME 3aluUTbl OT METenb, U YCTPaHWUTb HEUCMNPABHOCTb Kak MOXHO
ckopee nepepn nepesanyckom MSTP. B npotmBHoM cnyyae nocne nepesanycka MSTP
TONonorns ceAsyoLLero gepesa dbyaet No-nNpexHeMy HecornacoBaHHOW.

MpospayHasa nepenayva BPDU

B IEEE 802.1Q B kadecTBe 3ape3epBMpoBaHHOro agpeca ucnonb3dyetca MAC-agpec
HasHadeHna BPDU 01-80-C2-00-00-00. To ectb ycTtpoucTtBa, coBmectumble ¢ |IEEE
802.1Q, He nepecbinaT nosydyeHHble naketbl BPDU. OpgHako npu dhakTtudeckom
pasBepTbiBaHUM CETU YCTPOMCTBaM MOXET noTpeboBaTbCsA Npo3payHas nepegaya
naketos BPDU. Hanpumep, ecnu npotokon STP oTkoYeH Ha yCTPOMCTBE, YCTPONCTBO
AOIMKHO npo3pavHo nepedaBatb naketol BPDU, 4tobbl cBA3ywowee agepeBo 6bino
NpaBUbHO pacCcYMTaHo.

£\ MpospauHas nepegada BPDU oTKto4eHa MO YMOMYaHMIO.

/\ TpospayHas nepegava BPDU BcTynaet B cuny, Tonbko ecnu npotokon STP oTkmoueH.
Ecnn npotokon STP Bkn4YeH Ha YCTPOWCTBE, YCTPOWCTBO He nepenaeT naketbl BPDU
npo3paYvHo.
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TyHHens BPDU

Cetb QIiNQ 06bIYHO pasgeneHa Ha OBe YacTu: CeTb 3akasymka M CeTb MOCTaBLUMKA
ycnyr. lNMepen TeM Kak nakeT nosib3oBaTesili BOMOET B CeTb MOCTaBLUMKA YCIyr, OH
nHkancynupyetca ¢ metkon VLAN B faHHOW ceTu, a TakkKe COXpaHsieT UCXOOHbIN Ter
VLAN B kayecTBe nepegaBaembiX AaHHbIX. B pesynbTtaTte naket nepepgaeT gsa Tera
VLAN gns npoxoxpaeHus yepes ceTb NocTaBlimka ycnyr. B ceTn nocraBlimka ycnyr
nakeTbl NepegalTcA TONbKO Ha ocHoBe BHewHen MmeTku VLAN. Korga nakeThl
noknaarT ceTb noctasLluka ycnyr, metka VLAN BHeLlHero ypoBHs yaanseTcs.

®PyHKUMA npo3pavyHon nepepaym naketoB STP, a mmeHHo TyHHenb BPDU, moxeTt
MCcnonb3oBaTbCH ANs peanu3auuun nepegadm naketos STP mexay ceTamu 3akasyuka
6e3 kakoro-nmbo BNMAHMS Ha CceTb nocTasBwmka ycnyr. Ecnu naket STP,
OTNpaBfieHHbIN M3 ceTu 3akasyuka, BxoguT B PE, PE wnsmenser MAC-agpec
Ha3Ha4yeHUs naketTa Ha YacTHbIM agpec OO TOro, kak naket OygeT nepedaH CeTbio
noctaswuka ycnyr. Korga naket gocturaet PE Ha cTopoHe ogHopaHrosoro yana, PE
nameHsset MAC-agpec HasHadeHus Ha NyGrMYHbLIN agpec 1 BO3BpaLLAET NnakeT B CETb
3aKasymka Ha CTOpPOHe OHOPAaHroBOro y3na, peanuays npo3padHyro nepegady no cetm
noctaswuka ycnyr. B atom cny4ae npotokon STP B ceTu 3akasdnka paccuymThiBaeTcs
He3aBMCMMO OT NPOTOKOSIa B CETU NOCTaBLLMKa YCIyr.

CBsa3aHHasa KoHdurypaums
HacTtpownka PortFast
¢ [lo ymonyaHuio PortFast BbIkSto4eH.

s B pexume rnobanbHON KOHUrypaumm sanyctute kKomaHgy spanning-tree portfast
default gna skntoveHna PortFast Ha Bcex mopTtax m KomaHgy no spanning-tree
portfast default ansa oTkntoyeHusa PortFast Ha Bcex nopTtax.

s B pexnme HacTpomkm mHTepdenca sanyctute kKomangy spanning-tree portfast
ansa BknoyeHus PortFast Ha nopTy u komangy spanning-tree portfast disabled

ans otkntoyeHna PortFast Ha Bcex nopTax.
HacTtponka BPDU Guard

+« [lo ymonyaHunio BPDU guard oTkro4eH.

¥ B pexunme rmobanbHOM KOHUrypauumn 3anyctute KomaHay spanning-tree portfast
default gna skntoveHna PortFast Ha Bcex mopTtax M KomaHgy no spanning-tree
portfast default ansa oTkntoyeHusa PortFast Ha Bcex nopTtax.

s B pexume HacTponku nHtepdgenca sanyctute komaHgy spanning-tree bpduguard

enabled ana skniodeHnsa BPDU guard Ha nopTy M KomaHay spanning-tree

bpduguard disabled ona otknioyeHns BPDU guard Ha nopTy.

HacTtponka ounbtpa BPDU

X3

S

Mo ymonuaHuio ounbtp BPDU oTkntoveH.

B pexume rnobanbHON KOHUrypauumn 3anyctute kKomaHgy spanning-tree portfast
bpdufilter default gns sknioyeHns BPDU filter Ha Bcex noptax m komaHgy no
spanning-tree portfast bpdufilter default ana otkniodeHns BPDU filter Ha Bcex
nopTax.

s B pexume HacTpounku nHTepgenca sanyctute komaHgy spanning-tree bpdufilter
enabled gna BknwoyeHns BPDU filter Ha nopTy M komaHgy spanning-tree
bpdufilter disabled ansa otkntoueHna BPDU filter Ha nopTy.

X/
L X4
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Hactpouka 3awutbl TC (Topology Change - ameHeHune Tonosnorum)

¢ o ymonuaHuto 3awmta TC oTknoYeHa.

s B pexume rnobanbHOM KOHGWUrypauum 3anyctute KomaHgy spanning-tree tc-
protection gnga Bkno4veHus 3awmtbl TC Ha BCex noptax U KomaHay no spanning-
tree tc-protection ansa oTknoYeHus 3awmtbl TC Ha Bcex nopTtax.

s 3awmty TC MOXHO BKMOYNUTb UM OTKITHOYUTL TOSLKO rriobanbHo.

BkntoveHve dyHkumm TC Guard

¢ o ymonuanuto TC guard OTKNoYEH.

s B pexume rnobanbHoOM KOHGWUrypauum 3anyctute KomaHgy spanning-tree tc-
protection tc-guard gna BknoyeHus 3awmTbl TC Ha Bcex nopTax U KomaHgy no
spanning-tree tc-protection tc-guard gna oTknoYeHus 3awutbl TC Ha Bcex
nopTax.

< B pexume HacTpomku mHTepdpenca sanyctute KomaHgy spanning-tree tc-guard
ansa skntodeHna TC guard Ha nopTy M kOMaHZy no spanning-tree tc-guard ans
oTkntoveHns TC guard Ha nopTy.

HacTtponka omunbtpa TC

¢ Mo ymonuanuto omnbtp TC OTKMOYEH.

% B pexnme HacTpomkm nHTepdenca sanyctute KomaHgy spanning-tree ignore tc
ansa BkntodeHus TC filter Ha nopTy nm kKomaHay no spanning-tree ignore tc ans
oTkntoveHus TC filter Ha nopTy.

BkntoveHnue nposepkn MAC-agpeca ncrovyHmka BPDU

s lNpoeepka MAC-agpeca ncroyHmka BPDU oTkntoyeHa no ymonyaHumio.

s B pexume koHdurypaummn nHtepdenca sanyctute komaHgy bpdu src-mac-check
H.H.H ana BkntoyeHus npoeepkn MAC-agpeca uctouHnka BPDU Ha nopty wu
komaHay no bpdu src-mac-check gns BbIknoYeHUs ee Ha nopTy.

HacTtponka Auto Edge

< o ymonyanuto coyHkuma Auto Edge oTkntoyeHa.

s B pexunme HacTponkun mHTepdenca 3anyctute kKomaHagy spanning-tree autoedge
ans sknoyeHus Auto Edge Ha nopTty 1 komaHgy spanning-tree autoedge disabled
ANSA OTKMOYEHUS ee Ha NopTy.

HacTporika 3awuTbl oT KopHeBoro goc