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1. HACTPOUKA SNMP
1.1. O630p

MpocTon npoTokon ynpaeneHus ceTbio (SNMP) ctan ctangapTom ynpasneHusi ceTbto RFC1157
B asrycte 1988 roga. B HacTodulee BpeMsi, MOCKONbKY MHOIMMe MOCTaBLUMKM NogaepXuBatoT
SNMP, SNMP cpakTuyeckn ctan cTtaHOapTOM ynpaBreHust CeTbio U NPUMEHUM K cpefe, B
KOTOPOM B3aMMOCBSI3aHbl CUCTEMbI pasfiMyHbIX nocTaswukoB. Mcnone3ya SNMP, ceteBon
aflMUHUCTPATOP MOXEeT peariM3oBaTb OCHOBHble (DYHKUMW, Takme Kak 3anpoc uHdopmaumm o
ceTeBbIX Yy3nax, KoHdwurypauus cetu, obHapyXeHue HeuCrnpaBHOCTEN, NraHMpoBaHWe
NPONYCKHON CNOCOBHOCTN, a TaKkke MOHUTOPUHT 1 yNpaBrieHne CeTbio.

Bepcuu SNMP
B HacToswee Bpems noggepxmnsatoTcs criegyowwme sepcumn SNMP:

e  SNMPv1: nepeas odmunancHas sepcus SNMP, onpegenerHHaa B RFC1157.

e  SNMPV2C: apxutekTypa ynpaenennsa SNMPv2 Ha ocHoBe community, onpegeneHHasi
B RFC1901.

e SNMPv3: SNMPv3 obGecneumBaeT cnegywowme dyHKUMM 6e3onacHocTM nyTem
naeHTnuKaumm 1 WnpoBaHMa SaHHbIX.

1. O6ecneyeHune TOro, 4TobbLI AaHHbIE HE ObINKN NoadenaHbl BO BpeMs nepegadu.
2. Ob6ecneyeHne nepegayvm faHHbIX U3 nerarnbHbIX MICTOYHUKOB AaHHbIX.
3. LWwudposaHne naketoB n obecneyeHne KOHMOUAEHUNANBHOCTU OaHHbIX.

1.1.1. NMpoToKonbl U cTaHAAPTLI

e RFC 1157. lNpocTon npoTtokon ynpaeneHus cetbio (SNMP).

e RFC 1901. BeepeHne B SNMPv2 Ha ocHoBe coolLLecTBa.

e RFC 2578. CtpykTypa nHcdopmarmm ynpasneHus, sepcus 2 (SMiv2).
e RFC 2579. TekctoBble cornaiueHus ansa SMiv2.

e RFC 3411. ApxuTekTypa Ans onucaHus nHdpacTtpyktyp ynpasneHus Simple Network
Management Protocol (SNMP).

e RFC 3412. O6paboTka 1 oTnpaBka coobLeHnn 4ns NPOCTOro NPOTOKONa yrnpaBreHns
ceTbto (SNMP).

e RFC 3413. lNpunoxeHnsa npocToro npoTtokona cetesoro yrnpasneHuns (SNMP).

o RFC 3414. Mogenb 6e3onacHocT Ha ocHoBe nonb3osatenen (USM) ons sepcun 3
NpOCTOro NnpoTokona ynpasneHus cetbto (SNMPvV3).

e RFC 3415. Mogenb ynpasneHus goctynom Ha ocHoe View (VACM) gns npoctoro
npoTokona ynpasneHusa cetbto (SNMP).

e RFC 3416. Bepcus 2 NpoTOKOMbHbIX onepauni Ans npocToro NpoTokona ynpasneHus
ceTbto (SNMP).

e RFC 3417. TpaHcrnopTHble COMocTaBneHus AN MpPOCTOro MpoToKona ynpasrieHus
ceTblo (SNMP).

e RFC 3418. basa ynpasnstowen uHdopmaumm (MIB) ana npoctoro npoTtokona
ynpasrneHus ceTbto (SNMP).

o RFC 3419. TekcToBble cornalleHnst ans TPaHCNoOpPTHbIX agpecoB.
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1.2. MpunoxeHun

MpunoxeHune OnucaHue

YnpaBnenue ceteBbiMU | CeTeBble YCTPOMUCTBA YyNPaBNAOTCA U KOHTPOMNUPYIOTCH Ha
ycTponcTtBamm Ha ocHoBe SNMP | ocHoBe SNMP

1.2.1. YnpaBneHue ceTeBbiMU YCTpOMCTBaMu Ha ocHoBe SNMP

1.2.1.1. CueHapum

BoabmeMm B kauyecTBe npumepa criegyrowmn pucyHok. CeteBoe yCTpOMCTBO A ynpaBnsieTcs u
KOHTPOJSIMPYEeTCH C MOMOLLbIO ceTeBOro meHegxepa SNMP.

PucyHok 1-1.

A — 3TO ceTeBO€e YCTPOWUCTBO, KOTOPbIM HEOBXOANUMO YyNpaBnsiTh.
K — 3To cTaHuus ynpaBfieHnsa CeThbIO.

1.2.1.2. Pa3BepTbiBaHue

CrtaHums ynpaBneHus CeTblo MOAKMNIYaeTCs K ynpasnsembiM ceTeBbiM ycTpowncTBam. Ha
CTaHUMN yrnpaBneHus CeTbi Mofb3oBaTenu nonyyawT AOoCTyn K MHOopmauuoHHon ©Gase
ynpasneHns (MIB) Ha ceTeBbIX ycTpoucTBax 4yepes3 gucnetdyep cetm SNMP wun nonyvarot
COObLLEHNs, aKTMBHO OTNpaBnsemMble CeTeBbIMW YCTPOMCTBaMW, [ANA  YyhpaBreHus W
MOHWUTOPVHra CeTeBbIX YCTPOMNCTB.

1.3. ®yHKUUMN

1.3.1. Ba3oBble KOHLUEeNTbl

SNMP — 3T0 NPOTOKOS NPUKIAAHOMO YPOBHSA, paboTatowmn B pexnme C/S. OH COCTOUT U3 Tpex
yacTen:

o  SNMP-meHexep cetn

e  SNMP-areHT

e MIB

PucyHok 1-2 nokasbiBaeT B3aMMOCBA3b Mexay cuctemon ynpasneHus cetbto (NMS) n areHTom
yrpaBneHusi CeTbo.
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B3anmocesa3b

Hencrteue
‘_
AreHT
YBeaomneH me( >

Oenctene

NMS >
‘yBe,EI,OMJ'IEHMe

<

PucyHok 1-2.

SNMP-meHenxep cetun

CeteBon meHemxep SNMP — 370 cuctema, KoTtopasi yrnpaensieT U KOHTPONMPYeT CeTb Ha
ocHoBe SNMP u Tarke HasbiBaeTca NMS.

SNMP-areHT

AreHT SNMP (mnanee — areHT) — 9TO nporpammHoe obecneyeHune, paboTatowiee Ha
ynpaBnsiemblx ycTponctBax. OH oTBevaeT 3a nony4veHme, o6paboTKy 1 pearmpoBaHne Ha NaKeThbl
MOHWTOPUWHra n ynpaenenuns ot NMS. AreHT Takke MOXET akTMBHO OTNPaBnsiTb COOOLWEHUS B
NMS.

MIB

MIB — aT1o nHdopmaumnoHHasa 6asa ynpaBneHnsa BUpTyaribHOW CETbIO. YNpaBnsieMble CeTeBbIE
YCTPOWCTBa coAaepaT MHOro WHdopmaumm. YT1obbl 0OAHO3HAYHO uMAeHTUdMUMpoBaTh
KOHKPETHbIN ©Onok ynpaBnenus cpegn naketoB SNMP, MIB wucnonb3yet OpeBOBUOHYIO
nepapxmyecKkyro CTPYKTypy. Y3nbl B AepeBe 0603HayatoT KOHKPETHbIE e4MHULbI YrpaBreHus.
Ctpoka umdp MOXEeT MCronb30BaTbCA ANS YHUKaNbHOW uAeHTUMKauum cuctembl Broka
ynpaBneHns cpean ceTeBbiX yCTponcTB. MIB npeactasnseT cobon Habop naeHTUdmnkaTopos
CeTeBbIX YCTPOWCTB.
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| joint-iso-ccitt (3) |

| identified organization (3) |

dod (6)

| internet (1) (1.3.6.1) |

| directory (1) | [mgmt (2)| | experimentel (3) | | private (4) | | security (5) | | srmpv (6) |
| mib-2(1)(1.36.1.21) | lenterprise s (1) (1.3.6.1.4.1)]
| system (1) | |interface (2)| | at(3) | | ip(4) | [icmp(5)| | tcp(6) | |udp(7) | | egp(7) |

PucyHok 1-3. [lpeBoBuaHas nepapxuyeckasi CTpykTypa

1.3.2. Tunbl onepauun

OnpegeneHo wecTb TUMNOB onepauuin Ana obmeHa nHgopmauyuen mexgy NMS n areHToMm Ha
ocHoBe SNMP:
o Get-request: NMS naBnekaet 0gHO UM HECKOMBKO 3HAYEHMI NapaMeTpoB U3 areHTa.

o Get-next-request: NMS wusBnekaetr 3HayeHWe napameTpa pPsSgoM C OOHUM UMK
HEeCKOMbKMMW NapamMeTpamm OT areHTa.

e  Get-bulk: NMS n3Bnekaet nakeT 3Ha4Ye€HWIA NapaMeTpPOB M3 areHTa.
e Set-request: NMS ycTaHaBnuBaeT OAHO UMM HECKOMbKO 3HAYEHUI NapamMeTpoB areHTa.

e Get-response: areHT BO3BpallaeT OOHO WM HECKOMbKO 3Ha4yeHW napameTpos,
KOTOpble npeacTaBnsaT cobon onepauum B OTBET Ha TpW onepalymu, BbIMOMHEHHbIE
areHToMm B NMS.

e Trap: areHT aKTMBHO OTnpaBnsieT coobuweHne, 4yTobbl yBegomnte NMS o TOoM, 4uTO
NPOUCXOAUT.

MepBble yeTblpe NakeTa otnpasnawTcad NMS-areHTy, a nocnegHwe asa nakeTta oTnpasnsoTCA
areHtom NMS. (MPUMEYAHUE: SNMPv1 He nogaepxuaeT onepauuio Get-bulk.) PucyHok 1-4
OMnuCbLIBaET onepawuu.
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Mpouecc ynpaeneHna SNMP

Mpouecc areHta SNMP

UDP-nopt 162 ¢« trap

J UDP-nopt 161
get-response

get-request

>
<

get-next-request »¢ UDP-noprt 161

get-response

-
<

set-request »¢ UDP-nopt 161

get-response

>
<

PucyHok 1-4. Tunbl naketoB SNMP

Tpu onepauuun, BbinonHsemble NMS Ha areHTe, M onepauun OTBeTa areHTta OCHOBaHbl Ha
UDP-nopTte 161. Onepauus trap, BbINOfHsAeMas areHToM, ocHoBaHa Ha UDP-nopTe 162.

1.3.3. O630p
Oco6eHHOCTb OnucaHue
OcCHOBHbIE AreHT SNMP HacTpanBaeTcsi Ha ceTeBbIX YCTPONCTBAX 4SS peanusaunm

dyHkumn SNMP

OCHOBHbIX C*)yHKLlMI‘;I, TaKMX Kak 3anpoc I/IHCbOpMaLl,I/II/I O CeTeBbIX Yy3nax,
KOHCbMpraLLVIFI ceTn, 06Hapy>|<eHv|e HeI/ICI'IpaBHOCTeIZ n nnaHnpoBaHwue
€MKOCTU

SNMPv1 n SNMPv1 n SNMPV2C wucnonb3yloT apxutektypy 6esonacHocTu Ha

SNMPv2C OCHOBE community, BKMOYasa MM ayTeHTUUKaUMM U paspelueHne Ha
AocTyn

SNMPv3 SNMPv3 nepeonpeaenset apxutektypy SNMP, a umeHHO paclumpsieT

dyHKumMn 6e3onacHocTn, BKMYaa mogenb 6e30nacHOCTM Ha OCHOBE
nonb3oBaTternen M Mogenb ynpaeneHus AOCTYNOM Ha oOcHose View.
Apxutektypa SNMPv3 yxe Bkniovaetr Bce QyHkuMm SNMPv1 n
SNMPv2C

1.3.4. OcHoBHbIle byHKUMn SNMP

1.3.4.1. NMpuHUMN paboTbl

Pa6ouun npouecc

B3anmopgencteme no npotokony SNMP aBnseTcsa oTBETHbIM B3aumopenctanem (06 obmeHe
naketamu cMm. PucyHok 1-4). NMS akTuBHO OTnpaBngeT areHTy 3anpocsl, Bkrtoyaa Get-request,
Get-next-request, Get-bulk n Set-request. AreHT nony4aeT 3anpocbl, BbINOMHAET onepaumm u
Bo3BpaLLaeT Get-response. VIHorga areHT akTMBHO OTnpaBnsieT coobueHne trap n cooblieHve

@ e
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Inform B NMS. NMS He Hy>KHO oTBeYaTb Ha coobLleHue trap, HO HEODXOANUMO BEPHYTb areHTy
otBeT Inform. B npoTMBHOM Crny4ae areHT NOBTOPHO oTnpaBnsaeT coobwenne Inform.

1.3.4.2. CBAA3aHHasA KoHdurypaums

dKpaHupoBaHue Unu oTknYeHne areHta SNMP
Mo ymonyaHuio coyHkuma SNMP BKroyeHa.

KomaHga no snmp-server ncnonb3yeTcs Ans oTknodeHns areHta SNMP.

KomaHga no enable service snmp-agent ncnonb3yeTtcst 4na NPsiMOro OTKIIOYEHUS BCeX Cnyx6
SNMP.

Hactpownka ocHOBHbIX napameTpoB SNMP

Mo ymonyaHuio nHopMaLmsa 0 pexxmMMe KOHTaKTa CUCTEMbI, PacrnofioXXeHUM CUCTEMbI U CETEBOM
anemeHTe yctponctea (NE) nycta. CepuiiHbii Homep no ymonyaHuio — 60FFG0, makcumansHas
AINMHa nakeTa no ymonyaHuio — 1572 6anta, a ugeHtudmkatop nopta UDP no ymonyaHuo ans
cnyx6oel SNMP — 161.

KomaHpa snmp-server contact ucnonb3yetca Ang HaCTpOIZKVI nnn ypganeHna CUCTtemMHOro
pexnma KOHTaKTa.

KomaHga snmp-server location wucnonb3yetcsd AONs  HaAacTPOWKM  WNW  yaaneHus
MEeCTOMNOSOXEHNSI CUCTEMBI.

KomaHnga snmp-server chassis-id ncnonb3yertca onsi HACTPOWKM CEPUIHOTO HOMEpPA CUCTEMBI
NN BOCCTaAHOBIIEHNSA 3HAYEHMS MO YMOSYAHUIO.

Komanga snmp-server packetsize wucnonb3dyeTcss Onisi HaCTPOWKM MaKCUMaribHOW OSMHBbI
nakeTa areHTa unm BOCCTaHOBIMEHUSI 3HAYEHUS MO YMONYaHUIo.

KomaHga snmp-server net-id ncnonb3dyetcs Ang HaCTPOWKN Mnn yaaneHus nHopmMaumm o
CETEBOM 3JIEMEHTE YCTPOUCTBA.

KomaHga snmp-server udp-port ucnonb3yeTtcs Ans ycraHoBku uaeHtugpmkatopa UDP-nopTa
cny6bl SNMP 1y BOCCTaHOBEHUSI 3HAYEHUS MO YMOSYaHUIO.

Hactpownka agpeca yana SNMP
Mo ymonyaHuto xoct SNMP He HacTpoeH.

KomaHga snmp-server host ucnonbdyetca ana HacTponkn agpeca ysna NMS, Ha KoTopbIn
areHT akTUBHO OTNpaBsnseT coobLieHns, nnn ansa yganeHnsa ykasaHHoro agpeca ysna SNMP. B
cooBOLeHNsax, OTNpaBnsemMbIX Ha XOCT, MOryT 6bITb NpuBsidaHbl Bepcuss SNMP, npuHumatoLwmin
nopT, UM ayTeHTMdMKauum unm nonb3oBaTenb. JTa KOMaHga WCMomnb3yeTcda C KoMaHaowm
snmp-server enable traps aons akTMBHOM oTnpaBkyn coobuieHun trap B NMS.

YcTtaHOBKa napamMeTpoB COOOLeHus trap

Mo ymonyaHuio SNMP He paspelleHO akTUBHO OTNpaBndaTh trap-coobiieHmne B NMS, yHKuuna
otnpaeBkn Link Trap-coobweHns Ha wuHTepdence BKNOYEHa, @YHKUMSA  OTNpaBKu
trap-coobLeHns o nepesarpyske CUCTEMbl OTKMOMEHa, a trap-cooblieHne He HeceT nioboe
YacTHoe rorie.

Mo ymonuyaHWo B KayecTBe WMCXOOQHOro agpeca ucnonb3yetcs |IP-agpec uHTepdenca, Ha
KOTopbI oTnpasnsaTca naketel SNMP.

Mo ymonuaHuio gnvHa odepenum coobweHunn trap coctaBnsget 10, a nHTepBan OTNpaBku
coobueHnd trap coctaenseTt 30 cekyHA.

KomaHga snmp-server enable traps vcrnonb3dyetca Ana BKNIOYEHUS UMW OTKIIOYEHUSA areHTa
OS5 aKTUBHOW OTNpaBkn coobLeHuns trap B8 NMS.
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Komanga snmp trap link-status ucnonb3yetca Onsi BKIIOYEHUS MW OTKOYEHMST (PYHKLMN
oTnpaeku coobuieHuns Link Trap Ha nHTepderice.

KomaHga snmp-server trap-source wucnonb3yeTcda And yKasaHua UCXOOHOro agpeca Aansd
OoTnpaBKkn COOOLLEHN NN ONs1 BOCCTAHOBIIEHNS 3HAYEHUs Mo yMon4yaHuto.

KomaHga snmp-server queue-length wucnonb3yetcs Ana YCTaHOBKM [ANWHBLI  odepeam
COOBLLEHWI trap unu Ansi BOCCTaHOBMNEHMS 3HAYEHUSI MO YMOMYaHMIo.

KomaHgaa snmp-server trap-timeout ucnonb3yeTcs Ans YCTaHOBKM WMHTepBana OTnpaBku
trap-coobLLeHMs! N Ans BOCCTAHOBIEHMWS! 3HAYEHUSI MO YMOMYaHMIO.

Komanga snmp-server trap-format private ncnonbayetcs ons yCTaHOBKM UMW OTKOYEHMS
yHKUMM NepeHoca NpuBaTHLIX NONel B trap-coobLLeHUM Npu ero oTnpaBke.

KomaHga snmp-server system-shutdown ucnonb3yeTcsi Onsi BKIOYEHUS UK OTKIOYEHUS
YHKLUMM OTNpaBkM coobLleHUs trap nepesarpysku CUCTEMbI.

1.3.5. SNMPv1 u SNMPv2C

SNMPv1 1 SNMPV2C wncnonb3ytoT apxutekTypy 6e3onacHoCTM Ha OcHoBe coobliecTtBa
(community-based). AOMUHUCTPATOP, KOTOPLIN MOXET BbINOMHATL onepauun ¢ MIB areHTa,
orpaHvyeH nyTem onpegeneHns agpeca xocta u MUMeHu ayTeHTudunkaumm (CTpoka coobLiectsa).

1.3.5.1. NMpuHUUN paboTbl

SNMPv1 1 SNMPV2 onpegensioT, uMeeT N1 agMUHUCTPATOp MpaBoO UCMNONb30BaTb OOBHEKTbI
MIB, vcnonb3dya nma ayteHTudukauumn. ms ayteHtudumkaumm NMS gomkHO coBrnagaTtb C
UMEHEM ayTeHTUdUKauun, onpegeneHHsbIM B yCTPONCTBaXx.

SNMPv2C pobaensieT mexaHuam onepauun Get-bulk n moxeTt Bo3BpallaTe bonee nogpobHbIe
TMNbl coobuieHnn o6 owmnbke Ha ynpasnawowy paboyyto crtaHumio. Onepauma Get-bulk
BbIMOMHSAETCA ANs1 MOfydeHns Bcen MHopMaumm u3d Tabnuubl uUnM nofyyYeHus GonbLlioro
KOnMnyecTBa [aHHbIX 3a pas3, 4YTOObl YMEHbLIMTb KONIMYECTBO OTBETOB Ha 3anpochl.
PaclumpeHHbie BO3MOXHOCTU 06paboTkm owmbok SNMPv2C Bkno4valT pacliMpeHne KodoB
owmnbok ang pasnuyeHus TunoB owmnbok. OgHako B SNMPv1 ons owmbok npegoctaBnseTcs
TONbKO OAUH KoA owmnbkun. Tenepb OWMBKM MOXHO pasnuyaTb NO Kogam owmnbok. Nockonbky B
CeTM MOryT CyllecTBOBaTb ynpasnswowue paboune ctaHuun, nogaepxusatowme SNMPv1 un
SNMPV2C, areHT SNMP gormkeH nmeTb BO3MOXHOCTb naeHTudnumposatb naketel SNMPv1 1
SNMPV2C 1 Bo3BpallaTb NakeTbl COOTBETCTBYIOLLNX BEPCUMN.

1.3.5.2. BesonacHoOCTb

OpfHo UMs ayTeHTUMKaLUM MMEET cneaytoLime atpudyTol:

o Tonbko gnsa uteHus (Read-only): npefoctaBnsieT paspelleHMe Ha YTeHue BCeX
nepemMeHHbIX MIB ans aBTOpM3oBaHHbLIX paboymx CTaHUUIA yripaBneHust.

o YteHue-zanucb (Read-write): npegocTaBneHne paspelleHns Ha YTeHue/3annucb Bcex
nepemMeHHbIX MIB ans aBTopmnsoBaHHbIX pabounx CTaHUMA ynpaBneHus.

1.3.5.3. CBsAA3aHHasA KoHdurypauums

HacTtponka umeH ayteHTUdMKaumm n npaB goctyna

P33peLUGHVIe Ha OOCTyn no yMoOn4YaHuUK Anda BCeEX UMEH NpPOBEPKU NOAJIMHHOCTU — TOJIbKO
YTeHune.

KomaHaa snmp-server community Mcrnonb3yetcsi Ans HACTPOWKU WNWU yaaneHust MMEeHM
ayTeHTUdMKaLMN 1 paspeLleHnsi Ha JOCTyn.

OTa KomaHaa ABNAeTCs NepBOor BaXXHON KOMaHAoW Ans BKNtoveHns yHkumm areHta SNMP. OH
onpegenset atpubyTbl coobuiectBa n obnacte NMS, B KOTOpoK paspeLleH goctyn k MIB.
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1.3.6. SNMPv3

SNMPv3 nepeonpegensieT apxutektypy SNMP n Bkntodaet dyHkumm SNMPv1 n SNMPV2 B
cuctemy SNMPv3.

1.3.6.1. MpuHUMN paboTbl

AreHT NMS n SNMP asnatotcs obbektamm SNMP. B apxutektype SNMPv3 o6bektel SNMP
COCTOAT U3 MexaHnsma (engine) SNMP u npunoxeHunin SNMP. MexaHnam SNMP ncnonbsyeTcs
ANs OTNpaBKM M MNOSTyYEeHUs1 COOBLLEeHUn, naeHTndpmnkaumm mn wndpoBaHusa mnHdopmauun, a
TaKke Anga ynpasneHns JOCTYNOM K ynpaBnsembiM obbektam. [Npunoxenns SNMP oTHocATCA K
BHYTPEHHUM npunoxeHnam SNMP, «koTopble paboTaloT C UCNONb30BaHWEM  CRyXO,
npegocTaBnaeMbix MexaHnamom SNMP.

SNMPv3v onpegensieT, uMeeT 5N Nofb3oBaTenb MpaBO MCMNonb3oBaTb 06bekTbl MIB,
ncnonb3yst Mmogenb 6e3onacHoCTU Ha ocHoBe nonb3oBaTenen (USM). YpoBeHb 6e3onacHoCTH
nonb3oBatenss NMS gorkeH ObiTb Takum Xe, kak y nonb3osatenss SNMP, onpegeneHHoro B
YCTPOWCTBAX, YTOOLI YNpaBnsTb yCTPONCTBAMM.

SNMPV3 Tpebyet, 4ytobbl NMS nonyyana wnaeHtTudukatopbl MexaHuama areHta SNMP Ha
ycTponcteax, korga NMS ynpaBnsetr ycrtpouctBamu. SNMPv3 onpegensieT MexaHu3mbl
oBHapyxxeHusa n cosgaHmsa otyetoB. Koraa NMS He 3HaeT ngeHTudmkaTopbl MEXaHU3Ma areHTa,
NMS moxeT cHavana oTnpaBuTb coobuieHne o6 oBHapy>XeHUW areHTy, 1 areHT Bo3BpaljaeT
oT4yeTHOoe coobLleHne, cogepxalwee wuaeHTUdUKaTop MexaHusma. [lozxe onepauun
ynpaBneHnsa mexay NMS n areHTom JOMmKHbl UMeTb UAEHTUUKATOP MexaHU3Ma.

1.3.6.2. BesonacHoCTb

SNMPv3 onpegensieT mexaHmaMm 6e30nacHOCTM OaHHbIX HA OCHOBe Mogenu 6e3onacHocTu n
ypoBHA 6Ge3onacHocTu. B HacTosiwee Bpemsi mogenu 6GesonacHocTn BkntovatoT: SNMPVL,
SNMPv2C n SNMPv3. SNMPv3 Bkntodaer SNMPv1 1 SNMPv2C B mogenb 6e3onacHOCTW.

Mogaenu n ypoBHu 6esonacHoctn SNMPv1 n SNMPv2C

Mopenb YpoBeHb AyTteHTudukaumsa LWudposaHue  OnucaHue
6e3onacHocTM 6Ge3onacHoOCTHU
SNMPv1 noAuthNoPriv Nms Het [ocToBepHoOCTb OaHHbIX
ayTeHTudnKauum noaTBepXaaeTcs yepes
ayTeHTI/ICbI/IKaLI,I/IOHHOG nva
SNMPv2c noAuthNoPriv Nms Het [octoBepHOCTb OaHHbIX
ayTeHTupnkaumm noaTBepXaaeTcs yepes
ayTeHTI/l(bI/IKaLI,I/IOHHoe nva
Mopenb 6esonacHoct SNMPV3 1 ypoBeHb 6e3onacHoOCTuU
Mopenb YpoBeHb AyTteHTudmkauma LlUucdposaHme OnucaHue
6e3onacHocTM 6e3onacHoOCTH
SNMPv3 noAuthNoPriv Wmsa nonb3osatena | Het [ocToBepHOCTb OaHHbIX
noaresepXoaeTca 4epe3 UMA
nonb3oBaTtend
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Mopenb YpoBeHb AyTteHTudmkaumsa LWudposaHue OnucaHue

Oe3onacHocTn ©Oe3onacHocTu

SNMPv3 authNoPriv MD5 nnu SHA Het MpenycmoTpeH MeXaHU3M
ayTeHTUmKkauunm [aHHbIX Ha
OCHOBE HMAC-MD5 unm
HMAC-SHA

SNMPv3 authPriv MD5 vnn SHA DES MpepoctaBnseTcs  MexaHu3Mm
ayTeHTUmKauunm OaHHbIX Ha
OCHOBE HMAC-MD5 unm
HMAC-SHA " MeXaHn3Mm
lwncpoBaHms  AaHHbIX Ha
ocHoBe CBC-DES

1.3.6.3. U@eHTUdMKaToOp MexaHM3Ma

VpoeHTndpukatop mexaHmsama WUCrnonb3yeTcsa ANs YHUKanbHOM wnaeHTUUMKauum mexaHusma
SNMP. TMockonbky Kaxgbihi 06bekt SNMP BkntoyaeT Tonbko oguMH mexaHmam SNMP, oguH
moaynb SNMP opgHo3HayHO wuaeHTudpmumpyetr obbekt SNMP B gomeHe ynpaBreHus.
CnepoBatenbHo, areHT SNMPV3 Kak CYLWHOCTb OOMKEH UMETb YHUKanbHbIN MaeHTudmkaTop
MexaHun3ma, To ectb SnmpEnginelD.

NaeHTudukatop CTpyKTypa npeacraenseT cobor BOCbMU3HAYHYO CTPOKY (OKTET), COCTOSILLYHO
n3 5-32 6antoB. RFC3411 onpenensieT dopmaT naeHTudmkaTopa MexaHnama:

e [lepBble 4eTbipe 6GanTa ykasbiBAalOT WOEHTUMUKATOP YaCTHOMO NpPeAnpUATUS
(BblaeneHHbln IANA) nocTaBLUMKa, KOTOPbIA BblpaXXaeTCa B LIeCTHaguaTepuyHOM
dopmare.

e [laTbii 6anT yKasbiBaeT ocTaBluMecs 6anTbl:

e 0: 3ape3epBnpoBaHo.

: nocrnegHve YeTbipe b6anTa ykasbiBaloT agpec IPv4.

: nocriegHne 16 6anToB ykasbiBaloT agpec |Pv6.

: nocnegHve wecTb 6anToB ykasbiBatoT MAC-agpec.

: TEKCT, cocTosALMnn 13 27 6anTos, onpeaensaeTcs Npon3BoAUTENEM.

° 5: wecTtHaguaTepuyHoe 3HaveHne, cocTodllee u3 27 6anToB, KOTOPOE onpeaenseTcs
NOCTaBLLUMKOM.

e 6-127: 3ape3epBUpOBaHO.
o 128-255: dhopmaThl, ykasaHHbIE NOCTaBLLUNKOM.

°
A WODN P

1.3.6.4. CBAA3aHHas KoHdwurypaums

Hactpowka MIB View u rpynnbl nosib3oBaTenen
Mo ymonyaHuto HacTpoeHo oguH MIB View, n goctynHel Bce 06bekTbl MIB.
Mo ymonuyaHuio rpynna nonb3oBaTernen He HacTpPoeHa.

KomaHga snmp-server view ncnonb3yeTcs ansa HacTporiku nnu yganexdms MIB View, a komaHga
snmp-server group MCNosib3yeTcs Ans HAaCTPOMKN UK yaaneHus rpynnbl NoNb30oBaTeNen.

MOXHO HacTpOUTb OAHY MITN HECKONbKO MHCTPYKLUIA ANS YKa3aHWs pasHbIX MMEH COOOLLECTB,
YTOObI CETEBbIE YCTPOWCTBA MOrMK yrnpaensaTecs NMS ¢ pasHbiMU paspeLLeHUsIMI.
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Hactpowka nonb3oBatensa SNMP
Mo ymonyaHumio nonb3oBaTesnb HE HACTPOEH.

KomaHpa sSnmp-Server user ncnonb3dyeTcd AnAa HaCTp0I7IKVI nnun yaaneHuda nonb3oBaTernA.
NMS MOXeT CBA3bIBAaTLCS C areHToM, NCcnonb3ysa TONIbKO aBTOPU3OBAHHbBLIX nornb3oBaTenen.

Monb3oBatens SNMPv3 MoxeT ykasaTb YypoBeHb 6esonacHocTn (Tpebytotecs
ayTeHTumkaumss 1 wudpoBaHne), anroputm ayteHTudukauun (MD5 wnn SHA), naponb
ayTeHTurkauum, naponbs WndpoBaHus (B HacTosLLee BpeMs JoCTyneH Tonbko DES) n naponb
LWncppoBaHus.

1.4. KoHdurypauusa

KoHdurypauus OnucaHve n komaHaa
HacTpowka ocHOBHbIX | (O6s3aTenbHbIN) Mcnonb3ayeTtcs ans npenocTaBreHns
dyHKumMn SNMP nosnb3oBaTensdm gocTyna K areHTy yepe3s NMS
enable service snmp-agent BkritoyaeT (yHKLMIO areHTa
snmp-server community YcTaHaBnMBaeT NMS
ayTeHTUdmkauumn n paspeLueHune
Ha gocTyn
snmp-server user HacTtpauBaeTt nonb3oBaTens
SNMP
snmp-server view Hactpaneaet SNMP View
snmp-server group HactpauBaet rpynmny
nonb3oartenen SNMP
obHapyxeHusa atak SNMP
snmp-server enable secret- HacTpauBaeT nposepky crioBaps
dictionary-check naponen AnNs  COOBLUECTB W
nonb3oBarenen
BkritovyeHune dyHkummn | (OnumoHanbHO) Mcnonb3dyetcs Ang Toro, YTobbl areHT MOr akTUBHO
oTnpasnaTb coobwenne trap B NMS
snmp-server host HacTtpaunBaeTt agpec xocta NMS
snmp-server enable traps [Mo3BonsieT  areHTy  aKkTMBHO
oTnpasnATb trap-coobuieHns B
NMS
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dYHKUMKM areHTa

cnyx6a areHTa He TpebyeTcs

KoHdurypauus OnucaHve n KomaHaa
snmp trap link-status Bkntoyaet yHKUMIO OTApaBKK
coobuweHns Link Trap Ha
nHTepenc
snmp-server system-shutdown | BkntoyaeT QyHKUMIO OTNpaBKu
coobuweHns trap nepesarpysku
cMcTeMbI
snmp-server trap-source YKasblBaeT UCXOAHbLIN agpec Ang
oTnpaBku coobLieHuns trap
snmp-server trap-format | Mo3Bonsetr coobuweHnto  trap
private coaepXaTb 3aKkpbiTble Mons npu
oTnpaBke CoobLLEeHUs
OKpaHMpoBaHue (OnuuoHanbHo) Mcnonb3yeTcs ansa 3awuTbl PYHKUUKW areHTa, korga

no snmp-server

3akpbliBaeT PyHKLMIO areHTa

Hactpoika

napamMeTpoB
ynpasneHus SNMP

(OnuuoHanbHo) Wcnonb3yeTcss Ons YCTaHOBKA UMW U3MEHEHMS

napameTpoB ynpaeneHms SNMP

snmp-server contact

YCTaHaBNUBaET PEXUM KOHTaKTa
yCTpOMnCTBa

snmp-server location

YcraHaBnuBaeT
MEeCTOMOMoXeHne yCTponcTea

snmp-server chassis-id

YcTaHaBnuBaeT CePUNHbBIA HOMEP
yCTpoMnCTBa

snmp-server net-id

Ycrtanasnusaet uHdpopmaumio NE
06 ycTponcTee

snmp-server packetsize

N3meHsieT MakcumarnbHy AnuHY
naketa

snmp-server udp-port

MN3ameHdaeT nageHTmdukatop noprta
UDP cnyx6bl SNMP

snmp-server queue-length

N3meHseT OJINHY
coobueHnn trap

oyepeau
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KoHdurypauus

OnuncaHne n KomaHga

Hactpoika

napamMeTpoB
ynpasneHus SNMP

snmp-server trap-timeout

N3meHsieT uWHTepBan OTMNpaBKu
trap-coobLeHunsa

1.4.1. Hactpounka ocHOBHbIX pyHKkuun SNMP

1.4.1.1. 3dheKT KOHUrypaumm

PaspelunTb nonb3oBaTensam QOCTYN K areHTy Yyepe3 NMS.

1.4.1.2. NMpumeyaHus

Mo ymMonyaHuio Ha ceTeBbIX YCTPOMUCTBaX He 3agaHo uMa ayTeHTudukaumn, 1 SNMPv1 mnnm
SNMPv2C Henb3a ucnonb3oBaTb Angd goctyna k MIB ceTeBbix ycTponcTB. Koraa 3agaHo nus
ayTeHTMduMKauum, ecnn paspelleHme Ha OOCTYN He YyKasaHo, paspelleHuMe Ha [OCTyn no
YMOSYaHUIO NpeaocTaBnaeTcs TONbKO ANA YTEHUS.

1.4.1.3. llarn HacTpounku

Hactpownka SNMP View

e  OnuyuoHanbHo.

e SNMP View HeobxooumMo HACTpOUTb MNpPU MCMNOMb30BaHUM MOAENN yNpaBreHUs
aocTtynom Ha ocHoBe View (VACM).

HacTtpowka rpynnbl nonb3oBartenen SNMP
e  OnuyuoHanbHo.

e [lpu ucnonbsosaHnm VACM Heobxoammo HacTpouTb rpynny nonb3oBatenei SNMP.
Hactponka umeHun ayteHTUdpUKaumm m npas goctyna

e (ObsA3aTenbHbIN.

e Wmsa ayteHTudmkaumm JOMKHO ObiTb yCTaHOBMEHO Ha areHTe, ecrnim SNMPv1 wu
SNMPV2C vcnonb3yloTca Ana ynpasnieHnsa ceTeBbIMU YCTPONCTBAMN.

Hactpownka nonb3oBatensa SNMP

e (O0bOsaszaTenbHbIN.
e [lonb3oBaTenb AOMKEH OblTb YCTaAHOBIEH,

ynpaBneHnsa ceTeBbIMU YCTPONCTBAMM.
BknroyeHune pyHKUUM areHTa

e  OnuyuoHanbHo.

koraa SNMPv3 wucnone3dyetca Ans

e [lo ymonuyaHuto pyHKUMA areHTa BKMoYeHa. Korga gyHKumo areHTa Heobxoammo
CHOBa BKITHOUYUTb NMOCNE ee OTKMNI0YEHNSs, HEODX0OMMO NCNONb30BaTh ATy KOMaHAY.

1.4.1.4. NMpoBepkKa

3anyctute komaHgy show snmp, 4Tobbl npoBepnTb yHKUMIO SNMP Ha ycTponcTBax.
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1.4.1.5. CBA3aHHble KOMaHAbI

HacTpoinka SNMP View

KomaHga snmp-server view view-name oid-tree { include | exclude }
Onucanwue view-name: ums View
napameTpoB

oid-tree: o6bekTbl MIB, cBsizaHHbIe ¢ View, KOTopble 0TobpaXkaloTca B BUAE
nogaepesa MIB.

include: ykasbiBaeT, 4To nogaepeso o6bektoB MIB BkntoveHo Bo View.
exclude: ykasbiBaeT, YTo nogaepeso ob6bektoB MIB He BkntoueHo BO View

Pexum komaHg

Pexnm rmobanbHon KoHdUrypaumm

PykoBoactBo no
NCMonb30BaHMIo

Ykaxute nms View 1 ucnonb3ynte ero Ansi ynpasneHus Ha ocHoBe View

Hactpownkar

pynnbl nonb3oBatenen SNMP

KomaHga snmp-server group groupname { vl | v2c | v3 { auth | noauth | priv } } [
read readview ] [ write writeview ] [ access { ipv6 ipv6-aclname | acinum |
aclname } |

Onucanve vl| v2c |v3: yka3biBaeT Bepcuto SNMP.

napameTpoB

auth: coobweHunsa, oTnpaBneHHble NoNb3oBaTeNsiMU B Fpynne, OOSMKHbI
OblTb MPOBEPEHbI, HO KOHMUOEHUMANbHOCTL AaHHbIX He TpebyeTca. JTa
KOHGUrypauunsa gencreuTtenbHa Tonbko ansa SNMPv3.

noauth: cooblieHns, OTnpaBnsemMble MOMb3oBaTeNnaMM B rpynne, He
TpebyoT NPOBEPKN N KOH(DUOEHUMANBbHOCTU OaHHbIX. OTa KOHGUrypauus
penctButenbHa Tonbko ana SNMPv3.

priv: coobLeHuns, oTnpaBnsemMble NONb30BATENSAMU B rpynne, HyXaarTcs
B MNPOBEPKE W 00s3aTeNbHONM KOHPUOEHUMANbHOCTM NepenaBaeMblX
AaHHbIX. OTa KOHUrypaumsa gencremutenbHa Tonbko ansg SNMPv3.

readview: ceasbiBaeT ogHO View c read-only (Tonbko YTeHue).
writeview: cBasbiBaeT ogHo View c read/write (4TeHusi/3anncu).

aclnum: ACL-Homep. VYkasaHHbin ACL cBgA3blBaeTCca U yKkasblBaeTcs
Anana3soH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.

aclname: ums ACL. YkasaHHbii ACL cBs3blBaeTcs W yKasblBaeTcs
Avnana3soH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.

ipv6-aclname: wuma ACL IPv6. VYkasaHnHbin ACL cBs3biBaeTca u
ykasblBaeTcsa avanasoH IPv6-agpecos NMS, ¢ KoTOpbIX paspeLueH AocTyn
k MIB

Pexum komaHg

Pexum rmnobanbHon KoHdUrypaumm
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PykoBoacTeo no
NCNoNb30BaHMIO

CBsxuTe onpeaeneHHbIX nonb3oBaTenein ¢ rpynnoi U CBSXKUTe rpynny ¢
View. Monb3oBaTtenu B rpynne UMET OANHAKOBbIE NpaBa AocTyna. Takum
o6pas3om, Bbl MOXETe OnpeaennTb, HaXoaATCs NN yripaBnsieMble 0ObEKTbI,
CBsi3aHHble C onepauuen, B JonycTuMom pguanasoHe View. [octyn
BO3MOXEH TOSbKO K yNpaBnsieMblM 06bekTam B ananasoHe View

Hactponka umeHun ayteHTUPUKaLmMm M npaB goctyna

KomaHga snmp-server community [ 0| 7] string [ view view-name [ [[ro | rw ][
host ipaddr ] ] [ ipv6 ipv6-aclname] [ aclnum | aclname ]

Onucaxve 0: ykasblBaeT, 4YTO BXOAHas CTpOKa coobLiecTBa SBMASETCS CTPOKON

napameTpoB OTKPbITOrO TEKCTa.

7. ykasblBaeT, 4YTO BXOAHAsA CTpoka coobLlliecTBa ABNSAETCS CTPOKOW
3almMppoBaHHOro TekcTa.

string: cTpoka coobLiecTBa, akBMBaneHTHas naponto ceasm mexay NMS un
areHtom SNMP.

view-name: ykasbiBaeT ums View ansi ynpaeneHusi Ha ocHose View.
ro: ykasoiaet, 4To NMS MoXeT TonbKo Yntatb nepemeHHblie MIB.
rw: NMS moxeT untatb 1 3anuceiBaTb nepemerHblie MIB.

aclnum: Homep ACL. YkasaHHbin ACL cBA3biBaeTCca W ykasblBaeTcs
ananasoH IPv4-agpecoB NMS, ¢ koTopbix paspelueH goctyn Kk MIB.

aclname: ums ACL. YkasaHHbli ACL cBA3blBaeTcs W yKasblBaeTcs
AunanasoH IPv4-agpecoB NMS, ¢ koTophkix paspelueH goctyn kK MIB.

ipv6-aclname: uma ACL. YkasaHHbin ACL cBA3bIBaeTcsl U yKasblBaeTCs
awnana3soH IPv6-agpecoB NMS, ¢ koTopbix paspelueH goctyn Kk MIB

ipaddr: ceasbiBaeT agpeca NMS n ykasbiBaeT agpeca NMS gnsa goctyna k
MIB

Pexum komaHg

Pexxnum rnobanbHon KoHdurypaumum

PykoBoactBo no
NCNoNb30BaHWIO

OTa KOMaHOa SBRSIETCS MEPBOM Ba)XHOW KOMaHOOW [ANisi BKIHOYEHUS
dyHKumm areHTa SNMP. OH onpegenseTt aTpubyThl coobLecTBa n obnactb
NMS, B koTOpou paspeLueH goctyn k MIB.

YUtoObl oTkntounTb byHKUMo areHta SNMP, 3anyctute komaHay no snmp-
server

HacTpounka nonb3oBatenss SNMP

KomaHpa snmp-server user username groupname { vl | v2c | v3 [ encrypted ] [
auth { md5 | sha} auth-password ] [ priv des56 priv-password ] } [ access
{ ipv6 ipv6-aclname | aclnum | aclname } ]

OnwucaHve username: umMs nornb3oBaTens.

napameTpoB

groupname: yka3blBaeT M4 rpynnbl Ana nonb3oBaTtens.
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vl | v2c | v3: ykasbiBaeT Bepcmio SNMP. Tonbko SNMPv3 nogaoepxmsaet
Oonee no3gHne napameTpbl 6e30nacHOCTL.

encrypted: ykasaHHbIN pexum BBOZA Mapons - BBOA 3alMdPOBaHHOMO
Tekcta. B npoTuBHOM cnyyae ons BBOA4A MCMNOMb3YyeTCsl OTKPbITbIA TEKCT.
Ecnn BbiGpaH BBOA 3alLUMAPOBAHHOIO TEKCTA, BBEAUTE KMHOY, COCTOSILLNIA
M3 HenpepbIiBHbIX LLeCTHaguaTepudHbix uudp. Knwody ayteHTudumkaumm
npotokona MD5 coctoutr w3 16 6GanWtoB, a K4 NpoTOKONa
ayTeHTudpmkaunm SHA coctout n3 20 6antos. [1Ba cumBona ob6o3HavatoT
oavH 6anT. 3awmndpoBaHHbIE KITOYM AENCTBUTENbHbLI TONMbKO ANsl 3TOro
MeXxaHu3ma.

auth: ykasblBaeT, UCnonb3yeTcs N ayTeHTUugunkaums.
md5: ykasbiBaeT NpOTOKON NPOBEpPKN nognmHHoctn MDS5.
sha: ykasbiBaeT npoTokosn ayteHTudumkaumm SHA.

auth-password: HacTpauBaeT CTpoky naponsi (He 6ornee 32 cuMBOMOB),
NCNonb3yemyto MNpOTOKONOM ayTeHTudukaumm. Cuctema npeobpasyet
naponu B COOTBETCTBYHOLLME KIHOUN ayTEHTUDUKALMN.

priv: ykasbiBaeT, UCNosib3yeTcs M KOHPUAEHUMANBHOCTb.

des56: ykasbiBaeT mcnornb3oBaHne 56-6MTHOro MpoTokona LWKdPOBaHNS
DES.

priv-password: HacTpamBaeT CTpoOKy napons (He 6Gonee 32 cMMBONOB),
nucnonb3yemyto Ans wucpposaHmnss. Cuctema npeobpasyetr naponb B
COOTBETCTBYIOLLMIA KoY LUINPOBAHUS.

aclnum: Homep ACL. YkasaHHbin ACL cBsa3biBaeTca M ykasblBaeTcs
ananasoH IPv4-agpecoB NMS, ¢ koTophkix paspelueH goctyn kK MIB.

aclname: uma ACL. YkasaHHbii ACL cBaA3biBaeTca M YykasbiBaeTcH
anana3soH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.

ipv6-aclname: wuma ACL IPv6. VYkasanHbin ACL cBA3biBaetcs u
ykasbiBaeTca ananasoH IPv6-agpecos NMS, ¢ KOTOpbIX paspelueH AocTyn
k MIB

Pexum komaHg

Pexxmum rnobanbHon KoHdurypaumum

PykoBoactBo no

HacTtponte wuHdopmaumio o nonb3oBatene, 4tobbl NMS morna

NCNONb30BaHUIO | CBA3bIBATLCSA C areHTOM, UCMOosb3ysa AOMYCTUMOrO Monb3oBaTens.
Ona nonb3oBatens SNMPv3 MOXHO ykasaTb ypoBeHb 6Ge3onacHOCTH,
anroputMm ayteHtudukaumm (MD5 nnn SHA), naponb ayteHTudumKaumm,
anropytm WwudpoBaHusa (B HacToswee Bpems goctyneH Tornbko DES) un
napornb W1dpoBaHUA

BkrnroyeHue pyHKLUM areHTa

KomaHpa enable service snmp-agent

Pexnm MpuBMNerMpoBaHHbIN PeEXnm

KOHUrypauum
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PykoBoacTBo no | ATa KoMaHda ucnonb3yeTcsa And BKAYeHUs QyHKkuun areHta SNMP
MCMNOSIb30BaHUIO | YCTPONCTBA

OTto6paxeHue nHpopmaumm o coctossHum SNMP
KomaHga show snmp [ mib | user | view | group]| host | process-mib-time ]
Onucanve mib: oTtobpaxaetT uHdbopmauno o SNMP MIB, noggepxuBaemom B
napameTpoB cucTeme.
user: otTobpaxkaeT MHdopMaLumio o nonb3oBaTene SNMP.
view: oto6paxaeT nHgopmaumo o SNMP View.
group: otobpaxaeT nHpopmaumio o rpynne nonb3oaTtenen SNMP.
host: oTobparkaeT MHOpMaLMIO O KOHGUrypauMm Nosb3oBaTens.
process-mib-time: otobpaxaet y3sen MIB ¢ Hambonblwmm BpeMeHem
00paboTku
Pexnm MpuBUnNernpoBaHHLIN PEXUM
KOHcpurypauum

Mpumep koHdUrypauum Hactpomka SNMP v1/2¢c

CueHapui:
NMS
Gio/1
IP:192.168.3.1/24
IP:192.168.3.2/24
PucyHok 1-5.
Warn NMS nogkniodaetcs k areHTy uvepe3 Ethernet. IP-agpec areHta —
HaCTPOWKK 192.168.3.1/24, a IP-agpec NMS — 192.168.3.2/24.

NMS oTcnexuBaet u ynpasnseT areHTom yepe3 SNMP v1 nnn SNMP
v2c

Koraa areHT HencnpaBeH Unu BO3HUKaeT oLmbKa, areHT MOXeT akTUBHO
coobuwaTb CooTBETCTBYIOLWYIO MHopmaumio B NMS

Hactponte 6asoByto uHdopmaumio SNMP, Bknoyas Bepcuio N MMs
coobLecTBa.

Paspewnte NMS (192.168.3.2/24) otnpaenate Trap-coobLieHus.

HactponTe IP-agpec areHta u yctaHosute IP-agpec nntepdenca Gio/1
Ha 192.168.3.1/24
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AreHT

QTECH(config)#snmp-server community public rw
QTECH(config)#snmp-server host 192.168.3.2 traps version 2c public
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka e 3anyctute komaHgy show running-config, 4T0Obl 0TOOpa3nTL
WMHOPMaLIMIO O KOHGUrypaLmn YCTPOMCTBA.
e 3anyctute komaHgy show snmp host, 4T0Gbl 0OTOOpasnTb
NHOPMaLMIO O XOCTE, HACTPOEHHYIO NONb30BaTENEM
NMS B NMS, wucnonb3sytowen SNMP v1/v2c, HacTponTe uMsa coobuiectsa

yYTeHusa/3anucn, BpeMsi OXXMaaHusa U Bpems noBTopa. Bbl MoxeTe ncnonb3oBaTb
NMS gnst 3anpoca 1 HacTpoWKM YyCTPOMCTBA.

NMPUMEYMAHUE: «koHdwurypaumm B NMS  gomkHbl  COOTBETCTBOBaTb

KOHUrypaumssMm Ha YCTPOWCTBE, B MNPOTMBHOM Crlydae COOTBETCTBYOLLNE
onepawummn He MoryT ObITb BbINOMHEHbI

Hactpownka SNMP v3 (View no ymonyaHuio)

CueHapun:

NMS

GioNM
IP:192.168.3.1/24

IP:192.168.3.2/24

PucyHok 1-6.

e NMS ynpaBnseTr ceTeBbiMW YCTPOWCTBaMu (areHTamn) Ha OCHOBE
ayTeHTMdrKaunmM Nonb3oBaTens U pexuma WnudpoBaHns, Hanpuvep,
NMS wucnonb3yeT userl B kayectBe uMeHu nonb3oBatens, MD5 B
KauecTBe pexuma ayTeHTudwukauum, 123 B KadecTBe napons
ayTeHTudpmkauun, DES56 B kayecTBe anroputma wndposaHna n 321 B
KayecTBe naponb WngpoBaHus.

e Bbl mMoxeTe nonyuntb JocTyn ko BceMm y3nam MIB. («4yTeHue no
yMoOnyaHuio, 3anuck no ymondaHumo» (“read default write default”)
yKasblBaeT, YTO 4OCTyn ko BceM yanam MIB Bo3moeH.

o CeTeBble yCTPOWCTBA MOryT aKTMBHO OTNpaBATb COOOLEHMSA
ayTeHTudmkauumn n wndgposaHns 8 NMS

LWarn
HaCTPOWKK

e Hactponte rpynny MIB. Cosgante rpynny «g1», Bblbepute Bepcuio
«v3», yCTaHOBUTE ypOBEHb 6E30MacHOCTU Ha pPexuM ayTeHTuduKaLmm
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N WKUPOBaAHNA «pPrivy, a TakKe HaAaCcTPOMTE paspelleHUst Ha YTeHne n
3anunce View «no ymonyaHuoy». «l1o ymonyaHuio» ykasbiBaeT, YTO BCe
y3nbl MIB MoryT 6bITb AOCTYMHBI.

o Hactponte nonb3osatena SNMP. Cosgante nonb3oBaTenss ¢ MMEHEM
«userl» B rpynne «g1», Bblbepute «v3» B KayecTBe Bepcun U
YCTaHOBUTE peXNM ayTeHTudmkaumm «mdS», naposib ayTeHTudmkaumm
«123», pexum wndpposaHma «DES56» 1 naponb wudpoBaHmsa «321».

e Hactponte apgpec y3na SNMP. YcraHoBuTe agpec XxocTa Ha
192.168.3.2, BbibepuTe «3» B Ka4eCTBE BEPCUM, YCTAHOBUTE YPOBEHb
6e30MacHOCTM Ha pexum ayTeHTUUKaALMN U WNPOBaAHUA «privy U1
CBSKUTE MMS nonb3oBaTtenst «useri». Paspelunte areHTy akTMBHO
oTnpaenaTb coobueHus trap 8 NMS.

e Hactponte IP-agpec areHTa. YctaHoBuTe agpec nHrepdenca Gil/1 Ha
192.168.3.1/24

AreHT QTECH(config)#snmp-server group g1 v3 priv read default write default
QTECH(config)#snmp-server user userl g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MNpoBepka e 3anyctute komaHgy show running-config, 4T06bI OTOGPA3UTL

NMHOpMaLIMIO O KOHJUrypaumn yCTPOMUCTBA.

e 3anyctute komaHgy show snmp user, 4T06bI OTOGpPaA3UTL
nonb3oatensa SNMP.

o 3anyctute KomaHgy show snmp view, 4Tobbl oTobpasute SNMP View.

e 3anyctute KomaHgy show snmp group, 4tobbl O0TOGpPasvTb rpynny
SNMP.

e 3anyctute komaHgy show snmp host, 4T06bI OTOGpPa3UTL
NHPOPMAaLMIO O XOCTE, HACTPOEHHYO NONb30BaTENEM.

e YcrtaHosute MIB-6paysep

NMS SNMP v3 wucnonb3yeT wMexaHusmbl 6e3omacHOCTM ayTeHTudukaumm u

wudgposaHua. B NMS HacTtponte mms nonb3oBaTensa un BblbepuTe ypoBEHb
6esonacHocTn. B 3aBucumocTn OT BbibpaHHOro ypoBHA 6Ge3onacHoOCTu
HacTpouTe pexum ayTeHTudukauun, naponb ayTeHTUUKAUUK, PeXnm
LWMdpOBaHUA 1 Naporb LWndpoBaHusa. Kpome Toro, HacTporTe BpeMs OXnaaHus
n Bpems nostopa. Bel moxeTe ucnonb3oBate NMS gns 3anpoca n HacTpoyiku
ycTpovictea. NMNoapobHee o koHdurypaumm cm. PucyHok 1-7.

NMPUMEYAHUE: «koHpurypaumm B NMS  gomkHbl  COOTBETCTBOBATb

KOH(Urypaumusm Ha YCTPOMCTBE; B MPOTMBHOM Cllydyae COOTBETCTBYHOLUME
onepaulmmn He MoryT ObITb BbINOSHEHbI
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HacTtpowka koHdurypauum SNMPv3 (ykaszaHHbIM BUA)

Cuenapun:

Gi0/1
IP:192.168.3.1/24

NMS

IP:192.168.3.2/24

PucyHok 1-7.

NMS ynpaBnsetr ceTeBbiMW YCTPOWCTBaMu (areHTamu) Ha OCHOBE
ayTeHTUdmkauumn nonb3oBaTensa n pexuma WudpoBaHUs, Hanpumep,
NMS wucnonb3yeT user! B kayectBe MMeHM nonb3oBaTens, MD5 B
KayecTBe pexumma ayTeHTudukaumm, 123 B KadecTBe napons
ayteHTndumkaumm, DES56 B kadecTBe anroputmMa wundpoBaHns n 321 B
KayecTBe napornb WwngposaHms.

CeTeBble ycTponcTBa MOryT YNPaBnATb pa3peLleHnammn nonb3oBaTenemn
Ha goctyn k o6bektam MIB. Hanpumep, nonb3oBaTens ¢ uMeHeM user1
MOXeT ynTaTb 06bekTbl MIB B cuctemHom yane (1.3.6.1.2.1.1) n moxeTt
3anucbiBaTb 06bekTbl MIB Tonbko B yane SysContact (1.3.6.1.2.1.1.4.0).

CeTeBble yCTpoOWCTBA MOryT aKkTMBHO OTNPaBnATb COOOLEHUs
ayTeHTudnkaumm n wndgposaHund 8 NMS

Warwn
HaCTPOWKK

Hactponte MIB View n rpynny MIB. Cosgante MIB View «view1»,
KOTOpO€e BKIOYaeT cBsi3aHHbIi obbekt MIB (1.3.6.1.2.1.1); 3aTem
co3gante MIB View «view2», KOTOpoe BKIOYaAET CBSA3aHHbIA 0OBLEKT
MIB (1.3.6.1.2.1.1.4.0). Cosgante rpynny «g1», Bblbepute Bepcuto
«v3», ycTaHOBUTE YpoBeHb 6€30MacHOCTM Ha pexXnm ayTeHTudukaLmm
N WNPOBAHNA «privy U HACTPOMTE paspelleHust Ha 4dTeHune View
«view1» 1 3anuce View «view2».

Hactponte nonb3oBatenss SNMP. Co3garite nonb3oBatens ¢ UMEHEM
«userl» B rpynne «g1», BblibepuTe «v3» B KayecTBe Bepcun W
YCTaHOBUTE pexuM ayTeHTUdnkaumm «mdS», naponb ayTeHTUudmKaumm
«123», pexum wndpposaHma «DES56» 1 naponb wudpoBaHmsa «321».

Hactponte apgpec ysna SNMP. YcraHoBuTe agpec Xxocta Ha
192.168.3.2, BbibepuTe «3» B Ka4eCTBE BEPCUN, YCTAHOBUTE YPOBEHb
6e30MacHOCTM Ha pexum ayTeHTUMUKauUn 1 WNGPOBaAHNSA «Privy K
CBSXUTE MMA nonb3oBaTtens «useri». Paspeluvte areHTy akTUBHO
oTnpaBnsaTb coobuieHune trap B NMS.

YcraHoBuTe IP-agpec areHTa. YctaHoBuTte agpec nHtepdgenca Gil/1 Ha
192.168.3.1/24

AreHT QTECH(config)#snmp-server view view11.3.6.1.2.1.1 include
QTECH(config)#snmp-server view view2 1.3.6.1.2.1.1.4.0 include

QTECH(config)#snmp-server group g1 v3 priv read view1 write view2

(@ arecy
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QTECH(config)#snmp-server user user1 g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

lMpoBepka | 1.

3anyctute komaHgy show running-config, 4TOGbI OTOGpasnTb
WMHOPMaLIMIO O KOHGUrypaLmn YCTPOMUCTBA.

3anyctute komaHgy show snmp user, 4Tobbl 0TOGPa3nTL NOMb30OBaATENS
SNMP.

3anyctute komaHay show snmp view, 4tobbl oTo6pasnte SNMP View.
3anyctute komaHay show snmp group, 4tobbl oTobpasuthb rpynny SNMP.

3anyctute komaHay show snmp host, 4Tobbl 0TO6pa3uTb MHGHOPMALNIO O
XOCT€, HACTPOEHHYH NOMb30BaTENEM.

YcraHoute MIB-6pay3sep

AreHT

QTECH# show running-config

!

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0

!

snmp-server view view11.3.6.1.2.1.1 include
snmp-server view view2 1.3.6.1.2.1.1.4.0 include
snmp-server user userl gl v3 encrypted auth md5
TEBD6A1287D3548E4E52CF8349CBC93D priv des56
D5CEC4884360373ABBF30AB170E42D03
snmp-server group g1 v3 priv read view1 write view2
snmp-server host 192.168.3.2 traps version 3 priv userl

snmp-server enable traps

QTECH# show snmp user

User name: userl

Engine ID: 800013110300d0f8221120
storage-type: permanent active
Security level: auth priv

Auth protocol: MD5

Priv protocol: DES
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Group-name: g1

QTECH#show snmp view
viewl(include) 1.3.6.1.2.1.1
view2(include) 1.3.6.1.2.1.1.4.0
default(include) 1.3.6.1

QTECH# show snmp group
groupname: gl
securityModel: v3
securityLevel:authPriv
readview: viewl

writeview: view2

notifyview:

QTECH#show snmp host
Notification host: 192.168.3.2
udp-port: 162

type: trap

user: userl

security model: v3 authPriv

YctaHosuTte MIB-6paysep, BBeaute IP-agpec 192.168.3.1 B IP Address nuserl
B none UserName, BbiGepute AuthPriv ana Security Level, Beegute 123 B
AuthPassWord, Bbibepute MD5 gna AuthProtocol n Beeaute 321 B
PrivPassWord. Haxmute «Add Item» un Bbibepute eanHuly ynpasneHus, ons
KoTopon Heobxogumo 3anpocutb MIB, Hanpumep, «System» Ha crnegyowem
pucyHke. Haxmute Start. MIB 3anpawmBaetca ans ceTeBbix YCTpPoOUcTs. B
HWXXHEN NaHenn Ha creayoLeM pUCyHKe nokasaHbl pesyrbTaTbl 3anpoca.
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gz Hib-Erowser g@@

File(F) Help(H)

TF Address 192 186 . 3 . 1 Communi ty Name Worcrepeaters |0 UserName nserl
Operation Type |Wallk A1l Sublten v Security Lewel |AuthFriv = Max-repetitions |0 AuthPassiord [#4#
Add Tten | Bemove Ttem| Clear Ttams| Delay(ns) [1000 AuthProtocel  [WDS v | ErivPassterd e

Dbject | Object Type | Object Value [
1.36.0.2.1.1

M r ¥ Use Somp¥3 Pretecel

Retwn Time | Operation | Objest Name | Objeat Type [ Object value [
09:15:55 Halk sysleser. 0 Display String QTECH 106G Eouting Switch(QSW-6900-56F) E. ..
09:15:58 Hall syslbjectID. 0 ObjID 1.3.6.1.49.1. 27514.1.1.10.1.41

09:15:53 Halk sysUpTime. 0 TimeTicks 0 day=s 16:17:07

09: 1558 Halle sysContact. O Display String

09:18:58 Halle sy=Hame. 0 Display String QTECHE

09:18:58 Hall sysLocation. 0 Display String
09:18:58 Hall sysServices.0 Integer T
09:18:58 Hall Error:OBJECT N0 ACCESS

Snmp Operation | Mib Monitor

1.4.2. BknroyeHune cpyHKuum Trap

1.4.2.1. 3dheKT KOHUrypaumm

Paspelunte areHTy akTMBHO OTNpaenATb coobuleHne trap B NMS.

1.4.2.2. llarn HacTpounkun

Hactpownka agpeca yana SNMP
e  OnuyuoHanbHo.

e Hactponte agpec xocta NMS, korga OT areHTa TpebyeTcs akTMBHAs OTnpaBka
coo0OLWEeHNN.

BknioyeHne areHTa ona akTUBHOM OTNpaBKu coobLweHus trap B NMS
e  OnuuoHanbHo.

e HacTtpoWnTe 3TOT 3M1EMEHT Ha areHTe, koraa oT areHTa TpebyeTcst akTuBHas oTnpaBka
coobueHus trap B NMS.

BknroyeHune cpyHKLUM oTnpaBKu coobueHuns Link Trap Ha nHtepcence
e OnuuoHanbHo.

e HacTponTe 3TOT aNEMEHT B areHTe, Korga coobLieHue link trap Heo6xogMmo oTnpasnTb
Ha uHTepdec.

BknrouyeHune pyHKLMM OTNpaBKU coobLieHns trap o nepesarpyske CUCTeMbI
e  OnuyuoHanbsHo.

e HacTtponTe 3TOT aneMeHT Ha areHTe, Kkorga oT cuctembl RGOS TpebyeTtcs oTrnpaBuTb
coobuweHne trap B NMS, 4ytoGbl yBEeoOMUTbL O nepesarpyske CuUcTembl nepeq
nepesarpyskon unu nepesarpyskon yCcTtponcTea.

YKasaHue ucxogHoro agpeca ans ornpaBkyM coobuweHus trap
e  OnuyuoHanbHo.
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e HacTtpoiTe 3TOT aNMEeMEHT Ha areHTe, ecrm HeobXoAMMO MOCTOSIHHO WUCMOMb30BaTb

JIOKanbHbIN

IP-agpec B KkadectBe ucxogHoro agpeca SNMP ana obnerdeHus

yrpaBneHus.
BknioyeHue coobuieHus trap AnNsi nepeHoca NUYHbLIX MONMied NpU OTNpaBKe

cooboLleHunn

e  OnuuoHarnbHo.

L] HaCTPOIZTe JTOT 3JIEMEHT B areHte, eciin B COO6L|J,€HI/II/I trap HeO6XOD,I/IMO nepegasaTtb
npumBaTHbI€ MOJIA.

1.4.2.3. NMpoBepka

3anyctute komaHagy show snmp, 4Tobbl 0TO6pasnTe ctatyc SNMP.

3anycTtute komaHgy show running-config, 4tobbl 0TO6pasnTb MHpOpPMaLMIO O KOHUIYpaLun

YyCTPOMCTBA.

1.4.2.4. CBAA3aHHbIe KOMaHAbI

Hactpownka agpeca xocta NMS

KomaHga snmp-server host [ oob ] { host-addr | ipv6 ipv6-addr | domain domain-
name } [ vrf vifname ] [ traps | inrorms ] [ version { 1| 2c | 3 { auth |
noauth | priv } ] community string [ udp-port port-num ] [ notification-type

Onucanune oob: HacTtpamBaeT BHenonocHyto cBa3b (OOB) ana cepeepa

napameTpoB npegynpexaeHun (To ecTb WHgopMauus OTNpaBnsieTca Ha cepsep

npegynpexaenunn yepes nHtepdenc MGMT).

host-addr: agpec xocta SNMP.

ipv6-addr: (IPv6) agpec xocta SNMP.

domain-name: gomeHHoe ums xocta SNMP.

vrfname: HacTpanBaeT nvs Tabnuubl nepeagpecaunn VRF

traps | inrorms: HacTpavMBaeT XOCT Ansi OTnpaBkM coobLieHus trap unm
MHAOPMaLIMOHHOIO COOBLLIEHNS.

version: sBepcuss SNMP, kotopasa moxeT 6bITb ycTaHoBNeHa Ha V1, V2C
unm V3.

auth | noauth | priv: yctaHaBnuBaeT ypoBeHb Ge3onacHoCcTM [Ons
nonb3oBartenemn V3.

community string: cTpoka coobwectsa nnun nvs nonb3osatens (V3).
port-num: HacTpamnBaeT ngeHTudukatop nopta ysna SNMP.

notification-type: Tun coobLieHni trap, KOTOpble aKTUBHO OTNPaBNATCS,
HanpumMep, snmp.

Ecnn tnn trap He ykasaH, oTnpaBndalTca Bce coobuieHms trap

Pexum komaHg

Pexnm rmobanbHon KoHUrypaumm

(@ arecy
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PykoBoacTeo no
NCNoNb30BaHMIO

OTa KkomMaH4a ncnonb3yeTca ¢ KoMaHaow snmp-server enable traps ans
aKTUBHOW oTnpaBku coobuieHunn trap B NMS.

Bbl MoxeTe HacTpouTb pasnuyHble xocTbl SNMP ana nonydeHus
coobLueHnn trap. XOCT MOXET nogaepXkmBaTtb pasnuyHble trap, NopTbl U
Tabnuubl nepeagpecaunn VRF. Ecnn HacTpoeH OOUH 1 TOT e XOcCT (nopT
n koHdurypauma VRF  oguHakoBbl), nocrnegHas  KoHdurypaums
00beanHsIeTCs ¢ NpeabiayLLMMn KOHUrypaumsiMm, To eCTb AN OTNpPaBKky
pasHbix trap-coobweHMn Ha oaMH W TOT e XOCT Kaxabli pas
HacTpavBaeTCcsl OAMH TuM trap-coobLeHNn. DTN KOHGUrypaunm, HakoHeL,
ob0beNHEHbI.

B aTol kOMaHge napameTp Via MOXeT ObiTb ykas3aH TOMNbKO Toraa, koraa
BKIOYEH NapameTp oob. Kpome Toro, Henb3s ncnonb3oeatb napameTp vrf

BknioyeHue

areHTa AnA akTUBHOM oTnpaBKu cooblweHus trap B NMS

KomaHpa

snmp-server enable traps [ notification-type ]

Onucanve
napamMmeTpoB

notification-type: Bkntoyaet trap-yBegoMneHus aOns COOTBETCTBYHOLLMX
coObITUI, BKNOYAs creayoLime TUnbi:

snmp: BKIlOYaeT trap-yBegomnieHme angd cobbitun SNMP.

bgp: BkntovaeT trap-yBegomnenune ansa coboitumn BGP.

bridge: BkntovaeT trap-yBegomnexve onsa cobbiTnin MmocTa.

isis: BkoYaeT trap-yBegomrieHme ansa cobbitun ISIS.
mac-notification: BknoyaeT trap-ysegomneHune ans cobbitun MAC.
ospf: BknovaeT trap-yBegomnexuve gns coboituin OSPF.

urpf: Bkntoyaert trap-ysegomnenms onga coboitnin URPF.

VvITp: BKNIOYaeT trap-yBegomnenne anga coboitun VRRP.

web-auth: BKMOYaeT cobbITUN

Beb-ayTeHTUdMKaunm

trap-yBegomMneHue ans

Pexum komaHg

Pexxum rnobanbHon KoHurypauum

PykosogcTteo no

OTa KomMaHOa OOMmKHa MCMonb3oBaTbCA C KOMaHOoW snmp-server host,

NCMOb30BaHUIO | YTOObLI COOBLLIEHNS trap MOXHO ObINIO aKTUBHO OTMPABIATb
BkniouyeHune pyHKUMM oTnpaBku coobueHuns Link Trap Ha uHTepdence

KomaHga snmp trap link-status

Pexxum Pexxum koHdurypaumm nHtepderica

KOHoUrypaumnm
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PykosogcTteo no

Ona nHTepdencoB (MHTepdenc Ethernet, untepdenc AP un unHtepdpeinc

Mcnonb3oBaHMO

ncrnonb3oBaHuio | SVI), koraga ata dyHkumna BkrtoveHa, SNMP otnpaenseTt coobiieHne Link
Trap, ecnun cTatyc CcoeaMHeHuMst Ha WHTepdencax wusmeHsietca. B
npotmBHoM criyyae SNMP He oTnpaBnsaeT coobuieHne

BkniouyeHne pyHKUMM OTNpaBKN COOOLEeHnsA trap o nepe3arpy3ke CUCTEMbI

KomaHga snmp-server system-shutdown

Pexxum Pexnm rnobanbHon KoHdUrypaumm

KOHUrypauum

PykoBogctBo no | Korga dyHkumMst yBedomneHust npu  nepesarpyske cuctembl SNMP

BkntoyeHa, B NMS otnpasnsietcs coobuieHune trap, 4Tobbl yBE4OMUTL O
nepesarpyske cucTembl nepen nepesarpyskon wunu nepesarpyskomn
YyCTPOMNCTBA

YkaszaHue UCXOQHOro agpeca Ans oTnpaBku coobleHus trap

KomaHga snmp-server trap-source interface

Onuncanue interface: ncnonb3yetcst B kadecTBe MHTepdenica onss UCXOAHOro agpeca
napameTpoB SNMP

Pexxum Pexwnm rmobanbHon KoHdUrypaumm

KOHdpurypauuu

PykosogcTteo no

Mo ymMmon4yaHunio B Ka4deCTtBe UCXOAHOro agapeca Mcnosrb3yeTcsd IP-agpec

NCMonb30BaHUI0 | MHTepdenca, Ha KoTopbin oTnpaenalTca naketel SNMP. [Ina obneryeHus
ynpaBneHns n naeHtTudukaumm 3Ty KOMaHdy MOXHO 3anyCTuTb, YTOObI
MOCTOSIHHO WCMNONb30BaTb OAWH NoKanbHbld IP-agpec B KayecTBe
ncxoaHoro agpeca SNMP

BknroyeHne coobweHus trap Ana nepeHoca NpuBaTHbLIX NONen Npu oTnpaBKe
coobLweHus

KomaHga snmp-server trap-format private

Pexxum Pexnm rmobanbHon KoHgUrypaumm

KOHoUrypaumum

PykosoacTteo no

OTa KoMaHaa MOXET UCMOSIb30BaTbCs, YTOObI MO3BOSNUTL COOBLLIEHNIO trap

MNCMNONMb30BaAHUKO CO,El,ep)KaTb rlleBaTHble non4d rlpl/l OTnpaBKe COO6LU,eH|/|ﬂ. B HacTodLwiee
BpeMFI nOﬂﬂ.ep)Kl/lBaeMble rlleBaTHble nonga BKIMKOYaAKT BpeMFI reHepaLl,l/lVl
I'Ipe,l:l,yl'lpem,l:l,eHl/lﬂ. KOHerTHble TUMNbI ﬂaHHle n ,U,Vlarla:‘}OHbl ,D,aHHle |'|OJ'|e|7|
cM. B QTECH-TRAP-FORMAT-MIB.mib
® ) QTECH 7
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1.4.2.5. Npumep KoHcuUrypaumm

BknroyeHune cpyHKUUmM Trap

CueHapun:
NMS
Gio/1
IP:192.168.3.1/24
IP:192.168.3.2/24
PucyHok 1-8.
NMS ynpaBnsetr ceTeBbIMW YCTPOMCTBaMWU (areHTamuv) Ha OCHOBE pexuma
ayTeHTMduKaumm coobwectBa, U ceTeBble YCTPOWCTBA MOFYT aKTUBHO
oTnpaenaTb coobweHus B NMS
Warn 1. BbINOMAHWTE HACTPOWKY, YTOObLI areHT MOr aKTMBHO OTNPaBnsATb COOOLEeHNs B
HaCTPOWKK NMS. YcrtaHoBute agpec y3na SNMP Ha 192.168.3.2, doopmaTt coobLieHns
Ha Version2c U uma ayTeHTUUKaumMm Ha userl. BknwouuTe areHT ans
aKTUBHOW OTMNpaBKu coobLeHnn trap.
2. YctaHoBuTe IP-agpec areHTa. YcrtaHoBute agpec uHTepdenca Gi0/1 Ha
192.168.3.1/24
AreHT QTECH(config)#snmp-server host 192.168.3.2 traps version 2c userl
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit
MNpoBepka e 3anyctute komaHgy show running-config, 4T06bI OTOGPA3UTL
NMHOpMAaLIMIO O KOHUrypaLmn YCTPOMUCTBA.
e 3anyctute kKomaHay show snmp, 4yTobbl 0TO6pasnTe ctatyc SNMP
AreHT QTECH# show running-config
ip access-list standard al
10 permit host 192.168.3.2
interface gigabitEthernet 0/1
no ip proxy-arp
ip address 192.168.3.1 255.255.255.0
snmp-server view v11.3.6.1.2.1.1 include
snmp-server location Moscow
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snmp-server host 192.168.3.2 traps version 2c userl
snmp-server enable traps

snmp-server contact QTECH.com

snmp-server community userl view vl rw al

snmp-server chassis-id 1234567890

QTECH#show snmp
Chassis: 1234567890
0 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 Illegal operation for community name supplied
0 Encoding errors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs
0 SNMP packets output
0 Too big errors (Maximum packet size 1472)
0 No such name errors
0 Bad values errors
0 General errors
0 Response PDUs
0 Trap PDUs
SNMP global trap: enabled
SNMP logging: disabled
SNMP agent: enabled

1.4.3. 9KkpaHMpoBaHue PyHKLUN areHTa

1.4.3.1. AcbpekT KOHDUrypaumm

3awmnTtnte PyHKUNIO areHTa, korga cnyxba areHTa He TpebyeTcs.

1.4.3.2. NMpumeyaHus
e 3anyctute KOMaHgy no snmp-server, 4tobbl CKpbITb PyHKUMO areHTa SNMP, korga
cnyxba areHTa He TpebyeTcs.

e B oTnuume oT KOMaHObl 3KpaHUPOBAHWS, Nocne 3anycka KomaHabl No enable service
snmp-agent Bce cnyx6bl SNMP HanpsiMyto OTKroYaroTes (To eCcTb OYHKLMS areHTa
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SNMP oTknoyaeTca, nakeT He NPUMHUMAETCs, a OTBETHLIN NakeT WNK nakeT trap He
OTNPaBMATCS), HO MHpOpMaLMSA O KOHpUrypauumn areHTa He aKpaHUpyeTCA.

1.4.3.3. lLlarn HacTpounku

AkpaHupoBaHue PyHKuMM areHta SNMP ansa yctponcTBa
e  OnuyuoHanbsHo.

e VcnonbayinTte 3Ty KOHGUrypaumo, Ytobbl CKpbITb KOHUIypaLmo Bcex cnyxb areHTa

SNMP.

OTtkntoyeHue chbyHkuum areHta SNMP gana yctpouctea
e OnuyuoHanbsHo.

e YT06bl HaNpsiIMyto OTKNIOYUTL BCE CMYXObl, UCNONb3YWTE 3Ty KOHUIypaumio.

1.4.3.4. MpoBepka

3anyctuTte komaHay show services, 4ToObl NPOBEPUTL, BKITHOYEHBI N cy>0bl SNMP.

3anycTtute komangy show snmp, 4tobbl oTo6pasnTb ctatyc SNMP.

3anyctuTte komaHay show running-config, 4Tobbl 0TOGpPa3nTb HpOpPMAaLMIO O KOHUIypaLun

YyCTPOMCTBA.

1.4.3.5. CBA3aHHble KOMaHAbI

AkpaHupoBaHue pyHKuMM areHta SNMP ansa yctponucTBa

KomaHpa

no snmp-server

Pexum komaHg

Pexwnm rmobanbHon KoHdUrypaumm

PykosogcTteo no
NCMNOMb30BaHUIO

Mo ymonuaHuio dyHkuma areHta SNMP oTtknoyeHa. Korga napameTpbl
areHta SNMP (Hanpumep, agpec y3na NMS, umsa ayteHTudumkaumm u
paspeLueHne Ha OOCTyn) YyCTaHoBMEHbI, cnyx6a areHta SNMP BknovaeTca
aBToMaTtmyeckn. Komanga enable service snmp-agent Takke [OmkHa
ObITb 3anyuieHa OAHOBPEMEHHO, 4TOOblI cnyxba areHta SNMP morna
pabotatb. Ecnu cnyx6a areHta SNMP oTknioveHa unu He 3anyuieHa
KomaHga enable service snmp-agent, cnyx6a areHta SNMP He
aencrteyeTt. 3anyctute kKoMaHgy no snmp-server, 4YTtobbl OTKMOYAUTb
cnyx6bl areHTa SNMP Bcex Bepcuin, NOAAEPXKMBAEMbIX YCTPONCTBOM.

MNMocne BbINOMHEHUS 3TOM KOMaHAbl BCe KOHAurypauum cnyxObl areHta
SNMP akpaHupytoTcs (TO eCTb nocrie BbINOMHEHUS KOMaHndbl Show
running-config koHdurypauma He oTobpaxaetca. KoHdwurypauum
BOCCTa@HaBMMBAKOTCA MOCMe MOBTOPHOrO BKMOYEHUA CNyxObl areHTa
SNMP). Tlocne BbINONHeHUMs KoMaHAbl enable service snmp-agent
koHGurypauun arenta SNMP He akpaHupytoTca

OTKnoYeHne

dyHkuun areHta SNMP gna yctpouctea

KomaHpa

no enable service snmp-agent

Pexnm
KOHoUrypauum

Pexnm rnobanbHon KoHdUrypaumm
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PykosogcTteo no
NCMNOMb30BaHUIO

OTy KOMaHOy MOXHO MCnonb3oBaTb ANa OTKNoveHusa cnyxoby SNMP, Ho
OHa He bygeT aKkpaHupoBaTb napameTpbl areHta SNMP

1.4.3.6. Npumep KoHcuUrypaumum

BknroyeHune cnyx6bi SNMP

Cuenapun:
NMS
Gio/1 g
IP:192.168.3.1/24
IP:192.168.3.2/24
PucyHok 1-9.
Mocne BkntoveHust cnyx6el SNMP n HacTtponkn cepepa areHta SNMP NMS
MOXET MOofy4nTb OCTYN K yCcTponcTBam Ha ocHoBe SNMP
LWarn 1. Bkntounte cnyx6y SNMP.

HacTpoONKN | 2 3apariite napameTpbl ans cepBepa areHta SNMP, 4yto6bl cnyx6a SNMP
BCTynuna B cuny

AreHT QTECH(config)#enable service snmp-agent

Mpoeepka | 3anyctute komaHgy show services, YTobbl MPOBEPUTL, BKMOYEHA N cnyxba
SNMP

AreHT QTECH#show service
web-server : disabled
web-server(https): disabled
snmp-agent : enabled
ssh-server : disabled

telnet-server : enabled

1.4.4. Hactpounka napameTpoB ynpasrneHusa SNMP

1.4.4.1. AcbpekT KOHDUrypaumm

3apanite ocHOBHble napameTpbl areHTa SNMP, BKMOYasa pPeXuM KOHTaKTa C YCTPOMCTBOM,
MEeCTOMNOSOXEHME YCTPOMUCTBA, CEPUNHBIA HOMEP 1 NapaMeTpbl ANA OTNpaBKu trap-coobLLeHus.
Monyyns poctyn K napametpam, NMS MOXeT MNonyyYnmTb KOHTAKTHOE IMLUO YCTPOWCTBa WU
dmsmyeckoe MECTOMOMNOXEeHUe yCTPonCTBa.
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1.4.4.2. lLlarn HacTpounkKun

YcTaHOBKa peXXumMa CUCTEMHOIro KOHTaKTa
e OnuyuoHanbsHo.

e Korga KOHTaKTHbIN PEXUM CUCTEMbI HEOBXOAMMO U3MEHUTb, HACTPOWUTE 3TOT SNEMEHT
Ha areHTe.

HacTpoinka mecTtononoxeHus cucteMbl
e  OnuyuoHanbsHo.

o Ecnn HeobxogumMo namMeHuTb pacnonoXxeHne CUCcTembl, HaCTpOVITe OTOT 3J1IeMEeHT Ha
areHTe.

YcTaHOBKa CepMMHOro HoMepa CUCTEMbI
e  OnuuoHarnbHo.

° Ecnu HeOGXO,EI,VIMO N3MEHUTb CepI/IIZHbIIZ HOMep CUCTEMBbI, HaCTpOIZTe 9TOT 3JIEMEHT Ha
areHre.

YctaHoBka nHpopmaumm NE o6 yctponcrtee

e  OnuuoHanbHo.

e  Ecnu Heobxoanmo nameHnTb kog NE, HAacTponTe 3TOT 3MIEMEHT Ha areHTe.
HacTtponka makcumanbHOM ANUHbLI NakeTa areHTa SNMP

e  OnuyuoHanbHo.

° Ecnn HeobxoanmMo M3MeHUTb MaKCUMarnbHYHO ONTMHY NakeTa areHTa SNMP, HaCTpOI;ITe
OTOT 3JIEMEHT Ha areHTe.

Hactpownka naeHtucdumkaropa noprta UDP cnyx6bl SNMP
e  OnuuoHanbHo.

o Ecnu HeobxogmMmo nameHnTb ngeHtudukatop nopta UDP cnyx6bl SNMP, HacTponTe
9TOT 3MIEMEHT Ha areHTe.

Hactpowka anuHbl oyepeaun coodLeHun trap
e  OnuuoHanbHo.

e Ecnu HeobxooMmo HacTpouTb pasmep oYepeau cooOLlleHu Ans  ynpaereHus
CKOPOCTbO OTNPaBKM COOGLLEHWNIA, HACTPOMTE 3TOT SNIEMEHT Ha areHTe.

HacTpoika uHTepBana oTrpaBku coobLeHus trap
e  OnuuoHanbHo.

e Ecnu HeoGxoaMMo M3MEHUTb MHTEpBan OTNpaBKX trap-CoOOLLEHWUsi, HAaCTpoNTe 3TOT
MYHKT B areHTe.

Hactpownka ynpaBneHns norokom SNMP
e  OnuyuoHanbHo.

e Ecnu 6onblioe konuyecTBo naketoB 3anpocoB SNMP npuBOAUT K BbICOKOW 3arpyske
UM gns 3aga4y SNMP, HactpounTe ynpaBneHne notokom SNMP, 4yTobbl orpaHuyunTb
KONN4YeCTBO NakeToB 3anpocoB, obpabaTbiBaeMbix B CEKyHAOY B Kaxaomn 3agadve SNMP,
4YTOObI KOHTPONMPOBaTL Ucnonb3oBaHue LM ona sagay SNMP.

1.4.4.3. NMpoBepkKa

3anyctute komaHgy show snmp, 4To6bl oTO6pa3nTb ctatyc SNMP.

3anyctute komangy show running-config, 4tobbl 0TO6pa3nNTbL MHPOPMaLMIO O KOHUrypaLmm
yCTPOMCTBA.
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1.4.4.4. CBA3aHH

bleé KOMaHAbI

YcTtaHoBKa pexnma CUCTeMHOIro KOHTaKkTa

KomaHga snmp-server contact text
OnucaHve text: CTpoka, On1CbIBaloLLAsA PEXUM KOHTaKTa CUCTEMbI
napameTpoB

Pexum komaHg

Pexum rmobanbHon KoHdUrypaumm

HacTpoiika MmecTononoxeHus cuctembl

KomaHga snmp-server location text

Onucanve text: cTpoka, onucbiBaKoLLas CUCTEMHYO MHOPMaLUIO
napameTpoB

Pexnm Pexxm rmobanbHon KoHdurypauum

KOHcpurypauum

YcTaHOBKa C

€PUNHOro HomMepa cUcTeMbl

KomaHga snmp-server chassis-id text

Onuncanue text: TEKCT CEPUNHOro HOMEpPAa CUCTEMBI, KOTOPbIA MOXET COCTOATb N3 LINMp
napameTpoB UM CMMBOJSIOB

Pexnm Pexwnm rmobanbHon KoHdUrypaumm

KOHpurypauuu

PykosogcTteo no
NCMNOMb30BaHUIO

Kak mpaBuno, CepuinHbIi HOMEP YCTPOMCTBA MUCMONb3YyeTCAa B KayecTBe
cepunHoro Homepa SNMP anga obneryeHns ngeHTudmKaumm ycTponcTea

YcTtaHOBKa u

H¢popmaumm NE 06 ycTponcTBe

KomaHga snmp-server net-id text

Onucanve text: TekcT, KoTopbIn ucnonb3dyetca Ana ycrtaHoBku koda NE yctpowncTsa.

napameTpoB TekcT npeactaBnsieT cobon CTPOKy, coaepXaluyto oT 1 4o 255 cMMBOMOB C
y4eTOM perncTpa n MoXeT BKMoYaTb Npobenbl

Pexxum "mo6anbHbIV pexXmMm

KOHUrypauum

PykosogcTteo no
NCMonNb30BaHWIO

YctaHoBuTe kog NE ycTponcTtea
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Hactpoika makcumanbHOM ANUHbI NakeTa areHTa SNMP

KomaHga snmp-server packetsize byte-count

Onuncanwne byte-count: paamep naketa ot 484 6ant go 17 876 6ant
napameTpoB

Pexxum MMoGanbHbIN pexnm

KOHGoUrypaumm

Hactpownka naeHtucdumkaropa noprta UDP cnyx6bl SNMP

KomaHpa snmp-server udp-port port-num

Onuncanue port-num: ykasbiBaeT ngeHtudukarop nopta UDP cniyx6bl SNMP, To ecTb
napameTpoB naeHTMdurkaTop NopTa NPOTOKOMa, KOTopbIn NonyyaeT naketel SNMP
Pexxum MMoGanbHbIN pexum

KOHdoUrypaumm

PykoBogcteo no
NCNoNb30BaHWIO

Ykaxute naeHtudukatop nopta npotokona anga npnema naketoe SNMP

HacTtpowka anuHbl oyepeamn coobLeHun trap

KomaHga snmp-server queue-length length

Onucanve length: anuHa ovepeaun B gnanasoHe ot 1 go 1000
napameTpoB

Pexxum Pexxmum rnobanbHon KoHdurypaumum
KOHpurypauuu

PykosogcTteo no
NCMorb30BaHUIO

Otperynupynte pasmep odepenn coobuieHui, YTobbl KOHTPONMpoBaTb
CKOPOCTb OTMpPaBKM COOOLLIEHNN

Hactpoika uHTepBana oTnpaBKu coobLeHus trap

KomaHnga snmp-server trap-timeout seconds

Onucanve seconds: vHTepBan (eanHuua u3amepeHus: cekyHaa). [lnanasoH 3Ha4YeHui
napameTpoB ot 1 go 1000

Pexxum Pexum rmnobanbHon KoHdUrypaumm

KOHUrypauum

PykoBoactBo no
NCnonb30BaHMIo

Hactpoiite wuHTepBan oTnpaBku COOGLLUEHWS, 4YTOObl KOHTpONMpoBaTb
CKOPOCTb OTMNpaBKu COOBLLEHUS
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HacTtpowka ynpaBneHns norokom SNMP

KomaHga snmp-server flow-control pps [ count ]
Onuncanwne count: konmyecTtso nakeToB 3anpocoB SNMP, obpabaTbiBaeMbIX B CEKYHAY.
napameTpoB [unana3soH 3HayeHun coctaenseT oT 50 oo 65 535

Pexum komang | Pexum rnobanbHom KoHdurypaumum

PykoBogcteo no | Ecnu 6onblioe konnyecTso naketoB 3anpocoB SNMP nprBoguT K BbICOKOW
ncnonb3oBaHuto | 3arpyske UM ana sagady SNMP, HacTtponTte ynpaBneHue notokom SNMP,

4YTOObl OrpaHMYNTL KONMMYECTBO MAKETOB 3anpocoB, obOpabaTbiBaeMbiX B
cekyHay B kaxgon 3agavye SNMP, 4tobbl KOHTPONMpPOBaTbL MCNOSb30BaHME
U ona sagay SNMP

1.4.4.5. Npumep KoHcuUrypaumm

Hactpowka napameTtpoB ynpaBneHuss SNMP

CueHapuit:
NMS
Gi0/1
IP:192.168.3.1/24
IP:192.168.3.2/24
PucyHok 1-10.

NMS ynpaBnseTr ceTeBbiMM YCTPOMCTBaMWU (areHTamm) Ha OCHOBE pexuma

ayTeHTuumkauumn coobuiectsa M MOXeT nonyvatb 6a30Byl0 CUCTEMHYHO

nHopmaumio o6 YyCTPOMCTBAX, HaNpuUMep, PEeXWM KOHTakTa C CUCTEMOW,

MECTOMONOXEHNE U CEPUNHBLIN HOMEP
Warn 1. 3apante napametpbl areHta SNMP. YcrtaHoBUTE MeECTOMOMOXEHNE
HaCTPOWKK CUCTEMBbI, PEXUM KOHTaKTa U CEPUNHLINA HOMEP.

2. YcraHoBute |IP-agpec areHTa. YctaHoBuTe agpec umHtepdenca Gi0/1 Ha

192.168.3.1/24

AreHTt QTECH(config)#snmp-server location Moscow

QTECH(config)#snmp-server contact QTECH.ru
QTECH(config)#snmp-server chassis-id 1234567890
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit
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MpoBepka

lMpoBepbTe UHOPMALMIO O KOHUTYpaLIMKN YCTPOUCTBA.
MpoepbTe SNMP View 1 nigopmauunto o rpynne

AreHT

QTECH# show running-config

ip access-list standard al

10 permit host 192.168.3.2

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0
snmp-server view v11.3.6.1.2.1.1 include
snmp-server location Moscow
snmp-server host 192.168.3.2 traps version 2c userl
snmp-server enable traps

snmp-server contact QTECH.ru
snmp-server community userl view vl rw al

snmp-server chassis-id 1234567890

QTECH#show snmp view
vi(include) 1.3.6.1.2.1.1
default(include) 1.3.6.1
QTECH#show snmp group
groupname: userl
securityModel: v1
securityLevel:noAuthNoPriv
readview: vi

writeview: vl

notifyview:

groupname: userl
securityModel: v2c
securityLevel:noAuthNoPriv
readview: v1

writeview: vl

notifyview:
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1.5. MOHUTOPUHTI
1.5.1. OTo6paxeHune
OnucaHne KomaHpa
Otobpaxaet ctatyc SNMP | show snmp [mib | user | view | group]| host]
47
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2. HACTPOUKA RMON
2.1. 0630p

YpaneHHoin MoHuTOpuHr cetm (RMON) HanpaBrneH Ha pelleHve npobnem ynpaBreHus
nokanbHbiMu cetamu (LAN) 1 yaaneHHbIMKU cantamm ¢ UCMofb30BaHMEM OLHOW LIEHTpanbHOM
Toykn. B RMON gaHHble MOHUTOPUHra CeTUM COCTOAT M3 rpynrnbl CTAaTUCTUMKN U UHOUKATOPOB
NPOU3BOANTENBHOCTU, KOTOPbIE MOXHO MCNOSb30BaTh A1 MOHUTOPWHIa UCMONb30BaHWA CETH,
4yTobbl OBNEerynTb NNaHMpoBaHWe CEeTWU, ONTUMMU3AUMIO MPOM3BOAUTENBHOCTU M ONArHOCTUKY
ceTeBbIX OLWNBOK.

RMON B OCHOBHOM MCMOMnb3yeTcsl YNpaBnsiiowmm yCTPONCTBOM ANst YAANEHHOro MOHUTOPWHIA
M ynpaBrneHusi ynpasnsieMbIMy YCTPOUCTBAMM.

MpoTokonbl U cTaHaapThbl

STD O0059/RFC 2819: wuHdopMaumoHHass 6asa ynpaBrneHWa YyOaneHHbIM CeTeBbIM
MOHUTOPUHIOM.

RFC4502: nHcpopmaumoHHasa 6a3a ynpaBneHus yaaneHHbIM MOHUTOPUHIOM CEeTU, Bepcus 2.

RFC 3919: ngeHtudukatopbl NpoTokona yaaneHHoro moHuntopuHra cetm (RMON) gnst IPV6 n
MHOrONPOTOKONbHOM KOMMYTaumu nNo metkam (MPLS).

RFC 3737: pykoeoacTteo IANA ana moaynen MIB peectpa yaaneHHoro moHntopunra (RMON).

RFC 3434:. pacwwnpeHus MIB yganeHHOro MOHUTOPWHra AN CUrHasnoB npenynpexaeHns
BonbLLON eMKOCTW.

RFC 3395: cnpaBoyHble pacwmpeHus wuaeHtudukatopa npoTtokonia MIB  yganeHHoro
MOHUTOPUHra CeTMu.

RFC 3287: pacwupeHnusa MIB yganeHHOro MOHMTOpUHra anga anddepeHumnpoBaHHbIX Cryxo.

RFC 3273: nidopmauunoHHas 6asa ynpasneHus yaaneHHbIM MOHUTOPUHIOM CETU ANs ceTen C
BbICOKOW MPOMNYCKHOW CMOCOBHOCTLIO.

RFC 2896: makpochl ugeHtudpukaTopa npotokona MIB yaaneHHOro MOHUTOPUHra ceTu.
RFC 2895: cnpaBo4HuK no naeHtudmkaTopy npotokona MIB yganeHHOro MOHUTOPUHIa CeTu.

2.2. NMpunoxeHus

MpunoxeHune OnucaHue

Cbop cratuctukm no nidopmaumm | MNMpumeHsaeT yetbipe dyHKuun RMON k nHTepdency ans
KOHTPONUpyemoro nHrepderica MOHUTOpPMHIa CETEBOW CBA3M MHTEpPdenca

2.2.1. Co0op cTaTUCTUKUN NO UHCpOPMaLIMM KOHTPONMpyemMoro nuHtepcenca

2.2.1.1. CueHapuu

®OyHkuma cratuctmkmu RMON  Ethernet wucnonb3yetcss Onsi MOHUTOPUHIa HaKOMMEHHOW
nHpopmaumm o6 mHTepdence, OyHKLMA CTaTUCTUKM MCTOPUU UCMNONb3yeTca ANA KOHTPOns
KOnMyecTBa NaKeToB WHTepdenca B KaXOOM MHTepBane MOHUTOPUHra, a (yHKums
curHanusauum mcnonb3yeTca AN HEMEONEHHOro Mony4YeHUs UCKIIYEHUN CHETYMKa NakeToB
nHTepenca. Ha cnegyrowem pucyHke nokasaHa TOMomnorng ceTu.
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NMS
Cepsep
AreHT
GO/ ——— r— 3.3.3.3
EEEE =N
KoHcornb

TepmuHan

PucyHok 2-1.

2.2.1.2. Pa3BepTbiBaHue

WHTepdenc otcnexuBaeTtcs, 4ToObl HakannuMBaTb CTATUCTMKY MO KOMWYECTBY MNaKeToB
nHTepdgenca n cobmpatb CTaTUCTUKY NO KOMMYECTBY NAKETOB M MCMONb30BAHMIO MPOMNYCKHOW
cnocobHOCTM WHTepdherica B TeyeHMe uWHTepBana MoHuTOpuHra. Ecnu Ha wuHTepdence
NPONCXOONT WCKITIOYEHNE KONMMYecTBa MAKETOB, B CUCTEMY ynpaeneHna ceTtbo (NMS)
nepegaeTcs curHan npegynpexaeHnd. KnoyeBble MOMEHTbI KOHUrypauumn cnegytowme:

e Hactponte dyHkumto ctatuctukm RMON Ethernet Ha nHTepdeliice.
e Hactpounte dyHKUMIO cTaTUCTUKN nctopun RMON Ha nHTepdence.

e Hactponte Tabnuuy curHanos npeaynpexaeHns RMON u onpegenute genctems no
obpaboTtke cobbiTi RMON B pexunme koHdurypaumn. KoHTponupyemble 00bekTbl
CUrHanNoB npegynpexneHun npeactaBnsaiOT cobor  3HavyeHus uaeHTudmnkatopa
ob6bekta (OID) onpegeneHHbix nonen B ctatuctudeckon tabnuue RMON Ethernet,
CKOHMIrypmpoBaHHOM Ansa uHtepdenca.

2.3. DyHKUUN

2.3.1. ba3zoBble KOHLUENTbI

RMON onpegenset Heckonbko rpynn RMON. [lpoayktel QTECH nogaoepxmeatoT rpynny
CTaTUCTUKW, Tpynny WCTOpPUM, TPynny TpPeBOr u rpynny coOObITUA, KOTOPbIE OMUCHLIBAKOTCS
cnegyowmm obpasom:

Fpynna ctaTuCcTUKKU

pynna cTaTUCTUKM MCNOMb3yeTcsa Ans MOHUTOPUHra n cbopa CcTaTUCTUKM NO MHpopmMauun o
Tpaduke uHTepdenca Ethernet, koTopas HakannMBaeTcd C MOMEHTa CO3fdaHWs 3anucu Ao
Tekywiero BpeMeHn. CtaTucTmyeckue aMneMeHTbl BKMYalT OTOPOLUEHHbIE MakeTbl AaHHbIX,
LUMPOKOBeLLaTeNbHble NakeTbl AaHHbIX, OWWOKN NPOBEPKU LIMKINYECKOrOo pe3epBUpOBaHUSA
(CRC), 6onbline n marnble 6nokn n aesapumn. CtaTuctnyeckme pesynbTaTbl COXPaHAKTCA B
cTatuctndeckon Tabnuue Ethernet.
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Fpynna ucropum

"pynna nctopmm ncnonb3yetcs Ans nepmognyveckoro cbopa nHdopmMaumm o ceTeBom Tpadmke.
OH 3anuckiBaeT HaKoNMeHHbIe 3HAYEHUS UHOpMaLMM O ceTeBOM Tpaduke U UCNosib3oBaHUN
MPOMYCKHON CMOCOBHOCTU B TEYEHWE KaKOOro WHTepBana M CoxpaHseT ux B Tabnuue
ynpasneHusi uctopuen. BknoyaeTt B cebsa ase HebonbLlume rpynnbi:

e [pynna HistoryControl ncnonb3yetcst 4nsi yCTaHOBKM MHTepBarna BbIOOPKN, NCTOYHMKA
AaHHbIX BbIOOPKM 1 Apyron ynpasnatowen nHpopmawmu.

e [pynna EthernetHistory npegoctaBnsieT agMUHUCTpaTopam AaHHbIE UCTOPUK, BKIHOYas
CTaTUCTUKYy Tpadmka CETEBOro CermMeHTa, NakeToB OLIMOOK, LUMPOKOBELLATENbHbIX
NakeToB, MCNONb30BaHNSA 1 KONMYeCTBa aBapuil.

Fpynna curHanoB TpeBoOru

pynna curHanoB nNpeaynpexaeHnin ncnonb3dyeTcst Ana HabnaeHnst 3a ykasaHHbIM 06 bekTOM
6a3bl ynpaensawowen nHpopmaumm (MIB). Korga s3HadyeHne obbekta MIB npeBbilLaeT 3agaHHbIN
BEPXHUI Npefen unuM HWXKe 3a4aHHOro HWKHero npegena, cpabaTbiBaeT CurHan TpeBorw,
KOTOpbI 0OpabaTtbiBaeTcst kKak coObITUE.

Mpynna cobbiTun

pynna cobGbITuin ncnonb3yeTcs Onsl onpenerneHvst pexuma obpaboTtkm cobbitui. Korga
KOHTponupyembin o6bekT MIB cooTBeTCTByeT YCnoBusIM TPeBOru, 3anyckaetca cobbiTve.
CobbiTne moxeT 6biTb 06paboTaHo B NOOOM M3 CNeayoLnNX PEXNMOB:

° none: HMKaKnx 4encTBmn He npeanpmHMMaeTCA.

e log: vHdopmauus, oTHocAWAscs K COObITUIO, 3anucbiBaeTcs B Tabnuuy 3anucen
XypHana, 4Tobbl aaMUHUCTPATOPbI MOFMM NpOCMaTpMBaTh ee B ftoboe Bpemsi.

e snmp-trap: coobweHune trap nepegaetca B NMS, 4ytobbl yBegomutb NMS o
BO3HUKHOBEHWNN CODbITUS.

e log-and-trap: wmHcopmauusa, OTHocALWAsCa K CobbITMIO, 3anucbliBaeTcs B Tabnuuy
3anucen xypHana, n B NMS nepegaetca coobuleHue trap.

2.3.1.1. MprHUMN paboTbI

RMON noagepxnBaeT HECKOSNIbKO MOHUTOPOB M ABa MeToda cbopa gaHHbIX. Cnocob 1. Onsa
cbopa gaHHbIX ucnonb3yeTtca creyunansHbln 3oH4 RMON, 1 NMS mMoxeT Hanpsimyto rnornyyaTb
Bcto nHGopmauuio o MIB RMON un3 3oHga RMON. Cnocob 2: areHTol RMON BCTpOeHbl B
ceTeBble YCTPOWNCTBA, YTobbl ycTponcTBa umenu yHkumio nposepkn RMON. NMS ucnonb3syeT
OCHOBHbIE€ KOMaHAbl MPOCTOro NpoTokona ynpaeneHus ceTbto (SNMP) ana obmeHa gaHHbIMU C
areHTamn RMON 1 c6opa nHdopmaunm o6 ynpaBneHun ceTblo. ATOT METO, OAHAKO, OrpaHnyeH
pecypcamu YCTPOUCTBaA, 1 cobunpaeTca nHopmMaumsa TonbKOo 0 YeTbIpex rpynnax, a He 060 Bcex
naHHbix RMON MIB.

Ha cnepytoliem pucyHke nokasaH npumep csasn mexay areHtamm NMS n RMON. NMS yepes
areHToB RMON, paboTalowmx Ha yCTPOMCTBax, MOXET nonyvaTb MHgopmaumio o6 obuiem
Tpadmke, CTaTUCTMKE OLWIMOOK W CTAaTUCTUKE NPOU3BOAMTENBHOCTM CErMeHTa ceTu, rae
HaxoauTCsa MHTepdENC ynpaBnsemMoro ceTeBoro yCTporucTea, TeM cambiM peanuays yaaneHHoe
yrnpaBneHne ceTeBbIMN YCTPONCTBAMM.

50

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

Hactporika RMON

Cepsep

Cepsep

PucyHok 2-2.
2.3.1.2. 0630p
Oco6GeHHOCTb OnucaHue
RMON Cratuctuka | CobupaeT HakonuTenbHO CTaTUCTUKY MO KOMMYEeCTBY NaKkeTos,
Ethernet Konnyectsy ©6anWTtoB W APYrMM  [aHHbIM  OTCIEXMBAeMoro
uHTepdenca Ethernet
CratucTtuka 3anucbiBaeT KONMMYeCTBO NakeToB, GanMToB W OpYyrMx [LaHHbIX,
RMON nepegaHHblx uHTEpdencom Ethernet B TeyeHme HacTpOeHHOro
WHTepBana, 1 BblMMCNAET UCMOSb30BaHWE MOMOCHlI NPOMYCKaHUS B
TeyeHue 3TOro uHTepsana
CvrHan Boibopka  3HaAYeHU  KOHTPONMMPYEMbIX MEPEMEHHbIX  4Yepes
npeaynpexaeHuns onpefeneHHble  MPOMEXYTKM  BpemeHn. Tabnuua  curHanos
RMON npeaynpexageHnin Ucnonb3yeTcsa B coMeTaHUU ¢ Tabnmuen codbITui.

Mpwn JOCTXKEeHUN BEPXHETO unu HUKHEro npegena
COOTBETCTBYWOWAA Tabnuua  cobbITMA  MHUUMMpYeTCa  Ans
BbINONTHEHNA 06paboTkn cobbITU NN o6paboTka He BLINONHAETCS

2.3.2. RMON CTtaTtucTtuka Ethernet

2.3.2.1. MpunHUMN paboTbl

dyHkuma cratuctukn RMON Ethernet HakonuTeneHoO cobupaeT cTaTUCTUKY NO MHAOpMaunn o
ceTeBOM Tpaduke nHtepdenca Ethernet c MomeHTa co3gaHusa 3anncu 4o TekyLero BpeMeHMW.

2.3.2.2. CBAi3aHHasa KOHcurypaums

HacTtpounka ctatuctnyeckux sanmcen RMON
e  OyHkumsa ctatuctukn RMON Ethernet no ymonuyaHuio oTknoveHa.

e 3anyctute komaHgy rmon collection stats, 4Tobbl co3gaTb 3anucyM CTATUCTUKK
Ethernet Ha ykazaHHOM uUHTepdeince Ethernet.

e [locne ycnewHoro cosgaHmsa CTaTUCTUYECKUX 3anncen Ha yKa3aHHOM WHTepdence
rpynna cTtaTUCTUKM cobupaeT CTaTUCTUKY Mo uMHGopMauuMm O Tpaduke TeKyLlero

NHTEepdenca.

CTtatucTnyeckme SnemMeHThl npencrtaBnAarl0T cobon nepemMeHHble,

QTECH
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onpegeneHHole B cTatuctudeckon Tabnuue RMON Ethernet, a 3anucaHHas
NMHpopmMaLms npeacTaBnsieT cobom HaKoMNMEeHHbIe 3HAYEHUSI MEPEMEHHBIX C MOMEHTa
co3gaHusa ctatuctnyeckon Tabnumubl RMON g0 TekyLlero BpeMeHu.

2.3.3. Ctatuctuka uctropmm RMON

2.3.3.1. MpuHUMN paboTbl

®dyHKUMA cTaTucTUkn nctopum RMON 3anucbiBaeT HAKOMIEHHYIO CTaTUCTUKY NO MHAPOpMaLnmM o
Tpaduke nHTepdenca Ethernet B TeueHne kaxagoro nHTepeana.

2.3.3.2. CBsAi3aHHas KOHcurypauums

HacTpoika KOHTpOnbHbIX 3anucen uctopum RMON
o dyHKUMa cTaTUCTUKM nctopun RMON oTKITHo4YEHaA MO YMOSYaHMIO.

e 3anyctute kKomaHay rmon collection history, 4To6bl co3gaTb KOHTPOSMbHbLIE 3anncu
nctopum Ha nHTepdence Ethernet.

e [pynna mnctopum RMON cobupaeT CTaTUCTMKy MO MEPEMEHHbLIM, OMPEedENeHHbIM B
Tabnuue nctopum RMON, n 3anucbiBaeT HaKOMSEHHblE 3HAYEHUS MNEPEMEHHbIX B
TeyeHune Kaxoro nHtepeana.

2.3.4. Curnan npeaynpexaeHusa RMON
2.3.4.1. MpnHUMN paboThbI

®dyHkums  curHanusaumm  RMON  nepuoaMyecky  OTCReXxmBaeT W3MEHEHUS  3HaAYeHuM
NnepeMeHHbIX curHanusauum. Ecnu 3HaveHve nepemeHHoW npeaynpexaeHns gocturaet
3a[1aHHOroO BEPXHEero nopora UM HKHEro nopora, 3anyckaeTcsi COOTBETCTBYHLLEe COObITME
Ana obpaboTku, Hanpumep, nepegaeTcs coobuieHue trap uMnu cosgaeTcs ofgHa 3anucb B
Tabnuue >xypHana. Ecnv HwkHee moporoBoe 3HayeHve UNM BepxHee MOpPOroBoe 3HayeHue
[OCTUraeTcsl HECKONbKO pa3 noapsia, 3anyckaeTcsl TONbKO OAHO COOTBETCTBYoLee cobbiTue, a
Apyroe cobbiTe 3anyckaeTcs OO0 Tex Mnop, noka He GyaeT AOCTUrHYTO obpaTHOe Moporosoe
3HayeHue.

2.3.4.2. CBAi3aHHasa KOHcurypauums

Hactpowka Tabnuubl coobiTUN

e ®yHkuma rpynnbl cobbiTun RMON oTKMo4YeHa N0 yMON4YaHuio.

e 3anyctuTe kOMaHgy rmon event, 4Tobbl HACTPoOUTb Tabnuuy cobbITUNA.

HacTtpowka 3anucen npeagynpexaeHun

e  ®yHKUMS rpynnbl curHanos npegynpexaeHi RMON oTKoYeHa no yMonyaHuio.

e 3anyctuTte KomaHay rmon event, 4Tobbl HacTpouTb Tabnuuy cobbiTuin, U 3anycTuTe
koMaHay rmon alarm, 4ytobbl HacTpouTb Tabnuuy curHanos npegynpexaeHnin RMON.

e OyHKkuma npegynpexgeHun RMON peanusyetcs Tabnuuen npegynpexaeHvi u
Tabnuuen cobbiTuin BMecTe. Ecnn coobuieHne trap OOMKHO ObITb nepedaHo Ha
ynpaBensiowee YCTPOWCTBO B Crnydae coObiTMa  npeaynpexaeHvun, cHadana

Heobxoanmo npaBurnbHO HacTtpouTb areHT SNMP. [Ina HacTtporkn areHta SNMP cwm.
HacTtpoika SNMP.

e Ecnu ckoHuryprpoBaHHbIn 06bEKT curHana npeaynpexaeHvui aBnaeTcs y3nom nons
B rpynne cratuctukm RMON wunu rpynne ucrtopun, yHKuma cratuctukm RMON
Ethernet nnn dyHkums ctatnctnkm nuctopun RMON gomkHa 6bITb HacTpoeHa B NepBYyLO
oyepenb Ha KOHTponupyeMom uHTepdence Ethernet.
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2.4. KoHdurypauusn
KoHdurypauus OnucaHue n komaHaa
HacTtponka (ObBsizatenbHbIn)  Mcnonb3dyeTca ans  HakonuTenbHoro  cbopa
cratuctukn  RMON | ctatnctukm no nHcopmauum o Tpadpuke nHtepdenca Ethernet
Ethernet

rmon collection stats HacTtpanBaetr craTuctmdeckue 3anmcu

Ethernet

HacTponka (ObsazatenbHbiM)  Mcnonb3yetca Aana  nepuoguyeckoro  cbopa

CTaTUCTUKN _UCTOPUN
RMON

CTaTUCTUYECKMX [AaHHbIX O Tpadwmke WHTepdenca Ethernet wu
NCNONb30BaHWUM NPOMYCKHOM CMNOCOBHOCTM B TeYEHME MHTepBana

rmon collection history | HactpauBaet

ncTopum

KOHTPOJIbHbIE 3anncu

Hactporika curHana
npeaynpexaeHuns
RMON

(ObsazaTenbHbIn) Mcnonb3dyeTca Ans KOHTPONSA TOro, HaxogaTcs Nn
N3MEHEHMS OaHHbIX NepeMeHHOM B JONYyCTUMOM AManasoHe

rmon event HacTtpaunBaeT 3anmcu cobbitun

rmon alarm HacTtpauBaeT 3anvcu npegypexaeHunia

2.4.1. Hactpouka ctatuctukmu RMON Ethernet

2.4.1.1. AcpeKT KoHduUrypaumm

[MonyynTe HaKOMMeHHyl CTaTUCTUKY MO UWHGpopMauunm o Tpaduke

KOHTPONMpYyeMOoro

nHTepdeiica Ethernet c MoMeHTa co3gaHnsa 3anucu 4o TEKYLLEro BpeMeHMu.

2.4.1.2. NpumeyvaHusn

OTa hyHKUMA HE MOXET ObITb HACTPOEHAa B peXMME MakeTHOW HAaCTPOVKM UHTepdenca.

2.4.1.3. LLlarn HacTpounku

HacTpouka ctatuctuyeckux sanmcen RMON

e (ObsA3aTenbHbIN.

e Ecnu gnsa onpegeneHHoro nHTepdernica Tpebyetca cTaTUCTUKA U MOHUTOPWHT, AN
3TOro uHTepdenca HeobxoanmMo HacTPOUTb 3anncu ctatucTukm Ethernet.

2.4.1.4. NMpoBepkKa

3anyctute komaHgy show rmon stats, 4tobbl oTobpasnTe ctatucTuky Ethernet.
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2.4.2. CBA3aHHble KOMaHAbI

HacTtpowka ctatuctuyeckmx sanmcen RMON

KomaHpa rmon collection stats index [owner ownername]
Onucanne index: ykasblBaeT MOPSAKOBbIA HOMEpP CTaTUCTMYECKOW 3anmcu Co
napamMmeTpoB 3Ha4yeHmeM B AnanasoHe oT 1 go 65 535.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. e. MMs Bnagenbua,
KOTOpoe npeacTaBnsieT cobon CTpoky u3 1-63 CUMMBOMOB C Y4e€TOM
perucTpa

Pexum komaHg | Pexum koHdurypaumm nHtepderica

PykoBoAcCTBO No | 3Ha4yeHusi napamMeTpoB CTaTUCTUYECKOro BBOAA HE MOTYT ObiTb M3MEHEHDI
NCMONb30BaHUIO

2.4.2.1. NMpumep KoHcpUrypaumm

HacTtpouka ctatuctukm RMON Ethernet

CueHapui:

Cepeep

TepmuHan

PucyHok 2-3.

Kak nokasaHo Ha npegbiayiem pucyHke, areHT RMON noakntoveH K cepsepy, U
NMS Tpebyet, utobbl rpynna cratuctukm RMON BbInonHana craTUCTUKY
Npou3BOAUTENBHOCTM MO  MOMyYeHHbIM naketam uHTepdenca Gi0/1.
AOMUHUCTPATOPbLI MOrYT MpoOCMaTpuBaTbh CTaTUCTUKY B ftoboe Bpems, 4TOObI
NMOHMMaTb [aHHble O MONYYEeHHbIX MNakeTax WHTepdenca n CBOEBPEMEHHO
NPUHUMATb Mepbl Ans 06paboTkM CeTeBbIX UCKITIOYEHNUI

Laru
HaCTPOWKM

Hactponte ok3emnnap  cratuctudeckom Tabnuubl Ha  MHTepderice
GigabitEthernet 0/1 gns cbopa ctaTucTukm No TpadurKy ITOro HTepgenca

AreHT

QTECH# configure terminal
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QTECH (config)# interface gigabitEthernet 0/1

QTECH (config-if-GigabitEthernet 0/1)# rmon collection stats 1 owner admin

MpoBepka | 3anycTtute KomaHgy show rmon stats, 4Tobbl 0TO6pasnTb cTtatucTmky Ethernet

AreHT QTECH# show rmon stats

ether statistic table:
index =1
interface = GigabitEthernet 0/1
owner = admin
status =1
dropEvents = 0
octets = 25696
pkts =293
broadcastPkts = 3
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0
packets640ctets = 3815
packets65To1270ctets = 1695
packets128To02550ctets = 365
packets256To5110ctets = 2542
packets512To10230ctets = 152
packets1024To15180ctets = 685

2.4.2.2. PacnpocTpaHeHHble OWMNOKKu

3anucu CTaTUCTUYECKOM Tabnuupbl peKoHUrypupyroTca
CKOH(OUIypmpoBaHHbIE 3annucu cTtaTtmcTudeckomn Tabnmubl.

2.4.3. Hactpounka ctatuctmkm ncropmm RMON

2.4.3.1. AcpheKT KoHduUrypaumm

nnn

N3MEHATCA

MonyynTe HaKOMMEHHYK CTAaTUCTMKY NO Tpaduky OTcnexumBaemMoro uHtepdpenca Ethernet m

MCNoJN1b30BaHUIO NOJTIOCbI MpONyCKaHNA B KaXXOOM MHTepBarlle.
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2.4.3.2. MpumeyaHun

OT1a byHKUMA HE MOXKET ObITb HACTPOEHA B peXNME NaKkeTHOM HAaCTPONKM MHTepdenca.

2.4.3.3. LLlarn HacTpounku

e (Obsas3aTenbHbIN.

e Ecnun HeoGxoaumo cobpaTb CeTeBYH CTAaTUCTUKY HA YKa3aHHOM UHTepdelice, Ha 3TOM
NHTEpdence JOMKHbI OblTb HACTPOEHbLI KOHTPOMbHbIE 3anucu nctopum RMON.

2.4.3.4. NpoBepkKa

3anyctute komaHgy show rmon history, 4tobbl 0TOOpa3snTbL CTAaTUCTUKY FPYNMbl UCTOPUNA.

2.4.3.5. CBsA3aHHble KOMaHAbI

HacTpowka KOHTponbHbIX 3anucen ncropum RMON

KomaHga rmon collection history index [owner ownername] [buckets bucket-
number] [interval seconds]

Onuncanue index: ykasblBaeT NopsdKoBbI HOMEP CTAaTUCTUYECKOW 3anmncu MCTopun

napameTpoB CO 3Ha4eHMeM B gmanasoHe ot 1 go 65 535.

owner ownername: ykasblBaeT co3aaTtens 3anvcu, T. e. UMs Briagernbua,
KOTOpoe npeacTaBnsder cobon CTpoky M3 1-63 CMMBOMOB C y4eTOM
perucrpa.

buckets bucket-number: yctaHaBnMBaeT eMKOCTb Tabnuubl nctopun, B
KOTOPOW CyllecTByeT CcTaTUCTU4eckas 3anucb WCTOpUM, TO €CTb
yCTaHaBnuBaeT MakcuMmanbHoe konmnyecTtBo 3anucen (bucket-number),
KOTOpPOE MOXET ObITb pasMeLLeHO B Tabnuue nctopun. 3HadveHune bucket-
number HaxoauTca B AmanasoHe ot 1 go 65535, a 3HadeHue no
ymonyanuio — 10.

interval seconds: yctaHaBnNuBaeT CTaTUCTUYECKNA MHTEPBarn B CEKYHAAX.
[Onana3oH 3HadeHun coctaendeT oT 1 cekyHabl o 3600 cekyHa, a
3Ha4veHune no ymonyaHuio — 1800 cekyHa

Pexnm komaHg

Pexunm koHdurypaumm nHtepdenca

Pykosoacteo o
NCMob30BaHUIO

3HauveHus napameTpoB 3anncun CTatuCTUKM UCTOPUN HE MOryT ObITb
M3MEHEHDI
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2.4.3.6. Npumep KoHcurypaumum

Hactpowka ctatuctuku ncropum RMON

CueHapui:
Cepeep
TepmuHan
PucyHok 2-4.
Kak nokasaHo Ha npeabigyuiem pucyHke, areHT RMON nogkntoyeH kK cepsepy, U
NMS HeobxogmMmo cobupaTtb CTaTUCTUKY MO NOSyYeHHbIM NakeTam nHtepderica
Gi0/1 uepes rpynny wuctopum RMON c uHTepBanom B 60 cekyHa, 4ToGbl
KOHTPONMPOBaTb CETb U MOHMMAaTb aBapUHbIe JAaHHbIE
Warn HacTponte Tabnuuy ynpasneHus nctopuen Ha untepdence GigabitEthernet 0/1,
HacTpovikn | YyTobbl Nnepnoanyeckn cobupatb CTaTUCTUKY NO TpadMKy 3TOro MHTepdenca
AreHT QTECH# configure terminal
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# rmon collection history 1 buckets 5
interval 300 owner admin
MpoBepka | 3anycTtute kKomaHay show rmon history, 4Tobbl 0TO6pa3nTb CTaTUCTUKY rPYNMbI
nctopum
AreHT QTECH# show rmon history
rmon history control table:
index =1
interface = GigabitEthernet 0/1
bucketsRequested = 5
bucketsGranted = 5
interval = 60
owner = admin
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stats =1

rmon history table:
index =1
samplelndex = 786
intervalStart = 6d:18h:37m:38s
dropEvents = 0
octets = 2040
pkts =13
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions =0

utilization =0

index =1
samplelndex = 787
intervalStart = 6d:18h:38m:38s
dropEvents = 0
octets = 1791

pkts =16
broadcastPkts =1
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1
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samplelndex = 788
intervalStart = 6d:18h:39m:38s
dropEvents = 0
octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1
samplelndex = 789
intervalStart = 6d:18h:40m:38s
dropEvents = 0
octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions =0

utilization =0

index =1

samplelndex = 790
intervalStart = 6d:18h:41m:38s
dropEvents = 0

octets = 86734
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pkts = 934
broadcastPkts = 32
multiPkts = 23
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

2.4.3.7. PacnpocTpaHeHHble OWMNOKu
3anucun Ta6J'II/1LI,bI ynpaBnieHus I/ICTOpVIGVI HacTpanBakTCA MOBTOPHO WK U3MEHAIOTCA
HaCTpOEHHbIE 3arnncu TaGJ'IVILl,bI ynpaBlieHus I/ICTOpI/IeI;l.

2.4.4. Hactpouka curHana npeaynpexageHnsa RMON
2.4.4.1. AcpdeKT KoHdUrypaumm

Meproanyecky NPoBeEPSNTE, HAXOAATCS NN U3MEHEHUSI 3HAYEHUIA NEPEMEHHbIX CUTHaNM3aLuy B
npegenax ykasaHHOro 4onycTMMOro AvanasoHa.
2.4.4.2. NpumeyaHusn

Ecnn coobuweHne trap pomkHO ObITb nepefaHo Ha ynpaenswwee YCTPOUCTBO MNpwu
cpabatbiBaHUKN cobbiTva npeaynpexaeHus, areHT SNMP gomkeH 6biTb NpaBUbHO HACTPOEH.
Insa Hactporiku areHTa SNMP cm. Hactporika SNMP.

Ecnn curhanbHasa nepemeHHas saBnsetca nepemeHHon MIB, onpegeneHHonW B rpynne
ctatuctukm RMON unu rpynne ncropum, yHkuma ctatuctukm RMON Ethernet unu doyHkums
ctatuctukn uctopum RMON pormkHa OblTb HaAcTpoeHa Ha KOHTponupyemoM uHTepdence
Ethernet. B npotuBHOM cnyyae Tabnuvua curHanoB npegynpexaeHus He ByaeTt co3gaHa.

2.4.4.3. LLlarn HacTpounku

HacTponka 3anucen coobiTun

e ObgaszartenbHbIn.

e 3aBepLunTe HACTPOKKY B pexmme rnobanbHON KoHurypauuu.
HacTtpownka 3anucen npeaynpexneHun

o ObgaszaTtenbHbIN.

e 3aBeplumTe HAaCTPOWKY B pexume rnobanbHON KOHUrypauum.

2.4.4.4. NpoBepKa

e 3anyctute komaHgy show rmon event, 4Tobbl 0TOOPa3nUTbL TabnuLy CoObLITUA.

e 3anyctute komangy show rmon alarm, 4ytobbl oTO6pa3uTb Tabnuuy curHanos
npenynpexaeHni.
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2.4.45. CBA3aHH

bleé KOMaHAbI

Hactpowka Tabnuubl coobiTuUN

KomaHga rmon event number [log] [trap community] [description description-string]
[owner ownername]

Onuncanwne number: ykasbiBaeT NopsiaKoBLIM HOMEP Tabnuubl COObITUIA CO 3HAaYEHUEM

napameTpoB B Auana3oHe oT 1 ao 65 535.

log: ykasbiBaeT Ha coObITMEe XypHana. Cuctema perucTpupyet
WHULMNPOBAHHOE COObITHE.

trap community: o6o3HayaeT coobuweHne trap. Korga cobbiTne
MHULUMMPYETCS, cucTeMa nepegaet coobLueHue trap ¢ MMeHeM coobLuecTBa
community.

description description-string: 3agaet nHgopmauuio onucaHnst cobbitTus,
TO €CTb CTPOKY OnucaHusi. 3HavyeHne npeacTtasnsieT cobomr cTpoky oT 1 oo
127 cumBoroB.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. e. UMsA BnadenbLa,
KOTOpoe npeacTaBnsaeT cobon CTpokKy M3 1-63 CUMMBOMOB C y4eTOM
perucTpa

Pexum komaHg

Pexwnm rmobanbHon KoHdUrypaumm

PykoBoactBo no
NCMonb30BaHMIo

MOXHO M3MEHWTb 3HAYEeHUs CKOHMUIYPUPOBAHHBLIX MapamMeTpoB 3anucu
coObITUA, BKNOYaa TMN cobbiTMsA, UMA rpynnbl trap, onnucaHne cobbiTsa m
cospaTens cobblTus

Hactpownkar

pynnbl curHanoB npeaynpexaeHnn RMON

KomaHga rmon alarm number variable interval {absolute | delta} rising-threshold
value [event number] falling-threshold value [event-number] [owner
ownername]

Onucaxne number: ykasbiBaeT NOPSAKOBLIN HOMEP 3anMCcK cUrHana npeaynpexaeHus

napameTpoB CO 3Ha4yeHmeM B Amanas3oHe oT 1 go 65 535.

variable: ykasblBaeT MepeMeHHyK curHana npeaynpexgeHusi, Kotopas
npegcraeBnsieT cobon cTpoky M3 1-255 cMMBONOB M npeacTaBrieHa B
dopmate c TOoYkamm C wucnonb3oBaHnem OID y3na (dopmar:
entry.integer.instance  (3anucb.Lenoe  YMCNO.9K3EMMNAP);  NpUMep:
1.3.6.1.2.1.2.1.10.1).

interval: ykasblBaeT uHTepBan BbIOOPKM B CeKyHAax W 3HadeHue B
ananasoHe oT 1 0o 2147 483 647.

absolute: ykasbiBaeT, 4TO Tun BbIOOPKM — BbIOOPKA abGCOMNKTHOrO
3Ha4eHMUs, TO ECTb 3HAYEHUS NEPEMEHHbIX U3BMEKAOTCA HaNpPsIMyto, Koraa
BpeMsi BbIGOPKN UCTEKIO.

delta: ykasbiBaeT, 4TOo TUN BbLIGOPKM — BbIGOpPKA W3MEHSLWEerocs
3Ha4yeHus, T. €. UISMEHEHUNS 3HaYEHUIN NepeMeHHbIX B Npegernax uHTepeana
BbIOOPKMN N3BNEKAIOTCSH MO UCTEYEHUN BPEMEHU BbIGOPKN.
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rising-threshold: yctaHaBnmBaeT BepxHMI Npeaen Konmyectsa BblIOOPKM
(3HayeHve) co 3HavyeHnMem B [guanasoHe oOT -2147483648 po
+2 147 483 647.

event number: ykasbiBaeT, 4To cobbITne ¢ HoMepoMm cobbiTus event number
3anyckaeTcs Npu SOCTWKEHUN BEPXHErO NN HWXKHEro npeaena.

falling-threshold: yctaHaBnmMBaeT HWXHUA Npenen Konmyectsa BblIOOPKM
(3HayeHne) co 3HavyeHMeM B AunanasoHe oOT -2147483648 po
+2 147 483 647.

owner ownername: ykasblBaeT co3gartens 3anucu, T. e. uMs BriagenbLa,
KOTOpoe npeacTaBnsieT cobon CTpoky u3 1-63 CUMMBOMOB C Y4eTOM
perncrpa

Pexnm komang

Pexxnm rmobanbHon KoHdurypauum

PykosogcTteo no
NCNoNb30BaHWIO

3HayeHnsi CKOH(UIrypMpoBaHHbIX MapamMeTpoB 3anucu npenynpexneHnin
MOryT ObITb W3MEHEHbI, BKIOYasi NepeMeHHble MNpeaynpexaeHuin, Tun
BblIOOpKM, co3gaTenb 3anvMcKu, WHTepBan BbIOOPKM, BEPXHUA/HWKHUIA
npeaen KonmyecTea BblIOOPKN N COOTBETCTBYIOLLME TPUITEPHbIE COBLITUA

2.4.4.6. NMpumep KoHcpUrypaumm

Hactpowka curdana npeaynpexaeHnsa RMON

CueHapui:
CeTb
CepBep
AreHT
GI0/1 EEEn L
EmEm mm
KoHconb

TepmuHan

PucyHok 2-5.

Mpegnonoxum, 4to SNMPv1 pabotaet B NMS, nvs coobuiectsa, ncnosnb3yemoe
ANA OCTyna K HacTponkaMm, aBnsieTca obLeaocTynHbiM, ¢ aTpubytom read-write,
a IP-agpec, ucnonbayembli NMS ansa nonyyeHusa coobuieHumn trap, — 3.3.3.3.
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Mpegnonoxum, 4to 3HadyeHne OID nakeToB HEWM3BECTHOrO MPOTOKONA,
NOMYYEHHbIX KOHTponupyembiM UHTepdencom GigabitEthernet0/1, pasHO
1.3.6.1.2.1.2.2.1.15.3, pexum BbIGOPKM — OTHOCUTENBbHAsA BbIOOPKa, a MHTepBan
Bbl6opkn — 60 cekyHa. Koraa oTHocuTenbHoe 3HaveHne Bblbopkn 6onbwe 100
unm meHble 10, cobbitna 1 1 2 3anyckawTcs COOTBETCTBEHHO. B cobbitun 1
nepepaetcs coobuweHve trap, n cobbiTne pernctpupyetrca. B cobbitm 2
cobbITNe TONbKO perncTpupyeTcs.

Hactpoika areHta RMON 3aBepuieHa Ha TepmuHane. AreHT RMON nogkntoyveH
kK NMS n nogkntodeH k cepsepy vepes nHtepcenc GI0/1. AreHt RMON porkeH
KOHTPONMPOBaTb KOMMYECTBO NAKETOB HEM3BECTHOrO NPOTOKONA, MOMyYeHHbIX
nHtepdencom GIO/1. WHTepBan BbiGopku cocTaensieT 60 cekyHa. Korga
abcontoTHoe 3HayveHne BbIbopkM MeHbLue 10, cobbiT1e TOMNBbKO PErMCTpUpyeTcs.
Korga abcontoTHoe 3HayeHue Bblbopkn npeBbiwaer 100, cobbiTue
peructpupyetcs, u B NMS nepegaetcsa coobuieHume trap

LWarn e Hactponte agpec xocta ans nonyyeHns coodweHun trap.
ANl e Hactpote rpynmy  cobbiTwii  ans  o6paboTku  Tpurrepa
npegynpexageHun.
e Hactponte dyHKUMIO NpeaynpexneHun
AreHt QTECH# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# snmp-server community public rw
QTECH(config)# snmp-server host 3.3.3.3 trap public
QTECH(config)# rmon event 1 description rising-threshold-event log trap
public owner admin
QTECH(config)# rmon event 2 description falling-threshold-event log owner
admin
QTECH(config)# rmon alarm 11.3.6.1.2.1.2.2.1.15.3 60 delta rising-threshold 100 1
falling-threshold 10 2 owner admin
MNpoBepka e 3anyctute komaHgy show rmon event, 4ToObl 0TOGpa3uTL Tabnuuy
cobbITUN.
e 3anyctute komaHgy show rmon alarm, 4tobbl oTOGpa3nTL Tabnuuy
CUrHanoB npeaynpexaeHumn
AreHT QTECH# show rmon event

rmon event table:
index =1
description = rising-threshold-event
type = 4
community = public
lastTimeSent = 0d:0h:0m:0s
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owner = admin

status =1

index =2

description = falling-threshold-event
type = 2

community =

lastTimeSent = 6d:19h:21m:48s
owner = admin

status =1

rmon log table:
eventindex = 2
index =1
logTime = 6d:19h:21m:48s
logDescription = falling-threshold-event
QTECH# show rmon alarm
rmon alarm table:
index: 1,
interval: 60,
oid = 1.3.6.1.2.1.2.2.1.15.3
sampleType: 2,
alarmValue: 0,
startupAlarm: 3,
risingThreshold: 100,
fallingThreshold: 10,
risingEventindex: 1,
fallingEventindex: 2,
owner: admin,

stauts: 1

2.4.4.7. PacnpocTpaHeHHble OLNOKH

e BaegeHHbi OID oTtcnexunBaemMoro obbekta HeBepeH, NnepeMeHHas, COOTBETCTBYIOLLANA
OID, He cywecTBYET, UNN TUN He ABNAETCA LernbiM YACIIOM UK LenbiM Yncriom 6es

3HakKa.
e  BepxHuii NOpor MeHbLLE UM PaBEH HUXKHEMY NOPOry.
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2.5. MOHUTOPUHT
2.5.1. OToOpaxeHue

Onucanune KomaHpa

OTtobpaxaeT BCHO WHOpMaLMO O KOHurypauum | show rmon

RMON

OtobpaxaeT ctatucTnyeckyro Tabnuuy Ethernet show rmon stats

OTo6pakaeT Tabnuuy ynpaeneHus NcTtopmen show rmon history

OTob6parkaeT Tabnuuy curHanos npegynpexaeHni | show rmon alarm

OTobGpaxaeT Tabnuuy cobbITni show rmon event
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3. HACTPOUKA NTP
3.1. O630p

MpoTtokon ceteBoro BpemeHu (NTP) — 3To NpoTOKOM YPOBHSI NPUITOXEHWIA, KOTOPbIN NO3BONSET
CeTeBbIM YCTPOMCTBAM CUHXPOHU3UpoBaTb BpeMsa. NTP no3BonsieT ceTeBbiM YCTPOMCTBaM
CMHXPOHM3NPOBaTb BPEMSA CO CBOMMM CepBepamMu UIM UCTOYHMKaMWU YacoB M obecneuymBaet
BbICOKOTOYHYHO KOPPEKLMIO BPEMEHW (pa3HuLa CO CTaHOapTHbIM BpeMeHeM CocTaBnsieT MeHee
OLHON MUIMUCEKYHAbI B FIOKanbHOW CETU U MeHee HECKOSbKMX OeCATKOB MUIMUCEKYHO B
rnobanbHon cetn). Kpome Toro, NTP MoOxeT npemoTBpaliaTb artakm C MNOMOLLbHO
3aMPOBAHHOIO NOATBEPXKAEHUS.

B HacTosiwee Bpema yctponctea QTECH MOXHO UCNoSb3oBaTh Kak B kayecTBe NTP-KIMEHTOB,
Tak U B KadectBe NTP-cepsepoB. [pyrummn crnosamu, yctponctso QTECH moxet
CUHXPOHU3NPOBaTb BPEMSA C CEepBEepOM BpPEMEHW U WUCMNOMb30BaTbCHA B KavecTBe cepBepa
BpeMeHun anga obecnevyeHnsa CMHXpOHU3aLUM BpeMeHn aAnga apyrux yctponcTs. Korga ycTponcTso
QTECH vcnonb3yeTcs B kayecTBe cepsepa, OHO noaaepXuBaeT TOSMbKO PEXMM 04HOaaPEeCHOro
cepsepa.

MpoTokonbl U cTaHaapThbl
RFC 1305: npoTokon ceTeBoro BpemeHu (sepcus 3).

3.2. NMpunoxeHusn

MpunoxeHune OnucaHue

CuHXpoHM3auus B KayecTBe KnveHTa ncnonb3yeTcs YCTPOWCTRBO,
BPEMEHN Ha  OCHOBE | CMHXPOHWU3MPYIOLLEE BPEMS C BHELLHMM MCTOYHMKOM Yacos. [Nocne
BHELLUHEro  3TasloHHOIO | YCMEeLUHOM CUHXPOHM3ALIMN OH UCMONb3YEeTCs B KAYECTBe cepBepa

NCTOYHMKA ana  obecneyeHnss CUHXPOHM3aLMWM BpeMeHu AN Apyrux
YCTPOWCTB
CuHXxpoHu3aLums YCTPONCTBO NCMNOMb3YET NOKarbHbIE Yacbl B KAYECTBE HaOEeXHOro

BpEMEHU Ha OCHOBE | UICTOYHMKA 3TanoHHbiXx 4YacoB NTP, a Takke NCNOoJib3yeTca B
J1IOKanbHOro MCTOYHMKA | Ka4YeCTBe cepBepa OJiA obecneyeHunst CUHXPOHM3aUunn BpemMeHun
QTAalIOHHbIX YacoB ana apyrux yCTpOI‘;ICTB

3.2.1. CUHXpOHM3aLMUA BpeMeHU Ha OCHOBe BHELIHero 3TafloHHOro
MCTOYHUKA YacoB

3.2.1.1. CueHapun
Kak nokasaHo Ha PucyHke 3-1

e DEVICE-A ucnosnb3yeTcs B Ka4eCTBe HAOEXHOro 3TafiloHHOr0 MCTOYHMKA 4YacoB Ans
obecnevyeHns CUHXPOHN3aLUMM BPEMEHN ANSA BHELHMX YCTPOWCTB.

e DEVICE-B ykasbiBaeT DEVICE-A B kayecTBe NTP-cepBepa U CUHXPOHU3MPYET BpeMs
c DEVICE-A.

e [locne ycnewHoun cuHxpoHunsaumm DEVICE-B obecneunBaeT CUHXPOHMU3aLUIO BpEMEHN
ana DEVICE-C.
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YerpowcTso C YerpowncTeo B Yerponcteo A
192.168.1.1
Gio/M Gio/0
192.168.2.1 192.168.1.2

PucyHok 3-1.

3.2.1.2. PasBepTbiBaHue

HacTtponte DEVICE-B Ha pexXum BHELLUHEro aTafioHHOro UCTovHmka Yacos NTP.

3.2.2. CUHXpOHM3aLUUA BpeMEeHU Ha OCHOBE JIOKanbHOro0 WCTOYHUKA
3TanoHHbIX YacoB

3.2.2.1. CueHapuu

Kak nokasaHo Ha PucyHke 3-2, DEVICE-B vcnonb3yeT nokarnbHble Yackl B Ka4eCTBe UCTOYHMKA
onopHbix YacoB NTP n obecneunBaeT cuHxpoHu3auuio Bpemexn ans DEVICE-C.

Ycrpowcteo C YectponcTteo B

Gion
192.168.2.1

PucyHok 3-2.

3.2.2.2. PasBepTbiBaHue

HacTtponte DEVICE-B Ha pexxum nokanbHbIX 3TanoHHbIX YacoB NTP.
3.3. DyHKUUN

3.3.1. ba3zoBble KOHLEeNTLI

NTP-nakeT

Kak onpegeneHo B RFC1305, NTP wucnonb3yeT nakeTbl MPOTOKONa MOMNb30BaTENbCKUX
patarpamm (UDP) ansa nepegayun, a ncnonbdyembli naeHtupukatop nopta UDP — 123.

Ha PucyHke 3-3 nokasaH doopmat nakeTa cMHXpoHu3auuu spemeHn NTP.

3-67
@ J) QTECH
MUP [OCTYNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

Hactporika NTP W

0 7 15 23 31

LI | VN Mode Stratum Poll Interval | Precision

Root Delay (32 6buta)

Root Dispersion (32 buta)

Reference Clock Identifier (32 6uta)

Reference Timestamp (64 outa)

Originate Timestamp (64 6uta)

Receive Timestamp (64 6uta)

Transmit Timestamp (64 6uta)

Authenticator (onumnoHansHO 96 BuTa)

PucyHok 3-3. dopmat nakeTta CMHXpPOHU3auun BpemeHn NTP

e WHoukaTtop cekyHabl koopauHauuwm  (LI):  ykasbiBaeT 2-OMTHbIN  MHAWKATOP
AOMONMHUTENBHOM CEKYHAbI.

NMPUMEYAHUE: 00: ykasbiBaeT Ha OTCyTCTBME npegynpexjawmowen wuHdopmaumu; 01:
yKasblBaeT, YTO B npeablayLlien MuHyTe 61 cekyHaa; 10: ykasbiBaeT, 4YTO B NpeablayLen MuHyTe
59 cekyHg; 11: ykasbIBaeT, YTO Yacbl HE CUHXPOHM3NPOBAHbI.

e Homep Bepcun (VN): ykasbiBaeT 3-6uTHbIM HOmMep Bepcum NTP. Tekywmn Homep
Bepcun — 3.

o Pexum (Mode): ykasbiBaeT Ha 3-OMTHbIN pabounin pexxum NTP.

NMPUMEYAHMUE: 0: ykasbiBaeT Ha OTCyTCTBUE onpeaeneHns; 1: ykasbiBaeT Ha CUMMETPUYHYIO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHbIA NaccuB; 3: yKasbiBaeT Ha KNUeHTa; 4: ykasbiBaeT
Ha cepsep; 5: ykasblBaeT Ha LUMPOKOBELLaHMe; 6: yKasbiBaeT yrnpaBnsowyo nHdopmaumto; 7:
3ape3epBUPOBaHO.

e Stratum: ykasbiBaeT 8-OuTHbIM cnon (Stratum) nokanbHbix Yacos. 0: ykasbiBaeT Ha
oTcyTCcTBME onpegeneHus; 1: ykasblBaeT master-uCTOYHWK 3TaNOHHbIX YacoB; Apyrue
3HaYeHWA: yKa3bIBatoT Slave-UCTOYHMKN 3TanOHHbIX YacoB.

e Poll Interval (MHTepBan onpoca): ykasbiBaeT MHTepBarn onpoca (B cekyHaax), KoTopbIi
npeacraenseT cobon 8-6uTHOe Lienoe Yncno.

e Precision (TOYHOCTb): yKa3blBaeT TOMHOCTb BpeMeHu (B CeKyHAax) MeCTHbIX 4acoB,
KoTopasi npeacTaensieT cobon 8-6UTHoe Lenoe Yncno.

e Root Delay (KopHeBas 3agepxka): ykasblBaeT BpeMs NpoxoxaeHusa tyaa n obpatHo oo
master-ucTovyHMKa 3TanoOHHbLIX YacoB, KOTOPOE MNpeacTaBnsieT cobon 32-paspsagHoe
Lenoe ymcno.
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e Root Dispersion (KopHeBasi gucnepcus). ykasbiBaeT camyko OOnbLUy0 pasHuly OT
master-aTanoHHOro0 MCTOYMHWKA TaKTOBOrO CurHana, KOTopbld npeacraBnsier cobon
32-paspsgHoe Lenoe 4mcno.

o Reference Clock Identifier (MaeHTudmMKaTOp 3TAaNOHHbLIX YacoB): ykasbiBaeT 32-6UTHbIN
NOEHTUPUKATOP NCTOYHMKA 3TANOHHbLIX YaCOB.

o Reference Timestamp (OTanoHHas BpPeMeHHas MeTKa): YykasbiBaeT 64-OUTHYLO
BPEMEHHYIO METKY, 8 UMEHHO BPEMSI, KOTOPOE ObINIo YCTAHOBEHO MMM UCMPaBIEHO B
nocnegHuin pas.

e Originate Timestamp (McxogHas BpeMeHHass meTka): ykasbiBaeT 64-OMTHy0 MeTKy
BpEMEHW, a WMEHHO MeCTHOe BpeMs, Korga OT KIMeHTa yXoAuT 3anpoc Ha
CVMHXPOHM3aLNI0 BPEMEHN.

e Receive Timestamp (OTmMeTka BpeMeHM Nony4YeHus): ykasbiBaet 64-6UTHYI0 OTMETKY
BPeMeHW, a MIMEHHO MECTHOe BpeMs, Korga nakeT 3anpoca CUHXPOHU3aUMn BpeMeHu
nocTynaeT Ha cepsep.

e Transmit Timestamp (OTmeTka BpeMeHu nepenaydn): ykasbiBaeT 64-6UTHyH0 OTMETKY
BPEMEHM, @ UMEHHO MECTHOE BpPeMs, KOraa OTBETHbIN NAKET CUHXPOHU3ALMM BPEMEHN
oTnpaensieTcs ¢ cepBepa.

e Authenticator (OnunoHanbHO): ykasbiBaeT MHOpMaLNIo Ansa ayTeHTUdmKaumm.
NTP-cepBep

yCTpOI7ICTBO ncnomnb3yeT JioKallbHble 4Yacbl B KaydeCTB€ WUCTOYHUMKA 3TallOHHbIX YacoB A5iA
obecneyeHuns CUHXPOHM3aUnn BpeMeHn and apyrmx yCTpOVICTB B CETW.

NTP-knueHT

YCTponcTBo ncnonbayetcs Kak NTP-KNMeHT, CUHXPOHU3upytowmin spems ¢ NTP-cepBepom B
ceTun.

Stratum (Cnown)

B NTP «stratum» mncnonb3yeTcs ONS OMMCaHWA NepexogoB OT YCTPOMCTBA K aBTOPUTETHLIM
(ooctoBepHbIM) Yacam. Cepeep NTP, stratum koTtoporo paBeH 1, nmeeT HeEMnocpeacTBEHHO
NOaKNHYEHHbIE aTOMHbIE Yackl UKW Yackl C paguoynpasneHnem; cepsep NTP, stratum koToporo
paBeH 2, nony4aet BpeMs OT cepBepa, Stratum koToporo paseH 1; cepBep NTP, stratum
KOTOporo paBseH 3, nonyyaeT BpeMs OT cepBepa, Stratum KOTOpOro paBeH 2; MU Tak ganee.
CnepoBaTenbHO, UCTOYHMKM YacoB ¢ 6onee HM3KMM stratum nmetloT 6onee BbICOKY0 TOYHOCTb
Yyacos.

AnnapaTHble Yacbl

AnnapaTHble Yacbkl paboTaloT Ha YacToTe KBapLEBOro pe3oHaTopa yCTPOWUCTBA U MUTalTCsA OT
Gatapeun ycTpoucTea. [locne BbIKMKOYEHMS YCTPOWCTBA annapaTHble Yacbl NPOAoSKalT
paboTaTb. MNocne 3anycka ycTpoicTBa OHO Mosy4aeT MHADOPMaLMIO O BPEMEHM OT annapaTHbIX
4acoB B Buae NPOrpaMMHOro BpEMEHW YCTPOWCTBA.

3.3.2. 0O630p

OcobeHHOCTb OnucaHue

CuvHXpoHUM3auns CeTeBble yCTPONCTBA CUHXPOHU3NPYIOT BPEMS CO CBOMMMW CEpBEPaMu Unn
BpemeHn NTP HaOEeXHbIMU  UCTOYHWKaMW 4acoB [Afs  peanusauum  BbICOKOTOYHOM
KoppeKLumn BpeMEHN
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OcobeHHOCTb OnucaHue

AyteHTudomkaumsa | AyteHtupukaums c wnpposaHnem naketoB NTP wmcnonb3yetca ons
Security NTP npegoTBpaLleHnss MNoOMex CUHXPOHU3auun BpeMeHM Ha YCTPOUCTBE OT
HeHaOeXHbIX UICTOYHMKOB 4acoB

NTP-KOHTpONb Cnucok koHTponsa poctyna (ACL) wucnonbsyetcs ana  dunbTpaumm
gocryna MCTOYHUKOB Nosny4veHHbIX naketoB NTP

3.3.3. CuHxpoHusauums spemeHn NTP

3.3.3.1. MpuHUMN paboTbl

CuHxpoHusaums BpemeHn NTP peanusoBaHa nytem B3ammogdencteus naketoB NTP mexay
KNUEHTOM 1 CepBEPOM:

e KnueHT oTnpaBnsieT nakeT CUMHXPOHM3ALMM BPEeMEHM Ha BCe cepBepbl kaxable 64
cekyHabl. lMocne nonyyeHusi NakeToB OTBETOB OT CEPBEPOB KIMEHT bunbTpyeT u
BblOMpaeT nakeTbl OTBETOB CO BCEX CEepBEpPOB W CUHXPOHU3MPYET Bpemsi C
onTUManbHbIM CEPBEPOM.

e [locrne nomny4yeHuss nakeTa 3anpoca Ha CUHXPOHU3aLMI0 BPEMEHW CEpPBEpP UCMONb3yeT
nokarnbHble Yacbl B Ka4eCcTBe 3TanOHHOrO UCTOYHMKA M 3anonHseT uHdopMauuein o
NoKanbHOM BPEeMEHW OTBETHbIN NakeT, KOTOPbIN OOMKEH ObiTb OTNPAaBMEH KNUEHTY, B
COOTBETCTBMU C TpeboBaHMSIMU NpOTOKONa.

Ha PucyHke 3-4 nokasaH dpopmaT nakeTa CUHXpPOHM3aumm BpemeHn NTP.

Yctponcteo A Yctponucteo B

A Time: 19:00:00 B Time: 19:30:20

Y

@

Originate Timestamp:

19:00:01 @

Receive Timestamp:
19:30:23

©)

Transmit Timestamp: @ Maker NTP Request
19:30:24

@ (2) Naker NTP Response

Receive Timestamp:
19:00:06

A 4

A

PucyHok 3-4. MpuHuun pabotbl NTP
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DEVICE-B (cokpawieHHO B) ucnonb3yetcs B KayecTBE WCTOYHMKA 3TanoHHbIX 4YacoB NTP,
DEVICE-A (cokpalleHHo A) ucnonssyetcs B kadecTse knneHta NTP, KOTOpbI CUHXPOHU3UpyeT
Bpems ¢ DEVICE-B. B MOMeHT BpemMeHU MecTHble Yackl A nokasbiatoT 19:00:00, a MeCTHble
Yyacbl B — 19:30:20.

1. A otnpaenget nakeT 3anpoca NTP. MecTtHoe Bpems (T0), korga nakeT oTnpaBngeTcd
n3 A, coctaenset 19:00:00 n 3anonHsaetca B Originate Timestamp.

2. Tlocne 2-cekyHOHOW ceTeBOW 3afepXku MecTHoe Bpems (T1), koraa B nonyyaet naket
3anpoca, coctaensieT 19:30:23 u 3anonHseTcs B Receive Timestamp.

3. B obpabatbiBaeT 3anpoc NTP 1 yepes cekyHAy oTnpaBnsieT oTBETHbIM nakeT NTP.
MecTHoe Bpemsi (T2), korga oTBETHbIV NakeT yxoauT us B, coctaBndeTt 19:30:24 n
3anonHsetcs B Transmit Timestamp.

4. Tlocne 2-ceKyHOHOW CETEBOW 3a4epPXKM A nosfydaeT OTBETHbIN NakeT. MecTHoe Bpems
(T3), koraa oTBeTHbINM NakeT NpubbiBaeT B A, coctasnseT 19:00:06.

KoHKpeTHble pacyeTbl AN CUHXPOHM3aLMK BPEMEHW crieaytoLme:

e A nonyyaet pasHuuy Bo BpemeHn B 30 MuHyT n 20 cekyHa mexay B n A, ncnonbays
dopmyny ((T1-TO)+(T2-T3))/2.

e A nony4yaeTt 4YeTbIpEXCEKYHAHYI0 3adepXKy naketa Tyaa u obpaTHo mexay A n B,
ncnonbaysi dpopmyny (T3-T0)-(T2-T1).

3.3.3.2. Pexxum pab6otbl NTP

e  PeXum BHELWHen CUHXPOHN3aL MM YacoB

B aTom pexume yCTpPOWCTBO WUCMONb3YeTCs U Kak cepBep, U Kak knueHT. MMpu nonyyeHum
3anpoCoOB Ha CUHXPOHM3ALMIO BPEMEHW OT APYrMX KIMEHTOB YCTPOWCTBO AOSMKHO cHadana
CMHXPOHM3UPOBAaTb BPEMS C YKa3aHHbIM CEPBEPOM 1 06eCrneynTb CUHXPOHM3ALMIO BpeMeHU Ais
KIMMEHTOB MOCIEe YCMNEeLHON CUHXPOHM3aLUN.

° Pexxnm oTtcyeTa nokanbHbIX YacoB

B atom pexunme yCTpOIZCTBO ncnonb3yeT JnoKalrbHblEe 4YacCbl MO YMOJIHaHUIO B KadecTBe
HaOEeXHOro UCTOYHMKA YacoB 1 obecneunBaeT CUHXPOHM3aL KMo BpeMeHn HenocpeacTtBeHHO AJiA
AOPYrnx KrnnmeHToB.

3.3.3.3. CBA3aHHas KoHcurypauus

HacTtpounka NTP-cepBepa
o  ®yHKkuMa NTP no ymonyaHuio OTKMOYEHa.

e 3anyctute komMaHgy ntp server, 4Tobbl ykasatb NTP-cepBep (BHELWHWA UCTOYHMK
3TarnoHHbIX 4acoB), KOTOPbIN MOXET BKMOUYNTL NTP.

o [locne HacTpoWnKM yCTPOMUCTBO paboTaeT B pexxnme BHELLHEro 3TarnoHa 4acos.
CMHXpPOHM3aLnA B pearibHOM BPeMeHU

Mo ymonyaHuo YCTPOWCTBO BbIMNOMHAET CUHXPOHU3ALMIO BpeEMEHU Kaxable 64 cekyHAbl.
OGHOBNEeHMe annapaTHbIX YacoB

e [lo ymon4yaHuO YCTPOWCTBO He OOHOBMSIET CUHXPOHU3MPOBAHHOE Bpems [0
annapaTHbIX Yacos.

e 3anyctute komaHgy ntp update-calendar, 4TOObl YCTPOWCTBO aBTOMaTU4ECKM
06HOBNANO annapaTHble Yackl KaXablvi pas nocrne ycrneLwHon CUHXPOHMU3aLMN BPEMEHN.

HacTpounka ocHoBHbIX YacoB NTP
e [lo ymMmonyaHuIo yCTPOMCTBO paboTaeT B PEXXMME BHELLUHMX 3TANOHHbIX YaCOB.
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e 3anyctute KOMaHAy ntp master, YTOObI HACTPOUTL YCTPOWCTBO HA PEXUM JOKarbHBbIX
3TaNoHHbIX 4YacoB.

3.3.4. AyteHTucpukauma Security NTP

UTtobbl npepoTBpatUTL 3roHamepeHHoe noBpexaeHne cepsepa NTP, NTP wucnonbayet
MEXaHN3M ayTeHTMduKauuu, 4Tobbl MPOBEPUTb, OEWUCTBUTENBbHO 1M MHGOpPMaumMs o
CMHXPOHM3aUUn BpeEMEHM NOCTynaeT ¢ 0O6bABNEHHOrO cepBepa, U NpPoBepUTb NyTb BO3BpaTa
NMHpopMaLMK, YTOObLI 06ecneynTb MexaHM3M 3aLmThbl OT MOMEX.

3.3.4.1. MprHUMN paboTbI

KnneHT NTP un cepsep NTP HacTpoeHbl C OOHUM U TeM Xe kniodom. MNpu oTnpaBke nakeToB
3anpoca u oTBeTa YCTPOUCTBO BbIYUCAET XELL-3HAYEHMS NAKeTOB C MOMOLLbLO anroputma MD5
Ha OCHOBE yKasaHHOro krnwo4a un cogepxumoro naketa NTP u 3anonHseTt xol-3HayeHus B
WHpopmMaLmm ayTeHTUdMKaLmm naketa. MNpuHUMatowee yCTpOMCTBO NPOBEPSET, OTNPAaBMEHbI
nn  nNakeTbl [JOBEpPEHHbIM YCTPOWCTBOM WNM  M3MEHEHbl Ha OCHOBE WHgopmauuu
ayTeHTudmKauuu.

3.3.4.2. CBsAi3aHHas KOHcurypauums

Hactpounka mexaHuama rmobanbHon ayteHTuUdukaumm Security ana NTP
e [lo ymonyaHuio mexaHu3m NpoBepku NognnHHocT Security NTP He BKITHOYEH.

e 3anyctuTe KOMaHAy ntp authentication, 4To6bl BKIOUYNTE MEXaAHN3M ayTeHTUMKaLnn
Security NTP.

HacTtpowka rmob6anbHoro knto4va ayreHTucpukauum ana NTP
° Mo yMON4aHUKo rnoGanbHbIi KIoY ayTeHTI/Id)I/IKaLl,VII/I HE HAaCTpPOEH.

e 3anyctute komaHgy ntp authentication-key, 4TOObl BKMOUMTL rnoGanbHbIA KITHOY
ayTeHTUpmkaumm NTP.

HacTpounka naeHtucdukatopa rnodanboHo goBepeHHOro knto4a ansa NTP
e Mo ymonyaHuio rmobanbHO A4OBEPEHHbI KoY HE HAaCTPOEH.

e 3anyctute KomaHgy ntp trust-key, 4Tobbl HaACTpPOUTbL YCTPOMCTBO B Ka4yecTBe
3TaNoOHHOIO0 UCTOYHMKA YacoB, YTOObl NPegoCTaBUTbL 4OBEPEHHbIN KMNOY AN BHELUHEN
CVHXPOHM3aLNN BPEMEHWN.

HacTtpoiika ngeHtucmkaTopa AOBepeHHOro Knio4a Ansi BHEWHEro MCTOYHMUKA
3TaNoHHbIX YacoB

3aI'IyCTI/1Te KomMaHgy ntp server, 4YTOObI YKa3aTtb BHELLUHWA 3TaNOHHbIA WUCTOYHUK, a Takke
p,osepeHan?l KoY 3TOro UCTO4YHMKa CUHXPOHU3aLnn.

3.3.5. NTP-koHTpOnb gocTtyna
3.3.5.1. MpuHUMN paboTbI

Ob6ecneybTe MMHMMarnbHYHO Mepy 6esonacHoCcTH, ncnonbays ACL.

3.3.5.2. CBA3aHHaA KOHdurypaums

Hactpownka npaB ynpaBneHust SocTynom ansa cnyxo6 NTP
e [lo ymonuyaHuto npaBa ynpasneHusa goctynom ana NTP oTcyTcTByioT.
e 3anyctute KOMaHAy ntp access-group, 4Tobbl HaCTpouUTb NpasBa gocTtyna Ans NTP.
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3.4. KoHdurypauusn

KoHdurypauus

OnucaHue n KomaHga

HacTporka O0CHOBHbIX

(ObsizatenbHo) Wcnonb3yetcsa ana  BkntodeHna NTP.  [Mocne

6e3onacHoctn NTP

yHkumn NTP BkrtodeHnss NTP  ycTtponctBo paboTtaeT B pexume BHELUHUX
3TaroHHbIX YacoB
ntp server HactpanBaeT NTP-cepBep
ntp update-calendar ABTOMaTUYECKM obHoBNsEeT
annaparTHble Yachl
(OnumoHaneHo) Mcnonb3yeTca Ang HAaCTPOWKN YCTPOMCTBA HA PEXUM
nokanbHbIX YacoB
ntp master HactpanBaeT master-yacoel NTP
(OnuwmoHanbHo) Mcnonbayetca Ansa oTknoyveHns NTP
no ntp OtkntoyaeT Bce pyHKuum NTP n
oynwaeTr BCe KOHurypauumm
NTP
ntp disable OTknoYaeT nosnydeHne MnakeToB
NTP ¢ ykasaHHOro nHtepcenca
ntp service disable OTtkniovaeT cnyxoy
CUHXpOHM3aumn BpemerHn NTP
HacTponka (OnumoHaneHo) WUcnonb3dyetcs gns  NpeaoTBpalleHuMs  MoMmex
ayTeHTudmkaumnm CYHXPOHM3aLUUN BpEMEHN Ha YCTPONCTBE OT HEHAAEXHbIX MCTOYHUKOB

TAKTOBOIo curHarsna

ntp authenticate Bkntovaet MEXaHN3M
ayTeHTudmkauumn security

ntp authentication-key HacTtpauBaeT rnobanbHbIn KoM
ayTeHTuukauum
ntp trusted-key HacTpavBaeT [OBEPEHHbIV KoY

Ana CUHXpoHU3auun BpeMeHU

ntp server HactpanBaeT goBepeHHbIN KoY
AN BHELWHero  3TaroHHOro
NMCTOYHUKA CUHXPOHM3aLMN
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KoHdurypauus OnucaHuve n KomaHaa

Hactponka koHTpons | (OnumoHanbHo) Mcnonb3dyetcs and  dwunbTpaumMm  UCTOYHMKOB

goctyna NTP nony4eHHbIx NTP-nakeToB

ntp access-group HacTtpauBaeT npaBa ynpaeneHus
poctynom ons NTP

3.4.1. HacTpounka oCHOBHbIX (pyHKUMK NTP

3.4.1.1. AcpheKT KoHduUrypaumm

PeXXum BHelwlHeW ONOPHOM YacToThbl

Mcnonb3ynte YCTPOMCTBO B Ka4yecTBe KNMEHTa AN CUMHXPOHM3auUW BPEMEHU OT
BHELLIHEro 3TanoHHOrO MCTOYHMKA YacoB C NoKanbHbIMWU Yacamu.

lNocne ycnewHoOn CUMHXPOHM3aUMWU BPEMEHWN MCMNOSb3YyNTe YCTPOMCTBO B KadecTee
cepBepa CUHXPOHM3aLMN BPEMEHU, YTOOLI 06eCneYnTb CUHXPOHM3ALNI0 BPEMEHU.

Pexunm oTcyeTa nokKasnbHbIX YacoB

Mcnonb3yiiTe nokanbHble Yackl yCTPOMCTBA B KA4eCTBE UCTOYHMKA 3TarnoHHbIX YacoB NTP ans
obecrneyeHns CUHXPOHWU3aLMMN BPEMEHW.

3.4.1.2. MNpumeyaHusn

B pexume knueHT/cepBep YCTPOMCTBO MOXHO MCMOMNb30BaTb B KadecTBe cepsepa
CYHXPOHM3auun BpeMeHn anga obecneyeHnsi CUHXPOHM3auun BpeMeHU TOMbKO nocne
YCNEeLwHOM CUHXPOHM3aLUMM BPEMEHN C HAAEXHbBIM BHELULHUM UCTOYHMKOM YacoB.

Mocne HacTpoOWKM pexmma rokanbHbIX 3TanoHHbIX 4acoB cucTemMa He Oyaet
CMHXPOHN3UPOBaTb BPEMSI C UCTOYHMKOM YacoB ¢ 6onee BbICOKMM stratum.

HacTpoiika nokanbHbIX 4acoB B KayecTBe master-4acoB (OCOGEHHO MpW yKasaHuu
HWDKHEro stratum) MoxeT nepesanucaTb AEUCTBYHOLLMIA UCTOYHMK 4YacoB. Ecnn aTa
KOMaHZa UCMonb3yeTcs AN HECKOMbKUX YCTPOMCTB B CETW, pasHuLa B Yacax mexay
YCTPOMCTBaMMN MOXET NPUBECTU K HECTAaBUINbHOWM CUHXPOHU3ALMN BPEMEHU B CETMU.

Mpexge 4Yem nokanbHble Yacbl ByayT HaAcTpOeHbl B KadecTBe master-4yacos, ecnu
CMCTEMA HUKOrA4a He CUHXPOHWU3UPYET BPEeMSA C BHELUHWM WMCTOYHWKOM 4acoB, Bam
MOXeT NoTpeboBaTbCHA BPYYHY OTKanubpoBaTb CUCTEMHbIE Yackl, YToObl ybeanTbcs B
OTCYTCTBMM Ype3MePHON pa3HuLbl. [lononHUTenbHbIE CBEAEHNS O PyYHOU KannbpoBke
CMCTEMHbIX YacoOB CM. B pasgene KOH(Urypauum CUCTEMHOIO BPEMEHW B PYKOBOACTBE
System Configuration.

3.4.1.3. larn HacTpounku

HacTtponka NTP-cepBepa

(O6sazatenbHO) [lormkeH ObITb ykasaH XoTs 6bl OANH BHELHWA UCTOYHMK 3TarOHHbIX
YyacoB (MOXHO HacTpouTb He Gonee 20 pasnMyHbIX BHELIHUX MCTOYHMKOB 3TANOHHbIX
4yacos).

Ecnn Heobxogmmo HacTpouTb kntod NTP, Bbl JOMMKHbI HACTPOUTL ayTEHTUUKaLMIO
security NTP nepepn HacTporikon cepBepa NTP.

ABTOMaTU4YeCcKoe OOGHOBNEeHue annapaTtHbIX YacoB

OnuuoHanbHo.
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¢ [lo ymonuaHuio cuctemMa o6HOBMSIET TONBKO CUCTEMHbIE Yachkl, HO He annapaTHbIe Yachl
nocre ycnewHon CUHXPOHM3ALMN BPEMEHN.

e [locne HacTpoMKM 3TOM KOMaHAbl CMCTEMA aBTOMATMYECKM OOHOBMSET annapaTHble
Yyachbl Nocne ycrneLwwHon CUHXPOHMU3aLUNN BpEMEHN.

Hactpownka master-yacoB NTP

YTo6bl NEepekniounTb YCTPOWCTBO B PEXUM NOKamNbHbIX 3TANOHHLIX 4acoOB, BbINOMHUTE 3Ty
komaHay.

OTtkntoyeHue NTP
e Y706kl OTKNIOYMTE NTP 1 04ncTuTb HacTponkm NTP, BbINONHUTE KOMaHA4y No ntp.

e [lo ymonyaHuio Bce HTEepdencsl MoryT nony4vats naketsl NTP nocne BkroyeHns NTP.
Ytobbl oTkounTe NTP ang ykasaHHoOro nHTepdpenca, BeinonHMTe koMaHgy ntp disable.

OTKnoYeHue crnyXxobl cCUHXpoHU3auun BpemMeHn NTP

NTP paboTtaeT B pexume knueHT/cepep. [locne Toro, kak yctporctBo NTP cuHXpoHM3npyeT
BpPEMSA C BHELUHUM HaAeXHbIM WMCTOYHWMKOM 4acoB, OHO CHYXUT CepBepoM BpeMeHu Ong
npegocTaBneHnsa cnyxbbl CUHXpPOHM3auMM BpeMeHu. Ecnu  ycTpOMCTBO MpPOCTO  HYXXHO
obcnyxumBatb B kadecTBe knveHTa NTP, HacTpomte komaHgy ntp service disable, 4Tobbl
OTKITOUUTB CIYX0Y CUHXpPOHM3aLumm BpeMmeHn NTP.

3.4.1.4. NpoBepkKa

e 3anyctuTe koMaHgy show ntp status, 4To6bl 0TOGpa3nTb KoHdUrypauuio NTP.

e 3anyctute koMaHay show clock, 4ToGbl NpPoBEPUTHL, 3aBepLUEHA NN CUHXPOHU3aLUS
BPEMEHMW.

3.4.1.5. CBA3aHHbIe KOMaHAbI

Hactpownka NTP-cepBepa

KomaHga ntp server[ oob | vrf vrf-name]{ ip-addr | domain | ip domain | ipv6
domain}[ version version] [ source if-name] [ key keyid][ prefer] [ via
mgmt-name ]

Onucanwue 00b: ykasbIBaeT, NpMBA3aH NI UCTOUHUK TArIOHHbIX YacoB K MHTepdiency
napameTpoB MGMT.

vrf-name: ykasbiBaeT umsa VRF, npuBs3aHHOro K 3TariloHHOMY WMCTOYHUKY
4Yacos.

ip-addr: ykasbiBaeT agpec |IPv4/IPv6 ncTouHMKa 3TanoOHHbIX 4acoB
domain: ykasbiBaeT JoMmeHHoe nms IPv4/IPv6 NCTOYHMKA STanOHHbIX 4acoB.
version: ykasbiBaeT Homep Bepcun NTP B gnanasoHe oT 1 go 3.

if-name: ykasbiBaeT Tun WHTepdenca, Bkmwyasa AggregatePort, Dialer
GigabitEthernet, Loopback, Multilink, Null, Tunnel, Virtual-ppp, Virtual-
template n VLAN.

keyid: ykasbiBaeT K4, MWCMAOMb3yEeMbIN AN CBA3UM C  MCTOYHMKOM
3TaNoHHbIX YacoB, B Anana3oHe oT 1 4o 4 294 967 295.

prefer: ykasbiBaeT, MMeeT NN WCTOYHUK ITaANOHHbIX YacOB BbICOKWN
npuopuTer.
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mgmt-name: 3agaeT UCXOAALWNN MHTepdENC yrpaBrneHns ans nakeToB B
pexxume oob

Pexum komaHg,

Pexxnm rmobanbHon KoHdurypauum

PykosogcTteo no
NCNonb30BaHWIO

Mo ymonyanuto cepeep NTP He HacTpoeH. KnueHTckaa cuctema QTECH
nogaepxuneaeTt B3aumopenctene ago 20 NTP-cepBepoB. Bbl MmoxeTte
HaCTPOMTL KITHOY MPOBEPKM NOASMHHOCTU ANS KaOoro cepsepa (mocrne
HacTporku rnobanbHOM NPOBEPKM MNOLMMHHOCTU U COOTBETCTBYHOLLEIO
Kntoya), 4Tobbl MHUUMMPOBATL 3aLIMEPOBAHHYIO CBA3b C CEpBEpPaMMU.

NMPUMEYAHUE: ecnu He06Xx0aNMMO HAaCTPOUTL KoY ayTeHTudmKaumu, Bbl
OOJDKHbI HacTpouTb ayTeHTudukauuio NTP security nepen HacTpoKrkon
NTP-cepsepa.

Bepcua NTP no ymonyaHuto ans cessm ¢ cepsepom — NTP Bepcum 3.
Kpome Toro, Bbl MOXeTe HacTpOUTb MCXOOHbBIN MHTEpdENC AN nepenayn
NTP-nakeToB 1 yka3aTb, YTo NTP-nakeTbl OT COOTBETCTBYHOLLIErO cepBepa
MOryT GbITb NONy4YeHbl TONBKO HA NepeaaroLllem uHTepdence

O6HoBMeHMe annapaTHbIX YacoB

KomaHpa

ntp update-calendar

Pexnm komang

Pexxnm rmobanbHon KoHdurypauum

HaCTpOVIKa JTIOKaJibHOro UCToO4YHUKa 3TajiIOHHbIX YacoB

KomaHga ntp master[stratum]
Onucaxne stratum: ykasbiBaeT stratum nokanbHbIX YacoB B AuanasoHe oT 1 go 15.
napameTpoB 3Ha4yeHne no ymonyaHmio — 8

Pexum komaHg

Pexxmum rnobanbHon KoHdurypaumum

OTtknioyeHue NTP

KomaHpga

no ntp

Pexum komaHg

Pexxum rnobanbHon KoHurypauum

PykosoacTteo no
NCMNonb30BaHWIO

OTy KOMaHOy MOXHO WCMONb30BaTb AN ObICTPOro OTKMOYEHUA BCEX
PyHKUMA NTP 1 ouncTkm Bcex koHurypaumi NTP

OTtknioueHue npuema naketoB NTP Ha nHtepdence

KomaHpa

ntp disable

Pexum komaHg

Pexxum koHurypaumm nHtepderica
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OTKnoYeHue cnyXobl CUHXPOHU3aLUN BpeMeHu, npeaoctaBnaemon NTP

KomaHpa

ntp service disable

Pexum komaHg,

Pexxnm rmobanbHon KoHdurypauum

PykosoacTteo no
NCMNOMb30BaHUIO

OTa KomaHga oTkn4vaeT cnyxby cuHxpoHusaummn spemeHn NTP. Nocne
HacTpoMKM  3TOW  KOMaHObl  BHELWHWE  YCTPOUCTBA He  MOryT
CUHXpOHU3upoBaTb Bpemss € yctpouctBa NTP (ata komaHga
nogaepXmnBaeTcs TOMNbKO B HEKOTOPLIX BEPCUSIX)

3.4.1.6. NMNpumep KoHcpUrypaumm

PeXxunm BHeWHUX 3TanoHHbIX YacoB NTP

CueHapui:
Yerponcetso C Ycrponcteo B Yctponcteo A
192.168.1.1
Gi 0/1 Gi 0/0
192.168.2.1 192.168.1.2

PucyHok 3-5.

DEVICE-B HacTpoeH Ha pexXMM BHeLLHen onopHon YacTtoTbl NTP.

DEVICE-A ucnonb3yeTcs B KayeCTBe MCTOYHMKA 3TANOHHbLIX YacoB Aris
DEVICE-B.

DEVICE-C cuHxpoHuaupyeT Bpems ¢ DEVICE-B

LLarn HacTponkn

DEVICE-A HacTpamBaeT nokanbHbleé 4acbl B KadecTBe MWCTOYHMKA
3TanoHHbIX YacoB NTP.

DEVICE-B HactpamBaeT DEVICE-A B kayecTBe MCTOYHMKA STaNOHHbIX
4acos.

DEVICE-C HacTtpanBaet DEVICE-B B Ka4yeCcTBe MCTOYHMKA 3TANOHHbIX
Yyacos

DEVICE-A

A#configure terminal
A(config)# ntp master
A(config)#exit

DEVICE-B

B#configure terminal
B(config)# ntp server 192.168.1.1
B(config)# exit

DEVICE-C

C#configure terminal
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C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka

3anyctute komaHay show ntp status Ha DEVICE-B, utobbl oTo6pasnTb
KoHpurypaumio NTP.

DEVICE-B oTnpaBnsieT nakeT CMHXpOHM3aunn BpemeHn Ha 192.168.1.1,
4YTO6bl CMHXPOHU3NpoBaTb Bpems ¢ DEVICE-A.

lNocne ycnewHon cuHxpoHunsaumm BpemeHn ¢ DEVICE-A DEVICE-B
MOXET OTBETUTb Ha 3anpoc CUHXPOHU3aunn speMenn ot DEVICE-C.

3anyctute komaHgy show clock Ha DEVICE-B u DEVICE-C, 4T06bI
NPOBEPUTb, YCMNELIHO N BbINOSIHEHA CUHXPOHM3aLMSA BpeMEHU

JlokanbHbIN peXnUM 3TanoHHbIX YacoB NTP

Cuenapun:

Yerpownctso C YcTtponctso B

Gi 0/1
192.168.2.1

PucyHok 3-6.

DEVICE-B HacTpavBaeT nokanbHble 4acbl B KadeCTBE MWCTOYHMKA
3TanoHHbIX YacoB NTP.

DEVICE-C cuHxpoHuaupyeT Bpems ¢ DEVICE-B

LLarn HacTponku

DEVICE-B HacTpamBaeT nokanbHble 4acbl B KadecTBe MWCTOYHMKA
aTanoHHbIX YacoB NTP.

DEVICE-C HacTtpauBaet DEVICE-B B kayecTBe MCTOYHMKA 3TaNOHHbIX
YacoB

DEVICE-B

B#configure terminal
B(config)# ntp master
B(config)# exit

DEVICE-C

C#configure terminal
C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka

3anyctute komangy show clock Ha DEVICE-C, 4yTto6bl npoBepuTb,
YCMELUHO N BbINOSIHEHA CUHXPOHU3ALNS BPEMEHMN
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3.4.2. Hactpouka ayteHTUudmnkaumnm 6esonacHoctu NTP

3.4.2.1.

AdheKkT KOHUrypaumm

CMHXpOHVI3aLlM9I BpeMeéHn 3 HaaexHoro MCToOYHUKa 3TaJioHHbIX YacoB

|/|CI'IOJ'Ib3yl7ITe yCTpOIZCTBO B Ka4decCcTBe KIMeHTa ANnA CUHXPOHU3auunm BpeMEHUN TOJIbKO W3
AOBEPEeHHOro BHewHero 3TafioHHOro ICTO4YHMKa 4acoB C J10KalribHbIMU YaCaMW.

O6ecneyeHne CUHXPOHU3ALUM BpeMeHU ANsi AOBEPEHHOro yCTponcTBa

|/|CI'IOJ'Ib3yl7ITe JlOKarnbHbl€e 4Yachbl yCTpOIZCTBa B KayeCTBe MCTOYHMKA 3TanoHHbIX YacoB NTP,
4YTOOLI 0bEecneunTb CUHXPOHM3aLUunto BpemMeHn TOJIbKO OJ1d 4OBEPEHHOIO yCTpOIZCTBa.

3.4.2.2.

NMpumeyaHusn

Kntoun ayTeHTMdMKaLMN KNneHTa 1 cepBepa OOMMKHbI ObiTb 0AUHAKOBBLIMMU.

3.4.2.3.

LWWarn HacTponku

Hactpownka mexaHuama rnob6anbHon Security ayteHTudumkaumm gna NTP

ObsasaTenbHbIN.
Mo ymonuyaHu1Io YCTPOMCTBO OTKITIOYAaET MeXaHn3M Security ayTeHTudukaunm.

HacTtpouka rmo6anbHoro knio4ya ayteHTudpmkaumm ana NTP

Ob6asaTenbHbIN.
Mo ymonuyaHuio ons ycTponcTeBa He HACTPOEH KITHOY ayTEHTUUKaLMK.

HacTtpowka rmob6anbHO goBepeHHOro knro4a ana NTP

OnuvoHanbHo.

Uto6bl obecneunTb CUHXPOHM3ALMIO BPEMEHW AONS [OBEPEHHOr0 YCTPOWCTBA,
HeobXoOMMO YyKas3aTb [OOBEPEHHbIM KIY MNPOBEPKM MNOASIMHHOCTM C  MOMOLLBHO
noeHTugukaTopa Kroda.

MO>XHO HaCTPOUTb TONBKO OAMH AOBEPEHHbBIN KMNtoY. YKasaHHbIN KoYy ayTeHTudunkaumm
AOMMKEH COOTBETCTBOBATb KNOYY JOBEPEHHOrO YCTPOWCTBA.

Hactponka waeHTUdmMKaTopa kKnwva ayTeHTUdMKaumMm pOnsa  BHELHero
MCTOYHMKA 3TaNIOHHbIX YacoB

3.4.2.4.

OnumoHanbHo.

YT100bl CUMHXPOHM3NPOBATb BPEeMS C [OBEPEHHbIM MCTOMHMKOM 3TaNlOHHbIX 4acoB,
HeobXoAMMO YyKasaTb [OBEPEHHbIN KMOY MPOBEPKM MOAMMHHOCTM C  MOMOLLBIO
naeHTUdMKaTopa Krova.

Kaxgblh OOBEPEHHbIA MCTOYHMK 3TarNOHHbIX YacOB COMOCTaBMISIETCA C  KOYOM
ayTeHTUpmkaumm. Knoum ayTeHTUMKaumMm OomkHbl OblTb COrflacoBaHbl C KroYamu
AOBEPEHHbIX NCTOYHNKOB 3TarlOHHbLIX 4YacoB.

lNMpoBepka

3anyctute komaHgy show run, 4tobbl npoBepuTb KoHdUrypauuio NTP.

3anyctute komaHgy show clock, 4yTobbl NpoBepUTb, CUHXPOHU3UPYETCH NN BPEMS
TOIMbKO C JOBEPEHHBIM YCTPOMCTBOM.
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3.4.2.5. CBAA3aHHble KOMaHAbI

BknioyeHne mexaHnsma ayteHTudpukaumm Security

KomaHga

ntp authenticate

Pexum komaHg

Pexum rnobanbHon KoHUrypauum

PykoBoacteo no
MCMOJIb30BaHUIO

Mo ymMonyaHuIo KNMEHT He UCMOoNb3yeT MeXaHN3M NPOBEPKN NOAMMHHOCTM
rnobanbHon Security. Ecnn mexaHusMm ayTeHTudukauum Security He
ncnonb3yeTcs, cBaA3b He ByaeT 3awmndposaHa. MnobanbHOro nHaukaTopa
Security HegocTaTo4HO, YTObObI MPEANONOXUTL, YTO CBA3b MEXAY KIMEHTOM
N cepBepoM peanu3oBaHa B 3alumdpoBaHHOM Buae. [pyrue rnobanbHble
KMOYM 1 KITHOY LWIMAPOBaHUA ANs cepBepa Takke AOMMKHbI ObITb HACTPOEHbI
AN UHULUMMPOBAHUSA 3aIMPOBaHHOM CBA3W MeXAY KIMEHTOM 1 CEPBEPOM

HacTtpowuka kntoya rno6ansHou ayTeHTUdMKaUnm

KomaHga ntp authentication-key key-id md5 key-string [enc-type]
Onucanue key-id: ykasbiBaeT ngeHtudmkaTop rnobanbHoro Knoya aytTeHTugmkauum B
napameTpoB AnanasoHe oT 1 0o 4 294 967 295.

key-string: ykasblBaeT CTPOKy Krtoya.

enc-type: (OnuMoHanbHO) ykasblBaeT, 3amndpoBaH Nv BBEAEHHbIN Knto4. 0
yKasblBaeT Ha OTCYTCTBME WKUGPOBaHMS, a 7 YyKasblBaeT Ha MNpoOCToe
wnepoBaHme. HacTponkon MO  yMofnYaHWo SABNAETCS  OTCYTCTBUE
LWndppoBaHus

Pexum komaHg

Pexxum rnobanbHomn KoHdurypaumum

Hactpownka poBepeHHoro knro4va gna NTP

KomaHga ntp trusted-key key-id
Onuncanue key-id: ykasbiBaeT ngeHTudunkaTop 4OBEPEHHOMO KIlloya B AnanasoHe oT 1
napameTpoB 0o 4 294 967 295

Pexnm komaHg

Pexwnm rnobanbHon KoHUrypaumm

Hactponka noBepeHHOro kno4a ansA BHELWHero UCTOYHMKA 3TaNlOHHbIX YacoB
Cwm. pasgen «CBsi3aHHble KOMaHObI».
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3.4.2.6. NMpumep KoHcpUrypauumm

AyTteHTUdMKauma Security

CueHapui:
YcrpowicTteo C YectponcTeo B YctporcTeo A
192.168.1.1
Gi 0/1 Gi 0/0
192.168.2.1 192.168.1.2

PucyHok 3-7.

e DEVICE-B HacTpoeH Ha paboTty B pexume knueHt/cepeep NTP wu
npegoctaenaet cnyx6bl NTP, Tpebyiowme npoBepkn MNOLMMHHOCTU
Security gna DEVICE-C. Knwoy ayteHTndmkaumm — «abed».

o DEVICE-A ncnonb3yeTcs B KQ4eCcTBE UCTOYHMKA 3TarnoHHbIX YacoB A1s
DEVICE-B.

e DEVICE-C cunxpoHunsmpyet Bpems ¢ DEVICE-B

LWarn e DEVICE-B HacTtpauBaeT DEVICE-A B KayecTBe UCTOYHMKA STANOHHbIX
HaCTPOWKK YacoB.

e DEVICE-C HactpanBaeT DEVICE-B B kauecTBe UCTOUYHMKA STANOHHbIX
Yyacos

DEVICE-B B#configure terminal

B(config)# ntp authentication-key 1 md5 abcd
B(config)# ntp trusted-key 1

B(config)# ntp server 192.168.1.1

B(config)# exit

DEVICE-C | C#configure terminal

C(config)# ntp authentication-key 1 md5 abcd
C(config)# ntp server 192.168.2.1 key 1
C(config)# exit

MNposepka e DEVICE-B otnpaBnsieT nakeT CUHXPOHU3aLUMM BPEMEHW, coaepXaLlnn
nHcopmaumto 06 ayTeHTMdukaumm, Ha agpec 192.168.1.1, 4TOObI
CUHXpOHU3upoBaTb Bpems ¢ DEVICE-A.

e 3anyctute komaHgy show clock Ha DEVICE-B, 4Tt0bbl npoBepuThb,
YCMELUHO N BbINOSIHEHA CUHXPOHU3ALNS BPEMEHMN
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3.4.3. Hactpouka koHTpons goctyna NTP

3.4.3.1. AcpheKT KoHdUrypaumm

KoHTponb poctyna k cnyxbam NTP ob6ecneunmBaeT MuHMMarnbHytdo Mepy 6e3onacHoCTu
(security). bonee ©es3onacHbiIM  METOOOM  SIBMSIETCS  UCMOSfb30BaHME  MexaHu3ma
ayTeHTUpmkaumm NTP.

3.4.3.2. MNpumeyvaHun

e B HacToswee BpeMs cuctema He noaaepKnBaeT KOHTPOSbHBIN 3anpoc (MCnonb3yeTcs
ansa ynpaeneHuss NTP-cepBepaMu € NOMOLLbIO YCTPOWCTB YMNpPaBreHUs CeTbIo, Takux
Kak yCTaHOBKa MHAOMKATOpa CEeKyHAbl KOOpAMHALMU WUNN MOHUTOPUHI ero paboyero
COCTOSIHMSA). XOTsi  COMOCTaBneHWe npaBwui  peanu3oBaHo B Npeablaylien
nocrnenoBaTenbHOCTU, HUKaKMe 3anpochkl, CBSI3aHHbIE C YNPaBnsoWUMI 3anpocamu, He
noaaepK1BatoTCs.

e Ecnu npaeuno ynpaBneHus 4OCTYNOM He HAacTPOEHO, BCe BUAbI AOCTYNa pa3peLUeHbl.
Ecnn HacTpoeHo kakoe-nubo npaBuo ynpaeneHust [OCTYynoMm, MoryT ObiTb
peanunsoBaHbl TONbKO AOCTYMbl, pa3peLleHHbIe 3TUM MPaBUIIOM.

3.4.3.3. CBA3aHHasA KOHdurypaums

Hactpowka npaB goctyna ana NTP
e  OnuyuoHanbHo.

e 3anyctute KomaHgy ntp access-group, 4YToObl HACTPOMTbL NpaBa ynpaBreHus
aocTtynom u cootseTcTaytowmn ACL gna NTP.

3.4.3.4. NpoBepka

3anycTtuTte kKoMmaHay show run, 4ToGbl NpoBepUTb KoHdUrypauuo NTP.

3.4.3.5. CBAA3aHHble KOMaHAbI

HacTtpowka npaB ynpaBneHusi LOCTYyNnoM Ans cnyxo6 NTP

KomaHga ntp access-group { peer | serve |serve-only | query-only }access-list-
number | access-list-name

Onucanve peer: no3BonfdeT 3anpawmBaTtb BpemMs M yNpasnATb 3anpocoM Ans

napameTpoB nokanbHblx cnyx6 NTP, a Tawke no3Bonsdet nokarbHOMY YCTPOWCTBY
CMHXPOHM3NPOBATb BpPeMSA C YyAaneHHOW CUCTeMOoWn (ronHble npasa
goctyna).

serve: paspelwaeTr 3anpoc BPEMEHM U KOHTPOSibHbIM 3anpoc Ang
nokanbHblx cnyx6 NTP, HO He no3BonseT nokanbHOMY YCTPOWCTBY
CVYHXPOHU3NPOBaTb BPeMS C yAarneHHON CUCTEMOWN.

serve-only: paspeluaeT TONbKO 3anpoc BpeMeHU Afis NoKanbHbIX CryX0
NTP.

query-only: paspelliaeT TONbKO KOHTPOMbHBLIN 3anpoc Ans fokKanbHbIX
cnyx6 NTP.

access-list-number: ykasbiBaeT Homep IP ACL B ananasoHe ot 1 oo 99 n ot
1300 pgo 1999. MNMogpobHee o Tom, kak co3paTtb IP ACL, cm. B pasgene
ACL&QoS Configuration/Hactpowka ACL.
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access-list-name: ykasbiBaeT nms IP ACL. NogpobHee o ToM, Kak co3gaTtb
IP ACL, cm. B pasgene ACL&QoS Configuration/HacTtponka ACL

Pexum komaHg

Pexxnm rmobanbHon KoHdurypauum

PykosoacTteo no
NCNonb30BaHWIO

HacTponTe npasa ynpasneHusa goctyrnom NTP.

Korpga noctynaet 3anpoc Ha goctyn, cnyk6a NTP conoctaensieT npasuna
B MocrnegoBaTeNbHOCTM OT MWHUMANbHOIMO OrpaHuMyeHus goctyna no
MakCUManbHOro  OrpaHuMyYeHuMs JocTyna W UCNONb3yeT  nepBoe
coBnagatoiee npasuno. CooTBeTCTBYHOLAA NOCNef0BaTENbHOCTb MOXET
OblTb peer, serve, serve-only, and query-only (peer, oGcnyxmeatoLmn,
TOMbKO Ans 06CnyXnMBaHWS 1 TOMbKO 45151 3arnpoCcoB)

3.4.3.6. NMNpumep KoHcpUrypaumm

HacTtpoika npaB ynpaBneHust goctynom NTP

LWarn PaspelumTb TonNbKo ycTponuctBy ¢ IP-agpecom 192.168.1.1 oTnpasnsaTb 3anpoc
HACTPOMKN | CUHXPOHM3aLUN BPEMEHUN Ha NOKanbHOEe YCTPOWCTBO

QTECH(config)# access-list 1 permit 192.168.1.1
QTECH(config)# ntp access-group serve-only

3.5. MOHUTOPUHT

3.5.1. OTobpaxeHue

OnucaHue

KomaHaa

show ntp status

OTob6pakaeT TekyLyto nHpopmaumo NTP

3.5.2. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypchbl 3aHATbI NPy BbIBOAE OTNago0uHON MHpopmaLmun. MNMoatomy
OTKNtoYamnTe OTnaaKy cpasy nocre UCnonb30BaHUS.

OnucaHue

KomaHga

debug ntp

BkntovaeTt otnagky

no debug ntp

OTkniovaeT oTnagky
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4. HACTPOMUKA SNTP
4.1. O630p

lMpocTon npoTtokon ceTeBoro BpeMmeHn (SNTP) — 3To ynpoLueHHasi BEpcus MPOTOKOSa CETEBOIO
BpemeHn (NTP), KoTopbld wucCnonb3yeTcd And CUHXPOHU3aUUM YacoB KOMMbLIOTEPOB B
MHTepHeTe. SNTP npumeHsieTca B CLeHapusix, rae HeT HeoBGXOAMMOCTU UCMOoNb3oBaTb BCE
OyHKUMM NTP.

NTP ncnonb3yeT CNoXHbIN anroputM 1 npeabasnaeT 6onee Bbicokme TpeboBaHMsA K cucteme,
Ttorga kak SNTP wncnonb3yet Gonee npocton anroputm u obecneumBaeT ©onee BbICOKYHO
npousBoanTenbHocTb. Kak npasBuno, ToyHocTb SNTP MoxeT gocturatb 1 cekyHObl, 4TO
COOTBETCTBYET OCHOBHbIM TpeboBaHusaM 6onblUMHCTBA cueHapueB. [lockonbky naketbl SNTP
aHanornmyHbl naketam NTP, knneHT SNTP, peanu3oBaHHbIA Ha YCTPOWCTBE, MNOSTHOCTLIO
coBMecTUM c cepBepom NTP.

MpoToKkonbl U cTaHaapThbl
RFC 2030: npocTtoun npoTokon ceteBoro BpemeHn (SNTP) sepcum 4 gnga IPv4, IPv6 n OSI.

4.2. NMpunoxeHus

MpunoxeHune OnucaHue

CuHXPOHM3aLMA BPEMEHM C | YCTPONCTBO WCMOMb3YEeTCA Kak KIMEHT ANA CUHXPOHM3aLuu
cepBepom NTP BpeMeHu c cepsepom NTP

4.2.1. CuHxpoHun3auua spemeHu c cepsepom NTP

4.2.1.1. CueHapun

Kak nokasaHo Ha PucyHke 4-1, DEVICE-B vcnonb3yeT nokanbHble Yackl B Ka4eCTBe UCTOYHMKA
aTanoHHbIx YacoB NTP 1 obecneunBaeT cnHxpoHusauuio Bpemenn ans DEVICE-C.

DEVICE-C ncnonb3syetcs kak knneHT SNTP ans cuHxpoHusauun spemendn ¢ DEVICE-B.

Yerponctso C YcTponcTtso B

Gi 01
192.168.2.1

PucyHok 4-1.

4.2.1.2. PasBepTbiBaHue

o VYkaxute DEVICE-B B kauecTtBe cepepa SNTP ans DEVICE-C.
e Bkntouute SNTP ans DEVICE-C.
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4.3. PyHKUUMU

4.3.1. ba3oBble KOHUeNnTbl

SNTP-naket

SNTPV4 paspaboTaH Ha ocHoBe NTP n npussaH ynpoctutb yHKumm NTP. 3T0 He nameHsieT
cneumdpukaumm NTP n ucxogHyto peanusauyunio NTP. ®opmat coobuieHna SNTPV4 Ttakon xe,
kak y NTP, onpegeneHHbln B RFC1305, TonbKo HekoTopble NoNsa AaHHbIX MHULWANU3MPYIOTCS B
npegycraHoBMeHHbIe 3HaYeHNs.

Kak onpegeneHo B RFC1305, SNTP wucnonb3yeT nnd nepefadm naketbl MNpOTOKOMa
nonb3oBartenbckux gatarpamm (UDP), a ngeHtudpumkatop ncnonssyemoro nopta UDP — 123.

PucyHok 4-2 nokasblBaeT hopMat naketa CMHXpoHM3auum spemeHn SNTP.

0 7 15 23 31

LI | VN Mode Stratum Poll Interval | Precision

Root Delay (32 buta)

Root Dispersion (32 buta)

Reference Clock |dentifier (32 buta)

Reference Timestamp (64 6uta)

Originate Timestamp (64 6uta)

Receive Timestamp (64 6urta)

Transmit Timestamp (64 6uta)

Authenticator (onumnoHansHo 96 6uTa)

PucyHok 4-2. dopmaTt naketa CUHXpOoHU3auuu spemeHn SNTP

e WHaoukaTtop cekyHabl koopauHauuwm  (LI):  ykasbiBaeT  2-OMTHbIM  UMHOUMKATOP
[AOMOSTHUTENBHON CEKYHAbI.
NMPUMEYAHUE: 00: ykasbiBaeT Ha OTCyTCTBME npegynpexgawoowen uHgpopmaumu; 01:

yKasblBaeT, YTo B npeabiayLien mnHyte 61 cekyHaa; 10: ykasbiBaeT, 4To B NpeabiayLlen MUHyTe
59 cekyHg; 11: ykasbIBa€eT, YTO Yacbl HE CUHXPOHM3NPOBAHbI.

e Howmep Bepcum (VN): ykasbiBaeT 3-6MTHbIM HOMep Bepcun NTP/SNTP. Tekywwnii Homep
Bepcun — 3.

e Pexum (Mode): ykasbiBaeT 3-6uTHbIN pabounin pexxum SNTP/NTP.

NMPUMEYAHMUE: 0: ykasbiBaeT Ha OTCyTCTBME onpeaeneHus; 1: ykasblBaeT Ha CUMMETPUYHYIO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHBIA NaccuB; 3: yKkasbiBaeT Ha KNUeHTa; 4: ykasbiBaeT
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Ha cepBep, 5: YKa3blBaeT Ha LWMpOoKoBeLlaHne; 6: YKa3blBaeT ynpaBJiAlOLLYHO VIH(*)OpMaLI,VII-O; 7.
3apes3epBmnpoBaHoO.

Stratum: ykasbiBaeT 8-OMTHbIM Stratum (cnomn) nokanbHbix YacoB. 0: ykasblBaeT Ha
oTcyTCcTBME onpegeneHus; 1: ykadblBaeT master-uCTOYHWK 3TanoHHbIX 4acoB; apyrue
3Ha4YeHuA: yKasblBaOT Slave-MCTOYHUKM STarOHHbIX YacoB.

Poll Interval (MHTepBan onpoca): ykasbiBaeT MHTEpBasn onpoca (B CeKyHOax), KOTOPbIN
npeacrasnseT cobon 8-6utHoe Lenoe 4mcro.

Precision (To4HOCTb): ykasblBaeT TOYHOCTb BpeMeHM (B CEKyHOaX) MECTHbIX 4acoB,
KoTopas npeacTasnseT cobon 8-6uTHoe Lenoe yncno.

Root Delay (KopHeBasi 3agepxka): ykasbiBaeT BpeMSA NPOXoXaeHus Tyga n obpaTHo go
MCTOYHMKA 3TANOHHbIX 4acoB, KOTOpoe MNpeacTaBnsieT cobon 32-paspsgHoe Lenoe
yucno.

Root Dispersion (KopHeBasi gucnepcusi): ykasbiBaeT camylo OonbLuylo pasHuly OT
master-ucTo4HnKa 3TanoHHbIX 4YacoB, KOTOPLIN npeacTaBnseT cobow 32-paspsigHoe
Lienoe 4mcno.

Reference Clock Identifier (lgeHTUmKaTOp 3TaNOHHbIX YacoB): yka3biBaeT 32-OGUTHbIN
NAEHTUPMKATOP NCTOYHUKA STaIOHHbLIX YacoB.

Reference Timestamp (OTanoHHass BpeMeHHass MeTKa): ykasblBaeT 64-OMTHYyH
BPEMEHHYIO METKY, 8 UMEHHO BPeMsi, KOTOpOe BbIfIo YCTAHOBEHO MMM UCMPaBIiEHO B
nocnegHun pas.

Originate Timestamp (McxogHas BpeMeHHass MeTKa): ykasblBaeT 64-OUTHYH MEeTKy
BPEMEHM, @ WMEHHO MeCTHOe BpeMs, Korga OT KIMeHTa YXOAMT 3anpoc Ha
CUHXPOHM3aLMNI0 BPEMEHM.

Receive Timestamp (OTmeTka BpeMeHM NonyyeHns): ykasbiBaeT 64-0MTHYI0 OTMETKY
BPEMEHM, @ UMEHHO MECTHOE BpEMsi, KOraa nakeT 3anpoca CUHXPOHM3aUUN BpeMEHU
NOCTyNaeT Ha CepBep.

Transmit Timestamp (OTmeTka BpeMeHn nepepadn): ykasoiBaeT 64-OMTHYIO OTMETKY
BPEMEHM, 8 UMEHHO MECTHOE BpPEMS, KOraa OTBETHbIN NAKET CUHXPOHU3ALMM BPEMEHN
oTnpaBsnseTcs c cepsepa.

Authenticator (OnumoHanbHo): ykasbiBaeT MHOPMaLUMIO A4S ayTeHTudmKauuu.

4.3.2. 0630p

OcobeHHOCTb OnucaHue

CuHXpOHM3aLMS CunxpoHusmpyet Bpemsa c cepepa SNTP/NTP Ha nokanbHoe
BpemeHnu SNTP YyCTPOWCTBO

4.3.3. CuHxpoHusaumsi BpemeHn SNTP

4.3.3.1. MprHUMN paboTbl

CuHxpoHusaums BpemeHn SNTP peanusyeTtca nytem B3ammopenctsus naketoB SNTP/NTP
MeXAy KIMEeHTOM 1 cepBepoM. KnueHT oTnpasBnseT nakeT CUHXPOHM3auun BpEMEHM Ha cepBep
Yyepes ornpeferieHHble NPOMEXyTKU BpeMeHW (Mo ymonyaHuio nondyaca). Nocne nonyyeHus
OTBETHOrO NnakeTa OT cepBepa KIMUEHT CUHXPOHU3NPYET BpeMS.

PucyHok 4-3 nokasbiBaeT hopmMaT naketa CUHXpoHM3aumm BpemeHn SNTP.
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| www.gtech.ru |
YctponcTteo A YcTponcteo B
A Time: 19:00:00 B Time: 19:30:20
Originate Timestamp: b
19:00:01 ©)
Receive Timestamp:
19:30:23
Transmit Timestamp: @ Maker NTP Request
19:30:24
© (2) Naxer NTP Response
Receive Timestamp:
v 19:00:06 v

PucyHok 4-3. MNpuHuun paboTtel SNTP

DEVICE-B (cokpaweHHO B) ucrnonb3yetcs B KayecTBE WCTOYHMKA 3TanoHHbIX 4YacoB NTP,
DEVICE-A (cokpaweHHO A) wucnonb3yetca B KayectBe knveHTa SNTP, KoTopbin
CUHXpoHU3upyeT Bpema ¢ DEVICE-B. B MOMEHT BpeMeHM MeCTHble 4Yacbl A nokasbiBaloT
19:00:00, a mecTHbIe Yacbl B — 19:30:20.

1. A otnpasndet nakeT 3anpoca SNTP/NTP. MecTtHoe Bpemsa (TO), korga naket
otnpaensietca usd A, coctaensieT 19:00:00 n 3anonHdaetca B Originate Timestamp.

2. Tlocne 2-cekyHOHOWN ceTeBOWN 3aepKkm MecTHoe Bpems (T1), koraa B nonyyaeT naket
3anpoca, coctaensieT 19:30:23 u 3anonHseTcs B Receive Timestamp.

3. B obpabatbiBaeT 3anpoc NTP 1 yepes cekyHAy oTnpaBnsieT OTBETHbIM nakeT NTP.
MecTHoe Bpems (T2), kKoraa oTBeTHbIN NakeT yxoauT n3 B, coctaBnseT 19:30:24 n
3anonHsetcs B Transmit Timestamp.

4. Tlocne 2-cekyHOHOW ceTeBOW 3afepXKu A rnonyyaeTt OTBETHbIN NakeT. MecTHoe Bpems
(T3), korga oTBeTHLIN NakeT npubbiBaeT B A, cocTtaBndeTt 19:00:06.

KOHerTHbIe pacyeTbl And CMHXpOHU3aunn BpeMeHn cnenyrowme:

e A nonyyaet pasHuuy Bo BpemeHn B 30 MuHYT 1 20 cekyHa mexay B n A, ncnonbays
dopmyny ((T1-TO)+(T2-T3))/2.

e A nony4vyaeT YeTbIpEXCEKYHAOHYH 3adepXXKy naketa Tyga u obpatHo mexay A n B,
ncnonb3ys dopmyny (T3-T0)-(T2-T1).
4.3.3.2. CBsA3aHHaA KOHcUrypauusa

BkntouyeHne SNTP
e  SNTP no ymon4aHuto OTKITHOYEH.
¢ 3anyctute KomaHay sntp enable, 4Tobbl BkHOUNTE SNTP.
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Hactponka SNTP-cepBepa

o [lo ymonuyaHuio cepsep SNTP He HacTpoOeH.

e 3anyctuTe koMaHAgy sntp server, 4Tobbl ykasaTb cepep SNTP.

Hactpowka uHTepBana cMHXpoHu3auum BpemeHu SNTP

¢ [lo ymonuaHuio nHtepean cuHxpoHm3saumm spemedn SNTP coctaenseT 1800 cekyHa.
e 3anyctute komangy sntp interval, 4Tobbl ykasaTb MHTEPBAN CUHXPOHU3ALNN BPEMEHMW.

4.4. Kondurypauums

KoHdurypauus OnucaHue n KomaHaa
Hactponka SNTP (ObsizaTenbHO) Vcnonbayetcsa ans BkntodeHna SNTP
sntp enable Bkntoyaet SNTP
sntp server Hactpaneaet IP-agpec cepBepa
SNTP

(OnumoHanbHO)  Wcnonb3dyeTca  Ans  HACTPOWKM  MHTepBana
CUHXPOHM3aumm BpemeHn SNTP

sntp interval HacTtpauBaeTt WHTepBan
CUHXPOHU3aumm spemeHn SNTP

4.4.1. Hactpouka SNTP
4.4.1.1. dcpdeKT KoHduUrypaumm

KnneHt SNTP oGpawaetcs k cepepy NTP uyepe3 ukcupoBaHHbIE MPOMEXYTKM BPEMEHN,
4YTOBbI PerynsapHO KOPPEKTUPOBATL Yachl.

4.4.1.2. NMpnmeyaHus

Bce Bpems, nonydyeHHoe 4depe3 cBdA3b SNTP, aBnseTcd cpegHuUM BpemeHeM Mo [puHBu4y
(GMT). Yt0oBbl Nony4nMTb TOYHOE MECTHOe BpeMsi, BaM HeOobXOAMMO YCTaHOBUTb MECTHbIV
YacoBOW Mosdc ans corrnacosaHusi ¢ GMT.

4.4.1.3. lWarn HacTponku

BkntouyeHne SNTP
(O6sa3atenbHO) SNTP N0 yMOMYaHUIO OTKITOYEH.
HacTpouka IP-appeca SNTP-cepBepa
(O6sazaTenbHo) Mo ymonyanuto cepsep SNTP/NTP He HacTpoeH.
HacTtponka nHtepBana cuHxpoHusauum spemeHmn SNTP
e  OnuyuoHanbHo.
e [lo ymon4aHuio yCTPOMUCTBO CUHXPOHU3UPYET BpeMs Kaxable nosyaca.
lNMpoBepka
3anycTtute komaHgy show sntp, 4Tobbl 0TO6pa3nTL NapaMeTpsbl, cBA3aHHblIe ¢ SNTP.
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4.4.1.4. CBA3aHHble KOMaHAbI

BkniouyeHue SNTP

KomaHga

sntp enable

Pexum komaHg

Pexnm rnobanbHon KoHUrypauum

PykoBoacteo no
MCMOJIb30BaHUIO

SNTP no ymon4aHuio OTKIO4EH.

3anyctute komaHgy rnobanbHon KoHgurypauum no sntp enable, 4Tobbl
oTKntounTL SNTP

HacTtpouka IP-appeca cepBepa SNTP/NTP

KomaHga sntp server [ oob ] ip-address [ via mgmt-name |
Onucanune ip-address: ykasbiBaeT |IP-agpec cepBepa NTP/SNTP. lNo ymon4yaHuio
napamMmeTpoB cepBep NTP/SNTP He HacTpoeH.

oob: ykasbiBaeT, 4To cepBep NTP/SNTP nogaoepxvBaeT BHELLUHUN
UHTepdenc ynpasneHus (MHTepdenc mgmt).

mgmt-name: 3agaeT UCXoaaWwmnn NHTepdenc ynpaBneHms ong naketos B
pexxume oob

Pexum komaHg

Pexwnm rmobanbHon KoHdUrypaumm

PykoBoactBo no
NCMNOMb30BaHUIO

Mockonbky SNTP nonHocTbio coBMmecTm ¢ NTP, cepBep MOXHO HAacTpouTb
Kak obwwenoctynHei cepsep NTP B VIHTepHeTe.

Mockonbky nakeTbl SNTP ananormyHbl naketam NTP, knueHT SNTP
nonHoctblo coBmectum ¢ cepsepoMm NTP. B WHTepHeTe cyuiecTtByet
MHoXXecTBo NTP-cepepoB. Bbl moxeTe BhiGpath NTP-cepBep ¢ Gonee
KOpOTKOM 3agepxkomn B kadectBe SNTP-cepBepa Ha BalleM YCTPONCTBE

Hactpoika uHTepBana cMHXpoHu3auum BpemeHu SNTP

KomaHga sntp interval seconds
Onucanve second: ykasblBaeT UHTEpBan CUHXPOHU3aLUN BpeMeHn B AnanasoHe ot 60
napameTpoB Ao 65 535 cekyHa. 3HayeHne no ymonyaHuio — 1800 cekyHA

Pexum komaHg

Pexum rmnobanbHon KoHdUrypaumm

Pykosoacteo no
NCMonNb30BaHWIO

3anyctuTte 3Ty kKoMaHgy, YToObl yCTaHOBUTL MHTEepBan Ansa knveHta SNTP
ANA CUHXPOHM3aLmmn BpemeHmn ¢ cepeepom NTP/SNTP.

NMPUMEYAHUE: HacTpoeHHbIN 30eCb MHTEPBan BCTYNaET B CUIY He cpasy.
YTo6bI OH BCTYNUS B CUNY HEMeAEHHO, 3anycTuTe Komanay sntp enable

(@ arecy
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4.4.1.5. NMpumep koHUrypauum

CuHxpoHusaums spemeHn SNTP

CueHapui:
Yerpownctso C YcTtponctso B
Gi 0/1
192.168.2.1
PucyHok 4-4.
DEVICE-B ykasbiBaeT Ha cepBep NTP B /IHTepHeTe.
DEVICE-C cunxpoHusupyet Bpema ¢ DEVICE-B
Warn Bkntounte SNTP ana DEVICE-C n Hactponte DEVICE-B kak NTP-cepsep
HaCTPOWKK

DEVICE-C | C#configure terminal

C(config)# sntp server 192.168.2.1
C(config)# sntp enable
C(config)# exit

MpoBepka e 3anyctute komaHgy show clock Ha DEVICE-C, 4ytobbl npoBepuThb,
YCMEeLUHO N BbINOSIHEHA CUHXPOHN3aLNSA BPEMEHN.

e 3anyctute komaHgy show sntp Ha DEVICE-C, 4yToGblI 0TOOpasuTtb
cratyc SNTP 1 npoBeputb, yCneLHo N HAaCTPOEH cepBep

4.5. MOHUTOPUHT

4.5.1. OTobpaxeHue

OnucaHne KomaHpa

show sntp OtobpaxaeT napameTpbl, cBA3aHHble ¢ SNTP

4.5.2. OTnagka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI NpY BbIBOAE OTNag0uYHON UHopMaLumn. NMoaTomy
OTKIIloManTe oTnaaKy cpasy nocrne 1cnosib3oBaHus.

OnucaHne KomaHpa

debug sntp Bknovaet otnaaky
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5. HACTPOUKA SPAN-RSPAN
5.1. O630p

AHanusatop KoMMyTupyemblx noptoB (SPAN) npegHasHayeH Ansi KOMMPOBaHWSI MaKeToB
yKasaHHOro nopTa Ha [Apyron nopT KOMMYyTaTopa, KOTOpbI MOAKMHYEH K YCTPOWCTBY
MOHUTOPWHra ceTn, YTobbl 06ecrneyYnTb MOHUTOPUHT CETU U YCTPAHEHME HEMOoNaaok.

Bce Bxogsawme n ucxogswime naketbl UCXOAHOrO nopta MOXHO oTcrnexusaTb yepe3 SPAN.
Hanpumep, kak nokasaHo Ha creaytoLlemM pUcyHke, Bce nakeTbl Ha NOPTY 5 conocTaBnalTCs C
noptom 10, a aHanmn3aTop ceTu, NOAKMOYEHHbIN K NopTy 10, nonyyaeT Bce NakeTbl, Npoxoadiime
yepes nopT 5.

/N

(1234567891011 12 ]

"l

CeteBol aHanuaartop

PucyHok 5-1. Bk3emnnap koHdurypauun SPAN

®yHkumss SPAN B OCHOBHOM MPUMEHSIETCA B CLIEHAPMSX MOHUTOPWUHIa CETUM U YCTpaHeHus
Hemnonagok, YTobbl oTCreXuBaTb MHPOPMALMIO O CETU U YCTPaHSATL COOU B CETU.

YpoaneHHsin SPAN (RSPAN), pacwupeHune SPAN, nos3sonseT yaaneHHO KOHTPONMpoBaTb
Heckonbko yctponcTs. Kaxabim ceaHc RSPAN ycTaHaBnvBaeTcs B yKas3aHHOW yAareHHoW
VLAN. RSPAN npeogoneBaeT oOrpaHW4YeHWe, COrnacHoO KOTOpoMy mirrored-nopT w
mMirroring-nopT AOMKHbl HaxXO4WTbCA Ha OAHOM W TOM e YCTPOWCTBE, M NO3BOMNseT
mirrored-nopTy HAXOOUTLCS Ha PACCTOSAHUN HECKONBbKMUX CeTEBbIX YCTPOWUCTB OT Mirroring-nopra.
lMonb3oBaTtenu moryT HabnogaTh 3a NnakeTaMu AaHHbIX yaaneHHoro mirrored-noprta ¢ NOMOLLbIO
aHanuaaropa B LeHTparnbHOW CEPBEPHON.

CueHapun npumeHeHns RSPAN aHanormyHbl cueHapuam SPAN. RSPAN nossonser
nosib3oBaTenam nNpoBOAUTb MOHUTOPUHT AAHHbLIX B PeXUME pearnibHOro BpeMeHu, He HaxoasiCb
B CEpBepHON, YTO obecneymBaeT 6onbLloe yaobCcTBO ANs Nonb3oBaTeren.

VLAN SPAN (VSPAN) paccmaTpuBaeT NOTOKM AaHHbIX HEKOTOPbLIX VLAN Kak MCTOYHUKM AaHHbIX
N 3epkanupyeT Mx Ha nopT HasHavyeHus. KoHdurypaums aHanormyHa koHdpurypaumm SPAN Ha
ocHoBe nopTtoB. VSPAN nmeeT cnegytoLime oCO6eHHOCTH:

e VLAN, He senstowasncs yganeHHon VLAN, moxeT ObITb yKazaHa B Ka4ecTBe NCTOUHUKA
AaHHbIX VSPAN.

e Hekotopble VLAN, KoTOpble He aBnatoTca yaaneHHbiMu VLAN, MoryT 6bITb yKka3aHbl B
KayecTBe UCTOYHMKOB AaHHbIX VSPAN.

e Korga VLAN HacTpoeHa Kak UCTOYHUK AaHHbIX, NaKeTbl MOryT OTpaXaTbCHA TONbKO B
HanpasneHun RX.
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5.2. NMpunoxeHus

MpunoxeHune OnucaHue
SPAN Ha ocHOBe NoTokKa MOTOKM [AaHHbIX C  onpegerieHHbIMU  XapakTepucTUKamu
Heobxoaumo oTCrexuBarb, Hanpumep, Heobxoanmo

OTCnexuBaTb MNOTOKA [aHHbIX, MWCMOMb3yHLWNe YKasaHHYo
NoNMTUKY cnmcka ynpasnenunsa goctynom (ACL)

One-to-Many RSPAN Heckonbko nonb3oBaTenem AOOMKHbI OTCIEXMBaTb AaHHble
OAHOro 1 TOro XXe nopTa

OcHoOBHble npunoxeHus | lNMakeTbl Ha  NCXOOAHOM  YCTPOWCTBE  3epKanvpoBaHUA
RSPAN HeobXxoQuMMO 3epkanuMpoBaTb Ha LeneBoe YCTPOWCTBO AN
MOHWUTOPWHra

5.2.1. SPAN Ha ocHOBe noToka

5.2.1.1. CueHapuu

Kak noka3aHo Ha criegyloLeM pUCyHKe, CETEBOW aHann3aTop MOXHO HACTPOUTb Tak, YTOObI OH
MOr OTCreXmnBaTb BCe MOTOKN AaAHHbIX, NepechkinaeMble KOMMYTaTopomM A Ha KommyTaTtop B, n
onpegeneHHble NOTOKN AaHHbIX KOMMyTaTopa B (Hanpvmep, noToku AaHHbix ¢ PC1 n PC2).

MopT HasHa4YeHus
KommyTtarop A Gi 0/2

McxoaHbin nopt ;

Gi 01 CeTteBoi aHanusaTop

KommyTatop B

]

MK 1: 0000.0000.0001 MK 2: 0000.0000.0002

PucyHok 5-2. Tononorusi npoctoro npunoxenns SPAN

0000.0000.0001 — ato MAC-agpec PC1.
0000.0000.0002 — ato MAC-agpec PC2.
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5.2.1.2. PasBepTbiBaHue

Ha npegbligyliem pucyHke HactpouTe dyHkumio SPAN Ha kKommyTatope A,
NOOKIHOYEHHOM K CETEBOMY aHanmsaTtopy, yctaHoBuTe nopt Gi 0/1, NOOKITHOYEHHbIN K
KommyTaTtopy B, B kadectBe mcxogHoro nopta SPAN u ycraHosute nopt Gi 0/2,
KOTOPbIA HanpsMylo MOOKIIOYEH K CeTeBOMY aHanu3aTopy, B KadecTBe nNopT
HasHayeHus SPAN.

HacTtponte SPAN Ha ocHOBe NOTOKOB (pa3speLueHbl TOSNTbKO NOTOKM AaHHbIX PC1 n PC2)
ans ncxogHoro nopta Gi 0/1 SPAN.

5.2.2. One-to-Many RSPAN

5.2.2.1. CueHapuu

Kak nokaszaHo Ha cnegytiowemM pucyHke, One-to-Many RSPAN moxeT ObiTb peann3oBaH Ha
OAHoM ycTpouncTse, To ecTb U MK 1, 1 MK 2 MOXXHO HacTpouTb ANs MOHUTOPUHIra NnepegaBaemoro
1 NpUHMMaeMOoro Tpaduka nopTa, NOAKMIOYEHHOrO K cepBepy. MNonb3oBaTenin MOryT BbINOMHUTD
COOTBETCTBYIOLLYKO HACTponky (Hanpumep, yaaneHHyto VLAN mn Loopback MAC-nopTta) gons
MOHWTOPMHIa NOTOKOB AaHHbIX, npoxoaswmx Jyepes nopT Gi 4/1 Ha MK 1 1 MK 2, Tem cambim
KOHTPONUPYs NOTOKN AaHHbIX cepBepa.

Mopt Loopback

KommyTatop A

Cepaep

"\_‘I'IK‘l YnanenHas VLAN MnK2

PucyHok 5-3. Tononorua npunoxeHun One-to-Many RSPAN

5.2.2.2. PasBepTbiBaHue

Cospante yaaneHHyto VLAN Ha kommyTaTope A.

HactponTte kommyTaTtop A B kavecTtBe mcxogHoro yctpovctea RSPAN u HacTpouTte
nopt Gi 4/1, KOTOPbIA HaNPAMYHO MOLKIIOYEH K CEPBEPY, B KAYECTBE MCXOOHOro nopra
RSPAN. Bbibepute nopT, KOTOPbIA HAXOAUTCA B COCTOAHMM Down, B JaHHOM npumepe
Gi 4/2, B kayecTBe BbIxogHoro nopta RSPAN, fo6aBbTe 3TOT NopT B yaaneHHyto VLAN
n HacTponTe Loopback MAC (3anyctute komangy mac-loopback B pexxume HacTpounku
nHTEpdenca).

Ho6asbTe nopThl, HanpsaMmyto nogknoyeHHble K MK 1 n MK 2, B yaaneHHyto cetb VLAN.
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5.2.3. OcHoBHble npunoxeHna RSPAN

5.2.3.1. CueHapuu

Kak nokasaHo Ha criegylowemM pucyHke, dyHkumMa RSPAN no3BonseT ceTeBOMy aHanmsaTopy
KOHTponunpoBaTb STA, MOOKMOYEHHYKD K KOMMYTaTtopy WCXOOHOro ycrtpoucrtea A, OT
KomMMyTaTopa YCTpoMCTBa HasHaydeHusi C OO KOMMyTaTopa MPOMEXYTOYHOro ycTpouctea B.
OO6bI4HO yCcTpOKrCcTBa MOryT 06MEeHNBaTLCA AAaHHBIMU APYT C APYrOM.

[MpomexyTo4HOE YCTPOUCTBO
KommyTtaTop B

O6wmi nopt
Gi 0/1

O6wwmin nopt
Gi 0/2
BeixogHow nopt McxogHein nopt
Gi 0/1

VMicxogHoe yCTPOMCTBO
KommyTtaTop A

YCTPOWNCTBO Ha3Ha4YeHuA
KommyTtatop C

WMcxogHoe nopt
Gi 0/1

MNopT Ha3zHayeHnsa RSPAN
Gi0/2

[MpoMexyTo4YHOE
YCTPOWUCTBO

Habntogaemebii CeteBon
noneL30BaTenb aHanusartop

PucyHok 5-4. basosagd Tononorus npunoxennn RSPAN

5.2.3.2. PaszBepTbiBaHue

e Hactpoute yaaneHHyto VLAN Ha kommyTaTope A, kommyTtatope B n kommyTtatope C.

e Ha kommytaTtope A HacTtpouTe nopt Gi 0/1, HanNpsMyl MOAKMYEHHbIN K STA, B
KayecTBe MCXoQHOro nopta, Hactponte nopT Gi 0/2, NnogKNIOYEHHbIV K KOMMYTaTopy B,
B KayecTBe BbIXOOQHOrO NopTa M HACTPONTE (PYHKUUIO NEPEKNoYEHNsa ansg BbIXOQHOMO
nopra.

e Ha kommyTatope B HacTtponte nopt Gi 0/1, nogkmntoYeHHbIA K KOMMyTaTopy A, U nopT
Gi 0/2, nogkntoyeHHbI kK kKommyTaTopy C, Kak obLumne nopThbl.

e Ha kommytatope C HactpouTe nopT GiO/1, NOAKMOYEHHBIN K KOMMyTatopy B, B
KayecTBe 06LLEero MCXogHOro nopTa, HacTponTte nopt Gi0/2, NOAKMOYEHHbIN K CETEBOMY
aHanmusatopy, B KadecTBe MopTa HasHadeHns RSPAN u HacTponTe dyHKUMIO
nepexroveHna ans nopta HadHadvyeHms RSPAN.

5.3. PyHKUUMU

5.3.1. ba3oBble KOHLUEeNTbI

CeaHc SPAN

CeaHc SPAN — 3TO NOTOKU AaHHbIX MeXAy McxoaHbiM noptom SPAN 1 NOPTOM HasHayeHus,
KOTOpble MOXXHO UCMONb30BaTh AN MOHUTOPUHIa NakeToB O4HOrO MUK HECKOSbKMUX MOPTOB Ha
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BXof4e, Bbixode unn B o6oux HanpaeneHunsax. KommyTupyemblie NOpThbl, MapLupyTU3npyembie
nopTbl 1 arpermpoBaHHble NopTbl (AP) MoryT ObiTb HACTPOEHbI Kak MCXOAHbIE NOPThl UAN NOPTbI
HasHadeHua gns ceaHcoB SPAN. lNMocne po6aeneHus nopToB koMMyTatopa B ceaHc SPAN
HopMaribHas paboTa KoMMyTaTopa He U3MEHSIETCS.

Monb3oBaTtenu MoOryT HacTpoutTb ceaHCc SPAN Ha OTKMYEHHOM MOpTy, HO ceaHc SPAN
HeakTuBeH. CeaHc SPAN HaxoguTCA B aKTUBHOM COCTOSIHUM TONbKO MOCHe BKYEHWUs NopTa,
Ha KOTOpoM HacTpoeH ceaHc SPAN. Kpome Toro, ceaHc SPAN He BCTynaeTt B cuiy nocre
BKITlO4eHUs komMmyTaTopa. OH akTMBEH TONbKO MOcne TOro, Kak NopT Ha3Ha4YeHUss HaxoauTCs B
paboyem coctosHuu. [lonb3oBaTenu MOryT 3anyctutb koMaHgy show monitor [session
session-num] ans otobpaxkeHms paboyero coctosiHms ceaHca SPAN.

MoTokun paHHbLIX SPAN
CeaHc SPAN oxBaTbIBaeT NOTOKW AaHHbIX B TPEX HanpaBneHnsaxX:

e BxogHble NOTOKM JaHHbIX: BCE NAKETbI, MOSTyYEHHbIE NCXO4HbIM NOPTOM, KOMUPYIOTCS B
NOpT Ha3Ha4veHus. MNMonb3oBaTeENN MOTYT OTCIEXMBATL BXOASILLME NAKETbl OOHOr0 WUIu
HECKOMbKMX MCXOAHbIX NOpTOB B ceaHce SPAN. HekoTopble BXOAHble MakeThl
MCXOQHOro nopta MoryT 6biTb OTOPOLLEHbI MO HEKOTOPbIM NpUYMHaM (Hanpumep, B
uensix 6esonacHocty nopta). ATo He BNUSeT Ha dyHKuuio SPAN, n Takne nakeThbl
NO-NPEeXHEMY 3epKanupyrTcs Ha NOPT Ha3HaYeHUs.

e BbIxoaHble NOTOKM AaHHbLIX: BCe NakeThbl, NnepefaHHble UCXOOHbIM NOPTOM, KOMUPYHOTCS
B NOPT HasHayeHus. lNonb3oBaTenn MoryT OTCEXMBaTb BbIXOAHbIE NakeTbl OAHOrO UK
HECKOSTbKMX UCXOAHbIX NopToB B ceaHce SPAN. lNakeTbl, nepeaaBaemble C Opyrnx
NMOPTOB Ha MOPT-UCTOYHUK, MO HEKOTOPLIM NPUYMHAM MOTYT OblTb OTOPOLLEHbI, U Takne
nakeTol He OyayT nepefaHbl Ha nopT-nonyyaten. PopmaTt BbIXOAHbLIX MaKeTOB
MCXOLHOro nopTa MOXeT ObITb N3MEHEH MO HEKOTOPbLIM NpuynHam. Hanpumep, nocne
MapLpyTM3aumMm y MakeToB, nNepefaBaeMblX W3 WUCXOOHOro ropTa, M3MEHATCH
MAC-agpeca ncrtoyHuka, MAC-agpeca nonydatens, ngeHtudpukatopsl VLAN u TTL, a
Takke nx popmaThl NOCE KONUPOBAHNA B NOPT Ha3HAYEHUS.

e [IByHanpaBneHHble MOTOKW AaHHbIX. [ByHanpaBreHHble MOTOKM [AaHHbIX BKMHOYaloT
NOTOKW BXOAHbIX AA@HHbIX M MOTOKN BbIXOAHbIX AaHHbIX. B ceaHce SPAN nonb3oBaTenm
MOryT OTCNEeXWBaTb MOTOKW AaHHbIX OAHOrO UMM HECKONbKUX WUCXOOHbLIX MOPTOB BO
BXOAHOM W BbIXOAHOM HanpaBrieHUsIX.

UcxoaHbin nopTt

McxogHbl NOPT HasblBAETCS KOHTponMpyembiM nopToM. B ceaHce SPAN NOTOKM OaHHbIX
MCXOAHOro nopTa OTCMEXMBAKOTCA A5 CETEBOr0 aHanu3a u ycTpaHeHus Henonagok. B ogHom
ceaHce SPAN nonb3oBaTenu MOryT oTCrexuBatb BXOOHblE, BbIXOAHbIE W ABYHanpaBreHHbIe
NMOTOKM AaHHbIX, @ KONMYECTBO UCXOAHBIX MOPTOB HE OrPaHUYEHo.

McxogHbii nopT nmeeT cnegytowmne ocobeHHOCTH:

e McxogHbiit NOpT MOXET ObITb KOMMYTUPYEMbIM MOPTOM, MapLUPYTU3NPYEMbIM NMOPTOM
UNK arpervpyemMbimM NOpTOM.

° McxoaHbin nopT He MOXeT OAHOBpPEeMEeHHO WuCNnoJs1ib30BaTbCA B KaydecTBe MnopTa
Ha3Ha4eHuA.

e  AcxodHbIv MOPT M NOPT HA3HAYEHUss MOTYT NpUHaanexaTb ogHon n Ton xe VLAN unu
pasHbiM VLAN.

I'IopT Ha3Ha4vYeHuA

CeaHc SPAN nmeeT ognH NopT Ha3Ha4YeHUs (HasbiBaeMbli MOPTOM MOHUTOPUHIA) ANs npvemMa
NnakeToB, CKOMMPOBAHHbLIX C UICXOAHOrO rnopTa.

ﬂopT Ha3Ha4YeHNAa MMeEeT crieayrLuine XxapaktepucTtukun:
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e [opT Ha3Ha4YeHUss MOXeT BbITb KOMMYTUPYEMbIM MOPTOM, MAPLLPYTU3UPYEMbIM MOPTOM
MNK arpervpyemMbimM NOPTOM.

e [opT HasHa4YeHUst He MOXeT OAHOBPEMEHHO MCMONb30BaTbCSA B KA4YE€CTBE UCXOAHOIO
nopra.

5.3.2. O630p

OcobeHHOoCTbL = OnucaHue

SPAN HacTtpanBaeT 3epkannpoBaHue nopToB Ha O4HOM YCTPOMNCTBE
RSPAN HacTpanBaeT 3epkannpoBaHue NOPTOB Ha pa3sHbIX YCTPONCTBAX
5.3.3. SPAN

SPAN ucnonbeayeTtcd A5 MOHUTOPUMHIa NOTOKOB AaHHbIX HA kKOMMYyTaTopax. OH KonupyeT Kagpbl
C OOHOro nopTta Ha Apyron nopT KOMMyTaTopa, NOAKMIOYEHHbIN K CEeTEBOMY aHanuMsaTopy unu
aHanmnsatopy RMON, 4yTtoObl npoaHanManMpoBaTb CBA3b NopTa.

5.3.3.1. MpuHUMN paboTbl

Korga nopt nepegaet unu nonyyaet nakeTbl, SPAN nocrne npoBepKku TOro, YTo NOpPT HAaCTPOEH
Kak mcxogHbld nopt SPAN, konupyeT nakeTtbl, nepedaHHble 1 MOofyyYeHHble MOpPTOM, B MOPT
Ha3HayeHus.

e HacTtpoiika ncxogHoro nopta SPAN

Monb3oBaTtensim HeobxoouMO ykasaTb uaeHTMdukaTop ceaHca SPAN n ungeHTudukaTop
NCXOOHOro NopTa, YTobbl HACTPOUTL UCXoAHLINM NOPT SPAN, a Takke yCTaHOBUTb OMNUMOHAMbHbIN
anemeHT HanpasneHus SPAN, 4Tobbl onpeaennTb HanpaBneHne NOTOKOB AaHHbIX SPAN, nnum
ykasaTb nonutuky ACL Ansg 3epkanupoBaHusg ornpeneneHHbIX NOTOKOB JaHHbIX.

e HacTtpolika nopta HasHadyeHus SPAN

Monb3oBaTensim HeobxoaMmo ykasaTb ngeHTndukatop ceaHca SPAN 1 ngeHtTndmkaTop noprta
Ha3Ha4yeHus, YTobbl HAaCTpouUTb NOPT HasHavyeHus SPAN, a Takke YCTaHOBUTb OMNUMOHAIbHbIN
ANeMeHT (PYHKLMM NepekrnodeHns, 4Tobbl onpeaenutb, criegyet N BKOYaTb (PYHKUMIO
nepekroveHnsa n yHKUMIO yaaneHnsa TeroB Ha nopte HasHadeHust SPAN.

5.3.3.2. CBAi3aHHas KOHcurypaums

OyHKuna SPAN oTknodeHa no ymonyanuto. OH BKIOYAETCA TONbKO MOCMNEe CO34aHns ceaHca U
HacTponkn ucxogHoro u uenesoro noptoB SPAN. CeaHc SPAN moxeT ObiTb cO34aH, koraa
HacTpoeH ncxodHbln nopT SPAN mnun nopTt HasHa4YeHUs.

Hactpowka ucxogHoro nopta SPAN

CeaHc SPAN no ymonuyaHuio He umeeT ucxogHoro nopta SPAN. [Nonb3osBaTtenn MoryT
3anyCcTuTb CreayoLLyo KOMaHay A9 HaCcTPOMKM ncxogHoro nopta SPAN:

monitor session session-num source interface interface-id [ both | rx | tx ] [ acl name ]
B npegbigylien komaHge:

session-num: ykasbiBaeT uaeHTudpukatop ceaHca SPAN. KonnyecTtBo noaaepXuBaembixX
ceaHcoB SPAN 3aBuCUT OT NpoayKTa.

interface-id: ykasbiBaeT ncxogHoivi nopt SPAN, KOTOpbI HEO6XOOUMO HACTPOUTD.
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X: yKa3blBaeT, 41O Mnocrne HaCTpOVIKVI X OTCNeXmBarTCA TOJNIbKO NakeTbl, NOoJf1y4YeHHble
MCXOO4HbIM NMNOPTOM.

tX: yKasblBaeT, YTO MOCIe HACTPOMKM tX OTCNEXMBAKTCA TOMbKO NakeTbl, NnepenaBaemble
NCXOOHbLIM MOPTOM.

both: ykasbiBaeT, 4To NakeTbl, NepeAaHHble U NOMy4YeHHbIE UCXOAHBIM NOPTOM, KOMUPYIOTCA B
nopT Ha3Ha4YeHus a5 MOHMTOPKWHIra nocre Toro, Kak both HacTpoeH, To ecTb both BkntovaeT rx
n tx. Ecnu H1 oamH 13 napameTpos rx, tx nnu both He BbIGpaHbI, both BKOYEH NO yMOnyaHuto.

acl: onpegenset nonutuky ACL. lNocne HacTponkn aToro napameTpa nakeTbl, paspelleHHble
nonutukon ACL Ha UCXOOHOM NOPTY, OTCNexusarTcs. 3Ta QYHKUMS OTKIOYEHA MO YMOTYaHUIO.
HacTpouka noprta HasHadyeHusa SPAN

Ceanc SPAN no ymonuyaHuio He mmeeT noprta HasHadveHusa SPAN. [lonb3oBatenu moryT
3anycTUTb CrieayoLLyo KOMaHay Ans HacTPorKku nopta HasHadeHus SPAN:

monitor session session-num destination interface interface-id [switch ]
B npegblayLuen komaHge:

switch: ykasbiBaeT, 4To NopT HasHadeHnsa SPAN nony4yaeT TONbKO NakeTbl, 3epKannupoBaHHbIe
oT mncxogHoro nopta SPAN, n otGpacbiBaeT Apyrne nakeTbl, €Cnu 3Ta Onuusa OTKIoYeHa, 1
nosiydaeT Kak nakeTbl, 3epKanuvpoBaHHble OT ucxogHoro nopta SPAN, Tak M naketsl OT
HEUCXOOHbIX MOPTOB, €crnyv 3Ta OnuuMa BKIOYEHa, TO eCTb CBA3b MexXgy 9TUM MOpPTOM
Ha3Ha4YeHus 1 OpyrmmMu YCTPONCTBaMM He 3aTparMeBaeTcs.

Korga nopT HasHavyeHuss SPAN HacTpoeH, COOTBeTCTByKOWAA YHKUMS OTKMAYEHa Mo
YMOIYaH1Io, eCcnn KOMMYTaTop He HAaCTPOEH.
Hactponka SPAN Ha ocHOBe noToka

OTa PyHKUMA OTKMOYEeHa No ymon4yaHuto. MNMonb3oBaTenu MoryT BbIMOAHWUTL KOMaHAy monitor
session session-num source interface interface-id rxacl acl-name ansa HacTtporikn SPAN Ha
OCHOBE MOTOKa.

O6paTuTe BHUMaHWe Ha crieaytoLie MOMEHThI Npu Ucrnonb3oBaHun SPAN:
NMPUMEYAHNA:

e [lopT HasHadyeHna SPAN ucnonb3yeTcda ANg pacyeTa NPOTOKONa CBA3YOLWEro gepesa
(STP).

e  SPAN HepocTyneH, ecnn NCXo4HbIA NOPT UK NOPT Ha3HAYEHNS OTKINIOYEHDI.

e Ecnun VLAN (unm cnucok VLAN) wucnonb3yetcss B KayecTBe MCTOYHMKA SPAN,
ybeantech, 4TO NOPT Ha3HaAYEeHUA UMeeT JOCTaTOYHYI MPONYCKHYK CNOCOBHOCTL Ans
nony4YeHns 3epkanupoBaHHbIX AaHHbIX VLAN (1nm cnvcka VLAN).

e He Bce npoaykTbl MoadepXuBalT Bce MNapamMeTpbl Npeablaylmnx KoMaHa u3-3a
pasnuuuii Mexay NpoayKTamu.

5.3.4. RSPAN

RSPAN MoOXeT KOHTponuMpoBaTb HeCKosnibkO  ycTpoucTB. Kaxgbim ceaHc RSPAN
yCTaHaBnuBaeTca B YykasaHHon ypaneHHon VLAN. RSPAN npeogoneBaeT orpaHuyeHue,
COrnacHo KoTopoMy mirrored-nopT v mMirroring-nopT AOMKHbI HAXOAUTLCA HA OOHOM U TOM Xe
YCTPOUCTBE, N NO3BONAEeT Mmirrored-nopTy HaxoOUTbCA Ha PaCCTOSHUM HECKOMbKUX CEeTEeBbIX
YCTPOWCTB OT mirroring-nopra.

5.3.4.1. MpurHUMN paboTbI

YpaneHHaa VLAN cosgaeTtcs Ans MCXOOHOro YCTPOWCTBA, MPOMEXYTOYHOro YCTpoOMCTBaA U
LLeneBoro yCTPoONCTBa, BCe NOPThI, y4acTByowwme B ceaHce RSPAN, gomkHbl 6biTb AobaBneHbl
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B yganeHHyo VLAN. Mirrored-nakeTbl WMpoKoBewaTensHO nepegatTcs B yaaneHHon VLAN
Takum obpasoM, YTO OHM MepefarTCs M3 UCXOQHOro MopTa MCXOOHOro KOMMyTaTopa B nopT
Ha3Ha4yeHus LierieBoro KoMmMmyTartopa.

e Hactpouka yoaneHHon VLAN

MakeTbl M3 ucxogHoro nopta RSPAN LwmnpokoBeLLaTeneHO nepegatoTcsa B yaaneHHyto VLAN,
4YTOBbl ObITb CKOMMPOBAHHBLIMU C NOKANbHOrO KOMMyTaTopa Ha yAaneHHbI kommyTaTop. MopT
nctoyHnka RSPAN, nopT BbiBoAa, reflection-nopT oTpakeHUs, NOPTbl NPO3pavyHOM nepenadu
MPOMEXYTOYHOro ycTpoucTBa (MOPT BBOAA MaKeTOB W MOPT BbiBO4A MNPOMEXYTOYHOMO
YCTPOWCTBA), NOPT HaA3HAYeHNs 1 NOPT BBOAA NOpPTa Ha3HAYeHUs OOSMKHbI OblTb JoOaBneHbl B
yaaneHHyto VLAN. OyHkuma RSPAN TpebyeT HacTporikn VLAN kak yaaneHHon VLAN B pexume
VLAN.

e Hactpolika ceaHca RSPAN

KoHdurypaumsa nopta UCTOYHKUKA M nopTa HasHadeHuss RSPAN aHanornyHa HacTponke nopTa
MCTOYHMKA M nopTa HasHadeHna SPAN, HO ngeHTudukaTop mirroring-ceaHca, ykasaHHbIA BO
BPEMS HACTPOWKK, AOMKeH ObITb naeHTudmkaTopom ceaHca RSPAN.

e HacTtpoiika ncxogHoro nopta RSPAN

KoHdurypaums ucxogHoro nopta RSPAN Takas xe, kak y ucxogHoro nopta SPAN, Ho
yKa3aHHbIN ngeHTndunkaTop mirroring-ceaHca gosmkeH bbiTb naeHTndnkatopom ceaHca RSPAN.

e HacTtpoiika BbixogHoro nopta RSPAN

BbixogHOM NOPT pacnonoXxeH Ha UCXOAHOM YCTPOWCTBE M A0MMKeH ObITb 06aBeH B yaaneHHyo
cetb VLAN. Mirrored-nakeTbl MCXOOHOrO MnopTta TpaHCAMPYTCA B 3Ty yaaneHHyw VLAN.
McxogHoe ycTpoOMCTBO nepefaeT NakeTbl NMPOMEXYyTOYHOMY KOMMYyTaTopy WM KOMMyTaTopy
Ha3HayeHusa Yepes BbIXOAHOWN MopT.

e HacTtpoiika nopta HasHayeHuss RSPAN

Mpn HacTporke nopTa HasHaveHuss RSPAN Heobxoammo ykasaTb uaeHTUdUKaATop ceaHca
RSPAN, yoaneHHyto VLAN 1 umsa nopta, 4tobbl nakeTbl U3 MCXOAHOrO nopTa KoONnMpoBasnuch B
nopT HasHa4vyeHna vyepes yaaneHHyo VLAN.

e Hactporika RSPAN Ha ocHOBe noToka

RSPAN gaBngetca pacwumpeHnem SPAN 1 Takke nogfepXvBaeT 3epkannmpoBaHMe Ha OCHOBe
notokoB. KoHdurypaumsa Takas xe, kak y notokosoro SPAN. RSPAN Ha OCHoBe noTtoka He
BNUAET Ha HOpMaribHYIO CBA3b.

lMonb3oBaTtenu mMoryT HacTpouTb ACL B HarnpaBreHuu BBoAa UCXOAHOro nopta Ha MCXOL4HOM
yctponctee RSPAN. lMNogaepxumBatotcs ctaHaapTHele ACL, pacwupeHHble ACL, MAC ACL u
onpepgendemMble nonb3osarteniem ACL.

MNonb3oBatenn moryT HacTpouTb ACL nopTta B HanpaBfieHuM BBOAA MCXOOHOro nopTa Ha
ncxogHom yctponctee RSPAN u HacTtpoute ACL nopTa B HanpasneHuu BbiBOAaA MopTta
Ha3Ha4yeHus Ha uenesom ycTponctee RSPAN. Nonb3oBaTenu Takke moryt HacTtpouTs ACL ang
ncxogsilero HanpaesneHus yganeHHon VLAN Ha ucxogHom kommyTtaTope RSPAN 1 HacTpouTb
ACL ansa BxogHoro HanpasneHus yaaneHHon VLAN Ha ueneBom kommyTtaTtope RSPAN.

e Hactponka RSPAN One-to-Many

Ecnv noTokn AaHHbIX OAHOro MCXOAHOro nopta HeobxoAMMO 3epKanupoBaTb Ha HECKOSbKO
NOPTOB Ha3HayeHWs, NoNb3oBaTeNN MOryT HacTPouUTb ceaHc RSPAN, HacTpoUTb MCXOOHbIN NOPT
ceaHca RSPAN kak ncxogHsiv mirroring-nopt One-to-Many un BeiGpaTb apyron nopt Ethernet B
KayecTBe nopTa Nepechiikn. (BbIXOQHOW NOPT Ha YCTPOMUCTBE-UCTOYHUKE). Kpome Toro, pyHKLmMA
obpaTHon cBa3n MAC pormkHa ObITb HacTpoeHa Ha nopTe nepecblikn RSPAN B pexume
KOHpurypauumn nHtepdperica, oxungaemolt BoixogHon nopT RSPAN u nopt nepecbinikn RSPAN
AOMKHbI B6bITb fo6aBneHbl B yaaneHHyto VLAN. 3atem mirrored-nakeTbl 3auyuknusatotcs (looped
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back) Ha nopTe nepecbinkn RSPAN, a 3aTem LUMpPOKOBELLATENBHO NEpPeatTCs B yAaneHHyo
VLAN, Tem cambim peanu3yd RSPAN One-to-Many.

5.3.4.2. CBA3aHHasA KOHcurypaums

®yHkuma RSPAN oTknodeHa no ymonyaHuio. OH BKITOYaEeTCs TOMbKO Nnocne Co3faHusa ceaHca
RSPAN u HacTponkn yoaneHHon VLAN, ncxogHoro nopta RSPAN n nopta HasHayeHnss RSPAN.

Hactpownka yaaneHHon VLAN

Mo ymonyaHuio ana RSPAN He ykasaHa yaaneHHas VLAN. Nonb3osBaTenu MoryT 3anycTutb
komaHay remote-span B pexume VLAN, ytobbl HacTpoutb VLAN kak yaaneHHyto VLAN. OgHa
yoaneHHas VLAN cooTBeTcTBYET ogHOMY ceaHcy RSPAN.

HacTtpowka nucxogHoro ycrpouncrtsa RSPAN

OTa (hyHKUMA OTKNoYEeHa No ymonyaHuto. MNMonb3oBaTenn MoryT 3anyctuTb KOMaHgy monitor
session session-num remote-source B pexxume rnobansHon koHurypaumm, 4Tobbl HACTPOUTL
YCTPOWMCTBO B Ka4yecTBe yaaneHHOro MCXoqHoro ycTtponcTea ykasaHHoro ceaHca RSPAN.

HacTtpowka ueneBoro yctpouctea RSPAN

OTa (hyHKUMA OTKNoYEeHa No ymonyaHuto. NMonb3oBaTenn MoryT 3anycTuTb KOMaHgy monitor
session session-num remote-destination B pexume rnobanbHon KoHdUrypaumm, 4TobbI
HacTpoOUTb YCTPOWCTBO B KayeCcTBE yAarieHHOro LENEeBOro YCTPOMCTBA YKa3aHHOro ceaHca
RSPAN.

Hactpownka ucxogHoro nopra RSPAN

McxogHeln nopt ceaHca RSPAN HacTpamBaeTcs Ha MCXOAHOM ycTpouncTtee. KoHdurypaumsa
Takas xe, kak y mcxogHoro rnopta SPAN, HO Heob6xoaMMO ykasaTb UOEHTUAUKATOP ceaHca
RSPAN. 31a oyHKUMNS OTKINIOYEHA NO YMOSYaHMIO.

HacTpowka BbIXOg4HOro nopta Ha MICXogHOM yctpouctee RSPAN

OT1a (PyHKUMA OTKMAOYEHa NO ymonyaHuio. [onb3oBaTtenu MoryT 3anycTuTb KoMaHgy monitor
session session-num destination remote vlan remote-vilan interface interface-name [ switch
] B pexume rnobanbHOn KoHurypauumm, 4Tobbl HAaCTPOUTbL BbIXOLHOW MOPT Ha WMCXOOHOM
yctponctee RSPAN. Ecnu onuusa switch ckoHdurypmpoBaHa, BbIXOOHOW MNOPT MOXET
yyacTBOBaTb B OObIMHOM KOMMYyTauuu MakeToB AaHHbIX. [10 yMOnyaHuio OH He HaCTpPOEH.
BbixogHom nopT AommkeH 6biTb AobaBneH B yaaneHHyo VLAN.

Hactpowka ueneBoro nopta Ha uenesom yctponcrtee RSPAN

OT1a (PyHKUMA OTKMAOYEHa NO ymonyaHuio. [onb3oBaTtenyu MoryT 3anycTuTb KoMaHgy monitor
session session-num destination remote vlan remote-vilan interface interface-name [ switch
] B pexume rnobanbHOM KOHGUrypauum, 4Tobbl HACTPOUTbL MOPT HA3HAYEHUS Ha LENEeBOM
yctporictBe RSPAN. Ecnu onuma switch HacTpoeHa, NopT Ha3Ha4YeHMs MOXET y4acTBOBaTb B
00bIYHON KOMMyTaUMM NAKeTOB AaHHbIX. [10 ymMOnYaHui0 OH He HacTpoeH. [opT Ha3HayeHus
AormkeH ObITb fobaBneH B yaaneHHyto cetb VLAN.

Mpun ncnons3osaHnn RSPAN obpatuTe BHMMaHWeE Ha criefyowme MOMEHTI:
NMPUMEYAHUA:

e VYpaneHHaa VLAN pomkHa ObITb HacTpoeHa Ha KaXaoM YCTPOWCTBE, WX
naeHtTngpukatopbl VLAN 0OmKHbI ObiTb COrnacoBaHbl, U BCE MOPThI, y4acTByLWME B
ceaHce, JOMmKHbl ObITb Ao6aBneHbl B VLAN.

e He pekomeHayeTca nobasnaTtb obwue nopTel B yaaneHHyo VLAN.

e He HacTpamBanTe NOPT, MNOAKMIOYEHHBIA K MPOMEXYTOYHOMY KOMMYyTaTOpy WK
KOMMYyTaTOpy Ha3Ha4yeHus1, B Kayectse ucxogHoro nopta RSPAN. B npotuBHoM criyvae
TpaduK B CETU MOXET OKa3aTbCs B Xaoce.
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5.4. KoHdurypauus

dyHkumn SPAN

monitor session session-num source
interface interface-id [ both | rx | tx ]

KoHdurypauma OnucaHue n komaHga
HacTtponka (O6sizaTentbHo) McnonbayeTtcsa ans cosgaHua SPAN
6a30Bblx

HactpanBaeT ucxogHbli nopt
SPAN

monitor session session-num
destination interface interface-id[
switch]

HacTtpanBaet
Ha3HadeHunsa SPAN

nopt

monitor session session-num source
interface interface-id rxacl acl-name

HactpanBaet SPAN Ha ocHoBe
noToka

monitor session session-num source
vlan vlan-id [ rx ]

YkasbiBaeT VLAN B kadectBe
MCTOYHMKA gaHHbIX SPAN

monitor session session-num source
filter vlan vlan-id-list

YkasblBaeT HEKOTOpble CeTu
VLAN B KauyecTBe MCTOYHUKOB
paHHbix ana SPAN

HacTpoiika
OCHOBHbIX

dyHkumn RSPAN

(ObsizaTenbHO) NcnonbayeTtca anst co3ganHna RSPAN

monitor session session-num remote-
source

HacTtpanBaet wuaeHTucpmkaTop
ceaHca RSPAN u ykasbiBaet
NUcxogHoe YCTPOMCTBO

monitor session session-num remote-
destination

HacTtpauBaet wuaeHTucpmkaTop
ceaHca RSPAN wn ykasbiBaeT
LeneBoe YyCTPONCTBO

remote-span

HactpanBaet
VLAN

yoarneHHyro

monitor session session-num source
interface interface-id [ both | rx | tx ]

HacTtpanBaeT ucxogHbii nopT
RSPAN

monitor session session-num
destination remote vlan remote-vlan-id
interface interface-id [ switch ]

HacTtpauBaeTt BbIXxogHOW MOpPT
Ha  WUCXOQHOM  YCTPOWCTBE
RSPAN unv nopT HasHayeHus
Ha LiesieBom yCcTponcTee
RSPAN
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5.4.1. Hactpowka 6a3oBbix ¢pyHKkunm SPAN

5.4.1.1. AcpheKT KoHdUrypaumm

e HacTponTe NopTbl UCTOYHMKA N Ha3HayeHus ans ceaHca SPAN.

e HacTtpoiTe nopT HasHayeHUs1 ANs OTCREXUBaHWUS NOObIX NMakeToB, nepedaHHbIX W
NONYy4YeHHbIX UCXOAHBLIM MOPTOM.

5.4.1.2. MNpumeyvaHusn

Ecnu dyHKuMa koMmyTaTopa OTKMOMEHA Ha MnopTe HasHadeHuss SPAN, nopT HasHa4veHusi
nony4aet Tofbko mirrored-nakeTbl U oTOpacbiBaeT Apyrne nakeTbl, Npoxoasiine Yepes nopr.
Mocne BKMOYEHNST PYHKUMU KOMMYyTaTopa MOPT HasHa4YeHUss MOXET NPUHUMaTb He mirrored-
nakeTbl.

5.4.1.3. LLlarn HacTpounku

HacTpounka ceaHca SPAN
e Pexunm rnobanbHon koHdurypaumm. O6s3aTenbHbIN.

e  Bbl MOXeTe HacTpouTb ceaHc SPAN npu HacTponke ncxogHoro nopta SPAN mnu noprta
Ha3Ha4yeHus, Unn Npu HacTponke ykaszaHHon VLAN unu HekoTopbix VLAN B KayecTBe
MCTOYHMKA AAHHbIX UMM UCTOYHUKOB AaHHbIX SPAN.

Hactpownka ucxogHoro nopta SPAN
e  Pexunm rnobanbHon koHurypaumm. Ob6si3aTenbHbIN.

¢ Bl moxeTe BbIGpaTh HanpaeneHne SPAN npu HacTpowike ncxogHoro nopta SPAN. Oba
HanpaBneHnsi HAaCTPOEHbI MO YMOMYaHWIO, TO ECTb OTCIEXMBAKOTCA Kak nepegaBaeMble,
Tak U NPYHUMAEMbIE NaKeThbI.

Hactpownka nopta HasHa4yeHusa SPAN
o  Pexum rmobanbHon KoHpurypaumm. ObasaTtensHbIn.

e CeaHc SPAN akTuBeH, TOMNbKO €Cnn HAacTPOeH ncxogHbii nopT SPAN (1nn B kavecTBe
NCTOYHMKa AaHHbIX SPAN ykaszaHa VLAN) 1 HacTpoeH nopT HasHadeHnsa SPAN.

5.4.1.4. NpoBepkKa

3anyctute komaHgy show monitor wunu komawgy show running, 4TO06bl NpoBEpPUTb
KoHpurypauuio SPAN. B kadecTBe anbTepHaTMBblI NMPOBeAUTE aHanui3 3axBaTa MakeToB Ha
nopty HasHadyeHuss SPAN un npoBsepbTe, AenctsyeT nun dyHkums SPAN B COOTBETCTBUU C
3axBavyeHHbIMN NakeTamu.

5.4.1.5. CBA3aHHbIe KOMaHAbI

Hactpownka ucxogHoro nopta SPAN

KomaHnga monitor session session-num source interface interface-id [ both | rx |tx]
Onucanve session-num: ykasblBaeT ngeHtudgukaTop ceaHca SPAN.
napameTpoB

interface-id: ykasblBaeT ngeHTugukaTop nHTepderca.

both: ykasbiBaeT, 4TO NakeTbl BO BXOASLLEM U UCXOOSALLEM HaNpaBeHUsaX
OTCNEXMBaTCA. ITO 3HAYEHME NO YMOSTHYAHWIO.

I'X: yKa3blBaeT, YTO NakeTbl BO BXOAALLEM HanpaBliEHNUN OTCIIEXNBAKOTCA.
tX: yka3blBaeT, YTO NMakeTbl B HanpaBlieHUN BbiBOOA OTCNEXUBaKOTCA
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Pexum komaHg

Pexnm rmobanbHon KoHdUrypaumm

HacTpouka noprta HasHa4yeHusa SPAN

KomaHga monitor session session-num destination interface interface-id[ switch]
Onucanwue session-num: ykasblBaeT ngeHtudukatop ceaHca SPAN.
napameTpoB

interface-id: ykasbiBaeT ngeHtudukaTop nHrepderica.

switch: ykasbiBaeT, 4YTO (PYyHKUMS MEPEeKnioYeHns BKMOYEeHa Ha nopre
Ha3HayeHns SPAN. Mo ymon4yaHuio OH OTKNIOYEH

Pexnm komang

Pexxm rmobanbHon KoHdurypauum

Hactponka SPAN Ha ocHOBe noToka

KomaHpa monitor session session-num source interface interface-id rx acl acl-
name

Onucanwue session-num: ykasblBaeT ngeHtudukatop ceaHca SPAN.

napamMmeTpoB

interface-id: ykasbiBaeT ngeHtudukaTop nHrepderica.
acl-name: ykasbiBaeT ums ACL

Pexnm komang

Pexxm rmobanbHon KoHdurypauum

Yka3aHue VLAN B KauecTBe UCTOYHUKA AaHHbIX SPAN

KomaHga monitor session session-num source vlan vlan-id [rx]
Onucanue session-num: ykasbiBaeT ngeHtudukatop ceaHca SPAN.
napameTpoB

vlan-id: ykasbiBaeT yka3aHHbIn naeHtudukatop VLAN.
rX: ykasblBaeT, YTO NakeTbl BO BXOAALLEM HaMNpaBeHn OTCNEXNBaTCS

Pexnm komaHg

Pexnm rnobanbHon KoHpUrypauum

Yka3aHue HekoTopbiXx VLAN B KayecTBe MCTOYHUKOB AaHHbIX SPAN

KomaHpa monitor session session-num source filter vlan vlan-id-list
Onucanuve session-num: ykasbiBaeT ngeHtudgpukatop ceaHca SPAN.
napameTpoB

vlan-id-list: ykasbiBaeT HekoTopble yKasdaHHble ngeHtudukatopsl VLAN

Pexum komaHg

Pexnm rnobanbHon KoHdUrypaumm
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5.4.1.6. Mpumep KoHcuUurypaumm

Hwxe B kayecTBe npumepa ucnonblyerca SPAN

CueHapui:
PucyHok 5-5.
LWarn e Kak nokaszaHo Ha PucyHke 5-5, gob6aBbTe noptel Gi 0/1 n Gi 0/2
HaCTPONKM yctponctea A B ceTb VLAN 1.
o Cospante SVI 1 n yctaHosute agpec SVI 1 Ha 10.10.10.10/24.
e YctaHoute IP-agpeca MK 1 n MK 2 Ha 10.10.10.1/24 n 10.10.10.2/24
COOTBETCTBEHHO.
o Hactponte SPAN gns yctponctsa A n HactpounTte noptbl Gi 0/1 n Gi 0/2
B KayecTBe WCXOQHOro nmnopta M nopta HasHavyeHus SPAN
COOTBETCTBEHHO
A QTECH# configure
QTECH(config)# vlan 1
QTECH(config-vlan)# exit
QTECH(config)# interface vlan 1
QTECH(config-if-VLAN 1)# ip address 10.10.10.10 255.255.255.0
QTECH(config-if-VLAN 1)# exit
QTECH(config)# monitor session 1 source interface gigabitEthernet 0/1
QTECH(config)# monitor session 1 destination interface gigabitEthernet 0/2
MpoBepka | 3anyctute KomaHay show monitor, 4Tobbl NPOBEPUTL, NPABUILHO M HACTPOEH
SPAN. lNocne ycnewHon Hactpourkn MK 1 oTnpaBnaeT nakeTbl NPOBEPKM CBA3MU
Ha SVI 1, a K 2 ocywiecTBNAeT MOHUTOPUHT C NOMOLLIbIO MHCTPYMEHTa 3axBaTta
nakeToB
A QTECH# show monitor
sess-num: 1
span-type: LOCAL_SPAN
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src-intf:

GigabitEthernet 0/1 frame-type Both
dest-intf:

GigabitEthernet 0/2

5.4.1.7. PacnpocTpaHeHHble OWMNOKKN

e /peHTnduMKaToOp ceaHca, yKasaHHbI Mpu HacTpouke wucxogHoro nopta SPAN, He
COOTBETCTBYET nAeHTMdUKATOpPY, YKasaHHOMY MNpW HAcTpoWke nopTa HasHa4eHUs
SPAN.

e [loTeps nNakeToB MOXeT MPOU3OWTU, €Cny MNakeTbl nopTa C BGOMbLUIOA MNPOMYCKHOW
CMOCOGHOCTBIO 3epKanvpyTCs Ha NOPT C Marioi NPonycKHOM CNOCOBGHOCTLHO.

5.4.2. Hactponka ocHOBHbIX pyHKUMn RSPAN

5.4.2.1. AcpdheKT KoHduUrypaumm
e HacTponTe MCXogHbIA NOPT M NOPT HasHa4YeHMss Ha MCXOOHOM YCTPOWCTBE CeaHca
RSPAN u HacTpoKTe nopT Ha3Ha4YeHWs Ha LLeneBOM YCTPOMCTBE.

e HacTponTte nopT HasHadeHus Ha ueneBom yctponctBe RSPAN ans oTcnexuBaHus
nobbIx NakeToB, KOTOPbIE NepeaatnTcsa UM NPUHUMAKOTCA UCXOLHbIM NMOPTOM.

5.4.2.2. NMpumeyaHun

e Ecnn dyHKUMA KOMMyTaTOpa OTKMAYEHA Ha nopTe HasHadeHuss RSPAN, nopt
HasHayeHus nony4vaeT TOnbkO Mirrored-nakeTbl U oOTOpacbiBaeT Apyrne nakeThbl,
npoxogsume Yepes rnopt. [locne BkNIOYEHNA PYHKLUN KOMMYTaTopa NopT HasHavYeHus
MOXET NPMHMMAaTb He mirrored-nakeThbl.

e Bce noptbl, 3agenctBoBaHHble B RSPAN, gomkHbl 6biTb Ao6aBneHbl B yaaneHHyo
VLAN.

e YpaneHHaa VLAN pomkHa ObiTb cO3gaHa Ha MPOMEXYTOYHOM YCTPOMCTBE, U K
yoaneHHon VLAN gosmkHbl 6biTb Ao6aBneHbl Npo3payHble NopThl nepegayu.

5.4.2.3. LLlarn HacTpounku
Hactpowka ceaHca RSPAN

o  Pexum rmobanbHon KoHpurypaumm. ObasaTtensHbIn.

o OanH n TOT Xe maeHTUdUKaTop ceaHca HeOOXOOMMO HACTPOUTb Ha WUCXOOHOM
yctporictBe RSPAN n uenesom yctponctese RSPAN.

HacTtponka ncxogHoro yctporictea RSPAN

e Pexum rnobanbHon koHpurypaumm. ObsizaTenbHbIN.

e cnonb3yeTca ansa ykasaHusa yCcTponcTea, kotopoe byaet koHTponmpoBatbcsa RSPAN.
Hactponka ueneoro ycrponctea RSPAN

e Pexum rnobanbHon koHpurypaumm. ObsizaTenbHbIN.

o VcnonbayeTcda ANs ykasaHua LieneBoro ycTponcTea Ans Boisoga naketos RSPAN.
HacTtponka ncxogHoro nopta RSPAN

e Pexum rnobanbHon koHpurypaumm. ObsizaTenbHbIN.
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3aBepLumMTe HACTpPOWKy Ha wucxogHoMm ycTponctBe RSPAN. T[locne HacTpowkm
MOHNTOPUHI RSPAN MOXeT NpoBOAUTLCA ANsi NakeToB ncxogHoro nopta RSPAN. Bl
MoxeTe ykaszaTb RSPAN ans mMoHuTOpuHra naketoB yaaneHHon VLAN BO BXOAHOM
HanpaBneHnn, UCXOASLWEM HanpasneHuM unn B 0BOMX HanpaBneHWUsiX WUCXOAHOro
nopta RSPAN.

HacTtponka BbixogHoro nopta RSPAN

Pexxunm rmobanbHon koHpurypauumn. ObasatensHbIN.

3aBepLuMTE HACTPOVKYy Ha wucxogHoMm yctponctBe RSPAN. [locrne HacTponkm
mirrored-nakeTbl, NONy4YeHHble nopTamun, ob6aBneHHbIMM B yaaneHHyto VLAN, moryT
ObITb NepeaaHbl Ha Lenesoe yctponctso RSPAN yepes BbIXO4HOW NOpT.

HacTpoika nopta HasHa4vyeHna RSPAN

Pexum rnobanbHom koHdurypauun. ObasaTenbHbIN.

3aBepLumTe HacTporky ueneBoro yctponctea RSPAN. lNocrne HacTponku Lenesoe
yctponctBo RSPAN nepecbinaeTr 3epkanbHble MNakeTbl, MOSMydeHHblE MopTamMu,
pobGaeneHHbiMM B yaaneHHyto VLAN, Ha yCTpOWCTBO MOHWUTOpPUMHra 4epes nopT
Ha3Ha4yeHus.

5.4.2.4. NpoBepkKa

3anyctute komaHgy show monitor nnm komangy show running, 4to6bl NPOBEPUTL, YCNELLHO
nn HactpoeH RSPAN Ha Kaxgom yCTPOWCTBE, UMW BbIMNOMHUTE 3axBaT MakeToB Ha LEeNneBoM
mirroring-nopTy Ha ueneBom ycTpoinctee RSPAN, 4yTobbl NpoBEpPUTL, SBNSAIOTCA M MaKeTbl,
3epKanMpoBaHHbIe C UCXOOHOro nopTa ucxogHoro ycrponctea RSPAN, 3axBavyeHbIMu.

5.4.2.5. CBA3aHHbIe KOMaHAbI

HacTtpowka nucxogHoro ycrpouncrtsa RSPAN

KomaHpa monitor session session-num remote-source
Onucanwue session-num: ykasbiBaeT naeHtmgukatop ceaHca RSPAN
napamMmeTpoB

Pexxum komaHg | Pexxum rmobanbHon KoHurypauum

Hactpownka ueneBoro yctporctea RSPAN

KomaHga monitor session session-num remote-destination
Onuncanue session-num: ykasbiBaeT ngeHtugukatop ceaHca RSPAN
napameTpoB

Pexunm komaHg | Pexxum rnmobanbHon kKoHurypaumm

Hactpowka yaaneHHon VLAN

KomaHga remote-span

Pexum komaHg | Pexum VLAN
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HacTtpowka ucxogHoro nopra RSPAN

KomaHpa

monitor session session-num source interface interface-id [ both | rx | tx
][acl acl-name]

OnwucaHune
napamMmeTpoB

session-num: ykasblBaeT ngeHtudukatop ceaHca RSPAN.
interface-id: ykasbiBaeT ngeHtudukaTop nHrepderica.

both: ykasbiBaeT, 4TO NakeTbl BO BXOASLLEM U UCXOASLLEM HaMpaBneHUsx
OTCNEXMBAOTCA. DTO 3HAYEHME MO YMONYaHUIO.

rX: ykasblBaeT, YTO MaKeTbl BO BXOASALLEM HAMpaBieHN OTCNEXNBAKOTCS.
tX: yKasblBaeT, YTO NakeTbl B HAaNpaBfeHMn BbiBOAA OTCNEXNBAIOTCS.
acl-name: ykasbiBaeT nmst ACL

Pexum komaHg

Pexwnm rmobanbHon KoHdUrypaumm

PykoBoactBo no
NCNoNb30BaHWIO

KoHdurypaums Takas xe, kak y ncxogHoro nopta SPAN, HO HeobxogmMmo
yKasaTtb ngeHtndukaTop ceaHca RSPAN

HacTpowka BbIXO4HOro nopta Ha MICXogHOM yctpouctee RSPAN

KomaHga monitor session session-num destination remote vlan remote-vian
interface interface id [ switch ]

Onucanue session-num: ykasbiBaeT ngeHtudukatop ceaHca RSPAN.

napameTpoB

remote-vlan: ykasbiBaeT Ha yganeHHyto cetb VLAN.
interface id: ykasbiBaeT ngeHTuumkatop nHTepdenca.
switch: ykasbiBaeT, y4acTByeT niv NOpT B KOMMYyTaLUn NakeToB

Pexnm komaHg

Pexwnm rmobanbHon KoHdUrypaumm

Hactpowka ueneBoro nopta Ha uenesom yctponcrtee RSPAN

KomaHga monitor session session-num destination remote vlan remote-vian
interface interface id [ switch ]

Onucanwue session-num: ykasbiBaeT ngeHtudukatop ceaHca RSPAN.

napameTpoB

remote-vlan: ykasbiBaeT Ha yaaneHHyto cetb VLAN.
interface id: ykasbiBaeT ngeHTudumkatop nHTepdenca.
switch: yka3sbiBaeT, y4acTByeT nv nopT B KOMMYyTaLUWN NakeToB

Pexum komaHg,

Pexwnm rnobansHon KoHdUrypaumm
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5.4.2.6. MNpumep KoHcuUurypaumm

HacTtpouka One-to-Many RSPAN

CueHapui:

[

Cepsep

YCTPONCTBO HA3Ha4YeHUs
KommyTtatop B

. Mopt MAC Loopback
McxogHoe yCTpoNCTBO

McxogHbii nopt  KommyTartop A
Fa 0/1

MopT Ha3Ha4yeHuA MNopT Ha3Ha4yeHun
Fa 0/2 Fa 0/2

MnK1
PucyHok 5-6.

Warn e Kak nokasaHo Ha npefbiayLlemMm pucyHke, HacTtponTe yganeHHyo VLAN
HaCTPOWKM Ha kommyTaTope A, kommyTtaTope B 1 kommyTtatope C.

e HactponTte ucxoaHbId MOPT, BbIXOAHOW nopT M nopT loopback Ha

koMmmyTaTope A.

e HacTtponte nopT Ha3HayeHus Ha koMmmyTaTope B n kommyTtaTope C

A QTECH# configure

QTECH(config)# vlan 7

QTECH(config-vlan)# remote-span

QTECH(config-vlan)# exit

QTECH(config)# monitor session 1 remote-source
QTECH(config)# monitor session 1 source interface fa 0/1 both

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
switch

QTECH(config)# interface fa0/2
QTECH(config-if)# mac-loopback
QTECH(config-if)# switchport access vlan 7
QTECH(config-if)# exit
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QTECH(config)# interface range fa0/3-4
QTECH(config-if-range)# switchport mode trunck

B, C

QTECH(config)# vlan 7

QTECH(config-vlan)# remote-span

QTECH(config-vlan)# exit

QTECH(config)# monitor session 1 remote-destination

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
QTECH(config)# interface fa0/1

QTECH(config-if)#switchport mode trunck

MpoBepka

3anyctute komaHgy show monitor wnu komaHgy show running Ha
kommyTaTope A, kommyTatope B n kommytatope C, 4tTobbl NpoBepuThb, yCnewHo
nun HacTtpoeH RSPAN

QTECH# show monitor
sess-num: 1

span-type: SOURCE_SPAN
src-intf:

FastEthernet 0/1 frame-type Both
dest-intf:

FastEthernet 0/2

Remote vlan 7

mtp_switch on

QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7

mtp_switch on

QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2

Remote vlan 7
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mtp_switch on

5.4.2.7. PacnpocTpaHeHHble OLNOKH

e YpaneHHasas VLAN porkHa

ObITb HaCcTpoeHa Ha UCxXxogHoOM

YCTPOMCTBE,

NPOMEXYTOYHOM YCTPOMCTBE U LIENEBOM YCTPOUCTBE, a uUX maeHtudpukatopbl VLAN
AOMKHbI ObITb COrnacoBaHbl.

e [loTepa nNakeToB MOXET MPOM3ONTW, €CnM nakeTbl nopTa € GOMbLON MPOMYCKHON

CNOCOBHOCTLIO 3epKanmpyoTca Ha NOPT C Marnoi NPoNyCKHOM CNOCOBHOCTLIO.

o [Ina peanusauun RSPAN One-to-Many Heo6x0AMMO HAaCTPOUTbL HECKOMBbKO BbIXOOHbIX

NnopToB.
5.5. MOHUTOPUHT

5.5.1. OTobpaxeHue

OnucaHue

KomaHaa

cyulecTteyrouine B CUCteme

OtobpaxaeT BCE mirroring-ceaHcsbl,

show monitor

OTtobpaxaeT yka3aHHbI/ Mirroring-ceaHc

show monitor session session-id

5.5.2. OTnapka

NMPUMEYAHMUE: cuctemHble pecypchbl 3aHATbI NPy BbIBOAE OTNag04YHON MHGpopMaLumun. MNMoaTomy
OTKNtoYanTe oTnagKy cpasy rnocre UCrnorb3oBaHus.

OnucaHue

KomaHaa

[nana3oH oTnagku

debug span
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6. HACTPOUKA ERSPAN

6.1. O630p

MHKancynMpoBaHHbIN aHanM3aTop yAaneHHbIX KommyTupyembix noptoB (ERSPAN) gaBnsetcs
pacluMpeHnem aHanuaartopa yaaneHHblX KoMMmyTupyembix noptoB (RSPAN). MakeTbl AaHHbIX
SPAN o06bl4HbIX RSPAN MoryT nepegaBaTbCA TOMbKO B npedenax YpoBHS 2 U HE MOryT
npoxoauTb vepes cetn Mapwpytmnsauun. OgHako ERSPAN MoxeT nepegaBatb naketbl SPAN
MeXxay CceTMU MapLupyTu3aLumu.

ERSPAN uHkancynupyet Bce naketbl SPAN B nakeTb! IP yepes o6Lwmin TyHHEeNb nHKancynauum
mMapuwpyTtm3aumm (GRE) 1 HanpaBnseT uMx Ha nopT HasHadyeHus yctpomctea RSPAN. Ha
cnegyoLlemM pUCyHKe nokasaHa Tononorus TUNMYHOro NPUIOXeHns:

Maket Maket
GRE SPAN GRE SPAN

Maket
mirrored-gaHHbIX

w ’%re/p;b\—’
N

Maket

L&

PucyHok 6-1. Tononoruna tunmyHoro npunoxenus TyHHenss ERSPAN GRE

YCTponcTBa Ha PUCYHKe UrpatoT ABE POnu:

e  KommyTaTtop-ucToYHUK. KOMMYTaTOpP-UCTOYHNK OTHOCUTCA K KOMMYTaTopy, B KOTOPOM
HaxoanTca ncxogHbl nopT ERSPAN. OH KonupyeT NakeThbl B UCXOOHbIN MNOPT, BbIBOAUT
KON W3 BbIXOOAHOrO nopTa, WHKancynupyeT ux B |P-naketbl U nepeHanpasnaet
IP-nakeTbl HA KOMMYTaTop Ha3Ha4YeHus.

o KommyTaTtop HasHadeHus. KommyTatop HasHayeHusi OTHOCUTCA K KOMMYyTaTopy, B
KOTOPOM HaxoguTcs nopT HasHadeHus ERSPAN. OH nomellaeTt nonyyeHHble nakeThbl
SPAN u4epe3 nopt HasHadeHns SPAN, gekancynupyet ux B naketel GRE, a 3atem
nepecbiniaet naketol GRE Ha yCTpOMCTBO MOHUTOPUHTA.

Ona peanusaunn ERSPAN IP-naketol ¢ GRE-uHKancynaumMen O0MKHbI UMEeTb BO3MOXHOCTb
HOpManbHO MapLLPYTU3MPOBAaTbLCA K LierneBomy ycTporctsy SPAN.

6.2. MpunoxeHusn

MpunoxeHue

OnucaHue

OcCHOBHbIE npunoxexHund

ERSPAN

MakeTel Ha ycTponcTtBe-uctodyHmke SPAN  Heobxogumo
3epkanupoBaTb Ha LieNieBOM yCTPONCTBE AN MOHUTOPUHIa

(@ arecy
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6.3. OcHoBHbIe npunoxeHnsa ERSPAN

6.3.1. CueHapum

Kak nokaszaHo Ha cnegywowem pucyHke, ERSPAN nosBonsgeTr ceTeBOMYy aHanusaTopy
oTcnexuBaTb Mnofib3oBaTenen, MNOAKMOYEHHbIX K KOMMyTaTopy A WMCXOAHOro YCTPOWCTBA.
OO6bI4HO yCcTpOrCcTBa MOryT 06MEeHNBaTLCA AAaHHBIMU APYT C APYTrOM.

[MpomexyTo4HOE YCTPOWUCTBO
KommyTtaTop B

Obwmi nopt
Gi 0/2

O6wmi nopt
Gi 0/1

WNcxooHeln nopT
Gi 0/1

BrixogHown nopt

YCTPOWCTBO HasHa4YeHus

WcxogHoe ycTponcTBO
KommyTatop C

KommyTatop A

A
WcxoaHoe nopt : Mopt Ha3HauyeHns SPAN
Gi 0/2 | Gi 0/2
|
)
|: =
Habnopaembin CeteBon
nonb30BaTernb aHanusartop

PucyHok 6-2. Tononorns oCHOBHbIX npunoxeHnn ERSPAN

6.3.2. PasBepTbiBaHue

e Ha kommyTatope A HacTponTe MOpPT, HAMPSAMYK MNOAKMHYEHHbIA K NOMb3oBaTensdm
(Gi 0/1), kaK mMcxogHbIM NOPT, @ NOPT, MOAKMOYEHHbIN K KommyTatopy B (Gi 0/2),
HaCTPOMNTE KaK BbIXOAHOW MOPT.

e Ha kommyTaTtope B nopTbl, NOAKMtoYeHHbIE K kKoMMyTaTopy A 1 kommyTtatopy C (Gi 0/1
n Gi 0/2), ABNATCS, COOTBETCTBEHHO, WHTepencamm-y4yacTHMKamm
SVI-uHTepdencor (BUpTyanbHOro MHTepdenca KoMmyTaTtopa) ABYX CErMEHTOB CETH,
obecne4yrBas B3aumogencTene Mmexay ABymMs cermeHtamu IP-cetw.

6.4. ®yHKUUN

6.4.1. ba3zoBble KOHLEeNTbI

Ceccusa ERSPAN
MakeTbl AaHHbLIX SPAN 06wmx RSPAN MoryT nepefaBaTbCs TOMNbKO B Npefenax YpoBHS 2 U He
MOryT NpoxoauTb Yepes ceTn mapwpyTtusdaumm. OgHako 3epkanumpoBaHme ERSPAN nossonsieT
nepepasatb naketol SPAN mexay cetamu mapwpytmsaumn. ERSPAN wnHkancynvpyeT Bce
naketol SPAN B nakeTbl IP 4epe3 TyHHernb GRE v HanpasngeT ux Ha MNopT HasHayeHus
yctponctBa RSPAN. ERSPAN wMoxeT oTcnexusaTb BXoAduive, ucxogsdwme U
ABYHanpasreHHble NakeTbl OAHOro UM HECKOSTbKMX NMOPTOB. Takune nopTbl, KaK KOMMYTUPYEMbI
nopT, MapLipyTU3MpyemMblii NopT u arperpyembln nopt (AP), MOXHO HacTpoUTb B KavecTBe
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ncxogHoro nopta gnst ceaHca ERSPAN. KommyTatop He 3aTparnBaeTtca nocne gobaBneHus
nopta B ceaHc ERSPAN.

UcxoaHbin nopTt

McxogHbln NopT Takke HasblBAeTCA KOHTposnvpyeMbliM noptoMm. B ceaHce ERSPAN noToku
AaHHbIX NCXOAHOro NopTa OTCIEXNBaKTCA A9 CETEBOro aHanmsa u ycTpaHeHusa Henonagok. B
pamMmkax ogHoro ceaHca ERSPAN nonb3oBatenu MOryT OoTCnexvBaTb BXOAHbLIE, BbIXOAHbLIE U
AByHanpaBneHHble NOTOKN JaHHbIX, a KONIMYECTBO MCXOOHbIX NOPTOB HE OrpaHnyeHo. MicxoaHbin
nopT UMEET crneyoLme 0Co6EHHOCTU:

¢ McxogHbln nopT MOXeT ObiTb KOMMYTUPYEMbIM MOPTOM, MapLUPYTU3UPYEMbIM NOPTOM
UNK arpervpyemMbimM NOPTOM.

o OH noaoaepXmnBaeT 3epkKannmpoBaHWe HECKOJIbKMX WMCXOAHbIX NMOPTOB HAa WUCXOAHOM
yCTpOVlCTBe Ha Ha3Ha4Y€eHHble BbIXOOHbIE MOPTHI.

e  cxodHbi NOPT U BbIXOAHOM NOPT HE MOryT ObITb HA OQHOM M TOM e MOPTY; Korga
ncxogHoln nopt SPAN gaBnsieTca MHTEPMENCOM YPOBHA 3, OTCREXMBAKOTCA MaKeTbl
YPOBHS1 2 1 YPOBHS 3.

e Korga Heckonbko NMOPTOB OTCMEXMBAKOTCA B ABYX HanpaBreHusiX, NakeT BBOAUTCS C
OHOro nopTa M BbIBOAWTCH C APYroro. Takol MOHWUTOPUHI CHUTAETCS KOPPEKTHbIM,
€CIN KOHTPOSMPYETCS TONbKO OAMH MaKeT.

e Korga crtaTyc BKIOYEHHOro STP-nopTta HaxoaUTCs B COCTOSIHUM  GITOKMPOBKM,
BXOAALLME U UCXOOALME NakeTbl Ha MOPTY MOXHO OTCreXuBaThb.

e  IcxodHbIN NOPT M NOPT Ha3HaAYeHUs MOryT nNpuHagnexaTb ogHon n Ton xe VLAN unu
pasHbiM VLAN.

6.4.2. O630p

OcobeHHOCTbL = OnucaHue

ERSPAN HacTtpanBaet SPAN Ha pa3Hble MHTEPHET-NOPTHI

6.4.3. ERSPAN

MukancynupoBaHHbin ERSPAN saBndaetca pacwupeHnem RSPAN. [MakeTbl gaHHbix SPAN
obwmx RSPAN moryT nepegaBaTthCs TONbKO B Npeaenax YpPoBHS 2 U HE MOTYT NPOXOAUTb Yepes
cetn MapwpyTtunsaumm. OgHako ERSPAN moxeT nepegasatb nakeTbl SPAN mexagy cetamu
MapLIpyTM3aLmK.

6.4.3.1. MpuHUMN paboTbl

Bce mirrored-nakeTbl MHKancynupytoTcsa B IP-nakeTbl Yepes TyHHenb GRE n HanpasnsioTcsa Ha
nopT Ha3HayeHuns yctporctea RSPAN.

Hactpownka ceaHca ERSPAN

Hactponte ERSPAN kommyTatopa w pasnuyante atpubytel kommytatopa ERSPAN
ycTporcTBa. Bam Heobxoanmo HasHauuTb ngeHtudukatop ceaHca ERSPAN 1 BOMTU B pexum
KoHurypauun ERSPAN nocne ycneLwwHon HacTpOrK.

HacTtponka ucxogHoro nopra

Mocne Bxoga B pexum KoHdurypauun ERSPAN Bam HeoGXxoAMMO ykasaTb WUCXOAHbLIN MOPT,
4YTOObI HACTPOUTb NCXOAHLIM NOPT SPAN, 1 onpefenuTb HanpasfeHne NOTOKOB AaHHbIX SPAN
B COOTBETCTBUM C SOMOMHUTENBHBIMWN KOHUrypaumsmmn HanpasneHna SPAN.
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BknioyeHune ceaHca ERSAN

Mo ymonyaHuio BkntodeHne ceaHca ERSPAN o3Ha4vaeT BkntoyeHue 3epkanuposaHma ERSPAN.
BcTynatoT B cuny Tonbko BKMNtoYeHHble ceaHcbl ERSPAN.

UHkancynauma ncxoaHoro IP-agpeca

MHkancynaumsa ucxogHoro IP-agpeca npegHasHavyeHa ans HacTPOMKM ucxogHoro IP-agpeca
WHKancynupoBaHHoro naketa GRE.

Mukancynsauus |IP-agpeca HasHaYyeHusA

WHkancynauusa IP-agpeca HasHadeHUs npegHasHavyeHa ans HacTponku IP-agpeca HasHavyeHus
WHKancynupoBaHHoro naketa GRE u obecnedeHnsi HOpmanbHOM MapLUpyTU3auun MakeToB
SPAN B ceTw.

Mukancynauma IP TTL/DSCP

MHkancynupyiTte 3Ha4yeHusa Bpemeru XXnsum (TTL) n Toukn koga auddepeHUnpoBaHHbIX yCnyr
(DSCP) IP-nakeToB.

HacTpouka pexxuma 3axBarta

HacTtponTe pexum 3axsaTta (3epkanumpoBaTb NN BECb NakeT unu 6anTbl 3arofloBka UCXOAHOro
nakera).

HacTtpowka 4yacToTbl BbIGOPKHU

HacTtponTte 4actoty BblOOpkM (KONMMYECTBO MaKeTOB AN OAHOW onepaumm mirroring) ans
3epKanMpoBaHnsi HA UCXOLHOM NOPTY.

vrf vrf-name
YKkasblBaeT WMsS BUPTyanbHOW MapwpyTudaumn. PasnuyHble 3HadeHusi BUPTyarbHOMW

MapupyTtm3aumm MOrytT UMeTb pa3Hble NCXoabl And OAHOro U Toro e IP-a,u,peca Ha3Ha4YeHuns.
6.4.3.2. CBA3aHHasA KOHcurypaums

Mo ymonyanuio SPAN oTkntodeH. OH BKOYAEeTCH TOMBKO NOCIe CO34aHnsa ceaHca U HaCTPOWKHM
nopta SPAN nctouHuka, ncxogHoro IP-agpeca n IP-agpeca HasHa4yeHus1.

Hactpownka ceanca ERSPAN
QTECH(config)# monitor session session_num erspan-source

session_num:  ykasblBaeT, 4TO KonuMyecTBO ceaHcoB  SPAN, noagepkuBaemblX
noeHTndukatTopamm ceaHcos SPAN, 3aBUCUT OT NpoayKTa.

Hactpowka ucxogHoro nopra
QTECH(config-mon-erspan-src)# source interface {single- interface | all }{[rx | tx | both ]}
single_interface: ykasbiBaeT ncxogHbii nopt SPAN, KOTOPbIN HEOOXOANMO HACTPOUTb.

all: ykasbiBaeT, 4TO UcxogHbli nopT SPAN, noanexawmin HacTponke, aenaeTca rnodanbHbIM
NHTepencom, NOAOEPKUBAIOLLNM 3EpPKaNMpOBaHKE.

rX: YyKasblBaeT, 4TO Noclne HaCTpOIZKVI X OTCNeXuBarkwTCA TOJIbKO NakeTbl, MOoJly4YeHHbIe
MCXOOHbIM MOPTOM.

tX: yKkasblBaeT, 4YTo nocrie HaCTpOI7IKVI tX oTcnexuBaloTCA TONbKO MakeTbl, OTNpaBlieHHbIe C
MCXOOHOro nopTa.

both: ykasbiBaeT, 4TO nocne Toro, kak both HacTpoeH, nakeTbl, OTNPAaBNEHHbIE U MOMNYYEHHbIE
NUCXOAHbIM MOPTOM, NepeaarTcsa Ha MNOPT Ha3HadeHus Ons oTCcnexmBaHuda; TO ecTb both
BKMOYAIOT X N tX. ECNu HU rX, HU tX, HM both He HacTpoeHsl, both BkNoYeHbI N0 ymMonyaHuio.
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Hactponka SPAN Ha ocHOBe NoToka

Mo ymonuaHuio pyHKUuA oTknmoyveHa. 3anyctute komangy QTECH(config-mon-erspan-src)#
source interface interface-id rx acl acl-name {sample}, 4To6bl HacTponTb SPAN Ha ocHoBe
NMOTOKOB M 4YacTOTbl BbIGOPKM (OnumoHansHo).

BkntoyeHne ceaHca ERSAN
QTECH (config-mon-erspan-src)# shutdown

OTa KoMaHaa ucnonb3dyeTcs Ans OTKNoYeHusa 3epkanvpoBaHusa ERSPAN. (Mo ymonyaHuio)
3anyctute komaHay no shutdown, 4Tobbl BKMOUNTL 3epkanmpoBaHne ERSPAN.

UHkancynauusa IP-agpeca HasHa4vyeHuUs
QTECH(config-mon-erspan-src)# destination ip address ip-address
ip-address: nHkancynupyet IP-agpec HasHa4yeHus.

MHkancynauma ncxogHoro IP-agpeca
QTECH(config-mon-erspan-src)# origin ip address ip-address
ip-address: nHkancynupyeT ncxogHein IP-agpec.

UHkancynsauumsa IP TTL
QTECH(config-mon-erspan-src)# ip ttl ttl_value

ttl_value: HacTpamBaeT 3HadeHne TTL wuHkancynupoBaHHoro IP-agpeca. 3HaveHune TTL
HaxoguTca B gManasoHe oT 0 go 255, a 3Ha4yeHne no ymonvaHumio — 64.

Uukancynauus IP DSCP
QTECH(config-mon-erspan-src)# ip dscp dscp_value

dscp_value: HacTpamBaeT 3HaudeHune DSCP ansa uHkancynupoBaHHoro |P-agpeca. 3HaveHue

DSCP Haxogutca B gmanasoHe ot 0 oo 63, a 3HavyeHue no ymosndaHuio paBHO 0. DyHKUMS

BCTYMaeT B CUIy TOMbKO nocne HacTporiku gosepus DSCP Ha ucxogHom nopty SPAN.
HacTtpowka pexnma 3axBarta

QTECH(config-mon-erspan-src)# capture-mode [ all | truncate ]

all: 3Ha4eHne No yMOn4YaHuio, YKasblBatoLLlee, YTO 3epKanmpyeTcs BECb UCXOAHbIV NakeT.

truncate: ykasblBaeT, 4To 6alT 3aronoBka MCXOAHOMO NakeTa 3epKarnbHO oTpaxkeH. KoHKpeTHoe
KOnM4ecTBO OanMTOB 3arorfioBka, MNOANEXalMX 3epKanupoBaHWIO, OMNPEAEenseTcss Yurnom
npoaykTa.

HacTtpowka 4yacToTbl BbIGOPKHU
QTECH(config-mon-erspan-src)# sampling-rate rate

rate: ykasblBaeT 3Ha4YeHne YacTtoTbl BblbopkM B ananasoHe ot 1 go 1 000 000. Hanpumep, ecnn
yacTtoTa BbiGopku paeHa 100, oanH nakeT BbibMpaeTcs n3 100 nakeToB, TO €CTb KOSDULMNEHT
BblGopkn coctaengaeT 100:1. YactoTa BbIGOPKM MO yMonyaHuto coctaensaeT 1:1, To ecTb Bbibopka
OCYLLIECTBIISETCA U3 KaXK4oro nakeTa.

OTa yHKUMA AencTBUTENbHA TOMNbKO TOraa, Korga YactoTta BbIGOPKM HACTpoeHa Ha UCXOLHOM
nopty SPAN.

Wukancynauuma vrf vrf-name
QTECH(config-mon-erspan-src)# vrf vrf-name

vrf-name: ykasbiBaeT nms VRF (sk3emnnsapa mapupytudauum n nepecbinki VPN).
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NMPUMEYAHMUE: Bo Bpems ncnonb3oBaHusa obpatnte BHMMaHWE Ha criegyroLmne npobremsi:

e [oaTeBepauTe NOAKMHOYEHME MapPLUPYTM3aLMN YPOBHS 3 OT KOMMYyTaTopa-UCTOYHMKA K
KOMMyTaTopy-aapecary.

e ERSPAN HegocCTyneH, ecrnn CXOAHbIN NOPT OTKITOYEH.

e Ecnu ncxogHbli NopT Uim NopT HasHavyeHus gobaenarTcs K AP, MCXOOHbIN NOPT unu
NopT HasHavyeHus BbIXxoauT n3 ceaHca ERSPAN.

e W3-3a pasnuumii NpoaykTOB He BCe NpOAyKTbl MNOAAEPXKMBAOT BCe MNapameTpbl
BbILLEYNOMSIHYTbIX KOMaHA,.

6.5. KoHdurypaums

erspan_source_session_num
ber erspan-source

KoHdurypauma OnucaHue n komaHpa

HacTtporka (ObsizaTenbHbIn)  Mcnonb3yeTcss Ons  co3gaHust  3epKanmMpoBaHus
OCHOBHbIX ERSPAN

byHKLMR

ERSPAN monitor session | HactpavBaeT waeHTUdUKaTOp ceaHca

ERSPAN wn Bxogut B  pexum
KOHJUrypauum MnCXogHOro YCTpOWUCTBa
ERSPAN

source interface {single-
interface | all } {[ rx | tx | both

I}

CesasbiBaeT ncxogHbin nopt ERSPAN un
BblOMpaeT HanpaeneHne SPAN

source interface { single-
interface | all } rx acl acl-name
[ sample]

SPAN Ha
ERSPAN wu

HactpanBaet
OCHOBE MOTOKa
BKIOYaeT BbIGOPKY

NCTOYHUK
ans

(@ arecy

shutdown OrTkntovaeT 3epkanupoBaHne ERSPAN
destination ip address | HactpanBaet |IP-agpec Ha3Ha4yeHus ons
ip_address notoka ERSPAN. Agpec pgormkeH ObiTb
agpecom nHTepdenca LLeneBoro
yCTpoKncTBa
original ip address | HactpamBaet WHKanNcynMpoBaHHbIN
ip_address ncxogHbin IP-agpec ans ERSPAN
ip ttl ttl_value (OnuuoHanebHO) HacTpanBaeT 3HadeHue
TTL wHkancynuposaHHoro |IP-agpeca
ans ERSPAN
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KoHdurypauma OnucaHue n komaHga

HacTtponka ip dscp dscp_value (OnuuoHanbHo) HacTpanBaeT 3HauyeHue
OCHOBHbIX nonda DSCP  wuHkancynuposaHHOro
byHKLMN IP-agpeca ana ERSPAN

ERSPAN

capture-mode [ all | truncate | (OnumoHaneHO) HacTpavBaeT pexum
] 3axBaTa ans 3epKanMpoBaHus
NCXOQHOro nakeTta

sampling-rate rate (OnumonanbHO) HactpauBaeT w4acTtoTy
BbIGOPKU ANS 3epkanupoBaHus

vrf vif_name (OnuuonanbHo) HactpamBaeT nma VRF

6.5.

1. HacTtpounka ocHOoBHbIX hyHKunn ERSPAN

6.5.1.1. ekt kKoHduUrypaumm

e RSPAN nos3BonsieT ceTeBOMYy aHanua3aTopy OoTCnexmBaTtb Nofb3oBaTenen.
e YcTpomncTBa MOryT HOpMaribHO 06MeHNBaTLCA AaHHLIMU APYT C APYrOM.

6.5.1.2. NpumeyaHun

e  Ecnu ncxoaHbii nopt gobasnsietcs kK AP, ICXOOHbLIN NOPT BbIXoAUT U3 ceaHca ERSPAN.

e [lomkHa BbITb obecneyeHa MapLipyTusauust YpoBHA 3 OT KOMMyTaTopa-UCTOYHMKA K
KOMMYyTaTopy-agpecary.

6.5.1.3. LLlarn HacTpounku

e Ceccuss ERSPAN.
o  Pexum rmobanbHon KoHpurypaumm. ObasaTtensHbIn.

o VlpeHTudukatop ceaHca, HaCTPOEHHbIN ¢ nokanbHbiM SPAN nnn RSPAN, He mMoxeT
ncnonb3oBaTbca Ansd ceaHca ERSPAN. Bonagnute B pexxum ERSPAN nocne HacTporiku.

UcxoaHbin nopTt
e Pexunm koHdurypauum ERSPAN. O6a3aTenbHbIN.

e HanpaBnenne SPAN MOXHO BbiOpaTb BO BpPeEMS HACTpOMKu ucxogHoro nopta SPAN.
HanpaeneHne both no ymMon4yaHuiO; TO €CTb OTCMEXUBAKTCA Kak npuem, Tak U
nepegava nNaxkeTos.

BknroyeHne ceaHca ERSPAN
e Pexunm koHdurypaumm ERSPAN. O6a3aTenbHbIN.

e [lo ymonuyaHuio BkMoveHne ceaHca ERSPAN o3HayaeT BKNIOYEHWE 3epKannpoBaHUg
ERSPAN. BcTynatoT B cuiny TONbKO BKIHOYEHHble ceaHCbl ERSPAN.

MHkancynaumsa ncxoagHoro IP-agpeca
e Pexunm koHdurypaumm ERSPAN.OGA3aTenbHbIN.
e VcnonbayeTca ansa uHkancynsaumm ncxogHblx IP-agpecos naketos SPAN.

Q
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UHkancynauusa IP-agpeca HasHavyeHUA
e Pexunm koHdurypaumm ERSPAN. O6a3aTenbHbIn.

o VcnonbayeTtca ansa uHkancynsumm IP-agpecos HasHavyeHus naketoB SPAN.
Mukancynauusa IP TTL/DSCP

o  Pexunm koHdurypauun ERSPAN. OnunoHanbHbIN.

e cnonbayeTcs ansa nHkancynauum sHadyeHnn DSCP IP-naketoB SPAN.
HacTtpoika pexnma 3axBara

o Pexum koHpurypauun ERSPAN. OnunoHansHbIN.

L] MCHOHb3yeTCﬂ anda HaCTDOﬁKM pexunmMa 3axBaTa AnA 3epKarimpoBaHUA MCXOOHOro

nakerta.

HacTtponka 4yacToTbl BbIGOPKMU
e Pexunm koHdurypauun ERSPAN. OnunoHanbHbIN.
e Vcnonb3yeTcsa AN HACTPOWMKM YaCTOTbl BbIOOPKM 411 3epKanvMpoBaHus.

vrf vrf-name

e  Pexum rnobanbHon koHdurypaumm. OnumoHanbHbIN.
e  OH ykasbiBaeT uma VRF. VRF gomkeH cyuiectsoBaTthb.

6.5.1.4. NpoBepkKa

3anyctute komaHgy show monitor wnm komaHgy show running, 4ToGbl MNpPOBEPUTL
KoHdurypaumio SPAN. Bbl Takke MOXeTe NPOBECTM aHanM3 3axBaTta NakeToB Ha LIeNeBoM NopTy
SPAN v npoBepuTb, AencteyeT nn SPAN B COOTBETCTBUMN C 3aXBaY€HHbIMU NakeTamu.

6.5.1.5. CBA3aHHbIe KOMaHAbI

HacTtpounka ceaHnca ERSPAN

KomaHga monitor session session_number erspan-source
Onucanue session_number: ykasbiBaeT ngeHtudukatop ceaHca SPAN
napameTpoB

Pexnm komaHg

Pexwnm rmobanbHon KoHdUrypaumm

Hactpownka ucxogHoro nopra

KomaHga source interface { single-interface | all } {[ rx | tx | both ]}

OnwucaHve single-interface: yka3biBaeT ngeHtudukatop ceaHca SPAN.

MEEIREELA AT 2l all: yKasblBaeT rnobanbHble NHTepdencel, nogaepxuearoLmne
3epKanvpoBaHue.

both: no ymonuaHuio oTcnexmBaeT Kak Bxogsline, Tak U ucxogslime
nakeTbl

rX: OTCMEXMBAET TONbKO BXOASALLME NaKEeThI.
tX: oTCrneXxuBaeT TONbKO UcXoasLne nakeTbl

@ § QTECH
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Pexum komaHg

Pexum ceaHca ERSPAN

HacTtpoinka SPAN Ha ocHOBe noTokKa

KomaHga source interface { single-interface | all } rx acl acl-name sample

Onucanwue single-interface: ykasblBaeT nmsa uHTepdgenca.

napameTpos all: ykasbiBaeT rnobGarnbHble WHTEPMENCH, KOTOpble MOAAEPKMUBALOT
3epKanupoBaHue.

acl-name: ykasbiBaeT ums ACL.
sample: ykasbiBaeT, BKNOYEHa N BblOopka

Pexum komaHg

Pexum ceaHca ERSPAN

BkniouyeHue

ceaHca ERSAN

KomaHpa

shutdown

Pexum komaHg

Pexum ceaHca ERSPAN

MHkancynauma ncxoagHoro IP-agpeca
KomaHga original ip address ip_address
Onucanwue ip_address: ykasbiBaeT wucxogHbli [IP-agpec, koTopbin HeobxoomMmo
napameTpoB MHKaNCynMpoBaTb

Pexnm komaHg

Pexnm ceaHca ERSPAN

UHkancynupyet IP-agpec Ha3HayeHuUs

KomaHga destination ip address ip_address
Onuncanwne ip_address: ykasbiBaeT IP-agpec HazHavyeHusa ansa nHKancynsaumm
napameTpoB

Pexnm komaHg

Pexnm ceaHca ERSPAN

HacTtpoiika pexuma 3axBaTta

KomaHga capture-mode [ all | truncate ]

Onucanuve all: ykasblBaeT, YTO BECb UCXOOHbIN NAKeT 3epKarimpoBaH.

E R truncate: ykasbiBaeT, 4TO 6ailT 3arofoBka WCXOQHOTO MakeTa
3epkanupoBaH. KoHkpeTHoe KonnyecTBo 6anToB 3arosnioBka, Noasiexarlmx
3epKanupoBaHuto, onpeaensaeTca YMnom npoaykra
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Pexum komaHg

Pexum ceaHca ERSPAN

HacTtponka 4yacToTbl BbIGOPKMU

KomaHga sampling-rate rate
Onucanwue rate: ykasbiBaeT TpebyemMyto 4acToTy BblIOOpKM
napameTpoB

Pexum komaHg,

Pexnm ceaHca ERSPAN

Uukancynaumsa IP TTL

KomaHpa ip ttl ttl_value
Onuncanue ttl_value: HacTpamBaeT 3Ha4yeHue TTL nHkancynupoaHHoro IP-agpeca ons
napameTpoB ERSPAN. lnana3oH 3HadeHuin oT 1 oo 255

Pexnm komang

Pexnm ceaHca ERSPAN

Mukancynaumna DSCP

KomaHga ip dscp dscp_value
Onuncanue dscp_value: HacTpamBaeT 3HayeHme nona DSCP wuHkancynmnpoBaHHOro
napameTpoB IP-agpeca ana ERSPAN. [lnana3oH 3HadeHunn ot 0 o 64

Pexum komaHg

Pexum ceaHca ERSPAN

Hactpownka VRF vrf-name

KomaHpa vrf vrf-name
Onucanve vrf-name: ykasbiBaeT umsa VRF
napameTpoBs

Pexum komaHg

Pexum ceaHca ERSPAN
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MWP [OOCTYMNHEE

119




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactporika ERSPAN

6.5.1.6. Mpumep KoHcuUrypaumum

Hwxe B kayecTBe npumepa ucnonbsyetcsa SPAN.

Cuenapun:

McxogHoe yCcTponcTBO
KommyTatop A

WcxoaHoe nopt

[MpomexyTo4HOE YCTPOWUCTBO
KommyTtaTop B

O6wmi nopt
Gi 0/1

Obwmi nopt
Gi 0/2

BbixogHown nopt McxogHein nopt

Gi 0/1

YCTPOWCTBO HA3HAYEHUA
KommyTatop C

Mopt Ha3HauyeHns SPAN

Gi 0/2 Gi 0/2
Habnwogaemsin CeTteBon
nonb30BaTerb aHanuaartop

PucyHok 6-3.

Warn
HaCTPOWKM

Kak nokasaHo Ha PucyHke 6-3, Ha kommyTaTope A co3gante ceaHc ERSPAN 1 u
HaCTPOWTE ero Kak ucxogHoe ycTporcTeo, a Gi 0/1 HacTponTe Kak UICXO4HbIN NOPT

SwitchA(config)#monitor session 1 erspan-source
SwtichA(config-mon-erspan-src)#source interface gigabitEthernet 0/1 both
SwtichA(config-mon-erspan-src)#origin ip address 10.1.1.2
SwtichA(config-mon-erspan-src)#destination ip address 12.1.1.2

SwtichA(config-mon-erspan-src)#vrf vrf-name

MpoBepka

LWar 1. NpoBepbTe KOHPUTypaLMIO YCTPONCTBA

SwitchA#show running-config

|

monitor session 1 erspan-src

source interface GigabitEthernet 0/1 both
origin ip address 10.1.1.2

destination ip address 12.1.1.2

@ e
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vrf vrf-name

War 2. MNposepbTe MHdopmauno ERSPAN ycTpoincTea.
SwitchA#show monitor
sess-num: 1 //ERSPAN Session
span-type: ERSPAN_SOURCE //ERSPAN source device
src-intf: //ERSPAN source port information
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf: /ERPSAN output port information
GigabitEthernet 0/2
orgin ip address 10.1.1.2
destination ip address 12.1.1.2
destination capture mode all
SwitchA#show monitor
sess-num: 1
span-type: ERSPAN_SOURCE
src-intf:
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf:
GigabitEthernet 0/2
orgin ip address 10.1.1.2
destination ip address 12.1.1.2
destination capture mode all
ip ttl 64
ip dscp 0
sample rate 0

vrf vrf-name

6.5.1.7. PacnpocTpaHeHHble OWNOKHU

e VpeHTudmkatop ceaHca, UCMONb3yeMbln 51 HACTPONKN 3epkanmpoBaHua ERSPAN,
HacTpauBaeTcs ¢ nomolubto RSPAN nnn LOCAL SPAN.

e COon B3anmModencTBMA MapLUpyTU3aL MM YPOBHS 3 MeXay KOMMYTaTOPOM-UCTOYHUKOM
N KOMMYyTaTOpPOM-NosyyarTenem.
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6.6. MOHUTOPUHT

6.6.1. OTobpaxxeHue

OnucaHue

KomaHaa

cucrteme

OtobpaxaeT Bce ceaHcbl SPAN B | show monitor

SPAN

OtobpaxaeT onpeaeneHHble ceaHcbl | Show monitor session session-id

6.6.2. OTnapka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI NpY BbIBOAE OTNag04YHON MHAopMaumn. MNoaTtomy
OTKNtoYanTe OTnaaKy cpasy nocre UCnonb30BaHuS.

OnucaHue

KomaHaga

[nanasoH oTnaaku

debug span

@ e
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7. HACTPOUKA SFLOW

7.1. O630p

sFlow — 3TO TexHonormss MOHMUTOPMHra CeTW, COBMECTHO paspaboTaHHasd InMon, HP un

FoundryNetworks B 2001 rogy. Ota TexHomnornsa Obina craHgaptu3vpoBaHa. OHa MoXeT
obecneynTb MOmnHbIE NOTOKM Tpadmka OT YpPOBHS 2 A0 YPOBHA 4 U NpUMMEHUM ONs aHanusa
Tpaduka B OYeHb OONMbLION ceTU. JTa TEXHONOrMs nomoraeT Mnonb3oBaTensM AeTarbHO
aHanuanposaTb NPOU3BOAUTENBHOCTb, TEHAEHLUMN U Hanuuve NOTOKOB CETEBOro Tpaduka B

pexumMme pearnbHOro BpemMmeHu.

sFlow nmeeT cneaytowme npenmyLLecTsa:

e Accurate: sFlow noggep>xmBaeT TOUHbIA MOHUTOPUHT Tpaduka B rMrabuTHOM ceTn unu
ceTu ¢ 6onee BbICOKON NPOMYCKHON CMOCOBHOCTLIO.

e Scalable: ognH konnektop SFlow MOXeT KOHTpPONupoBaTb ThiCAYM areHToB SFlow u
obnagaeT BbICOKON MacLUTabnpyemocTblo.

e Low cost: areHT SFlow BCTpoeH B ceTeBoe YCTPOWCTBO, M ero CTOMMOCTb HEeBENKa.
Cneuuncmkauma npoTokona

o sFlow Bepcun 5
¢ RFC1014

7.2. NMpunoxeHunsa

Tunu4yHoe npuMeHeHue

CueHapuu

MoHUTOpUHI Tpaduka

rokarnbHon cetu

PaccmaTpuBanTe yCTpOMCTBO Kak areHTa sFlow, BbinonHanTe
BblbOpKY Tpadhmka uwHTepdenca B nokanbHOWM CeTu WU
oTnpaBnanTe partarpammbl sFlow konnektopy sFlow gns
aHanusa Tpaduka, TeM caMblM AOCTUrasi Lenv MOHUTOPUHra
cetn

7.2.1. MOHUTOPUHT TpachuKa NoKarnbLHOU ceTn

7.2.1.1. CueHapumn npunoxeHus

Kak nokaszaHo Ha PwucyHke 7-1, 3anyctute KkommyTatop A, KOTOPbIA CRYXWUT areHToM SFlow,
BKItOUMTE BbIOOPKY MOTOKA M BbIOOPKY cyeTvmka Ha nopty Te 0/1, oTcnexuBanTte Tpaduk B
cermeHTe cetn 192.168.1.0, uHkancynupynte OaHHble BbIOOpKM B gatarpammbl sFlow yepes
perynsipHble NPOMEXYTK/ BPEMEHU UK Npu 3anonHeHun Bydgepa n oTnpasngeT AaHHble sFlow
B Konnektop sFlow ons aHanusa Tpaduka.
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Konnektop sFlow

192.168.3.100

Te 0/3
KommyTatop A 192.168.3.1
[(annmmns .,
EEEEEEN
Te 0/1 Te 0/2
192.168.1.1 192.168.2.1
PucyHok 7-1.

7.2.1.2. PasBepTbiBaHue (hyHKLUN

e HactponTe agpeca areHta sFlow n konnektopa sFlow Ha kommyTaTope A.
¢ Bknounte BbIGOPKY NOTOKa M BbIOOPKY cyeTymka Ha nopte Te 0/1 kommyTaTopa A.

MHorune cepBepHble nporpammbl nogaepxmaatot sFlow. Bel MoxeTe nonyynTb NporpammMHoe
obecneyeHne, nogaepxueatowiee sklow, no agpecy
http://www.sflow.org/products/collectors.php. NporpammHoe obecnedenne sflowtrend siBnsetcs
OecnnaTHbIM.

7.3. DyHKUUN

7.3.1. Ba3zoBble KOHLENTbI

AreHT sFlow

AreHT sFlow BcTpoeH B ceTeBOe yCTPOMCTBO. Kak npaBumno, 04gHO ceTeBOE YCTPONUCTBO MOXET
CNyXntb areHToM sFlow. AreHT sFlow MOXeT BbINONHATL BbIGOPKY NOTOKA M BbIGOPKY cHETUMKA,
WHKancynupoBaTb BblOOpOYHblE AaHHble B Aatarpammbl SFlow n oTnpaensaTb gatarpammbl
sFlow konnektopy sFlow.

Hatarpammbl sFlow nHkancynupytotca B UDP. Ha PucyHke 7-2 nokasaH dopmat gatarpaMmebl
sFlow.

7-124
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Ethernet head IP head UDP head sFlow datagram
- -7 o II
- -7 i ,I
_ - - /
- /
- - /
- - /
- r
sFlow head flow sample Counter sample
e n IR
s [ ~ -
e [} S~ -
- /I ~a
s < ! \ T~ = -
- ! \ ~a.
Pad ' \ -~
e i ' Teal
- I \ -~ -
Flow sample head flow record Counter sample head Counter record Counter record

PucyHok 7-2. ®opmat gatarpammbl sFlow

OpHa pgatarpamma sFlow MoxeT cogepXaTb OAHY UIM HECKOSbKO BbIBOPOK NOTOKa M BbIGOPOK

cYyeT4yuKa.
32 buta

Bepcua sFlow (2]4]5)

IP-Bepcus areHTa/kommyTtaTopa (1=v4|2=v6)

IP-agpec areHTa (v4=4byte|v6=16byte)

WoeHnTudukartop cybareHta

MNopsaakoBbIM HOMEDR AaTarpamMmmebl

Bpemsa be3oTkasHon paboTel KOMMYTaTOpa, MC

n BLIOOPOK B gararpamme

PucyHok 7-3. 3aronosok sFlow

OnwucaHune 3aronoska: sFlow:
Mone OnucaHune
Bepcus sFlow sFlow-Bepcua. [octynHbl Bepcun V2, V4 n V5. B
HacTosilee Bpems QTECH nognepxumBaet Tonbko V5
7-125
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Mone OnucaHue

IP-Bepcua areHTa/kommyTaTopa Bepcus IP-agpeca areHta sFlow

IP-agpec areHTa IP-agpec areHTa sFlow

NaoeHtudmkaTop cybareHTa WpeHTndukatop cybareHta

MopsigkoBbIN HOMep gatarpamMmmbl | CepunHbIn HoMep gaTtarpammbl sFlow

Bpemsi  6e3oTkasHoi  paboTbl | MMpoAomKUTENBHOCTL OT MOMEHTA 3arnycka KoMMyTaTopa
nepekntoyarens [10 TEKYLLEro BpeMeHu

n BbIGOPOK B gararpaMmme KonnuyectBo Bbibopok B pgaTarpamme sFlow. OpgHa
paTtarpamma sFlow moxeT cogepXaTb OOHY Wnu
HECKOJTbKO BbIGOPOK NOTOKA M BbIBOPOK cyHETYMKA

Konnektop sFlow

Konnekrop sFlow nonyyaet un aHanuaupyeT gatarpammy sFlow, otnpaeneHHyto areHTom sFlow.
Konnektop sFlow moxeT 6biTb MK nnun cepeepom. MK nnn cepeep, Ha KOTOPOM YCTaHOBIIEHO
npuknagHoe nporpamMmmHoe obecneyeHne Ans  aHanusa pgatarpamm  sFlow, MOXHO
paccMmaTtpuBaTb Kak konnektop sFlow.

BbiGopka noToka

Ha ocHoBe yka3aHHOWN YacTOTbl BbIOOPKM YCTPOMCTBO areHTa SFlow BbinonHseT BbIGOPKY NoToka
Tpadmka, npoxoadwero 4epes uHTepdenc, BKNOYAss KOMUPOBAHWE 3arofioBka MakeTa,
n3sneyeHue 3aronoska Ethernet n IP-3aronoBka naketa u nonyyeHne nHgopmauumn o mapLupyTe
nakera.
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1 8 32

dopmaT gaHHbIX BeIGopkK (20 bit enterprise & 12 bit format)
(standard enterprise 0, formats 1)

OnwuHa BblbopkK, 6aiT

MopsiakoBbI HOMEP BIBOPKK

Tun ID ncrodHmka
(O=ifindex|
1=smonVlanDataSource|
2=entPhysicalEntry)

3Ha4yeHue uHgekca |ID nctoyHmnka

CKopocTb BbIOOPKK

Myn BbIGOPKK (MOMHOE KOMUYECTBO NaKETOB, KOTOPbLIE MOTYT ObiTh BbIOPaHbI)

OTtBpacbiBaHns (NakeTbl OTOPOLLEHHBIE M3-3a HEXBATKU PECYPCOB)

Bxon (SNMP iflndex BxogHoro nHtepdenca, 0 ecrnm U3BecTeH)

Beixog (SNMP ifindex BeixogHoro nHtepdeica, 0 ecnu 3BecTeH)
broadcast n multicast ncnoneayrorca cnegytowmm obpasom:
nepBbiin BUT yKa3biBAET MHOXKECTBEHHbIE HANPaBNEHUS,
KONMMYecTBO MHTEPERCOB B DMTax MnaaLlero nopsaaka

3anucu n*flow

PucyHok 7-4. 3aronoBok BbIGOPKK NOTOKa

CyeTumK BbIOOPKHU
Mpu BbIOOpKE cuyeTumka areHT sFlow nepvoguyeckn nomyyaeT CTaTUCTUKY M AaHHble 00
ucnonb3oBaHun LM Ha ykasaHHOM wHTepdpbence. CTtaTuctMka no wHTepdency BKYaeT
KONMMYeCTBO NakeToB, BXOAALLMX Yepes NHTepdenc, 1 KONMYECTBO NakeToB, BbIBOAMMbIX Yepes
UHTepdenc.
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dopmaT gaHHbIX BeIGopkK (20 bit enterprise & 12 bit format)
(standard enterprise 0, formats 2)

OnuHa BbiBopkK, BanT

MopsaakoBbIi HOMEP BbIOOPKK

Tun ID ncrodHmka
(O=ifindex|
1=smonVlanDataSource|
2=entPhysicalEntry)

3Ha4veHue uHgekca |ID nctoyHmnka

3anucu n*counter

PucyHok 7-5. 3aronoBok BbIGOPKM cHETYMKA

7.3.2. ®DYHKLUMN U OCOBEHHOCTH

OcobeHHOCTb = OnucaHue

Bbibopka OTtbupaet Tpaduk, npoxoaswmi 4epes wuHTepdenc, n oTnpasnseT
noToka WHKancynupoBaHHyto aaTtarpammy sFlow konnekropy sFlow ans aHanusa
CyeTtumk Meproanyeckn oTnpaBnaTb CTAaTUCTUKY NO MHTepderncy B konnektop sklow
Bb16opku Onga aHanmsa

7.3.3. BblObopKa noToka

OT6upaeT TpaduK, NPOXOAALMA 4Yepe3 UHTepdeNC, M OTNpPaBrseT MHKaNCyMPOBaHHYHO
patarpammy sFlow konnektopy sFlow gna aHanusa.

7.3.3.1. MprHUMN paboThbI

Ha ocHoBe ykasaHHOWN 4YacToThbl BbIOOPKM YCTPONCTBO areHTa SFlow BbinonHAeT BbIOOPKY NOTOKa
Tpaduka, Npoxoasdliero 4epes UWHTepdenc, BKMNOYas KOMMPOBaHWE 3arofnoBka MakeTa,
nssne4veHue saronoska Ethernet u IP-3aronoBka naketa v nonyveHne MHopmaLmMm o MapLupyTe
nakeTa. 3aTem areHT sFlow mMHKancynupyeT gaHHble BbIGOpKM noToka B gaTtarpammy SFlow u
oTnpasnseT gararpaMmmy konnekropy sFlow ans aHanusa.

7.3.4. CyeTuuK BbiGopku

Meprnogudeckn oTnpaenseT CTaTUCTUKY NO UHTepdency B konnekTtop sFlow ana aHanusa.
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7.3.4.1. MprHUMN paboTbl

AreHT sFlow perynsapHo BbINONHAET onpoc uHTepdenca. na nHrepdgenca, nHTepaan BolGOpKK
cyeTyMKa KOTOpPOro WucTek, areHT SFlow nomnyyaeT cTatucTuky MO 3TOMY WHTEpdeincy,
WHKancynupyeT CTaTUCTUKY B Aatarpammy sFlow 1 oTnpaenseTt gatarpammy konnekropy sFlow

On4a aHanumsa.

7.4. KoHdurypaums

AnemeHT
KOHdurypaumm

MpeapnoxeHue m cooTBeTCTBYyHOLlad KOMaHOa

HacTporka oCHOBHbIX
dyHkumn sFlow

ObgasatenbHad

KOHcpurypauus.

YcTaHoBUTE KOMMYHUKaLUNOHHbIE

coeguHeHus mexay areHTom sFlow n konnekropom sFlow

sflow agent {address |
interface}

HacTtpanBaeT agpec areHTa sFlow

sflow collector collector-
id destination

HactpanBaeT agpec konnekropa sFlow

O6saszatenbHast KoHdUrypaums. BkroumTte BbIOOPKY NOTOKA U BLIOOPKY

cyeT4yunKa

sflow counter collector

Mo3songaet areHTy sFlow oTnpaBnsaTb
CYETYMKM BLIGOPOK B Konnektop sFlow

sflow flow collector

Mo3songetr areHty sFlow oTnpaBnsaTb
BbIOOpKM NoToka B konnekrtop sFlow

sflow enable

BkntouvaeTt Bblbopky  sFlow  ans
WHTepgenca KoHdurypaumm, TO €cCTb
BKIOYaeT BbIOOPKY cyeTymka 1 BbIGOPKY
noToKa

Hactpoika
JOMNOJNTHUTENbHbIX

napameTpoB sFlow

[lononHutenbHaa KoHdurypauus. 3agaeTt onuuoHarnbHble aTpubyThbl

napameTpoB sFlow

sflow collector collector-
id max datagram-size

HacTpanBaeT MakcumanbHyl0  ANUHY
aatarpammebl sFlow

sflow counter interval HacTtpauBaeTt WHTepBan BbIGOPKM
cyeTymka

sflow flow max-header HacTtpavBaeT mMakcumanbHyO  ONUHY
3aronoBka MakeTta, KoOnMupyemoro BO

BpeMsi BbIGOPKM NOTOKa
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AnemeHT MpeanoxeHne n cOOTBETCTBYOLWAA KOMaHAa
KOHdurypaumm

sflow sampling-rate HacTtpaunBaeT 4yacToTy BbIGOPKM NOTOKa
HacTtponka sflow source {address | | HactpanBaeT ncxoaHbii agpec sFlow
OOMONHUTENbHbIX interface}
napametpos sFlow

7.4.1. Hactpouka oCHOBHbIX (pyHKUnK sFlow

7.4.1.1.

7.4.1.2.

7.4.1.3.

AdhekT KoHUrypauum

AreHT sFlow n konnekTop sFlow MoryT B3aMmoaencTBoBaTth ApYr C APYroM.

Tpaduk, npoxogawmi Yepes nHTepdgenc, otémpaeTcs Ha OCHOBE YacTOThbl BbIGOPKM NO
YMOS4YaHu1IO U oTrNpaBngaeTcs B konnektop sFlow anga aHanuasa.

CratucTuka nHTepdeica nepmoamnyeckn otnpasnsieTcs B konnektop sFlow Ha ocHoBe
MHTepBana BblIGOPKN MO YMOMYaHWUo ANs aHanuaa.

NMpumeyaHusn

BbiGopka noToka MOXeT GbITb HACTPOEHAa TONMbKO Ha PU3NYECKMX HTEepdencax.

YTto6bI konnekTop sFlow mor aHanuanpoBaTb pe3ynbTaThl BIOOPKM NOTOKa, TpebyeTtcs
IP-agpec konnektopa sFlow Ha ycTponcTtee areHTa sFlow.

MeToa KoHdUrypauum

Hactpowka agpeca areHTta sFlow

Ob6gs3aTtenbHas KoHpurypauus.
Mcnone3ynTte komaHay sflow agent address ans HacTponku agpeca areHta sFlow.

Appec areHTa sFlow gormkeH 6b1Tb JONYCTUMbIM aapecoM. To ecTb agpec areHTa sklow
He [omkeH ObITb MHOroagpecHbiM WK  LMpOKOBelaTenbHbIM. PekomeHnayeTcs
ncnonesosaTtb |IP-agpec yctporncTtea sFlow Agent.

CuHTakcuc sflow agent { address {ip-address | ipv6 ipv6-address }} | { interface {
KOoMaHabl interface-name | ipv6 interface-name }}

Onuncanue address: HacTpauBaeT IP-agpec areHTa sFlow.

napameTpoB

ip-address: IPv4-agpec areHTta sFlow

ipv6 ipv6-address: IPv6-agpec areHTa sFlow.
interface: HacTpamBaeT uHTepenc areHTa sFlow.
interface-name: unTepdenc IPv4-agpeca.

ipv6 interface-name: nHrepdenc agpeca IPv6

Mo ymonuaHuio | lNo ymonyaxuio agpec areHta sFlow He HacTpoeH

Pexum komaHg | Pexxum rnobanbHom KoHpurypaumm
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Mcnonb3oBaHue | OTa KOMaHAa MCMOMb3yeTca ANs HacTponku nons agent ip address B
KOHGoUrypaumm BbIxoAHOW gaTarpamme sFlow. [Jatarpamma, He CKOHQMrypupoBaHHas C
3TUM Nonem, He MoXeT ObITb BbiBegeHa. Agpec areHTa sFlow gormkeH GbiTb
agpecom xocta. Koroa agpec, He SBRSAKOWMACA XOCTOM (Hanpumep,
MHOroaZipecHbIN UM LUMPOKOBELLaTENbHbLIN aapec), HACTPOEH B KayecTBe
agpeca areHta sFlow, otobpaxaeTcsa cooblieHune o cboe koHdurypaumn. B
KayectBe apgpeca areHtTa sFlow pekomeHaoyeTcs HacTpouTb |P-agpec
ycTtpouctBa sFlow Agent

HacTtpouka agpeca konnekropa sFlow
o (ObsizaTenbHasa KoHpUrypauus.
o VcnonbayiTte komaHay sflow collector gns HacTporiku agpeca konnektopa sFlow.

e Agpec konnekrtopa sFlow gomkeH OblTb AENCTBUTENBbHLIM agpecoM. TO ecTb agpec
konnektopa sFlow He pgomkeH ObITb MHOroagpecHbLIM UMW LUIMPOKOBELLATENbHbIM.
Konnektop sFlow gomkeH cywectBoBaTb, U MapLIpyT K HEMY A0SMKeH ObiTb AOCTYMNEH.

CuHTakcuc sflow collector collector-id destination { ip-address | ipv6 ipv6_address }
KOMaHAbl udp-port [ [ vrf vrf-name ] | [ oob ] [via mgmt mgmt-name ]] ] ] | [
description collector-name ]

Onuncanue collector-id: ngeHtndumkatop konnekropa sFlow. [lnanasoH ot 1 go 2.
napamMeTpos ip-address: IPv4-agpec areHTta sFlow. 1o ymonyaHuio OH He HacCTPOEH.

ipv6 ipv6_address: IPv6-agpec areHta sFlow. Mo ymonmyaHuio OH He
HaCTPOEH.

udp-port: Homep listening-nopTf konnektopa sFlow.
vrf vrf-name: nmsa aksemnnsapa VRF. Mo ymonyaHuio oH He HacTPOEH.

oob: oTobpaHHble AaHHble O Tpaduke BbLIBOASTCA 4Yepe3 UHTepdeinc
ynpaeneHusi. Mo ymonyaHuio 3TOT napameTp He HAaCTPOEH.

via mgmt mgmt-name: nopt ynpasneHusi. 1o yMonyaHuio OH He HaCTPOEH.

description collector-name: onucaHue kKoHHekTopa sFlow. Mo ymonyaHuio
OH HE HaCTpOeH

Pexum komang | Pexxum rmobanbHon KoHpurypaumm

Mcnonb3oBaHne | OTa kOMaHOa UCNonb3yeTcsa And HacTpOMKW agpeca Komnnekrtopa sFlow.
KoHGurypauum | Agpec konnektopa sFlow gomkeH 6biTb agpecom xocta. Korga agpec, He
ABNAOLLMICS XOCTOM (Hanpumep, MHOroaapecHbIN unu
LUMPOKOBELLATENbHbIN aapec), HaCTPOEeH B Ka4yecTBe agpeca Konnekropa
sFlow, oTobpaxaeTcsa coobLlieHne o cboe koHurypaumm. Coopimk sFlow
oTcrnexuBaeT pgatarpammy sFlow Ha ykasaHHOM nopty. [lpu HacTponke
napameTpa vrf gormkeH cylecTBoBaTb COOTBETCTBYOLWMI ak3emnnsap VRF.
Mpu yoanenun ak3emnnapa VRF agpec konnektopa sFlow 6yaet yaaneH,
ecnu atoT ak3emnnsAp VRF Takke HacTpoeH ansa agpeca konnekropa sFlow.
Korga napametp oob HacTpoeH, gatarpamma OTnpaBnseTCsl KOMneKkTopy
sFlow yepes uHTepenc ynpasneHus
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BknroyeHne BbiBoaa BbIGOPOK sFlow B konnektop sFlow

Ob6si3aTenbHas KoHUrypaumsi.

Bbl MoxeTe ucnonb3oBatb komaHgy sflow flow collector, 4tobbl No3BONUTL areHTy
sFlow otnpaenaTb BeIOOpkM NoToka B konnektop sFlow.

OTa yHKUMS OommKHaA ObITb BKHOYEHA B MHTepdenice Anst OTNpaBkM BbIGOPOK NOTOKa
B KonnekTop sFlow. Kpome Toro, 4OmkeH cylectBoBaTh Konmektop sFlow, mapupyT K
HeMmy aorkeH 6bITb OCTyneH, a IP-agpec cooTBeTCTBYOLEro Konnekropa skFlow 6bin
HaCTPOEH Ha yCcTponcTee areHTa sFlow.

CwuHTakcuc sflow flow collector collector-id

KOoMaHabl

Onucanue collector-id: naeHtucpukatop konnekropa sFlow. lnanasoH ot 1 go 2
napameTpoB

Mo yMOosn4aHuio OTI'IpaBKa BbI60pOK NOTOKa B KOJIJ1EKTOP sFlow oTknto4eHa no yMON4aHUo

Pexnm komang | Pexxnm koHdurypaumm nHtepdenca

Mcnonb3oBaHne | DTy KOMaHOy MOXHO UCNONb30BaTh A4S (pnanyeckmx nopTos, NnoptoB SVIu
KOHpurypauum | NOpTOB C AOMNOSHUTENBHON MapLUpyTU3aLnen.

[atarpammbl sFlow MOryT BbIBOOUTBHCA TOSMBKO B TOM Crlyyae, ecnu ans
CoOTBEeTCTBYOLLEro konnekropa sFlow HacTpoeH IP-agpec

BknroyeHne BbiBoAa BbIOOPOK cYeTUMKaA B Konnekrtop sFlow

Ob6sa3arenbHas KoHpurypauus.

Bbl MoxxeTe ncnonb3osaTb koMmaHay sflow counter collector, 4Tobbl NO3BONUTL areHTy
sFlow oTnpaBnsTb BbIGOPKM CHETYMKOB KonnekTopy sFlow.

OT0 OOMKHO BbITb BKIMHOYEHO B UHTEpdence, 4Tobbl OTNPaBnsaTb BbIOOPKU CHETUNKOB B
konnektop sFlow. Kpome Toro, fomkeH cyuiectBoBaTtb Konnekrtop sFlow, maplpyT K
HeMmy AorkeH 6bITb JOCTyneH, a IP-agpec cooTBeTCTBYOLEro Konnekropa skFlow Obin
HaCTpPOEH Ha yCTpouncTBe areHTa sFlow.

CuHTakcuc sflow counter collector collector-id

KoMaHabl

Onuncanwne collector-id: ngeHtndpumkatop konnekropa sFlow. [lnanasoH ot 1 go 2
napameTpoB

Mo ymonuanuio | OTnpaBka cyeTynka BbIOOPOK B Konnektop sFlow oTkntodeHa no

yMOn4YaHuto

Pexunm komaHg | Pexum KoHdurypauumn nHtepdgeinca
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Mcnonb3oBaHue | DTy KOMaHOy MOXHO UCNONb30BaTh AN (pnsnyeckmx noptos, noptos SVIu
KOHGoUrypaumm NOPTOB C AOMOSIHUTENBHON MapLUpyTU3aunen.

Hatarpammbl sFlow MoryT BbIBOAUTBLCA TOMBbKO B TOM Crlydae, ecnv ans
COOTBETCTBYOLLEro konnekropa sFlow HacTpoeH IP-agpec

Bknro4yeHne cyeTumka BbiIOOPKM U BbIOOPKM NOTOKA
o (ObsizaTenbHasa KoHUrypauus.

¢ Bbl MmoxeTe ncnonb3oBatb komaHay sflow enable, 4Tobbl BKIOUNTL BbIGOPKY NOTOKA U
BbIOGOPKY CcHETUYMKa Ha UHTepdeNnce.

e Ha npou3BOAUTENBLHOCTb MNEPECLINKN MHTepdenca MOXET MOBMUATbL BKIIHOYEHNE
BbIGOPKM NOTOKA.

CuHTakcuc sflow enable [ ingress | egress ]

KOMaHabl

Onucanue ingress: Bknto4aeT BbibopKy sFlow B HanpaBneHun Bxoaa.
napameTpoB

egress: BknovaeT BbIOopKy sFlow B HanpaBneHun Boixoga

Mo ymonuaHuio | PyHkumaA BbibopkM sFlow Ha MHTepdence No yMmonyaHuio OTKNoYeHa

Pexnm komang | Pexnm koHdurypaumm nHtepdenca

Mcnonb3oBaHne | 9Ty KOMaHAy MOXHO MCMONb30BaTh ANSA BKMOYEHUSA BbIOOPKM CHETUYMKA U
KOHcpurypauum BbIOOpPKM noToka Ana duamyecknx nopTtoB, noptoB SVI m noptoB C
nogmapLupyTmsaumen.

Ecnu napameTp HanpaBlieHNA HEe YyKa3aH, BKIO4YaeTcCA BbI60pKa B 0oboux
HanpaBlieHndx.

MopTbl SVI n nopTel C noagmapLuipyTM3auuen nogaepKMBatoT TOMbKO
BXOAHOM NapameTp

7.4.1.4. MeToa NpoBepKu

Ucnonb3ynte komaHgy show sflow gna otobpaxeHus koHdurypauumn sFlow n nposepbTe,
cornacyetcsa nn otobpaxkaemasn nHdpopMauunsa ¢ KOHUrypaumen.
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7.4.1.5. NMpumepbl KOHDUrypauum

HacTpownka BbIOOpKKM NOTOKa U BbIOOPKKU cyeTYnKa ans areHrta sFlow
CeTeBoe OKpyXeHue:

Konnektop sFlow

192.168.3.100

Te 0/3
KommyTtatop A 192.168.3.1

[ N ] [

ammmmmm
Te 0/1 Te 0/2
192.168.1.1 192.168.2.1

PucyHok 7-6.

Kak nokasaHo Ha PucyHke 7-6, 3anyctute kKoMmyTaTop A, KOTOPbIA CAYXUT
areHToM sFlow, BknounTe BbIOOPKY NOTOKa 1 BbIOOPKY CHETYMKA Ha MOPTY
Te 0/1, otcnexuBante Tpaduk B cermeHte cetn 192.168.1.0,
WHKancynupymnte Tpaduk BbIOGOpkM B AaTarpammbl sFlow Ha 4epes
perynspHble MNPOMEXYTKM BpPEMEHW WNM nNpwu 3anonHeHun Oydepa wm
oTnpasnATb Aatarpammbl SFlow konnektopy sFlow onga aHanunsa Tpaduka

MeToa e Hactponte 192.168.1.1 B kayecTBe agpeca areHta sFlow.
KOHcpurypaLmm e HacTpoite 192.168.3.100 B kauecTBe aapeca konmnektopa sFlow 1
1 6343 B kKa4ecTBe HOMepa nopTa.
e Hactponte wuHTepdenc TenGigabitEthernet 0/1 pns BbiBoga
BbIOOPOK MOTOKa M BLIOOPOK cyeTymka Ha konnektop sFlow 1 un
BKMOUNTE PyHKUNIO BIBOPKM SFlow Ha aTom nHTepdeice
MepekntovaTtenb QTECH# configure terminal
A

QTECH(config)# sflow agent address 192.168.1.1

QTECH(config)# sflow collector 1 destination 192.168.3.100 6343
QTECH(config)# interface TenGigabitEthernet 0/1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow flow collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow counter collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow enable
QTECH(config-if-TenGigabitEthernet 0/1)# end
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MeTton

Ncnonb3dynte komangy show sflow, 4ytobbl NnpoBepuTb, cornacyloTca nm

NpoBepKu BbIXOAHbIE AaHHble KOMaHAbl C KOHUrypaumen

QTECH# show sflow
sFlow datagram version 5
Global information:

Agent IP: 192.168.1.1

sflow counter interval:30
sflow flow max-header:64
sflow sampling-rate:8192

Collector information:

ID IP Port Size VPN

1 192.168.3.100 6343 1400

2 NULL 01400

Port information

Interface CID FID Enable

TenGigabitEthernet 0/1 11Y

7.4.2. Hactponka gononHuTenbHbIX NapameTpoB sFlow

7.4.2.1.

AdhekT KOHUrypaumm

Bbl MOXeTe HacTpouUTb TOYHOCTb BbIGOPKM LaHHbIX, U3MEHMB COOTBETCTBYIOLLME aTPUOYThI
napameTpos sFlow.

7.4.2.2.

NMpumeyaHunsn

Ha Nnpon3BOoONTENIbHOCTb NepeCbISTIKN MOXET NMOBJTUATb CIMULLKOM HU3KaA YacToTa BbI60pKI/1.

7.4.2.3.

MeToa KoHUrypauum

Hactponka makcumanbHOM ANUHbI BbIXOAHOM AaTarpaMmmbl SFlow

[lononHuTenbHas KoHUrypauusi.

Bbl moxeTe wucnonb3oBate komangy sflow collector gna HacTponku OnuvHbl
Aatarpammbl sFlow, ncknodvas 3aronoBok Ethernet, 3aronosok IP u 3aronosok UDP.
Hatarpamma sFlow moxeT cogepxaTtb 0O4HY U HECKONBbKO BbIBOPOK MOTOKA U BbIGOPOK
cyeTymnka. Hactporka makcumarnbHOM OfMHbI BbIXOQHOW patarpaMmmbl SFlow moxeT
NpMBECTU K TOMY, YTO KOnuMyecTBO gaTtarpamm sFlow, BbiBOAMMbIX npu obpaboTke
onpefeneHHoro konuyectsa BbIGOPOK NOTOKa, OyAeT OTnMYaTbCs OT KOnMyecTBa
Aatarpamm sFlow, BbiIBOOUMbIX Npy 06paboTke TOro e KonnyecTsa NakeToB cHeTHmKa.
Ecnn makcumanbHasa anuHa npesbiwaeT MTU, BbixoaHble gatarpammel sFlow 6yayT
CEerMeHTMPOBaHbI.
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CuHTakcuc sflow collector collector-id max-datagram-size datagram-size
KOoMaHabl

Onucanwue collector-id: ngeHTncpumkatop Konnekropa skFlow. [lnanasoH ot 1 0o 2.
napameTpoB

max-datagram-size datagram-size: makcumarsnbHasi ANWHA BbIXOOHON
patarpammsbl sFlow. [lnanasoH ot 200 go 9000

Mo ymonyaHuio

3HayeHue no ymonyanuo — 1400

Pexum komaHg,

Pexxm rmobanbHon KoHdurypaumum

HacTtpowka 4yacToTbl BLIGOPKM NOTOKA
o [lononHuTenbHas KoHpurypaums.

e Bbl MoxeTe ucnonb3oBaTb komaHay sflow sample-rate gns HacTporku rnobansHomn

4acCTOThl BbI60pKI/I NOTOKa.

KoHcpurypaums 4yactoTbl BbIOOPKM NOTOKA MOXET NOBMAMSATbL HA TOYHOCTb BbIOOPKM SFlow.
Bbornee Hu3kaa 4vactoTa BbLIOOPKM O3Ha4aeT Oorfiee BbICOKYH TOYHOCTb U Gornbluee
notpebnenune L|I. Takum obpas3om, NpoM3BOAUTENBHOCTb NEPECHISIKM UHTEepdenca

MOXET ObITb CHXEHA npu HMU3KOM YacToTe Bbl60pKI/I.

CuHTakcuc sflow sampling-rate rate

KOoMaHabl

Onucanve rate: yacTtota Bblbopku sFlow. OguH nakeT BbIOMpaeTcs M3 KaxabIX N
napameTpoB nakeToB (N paBHO 3HayeHuto ckopocTu). nanasoH ot 4096 po 65 535

Mo ymonyanuio

YacToTta BbIOOpKkM rnobanbHOro notoka no ymonyaHuio coctasnseT 8192

Pexum komaHg,

Pexxum rnobanbHomn KoHdurypaumm

Mcnonb3oBaHue

OTa KomaHaa ucnornb3yeTcs Ans HAaCTPOVKKN rnNobanbHON YacToTbl BbIGOPKM

KOHcpurypauum

notoka sFlow, u Bblbopka noToka sFlow ana Bcex WHTepdencos
NCNonb3yeT 3Ty YacToTy BbIOOPKM

HacTponka MmakcumanbHOW ONIMHBbI 3arofioBKa nakeTa, Konupyemoro Bo Bpems
BbIOOPKU NOTOKA

HononHuTenbHasa koHUrypaums.

Bbl moxeTe wucnonb3oBaTb komaHgy sflow flow max-header gna rno6ansHom
HACTPOWMKKN ANMHbI 3arofioBka nakeTa, KoNnMpyemoro BO BpeMs BbIOOPKKN NMOTOKA.

lMonb3oBaTenu MOryT MCMomnb3oBaTb 3Ty KOMaHAy AN U3MEHEeHUA MHdopmaumn o
Aararpamme, oTnpasnsiemMon konnektopy sFlow. Hanpumep, ecnv nonb3osaTens
BecnokouT 3aronoBok IP, 3TOT nonb3oBaTenb MOXeT 3a4aTtb ANMHY 56 6anT. Bo Bpems

WHKancynsumMm obpasuoB noTtoka nepsble 56 6anToB Naketa 06pa3yoB KONUPYTCA B
pararpammy sFlow.
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CwuHTakcuc sflow flow max-header length

KOMaHAbl

Onucaxuve length: makcumanbHaa gnvHa Konvpyemoro 3arofioBka naketa. [JuanasoH
napameTpoB oT 18 no 256

Mo ymonyaHuio

Mo ymonyaHuio AnvHa 3arofioBka nakeTta, KonMpyemMoro Bo BpeMsi BbIOOpKM
rnobanbHOro NoToKa, coctasndeT 64 banTa

Pexum komaHg,

Pexxnm rnobanbHon KoHdurypauum

Mcnonb3oBaHue
KOHcpurypauum

Hactpoiite makcumarnbHOe KOnuyecTBo 6alTOB COAEPXKMMOro nakeTa,
CKOMMPOBaHHOTO M3 3arofioBka MUcxodHoro naketa. CkonvpoBaHHoe
CoOEPKMMOE 3annCbiBaeTCA B CreHepMPOBaHHY0 BbIGOPKY

Hactpownka nHtepBana BbIGOpKU
o [lononHuTenbHas KoHpurypaums.

o Bbl MOXeTe ucnonb3osatb kKomaHay sflow counter interval ona HacTponkn nHTepeana
BbIOOPKM rnobanbHOro cyeTymnKa.

e  Bknounte nHTepdenc BbIGOpKM cyeTumKa, YToObl OTNPaBNsATbL CTATUCTUKY NO HEMY B
KonnekTop sFlow ¢ nHtepeanom BbIOOPKN.

CwuHTakcuc sflow counter interval seconds

KOMaHAbl

Onuncanwne seconds: BpemeHHoW wHTepBan. [dmnanasoH cocTtaBnser or 3 4o
napameTpoB 2147 483 647. NamepsieTca B cekyHOax

Mo ymonyanuio

MHTepsan BbibopkM rnobasnbHOro cyeTymka no ymonyaxHumo cocrasnget 30
CeKyHq,

Pexum komaHg,

Pexxum rnobanbHon KoHurypauum

Mcnonb3oBaHue
KOHdpurypauuu

OTa KOMaHga wucnonb3yeTcsa Ans HacTpouku rnobanbHOro MHTepsana
BblGopkM cyeTumka sFlow, n Beibopka cueTumka sFlow Bcex uHTepdencos
ncnonb3yeT 3TOT UHTepBan BbIOOPKK

Hactpowka ucxogHoro agpeca sFlow
e [lononHuTenbHas KoHpuUrypaums.

e Bbl moxeTe ucnonb3osaTb UcToyHWK sflow { address | interface } ana HacTpoyku
ncxopHoro agpeca sFlow nexogsawmx nakeTos.

KomaHga sflow source { address {ip-address | ipv6 ipv6-address }} | { interface {
interface name | ipv6 interface-name }}

OnucaHne address: HacTpauBaeT ncxogHbli IP-agpec BbIXogHbIX NakeToB sFlow.

napameTpoB
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ip-address: IPv4-agpec ncroyHmka sFlow.
ipv6-address: IPv6-agpec ncrodHuka sFlow.
interface: HacTpamMBaeT UCXOOHbIN MHTEPMENC BbIXOAHbLIX NakeToB sFlow.

interface  name: wucxodHbn WHTepdenc sFlow (HacTpoeHHbIN C
IPv4-agpecom).

ipv6 interface-name: wucxogHbii umHTepdenc sFlow (HacTpoeHHbIh ¢
agpecom IPv6)

Mo ymonyaHuio

Mo ymonuaHmio agpec uctodHuka sFlow (sFlow Source) — ato IP-agpec
NOKanbHOro yCTpOMCTBA, KOTOPbIA MCMONb3yeTca ANA NPOBEPKM CBA3U C
IP-agpecom HasHayeHus

Pexnm komang

Pexxm rmobanbHon KoHdurypauum

Mcnonb3oBaHue
KOHdoUrypaumm

OTa KomaHga wucnonb3yetcda AN HacTpouku wucxogHoro |IP-agpeca
BbIXOAHbIX MAKeTOB. Ecnn ncxogHeln HTEPdENC yKasaH, NepBUYHbBIN agpec
nHTepdenca Oyoet wmcxoaHbiM IP-agpecom BbIXogHbIX MNakeToB. Ecnn
UCXOOHbIN UHTepenc He ykasaH unu IP-agpec UcxogHoro uHTepdeinca
HeJOoCTyneH, Hanpumep, UHTepdenc OoTKMYeH, ByaeT Mcnonb3oBaTbCcs
NCXOAHbIN agpec No YMONYaHUIo

7.4.2.4. MeToa NpoBepKu

e [posepbTe, NonyyeHa nu gatarpamma sFlow ¢ o6pasuamMu NoToka Ha Konnekrope

sFlow.

e Wcnonb3ynte komaHgy show sflow ana otobpaxeHus koHdurypauum sFlow wu
npoBepbTe, cornacyeTca nu otobparkaemas nHdopmauns ¢ KoHurypauven.

7.4.2.5. NMpumepbl KOHDUrypauum

HacTpoiika gononHuTenbHbIX NapameTpoB sFlow

CeteBoe e YcTaHOBUTE 4acToTy BbIOOpKM noToka Ha 4096 B pexume
OKpYXeHune rnobanbHOn KOHUrypaumm.
e HactponTe anuHy 3aronoBka nakeTa, KOMMpyemMoro BO BpeMms
BblOOpkM noToka, Ha 128 6GantoB B pexume rnobanbHON
KOHUrypauum.
e YcTaHoBUTE MHTepBan BblIOoOpkn paBHbiM 10 B pexxume rrnodanbHom
KOHUrypaumm
MeTop QTECH# configure terminal
KOHCUTYPaLMM | aTECH(config)# sflow sampling-rate 4096
QTECH(config)# sflow flow max-header 128
QTECH(config)# sflow counter interval 10
CerteBoe e Cpenatb TaKk, u4Tobbl TpadumKk npoxoaun 4epes uUHTepdenc
OKpYXeHune TenGigabitEthernet 0/1.
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o [lpoBepbTe, ecTb Nu Tpaduk Ha uHTepdence TenGigabitEthernet
0/1 Ha sFlow Collector 1.

e Vcnonbaynte komaHgy show sflow, 4to6bl npoBeputs,
CornacyrTCcs N BbIXOA4HbIE AaHHbIE KOMaHAbI C KOHdUrypaumnen

MeTon QTECH# show sflow
MPOBEPKM sFlow datagram version 5
Global information:

Agent IP: 10.10.10.10

sflow counter interval:10
sflow flow max-header:128
sflow sampling-rate:4096

Collector information:

ID IP Port Size VPN

1 192.168.2.100 63431400

2 NULL 01400

Port information

Interface CID FID Enable

TenGigabitEthernet 0/1 01y

7.5. MOHUTOPWHr

7.5.1. OTobpaxeHue

PyHKUMA KomaHpa

OtobpaxaeT kKoHdurypauuto sFlow | show sflow
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8. HACTPOUKA NETCONF
8.1. O630p

MpoTtokon koHdurypauumn cetn (NETCONF) — 3T0 coBepLIEHHO HOBLI MPOTOKOST HA OCHOBE
Extensible Markup Language (XML), npeanoxeHHbin paboyven rpynnon NETCONF Lienesown
rpynnel no paspabotke WHTepHeta (IETF) B 2003 rogy. Ero moxHO ucnonb3oBatb Ans
HaCTPOWKN YCTPOMCTB, MU3BMNEYEHUS NapaMeTpoB, MOHUTOPUHT U yrpaBneHue. STOT NPOTOKON
NPUHUMaET PEeXNM CBA3UN KNMeHT/cepBep, B KOTOPOM Nporpamma cepsepa npotokona pabotaet
Ha yCTpoOWCTBe, a Mporpamma KnueHTa npoTtokorna pabotaeT Ha knueHTax. dopmat XML
MCNONb3yeTcs B NakeTax 3TOro NPOTOKoNa, BKOYasa BCe AaHHble KOHUrypauum n coobLieHns
npotokona. lNpotokonn NETCONF coCTOUT 13 YeThblipex YPOBHEN: YPOBHA COAEPKMMOTO, YPOBHS
onepauui, ypoBHS yaaneHHoro BbidoBa npoueayp (RPC) n TpaHCNopTHOro ypoBHSA. YPOBEHb
KOHTEHTa npeacTaenseT cobon Habop OOGBLEKTOB ynpaBnsieMbIX AaHHbIX, U HA 3TOM YpPOBHE
XPaHATCA AaHHbIE KOHUIypaunm yCTponcTB. YPoBeEHb onepaumnm — 310 6a30Bbii IPUMUTUBHBIN
Habop onepauun, npumeHsiembin k RPC, Hanpumep, <get>, <get-config>, <edit-config> n
<delete-config>. YpoBeHb RPC npegocTaBnsieT nNpPoOCTOA MEXaHu3M, He CBSA3aHHbIA C
TPaHCNOPTHbIMM  NPOTOKOSIaMK, M 3TOT MEeXaHU3M OonpeaensieT 9dfeMeHTbl HEKOTOPbIX
coobLeHnn obpaTHon cBA3M 06 owmbkax. TpaHCNOPTHLIN ypOBEHb 0becnevmBaeT 6Ge3onacHbIN
TpaHcnopTHbIN kaHan. MpoTtokon NETCONF nogaepxwusaet Secure Shell (SSH) (06s3aTensHo),
Simple Object Access Protocol (SOAP) n Block Extensible Exchange Protocol (BEEP).

MpoTokonbl U cTaHaapThbl
o RFC4741: npotokon koHpurypaumm NETCONF.

o RFC4742: ncnonb3oBaHune npotokona koHgurypaumm NETCONF yepes Secure Shell
(SSH).

e RFC4743: ncnonb3oBaHne NETCONF no npoTokony npocToro goctyna kK obbektam
(SOAP).

o RFCA4744: wcnonb3oBaHuve npotokona NETCONF no npoTokony pacluMpeHHOro
obmeHa 6nokamu (BEEP).

e RFC5277: ysepomneHusi o cobbitnsax NETCONF.

o RFC5381: onbIT peanusaumn NETCONF yepes SOAP.

e RFC5539: NETCONF 4epes 6e30nacHOCTb TpaHCMOPTHOro ypoBHS (TLS).

o RFC5717: RPC c yactnyHon 6nokuposkon ans NETCONF.

e RFC6022: cxema moHutopmHra NETCONF.

o RFC6241: npoTokon KoHurypawumm cetu.

o RFC6242: ncnonb3oBaHue npoTokona KoHdurypauumn cetn Yyepes Secure Shell.
e RFC6243: BO3BMOXHOCTb UCMOMb30BaHUSA 3HadveHn no ymonyanuo ana NETCONF.
e RFC6470: cobbitna ysegomneHnin NETCONF.

e RFC6536: mogensb ynpasneHusa goctynom NETCONF (NACM).

o RFCA4741 n RFC4742 3ameHeHbl Ha RFC6241 n RFC6242 cOOTBETCTBEHHO.
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8.2. NpunoxeHusn

MpunoxeHune OnucaHue

YnpaBneHue ceteBbiMu | Monb3oBatenu otTnpaensaoT nakeTobl koHpUrypaumm NETCONF
yctporictBamm NETCONF B ¢popmate XML Ha ycTponcTBa C NOMOLLLID MPOrpamMmMHOro
obecnevyeHns Onsi ynpaBneHUs CeTblo, YCTAHOBIIEHHOrO Ha
KnnenHt NETCONF gnst HacTponku yCTPOWCTB M ynpaBneHus
nmu

8.2.1. YnpaBneHue ceteBbiMu ycTtponcteBamm NETCONF

8.2.1.1. CueHapuu

Kak nokasaHO Ha pUCYHKE HWXKe, Monb3oBaTenM MOryT WCMNONb3oBaTb MNporpaMmMmHoe
obecneveHune ansa ynpaeneHusi cetbto NETCONF onsa ynpaBneHus ceTeBbiMU YCTPONCTBAMU U
NX MOHUTOpPWHra.

YCTpONCTBO
(NETCONF-cepeep)

ST —

nepcoHanom
(NETCONF-knneHT)

]

YCTpONCTBO
(NETCONF-cepsep)

V

YCTpONCTBO
(NETCONF-cepBep)

PucyHok 8-1.

8.2.1.2. PasBepTbiBaHue

CrtaHumsa ynpaBneHus CeTbi0 W ynpasrseMble ceTeBble YCTPOMCTBA CBHA3aHbl 4epe3 ceTu.
Mpotokon SSH gomkeH paboTaTb Kak Ha nporpaMmMHoM obecneveHnn onsa ynpaeneHust CeTblo,
TakK 1 Ha ycTporcTBax. Ha ctaHumm ynpaBneHns ceTbio C MOMOLLbIO MPorpaMMHOro obecneveHuns
ynpasnennss cetbto NETCONF nonb3oBaTtenu MOryT nonyymtb AocTyn K 6asam gaHHbIX
KOHUrypaumm n 6asam gaHHbIX COCTOSIHWS Ha CeTeBbIX YCTPONCTBAX, Nofny4aTb yBeJOMITEHUSA
0 COBbITMAX, OTNpPaBMNEHHbIe C CeTeBblX YCTPOWCTB, a Takke ynpaeBnsiTb U KOHTPONMpoOBaTb
ceTeBble YCTPOUCTBA.
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8.3. PyHKUUM

8.3.1. ba3oBble KOHLEeNTbI

8.3.1.1. O6wme ycnoBua
o RFC: yganeHHbIn BbI3OB npouenyp.
e DM: mogenb gaHHbIX.

8.3.1.2. CTpyKTypa npoTtokona

Ha pucyHke Huxe nokasaHa cTpyktypa npotokoria NETCONF.

YpoBeHb coaepXKaHuaA

YpoBEHb UCNONHEHUA

YposeHb RPC

TpaHCNOPTHLIN YPOBEHb

PucyHok 8-2. CtpykTypa npotokona NETCONF

8.3.1.3. CeccuoHHOE coeanHeHue

¢ NETCONF yepes SSH

Cepsep otcnexusaeT noptT 830. MNepen ncnons3osaHmem npotokornia NETCONF HeobGxoammo
yCTaHOBUTb KaHan SSH. YcTtaHoBka kaHana SSH (nogcuctema SSH, HasbiBaemas netconf)
TpebyeT ayTeHTUMKauum nonb3oBaTens W COrfnacoBaHus psga  anroputMoB nepefaydv
(BKNtOYas cornacoBaHue KNO4Yen, anropuTM CXaTusi, anropuTM XeLuMpOBaHMWS, anropuTm
LWMPpOBaHUSA U anropuT™M NOANNUCHK).
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NETCONF-knueHT NETCONF-cepeep (yCTPOWCTBO)
| YcTaHoBKa coeuHEeHUs >ﬁ

< WMHuumanusaymsa SSH, ayHTeHTMduKauua nonL3oBarens, >

yCTaHOBKa kaHana cybcucteMsl

< Hello-naket
Hello-naket >
RPC-naket >
< RPC-reply-naket

PucyHok 8-3. MNakeTbl, koTopbiMn 06MeHnBatoTcsa B ceaHce NETCONF

8.3.1.4. O6bmeH HabopamMu BO3MOXHOCTEN

Habopbl BO3MOXXHOCTEN A0MKHbI ObITb 0BMEHEHbI NOCKE TOro, Kak kaHan yctaHoBneH. U cepsep,
N KIMEHT npegocTaBnAlT CBOW peanu3oBaHHble Habopbl BO3MOXHOCTEW W UrHOPUPYHOT
BO3MOXHOCTU, KOTOPbIE HE MOHATHLI UK He peann3oBaHbl. Kaxkabii peer 40MKeH NoaaepKmBaThb
Kak MUHMMYyM 6a3oBble BO3MOXHOCTW npoTokona (urn:ietf:params:netconf:base:1.1). Ecnu
NETCONF-npoTtokon coBmecTMM C 0Oonee paHHEN Bepcueln MpoTOKoNa, peer OOSKeH
nogaepxmeatb 6a3oBy0 BO3MOXHOCTb (urn:ietf:params:netconf:base:1.0) aton paHHen Bepcuun.

npOTOKOﬂbeIe onepauunu

Ona onepaunoHHoro ypoeHss NETCONF onpefeneHbl eBATb OCHOBHbIX MeTogoB paboThl, a
MeToAbl onepauunn criegyrowme: <get> n <get-config> — onepaumm nony4eHuns 3HaveHus, <edit-
config>, <copy-config> n <delete-config>. config> — onepauun HacTpowku, <lock> n <unlock> —
onepauum 3awmnTbl 0T 6NOKMPOBKK, NPefoCTaBAgeMble B CyyYae napanfenbHbIX onepauumn Hag,
KPUTUYECKMMU pecypcamn YyCTponcTBa (parinamm koHdurypauum), a <close-session> un <Kill-
sSession> — onepauun 3aBepLUeHns ceaHca.

e <get>: nonyyaeT AaHHbIE O COCTOSIHUM U KOHpUrypaLum yCcTponcTaa.

e <get-config>: nomnyyaeT [OaHHble KOHMUrypauum Ha OCHOBE y3na dunbTpauum B
3anpoce RPC.

e <edit-config>: HacTpanBaeT yCTPOMUCTBO Ha OCHOBE MPedoCTaBNEeHHOro onpeneneHus
Mogenu AaHHblx U aTpnbyTtoB onepaumn. OOuMH BaxHbIM aTpubyT operation MOXHO
HacTpouTb Ha merge, replace, create, delete unu remove, a 3HadeHne no
yMonyaHuio — merge.

e <copy-config>:  ckonupyeT  KOH(UrypauumoHHbln  pann, Hanpumep, copaa
aKkoHdUrypaums-kaHanaaT BaKOHUIrypauMoOHHbIM  dpann, Konga akoHdurypaums
3anycka B TeKyLlyl KOH(urypauuio v HanuwmTtec apaboTaroLlyo KOHdUrypaumio B
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CTapTOBYH KOHUrypaumto. ATK onepaumm KonupoBaHus TpebytoTuenesble dainbl Ans
NoaaePKKMBO3MOXHOCTb 3arucu.

e  <copy-config>: KonmpyeT dann KOHdurypauum, Hanpumep, KonupyeTt
KOHpurypauuio-kaHanaaT B pann KoHurypawumm, KonupyeTt KoHdUrypaumio 3anycka B
TEKYLLUYIO KOHUrypaumio U 3anucbiBaeT TeKyLLy KOHurypauuio B KOHGUrypaumio
3anycka. [na 3Tux onepauuin KOMMpoBaHUA Heobxogumbl UeneBble daninbl,
nogaepXxmeatoime BO3MOXHOCTb 3anuciu.

o <delete-config>: ypanser dann KoHdurypauum ycTponcTea. 3anylieHHbin dann
KOHUrypaumm yCTponcTBa He MOXeT ObiTb yaaneH.

e <lock>: obecneumBaeT 3awnTy OT B6NOKMPOBKM PaNNOB KOHUIYPAUMOHHBLIX OAHHbIX.
Korga knueHT nonyyaet AocTyn (Mnv naMeHeHue) danna [aHHbIX KoHdUrypauum
YCTPOWCTBA, ApYyrue KNneHTbl unu knuenTol, He oTHocAwmecs kK NETCONF (Takue kak
SNMP unn CLI-knueHTbl), He MOryT NonyyYnTb AOCTYyN (UNKU M3MEHUTL) han gaHHbIX
KOHdburypaumm.

e <unlock>: pasbnokupyeT dann gaHHbIX KOHpUrypaumm.

e <close-session>: 3aKpblBaeT TEKyLMA CeaHC, BKIOYasi OCBODOXOEHWE pecypcoB,
CHATME BNOKMPOBKM U OTKMNtoYeHne. Korga BbINOMHAETCA 3Ta onepauusi, Heo6xoaumo
ybeontbcs, 4To o6paboTka Tekywen cnyxbbl 3aBeplleHa W HOBbIA 3anpoc He
obpabaTtbiBaeTcs.

o  <Kkill-session>: NpuHyOUTENbHO 3aBEPLUAET CeaHC (TEKYLMA CeaHC He MOXET ObITb
3aBepLLeH), BKIoYas ocBoboXaeHne pecypcoB, CHATUE BNOKMPOBKM U pasbeanHeHME.
Mpwn BbINONHEHUWM 3TOM onepauun Tekylwiasi cnyxba gomkHa ObiTb NpekpaleHa, a
He3aBepLUEHHbIE CMYXObl AOMKHbI ObITb BO3BPALLEHBI B COCTOSIHWE, NPeALLECTBYOLLEE
obpaboTke cnyxobl.

8.3.2. O630p

OcobeHHOCTb OnucaHue

O6meH Habopamu | Cepeep NETCONF wn  knvMeHT B3aMMHO  OTNpaeBnsioT  Habopbl
BO3MOXHOCTEMN Bo3moxHocten papyr apyry. Cepsep (yCTPOWCTBO) nogaepxvsaet
NETCONF 1.0 u NETCONF 1.1

<get> KnneHT nony4aeTt AaHHble O KOHUrypaLmu Unm cCoCTOSHUM YCTPOUCTBA

<get-config> KnneHT nony4aeT gaHHble KOHUrypaLmm yCTponcTea

<edit-config> KnneHT nsmeHaeT gaHHble KOHUrypaumm ycTpomcTea

<copy-config> KnneHT konupyeT hann koHdurypaumm Ha yCTpOMUCTBE B Opyron dhann
KOHUrypaumm

<delete-config> KnneHT yoanseT KoHpUrypaumoHHbIN hann Ha yCTpomncTee

<close-session> KnuneHT akTuBHO 3akpbiBaeT Tekywmi ceaHc NETCONF ¢ yctponcteom

<lock> KnueHT 6nokmpyeT dann koHurypaumm ¢ ycTponctea
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Oco6eHHOCTL | OnucaHue
<unlock> KnneHT pasbnokupyeT ann KoHdurypauum ¢ ycTponcTaea

8.3.3. O6meH Habopamn BO3MOXHOCTEN

Knnent NETCONF un cepep NETCONF obmeHuBatoTcsi CBOMMM Habopamu BO3MOXHOCTEWN
cpasy nocne yctaHoBneHus coeguHeHus. OHM MOryT BbINOMHATL NOCMeAyoWwmne onepaumm ¢
AaHHbIMKW, TONMBLKO €Criv OHWM MogAepXMBalOT Ty ke Bepcuio npotokoria NETCONF. dopmar
OTNpaBnseMbIX NAKETOB CNeaYHLLNNA:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>
urn:ietf:params:netconf:base:1.1
</capability>
<capability>
Capability set 1
</capability>
<capability>
Capability set 2
</capability>

</capabilities>

<session-id>Session |D</session-id>

</hello>

NMPUMEYAHMUE: naket obmeHa BO3MOXHOCTAMMW, OTNPAaBMEHHbIA OT KNWEHTa K CepBepy, He
MOXET cogepxaTtb naeHTudukaTop ceaHca (<session-id>).

Mpumep obmeHa Habopamy BO3MOXHOCTEN Ha cepBepe:

<hello xmlns="urn:ietf:.params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>

<capability>urn:ietf:params:netconf.capability:writable-

running:1.0</capability>

<capability>urn:ietf:params:xml:ns:yang:ietf-yang-types?module=ietf-
yangtypes&amp;revision=2013-07-15</capability>

<capability>urn:rg:params:xml:ns:yang:rg-tacacs?module=rg-

tacacs&amp;revision=2016-10-25</capability>

<capability>urn:rg:params:xml:ns:yang:rg-interfaces?module=rg-

interfaces&amp;revision=2016-10-25</capability>

<capability>urn:ietf:params:xml:ns:yang:ietf-inet-types?module=ietf-

inettypes&amp;revision=2010-09-24</capability>
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<capability>urn:rg:params:xml:ns:yang:rg-openflow?module=rg-
openflow&amp;revision=2016-09-26</capability>

</capabilities>

<session-id>28</session-id>

</hello>

Mpumep o6meHa Habopamy BO3MOXXHOCTEN Ha KITMEHTE:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>

</hello>

8.3.4. <get>

OTa onepaums ucnonb3yeTca AN MNOMyYeHUs [OaHHbIX KOHUrypaumm wnu COCTOSHUS
YCTpOWCTBA.

dopmaT nakeToB, OTNPABSEMbIX KITMEHTOM, CReayoLLNiA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<filter type="subtree">
Configuration data (or state data) filtering rule
<ffilter>
</get-config>
</rpc>
dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CreayoLnIA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data (or state data)
</data>
</rpc-reply>

Ecnu HY ogHO 13 NOOMHOXECTB JaHHbIX COCTOSHUSA Ha YCTPOWUCTBE HE COOTBETCTBYET Npasuny
dumnbTpaLmm, yCTPONCTBO BO3BpaLLaeT NyCToN y3en AaHHbIX, NOKa3aHHbIA HUXe:

<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:;params:xml:ns:netconf:base:1.0">

<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

</rpc-reply>
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8.3.5. <get-config>

OTa onepauusi cnonb3yeTcs AN NoNyvYeHns aHHbIX KOHUrypaumm yctporctea. OH nonyyaet
NOOMHOXECTBA [AaHHbIX KOH(WUrypauuMm Ha OCHOBE pasfUYHbiX OTBETBIIEHUA NpaBwn
unNbTpaLUMK, HO HE MOXET NOMYYNUTb AaHHbIE O COCTOSIHUM YCTPOMCTBA.

dopmaT nakeToB, OTNPABSEMbIX KITMEHTOM, CReayoLLNiA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree">
Protocol filtering rules
<[filter>
</get-config>
</rpc>
dopmaT nakeToB, BO3BpaLLAeMbIX CEPBEPOM, CreayOLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf;params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data
</data>
</rpc-reply>

Ecnn HM OgHO M3 NOOMHOXECTB AaHHbIX KOHGUrypaumm Ha YCTPOWCTBE HEe COOTBETCTBYET
npasunam gunbTpauum, yCTPONCTBO BO3BpaLLaeT NyCTON y3en AaHHbIX, MOKa3aHHbIN HUXE:

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

</rpc-reply>
8.3.6. <edit-config>

OTa onepauua  ucnonb3yeTca ANA  pedakTMpoBaHMs  KOHdurypauum Ha  OCHOBE
NpeaoCTaBIEHHOro onpeaeneHna Mogenu AaHHbIX U atpubytosB onepaumu. MNakeTsl edit-config
cogepxart naTb aTpubyToB onepalmm, KOTopble Yka3aHbl B onucaHmum atpmbyTa onepaumm yana
KOHurypaumm B goctaBneHHblx XML-nakeTax. [aTe aTpnubyToB cnegyrowme:

merge: obbeauHseT AaHHble KOHurypaumm B naketax edit-config, KoTopble cogepxaT aTOT
aTpubyT, B yKasaHHbIN (pann KoHdurypauum yctponctea (unu 6asy gaHHbix). Ecnv gaHHble
KOH(pUrypaumm He CyLLIeCTBYIOT, OHW CO3[al0TCs HA OCHOBE [OCTABIIEHHOIO KOHTEHTA.

replace: ucnonb3yeT AaHHble KOHUrypauun B naketax edit-config, koTopble cogepxar 3ToT
aTpubyT, ANA 3amMeHbl CBA3aHHOIO Yy3Mna [aHHbIX KOHdurypauuum B yKasaHHOM dhaunne
KOHUrypauum yctponctea (mnv 6ase gaHHbix). ECnn gaHHble KOHUrypaumm He CyLecTByIoT,

8-147

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika NETCONF W

OHM CO3[alTCs Ha OCHOBE [OOCTaBfIEHHOro KOHTeHTa. YcTtponctBa QTECH BpemeHHO He
noagepXuealoT 3Ty onepaumto. Ecnv takon atpubyTt gocTtaBneH, OH paccMaTpuBaeTCs Kak
aTpmbyT CnusaHKS.

create: cosgaeT B Yyka3aHHOM (panrne OaHHbIX KOHdurypaumm (mnv 6ase OaHHbIX) OaHHble
KOHGurypaumm B nakeTax edit-config, koTopble cogepxat 3ToT aTpmbyT. Ecnu aaHHble
KOHUrypaumm He CyLLeCcTBYIOT, OHW CO3[4alTCs Ha OCHOBE [OCTaBMEHHOro KoHTeHTa. Ecnu
AaHHble KOHMUrypaumm yxe CyLeCTBYIOT, BO3BpallaeTCs NakeT rpc-error, a Ter owunbku
yKasblBaeT, YTO AaHHbIE yXXe CYLLEeCTBYIOT.

delete: ynansieT gaHHble koHUrypaumm B naketax edit-config, koTopble cogepkart aToT aTpubyT,
13 ykasaHHoro darna gaHHbix koHdurypauum (unu 6asel gaHHbIX). Ecnu gaHHble koHdurypaumm
yXXe CyLecCTBYIOT, OHW yaansaTcs Hanpsmyto. Ecrniv gaHHble KOHUrypauum He CyLuecTBYIOT,
BO3BpaLLaeTcsa nakeT rpc-error, a Ter oWnbKM ykasbiBaeT, YTO AaHHbIE OTCYTCTBYHOT.

remove: ygansieT OaHHble KoHdurypauum B naketax edit-config, koTopble cogepxaT 3TOT
aTpubyT, U3 ykasaHHOro cavna gaHHblX koHdurypaumm (Mnu 6asbl gaHHbIX). Ecnn gaHHbie
KOHUrypaumm yxxe CyLLeCTBYIOT, OHWU YAansTca Hanpsamyo. Ecnn gaHHble KoHdurypaumm He
CYLLIEeCTBYIOT, 3Ta onepaumsi UrHopmpyeTcs 1 Bo3Bpatlaetcs oteseT OK.

dopmat nakeToB, OTNPaBNAEMbIX KIIMEHTOM, CNeaYOLLNIA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target> <running/> </target>
<config xmlns:xc="urn:ietf:.params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>

Ecnun nakeT He coaepXxuT y3en error-option, 3Ha4eHue 3Toro yara no yMoryaHuio paBHo stop-
on-error, ykasblBas Ha TO, 4YTO, KaKk TOMbKO KOH(purypauus ysna B MakeTe HeBepHa,
rnocneayrowias KoHurypaumsa B TOM Xe NnaketTe oCTaHaBnMBaeTCH U rPC-error Bo3BpallaeTcs.
Ecnu B nakeTe HeT y3na test-option, 3Ha4yeHeM 3Toro y3na no ymornyaHuio asnsietcs test-then-
set. Ecnn nakeT He cogepXuT ys3en onepauuu No yMOSMYaHWo, 3HaYeHWeMm 3TOoro yana rno
yMornyaHuio AaBnseTca merge.

dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrEeAYOLLNIA:
<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
<[rpc-reply>
Ecnn nakeT cogepxuT y3en error-option, coopmaTt 06bIMHO CneayoLmii;
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target> <running/> </target>
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<error-option>behavior option in the case of a configuration error</error-option>

<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>

Y3en error-option siBnsieTcsa y3nom tuna nepeuncrneHnsi. OH MoXeT ObiTb YCTAaHOBMNEH B O4HO 13
cnegyoLwmx 3Ha4YeHu:

stop-on-error:  HeMeOSsIeHHO  OCTaHaBnMBaeT  TEeKyLlyl onepauuio  pefakTMpoBaHUs
KOHUrypaumm npu BO3HUKHOBEHWW MEepBOM OWMOKM. OTO 3HA4YeHWe MO YMONYaHui Ans
error-option. [JaHHble KOHUrypaumm nepeq owmMOKon B TeKyLeM nakeTe KoOHUrypauum yxe
BCTYyNatoT B Cuny.

continue-on-error: NpoaormkaeT 0bpaboTKy OaHHbIX KOHdurypauuu, gaxe ecnv BO3HUKAeT
owmnbka. OwmbKM 3anucbiBaloTCsl, U NOCMNe 3aBeplleHMst Bcelr 00paboTkm Bo3BpallaeTcs
coobueHne 06 owmnbke (To ecTb Ansi BCeX OWMBOK KOHdUrypaumm BO3BpaLLaeTcs rpc-error).
8.3.7. <copy-config>

OTa onepauus MCrnonb3yeTca ANns CUHXPOHU3aLUW HayvarbHOW KOHMUrypauun C TekyLien
KOHUrypaumen.

dopmaT nakeToB, OTNPABASEMbIX KITMEHTOM, CReayOLLNiA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf.params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<startup/>
<[target>
<source>
<running/>
</source>
</copy-config>
</rpc>
dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CNneayoLLnii:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.8. <delete-config>

OTa onepauumsa ucnonb3dyeTcs AN yganeHus HavanbHOW KOHUrypauum ycTponcTea. TekyLuas
KOHUrypaumns He MOXeT BbITb yaaneHa.

CDopmaT nakeToB, OTNpaBidA€MbIX KITMEHTOM, CJ'IGD,yFOLLI,I/IVIZ
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<?xml version="1.0" encoding="utf-8"?>

<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-config>
<target>
<startup/>
<[target>
</delete-config>
</rpc>
dopmaT nakeTos, BO3BpaLLAEMbIX CEPBEPOM, CreayoLLNIA:
<?7xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.9. <close-session>

OTa onepaunda mncnonb3dyeTca Ona 3akpbiTUA TEKyllero ceaHca, ocBObOOXaeHUs pecypcoB u
6J'IOKV|pOBOK, " pa3pbiBa COEANHEHUA.

dopmaT nakeToB, OTNPABASEMbIX KITMEHTOM, CReayoLNiA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
</rpc>
dopmaT nakeTos, BO3BpaLLAEMbIX CEPBEPOM, CreayOLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.10. <lock>

CornacHo RFC6241, asTa onepauusi ucnonb3yetcsa Aand 6rokupoBkn 6asbl  AaHHbBIX
KOHburypauumn (cdhannoB koHdurypaumm) n npegoTspalleHns OgHOBPEMEHHOMO U3MEHEeHUs
(annoB KoOHGUrypauum yCTPOMCTBA HECKOSNbKMMMU UCTOYHUKaMu (Takummn kak CLI, SNMP un
Heckonbko opHoBpeMeHHbIX ceaHcoB NETCONF), 4tobbl m3bexaTb HEHYXHbIX WU3MEHEeHWU
KOHUrypaumn. YCTPOWCTBO YMpowlaeT 3Ty ornepauuio M MOXeT TOMbKO npeaoTspaliatb
O[lHOBPEMEHHble MoaudUKaUMM (BbINOSTHEHUE KOHMUrypauumn) w3 HECKONbKUX CeaHCoB
NETCONF n obecneunBaet 6€30MacHOCTb MOAMMUKALMM OaHHbIX KOHPUrypaumu.

dopmaT nakeToB, OTNPABSEMbIX KITMEHTOM, CReayoLLNiA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>

<target>
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<running/>
</target>
</lock>
</rpc>

dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CreayoLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.11. <unlock>

OTa onepauusa ucnonb3dyetca Ans pas3bnokmpoBku 6Gasbl faHHbIX KOHUrypauum (dannbi
KoHdurypauum; 3gecb BbINOMHAETCS KoHdurypaumsa Ha yctpownctee). <lock> wm <unlock>
ABNAOTCA NapHbIMU Onepaunsamun.

dopmaT nakeToB, OTNPABASEMbIX KITMEHTOM, CReayoLLNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<running/>
<[target>
</unlock>
</rpc>
dopmaT nakeToB, BO3BpaLLaeMbIX CEPBEPOM, CreayoLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.4. KoHdurypauus

HacTpovite napameTpsbl, CBsi3aHHble C ayTeHTUdmKaumen kaHana SSH, nepea ncnonb3oBaHNeEM
NETCONF. ina HacTponkn SSH cm. Security Configuration/HacTtporika SSH.

KoHdurypauus OnucaHue n komaHaa
HacTponka Candidate | (OnuuoHanbHO) Wcnonb3yeTca Ans  HACTPOWKM — cepsepa
Capability NETCONF NETCONF, 4yto6bl OH Bo3Bpawan knneHTy candidate capability

npu 0OMeHe BO3MOXHOCTSIMU C KITMEHTOM
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KoHdurypauus OnucaHue n KomaHaa
netconf capability | Bknioyaet candidate capability wn
candidate NnoaTBEPXXOAEHHbIE BO3MOXXHOCTU
NETCONF
HacTtpownka rollback | (OnumoHanbHO) Wcnonb3yetcs AN HacTpoOWKM — cepBepa

capability NETCONF

NETCONF gnsa obpatHon cBsisu ¢ knneHTom o rollback-on-error
capability npu o6MeHe BO3MOXHOCTAMM C KIUEHTOM

capability NETCONF

netconf capability | Bkniovaet rollback-on-error capability
rollback NETCONF
HacTtpornka validate | (OnumoHanbHO) Wcnonb3yeTcs [Onsi  HACTPOWKM  cepBepa

NETCONF ans o6paTHon cBsA3m ¢ validate capability knueHTy npu
obmeHe capability ¢ knueHTOoM

moayns YANG

netconf capability | Bkntovaet validate capability
validate NETCONF
Hactponka dyHkumoHana | (OnuuoHanbHo) Wcnonb3yetca ANl HAacTpoOWKM — cepBepa

NETCONF Ha 10O, 4TOGbI OH He nepepaBan obpaTHo aTpubyT
YHKLMKN KNMEeHTY npn obmeHe capability ¢ knmeHTom

netconf feature-

disable

OTtkntovaeT pyHkumoHan NETCONF

HacTtporika yBegomneHus
MHOrMx __ Bepcunr  (Multi-
version) moayng YANG

(OnumoHaneHo) Mcnonb3dyeTca Onsi HACTPOWKM cepBepa Ans
006bsBNEHNA BCEX BepcuMn BcexX MopaepXvMBaeMblX Moaynew
YANG knveHTy npy obmMeHe BO3MOXHOCTSIMU C KITUEHTOM

netconf yang | HactpauBaeT oyHKUMM yBEOOMMEHNSA O
multi-revision MHOrMx Bepcuax moayns  YANG
NETCONF

8.4.1. Hactpomka Candidate Capability NETCONF

8.4.1.1. AcpheKT KoHDUrypaumm

Cepeep NETCONF BosBpautaeT candidate capability u confirmed-commit capability npu obmeHe
capability ¢ knueHTom NETCONF (4epes nakeTtbl Hello n nakeTsl capability).
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8.4.1.2. Llarn HacTpounku

BkntoyeHue candidate capability n confirmed-commit capability NETCONF

KomaHga netconf capability candidate

Mo ymonuyanuio | Candidate capability n confirmed-commit capability NETCONF BkntouyeHsb!
MO YMOMYaHMIo

Pexunm komaHg | Pexxum rmobanbHon koHurypaumm

8.4.1.3. Npumep KoHcpUrypauumm

BkntoyeHue candidate capability n confirmed-commit capability NETCONF
CueHapui:

NETCONF-knueHTt

]

NETCONF-cepsep

PucyHok 8-4.

LWarn BkntounTe candidate capability n confirmed-commit capability NETCONF
HaCTPOWKK

NETCONF QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability candidate

QTECH(config)#

8.4.2. Hactpowumka rollback capability NETCONF
8.4.2.1. AcpheKT KoHdUrypaumm

CepBep NETCONF BosBpalwaet rollback capability npu oGmeHe capability ¢ knneHToMm
NETCONF (4epes naketbl Hello n nakeTsl capability).

8.4.2.2. lLlarn HacTpounku
BknroyeHue rollback capability NETCONF

KomaHga netconf capability rollback

Mo ymonuaHuto | Rollback capability NETCONF BkntoyeHa no ymonyaHuio
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Pexunm komaHg | Pexxum rmobanbHon kKoHumrypaumm

8.4.2.3. Npumep KoHcurypaumum

BknroyeHue rollback capability NETCONF

Cuenapun:
NETCONF-knueHt
NETCONF-cepeep
PucyHok 8-5.
LWarn BkntounTe rollback capability NETCONF
HaCTPOWKK
NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

QTECH(config)# netconf capability rollback
QTECH(config)#

8.4.3. Hactpowmka validate capability NETCONF

8.4.3.1. AcpheKT KoHDUrypaumm

CepBep NETCONF BosBpalwaet validate capability npu oGmeHe capability ¢ knneHToMm
NETCONF (4epes naketbl Hello n nakeTtbl capability).

8.4.3.2. Llarn HacTpounku

BknrouyeHue validate capability NETCONF

KomaHpa

netconf capability validate

Mo ymonuyaHuio

Validate capability NETCONF BkritoueHa no ymonyaHuio

Pexum komaHg | Pexxum rnobanbHom KoHpurypaumm
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8.4.3.3. Npumep KoHcurypaumum

BknroyeHue validate capability NETCONF

CueHapui:
NETCONF-knueHt
NETCONF-cepsep
PucyHok 8-6.
Warn BkntounTe validate capability NETCONF
HaCTPOWKM

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability validate

QTECH(config)#

8.4.4. Hactpouka ¢pyHkumoHana moayna YANG

8.4.4.1. AcpheKT KoHduUrypaumm

Cepsep NETCONF He Bo3BpawyaeT atpubyTt dyHkumm mogyna YANG npu obmeHe capability ¢
knneHtoM NETCONF (4epes nakeTbl Hello 1 nakeTbl capability).

8.4.4.2. LLlarn HacTpounkun
OTtknroyeHue aTpubyTa cpyHkummn NETCONF

KomaHpa netconf feature-disable

Mo ymonyaHuio ATpnbyT doyHKkumMn NETCONF no ymonyaHuio OTKIHYEH

Pexnm komaHg Pexum rnobanbHon KoHdUrypauum
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8.4.5. NMpumep KoHuUrypauum

OTtknioyeHue atpubyta cbyHkummn NETCONF

Cuenapun:
NETCONF-knueHTt
NETCONF-cepsep
PucyHok 8-7.
Warn OTkntoumnTe aTpubyT dbyHKuMn moayns YANG
HaCTPOWKM
NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf feature-disable
QTECH(config)#

8.4.6. Hactponka yBepgomneHuMa MHorux Bepcunm (Multi-version) moaynsa
YANG

8.4.6.1. AcpheKT KoHDUrypaumm

Cepsep NETCONF obbsiBnser Bce Bepcum Bcex nopaaepxumsaembix mogyner YANG Ha
ycTpomncTee npu odmeHe capability ¢ knueHTom NETCONF (4epes nakeTbl Hello).

8.4.6.2. NpumeyaHun

¢ Komanga netconf yang multi-revision gomkHa 6biTb HacTpoeHa A0 o6bsBNEHUS
naketa capability (naketa Hello) cepsepa NETCONF.

¢ KomaHga no netconf yang multi-revision gomkHa GbITb HacTpoeHa A0 06bsBrEHNS
nakeTa capability (naketa Hello) cepsepa NETCONF, n ognH mogyne YANG moxeT
0ObABUTL TOMbKO CBOK TEKYLLYK MOCMEOHIO BEPCUI B MNakeTe yBEAOMIIEHMS O
capability.

8.4.6.3. lLlarn HacTpounku

Hactpowka yBegomneHusa mHorux Bepcuun moayns YANG
e OnuuoHanbHo.

e  OTa KOH(Urypaums gormkHa ObiTb 3aBepLueHa o Toro, kak cepsep NETCONF o6baBut
naket capability (nakeTt Hello).

KomaHpa

netconf yang multi-revision

Mo ymonuaHuio | YBegomneHune Horux Bepcui mogyns YANG BKIHOYEHO Mo yMOnN4aHuo
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Pexum komaHg | Pexxum rmobanbHom KoHdurypaumm

8.4.6.4. Npumep KoHcuUrypaumm

Hactpowka yBegomneHusa mHornx sepcumn moayns YANG

Cuenapun:
NETCONF-knueHTt
NETCONF-cepsep
PucyHok 8-8.
Warun HacTponTe yBegomneHue mHormx sepcun mogyns YANG
HaCTPOWKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf yang multi-revision

QTECH(config)#

8-157

@ §) QTECH

MWP [OOCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika gRPC W

9. HACTPOUKA GRPC
9.1. O630p

YpapaneHHbin Bbi3oB npoueayp Google (QRPC) — 3To npoToKon yaaneHHoro Bbi3oBa Npoueayp,
pa3paboTaHHbii Google anst pa3paboTkm cepBepHbIX nporpamm. [Mpu BbI30BE NOKarbHON
npoueaypbl CerMeHT Kkoda BbINOMHAETCA Ha JloKarnbHOM YCTPOWCTBE [AN1S1 BbINOSHEHMWS
onepauun. Ons RPC nonb3oBaTtenb Cnyx0Obl M NOCTaBLUMK MOrYT HaxXoOUTbCA Ha pPasHbIX
KOMMNbIOTEPAX, U KITMEHTY HY>XHO TOSIbKO YBEAOMWUTb CEPBEP O BbIMOMHAEMON onepauuun. AToT
3anpoc Ha onepauuio OTNpaBnsieTCs Ha cepBep NO CeTU, U CepBep BO3BpallaeT pesynbtaT
BbINOSIHEHWS KINEHTY.

gRPC uncnonb3yeT 6ydepbl NpoTokona Ans peanusaumMy cepvanusauun u gecepuanusaumm
AaHHbIX N UCNonb3yeT MPOTOKON nepefadn runeptekcta sepcum 2 (HTTP/2) B kadecTBe
npoTOKONa nepefayv AaHHbIX 4515 NOBbILLEHUSA NPON3BOANTENBHOCTH.

MpoToKkonbl U cTaHaapThbl
https://github.com/grpc/arpc

9.2. NpunoxeHus

MpunoxeHune OnucaHue

Tononorus One-to-one Mo3BonsieT ogHOMY YCTPOWCTBY nepegaBaTb WHGOPMaUMIO
gRPC Ha oguH cepBep

Tononorusa One-to-many lMo3BonseT ogHOMY YCTPOMCTBY nNepedaBaTb WHGOPMaLMIO
gRPC Ha HeckonbKko cepBepoB

9.2.1. Tononorua One-to-one

9.2.1.1. CueHapun

OQHO NpOTecTMpoBaHHOE YCTPOWCTBO MOAKMIOYEHO TOMbKO K O4HOMY cCepBepy M nepepaer
AaHHble gRPC Ha cepBep, Kak nokaszaHo Ha PucyHke 9-1.

MK 1

-

PucyHok 9-1. Tononorus One-to-one

S: npoBepeHHOEe yCTponcTBO AN cboparnHgopmauusa RPC.
MK: gRPC-cepBep ansa npuemarnHgopmaums RPC.

9.2.1.2. Pa3BepTbiBaHue

e Yb6epgutech, yto PC1 poctyneH ang S.
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e  Bkmounte doyHkumio gRPC Ha S.
e Ha S HacTponTe cobbiTus, KOTopble ByayT nepefaBaTbCsa Ha cepBep.

9.2.2. Tononorua One-to-many

9.2.2.1. CueHapuu

OaHO NpoTecTMpoOBaHHOE YCTPOMCTBO MOAKITOYEHO K HECKOMBbKUM cepBepam 1 OOHOBPEMEHHO
nepegaet gaHHole gRPC Ha cepBepbl, kak nokasaHo Ha PucyHke 9-2.

M2 MK 1

L]

S: npoBepeHHOe yCTponcTBO Ans cooparnHgopmaumna RPC.

PucyHok 9-2. Tononorunst One-to-many

MK: gRPCcepBep aons npuemarnHdopmauunsa RPC.

9.2.2.2. Pa3BepTbiBaHue
e Yb6eputech, yto PC1 n PC2 goctynHbl Ang S.
e YbepauTech, uTo IP-agpeca PC1 n PC2 pasnuyatoTtcs.
e  Bkntouute coyHKumo gRPC Ha S.
e Ha S HacTpownTe cobbiTus, kKOTOpble ByAyT NepegaBaTbCa Ha cepeep.

9.3. dyHKUUN

9.3.1. ba3oBble KOHLEeNTbI

gRPC

gRPC — 3T10 BbicOKOnpoussoauTesibHad MexbdasbikoBas cpega RPC ¢ OTKPbITbIM MCXOAHbIM
kogom, paspaboTtaHHas Google. OH cooTBeTcTBYET npoTtokonam HTTP/2 n protobuf3.x.

Kanan
KaHan ycTaHaBnuBaeTcs Mexay YCTPONCTBOM U CEPBEPOM.
3arnywka
3arnywka — 3T0 06bEKT, CO30aHHbIN BO BpEMS MyNbTUMNIIEKCUPOBAHWS KaHana.

NMPUMEYAHUE: OONOMHUTESbHbIE cBeeHus 06 yCrnoBmuax gRPC CM.
https://github.com/grpc/grpc.
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9.3.2. O630p

OcobeHHOCTb

OnucaHue

Bkntovyenne doyHkumn gRPC

BkrnitovaeT cnyx6y gRPC Ha ycTponcTBe. YCTPOMCTBO MOXET
cnyxnte gRPC-cepBepom Onsi nonydeHust COOBLLEHUA O
cobbITUAX ayTeHTudmKaumm n cbopa AaHHbIX UMK CRYXUTb
gRPC-knneHtom gns nepegayn gRPC-gaHHbIX

[Nogonepxxka dyHKUMKW BXoga U

Bbixoga gRPC

MoaaepkusaeT onepauun BXxoaa v BbIXoAa, UHULIMMPOBaHHbIE
cepBepom

Tunbl cOObLITUN,
nogaepxmnsaemble gRPC

MopopepxnBaeT coobITUSA B peanbHOM
nepuoamnyeckue cobbiTust U cobbiTnsi cbopa AaHHbIX

BpEeMeHW!,

[1puBA3Ka yKa3aHHOro
uHTepdenca ansa oTnpaBku
naketos gRPC

MpuBA3bIBaET YKasaHHbIN MHTEPdENC ANA OTNPaBKU NakeToB

[MpegBapuTenbHas
HaCTpOMKa CepBEPOB U
CcODObITUIN, HA KOTOPbIE HYXXHO

noanncaTbed

MNpeaBapuTenbHO HacTpamBaeT cepBepbl M CcobblTUSA, Ha
KOTopble Heo6X0AMMO NoanucaTbCs

[MpegBapuTensHas
HacTponka uHdopmaumm o

nonb3oBarendx angd sxoaa Ha

cepBepbl gRPC

MpenBaputensbHO HacTpauBaeT MHdopMaLmIo o]
nosfib3oBaTensx, BXo4ALWMX B CUCTEMY Ha cepBepax

9.3.3. BkntouyeHue dpyHkummu gRPC

HacTtponte gRPC, 3anyctute cnyx0bl knveHta gRPC u cepsepa gRPC, HacTponTe cobbiTua
AN NOANUCKU ANs YCTPOMCTBA U Nony4vuTe cobbiTre NOANUCKKU, OTMpPaBreHHoe AucrneT4epom
NETCONF, 4Tobbl 3aBepLUNTb MPOLIECC CO34aHNSA OTYETOB O AaHHbIX gRPC.

9.3.3.1. MpuHUMN paboThbI

Ceasb gRPC cootBetctByeT npotokony HTTP/2. KnueHT wuHuuuupyeT 3anpoc, u cepsep
OTBEeYaeT Ha 3TOT 3anpoc, YTobbl 3aBepLUMTbL OAMH OOMEH AaHHbIMKU. 3anpoc AaHHbIX MOXET
ObITb MIHULMNPOBAH TOMNBKO KITMEHTOM, ¥ OOUH OBMEH JaHHBbIMW JOSPKEH 3aKaHYMBaTbCS OTBETOM

cepsepa. CM. pUCYHOK HUXe.
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praToM 06paboTki gRPC-gaHHbIX

Mepenaet gRPC-paHHbI€

gRPC-cBA3b
Otn

PaBnser coobuieHune o cobbiTum 3axsara

OTBeyae

T pes
PesynsraTtom coobulenuny o COBbITUY 3axBara

PucyHok 9-3. Cesasb gRPC

gRPC-knueHT

gRPC-cepsep

e Hactponte dyHkuuto gRPC Ha ycTtponcTtse S u 3anyctute cnyxbbl knneHta gRPC n

cepsepa gRPC.

o YcTponcteo S nony4vyaet coobuieHne o cobbiTum 3axBaTa OT cepBepa n orTBevaeT

cepBepy pesynbTaToM CoobLLEeHNsa 0 cobbITUM 3axBara.

e Cnyxba cepBepa gRPC, HacTpoeHHass Ha yCTpoOMCTBe S, OXuaaeT noanucaHHoro

cobbiTusa, oTnpaeneHHoro gucnetyepom NETCONF.

e Cnyxb6a knueHta gRPC, HacTpoeHHasa Ha ycTponcTBe S, nepeaaeT AaHHble gRPC Ha

cepep gRPC Ha ocHOBE NOANMMCaHHOro CobbITUA N OXXMOAET OTBETA.

9.3.4. Noppepxka hpyHKUuMM Bxoaa u Bbixoga gRPC

gRPC nogaepxusaet onepaumm Bxoga n Bbixoga, MHALMMPOBaHHbIE CEPBEPOM.

9.3.4.1. MpuHUMN paboThbI

ooBLieHne O BXOAE B CUCTEMY gRPC-knueHT

MHuumnpyeT ¢

gRPC-cBa3b

MposoguT ToKanbHyto ayTeHTUhUKaLMIio U oTBeyger

pesyneratamm BXoaa B cnucremy

PucyHok 9-4. Bxoa B gRPC

gRPC-cepBep

MK 1

e Hactponte dyHkumo gRPC Ha ycTponcTtee S 1 3anyctute cnyxby cepsepa gRPC.
e YcTponcTBO S nony4aeT cooblieHne 0 BXode B CUCTEMY, UHULIMMPOBAHHOE CEPBEPOM,

NPOBOAUT NOKanbHY ayTEHTUMMKALMIO U OTBEYAET CEPBEPY C pe3ynbTaToM BxoAa B
cuctemy.

o Cnyxba cepepa gRPC, HacTpoeHHas Ha YCTPOMCTBE S, NonyyaeT TONbKO cobbITus

nony4yeHna, HMUnMnpoBaHHble ayTeHTVI(*)I/ILI,VIpOBaHHbIMI/I cepBepamMu Bxoaa.

Q
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eHue O BXxoae B cucTemMy gRPC-knueHT

gRPC-cBAa3b

Yoanser WHopMaumio o TloKanbHon ayTeHTudukaymm

n oTBEYaer pesynsratamm BXOOa B cuctemy

PucyHok 9-5. Beixog ns gRPC

gRPC-cepeep

MK 1

e Hactponte cdyHkumio gRPC Ha ycTponcTtee S n 3anyctute cnyxby cepsepa gRPC.

e YcTpohCTBO S nony4yaeT cooblieHWe O BbIXxoO4e W3 CUCTEMbI, WHULMMPOBAHHOE
cepBepoM, yaarnsieT nokarnbHyH CoBMagatoLLyto MHpopMaLmio 4ns BXxoaa B CUCTEMY U
OTBEYaEeT CEepPBEPY C pe3ynbTaToM BbiXxoaa U3 CUCTEMBI.

e Cnyxba cepBepa gRPC, HacTpoeHHas Ha ycTponctBe S, OGonblie He nony4vaer
CcOoObITUSA NONYYEeHUSA, MHULMNPOBAHHbBIE OTKIMIOYEHHBIMK CEpBEPAMM.

9.3.5. Tunbl cobbITUN, NnoaaepxuBaembie gRPC

gRPC nogaepxvBaeT Tpu Tvna COObITUIA: COObITUS B peanbHOM BpPEMEHW, Mepuoanyeckue
cobbITnA N cobbITnA cbopa AaHHbIX.

9.3.5.1. MpuHUMN paboTbI

CobbiTa B peanbHOM BpeMeHu: CcobbITs pearnibHOro BPEMEHU UCMONb3YKT  Mopor
cpabatbiBaHusA cobbiTMa B KadecTBe ycnoBusi gnst céopa mHdopmaumn. Koraa pocturaetcs
nopor cpabatbiBaHusa cobbITUS, YCTPOUCTBO cobupaeT MHopmaumio 1 nepegaet cobpaHHyo
MHdOpMaLMIO Ha cepBep.

Meprnogudeckne cobbitna. NHdopmauma ob ycTponcTee cobmpaeTcs Ha OCHOBE BPEMEHHOO
nHtepsana. Korga HacTynaeT uwHTepBas, YCTPOMCTBO cobupaeT uvHdopmauuio u nepegaet
cobpaHHyto MHpopmaumio Ha cepsep.

CobbiTna cbopa AaHHbIX: cobbiTe cbopa AaHHbIX WMHULMMPYETCHA CepBepoM Ans 3arnpoca
AaHHbIX 3a pas. [Nocne nonyyeHns coobLieHnsa yCTporMcTBO cobrnpaeT nHdopmauuio u nepegaet
cobpaHHyto MHhopmaumio Ha cepBep.

9.3.6. NpuBA3ka ykazaHHOro nHtepdenca ana ornpaskm naketos gRPC

9.3.6.1. MpurHUMN paboThbI

Mocne Toro kak gucnetyep NETCONF oTtnpaBnsieT Ha ycTpoucTBo komaHay gRPC ans
co34aHva KaHana, yCTPOMCTBO CO3JaeT COKeT nepep OTnpaBKOW MakeToB Ha cepsBep, YTOObI
BbIMOMHUTL OMnepauuio MPOBEPKM CBA3N ANS MPOBEPKU [AOCTYMNMHOCTM MyTU. YCTPOMCTBO
oTnpasnseT nakeTbl AaHHbIXx gRPC Ha cepBep TOMbKO nNpu Hanuuuu nytu. o ymonyaHuio
CO3[aHHbIN COKET cnyyanHbiM 06pa3oM NpuBSA3bIBAET UCXOOHbIM aApec nopTa yCTpoucTea Ans
oTnpaskun ping-naketoB. Koraa cepsep norny4vaeT TOMbKO MakeTbl C YKa3aHHOro WCXOAHOro
agpeca, NyTb He MOXET CTaTb AOCTYMHbLIM nocne BbinonHeHusa aenctems gRPC no ymonyaxuio,
1 nakeTbl AaHHbIX JRPC He MoryT 6biTb 3arpyeHsbl.

MoaTomy nNpmBA3bIBaNTE yKasaHHbIA MCXOOHbLIN agpec Npu co3gaHnm cokeTa, YToObl NpoOBEPUTL
AOCTYNHOCTb NyTU. Taknm obpasom, nakeTbl AaHHbIX gRPC MoryT ObiTb 3arpy>keHbl NpaBuIibHO.
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9.3.7. NMpeanBapuTenbHaa HacTpoWKa CepBepoOB U COObLITUMA, HAa KOTOpbIle
HYXHO noanucaTbCcA

9.3.7.1. MprHUMN paboThbI

YCTPONCTBO MOXET 3apaHee co3gaBaTh CepBepbl U COObITUS, HA KOTOPbIE HYXXHO MOANMCaTbLCS,
C MOMOLLbIO KOMaHZ, UNn MOXHO CMOAENUPOBAaThL KOHTPONNep AN yBeJOMMEeHUsa yCTPOMUCTBa O
cepBepax u cobbITHAX, Ha KOTOpble Hy>XHO nognucaTtbes, Yepe3d NETCONF.

YCTPONCTBO MOXET yAansaTb CepBepbl M COObITUS, Ha KOTOPbIE NOAMNMCaHbI, C MOMOLLbIO KOMaHA,
UM MOXHO CMOAenupoBaTb KOHTponnep ANs yBeOOMIMEHWd YCTPOMCTBaA O cepBepax WU
cobbITuAX, Ha KoTopble He nognucaHbl, Yepe3 NETCONF.

9.3.8. NpeaBapuTenbHasa HacTpouka UHcgpopmMauum O nonb3oBaTenax AnA
BXxopaa Ha cepBepbl gRPC

9.3.8.1. NMpuHUMN paboThbI

YCTpPOMNCTBO MOXET 3apaHee co3gaBaTh Nonb3oBaTenen ans Bxoga Ha ayTeHTunympoBaHHble
cepBepbl C MOMOLLbIO KOMaHA, Unn cepBep MOXXHO UMUTUPOBaTb, YTOObI MHULMUPOBATL 3anpoc
Ha BX0p, MPOWTK ayTEHTUMKALMIO N COXPaHUTbL MHAOPMAaLIMIO O NOSb30BaTeNsIX, BOWEALLMX B
cucTemy.

yCTpOI7ICTBO MOXET yaandaTb nonb3oBaTernen, BoWeaLnx B cucrtemy, Ha ayTeHTVICbI/IU,I/IpOBaHHbIX
cepBepax ¢ noMoLbo KOMaHA4, Unn MOXXHO MMUTUPOBATL CEPBED, YTOObI MHNUMNPOBATb 3anpoc
Ha BbIX04 U3 CUCTEMbI U yOAITUTb Manopmau,mo O noJib3oBaTenax, sowenlnx B CUCTEMY.

9.4. KoHdurypauus

KoHdurypauus OnucaHue n KomaHaa

Bknoyenne dyHkumm | (ObasatenbHo) Wcnonb3dyetca ansa BkmodeHus dyHkuum gRPC.
gRPC MNognucka n nNpegocTaBneHne OTYETOB O AaHHbIX MOAOEPXKMBAKOTCSA
TONbKO Nocrne BkoyeHns dyHkumm gRPC

grpc Cospaer pexum gRPC nu
BkrtoyaeT yHkuunio gRPC

Hactponka pexuma | (OnumoHansHo) Mcnonbayetcsa ans HaCTPOKKK pexnma
ayTeHTudvkaumm  n | ayteHtudumkaumm n atpnbytos ayteHTUduKkauum cepsepa AAA ons

atpubyToB dyHkunn gRPC Bxoaa 1 Bbixoga, korga TpebyeTtca ayTeHTudmkaums
ayTeHTudmKaLmm npv BXode Ha cepBep

cepBepa AAA aOnsa

yHKUMM _BXOAA M | g then login {local | | Hactpausaet peXuM

Bbixoaa gRPC authentication mlist} ayTeHTUdMKaUMM ang Bxoda Ha
cepsep

authen aaa-config {retry times | | HactpanBaeTt KONn4ecTBo

timeout second} MOBTOPHbLIX MOMbITOK BXOoA4a MW

Bpems oXunaaHus ans

ayTeHTudukauun cepsepa AAA
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KoHdurypauus OnucaHue n komaHaa

Hactponka TmnoB | (O6sa3atenbHbi)  Mcnonb3yeTcsa  Ons HacTpOMKM  yKasaHHbIX
Cco0bITUI NoAnMcaHHbIX COObITUI

noaaepXneaemblx

gRPC subscr realtime enable Bkniovyaetr Bce noanucaHHble

cobbitns gRPC B peanbHOM
BpeEMEHMU

subscr sample enable

Bkntoyaetr Bce noanucaHHble
nepuogmnyeckme cobbitns gRPC

subscr-sample-interval interval

YcraHaBnueaet WHTepBan
Tanmepa Ang nepuoanyeckux
coObITUN

HacTpolika cepBepoB

subscr-realtime-interval {all | YcTaHaBnuBaeT BpeMs
interval | realtime json-event | nogaeneHuss  Ons COObLITUN
interval} peanbHOro BpeMeH!
[MpuBsa3ka ykaszaHHoOro | subscr-source-interface MpuBsasbiBaeT yKa3aHHbIN
nHTepdenca ans | interface type interface-number WHTepdenc  ans OTnpaBKku
OTnpaBku nakeToB naketoB gRPC
aRPC
[MpegBapuTensHas user-server ip-address port-id lMpenBaputenbHO HacTpavBaeT

cepBepbl, KOTopble MoryT

nonb3oBarendx Aand

BX0da Ha CepBepbl

dRPCc

“ COObITUN, Ha NnoanucbIBaTbCHA Ha CoObITUSA

KOTOpble HY>KHO

DI, TLAEE e type json-event value value MpenBapuTensHO  HacTpavBaeT
coObITUS ans NOAMMCKN
yKa3aHHOro cepeepa

MpenBaputensHas user-client id wuser-name ip- | NpegoBaputenbHO HacTpavBaeT

HacTpouka address WHOpMaLMIO O Norib3oBaTensx,

nHcopmaLmm o) BOLUEALINX B CUCTEMY CEPBEPOB

gRPC

9.4.1. BknroyeHue chpyHkumm gRPC

9.4.1.1. 3dhekT KOHPUrypaumm
Bkntounte cnyx6bl knueHta gRPC 1 cepsepa gRPC.

9.4.1.2. NpumeyaHun

e OGecneybTe ceTeBOe NOAKIYEHNE MEXAY YCTPOMUCTBOM U CEPBEPOM.
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o VpeHTudukatop nopta nokaneHoro cepsepa gRPC — 50 051.

9.4.1.3. Llarn HacTpounku

BknroyeHune ¢pyHkumn grRPC
e ObgaszartenbHbIn.

e Bknounte dyHkumio gRPC Ha kaxagom ycTponcTBe B pexume rnobanbHon
KOHUrypaumm, ecnm He ykasaHo 1Hoe.

KomaHga grpc
Mo ymonyaHutio DyHKuna gRPC oTknoyeHa no ymonyaHuio
Pexnm komaHg Pexunm rmobanbHon KoHurypauum

PykoBogcteo no | Mcnonb3ynTe aTy kKOMaHay Ang cosgaHua aksemnnapa gRPC, BkrtoyeHus
ncrnionb3oBaHnio | pyHkumm gRPC 1 nepexoaa B pexxum HacTporku npouecca gRPC.

Cnyx6bl gRPC-knueHta n gRPC-cepBepa co3gatoTcs OAHOBPEMEHHO,
koraa BkntoveHa yHkuma gRPC. KnuenTtckas cnyxb6a gRPC 3arpyxaet
JaHHble Ha cepBep, B TO Bpems Kak cepBepHass cniyxba gRPC
aHanuanpyeT coobLeHnst ayTeHTuduKaumm n coobeHnsa coéopa AaHHbIX,
OTNpaBlieHHbIE C cepBepa

9.4.1.4. NpoBepKa

3anyctute komaHay show grpc status, 4Tobbl 0TOGpa3nTbL Bpems paboTbl NOcne BKIIHYEHUS
dyHkunn gRPC.

9.4.1.5. Npumep KoHcurypaumm
NMPUMEYAHMUE: onvcaHa Tonbko koHdurypaums, cesasaHHas ¢ gRPC.

BknroyeHune ¢pyHkuumn grRPC
CueHapun: ceTeBas cBA3b Mexay yctponctsom S n PC1 paboTtaeT HopmanbHO.

M1
HO/49 192.168.1.0/30

s [ ]

PucyHok 9-6. Tononorust One-to-one

Warn Bkntounte cpyHkumio gRPC.

HaCTPOVKN | o crpoitre WAN-nopT

S S(config)# grpc
S(config-grpc)# exit
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S(config)# interface HundredGigabitEthernet 0/49

S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1
255.255.255.252

Mpoeepka | NponuHryrTe agpec cepsepa n NpoBepbTe, MOXHO M YCNELLHO NPOMNUHIroBaThb
agpec.
MpoBepbTe, BKoveHa nn yHkuna gRPC

S S# show grpc status

9.4.2. Hactpouka pexxuma ayteHTUdUKauum m atpudyToB ayTeHTUMKaumm
cepBepa AAA ana ¢gyHKuuu Bxoaa un Bbixoaa gRPC

9.4.2.1. AcpheKT KoHduUrypaumm

YcraHoBUTE pexum ayTeHTudmkaumm dyHKkuMnm Bxoga u Bbixoga gRPC B pexnm 06es
ayTeHTUpMKaumm, nokanbHyto ayteHTudukauuio AAA unu ayteHTudumkaumio cepsepa AAA
(BpeMS oXuaaHus 1 KONMYeCcTBO NOBTOPHbIX NOMbITOK MOXHO HAaCcTPOUTb).

9.4.2.2. NpumeyvaHusn

e [Ina ayteHTudukaumm cepsepa AAA HeOBXOAMMO BKIHOUUTL PEXMM HOBOW MOLENM.
o Pexunm 6e3 ayTeHTMdurKauum He pekomeHayeTcs.

e Hepe

KOMeHOYyeTCA N3SMEHATb BpeMsA OXXMAaHUA N KOJTIMY4eCTBO NOBTOPHbLIX MOMbITOK.

9.4.2.3. LLlarn HacTpounku

HacTtpoika pexnma ayteHTUpukauum cpyHkumm Bxona n Bbixoga gRPC
e  OnuuoHanbHbIN.

e BbInonHuTe aTy HACTPOKMKY NO Mepe HeoBXoaMMOCTH.

e 3anyctute KomaHay authen login Ha TpebyemMoM yCTpONCTBE B peXnme KoHUrypauum
npouecca gRPC, ecnu He yka3aHO NHoOe.

KomaHga authen login {local | authentication mlist}
Onucanve local: ncnonb3dyeT nokanbHyo 6ubNMOTEKY MMeEH nonb3oBaTenen ans
napameTpoB ayTeHTUmKaumm. 3To pexmm ayTeHTUMMKALMM NO YMOMYaHUIO.

authentication: wncnonb3yeT ykasaHHbI CnMcoK cepBepoB AAA gns
ayTeHTUumkauumn.

mlist: ykasbiBaeT umsa cnucka AAA

Pexum kKomaHpg | JlokanbHbIA BXO4 HAacTPOEH MO yMOM4YaHuIo, TO €CTb HACTpOeHa KoMaHaa
no ymonyanuio | authen login local.

Pexum koHdurypaumm npouecca gRPC

PykoBoacteo

no | Mocne nonyyeHus 3anpoca Ha BXOA C cepBepa YCTPOMCTBO BbiGupaeT

MCMNOSb30BaHUIO | NIOKanbHy0 ayTeHTudukaumio AAA, ayteHTudumkauuo cepepa AAA mnnu

pexum 6e3 ayTteHTUduKaumm no Mepe Heobxogumoctn. Korga

(@ arecy

166




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika gRPC W

ayTeHTUdMKaLMsa  NPOXOAUT  YCMelHOo, YCTPOMCTBO  3anucbiBaeT
nHopMaLMIo O MNornb3oBaTernie AN BXxoaa B cUCTeMy, a UMeHHo IP-agpec
N UMsi Nonb3oBaTens cepeepa. YCTPOWCTBO OTBEYAET TOMbKO Ha 3anpochl
COObITUIA  MOMYyYEeHUsi,  UHUUMMPOBAHHbIE  ayTEeHTUUUNPOBAHHBLIMM
cepBepamu

HacTtponka atpubytoB ayTeHTUhUKaumm cepsepa AAA ansa cyHKUMKM BXxoaa u
Bbixoaa gRPC

e  OnuuoHarnbHo.
¢  BbinonHuTe 3Ty HACTPOKKY NO Mepe HeoOXo4MMOCTH.
e He pekomeHOyeTCs U3MEHATb 3Ty KOHMUrypaumito Ha YCTPOMUCTBE, €CMM He YyKaszaHo

MHoe.
KomaHga authen aaa-config {retry times | timeout second}
Onucanve retry: 3agaeT KONIM4ECTBO MOBTOPHbIX MOMbLITOK ayTeHTUMKALMM cepBepa
napameTpoB AAA.
times: ykasblBaeT KONMMYECTBO NOBTOPHbLIX MOMLITOK. 3Ha4YeHne konebnercs
oT 1 go 100
timeout: yctaHaBnMBaeT BpeMS OXXMAAHUS AN ayTeHTUduKaLumn cepeepa
AAA.

second: ykasblBaeT BpeMsi OXnaaHus B cekyHaax. 3Ha4yeHne HaxoguTcs B
ananasoHe ot 0 go 300, a 3HayeHue 0 ykasbiBaeT, YTO ayTeHTudmKaumns
CUMTaETCsl HeydayHOM Mocre MnoslydyeHust coobleHuss o0 McTevyeHum
BpeMeHN oxngaHus cepsepa AAA

Mo yMosn4aHuto Konun4yectso MOBTOPHbLIX MNOMbITOK MO YMOJIHYaHUKO pPaBHO 1, a BpeM4A

Pexum KomaHnz oXXngaHua no ymonyaHuio paBHO 4 CEeKyHOaM.

Pexxnum koHdurypaumm npouecca gRPC

PykoBogcteo no | icnonb3dynte 3Ty KOMaHZy QAN HACTPOWKM KONMuyecTBa MNOBTOPHbLIX
NCMNOMb30BaHMIO | MOMbITOK ~ ayTeHTUMUKaUUM U1 BPEMEHM OXUOaHua AN pexuma
ayteHTudmkaumm cepsepa AAA B cryyae Bxoda Ha cepsep. He
PEKOMEHAYETCH U3MEHSTb KONMYECTBO NOBTOPHbIX MOMbITOK MO YMONYaHWUIO
n BpemMsa oxuaaHusa. bonblioe KOnM4YecTBO MOBTOPHbLIX MOMBITOK WK
HernpaBunNbHOE BPeEMsi OXMAAHMA MOXeT npuBecTn Kk 6nokmposke AAA Ha
15 MyHYT (Bbl MOXETE 3anyCcTUTb koMaHay clear aaa local user lockout all,
4yTOObI CHATL GroknpoBKy AAA)

9.4.2.4. NpoBepkKa

3anyctute komaHay show running, 4Tobbl NPOBEPUTEL NPABUITLHOCTE KOHGUIYpaLuuu.

9.4.2.5. Npumep KoHcpUrypauumm

NMPUMEYAHMUE: onncbiBaeTca TONbKO KOHpUrypaums, ceasaHHas ¢ gRPC.

HacTtpownka pexuma ayteHTudmkaumm byHkumm Bxona mn sBbixoga gRPC
CueHapui: ceTeBasi cBs3b Mexay ycTponcTBoMm S n PC1 ocyliecTBnseTca B 0ObIYHOM pexume.

167

@ § QTECH

MWP [OOCTYMNHEE




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika gRPC

HO/49 192.168.1.0/30

PucyHok 9-7. Tononorus One-to-one

Warn Bkntounte pyHkumnio gRPC.

HACTPOUKN | acrpoiite peskum HOBOI Mopenu ayTeHTudvkaumm AAA u cnucka mlist ¢
nmeHem test

S S(config)# grpc

S(config-grpc)# authen login authentication test

MpoBepka | MNpoBepbTe, NPABUMLHO N COXPaHEHa KOHMUrypaums.

lNpoBepbTE, MOXHO SN YCNELLHO NPONMHIroBaTb YCTPONCTBO C lNK-knneHTa.
MNpoBepbTe, MOXET Nn MNK-KNWMEHT NpoBOAUTL ayTEHTMAMKALMIO 1 AenaTb 3anucu

S# show running

S# show grpc client

9.4.3. Hactpouka TunoB cobbITUK, NnoaaepxxuBaemMbix gRPC

9.4.3.1. AcpheKT KoHdUrypaumm

BknounTb BCe NoANMCaHHbIE COBLITUSA peanbHOro BpEMEHN YCTPOMCTBA.
BknounTb BCe nognucaHHble nepuognyeckme cobbiTUst yCTPOMCTBA.
MN3meHnTe Bpema Tanmepa ang nepuoanyeckmux cobbiTui.

9.4.4. NpnmeyaHus

CobbITnd, Ha KoTopble NoANMcaH cepBep, BCTyNaloT B CUNY TOMbKO MOCMe TOro, Kak yka3aHHble
cobbITUSA C NOAMMUCKON HACTPOEHbI Ha YCTPOWCTBE.

9.4.4.1. LLlarn HacTpounkKun

BknroyeHne NnognMckn Ha cobbITUA YCTPOUCTBA

Obsa3aTenbHbIN.

3anyctute komaHagy subscr realtime enable, 4ToObl BKMOYMTL BCE MOAMMCAHHbLIE
cobbITUA peanbHOro BpEMEHW YCTPOUCTBA.

3anyctute komangy subscr sample enable, 4Tob6bl BKMOYMTL BCE MOAMMCAHHbLIE
nepuogmyeckne cobbiTa yCTpoOnCTBa.

3anyctute komaHgy show grpc channel [ counter | ana otobpaxeHus cobbiTui
peanbHOro BpeMeHU/Nepuoandeckmx coObiTU, NOAMNUCAHHLIX CEPBEPOM, WUNM ANS
OTOOpaXeHns CTaTUCTUKN.
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KomaHga subscr [realtime | sample] enable
Onuncanwne realtime: ykasblBaeT NognucaHHble coObiTUS B peanbHOM BPEMEHM.
napameTpoB

sample: YKa3bIlBaeT Ha noAanncaHHble nepnoanyeckmne cobbITns

Mo ymonyaHuio

Moanuncka Ha coObiTMa B peanbHOM BpeMeHWU/Mepuognyveckme cobbiTus
OTKITHOYEHA MO YMONYaHUo

Pexum komaHg

Pexxnum koHgurypaumm npouecca gRPC

PykoBoacteo no
MCMOJIb30BaHUIO

[Mocne HacTponkn CobbITUA, Ha KOTOPbIE HYXXHO MognucaTbCsi, Npouecc
gRPC oxwupaet, noka gucnetdyep NETCONF oTnpasut nognuckm Ha
cobbiTne. Korga nonydeHHoe coobueHne O noanucke cosnagaeT cC
nokanbHbIM cobbITUEM, Tpebyowmnm nognucky, npouecc gRPC Bkntovaet
dyHKUM0 oTnpaskm AaHHbix gRPC o cobbiTun Ha cepsep. Nocne Toro, kak
aucnetyep NETCONF oTtnpaBnsieT oTka3 OT NoArnucku Ha cobbiTue, ecnn
nony4yeHHoe cooblieHne o6 oTkase OT NOANUCKN COBMAAaET C NIOKanbHbIM
cobbiTnem, Tpebyowmm nognuckn, npouecc gRPC oTkntovaeT yHKUMIO
oTnpaekn aaHHbIx gRPC o cobbiTun Ha cepBep.

Ecnn npouecc gRPC He HacTpamBaeT nognucku Ha cobbiTve, npouecc
gRPC He BbInonHseT Hukakon o6paboTkM npu NonyyYeHUn MOANUCKM Ha
cobbITns unn oTkasa ot noanuckn ot ancnetdyepa NETCONF

HacTpounka nHtepBana Tanmepa ansi nepmoanYecKMx coobITumn

OnumoHanbHo.
BbInonHuTe 3Ty HAacCTpoOWKy No Mepe HeobXxoanMocCTH.

3anyctute komaHgy subscr-sample-interval Ha Tpebyemom yCTpOMCTBE B pexume
KOHUrypaumm

npouecca QgRPC, 4T0Gbl M3MeEHWUTb WHTEpBan TanMmepa And

nepmogudecknx cobbiTui, €CnNu He YKasaHo UHoe.

KomaHga subscr-sample-interval interval
Onuncanwne interval: ykasblBaeT JOKarbHO HaCTPOEHHbIA WHTEpBan ANd OTYETOB O
napameTpoB NepuoamnyecKknx cobbITUsIX B CeKyHaax. 3HadyeHne BapbupyeTca oT 1 go

65 535, a 3HayeHne nNo ymonyaHuto pasHo 10

Mo ymonyanuio

MHTepBan Tammepa MO YMOMYaHUIO ANa nNepuoguyeckux cobbiTui
NCNonb3yeTcs MO YMOSYaHUIo

Pexxum Pexwum koHdurypaumm npouecca gRPC

KOHoUrypaumum

PykoBogcteo no | lMocne Toro, kak nognucaHHoe nepuoamnyeckoe cobblTue yCTpoucTBa

MCMOJIb30BaHUIO BktodeHo 1 NETCONF  manager oTnpaBnsetr noanvcaHHoe
nepuogudeckoe cobbitne, npouecc gRPC 3anyckaet Tanmep

nepuogudeckoro cobbitna n otnpaenseT gaHHble gRPC Ha cepsep,
KOTOpbIA NoanucbiBaeTcst Ha cobbiTne. Korga nepuoanyeckoe cobbiTue,
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otnpaenssemoe NETCONF manager, He cOAEpXUT BPEMEHHOrO
WHTEepBana, WHTepsan TanWMepa onpegenseTcd KomaHgouW subscr-
sample-interval. Ecnn nepuoagnyeckoe cobbiTe, oTnpaBnsemoe
NETCONF manager, coaepXut uHTepBan Tammepa, 3TOT WHTepBan
TanmMepa umeeT NPeMMYLLIECTBEHHYIO CUIy

HacTpowka BpemeHU nogaBneHnsa Ans coobITUM pearibHOro BpeMeHU
e  OnuyuoHanbsHo.

o BbinonHute Ty HaCTp017IKy no mepe HeobXoaANMOCT!.

e 3anyctute KomaHay subscr-realtime-interval Ha TpebyeMoM yCTponCTBE B pexunme
KoHdurypauumn npouecca gRPC, 4yToObl M3MEHUTbL Bpemsi NogaBfieHUs1 COObITUN B
peanbHOM BPEMEHW, eCfn He yKa3aHO MHOe.

KomaHga subscr-realtime-interval {all interval | realtime json-event interval}
Onuncanue all: ykasblBaeT, 4UTO KOHUrypaumsi BNUSIET Ha BCe COOLITUS B peanbHOM
napameTpoB BPEMEHW.

realtime: ykasblBaeT, 4YTO KOHUrypauusi BCTynaeT B cwuny npu
onpeaeneHHOM CobbITUN peanbHOro BPeMEHM.

json-event: YKa3blBaeT TUMN HaCTpPpOEeHHOro cobbiTns B peanbHOM BpeMeEHN.

interval: 3agaeTt nHTepBan nogaBneHus Ans NpeaocTaBneHns AaHHbIX O
COObITUAX  peanbHOro BpPEMEHM B  MUIAMCEKyHAax. 3HayeHue
Bapbupyetca ot 1 go 1000000, n cobbiTua peanbHOro BpeMeHW Mo
YMOMYaHUIO He NOAaBMSTCS

Mo ymonuyaHuio

Pexxum
KOHdoUrypaumm

CobbiTnsA B peanbHOM BpEMEHN He NOAAaBNATCA NO YMOMYaHMIO.
Pexxum koHdurypaumm npouecca gRPC

Pykosoacteo no
NCMorb30BaHUIO

lMocne TOro, Kak YCTPOWCTBO akTMBMpyeT nognucaHHoe cobbiTue
peanbHOro BpeMeHu, ecnu cpabaTbiBaeT NOPOroBoe 3Ha4YeHue cobbiTus,
reHepupyoTCH NakeTbl peanbHOro BPEMEHU 1 OTNPABIIAOTCSA Ha cepBep,
KOTopbIM noanucbiBaeTcs Ha cobbiTme. Korga noporoBoe 3HaveHue
cpabaTbiBaeT 4acTo, 3a KOPOTKUA NPOMEXYTOK BPEMEHU reHepupyeTcs u
oTnpaensieTcst Ha cepBep O6ONbLUIOE KONMMYECTBO NakeToB. [laHHble B 3TUX
naketax MoOryT ObiTb OAMHAKOBLIMWM, HO 06paboTka 3TUX NAKETOB
3HaUYUTENbHO YBENMYMBAET HArpysKy Ha YCTPOWCTBO M cepBep. YToObl
npegoTBpaTUTb ITOT Chyyaw, 3anyctute KomaHagy subscr-real time-
interval ons nogaBneHUMs TeHepauun HOBbIX MAaKeTOB ANt COObITUN
pearibHOro BpEMEHU B TEYEHME ONpenerieHHOro nepmoaa BpeEMeEHN

9.4.4.2. NMpoBepka

e 3anyctute komaHgy show grpc subscr realtime, 4Tobbl 0TOGpPaA3UTL NognNMcaHHbIE
cobbITUSA B peanbHOM BPEMEHN.

e 3anyctute komaHgy show grpc subscr sample, yTobbl 0TOGpa3nTL NognucaHHbIe
nepuogmyeckne cobblTus.
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e 3anyctute komaHgy show grpc channel [counter], 4To6bl oTOGpasnTh IP-agpec,
naeHTnduKaTop NnopTa 1 nognucaHHble cobbITUsi cepBepa UNn 0TobpasnTb pasnnyHyro
CTaTUCTUKY.

9.4.4.3. Npumep KoHcurypaumm

BknroyeHne noanuckm Ha cobbITUA B pearbHOM BpeMeHU YCTPOUCTBA
CueHapun: ceTeBas cBs3b Mexay ycrponcteom S n PC1 pabotaet HopmanbHO.

M1
HO/49 192.168.1.0/30

S [ ]

PucyHok 9-8. Tononorus One-to-one

LWarn o  Bkntouute dyHkuuio gRPC (onyLueHo).

HaCTPOMKA e YcTaHoBUTe COBbITUE PeanbHOrO0 BPEMEHU N3MEHEHMUs! KOHUrypaLmm
CLI, Ha KoTOpble HYXHO noanucaTbCs.

e MeHnempkep NETCONF noanucbiBaeTcs Ha CcOObITME W3MEHEHMS
KoHcpurypauumu CLI B peanbHOM BpeMeHu

S S(config)# grpc

S(config-grpc)# subscr realtime enable

MpoBepka | 3anyctute komangy show grpc subscr realtime, u4To6bl OTOGpPa3UTL
KONMYeCTBO CEpPBEPOB, KOTOPbIE NOANMCanuch Ha cobbiTe B peanibHOM BpeEMEHU
n3meHeHunsa KoHdurypauum CLI.

3anyctute komaHgy show grpc channel [counter], 4TOBbI OTOGpa3nTb
IP-agpeca, naeHTMduKaTopbl NOPTOB M NOAMUCAHHBLIE COOLITUS CEPBEPOB UMK
Pa3nNYHY0 CTaTUCTUKY

S S# show grpc subscr realtime

S# show grpc channel counter

BknroyeHne noanuckn Ha nepuoanyeckue cobbITUA ycTponcTea
CueHapui: ceTeBasi cBA3b Mexay yctponctsom S n PC1 paboTaeT HopmasibHO.

MK 1
HO/49 192.168.1.0/30

s [ ]

PucyHok 9-9. Tononorus One-to-one
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Larn o  Bkntouute dyHkuuio gRPC (onyLueHo).

HaCTpOViKM e Hacrtpoiite nepnoaunyeckoe cobbite DCB PFC ans noanucku.

e MeHeopxep NETCONF noanucbiBaeTca Ha nepuoamyveckoe cobbiTue
DCB PFC

S S(config)# grpc

S(config-grpc)# subscr sample enable

MpoBepka | 3anyctute komaHgy show grpc subscr sample, 4To6bl 0TOGPaA3NTL KONMYECTBO
cepBepoB, KOTOPble NoANMcaHbl Ha nepuoanyeckoe cobbiTne DCB PFC.

3anyctute komaHgy show grpc channel [counter], 4TOGbl 0TOOpa3snTbL
IP-agpeca, naeHTugukaTopbl NOPTOB M NOAMMCAHHbIE COOLITUS CEPBEPOB UM
Pa3nNYHY0 CTaTUCTUKY

S S# show grpc subscr sample
S# show grpc channel counter

Hactpownka uHTepBana Tanmepa Ansa nepmognyvecknx coobITumn
CueHapuin: ceTeBasi cBA3b Mexay ycTponcteoM S 1 PC1 pabotaeTt HopmarbHo.

NnK1

HO/49 192.168.1.0/30

PucyHok 9-10. Tononoruns One-to-one

Warn e  Bknouute dyHkuuio gRPC (onyweHo).

HacTpouku e YCTaHOBUTE WHTEpBan AN NePUOANYECKOro NomyyYeHns NOAMUCaHHOTO

nepuogmyeckoro cobbitTnst Ha 10 cekyHa

S S(config)# grpc

S(config-grpc)# subscr-sample-interval 10

MpoBepka | 3anycTute NpuMepHyto komaHay show grpc subscr, 4To6bl 0TOBPas3nTbL MHTEpPBan
Tarimepa Bcex NOANMCaHHbIX NepPNOgNYECKNX cobbITUI

S S# show grpc subscr sample
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HacTpowka BpemeHU nogaBneHns Ans coobITUM pearibHOro BpeMeHu
CueHapuin: ceTeBasi cBA3b Mexay yctponctsom S n PC1 pabotaeT HopmarsbHo.

MK 1
HO/49 192.168.1.0/30

S [ ]

PucyHok 9-11. Tononorua One-to-one

LWarn o  Bkntouute dyHkuuio gRPC (onyLueHo).

HaCTpOVIKH e YcraHoBuTe Bpems nopasneHus Ha 500 MC Ans BCEX MOAMUCAHHbIX

cobbITuin B pearnbHOM BpeMeHU

S S(config)# grpc

S(config-grpc)# subscr-realtime-interval all 500

MpoBepka | 3anyctute komangy show grpc subscr realtime, 4yTobbl 0TOGpPa3NTL BpeMs
NoAaBneHns BCeX NOANUCAHHbIX COObITUI B peanbHOM BpEMEHM

S S# show grpc subscr realtime

9.4.5. MNpuBA3Ka ykasaHHOro nHrepdenca gna ornpasku naketoB gRPC

9.4.5.1. AcpheKkT KoHduUrypaumm

gRPC ucnonbeayeTt IP-agpec ykaszaHHOro uHTepdenca gnsa oTnpaBku NakeTos.

9.4.5.2. NpumeyaHusn

e  (CBsI3aHHbIN UHTEPdENC OOMKEH ObITb BKITHOYEH.
e [Ina cBA3aHHOro nHTepdgenca Heobxoammo HacTpouTb IP-agpec.

9.4.5.3. Llarn HacTpounku

MpuBA3Kka ykazaHHOro nHtepdenca ansa ornpaBku naketos gRPC
e  OnuyuoHanbHo.
e  BbinonHute aTy HACTPOWKYy NO Mepe HeOBXOANMOCTH.

o 3anyctute kOMaHgy subscr-source-interface Ha TpebyeMOM yCTpPONCTBE B pexume
HacTpoviku npouecca gRPC, ecnu He yka3aHO UHoe.

9.4.5.4. NpoBepka

3anyctute komaHay show running, 4Tobbl NPOBEPUTEL NPABUITLHOCTE KOHGUIYpaLuu.
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9.4.5.5. CBA3aHHble KOMaHAbI

MpuBs3ka ykasaHHOro MHTepdenca ansa ornpasku naketoB gRPC

KomaHga subscr-source-interface interface-type interface-number
Onucanve interface-type interface-number: yka3biBaet umsi HTepdenca
napameTpoB

Mo ymonyaHuio
Pexum komaHg

gRPC cnyyaiiHbiM 06pa3om NpuBA3bIBAET UCXOOHBIN aapec AN OTrpaBku
nakeToB MO YMOYaHUIo.

Pexxum koHdurypaumm npouecca gRPC

PykoBoacTBo no
NCNoNb30BaHWIO

HenicteBne gRPC no cosgaHuio kaHana no yMONYaHUK 3akniyaeTcsa B
Cly4yanHoOW NpuBA3KE agpeca WCTOYHMKa ONnd OTnpaBkM naketoB. Korga
cepBep Morfy4vaeT nakeTbl TOMbKO C YKa3aHHOro agpeca WCTOYHWUKA,
aencteme gRPC no ymonyaHuio He MOXET COOTBETCTBOBATbL TpeboBaHNsIM
npunoxexHms. B aTom cnyyae 3anyctute KomaHgy subscr source-
interface, 4Tobbl ykasaTb agpec UCTOYHMKA ANt OTNPaBKX NakeToB

9.4.5.6. NMNpumep KoHcpUrypaumm

NMPUMEYAHWUE: onucbiBaeTcsl TONbKO KOHUrypauus, cesasaHHasa ¢ gRPC.

NMpuBA3ka ykazaHHOro nHtepdenca ansa ornpaBku naketos gRPC
CueHapuii: ceTeBasi cBsA3b Mexay ycTpoinctBoM S n PC1 paboTaeT HopMarnbHo.

NnK1
HO/49 192.168.1.0/30
s [ ]
PucyHok 9-12. Tononoruns One-to-one
Warn Bkntounte cpyHkumnio gRPC.
HAaCTPOVKN | Hacrpoiite WAN-nopT
S S(config)# interface HundredGigabitEthernet 0/49
S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1
255.255.255.252
S(config-if-HundredGigabitEthernet 0/49)# exit
S(config)# grpc

S(config-grpc)# subscr-source-interface HundredGigabitEthernet 0/49

@ § QTECH

MWP [OOCTYMNHEE

174




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika gRPC

MpoBepka | MNpoBepbTe, NPABUMLHO N COXPaHEHa KOHMUrypaLumsi.

MponuHryinTe agpec cepeepa 1 NPOBEpPbTE, MOXHO NN YCMELHO NPONMHroBaTh
agpec.

[NpoBepbTe, MOryT NN YCTPOMCTBO U CEpPBEP MPaBUiibHO B3aMMOLENCTBOBATb
Apyr ¢ opyrom

S S# show running

S# show grpc channel

9.4.6. NpepBapuTenbHaa HacTpoWKa CepBepoOB U COObLITUMA, HAa KOTOpbIle
HYXHO noanucaTbCcA

9.4.6.1. AcpheKT KoHdUrypaumm

MNocne npep,BaleTeanon HaCTDOVIKM cepeepoB u“ cobbiTnn, nognexawmx noanucke, Ha
cepBepbl MOXXHO OTMNPaBIiATb OTYETbI O CBA3AHHbIX cobbITMSIX gRPC.

9.4.6.2. NpumeyaHun

° A,D,peC n VI,EI,eHTVId)I/IKaTOp nopTa cepBepa OO0JTXKHbI ObITb AEeNCTBUTENbHLIMN.

e  CoObITVA 1 napaMeTpbl AN NOANUCKN A0MKHbI ObiTb NPABUNBbHBIMU U AEACTBYHOLLIMMM.

9.4.6.3. LLlarn HacTpounku

I'IpenBapMTeanaﬂ HaCTpOﬁKa cepBepa, KOTOprﬁ MOXeT noanucbiBaTbCA Ha

coobITuA

e (ObaAs3aTenbHbIN.

KomaHga user-server ip-address port-id
Onucanwue ip-address: ykasbiBaeT IPv4-agpec cepBepa.
napameTpoB

port-id: ykasbiBaeT ngeHTudumkaTop nopTta cepsepa

Pexum komaHg

Pexxmum koHdurypaumm npouecca gRPC

PykoBoactBo no
NCNoNb30BaHWIO

Mcnonb3ynTte aTy KOMaHgy Ans nNpegBapuTeNbHOro Co3AaHus yKa3aHHOro
KaHana cepsepa 1 nepeknodeHnsa Ha Pexxum nognuckm cepsepa gRPC.

B aTOM pexume MOXHO HACTpOUTb COBLITUS KaHana, Ha KOTOpble HYXXHO
nognucaThbCs.

YCTPOMCTBO MOXET 3apaHee co3gaBaTb CEpPBEpPLI U COBLITUA, Ha KOTOpbIe
HY>XHO MoAnucaTbCs, C MOMOLLBIO KOMaHA, WM MOXHO CMoAenupoBaTb
KOHTpOnnep Ans yBeAOMIIEHWUS YCTPOMCTBa O cepBepax M cobblTusiX, Ha
KoTopble HyHO nognucaTtbcs, Yeped NETCONF.

YCTPONCTBO MOXET yAansTb cepBepbl 1 COObITUSA, HA KOTOPbIE NOAMUCAaHBbI,
C MOMOLLbIDO KOMaHA, WM MOXHO CMOAenupoBaTb KOHTponnep Ans
yBEe4OMIEHNS YCTPOMCTBA O cepBepax W CobObiTUSAAX, Ha KOTOpble He
noanucatxsbl, Yepe3 NETCONF

@ § QTECH

MWP [OOCTYMNHEE

175




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika gRPC

MpepBapuTenbHas HaCTpoMKa COObLITUM, HA KOTOPbIe HYXXHO NoanMcaTbCs
e O6GsAsaTenbHbIN.

KomaHpa type json-event value value

OnucaHuve json-event: yka3biBaeT Tun cobbiTua. [NogpobHee cM. B BbiBOAE KOMaHAb!
napamMmeTpoB show grpc subscr | include json

OnucaHve value: HacTpanBaeT 3HadeHue napameTpa, T. €. NOPOroBoe 3HayeHue Ans
napameTpoB COObITMW B peanbHOM BPEMEHUW W BPEMEHHOW WHTepBan Ang

nepnogmyecknx cobbITui

Pexum komaHg

Pexxum nognuckn cepsepa gRPC

PykoBoactBo no
NCnonb30BaHMto

Hactponte cobbiTmss 1 napameTpbl Ans NOAMNWCKM Ha KaHan, KoTopble
OOITKHbI cooTBeTCTBOBaTb KOHGUrypaumm B NETCONF

9.4.6.4. NpoBepka

e 3anyctute KoMmaHay show running, 4Tobbl NPOBEPUTL NPABUITbHOCTL KOHUIypauuu.

e 3anyctute komaHgy show grpc channel, 4ytobbl NpoBEPUTL NPaBUITBHOCTL CEPBEPOB
1 cobbITMIA, Nognexalumx NoAnucke.

9.4.6.5. Npumep KoHcpUrypaumm

NMPUMEYAHMUE: onucbiBaeTcs TONbKO KOHurypauus, ceasaHHas ¢ gRPC.

NMpepBaputenbHass HacTpoMKa CepBEpPOB U COOLITUMA, HA KOTOPbI€ HYXHO

noanucaTbcA

CueHapwuii: ceTeBast CBsi3b Mexay ycTpoictBoM S 1 PC1 pabGoTaeT HopMarbHO.

MK 1
HO/49 192.168.1.0/30
S [ ]
PucyHok 9-13. Tononorusa One-to-one

Warn Bkntounte cpyHkumio gRPC.
HACTPOUKL | Lyacrporite kaHan.

HacTponte Tmn nognucku
S S(config)# grpc

S(config-grpc)# user-server 192.168.0.1 12345
S(config-grpc-us)# type 0x10000000 value 10
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MpoBepka | MNpoBepbTe, NPABUMLHO N COXPaHEHa KOHMUrypaLumsi.

MponuHryinTe agpec cepeepa 1 NPOBEpPbTE, MOXHO NN YCMELHO NPONMHroBaTh
agpec.

[NpoBepbTe, MOryT NN YCTPOMCTBO U CEpPBEP MPaBUiibHO B3aMMOLENCTBOBATb
Apyr ¢ opyrom

S S# show running

S# show grpc channel

9.4.6.6. PacnpocTpaHeHHble OLNOKH

lMoporoBoe 3HaveHne Ansi coObITMI B peanbHOM BpPEMEHW HaxoauTcs B AnanasoHe oT —1 go
100, BpeMEHHOW MHTEepBan AN NepMoanyvecknx cobbITin HaxoguTcst B gvanasoHe oT —1 go
65 535, 1 HeobxoaMMO MCMONb30BaTb CYLLECTBYHOLWMIA TUM. B npoTMBHOM cny4ae KoHurypauus
He BCTyNaeT B CUIY U HE COXPaHSETCS.

9.4.7. NpeaBapuTenbHaa HacTpouka MHdopmMmauumn o nonb3oBaTenax AnA
BXxopaa Ha cepBepbl gRPC
9.4.7.1. AcpheKT KoHdUrypaumm

Mocne Toro, Kak nHopmauunsa o nons3osaTene Ans Bxoda Ha cepsep gRPC npeasaputensHo
HacTpoeHa, nHdopMauus MoXeT ObiTb NPaBUNbHO NoMyveHa Ans 3anpocoB cobbiTuii cbopa
aHHbIX, MHNLUMNPOBaHHbLIX yKa3aHHbIM cepsepom gRPC.

9.4.7.2. MNpumeyvaHusn

e Appec cepBepa O0MKEH ObiTb AEACTBUTENbHbIM.
o VpeHTudukaTtop nonb3oBaTesisl, BOWEALIEro B CUCTEMY, A0SKEH ObiTb YHUKANbHbBIM.

9.4.7.3. CBA3aHHbIe KOMaHAbI

NpepBaputenbHas HacTpoMka WMHcpopmMauMum O nonb3oBaTeNisiX BXxoga Ha
cepBep gRPC

e (ObsA3aTenbHbIN.

KomaHga user-client id user-name ip-address
Onuncanne id: yka3blBaeT naeHTMdukaTop nornMHa nonb3oBaTens.
napameTpoB

user-name: ykasblBaeT UMSA Nofb30oBaTeNs (He cBa3aHHOe ¢ GubnmoTtekon
AAA; moxeT 6bITb HE 3aperncTpMpoBaHHbLIM NONb3oBaTenem).

ip-address: ykasbiBaeT paspeLUeHHbIn aapec

Pexum komaHg | Pexxum koHdurypaumm npouecca gRPC

PykoBoAcCTBO No | YCTPOMCTBO MOXET npedBapuTernibHO co3faBaTb Monb3oBaTenen ans
NCMOSb30BaHNIO | BXOA4A Ha ayTeHTUMUUMPOBAHHbIE CEPBEPbI C MOMOLLbID KOMaH4, Win
cepBep MOXeT 6bITb CMOAENUPOBAH 451 HNLUMNMPOBaHWS 3arnpoca Ha BXog,
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NPOXOXAeHUs  ayTeHTUdUKaUMM U COXpaHeHust  MHdopmauum o
Nnonb3oBaTensx, BOLWEALWMNX B CUCTEMY.

YCTPOMUCTBO MOXET yaandTb nonb3oBaTeneun, BOWeWuX B CUCTEMY C
ayTEHTUMMUNPOBAHHLIX CEPBEPOB, C MOMOLLLID KOMaHZ, WNu cepBep
MOXeT ObiTb CMOAENUPOBAH ANt MHULMUMPOBAHNS 3anpoca Ha BbIxogd, U3
CUCTEMbI W yAaneHns WHgopMauuMM O Monb3oBaTeNsx, BoweAWnx B
cuctemy

9.4.7.4. NMpoBepka

e 3anyctute komaHgy show running, 4ToGbl NPOBEPUTL NPABUMBHOCTL KOH(UIypaLmn.

e 3anyctute komaHgy show grpc client, 4Tobbl 0TO6pa3nTb MHpOpPMaUnU o
norb3oBaTensx, BoleaWwmnX B CUCTEMY.

9.4.7.5. Npumep KoHcpUrypaumm
NMPUMEYAHMUE: onucbiBaeTcs TOMNbKO KOHurypauus, ceasaHHas ¢ gRPC.

NMpeaBaputenbHass HacTpoMka WMHcpopmMauMum O nosib3oBaTesiiX BXxoAa Ha
cepBep gRPC
CueHapun: ceTeBas cBs3b Mexay ycrponctBom S 1 PC1 pabotaet HopmarnbHO.

- -

S

MK 1
192.168.1.0/30

PucyHok 9-14. Tononorusa One-to-one

Warn Bkntounte cpyHkumnio gRPC.
HACTPOVKV | HacrpoiiTe nHdopMaLmio 0 Nonb3oBaTene Ans BXO4A Ha yKasaHHbIA cepeep
S S(config)# grpc
S(config-grpc)# user-client 12345 test-user 192.168.0.1
Mpoeepka | NpoBepbTe, MPaBUIILHO NU COXPaHeHa KOHMUrypaums.
MponuHryinTe agpec cepeepa U NPOBEPbTE, MOXHO NN YCMELHO NPONMHroBaTb
agpec.
MpoBepbTe, MOXHO N NONYy4YUTb MHpOpMaLMIo AN 3anpoca cobbiTus cbopa
[laHHbIX, MHULIMMPOBAHHOIO CepPBEPOM
S S# show running
S# show grpc client
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9.5. MOHUTOPUHT

9.5.1. OumncTtka

NMPUMEYAHUE: BbinonHeHne komaHg clear MOXeET MPMBECTM K MOTEPE KM3HEHHO BaXKHOW
NHopMaLmm 1, TakuMm 06pa3om, K NpepbiBaHnio paboTbl Criyx6.

OnucaHue

KomaHpa

Ounwaet CTaTUCTUKY cepBepa,
KOTOpbIN MOXET MOANUCHIBAaTLCA Ha
cobbiTna gRPC

clear grpc channel [ip-address port-id] [counter]

Ouvwaetr [aHHble O NepuoanYecKnx
cobbITax gRPC 1 cobbITusAX peanbHoro
BpEMeHU

clear grpc subscr [sample] [counter]

9.5.2. OTOobOpaxeHue

OnucaHue

KomaHpa

Otobpaxaer |IP-agpec, wuaeHTMdMKaTOp
nopTta u nognucaHHble cobbITUa cepBepa nnm
pasnnyHble CTaTUCTUYECKMNE AaHHble

show grpc channel [ counter ]

OtobpaxaeT MHdOopMaLnIo 0
nonb3oBaTensx, BOWEALNX B CUCTEMY Ha
cepsepax gRPC

show grpc client

OTo6parkaeT TekyLlee coctosiHne gRPC

show grpc status

OtobpaxaeT  cTaTychl N CTaTUCTUKY
NnoAnMCaHHbIX COBbLITUI Ha YCTPOWCTBE

show grpc subscr [realtime | sample]

9.5.3. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypchbl 3aHATbI NPy BbIBOAE OTNago0uHON MHpopmaLmun. MNMoatomy
OTKNtoYanTe nepeknovaTens OTrnaaku cpasy nocne Ucnofnb3oBaHus.

OnucaHue KomaHaa

Otnagka dyHkuumn grRPC

debug grpc { all | event }
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10. ObWWAA UHOOPMALUA

10.1. NapaHTKsa n cepBUcC

Mpouenypa n HeobGxoaumble AENCTBUSA MO BOMpOCaM rapaHTMM onmcaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 0OCNYXMBAHUEY.

O3HakoMnTbCA C MHbOpMaLMen No Bonpocam TeCcTMpoBaHMs 060pyaoBaHMA MOXHO Ha canTe
QTECH B pasgene «[logaepxka» —> «B3aTb 060pyaoBaHMe Ha TECT».

Bkl MOXeTe HanucaTtb HanpAaAmMyr B CJ'Iy)K6y cepsuca no 3J'I€KTpOHHOI7I no4yrte sc@gtech.ru.

10.2. TexHn4yeckas nogaepxka

Ecnn Bam HeobGxoammo coaencTBme B BOMpOCax, Kacawlmnxca Hawero obopygoBaHus, TO
MOXEeTe BOCMNOMb30BaTbCA pas3fernioM TexHu4Yeckon noadepxxkm nonb3oBaTenen QTECH Ha
Hawem cante www.qtech.ru/support/.

TenedoH TexHudeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odumc +7 (495) 477-81-18

10.3. AnekTpoHHas Bepcusi AOKYMeHTa
Hata ny6nukaumm 25.07.2025

https://files.qgtech.ru/upload/switchers/QSW-8113/QSW-
8113 network_manage_config_guide.pdf
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