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1. HACTPOUKA IP-AIPECOB U CEPBUCOB
1.1. O630p

IP-npotokon (Internet Protocol) oTnpaenseT nakeTbl nonyvyaTento oT UCTOYHMKA C MOMOLLbIO
norun4yecknx agpecos no npoTtokony IP. Ha ceTeBOM ypoBHE MapLUpyTM3aTOpbl NepechinatoT
nakeTbl Ha ocHoBe |IP-agpecos.

1.1.1. NMpoTokonbl U cTaHAAPTbI

o RFC 1918: pacnpeneneHne agpecoB B YacTHbIX |IP-ceTax.
e RFC 1166: Homepa B VNIHTepHeTe.

1.2. MpumeHeHuUe

NMpumeHeHue OnucaHwue

Hactponka |P-agpeca ang | [1Be nogcetn obMeHMBaOTCS AaHHBIMU Yepes3 OanH
CBA3K NMHTepdenc kKommyTaTopa

1.2.1. HacTpouka IP-agpeca ansa cBa3um

1.2.1.1. CueHapum

KommyTtatop nogkntodeH k nokanbHon cetn (LAN), pasgeneHHOW Ha OBa CermMeHTa cetu
(noacetn), a umeHHo: 172.16.1.0/24 v 172.16.2.0/24. KomnbloTepbl B ABYX CEerMeHTax ceTu
(noacetn) moryT obmMeHuBaTbCA AaHHbIMU C IHTEpPHETOM Yepes KOMMYTaTopbl, 8 Mexay OBYMS
cerMmeHTamu ceTu (NOACETAMM) KOMMbIOTEPLI MOTYT 0OMeHNBaTLCA AaHHBIMU APYT C OPYIOM.

Vlan 1

172.16.1.1/24
172.16.1.0/24 172.16.2.1/24

172.16.2.0/24

PucyHok 1-1. Hactpolika IP-agpecoB

1.2.1.2. HacTtpouka
e Hactponte agBa IP-agpeca Ha VLAN1. OguH siBnsieTcsa OCHOBHbIM IP-agpecom, a
Apyron — BTOpUYHbIM IP-agpecom.

e Ha xocTtax B cermeHTe cetn 172.16.1.0/24 yctaHoBuTe Wwnto3 Ha 172.16.1.1; Ha xocTax
B noacetn 172.16.2.0/24 yctaHoBuTe W03 Ha 172.16.2.1.
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1.3. KnrouyeBble 0COOEHHOCTHU

1.3.1. basoBble KOHLUenuun

1.3.1.1. IP-apgpec

IP-agpec coctout n3 32 6ut B gBomMyHOM chopmaTte. [na obnerdyeHmns HanucaHust U ONUcaHus
IP-agpec 06bIMHO BhblpaxkaeTcsl B gecatndHon dopme. MNpu gecarnyHom genenuum, IP-agpec
AENUTCA Ha YeTbipe rpynnbl C BOCEMbIO BuTamn B Kaxgow rpynne. [nana3oH 3HavyeHun ans
Kakgon rpynnbl coctaBnsieT oT 0 go 255, a rpynnbl pasgenstoTcsa cumsorniom ".". Hanpumep,
192.168.1.1 — IP-agpec, BblpaXXeHHbIN B 4eCATUYHOM dhopMaTe, rpynnbl (OKTETbI) pasgeneHsbl

TOYKaMu.

IP-agpeca ucnonb3yloTca ans coeguHeHus Ha ypoBHe IP. 32-6utHbin IP-agpec cocTouT ua aByx
yacTen: agpec ceTu 1 y3en. Mcxogsa M3 3HaYeHUn nepBbiX HECKOMbKUX BUTOB B CETEBOW YacTy,
ucnonedyemble IP-agpeca MOXHO pasgenuTb Ha YeThbIpe Knacca.

IOna apgpeca knacca A Haubonee 3HauMmbiM ©Outom saensetca 0. 7 6uT o6o3HayaoT
noeHTudukatop cetu, a 24 6uta o6o3Ha4yalT nokanbHbI agpec. B obwen cnoxHoctn
cywecteyeT 128 ceTen knacca A.

8 16 24 32
IP-agpec knacca A 0 Network ID Host ID
PucyHok 1-2.

[na agpeca knacca B aBymsi Hanbonee 3HaudmbiMm 6utamm senstotes 10. 14 6uT obosHavatoT
noeHtTudukatop cetm, a 16 6ut obo3HayvalT nokanbHbI agpec. B obwen cnoxHocTn
cywecTteyeT 16348 ceTei knacca B.

8 16 24 32
IP-agpec knacca B 1 0 Network ID Host ID
PucyHok 1-3.

[nsa agpeca knacca C Hanbonee 3Ha4YMMbIMK GUTaMn ABNAOTCA nepebie Tpy 6uta 110. 21 6ut
o603HavaloT uaeHTudukaTop cetu, a 8 6uT obo3Ha4alT nokanbHbid agpec. B obuwen
CNoXxHocTtun cywectyeT 2 097 152 ceten knacca C.

8 16 24 32

IP-agpec knacca C 1 1 0 Network ID | Host ID

PucyHok 1-4.

[na agpeca knacca D nepsble YeTbipe Hanbonee BaxHbIXx 6Guta — 1110, a gpyrme — agpec
MHOroaZipecHown nepegayw.
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16 24 32

IP-agpec knacca D

1 1 1 0 MynbTukacTt agpec

PucyHok 1-5.

NPUMEMAHME: agpeca ¢ nepBbiMM YeTbipbMs Hanbonee 3Ha4yMMbiMu 6utamum 1111 He moryT
ObITb Ha3HayeHbl. ATV agpeca HasbiBalTCA agpecamu knacca E n 3apesepBrpoBaHbl.

Korga IP-agpeca nnaHupytoTcs BO BpeMsi MOCTPOEHUS CETU, OHM AOSMKHbI HasHavyaTbCA Ha
OCHOBE CBOWCTBa co3gaBaemMon cetu. Ecnun cetb gomkHa ObiTb nogknioveHa Kk UIHTepHeTy,

nomnb3oBaTtesin  OOJDKHbI O6paTVITbCﬂ 3a

IP-agpecamn K COOTBETCTBYIOLLEMY areHTCTBY.

WHTepHeT-kopnopauusa no npucBoeHHbIM umeHam n HomepaMm (ICANN) aBnseTcsa KoHeyHown
opraHusaumen, oTBETCTBEHHON 3a HasHayeHue IP-agpecoB. Ecnu ceTb, KoTOpyo Heobxoammo
co34aTh, ABNAETCA BHYTPEHHEN NOKarbHOWN CETbi0, NOMb30BaTENsIM HE HY)XKHO NoAaBaTb 3asiBKY
Ha IP-agpeca. Tem He meHee, IP-agpeca He MoryT ObITb Ha3HA4Y€eHbI CryvanHbiM obpasom. [Ans
paboTbl NOKarnbHOM CEeTU pPEeKOMEeHOYeTCs Has3HayaTb Bbl4ENEeHHble foKalnbHble CeTeBble
agpeca, ykasaHbl HWXe B Tabnuue.

[aHHas Tabnuua nepeyvncndeT 3ape3epBmnpoBaHHbIe U OOCTYNHbIE aapeca.

223.255.255.255

Knacc [dwvana3oH agpecoB Cratyc

Cetb knacca A 0.0.0.0 - 0.255.255.255 3ape3epBnpoBaH.I
1.0.0.0 - 126.255.255.255 HocTynHbl
127.0.0.0 - 127.255.255.255 3apesepBupoBaHbl

CeTb knacca B 128.0.0.0 - 191.254.255.255 HocTynHbl
191.255.0.0 - 191.255.255.255 | 3apesepBupoBaHbl

Cetb knacca C 192.0.0.0 - 192.0.0.255 3ape3epBnpoBaHLI
192.0.1.0 - 223.255.254.255 HocTynHbl
223.255.255.0 3ape3epBnpoBaHLI

CeTb knacca D

224.0.0.0 - 239.255.255.255

MynbTukacT-agpec

CeTb Knacca E

240.0.0.0 - 255.255.255.254

3apesepBnpoBaHbl

255.255.255.255

LLnpokoseLaTernbHbIN agpec

Tpu ananasoHa agpecoB NpeAHasHavYeHbl AN NokanbHbIX CeTen. ATU agpeca He NCMOoNb3YTCA
B WHTepHeTe. Ecnn ceTu, KOTOPbIM Ha3HayeHbl 3TW agpeca, AOMKHbl OblTb NOAKMOYEHbI K
IP-agpeca pomkHbl 6blTb  nNpeobpasoBaHbl B AEWCTBUTENbHbIE

WHTepHeTy, 3TK
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WHTEpHeT-agpeca, K npumepy, ¢ ucnonb3oBaHnem texHonormn NAT. B cnegytowen Tabnuue
nepevncneHsbl AnanasoHbl YacTHbIX agpecoB. YacTHble ceTeBble agpeca onpeneneHsl B RFC
1918.

Knacc Hwnana3oH agpecoB Cratyc

CeTb knacca A 10.0.0.0 - 10.255.255.255 1 ceTb knacca A
CeTb knacca B 172.16.0.0 - 172.31.255.255 16 ceTten knacca B
Cetb knacca C 192.168.0.0 - 192.168.255.255 | 256 ceTteu knacca C

HasHaueHue IP-agpecos, noptoB TCP/UDP u gpyrux kogoe cm. B RFC 1166.

1.3.1.2. Macka noaceTtm

Macka nogceTtun TaKke npegcraBnseT cobon 32-pa3psgHoe 3HavyeHne. butbl, ngeHTMduLmpyoT
IP-agpec kak ceTeBon agpec. butbl IP-agpeca, cooTBeTcTBylOWME OMTaM Macku MNoaceTw,
3Ha4YeHns KoTopbix 1, ABNSAKOTCA ceTeBbiM agpecoM, a outbl IP-agpeca, cooTBeTcTByOWME
OouTam, 3HaueHus koTopbix 0, ABNATCA agpecoM xocTta. Hanpumep, ansa ceten knacca A macka
nogcetn coctaenset 255.0.0.0. Wcnonb3ysas mackm nogcetn, MOXHO pasfenutb ceTb Ha
HeCcKonbKo nogceTen. OTO O3HaYaeT MCMoNb30BaHWE HEKOTOpbiX OWMTOB agpeca XxocTa B
KayecTBe CETEBOro agpeca, YTO CHMXKaeT KONIMYeCTBO XOCTOB M YBENMYMBAET KONIMYECTBO CETEN.

1.3.1.3. lUnpokoBewaTtenbHbIn (Broadcast) naker

LLinpokoBellaTenbHble NakeTbl OTHOCATCH K Naketam, npeaHa3Ha4yeHHbIMU AN BCeX XOCTOB B
dusnyeckon cetn. O6opynosaHne QTECH nopgaepxvBaeT fgBa Tvna LUMPOKOBELLATENbHbIX
nakeToB:

1. LlWwvpokosellaTernbHada pacchlrika, Npu KOTOPOW BCE y3ribl B yKa3aHHOW CETU ABMAIOTCS
nony4yaTensiMm NakeToB, a Bce OUTbI XOCTa agpeca Has3HauYeHNs NMeIT 3HaYeHne
paBHoe 1.

2. OrpaHuyeHHas WnpoKoBeLlaTenbHas pacchisika, Npy KOTOPOW BCE y3rbl BO BCEX
ceTaX ABNSATCS NnonyyarensiMym nakeTos, a Bce 32 6uTta agpeca HazHa4yeHUs NMetoT
3Ha4eHune pasHoe 1.

1.3.1.4. NakeT ICMP

Mpotokon ICMP (Internet Control Message Protocol) — ceteBoin npotokon B cteke TCP/IP
npeaHasHavyeHHbI ANsa nepegayun ynpaensawwmx coobleHnn mexay ysnamm IP 1 ceteBbiMu
ycTponcTBamu. B 0CHOBHOM OH mMcnonb3yeTcs Anst yBeAOMIEHUSA COOTBETCTBYHOLNX YCTPOWCTB
O HewTaTHON paboTe ceTu.

1.3.15 TTL

Time to Live (TTL) — 3TO KOnNu4ecTBO ceTeBbiX cermeHToB (hop-0B), KOTOpble NakeTbl MOryT
NPOWTKN OO TOro, Kak 6yayT oTbpoleHbl. TTL — aTo 3HayeHue B IP-nakeTe. OH coobLuaeT ceTu,
cnegyeT nu oTbpacbiBaTb NakeTbl, TaK KaK MNakeTbl OCTAKOTCA B CETU B TEYEHME ONIUTENbHOro
BpemeHu. C kaxabIM LLarom, nepexogoM OT y3na K yany, 3HadyeHune TTL 6yaeTt ymeHbLaTbCa Ha
1, korga 3HayeHne TTL cTaHeT paBHbIM HyMO, NakeT OyaeT oTOPOLLEH.
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1.3.2. KnouyeBble 0COOEHHOCTM

(Broadcast) naketoB

PyHKLUUA OnucaHue

IP-agpec IP-npoTokon, wmoxeT pabotate B uMHTepdence TONbKO Mocne
HacTponkun nHtepdemnca c IP-agpecom

O6paboTka Appeca LUMpoKoBeLlaTenbHOM pacchbInku HacTpPOEHbI "

LUMpOKOBeLLaTeNbHbIX | LUIMPOKOBELLaTeNbHbIE NakeTbl NepeckinatTcs n obpabaTbiBaoTCH

OTtnpaBka NakeToB

ICMP

MakeTbl ICMP oTnpaBnsoTCca U NPUHUMAOTCH, UCMOMb3YTCA Ans
JMNarHOCTUKM CeTn

OrpaHuyeHune

OT1a byHKUMA NpegoTBpallaeT ataku Tuna "oTka3 B obcnyxmBaHun"

ckopoctn _nepegauu | (DoS)

nakeToB ownbok

ICMP

IP MTU HacTponka makcumaneHoro pasmepa nepegaeaemoro naketa (MTU)
ons IP-naketoB B nHTepdence

IPTTL HacTtponka TTL ogHOoagpecHbIX MakeToB M LUMPOKOBELLaTeMbHbIX

nakeToB

MapLupyT KUCTOYHMKA
IP (IP _Source routing)

MapLupyTbl UCTOYHMKA NPOBEPEHDI

1.3.3. IP-agpec

IP-agpeca npuceavBaloTCca MHTEPENCy cneaywmmm cnocobamm:

1. Hactpowika IP-agpecoB Bpy4Hyto.

2. [MonyyeHwue IP-agpecos yepes DHCP.

3. TlonyyeHue IP-agpecoB nocpeacTsoM cornacosaHus PPP.
4. 3aumctBoBaHue |P-agpecoB gpyrmux nHtepdencos.

OTu noaxonbl B3aMMHO UCKIOYALOT Apyr apyra. [NMpu HacTponke HOBOro Nogxoaa Ans nony4vyeHus
IP-agpeca ctapbivi IP-agpec 6yaet nepesanucaH.

MogpobHee o nonyyeHun IP-agpecos Yepes DHCP cm. B rmaee 4 «Hactponka DHCP». [anee
onucaHbl Tpy Apyrux nogxona K nonyyeHuto IP-agpecos.
1.3.3.1. HacTpouka IP-agpeca ansa nHrepdenca

YCTpONCTBO MOXET nony4aTtb 1 oTnpaBnATb IP-nakeTbl TONbKO NOCMe TOro, Kak Ha yCTPOMUCTBE
HacTpoeH |IP-agpec. IP-npoTokon MoxeT paboTaTb TONbKO HA UHTepdeNnce, C HACTPOEHHbIM IP-
agpecom.

1.3.3.2. HacTpouka Heckonbkux IP-agpecoB ansa nHrepdenca

O6opynosaHne QTECH nogaepxnBaeT KoHuUrypauuio ¢ Heckonbkumn |IP-agpecamu B OQHOM
WHTepgence, OOUH U3 KOTOPbIX HABNAeTcA nepsuyHbIM IP-agpecom, a gpyrue
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AononHuTenbHbIMK IP-agpecamun. TeopeTnyeckn KOnMYecTBO AONONHUTENbHBIX IP-aapecoB He
orpaHuyeHo. OHako aononHuTensHble IP-aapeca AomkHbI NpUHaAneXaTh K pa3HbiM NOACETAM,
1 NOACETU He AOIMKHbI NepecekaTbCs C paHee co3aaHHbIMU IP-aapecamu. [Mpy nocTpoeHun ceTn
BTOpUYHbIe |P-agpeca 4acTo UCMonb3yoTCs B CreAyLnUX cny4dasx:

e B ceTtn HegocTaTovHOo agpecos xocToB. Hanpumep, TpebyeTcsa ogHa ceTb knacca C gns
HasHayeHus 254 apgpecoB nokanbHou ceTtn. OgHako, eCcnvM KONMMYecTBO XOCTOB
npesbiwaeT 254, ogHon cetn knacca C HegocTaTodHO, M TpebyeTcsa apyras ceTb
knacca C. B atom cnyyae Heobxogumo mcnonb3oBaTb ABe ceTu. [oaTomy TpebyeTcs
Gonble IP-agpecoB Ha nHTepderice.

e MHorne crapble CeT OCHOBaHbl Ha CETAX 2-T0 YPOBHSl, OObEANHEHHBIX MOCTaMU
(ethernet bridge), 6e3 noaceten. MoxHO ncnonb3oBaTb AononHUTenbHbIe IP-agpeca
ANa ynyydlweHns cetTu OO MapLipyTM3MpyeEMON Ha OCHoBE 3-ro ypoBHA. [N kaxgown
noaceTn O4HO YCTPOMCTBO HAaCTPOEHO ¢ ogHUM IP-agpecom.

e Ecnu gBe noacetu ogHOM CETUM M3ONMMPOBaHblI OPYroM CeTbl, MOXHO MOAKMIOYUTL
N30NMpOBaHHbIEe NOACETH, CO3[4aB NoAceTb W30NMPOBAHHOW CEeTU W HacTpouB
AononHuTenbHbIn agpec. OgHa noaceTb He MOXET ObITb HACTpoeHa Ha AByX unm 6onee
NMHTepdencax ycTponcTaa.

MonyyeHue IP-agpecoB nocpeacTtesom cornacosaHus PPP
NMPUMEYAHUE: sTa KoMaHga nogaepxmnBaeTcs TONbKO B MHTepdrencax "Touka-Touka".

bnarogapst aTon koHdUrypauumn nHtepdeinc "Touka-touka" npuHuMaeT IP-agpec, HasHaYeHHbIN
OHOPaHroBbIM Y3110M NOCPeACcCTBOM cornacoBaHusa PPP.

3anmcrBoBaHue IP-agpecoB us3 gpyroro nHrepcenca

Mo ymonyaHuio nHTepdenc 6e3 HactpoeHHoro IP-agpeca. KomaHaa ip unnumbered nossonset
3ammcTBoBaTh IP-agpec ¢ gpyroro nHtepdenca Ha 4aHHOM YCTPOWMCTBE.

NMPUMEMAHUE: moxHO 3aumcTtBoBaTb |P-agpeca wHTepdenico Ethernet, nHTepdencos
TyHHenen wu loopback-uHtepgencos. OgHako 3TV UHTEpPdENCbl He MOryT 3anmmCcTBOBaTb
IP-agpeca opyrux nHTepdencos.

NMPUMEYAHUE: 3aumcTBOoBaHHble IP-agpeca He MoryT ObiTb 3aMMCTBOBaHbl Ha LpYyrow
NMHTEepdeEC.

NMPUMEYAHUE: ecnn 3aMMCTBOBaHHbLIN UHTEPGENC MMEET Heckornbko IP-agpecoB, MOXHO
3aMMCTBOBaTb TOSbLKO OCHOBHOWM IP-agpec.

NMPUMEYMAHUE: IP-agpec ogHoro wuHTepdenca MOXeT OblTb MNPUCBOEH HECKONBbKUM
nHTEpencam.

NMPUMEYAHUE: 3aumcTBOBaHHble |IP-agpeca Ha WuWHTepdence Bcerga cornacytTcs
IP-agpecamun nHtepdelica, ¢ KOTOPOro OHU BbINY 3aMMCTBOBAaHLI.

1.3.3.3. CBsAA3aHHasa KoHdurypauums
HacTtpownka nHtepdenca ¢ ogHum unu 6onee IP-agpecamu.

o [lo ymonuyaHuio IP-agpec uHTepdenca He HaCTpOEH.
o KomaHnpa ip address ucnonb3syeTtca Ana HacTporku IP-agpeca nHrepdeiica.

e [locne HacTpowikn IP-agpeca n npoBepkn Ha OBGHapy>XeHWe KOHMIMKTOB MHTEpdenc
MOXHO MCMNOSb30BaTh 4151 CBA3MW.

e KomaHpga ip address ip-address mask secondary MOXeT uCrornb3oBaTbCsa ANA
HaCTPOWKN HECKOMbKNX BTOPUYHLIX |IP-aapecos.

MonyyeHue IP-agpeca nocpeactsom cornacosaHusa PPP.
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o [lo ymonyaHuto nHTepenc He MoxeT nonyyunTs IP-agpec nocpencTBom cornacoBaHmns
PPP.

e KomaHnga ip address negotiate wncnonb3yeTca Ans HACTPOWKM COrNacoBaHus
IP-agpeca B nHTepdeince "Touka-Touka".

3anmcTBoBaHue IP-agpeca 13 gpyroro nHTepdemnca.

o [lo ymonuanuto IP-agpec nHtepdenca He HaCTPOEH.

¢ KomaHnga ip unnumbered MOXeT MCNONb30BaTLCA A5 3aMMcTBOBaHus |IP-agpecos n3
ApYyrmx nHTepdencos.

1.3.4. O6paboTka wupokoBeLwaTenbHbIX (Broadcast) nakeTtoB

1.3.4.1. MpuHUMN paboTbl

Broadcast genuntca Ha gBa Tvna. OgmMH — 3TO OrpaHUYeHHas WMpoKoBeLlaTenbHasa paccbinka
¢ IP-agpecom — 255.255.255.255. T[lockonbKy paccbinka Takoro Tuna 3anpelleHa
MapLipyTM3aTopaMn, OHa HasblBaeTCs LUMPOKOBELLaTENbHOW NoKanbHOW pacchbinkon. Opyrown
npMMep — HanpaBneHHas LUMpOoKoBeLaTenbHasa paccbifika. Bce 6utbl xocta — 1, Hanpumep,
192.168.1.255/24. lLlnpokoBeLLaTternbHble NakeTbl ¢ 3TUMK |IP-agpecamn moryT ObiTh NepenaHbl
Ha mMapLupyTusartope.

Ecnn |IP-ceTeBble ycTpoMCTBa NepecbinalT OrpaHUYeHHble LUMPOKOBELLAaTeNbHbIE MNaKeThbl
(IP-agpec HasHaueHna — 255.255.255.255), ceTb MOXeET ObiTb MeperpyxeHa, YTO CUITbHO
BrvseT Ha NPOn3BOAUTENBHOCTb ceTw. JT10 06CTOATENBCTBO HasblBaeTcs
LmpokosellatenbHbiM (broadcast) wtopmom. YcTponcTBa npeanaraloT HECKOMbKO NoaxonoB
ANs OrpaHUYeHnss LUIMPOKOBeLLaTemNbHbIX LUTOPMOB B FOKanbHOW CETU W npefoTBpalleHus
HenpepbIBHOrO pacnpoCcTpaHeHns LuMpokoBeLlaTenbHbiX WTopMoB. CeTeBble yCTpoWCTBa
BTOPOrO YPOBHS, TakMe KaKk MOCTbl M KOMMYTaTopbl, MepecbinalT W pacnpoCTpaHsoT
LUMpOKOBeLLaTernbHble LUTOPMbl, HE UMes BO3MOXXHOCTU UX OTCNneauTb.

Nyywnii cnoco6 nsbexatb LMPOKOBELLATENBbHOIO LTOPMa — Ha3HaYUThb LUMPOKOBELLATENbHbIN
agpec Kaxgom CeTU [Ans HanpaBneHHOM LUMpOKOBellaTenbHOM pacchbinku. [Ona  aToro
IP-NpOTOKON AOMKEH UCMONb30BaTb HaMpPaBEHHYO LUMPOKOBELLATENbHYI0 PACChISIKY.

Moapo6GHee o wWnpokoBelaTenbHbIX WTopmax cm. B RFC 919 n RFC 922.

HanpaeneHHble LIMpOKOBeLWlATENbHbIE MaKeTbl OTHOCATCS K LUMPOKOBELLATENbHLIM NakeTam,
npegHasHa4YeHHbIMW A1 KOHKPEeTHOW noaceTu. Hanpumep, nakeTbl ¢ agpecom HasHayeHus
172.16.16.255 HasbIBalOTCA HanpaBneHHbIMM LUMPOKoBeLLaTenbHbiMu naketamu. OgHako, y3en,
KOTOpPbIA reHEpPUPYET 3TOT NaKeT, HE SABMAETCS Y4aCTHUKOM MOACETU Ha3HAYEHUS.

Mocne nonyvyeHuss HamNpaBlEHHbIX LUMPOKOBELLATENbHbLIX MAKETOB  YCTPOWCTBA, He
NOAKMIOYEHHBbIE HANPAMYKD K MOACETU Ha3Ha4yeHusl, nepecbinatT naketbl. [locne Toro kak
HanpaBneHHble  LUMPOKOBELLATENbHbIE  MNakeTbl  AOCTUraldT  YCTPOWCTB,  HanpsiMyio
NOAKIMOYEHHBIX K MOACETU, YCTPOWCTBa NpeobpasyroT HanpaBeHHbIE LUMPOKOBELLATENbHbIE
nakeTbl B OrpaHWYEHHble LUMpOKOBellaTenbHble nakeTbl (IP-agpec HasHayeHus —
255.255.255.255) n nepenatoT nakeTbl BCEM y3riaMm B MOACETU HA3HAYEeHWs HA YPOBHE KaHana.

1.3.4.2. CBA3aHHasa KoHdwurypaums

Hactponka IP-agpeca wmpokoBeLlaTenbHON pacChIsiku.

e [lo ymonuaHuio IP-agpec wmnpokoBelaTernbHON pacchinky nHTepdenca cocrtasnseT
255.255.255.255.

e UYrobbl onpegenuTb LUMPOKOBELLATENbHbIE NakeTbl APYrMX agpecoB, MCMOMb3ynTe
KomaHgy ip broadcast-address B pexume KoHurypaumm nitepdgerica.

I'Ieperana HanpaBeHHbIX LUMPOKOBELLATENbHbIX MAaKeTOB.
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e [lo ymonyaHuio HanpaBfieHHble LUMPOKOBELLATENbHbIE NakeTbl He MoryT ObiTb
nepecrnaHbl.

e HaykasaHHOM nHTepderice MOXHO BbIMOMHUTL kKOMaHAy ip directed-broadcast, 4toObl
BKITOUYUTb NEPECHINIKY NaKkeTOB HaNpaBNeHHOM LWMPOKOBELLATENBHON pacChifiki. Takum
obpas3om, MHTepdenc MOXeT nepechbinaTb HanpabfeHHble LMPOKOBeLlaTerbHbIe
nakeTbl B HanpsiMyl MNOAKMYEHHbIEe ceTwu. LmpokoBellatenbHble MakeTbl MOryT
nepegaBaTbCA B NOACETU HasHadyeHUs 6e3 BNUSIHUS Ha NEepEechbIKy APYrmx nakeTos
HanpaBneHHOW LUMPOKOBELLATENBHON PACChISKN.

e B wnHTepdence moxHO onpegenuTb cnMcok KoHTpons goctyna (ACL) anda nepegauyn
onpeeneHHbIX HanpaeBrneHHbIX LWNPOKOBELLaTeNbHbIX NakeToB. [locne onpeneneHuns
ACL-cnucka nepecbinarTcs TOMbKO HarnpaBfeHHblE LUMPOKOBELLaTeNbHbIE NaKeThl,
cootBeTcTBYOWMe ACL-cnncky.

1.3.5. OTnpaBka naketoB ICMP

1.3.5.1. NMpuHUKMN paboTbl
CoobuweHune o HegocTynHocTu npotokona ICMP

YcTponcTteo nosnyvaet IP-nakeTbl, NpeaHasHayYeHHble eMy, U NakeTbl cogepxaT IP-npoTtokon,
KOTOpbIA He MOXeT ObiTb obpaboTaH YCTPOMCTBOM. YCTPOWCTBO OTMpaBMsieT COOOLLEHME O
HepocTynHocTu npoTokona ICMP Ha ucxogHbeIn xocT. Kpome Toro, ecrnn yCTPOMUCTBO He 3HaeT
MapLUPYT ANsi NEPECHINKN NaKkeTOB, OHO TaKke OTnpaBnsieT coobLieHne 0 He4OCTYMHOCTM XOCTa
ICMP.

Coob6uweHune nepeHanpasneHus ICMP

MHorga mapLupyT MOXeT OblTb MEHee ONTUMarnbHbIM, MO3TOMY YCTPOWCTBO NepechbinaeT nakeThbl
C WHTepcpenca, KoTopbIA MofydYaeT nakeTbl. Ecnu ycTponcTBo oOTNpaBngeT MakeTbl C
NMHTepdenca, Ha KOTOPOM OHO Morly4aeT nakeTbl, ycTponcTBo oTnpaensieT ICMP-coobeHnne o
nepeHanpaBfieHUN Ha UCTOYHUK, NHOPMUPYS UCTOYHUK O TOM, YTO LUSMKO3 ABMASETCA APYrnMm
YCTPOMCTBOM B TOM e nogceTn. Takmum o6pasom, UCTOYHUK OTMPaBAsEeT nocrneayowme nakeTbl
no oNTUManbHOMY NyTW.

CoobueHue oTknuka macku ICMP

WHorpa ceteBoe ycTponcTBo oTnpasnsieT coobueHne ICMP Address Mask Request gns
nonyyeHms Mackum nogacetu. CeTeBoe YCTPOWCTBO, Monyyawwee [aHHoe coobLieHve,
oTnpaenseT oTBeTHoe coobuieHne ICMP Address Mask Reply.

1.3.5.2. CBA3aHHasA KOHdumrypaums
BkntoueHune coobuieHns o HegocTynHocTu npoTokona ICMP.
¢ [lo ymonyaHuto dpyHkums npotokona ICMP coobuieHre 0 HeQOCTYNMHOCTM BKIKOYEHA Ha
nHTEepence.

e  YT06bl OTKNIOUUTBL UMK BKNIOYMTL (PYHKLUMIO, MOXHO MCMNOMNb30BaTb KomaHay [no] ip
unreachables

BkntoueHune coobuieHunsa nepeHanpasnenuns ICMP.
o [lo ymonuaHuwo yHKuMa coobieHns nepeHanpaenedns ICMP  BkniodyeHa B
nHTEpence.
o  Bbl MOXeTe ucnonb3oBatb KomaHay [no] ip redirects, 4ToObl OTKAOYMTL U BKITHOYNTD
dYHKUMIO.
BkntoueHne otBeTHOro coobuieHns macku ICMP.

e [lo ymonuaHuio B MHTepdence BKMOYEHa ¢yHKUMA oTBeTa Ha coobuweHuns ICMP
Address Mask Request.
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e MoxxHo ucnonb3oBatb KomaHay [no] ip mask-reply, 4ToBbl OTKIOYNTL MW BKITHOYNTD
dYHKUMIO.

1.3.6. OrpaHnyeHmne CKOpPOCTU Nnepenaym naketos owmnobok ICMP

1.3.6.1. NMpuHUKMN paboTbl

OT1a pyHKUMA orpaHnYMBaeT CKOpPOCTb Nepeaayvn naketos ownbok ICMP ansa npegoTtBpalleHns
DoS-aTak ¢ NTOMOLLbIO anropyTmMa MapKUpOBKK KOHTENHEpA.

Ecnun IP-naket Heobxogmmo dparmeHTMpoBaTtb, HO 6ut Don’t Fragment (DF) B 3aronoBke
yCTaHOBIEH Ha 1, yCTPOWCTBO OTNpaBnseT nakeT HegoCTyNHOCTN HasHaveHus ICMP (kog 4) Ha
XOCT UCTOYHMKA. OTOT nakeT owmnbok ICMP ncnonbayetca ans obHapyxenna MTU-nyTtu. MNpn
HanWuuM CrnuwKoM 6OoMbLUOTO KonuyecTBa Apyrux naketoB owunbok ICMP  HeBO3MOXHO
OTNpaBuTb NakeT HeJOCTyNHOCTU Ha3HayveHus ICMP (kog 4). B pesynbtaTte npoucxoaut cbomn
dyHKUMM 06HapyxeHus MTU-nyTtn. Ytobbl nsbexaTb 310N npobnemsl, HEOOXO4MMO OrpaHNYnTb
ckopocTb nepepaym naketoB ICMP c coobuieHnem o HedoCTYMHOCTU agpeca HasHadeHust U
Apyrmx ICMP-nakeToB OLWMGOK COOTBETCTBEHHO.

1.3.6.2. CBA3aHHasA KoHdurypaums

HacTtporka ckopocTn nepegayn gnst ¢ coobueHnem O HeLOCTYMHOCTM agpeca HasHayYeHust
ICMP, nHnuunmnposaHHbix 6utom DF B IP-3aronoeke.

o  CkopocTb nepegayum no ymonyaHuio coctasndet 10 naketos kaxable 100 mc.

e KomaHngy ip icmp error-interval DF MOXHO ncnonb3oBaTb AN HACTPOWKN CKOPOCTH
nepegayun.

HacTtporika ckopocTy nepegaym gpyrux naketos owmnbok ICMP.
o  CkopocTb nepegayum no ymonyaHuio coctasndet 10 naketos kaxable 100 mc.

e Komangy ip icmp error-interval MOXHO ucnonb3oBaTb A1 HACTPOWKW CKOPOCTM
nepegayu.

1.3.7. 1P MTU
1.3.7.1. NMpuHUMN paboTbl

Ecnn naket IP npeBbiwaeTr pasmep IP MTU, nporpammHoe obGecnedeHve KommyTatopa
dparmeHTMpyeT naket. [ns BCeX YyCTPOWUCTB B OOHOM (PU3NYECKOM CErMeHTE CEeTU 3Ha4yeHue
MTU pomkHO 6bITb oauHakoBbiM. Ha obGopymoBaHum QTECH mMoxHO Hactpouts MTU
coeavHeHun ansa nHtepdericos. MNMocne nameHeHna MTU Ha nHTepdencax 6yaet nameHeH IP
MTU wuHTepcbericoB. IP MTU uHTepdencoB aBTomaTUYECKM NoaAepKuBaeT COOTBETCTBUE C
MTU unHtepdpenca. OgHako npu HacTpownke IP MTU nHtepdericoB 3HaveHmne MTU nHtepcpericos
He U3MEHUTCS, HET 0OpaTHOM aBTOMaTMYECKON HACTPOMKM.

1.3.7.2. CBAA3aHHasA KoHdurypauums
YcrtaHoska IP MTU.

o [lo ymonuanuio IP MTU nHTepdenca coctaenset 1500.
e KomaHgy ip mtu MoxHO ncnone3oBatb Ana yctaHoskn MTU naketa IP.

1.3.8.IPTTL
1.3.8.1. NMpuHUMN paboTbl

IP-nakeT nepepaeTcs C agpeca UCTOMHMKA Ha agpec HasHadeHus Yepes3 MapLipyTu3aTtopbl.
Mocrne ycTaHoBKM 3HaveHust TTL, OHO yMeHbllaeTca Ha 1 Kaxabl pas rnpyv NPoOXoxaeHUn
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IP-nakeTa 4epes mapwpyTtusatop. Korga 3sHadeHne TTL nagaeT Oo Hynd, maplipyTtusaTtop
oTbpacbiBaeT nakeT. ATO npegoTBpallaeT 6eckoHeyHyo nepepady 6ecnonesHbix NakeToB U
NOTEpPIO NPONYCKHOM CNOCOBHOCTM.

1.3.8.2. CBA3aHHasA KoHdurypauums
YcraHoBka IP TTL.

e [lo ymonuanuio IP TTL uHTepdpenca coctaBndaet 64.
e KomaHgy ip ttl MmoxHO ncnons3osaTb Ans yctaHoBku IP TTL nHtepdenca.

1.3.9. MapwpyT uctouHuka IP (IP Source routing)

1.3.9.1. NMpuHUKUN paboTbl

O6opynosanne QTECH noppepxuBaet IP Source routing. Korga ycTponcTtBo nonyvaet
IP-nakeT, OHO NPOBEPSAET TakMe OnumMm Kak source route, loose source route, and record route B
3aronoske |P-naketa. Otn onumm noapobHo onucaHbl B RFC 791. Ecnu ycTpowncTteo
obHapyxmBaeT, 4YTO B MakeTe MNPUCYTCTBYET OMuUMs, OHO OTBEeYaeT; €ecnn YCTPOWUCTBO
oGHapyx1MBaeT He4OMYCTUMYHO OMLUMI0, OHO oTnpasnsaeT coobueHne ICMP 06 ownbke onuumn Ha
afpec UCTOYHMKA U 3aTeM OTOpachbiBaeT NakerT.

Mocne BkntodeHnst Source routing B nakeT IP gobaenseTcs onuusa mapLipyTa UCTOYHKUKA, YTOObI
NPOBEPUTbL MPOMYCKHYD CNOCOOHOCTbL OMpefeneHHoOn ceTn WM MOMOYb Nnaketam 0GonTH
HencnpaBHyto ceTb. CTOUT y4yecTb, YTO ITOT NapameTp MOXET NPUBECTM K CETEBbIM aTakam,
TaknM Kak nogmMeHa agpeca UCTOYHMKa 1 nogmeHa IP.

1.3.9.2. CBsAA3aHHasa KoHdurypauums
HacTtponka IP Source routing.

e [lo ymonuaHuto cpyHkums IP Source routing BkntoveHa.

e KomaHay ip source-route MOXHO WCMOMb30BaTb ASA BKIOYEHUS WU OTKIOYEHUS
dyHKUMN.

1.4. HacTtpouka

HacTponka OnuncaHne n KomaHga

HacTtporka IP- | (ObsasaTtenbHo) Wcnonb3yetca pgna  Hactpownku |IP-agpeca u
agpecoB nHtepderica | paspelleHna 3anycka npotokona IP B nHtepdelrice

ip address Bpy4Hyto HacTpauBaeT IP-agpec nHtepdenca
ip address | MNonyyaet IP-agpec nHTepdernca nocpencrsom
negotiate cornacoBaHusa PPP

ip unnumbered 3anmcTtByeT IP-agpec us gpyroro nitepdenca
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Hactpowka OnuncaHne n KomaHga
Hactponka nepegauu | (ONMUNOHAJIBHO) Wcnonb3yetcs pgns  yctaHoBku |P-agpeca
LUVMPOKOBELLATENBHON | LUMPOKOBELLATENbHOM  PacCbikn M BKIAOYEHUss  nepefayvv
pacchblfkm HanpasfeHHOW LLIMPOKOBELLATENBLHOW PaCChIfKn
ip broadcast- | HactpanBaeT |P-agpec LMpoKoBeLLaTeNbHOM
address paccbInkm
ip directed- | BknoyaeT nepegady HanpasneHHON
broadcast LUMpOKOBeLLaTeNTbHON pacchifku
Hactpoiika (ONMUMNOHAIBbHO) Wcnonb3yetca ANs  BKNOYEHUS1 MepPeChInkn

nepecbinkm ICMP

naketos ICMP

ip unreachables

BkrnitovaeT coobuwieHnst HegoctynHoctn ICMP n
Cco00LeHNss He[OCTYMHOCTN XOCTa

@ § QTECH
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ip redirects BkrnitovaeT coobuieHnst nepeHanpasnenunsa ICMP
ip mask-reply BknoyaeT oTBeTHbIe coobLeHunsa macku ICMP
Hactpoiika ckopoctu | OnumoHanbHo
nepegayu nakeToB
owwnbok ICMP ip icmp error- | HactpaneaeT ckopocTb Nepeaaymn
interval DF HepgocTwkumMbix ICMP-nakeToB,
WHULMMPOBaHHbIX 6uToM DF B 3aronoBke
IP-agpeca
ip icmp error- | HactpanmBaeT cKopocTM nepefadn nakeTos
interval ownbok ICMP wn nakeToB nepeHanpaBrieHuns
ICMP
YctaHoBka 3HadveHus | (OMNMUMOHAJIBHO) Wcnonb3dyetca pana Hactponkn MTU [P B
IP MTU nHTepdeince
ip mtu YcTtaHaBnuBaeT 3HayeHve |IP MTU
YcrtaHoBka 3HayeHus | (OMNUNOHAJIbHO) Wcnonb3dyetca  ans HacTpovkn  TTL
IPTTL OfHOaJpEeCHbLIX MNakeToB U LUMPOKOBELLaTENbHbIX MakeToB
ip ttl YcrtaHaBnuBaeT 3HayeHve TTL
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Hactpowka OnuncaHne n KomaHga

Hactpownka IP_Source | (OMNMUMNOHAJIBHO) MWcnonb3yetca and npoBEpPKNM  UCTOYHMKOB
routing MapLUpyTOB

ip source-route | BkmroyaeT dyHKkumio IP source routing

1.4.1. Hactpouka IP-agpecoB nHrepcenca

1.4.1.1. Pe3synbTaT KOHhUrypauum

HacTpoika IP-agpeca nHtepgenca gnsa cBA3HOCTH.

1.4.1.2. 9Tanbl KOHdUrypauum
HacTponka IP-agpeca nHtepdenca.

e OBASATEJIbHO.

e  BbINONHMTE HACTPOWKY B pexnme KoHdurypaumm nutepdenca L3.
MNony4deHune IP-agpeca nHTepgernca nocpenctsom cornacosaHms PPP.

e ONUNOHAIBHO.

e Ecnun Ha nHTepderice "Todka-Touyka" He HacTpoeH IP-agpec, nonyunte IP-agpec ¢
nomoLbto cornacosanmsa PPP.

e  BbINONHMTE HACTPOWKY B pexnme KoHdurypaumm nutepdenca L3.
3anmcTtBoBaHue IP-agpecos u3 gpyroro nHrepdeiica.

e ONUNOHAIBHO.

o Ecnu Ha nHTepdence "Touka-Touka" He HacTpoeH IP-agpec, sanmctByinte IP-agpec s
apyroro nHTepdenca.

e  BbInonHuTe HacTpoKky B pexxume KoHdUrypauum nHtepdenca L3.

1.4.1.3. NMpoBepkKa KoOH¢pUrypaumum

BbinonHuTe komaHgy show ip interface, 4ytobbl npoBepuTb pesynbTar.

1.4.1.4. CBAA3aHHbIe KOMaHAbI

Hactponka IP-agpeca nntepcgenca Bpy4Hyro

KomaHga ip address ip-address network-mask [ secondary |
Onucanuve ip-address: 32-6utHbin IP-agpec ¢ 8 butamn gns kaxxgon rpynnel. [P-agpec
napameTpoB BblpaXkaeTca B 4eCATUYHOM popmaTe, a rpynnbl pa3gensaTcsa TOYKOM (.).

network-mask: 32-6utHaa macka cetu. 3HadeHune 1 ykasbiBaeT Ha OuT
mackn, a 0 — Ha 6uT xocTta. Kaxxable 8 6ut obpasytoT ogHy rpynny. Macka
ceTn BblpaxaeTca B AecATUYHOM dopmMaTte, a rpynnbl pasgenstoTcs
TOYKOM (.).

secondary: BTopu4dHbIn IP-agpec
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Pexxum
KOHGoUrypaumm

Pexunm koHdurypaumm nHtepdenca

Mony4yeHue IP-appeca nHtepdenca nocpeacTtsom cornacosaHmsa PPP

KomaHga ip address negotiate
Pexnm Pexxum koHdurypaumm nHtepdenca
KOHUrypauum

3anmcTtBoBaHue IP-agpecoB n3 gpyroro nHrepcenca

KomaHga ip unnumbered interface-type interface-number

Onucanue interface-type: Tun nHTepdenca.

napameTpos interface-number: noeHTUdMKaTOp UHTEPdEliCA

Pexxum Pexunm koHdurypaumm nHtepdenca

KOHcpurypauum

BcTtpoeHHas Unnumbered-uHtepdenc o3HayaeT, 4YTO MHTEpPdENC BKIOYEH C
noackaska IP-npoTokonom 6e3 HasHadeHHoro |P-agpeca. Unnumbered-uHtepdenic

OOJPKEH ObITb CBA3aH C MHTEPdENCOM, KOTOPOMY HadHayeH IP-agpec. [ns
IP-nakeTta, cosgaHHoro Ha unnumbered-nHtepdoence, IP-agpec
NUCTOYHMKA nakeTa 4aBngetca |P-agpecom cBsizaHHOro WHTepdenca.
Kpome TOro, npouecc npoTokona MapLipyTusaumm onpegenseT, cnegyet
nm OTNpaBnATb naket oBHoBNEHMSA mMapLupyTa Ha
unnumbered-nHTEpdENC B COOTBETCTBUM CO cBoMM IP-agpecom. Ecnu Bbl
XOTUTE mncnonb3oBatb unnumbered nHTepdenc, obpatnte BHUMaHNE Ha
cnegyroLme orpaHNYeHus:

UHTepdenc Ethernet He MoXxeT BbITb HACTPOEH Ha
unnumbered-nHTepdenc.

Korga nocnepgoBatenbHbin MHTEpdenc nHkancynmpyet SLIP, HDLC, PPP,
LAPB n Frame-Relay, nocnegoBaTernbHbIi UHTEPEENC MOXHO HACTPOUTL
Ha unnumbered-nHTepgenc.

Mpy MHKancynauun NnocpencTBoM relay, Tonbko MHTepdenc "Touka-Touka"
MOXeT ObITb HACTPOEH Kak nHtepdenc 6e3 Homepa. VIHTepdernic AnX.25
He MOXeT ObITb HAaCTpOeH Kak unnumbered-uHTepdenc.

KomaHga ping He MoXeT MCMNOonb30BaTbCA A5 MPOBEPKN NPaBUNBHOCTU
paboTbl unnumbered-nHTepdenca, Tak kak unnumbered-nHtepdenc He
HacTpoeH IP-agpec. OgHako cocTtosiHne unnumbered-nHTepderica MoXHO
oTCnexuBaTb yaaneHHo ¢ nomolbto SNMP.

XonoAHblM 3anyck YCTPOMCTBA C MOMOLLBIO unnumbered-uHTepdenca
HEBO3MOXeEH
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1.4.1.5. Npumep KoHcpUrypaumm

HacTtponka |IP-agpeca ans nHtepdenca

OTansb! HacTtponte |P-agpec 192.168.23.110 255.255.255.0 Ha wuHTepdelice
KOHgoUrypauum GigabitEthernet 0/0

QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# no switchport

QTECH(config-if-GigabitEthernet 0/0)#ip address 192.168.23.110
255.255.255.0

MpoBepka BbinonHuTe komaHgy show ip interface, 4toGbl NpoBepUTb pesynbTaT
KOHdoUrypaumm

QTECH# show ip interface gigabitEthernet 0/0

GigabitEthernet 0/0

IP interface state is: UP

IP interface type is: BROADCAST

IP interface MTU is: 1500 IP address is:
192.168.23.110/24 (primary)

Mony4yeHue IP-agpeca B uHTepdence "Touka-touka" nocpeacTBom cornacosaHus PPP

OTanbl MonyyeHue IP-agpeca B uHTepence "Touka-Touka" nytem corriacoBaHums
KOHdpurypauuu

QTECH(config)#int virtual-ppp 1
QTECH(config-if-Virtual-ppp 1)#ip address negotiate

MpoBepka BbinonHuTe komaHay show run, 4tobbl NnpoBepuTb pesynbtat
KOHcpurypauum

QTECH#show run interface virtual-ppp 1
Building configuration...

Current configuration: 48 bytes

interface Virtual-ppp 1

ip address negotiate
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1.4.2. HacTtpoinka nepefaym WMpoKoBeLaTesibHON pacCbiSiIKn

1.4.2.1. Pe3ynbTaT KOHdUrypaumm

YcTraHoBuTe LUMpoKoBellaTenbHbin agpec uHTepdenca Ha 0.0.0.0 u BknouMTe nepenady
HanpasfEHHOW LUMPOKOBELLATENbHON PaCcChIfKu.

1.4.2.2. tanbl KOHdUrypauum

HacTpoika IP-agpeca wmnpokoBeLLaTenbHON pacchbifiku.

o (OMNUUOHAIBHO) HekoTopble cTapble XOCTbl MOryT WAEHTUUUUPOBATL TOSMBKO
LUMpOKOBeLLaTeNbHbIN agpec 0.0.0.0. B 3TOM cnyvae yCTaHoBUTE
LUMpOKOBeLLlaTenbHbIM agpec uenesoro nHtepdenca 0.0.0.0.

o  BbInonHuTe HaAcCTPOKKy B pexume KoHdurypauum nHtepdpenca L3.
BkntoyeHne nepenaym HanpaeieHHOW LUMPOKOBELLaTENbHON PaCChINKN.

o (OMNUMOHANBHO) Ecnn Heobxoanmo paspeLlmnTb XOCTYy  OTNpaBnisTb
LUMpOKOBeLLaTenbHble MakeTbl BCEM XOCTaM AOMEHa, B KOTOPOM OH OTCYTCTBYET,
BKMOUMTE Nepegady HanpaBfeHHOW LWMPOKOBELLATENbHOW PaCcChINK.

e  BbINONHMTE HACTPOWKY B pexnme koHdurypaumm nutepdenca L3.

1.4.2.3. NMpoBepkKa KoOH¢pUrypaumm
BbinonHute komanay show running-config interface, 4to6bl NnpoBepuTb pesynbTart.

1.4.2.4. CBAA3aHHbIe KOMaHAbI

HacTpouka IP-agpeca wupokoBewaTenbsHON PacCbIfIK1

KomaHga ip broadcast-address ip-address

OnucaHne ip-address: wmpokoBeLLaTenbHbIn agpec IP-cetn

napameTpoB

Pexxum Pexxum koHdurypauum nHtepdeica

KOHdoUrypaumm

BcTpoeHHas O6blMHO  agpec  HasHa4yeHMs  LUMPOKoBelwaTenbHbiX  |P-naketoB

noAckaska cocTaBnseT Bce 1, YTO BblpaxaeTtcs Kak 255.255.255.255. MNporpammHoe
obecnevyeHne KOMMyTaTOpa MOXET reHepMpoBaTh LUMPOKOBELLATESbHbIE
naketol Cc Aapyrumn IP-agpecamm nocpeacTtBOM — onpeaeneHvus u
NPYHMMaTb COOCTBEHHbIE LUMpoKoBeLLaTesbHble nakeTbl n
LUMpOKOBeLLaTeNbHble NakeTbl ¢ agpecom 255.255.255.255
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Pa3pe|.ue|-w|e nepecbUikKn HanpaBJieHHbIX LWMPOoKoBeLlaTeNibHbIX NakeToB

KomaHga ip directed-broadcast [ access-list-number ]

Onucanve access-list-number: Homep cnucka gocTtyna, B gnanasoHe ot 1 go 199 n

napameTpoB ot 1300 go 2699. lNocne onpepeneHnss ACL-cnvcka nepecbinarTtcs
TOMbKO HanpasBneHHble LUMPOKOBeLLaTeNbHbIe NakeTbl, COOTBETCTBYOLMNE
ACL-cnucky

Pexnm Pexxum koHdurypaumm nHtepcpenca

KOHcpurypauuu

BcTpoeHHas Ecnn komaHga no ip directed-broadcast BbinonHsAeTCA Ha UHTepdeince,

noAckaska nporpaMmMmHoe obecnedyeHne KoOMMyTaTopa oOTOpacbiBaeT nakeTbl
HanpaBreHHOW LUMPOKOBELLATENbHON pacchbifikK, NonyyYeHHble U3 directly
connected ceTu

1.4.2.5. Npumep KoHcuUrypaumm

OTansbl
KOHcpurypauum

Ha wuHTepcdpernice GigabitEthernet 0/1 ycTtaHoBUTEe agpec HasHavyeHus
naketoB |P wwupokoBewarensHon paccbinikn Ha 0.0.0.0 n BknwouuTe
nepegadvy HarnpaBfeHHOW LUMPOKOBELLLATETbHOM PACChINKMU.

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip broadcast-address 0.0.0.0
QTECH(config-if-GigabitEthernet 0/1)#ip directed-broadcast

MpoBepka
KOHdpurypauuu

BbinonHute komaHay show ip interface, 4tobbl NpoBepuTbL pesynbTar.
QTECH#show running-config interface gigabitEthernet 0/1
ip directed-broadcast

ip broadcast-address 0.0.0.0

1.4.3. Hactponka nepecbinku ICMP

1.4.3.1. Pe3ynbTaT KOH(Urypaumum

Bkntounte coobLueHns ICMP o HegocTynHoCcTU, coobleHunsa nepeHanpasneHuns ICMP n Address
Mask Reply Ha nHTepdence.

1.4.3.2. dTanbl KOH(pUrypauum

BkntoueHune coobuieHmsa ICMP 0 He4OCTYNHOCTW.

e [lo ymonuyaHuto coobieHnsa ICMP 0 He4OCTYNHOCTU BKIHOYEHDI.

e (OMNUMOHAJITIBHO) Komangy no

ip unreachables MoxHO wucnonb3oBaTb AnA

OTKITKOYEHUs coobueHmnit o HegocTynHocTh ICMP.

¢  BbInonHuTe HaACTPOKKy B pexnme KoHdurypauum nitepdenca L3.
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BkntoueHne coobuieHunin nepeHanpaenenus ICMP.

¢ [lo ymonuaHuio coobeHuns nepeHanpasnexHmsi ICMP BkntoyeHbl.

o (OMNUMOHAINBHO) KomaHay no ip redirects MOXXHO MCNONb30BaTb 4SS OTKIOYEHMS
coobuweHnn nepeHanpasneHunst ICMP.

e  BbinonHuTe HaAcCTpoiKy B pexnme KoHdurypauumn nitepdenca L3.
BkntoyeHne oTBeTHbIX coobLieHunrn o macke ICMP.

¢ [lo ymonuaHuio BkrtoueHbl coobweHuns ICMP Address Mask Reply.

e (OMNUMOHAITBHO) KomaHay no ip mask-reply MOXHO ncnonb3oBatb AN OTKITHOYEHUSA
coobueHnn ICMP Address Mask Reply.

o  BbInonHuTe HaAcCTPOKKy B pexume KoHdurypauum nHtepdpenca L3.

1.4.3.3. NpoBepka KOH¢pUrypaumm

BbinonHute komangy show ip interface, 4ytobbl NnpoBepuTb pesynbrar.

1.4.3.4. CBA3aHHble KOMaHAbI

BknroyeHue coobweHua ICMP o HegocTynHocTH

KomaHga ip unreachables
Pexxum Pexunm koHdurypaumm nHtepdenca
KOHdouMrypaumm

Bknio4yeHue coobweHun nepeHanpaBsneHus ICMP

KomaHpa ip redirects
Pexnm Pexxum koHdurypaumm nHtepdpenca
KOHcpurypauum

BknrouyeHune ICMP Address Mask Reply

KomaHga ip mask-reply
Pexxum Pexxum koHdurypaumm nHtepdenca
KOHdpurypauuu

1.4.3.5. Npumep KoHdpuUrypauumm

OTansbl
KOHcpurypauuu

Bkntounte coobuieHmsa ICMP 0 HegoCcTynHOCTH, coobLueHmns
nepeHanpasneHus ICMP n ICMP Address Mask Reply Ha nHTepdeiice
gigabitEthernet 0/1

QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
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QTECH(config-if-GigabitEthernet 0/1)# ip unreachables
QTECH(config-if-GigabitEthernet 0/1)# ip redirects
QTECH(config-if-GigabitEthernet 0/1)# ip mask-reply

MpoBepka BbinonHute komangy show ip interface, 4ytobbl npoBepuTb pesynbrart
KOHGoUrypaumm

QTECH#show ip interface gigabitEthernet 0/1
GigabitEthernet 0/1

ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachabled is: ON

1.4.4. HacTpoinka cKkopocTu nepena4m naketos owmn6ok ICMP

1.4.4.1. Pe3ynbTaT KOHUrypaumm

HacTponka ckopocTtu nepegaymn naketos ownbok ICMP.

1.4.4.2. Tanbl KOHdUrypauum

HacTtponka ckopocTtu nepegaun ans naketos ICMP Destination Unreachable, HMUumpoBaHHbIX
6utom DF B IP-3aronoske.

o  OINUMNOHAJIBHO.
e  BbinonHuTe HaCTPONKy B pexumme rnobanbHon KoHUrypauum.
HacTtponka ckopocTu nepegaym naketos Apyrnx owmnodok ICMP.

e  ONUMOHAJIBHO.
e  BbinonHuTe HaCTPONKy B pexumme rnobanbHon KoHUrypauuu.

1.4.4.3. NMpoBepkKa KoOH¢pUrypaumm

BbinonHuTe komaHay show running-config, 4Tobbl NpOBEpUTL pe3ynbTar.

1.4.4.4. CBAA3aHHbIe KOMaHAbI

HacTtponka ckopoctu nepepaum ana naketoB ICMP  Destination Unreachable,
MHULMUPOBaHHbIX 6utom DF B IP-3aronoBke

KomaHnga ip icmp error-interval DF milliseconds [bucket-size]
Onucanuve milliseconds: uukn oO6GHOBNEHUA KOHTEMHepa TOKeHOB. [manasoH
napameTpoB 3HayeHun coctaBndeT ot 0 0o 2 147 483 647, a 3Ha4eHNE NO yMOMNYaHUIO

coctaBnser 100 mc. Ecnn 3HaveHne paBHo 0, cKopocTb nepenadu
nakeToB owmnbok ICMP He orpaHunyeHa.

bucket-size: konM4YecTBO TOKEHOB, COAepPXaLLMXCA B KOHTENHEPE TOKEHOB.
[OunanasoH 3HayeHun coctaBnsger oT 1 pgo 200, a 3HayeHne no
ymonyanuto — 10
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Pexxum Pexxnm rmobanbHon KoHurypauum
KOHGoUrypaumm
BcTpoeHHas OTa yHKUMSI orpaHMYMBaEeT CKOPOCTb nepeaayun naketos owmnbok ICMP
nogckaska ans npepotBpaweHna DoS-aTak ¢ MOMOLLBI anroputMa KOHTenHepa

TOKEHOB.

Ecnu IP-nakeT Heobxoanmo chparmeHTupoBaTb, HO 6uT DF B 3aronoBke
yCTaHoBNeH Ha 1, ycTpoucTtBo oTtnpaBnseT naket ICMP destination
unreachable (kog 4) Ha xocT uctoyHuka. At1oT kog ICMP ncnonb3yetcs
anst obHapyxenusa MTU no nytu cnegoBanus. NMpyu Hannumm CRULLKOM
Gonblioro konuyectsa Apyrvx naketoB owubok ICMP HeBO3MOXHO
otnpaBuTb naket ICMP destination unreachable (kog 4). B pesynbtate
npovcxoant cbon yHKkumMmM obHapyxeHnss MTU no nytv cnegoBaHus.
UTtobbl M3bexaTb aTon npobnembl, HEOH6XOAMMO OrpaHUYUTb CKOPOCTb
nepegadn naketoB destination unreachable n pgpyrux ICMP-naketoB
OLNBOK COOTBETCTBEHHO.

PekomeHayeTcsa ycTaHOBUTbL AnNs npouecca 06HOBNEHMS YMCNO KpaTHOe
10 mc. Ecnu gnsa npouecca o6HOBNEHMSA YCTAaHOBMNEHO 3Ha4YeHne bonblue
0 m meHbwe 10 MC, TO (paKTU4ECKM MPOUCXOAUT OOHOBNEHMe
anutenbHocteto 10 mc. Hampumep, ecnu vactota OGHOBNEHUSN
yCTaHOBMEHa Ha ogHO OOHoBreHMe 3a 5 Mc, dakTnyeckass 4dacTtoTa
obHoBneHua coctaBnseT 2 obHoBneHns 3a 10 mc. Ecnu umkn obHoBNEHUS
He aBnseTcsa KpaTHbIM 10 MC, TO DaKTUYECKM BCTYNAOLWNNA B CUNY LIMKN
OOHOBMEHMsT aBTOMAaTM4eckn npeobpasyetca B KpatHbidi 10 wmc.
Hanpumep, ecnu yactota 0GHOBNEHWS yCTaHOBMEHa Ha 3 0GHOBMEHMSA 3a
15 Mc, hakTnyeckas yactota obHOBNEHUA cocTaBndeT 2 oOHOBMNEHUS 3a
10 mc

Hactponka ckopoctu nepenaym Apyrux naketos owmnook ICMP

KomaHga ip icmp error-interval milliseconds [bucket-size]

OnucaHne milliseconds: uukn OOHOBNEHMS KOHTEMHepa ToKeHoB. [nanasoH

napamMmeTpoB 3HayeHun: ot 0 oo 2 147 483 647, a 3HadeHne no ymon4yanuno — 100 (mc).
Ecnu 3HaueHune paBHO 0, ckopocTb nepeagayvn naketoB owmnbok ICMP He
orpaHuyeHa.
bucket-size: KonM4ecTBO TOKEHOB, COAEPXKALLNXCS B KOHTENHEPE TOKEHOB.
[JOmnanasoH 3HayeHun coctaBnsger oT 1 pgo 200, a 3HadeHuMe no
ymonyanuto — 10

Pexnm Pexwnm rnobanbHon KoHdUrypaumm

KOHUrypauum
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BcTtpoeHHas OTa (hyHKUMA OrpaHMYMBaET CKOPOCTb Nepedayn naketoB owwmnbok ICMP
noackaska ans npegotepaweHns DoS-atak ¢ nomMmoLbio anropytma KOHTEWHepa

TOKEHOB.

PekomeHgyeTcsa yCTaHOBUTbL 45151 Npouecca OGHOBMEHMST YNCIIO KpaTHOE
10 mc. Ecnn ansa npouecca 06HOBNEHNSA YCTaHOBIEHO 3Ha4YeHne bornbLue
0O n meHbwe 10 Mc, TO dakTnyeckn npoucxoanTt oOBHOBMEHME
anutenbHocteto 10 mc. Hanpumep, ecnu 4actota 0OOGHOBNEHUs
yCTaHOBfeHa Ha ogHO OOHOBNeHwe 3a 5 Mc, hakTnyeckas 4vacTtoTa
obHoBNeHns coctaBnseT 2 obHoBneHuns 3a 10 mc. Ecnu umkn obHoBneHus
He aBngeTcsa KpaTHbiIM 10 MC, TO (PbaKTUYeCKM BCTyMatoLWmMi B CUMY LUK
oOHOBMEHMsT aBTOMaTMyecku npeobpasyetca B KpatHbii 10  mc.
Hanpumep, ecnn 4actota o6HOBNEHNS yCTaHOBIEHA Ha 3 OOHOBMEHMS 3a
15 Mc, dhakTnyeckas Yactota 06HOBNEHUS COCTaBNsAeT 2 OOHOBIEHMUS 3a
10 mc

1.4.4.5. NMNpumep KoHcUrypaumm

OTanbl YcTaHoBuTE ckopocTb nepenaymn naketoB ICMP destination unreachable,
KOHcburypauum AN KoTopbIX aktuBupoBaH 6uT DF B IP-3aronoske go 100 naketoB B
CeKkyHAy, a CKOpOCTb nepegayn apyrux naketos owwmbok ICMP go 10
NakeToB B CEKyHAOY

QTECH(config)# ip icmp error-interval DF 1000 100
QTECH(config)# ip icmp error-interval 1000 10

MpoBepka BbinonHuTe komaHgy show running-config, 4tobbl NnpoBepuTb pesynbTar
KOHdpurypauuu

QTECH#show running-config | include ip icmp error-interval
ip icmp error-interval 1000 10

ip icmp error-interval DF 1000 100

1.4.5. YcTaHOBKa 3Ha4yeHus IP MTU

1.4.5.1. Pe3ynbTaT KOHUrypaumm
Hactpointe IP MTU nakeTta.

1.4.5.2. dTanbl KOH(pUrypauum

o (OMNUMOHAINBHO) Ecnn IP MTU B3amMmocBsA3aHHbIX MHTEPdENCOB OTNU4YaeTca OT
YCTPONCTB B OAHOM hbU3N4ECKOM cermeHTe ceTn, yctaHosute ans IP MTU ogmHakoBoe
3Ha4yeHue.

¢  BbInonHuTe HaACTPOKiKy B pexnme KoHdurypauumn nHtepdenca L3.

1.4.5.3. NpoBepka KoOH(pUrypaumum

BbinonHuTe komaHay show ip interface, 4TobGbl NpoBepUTL pesynbTar.
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1.4.5.4. CBA3aHHble KOMaHAbI

YcTtaHoBKa 3HayeHus IP MTU

KomaHga ip mtu bytes

OnucaHne bytes: IP MTU naketa. [Jnana3oH 3Ha4eHun ot 68 go 1500 6ant
napameTpoB

Pexxum Pexunm koHdurypaumm nHtepdenca

KOHGoUrypaumm

1.4.5.5. NMNpumep KoHdUrypaumm

OTanbl KoHGUrypaumm

YcraHosuTe anga napametpa MTU IP-untepcpeinca GigabitEthernet
0/1 3HaueHne 512 b

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip mtu 512

lMpoBepka
KOHcpurypauum

BoinonHute komaHgy show ip interface, 4toObl nNpoBepuTb
pesynbTar

QTECH# show ip interface gigabitEthernet 0/1
IP interface MTU is: 512

1.4.6. YcTaHOBKa 3Ha4yeHus |IP TTL

1.4.6.1. Pe3ynbTaT KOHUrypaumm

N3ameHsaeT 3HadeHune TTL IP-unTepdeica.

1.4.6.2. 9Tanbl KOHdUrypauum

e OlNUMOHAIBHO.

e  BbInonHuTe HaAcCTPOKiKy B pexmnme kKoHdurypauum nHtepdenca L3.

1.4.6.3. NMpoBepka KoH¢pUrypauum

BeinonHute komangy show running-config, 4tobbl NnpoBepuTb pesynbTar.
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1.4.6.4. CBA3aHHble KOMaHAbI

YctaHoBKa 3HauveHud IP TTL

KomaHpa

ip ttl value

OnuncaHune napameTpos

value: 3Ha4veHune TTL. [lnanasoH 3HauyeHun ot 0 go 255

Pexxum koHdurypaumm

Pexxnm rmobanbHon KoHurypaumm

1.4.6.5. Npumep KoHcuUrypaumum

OTanbl KOHUrypaumm

YctaHosuTe TTL ogHoaapecHbix nakeToB Ha 100

QTECH#configure terminal
QTECH(config)#ip ttl 100

MpoBepka
KOHdoUrypaumm

BbinonHuTte komangy show running-config, 4To6bl NpoBEpUTL
pesynbTar

QTECH#show running-config
ip ttl 100

1.4.7. HacTtpowuka IP Source routing

1.4.7.1. Pe3ynbTaT KOHUrypaumm

BkntoyeHune nnu otkniodeHne dyHkumm IP Source routing.

1.4.7.2. 9Ttanbl KOHdUrypauum

o [lo ymonuaHuio cpyHkuma IP Source routing BkntoveHa.

e (OMNUMOHAINBHO) KomaHay no

oTKntoYeHusa dyHkuum IP Source routing.

1.4.7.3. NMpoBepka KOH¢pUrypaumm

BbinonHuTe komaHay show running-config, 4Tobbl NpoBepuTb pesynbTar.

1.4.7.4. CBA3aHHble KOMaHAbI

Hactpowka IP Source routing

ip source-route MOXHO MCMONb30BaTb [Ans

KomaHpa ip source-route
Pexxum Pexnm rmobanbHon KoHUrypaumm
KOHoUrypaumum
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1.4.7.5. Npumep KoHcuUrypaumm

OTanbl KoHUrypauum BkritoyaeT pyHKUUIO MapLupyTa UCToYHMKa IP

QTECH#configure terminal
QTECH(config)#no ip source-route

MNMposepka BbinonHuTte komangy show running-config, 4To6bl NpoBepUTHL
KOHGoUrypaumm pesynbTar

QTECH#show running-config

no ip source-route

1.5. KoHTponb cocTtosiHUSA

1.5.1. OToGpaxeHue

Onucanune KomaHpa

brief]

OTto6paxaeT IP-agpec untepcenca | show ip interface [interface-typeinterface-number |

OTtobparkaeT Tabnmuy NepechbIsiku show ip route [ address [ mask]]

OtobpaxaeT cratucTMky Tabnuubl | show ip route summary
nepecbInku

Otob6paxaeT ctatuctuky IP-naketoB | show ip packet statistics [total | interface-name]
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2. HACTPOUKA ARP
2.1. O630p

B nokansHon cetn (LAN) kaxxgoe ceteBoe ycTponctso IP nmeer gBa agpeca:

1. JlokanbHbi agpec (MAC-agpec). [NockomnbKy NoKanbHbIN agpec CoaepXUTcH B
3aronoBke Kagpa YpOBHS KaHana gaHHbIxX (L2), aTo agpec L2. Tem He MeHee, OH
obpabartbiBaetcs nogyposHeM MAC Ha L2 n, Takum obpa3om, 0Obl4HO Ha3bIBaeTCS
MAC-agpecoMm. MAC-agpeca NpeacTaBnsioT ceTeBble ycTponcTa IP B nokanbHbIX
ceTsX.

2. CeteBon agpec. CeTeBble agpeca B VIHTepHeTe NpeacTaBnsaoT coOon ceTeBble
ycTpoucTBa IP, a Takke ykasbiBatoT CETU, B KOTOPbIX HAXOOATCS YCTPOWCTBA.

B nokanbHown cetn aga IP-ycTporcTBa MoryT B3anMo4encTBoBaTh APYr C APYroM TOMbKO nocne
TOoro, kak 6yayTt maydeHbl 48-6uTHble MAC-agpeca oboux ycTponcts. [Mpouecc nonydeHus
MAC-agpeca Ha ocHoBe |IP-agpeca HasbiBaeTca ARP (address resolution protocol). Cywecteyet
ABa Tuna MNpOTOKOMOB paspelleHnss agpecos: 1) lNpoTokon onpegeneHus agpeca (ARP);
2) npo3payHblv (proxy) ARP.

ARP n npo3payHbin (proxy) ARP onucaHbl cootBeTcTBeHHO B RFC 826 n RFC 1027.

Mpotokon ARP ucnoneayetca anga npusaskm MAC-agpeca k IP-agpecy. MNpu BBoge IP-agpeca
MOXHO y3HaTb cootBeTcTBytowmin MAC-agpec depe3 ARP. MNocne nonyyenHus MAC-agpeca
conoctaeneHune IP-MAC 6yget coxpaHeHo B kewe ARP ceteBoro ycrtponctea. C nomoLlblo
MAC-agpeca IP-ycTpoCcTBO MOXET MHKancynmpoBaTb kKagapbl L2 1 oTnpaensaTb X B floKanbHYyo
ceTb. Mo ymonuanuio nakeTbl IP 1 ARP Ha ypoeHe Ethernet nHkancynupytotca B kagpbl Ethernet.

2.1.1. MpoToKonbl U cTaHAAPTbI

o RFC 826: npoTtokon npeobpasosaHunsa agpecos Ethernet (ARP).

e RFC 1027: ncnonb3oBaHue npoTtokona ARP ans BHeApeHWst Npo3payvHbiX LUM30B
noaceTu.

2.2. NMpumeHeHne

NMpumeHeHue OnucaHue

ARP B nokansHou ceTtu [Monb3oBaTernb 3anomuHaeT MAC-agpeca Apyrmx
nosnib3oBaTenen B TOM Xe cermeHte cetn Yepe3 ARP

[MpospayHaa nepepaya Ha | C  nomowbio npo3padHoro  (proxy) npotokona ARP
OCHOBe _MpoTokona ProXy | nonb3oBaTtenb MOXET  HanpsiMylo  CBA3bIBaTbCS c
ARP Nonb30BaTENsIMU B IPYron CETU, He 3Hasi, YTO OHa CyLLECTBYeT

2.2.1. ARP B nokanbHOM ceTun

2.2.1.1. CueHapuu
MpoTtokon ARP TpebyeTcsa BO Bcex nokanbHbIX ceTax IPv4.

e [lonb3oBaTento Heobxoanmo y3HaTe MAC-agpeca gpyrux nonb3oBaTenen ¢ NOMOLLbIO
npotokona ARP, 4ToBbl yCTaHOBUTL C HUMU CBSI3b.
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A . Y

E: 192.168.23.5/24

C: 192.168.23.3/24 D: 192.168.23.4/24

PucyHok 2-1.
A — 3TO MapLpyTn3aTop.
B — kommyTaTop. OH OencTBYET Kak L3,
C, D n E aBnatoTca xoctamu.

2.2.1.2. OnuncaHue

Bkntounte npotokon ARP B nokanbHoM ceTun, YToObl peann3oBaTb conoctaerneHme IP-MAC.
2.2.2. Npo3spayHas nepeanaya Ha ocHoBe npoTtokona Proxy ARP

2.2.2.1. CueHapum
BbinonHaeTca npo3pavHas nepefada gaHHbIx Yyepes ceTb IPv4 LAN.

o  Bkntouute Proxy ARP Ha maplupyTusaTtope, 4ToObl 06ecneunTb NpsiMyto CBA3b MEXAy
Nonb30BaTENsAMM B pasHbIX CErMeHTax ceTu.

A

GE 0/0:10.0.1.2/24 | auuusnnus * GE 0/0:10.0.2.2/24

AR s .

C:10.0.2.1/24

B:10.0.1.1/24

PucyHok 2-2.
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A — 9T0 MapLupyTusaTop, coeguHstowmin ase LAN.

B 1 C aBnawTcs xoctamu B pa3HbIX nNoaceTax. D,J'IFI HUX HE HAaCTPOEH W3 NO YMOJTYaHUIo.

2.2.2.2. OnucaHue

Bkntounte Proxy ARP Ha wro3e nogcetu. lMocne HacTpoOMKM LWMKO3 MOXET BbICTynaTb B
KayecTBe proxy-cepsepa Ans noaknoyeHns xocta 6e3 mHdpopMauum o maplipyte n ans
nonyyeHus MAC-agpecos IP-none3oBaTenen B opyrnx nogceTsx.

2.3. KnouyeBble 0COOEHHOCTU

2.3.1. O630p

PyHKUUA

OnucaHue

Cratndeckun ARP

Monb3oBaTtenu MOryT Bpy4YHyto ykasaTtb conoctasrneHme IP-MAC, 4tobbl
npegoTBpaTUTb pacno3HaBaHUe YCTPONCTBOM HeBepHbIX 3anucen ARP

ATpubytsl ARP

MNonb3oBatenn MoOrytT ykasaTb Taum-ayT 3anmcu ARP, Bpemsa wu
WHTepBan NoBTOPHOM nepedayn 3anpoca ARP, a Takke MakcumasibHoe
KONM4YeCTBO HepaspeLleHHbIx 3anncen ARP

Trusted ARP

Trusted npotokon ARP ncnonb3yeTcst ans npegoTepalLeHnsa NogMeEHbI
ARP

Gratuitous ARP

Gratuitous ARP wucnonb3yetcs ana obHapyXeHusi KOHQIIMKTOB
IP-agpecoB 1 paspelleHns nepuepuinHeiM yCTporCcTBaM OBHOBMSATH
3anucu ARP

Proxy ARP

Proxy-cepsep oTBeyaeT Ha 3anpocbl ARP oOT gpyrMx ycTpoucte B
pasHbIX NoAcCeTAX

Local Proxy ARP

Proxy-cepsep oTBeyvaeT Ha 3anpocbl ARP oT gpyrux ycTtpoucTs B TOM
Xe nogcetu

Onpepgenenve
HagexHoctn ARP

O6HapyxeHue HegocTynHbIX coceaHux y3nos (NUD) ncnonbsyetca ons
TOro, Ytobbl y6eanTbCsi B TOM, YTO NPaBUbHOM M3yveHun 3anucen ARP

IP Guard Ha ocHoBe
ARP

MoxHo 3agaTb konuyecTBO IP-naketoB ansa 3anycka otbpoca ARP,
yTobbl npepoTBpatTUTb OTnNpaBky Ha CPU 6onbworo konuyecTtsa
Hen3BeCTHbIX OgHOaApecHbIX (unknown unicast) nakeToB

[peobpa3oBaHue
3anpocos  ARP B
3anpochl
ayTeHTMdUKaLUK
VLAN

YCTponCTBO He nepefaeT LWMpoKoBellaTenbHble 3arnpockl ARP B
3anpocbl ayTeHTudukaumm VLAN, 4ToBbl COKpaTUTL KOMUYECTBO
LuMpoKoBeLlaTenbHbIx 3anpocoB ARP B ceTn
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2.3.2. Ctatnyecknn ARP

Cratndeckme 3anucu ARP MoryT 6biTb HAcCTpPOEeHbl BPYYHYO WKW Has3HayeHbl CepBepoMm
ayTeHTumkaumm. HactpoeHHble Bpy4HyO0 3anmcu npuoputeTtHee. Ctatmyeckmn ARP moxeT
npeaoTBpaTuTb 0byveHne yCTpoNCTBOM HeBepHbIX 3anucen ARP.

2.3.2.1. MprHUMN paboTbl

Ecnun HacTpoeHbl ctatnyeckme 3anucu ARP, yCTPONCTBO He BbIMOSHSET aKTMBHOE OBHOBEHNE
3anncen ARP, 1 atn 3anmcu ARP cywecTBYHOT MOCTOSIHHO.

Korga ycTponcTBo nepeckbinaeTt naketol ypoBHsA 3, ctatndeckun MAC-agpec nHkancynupyetcs
B 3aronoBok Ethernet B kauectse MAC-agpeca HasHayeHus.

2.3.2.2. CBA3aHHasA KOHdurypaums
BkntoyeHune cratnyeckoro ARP.

BoinonHute komangy arp [vrf name] ip-address mac-address type B pexume rrnobanbHomn
KOHUrypaumm, 4Tobbl HacTpoutb ctatudeckne 3anmcn ARP. Mo ymonuyaHuio cratudeckas
3annce ARP He HacTpoeHa. [lonb3oBaTtenu MOryT cBdAsaTb craTtudeckue 3anmcm ARP c
otaenbHbiMn obbektamm VRF uvnn rnobanbHeim ob6bektom VRF. Wukancynsuua ARP
nogaepxmaet Tonbko TN Ethernet Il, koTopbi npeactasneH ARPA.

2.3.3. ATpubyTtbl ARP

lMonb3oBaTtenu MoryT ykasaTb TanM-ayT ARP, nHTepBan u Bpems NoBTOPHOM nepefayun 3anpoca
ARP, a Takke makcumansHoe konnyectso 3anmcenn ARP Ha nHTepdgence.

2.3.3.1. MpuHUMN paboTbl
Tanm-ayT ARP

Tanm-ayT ARP npumeHsieTcst TOnbKO K AMHamMmumyeckn obydeHHbIM conoctasrneHuam IPMAC. Mo
ncTeyYeHnn BpeMeHn oxmnaaHusa sanvcn ARP ycTponcTBO oTnpaBnsaeT nakeT ogHoagpecHoro
ARP-3anpoca, 4to6bl onpeaenuTb, HAXOANTCA N KOHeL, OAHOPaHroBoro y3na B onepaTMBHOM
pexume. Ecnn oH nony4vaeT otBeT ARP co CTOpOHbI y3na, oH He yaanseTt a1y 3anucs ARP. B
NPOTUBHOM Crly4ae YyCTPOMCTBO yaanuT AaHHyto 3annck ARP.

Ecnu ona napametpa ARP timeout 3agaHO MeHbllee 3HaveHue, Tabnuua cornocTaBreHUs,
xpaHswasacsa B kew ARP, 6onee TouHa, HoO ARP notpebnseT 6onbLue NponyckHOW CNOCOBHOCTH
ceTu.

MUHTepBan u Bpemsi NOBTOpHOM nepegaym 3anpoca ARP

YCTponCTBO nocnegoBaTesibHO oTnpasndeT 3anpocbl ARP ans paspelwweHusa IP-agpeca Ha
MAC-agpec. Yem kopoye nHTepBarn NOBTOPHOW nepenadn, Tem bbicTpee paboTaeT NPOTOKO-.
Uem Bonblue pa3 BbINOMHAETCA NOBTOPHAsA nepedadva 3anpoca ARP, Tem 6ornbLue BepOATHOCTb
yCneLHoro peweHusa u tem 6onblie 6yaet notpebnaTte nonoca nponyckaHna ARP.

MakcumanbHoe KOnM4yecTBO Hepa3spellueHHbIx 3anucen ARP

B nokanbHon cetn atakm ARP n ckaHupoBaHuMe MOryT MpUBECTU K NOSIBNEHUIO GOMbLIOro
KonuyecTBa HepaspelleHHbIX 3anucen ARP, reHepupyembix WNo3oM. B pesdynbTaTe W3 He
moxeT obyyatbcs MAC-agpecam nonb3oBatenen. Ytobbl npegoTBpaTUTh Takue artaku,
nonb3oBaTenM MOryT HaCTPOUTbL MakCcUMaribHOE KONMYEeCTBO HepaspelueHHbIX 3anvcen ARP.
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2.3.3.2. CBA3aHHasA KOHcurypaums

Hactpowka tanm-ayta ARP

3anyctute komaHgy arp timeout seconds B pexume koHdUrypaumm uHtepdenca, 4Tobbl
HacTpouTb Tanm-ayT ARP. Mo ymonuyaHuio Tanm-ayt coctasnseT 3600 cekyHa. Bbl moxeTe
N3MEHWTb ero B 3aBMCMMOCTU OT CUTYaLUW.

HacTtpoika nHTepsana n BpeMeHn noBTopHOM Nepenayun sanpoca ARP.

e BbinonHute komaHay arp retry interval seconds B pexxume rnobanbHOM KOHUrypauumn,
4YTOOblI HacTpoUTb WHTEpPBan MNOBTOPHOW nepegadn 3anpoca ARP. WHTepBan no
ymonyaHuio coctaensieT 1 cekyHay. Bbl MoxeTe u3MeHUTb ero B 3aBMCUMMOCTU OT
cuUTyauumu.

e BuinonHute KomaHgy arp retry times number B pexume rnodanbHOM KOHpUrypawumm,
4yTOObl HACTPOUTL BpeMsi NOBTOPHOM nepeaayn 3anpoca ARP. o ymonyaHuio Bpems
NMOBTOPHOM Nepefayn paBHoO 5. Bbl MOXXeTe U3MEHUTbL ero B 3aBMCUMOCTU OT CUTyaLuu.

HacTponka makcMmansHOro konmyecTsa HepaspeLleHHbIx 3anucen ARP.

BbinonHuTe komaHay arp unresolve number B pexume rnobanbHon KoHdurypauum, 4Tobbl
HaCTpPOUTb MaKCUMarnbHOe KONMYEeCTBO HepaspelleHHblx 3anucen ARP. 3HayeHne no
YMOMYaHUio — MakcumarsibHoe KonnyecTtso 3anucen ARP, nogaepxmeaemMbix yCTPOMCTBOM. Bbl
MOXETE N3MEHUTb €ro B 3aBNUCUMOCTU OT CUTyaUnn.

2.3.4. Trusted ARP
2.3.4.1. MprHUMN paboThbI

B kauectBe Tmna cneumanbHbix 3anncenn ARP B Tabnuuy ARP poGaenarTcsi JOBEPEHHbIE
sanmcn ARP gna npepotBpalwleHuss nogaenkm ARP. [doeepeHHble 3anncu ARP  umetor
XapaKTEPUCTUKN KaK cTaTUYeCcKuX, Tak U guHammnyeckmx sanmcen ARP, ¢ npuoputeTom Bblle,
yeM y gmHamumyecknx 3anmcenn ARP n Huxe, yem y ctatmyeckux 3anucen ARP. Trusted ARP
nMeeT MexaHuU3M ycTapeBaHus, aHanornyHeli mexaHusamy anHamuyeckoro ARP. Korga 3anuch
ARP ycTapeeT, yCTPONCTBO akTUBHO oTnpaBnseT nakeT 3anpoca ARP, 4Tobbl onpenenutsb,
CyLLeCTBYEeT M COOTBETCTBYHOLUMA Monb3oBaTenb. Ecnv nonb3oBatene oTnpaBnseT OTBET,
YCTPOMCTBO CYMTAET MONb30BaTENs aKTMBHbIM U OOHOBNSEeT Tanm-ayT ARP. B npoTMBHOM
cnyyae yctpouncteo yganut 3anncb ARP. Trusted ARP nmeeT xapakTepuctuku ctatmyeckoro
ARP, TO ecTb ycTponcTBo He 3anomuHaeT nakeTbl ARP gns obHoeneHns MAC-agpeca wu
noeHTudukaTopa nHTepdenca s 3anucn ARP.

Korga nonb3oBaTenb NepexoanT B OMEpPaTUMBHLIN PEXUM, cepBep ayTeHTudmKaumm nonyvaet
HagexHoe conoctaeneHne |IP-MAC nonb3oBaTtens yepes komMmyTatop Aoctyna v gobasnser
AoBepeHHble 3anvcn ARP B w3 nonb3oBaTens. OTOT Npouecc npo3paveH A CeTeBoro
agMUHUCTPATOpa M HE BNMSIET Ha paboTy agMUHUCTPATOpa Mo YNpaBfeHUIO CeTbIO.

Tak kak goBepeHHble 3anncn ARP nocTtynatT M3 NOANMHHBLIX UCTOYHMKOB U HE OBHOBMSOTCS,
OHU MOryT adpdeKTUBHO NpeaoTBpaTUTh Nnogaenky ARP, HaueneHHyo Ha Lwrnos.

2.3.4.2. CBAi3aHHasa KOHdurypauums
BkntoueHue trusted ARP.

¢ 3anyctuTte KOMaHgy service trustedarp B pexxume rnobansHom KoHdUrypaumm, 4toobl
BKIMounTb trusted ARP. [laHHas dyHKUMS BbIKIIOYEHA NO YMOSTHYaHUIO.

e BbinonHute «komaHgy arp trusted user-vlan vidl translated-vlan vid2 pgns
AOBEPEHHOro Monb3oBaTens B pexume rnobanbHOM KOoHdUrypaumu, 4Tobbl
peanusoBaTb nepeHanpasneHve VLAN. [JaHHada pyHKUUA BbIKITHOYEHA NO YMONYaHMIO.
Ecnv BupTyanbHas nokanbHas ceTb, KOTOPYIO BblABUHYI cepBep, oTnnyaetcsa ot VLAN
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B pgoBepeHHon  3anucn  ARP, nonb3oBaTensm HeobxoOMMO  BKIMOYUTb
nepeHanpasneHne VLAN.

e 3anyctuTte komangy arp trusted aging B pexume rnobanbHOW KoHurypauum, 4Toohl
BKMounTb yctapeBaHune ARP. [lo ymonyaHnuio poBepeHHble 3anvcu ARP  He
ycTapeBaroT.

e 3anyctute koMaHay arp trusted number B pexume rnobanbHOn KOHUrypawmm, YToobl
HACTPOUTb E€MKOCTb AoBepeHHbiX 3anncen ARP. 3HayeHne no ymMonyaHuio paBHO
nonoBuHe obLen emkocTn 3anncen ARP. Bbl Mmo)keTe nameHuTb ero B 3aBUCUMOCTU OT
cuUTyaumm.

2.3.5. Gratuitous ARP
2.3.5.1. MprHUMN paboTbI

MakeTbl Gratuitous ARP npegcraensatoT cobon ocobbin Tmn naketoB ARP. B Gratuitous
ARP-nakeTte |P-agpeca WCTOYHMKaA M HasHayeHuss aBnsawTca |IP-agpecamu  nokanbHOro
ycTponcTtea. Gratuitous ARP-nakeTbl UMeOT ABa Ha3HAYeHUs:

1. OG6HapyxeHue koHGnukToB IP-agpecoB. Ecnn ycTporcTtBo nony4daet Gratuitous
ARP-nakeT un o6HapyxunBaeT, 4To |IP-agpec B nakeTe Takou Xe, Kak U ero
cobcTBeHHbIN IP-agpec, oHo oTnpaBnsaeT otBeT ARP, 4uTo6bl yBEOOMUTL ApYyroe
YCTPOMCTBO O KOHNnKTe IP-agpecos.

2. O6HoBneHne ARP. MNMpn namenennn MAC-agpeca Ha nHtepgencax yCTponcTeo
oTtnpasnseT Gratuitous ARP-nakeT ons yBeaomneHus Apyrmx yCTPONCTB Ang
obHoBneHns 3anncen ARP.

YcrponctBo MoxeT nonyvatbe Gratuitous ARP-nakeTbl. lMocne nonyvyeHust HenpoBEPEHHOrO
ARP-nakeTa yCTPOMCTBO NPOBEPSIET, CyLLECTBYET N COOTBETCTBYIOLWAA ANHaMNYeckas 3anmnchb
ARP. Ecnun ga, yctponcto o6HoensieT 3anucb ARP Ha ocHOBe MHopmaLmm, cogepallencs B
Gratuitous ARP.

2.3.5.2. CBA3aHHasA KOHcurypaums

BkntoyeHune Gratuitous ARP.

3anyctute KomaHay arp gratuitous-send interval seconds [number] B pexxvume koHurypawumm
nHTepenca, 4tobbl BkNOUNTE Gratuitous ARP. o ymonyaHuio ata yHKUMS OTKMAOYEHa Ha
nHTepgencax. ObbIYHO 3Ty YHKUMIO HEOBXOOMMO BKNKOUUTL B MHTepdence Lwno3a, YTobbl
nepuogudeckn obHoBnATb MAC-agpec Wr3a Ha HWKECTOSWMX YCTPOMCTBAX, 4TO
npegoTBpaLlaeT NOAAENKY LWIo3a ApYrMMuY Nonb3oBaTeNsIMm.

2.3.6. Proxy ARP
2.3.6.1. MpurHUMN paboThbI

BkntoueHne npotokona Proxy ARP, moxeT noMoyb xocTy 6e3 uHpopmauum o mMapupyTe
nonyuntb MAC-agpeca nonb3oBatenen IP B gpyrux nogceTtax. Hanpumep, ecnm ycTponcTBo,
nonyyatouee 3anpoc ARP, HaxoouT ucxogHein IP-agpec B gpyrom cermeHTte cetu ot IP-agpeca
Ha3Ha4YeHWs N 3HaeT MapLupyT OO0 agpeca HasHauyeHus, yCTponcTeo otnpasnseT oteeT ARP,
cogepxawmmn cobecteeHHbln MAC-agpec Ethernet. Bot Tak pabotaet Proxy ARP.

2.3.6.2. CBA3aHHaA KOHdurypaums
BkntoueHne Proxy ARP.

e 3anyctute KOMaHay ip proxy-arp B pexumMe KOHUrypaumm uHTepdenca, 4Tobbl
BKNtoUUTb Proxy ARP.
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L] ,D,aHHaFI d)yHKLI,VIFI BblIKInKO4eHa no yMOJT4aHUo.

2.3.7. Local Proxy ARP

2.3.7.1. MprHUMN paboThbI

MpoTtokon Local Proxy ARP nosBonsieT yCTpOWCTBY BbiCTynaTth B kayecTBe Local Proxy ARP B
nokanbHou cetn VLAN (o6wwen cetn VLAN unu nogcetn VLAN).

Mocne BkntoveHnst npotokona Local Proxy ARP yCTpOMCTBO MOXET MOMOYb MONb30BaTENSM
nonyuntb MAC-agpeca Apyrux nonb3oBaTened B TOW >Xe noaceTn. Hanpumep, ecnv Ha
YCTPOMCTBE BKMNIOYEHA 3aluMTa MopTOB, MOSb3oBaTenu, MOAKMIOYEHHbIE K pasHbIM nopTam,
nsonupyTca Ha ypoBHe 2. [locne BknodeHus npoTokona Local Proxy ycTpowcTso,
nonyvatowee 3anpoc ARP, BbicTynaeT B kadyectBe Local Proxy ARP-cepBepa ans otnpaeku
otBeta ARP, copepxawero cobcrtBeHHbin MAC-agpec Ethernet. B aTtom cnyyae pasHble
nonb3oBaTenn B3auMMOAENCTBYIOT APYr C APYroM Mo MapLupytam ypoBHS 3. BoT Tak paGoTtaeT
npotokon Local Proxy ARP.

2.3.7.2. CBAi3aHHas KOHcurypaums
Bkntouenne npotokona Local Proxy ARP.

e 3anyctute komaHay local-proxy-arp B pexume KoHdurypauum uHtepdenca, 4tobbl
BkMounTh Local Proxy ARP.

o [laHHas oyHKUMS BbIKITHOYEHA MO YMOSTYaHMIO.

e OTa KOMaHAa NoaaepPKMBAETCS TONMbKO Ha BMPTYyanbHbIX UHTEpdencax komMmyTaTopa
(SVI).

2.3.8. OnpepneneHne HagexHocTtn ARP

2.3.8.1. MpuHUMN paboTbl

KomaHnga arp trust-monitor enable ucnonb3yetcs ana BkroyeHus dyHKunoHana anti-ARP
spoofing, 4ToGbI NpegoTBPaTUTL NoNagaHMe N3NULWHKMX GecrnonesHbix 3anncen ARP B pecypchl
ycTpouncTtea. locne Bkno4yeHMs onpegeneHnsa HagexHoctn ARP Ha uHTepdpence 3 ypoBHS,
YCTPOWCTBO NOSy4aeT C 3TOro uHTepgenca naketol 3anpocos ARP:

Ecnun cooTtBeTcTBYyIOWANA 3an1Mcb HE CyLeCcTBYeT, YCTPOWCTBO CO3A4aeT AMHAMUYECKYO 3anuchb
ARP wn BbinonHaetr NUD 4yepes 1-5 cekyHa. To ecTb, YCTPOWCTBO HaYMHAET BbINOMHATL
ycTapeBaHue HefaBHO BblydyeHHbIX 3anucen ARP n otnpaensiet Unicast-sanpoc ARP. Ecnu
YCTPOWCTBO nonyyaeT naket obHoBneHms ARP OT OoQHOpPaHroBOro y3fna B TeYeHWe Cpoka
ycTapeBaHusi, OHO COXpaHseT 3annck. B npoTnBHOM cny4vae 3anuck ByaeTt yaanexa.

Ecnu cooTtBeTcTBYlOWas 3annucbk ARP cywectayeT, NUD He BbinonHseTcs.

Ecnn MAC-agpec B cyuiecTtytoLlen 3anncu guHammyeckoro ARP 06GHOBREH, YCTPOMCTBO Takke
BbinonHaeT NUD.

MockonbKy aTa yHKUMA AobaBnseT CTPOryto npoueaypy noaTBepXaeHus B npouecc obyveHns
ARP, oHa BnusieT Ha apdekTnBHOCTL 00yyeHnsa ARP.

Mocne oTkntodeHnsa aton pyHkuun NUD He TpebyeTcs ons obyveHns n obHOBNEHUs 3anucen
ARP.
2.3.8.2. CBAi3aHHasa KOHcurypauums

BkntoyeHue obHapyxeHus trusted ARP.

BbinonHuTe komaHay arp trust-monitor enable B pexume koHdUrypaumm nHtepdgenca, 4tobol
BKMIOYUTL onpeereHve HagexHoctn ARP. [aHHas dyHKUMS BbIKNIOYEHA MO YMOTYaHUIO.
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2.3.9. IP Guard Ha ocHoBe ARP

2.3.9.1. MpuHUMN paboTbl

Mpw nonyyeHun IP-nakeToB, aapec Ha3HaYeHUs1 KOTOPbIX HEM3BECTEH, KOMMYTaTOP HE MOXET
nepecbinartb Ux W, cnegoBaTernibHO, AOMKeH oTnpaBuTb Ux Ha LM gns paspelleHus agpecos.
Mpw oTnpaeke GonbLIOro KonMyecTsa Takmx naketos Ha LI npoueccop 6yaeTt neperpyxeH, 4To
NoOBNUSIET Ha Apyrue crnyxbbl KOMMyTaTOpa.

Mocne BkntoveHus IP Guard Ha ocHoBe ARP, kommyTaTtop, nony4datoLwwmn nakeTol 3anpoca ARP,
noacynTbLIBaeT KONUMYECTBO NakeToB, B KOTOPbIX IP-agpec HasHavyeHMs nonagaeT B 3Ty 3anucb
ARP. Ecnn 3TO 4ncno paBHO HAaCTPOEHHOMY 4YMCy, KOMMyTaToOp yCTaHaBnMBaeT 3anucb 00
YyCTPOMCTBE B annapaTtHOM obecnedeHunn, 4Tobbl o6opydoBaHne He nepeaano NakeTbl C 3TUM
IP-agpecom HasHayeHuss Ha UI. [lo 3aBepweHuM paspewleHns agpeca KOMMyTaTop
npoJoriKkaeT nepecbinatb nNakeTbl € 9TUM IP-agpecomM HasHayeHus:.

2.3.9.2. CBA3aHHasA KOHdurypaums
Bkntoyenune IP Guard Ha ocHoBe ARP.

e BuinonHute komaHay arp anti-ip-attack B pexume rnodanbHomM kKoHdUrypaumm, 4toobi
HacTpouTb konuyecTBo IP-nakeToB Ansa 3anycka cépoca ARP.

e [lo ymonuaHmio KomMMyTaTop OTOpacbiBaeT COOTBETCTBYOLWYH 3anuce ARP nocne
MoNy4YeHUs1 Tpex HEM3BECTHbIX OAHOAOPECHbIX MaKeTOB, COAepXKalLMX OAMH U TOT Xe
IP-agpec HasHa4yeHus.

2.3.10. NpeobpasoBaHue 3anpocoB ARP B 3anpockl ayteHTudmkauum VLAN

2.3.10.1. MprHUMN paboThbI

B pexxume ayteHTudpmkauyum wno3sa sce noacetv B Super VLAN no ymonyanumio asnstotca VLAN
ayteHTUpmkaumn. [lonb3oBaTenu B ceTu ayTteHTudukaumm VLAN  OOrmKHbl  NpourTU
ayTeHTUbmkaumio onsa goctyna Kk cetu. ocne ayTeHTMduKauuM Ha YCTPOMCTBE CO34aeTcs
cratnyeckas 3anucb ARP. lMoatomy npu goctyne K ayTeHTMOMUMPOBAHHOMY MOMb30OBaTErNto
YCTPOUCTBY He Hy>XHO oTnpaBnaTb 3anpockl ARP B VLAN ayteHTudmkauuun. Ecnmn yctponctso
nblTaeTcda Nony4nTb A0CTyn K nonb3osatendam B VLAN ¢ UCKIoyeHnemM ayTeHTudukauumn, emy
HY>XHO oTnpaBnaTb 3anpocbl ARP Tonbko B VLAN ¢ nckntoveHnem ayteHTudukauuu.

B pexume ayteHTUdUKauuKM Wno3a ata PyHKUMA BKITHOYEHA Ha YCTPOWCTBE MO YMOMYaHUIo.
Ecnn ycTponctBy Tpebyetca [OocTyn K MOMb3oBaTensiM C  WUCKMIOYEHUSAMU B CeTU
ayteHTudurkauumn VLAN, oTknoumTe aTy QYHKUMIO.

2.3.10.2. CBsizaHHasA KOHcUrypaumsa
MpeobpasoaHue 3anpocoB ARP B 3anpockl ayteHTudmkaumm VLAN.

e 3anyctute komaHagy arp suppress-auth-vlan-req B pexume KoHUrypauuu
NHTEepdenca, 4tTobbl He oTNpaenaTb 3anpockl ARP B ceTn ayteHTudmkaumm VLAN.

o [laHHasa dyHKLMS BKNOYEHA MO YMOSTYaHUIO.
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2.4. HacTpouka

HacTtpownka

OnucaHune n KomaHga

BknoyeHne
ctatnyeckoro ARP

(OMNMUMOHAIBHO) Wcnonb3yeTtcda and  BKKOYEHUS  CTaTUYECKOW

npueasku IP-MAC

arp BkrtoueHne ctatndeckoro ARP

Hactpoiika
atpuoytos ARP

Monb3oBatenu MoryT ykasaTb Tavm-ayT ARP, wnHTepBan u Bpems
NoBTOPHOM nepefaunm 3anpoca ARP, a Takke MakcumanbHoe
KONM4eCcTBO HepaspeLueHHbIx 3anncen ARP

arp timeout HacTtponka tanm-ayt ARP

arp retry interval HacTtponka wHTepBan MNOBTOPHOW

nepegayn 3anpoca ARP

arp unresolve HacTtponka
KonmnyecTea

3anucen ARP

MaKkcuUMarnbHOro
HepaspeLLEeHHbIX

BknoyeHue trusted
ARP

(OMUMOHAINBHO) UcnonbayeTca anga 3awmThl oT nogaenku ARP

service trustedarp Bkntouenne gosepeHHoro ARP

arp trusted user-vian BkntoyeHune nepeHanpasneHns
VLAN npu go6aBneHnn 4oBEPEHHON
3anucu ARP

arp trusted aging BkntoyeHune [OBEPEHHOro

yctapeBaHua ARP

HacTtpoika eMKoCcTM [OOBEpEeHHbIX
3anucen ARP

arp trusted

BkntoyeHue
Gratuitous ARP

(OMNMUMOHAIBHO) Wcnonb3yetca anss obHapyXeHusi KOHGIMKTOB
IP-agpecoB u nosBonsetr nepugepuHbIM yCTpoMcTBamMm OBHOBAATL
3anucu ARP

arp gratuitous-send interval BkntoueHne Gratuitous ARP

BkntoyeHue Proxy
ARP

(OMNMUMOHAIBHO) MWcnonbayetcss Ana  BbINONHEHUA  OYHKUUK
npo3payHoro (proxy) cepBepa Aana oTtBeTa Ha 3anpocbl ARP oT
YCTPOWCTB B pasfnyHbIX NOACETAX

ip proxy-arp BkntoueHune Proxy ARP
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Hactpowka OnucaHune n KomaHpa
BkntoyeHne (OMNMUMOHAINBHO) MWcnonbayetcss AOns BbINONHEHUS  OYHKUUK
npotokona _ Local | npo3payHoro (proxy) cepBepa ansa orBeta Ha 3anpockl ARP oT apyrmx
Proxy ARP YCTPOWCTB B TOM Xe NOACETU
local-proxy-arp BkntoyeHune Local Proxy ARP
BkntoyeHne (ONMUMNOHAIBbHO) Wcnonb3yetca Ana OAHOAAPECHOW PaCChINKK

onpeneneHns
HagexHoctn ARP

naketoB ARP-3anpocoB, 4tobbl ybeoutbcsa B TOM, YTO MpPaBUIIbHO
BBeAeHbl 3anmcn ARP

BkntoueHne
HagexxHocTn ARP

arp trusted-monitor enable onpeaenexHuns

BknoyeHne
3almnThbl IP-

agpecoB Ha OCHOBe

(ONMUMNOHAIBHO) Wcnonb3yeTtcs ans npeooTBpalleHust OTnpaBKu
6onbloro konudectsa IP-nakeTtoB Ha LI

ARP

arp anti-ip-attack HacTponka konudectBa |IP-nakeTtos

Ans 3anycka copoca ARP

[NpeobpasoBaHue
3anpocoB  ARP B

3anpochl
ayTeHTudunkaumn

VLAN

(OMNMUMOHAIBHO) Wcnonbayetca onst Toro, 4YtoObl He OTNPaBNATb
3anpocskl ARP B ceTn ayteHTudumkaumm VLAN

arp suppress-auth-vian-req MpeobpasoBaHne 3anpocoe ARP B

3anpocbl ayteHTUprkaumm VLAN

2.4.1. Bknro4yeHue ctatuueckoro ARP

2.4.1.1. PesynbTaT KOHUrypaumum

lMonb3oBatenu MoOryT BpYYHYK Yykasatb conoctasrneHue |IP-MAC, u4Ttobbl npepoTBpaTutb
pacno3HaBaHune yCTPOMCTBOM HeBepHbIX 3anncen ARP.

2.4.1.2. NpumeyaHun

lMocrne HacTpouku ctatndeckon 3annucu ARP kommyTtaTtop L3 3anoMunHaeT usndecknin nopr,
cootBetcTBytowmn MAC-agpecy B cTtatudeckon 3anucu ARP, npexge 4em BbINOMHATH

MapLwpyTmn3auuto.

2.4.1.3. dTtanbl KOH(Urypaumm

HacTponka ctatudecknx 3anucen ARP.

e  OnuyuoHanbHo.

e MoxHo HacTpouTb cTaTmdeckyto 3anuce ARP ans npusdasku IP-agpeca yctponctea

Bocxogduwlero notoka k ero MAC-agpecy,

4yTOObl NPEenoTBPaTUTL WU3MEHeHWne

MAC-agpeca, Bbi3aBaHHOe aTakamn ARP.

e Hactponka cratnyeckux 3anucen ARP npoussoguTca B pexume

rnobarnbHomn

KOHcpurypauuu.

(@ arecy
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2.4.1.4. NpoBepka KOH(pUrypaumum

BbinonHute komaHgy show running-config, 4tobbl npoBeputb pesynbTtat. Minu 3anyctute
show arp static, 4yTobbl NpoBepuTb, co3gaHa nu Tabnuua kewa cratundeckoro ARP.

2.4.1.5. CBAA3aHHble KOMaHAbI

HacTtpoika ctatndeckux 3anuncen ARP.

KomaHga arp [vrf name | oob] ip-address mac-address type
Onucanwue vrf name: ykasbiBaeT 0b6bekt VRF. [Mapamerp hame ykasbiBaeT uUMs
napameTpos o6bekta VRF.
oob: HacTpauBaeT cTtatuyeckyto 3anucb ARP ana Management-nopra.
ip-address: ykasbiBaeT |P-agpec, conoctaBneHHbin ¢ MAC-agpecowm,
KOTOPbIA UMEET YETbIPEXTOYEYHbIN AECATUYHbBIA dopmar.
mac-address: yka3biBaeT agpec L2, coctoawmm ns 48 o6ur.
type: ykasbiBaeT Tmn uHkancynaumm ARP. Ons wuHTepdenca Ethernet
Krnto4eBoe CroBo arpa
Pexxum Pexxunm rmobanbHon KoHurypaumm
KOHcpurypauum
BcTpoeHHas KommyTtatopa 3anpawwmnsaeT 48-6utHbin MAC-agpec Ha ocHoBe
noackaska 32-6utHoro IP-agpeca B Tabnuue kewa ARP.

lMockonbKy GONBLUIMHCTBO XOCTOB  NOAOEPXMBAKOT  OMHAMUYECKOe
paspeweHne ARP, o0blMHO cTaTtmyeckoe conocTtaeneHne ARP  He
HacTpoeHo. Wcnonb3ynte komaHgy clear arp-cache pgns oO4uCTKM
anHamuyeckunx 3anucen ARP

2.4.1.6. MNpumep KoHcurypaumm

CueHnapwui Tononoruto cetn (PucyHok 2-1)
SAT1anbl Hactponte crtatnyeckyto 3anmce ARP Ha B, 4ToObl cTaTtMyeckn cBsa3aTtb
KOHdpurypauuu IP-agpec A ¢ MAC-agpecom.

QTECH(config)#arp 192.168.23.1 001F.CE22.334B arpa
MpoBepka 3anyctute komaHgy show arp static, 4To6bl 0TO6pPa3nTb CTaTUYECKYHO
KOHcpurypauuu 3anucb ARP.

QTECH(config)#show arp static
Protocol Address  Age(min) Hardware Type Interface
Internet 192.168.23.1 <static> 001F.CE22.334B arpa

1 static arp entries exist
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2.4.1.7. TUNn4YHbIE OLUNOKU

HesepHbin MAC-agpec B ctatnyeckom ARP.

2.4.2. Hactpouka atpuoyros ARP

2.4.2.1. PesynbTaTt KOH(pUrypauum

lNonb3oBaTtenu MoryT ykasaTtb Tanm-ayT ARP, nHTepBan n Bpemsi NOBTOPHOW Nepeaayum 3anpoca
ARP, a Takke MakcumarnbHOE KONMYeCTBO HepaspeLlleHHbIX 3anncen ARP.

2.4.2.2. dTtanbl KOH(pUrypaumm

Hactpoika Tanm-ayta ARP.

OnunoHanbHo.

B nokanbHOM ceTtu, ecnyn nonb3oBaTenb vacto nepexogut B online/offline pexnm,
pPEKOMEHAYEeTCsl YCTaHOBUTbL Manoe Bpemsa oxuaganusas ARP  ana  yaanexus
HeKoppeKTHbIX 3annucen ARP kak MOXHO ckopee.

HacTtpoite Tanm-ayt ARP B pexnme koHdurypaumm nHtepdenca.

HacTponka nHtepana n BpemeHn noBTOpHOM nepegaymn 3anpoca ARP.

OnuvoHanbHo.

Ecnn ceTeBble pecypcbl HeOOCTaTOYHbI, PEKOMEHAYETCs YCTAaHOBWUTb WHTepBarn
noBTOPHOW nepeaaymn 3anpoca ARP 6onbLlumm, a Bpems NOBTOPHOW Nepedayun Manbim,
4YTOGbI CHM3UTbL NOTPebneHne NPOMNyCKHON CNOCOBHOCTM CETMW.

HacTtponte wuHTepBan n BpemMs NOBTOpHOW nepepayn 3anpoca ARP B pexume
rnobanbHOM KOHUrypaLumm.

HacTtpoika MakcumanbHOro konnyecTea HepaspeLleHHbIX 3anncen ARP.

OnumoHanbHo.

Ecnu ceTeBbIX pecypCcoB HEQOCTAaTOYHO, PEKOMEHAYETCH YCTAHOBUTb MakCUMarnbHOe
KONM4yecTBO HepaspelleHHbix 3anucen ARP, 4tobbl cHM3UTL noTpebrneHne nonochbl
NpOMnyCKaHus CEeTU.

HacTtpoinTte makcMmanbHOE KONMYECTBO HepaspelleHHbix 3anucen ARP B pexnme
rnoGanbHON KOHUrypaLmm.

2.4.2.3. NpoBepka KOH(pUrypaumum

3anyctute komaHady show arp timeout ans otobpaxkeHus TanM-ayTa BCeEX UHTePEencos.

BbinonHute komaHgy show running-config, 4ytobbl 0TOOpa3nTbL MHTEPBAN M BPpeEMsI MOBTOPHOWN
nepenayn 3anpoca ARP, a Takke MakcMmarnbHOE KONM4ecTBO HepaspeLleHHbIX 3anncen ARP.

2.4.2.4. CBsi3aHHble KOMaHAbl

HacTtpowka Tanm-ayta ARP

KomaHpa arp timeout seconds

OnucaHne seconds: ykasblBaeT BpeEMS OXMAaHWUS B CeKyHOax B agunanasoHe ot 0 go
napameTposB 2 147 483. 3HayeHne no ymonyanuio: 3600

Pexxum Pexxum koHurypaumm nHtepderica

KOHcpurypauuu

55

QTECH

MWP [OOCTYMNHEE




PykoBoacteo no HacTponke QSW-8113

Hactponka ARP | gtech.u_|
BcTpoeHHas Tanm-ayT ARP npumeHsieTca TONbKO K AMHAMUYECKMM COMOCTaBEHUAM
noackaska IP-MAC. Yem meHblue 3HayeHne ARP timeout, Tem ToyHee Tabnuua

conocTaenenus, xpansuwasca B ke ARP, Ho ARP notpebnsiet 6onbLue
NpOMyCKHOM CNOCOBHOCTU ceTn

HacTtpowka nHTepBana n BpeMeHu NoBTOPHOW nepeaayun 3anpoca ARP

KomaHga arp retry interval seconds

Onucanve seconds: ykasblBaeT WHTepBan MNOBTOPHOW nepefadn 3anpoca ARP B
napameTpoB cekyHaax B ananasoHe ot 1 go 3600. 3Ha4yeHne no ymMonyaHuio: 1

Pexxum Pexunm rmobanbHon KoHurypauum

KOHdoUrypaumm

BcTpoeHHas Ecnu yctponctBo 4acto otnpasndeT 3anpockl ARP, n ato BnuseT Ha
noackaska NPOM3BOANTENBHOCTL CETU, MOXHO YCTaHOBUTb Ooriee AnuTernbHbIN

WHTEepBan MNOBTOpHOWM nepegadnm 3anpoca ARP. Y6egurtecb, 4TO 3TOT
WHTepBan He npesbiwaeT Tanm-ayT ARP

HacTponka makcumanbHOro Konum4yecTea HepaspeLleHHbIX 3anucen ARP

KomaHga arp unresolve number

Onucanve number: ykasbiBaeT MakCMMarnbHOe KONMYEeCTBO HepaspeLLeHHbIX 3anmcem
napameTpoB ARP B gnanasoHe ot 1 go 8192. 3HayeHune no ymonyanuio: 8192

Pexxum Pexwnm rmobanbHon KoHdUrypaumm

KOHcpurypauum

BctpoeHHas Ecnn B Tabnuue kewa ARP cywectByeT ©00mbllOe KONMYECTBO
noackaska Hepa3speLUeHHbIX 3anncen, KOTopble Yepe3 HEKOTOPOE BPEMSI OCTalOTCS B

Tabnvue, pekoMeHAyeTCs UCNoNb30BaTh 3Ty KOMaHAY ANS OrpaHn4eHus
KonmyecTBa HepaspeLleHHbIx 3anncen ARP

2.4.2.5. NMpumep KoHcpUrypaumm

CueHapun Tononoruio cetn (PucyHok 2-1)
OTansl e YcraHoBuTE Bpems oxuagaHuna ARP Ha 60 cekyHg Ha nopte
KOHoUrypaumum GigabitEthernet 0/1.

e YcTaHOBUTE MWHTepBan MOBTOpHOW nepepayn 3arnpoca ARP Ha
3 cekyHq,.

e YcTaHoBWTE Bpems NOBTOPHOW nepeaayn 3anpoca ARP pasHbIM 4.

e YcTaHOBWUTE MakcMMaribHOE KONMMYEeCTBO HepaspeLleHHbIX 3anuncem
ARP paBHbIM 4096
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MWP [OOCTYMNHEE

56




PykoBoacteo no HacTponke QSW-8113

Hactporika ARP

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#arp timeout 60
QTECH(config-if-GigabitEthernet 0/1)#exit
QTECH(config)#arp retry interval 3
QTECH(config)#arp retry times 4

QTECH(config)#arp unresolve 4096

MpoBepka
KOHdoUrypaumm

¢  3anyctute komaHgy show arp timeout, ytobbl 0TO6pa3nTL TanmayT
nHTEepemnca.

e Buinonuute komaHgy show running-config, 4tobbl oTobpasntb
WHTepBan 1 Bpemda NOBTOPHOW nepenadn sanpoca ARP, a Takke
MakcuMarnbHoe KOM4eCcTBO HepaspeLleHHbIx 3anncen ARP

QTECH#show arp timeout

Interface arp timeout(sec)
GigabitEthernet 0/1 60
GigabitEthernet 0/2 3600
GigabitEthernet 0/4 3600
GigabitEthernet 0/5 3600
GigabitEthernet 0/7 3600

VLAN 100 3600

VLAN 1M1 3600

Mgmt 0 3600

QTECH(config)# show running-config
arp unresolve 4096
arp retry times 4

arp retry interval 3

2.4.3. BknroydeHue trusted ARP

2.4.3.1. PeaynbTaT KOHUrypaumm

LLnto3 3awmileH ot nogaenkn ARP.

2.4.3.2. dTanbl KOH(pUrypaumm

BkntounTe trusted ARP B pexume rmobanbHOM KOHUrypawmm.

2.4.3.3. NpoBepka KOHUrypauum

3anyctute komaHay show arp trusted, 4Tobbl 0TOOpa3nTb fJoBepeHHbIe 3anncn ARP.
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BbinonHute komangy show running, 4Tobbl NPOBEPUTL, KOHUIypaLuio.

2.4.3.4. CBAA3aHHble KOMaHAbI

BknroyeHue trusted ARP

KomaHpa service trustedarp

Pexxum Pexxnm rmobanbHon KoHurypauum

KOHdourypaumm

BcTtpoeHHas Trusted ARP — 310 doyHKLMA 3aWwmnTbl OT nogmeHbl ARP
noackaska

BkniouyeHue nepeHanpaBneHma VLAN npu go6aBneHumn goBepeHHoun 3anmcu ARP

KomaHpa arp trusted user-vlan vidl translated-vlan vid2

Onucanve vidl: ykasbiBaeT ngeHtudukatop VLAN, HACTpOEHHbIN Ha cepBepe.
napamMeTpos vid2: yka3biBaeT uaeHTdmKaTop nepeHanpasneHHoro VLAN

Pexxum Pexunm rmobanbHon KoHurypauum

KOHdoUrypaumm

BcTpoeHHas OTa KomaHOa OEWCTBYET TOJMbKO MOCHe BKMHOYEHUA npoTtokona Trusted
noAckaska ARP. 3T1a komaHaa MOXeT 6biTb NPUMEHeHa TOMbKO B TOM Cryvae, ecnu

BUpTyarbHaga nokanbHas CeTb Ha cepBepe OTnMyaeTcs OT BUPTyaribHON
nokanbHon ceTtu B 3anucu Trusted ARP

OTo6paxeHne goBepeHHbIX 3anucen ARP

KomaHpa show arp trusted [ip [mask]]

Onucanve ip: ykasbiBaetcs IP-agpec. Otobpaxatotrcs 3anvcn ARP ansa ykaszaHHOro

napameTpoB IP-agpeca. Ecnu ykasaHo knoyeBoe crnoBo trusted, oTtobpaxaroTcs
TONbKO AoBepeHHble 3anncu ARP. B npoTMBHOM crnyyae otobpaxatoTcs
3anucu HegoeepeHHoro ARP.
mask: otobpaxatorca 3anucu ARP B IP-noaceTn. Ecnu ykasaHo kntoyeBoe
cnoeo trusted, oToGpaxarTca TONbKO OOBepeHHble 3anvcn ARP. B
NPOTMBHOM criyyae otobpakatoTcsa 3anucu HegosepeHHoro ARP

Pexnm MpuBunernposaHHbin EXEC pexnm

KOHcpurypauuu
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YpaneHue poBepeHHbIX 3anucen ARP

KomaHpa clear arp trusted [ip [mask]]

Onucanune ip: ykasbiBaeTcs IP-agpec. OTobpaxatotcs 3anmcn ARP ykasaHHoro |IP-

napamMmeTpoB agpeca. Ecnn ykasaHo knto4veBoe croBo trusted, otobpaxaroTcsi TONbKO
poBepeHHble 3anucn ARP. B npoTnBHOM crniydyae otoGpaxatroTca 3anmcu
HegoBepeHHoro ARP.
mask: otobpaxatotca 3anmcn ARP B IP-nogcetn. Ecnn ykasaHo
KIto4eBoOe CcroBo trusted, oTtobpaxalTcs TONbKO OOBEPEHHbIE 3anmcu
ARP. B npotuBHom cnydae otobpaxatroTcs 3anucu HegoBepeHHoro ARP

Pexxum MpuBunernposaHHbin EXEC-pexnm

KOHdoUrypaumm

BcTtpoeHHas lMocne BbINONHEHWA kKOMaHAbl clear arp trusted ans yganeHus Bcex

noackaska noBepeHHbIx 3anucern ARP Ha koMmyTaTope norfb3oBaTenu MoryT He

nonyynTb OOCTYN K CETU.

PekomeHaoyetca wucnonb3oBaTb KomaHay clear arp trusted ip ans
yOaneHus ykasaHHoun foBepeHHon 3annucu ARP

BknioyeHue poBepeHHoro ycrapesaHusa ARP

KomaHga arp trusted aging

Pexum Pexwnm rnobanbHon KoHdUrypaumum

KOHdpurypauuu

BcTtpoeHHas Mocne wcnonb3oBaHUs 3TOWM KOMaHAbl AoBepeHHble 3anmcn  ARP
noacka3ka HayMHalT ycTapeBaTb, C age-time Takum >xe, Kak Ans ANHaAMUYECKOro

ARP. [Ina HacTponkn BpeMeHu ycTapeBaHns MOXHO 3anyCTuUTb KoMaHay
arp timeout B pexxume kKoHdUrypaumm nHrepderca

HacTtponka emkocTu goBepeHHbIX 3anucen ARP

KomaHnoa arp trusted number

Onuncanue number: MMHMManbHoe 3HaveHne paBHo 10. MakcumarnbHOe YNCno — 3TO

napameTpoB €MKOCTb, nogaepxmsaemad yctponctsom, muHyc 1024. Mo ymonyaHuio
MaKcumarnbHOe KONMYecTBO AoBepeHHbIX 3anucer ARP paBHO nonosuHe
obuen emkoctn 3anucen ARP

Pexum MpuBunernpoBaHHbin EXEC-pexnm

KOHcpurypauum
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BcTtpoeHHas Ytobbl 3Ta KOMaH4a cTana gOCTynHa, cHavana Bkntounte Trusted ARP.
noAckaska [oBepeHHble 3anvcn ARP v gpyrue 3anvcu COBMECTHO WCMONb3YHoT

onepaTtuBHYyO NamMATb. Ecnu gosepeHHble 3anncn ARP 3aHMMaroT MHOro
MecTa, MOXeT He ocTaTbCsa MecTa Ans AuHamuydeckmx 3anucen ARP.
3apanite konuyectBo 3anvcet ARP B cooTBETCTBUM C HEOOXOANUMOCTLIO.
He 3apaBaniTe cnuLikom 0osblLLoe 3HaYeHne

2.4.3.5. Npumep KoHcurypaumm

CueHapun

Tononorusa cetn (PucyHok 2-1)

OTanbl KOHUrypaumm e Bkniouute Trusted ARP.

e  Bkntouute nepeHanpasneHne VLAN.
e Bkntounte ycrapeBaHue Trusted ARP.

e YcTaHOBUTE MAaKCcMMaribHOe KOnu4ecTBO 3anucen Trusted
ARP paBHbiM 1024

QTECH(config)#service trustedarp

QTECH(config)#arp trusted user-vlan 2-9 translated-vlan 10
QTECH(config)#arp trusted aging

QTECH(config)#arp trusted 1024

MpoBepka
KOHdpurypauuu

e Bbinonnute «komaHgy show running-config, u4TOGbI
NPOBEPUTb KOHUrypaLmo

QTECH(config)# show running-config
service trustedarp
arp trusted user-vlan 2-9 translated-vlan 10

arp trusted aging arp trusted 1024

2.4.3.6. TUNUYHbIEe OLLUOKU

Ecnin trusted ARP oTkntoveH, HasHavyeHunsa 3anncen ARP HEBO3MOXHO.

2.4.4. Bkno4yeHue Gratuitous ARP

2.4.4.1. PeaynbTaT KOHcUrypaumm

UHTepdbenc nepnoguyeckn otnpaeBngeT HesanpoLleHHble nakeTsl ARP.

2.4.4.2. dTtanbl KOHpUrypaumm

e  OnuyuoHanbHo.

e Korga kommyTaTop BbICTynaeT B Ka4ecTBe LUNi03a, BKYuTe B MHTepdence Gratuitous
ARP, 4TOObI Apyrve Nonb3oBaTeny He MOrnn NoABepPrHyTbCca nogmeHe ARP.

e Bknounte Gratuitous ARP B pexxume KoHdurypauum nHtepdgenca.
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2.4.4.3. NpoBepka KOH(pUrypaumum

3anyctute komaHgy show running-config interface <name>, 4To6bl NPOBEPUTL, YCMELLHO NN
BbINOSIHEHA KOHUrypauus.

2.4.4.4. CBA3aHHble KOMaHAbI

BkntouyeHune Gratuitous ARP.

KomaHpa arp gratuitous-send interval seconds [number]

Onucanune seconds: ykasblBaeT UHTepBan gns otnpasku Gratuitous ARP 3anpocos.

napameTpoB EovHuua nsmepeHna — cekyHabl. [uanasoH sHavyeHui ot 1 go 3600.
number: yka3biBaeT KONMYECTBO OTNpasreHHbIX Gratuitous ARP 3anpocos.
3HayeHue no ymonyanuto: 1. [lnanasoH 3HaveHun ot 1 go 100

Pexnm Pexxum koHdurypaumm nHtepderica

KOHcpurypauum

BctpoeHHas Ecnn ceTeBo UHTEpenC yCcTporNCTBa BbICTYNAET B KAYeCTBE LWMto3a Ans

noAckKaska nocnegyowmnx YCTPOMCTB, HO YCTPOWCTBO, PaCroOfioXeHHOe HWxXe Mo
NOTOKY, NpeTeHOyeT Ha ponb LWM3a, BKAYMTE Ha WHTepdence
Gratuitous ARP, 4To6bl gaHHOE YCTPONCTBO 0OBABUIIO CeOs1 HACTOSALLNM
LUMNIO30M

2.4.4.5. NMpumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl Hactponte untepgenc GigabitEthernet 0/0 Ha oTnpaBky Gratuitous ARP
KOHcpurypawmm nakeTa Kaxaple 5 cekyHp

QTECH(config-if-GigabitEthernet 0/0)#arp gratuitous-send interval 5
MpoBepka BbinonHute komangy show running-config interface, 4tobbl NpoBEpPUTL
KOHdMrypauum | pesynbtar

QTECH#sh running-config interface gigabitEthernet 0/0

Building configuration...

Current configuration : 127 bytes
|

interface GigabitEthernet 0/0
duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0
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arp gratuitous-send interval 5

2.4.5. Bknro4yeHue Proxy ARP

2.4.5.1. PesynbTaTt KOH(pUrypauum

YCTpONCTBO BbICTYNaeT B KadecTBe Proxy ARP ans otBeTa Ha nakeTbl ARP-3anpocoB oT gpyrnx

nonb3oBaTenemn.

2.4.5.2. NpumeyaHun

Mo ymonyaHuto npoTtokon Proxy ARP oTknto4veH.

2.4.5.3. dTanbl KOH(Urypaumum

e  OnuuoHanbHo.

e Ecnn nonb3oBatento 06e3 wuHdopMauMM O MapLpyTe HeobxoauMo MOonyYnTb
MAC-agpeca IP-nonb3oBaTtenen B gpyrnx noacetsax, BKAUYMTE npotokon Proxy ARP
Ha YCTpPOWCTBE, YTOObI YCTPOMCTBO MOFSIO BbIMOSHATL POJSib MPO3padHoOro (proxy)
cepBepa ans otnpasku otBeToB ARP.

o  Bkntouute Proxy ARP B pexnme KoHpurypaumm nHtepdenca.

2.4.5.4. NpoBepkKa KOH(pUrypaumm

3anyctute komaHay show ip interface <name>, ytoObl NpoOBEpPUTL pe3ynbTar.

2.4.5.5. CBA3aHHble KOMaHAbI

BkritoueHne Proxy ARP.

KomaHpga

ip proxy-arp

Pexxum koHdurypaumm Pexxum koHdurypauumn nHtepgenca

2.4.5.6. Npumep KoHcurypaumm

CueHnapwui Tononorusa cetn (PucyHok 2-1)
OTansbl Bkntounte Proxy ARP Ha nopte GigabitEthernet 0/0
KOHdpurypauuu
QTECH(config-if-GigabitEthernet 0/0)#ip proxy-arp
MpoBepka BbinonHuTe komaHay show ip interface, 4Tobbl NpoBepuUTL pesynbtat
KOHoUrypaumum

QTECH#show ip interface gigabitEthernet 0/0
GigabitEthernet 0/0
IP interface state is: DOWN
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IP interface type is: BROADCAST

IP interface MTU is: 1500 IP address is:
No address configured

IP address negotiate is: OFF

Forward direct-broadcast is: OFF
ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachable is: ON

DHCP relay is: OFF

Fast switch is: ON

Help address is: 0.0.0.0 Proxy ARP is: ON

ARP packet input number: 0

Request packet :0

Reply packet : 0

Unknown packet :0

TTL invalid packet number: 0

ICMP packet input number: 0

Echo request :0
Echo reply 0
Unreachable :0
Source quench 0
Routing redirect 0

2.4.6. BknroyeHune npotokona Local Proxy ARP

2.4.6.1. PesynbTaT KOHUrypauum

YcTponcTBo BbICTynaeT B kadectse Local Proxy ARP ansa otBeta Ha nakeTbl ARP-3anpocoB ot
ApYyrnx nonb3oBaTterien B TOM e NoaceTu.

2.4.6.2. NMpumeyaHun

MpoTtokon Local Proxy ARP nogaepxusaetca Tonbko B SVI.

2.4.6.3. dTanbl KOH(Urypaumm

e  OnuyuoHanbHo.

e Ecnu nonb3oBaTenb, NOAKOYEHHbIN C UCNOMNb30BAHUEM U30MSLUMM MOPTOB, OOSMKEH
YyCTaHOBUTb CBA3b C nonb3oBatenamu B cetu VLAN, Bknwounte Ha ycTpoucTse
npotokon Local Proxy ARP.

e Bkmounte Local Proxy ARP B pexunme KOHUrypaumm nitepdenica.

2.4.6.4. NMpoBepka KOHdUrypauum

3anycTtute komaHgy show run interface <name>, 4yTo6bl NPOBEPUTL pesynbTar.
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2.4.6.5. CBA3aHHble KOMaHAbI

BkntoyeHune npotokona Local Proxy ARP.

KomaHga local-proxy-arp
Pexnm Pexxum koHdurypaumm nHtepdpenca
KOHUrypauum

2.4.6.6. NMpumep KoHcpUrypauumm

Cuenapwui Tononorusa cetn (PucyHok 2-1)
OTansb! Bkntounte npotokon Local Proxy ARP Ha uHTepdeince VLAN 1
KOHcpurypauum

QTECH(config-if-VLAN 1)#local-proxy-arp

MpoBepka BeinonHute komangy show running-config interface vlan 1, 4tobbl
KOHcpurypauum NpoBepUTL pesynbTaT

QTECH#show running-config interface vlan 1

Building configuration...

Current configuration : 53 bytes

interface VLAN 1
ip address 192.168.1.2 255.255.255.0 local-proxy-arp

2.4.7. Bknro4yeHue onpepeneHns HagexHoctu ARP

2.4.7.1. PesynbTaTt KOH(pUrypauum

BkntoyaeT onpegeneHne HagexHoctn ARP. Ecnu ycTpomncTBo, nonyyarlllee nakeT 3anpoca
ARP, He HaxoauT COOTBETCTBYLLYIO 3anucb, oHO BbinonHAeT NUD. Ecnun MAC-agpec B
cylwiecTeytoLwen anHammdeckon 3anncm ARP oBHOBMEH, YCTPOMCTBO HEMEANEHHO BbINOMHAET
NUD gnsa npegotBpaweHus atak ARP.

2.4.7.2. MpumeyvaHusn
MockonbKy aTa oyHKLMs gobaBnsaeT CTporyro npoueaypy NogTBEPXKAEHUS B npouecc 0byyeHns
ARP, oHa BnusieT Ha achdekTnBHOCTb 00yyeHna ARP.

2.4.7.3. dTanbl KOH(pUrypauum

e  OnuyuoHanbHo.

o Ecnu tpebyetca obydeHne 3anucam ARP, BkniouuTe Ha YyCTPOWCTBE onpeneneHue
HagexHocTn ARP. Ecnn yctponcTsy, nony4varowiemy naket 3anpoca ARP, He yaaeTtca
HaWTM COOTBETCTBYIOLLYK 3anucb, HeobxoOuMO OTNpPaBUTb MNakeT OAHOaAPEeCHOro
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3anpoca ARP, 4Tobbl NpoBEpPUTb, CYLLECTBYET S OOHOPAHIOBbIA KOHEYHLIN y3en. Ecnn
Aa, ycTpoucTtso 3anomuHaeT 3anuce ARP. B npoTuBHOM criydae YCTPOWCTBO He
3anomuHaet 3anucb ARP. Ecnu MAC-agpec B 3anucn ARP nsmeHsieTcs, yCTponcTBo
HemMmegneHHo BbinonHMT NUD ansa npepoTBpalteHuns nogaenkm ARP.

o Bknouute onpegeneHve HagexHoctTn ARP B pexume koHdurypauum nHtepderica.

2.4.7.4. NpoBepkKa KOH(pUrypaumum

3anyctute komaHgy show running-config interface <name>, 4To6bI NPOBEPUTL pe3ynbTarT.

2.4.7.5. CBAA3aHHble KOMaHAbI

BkntoueHne obHapyxeHust goBepeHHocTn ARP.

KomaHga arp trust-monitor enable

Pexxum Pexunm koHdurypaumm nHtepdenca

KOHcpurypauum

BcTtpoeHHas e Bkntounte 3ty byHKumo. Ecnn cootBeTcTBytowasn 3anmcb ARP
noackaska cywecteyeT u MAC-agpec He OBHOBNSETCS,, YCTPOWCTBO He

BbinonHaeT NUD.

e Bknwounte a1ty dyHkumio. Ecnn MAC-agpec cyuwiectBytoLlen
AnHammnyeckon 3anmcn ARP 0GHOBNEH, yCTPOMCTBO HEMEOSIEHHO
BbinonHsaetT NUD.

e [locne OTKNIOYEHUS 3TOM OYHKLMM YCTPONCTBO HE BbIMOMHSAET
NUD ans obyyeHus nnu obHoeneHus 3anucen ARP

2.4.7.6. NMpumep KoHcpUrypaumm

CueHnapwui Tononorusa cetn (PucyHok 2-1)
OTansbl BkntounTe onpegenexune HagexHoctn ARP Ha nopte GigabitEthernet 0/0
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)#arp trust-monitor enable
MpoBepka 3anyctute komangy show running-config interface, 4tobsl NnpoBepuUTL
KOHcpurypauum peaynbTaTt

QTECH#show running-config interface gigabitEthernet 0/0
Building configuration...

Current configuration : 184 bytes

!

interface GigabitEthernet 0/0

duplex auto

speed auto
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ip address 30.1.1.1 255.255.255.0

arp trust-monitor enable

2.4.8. Bknro4veHue 3awumthl IP-agpecoB Ha ocHoBe ARP

2.4.8.1. PesynbTaT KOHUrypauum

Korga npoueccop nosiydaeT ykasaHHOE KOSIMYeCcTBO NakeToB, B KOTOPbIX IP-agpec HasHayeHus
npucytctByeT B 3anucax ARP, Bce naketbl ¢ atum |P-agpecom HasHadeHus He Oyayt
oTnpasneHbl Ha LI Bnocneacteum.
2.4.8.2. dTanbl KOHcpUrypaumum

e  OnuuoHanbHo.

e [lo ymMON4YaHuIO, YCTAHOBMNEHO 3Ha4YeHWe TpU HEeU3BECTHbIX O4HOAAPECHbLIX MakeTa.
lMonb3oBaTenu MOryT BbINOMHUTL 3TY KOMaHAy, YTOObl HACTPOUTbL KONMYECTBO NakeToB
Aans 3anycka copoca ARP. [Nonb3oBaTenu Takke MOTyT OTKIMOYUTL 3TY PYHKLUMIO.

e HactponTte IP-3awmnTty Ha ocHoBe ARP B pexnme rnobanbHon KoHUrypaumm.

2.4.8.3. NpoBepka KoOH(pUrypaumm
BbinonHute komaHay show running-config, 4ToGbl NpoBepuThL pesynbrar.

2.4.8.4. CBA3aHHbIe KOMaHAbI
BkrnitoueHue sawmtel IP-agpecoB Ha ocHoBe ARP.

KomaHga arp anti-ip-attack num
Onucanwue num: ykasbliBaeT konm4yectBo |P-naketoB ansa 3anycka cbpoca ARP.
napameTpoB [unana3oH 3HaveHur ot 0 go 100.

0 ykasbiBaeT Ha TO, YTO |IP-3awmuTa Ha ocHoBe ARP oTkntoveHa. 3HayeHune
no ymon4yaxuio: 3

Pexnm Pexxum koHdurypaumm nHtepdpenca

KOHcpurypauum

BcTpoeHHas Ecnn annapaTHbIX pecypcoB LOCTATOYHO, BbIMOSIHUTE KOMaHgy arp anti-
noackaska ipattack num, 4TOBbLI YCTaHOBWUTHL KONMM4ecTBO IP-nakeToB AOna 3anycka

cbpoca ARP Ha Hebonblioe 3HadeHuwe. Ecnv annapaTHbIX pecypcoB
He4OoCTaTO4HO, BLIMNONHUTE KOMaHAy arp anti-ip-attack num, 4tobbl 3agatb
bonbwoe konuyectBo |IP-naketoB pAns 3anycka cbpoca ARP, wunu
OTKITHOUUTE 3TY PYHKLUUNIO

2.4.8.5. Npumep KoHcpUrypauumm

CueHnapwui Tononorusa cetn (PucyHok 2-1)
OT1anbl Bkntounte 3awmTty IP Ha ocHoBe ARP Ha B.
KOHcpurypauuu
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QTECH(config)#arp anti-ip-attack 10

MpoBepka BbinonHuTe komaHgy show running-config, 4Tobbl NpoBepuUTL pesynbTaT
KOHGoUrypaumm

QTECH#show running-config
Building configuration...
Current configuration : 53 bytes

arp anti-ip-attack 10

2.4.9. NpeobpasoBaHue 3anpocoB ARP B 3anpocbl ayteHTudmukauum VLAN

2.4.9.1. PesynbTaTt KOH(pUrypauum

YCTponcTBO He oTnpaBnsaeT nakeTbl 3anpoca ARP B cetn ayteHTudpumkauum VLAN.

2.4.9.2. NpumeyvaHusn

OTa dyHKUMA NogaepXNBaETCs TOrbko Ha SVI.

2.4.9.3. dTanbl KOH(pUrypaumm

e  OnuyuoHanbHo.

o B pexume ayteHTUdMKaLUK LLMHO3a YCTPOUCTBO NO YMOMYaHUIO HE OTNpaBnaeT nakeThbl
3anpoca ARP B cetn ayteHTudwukauunm VLAN. Ecnu ycTponcTtBy HeobGxogumo
oTnpaBuTb nakeTbl 3anpoca ARP B cetu ayteHTuduKkauum VLAN, BbINONHUTE KOMaHOY
no arp suppress-auth-vlan-req, 4tobbl OTKMOUYUTE 3TY YHKLMIO.

e  BhINonHuTe 3Ty HACTPOKKY B pexmme KoHdUrypaumm nHtepdeinca.

2.4.9.4. NMpoBepka KOHdUrypauum

3anyctute komaHgy show run interface <name>, 4tobbl NPoOBEPUTL pesynbTar.

2.4.9.5. CBA3aHHbIe KOMaHAbI

MpeobpasosaHune 3anpocoB ARP B 3anpockl ayteHTudmkaumm VLAN.

KomaHga arp suppress-auth-vlan-req
Pexnm Pexxum koHdurypaumm nHrepdpenca
KOHUrypauum

2.4.9.6. Npumep KoHcuUurypaumum

CueHnapwui Tononorusa cetn (PucyHok 2-1)

OT1anbl Otkniounte uHTepcenc VLAN 2 ot nepepaum 3anpocoB ARP B cetu
KOHoUrypaumnm ayteHTudpukauyum VLAN.

QTECH(config-if-VLAN 2)#no arp suppress-auth-vlan-req
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MpoBepka 3anyctute komangy show running-config interface <name>, 4To6bl
KOHdUrypauum npoBepuTb pesynbtar

QTECH#show running-config interface vlan 2

Building configuration...

Current configuration : 53 bytes

interface VLAN 2
ip address 192.168.1.2 255.255.255.0

no arp suppress-auth-vlan-req

2.5. KoHTponb cocTosiHUA

2.5.1. Oumnctka

BbinonHeHne koMaHa clear MoXeT NpUBECTU K NOTEPE BAXKHOW MHCpOpMaLun 1, criefoBaTenNbHoO,
npepbiBaHno paboTbl cryxo.

OnucaHue

KomaHga

Ounwaer guHamumyeckne ARP-sanucn. B pexume | clear arp-cache
ayTeHTUdMKaumm Wwno3a guHamudeckne s3anvcn ARP
B ceTax ayTeHTUmkaumm VLAN He ouunwaroTes

2.5.2. OTobpaxeHue

OnucaHue KomaHpa

Otob6paxaeTt Tabnuuy ARP B | show arp [detail] [ interface-type interface-number | [vrf

noapobHom Buae vrfname] [ip [mask] | mac-address | static | complete |
incomplete |

OtobpaxaeT Tabnuuy ARP show ip arp [ vrf vrf-name ]

OTo6paxkaeT Tabnmuy show arp [detail] trusted [ip [mask]]

nosepeHHbIx ARP

OToGpaxaeT cHeTHmK show arp counter

3anucen ARP

OTtobpaxaeT TanmayT show arp timeout

JnHamunyecknx 3anucen ARP
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2.5.3. OTnagka

CuctemMHble pecypcbl MCNOMb3ylTCA ANS BblBOAA OTMago4HoOM uHdopmauun. [Moatomy,
OTKINIOUUTE OTNaAKy cpasy nocne 1crnosib30BaHus.

Onucanune KomaHpa

BkntovaeT otnagky debug arp
OTNpPaBKN 1 NONy4YeHUs
naketoB ARP

BkntoyaeT oTnagky debug arp event
co34aHusa 1 yaaneHus
3anucen ARP
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3. HACTPOUKA IPV6
3.1. O630p

Mo mepe OGbicTporo pas3BuTUss UHTepHeTa M ucdepnaHus agpecHoro npocTpaHcTea IPv4,
orpaHunyeHuns IPv4 ctaHoBATCS Bce Gonee ouyeBumaHbiMW. B HacTosiuee Bpemsi NpoBeAeHO
MHOXECTBO UCCreAoBaHWI U NPaKTUK NO MHTEPHET-NPOTOKONY crneaytoLlero nokonexus (IPng).
Pabouas rpynna IPng B coctase rpynnbl pa3paboTymkoB no npoektuposaHuto MIHtepHeta (IETF)
paspaboTana npotokon IPng ¢ nmenem IP Bepcun 6 (IPv6), koTopbin onncan B RFC 2460.

3.1.1. OcHoBHbIe PYHKLUN
Bonblie agpecHoe NPOCTPAHCTBO

Mo cpaBHeHuto ¢ 32-6uTHLIM agpecoMm IPv4 anuHa agpeca IPv6 yBenuunBaetca go 128 owr.
Takum o6pasom, agpecHoe NpPOCTpPaHCTBO MMeeT okono 22 appecos. IPv6 wucnonbayet
nepapxmyeckun pexum pacnpeneneHnss agpecoB Ans MOAAEPXKKN HasHavyeHust agpecoB
HECKONbKNX NoaceTen n3 oCHOBHOW ceTn MIHTepHET B NOACETbL MHTPACETMW.

YnpouleHHbIN chopmaT 3aronoBkKa nakeTta

lMockonbKy NPUHLMMA MPOEKTUPOBAHUA 3arorioBka naketa IPv6 3akntoyaeTca B MUHMMKU3aLMK
n3gepKeK 3arofiloBka MakeTa, HEKOTOpble HeKM4yeBble MOMs M AOMOMHUTENbHbIE NONA
yOansiTca M3 3arofloBka nakeTa B pacLUMPEeHHbIA 3arorioBOK nakeTa. Moatomy, XoTa AnvHa
IPv6-agpeca B yeTbipe pasa npesblwaeT gnuvHy IPv4agpeca, 3aronoBok naketa IPv6 Bcero
BOBoe Oonblle 3aronoBka naketa |IPv4. 3aronoBok naketa |IPv6 genaet nepechbiniky Ha
ycTponcTBax OGonee adpdpekTnBHon. Hanpumep, npu OTCYTCTBMM KOHTPOSIbHOW CYyMMbl B
3aronoske naketa IPv6 yctponctsy IPv6 He HykHO oBpabaTbiBaTb oparMeHThI ((bparmeHTaums
BbINOSIHAETCA UHNLMATOPOM).

3(*)(*)eKTMBHaH nepapxmnyeckas agpecauunss U CTpyKtypa mapupyrtmsaumm

IPv6 ncnonb3yeT MexaHn3M KOHBEPreHuun 1 onpeaensieT rubkyo nepapxuyeckyro agpecaumto
W CTPYKTYPY MapLupyTusaumu. Heckonbko ceTeln Ha OOHOM YpPOBHE MpencTaBneHbl B BuAe
€dVHOro CeTeBOro npedukca Ha BOCXOASILLEM YCTPOWCTBE, YTO 3HAYUTENbHO COKpallaeT
KONMMYECTBO 3anucein MaplupyTusauum, obcnyxmnBaemMblX YCTPOMCTBOM, a Takke HaknaaHble
pacxoabl HA MapLIPYTU3aLUMo U XpaHEHUE YCTPOMCTBA.

MpocTtoTta ynpaBneHusa: Plug and Play (PnP)

MpoTokon IPv6 npegoctaBnsieT yHKUMN aBTOMATUYECKOro OBHapYXeHUs 1 aBTOMaTU4ECKON
HacTpOVKM [ONs YNpOLWEeHWUs YynpaBneHns u obcnyxuBaHus ceTeBblX y3noB. Hanpumep,
obHapyxeHue cocegen (ND), obHapyxeHne MTU, obGbsasneHua mapwpytmusatopa (RA),
3anpocbl mapwpyTtusatopa (RS) n TexHonormm aBTOMaTtMyecKoW HaCTPOWKM NpenocTaBnsaloT
conyTcTeylowme yenyru ana PnP. B yactHocTu, IPv6 npegnaraet gsa Tuna aBTOMaTUYeCKON
HaCTPOMKN: aBTOHACTPOMKA C COXPaHEHMEM COCTOSHUS W aBTOHACTponka 6e3 coxpaHeHuns
coctosHuA. B IPv4 npoTokon AuvHamuyeckon KoHdurypauum xocta (DHCP) BbinonHset
aBTOMaTMYeCKy HacTporky IP-agpeca xocTa 1 cBA3aHHbIX C HAM napameTpoB. IPv6 HacnenyeT
3Ty cnyx0y aBTomMaTuU4eckom HacTponkm wu3 |Pv4 u HasbiBaeT ee aBTOHACTPOMKOW C
oTcnexuBaHunem coctosHua (cm. DHCPv6). Kpome Toro, IPv6 Takke npegnaraeTt ycnyry
aBTOMAaTMYECKOW HAacTpomrkn 6e3 coxpaHeHus cocTosiHUSA. pu aBTomMaTuyeckon HacTponke 6e3
COXpPaHEHUSI COCTOSHMSA XOCT aBTOMATUYECKU MONyyYaeT foKanbHbI agpec kaHana, npedukc
agpeca nokanbHOro yCTponcTBa 1 Apyrme cBsa3aHHble KoHdurypauum.

Be3onacHocTb

B kavecTBe AoNoNHUTENBHOrO NpoTokona pacwuperns IPv4 npotokon IPSec (Internet Protocol
Security) aBnsieTca Yyactbio Npotokona IPv6 gnsa obecneyveHus 6e3onacHocTn naketos |IPv6. B
HacTosiee Bpemsa npoTokon IPv6 cogoepXuT gBa MexaHu3ma: 3arofioBOoK ayTeHTudumkaumnm
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(Authentication Header, AH) n nikancynupoBaHHas nofnie3Has Harpy3ka cuctembl 6e30nacHoOCTH
(Encapsulated Security Payload, ESP). 3aronoBok ayteHTudukaumm obecneumBaeT
LleNOCTHOCTb AaHHbIX U ayTeHTUuumpyeT IP NCTOYHMKOB NakeToB, YTOObI rapaHTUpoOBaTh, YTO
nakeTbl MPOWCXOAAT OT Y3NOoB, ONPeAeneHHblX agpecamu McTovHuka. ESP oGecneuunBaet
LUMppoBaHNE AaHHbIX ANS peanu3aumm CKBO3HOro LWNpoBaHus.

YnyuweHHas nogaepxka QoS

HoBoe none B 3aronoeke naketa IPv6 onpepgensier cnocob ungeHtTudukaumm n obpaboTku
notokoB pAaHHbIX. [lone Flow Label B 3aronoeke naketa IPv6 wucnonb3yetrca Ang
ayTeHTUMKaumm noToka AaHHbiX. Mcnonb3ysa ato none, IPv6 nossonseT nonb3oBaTensm
npegnaratb TpebOBaHUSA K Ka4yecTBY CBSA3W. YCTPOMCTBO MOXET uaeHTuduumpoBatb Bce
nakeTbl, NpuHagnexawme onpegeneHHoMy MOTOKY [aHHbIX, Ha OCHOBE 3TOro nond u
obpabaTtbiBaTb 3TK NakeTbl B COOTBETCTBMM C TpeboBaHNAMK NoNb3oBaTeNs.

HoBbIn NpoTOKON ANA B3aMMOAeNCTBUA C COCeAHUM Y3JIOM

MpoTokon obHapyxeHusa cocegHux y3nos IPv6 (NDP) ncnonb3yeT cepuio nakeToB NpoToKona
coobueHnn ynpaesneHns VIHTepHetom Bepcun 6 (ICMPV6) onst peanusaumm MHTEPAKTUBHOIO
ynpaBfeHns cocegHnmm yanamm (yanamm no ogHomy kaHany). IPv6 ncnonsayet NDP-nakeTtbl 1
adbdekTmBHble ND-nakeTbl MHOroagpecHoOW/ogHOaApPecHOW pacChifkn BMECTO MNakeToB
oBHapyxeHus MapwpyTmsatopa C MPOTOKONIOM paspelleHns agpecoB Ha OCHOBe
LuMpokoBeLlaTenbHon pacchiikn (ARP) 1 npoTokonom ynpasneHusi cooblieHnsimmn Bepcun 4
(ICMPv4).

PacwupsiemocTb

Bnarogaps Bbicokon pacwmpsieMocty pyHkumm IPv6 moryT 6biTb A0OaBneHbl B pacLUMPEHHbIN
3aronoBOK NakeTa nocne 3aronoska naketa IPv6. B otnnume ot IPv4, 3aronoBok naketa |IPv6
MOXeT nogaepxuatb 6onee 40 6ant napameTtpoB. [ns naketa |IPv6 anuHa paclumpeHHoro
3arofloBKa nakeTa orpaHnyeHa TONbKo MakCUmarbHbIM KONMYecTBOM GanT B nakeTe.

3.1.1.1. NMpoToKonbl U CTaHAAPTbI

e RFC 4291 — apxutekTtypa agpecauuu |P Bepcun 6.

o RFC 2460 — cneuundmkaumsa MHTEpPHeT-NpoToKoNa, Bepcus 6 (IPv6).

o RFC 4443 — npoTtokon ICMPV6 gnga npotokona NHTepHeTa Bepcum 6 (IPv6).

e RFC 4861 — obHapyxeHue cocenen ons IP sBepcumn 6 (IPv6).

e RFC 4862 — aBTOoMaTtun4yeckas HacTponka |IPv6-agpeca 6e3 coxpaHeHUs1 COCTOAHUS.
o RFC 5059 — ucknto4yeHune 3aronoBkos mapLipyTtusauum tuna 0 B IPv6.

3.2. MpnmeHeHue

NMpumeHeHue OnucaHue

CBasb Ha ocHoBe afpecos | [1ea MK o6MeHMBaOTCS AaHHbIMU APYr C APYTOM C MOMOLLbIO
IPv6 agpecos IPv6

3.2.1. CBsA3b Ha ocHoBe aapecoB IPv6

3.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 3-1, y3en 1 u y3en 2 obMeHuBalOTCA AaHHLIMW ApPYr C APYroM C
nomoLlbto agpecos IPv6.
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1000 : :2/64
L3 1000 : : 1

3.2.1.2. OnuncaHue

2000 : :2/64
Lnto3 2000: : 1

XocT 2

PucyHok 3-1.

XOCTbl MOTyT WUCMONb30BaTb PEXUM aBTOMATUYECKOW HACTPOWMKM agpeca 0e3 coxpaHeHus
COCTOSIHMA MNU HasHaveHue agpeca no DHCPv6. Mocne HacTporku agpecoB y3nbl MOTyT
oBMeHMBaTbLCA AaHHBbIMK APYr C APYroM C NOMOoLLblo agpecos IPv6.

3.3. KnoyeBble 0COOEHHOCTU

3.3.1. O630p

PYyHKUUA

OnucaHue

dopwmat agpeca IPv6

dopwmart IPv6-agpeca aenaet IPv6 6onee KpynHbIM agpecHbIM
NPOCTpaHCTBOM U ©onee rMbGKUM  NpeacTaBUTENbCKUM
Noaxoaom

Twun agpeca IPv6

IPV6 onpeaensieT ceTeBble NPUIOXKEHNST HA OCHOBE agpecoB

dopmaT 3arosioBka NakeTa
IPv6

IPv6 ynpoliaet pukcnpoBaHHbIE M pacClUMPEHHbIE 3arosiOBKM
nakeToB AnNd MOBbIlWEHUS 3PdOEKTMBHOCTM 00paboTkn wu
nepechbinikn NakeToB AaHHbIX YCTPONCTBA

IPv6  PMTUD (Path MTU
Discovery)

XOCT guHammyeckn obHapyxuBaeT n HacTpansaeT pasmep MTU
Ha NyTu nepegayvv AaHHbIX, SKOHOMSA pecypcCbl MapLupyTu3aTopa
1 nosbiwasn apdpekTnBHOCTL ceTn IPv6

OOHapykeHue cocenen

IPv6

OyHkumm  ND  BknovaloT oBHapyXeHne MapLipyTu3aTopa,
obHapyxeHne npegukcoB, obHapyxeHMe napamMeTpoB,
aBTOHACTPOWKY ajpeca, paspelleHvne agpeca (Hanpumep,
ARP), onpegeneHue cnegylowero nepexoga, obHapyxeHue
HegocTynHocTn cocegHero y3na (NUD), o6HapyxeHue
aybnupyowmxca agpecos (DAD) n nepeHanpasneHune

MapLupyT ucto4dHuka IPv6
(IPv6 Source Routing)

OTa yHKUMSA Mcrnonb3yeTcs AN yKasaHUs NPOMEXYTOYHbIX
y3rnoB, 4Yepe3 KoTopble NakeT MpPOXOAWUT MO NyTU K agpecy
HasHadeHuns. OTo aHanormyHo onuusam |IPv4 loose source
routing u loose record routing

@ e
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PyHKUUA OnucaHue

OrpaHunyeHune ckopocTn | ATa pyHKUMs npegoTepaltaeT DoS-ataku
OTMNpaBKM CcOoOOLLLEHUA 06
owmnbkax ICMPv6

OrpaHuyeHne  nepexoga | Ata yHKUMSA NpegoTepallaeT GecnonesHyo 0aHoaaPECHYO
IPv6 nepeaadvy NakeToB Mo CETU U MOTepPo NPOMYCKHOW CNOCOBHOCTH
cetu

MpeobpasoBaHue 13 | B pexunme ayTeHTMdMKaUNK LIMKO3a YCTPOMUCTBO He nepenaet
otnpaskv _naketoB NS B | nakeTbl NS B ceTn ayTeHTucbukaumm VLAN
cetu ayTeHTudumKaLmm
VLAN

LWno3 no ymonyanuo B | LUN3 no ymonyaHuio HacTpoeH B uHTepdence ynpasreHus
VHTepdoeiice yNpaBneHs | ans cosgaHvMs Maplupyta Mo YMOMYaHuilo Ans  9TOoro
WHTepdenca

3.3.2. ®opmat agpeca IPv6

Appec IPv6 npegctaBneH B dopmate XXXXXXX:X:X:X, rae X — 3To 4-3Ha4yHoe
LecTHaguaTepuyHoe Ymncno (16 6ut). Kaxxabii agpec coctont ua 8 uenbix uncen, scero 128 6ut
(Kaxkgoe uernoe 4ncro CoaepXuT 4 WecTHaguaTepudHbiX Lndpbl, a kaxagas unudpa coaepxuT
yeTblpe 6uta). Hke npmMBeneHsl Tpu ONyCTUMBIX agpeca IPv6:

2001:ABCD:1234:5678:AAAA:BBBB:1200:2100
800:0:0:0:0:0:0:1
1080:0:0:0:8:800:200C:417A

OTu uenble yMicna aBnaTCs WecTHaguaTepudHbiMn, rae ot A o F o6osHavaeTt ot 10 go 15.
Kaxxgoe Lenoe 4ncno B agpece JOMKHO OblTb NPeaCcTaBneHo, 3a UCKIOYEHNEM HYeN B Havane
Kakgoro uenoro yncna. Ecnu IPv6-agpec cooepXut CTPoKy Hyrnen (kak nokasaHo Ha BTOPOM U
TpeTbeM NpuMepax Bbile), TO ANA OTOOPaKeHUss 3TUX Hyfen MOXHO MCNoSib30BaTb ABOMHOE
asoetoume (::). To ectb, 800:0:0:0:0:0:0:1 moxxHO npeacTtaBuTb kak 800::1.

[1BoeToumne 03Ha4aeT, YTo 3TOT aapec MOXeT BbITb paclumpeH Ao nonHoro 128-6utHoro agpeca.
Mpn Takom nogxode, TonbKo ecnu 16-6uTHbIE Lenble Yynucna umetoT Bce 0, X MOXHO 3aMEHNTb
ABOVHbIM ABoeTouMeM. [JBOMHOE OBOEToUME MOXET Mcrnonb3oBaThbcs B IPv6-agpece Tonbko
eaAnHOXabI.

B cmewanHon cpeae IPv4/IPv6 agpec uMeeT cMellaHHoe npeacTaenenune. B agpece IPv6 ang
npegcrtaeneHus IPv4-agpeca MoXHO ncnonb3oBath Mragwme 32 6uta. 3101 agpec IPv6 moxeT
OblTb npefcTtaBfneH B CMeWaHHoM Buge, To ectb XX X:X:X:X:d.d.d.d, rae X — 3aT0
LwecTHaguatepudHoe uenoe 4ucrno, a d — 8-paspsagHoe gecatndHoe uucno. Hanpumep,
0:0:0:0:0:0:192.168.20.1 aBngetca gonyctumbiM agpecom IPv6. Ero MOXHO cokpaTuTb [0
::192.168.20.1. TunuyHbIMN NPUNOXEHMAMU ABRAOTCA agpeca IPv6, coBmectumble ¢ IPv4, un
agpeca IPv6, npuBasaHHbie k IPv4. Ecnu nepsble 96-6uT nmetot agpec 0 B IPv4-coBmecTumom
IPv6-agpece, aTOT agpec MoxeT ObiTb npeacTtaeBneH kak ::A.B.C.D, Hanpumep ::1.1.1.1. B
HacTosilee Bpemsa agpeca, coBMecTumble ¢ IPv4, oTtmeHeHbl. Agpeca IPvG, npuBsasaHHbie K
IPv4, npegctaBnenbl kak ::FFFF:A.B.C.D gna npeacrtasneHus agpecoB IPv4 B kadectse
agpecos |IPv6. Hanpuwmep, apgpec IPv4 1.1.1.1, conoctaBneHHblh C agpecom [Pv6,
npeacraenseTca kak ::FFFF:1.1.1.1.
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Mockonbky IPv6-agpec pasgeneH Ha gBe 4acTu: npedukc nogcetm M mngeHTudgukatop
nHTEpdenca, oH MOXeT ObITb NpeacTaBnNeH B BUAE agpeca C OOMNOMHUTENbHBIM 3HAa4YeHMEM B
COOTBETCTBMM C METOOOM BblAENeHMs aapecoB, TakMM Kak GeckraccoBasi MeXaoMeHHasi
mapuwpyTtmsaums (CIDR). JononHuTenbHoe 3HaveHMEe yKasbiBaeT, CKOSbKO 6utoB (npedmkca
noaceTn) B agpece COOTBETCTBYET CeTeBOM YacTu. To ecTb, agpec yana IPv6 cooepXut anuHy
npedgukca. OnuHa npedwmkca oTaeneHa oT agpeca |IPv6 kocon 4epton. Hanpumep, B
12AB::CD30:0:0:0:0/60 gnuHa npedmkca, MCNOMb3yeMoro Ansi MapLupyTusauumn, cocrtaBnsaeT
60 owur.

3.3.2.1. CBsAi3aHHas KOHcurypauums
Hactpowka IPv6-agpeca.

o [lo ymonuaHuio B MHTepdencax He HacTpoeH IPv6-agpec.
e BuinonHute komaHay ipv6 address, 4tobbl HacTpouTh IPv6-agpec Ha uHTepdeice.

e [locne HaAcCTPOMKM XOCT MOXeT 06OMeHMBaTLCA AaHHLIMU C APYTMMW NONb30BaTENSAMU,
ncnonb3ys HacTpoeHHbIn IPv6-agpec Ha ocHose DAD.

3.3.3. Tun appeca IPv6
RFC 4291 onpegensieT Tpu TMna agpecos |IPv6:

e OpHoagpecHbin (Unicast) agpec: uoeHTMdukaTop OAHOro uHTepdenca. [laketsl,
npeaHasHavyeHHble Ana OAHOaApecHOro agpeca, OTNPaBnAlTCA B MHTepdenc,
yKasaHHbIN NO aTOMY agpecy.

e Agpec MHoroagpecHou paccbinku (Multicast): noeHTudurkaTop rpynnbl MHTEPGENCOB
(nHTEepdercbl 06bIYHO NpUHagnexaT pasHbiM y3nam). MNMakeTbl, NpeaHas3HavYeHHble Ans
MHOroagpecHoro agpeca, OTnpaBnsilOTCA Ha BCe MHTEP(ENCHI, BKIIOYEHHbIE B 3TOT
agpec.

e Apapec Anycast: ugeHTudukaTop rpynnel MHTepdenca. MNakeTsl, NpegHas3Ha4YeHHbIe A1
agpeca B nobom criyvae, oTNpaBnAlTCA Ha OAMH MHTEPMENC, BKMOYEHHLIN B 3TOT
agpec (bnwkanwmnm nHTepgenc B COOTBETCTBUKN C MPOTOKOSIOM MapLUpyTU3auun).

NMPUMEYAHMUE: IPv6 He onpefensieT agpeca LWMpoKoBeLlaTebHON pacChblfiKu.

OTn Tpu TNa agpecoB onNucaHbl criegywmm obpasom:

e Unicast-agpeca
Unicast-agpeca gensitca Ha nsaTb TMNOB: unspecified agpec, loopback agpec, link-local agpec,
site-local agpec, and global unicast-agpec. B HacToswee Bpemsa site-local-agpec oTmeHeH. 3a
ncknodeHnem unspecified, loopback wu link-local, Bce ocTanbHble agpeca SABNAKTCA
rnobanbHbIMK Unicast-agpecamu.

e Unspecified (HeonpeaeneHHbIN) agpec

Unspecified agpec 0:0:0:0:0:0:0:0, koTopblh 06bIMHO cokpalleH o ::. OH nmeet aese obwine
Lenu:

1. Ecnwu npu 3anycke y3na He yka3saH unicast-agpec, OH UCMornb3yeT HeonpeaeneHHbIn
agpec B Ka4eCcTBe UCXOQHOro aapeca Anga oTnpaeku naketa RS ana nonyyeHus
npeduKcHOW nHopMauun OT Wwnk3a u, Takum obpasom, reHepauun unicast-agpeca.

2. Ecnu gnga xocta HacTpoeH IPv6-agpec, ycTponcTBo onpegenseT, KOHIMKTYET n
agpec c agpecamu OpyrMx XOCTOB B TOM e CerMeHTe CeTU U UCNOoMnb3yeT
HeonpeaeneHHbIn aapec B kKa4ecTBEe UCXOAHOro agpeca A OTNpaBky nakeTa
3anpoca cocegew (NS) (aHanornyHo ARP-nakeTy).

e Loopback-agpec
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Appec obpatHon cBsasn 0:0:0:0:0:0:0:1, koTopblh 06bIMHO cokpaweH go ::1. NogobHo
IPv4-appecy 127.0.0.1, Loopback-agpec 06bI14HO MCnonNb3yeTcs y3noM AN OTNpaBky NakeToB..

e Link-local agpec
dopmaT NnoKanbHOro agpeca kaHana:

10 6ut 54 buta 64 buta

1111 1110 10 0 Wutepdenc ID

PucyHok 3-2.

JlokanbHbI agpec KaHana wcnonb3yeTcsa B OAHOM CEeTEeBOM KaHane Ans HasHayveHus
naeHTndukaTopoB xoctam. Agpec, naeHtudpuumpyetca nepsbiMn 10 Gutamm B npedumkce,
ABNSAETCH NOKanbHbIM aApecoM KaHana. YCTPOWCTBO HUKOrga He nepecbiniaeT nakeTbl, B
KOTOPbIX adpeC WCTOMHWKA WNW  Ha3Ha4YeHUsi COOEepXWUT foKanbHbI agpec KaHana.
MpomexyToyHble 54 ©Outa B agpece sensawTca 0. lNMocnegHne 64 ©uta npeactaBnsalT
naeHTUUKaTOp HTepdenca, KOTopbIN NO3BONAET OAHONM CeTu noaknyaTte 2%4-1 yanos.

e Site-local agpec
dopmar site-local agpeca:

10 But 54 Bura 64 buta
1111 1110 11 Subnet ID WHTepdeiic ID
PucyHok 3-3.

Site-local agpec ncnone3yeTtca ang nepegayn AaHHbIX B Npefenax cetn. YCTPOMCTBO HUKOraa
He nepechbinaeT NakeTbl, B KOTOPbIX aapec UCTOYHMKA UNN Ha3Ha4YeHust coaepxut site-local. To
€CTb, 3TV NakeTbl MOryT ObITb NepeaapecoBaHbl ToNbko BHyTpn LAN. Takne agpeca aHanornyHbl
yacTHbiM agpecam IPv4, takum kak 192.168.0.0/16. RFC 3879 otmenun site-local agpeca.
HoBble agpeca He noggepxuBatoT nepeble 10 OUT B KavecTBe npedumkca M CUMTAKOTCA
rnobanbHbIMKM  OAHOaAapecHbiMM agpecamun. CyllecTBylOLMe agpeca MOryT NpoAomKaTtb
ncnonb3oBaTb 3TOT NpeduKc.

e [nobanbHbIN unicast agpec
dopmat rnobanbHoro unicast agpeca:

n eut m euTt 128- n- m- 6ut
Global Routing Prefix Subnet ID WHTepdenc ID
PucyHok 3-4.

Cpeav rmobanbHbIX unicast agpecos cywecTByeT Tvn IPv4-BCTpoeHHbIX agpecos IPv6, Bkntovas
IPv4-coBmecTumble agpeca IPv6 n IPv4-conocTtaBneHHble agpeca IPv6. OHu ncnonbayoteda onsg
coeavHeHusa mexay ysnamu IPv4 n yanamu IPV6.
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dopmart IPv6-agpeca, coBmectumoro ¢ IPv4, cnegyowmi:

80 bur 16 But 32 buta
0000......ccccoeenn 0000 0000 IPv4-anpec
PucyHok 3-5.

dopmart IPv6-agpeca, conoctasneHHoro ¢ IPv4, cnegytowmia:

80 bur 16 But 32 buta
0000......ccccoeenn 0000 FFFF IPv4-anpec
PucyHok 3-6.

IPv6-agpeca, coBmectumble ¢ IPv4, B OCHOBHOM MCMOMb3YIOTCA B aBTOMATUYECKUX TYHHENSIX.
Y3nbl B aBTOMaTMYECKUX TYHHENAX nogaepxmeatoT Kak IPv4, Tak n IPv6. Mcnonb3ys aTu agpeca,
yctponcTtea IPv4 nepepatot nakethbl IPV6 Yepes TyHHenu. B HacToswee Bpems agpeca IPv6,
coBMecTuMble ¢ IPv4, oTMeHeHbI. IPv6-agpeca, conoctasneHHble ¢ IPv4, ncnonbayotcs yanamm
IPv6 ona goctyna k Toneko IPv4 yanam. Hanpumep, ecnun npunoxenune IPv6 Ha xocTte IPv4/IPv6
3anpawmBaeT paspelweHne Ha uMs Xocta Tonbko ans IPv4, cepBep MMeH OUHaAMUYECKU
reHepupyeT agpec IPv6, npusasaHHbIn K IPv4, 1 BO3BpaLLaeT ero npunoxexuio IPv6.

e Agpeca multicast
dopmaT multicast-agpeca IPv6:

| 8 |4]4] 112 bits |

S SRR S SRR L +
[11111111|flgs|scop| group ID |

S SRR S SRR L +

MNepBbit banNT B agpece — BCe eanHULbI, NpeacTaensaowme agpec multicast.

e [lone dnara

Mone dnara coctont N3 YeTblpex BUTOB. B HacTosLLee BpeMs yKka3biBaeTCs TOMNbKO YETBEPTLIN
OuT, ykasblBalOWUN, SBRSeTCA Nn 3TOT agpec M3BECTHbIM agpecom multicast paccbinky,
Ha3HadeHHbIM opraHoM IANA (Internet Assigned Numbers Authority), unu BpemeHHbIM agpecom
MHOroaZlpeCHON pacchINkn B onpeaeneHHom cueHapun. Ecnu conar nmeet 3HadveHume 0, aToT
agpec fABnseTcs M3BeCcTHbIM agpecoM multicast. Ecnu pnar umeet 3HadeHue 1, aTOT agpec
ABNAETCS BpeMeHHbIM agpecom multicast paccbinku. OctanbHble Tpu hnara 3ape3epBUpOBaHbI
ANS ncnonb3oBaHusa B Gyayliem.

¢ Obnactu

Mone SCOPE cocTtouT 13 4YeTbipex 6mUTOB, ykasbiBalolwMx AnanasoH multicast nepegaun. To
€CTb, rpynna multicast paccbifiki BKIIOYAET fOKanbHbIN Y3€en, NOKamnbHbIA KaHas, foKanbHbIN
y3en v nobon y3en B rnobanbHon agpecHon obnactu IPv6.

o [lone naeHtudumkaTopa rpynnol

76

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacteo no HacTponke QSW-8113

HacTtporika IPV6 W

WaoeHTudmkatop rpynnbl coctouT M3 112 6ut gns naeHtndumkaumm rpynnel multicast paccbinku.
NpeHTndmnkatop multicast paccbinkm MOXeT npeactaBnATb pasfnyHble FPynnbl HA OCHOBE
nonen conara n obnactn oenNcTBuS.

Appeca MHoroagpecHowm paccbinku IPve umetot npedmke FF00::/8. OguH agpec MHoroagpecHom
paccbinkn IPv6 06bIMHO naeHTuduumpyeT nHTepdencobl Ha HECKONbKMX pasHblx yanax. Mocne
OTNpaBKkun NakeTa Ha agpec multicast paccbifkn NakeT NepechinaeTcs Ha UHTEPdENChbl KaXXA0ro
y3na, ykasaHHoOro no atomy agpecy multicast pacceinku. nga yana (xocta mnu ycTponcTea)
Heobxogumo aobasuTb cneayowme agpeca multicast paccbinku:

1. multicast agpec onsi Bcex y3roB foKanbHOro kaHana, 1o ectb FF02::1.

2. Agpec multicast paccbinku y3na, npegsaputensHO UCNpaBneHHbI C
FFO02:0:0:0:0:1:FF00:0000/104.

Ecnu y3en sBnsieTca yCTpOMCTBOM, OH Takke JormkeH ObiTb fo6aBneH Kk multicast agpecam Bcex
YCTPOWCTB B fIOKanNbLHOM KaHarne, To ecTb, FF02::2.

Agpec multicast paccbinkym Ans 3anpalmBaeMblX Y3rOB COOTBETCTBYET agpecy unicast.
Heobxognmo p[obGaBuTb COOTBETCTBYHOLWMA agpec multicast paccbinkym Onst  Kaxaoro
HaCTPOEHHOro agpeca unicast. Agpec multicast paccbinku Onsi 3anpalnBaeMbiX Y3NoB
npedukca FF02:0:0:0:0:1:FF00:0000/104. OcTanbHble 24 6UT COCTOAT U3 HAMMEHEE 3HAYUMbIX
24 6uT unicast. Hanpumep, ecnn agpec unicast paccoinkm FE80::2AA:FF:FE21:1234, agpec
multicast paccbinku 3anpaiumaemsbix y3noB FF02::1:FF21:1234.

Agpec multicast paccbinku ansa 3anpaiumBaemMbix y3rnoB obbl4HO ncnonb3dyeTca B naketax NS.
dopmart agpeca:

Anpeca |IPv6 unicast u anycast

Prefix WhTepdeiic ID
|
_ . : 24 buta |
CooTtBeTcTBYOLWMIA Multicast-aapec 3anpallMBaeMbIX Y3NOB [ - - - --------=---- 1
A 4 A 4
FF02 0 1 FF Lower 24
PucyHok 3-7.

Appeca anycast

MonobHo MHOroaapecHbIM agpecam, agpec anycast Takke MOXeT COBMECTHO MCMONb30BaTbCH
HecKonbKUMK y3namu. PasHuua 3aknoyaeTcs B TOM, YTO TOMbKO OAMH Yy3er B agpece anycast
nony4aeTt nakeTbl [aHHbIX, @ BCEe Y3nbl, BKMOYEHHble B aApec MHOroagpecHOn paccCbifky,
nonyyaroT nakeTbl AaHHbIX. [TockonbKy agpeca B nobom dopmarte BblAENATCA A8 06bIYHOro
ofHoagpecHoro npoctpaHcTea IPv6, OHM MMelT oavHakoBble hopmaTtbl C O4HOAAPECHbBIMU
agpecamu. Kaxabln y4acTHUK B NoboM agpece JormkeH 6biTb HacTpoeH siBHbIM obpasomM aAns
obneryeHus pacnosHaBaHusa. Agpeca Anycast MoryT 6biTb Ha3Ha4YeHbl TONbKO YCTPOMCTBaAM U
He MOryT UCMOMb30BaTbCA B KAYECTBE ajpeCcoB UCTOYHMKA NaKeToB.

RFC 2373 nepeonpegensieT agpec B NOOM cryvyae, HasbiBaeMblll agpecomM nopcetu
MapupyTtusatopa. PucyHok 3-8 nokasbiBaeT popmaT agpeca anycast-router. Takon agpec
cocTouT u3 npedukca nogcetn un cepun 0 (UL nHtepdenca).

Mpedumkc nogcetn onpegensdeT ykasaHHyH CCbiKy (nogceTh). MNakeTbl, npegHasHavYeHHbIe ans
agpeca anycast maplpyTtu3aTopa nogceTtn, OyayT nepecbinatbCs Ha YCTPOMCTBO B 3TOM
nogceTn. Agpec anycast MmapLupyTusatopa 06bIYHO UCMOMNb3YETCA MPUIOXKEHNEM Ha y3rne Ans
CBSI3M C YCTPOMCTBOM B yAaneHHOW NoaceTu.
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dopwmat anycast-agpeca noaceTu MaplipyTusatopa

n out 128-n out

A
v
A

v

Subnet Prefix <+ --{--» 0000..0000

PucyHok 3-8.

3.3.3.1. CBsaizaHHas KOHcurypauums
Hactpowka IPv6-agpeca.

o [lo ymonuaHuio B MHTEpdencax He HacTpoeH IPv6-agpec.

e BbinonHute komaHay ipv6 address, 4Tobbl HacTpouTb unicast agpec IPv6 n agpec

MHTepdenca B nobom crny4vae.

° MNocne ToOro, kak MHTep(beVIC BKITIOMUTCA, OH aBTOMaATUYECKU TMPUCOEONHUTCA K

COOTBETCTBYOLEN rpynne multicast.

3.3.4. ®opmart 3aronoBka naketa IPv6

PucyHok 3-9 nokasbiBaeT chopmat 3arornoska naketa IPv6.

Bepcus Knacc Tpadmka l MeTka noToka h
[nvHa nonesHon Harpysku | CrefyoLLmin 3aronoBok l OrpaHnyeHne Nepexonos
rd
.
— s —]
rd
e
. '
— L ALpec UCTOYHUKA —
.
- 7 _— 40 okTeToB
rd
rd
rd
e
rd
_ ' —
V4
rd
P e
— L’ Appec HaszHayeHus —
P s
L4 —
rd
P s
CnenyoLnin 3aronosok |
MNepemexHasn
WMHchopmauua o 3aronoBke pacluMpeHus AnuHa
_J
YacTb AaHHbIX
P 32 Bura _
PucyHok 3-9.
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3aronosok naketa |IPv4 coctont ns yetbipex 6ant. 3aronosok naketa IPv6 coctont ns 40 6ant
06beanHeHHbIX No BoceMb 6anT. 3aronoBok naketa IPv6 cogepXxut cneayrowime nons:

o Bepcuga
3710 none coctouT u3 4 6ut. B agpece IPv6 310 none gomkHo 6bITh 6.

o Knacc Tpaduka
3710 none coctouT M3 8 6ut. B aToM none ykasbiBaeTcsa cnyxba, npegocraensieMas 3TUM
nakeTom, kak n B none TOS B agpece IPv4.

e MerTka notoka

310 none coctont M3 20 GUT ANs MOeHTMdUKALUKN NAKeTOB, NPUHaaIexawmx ogHOMY 1 TOMY
Xe notoky ycnyr. OauvH y3en MOXeT BbICTynaTb B KayecTBE WCTOMHWMKA nepefavv ang
HEeCKOMbKMX MNOTOKOB obcnyxmBaHusa. MeTka noTtoka M agpec WUCTOYHMKA OOHO3HAYHO
NOEeHTUOUUMPYIOT OANH NOTOK 0OCNYXMBaHWS.

e [InuvHa NonesHom Harpysku

3710 none coctonT U3 16 GMT, BKMOYasA ANIMHY NONE3HOWN Harpy3kM nakeTa v ASIMHY paclUMPEHHbIX
napameTpos IPv6 (ecnn gocTynHo). To ecTb, OH BKMOYAET ANMHY nakeTa IPv6, kpoMe 3arofioBka
naketa IPv6.

e Cnegyowwmin 3aronoBok

B aToM none ykasbiBaeTcsl TMM NPOTOKOSA B Mofe 3arosfioBka nocre 3aronoBka naketa IPv6. Kak
n B none Protocol (MpoTokon) B 3aronoske IPv4-agpeca, none Next Header (Cnegytowmi
3aronoBOK) MCMOMb3YeTCsa AN yKazaHus TOro, UCNOoNb3yeT N BepXHUi crnon npoTtokon TCP unu
UDP. OH Takke MOXET UCMONb30BaTLCS AN yKa3aHWsl Hann4ms 3arorfioBka pacumpenuns IPve6.

e  OrpaHunyeHune nepexogos (Hop Limit)
310 none coctouT U3 8 6ut. MNpun KaXXgon nepecbifiaemMon YCTPOUCTBOM MaKeTHOW nepepaye
3HayeHue nons ymenbliaeTtca Ha 1. Ecnu 3HaveHne nonsa pgocturaet 0, aToT naket Gyger
yoaneH. 31o noxoxe Ha none Lifetime B 3aronoske naketa IPv4.

e  Anpec UCTOYHUKA
9710 none coctouT n3 128 6uT 1 ykasblBaeT agpec otTnpasuTens B nakete IPv6.

e  Apgpec HasHa4yeHus
9710 none coctouT n3 128 6uT 1 ykasbiBaeT agpec nonyyarens B nakete |IPv6.

B HacTosiwee Bpems IPV6 onpegenseT cneayrowmne 3arofioBK1 pacLUMpeHnii;

o [lapameTpbl nepexoga (Hop-By-Hop)

OTOT 3aronoBoOK pacluMpeHnsa AomKeH cneaoBaTth 3a 3aronoBkoM naketa IPv6. OH cocTouT 13
AaHHbIX NapamMeTpoB, KOTOPble HE0HXO0AMMO NPOBEPUTL HA KaXXAOM y3ne no nyTu.

e [MapameTpbl MapLpyTM3aLun (3aronoBok MapLupyTmsauum tuna 0)

OTOT 3aronoBOK BHYTPEHHEro HoMepa ykasblBaeT y3fbl, Yepe3 KOTopble nakeT NpoxoauT OT
MCXOQHOro agpeca Ao agpeca HasHayveHns. OH COCTOUT M3 aapecHOro crnucka y3noB passerby.
HavanbHbIN agpec HazHavyeHus B 3aronoBke naketa |IPv6 — aTo nepBbIv agpec cpeav agpecos
B 3aronoBke MapLupyTU3auun, HO He KOHEeYHbI agpec Ha3HadeHusa naketa. [locne Toro, Kak
y3en, COOTBETCTBYIOLLUNN adpecy HasHavyeHus B 3aronioBke naketa |IPv6, nonydaeTt naket, OH
obpabaTbiBaeT 3aronoBok naketa IPv6 v 3aronoBok MapLupyTMsaumm 1 oTnpaBnaeT naket Ha
BTOPOW ajpec, TpeTun agpec, U Tak Janee B CNMCKe 3arofioBKOB MapLupyTu3auum oo Tex nop,
noKa nakeT He JOCTUrHET KOHEYHOro agpeca HasHavYeHus.

o  OparmMeHT

McxogHbiv y3en ncnonb3yeT 3TOT 3arofIoBOK pacLUMpeHns Ana doparMeHTaumMm nakeTos, ANvHa
koTopbIx npesblwaeT MTU nytn (PMTU).
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e [apameTpbl Ha3Ha4YeHUs

OTOT 3arofnoBOK pacluMpeHust 3ameHsieT nonsa napameTpoB IPv4. B HacToswee Bpemsi none
napameTpbl HasHa4YeHUss MOXeT OblTb 3amnOfIHEHO TOMbKO LeNbiM YUCIOM, KpaTHbIM 64 6uTt
(Bocemb 6anT), ecnu 3TO HeobGxoouMO. ITOT 3arofioBOK BHYTPEHHErO0 HOMepa MOXeT
MCNonNb30BaTbCA AN nepegayn nHopmaumm, KOTopyto 6yaeT NpoBepATb y3en Ha3Ha4YeHUs.

e  BepxHuin cnon 3aronoeka
OTOT 3arofloBOK pacLUMpPEHMst YKa3blBaeT Ha NPOTOKOS, MCMOMb3yEMbIA HA BEPXHEM YPOBHE,
Hanpumep, TCP (6) n UDP (17).

Ewe aBa 3aronoeka pacwupenns AH n ESP 6yayt onucanbl B pasgene Hacmpolika IPSec.

3.3.5. IPv6 PMTUD (Path MTU Discovery)

Mogo6Ho obHapyxeHuto MTU nytn IPv4 (PMTUD), IPv6 PMTUD no3sonseTt XocTy ANHaMU4eCKn
obHapyxuBaTb 1 perynupoBatb pa3mep MTU Ha nyTu nepegayv gaHHbix. Ecnv gnvHa naketa
AaHHbIX, KOTOPbIA A0MMKEH OblTb OTNpaBieH XocToM, npesbiwaeT PMTU, y3en camocToaTenbHO
BbIMOMHSAET pparMeHTaumio nakeToB. Taknm obpasom, ycTponcTtey IPv6 He HYXXHO BLINOMHATD
dparMeHTauuIo, 3KOHOMUTb PECYPChl YCTPONCTB M NOBbIWATL 3PdEKTUBHOCTL ceTu IPV6.

MTU1500 MTU1480 MTU1400

Maket 1500 Gant

v

Maket ICMPvV6 conoepXuT CrnLLIKOM
MHoro BaiTos, maplpyt MTU1480

A

Maket 1480 baunt

A\ 4

Maket ICMPV6E conepuT CrunLLIKOM
MHoro 6antos, mapwpyt MTU1400

A

Maket 1400 GaiT

v

PucyHok 3-10.

Kak nokasaHo Ha PucyHke 3-10, ecnu AnvHa naketa, KOTOPbIA AOMKeH 6bITb OTNpaBsieH XOCTOM,
npesbiwaeT MTU, mappyTtmsaTop oTbpacbiBaeT 3TOT NakeT 1 OTNPaBnsieT Ha XOCT coobLieHne
ICMPv6 Packet Too Big, cogepxawee PMTU. NMocne aTtoro XocT parMeHTUpyeT naket Ha
ocHoBe HosBoro PMTU. Takum o06pasom, MapLipyTU3aTopy He HYXHO BbIMOMHATb
parMeHTaLmio, 3TO SKOHOMUT PecypCbl MapLLUpyTU3aTopa 1 noBbiwaTe 3MPEKTUBHOCTL CETH
IPV6.

3.3.5.1. CBA3aHHasa KOHcurypaums
Hactponka MTU IPv6 nHtepdeliica
e [lo ymonuanuto MTU IPv6 coctaBnsieT 1500 Ha uHTepdence Ethernet.
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e YT10o0Obl yMeHbwWUTb TpaduK, BbI3BAHHbIN OTOPAKOBKOM MNAKETOB, HeobXxoammo
YCTaHOBUTb NpaBunbHoe 3HayeHne MTU B COOTBETCTBMM C (PaKTUYECKOW CeTeBOM
cpenown. BeinonHute komangy ipv6 mtu, 4tobbl nsmeHnts MTU IPv6-nHTepderica.

3.3.6. O6HapyxeHune cocegen IPv6

Mpotokon NDP saBnsietca OCHOBHOM 4acTbio npoTtokona |IPv6. Ero ocHOBHble yHKLUMK
BKIOYalOT OOHapyxeHne MaplipyTMsaTopa, OOHapyxeHue npeduKcoB, OOHapyxeHue
napameTpoB, aBTOHACTPOWKY ajpeca, paspelleHne agpeca (Hanpumep, ARP), onpeaeneHue
cneaywowero nepexoga, NUD, DAD un nepeHanpasneHune. NDP onpefendeTr naTb NakeToB
ICMP: RS (tvn ICMP: 133), RA (tun ICMP: 134), NS (aHanorn4Ho 3anpocy ARP, tun ICMP:
135), NA (ananoru4Ho otBety ARP, Tuny ICMP: 136), ICMP Redirect (tun ICMP: 137).

Bce BbiwenepeuncneHHble nakeTtbl ICMP nmeoT ogHy unu HEeCKomnbKo onumin. B HekoTopbix
cnyyasx 3T Oonuun SBNSAOTCA HeobaA3aTenbHbIMW, HO B OPYrMX Cry4vasix OHU SBMSATCA
cywectBeHHbIMU. B ocHoBHOM NDP onpegendet nate onuui: MNapameTp agpeca MCXOL4HOro
YPOBHSA CBA3W, Type=1; napamMeTp agpeca LENeBOro YpoBHS CBA3W, Type=2; napameTp
MHGopmaumn npedukca, Type=3; napameTp 3arofnoBka nepeHanpasneHus, Type=4; MTU
Option, Type=5.

Pa3pelweHue agpecoB

Korga ysen nbitaetca yCTaHOBUTbL CBA3b C APYrMM Y3NOM, y3ern [OSKeH Nonyy4ntb agpec 2
YPOBHS y3na, otTnpasuB emMy nakeT NS. B aTom nakeTe agpecoM HasHadeHus siBnseTcs agpec
MHOroapeCHON pacchIfiku y3ra, COOTBETCTBYOLWMI IPV6-aapecy yana HasHauyeHus. ATOT NakeT
TaKke COOepXUT aapec YPOBHS KaHarna ucxogHoro yana. NMocne nonyyeHunsa atoro naketa NS
KOHLIeBOM y3en nonyyaeT OTBeTHbI nakeT NA, B KOTOPOM agpecoM HasHadeHusa aBnaeTca
ncxogHbin agpec naketa NS, To ecTb agpec ypoBHSA kaHana 3anpailuvMBaemoro yana. locne
nony4yeHns atoro naketa NA uCXOAHbIN y3en MoXeT OBMeHMBaTbCs AaHHbIMU C  Y310M
Ha3Ha4yeHus.

PucyHok 3-11 nokasblBaeT npouecc paspelleHnst afpecos.

ObHapyxeHune cocenen IPv6 (naket neighbor solicitation)
A B

] ]

lcmp6 Type=135

Scr=A

Dst=B’s Solicited-node Multicast

Data=A’s Link-layer Address

Query=What is B’s link-layer address? lcmp6 Type=136
Scr=B
Dst=A

Data=B's Link-layer Address

v

o
«

A n B Tenepb rotoBbl K 0OMEHY AaHHLIMM.

A\ 4

A

PucyHok 3-11.
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NUD

Ecnn Bpemsa OOCTynHOCTM coceda WUCTEKNO, HO TpebyeTcs oTnpaBuTb unicast nakeT IPv6,
ycTponcTteo BoinonHaeT NUD.

Mpwu BbinoriHeHn NUD ycTporCTBO MOXET NpoJosikaTe nepeckinaTtb nakeTobl IPV6 coceny.
DAD

UTtobbl y3HaTb, YHUKaneH nu agpec IPv6, HacTpoeHHbI ONns XOoCTa, YCTPOMCTBO LOIMKHO
BbinonHMTe DAD, otnpaBumB nakeT NS, B koTopoMm wucxogHbin agpec IPv6 saensetcsa
HeonpeneneHHbIM.

Ecnn yctponctBo oGHapyxuBaeT KOH(NUKT agpecoB, Ans 3TOro agpeca ycTaHaBnvMBaeTcs
cocTosiHue aybnvpoBaHus, 4YTOOblI YCTPONCTBO He nony4vano naketbl IPv6 ¢ Takum agpecom
Ha3Ha4vyeHus. B To ke Bpemsi yCTPONCTBO TakkKe 3anyckaeT TanMmep Ans atoro gybnupyoulero
agpeca, u4Tobbl nepuogudeckn BbINOAHATE DAD. Ecnu npu noOBTOpPHOM OOHapyXeHuu
KOH(pNMKTa agpecoB He 0GHapYXeHO, 3TOT aApec MOXHO UCMONb30BaTb.

MapuwpyTtusarop, Npedumkc n O6HapyxeHne napameTpoB
YCTpPONCTBO Nepuogmnyeckn oTnpaenseT naketbl RA BCeM nokanbHbIM y3nam KkaHana.
PucyHok 3-12 nokasbiBaeT npouecc oTnpaeku naketa RA.

O6rapyxxeHune cocenen IPv6 (naket router advertisement)

A B
Coobuwenne -
router advertisement (RA)
—_

lcmp6 Type=134

Scr=Link Local Address of Router

Dst=Multicast Link Local Address of All Nodes FF02 : : 1

Data=Including Options, Router Life Span, Address Prefix List and some
Other Information for Automatic Configuration of Hosts

PucyHok 3-12.
MakeT RA 0BbIl4HO cooepXuUT crieaytoLlee CoaepXnmoe:
e  OawuH nnn Heckonbko npedukcoB IPv6-agpecos (Mcnonb3yeTca Angd onpegeneHuns no
KaHany nnvm aBTomaTU4ecKom HaCTpOMKnN agpeca 6e3 CoOXpaHeHUs COCTOAHMS).
e [lencrtBuTtensHocTb npedukca agpeca IPv6.

e MeTog aBTOMATUYECKOW HACTPOMKM XOcCTa (C COXpaHEHMEM COCTOSIHMA unn 06e3
COXpPaHEeHUs COCTOSAHMS).

e VIHdpopmauma o6 ycTponcTBe MO yMOMYaHuw (He3aBMCUMMO OT Toro, pabotaet nu
YCTPOWCTBO NO YMOM4YaHWIO; ecnu Aa, TO Takke BKMYaeTca nHTepsarn and 4encTBun B
KayecTBe YCTPOMCTBA NO YMOJSTHYAHUIO).

e [lpyras wuHdoOpmauus, npegoctaensemMas ans  KoHdurypauum xocTta, Hanpumep,
orpaHunyeHune nepexonos, MTU n nitepsan noBTopHon nepegaynm NS.
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MakeTbl RA Takke MOryT MCMOMb30BaTLCS B KAYECTBE OTBETOB Ha NakeTbl RS, oTnpaBneHHble
xoctoM. C nomoulblo naketoB RS XOCT MOXeT nonyyuTb aBTOMaTUYECKM HACTPOEHHYHo
nHcopMaLmio cpasy nocne 3anycka, a He xaaTb, noka RA-nakeTbl GygoyT oTnpaBneHbl
yCcTporcTBOM. ECcnun ona BHOBb 3anyLLeHHOro XocTa He HaCTPOeH unicast agpec, To B KayecTBe
ncxogHoro agpeca B rnakete RS xocT BknwoyaeT HeonpeaeneHHbln agpec (0:0:0:0:0:0:0:0). B
NPOTUBHOM Crlydae XOCT MCNOSib3yeT HAaCTPOEeHHbIM unicast agpec B KayecTBe UCXOAHOro u
multicast agpeca Bcex nokanbHbIX YCTPONCTB MapwpyTudauum (FF02::2) B kayecTtBe agpeca
Ha3HayeHus B nakete RS. B kauectBe oTBeTa Ha nakeT RS nakeT RA wucnonb3yeT agpec
NCTOYHMKa nakeTa RS B kayecTBe agpeca HasHayYeHUs (ecnu agpec UCTOYHUKA He yKasaH, OH
ncnonb3yeT agpec MHOroaapeCHON pacchifikm Bcex nokanbHbIx y3nos (FF02::1).

B nakete RA MOXHO HaCTpoOuTb crnenyrune napameTpbl:

e RA-unHTepBan: nHTepsan otnpasku naketa RA.

e RA-cpok cnyx0bl: Cpok cryx0bl MapLupyT13aTopa, To eCTb, AEUCTBYET S YCTPOMUCTBO
B KaYeCTBe MapLUpyT13aTopa no yMOn4aHuIo Ha fIoKanbHOM KaHare, a Takke UHTepsarn
BbINOSTHEHUS DYHKLMIA MapLUpyTM3aTopa No YMOMYaHUIO.

o [lpedukc: npedumkc agpeca IPv6 B nokanbHon ccbiike. OH umcnonb3yeTcsa AOns
aBTOMAaTMYECKOro OmnpedeneHuss agpeca B pexume on-link unm aBTomaTnveckomn
HacTporkn agpeca 06e3 COXpaHeHUs1 COCTOSAHWS, BKIOYas Opyrne KoHdurypauum
napameTpoB, CBA3aHHbIE C NpednKcom.

e VHTepBan NS: nHtepBan noBTOpHOW nepegayn naketos NS.
e Bpems oxugaHua: nepuoa, Korga yYCTPOWCTBO paccmaTpuBaeT COCeaHun ysen,

[AOCTYMNHOro nocrne obHapyXeHUsi cobbITUS NOATBEPXKAEHMS OOCTYMHOCTU COCeaHero
y3na.

¢ RA-hoplimit: numuT naketa RA, ncnonb3ayembii 4nsi yCTaHOBKM OrpaHNYeHns nepexona
XOCTa Ans OTNpaBKM 0QHOaAPECHOro nakeTa.

e RA-mtu: MTU naketa RA.

¢ Managed-config-flag: nonyyaeTt nn xocT 310T NakeT RA agpec 4yepes aBTOHaACTPONKY C
OTCNEXMBaHNEM COCTOSAHMS.

e Other-config-flag: ncnonesyet nn xoct, nonyvawowmn atoT naket RA DHCPv6 ang
nonyyYeHus gpyron nHopmaumm, kpome IPv6-agpeca ans aBTomaTU4eCKOM HAaCTPOMKU.

HacTtponTe ykasaHHble Bbllle napameTpbl Npy HacTponke atpubyTos nHTepderica IPv6.

MNepeHanpaBneHune

Ecnu mapwpyTtusartop, nonyyatowmin naket IPv6, Haxoant 6onee apdeKkTMBHbIV crnegyowuni
nepexon (next hop), oH otnpaendet nakeT ICMP Redirect, 4To6bl coobwmTh y3ry o Gonee
yOadHbIX nocrneayrwmux nepexogax. XocTt Oyaer Hanpsmyto oTnpaBndate nakeT IPv6 B
cnegyrowmin pa3 Ha 6onee ny4dwnn Nnepexoa.

MakcmnmanbHoe KonmyecTBO HepaspelleHHbIX 3anucen ND

e MoXHO HacTpouTb MakcuMasnbHOE KOMMYeCTBO HepaspelleHHbIX 3anmucen ND, 4yToObl
npeoTBpaTMTb Cco3faHue HepaspelleHHbIX 3anucen ND B ceTeBbIX cermeHtax
3M10YMbILLSIEHHUKOM, 3aHUMaIOLLMM N36bITOYHOE NPOCTPAHCTBO NaMSTW.

MakcrmanbHoe KonmyecTBO 3anuncen obyveHuns cocegen B nHtepderice

e Bbl MOXeTe HacTpouTb MakcuUMaribHOEe KONMUYeCcTBO 3anucen obydyeHusa cocefen Ha
nHTEepgence, 4Tobbl NPeaoTBpaTUTL NoNagaHne atak cocegHux yanos Ha ND 3anuvcu un
NPOCTPaAHCTBO MNaMATM YCTPOWUCTBA U MNOBAUATb Ha 3(PQPEKTUBHOCTL NepechIrikun
yCTPOMCTBA.
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3.3.6.1. CBsizaHHas KOHcurypauus

BkntoyeHune nepeHanpasneHus IPv6

Mo ymonuaHuio nakeTbl nepeHanpaeneHns ICMPv6 moryT ObiTb OTMpaBreHbl Ha
nHTepemncs! IPv6.

BbinonHuTe komaHgy no ipv6 redirects B pexmme koHUrypaumm nHtepderica, 4toobl
3anpeTuTb MHTepdency otTnpasnaTb nakeTsl Redirect.

Hactpoika IPv6 DAD

Mo ymonuaHuto nHtepdenc otnpaenset oamH nakeT NS gns soinonHeHus IPv6 DAD.

3anyctute komaHgy ipv6é nd dad attempts value B pexume KoHdUrypaumm
nHTepdgenca, 4Tobbl HacTpouTb KonmuyectBo naketoB NS, nocnegoBaTenbHO
otnpaeneHHbix DAD. 3HaueHue 0 ykasbiBaeT Ha oTknoveHne DAD gns agpecos IPv6
Ha 9TOM NHTepgence.

BbinonHuTte komaHagy no ipv6 nd dad attempts, 4TOGbI BOCCTAHOBUTL KOHApUrypauuto
MO YMOIYaHUIo.

Mo ymonuyaHuio yctponcTtBo BbinonHseT DAD no aybnupytowmmca agpecam IPv6
Kaxkable 60 cekyHn.

BeinonHute komaHay ipv6 nd dad retry value B pexvme rnobanbHoOn KoHuUrypauum,
4YTOGbLI HacTpouTb MHTepBan DAD. 3HauyeHue 0 ykasbiBaeT Ha oTkrntodeHne DAD gns
YyCTPOMNCTBA.

BbinonHute komangy no ipv6 nd dad retry, 4Tobbl BOCCTAHOBUTL KOHpUIypaumo no
YMON4YaHuHo.

HacTtpoika OCTynHOro BpeMeHn coceHEro ysna

Mo ymonyaHuto ona cocegHero ysna IPv6 yctaHosneHo sHayeHne 30 cekyHa.

BbinonHute komaHay ipv6 nd reachable-time milliseconds B pexvme koHpuUrypaumm
MHTepderica, YToGbl UBMEHUTb BPEMs!, B TEYEHME KOTOPOro MOXHO AOCTUYL coceaa.

HacTpolka BpemeHn yctapesLlen KoHdurypauum cocena

Mo ymonuyaHuio Bpemda ycTapeBaHus KOHdurypauuu ana cocefgHero yana |Pv6
ycTaHoBneHo 1 4ac. o ncredeHnn aToro BpemeHun yctponcteo BbinonHaeT NUD.

3anyctute kKomaHagy ipv6 nd stale-time seconds B pexume KoOHdUrypaumm
NHTepenca, 4Tobbl 3MEHUTL BpeMS yCcTapeBaHusa cocega. Hactpownka nHgpopmaumm
npecdukca

Mo ymonyaHuio npedukc B nakete RA Ha nHTepdence — aTo npedunkc, HACTPOEHHbIN
B KOMaHAe ipv6 address uHTepdenca.

BbinonHute komaHgy ipv6 nd prefix B pexume KoHdurypauum nHtepderica, 4YToobl
Ao6aBuTb MNK yaanutb NpeduKcbl U napameTpbl NPedUKCcoB, KOTOpble MOryT ObiTb
O0ObSABMEHDI.

BkntoueHne/oTkntoveHne nogasneHmnsa RA

Mo ymonuanuto nHtepdenc IPv6 He oTnpasnseT nakeTbl RA.

3anyctute komaHay no ipv6 nd suppress-ra B pexume KoHpurypaumm nHtepdenca,
YTOObI OTKNIOYUTL NogaBneHne RA.

HacTponka makcMmanbHOro KonmyecTsa HepaspellueHHbIx 3anncent ND

3HayeHve no ymonyaHuio 0, ykasbiBawlwee Ha OTCYTCTBME orpaHumdeHuin. OHa
orpaHuMyeHa TONbKO MponyckHom cnocobHocTelo BBoga ND, noggepxkvBaemon
YCTPOWCTBOM.
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e 3anyctute komaHgy ipv6é nd unresolved number B pexume rnobanbHON
KOHUrypaumm, 4Tobbl OrpaHnyYnTb YNCNO HepaspeLLeHHbIX cocenen. Nocne Toro Kak
3anMcu nNpPeBbICAT 3TO OrpaHn4YeHue, YCTPOMCTBO He OyaeT akTMBHO paspeluaTb
nocnegywLime nakeTbl.

HacTponka makcumansHoro konnyectsa 3anucent ND, nonyyeHHbIX B UHTepgence

e 3anyctute KomaHgy ipv6 nd cache interface-limit value B pexunme kKoHdurypauum
nHTepdgenca, 4YTobbl OrpaHUYMTbL KONMMYECTBO COCEdEN, KOTOpble Yy3Hanu Ha
nHTepgence. 3HaveHne no ymondanuio 0, ykasbiBatoLLee Ha OTCYTCTBME OrpaHUYEHUN.

3.3.7. MapuwpyT ncrtouyHuka IPv6 (IPv6 Source Routing)
3.3.7.1. MpuHUMN paboTbl

AHanormddo onumamM source route, loose source route, u record route IPv4, 3aronosok IPv6
NCnonb3yeTca Ans ykasaHnsa NpOMEXYTOUHbIX Y3I10B, YEPE3 KOTOPbIE MAKET NPOXOAUT MO NyTH K
agpecy HasHadeHusa. OH ucnonb3yeT crneaylowmn popmart:

OpawH 6ant OpnwH Bant OpawnH 6ant OauH bant
Cneaytowmn Anura OcraBLwmecs
pacwmperHoro | Tun mapuwpyTa =0
3aronoBoK 38rONOBKA CErMeHThl

[aHHble, OTHOCALLMECH K KaXaoMy TUMY MapLupyTa

PucyHok 3-13.

MNMone Segments Left ucnonb3yetca Ans ykasaHusi KONMMYECTBA MPOMEXYTOUHbIX Y3IOB,
yKa3aHHbIX B 3arofioBke MapLupyTusauuy naketa, KOTopbli JOSHKEH NMPOWTY OT TeKyLuero ysna
[10 KOHEYHOTrO agpeca Ha3Ha4YeHusl.

B HacTosiLee BpeMs onpegenexsl Aea Tvna mappytusauun: 0 1 2. 3aronoBok MapLupyTusaunm
Type 2 wucnonb3yetca pnns mobunbHon cBaAsn. RFC 2460 onpepensieT 3arorioBOK
mMapwpyTmsauumn Type O (aHanornMyHo onuuu mapLipyTm3auum cBoBO4HOrO UCTOYHUKa IPv4).
dopmaT 3aronoska mapLupyTtusauum Type 0:
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OpanH Gant OpauH Bant OpauH Gant OauH 6ant
_ OnuHa
Crenyiouyi paclumpeHHoro | Tvn mapupyTa = 0 OcrasLumecs
3aronoBoK CErMeHTbI
3aronoBska
3apezepBupoBaHO
Ap,pec 1
Appec N

PucyHok 3-14.

B cnegywouwem npumepe onucbiBaeTcAd NpUMEHeHue 3aronoBka MapupyTtusaumm Type O
(PncyHok 3-15).

1000 ::2

D 1000 : :1 1001 ::1 1002 : :1
B 1003::2

XocT 1 MapuwpyTtusarop 1 MapuwpyTtnsatop 2 MapwpyTtusartop 3 XocT 2

PucyHok 3-15.

Host 1 otnpaenset Host 2 nakeT, ykasbiBaloLWmii NPOMEXYTOUHbIE Y3Mbl MapLupyTM3aTop 2 u
mMapwpyTtmsaTop 3. B cnegytowen tabnuue nepedncreHbl M3MEHEeHUs Nonen, CBA3aHHble C
3aronoBkoM |IPv6 1 3aronoBkom MapLupyTmu3aLmm B NpoLecce nepechInku.
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Y3en Monsa B 3aronoBke IPv6 Mons, cBA3aHHbIE C 3aroyioOBKOM
nepepayiu mapuwpyTta Type 0
Host 1 Source address=1000::2 Segments Left=2

Destination address=1001::1 Address 1=1002::1 (Agpec Router 3)
(Aopec Router 2) Address 2=1003::2 (Agpec Host 2)
Router 1 No change
Router 2 Source address=1000::2 Segments Left=1
Destination address=1002::1 Address 1=1001::1 (Aapec Router 2)
(Anpec Router 3) Address 2=1003::2 (Agpec Host 2)
Router 3 Source address=1000::2 Segments Left=0
Destination address=1003::2 Address 1=1001::1 (Agpec Router 2)
(Aopec Host 2) Address 1=1002::2 (Aapec Router 3)
Host 2 No change

HDOLI,GCC nepecblsikK/ BbIMONMHAETCA crnegyrownm o6paaoM:

1. Y3en 1 oTnpaBnsieT NakeT, B KOTOPOM aApeCcoM HaszHadeHus ABnsieTca agpec
mMapupyTtusatopa 2 1001::1, 3aronoBok MappyTtusaumm tuna 0 3anonHseTcs
agpecom mapupyTtusatopa 3 1002::1 n agpecom yana 2 1003::2, a 3HayeHune nons
Segments Left cermeHTOB paBHoO 2.

2. MapuwpyTtursatop 1 nepecbinaeT 3TOT NaKeT Ha MapLIpyTM3aTop 2.

3. MapuwpyTtursaTtop 2 usMeHseT agpec HasHa4vyeHus B 3aronoske |IPv6 Ha agpec 1 B
3aronoBke MapLupyTusaumm. To ecTb, agpec HasHa4YeHUs1 CTaHOBUTCSA agpecom
1002::1 mapwpyTtusaTopa 3, agpec 1 B 3aronioBke MapLupyTmM3aLmm CTaHOBUTCH
agpecom maplupytusatopa 2 1001::1, a 3Ha4yeHue neBoro Nons CerMeHToB
ctaHoBuTca 1. [locne BHECEHUA N3MEHEHUI MapLUPYTM3aTOp 2 NepechinaeT NakeT Ha
MapLupyTmsartop 3.

4. MapuwpyTtmnsatop 3 U3MeHsIeT agpec Ha3HavyeHus B 3aronoBke IPv6 Ha agpec 2 B
3aronoBke MapLupyTusaumun. To ecTb, agpec HasHa4YeHUs CTaHOBUTCSA aapecoMm yana 2
1003::2, agpec 2 B 3aronoBke MapLUpyTU3auum CTaHOBUTCS aapecoM
mMapwpyTtmusatopa 3 1002::1, a 3Ha4yeHne NeBoro Nong cerMeHToB ctaHosuTcs 0.
[Mocne BHeceHMs M3MeHeHUI MapLupyTu3aTop 3 nepeckinaeT nakeTt Ha y3en 2.

3aronoBok MmapLpyTtusaumm Type 0 MOXeT ncnonb3oBaTbes A4ns nHmummnposanms DoS-atak. Kak
nokasaHo Ha PucyHke 3-16, y3en 1 oTnpasnseT nakeTbl Ha y3en 2 co ckopocTbio 1 Méut/c n
yOanseT 3arofioBOK MapLupyTudauuun, 4ToObl Bbi3BaTb HECKOMbKO MeTenb obpaTHOW CBA3M
Mexay MapLupytusaTopoMm 2 1 MapuwpyTtusatopom 3 (50 pa3 ¢ Mapwpytmsatopa 2 Ha
mMapLpyTmsaTop 3 149 pas ¢ mapwpyTnsatopa 3 Ha mapLupyTusaTop 2). B 3To Bpems 3aronoBok
MapLupyTM3auun cosgaeTt addekT ycuneHusa Tpaduka: "50 Méut/c ¢ mapwpyTtusatopa 2 Ha
mMapwpyTtmsatop 3 u 49 M6ut/c ¢ mapwpytmsatopa 3 Ha Mapwpytmsatop 2." UN3-3a atom
npobnembl 6e3onacHocTn RFC 5095 otmeHun 3aronoBok mapLpytmsauun Type 0.
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49 Méut/c
1000 ::2 -—
1000 : 1 1001 ::2 1001::1 1002 ::2 1002::1 1003::1 1003::2

_> _>

-1 M6urt/c 1 M6uT/c 50 M6uT/c 1 M6uT/C -
XocT 1 MapuwpyTtusarop 1 MapuwpyTtnsatop 2 MapwpyTtusartop 3 XocT 2
Ipv6 Packet XocCT 1 noceinaeTt nakeTsl Ha XocT 2 Yyepe3 MapwpyTtusarop 2,
Source Address 1000::2 MapuwpyTtusaTtop 3, MapwpyTtusartop 2, MapwpyTtusartop 3....
Destination Address 1001:1 Kaxabl nakeT noceinaetca 50 pa3 u3 MapwpyTtusaTtopa 2 B
MapLupyTtusaTtop 3 1 49 pas 13 MapwpyTtmsartopa 3 B
Segments left in the Type 0 MapwpyTtunzartop 2

Routing Header: 100
Address 1: 1002::1
Address 2: 1001::1
Address 3: 1002::1
Address 4: 1002::1

Address 99: 1002::1
Address 100: 100:3::2

PucyHok 3-16.

3.3.7.2. CBA3aHHasA KOHcurypaums
BkntoueHne maplipyTtmsaumm nctovHmka (Source routing) IPv6

e  3aronosok mMaplpyTtusauum Type 0 He NogAepKMBaETCst MO YMOSIYaHMIo.

e 3anycTtuTe KOmMaHay ipv6 source-route B pexxume rnobanbHON KOHUrypaumm, 4toobl
BKMIOYMTbL MapLUpyTM3aLmio NCTOUHMKa IPV6.

3.3.8. OrpaHuyeHue CKOpoCcTn oTnpaBKu coobweHnn o6 owmnbkax ICMPv6

3.3.8.1. MpuHUMN paboTbl

Y3en HasHayeHust Unu MpPOMEXYTOYHbIA MapLlpyTusatop oTnpaBnsaeT coobuieHunss ICMPV6,
4YTOObI COOBLWNTE 06 OLINMBKaX, BO3HMKLLUMX BO BPEMS MEPECLINTKM N Nepeaadn nakeToB AaHHbIX
IPv6. B oCHOBHOM cyLecTByeT YeTbipe Tuna coobweHnn o6 owmnbkax: Destination Unreachable,
Packet Too Big, Time exceeded n Parameter Problem.

Mpn nonyyeHun HeBepHoro naketa IPv6 ycTtponctBo otbpacbiBaeT nakeT v OTnpasnseT
coobueHne o6 owmnbke ICMPV6 Ha ncxoaHeii agpec IPv6. B cnydae dos aTtak Ha nakeTtbl IPv6
YCTPOMCTBO MOXET HEMPEPLIBHO OTBeYaTh Ha coobLeHms 06 owmnbkax ICMPV6 go Tex nop, noka
pecypcbl yCTPOMCTBA HE ucyepnaHbl W, TakuMm o6pas3om, He OyayT AOomkHbIM obpas3om
npegoctaenaTeCsa ycnyrn. [Ona peweHnss aTon NpobnemMbl MOXHO OrpaHuYnTb CKOPOCTb
oTnpasku coobLeHnn o6 owmnbkax ICMPVE.

Ecnn gnuHa nepecbinaemoro naketa IPv6 npesbiwaer MTU IPv6 ucxogswero nHtepderica,
MapLupyTM3aTop oTbpacbiBaeT 3ToT nakeT IPv6 n otnpaenset obpaTtHo coobweHne ICMPV6
Packet Too Big Ha ucxogHbin agpec IPv6. 310 coobuieHne o6 owunbke B OCHOBHOM
ncnonb3yetcs B npouecce IPv6 PMTUD. Ecnu ckopocTb OTnpaBkn coobuieHnin 06 owwmbkax
ICMPV6 orpaHnyeHa n3-3a Ype3mepHoro konuyectaa apyrmx coobuennn o6 owmnbdkax ICMPVE,
coobuwennsa ICMPV6 Packet Too Big moryT 6b1Tb 0T(unbTpoOBaHbl, YTO NpuBeaeT K cboro IPv6
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PMTUD. lNMoaToMy pekoMeHayeTcst OrpaHn4mMTb CKOPOCTb oTnpasBky naketos ICMPV6 cnuwwikom
BonbLMMM COOOLLEHNSIMM HE3ABUCUMO OT ApYyrnx coobLueHni o6 owmnbkax ICMPV6.

HecmoTpst Ha TO, 4TO nakeTbl nepeHanpaeneHus ICMPv6 He gaBndawTca coobweHusamn ob
owwnbkax ICMPV6, pekomeHayeTcsl OrpaHnYnMTb MX KOSIMYECTBO BMECTe C coobuieHusiMn ob
owwmbkax ICMPV6, 3a ncknioveHnem coobieHmn Packet Too Big.

3.3.8.2. CBA3aHHasA KOHdurypaums
HacTtpoika ckopocTtu otnpaeku naketa ICMPv6 cnuwikom 6onbLumnx coodLeHui

e YactoTta no ymonyaHuto coctaendet 10 Ha 100 mc.

e 3anyctute komaHgy ipv6 icmp error-interval too-big, 4To6bl HAaCTPOUTb CKOPOCTb
otnpaekn ICMPv6 Packet Too Big coobLueHwni.

HacTpolka ckopocTu oTnpaBku apyriux coobLieHunn o6 owmnbkax ICMPv6

e YacrtoTta no ymonyaHuto coctaendet 10 Ha 100 mc.

e BbinonHute komaHay ipv6 icmp error-interval gna HacTpPOWKM CKOPOCTM OTNpaBKu
apyrmx coobweHun o6 owmnbkax ICMPvVE.

3.3.9. OrpaHunyeHune nepexopa IPv6(IPv6 Hop Limit)
3.3.9.1. MpurHUMN paboTbI

MakeT paHHbIX IPV6 npoxoauT 4epe3 mapLipyTu3aTopbl OT MCXOOHOro agpeca u agpeca
HasHayeHus. Ecnn HacTpoeH nNUMUT nepexofa, OH YMEHbLUaeTCs Ha eauHULY MNpu Kaxkaoom
NPOXOXAEHNN NakeTa vyepe3 maplipytudaTtop. Koraoa orpaHnyeHne nepexoga yMmeHbllaeTcs 4o
0, mapLwwpyTnsaTop oTbpacbiBaeT NakeT, YTobbl NPeaoTBpaTUTL HEOrPAHNYEHHBbIE BO3MOXXHOCTU
nepegayun GecnonesHoro naketa NO CeTM W MNOTEPU MNPOMYCKHOW CMOCOBHOCTU CceTu.
OrpaHunyeHue nepexoga aHanornyHo TTL IPv4.

3.3.9.2. CBsAi3aHHasa KOHcurypauums
HacTpoika npegena onepaunn IPv6

¢  OrpaHuyeHue nepexoga IPv6 no ymonyaHuio ons ycTponcTBa cocTaBnseT 64.

e BuinonHute komaHay ipv6 hop-limit, 4tobbl HacTpouTb orpaHuyeHue nepexoga IPv6
ANs yCTpoOncTBa.

3.3.10. NMpeo6pa3oBaHue n3 ornpaBku naketoB NS B ceTn ayteHTUDMKauum
VLAN

3.3.10.1. MprHUMN paboThbI

B pexume ayteHTudpmkauyum wntosa sce noacetv VLAN B Super VLAN no ymonyaHuo aBnstoTcs
cetamun VLAN ansa ayteHTudukauuu. MNonb3osatenu B cetn ayteHTudukauum VLAN JOmKHbI
NPonTU ayTeHTUdUKaumo ana goctyna K cetwn. [locne ayTeHTMdUKauMm Ha YCTPOUCTBE
cosfgaetca crtatudeckas 3anucb ND. [lostomy npu poctyne K ayTeHTUOULUMPOBaHHOMY
NnoNb30BaTEmNo YCTPONCTBY HE HYHO oTnpaBnsaTb nakeTbl NS B VLAN ayteHTudmkaumm. Ecnn
YCTPOWCTBO MbITaeTCA NOMy4YMTb AOCTYN K nonb3oBatenam B VLAN 6e3 ayTeHTUdukaumm, emy
HY>KHO oTnpaBnaTb 3anpocbkl NS Tonbko B VLAN 6e3 ayTeHTudmkaumm.

B pexume ayteHTuukauum wno3a QyHkumMa npeobpasoBaHua naketoB NS B ceTtn
ayTeHTudukaumm VLAN BkntoveHa Ha yCTponcTBe No ymonyaHuto. Ecnu yctponctsy TpebyeTcs
AOCTYN K MOmnb3oBaTensM, He WUCNONb3YLWMM ayTeHTUdUKaLmio, B CeTU ayTeHTudukauum
VLAN, oTknoumnTe 3Ty OYHKLMIO.
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3.3.10.2. CBsizaHHasA KOHcUrypaumsa

BkntoueHne dpyHKumMm npeobpasoBaHus n3 otnpasku naketoB NS B cetn ayteHTudpmkauumn VLAN

e 3anyctute komaHgy ipv6 nd suppress-auth-vlan-ns B pexume KoHurypaumm
nHTEepdenca, YTobbl BKIMOUNTE OYHKLMIO Npeobpa3oBaHus n3 otnpasku naketos NS B
cetn ayteHTUdukaumm VLAN.

o [laHHbIN doyHKUMOHAN BKNKOYEH MO YMOYaHUIO.

e OTa (PpyHKUMA NOAAEPKMBAETCA TOMbKO Ha BUPTyanbHbIX UHTEpdencax KommyTtaTopa
(SVI) n pencteyeT TOMBKO B peXume ayTeHTUMKaL MK Lo3a.

3.3.11. Wno3 no ymonyaHuio B MHTepcence ynpasrneHuns

3.3.11.1. MprHUMN paboTbI

N3 no ymonyaHuio HacTpOeH B UHTepdhence ynpaBneHus Ans co3gaHusa maplupyta no
YMOJYaHUIO aNns 3Toro nHTepdenca.

3.3.11.2. CBsizaHHasA KOHcurypaumsa
HacTpoika wsnto3a no ymonyaHuio B MHTepdernce ynpaBneHumsi

e BuinonHute KomaHgy ipv6 gateway ipv6-address B pexume KoHdurypauum
nHTEepdenca, YTobbl HACTPOUTD LUMKO3 MO YMOMYaHUIO B MHTepderce ynpaBneHus.

e [lo ymonyaHuio B MHTepence ynpaBneHns He HaCTPOEH LUSI03 MO YMOMYaHMIO.

3.4. HacTpouka

HacTtponka OnucaHue u KomaHaa

Hactponka |IPv6- | (OBAS3ATEJNIbHO) Wcnonb3yetca ana Hactponku agpecoB IPv6 u

agpeca BKNtoYeHus IPv6
ipv6 enable Bkntouaet IPv6 B uHTepdeice
ipv6 address HacTtpanBaeT unicast-agpec IPv6
nHTepdenca

Hactponka IPv6 | (ONMUNOHAJIBHO) Wcnonb3ayetca and BKKYEHUA nepeHanpaBneHus
NDP IPv6 Ha uHTepdeice

ipv6 redirects BkntovaeTt nepeHanpasneHue IPv6 Ha
nUHTepdence

(OMNUUOHAINBHO) UcnonbayeTcs ang BkrtoyeHna DAD

ipv6 nd dad attempts HacTtpaunBaeT Konu4ecTso
nocnegoBaTenbHbIX NakeToB NS,
oTnpaeneHHbix DAD
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Hactpowka OnucaHue u KOmaHaa
(OMNUMOHAINBHO) UcnonbayeTcs anga HacTponkn napameTpos ND
ipv6 nd reachable- | HacTtponka goCTynHOro BpemMeHu cocegHero
time yana
ipv6 nd prefix HacTtporika npedukca agpeca, KoTopbin 6yaeT
06baABNATLCA B NnakeTe RA
Hactponka IPv6 | ipv6 nd suppress-ra BkntoyaeT nogasneHue RA Ha uHTepdeice
NDP

(OMNUMOHAINBHO) Ucnonb3yeTcst AnNa HAaCTPONKN MaKCUMarnbHOro
Konmn4yecTBa HepaspeLleHHbIx 3anucen ND

ipv6 nd unresolved

HactpanBaeT makcMmarnbHoe KOnmMyecTBO
HepaspeLleHHbIX 3anmcen ND

(OMLUMOHANBHO)

Mcnonb3yetca [Onsi HaCTPOMKM  MaKCUMarnbHOro
Konm4yecTBa cocefiel, NosfydeHHbIX Ha HTepdence

ipv6 nd cache

interface-limit

HactpanBaeT makcMmarnbHoe KOnmMyecTBO
cocenen, Nony4YeHHbIX Ha MHTepdence

Hactpovika MTU

(OMNUMOHAINBHO) UcnonbayeTtca anst orpaHnyeHus MTU nakeTtoB IPv6,

IPv6 Ha | OTNPaBMEeHHbIX Yepe3 NHTepdenc
uHTEepdence
ipvé mtu Hactpausaet MTU IPv6
BkntoyeHue (ONMUMOHAJIBHO) Wcnonb3yeTca Ans  BKAKYEHUS MapLupyTusaumm
MapLipyTa NCToYHUKa IPv6
ucrtovHuka IPv6
(RI)PV? SOUrCe | jhy6 source-route HacTpoiika ycTpoiicTBa [Ansi Nepechinku
Routing) naketos |IPv6 c 3aroriloBKoOM MapLupyTmusaumm
Hactpoika OnumoHanbHO
CKOPOCTH
OTnpaBku ipv6 icmp error- | HacTponka CKOpOCTM OTNpaBKM NakeToB
coobuleHmn 06 | interval too-big ICMPV6 cnuLwikoM 60MbLUMX COOBLLEHNIA
owmnbkax ICMPv6
ipv6 icmp error- | HacTtponka cKopocTM OTNpaBkM  OpYrux
interval coobLueHnin 06 owmnbkax ICMPV6 1 naketoB

nepeHanpasneHusa ICMPv6

@ e
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Hactpowka OnucaHue u KOmaHaa
HacTtponka (ONUMOHAINBHO) Ucnonb3yeTcs onst OrpaHUYEHNs Yucia Nepexonos

3Ha4yeHus IPv6 | ogHoagpecHbIX nakeToB IPv6, oTnpasneHHbIX Yepes uHTepgenc
Hop Limit

ipv6 hop-limit HacTponka orpaHnyeHus nepexoga IPv6

Brntoyenne/sobikn | (ONMUMOHAIIBHO) Ncnonb3yetcsa Ana orpaHNYeHnss oTrpaBkvM NakeToB
toyeHne dyHkumm | NS B cetu ayteHTudmkaumm VLAN B pexxume ayTeHTUdUKaLMm Lwino3sa

OTKa3a OTnpaBkKu

nakevos N\?LAI?J ipv6 nd suppressauth- | Bkntoyaet nofasneHve
cem vlan-ns LUMpOKOBeLLaTensHoi pacchinkn NS B ceTax
ayTeHTudurKaLumm
ayTeHTudukauum VLAN

HacTponka (ONUMOHAINBHO) Ncnonb3yeTcs ANst HACTPOWKK LUMKO3a N0 YMOTYaHUIO
LSI03a no | B MHTepgrence ynpaBneHus
YMONYaHu1o B
nHTEpMEVice ipvé gateway HacTpoika wmio3a Mo  ymonyaHuio B
L o _ 9

npaslieHns ipv6-address WHTepdelice ynpasneHus

3.4.1. Hactpouka IPv6-agpeca

3.4.1.1. PeaynbTaT KOHUrypaumm

HacTtpoinTte IPv6-agpec nHtepdenca ons peanusaunmn ceteson ceasm IPv6.

3.4.1.2. dTtanbl KOH(pUrypaumum
BknitoueHue IPv6 Ha nHTepdeice

e (OMNUMOHAIBHO) Ecnn Bbl XOTUTE BKIOYNTL NOAAEPXKKY NPOTOKOMNa 6e3 HacTPOnKM
agpeca IPv6, BbinonHMTE KOMaHAay ipve enable.

HacTtponka unicast-agpeca |IPv6-nHTepdgelica

e (ObaAsaTenbHo.

3.4.1.3. NMpoBepka KOHhUrypauum

3anyctute komaHgy show ipv6 interface, 4tobbl NpoBepuUTb, OENCTBYET N HACTPOEHHLIN
agpec.

3.4.1.4. CBsi3aHHble KOMaHAbl

BkntoyeHue IPv6 Ha nHTepcpence

KomaHga ipv6 enable
Pexnm Pexum koHdurypaumm nitepderica
KOHoUrypaumnm
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BctpoeHHas
noackaska

MpoTtokon IPv6 MOXHO BKNOYUTL Ha MHTepdbernce AByms crnocobamu:
1) BbiNONHEHNE KOMaHAbl ipv6 enable B pexume HaCTPOMKK
UHTepdenca; 2) HacTporka agpeca |IPv6 Ha uHTepdpeice.

NMPUMEYAHUE: ecnn wuHTepenc cBaA3aH C MyNbTUNPOTOKOSMBbHbLIM
obbektom VRF, HacTpoeHHbIM 6e3 cemencTtBa agpecoB IPv6, IPv6 He
MOXeT ObITb BKMOYEH Ha 3TOM MHTepdence. IPv6 Ha aToM nHTepdelice
MOX>XHO BKITHOUUTb TONbLKO NOCIe HacTPonKu ceMencTea agpecos IPv6 ang
MHoronpoTokoneHon VRF.

Ecnn IPv6-agpec HacTpoeH Ha wuHTepdpence, |IPv6 aBTOMaTMyecku
BKItOYaeTcHd Ha 3ToM uHTepderice. B atom cnyyae npotokon IPv6 Henb3s
OTKITIOUUTb, AaXKe eciv Bbl BbINOSIHAETE KOMaHAy No ipv6 enable

Hactponka unicast-agpeca IPv6 nHtepcpenca

KomaHpa

ipv6 address ipv6-address / prefix-length
ipv6 address ipv6-prefix / prefix-length eui-64
ipv6 address prefix-name sub-bits / prefix-length [ eui-64 ]

OnwucaHue
napameTpoB

ipv6-address: ykasbiBaeT agpec |IPv6, kOTopbI SOMKEH COOTBETCTBOBATL
dopmaTty agpeca, onpeageneHHomy B RFC 4291. PasgeneHHoe aBoeTounem
(:), kaxpgoe none apgpeca coctouT M3 16 OUT © npencraBreHo
LwecTHaguaTepu4HbIM1U CUMBOIaMMU.

ipv6-prefix: ykasbiBaeT npecdukc agpeca IPv6, KoTopbli AOOMKeH
COOTBETCTBOBATb hopmaTty agpeca, onpegeneHHomy B RFC 4291.

prefix-length: ykasbiBaeT gnvHy npedwmkca agpeca IPv6, To ecTb 4acTb,
npencTaBnsoLLyo ceTb B agpece IPv6.

prefix-name: ykasbiBaeT MMs YyHMBepcanbHOro npedukca. YKasaHHbIV
yHMBEpCcanbHbii  NpeduKC ucnonb3yeTcda Ans  co3gaHus  agpeca
UHTepdenca.

sub-bits: ykasbiBaeT 6utbl cybnpedmkca n 6utbl xocTa agpeca, KoTopble
OOJKHbI ObITb 06beanHeHbl ¢ NnpedurKkcaMmm, NPeaoCTaBeHHbIMU OBLLM
npedunKcoM, yKasaHHbIM C napameTpom prefix-name. 3TO 3Ha4yeHue
ob6beanHseTCa C yHuBepcanbHbIM MpeduKCoM NS cOo3daHua agpeca
UHTepdenca. OTo 3Ha4YeHMe AOMKHO OblTb B dopme, ykasaHHon B RFC
4291.

eui-64: ykasbiBaeT co3faHHbI |IPv6-agpec, cOCTOSALWMIA U3 HACTPOEHHOTO
npedwukca agpeca n 64-6utHoro ngeHtTndmkaropa nHTepdenca

Pexnm
KOHUrypauum

Pexunm koHdurypaumm nitepdperica
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BcTpoeHHas
noackaska

NMPUMEMYAHUE: ecnn wuHTepenc cBs3aH C  MYSNbTUNPOTOKOMbHbIM

obbekTom VRF, HacTpoeHHbIM 6e3 cemencTBa agpecos IPv6, agpec IPv6 He
MOXeT ObITb HacTpoeH Aans atoro uHTepdenca. IPv6-agpec atoro
MHTepdenca MOXHO HACTPOUTbL TOSLKO MOCHE HaCTPOMKM CeMENCTBa
agpecos IPv6 ans mHoronpoTtokonsHon VRF.

Ecnn unHtepdenc IPv6 cosgaH M HaxoguTCcsa B COCTOSIHUM FOTOBHOCTW,
cuctema aBTOMaTUYECKM CO34aeT NOKanbHbIA agpec KaHama ans 9Toro
nHTEpdenca.

IPv6-agpec wuHTepdenca Takke MoXeT ObiTb CO34aH C  MNOMOLLbIO
yHMBEpcanbHoro mexaHnama npedukcos. To ectb IPv6-agpec = Universal
prefix + Sub prefix + Host bits. YHuBepcanbHbI npedmKc MOXHO HAaCTPOUTb,
BbIMOMHMB KOMaHgy ipv6 general-prefix wnm BbINOAHMB  YHKUMIO
obHapyxeHus npedukcoB knueHta DHCPv6 (cm. pasgen 5. Hacmpolka
DHCPv6). Sub prefix + Host bits yana 3agatotca napameTtpamm sub-bits n
prefix-length B komaHae ipv6 address.

Ecnn Bbl 3anyckaeTte komaHgy no ipv6 address 6e3 ykasaHusa agpeca, Bce
agpeca, HaCTpPOEeHHbIE BPYYHYHO, OyayT yaaneHsi.

UTtobObl ymanuTb HACTPOEHHbIN agpec, BbIMNOMHUTE KOMaHvdy ho ipv6
address ipv6-prefix/prefix-length eui-64

3.4.1.5. NMNpumep KoHcpUrypaumm

HacTpoiika agpeca IPv6 B nHtepdeice

OTanbl Bkntounte IPv6 Ha wHTepdpence GigabitEthernet 0/0 n pgobaebTe
KoHdpurypauum IPv6-agpec 2000::1 B nHTEpPdENC
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)#ipvé enable
QTECH(config-if-GigabitEthernet 0/0)#ipvé address 2000:1/64
MpoBepka BeinonHuTe komaHay show ipv6 interface, 4tobbl y6eantbcs, 4To agpec
KoHdburypauum ycnewHo gobasneH B nHtepdenc GigabitEthernet 0/0

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface
gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:00:00:00

INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
INET6: 2000::1 [ TENTATIVE ], subnet is 2000::/64

Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
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ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.2. Hactpowmka IPv6 NDP

3.4.2.1. PesynbTaT KOHUrypaumum

HacTponTte atpnbyTbl, cBasaHHble ¢ NDP, Hanpumep, Bkntounte nepeHanpasnenune |IPv6 n DAD.

3.4.2.2. NpumeyvaHusn

MogaeneHune RA BkItoueHo Ha nHTepdercax no ymonyaHuo. Ytobbl HACTPOMTL YCTPONCTBO ANg
oTnpasku naketoB RA, BbINonHMTE KOMaHAy No ipv6 nd suppress-ra B pexunme KOHUrypaumm
NMHTepdenca.

3.4.2.3. dTanbl KOHpUrypaumum
BkritoueHne nepeHanpasneHus IPv6 Ha nHtepdence

e (OMNUMOHANBLHO) nepeHanpasneHne |Pv6 BKMOYEHO MO YMOTHYaHUIO.

e  YT10bbl OTKNOUMTL NepeHanpasneHve IPv6 Ha nHTepdence, BbINONHUTE KOMaH4y No
ipv6 redirects.

HacTpolka konuyecTBa nocnegoBaTernbHbIX NakeToB NS, oTnpaeneHHbix Bo Bpems DAD
e  OnuuoHanbHo.

e  YT00bI 3anpetuThb BKNtodeHne DAD ans agpecos |IPv6 Ha nHtepdence nnm nsMeHnTb
KonmyecTBOo nocnegoBatenbHbix naketoB NS, ortnpaBneHHbix DAD, BbinonHuTe
KomaHgy ipv6 nd dad attempts.

HacTtporika 4oCTynHOro BpeMeH coceaHero yana
e  OnuyuoHanbHo.

o [N namMeHeHus AOCTYMHOro BpEMEHM cocea BbiNonHMUTE KoMaHay ipv6e nd reachable-
time.

HacTponka npedukca agpeca and obbsBrneHus B nakete RA

o [lo ymonuaHuio npedukc B nakete RA Ha nHTepdence — 310 npeduKc, HaCTPOEHHbIN
B KOMaHZe ipv6 address uHTepdeinca.

e (Heobs3aTenbHo) BeinonHuTte komanay ipv6 nd prefix, 4ytobbl 4o6aBUTL N yaanutb
npeduKcbl 1 NnapameTpbl NPedUKCoB, KOTOPbIE MOTYT OblTb OOBLABIIEHDI.

BkntoueHune/BbikntoveHne nogasneHus RA Ha nHtepdence
e  OnumoHanbHo.

e YT106bI HACTPOUTL YCTPONCTBO ANs OTNpaBkM NakeToB RA, BbINOMHUTE KOMaHAy NO ipv6
nd suppress-ra.
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HacTpoika MakcumManbHOro konmyecTsa HepaspeLleHHbIx 3anncen ND

e  OnuyuoHanbsHo.

e Ecnu un3-3a ckaHupylolwmx aTtak co3faeTcs Oonblloe KONMYEeCTBO HepaspeLleHHbIX
3anucen ND, BbinonHuTe komaHay ipv6 nd unresolved, 4ToGbl OrpaHWYUTL YMCNO
HepaspeLLeHHbIX coceden.

HacTponka makcumansHoro konnyectsa 3anucent ND, nonyyeHHbIX B UHTepgence
e  OnuuoHarnbHo.

o Ecnu konnyecTtBo xXocToB IPV6 KOHTponupyeTcsl, BbINONHUTE KOMaHAy ipv6 nd cache
interface-limit, 4ToObl OrpaHN4YMTL KONMYECTBO cocenen, oby4eHHbIX Ha NHTepdence.
370 npepoTBpalwiaeT nonagaHne aTak, NoslyYeHHbIX C MOMOLLBI PYHKUUN N3YyYeHNs
ND, B NpocTpaHCTBO NaMsTU U BIIMSET Ha NPOU3BOANTENBHOCTbL YCTPOMCTBA.

3.4.2.4. NpoBepkKa KOH(pUrypaumm

BbinonHute cnepywume KomaHabl And npoBepKn NnpaBuUiibHOCTA KOHd)MpraLlMVIZ

e show ipv6 interface interface-type interface-num: npoBepbTe, OEACTBYIOT NN Takne
KOHUrypaumm, kak yHKUMA nepeHanpasrieHms, BpeMsa AOCTYNHOCTU coceaHero yana
N nHTepsan otnpaskn NS.

e show ipv6 interface interface-type interface-num ra-inifo: npoBepbTe nNpaBUNBHOCTL
npedukca n gpyron nHdopmaunmn, HacTpoeHHon onga naketos RA.

e show run

3.4.2.5. CBA3aHHbIe KOMaHAbI

BknroyeHue nepeHanpaBneHus IPv6é Ha uHTepdence

KomaHga ipv6 redirects

Pexnm Pexxum koHdurypaumm nHtepderica

KOHdpurypauuu

BctpoeHHas Bce coobuweHns o6 owmnbkax ICMPv6 nepepatotcss ¢ orpaHUYEeHHOM

noackaska ckopocTblo nepegayu. o ymonyaxHuio 10 — makcvmarnsHoe Konnm4ecTso
coobuweHnn 06 owmnbkax ICMPV6 nepenaBaembix B cekyHay (10 naketos
B CEKYHAY)

HaCTpOﬁKa KonnyecTtBa nocnepoBartesfibHbIX naketoB NS, oTnpaBJieHHbIX BO BpeMA
DAD

KomaHnga ipv6 nd dad attempts value

OnwucaHve value: ykasbiBaeT Konu4ectBo naketoB NS
napameTpoB

Pexnm Pexunm koHdurypaumm nitepdperica
KOHcpurypauuu
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BcTpoeHHas
noackaska

Mepen HacTporikon agpeca IPv6 Ha nHtepdernce He06XoaMMO BKITHOUUTD
DAD. 3atem agpec HaxoguTcs B npeaBapuTeribHOM cocTosiHuu. Ecnm
DAD He o6OHapyxuBaeT KOH(IMKTA agpecoB, I3TOT agpec MOXHO
ncnonb3oBatb. Ecnn obHapyXeH KOHMNUKT agapecoB U naeHTudukaTop
WHTepdenca aToro agpeca wucnonbsyetr EUI-64, Ha aTom kaHane
CyLlecTBylOT Aybnupylowme agpeca ypoBHs cBA3n. B atom cnyvae
cuctema  aBTOMaTUYECKM — OTKNKOMaAeT  9TOT  MHTepdpenc  ans
npegoTBpaLLEeHNs onepawmm, cBs3aHHbIX ¢ IPv6 Ha aTom uHtepdeice). B
3TO BpemMs HeobxoOuMO HACTPOWUTb HOBbLIM agpec U nepesanycTuTb
nHTepdenc, 4Tobkl cHoBa BktounMTb DAD. Korga nHtepdenc nepexoant
N3 COCTOSIHUSI BHU3 B coCTOsiHMe BBepX, DAD cHoBa BkntovyaeTca Ans
aZlpecoB B 3TOM MHTepdence

HacTtpoiika BpeMeHn AOCTYNMHOCTU COCeaHEro y3na

Komanpga ipv6 nd reachable-time milliseconds

OnucaHne milliseconds: ykasbiBaeT BpeMsi AOCTYMHOCTU coceda B AnanasoHe ot 0

napameTpoB no 3600000. EanHnua uamMepeHuss — MunnucekyHaa. 3HadeHue no
ymonyaHuio — 30 ¢

Pexnm Pexxnum koHdurypaumm nHtepderica

KOHcpurypauum

BcTtpoeHHas YCTpoNCTBO OBHapYyXMBaeT HEOOCTYMHbIX COCeden B COOTBETCTBUMM C

noackaska HaCTPOEHHLIM BPEMEHEM JocTyna. Yem Kopove HaCTpOeHHOEe BpeMs

poctyna, TeM ObICTpee YCTPOMCTBO OOHapyXMBaeT HEAOCTYMHbIX
cocefen, Ho Tem GoriblUe OHO NOTPebnseT Norocy NpPonyckaHus ceTu u
pecypcbl ycTpoicTea. MoaToMy He pekoMeHayeTcsi yCTaHaBnMBaTtb 3TO
3HaYeHME CrULLKOM MasieHbKUM.

HacTpoeHHoe 3HayeHue ob6bsaBnaeTca B nakete RA un  Takke
nucnonb3yeTtcda Ha ycTtponcTtee. Ecnn 3HavyeHne paBHo 0, Ha ycTpoKncTBe
He yKasaHO BpeMsi 4OCTyna, U PEKOMEHAYETCH MCMOMb30BaTb 3HAYEHME
no yMOn4aHuio

HacTtpouka npechmkca agpeca ans oobasneHns B nakete RA

KomaHga ipv6 nd prefix {ipv6-prefix/prefix-length | default} [ [ valid-lifetime {infinite
| preferred-lifetime } ] | [ at valid-date preferred-date ] | [infinite {infinite |
preferred-lifetime}]] [no-advertise] | [[ off-link ] [ no-autoconfig ]]

Onucanuve ipv6-prefix: ykasbiBaeT ugeHtudumkaTop cetn IPv6, KOTOpbIn OOMKeH

napameTpoB COOTBETCTBOBaTb hopmaty npeacrasneHns agpeca B RFC 4291.

prefix-length: ykasbiBaeT panuHy npedukca apgpeca IPv6. [lepeg
npedukcom Heobxoaumo JobaBuTb KOCYo YepTy (/).

valid-lifetime: ykasbiBaeT nepuop, B Te4eHNe KOTOPOro XOCT, Nony4varoLLmm
npedukc naketa RA, cuutaet npedukc gonyctumbiM. [OuanasoH
3HayeHun ot 0 go 4 294 967 295. 3HadeHne No ymonyaHuio: 30 gHen.
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preferred-lifetime: ykasbiBaeT nepuog, B TeveHME KOTOPOro XOCT,
nonyyamowmun npedukc naketa RA, cuntaeT npedukc AOMYCTUMbIM.
[unana3oH 3Ha4yeHun oT 0 Ao 4 294 967 295. 3HavyeHne nNo ymonvaHuo: 7
OHen.

at valid-date preferred-date: ykasbiBaeT pgonyctumylo gaty wu
npegnovMTaemMbll CPOK, HAacTpoeHHbIn ansa npedukca RA. VcnonbsyeTcs
dopmat dd+mm-+yyyy+hh+mm.

infinite: ykasbiBaeT Ha To, 4TO NpeduKkc aenctenteneH Haecerga. default:
yKasblBaeT, 4TO MCMOMb3yeTcs KOHdurypauusi napameTpoB MO
YMON4YaHuio.

no-advertise: yKasbIBaerT, yTO npedukc He obobsiBnsieTCs
MapLUpyTM3aTOPOM.

off-link: ecnn npedwmkc agpeca HasHadeHuss B nakete |IPv6,
OTNPaBfiEHHOM XOCTOM, COBMagaeT C HACTPOEHHbIM NpedUnKCcomMm,
YyCTPOWCTBO OyaeT paccMaTpuBaTb agpec Ha3Ha4YeHWs Mo TOM Xe CCbISKe
N HENnocpeacTBEHHO AOCTYMeH. ATOT napamMeTp yKasbiBaeT, YTO 3TOT
npedukc He TpebyeT onpeaenexHrs nNo KaHany.

no-autoconfig: ykasbiBaeT, 4To npecukc B nakete RA, nonyyeHHOM
XOCTOM, He MOXEeT WCNoNb30oBaTbCs AJ1I1 aBTOMAaTUYECKOW HaCTPOMKK
agpeca

Pexnm Pexxum koHdurypaunm nHtepcpenca

KOHdoUrypaumm

BcTpoeHHas 3Ty KOMaHLy MOXHO WUCMonb3oBaTb NS HACTPOWKM NapamMeTpos,
noackaska CBSA3aHHbIX C KaXAblM NpeduKCoM, BKIOYas BO3MOXHOCTb 0ObsBNEHNs

aToro npedukca. o ymonyaHmo nakeT RA wncnonb3yeT npedukc,
HACTPOEHHbIN C MOMOLLBID KOMaHAbl ipv6-agpeca. 3anyctute KomaHgy
ipv6 nd prefix, 4tobbl A06GaBUTL Apyrne NnpeduKchol.

BoinonHute komangy ipv6 nd prefix default, 4toGbl HacTpoutb
napameTpbl HTepderica no ymonyaHuo. To ectb, ecnu npu gobaeneHnn
npedukca He ykasaH HWM OOWH MapameTp, UCNONb3ynuTe napameTpsbl,
HacTpoeHHble B komaHge ipv6 nd prefix default no ymonuyaHuo B
Ka4yecTBe napameTpoB HOBOro npedukca. KoHdurypaumm napameTpoB no
YMOMN4YaHUIO OTMEHATCHA Mocne Toro, kak Ans npedukca byaer ykasaH
napameTp. To ecTb, Npy UCMONb30BaHUK koMaHab! ipv6 nd prefix default
MO YMOMYaHWO NS U3MEHEHMS HAacTPOeK napaMeTpoB MO YMOSYaHUIO,
TONbKO nNpedurKc, HACTPOEHHbLIN ANS WM3MEHEHUA NapamMeTpoB Mo
YMOMYaHUIO U KOHUrypaumim npedunkca, ocTaeTCa NPEXHNM.

at valid-date preferred-date: MOXHO ykasaTb gonycTMMyto gaty npedukca
AByMs cnocobamu: 1) ykazaHme OUKCUPOBaAHHOIO BPEMEHN OIS KaXKOoro
npedukca B nakete RA; 2) ykasaHue cpoka. Bo BTOopom meTtoge
AencreutenbHasa gata npedumkca B Kaxkgom nakete RA ymeHbluaeTcsa 4o
0
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BknioyeHue/BbiknoYeHne nogaBneHna RA Ha nHTepcence

KomaHga ipv6 nd suppress-ra

Pexxum Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BctpoeHHas UTtobbl BKNtouMTb nogaeneHne RA Ha nHTepderice, BbINONMHUTE KOMaHAy
noackaska ipv6 suppress-ra

HacTpoiika MakcuManbHOro KonimyecTsa HepaspeLlleHHbIX 3anucenn ND

KomaHpa ipv6 nd unresolved number

Onucanve number: yka3biBaeT MakcumaribHO€e KONM4eCTBO HepaspeLLeHHbIX 3anucen
napameTpoB ND

Pexxum Pexxnm rnobanbHon KoHdurypauum

KOHdoUrypaumm

BcTpoeHHas YTtoObl npegoTepaTuTb co3faHune B6onbLwnm KONMYeCcTBOM
noAckaska HepaspelweHHblx 3anucen ND w©n  3aHMmalowmx pecypcbl BBOAA

3M10yMbILUITIEHHMKAMMW, MOXHO OrPaHUYnUTb KONMUYECTBO HEpa3pPELLUEHHbIX
3anucen ND

HacTtpowka makcumanbHoro konuyectsa 3anucen ND, nony4yeHHbIX B UHTepdence

KomaHpa ipv6 nd cache interface-limit value

Onucanve value: ykasblBaeT MaKkCMMarlbHOE KONIMYEeCTBO COCEOHUX YCTPOWCTB,
napamMmeTpoB NONyYeHHbIX UHTEPdENCOM

Pexxum Pexxum koHdurypaumm nHtepderica

KOHcpurypauum

BctpoeHHas OrpaHnyeHune konnyectBa 3anucenn ND, nonyyeHHbIX B uHTepdelce,
noackaska MOXeT NpeaoTBpaTUTbL aTaku 3M0yMbILWNEHHUKOB-coceaen. Ecnn aTo

4YNCNO He OorpaHnyeHo, Ha ycTponctee 6yaeT cosgaHo 6Gonblioe
Konu4yectso 3anucen ND, 3aHMMatoLWmnX CANLLKOM MHOFO MecTa B NaMATun.
HacTpoeHHoe 3Ha4YeHne OOMKHO ObiTb paBHO UNK BonbLUe Yncna 3annucen
ND, nony4eHHbIX MHTEpderncom. B npoTuBHOM crnyyae koHdUrypauma He
BctynuT B cuny. KoHdurypauma 3aesumcnt oT emkoctu Beoga ND,
noaaepXxneaemMon yCTpONCTBOM
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3.4.2.6. Npumep KoHcuUrypaumum

BkniouyeHune nepeHanpasneHus IPv6 Ha uHtepdence

OTansb! Bkntounte nepeHanpasnexue IPv6 Ha untepdence GigabitEthernet 0/0
KOHGoUrypaumm

QTECH(config-if-GigabitEthernet 0/0)#ipvé redirects
MpoBepka BbinonHute komaHay show ipv6 interface, 4ytobbl NpoBepuTbL pesynbTaT
KOHUrypauum

QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):
Mac Address: 00:00:00:00:00:00
INET6: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND retransmit interval is 1000 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

Hactpownka IPv6

DAD

OTanbl HacTtponte wHtepcdpenc aons otnpasku DAD Tpex nocnegoBaTeSibHbIX
KOHUrypauum naketoB NS

QTECH(config-if-GigabitEthernet 0/0)# ipvé nd dad attempts 3
MpoBepka BbinonHuTe komaHay show ipv6 interface, 4tobbl NpoBepUTL pesynbTaT
KOHUrypauum
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QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:0:00:00

INET6: FE80::200:FF:FE0O0:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 3

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>
ND router advertisements live for 1800 seconds
QTECH(config-if-GigabitEthernet 0/0)#

HacTtpouka nidpopmauum npecmkca B nakete RA

OTansbl Hob6asbTe npeduke 1234:/64 k nHtepdency GigabitEthernet 0/0
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)#ipvé nd prefix 1234::/64
MpoBepka BbinonHuTe komaHay show ipv6 interface, 4tobbl NpoBepuTb pesynbTaT
KOHcpurypauum

QTECH#show ipvé interface gigabitEthernet 0/0 ra-info
GigabitEthernet 0/0: DOWN (RA is suppressed)
RA timer is stopped
waits: 0, initcount: 0
statistics: RA(out/in/inconsistent): 0/0/0, RS(input): 0
Link-layer address: 00:00:00:00:00:00
Physical MTU: 1500
ND router advertisements live for 1800 seconds
ND router advertisements are sent every 200 seconds<160-240>
Flags: IM!I0, Adv MTU: 1500
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ND advertised reachable time is 0 milliseconds

ND advertised retransmit time is 0 milliseconds

ND advertised CurHopLimit is 64

Prefixes: <total: 1>

1234::/64(Def, CFG, vitime: 2592000, pltime: 604800, flags: LA)

Hactponka naketoB RA ansa nonyyeHus npedmkcoB n3 nyna npecumkcon

OTanbl HacTponTe nakeTbl RA Ha nonyyeHue npegukcos 13 nyna npegukcos
KOHoUrypauum "ra-pool"

QTECH(config-if-GigabitEthernet 0/0)#peel default ipvé pool ra-pool

MpoBepka BbinonHuTe komaHay show run, 4ToGbl NPOBEPUTL pe3ynbTaT
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0 ipvé enable

no ipvé nd suppress-ra peel default ipvé pool ra-pool !

OTknoYeHne nogaBsneHusa RA

OTansbl OTkntounte nogaeneHne PA Ha nntepderice
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)# no ipvé nd suppress-ra

MpoBepka BbinonHuTe komaHay show run, 4tobbl NnpoBepuTb pesynbtat
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0
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ipvé enable

no ipvé nd suppress-ra !

Hactponka makcumanbHOro Konm4yectea HepaspeLeHHbIx 3anucen ND

OTansb! YCcTaHOBUTE MaKCMMarbHOE KONMMYECTBO HepaspelleHHbix 3anucen ND
KOHpurypauum paBHbiM 200

QTECH(config)# ipvé nd unresolved 200

MpoBepka BbinonHuTte komaHay show run, ytobbl npoBepuTb pesynbrat
KOHGoUrypaumm

QTECH#show run

ipvé nd unresolved 200
!

Hactponka makcumanbHoro konuyectea 3anucen ND, nony4yeHHbIX B UHTepcence

ST1anbl YcTaHoBUTE MakcumaribHoe konudectBo 3anmcen ND, nonydeHHbIX Ha
KOHdUrypaLum nHTepdeince, pasHbim 100

QTECH(config-if-GigabitEthernet 0/1)# ipvé nd cache interface-limit
100

MpoBepka BbinonHuTte komaHay show run, 4tobbl npoBepuTb pesynbtat
KOHcpurypauum

QTECH#show run
I interface GigabitEthernet 0/1

ipvé nd cache interface-limit 100
!

3.4.3. Hactpouka MTU IPv6 Ha uHTepchence
3.4.3.1. PeaynbTaT KOHUrypaumm

B coOoTBETCTBMM CO CXEMOW CETU, HACTPOMTE KOPPEKTHLIM agpec IPv6, 4Tobbl n3bexaTb noTepu
nakeToB.

3.4.3.2. NpumeyvaHusn

MTU IPv6 nHTepderica gormkeH 6biTb MeHblie nnu paseH MTU-uHTepdenca. [uanasoH IPv6
MTU coctasnsieT ot 1280 go 1500.

®) QTECH .

MWP [OOCTYMNHEE




PykoBoacteo no HacTponke QSW-8113

HacTtporika IPV6

3.4.3.3. dTanbl KOH(Urypaumm

HacTtpownka MTU IPv6 nntepdenca

e  OnuuoHanbHo.

e Ecnu muHumaneHbin pasmep MTU B WNHTepHeTe MeHbwe MTU IPv6-uHTepdenca,
NCMNONb3ynNTeE 3Ty KOHUrypauuio ans yctaHoBku npasunbHoro MTU-uHTepdenca.

3.4.3.4. NMpoBepka KOHhUrypauum

e 3anyctute kKomaHgy show run wnu show ipv6 interface, 4Tobbl npoBepuTb
NPaBUNbHOCTb KOHUIypaLnK.

e 3axsarT nokanbHO oTnpaBneHHbIx nakeToB IPv6, anvHa kotopbix NpeBbiwaet MTU IPV6.
PeaynbTaT 3axBaTa nakeToB NnokasblBaeT, YTo nakeT IPv6 doparmeHTMpOBaH Ha OCHOBE
MTU IPv6-nHTepdeica.

3.4.3.5. CBAA3aHHble KOMaHAbI

HacTtpoika MTU IPv6-nHtepdelica

KomaHga ipv6 mtu bytes

OnucaHne bytes: ykasbiBaeT MTU naketa IPv6 B gmanasoHe ot 1280 go 1500.
napameTpoB EonHnua navepernna — dant

Pexnm Pexxum koHdurypaumm nHtepderica

KOHdoUrypaumm

BcTpoeHHas HepoctynHo

noackaska

3.4.3.6. Npumep KoHcpUrypaumm

HacTtpoika MTU IPv6-nHtepdelica

OTansbl N3meHute IPv6 MTU-nHTepderica GigabitEthernet 0/0 Ha 1300
KOHcpurypauum

QTECH(config-if-GigabitEthernet 0/0)#ipvé6 mtu 1300
MpoBepka BbinonHute komaHay show ipv6 interface, 4ytobbl NnpoBepuTb pesynbTat
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface

interface GigabitEthernet 0/ is Down, ifindex: 1, vrf_id 0 address(es):
Mac Address: 08:c6:b3:f1:17:61
INETé: FE80::2D0:F8FF:FE22:3347 [ TENTATIVE ], subnet is FE80::/64
INET6: 1020::1 [ TENTATIVE ], subnet is 1020::/64
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INETé: 1023::1 [ TENTATIVE ], subnet is 1023::/64

Joined group address(es):

MTU is 1300 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.4. BkntoyeHune mapLupyTta uctoyHuka IPv6 (IPvé Source Routing)

3.4.4.1. PeaynbTaT KOHUrypaumm

RFC 5095 otmeHun 3aronoBok mapLupyTtusauumn tnna 0. Yetpornctsa QTECH no ymonyaHuio He
noadepXkmBaloT 3aronoBoK MapuwpyTtusaumm tuna 0. AOMWHUCTPATOP MOXET BbINOMHUTD
KOMaHay ipv6 source-route B pexxmme rnobanbHon KOHUrypaumm, 4Tobbl BKIOYMTL MapLIpyT
NCTOYHMKa IPV6.

3.4.4.2. dTtanbl KOH(Urypaumum
BkntoueHne mapLupyTta uctovHuka (Source routing) IPv6

e  OnuyuoHanbHo.

e  YT100bl BKNIOUYNTE MapLLPYT UCTOYHMKA |IPV6, BbINONTHUTE KOMaHAy ipv6 source-route.
3.4.4.3. NpoBepka KOH(pUrypaumum

YCTPONCTBO MOXET AOSMKHbIM 0Bpa3om nepecbinatb NakeTbl C 3arosIoBKOM MapLupyTusaumm
Type 0.

3.4.4.4. CBA3aHHble KOMaHAbI

BkntoyeHne mapLipyTmsaumm nctovHmka IPve

KomaHga ipv6 source-route

Pexxum Pexnm rnobanbHon KoHdUrypaumm

KOHcpurypauuu

BctpoeHHas Mockonbky 3aronoBok Tuna 0 mMoxeT npuBecTn k atakam DoS Ha

noAckaska YCTPOWCTBO, YCTPOWUCTBO He nepeckinaeTr naketol IPv6 ¢ 3aronoBkom
MapLupyTM3aLmm no ymonyaHuto, a obpabartbiBaet naketbl IPv6, cam no
cebe ABNAACL KOHEYHbIM aApecoM Ha3Ha4yeHUs U 3arofloBKOM
MapLpyTmusaumm tuna 0
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3.4.4.5. Npumep KoHcuUrypaumm
BkntoyeHne mapLipyTmsaumm nctodHuka IPve
OTansb! BkntounTb mapLupyTu3auuio MctovHmka IPve
KOHGoUrypaumm
QTECH(config)#ipvé source-route
MpoBepka BbinonHuTte komaHay show run, ytobbl npoBepuTb pesynbtat
KOHUrypauum
QTECH#show run | inc ipvé source-route ipvé source-route

3.4.5. HacTpomnka CKOpOCTHU OTnpaBKku coobweHun o6 owmnbkax ICMPv6

3.4.5.1.

Pe3ynbTaTt KOH(pUrypaumum

HacTponka ckopocTu oTnpaBku coobuleHnn o6 owmnbkax ICMPVE.

3.4.5.2.

JTanbl KOHUrypaumm

HacTtpoika ckopocTtu otnpaku naketa ICMPv6 cnuwikom 6onbLumnx coodLeHui

OnumoHanbHo.

Ecnu ycTponctBo nonyydaetr MHOXeCTBO naketoB I[IPv6 ¢ gnuHonm naketa,
npesbiwatoLlen IPv6 MTU mncxopsiiero uHtepdenca, n, Takum odpasom, otTnpaensieT
6onbwoe konnvectBo ICMPv6 Packet Too Big coobuieHuii, koTopble NoTpebnsitoT
MHoro pecypcos LI, 3anyctute komaHay ipv6 icmp error-interval too-big ¢ cnuwkom
GonbwMM MHTEpBanoM OWKUOOoK, 4TOObl OrpaHM4YMTb CKOPOCTb OTMPaBKM 3TOro
coobLeHns 0b owmnbke.

HacTpo#nka ckopocTu oTnpasku Apyriux coobLieHunin o6 owmnbkax ICMPvG

3.4.5.3.

OnuvoHanbHo.

Ecnn ycTponcTBO NonyyYaeT MHOXECTBO HeBanuaHbIx nakeTos IPv6 n, Takum obpasom,
reHepupyeT MHoro coobuieHmi 06 owmnbkax ICMPvV6, BeinonHUTe KOMmaHay ipv6 icmp
error-interval, 4TOObI OrpaHWMYUTL CKOPOCTbL OTMpaBkM coOOLeHMn 06 owmnbkax
ICMPVv6. OTa koMaHga He BnusieT Ha ckopocTb otnpaekun ICMPv6 Packet Too Big
coo0OLWEeHNN.

MpoBepka koHpUrypauum

BeinonHute komangy show running-config, 4tobbl NnpoBepuThL pesynbTar.

3.4.5.4.

CBsizaHHble KOMaHAbI

HacTtponka ckopoctu otnpaBku naketa ICMPv6 cnuwkom 60onblumMx coobLweHnn

KomaHga ipv6 icmp error-interval too-big milliseconds [bucket-size]

Onucanve milliseconds: ykasbiBaeT nepuog 0H6HOBMEHUA KOHTEMHepa MapKepoB B
napameTpoB ananasoHe oT 0 pgo 2147483647. EguvHnua uv3mepeHuss —

(@ arecy
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mMunnucekyHga. 3HadeHune no ymonydanuio: 100. Ecnn 3HayeHune pasHo 0,
CKOPOCTb OTnpaBkn coobLueHun o6 owmnbkax ICMPv6 He orpaHuyeHa.

bucket-size: ykasblBaeT KONMMYECTBO MapKEpoOB B KOHTEWMHepe [Anis
MapkepoB B gnanasoHe ot 1 go 200. 3HayeHune no ymonyaHmo — 10

Pexxum Pexwvm rmnobanbHon KoHdUrypaumm

KOHUrypauum

BcTtpoeHHas [Ona npepotBpaweHns DoS-aTak ucnonb3ynTe anropuTM KOHTEnHepa
nogckaska MapkepoB, 4TOObl OrpaHM4YUTb CKOPOCTb OTMpaBku coobLieHnn 06

owumbkax ICMPV6.

Ecnn pnunHa nepecbinaemoro naketa IPv6 npesbiwaer MTU IPv6
NCXoasLero uHTepdenca, maplipytu3atop oTbpacbiBaeT 3TOT nakeT
IPv6 n otnpaenser obpatHo coobuweHne ICMPv6 Packet Too Big Ha
nucxoaHeim agpec IPv6. 310 coobuieHne 00 olmnbke B OCHOBHOM
ncnonb3yetcsa B npouecce IPv6 PMTUD. Ecnn gpyrue cooblueHns ob
ownbkax ICMPvV6 €BnawTCa 4Ype3amMepHbIMM, HEBO3MOXHO OTMPaBUTb
naket ICMPv6 Packet Too Big, yto npmBoamnt k cboto IPv6 PMTUD.
MoaToMy peKkOMeHAYeTCs OrpaHu4MTb CKOPOCTb OTMpPaBKM MakeToB
ICMPVv6 Packet Too Big He3aBucrMmo oT gpyrnx coobLieHnn o6 owmbkax
ICMPV6.

lMockonbky TOYHOCTb Tammepa coctaBnsetr 10 Mc, pekomeHgyeTcs
YCTaHOBUTb WMHTEpBarn OOHOBMEHWUSI KOHTEMHEpa MapKepoB Ha uenoe
uncno, kpatHoe 10 mc. Ecnu nepmoa oGHOBNEHMSI KOHTEMHEPA MapKEPOB
Haxoautcsa B gmanasoHe ot 0 go 10, dakTnyeckmn nepmog obHOBNEHUS
coctasnseT 10 mc. Hanpumep, ecnm CKOpoCTb OTNPaBKU YCTaHOBMNEHA Ha
1 kaxgble 5 mc, aBa cooOLleHns o6 owwmbkax OTNPaBNATCA Kaxable
10 Mmc B peanbHbIX cutyauuax. Ecnn nepuon obHOBNEHUA KOHTEWHepa
MapKepoB He ¢BMsAeTcs UuenbiM  4MucrnoMm, KpaTtHeiM 10 Mc, OH
aBToMaTuMyeckn npeobpasyetca B uUenoe u4ucno, kpatHoe 10 mc.
Hanpumep, ecnu Ons CKOPOCTU OTMNPaBKM YCTAHOBMEHO 3HayeHue 3
kaxgble 15 mc, gBa kmo4va obHoBnsATca kaxable 10 MC B peanbHbIX
cUTyaumsax

HacTtpouka ckopocTu oTnpaBKu Apyrux coobweHun o6 owmnbkax ICMPv6

KomaHpa ipv6 icmp error-interval milliseconds [bucket-size]

Onucanuve milliseconds: ykasbiBaeT nepuog 0O6HOBMEHUA KOHTEMHEpPA MapKepoB B

napameTpoB ananasoHe ot 0 po 2147483647. EgvHnua wmaMepeHus —
MunnucekyHaa. 3HaveHve no ymonyanuio — 100. Ecnun 3HauyeHune paBHO
0, ckopocTb oTnpaekn coobleHur 06 ownbkax ICMPV6 He orpaHuyeHa.
bucket-size: ykasblBaeT KONMMYECTBO MapKepoOB B KOHTEWMHepe OIS
MapkepoB B gManasoHe oT 1 go 200. 3HayeHune no ymonyanuto — 10

Pexnm Pexwnm rnobanbHon KoHdUrypaumm

KOHUrypauum
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BcTpoeHHas
noackaska

Ona npepotBpaweHns DoS-aTak mMcnonb3ymte anroputM KOHTENHepa
MapKkepoB, 4TOObl OrpaHMuYnMTb CKOPOCTb OTMpaBku coobLieHnn 06
owmnbkax ICMPVE.

lMockonbky TOYHOCTbL Tammepa coctaBnsgeT 10 Mc, pekomeHgyeTcs
YCTaHOBUTb WHTepBan OOHOBMEHMSI KOHTEMHEpPaA MapKepoB Ha Lenoe
yncno, kpatHoe 10 mc. Ecnn nepnoa o6HOBNEHNS KOHTENHEPA MapKepoB
Haxoamntcs B ananasoHe oT 0 go 10, dakTmyeckuin nepmnog obHOBNEHUS
coctaenseTt 10 mc. Hanpumep, ecnv ckopoCTb OTNPaBKM yCTaHOBIIEHA Ha
1 kaxable 5 mc, aBa coobLeHns 06 owmbkax oTnpaBnstoTca kaxasie 10
MC B peanbHbIX cuTyauusix. Ecnn nepuon oBHOBNEHWS KOHTerHepa
MapkepoB He 4BMdeTCd UuUenbiM 4ucriom, KpatHeim 10 Mc, OH
aBToOMaTuMyeckn npeobpasyetcd B Uenoe u4ucno, kpatHoe 10 wmc.
Hanpumep, ecnv Oonsa CKOpOCTW OTMPaBKM YCTAHOBIIEHO 3HadeHue 3
kaxable 15 mc, gBa krtoya obHoBnsitoTCs Kaxable 10 MC B peanbHbIX
cuUTyaumusax

3.4.5.5. Npumep KoHcuUurypaumm

HacTpolika ckopocTu oTnpaBku coobLieHun o6 owmnbkax ICMPv6

OTansbl YCcTaHOBWTE CKOPOCTb OTNPaBKM CANLLIKOM 6orbLlioro coobweHnst ICMPV6
KOHdpurypaumu Ha ypoBHe 100 nakeToB B CEKyHAY, a Ansa Apyrnx coobieHnn o6 owmbkax
ICMPv6 — Ha ypoBHe 10 nakeToB B CeKyHAy
QTECH(config)#ipvé icmp error-interval too-big 1000 100
QTECH(config)#ipvé icmp error-interval 1000 10
MpoBepka BbinonHute komaHgy show running-config, 4tobbl NnpoBepuTh
KOHcpurypauum pesynbTaTt

QTECH#show running-config | include ipvé icmp error-interval
ipvé icmp error-interval 1000 10

ipvé icmp error-interval too-big 1000 100

3.4.6. Hactpouka 3Ha4yeHus IPv6 Hop Limit

3.4.6.1. PesynbTaT KOHUrypauum

HacTpoiiTe KonmMyecTBO MepexodoB OOHOAAPECHOro Mnaketa Ana  npegoTBpalleHus
HeorpaHu4YeHHo nepeaayy nakera.

3.4.6.2. dTanbl KOH(Urypauumm

HacTponka npegena onepauun IPv6

e  OnuyuoHanbHo.

e YT0Bbl UI3MEHUTb KONMYECTBO NEPEXOA0B OAHOAAPECHONO NAKeTa, BbIMNOSTHUTE KOMaHAy
ipv6 hop-limit value.
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3.4.6.3. NpoBepka KOH(pUrypaumum

e BbinonHute komaHgy show running-config, 4To6bl NpOBEPUTbL MNPaBUMLHOCTb
KOHdburypaumm.

o 3axBaT ogHoagpecHbix nakeToB IPv6, oTnpaBneHHbIX XOCcTOM. PesynbTaT 3axBaTa
MakeToOB MOKa3bIBaeT, YTO 3HAYEHME MOMsl orpaHNyYeHus nepexoda B 3aronoeke |Pv6
COBMagaeT C HAaCTPOEHHbIM OrpaHMYeHnemM nepexoga.

3.4.6.4. CBA3aHHble KOMaHAbI

HacTpowka npeaena onepaunn IPv6

KomaHga ipv6 hop-limit value

Onucanve value: ykasblBaeT KONMMYEeCTBO MepexofoB OAHOAAPECHOro nakeTa,
napameTpos OTNpaBfeHHOro yCTponcTeoMm. [lnanasoH 3HayeHmn ot 1 0o 255

Pexxum Pexxm rmobanbHomn KoHdurypauum

KOHcpurypauum

3.4.6.5. Npumep KoHcurypaumm
HacTpoika npegena xonos IPv6

OTanbl M3meHunTe orpaHnyeHue nepexoga IPv6 yctponctea Ha 250
KOHdoUrypaumm

QTECH(config)#ipvé hop-limit 250

MpoBepka BbinonHuTe komaHay show running-config, 4tobbl npoBepuTb
KOHdpurypauuu pesynbTar

QTECH#show running-config ipvé hop-limit 254

3.4.7. Bkno4yeHue/Bbikno4veHne yHKUUU OTKa3a oTrnpaBku naketoB NS B
cetu VLAN ayteHTUdpukaumm

3.4.7.1. PesynbTaT KOHUrypaumum

BkntoueHne wnu oTknoveHne pyHkuMM oTkasa oTtnpaBks naketoB NS B cetm VLAN
ayTeHTudukauum B SVI.

3.4.7.2. NpumeyvaHusn

KoHdpurypaumsa nogaepxueaetcs Tonbko B SVI n 4encTByeT TONMbKO B peXnme ayTeHTudurkaumum
LUo3a.

3.4.7.3. dTanbl KOH(pUrypaumum

BkntoueHune/BbIkNoueHne  yHKUMM  OTKasza oTtnpaBkm naketoB NS B cetm VLAN
ayTeHTuukauun.

e  OnuuoHanbHo.

109
@ J) QTECH
MUP [OCTYNHEE



PykoBoacteo no HacTponke QSW-8113

HacTtporika IPV6 W

o B pexume ayTeHTMdMKaLMM WKO3a BLINOHMTE KOMaHAy no ipv6 nd suppressauth-
vlan-ns, u4tobbl ycTponcTBO Morno oTnpaenate naketel NS B cetn VLAN
ayTeHTUuKauun.

3.4.7.4. NpoBepkKa KOH(pUrypaumum

BbinonHute komaHgy show running-config, 4Tobbl NPoBEPUTL NPABUIIBHOCTb KOHPUIYpaLMK.

3.4.7.5. CBA3aHHble KOMaHAbI

BkntoueHune/BbikrtoueHne  pyHKUMKM  oTkasza oTtnpaBkm naketoB NS B cetm  VLAN
ayTeHTudmKauum

KomaHga ipv6 nd suppress-auth-vlan-ns

Pexxum Pexnm koHdurypaumm nHtepdenca

KOHdoUrypaumm

BcTpoeHHas [na oTKNoYeHns 3Ton OyHKUMKM ncnonb3ynte dopmy N0 JaHHON
noackaska KOoMaHabl

3.4.7.6. Mpumep KoHcuUrypaumm

OTkntoyeHne yHKUMK oTKasa oTnpaskm naketoB NS B cetn VLAN ayTeHTUdmkaumm

OTansbl Otknounte dyHKUMIO OTkasa otnpaekn naketoB NS B cetn VLAN
KOHdoUrypaumm ayTeHTumKaLmm

QTECH(config-if-VLAN 2)#no ipvé nd suppress-auth-vlan-ns

MpoBepka 3anyctute komangy show running-config interface vlan 2, 4yTo6bl
KOHdpurypauuu npoBepuUTb pesynbTtar

QTECH#show running-config interface vlan 2 no ipvé nd suppress-
auth-vlan-ns

3.4.8. HacTpouka wrno3a Nno ymon4yaHuio B MHTepdence ynpaBneHus

3.4.8.1. Pe3synbTaT KOHUrypaumum

HactponTe wnio3 no ymonyaHutoo B WHTepdence ynpasneHus. CosgaeTcsa MaplipyT no
YMOMNYaHMIO, NpU 3TOM UCXOASAWMUN UHTepdenc dABnseTca MHTepdencoM ynpasneHus, a
cneayroLnin nepexos — HaCTPOEHHbIM LLISTIO30M.

3.4.8.2. NpumeyaHun

KoHdurypaums nogaepxusaeTcs TOMbKO B MHTepdence ynpaBneHus.

3.4.8.3. dTanbl KOH(pUrypaumum
HacTpomnka wnto3a no ymon4yaHuio B MHTepdence ynpasneHus.

e OnuuoHanbHo.
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e Y706bI HACTPOUTL MAPLLPYT MO YMONYaHWIO ANA MHTepderca ynpasneHus, BbINONHUTE
KOoMaHay ipv6 gateway.

3.4.8.4. NMpoBepka KOHMUrypauum

BbinonHuTe komaHgy show running-config, 4Tobbl NpoBEPUTEL NPaBUIIbHOCTL KOHGUIypaLum.

3.4.8.5. CBA3aHHble KOMaHAbI

HacTtpoiika wnto3a no ymon4yaHuio B MHTEpAdeElice ynpasreHus

KomaHga ipv6 gateway ipv6-address

Pexnm Pexxnum koHGurypaumm nHtepderica

KOHdoUrypaumm

BcTpoeHHas OTa KoMaH4a nogaepXxunBaeTcs TONbKO B MHTepdence ynpaBneHns
noackaska

3.4.8.6. Npumep KoHcpUrypaumm

HacTtpoika wsnto3a no yMmonyaHuio B MHTepgence ynpaBneHus.

OTanbl YCTaHOBUTL LWAMKO3 N0 yMON4YaHuio nHtepdenca ynpasnenunsa Ha 2000::1
KOHcpurypauum

QTECH(config)# interface mgmt 0
QTECH(config-mgmt)# ipvé gateway 2000::1

MpoBepka 3anyctute komaHgy show running-config interface vlan 2, 4To6bl
KOHcpurypauum nNpoBepuUTb pesynbTtar

QTECH#show running-config interface mgmt 0

Ipvé gateway 2000::1

3.5. KoHTponb coctosiHuA

3.5.1. OumncTtka

BHUMAHME: BbIMOTHEHVE KOMAH[ CLEAR MOXET MPVBECTW K MOTEPE BAXXHOW
NHOOPMALINU U, CINEOOBATENBHO, NPEPLIBAHNIO PABOTbI CITYXB.

OnucaHue KomaHpa

Ouunwaetr pguHamndeckn | clrear ipv6 neighbors [ vrf vrf-name ] [ oob ] [interface-id]
N3y4eHHble cocegHue
obnactu
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3.5.2. OTobpaxeHue

IPv6-uHTepeinca

Onucanune KomaHpa
OTobpaxeHune show ipv6 interface [[interface-id] [ra-info] ] [brief
“Hpopmaumm [interface-id]]

OTtobpaxxeHune
MHdopMaumn o coceae

show ipv6 neighbors [vrf vrf-name] [verbose] [interfaceid]

[ipv6-address] [static] [oob]

OTtobpaxaeT
nHcopmaumto B Tabnuue
MapLpyTtmsauum IPv6

show ipv6 route [vrf vrf-name] [ static | local | connected |

bgp | rip | ospf | isis ]

3.5.3. OTnapka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbI MpPU BbIBOAE OTNagovyHOM MHGOpMaunn.
MoaTomMy, OTKNIOUNTE OTNAS0YHbBIA KOMMYTaATOpP Cpa3sy Nnocre UCnofib30BaHus.

OnucaHue

KomaHpa

BkntoueHune pebdar
coobLweHun 3anncm ND

debug ipv6 nd
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4. HACTPOWUKA DHCP
4.1. O630p

MpoTokon AavHamuyeckon koHdwurypaumm xocta (DHCP) — ato npotokon LAN, Ha ©Gase
nonb3oBartenbcknx gatarpamm (UDP) ona guHamuyeckoro HasHavyeHnsa ceteBbix |[P-agpecos u
COMyTCTBYHOLMX NapameTpoB.

DHCP pabotaer B pexume knueHT-cepep. DHCP-knueHT oTnpaBnsieT Ha cepBep
DHCP-3anpoc Ha nony4veHue IP-agpeca v gpyrux koHdurypauuin. Ecnv knnent DHCP n cepeep
DHCP HaxogsaTtcsa He B ogHOM noaceTn, To Ans nepecbinkun 3anpoca DHCP v oTBeTa Ha nakeTbl
Tpebyetcss DHCP Relay.

4.1.1. NMpoToKosbl U cTaHAAPTbI

e RFC2131: npoToKon ANHAMNYECKON KOHUIypaumm XocTa.
o RFC2132: napameTtpbl DHCP n pacwwnperna nocraswmka BOOTP.
e RFC3046: onuusa nHdopmaumm o petpaHcnsaTope DHCP.

4.2. MpuMmeHeHne

NMpumeHeHue OnucaHue

[MpegocrasrneHve cnyx6bl | HasHavaeT IP-agpeca knneHTam B NOKarbHOW ceTn
DHCP B nokasnbHOWn ceTtu

BkntovyeHue knuenta DHCP Bkntounte knneHt DHCP

MpumeHenune npasuna AM Ha | MNMpumeHenne DHCP-cepeepa B cpeae Super VLAN
cepeepe DHCP

Hactponka DHCP Relay B | B npoBogHOM ceTu nonb3oBaTenn u3 pasHbiX CErMEHTOB CeTH
NPOBOJHOWN CEeTU 3anpawwueatoT IP-agpeca

[MpumeHeHue npasuna AM Ha | B cetn Super VLAN nonb3oBaTtenu u3 pasHbiX CErMeHTOB
DHCP ceTu 3anpawwusatoT |IP-agpeca

4.2.1. NpepoctaBneHue cnyx6sbl DHCP B nokanbHOU ceTu

4.2.1.1. CueHapumn
HasHaubTe IP-agpeca yeTbipem nonb3oBaTensiM nokanbHOM ceTu.

Hanpumep, HasHaubTe IP-agpeca nonb3osatenam 1, 2, 3 u 4, Kak NoOKasaHO Ha criegylowem
PucyHke.

e YeTblpe nonb3oBaTens NOAKMOYEHBI K cepBepy S yepes yctporictea A, B, C n D.
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Monb3oeatens 3 Monb3oBatens 1

: I

Monb3oBaTens 2

PucyHok 4-1.
S — 3T0 ncxoasawmn w3, padortarowmn kak DHCP-cepsep.

A, B, C n D sansawTca KoMMmyTaTopamu OOCTyNa, KOTOPblE€ MO3BOMISAIOT OCYLUECTBNATb
npo3pavHyto nepegadvy Ha yposHe 2.

MNonb3oBatenb 1, nonb3oBatenb 2, nNonb3oBaTenb 3 W nonb3oBatenb 4 aBNAOTCS
nonb3oBaTensAMMN NOKarnbHOW CeTu.

4.2.1.2. OnncaHuve

e  Bkrntounte cepeep DHCP Ha cepsepe S.
e Hactponte npospayHyto nepegady VLAN ypoBHa 2 Ha A, B, Cu D.

o [lonb3oBatenb 1, Nnonb3oBaTenb 2, Nofb3oBaTeNb 3 U NONb3oBaTeNb 4 NHULUNPYIOT
3anpocbl knveHTa DHCP.

4.2.2. BknroyeHue knneHta DHCP

4.2.2.1. CueHapumn

Ana HasHayeHus IP-agpecoB nonyunte goctyn k kommytatopam A, B, C n D Ha cepsepe S
3anpoca fnokarnbHOW CeTw.

Hanpuwmep, skntounte DHCP Client Ha unTepdencax A, B, C u D gna 3anpoca IP-agpecos, kak
nokasaHo Ha crnegytouiem PucyHke.
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PucyHok 4-2.

S — 370 ncxoasawmi w3, padotatrowmin kak DHCP-cepsep.
A, B, C u D gaenswTca komMmyTaTopamMu [OOCTyna C BKIIOYEHHbIM kKineHtom DHCP Ha
UHTepdencax.

4.2.2.2. OnncaHve

e  Bxrtounte cepeep DHCP Ha cepsepe S.
o  Bkntounte DHCP-knueHT Ha nHTepdencax A, B, Cun D.

4.2.3. NMpumeHeHune npasuna AM Ha cepBepe DHCP

4.2.3.1. CueHapumn

Kak nokasaHo Ha PucyHke 4-3, cosgante Super VLAN, HacTporTe npaBuno AM un Bknwoumute
cepsep DHCP Ha ocHoBHOM kommyTaTope A. B — kommyTaTop arperauumn, C — kommyTaTop
poctyna n D — yctponcteo 6ecnpoBogHOro goctyna. TpeboBaHWs NepeyncrieHbl HXe:

e [InHamun4yeckoe HasHadeHue |IP-agpecoB Ha ocHoBe VLAN v nopTa.
e HasHauatb IP-agpeca cratndecku Ha ocHoBe VLAN.
o [lMHamn4yeckoe HasHadyeHue IP-agpecoB Ha ocHoBe npasuna AM no ymonyaHuio.
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Super VLAN
BecnpoBogHble
TEpPMUHAnLI
A " . Y
D

[MpoeogHble
TepMUHans!

e o &

PucyHok 4-3. lNMpumeHenne npasuna AM Ha cepsepe DHCP

A — 3TO OCHOBHOE YCTPOWCTBO.

B — ycTponcTBo arperaumn.

C — 370 yCTPOMCTBO NPOBOAHOMO AOCTYyNa.

D — aTo ycTponctBo 6ecnpoBogHOro gocTyna.

4.2.3.2. OnucaHue

e Hactponite npasuno AM, skntounte cepsep DHCP n cosgante Super VLAN Ha A.

e Cosgante VLAN Ha B u C ans npospayvHon nepegaym naketos DHCP oT npoBoaHbIX
none3osartenen Ha A gns 3anpoca IP-agpecos.

o  Bknouute dyHkumio 6ecnpoBogHon cBA3M Ha D ons npospadHon nepefayy NakeTos
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen Ha A ons 3anpoca IP-agpecos.

4.2.4. Hactpounka DHCP Relay B npoBogHoOM ceTtu

4.2.4.1. CueHapumn

Kak nokasaHo Ha cnegytowiem PucyHke, kommyTtatopbl C u D aBnsitoTca ycTporncTBamm goctyna
ansa nonb3osatenen B cetax VLAN 10 n VLAN 20 cootBetctBeHHO. KommyTtaTop B siBnsetcs
LUITHO30M, @ KOMMYTaTop A — OCHOBHbIM YCTPOWCTBOM. TpeboBaHUA nepeyncrneHbl HuXe:

Kommytatop A pabotaetr B kadectBe DHCP-cepBepa nnsa OuHamu4eckoro HasHaveHus
IP-anpecoB pasnuyHbIX CErMEHTOB CETU Nonb3oBaTensam B pasnuyHblx ceTsax VLAN.

Monb3oBatenu B ceTsax VLAN 10 n VLAN 20 guHamnyecku nonydarot IP-agpeca.
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KommyTatop A

Kommytatop B |

KommyTtatop C KommyTatop D

DHCP-knueHT

PucyHok 4-4. DHCP Relay
KommyTtatopsl C 1 D aensatTca ycTponcteamm goctyna.
KommyTtaTtop B aBnsieTcs Wwno3om.
KommyTtaTtop A sBrsieTcs OCHOBHbIM YCTPOMUCTBOM.

4.2.4.2. OnucaHune
e HacTtponte cBsi3b ypoBHA 2 Mexay koMmmyTatopoMm B n kommyTtatopom C, a Takke
mMexay kommyTatopoM B 1 kommyTtatopom D.
¢ HakommyTaTope B ykaxunte agpec cepsepa DHCP n skntounte doyHkumio DHCP Relay.

e Ha kommyTtatope A cosgante nynbl agpecos DHCP gna VLAN 10 n VLAN 20
COOTBETCTBEHHO U1 BKItounte cepeep DHCP.

4.2.5. MpumeHeHune npasuna AM Ha DHCP Relay

4.2.5.1. CueHapumn

Kak nokaszaHo Ha PwucyHke 4-5, A — ato cepsep DHCP, B — ocHOBHOW KOMMYyTaTop,
HacTpoeHHbIn Ha Super VLAN, npasuno AM u petpaHcnauuio DHCP, C — kommyTtaTop
arperauumm, D — kommyTaTop goctyna u E — yctponcteo 6ecnposogHoro goctyna. TpeboBaHus
nepeyvncrneHbl HNXe:

e Ha ocHoBaHun npasuna AM-nopta VLAN-areHT peTtpaHcnsaumm DHCP Bbibupaet agpec
noaceTv B kayectBe Giaddress nakeToB peTpaHCnsUMM U NepechbinaeT ux Ha cepeep
DHCP agnsa 3anpoca IP-agpeca knneHTa.
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e B cootBetctBUM € NnpaBuinom AM no ymonyaHuio areHT petpadcnsumm DHCP BeiGupaeT
afpec noaceTu B Ka4ecTBe agpeca ANs peTpaHCrnsumMmM nakeToB U nepecbinaeT ux Ha
cepsep DHCP ans 3anpoca IP-agpeca knueHTa.

DHCP-cepBep

Super VLAN

BecnposogHble
TEPMUHAnNbI

MNpoBogHbIE
TEPMUHAIbI

N 5 N 5y

PucyHok 4-5. NpumeHeHue npasuna AM Ha DHCP Relay

A — 3TO OCHOBHOE YCTPOWNCTBO.

B — 9TO OCHOBHOE YCTPONCTRO.

C — 9TO YCTPONCTBO arperayuu.

D — 3710 yCTPOMCTBO MPOBOAHOIO AOCTYyna.

E — 370 ycTponcTeo 6ecnpoBoAHOro goctyna.

4.2.5.2. OnucaHue

e  Bknouute cepsep DHCP Ha A.
e HactponTte npasuno AM, skntounte DHCP Relay n cospavite Super VLAN Ha B.

o Cospgante VLAN Ha C n D gns npospayvHorn nepegaymn naketo DHCP oT npoBogHbIX
none3osatenen B B ansa sanpoca IP-agpecos.
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o Bknounte dyHkumio 6ecnpoBogHon cBA3M Ha E ons npospadHon nepegadn naketoB
DHCP ot 6ecnpoBogHbix nonb3oBaTenen B B ons 3anpoca IP-agpecos.

4.3. KnroueBble 0COOEHHOCTH

4.3.1. ba3oBble KOHUenuuu

CepBep DHCP

Ha ocHoBe RFC 2131 DHCP-cepsep QTECH HasHauvaeT IP-agpeca knneHTam u ynpasnsaet
aTumm IP-agpecamu.

Knunent DHCP

KnneHt DHCP nosBongdeTt ycTpoOMCTBY aBTOMaTU4eckn nonyyatb IP-agpec un koHurypaumm ¢
cepsepa DHCP.

DHCP Relay

Ecnn knuent DHCP un cepsep DHCP HaxogaTcsa He B ogHOWM nogceTw, TO AN Nepecblikn
3anpoca DHCP u otBeTa Ha nakeTbl Tpebyetca DHCP Relay.

ApeHpa

ApeHoa — 93TO nepuod BpeMeHu, YkasaHHbin DHCP-cepBepom and knveHTa nOng
ncnonb3oBaHna HasHayeHHoro IP-agpeca. IP-agpec akTuBeH npu apeHae ¢ knueHToMm. Mepes
MCTeYeHMeM CpoKa apeHabl KNneHTy Heobxoammo ob6HOBUTL apeHay Yepes cepep. Koraa cpok
apeHpbl CTEKaeT Unn yaanseTcs ¢ cepBepa, apeHaa CTaHOBUTCS HEaKTUBHOW.

UckniovyeHHbIN agpec

WckntoueHHbI agpec — aT1o |P-agpec, KoTopbii He HasHavaeTcs kKnueHTam cepsepom DHCP.
Myn appecoB

Myn agpecoB — ato Habop IP-agpecos, koTopble DHCP-cepBep MOXeT HazHa4YnTb KIMEeHTaMm.
Onuusn

Onums — 370 napameTp, 3agaHHbin cepsepom DHCP npu obcnyxmaHumn kneHta DHCP npu
npucBoeHun agpeca. Hanpumep, obwienoctynHbin napameTp BkoyaeT B cebs IP-agpeca
wno3a no ymonyaHuwo (Mmapwpytmnsatopa), WINS-cepsepa n DNS-cepsepa. DHCP-cepsep
NO3BONISIET HAcTpamBaTb ApYyrMe napameTpbl. XoTs 60NbLUMHCTBO NapaMeTpoB onpeaerieHbl B
RFC 2132, moxxHO Ao6aBuTb Nosib3oBaTeNbCKNE NapameTpsbl.

4.3.2. 0630p
PyHKLUUA Onucanune
Cepsep DHCP Bkntounte cepsep DHCP Ha ycTponcTBe, U OH MOXET OUHAMUYECKM

Ha3HauvaTtb IP-agpeca v nepegaBsatb kOHUrypaumm knueHtam DHCP

Aredt DHCP Relay | Bknounte dyHkumio DHCP Relay Ha ycTtponctBe, U OH MOXeET
areHt nepecbinatb 3anpocbl DHCP 1 oTBeyaTb Ha nakeTbl B pasHbiX
CermMeHTax ceTu

Knvent DHCP Bkntounte DHCP-KNMeHT Ha YCTPONCTBE, U OH MOXET aBTOMaTUYECKM
nony4yatb IP-agpeca n koHdpurypauumn ¢ DHCP-cepepa
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PyHKLUUA Onucanune

[MpaBuna AM Bkntounte npasuno AM Ha yCTpOMCTBE, M OHO MOXET HasHavaTb
IP-agpeca B COOTBETCTBUM C NMpaBuIioM

4.3.3. Cepep DHCP

4.3.3.1. MprHUMN paboTbl
MpuHumn pa6otsl DHCP

Nonb3oBaTens

DHCP-cepeep

Discover [ ]

Offer

v

A

Request

v

Ack

A

PucyHok 4-6.
XocT 3anpawwBaet IP-agpec yepe3 DHCP cneaytowmm obpasom:

1. XocTt nepenaet naket o6HapyxeHusa (discover) DHCP ansa noucka cepsepos DHCP B
ceTu.

2. DHCP-cepBep otnpasnseT Broadcast/Unicast naket (Ha ocHoBe nakeTa xocTa).
cogepxawun IP-agpec, MAC-agpec, nmsa gomeHa n apexgy (offer).
3. XocT nepepnaet naket 3anpocoB DHCP ana odpuumansHoro 3anpoca IP-agpeca
(request).
4. DHCP-cepBep otnpasnseT Ha xocT nakeT DHCP ACK unitcast ana nogresepxaeHus
3anpoca.
NPUMEYAHUE: DHCP-knneHT moxeT nonydvatb naketsl DHCP OFFER oT Heckonbkunx
cepsepoB DHCP, HO 06bl4HO OH NpuHUMaET Tonbko nepsbin naket DHCP OFFER. Kpome Toro,

agpec, ykasanHbln B nakete DHCP OFFER, He o6ga3aTenbHo HasHayaeTcs. Bmecto aToro oH
coxpaHsieTcsa cepsepoMm DHCP o Tex nop, noka KrveHT He oTnpaBuT hopMarbHbIi 3anpoc.

YUTtobbl omumanbHo 3anpocutb IP-agpec, knneHT nepenaet naket DHCP REQUEST, yTo6bi
Bce DHCP-cepBepbl, nocbinatowme naketel DHCP OFFER, mornn nonyuntb naket w
ocBoboauTtb IP-agpeca, npegnoxeHHble B OFFER.

Ecnn naketr DHCP OFFER copepXuT HegonycTMMblie napameTpbl KOHUrypaumu, KIveHT
oTnpasnseT Ha cepsep nakeT DHCP DECLINE, 4Tobbl OTKNOHUTb KOHUrypaumtio.

Ecnv Bo BpeMsi neperoBopoB KNUeHT He oTBeyaeT Ha nakeTbl DHCP OFFER BoBpewms, cepBepbl
oTnpaeAT knueHTy naketsl DHCP NAK, 1 KNnMeHT NOBTOPHO MHMLIMMPYET npoLiecc.

Bo Bpems noctpoeHus cetn cepeepbl QTECH DHCP o6nagatoT cneaylowumm
npevMMyLLecTBamMm:
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e YrnpolleHHasa KoHdurypauus. OuHamuyeckoe HasHadeHue |P-agpecoB 3HAYUTENbLHO
ynpoLLaeT HaCTPOWNKY yCTpOMUCTBA.

e |leHTpanun3oBaHHoe ynpaBneHne. KoHdurypaumio HeCKOSIbKMX nogceTerd MOXHO
N3MEHUTb, MPOCTO U3MeEHMB KOoHurypaumto cepsepa DHCP.

Myn appecoB

lMocne Toro kak cepBep NonyvaeT nakeT 3anpoCoB KNMEHTa, OH BblOMpaeT 4ONYCTUMbIN Myn
agpecoB, onpegendetr poctynHein IP-agpec w3 nyna nocpegcteom PING un nepepaet
KoHdurypauuio nyna u agpeca knmeHty. VIHbopmauunsa o6 apeHge coxpaHaeTcs NIoKanbHO Ang
NPOBEPKM AENCTBUTENBHOCTU NPY BO30OOHOBNEHNN apeHbl.

[Myn agpecoB MOXET MMETb crneayolme napameTpbl KOHUrypaLmm:
e [manasoH |P-agpecoB, KoTopbid npeacTaBnsieT cobon [[uanasoH AOCTYMHbIX
IP-agpecos.
e Agpec wnto3a. lNogaoepxmBaeTcst He bonee 8 agpecoB LUMO30B.
e DNS-agpec. NopaepxnBaetcsa He 6onee 8 anpecos DNS.

o Cpok apeHibl, yBeOOMNAOLWNA KINMEHTOB O TOM, KOF4a UM HY>XHO MOMyYnTb agpec u
3anpocuTb NPOANeHNe CpoKka apeHabl.
KoHTponb coctosiHusa VRRP

B cueHapun npoTokona pesepBrnpoBaHMsa BUpTyanbHoro Mmapupytusatopa (VRRP) yctponcTtea
QTECH, noggepxusatowme DHCP, npegoctasnsioT KOMaHZy Afs MOHUTOPUHra COCTOSIHUSA
nHtepcenca VRRP. B uHTepdence, HacTpoeHHOM Ha wucnofnb3oBaHue agpeca VRRP un
moHuTopuHra VRRP, DHCP-cepeep obpabartbiBaeT Tonbko nakeTbl 3anpocoe DHCP-knueHToB
n3 nHTepderica B pexmme Master, a gpyrve naketbl otbpackiBatotcs. Ecnv agpec VRRP He
HacTpoeH, DHCP-cepsep He otcnexmBaer coctoaHme VRRP un Bce naketsl DHCP
obpabarbiBatoTcs. KoHTponb coctosaHmst VRRP HacTpanBaeTcs TONbKO Ha MHTepdencax ypoBHS
3. Mo ymon4aHuio OH OTKMOYEH, @ UMEHHO, TOSbKO rMaBHOE YCTPONCTBO obpabaTbiBaeT crnyxdy
DHCP.

HasHauyeHue IP-agpeca Ha ocHoBe VLAN, noptoB u anana3soHa IP

Mocne paseepThiBaHNAa nyna IP-agpecoB ykasaHHbI AnanasoH |IP-agpecoB HasHavaeTcsa Ha
ocHoBe ceTert VLAN u noptoB. CyliectByeT Tpu cLUeHapus:

1. TnobanbHasa KoHurypaums.

2. KoHdurypauua Ha ocHoBe ceTen VLAN, nopTtoB 1 gnanasoHa IP-agpecos.

3. CouetaHune: 1 n 2. B cueHapum 1 agpeca HasHa4vaoTcs rnobansHo. B cueHapun 2
agpeca B ykazaHHOM AuanasoHe |IP HasHa4alTCA TOMbKO KIMeHTaM yKasaHHbIX ceTen
VLAN n nopTtoB. B cueHapun 3 knneHTam ykasaHHbix ceten VLAN n noptos
Ha3HavalTCs agpeca B ykazaHHOM guanasoHe IP, a gpyrum knueHtam — rrnobarnbHble
agpeca no yMOnyaHuio.

4.3.3.2. CBaA3aHHaA KOHdurypaums
Mmo6anbHoe BktoyeHne DHCP-cepsepa.

¢ [lo ymonuyaHuto DHCP-cepBep OTKIHOYEH.

e 3anyctute komaHgy service dhcp, 4Tobbl BknounTb cepep DHCP.
HacTpomka nyna agpecos.

e [lo ymonyaHuio nyn agpecoB He HaCTPOEH.

e BobinonHute komangy nyna ip dhcp pool, ytobbl HacTpoutb AnanasoH IP-agpecos,
w03 n DNS.

e Ecnu nyn agpecoB He HAacTpOeH, agpeca He ByayT Ha3HaYeHb!.
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4.3.4. AreHt DHCP Relay

4.3.4.1. MpnHUMN paboTbl

IP-agpec HasHayeHusi nakeToB 3anpocoB DHCP — 255.255.255.255, n ot naketbl
nepecobinatotcs B nogceTtun. [Ana HasHadveHus IP-agpeca no cermeHTam cetM HeobGxoaum areHT
peTtpaHcnsaumm DHCP. AreHT peTpaHcnsumm DHCP nepepaet nakethl 3anpocos DHCP cepsepy
DHCP u nepecbinaet naketbl otBeta DHCP knuenty DCHP. Arent DHCP Relay cnyxut
peTpaHcnsTopoM, noakmnovaemblm K knneHty DHCP n cepeepy DHCP pasnuyHbIX cermeHToB
cetn, nyTem nepecbinkm naketor 3anpocoB DHCP n naketoB otBeta DHCP. B pexume Client-
Relay-Server ynpasneHue IP-agpecamu B HECKOSIbKMX CEFMEHTaX CeTU OCYLLECTBASETCH TOSbKO
ogHum DHCP-cepsepom. CM. PUCYHOK Huxe.

DHCP-cepsep
30.0.0.2

DHCP Relay
30.0.0.1/16

N 10.0.0.1/16 o AN 20.0.0.1/16
“~__  VLAN10 P AN VLAN20  _-~

PucyHok 4-7. CueHapun DHCP Relay

VLAN 10 un VLAN 20 cootBetctBytoT cermeHTam 10.0.0.1/16 n 20.0.0.1/16 cOOTBETCTBEHHO.
Cepeep DHCP c IP-agpecom 30.0.0.2 Haxogutca B cermeHTe 30.0.0.1/16. [na ynpasneHus
AnHamuyeckumn IP-agpecamun B cetax VLAN 10 n VLAN 20 cepsepom DHCP HeoGxogumo
BKMOUNTb peTpaHcnauun DHCP Ha wnio3e n HacTpouTs IP-agpec 30.0.0.2 anga cepsepa DHCP.

UHdopmauumsa o petpaHcnaTope DHCP (onuua 82)

Kak onpegeneHo B RFC3046, moxHO Ao6aBuTb NapaMeTp AN yKazaHusa CeTeBon nHgopmauum
knneHta DHCP npwu BbinonHeHun DHCP Relay, 4ytobbl cepsep DHCP mor HasHadvaTb IP-agpeca
pasnuyHbIX NPUBUMErMA Ha OcHOBe Bonee ToYHOW MHAOpMauun. ATOT NapameTp HasblBaeTcH
onuua 82. B HacTtodwee Bpemsi yctponctBa QTECH noggepxvBaloT 4eTbipe CXeMmbl
MHOPMALMKN O penenHbIX areHTax, KOTopble OnMcaHbl COOTBETCTBEHHO CriefyoLmm obpasom:

1. Onumsa nHpopmaumm o dot1x: aTa cxema gormkHa ObITb peanusoBaHa c
ayTeHTudpmkauymnen 802.1X. AreHT peTpaHcnaumm DHCP dopmupyeT nogonumio
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naeHTudmkaTopa Lenu Ha ocHose npusunerkn IP n ngeHtngpukatopa VLAN knveHTa
DHCP. ®opmaT napameTpa nokasaH Ha cnegytoiiem PUcyHke.

Twun nogonuun OnuHa lMNpuBunerus VLAN ID
1 4 0001 0065
1 6ant 1 Gant 2 banta 2 banta

PucyHok 4-8. dopmat napameTtpa

2. WHdopmauns areHTa peTpaHcnauum B onuun 82: ata cxema cnyxut 6e3 koppensaumm
¢ apyrummn mogynamu npotokosioB. AreHT DHCP Relay oopmupyeT onuuto 82 Ha
ocHoBe hM3nyeckoro nopra, nony4yatowlero naketol 3anpocoe DHCP, n MAC-agpeca
ycTporcTBa. dopmaT napameTpa nokasaH Ha criegyrowiem PucyHke.

Tun nogonyum OnuHa VLAN ID Cnor Mopt
1 4 0065 01 02
1 Gant 1 6ant 2 banta 1 Gant 1 Gant

PucyHok 4-9. igpeHTudukaTop uenu areHTa

Twun nogonuun OnuHa MAC-agpec ycTpoinctea
2 6 00DOF8123456
1 Ganr 1 Ganr 6 baiiToB

PucyHok 4-10. YganeHHbIn naeHTudukaTop oneparopa

3. Onuwms nHdopmaumn o petpaHcnaTope VPN: aTa cxema gomxkHa 6biTb peanusoBaHa c
dyHKkumnoHanom MPLS VPN.
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DHCP-knneHT 1
VPN Department |

192.168.4.1/
fa0/1/
VPN Department |
AreHt DHCP Relay
192.168.197.248

DHCP-knueHT 2
VPN Department Il

— 192.168.4.1/
DHCP-cepsep
L fa1/1/ 192.168.197.251

VPN Department I

PucyHok 4-11. MNpunoxeHue B cpege MPLS VPN

Kak nokasaHo Ha PucyHke 4-11, B cpege MPLS VPN knneHt DHCP 1 nogkrnitoyeH k fa0/1 yepes
relay areHta DHCP 1 DHCP Client 2 Ha fa1/1. WHTepdenckl fa0/1 n fa1/1 oTHocATCS K pasHbIM
VRFs. DHCP Client 1 n DHCP Client 2 nonyvatot |IP-agpeca 4depe3 DHCP. CornacHo
nnaHuposaHunto cetu, VPN Department | 1 VPN Department |l HaxogaTca B ogHOM CermeHTte
192.168.4.0/24. B atom cny4ae o6blyHOe npunoxeHne DHCP He MoxeT ynoBneTBopuTb
notpebHocTn. [Ana nogaepxkn petpaHcnauun DHCP B cpege MPLS VPN BBoauTtcs option vpn,
KoTopasi BKItovaeT Tpu nognapameTpa, a umeHHo VPN-ID, Subnet-Selection un Server-ldentifier-
Override.

VPN-ID: korga areHT peTpaHcnsaumm DHCP nonydaet naket 3anpoca DHCP, oH
pobasnseTr mHgopmauuo o VPN, kotopyto knmeHT DHCP HaxoguT B nakete, B
kavyectBe onuun. DHCP-cepsep coxpaHsieT VPN-ID B OTBETHOM NakeTe, a areHT
petpaHcnsaumm DHCP nepecbinaet nakeT Ha cooTBeTcTBYHOWMA VRF B COOTBETCTBUM C
onuuen. dopmaT NnapamMmeTpa nokasaH Ha criegytowiem PucyHke.

Twun nogonuyun OnuHa Twun VPN-ID
_____________ |
151 N+1 0 VPN-ID unu uma VRF |
_____________ J

1 bant 1 6anT 1 6ant N ©aiiToB

PucyHok 4-12. VPN-ID

Subnet-Selection: B KOHBeHuUMoHanbHOW peTpaHcnaumm DHCP  uHdopmaums o
KnneHTckon cetTm wn apgpeca cepBepa DHCP wn areHta petpaHcnsumm DHCP
yKkasblBaeTcs B none gateway address [ giaddr ]. B cpeae MPLS VPN 3agante giaddr
Ha IP-agpec wnHTepdeinca areHta DHCP Relay, nogkntoyeHHoro k cepsepy DHCP,
4yToObl CepBep MOr HanpsMyk B3aMMOAencTBOBaTb C areHTom Relay. Kpowme Toro,
NMHopMaLMs O NOACETU KNNeHTa ykasbiBaeTcs B napameTpe Subnet-Selection (Bbibop
nogcetun). dopmat napameTpa nokasaH Ha cnegytowiem PucyHke.
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Twun nogonuyuu Onuna Bribop nogcetu
150 4 COA80CO00
1 GaiT 1 6ant 4 banTa

PucyHok 4-13. Beibop noacetu

e Server-ldentifier-Override: B cpeae MPLS VPN naketbl 3anpocos ot knmveHTa DHCP He
MOryT GbITb OTNpaBneHbl Hanpsamyto Ha cepsep DHCP. AreHt DHCP Relay ucnonbayet
3Ty onuui And nepegayn uwHdopmaumm umHTepdenca,
peTpaHcnsumm n cepeep DHCP. Korga cepsep oTnpaBnisieT 0OTBETHOE CoobLeHne, 3TOT
napameTp nepeonpeaensetr napametp Server-ldentifier. Takum o0pasom, KIMEHT
DHCP otnpasnsieT nakeTbl areHTy petpaHcnauun DHCP, a areHT petpaHcnsauum DHCP
nepecbiniaet nx Ha cepeep DHCP. dopmaT napameTtpa nokasaH Ha crnegytoLlem

PucyHke.
Twun nogonuum OnuHa Server-id Override
150 4 CO0A80400
1 6ant 1 6ant 4 BbanTa

PucyHok 4-14. Server-ldentifier-Override

NoeHTndumkarop cepsepa nposepkn DHCP Relay

CBSI3bIBAOLMA  areHTt

B cpepne DHCP gns cetn passepTbiBaeTcs Heckonbko cepsepoB DHCP, yto obecneumnBaet
pe3epBupoBaHne cepBepa ans obecnedeHnsa 6ecnepeborHon paboTsl ceTu. [locne BKIOYEHNUS
aTon pyHKuMM nakeT 3anpoca DHCP, oTnpaBneHHbI KIMEHTOM, COAEPXUT napameTp
noeHTudukaTopa cepsepa, ykasbiBarowmn cepsep DHCP. YTobbl obnerdntb Harpysky Ha
cepBepbl B onpefeneHHbIxX cpeaax, Heobxoaumo BKIMUNTE Ty PyHKUMO Ha Relay arente, anga

OTNpaBKun NakeTa Ha ykasaHHbIn cepeep DHCP, a He Ha Bce cepBepbl DHCP.
NMopasneHune petpaHcnauun DHCP

Mocne HacTtponkn komaHabl IP DHCP Relay Suppression Ha uHTepdence naketbl 3anpocoB
DHCP, nony4eHHble Ha UHTepdeince, byayT oThunbTpoBaHbI, a Apyrue naketbl 3anpocos DHCP

OyoyT nepecbinaTbCes.

4.3.4.2. CBaA3aHHaA KOHdurypaums
BkniouyeHue petpaHcnsauum DHCP

e [lo ymonuanuto cpyHkuma DHCP Relay oTtkntodeHa.

o [1nga BkntoyeHusa petpaHcnaumm DHCP MoxHO BbINONHUTL kOMaHgy service dhep.

e [lepen Hayanom paboTbl Heo6xoammo BknouMTb DHCP Relay.

(@ arecy
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HacTtponka IP-agpeca ansa cepepa DHCP

¢ [lo ymonuanuio ansa cepeepa DHCP He 3agaH oTcnexnBaemblii IP-agpec.

e MoxHo BbINONMHMTL koMaHay ip helper-address gna HacTtpowkn IP-agpeca gns
cepsepa DHCP. IP-agpec MOXHO HacTpouTb rnobanbHO nnm Yepes nHtepdenc ypoBHs
3. MoxHo HacTpouTb He 6onee 20 IP-agpecos DHCP-cepBepa.

o Korga nHTtepdenc nonyyaet nakeT 3anpocoB DHCP, koHpurypauusa cepsepa DHCP Ha
nHTepdence npeobnagaet Hag KoHdurypauuen, HacTpoeHHon rnobanbHo. Ecnn Ha
nHTepdence He HacTpoeH agpec DHCP-cepeepa, GyaeT ncnonb3oBaTtbcs rnobdansHo
HacTpoeHHbIn DHCP cepsep.

BknioyeHune onuuu DHCP 82
o [lo ymonuanuio onumnss DHCP 82 oTkntodeHa.

o [na sknoveHuss onumm DHCP 82 moxHO 3anyctutb komangy ip dhcp relay
information option82.

BkntoyeHne DHCP Relay Check Server-ID
o [lo ymonuaHuio ngeHTudukatop cepsepa nposepkn petpaHcnsumm DHCP oTknio4veH.

e MoxHo 3anyctuTtb komangy ip dhcp relay check server-id, 4to6bl Bkntounte DHCP
Relay Check Server-id.

BknioyeHue nogaBneHus petpaHcnsauum DHCP

o [lo ymonyaHuio ¢yHKUMS nogasneHua petpaHcnaumm DHCP oTknioyeHa Ha Bcex
NUHTepdencax.

e MoxHo 3anyctutb KomaHgy ip dhcp relay suppression, 4TOGbl BKNOYUTL €€ B
NHTepdence.

4.3.5. Knuent DHCP
4.3.5.1. MpnHUMN paboTbl

DHCP-knueHT nepepaet naket obHapyxeHua DHCP nocne Bxoga B coctosHue Init. 3atem oH
MOXET MOMyYnTb HEeCKonbko naketoB npegnoxeHnn DHCP. OH BbiGupaeT oguMH M3 HUX U
oTBeYvaeT Ha cooTBeTcTBYOWMn DHCP-cepBep. Nocne aToro oH oTrnpasngeT nakeTbl 3anpoca
Ha NpoasieHne apeHabl B NpoLecchl BO30OGHOBMNEHNS 1 NOBTOPHOW NPUBA3KN Nepuoa CTapeHus
OS5 3anpoca Ha npoafieHne apeHabl.

4.3.5.2. CBA3aHHasA KOHcUrypaumsa
BknioueHue knueHta DHCP B nHnrepdemnce

o [lo ymonuaHuio knneHT DHCP oTkntoveH.

o B pexume HacTponkm mHTepdernca MOXHO 3anyctutb komaHay ip address dhcp,
4106kl BKNtounTE DHCP Client.

e Y106l BKMtouNTL cnyx6y DHCP, Heobxoaumo Bkrtounte DHCP Client.

e KoHdurypauusa ucnonbsyetcs Ha uHTepdence ypoBHa 3, Hanpumep, Ha SVI unu
MapLLPYTU3MPYEMbIX NOPTaXx.

4.3.6. Npasuna AM
4.3.6.1. MpnHUMN paboTbl

Mpasuno AM onpegensieT guanasoH IP-agpecoB, Ha3HayeHHbIx knueHTam DHCP B pasznnyHbix
cetax VLAN u noptax. Ero MoxHo ncnone3soatb Ansa 6eictpon naeHtndpukaumm VLAN n nopta
HeucnpaBHoro knueHTa DHCP un adhdpekTnBHOro HasHayveHusi agpecoB. [locne HacTponkm
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npasuna AM Bce knueHTbl DHCP n3 3aganHon VLAN n nopTel MmoryT nony4ats IP-agpeca. Ecnn
npasnno AM He HacTpoeHo, CyLLeCTBYET ABa cneayloLwmx cryvas: ecnu 3agaHo npasuno AM
no YMOMYaHuIo, KNUeHT nony4vaet IP-agpec 13 guanasoHa no ymonyaxuio; ecnu npasuno AM no
YMOSYaHUIO HE HAaCTPOEHO, KMNEHT He CMOXET nony4uTb IP-agpec.

4.3.6.2. CBaA3aHHaA KOHcuUrypauusa

Hactponka npaBuna AM B pexume rnobanbHon KoHduUrypaumm

e B pexume rmobanbHON KOHUrypauum BeinonHUTe KomaHay address-manage, 4Tobbl

BOWTU B pPEXMM KOHpurypauumn npasun AM.

e BobinonHute komaHay match ip default, 4To6bl HacTpouTb Npasuno AM no ymonyaHuio.

e BbinonHute komaHay match ip, 4tobbl HacTpouTb npasuno AM Ha ocHose VLAN un
nopTa unu nopTa B OTAENMbHOCTH.

4.4. HacTtpouka

4.4.1. Hactpounka cepsepa DHCP

HacTtpowka

OnucaHne n KomaHga

HacTtporika anHamMunyeckoro
IP-agpeca

(Ob6sa3artensHO) UcnonbayeTca ansa skntodeHna DHCP-cepeepa
Onga guHamudeckoro HasHadeHus IP-agpeca

service dhcp

Bkntovyaet DHCP-cepsep

ip dhcp pool

HacTpoiika nyna agpecos

network

HacTtpoika Homepa ceTn n macku
nogcetu nyna agpecos DHCP

(HeobsazaTtenbHO) Mcnonb3yeTca ans HaCTPOWKM CBOWCTB nyna

afpecos

default-router

HacTtponka wnio3a KnveHTa no
YyMOYaHuo

lease

HacTpoliika apeHabl agpeca

next-server

HacTtpoika agpeca TFTP-cepBepa

bootfile

HacTtponka 3arpysodyHoro danna
KnMeHTa

domain-name

Hactpoika OOMEHHOro UMEHMU
KnneHTa

dns-server

HacTtpoika cepBepa OOMEHHbIX
UMeH
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Hactpowka OnuncaHne n KomaHga
HacTpownka gmHammnyeckoro | netbios-name-server Hactponka WINS-cepsepa
IP-agpeca NetBIOS
netbios-node-type Hactponka tvna ysna NetBIOS Ha
KnneHTe
lease-threshold HacTtporika nopora cpabaTtbiBaHus
curHanusauum ans nyna agpecos
option HacTtpoika napameTpa, 3agaHHOro
nonb3oBarenemM
pool-status BkntoyeHne unu oTknoveHne nyna
afpecos
HacTponka cratmyeckoro | (HeobsizatenbHo) Micnonb3yeTcs ans ctatmyeckoro HasHauveHus
IP-agpeca IP-agpeca knneHTy
ip dhcp pool HacTponka nmeHun nyna agpecos n
nepexod B Pexum KoHdurypaumu
nyna agpecos
host HacTtpoika IP-agpeca n wmacku
noAaceTn XocTa KnmMeHTa
hardware-address HacTtponka annapaTHoro apgpeca
KnneHTa
client-identifier HacTponka yHuKanbHoro
naeHTndmrkaTopa KnnmeHTa
client-name HacTponka nmeHu knmeHTa
Hactponka npasuna AM | (Heobs3aTenbHO) OH MCNONb3yeTcs ANA HACTPOMKU CBOWCTB
ans cepsepa DHCP DHCP-cepBepa
ip dhcp excluded- | Hactpovika ncknio4eHHoro
address IP-agpeca
ip dhcp force-send-nak | Hactponka obsisatenbHoro oteeta
NAK cepsepom DHCP
ip dhcp monitor- | HacTporka MOHUTOpWHra
vrrpstate coctosiHusa VRRP
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HacTtpownka

OnuncaHne n KomaHga

Hactponka npasuna AM
anga cepsepa DHCP

ip dhcp ping packets

HacTtpoika BpeMeHn axo-3anpoca

ip dhcp ping timeout

HacTtpowka Tarm-ayTa ping

ip dhcp server arpdetect

Hactponka DHCP-cepeepa ans
obGHapyxeHusa nonb3oBaTenss B
aBTOHOMHOM pexnme

Hactpolika rnodanbHbIX
ceovictB DHCP-cepBepa

(Heobs13aTenbHO) OH Mcrnonb3yeTcs Ansi HAacTpOWKM npasBuna

AM cepeepa DHCP

match ip default

HacTpoiika AM no

yMOn4aHuto

npasuna

match ip ip-address

HacTpowka npaBuna AM Ha ocHoBe
VLAN 1 nopTa

4.4.2. Hactponka DHCP-peTpaHcnsauum

HacTtpowka

OnuncaHne n KomaHga

HacTpolika
dyHkunm DHCP

OCHOBHbIX

(OBsasaTenbHO) ncnonb3yeTcs AN BKAKYEHUS peTpaHcnaumnm

DHCP

service dhcp

BkritoueHune peTpaHcnsumm
DHCP

ip helper-address

Hactpoika IP-agpeca cepepa
DHCP

Hactporika DHCP Relay
onunn 82

(Heobsa3aTenbHO) OH MCnonb3yeTcsa ANa HasHayYeHUs KIMeHTam
IP-agpecoB C pasHbiMM NPUBUJIETMAMW B COYETaHMN C
nHdopMaumen o usndeckom nopte. ATy (PYHKUUIO Henb3s
ncnones3oBaTb BMecTe ¢ komaHaon dhcp option dotlx

ip dhcp relay
information option82

Bkntouenne onuumn DHCP 82
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Hactpowka OnuncaHne n KomaHga
Hactponka npoBepku | (HeobszaTenbHO) OH UCMOMb3yeTcs ANs TOro, YToObl areHT

Server ID ansg DHCP Relay | DHCP Relay nockinana naketsl 3anpocoB DHCP Tonbko Ha
yKasaHHbIN cepBep

ip dhcp relay check | [losBonsert areHTy

server-id peTpaHcnaumm DHCP
OTNpaBnATb NAKeTbl 3anpPOCoOB
DHCP TOonbKo Ha yKka3aHHbI
cepsep

Hactponka nogaeneHus | (HeobasaTenbHO) OH uUCNonb3yeTcd ANs 3aliMThbl NaKeToB

DHCP 3anpocoB DHCP Ha unTepdeice
ip dhcp relay | BkniodaeT nogaBneHve
suppression petpaHcnsaumm DHCP

4.4.3. Hactpounka knueHta DHCP

HacTtpowka OnuncaHne n KomaHga

HacTtporika knueHTa | (O6s3aTenbHO) OH Mcnonb3yeTcs Ans BkrtoveHust knneHta DHCP
DHCP

ip address dhcp | ObecneunBaeT uHtepgenc Ethernet,
WHKancynupoBaHHbIn MHTepdenc PPP/HDLC
unu FR-nHkancynupoBaHHbI nHTepdenc ans
nony4vexus IP-agpecos 4epe3 DHCP

4.4.4. Hactpounka gpuHamuyeckoro IP-agpeca

4.4.4.1. PesynbTaT KOHduUrypaumm

Mpenoctaenenne Bcem knneHtam DHCP ycnyr DHCP, Bkntodass HasHayveHune IP-agpecoB u
LLSTHO30B.

4.4.4.2. NMpnumeyaHus

DHCP-cepBep un petpaHcnsuma DHCP coBMecTHO ucnonb3yoT CnyxebHylo KomaHngy service
dhcp, HO yCTPONCTBO HE MOXET ogHOBpeMeHHO paboTatb kak DHCP-cepsep 1 peTpaHcnaTop.
Ecnn ycTpoMCcTBO HacTpoOeHo C OOMyCTUMbIM MyNoM aapecoB, OHO OEeUCTBYET Kak cepBep U
nepecbinaeT nakeTbl. B NpOTMBHOM cry4ae OH CRyXWT B kayecTBe relay-areHTa.
4.4.4.3. dtanbl KOHdUrypaumm
BknioyeHne DHCP-cepBepa
o ObgasartenbHo. OH obecneyvnBaeT gnHammnyeckoe HasHa4vyeHune IP-agpecos.
e 3anyctute koMaHay service dhcp B pexvme rnobanbHON KOHUrypaumm.
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Hactponka nyna agpecoB

o  (O6sasarenbHo. OH ncnonb3yeTcs ansa co3gaHus nyna IP-agpecos.

e 3anyctute komaHay nyna ip dhcp pool B pexnme rnobanbHon KoHUrypawumm.
HacTtpoika ceTeBoro Homepa u macku noacetu nyna agpecos DHCP

o (O6s3arenbHo. OH onpegensieT guana3oH JMHAaMNYEeCKN HasHa4YaeMblX agpecoB.

o BhbinonHute kKomMaHay network B pexxume kKoHUrypaumm nyna agpecos DHCP.
HacTpouka wnio3a KnmeHTa no yMonyaHuio

¢  OnumoHanbHo. OH ncnonb3yeTcs Ans HAaCTPOWKN agpeca Ln3a.

e 3anyctute komaHay default-router B pexvnme koHpurypaumm nyna agpecos DHCP.
HacTtpouka apeHabl agpeca

e  OnumoHanbHo. OH ucnonb3yeTca Ons HACTPOWKM apeHabl IP-agpeca, kotopasi no
YMOMYaHuio cocTaBnseT 24 yaca.

o BhinonHute KomMaHAay lease apeHabl B pexunme KoHpurypaumm nyna agpecos DHCP.
Hactponka apgpeca TFTP-cepBepa

e  OnumoHanbHo. OH ncnonb3yeTcst Ang HacTponkn agpeca TFTP-cepeepa.

o BbinonHuTe KOMaHAy next-server B pexxume koHdurypaumm nyna agpecos DHCP.
HacTpoika AOMEHHOro MMeHU KnueHTa

e  OnumoHanbHo. OH nUcnonb3yeTcsa AN HAaCTPOMKN AOMEHHOrO UMEHWN KINMeHTa.

o BhbinonHute komaHay domain-name B pexxume koHdurypaumm nyna agpecos DHCP.
Hactpoinka DNS

o  OnumoHanbHO. OH ncnonb3yeTcs Ana HacTponkn agpeca DNS.

o BbinonHute komaHay dns B pexume KoHdurypaumm nyna agpecos DHCP.
HacTtponka WINS-cepeepa NetBIOS

o  OnumoHanbHo. OH ncnonbayetcs ana HacTponkn agpeca WINS-cepsepa NetBIOS.

e 3anyctute komaHgy netbios-name-server B pexume KoHdurypauuv nyna aapecos
DHCP.

Hactponka tTuna yana NetBIOS Ha knueHTe
e  OnumoHanbHo. OH ncnonb3yeTcs anga HacTponkn Tnna yana NetBIOS.

e 3anyctute KomaHay netbios-name-type B pexume KoHdwurypauuum nyna agpecos
DHCP.

HacTtpowka nopora aBapumHOro curHana ans nyna agpecos

e OnuuoHanbHo. OH wucnonb3yeTcss ANs  YNpPaBNeHUs KONMYECTBOM  JIN3MHIOBbIX
cornaweHuin. Mpu goctmwkeHmn noporosoro 3HadeHus (90 % no ymonyaHuwo) byaet
pacneyaTaH curHan TpeBoru.

e BbinonHute komanay lease-threshold B pexxume koHdurypauumn nyna agpecos DHCP.
Hactponka napameTpa, 3agaHHOro nonb3oBaTenem

e OnumoHarnbHo. OH ncnonb3yeTcsa AN HAaCTPOMKU NOMb30BaTENbLCKUX NapaMeTpoB.

e BbinonHute KOMaHgy option B pexunme KoHdUrypauum nyna agpecos DHCP.
BknioyeHue Unu oTKNYeHue nyna agpecos

° OnuuoHanbHo. OH ncnonb3dyeTcAa ona BKIKYEHUA UK OTKIMIOYEeHUA nyna agpecos. Mo
YMOIn4aHuio JaHHadA (.byHKU,VIﬂ BKITHOYEeHa.

e BbinonHute koMaHay pool-status B pexume koHpuUrypauumn nyna agpecos DHCP.
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4.4.4.4. NMpoBepkKa KOHdUrypauum

MoakntoveHne knneHta DHCP u cepsepa DHCP.

e [poBepbTe, Nony4YyaeT N KIMEHT KOHpUrypauum Ha cepBepe.

4.4.4.5. CBA3aHHblIe KOMaHAbI

BknioyeHne DHCP-cepBepa

KomaHpa service dhcp

Pexxum Pexxnm rmobanbHon KoHdurypauum

KOHUrypauum

BctpoeHHas Bkntounte cepsep DHCP wun petpaHcnaumio DHCP. DHCP-cepsep u
noackaska petpaHcnaumio DHCP coBMecTHO MCnonb3yloT chnyxebHylo KomaHgy

service dhcp. Ecnm ycTpoOWCTBO HACTPOEHO C AOMYCTMMbIM MYJFIOM
agpecoB, OHO AENCTBYET Kak CEPBEP M NepeckINaeT nakeTbl. B npoTnBHOM
Cry4yae OH CINY>XUT B Ka4eCTBE PErienHoro areHTa

Hactponka nyna agpecoB

KomaHga ip dhcp pool dhcp-pool

Onucanue pool-name: ykasbiBaeT nvs nyrna agpecos

napameTpoB

Pexum Pexxum rnobanbHomn KoHdurypaumum

KOHcpurypauum

BctpoeHHas Mepen HasHadeHnem |P-agpeca KNUEHTYy HeobxoouMMO HaCTPOUTb UMS
noAckaska nyna agpecoB U BONTU B peXUM KOHurypauum nyna agpecos DHCP

HacTtpowka ceTeBoro Homepa u macku noacetu nyna agpecos DHCP

KomaHga network network-number mask [low-ip-address high-ip-address]

Onucanve network-number: ykasbiBaeT Homep cetu nyna |IP-agpecos.

e |l SIS mask: yka3blBaeT Macky noaceTu nyna IP-agpecos. Ecniv macka nogceTm
He onpeperneHa, NPMMEHSEeTCA eCTECTBEHHAsA Macka NoaceTu

Pexxum Pexwnm koHdurypauum nyna agpecos DHCP

KOHUrypauum

BcTtpoeHHas [ns HacTpOMKM AMHAMUYECKOrO HasHa4YeHWa agpecoB HeobXxoanmo

noackaska HaCTPOUTb CETEBOW MOEHTMAUKATOP 1 MacKy NOACETM ANd nyna agpecos,

4yTO6bI NpepocTaBuTb cepepy DHCP gmanasoH agpecos. IP-agpeca B
nyne HasHavyalTCHa B ykazaHHOM nopsiake. Ecnv agpec HasHayeH vnu
CylwiecTByeT B LIENEeBOM CerMeHTe ceTu, cnegywwwmi agpec 6yget
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NpoBepATbCA A0 Tex Nop, Noka He OydeT HasHayeH AeNCTBUTENbHbIV
agpec.

BecnpoBogHoe o6opynoBaHne QTECH npegoctaBnser [OCTYMHble
CerMeHTbl CeTW, YyKasblBas HayalnbHbIi W KOHEYHbI agpeca.
KoHdourypauna He <dBnsieTca [ononHUTenbHOW. Ecnn HavanbHbI U
KOHEeYHbI agpeca He ykasaHbl, OyayT HasHayatbca Bce |P-agpeca B
cerMeHTe ceTwu.

Ona obopygoBanma QTECH apgpeca HasHayawTCcA Ha OCHOBeE
dusnyeckoro agpeca u maeHTudukatopa KnveHTa. Takum o6Gpasom,
OOHOMY KNMEHTy He OyaeT HasHayeHO OBe apeHabl M3 OAHOro nyna
agpecoB. B cnyyae Tononornyeckon n3bbITOYHOCTU MEXAY KIUEHTOM U
CepBEPOM HasHa4yeHve agpeca MOXET ObITb HE BbINOSTHEHO.

UTtobbl un3bexatb Takmx cOoeB, agMWHUCTpaATopy ceTn Heobxoaumo
npeaoTBpaTnTb M3BLITOYHOCTb MyTEW B MOCTPOEHUW CETWU, Hanpumep,
NyTEM HaCTPOMKN OU3NYECKNX KaHASTOB MU CETEBBIX NYTEN

HacTpoiika wnio3a KnmeHTa No yMonyaHuio

KomaHga default-router address [address2...address8]
Onuncanue address: ykasbiBaeT |IP-agpec wnto3a no ymonyaHuo. Hactponte xoTs Obl
napameTpoB oavH IP-agpec.
ip-address?...jp-address8: (OMNUUMOHAJIBHO) MOXHO HacTpouTb He
6onee 8 wnto3oB
Pexxum Pexxum koHdurypaumm nyna agpecos DHCP
KOHcpurypauum
BctpoeHHas HacTtponte wno3 KAMeHTa nNo ymonyaHuwo, w cepeep byaer
noAcKaska npenocTaBnsaATb KOHUIrypaumio LWo3a K KnveHTy. IP-agpeca wnto3sa no

YMOJN4YaHUKO N KINeHTa AO0JIKHbl HaXOAUTbCA B OAHON ceTu

HacTtpoiika apeHabl agpeca

KomaHga lease {days [hours] [ minutes] | infinite}

Onucanve days: onpegensiet apeHay B OHAX.

e PRI hours: (HeoBsi3aTenbHO) onpefensieT apeHay B yacax. Onpegenute OHu
A0 Yacos.
minutes: (HeobAsaTenbHO) onpegenseTr CPOK apeHAbl B MWHyTax.
OnpegenuTe OHWM 1 Yacbl A0 MUHYT.
infinite: onpeneneHve HeorpaHMYeHHOW apeHb!

Pexxum Pexwum koHdurypauum nyna agpecos DHCP

KOHUrypauum
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BcTpoeHHas
noackaska

Apenga IP-agpeca no ymonuyaHuo, HasHauyeHHoro cepsepom DHCP,
coctasnseT 1 geHb. Korga cpok apeHabl uctekaeT B Grivkanwee Bpems,
KNMeHTy HeobXxo4MMoO 3anpocuTb NpoaneHve apeHabl. B npotuBHOM
cny4vae IP-agpec He MoXeT OblTb MCNOMb30BaH NOCHE UCTEYEHUS CPOKa
apeHabl

HacTtpowka 3arp

Y304HOro cba|7|na Ha KINineHTe

KomaHpa bootfile filename

Onucanve file-name: onpegenseT ums 3arpy3oyHoro danna

napameTpoB

Pexxum Pexxm koHdurypaumm nyna agpecos DHCP

KOHdoUrypaumm

BcTpoeHHas 3arpy3o4Hbli hann — 3TO 3arpy3o4Hbin dpann obpasa, MCNoNb3yeMbIn
noacKaska npyu 3anycke knueHta. O6blMHO davn aBndetca OC, 3arpyxeHHown

knneHTtom DHCP

HacTpoika QOMEHHOro UMeHU KNnueHTa

KomaHga domain-name domain

OnucaHne domain-name: onpegensaeT AgoMeHHoe uMs knueHta DHCP

napamMmeTpoB

Pexxum Pexwum koHdurypauum nyna agpecos DHCP

KOHcpurypauum

BcTtpoeHHas MoxxHo 3agaTb M goMeHa Ang knueHTa. Korga KnueHT nonyvyaeT AocTyn
noackaska K CeTn Yyepes nms xocTa, MM AoMeHa gobaBnseTca aBToMmaTUYeckn ansa

3aBepLleHna NMeHn XocTa

Hactponka DNS

KomaHga dns-server { ip-address [ ip-address?2...ip-address8 |
Onuncanwne ip-address: onpepensieT IP-agpec DNS-cepBepa. Hactpolite xoTd Obl
napameTpoB oavH IP-agpec.
ip-address?...ip-address8: (OMNUMOHAJIBHO) MoOXHO HacTpouTb He
6ornee 8 DNS-cepsepos
Pexnm Pexwum koHdurypauum nyna agpecos DHCP
KOHUrypauum
BctpoeHHas Ecnn knneHT nony4aeT AOCTYyN K CETEBLIM pecypcam 4Yepes MM JOMEHa,
noackaska Heobxoaumo HacTpoutTb DNS-cepBep Ans paspelleHns MMeHn JoMeHa
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Hactponka WINS-cepBepa NetBIOS

KomaHga netbios-name-server address [address?2...address8]
Onucanwue address: onpegensiet IP-agpec WINS-cepsepa. HactponTte xoTa 661 0oanH
napameTpoB IP-agpec.
ip-address?...ip-address8: (OMNUUMOHAJIBHO) MOXHO HacTpouTb He
6onee 8 WINS-cepBepoB
Pexxum Pexxnm koHdurypaumm nyna agpecos DHCP
KOHUrypauum
BcTtpoeHHas WINS — 370 cny>x6a 4OMEHHbIX UMEH, C MOMOLLIbIO KOTopou ceTb Microsoft
noackaska TCP/IP paspewaet uma NetNBIOS Ha IP-agpec. Cepsep WINS — 3T0

cepBep Windows NT. lNpu 3anycke WINS-cepBepa oH nony4aeT 3anpoc
Ha pernctpaumio oT WINS-knmeHTa. Korga KIMEHT BbIKIOYaeTcs, OH
oTnpaenseT coobueHmne 06 0cBO6OXAEHMN MMEHUN, YTOOLI KOMMbBIOTEPDI B
0a3e aaHHbIX WINS 1 B ceTu Obinu cornacoBaHHbIMU

Hactponka Tuna

y3na NetBIOS Ha knueHTe

KomaHpa

netbios-node-type type

Onucanve
napamMmeTpoB

type: onpeaensiet Tvun y3na NetBIOS ¢ nomowbo ogHoOro 13 criegyrowmx
noaxonoB.

1. WectHaguaTtepudHoe yncno ot 0 go FF. JocTynHbl TONLKO cnegytowimne
3HaveHus.

e b-node
e p-node
e m-node
e 8 gns h-node
2. CuMBOIbHas CTpokKa.
e b-node ansa wnpokosellaTensLHOro yana
e p-node AnNs 0QHOPAHroBOro yana
e Mm-node AN CMeLLaHHOro y3na
e h-node ans rmbpuaHoro pexnma

Pexxum
KOHcpurypauuu

Pexum koHdurypauum nyna agpecos DHCP

BcTpoeHHas
roficKkaska

CywecTtByeT yeThblpe Tuna yanos NetBIOS knneHta Microsoft DHCP.

1. LWvpokoBewartenbHbli y3en. [Ons Takoro ysana paspelueHue MMeEH
NetBIOS 3anpalumBaeTcsi Yepes LUMPOKOBELLATENBHYIO PacChIfKYy.

2. Y3en opgHopaHroBon ceTu. KnueHT oTnpaBnsieT 3anpoc Ha
pa3peweHne Ha WINS-cepsep.

@ § QTECH

MWP [OOCTYMNHEE

135




PykoBoacteo no HacTponke QSW-8113

Hactporika DHCP

3. CmewaHHbin y3en. KnueHT nepegaeTr 3anpoC Ha paspelleHne u
oTnpaBnsieT 3anpoc Ha pa3pelueHne Ha WINS-cepsep.

4. 'mbpugHbin y3en. KnueHT oTnpaBnsieT 3anpoc Ha paspelleHue Ha
WINS-cepBep. Ecnn otBeT He nony4eH, knueHT ByadeT nepefasaTb
3anpoc Ha paspeweHue. 1o ymonyaHuio ornepauuoHHas cuctema
Microsoft aBnseTca wupokosewaTenbHbIM NN TMOPUAHLIM Y3MOM.
Ecnu cepsep WINS He HacTpoeH, aTO LunMpokoBeLlaTenbHbIn y3ern. B
NMPOTMBHOM Criy4ae 3To rmOpuaHbIN y3en

HacTtpoiika napameTpa, 3agaHHOro nosnb3oBarterniem

KomaHga option code { ascii string | hex string | ip ip-address }
OnucaHne code: onpenensiet kog onumm DHCP.
M|l ascii string: onpegensiet cTpoky cumsornos ASCII.
hex string: onpegensieT WwecTtHaguaTepUYHy0 CUMBOJSIbHYHO CTPOKY.
ip ip-address: onpegenset IP-agpec
Pexum Pexxnum koHdurypaumm nyna agpecos DHCP
KOHcpurypauum
BcTtpoeHHas DHCP nossonsiet nepegaBatb MHdopmauunio o KoHdMrypauum xocTty no
nogckaska cetm TCP/IP. Taketei DHCP comepxar none napameTpa,

onpeaensieMoro  CoAepXXUMoro. DHCP-knueHT [OOMKEeH UMeTb
BO3MOXHOCTb nony4vatb naket DHCP ¢ BO3MOXHOCTbIO nepeHoca He
MeHee 312 6ant. Kpome TOro, pmkcnmpoBaHHOE Nosie AaHHbIX B NnakeTe
DHCP Ttakxe Ha3biBaeTcs onumnen.

B 6GecnposogHon nokanbHonm cetn knueHT DHCP Toukm poctyna
OWHamMuyeckn 3anpalumBaeTt |P-agpec ceTn nepemeHHoro Toka. Ha
cepepe DHCP MoxHO HacTponTb koMaHay option, ykasae agpec AC

BknovyeHne unum oTknro4veHue nyna agpecoB

KomaHga pool-status {enable | disable}
Onucanuve enable: BknioYeHne nyna agpecos.
napameTpoB .
disable: oTknoueHne nyna agpecos.
Mo ymonyaHuio faHHas PyHKUMS BKITOYeHa
Pexnm Pexwum koHdurypauum nyna agpecos DHCP
KOHcpurypauuu
BcTpoeHHas O6opynosanne QTECH npegoctaBnsdeTt komanay Ans
noackaska BKIOYEHMs/oTKNoueHns nyna agpecos DHCP
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4.4.4.6. NMpumep KoHUrypauum

HacTpoiika nyna agpecoB

Jranbl e OnpepgenuTe ceTb Nyna agpecos.

KOHcpUrypaLmm e CermeHT ceT 172.16.1.0/24.

e Llmo3 no ymonyanuio — 172.16.1.254.

e ApeHpa agpeca — 1 o€eHb.

e [lManasoH UCKMYEHHbIX agpecos oT 172.16.1.2 go 172.16.1.100

QTECH(config)# ip dhcp excluded-address 172.16.1.2 172.16.1.100
QTECH(dhcp-config)# ip dhcp pool net172
QTECH(dhcp-config)# network 172.16.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 172.16.1.254
QTECH(dhcp-config)# lease 1

MpoBepka e BbinonHute komaHgy show run  gna  oTobpaxeHus
KOHdoUrypaumm KOHdoUrypaumm

QTECH(config)#show run | begin ip dhcp

ip dhcp excluded-address 172.16.1.2 172.16.1.100
ip dhcp pool net172

network 172.16.1.0 255.255.255.0
default-router 172.16.1.254

lease 1

4.4.5. Hactpouka ctatuyeckoro IP-agpeca

4.4.5.1. PesynbTaT KOHduUrypaumm

HasHauybTe KoHKpeTHble IP-agpeca n koHdurypaumio onpegeneHHbim knueHtam DHCP.

4.4.5.2. dtanbl KOHtUrypauum
HacTtpoitka uMeHM nyna aapecoB U Nepexon B peXum KoHdurypauuu nyna agpecos

o  Ob6gasartenbHo. OH ncnonb3yeTcs anga cosgaHus nyna IP-agpecos.
e 3anyctute KomaHay nyna ip dhcp pool B pexume rnobansHON KOHUrypaumm.
HacTtpouka IP-agpeca n Macku noaceTu KnueHTa

o O6gasartenbHo. OH ucnonb3yeTcs ANa HacTpoOWKM cTaTudeckoro IP-agpeca u macku
noaceTw.

¢ BbinonHute komaHgy host B pexume kKoHdurypauumn nyna agpecos DHCP.
HacTponka annapaTtHoro agpeca KnmeHTa
e  OnumoHanbHo. OH ncnonb3yeTcsa Ansa Hactpoukn agpeca MAC.

¢ BbinonHuTe annapaTHyo KoMaHay hardware B pexmme KoHurypaumm nyna agpecos
DHCP.
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Hactponka yHukanbHoro ngeHtucpmkaropa KnmeHra

e OnumoHanbHo. OH ucnonb3yeTca ANs HACTPOMKM CTaTUYECKOro uaeHTudpumkaTopa
nonb3oBatens (UID).

¢ 3anyctute KomaHay client-identifier B pexxume koHdurypaumm nyna agpecos DHCP.
HacTpowka uMmeHu KnueHTa

e OnumoHanbHo. OH Mcnonb3yeTcsa ANA HAaCTPOMKN CTAaTUYECKOrO MMEHM KITMEHTA.
e 3anyctute komaHay host-name B pexume KoHdburypauum nyna agpecos DHCP.

4.4.5.3. NpoBepka KoHduUrypaumm

I'IpOBepre, nony4vyaetT J11 KIMNeHT IP-a/J,pec, Koraga OH HaxoguTcAa B onepaTtuBHOM peXnme.

4.45.4. CBA3aHHble KOMaHAbI

HacTtpoiika nyna agpecoB

KomaHga ip dhcp pool dhcp-pool

Onucanve pool-name: ykasbliBaeT nms nyrna agpecos

napameTpoB

Pexum Pexwnm rmobanbHon KoHdUrypauum

KOHdoUrypaumm

BcTpoeHHas lMepen HasHauyeHueMm |P-agpeca KMMEHTY HeobXOo4MMO HAcTpPOUTb MMS
noAckaska nyna agpecosB U BOWTU B PEXUM KOHUrypauum nyna agpecos

MpuBnaska IP-agp

eca BPyU4HyI0

KomaHga host ip-address [ netmask ]
client-identifier unigue-identifier
client-name name

Onucanwue ip-address: onpeaensert IP-agpec knueHta DHCP.

napameTpoB

P P netmask: onpegensieT macky nogcetu knmeHta DHCP.

unique-identifier: onpegenset annapatHbin MAC-agpec (Hanpumep,
aabb.bbbb.bb88) n wnaeHTudukatop (Hanpumep, 01aa.bbbb.bbbb.88)
knneHta DHCP.
name: (Heobs13aTenbHO) onpeaenseT NMs KNueHTa, UCnonb3ysi CUMBOSbI
ASCII. msa He BknoYaeT uMsa AoMeHa. Hanpumep, Ha3oBuTe XOCT mary,
a He mary.qtech.ru

Pexxum Pexwnm koHdurypauum nyna agpecos DHCP

KOHUrypauum

(@ arecy
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BcTpoeHHas
noackaska

MpuBaska agpeca o3HayaeT conocTtaBneHune IP-agpeca n MAC-agpeca
knueHTa. CywecTByeT ABa BMAa NPUBA3KN aapecos.

1. Cratnyeckas npussaska. [prBsa3ka BpyYHyO MOXET paccmaTpuBaTbCs
Kak cneuunanbHbii nyn agpecos DHCP ¢ ogHum agpecom.

2. OunHamnyeckoe npuBsaska. DHCP-cepsep AuMHamMuyeckn HasHavaeT
knueHTy IP-agpec n3 nyna npu nony4veHumn 3anpoca DHCP, cosgaBas
cBa3b mexay IP-agpecom n MAC-agpecom KnneHTa.

UTobbl HacTpouUTb NPUBA3KY BPY4YHYK, Heobxoaumo onpeaenutb nyn

XOCTOB, a 3ateM Yykas3aTb IP-agpec n annapatHbll agpec unm

naeHTudukaTop knneHta DHCP. AnnapatHein agpec — ato MAC-agpec.

NoeHTudmkatop KnNmMeHTa BKMOYAeT TUM  CEeTEeBOr0  HOCUTENS U

MAC-agpec. KnneHt Microsoft o06blMHO uMAaeHTUMUMPYETCS MO

noeHTMdurkaTopy KnueHTa, a He no MAC-agpecy. Koagbl TMnoB cpeg cm. B

pasgene [lapameTpbl npoTokona paspeweHus agpecoB (Address

Resolution Protocol Parameters) B RFC 1700. Kog tvna Ethernet-ctaHumm

01

4.4.5.5. NMpumep koHUrypaumum

OuvHamuyeckun nyn IP-appecos

OTansbl
KOHdoUrypaumm

e Hactpownte nyn agpecos VLAN 1 c IP-agpecom 20.1.1.0 n mackon
noaceTtun 255.255.255.0

e LUnto3 no ymonyanuio — 20.1.1.1
e Bpems apeHabl — 1 geHb

QTECH(config)# ip dhcp pool vlani
QTECH(dhcp-config)# network 20.1.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 20.1.1.1
QTECH(dhcp-config)# lease 10 0

MpoBepka
KOHdpurypauum

BeinonHute komaHgy show run gns otobpaxeHunst KOHUrypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp pool vlanl

network 20.1.1.0 255.255.255.0
default-router 20.1.1.1

lease100
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MpuBaska (lease) craTucTnyeckn
JTansl e Apgpecxocta— 172.16.1.101, a macka nogcetn — 255.255.255.0.
KOHcpurypauuu e Wma xocta — Ivan.qgtech.ru

e Lnto3 no ymonyaHuio — 172.16.1.254
e Mac-agpec: 00d0.df34.32a3

QTECH(config)# ip dhcp pool Ivan

QTECH(dhcp-config)# host 172.16.1.101 255.255.255.0
QTECH(dhcp-config)# client-name Ivan

QTECH(dhcp-config)# hardware-address 00d0.df34.32a3 Ethernet
QTECH(dhcp-config)# default-router 172.16.1.254

MpoBepka e BbinonHute komangy show run gns oTobpaxkeHns KoHUrypaumm
KOHcpurypauum

QTECH(config)#show run | begin ip dhcp

ip dhcp pool lvan

host 172.16.1.101 255.255.255.0

client-name lvan

hardware-address 00d0.df34.32a3 Ethernet
default-router 172.16.1.254

4.4.6. Hactpouka npasuna AM ana cepsepa DHCP

4.4.6.1. PesynbTaT KOHcUrypaumm

HasHaubTe IP-agpeca B cootBeTCcTBUM C npaBmunoMm AM Ha ocHose nopta un VLAN.

4.4.6.2. NMpnmeyaHus

O6opynosanne QTECH nogaepxuBaeT koHpurypaumto npasmn AM Ha nHtepdencax Ethernet,
GB, FR, PPP n HDLC.

4.4.6.3. dtanbl KOHtUrypauum

HacTpoWnka ynpaBneHusa agpecamu.

e ObgasartenbHo. BonauTe B pexuMm ynpaBneHns agpecamu.

e 3anyctuTe koMaHay address-manage B pexxume HacTPOWKN ynpaBneHus agpecamu.
HacTponka npasuna AM.

o  (O6gasartenbHo. HactponTe npasuno AM Ha ocHoBe nopta u VLAN.

e BhuinonHute komaHay match ip B pexxume HacTponku ynpasneHna agpecamu.

4.4.6.4. NpoBepka KOHdUrypauum

MpoBepbTe, nonydalT nM KNMeHTbl B pasHbix cetax VLAN u noptax AencrBuTesibHble
IP-agpeca.
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4.4.6.5. CBA3aHHble KOMaHAbI

HaCTpOIﬁKa Aunana3oHa no ymon4dyaHuio

He HacTpoeHa, IP-agpeca 6yayT HazHa4aTbCcs 0OblYHBIM 06pa3om

KomaHga match ip default ip-address netmask

OnucaHne ip-address: onpegengdet IP-agpec.

fnapamerpos netmask: onpegeneHve macku noaceTu

Pexnm Pexxum ynpaeneHusa agpecammu

KOHGoUrypaumm

BcTpoeHHas Mocne HacTtpouku Bcem knneHtam DHCP HasHavatotca |IP-agpeca u3
noAckaska AunanasoHa no ymonyaxuto Ha ocHose VLAN u nopta. Ecnu ata komaHaa

HasHauyeHune guHamunydeckoro IP-agpeca Ha ocHoBe VLAN u nopTta

@ § QTECH
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KomaHpa match ip ip-address netmask interface [add/remove] vlan vlan-list
Onucanue ip-address: onpeaenseTt IP-agpec.
napameTpos netmask: onpegeneHne Macku NoaceTu.
interface: onpenensaet nums nHTepdenca.
add/remove: gpobaesneHne nnu yaganenune onpegeneHHon VLAN.
vlan-list: ykasbiBaeT nHgekc VLAN
Pexxum Pexxum ynpaBneHusa agpecamu
KOHcpurypauum
BctpoeHHas Mocne HacTtponkn knneHtam DHCP HasHavatotca IP-agpeca us
noAckaska OnanasoHa agpecos no ymosndaHuto Ha ocHose VLAN u nopTta
HasHauyeHue ctatnyeckoro IP-agpeca Ha ocHoBe VLAN
KomaHpa match ip ip-address netmask [add/remove] vlan vian-list
Onucanve ip-address: onpegensdeTt IP-agpec.
TN PIeE netmask: onpegeneHve Mackv NoaceTH.
add/remove: gobasneHune nnu yaganenue onpegeneHHon VLAN.
vlan-list: ykasbiBaeT nHgekc VLAN
Pexnm Pexwum ynpaeneHusa agpecamum
KOHcpurypauuu
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BcTpoeHHas B Super VLAN «knvMeHTy MOXeT ObiTb HasHayeH (OUKCMPOBAHHbIN
noackaska cTaTU4YeCcKni agpec He3aBNCUMO OT Toro, B kakon Super VLAN Haxogutcs

KNueHT. He HyxHO HacTpauBaTb npasuno AM ansa atoro IP-agpeca Ha
ocHoBe Bcex nogaceten VLAN 1 nopToB, a TONMbKO HacTpavBaTb NpaBumo
AM Ha ocHoBe VLAN. 370 npaBuio Oe/ACTBYET TOMbKO AS1S HasHa4yeHus
cTaTU4eckoro agpeca

4.4.6.6. NMpumep koHUrypauum

Hactponka npaBuna AM

Atanbl e HactpoiitTe npaBumno no ymonyaHuio.

KOHcpurypaLm e Hacrpoiite npaBuno Ha ocHose onpegenenHoit VLAN + nopt +
[Mana3oH afapecos.

e HacTtponte npaBuno Ha OCHOBE ONpefeneHHoro AuanasoHa
VLAN-agpecos

QTECH(config)# address-manage

QTECH(config-address-manage)# match ip default 172.50.128.0
255.255.128.0

QTECH(config-address-manage)# match ip 10.1.5.0 255.255.255.0
Gi5/3 vlan 1005

QTECH(config-address-manage)# match ip 10.1.6.0 255.255.255.0 vlan
1006

MpoBepka e BbinonHute komaHgy show run ana  oTtobpaxeHus
KOHcpurypauum KOHcpurypauum

address-manage

match ip default 172.50.128.0 255.255.128.0
match ip 10.1.5.0 255.255.255.0 Gi5/3 vlan 1005
match ip 10.1.6.0 255.255.255.0 vlan 1006

4.4.7. Hactpowuka rno6anbHbix cBoctB DHCP-cepBepa

4.4.7.1. PeaynbTaT KOHUrypaumm

BkntounTe cepsep ¢ onpegeneHHbIMyU YHKUUAMA, Hanpumep, ping 1 npuHyauTtensHbin NAK.

4.4.7.2. NMpnmeyaHus

HacTporika komaHabl MOXeT NPUBECTU K UCKITIOYEHUSM Ha OPYrnX cepBepax.

4.4.7.3. dtanbl KOHdUrypaumm
HacTtpouka ucknrouyeHHoro IP-agpeca

e OnuuoHanbHO. HacTpoiTe HekoTopble agpeca WM [Ouanas3oHbl aapecoB  Kak
HEeOOCTYMHblE.
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3anyctute «komaHgy ip dhcp excluded-address B pexume rnobanbHowm
KOHUrypauum.

Hactponka obsa3aTensHoro otBeta NAK

OnumoHanbHo. CepBep oTBEYaEeT Ha HEBEpPHbIV 3anpoc agpeca ¢ naketom NAK.
3anyctute komaHay ip dhcp force-send-nak B pexume rnobanbHOM KOHUrypaumm.

Hactponka moHuTopuHra coctoaHua VRRP

OnumoHanbHo. [locne HacTporkn naketel DHCP o6pabatbiBaoTcs  rfaBHbIM
cepBepomM.

3anyctute «komaHgy ip dhcp monitor-vrrp-state B pexume rnobanbHom
KOHcpurypauuu.

HacTtpowka BpeMeHu nuHra

OnumoHanbHo. [NpoBepbTe [OCTYNHOCTb agpeca C MOMOLLbK KomaHabl ping. [Mo
YMON4YaHuto: 2.

BeinonHute komaHay ip dhcp ping packet B pexxume rnobanbHon koHUrypaumu.

HacTtpouka Taum-ayTta Ping

OnumnoHanbHo. NpoBepbTe AOCTYMHOCTbL agpeca C MOMOLWbBK KOMaHAdbl ping. [lo
YMOSN4aHMUIO yCTaHoBMNeHO 3HaveHue 500 mc.

3anycTtute komangy ip dhcp ping timeout B pexume rnobansHon KOHUrypaumm.

HeTekTMpoBaHMe aBTOHOMHOIO OGHapy)XeHus Nonb3oBaTens

HacTtponte DHCP-cepBep, 4ToObl onpeaenntb, OTKITHOYEH NN KNUEHT. Ecnn KNWeHT He
NOAKMYaEeTCA K CeTU B Te4YeHMe onpeaeneHHoro nepuoga BpemMenun, To 6yaeTt nonyyex
agpec, Ha3HAYeHHbIN KITNEHTY.

3anyctute kKomaHay ip dhcp server arp-detect B pexxume rnobdaneHon KoHurypauum.

4.4.7.4. NMpoBepKa KOHdUrypauum

3anyctute komaHay dhcp-server n npoBepbTe KOHUrypaLmio BO BpeMsl HasHaYeHus agpeca.

4.4.7.5. CBA3aHHbIe KOMaHAbI

HacTtponka ncknro4yeHHoro IP-agpeca

KomaHga ip dhcp excluded-address low-ip-address [ high-ip-address ]
OnwucaHve low-ip-address: ykasbiBaeT Ha4anbHbIV IP-agpec.
napameTpoB

high-ip-address: yka3biBaeT KoHeuYHbIN IP-agpec

Pexnm Pexwnm rnobansHon KoHdUrypaumm

KOHcpurypauuu

BctpoeHHas Ecnu He ykasaHo nHoe, DHCP-cepBep Ha3Ha4aeT Bce agpeca u3 nyna
noackaska IP-agpecoB knueHtam DHCP. YT06bl 3ape3epBupoBaTb HEKOTOPblE

agpeca (Hanpumep, agpeca, YXe HasHayeHHble CcepBepy Wnu
YCTPOWCTBaM), HEOBXOAMMO HACTPOUTb 3TU agpeca Kak MCKIOYEHHbIE.
Ons HaCTPOWKM DHCP-cepBepa pekoMeHayeTcs HacTpoOUTb
UCKIIOYEHHble agpeca, 4Tobbl um3bexaTb KOHMNUKTA agpecoB W
COKpaTUTb BpeMsi OGHapYy>XeHNs BO BPEMSI Ha3HayYeHWsi agpecos
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Hactponka obsasatensHoro otBeta NAK

KomaHga ip dhcp force-send-nak

Pexxum Pexxum rnobanbHon KoHdurypaumum

KOHdourypaumm

BcTtpoeHHas B WLAN DHCP-knueHT 4acto nepemMeLLaeTcs U3 ogHOW CeTu B ApYryto.
noackaska Korpa DHCP-cepBep nonyyaeT 3anpoc Ha npoaneHne apeHdbl oT

KnueHTa, HO OBHapY>XUBaET, YTO KMMEHT nepecekaeT CeTeBOW CerMeHT
UIn CPOK apeHabl uctek, oH otnpaensieT naketT NAK, 4ytobbl noTpeboBaTh
OT knuMeHTa nonydvyeHve IP-agpeca cHoBa. 3To npefoTBpallaeT
NMOCTOSIHHYKO OTMNPaBKy KMWMEHTOM MaKeTOB 3anpocoB A0 MOBTOPHOroO
nony4veHus IP-agpeca nocrne nctedeHms BpeMeHu OXXnaaHus.

CepBep otnpaenseT nakeT NAK Tonbko npu oBHapyXeHuu 3anucu
apeHabl knneHTa. Koraga DHCP-knneHT nepecekaet ceTb, DHCP-cepBep
He MOXEeT HaMTW 3anucb apeHabl KNMeHTa n He ByaeT oTBeYaTb NakeToMm
NAK. KnueHT nocToaAHHO OTnpaBfisieT nakeTbl 3anpocoB, Npexge 4Yem
cHoBa nonyuntb |P-agpec nocrne WCTevYeHust BPEMEHU OXUOaHUS.
CnepoBateneHo, nony4yenue |IP-agpeca 3aHMMaeT MHOTO BPeEMEHU. JTO
Takke npoucxoguT, koroa cepeep DHCP Tepsier apengy nocne
nepesanycka u KIMeHT 3anpaluMBaeT npoaneHune apeHasl. B atom cnyyae
MOXHO HaCTpouTb KoMaHay, 4Tobbl cepsep DHCP mor oTBeTUTHL NakeTom
NAK, gaxe ecrnv oH He MOXET HalTK 3anucb apeHabl, YTOObl KNMNEHT Mor
6bicTpo nonyuntb IP-agpec. ObpaTute BHUMaHWE, 4TO KOMaHga no
YMONYaHMIO OTKNoYeHa. YTobbl BKMOUYNTL €ro, B LUMPOKOBELLATENBHOM
OOMEHE MOXHO HacTpOMUTb TONbKO oanH cepeep DHCP

HacTpoiika BpeMeHu NuHra

KomaHga ip dhcp ping packets [ number ]

OnucaHne number: (OMNMUMOHAJIBHO) gnanasoHbl ot 0 go 10. 0 ykasbIBaeT Ha TO,

napameTpos 4yTo dyHKUMA ping oOTKMoYeHa. Mo ymonyaHuo wucnonb3dyeTca ABa
3x0-3anpoca

Pexxum Pexwum rmobanbHon KoHdUrypaumm

KOHcpurypauum

BctpoeHHas Mo ymonuanuto, korga DHCP-cepBep HasHadvaeT IP-agpec ns nyna, oH

nofckaska ABaxabl 3anyckaeT komaHay Ping (oanH nakeTt 3a pas). Ecnu oTBeTa Her,

cepBep NPUHMMAET aapec kak HepaboTatoLmMi U Ha3HaYaeT ero KNMeHTy.
Mpy Hann4yMM oTBETa CepBepP NPUHUMAET aApec Kak 3aHSATbIA U HasHavaeT

apyrov agpec
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Hactponka Tanm-ayTta Ping

KomaHga ip dhcp ping timeout milliseconds

Onucanwue milli-seconds: ykasbiBaeT Bpemsi, Heobxogmmoe cepsepy DHCP pgns

napameTpoB OXuAaHusa oTBETa Ha 3xo-3anpoc. 3HayeHue Bapbupyetcsa oT 100 mc go
10000 mc

Pexum Pexum rnobanbHon KoHUrypauum

KOHGoUrypaumm

BcTpoeHHas Mo ymonuaHuio, ecnn DHCP-cepBep He nonyyaeTt otBeT Ping B TeueHne

noAckaska 500 mc, IP-agpec ctaHOBUTCA JOCTYMHBLIM. Bbl MOXeTe HacTpouTb BpeMsi
oXunaaHusa ans oTeeTa cepeepa

4.4.7.6. NMpumep koHUrypaumum

HacTtpouka Ping

JTansl e YCTaHOBUTE KOMMYECTBO 3XO-3aMpoCoB Ha 5.
KOHcpUrypaLmm e YcraHoBuTe TaliM-ayT ping Ha 800 Mc
QTECH(config)# ip dhcp ping packet 5
QTECH(config)# ip dhcp ping timeout 800
MpoBepka e BbinonHute  komanHgy show run  gna  oTobpaxeHus
KOHcpurypauum KOHcpurypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp ping packet 5
ip dhcp ping timeout 800

HacTtponka ncknroyeHHoro IP-agpeca
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Jtansl e Hactponte gnanasoH uckntoveHHblx IP-agpecos ot 192.168.0.0
KOHpurypauuu 0o 192.168.255.255

QTECH(config)# ip dhcp excluded-address 192.168.0.0 192.168.255.255
MpoBepka e BobinonHute komaHgy show run  gns oToGpaxeHus
KOHdUrypaumm KOHdUrypaLmm

QTECH(config)#show run | begin ip dhcp

ip dhcp excluded-address 192.168.0.0 192.168.255.255
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4.4.8. Hactpouka ocHoBHbIX chyHKkunn DHCP Relay

4.4.8.1. PesynbTaT KOHcUrypaumm

PasBepTbiBaHNe AMHaAMUYECKOro ynpaeneHus |P-ceTamm B pexume KNWEHT-cepBep Ans
obecneyeHuns ceasn mexay knneHtom DHCP u cepeepom DHCP, koTopble HaxogaTcs B pasHbiX
CerMeHTax ceTum.

4.4.8.2. NMpnmeyaHus

Ona  BknoyeHns  petpaHcnaumm DHCP  Heob6xogMmo  HacTpouTb  OAHOALPECHYH
MapLpyTtusaumio IPv4 B ceTu.

4.4.8.3. dtanbl KOHtUrypauum
BknroyeHune petpaHcnsauum DHCP

e (ObsasartenbHo.
e Ecnu He ykasaHo nHoe, Heobxoanmo BknounTb pyHKumio DHCP Relay Ha ycTponcTse.
HacTtpouka IP-agpeca ansa cepsepa DHCP

e O6sasartensHo.
e Heobxogmmo HacTpouTb IP-agpec ansa cepsepa DHCP.
4.4.8.4. NpoBepkKa KOHdUrypauumm

MpoBepbTe, NnonyyaetT nu knneHT IP-agpec yepe3 DHCP Relay.

4.4.8.5. CBA3aHHbIe KOMaHAbI

BknroyeHune petpaHcnsauum DHCP

KomaHga service dhcp
Pexxum Pexnm rnobanbHon KoHpUrypauum
KOHcpurypauum

HacTtpouka IP-agpeca ansa cepsepa DHCP

KomaHga ip helper-address { cycle-mode | [ vrf { vif-name }] AB.C.D }
Onuncanwne cycle-mode: ykasbiBaeT, 4To nakeTbl 3anpocoB DHCP nepecbinatoTtcs Ha
napameTpoB Bce cepBepbl DHCP.

vrf-name: ykasbiBaeT nmsa mapupytudauum n nepecoinki VPN (VRF).
A.B.C.D: ykasbiBaeT |IP-agpec cepsepa

Pexnm Pexwnm rnobanbHon KoHUrypaunmn/pexmm KoHurypaumm nHtepdenca
KOHUrypauum
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BcTpoeHHas
noackaska

3Ty DYHKLMIO MOXXHO HACTPOUTb Ha MHTepderce YPoBHS 3, HaNnpumep, Ha
MapLupyTU3MpyemMble MOPTbl, MOPTbl TOYKM AocTyna ypoBHA 3, SVI un

NMHTepdenc obpaTHOM CBSA3MN.

HacTpoeHHbI MHTepdenc aomkeH ObiTb AOCTYNEH Yepe3d OAHOaAPECHYIO

MapLpyTtmsauuto IPv4

4.4.8.6. NMpumep KoHUrypaumum

HacTtponka petpaHcnsiumm DHCP B npoBOogHOM nogknoveHnmn

Cuenapun:

]

DHCP-knueHT

| DHCP Relay Agent

DHCP-cepsep

PucyHok 4-15.

OTansbl
KOHdoUrypaumm

e  Bkntounte knneHt ¢ DHCP, 4ytobbl nonyynts IP-agpec.

e Bkntounte dyHkumio DHCP Relay Ha areHte peTpaHcnsiumm

DHCP.
e Hactponka cepeepa DHCP

Bkntounte knneHt ¢ DHCP, ytobel nonyunts IP-agpec

Bkntounte petpaHcnsumio DHCP.
QTECH(config)# service dhcp

HacTponTte rmobaneHbin IP-agpec cepesepa DHCP.
QTECH(config)# ip helper-address 172.2.2.1

HacTponTte IP-agpec nopta, NOAKMHOYEHHOTO K KIUEHTY.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# ip address 192.1.1.1 255.255.255.0

HacTponTte IP-agpec nopTa, NOAKIIOYEHHOIO K CepBEpY.
QTECH(config)# interface gigabitEthernet 0/2

QTECH(config-if-gigabitEthernet  0/2)# ip address
255.255.255.0

172.2.2.2

Bkntounte cepep DHCP.
QTECH(config)# service dhcp

HacTtponte nyn agpecos.
QTECH(config)# ip dhcp pool relay
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QTECH (dhcp-config)#network 192.1.1.0 255.255.255.0
QTECH (dhcp-config)#default-router 192.1.1.1

HacTponTte IP-agpec nopta, nogkntoyeHHoro Kk Relay areHTy.
QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-gigabitEthernet  0/2)# ip address 172.2.2.1
255.255.255.0

MpoBepka lNpoBepbTe, Nony4yaeT nu knNueHT IP-agpec.
KOHCpUrypaLyy e [lpoBepbTe, Nnonyyaet nu knueHT IP-agpec.
e [lpoBepbTe KoHUrypauuto petpaHcnsaumm DHCP
A YcTponcTBo nonb3oBaTtens nonydaet |IP-agpec
B Mocne Bxoga B areHT peTpaHcnaumn DHCP BbinonHute komaHgy show

running-config B npuBunermpoaHHom pexume EXEC, 4ToObl
oTobpasnTb koHdurypaumo DHCP Relay.

QTECH# show running-config
service dhcp

ip helper-address 172.2.2.1

I

interface GigabitEthernet 0/1

ip address 192.1.1.1 255.255.255.0
!

interface GigabitEthernet 0/2

ip address 172.2.2.2 255.255.255.0
!

4.4.8.7. TUNUYHbIE OLLNOKMN

HeBepHas koHdurypauma ogHoagpecHon MapLupytusaumm IPv4.
®yHkuma DHCP Relay otknioveHa.

MapwpyTtusaums mexgy areHtom petpaHcnaumm DHCP wn cepsepom DHCP He
HacTpoeHa.

Ana cepsepa DHCP He HacTpoeH IP-agpec.

4.4.9. Hactpouka DHCP Relay onuuu 82

4.4.9.1. PeaynbTaT KOHUrypaumm

C nomoubto areHTa peTtpaHcnaumm DHCP cepeep moxeT 6onee To4uHO HasHayaTk IP-agpeca ¢
pa3HbIMX NPUBUIIETMAMWN KNMEHTaM Ha OCHOBE MHbopMaLumm 0 napameTpe.

4.4.9.2. NMpnmeyaHus

Heobxoanmo BKNo4UTb PyHKLMIO peTpaHcnsaumm DHCP.

QTECH
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4.4.9.3. dtanbl KOHtUrypauum

BknioyeHne OCHOBHbIX (pyHKUMM peTpaHcnsauun DHCP

e O6sasartenbHo.
e Ecnu He ykasaHo nHoe, Heobxoanmo BknouMTb pyHKumio DHCP Relay Ha ycTponcTse.
BkntoyeHue onuum DHCP 82

o [lo ymonuyaHuio onunsg DHCP 82 oTkntoyeHa.

e  MoxHo 3anyctutb komaHay ip dhcp relay information option82, 4tobbl BKNOUYNTL MNK
oTkntounts DHCP Option 82.

4.4.9.4. NpoBepkKa KOHdUrypaumm

lNpoBepbTe, NonyyaeT nn kKNueHT |IP-agpec B COOTBETCTBUK C onuunen 82.

4.49.5. CBA3aHHbIe KOMaHAbI

BkniouyeHune onuuu DHCP 82

KomaHpa ip dhcp relay information option82
Pexxum Pexxm rmobanbHon KoHdurypauum
KOHdoUrypaumm

4.4.9.6. NMpumep koHUrypaumum

BkniouyeHune onuuu DHCP 82

SATansbl e Bkntoyenne onuyumn DHCP 82
KOHpurypauuu

QTECH(config)# ip dhcp relay information option82

MpoBepka Mocne Bxoaa B areHT petpaHcnsaumm DHCP BeinonHute komaHgy show
KOHGUrypaLum running-config B npuBunernposaHHom pexumme EXEC, 4T06bI
oTobpa3snTb KoHdurypauuto DHCP Relay

QTECH#show ru | inclip dhcp relay

ip dhcp relay information option82

4.4.9.7. TuNnn4YHbIE OLNOKN
BaszoBble yHKuun petpaHcnsumm DHCP He HacTpoeHbl.

4.4.10. Hactpouka npoBepku Server ID ana DHCP Relay
4.4.10.1. Pe3ynbTaT KOHUrypaumm

Mocne Hactpownkm ip dhcp relay check server-id arent DHCP Relay nepecbinaet naketbl
3anpocoB DHCP Tonbko cepsepy, ykazaHHOMYy KomaHgowm option serverid. B npoTMBHOM
Cny4ae OHU nepechbinatTca Ha Bce cepsepbl DHCP.
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4.4.10.2. NMpumeyaHus

Heobxoanmo BknounTb 6a3oBble yHKUuuKn petpaHcnsumm DHCP.

4.4.10.3. dtanbl KOHUrypauum
BknroyeHne DHCP Relay Check Server-ID

o [lo ymonuaHuio ngeHTudukatop cepsepa nposepku petpaHcnaumm DHCP oTknio4veH.

e MoxHo 3anyctuTtb komaHay ip dhcp relay check server-id, 4tobbl Bkntoumnts DHCP
Relay Check Server-id.

4.4.10.4. NpoBepkKa KoHduUrypaumm

Y6epgutecb, yto areHT DHCP Relay otnpaenseT nakeTbl 3anpocoB DHCP Tonbko Ha cepsep,
yKka3aHHbIN KomaHgowm option server-id.

4.4.10.5. CBfAi3aHHble KOMaHAbI

HacTtpouka ngeHtucpmkaTopa cepepa nposepku petpaHcnauun DHCP

KomaHga ip dhcp relay check server-id
Pexum Pexwnm rmobanbHon KoHdUrypaumm
KOHcpurypauum

4.4.10.6. NMpumep koHdUrypauum
HacTtponka ngeHtucpmkaTopa cepepa nposepku petpaHcnsauun DHCP

JTanbl e  BkntoyeHne DHCP Relay. (MponyLieHo).
KOHCpUrypauum e Bkmiounte DHCP Relay check server-id Ha nHTepdeiice

QTECH# configure terminal
QTECH(config)# ip dhcp relay check server-id

MpoBepka Mocne Bxoaa B areHT petpaHcnsaumm DHCP BeinonHute komaHgy show
KOHdpurypauuu running-config B npuBunermpoBaHHom pexmme EXEC, 4TOOGbI
oTobpasnTb koHurypaumo DHCP Relay

QTECH# show running-config | include check server-id

ip dhep relay check server-id

4.4.10.7. TUNUYHbIE OLLUOKU

basoBsble yHkUMn peTpaHcnaumm DHCP He HacTpoeHb!.
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4.4.11. Hactpouka nogaBneHusa DHCP Relay

4.4.11.1. Pe3ynbTaT KOHcUrypaumm

Mocne HacTpourku komaHgbl ip dhcp relay suppression Ha wHTepcperice naketsl DHCP
Request, nony4yeHHble Ha 3TOM MHTepdence, byayT oTdunbTpoBaHbl, a naketel DHCP Request
C Apyrmx nHtepgencos dyayT nepecbinarbCs.

4.4.11.2. NMpumeyaHus

Heobxoanmo BknounTb 6a3oBble yHKUuuKn petpaHcnsumm DHCP.

4.4.11.3. dtanbl KOHUrypaumm
BknioyeHue nogaBneHus petpaHcnsauum DHCP
Mo ymonyaHuio pyHKUMA nogasneHus peTpaHcnsaumm DHCP oTknoyeHa Ha Bcex nHtepdencax.

e MoxHO BbINONHUTL KOMaHAy ip dhcp relay suppression, 4Tobbl BKNOUYNTL (DYHKLMIO
DHCP Relay Suppression.

4.4.11.4. NMpoBepkKa KoHdUrypauumm

lMpoBepbTe, OTPUNBLTPOBAHLI N NakeTbl 3anpocoB DHCP, nonyyeHHble Ha nHTepderice.

4.4.11.5. CBA3aHHble KOMaHAbI

Hactponka nogaBneHna DHCP-peTpaHcnauum

KomaHga ip dhcp relay suppression
Pexxum Pexxum koHurypaumm nHtepderica
KOHcpurypauum

4.4.11.6. NMpumep KoHUrypauum
Hactponka nogaBneHna DHCP-peTpaHcnauum

JTanbl e Hactponka oCHOBHbIX dyHKUMI peTpaHcnsaunn DHCP.
KOHCpUrypauum e Hactpoiika nogaenexusi petpaHcnsiumm DHCP Ha uHTepdelice

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# ip dhcp relay suppression
QTECH(config-if-GigabitEthernet 0/1)#end

QTECH#
MpoBepka Mocne Bxoga B areHT petpaHcnsumm DHCP BeinonHute komaHgy show
KOHdpurypaumu running-config B npuBunermposaHHom pexmme EXEC, 4TOOGbI

oTobpasnTb koHurypaumo DHCP Relay
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QTECH# show running-config | include relay suppression
ip dhcp relay suppression
QTECH#

4.4.11.7. TUNN4YHbIE OLLUNOKU

basosble dyHkunn peTpaHcnaumm DHCP He HacTpoeHbl.

4.4.12. Hactpounka knueHta DHCP

4.4.12.1. PesaynbTaT KOHcUrypaumm

Bkntounte DHCP-knueHT Ha ycTponcTBe, 4TOObI OH AvHamuveckn nonydun |IP-agpeca wm

KOHdburypaumm.

4.4.12.2. NMpumeyaHus

O6opynoBanne QTECH nopaoepxuBaeT koHdurypaumto knueHta DHCP Ha uHTepdencax
Ethernet, FR, PPP n HDLC.

4.4.12.3. dtanbl KOHUrypaumm

3anyctute komaHay ip address dhcp Ha uHTepdelice.

4.4.12.4. NpoBepka KoHdUrypaumm

lNpoBepbTe, Nony4yaeT nn nHTepdenc IP-agpec.

4.4.12.5. CBA3aHHble KOMaHAbI

Hactponka knuenta DHCP

KomaHga ip address dhcp

Pexxum Pexxum koHdurypaumm nHtepdenca

KOHcpurypauum

BcTtpoeHHas e O6opynoBaHue QTECH nooaepXxmBaet  guMHaMuyeckoe
noackaska nonyyeHue IP-agpecoB Yepes nHtepenc Ethernet.

e O6opynoBaHue QTECH nooaepXxmBaet  guMHaMUYeckoe
nony4veHve IP-agpecos yepes WHKaMNCynMpoBaHHbIN
PPP-uHTepdeic.

e O6opynoBanne QTECH noaoaepXmBaeT  OUHaAMUYECKoe
nony4yeHue IP-agpecos NnocpeacTBOM nHTepdemca,
nHKancynmposaHHoro FR.

e OO6opynoBaHue QTECH nogaepXxmBaeT  gUHaMMYeckoe
noryyeHue IP-agpecos nocpeacTsom nHTEepdenca,
nHkancynuposaHHoro HDLC
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4.4.12.6. NMpumep KoHUrypauum
Hactponka knuenta DHCP
Jranbl e 1. Bkntounte nopt FastEthernet 0/0 ¢ DHCP, 4ytobbl nonyuntb
KOHGoUrypaumm IP-agpec
QTECH(config)# interface FastEthernet0/0
QTECH(config-if-FastEthernet 0/0)#ip address dhcp
MpoBepka e 1. BbinonHute kKomaHgy show run ana oTtobpaxeHus
KOHGoUrypaumm KOHGoUrypaumm
QTECH(config)#show run | begin ip address dhcp ip address dhcp

4.5. KoHTponb ¢

4.5.1. Ounctka

OCTOAHUA

BHUMAHMWE: BbINOJIHEHWE KOMAHA OYWCTKW MOXET MNPUBECTW K TOTEPE
BAXHOU MHOOPMALN N MPEPBLIBAHNIO CITYXB.

OnucaHue

KomaHpa

YaaneHue npuBa3sku
agpeca DHCP

clear ip dhcp binding { address | *}

OuniaeT KOHPANKT
agpecos DHCP

clear ip dhcp conflict { address | *}

YaansaeTt cTaTUCTUKY
cepsepa DHCP

clear ip dhcp server statistics

Ypansaer

CTaTUCTUKY
peTtpaHcnaunn DHCP

clear ip dhcp relay statistics

OumncTKka CTaTUCTUKN
NPON3BOANTENBHOCT
DHCP-cepBepa

clear ip dhcp server rate
n

4.5.2. OTobpaxeHune

OnucaHue KomaHaa
OTtobpaxeHne apeHabl | show dhcp lease
DHCP
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OnucaHue

KomaHaa

OtobpaxeHune IP-agpecos,
HaCTPOEHHbIX BPYYHYHO

show dhcp manual

OTtobpaxeHune COKETOB
DHCP

show ip dhcp socket

OTtobpaxeHne HasHa4YeHHbIX
IP-agpecos

show ip dhcp binding

OTtobpakeHne CTaTUCTUKK
cepsepa DHCP

show ip dhcp server statistic

OTtobpaeHne CTaTUCTUKK
peTpaHcnaunn DHCP

show ip dhcp relay statistic

OtobpaxeHune
KOH(pNUKTYHOLWKNX agpecos

show ip dhcp conflict

4.5.3. OTnagka

NMPUMEYAHUE: cucteMHble pecypcbl MCNOMb3YIOTCA MpU BbIBOAE OTNaA04HON MHGOpMaLUN.
[MoaTomy, OTKMOUYUTE OTNAAKY cpa3y nocne UCnorb30BaHUS.

OnucaHue

KomaHpa

OTtnapgka aredHta DHCP

debug ip dhcp server agent

OTnagka ropsivero
pPe3epBHOro KOMMPOBaHUS
DHCP

debug ip dhcp server ha

Otnagka nynos agpecos
DHCP

debug ip dhcp server pool

Otnagka DHCP VRRP

debug ip dhcp server vrrp

OTnagka Bcex cepBepoB
DHCP

debug ip dhcp server all

OTtnapgka naketoB DHCP

debug ip dhcp client

OTnapgka CcoObITU
peTpaHcnauun DHCP

debug ip dhcp relay
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5. HACTPOUKA DHCPV6
5.1. O630p

MpoTokon guHammnyeckon koHdurypaumm xocta ans IPvé (DHCPv6) — aTo npoTOKOs, KOTOPbIN
nossonget cepeepy DHCP nepegaBatb KoHpurypauum (Hanpumep, agpeca IPv6) yanam IPv6.

Mo cpaBHeHWIO C ApyrMMn MeTodamu pacnpegeneHna agpecos IPV6, TakMMmu kak pydHas
HacTporka M aBTOMaTMYeckasl HacTpolka agpecoB 6e3 coxpaHeHusi coctosHusi, DHCPv6
obecneunBaeT pacnpegeneHve agpecoB, AenermposaHve npeduKcoB W pacnpegeneHue
napaMmeTpoB KOHUrypaumm.

e DHCPV6 — 3TO NpOTOKOST C OTCEXMBAHMEM COCTOSHUS AOS1I1 aBTOMaTUYECKOW
HACTPOMKN aflpecoB, a Takke O00OAaBEHUs), U MOBTOPHOIO UCMOSIb30BAHUSA CETEBbLIX
agpecoB, KOTOPbLIA NO3BOMAET 3anunchbiBaTb BblAENEHHbIEe agpeca U ONTUMU3NPOBaTb
ynpaBrieHNE CETbIO.

o Vcnonbaysa npedukc generuposaHna DHCPv6, ceTteBble ycTponctsa uplink moryT
HasHayaTb NpeduKcbl agpecoB ceTeBbiM ycTponcTtBam downlink, koTopble peannays
rMBKY0 aBTOMaTUYECKYI0 KOHUrypaumio Ha ypoBHE CTaHuun 1 rmbkoe ynpasneHue
afpeCHbIM NPOCTPaHCTBOM CTaHUUW.

e HasHaueHne napametpa koHdurypauunm DHCPv6 pewaeT npobnemy, npu KOTOPOMW
napameTpbl He MOryT ObiTb MOMy4YeHbl C MOMOLLbD MPOTOKOMA aBTOMaTU4ECKON
HacTpoKKn agpecoB 6e3 coxpaHeHNs COCTOSIHUSA, U HasHavaeT agpeca DNS-cepsepoB
N UMEHa AOMEHOB XOCTaM.

e DHCPV6 — aTO NpoOTOKOM, OCHOBaHHLIN Ha Modenu knuneHt-cepeep. KnneHt DHCPV6
ncnonb3yeTca AOns MNoryvyeHust pasfnyHbiX KoHdwurypaumn, a cepep DHCPv6
ncnonb3yeTca Ans NpefocTaBneHns pasnuyHbix KoHdurypauun. Ecnv knneHt DHCPV6
n cepsep DHCPV6 He nogknioveHbl K oqHOMY ceTeBOMY KaHary (OAMH U TOT Xe CEerMeHT
ceTu), OHM MOryT B3auUMOLENCTBOBaTb Apyr C APYroM C MOMOLLbIO areHTta
peTtpaHcnsaunn DHCPVG.

Knnent DHCPV6 06b1bHO 06HapyxmBaeT cepep DHCPV6, pe3epBupys agpeca MHOroagpecHom
paccbifnky B kaHane, noatomy knueHT DHCPvV6 1 cepeep DHCPV6 4omKHbI MeTb BO3MOXHOCTb
HanpaAMyo B3avMOOEWCTBOBaTb APYr C APYroMm, TO €CTb OHW [OMKHbl ObiTb pasBepHyTbl B
npeaenax ogHoro kaHana. ATo MOXeT NpMBECTU K HeyaobCcTBaM B ynpaBrneHMn, 3KOHOMUYECKNM
cbosm (ons kaxgon noaceTun passepHyT cepsep DHCPvV6) n HeyaoobctBam npu oGHOBREHMM.
OyHKUMA areHTa peTpaHcnsaumm DHCPvG moxeT pewwnTb 3Tn npobnembl, NO3BOMAS KIUEHTY
DHCPvV6 oTtnpaenaTtb naketbl Ha cepeep DHCPV6 no gpyromy kaHany. AreHT peTpaHcnauum
DHCP uacTo pasBepTbiBaeTCs B kaHane, rae Haxoautes knueHt DHCPV6G, n ncnonb3yetcsa ans
peTpaHcrnsauMM NakeToB B3aumoaenctsua mexay knneHtom DHCPv6 n cepsepom DHCPV6.
AreHT peTtpaHcnaumm DHCP npospayeH gnga knmeHta DHCPVG.
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Cetb 3

DHCPv6 Relay Agent
DHCPv6B-cepBep

DHCPv6-knueHT

PucyHok 5-1.

5.1.1. MpoToKkonbl n cTaHaapThbl

RFC3315:; npoTokon guHamuyeckon KoHdurypauum xocta ans IPve.

RFC3633: napameTpbl Npedukca IPv6 ona npoTokona AnHaMmn4eckon KoHgurypaumm
xocTta (DHCP) Bepcuu 6.

RFC3646: napameTtpbl koHdurypaumm DNS gns  npoTtokona AvHaAMUYECKOW
kKoHurypaumm xocta ans IPve (DHCPVG).

RFC3736: cnyxx6a DHCP 6e3 coxpaHeHusa coctosiHma ons IPv6.

RFC5417: ynpaBneHne u Hactpovka onuun DHCP «koHTponnepa pgoctyna K
6ecnpoBogHbiM Tovkam goctyna (CAPWAP).

5.2. MpumeHeHne

NMpumeHeHue OnucaHue

3anpoc/HasHavyeHne Knnent DHCPv6 3anpawuvBaeT agpeca ¢ cepBepa DHCPV6.

agpecos un Cepeep DHCPv6 HasHavaeT agpeca v napameTpbl KOHUrypaumm

NapameTpoB knneHty DHCPv6

KOHcpurypaumm

3anpoc/BblaenexHve Knnent DHCPv6 3anpawwuBaetr npedwukc ¢ cepsepa DHCPV6.

npedwvkca Cepsep DHCPV6 npucsanBaeT npedukc knmeHty DHCPV6, a 3atem
knneHt DHCPvV6 HacTpavBaeT agpeca IPv6 c nomowplo 3atoro
npedukca

AreHt Relay DHCPv6 Relay ucnonbsyetca ana obecnedyeHns CBA3W mexay

knneHtom DHCPV6 1 cepsepom DHCPV6 no pasHbiM kaHanam
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5.2.1. 3anpoc/Ha3Ha4yeHne aapecoB MU NapamMeTpoB KOH(pUrypauum

5.2.1.1. CueHapuu

B noacetn knueHt DHCPvV6 3anpawwvBaet agpeca c cepsepa DHCPv6. Cepsep DHCPv6
Ha3Ha4aeT agpeca u napameTpbl KoHdurypauumn knneHty DHCPV6.
Kak nokasaHo Ha PucyHke 5-2:

e CepBep DHCPvV6 HacTpoeH ¢ agpecamu IPv6, DNS-cepBepamun, AOMEHHBIMU UMEHAMM
n apyrummn napameTpamm KoHUrypaumm, KoTopble He06X0AMMO BbIAENNUTD.

e Xoct paboTaeT kak knneHT DHCPv6 anst 3anpoca agpeca IPv6 ¢ cepeepa DHCPV6.
Mocne nonyyeHus 3anpoca cepsep DHCPV6 BbiGMpaeT A4OCTYNHbIM agpec U Ha3Ha4vaeT
ero XocrTy.

e XocT Takke moxeT 3anpocutb DNS-cepBep, umsa gomeHa v gpyrve napameTpbl
KoHdurypauum c cepsepa DHCPV6.

]

]

]

]

]

L

DHCPv6-cepeep

]

L

DHCPvVB-knneHT

]

PucyHok 5-2.

5.2.1.2. OnuncaHue

o 3anyctute knneHt DHCPV6 Ha xocTe B nogceTun, 4Tobbl nonyunTtb agpec IPv6 u gpyrue
napameTpsbl.

e 3anyctute cepsep DHCPv6 Ha ycTtponctBe m HactpouTte IPv6-agpec u gpyrue
napameTpbl, YTo6bl Ha3HaunTb IPv6-agpec 1 napameTpbl.

5.2.2. 3anpoc/BbigeneHune npedukca

5.2.2.1. CueHapun

Kak nokasaHo Ha PucyHke 5-3, uplink-yctponcteo (PE) BbigenseT npedumkc IPv6-agpeca ans
yctporictBa downlink (CPE). CPE reHepupyeT HOBbIN npedwukCc agpeca O BHYTPEHHeW
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nogceTM Ha OCHOBe nonydeHHoro npedmkca. XocTbl BO BHyTpeHHenm nogcetm CPE
KOHpurypupytotca ¢ agpecamu vyepes Router Advertisement (RA), ncnonbays HoBbIM NpedurKe
agpeca.

e PE npepocrtaBnsiet cnyx0y aenernpoBaHus npedukca B kavyectse cepsepa DHCPV6.

e CPE 3anpawwuBaeT npedukc agpeca m3 PE B kadectBe knueHta DHCPvV6. Nocne
nonyyeHus npedukca agpeca CPE reHepupyeT HoBbi npedumkc agpeca Aans
BHYTPEHHEW NOACETM M oTnpaBnsaeT coobuieHne RA xoctam BO BHyTPEHHEN NoACeTH.

o  XOCTbl BO BHYTPEHHEWN NOoACeTH, B KOTopon Haxoantca CPE, HacTpauBatoT cBou agpeca
Ha oCHOBaHuKM coobuleHns RA, otnpaeneHHoro CPE.

B
PE CPE 1 _F
C
=\
PucyHok 5-3.

B kauvectBe cepBepa DHCPv6 Provider Edge (PE) pa6otaeT cepsep nocTtaBwuka Ans
npegocTaBneHnst NpedrKCoB, a Takke Ha3bIBAETCA MapLUPyTM3aTOPOM AN AeNernpoBaHus.

KnneHtckoe obopynosaHue (CPE) pabotaet kak knmeHT DHCPV6 anga 3anpoca npedukcos n
Takke Ha3blBaeTCA 3anpaluMBaloLLUM MapLIpyTU3aTOPOM.

A, B n C aBnsaioTca pasnmMyHbIMn XOCTaMu.

5.2.2.2. OnucaHue

e 3anyctute cepBep DHCPv6 Ha PE, 4to6bl BHeapuTb cnyx0y generMpoBaHus
npedgwukca.

e 3anyctute knmeHT DHCPV6 Ha CPE, 4To0bl Nnony4nTb NpeduKcbl agpecos.

e PassepHute IPv6 ND mexagy CPE u xoctamu, 4tobbl HacTpouTb agpeca y3fnoB B
nogcetn yepes RA.

5.2.3. AreHT Relay
5.2.3.1. CueHapuu

Arent DHCPV6 Relay npowussoguT petpaHcnauuio DHCPV6 nakeTtoB mexay KIMEHTOM W
cepBepomM.

Kak nokasaHo Ha PucyHke 5-4:
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e YcTponctBo 1 BKIOYEHO ¢ nomollbto areHta DHCPv6 Relay v npegHasHavyeHo ans
3001:2.

e YCTPOMCTBO 2 XOYeT nepecbinatb NakeTbl HA Apyrne cepsepbl Yepes cepBuc Relay
cnepytoLlero yposHs. Bkntounte areHT DHCPv6 Relay Ha ycTtponcTtBe 2, ycTtaHoBUTE
agpec HasHayeHna FF02::1:2 (Bce cepBepbl U agpeca MHOroagpecHon pacchblfku
Relay) n ykaxxnte nHtepdenc Beixoga B kadecTse nHTepdenca yposHs 3 gi 0/1.

YCTPOWCTBO 2

DHCPv6-knueHT

DHCPv6-cepsep

YcTponcTeo 1

3

1) Wmos L3, BkntoveHHsIn ¢ DHCPvE Relay Agent
2 ) YcrtpowcTeo goctyna L2, BknoyeHHbln ¢ LDRA
3) Wnwo3 L3, sknoyeHHbln ¢ DHCPvE Relay Agent

PucyHok 5-4.
5.2.3.2. OnucaHune

o Bknounute areHT DHCPV6 Relay Ha ycTpowncTse 1 n ykaxnte agpec 3000::1.
e Bknouute areHT DHCPV6 Relay Ha ycTponcTBe 2 u ykaxnte agpec kak FF02::1:2.

5.3. KnoyeBble 0COOEHHOCTU

5.3.1. ba3oBble KOHLUenuuu
DUID

YHukanbHbin ngeHtudpukatop DHCP (DUID) wageHtudmumpyet yctponctso DHCPV6. Kak
onpeaeneHo B RFC3315, kaxpoe yctporcteBo DHCPV6 (knueHT, Relay nnn cepsep DHCPV6)
OOIDKHO UMeTb naeHTudgukatop DUID, KOTopbIn UCNonb3yeTca And B3aMMHON ayTeHTUUKaLMn
BO Bpems obmeHa coobweHnamm DHCPV6.

RFC3315 onpegensiet Tpu Tuna DUID:

e DUID ocHoBaH Ha agpece ypoBHs cBa3un nntoc spems (DUID-LLT).

e WNpeHtudpumkatop DUID, HasHa4yeHHbI MNOCTaBLUMKOM Ha OCHOBE KOprnopaTUBHOIO
Homepa (DUID-EN).

e Agpec ypoBHs kaHana (DUID-LL).
Ycrponctea QTECH DHCPv6 ncnonbsytot DUID-LL. CtpykTypa DUID-LL cnegytowas:
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0 1 2 3
01234567890123456789012345678901

3 hardware type (16 6uT)

link-layer address (u3meHsemas anuHa)

3HauveHua DUID-LL, Hardware type wn Link-layer address: 0x0003, 0x0001 (¢ ykasaHuem
Ethernet) n MAC-agpeca ycTpoicTBa COOTBETCTBEHHO.

Accouunauusa ngeHtudukauum (1A)

Cepeep DHCPV6 BhigensieT cnyxbbl NpoBepkun NogfiMHHOCTM B MIHTepHeTe knneHtam DHCPV6.
Kaxpgaa |A yHukanbHO oGHapyxuBaeTcsi maeHTudumkatopom accouumaumm xoctoB (lAID).
UaoeHtudumkatopel IAID reHepupytotca knueHtamm DHCPv6. Mexagy IA un  knveHTamm
yCTaHaBNMBaETCs COMNOCTaBIIeHne «OAMH K ogHOMY». |A MOXeT coaepaTb HECKOMNbLKO aipecos,
KOTopble MOTyT ObITb BblAENEHbI KITMEHTOM OPYrMM MHTepdencam. |A MOXeT cogepaTb OAWH
13 cnepylowmnx TUNOB aapecoB:

e HeBpemeHHble agpeca (NA), a uMeHHO rnobanbHble YHUKanbHble agpeca.
e BpemeHHble agpeca (TA), KoTopble Bps4 N NCMONb3YHOTCS.
o [lenernposaHue npegukca (PD).

B 3aBucumocTn ot TMna agpeca, |A knaccudmnumpytotesa no IA_NA, IA TA n IA_PD (Tpu Tnna
IA). QTECH DHCPv6 nogaepxwatoT Tonbko IA_NA n IA_PD.

MpuBA3ska

DHCPV6 binding — aTo ynpaBnsiemas nHopMaLumoHHas CTpykTypa agpeca. [laHHble NpuBs3kn
agpecoB Ha cepsepe DHCPV6 3anucbiBaloT |A 1 gpyrme KoHurypauum kKaxgoro KrveHTa.
KnveHT MOXeT 3anpocuTb HECKONbKO MNpuBSA30K. [aHHble NpuMBA3KM agpecoB Ha cepBepe
npeacTaBrneHbl B Buae Tabnuubl npuesskn agpecos ¢ naeHtudunkatopammn DUID, IA-Type u
IAID. MpuBaAska, cogepxallas KoHpurypaumm, ncnonb3yet B kadectse nHgekca DUID.

Kondonukr DHCPv6

Korga npoucxoant KOHQMUKT agpeca, BbigernieHHoro knueHty DHCPV6, knueHT oTnpaensieT
naket Decline, 4utobbl yBegomutb cepeep DHCPvV6. 3atem cepBep gobasnseT agpec B CNUCOK
KOHGnMKTOB agpecoB. Cepeep He OyaeT HasHayaTb agpeca B CNUCOK KOH(IMKTOB aapecos.
CepBep nogaepxuBaeT NPOCMOTP M yaaneHne nHgopmaumm o6 agpece B CNUCKE KOHAITMKTOB
agpecos.

Tun nakeTa

RFC3315 npeaycmatpusaeTt, yto DHCPV6 ncnonb3yeT noptel UDP 546 n 547 onsa obmeHa
naketamun. B yactHocTu, knneHt DHCPv6G ncnonb3yet nopT 546 ons nonyyvyeHus nakeTos, a
cepeep DHCPv6 n areHt DHCPV6 Relay vcnonb3ytoT nopt 547 Ans nonyyYeHus nakeTos.
RFC3315 onpepensieT crneayoowme TUnbl NakeToB, KOTOPblE MEpPeadalnTcs Mexay CepBepoM,
knueHTom n areHTom DHCPV6 Relay:

e [lakeTbl, KOTOpPbIE MOryT BbITb OTNpaBneHbl knneHtom DHCPV6 Ha cepsep DHCPVG,
BkrtoyatoT B ceba Solicit, Request, Confirm, Renew, Rebind, Release, Decline u
Information-request.

e [lakeTbl, kOTOpble MOryT ObITb OoTnpaBneHbl cepsepom DHCPV6 knueHty DHCPVG,
BKrtoyaroT B cebsa Advertise, Reply and Reconfigure.
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o [lakeTbl, kKOTOpblIE MOryT BbITh OTNpaeneHsbl areHTom DHCPV6 Relay apyromy areHTy
DHCPv6 Relay nnn cepsepy DHCPV6, BkntovatoT Relay-forward.

e [lakeTbl, kOTOpblIE MOryT BbITb OTNpaeneHsbl areHTom DHCPV6 Relay apyromy areHTy
DHCPvV6 Relay unu cepsepy DHCPV6, BkntovatoT Relay-reply.

NPUMEYAHMUE: cepeepbl QTECH DHCPV6 He nogaepxumBatoT nakeT Reconfigure.

NMPUMEMAHUE: knueHtol QTECH DHCPv6 He noggepxmBaloT naketbl Confirm and
Reconfigure.

5.3.2. 0630p
PyHKUUA OnucaHue
3anpoc/BblgeneHne IOunHamunueckoe nony4veHue/BoblgeneHme agpecos IPv6 B cetn B
agpecos pexunme KnneHT-cepeep
3anpoc/BblaenexHve OunHamunyeckoe nonyyeHue/sbigeneHme npedukcos IPv6 B cetn B
npedwukca pexunme KnneHT-cepBep
Cnyxba 6e3 | NpenocTtaBnsieT cnyxby KoHdUrypauumn 6e3 coxpaHeHus
COXPaHEHUA COCTOSAHUA | COCTOSAHMSA A1 XOCTOB B CETU
Cepsuc Relay Mpepnoctaenset cnyx0y cepeepa DHCPV6 onst xocToB B

Pa3nMyHbIX CETAX C MOMOLLbIO CIy0bl peTpaHcnaunm

5.3.3. 3anpoc/BblaeneHne agpecos

Knnent DHCPv6 moxeT 3anpawwmBaTb agpeca |IPv6 ¢ cepepa DHCPV6.

lMocne HacTponkn ¢ goctynHeiMn agpecamun cepsep DHCPvE moxeT npegoctaBnaTb agpeca
IPv6 xocTtam B ceTu, 3anncbiBaTb BbiAENEHHbIE agpeca U ynydwaTb ynpaBreHne ceTblo.
5.3.3.1. MprHUMN paboTbl

CeTteBble XxocTbl crniyxaT knueHTtamm DHCPv6 u cepsepamn DHCPvV6 gna peanusauuu
pacnpegeneHMs agpecoB, OOGHOBMEHUSA, NOATBEPXKAEHUS, BbIMyCcka W OPYrnx onepauun
nocpeacTtsBoM obMeHa coobLeHnsMu.

OOMeH 4-x coobOLeHumn
Ha PucyHke 5-5 nokasaH npouecc oGMeHa YeTbipex COObLLEHNIA.
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DHCPv6-knueHT

— DHCPv6-cepeep
Q i
— Solicit . '
_ Advertise
Request
P Reply
PucyHok 5-5.

Knnenwt DHCPv6 otnpaensieT coobuieHne Solicit, agpec HasHa4YeHUsi KOTOPOro
FF02::1:2, a HOMep nNopTa HasHa4yeHUs1 — 547 B NIOKanbHOW CETU AN 3anpoca agpeca,
npedukca 1 HasHavyeHUs1 napamMeTpoB koHdwurypaumn. Bce cepsepbl DHCPV6 mnu
areHTol DHCPV6 Relay B lunpokoBeLaTenbHOM JOMEHe nonyyaT coobleHne 3anpoca.

Mocne nony4yeHus coobuweHna 3anpoca cepeep DHCPv6 otnpaBut coobuieHune
Advertise B pexume OAHOAAPECHOM pPacCbifiki, €CNN OH CMOXeT NpeaoCTaBuTb
NHoOpMaLMIo, 3anpoLUeHHyo B cooblieHun 3anpoca. B coobuieHun obbsBneHus
yKasaHbl agpec, npedukc n napameTpbl KOHUrypauum.

Knuent DHCPvV6 moxeT nonydatb coobuieHne Advertise ¢ HecKonbKux cepBepoB
DHCPv6. lNocne Bbibopa Hanbonee noaxoasuwero cepsepa DHCPv6 knneHt DHCPV6
oTnpasnseT coobuieHne Request ¢ agpecom HasHaveHuns FF02::1:2, a Homep nopTta
HasHayeHns — 547 pns 3anpoca agpeca, npedukca M HasHayeHus napameTpoB
KOHpurypauuu.

Mocne nony4veHns coobueHus Request cepsep DHCPvV6 cosgaeT npmBA3Ky NOKanbHO
n otnpaeBngaeT coobueHne Reply B pexnme ogHoagpecHoOn paccbinku. B coobuieHnn
ANna oTBeTa cogepxaTtca agpec, npedukc U napameTpbl KOHGUrypauum, KoTopble
cepep DHCPv6 6ymet HasHadaTb knueHTy DHCPv6. Knuent DHCPV6 nonydvaet
agpec, npedukc wunuM napameTpbl KOHUrypauum Ha OCHOBe WHopmauum B
coobLeHnn oTBeTa.

O6meH aByMSA coobLWweHnAMmn

ObmeH aBymMs coobLieHuAMU MOXeT ucrnonb3oBaTbes Ans 6onee ObICTPOro 3aBeplUeHus
HaCTPOKMKN agpecos, NpednKcoB U napameTpos Ans knmeHtos DHCPV6.

DHCPv6-knueHT

]

DHCPv6-cepeep

1]

Solicit
L (Rapid-commit)

1L

v

Reply

A

PucyHok 5-6.

Q
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Knnent DHCPvV6 otnpaBnsdet cooblieHne 3anpoca, agpec HasHavyeHust KOTOpPOro
FF02::1:2, a Homep nopTa Ha3HayeHna — 547 B NokanbHOW ceTu Ang 3anpoca agpeca,
npedukca M HasHadeHus napameTpoB KoHdurypaumm. CooblieHne o xogatancree
COOEPXMUT ObICTPYIO huKcauuio.

Ecnu cepsep DHCPvV6 nogaepxumBaeT pyHkumio 6bicTpor comnkcauum (rapid commit),
cepsep DHCPv6 cosgaeT npuBA3Ky fokanbHO M OTnpaBnsieT cooblleHne oTeeTa B
pexume opHoagpecHon paccohinku. B coobweHnn gns oTtBeTa coaepxartcs agpec,
npeduKc 1 napameTpbl KOHUrypaumm, kKotopble 6yayT HazHadeHbl kKnneHty DHCPV6.
Knnent DHCPV6 3aBepLuaeT HacTpoKKy Ha 0CHOBE MHOpMaLumn B COOOLLEHNN OTBETA.

OGHoBNeHKe U NnepenpuBsa3Ka

Cepeep DHCPvV6 npepoctaBndet ynpasnswowmn agpec M obHoBneHHble T1 mn T2 B IA
coobueHns, otnpaeneHHoro knmeHTy DHCPV6.

DHCPv6-cepeep

TP

SN/

Request Reply Renew Reply

DHCPv6B-knueHT

PucyHok 5-7.

Knnent DHCPv6 otnpaBut MHOroagpecHoe coobuleHne Renew Ha cepeep DHCPV6
ans obHoBneHusa agpeca n npedukca Yepes T1 cekyHa. CoobuieHne Renew cogepxuT
naeHtngpukatop DUID cepsepa DHCPV6 n nHgopmaumio |A, koTopyto Heobxoaumo
OOHOBUTD.

Mocne nonyyeHus cooblieHna o Bo3obHoBneHnn cepeep DHCPvV6 nposepsieT, paBHO
nn 3HavyeHme DUID B coobleHnn o Bo3oOHoBReHun 3HadeHmnto DUID nokanbHoOro
yctponctea. Ecnn pa, to cepeep DHCPv6 oGHOBRSIeT nokanbHyr MNpuUBA3KY W
oTnpaenseT cooblleHne pOnsi OTBeTa B peXume OAHOaApecHOM pacchiiku. B
coobuweHnn anga oTBeTa cogepxartcs Hoble T1 1 gpyrve napameTpbl.

Q
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DHCPv6-cepBep

FEPPTPTTIEY SR —

AVAVY,

D: Request Reply Renew Reply Renew Rebind

DHCPVG-KnueHT < T2

v

PucyHok 5-8.

e Ecnu nocne otnpaekn knneHtom DHCPv6 coobleHus o BO30OHOBIEHMM Ha CcepBep
DHCPv6 otBeTr He nonydveH, knveHT DHCPv6 otnpaBut Ha cepBep DHCPV6
MHOroagpecHoe coobLleHne O NOBTOPHOW MPUBA3KE ONA NepenpuBa3kM agpeca U
npegukca nocne UcTeveHnsa cpoka gencTena T2.

e [locne nonyyeHuss coobeHnss Rebind cepsep DHCPV6 (BO3MOXHO, HOBbIA cepBep
DHCPv6) otnpaenser cooblieHne C OTBETOM B COOTBETCTBUM C COLEPXKUMbIM
coobLeHnsa Rebind.

Release

Ecnn knuenty DHCPvV6 Tpebyetca ocBoboauTb agpec unu npeduke, knueHty DHCPv6
Heobxoaumo oTnpaBuTb coobueHne Release Ha cepsep DHCPV6, 4tobbl yBegomutb cepsep
DHCPv6 06 ocBoboxaeHun agpeca nnu npedukca. Takum obpasom, cepsep DHCPv6 moxeT
Ha3Ha4MTb 9TV agpeca u npedukcsl gpyrum knneHtam DHCPV6.

DHCPv6-knueHT
DHCPv6-cepeep

- Release

v

Reply

A

PucyHok 5-9.

e [locne nonyyeHus coobueHna Release cepsep DHCPV6 yaanaeTt cooTBeTCTBYOLWMNE
NPMBS3KN Ha OCHOBE afpecoB Unv NpedmnKCoB B COOOLLEHUM penu3a n oTnpasnseT
OTBETHOe coobLLeHme ¢ napameTpoM CoCToAHUA knneHty DHCPV6.

MoaTtBepxaeHue (Confirmation)
lMocne nepexoaa K HOBOW CCbIfKe (Hanpumep, nocne nepesanycka) knneHt DHCPV6 oTnpasut

coobuweHne Confirm Ha cepsep DHCPV6 no HOBoOW cchifike, YTOOblI NPOBEPUTL, AOCTYMHbI JX
ncxoaHble agpeca.
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DHCPv6-knueHT

— DHCPv6-cepeep
@ — Hoeas cceinka S
—- Confirm '
Reply

A

PucyHok 5-10.

e [locne nonyyeHus coobuweHus o noaTBepxaeHun cepeep DHCPv6 BbinonHsieT
NOATBEPXKAEHME Ha OCHOBE MHGOpMaLumm 06 agpece B COOBLLEHUN O NOATBEPKAEHUM
1 oTNpaBnsieT coobLLeHne ¢ 3anpocoMm, B KOTOPOM MMEETCS ONLUMS COCTOSAHMUS, KIUEHTY
DHCPv6. Ecnu 3anpoc He 6yaeTt nogteepxaeH, knneHt DHCPV6 MoXeT nHmumMmpoBaTh
HOBbI 3anpocC Ha BblaeNeHne aapecos.

Kondonukr DHCPv6

Ecnu knneHt DHCPV6 o0GHapyxmBaeT, 4YTO BblAeNeHHble agpeca Oblnn NCNonb30BaHbl B KaHane
rnocne 3aBeplUeHMs1 BblaeneHns aapecos, knneHTt DHCPv6 otnpasnsieT coobuleHne Decline,
yTOGLI YyBegomutb cepeep DHCPvV6G o koHdnmkTe agpecos.

DHCPv6-knueHT

]

DHCPv6-cepeep

- Decline

v

Reply

A

PucyHok 5-11.
Knnent DHCPV6 cogepxut nidopmauuio |A o koHnMKTyoLWmMX agpecax B coobuieHmm Decline.

o [locne nonydeHuns coobweHna Decline cepsep DHCPv6 nomevaeT agpeca B
coobuwennn Decline kak "oTknoHeHHbIE" 1 He ByaeT pacnpegenaTb 3TM agpeca. 3atem
cepsep DHCPV6 oTtnpaBndaeTt coobuieHne Reply ¢ napameTpomM COCTOSAHUS KITUEHTY
DHCPv6. MoxHO Bpy4YHYHO yOoanuTb agpeca, MOMeYeHHbIE Kak «OTKITOHEHHbIE», YTOObI
obnerynTb NOBTOPHOE BblAeneHme.

5.3.3.2. CBAi3aHHasa KOHcurypaums
BkniouyeHue ¢pyHkumnm cepsepa DHCPv6 B nHtepdenice

e [lo ymonuyaHuto nHtTepdernc He BKNoYeH ¢ yHkumen cepsepa DHCPVG.

e MoxHO BbINOMHUTL KOMaHAy ipv6 dhcp server, 4Tobbl BkNOYMTL PyHKuno DHCPV6
Server ons nHTepdenca.

NMPUMEMAHUE: ¢yHkuma cepsepa DHCPv6 pomkHa ObiTb BKNOYEHa Ha wHTepdence
ypoBHS 3.
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BbigeneHune agpecoB 4yepe3 cepBep DHCPv6

o [lo ymon4yaHuio Ha cepepe DHCPV6 oTcyTcTBYET Nyn KOHUrypaumm 1 He HaCTPOEHbI
agpeca Ans BblaeneHus.

e [1ns cosgaHusa nyna KoHUrypaumm MOXHO BbINOMHUTE koMaHay ipv6é dhcp pool.

¢  MoxkHO BbINOMHMTL KOMaHAY iana-address, YToObl HACTPOUTL agpeca AN BblAeneHus,
a TaKke npeanoyvTUTENbHbIE 3HAYeHUs cpoka cnyxbbl preferred lifetime n Tekywero
cpoka cnyx6bl valid lifetime.

YpaneHue KoHdNUKTYOWMX aapecoB Yepes cepep DHCPv6

e [lo ymonuyaHuto cepBep DHCPvV6 He BbINOMHAET OYUCTKM OOHapPYXKEHHbIX
KOHOIIUKTYIOLLMX afpecoB.

e  MoxxHo BbInONHUTL KoMaHAay clear ipv6 dhcp conflict gna ouncTkM KOHPANKTYOLWMX
agpecos, 4YTobObl 3TN agpeca MOXHO ObIfo UCNONb30BaThL NOBTOPHO.

5.3.4. 3anpoc/BbiaeneHune npedukca

HacTponka goctynHbelx npedukcos Ha cepepe DHCPV6. Ncnonb3ays npeduke genermposaHnsg
DHCPv6, ceteBble ycTtponctBa uplink moryt HasHavaTb npeduKkCcbl agpecoB CETEBbIM
yctponcteam downlink, koTopble peanuays rmbokyto aBTOMaTUYECKY KOHPUIypaLmio Ha YpOBHE
CTaHuuMmn n rmbkoe ynpaBneHme agpecHbIM NPOCTPAHCTBOM CTaHLUN.

5.3.4.1. MpuHUMN paboThbI

CeTeBble yCTpPOMCTBA HUCXOOALWEro KaHamna cnyxaT knueHTamm DHCPv6 ana obmeHa
coobueHnammn ¢ cepeepom DHCPv6 ana peanusauun onepauun allocation, update, release n
apyrmx onepauun. CeteBble ycTponctBa downlink nomny4varoT, OGHOBNSAKOT, CBSA3LIBAKOT U
ocBoboxaatloT npedurKkcbl C MOMOLLLID MexaHu3Ma obmMeHa COOOLEeHUsIMU, aHanorm4yHoro
MexaHn3amy pacnpegenenuns agpecoB. OgHako HasHayeHue npeduKCcoB OTnMyaeTcs oT
Ha3Ha4YeHWs agpecoB B CreayoLWwmxX acnekTax:

MNpn obmeHe coobLeHnaAMN C UCMONb3oBaHMEM aOenernpoBaHust npedmkca, cooblieHns
NOATBEPXKOEHNSA N OTKIIOHEHMS HE NCMOMb3YHTCS.

Ecnu knneHt DHCPV6 nepexoguT Ha HOBYHO CChIfIKY U €My HEOBXOAMMO NPOBEPUTL, JOCTYMNHA
nm  unHdopmaumsa npedukca, OH BbIMOMHAET NOATBEPXAEeHMEe nocpeacTtBoM obOmeHa
coobuwennammn Rebind n Reply.

Tun IA B pasnuyHbix coobeHmax — IA_PD.

NMPUMEYAHMUE: nns o6meHa coobLLeHMsIMI C UCMONb30BaHNEM AenerMpoBaHus npedukca cMm.
pasgen 3anpoc/BbloeneHne agpecoB.

5.3.4.2. CBAi3aHHasa KOHcurypauums
BkntoyeHue cpyHkumnmn cepsepa DHCPv6 B uHtepdence

o [lo ymonuanuio cpyHkumoHan DHCPV6 cepBepa He BKOYEH Ha MHTepdence.

e MoxHO BbINOMHUTL KOMaHAy ipv6 dhcp server, 4Tobbl BkNOUMTL PyHKUno DHCPV6
Server ons nHTepdenca.

NPUMEYAHMUE: pyHkuma cepsepa DHCPV6 aenctByeT Tonbko Ha nHTepdernce ypoBHS 3.

HDenernpoBaHune npecumkcos cepepa DHCPv6

e [lo ymonuyaHuto Ha cepsepe DHCPV6 HeT koHdurypauum nyna n npeduKkcos.
e [Inda KOHUrypaumm nyna MOoXHO BbINOMHUTL KoMaHay ipv6 dhcp pool.

e MoxHOo BbINONHUTL kKOMaHay prefix-delegation, 4ToBbl Ha3HaAYUTL YyKasaHHblE
npeduKcbl KOHKpeTHOMY KnneHty DHCPV6.
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o  MoxkHo 3anycTutb KomaHgy prefix-delegation pool, 4To6bl HACTpoUTL Nyn Npedukcos
TakuM ob6pas3oM, 4ToObl BCe nNpedUKchl, 3anpolleHHble knneHtom DHCPV6, 6binn
BblAeNeHbl N3 3TOoro nyna.

5.3.5. Cnyx6a 6e3 coxpaHeHnsA COCTOAHUSA

Ecnn knuenty DHCPV6 TpebytoTcst Tonbko napameTpbl koHdurypaumm, cnyxba DHCPv6 6e3
COXpaHEHUSI COCTOSIHUSI MOXET MCMoNib30BaTbCs ANS MONyYeHUs CBA3aHHbIX MapamMeTpoB
KOHUrypaumm, KoTopble HEBO3MOXHO MOMYyYUTb C MOMOLLbIO MPOTOKONa aBTOMaTU4ECKON
HaCTPOWKKN agpecoB 6e3 CoXxpaHeHUs COCTosHMS, Hanpumep, agpeca DNS-cepeepa.

5.3.5.1. MpuHUMN paboTbl

CeTeBble xocTbl cnyxaT knneHtamm DHCPV6 ana obmeHa coobLueHnsimmn ¢ cepsepom DHCPv6E
ANS nony4YeHns n oGHOBNEHMA NapaMeTpoB KOHUrypaumm.

OO6OMeH coOBLLEHMAMM C NOMOLBLIO CNYXObl 663 coXpaHeHUs1 COCTOAHUSA

DHCPv6-knueHT
DHCPv6-cepeep

AL

Information-request

v

Reply

A

PucyHok 5-12.

Knnent DHCPv6 oTnpaBndet cooblieHne 3anpoca mHdopmauun Ha cepeep DHCPv6 ansa
3anpoca cooblleHun 6e3 coxpaHeHuss cocTosiHMs. OObIMHO 3TO coobLUEeHME He COOAepXKUT
noeHtndgukatop DUID ykasaHHoro cepsepa DHCPV6.

Cepsep DHCPvV6 otnpasnseT knmeHty DHCPV6 coobuieHre ¢ napameTpamm KOHUrypauum.

5.3.5.2. CBsAi3aHHasa KOHcurypauums
BkniouyeHue ¢pyHkunm cepsepa DHCPv6 B nntepdenice

e [lo ymonuyaHuto nHTepdenc He BKNoYeH ¢ pyHkumen cepsepa DHCPVG.

e MoxHo 3anyctutb KomaHay ipv6 dhcp server, 4ytobbl BKMAOYUTE MM OTKIIHOYUTb
dyHkumo DHCPV6 Server gnga nHtepdeliica.

NMPUMEYAHUE: dyHkuna cepsepa DHCPvV6 gencteyeT TOMbKO Ha UHTepdence yposHa 3.

Cnyx6a 6e3 coxpaHeHus coctosiHua cepsepa DHCPv6

e [lo ymonuaHuio Ha cepeepe DHCPV6 oTcyTcTBYET Nyn KOHUrypaumm n He HacTpoeHb!
napamMmeTpbl KOHUrypaumu.

e [InAa co3gaHusa nyna KoHUrypauum MoXXHO BbINOMHUTL KOMaHAy ipv6e dhcp pool.
o [1nsa nobaeneHna DNS-cepBepa MOXHO BbINOMHUTL KOMaHAy dns-server.

e  Y1006bl 4OGABUTL NMSA AOMEHA, MOXHO BbINOMHUTL KOMaHAy domain-name.

e MoxHo 3anycTuTb KOMaHagy option52, 4ytobel fobasuTb IPv6-agpec AC CAPWAP.
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5.3.6. DHCPv6 Relay

Korga knneHt DHCPv6 n cepeep DHCPV6 Haxogdatcsa no pasHbiM kaHanam, knneHt DHCPv6E
MOXET nepefaBaTb CBA3aHHble coobllieHnst Ha cepeep DHCPV6 yepes areHTa peTpaHcnsaumm
DHCPv6. CepBep DHCPv6 Takke nepepaer otBeT knneHty DHCPvV6 4epes areHTa
peTpaHcnsumu.

5.3.6.1. MpuHUMN paboTbI

Mpn nonyyenun coobuwieHms ot knueHta DHCPv6 areHT petpancnduumn DHCPvV6 cosgaet
coobuleHne Relay-forward. 310 coobLieHne coaepXuT MCXOQHOE cooOLeHMEe OT KIMeHTa
DHCPV6 n HekoTopble napaMeTpbl, JoOaBNeHHbIE areHTOM peTpaHCAsaLmN.

3aTeM areHT peTpaHcrnauum oTtnpaensdet coobuwleHne Relay-forward Ha ykasaHHbI cepBep
DHCPvV6 nnu ykasaHHbIN agpec MHoroagpecHom paccbinkm FF05::1:3.

Mocne nony4veHus coobwennss Relay-forward cepsep DHCPv6 wu3Bnekaet wucxogHoe
coobueHne n3 knueHta DHCPv6 ona o6paboTtku. 3atem cepeep DHCPV6 dbopmupyeT oTBET Ha
ncxogHoe cooblieHre, WMHKancynupyet oTBeT B coobuweHun Relay-Reply n otnpasnsiet
coobueHne Relay-Reply areHty DHCPV6 Relay.

Mocne nonyyenuns coobuieHnst Relay-Reply areHT petpaHcnauun DHCPvV6 nssnekaet ncxogHoe
coobueHne ¢ cepepa DHCPV6 gna obpaboTkm n nepeckbinaeT cooblieHve knneHty DHCPV6.

Mexay knnentom DHCPV6 n cepsepom DHCPV6 paspelueHbl MHOroypoBHeBble Relay areHTbi.
AreHT petpaHcnsauum DHCPv6

DHCPv6-knueHT

A
A

<«

DHCPv6 Relay DHCPv6 Relay DHCPv6-cepeep
- Request _ Relay-Forward N Relay-Forward R
Reply : ~ Relay-Reply Relay-Reply

PucyHok 5-13.

AreHT petpaHcnsumm DHCPV6 BbINOMHAET MHKaNCYyNAaumnio 1 AeKancynsaumio coobLieHnn mexay
knueHtom DHCPV6 n cepsepom DHCPV6 gns obecneyeHmns cBasmn mexay knneHtom DHCPV6 m
cepsepom DHCPV6 no pasHbiM kKaHanam.

5.4. HacTtpouka

HacTponka OnucaHue n KomaHga

Hactponka cepepa | (Ob6a3aTenbHO) cnonb3yeTcsa AN co3aaHusa nyna KoHpurypauum
DHCPv6

ipv6 dhcp pool HacTtporka nyna koHdurypauum ans
cepsepa DHCPv6

168

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacteo no HacTponke QSW-8113

HacTtpolika DHCPV6 W

Hactpowka OnucaHue n KomaHaa

(Heobsa3aTenbHO) ncnonb3yeTtcd A4S HadHa4YeHWs1 agpecoB

iana-address prefix HacTtponka npedukcoB agpecos,
koTopble ©OyayT BbldeneHbl Ha
cepsepe DHCPv6

(Heobsa3aTenbHO) ncnonb3yeTcs ANns HasHavyeHns NpeuKcoB

prefix-delegation HacTtponka npedukcoB crtaTnvecku
NpUBsI3aHHbIX aApecoB Ha cepBepe
DHCPvV6

prefix-delegation pool HacTtponka cepsepa DHCPv6 pns
BblaeneHuns npedukcoB u3

JTOKalribHOro nyna I'Iped)l/IKCOB

ipv6 local pool HacTponka nokanbHoro nyna
npedwukcos IPv6

(Heobsi3aTenbHO) wmcnonb3yeTcss ANs  HasHavyeHust napamMeTpoB

KOHcpurypauum

dns-server HacTponka DNS-cepBepa Ha
cepBepe DHCPv6

domain-name HacTtpowka nmeHn gomeHa cepsepa
DHCPv6

option52 Hactponka |Pv6-agpeca CAPWAP
AC Ha cepBepe DHCPv6

(O6sazatenbHO) ucnonb3yeTca ANd BKIYeHUs cnyxbbl cepsepa
DHCPv6

ipv6 dhcp server BkntoyeHne CNyx6bl cepBsepa
DHCPv6 Ha uHTepdeice

Hactporika DHCPV6 |(O6si3aTenbHO) wMCnonb3yeTca Ans  BKKOYEeHUs cnyxkbbl  areHTa
Relay peTpaHcnsumm DHCPV6

ipv6 dhcp relay destination | HacTtponka doyHKuun areHTa
petpaHcnsaumm DHCPv6
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5.4.1. Hactpouka cepepa DHCPv6

5.4.1.1. PeaynbTaT KOHUrypaumm

Uplink-ycTponCcTBO MOXET aBToMaTMyeckM HasHayaTb agpeca DHCPv6, npedukcbl wn
napameTpbl KOHUrypauum yCTponCcTBY HUCXOOSLLEro KaHana.

5.4.1.2. MNpumeyvaHun
o [1nsa npepocrtasneHnsa cepsepHon cnyxobl DHCPV6 Heobxoammo ykasaTtb nyn cepeepa
DHCPvV6.
e VMg nyna He MOXeT ObITb CIIULLKOM AfMHHbIM.
e [lpu BkntoveHun cnyx6el cepepa DHCPV6 Heobxoaumo ykasaTtb nyn.

e OTa KOHGUrypauus noagepXuMBaeTcsl TONMbKO AONs BUPTyanbHOro WHTepdenca
kommyTaTtopa (SVI), mapLpyTnsnpyemoro nopta u arpermposaHHoro nopta L3 (AP).

5.4.1.3. dTanbl KOH(pUrypaumm
Hactponka nyna cepBepa DHCPv6

e (ObsA3aTenbHo.

e Ecnu He ykasaHO WHoOe, Heobxoammo HacTpouTb nyn cepsepa DHCPv6 Ha Bcex
YCTPONCTBAX, KOTOpbIE OOMKHbI 06ecneunTtb cnyx0y cepsepa DHCPV6.

HacTtponka npecmkcoB agpecoB, KOTopblie 0yayT BbiaeneHbl Ha cepBepe DHCPv6
e  OnuuoHanbHo.

e [Ina npepoctaBneHns cnyxbbl pacnpegeneHus agpecoB HeobxoaMMO HaCTpOUTb
npeduKcbl agpecoB, KoTopble OyayT BblAeneHbl Ha BCeX YCTPOMCTBaX, KOTOpble
AOMMKHbI NpeaocTaBuTb cnyx0y cepeepa DHCPV6.

Hactponka npecumkca cratnyeckux agpecoB Ha cepsepe DHCPv6
e  OnuyuoHanbHo.

e UYroObl nNpemocTaBUTb CRyx0y [enervpoBaHus npedUKCoB AN CTaTUYECKM
NPUBSI3aHHbIX aApecoB, HEOGXOAMMO HACTPOUTL NPEUKCHI CTaTUYECKN NPUBS3aHHbIX
aQpecoB Ha BCeX YCTPOWCTBax, KOTOpble AOMKHbI MPEeAoCcTaBUTL Cryx0y cepsepa
DHCPV6.

Hactponka cepBepa DHCPv6 ana BbigeneHMa npedukCOB M3 nyna JnoKarbHbIX
npedunkcon
e  OnuyuoHanbHo.

e [Ina npepoctaBneHus cnyxbbl genernpoBaHusi npeduKcoB HeobxoauMmMo yKasaTb
nokanbHbIM Ny NPedUKCOB Ha BCEX YCTPOMCTBAX, KOTOPbIM TpebyeTca npeaocTaBuTb
cnyxby cepsepa DHCPV6.

HacTtpowka nyna npecukcoB Local IPv6
e  OnumoHanbHo.

e [Ina npepoctaBnenuns cnyxObl genernpoBaHna npedukcoB 4Yepesd nyn npedukcos
HeobxoAMMO yKasaTb foKarnbHbIA Nyn npedukcoB Ha BCeX YCTPOWCTBaX, KOTOpble
AO0IDKHbI NpegocTaBuTh crny0y cepsepa DHCPVE.

Hactponka DNS-cepBepa Ha cepBepe DHCPv6
e  OnuyuoHanbHo.

e UYr0obbl BbigenuTb DNS-cepsepbl, Heobxogumo HacTpouTb DNS-cepBep Ha Bcex
YCTPOWMCTBAXx, KOTOpble OOSMKHbI NpefocTaBnTb cnyxby cepsepa DHCPVE.
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Hactponka nmeH gomeHoB Ha cepBepe DHCPv6

e  OnuyuoHanbsHo.

e  Y106bl Ha3Ha4YUTb AOMEHHbIE UMEHa, HeOBXOANMO HacTPOUTb UMEHa AOMEHOB Ha BCEX
YCTPOWCTBAX, KOTOPbIE AOSMKHbI NpefocTaBuTb cryxby cepsepa DHCPVE.

HacTtpowka IPv6-agppeca CAPWAP AC Ha cepBepe DHCPv6
e  OnuuoHarnbHo.

e YT00bI BblgenuTtb nHdopmaumto CAPWAP AC, HeoGxogumo HactpouTtb IPv6-agpec
CAPWAP AC Ha Bcex yCTporCTBax, KOTOpble AOMMKHbI NpeocTaBuTb Cry0y cepBepa
DHCPV6.

BknioyeHue cnyx6bl cepBepa DHCPv6

e (Ob6gaszarenbHo.

e [Ecnu He ykasaHO nHOe, Heobxogumo BkMUUTL crnyxby cepsepa DHCPv6 Ha
ornpeaeneHHbIX MHTepdencax BCeX YCTPOMCTB, KOTOPLIE AOIMKHLI 06ecnevnTb Cryxoy
cepsepa DHCPV6.

5.4.1.4. NpoBepkKa KOH(pUrypauum

Cepeep DHCPvV6 BbigenseT agpeca, npedukcbl Unu napameTpbl KoHGUrypaumm ans KnmeHta
DHCPV6.

e  Knnent DHCPv6 nony4aeTt HeobxoomMmyto MHdopMaUmio.
e Cepsep DHCPV6 ycneluHo co3gaeT nokasbHY MpUBS3KY.
5.4.1.5. CBA3aHHbIe KOMaHAbI

Hactponka nyna koHdurypauum cepsepa DHCPv6

KomaHga ipv6 dhcp pool poolname

Onucanve poolname: ykasblBaeT WUMSA OnpefensemMoro mnonb3oBaTenemM nyna

napameTpoB DHCPv6

Pexxum Pexxnm rnobanbHon KoHdurypaumum

KOHcpurypauum

BcTpoeHHas BeinonHute komaHgy ipv6 dhcp pool, 4ytobbl co3gate nyn cepsepa

noackaska DHCPv6. llocne HacTpoWku 3TOM KOMaHAbl MOXHO BOWTU B PEXUM
kKoHdurypauun nyna DHCPv6, B KOTOPOM MOXHO HacTpouTb Takue
napameTpbl nyna, kak npedukc n DNS-cepsep.
Mocne cospgaHua nyna kKoHdurypauum cepsepa DHCPv6 moxHO
BbINONHUTL KOMaHAy ipv6 dhcp server, 4Tobbl cBA3aThL Nys CO cryxbon
cepBepa DHCPv6 Ha nHTepdence
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Hactponka npecmkca agpeca IA_NA ona cepepa DHCPv6

KomaHpa iana-address prefix ipv6-prefix/prefix-length [ lifetime { validlifetime |
preferred-lifetime } |

Onucanwne ipv6-prefix/prefix-length: ykasbiBaeT npecukc agpeca IPv6 n onvHy

napameTpoB npedwukca.
lifetime: ycTaHasnvBaeT [onycTtMMoe BpemMs agpeca, Has3HayYeHHOro
KNMeHTy. JTO KNYEBOE CMNOBO OOIMKHO ObiTb HACTpoeHo BmecTe ¢ valid-
lifetime (menctButenbHbiM CcpokoMm cnyxbbl) wn preferred-lifetime
(NnpegnoYTUTENBHLIM CPOKOM CIyXObl).
valid-lifetime: ykasblBaeT gonyctuMmoe BpeMs agpeca, HasHa4eHHoro
KINNEHTY.
preferred-lifetime: ykasbiBaeT BpeMsi, Koraa agpec HasHavyaeTCH KIMEHTY B
nepsyto odepeab

Pexxum Pexnm koHdurypaumm nHtepdenca

KOHcpurypauum

BcTpoeHHas BbinonHuTte komaHgy iana-address prefix, 4yTobbl HACTpoUTb NpeduKebI

noackaska agpecoB |IA_ NA pgnsa cepsepa DHCPv6, HekoTopble M3 KOTOpbIX

BblAeNeHbl KINNeHTY.

Mpn nonyyeHunn 3anpoca Ha agpec |IA_NA ot knueHTa cepsep DHCPv6
BblOMpaeT OOCTYMHbI agpec B COOTBETCTBUM C AMana3oHOM anpecoB
IA_NA n HasHa4yaeT agpec KnNueHTy. Ecnn knMeHT He mcnonb3yeTt 3ToT
agpec, cepep DHCPv6 nomevaeT 3TOT agpec Kak OOCTYMHbIA ANS
APYroro KrveHTa

HacTtponka npecukca ctatnyecku npuBA3aHHbIX agpecoB Ha cepBepe DHCPv6

KomaHpa prefix-delegation ipv6-prefix/prefix-length client-DUID [ lifetime ]
Onucanue ipv6-prefix/prefix-length: ykasbiBaeT npedwukc agpeca IPv6 un anuHy
napameTpos npedukca.
client-DUID: ykasbiBaeT ngeHtudgukatop DUID knueHTa.
lifetime: ycTtaHaBnvMBaeT BpeMsi, B TeYEeHME KOTOPOro KIIMEHT MOXEeT
MCNosib30BaTh 3TOT NpedounKke
Pexnm Pexum koHdurypauumn nyna DHCPv6
KOHcpurypauuu

(@ arecy

172




PykoBoacteo no HacTponke QSW-8113

Hactporika DHCPV6

BcTpoeHHas
noackaska

Bbl moxeTe 3anyctutb komaHay prefix-delegation, 4To6bl Bpy4YHytO
HacTpouTb cnncok npedmkcos anst IA_PD knueHTa u ykasaTb gonyctumoe
BpeMs Ans 3TUX NPedUKCoB.

Ucnonb3ynte napametp client-DUID gna ykasaHusi KIMeHTa, KOTOpPOMY
Ha3Ha4veH npedumkc agpeca. lNpedukc agpeca ObygeT HasHayYeH NepBomy
IA_PD knueHTa.

Mocne nonyyeHns 3anpoca Ha npedguKkc agpeca OT KNueHTa cepsep
DHCPv6 npoBepsieT, 4oCcTynHa nNu crtatuyeckas npuedska. Ecnu ga, 1o
cepep DHCPv6 Hanpsimyto BoO3BpallaeT cTaTudeckyro npuBssky. B
npotnBHom cnyyae cepep DHCPv6 Bbigendet npedukc agpeca us
APYroro NCTOYHMKa npedukca

Hactponka cepBepa DCHPv6 ana BblgeneHMa npeduMKCOB M3 nyna noKanbHbIX

npedunkcon

KomaHpa

prefix-delegation pool poolname [lifetime { valid-lifetime | preferred-
lifetime } ]

OnwucaHue
napameTpoB

poolname: ykasbiBaeT WMSI OMpedeneHHoro nosnb3oBaTtenemM mnyna
noKarnbHbIX NPedUKCoB.

lifetime: yctaHaBnuBaeT gonycTMMmoe Bpemsi npedukca, HasHa4eHHOro
KMMEeHTY. JTO KMoYeBoe CNoBO AOIMKHO BbiTb HACTpPOeHo BMecTe ¢ valid-
lifetime (mencTtBuTenbHbIM cpokoM cnyxObl) wn  preferred-lifetime
(MpeanoYTUTENbHBIM CPOKOM CITYX0bI).

valid-lifetime: ykasbiBaeT gonyctumoe Bpemsi npedumkca, HasHa4eHHOro
KINEHTY.

preferred-lifetime: ykasbiBaeT BpeMsi, B Te4YeHME KOTOPOro npedukc
NPEUMYLLECTBEHHO HAa3HAYaETCS KINEHTY

Pexxum
KOHpurypauuu

Pexwum koHdurypauum nyna DHCPv6

BcTpoeHHas
noackaska

BbinonHuTe KOomaHgy nyna generMpoBaHud  npedukcoB, 4YTOObI
HacTpouTb nyn npedukcoB ana cepsepa DHCPv6 gns BbligeneHus
npedukcoB knueHtam. Komanga ipv6 local pool ucnonb3yetca ans
HacTpPOKMKU nyna npeguKcos.

Mpn nonyveHun 3anpoca Ha npedukc OT knueHta cepsep DHCPv6
BblGnpaeT [oOCTynHbIM MNpedukc u3 nyna npedukcoB W HasHadaet
npeguKc KnMeHTy. Ecnn KnueHT He ncnosnb3yeT 3ToT npedukc, cepBep
DHCPvV6 nony4yaeT npedukc
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HacTtponka nyna npedukcoB Local IPv6

KomaHpa ipv6 local pool poolname prefix/prefix-length assigned-length
OnucaHve poolname: yka3blBaeT UMs NTOKanbHOro nyna npedukcos.
napameTpoB . .

P P prefix/prefix-length: ykasbiBaeT npedukc n gnvHy npedukca.
assigned-length: ykasbiBaeT anuHy npedukca, Ha3Ha4eHHOro
nonb3oBaTternto

Pexxum Pexxnm rnobanbHomn KoHdurypauum

KOHGoUrypaumm

BcTpoeHHas BbinonHuTte komangy ipv6 local pool, 4ToGbl co3gaTb NoKanbHbIA Ny
noacKkaska npecukcos. Ecnu cepsepy DHCPV6 Tpebyetca penermpoBaHue

npedunKcoB, MOXHO 3anycTuTb KomaHay prefix-delegation pool, 4To6bI
ykasaTb NokanbHbli nyn npedumkcos. locne atoro npedwmkebl GyayT
BblAeSeHbl U3 yKa3aHHOro nokanbHOro nyna npegukcos

HacTtponka DNS-cepBepa Ha cepBepe DHCPv6

KomaHpa dns-server ipv6-address

Onuncanue ipv6-address: ykasbiBaeT IPv6-agpec DNS-cepsepa

napameTpoB

Pexnm Pexwum koHdurypauum nyna DHCPv6

KOHpurypauuu

BcTpoeHHas [na HacTponkn Heckonbkux agpecoB DNS-cepBepoB MOXHO 3anyCTuTb
noAckaska kKomaHay dns-server Heckonbko pa3. HoBbii agpec DNS-cepsepa He

nepesanncoiBaeT cTapble agpeca DNS-cepeepoB

Hactponka nmeH gomeHoB Ha cepBepe DHCPv6

@ § QTECH
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KomaHga domain-name domain
OnucaHne domain: onpegenseT uma gomeHa, kotopoe 6yaeT BblAeNeHo
napamMmeTpoB Nnosib3oBaTernto
Pexnm Pexwum koHdurypauum nyna DHCPv6
KOHUrypauum
BcTpoeHHas YT106bl CO34aTb HECKOMBbKO A4OMEHHbIX MMEH, MOXHO 3amnyCTUTb KOMaHay
noAckaska domain-name Heckonbko pa3. HoBoe OomMeHHOe uMMA  He
nepesanuncbiBaeT cTapble JOMEHHbIE MMEHa
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Hactponka onuum 52 Ha cepBepe DHCPv6

KomaHnga option52 ipv6-address

Onucanwue ipv6-address: ykasbiBaeT |IPv6-agpec AC CAPWAP

napameTpoBs

Pexnm Pexwum koHdurypauum nyna DHCPv6

KOHUrypauum

BctpoeHHas MoxHo 3anycTute koMaHay option52 ana Hactponku agpecos IPv6 ans
noAckaska Heckonbknx CAPWAP AC. Hoebin agpec CAPWAP AC IPv6 He

nepesannceiBaeT cTapble agpeca |IPv6

BknroyeHue cnyx6bl cepBepa DHCPv6

KomaHga ipv6 dhcp server poolname [rapid-commit] [preference value]
Onucanve poolname: ykasblBaeT WMS OnNpedenseMoro nonb3oBartenemMm nyna
napameTpos kKoHdurypauumn DHCPV6.
rapid-commit: no3BonsieT BbINONHATL OOMEH ABYMSA COOOLLEHNAMMN.
preference value: HacTpoika npuopuTeTa coobuieHns advertise B
Aunana3soHe o1 0 go 255. 3HayeHune no ymonyaHmio — 0
Pexxum Pexunm koHdurypaumm nHtepdenca
KOHcpurypauum
BcTpoeHHas 3anyctuTe KomaHay ipv6 dhcp server, 4tobbl BKNO4YMTL criykoy DHCPv6
noackaska Ha nHTepdence.

Mpn HacTponke kIOYEBOro crnoea rapid-commit obmeH AByMmS
COOOLLEHNAMMN C KNMMEHTOM paspeLleH BO BpeMsi Ha3HayYeHus NpedunKcoB
afpecoB U Opyrnx KoHdurypaumin. locne HacTpOMKM 3TOro KNo4eBoro
cnoBa, ecnu coobllieHre 3anpoca OT KIMeHTa COAEepXWUT napameTtp
rapid-commit, cepsep DHCPv6 oTtnpaBut coobuieHne oTBeTa
HanpsMyto.

Ecnu ans napameTtpa preference ycraHoBneHo 3HadeHue, He pasHoe 0,
coobLleHne advertise, otnpaBneHHoe cepBepoM DHCPV6, cogepxut
napameTp Hactpowku. lNMone preference Bnuset Ha BbLIGOp cepBepa
KnueHToM. Ecnn coobuieHne advertise He cogepXuT 3TOro nonsd, TO
3HayeHne preference cumtaetca 0. Ecnn 3HadveHune preference,
NONYYEHHOE KITMEHTOM, paBHO 255, KNNEHT HEMEANEHHO OTNpaBndeT Ha
cepBep 3anpoc Ha NonyyeHne KoHdourypauuin.

®dyHKUMKM KNneHTa, cepBepa W peTpaHcnsaumm DHCPv6 sasnsioTcs
B3ammMowuckrtoyarwmmm. NHTepdenc mMoxeT BbiTb HACTPOEH TOSbKO C
O[HOW (PyHKUMEN OOHOBPEMEHHO
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5.4.1.6. Mpumep KoHcuUurypaumm

Hactponka cepsepa DHCPv6

OTansb!
KOHGoUrypaumm

e Hactponte nyn koHdurypaumm ¢ umeHem "pool1”.
e Hactponte npedukc agpeca IA_NA ans cepsepa DHCPV6.

e HacTtponte npeduKcbl CTaTU4eCKn MPUBSI3aHHbIX aapecoB Ha
cepsepe DHCPv6.

e Hactponte gsa DNS-cepsepa.
e HacTpounTte nmsa gomeHa.
o  Bkntounte cnyx0y cepsepa DHCPv6 Ha nHtepdelice

QTECH# configure terminal
QTECH(config)# ipvé dhcp pool pooll

QTECH(config-dhcp)# iana-address prefix 2008:50::/64 lifetime 2000
1000

QTECH(config-dhcp)#prefix-delegation 2008:2::/64
0003000100d0f82233ac

QTECH(config-dhcp)# dns-server 2008:1::1
QTECH(config-dhcp)# dns-server 2008:1::2
QTECH(config-dhcp)# domain-name example.com
QTECH(config-dhcp)#exit

QTECH(config)# interface GigabitEthernet 0/1
QTECH(config-if)# ipvé dhcp server pooll

MpoBepka
KOHpurypauuu

o 3anyctute komaHgy show ipv6 dhcp pool, 4Tobbl 0TOBpPasnTh
CO3[aHHbIN Myn KoHurypauuu

QTECH# show ipvé dhcp pool
DHCPvé6 pool: pooll
Static bindings:
Binding for client 0003000100d0f82233ac
IA PD prefix: 2008:2::/64
preferred lifetime 3600, valid lifetime 3600
IANA address range: 2008:50::1/64 ->
2008:50::ffffffff.ffff.ffff/64
preferred lifetime 1000, valid lifetime 2000
DNS server: 2008:1::1
DNS server: 2008:1::2

Domain name: example.com
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5.4.1.7. TuNnn4Hble OLLUNOKU

e YkasaHHOE MMs nyna CAULWKOM AJTMHHOE.
o  Konn4yectBo nynoB KOHUrypaumm npeBbILIaeT CUCTEMHOE orpaHnyeHue (256).

e KoHdurypauusi BbINOMHAETCS Ha Apyrux UWHTepdencax, Kkpome WHTepdeunca
kommyTaTtopa Virtual Interface (SVI), mapLpyTnsnpyemoro nopta n arpermpoBaHHOro
nopta L3.

o  KonnyectBo nHTepencoB, HACTPOEHHLIX co cnyxbon cepsepa DHCPvV6, npeBbiwaeT
CUCTEMHOE orpaHunyeHune (256).

e VYKaszaHHOe 3HayeHuMe cpoka cnyxbbl valid lifetime MeHblwe 3HaveHus
npegnoyTUTENBLHOrO Cpoka cnyxbbl preferred lifetime.

e YkasaH HepgonycTumbin agpec IA_NA.
o KonnyecTtBo AnanasoHOB afpecoB MpeBbIlaeT cCUCTeMHOE orpaHnyerne (20).

o [lpn HacTponke npeduKCOB CTaTUYECKM MPUBA3AHHbLIX agpecoB  YyKasaHHble
noeHtTndpukatopsl DUID cnuwkom gnnHHbIE.

e KonunuyectBo npedmKCOB CTAaTUYECKN MPUBA3AHHbIX aApeCcOB MNPEBLILAET CUCTEMHOE
orpaHuyeHune (1024).

e Ecnu HacTpoeH nokanbHbI Nyn NpeduKcoB, YkasaHHOE 3Ha4YeHne cpoka cnyxobl valid
lifetime mMeHbLUE 3HAYEeHNA NpeanoYTMTENBLHOrO cpoka crnyxobl preferred lifetime.

o KonnyectBo DNS-cepBepoB npesbilaeT cuctemHoe orpaHmnyenme (10).
¢  KonnyectBo MMeH JOMEHOB MNPEBbLILLAET CUCTEMHOE orpaHudeHne (10).
o KonnuyectBo agpecos option52 npesbillaeT cMcTemMHoe orpaHudeHne (10).

5.4.2. Hactpouka DHCPv6 Relay

5.4.2.1. Pe3ynbTaT KOHUrypaumum

AreHT peTpaHcnauun DHCPv6 MoxeT ObiTb HacTpOeH Ha pacnpenerneHne agpecos,
aenermposaHue npeduKcoB U pacnpeneneHne napameTpos, YTobbl obecneunTb CBA3b MexXay
knneHtom DHCPV6 1 cepBepoM Mo pasnuyHbIM KaHanam.

5.4.2.2. MpumeyaHusn

Heobxoanmo ykasaTb agpec HasHadeHus. Ecnu agpec HasHayeHuss gaBnsieTcs agpecom
MHOroagpecHon paccoinku (Hanpumep, FF05::1:3), Heobxoanmo Takke ykasaTb MHTepdenc
BbIXoAa.

5.4.2.3. 9Tanbl KOHcUrypaumm

HacTponka yHkuumn areHta petpaHcnaumm DHCPv6G

e ObGasaTenbHoO.

e Ecnu He ykasaHO nHOe, Heo6XOAMMO HacTpOUTb (PYHKUMIO areHTa peTpaHcnauum
DHCPv6 Ha Bcex ycTpoucTBax, KOTopbiM Tpebyetca obecneunTtb crnyxOy areHTa
peTtpaHcnsaumm DHCPV6.

5.4.2.4. NpoBepkKa KOH(pUrypaumum

e KnueHt DHCPv6 n cepsep DHCPv6 obmeHuBatoTCs cOOOLLEHUsSMU Yepes3 areHTa
peTpaHcnsaumu.

e [lpoBepbTe, BKNOYEH N nHTEpdenc ¢ nomoLlpsto pene DHCPV6.
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e [lpoBepbTe, MOXeT nu areHT peTpaHcnduunm DHCPv6 nonyyatb M oTnpaBnsTb
coobLeHus.

5.4.2.5. CBA3aHHble KOMaHAbI

HacTtpouka dpyHKuMm areHTa petpaHcnsaumm DHCPv6

KomaHga ipv6 dhcp relay destination ipv6-address [interface-type
interfacenumber]

Onucanwue ipv6-address: yka3blBaeT agpec HasHavyeHus1 onepaTopa peTpaHCcisaunmn.

flapameTpos interface-type: ykasbiBaeT TMN nHTepdenca HasHa4yeHus
(Heobs3aTeNbLHO).
interface-number: ykasbiBaeT HOMep nHTepderca HasHa4YeHus
(HeobsiI3aTENBHO)

Pexnm Pexxnum koHdurypaumm nHtepderica

KOHcpurypauum

BctpoeHHas Bce naketol DHCPvV6 OT KNWEHTOB, MOMNyYeHHble WHTepgencom,

noAckaska aKTUBMPOBaHHbLIM hyHKUMen petpaHcnauun DHCPV6, nHkancynupyoTcs

N OTNPaBNATCA NO YKa3aHHOMY afpecy HasHauyeHus (MM HECKOSbKUM
agpecam HasHayeHus) yepes ykasaHHbi nHtepdgenc (ONLUMNOHATIBHO)

5.4.2.6. NMpumep KoHcpUrypaumm
Hactponka DHCPv6 Relay

OTanbl YKaxute uHTepdenc, BKOYEHHBIN Cnyxbon peTpaHcnsauun Ons
KoHdburypauuu nepecbIniku Nony4yeHHbIx naketos knneHta DHCPV6 Ha ykasaHHbIM agpec
Ha3HayYeHus Yepes ykasaHHbIN nHTepdenc (HeobasaTenbHo)

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface vlan 1

QTECH(config-if)#ipvé dhcp relay destination 3001::2
QTECH(config-if)#ipvé dhcp relay destination ff02::1:2 vlan 2

MpoBepka BeinonHute komangy show ipv6é dhcp relay destination all, 4To6bl
KOHdbUrypauum 0TOOpa3snTbL HAaCTPOEHHbIE agpeca HasHa4YeHus

Interface:VLAN 1

Destination address(es) Output Interface
3001::2
ff02::1:2 VLAN 2
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5.4.2.7. TUNnn4Hble OLLUNOKU

KoHpurypaumsa BbinonHAeTCA Ha Apyrux uHTepderncax, Kpome uHTepdernca KommyTtaTopa
Virtual Interface (SVI), mapLpyTnanpyemoro nopta v nopta Todku goctyna L3.

5.5. KOHTponb cocTosiHuA

5.5.1. Oumncrtka

NMPUMEYAHMUE: BbinonHeHWe koMaHg clear MoXeT NpUBECTU K NoTepe BaXXHOW MHGOpMaunm
N, cnegoBaTenbHO, NpepbIBaHN0 paboTbl Criyxo.

Onucanune KomaHpa

Oumnwaet npuesaskm DHCPv6 clear ipv6 dhcp binding [ ipv6-address ]

Oumnwaet ctatuctuky cepsepa DHCPv6 clear ipv6 dhcp server statistics

YoanaeT koHQnukTylowme agpeca Ha | clear ipv6 dhcp conflict { ipv6-address | * }
cepeepe DHCPv6

YoanaeTr cTaTMCTUKY oTnpaBneHHblXx W | clear ipv6 dhcp relay statistics
MOMYYEHHbIX MaKeTOB MOCMNE BKIOYEHMS
Ha TeKylleM YCTPOWCTBE peTpaHCsauun
DHCPv6

5.5.2. OToGpaxeHue

OnucaHue KomaHpa

Otobpaxaet DUID show ipv6 dhcp

yCTpoKnCTBa

OTtobpaxaeT NpuBS3KY show ipv6 dhcp binding [ ipv6-address |
agpecoB Ha cepBepe

DHCPv6

OtobpaxaeT nHtepdenc show ipv6 dhcp interface [ interface-name ]
DHCPv6

OtobpaxaeT nyn DHCPv6 show ipv6 dhcp pool [ poolname ]

OTtobpaxaeT show ipv6 dhcp conflict
KOH(pNukTyroWwmne agpeca
DHCPv6

OTtobpaxaeTt ctaTucTKy Ha | show ipv6 dhcp server statistics
cepepe DHCPv6
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HasHayeHus areHTa
peTtpaHcnaunn DHCPv6

interface-number }

Onucanune KomaHpa
OTobGpaxaeT agpec show ipv6 dhcp relay destination { all | interface-type

OTtobpaxaeT cTaTUCTUKY
OTMNpPaBIieHHbIX U
Mony4YeHHbIX NakeToB
nocre BKMYEHUS Ha
yctponctee pene DHCPv6

show ipv6 dhcp relay statistics

OTtobparkaeT nokanbHbI
nyn npedwukcos IPv6

show ipv6 local pool [ poolname ]

5.5.2.1. Otnapka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbI

I'IoaTomy, OTKNO4YnTE OTrnagky cpasy nocrie NCnosib3oBaHUA.

npuM BbIBOAE OTaL0YHOM WHOpMaUunK.

OnucaHue

KomaHpa

Otnagka DHCPv6

debug ipv6 dhcp [ detail ]
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MWP [OOCTYMNHEE

180




PykoBoacteo no HacTponke QSW-8113

HacTtpolika DNS W

6. HACTPOUKA DNS
6.1. O630p

Cuctema pgomeHHbix mmeH (DNS) — aT1o pacnpegeneHHas 6as3a gaHHbIX, cogepxallas
COMOCTaBNeHNss Mexay AOMEeHHbIMU nmeHamu u |IP-agpecamu B WHTepHeTe, 4To obnerdyaer
none3oBartenam goctyn B UHTepHeT 6e3 HeobxogumocTu 3anomuHaTtb IP-agpeca, goctyn K
KOTOPbLIM HanpsiMmyto ocyLlecTBnaeTcsa KomnbloTepamu. lNpouecc nonyyvyeHna IP-agpeca vepes
COOTBETCTBYIOLLEE UMS XOCTa Ha3blBAETCH paspeLleHneM MMeHn aomeHa (Mnu paspelueHvem
NMEHN XOoCTa).

6.1.1. MpoTokonbl n cTaHaAapTbl

e RFC1034: noMeHHblE MEeHA — MOHATUSA U BO3MOXXHOCTW.
e RFC1035: gOMeHHbIE MMEHa — peanu3aunsa u cneundgukaums.

6.2. MpumeHeHne

NMpumeHeHue OnucaHue

Cratuyeckoe paspeleHve | PaspelueHne JOMEHHbIX MMEH BbINOMHAETCA
ZOMEHHOro uMeHu HenocpeacTBEHHO Ha OCHOBE COMOCTaBNEHUS UMEHN AOMEHaA
n IP-agpeca yctponctea

OuHamuyeckoe paspelleHve | OuHamndeckn nonyvaet |P-agpec, COMOCTaBMNEHHbIN C
JOMEHHOro MeHu AoMeHHbIM nmeHeM, oT DNS-cepBepa B ceTn

6.2.1. CtaTn4yeckoe paspelleHne JOMEHHOro MMeHH

6.2.1.1. CueHapuu

o [lpegBaputenbHO 3aganTe COOTBETCTBME MexAy WuMeHem foMeHa u IP-agpecom
YCTPOMWCTBA.

o [lpn BbINONHEHUN onepauun C AOMEHHbIMU MMeHamu (Hanpumep, Ping n Telnet) ¢
MOMOLLbIO MNPUKNadHbIX MporpamMMm, cuctema MoXeT paspewuTtb IP-agpec 6e3
NOOKNIYEHNS K CepBepy B CETW.

6.2.1.2. OnuncaHue

MpenBapuntenbHO 3aganTe COOTBETCTBME MEXAY UMeHeM JoMeHa u IP-agpecom ycTponcTaa.
6.2.2. luHaMmunyeckoe paspeLieHne AOMEHHOro UMeHU

6.2.2.1. CueHapuu

e DNS-cepBep pa3BepHyT B CETU 4118 NpeJoCTaBnNeHns Cnyx0bl JOMEHHbIX UMEH.
e Vima gomeHa "host.com" pasBepHyTO B CETU.
e Yctponcteo-A npumensietcs K DNS-cepsepy anst umeHun gomeHa "host.com”.
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Host.com /‘/\
( IP-ceTb )
10.1.1.2/24 DNS-cepeep

192.168.31.206/24

YcTponcteo A
192.168.1.27/24

] ]

PucyHok 6-1. [InuHaMm4yeckoe paspelleHme MMeHV JOMeHa

6.2.3. PasBepTbiBaHus

PaseepHnte DNS-cepBep B kadyectBe DNS-cepBepa yctponicTtea A.
6.3. KnroueBble 0COGEHHOCTH

6.3.1. BasoBble KOHUenuuu

DNS

DNS coctouTt n3 npeobpasosatens 1 DNS-cepepa. DNS-cepBep XpaHUT CONOCTaBIEHMS UMEH
aomeHoB u IP-agpecoB Bcex y3noB B CeTUM M peanuadyeT B3aMMHOe npeobpasoBaHue UMeH
nomeHoB u IP-agpecoB. VoeHtndpukartopsl noptoB TCP n UDP DNS umetoT 3HaveHune 53, u
06bI4HO ucnonbayetcs nopt UDP.

6.3.2. KnroueBble 0COOEHHOCTU

PyHKUMA OnucaHune
PaspelieHune umMeHu | IP-agpeca nony4yalTCA Ha OCHOBE [JOMEHHbIX WMEH C
OoMeHa DNS-cepBepa nnu nokanbHow 6a3bl 4aHHbIX

6.3.3. PaspelwieHne umeHn goOMeHa

6.3.3.1. MpuHUMN paboTbl

Paspel.uel-wle CcTaTn4eCKoro MMmeHun gomMmeHa

CraTtundyeckoe paspeLleHne MMeH J0MeHa 03Ha4yaeT, YTo Nonb3oBaTterib NpeaBapuTenbHO
3aflaeT COOTBETCTBUE MeXAy uMeHeM JoMeHa u IP-agpecom Ha ycTpouncTtee. [1pu BbINONHEHUN
onepauui ¢ AJOMeHHbIMM MMeHamm (Hanpumep, Ping u Telnet) ¢ nomoLblo NpuknagHbIxX
nporpaMm, cucteMa MoxeT paspelmnTb IP-agpec 6e3 nogknoYeHns K cepsepy B CETH.
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OuHaMunueckoe paspelueHne UMeHU AOoMeHa

dnHamunyeckoe paspelleHne JOMEHHbIX UMEH O3Ha4aeT, YTo NPU BbIMNOMHEHUN NONb3oBaTeNnem
onepaumi C [OOMEHHbIMW WMEeHaMn 4epe3 npuknagHble nporpaMmmbl npeobpasoBaTenb
DNS-cuctembl 3anpawmBaeT y BHewHero DNS-cepBepa |P-agpec, conocTaBneHHbI C
AOMEHHbIM UMEHEM.

Mpoueaypa AMHaAMUYECKOro paspeLleHUs AOMEHHbIX UMEH:
1. lMonb3oBaTtenbckas npuknagHas nporpamma (Hanpumep, Ping unu Telnet) 3anpawwnBaeT
IP-agpec, conocTaBneHHbIN ¢ JOMEHHbIM nmeHeMm, n3 DNS-npeobpasoBatensi cCUCTeMsl.

o [IpeobpasoBatenb DNS cHavana 3anpawmBaeT guHaMmnieckuii kew. Ecnn ums gomeHa
B AMHaAMMYeCcKoM Kelle He uctekno, DNS-npeobpasoBaTtenb Bo3BpallaeT UMsi JOMEHA
B MNpUNoXxeHue.

e Ecnn cpok genctBus BCeX [OOMEHHbIX MMeH ucTtekaeT, DNS-npeobpasoaTtenb
WHULMMPYET 3anpoc Ha npeobpasoBaHMe OOMEHHbIX MMeH |P-agpecoB BO BHELUHWM
DNS-cepsep.

2. TMocne nony4yenusi otBeTa oT DNS-cepBepa, DNS-npeobpasoBaTenb KelmpyeT n nepeaaeT

OTBET NPUNOXEHUIO.

6.3.3.2. CBA3aHHasA KOHcurypaums
BkriroyeHue paspelleHuss MMeHU JoMeHa

e Mo ymonyaHuto paspeLleHne JOMEHHbIX UMEH BKITHOYEHO.

e 3anyctute komMaHgy noucka ip domain-lookup, 4TOOblI BKIHOUUTL WU OTKIHOYUTB
paspeLleHne MMeHN JOMeHa.

HacTtpouka IP-agpeca, conocTaBneHHOro ¢ CraTu4eCKMM AOMEHHbIM UMEHEeM
e [lo ymonyaHuto He HaCTPOEHO COMOCTaBIeHne nMeHn gomeHa u IP-agpeca.

e BbinonHute komaHgy ip host, 4tobbl ykasatb |IPv4-agpec, conocTaBneHHbIi C
JOMEHHbIM UMEHEM.

HacTtponka DNS-cepBepa
o [lo ymonuaHmno DNS-cepBep He HacTpOEH.
e BbinonHute KOMaHAy ip name-server, 4Tobbl HacTponte DNS-cepBep.

6.4. Hactpouka

HacTponka OnucaHne n KomaHga
HacTtpornka OnumoHanbHO
CTaTU4eCcKoro
paspeLleHus _ _
ip domain-lookup BkntoyeHune paspelueHus

OOMEHHOIro UMeHu

OOMEHHbIX NMEH

ip host Hactponka  agpeca  IPv4,
COMOCTaBMIEHHOIO C WMEHeM

AoMeHa
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Hactpowka OnucaHne n KomaHga
HacTtponka OnuuoHanbHO
OVHaMMYecKoro
paspeLleHus . ]
[IOMEHHOTO UMEHM ip domain-lookup BkrnitoueHune paspelueHuns
JOMEHHbIX UMeH
ip hame-server KoHdurypupyet DNS-cepep

6.4.1. HacTponka cTaTU4eCcKoro paspeleHnsa GOMEeHHOro MMeHun

6.4.1.1. PesynbTaT KOHUrypaumum
Cpe,EI,CTBO BblgenNeHna curHana CUcTteMbl pa3pellaeTt IP-a,u,pec, COMOCTaBMNEHHbIN C UMEHEM
AOMEHa Ha fnokKaribHOM YCTPONCTBE.
6.4.1.2. dTanbl KOHcUrypauum
BkriroyeHue paspelleHnss MMeHU JoMeHa

e OyHKUMA paspeLLeHns UMeHM JOMeHa BKIHOYEHa MO YMOMYaHUIo.

e Ecnu ata dyHKUMA OTKNIOYEHA, pa3peLLeHne CTaTUYeCcKoro MMeHn JoMeHa He BCTynaeT
B CUNY.

Hactponka agpeca IPv4, conoctaBneHHOro ¢ MMeHeM AOoMeHa
(O6sa3aTenbHO) ncnonb3yemble LOMEHHbIE UMeHa AOMKHbI OblTb HACTPOEHbI C NPUBA3aHHbLIM |P-
agpecom.
6.4.1.3. NpoBepka KOH(pUrypaumum

o  BbinonHute komaHay show running ans npoBepku KOHUrypaLmin.

e BbinonHute komaHgy show hosts, 4yTobbl NPoBEPUTH COOTBETCTBUE MEXOY MMEHEM
AomeHa u IP-agpecom.

6.4.1.4. CBAA3aHHble KOMaHAbI

Hactponka agpeca IPv4, conoctaBneHHOro ¢ MMeHeM AoMeHa

KomaHpa ip host host-name ip-address

Onucaxune host-name: ykasbiBaeT umsa gomeHa.

fnapamMeTpos ip-address: ykasbiBaeT conocTaBneHHbii IPv4-agpec
Pexnm Pexwnm rnobansHon KoHUrypauum

KOHcpurypauuu
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6.4.1.5. Mpumep KoHcuUrypaumum

HacTtpoWka pa3pelleHusi CTaTU4eCKOro MMeHu AoMeHa

OTanbl KoHGUrypaumm YcraHoBuTe IP-agpec cTaTWM4eckoro [OOMEHHOI0 MMEHMU
www.test.com Ha 192.168.1.1 Ha ycTponcTBe

QTECH#configure terminal
QTECH(config)# ip host www.test.com 192.168.1.1
QTECH(config)# exit

MpoBepka KoHpurypaumm BoinonHute komaHgy show hosts, 4TtoObl nNpoBepuUThb,
HaCTpoeHa N1 3anncb CTaTU4ECKOro UMEHN JoMeHa

QTECH#show hosts Name servers are:

Host type Address TTL(sec)

www.test.com static 192.168.1.1 -—

6.4.2. HacTponka AMHAMMYECKOro pa3peLueHUs JOMEHHOIo UMEeHM

6.4.2.1. PeaynbTaT KOHUrypauum
lMpeobpasoBaTenb cuctembl paspewaeT IP-agpec, CONOCTaBNEHHbIN C OOMEHHBIM WUMEHEM
yepe3 DNS-cepsep.
6.4.2.2. dTanbl KOH(Urypauum
Bknio4yeHue paspelleHns UMeHn gQOMeHa

o PaspeLueHme MMEHN JOMEHA BKIMKOYEHO Mo yMOJ4YaHUIO.

e Ecnu ata dyHKUMA OTKMOYEHA, AUMHAMUYECKOE paspeLleHVe OOMEHHbIX WMEH He
BCTynaeT B cuny.

Hactponka DNS-cepBepa

(O6sa3aTtenbHO) 4TObbI CNONB30BaTh AMHAMUYECKOE paspeLleHe MMEH JOMEHOB, He06xoauMo
HacTpouTb BHeWwHUn DNS-cepBep.

6.4.2.3. NMpoBepka KOHdUrypauum

BbinonHuTe kKomaHgy show running ans NnpoBepku KOHUrypawmin.

6.4.2.4. CBsiI3aHHble KOMaHAbl
Hactponka DNS-cepBepa

Komanga ip name-server [ oob ] ip-address [ via mgmt-name ]
OnwucaHve ip-address: ykasbiBaeT IPv4-agpec DNS-cepsepa.
fnapamMeTpos oob: ykasbiBaeT, 4yto DNS-cepBep [OCTYMeH Yepe3 BHEMONOCHbIN

MHTepdenc ynpaeneHus (MHTepdenc ynpasneHns).
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via: HacTpouka uHTepdenca ynpaBrneHmsi BbIXOLOM.

mgmt-name: ykasblBaeT UHTepdEeNnc ynpaBneHns ICXOAHbLIMU Bbl30BaMM
AN NakeToB B pexxume oob

Pexum Pexum rmobanbHon KoHdUrypaumm
KOHGoUrypaumm

6.4.2.5. NMpumep KoHcpUrypauumm

HacTpoika gMHamnyeckoro paspeLleHs MMeHn OMeHa
Cuenapun:

DNS-cepsep
192.168.10.1

=¢

YcTpo

N
)

PucyHok 6-2.

YcTponcTBo paspeluaet gomeHHoe umsi Yepes DNS-cepeep (192.168.10.1) B ceTw.

OTanbl KoHUrypauum YcraHosuTe |IP-agpec DNS-cepBepa Ha yCTPONCTBE paBHbIM
192.168.10.1

DEVICE#configure terminal
DEVICE(config)# ip name-server 192.168.10.1
DEVICE(config)# exit

MpoBepka KoHpurypauum 3anyctuTte komaHay show hosts, 4Tobbl NpoBEpPUTL, YKasaH
nu DNS-cepeep

QTECH(config)#show hosts Name servers are:
192.168.10.1 static

Host type Address
TTL(sec)

6.5. KOHTpOonb cocTosAHUSA

6.5.1. OuncTrKa

NMPUMEMAHMUE: BbinonHeHve KOMaHAbl OYUCTKM BO BpeMsa paboTbl YCTPOWCTBA MOXET
NPUBECTU K NOTEPE AAHHBLIX UMW JaXe NpepbiBaHNIO CAYXO.
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Onucanune KomaHpa
Ounwaet Tabnuuy kewwa clear host [ host-name ]
AVHaMUYeCKNX UMeH
XOCTOB

6.5.2. OToGOpaxeHune

Onucanune KomaHpa

OtobpaxeHune napameTtpoB | show hosts [ host-name |
DNS

6.5.3. OTnapka

NMPUMEYAHUE: cnctemHble pecypcbl NCNOMb3YIOTCA NpW BbIBOAE OTNaA0YHON MHGOpMaLMN.
[MoaTomy, OTKMOUYUTE OTNAAKY cpa3dy nocne UCNorb30BaHUS.

OnucaHune KomaHpa

Otnagka pyHkumm DNS debug ip dns
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7. HACTPOUKA CEPBEPA FTP
7.1. O630p

DyHKUMOHAN MNO3BOMSIET YCTPOWCTBY BbIMNOMHATL (byHKuMn FTP-cepBepa. Takum obpasom,
nonb3oBatenb MoXeT nogknounte FTP-knueHt Kk FTP-cepBepy v 3arpy3uTb dhannbl no
npotokony FTP.

lNonb3oBaTtenb MOXeT UCNoSb3oBaTb (OYHKUMOHanN FTP-cepBepa Ansi NpoCTOro nosiydeHus
dannoB., Taknx Kak gannel syslog, ¢ ycTponcTea 1 konuposaHus annos B (hannoByto CUCTEMY
ycTponcTea no npoTtokony FTP.

7.1.1. MpoToKonbl n cTaHAapTbl

o RFC959: npoTtokon nepenayun gamnnos (FTP).
e RFC3659: pacwmperusa gna FTP.

e RFC2228: pacwmpeHnus 6esonacHoctn FTP.

o RFC2428: pacwupenusa FTP ansa IPv6 n NAT.
e RFC1635: kak ncnonb3oBaTb aHOHUMHbIN FTP.

7.2. MMpumeHeHune

NMpumeHeHue OnucaHue

Mpenocrtaenenve cnyx6bl | MpegocTtaBnseT  chnyxObl — 3arpy3km U 3arpyskM  Ons
FTP B nokanbHomn cetu nonb3oBartens B fiokanbHon cetn (LAN)

7.2.1. NpepnocTtaBneHune cnyxobl FTP B nokanbHOU ceTtun

7.2.1.1. CueHapum
lMpenocTtaBneHne ycrnyr 3arpy3kn 1 ckaymBaHus A rnonb3oBaTens B NokanbHOM ceTu.
Kak nokasaHo Ha PucyHke 7-1, FTP-cepBep BKMOYEH B FIOKaNbHOW CETMU.

e Ha G u S BknoyeH cyHkumoHan FTP-cepsepa.
o [lonb3oBaTtenb MHULMMPYET 3anpoc Ha 3arpy3ky no npotokony FTP.

[Nonb3oBaTens

G S
e EEEEEER P
EEEEEEERDR EEEEEESR
PucyHok 7-1.

G — 370 Wnto3.
S — 370 KOMMYyTaTOP.
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7.2.1.2. OnucaHue

e Ha G BkntovaeTtcsa dpyHkumnoHan FTP-cepsepa.

o Kak KommyTaTtop ypoBHsl 2, S obecneumBaeT (OYHKUMIO NpO3payHoOn nepedayn Ha 2
ypOBHE.

7.3. KnrouyeBble 0COOEHHOCTHU

7.3.1. ba3zoBble KOHUeNnuuu

FTP

FTP — 9TO cTaHAapTHbIA NPOTOKOM, OnpeaerneHHbin ceteBon pabouyen rpynnow IETF. OH
peanu3yeT nepegadvy ¢annoB Ha OCHOBE MpoTokona ynpasneHusa nepegaden (TCP). FTP
No3BONSAET Nonb3oBaTento nepefasaTb Pannbl Mexay OBYMS CETEBbIMW KOMMNbIOTEPaAMU U
SIBNSIETCS pacnpocTpaHeHHbIM crnocobom nepenayn damnoe B NHTepHeTe. Kpome Toro, FTP
npegocTaBnsieT Takme yHKUMN, Kak BXO4 B CUCTEMY, 3anpoc Mo KaTtanory, pabota ¢ dpannamm
n gpyrue yHKunmn ynpaeneHusi ceaHcom. Cpeaun cemenctaa npotokornioB TCP/IP FTP asndaetca
NPOTOKOMOM MPUKNagHOro ypoBHS M ucnonbadyet nopTtel TCP 20 1 21 ana nepegaun. MNopt 20
ncnonb3yeTca AN nepegayn gaHHbIX, a NopT 21 ncnonb3yetca And nepegayun ynpasnsiowmnx
coobueHnn. OcHoBHble onepauun FTP onucaHbl B RFC959.

ABTOpU3auma nonb3oBaTens

Ona nogknioveHns FTP-knneHta k FTP-cepBepy HeobxoamMmo MMETb YYETHYH 3anuchb,
paspeweHHyto FTP-cepepoM. ToO ecTb, nonb3oBaTenb MOXET Mofb30BaTbCA YCryramu,
npepoctaensemoiMn FTP-cepBepom nocne Bxoga Ha FTP-cepsep ¢ uMeHeM nonb3oBaTens u
naponem.

Pexumbl nepepayu canmnos FTP
FTP nogoepxuBaeT ABa pexnma nepenayun annos:

e Pexunm nepepaun Tekcta (pexum ASCII): OH ncnonb3dyeTca Ans nepegady TeKCTOBbIX
dannos (Hanpumep, dannos .txt, .bat n .cfg). 3TOT pexum oTnuyaeTca OT 4BOUYHOrO
pexunma npu obpaboTke Bo3BparTa KapeTkm M nepesoga cTpokn. B pexume ASCII
BO3BpaT KapeTKM 1 CTPpOKa CMEHSIOTCA Ha NokanbHble cnmBosnbl CRC, Hanpumep, \n B
Unix, \r\n 8 Windows un \r 8 Mac. Npeanonoxum, 4to konupyembin doann COagepXnT TeKCT
ASCII. Ecnn yganeHHbIn komnbloTep He pabotaeT nog ynpaenenvem Unix, FTP
aBTOMaTtmyecku npeobpasyeTr dopmaT danvna B cooTBeTCTBUM C TpeboBaHMsIMK
yOaneHHoro KomnelTepa.

o [1BouYHbIV pexum nepegayn: OH ucnonbayeTtca Ans nepegadun nporpaMmmHbix pansos
(Hanpumep, channos .app, .bin n. btm), Bkntoyas ncnonHaemble annbl, cxxaTtble annbl
n cdannsl n3obpaxeHun 6e3 obpaboTkm gaHHbIX. Takum obpas3oM, ABOUYHLIA PEXUM
obecne4nBaeT 6onee ObICTpyto Nepenayvy Bcex hannos 1 6onee HagexHyo nepegavy
dannos ASCII.
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Pa6ouue pexumbl FTP

FTP obecneumBaeT aBa pabounx pexmma:

FTP-cepeep FTP-knueHT

PucyHok 7-2.

FTP-cepeep FTP-knuent

20
Data Cmd
® 2024
[ ]
«—

PucyHok 7-3.

e PucyHok 7-2 nokasbiBaeT akTuBHbIN pexum (PORT). FTP-knueHT ucnonb3yeT nopT
1026 gns nogkntoveHns k FTP-cepBepy Yepes nopt 21. KnneHT oTnpaBnaeT KOMaHbl
Yepes 3TOT KaHan. Nepen nonyvyeHMeM AaHHbIX KNUEHT oTnpasnsaeT komaHay PORT Ha
aToMm kaHane. Komanga PORT cogepxut nHdgopmauuio o nopTe kaHana (1027) knveHTa
ansa nonyyeHus aaHHbiX. Cepsep mncnonb3dyeT nopt 20 ANs NOAKMIOYEHUSA K KITUEHTY
yepes nopt 1027 ona cosgaHus KaHana gaHHblX Ons npyeMa u nepefavv JaHHbIX.
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FTP-cepBep OormkeH yCTaHOBUTb HOBOE COEOVHEHME C KIMEeHTOM AN nepefaudu
JaHHbIX.

e PucyHok 7-3 nokasbiBaeT naccuBHbin pexum (PASV). [pouecc co3gaHus
ynpaBngoLwero kaHana aHanorundeH npoueccy B pexume PORT. OpgHako nocne
yCTaHOBNEHUA coeANHEHUs KIMEHT oTnpasnsaeT komaHgy PASYV, a He komaHgy PORT.
lNocne nonyyeHuss komaHabl PASV FTP-cepBep BKNOYaeT MOPT BbICLIEro Knacca
(2024) B cnyyanHOM nopsigke U yBeOOMIMSET KMeHTa O TOM, YTO AaHHble OyayT
nepefaHbl Ha 9TOT nopT. KnneHT wucnonb3yeT nopt 1027 gns nogknoyeHus
FTP-cepepa 4yepe3 nopt 2024. 3atem KIMEHT WM CepBep MOryT nepegaBaTb U
npuUHMMaTb [aHHble No 3ToMy KaHany. B atom cnyyae FTP-cepBepy He HyXHO
yCTaHaBnuBaTb HOBOE COeAUHEHNE C KITUEHTOM.

MoppepxnBaemble KomaHabl FTP

lMocne nony4yeHus 3anpoca Ha nogkmoyeHne no npotokony FTP cepeep FTP Tpebyet ot
KnMeHTa NpeaocTaBUTb MMs NONb30OBaTeNs M Naposb ANs ayTeHTUdMKaumm.

Ecnn KknneHT npoxoguT nNpoBEPKY MOAMMHHOCTM, KOoMaHabl FTP-knneHta Moryt ObiTb
BbINOSTHEHBI AN onepauni. JocTynHble KoMaHabl FTP-knneHTa nepeyvmcreHbl HUXe:

ascii delete mdelete mput quit send
bin dir mdir nlist recv size
bye mget rename system
cd get mkdir passive type
cdup mls put rmdir user
close Is pwd

Anga nonyveHusa nHgopmaumm 06 ncnonb3oBaHUM aTux komaHa FTP-knveHTa cM. JOKYMEHT no
FTP-knueHty. Kpome TOro, MHorme KnueHTckne WHCTpymeHTbl FTP (takne kak CuteFTP wu
FlashFXP) nogaoepxmBatoT rpadudeckuin uHTepdenc nonb3oBatens. OTU UHCTPYMEHTbI
ynpoLuatoT onepauum, ocsoboxaasi nonb3oBaTenen ot HaCTPONKn komang FTP.

7.3.2. 0630p

PyHKLUMUA OnucaHue

BkntoveHne dyHkuum | MpepoctaBnsaeT yHKUMM 3arpy3kn, CcKaumMBaHus, OTOBpaeHus,
FTP-cepBepa co3faHusa 1 yganeHna cgannos Ansa knueHta FTP

7.3.3. BknroyeHue cpyHkuum FTP-cepBepa
7.3.3.1. MprHUMN paboTbl

OcHoBHOWM npuHUMN  paboTbl onucaH B npedblgywen rase. Ycrtponctea QTECH
npegoctaenaoT cnyxbol FTP nocne HacTporkm mmeHu nonb3oBaTend, napons U kKartanora
BEPXHEro YPOBHS.
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7.3.3.2. CBA3aHHasA KOHdurypaums

Bkntouenne dyHkummn FTP-cepepa B rnobanbHom macwrtabe PyHkuma FTP-cepepa no
YMOSYaHUIO OTKIOYEHA.

3anyctute komaHgy ftp-server enable, 4Tobbl BKNtoUMTL pyHKUM0 FTP-cepBepa.

Mepeq ucnonb3oBaHnem FTP-cepBepa HEOOXOOMMO BKITHOUUTL €ro rnobanbHo.
HacTtpoika nmeHu nonb3oBaTens, Naposns 1 KaTanora BepxXHero ypoBHA

Mo ymon4aHuto HeT aBTOPU30BAHHOMO MONb30BaTENS UKW KaTanora BEPXHEro ypoBHS.

3anyctute komangpl ftp-server password, ftp-server username u ftp-server topdir, 4To6bl
YyCTaHOBUTb aBTOPM3NPOBAHHbIV NOSb30BaTENb M KaTanor BEPXHEro YPOBHSI.

Tpwy BblwenepeyYncrieHHble KoHdUrypauumn aensioTca obssaTenbHbIMU; B MPOTUBHOM Cry4vae
dyHKunoHan FTP-cepBepa He MOXET ObITb BKITHOYEH.

7.4. Hactponka

HacTponka OnuncaHne n kKomaHga

HacTpowka 0CHOBHbIX doyHKLMI | (O6s3aTeNbHO) OH  MCNoNb3yeTcsl ANt BKITHOYEHUs
FTP-cepBepa

ftp-server enable BkntoyaeTt pyHkLMIO
FTP-cepBepa

ftp-server login timeout HacTpoika Tanm-ayTa
BXoda ans ceaHca FTP

ftp-server login times HacTpoWnka gonyctnmoro
KonunyecTtsa BXOAOB B
cuctemy
HacTpoika 0CHOBHbIX ftp-server topdir directory HacTpoiika katanora
YHKLUMI BEpPXHEro ypoBHS

FTP-cepsepa

ftp-server username HacTponka nmeHnu
username nonb3oBarens

ftp-server password [type] | HacTtponka napons
password

OnumoHanbHO

ftp-server timeout time HacTtpoika Tanm-ayTa
npoctos FTP-ceaHca
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7.4.1. Hactpouka OCHOBHbIX (hyHKLUN

7.4.1.1. PesynbTaTt KOH(pUrypauum
Cospanite FTP-cepBep, 4to6bl npegoctaBute FTP-cnyx6bl ona FTP-knveHTa.

7.4.1.2. NMpumeyaHun

° HeO6XO,EI,VIMO HaCTPOUTb NUMA MOJIb30BATENA, NAPOSib N KaTarnor BepxHero ypoBHA.

e YroGbl CepBep 3aKpbifl HECTaHAAPTHYIO CECCUI0 B TEYEHWEe OrpaHMYeHHOro nepuoaa
BPEMEHU, HEOBXOAMMO HaCTPOUTb TalM-ayT NPOCTOS CECCUN.

7.4.1.3. dTanbl KOH(pUrypauum
BkrnioyeHune dyHkumn FTP-cepBepa

e (ObsA3aTenbHO.

e Ecnn He ykazaHO wHoe, BKAuMTe dQyHKuMio FTP-cepBepa Ha kKaxgom
MapLlpyTm3aTtope.

HacTtpoiika kaTanora BepxHero ypoBHsi

e (ObsA3aTenbHo.

e Ecnu He ykasaHO WHOe, HacTpoWiTe OUPEKTOPUI0O BEPXHEro YPOBHS B KavecTBe
KOPHEBOro KaTariora Ha KakaoM mapLupyTusaTope.

HacTpoiika umeHu nonb3oBaTensa U Nnapons Ans Bxoga B cCUCTEMY

e (Ob6szaTenbHo.
e [InnHa nmeHu Nonb3oBaTensa 1 Naposns orpaHuyeHa.
Hactponka BpemMeHu oxugaHusa Bxoga ansa ceaHca FTP

e  OnuuoHanbHo.

e EcCnu KNMEHT OTKITIOMEH OT cepBepa M3-3a OWMOKM UNK OPYrNX HELUTaTHbIX MPUYMH,
FTP-cepBep MOXeT He 3HaTb, 4YTO MOMb3oBaTeNnb OTKAYEH W npoaorkaeT
nogoepxmeatb  coeguHeHue. CnepoatenbHo, FTP-coeguHeHne 3aHATO  Ha
ANUTenbHOe BpeEMSA, W CepBep He MOXeT OTBeyaTb Ha 3anpocbl Bxoda Opyrux
nonb3oBartenen. 3Ta KOHUrypaumss MoXeT rapaHTUpoBaTh, YTO Apyrue norb3oBaTenu
cMoryT noaknountbcs K FTP-cepBepy B TeueHne onpedeneHHoro nepuoga BpemMeHu
Npv BO3HUKHOBEHWNW OLLIMOKMN.

7.4.1.4. NpoBepkKa KOH(pUrypaumm
Mogkntounte FTP-knneHT kK FTP-cepBepy.

e [poBepbTe, NOAKHOYEH TN KITUEHT.

e [poBepbTe, HOpMarnbHO M PaboTarT onepaLmmn Ha KIeHTe.
7.4.1.5. CBsi3aHHble KOMaHAblI

BkniouyeHue ¢pyHkuun FTP-cepBepa

KomaHpa ftp-server enable
Pexxum Pexnm rnobanbHon KoHdUrypaumm
KOHUrypauum
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BctpoeHHas
noackaska

KrnneHT He MoXeT nony4ntb goctyn Kk FTP-cepBepy, ecnn He HacTpoeH
BEPXHWI ypPOBEHb KaTarora, UMeHW nonb3oBartens n napons. lNoatomy
pekoMeHOyeTCs HacTpoOUTb BEPXHUW YpOBEHb KaTanora, WMeHu
nonb3oBatenss M napons pAnsa BxO4a B CUCTEMY, OOpaTUBLIUCL K
nocnegywoLwum rnasam nepepg nepBbiM BKIOYEHNEM CITYXObl

HacTpoiika gonycTtumoro Kkonuv4yecTsa permcrpaumm

KomaHpa ftp-server login times times

Onucanve times: ykasbiBaeT [JOMNyCTUMOE KONMYECTBO BXOAOB B CUCTEMY B
napameTpoB ananasoHe ot 1 go 10

Pexxum Pexxnm rmobarnbHon KoHdurypauum

KOHcpurypauum

BctpoeHHas [onyctnmoe KonuyectBO BXOAOB COOTBETCTBYET KOMMYECTBY MOMbITOK
noAckaska NpOBEpKM Y4YeTHbIX 3anucen BO Bpemsa ceaHca FTP. 3HauyeHune no

ymMon4yaHumio — 3, 4TO O3HayaeT, 4YTo ceaHc OyaeT mpepBaH, ecnu Bbl
BBEAEeTe HeBEpPHOe MMs NoNnb3oBaTens Unv napornbe TpW pasa, u gpyrue
Nonb30BaTeENM CMOryT NEPENTN B ONePaTUBHLIN PEXUM

Hactponka BpemMeHu oxugaHusa Bxoga ansa ceaHca FTP

KomaHpa ftp-server login timeout timeout

Onucanve timeout: yka3biBaeT BpemMs 0XunaaHus BXoga B CUCTEMY B AnanasoHe oT 1
napameTpoB 00 30 MUHYT

Pexxum Pexwum rmobanbHon KoHdUrypaumm

KOHcpurypauum

BctpoeHHas Tanm-ayT Bxo4a O03Ha4yaeT MakCMMarbHYK NPOLOMKUTENBHOCTb CeaHca
noackaska C MOMeHTa ero cosgaHus. Ecnn Bbl He NporgeTe NOBTOPHYIO NPOBEPKY

napons BO BpeMsi TalM-ayTa Bxofa B CUCTEMYy, ceaHc OyaeT npepBsaH,
4yTOObI ApPYyrve norb3oBaTesn Morfv BOMTU B CUCTEMY

HacTtpowka kaTanora BepxHero ypoBHsi FTP-cepBepa

KomaHga ftp-servertopdir directory

Onucanve directory: ykasbiBaeT nyTb AOCTYNa nosnb3oBaTens
napameTpoB

Pexnm Pexum rnobansHon KoHdUrypauum
KOHUrypauum
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BcTpoeHHas
noackaska

Ecnn BepxHu kaTanor cepeepa ycTaHOBMeH Ha "/syslog”, FTP-knneHT
MOXEeT MOony4MTb AOCTYN TOMbKO K pannam u katanoram B KaTtanore
"/syslog" Ha ycTponcTBe nocrne Bxoga B cuctemy. M3-3a orpaHnyeHun B
KaTanore BEpXHero ypoBHS KIMEHT HE MOXET MonacTb B KaTanor Bbille,
yem "/syslog"”

HacTpoiika uMeHM nonb3oBaTens Ans BXoga Ha cepBep

KomaHpa ftp-server username username

Onucanve username (Mma nonb3oBaTens): ykasbiBaeT MMs Nofb3oBaTens
napameTpoB

Pexxum Pexxnm rmobanbHon KoHdurypauum

KOHdoUrypaumm

BcTpoeHHas FTP-cepBep He nogaoepXvmBaeT aHOHWMHBLIA BXOA4 B CUCTEMY, MO3TOMY
noackaska HeobxoaNMO HACTPOUTb MMSA MONb3oBaTeNS.

Nmsi nonb3oBatens coctout u3 64 cMMBONOB, BKtoYasa Gyksbl, LMpbl 1
cnmBonbl 6e3 npoGernos

HacTpoiika uMeHM nonb3oBaTens U Nnapons Ans BXxoAa Ha cepBep

KomaHga ftp-server password [type] password
Onuncanwne type: 0 unu 7. 0 osHadvaeT, YTO Naponb He 3awudpoBaH (B Buae
napamMmeTpoB OTKPbITOro TEKCTA), @ 7 YKa3blBaeT Ha TO, YTO Naposib 3andpoBaH (TEKCT
wncppa).
password: ykasblBaeT naponb
Pexxum Pexxmum rnobanbHon KoHdurypaumum
KOHpurypauuu
BcTtpoeHHas Maponb cocTouT TONbKO M3 BykB unu undp. MNMpobenbl B Ha4ane n KoHue
noackaska naponsi urHopupytoTtcs. [Npobenbl BHyTpU Napons paccMaTpmuBaloTCs Kak

4YacTb napons.

Mapornb B BUAe NpocToro Tekcta coctouT ua 1-25 cumeonos. MNMaponb ang
LWndpoBaHUSA cocTonT n3 4—52 cMMBONOB.

MmeHa nonb3oBaTenen n naponv AomkHbl coBrnagatb. MOXHO HacTpouTb
He G6onee 10 nonb3oBaTenen

HacTponka Tanm-ayta npoctos ans ceaHca FTP

KomaHpa ftp-Server timeout time
Onucanve time: ykasblBaeT BpeMda OXuaaHUA MpocTod B AuanasoHe oT 1 go
napameTpoB 3600 MUHYT
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Pexxum Pexxnm rnobanbHomn KoHdurypauum
KOHGoUrypaumm
BcTpoeHHas Tanm-ayT npocToA ceaHca OTHOCUTCA K MpPOAOSMPKUTENbHOCTU OT
noackaska OKOHYaHus onepaumn FTP oo Hayana cnegyrowen onepaunm B ceaHce

FTP. lNocne ToOro, kak cepBep oOTBe4yaeT Ha komaHgy FTP-knueHTa
(Hanpumep, nocne nonHowm nepegayn danna), cepBep HauMHaeT OTCcUET
BpEMEHM MPOCTOA M OCTaHaBNUBAETCA MpU MOMNyYeHUU cneayoLlen
KomaHgbl FTP-knueHTa. loaToMy HacTpomka TarWM-ayTa MnpoCcTosi He
BNUSIET Ha HEKOTOPbIE TPYAOEMKUE onepauuun nepegadv amnnos

OTo6paxeHne COCTOAIHUA cepBepa

KomaHpa show ftp-server
Pexum MpueunernpoBaHHbin EXEC pexnm
KOHdoU1rypaumm
BcTpoeHHas BbinonHuTe aTy KOmMaHagy, YTobbl 0ToGpa3nTb coctosiHne FTP-cepBepa
noackaska
OTnaaka
KomaHga debug ftp-server pro/err
Pexum MpuBunernpoBaHHbin EXEC-pexmm
KOHcpurypauum
BctpoeHHas BbinonHuTe 3Ty KOMaHAy, 4Tobbl OTNaxmnsaTb coobLLEeHMA/oWnBKN
noackaska FTP-cepBepa

7.4.1.6. NMpumep KoHcpUrypaumm

CospaHue FTP-cepBepa B ceTu IPv4

OTansl o Bkniovaet pyHkuuio cepeepa FTP.

KOHCpUrypaLm e HactponTte kaTanor/CUCTEMHbIV XypHarn BEpPXHEro ypoBHS.

e YcTaHOBMTE MMS NOMb30OBATENS HA USer U Naporb Ha password.
e YcTaHOBUTE Ond TarM-ayTa NPOCTOHA CeaHca 3HayYeHne 5 MUHyT

QTECH(config)#ftp-server username user
QTECH(config)#ftp-server password password
QTECH(config)#ftp-server timeout 300
QTECH(config)#ftp-server topdir /
QTECH(config)#ftp-server enable
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MpoBepka e BouinonHute «komaHgy show ftp-server, u4tob6bl NpOBEPUTH
KOHpurypauum pesynbtar

QTECH#show ftp-server

ftp-server information

topdir : /

timeout: 30min

username config: Y
password config: Y
transfer type: ASCII
control connection : N

port data connection: N
passive data connection: N
QTECH#

7.4.1.7. TUNN4YHbIE OLUNOKU

e /MAa nonb3oBaTens He HaCTPOEHO.
e [lapornb He HacTpPOoeH.
e KaTanor BepxHero ypoBHsi He HACTPOEH.

7.5. KOHTpONb cOCTOAHUSA

7.5.1. OToGpaxeHue

Onucanune KomaHpa

OTobGpaxaeT koHdurypaumto | show ftp-server
FTP-cepsepa

7.5.2. OTnapgka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbl MNpyM BblBOAE OTNA4OYHOM WHGOPMaUUW.

MoaTomy, OTKIOYMTE OTNAAKY Cpasdy Nocrie UCMONb30BaHUs.

OnucaHue KomaHaa

Otnagka cobbITni ownbok debug ftp-server err
FTP-cepBepa

Otnagka cobbITui coobLeHni debug ftp-server pro
FTP-cepBepa
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8. HACTPOUKA KIMMEHTA FTP
8.1. O630p

MpoTtokon nepegauun davnoe (FTP) sensetca npunoxennem TCP/IP. YcTaHoBUB HagexHoe u
coeaguHeHue TCP mexay FTP-knueHTOM 1 cepBepoM, NoNb3oBaTeNb MOXET NOMy4nTb OCTYN K
yOaneHHOMy KOMMNbIOTEPY, HA KOTOpOM 3anyLieH FTP-cepsep.

Knnent FTP obecneunBaeT nepegady dannoB mexgy yctpouctBom u FTP-cepsepom no
npotokony FTP. Nonb3oBatens UCNONb3yeT KNNEHT ANg oTnpaBku KOMaHabl Ha cepep. Cepaep
OTBeYaeT Ha KoMaHAy 1 OTnpasnseT pe3ynbTaTt BbiNONHEHUS KIUeHTY. C NOMOLLbI0 KOMaHOHOro
B3aMMOENCTBUA MNOSib3oBaTeNlb MOXET npocMmaTpuBaTbh annbl B KaTanore cepsepa,
KonvpoBaTb bainbl C yAaneHHOro KOMMbKTEPa Ha NoKarnbHbIA KOMMNbLIOTEP UK nepenasaTb
nokanbeHble dyannbl Ha yaaneHHbIn KOMNbIoTep.

Mpotokon FTP npegHasHauyeH anst obrnierdyeHns obmeHa dhavnamu nporpamMm/gaHHbIX Y
NooLWpeHnst yaaneHHon paboTbl (C nomolibio nporpamm). [lonb3oBaTensM He HYXHO
6ecnokonTbCa O pasnNUuUax Mexagy pasnuMyHbIMW cucTteMamu GannoB Ha pasHbiX XOCTax.
[aHHble nepepatoTcs adhdekTUBHBIM U HagexHbIM obpa3om. FTP obecneunBaeTt 6e3onacHoe
yaaneHHoe ynpasneHve annamu.

FTP-knueHtol QTECH oTtnuuatotca ot ctaHgapTHbix FTP-knueHTOB, kKOTOpble paboTalT C
WHTEpPaKTMBHbIMW KOMaHOamMuK. BMecTo aToro BBegmMte KoMaHgy Copy B MHTepdence KoMaHaHOM
CTPOKW, YTOObI BbINOMHUTL MHCTPYKLIMM MO NOAKIIOYEHUIO YNpaBreHus, Takme Kak open, user u
pass. Nocne ycTaHOBKM yNpaBnsoLLero coegmMHeHns HaunmHaeTcs npouecc nepegaydn annos,
a 3aTeM yCTaHaBnMBaeTCsa coeauHeHVe AN nepeaayun unu 3arpysku gannos.

8.1.1. NMpoToKonbl U cTaHAAPTbI
RFC959: npotokon nepepayn cannos (FTP).

8.2. NMpumeHeHne

NMpumeHeHue OnucaHwue

3arpyska rnokansHoro | JlokanbHble U yaaneHHble dannbl OOMmKHbI BbiTh nepenaHs,
danna _Ha __ynanedHbll | Hanpumep, ANA 3arpysky rokanbHoro daina Ha yaaneHHbIn
cepBep cepBep

3arpyska danna c | NokanbHble M yoaneHHble annbl JOMKHbI ObITb NepefaHsbl,
yOareHHoro cepsepa Ha | Hanpumep, ANS 3arpy3ku panna ¢ yaaneHHoro cepsepa Ha
J10KalribHOe YCTPOUCTBO nokansHoe yCTPOMUCTBO

8.2.1. 3arpy3Ka nokanbHoro c¢ansna Ha yaaneHHbIN cepBep

8.2.1.1. CueHapuu

JlokanbHble W yganeHHble hannbl OOMMKHbI ObITb NepedaHbl, Hanpumep, ANs  3arpy3ku
nokanebHoro ¢arna Ha yganeHHbIn cepsep.

Kak nokasaHo Ha PucyHke 8-1, pecypcbl NCNONb3YHTCS TOMBbKO B CETU.
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FTP-cepeep

FTP-knueHT

PucyHok 8-1.

8.2.1.2. OnucaHue

e  Bkntouute 3arpysky annos Ha FTP-knneHTe.
o  Bknitouute 3arpysky gannos Ha FTP-cepsep.

8.2.2. 3arpy3ka ¢panna ¢ yaaneHHoro cepsepa Ha fiokanbHoe YCTPOMUCTBO

8.2.2.1. CueHapuu

JlokanbHble 1 yaaneHHble dannbl AOIMKHbI ObITb NepeaaHbl, HaNnpuUMep, ansa 3arpysku darnna c
yAaneHHoro cepeepa Ha nokarnbHOe YyCTPONCTBO.

Kak nokasaHo Ha PucyHke 8-2, pecypcbl UCMOSb3YOTCS TOMNBKO B CETU.

FTP-cepeep

FTP-knueHt

PucyHok 8-2.
8.2.2.2. OnucaHue

e  Bknouute 3arpysky gannos Ha FTP-knueHTe.
o  Bkniouute 3arpysky dannos Ha FTP-cepBepe.

8.3. KnouyeBble 0COOEHHOCTU

8.3.1. ba3oBble KOHLUEenuuu
3arpy3ka dannos FTP
3arpyska pannos ¢ FTP-knueHTa Ha FTP-cepsep.
CkauuBaHue cannoB FTP
3arpyska ¢pannos ¢ FTP-cepsepa Ha FTP-knueHT.
Pexum nogkntouveHusa FTP
FTP-knueHT n FTP-cepBep MoryT ObiTb NOAKMIOYEHBI B aKTUBHOM UM MACCUBHOM PEXMME.
Pexum nepeanaum no FTP

Mepepava gaHHbIX Mexay FTP-knueHToM u FTP-cepBepomM BO3MOXHA B OBYX pexumax: B
TekctoBoM (ASCII) n oBONYHOM (OBOVYHOM).

Yka3aHue IP-agpeca nHtepdenca nctouyHuka ana nepegaym no FTP
KnueHnT FTP HacTpoeH Ha ncnonb3oBaHue ncxopHoro IP-agpeca ans cesasu ¢ FTP-cepsepom.
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8.3.2. O630p
DPyHKUUNA Onucaxue
3arpyska cannos FTP 3arpyska (pannos ¢ FTP-knueHTa Ha FTP-cepBep
CkauyvmBaHue cansnios FTP 3arpyska cannos ¢ FTP-cepepa Ha FTP-knueHT
Pexum nogkntoveHus FTP YKkasblBaeT pexum coegnHeHnsa mexay FTP-knuneHTom u

FTP-cepsepom

Pexum nepegayv no FTP YkasblBaeT pexum nepegaun mexay FTP-knueHTom un
FTP-cepsepom

YkasaHue IP-agpeca | Hactpoinka ncxogHoro IP-agpeca FTP-knueHTa onsi cBssu €

nHTepdenca 1UcTouHvKa And | FTP-cepBepom
nepegayun no FTP

8.3.3. 3arpy3ka channoB FTP

FTP nossonget 3arpyxatb dannel. 3anyctute FTP-knneHT n FTP-cepBep ogHOBpPEMEHHO U
3arpysute cannbl ¢ FTP-knueHTa Ha FTP-cepsep.

8.3.4. CkaunBaHue caunos FTP

FTP nossonset ckaumBatb dannbl. 3anyctute FTP-knneHt n FTP-cepBep ogHOBPEMEHHO U
3arpysute cannbl ¢ FTP-cepBepa Ha FTP-knueHT.

8.3.5. Pexxum noakntoveHus FTP

FTP pomkeH mcnonb3oBatb ABa coeauHeHuss TCP: ogmH kaHan ynpaeneHust (KomMaHgHoe
COeQHEHNE), KOTOpbIA WUCMONb3yeTcsa Ang nepejayum kKomana wmexay FTP-knneHtom un
cepBepoM; APYron KaHan nepefadv AaHHbIX MCNOMb3yeTca ANs nepefadv unv 3arpysku
JaHHbIX.

CoeavHeHne ynpaeneHusa: HekoTopble NpocTble CeaHCbl AOCTYMHbI TOMBbKO C YNpaBfsioLWmnm
nogknodeHnem. KnueHT otnpasnsaeT komaHay Ha cepsep. Nocne nonyyeHnsa KomaHabl cepsep
otnpasnseT oTBeT. (PucyHok 8-3).
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FTP-cepeep FTP-knueHT

Control created

/jﬂua“d/
Reply

PucyHok 8-3.

A

Y

CoeavHeHuWe ynpaBneHus 1 nepegaya AaHHblX: Koraa KnmeHT oTnpaensieT KomaHay Ha 3arpysky
WNW 3arpysky [OaHHblX, HEOOXOAMMO YCTaHOBWUTb, Kak YrpaBrsitollee COeAMHEHWE, TaK W
coevHeHWe Ansa nepeaayn AaHHbIX.

FTP nogoepxuBaeT ABa pexuma nepegayn gaHHbix: aktuBHbld (PORT) u naccmeHbin (PASC).
Mpun ycTaHOBNEHUN coeanHeHns Ana nepefadm AaHHbIX UCNOMb3YTCHA pPa3Hble PEXUMbI.

e AKTUBHbIN PEXNM
B atom pexume FTP-cepep akTMBHO nogkniodaetcs K FTP-knueHTy npu yCTaHOBNEHWUK
COeaUHEeHUs ons nepefadn aHHbIX. OTOT PEXUM COCTOUT U3 YeTbipex 3Tanos:

KnneHT ncnonbdyeT ncxogHbln nopT 5150 ansa cBssn ¢ cepBepom Yepes nopT 21, Kak nokasaHo
Ha PucyHke 8-4, 4TOoOblI OTMpPaBUTbL 3aMpPOC Ha MOAKMAYEHME U COODLWMTbL CepBepy, YTO
ncnonb3yemblin NOpT — nopt 5151.

Mocne nony4deHus 3anpoca cepsep otnpasnseT otBeT OK (ACK). O6meH gaHHbIMU Mexay
KMMEeHTOM M CepBepoM ynpaBnseT curHanusaumnen Yepes KOHCOMNbHbIE NOPThl.

Cepsep nossonseT nopTy 20 B Ka4eCTBE UCXOAHOro nopTa OTNpaBnATb AaHHbIe Ha nopT 5151
KnueHTa.

KnuneHt oTnpasndaeT OTBeT. I'Iepenaqa OaHHbIX 3aBepLUaeTCA.
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FTP-cepeep FTP-knueHt

MopTt 20 Mopt 21 Mopt 5150  MMopt 5151
Data Command Command Data
® ® ® ®

@
‘w
@ ok
| @ Data charng—»

@ Ok |
A

PucyHok 8-4. AktuHbi pexknum (PORT)

e [laccmBHbIN pexnm

FTP-cepeep FTP-knueHt

[ S—]

MopTt 20 Mopt 21 Mopt 5150  Mopt 5151
Data Command Command Data
® Mopr 3268 ¢ o ¢ *
Data y
®
@ Ok

@ Data channel - —
| @ Datachal™®

. @ 3268

PucyHok 8-5. MNMaccueHbi pexxum (PASV)

OTOT pexuMMm 4yacTo 3agjaeTca KomaHaow passive. llocne ycTaHOBRNEHUA COeauHEeHWUs Ans

nepegayn gaHHbix FTP-cepBep noakntodaetcs k knneHty FPT naccuBHO. 3TOT pexum cocTouTt
N3 YeTblpex 3Tanos:

B naccuBHOM pexunme KIMeHT MHUUManNU3npyeT curHanbHoe coeinHeHne ynpasneHus. KnneHt
ncnonb3yeTt UcxogHbln nopT 5150 Ana noaknYeHns K cepBepy Yepes nopT 21, kak NokasaHo Ha
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PmcyHKe 8-5, un 3anycKkaet KoMaHay passive, YTOObI 3arnpocuTb nepexon cepBepa B PeEXUM
PASV.

CepBep cornawaetcst Bontn B pexum PASV, BbiOMpaeT HoMep nopTa, npesbiwatowmnn 1024,
Cny4arnHbIiM 06pa3omM 1 coobLaeT HOMepP NopTa KITMEHTY.

Mocne nonyyeHnsa coobLieHnsa KnMeHT ncnonbdyeT nopt 5151, kak nokasaHo Ha puc. 15, ana
CBsI3M C cepBepom 4vepes nopt 3268. 3aecb nopt 5151 aABnsieTcsa MCXogHLIM MOPTOM, a NMopT
3268 — NOPTOM Ha3HaYeHMs.

Mocne nonyyeHunsa coobuieHns cepBep oTnpaBnsaeT AaHHble n otBevaeT ACK (OK).

Mocne ycTaHOBNEHWs COeOUHEHUsI ONS MnepeAadn AaHHbIX MOXHO BbINOMHUTL 3arpysky U
ckaymBaHue dainos. Kpome Toro, MoXHo BbINOMHUTL HEKOTOPbLIE onepauun ¢ dhainom cepeepa
N3 KNNeHTa.

NMPUMEYAHUE: coeanHeHne ynpaBneHus ans nepegayn komaHg u obpaTtHon CBA3W Bcerga
NpUCYTCTBYET, Torda Kak CcOoeduHeHwe ana nepefadn AaHHbIX YCTaHOBMEHO MO Mepe
HeobxoanmocTn. Tonbko kKnNneHT FTP nmeeT npaBo BLIGMpaTh M ycTaHaBnmBaTth pexnm PASY
unn PORT. FTP-knueHT oTnpaenseT KoOMaHay Ofs YCTaHOBIEHUSI COEAMHEHUA C OaHHbLIMMW.
FTP-knuenTol QTECH no ymonyaHuio ncnosnbayoT pexum PASV.

8.3.6. Pexxum nepepaum no FTP

FTP npepoctaBnseTr gBa pexuma nepepadun: TekctoBblh (ASCI) n gsomyHbin (Binary). B
HacTosiee BpemMsi FTP-knnentel QTECH nogaepxmsatoT kak ASCII, Tak 1 ABONYHLIN PEXNMBI
N No yMon4aHuio ncnosnb3yroT pexxum BINARY.

e Pexum ASCII

Pasnunune mexay pexumamm ASCII 1 Binary 3akniovaetcs B 06paboTke Bo3BpaTa KapeTkm u
nepesoda ctpoku. B pexume ASCIl Bo3BpaT KapeTkm U nepeBoq CTPOKM M3MEHSIIOTCA Ha
nokanbHbIA cnmBon Bo3Bpara kapeTku (CRC), Hanpumep, \n B Unix, \r\n B Windows u \r B Mac.

o [IBOMYHBIN pEXNM

[BONYHBLIN PEXUM MOXET WMCNONb30BaTbCA ANA Nepedaydn UCNONHAEMbIX (PannoB, CxXaTbiX
dannos un dannos m3obpaxeHnn 6e3 obpaboOTKM JaHHbLIX. Hanpumep, TEKCTOBbIN hann
Heobxoanmo nepeHecTn M3 Unix B Windows. Npu ncnonb3oBaHum BOUYHOIO pexnmMa paspbiB
ctpokn B Unix He 6yaeTt npeobpasosaH 13 \r B \r\n; noatomy B Windows aToT hanin He nmeet
CTPOK W oOTobpakaeT MHOro 4epHbIX KBagpartoB. Takum 00pa3oM, OBOWYHBLIA PEXUM
obecneunBaeT 6onee GbICTPyLO Nepeaady Bcex dhannos u bonee HagexHyro nepegady ¢gannos
ASCII.

8.3.7. Yka3zaHue IP-agpeca nHrepcenca nctouyHuka gna nepegayum no FTP

KnneHt FTP HacTpoeH Ha ncnonb3oBaHue ucxogHoro IP-agpeca gna cesasm ¢ FTP-cepsepom.
Taknm obpasom, knmeHT FTP nogknioyaeTcs K cepBepy M COBMECTHO UCMOSb3yeT hansbl C
cepBepoOM Mo yKkasaHHOMY ucxoaHomy IP-agpecy.

8.4. Hactpouka

Hactpownka OnucaHue u KOMaHaa

HacTponka ocHOBHbIX | (O6a3aTenbHO) ucnonb3yeTcd Ans HacTPorKn pyHKunn FTP-knueHTa

byHKLMI

copy flash 3arpyska ¢hanna
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Hactpowka OnucaHne n KomaHga
copy ftp CkaumBaHue danna
HacTponka (OMUMOHAJIBHO) ncnonb3yeTcsa gnst HACTPOVKN pabo4vero pexmnma
OOMONHUTENbHbIX FTP-knueHTa
byHKLMR
ftp-client port YcTaHaBnNuBaeT pexum NoaKNio4eHus

Ha aKkTuBHbIN (port)

ftp-client ascii YcTaHaBnuBaeT pexnm nepenaydn
ASCII

ftp-client source-address | HacTtpamBaetr wucxogHbin |IP-agpec
knueHta FTP

default ftp-client BocctaHaBnuBaeT  HacTpoOWkuM MO
YMOMYaHWIO, a WMEHHO, PEXUM
NOAKMYEeHNs yCTaHOBIEH Ha

naccusHbln (PASV), pexum nepegayu
Ha [OBOMYHLIM W UcxogHbih |IP-agpec
yoaneH

8.4.1. HacTtponka OCHOBHbIX (PYHKLMN

8.4.1.1. PeaynbTaT KOHUrypauumm

Peanusauuns s3arpysku 1 ckaunBaHns ¢amnos.

8.4.1.2. NpumeyvaHusn

O6paTtute BHMMaHWe Ha hopmaTbl KOMaHA A 3arpy3ky U CKauMBaHUS.

8.4.1.3. dTanbl KOH(pUrypauum
3arpy3ka cdanna

e  OTa KoHUrypauua aesnsetcsa obsasatenbHon, ecnn Heobxoanmo 3arpysnTb ain.

e Hactponte URL-agpec FTP B kayectBe agpeca HasHa4yeHWA KOMaHObl COpYy B
npusunernposaHHom pexume EXEC.

CkaunBaHue hanna

e  OTa KOHUrypaums aBnaeTcs obasaTtenbHon Npu 3arpyske danna.

e Hactponte URL-agpec FTP B kadecTBe agpeca WCTOYHMKA KOMaHObl COpPY B
npvBunernposaHHom pexnme EXEC.

8.4.1.4. NMpoBepka KOHhUrypauum

o [lpoBepbTe, CyLeCcTBYET N 3arpyXeHHbin hann Ha FTP-cepeepe.
o [lpoBepbTe, CyLWEeCTBYET N 3arpyXeHHbIn hann no agpecy HasHavyeHus.
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8.4.1.5. CBsA3aHHble KOMaHAbI

3arpy3ka cdavna

KomaHpa

copy flash:[ local-directory/ Jlocal-file
ftp: /lusername:password@dest-address[ /remote-directory |
/remote-file

OnwucaHune
napameTpoB

local-directory: ykasbiBaeT kaTanor Ha flokanbHOM yctponcTtee. Ecnn oH
He yKasaH, yKa3blBaeT Ha TEKYLLMIN KaTanor.
local-file: ykasbiBaeT nokanbHbI hann gns 3arpysku.

username: ykasblBaeT UMsi nonb3oBaTens anga gocrtyna k FTP-cepsepy,
cocTosilemMy 13 He bonee 32 6anT 1 NcknNoYasa Takme pasgenntenmu, Kak /
. @ v npoben. OToT NapameTp ABnaeTca oba3arenbHbIM.

password: ykasbiBaeT naposb ans goctyna k FTP-cepBepy, cOCToAWMIA He
bonee 4em M3 32 GaWT M UCKNOYAsa Takne pasgenutenu, Kak / @ @ wu
npoben. 3ToT NapameTp SABNAeTcs 06a3aTeNbHbIM.

dest-address: ykasbiBaeT IP-agpec ona FTP-cepsepa.

remote-directory: ykasblBaeT KaTtanor Ha cepsepe.

remote-file: nepenmeHoBbIBAET dhann Ha cepBepe.

NMPUMEYAHUE: Ha ycTponctBe Q[omkeH ObiTb co3gaH  KaTanor,

ykasaHHbl1 B none local-directory. OTa KomaHga He co3gaeT kaTtanor
aBTOMaTU4YECKN

Pexum
KOHcpurypauum

Pexxnm rnobanbHon KoHurypauum

BcTtpoeHHas
noackaska

BbinonHute 3Ty komMaHgy, 4TOObI 3arpy3uTb davn ¢ drnew-namaTn
nokanbHOro yctponctea Ha FTP-cepeep

3arpy3ka danna

FTP

KomaHpa copy ftp://username:password@dest-address[ /remote-
directory]/remote-file
flash:[ local-directory/ Jlocal-file
Onucanve username: ykasbiBaeT UM4 rornb3oBaTensa ang gocryna Kk FTP-cepsepy,
napamMmeTpoB cocTosilLeMy 13 He bornee 32 6anT u UCKIIoYasa Takme pasgenuteni, Kak /

: @ v npoben. DT0T NapameTp ABndeTca oba3aTenbHbIM.

password: ykasbliBaeT naponb Ang goctyna k FTP-cepsepy, cocToswwmia
He 6onee 4Yem u3 32 6anT M UCKMOYaa Takne pasgenutenu, kak / : @ u
npoben. 3ToT napameTp aBnseTca 06s3aTeNbHbIM.

dest-address: ykasbiBaeT IP-agpec ana FTP-cepsepa.
remote-directory: ykasblBaeT KaTtanor Ha cepBepe.
remote-file: ykasbiBaeT cann onsa sarpysku.
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local-directory: ykasbiBaeT kaTanor Ha nokanbHOM yCTponcTee. Ecriv oH He
yKasaH, ykasblBaeT Ha TEKYLLMIN KaTanor.

local-file: nepenmeHoBbIBaET dhann B fIoKkanbHON new-namsTu.

NMPUMEMAHUE: Ha ycTponcTBe [nOMKeH ObiTb CO30aH  KaTanor,
ykasaHHbld B none local-directory. 3Ta koMaHga He cosgaeT katanor

aBTOMAaTUYECKU
Pexxum Pexnm rnobanbHon KoHdUrypaumm
KOHUrypauum
BctpoeHHas BbinonHuuTte 3Ty KomaHay, 4tobbl 3arpy3uTb davn ¢ FTP-cepeepa Bo
noackaska dnew-namaTb NoKanbHOro yCTpomncTea

8.4.1.6. NMpumep KoHcpUrypaumm

3arpy3ka danna

OTansbl 3arpysute nokanbHbli pann local-file B gomawHwuin katanor home
KOHcpurypauum yCTpOMUCTBA B KOpHeBOW kaTanor root FTP-cepBepa C WMeEHeM
nonb3oBartensa user, naponem pass u IP-agpecom 192.168.23.69 wu
nmeHem panna remote-file

QTECH# copy flash: home/local-file
ftp://user:pass@192.168.23.69/root/remote-file

MpoBepka MpoBepbTe, cyllecTByeT N hann yganeHHoro ganna Ha FTP-cepsepe
KOHcpurypauum

CkaumBaHue danna

OTansbl 3arpysute cpann remote-file n3 kopHeBoro katanora root FTP-cepBepa ¢
KOHcpurypauum UMeHeM nonb3oBaTens user, naponem pass u IP-agpecom 192.168.23.69
B JOMaLUHUIM kaTanor home yctponcTtea n coxpaHute dann kak local-file

QTECH# copy ftp://user:pass@192.168.23.69/root/remote-file flash:
home/local-file

MpoBepka lMpoBepbTe, cywecTteyeT nu cann remote-file B gomawHem kartanore
KOHdUrypaumm home cnew-namaTu

8.4.1.7. TUNUYHbIEe OLLUOKU

° (DOpMaTbI KOMaH4 Ona 3arpy3kun n ckavymBaHua HeBepHbI.
° HeBepHoe M4 nonb3oBaTtenda Unn naporsib.
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8.4.2. HacTpouka AononHUTenbHbIX (PYHKLUN

8.4.2.1. PeaynbTaT KOHUrypauumm

YcTaHoBUTE pexuMbl NOAKMIOYEHNS U Nepeaayn 1 HacTponTe UCXOAHbIN IP-agpec knveHTa ans
3arpysku 1 ckadmBaHus dannos.

8.4.2.2. MNpumeyvaHusn

Ecnn Heobxoanmo HacTpouTb knueHT FTP Ha ocHoBe VRF, cHavana ykaxute VRF.

8.4.2.3. dTanbl KOH(pUrypaumum
YcTaHOBKa pexuma NogKnioyYeHus B aktuBHoe (Port)

e  OnuyuoHanbsHo.
e HacTtpoiTe pexum nogkntodeHus FTP.
YcTaHoBuTe pexum nepegaum B ASCII

e  OnuuoHanbHo.
e HacTtponte pexum nepegaydn FTP.
Hactponte ncxogHsin IP-agpec knueHrta FTP

e  OnuuoHanbHo.
e Hactponte ucxogHoin IP-agpec knueHta FTP.
BoccTtaHOBneHMe HacTpPOeK NO yMO4aHUo

e  OnuuoHanbHo.
e BoccraHoBuTe HacTporku knueHTa FTP no ymonyanuio.
8.4.2.4. NMpoBepka KOHdUrypauum

BbinonHute komaHgy show run, 4tTobbl NPOBEPUTL pe3yrbTarT.

8.4.2.5. CBA3aHHbIe KOMaHAbI

YcTaHOBKa pexuma nogkntoyeHus B aktuBHoe (Port)

KomaHpa ftp-client [ vrf vrf-name ] port

Onucanve vrf vrf-name: ykasbiBaeT VRF

napameTpoBs

Pexxum Pexwum rmobanbHon KoHdUrypaumm

KOHUrypauum

BctpoeHHas BbinonHuTe 3Ty KOMaHAy, YTOObl YCTAaHOBUTL PEXMM MOAKITHYEHUS Ha

nofckaska aktmBHbI (PORT). Mo ymonyaHuio mMcnonb3yeTcs NacCUMBHBIA PEXUM
noakntoveHuns (PASV)
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Hactponte ncxogHsin IP-agpec knneHrta FTP

KomaHga ftp-client [ vrf vrifname ] source-address {ip-address | ipv6address}

Onucanwue vrf vrf-name: ykaswiBaet VRF.

HEIpELAEL e ip-address: ykasbiBaeT IPv4-agpec nokanbHoro nHTepdeiica.
ipv6-address: ykasbiBaeT |IPv6-agpec nokanbHOro uHTepdenca

Pexum Pexnm rmobanbHon KoHdUrypaumm

KOHGoUrypaumm

BcTpoeHHas BbinonHute 9Ty kOmaHgy, 4Tobbl HacTpouTb |P-agpec wHTepdelica

noAckaska KNueHTa Ong nogkroyeHnsa K cepsepy. 1o ymonyaHuio Ana KnNneHta He

3ajaH nokanbHbIv IP-agpec. BmecTo aToro mapupyT Bblbupaet IP-agpec
ONS KNneHTa

YcraHoBuTe pexum nepeaaym B ASCII

KomaHga ftp-client [ vrf vrf-name ] ascii

OnwucaHuve vrf vrf-name: ykasbiBaeT VRF

napameTpos

Pexxum Pexxm rmobanbHomn KoHdurypauum

KOHdoUrypaumm

BcTpoeHHas BbinonHuTe aTy komaHay, 4Tobbl ycTtaHoBUTE pexnm nepegayn ASCII. Mo
NnoAcKaska YMONYaHMIO UCNOSb3YETCH ABOUYHBLIN PEXUM Nepenayu

BoccTaHoBeHue HacTpoekK no yMOJN4aHUO

KomaHga default ftp-client [ vrf vrf-name ]

OnwucaHve vrf vrf-name: ykasbiBaeT VRF

napameTpoBs

Pexxum Pexwum rmobanbHon KoHdUrypaumm

KOHpurypauuu

BcTpoeHHas BbinonHute 3Ty KOMaHgy, 4TOObl BOCCTAHOBWUTb HACTPOMKWM MO
noackaska YMONYaHUIO, @ WMEHHO, PEeXWM MOOKMIOYEHNSA, YCTaHOBIIEHHbI Ha

naccuBHbln (PASV), pexum nepepaun aBouvHoro koga u IP-agpec
NCTOYHMKA yaaneH
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8.4.2.6. Npumep KoHcurypaumm
HacTpowka AononHUTEenbHbIX (PyHKLNN

JTanbl KoHpUrypauum e YcTaHoBUTE pexum nogkroveHna FTP k nopty.

e YcraHosute pexum nepegaym ASCII.

e YcrtaHoBuTe IP-agpec nctoyHmka Ha 192.168.23.167.
e YCTaHOBWUTE pexum nogkroyeHus vrf 123 Ha nopr.

e YcraHoBute pexum nepegaum vif 123 8 ASCII

QTECH# configure terminal

QTECH(config)# ftp-client ascii

QTECH(config)# ftp-client port

QTECH(config)# ftp-client source-address 192.168.23.167
QTECH(config)# ftp-client vrf 123 port

QTECH(config)# ftp-client vrf 123 ascii

QTECH(config)# end

MpoBepka KoHUrypauum 3anyctute komaHgy show run Ha ycTponcTBe, 4TOObI
NpPoBepPUTb, AENCTBYET NN KOHUrypauus.

QTECH# show run

!

ftp-client ascii
ftp-client port
ftp-client vrf 123 port
ftp-client vrf 123 ascii

ftp-client source-address 192.168.23.167
I

8.4.2.7. TUNUYHbIEe OLLUOKU

e lcxogHbin IP-agpec He aBnsieTca nokanbHbiM IP-agpecom.
e [lepepn HacTpovikon komaHabl ftp-client vrf HacTponTe komangy vrf.

8.5. KoHTponb coctosiHuA

8.5.1. OTobpaxeHue

Onucanune KomaHpa
OTobGpakaeT KoOHUrypaumo show run
FTP-knneHTta
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8.5.2. OTnagka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbl NpW BbiBOAE OTMaAo0YHOW MHGOpMaumn.
[MoaTomy, oTKMOUYUTE OTNAAKY Cpa3dy nocne UCMNorb30BaHUS.

OnucaHue KomaHpa

Otnagka FTP-knueHTa debug ftp-client
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9. HACTPOUKA TYHHENbHOIO MHTEP®ENCA
9.1. O630p

WHTepdencobl TyHHeNnen — 3710 BUPTYasibHble MHTEpdENChl, UCMONb3yeMble ONA BHeOPEHUd
TYHHENMpoBaHus. TyHHenNbHbIN MHTepdenc obecnednBaeT CTaHAAPTHbIA KaHan nepegayun, u
BaM He HYXXHO yKa3sblBaTb TPAHCMOPTHbIA MPOTOKOSN UM MPOTOKOS NONIe3HOW Harpy3sku. Kaxabin
NHTepenc TyHHeNs npeacTaBnsdeT cobomn kaHan nepegaydun.

CDyHKLI,VIF-I TYHHEIMNpPOBaAHUA BKIKO4YaeT cneaymne KOMMOHEHTbI:

e KOHTpOnb Harpysku: MCronb3yeTcs ANs WMHKaNCynauun LaHHbIX, NepefaBaemblX B
TyHHenax. Hanpumep, npotokonsl IPv4 n IPv6 paboTatoT Kak NpOTOKOSMbl MOfe3HOM
Harpy3ku. TyHHenu c obwen uHKancynauven wMapwpyTtusaumm (GRE) moryt
nepegaeaTtb AaHHble |IPv4 nnu IPV6.

e [lpoTokon nepefayM AaHHbIX: WUCNONb3YeTCs AN BTOPUYHOW WHKANCynsauun wu
noeHTUduKauun nepefaBaembiX [aHHbIX. B TyHHeENnsax, ONMCaHHbIX B HACTOALLEM
AOKYMEHTE, UCNonb3yeTcs ToNbKo TyHHernb GRE ¢ npoTokonom nepegayn gaHHbIX, TO
ectb npotokorniom GRE. B gpyrnx TyHHensx ucnonb3ytotca npoTokonsl IPv4 n IPv6.
MakeTbl MHKaNCYNMPYOTCS C BHELLHMMUM 3aronoBkamu [IPv4 n IPv6.

e [lpoTokon TpaHcnopTa: UCNonNb3yeTcs ANs Nnepeaayn AaHHbIX, HKancynmpoBaHHbIX BO
BTOPOW pa3 Mo npoTokony nepefayvm faHHbix. O6opygosaHve QTECH wcnonbayioT
LLUMPOKO NpuMeHsaeMble npoTokosbl IPv4 n IPv6 B kayecTBe TpaHCMOPTHbLIX MPOTOKOSOB.

TYHHENbHbIA PEXUM MOXXHO MCMONb30BaTh AN YCTAHOBMEHUS CBSI3N MEXAY ABYMSI YaCTHbIMU
CeTsIMU1, UCMONb3YHOLUMN OAMH U TOT )Xe NPOTOKOJ, Yepe3 reTeporeHHyo obLLEAOCTYMNHYO CeTb.

TyHHeJ'II/IpOBaHVIe npuMeHnMO K cnefgyrouwm cueHapuam:

e [lockonbKy TyHHeNWpoBaHWe MoAdepXMBaeT pasfnuyHble MNPOTOKOMbl  MONEe3HON
Harpysku, OHO NO3BONSET OCYLLECTBNSATL CBA3b MEXAY NOKaNbHbIMWU CETSIMU, B KOTOPbIX
MCNONb3YTCH NPOTOKOSbI, OTNUYHLIE OT IP, yepes egunyto cetb (IP-ceTb). Nockonbky
TYHHenMpoBaHue paboTaeT Ha MapLupyTax, UCNOMb3YLWNX TPAHCNOPTHLIE NPOTOKOSbI
(IP-npoTokonbl), OHO no3Bonser 6onee LWMPOKO MNPUMEHATb MPOTOKOMblI  C
OrpaHU4yeHnemM rnepexoaos.

e TyHHenupoBaHue MNO3BONSAET MOAKNIOYATL OTAErNbHbIE MOACETU Yepe3 efUHYH CeTb
(IP-ceTb).

e  TyHHenupoBaHuWe NO3BONAET BKNIOYUTL (PyHKUMIO BUpTyansHon YyactHou cetu (VPN) B
rnobanbHbix cetax (WAN).

VlHKal'Ich'II/IpOBaHHbIe OaHHble nepenarnTca 4Yepeld TYHHEeNU, 4YTO 4ABNAeTCA CIOXXHbIM
npoueccomMm. B HEKOTOPbLIX Ccly4daax HeobxoaMmo 06paTI/1Tb BHMMaHMe Ha cnegywuune
N3MEHEHUNA:

e [lockonbKy TyHHENb SABMASETCS JIOrMYECKMM KaHanom, OH, NO-BUOUMOMY, SIBisieTcs
OfHMM nepexoaom B mapLupytusauun. OgHako akTuyeckm CTOMMOCTb MyTU MOXET
ObITb 6onee ogHoro nepexoga. Npu ncnonb30BaHUKU TYHHENS ANS nepegayun obpatuTe
BHMMaHue, YTO MapLUpyT KaHana TyHHenst OTniM4aeTcs oT hakTM4eckoro mapLupyTa.

e [lpn HacTponke 6paHomayspa unu cnucka koHTpons goctyna (ACL) npumute BO
BHUMaHME KOHdUrypaumio TyHHens. [lponyckHasi CnOCOBHOCTb M MakcumarnbHbIV
pasmep nepegasaemoro naketa (MTU), paspelleHHbIn NPOTOKONaMu MOfe3HON
Harpysku, MeHbLle TEOPEeTUYECKUX 3HAYEHUN.

9.1.1. NMpoToKonbl U cTaHAAPTbI
e RFC2784: obwas uHkancynsaums mapwpyTta (GRE).
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RFC2890: paclumpeHus knioda 1 nopsiakosoro Homepa and GRE.
RFC3056: nogkntoyeHne gomeHoB IPv6 yepes obnaka [Pv4.

RFC3068: Anycast Prefix onst peTpaHCNATOPHbIX MapLpyTM3aTopoB 6Ha4.
RFC3964: Bonpockl 6e3onacHocTy ans 6Ha4.

RFC4023: wHkancynaums MPLS B uHkancynsumm IP vnn obwen mapipytmsaumm
(GRE).

RFC4087: IP-TyHHenb MIB.
RFC4213: 6a30Bble MeXaHM3Mbl Nepexoga A XOCTOB U MapLupyTmusaTtopos IPv6.

RFCA4797. wucnonb3oBaHne oOwen wHkancynsumm mapwpytnsadun (GRE) wnu
IP-agpeca B BupTyanbHbix YacTHbix IP-cetax BGP/MPLS IP (PE-PE).

RFC5158: cneundukauma genernposaHms 6Ha4 obpatHoro DNS.
RFC5214: BHyTpucanToBasi aBTomatuyeckas agpecaumns tyHHenen (ISATAP).
RFC5332: MHOoroagpecHasa uHkancynsaums MPLS.

RFC5579: nepegayva naketoB IPv4 no nHTepdencam MpoToKofia aBTOMaTU4ECKOro
TyHHenupoBaHus (ISATAP) Ha BHyTp1canToBon OCHOBE.

RFC5845: napameTtp kntoda obwen uHkancynsuum mapuwpyTtm3aumm (GRE) ans
MO6MnbHOro Npo3payHoro (proxy) IPV6.

RFC6245: pacwupeHue knioda obwen mHkancynsuun mapuwpytmsaumm (GRE) ons
mMobunbHoro 1Pv4.

RFC6343: pekomeHgauumn no passepTbiBaHNO 6Ha4.
RFC6372: ynpaensiemMble NpoBangepomM TyHHenu 6Ha4.
Onuwnn draft-zhou-dhc-gre-option-00 DHCPv4 n DHCPv6 ana GRE.

draft-templin-v6ops-isops-18 PykoBoACcTBO No aKchnnyaTtauuu paseepTbiBaHus IPv6 Ha
y3nax IPv4 c ncnonb3oBanunem ISATAP.

9.2. MNpnmeHeHue

NMpumeHeHue OnucaHue

Hoctyn k cantam |IPv6 B cetu | [locTyn Kk carTtam IPv6 B kamnycHon cetu

Kamnyca

MogkntoveHne cetn kamnyca | CoeguHSIET ceTb KOMMIIEKCa 30aHNn C MarncTpanbHOW CeTbio
K MmarnctpanbHon cetn IPv6 | |[Pv6

9.2.1. focTtyn K cautam IPv6 B ceTn kamnyca

9.2.1.1. CueHapuu

Cepsepsbl IPV6 pa3BepTbiBalOTCS B HEKOTOPbIX KAMMYCHbIX ceTax, v MK gomkHbl MMeTb A0CTynN K
cepBepam. [Ong peanusauuu [OCTyNna MOXHO WCNOMb30oBaTb BHYTPUCAWTOBLIA MPOTOKON
aBTOMaTMyecKkon agpecaumm TyHHenen (ISATAP).
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> |Pv4-ceTb

[

L T T IOATAD |
________________ e EEEEEEEE "
ISATAP-RELAY

MNonb3oBaTens v4/ve

PucyHok 9-1.

|PvB-ceTb

ISATAP-RELAY nogoepxuBaeT TyHHenupoBaHue. lNonb3oBatenu B KammnyCHOW CeTu MOryT
nonyyaTtb OocTyn K cepBepam |IPv4 Hanpsimyto depes3 cetb IPv4, HO um TpebyeTtcsa gocTtyn K

cepepam IPv6 yepes TyHHenb ISATAP.

9.2.1.2. OnucaHue

o [lonb3oaTenu IPv4 n IPv6 nony4atoT goctyn Kk cetn IPv4 ¢ nomolbto agpecos IPv4.
e [lonb3osaTtenu IPv4 n IPv6 nonyyatot goctyn Kk cetn IPv6 yepes TyHHenb ISATAP.
e TyHHenb ISATAP yctaHaenusaetcs mexay K n mapwpyTtusatopom ISATAPRELAY.

9.3. HacTtpouka

HacTponka OnucaHue u KomaHaa

HacTponka (OBsazaTenbHO) ncnonb3yeTcs ANg co3naHus TYHHENemn

TYHHEIbHOro

nHTEpenca Interface tunnel CosgaeT TYHHerNbHbI HTepdeiic
tunnel source HacTtpauBaeT nokanbHbI agpec TyHHens

Hactponka pexuma @ (ONUUOHAJIBHO) ncnonb3syetcs Ans HACTPOWMKN pexnma TyHHens

JIOKaribHOro agpeca TYHHENA

TyHHEens
tunnel mode HacTtpauBaeT pexxum nHkancynauum
TYHHENS
HacTtponka (Heobs13aTenbHO) ncnonb3yeTcst ANg HAaCTPONKM NOKanNbHOro agpeca

tunnel source HacTtpauBaeTt agpec TyHHens

@ § QTECH

MWP [OOCTYMNHEE

213




PykoBoacteo no HacTponke QSW-8113

HacTpolika TyHHenbHOro nHtepdenca W
Hactpowka OnucaHue n KomaHaa
HacTtpovika agpeca | (HeobsizaTenbHO) ncnonb3yeTcs Anst HACTPONKM OQHOPaHrOBOro
O[IHOPaHIOBOW CETU | agpeca TyHHens
tunnel destination HacTpoWka agpeca ogHOpaHroBomn ceTu
TYHHENS
HacTponka TOS | (ONMUMNOHAJIBHO) ncnonb3yeTcsa anga HacCTPOMKK Tuna
TyHHens o6ecnyxusanusa (TOS) TyHHeNs
tunnel tos Hactponka TOS-TyHHens
HacTponka TTL [(ONUMOHAJIIbHO) wncnonb3yeTcst Onsi HAaCTPOMKN BPEMEHMU KU3HU
TyHHensA (TTL) TyHHENSA
tunnel ttl Hactponka TTL-TyHHenNs

9.3.1. HacTpouka TyHHenbHOro uHtTepcenca

9.3.1.1. PeaynbTaT KOHUrypaumm

CospanTe TYHHENbHbIN MHTEpPMENC.

9.3.1.2. dTanbl KOHcpUrypaumum
Co3paHue TyHHenbHOro nHTepdenca

e BbinonHute komaHay interface tunnel number B pexume rnobanbHOW KOHUrypauum
Ana co3gaHns nHtepdenca TyHHens.

e Cnyxba TyHHENMPOBaHMWS [OCTYMHA TOMbKO NOCMe CO3AaHus MHTepdenca TyHHens.

9.3.1.3. NpoBepka KOHhUrypauum

BeinonHute komangy show interface tunnel number, 4yTo6bl NpoBEPUTL, YCNELLHO N CO3A4aH
TYHHEIbHbIN NHTEepdenC.

9.3.1.4. CBAA3aHHble KOMaHAbI

HacTtpowka nHtepcenca TyHHens

KomaHpa interface tunnel number

Onuncanwne number: ykasbiBaeT HOMep UHTepdenca TyHHeNs
napameTpoB

Pexnm Pexwnm rnobansHon KoHdUrypaumm
KOHUrypauum
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NMpoBepkKka KOHUrypaumm TyHHens
KomaHpga show interface tunnel number
Onucanwue number: ykasbiBaeT HOMeEpP MHTepdenca TyHHeNs
napameTpoB
Pexum Pexnm rmobanbHon KoHUrypauum
KOHUrypauum

9.3.1.5. Npumep KoHcurypaumum

Co3paHue TyHHenbHOro nHTepdenca

OTansbl CospanTe TYHHENbHLIN MHTepdenc
KOHdoUrypaumm

QTECH# configure terminal
QTECH(config)# interface tunnel 1 QTECH(config-if-Tunnel 1)# end

MpoBepka [MpoBepbTe KOHGUrypaumto nHTepdenca TyHHens
KOHdoUrypaumm

QTECH# show interface tunnel 1

Tunnel protocol/transport is gre ip

9.3.1.6. TUNUYHbIEe OLLUOKU

e  HeBO3MOXHO co34aTh TYHHENbHLIN MHTEPdENC U3-3a HEXBATKN NAMATN.
e HeBO3MOXHO cOo30aTb TYHHENbHbIA UHTEPENC N3-3a HEXBATKN annapaTHbIX pecypCcoB.

9.3.2. HacTtpouka pexuma TyHHens

9.3.2.1. PeaynbTaT KOHUrypaumm

HacTponTe pexum MHKancynauum TyHHend B pexume KOHdurypauuu uHTepdenca TyHHens,
ecnn HeobX0AMMO MCMONb30BaTb TYHHENb B PEXUME MHKANCynAauun, He YCTaHOBNEHHOM Mo
YMONYaHMIo.
9.3.2.2. 3Ttanbl KOHtUrypauumm

Hactponka pexuma TyHHens

e  OnuyuoHanbHo.
e Pexum nHkancynsumm KOMMyTaTopOB MO YMOYaHUIO — TYHHENbHbIV PEXUM ipVGip.
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e  YTOObl U3MEHUTb PEXUM UHKaNCynsaumMmM no yMonyaHuto, BbINOMHUTE KomaHay tunnel
mode B pexunme KoHpurypauum nHtepdenca TyHHens.

9.3.2.3. NpoBepka KOHhUrypauum

BbinonHute komangy show interface tunnel number, 4ToGbl NPOBEPUTbL, HACTPOEH NN PEXNM
WHKaNCynsaumMm TyHHens.

9.3.2.4. CBA3aHHble KOMaHAbI

Hactponka pexnma TyHHens

KomaHpa tunnel mode { gre {ip | ipv6} | ipv6 | ipip | ipv6ip [6t04 |
isatap ] }

OnuncaHue napameTpoB Kaxgblh  pexmm COOTBETCTBYET pasHblM  hopmartam
WHKancynsumMmM nakeToB, OTNPaBIiEHHbIX WHTepdencom
TYHHens.

gre ip ykasblBaeT, YTO NaKeT MHKaMNCyNMpOBaH C 3arofloBKOM
GRE wu 3aronoskom |Pv4 nocnepoBatenbHO, a 3aTtem
nepegaeTcs no Hoeon cetn IPv4.

gre ipv6 ykasblBaeT, 4YTO MaKeT MWHKaNcynupoBaH C
3aronioBkom GRE u 3aronoskom |IPv6 nocnegoBaTtenbHo, a
3aTemM nepegaeTtcsa no Hoeou cetu IPV6.

ipv6 ykasblBaeT, 4TO MakeT, OTNPaBIiE€HHbIN 4epe3
TYHHEINbHbIN MHTEPAENC, MHKaMNCYnMpyeTcs C 3arorioBKOM
IPv6, a 3aTem nepegaeTcs no HoBown cetn IPv6.

ipip yKasblBaeT, YTO TYyHHENbHbIN WHTepdenc nepepaet
Tonbko naketbl |Pv4, a nakeT, OTNpaBrfeHHbIn 4epes
TYHHENbHbIA UHTEPdENC, MHKaMNCYNMpyeTcs C 3arosioBKOM
IPv4, a 3aTem nepegaeTcs no HoBow cetu IPv4.

Ipv6ip ykasblBaeT, YTO TYHHEmNbHbIN MHTEpdenc nepenaet
Tonbko nakeTbl IPv6, a nakeT, OTNpaBneHHbIn 4epes
TYHHENbHbIA UHTEPMENC, MHKancynupyeTcs C 3arofioBKOM
IPv4, a 3aTem nepegaeTcs no HoBow cetu IPv4.

MpepwecTByoWmME TYHHENN NpeacTaBnAlT cobon TyHHeNm
C py4YHbIM yrpaBneHnem, a TyHHenu ¢ npotokonom IPv6IP,
6to4 n ISATAP gensioTca aBTomMatuyeckumu. Bo Bpems
WHKancynsaumm  naketoB  agpec  IPv4  HasHadeHus
conocrtaBnsieTcda ¢ agpecom |IPv6 HasHavyeHns

Pexxnum koHGurypaumm Pexxum koHdurypauum nHtepdpenca

BcTpoeHHasa nogckaska Ha oboux koHuax TyHHens JofmKeH ObiTb HACTPOEH OAVH U
TOT € PEXMM MHKaNcynaunn. B npoTMBHOM criydae TyHHenb
He cMoxeT paboTaTb
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9.3.2.5. Npumep KoHcurypaumm
HacTtpouka IPv4 B pexume nHkancynsuum IPv4

OTansb! Hactponte pexum wuHkancynauum |IPv4 4vepes IPv4 Ha wHTepdence
KOHGoUrypaumm TYHHEns

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config)# end

lMpoBepka [MpoBepbTe KOHGUrypaumo nHTepdenca TyHHens
KOHdoUrypaumm

QTECH# show interface tunnel 1

Tunnel protocol/transport is ipip

9.3.2.6. TUNNYHbIE OLLNOKM

TyHHenb 6to4 wvnn ISATAP HacTpoeH Ond BUPTyanbHOroO 3K3eMmnrisipa MaplipyTv3aumm u
nepecbinikn (VRF), KOTOpbIV yXXe HacTpoeH ¢ TyHHenem 6to4/ISATAP.

9.3.3. HacTpouka nokanbHoro agpeca

9.3.3.1. PeaynbTaT KOHhUrypaumm

HaCTpOIZTe nokanbHbIn afapec TyHHenA.

9.3.3.2. NpumeyaHun

e JlokanbHbln agpec TyHHenst OOMMKEH coBrnafdaTb C TPaHCMNOPTHLIM MPOTOKOMOM,
ncnonb3yembiM TyHHernem. B npoTuBHOM cnyvae uHTepdenc TyHHens He 6yaer
paboTaTb (OygeT OTKMNOYEH).

e Ecnu nokanbHbIM agpec ykasaH KOCBEHHO MyTeM HaCTPOWKW OpYyroro uHTepdenca,
nokanbHbIA agpec sABNAeTcsi OCHOBHbIM agpecom IPv4 vnu nepBbiM rnobanbHbIM
obwenoctynHeiM agpecom IPV6.

9.3.3.3. 9Tanbl KOHcUrypaumm

HacTtpouka nokanbHoro agpeca

e ObGasaTtenbHoO.

¢ BhinonHuTte kOMaHgy tunnel source B pexunme KoHUrypaumm nHtepdenca TyHHens,
4yTOObl YKa3aTb NOKasnbHbI aapec TYHHens.
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9.3.3.4. NpoBepka KOH(pUrypaumum

BbinonHuute komangy show interface tunnel number, 4To6bl 0TOGPa3nTL NOKanbHbIM agpec

TYHHens.

9.3.3.5. CBsi3aHHbIe KOMaHAbI

HacTpoiika nokanbHoro agpeca

KomaHpa tunnel source { ip-address | interface-name interface-number }
Onucanwue ip-address: ykasbiBaeT agpec IPv4 nnn IPv6.

napameTpos Interface-name interface-number: yka3blBaeT Ha MHTepdeiic ypoBHS 3
Pexnm Pexxum koHdurypaumm nHtepderica

KOHcpurypauum

BctpoeHHas Ecnu agpec IPv4 vnu IPv6 ykasaH Hanpsimyto, HEO6X0OUMO HaCTpOUTb
noackaska agpec ycTpouncTea

9.3.3.6. NMNpumep KoHcpUrypaumm

Hactpouka nokanbHoro agpeca

OTansbl HacTtpoinTe nokanbHbIn agpec TyHHens kak 1.1.1.1
KOHcpurypauum
QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel source 1.1.1.1
MpoBepka IMpoBepbTe KOHUrypauuio uHTepdenca TyHHens
KOHdpurypauuu

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is no set
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9.3.4. HacTtpounka agpeca oqHOpPaHroBomn ceTu

9.3.4.1. PeaynbTaT KOHcUrypaumm

TyHHENb B pYYHOM peXMMe MOXHO Mcnonb3oBaTb (MHTepdenc TyHHensi paboTaeT) TONbKO
nocne HacTpPoOWKW agpeca 0gHOPAHIrOBOW CETW.

9.3.4.2. NpumeyvaHusn

Aznpeca oQHOPaHroBbIX Y3/10B HEe MOryT OblTb HACTPOEHbI ANS aBTOMATUYECKUX TYHHENEWN.

9.3.4.3. Tanbl KOH(pUrypauum

Hactponka agpeca ogHOpaHroBowu ceTu

e Agpeca ogHOPAHroBbIX Y3I0B AOIMKHbI ObiTb HACTPOEHbI ANA BCEX TYHHENen, Kpome
TYHHenen 6to4 n ISATAP.

e BhuinonHute KomaHgy tunnel destination B pexume KoHdUrypaumm uHTepdenca,
4YTOObI HACTPOUTL agpec OAHOPAHIOBOM CETU TYHHENS.

9.3.4.4. NpoBepkKa KOH(pUrypaumm

BoinonHute komaHgy show interface tunnel, 4tobbl NpoBepuUTb, HACTPOEH NN appec

Ha3Ha4eHus.

9.3.4.5. CBA3aHHbIe KOMaHAbI

HacTponka agpeca 0o4gHOpPaHroBoun ceTm

KomaHga tunnel destination { ip-address }

OnwucaHve ip-address: ykasbiBaeT agpec IPv4 unu IPv6

napameTpoB

Pexxum Pexxum koHdurypaumm nHtepderica

KOHpurypauuu

BcTpoeHHas Heo6xoanmo HacTpoMTb OQHOPAHrOBbIM aapec TYHHENSI BPYYHYHO.

noAckaska Tun Habopa MPOTOKOMOB HACTPOEHHOTO aJpeca OJHOPAHIOBOMO y3na
JOMKEH COOTBETCTBOBATb MNPOTOKOMY TpaHCNopTa, MCNofb3yemMomy
TyHHenem. Ecnv oHM He coBnagawT, WHTepdenc TyHHens Oyger
OTKIIHOYEH (down)

9.3.4.6. Npumep KoHcpUrypauum

Hactponka agpeca ogHOpaHroBow ceTu

OTanbl
KOHcpurypauuu

HacTtponTe ogHOpaHroBbln agpec TYHHeNs kak 2.2.2.2

QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip

(@ arecy
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QTECH(config-if-Tunnel 1)# tunnel destination 2.2.2.2

[MpoBepka MpoBepbTe KOHUrypauuio uHTepdenca TyHHens
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source: UNKNOWN, destination 2.2.2.2, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip

9.3.4.7. TUNUYHbIEe OLLNOKU

° A,D,pec OﬂHOpaHFOBOVI CeTn HaCTpOeH Ad aBTOMaTU4eCKOro TyHHen4.

e  Aapec oQHOPaHroBOW CETU, HACTPOEHHbIV AN TYHHENs!, CoBMnaaaeT ¢ aapecom ApYroro
TYHHens.

9.3.5. Hactpounka TOS TyHHens

9.3.5.1. PeaynbTaT KOHUrypaumm

Ykaxute none TOS vnu Traffic Class B 3aronoBke TpaHCMOPTHOrO NPOTOKONa.

9.3.5.2. NpumeyaHusn

Ecnn none TOS wnu Traffic Class B 3aronoBke TpaHCNOPTHOrO NPOTOKOMa He ykasaHo, none
TOS nnu Traffic Class npoTokona konmpyeTcs B 3arofioBOK.

9.3.5.3. 9Tanbl KOH(Urypauum
HacTtpouka TOS TyHHens

e  OnuyuoHanbHo.

o  YT0Obl MBMEHUTb NPUOPUTET OAHHLIX TYHHENS B CETU, BbINOMHUTE KOMaH4y tunnel tos
B peXume KoHurypawumm nitepgenca.

9.3.5.4. NpoBepka KoOH(pUrypauum

3anyctute komaHagy show interface tunnel, ytobbl NnpoBepuTb, HacTpoeHa nu TOS.
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9.3.5.5. CBA3aHHble KOMaHAbI

Hactpowka TOS TyHHens

KomaHpa tunnel tos number

OnwucaHve number: ykasbiBaeT TOS TyHHens

napameTpoB

Pexxum Pexnm koHdurypaumm nHtepdenca

KOHGoUrypaumm

BcTpoeHHas Mo ymon4yaHuto, ecnun npotokon IPv4 ncnonbayetca Anst BHyTPEHHEN u
noackaska BHELWHEN WHKancynaumm B TyHHene, TOS-6anTbl BO BHYTPEHHEM

3arosioske |Pv4 konupytoTcst BO BHELLHMI 3aronoBok IPv4. Ecnn npoTokon
IPv6 ncnonb3dyetca Ana BHyTPEHHEN N BHELLHEWN MHKaNCcynauum kaHana,
TO GUT Knacca Tpaduka 8 BO BHyTpeHHeM 3aronoske IPv6 konupyeTcsa Bo
BHewWHW 3aronoBok |IPv6. B gpyrux cnydasix none TOS BO BHeLWHeM
3aronoske IPv4 n none Traffic Class B 3aronoeke |IPv6 nmeloT 3HayeHune
0

9.3.5.6. NMpumep KoHcpUrypaumm

Hactponka TOS TyHHens

OTansl Hactponka TOS TyHHens
KOHcpurypauum

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel tos 2

MpoBepka lMpoBepbTe KOHUrypauuio uHTepdenca TyHHens
KOHdpurypauuu

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0
Tunnel protocol/transport ipip

Tunnel transport VPN is VPN1
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9.3.6. Hactpouka TTL TyHHens

9.3.6.1. PeaynbTaT KOHUrypaumm

Ykaxute npegen Kon-Ba nepexogoB wn TTL pns 3aronoBKoB NPOTOKOJTa MUHKancynaunm

TYHHens.

9.3.6.2. ATanbl KOH(pUrypaumum

Hactponka TTL TyHHens

e  OnuyuoHanbsHo.
e [lo ymonuaHuio 3HadyeHme TTL paBHO 255, 4To siBNsieTCA MakCuMarsibHbIM 3Ha4YEHUEM.

L] Ytobbl YMEHbLNTb OrpaHn4vyeHne OJfinHbl KaHala TyYHHEeNA, BbINONIHATE KOMaHAdy TTL

TYHHens.

9.3.6.3. NpoBepka KOHhUrypauum

3anyctute komangy show interface tunnel, 4to6bl npoBepuTb, HacTpoeH nu TTL.

9.3.6.4. CBA3aHHbIe KOMaHAbI

HacTtpounka TTL TyHHens

KomaHpa tunnel ttl hop-limit

Onucanve hop-limit: ykasbiBaeT npegen nepexonoB Ans TYHHeNs

napameTpoB

Pexxum Pexwnm rnobanbHon KoHdUrypaumm

KOHpurypauuu

BcTpoeHHas OrpaHnyeHne nepexodoB YKas3biBaeT MaKCUMaribHOE  KONMYEeCTBO

noackaska MapLLPYTU3aTOPOB, Yepes3 KOTOpble MOXET MPOXOAUTb NakeT. 3HadeHue
no ymon4yaHmio — 255. 3ta KOMaHAa Mcnonb3yeTca AN YMEHbLUEHUS
OorpaHuYyeHns KonnyecTsa NepexoaoB

9.3.6.5. NMpumep KoHcpUrypaumm

HacTtpouka TTL TyHHens

OTansl Hactpownka TTL TyHHens
KOHcpurypauum
QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel ttl 3
MpoBepka lMpoBepbTe KOHPUrypaumo UHTepderica TyHHens
KOHcpurypauuu
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QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 3

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is VPNI1

9.4. KOHTpOnb COCTOAIHUA

9.4.1. OTobpaxeHue

OnucaHue

KomaHaa

OTtobpakaeT UHopMaLMIO
06 nHTepgence TyHHeNs

show interface tunnel number

9.4.2. OTnapka

CucTeMHble pecypcbl 3aHATbl NpW BbIBOAE OTNAfoyvHOM MHdopmaumu. oaTtomy, oTknoumTe
oTnagKy cpa3sy nocre Ucrnosib30BaHusl.

OnucaHue

KomaHpa

Bkntovaet oTnagky
UHTepdenca TyHHens

debug tunnel
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10. AHCTPYMEHTblI  TECTUPOBAHWUA  CETEBbIX
COEOUHEHUM

10.1. O630p

CpefctBa TECTMPOBaHUS CETEN CBA3M MOXHO UCMOMNb30BaTh AN NPOBEPKU MOAKMOYEHUS CETH,
a TaKke Ans aHanusa u obHapyxeHus HeumcnpasHocTen ceTu. CpeacTBa TECTUPOBaHUSA CETEBbIX
KOMMYHUKaUMA BKIOYaloT B ceba MHCTpyMeHTbl npoBepkn naketoB B WHTepHeTe (PING) n
Traceroute. Ping ucnonb3yetca Ons NPOBEPKN CoefuMHEHUS U 3adepXku ceTu. bonbluas
3agepxKa ykasbiBaeT Ha 6onee HU3Kyl CKOpoCTb ceTu. PyHKkuma traceroute nomoraet ysHaTb
TONONOMNID PU3NYECKUX N FNOFMYECKMX KaHanoB M CKOPOCTb nepedadn AaHHbIX. Ha ceteBoM
YCTPOWCTBE MOXHO BbINOMHUTL KOMaHAbl ping wu traceroute, 4ToGbI UcCnonb3oBaTb ABa
WHCTPYMEHTa COOTBETCTBEHHO.

10.1.1. MpoTokonbl U cTaHAAPTbI

e RFC792: npotokon coobuieHni ynpasneHnsa NHTepHETOM.
o RFC4443: npotokon ICMPv6 ansa npotokona VHTepHeTa Bepcumn 6 (IPv6).

10.2. NMpumeHeHne

NMpumeHeHune OnucaHue

TectupoBaHue cBsis3HocTu | CeTeBoe YCTPOMCTBO M Yy3en Ha3Ha4YeHWs MOAKIHYEHbl K
End-to-End IP-ceTn n HacTpoeHsl ¢ IP-agpecamun

TecT mapuipyTa xocTa CeTeBoe YCTPOMCTBO W Yy3en Has3HayeHus MNOOKMIOYEHbl K
IP-ceTn n HacTpoeHsb! ¢ IP-agpecamun

10.2.1. TectupoBaHue ceasHoctn End-to-End

10.2.1.1. CueHapun

Kak nokasaHo Ha PucyHke 10-1, ceTeBoe yCcTpomncTBO A 1 ueneBon xocT B nogkntoveHbl K IP-
ceTu.

Ecnn ceTeBOe yCTPOWCTBO U LeNeBOM XOCT NOAKIOYEHbI K IP-ceTu, Lenbio Tecta CKBO3HOMO
NOOKINIYEHNS ABNSAETCS NPOBEPKa BO3MOXHOCTU nepeaaym IP-nakeToB mexay ABYMS KOHLaMW.
LleneBon xocT MOXeT BbiTb CaMMM CEeTEBbIM YCTPOMCTBOM. B 3TOM crniyyae TeCT nogKnio4eHus
npeaHasHa4veH ans NnpoBepku ceTeBoro nHTepdenca n koHdurypauun TCP/IP Ha ycTponicTBe.

PucyHok 10-1.

10.2.1.2. OnucaHue

BbinonHuTe oyHKUMIO ping Ha CETEBOM YCTPOMUCTBE.
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10.2.2. TecT mapwipyTa XxocTa

10.2.2.1. CueHapuu

Kak nokasaHo Ha PucyHke 10-2, ceTeBoe yCTpoMcTBO A U ueneBon XocT B nogkntoveHsl K IP-
ceTu.

Ecnn n ceTeBoe YyCTPOMCTBO, M LIeNeBon XOCT NoakntodeHbl K IP-ceTn, TecT mapLlipyTa xocTa
HanpasneH Ha NPOBEPKY LUMO30B (MW MapLLPYTU3aToOpPOB), Yepes KoTopble NpoxoadT IP-nakeTsl
Mexay ABYMSI KOHUaMu coeguHeHus. Kak npaBuno, LEeneBon XOCT HaxXoaUTCs He B TOM Xe
cermeHTe IP-ceTu, 4TO 1 ceTeBoe YCTPOMUCTBO.

PucyHok 10-2.

10.2.2.2. OnucaHue

BbinonHnTe yHKUMIO TPACCMPOBKN HA CETEBOM YCTPOWCTBE.

10.3. KnroyeBble 0COOEHHOCTU

10.3.1. O630p
PyYyHKUUA OnucaHue
Ping-Tect lMpoBepbTe, AoCTyneH nu ykasaHHbIn agpec IPv4 wnu IPv6, n

oTo6pasnTe COOTBETCTBYIOLLYIO MHGOPMALIMIO

[MpoBepka TpaccupoBkm | OTOOpasnTe WNi3bl, Yepe3 KOTopble NPOXOAAT nakeTbl |IPv4 nnn
IPv6 npu nepegaye oT UCTOUHWKA K agpecaTy

10.3.2. Ping-TecT
10.3.2.1. NMpuHUUN paboTbl

MHCTpyMeHT ping oTnpaenseT cooblieHne 3anpoca npotokona ICMP Ha y3en HasHauyeHus,
yTobbl 3anpocutb coobuwieHne ICMP Echo Reply. Takum o6pas3om, MHCTpyMeEHT ping
onpenensieT 3agepxKy U COeAMHEHME MeXay ABYMsI CETEBbIMWN YCTPONCTBAMM.

10.3.2.2. CBsAA3aHHasA KOHdurypauums

BbinonHuTe komaHay ping.
10.3.3. NpoBepka TpacCUPOBKU

10.3.3.1. MpuHUMN paboTbl

WHcTpymeHT traceroute wncnonb3dyetr none Time to Live (TTL) B 3aronoskax ICMP- u
IP-coobweHnn gna tecta. CHavyana cpencTtBo traceroute Ha ceTeBOM yCTPONCTBE OTNpaBnseT
ICMP-coobuweHne ¢ TTL 1 Ha ys3en HasHadeHus. [locne nonyyeHuss coobLieHus nepBbl
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MapLpyTtm3atop Ha nytM ymedbwaeT TTL Ha 1. Mo mepe Toro, kak TTL crtaHoButcs O,
MapLupyTmM3aTop cbpacbiBaeT nakeTbl U Bo3BpawaeT coobuweHne ICMP Time exceeded Ha
ceTeBoe YCTPOMCTBO. [locne nony4eHns aToro coobLueHns cpeacTso traceroute oGHapyxmBaer,
YTO 3TOT MapLUPyTM3aTOp CyLleCcTBYeT Ha AaHHOM MNyTW, a 3aTeM OTnpaBnseT nakeT 3anpoca
ICMP c TTL 2 Ha y3en Ha3Ha4yeHus 4nsi oOGHapy>XeHnst BTOpOro MapLupytmsaTtopa. Kaxabin pas,
Korga WHCTpyMeHT traceroute yBenuumBaetr TTL B coobweHun 3anpoca ICMP Ha 1
obHapyxmBaeTCs elle OOuH MapLupyTu3aTtop. OTOT MpoLecc NoBTopseTcs A0 TexX mnop, noka
nakeT OaHHbIX He [OCTUrHeT y3na HasHadeHus. [locne TOro Kak nakeT OOCTUrHeT ys3na
Has3HadeHus, y3en Bos3Bpawaet coobuweHne ICMP Echo Bmecto coobuwenns ICMP Time
Exceeded Ha ceTeBoe ycTponcTBO. 3aTeM WHCTPYMeHT traceroute 3aBepliaeTr TecT u
oTobpaxaeT nyTb OT CETEBOro YCTPOMUCTBA K Y31y Ha3HaYeHus.

10.3.3.2. CBsAi3aHHas KOHdurypauums

BeinonHuTe KomaHgy traceroute.

10.4. HacTtpouka

HacTtpowka OnuncaHne n KomaHga
Ping-Tect (Heobs3aTenbHO) ncnonb3yeTcsa A4S NPOBEPKU AOCTYMHOCTU agpeca
IPv4 vinn IPv6
ping BuinonHsaeT dyHkuuio Ping
[MpoBepka (HeobsizaTtensHO) mucnonb3yeTca Anst oTobpaKeHus LUM30B, vepes
TPaccupoBKH KoTopble npoxoadat naketbl IPv4 nnu IPv6 npu nepegave M3 UCTOMHUKA
B Ha3HayeHue
traceroute BbinonHsaeT dyHKuuio
traceroute

10.4.1. Ping-TecT
10.4.1.1. Pe3ynbTaT KOHUrypauum

Mocne BBLIMOMHEHUSI piNg-TeCTa Ha CETEBOM YCTPOWCTBE MOXHO Y3HAaTb, MOAKMOYEHO N
ceTeBOe YCTPOWCTBO K Y3Ny Ha3Ha4YeHUsi U MOXHO N nepeaaBaTh MaKeTbl MEXAY CETEBbIM
YCTPOWCTBOM 1 Y3110M Ha3HaYeHusI.

10.4.1.2. NpumeyvaHusn

Ha ceTeBom ycTponctee aomkeH 6biTb HacTpoeH IP-agpec.

10.4.1.3. OTanbl KOHpUrypauum
e YT06bI NPOBEPUTL, AOCTYNEH N agpec IPv4, ncnonesynte komaHay ping IPv4.
e  YT100LI NpOBEPUTL, AOCTYNEH NK agpec IPv6, ncnonb3ynte komaHay ping IPv6.
10.4.1.4. NMpoBepka KOHhUrypauum

BbinonHute komMaHdy ping, 4TOGbI OTOGPa3MTb COOTBETCTBYIOLLYHO WHAOPMALMIO B OKHE
nHTepgenca komaHaHomn ctpoku (CLI).
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10.4.1.5. CBA3aHHble KOMaHAbI

Ping IPv4

KomaHpa

ping [oob | vrf vrf-name | ip] [address [via mgmt-name ] [length length ]
[ntimes times] [timeout seconds] [data data] [source

source] [df-bit] [validate] [detail] [interval millisecond]]

OnwucaHue
napameTpoB

oob: ykasbiBaeT ucnonb3oBaHne MGMT-nHTepderica Kak NCTOYHUKA.
OT0T NapameTp HeobxogmMmo HacTpouTb, ecnn nopt MGMT ykasaH B
KayecTBe MCXOAHOro nopTa.

vrf-name: ykasbiBaeT nmsi mapwpytusaumm u nepecoinkm VPN (VRF).
address: ykasbiBaeT agpec IPv4 HasHayeHus unm ums gomeHa.
mgmt-name: ykasbiaeT nopt MGMT B pexnme OOB.

length: ykasbiBaeT AnunHy naketa gaHHbIX. [AnanasoH 3HaveHnn ot 36 ao
18 024. nnHa no ymon4yaHunio — 100.

times: ykasblBaeT KONMYECTBO 3anpocoB. [Jnana3oH 3HayeHwun oT 1 go
4294 967 295

seconds: ykasblBaeT BpeMs OxuaaHus. 3HadeHne Bapbupyetca ot 1 go
10 cekyHa.

data: ykasbiBaeT faHHble B nakeTte. [laHHble - 3TO CTpoka pasMepoMm OT
1 po 255 6anT. Mo ymon4yaHuo CTpoka nmeeT 3HaveHume "abed".

source: ykasblBaeT ucxogHoln agpec IPv4 unn nopT-UCTOYHUK NakeTa.
Appec nHtepderica obpaTHon cBasu, Hanpumep, 127.0.0.1, He MoxeT
MCNoNb30BaTbLCS B KAYECTBE NCXOAHOro agpeca.

df-bit: HacTpownka 6uta DF IP-agpeca. Ecnu ansa 6uta DF yctaHoBneHo
3HayeHue 1, nakeT He coparMeHTUpoBaH. o ymonyanuio 6ut DF nmeet
3HayeHue 0.

validate: HacTporika NpoOBEPKM OTBETHOrO MakeTa.

detail: HacTponka oTobpaxkeHus coobuieHnss Echo Reply (axo-oTtBeT)
noapobHo. Mo ymonyaHuio Mcnonb3yeTcs TOMbKO BOCKMUATENbHbIN
3HakK (1) n Touka (.).
millisecond: ykasbiBaeT MHTepBan OTMNpPaBku naketa ping. 3HadeHue
Bapbupyetca ot 10 mc go 300000 mc. UHTepBan no ymondaHuto
cocrtasnseT 100 mc

Pexnm
KOHUrypauum

B pexume User EXEC MOXHO BbINOMHUTL TOMBbKO 6a30BYyt0 (OYHKLMIO
ping. B pexume Privileged EXEC MOXHO BbINOMHUTL PaCLUMPEHHYHO
dyHKUMIO ping.

B Opyrux pexumax HacTpOMKM MOXHO BbIMOMHUTL Komandy do ans
BbINOMIHEHUS  paclMpeHHoW  pyHKkumMmM ping. [Ons  nonyveHus
AOMOMHUTENBHOM  UHOpMaLMM O KOH(urypaumm CM. OnucaHue
KoMmaHAabl do
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Mcnonb3oBaHue Mpu BbINONHEHMM YHKUMM ping oTOBpaxkaeTca MHpopmaumst o6 oTBeTe
KOHpurypauuu (ecnn TakoBOW wuMmeeTCcHd), a 3aTeM BbIBOOUTCA COOTBETCTBYHOLLAs

ctatucTuka. C NOMOLLb0 PYHKLMN pacLUMPEHHOro ping MOXHO ykasaTb
KONMYECTBO, ANUHY U BPEMSI OXUOaHUsi NAaKeToB AN oTnpaBku. Kak 1 B
6asoBoi yHKUMM ping, OyaeT BbIBOAUTLCS COOTBETCTBYHOLLASNA
cTaTucTuKa.

UTto6bl Mcnonb3oBaTb MMS JOMEHa, HeoBXOAMMO CHavana HacTpouTb
cepBep goMeHHbIX MMeH (DNS). MNMogpobHee o HAacTpoike cM. B pasgene
Hactponka DNS

Ping IPv6

KomaHpa

ping [vrf vrf-name | [oob] ipv6] [address [ via mgmt-name ]
[length length ] [ntimes times] [timeout seconds] [data data]
[source source] [detail] [interval millisecond] [out-interface
interface]]

OnuncaHue napameTpos

oob: ykasbiBaeT ucnonb3oBaHne MGMT-uHTepdbernca kak
NCTOYHMKA. DTOT NapamMeTp HeobGXOAMMO HACTPOUTb, ecnu
nopT MGMT yka3aH B kadeCTBe UCXOOHOro nopra.

vrf-name: ykasbiBaeT nvs VRF.

address: ykasbiBaeT agpec |IPv6 HasHauyeHust nnu ums
AOMeHa.

mgmt-name: ykasbisaeT nopt MGMT B pexnme OOB.

length: ykasbiBaeT AnNuHY nakeTa AdadHbIX. [nanasoH
3HayeHun ot 16 go 18 024. AnuHa no ymonyaHuio — 100.

times: ykasbiBaeT KONMUYECTBO 3anpocoB. [uanasoH
3Ha4veHun ot 1 go 4 294 967 295.

seconds: ykasblBaeT BpeMs oXuaaHus.  3HaveHue
BapbupyeTcsa oT 1 go 10 c.

data: ykasbiBaeT gaHHble B nakeTe. [JaHHble - 3TO CTpoka
pa3mepom oT 1 oo 255 Gant.

source: ykasblBaeT wucxogHblh agpec IPv6 wnn nopt-
MCTOMHMK  nakeTa. Agpec wuHTepdenca loopback,
Hanpumep::1, He MOXEeT WCNoNb30BaTbCA B KayecTBe
NCXOAHOro agpeca.

detail: HacTporika oTtobpaxeHusa coobueHna Echo Reply
(axooTBeT) NogpobHO. Mo ymonyaHuio MCNoNb3yeTcs TONbKO
BOCKNMUaTenbHbIv 3HaK (1) 1 Touka (.).

millisecond: ykasblBaeT WHTepBan OTNpaBKM Naketa ping.
3HayeHune Bapbupyetcsa oT 10 mc go 300 000 mc. MHTepBan
no ymon4yanuio cocrasnsiet 100 mc
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Pexxum koHdurypaumm

B pexume User EXEC MOXHO BbINONMHUTL TONbKO 6a3oByto
dyHkumio ping IPv6. B pexnme Privileged EXEC moxHO
BbIMOMHNUTL paclUMpeHHyo dyHKumio ping IPv6.

B apyrnx pexmnmax HaCTpOMKM MOXHO BbIMOSTHUTL KOMaHAy
do 4nsa BbINOMHEHWA pacluMpeHHon dyHKuun ping. Ons
NonyYeHns 4oNoSTHNTESNbHOM MHAd)OpMaLMn O KoHdUrypaumm
CM. onucaHue koMaHabl do

Mcnonb3oBaHue
KOHdoUrypaumm

Mpn BbINONHeHUn dyHkuMn ping |Pv6 oTtobpasntca
nHdopmMaumss 06 oTBeTe (eCcnu TakoBOWM MMEETCH), a 3aTem
OyneT BbiBefeHa COOTBETCTBYHOLLAA CTAaTUCTMKA.

C nomowbto IPV6 dyHKUMM paclUMpEHHOro ping MOXHO
yKa3saTb KONIM4eCTBO, ANVHY U BPEMS OXXMAAHWSA NaKeToB AN
otnpaBkn. Kak n B 6asoson IPv6 dyHkuun ping, 6yaet
BbIBOAUTBLCS COOTBETCTBYHOLLAA CTATUCTUKA.

YUTtoObl Mcnonb3oBaTbk MMSA AOMEHA, HEOOXOAMMO cHavana
HacTpouTb DNS. NMoapobHee o HacTporke cM. B pasaene 6
Hactpoinka DNS

10.4.1.6. Npumep KoHcuUrypaumm

BbinonHeHue 6a3oBon dyHKUMM Ping

OTanbl KOHUrypaumm

B npusunernposaHHom pexxmume EXEC BbInonHUTE KOMaHay
ping 192.168.21.26

Common ping command:
QTECH# ping 192.168.21.26

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/10 ms

Detailed ping command:
QTECH#ping 192.168.21.26 detail

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26: bytes=100 time=4ms TTL=64
Reply from 192.168.21.26: bytes=100 time=3ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
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Reply from 192.168.21.26: bytes=100 time=1ms TTL=64

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/4 ms

MpoBepka KoHUrypaumm

OTtnpaBbTe NATb NakeToB pasamepoM 100 6anT Ha yka3aHHbIN
IP-agpec, n nigopmauumsa o6 oteete bygeTt oTobpaxaTbes B
yka3aHHoe Bpemsi (2 ¢ no ymon4yaHuio). [lanee BbiBOAUTCHA
cTaTucTuka

BbinonHeHue cyHKLUM pacumpeHHoro Ping

OTanbl KoHGUrypaumm

B npuBunermposaHHom pexunme EXEC BbinonHute komaHay
ping 192.168.21.26. Kpome TOro, ykaxuTe OfnHy, KOSIMYECTBO U
BpeMS OXuaaHus nakeToB

Common ping command:

QTECH# ping 192.168.21.26 length 1500 ntimes 100 data ffff
source 192.168.21.99 timeout 3

Sending 100, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:

< press Ctrl+C to break >
B

Success rate is 100 percent (100/100),
min/avg/max = 2/2/3 ms Detailed ping command:

ping 192.168.21.26 length 1500 ntimes 20 data ffff source
192.168.21.99 timeout 3 detail

Sending 20, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:

round-trip

< press Ctrl+C to break >

Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:

bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=2ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
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Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=3ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64

Success rate is 100 percent (20/20), round-trip min/avg/max

=1/1/3 ms

lMpoBepka KoHdUrypawmm

OtnpaBbTe gBaguatb 1500-6anToBbLIX NAkeTOB NO yKazaHHOMY
IP-agpecy, n nidopmaumst 06 oTBeTe (ECNM TakOBOW MMEETCS)
ByneT oTobpaxaTbCs B yka3aHHOe BpeMsi (Mo ymonyaHuo 3 c).

,El,anee BbIBOOAUTCA CTATUCTUKA

BbinonHeHue pyHkuum Common Ping IPv6

OTanbl KoHGUrypaumm

B npuunernposaHHom pexunme EXEC BbinonHuTe komaHgy
ping ipv6 2001::1

Common ping command:
QTECH# ping ipvé 2001::1

Sending 5, 100-byte ICMP Echoes to 2001:1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/2/10 ms

Detailed ping command:

QTECH#ping 2001::1 detail

Sending 5, 100-byte ICMP Echoes to 2001::1, timeout is 2
seconds:

< press Ctrl+C to break >

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims
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Reply from 2001::1: bytes=100 time=Ims

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/1/1ms

MpoBepka KoHUrypaumm

OTtnpaBbTe NATb NakeToB pasamepoM 100 6anT Ha yka3aHHbIN
IP-agpec, n nigopmauusa o6 otsete byget oTtobpaxarbeca B
yka3aHHoe Bpemsi (2 ¢ no ymon4yaHuio). [lanee BbIBOAUTCSH
cTaTucTuka

BbinonHeHue cpyHKUuUn pacwmpeHHoro Ping IPv6

OTanbl KoHGUrypaumm

B npusunerupoeaHHom pexmme EXEC BbINONHUTE KOMaHOy
ping ipv6 2001::5. Kpome TOro, ykaxuTe OfuHY, KONMYECTBO U
BPEMSI OXXMOaHUSA NakeToB

Common ping command:

QTECH# ping ipvé6 2001:5 length 1500 ntimes 100 data ffff
source 2001::9 timeout 3

Sending 100, 1500-byte ICMP Echoes to 2000:1, timeout is 3
seconds:

< press Ctrl+C to break >
T R T TR TR

Success rate is 100 percent (100/100), round-trip min/avg/max
= 2/2/3 ms Detailed ping command:

QTECH#ping 2001::5 length 1500 ntimes 10 data ffff source
2001::9 timeout 3

Sending 10, 1500-byte ICMP Echoes to 2001:5, timeout is 3
seconds:

< press Ctrl+C to break >
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::

5: bytes=1500 time=Ims
5: bytes=1500 time=Ims
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5

: bytes=1500 time=1ms
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Success rate is 100 percent (10/10), round-trip min/avg/max =
1/1/1 ms

MpoBepka koHpurypauun | OtnpasebTe cTo 1500-6aMTOBLIX NAKETOB NO YKa3aHHOMY aapecy
IPv6, n nndpopmaums o6 oreete (ecnu TakoBonm umeetcs) oyget
oTobpaxaTbca B yKazaHHOe Bpemsi (o ymonyanuio 3 c). danee
BbIBOAUTCA CTATUCTMKA

10.4.2. NMpoBepKa TpacCUPOBKMU

10.4.2.1. Pe3ynbTaT KOHUrypaumum

Mocne BbINOMHEHMS TPOBEPKN TPACCUPOBKN HA CETEBOM YCTPOMCTBE MOXHO Y3HaTb O TONoornm
MapLUpyTU3aLmm Mexay ceTeBbiM YCTPOMCTBOM M y3510M Ha3HavyeHus, a Takke O LUN3ax, Yepes
KOTOpble NakeTbl OTNPaBNAOTCA C CETEBOr0 YCTPONCTBA Ha y3en HasHauyeHus:.

10.4.2.2. NpumeyvaHusn

CeTeBoe yCTpPOMCTBO AOIMKHO ObITb HAcCTpoeHo Ha IP-agpec.

10.4.2.3. dTanbl KOHpUrypauum

e YT100OblI OTCNeguTb MapwpyT, No KoTopomy OyaeT cnepoBaTb nakeT IPv4 Ha yaen
HasHayeHus, BbINOMNHUTE KoMaHay traceroute IPv4.

e YT100OblI OTCNeguTb MapwpyT, No KoTopomy OyaeT cnepoBaTb nakeT IPv6 Ha yaen
HasHayeHus, BbINOMNHUTE KoMaHay traceroute IPv6.

10.4.2.4. NpoBepka KoOH¢pUrypaumm

BbinonHuTe komaHay traceroute, 4To6bl OTOOPa3nTL COOTBETCTBYHOLLYIO MHAOPMALMIO B OKHE
NHTepdenca KOMaHLHOM CTPOKN.

10.4.2.5. CBA3aHHbIe KOMaHAbI

Traceroute IPv4

KomaHga traceroute [oob | vrf vrf-name | ip] [adress [ via mgmt-name
] [probe number ] [source source] [timeout seconds] [ttl
minimum maximum]]

OnuncaHue napameTpos oob: ykasbiBaeT wucnonb3oBaHne MGMT-uHTepdenca kak
WCTOYHMKA. OTOT napameTp HeobGXoAMMO HACTPOUTb, ecru
nopT MGMT yka3aH B Ka4ecTBe MCXOOQHOrO nopTa.

vrf-name: ykasbiBaeT umsa VRF.

address: ykasbiBaeT agpec |Pv4 HasHauyeHus wnu umma
AOMeHa.

mgmt-name: ykasbiBaet nopt MGMT B pexnme OOB.

number: ykasblBaeT KONMYECTBO 3anpocoB. [dnana3oH
3HaveHun ot 1 go 255.

source:  ykasblBaeT uUcxoaHbln agpec IPv4  wnnu
NnopT-UCTOYHMK MakeTa. Agpec WHTepdenca obpaTHom
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cBs3n, Hanpumep, 127.0.0.1, He MOXEeT UCnonbL30BaThCH B
Ka4yeCcTBe MCXOAHOro agpeca.

seconds: ykasblBaeT Bpems  oxXuaaHus.  3HayeHue
BapbupyeTtcsa ot 1 go 10 c.

minimum maximum: yKasbiBaeT MUHUManbHOE "
MakcumanbHoe 3HaveHnda TTL. [uanasoH 3HauyeHunn ot 1 oo

255
Pexnm koHdurypaumm B nonb3oBaTtensckom EXEC-pexume MOXHO BbINOMHUTD
TONbLKO 6asoByto dYHKLMIO TpaccupoBKM. B

npusunernpoBaHHbli  EXEC-pexume MOXHO BbINONHUTL
pacLIMpPEeHHYI0 PyHKUMIO traceroute

Mcnonb3oBaHue
KOHdourypaumm

KomaHpa traceroute ncnonb3yetcs Ans NpoBEPKN CETEBOro
NOOKIIOYEHNA U TOYHOrO OMnpeadesieHnst HEMCNPaBHOCTM Mpwn
BO3HWKHOBEHUN HencnpaBHOCTU. YTobObl MCNONb30BaTb UMS
JoMeHa, Heobxoammo cHadana Hactpoutb DNS. MNoapobHee
O HacTpowke cM. B pasaene 6 Hacmpolka DNS

Traceroute IPv6

KomaHpa

traceroute [ vrf vrf-name | [ oob ] ipv6 ] [ address [ via mgmtname ] [
probe number ] [ timeout seconds ] [ ttl minimum maximum ]

OnwucaHue
napameTpoB

00b: ykasbiBaeT flokanbHOe yrnpasreHne. ATOT napaMmeTp HeobXxoaumo
HacTpouTb, ecnvn nopT MGMT ykasaH kak nopT NCTOYHUKA.

vrf-name: ykasbiBaeT nvs VRF.
address: ykasbiBaeT agpec IPv6 HasHauyeHusa nnu nms oMeHa.
mgmt-name: yka3bisaeT nopt MGMT B pexvnme OOB.

number: yka3biBaeT KONMYECTBO 3anpocoB. [nana3oH 3Ha4veHun ot 1 go
255.

seconds: yka3biBaeT BpeMsi oxxuaaHus. 3HayeHne Bapbupyetcs oT 1 go
10 c.

minimum maximum: ykasblBaeT MMWHMMASIbHOE W MakcumasibHoe
3HavyeHna TTL. dnana3oH 3HadeHun ot 1 oo 255

Pexnm
KOHUrypauum

B pexume User EXEC MOXHO BbINOMHUTL TOSMLKO 6a30BY0 (PYHKLMIO
traceroute IPv6. B npuBunermposaHHom pexunme EXEC moxHO
BbIMOMHUTE paclUMpeHHyto pyHkumto traceroute IPv6

Wcnonb3oBaHue
KOHUrypauum

KomaHpga traceroute IPv6 wucnonb3yetcda Ans MNpoOBEpKM CeTeBOro
NOAKMIOYEHNS M TOYHOrO OnpefeneHnss Mecta HeUCnpaBHOCTU Mpu
BO3HMKHOBEHUN HeucnpaBHOCTU. YToObl ucnonb3oBatb UMSA LOMEHA,
Heobxoaumo cHavana HactpouTb DNS. NMNogpobHee o HacTporike cMm. B
pasgene 6 Hacmpotika DNS
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10.4.2.6. NMpumep KoHcpUrypaumm

BeinonHeHue cyHkumum Traceroute

OTanbl KoHGUrypaumm

B npusunernposaHHom pexmme EXEC BbinonHUTE kKOMaH4y
traceroute 5.134.219.3

QTECH#traceroute 5.134.219.3

< press Ctrl+C to break >

Tracing the route to 202.108.37.42
1192.168.12.1 0 msec 0 msec 0 msec
2192.168.9.2 0 msec 4 msec 4 msec
3192.168.110.1 16 msec 12 msec 16 msec

4***

55.134.219.3 12 msec 28 msec 12 msec

Mpegbloywimin pesynbTaT TecTa nokasblBaeT, YTO CeTeBoe
YCTPOMCTBO nonyvaeTr pJoctyn K xocty 5.134.219.3,
nepegaBad naketbl 4epe3 wno3bl 1-4. Kpome TOro,
oToOpaxaetca Bpemsd, Heobxogumoe AOnd AocTyna K
KaXxgoMmy Lnioay, a wrio3 4 HenucnpaseH

BbinonHeHune c¢pyHkuum Traceroute IPv6

OTanbl
KOHpurypauuu

B npusuneruposaHHom pexmume EXEC BbinonHuTe komaHay traceroute
ipv6 3004::1

QTECH# traceroute ipvé 3004::1

< press Ctrl+C to break >

Tracing the route to 3004::1

1

2
3
4

3000:1 0 msec 0 msec 0 msec
3001:1 4 msec 4 msec 4 msec
3002::1 8 msec 8 msec 4 msec

3004:1 4 msec 28 msec 12 msec

Mpeobloywun pesynbTat TecTa nokasblBaeT, YTO CeTeBOe YCTPOWCTBO
nony4aet goctyn Kk xocty 3004:1, nepenaBas nakeTbl Yepes Lwito3bl 1-4.
Kpome TOro, otobpaxaetca Bpemsi, Heobxogumoe Ans Agocrtyna K
KaXxgomy LUMo3y
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11. HACTPOUKA TCP
11.1. O630p

MpoTokon ynpaeneHus nepedadven aaHHblx (TCP) — 3TO NpoTOKON TPaHCNOPTHOrO YPOBHS,
obecneyvnBaloLWLn HagexHble cryXbbl, OPUEHTMPOBAHHbIE HA NOAKMYeHne u IP, ons ypoBHS
NPUNOXEHUN.

lMoTokn MexceTeBbiX AaHHbIX B 8-OUTHbIX BanTax nepefaroTcs C YPOBHSA MPUMOXKEHUS Ha
ypoBeHb TCP, a 3atem bparMeHTUpYyOTCA Ha CEerMeHTbl NakeToB Haanexallen AnnHbl Yyepes
TCP. MakcumanbHbin pa3mep cermeHTa (MSS) 06bIMHO OrpaHu4MBaeTCs MakCMMarnbHbIM
pasmepoM nepegasaemoro 6noka (MTU) Ha ypoBHe kaHana gaHHbiX. [Mocne 3Toro naketbl
oTnpaensalTCs Ha ypoBeHsb IP, a 3atem Ha ypoBeHb TCP nonydatens no cetu.

UTtob6bl NpenoTBpaTMTL NOTEPKD MAKETOB, KaXabl 6anT naeHTuduumpyeTcs no nopsakoBbiM
HomepaMm 4epe3 TCP, uyto obecneuvBaeT noNnyyYeHMe MaKeToB, NpegHa3HaJYeHHbIX AN
ofHopaHroBoro y3na. lNocne nony4yeHns naketa nonyvartens OTnpaBnseT oTBeTHbIM nakeT TCP
ACK. Ecnu otnpasutenb He nonyyaeT ACK-nakeTbl B TeuyeHue pasymHoro spemeHn RRT,
COOTBETCTBYIOLLMNE NAKETbI (MPeAnonoXuTENbLHO NOTEPSHHBIE) OyAyT NnepenaHbl MOBTOPHO.

o [lpotokon TCP ucnonb3yeT pyHKLNIO KOHTPOSTbHOM CYMMbI OJ151 TPOBEPKN LLENTOCTHOCTU
AaHHbIX. KpomMe Toro, Ans npoBepkM AaHHbIX MOXHO MCMONb30BaTb ayTeHTU(MKaumio
Ha ocHoBe MD5.

e [Ina obecneyeHns HageXHOCTU WUCMOMb3YKTCSA MexaHuaMm obpaTHOM nepedayv no
TanmayTy U MexaHn3m obpaTHOWN CBA3MN.

e [poTokon CKOMb3ALLEro OkHa Ucnosnb3yeTcs ANs ynpasneHus notokamu. Kak ykasaHo
B [poTokone, HemaeHTUULMPOBAHHbIE TPYMMNbl B OKHE AOSMKHbI OblTb nepenaHbl
MOBTOPHO.

11.1.1. NMpoToKonbl U cCTaHAAPTbI

e RFC 793: npoTokon yrnpaBrneHusa nepegaden.
o RFC 1122: TpeboBaHus K UHTEPHET-XOCTaM — YPOBHM CBSA3MN.
e RFC 1191: obHapyxeHune MTU nyTn.

e RFC 1213: ynpaBnsiemast 6a3a gaHHbIX 418 CETEBOr0 aiMUHNCTPUPOBAHMSA Ha OCHOBE
TCP/IP: MIB-II.

e RFC 2385: 3awuTta ceaHcoB BGP ¢ nomolupbto onuun noanucu TCP MD5.

e RFC 4022: 6a3a ynpasnstoLien nHpopmaumm Ans npoTokona ynpaesneHus nepegadven
(TCP).

11.2. MpnmeHeHue

NMpumeHeHne OnucaHue

Ontnmmsaumsa Utobbl n3bexate dparmeHTaumm naketoB TCP Ha kaHane ¢

npoussoauTensHoctn TCP | HeGonblumm  MTU, BkmodeHo oGHapyxeHne MTU nyTu
(PMTUD)

O6HapyxeHue ucknoyenns | TCP nposepseT, paboTaeT v ogHOPaHroBbIv y3en
coeauHeHus TCP HopMarnbHO
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11.2.1. OnTuMmunsaumua npoussoauteribHoctn TCP

11.2.1.1. CueHapuu

Hanpumep, coeanHenne TCP yctaHaenueaeTcs mexay A u D, kak nokasaHO Ha criegyroliem
PucyHke. MTU kaHana mexagy A n B coctaenset 1500 6ant, 1300 6ant mexgy B u C, n
1500 6ant mexgy C u D. na ontumusaumm npoussogutensHocTn nepenaym TCP cnegyet
nsberatb oparmeHTaumm naketos mexay B n C.

A GEO0/1 B GEO0/2 C GE0/2
GEO0/1 GE0/1 GE0/1

PucyHok 11-1.

A, B, C n D sBnsitoTca mapLupyTtusatopamu.

11.2.1.2. OnucaHve
Bknounte PMTUD Ha Aun D.

11.2.2. O6HapyxeHue ucknrovyeHmsa coegnHeHuns TCP

11.2.2.1. CueHapuu

Hanpumep, Ha cnegyiowem PucyHke nonb3oBaTtenb BXOAUT B cuctemy depes telnet, HoO
paboTaeT HenpaBWNbHO, Kak MOKa3aHO Ha cneaywowem PucyHke. B cnyyae Tanm-ayta
nosTopHou nepeaayn TCP coeguHeHune nonb3oBatend TCP ocTaeTcs B TedeHne OiUTENbHOro
BpemeHn. Takum obpasom, TCP keepalive moxeT ObiTb ucnonb3oBaH Anst ObICTporo
obHapyxeHus ucknoyeHusa coegnHerns TCP.

LoopbackO

MNonb3oBarerns

L]

PucyHok 11-2.
A — 3TO MapLupyTU3aTop.

11.2.2.2. OnucaHme
Bkntounte nogaepxky TCP keepalive Ha A.

237

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacteo no HacTponke QSW-8113

HacTtpolika TCP W

11.3. KnroyeBble 0COOEHHOCTU

11.3.1. ba3oBble KOHLUeNnuuu

®dopmart 3aronoska TCP

0

1 2 3

0123456789 0123456789012345678901

e e e e e et s e st S0 I

Source Port | Destination Port I e e e e e e e e e e Mt M
fot—t -ttt —F—F—t—F—F—+—F+—+ | Sequence
Number | =ttt -ttt —F—F—F—F—F—F—F—F—F—+—

i e e e e e e St S Acknowledgment Number | +=+-

tot—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+

| Data | |[UIA|P|R|S|F|
| Offset]| Reserved |R|C|S|S|Y|I| Window |
| | |GIK|H|T|N|N]| | Attt

e s Rl S L e e S il T TS

| Checksum | Urgent Pointer | Attt —t—t—t—t—+-
i s et e e e e S Options
| Padding | A—t—t—F—t—F—t—t—t—t—t—t—t—t—t—t -ttt —+-
e e e e R M data [ e e e e i M S St s

e s s B L i s R e e e e at

Source Port (McxopHbIM NOPT) — 3TO 16-pas3psagHbIn HOMEP MCXOOHOro nopTa.

Destination Port (MopTt Ha3HavyeHuss) — 3TO 16-pas3psagHbIii HOMEp nopTa
Ha3Ha4YeHus.

Sequence Number (MopsakoBbIn HOMep) — 3TO 32-GMTHbBIV NOPAAKOBbLIA HOMEP.

Acknowledgment Number (Homep noarBepxaeHuns) — 3710 32-6UTHBIN HOMEP,
KOTOPbIA onpegensieT cneaylowmnini NopsaaKoBbIA HOMEpP, KOTOPbIA LOIMKEH NONYyYUTb
nonyvartenb.

Data Offset (CmeLieHne AaHHbIX) — 3TO 4-pa3psagHoe YUCho, ykasbiBatollee obliee
konnyecTtBo 6anToB B 3aronoBke TCP (onuua BkntoveHa), pasgeneHHoe Ha 4.

Bbut cpnara — 6 6ut. URG: none cpoyHoro ykasatens asnsetca 3HadnmbiM; ACK: none
NOATBEPXOEHNA aBnseTca 3HauumbiM; PSH: ykasbiBaeT Ha dyHkumo push; RST:
cbpacbiBaetr TCP-coeguHenne; SYN: CUHXPOHM3MPYET MNOPSIAKOBbIA  HOMEpP
(yctaHaBnuaetr TCP-coeguHeHue); FIN: ©Gonblie HeT faHHbIX OT OTnpaBuTEns
(3akpbiBaeT TCP-coeanHeHue).

16-6uTHOE 3Ha4YeHMe OKHa ucnonb3yeTca Ana ynpaBneHus notokamu. B Hem
ykasblBaeTca 06beM AaHHbIX, KOTOpble MOTyT nepeaaBaTbCA U3 OQHOPAHrOBOro yana
mexay naketamu ACK.

Checksum (KoHTponbHas cymma) — 3710 16-paspsagHas KOHTposfbHas cymma.

Urgent Pointer (YkasaTtenb CpPOYHbIX AaHHbIX) UMeeT 16-pas3psgHyo BEPCUIO U
noKasblBaeT KOHeL, CPOYHbIX AaHHbIX, YTOObI MOXHO ObINO NPOAOCIKUTL NPepBaHHbIe
NOTOKM AaHHbIX. [Mpun ycTaHoBke 6uta URG gaHHble nonyyatoT npuopuTeT Hag apyruMu
NOTOKaMW OaHHbIX.
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TpexcTopoHHAsa TexHonorua TCP Handshake

e [lpouecc TpexcTopoHHero keutnpoBaHust TCP BbinonHseTcs cnegyowmm obpasom:
1. KnueHT oTnpaensieT Ha cepBep nakeT SYN.
2. Cepsep nony4yaet naket SYN u otBevaet naketom SYN ACK.
3. Knwuent nonyyaet naket SYN oT cepBepa n otBevaeT naketom ACK.
e [locne TPexCTOPOHHEro KBUTMPOBAHMSA KIMEHT U CepBep YCMELUHO MOAKITHYEHbI U
roToBbl K Nepegaye OaHHbIX.
11.3.2. O630p
PyHKLUUA OnucaHue
HacTtpoiika TanM- | HacTponka Tanm-ayta oXugaHus OTBETHOMO naketa nocre oTnpaBku
ayta SYN naketa SYN unu SYN ACK

Hactporka pasmepa

OKHa

HacTtpoika pasmepa okHa

HacTtporika  cbpoca

OTNnpaBKM NakeToB

HacTtponka otnpaBks naketoB cbpoca TCP nocne nony4veHus
coobLLeHun nopTa BHe JoCTyna

Hactporika MSS

Hactponte MSS ansa nogkntodeHust TCP

O6HapyxeHve MTU

nyTu

Hangute Haumenbwmn MTU Ha nytm nepegaun TCP u
oTperynupyinte pasmep naketoB TCP Ha ocHoBe atoro MTU, 4tobbl
n3dexaTb parmeHTaumm

TCP Keepalive

MpoBepbTe, paboTaeT N 0OQHOPAHIOBbIN Y3€erT HOpMasbHO

11.3.3. Hactponka Tanm-ayta SYN

11.3.3.1. MpuHUMN paboTbl

CoeanHeHne TCP ycTtaHaBnuBaeTcsi nocne TPexXCTOPOHHEero keutupoBaHus: OTnpaBuTenb
otnpaenseT naket SYN, nonyyatenb orBeyaeT naketom SYN ACK, a 3atem oTnpaBuTesnb

oTtBeYaeT naketom ACK.

o Ecnu nonydyatene He otBevaeT Ha nakeT SYN ACK nocne Toro, Kak oTtnpaBuTeEnNb
otnpasnseT naket SYN, oTnpaButene NnpogomkaeT nepeaasaTb naketT SYN B TeueHue
onpeaeneHHoOro BpeMeHn Unu 0o UCTevyeHus nepuoga TanmMm-ayra.

o Ecnu nonyvatens otBeTUT Ha nakeT SYN ACK nocne Toro, kak oTnpasuTenb OTApaBuT
nakeT SYN, HO oTnpaBuTenb He oTBeTUT Ha nakeT ACK, nonyyatenb npogormkaeT
nepepasaTtb nakeT SYN ACK B TeueHvne onpegeneHHoro BpeMeHn unu o ucteveHus
nepuvoga Tanm-ayta. (9710 npomncxoauT B cnyyae dnyaa SYN.)

11.3.3.2. CBsAA3aHHasA KOHdurypauums

HacTtpowka tanm-ayta TCP SYN

e Tamm-ayt TCP SYN no ymonyanuto coctaensiet 20 cekyHa.
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e 3anyctute KomaHgy ip tcp synwait-time seconds B pexume rnobanbHOM
KOHUrypaumm, 4tTobbl HacTpoutb Tanm-ayT SYN B gnanasoHe ot 5 go 300 cekyHa.

e B cnyvae dnyga SYN cokpaweHme Bpemenn oxmganns SYN cHmxaeT notpebneHune
pecypcoB. OgHako oHa He paboTaeT npu HenpepbiBHOM dhnyae SYN. Ecnm ycTponcTBo
aKTUBHO 3arnpalunBaeT NoAKMoYeHMe K BHELLHEMY YCTPOMCTBY, Hanpumep, C MOMOLLbIO
telnet, cokpaiweHne BpemeHn oxugaHna SYN cokpawaeT Bpems OXugaHus
nonb3oBartens. B nnoxon cetn MoXHO NpoannTb Bpems oxugaHms SYN.

NMPUMEMYAHME: B Bepcun 11.0 nunu 6onee nosgHen oHa npumeHsieTcsa kak kK TCP IPv4, Tak u K
TCP IPV6.

11.3.4. HacTtpouka pa3mepa OKHa

11.3.4.1. MpuHUKMN paboTbl

[laHHble M3 OQOHOPAHrOBOro y3na KewupylTcd B npuHumMatrowem 6ydepe TCP un 3atem
cunTbiBalOTCA npunoxexHmsamu. Pasvep okHa TCP ykasbiBaeT pasmep cBob6ogHOrO mMecta B
npvHuMatowem Oydepe. [ns nogkniodeHms 6onblumMx 06 beMOB AaHHbIX C LUMPOKOW NONOCON
NPONyCKaHUA YyBENUYEHNEe pasmepa OKHa 3HAYUTENbHO MOBbIWAET MNPOM3BOAUTENBHOCTb
nepegayn gaHHbIx no npotokony TCP.

11.3.4.2. CBA3aHHasA KOHdurypaums
HacTtponka pasmepa okHa

e 3anyctuTte kOMaHgy ip tcp window-size size B pexume rrnobanbHoOnM KoHGUrypauum,
4yTOObLI HAcTpouUTb pasMep OkHa oT 128 go (65535<<14) Gant. 3HadeHne no
ymonyanuio — 65 535 6ant. Ecnu pasmep okHa npeBbiwaeT 65 535 6anT, yBennyeHune
OKHa ByaeT BKHOYEHO aBTOMAaTUYECKM.

e Pasmep okHa, OObSABMEHHbIM OOHOPAHIOBOMY Y3My, SABNSETCSH MEHbLUUMM 3Ha4YeHneMm
MeXy HAaCTPOEHHbIM pasMepoM OKHA M CBOBOAHbLIM NPOCTPAHCTBOM MPUHMMAIOLLENO
Bydepa.

NMPUMEYAHMUE: B Bepcum 11.0 nunn 6onee nosgHen oHa npumeHsieTcs kak K TCP IPv4, Tak 1 k
TCP IPV6.

11.3.5. HacTtpouka copoca oTnpaBKU NakeToB

11.3.5.1. MpuHUUN paboTbl

Ecnu TCP-coeguHeHne, K KOTOPOMY NPUHAANEXUT NakeT, He MOXET ObITb NAEHTUHULMPOBAHO,
To npu nepenade TCP-nakeToB NpUnoXXeHMsIM NOKanbHbIA KOHEeL, OTNpaBnsieT nakeT copoca Ha
y3en ons npekpawenuna TCP-coeanHeHus.

3MNOYMBILLNIEHHUKM MOTYT MCMNONb30BaTh COOOLLEHNS O HEAOCTYNHOCTM MopTa Afs aTakM Ha
YCTPOMCTBO.

11.3.5.2. CBsAA3aHHasa KoHduUrypaums

HacTponka otnpaeku naketos copoca TCP nocne nonyyeHus coobLEHUN O HEOOCTYMHOCTH
nopTa.

Mo ymonyaHuio BKtoYeHa pyHKUmMA oTnpasku naketoB copoca TCP npu nonyvyeHun coobeHni
0 HegOCTYNHOCTU NopTa.

BbinonHute komaHgy no ip tcp send-reset B pexume rnobanbHon KoHdWrypauum, 4Tobbl
OTKITOUUTBL OTNPaBKy NnakeToB copoca TCP npu nony4yeHMm cCoobLLEeHNI O HEQOCTYMHOCTU NopTa.

240

@ § QTECH

MWP [OOCTYMNHEE



PykoBoacteo no HacTponke QSW-8113

HacTtpolika TCP W

Mocne BKMOYEHMST 3TON DYHKLUUM 3MOYMBbILUNEHHUKA MOTYT WUCMONb30BaTb COOBLLEHUsT O
HeOOCTYNHOCTU MopTa ANs aTaku Ha YCTPOUCTRO.

NMPUMEMYAHME: B Bepcun 11.0 nunu 6onee nosagHen oHa npumeHsieTcs kak kK TCP IPv4, Tak un K
TCP IPV6.

11.3.6. Hactpouka MSS
11.3.6.1. MpuHUMN paboTbl

MSS o3HauaeT obwmin 06bem faHHbIX, cogepxawmxca B cermeHTe TCP, 3a UCKIOYEeHUEM
napameTpos TCP.

TpexcTopoHHee pyKonoXaTue OCYLLECTBSAEeTCss nocpeactBom cornacoeaHna MSS. O6e
CTOpOHbI gobaenstoT onunto MSS k naketam SYN, ykasbiBas Ha HanbonbLLMA 06BEM OaHHbIX,
KOTOPbI MOXeT 06paboTaTb NoKarbHbIA KOHEL, @ MMEHHO, 06bEeM AaHHbIX, pa3peLleHHbIX OT
ofHopaHroBoro y3na. O6e CTopoHbl NpuHUMaoT MSS MeHbLiero pasmepa Mexagy HUMK, Kak
obbaBneHHyto MSS.

3HayeHne MSS paccuuTbiBaeTcs cnegytowmnm obpasom:

e [Pv4 TCP: MSS = pasmep 3aronoBka ucxogsuiero nHrepdgerica MTU IP (20 6awnr),
pa3mep 3aronoska TCP (20 6anT).

e |Pv6 TCP: MSS = pa3mep 3aronoska IPv6 MTU nyTu (40 6anT), paamep 3aronoska TCP
(20 6awT).
NMPUMEYAHMUE: B Bepcun 11.0 unu 6onee nosgHen oHa npumenseTcs kak kK TCP IPv4, Tak n k
TCP IPv6.

NPUMEMAHME: achdpektnBHasn cuctema MSS npegcraenset cobom MEHbLLYIO CUCTEMY MEXAY
paccYnTaHHOM CUCTEMOW U CKOHPUIYPUPOBAHHOW CUCTEMON.

NMPUMEMAHUE: ecnn coeguHeHne noaaepXxneaeT onpeaeneHHble onumn, To n3 aHadyeHna MSS
cnegyeT BbIYECTb ANUHY onuum (C y4eToM cMmelleHns gaHHbix data offset). Hanpumep, 20 6ant
ansa gangpxkecta MDS (¢ yyeTom cmelleHns gaHHbix data offset) gomkHbl ObITb BblMTEHbI U3
MSS.

11.3.6.2. CBA3aHHasA KOHdurypaums
Hactponka MSS

e 3anyctute komaHgy ip tcp msSs max-segment-size B pexume rnobanbHOK
KOHUrypaumm, 4ytobbl 3agatb MSS. [uanasoH coctasnset ot 68 go 1000 6ant. Mo
ymonyaHuio MSS paccuutbiBaeTca Ha ocHoBe MTU. Ecnn HacTpoeHa cuctema MSS,
appekTMBHAA cnucTtema npeacTtaBnseT Cobon MEHbLLYIO CUCTEMY MEXAY PacCYUTaHHOM
CUCTEMOM N CKOHGOUTYPUPOBAHHOW CUCTEMOWN.

o Cnuwkom manas cuctema MSS cHmxaeT NponsBOANTENBHOCTb TpaHCcMmUccum. MoxxHo
nosbicuTb Nnepegady TCP, ysennuus MSS. Beibepute 3HavyeHne MSS, ncnonssys MTU
nHtepdenca. Ecnn nepsbii 6onbwe, naketol TCP OyayT dparmMeHTMpoBaHbl, U
NpOun3BOANTENBHOCTb Nepeadaymn OyaeT CHMKeHa.

11.3.7. O6HapyxeHune MTU nyTtu
11.3.7.1. MpuHUKUN paboTbl

O6HapyxeHne MTU nytu, npeaycmotpeHHoe B RFC1191, ncnonbsyetca ana obHapyxeHus
HanmeHblero MTU B nytn TCP, 4ytobbl n3bexaTb oparMeHTaumMm n NoBbICUTb KOIPDULMEHT
MCNonNb30BaHWSA Norockl nponyckaHus ceTu. MNMpouecc obHapyxenns MTU nytu TCPv4 onucaH
HUXE.
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e  Vctounuk otnpaensieT TCP-nakeTbl ¢ 6utom Don’'t Fragment (DF), yctaHoBREHHbIM BO
BHelLHeM IP-3aronoBke.

¢ Ecnu 3Hauenne MTU ncxogsawero nHtepdenca mappytmsatopa B nytm TCP meHbLue,
yem anuHa IP-nakeTa, naket 6yaeT yaaneH, a naket owmnbok ICMP, nepegatowwni aToTt
MTU, 6ygeT oTnpaBneH B UCTOYHMK.

e [lpn aHanuae naketa ownbok ICMP mnctodHuk nonyvaet HammeHbwunn MTU B nyTtu
(nyte MTU).
Pa3svep nocneaytoLwmx CErMEHTOB AaHHbIX, OTNPaBfEeHHbIX UCTOYHUKOM, He npeBbicut MSS,
KOTOPbIV paccumTbiBaeTcsa cneayowmm obpaszom: TCP MSS = Path MTU — pa3smep 3aronoska
IP — pa3mep 3aronoeka TCP.

11.3.7.2. CBsi3aHHasa KOHcurypauusa
BknroyeHune obHapyxeHna MTU-nyTtu

Mo ymon4yaHuto obHapyxeHne MTU-nyTu oTkNoYeHO.

3anyctute komaHagy ip tcp path-mtu-discovery, 4tobbl Bkmounte PMTUD B pexume
rnobanbHon koHdurypaummn. B Bepcun 11.0 nnmn 6onee nos3gHen oHa NPUMMEHSETCH TONbKO K
npoTokony IPv4 TCP. PMTUD TCPV6 BkntoYeH NOCTOSIHHO U HE MOXET ObITb OTKIOYEH.

11.3.8. TCP Keepalive
11.3.8.1. NMpuHUMN paboTbl

Bbl moxeTe Bkntounte TCP keepalive, 4ToGbI NpoBepuTb, paboTaeT N OAHOPAHIOBLIN Yy3€en
HopMmanbHo. Ecnn TCP-koHew He oTnpaBnsieT naketbl Ha Opyron KOHELW B TedeHue
onpegeneHHoro nepunoaa BpemeHu (a MMeHHo nepuoga 6e3aencTBus), NocneaHnn HaunHaeT
HEeCKONbKO pa3 nocrnegoBaTenbHO OTNPaBnAaTb nakeThl keepalive Ha nepBbii. Ecnu OTBETHLIN
nakeT He nonyyeH, TCP-coeanHeHne cuMtaeTca HeakTUBHbLIM, @ 3aTEM 3aKpbITbIM.

11.3.8.2. CBsi3aHHasa KOHcurypauus
BknioyeHue Keepalive

e [lo ymonuaHuto TCP keepalive oTkntoyeH.

e 3anyctute Komanay ip tcp keepalive [interval num1] [times num2] [idle-period num3]
B pexume rnobanbHon KoHdurypaumm, 4tobbl Bkntounte TCP keepalive. OnucaHne
napameTpa cM. B pasgene CBA3aHHble KOMaHbI.

NMPUMEYAHMUE: B Bepcun 11.0 unu 6onee nosgHen oHa npumeHsaeTca kak K TCP IPv4, Tak n K
TCP IPv6.

NMPUMEYAHMUE: sTa KOmMaHOa npuMeHsieTca kak K cepsepy TCP, Tak 1 K KNUEHTY.

11.4. HacTtpouka

HacTponka OnucaHue u KomaHaa
OnTtumusauns (ONUNOHAJTBHO) ncnonb3yeTtcs ans onTuMunsauum
NPOV3BOAUTEITLHOCTH npounssoauTenbHoCcTn coeanHeHns TCP
ICcpP
ip tcp synwait-time HacTtponka Tanm-ayTa ans
coeanHeHuss TCP
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HacTtpownka

OnuncaHne n KomaHga

ip tcp window-size

Hactpowika pasamepa okHa TCP

ip tcp send-reset

HacTtponka oTnpaBku nakeToB
cbpoca TCP nocne nony4yeHus
COOBLLEHNA, HEeAOCTYMHbIX ANS
noprta

ip tcp mss

Hactpowka cuctembl MSS ans
nogkrnoyeHus no npotokony TCP

ip tcp path-mtu-discovery

BkntouyaeT obHapyxeHne MTU
nyTu

O6HapyxeHune
VICKITIOYEHMNS

coeauHeHusa TCP

(HeobsizaTenbHo)  ucnonb3yeTcss  Ans  onpeferneHus  Toro,
paboTaeT N OQHOPaHroBbIN y3en HOpMarnbHO

ip tcp keepalive

Bkntouaet TCP keepalive

11.4.1. OnTuMmunsaumua npoussoauternbHoctn TCP

11.4.1.1. Pe3ynbTaT KOHdUrypaumm

O6GecneyeHre onTMmanbsHoln npounssoanTensHoct TCP 1 npegoTepalleHne pparmeHTauum.

11.4.1.2. NMpumeyaHun

HepocTynHo.

11.4.1.3. 9Tanbl KOHpUrypauum

HacTtponka Tanm-ayta SYN

e  OnuuoHanbHo.

e HacTtpoliTte ero Ha o6ounx koHuax coeanHeHust TCP.

Hactponka pasamepa okHa TCP

e  OnuuoHanbHo.

e HacTtpolite ero Ha obounx koHuax coeanHeHust TCP.

HacTtponka otnpaBku naketoB c6poca TCP nocne nony4vyeHMs cooOLEHUA O

HeaoCTYNHOCTU nopTa.

e OnuuoHanbHo.

e HactponTe ero Ha 06ounx koHuax coegmnHeHnst TCP.

HacTtponka MSS

e OnuuoHanbHo.

e Hactponte ero Ha 0b6ounx koHuax coegmnHeHnst TCP.

BknroyeHue obHapyxeHna MTU-nyTtu

e  OnuyuoHanbHo.

(@ arecy
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e HactponTe ero Ha 06ounx koHuax coeanHeHust TCP.

11.4.1.4. NMpoBepka KOHdUrypaumum

HepocTtynHo.

11.4.1.5. CBsAA3aHHbIe KOMaHAbI

Hactpowka Tanm-ayta SYN

Komanga ip tcp synwait-time seconds

Onucanwue seconds: ykasbiBaeT Bpemsi oxugaHua naketa SYN. [dnanasoH
napameTpos coctasnsiet ot 5 o 300 cekyHa. Mo ymonyaHuto: 20 cekyHA

Pexxum Pexxm rmobarnbHon KoHdurypauum

KOHcpurypauum

BctpoeHHas B cnyyae dnyna SYN cokpalleHne BpemeHn oxumgaHna SYN cHuxkaet

noacKaska notpebneHne pecypcoB. OgHako oHa He paboTaeT npu HenpepbiBHOM

dnyge SYN. Ecnn yCTpoOMCTBO akTUMBHO 3anpaluvMBaceT MOoAKIHYEHne K
BHELWHEMY YCTPOWMCTBY, Hanpumep, ¢ nomouwlbto telnet, cokpalieHue
BpemeHu oxunagaHms SYN cokpallaeTt BpeMsi OxxuaaHusi nonb3oBartens. B
NSIOXOMN CETU MOXHO NMPOANUTL BpeMst oxnaaHna SYN

HacTtponka pasmepa okHa TCP

KomaHpa ip tcp window-size size

Onucanwue size: ykasbiBaeT pasmep okHa TCP. [uanasoH coctaBnseT ot 128 pgo
napameTpoB (65 535 << 14) 6anT. 3HayeHure no ymondaHno — 65 535 6ant

Pexxum Pexwum rmobanbHon KoHdUrypaumm

KOHcpurypauum

HacTtponka otnpaBku naketoB cO6poca TCP nocne nony4vyeHMs cooOLEHUA O
HeAOCTYNMHOCTM NopTa

KomaHga ip tcp send-reset

Pexnm Pexwnm rnobansHon KoHdUrypaumm

KOHoUrypaumnm

BcTpoeHHas Mo ymonuyaHuio BKIoYeHa pyHKUMS oTnpaBku naketos copoca TCP npu
nofckaska nony4yeHnMmn coobLLEeHnn 0 HeJOCTYNHOCTU NopTa
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Hactponka MSS

KomaHpga ip tcp mss max-segment-size

OnucaHne max-segment-size: ykasblBaeT MaKCUMarsibHbIi pasMep CermeHTa.

napameTpoB [OwnanasoH coctaBndetr ot 68 go 10000 Gawut. o ymonuaHuio MSS
paccuyunTbiBaeTcqa Ha ocHoBe MTU

Pexum Pexnm rmobanbHon KoHdUrypaumm

KOHGoUrypaumm

BcTtpoeHHas OTa komaHga onpegender MSS pgna ycraHoBneHust cBssm TCP.

noackaska CornacoBaHHass MSS gna HoBoro coeguHeHust JomkHa OblTb MeHbLLE,

yem MSS. Ecnu Bbl XO0TUTE YyMeHbLWUTL MSS, BbINONHUTE 3Ty KOMaHAy.
B npoTMBHOM criyyae He BbINOMHANTE HAaCTPONKY

Hactpowka o6HapyxeHusa MTU nyTtu

KomaHga ip tcp path-mtu-discovery [ age-timer minutes | age-timer infinite]
Onuncanue age-timer minutes: ykasbiBaeT MHTepBan AfA HOBOro npoGupoBaHUS
napameTpoB nocne obHapyxenns MTU nytn. dnanasoH coctaBnsdetr ot 10 go 30
MUHYT. 3Ha4yeHne No ymonyaHmto — 10 MUHYT.
age-timer infinite: nocrne obHapyxenuna MTU nytn npobupoBaHune He
peanun3oBbiBaeTCs
Pexxum Pexnm rmobanbHon KoHUrypauum
KOHpurypauuu
BcTtpoeHHas PMTUD — 310 anroputm, onucanHbin B RFC1191, HanpaBneHHbIn Ha
noackaska NoBbILEHNE Ko3ahULMEHTA UCMNOSL30BaHMS NONOCHI NponyckaHus. Mpwu

npumeHeHumn npotokorna TCP k nakeTHOM nepeaaye AaHHbIX aTa PyHKUMNA
MOXET CnocobCTBOBaTL NOBbILLEHWIO NPON3BOAMTENBHOCTM NEepeaayn.

Ecnn MSS, ncnonb3dyemast ons MNOAKMAOYEHUS, MEHbLUE, YEM MOXET
obpaboTtaTtb ogHOpaHroBoe coeauHeHue, To MSS Gonbluero pasmepa
OyaeT ucnonb3oBaTbCA KaXAbl pas, Korga McTedeT BpeMmsi TavmMepa.
Tanmep yctapeBaHus npencraBnseT cobon BpeMeHHOW WHTepBar, B
TedyeHne kotoporo TCP ouenuBaetr MTU nytm ¢ nomowpbto 6onee
kpynHon MSS. lNpouecc obHapyxeHuss ocTaHaBnuBaeTcs, ecnu nunbo
cuctema otnpaeBnsemon MSS  wumeer Takom ke pasmep, Kak
cornacoBaHHasi OAHOpaHroBas ceTb, NMMOO MNonb3oBaTeslb OTKYUI
Tanmep Ha MapLupyTmusaTope. [Ins oTKoYeHUs TaMMmepa yCTaHOBUTE ero
Ha infinite
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11.4.1.6. Npumep KoHcpUrypaumum

BknroyeHue obHapyxeHua MTU nyTtu

OTansb! Bkntounte PMTUD gnsi coeanHerns TCP. Beibepnte HacTponkm Tanmepa
KOHdUrypaumm BO3pacTa no ymoryaHuo

QTECH# configure terminal

QTECH(config)# ip tcp path-mtu-discovery

QTECH(config)# end
MpoBepka 3anyctuTte komaHay show tcp pmtu, 4tobbl oTobpasuTs IPv4 TCP PMTU
KOHdoUrypaumm

QTECH# show tcp pmtu
Number Local Address  Foreign Address PMTU
1 192.168.195.212.23 192.168.195.112.13560 1440

3anyctute komaHay show ipv6 tcp pmtu, 4tobbl oTtobpasnte IPv6 TCP
PMTU

QTECH# show ipvé tcp pmtu
Number Local Address  Foreign Address PMTU
1 1000::1:23 1000::2.13560 1440

11.4.2. O6HapyxeHune UcknryeHma coeguHeHmns TCP

11.4.2.1. Pe3ynbTaT KOHUrypaumm

MpoBepbTe, paboTaeT N 0OQHOPAHIOBbIN Y3€rT HOPMasbHO.

11.4.2.2. Tanbl KOH(pUrypauum

BkntoueHne TCP Keepalive.

e  OnuyuoHanbHo.

11.4.2.3. CBA3aHHbIe KOMaHAbI

BkntoueHne TCP Keepalive

KomaHga ip tcp keepalive [interval num1] [times num2] [idle-period num3]
Onucanuve interval numl: ykasblBaeT WHTepBan OTNpaBkuM nakeToB keepalive.
napameTpoB [nanasoH coctaBnset oT 1 40120 cekyHA. o ymonyaHuio: 75 cekyHa.

times num2: ykasbiBaeT MaKCMManbHOEe BpPeEMS OTNpaBKM MNaKeToB
keepalive. [inanasoH coctaenset ot 1 go 10. No ymonyaHuio: 6.
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idle-period num3: ykasblBaeT BpeMs, KOrda OOHOPAHroBblA y3en He
oTnpaBnseT NakeTbl Ha JIOKanbHbIN KOHeL, OHO cocTaBnseT oT 60 Ao
1800 cekyHa. 3HayeHue No yMmon4vaHuo cocTaBnseT 15 MUHyT

Pexxum Pexxnm rmobanbHon KoHdurypauum

KOHUrypauum

BctpoeHHas Bbl moxeTe Bkntountb TCP keepalive, 4tobbl npoBepuTh, paboTaeTt nu
noackaska OLHOPAHroBbI y3en HopManbHO. [aHHas YHKUMS BbIKMOYEHaA MO

YMOMN4YaHuIo.

Mpeanonoxum, 4To Nornb3oBaTenb BKNtoYaeT yHkuuio keepalive TCP ¢
HacTpoMkaMuM WHTepBana, BpPeMeHM W nepuoga OesgencTeBus Mo
ymonyaHuio. onb3oBaTenb He noriydaeT nakeTbl OT APYroro KoHua B
TeyeHne 15 MUHYT, a 3aTeM HauyMHaeT oTnpaenaTb nakeTbl Keepalive
Kaxable 75 cekyH B TedeHue 6 pas. Ecnn nonb3oBatenb He nonyvaet
naketoB TCP, coegmHeHne TCP cuuMTaetca HeakTUBHbIM W 3aTeM
3aKpbiBaeTc

11.4.2.4. NMpumep KoHcpUrypaumm

BkntoueHne TCP Keepalive.

OTanbl KoHUrypauum Bkntounte cyHkumo keepalive TCP Ha ycTponctBe c

nHTepBanom interval n nepuogom 6e3gencteus idle-
period, ycTaHOBNEHHbIM Ha 3 MUHYTbl M 60 cekyHa
COOTBETCTBEHHO. ECcnn nocne 4eTbipex NonbITOK OTNpPaBKu
nakeToB keepalive nonb3oBaTenb He nonyyaeT naketoB TCP
C Opyroro koHua, coeanHeHne TCP cumMtaeTcst HeakTUBHbBIM

QTECH# configure terminal

QTECH(config)# ip tcp keepalive interval 60 times 4
idleperiod 180

QTECH(config)# end

MpoBepka KoHpurypaumm lMonb3oBaTenb BXOOUT B CUCTEMY YCTpOMCTBa Yepes telnet,

a 3aTeM BbIK/OYAET JloKanbHOE YCTPOWCTBO. 3anycTtute
koManZy show tcp connect Ha yaaneHHOM YCTPOWCTBE,
yTobbl NpOBEPUTD, KOraa ByaeT yaaneHo coeavHeHune IPv4
TCP
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11.5. KoHTpOnb cocTosiHUA

11.5.1. OTo6paxeHune

OnucaHue

KomaHpa

OTtobpakeHne OCHOBHOM
nHdopmaunmn o
coeanHeHumn IPv4 TCP

show tcp connect [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OT1obpaxeHne CTaTUCTUKK
coeanHeHus IPv4 TCP

show tcp connect statistics

OtobpaxeHne MTU TCP
IPv4

show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OTtobpaxeHue
nHdopmaumm o nopte TCP
IPv4

show tcp port [num]

OTtobpakeHne OCHOBHOM
nHdopmaunmn o
coeanHeHuun IPv6 TCP

show ipv6 tcp connect [local-ipv6 X:X:X:X::X] [local-port
num] [peer-ipv6 X:X:X:X::X] [peer-port num]

OT1obpaxeHne CTaTUCTUKK
coeauHeHus IPve TCP

show ipv6 tcp connect statistics

OT1o6paxenne MTU TCP
IPv6

show ipv6 tcp pmtu [local-ipv6 X:X:X:X::X] [local-port num]
[peer-ipv6 X:X:X:X::X] [peer-port num]

OtobpaxeHue
nHdopmaumm o nopte TCP
IPv6

show ipv6 tcp port [num]

11.5.2. OTnapka

NMPUMEYAHUE: cuctemHble pecypcbl 3aHATbl MpPU BbIBOAE OTNAAOYHOM UWHAOpMaLmK.
[MoaTomy, OTKNOUYUTE OTNAAKY Cpa3dy Nnocne UCNorb30BaHuS.

OnucaHue

KomaHApa

OTobGpaxkaeT OTNag0YHYHO
UHdopMaLmIo 0
TCPnakeTtax IPv4

debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip
a.b.c.d] [global | vrf vrf-name] [local-port num] [peer-port
num] [deeply]

OTtobpaxaeT
NMHopMaumio No oTnagke
coeauHeHus IPv4 TCP

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip a.b.c.d]
[local-port num] [peer-port num]
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Onucanune KomaHpa

OTtobpaxaeT oTnagoyHyto | debug ipv6 tcp packet [in | out] [local-ipv6 X:X:X:X::X] [peer-

nHdopmaumio o TCP- ipve X:X:X:X::X] [global | vrf vrf-name] [local-port num] [peer-
naketax IPv6 port num] [deeply]
OtobpaxaeT debug ipv6 tcp transactions [local-ipv6e X:X:X:X::X] [peer-

MHdopMaLMIO MO OTnagke ipve X:X:X:X::X] [local-port num] [peer-port num]
coeauHeHus IPv6 TCP
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12. HACTPOUKA NMPOTOKOIA IPV4/IPV6 REF
12.1. O630p

Ha ycTponcTtBax, KOoTopble He MOAAEPXMUBAKOT annapaTHyl nepecbinky, naketbl |IPv4/IPve
nepecbinalTcsa nporpaMmHo. ng onTuMusauun npon3BoauTeNbHOCTU NEePechIfik Ha OCHOBEe
nporpammHoro obecneyenuns, obopygoBaHne QTECH wucnonb3yeT aKkcnpecc-nepechbinky
IPv4/IPv6 ¢ nomowybio doyHKumoHana REF.

REF noppepxvBaet aBe Tabnuupbl: Tabnuuy nepecbinkn n Tabnuuy cmexHoctn. Tabnuua
NepechbINikn UCNonb3yeTca ANA XpaHeHus MHopmauum O MapupyTte. Tabnuua CMexXHOCTU
ocHoBaHa Ha Tabnuue ARP n Tabnuue cocenen IPv6 n cogepxut nHdopmaumio o nepesanmcu
ypoBHsi 2 (MAC) ans crnegytowero nepexoga.

REF ucnonb3yeTcss Ans akTMBHOrO paspelleHus next hop-oB u peanusaumm GanaHcUpoBKK
Harpys3ku.

12.2. lpumeHeHune

NMpumeHeHue OnucaHwue
banaHcupoBka Bo Bpemsi ceTeBOM MapLllpyTmMsauuu, Korga npedukc maplipyTa
Harpyskm CBsA3aH C HecKonbkuMn criegytowmmm nepexogamun, REF moxeTt

peanusoBaTb 0GanaHCUpPOBKY  Harpysku Mexay  HeCKONbKMMM
crenylowmnMy nepexogamm

12.2.1. BanaHcupoBKa Harpy3ku

12.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 67, npedukc maplipyta cBdasaH C Tpemsa next hop-amu Ha
MapupyTtusatope A, a umeHHo: Link 1, Link 2 un Link 3. MNo ymonuaHnio REF peanusyet
GanaHcupoBKY Harpyskm Ha ocHoBe IP-agpeca HasHadeHusa. BanaHcuMpoBKa Harpy3km MoOXeT
ObITb peanu3oBaHa Takke Ha ocHoBe |IP-agpeca uctodnuka n IP-agpeca Ha3HadeHus.

PucyHok 12-1.
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A — 3TO MapLupyTMsaTop, Ha KoTopoM BbinonHsaetTca REF.
B, C u D — nepegatoLume ycTponcTBaa.

12.2.1.2. OnucaHue

3anyctute REF Ha mapuwpyTtusaTtope A.
12.3. KnroyeBble 0COBEeHHOCTU

12.3.1. ba3oBble KOHUenuuun
REF IPv4/IPv6 BkntoyaeT cnegytowime OCHOBHbIE NOHATUS:
Ta6bnuua mapwpyTrusaumum

B Ttabnuue mapwpytusaumm IPv4/IPv6 copepxatca MaplipyTbl K OonpefeneHHbIM MecTam
Ha3Ha4eHusa 1 ceegeHusa o Tononoruun. Bo Bpems nepecoinkm naketos REF IPv4/IPv6 BoibnpaeT
nyTn nepegadv naketoB B COOTBETCTBMM C Tabnuvuen mapLipyTmnsaumn.

CoceaHumn ysen

CocegHunin y3en cooepXut MHAOPMaUMio O BbIXOAHOM WHTepdenice O MapLUpyTU3NPYyEMbIX
nakeTax, Hanpumep, Crneayllmi nepexod, cneaywowmn obpabaTbiBaeMbll KOMMNOHEHT W
WHKancynsumio Ha ypoBHe kaHana. Korga nakeT conocTaBfieH C COCeAHWM Y3roM, naket
WHKancynupyeTca M 3ateM nepecbinaetca. [Ansa 3anpoca v OBGHOBNEHUS CMexHyk Tabnuuy
Yy3M0OB 4acTo OpraHu3yloT B xewTabnuuy. Ona nogoepxkm GanaHCMPOBKU Harpyskv npu
MapLLpyTM3auumn nHdopmaumsa o cnegyolem nepexoae ynopsgodeHa B 3anncu 6anaHcupoBku
Harpy3ku. CoceHuin y3en He MOXeT coaepkaTtb nHopmaumio o next hop. OH MoXeT cogepkaTb
WHOEKCbl CrneayloLwmx KOMMOHEHTOB (Hanpumep, ApyrMe J§VHEenHble KapTbl U KapTbl C
HECKOMbKMMW CEPBUCHLIMU KapTamMu), KoTopble ByayT obpabaTtbiBaTbCsl.

AKTUBHOe pa3pelueHune

REF noppepxuBaeT paspelleHune cnegytowero nepexoga. Ecnn MAC-agpec cnegytoulero
nepexoga HeussecTeH, REF OygeT akTMBHO paspewaTtb cnegywowmi nepexod. IPv4 REF
3anpalumBaeT paspelleHne crneqyrowlero nepexoga ans moayna ARP, a IPv6 REF npumensieT
ND-moayrnb K paspeLueHuto.

MNyTb nepeagpecauunm nakeToB

MakeTbl nepeckbinatTca Ha ocHoBe agpecoB IPv4/IPv6. Ecnu ykasanbl agpeca |IPv4/IPv6
WCTOYHMKA N Ha3Ha4YeHUs nakeTa, onpeaensdeTcs nyTb NEPeChINIKN 3TOro NakeTa.

12.3.2. MonnuTrnkmn 6anaHCUpPOBKU Harpy3Ku

EanchmpOBKa Harpy3km HacCTpoeHa Ha pacnpeneneHme Harpysku Tpacbvn(a Mexny
HEeCKOJTIbKMMU CceTeBbIMUN KaHanamMu.

12.3.2.1. MpuHUMN paboTbl

Mo ymonyaHuto KOMMyTatop nogAepXvBaeT MNONMUMTUKM GanaHCMPOBKW Harpy3kn Ha OCHOBE
IP-agpecoB HasHa4veHus. B mogenun REF npeduke maplipyTta cBasaH ¢ Heckonbkumm Next Hop,
ApYrMMun croBamu, 3TO MapLupyT C HeCKOMbKuMn nytamu. MapwpyTt 6yaeT cessaH ¢ Tabnuuen
GanaHcMpoBKM Harpy3km n 6anaHCUpPOBKOW Harpysku Ha ocHose Beca. Ecnu naket IPv4/IPv6
COOTBETCTBYET 3anucy 6anaHCcnpoBKM Harpy3ku, OCHOBAHHOW Ha caMOM ASIMHHOM COBMNaaeHuu
npedukco, REF BbinonHseT pacyeTt xawa Ha ocHose |IPv4/IPv6-agpeca naketa u BblbupaeT
nyTb ANS NEepPecbINkM nakeTa.
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12.4. Hactpouka

Mo ymonuaHuio KOMMYyTaTop noadepXuBaeT GanaHCUMPOBKY Harpy3kM Ha OCHOBE aapecoB
Ha3Ha4eHus. BbinonHuTe crneaytowme KOMaHabl Anst KOHTPOMS! COCTOSIHUS.

12.4.1. OTo6paxeHune ctaTtuctuku naketoe REF

CratucTtunka REF-nakeToB BkntoYaeT B ce6s1 KONMYECTBO NepechiniaeMblX NakeToB Y KONTMYECTBO
OTOpOLUEHHbIX MaKeToB MO pasHbiM npuynHam. MoxHo onpegenuTb, OyayT nu nakeTbl
nepecbINaTbCsl B COOTBETCTBUM C OXMAAHUAIMI, OTOBpa3mB 1 ouncTuB ctatnuctuky REF-nakeToB.

KomaHpa

OnucaHue

show ip ref packet statistics

OTtobpaxaeT ctaTncTmky naketos |IPv4 REF

clear ip ref packet statistics

Ypangaet ctatuctuky naketos IPv4 REF

show ipv6 ref packet statistics

OTtobpaxaeT ctaTncTnky naketos |IPv6 REF

clear ipv6 ref packet statistics

YpansieT ctatuctuky naketos IPv6 REF

12.4.2. OTo6paxeHne nHpopmauum o CMEXHOCTH

,D,J'IFI OT06pa)KeHI/IFI I/IHCbOpMaLl,I/WI O CMEXHOCTU MOXHO BbINOJTHUTL CrieayrLuine KoMaHabl:

KomaHpa OnucaHue

show ip ref adjacency [glean | local || OtobpaxaeT yQaneHHble  CMEXHOCTH,
ipaddress | {interface interface_type rioKarnbHble CMEXHOCTMH, CMEXHOCTHU
interface_number ) | discard | statistics] yKasaHHoro IP-agpeca, CMEXHOCT!,

CBfi3aHHble C yKa3aHHbIM NHTepdencom, n
BCe CMexHble yarnbl B IPv4 REF

show ipv6 ref adjacency [glean | local | ipv6-
address | (interface interface_type
interface_number) | discard | statistics]

OTtobpaxaeT yOaneHHble  CMEXHOCTMH,
nokanbHble CMEXHOCTH, CMEXHOCTU
ykaszaHHoro apgpeca IPv6, cmexHocTu,

CBSI3aHHbIE C YKa3aHHbIM MHTepdencom, n
BCe CMexHble yarnbl B IPv6 REF

12.4.3. OTo6paxeHne nHcpopmaumm o6 akTUBHOM paspeLleHnm

Ana oTobpaxeHusa Next Hop-oB, KoTopble HEODXOAMMO paspeLllnTb, MOXHO BbIMOMHUTb

cnenyoLwme KoMaHabl:

KomaHaa OnucaHue

show ip ref resolve-list

OTtobpaxeHue crneqytowero nepexoga o paspeLueHums

show ipv6 ref resolve-list

OTob6paxxeHne Next Hop ansa paspelueHus
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12.4.4. OTo6paxeHne nicpopmauum o nyTn nepeagpecaumm naketos

MakeTbl NepecbinatoTcsl Ha ocHoBe agpecoB |IPv4/IPv6. Ecnu ykasaHbl agpeca |Pv4/IPv6
MCTOYHUKA N Ha3HayeHus nakeTta, onpegensercsa NyTb NepecbiikM 3Toro naketa. BbinonHute
cnegywolime KomaHabl W YyKaxute agpeca WCTOYHMKA WM HasHadeHus |IPv4/IPv6 nakeTta.
OToGpaxaeTcsa NyTb NEPECHINIKA NakeTa, HanpumMmep, nakeT oTbpackiBaeTcsi, OTNpPaBnseTca Ha
LM nnun nepeckinaetca. Kpome Toro, otobpaxkaeTtcst nHTepdenc, KOTOPLIN NepeckiniaeT nakerT.

KomaHpa

OnucaHue

show ip ref exact-route [oob | vrf vrf_name]
source-ipaddress dest_ipaddress

OTtobparkaeT NyTb NepeCLINKN nakeTa. oob
yKa3blBaeT BHEMOSIOCHYH CETb yNpaBneHus

show ipv6 ref exact-route [oob | vrf vrf-name ]
src-ipv6-address dst-ipv6-address

OtobpaxxaeT nyTb nepecbinky naketa IPv6.
oob  ykasblBaeT  BHEMOMOCHYK  CeTb
ynpasneHuns

12.4.5. OTob6paxeHne nipopmauum o mapwpyte B Tabnuue REF

[Ona otobpaxeHna uHdopMaumm o mapwpyTe B Tabnuue REF BbinonHute cnegytowme

KOMaHAbl:

KomaHaa

OnucaHue

show ip ref route [vrf vrf_name] [default | {ip
mask}| statistics]

OTob6pakeHne nHopmauum o MmapLipyTe B
Tabnuue REF IPv4. NapameTp default
yKasblBaeT MapLLpyT N0 yMOMYaHMIo

show ipv6 ref route [vrf vrf-name ] [
default | statistics | prefix/len ]

OTob6pakeHne nHdopmauum o mapLipyTe B
Tabnuue REF IPv6. NapameTp default
yKa3blBaeT MapLUPYT MO YMONYaHUIO

(@ arecy
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O6wasn nHopmaums W
13. ObLWUWAA UHPOPMALIUA

13.1. NapaHTHNAa n cepBuc

Mpouenypa n HeobGxoaumble AENCTBUSA MO BOMpOCcaM rapaHTMM onmcaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 00CNYXMBAHUEY.

O3HakoMuTbCs € MHopMaumnen No Bonpocam TeCTMPOBaHUS 0b6OpyaoBaHMS MOXHO Ha canTe
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHWe Ha TECT».

Bkl MOXeTe Hanucatb HanpAamyr B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOVI noyTte sc@gtech.ru.

13.2. TexHn4yeckas nogaepxka

Ecnn Bam Heobxoaumo cogencteve B BOMpoOcax, KacalwMxcsa Hawero obopyaoBaHusi, TO
MOXEeTe BOCMNOMb30BaTbCA pas3fernioM TexHuyYeckon nopaepxku nonb3oBatenen QTECH Ha
HaweM cante www.qtech.ru/support/.

TenedoH TexHunyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odumc +7 (495) 477-81-18

13.3. AnekTpoHHas Bepcusi AOKYMeHTa
Hata ny6bnukauun 25.07.2025

https://files.qgtech.ru/upload/switchers/QSW-8113/QSW-
8113 ip_address_app_config_guide.pdf
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