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9.5. MOHUTOPUHT 233
9.5.1. OtobpaxeHue 233
9.5.2. Otnapgka 233
10. HACTPOWVIKA MSTP 234
10.1. O630op 234
10.1.1.1. MpoTOKONbI U CTaHAApPThI 235
10.2. MpunoxeHns 235
10.2.1. Tononorusa Dual-Core MSTP+VRRP 235
10.2.1.1. CueHapui 235
10.2.1.2. PasBepTbiBaHNe 236
10.2.2. TyHHens BPDU 236
10.2.2.1. CueHapui 236
10.2.2.2. PasBepTbiBaHue 237
10.2.3. ®yHKUMM 237
10.2.3.1. ba3soBble onpegeneHus 237
10.2.3.2. O630p 242
10.2.4. STP 242
10.2.4.1. MpuHUMN paboTbl 242
10.2.4.2. CBA3aHHasA KOHUrypaums 242
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10.2.5. RSTP 243
10.2.5.1. MpunHumMn paboTbl 243
10.2.5.2. CBsAzaHHaa koHGUrypaums 246
10.2.6. MSTP 246
10.2.6.1. MpuHUMN paboTbl 246
10.2.6.2. CBsAzaHHada KoHUrypaums 254
10.2.7. JononHuTtenbHble PyHKumun MSTP 254
10.2.7.1. MpuHUnn paboTbl 254
10.2.7.2. CBsA3aHHasa koHGUrypaums 258
10.3. KoHpurypaums 260
10.3.1. BkntoyeHne STP 263
10.3.1.1. SddekT KoHGDUrypaumm 263
10.3.1.2. MNMpnmeyaHus 263
10.3.1.3. Waru HacTpoikm 263
10.3.1.4. lNpoBepka 265
10.3.1.5. CBA3aHHble KOMaHAbI 265
10.3.1.6. NMpumep KoHUrypauum 266
10.3.2. Hactpowka coBmectumocTtn STP 268
10.3.2.1. 3ddekT KoHGDUrypaumm 268
10.3.2.2. lNMpumeyaHus 268
10.3.2.3. Waru HacTpoikm 268
10.3.2.4. lpoBepka 268
10.3.2.5. CBs3aHHble KOMaHAabI 269
10.3.2.6. NMpumep KoHurypauum 269
10.3.3. Hactpowika permoHa MSTP 273
10.3.3.1. SdhekT KoHPUrypauum 273
10.3.3.2. NpumeyaHms 273
10.3.3.3. Warn HacTpouku 273
10.3.3.4. NMpoBepka 273
10.3.3.5. CBsi3aHHbIe KOMaHAbI 273
10.3.3.6. lNposepka 275
10.3.3.7. Mpumep koHGUrypaumm 275
10.3.3.8. PacnpocTtpaHeHHble owmnbku 281
10.3.4. BknoyeHne 6bicTpon koHBepreHumn RSTP 282
10.3.4.1. SdphekT KoHPUrypaumm 282
10.3.4.2. NpumeyaHus 282
10.3.4.3. Warn HacTponkn 282
10.3.4.4. lNposepka 282
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10.3.4.5. CBs3aHHble KOMaHAbI 282
10.3.4.6. NMpumep kKoHGDUrypaumum 283
10.3.5. HacTtpoWka npruoputeToB 283
10.3.5.1. QddekT KoHGUrypaumm 283
10.3.5.2. NpumeyaHus 283
10.3.5.3. Waru HacTpoikm 284
10.3.5.4. lNpoeepka 284
10.3.5.5. CBA3aHHble KOMaHAbI 284
10.3.5.6. MNprmep HaCTPOWKM 285
10.3.6. HacTpornka CToMMOCTM NMyTU K NOPTY 287
10.3.6.1. 3ddekT KoHGPUrypaumm 287
10.3.6.2. NpumeyaHus 287
10.3.6.3. lWarn HacTponkn 288
10.3.6.4. MNpoeepka 288
10.3.6.5. CBs3aHHble KOMaHAabI 289
10.3.6.6. MNMpumep koHGUrypaumm 290
10.3.7. Hactpowika makcumanbHoro vncria hop-oe ansi naketa BPDU 291
10.3.7.1. SddekT koHGUrypaumm 291
10.3.7.2. NpumeyaHus 291
10.3.7.3. Warn HacTponkn 291
10.3.7.4. MNpoeepka 291
10.3.7.5. CBs3aHHble KOMaHAbI 292
10.3.7.6. MNMpumep koHGUrypaumm 292
10.3.8. BknioyeHne dyHKLMI, CBA3aHHbIX ¢ PortFast 293
10.3.8.1. SddekT KOHGDUrypaumm 293
10.3.8.2. lNMpumeyaHus 293
10.3.8.3. Waru HacTpoikm 293
10.3.8.4. lpoBepka 294
10.3.8.5. CBs3aHHble KOMaHAabI 294
10.3.8.6. NMpumep koHUrypauum 296
10.3.9. BknoyeHne doyHKUmi, ceasaHHbIx ¢ TC 297
10.3.9.1. SdphekT KoHPUrypauum 297
10.3.9.2. NpumeyaHus 297
10.3.9.3. Warun HacTpowku 298
10.3.9.4. MNposepka 298
10.3.9.5. CBs3aHHble KOMaHAabI 298
10.3.9.6. Npumep HacTponkn 299
10.3.9.7. PacnpocTpaHeHHble owmnbku 299
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10.3.10. BknoyeHue nposepku ncxogHoro MAC-agpeca BPDU 300
10.3.10.1. 3ddheKT KOHUrypaumm 300
10.3.10.2. MpumeyaHus 300
10.3.10.3. Warn HacTpoviku 300
10.3.10.4. lMposepka 300
10.3.10.5. CBdA3aHHble KOMaHAbI 300
10.3.10.6. MNpurmep koHGUrypaumm 301
10.3.10.7. PacnpocTpaHeHHble OLnGKN 301
10.3.11. HacTtpovika Auto Edge 301
10.3.11.1. SddeKT KoHDUrypaumm 301
10.3.11.2. lNpnmeyaHns 301
10.3.11.3. Waru HacTponiku 301
10.3.11.4. lNpoBepka 302
10.3.11.5. CBsA3aHHble KOMaHAbI 302
10.3.11.6. NMpunmep KoHUrypaumnm 302
10.3.12. BknoyeHne doyHKUmMn, cessaHHbIx ¢ Guard 303
10.3.12.1. 3ddeKT KoHDUrypaumm 303
10.3.12.2. NMpumevaHus 303
10.3.12.3. Warn HacTponiku 303
10.3.12.4. lNpoBepka 304
10.3.12.5. CBA3aHHble KOMaHAbI 304
10.3.12.6. MNMpumep koHUrypauum 305
10.3.12.7. PacnpocTpaHeHHble OLWnbKM 307
10.3.13. BkntoyeHune npo3payvyHon nepegaym BPDU 307
10.3.13.1. SdhdheKT KOHDUrypaumm 307
10.3.13.2. lNpumeyaHns 307
10.3.13.3. Warun HacTponiku 307
10.3.13.4. lNpoBepka 307
10.3.13.5. CBsA3aHHble KOMaHAbI 307
10.3.13.6. MNpumep koHUrypaumm 308
10.3.14. BkntoyeHne BPDU-TyHHens 308
10.3.14.1. SdhekT KoHUrypaumm 308
10.3.14.2. MpumeyaHus 309
10.3.14.3. lWarn HacTpovikn 309
10.3.14.4. lposepka 309
10.3.14.5. CBsA3aHHble KOMaHAbI 309
10.3.14.6. NMpumep HaCTPONKn 311
10.3.14.7. PacnpocTpaHeHHble oLwmnbKn 313
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10.4. MOHUTOPWHT 313
10.4.1. Ounctka 313
10.4.2. OTo6paxeHne 313
10.4.3. Otnagka 314
11. HACTPOWKA GVRP 316
11.1. O630p 316
11.1.1. MNMpoToKOonNbI U CTaH4aPThI 316
11.2. MpunoxeHna 316
11.2.1. KoHdurypauus GVRP B nokanbHoun cetu 316
11.2.1.1. CueHapui 316
11.2.1.2. PasBepTbiBaHne 317
11.2.2. TyHHenbHoe npunoxernne GVRP PDU 317
11.2.2.1. CueHapwui 317
11.2.2.2. PasBepTbiBaHUe 318
11.3. ®yHKUMN 318
11.3.1. ba3oBble onpeneneHus 318
11.3.1.1. O630p 321
11.3.2. CuHxpoHusauma nidopmauumn VLAN BHyTpU TONonormm 321
11.3.2.1. MpuHUMN paboTbl 321
11.3.2.2. CBsA3aHHble KOHUIypaLum 321
11.3.2.3. CBA3aHHble KOHUrypaumm 322
11.4. KoHpurypaums 323

11.4.1. Hactponka OCHOBHbIX (pyHKUUN GVRP 1 CUHXpOHU3auuM mHGOopMaLmnm

VLAN 323
11.4.1.1. DdpekT KoHPUrypaumm 323
11.4.1.2. NpumeyaHms 323
11.4.1.3. Warn HacTponkn 324
11.4.1.4. MNMpoBepka 325
11.4.1.5. CBsA3aHHble KOMaHAbI 325
11.4.1.6. MNMpumep KoHpUrypawumm 327
11.4.1.7. PacnpocTpaHeHHble owmnbku 329

11.4.2. Hactponka npo3payHon nepegayn GVRP PDU 329
11.4.2.1. OpdeKT KOHUrypaumm 329
11.4.2.2. MNMpumeyaHuns 329
11.4.2.3. Warn HacTponkn 329
11.4.2.4. MNpoBepka 329
11.4.2.5. CBA3aHHble KOMaHAbI 330
11.4.2.6. MNMpumep KoHpurypauum 330
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11.4.3. Hactponka doyHkuumn TyHHens GVRP PDU 331
11.4.3.1. SddekT KoHGPUrypaumm 331
11.4.3.2. NpumeyaHus 331
11.4.3.3. Warn HacTpowkm 331
11.4.3.4. Npoeepka 331
11.4.3.5. CBs3aHHble KOMaHAabI 331
11.4.3.6. MNMpumep koHGDUrypaumm 333
11.4.3.7. PacnpocTpaHeHHble owmnbku 335
11.5. MOHUTOPWHT 335
11.5.1. Ouyuctka 335
11.5.2. OTob6paxeHne 335
11.5.3. Otnagka 335
12. HACTPOWKA LLDP 336
12.1. O630p 336
12.1.1. MNpoToKOonNbI U CTaHA4apPThI 336
12.2. TNpunoxeHns 336
12.2.1. OTo6paxeHne Tononormm 336
12.2.1.1. CueHapwui 336
12.2.1.2. PasBepTbiBaHue 337
12.2.2. NpoBeneHne obHapyXeHnsa owmbok 337
12.2.2.1. CueHapui 337
12.2.2.2. PasBepTbiBaHNe 338
12.3. ®dyHKuMn 338
12.3.1. ba3oBble onpeneneHus 338
12.3.2. O630p 343
12.3.3. Pexum pabotsl LLDP 343
12.3.3.1. MNpunHumMn paboTsl 343
12.3.3.2. CsasaHHas KoHdurypauus 343
12.3.4. MexaHu3m nepegaym LLDP 343
12.3.4.1. MNMpuHUMn paboTbl 343
12.3.4.2. CBA3aHHasA KOHUrypaums 344
12.3.5. MexaHuam npuema LLDP 345
12.3.5.1. MpuHunn paboTbl 345
12.3.5.2. CA3aHHasa KoHUrypauns 345
12.4. KoHurypaums 345
12.4.1. Hactponka doyHkuumn LLDP 349
12.4.1.1. SdpekT KoHPUrypaumm 349
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12.4.1.2. NpumeyaHus 349
12.4.1.3. Warn HacTpowkm 349
12.4.1.4. Npoeepka 349
12.4.1.5. CBA3aHHble KOMaHAbI 349
12.4.1.6. Mpumep koHGUrypaumm 350
12.4.1.7. PacnpocTpaHeHHble oLwmnbku 350
12.4.2. Hactpowika pexuma pabotbl LLDP 350
12.4.2.1. SdpdeKT KoHPUrypaumm 350
12.4.2.2. NpnumevaHus 350
12.4.2.3. lWarn HacTpownkm 350
12.4.2.4. TpoBepka 351
12.4.2.5. CBs3aHHble KOMaHAbI 351
12.4.2.6. NMpumep KOHUrypauum 351
12.4.3. Hactponka TLV ans o6basnexHns 352
12.4.3.1. 3ddekT KoHGPUrypaumm 352
12.4.3.2. NpumeyaHus 352
12.4.3.3. Warn HacTpouku 352
12.4.3.4. MNpoeepka 352
12.4.3.5. CBs3aHHble KOMaHAbI 353
12.4.3.6. NMpumep KoHUrypauum 355
12.4.4. HactpamBaeT agpec ynpasneHus gns oobasneHus 356
12.4.4.1. DdphekT KoHDUrypaumm 356
12.4.4.2. NpumeyaHms 356
12.4.4.3. lLarn HacTponkn 356
12.4.4.4. Npoeepka 356
12.4.4.5. CBsA3aHHble KOMaHAbI 356
12.4.4.6. MNMpumep koHGUrypaumm 357
12.4.5. Hactpovika cyeTumnka 6eicTpon nepegayn LLDP 358
12.4.5.1. SdpdekT KoHGDUrypaumm 358
12.4.5.2. lWarn HacTponku 358
12.4.5.3. lNposepka 359
12.4.5.4. CBsi3aHHble KOMaHAbI 359
12.4.5.5. Mpumep koHGUrypaumm 359
12.4.6. Hactponka mHOXuTens TTL n nHtepeana nepegaydv 360
12.4.6.1. SdekT KoHPUrypaumm 360
12.4.6.2. Warn HacTpowku 360
12.4.6.3. NpoBepka 360
12.4.6.4. CBA3aHHble KOMaHAbI 360
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12.4.6.5. Mpumep koHGUrypaumm 361
12.4.7. HacTpowika 3agepXkm nepegaym 362
12.4.7.1. SdpdeKT KoHPUrypaumm 362
12.4.7.2. lWarn HacTpownkm 362
12.4.7.3. MNpoBepka 362
12.4.7.4. CBs3aHHble KOMaHAbI 362
12.4.7.5. MNMpumep koHGDUrypaumum 363
12.4.8. HacTponka 3agep>xku nHmymanmnsasmm 363
12.4.8.1. SddekT KOoHGPUrypaumm 363
12.4.8.2. lWarn HacTponku 363
12.4.8.3. lNpoBepka 363
12.4.8.4. CBA3aHHble KOMaHAbI 363
12.4.8.5. NMpumep KoHUrypauum 364
12.4.9. Hactpowika pyHkumm Trap LLDP 364
12.4.9.1. 3ddekT KoHGPUrypaumm 364
12.4.9.2. lWarn HacTpowkm 364
12.4.9.3. Nposepka 365
12.4.9.4. CBs3aHHble KOMaHAbI 365
12.4.9.5. Mpumep koHGUrypaumm 366
12.4.10. Hactponka gyHKumnm obHapyxeHus ownbok LLDP 367
12.4.10.1. SdhheKT KOHGUrypaumm 367
12.4.10.2. lWarn HacTponkn 367
12.4.10.3. lNpoeepka 367
12.4.10.4. CBsAA3aHHble KOMaHAbI 367
12.4.10.5. Mpumep koHUrypaumm 368
12.4.11. HacTtpowka popmaTta nHkancynauumm LLDP 368
12.4.11.1. SdbdheKT KOHUrypaumm 368
12.4.11.2. lWarn HacTponkn 368
12.4.11.3. lNpoeepka 368
12.4.11.4. CBs3aHHble KOMaHAbI 369
12.4.11.5. Npumep KoHUrypaumnm 369
12.4.12. Hactpowka ceteBou nonutuku LLDP 370
12.4.12.1. SdphekT KoHUrypaumm 370
12.4.12.2. WWarn HacTporikn 370
12.4.12.3. lposepka 370
12.4.12.4. CBsA3aHHble KOMaHAbI 370
12.4.12.5. Mpumep koHUrypaumm 371
12.4.13. Hactpowika agpeca Civic 371
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12.4.13.1. SddeKT KoHUrypaumm 371
12.4.13.2. lWarn HacTpouku 372
12.4.13.3. lNposepka 372
12.4.13.4. CBaA3aHHble kKOMaHAbI 372
12.4.13.5. Mpumep koHUrypaumm 374
12.4.14. Hactponka HoMepa TenedoHa 3KCTPEHHOM CryX0bl 374
12.4.14.1. 3ddeKT KOHUrypaumm 374
12.4.14.2. lllarn HacTponku 374
12.4.14.3. lNpoBepka 375
12.4.14.4. CBsA3aHHble KOMaHbI 375
12.4.14.5. Mpnmep KoHUrypaumnm 375
12.4.15. HacTponka gyHKUMN nrHopupoBaHusa obHapyxeHus PVID 376
12.4.15.1. 3ddeKT KOHDUrypaumm 376
12.4.15.2. lWarn HacTpomku 376
12.4.15.3. lNpoBepka 376
12.4.15.4. CBA3aHHble KOMaHAbI 376
12.4.15.5. lNpnmep KoHUrypaumnm 376
12.5. MOHUTOPWHT 377
12.5.1. Ouyuctka 377
12.5.2. OTobpaxeHne 377
12.5.3. Otnagka 378
13. HACTPOVIKA QINQ 379
13.1. O630p 379
13.1.1. INpoToKonbl U cTaHOapPThl 379
13.2. MpunoxeHns 380
13.2.1. BHegpeHwne VPN ypoBHs 2 ¢ nomMoLlbto 6a3oBoro QinQ Ha 0CHOBe NOpPTOB 380
13.2.1.1. CueHapui 380
13.2.1.2. PasBepTbiBaHue 381

13.2.2. BHegpeHve VPN ypoBHA 2 1 ynpaBneHns NoToKoM Tpaduka CepBUCOB C
nomoLbto BeibopoyHoro QinQ (Selective QinQ) Ha ocHoBe C-TAG 381
13.2.2.1. CueHapun 381
13.2.2.2. Pa3BepTbiBaHue 383

13.2.3. BHegpeHve VPN ypoBHA 2 1 ynpaBneHns noToKoM Tpaduka CepBUCOB C
nomoLLbto BbibopoyHoro QinQ (Selective QinQ) Ha ocHoBe ACL 383
13.2.3.1. CueHapun 383
13.2.3.2. PasBepTbiBaHue 384

13.2.4. BHegpeHuve arperauumn VLAN Ons pasnuyHbiX CEPBUCOB MOCPEACTBOM
conocrtaeneHus VLAN 384
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13.2.4.1. CueHapui 384
13.2.4.2. PasBepTbiBaHue 385
13.2.5. Peanusaumns npospadHon nepegaym ypoBHsi 2 Ha ocHose QinQ 386
13.2.5.1. CueHapui 386
13.2.5.2. PasBepTbiBaHue 386
13.3. dyHKUMN 387
13.3.1. basoBble onpegeneHns 387
13.3.2. O630p 388
13.3.3. bazosbin QinQ 388
13.3.3.1. MpuHUMn paboTbl 389
13.3.4. Selective QinQ 389
13.3.4.1. MpuHuun paboTbl 389
13.3.5. ConoctaBnexve VLAN 389
13.3.5.1. MpuHUMN paboTbl 389
13.3.6. KoHdpurypauusa TPID 390
13.3.6.1. MpuHumn paboTbl 390
13.3.7. Pennukaumnsa MAC-agpecos 391
13.3.7.1. MpuHUnn paboTbl 391
13.3.8. MNpospayHada nepegayva ypoBHs 2 392
13.3.8.1. MNpurHuMn paboTsl 392
13.3.9. Pennukauna npyuoputeta 392
13.3.9.1. MNpurHuMn paboTsl 392
13.3.10. ConocTtasneHune npuopuTeTa 392
13.3.10.1. MpunHUMN paboThl 392
13.4. OrpaHu4yeHne 392
13.5. KoHpurypaums 392
13.5.1. Hactporka QinQ 396
13.5.1.1. SdphekT KoHPUrypauum 396
13.5.1.2. NpumeyaHms 396
13.5.1.3. Waru HacTpoikm 396
13.5.1.4. lNposepka 398
13.5.1.5. Mpumep KoHpurypauum 398
13.5.1.6. PacnpocTpaHeHHble owmnbku 401
13.5.2. Hactpowika Selective QinQ Ha ocHoBe C-TAG 401
13.5.2.1. DdphekT KoHDUrypaumum 401
13.5.2.2. NpumeyaHus 401
13.5.2.3. Waru HacTpoiku 401
13.5.2.4. lNposepka 402
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13.5.2.5. Mpumep koHUrypaumm 402
13.5.3. Hactpowika Selective QinQ Ha ocHoBe ACL 404
13.5.3.1. SddekT KoHPUrypaumm 404
13.5.3.2. NpumevaHus 404
13.5.3.3. Waru HacTpoikm 405
13.5.3.4. NMpoBepka 405
13.5.3.5. lNpumep koHGUrypaumm 406
13.5.3.6. PacnpocTtpaHeHHble owmnbku 408
13.5.4. Hactpowika conoctaBnenuns VLAN 408
13.5.4.1. SddekT KoHPUrypaumm 408
13.5.4.2. lNMpnmeyaHus 408
13.5.4.3. Warn HacTpoikm 409
13.5.4.4. lpoBepka 409
13.5.4.5. Mpumep koHGUrypaumm 410
13.5.5. Hactponka TPID 412
13.5.5.1. SddekT KoHGDUrypauum 412
13.5.5.2. lNMpnmeyaHus 412
13.5.5.3. Warn HacTponkn 413
13.5.5.4. MNpoeepka 413
13.5.5.5. lNMpumep KoHUrypauum 413
13.5.6. Hactpowika pennukaumm MAC-agpecos 413
13.5.6.1. SdppekT KoHPUrypaumm 413
13.5.6.2. NpumeyaHms 414
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1. HACTPOUKA MUHTEP®ENCOB
1.1. O630p

MHTepdencbl BaxHbl L9 peanu3aumm KOMMyTauuMm LaHHbIX Ha CeTeBbIX YCTPOWCTBAX.
Yctponctea QTECH nogaepxmBatoT ABa Tvna UHTepgencos: omusmyeckme noptbl U Nornyeckne
UHTEepencol. dPusmyeckun nOopT — STO annapaTHbIn NOPT Ha YCTPOMCTBE, Hanpumep,
nutepdenc 100M Ethernet u nitepdeiic Gigabit Ethernet. Jlornuecknn nntepdeic He aBndeTcsa
annapaTHbIM MOPTOM Ha ycTponcTse. Jlornyeckuin nHtepdenc, Takon kak loopback-nHtepdenc
N TYHHENbHbIN MHTepdEenc, MoxeT ObITb CBA3aH C PU3NYECKUM MOPTOM UMM He 3aBUCETb OT
Kakoro-nmbo cmaunyeckoro nopta. [Ana ceTeBbiXx NPOTOKOMOB (hM3ndeckme nopTbl N Nornyeckue
NHTEPMENCHI BLINOSTHAIOT OOHY U TY Xe OYHKUMIO.

1.2. MpunoxeHunsa

MpunoxeHune OnucaHue

KommyTauma paHHbix L2 | Peanu3doBaTb nepegadvy fAaHHbIX ypoBHA 2 (L2) ceTeBbIX

yepes

OU3NYECKUIN | YCTPOMCTB Yepes dmamnyecknin nHtepdenc L2 Ethernet

uHTepdenc Ethernet

MapwpyTtunsaumua L3 yepes | PeanusoBaTb nepegadvy AaHHbIX ypoBHA 3 (L3) ceTeBbIX

domsnyeckun NHTEPdENC | YCTPOMCTB Yepes mamnyecknin nHtepdenc L3 Ethernet

Ethernet

1.2.1. KommyTauums paHHbIx L2 yepe3 hmnsndveckum nurtepdenc Ethernet

1.2.1.1. CueHapum

SVI1 SVI1

192.168.1.1/24 192.168.1.2/24

GigabitEthernet GigabitEthernet GigabitEthernet GigabitEthernet
1/0/1 2/0/1 2/0/2 3/0/1
EEEEERER

=m = **

KommyTtatop A KommyTtartop B Kommytartop C

PucyHok 1-1.

Kak nokaszaHo Ha PucyHke 1-1, KommyTtatop A, KommyTtatop B n Kommytatop C obpasytoT
NPOCTYIO CeTb Nnepeaayvn faHHbIX L2.

1.2.1.2. Pa3BepTbiBaHUe

Mogkntounte kommyTatop A K KommyTatopy B 4epe3 cwusnyeckme noptol
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

Mogkntounte kommyTatop B k kommytatopy C 4yepe3d u3anyeckme nopThl
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.

HacTtponte GigabitEthernet 1/0/1, GigabitEthernet 2/0/1, GigabitEthernet 2/0/2 w
GigabitEthernet3/0/1 B ka4ecTBe MarmcTpasnbHbIX NOPTOB.

Q
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e Cospante BupTyanbHbli MHTepdenc kommyTaTtopa (SVI), SVI 1, Ha kommyTaTope A 1
kommyTaTope C COOTBETCTBEHHO, U HacTponTe IP-agpeca 13 ceTeBOro cermeHTa ans
AByx SVI. IP-agpec SVI 1 Ha kommyTaTope A — 192.168.1.1/24, a IP-agpec SVI 1 Ha
kommyTaTtope C — 192.168.1.2/24.

e 3anyctuTe KoMaHay ping 192.168.1.2 Ha komMyTaTope A 1 KomaHay ping 192.168.1.1
Ha kommyTaTope C, 4ToObl peanuM3oBaTb NepeknioveHne aHHbIX Yepe3 KommyTaTop B.

1.2.2. MapwpyTtusauusa L3 yepe3 domsnyveckum nutepdenc Ethernet

1.2.2.1. CueHapun

GigabitEthernet GigabitEthernet GigabitEthernet GigabitEthernet
1/0/1 2/0/1 2/0/2 3/0/1

nm : : : : : b
KommyTaTop A KommyTartop B KommyTatop C

PucyHok 1-2.

Kak nokaszaHo Ha PucyHke 1-2, KommyTtatop A, KommyTtatop B n Kommytatop C obpasytoT
NPOCTYIO CeTb Nepeaayn aaHHbIx L3.

1.2.2.2. Pa3BepTbiBaHUe
o [logkniounte KomMmyTaTop A K KommyTaTopy B uyepe3 dwumsnyeckne nopTol
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

e [logkmiounte kommyTatop B k kommyTtatopy C 4yepe3 uanyeckne nopThbl
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.

e Hactponte GigabitEthernet 1/0/1, GigabitEthernet 2/0/1, GigabitEthernet 2/0/2 un
GigabitEthernet3/0/1 B kauecTBe MapLUpyTU3NpyeMbix NopTos L3.

e Hactponte IP-agpeca 13 cermeHta cetn ansa GigabitEthernet 1/0/1 n GigabitEthernet
2/0/1. IP-agpec GigabitEthernet 1/0/1 — 192.168.1.1/24, a IP-agpec GigabitEthernet
2/0/1 — 192.168.1.2/24.

e Hactpoute IP-agpeca 13 cermeHta cetn ansa GigabitEthernet 2/0/2 n GigabitEthernet
3/0/1. IP-appec GigabitEthernet 2/0/2 — 192.168.2.1/24, a IP-agpec GigabitEthernet
3/0/1 — 192.168.2.2/24.

e HacTtponte 3anucb cTaTM4eckoro mapLupyTta Ha kommyTatope C, 4to6bl kommyTaTop C
MOr Hanpsimyto obpaluatbes kK ceTeBomy cermeHty 192.168.1.0/24. HactpownTte 3annch
CTaTU4eCKoro mapLipyTta Ha kommyTtatope A, 4tobbl kommyTaTtop C MOr HanpsmMyto
obpawartbcs k cerMmeHTy cetn 192.168.1.0/24.

e 3anyctuTe koMaHay ping 192.168.2.2 Ha kommyTaTope A u KomaHay ping 192.168.1.1
Ha kommyTaTope C, 4Tobbl peanu3oBaTtb MapLupyTudauuto L3 yepes kommyTtatop B.

1.3. ®yHKUUN

1.3.1. ba3oBble onpeaeneHusn

Knaccudumkauusa nHtepcencon

1. WNHTepdencel Ha ycTponctBax QTECH genartca Ha Tpy kaTeropuu:
e VHTepdpenc L2 (koMMyTaTOpbl UMM MEXCETEBOW MOCT)
o  VHTepdpeiic L3 (nopgoepxmBaeTcs ycTponctesamu L3)
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2. O6wwue nHTepdencel L2 nogpa3gendoTcs Ha crneayrowme TUnbl:

e [lopT kOMMYyTaUUN
e Arpermpyembin nopt L2 (L2 AP)
3. O6wwme nHTepdericbl L3 nogpasgenstoTca Ha cnegyowme Tunbl:
o  MapuwpyTtuaupyemoin nopt
e [lopt arperauuu L3 (L3 AP)
o SVI
o Loopback-nHtepgeric
o  TyHHenbHbIN NHTEpPhenc
MopT kommyTauum (Switch Port)

MopT KOMMyTaUUN — 3TO OTAENbHbIN PUNYECKUIA MOPT HA YCTPOMCTBE, pearnimayolwmnin ToNbKO
yHKUMIO KOMMYyTaumn L2. MNopT KoMMmyTaummM Mcnonb3yeTcs Ans ynpasneHuss nsmyecknmm
noptamu 1 npoTokonamu L2, cBsi3aHHbIMU C (pU3N4ECKUMIN NopTamu.

MopT arperauum L2 (L2 AP Port)

MopT arperaumm dopmupyetTca nytem OObeaUMHEHUs HECKONbKUX (U3NYECKUX MNOPTOB.
Heckonbko dm3nyecknx kaHanoB MoryT 6biTb CBSA3aHbl BMecTe, 4Tobbl chopMmpoBaTb NPOCTOMN
norn4yecknin kaHan. ATOT NOrMYecKnin KaHan HasblBaeTcs nopTom AP.

Ana kommyTauum L2 nopt AP 3KBMBanNeHTeH MOpTy KOMMYyTauuu, KOTOPbIN ob6beaunHsieT
MPOMYCKHYKO CMOCOBHOCTb HECKONMbKMX MNOPTOB, TEM CaMmbiM YyBeNnuuuMBasi MNPOMYCKHYHO
cnocobHocTb coeanHeHus. Kagpbl, oTnpaeneHHble Yepe3 nopT AP L2, pacnpenensaiTcsa mexay
noptamu-ydactHmkamm AP L2. B cnydae cboss ogHoOro kaHana-ydacTHuka nopt AP L2
aBTOMaTMyecku nepepaet TpaduK No HEMCNpaBHOMY KaHarny Ha Apyrne KaHanbl-y4aCTHUKM,
noBbILWas HaAeXXHOCTb COeANHEHNN.

SVI

SVI MOXHO ucnonb3oBaTb Kak MHTEpdenc ynpasneHus nokanbHbIM YCTPOWCTBOM, 4Yepes
KOTOPbIA agMUHUCTPATOP MOXeT yrpasrisaTb YCTPOMCTBOM. Bbl Takke moxeTe cosgaTb SVI B
KayecTBe WHTepdhenca WnN3a, KOTOPbIN COMOCTaBMAAETCA C BUPTyalbHbIM UHTEpPdENCOM
kaxxgon VLAN ansa peanusauumn mapupyTtusauumn dyepes VLAN mexay yctponctsamu L3. Beol
MoXeTe 3anycTuTb KomaHay interface vlan, 4ytobel cosgate SVI n HasHauuTb IP-agpec atomy
NHTEpdEeNncy Ans HacTponkn MmappyTa mexay VLAN’ amu.

Kak nokasaHo Ha PucyHke 1-3, xoctbl B VLAN 20 moryT Hanpsmyto obiartbca apyr ¢ Apyrom 6e3
yyactuna yctpouncTts L3. Ecnu xocT A B VLAN 20 xo4eT yCcTaHOBUTb CBA3b € XocToM B B VLAN
30, Heobxoaumo ncnonb3osaTtb SVI 1 3 VLAN 20 n SVI 2 ns VLAN 30.
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KommyTtatop

.| 192.168.65.1

Xoct B“.

U VLANBO .-

.. VLAN20

PucyHok 1-3.

MapuwpyTtusupyembin nopt (Routed Port)

Ddursnyecknin NopT Ha yCcTporcTBe L3 MOXHO HAaCTPOUTb Kak MapLLpyTU3npyeMblii NOPT, KOTOPbIN
paboTaeT Kak nHTepdenc Ww3sa ana kommyTauum L3. MapLupytuanpyembii NOpT He CBA3aH C
KOHKpeTHoM VLAN. BMeCTo aTOro aTo NpocTo NopTt goctyna. MapwpyTnsnpyemsiin NopT HENb3A
ncnonb3oBatb ANs komMmyTaumm L2. Bbel MoxeTe 3anycTuTtb KomaHay no switchport, 4Tobbl
N3MEHUTb NOPT KOMMYTaLMM HA MapLUPYTU3NPYEMbIN MOPT N Ha3HauuTb IP-agpec aTomy nNopTy
Ansa HacTpowkn mapwpyTta. Obpatute BHUMaHWe, YTO nNepen BbINOSIHEHMEM KOMaHAbl NO
switchport Heobxoanmo yganuTb Bce oyHKUMM L2 nopTa KOMMyTauuw.

NMPUMEYAHUE: ecnn nopt siBNsieTca NOpToM-y4acTHkoMm AP L2 nnmn noptom DOT1X, koTOpbIN
He npowen ayTeHTUdUKauMio, Bbl HE MOXeTe 3anycTuTb KomaHagy switchport wnm no
switchport gna HacTporkn nopTa KOMMyTauun UNmn MapLLpyTM3MpyemMoro nopTa.

Mopt AP L3 (L3 AP Port)

Kak n nopt AP L2, nopT AP L3 — 3TO norm4eckuin nopt, 06beanHSOLLINN HECKOSTbKO (PU3NYHECKMX
MOPTOB-YY4aCTHUKOB. ArpermpoBaHHbI€ NOPTbl A0MKHbI 6bITb NopTamu L3 Toro xe tuna. Mopt AP
dyHKUMOHMPYET Kak nHTepdenc wnw3sa ang kommyTtaumm L3. Heckonbko omsnyecknx kaHanos
obbeanHalTCa B OOMH JIOTMYECKUIW, YTO YBEnMYMBAET MPOMNYCKHYIO CNOCOOHOCTb KaHana.
Kagpbl, oTnpaBneHHble yepes nopt AP L3, pacnpefensaoTca Mexay noptamu-yyactHukamu AP
L3. B cnyyae c6os ogHoro kaHana-yyacTHuka nopt AP L3 aBTomaTuyecku nepepaet Tpaduk
HEeUCnpPaBHOro KaHana Ha gpyrve KaHasbl-y4acTHUKW, NOBbILIAA HAAEXHOCTb COEANHEHWIA.

MopT AP L3 Hemnb3sa ncnonb3osBatb Ans KoMMyTaumm L2. Bel MoXeTe 3anyctuTb KOoMaHay no
switchport, 4yToGbl N3MeHUTb NopT AP L2, KOTOPbIN HE COAEPXKUT NOPTOB-Y4ACTHUKOB, HA NOPT
AP L3, pobaBuTb HECKOMbKO MapLupyTU3MpyeMblX NMOPTOB K 3ToMy nopTy AP L3, a 3atem
HasHauuTb IP-agpec aTtomy nopty AP L3 Ang HacTponku mapLupyTa.

Loopback-untepcenc

UHTepcpenc loopback — 3ToO nokanbHbIA NOrnMyeckMi uHTepdenc L3, moaenupyembin
nporpammMmHbiM obecnedyeHneM, KOTOpPbIN Bcerga Haxoautcsa B coctosiHum UP. [MakeThl,
OoTnpaBrieHHble Ha loopback-uHtepdgenc, obpabaTbiBatoTCA Ha YCTPOWUCTBE NTIOKanbHO, BKOYas
WHpopmaumio o MapuwpyTte. IP-agpec loopback-uHTepgenca MoxeT WCNOMbL30BaTbCA B
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KayecTBe maeHTudurkaTopa yCcTponcTBa npoTokona MapwpyTtmusaumm Open Shortest Path First
(OSPF) nnu B kayecTBe MCXOOHOro agpeca, UCNofnb3yemMoro NPOTOKONIOM NOrPaHNYHOrO LWM3a
(BGP) gna ycraHoBkun TCP-coeguHeHnus. [llpouenypa HacTpounku loopback-uHtepdeica
aHanormyHa  Hactpouke uHTepdenca Ethernet, wn  Bbl  MOXeTe  paccmaTtpuBaTb
loopback-nHtepdenc kak BupTyaneHbIn UHTEpdenc Ethernet.

TyHHenbHbIN HTepdenc (Tunnel Interface)

TyHHENbHLIM UHTEpPdENC peannayeT QYHKUMIO TyHHens. o TyHHenbHOMY WHTepdency
NpOTOKOMbI Nepedayn (Hanpumep, IP) MoryT ucnonb3oBaTbCs ANS nepeaayn nakeToB noboro
npotokona. Kak u gpyrue norudeckune nHtepdencol, TYHHENbHbIN NHTepdenc Takke aBnaeTcd
BMPTYyanbHbIM MHTEpdEeNncom cuctembl. BMecTo ykaszaHus kakoro-numbo npoTokona nepegayn
UM NPOTOKOMa 3arpyskM TYHHEmNbHbIN WHTepdenc obecneumBaeT CTaHOAPTHbIA PEXUM
nepegayun «Ttoudka-todka» (P2P). CnepoBaTenbHO, TyHHENbHbIA MHTepdenc [OomKeH ObiTb
HACTPOEH ANg KaX4oro oTAesibHOro kaHana.

1.3.1.1. O630p

OcobeHHOCTb OnucaHue

KomaHgbl  HacTponku | Bel MoxeTe HacTpouTb aTtpubyTbl, CBA3aHHbIE C MHTEPdENCOM, B
nHTEpdenca pexnme KoHdurypaumm nHtepdernca. Ecnm Bbl BONOeTe B peXum
HaCTPOWKM HeCcyLLeCTBYIOWEro  JIOrMYeckoro  UHTepdpeinca,
nHTepdgenc 6yaeTt cosaaH

Onucanne Bbl  mMoxeTe HacTpouTb wuMsa  Onst uMHTepdenca, 4dTOoObI

uHTepdenca N | naeHTnnunpoBaTtb NHTEPMENC 1 NOMOYb BaM 3aNOMHUTb YHKLUK

aAMUHUCTPATUBHBbIN UHTepdenca.

cratye Bbl Takke MOXeTe HacTpouTb aAMUHUCTPATMBHbBIA  CTaTycC
WHTepdenca

MTU Bbl MoxxeTe HacTpouTb MakcumanbHylo eavHuuy nepegayun (MTU)

nopta, 4YToObl OrpaHUYUTL ANMHY Kagpa, KOTOPbIn MOXET ObiTb
MOSy4YeH WUNu OTrNpaBreH Yepes 3ToT NopT

[MponyckHas Bbl MOXeTe HacTpouTb NPOMYCKHYI0 CNOCOBHOCTL MHTepdenca
CNOCOBHOCTL

MHTepBan 3arpy3ku Bbl MOXeTe ykasaTb UHTepBan Ans pacyeTa Harpysku uHtepgenca
Carrier Delay Bbl moxeTe HacTpouTtb Carrier Delay gns wuHtepdenca, 4Tobbl

oTperynupoBaTtb 3agepXKy, Nocre KOTOpoW cTaTyc uHTepderica
nameHutca ¢ Down Ha Up unu ¢ Up Ha Down

Monutuka Link Trap Bbl mMoOxeTe BKNHOUUTL UnM OTKMOYUTL yHkumio Link Trap Ha
nHTepdence

[MOCTOAHCTBO MHAEKCA | Bbl MOXeTe BKIIOUNTL OYHKLMIO COXpPaHEeHUa nHaekca nHtepdenica,
nHTepdenca yToObl MHAEKC WHTepdbenca ocTaBancss HEeU3MeHHbIM nocne
nepesanycka yCTponcTea
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OcobeHHOCTb OnucaHue

MapLupyTnanpyembli Bbl MoxeTe HacTpouTb bmsmyeckun NOpT Ha ycTponctee L3 Kak
nopTt MapLUPYTU3MpPYEMbI MNOPT, KOTOpbIM paboTaeT Kak uHTepdenc
wno3a Ans kKommyTtaumm L3

Arpernpyembli nopt L3 | Bel MoxeTe HacTpouTb nopT AP Ha yctponcTtee L3 kak nopT AP L3,
KOTOpbIV OYHKUMOHUPYET Kak MHTepdenc LWn3a angd KoMmyTaumm
L3

CkopocTb UHTepdenca, | Bel MoxeTe HACTpOUTb CKOPOCTb, OYMNMEKCHBbIN PEeXUM, Pexum
OYMMEKCHbIV _ pexuM, | ynpaBreHUsi NOTOKOM U PEXMM aBTOCOrfiacoBaHus uHTepdenca
peXum ynpaBneHuns
NOTOKOM U PEXUM
aBTOMaTUYeCKOro
cornacosanug

ABTOMaTUYECKOE Ecnn gnga ckopoctu uHTepdenca ycTaHOBNEHO 3HaYeHue «ABTO»,
onpegeneHne Moayns | CKOpocTb UHTepdenca MOXET perynupoBaTbCA aBTOMAaTUYECKN B
3aBMCMMOCTM OT TUMa BCTABIEHHOITO MOAYIIS

3allMLLEeHHbIV NopT Bbl MOXeTe HacTPOUTb HEKOTOPLIE NOPTLI KaK 3alUMLLEHHbIE MOPTHI,
YTOObI OTKMNIOYUTL CBSI3b MeXAy 3TUMM nopTamu. Bbl Takke MoxeTe
OTKIIOUNTb MapLUPYTM3aLMI0 Mexay 3almLLieHHbIMK NopTaMm

MopT BoccTaHoBneHus | Nocne oTKMYeHNs nopTa M3-3a HapyLLEHWS Bbl MOXETe 3anyCcTuTb
Errdisable KomaHdy BoccTaHoBreHus errdisable B pexume rnobanbHoun
KOHdUrypaumm, 4tobbl BOCCTaHOBUTb BCE MOPTbl B COCTOSHUU
errdisable n BKMOYMTL 3TK NOPTHI

3awmta __nopTtoB _ OT | Bbl MoxeTe HacTpouTb yHKUMO 3awmTbl noptoB oT flapping’a,

HecTabunbHOCTH 4yTOGbI CMCTEeMa Morfna aBTOMaTUYECKM NepeBecTU MOPT B PEXUM
(flapping) HapyLlleHus, korga Ha nopTy npoucxoauT flapping

1.3.2. KomaHabl HACTPOMKK UHTEpdenca

3anyctute komaHay interface B pexume rnobanbHOM KOHdUrypauum Ans BXoga B PEXnM
KOHUrypaumm nHtepgeinca. Bol MoxeTe HacTpouTb aTpmbyThl, CBA3aHHbIE C UHTEPdENCOM, B
pexunme KoHUrypaumm nHTepdenca.

1.3.2.1. MpuHUMN paboTbl

3anyctute komaHgy interface B pexume rnobanbHOW KOHUrypaumm, 4Tobbl BOUTU B PEXUM
KOHpurypauun uHTepdenca. Ecnu Bbl BoMAeTe B PEXMM HACTPOMKU HECYLLECTBYIOLLErO
normnyeckoro nHTepderica, nHtepdenc byget cosgaH. Bbl Takke mMoxeTe 3anycTuTb KOMaHay
interface range unu interface range macro B pexume rnodanbHON KOHUrypawumm, 4Tobbl
HacTpouTb AnanasoH (naeHTuduKaTopbl) nHTepdencos. NHTepdencsl, onpeaeneHHble B O4HOM
AvanasoHe, AOMKHbI ObITb OAHOMO TUNa U UMETb OAMHAKOBbIE (PYHKLNN.

Bbl moxeTe 3anycTuTb komaHgy no interface B pexume rnobanbHON KOHUrypaumm, 4Tobbl
yaanuTb yKasaHHbIN NOrnMyecknin nHTepgenc.
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NMpaBuna Hymepauum nHtTepdencos

B aBTOHOMHOM pexume wungeHTuukaTop U3MYECKOro nopTa COCTOMT U3 [BYX 4YacTeu:
noeHTudukaTopa crnota u ngeHtudukatopa noprta Ha cnote. Hanpumep, ecnu naeHTugukaTop
CnoTa nopTa paBeH 2, a ugeHtudukaTop nopra B cnote paseH 3, uaeHTudukaTop uHTepdenca
paBeH 2/3.

Mpaeuna Hymepauum cnoToB crneagytowme: MoeHtndukaTop ctatmyeckoro cnota paseH 0, Toraa
Kak MAeHTUUKATOp AMHAMUYECKOro croTa (NOoAKMYaeMoro Moaynst Unv NMHENHON KapThbl)
HaxoauTcsa B AvanasoHe oT 1 4o konu4yecTBa cnoToB. [1peanonoXxmm, YTo Bbl CTOMTE NMLOM K
naHenu ycTponcTea. [IMHamuuyeckue crnoTbl HymepykoTcsi oT 1 nocrnegoBaTernbHO cnepeamn
Hasaf, crieBa HanpaBo U CBEPXY BHUS3.

NaoeHTndukaTop nopta B CnoTe HaxoauTcs B AnanasoHe oT 1 4o KonuyecTsa NopToB B CrOTE U
HyMepyeTcs nocneaoBaTeribHO crieBa Hanpaso.

NpoeHtndpukatop nopta AP HaxoauTcs B guanasoHe oT 1 o konmdectsa noptoB AP,
noaaepXvBaemMbiX YCTPONCTBOM.

UaoeHTudukatop SVI — ato VID VLAN, cooTBeTCTBYIOLLEN 3TOMY SVI.

Hactpownka uHtepcencoB B guanasoHe

Bbl MOXXeTe 3anycTuTb kKomaHgy interface range B pexxvme rnobanbHon KoHdurypauum, 4Tobbl
O[HOBPEMEHHO HACTPOUTb HECKONbKO MHTepdencoB. ATpubyTbl, HAaCTPOEHHbIE B pexume
KOHpurypauumn nHtepdenca, NPUMEHSIOTCA KO BCEM 3TUM NHTepdencam.

KomaHnpga interface range moxeT MCNONb30BaTbCA ANSA YKa3aHWS HECKONbKMX AManas3oHOB
NHTEpencos.

MapameTp macro mcnonb3yeTcs Afs HAaCTPOMKM Makpoca, COOTBETCTBYHOLLErO AMana3oHy.
[ononHuTeneHble cBegeHNa CM. B pasgene "HacTtponka MakpocoB Anana3oHOB MHTepdenca”
HUKe.

[vanasoHbl MOryT ObITb pasgeneHbl 3anatbiMm (,).
Tunbl HTEPdENCOB BO BCEX Anana3oHax, yKasaHHbIX B KOMaHae, AOMKHbI ObiTb OAMHAKOBLIMMU.
O6paTtute BHUMaHWe Ha chopmaT napameTpa range npu 3anycke komaHgbl interface range.
Jonyctimbl criegytowmne popmaTbl Auana3oHoB NHTEPEENCOB:

e FastEthernet ycrpoiicteo/cnot/{nepsbii nopT} - {nocneaHwii nopT};

e GigabitEthernet yctpoicteo/cnot/{nepesbiit nopt} - {NocneaHuii nopT};

e TenGigabitEthernet ycrpoiicTeo/cnoTt/{nepsbii NopT} - {nocneaHwuii NnopT};

e FortyGigabitEthernet yctpoiicteo/cnot/{nepsbiit nopT} - {nocrneaHuii nopTt};

e AggregatePort Aggregate-port ID (naeHTndukatop AP HaxoauTcs B AManasoHe OT
1 4O MaKkcMMarnbHOro konuyecTea NnopToB AP, noaaepXunBaeMbIiX YyCTPONCTBOM.)

e vlan vlan-ID-vlan-ID (voeHTudpmkaTtop VLAN HaxoauTcs B ananasoHe oT 1 go 4094.)

e Loopback loopback-ID (vgeHTudpmkatop loopback HaxoamTcs B AvanasoHe ot 1 oo
2147 483 647.)

e Tunnel tunnel-ID (noeHTudMKaTOp TyHHENs HaxoauTcs B AuanasoHe oT 0 o
MaKCMMarnbHOrO  KONMM4ecTBa  TYHHENbHbIX  WHTepdencos, nogaepX mBaembix
YyCTPONCTBOM, MUHYC 1).

WHTepdericol B AnanasoHe nHTepdencoB AoMKHbI BbiTb OQHOro TMna, a MMeHHo, FastEthernet
unun GigabitEthernet.
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Hactpownka makpocoB aAnMana3oHoOB uHTepdenca

Bbl MOXeTe onpenennTb HEKOTOPLIE MaKpOChl A5l 3aMeHbl AMana3oHoB MHTepdenca. MNpexae
YyeM MCMONb30OBaTb MapaMeTp macro B koMaHae interface range, Bbl OOSMKHbI CHavana
3anyctuTb komaHgy define interface-range B pexume rnobanbHOM KoHUrypauum, 4Tobbl
onpegenuTb 3TM Makpochl.

3anyctnte komaHgy no define interface-range macro_name B pexume rnobanbHon
KOHUrypauum, 4Tobbl yaanute HACTPOEHHbIE MAKPOCHI.

1.3.3. OnucaHue nHtepdenca u agMUHUCTPATUBHbIN CTaTyC

Bbl MOxeTe HacTpouTb UMs Anst uHTepdenca, YTobbl ngeHTUMUMpoBaTh NMHTEPEENC N NOMOYb
BaM 3anoMHUTb (PYHKLUKN MHTepeinca.

Bbl MOXXeTe BOWTU B pexuM KOHdurypauumn mHtepdenca, 4Ytodbl BKIIOUYUTL UK OTKITHOYUTD
NHTEepdeiC.

1.3.3.1. NMpuHUUN paboTbl

OnucaHue nHTepdenca

Bbl MoxeTe HacTpouTb UMsS MHTepdenca B 3aBUMCUMMOCTM OT HasHayeHust uMHTepdenca.
Hanpumep, ecnu Bbl XOTUTEe HasHauuTb GigabitEthernet 1/1 gns  ucknOYUMTENBHOMO
Ncnonb30oBaHNA Nosnib3oBaTtenem A, Bbl MOXeTe onncaTb MHTepdenc kak «Port for User A» (INopT
Ans nonb3oBarens A).

AAMUHUCTpPaATUBHbIN CTaTyCc UHTepdenca

Bbl MOXXeTe HacTpouTb aAMMHUCTPATUBHLIN CTaTyC MHTEpdenca, YTobbl OTKMOUYNTL NHTEPENC
no mepe HeobxoammocTn. Ecnn nHTepdenc oTkmoyeH, kagpbl He GyoyT NPUHUMATLCA WK
OTNPaBnATLCS Yepes 3TOT UHTepENC, U HTEPdENC NOTEPSET BCe CBOU (PyHKUMKN. Bbl MoXeTe
BKMIOYUTL OTKITHOMEHHBIN UHTepdEenc, HACTPoOUB aAMUHUCTPATMBHBLIA cTaTyc uHTepderica.
OnpegeneHbl ABa TunNa agMUHUCTPATMBHOIO cTatyca WHTepdenca: Up u  Down.
AOMUVHUCTPATUBHBIA cTaTyc UHTepdenca — Down, ecrnv MHTepdenc oTknoyeH, n Up, ecnu
NHTEPENC BKIMIOYEH.

1.3.4. MTU

Bbl MoxeTe HacTpouTb MTU nopTta, 4ToObl OrpaHnunTb ANUHY Kagpa, KOTOpbId MOXeT OblTb
MONy4eH UNn oTNpaBrieH Yepes 3TOT MopT.

1.3.4.1. NMpuHUUN paboTbl

Korga yepes nopt nepegaetcs 6onbluon 00 beM OaHHbIX, MOTYT CyLLECTBOBATb Kadpbl 6OMbLIErO
pasmepa, 4YeM cTaHaapTHbid kagp Ethernet. 3toT TMn kagpa HasbiBaeTca Jumbo Frame.
MTU — aToO AnnHa cermMeHTa OeNCTBUTENbHbIX OAaHHbIX B kagpe. OH He BKITOYAET HaknagHble
pacxofgbl Ha nHkancynauuio Ethernet.

Ecnuv nopT nonyyaet unu otnpaenseT kagp, AnvHa koToporo npeBbiwaet MTU, aToT kagp 6yaet
OTOpOLLEH.

MTU HaxoguTcs B guanasoHe oT 64 6ant go 9 216 6ant ¢ warom B veThipe barnita. MTU no
ymonyaHuto coctaensieT 1500 6anT.

NMPUMEYAHMUE: komaHaa mtu gencTByeT TOMbKO Ha puanyeckom nopty unv AP-nopry.
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1.3.5. NMponyckHaa cnoCOGHOCTb

1.3.5.1. MpuHUMN paboTbl

Komangy bandwidth MOXHO HacTpouTb Takum 06pa3om, 4YTOObl HEKOTOpble MNPOTOKOSbI
MapwpyTmusauumn (Hanpumep, OSPF) MornM BbIMUCNATE METPUKY MapLipyTa, a MnpOTOKOn
pesepBupoBaHus pecypcoB (RSVP) Mor BblMUCAATL 3ape3epBMPOBaHHYO NOSIOCY NPOMYyCKaHWUA.
M3meHeHne nponyckHom cnocobHOCTU MHTepdherica He MNOBMMSET Ha CKOPOCTb nepedayu
AaHHbIX U3NYecKoro nopTa.

NMPUMEYAHUE: komaHaa bandwidth aBngetca napameTpomM MapLUpyTU3aLnm n He BNUSET Ha
NPOMNYCKHY CNOCOBHOCTb PU3NYECKOrO KaHana.

1.3.6. UHTepBan 3arpysku

1.3.6.1. NMpuHUKUN paboTbl

Bbl moxeTe 3anyctntb komaHay load-interval, 4yTobbl ykasaTb MHTEpPBan 4S5 pacyeTa Harpyskiu
nHTepdenca. Kak npasuno, nHtepsan coctasnseT 10 cekyHA,.

1.3.7. 3agepxKKa nepecbiniku

1.3.7.1. NMpuHUMN paboTbl

3apepkka nepecbInku OTHOCUTCA K 3afiepKKe, Nocrne KOTOPoWn curHan obHapyXeHUst NepechInkun
AaHHbIX (DCD) nameHsietca ¢ Down Ha Up unu ¢ Up Ha Down. Ecnu ctatyc DCD nameHuTcst BO
Bpems 3afepXKun, cuctema NpourHopupyeT 310 U3MeHeHne, 4Tobbl n3bexaTb cornacoBaHus Ha
BEpPXHEM KaHanbHOM ypoBHe. Ecnn gna atoro napameTtpa ycTaHOBMEHO 6ornbluoe 3HaveHue,
noyTn Kaxxgoe nameHeHne DCD He ByaeTt obHapyxeHo. HaobopoT, ecnv napameTp yCTaHOBMNEH
Ha 0, kaxgoe m3ameHeHne curHana DCD OypeT obHapyxmBaTbCs, YTO NPUBEOET K MIIOXON
CTabunbHOCTW.

NMPUMEYAHUE: ecnn nepecbinka DCD npepbiBaeTcd B TeYEHME OSIMTENbHOMO BPEMEHW,
cnegyeT yCTaHOBUTb 3a4EPXKKY NEPECHINIKN Ha MeHbLLEE 3HaYeHNe AN YCKOPEeHUsa CXo4MMOCTH
Tononornn unu mapuwpyrta. HaobopoT, ecnu Bpemsi npepbiBaHns nepecbiikn DCD meHbLue
BPEMEHU CXOAMMOCTM TOMOMOMMU WM MapLupyTa, 3agepKKka Mepecbinikn [ormkHa ObiTb
yCTaHoBNeHa Ha bonbluee 3HavyeHue, 4Tobbl n3bexaTtsb flapping’a Tononornm nnu mapLupyTa.

1.3.8. Monutuka Link Trap

Bbl MOXeTe BKITHOUNTb UK OTKMOUMTL pyHKumio Link Trap Ha nHTepdence.

1.3.8.1. NMpuHUUN paboTbl

Korga dpyHkums Link Trap Ha nHTepdence BKMOYEHA, MPOCTON NPOTOKON YNpPaBieHUst CETbio
(SNMP) otnpaenset Link Trap’bl Npy M3MEHEHUM COCTOSIHUA CBA3W Ha nHTepdelce.

1.3.9. NocTosAHCTBO MHAEKCa HTepcenca

Kak n nma uHTepdeinca, uHaekc uHTepdenca Takke uaeHTuduumpyeT wuHTepdenc. Mpu
co3fjaHun uHTepdenca cuctemMa aBTOMaATUYECKM NpucBavBaeT WHTepdency YHUKanbHbIN
nHaekc. MIhgekc nHTepgenca MoXeT M3MEHUTLCS NOCIE nepesarpysky ycrponcTtea. Bel moxeTte
BKMIOUMTL (PYHKUMNIO COXpaHEHUs1 MHAEKCa nHTepderca, YTobbl MHAEKC MHTepdenca ocTaBancs
Hen3MeHHbIM nocne nepesanycka yCTponcTsa.

1.3.9.1. NMpuHUUN paboTbl

lNocne BKMOYEHUSI COXpaHeHUst uHOekca WHTepdenca WHOEKC WHTepdienica oOcTaeTcs
Hen3MeHHbIM nocrne nepesanycka ycTponcTaa.
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1.3.10. MapwpyTusmpyemMbin NopT

1.3.10.1. MpuHUMN paboTbl

dursnyecknit NopT Ha yCTporcTBE L3 MOXHO HACTPOUTb Kak MapLLpyTU3npyeMblii NopT, KOTOPbIA
paboTaeT Kak MHTepdenc wnio3a gns kommyTtaumum L3. MaplpyTusmpyemblin NOPT HEnb3s
ncnonb3oBatb ANa komMmyTaumm L2. Bbl MoxeTe 3anycTutb KomaHay no switchport, 4tobbl
N3MEHUTb NOPT KOMMYyTaLMM HA MapLUPYTU3NPYEMbIN MOPT N Ha3HauuTb IP-agpec aTomy nNopTy
ANna HacTpowkn mapwpyTta. Obpatute BHUMaHWe, 4YTO nepen BbINOMIHEHMEM KOMaHAbl NO
switchport Heobxoanmo yganuTb Bce pyHKUMKM L2 nopTa KommMyTauuu.

1.3.11. Arpernpyemsbiu nopt L3
1.3.11.1. MpuHUKMN paboTbl

Kak 1 B cnyyae ¢ mapwpyTnsvpyembiM NMOPTOM YPOBHS 3, Bbl MOXeTe 3anyCcTuUTb KOMaHay Nno
switchport, 4yToGbl U3MEeHUTb MOPT arperauum ypoBHA 2 Ha MOPT arperauum ypoBHA 3 Ha
YCTPOWNCTBE YPOBHSA 3, a 3aTeM Ha3HauyuTb IP-agpec aTomy nopTy arperauuun gnsg HacTpOWKK
mapwpyTta. ObpaTute BHUMaHWE, YTO Bbl AOMXHbI yaanuTb Bce pyHkumm L2 nopta AP nepepg
3anyckom KomaHabl no switchport.

NMPUMEYAHMUE: nopt AP L2 ¢ ogH1M 1nun HECKONBKMMW MOPTaMN-y4aCTHUKAMMN HE MOXET OblITb
HacTpoeH kak nopt AP L3. ToyHo Tak xe nopT AP L3 ¢ ogHMM wnu HECKONbKUMMU
nopTaMmmn-y4acTHMKaMu Henb3a N3MeHnTb Ha nopT AP L2.

1.3.12. CKopocTb UHTepdenca, AYNNEeKCHbIN PEXUM, PEeXUM yrnpaBrieHUs
NOTOKOM U PE€XUM aBTOMaTUYECKOro corfiacoBaHusi

Bbl MOXeTe HacTpouTb CKOPOCTb WHTepdpenca, AYMNNEKCHbIN PexuM, pPexum ynpaBrneHus
NMOTOKOM U PEXMM aBTOMaTUYECKOro cornacoBaHus domsmnyeckoro nopta Ethernet nnm nopra AP.

1.3.12.1. NMpuHUKUN paboTbl

CkopocTb

Kak npaBuno, ckopocTb cduamndeckoro nopta Ethernet onpegensieTcsa nytem corrnacoBaHus C
peer-yctponctsomM. CornacoBaHHasi CKOPOCTb MOXeT ObiTb nobon CKOpOCTb0 B mnpenenax
BO3MOXHOCTEN WHTepdpernca. Bbl Tawke MoxeTe HacTpouTb Mobylo CKOpOCTb B npegenax
BO3MOXHOCTeN nHTepdenca ans dusmndeckoro nopta Ethernet.

Korga Bbl HacTpauBaeTe ckopocTb nopta AP, koHdwurypaumss BAuSeT Ha Bce €ero
nopTbl-y4acTHUKK. (Bce aTn NopThi-y4acTHUKKN ABNAOTCA hmusnyeckummn noptamm Ethernet.)

LOynnekcHbIN pexum

e [lynnekcHbin pexunm dusndeckoro nopta Ethernet nnn nopta AP MOXHO HacTpouTb
cnegyrowmnm obpasom:

e YCTaHOBWUTE [AYNMEKCHbIA pPEeXUM WHTepdenca Ha NOMHOAYMMEKCHbIN, YTOObI
NMHTepenc Mor nony4aTb NakeTbl BO BpeMS OTNPaBKX NakeToB.

e YCcTaHOBUTE OYNNEKCHbIN PEXUM UHTEpdEeNnca Ha NoNyaynneKkCHbIN, YToObl NHTEpPdENC
MOT nony4aTtb UM OTNPaBnNATb NakeTbl OOHOBPEMEHHO.

e YcTaHOBWUTE [YMMEKCHbIA pexuM uHTepdenca Ha asTocornacoBaHue, 4Tobbl
AYNIEKCHbIN PexXuMM uHTepdenca onpegensanca nocpencTtBOM aBTOCOriacoBaHUA
MeXay NoKanbHbIM MHTEPdENCOM N peer-uHTepdencom.

o Korga Bbl HacTpavBaeTe OyNneKCHbIN pexum nopTta AP, KOHUrypaums BrvsieT Ha Bce
€ro nopTbl-y4acTHUKKN. (Bce 9T NOpTbl-y4aCTHUKU SBASKOTCA PUNYECKMMIU NOopTamMm
Ethernet.)
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YnpaBneHue noTokom
[ns nutepderica onpegeneHsl ABa pexnma ynpasfieHNsa NOTOKOM:

CUMMETPUYHBIN pPEXUM  YMpaBreHUs MOTOKOM: KaK npaBwuio, Mocrne BKOYEHUS
ynpaBfeHnst NOTOKOM Ha UHTepdence nHTepdenc obpabaTtbiBaeT NOy4YeHHbIE Kaapbl
yrnpaBneHnss MNOTOKOM W OTNpaBnseT Kadpbl YynpaBreHUs MNOTOKOM, Korga Ha
UHTepence BO3HUKAET neperpy3ka. [lonydeHHble W OTNpaBfeHHble Kagpbl
ynpaBneHnsi NOTOKOM obpabaTtbiBaloTCs OANHAKOBO. ITO Ha3bIBAaE€TCA CUMMETPUYHBLIM
PEXMMOM ynpaBrneHns MOTOKOM.

ACUMMETPUYHbBIN PEXUM yNpaBreHns NOTOKOM: B HEKOTOPbIX CIyYasix 0XXuaaeTcs, Y4To
MHTepdenc Ha yctponcTee Oyger obpabaTbiBaTb MOMYYEHHblE Kagpbl ynpaBrieHus
NOTOKOM, 4TODObl rapaHTMpoBaTb, YTO HW OAMH NakeT He OyaeT oTbOpoweH u3-3a
neperpysku, n He OTNPaBATb KaApbl yNpaBneHnsi MOTOKOM, YTOObI M36exaTb CHUKEHNS
CKOpOCTM ceTu. B 3aTom crnyyae HeoGXOOUMO HACTPOUTH ACMMMETPUYHBIN PEXUM
ynpaBreHnsi MOTOKOM, YTODObI OTAENUTb Npoueaypy NonyyvyeHust KagpoB ynpaBreHus
NMOTOKOM OT npoLeaypbl OTNPaBKM KagpoB yrnpaBneHnsi NOTOKOM.

Korgoa Bbl HacTpauBaeTe pexuM ynpaBneHus noTokoM nopTta AP, koHdwurypauus
BMUSIET Ha BCE €ro nopTbl-y4yacTHUKM. (Bce 3TWM nNOpTbi-ydacTHUKM ABNAOTCS
dunsmyeckumm noptamm Ethernet.)

Kak nokasaHo Ha PucyHke 1-4, [opT A ycTponcTea asngetca noptom uplink, a noptel B, Cun D
— noptamu downlink. Mpegnonoxmm, 4To NopT A BKIOYEH C PYHKLUNAMMN OTMPABKN U MOSyYeHNs
KagpoB ynpasneHust notokoM. MopT B n nopt C nogkntoyeHbl K pasHbiM MeASIEHHbIM CETAM.
Ecnun 6onblion o6bem gaHHbIX oTnpasnseTcsa vyepes nopt B u nopt C, nopt B 1 nopt C 6yayT
neperpyxeHbl, u, cnegosaTenbHO, Neperpyska Npon3onaeT BO BXOASALWEM HanpasrneHmum nopra
A. Takum o6pasom, nopT A oTnpasndaeT kagpbl ynpasnenus notokom. Korga uplink-yctpoinctso
OTBeYaeT Ha Kagpbl ynpaBneHUs NOTOKOM, OHO YMeEHbLUAEeT NOTOK AaHHbIX, OTNpaBnseMblX Ha
nopT A, YTO KOCBEHHO CHMXXaAET CKOPOCTb ceTu Ha nopTy D. B 3TO Bpems Bbl MOXETE OTKIOUYUTD
YHKUMIO OTNPaBKM KagpoB ynpasreHms NOTOKOM Ha nopTe A ans obecnevyeHns ncnosnb3oBaHNs
MPONYCKHON CNOCOBHOCTN BCEN CETU.

Downlink-gaHHble, orpaHUYeHHbLIe N0 CKOPOCTKH

Downlink-aaHHble, orpaHUYeHHbIE MO CKOPOCTH
CpegHwue downlink-gaHHble
Bonblwwre downlink-gaHHbie

OTknoyaeT YnpaeneHue noTokom Tx u
BKITKOYAET YnpaBneHne notokom Rx

@
- ® e 0 e

PucyHok 1-4.
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Pexxnm aBTOMaTU4YeCKOro corrnacoBaHus

e Pexnm aBTOCOrnacoBaHust uMHTepdenca MOXeT OblTb BKMAOYEH WU  BbIKMOYEH.
CocTosiHMe aBTOCOrnacoBaHMs UHTepdenca He MOMHOCTLI0 3KBUBANEHTHO PEXUMY
aBTocornacoBaHus. CocTosiHMe  aBTOCOrfnacoBaHus  WMHTepdenca COBMECTHO
onpegenseTcad  CKOPOCTbIO  MHTepdenca, AYynneKkCHbIM — PEXUMOM,  PEXUMOM
yrnpaBneHnsi NOTOKOM U PEXUMOM aBTOCOracoBaHUs.

e Korga Bbl HacTpamBaeTe pexuM aBTOMaTMYECKOro cornacoeaHusi nopta AP,
KOHdUrypaums BCTynaeT B CWly Ha BCex ero nopTax-yyacTHukax. (Bce atu
NOPTbI-y4aCTHUKM SBNSOTCA usnydeckumm noptamm Ethernet.)

NMPUMEYAHUE: kak npaBurno, ecnu CKOpocTb MHTepdenca, AYNIEKCHbIN PeXUM U PEXMUM
ynpaBneHns NOTOKOM YCTaHOBIMEHbI Ha aBTOMaTUYECKUA PEXUM N PEXNM aBTOCOracoBaHuWs
WHTepdenca BKNOYEH, COCTOSIHNE aBTOCOracoBaHUA MHTepenca BKIHOYEHO, T. €. PyHKUMS
aBTOMaTMYECKOro corflacoBaHus nHTepdenca BknoyeHa. Ecnu HM ona ckopocTu nHTepdenca,
HU ONSA pexuma gynnekca, HM ong pexuma yrnpasreHusi MOTOKOM He 3afaHo 3HadeHue auto, a
pexXnm aBTocornacoBaHnga MHTepdenca BolkntoYeH, COCTOSTHUE aBTOCOrIacoBaHus MHTepdenca
paBHo Off, T. e. pyHKUMNA aBTOCOrNacoBaHusa MHTepdenca BbIKMOYEHA.

NPUMEMAHMUE: ona 100-merabuTHOro ONTOBOMTIOKOHHOIO nopTa (OYHKLUMUS aBTOCOrnacoBaHus
BCeraga OTKNIYeHa, TO eCTb COCTOSAHNE aBTocornacoBaHms 100-merabuMTHOrO ONTOBOMOKOHHOIO
nopTa Bcerga oTkno4veHo. [ns rurabutHoro meaHoro nopTta yHKUMsS aBTOCOrnacoBaHms Bcerga
BKIlOYEHA, TO €eCTb COCTOsIHME aBTOCOrnacoBaHus rurabutHOro megHoro nopTta Bcerga
BKIHOYEHO.

1.3.13. ABTOMaTn4yecKoe onpeaeneHme Moayns

Ecnu onsa ckopocTu nHtepdenca yctaHoBNeEHO 3Ha4yeHne Auto, CKOPOCTb MHTepdenca MoOXeT
perynmpoBaTtbCs aBTOMaTUYECKN B 3aBMCUMOCTHM OT TUMa BCTABMEHHOro MOAyns.

1.3.13.1. NMpuHUMN paboTbl

B HacTosilee BpeMsa OyHKLMIO aBTOMaTMYECKOro 0bHapy>XeHUst MOAyren MOXHO UCMOoNb30BaThb
Ans obHapyxeHust Tonbko mogynen SFP n SFP+. SFP — 3T0 rurabuTHbI MOoaynNb, TOraa Kak
SFP+ — a10 10-rurabutHeIn Moaynb. Ecnn BcTaBneHHbIn mogynb SFP, nHtepdgenc pabortaeT B
rmrabutHom pexume. Ecnv BcTtaBneHHbli Mogynb SFP+, untepdenc pabotaet B 10-rurabmtHom
pexume.

NMPUMEYAHMUE: dyHKUMA aBTOMATMYECKOrOo OBHapyXeHus Moayns AeWCTBYeT TONbKO Toraa,
Korga Onsi CKopocTu nHrepdoerica yCTtaHOBMAEHO 3HayYeHne Auto.

1.3.14. 3awmweHHbIn nopT (Protected Port)

B HekoTophbIx cpeaax npunoxeHuin TpebyeTcsi, 4Tobbl CBA3b MeXy HEKOTOPLIMU NopTamu Bbina
oTKNtoYeHa. [1ns 3Toro Bbl MOXETe HACTPOUTb HEKOTOPbLIE MOPThI Kak 3alUMLLEHHbIE NMOPTbI. Bbl
TaKKe MOXeTe OTKMIYUTL MapLUPYTU3aLMI0 MEXAY 3alULLEHHBIMM NMOPTaMM.

1.3.14.1. NpuHUMN paboTbl

3alMLLEeHHbIN NOPT

Mocne Toro, kak NopTbl HACTPOEHbI KaK 3alUULLEHHbIE MOPThI, 3allUMLLIEHHbIE MOPTbl HE MOryT
B3aMMOAENCTBOBATb APYr C APYrom, HO MOryT B3aUMOAENCTBOBATb C He3alMLeHHbIMU
nopTamu.

3awmuieHHble nopTel paboTatoT B N06OM 13 ABYX pexxmmMoB. B nepeBomM pexunme kommyTtaums L2
3abnokupoBaHa, HO pa3peLleHa MapLpyTM3aums Mexay 3aluleHHbIMM noptamu. Bo BTopom
pexmme KomMmyTauus L2 n mappyTtusaumns 3abnokmpoBaHbl MexXay 3aliyilieHHbIMU NopTaMu.
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Ecnu 3awmeHHbIn nopT nogaepxuBaet oba pexuma, no ymonyaHuio UCronb3yeTcsl NepBbiv
PEXUM.

Korga gBa 3alumileHHbIX MopTa HACTPOEeHbl Kak napa 3epkarbHbiX (Mirroring) nopToB, Kagpbl,
OTMNPAaBEHHbIE UMM MOSYYEHHbIE MCXOAHBIM MOPTOM, MOryT ObITb 3epkanMpoBaHbl Ha MOPT
Ha3HayYeHus.

B HacTosllWee Bpemsa B KayecTBe 3allULEHHOro nopTa MOXHO HACTPOUTbL TOSTbKO IN3NYECKUi
nopt Ethernet unun nopt AP. Korma nopTt AP HacTpoeH Kak 3aluMLLEHHbIA MOPT, BCE €ro
NOpTbl-y4aCTHUKN HAcTpaMBalOTCS Kak 3allULLEeHHbIe NOPThI.

BnoknpoBKa maplipyTusaumm L3 mexay 3almileHHbIMA NopTaMm

Mo ymonuyaHuio MapLupyTmsaumns L3 mexay 3alimuieHHbIMY nopTammu He brnokupyetcsi. B aTom
crnyyae Bbl MOXeTe 3anycTuTb komaHay protected-ports route-deny, 4ToGbl 3abrnokupoBaTh
MapLUpyTU3aLMI0 MeXAy 3alUWEeHHbIMU MOPTaMW.

1.3.15. MNMopTt BoccTaHoBneHus Errdisable

HekoTopble MPOTOKOMblI MOAAEPXKMBAIOT (PYHKUMIO BOCCTAHOBMEHMs nocne cbos noprta Aand
obecneveHnsi 6e3onacHoCTN M cTabunbHOCTM ceTu. Hanpumep, B npoTokone 6e3onacHoCTu
nopTa, Korga Bbl BKMOYaeTe 3aluTy nopTa M HacTpavBaeTe MakCMMarbHOEe KONMM4YecTBO
agpecoB 6es3onacHOCTM And nopTta, CcoOblTMe HapyleHus mnopTa reHepupyeTcs, ecnu
KONMMYECTBO afpecoB, MOMyYEeHHbIX HA 3TOM MOPTY, MpeBbIaeT MaKCUMarbHOE KONMU4eCTBO
agpecoB 6e3onacHocTu. [lpyrme npoToKOMbl, TakMe Kak NpoTOKON cBs3ytowero aepesa (STP),
DOT1X, REUP u vactein flapping nopToB, nogaepXuBaroT aHanornvHble (OyHKUUW, U NopT,
HapyLlaloLwwuin npasvna, 6yaet aBToMaTnyeckn 3akpbIT 4ns obecrneyveHns 6e3onacHoCTu.

1.3.15.1. NMpuHUKUN paboThl

[Mocre OTKIIOYEHUA MOpTa U3-3a HapyLIEHMs Bbl MOXeTe 3anycTuTb koMaHay errdisable
recovery B pexume rnodanbHon KoHUrypaumm, 4Tobbl BOCCTaHOBUTL BCE MOPTbI B COCTOSIHUN
errdisable n BKNtoYMTb 3TK NOpThI. Bbl MOXETE BOCCTAHOBUTL MOPT BPYYHYIO MM aBTOMaTUYECKM
B HA3HA4YE€HHOE BpeEMS.

1.3.16. PaspeneHue n o6vepanHeHue noptoB 100G

1.3.16.1. NMpuHUKMN paboTbl

Mopt 100G Ethernet — 3TO NOPT C BLICOKOM MPOMYCKHOM CNOCOOHOCTBID. OH B OCHOBHOM
NCNonb3yeTcHa Ha YCTPOMCTBaXxX Ha YPOBHE KOHBEPreHUMn Unm Ha ypoBHE aapa Ansa yBenmyeHus
nponyckHomn cnocodHocTn nopta. PasgeneHne nopta 100G o3HavaerT, uto nopt 100G pasageneH
Ha yeTblpe nopTa 25G. B aTo Bpema nopT 100G cTaHOBUTCA HEOQOCTYMNHBIM, a YeTblpe nopta 25G
nepecbInarT AaHHble He3aBucuMo Apyr ot gpyra. KombuHauusa noptoB 100G o3HavaeT, 4To
yeTblpe nopta 25G ob6beamHeHbl B nopT 100G. B 310 Bpems yeTbipe nopta 25G cTaHOBATCS
HedocTynHbiMK, U Tonbko nopt 100G nepepaet gaHHble. Bbl MoxeTe rMbko HacTpauBatb
MPOMNYCKHYO CMOCOBHOCTbL, KOMBMHUPYSA NN pasaenss NopThbl.

1.3.17. SVI nnu cy6uHTepcdencHasa Bbibopka

Mo ymonuaHuio SVI wnnu cybuHTepdenc He noaaepKvMBaeT CTAaTUCTMKY NakeToB. Takas
NHOPMaLMS, KaK KONMMYECTBO MAKETOB, MOSyYEHHbIX WAW OTMpaBneHHbIX 4vepe3d SVI unu
cybuHTEpdENC, a Takke CKOPOCTb OTNPABKU/MONYYEHNS NAKeTOB, HE MOXET ObiTb OTOOpaXxeHa.
Bbl MOXxeTe BknounTb BbI6OpKy SVI unu cybuHtepdeinca ana otobpaxxeHns 3Ton CTaTUCTUKN.
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1.3.18. 3awmTa nopToB OT HecTabunbHocTH (flapping)

Korga Ha nopty npoucxogut flapping, BO3HMKAeT MHOro annapaTHbIX MpepbIBaHNUNA,
notpebnsatowmnx mHoro pecypcos LIMN. C gpyron ctopoHbl, YacTein flapping nopta nospexgaet
nopT. Bbl MOXeTe HacTpouTb dhyHKUMIO 3awmnThl OT flapping’a ons 3awmTsl NOPTOB.

1.3.18.1. NMpuHUKMN paboTbl

Mo ymonuaHuio cpyHKumMA 3awmTbl nopToB OT flapping’a BkntoyeHa. MNpyn HeobxoanMMocTn Bbl
MOXeTe OTKMounMTb 3Ty dyHkumio. Korga Ha nopty npoucxogut flapping, nopt onpegenser
flapping kaxgble 2 unn 10 cekyng. Ecnn B TeyeHue 2 cekyHa Ha nopTy npoucxoaut flapping
WwecTb pas, YCTpPoMUCTBO oOTobpaxaeT noackasky. Ecnu HenpepbiBHO oTobpaxatotca 10
noackasok, T. €. B TeyeHne 20 cekyHA MOCTOsSiIHHO oGHapyxuBaetcs flapping noptoB, nopTt
nepexoanT B PEXMM HapyleHus (NpuumHy HapyweHust nokasbiBaeT Link Dither). Ecnm B
TeyeHne 10 cekyHa Ha nopTy npoucxoauT flapping 10 pas, ycTponcTBo oTobpaxaeT noackasky,
He NepeBOAsi NOPT B PEXUM HapPYLLEHUS.

1.3.19. Syslog (cucTteMHbIN XXypHan)

Bbl MOXeTe BKMOYUATL UM OTKIIOYMUTL (PYHKLIMIO CUCTEMHOrO XypHana, 4tobbl onpenenutb,
oToGpaxaTb N MHOPMaLMIO 06 U3MEHEHUSIX UMM UCKMIOYEHUAX UHTepdelca.

1.3.19.1. NMpuHUUN paboThI

Mpn HEO6XOANUMOCTM Bbl MOXETE BKIMOYUTD UM OTKMOUNTD PYHKLMIO CUCTEMHOTO XXypHana. o
yMOnyaHuio ata QyHKuMs BktodeHa. Korgoa wHTepdenc CTaHOBUTCA HEHOpPMasibHbIM,
Hanpumep, N3MeHsieTca cTaTtyc uHTepdenca, nnn nHTepdenc nonyyaeT kagpbl OWWOOK, Unn
npoucxoaut flapping, cuctema otobpaxkaeT noackasku Ans yBeAOMIIEHNS NONb30BaTENEN.

1.3.20. Nmo6anbHbIn MTU

Monb3oBaTeny MoOryT yCcTaHoBUTbL rnobanbHbii MTU ans ynpaBneHns MakcuMarnbHOW ArMHOM
KagpoB, KOTOpPble MOTYT GblTb OTNPABMEHbI U MOMNy4YeHbl Yepes BCe NOPThl.

1.3.20.1. MpuHUKUN paboTbl

Korga obmeH gaHHbIMM C BOMbLLON NPOMYCKHOM CNOCOBHOCTBLIO OCYLLIECTBSETCA Yepes nopT,
MOryT CyLLEeCTBOBaTb Kaapbl, ANIMHA KOTOpbIX 6onblle, Yem y ctaHgapTHoro kagpa Ethernet, un
3TW Kagpbl HasbiBaloTCs jumbo-kagpamu. MTU ykasbiBaeT ANIMHY 4ONYCTUMbIX MOMEN OaHHbIX B
Kagpe, 3a UCKMYEHMEM CNyXebHbIX JaHHbIX MHKancynsummn Ethernet.

Ecnu gnvHa kagpa, NOfy4YeHHOro MnvM OoTnpaBfeHHOro NMopToM, NpeBbilaeT 3HadeHne MTU,
kKagp 6yaeT oTbpoLLeH.

3HaveHne MTU HaxoguTcsa B AnanasoHe oT 64 go 9216 6awnt. LLar coctaensieT YeTbipe GanTa.
3HauyeHue no ymonyaHuo — 1500 6anT.

NMPUMEYAHUE: IP MTU aBTOMaTMyecku nsmeHdeTcsa Ha 3HavyeHne MTU kaHana nHtepderica
npu nameHeHun rmobanbHo yctaHoBreHHoro MTU kaHana.

NPUMEYAHUE: MTU wuHTepdberica umeeT npuoputeT Hag rnobaneHeim MTU. [locne
HacTpovikn rnobanbHoro MTU gna MTU wuHTepdernica Henb3s YCTaHOBUTb 3HAYeHMEe Mo
YMONYaHMIo.
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1.3.21. MAC-agpec uHTepcenca

1.3.21.1. MpuHUMN paboTbl

Mo ymon4yaHuto kaxabi nHtepdenc Ethernet nmeet rmobanbHo yHUkanbHbin MAC-agpec. Mpu
HeobxoanmocTn MAC-agpeca nHrepdericos Ethernet moxHo namennts. OgHako MAC-agpeca
B OZAHOM N TOW XXe NOKanbHOM CETU JOIMKHbI ObiTb YHUKANbHBIMMU.

UTtobbl HacTpoutb MAC-agpec uHTepdenca Ethernet, BbinonHuTe komaHgy mac-address B
pexmnme HacTPOMKM NHTepdenca:

NMPUMEYAHUE: koHdurypauua MAC-agpecoB MOXeT MNOBMUATb Ha BHYTPEHHIOW CBA3b B
nokaneHon cetu. [oaToMy nonb3oBaTensM pekoMmeHayeTcs He HacTpamBaTb MAC-agpeca
CaMOCTOSATENbHO, €CNN B 3TOM HET HEO6XOOUMOCTH.

1.3.21.2. CBsAi3aHHasa KOHdurypauums

Hactponka MAC-appecoB ans nHrepdencos
Mo ymonuaHuio kaxabii MHTepdenc nmeet rnodanbHo YHMkanbHbin MAC-agpec.

Bbl moxeTe 3anycTutb KomaHgy mac-address mac-address B pexunme KoHdurypauum
nHTepdemca, 4tobbl namenHnTs MAC-agpec nHtepdenca.

1.3.22. ®nar nukancynsauum VLAN Ha nHTepdencax

1.3.22.1. NMpuHUMN paboTbl

BupTyanbHas nokanbHas ceTb (VLAN) npeactaBnset cobor NOrnMyYeckyto CeTb, pasgerieHHYo
Ha OU3NYEeCKyl0 CeTb, U COOTBETCTBYET ceTu ypoBHs 2 B mogenu OSI. B 1999 roagy IEEE
BbINyCTUMa NpoekT npoTokona 802.1Q ona ctaHgapTusaumm pelweHuns no peanusauum VLAN.

TexHonornsa VLAN no3BonsieT ceTeBoMy agMUHUCTPATOPY pasaenntb Usn4eckyto SIoKanbHYH
CeTb Ha HEeCKONbKO LuMpokoBelaTenbHbiXx goMmeHoB (nnn VLAN). Kaxgaa VLAN copoepxut
rpynny paboyux cTaHuuMn C oauvHakoBbiMM TpeboBaHuamu, n kaxgas VLAN umeeT Te xe
aTpunbyTbl, 4TO N pusndeckaa LAN. Tak Kak BUpTyanbHble CETU JIOMMYECKN pa3geneHsl, paboyve
CTaHUUN B OAHOW U TOM Xe BUPTyanbHON ceTn He 06s3aTenbHO pasmeLlatb B O4HOM Y TOM Xe
¢M3M4eckoM NMPOCTPaAHCTBE, TO €CTb 3TN paboume CTaHuum MOryT npuHagnexaTb K pasHbiM
m3n4eckumMm cermeHTam fokanbHon cetn. MHoroagpecHbln U ogHoagpecHbin Tpadguk B VLAN
He ©OypeT nepeHanpaBnaTbca B Aapyrme VLAN. OTO nNomMoraeT KOHTpOnupoBaTb Tpadiuk,
CcoKpawlaTb WHBECTULMW B YCTPOWCTBA, YyNpowaeT ynpasfeHne CceTbld W MNoBbIWAET
6e3onacHoCTb ceTu.

VLAN — 3TO npoTOKOM, MCnonb3yembli ANs pelleHus npobnem LmpokoBelLaTenbHOM
(broadcast) nepenaumn n 6esonacHoctTn Ethernet. Bo Bpemsi nepegaym naketa kK kagpam Ethernet
pobaensetca 3aronoBok VLAN. Kpome Toro, ngeHtudukatopbl VLAN umcnonb3yroTcsa Ang
Knaccudukaumm nonb3oBartenen no pasHbiM paboynm rpynnam, 4Tobbl orpaHnymMTb OOMeEH Ha
YPOBHE 2 Mexay nonb3oBaTensmu B pasHblx paboumx rpynnax. Kaxpas pabodas rpynna
npeactaenseT cobon cetb VLAN. Cetn VLAN MOXHO MCNOMNb30BaTh AN OrpaHnyeHnst obnactu
LUMPOKOBELLATENbHON pacCbinkn 1 (OPMUMPOBaHMA BUPTyanbHbiX pabounx rpynn ang
AVHAMUYECKOro ynpaBneHus ceTsamu.

UTtobbl obecneuntb cBA3b € xoctamm B VLAN, nonb3oBatenu MOryT HactpouTb donar
nHkancynsumm VLAN 802.1Q (npotokon VLAN) Ha nHTepdence mnu cybuHtepdgence Ethernet.
B aToM cniy4ae npu oTnpasBke NnakeToB Yepes nHrepderic Ethernet CooTBETCTBYHOLLMI 3arofoBOK
VLAN 6ypet mHkancynuposaH. [pu nonyvyeHun naketoB 3aronoBok VLAN 6yaet yaaneH u3
nakerta.
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1.3.22.2. CBAA3aHHasA KOHdurypaums

Hactpowka dnara uHkancynsaumm VLAN ansa mHtepcgencon
Mo ymonyaHuto npoTtokon nHkancynauumn 802.1Q oTKMoYeH Ans MHTepdencos.

Bbl moxeTe 3anycTtutb kKomaHgy encapsulation dotlQ VianID B nHtepdericHom pexnme ans
nHkancynaumm  802.1Q ana wuHTepdenca. VlanlD ykasblBaeT WHKaMCynMpPOBaHHbLIN
noeHtTugukaTop VLAN.

1.3.23. Pexxum FEC nHTephenca
1.3.23.1. MpuHUMN paboTbl

Mpsimoe ncnpaenexne owmnbok (FEC) — 3To MeToq ncnpasneHnst Koga onGKKU, MCNOMNb3YOLLNIA
cnegyoLwmnn NpUHUKMN paboTkl: oTNpaBuTeNb 400aBNSET N30bITOYHbBIN KOA UCMpaBieHmnst OLnMbokK
K AaHHbIM Ans oTnpaBku. MNMpreMHuK BbINONHAET oOHapyXeHne owmnboK B AaHHbIX Ha OCHOBE
Koda ncnpasneHnsa ownbok. Ecniv obHapyxeHa owmnbka, nony4varenb ucnpaenset owmnbdky. FEC
ynyJlwaeT Ka4yecTBO CurHana, Ho Takke BbI3blBaeT 3adepxKy curHana. NMonb3oBatenn moryT
BKITHOMATb UM OTKIOYATb 3TY OYHKLMIO B 3aBUCUMOCTM OT pearnbHOn CUTyaLmu.

PaanunyHble TMNbl NOPTOB NOAAEPKNBAIOT pasHble pexxumbl FEC. MNopT 25 ount/c nogaepxmeaeT
pexum BASE-R, a nopt 100 [M6uTt/c nogaepxmBaeT pexmm RS.

1.3.23.2. CBsAA3aHHasa KOHdurypauums

HacTtpowka pexunma FEC uHTepcenca

Mo ymonuaHmio pexum FEC oTkntodeH anst nopta 25 6ut/c, a BKIIOYEHNE UM OTKMNIOYEHNE
pexuma FEC ansa nopta 100 6uT/c onpeaenseTcsi BCTaBNEHHbIM ONTUYECKMM MOLYEM.

3anyctute pexum fec mode {rs | base-r | none | auto} B pexume nHtepdenca anss HACTPONKK
pexxuma FEC Ha uHTepdeiice.

1.3.24. LUnkn BbIGOPKKU CTAaTUCTUKM NO nopTtam Ethernet

1.3.24.1. NMpuHUMN paboTbl

Linkn BbIGopkn ctatucTnkm noptoB Ethernet no ymonuaHuto coctaBnsaeT 5 CeKyH, 4TO O3HaYaeT,
yTO cTaTUCTUKa MHTepderica obHoBnseTca Kaxable 5 cekyHd. B cueHapusx C BbICOKMMM
TpeboBaHMsIMM K CTAaTUCTUKE B pearibHOM BPEMEHN MOXHO NPOANNTb LUK BbIGOPKK.

NMPUMEYAHUE: 6onee kopoTKnin LIMKN BbIOOPKU yKa3biBaeT Ha bornee BbiCOKoe noTpebneHne
NPOM3BOANTENBHOCTU CUCTEMBI. [103TOMY UMKN BbIGOPKM AOMKeH ObiTb CKOPPEKTUPOBAH MO
Mepe HeobxoanmocTu. Ecnu konnyecTBo dmnanvecknx Nnoptos npesbiwaeT 500, pekomeHayeTcs
YyCTaHOBUTb LMK BbIGOpKn 6ornee 10 cekyHa.

1.3.24.2. CBA3aHHasA KOHdurypaums
HacTpouka uukna BbIOOPKM CTaTUCTUKU Ha nopTtax Ethernet
Linkn BblGopku ctatncTnkn noptosB Ethernet no ymonyaHuio coctaBnseT 5 cekyHa.

3anycTtute komaHay ethernet-port counter sample-period [ seconds ] B pexume rnobansHomn
KOHUrypaumm, 4Tobbl HaCTpoUTb LMK BbIOOPKK Ha nopTtax Ethernet.

1.4. OrpaHnyeHus

e MTU npeobpasyeTtca B AnvHY nakeTa Ans pacyeTta B yunax. [peobpasoBaHHas anvHa
naketa, ucnonb3dyemasi Ans pacuyeta, Ha 26 6ant (Bkntoyaa 14-6aniToBbIN 3aronoBoOK
Ethernet, 4-6antoBbin FCS 1 gBa Tera) 6onbLlle HacTpoeHHoro MTU.
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e Yb6epgutech, yto IP MTU, IPv6 MTU u Link MTU nHTepdeiicoB ypoBHs1 3 yCTaHOBIEHDI
npasuneHo u IP/IPv6 MTU He npeBbiwaeT MTU uHtepdpenca. UHTepdenchbl ypoBHsS 3
BKITHOYAtOT B ce65 NOpThbl MapLUpyTM3auun, NopTel arperaunm yposHsa 3 n SVI.

1.5. KoHdhurypauus

KoHdurypauus

OnucaHue n KomaHga

BbinonHeHne
OCHOBHbIX
KOHdUrypaumm

(OnumoHanbHO) Wcnonb3yeTca And ynpasreHus KoHdurypaumsamm
WHTepenca, Hanpumep, Ang cosgaHua/yaaneHua nHTepgenca nnu
HaCTPOWKWN onucaHus nHtepgenca

interface

Co3paeT WHTEpdENC N BXOAUT B PEXUM
KOHpurypaumm cosgaHHoro wuHTepdpenca
nnn 3agaHHoro nHTepdenca

interface range

Beoant guanasoH uHTepdencos, co3gaeT
3TOT UHTepdenc (ecnn He co3gaH) U BXOAnUT
B PEXNM HACTPOWMKK MHTEpenca

BbinonHeHne
OCHOBHbIX
KOHdUrypaumm

define interface-

range

Cospaet Makpoc Onsa ykasaHus guanasoHa
WHTepdenca

snmp-server if-index
persis

Bkritoyaet yHKUMIO COXpaHEeHus WHAEKCa
nHTepdgenca, 4Tobbl MHAEKC WHTepdenca
ocTasarcs HEN3MEHHbIM nocne
nepesarnycka yCcTponcTBaa

description

HacTtpanBaet onucanune nHtepdeinca go 80
CMMBOSIOB B  pexume  KOHdurypaumu
nHTepdenca

snmp trap link-status

HacTtpauBaet, otnpasnate nuv link trap’sl
nHTepdenca

shutdown

3akpbiBaeT nUHTepdenc B
KOHcpurypauum nitepdenca

pexume

split interface

Pasgensiet nopt 40G B pexxmme rnobanbHom
KOHUrypauum
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KoHdurypauus OnucaHue n komaHaa
logging [link-updown | MNo3BonseT BHOCUTb B XypHarbl
| error-frame | | THopMaLMo O cocTosiIHUM UHTepdpenca B
linkdither | res-lack- | pexume rmobanbHON KOHUrypauum
frame]
HacTponka (OnumoHanbHO) OH  ucnonb3yeTca Ans  HacTpoMKM  aTpubyToB
aTpubyToB UHTepdenca
uHTepdenca
bandwidth HactpavBaeT nponyckHyt CMOCOBHOCTb
UHTepdenca B pexume KOHurypauuu
nHTepdenca
carrier-delay HacTtpauBaet carrier delay wmHTepcpeinca B
pexume koHdUrypaunm nHtepdenca
load-interval HacTpanBaeT umHTepBan pacyeTa Harpysku
UHTepdenca
duplex HacTtpaunBaet AYNITEKCHbIN pexmm
nHTepdenca
HacTtpownka flowcontrol BknowaeTr wnu  oTkMoyaeT  ynpasreHue
aTpubyToB NOTOKOM MHTepdenca
uHTepdenca
mtu HactpanBaet MTU untepdenca

negotiation mode

HacTtpanBaeTt
nHTepdenca

pexnm aBTocorfnacoBaHuA

speed

HacTtpanBaeT ckopocTb UHTepdenca

port speed-mode

HacTpanBaeT CKOPOCTHOM pexum Ansa nopra
25G

switchport

HacTtpanBaeTt nHtepgenc kak uHtepdgemnc L2
B  pexume  HacTpoWKu  UHTepdeinca.
(BbinonHute komaHay no switchport, 4Tobbl
HaCTPOUTb UHTEepPdENC Kak nHTepdenc L3.)

switchport protected

HactpanBaeT nopT Kak 3aluLLeHHbIA NopT
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KoHdurypauus OnucaHuve n KomaHaa

errdisable recovery | BocctaHaBnMBaeT nopT B  COCTOSIHUM

[cause link-state] errdisable B pexume rno6anbHom
KOHGoUrypaumm
HacTponka route-sample enable | Bkntoyaet dyHKLMIO BbIGOPKM
aTpubyToB SVl/cybunHTtepdelica B pexunme
nHTEepdenca KOHdourypaumm nutepdenca
mtu forwarding Yctanasnusaet rnobanbHbin MTU n IP MTU
mac-address YcraHaBnueaet MAC-agpec nHrepdelica

encapsulation dotlQ | YcraHasnuBaet Ter VLAN ansa nHrepderica

fec mode HactpanBaet pexum FEC ansa nHtepdenca

ethernet-port counter | HactpavBaeT nepuog BbIOOpPKM CTATUCTUKK
sample-period ans nopta Ethernet

1.5.1. BbinoniHeHNe 0CHOBHbIX KOHtUrypaumm

151.1.

AdhekT KoHUrypauum

CospanTe yKkasaHHbIA NOrMY4eCcKMn UHTepdenc 1 BOMAUTE B PEXUM KOHpurypauum
3TOro WHTepperca wnv BOMAUTE B pPEXUM KOHUrypauum CyLlecTBYIoLLero
bm3N4ECKOro Unmn NIOrm4ecKoro nHTepdenca.

CospanTte HECKOmnbKO yKasaHHbIX JIOMMYECKMX WHTEePdEeNCcoB U BOMOUTE B PEXUM
KOH(urypauun uHTepdenca vnu BoWauTe B PeXUM KOHAUrypaumm HECKOSNbKUX
CYLLECTBYIOLLMX (PUBNYECKMUX NN NTOTMYECKUX MHTEPEENCOB.

MHaekcsl nHTepdpenca octaloTca HEM3MEHHbIMU NOCIe nepesarpysku yCTponcTaa.

HactponTe onucaHue nHtepdenca, 4tobbl NONb30BaTENM MOMN HAaNPsIMy0 y3HaBaTb
nHpopmaumio 06 nHtepdpenice.

Bkntounte unum otknroumnte pyHkumio link trap nHtepdpenca.
BKNOUNTb Mnn OTKNOYUTL UHTEPeNC.
Pasgenute nopt 100G nnn o6beguHnte yetoipe nopta 25G B nopt 100G.

NMpumeyaHunsn

dopmMa KomaHdbl N0 MOXET UCMONbL30BaThCA ANA yAaneHUss ykasaHHOro Norm4eckoro
NHTEepdenca nnn NorM4ecknx MHTEpPENCoOB B yKazaHHOM AuMana3oHe, HO HEe MOXEeT
ncnonb3oBaTbCa ANs yaaneHns U3nYeckoro nopta unv OU3NYEeCKUX MopToB B
yKa3aHHOM [Mana3soHe.

dopmy koMmaHabl default MOXXHO UCNONb30BaTh B peXUMe HaCTPOMKM MHTepdenca ang
BOCCTAHOBIIEHUSA HACTPOEK NO YMOMYaHUIO yKa3aHHOro (pr3nyecKoro unm normyeckoro
NHTEepdenca nnn NHTepdencoB B ykazaHHOM uanasoHe.
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1.5.1.3. llaru HacTpounku

HacTtpowka ykazaHHOro uHtepceunca
o HeobsazaTenbHbIN.

e 3anyctute 3Ty KOMaHay, 4ToObl co30aTh IOMMYECKUIA UHTEPENC UM BOUTU B PEXNM
HaCTPOMKN PU3NYECKOro NopTa Unm CyLLEeCcTBYIOLLIEro norn4yeckoro nHtepdenca.

KomaHga interface interface-type interface-number

Onuncanwne interface-type interface-number: ykasbiBaeT TMn M HOMep MHTepdenca.

napameTpoB NHTepdelic moxeT 6biTb dusndecknm noptom Ethernet, AP-noptom, SVI
nnn neTneBbiM UHTEpPdENCOM

KomaHaHbIn Pexwnm rmobanbHon KoHdUrypaumm

peXunm

PykoBoactBo no
NCMonb30BaHMIo

e Ecnn norndecknin MHTEpdENC elle He co3daH, 3anycTute 3Ty
KomaHay, 4Tobbl co3gaTtb 3TOT WMHTEPdENC M BOWTUM B PEXUM
HaCTPOWMKKN 3TOro MHTepdenca.

e [Ina dwusnyeckoro nopta WM CyLLECTBYHLLErO OrMYECKOro
UHTepdgenca BbINOMHUTE 3Ty KOMaH4y, YTOObl BOWTM B PEXMM
HaCTPOWMKKN 3TOro MHTepenca.

e Wcnonb3ynte opmy KoMaHAbl NO, YTOObl yAanuTb YKa3aHHbIN
normyecknin nHTepdenc.

e Wcnonb3ynte dopmMmy komaHabl default gna BoccTaHoBneHus
HacTpoeKk MHTepdenca No yMon4yaHuio B pexumMe KoHdurypaumm
nHTepdenca

HacTpounka uHtepdencoB B gnanasoHe
e  OnuuoHanbHo.

e 3anyctute 9Ty KOMaHAy, 4Tobbl CO34aTb HECKOMbKO NOrMYEeCcKUX MHTEpEEencoB unm
BOWTU B PEXUM KOH(pUrypaumm HECKOMbKUX (PMU3MYECKUX MOPTOB UMK CYLLECTBYIOLLINX
NOorn4yecknx MHTepdencos.

KomaHga interface range { port-range | macro macro_name }
Onucanwue port-range: ykasbliBaeT TN 1 ngetudunkaTop guanasoHa nHTepdencos. ITu
napameTpoB UHTepdencbl MoryT ObiTb duandeckumm noptamm Ethernet, AP-nopTtam,
SVI nnun netneebiMn nHTEPENCaMMN.
macro_name: ykasblBaeT MM Makpoca gmanasoHa nHrepgenca
KomaHaHbIn Pexum rmobanbHon KoHdUrypaumm
pexum
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PykoBoacTeo no
NCNoNb30BaHMIO

Ecnu norndeckne nHtepdencol ewe He co3gaHbl, 3anyctuTte aTy
KomMaHay, 4ToObl co3gatb 3TM UHTEPEENCbI M BONTU B PEXUM
HaCTPOWKN MHTepenca.

Ons Heckonbknx U3NMYECKMX MOPTOB WM CYLLECTBYIOLLMNX
NOrnM4ecKknx NHTepdEencoB 3anyCcTnTe 3Ty KOMaHagy, YTobbl BONTU B
pexuMM HacCTpPOnKN nHTepdenca.

Ucnonbsynte dopmy komangbl default, 4tobbl BOCCTaHOBUTH
HaCTPOMKN 3TUX WHTEPEENCOB MO YMOMYaHWIO B pexume
KOHpurypaumm nHtepdenca.

lMepen wvcnonb3oBaHMEM Makpoca 3anyctute komangy define
interface-range, 4TO6bI OnNpeaenuTbL AuanasoH MHTepdenca Kak
UMsS Makpoca B pexume rnobanbHOM KoHurypauuu, a 3atem
3anyctute komaHgy interface range macro macro_name, 4TOGbI
NPUMEHUTbL MaKpocC

HacTpownka coxpaHeHus nHgekca nHrepdenca

e  OnuyuoHanbHo.

e 3anyctute 3Ty KOMmaHOy, Korga MHAEKCbl WHTepdeinica [OOMKHbI OCTaBaTbCs
Hen3MeHHbIMM Nocre nepesarnycka yCTpoucTBa.

KomaHga snmp-server if-index persist

Mo ymon4yaHuio | o ymonyaHuio coxpaHeHne uHaekca nHtepdeinca oTKMoYeHo

PEXUM

KomaHaHbIn Pexxnm rmobarnbHon KoHdurypauum

PykoBoacteo no | [Nocne BbINOSIHEHUS 3TOW KOMaHAbl TEKYLUME MHAEKCHI BCEX UHTepencos
NCnonb3oBaHuio | ByayT coxpaHeHbl, a Mocfne nepesanycka YCTPOMCTBA WHOEKCbI He
nameHaTcs. Bel MmoxeTe mcnonb3oBaTtb dopMy NO unm popmMy KoMaHabl
default, 4ToBbl OTKNHOUNTE YHKLMIO COXPaHEHUS UHOEKCA MHTEpdenca

HacTpounka onucaHmnsa nHtepdenca

e  OnuuoHanbHo.

e 3anyctute 3Ty KOMaHay, YTobbl HACTPOUTL ONUCaHWe nHTepdeca.

KomaHga description string
Onucanuve string: o6o3HayaeT cTpoky annHon o 80 cMmBonoB
napameTpoB

Mo ymonyaHuio | Mo ymon4yaHuio HeT onuncaHus

peXxmm

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
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PykosogcTteo no
NCMNOMb30BaHUIO

OTa KOMaHga ucnosnb3yeTcs ANd HacTPOMKM onucaHus nHtepdenca. Bol
MOXeTe ncnonb3oBatb popmy ho wunu dopmy komaHgbl default, 4Tobbl
yOoanuTb onucaHue nHtepdenca

Hactpowka dyHkumm Link Trap nHtepdenca
e  OnuuoHarnbHo.
e 3anyctute 3Ty KOMaHAy, 4TO6bLI NonyynTs link trap’sl yepes SNMP.

KomaHnga

snmp trap link-status

Mo ymonyaHuio

Mo ymonyaHuio pyHkuma Link Trap BkroyeHa

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCNoNb30BaHWIO

OTa kOMaHga wucnonb3yeTca And HacTponkn dyHkumm Link Trap Ha
nHTepdence. Korga ata dpyHkumns skntodeHa, SNMP otnpaensieT link trap’bl
npu WU3MEHEHMM COCTOAHUA CBA3M Ha uHTepdence. Bbl mMoxeTe
ncnonb3oBaTb hopMy no nnu cpopmy komanabl default, 4yToObl OTKNIOUNTL
dyHkumto Link Trap

Hactpowka agMMHMCTpaTUBHOrO cTaTtyca uHtepdenca
e  OnuyuoHanbHo.

e  3anycTtuTe 3Ty KOMaHAy, YTOObI BKIHOYUTb NN OTKITHOYNTE UHTEPdIENC.
e VIHTepdpenc He MOXeT OTNpaBrsaTb UNKU NOyYaTb NAKeTbl NOCHE ero OTKITIYEHUS.

KomaHpa

shutdown

Mo ymonuyaHuio

Mo ymonyaHuio agMUHUCTPAaTUBHLIN cTaTyc UHTepdenca Up

KomaHgHbIn
peXnm

Pexxum koHdurypaumm nHtepderica

PykoBoactBo no
NCNoNb30BaHWIO

Bbl MmoxeTe 3anycTtutb komangy shutdown, 4Tobbl OTKITHOUNTL MHTEPAIENC,
unm komangy no shutdown, 4yToObl BKNOUNTE MHTEpdenc. B HEKOTOPbIX
cnyyasx, Hanpumep, Korga nHTepgenc HaxoauTcs B coctosHum errdisable,
Bbl HE MOXeTe 3anycTutb komaHgy no shutdown Ha uHTepdeince. Bbl
MoOXeTe Mcnonb3oBatb opMy No unu copmy komaHabl default, 4Tobbl
BKINIOYNTb UHTEpPenc

PasgeneHune nopta 100G nnm obbeaguHeHue YeTbipex noptoB 25G B 0AMH NopT

100G

e  OnuyuoHanbsHo.

e 3anycTtuTe aTy KOMaHay, 4Tobbl pasgenutb nopT 100G v o6beanHUTL YeTbipe nopTa
25G B oguH nopt 100G.
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KomaHpa [no] split interface interface-type interface-number
Onuncanwne interface-type interface-number: ykasbiBaeT TMn M Homep nopta. [lopT
napameTpoB AorkeH 6biTb noptom 100G

Mo ymonyaHuio

Mo ymon4yaHuo nopTbl 06 beANHEHBI

KomaHaHbIn
pexnm

Pexxnm rnobanbHon KoHdurypauum

PykoBoacteo no
MCMOJIb30BaHUIO

Bbl MmoxeTe 3anyctuTtb komaHgy split, 4tobbl pasgenute nopt 100G, wnu
koMaHgy no split, 4yTobbl 06beauHUTL pasgeneHHbin nopT 100G.

lMocne HacTponkM 3TOM kKOoMaHabl OOblMHO TpebyeTcsa nepesanycTuTb
NIMHEWNHYIO KapTy UNK BCe YCTPOMWCTBO, YTOOLI KOHpUrypaums BCTynuna B
cuny

Hactpowka SVI unu pyHkumMmn BbIOOpKM cybuHTepcpenca
e  OnuuoHanbHo.
e  3anycTtute 3Ty KOMaHAy, 4YTo6bI BKNIOUNTL PyHKUMIO BbIGOpKK SVI nnn cybuHtepdenca.

KomaHpa

[no] route-sample enable

Mo ymonyaHuio

Mo ymonyanuto SVI nnmn cybruHTepdenc He noaaepkmnBatoT BblGOPKY

KomaHgHbIn
peXnm

Pexxum koHdurypaumm nHtepderica

HacTtpowuka 3awmThbl ot flapping’a nopToB
e  OnuuoHanbHo.

e  3anycTtuTe 3Ty KOMaHay, 4Tobbl 3awmTuTh NopT oT flapping’a.

KomaHpa

physical-port dither protect

Mo ymonuyaHuio

Mo ymonyaHuio 3awmTa ot flapping’a nopToB BKNtoYeHa

KomaHgHbIn
pexmm

Pexxmum rnobanbHon KoHdurypaumum

Hactpownka hyHKLUMM CUCTEMHOrO XypHana
e OnuuoHanbHo.

e 3anyctute 3Ty KOMaHay, 4ToObl BKIHOYUTbL MMM OTKIHOYUTbL (PYHKLMIO CUCTEMHOrO
XypHana Ha nHtepdelnice.
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KomaHpa [no] logging [link-updown | error-frame | link-dither | res-lack-frame ]
Onuncanwne link-updown: neyaTtaeT nHopmaLmo 06 N3MEHEHNN COCTOSAHMSI.
napameTpoB

error-frame: neyataet nicpopmauyuto 06 owmnbke.
link-dither: BbIBOANT MHOPMaLMIO O NEPEKITHOYEHNN NMOPTOB.

res-lack-frame: nevataetr wuHpopmaumo 06 owunbke, NONy4YEHHON
WHTepdencom, n3-3a HexeaTke pecypca

Mo ymonyaHumio | Mo ymonyaHuio yHKUNA CUCTEMHOIO XXypHana BKtoYeHa Ha nHTepdence

KomaHaHbIn Pexnm rmobanbHon KoHdUrypaumm
pexum

1.5.1.4. NMpoBepka

HacTtpowka ykazaHHOro nHtepcenca

3anyctute komangy interface. Ecnn Bbl MOXeTe BOWMTU B pexuM KoHdurypauum
NHTepenca, KoOHpUrypaumns BoiNOHEHA YCMELIHO.

[nsa normdeckoro nHtepderica nocne BbIMNOSHEHNST KOMaHAbl no interface 3anyctute
komaHagy show running unu show interfaces, 4ToObl NpoBeEpUTb, CyLlecTByeT Nun
norunvecknn nHtepderic. B npoTnBHOM criydae nornvyeckuin nHTepdenc yaganseTtcs.

Mocne BeinonHeHus komaHabl default interface 3anyctute komangy show running,
yToObl NPOBEPUTb, BOCCTAHOBMEHbI M HACTPOMKM NO  YMOMYaHMIO  Ans
COOTBETCTBYIOLLEro nHtepdenca. Ecnu ga, To onepauus npoLuna ycreLHo.

HacTpounka nHtepdencoB B ananasoHe

3anyctute komaHay interface range. Ecnv Bbl MOXeTe BONTU B PEXUM KOHAUrypaLmm
NHTepenca, KoHpUrypauus BoiMnornHeHa ycneLHo.

Mocne BbinonHeHus komaHabl default interface range 3anyctute komangy show
running, 4Tobbl NPOBEPWUTb, BOCCTAHOBMEHbI NN HAacCTPOWKM MO YMOMYaHUIO ANA
COOTBETCTBYIOLLUNX MHTepdencos. Ecnu ga, To onepauums npoLuna ycrneLuHo.

Hactpownka coxpaHeHus nHgekca nHrepdenca

lMocne BbINONHEHMST KOMaHAbl Snmp-server if-index persist 3anyctute komaHay write, 4ToObl
COXpPaHUTb KOH(Mrypauuio, nepesanyctute yCTpoOMCcTBO M 3anyctute komaHay show interface,
yTOObI NPpOBEPUTL MHAEKC MHTepdenca. Ecnn nnaekc nHtepdenca octaeTca NpeXHMMm nocne
nepesanycka, BKIo4aeTcs CoXxpaHeHne nHaekca nHrepdenca.

Hactpowka dyHkuuu Link Trap nHtepdenca

Ypanute, a 3ateM BCTaBbTe ceTeBON Kabenb B (pM3n4eckmi nopT 1 BKNKOYMTE cepBep
SNMP. Ecnu cepsep SNMP nony4aer link trap’sl, pyHkumsa Link Trap aktuBupoBsaHa.

3anyctute dpopmMy no komaHabl snmp trap link-status. N3Bnekute, a 3aTem BCTaBbTe
ceteBon kabenb B dumsmyeckui nopt. Ecnn cepsep SNMP He nony4yaert link trap’sl,
dyHKUMs Link Trap oTknoveHa.

HacTtpoiika agMMHUCTpaTUBHOIrO cTaTtyca uHtepcenca

BctaBbTe ceTeBon kabenb B (pu3Myeckud NopT, BKKOYUATE NOPT M BbINOMHUTE KOMaHay
shutdown Ha aTom nopty. Ecnun Ha KoHconn oTobpaxaeTcs CUCTEMHbIN XXypHar, yKasblBaroLLMN
Ha TO, YTO COCTOsIHME MnopTa M3MeHseTca Ha Down, a vHAuKaTop nopTa He ropuT, nopt
OTKIoYeH. 3anyctute komaHgy show interfaces n ybegmutech, YTO COCTOsIHME MHTepdenca
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nameHmnocb Ha Administratively Down. 3atem 3anyctute komaHgy no shutdown, 4ToOGbl
BKMOUNTL MOPT. Ecnn Ha koHconu oTobpaxaeTcs CUCTEMHbIA XKypHar, yKasblBaloWMn, YTO
COCTOsIHME NopTa u3meHsieTcst Ha Up, a MHOUKaTop Ha NopTe ropuT, NOPT BKIOYEH.

PaspneneHue unu o6beguHeHme noprta 100G

e 3anyctute komaHay split Ha nopTty 100G B pexumme rnobanbHOM KOHUrypaumu.
Y6eguTtecb, YTO COOTBETCTBYIOLLUMIA CUCTEMHBIN XXypHan oTobpa)kaeTcs Ha KOHCOMW.
3anyctute KomaHay write, 4ToObl COXpaHUTb KOHQUrypauu, U nepesanycrTmte
YCTPOWCTBO WNU JWHENHYK KapTy B COOTBETCTBMM C METOAOM, OrMUCaHHbIM B
CUCTEMHOM >XXypHarne. YeTbipe nopta 25G MOXHO HacTpouTb Kak nopTel L2 nnn L3, HO
pasgeneHHbin nopT 100G Henb3s HAacTPOUTb Kak nopT L2 unu L3.

e 3anyctute komaHgy no split Ha pasgeneHHom nopty 100G. Y6egutecb, 4TO
COOTBETCTBYIOLLMIA CUCTEMHBIN XypHan oTobpaxaeTca Ha KoHconu. 3anyctute
koMaHay write, 4Tobbl COXpaHUTb KOHUrypauuio, 1 nepesanyctute yCTPOUCTBO UMK
NMHENHYIO KapTy B COOTBETCTBUM C METOAOM, OMUCAHHbIM B CUCTEMHOM XXypHarne.
YeTblpe nopta 25G Henb3s HAacTpouTb Kak nopTbl L2 nnn L3, HO KOMOMHMPOBAHHbIN
nopt 100G MOXXHO HacTpouTb Kak nopT L2 unu L3.

Hactpowka SVI unu pyHKUMu BbIGOPKM cyOuHTepcenca

3anycTtute komaHay route-sample enable B pexxume koHurypaumm SVI nnm cybuHtepdeliica.
3arem 3anyctute komaHgy show interface n ybegutechb, 4TO OTOGpakaeTcsi KONMYECTBO
OTNPaBIIEHHbIX UMW NONYYEHHbIX MAaKeTOB N CKOPOCTb OTNPaBKN/MONy4YeHNsa nakeTos. 3anycTute
koMaHay no route-sample enable. 3atem 3anyctute komangy show interface n yéeautecs,
YTO KONMMYECTBO OTMNPABMEHHbIX UMW MOMYYEHHbIX NAKeTOB W CKOPOCTb OTNPaBKW/MONyYeHns
NMakeToB HEe OTOOpaXkatoTcA.

HaCTpOVIKa 3alunThbl OT NepeKnr4vYeHnsa nopTos

3anycTtute komaHay physical-port dither protect B pexxume rnobanbHon koHdburypaumm. Yacto
n3BneKanTe W BCTaBnsnTe CeTeBOM Kabenb B U3NYECKMA NOPT, 4TOOblI UMUTMPOBATb
nepeknioyeHne nopra. Yoegmrecb, YTO CUCTEMHBIN XXypHarn, YKa3biBalOLWNA Ha NepeknioyeHne
nopToB, oTobpakaeTcst Ha KoHconu. locne Toro, kak Takown Syslog NOABUTCHA HECKOSbKO pas,
cucTemMa NpeanoXuT NepeBecTy NOPT B PEXUM HapyLLEHMS.

1.5.1.5. NMpumep KoHcUrypauumm

Hactponka oCHOBHbIX aTpubyTOoB uHTepdencos

Cuenapun:
192.168.1.1/24 192.168.1.2/24
GigabitEthernet GigabitEthernet
0/1 0/1
KommyTtatop A KommyTartop B
PucyHok 1-5.
LWarn o [logkniounte gBa yCcTpoMCTBa Yepes NopTbl KOMMyTaTOpPA.
HaCTPOWKM

e Hactponte SVI COOTBETCTBEHHO Ha OBYX YCTPOWCTBaX WM Ha3HaybTe
IP-agpeca 13 cermeHTa cetu Asym SVI.

e Bkniounte coxpaHeHue nHaekca uHTepgenca Ha AByX yCTPOUCTBaXx.
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e  Bxmounte doyHkumio Link Trap Ha aAByx ycTponcTsax.

e HacTtponte agMuvHUCTpPaTMBHLIN CTatyc UWHTepdenca Ha [ABYX
YCTPOMUCTBax

A A# configure terminal

A(config)# snmp-server if-index persist

A(config)# interface vlan 1

A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-if-VLAN 1)# exit

A(config)# interface gigabitethernet 0/1
A(config-if-GigabitEthernet 0/1)# snmp trap link-status
A(config-if-GigabitEthernet 0/1)# shutdown
A(config-if-GigabitEthernet 0/1)# end

A# write

B B# configure terminal

B(config)# snmp-server if-index persist

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0
B(config-if-VLAN 1)# exit

B(config)# interface gigabitethernet 0/1
B(config-if-GigabitEthernet 0/1)# snmp trap link-status
B(config-if-GigabitEthernet 0/1)# shutdown
B(config-if-GigabitEthernet 0/1)# end

B# write

lMpoeepka | BeinonHute npoBepky Ha kommyTatope A M KommyTaTope B cnegylowimm
obpasom:

e 3anyctute kKomaHgy shutdown gna nopta GigabitEthernet 0/1 wu
nposepbTe, OTKMoYeHbl v GigabitEthern 0/1 n SVI 1.

e 3anyctute KomaHgy shutdown Ha nopty GigabitEthernet 0/1 wu
npoBepbTe, OTnpasnseTca nu Trap-coobuieHune, ykasbiBawowee, YTO
3TOT MHTEPMdENC OTKITHOYEH.

o [lepesanyctute yCTPOWCTBO W MNPOBEpbTE, COBNagaeT fnn MHAEKC
GigabitEthernet 0/1 ¢ nHgekcom 4o nepesanycka

A A# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1 is administratively down, line protocol is DOWN
Hardware is GigabitEthernet, address is 08c6.b3.de9b (bia 08c6.b3.de%b)
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PykoBoacTeo no HacTponke cepmus QSW-8113

HacTpolika nHTepgencon W

Interface address is: no ip address

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Bridge, loopback not set

Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes Dropped packets Dropped bytes
0 0

O O O o o o o

0
0
0
0
0
0

O O O 0O o o o o
O O O 0o o o o

0
1

2
3
4
5
6
7

4 440
Switchport attributes:
interface's description:""

lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is 0

admin speed is AUTO, oper speed is Unknown

flow control admin status is OFF, flow control oper status is Unknown
admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Port-type: access

Vlan id: 1

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 0 bits/sec, 0 packets/sec

4 packets input, 408 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

4 packets output, 408 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

A# show interfaces vlan 1

Index(dec):4097 (hex):1001

VLAN 1is UP, line protocol is DOWN

QTECH
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HacTpolika nHTepgencon W

Hardware is VLAN, address is 08c6.b3.33af (bia 08c6.b3.33af)
Interface address is: 192.168.1.1/24

ARP type: ARPA, ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

B# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1 is administratively down, line protocol is DOWN

Hardware is GigabitEthernet

Interface address is: no ip address, address is 08c6.b3.de%b (bia 08cé.b3.de%b)
MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Bridge, loopback not set

Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes Dropped packets Dropped bytes
0 0 0 0 0

1

0
0
0
0
0
0

N o 0o N WON
O O O o o o

O O O 0o o o o

O O O 0o o o o

4 440
Switchport attributes:
interface's description:""

lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is 0

admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown
flow control admin status is OFF, flow control oper status is Unknown

admin negotiation mode is OFF, oper negotiation state is ON

QTECH
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HacTpolika nHTepgencon

Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF

Port-type: access

Vlan id: 1

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 0 bits/sec, 0 packets/sec

4 packets input, 408 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

4 packets output, 408 bytes, 0 underruns, 0 dropped
0 output errors, 0 collisions, 0 interface resets

B# show interfaces vlan 1

Index(dec):4097 (hex):1001

VLAN 1is UP, line protocol is DOWN

Hardware is VLAN, address is 08c6.b3.33af (bia 08c6.b3.33af)
Interface address is: 192.168.1.2/24

ARP type: ARPA, ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

1.5.2. HacTponka atpubytoB nHtepcenca

1.5.2.1. 3dhbeKkT KOHUrypauum

e PaspewmTte ycTpohcTBY noaknoyvaTbC W OOMEHMBATLCA OaHHbIMKM C  APYTUMM

yCTPOWCTBaMM Yepes3 NoOpPT KOMMYTaLUN UM MapLUPYTU3NPYEMbIA NOPT.

e HactponTe pasnuyHble aTpnbyThbl UHTEPENCA Ha YCTPONCTBE.

1.5.2.2. llarn HacTpounkun

HacTpowka mapwpyTusnpyemMoro nopra
e  OnuyuoHanbHo.

e 3anycTtuTe 3Ty KOmMaHAy, YToObl HACTPOMTL NOPT KAk MapLLpyTU3Npyemblii nopT L3.

e [locne TOro, Kak NOPT HACTPOEH Kak MapLupyTuaupyembliin nopt L3, npoTokonbl L2,
paboTarowue Ha NopTy, He BCTYNalT B CUny.

e OTa KOMaHga npuMeHuMa K nopTy KoMMmyTauum L2.

@ §) QTECH
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HacTpolika nHTepgencon

KomaHpa

no switchport

Mo ymonyaHumio

Mo ymonyaHnio comsmnyecknin nopt Ethernet ssnaetcsa noptom KommyTaumum
L2

KomaHnaHbIn
pexmm

Pexnm koHdurypaumm nHtepdenca

PykoBoacTBo Mo
NCNoNb30BaHWIO

Ha yctponcTtee L3 Bbl MOXeTe 3anyCTuUTb 3Ty KOMaHAy, YToObl HACTPOUTL
nopT koMmyTaumm L2 B kauyecTtBe mapupyTuanpyemoro nopta L3. Bbl
MOXeTe  3anycTuTb  koMaHgy  switchport, 4T0Obl  U3MEHUTb
MapLupyTusMpyemblin nopT L3 Ha nopT kommyTaumm L2

Hactpowka nopta AP L3

HeobsasaTenbHbIN.

3anyctute kOomaHgy no switchport B pexunme koHdUrypaumm uHTepdenca, 4Toobl
HacTpouTb nopT AP L2 B kadectBe nopta AP L3. 3anyctute komaHay switchport,
4YTOOLI HacTpouTb NopT AP L3 B kayecTBe nopta AP L2.

lNocne Toro, Kak NOPT HACTPOEH Kak MapLpyTusnpyembiid nopT L3, npoTokonsl L2,

paboTatome Ha NopTy, He BCTynawoT B cuny.
e OTa KomaHga npumMeHuma K nopty AP L2.

KomaHpa

no switchport

Mo ymonuyaHuio

Mo ymonuaHnutio nopt AP aBnsetcd noptom AP L2

KomaHgHbIn
peXmm

Pexxum koHdurypaumm nHtepderica

Pykosoacteo no
NCMorb30BaHUIO

lMocne Bxoaa B pexum KoHurypaumm nopta AP L2 Ha ycTponctee L3 Bbl
MOXeTe 3anyCTUTb 3Ty KOMaHay, 4YTobbl HacTpouTb nopT AP L2 kak nopt
AP L3. lNocne Bxoga B pexum koHdurypauum nopta AP L3 Bbl MoxeTe
3anyctuTb KomaHay switchport, 4ytobbl nameHnTb nopt AP L3 Ha nopt
AP L2

HacTpouka ckopocTtu nHtepdenca
e  OnuuoHanbHo.
e Flapping nopTOB MOXET NPOM30ONTK, ECININ HACTPOEHHAsA CKOPOCTb NopTa N3MEHUTCS.

e OTa KoMaHaa npumeHuma K domandeckomy nopty Ethernet unu nopty AP.

e OauvH n

TOT JXe pPeXunMm CKOPOCTU AOOJNKeH ObITb HacTpoeH Ha 4eTblipex

nocnegoBaTenbHbIX nopTax 25 éut/c.

KomaHpa speed [ 10| 100 | 1000 | 10G | 40G | 100G | auto ]
Onuncanwne 10: ykasblBaeT, 4TO CKOPOCTb MHTepdenca coctasnsaeT 10 MéuT/c.
napameTpoB

100: ykasblBaeT, YTO CKOpoCTb MHTepdenca coctasnset 100 M6ut/c.

(@ arecy
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HacTpolika nHTepgencon

1000: ykasbiBaeT, 4TO CKOpPOCTb MHTepdenca coctaenseT 1000 M6uT/c.
10G: yka3sbiBaeT, 4TO CKOPOCTb MHTepderica coctaBnsieT 10 MouTt/c.
40G: ykasblBaeT, YTO CKOPOCTb UHTepdenca coctaensaeT 40 6Gut/c.
100G: ykasblBaeT, YTO CKOPOCTb MHTepderca coctansieT 100 [GuT/c

Mo ymonyaHumio

Mo ymonyaHumio ckopocTb UHTepdrenca yCcTaHOBNEHA aBTOMATUYECKN

KomaHgHbIn
pexunm

Pexxum koHGurypaumm nHtepderica

PykoBoacteo no
MCMOJIb30BaHUIO

Ecnu uvHTepdhenc sasngetca nopTtom-yyvacTHuMkom AP, CKOpPOCTb 3TOro
nHTepdenca onpepensietca ckopoctbto nopta AP. Korga wuHTepdenc
BbIXoaAUT M3 nopta AP, OH uncnonb3yeT COOCTBEHHYH KOHdMrypauuio
ckopoctn. Bbl moxeTe 3anyctute show interfaces ana otobpaxeHus
KOHGUrypauum ckopoctu. [lapameTpbl CKOpPOCTW, LOCTYMHble Ans
UHTepdenca, 3aBUCAT OT TUNa uHTepdpenca. Hanpumep, Bbl HE MOXeTe
YCTaHOBUTb CKOpOCTb nHTepderca SFP Ha 10 M6uT/c.

NMPUMEMAHME: ckopoctb ¢umandeckoro nopta 40G moxeT ObiTb
yCcTaHoBreHa Tonbko Ha 40 Fout/c nunn aBTomaTn4ecku

KomaHpa

port speed-mode [ 10G | 25G]

Onucanve
napameTpoB

10G: ykasbiBaeT, 4TO CKOPOCTb MHTepdernca coctasnseT 10 GuTt/c.
25G: yKkasbIBaeT, YTO CKOPOCTb UHTeppenca coctaBndaet 25 6ut/c

Mo ymonuyaHuio

CkopocTb nHTepdenca no ymonyaHuwo 25G

KomaHgHbIn
peXxnm

Pexxum koHdurypaumm nHtepderica

PykoBoacteo no
NCMornb30BaHUIO

Tonbko nopTbl 25 OMT/c nogaepXuBatoT 3TOT pexum ckopocTn. OanH u ToT
Ke pexuMM  CKOPOCTU  OO/MKeH OblTb HACTPOeH Ha  YeTblpex
nocnepoBaTtenbHbIX noptax 25 éut/c.

MPUMEMYAHUE: Tonbko noptbl 25 [GUT/C ¢ OAMHAKOBLIM CKOPOCTHbLIM
PEXNUMOM MOTYT NPUCOEANHATLCSA K OQHOWN 1 TOW e rpynne arperaumm.

NMPUMEYAHUE: 3anyck komangbl default interface He ouuwaer
KOHUrypauuio pexmnma cKopocTu Ha noptax 25 out/c

Hactpowka gynnekcHoro pexuma uHtepdenca
e  OnuyuoHanbHo.

e Flapping nopta MOXeT MPOU3OWNTU, €Crv HACTPOEHHbIN AYNMEKCHbIN pexuMm nopTta
N3MeEHsIeTCS.

e OTa KoMaHaa npumeHuma K omandeckomy nopty Ethernet unu nopty AP.
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HacTpolika nHTepgencon W
KomaHpa duplex { auto | full | half }
Onucanve auto: ykasblBaeT Ha aBTOMaTUYECKOE MNepeKrityYeHne Mexay MonHbIM
napameTpoB AynnekcomMm 1 nonynyniekCcoMm.

full: ykasbiBaeT Ha NOMHbIN QyNreKc.
half: ykasbiBaeT Ha nonygynnekc

Mo ymonyaHuio

Mo ymonyaHuio AynneKkcHbIN pexxum nHTepdernca — asToMaTU4eCcKui

KomaHaHbIn
pexmnm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCNONb30BaHMIO

[ynnekcHbln pexum WuHTepdenca cBdA3aH C TUMNOM uWHTepdenca. Bebl
MoOXeTe 3anyctutb show interfaces gns otobpaxeHus KoHdurypauun
AYNNEeKCHOro pexxuma

HacTtpoika pexnma ynpaBneHusi NOTOKOM UHTepdenca
e  OnuuoHanbHo.

Kak npaBuno, pexum ynpasfieHUss NOTOKOM MHTepenca no ymonyaHuio OTKIHOYEH.
[ns HEKOTOPbIX NPOAYKTOB PEXUM YrNpaBreHNs NOTOKOM BKITHOYEH MO YMOMYaHUIO.

Mocne BknoYeHMs ynpaBreHns NOTOKOM Ha MHTepdence Kaapbl ynpaBneHns NoTOKOM
OyayT oTNpaBnsATbLCA UMW NPUHUMATBLCA ANS PerynvpoBkM obbema AaHHbIX, Koraa Ha
NMHTepdence BO3HUKAET Neperpyska.

Flapping nopta MoXxXeTt I'IpOI/I3OIZTVI, ecnun HaCTpoeHHbIVI pexnm ynpasrieHNA NOTOKOM
nopTa NSMeHAeTCA.

OTa koMmaHga npumeHnmMa K punsmnydeckomy nopty Ethernet nnu nopty AP.

KomaHga flowcontrol { auto | off | on }
Onucaxne auto: ykasblBaeT Ha aBTOMaTU4ECKOe yrnpaBieHNE NOTOKOM.
napameTpoB

off: YKa3blBaeT, YTO yrnpaBii€eHNE NOTOKOM OTKITHOHEHO.
on: yKkasblBaeT, 4TO ynpaBJiieHNEe NOTOKOM BKITHOYEHO

Mo ymonyaHuio

Mo ymonyaHuio ynpaereHve NOTOKOM Ha MHTepderice OTKMIYEHO

KomaHgHbIn
pexmm

Pexxum koHdurypauum nHtepdenca

HacTpownka pexuma aBTocornacosaHust uHtepcgenca

OnumoHanbHo.

Flapping nopta MoOXeT MpPOU3OWTU, €CriM HACTPOEHHbIA PeXuUM aBTOCOrnacoBaHuUS
nopta n3ameHsieTcs.

OTa koMaHga npumeHumMa K punsmnyeckomy nopty Ethernet nnu nopty AP.
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HacTpolika nHTepgencon W
KomaHpa negotiation mode { on | off }
OnwucaHve 0N: yKa3blBaET, YTO PEXMM aBTOCOMacoOBaHUSA BKITHOYEH.
napameTpoB

off: YKa3bIlBaeT, YTO PEXNM aBTOCOIacoBaHUA BbIKITIOHEH

Mo ymonyaHuio

Mo yMOn4aHnIo pexxmm aBTocoriiacoBaHuA BbIKITIOYEH

KomaHgHbIn
pexunm

Pexxnum koHgurypaumm nHtepderica

HacTtponka MTU uHTepdenca
e  OnuuoHanbHo.

e  Bbl moxeTe HacTpoutb MTU nopTa, 4ToObl OrpaHnynTb ANUHY Kaapa, KOTOPbIA MOXET
ObITb NONYyYEH UMM OTNPaBMEH Yepes 3ToT MopT.

e OTa KomaHga npuMeHuma K domsmnyeckomMy nopTy Ethernet unm SVI.

KomaHpga mtu num
Onucanve num: 64-9216
napamMmeTpoB

Mo ymonyaHuio

Mo ymonuyanumio MTU mnHTepderica coctaBnset 1500 6ant

KomaHgHbIn
peXxnm

Pexxnum koHdurypaumm nHtepderica

PykoBoacTeo no
NCMonb30BaHUIO

OTa KomaHga mcnonb3dyeTtca ana Hactporkn MTU uHTepdbenca, To ecTb
MakcMMarbHOW ANUHbI Kagpa SaHHbIX Ha KaHanNbHOM ypoBHe. B HacToswee
Bpems Bbl MoXeTe HacTpouTb MTU Tonbko gns cdoumsmyeckoro nopta mnm
nopta AP, KOTOpbIN COOEPXXUT OANH UMW HECKOSTbKO MOPTOB-Y4aCTHUKOB

Hactpownka rmo6ansHoro MTU
e  OnuyuoHanbHo.

o [lonb3oBartenu MoryT ycTaHoBUTb rnobanbHbin MTU 1 IP MTU, 4To6bl KOHTPpONMpOBaTh
MaKCUmanbHyt ANWHY KagpoB, KOTOpble MOryT ObiTb OTNpaBneHbl U NosyYeHbl Yepes

BCE MOpThbl.

o [lopaepxka dmamdeckoro nopta Ethernet.

KomaHpa mtu forwarding num
Onucanve num: 64-9216
napameTposB

Mo ymonyanuio

Mo ymonuyanumio MTU mnHTepderica coctasnset 1500 6ant
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KomaHgHbIn
pexmm

Pexum rnobanbHon KoHUrypauum

PykosoacTteo no
NCNonNb30BaHWIO

IP MTU aBTOMatnyeckm wuamMeHsieTcd Ha 3HadeHue MTU kaHana
nHTEepdgenca npyn nameHeHnn rnobaneHo yctaHoBneHHoro MTU kaHana

HacTtponka nponyckHon cnocobHOCTU nHTepdenca
e  OnuyuoHanbsHo.
¢ Kak npaBuno, nponyckHas cnocobHOCTb MHTEpeica paBHa CKOPOCTM MHTepdenca.

KomaHga bandwidth kilobits
OnucaHne kilobits: 3HayeHne HaxoguTca B AmanasoHe oT 1 go 2147 483647.
napameTpoB EovHnuen sisnsetcs kunoout

Mo ymonyaHuio

Kak npaBuno, nponyckHasi CnoCOGHOCTb MHTEpPdEeNnca COOTBETCTBYET TUMY
MHTepdenca. Hanpumep, nponyckHass CnocoOHOCTb MO YMOIYaHUIo Ons
dusundeckoro nopta Gigabit Ethernet cocrtaBnset 1000000, a ans
duaundeckoro nopta 10G Ethernet — 10 000 000

KomaHgHbIn
peXxnm

Pexnm koHdurypaumm nHtepdenca

HacTtpowka 3apepxku nepecbinku (Carrier Delay) ana nitepdenca
e  OnuuoHanbHo.

e Ecnu ckoHdurypupoBaHHas 3adep)kka MNepecbinkv Benvka, U3MEeHEHWEe COCTOSIHUS
NpoToKomna npu U3MeHeHUM (PU3NYECKOro COCTOSIHUS MHTepdeiica 3aHMMAET MHOro

BpEMEHMN.

Ecnu gnsa 3a0EepPXKn nepecbiyikn yCTaHOBIIEHO 3Ha4YeHue 0, coctosiHne

NPOTOKOMNa W3MEHSIETCA Cpasy >e MNocre W3MEeHEeHUss (U3NYEeCKOro COCTOSAHMS
nHTepdenca.

KomaHpa

carrier-delay {[milliseconds] num |
[milliseconds] num}

up [milliseconds] num down

Onucanve
napameTpoB

num: 3Ha4vyeHne Haxoautca B ananasoHe ot 0 go 60. EguHuuen aensaetcs
CekyHaa.

milliseconds: yka3biBaeT 3agepXKy nepecbiniku. [ljnanasoH 3HavyeHun ot 0
0o 60 000. EanHnuen namepeHusa apnaeTca MunnucekyHaa.

up: ykasblBaeT 3agepxKy, nocne kotopon coctosHune DCD nameHsieTcs ¢
Down Ha Up.

down: ykasbIBaeT 3a4epxKy, nocne kotopon coctosHne DCD nameHseTcs
¢ Up Ha Down

Mo ymonuyaHuio

Mo ymonuaHWo 3agepxka Mepecbinkn Ans uHTepdernca cocTaBnaet
2 ceKkyHabl
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HacTpolika nHTepgencon W
KomaHaHbIn Pexxum koHgurypaumm nHtepderica
pexum

PykoBogcteo no | Ecnn B KayecTBe efvHUUbI M3MEPEHMSI WUCMONb3YeTCs MUIMUCEKYHAA,
NCNONb30BaHNIO | CKOHPUIYPUPOBaHHAs 3aepXKKa NepPechINkM OOMMKHA ObiTb LerbiM YUCoM,
KpaTHbiM 100 MunnucekyHaam

HacTpowka nHTepBana 3arpy3ku nHrepdenca
e  OnuuoHarnbHo.

e HacTpoeHHbI WHTepBan 3arpy3ku BNUSIET Ha BblYUCIEHWE CpedHen CKOpOCTU
nepega4vm NakeToB Ha UHTepdence. ECnNn HaCTPOEHHLIN MHTEPBAN 3arpy3kn KOPOTKUNA,
CpeaHsis CKOpPOCTb Nepefayn NakeToB MOXET TOYHO OTpaxaTb U3MEeHeHUs Tpaduka B
peasibHOM BpeMEHM.

KomaHpga load-interval seconds
OnucaHne seconds: 3HadyeHue HaxoguTcst B AuanasoHe oT 5 go 600. EguHuuen
napameTpoB SABMSETCH CeKyHOa

Mo ymonyaHuio | Mo ymonyaHuio nHTepsan 3arpy3km nHtepdenca coctasnseTt 10 cekyHa

KomaHaHbIn Pexxum koHGurypaumm nHtepderica
peXxnm

HacTpouka 3awuieHHoro nopra

e  OnuuoHanbHo.

e [lakeTbl L2 He MOryT nepechinaTbCa Mexay 3allulleHHbIMU NopTaMMu.

e OTa KoMaHaa npumeHuma Kk domandeckomy nopty Ethernet unu nopty AP.

KomaHga switchport protected

Mo yMosn4aHuto Mo yMosn4aHuio 3aLLUNLLEHHBbIN NnopT HE HACTPOEH

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexmm

BrnokupoBka mapuipyTtusauum L3 mexay 3awmeHHbIMU nopTamum
e OnuuoHanbHo.

e [locne HacCTpPOWKM aTOM KOMaHAbl MapLIpyTM3aumsa L3 mexay salueHHbIM1 nopTamu
GnokupyeTcs.

KomaHga protected-ports route-deny

Mo ymonuaHuio | Mo ymonyaHuo pyHKUMA OnoKMpoBKM MapwpyTmsaumm L3 mexay
3aLMLLEHHbIMM MOPTaMN OTKAOYEHA
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KomaHgHbIn
pexmm

Pexnm rmobanbHon KoHdUrypaumm

PykosoacTteo no
NCNonb30BaHWIO

Mo ymon4yaHuio mapwpyTtnsaums L3 mexay sawmweHHbIMUM nopTamMu He
6nokupyeTcs. B aTom crnyyae Bbl MOXeTe 3arnyCcTuTb 3Ty KOMaHay, YToObl
3abr0KkMpoBaTb MapLUPyTM3aLMI0 Mexay 3allMLLEeHHbIMY NopTaMm

Hactpowka BoccTaHoBneHus noprtoB errdisable
e  OnuuoHarnbHo.

e [lo ymonyaHuto nopT ByaeT OTKMYEH N He ByaeT BOCCTAHOBMEH NOCIE HapyLUEHUS.
Mocne HacTporknm BoccTaHoBneHust nopta errdisable nopt B coctosHum errdisable
OyLeT BOCCTAHOBIEH U BKITHOYEH.

KomaHga errdisable recovery [interval time | cause link-state]
Onwucanve time: ykasbiBaeT BpeMsi aBTOMaTM4YECKOr0 BOCCTAHOBIEHUS. 3HaveHue
napameTpoB konebnetca ot 30 go 86 400. EanHnua cekyHabl.

link-state: BoccTaHaBNMBAET NOPT, KOTOPbLI ObIN YCTAHOBMNEH B COCTOSIHNE
errdisable pyHkumen oTcnexmsaHna coctosiHua REUP

Mo ymonyaHuio

Mo ymonyaHuio BoccTaHoBneHne nopta errdisable oTknto4eHO

KomaHgHbIn
peXnm

Pexxm rmobanbHon KoHdurypaumum

Pykosoacteo no
NCMNOMb30BaHUIO

Mo ymonyanuio nopT B coctoaHun errdisable He BoccTaHaBnmnBaeTcs. Bbl
MOXEeTe BOCCTaHOBWTb MOPT BPYYHYH WM 3anyCTUTb 3Ty KOMaHZy Ans
aBTOMAaTMYECKOro BOCCTaHOBIIEHMS NopTa

Hactponka MAC-appecoB ans nHrepdencos
e  OnuyuoHanbHo.

o Ecnu ata cyHKUMa TpebyeTc4, 3anyctute komaHay mac-address B pexxmme HacTPOMKK
nHTepdenca.

e [lo ymonyanuto MAC-agpeca nHtepdencos MMeoT (OUKCUPOBAHHbIE 3HAYEHUS.

KomaHpa mac-address mac-address

Onucanve mac-address: ykasbiBaeT gencreutenbHbin MAC-agpec
napameTpoB

KomaHaHbIn Pexxum koHurypaumm nHtepderica

peXnm

Hactpowka dnara uHkancynsaumm VLAN ansa uHtepcgencon
e OnuuoHanbHo.

e Ecnu ata dpyHkums Tpebyetcs, 3anyctute komaHay encapsulation dotlQ B pexume
KOHUrypaumm nHtepdenca.
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e [lo ymonyaHuio npotokon nHkancynauum VLAN oTknoYeH ans nHtepdencos.
KomaHpa encapsulation dot1Q VlanID
Onucanwue VlanID: ykasbiBaeT ugeHtudukatop VLAN. dnanasoH 3HadeHun ot 1 o
napameTpoB 4094
KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexum

Hactpowka pexuma FEC unTepcpenca
e  OnuuoHarnbHo.

e [lo ymonuanuio pexmm FEC oTkntodeH gnst nopta 25 [Gut/c, a BKIOYEHME WK
oTkntodeHne pexunma FEC ans nopta 100 [Out/c onpeaoenseTcs BCTaBMEHHbIM
ONMTUYECKUM MOAYIEM.

Komanga fec mode {rs | base-r | none | auto}
Onucanue rs: knountb pexmnm FEC ¢ nomowbio rs. lNogoepxmBaetca MOPTOM
napamMmeTpoB 100 réwut/c.
base-r: knmountb pexum FEC c nomowbto base-r. lNogaepxunBaeTcs
noptom 25 [out/c.
none: BkMto4nTb pyHkumno FEC.
auto: BKMYeH unu BelknoveH pexum FEC, onpenenseTtcs BCTaBMEHHbIM
ontudeckum mogynem. MNogaepxnBaetca noptom 100 6ut/c
KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexmm

HacTtpowka uukna BbIGOpPKM cTaTUCTUKKU Ha nopTy Ethernet
e  OnuyuoHanbHo.

e  Llmkn BbIGOPKM cTaTUCTUKM NOpTOB Ethernet no ymonuyaHuio coctasnsieT 5 cekyHA,.

KomaHga ethernet-port counter sample-period [ seconds ]
OnucaHne seconds: eanHnLa n3mMepeHus Lykra Bbibopkn
napameTpoB

KomaHaHbIn Pexxum koHurypaumm nHtepderica

peXunm

Pykosoacteo no
NCMonNb30BaHWIO

Bonee KopoTkMM UMK BbIOOPKM YyKasbiBaeT Ha 0Oonee BbICOKOE
notpebneHne npou3BOAUTENBHOCTN cucTeMbl. [Mo3aToMy uUuKN BbIGOPKK
AOIKeH BbITb CKOPPEKTMPOBaH NO Mepe HeobXoaNMOCTH
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1.5.2.3. NpoBepka

e 3anyctute kKomaHay show interfaces, 4tobbl 0TOOpa3nTb KOHUrypaumm aTpmbyToB
NHTEepPeNcos.

KomaHnga

show interfaces [ interface-type interface-number ] [ description |
switchport | trunk ]

Onuncanwne interface-type interface-number: ykasbiBaeT Tvn n HoMep nHTepderica.

napamMeTpos description: ykasblBaeT onuMcaHue WHTepdpernca, BkYas crTaTyc
COeUHEHUS.
switchport: ykasbiBaeT nHgpopmaumto 06 nHtepdence L2. 1ot napametp
JencTeyeT Tonbko Ansg nHtepdetrica L2
trunk: ykasbiBaeT MHOpMaLMIiO O MarncTpanbHOM nopTe. ATOT napameTp
nencTeyeT ans omsndeckoro nopta unu nopta AP

KomaHaHbIn MpuBunernpoBaHHbIn pexxum EXEC

pexum

PykosoacTteo no
NCNoNb30BaHWIO

Ncnonb3ynte aTy komaHgy 6e3 kakmx-nmbo napameTpoB Ansi 0OTobpaxeHus
OCHOBHOW MHhopmaumn 06 nHTepderice

SwitchA#show interfaces GigabitEthernet 0/1
Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN, line protocol is DOWN

Hardware is Broadcom 5464 GigabitEthernet, address is 08c6.b3.de%b (bia
08cé.b3.de9b)

Interface address is: no ip address

Interface IPvé address is:

No IPvé address

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0
Medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Unknown

Admin speed is AUTO, oper speed is Unknown
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Flow receive control admin status is OFF,flow send control admin status
is OFF

Flow receive control oper status is Unknown,flow send control oper
status is Unknown

Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: trunk

Native vlan:1

Allowed vlan lists:1-4094 //Allowed VLAN list of the Trunk port

Active vlan lists:1, 3-4 //Active VLAN list (indicating that only VLAN 1, VLAN
3, and VLAN 4 are created on the device)

Rxload is 1/255,Txload is 1/255

5 minutes input rate 0 bits/sec, 0 packets/sec

5 minutes output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
0 packets output, 0 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

o 3anyctute komaHgy show eee interfaces status, 4Tobbl oTOGpa3nTL cratyc EEE

nHTepdenca.
KomaHga show eee interfaces { interface-type interface-number | status }
Onuncanwne interface-type interface-number: ykasbiBaeT Tvn n Homep nHTepdenca.
Nl e1E status: ykasbiBaeT ctatyc EEE Bcex uHTEpdeiicoB
KomaHaHbIn MpuBMnernpoBaHHbIn pexum EXEC
peXunm

Pykosoacteo no
NCMNOMb30BaHUIO

Ecnn wuHTepdenc ykasaH, otobpaxaetrca ctatyc EEE ykasaHHOro
nHTepdgenca; B NpoTMBHOM crnydae oTobpaxaetcs coctosHne EEE Bcex
WHTepgencos

1. OrtobpaxeHune ctatyca EEE GigabitEthernet 0/1.
QTECH#tshow eee interface gigabitEthernet 0/1

Interface: GioN
EEE Support: Yes
Admin Status : Enable
Oper Status : Disable
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Remote Status :

Trouble Cause :
Interface

EEE Support
Admin Status
Oper Status

Trouble Cause

GioN Yes
Disable

Gi0/2 Yes
Gio/3 Yes
Gi0/4 Yes
Gio/5 Yes
Gio/6 Yes
Gio/7 Yes
Gio/8 Yes
Gio/9 Yes
Gi0/10 Yes
Interface

EEE Support
Admin Status
Oper Status

Trouble Cause

Disable

Remote Disable
YkasbiBaeT nHopmauuio ob nHtepdence
YkasbiBaeT, nogaepxmsaetca nm EEE
YKasblBaeT agMUHUCTPATUBHLIN CTaTyC
Yka3sblBaeT Ha paboyee cocTosiHNE

YkasblBaeT MpuUYnHY, No KOTOpon coctosiHne EEE
NMHTepdenca sBnaeTcs HeHopMarsbHbIM

2. OrtobpaxeHue ctatyca EEE Bcex nHtepdencos.
QTECH#show eee interface status

Interface EEE Support Admin Status Oper Status Remote Status
Trouble Cause

Enable Disable Disable Remote
Enable Disable Unknown None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None

YkasbiBaeT nHdopmauuio ob nHtepdence
YkasbiBaeT, nogaepxmsaetca nm EEE
YkasbiBaeT agMUHUCTPATUBHLIN CTaTyC
YkasbiBaeT Ha paboyee COCTosAHNE

YkasblBaeT MNpUYMHYy, NO KOTOPOW COCTOSIHME
EEE vHTepdelica aBngeTca HeHopMaribHbIM
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1.5.2.4. NMpumep KoHcuUrypaumm
HacTtpownka atpubytoB nHtepdenca

CueHapui:

GigabitEthernet

Kommytarop C

SVI1
192.168.1.3/24

KommyTtartop A

SVI1
192.168.1.1/24

0/1

GigabitEthernet

0/2
GigabitEthernet GigabitEthernet

0/3

GigabitEthernet
01

KommyTtarop B KommyTatop D

SVI1 Gi0 3 Gi0 1
192.168.1.2/24  192.168.2.2/24 192.168.2.1/24

GigabitEthernet

0N

PucyHok 1-6.
Warn Ha kommyTatope A Hactponte GigabitEthernet 0/1 B ka4ecTBe pexuma
HaCTPOWKM aoctyna, a ngeHtudukatop VLAN no ymonyanuto — 1. HactpowTte
SVI 1, HasHaubTe IP-agpec SVI 1 wn HacTponTte wMapwpyTt K
kommyTartopy D.
Ha kommyTaTope B HacTponTe GigabitEthernet 0/1 n GigabitEthernet 0/2
B KadecTBe TpaHKoBbIX MopToB, a wuaeHtudpukatop VLAN no
ymonyaHuio — 1. Hactponte SVI 1 u HasHaubTe |P-agpec SVI 1.
Hactponte GigabitEthernet 0/3 B kauecTBe MapLIpyTM3MPYEMOro noprta
N Ha3Ha4nTb aTOMY nopTy |IP-agpec u3 gpyroro cermeHTa ceTu.
Ha kommyTaTtope C HactponTe GigabitEthernet 0/1 B ka4yecTBe nopTta
poctyna, a ngeHtudukatop VLAN no ymonyaHutwo — 1. Hacrtpowte
SVI 1 n HasHaubTe IP-agpec ans SVI 1.
Ha kommyTtatope D HacTtponte GigabitEthernet 0/1 B kadecTBe
MapLIpyTU3MpyemMoro mnopTa, HasHaybTe aToMmy nopty IP-agpec wu
HacTpouTe MapLupyT K KoMmyTaTopy A
A A# configure terminal
A(config)# interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)# switchport mode access
A(config-if-GigabitEthernet 0/1)# switchport access vlan 1
A(config-if-GigabitEthernet 0/1)# exit
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A(config)# interface vlan 1

A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-if-VLAN 1)# exit

A(config)# ip route 192.168.2.0 255.255.255.0 VLAN 1192.168.1.2

B# configure terminal

B(config)# interface GigabitEthernet 0/1
B(config-if-GigabitEthernet 0/1)# switchport mode trunk
B(config-if-GigabitEthernet 0/1)# exit

B(config)# interface GigabitEthernet 0/2
B(config-if-GigabitEthernet 0/2)# switchport mode trunk
B(config-if-GigabitEthernet 0/2)# exit

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0
B(config-if-VLAN 1)# exit

B(config)# interface GigabitEthernet 0/3
B(config-if-GigabitEthernet 0/3)# no switchport
B(config-if-GigabitEthernet 0/3)# ip address 192.168.2.2 255.255.255.0
B(config-if-GigabitEthernet 0/3)# exit

C# configure terminal

C(config)# interface GigabitEthernet 0/1
C(config-if-GigabitEthernet 0/1)# port-group 1
C(config-if-GigabitEthernet 0/1)# exit

C(config)# interface aggregateport 1
C(config-if-AggregatePort 1)# switchport mode access
C(config-if-AggregatePort 1)# switchport access vlan 1
C(config-if-AggregatePort 1)# exit

C(config)# interface vlan 1

C(config-if-VLAN 1)# ip address 192.168.1.3 255.255.255.0
C(config-if-VLAN 1)# exit

D# configure terminal

D(config)# interface GigabitEthernet 0/1

D(config-if-GigabitEthernet 0/1)# no switchport
D(config-if-GigabitEthernet 0/1)# ip address 192.168.2.1 255.255.255.0
D(config-if-GigabitEthernet 0/1)# exit
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A(config)# ip route 192.168.1.0 255.255.255.0 GigabitEthernet 0/1192.168.2.2

lMpoBepka | BbinonHuTe NpoBepKYy Ha kommyTtaTtope A, kommyTaTtope B, kommyTtatope C n
kommyTatope D cnegytowimm obpasom:
e Ha kommyTaTope A nponuHryinTte IP-agpeca nHtepdencoB Tpex apyrnx
KOMMyTaTopoB. Yb6eauTtecb, 4YTO Yy Bac €CTb AOCTYN K TPEM OpPYryMm
KOMMyTaTopam Ha kommyTaTope A.
o Ybegutecb, 4TO KOMMyTatop B wu kommytatop D moryT ObiTb
NPOMNHroBaHbl B3aNMHO.
e YbepguTtecb, YTO CTaTyC UHTepdenca npaBubHbIN
A A# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1 is UP, line protocol is UP

Hardware is GigabitEthernet, address is 08c6.b3.de90 (bia 08c6.b3.de%0)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set

Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: access

Vlanid: 1

Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants
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0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

B# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de91 (bia 08cé6.b3.de91)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: trunk

Native vlan: 1

Allowed vlan lists: 1-4094

Active vlan lists: 1

Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets
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C C# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de92 (bia 08c6.b3.de92)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

D D# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1 is UP, line protocol is UP

Hardware is GigabitEthernet, address is 08c6.b3.de93 (bia 08c6.b3.de93)
Interface address is: 192.168.2.1/24

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set

Keepalive interval is 10 sec, set
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Carrier delay is 2 sec
Ethernet attributes:
Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control;: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

1.6. MOHUTOPUHr

1.6.1. OuymucTtkKa

MPUMEYAHMUE: BbinonHeHne koMaHa clear MOXeT NMPUBECTU K NMOTEPE XXU3HEHHO BaXKHOM

WHopMaLmK 1, TakuMm 06pasom, K NpepbiBaHUIO paboTbl CryxO.

OnucaHue

KomaHaa

Ounwaet cyeTumkmn ykasaHHoro | clear counters [ interface-type interface-number ]

nHTepdenca

CbpacbiBaeT obopygoBaHue clear interface interface-type interface-number
WHTepdgenca

OumnwaeT cTaTUCTUKy clear link-state-change statistics [ interface-type
N3MeHeHusa cTaTyca KaHana interface-number |
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1.6.2. OToGpaxeHune

OTtob6paxeHue KoOHcpurypauum nHtepcenca u cratyca

OnucaHue

KomaHpa

OTtobpaxaeT BCHO WHGpoOpmaUMO O
COCTOSIHMM U KOHUTYpaLum yKazaHHOro
WUHTepdenca

show interfaces [ interface-type interface-number ]

OTtobpaxaeT cocTosiHne nHTepgenca

show interfaces [ interface-type interface-number ]
status

OTobpaxaeT crartyc errdisable | show interfaces [ interface-type interface-number ]
nHTepdenca status err-disable
OTobpaxaeT Bpems nameHeHus | show interfaces [ interface-type interface-number ]

COCTOSIHUSI COEAMHEHUSI U KONUYECTBO
yKa3aHHbIX NOPTOB

link-state-change statistics

OtobpaxaeT agMUHUCTpPaATUBHOE M
paboyee COCTOSIHUE nopToB
KOMMyTauun  (HemapLupyTUsMpyembix
nopToB)

show interfaces [ interface-type interface-number ]
switchport

OTtobpaxaeT onucaHMe u COCTOSIHUE
yKasaHHoro nHrepdetrica

show interfaces [ interface-type interface-number ]
description

OTobpaxaeT CYeTYMKM  YyKa3aHHOro
nopTta, cpegun KoTopbix OTobOpaxaemas
CKOPOCTb MOXEeT MMeTb MNOrpeLuHoCTb
+0,5%

show interfaces [ interface-type interface-number ]
counters

OTtobpakaeT KONMMYECTBO MAKETOB,
YBENMYEHHbIX 32 UHTEPBAn 3arpy3ku

show interfaces [ interface-type interface-number ]
counters increment

OTtoGpaxkaeT CTaTUCTMKYy O nakeTax
OLLUMBOK

show interfaces [ interface-type interface-number ]
counters error

OTtobpaxaeT  CKOpOCTb  OoTnpaBku/
nony4yeHns nakeToB MHTepdenca

show interfaces [ interface-type interface-number ]
counters rate

OTtobpaxaeT  CcKOpoCTb  oTnpaBku/
nony4yeHusl naketoB WHTepdenca Ha
dur3nyeckom YPOBHE. CkopocTb
oTnpasku/npmvema nakeToB Ha
dun3nyeckom ypoBHe OTHOCUTCA K
CKOPOCTW OTMpaBku/npuema nakeToB.,
copepXalmnx MexkagpoBbIi MHTepBarn

show interfaces [ interface-type interface-number ]
counters rate physical-layer
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OnucaHue

KomaHpa

OTtobpaxaeT cBOAKY WHdopmaumm o6
WUHTepdence

show interfaces [ interface-type interface-number ]
counters summary

OtobpaxaeT NCnosb30BaHne
NpOnyCcKHOM CNOCOBHOCTN MHTEpdenca

show interfaces [ interface-type interface-number ]
usage

OTtobpaxaeT rnobanbHyto

nHdopmaumo o MTU

show interface [interface-type interface-number ]
mtu forwarding

OTtobpaxaeT MHopMaLMIO 06

nHTepdence SubVLAN

show vlans

OTo6paxeHue nHopmaumm o6 o

nTU4eCKOM mopayne

OnucaHue

KomaHpa

OTtobpaxaeT OCHOBHYK MHGOPMaLNIO
06 onTU4eckoM Moayne YKas3aHHOro
WHTepdenca

show interfaces [ interface-type interface-number ]
transceiver

OTtobpaxaeT aBapuiHble CUrHanbl O
HEWCNPaBHOCTU OMTUYECKOro MOAYyns
Ha YykasaHHOM uHTepdence. Ecnu
ownbok HeT, oTobparkaeTcs «Noney

show interfaces [ interface-type interface-number ]
transceiver alarm

OT1obGpaxaet amnarHoctm4yeckue
3Ha4yeHus ONTUYECKOro mMoayns
yKasaHHoro nHrepdeliica

show interfaces [ interface-type interface-number ]
transceiver diagnosis

@ §) QTECH

MWP [OCTYMNHEE

71




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika Single Fiber W

2. HACTPOMKA SINGLE FIBER
2.1. O630p

Single Fiber (SF) — 310 dhyHKUMS, pa3dpaboTaHHaa Ans yooBneTBOpPeHnsa ocobbix TpeboBaHMM
TOMbKO K MpMeMy NakeToB, HO He K OTnpaBke nakeToB. B 06bIYHbIX Criyyasx, korga ctTaHgapTHble
yctponctea Ethernet B3avmoZencTBylT [pyr C APYroM C  MOMOLWBI  OMTUYECKUX
npuemonepenaTynkos, HeoOXoOMMO  MCMONb30BaTb  OBYXBOJSIOKOHHbIE  OMNTUYECKWNE
npuemonepenaTymkn, 4Tobbl COeAMHEHMEe CTano akTMBHbIM WM NakeTbl Mnepecbinanvcb
HOopManbHO. HegocTtaTkoMm, ogHaKo, ABASETCH TO, YTO (hmsmyeckas nsonaums He MoxeT BbiTb
rmagko AOCTUrHyTa B HanpaeBneHun nepefadn, kKorga craHgapTHble ycTpouctBa Ethernet
OTNPaBnAT JaHHble Yepe3 ABYXWUIbHOE BOMOKHO. B pesynbTaTe peer-koMMmyTaTtop MOXeT
nony4aTtb Henpeackasyemble nakeTbl, Bnusowme Ha 6e3onacHoCcTb koMmyTaTopa. [na atoro
pexnm SF MoXeT BbITb HACTPOEH Ha PU3NYECKYIO N30NSALMIO AaHHBIX B HANpaBneHn nepegayu
ansa obecneveHnsa 6e3onacHOCTM AaHHbIX. [IpyMeHeHe NopToB pexnma SF He COOTBETCTBYET
cneumdukaumam kKaHanoB cBs3M NopToB ycTponcTs Ethernet. CnegosatensHo, Ansa peanusaunm
npuema SF HeobxogMmMoO MNOAKMOYMTL OLHOXWIIBHOE OMTOBOMIOKHO K RX-kOHUY nopTa
KOMMyTaTopa, 4ToObl AaHHble C TX-KOHUA peer ONTMYEeCcKOro npuemornepegaTymMka MOrnu
NPUHNUMATLCA HOPMarbHO.

2.2. NMpunoxeHus

MpunoxeHune OnucaHue
SF-I‘IQVIeM KOHeLlI Rx nopTta KOMMyTaTopa coeanHAEeTCA C KOHLOM Tx onTnyeckoro

cnnntTepa v4yepel3 OgHOXUIMbHOE BOJIOKHO

2.2.1. SF-npuem
2.2.1.1. CueHapuu

KoHeu RXx nopta KommyTaTopa MNOAOKMOYEH K KOHLY TX OMTMYEecKoro cnnuTttepa 4epes
OLHOXWUITbHOE BOSIOKHO, @ KOHeu RX OMTMYEecKoro cnautTepa He MNOAKMYEH K KOHUY TX
NOOKIKYEHHOro KOMMyTaTopa Ansa obecneyeHnsa pusnveckomn n3onaumnn.

KommyTtarop OnNTUYECKMA CNNUTTEP

PucyHok 2-1.

2.2.1.2. Pa3BepTbiBaHue

KOMMyTaTOp MOXET TOJIbKO noJjiydaTb nNakeTbl OT ONTUYEeCKOro cnintrepa, HO He MOXeT
OTNpPaBnNATb NMNakeTbl HA ONTMYECKNI cnnunTtTep.
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2.3. KoHdurypauumsn

KoHdurypauus

OnucaHue n KomaHga

HacTponka pexwuma | (O6a3atenbHo) Micnonb3yeTcs ansg HacTponkn pexuma SF

Sk

transport mode { rx } HactpauBaeT pexum SF Rx

no transport mode Boccranasnueaet pexvm no
yMOnYaHuio, T.e. [ABYyHanpasBfeHHbIN
pexunm Rx/Tx ¢ AByMS BOSTOKHaMu

2.3.1. Hactpounka pexuma SF

2.3.1.1. AcpheKT KoHdUrypaumm

HaCTDOIZTe nopT KOMMYyTauun anga nogaep>XkKn TorbKO pexnma SFn HanpaseHud RX.

2.3.1.2. Llarn HacTpounku

Hactpowka pexunma SF
e ObgaszartenbHbIn.

e Pexum SF cnegyeTt HaAcTpouTb Ha NOPTY, AN KOTOporo Tpebyetca dyHkumnsa SF RX,
€CNU He yKa3aHo WHoe.

KomaHga transport mode {rx}
Onucanue rX: ykasblBaeT peXuMm, B KOTOPOM MPUHMMALOTCA TONbKO NakeTbl
napameTpoB

Mo ymonuyaHuio

Mo ymonyaHuio pexum SF oTknioveH

KomaHgHbIn
peXmm

Pexxum koHdurypaumm nHtepderica

2.3.1.3. NpoBepkKa

NMpoBepbTe KOH(Urypauyumto SF:
o [lpoBepbTe, HOPManbHO N paboTaeT NOPT, HA KOTOPOM HacTpoeHa pyHKuna SF Rx.

o [lpoBepbTe, OTKMOYMEHA N (PYHKUMA U3NyYeHus cBeTa AN nopTa, Ha KOTOPOM
HacTpoeHa yHKuma SF Rx.

e YBepauTech, 4TO NOPT, HA KOTOPOM HacTpoeHa PyHKLMA SF RX, MOXET TONbKO Nonyyartb
nakeTbl, HO HE MOXET OTNPaBNATb NaKeThl.

(@ arecy
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2.4. MOHUTOPUHT

2.4.1. OTobOpaxeHue

OnucaHue

KomaHaa

OtobpaxaeT nHdpopmaumio o noprte, Ha
KOTOPOM HacTpoeHa yHKums SF Rx

show transport mode {rx}
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3. HACTPOUKA MAC-A[JPECA
3.1. 0630p

Tabnmua MAC-agpecoB cogepxmut MAC-agpeca, Homepa MHTEPdENCOB N NOEHTUUKATOPbI
VLAN yCTpOMCTB, NOAKIMOYEHHbIX K NTOKarbHOMY YCTPOMCTBY.

Korga ycTpoMCTBO nepechbiiaeT MakeT, OHO HaxoOguT BbIXOAHOW MOPT B CBoew Tabnuvue
MAC-agpecos B cootBeTcTBUM ¢ MAC-agpecom nonyvatens v umgeHtudukatopom VLAN
nakera.

Nocne aToro nakeT cTaHOBUTCA unicast, multicast nnu broadcast.

NMPUMEYAHUE: sTOT AOOKYMEHT oxBaTtbiBaeT AuHamudeckne MAC-agpeca, cTaTudeckue
MAC-agpeca n otgunbTpoBaHHble MAC-agpeca. CBegeHust 06 ynpaBneHum MHOroagpecHbIMm
(multicast) MAC-agpecamun cMm. B pa3gene Multicast Configuration.

3.1.1. MpoToKonbl U cTaHAAPTbI

e |EEE 802.3: MHOXeECTBEHHbIA OOCTYN carrier sense ¢ OOHapy>KeHNeM CTOJIKHOBEHUN
(CSMA/CD), meToa goctyna u cneuundukaumm pmsmnyeckoro ypoBHs.

o |EEE 802.1Q: riokanbHble ceTn ¢ BUPTyaribHbIM MOCTOM.

3.2. MpunoxeHus

MpunoxeHune OnucaHue

M3yyeHne MAC-agpeca MMepecbinka  unicast-nakeToB C  MNOMOLWLbIO  U3y4YeHUus
MAC-agpecos

YBegomsieHme 06 | OTcnexumBante W3MEHEHWe YCTPOWCTB, MNOOKITHOYEHHbIX K
nameHeHmn MAC-agpeca CEeTEBOMY YCTPOWCTBY, C MOMOLUbO YyBedoMNieHust 00
nameHeHmn MAC-agpeca

3.2.1. N3yyeHne MAC-apgpeca
3.2.1.1. CueHapuu

OObI4HO yCTpOMCTBO NopaepxmBaeT Tabnuuyy MAC-agpecoB nyTemM AMHAMUYECKOTO U3YYeHUst
MAC-agpecos. [puHumn paboTbl onucsbIBaeTcs criegyowmm o6pasom:

Kak nokasaHo Ha cnegyiowemM PucyHke, Tabnvua MAC-agpecoB kommyTaTopa nycta. Korga
nonb3oBaTtenb A cBA3blBaeTCA C Nofib3oBaTtenieMm B, OH oTnpaBndeT nakeT Ha nopT
GigabitEthernet 0/2 kommyTatopa, a kommyTatop y3HaeT MAC-agpec nonb3oBaTens A wu
coxpaHsieT ero B Tabnuue. MNockonbky Tabnuua He cogepxut MAC-agpeca nonb3oBartens B
KOMMYTaTtop TpaHCNUPYyeT MakeT Ha MopTbl BCEX MOAKMIOYEHHbLIX YCTPOWCTB, KpOMe
nonb3oBartens A, BkItovas nonb3osatenst B n none3oeatens C.

75
(@ arecy




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika MAC-agpeca

GigabitEthernet 0/2

HHH

l L]

—

GigabitEthernet 0/3 Monb3oBaTens B

T 08c6.b364.e9b6

dl
LN -

MNMonb3oBarens A
08c6.b3a6.5af7

GigabitEthernet 0/1

Tabnuua 1. Tabnnua MAC-aapecos 1

MNMonb3oBartens C
08c6.b3a39.f17f

PucyHok 3-1. War 1. U3yueHne MAC-agpeca

Cratyc

VLAN

MAC-agpec

UHTepdcenc

OuHamunyeckunin

1

08c6.b3.5af7

GigabitEthernet 0/2

Koraa nonb3oBaTtenb B nony4yaeT nakeT, OH oTnpaBlideT OTBETHbLIN MakeT nonb3oBaTtenio A

yepes nopt GigabitEthernet 0/3 Ha kommyTaTope. Mockonbky MAC-agpec nonb3oBartens A yxe
Haxogutcsa B Tabnuue MAC-agpecoB, KOMMyTaToOp OTNPaBNAET OTBETHLIN UNnicast-nakeT Ha NOpT
GigabitEthernet 0/2 n y3HaeT MAC-agpec nonb3oBatens B. nonb3oBatens C He nonyvaet
OTBETHbIN NakeT OT nonb3oBaTens B onsa nonb3oBatens A.

GigabitEthernet 0/2

]

B

— 1

GigabitEthernet 0/3 Monb3osatens B

TS 08c6.b364.e9b6

[ A s W

o
«

Monb3oBartens A
08c6.b3a6.5af7

GigabitEthernet 0/1

MNMonb3oBartens C
08c6.b3a39.f17f

PucyHok 3-2. War 2. U3yyeHne MAC-agpeca
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Tabnuua 2. Tabnuua MAC-agpecos 2
Crartyc VLAN MAC-appec UHTepdenc
OuHamnueckmn | 1 08c6.b3.5af7 GigabitEthernet 0/2
OuHamunyeckun | 1 08c6.b3.e9b6 GigabitEthernet 0/3

Bnarogapsi B3aumogenctsmio Mexay nonb3oBatenem A U nonb3oBatenem B kommytatop
y3HaeT MAC-agpeca nonb3oBatend A 1 nonb3oBaTtens B. [locne aTtoro nakeTbl mexay
nonb3oBatenem A u nonb3oBatenem B OyayT nepegaBatbCs No unicast-paccebinke 6e3
nony4eHuns none3osarenem C.

3.2.1.2. Pa3BepTbiBaHue

bnarogapsi usyyenunio MAC-agpecoB KOMMYTaToOp YPOBHSA 2 NepechiiaeT NakeThl Yepes unicast-
paccbifky, yMeHbLIasa KonnyecTBo broadcast-nakeToB 1 Harpy3Kky Ha CeTb.

3.2.2. YBepomneHue o6 nameHeHun MAC-agpeca

YBegomnieHne o060 wu3ameHeHun MAC-agpeca npegocTtaBnsieT MexaHuM3M [Onsi  CUCTEMbI
ynpaeneHus cetbto (NMS) ansa oTcrnexmBaHus CMeHbl YCTPONCTB, NOAKITHOYEHHbBIX K CETEBOMY
YCTPOWCTBY.

3.2.2.1. CueHapuu

D o

NMS AOMuHMCTpaTop
SNMP Trap

L KommyTarop

Monb3oeatens A Mons3oBatens B

PucyHok 3-3. YBegomnenune 06 nameHeHmm MAC-agpeca

lMocne TOro, Kak Ha YCTPOMCTBE BKMOYEHO yBegomneHve o6 wuameHeHun MAC-agpeca,
YCTPOMCTBO reHepupyeT coobLlieHne yBeaOMMeHUs, Korga YCTPOMCTBO Y3HaeT HOBbIN
MAC-agpec nnu 3aBepLuaeT yctapeBaHue nsyvyeHHoro MAC-agpeca, n otnpasnsieT coobLieHune
B coobieHun SNMP Trap B ykasaHHyt0o NMS.

YBegomneHne o pgobaeneHnn MAC-agpeca ykasbiBaeT Ha TO, YTO HOBbIM MOMb30BaTeslb
nonyyaeT A4ocTyn K ceTu, a yBegomneHue ob yganeHmm MAC-agpeca ykasblBaeT Ha TO, YTO
nonb3oBaTenb He OTNpaBnseT nakeTbl B TeYeHWe BpeMeHW YCTapeBaHUs U  OObIYHO
Nnonb30BaTeNb BbIXOAUT U3 CETWU.
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Koraa ceTeBoe yCTPONUCTBO NOAKMOYEHO K HECKOSMBKMM YCTPOMCTBAM, 32 KOPOTKOE BPEMSI MOXET
NPON30NTN MHOXECTBO nameHeHnn MAC-agpecoB, YTo NpuBeaeT K yBenuyeHuto Tpaduka. ans
YMEHbLUEHMA Tpadmka Bbl MOXXETE HACTPOUTb UHTEPBAN OTNPaBKN yBe4OMMEHMI 06 N3MEeHeHN
MAC-agpeca. o ncteyeHun uHTepBana BCe YBeOOMIEHUS, CO30aHHble B TeveHue 3TOro
WHTEepBana, MHKancynupytTcs B coobLieHmne.

Korga yBegomnieHue reHepupyeTcsi, OHO COXpaHsieTcsl B Tabnuue nctopumn yBegomneHunin ob
nameHeHun MAC-agpeca. AODMUHUCTPATOP MOXET y3HaTb nocrnegHue nsameHeHns MAC-agpeca,
npoBepuB Tabnuuy nctopun ysegomneHnn gaxe 6es NMS.

NMPUMEYAHUE: yesegomneHne 06 wuameHeHmn MAC-agpeca reHepupyeTcs TOfbkO Ans
AnHamunyeckoro MAC-agpeca.

3.2.2.2. Pa3BepTbiBaHue

Bkniounte yesegomneHne o6 uameHeHum MAC-agpeca Ha KOMMyTaTope YPOBHSI 2, 4TOGbI
OTCNeXmBaTbh U3MEHEHNEe YCTPONCTB, NOAKMOYEHHbBIX K CETEBOMY YCTPOWCTBY.

3.3. DyHKUUN

3.3.1. basoBble onpeaeneHus

OunHamuyecknn MAC-agpec
OuHamundecknn MAC-agpec — 310 3annce MAC-agpeca, co3gaHHas B npouecce U3yyvyeHust
MAC-agpeca yCTPONCTBOM.

YcTtapeBaHue agpeca
YCTPOMNCTBO 3anoOMMHAET TOSIbKO OrpaHndeHHoe konnvectBo MAC-agpecoB, a HeaKTUBHblE
3anucum ygansTcs No Mepe ycTapeBaHust agpeca.

YCTponcTBO HaunHaeT npoLecc yctapesaHus MAC-agpeca, korga nsydnt ero. Ecnv yctponcTtso
He nony4uT NakeT, cogepxawmin MAC-agpec NctouHmka, oHo yoanut MAC-agpec u3 tabnuupl
MAC-agpecoB No UCTEYEHUN BPEMEHM.

MNMepeagpecauuns yepes unicast-paccbisiky
Ecnun yctponcteo HaxoauT B cBoern Tabnuue MAC-agpecoB 3anuch, cogepxaluyto MAC-agpec
n VLAN ID nakeTa, a BbIXOAHOW MOPT YHUKaNeH, OHO OTMPaBUT NakeT HanpsaMyto Yepes nopr.
MNMepecbinka yepe3 broadcast-paccbinky

Ecnn ycTpoWCTBO nony4vyaeT nakeT, codepxawunm agpec HasHadeHua ffffHff  unn
Heono3HaHHbIA apec HasHayeHusi, OHO OTNpaBuUT nakeT Yepe3 Bce nopThl B VLAN, oTkyda
npuvwen nakeT, KpOMe BXOOHOro nopTa.

3.3.1.1. O630p

OcobeHHOCTb OnucaHue

Jinmnt OnHamuyeckux | OrpaHmyeBaeT konudectBo gumHamundecknx MAC-agpecoB B
agpecos ans VLAN VLAN

Jlummnt OnHamumyeckux | OrpaHmyeBaeT konm4yecTtBo auvHammndecknx MAC-agpecoB Ha
agpecoB Ansa uHTepdenca | uHTepdence
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3.3.2. llumnt guHamunyeckunx agpeconB ana VLAN

3.3.2.1. MpuHUMN paboTbl

Tabnuua MAC-agpecoB C OrpaHM4eHHON eMKOCTbio ucnonb3dyeTtca Bcemu VLAN. HacTtpownte
MakcuMmarnbHoe KonmyectBo guHammyecknx MAC-agpecoB and kaxgon VLAN, y4TobGbl ogHa
VLAN He ncyepnana npoctpaHcTBo Tabnmubl MAC-agpecos.

VLAN MOXET U3y4uTb TOSIbKO OrpaHUYeHHOoe KonmyecTBo AuHamudeckux MAC-agpecos nocne
HACTPOWKKN orpaHuyeHust. [akeTbl, NpeBbILaOWmMe NMMUT, NnepegatoTcs B broadcast-pexumme.

NMPUMEYAHUE: ecnun konnyecTtBo M3yvyeHHbIX MAC-agpecoB npeBbilaeT NMMUT, YCTPONCTBO
npekpaTtut nusydeHne MAC-agpecoB M3 VLAN M He HayHeT M3y4yeHWe CHOBa, MOKa YUCNO He
ynageT HUKe NnumMuTa nocrne yctapeBaHus agpeca.

NMPUMEYMAHUE: Ha MAC-agpeca, cKonMMpoBaHHble B KOHKpeTHyto VLAN, numuit He
pacnpocTpaHsaeTcs.

3.3.3. llumnt guHamnyecknx agpecoB Ana nHrtepcgenca

3.3.3.1. MpuHUMN paboTbl

MHTepdenc MoxeT n3yumTb TONbKO OrpaHMYeHHOe KOnmnyecTBo AuHamudeckux MAC-agpecoB
rnocrne TOro, Kak nUMUT HacTpoeHo. [lakeTbl, npeBbilIAOWME NUMWT, MNepeaarnTcs B
broadcast-pexunme.

NMPUMEYAHUE: ecnu konnyecTBo nayvyeHHblx MAC-agpecoB npesBbIWaeT IMMUT, YCTPONCTBO
npekpatut nsydyeHne MAC-agpecoB ¢ uHTepenca n He Ha4YHET N3ydeHne CHoBa, Noka Yncno
He ynageT HUXe NuMUTa nocre yctapeBaHus agpeca.

3.4. OrpaHu4yeHunsn

Mpoayktbl cepumn QSW-8113 He m3yyaroT U He nepecbinalT nakeTbl, y kKotopbix MAC-agpeca
ncrovyHnka n MAC-agpeca HasHadeHus paHbl 0.

3.5. KoHdurypauusa

KoHdurypauus OnucaHue n KomaHaa
Hactpowka (Heobs3atenbHbli) OH Mcnonb3yeTcs Ans BKAKYEHUS U3yYeHus
ONHaAMMNYECKOro MAC-agpeca
MAC-agpeca
mac-address-learning HacTtpauBaeTt n3yyeHue
MAC-agpecoB rnobanbHO wunu
Ha nHTepdeince
mac-address-table aging-time HactpauBaet Bpems
ycTapeBaHud ans
AnHammyeckoro MAC-agpeca
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ctatndeckoro  MAC-

agpeca

KoHdurypauus OnucaHue n komaHaa
HacTtponka (OnumoHanbHo) OH ucnonb3yetca ans npueaskm MAC-agpeca

yCTpOIZCTBa K NMOpTYy KOMMYyTaLUun

mac-address-table static HacTtpauBaeTt cTaTn4eckum

MAC-agpec

HacTtporka MAC-

agpeca ana

(OnuwmoHanbHo) OH ucnonb3yeTtcs AN PUNbTPaLMN NAKeToB

dumnbTpaLmm NakeToB

mac-address-table filtering HactpanBaet MAC-agpec ans

VnbTpauUMmn NakeToB

Hactponka (OnumoHanbHo) OH ucnonb3yeTcs ANt OTCMEXMBAHMUS  CMEHDI

yBEe4OMEHUSA 00 | yCTPOWCTB, MOOKIMIOYEHHBIX K CETEBOMY YCTPOWCTBY

NU3MEHEeHUU MAC-

2l mac-address-table notification | Fmo6anbHo HacTpauBaet
yBegomsnieHme 00 U3MeHeHun
MAC-agpeca

Hactponka snmp trap mac-notification HacTtpanBaet yBegomneHne o6

YBEOOMIIEHUS 00 nameHeHmn MAC-agpeca Ha

N3MEHEHMUM MAC- nHTepdemnce

agpeca

HacTtporika VLAN | (OnuuoHanbHo) OH ncnoneadyetcsa ans Hactponku VLAN ynpasneHus

ynpasneHus ansa | ana nopta AP

nopta AP

aggregateport-admin vian HactpaumBaet VLAN ynpaBneHus

ons nopta AP

HacTtponka @yHKLMM

(OnumoHaneHo) NcnonbayeTca Ang HaCTPOMKM OYHKLMK pernctpawmm

MAC-agpecoB

perncrpaumm aBapuHbIX cUrHanoB npu obHapyxeHun cmelleHna MAC-agpeca
aBapUNHbIX CUrHanoBs
Ip\l/ITC CMELIeHWA | mac.address-table  flapping-
-agpeca Iogglng
HacTtpownka (OnumnoHanbHO) Wcnonb3yeTca Ans  HacTPOWKM  MaKCMMaribHOro
MaKCuMasibHOro Konu4yectea nsydeHHbix MAC-agpecos
KonunyecTtsa
N3YyYeHHbIX

max-dynamic-mac-count count

@ §) QTECH

MWP [OCTYMNHEE

80




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika MAC—a,qpeca W
KoHdurypauus OnucaHuve n KomaHaa
Hactponka (OnuuonanbHO) Ncnonb3yetcs Onsi HaCTpomkn metoga o6paboTku
oTbpacbiBaHus nakeToB, Korga KonmyecTtBo M3ydeHHbix MAC-agpecoB npeBbillaeT
nakeToB, korga | NIMMWUT agpecoB
KONM4ecTBO
K'/fX“eHHb'X max-dynamic-mac-count

C-anpecos exceed-action forward | discard
npesbllwaeT  NUMUT
agpecoB

3.5.1. Hactpounka auHammnyeckoro MAC-agpeca

3.5.1.1. AcpheKT KoHduUrypaumm

WNayuainte MAC-aapeca AMHaMUYecKn 1 Nepecbinante nakeTbl Yepes unicast-pacchinky.

3.5.1.2. Llarn HacTpounku

HacTtpowka usyyeHusa rno6ansHoro MAC-agpeca
e  OnuuoHanbHo.

e Bbl mMoXeTe BbINOMHWUTL 3Ty HACTPOWKY, YTODObI OTKMOUUTL rnobanbHoe u3yyeHue
MAC-agpecos.

KoHdpurypaums:
KomaHga mac-address-learning { enable | disable }
Onucanwue enable: BkntoyaeT usyyeHne rmobansHoro MAC-agpeca.
napameTpoB

disable: oTkntovaeT ndydeHume rmobansHoro MAC-agpeca

Mo ymonuyanuio | UsydeHune rnobanbHoro MAC-agpeca BKNOYEHO MO YMOYaHUIO

KomaHaHbIn Pexnm rnobanbHon KoHUrypaumm
pexmm

NMPUMEYAHUE: no ymonuyaHuto wusydeHue rnobanbHoro MAC-agpeca BkntodveHo. Korga
rnobanbHoe naydyeHne MAC-agpecoB BKIHOYEHO, KOHGUrypauma mnsydyeHms MAC-agpecoB Ha
UHTEpdence BCTynaeT B cuny; Korga ¢yHKuusa oTknodeHa, MAC-agpeca He MoryT ObiTb
n3yyeHbl rnobansHo.

Hactpowka usyyeHna MAC-agpeca Ha uHtepcence
e OnuuoHanbHo.

e Bbl MOXeTe BbINOMHUTbL 3Ty HAacTPOWKy, YTObObI OTKNIOYMTL n3ydeHne MAC-agpeca Ha
NHTEpdence.

o  KoHdurypaums:
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Hactpoiika MAC-agpeca

KomaHpa

mac-address-learning

Mo ymonyaHumio

N3yueHne MAC-agpecoB BKITHOHEHO MO YMOMYaHWIO

KomaHgHbIn
pexmm

Pexxum koHurypaumm nHtepderica

PykoBoacteo no
MCMOJIb30BaHUIO

BbINnonHuTE 39Ty HACTPOWKY Ha UHTepdence YPOoBHS 2, HanNpumep, Ha NopTy
KommyTauumn unu nopty AP

NMPUMEYAHUE: no ymonuaHunio usydyeHne MAC-agpecoB BkntoveHo. Ecrnm DOT1X, IP
SOURCE GUARD, vnn gyHKkums 6Ges3onacHOCTM MnopTa HacTpoeHa And nopTta, usydeHue
MAC-agpeca He MOXET ObITb BKITHOMEHO. YNpaBneHne AOCTyNnoM He MOXET ObiTb BKITHOYEHO HA
NnopTy C OTKIMOYEeHHbIM n3yyeHnem MAC-agpeca.

Hactpownka BpemeHu ycTtapeBaHusa ans auHamu4yeckoro MAC-agpeca
e  OnuuoHanbHo.

e HacTpoiTe BpeMsi ycTapeBaHusa ona guHammyecknx MAC-agpecos.
o  KoHdurypauus:

KomaHga mac-address-table aging-time value
Onuncanue value: ykasblBaeT BpeMsi ycTapeBaHusi. 3HayeHne paBHo nubo 0, nnbo
napameTpoB HaxoauTcs B gnanasoHe ot 10 go 1 000 000

Mo ymonyanuio

Mo ymonyaHuto 300 cekyHA

KomaHgHbIn
peXxnm

Pexnm rnobanbHon KoHdUrypaumm

Pykosoacteo no
NCMNOMb30BaHUIO

Ecnn yctaHoBneHo 3HaveHune 0, yctapeBaHne MAC-agpecoB OTKIOYEHO, U
n3yvyeHHble MAC-agpeca He 6yayT ycTtapeBaTb

NMPUMEYAHUE: daktudeckoe Bpems yCcTapeBaHUS MOXeT OTnu4aTtbCad OT HaCTPOEHHOro
3Ha4veHus, HO He Bonee YyeM B ABa pa3a OT HACTPOEHHOIrO 3HAYEHUS.

3.5.1.3. NpoBepka

e [lpoBepbTe, 3anoMUHaET N YCTPOMUCTBO AnHamudeckne MAC-agpeca.

e 3anyctute

komaHgy show mac-address-table dynamic pans oTobpaxeHus

AnHamuyecknx MAC-agpecos.

e 3anyctute komaHay show mac-address-table aging-time, 4tobbl 0TO6pa3nTL Bpems
ycTapeBaHusa ona guHamuyecknx MAC-agpecos.
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KomaHga show mac-address-table dynamic [ address mac-address | [ interface
interface-id ] [ vlan vian-id ]
Onucanve address mac-address: oTobpaxaeT WHGOPMaUUIO O KOHKPETHOM
napameTpoB AnHamumyeckom MAC-agpece.
interface interface-id: ykasbiBaeT puanyeckmii nutepdgenc nnm nopt AP.
vlan vlan-id: otobpaxaet anHamudeckne MAC-agpeca B onpeaeneHHom
VLAN
KomaHaHbIn MpuBunernpoBaHHbin pexmm EXEC/Pexum rnobanbHon KoHdurypauum/
pexum Pexxum HacTponkn nHtepdeinca
QTECH# show mac-address-table dynamic
Vlan MAC Address Type Interface
1 0000.0000.0001 DYNAMIC GigabitEthernet 1/1
1 0001.960c.a740 DYNAMIC GigabitEthernet 1/1
1 0007.95c7.dff9 DYNAMIC GigabitEthernet 1/1
1 0007.95cf.eeel DYNAMIC GigabitEthernet 1/1
1 0007.95cf.f41f DYNAMIC GigabitEthernet 1/1
1 0009.b715.d400 DYNAMIC GigabitEthernet 1/1
1 0050.bade.63c4 DYNAMIC GigabitEthernet 1/1
Mone Onucanve
Vlan YkasoiBaeT VLAN, B KOTOpoM  HaxoauTcs
MAC-agpec
MAC-agpec YkasbiBaeT MAC-agpec
Tun YkasbiBaeT Tun MAC-agpeca
NHTepdenc YkasbiBaeT WHTEpdENC, Ha KOTOPOM HaxoguTcd
MAC-agpec
KomaHpa show mac-address-table aging-time
KomaHnaHbIv MpueunernpoBaHHbin pexum EXEC/Pexum rnobanbHon KoHdurypauum/
pexum Pexxum HacTponkn nHtepderica
QTECH# show mac-address-table aging-time
Aging time : 300
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3.5.1.4. Npumep KoHcurypaumm

Hactpownka auHamunyeckoro MAC-agpeca

CueHapui:

Gi 0/1

PucyHok 3-4.

Warwn
HaCTPOWKK

o  Bknouute nsyyeHne MAC-agpeca Ha nHTepdence.

e HactpounTe Bpems yctapeBaHus ana guHammndeckmx MAC-agpecoB Ha
180 cekyHa.

o VYpanute Bce AauHammyeckne MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1

QTECH# configure terminal

QTECH(config-if-GigabitEthernet 0/1)# mac-address-learning
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# mac aging-time 180

QTECH# clear mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1

MpoBepka

o [lpoBepbTe n3yyeHne MAC-agpeca Ha nHTepdence.
o [lokasaTb BpemMeHs ycTapeBaHus anga guHammyeckmnx MAC-agpecos.

o [lokasatb Bce aumHamudeckne MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1

QTECH# show mac-address-learning

GigabitEthernet 0/1 learning ability: enable

QTECH# show mac aging-time

Aging time : 180 seconds

QTECH# show mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1
Vlan MAC Address Type Interface

1 08c6.b3.1001 STATIC GigabitEthernet 1/1

3.5.1.5. PacnpocTpaHeHHble OWNOKKu

HacTponTte nsydyeHne MAC-agpecoB Ha nHtepdence, npexae Yem HacTpanBaTb UHTepenc kak
NMHTepENC YPOBHA 2, Hanpumep, Kak NopT KOMMyTaLuuu nnmn nopt AP.
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3.5.2. Hactpouka ctatnyeckoro MAC-agpeca

3.5.2.1. AcpheKT KoHdUrypaumm

Cesxunte MAC-agpec ceTeBoro ycTtpomcTaa ¢ NopToM KOMMYyTaLUW.

3.5.2.2. lllarn HacTpounku

HacTtpowka cratnyeckoro MAC-agpeca

e  OnuuoHarnbHo.

o Ceshknte MAC-agpec ceTeBOro ycTpomncTea ¢ NopTomM KOMMyTauMu.
o  KoHdwurypauus:

KomaHpa mac-address-table static mac-address vlan vlan-id interface interface-id
Onuncanue address mac-address: ykasbiBaeT MAC-agpec.
napameTpoB

vlan vlan-id: ykasbiBaet VLAN, B koTOpoun Haxoantca MAC-agpec.
interface interface-id: ykasbiBaeT pusnyeckmii nutepdenc nnu nopt AP

Mo ymonyaHuio

Mo ymonyaHuto cratnyecknn MAC-agpec He HacTpoeH

KomaHgHbIn
peXmm

Pexwnm rmobanbHon KoHdUrypaumm

Pykosoacteo no
NCNonNb30BaHWIO

Korga kommyTaTop nonyyaeT nakeT, cogepkawun ykasaHHbln MAC-agpec
B ykazaHHon VLAN, nakeT nepecbinaeTcsa Ha CBA3aHHbIN MHTEpdENC

3.5.2.3. NpoBepka

3anyctute komaHgy show mac-address-table static, 4Tobbl npoBepuTb, BCTyNuna nu B cuny

KOHdpurypauus.

KomaHga show mac-address-table static [ address mac-address ] [ interface
interface-id ] [ vlan vian-id ]

Onucanve address mac-address: ykasbiBaeT MAC-agpec.

Nl e1E interface interface-id: ykasbiBaeT pusnyeckmii nutepdenc nnu nopt AP.
vlan vlan-id: ykasbiBaeT VLAN, B koTOpon Haxoantca MAC-agpec

KomaHaHbIv MpuBunernpoBaHHbin pexum EXEC/Pexum rnobansHon koHdurypauum/

pexum Pexunm HacTpoikn nHtepgenca

QTECH# show mac-address-table static
Vlan MAC Address Type Interface

1 08c6.b3.1001 STATIC GigabitEthernet 1/1
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1 08c6.b3.1002  STATIC
1 08c6.b3.1003  STATIC

GigabitEthernet 1/1
GigabitEthernet 1/1

3.5.2.4. NMpumep KoHcpUrypaumm
HacTtpowka cratnyeckoro MAC-agpeca

B npnBegeHHoM Bbliwe npumepe B3ammocBssb MAC-agpecos, VLAN n nHTepgencoB nokasaHa

B cnegytowlen tabnuue.

Ponb MAC-agpec WoeHntudpukatop UpeHtudukartop
VLAN MHTepcenca
Beb-cepBep 08c6.b332.0001 VLAN2 Gio/10
Cepeep 6a3bl | 08c6.b332.0002 VLAN2 Gio/11
AaHHbIX
AOMUHUCTpaTOop 08c6.6332.1000 VLANZ2 Gio/12
CueHapuit:
Beb-cepsep
Gi 0/10
Gi 0/11 .
.......
Gi0/12
Cepsep 6a3bl JaHHbIX
Monb3oBatenu

AOMUHUCTpATOP

PucyHok 3-5.
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Warn e Ykaxute MAC-agpeca HasHayeHusa (mac-address).
HaCTPOWKK

e VYkaxunte VLAN (vlan-id), roe Haxopgatca MAC-agpeca.
e  YKkaxnte ngeHtudukatopbl MHTepdencos (interface-id)

A A# configure terminal

A(config)# mac-address-table static 08c6.b3.3232.0001 vlan 2 interface
gigabitEthernet 0/10

A(config)# mac-address-table static 08c6.b3.3232.0002 vlan 2 interface
gigabitEthernet 0/11

A(config)# mac-address-table static 08¢6.b3.3232.1000 vlan 2 interface
gigabitEthernet 0/12

Mpoeepka | OTOGpaxkeHne koHUrypaumm ctatndeckoro MAC-agpeca Ha kommyTaTope

A A# show mac-address-table static

Vlan MAC Address Type Interface
08c6.b3.3232.0001 STATIC GigabitEthernet 0/10
08c6.b3.3232.0002 STATIC GigabitEthernet 0/11
08c6.b3.3232.1000 STATIC GigabitEthernet 0/12

3.5.2.5. PacnpocTpaHeHHble OWnOKKu
HacTtpointe ctatuyeckmn MAC-agpec nepeg HacTpOWKOW onpeneneHHoro nopra B KavyecTse
NHTepenca ypoBHA 2, Hanpumep, nopta KOMMyTaTopa unm nopta AP.

3.5.3. Hactpouka MAC-agpeca ans counbTpauum nakeTos

3.5.3.1. AcphekT KoHduUrypaumm

Ecnn yctponctBo nonydaet naketbl, cogepxawme MAC-agpec uctodHuka wunm MAC-agpec
Ha3Ha4yeHWsl, YKasaHHbIN B KayecTBe oTdunbTpoBaHHoro MAC-agpeca, nakeTbl
oTOpacbIiBaoTCA.

3.5.3.2. Llarn HacTpounku

Hactponka MAC-agpeca ana counbTpaumm nakeTos
e  OnuyuoHanbHo.

e  BbinonHute aTy HAacCTPOWKy ANs unbTpaLmmn NakeTos.
o  KoHdurypaums:

KomaHnga mac-address-table filtering mac-address vlan vlan-id
OnucaHne address mac-address: ykasbiBaeT MAC-agpec.
MEEIRAELA AT 2l vlan vlan-id: ykasbiBaet VLAN, roe Haxogutca MAC-agpec
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Mo ymonyanuio | Mo ymonyaHuio counetpyembin MAC-agpec He HacTpoeH

KomaHaHbIn
pexnm

Pexxnm rnobanbHon KoHdurypauum

PykoBogcteo no | Ecnn yctponcteo nonydaet nakeTbl, cogepxawme MAC-agpec MCTOYHUKA
ncrnone3oBaHuio | unn MAC-agpec HasHa4YeHus!, YKka3aHHbI B Ka4ecTBe OTPUNbTPOBaHHOIO

MAC-agpeca, nakeTbl 0OTOpacbiBalOTCS

3.5.3.3. NpoBepka

3anyctute komaHgy show mac-address-table filter, 4ytobbl 0TOGpPa3NTL OTOUNLTPOBAHHbBIN

MAC-agpec.
KomaHga show mac-address-table filter [ address mac-address ] [ vlan vian-id ]
Onuncanue address mac-address: ykasbiBaeT MAC-agpec.
ME[RAEN AT 1) vlan vlan-id: ykasbiBaeT VLAN, B koTopon Haxogutca MAC-agpec
KomaHaHbIn MpuBunernpoBaHHbin pexum EXEC/Pexum rnobanbHom koHdurypaumn/
pexum Pexxum HacTponkn nHtepdeinica

QTECH# show mac-address-table filtering
Vlan MAC Address Type Interface

1 0000.2222.2222  FILTER

3.5.3.4. NMpumep KoHcpUrypaumm

Hactponka MAC-agpeca ansa ¢punbTpaumm nakeToB

Warn e Ykaxute MAC-agpec HasHaveHus (mac-address) onsa puneTpauum.
HaCTpOMKM e Ykaxute VLAN, B koTopoii HaxoasTcs MAC-aapeca

QTECH# configure terminal

QTECH(config)# mac-address-table static 08c6.b3.3232.0001 vlan 1
MpoBepka | OToGpasnTe oThunNbTpoBaHHYO KoHpUrypauuio MAC-agpeca

QTECH# show mac-address-table filter
Vlan MAC Address Type Interface

1 08c6.b3.3232.0001 FILTER
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3.5.4. Hactpowka yBegomneHmsa o6 nameHeHun MAC-agpeca

3.5.4.1. AcpheKT KoHdUrypaumm

OtcnexuBanTe CMeEHY yCTpOIZCTB, NOAOKIMHYEHHbIX K CETEBOMY yCTpOIZCTBy.

3.5.4.2. lLlarn HacTpounku

Hactponka NMS
e  OnuuoHarnbHo.

e BbinonHuTe 3Ty HaCTpoWKy, 4Tobbl no3sonute NMS nonydatb yBegomnieHusi ob
nameHeHun MAC-agpeca.

o  KoHgurypaums:

KomaHga snmp-server host host-addr traps [ version {1 | 2c | 3 [ auth | noauth |
priv ]} ] community-string

Onucanue host host-addr: ykasbiBaeT IP-agpec nonyyatens.

napameTpos 1| 2c | 3 [auth | noauth | priv ] }: ykasbiBaeT Bepcuto coobiueHnii SNMP

TRAP. Bbl Takke MOXeTe ykasaTb ayTeHTUdukaumo U YpOBEHb
©e3onacHocTu ans naketoB Bepcuu 3.

community-string: ykasbiBaeT uMsi ayTeHTUdMKaumm

Mo ymonyanuio | Mo ymonyaHuio yHKLUMS OTKITHOYEHa

KomaHaHbIn Pexxnm rmobanbHon KoHdurypauum
pexum

BkntoyeHne SNMP Trap

e  OnuyuoHanbHo.

e  BbinonHute aTy HAcTpowiky Ans otTnpasku coobieHnn SNMP Trap.
o  KoHdurypaums:

KomaHga snmp-server enable traps

Mo ymonuyanuio | Mo ymonyaHuio oyHKLUMS OTKITHOMEHa

KomaHaHbIn Pexxmum rnobanbHon KoHdurypaumum
pexum

HacTtponka yBegomneHus o6 nameHeHum rnmob6anbsHoro MAC-agpeca
e  OnuyuoHanbsHo.

o Ecnu yBegomneHne o6 nameHeHmn MAC-agpeca oTknto4eHo rrnodanbHo, oHo ByaeT
OTKITIOMEHO Ha Bcex nHTepdencax.

o  KoHdurypaums:
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KomaHpa mac-address-table notification

Mo ymonuanuio | Mo ymonuyaHuio yBegomneHme o6 mameHeHun MAC-agpeca OTKMAOYEHDI
rno6anbHo

KomaHaHbIn Pexxnm rmobanbHomn KoHdurypauum
pexum

Hactpowka yBegomneHus o6 nameHeHun MAC-apgpeca Ha uHtepdence
e  OnuuoHarnbHo.

e BbinonHute 3Ty HaACTpOWKy, 4TOObI BKMOYUTL YyBeAOMIIEHME 006 W3MeHeHun
MAC-agpeca Ha nHTepdgelice.

o  KoHdurypauus:

KomaHga snmp trap mac-notification { added | removed }
Onucanve added: reHepupyeT yBegomnexue npu gobaesnennn MAC-agpeca.
napamMmeTpoB

removed: reHepupyeT yBegomreHme npu yganeHun MAC-agpeca

Mo ymonuyanuio | Mo ymonuyaHuio yBegomneHue o6 nameHeHmn MAC-agpeca Ha nHTepderice
OTKIMOYEHO

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

Hactpowka nHtepBana reHepauum yBeaomrneHum o6 nameHeHun MAC-agpeca
M obbema nctopum yBeaomreHum

e  OnuyuoHanbHo.

e  BbInonHuTe 3Ty HaACTpPOViKy, YTOObI M3BMEHUTb MHTEPBAN reHepaunm yBegoMineHun od
nameHeHmn MAC-agpeca n o6bem NCTopmm yBegoMIIEHUN.

o  KoHdurypaums:

KomaHga mac-address-table notification { interval value | history-size value }
Onuncanwne interval value: (HeobGsizatenbHO) ykasbiBaeT WHTepBan Afsa CO30aHus
napameTpoB yBegomneHnn o6 nameHeHnn MAC-agpeca. [lnanasoH 3HaveHu oT 1 go

3600 cekyHA.

history-size value: ykasblBaeT MakKCUMManbHOE KOSIMYECTBO 3anucen B
Tabnuue nctopum ysegomneHnn. [inanasoH aHaveHun ot 1 go 200

Mo ymonuaHuio | MIHTepBan no ymonyaHuio cocTtaenseT 1 cekyHay. MakcumarnsHoe
KONM4eCcTBO yBeJOMIEHUI N0 yMonyaHuio — 50

KomaHaHbIn Pexnm rnobanbHon KoHUrypauum
pexum
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3.5.4.3. NpoBepka

3anyctute komaHgy show mac-address-table notification, 4tobbl npoBepuTb, Nony4aeT nu
NMS yeBegomnenus o6 nameHeHmn MAC-agpeca.

KomaHga show mac-address-table notification [ interface [ interface-id ] | history ]
Onucanune interface: otobpaxaeT koHdurypaumio yseaomneHnss o6 maMeHeHun
napameTpoB MAC-agpeca Ha Bcex NHTepgencax.

interface-id: oTtobpaxaeT KoHdurypauuio yBeaomrieHusi 06 M3MeHeHUn
MAC-agpeca Ha ykasaHHOM MHTepdelnce.

history: oto6paxxaeT ncroputo ysegomnenun ob nameHeHmm MAC-agpeca

KomaHaHbIn MpuBunernpoBaHHbin pexum EXEC/Pexum rnobanbHom koHdurypaumn/
pexum Pexxum HacTponkn nHtepdernica

PykoBogcteo no | OTobpaxeHne KoHdurypauum yBegomneHnsa ob nsameHeHun rnobanbHOro
ncnonb3oBaHnio | MAC-agpeca.

QTECH#show mac-address-table notification
MAC Notification Feature : Enabled
Interval(Sec): 300

Maximum History Size : 50

Current History Size : 0
Mone Onucanue

Interval(Sec) YkasbiBaeT NMHTepBan reHepauuu
yBegomneHun ob nameHeHmn MAC-agpeca

Maximum History Size YkasblBaeT MaKCUMasribHOE  KOJIMYECTBO
3anucen B Tabnuue nctopum yBeaoMIeHum

Current History Size YkasblBaeT TeKyLLee KONM4ecTBO 3anmcen B
Tabnuue ncTopumn yBeaoMIeHuin
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3.5.4.4. Npumep KoHcuUrypaumm

CueHapuit:

192.168.1.10

( |P-cetb

SNMP Trap

Gi 0/1

MNonb3oBaTtenu

PucyHok 3-6.

Ha PucyHke nokasaHa uHTpaceTb npeanpustusi. MNonb3oBaTenu nogknwoyatTtcs kK A yepes

nopt Gi0/2.

BbINONHUTE HACTPOKWKY AN OOCTWXKEHUS cnenyowmx 3eKToB:

Korga nopt Gi0/2 y3HaeT HoBbii MAC-agpec wvnu 3aBepluaeT ycTapeBaHue W3YYeHHOro
MAC-agpeca, reHepupyeTcsa yBegomneHnune o6 nameHeHnn MAC-agpeca.

Tem BpemeHeM A oTnpasnsieT yBegomneHue o6 nameHeHnn MAC-agpeca B coobieHmm SNMP
Trap B ykasaHHyto NMS.

B cueHapuun, roe A nogknyeH K HECKOMbKUM MONb30oBaTensaM, KOHdurypauus Moxet
npenoTBpaTUTb BCNeck ysegomneHmin 06 nameHeHnn MAC-agpeca 3a KopoTKoe BpeMsi, YTobbI
YMEHbLUNTb CETEBOW NOTOK.

Warwn o  Bknouute rmobansHoe yBegomneHne o6 nameHeHmn MAC-agpeca Ha A
HaCTPOWKM n HacTponTe yBegomneHne o6 nameHennn MAC-agpeca Ha nopty Gi0/2.
e Hactponte IP-agpec yana NMS u Bknounte A ¢ SNMP Trap. A
cBasbiBaeTca ¢ NMS yepes mapLipyTunsaumio.
e HacTtponte wHTepBan OTNPaBKM YyBEAOMSIEHMM 06 M3MEHEeHUn
MAC-agpeca Ha 300 cekyHg (no ymonyaHuio 1 cekyHaa)
A QTECH# configure terminal
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QTECH(config)# mac-address-table notification

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# snmp trap mac-notification added
QTECH(config-if-GigabitEthernet 0/2)# snmp trap mac-notification removed
QTECH(config-if-GigabitEthernet 0/2)# exit

QTECH(config)# snmp-server host 192.168.1.10 traps version 2c comefrom2
QTECH(config)# snmp-server enable traps

QTECH(config)# mac-address-table notification interval 300

MpoBepka o [lpoBepbTe, BKIOYEHO nM nobanbHO yBeAoMreHne 06 M3MEHEeHUn
MAC-agpeca.
e [lpoBepbTe, BKOYEHO N yBegomneHne ob nameHeHun MAC-agpeca
Ha uHTepdeice.
e Ortobpasnte MAC-agpeca nHTepdencoB n 3anyctute KomaHgy clear
mac-address-table  dynamic  gnga uMuMTauMn  yctapeBLunX
AnHammyecknx MAC-agpecos.
e [lpoBepbTe, BKMOYEHO nn rnobanbHoe yBegomneHne o6 M3MeHeHun
MAC-agpeca.
e  Otobpasnte ncroputo ysegomrneHmin od nameHeHnn MAC-agpeca
A QTECH# show mac-address-table notification

MAC Notification Feature : Enabled

Interval(Sec): 300

Maximum History Size : 50

Current History Size : 0

QTECH# show mac-address-table notification interface GigabitEthernet 0/2
Interface MAC Added Trap MAC Removed Trap
GigabitEthernet 0/2 Enabled Enabled

QTECH# show mac-address-table interface GigabitEthernet 0/2
Vlan MAC Address  Type Interface
08c6.b332.0001 DYNAMIC GigabitEthernet 0/2
QTECH# show mac-address-table notification

MAC Notification Feature : Enabled

Interval(Sec): 300

Maximum History Size : 50

Current History Size : 1

QTECH# show mac-address-table notification history
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History Index : 0

Entry Timestamp: 221683

MAC Changed Message :

Operation:DEL Vlan:1 MAC Addr: 08c6.b332.0003 GigabitEthernet 0/2

3.5.5. Hactpouka VLAN ynpaBneHus gna noprta AP

3.5.5.1. AcphekT KoHdDuUrypaumm

Bkntounte nopt AP ana o6paboTkm naketoB u3 VLAN ynpaBneHus Kak nakeTbl ynpaBreHus, a
13 VLAN, He OTHOCALLENCA K YNpaBreHunto, Kak nakeTbl AaHHbIX.

3.5.5.2. Llarn HacTpounku

Hactpownka VLAN ynpaBneHusa gns noprta AP
e  OnuuoHanbHo.

L] BbinonHute Ty HaCTDOIZKy, YTOOLI nopT AP mMor oTnnyaTb nakeTbl ynpaBneHuna ot
nakeToB OaHHbIX.

e  KoHdurypaums:

KomaHga aggregateport-admin vlan vlan-list
OnucaHne vlan-list: ykasbiBaeT VLAN unu ananasoH VLAN, pasgeneHHbIX 3HaKOM «-»
napamMmeTpoB

Mo ymonuanuio | Mo ymonyaHuio VLAN ynpaBneHusa He HacTpoeH ang nopta AP

KomaHgHbIn
peXxnm

Pexxum rnobanbHon KoHurypauum

Pykosogcteo no | Mopt AP oGpabaTtbiBaeT nakeTtbl, nony4eHHble 3 VLAN ynpasneHus, kak
NCNONb30BaHUIO | NaKeTbl ynpaBreHus

3.5.5.3. NpoBepka

MopT AP obpabatbiBaeT nakeTbl U3 VLAN ynpaBneHus Kak nakeTbl ynpaBneHus, a nakeTbl U3
VLAN, He OTHOCSALLENCA K ynpaBneHuto, — Kak rnakeTbl JaHHbIX.

3.5.5.4. NMNpumep KoHcpUrypauum

HacTtponka VLAN ynpaBneHus ans nopta AP

LWarw
HaCTPOWKM

Ykaxute VLAN ynpasneHusa gna nopta AP

QTECH# configure terminal
QTECH(config)# aggregateport-admin vlan 1-20
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MpoBepka | 3anyctute kKomaHay show running, 4Tobbl 0TO6Pa3nTL KOHUrypaLMLO

3.5.6. Hactpouka npoBepku nepekntoyeHmna MAC-agpecos

3.5.6.1. AcpdheKT KoHUrypaumm

MeuvaTaTb NpeaynpexgeHme CUCTEMHOIO XypHana, korga npoucxogut flapping MAC-agpecos,
To ecTb MAC-agpec nonagaet Ha 6onee Yyem oguH nopT 3a KopoTkoe Bpemsi B VLAN.

3.5.6.2. LLlarn HacTpounku

HacTtpowka npoBepku Flapping’a MAC-agpecoB
e  OnuuoHarnbHo.

e HacTponTe aTy KOHUrypaumo Ansa neyaTn aBapMmHOro curHana CUCTEMHOrO XXypHana
npu nameHeHnn MAC-agpeca.

o  KoHdurypauus:

KomaHga mac-address-table flapping-logging

Mo ymonyanuio | Mo ymonyaHuio yHKLUMS OTKITHOYEHa

KomaHaHbIn Pexxm rmobanbHon KoHdurypauum
pexmm

3.5.6.3. NpoBepka

e 3anyctute komaHgy show run, 4Tobbl 0TOBPa3NTL KOHUTypaLnIO.

e PacneyvaTtante cucTeMHbIN XXypHan, 4Tobbl npoepuTb flapping MAC-agpecos.
3.5.6.4. NMpumep KoHcpUrypaumm
HacTponka neyatu cuctemHoro xypHana npu flapping’e MAC-agpeca.

Warn BknounTb nevatb cuctemHoro xypHana npu flapping’e MAC-agpeca
HaCTPOWKM

QTECH# configure terminal
QTECH(config)# mac-address-table flapping-logging

MpoBepka | 3anyctute kKomaHay show running, 4Tobbl 0TO6Pa3UTL KOHUrypaLMIO

3.5.7. Hactpouka nonutuku 3awutbl oT Flapping’a MAC-agpecoB

3.5.7.1. 3dphekT KOHDUrypauum

Korga flapping MAC-agpecoB obHapyxeH Ha MOpTYy C HacTPOEHHOW MOMUTUMKOW 3aliuTbl OT
Flapping’a MAC-agpecos, nopt 6yaeT OTKIOYEH.
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3.5.7.2. NMpumeyaHun

HormxHa ObiTb BKNtoYeHa pyHKUMa obHapyxeHus Flapping’a MAC-agpecos.

3.5.7.3. LLlarn HacTpounku

Hactpownka nonutukm 3awmTbl ot Flapping’a MAC-agpecoB
e  OnuuoHarnbHo.

e BuinonHute 3ty onepaumto, 4TobbLI NpegotepaTuTh flapping MAC-agpecoB mexay
pasHbIMX NOPTaMMW.

e BbinonHuTe 3Ty onepaumio Ha kKOMMyTaTope.

KomaHpa mac-address-table flapping action [error-down | priority priotiry-num]

OnucaHve error-down: ykasblBaeT MOSIMTUKY, COrMTacHO KOTOPOW MOPT OTKIYaeTcs,
napameTpoB ecnu Ha nopTy obHapyxusaeTcs flapping MAC-agpecos.

priority priotiry-num: ykasbiBaeT MPUOPUTET MONMUTUKA 3aKPbITUS nopTa.
3HaveHne no ymonyaHmwo — 0 (cCambll HU3KUA MPUOPUTET). 3HaYeHue
BapbupyeTtcs ot 0 oo 5. bonbliee 3HaYyeHne ykasbiBaeT Ha 6onee BbICOKMN
npuopuTeT

Mo ymonuyanuio | Mo ymonyaHmio dyHkums 3awmtbl oT Flapping’'a MAC-agpecoB oTko4eHa

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexum

PykoBogcteo no | CHayana pomkHa ObiTb  BkAYeHa dyHKuMA nposepkn  Flapping'a
ucnone3oBaHutio | MAC-agpecoB. B npoTMBHOM crnyyae KOoHurypauusa He BCTYNUT B CUy

3.5.7.4. NpoBepkKa

3anyctute show run, 4to6bl 3aNpPoCUTb pe3ynbTaT KOHUrypaunm.

3.5.7.5. Mpumep KoHcurypaumum
Hactpownka nonutukm sawmTbl ot Flapping’a MAC-agpecoB

Warwn Bkntounte pyHkumio obHapyxenuna Flapping’a MAC-agpecos
HaCTPOWKK

QTECH# configure terminal
QTECH(config)# mac-address-table flapping-logging

HactponTe nonutuky 3awmtsl oT Flapping’a MAC-agpecos.
QTECH(config)# interface GigabitEthernet 1/1

QTECH(config-if-GigabitEthernet 1/1)# mac-address-table flapping action
error-down

96

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika MAC—a,qpeca W

QTECH(config-if-GigabitEthernet 1/1)# mac-address-table flapping action
priority 2

lMpoBepka | 3anyctute show running Ha KOMMyTaTope, YTOObl 3aNpPoCnUTb KOHUrypauuo

3.5.8. Hactponka makcumanbHoro konuvyecrsa MAC-agpecoB, U3y4YeHHbIX
nopTom
3.5.8.1. AcphekT KoHDuUrypaumm

Tonbko orpaHuM4eHHoe KoNM4YecTBo AnHammyecknx MAC-aapecoB MOXeT ObITb N3y4YeHO MOPTOM.

3.5.8.2. LLlarn HacTpounku

Hactpownka makcumanbHoro konuyectea MAC-aapecoB, U3y4YeHHbIX MOPTOM
e OnuuoHanbHO
e  BbinonHute 3Ty onepaumio Ha KOMMyTaTope.

KomaHga max-dynamic-mac-count count
Onucaxve count: ykasbiBaeT MakcumarnbHoe konuyectBo MAC-agpecoB, M3yYeHHbIX
napameTpoB nopToMm

Mo ymonyanuio | Mo ymonuyauuio konndectBo MAC-agpecoB, M3y4eHHbIX MOPTOM, He
orpaHuyeHo. lNocne orpaHnyeHus konudectsa MAC-agpecoB, U3yYeHHbIX
NnopToOM, 1 NOCIe NPEBLILIEHNA MakcumanbHoro konndyectea MAC-agpecos,
nakeTbl ¢ ncxoaHblx MAC-agpecoB nNepechiNnarTcs Mo YMOSTHaHMUIO

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexum

3.5.8.3. NpoBepka

3anyctute show run, 4to6bl 3aNpPoCcKTb pe3ynbTaT KOHUrypaumm.

3.5.8.4. Npumep KoHcurypaumm

HacTtpoiika MmakcumanbHoro konuyectea MAC-aapecoB, U3y4eHHbIX NOPTOM

LWarn HactponTe makcumansHoe konudectso MAC-agpecoB, U3y4YeHHbIX NOPTOM
HaCTPOWKM

HactponTte makcumanbHoe konudectBo MAC-agpecoB, M3yYeHHbIX MOPTOM, U
Mepbl NPOTUBOAENCTBUSA B cnyyae, ecnu konudectso MAC-agpecoB npeBbiaeT
NNMAT.

QTECH(config)# interface GigabitEthernet 1/1
QTECH(config-if-GigabitEthernet 1/1)# max-dynamic-mac-count 100

QTECH(config-if-GigabitEthernet 1/1)# max-dynamic-mac-count exceed-action
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discard

Mpoeepka | 3anyctute show running Ha KOMMyTaTope, YToObl 3aNpPoCUTb KOHUrypauuo

3.5.9. Hactponka makcumanbHoro konuyecrsa MAC-agpecoB, U3y4YeHHbIX

VLAN

3.5.9.1. AcpheKkT KoHDuUrypaumm

VLAN MOXeT U3y4mTb TOMbKO OrpaHNYeHHOoEe Konn4ecTso anHammyecknx MAC-agpecos.

3.5.9.2. Lllarn HacTpounku

Hactpounka makcumanbHoro konuyectsa MAC-agpecoB, nsyyeHHbix VLAN
e  OnuuoHanbHO
e BbinonHuTe 3Ty onepaumio Ha KOMMyTaTope.

Komanga max-dynamic-mac-count exceed-action forward | discard
Onucanune forward | discard: ykasbiBaeT, 4TO nNakeTbl NepecbinakTca unm
napameTpoB oTOpacbiBatoTcd, korga konmyectBo MAC-agpecoB, m3ydeHHbix VLAN,

npeBbIaeT npeaen

Mo ymonyaHuio

Mo ymonyanuio konuvectBo MAC-agpecoB, wu3ydeHHbix VLAN, He
orpaHuyeHo. [locne Toro, kak konunyectBO MAC-agpecoB, M3y4YeHHbIX
VLAN, O6ygeT orpaHuMyeHo, a MakcumanbHoe konmyectBo MAC-agpecos
NpeBbICUT NMMUT, nakeTbl ¢ ncxogHbelx MAC-agpecoB nepecbinalTca no
YMONYaHu1IO

KomaHgHbIn
peXxnm

Pexxum koHdurypaumm VLAN

3.5.9.3. NpoBepka

3anyctute show run, 4to6bl 3aNpPoCcKTb pe3ynbTaT KOHUrypaumm.

3.5.9.4. Npumep KoHcurypaumm

HacTponka makcumansHoro konnyectsa MAC-agpecosB, nsyyeHHbix VLAN.

HaCTPOWKM

Warwn HacTtponTe makcumansHoe konuvectso MAC-agpecos, nayyeHHbix VLAN

HacTtponte makcumanbHoe konndectBo MAC-agpecoB, u3yudeHHbix VLAN, u
Mepbl NPOTUBOAENCTBUSA B cnyyae, ecnu konmdectso MAC-agpecoB npeBbiaeT
npegen.

QTECH(config)# vlan 2
QTECH(config-vlan)#max-dynamic-mac-count 100

QTECH(config-vlan)# max-dynamic-mac-count exceed-action discard
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MpoBepka | 3anyctute show running Ha KOMMyTaTope, YTOObI 3aNPOCUTL KOHGUIYpaLuio

3.6. MOHUTOPUHT

3.6.1. OumncTtka

NMPUMEYAHMUE: BbinonHeHne komaHg clear MOXeT NPUBECTU K NOTepe BaXkHOW nHdopmauumn n
npepbiBaHnio paboTbl cryx6.

Onucanune KomaHpa

Oumwaer guHammndeckme | clear mac-address-table dynamic [ address mac-address | [
MAC-agpeca interface interface-id ] [ vlan vian-id ]

3.6.2. OToGOpaxeHue

OnucaHune KomaHpa

OtobpaxaeT Tabnmuy show mac-address-table { dynamic | static | filter } [ address
MAC-agpecos mac-address ] [ interface interface-id ] [ vlan vlan-id ]
OTtobpaxaeT Bpems show mac-address-table aging-time

ycTapeBaHusi ons

AVNHAMUNYECKNX

MAC-agpecos

OtobpaxaeT show mac-address-table max-dynamic-mac-count
MakcuMarbHOe KONM4YeCcTBO
ANHAMNYECKNX
MAC-agpecos

OtobpaxaeT show mac-address-table notification [ interface [ interface-id
KOHcpurypauuio n uctoputo | ]| history |

yBeoMneHmmn oo
nameHeHmn MAC-agpeca

3.6.3. OTnapgka

NPUMEYAHMUE: cuctemHble pecypcbl 3aHATLI NpK BbIBOAE 0TNago4HON MHpopmauumun. MNoatomy
OTKINtoYanTe oTnagKy cpasy rnocre UCrorb30BaHus.

OnucaHne KomaHpa

Otnagka pabotel MAC-agpeca debug bridge mac
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4. HACTPOUKA ArPETMPOBAHHOIO NMOPTA
4.1. 0630p

ArpernpoBaHHbIi opT (AP) ncnonb3yeTcs Ans 06beanHeHNst HECKOMbKMX (ON3NYECKMX KaHaNoB
B OOMH NOMMYECKUA KaHan Ans yBeNIMYEeHUs NPONyCKHOW CnocoBHOCTM kaHana M NoBbILLEHUS
HaQEeXHOCTU COEAMHEHUS.

MopT AP nogaepxmBaeT 6anaHCMpOBKY Harpy3kn, To eCTb pPaBHOMEPHO pacnpenenseT Harpysky
Mexay anemeHtamm coeauHeHus. Kpome Toro, nopt AP obGecneuvvBaeT pe3epBuMpoBaHME
kaHana. Korga ydacTHuk kaHana nopta AP OTKMAYEH, Harpyska, nepeHocMmasi KaHarom,
aBTOMaTMYEeCKM pacnpegensieTcsa mexay ApYruMun YHKUMOHArNbHbIMU yYacTHUKaAMKU KaHana.
YyacTHUK KaHana He nepecblnaeT broadcast- unu multicast-nakeTsbl ApYrMM y4acTHMKaM KaHana.

Hanpumep, coeovHeHue wMexay [nOBYMsi YCTPOMCTBaMUM NOAAEPXKMBAET MaKCUMarbHYH
nponyckHyto cnocobHocTe 1000 MowuT/c. Korga cnyxebHbin Tpaduk, nepegaBaemMbin No KaHany,
npesbiwaer 1000 M6wut/c, u3bbiTouHbIN Tpadumk OyaeT oTbpacbiBaTbes. [Ona pelueHus
npobnembl MOXHO MCMOMbL30BaTb arperauuio NopToB. Hanpumep, Bbl MOXeTe COeaUHUTL ABa
YyCTPOWCTBa ceTeBbIMU kabensmu M obbeuMHUTb HECKOSbKO KaHanoB Ans (opMuvpoBaHus
Norn4yeckoro kaHana, crnocobHoro nepeaaBaTh AaHHbIE CO CKOPOCTLIO, kpaTHon 1000 M6éuT/c.

Hanpumep, ecTb ABa yCTPOMCTBA, COEANHEHHBIX ceTEBbIM Kabenem. Koraa cBsasb Mexay AByMS
noptamu YCTPOWCTB OTKIOYEHA, CEPBUCHI, MepedaBaeMble No kKaHany, 0yayT npepeatsbl. [locne
O6'be,EI,VIHeHVIFI NOOKIMNKYEeHHbIX MOPTOB CepBUCbI He 6y,1:|,yT 3aTPOHYThbI, MOKa OCTaeTCcd
NnoAKNK4YeHHbIM OANH KaHarl.

4.1.1. NMpoToKonbl U cTaHAAPTbI

IEEE 802.3ad

4.2. MpunoxeHun

MpunoxeHus OnucaHue

Arperaumna kaHanos AP wu | Mexay YCTPOMCTBOM arperaumMmM U yCTPOWCTBOM  d4pa
©anaHcMpoBKa Harpysku nepegaetca 6GonblIOE KOMMYECTBO MAKETOB, 4TO Tpebyer
fonblien NponyckHon crnocobHocTU. YTOBblI BLINOMAHUTL 3TO
TpeboBaHue, Bbl MOXeTe 00beauMHUTb (U3NYECKME KaHanbl
CBSA3N MeXay yCTPOMCTBaMu B OAMH JIOTMYECKUI KaHan, YTobbl
YBENMWYNTb MNPOMYCKHYD CNOCOBHOCTb KaHana, M HacTpouTb
npaBunbHbIM  anroput™  6anaHCUPOBKM  Harpy3ku  Ans
paBHOMEPHOro pacnpegeneHus paboyen Harpyskum Ha KaxKabln
dU3NYecknin KaHarm, Tem cambiM yrydwasi MCnosib3oBaHue
Monockl NPonycKaHnsi

4.2.1. Arperaumusa kaHanoB AP n 6anaHcMpoBKa Harpy3ku

4.2.1.1. CueHapun

Ha PucyHke 4-1 kommyTaTop B3auMOAEWUCTBYET C MapLupyTusaTopom 4epe3d nopt AP. Bce
YyCTPOWCTBA B MHTpaceTun (Hanpumep, Aea K cnesa) ncnonb3yoT MapLpyTnsaTtop B Ka4ecTBe
wnto3a. Bece ycTtponictBa B akcTpaceTu (Hanpumep, asa K cnpasa) oTnpaBnsioT nakeTbl Ha
WNHTEpPHeT-yCTponCcTBa Yepe3 MapLupyTusatop ¢ MAC-agpecom Lwni3a B Ka4ecTBe UCXOL4HOro
MAC-agpeca. YTtobbl pacnpegenutb Harpy3Ky Mexagy MapLipyTu3aTtopom K ApYyrMMu XOCTamu
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Ha opyrue KaHanbl, HacTponTe GanaHcUpPoBKy Harpy3ku Ha ocHoBe MAC-agpecoB Ha3Ha4eHus:.
Ha kommyTaTope HacTpoiTe 6anaHCUpoBKY Harpy3ku Ha ocHoBe MAC-aapeca UCTOYHMKA.

BanaHc Harpy3sku BanaHc Harpy3ku
Ha OcHoBe Ha OCHOBE
ncxogHoro MAC-agpeca MAC-agpeca Ha3Ha4YeHus

N
V

MopT arperauuu

1]

PucyHok 4-1. Arperauus kaHanoe AP 1 6anaHcupoBKa Harpysku

4.2.1.2. PasBepTbiBaHue

e HacTtponte HanpaAMmylo MNOAKMOYEHHblIe  MOPTbl  MeXdy  KOMMyTaTopoM U
MapLLpPYyTM3aTOPOM KaK MopT cTtatndeckun AP mnu nopT AP NpoTokona ynpaBfeHust
arperauuen kaHanos (LACP).

e Ha kommyTaTOope HacTpomTe anroputM OGanaHCMpPOBKM Harpy3kM Ha OCHOBE
MAC-agpeca UCTOYHMKA.

e Ha wmapwpytmnsatope HacTponTe anroputm 6anaHCUPOBKM Harpy3km Ha OCHOBE
MAC-agpeca HasHa4eHus.

4.3. DyHKUUM

4.3.1. basoBble onpeaeneHns

Cratnyeckum AP

Pexum ctatndeckoro AP — 3TO pexum arperauum, B KOTOPOM hu3nYeckne nopTbl HanpsiMyto
pobGaensiloTcs B rpynny arperaumn AP nocpeacTBOM PYYHOW HACTPOWKM, YTOObI NO3BONUTH
m3nYeckMm nopTam nepecobinaTb NakeTbl, Koraa NnopTbl HAXOASTCS B NPaBUIIbHOM COCTOSIHUN B
COCTOSIHUM KaHarma 1 COCTOSIHMM NpOoTOoKona.

MopT AP B pexume ctatudeckoro AP HasbiBaeTca ctatuyeckum AP, a ero nopTbl-y4acTHUKN
Ha3blBalOTCHA NopTaMn-ydactTHUKamm ctatuyeckoro AP.

LACP

LACP — 3T0 NpOTOKON AUHaMU4YeCKon arperauumn kaHanos. OH obmeHnBaeTca nHgopmaumnen ¢
NOAKIMIOYEHHbIM YCTPOMUCTBOM Yepe3 6nokn gaHHbIx LACP (LACPDU).

MopT AP B pexxnme LACP HasbiBaeTca noptom AP LACP, a ero nopTbl-y4acTHUKM Ha3bIBalOTCA
noprtamu-y4qactHukamm AP LACP.

Pexum nopTta-y4yacTtHuka AP
[oCTynHbI TPK pexuma arperauumn, a UMEHHO aKTUBHbINA, NACCUBHBIA U CTAaTUYECKUIA.
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MopTbl-yyacTHMKN AP B aKTUBHOM  peXume  WMHUUMUPYIOT  cornacosaHne  LACP.
MopTbl-yyacTHMKM AP B NacCMBHOM peXMMe OTBeYaloT TOMbKO Ha nonyyeHHole LACPDU.
MopTbl-yyacTHUKM AP B cTaTuyeckoM pexume He otnpasnsatoT LACPDU ansa cornacosaHus. B
cnegyoLlen Tabnuvue nepeyncneHsl TpeboBaHnsa ANs pexuma peer-nopra.

Pexum nopta Pexum peer-nopta

AKTUBHbIN pexxum AKTMBHbIN UM NACCUBHBINA PEXNM
lMaccuBHbIN pexnm AKTUBHBIN peXnum

CraTtudecknin pexum CraTtnyeckui pexmm

CocTosiHMe nopTa-y4yactHuka AP
[ocTynHbl ABa TMNAa COCTOAHMSA NOpTa-yvacTHUka AP:
e Korga nopT-y4yaCTHMK HaxoauTcs B COCTOsiHUM Down, nopT He MOXeT nepecbinartb
nakeTtbl. OTobpaxaeTcsa coctoaHne Down.

e Koraga nopT-y4acTHUK HaxoamnTcs B COCTOsIHUM Up 1 NPOTOKON CBA3U rOTOB, NOPT MOXET
nepecbinatb Naketbl. OTOOpaxaetcsa coctosHme Up.

CywecTByeT Tpy BMaa COCTOsIHMSA nopTa-y4acTHuka LACP:
e Korga kaHan nopTta OTKMOYEH, NOPT HE MOXET nepecbinatb naketbl. OTObpaxaeTcs
cocTtosiHne Down.

e Korga kaHan nopTa HaxoguTcst B coctosiHum Up u nopt gobaeBndetrca B rpynny
arperauum, otobpaxaeTtcs coctosiHue bndl.

e Korga kaHan nopTa HaxoguTcs B cocTosiHUM Up, HO NOPT NPUOCTaHOBMEH M3-3a TOro,
41O peer end He BkNto4eH ¢ LACP unu atpubyTbl NOPTOB HECOBMECTUMbI C aTpubyTamm
master-nopta, otobpaxaeTca coctosHue susp. (MopT B COCTOSAHWM SUSp He
nepecbinaeT nakeTbl.)

NMPUMEYAHUE: Tonbko nonHogynnekcHsle NopTbl nogaepXusaroTt arperaunio LACP.

MPUMEMAHUE: arperaums LACP moxeT ObiTb peanu3oBaHa TOMbKO TOraa, Koraa CKOPOCTU,
noaxodbl K ynpaBfeHUIo NOTOKOM, TUMbl cpedbl U aTpubyTbl YPOBHS 2/3 NOPTOB-Y4aCTHUKOB
COrnacoBaHbl.

NMPUMEYAHUE: ecnv Bbl M3MeHuTe npegplgywive atpubyTbl nopta-ydacTHuUKa B rpynne
arperaumu, arperaumst LACP 3aBepLunTCsi OLUIMGKON.

NMPUMEYAHMUE: nopTbl, KOTOPbIM 3anpeLLEHO NPUCOEANHATBECS UK BbIXOAUTL U3 nopTa AP, He
MoryT BbITb JoBaBneHbl N yaaneHsl U3 ctatudeckoro nopta AP unu nopta LACP AP.

Pexum emkoctu AP

MakcumanbHOe KOMMYecTBO MOPTOB-yYAaCTHUKOB 4ABMSETCH  (PUKCUPOBaAHHBIM U paBHO
MakcumarnbHOMy KonuyectBy nopTtoB AP, YMHOXEHHOMY Ha MakCcumaribHOe KOfM4ecTBO
NMOpPTOB-Y4aCTHMKOB, MOAAEPKMBAEMbIX OAHMM MopTom AP. Ecnu Bbl XOTUTE YBENUYMUTL
MakcumarnbHoe Konu4ectso noptoB AP, HEOGXOAMMO YyMEHbLINTE MakCuMaribHOe KONMYEeCTBO
MOPTOB-YYaCTHUKOB, nNoaaepXuBaemMblXx OAHMM rnopTom AP, M HaobopoT. JTO KacaeTcs
KOHLIenuun pexuma nponyckHon crnocobHoctn AP. HekoTopble yCcTponcTBa noadepKusatoT
HacTponky pexuma emkoctTm AP. Hanpumep, ecnu cuctema noggepxusaeT 16384
nopTa-y4acTtHuKa, Bbl MoOXeTe BblbpaTb pexumbl 1024 x 16, 512 x 32 n gpyrme pexumbl
nponyckHon cnocobHoctn AP (MakcumanbHoe konuyecTtBo nopToB AP, yMHOXeHHOoe Ha
MaKCUmarnbHOe KONIMYECTBO NMOPTOB-YYACTHUKOB, NOAAEPXKMBAEMbIX OOHUM nopToM AP).
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UaeHntncpukatop cuctemnbl LACP

Mo ymonuaHnuio Bce noptel LACP Ha yCTpoWCTBE npuHagnexat O4HOM N TOW Xe cucTeme
arperauum LACP.

OagHO yCTpOMCTBO MOXET ObiTb HACTPOEHO TOfbKO C OgHoM cuctemon arperaumm LACP.
Cuctema wugeHTUMUMPYETCA MOEHTUUKATOPOM CUCTEMbI, U Kaxgas cuctema wumeet
npuopmuTET, KOTOPBLIM SBNSETCA HacTpavBaeMblM 3HayeHueM. WaeHTudukaTop CUCTEMBI
cocTonT KU3 cuctemHoro npuoputeta LACP n MAC-agpeca ycTtpouctBa. bonee HU3Kui
npuvopuTET CUCTEMbI yKasbiBaeT Ha 6onee BbICOKMA NpuopuTeT uaeHTudurkaTopa CUCTEMBI.
Ecnn cucteMHble npuoputeTbl ogMHakoBbl, MeHblNn MAC-agpec yCTpOMCTBa yKasbiBaeT Ha
Bonee BbICOKUIA NpuopuTeT naeHTnudmrkaTopa cucrembl. Cuctema ¢ nageHtTugukatopom Gonee
BbICOKOrO npuoputeTa onpegensier coctosHue nopTta. CocTosHMe nopTta CUcTeMbl C
naeHTndgukatopom 6Gonee HM3KOro npuvopuTeTa COOTBETCTBYET COCTOSIHMIO nopta Gonee
BbICOKOro npuopuTeTa.

MoeHTudmkatop cuctemol LACP MOXHO HacTpouTb, koraa LACP-nopTbl HECKONbKUX (MAaKCUMYM
YyeTbIpex) HE3aBUCKMBbIX YCTPOMCTB AOMKHbI cornacoBbiBaTbcs ¢ LACP-nopToM onpeaeneHHoro
ycTponctea (Hanpumep, LACP-nopTbl ABYX He3aBuUCUMbIX ASW [OMKHbI COrnacoBbIBaThCs C
LACP-nopTtom yctponctea NC). Bbl MOXeTe yCTaHOBUTb CUCTEMHbIE MAEHTUMKATOPLI NOPTOB
LACP HesaBMCUMbIX YCTPOMCTB Ha oguMH M ToT Xe MAC-agpec U HacTpouUTb pasHble
noeHTMduKaTopbl YCTPONCTB ANd peanu3auun HopManbHOro CornacoBaHus.

UpenTndpukartop ycrponcrea LACP

NpoeHtndpukatop yctponctea LACP MOXHO HacTpouTb, kKorga LACP-NopTbl HECKOMbKUX
He3aBNCUMbIX YCTPONCTB AOMKHbI cornacoBaTbcsa ¢ LACP-nopToM onpeaeneHHoro yCTponcTea.
OH gomkeH GbITb HACTPOEH BMECTE C MAEHTU(DMKATOPOM CUCTEMDI.

UaeHntncpukatop nopta LACP

Kaxgblh nopT MMeeT HesaBuUcMMbI  npuoputeTr nopta LACP, koTopbin saBRsieTcs
HacTpamBaeMbIiM 3HaveHueM. MgeHTudukaTop nopta cocTouT M3 npuoputeTta nopta LACP un
Homepa nopTta. MeHbwun npuopuTeT MNopTa YyKasbiBaeT Ha 6Gonee BbICOKMA MNpUOpUTET
noeHTudpukatopa nopta. Ecnu npuoputeTel MOPTOB COBMagalT, MEHbLUMA HOMep nopTa
ykasblBaeT Ha 6onee BbICOKMIN NpUopuUTET NaeHTMdUKaTopa nopra.

Master-nopt LACP

Korga guHammyeckme nopThbl-y4acTHUKM Haxoadatcsa B coctosiHum Up, LACP BbibupaeT oavH uns
3TMX MOPTOB B KayecTBe master-nopta Ha OCHOBE CKOPOCTEN W AYNIIEKCHbIX PEXUMOB,
NpUOpmUTETOB MAEHTUCMKATOPOB MOPTOB B Tpynne arperaumm n COCTOAHUA obbeanHeHns
NMOpPTOB-Y4aCTHMKOB B cocTosiHumM Up. Tombko MNOpThl, UMeWMe Te Xe aTtpubyTbl, 4TO U
master-nopT, HaxoasaTca B cocTosHum Bundle n yyacTtByoT B nepecbinike AaHHbIx. Korga
atpmbyTbl nopTtoB u3MeHsoTcd, LACP noBTopHO BbiOMpaeT master-nopT. Koraa HOBGLIN
master-nopT He Haxoautca B coctosHuu Bundle, LACP pgesarpervpyet nopTbl-y4acTHUKU Y
CHOBa BbIMNOJSTHAET arpernpoBaHue.

MuHMManbHoOe KonM4yecTBO NOPTOB-yYacTHUKOB AP

AP MoOXeT ObITb HacTpoeHa C MWHMMarbHbIM KONMYECTBOM MOpPTOB-ydacTHukoB AP. Korpga
NOPT-y4aCTHUK BbLIXOAUT U3 Trpynnbl arperauum AP, B pesynbTtate 4ero Kormnm4ecTBO
NMOPTOB-YYaCTHUKOB CTAHOBUTCHA MEHbLUE MWHUMAanbHOro 4ucrna, gpyrue nopTbl-y4acTHUKA B
rpynne pasgenstTtcsa (coctosiHue «Downy). Korga nopT-y4yaCcTHUK CHOBA NPUCOEOUHSETCS K
rpynne, B pesyrnbTaTte Yero KosiM4ecTBO MOpPTOB-Y4aCTHMKOB MNpeBbIlaeT MUHUMAasibHOE YNCHo,
NopTbl-y4acTHMKK B rpynmne aBTomaTu4eckn obbeanHaoTcsa (coctosHue Up).

He3aBucumsbie noptbl LACP

B 06bluHbIX cnyyasx HedasBucumble nopTbl LACP ucnonb3ytoTcs ANA B3aMMOLENCTBUSA MEXAy
KOMMyTaTopamy [OcTyrna U cepBepamu C ABYMs ceTeBbiMu apgantepamn. Ecnn OC He
npegBapuTenbHO YCTaHOBMEHa Mpu 3anycke cepBepa C ABYyMSA ceTeBblMu KapTamu, OC
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HeobXx0aAMMO YCTaHOBUTL Yepes YCTPOUCTBO yaaneHHon yctaHoBkn PXE OS. [Jo yctaHoeku OC
cepBep C [OBYMS CeTeBbIMM ajantepaMmy He MOXEeT BbINOMHATL cornacoBaHne LACP c
yCTPOMCTBOM JOCTYNa, U MoXeT paboTaTb TONbKO OQUH ceTeBON aganTep. B aTom cnyvae nopt
Ha yCTpOMCTBE AOCTyna AOMKEH MMETb BO3MOXHOCTb aBTOMATUYECKN M3MEHATLCA Ha o0
dusnyeckuin nopt Ethernet, 4ytobbl oGecneunTb HOpPMaribHYK CBS3b MEXAy CepBEPOM U
yAaneHHbIM ycTponcteoM yctaHoBkm PXE OS. Mocne Toro, kak OC 6yaet yctaHoBneHa n oba
ceTeBblX aganTtepa cmoryT 3anyckate LACP, NopT Ha yCcTpoOWcTBe AOCTyna AOSKeH UMeTb
BO3MO>XHOCTb CHOBa BKNtounTb LACP anga cornacoBaHus.

NMPUMEMAHMUE: HesaBucumblie nopTbl LACP moryT paboTtaTb TOnbKO Ha ypoBHe 2. [Mocne
BKNIOYEHUs He3asmucumoro nopta LACP, ecnu HesaBucuMbln NopT LACP He nonyyaeT nakeThbl
LACP, oH aBTOMaTM4eCkn nepeknovaeTca Ha obwun nopt Ethernet, KoTopbii aBTOMaTUYECKN
KOMupyeT CKOPOCTb, PeXUM Aynrekca, ynpasneHne notokoMm n koHdurypaumio VLAN ¢ nopTta
AP, 4Tobbl 06ecnevnTL BO3MOXHOCTW Nepeagpecanmm NopToB.

NMPUMEYAHMUE: HesaBucumbii nopT LACP aBTOMaTMyecku nepekniodaeTcs Ha obwui nopt
Ethernet Tonbko B TOM cnyyae, ecnv oH He nony4yaet naketbl LACP B Te4eHue yCTaHOBNEHHOro
nepuoga oxugaHud. lNocne Toro, kak nopt nonydaeT naketel LACP, OH CHOBa CTaHOBMUTCA
noptomM-yy4actHmukom LACP.

4.3.1.1. 0630p
0O630p OnucaHwue
AFQeFaI:I,I/IFI CraTtundeckoe nnm ANHaMn4yeckoe O6'beD,I/IHeHI/Ie CbI/I3VILIeCKVIX KaHanoB On4d
KaHana peanu3auuy paclMPEHUs MPOMYCKHOM CMOCOBHOCTM U Pe3epBHOro

KOnnpoBaHuA KaHana

banaHcupoBka Mbko pacnpenendeTt Harpy3ky BHYTPWU Trpynnbl arperauvy, UCNOJb3yd
Harpysku pasfnnyHblie MeToabl 6aﬂaHCI/IpOBKI/I Harpy3ku

4.3.2. Arperaumus kaHana

4.3.2.1. MprHUMN paboTbl

CywectByeT gBa Tuna arperaumm kaHanos AP. OguH — ctatmyeckui AP, a gpyrom —
OvHamudeckas arperauums yepes LACP.

Cratnyeckum AP

KoHdpurypauus ctatuyeckoro AP npocTta. 3anyctute komaHgy, 4Ytobbl 406aBUTh YKa3aHHbI
dusnyeckuin nopt k nopty AP. Nocne npucoeavHeHUs K rpynne arperaumm nopT-y4acTHUK
MOXeT nony4aTb M nepedaBaTb AaHHble W yyacTBoBaTb B GanaHCUpOBKE Harpysku BHYTPU
rpynnbi.

OuHamunyecknn AP (LACP)

Mopt ¢ nopaepxkon LACP otnpaensetr LACPDU pgns ob6bsBneHWs CBOEro CUCTEMHOrO
npuoputeTta, cuctemHoro MAC-agpeca, npyopuTteTa noprta, Homepa noprta v ornepauuoHHOro
kntouva. MNpun nonyyeHnn LACPDU ot peer end yCTpOMWCTBO CpaBHMBAET CUCTEMHbIE NPUOPUTETDI
0060oMX KOHLIOB Ha OCHOBe uaeHTudumkatopa cuctembl B nakeTte. KoHel ¢ 6onee BbICOKMM
NPUOpPUTETOM WAEHTUUKATOPA CUCTEMbl yCTaHaBnvMBaeT MOPTbl B rpynne arperauMm B
cocTtosiHue Bundle Ha ocHoBe npuvopuTeToB uaeHTUdUuKaTopa nopra B nopsake yobiBaHMA U
oTnpasnseT obHoBneHHbln LACPDU. [Mpu nonyveHun LACPDU peer end ycraHaBnvBaeT
COOTBETCTBYIOLME MOPTbl B cocTosHMe Bundle, 4toGbl 06€ CTOPOHbI noggepXuBanu
COrnacoBaHHOCTb, KOrga NopT BbIXOAWUT M3 rPynmbl arperaumv uUnu npucoeamnHseTcs K Hew.

104

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

HacTpolika arpermpoBaHHOro nopTa W

Dnsnyecknin KaHan mMoxeT nepecbifiatb NakeTbl TOJIbKO nocne gunHamMmmnyecKkoro obbeanHeHus
nopToB Ha 060MX KOHLax.

Mocne ob6beanHeHns kaHanoB MoOpThl-ydacTHMKM LACP nepuogmyeckn obmeHmBaroTCA
LACPDU. Korga nopT He nonydaet LACPDU B ykasaHHOe Bpemsi, MPOUCXOAUT TanM-ayT, W
KaHanbl pasrpynnMpoBbiBaloTcs. B aToM criydae nopTbl-y4aCTHUKM He MOTyT nepechbiniaTth
nakeTbl. ECTb ABa pexuma TanmMm-ayTa: OfIMHHBLIM TarMM-ayT U KOPOTKUM Tanm-ayT. B pexume
ANUTENbHOro TanM-ayTa nopT oTnpasBnseT nakeT kaxable 30 cekyHd. Ecnu oH He nonyvaet
naket oT peer end B TedeHne 90 cekyH, NpoMCXoauT Tanm-ayT. B pexnme KopoTKoro Tanm-ayTa
nopT OTNpaBnseT NakeT Kaxayto 1 cekyHay. Ecnn oH He nonyyaeT nakeT oT peer end B TedeHue
3 CeKkyHg, npoucxoauT Tanm-ayT. (Bpems Tanm-ayTa no yMOMYaHUIO B PEXMME KOPOTKOro
Tanm-ayTa LACP cocTtaBndet 3 cekyHAbl. OTO 3HaYEHME MOXHO U3MEHUTD.)

MopTt 1 Mopt 4
EEEEEEDN *e ﬂOpTz ﬂost EEEEN e
EEEEEER EEEEEESR
KommyTatop A | Mopt 3 Mopt 6 KommyTaTop B
MAC: 00d0.f800.0001 MAC: 00d0.f800.0002
CuctemHsIn npuopuTeT: 61440 CuctemHbIn npuopuTeT: 4096

PucyHok 4-2. LACP-cornacoBaHue

Ha PucyHke 4-2 kommyTaTop A NOOKMOYEH K KOMMYyTaTopy B yepes Tpu nopta. YcrtaHoBuTe
CUCTEMHbIE NMPUOPUTETHLI KOMMyTaTopa A 1 kKommyTaTtopa B Ha 61440 n 4096 cooTBETCTBEHHO.
Bkrtounte LACP Ha noptax 1-6, ycTaHOBUTE pPEXMM arperaumMm B aKTUBHbIA PEXUM W
yCTaHOBUTE A58 NpuopuTeTa nopTa 3HavyeHue rno ymonyaHumio 32 768.

Mpu nonyyeHnn LACPDU ot kommyTatopa A KommyTatop B obHapyxuBaeT, 4TO OH umeeT
Gonee BbICOKMN NpuUOpUTET uAEeHTUMKaTopa CUCTEMbI, YeM KOMMyTaTtop A (CUCTEMHbIV
npuopuTeT KommyTaTopa B Bbiwe, yem y kommytatopa A). KommyTtatop B ycTtaHaBnusaeT
nopt 4, nopt 5 n nopt 6 B coctosHne Bundle B 3aBucMMOCTM OT nopsigka NpUOpUTETOB
NOeHTUUKaTOPOB MOPTOB (MNN B NOpsSAKEe BO3pacTaHUS HOMEPOB NOPTOB, €Crv NPUOPUTETHI
nopTtoB coBnagatoT). [Npu nony4yeHmn obHosneHHoro LACPDU o1 kommyTaTopa B kommyTatop A
obHapyxuBaeT, 4TO KommyTaTop B wumeer 6onee BbICOKMMA NpPUOPUTET CUCTEMHOIO
naeHTudukaTopa U yctaHasnmsaeT nopt 4, nopT 5 u nopt 6 B coctosHue Bundle. 3aTtem
KOMMyTaTop A Takke ycTaHaBnmeaeT nopT 1, nopT 2 n nopT 3 B coctosiHue Bundle.

4.3.3. BanaHcupoBKa Harpysku

4.3.3.1. MpnHUMN paboTbl

MopTbl AP pasgensitoT NOTOKM MakeToB C MOMOLLBK anroputmMoB GanaHCMPOBKM Harpysku,
OCHOBaHHbIX Ha XapakTepucTukax rnakeToB, Takmx kak MAC-agpeca UCTOYHMKa 1 nonyyaTens,
IP-agpeca MCTOYHMKA M MonyyaTens, a Takke HOMepa MOpTOB MCTOYHUKA M nosryvartens
ypoBHA 4. [loTOK nakeTtoB C (PyHKUMEW cOrnacoBaHHOCTU nepefaeTca Mo  OAHOMY
KaHany-y4yacTHUKY, a pasHble T[OTOKA MaKkeToB paBHOMEPHO pacnpegensrTcd Mo
KaHanam-yyacTHukam. Hanpumep, npu 6anaHcupoBKke Harpy3kM Ha OCHOBE WCXOOHbIX
MAC-agpecoB nakeTbl pacrnpefensatoTcd No KaHanam-y4acTHMKaM Ha OCHOBE WCXOAHbIX
MAC-agpecoB naketoB. [lakeTbl C pasHbiMM ucxogHbiMn MAC-agpecaMmy paBHOMEPHO
pacnpegensoTcs No kaHanam-y4YactHukam. NakeTbl ¢ naeHTUYHbIM nexogHeiM MAC-agpecom
nepecsInalTcd Mo OAHOMY KaHarny-y4aCTHUKY.

B HacTosiLee Bpemsi CyLLLECTBYET HECKONbKO pPeXnMoB 6anaHCcMpoBKM Harpy3ku AP:
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o MAC-agpec uctovHmka nnu MAC-agpec HasHayeHus
o MAC-agpec ncrodHuka + MAC-agpec HasHadeHust

e |P-agpec ncrtouHuka unu IP-agpec HasHaveHus

e |P-agpec uctoyHuka + IP-agpec HasHavYeHus

e Howmep ncxogHoOro nopTa ypoBHS 4 UM HOMep nNopTa HasHayYeHnsa ypoBHSA 4
e Homep ncxogHoro nopta ypoBHS 4 + HOMep nopTa HasHa4YeHus ypoBHSA 4

e |P-agpec Ucto4HMKa + HoMep nopTa NCTOYHMKA YPOBHSA 4

e |P-agpec nctovHuka + Homep nopTa HasHa4YeHUs ypoBHS 4

o |P-agpec Ha3zHayeHus + HoMep NopTa UCTOYHMKA YPOBHS 4

e |P-agpec HasHayeHus + HOMep NopTa HasHa4YeHUsa ypoBHS 4

e |P-agpec UCTOYHUKA + HOMEp NopTa UCTOYHMKA YPOBHA 4 + HOMep nopTa Ha3Ha4YeHus
YPOBHS 4

e |P-agpec Ha3HayeHusa + HoOMep NopTa UCTOYHKKA YPOBHS 4 + HOMep nopTa Ha3Ha4YeHus
YPOBHS 4

° IP-a/:l,pec NCTOYHUMKA + IP-a,u,pec Ha3HavyeHunsa + Homep nopTta NCTOYHMKA YPOBHHA 4
° IP-a/:l,pec NCTOYHMKA + IP-a,u,pec Ha3HavyeHnsa + HoMmep nopTa Ha3dHavYeHnsa ypoBHA 4

e IP-agpec uctoyHuka + IP-agpec HasHayYeHust + HoOMep nopTa UCTOYHMKA YPOBHS 4 +
HOMep nopTa Ha3Ha4YeHUsi ypoBHs 4

e [lopT naHenu ons BXogsALWMX NakeToB

e  MeTKkn NnakeToB MHOrOMPOTOKOSIbHOWM KOMMYyTauum no metkam (MPLS)
e Onpoc nopTa uneHa arperaumm

o  PacluMpeHHbIN pexmm

NMPUMEYAHUE: 6GanaHcupoBKa Harpy3km Ha oOcHoBe |P-agpecoB wunu HOMEpPOB MNOPTOB
npMMeHMMa TONbKO K NakeTam ypoBHs 3. Korga ycTponcTBo, 45151 KOTOPOro BKMAKOYEH 3TOT METoq
GanaHCMpOBKM Harpysku, NonyyaeT NakeTbl YPOBHA 2, OHO aBTOMaTUYECKU NepeknoyaeTcsa Ha
mMeToa 6anaHCMpPOBKN HArpy3kun No yMOmn4aHuio.

NMPUMEYAHUE: Bce meToabl 6GanaHCUMPOBKM Harpysku MWCMOMb3yHOT anroputM Harpysku
(anroputm xewwupoBanus (hash-anroputm)) ana pacyeTa KaHanoB-y4aCTHMKOB Ha OCHOBE
BXOAHbIX NapamMeTpoB MeTonoB. BxoaHble napameTtpbl BkAouvawT MAC-agpec MCTOYHMKA,
MAC-agpec HasHadyeHusi, MAC-agpec wuctodyHmka + MAC-agpec HasHauveHus, |IP-agpec
NCTOYHMKA, |IP-agpec HasHauveHusq, IP-agpec nctouHuka + IP-agpeca HasHadeHnud, |IP-agpec
UCTOYHMKa + |P-agpec HasHadyeHus + HOMep nopTa YypoBHA 4 u Tak ganee. Anroputm
rapaHTUPYeET, YTO NakeTbl C Pa3HbIMU BXOAHbIMU NapaMmeTpamMmu paBHOMEPHO pacnpenensaTcs
MO KaHanam-y4acTHuMKam. OTO He O3HayaeT, YTo 3TU MNakeTbl Bcerga pacnpegendlTcs no
pa3HbIM KaHanam-y4yacTHukam. Hanpumep, npu 6anaHcupoBke Harpy3ku Ha ocHoBe IP-agpecos
ABa nakeTa C pasHbIMW UCXOAHBIMW U LeneBbiMu IP-agpecamu MoryT ObiTb pacnpegeneHsl no
OZIHOMY 1 TOMY Xe KaHary-y4aCTHUKY NocpeCTBOM BblYUCIIEHUI.

NMPUMEMYAHMUE: pasHble npogykTbl MOTyT NOAOEPXUBATb pasHble anroputmbl GanaHCUpPOBKM
HarpysKku.

PacwupeHHasa 6anaHcupoBKa Harpy3ku

PacwupeHHasa 6anaHcMpoBka Harpy3ku no3BosisieT KOMOMHNMPOBATb HECKOMNBbKO NOSEn B pasHbIX
TMNax nakeToB. OTK MONs BKMKYaKT src-mac, dst-mac, 12-protocol n src-port B naketax
ypoBHS 2, src-ip, dst-ip, protocol, 14-src-port, 14-dst-port u src-port B naketax IPv4, src-ip,
dst-ip, protocol, I4-src-port, 14-dst-port n src-port B naketax IPv6; top-label, 2nd-label, 3rd-
label, src-ip, dst-ip, vlan, src-port, src-mac, dst-mac, protocol, |14-src-port, |14-dst-port u 12-
etype B naketax MPLS; nvlan, src-port, src-id, rx-id, ox-id, fabric-id n dst-id B naketax FCoE.
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YCTPOMCTBO C paclmpeHHon ©OanaHCMpOBKOM HarpyskM cHavana onpegenser  1un
nepefaBaeMbIX NAKeTOB U BbIMOMHAET GanaHCUPOBKY Harpy3kn Ha OCHOBE yKa3aHHbIX NoNnen B
naketax. Hanpumep, nopT AP BbINonHseT GanaHCMpPOBKY Harpys3kM Ha OCHOBE WCXOAHOro
IP-agpeca ansa nakeTos, cogepXallnx NOCTOSHHO MEHSIOLWNACS NCXOOHbIN IPv4-aapec.

NMPUMEMAHMUE: Bce meToabl 6anaHCMPOBKM Harpy3km NnpMMeHMMbl K noptam AP ypoBHSA 2 1
ypoBHA 3. Bam HeobxooumMo HacTpouTb NpaBuiibHble METOAbl pacnpedeneHns Harpyskm Ha
OCHOBE pasfnyHbIX ceTeBbIX cpel, YTOObl MONTHOCTLIO NCMONb30BaTb NPOMYCKHYIO CNOCOBHOCTL
ceTun.

NMPUMEYAHMUE: BoinONHATL paclumMpeHHyto 6anaHcMpoBKy Harpyskm Ha OCHoBe src-mac, dst-
mac 1 nons vlan B naketax ypoBHA 2, a Takke none src-ip B naketax |IPv4. Ecnn Bxogawmm
nakeT npeactaBnsieT cobon nakeT IPv4 ¢ NOCTOSIHHO MeHsirWwmMes ucxogHsiM MAC-agpecom,
ynyuLleHHbI anroputMm 6anaHCMpOBKM HE 4EeNCTBYET, MOCKONbKY YCTPOMUCTBO ByaeT BbINOMHATL
©anaHCUpoBKY Harpy3ku TONIbKO HA OCHOBE NONA Src-ip B nakete IPv4, 0GHapyXuB, YTO OH NakeT
IPv4.

NMPUMEYAHUE: B pacwumpeHHon GanaHCUpOBKE Harpysku anroputm GanaHcupoBkn MPLS
nencTeyeT Tonbko ans naketoB VPN ypoBHa 3 MPLS, HO He genctByeT ansa naketoB VPN
ypoBHsa 2 MPLS.

YnpaBneHue 6anaHCUPOBKOMN Xelu-Harpy3Ku

BanaHcupoBka xeLl-Harpy3ky No3BonsieT nornb3oBaTenam rmbko ynpaenaTb HGanaHCUMpOBKOW
Harpys3kn B pasnnyHblX cueHapusix. B HacTosiwee Bpems QTECH npumeHsieT cnegyiowmne
YHKUMN ynpaBneHns 6anaHCMpOBKOM XeLU-Harpy3Ku:

o GdakTOp HapyweHua xewwmpoBaHus: Tpaduk 4vepe3 noptbl AP Xxewwupyetca nns
6anaHcupoBku. [Ing AByX yCTPOMNCTB O4HOMO Tuna 6yaeT paccynTaH OAuH 1 TOT Xe NyTb
Ans 6anaHCUPOBKKU Harpy3KkK Ans 04HOro 1 Toro e notoka. MNMpu passepTtbiBaHun ECMP
OLMH M TOT K€ NOTOK ABYX YCTPOMCTB MOXET ObITb chanaHcnpoBaH A5 04HOro U Toro
Xe ueneBoro ycTpomcTBa, YTO NPUBOAUT K Xew-nondpusaummn. OakTtop HapyLlleHus
XelwmnpoBaH1s UCMNONb3yeTcsa ANna BO3OENCTBUSA Ha anropuTM BanaHCUPOBKM Harpy3ku.
PaanuyHble dakTopbl HapylWeHWA HacTpauBalTCs ANS pasHblX YCTPOWCTB, 4TOObI
obecneyvnTb pasHble NyTU AN O4HOMO 1 TOro e NoTokKa.

e  Xell-CUHXpOHM3aLMA: Ans obecneyeHns 6e30MacHOCTM CEeTU MeXAy BHYTPEHHEN U
BHELUHEN CeTsiMM pa3BepTbiBaEeTCs kractep 6paHamayapa Ans o4ncTkn Tpaduka. 1o
TpebyeT, yTobbl uplink- 1 downlink-Tpadmk ceaHca nepegaBanUCb Ha OOHO M TO Xe
YCTPOWCTBO B Knactepe OpaHgmayapa ansa obpaboTtku. |IP-agpeca WCTOYHMKA W
nonydvatens, cogepxawmecs B uplink- n downlink-notokax ceaHca, MeHsOTCS
mectamu. [Motokm uplink- n downlink-kaHanoB 6yaoyT HanpaBNATbCA Ha pasHble
OGpaHamayapbl B Kknactepe OpaHOMay3poOB Ha OCHOBE TPaAWMLMOHHOIO anropvtMa
xewmpoBaHus.  @DyHKUMS  XELU-CMHXPOHM3auun  rapaHTupyet, 4to uplink- nu
downlink-noTokun ceaHca nepefatoTcs No OAHOMY Y TOMY Xe MyTW.

e Pexum xell-anropMtma: npMMmeHMTe Hanbonee NoAXoasLWIA PEXMUM XeLL-anropuTtma K
pasnuyHomy Tpaduky, 4TOObl NpPU M3MEHEeHUW Tpadumka MOXHO ObINOo COXpaHWUTb
G6anaHc. Hanpumep, ecnn MAC-agpeca WCTOMHMKA M nonyyatenss noToka
yBenuumBaroTcs Ha 1 ogHOBPEMEHHO, HaCTPONTe anropuTM, OCHOBaHHLIN Ha TOM, YTO
MAC-agpeca UCTodHMKa 1 nonyvartens He MOryT nogaepxueatb 6anaHc notoka. Ha
AaHHbIN MOMEHT HEOOXOOUMO MPUMEHUTL MOAXOASALLNN PEXMM XeLU-anropuTma.

o Pexum nonyyeHus xew-gakrtopa: B 3aronioBke kaxgoro naketa VXLAN, GRE u gpyrux
TYHHENbHbIX NAKETOB €CTb BHYTPEHHWUI W BHELUHWA YPOBHW. MOXHO ykasaTb, YTOObI
NOMNyYnUTb Xell-(pakTop M3 BHYTPEHHEro WM BHELLUHEro YPOBHA AN OOCTUXKEHUs
nyywero adppekta 6anaHcnposkn. Hanpumep, B HEKOTOPbIX CLEHapUAX TYHHENbHbIE
nakeTbl UMeIT OAMH U TOT Xe BHelWHWn IP-agpec, HO pasHble BHYTpeHHWe IP-agpeca.
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B aTom cny4yae BHyTpeHHWU IP-agpec MOXHO yKasaTb B KayecTBe xell-paktopa ans
onTuMmnsaumm 6anaHcMpoBkM Tpaduka.

4.3.4. ObHapyxeHue BFD nopTa y4yacTHuKa

4.3.4.1. MprHUMN paboTbl

OOGHapyxeHue fOByHanpaBneHHow nepecbinkn (BFD) — aTo npoTtokon, obecnevvBaroLmm
ObicTpoe ob6HapyxeHne cboeB nytu. CormacHo RFC7130, npotokony LACP Tpebyetcs
3 cekyHObl Ans obHapyXeHus OTKa30B kaHana Aaxe B pexunme KOpoTKoro Tanm-ayta. [akeTb,
nepefaHHble HencnpaBHOMY KaHany B TedeHue 3-CeKyHOHOro nepuoga, dyayT notepsiHbl. BFD
obecneunBaetr 6Gonee 6bicTpoe o6HapyxeHue cboeB. Bbl MmoxeTe HacTpoutb BFD Ha
nopTax-yyacTHuKax, YTobbl obHapyxmnBaTb cOOM KaHana u nepeknoyaTb Harpysky Ha gpyrue
KaHarnbl-y4acTHUKM B criydae cbos kaHana.

Mockonbky BFD — 3710 npoTtokon ypoBHs 3, BaM Heobxogmmo HacTpoutb BFD Ha nopTtax AP
ypoBHsi 3. BFD nopgpasgensietca Ha obHapyxeHue |IPv4 n obGHapyxeHune IPv6, koTopble
o6HapyxuBatoT nytn IPv4 n IPv6 cootBeTcTBeHHO. Korga BFD obHapyxuBaeT, 4To nyTb K
NOPTY-y4YacTHUKY He paboTaeT, nakeTbl He OyayT pacnpeaensitbCa Ha NOPT-Y4aCTHUK.

MNocne BknoveHns BFD Ha nopTy AP ceaHcbl BFD ycTaHaBnMBatOTCA Ha ero nopTax-ydacTHUKax
B COCTOSIHMM MepeChIfKA HE3aBUCUMO.

4.4. OrpaHn4YeHN4YeHus

o Kaxgbin AP npogyktoB cepum QSW-8113 coaepXxut 40 BOCbMU MOPTOB-Y4aCTHUKOB, U
Kaykgoe YCTPOMCTBO NO YMOYaHuio nogaepxmeaeTt no 256 AP.

e [Ina npogyktoB cepum QSW-8113 MOXHO YCTAHOBUTb HECKOSIbKO PEXMMOB €MKOCTU
AP. B aTux pexumax MakcMmasribHOe  KONIMYECTBO  MOPTOB-YYACTHUKOB,
nogaepXxmBaemMbix KaxabiM AP 1 MakcumanbHOe KonvyecTBO nogaepkvmsaembix AP
COCTaBIseT yKka3aHHble yMcna.

o Korga npoaykTbl cepun QSW-8113 ncnonb3yroT 6anaHCUpOoBKY Harpy3kn, OCHOBaHHYHO
Ha MAC-agpece nctovHuka, MAC-agpece nonydatensa unu MAC-agpece nctodHuka +
MAC-agpece nony4dartens, yCTpOMCTBa Takxke Mcnosnb3ytoT rnone tuna Ethernet n none
VLAN unicast-nakeToB B kKa4yecTBe k03 pULNEHTOB GanaHCUPOBKN MO YMONYaHMIO.

e B npogykrax cepmm QSW-8113 ncnonb3yeTcs HepaclUMPEHHbIN pexnm GanaHcMpoBKn
Harpy3ku. [lpu BKMHOYEHHOM OTCREXMBaHWM NPOTOKONA YnpaBrieHus rpynnamm
NHTepHeTta (IGMP snooping) nnu multicast-mapLupytnsaumm Knio4eBbIM1 crioBaMmuy 4514
GanaHcmMpoBKM Harpy3km multicast-naketoB aBnawTca src-ip, dst-ip unu src-ip+dst-ip.
KntoueBble crioBa ans 6anaHcMpoBKM Harpy3km Apyrnx multicast-nakeToB, HEM3BECTHbIX
unicast-naketoB 1 broadcast-nakeToB: src-mac, dst-mac wunu src-mac+dst-mac.
Hanpumep, korga nakeTbl YpoOBHA 3 (Heu3BecCTHble unicast-, multicast- u
broadcast-nakeTbl) nepecbinalTca Ha ypoBHE 2, GanaHCMpPOBKa Harpyskum He MOXeT
BbIMOMHATLCA Ha OCHOBE Ssrc-ip unu dst-ip. B atom cnyyae MOXHO MCNonb3oBaTb
PacCLIMpPEHHbI  PEeXuMm, MOCKONbKy 6GanaHcupoBKka Harpyskm B 9TOM  pexume
BbINOJSIHAETCA HAa OCHOBE TUNa nakeTa.

o B pexume GanaHCMpOBKM Harpysku Ha ocHoBe src-dst-ip-l4port nsmenennsa L4port B
npoayktax cepum QSW-8113 gencTBMTENbHBLI TOMNBKO AN unicast-nakeTos.

e [lpogykTbl cepumn QSW-8113 noggepxmsatoT anroputMbl 6GanaHCUPOBKU HArpysku Ha
ocHoBe AP. Anropytmbl GanaHCMpOBKM Harpy3km Ha ocHoBe AP nopaepXxusatoT
GanaHcupoBKy Harpysku Tonbko Ha ocHoBe SMAC, DMAC, SMAC+DMAC, SIP, DIP u
SIP+DIP.

e [lpogykTtbl cepun QSW-8113 He noagepXvmBaloT anroputMm GanaHCUpOBKWM Harpysku
Round Robin (RR).
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e PacwwupeHHble wWwabnoHbl ©anaHCUMpOBKW Harpyskum npogyktoB cepum QSW-8113
noadepXkvBatoT criegyowme nonsi:

o LWabnoH L2: src-mac dst-mac vlan 12-protocol src-port
o LWabnoH IPv4: src-ip dst-ip protocol vlan 14-src-port 14-dst-port src-port
o LWabnoH IPv6: src-ip dst-ip protocol vlan 14-src-port 14-dst-port src-port

4.5. Kondurypauums

KoHdurypauus OnucaHue n komaHaa
HacTtpownka (Ob6si3atenbHO) Mcnonb3yeTca Ans pyvyHOW HACTPOWKW arperauuu
CTaTUYeCKMX  NOPTOB | KAHarnoB
AP
interface aggregateport Cospgaet nopt AP Ethernet

interface san-port-channel | Cosgaet nopt FC AP

port-group HactpauBaet cTtatudeckme
nopTbl-y4acTHUKU AP

HacTtpornka noptoB | (ObsizaTenbHO) Wcnonb3yeTcs Aans  OMHaMUYECKOW HACTPOWKK
LACP AP arperauyum kaHanos
port-group mode HacTtpauBaeTt NopTbI-y4aCTHUKN
LACP
lacp system-priority HacTtpauBaeTt CUCTEMHbLIN

npuoputet LACP

lacp short-timeout period HactpanBaetr Bpemsi Tanm-ayTa
cuctembl LACP B pexume KopoTKoro

TanmMm-ayTa
lacp port-priority HacTtpauBaeTt npuoputeT nopta
lacp short-timeout HacTtpanBaeT pexmm KOpPOTKOro

TarM-ayTa Ha nopTty

Bknoyenwue LinkTrap (OnuwmoHanbHo) McnonbayeTca Ans BkoyeHus LinkTrap

snmp trap link-status Bknoyaetr obbaBneHne LinkTrap
ans nopta AP

aggregateport member | Bknovaet LinkTrap ans
linktrap NopTOB-y4YacTHUKoB AP
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KoHdurypauus OnucaHue n komaHaa
Hactponka (OnumoHanbHo)  Wcnonb3yeTca  Onsi  HacTpOMKM  pexuma
©anaHCcMpoBKM GanaHCMpPOBKM HArpy3ku Ansi arperMpoBaHHOro KaHana
Harpysku

aggregateport load- | HacTtpamBaet anropuTm
balance GanaHCMpOBKN Harpysku Ans nopTa
AP vnn nopToB-y4yacTHukoB AP

(OnumoHanbHO)  Mcnonb3dyeTcss  Onst  HACTpPOWKM  npodpuns
yny4eHHon 6anaHCMpoOBKM Harpy3ku

load-balance-profile lMNepenmeHoBbIBaET npodcunb
ynyYLIEHHOM BGanaHcMpoBKK
Harpysku

12 field HacTtpauBaeT pexunm 6anaHcMpoBku

Harpy3sku Ansi NakeToB YPOBHS 2

ipv4 field HacTtpauvBaeT pexum 6anaHCcMpoBKu
Harpyskmn onsa naketos IPv4

ipv6 field HacTtpauvBaeT pexum 6anaHCMpoBK/
Harpysku ansa naketos |IPv6

mpls field HacTtpauBaeT pexunm 6anaHcMpoBku
Harpysku ans naketos MPLS

trill field HacTtpauBaeT pexunm 6anaHcMpoBKu
Harpy3ku ons naketos TRILL

fcoe field HacTtpausaeT pexunm 6anaHcMpoBku
Harpy3ku ans naketos FCoE

(OnumoHaneHo) Wcnonb3yeTca Ana  ynpaeBreHns  NOSIUTUMKON
GanaHCMpoBKN Harpys3Kku

aggregateport hash- | HactpamBaeT rmbkui xew
elasticity enable

hash-disturb string HactpanBaeT koadbdUUMEHT nomex
(HapyLueHuin) xeLwua

hash-symmetrical [ipv4 | | HacTpauBaeT xeLu-CUHXPOHU3aLMNIO
ipv6 | fcoe| on]

QTECH
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KoHdurypauus OnucaHue n komaHaa
Hactponka pexuma | aggregateport hash-header | HactpavBaeT pexum nonyvyeHus
©anaHCcMpoBKM {inner | outer | inner-outer} | koacdpuumneHta GanaHcUMpoBKN ONS
Harpysku TYHHENbHOro naketa
HacTtponka pexuma | (OnumoHanbHo) Mcnonb3yeTcsa Ans HACTPOMKK pexxrma nponyCcKHON
emkoctu AP cnocobHoctn AP

aggregateport
mode

capacity

HactpanBaeT pexum nponyckHou
cnocobHoct AP B pexume
rnobanbHON KOHUrypaumm

Bknoyenne BFD ans

MnopTOB-y4acTHMKOB AP

(OnumoHanbHo) OH ncnonbayeTcs ans BkrtoveHns BFD anga nopTtos-

y4acTHukos AP

aggregate bfd-detect ipv4

Bkntoyaet IPv4 BFD

nopToB-yyacTHUKoB AP

ans

Hactpoiika
npeanoyYTUTENBHOIo

rnopTta-yyactHuka AP

(OnuwmoHanbHo) OH ncnonb3yeTca ANA HACTPOMKN NopTa-ydYacTHMKA
AP B kayecTBe NpeanoyYTUTENBHOro NopTa

aggregateport primary-port

HactpavBaet nopt-y4actHuk AP B
KayecTBe NpeanovTUTeNLHOro nopTa

HacTpoiika Aggregateport member | HacTtpanBaeTt MUHUManbHoOe
MUHUManbLHOro minimum KONn4ecTBO NOPTOB-y4YacTHUKoB AP
KonunyecTtsa

nopToB-y4yacTHUKOB AP

HacTponka Aggregateport member | 3anyckaet aencrtseue, Korga
MWUHUMAITbHOro minimum action KONMMYeCTBO NMOPTOB-y4acTHuKoB AP
KonunyecTtBa B COCTOSIHUN Up MeHbLUe
nopToB-y4yacTHuKoB AP MWUHUManbHOro konmnyecTBa

(newncreme)

nopToB-y4yacTHUKoB AP

BknoyeHne  dyHKUMK
He3aBMCUMOIro  nopTa
LACP

lacp individual enable

BknioyaeT yHKUMIO HE3aBUCUMMOTO
nopta LACP

4.5.1. Hactpouka ctatuyeckux noptos AP

4.5.1.1. 3cpdeKT KoHduUrypaumm

e HacTtpoiTe Heckonbko (OU3NYECKMX MOPTOB B KayecTBe MOPTOB-y4acTHMKOB AP Ans
peanusaumm arperaumm KaHanos.

e [IponyckHasi CnoCOGHOCTb KaHara arperaummn paBHa cyMmme nponyckHbIX CNocobHoCTe
KaHanoB-y4aCTHUKOB.
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o Korga kKaHan-ydacTHUK nopta AP OTKMAYEH, Harpyska, MepeHocMmasi KaHasiowm,
aBTOMaTU4eCKMU pacnpenenseTcsa Mexay apyrmumu dyHKLUMOHaNbHbIMK

KaHanamMmum-y4aCctHUKamu.

4.5.1.2. NMpnmeyaHus

e Knopty AP MOXHO [06aBUTb TONbKO OU3NYECKME MOPThI.

e [lopTbl pasHbIX TUMNOB Meaua UNU PeXUMOB MOPTOB He MOryT ObiTb AobaBneHbl K
OAHOMY 1 TOMY Xe nopTy AP.

o [lopTbl ypOBHSA 2 MOXHO 000aBUTb TONMLKO K NOPTY AP ypOBHS 2, a NOPTbl YPOBHS 3
MOXHO [06aBuTb TONbko K nopTy AP ypoBHs 3. ATpubyTbl ypoBHs 2/3 nopTta AP,
KOTOpble coaepXaTt NopTbl-y4aCTHUKN, HE MOTYT OblTb U3MEHEHDI.

e [locne pob6asneHus nopTa k nopty AP atpubyTbl nopTa 3amMeHsATcs aTpubyTtamm
nopta AP.

° Mocne yaaneHund nopTta U3 nopta AP anI/I6yTbI nopTa BOCCTaHaBIIMBAKOTCA.

NPUMEMAHMUE: nocne pobaeneHus nopta k nopty AP atpubyTbl nopTta cornacylTcs C
atpmbytamum nopta AP. [1o3TOMy He BbIMOMHSWTE HACTPOWKY MOPTOB-ydacTHUMKOB AP n He
NPUMEHANTE HACTPOWKY K KOHKPETHOMY nopTy-ydacTHuky AP. OpgHako HekoTopble
KOHurypauumn (koMaHabl BbIKMAOYEHUS U OTCYTCTBUS BbIKIHOYEHUSA) MOXHO HACTPOUTb Ha
noprax-ydactHukax AP. lpu mcnonb3oBaHUM MOPTOB-y4acTHUKOB AP npoBepbTe, MOXET nn
PYHKUNSA, KOTOPYHO Bbl XOTUTE HACTPOUTb, BO3AENCTBOBATb Ha KOHKPETHbIN NOPT-y4acTHUK AP,
N NPaBUMNbHO BLINOMIHUTE 3Ty HACTPOWKY.

4.5.1.3. lWarn HacTponku

Co3paHue nopta AP Ethernet
e O6GsAzaTtenbHbIN.
e  BbinonHUTe 3Ty HACTPOWKY Ha YCTPONCTBE C Noadepxkon AP.

KomaHga interface aggregateport ap-number
Onucaxne ap-number: ykasbiBaeT konmyecTso noptoB AP
napameTpoB

Mo ymonuyanuio | Mo ymonyaHuio noptoB AP He co3gaHo

KomaHaHbIn Pexnm rnobanbHon KoHUrypauum
pexum

PykoBogcteo no | Utobbl cosgate nopTt AP  Ethernet, 3anyctute komaHay interfaces
MCnonb30BaHWIO | aggregateport B pexume rnobanbHon koHdwurypauun. Ytobbl yganutb
ykasaHHbl1 nopT AP Ethernet, 3anyctute komangy no interfaces
aggregateport ap-number B pexume rnobansHon koHUrypaumm

NPUMEYAHUE: 3anyctute port-group, 4tobbl [06aBUTb U3NYECKMA NOPT K NOpTy
cratnyeckon AP B pexume koHdurypauumn nHtepdpenca. Ecnn nopt AP He cyliecTByeT, OH
ByaeT co3gaH aBTOMaTUYECKU.

NPUMEYAHMUE: 3anyctute port-group mode, 4Tobbl A06aBUTL (PU3NYECKUI NOPT K NOPTY
LACP AP B pexume KoHgurypauum mHTepdenica. Ecnn nopt AP He cyulecTtByeT, oH BygeT
CcO3[aH aBTOMaTUYECKMN.
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NMPUMEYAHUE: dyHkuua AP gomkHa ObiTb HAacTpoeHa Ha YCTPOMCTBAx Ha 0BOMX KOHLax
kaHana, a pexuM AP gorxeH 6bITb ognMHakoBbIM (cTatudeckui AP nnu LACP AP).

HacTpoWka nopToB-y4acTHUKOB cTatu4yeckoro AP
e O6GsAsaTenbHbIN.
e  BbINonHMTE 3Ty HAaCTPOWKY Ha YCTPONCTBax c nogaepkkon AP.

Komanpa port-group ap-number
Onuncanwne ap-number: ykasbiBaeT Homep nopta AP
napameTpoB

Mo ymonyaHuio | Mo ymMonyaHuO HUKakue nopTel He [oBaBnsAlTCA HU K OOHOMY
ctaTudeckomy AP

KomaHaHbIn Pexxum HacTponkn nHtepdenca ykasaHHoro nopta Ethernet
pexum

PykoBogcteo no | Ytobbl 4o6aBuTbL NOPThI-y4acTHUKM K nopTy AP, 3anyctute port-group B
NCMOSIb30BaHUIO | PEXMME HACTPOMKM UHTepdenca. Ytobbl yganuTb NOPTbl-y4aCTHUKM U3
nopta AP, 3anyctute no port-group B pexumme KOHurypauum
UHTepdenca

NMPUMEYAHMUE: ctatnyeckne nopTbl-y4acTHUKM AP, HAaCTpOEeHHbIE Ha YCTPOMCTBaxX Ha obonx
KOHLaX KaHana, A0SMKHbl OblTb COrnacoBaHbl.

NMPUMEYAHUE: nocne TOro, kKak MNOpPT-ydacTHUK BbIXOAUT M3 nopta AP, HacTpoOMKM no
YMOMYaHUIO MopTa-y4yacTHMKA BOCCTaHaBnuBalTcsa. PasnuyHble QyHKUMM  NO-pasHOMY
obpabaTtbiBalOT HACTPONKM MOPTOB-YYACTHMKOB NO yMOMYaHuio. PekomeHnayeTca npoBepsaTb U
NOATBEPXAaTb HACTPOWMKM NopTa Nocne TOoro, Kak NOPT-y4aCTHUK BbIXOAMT U3 nopta AP.

NMPUMEYAHUE: nocne Toro, Kak NOpPT-y4aCcTHUK BbIXOAUT M3 nopTa AP, NOpT OTKMA4YaeTcs ¢
nomMoLLb koMmaHabl shutdown, 4Tobbl n3bexartb obpasoBaHust neTtenb. locne Toro, Kak Bbl
noaTBepauTe, YTo TONONOrMa HopmMmarnbHas, 3anyctute no shutdown B pexume KoHdUrypauum
NHTepdenca, 4Tobbl CHOBA BKITHOUUTb MOPT.

NMpeo6pa3oBaHue AP ypoBHA 2 B AP ypoBHA 3
e  OnuuoHanbHo.

e Ecnu Bam HyXHO BKIHOYMTb MapLUpyTu3aumio ypoBHA 3 Ha nopte AP, Hanpumep, Ans
HacTpourku IP-agpecoB Unu 3anucen cTaTMyeckoro MapLipyTa, npeobpasynte nopt AP
YpOBHSA 2 B nopT AP ypoBHS 3 1 BKITOUMTE MapLUpyTM3aumio Ha nopte AP ypoBHSA 3.

e BbinonHuTe 9Ty HACTpPOWKy Ha YycTpoucTBax C noggepxkon AP, koTopble
nogaepxmBatoT OYHKUMM YPOBHEN 2 N 3, TaKMX Kak KOMMYTaToOpbl YPOBHA 3 wnu
KOHTponnepbl 6ecnposoaHoro goctyna (AC).

KomaHga no switchport

Mo ymonyaHuio | Mo ymonyaHuio noptel AP ABNSOTCS NopTaMmn ypoBHSA 2

KomaHnaHbIv Pexwum HacTporiku nHtepdenca ykazaHHoro nopta AP
pexXum

113

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

HacTpolika arpermpoBaHHOro nopTa

PykoBoacTBo Mo
NCNoNb30BaHMIO

OyHKUMA AP ypoBHSA 3 nogaepKmBaeTcs TOMNbKO YCTPONCTBAMU YPOBHS 3

NMPUMEYAHUE: nopTt AP, co3daHHbIN Ha YCTPOUCTBE YPOBHA 3, KOTOPOE He noaaepXusaet
dYHKUMIO YPOBHS 2, siBrisieTcst nopToM AP ypoBHs 3. B npoTuBHoM crniydae nopT AP sensietcs
noptom AP ypoBHS 2.

Co3paHue cybuHtepdenca AP Ethernet
e  OnuuoHarnbHo.

e Ha ycTponctee, nogaepxmBarolem KoHdurypauuo cybuHTepdenca, 3anyctute
interface aggregateport sub-ap-number, 4To6bI cO3aaTb cybuHTEpPdENC.
e BblnonHMTE 3Ty HaACTPOWMKY Ha YCTPOUCTBAxX C nogaepkkon AP, KoTopble

noaaepPKuBatoT PYHKLUMN YPOBHS 2 1 YPOBHS 3, HAanpumep, KOMMyTaTopbl YPOBHS 3.

KomaHga interface aggregateport sub-ap-number
Onucanwue sub-ap-number: yka3biBaeT Homep cybunHTepderica AP
napameTpoB

Mo ymonyaHuio

Mo ymon4yaHuio HMKkakne cybuHtepdencol He co3naHbl

KomaHgHbIn
peXmm

Pexxum HacTponkn nHtepderica ykasaHHoro nopta AP

Pykosoacteo no
NCMornb30BaHUIO

Bam Heobxogmmo npeobpasoBaTb master-nopT nopta AP B nopT ypoBHs 3
nepepn cosgaHnem cybmHTepdgenca

4.5.1.4. NpoBepka

e 3anyctute show running, 4Tobbl 0TOOPa3nTbL KOHUrypauuio.

e 3anyctute show aggregateport summary, 4tobbl 0TO6pas3nTbL KoHUrypaumo AP.

KomaHga show aggregateport aggregate-port-number [ load-balance | summary |

Onucanuve aggregate-port-number: ykasbiBaeT Homep nopta AP.

fnapameTpos load-balance: oTobpaxaeT anroputm 6anaHCUPOBKN HArpPy3Ku.
summary: otobpaxaeT CBOAKY MO Kaxaomy KaHany

KomaHaHbIn JTro6on pexum

peXunm

Pykosoacteo no
NCMOMb30BaHUIO

NHdopmaunsa o6o Bcex noptax AP oTobpaxkaeTcs, ecrniv Bbl HE yKaxeTe
Homep nopta AP

(@ arecy

114




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTpolika arpermpoBaHHOro nopTa W

QTECH# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance Ports

Agl 8 Enabled ACCESS dst-mac Gi0/2

4.5.1.5. Mpumep KoHdUrypaumm

HacTtpowka nopta ctatu4yeckon AP Ethernet
Cuenapun:

KommyTtartop A KommyTtatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-3.

LLlarn HacTponku e [o6aebTe noptbl GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha
KoMmmyTaTope A K nopTty 3 ctatuyeckoro AP.

e [o6aebTe noptbl GigabitEthernet 2/1 n GigabitEthernet 2/2 Ha
KommyTaTope B k nopty 3 ctatuyeckoro AP

KommyTtatop A SwitchA# configure terminal
SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3

KommyTaTtop B SwitchB# configure terminal
SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3

MNpoBepka 3anyctute show aggregateport summary, 4Tobbl NPOBEPUTbL, COAEPXKNUT
nn nopT AP 3 nopTtbl-y4acTHukn GigabitEthernet 1/1 n GigabitEthernet 1/2

KommyTtatop A SwitchA# show aggregateport summary

AggregatePort MaxPorts  SwitchPort Mode Ports

Ag3 8 Enabled ACCESS Gi1/1,Gil/2
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HacTpolika arpermpoBaHHOro nopTa W
KommyTaTtop B SwitchB# show aggregateport summary
AggregatePort MaxPorts SwitchPort Mode Ports
Ag3 8 Enabled ACCESS Gi2/1,Gi2/2

4.5.2. Hactpouka noptoB LACP AP

45.2.1.

452.2.

45.2.3.

AdheKkT KOHUrypaumm

MoakntoYeHHble YCTPOWCTBA BLIMOMHAT aBTocornacoaHne 4Yepes LACP  ans
peanusaumm QUHaMMUYeckoro 06 beAMHEHMS KaHaMOoB.

I'IponyCKHaﬂ CNocoBHOCTL KaHana arperauumn paBHa CyMmmMe nponyCKHbIX crnocobHocTeN
KaHanoB-y4aCTHUKOB.

Korga kaHan-y4acTHMK nopta AP OTKMIOYMEH, Harpyska, MepeHocuMasi kaHarnow,
aBTOMAaTUYECKM pacnpegnenseTcs mMexay APYrMu YHKUMOHaNbHbIMM
KaHanamu-y4acTHUKaMMU.

LACP Tpebyetcas 90 cekyHn AOnsi obHapyxeHust cOOsi COEOMHEHUSS B pPEXUME
ANUTENBHOTO OXMAaHMA N 3 CEKYHAbI B PEXXMME KOPOTKOrO BPEMEHU OXUOAHUS.

NMpumeyaHusn

Mocne Toro, kak nopT BbIngeT u3 nopta LACP AP, HacTporku noprta rno ymMonyaHuwo
MOryT OblTb BOCCTaHOBMEHbl. PasnunyHble QyHKUMM no-pasHoMy obpabaTtbiBatoT
HaCTPOMKN MOPTOB-y4aCTHUKOB MO YyMON4aHuio. PekomeHayeTcsa MpoBepsATb WU
noaTeepXaaTb HaCTPOWKM NopTa Mocre TOro, Kak MOpT-y4aCcTHMK BbIXOOUT M3 nopTa
LACP AP.

M3meHeHne cuctemHoro npuoputeta LACP MOXeT npuBecTM K TOMY, u4TO
nopTbl-y4yacTHukn LACP ©yayT aesarpermpoBaHbl U CHOBa 00beaMHEHDI.

M3meHeHne npuoputeTa nopta-ydactHuka LACP MoXeT npuBecTu K Aesarperaumm u
NOBTOPHOMY 0ObeaMHEHMNIO APYrMX NOPTOB-Y4aCTHUKOB.

LWWarn HacTponku

HacTtpowka noptoB-yyactHukoB LACP

Ob6gaszaTtenbHbIn.
BbINonHUTe 9Ty HACTPOWKY Ha YCTponcTBax ¢ nogaepxkon LACP.

KomaHga port-group key-number mode { active | passive }
Onucanuve key-number: ykasbiBaeT knod ynpasneHusa nopta AP. Opyrumu cnosamu,
napameTpoB aT0 Homep nopta LACP AP. MakcumanbHoe 3HayeHwe 3aBucuT OT

Konudectsa noptoB AP, noaaepxmBaeMblX YCTPOUCTBOM.

active: ykasbiBaeT, 4YTO MNOPTbl AaKTMBHO [O00aBMATCA K MNOPTY
anHamuyeckoro AP.

passive: ykasblBaeT, 4YTO MOpPTbl MNAacCMBHO [O00aBRAOTCA K MOPTY
anHamuyeckoro AP
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HacTpolika arpermpoBaHHOro nopTa

Mo ymonyaHuio

Mo ymonuanuio k ntobomy nopty LACP AP He pobasnsioTtca dusnyeckme
nopTbl

KomaHgHbIn
pexmnm

Pexxum koHdurypaumm nHtepderca ykasaHHoro pmsmnyeckoro nopra

PykoBoacteo no
MCMOJIb30BaHUIO

Mcnonb3ynTte aTy KOMaHay B pexuMme KoHdurypaumm nHtepdenca, Ytobbl
Ao6aBnTb NOpThbl-yyacTHUKM kK nopTy LACP AP

NMPUMEYAHMUE: koHdurypauus nopta-yvacTtHuka LACP Ha o6omx koHLax KaHana gofmkHa ObiTb

cornacoBaHHOMN.

Hactpownka naeHtucpukaropa cuctemol LACP
e  OnuuoHanbHo.

e Hactponte wuaeHTUdUKATOP CUCTEMDI

LACP, «korgpa LACP-nopTbl HECKOSbKUX

(MakcMMyMm YeTbipe) He3aBMCUMbIX YCTPONCTB AOIMKHbI cornacoBaTbca ¢ LACP-nopTom
onpeaeneHHoro ycrtponcrtea. Hactponte ugeHtudpukatop cuctembl LACP BmecTe C
noeHTudgukaTopom yctponctasa LACP.

KomaHga lacp system-id system-id
Onuncanue system-id: yka3biBaeT CUCTEMHbLIN MAEHTUAMKATOP rPynnbl arperaunn. 3To
napameTpoB JormkeH 6bITb aencTBuTeNbHBLIN MAC-aapec unicast-pacchinku

Mo ymonyaHuio

Naoentndpukatop cuctemol LACP — 3to MAC-agpec uayctponcTea no
YMOJ4aHuo

KomaHgHbIn
peXmm

Pexxum koHdurypaumm nHtepderica

Pykosoacteo no
NCMNOMb30BaHUIO

Mcnonb3ynte 9Ty KOMaHOy B pexume KOHurypauum uHTepdenca ans
HaCTpOWKN ngeHTudukaTopa cucremol LACP

Hactpownka naeHtucpukartopa ycrpoucrsa LACP
e  OnuyuoHanbHo.

e Hactpoute wngeHTudukatop ycrponctsa LACP,

korga LACP-nopTbl HECKOSbKUX

(MakcMMyM YeTbipe) He3aBUCUMbIX YCTPOWCTB AO0MKHbI cornacosatbesl ¢ LACP-nopTtom
onpegeneHHoro yctponcrea. Hactponte nageHtudukatop ycrponictsa LACP BmecTe ¢
naeHTndpukatopom cuctemol LACP.

@ §) QTECH
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KomaHga lacp device number
Onucanuve number: ykasbiBaeT uAOeHTUUKATOP YCTPOUCTBA TrpyMnnbl arperauuu.
napameTpoB 3HaueHune Bapbupyetcs ot 0 o 3
Mo ymonuyanuio | geHTtudpumkatop yctponctea LACP no ymonyaHuo paseH 0
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KomaHgHbIn
pexmm

Pexxum koHgurypaumm nHtepderica

PykosoacTteo no
NCNonNb30BaHWIO

Mcnonb3ynte aTy KOMaHOy B pexume KOHurypauum uHTepdenca ang
HacTpoKrku ngeHtTudgukaTopa ycrponctasa LACP

HacTpounka npuoputerta cucrtemol LACP
e  OnuyuoHanbsHo.

e BbinonHuTe 3Ty HacTpoKKy, Korga Bam HY)KHO HAaCTPOUTb NPUOPUTET NAaeHTUdMKaTopa

CUCTEMBI.
noeHTngukaTopa

MeHbLuee Ha ©Oonee

oonee

BbICOKUM
BbICOKUM

3HayeHue YykasblBaeT
cuctembl.  YCTPOUCTBO C

npuoputeT
npuopuTeToM

naeHTMdukaTopa cuctembl BoioMpaeT nopt AP.
e  BbinonHute 3Ty HACTPOWKy Ha ycTponcTeax ¢ nogaepxkov LACP.

KomaHga lacp system-priority system-priority
Onucanue system-priority: ykasblBaeT cucTeMHbIn npuoputeTr LACP. [uanasoH
napameTpoB 3Ha4veHun ot 0 go 65535

Mo ymonyaHuio

Mo ymonyaHuio cuctemHbln npuoputeT LACP paseH 32768

KomaHgHbIn
peXmm

Pexxm rmobanbHon KoHdurypauum

Pykosoacteo no
NCMNOMb30BaHUIO

Mcnonb3synte a3ty komaHay B pexume rnobanbHOW KoHdurypauum nns

HacTporku cuctemHoro npuoputeta LACP. Bce anHamunueckue
KaHanbl-y4aCTHUKM uMelT obwmn cuctemHoln  npuoputetr LACP.
M3meHeHne cuctemHoro npuoputeta LACP nosnusetr Ha Bce

KaHanbl-y4acTHMKN. YTOObl BOCCTAaHOBWUTbL HACTPOWKM MO YMOJSYaHMIO,
3anyctuTe no lacp system-priority B pexxmme KoHuUrypauum nitepdenca

Hactpownka npmoputeTa noprta-y4yactHmka LACP
e  OnuyuoHanbHo.

° BbinonHute Ty HaCTpOVIKy, eClin BaM HYXHO YyKa3aTb npuoputet VILI,eHTI/l(bVIKaTOpa

nopra.

MeHbLUee

3HayeHne YykasblBaeT Ha 0Oonee BbICOKMA  npuopuTeT

noeHTudukatopa nopta. NopT ¢ HaMBbLICLLUMM NPUOPUTETOM MAEHTMdMKATOpa nopTa
Oypet BbIbpaH B kayecTBe master-nopTa.

e  BbinonHute 3Ty HACTPOWKY Ha ycTponcTeax ¢ nogaep>xxkon LACP.

KomaHga lacp port-priority port-priority
OnwucaHve port-priority: ykasblBaeT npuopuTeT nopta-yyactHuka LACP. [uana3soH
napameTpoB 3HayeHun ot 0 oo 65535

Mo ymonyanuio

Mo ymonyaHnuio npuoputeT nopTa-yvacTtHuka LACP paeeH 32 768
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HacTpolika arpermpoBaHHOro nopTa

KomaHgHbIn
pexmm

Pexxum koHGurypaumm nHtepderca ykasaHHoro pusmnyeckoro nopta

PykosoacTteo no
NCNonNb30BaHWIO

Wcnonb3ynte aTy komaHay B pexume rrnobanbHow KoHdurypaumm, 4Tobbl
HacTpouTb npuopuTeT nopTa-ydactHuka LACP. [Ona BoccTaHoBReHuUs
HacTpoek 3anyctute no lacp port-priority B pexume KoHdurypauum
WHTepdenca

HacTtpowka pexnma Tanm-ayta noptoB-y4actHukoB LACP
e HeobGsa3aTenbHbIN.
° Ecnu Bam HYXXHO peann3oBaTb o6Hapy>KeHV|e cbosa KaHana B peanbHOM BpeMEHN,

HacTponTe peXuM KOPOTKOro Tamm-ayTa.

LACP Tpebyetca 90 cekyHn pAansg

oBHapyxeHus cbosi CoeaUHEHNsI B pexnume OUTENbHOro TarM-ayTa U 3 CeKyHabl B
pexxmmMe KOpoTKOro Tanm-ayTa. (Bpems Tanm-ayta no ymMon4aHuio B peXXmme KOpOTKOro
Tanm-ayTa LACP cocTtaBnset 3 cekyHObl. OTO 3HAYEHNE MOXHO U3MEHUTD.)

e BbinonHute 39Ty HacTpowKy Ha ycTpomctBax € nogaepxkon LACP, Takux Kak
KOMMYyTaTopbI.

KomaHpa

lacp short-timeout

Mo ymonyaHuio

LACP

Mo ymMonyaHuIO pexum Tanm-ayTa —

ONNTENbHbIN TanM-ayT

NnopTOB-Y4aCTHUKOB

KomaHgHbIn
peXmm

Pexxum koHdurypaumm nHtepderica

PykoBoactBo no
NCNonNb30BaHWIO

Pexum Tanm-ayta nogoepxmnBaeTcy TOMNbKO PU3NYECKUMU NopTaMMU.

UTtoObl BOCCTAHOBUTbL HACTPOWMKKM MO YMOYaHuUio, 3anyctuTte no lacp short-
timeout B pexxume KoHpUrypauumn nHtepdgeinca

HacTtponka BpemMeHM TamMm-ayTa CUCTEMbI

TaMm-ayTa

LACP B pexume KOpPOTKOro

e  OnuuoHanbHo.

e HacTtponte aTy dyHKUMO, Korga Heob6XOAMMO HacTpouTb TanmM-ayT YCTPOWCTBa B
pexxmme KOpoTKoro Tanm-ayta LACP.

e HactpounTe 3Ty pyHKUUIO HA YCTPONCTBaX, NoaaepXunsarowmx yHkuuio LACP.

KomaHga lacp short-timeout period value
Onucanuve value: ykasblBaeT BpeMs TaM-ayTa B pexuMMe KOpPOTKOro Tarm-ayTa.
napameTpoB 3HayeHune BapbupyeTcsa oT 3 cekyHa Ao 90 cekyHa,

Mo ymonyanuio

Tanm-ayT N0 yMONYaHWO B pPEeXMMe KopoTkoro Tawmm-ayta LACP
cocTaBnsaeT 3 cekyHabl

KomaHgHbIn
pexmm

Pexwnm rnobansHon KoHdUrypaumm
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PykosoacTteo no
NCMNOMb30BaHUIO

B pexume rnobanbHoOM KOHdMrypaumm 3anyctute KomaHngy, 4ToObl
HacTpoOUTb TarMM-ayT B pexumme KopoTkoro Tanm-ayta LACP. Bce rpynnbl
ANHAMNYECKNX KaHanoB, HACTPOEHHbIE Ha YCTPOWCTBE, UMEIOT OAMHAKOBbIN
TanM-ayT B pexumme KopoTkoro tamm-ayta LACP. U3ameHeHne 3HadeHus
NoBNUSET Ha BCe arperaTHble rpynnbl Ha KommyTaTtope. B pexunme
KOHcurypauum mHTepdenca sanyctute komaHgy no lacp short-timeout
period, 4Tobbl BOCCTAaHOBUTL TaWM-ayT B peXume KOPOTKOro TanM-ayTa
LACP fo 3HayeHus no ymon4yaHuio

4.5.2.4. NpoBepka

e 3anyctute show running, 4To6bl 0TOOpPa3nTb KOHMUrypawumio.

e 3anyctute show lacp summary, 4Tobbl 0TO6pPa3nTL cocTosiHne kaHana LACP.

KomaHga show lacp summary [ key-number ]

Onuncanue key-number: ykasbiBaeT Homep nopta LACP AP
napameTpoB

KomaHaHbIn JTro6on pexum

pPEeXUM

PykoBogcTBo no
NCNoNb30BaHMIO

NHudopmaunsa o6o Bcex noptax LACP AP otobGpaaetcs, ecnu Bbl He
ykaxeTe key-name.

NaoeHTudmkatop cuctembl M naeHTUduKaTop ycTpomncTea oTobpaxaeTcs,
€CINN HacCTPOEHbI

QTECH#show lacp summary
System 1d:32768, 0000.1236.54aa

Flags: S - Device is requesting Slow LACPDUs F - Device is requesting
Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 2:

System Id: 0000.1236.54aa Device num : 1

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Tel/0/1 SA down 32768 0x2 0x4001 0x45
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State
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Tel/0/1 SP 0 0000.0000.0000 0x0 O0x0 0xO0

4.5.2.5. NMpumep koHUrypauum
Hactpownka LACP

Cuenapun:

KommyTarop A KommyTtartop B

GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

MAC: 08c6.b300.0001 MAC: 08¢6.h300.0002
CuctemHbin npuoputeT: 4096 CuctemHblin npuoputeT: 61440

PucyHok 4-4.

Warwn
HaCTPOWKK

Ha kommyTtaTope A ycTaHoBuTe Ons cuctemHoro npuoputeta LACP
3HayeHue 4096.

Bkntounte  guMHaMuuyeckyro — arperauui KaHanoB  Ha  nmopTax
GigabitEthernet1/1 n GigabitEthernet1/2 Ha kommyTaTope A n gobaBbTe
noptbl B nopT 3 AP LACP.

Ha kommyTtaTope B ycrtaHoBuTe gnsi cuctemHoro npuoputeta LACP
3HayeHue 61 440.

Bknounte  guMHaMuyeckyro — arperauuio KaHanoB  Ha  nopTax
GigabitEthernet2/1 n GigabitEthernet2/2 Ha kommyTaTope B n nobaBbTe
noptbl B nopT 3 AP LACP

Kommy-
Tatop A

SwitchA# configure terminal

SwitchA(config)# lacp system-priority 4096
SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3 mode active

SwitchA(config-if-range)# end

Kommy-
Tatop B

SwitchB# configure terminal

SwitchB(config)# lacp system-priority 61440
SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3 mode active

SwitchB(config-if-range)# end

MpoBepka | 3anyctute komaHgy show lacp summary 3, 4To6bl NPOBEPUTL, COAEPXKMUT NN
nopt 3 AP LACP noptbl-ydyacTtHukn GigabitEthernet2/1 n GigabitEthernet2/2
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Kommy- SwitchA# show LACP summary 3
Tarop A System Id:32768, 08c6.b3.0001
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Aggregated port 3:
Local information:
LACP port Oper Port Port
Port Flags State Priority Key Number State
Gil/1 SA bndl 32768 0x3  0xI 0x3d
Gil/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:
LACP port Oper Port Port
Port Flags Priority Dev ID Key Number State
Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0x3d
Kommy- SwitchB# show LACP summary 3
TETe = System 1d:32768, 08c6.b3.0002
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Aggregated port 3:
Local information:
LACP port Oper Port Port
Port Flags State Priority Key Number State
Gi2/1 SA bndl 32768 0x3  0xI 0x3d
Gi2/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:
LACP port Oper Port Port
Port Flags Priority Dev ID Key Number State
Gi2/1 SA 32768 08c6.b3.0001 0x3  Ox1 0x3d
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Gi2/2 SA 32768 08c6.b3.0001 0x3 0x2 0x3d

4.5.3. BknroyeHue LinkTrap

4.5.3.1. 3cpdekT KoHduUrypaumm

Bkntounte cuctemy c LinkTrap ana otnpaBku coobuweHunn LinkTrap npu nameHeHun KaHanos

arperauun.

4.5.3.2. llarn HacTponku

BkntoyeHue LinkTrap ansa nopta AP
e HeobsasaTenbHbIN.

e Bkntouute LinkTrap B pexume HacTporku uHTepdenca. o ymonuanmo LinkTrap
BkrtodeH. CoobuweHuns LinkTrap oTnpaBnsitoTCst NpyM MI3MEHEHMN COCTOSHMSA KaHana unm
npoTtokona nopta AP.

e  BbINonHMTE 3Ty HACTPOWKY Ha YCTPONCTBax c nogaepkkon AP.

KomaHpa

snmp trap link-status

Mo ymonyaHuio

Mo ymonyaHuio LinkTrap BkntoyeH

KomaHgHbIn
peXmm

Pexxum HacTponkn nHtepdenca ykasaHHoro nopta AP

PykosoacTteo no
NCMob30BaHUIO

Mcnonb3ynTe aTy koMaH4y B pexume KoHgurypauum nHtepderica, 4tobbl
BkntounThb LinkTrap ansa ykaszaHHoro nopta AP. lNMocne BkntoveHus LinkTrap
coobueHns LinkTrap oTnpaBnstoTcs npyM M3MEHEHUN COCTOSIHUS KaHana
nopta AP. B npoTuBHOM cnyyae coobuieHus LinkTrap He oTnpaBnsoTcs.
Mo ymonyaHuio LinkTrap BkntodeH. YTobbl oTkntounTb LinkTrap gnga nopta
AP, 3anyctute no snmp trap link-status B pexume KoHurypauum
nHTepdemnca.

LinkTrap Henb3si BKAOYMTbL OS19 ONpedeneHHoro noprta-yydyactHuka AP.
YTtobbl BKNtouMTbL LinkTrap ana Bcex nopTtos-yyYacTHukoB AP, 3anyctute
aggregateport member linktrap B pexume rnob6ansHoON KoHUrypauum

BknroyeHune LinkTrap ans nopToB-y4yacTHUKOB AP
e  OnuyuoHanbHo.
e [lo ymonuaHuto LinkTrap oTknoyeH Ansg nopToB-y4acTHUKoB AP.

e BbinonHute 3Ty HACTPOWKY Ha YCTPONCTBAx C nogaepxkon AP.

KomaHpa

aggregateport member linktrap

Mo ymonuyaHuio

Mo ymonyaHuto LinkTrap oTkrnoYeH ans nopTos-yvyacTHUkos AP

KomaHgHbIn
pexnm

Pexwnm rnobansHon KoHdUrypaumm
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PykoBoacTBo Mo
NCNoNb30BaHMIO

Mcnonb3ynTe aTy KOMaHAy B pexume rnobanbHon KoHUrypauum, 4tobol
BkNtounTh LinkTrap ana Bcex nopTtos-ydacTHukoB AP. 1o ymondaHuio
coobweHnsa LinkTrap He oTnpaBnsAlTCA MNPU U3MEHEHUN COCTOSIHUSA
coefvHeHnsa nopToB-y4acTHMKoB AP. YTobbl oTkntounTb LinkTrap gns Bcex
nopToB-y4yacTHMkoB AP, 3anyctute no aggregateport member linktrap B
pexume rnobanbHOn KoHurypauum

4.5.3.3. lpoBepkKa

e 3anyctute show running, 4To6bl 0TOOpPa3nTb KOHMUrypawumio.

o [locne BkntoyeHuna LinkTrap Bbl MOXeTe oTcnexusaTtb 3Ty (pyHKUMIO Ha nopTax AP unu
MX MNOPTax-y4acTHMKaX C MOMOLLbI0 NporpammMHoro obecnevyeHms MIB.

4.5.3.4. NMpumep KoHUrypaumum

BkntoyeHue LinkTrap ana noptoB-y4yacTHUKOB AP

CueHapui:

KommyTtarop A KommyTtatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-5.

Warwn
HaCTPOWKM

[o6asbTte nopTbl GigabitEthernet 1/1 u GigabitEthernet 1/2 Ha
komMyTaTope A Kk nopty 3 ctatudeckoro AP.

[o6asbTte nopTbl GigabitEthernet 2/1 un GigabitEthernet 2/2 Ha
kommyTaTope B k nopty 3 ctatuyeckoro AP.

Ha kommyTtatope A oTkntounte LinkTrap ana nopta AP 3 1 Bkniounte
LinkTrap gns ero nopToB-y4aCTHUKOB.

Ha kommyTtatope B otkntouute LinkTrap ana nopta 3 AP 1 Bknounute
LinkTrap ons ero noptoB-y4acTHukoB AP

TOop A

KommyTa- SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport member linktrap
SwitchA(config)# interface Aggregateport 3
SwitchA(config-if-AggregatePort 3)# no snmp trap link-status

Top B

KommyTa- SwitchB# configure terminal
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SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport member linktrap
SwitchB(config)# interface Aggregateport 3
SwitchB(config-if-AggregatePort 3)# no snmp trap link-status

Mpoeepka | 3anyctute show running, 4ToObl NpoBepUTL, BKIOYeH nu LinkTrap gns nopta

AP 3 v ero nopToB-y4aCTHUKOB

KommyTa- SwitchA# show run | include AggregatePort 3
TOop A

Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp trap link-status

SwitchA# show run | include AggregatePort

aggregateport member linktrap

KommyTa- SwitchB# show run | include AggregatePort 3
TOop B

Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp trap link-status

SwitchB# show run | include AggregatePort

aggregateport member linktrap

4.5.4. Hactpouka pexmma 6anaHCUpPOBKU Harpy3kKu

4.5.4.1. dcpdekT KoHduUrypaumm

Cuctema pacnpegensier BXOAsLMe nNakeTbl MO KaHanam-yyacTHMKam, WCNoSb3ys
yKasaHHbIi anroputm 6GanaHcupoBkM Harpysku. [MOTOK makeToB C COrnacoBaHHOW
dyHKUMEN nepepaeTcsa MO O4HOMY KaHany-y4yacTHUKY, TOrga Kak pasHble MOTOKM
NakeToB pPaBHOMEPHO pacnpefensaiTca no pasHbiM - KaHanam. YCTPOMCTBO C
paclwmpeHHon GanaHCMpPOBKOM Harpysku CHadana onpegensieT Tun nepegaBaemblxX
NakeToB W BbINONHAET GanaHCUPOBKY Harpy3kn Ha OCHOBE YKa3aHHbIX NOMen B NakeTax.
Hanpumep, nopt AP BbiNonHsaeT 6GanaHCUMpOBKY Harpy3ksm Ha OCHOBE WCXOAHOro
IP-agpeca ans nakeToB, COAEpXKaLLMX MOCTOAHHO MEHSIOLLNNCA NCXoaHbIn IPv4-agpec.

B pacwupeHHOM pexume 6GanaHCUMPOBKM HArpy3km HacTponte KoadhpuumeHT
XeLlU-HenonagokK, YTobbl rapaHTUPOBaThb, YTO O4HM U TE XXe NakeTbl OT ABYX YCTPONCTB
ofHoro Tvna ByayT pacnpenensaTbCa No pasHbiM KaHanam.

B pacwupeHHOM pexume 6anaHCMPOBKM Harpysku BKIIOYUTE XeLU-CUHXPOHW3aLUMIO,
yTobbl rapaHTMpoBaTtb, 4YTO nakeTbl uplink- 1 downlink-kaHanoB ogHoro Tvna GyayT
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nepegasaTbCH MO OQHOMY M TOMY Xe kaHany. Hanpumep, npu 6anaHcnpoBKe Harpysku
Ha OCHOBE MUCXOOHOro n uenesoro IP-agpecoB BKMOYMTE XELU-CUHXPOHM3AUMIO Ans
nakeToB |IPv4, 4yTobbl rapaHTMpoBaTtb, 4YTO nakeTbl IPv4 uplink- n downlink-kaHanos
OyoyT nepegaBaTbCs N0 OQHOMY U TOMY Xe NyTu.

4.5.4.2. NMpumeyaHus
e PasnnyHble hakTopbl HEMOSTAAOK MOryT MPUBECTU K OOAHOMY M TOMY Xe adeKTy
Henonapaok.
e BkniouuTte unn oTKNounTE Xel-cnuHxpoHmnsaumio ansa IPv4, IPv6, FCoE 1 On no mepe
HeobXxoaMMOCTW.
4.5.4.3. larn HacTponkm
e Hactporika anroputma rnobansHon 6anaHCMpoBku Harpy3ku nopta AP.
e (OnuuoHanbHO) BbINONHUTE 3Ty HACTPOWKY, €CNU BaM HYXXHO OMNTUMU3NPOBATb
BGanaHCcMpoBKY Harpysku.
e  BbinonHuTe 3Ty HACTPOWKY Ha YCTPONCTBAx C nogaepxkon AP.
KomaHga aggregateport load-balance { dst-mac | src-mac | src-dst-mac | dst-ip |
src-ip | src-dst-ip | src-dst-ip-l14port | enhanced profile profile-name }
Onucanve dst-mac: ykasbiBaeT, 4TO Harpyska pacnpegensietca Ha OCHOBe
napameTpoB MAC-agpecoB HazHa4YeHWs1 BXOASALLMX NaKeToB.

Src-mac: ykasblBaeT, YTO Harpyska pacnpegensieTcd Ha OCHOBE UCXOOHbIX
MAC-agpecoB BXOOALLMX MAKETOB.

src-dst-ip: ykasblBaeT, 4YTO Harpy3ka pacnpegensietca Ha OCHOBe
NCXOAHOro 1 KoHeYHoro IP-agpecoB BXOAALLNX NAKETOB.

dSt-ipZ yKasblBaeT, YTO Harpyska pacnpenensercd Ha ocHoBse |IP-agpecoB
Ha3Ha4YeHnd BXOOALLNX MaKeToB.

Src-ip: ykasblBaeT, YTO Harpyska pacnpenensieTcsd Ha OCHOBE MCXOAHbIX
IP-agpecoB BXOOALWMX NaKeToB.

src-dst-mac: ykasblBaeT, 4YTO Harpyska pacnpegensietcd Ha OCHOBe
MAC-agpecoB UCTOYHMKA U NnorydaTerns BXOOALMX NakeToBs.

src-dst-ip-l4port: ykasbiBaeT, 4TO Harpyska pacnpegensercs Ha OCHoOBe
ncxogHoro |IP-agpeca n IP-agpeca HasHadeHusl, a Takke HOMepOoB
NCXOAHOrO 1 LieNeBoro nopToB ypoBHS 4.

enhanced profile profile-name: ykasbiBaeT MMsi paclUMpeEHHOro nNpogounns
GanaHCMpOBKM Harpy3ku

Mo ymonuanuio | banaHcmpoBka HarpyskMm MOXET OcHoBbiBaTbcA Ha MAC-agpecax

MCTOYHMKA W nonyyatens (NnpyMeHuMo K KommyTatopam), |P-agpecax
MUCTOYHMKa UK nonyyatensa (MPUMEHMMO K LWr3aMm) wunuv npodune
paclwmpeHHon GanaHCMpOBKM Harpysku (MPUMEHMMO K KOMMyTatopam C
NUHenHbIMKN kapTamu CB)

KomaHaHbIn Pexnm rnobanbHon KoHdUrypaumm

peXxmm
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PykosoacTteo no
NCMNOMb30BaHUIO

UToObl BOCCTAHOBWUTbL HACTPOMKM MO  YMOMYaHWIO, 3anyctute no
aggregateport load-balance B pexunme rnodanbHON KOHUrypaumm.

MoxHo 3anycTuTb aggregateport load-balance B pexume koHcurypauum
UHTepdenca nopta AP Ha ycTpoWCTBax, KOTOpble MOAOEPXKMBAKOT
HacTporky GanaHCMPOBKM Harpy3kM Ha KOHKpeTHom nopty AP.
KoHdourypauma B pexume KoHduUrypaumm uHTepdenca npesanupyer.
UToObl OTKNIOYMTL anropuTM GanaHCMPOBKM Harpysku, 3anycTute no
aggregateport load-balance B pexume koHdUrypaumm nHTepdenca noprta
AP. lMocne atoro BcTynaet B cuiy anroputM OanaHCUpOBKM Harpysku,
HaCTPOEHHbIN B pexume rnobanbHOn KOHUrypauum.

MoxHo 3anycTuTb aggregateport load-balance B pexume kKoHdburypauum
WHTepcbennca nopta AP Ha yCTpPoOUCTBaX, KOTOpble mnoagepXusaroT
HaCTPOViKy 6anaHCMpPOBKM Harpy3kn Ha KOHKPETHOM nopTy AP

NMepenmeHoBaHue npocuna ynyyweHHON 6anaHCUPOBKU Harpy3ku

e [lo ymonyaHuio, ecnu YCTPOMUCTBO MoAdEpPXKMBAET paclUMpPeHHY0 GanaHCUpoBKy
Harpysku, cuctema cosgaeTt npoduib C UMEHEM MO YMOMYaHWUIO AN YrydlWweHHOM
GanaHcUpoBKM Harpy3ku. BbiNomHUTE 3Ty HACTPOWIKY, KOrAa Bam HY)kKHO nepeMmeHoBaThb
npocdunb UNM BOCCTaHOBWUTb HACTPOMKM MO yMon4yaHuio. B ocTanbHbIX cryyasx
KOHUrypaumsa HeobsizatenbHa.

e BblnonHMTE 3Ty HACTPOWKY Ha YCTPOWCTBAX, MNOLAEPXMBAIOLINX pPaCLLUNPEHHYIO
GanaHCcMpOoBKY Harpy3ku, Taknx Kak KOMMyTaTopbl arperaumm u KOMmyTaTopbl agpa.

KomaHga load-balance-profile profile-name
Onucanwue profile-name: ykasbiBaeT nmsa npodusisi, KOTOpoe MOXET coaepxatb Ao 31
napameTpoB cvMmBoOrna

Mo ymonuyaHuio

Wms npocmns no ymonyaHuio — default

KomaHgHbIn
peXmm

Pexxmum rnobanbHon KoHdurypaumm

PykoBoacteo no
NCNoNb30BaHWIO

YTo6bl BONTW B pexunm npodunsa no ymonyaHuio, 3anyctute load-balance-
profile default. YTto6bl nepeumeHoBaTb pacCLUMPEHHbIN NPOPUNb
GanaHcupoBKkM Harpysku, 3anyctute load-balance-profile profile-name.
UTob6bl BOCCTAHOBUTL MMSA Npodunsa no ymonyanuto, 3anyctute default
load-balance-profile B pexume rnobanbHon KoHdUrypaumm. YTobbl
BOCCT@HOBUTb HACTPOMKM GanaHCMpPOBKM Harpyskm Mo yMOMNYaHuIo,
3anyctute default load-balance-profile profile-name B pexume
rno6anbHON KOHdUrypauum.

Mmo6anbHO noggepXuBaeTcs TONMbKO oavH npodunb. lMoxanyncra, He
yoanante npocdunb. YTtobbl 0TOGpasMTb pacluMpeHHbIn  Npodusb
©anaHcupoBKM Harpy3ku, 3anyctute show load-balance-profile

HacTpownka pexuma 6anaHCMpPOBKU Harpy3Ku NakeToB YPOBHS 2

e  (OnuuoHanbHO) BbiNnonHWTE 3Ty HACTPOMKY, YTOObI ykasaTb pexunm GanaHCUpoBKK
Harpy3ku nakeToB YPOBHS 2.
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e BblnonHMTE 3Ty HACTPOWKY Ha YCTPOUCTBAX, MNOLAEPXMBAIOLNX pPaCLLUMPEHHYIO
GanaHCcMpOBKY Harpy3ku, TakMx Kak KOMMyTaTopbl arperaumm n KOMmyTaTopbl agpa.

KomaHga 12 field { [ src-mac ] [ dst-mac ] [ 12-protocol ] [src-port ] [dst-port] }
Onuncanwne Src-mac: ykasblBaeT, YTO Harpyska pacnpegensietcds Ha OCHoBe
napameTpoB MAC-agpecoB UCTOYHMKA BXOAALLMX NAKETOB YPOBHSA 2.

dst-mac: ykasbiBaeT, 4YTO Harpy3ka pacnpegensietcd Ha OCHOBe
MAC-agpecoB HasHa4YeHUs BXOLSLLMX MAKETOB YPOBHSA 2.

|2-protocol: ykasbiBaeT, YTO Harpyska pacnpegensieTcs Ha OCHOBE TUMOB
MPOTOKOSIOB YPOBHS 2 ANl BXOASALLMX NaKeTOB YPOBHS 2.

src-port: ykasbiBaeT, YTO Harpyska pacrnpegensercd Ha OCHOBe ropTta
naHemnn ana BXoaAawmnx naketoBs ypoOBHA 2

Mo ymonyaHuio

Mo ymonyaHuio pexxmm GanaHCUMpOBKW Harpy3ku NakeToB YyPOBHSA 2 — Src-
mac n dst-mac

KomaHgHbIn
peXnm

Pexnm koHdurypaumm npodouns

Pykosoacteo no
NCMNOMb30BaHUIO

YT106blI BOCCTAHOBUTL HACTPOWMKN MO yMon4yaHuio, 3anyctute no 12 field B
pexunme KoHdurypaummn npodouns

HacTtpoika pexnma 6anaHcMpoBKU Harpy3ku naketoB IPv4
e  OnuyuoHanbHo.
o BbinonHute Ty HaCTpOVIKy, 4TOOBI YKa3aTb pexum 6aJ'IaHCI/IpOBKI/I Harpy3km naketoB

IPv4.

e BbinonHuTe 3Ty HaAcTpoiWiKky Ha YCTPOWCTBaAx, MNOAAEPKMUBAIOLLMX PaACLUMPEHHYHO
GanaHcUpoBKy Harpysku, Takux kKak KOMMyTaTopbl arperaumm u KOMMyTaTopbl sSapa.

KomaHga ipv4 field {[ src-ip ] [ dst-ip ] [ protocol ] [ l14-src-port ][ 14-dst-port ] [ src-
port]}

Onucanve Src-ip: ykasbiBaeT, YTO Harpyska pacnpegensietcd Ha OCHOBE MCXOAHbIX

napameTpoB IP-agpecoB Bxoadawmx naketos 1Pv4.

dst-ip: ykasbiBaeT, UTO Harpyska pacnpegensierca Ha ocHoBe IP-agpecos
Ha3Ha4YeHunsa BXoasLmMX nakeTtos 1Pv4.

protocol: ykasbiBaeT, YTO Harpyska pacrnpegensietcs Ha OCHOBE TUMOB
NPOTOKOMNOB BXOAALLMX NakeToB |Pv4.

l4-src-port: ykasblBaeT, 4YTO Harpyska pacrnpefenserca Ha OCHOBe
HOMEPOB UCXOAHbIX MOPTOB YPOBHSA 4 BXOAALLNX NakeToB |Pv4.

|4-dst-port: ykasbiBaeT, YTO Harpyska pacrnpegenseTca Ha OCHOBE HOMEPOB
NopTOB Ha3HaYeHUsa ypoBHSA 4 Ana BXoasdLwmx nakeTtos IPv4.

Src-port: ykasblBaeT, YTO Harpyska pacnpegensiercsa Ha OCHOBe nopTa
naHenu onsa Bxoasiwmnx naketos IPv4
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Mo ymonyaHuio

Mo ymonuyaHuio pexum 6anaHCcMpoBKWM Harpy3ku nakeTtos IPv4 — src-ip un
dst-ip

KomaHgHbIn
pexmnm

Pexxum koHdurypaumm npocpumnga

PykoBoacteo no
MCMOJIb30BaHUIO

UTtoObl BOCCTAHOBUTb HAaCTPOMKK MO YMOMYaHuio, 3anyctute no ipv4 field
B pexume HacTponkn npoduns

HacTtpoika pexnma 6anaHcMpoBKU Harpy3ku naketoB IPv6
e OnuyuoHanbsHo.

e BbinonHuTe 8Ty HAcTpoKKy, YTOObI yka3aTb pexvMm GanaHCMPOBKM HAarpysku nakeToB

IPVv6.

e BblnonHUTE 3Ty HACTPOWKY Ha YCTPOMWCTBaX,

nogaepXxuBatowmx GanaHcMpoBKy

Harpys3ku naketoB IPv6, Taknx kak KOMMYTaTOpPbI arperaum n KOMMyTaTopbl 44pa.

KomaHga ipv6 field {[ src-ip ] [dst-ip ] [ protocol ] [ |4-src-port ][ |4-dst-port ][ src-
port [}

Onucanue Src-ip: ykasblBaeT, YTO Harpyska pacnpenensietcsi Ha OCHOBE WCXOAHbIX

napameTpoB IP-agpecoB Bxogswmx naketos IPve6.

dst-ip: ykasbiBaeT, UTO Harpyska pacnpegensietcs Ha ocHoBe IP-agpecoB
Ha3HavyeHusa BxoasaLwmnx nakeTtos |Pv6.

protocol: ykasbiBaeT, YTO Harpyska pacnpefensieTcsl Ha OCHOBE TWIMOB
NPOTOKOSI0B BXOAALLMX NakeToB IPv6.

l[4-src-port: ykasblBaeT, 4YTO Harpyska pacrnpefenserca Ha OCHOBe
HOMEpPOB MCXOOHbIX MOPTOB YPOBHSA 4 BXOOALWMX nakeToB IPV6.

|4-dst-port: ykasblBaeT, YTO Harpy3ska pacnpegenserca Ha OCHOBE HOMEPOB
NopTOB Ha3Ha4YeHUs ypoBHSA 4 Ans BXOasLwmx nakeTtos |IPve6.

src-port: ykasblBaeT, YTO Harpyska pacnpemensietcss B COOTBETCTBUU C
HOMepaMmM UCXOOHbIX NOPTOB BXOAALLMX NakeToB |Pv6

Mo ymonuyaHuio

Mo ymonyaHuo pexmm GanaHCcMpoBKM Harpysku naketoB IPv6 — src-ip n
dst-ip

KomaHgHbIn
pexnm

Pexxum koHdurypaumm npocmnga

Pykosoacteo no
NCMNOMb30BaHUIO

YT106bI BOCCTAHOBUTL HACTPOWMKM MO YMOM4YaHuto, 3anyctuTte no ipv6 field
B pPeXMMe HacTPOnKu npouns

HacTtpoika pexxnma 6anaHCMpPOBKU NakeTHOM Harpy3ku MPLS
e  OnumoHanbHo.

e BbinonHuTe 3Ty HAcTpoOKKy, YTOObl yka3aTb pexum GanaHCMPOBKM HAarpysku nakeToB

MPLS.
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e BbinonHuTe 3Ty HACTPOMKYy Ha YCTPOWCTBAX, MNOAAEpKuBaloWmMx OGanaHCMpPOBKY
Harpysku naketoB MPLS, Takux kak KOMMyTaTopbl arperaumm n KOMmyTaTopbl aapa.

KomaHpa mpls field { [ top-label ] [ 2nd-label ] [3rd-label] [ src-ip ] [ dst-ip ] [ vlan ]
[ src-port ] [dst-port] [src-mac] [dst-mac] [protocol] [I4-src-port] [I4-dst-

port] [I12-etype] }

Onucanne Src-ip: ykasblBaeT, UTO Harpy3ka pacrnpenensietcsl Ha OCHOBE WCXOAHbIX
napameTpoB IP-agpecor Bxogswmx naketos MPLS.

dst-ip: ykasblBaeT, YTO Harpyska pacnpegensierca Ha ocHoBe IP-agpecos
Ha3HayeHuda Bxoaswmx naketos MPLS.

top-label: ykasbiBaeT, 4To Harpyska pacnpegensieTcs Ha ocHoBe top label
Bxoaswinx naketos MPLS.

2nd-label: ykasbiBaeT, UTO Harpyska pacnpegensieTcs Ha OCHOBE BTOPbIX
MeTOK BxoasaLwmx naketos MPLS.

3rd-label: ykasbiBaeT, UTO Harpyska pacnpenensaeTtcss Ha OCHOBE TPeTbUX
MeTOoK BxoasaLwmx naketos MPLS.

vlan: ykasblBaeT, 4TO Harpys3ka pacnpegensietcs Ha  OCHOBe
naeHTudukatopoB VLAN Bxogsawmx naketoe MPLS.

src-port: ykasblBaeT, YTO Harpyska pacnpegensietcss Ha OCHOBE HOMEPOB
MCXOAHbIX NOPTOB BXoasLwmx naketos MPLS.

dst-port: ykasbiBaeT, 4TO Harpy3ka pacrnpeaensieTcs Ha OCHoBe nopTta ans
nexogsawmx naketos MPLS.

src-mac: ykasblBaeT, 4TO Harpys3ka pacnpegensietcs Ha OCHOBe
MAC-agpecoB UCTOYHMKA Bxoadawwmx naketos MPLS.

dst-mac: ykasblBaeT, 4TO Harpyska pacnpegensietTcd Ha OCHOBe
MAC-agpecoB HasHa4vyeHus Bxoaswmx naketos MPLS.

protocol: ykasblBaeT, YTO Harpy3ka pacnpegensieTcss Ha OCHOBE TUIOB
NpoTOKOMoB Bxoadawwmx naketos MPLS.

l4-src-port: ykasbiBaeT, 4TO Harpyska pacnpegensietca Ha OCHOBe
HOMEPOB MCXOAHbIX MOPTOB YPOBHSA 4 BXoasAwWwmx naketos MPLS.

[4-dst-port: ykasbiBaeT, YTO Harpyska pacrnpegensieTcs Ha OCHOBE HOMEPOB
NMOPTOB Ha3Ha4yeHus ypoBHs 4 Bxoaswmx naketos MPLS.

[2-etype: ykasbiBaeT, YTO Harpyska pacrnpegensieTcsa Ha OCHOBE TUMOB
Ethernet naketoB MPLS

Mo ymonuaHuto | o ymonyaHuio pexum 6anaHcnpoBku Harpy3sku Ansa naketos MPLS — top-
label n 2nd-label

KomaHaHbIn Pexxum koHdurypaumm npocpumnga
pexmm

PykoBogcteo no | YTobbl BOCCTAHOBWTL HACTPOMKK NO YMOnYaHuio, 3anyctute no mpls field
NCMOMNb30BaHUIO | B pexumMe KoHdurypaumm npodoumns

NMPUMEMAHMUE: anroputm 6anaHcmpoBkM Harpy3kn MPLS gencTtByeT TOMbKO ANsi NakeToB
MPLS Layer-3 VPN.
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HacTtpowka pexxnma 6anaHcMpoBKU Harpy3ku naketoB TRILL
e  OnuuoHarnbHo.

L] BbinonHute Ty HaCTPOVIKy, YTOObI YKa3aTb pexum 6aJ'IaHCVIpOBKI/I Harpy3kun rnaketos

TRILL.

e BbinonHute 9Ty HACTPOMKY Ha YCTPOMCTBaX, nNogaepXuBarowmx 0OanaHCMpOBKY
Harpysku naketoB TRILL, Takux kak KOMMYyTaTopbl arperauum n KOMMyTaTopbl S4apa.

KomaHpa trill field { [vlan] [src-ip] [dst-ip ] [src-port] [dst-port] [src-mac] [dst-mac]

[4-src-port] [14-dst-port] [I2-etype] [protocol] [ing-nick] [egr-nick] }
OnwucaHve vlan: ykasblBaeT, 4TO Harpyska pacnpegenserca Ha OCHoOBe
napameTpoB naeHtndgpukatopos VLAN Bxogsawmx naketoB TRILL.

Src-ip: ykasblBaeT, YTO Harpyska pacnpenensieTcs Ha OCHOBE MCXOAHbIX
IP-agpecoB Bxogswwmx naketoB TRILL.

dst-ip: ykasbiBaeT, UTO Harpy3ka pacnpegensercs Ha ocHoBe |P-agpecoB
Ha3Ha4deHuns Bxogswmx naketos TRILL.

src-port: Tpacduk pacnpegensieTca B COOTBETCTBUM C HOMepamMu MOPTOB
NCTOYHMKa BXxoaswmx naketoB TRILL.

src-mac: ykasblBaeT, 4TO Harpyska pacnpegensercas Ha OCHOBe
MAC-agpecoB UCTOYHUKA BXxoadALmx naketoB TRILL.

dst-ip: ykasbiBaeT, 4YTO Harpy3ka pacnpegensietcs Ha OCHOBe
MAC-agpecoB HasHa4vyeHus Bxoaswmx naketos TRILL.

l4-src-port: ykasblBaeT, 4TO Harpyska pacrnpegenserca Ha OCHOBe
HOMEPOB MCXOAHbIX MOPTOB YPOBHS 4 Bxoaswmx naketos TRILL.

|4-dst-port: ykasblBaeT, YTO Harpy3ska pacnpegenserca Ha OCHOBE HOMEPOB
NopTOB HasHa4YeHUs ypoBHA 4 ons Bxoadawmx naketos TRILL.

|2-etype: ykasblBaeT, YTO Harpyska pacrnpefensieTcsi Ha OCHOBE TUMOB
Ethernet naketoB TRILL.

protocol: ykasbiBaeT, YTO Harpyska pacnpegensietcsa Ha OCHOBE TWUMOB
NPOTOKOMOB Bxoadawmx naketos TRILL.

ing-nick: ykasblBaeT, 4TO Harpyska pacrnpegenserca Ha OCHOBe
ncesnoHMMOB Ingress Rbridge ansa Bxogsawux naketos TRILL.

egr-nick: ykasblBaeT, 4TO Harpyska pacnpegensercsa Ha OCHOBe
nceesgoHmMmMoB Egress Rbridge Bxogsawmx naketoB TRILL

Mo ymonyaHuio

Mo ymonyaHuto pexxum 6anaHcnposkn Harpy3ku onsa naketoB TRILL — src-
mac, dst-mac u vlian

KomaHgHbIn
pexnm

Pexxum koHdurypaumm npocpumnga
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PykosoacTteo no
NCMNOMb30BaHUIO

YT106bI BOCCTAHOBUTHL HACTPOMKM NO yMon4yaHuto, 3anyctute no trill field B
pexnme HaCTPOMKM Npouns.

NPUMEYAHMUE: notokun naketoB TRILL Transit RBridge c6anaHcmpoBaHbl
Ha OCHOBe cneayoLmx nonen: ing-nick, egr-nick, src-mac, dst-mac, vlian
nl2-etype.

NPUMEYAHMUE: notokn naketoB TRILL Egress RBridge c6anaHcvpoBaHbl
Ha OCHOBEe crefyoLmx nonen:

e [lakeTbl ypoBHs 2: src-mac, dst-mac, vlan un |2-protocol.

e [lakeTbl ypoBHA 3. src-ip, dst-ip, l4-src-port, |4-dst-port,
protocol nvlan.
NMPUMEMYAHUE: nons src-port n dst-port MoryT mMcnonb3oBaTbCsa A1

OanaHcupoBkM Bcex notokoB naketoB TRILL Transit RBridge n TRILL
Egress RBridge

HacTtpoika pexnma 6anaHcupoBKU Harpy3ku naketoB FCoE
e  OnuuoHanbHo.
e  BbIinonHUTe 3Ty HACTPOWKY, YTODObI yKasaTb pexum 6anaHCUPOBKM Harpysku NakeToB

FCoE.

e BbinonHuTe 3Ty HACTPOMKYy Ha YCTPOWCTBAX, MNOAAEPXUBAOWNX OanaHCMpPOBKY
Harpy3ku naketoB FCOE, Takmx Kak KOMMyTaTopbl arperaumm n KOMMyTaTopbl sapa.

KomaHga fcoefield {[vlan] [src-port] [dst-port] [src-id] [dst-id] [rx-id] [ox-id] [fabric-
id]}

Onucanve vlan: ykasblBaeT, 4TO Harpys3ka pacnpegensietcs Ha  OCHOBe

napameTpoB noeHTudukatopo VLAN ansa exogsawmx naketos FCoE.

src-port: ykasblBaeT, YTO Harpyska pacnpegensieTcss Ha OCHOBE HOMEPOB
MCXOAHbIX NOpPTOB BXxoaswmx naketoB FCoE.

src-id: ykasblBaeT, 4TO Harpy3ka pacnpegenseTtcs Ha OCHoOBe
noeHTMMKaTOPOB NCTOYHMKOB nakeToB FCoOE.

dst-id: ykasbiBaeT, 4TO Harpy3ka pacnpegensietcs Ha OCHoBe
naoeHTMdurKkaTopoB HasHayeHus naketoe FCoE.

rx-id: ykasblBaeT, 4TO Harpyska pacnpegensieTcs Ha OCHOBe
naeHtndmkaTopoB Responder Exchange naketoB FCoE.

ox-id: ykasblBaeT, 4TO Harpyska pacnpegensercs Ha OCHOBe
naeHtndukaTopos Originator Exchange naketos FCoOE.

fabric-id: ykasbiBaeT, 4TO Harpyska pacrnpegensietcd Ha OCHOBe
noeHTndmrkatopos ceteBon cTpykTypbl FC naketoB FCoE

Mo ymonyanuio

Mo ymonyaHuio pexmm banaHcnpoBku Harpy3ku naketoB FCoE — src-id,
dst-id n ox-id

KomaHgHbIn
pexmm

Pexum koHdurypauum npodpuns
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PykosoacTteo no
NCMNOMb30BaHUIO

U106l BOCCTAHOBUTL HACTPOMKM MO YMONYaHuio, 3anyctute no fcoe field
B peXnme HaCTPOMKM Npocuns

HacTpouka cdaktopa Henonapok xewa
e  OnuuoHanbHoO

e BbinonHute 3ty onepaumto, 4ToObl cOanaHcMpoBaTb NakeTbl OAHOrO TUna Yyepes nopT
AP ans ycTpomncTB O4HOro Tuna.

KomaHpa hash-disturb string
Onucanwue string: ykasblBaeT CTPOKY CMMBOMOB, WCMNONb3yeMyld Ang pacyeTa
napameTpoB KoahpmumeHTa Henonagok xewla

Mo ymonyaHuio

Mo ymonyaHumio KoathdnUNEHT HENONAAOK XeLla He YCTaHOBIEH

KomaHgHbIn
peXmm

Pexxum koHdurypaumm npocumns

Pykosoacteo no
NCMNOMb30BaHUIO

YTto6bl BOCCTAHOBUTbH HACTPOWKM MO yMON4YaHuio, 3anyctute no hash-
disturb B pexume HacTporiku npoduns

BkrnroyeHne nnum oTknrovYeHue xeww-CUHXPOHU3aunum
e  OnuuoHanbHO

e  BuinonHute 3Ty onepaunto, 4Tobbl yoeamTtbes, Yyto uplink- n downlink-noTokn naketoB
OHOrO W TOrO e TUna NepeaaroTcsa No OOHOMY M TOMY Xe NyTu.

KomaHga hash-disturb {ipv4 | ipv6 | fcoe| on }
OnucaHue ipv4: ykasbIiBaEeT, YTO XeLU-CUHXPOHU3aLuus BKoveHa aAngd naketos IPv4.
napameTpoB

ipv6: yKkasbIBaeT, YTO XeLU-CUHXPOHN3aLmMs BKOYeHa Ans naketos IPv6.
fcoe: ykasbiBaeT, 4To Ana naketoB FCoE BkMoveHa xeLu-CMHXpoHU3aLms.

oNn: yKka3bliBaeT, YTO XeLl-CUHXPOHU3aL A BKIOYEeHa And nakeToB B Moayrne.
Pasnn4Hble Moaynun nogaepXmBarT pa3Hbl€ TUMblI NAKETOB

Mo ymonyanuio

YcTaHoBMTE €ro no Mepe HeobxoaAnMoCcTH

KomaHgHbIn
pexmm

Pexxum koHdurypaumm npocpumnga

PykosoacTteo no
NCMonb30BaHWIO

Korga xelw-cuHXpoHM3aums BkntoveHa ans naketoB IPv4, IPv6 n FCoE no
mepe HeobxogumocTu, ecnm uplink- n downlink-noTokM O4HOrO N TOro e
TMNa NakeToB He OOIDKHbI nepegaBaTbCA MO OOHOMY M TOMY XE MNyTw,
3anyctuTte popMy N0 3TOW KOMaHAbl B peXrUMe KoHurypaumm npouns

HacTpoika pexuma anroputma rnobanbHoro 6anaHca Tpaduka Ha AP

e OnuuoHanbHo.
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e BuinonHanTe 3Ty onepaumio Npu M3MEHeHUU Tpaduka, 4ToObl coxpaHuTb GanaHc
Tpacduika.
KomaHpa aggregateport algorithm mode number
Onuncanwne number: ykasbiBaeT pexum anroputma
napameTpoB

Mo ymonyaHuio

Pexum no ymonyaHuio 3aBucut OT npogykta. BeinonHuts komaHgy show
aggregateport load-balance, 4ToGbI NPOBEPUTH HACTPOWKN NO YMOMYAHWIO

KomaHgHbIn
pexmm

Pexnm rmobanbHon KoHdUrypaumm

Pykosoacteo no

3anyctute komaHay no aggregate port algorithm mode B pexume

NCNonb3oBaHWIO | rnobanbHon  KoHurypauun, 4Tobbl BOCCTAHOBUTb  HACTPOMKM MO
ymon4aHuto. 3anyctute komaHgy show running n show aggregateport
load-balance, 4Tobbl NpoBepUTL, BCTYNaeT N OHA B CUMNY

HacTtponka pexuma nony4vyeHna kKoadcdpuumeHta OGanaHCUpPOBKM AnA

TYHHeJ1IbHbIX NakeToB

e OnuuoHanbHo. MNpu BbINOMHEHMN GanaHCUPOBKN Harpy3kn UCMONb3ynTe 3Ty KOMaHay,
4yTOObl yKasaTb PEeXUM MNonyyYeHus koadduumeHTa 6anaHCMPOBKM AN KOHKPETHbIX
TYHHEIbHbIX NAKeToB, YTOObI ONTMMU3MPOBaTL GanaHCMPOBKY Tpadmka.

KomaHpa aggregateport hash-header {inner | outer | inner-outer}
Onucanne inner: ykasbiBaeT BHYTPEHHUI YPOBEHb B 3arofioBKe TYHHEMbHbIX NakeToB
napameTpoB B KayeCTBE UCTOYHMKA ANs NONyveHns koadduumeHTa 6anaHCMpOBKU.

outer: ykasblBaeT BHELUHUA YPOBEHb B 3arofioBKE TYHHEbHbIX NakeToB B
KayecTBe MCTOYHMKA A4S NonyYeHus koadduumeHTa 6anaHcUpoBKu.

inner-outer: ykasblBaeT Kak BHYTPEHHWA, TaKk M BHELWHWA YPOBHWU B
3arofioBke TYHHEIbHbIX MaKkeToB B KA4eCTBE MCTOYHMKA ANs MONyYeHus
KoaddpuumeHTa 6anaHCUpoBKM

Mo ymonyanuio

KOH(bVIpraLI,MFI Nno YMOJT4aHUIO 3aBUCUT OT NMpPOoAYKTa

KomaHgHbIn
pexnm

Pexnm rnobanbHon KoHdUrypaumm

Pykosoacteo no
NCMonb30BaHWIO

Ncnonbsynte cdopmy default aTon komaHabl, YTOObI BOCCTAHOBUTb PEXMM
cbopa AaHHbIX NO YMOMYaHMIO.

lMocne HacTpouku, ecnu komanga show running He oTobpaxaet
KOHpurypauuio, CKOHUrypMpoOBaHHbIA PeXUM cOoBNagaeT Co 3Ha4YeHUEeM
Nno yMOMN4aHuIo.

NPUMEYAHMUE: nopaepxuBaeMble napameTpbl KOHUrypauum n Tumbl
TYHHEIbHbIX MaKeToB 3aBUCAT OT NPoAyKTa
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4.5.4.4. MNpoBepka

e 3anyctute show running, 4Tobbl 0TOOpPa3nTbL KOHUrypauuio.
o 3anyctute show aggregateport load-balance, 4tobbl oTOGpa3nTL KOHUrypaumo

GanaHcMpoBKK

Harpy3kn. Ecnmn  ycTpolcTBO  nopaepxvBaeT  KOHMUrypaumo

GanaHcMpoBKK Harpy3ku Ha onpegeneHHom nopty AP, 3anyctute show aggregateport
summary, 4To6bl 0TO6pPa3nTb KOHGUIypaLUuIo.

e 3anyctute show load-balance-profile, 4Tobbl 0TO6pa3nTb pacLMpeHHbI NPodunb
GanaHCUpPOBKM Harpysku.

KomaHga show aggregateport aggregate-port-number [ load-balance | summary |

Onucaxve aggregate-port-number: ykasbiBaeT Homep nopta AP.

nEelpE LA SRl load-balance: oTo6paxaeT anroputm 6anaHcMpOBKY HarpysKu.
summary: otobpaxaeT CBOAKY MO KaXX4OMy KaHany

KomaHaHbIn JTro6on pexum

peXunm

PykoBoacteo no

MHudbopmauuna o Bcex noptax AP otobpaxaeTcsi, ecnn Bbl HE yKaxeTte

ncnosnb3oBaHuo | Homep nopta AP
QTECH# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance Ports
Agl 8 Enabled ACCESS dst-mac Gi0/2
KomaHga show load-balance-profile [ profile-name ]
Onuncanwne profile-name: ykasbiBaeT ums npoguns
napameTpoB
KomaHaHbIn JTro6on pexum
pexXunm

Pykosoacteo no
NCMonNb30BaHWIO

OTtobpaxatloTcs BCe paclumMpeHHble npodunn, ecnv He ykasaTb Homep
npocuns

QTECH# show load-balance-profile module0
Load-balance-profile: module0

Packet Hash Field:

IPv4: src-ip dst-ip

IPvé: src-ip dst-ip
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L2 : src-mac dst-mac vlan
MPLS: top-labe |2nd-label

4.5.4.5. NMpumep KoHUrypaumum

HacTtpowka pexmnma 6anaHcMpoOBKU Harpy3Kku

Cuenapun:

KommyTtartop A KommyTtatop B

GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-6.

Warwn
HaCTPOWKM

Ho6GaebTe noptbl GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha
koMmmyTaTope A k nopty 3 ctatmudeckoro AP.

Ho6GaebTe noptbl GigabitEthernet 2/1 n GigabitEthernet 2/2 Ha
koMmmyTaTope B k nopty 3 ctatudeckoro AP.

Ha kommyTaTope A HacTponTe 6GanaHCMpPOBKY Harpy3kum Ha OCHOBE
MAC-agpeca uctovHuka ans nopta 3 AP B pexume rnobanbHOm
KOHcpurypauuu.

Ha kommyTatope B Hactponite 6anaHCMpOBKY Harpy3kM Ha OCHOBE
MAC-agpeca HasHauyeHusi ansa nopta 3 AP B pexume rrnobanbHom
KOHpurypauuu

KommyTa-
TOop A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport load-balance src-mac

KommyTa-
TOop B

SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport load-balance dst-mac

MpoBepka | 3anyctute show aggregateport load-balance, 4TO06bI NpOBEPUTH
KOHUrypauuio anroputMma 6anaHcMpoBKY Harpysku
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KommyTa- SwitchA# show aggregatePort load-balance
Top A Load-balance : Source MAC
KommyTa- witchB# show aggregatePort load-balance
Top A

Load-balance : Destination MAC

HacTtponka ynpaBneHns 6anaHCMpOBKOMN XeLl-Harpy3Ku

Cuenapun:

KommyTtarop A KommyTtartop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-7.

LWarn
HaCTPOWKK

e [ob6aBbTe noptbl GigabitEthernet 1/1 un GigabitEthernet 1/2 Ha
KoMmmyTaTope A K nopTty 3 ctatuyeckoro AP.

e [ob6aBbTe noptbl GigabitEthernet 2/1 un GigabitEthernet 2/2 Ha
KommyTaTope B k nopty 3 ctatuyeckoro AP.

° Ha KOMMYyTaTope A oTkntounTe XeLW-CNHXPOHN3auun AnA naketoB
FCoE.

° Ha KOMMYyTaTope B oTtkntounte XeLW-CNHXPOHN3aLuun AnAd naketoB
FCoE.

e Ha kommyTtaTope A HacTponTe KoaddULMEHT XeLl-Henonagok A.
e Ha kommyTtaTope B HacTponTe KoadhdULMEHT XeLl-Henonagok B.
e Ha kommyTtaTope A BKMOUMTE rTMOKUIN XeLl.
e Ha kommyTtaTope B BknoumTe rubkun xeLu

KommyTtatop
A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit
SwitchA(config)#load-balance-profile
SwitchA(config-load-balance-profile)#no hash-symmetrical fcoe
SwitchA(config-load-balance-profile)#hash-disturb A
SwitchA(config-load-balance-profile)#exit
SwitchA(config)#aggregateport hash-elasticity enable

@ §) QTECH

MWP [OCTYMNHEE

137




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTpolika arpermpoBaHHOro nopTa W
KommyTatop SwitchB# configure terminal
B

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit
SwitchB(config)#load-balance-profile
SwitchB(config-load-balance-profile)# no hash-symmetrical fcoe
SwitchA(config-load-balance-profile)#hash-disturb B
SwitchB(config-load-balance-profile)#exit
SwitchB(config)#aggregateport hash-elasticity enable

MpoBepka 3anyctute show running, 4Tobbl MPOBEPUTL NPABUBHOCTL KOHUIypaLumm

4.5.4.6. PacnpocTpaHeHHble OWNOKKu

lMonb3oBaTenb BKMNIOYAET Xel-CUHXPOHU3auuto ansg naketoe IPv4, IPv6, FCoE n On. OgHako
KOHUrypaumst He otobpakaeTcs, koraa nonb3oBaTenb 3anyckaetT show running. 9To cBA3aHO
C TEM, YTO Xell-CMHXpOoHM3auus anga naketoB IPv4, IPv6 n FCOE Bkmo4eHa No yMoOnyaHuio.
Mocne Toro, Kak nonb3oBaTeNlb OTKNIOYNUT PYHKUMIO, 0TOBpasnTcs KoHdurypauus.

4.5.5. Hactponka pexuma emkoctun AP

4.5.5.1. 3cpdekT KoHdurypaumm

M3ameHnTe MakcMmarbHOE KONM4YecTBO HacTpamBaeMblx MopToB AP ” MakcumarbHoe
KONMYEeCTBO NOPTOB-Y4aCTHUKOB B KaXKaom nopty AP.

4.5.5.2. MpumeyaHus

e B cucrteme ycrtaHoBrneH pexum emkoctn AP no ymonyaHuto. Bbl MoxeTe 3anycTutb
koMmaHay show aggregateport capacity, 4Tobbl 0TO6pa3nTb TEKYLLMIA PEXXUM EMKOCTM.

e Ecnu Tekyuias koHduUrypaums (MakcumanbHoe Konmy4ecTBo NopToB AP Ui KONMYecTBO
MOPTOB-Y4aCTHUKOB B KaxkAoM nopTy AP) npeBbILIaeT eMKOCTb, KOTOPY HeoBXxoaumo
HaCTPOWTb, KOH(PUTypaLMsi pexnMa eMKOCTY 3aBEPLUMNTCS OLLMGKON.

4.5.5.3. llarn HacTponkum

HacTponka pexuma emkoctun AP
¢  (OnumoHanbHO) BbINnonHUTE 3Ty HACTPOWKY, YTOOLI U3MEHUTL eMKOCTb AP.

e BbinonHute 3Ty HaCTPOWKYy Ha YCTPOWCTBAX, MNOAAEPXKMBAIOWNX U3MEHEHUE
NPOMNYCKHON CcnocoBHoCTM AP, Takux Kak KOMMyTaTopbl SApa.

KomaHga aggregateport capacity mode capacity-mode
OnwucaHve capacity-mode: yka3blBaeT pexxmum eMKOCTU
napameTpoB
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Mo ymonuaHuio | Mo ymon4aHuio pexmnmbl NPOMYCKHOW cnocobHoctn AP 3aBucaT oOT
ycTponcTtBa. Hanpumep, 256x%16 ykasbiBaeT, 4TO YCTPOWCTBO MMEET
Makcmym 256 noptoB AP 1 16 NOPTOB-y4aCTHMKOB B Kaxkgom nopty AP

KomaHaHbIn Pexnm rnobanbHon KoHdUrypaumm
pexum

PykoBoacteo no | B cucteme npeaycMoTpPeEHO HECKOMBbKO PEXUMOB €MKOCTU ANS YCTPOWUCTB,
NCNONb30BaHMIO | NOOAEPKMBAIOLLMX HACTPOWKY pexmma emKocTh. YTobbl BOCCTAHOBUTH
HaCTPOWMKKM MO YMON4YaHuto, 3anycTute no aggregateport capacity mode B
pexume rnobanbHOn KoHUrypauum

4.5.5.4. NMpoBepkKa

e 3anyctute show running, 4Tobbl 0TOOpa3nTbL KOHUIypauuio.

e 3anyctute komaHgy show aggregateport capacity, 4tobbl oTOGpa3uTb TEKYLLMN
pexum emkoctn AP 1 ncnonbsoBaHue eMkoctn AP.

KomaHga show aggregateport capacity
KomaHaHbIn JTro6on pexum
peXunm

QTECH# show aggregateport capacity
AggregatePort Capacity Information:
Configuration Capacity Mode: 128*16.
Effective Capacity Mode : 256*8.
Available Capacity : 128*8.

Total Number: 128, Used: 1, Available: 127

4.5.5.5. Mpumep KoHcUrypaumum

HacTponka pexuma emkoctun AP
CueHapui:

KommyTtarop A Kommytatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-8.
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LWarn
HaCTPOWKK

e [lobaBbTe nopThl GigabitEthernet 1/1
koMmmyTaTope A k nopty 3 ctatuyeckon AP.

e [lo6baBbTe nopTtbl GigabitEthernet 2/1
kommyTaTope B k nopTty 3 ctatuyeckon AP.

n GigabitEthernet

1/2 Ha

n GigabitEthernet 2/2 Ha

e Ha kommyTatope A HacTpowTe pexmm nponyckHom crnocobHoctn AP

128x128.

e Ha kommyTatope B HacTpovte pexumm nponyckHom cnocobHoctn AP

256x64

KommyTa-
TOp A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport capacity mode 128*128

KommyTa-
Top B

SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport capacity mode 256*64

lMpoBepka

3anyctute KomaHgy show aggregateport
KOHpurypaumio pexmnma emkoctn AP

capacity,

YyTOObI

npoBepuTb

KommyTa-
Top A

SwitchA# show aggregatePort capacity
AggregatePort Capacity Information:
Configuration Capacity Mode: 128*128.
Effective Capacity Mode : 128*128.
Available Capacity Mode : 128*128.

Total Number : 128, Used: 1, Available: 127

KommyTa-
Top B

SwitchB# show aggregatePort capacity
AggregatePort Capacity Information:
Configuration Capacity Mode: 256*64.
Effective Capacity Mode : 256*64.
Available Capacity Mode : 256*64.

Total Number : 256, Used: 1, Available: 255
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4.5.6. BknoyeHue BFD ansa noptoB-y4yacTtHukoB AP

4.5.6.1. ApdekT KoHduUrypaumm

o Bkntounte BFD ans Bcex nopToB-y4aCTHMKOB yKasaHHoro nopta AP.

e [locne BkntodeHnsa BFD ansa nopta AP kaxabli NOPT-ydacTHUK BbiNonHAeT BFD, 4Tobbl
ornpenenuTb, cnefyeT N pacnpefenaTb NakeTbl Ha NOPT-y4aCcTHUK ANS peanusauunu
GanaHcupoBkn Harpy3kun. Korga BFD oGHapyXuBaeT, 4TO NOPT-ydaCTHUK OTKIHOYEH,
nakeTbl He pacnpegensitotca Ha nopT. Korga BFD obHapyxuBaeT, 4To NOpT-y4acTHUK
BOCCTaHOBIIEH B COCTOAHUM Up, nakeTbl CHOBa pacnpenensanTcd Ha Nnopr.

4.5.6.2. NMpnmeyaHus

e [locne BkntoyeHnss BFD gna nopta AP HacTpamBatoTcs ceaHcbl BFD. UTobbl ceaHchl
BCTYNWAM B CWJly, BamM HeobXxoammo HacTpouTb napameTpbl BFD. [ononHutenbHblie
cBegeHunsa cM. B pasgene Reliability Configuration Hactporika BFD.

e BknioyeHne wunm  oTknoveHne BFD  gna  ogHoro noprta-ydactHuka AP He
nogaepxmBaeTtcs. Bbl AOMKHbI BKNIOYUTL UK OTKNIOYMTE BFD ansa scen rpynnel AP.

e TonbkO NOPTbI-y4aCTHUKM B COCTOSIHUM MNepechbiikn BKMAoYeHbl ¢ BFD. Ecnu
NOPT-YHaCTHUK HE HAXOAUTCHA B COCTOAHUM MEPECHINKM U3-3a TOro, Yto kaHasn wnn LACP
He paboTaeT, ceaHc BFD Ha nopTy-y4acTHMKY aBTOMaTMYECKM yaanseTcs.

e Ecnu goctyneH TONMbKO OAMH MOPT-YYacTHUK (B COCTOSIHUM MEPECHISTKK), BCE NaKeThbl
pacnpeaenstoTcs Ha 3ToT nopT. B atom cnyyae BFD He pa6otaet. Koroa nmeertcs
BGonee ogHOro 4OCTYNHOro nopTta-yvacTtHuka, BFD cHoBa BCTynaeT B cuny.

4.5.6.3. larn HacTponku

BkntoyeHne BFD ana noptoB-y4acTHUKoB AP

e (OnuuoHanbHo) Bkniounte BFD, ecnn Bam HyXHO onpegenute cbon nytm Ha
nopTax-y4acTHMKax B MUNNMCeKyHAaax. Tpaduk no HeucnpaBHOMYy KaHany Oyaer
nepekntoYeH Ha KaHarnbl ApYrnx y4acTHUKOB B criydae cbos cBAa3w.

e BhbINnonHuTe 3Ty HACTPOMKY Ha YCTPOMCTBAX, KOTOpble NOAAEPXKMBAKOT KOppenauuto

AP-BFD.
KomaHga aggregate bfd-detect {ipv4 | ipv6} src_ip dst_ip
Onuncanue ipv4: BkntovaeT IPv4 BFD, ecnn nopt AP HacTpoeH ¢ agpecom IPv4.
napameTpoB

ipv6: BkntovaeT IPv6 BFD, ecnn nopt AP HacTpoeH ¢ agpecom IPv6

Src_ip: ykasbiBaeT ncxogHoiii IP-agpec, 1. e. IP-agpec, HacTpOeHHbIN ans
nopta AP.

dst_ip: ykasbiBaeT IP-agpec HasHauyeHus, T. e. IP-agpec, HaCTPOEHHbIN Ha
nopty peer AP

Mo ymonyanuio | Mo ymonyanuio BFD oTkntoveH

KomaHaHbIn Pexxum koHurypaumm nHtepderica ykasaHHoro nopta AP
pexum
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PykoBoactBo no | 1. Ytobbl ceaHcbl BFD Bctynunu B cuny, Heobxogumo HaAcTpouTb
NCMonb30BaHMIo napameTpbl BFD. [lononHutensHble cBegeHnsi cM. B pa3gerne Reliability
Configuration Hactpowka BFD.

2. PaanunyHble npodykTbl MOryT nogaepueaTtb pasHble IPv4/IPv6 BFD.

3. Onsa nopta AP mMoxHO Bknountb kak IPv4 BFD, tak un IPv6 BFD, ecnu
oHM 0ba noggepxuBatoTCs.

4. Tlocne BknoveHna BFD gna nopta AP ceaHcel BFD aBTOmMaTuyeckn
HacTpaMBalOTCs Ha €ro NopTax-y4acTHMKaX B COCTOSHUMN NEPECHISKN

4.5.6.4. NpoBepka

e 3anyctute show running, 4Tobbl 0TOOpPa3nTbL KOHUrypauuio.

e 3anyctute show interface aggregateport, 4yTtoGbl OTOGpa3uTb coctosiHne BFD
NMopToOB-y4YacTHUKOB AP.

KomaHga show interface aggregateport ap-num
Onucanwue ap-num: ykasbiBaeT Homep nopta AP
napameTpoB

KomaHaHbIn JTro6on pexum

peXunm

QTECH# show interface aggregateport 11

Aggregate Port Informations:

Aggregate Number: 11

Name: "AggregatePort 11"

Members: (count=2)
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 0/2 Link Status: Up Lacp Status: susp BFD Status: Invalid

4.5.6.5. NMpumep koHUrypauum

BkntoyeHune IPv4 BFD ana noptoB-y4acTHMKOB AP
Cuenapunt:

KommyTtarop A KommyTtatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-9.
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LWarn o Bkntounte LACP gnsa noptos GigabitEthernet 1/1 n GigabitEthernet 1/2
HaCTPOWKM Ha kommyTaTope A n gobasbTe nopTbl B nopT 3 AP LACP.

e Bknounte LACP gna noptos GigabitEthernet 2/1 un GigabitEthernet 2/2
Ha KommyTaTope B n gobasbte nopthl B nopt 3 AP LACP.
e Hactponte IP-agpec 1.0.0.1 gna nopta AP 3 Ha kommyTaTtope A un
BkntounTe |IPv4 BFD.
e Hactponte IP-agpec 1.0.0.2 gnga nopta AP 3 Ha kommyTatope B u
Bkntounte IPv4 BFD
KommyTa- SwitchA# configure terminal
e SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# no switchport
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit
SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# ip address 1.0.0.1
SwitchA(config-if-Aggregateport 3)# aggregate bfd-detect ipv4 1.0.0.11.0.0.2
SwitchA(config-if-Aggregateport 3)# bfd interval 50 min_rx 50 multiplier 3
KommyTa- SwitchB# configure terminal
Top B SwitchB(config)# interface range GigabitEthernet 1/1-2
SwitchB(config-if-range)# no switchport
SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit
SwitchB(config)# interface aggregateport 3
SwitchB(config-if-Aggregateport 3)# ip address 1.0.0.2
SwitchB(config-if-Aggregateport 3)# aggregate bfd-detect ipv4 1.0.0.2 1.0.0.1
SwitchB(config-if-Aggregateport 3)# bfd interval 50 min_rx 50 multiplier 3
MpoBepka 3anyctute show run, 4To6bl NPOBEPUTL, BCTYNUIIa 1 KOHUrypaums B cuny.
3anyctute show interface aggregateport, 4tobbl oTo6pasnTbL coctosHne BFD
NnopToB-y4yacTHUKOB AP
KommyTa- SwitchA# show run | include AggregatePort 3
Top A Building configuration...
Current configuration: 54 bytes
interface AggregatePort 3
no switchport
ip address 1.0.0.1
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aggregate bfd-detect ipv4 1.0.0.11.0.0.2
bfd interval 50 min_rx 50 multiplier 3

SwitchA# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 1/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 1/2 Link Status: Up Lacp Status: bndl BFD Status: UP

KommyTa- SwitchB# show run | include AggregatePort 3
11 Building configuration...

Current configuration: 54 bytes
interface AggregatePort 3

no switchport

ip address 1.0.0.2

aggregate bfd-detect ipv4 1.0.0.2 1.0.0.1
bfd interval 50 min_rx 50 multiplier 3

SwitchB# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 1/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 1/2 Link Status: Up Lacp Status: bndl BFD Status: UP

4.5.6.6. PacnpocTpaHeHHble OLnOKH

1. Ecnwn BFD BkntodeH gns nopta AP 6e3 napameTtpos BFD, BFD He BcTynaeT B cuny.

2. [locne Toro, kak BFD BkntoyeH ansa nopta AP, coceq BFD gomkeH ObiTb Hanpsimyto
NOAKISIIOYEHHbIM nopToM AP, BKMoYeHHbIM ¢ BFD.

4.5.7. HacTpounka npeanoyTuUTenbLHOro nopra-y4actHuka AP

4.5.7.1. dhdeKT KoHpUrypauum

e HacTtpoiiTe nopT-y4yacTHUK B KQ4eCTBE NpeanoYTUTEeNbHOro nopra-yyactHuka AP,
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e [locrne HacTpoKrku NpeanoYTUTENBHOIo NopTa-ydacTHUKa nakeTol VLAN ynpaBneHust Ha

nopte AP nepeHanpasnsitoTCs 3TMM NOPTOM.

4.5.7.2. MpumeyaHus

e [lononHuTenbHble cBefeHna o HacTpouke VLAN gns ynpasneHust cM. B pasgene

Hactponka MAC.

e [na opgHoro nopta AP MOXHO HacTpPOUTb TONMbKO OAWH NPEANnOYTUTENbHbIN

nopT-y4aCTHUK.

e [locne TOro, kak nopt-y4actHuUK AP LACP HacTpoeH B kayecTBe NpeanoyTUTENnbHOro
nopta-y4yactHuka AP, ecnu cornacosaHue LACP Ha Bcex noprtax-y4yacTHukax AP He
yOaeTcs, npeanoyTUTENbHbIA MOPT aBTOMAaTUMYECKM MOHWXKaeTCsa OO CTaTU4ecKoro

nopra-y4yactHuka AP.

4.5.7.3. llarn HacTponkum

HaCTpOVIKa npeanoYTuUTeNiIbHOro nopTta-y4YactHUKa AP

e (OnuuoHanbHO) BbINoNHWTE 39Ty HACTPOWMKY, 4YTOObI yKasaTb MOPT-ydacTHUK AP,

npegHasHavYeHHbIN AN nepecbinkn naketos ynpasneHns VLAN.
o KoHGwurypaumss npumeHMma K [OBYXCUCTEMHbLIM cepBepam

Hactpointe nopr,

NOOKMIOYEHHBIN K ynpaBneHuto NIC cepBepa, B KadecTtBe nMNnpeanodYTuTeribHoro

noprta-yyacTtHuka AP.

KomaHga aggregateport primary-port

Mo yMosn4aHuto Mo YMOIT4aHuto, HU oavH nopT-y4aCTHUK
npeanoyYTuTesNibHbIM NOPTOM

AP

He

ABIAETCA

KomaHaHbIn Pexxum HacTponkn nHtepderica nopta-ydyactHuka AP
pexmm

4.5.7.4. NpoBepka

e 3anyctute show running, 4Tobbl 0TOOPa3nTbL KOHUrypauuio.

e 3anyctute show interface aggregateport, 4tobbl 0TOGPA3UTL NPEANOYTUTENBbHbIN

NMopT-y4acTHUK AP.

KomaHga show interface aggregateport ap-num
Onucanwue ap-num: ykasbiBaeT Homep nopta AP
napameTposB

KomaHaHbIn Iro6on pexnm

pexmm

QTECH# show interface aggregateport 11

Aggregate Port Informations:

Aggregate Number: 11
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Name: "AggregatePort 11"

Members: (count=2)

Primary Port: GigabitEthernet 0/1

GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl
GigabitEthernet 0/2 Link Status: Up Lacp Status: bndl

4.5.7.5. NMpumep koHUrypauum

HacTpowka npeanoyTuTenbHOro nopra-y4actHuka AP

Cuenapun:

Cepgep
NIC 1

KommyTarop A
GigabitEthernet 1/1

GigabitEthernet 1/2

NIC 2
YnaneHHsbIn cepBep
PucyHok 4-10.
Larn e Bkmounte LACP gnsa noptos GigabitEthernet 1/1 n GigabitEthernet 1/2
HaCTPOWKM Ha KommyTaTope A n gobasbte nopThl B NopT 3 AP LACP.
e Hactponte nopt GigabitEthernet 1/1 Ha kommyTaTtope A B kayecTBe
npeanoyTUTENBLHOro nopra.
e Hactpoute VLAN 10 Ha kommyTaTope A B KayecTBe YyrpasrsioLlen
VLAN
KommyTa- SwitchA# configure terminal
Top A

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface gigabitEthernet 1/1
SwitchA(config-if-GigabitEthernet 1/1) aggregateport primary-port
SwitchA(config-if-GigabitEthernet 1/1)# exit

SwitchA(config)# aggregateport-admin vlan 10

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# switchport mode trunk
SwitchA(config-if-Aggregateport 3)#
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MpoBepka | 3anycTtute show run, 4ToGbl NPOBEPUTL, BCTYNWMA N KOHpUrypauusi B cuny.

3anyctute show interface aggregateport, YTOObI oTobpasnTb
NPeAnoYTUTENbHbINA NOPT-y4acTHUK AP

KommyTa- SwitchA# show run | include GigabitEthernet 1/1
Top A

Building configuration...
Current configuration: 54 bytes
interface GigabitEthernet 1/1
aggregateport primary-port
portgroup 3 mode active

SwitchA# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
Primary Port: GigabitEthernet 1/1
GigabitEthernet 1/1  Link Status: Up Lacp Status: bndl
GigabitEthernet 1/2  Link Status: Up Lacp Status: bndl

4.5.8. Hactporka MMHUMaNbLHOro Konu4yecrtBa NOPTOB-y4YyacTHUKoB LACP

AP

4.5.8.1. ekt KoHduUrypaumm

Mocne HacTPOMKM MWHUMANbHOIO KOMMYEeCcTBa MOPTOB-y4acTHUKOB AP rpynna arperauuu
BCTyMnaeT B CUIy TOJbKO TOraa, Koraa Konm4yecTBO NMopTOB-y4acTHUKOB 60Mblle MUHUMAanbHOMo

4ynucna.

4.5.8.2. NMpumeyaHus

Ecnu konuyecTtso noptoB-ydacTHuKkoB AP LACP ans rpynnbl arperaumm LACP MeHbLue,
YeM MUWHUManbHOe HaCTPOEHHOE KOMIMYEeCTBO MNOPTOB-yyacTHUKOB AP, Bce
NOpPTbl-y4aCTHUKN AP HaxogaTcs B COCTOSAHUN OTMEHbI NMPUBA3KN.

[Mocne HacTpOWMKM MUHUMAarbHOrO KONMYecTBa NOPTOB-YYACTHUKOB cTaTtuyeckux AP,
€CInv KONMUYecTBO MOPTOB-Y4ACTHMKOB craTtudeckux AP B coctosHun Up MmeHblue
MUHUManbHOMO YuMcra, NopThbl-y4aCcTHUKN cTaTudeckux AP B cocTtositHum Up He moryT
nepecbinatb AaHHble, a cooTBeTcTBYytoWwaa AP He pabotaeT. OgHako Ha COCTOsSIHME
peera 310 He BnuseT. CrnegoBaTenbHO, COOTBETCTBYIOLUME PYHKUUN AOSMKHbI ObITh
HaCTpOeHbI Ha peer’e.
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4.5.8.3. larn HacTponku

HaCTpOﬁKa MWHUMaAlrIbHOIro Korim4ectea noprtoB-y4yactTHMUKOB AP

e  (OnumoHanbHO) BeINONHWUTE 3Ty HACTPOWMKY, YTODObI yKa3aTb MUMHUMANbHOE KONTMYECTBO
NopTOB-y4aCTHUKOB AP.

KomaHga aggregateport member minimum number
Onucanue number: ykasblBaeT MMHUManbHOE KONMYECTBO NOPTOB-Y4aCTHUKOB
napameTpoB

Mo ymonuyaHuio

Mo yMmon4aHmnio MMHUMaribHoe KoJfin4ecTtBO NopTOB-y4H4aCTHUKOB PaBHO 1

KomaHgHbIn
peXmm

Pexxum koHgurypaumm nHtepderica ykasaHHoro nopta AP

HacTtpoka MMHMManNbLHOro KonnyecTBa NOPTOB-y4YacTHUKOB AP (oaencrteue)

e  (OnumoHanbHo) BbiNonHWTE 3Ty HAaCTPOIKY, Koraa KonmM4ecTBO NOPTOB-y4acTHUKOB AP
B COCTOSIHMM UpP MeHbLLEe MUHUMANbHOMO KONMYecTBa NOpTOB-y4aCTHUKOB AP.

KomaHga aggregateport member minimum action [shutdown]
OnucaHne shutdown: oTkno4Yaetr o0ObeOMHEHHbIM MOPT, KOrga  KONMYECTBO
napameTpoB noptoB-y4yactHukoB AP B cocTtosHum Up MeHblle MUHUManbHOro

Konn4yecTtBa NopToB-y4aCTHUKOB AP

Mo ymonuyaHuio

Mo ymonyaHuio HUKaKkoe OencTBue He 3anyckaeTcs

KomaHgHbIn
peXmm

Pexxnum koHGurypaumm nHtepderica ykasaHHoro nopta AP

4.5.8.4. NpoBepka

e 3anyctute show running, 4Tobbl 0TOOPa3nTbL KOHUrypauuio.

o 3anyctute show interface aggregateport, 4T06bI OTOOpPaA3nUTL COCTOSIHME
NMopTOB-y4acCTHUKOB AP.
KomaHga show interface aggregateport ap-num
Onucanve ap-num: ykasbliBaeTt Homep nopta AP
napameTpos
KomaHaHbIn JTro6on pexum
peXmm
QTECH# show interface aggregateport 3
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Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl
GigabitEthernet 0/2 Link Status: Up Lacp Status: bndl

4.5.8.5. NMpumep koHUrypauum

HacTtpoka MMHMManNbHOro KonuyectBa nopToB-yyYacTHukoB LACP AP c¢
KONMM4ecTBOM NOPTOB-y4YacTHUKOB LACP AP MeHblle MUHMMaNbLHOro KonnyecTtea
noptoB-yyacTHukoB LACP AP

Cuenapun:

KommyTtarop A Kommytatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-11.

Larn o Bkniounte LACP ansa noptoe GigabitEthernet 1/1 un GigabitEthernet
HaCTPOWKM 1/2 na kommyTaTope A 1 gobasbTe nopThl B nopT 3 AP LACP.

o Bkniounte LACP ansa noptoB GigabitEthernet 2/1 n GigabitEthernet
2/2 Ha kommyTaTope B n gobasbTe nopthl B nopt 3 AP LACP.

e Ha kommyTatope A yCTaHOBUTE MUHUMANbHOE KONIMYECTBO NOPTOB-
y4acTHukoB nopta AP ¢ 3 Ha 3

KommyTtatop SwitchA# configure terminal
£ SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# no switchport
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3

SwitchA(config-if-Aggregateport 3)# aggregateport minimum member 3

KommyTtatop SwitchB# configure terminal

B SwitchB(config)# interface range GigabitEthernet 2/1-2

SwitchB(config-if-range)# no switchport
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SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit
SwitchB(config)# interface aggregateport 3

SwitchB(config-if-Aggregateport 3)# aggregateport minimum member 3

MpoBepka e 3anyctute show run, 4tobbl NpPOBEpPUTb, BCTynunIa nun
KOHdourypaumsi B cusy.

e 3anyctute show lacp summery, 4ToObl O0TOOPA3UTL COCTOSIHUE
arpermpoBaHud Kaxkgoro nopra-yydactHuka AP

KommyTatop SwitchA# show LACP summary 3

A System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Gil/1 SA bndl 32768 0x3  OxI1 0x3d

Gil/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0Ox3d

HacTtpoka MMHMManNbHOro kKonuMyectBa nopToB-yyYacTHukoB LACP AP c¢
KonnyectBoM noptoB-yyactHukoB LACP AP He MeHblWe MUHUMaNbHOro
KonuyectBa noptoB-y4yacTtHukoB LACP AP

KommyTtarop A Kommytatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-12.
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LWarn
HaCTPOWKK

e Bknwouute LACP ans nopToB GigabitEthernet 11,
GigabitEthernet 1/2 n GigabitEthernet 1/3 Ha kommyTatope A n
nobaebTte nopThl B nopt 3 AP LACP.

o Bkniouute LACP gna noptos GigabitEthernet 2/1, GigabitEthernet2/2
n GigabitEthernet 2/3 Ha kommyTaTope B n go6asbTe nopThl B NopT 3
AP LACP.

e YcTaHoBMTE MUHMMAanbHOE KOMUYECTBO MOPTOB-y4aCTHUKOB MnopTa
LACP AP ¢ 3 Ha 2

KommyTaTop
A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-3
SwitchA(config-if-range)# no switchport

SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# aggregateport member minimum 2

KommyTaTop
B

SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-3
SwitchB(config-if-range)# no switchport
SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit

SwitchB(config)# interface aggregateport 3

SwitchB(config-if-Aggregateport 3)# aggregateport member minimum 2

MpoBepka

3anyctuTe show run, 4TobObl NPOBEPUTL NPABUINBHOCTL KOHMUIypaLuu.

3anyctute show lacp summery, 4To6bl 3anpocuTb CTaTyC KaKOoro
nopTa-y4acTtHuka nopta AP

KommyTtatop
A

SwitchA# show LACP summary 3

System 1d:32768, 08¢c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Gil/1 SA bndl 32768 0x3  Oxl 0x3d
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Gil/2 SA bndl 32768 0x3 0x2 0x3d

Gil/3 SA bndl 32768 0x3 0x3  0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0x3d
Gil/3 SA 32768 08c6.b3.0002 0x3 0x3  0x3d

4.5.8.6. PacnpocTpaHeHHble OWNOKKu

Konuyectso noptoB-ydacTHnkoB AP LACP B rpynne arperauum LACP MeHblle, 4em
MWHUMarnbHOE HaCTPOEHHOE KONUYecTBO MOpToB-ydYacTHUKOB AP, rpynna arperauuvmn LACP He
HaxoOuTCsa B COCTOSIHUM MPUBSI3KMU.

4.5.9. BknroyeHue pyHKUMUM HezaBucumoro nopta LACP

4.5.9.1. 3cpdeKT KoHduUrypaumm

o [locne BkntoYeHNs GyHKUMKM HeszaBucumoro nopta LACP nopT-yvyactHuk LACP
aBTOMAaTMYECKMN MEHSIETCA Ha obLnn pmnandeckmii nopT, ecnu nopT-ydacTHUK LACP He
nonyyaet naketol LACP B TeyeHMe YCTaHOBIIEHHOIoO nepuoaa BPEMEHU OXUOaHus.
CoctosiHne nopta-y4actHuka LACP namensietcsa Ha individual, n nopT-y4acTHuk LACP
MOXEeT MpaBuUIibHO NepeckiniaTh NakeThbl.

e [locne Toro, kak nopT-ydactHuKk LACP nonyvaet naketel LACP, OH cHoBa
nepekrnovaeTcs Ha He3aBncuMbIn NopT LACP Ans BbINONHEHWSI COrNacoBaHNs NakeToB
LACP.

e [lepvioa Tam-ayTa HE3ABUCKMMOTO NopTa MOXHO HAaCTPOUTb B KOHUrypaLum.

4.5.9.2. NMpumeyaHus

e [locne BknoYveHnsa yHKUMK HesaBucumoro nopta LACP nopT-ydacTHuk LACP He cpasy
N3MeHUTC Ha obwmn dusundecknin nopt. [lopT-ydacTHUK LACP MeHsieTcs Ha
He3aBUCUMbIN NOpT (0OLWMIA (PrU3MYecKUd NOPT) TOMbKO B TOM Criyyae, ecriv OH He
nonyyaet naketbl LACP B TedeHWe yCcTaHOBIIEHHOro TanM-ayTa.

o  KoHdurypauma nepuoga Tanm-ayTta gnga Hesasucmumoro nopta LACP BnnsaeT Tonbko Ha
Te nopTbl-ydacTHUKN LACP, KOoTOpble He NpeBpaTUNnCL B He3aBucuMble NopThl. [locne
HACTPOKMKKN Nepuoga Tanm-ayta pacyeT nepmoga Bo306HOBUTCS.

e B pexume gnurenbHoro Tavm-ayta naket LACP oTtnpasnsetcsa kaxable 30 cekyHA.
Mepuog Tarim-ayTa gomkeH ObiTb 6onblie 30 cekyHa, YTOObI HE BNNATL Ha HOpMaribHOe
cornacosaHne LACP. PekomeHOyeTcs HAacTpouTb Nepuof TanmM-ayTa Kak MUHUMYM B
ABa pas3a 6onblwe nepuoga otnpasku naketa LACP. B TeyeHne KOpOTKOro nepuoga
TanM-ayTa OrpaHU4YeHun HerT.

4.5.9.3. Warn HacTponku

BknroyeHue pyHKuun Hesasucumoro nopta LACP
e OnuuoHanbHo.
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e  BbinonHute aTy onepauuto, YToObI MOPT-Y4aCTHUK arpernpoBaHHon rpynnel LACP mor
HOpMaribHO nepeckiniatbh NakeTbl, Korga nopTt-y4acTHUK LACP He MOXeT BbINOMHATb
cornacosaHne LACP.

KomaHnga

lacp individual-port enable

Mo ymonyaHuio

Mo ymonyaHuio pyHKumMA He3asucumoro nopta LACP oTtkniodeHa

KomaHaHbIn
pexmm

Pexnm koHdurypaumm nHtepdenca

Hactpowka nepmona taum-ayta ana HesaBucumoro noprta LACP
e  OnuyuoHanbHo.

e  BbinonHute aTy onepauuto, Koraa Hesasmcumomy nopty LACP Heo6xoamMmo HacTponuTb
nepuoa Tanm-ayTa.

KomaHga lacp individual-timeout period time
OnucaHne time: nepuog Tanm-ayta. AnanasoH 10-90, eanHua namepeHns cekyHabl
napamMmeTpoB

Mo ymonyaHuio

Mepwnog Tanm-ayTa HesaBucumoro nopta LACP no ymon4yaHuio coctaBnsaeT
90 cekyHn

KomaHgHbIn
peXxnm

Pexxm rmobanbHon KoHdurypauum

4.5.9.4. NpoBepka

e 3anyctute show running, 4ToObl 3aNPOCUTb COOTBETCTBYIOLLYIO KOH(Mrypaumio.

e 3anyctute show interface aggregateport, u4TOoGbI 3anNpoCUTb COCTOSIHUE
nopTa-y4yacTtHuka AP.
KomaHga show interface aggregateport ap-num
Onucanve ap-num: yka3sbliBaeTt Homep AP
napameTpoB
KomaHgHbIn Bce pexumbl
pexmm
MNpencrtasnenve | QTECH# show interface aggregateport 3
KOMaHAbl
Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
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Members: (count=2)
GigabitEthernet 0/1 Link Status: Up Lacp Status: individual
GigabitEthernet 0/2 Link Status: Up Lacp Status: individual

4.5.9.5. Npumep KoHUrypaumum

BknioyeHne dpyHKUun HesaBucumoro nopta LACP

CueHapui:

NIC 1

EIEEEE

NIC 2
Cepsep

GigabitEthernet 1/1

GigabitEthernet 1/2

YCcTponcTeo gocryna Cetb YCTPOWCTBO yaaneHHON
ycTtaHoBku OC

PucyHok 4-13.

OnucaHue

Kak nokasaHo Ha PucyHke 4-13, cepep ncnonbsyeT NIC 1 u NIC 2 B kavecTBe
KOMMYHUKALMOHHBIX MOPTOB Ansl AocTtyna k noptam Gigabitethernet1/1 n
Gigabitethernet1/2 yctponctea poctyna. B rpynny arperauum LACP
pobaenatTtcsa noptel Gigabitethernet1/1 n Gigabitethernet1/2, Hanpumep,
nopt AP 3. Boigendaetca koHkpeTHaa VLAN, Hanpumep, VLAN 10. OyHKUng
He3aBucumoro nopta LACP BkntouyeHa gns noptoB Gigabitethernet1/1 un
Gigabitethernet1/2. Ecnn OC He ycTaHOBNeHa Ha cepBepe, corrnacoBaHue
LACP mexay cepBepOM M yCTPOMCTBOM [OCTyrNa He BbinornHsaeTca. B atom
cny4vae noptbl Gigabitethernet1/1 n Gigabitethernet1/2 yctponctsa goctyna
MEHSTCA Ha obLume usmyeckne NopTbl N aBTOMATUYECKN BbIAENATCA ANS
VLAN 10. CepBep ncnonb3yeT ceTeByto KapTy 1 nnu cetesylo kapTy 2 Ans
CBA3N C yaaneHHbiM ycTponctBoM ycTtaHoBku OC. lMocne yctaHoBkm OC
cepBep MOAKIIYAETCs K yCTponcTBy Aoctyna B pexxume LACP

Laru
HaCTPOWKK

o Bxniounte LACP pgna noptoB  GigabitEthernet  1/1 "
GigabitEthernet 1/2 Ha ycTpowncTtBe goctyna n gobaBbTe MOpThbl B
nopt 3 AP LACP.

e Bknounte dyHKumo HesaBucumoro nopta LACP ana noptos
GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha ycTponcTtee gocTyna.

e Bbigenute nopt AP 3 Ha yctponcTtee goctyna ans VLAN 10

KommyTtaTop
A

SwitchA# configure terminal
SwitchA(config)# interface range GigabitEthernet 1/1-2

SwitchA(config-if-range)# port-group 3 mode active
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nopTa-y4yacTtHuka nopta AP

SwitchA(config-if-range)# lacp individual-port enable
SwitchA(config-if-range)# exit
SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)#switch access vlan 10
SwitchA(config-if-Aggregateport 3)#

MpoBepka 3anyctute show run, 4To6bl NPOBEPUTL NPABUIIBHOCTL KOHADUIYpaLMN.

3anyctute show lacp summery, 4TO6bl 3anNpoCUTb CTaTyC KaXKOoro

A

Aggregate port 3:
Local information:
LACP port Oper Port Port

Gil/1 SA individual
Gil/2 SA individual
Partner information:
LACP port Oper Port Port

KommyTaTop SwitchA# show LACP summary 3

System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.

Port Flags State Priority Key Number State

0x1
0x2

Port Flags Priority Dev ID Key Number State

0x1
0x2

A - Device is in active mode. P - Device is in passive mode.

32768 0x3
32768 0x3

Gil/1 SA 32768 08c6.b3.0002 0x3
Gil/2 SA 32768 08c6.b3.0002 0x3

4.6. MOHUTOPUHT

4.6.1. Ouncrtka

OnucaHue KomaHpa

nopTy-yyactHuke LACP

Ounwaet cratnctuky naketoB LACP Ha | clear lacp counters [key-number | interface-type
interface-number ]
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4.6.2. OTOoOpaxeHue

Onucanune KomaHpa
OtobpaxaeT KoHdurypaumto | show load-balance-profile [ profile-name ]
pacLUMpeHHOro npodgouns

6aJ'IaHCVIpOBKVI Harpys3ku

OtobpaxaeT coctosiHue arperauumn | show lacp summary [ key-number ]
LACP. Bbl Moxete oTOGpasuntb
nHpopmaumto 06 yKasaHHOM MNOpTy
LACP AP, ykaszaB HOMep Knto4va

OTtobpaxaeT ctatucTuky naketoB LACP | show lacp counters [ key-number ]
Ha nopTax-yyactHukax LACP. Bebl
MOXeTe oTobpasntb MHdopmMauno o6
ykaszaHHom nopty LACP AP, ykasaB
HOMep Krntoya

OtobpaxaeT cBoagky wunu anroputm | show aggregateport [ ap-number ] { load-balance
6anaHcupoBku Harpy3ku nopta AP | summary }

OtobGpaxaeT pexum emkocTm U1 | show aggregateport capacity
ncnonb3oBaHue nopta AP

4.6.3. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI NPy BbIBOAE OTNag0uYHON UHGpopmaumun. MNoatomy
OTKNtoYamnTe OTnaaKy cpasy nocre UCnonb30BaHUS.

Onucanune KomaHpa

Otnagka nopta AP debug Ism ap

Otnagka LACP debug lacp { packet | event | database | ha | realtime | stm |
timer | all}
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5. HACTPOUKA VLAN
5.1. O630p

BupTtyanbHas nokanbHas ceTb (VLAN) — 3TO normyeckasi ceTb, CO34aHHasi Ha OCHOBE
dmsmyeckon cetu. VLAN MOXHO pasfnenntb Ha ceTu ypoBHs 2 mogenu OSI.

VLAN MMeeT Te e CBOWCTBA, YTO U 06blvHas LAN, 3a MCKMOYEHMEM OrpaHNYeHnss PU3N4ECKoro
mectononoxeHusi. Unicast-, broadcast- u multicast-kagpbl ypoBHA 2 nepecbinawTcs U
nepepatotcs BHYTpU VLAN, coxpaHsas pasgeneHve Tpaduka.

Mbl MOXXeM onpeaenuTb NOpT kak ydacTHUK VLAN, n Bce TepMUHanbl, NOAKMIOYEHHbIE K 3TOMY
nopTy, ABNSAIOTCS YacTbio BUPTYanbHOW ceTn, koTopas nogaepxmnsaeT Heckorbko VLAN. Bam He
HY)XHO (pu3nmdeckm HacTpamBaTb ceTb npu AobaBneHun, yaaneHnm wu  U3MEHEeHUn
nonb3oBartenen. CeaAsb mexagy VLAN ocyuwecTBnsieTcs 4depe3 YCTpoucTBa YpPOBHS 3, Kak
nokasaHo Ha crnegytoLiem PucyHke.

VLAN 100

KommyTtaTtop A

MapuwpyTtusartop

KommyTatop B

PucyHok 5-1.

5.1.1. NMpoToKosnbl U cTaHAAPTDI
IEEE 802.1Q
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5.2. MpunoxeHus

MpunoxeHune OnucaHue

M3onaumsa VLAN Ha ypoBHe | IHTpaHeT pasgeneH Ha Heckonbko VLAN, peanuayowmx
2 n coegnHenne VLAN Ha | M30nsUmMio YPOBHS 2 U B3aMMOCBSA3b YPOBHSA 3 ApYyr C ApPYrom
ypoBHe 3 nocpeactesom IP-nepeagpecaunm ¢ NOMOLLBHD KOMMYTaTOpPOB
aapa

5.2.1. U3onsauua VLAN Ha ypoBHe 2 u coeanHeHue VLAN Ha ypoBHe 3

5.2.1.1. CueHapuu

WHTpaHeT genntca Ha VLAN 10, VLAN 20 n VLAN 30, peanuays nsonauuio ypoBHA 2 opyr oT
apyra. Tpu VLAN cootBetctBytoT IP-nogcetam 192.168.10.0/24, 192.168.20.0/24 wn
192.168.30.0/24, peanunsys B3anmMoCBA3b OpYr C Apyrom nocpeacrtesom |IP-nepeagpecaunn ¢
MOMOLLLbIO KOMMYTaTOPOB SA4pa YPOBHSA 3.

....... - SVI1 10:192.168.10.1/24
SVI20:192.168.20.1/24
Gi 0/4 SVI 30:192.168.30.1/24

KommyTtatop D
Gi 0/2

TpaHk

A

VLAN 20 VLAN 30

Gi 01

KommyTatop B| i22ziis - KommyTaTop C

1l Gi 0/1

KommyTtaTtop A

| A

|  BbIxogHoe ycTpoOncTBO
VLAN 10 VLAN 20 VLAN 30 Il Kommyrarop Aapa
Il KommyTtaTtop Joctyna

PucyHok 5-2.

KommyTtatop A, kommyTtaTtop B n kommyTatop C sBnstoTCA KOMMyTaTtopaMmu AOCTyna.

HacTtponte Tpn VLAN Ha OCHOBHOM KOMMYyTaTope W MOPT, MOAKMYEHHbLIN K KOMMYyTatopam
AOCTyna, B KayeCTBe MaructparnbHOro nopta W yKaxute crnucok paspelleHHbix VLAN ans
peanunsaumm n3onaunm ypoBHs 2.
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HacTtponte Tpn SVI Ha OCHOBHOM KOMMyTaTope, KOTOpble ABMASATCA MHTEpdencammn Lw3a
IP-noaceTen, cooteeTcTBytoWwMX Tpem VLAN, 1 HacTponTe IP-agpeca ons aTux MHTepdencos.

Cospgante VLAN cooTBETCTBEHHO Ha TpeX KOMMyTaTopax 4OCTyna, HasHaybTe NopThbl 4OCTyNa
ansa VLAN u ykaxute marmcTtparnbHble NopTbl KOMMyTaTopa saapa.

5.2.1.2. Pa3BepTbiBaHue
e Pasgenute nHTpaceTb Ha Heckonbko VLAN, 4ToObl peanv3oBaTb U3OMALMIO YPOBHS 2
MexXay HUMN.

e Hactponte SVI Ha komMmyTaTope 3-r0 YPOBHS AN peanu3auuu CBsi3n 3-r0 YPOBHS
mexay cetammn VLAN.

5.3. PyHKUUM

5.3.1. basoBble onpeaeneHus

VLAN

VLAN — 3TO noruyeckasi ceTb, co3gaHHasa Ha ocHoBe dmnamyeckon cetn. VLAN nMeeT Te xe
CBOWNCTBA, YTO M 06bl4Hast LAN, 3a NCKMOYEHNEM OrpaHnYeHnsa (nU3NYECKOro MECTOMNOSTOXKEHNS.
Unicast-, broadcast- n multicast-kagpbl ypoBHS 2 nepeckbinatTca u nepegatotca BHyTpU VLAN,
COXpaHss pasgeneHve Tpaduka.

NMPUMEYMAHUE: cetn VLAN, nopgepxuBaemble npogyktamm QTECH, cooTBeTCTBYIOT
crangapty |IEEE802.1Q. lMNogaepxnBaetca He 6onee 4094 VLAN (VLAN ID 1-4094), cpeaun
KoTopbiX VLAN 1 Henb3sa yaanuthb.

NMPUMEMAHUE: HacTpanBaemble naeHtudpumnkatopbl VLAN Haxogdatcs B AvanasoHe oT 1 Ao
4094.

NMPUMEYAHUE: B cnydae HexBaTkM annapaTHbIX pPecypcoB CcUCTeMa BO3BpallaeT
nHopmaumio o cboe cosgarHnsa VLAN.

Pexum nopta

Bbl MOXeTe onpenenuTb Kagapbl, KOTOPbIM paspeLlleHo NpoxoanTb Yepes nopT, n cetu VLAN, K
KOTOPLIM NPUHALANEXUT NOPT, HACTPOUB PEXUM MopTa.

Pexum nopta OnucaHue

MopTt poctyna (Access | [MopT poctyna npuHagnexut Tonbko opaHou VLAN, koTopas
port) yKa3blBaeTCs BPYYHYHO

MaructpaneHblin  nopT | MarmcTpanbHbI NOPT MO YMOMYaHuio npuHagnexmnt scem VLAN
(Trunk port) (802.1Q) KoMMyTaTopa OOCTyna MU MOXeT nepecbinaTtb kagpbl Bcex VLAN
nnu kagpbl paspeweHHbix VLAN

Uplink-nopT Mopt Uplink no ymonuanuto npuHagnexut Bcem VLAN
KoMMyTaTopa AocTyna u MoXeT nepecbinatb kagpbl Bcex VLAN v
nomeyaTb Terom ucxoaswun tpadpuk Native VLAN

M'BpuaHbin nopt (Hybrid | MTmbpuaHbii nopT No ymonyaHuo npuHagnexuT scem cetam VLAN
port) KOMMyTaTopa AOCTyna U MOXET nepechinatb Kagpbl BCEX CETen
VLAN un otnpaBnate kagpbl ceten VLAN 6e3 TteroB. OH Takke
MOXeT nepeaasaTb Kaapbl paspelleHHbix VLAN
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Pexum nopta

OnucaHue

CepBuCHbIN

(Servicechain Port)

nopt | CepBUCHbIN NOPT He n3yvaeT MAC-agpeca 1 No yMo4YaHuio MOXeT

nepecbinatb nakeTtbl 13 ntobon VLAN. Kpome Toro, Hukakas gpyras
KOHUrypauusa He gonyckaeTrcs

5.3.2. 0630p

OcobeHHOCTb = OnucaHue

VLAN VLAN nomoraeT peanusoBaTb U30MNALNIO0 YPOBHSA 2
5.3.3. VLAN

Kaxpgas VLAN umeeT HesaBucumbl broadcast-gomeH, a pasHble VLAN wm3onupoBaHbl Ha

YpOBHe 2.

5.3.3.1. MpuHUMN paboTbl

Kaxpgaa VLAN nmeeT HesaBucumbli broadcast-gpomeH, a pasHble VLAN un3onupoBaHbl Ha

YpOBHe 2.

M3onauusa yposHs 2: ecniv SVI He HacTpoeHbl and VLAN, VLAN n3onupoBaHbl Ha ypoBHe 2. 3T0
O3Ha4aeT, 4YTo nonb3oBaTenu B aTux VLAN He MoryT B3anmogencTesoBaTtb ApYr C APYrom.

MexxcoeanHeHne ypoBHA 3: ecnu SVI HacTpoeHbl Ha kommyTatope ypoBHa 3 ons VLAN, atu
VLAN moryT B3aumogencTeoBaTth ApYr C APYroM Ha ypoBHe 3.

5.4. KoHdurypauus

KoHdurypauus

OnucaHue u KomaHaa

HacTtporika 6a3oBou

VLAN

(O6sazaTenbHbIN) OH ncnonb3yetcs angd cosganusa VLAN

vlian

Beoant noeHtngpukatop VLAN

(OnumoHaneHo) OH 1cnonb3yeTcsa ANs HaCTPOWMKM nopTa AocTyna ans
nepega4m notokos 13 ogHom VLAN

switchport mode access

OnpepensaeT nopT Kak NnopT gocTyna
YPOBHSA 2

switchport access vilan

HasHauaeT nopt ans VLAN

add interface

Ho6aenseT oanH nopT gocTtyna wunu
rpynny Takmx MNOPTOB B TEKYLLYHO
VLAN
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Hactpornika VLAN W
KoHdurypauus OnucaHue n KomaHaa
(OnumoHankbHo) OH ucnoneayetcd ana nepenmeHosannsa VLAN
name HasbiBaeT VLAN
HacTponka (O6sizaTenbHbI) OH Mcnonb3yeTcsa A5l HACTPOWKM NopTa B KayecTBe
MarnmcTpanbHOro MarncTpanbHOro noprta
noprta

switchport mode trunk Onpegensiet nopt Kak
MarucTpasnbHbI NOPT YPOBHS 2

(OnumoHanbHo) OH wucnonb3yeTca Afs HaCTPOMKM MarmctpanbHbIX
NnopToB ANs nepeaadn noTokoB U3 Heckosnbknx VLAN

switchport trunk allowed vlan | HactpanBaeT paspelueHHble VLAN
AN MarncTparnbHOro nopTa

switchport trunk native vlan YkasbiBaetr Native VLAN ans
MarncTpanbHoro noprta

Hactporka  uplink-

nopTa

(O6sizaTenbHbI) OH Mcnonb3yeTcs Afs1 HACTPOMKM NMopTa B Ka4ecTBe
nopta Uplink

switchport mode uplink HacTtpauBaeT nopt kak uplink-nopt

(OnumoHanbHo) Micnonb3ayeTcsa Ans BOCCTAHOBIIEHUS pexuma nopTra

no switchport mode BocctaHaBnmBaeT pexum nopTa

Hactpoiika
rmopuaHoro nopTta

(Ob6sizatenbHbin) OH KMcnonb3yeTcs ANS  HAcTPOWMKM MopTa  Kak
rmbpugHoro nopTta

switchport mode hybrid HacTtpauBaeT nopT kak rmbpuaHbIN
nopT

(OnumoHanbHo) OH Mcnonb3yeTcsa Ans nepegayn KagpoB HECKOSTbKUX
ceten VLAN 6e3 Teros

no switchport mode BoccTtaHaBnuBaeT pexum nopra

switchport hybrid allowed | HactpamBaeT paspelueHHble VLAN
vlan Aans rmbpuaHoro nopra

switchport hybrid native vlan | Hactpansaet VLAN no ymonyaHuio
Aans rmépuaHoro nopra
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Hactpornika VLAN W
KoHdurypauus OnucaHue n KomaHaa
HacTponka (ObGsizaTenbHO) Wcnonb3yeTcs Onsi HAcTPOMKM nopTa B KayecTBe

CepBUCHOro nopta

CEepBUCHOro nopTa

switchport mode servicechain | HactpanBaeT nopT Kak CEpPBUCHbIN
nopt

5.4.1. Hactpouka 6asoson VLAN

5.4.1.1. AcpheKT KoHduUrypaumm

VLAN wugeHTudpmumpyetcs umageHtudgpmkatopom VLAN. Bbl moxeTe pobaenatb, yaansitb,
nameHaTb VLAN ¢ 2 no 4094, Ho VLAN 1 co3gaeTcs aBTOMaTUYECKN M HE MOXET ObITb yaaneHa.
Bbl MOXXeTe HacTpouTb pexum nopta n gobaente nnu yganutbe VLAN.

5.4.1.2. LLlarn HacTpounkun

CospaHue n usmeHeHue VLAN
e ObsA3aTenbHbIN.

e B cny4ae HexBaTku annapaTHbIX PECYPCOB CUCTEMA BO3BpaLLaeT nHdopmaumto o cboe
co3ganua VLAN.

e Wcnonb3ynte komaHay vlan vlan-id, ytobel cozgats VLAN mnnn Bontn B pexum VLAN.

e  KoHgurypaums:

KomaHpa vlan vlan-id
Onucanve vlan-id: ykasbiBaeT ngeHtucdukatop VLAN B agnanasoHe ot 1 go 4094
napameTpoB

Mo ymonuyaHuio

VLAN 1 cosgaeTca aBToMaTUYECKN U HE MOXeT ObiTb yaaneHa

KomaHgHbIn
peXxnm

Pexxum rnobanbHon KoHurypauum

PykoBoacTeo no
NCMonb30BaHUIO

Ecnn Bbl BBegete HoBbin wuaeHtudukatop VLAN, 6ygetr cosgaHa
cootBetcTBytowad VLAN. Ecnm Bbl  BBegete  CyLeCTBYHOLLMN
noeHtndukatop VLAN, cooteetctByowas VLAN 6yget msameHeHa. Bebl
MOXeTe ucrnonb3oBaTb kKOMaHgy no vlan vlan-id gnsa yoanenna VLAN. K
HeygansembiM VLAN oTtHocaTcsa VLAN1, VLAN, HacTpoOeHHble C NOMOLLbIO
SVI, n SubVLAN

NMepeunmeHoBaHue VLAN
e  OnumoHanbHo.

e Bbl He moxeTe Ha3BaTb VLAN Tak xe, kak Ha3saHa rno ymonyaHuto gpyras VLAN.

e  KoHdurypauus:
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KomaHga name vlan-name
Onuncanwne vlan-name: ykasbiBaeTt nmsa VLAN
napameTpoB

Mo ymonyaHumio

Mo ymonuanuio mmeHem VLAN saBnsetca ee wuageHtudgpukatop VLAN.
Hanpumep, uma no ymonyanumio gnsa VLAN 4 — VLAN 0004

KomaHgHbIn
pexmm

Pexxum koHdurypaumm VLAN

PykosoacTteo no
NCNonNb30BaHWIO

YUT06bI BOCCTaHOBUTL MM VLAN no ymonyaHuio, MICNonb3ynte KoMaHay no
name

Ha3HauyeHue TeKyllero noprta goctyna ykazaHHoun VLAN
e  OnuuoHanbHo.

e Vcnonbayinte komaHgy switchport mode access, 4Tobbl yka3aTb MOPTbl YPOBHSA 2
(nopTbl KOMMYyTaTOpa) B KA4eCcTBe NOPTOB AOCTYyNa.

¢ VcnonbayiTte komaHngy switchport access vlan vlan-id, 4To6bl 4o6aBUTL NOPT AOCTyna
k onpegenenHon VLAN, yto6bl notokn 13 VLAN mornun nepegasartbcs Yepes nopr.

KomaHpa

switchport mode access

Mo ymonyaHuio

MopT KOMMYyTaLMKN MO YMOMYaHUIo SIBNsSieTCS NopToM AocTyna

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
peXunm

KomaHga switchport access vlan vlan-id
Onuncanwne vlan-id: ykasbiBaeT ngeHtndgukatop VLAN
napameTpoB

Mo ymonuyaHuio

MopT goctyna po6asnsetca kK VLAN 1 no ymonyaxuio

KomaHgHbIn
pexmm

Pexum koHdurypaumm nitepdperica

PykosoacTteo no
NCMNOMb30BaHUIO

Ecnu nopt HasHaveH HecywecTBytowen VLAN, VLAN OGypet cosgaHa
aBTOMaTUYeCKU

Ho6aBneHne nopTta AocTtyna K Tekyweun VLAN
e OnuuoHanbHo.

e OTa KOMaHOa OencTByeT TOMbKO Ha nopT goctyna. MNocne gobaeneHusa nopta goctyna
K VLAN notokn VLAN mMoryT nepegasaTbcs Yepes nopr.
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o  KoHdurypauus:

KomaHga add interface { interface-id | range interface-range }
Onucanve interface-id: yka3biBaeT oauH NopT.
napameTpoB

interface-range: ykasbiBaeT HECKOSTLKO MOPTOB

Mo ymonyaHuio

Mo ymonuaHuio Bce nopthl Ethernet yposHa 2 npuHagnexat VLAN 1

KomaHaHbIn
pexunm

Pexnm koHdurypaunmn VLAN

PykoBoacteo no
NCNONb30BaHMIO

B pexnme koHdurypauumn VLAN gobaBbTe onpeneneHHbIi NopT 4OcTyna K
VLAN. 3OTa komaHga umeeT TOT xe addekT, YTo n KkomaHga switchport
access vlan vlan-id

NPUMEMAHME: nna aoByx komaHg nobaeneHus nopta B VLAN KomaHaa, HacTpoeHHas nosxe,
nepesanuieT Apyryto.

5.4.1.3. NpoBepka

o OTnpaBnanTe HEMOMeYEHHbIE TEFOM MakeTbl Ha NOPT AOCTYNa, U OHM TPAHCHMPYIOTCS
B ceTn VLAN.

e Wcnonb3ynte komangbl show vlan n show interface switchport, 4tobbl NpoBepuThb,
BCTYNuna nu KoHurypaums B cuny.

KomaHga show vlan [ id vlan-id ]
Onucanue vlan-id: ykasbiBaeT ugeHtudukatop VLAN
napameTpoB
KomaHaHbIn JTlobGon pexnm
pexmm
OTobpaxeHne QTECH(config-vlan)#show vlan id 20
KOmaHzg
VLAN Name  Status Ports
20 VLANOO20 STATIC Gio/N

5.4.1.4. Mpumep KoHcuUrypaumum

HacTtpouka 6aszosoun VLAN 1 nopTa goctyna

Warwn
HaCTPOWKM

e Cospgante VLAN 1 nepenmeHymnTe ee.
e [Jo6asbTte nopt goctyna k VLAN. Ectb aBa noaxoga. OguH:

QTECH# configure terminal
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QTECH(config)# vlan 888
QTECH(config-vlan)# name test888
QTECH# (config-vlan)# exit
QTECH(config)# interface GigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# switchport mode access
QTECH(config-if-GigabitEthernet 0/3)# switchport access vlan 20

Opyron nogxon go6aeneHnsa nopta goctyna (GigabitEthernet 0/3) k VLAN20:
QTECH# configure terminal
SwitchA(config)#vlan 20
SwitchA(config-vlan)#add interface GigabitEthernet 0/3

lMpoBepka | MpoBepbTe NPaBUIBHOCTb KOHUIypaLum

QTECH(config-vlan)#show vlan

VLAN Name Status Ports

1 VLANOOO1 STATIC

20 VLANOO20 STATIC Gi0/3

888 test888 STATIC

QTECH(config-vlan)#

QTECH# show interface GigabitEthernet 0/3 switchport

Interface Switchport Mode Access Native Protected VLAN
lists

GigabitEthernet 0/3 enabled ACCESS 20 1 Disabled
ALL

QTECH# show run
I

5.4.2. HacTpouka maructpanbHOro nopra

5.4.2.1. 3¢ ekt KoHDUrypaumm

TpaHK U1 marncTpanbHbIi NOPT — 3TO KaHan ToOYKa-ToYKa, COEAUHSIIOLLNA OOWH UMW HECKOSBbKO
nHTepdencos Ethernet ¢ gpyrumu ceteBbiMM YCTPOMCTBaAMMU (Hanpumep, mMapLupyTM3aTopoMm
NN KOMMYTaTOPOM), U OH MOXET nepefaBaTtb NOTOKN U3 HECKONbKNX VLAN.

MaructpaneHble ycTtponctBa QTECH wucnonb3yoT craHgapT uHkancynsauum 802.1Q. Ha
cnegyowem PucyHke nokasaHa ceTb, UCMOMb3yloLas MaructpanbHOe COeiHEHNE.
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KommyTatop

TpaHk TpaHK

KommyTaTop

VLAN 1 VLAN 2 VLAN 3

PucyHok 5-3.

Bbl MoxeTe HacTpouTb nopT Ethernet nnu arpervpoBaHHbIn NopT (MOAPOGHOCTU CM. B pasaene
HacTpoiika arpermpoBaHHOro nopTa) B kKa4ecTse MarmcrpanbHoro nopra.

Bbl gomkHbl ykasaTb Native VLAN ans maructpanbHoro nopta. NakeTbl 6e3 Teros, Nony4yeHHble
N OTNpaBfieHHble M3 MarucTpanbHOro nopTa, cumMTalTca npuHagnexawmmm Native VLAN.
UaoeHTudmkatop VLAN no ymonyanuto (PVID B IEEE 802.1Q) aToro maructpanbsHOro nopta
aBnsieTcsl cobcTBeHHbIM  uaeHTudukatopom VLAN. [Mpn atom kagpbl Native VLAN,
OoTnpaBnsemMble Yepe3 MarucTparnbHbli NOpT, He NnoMeyeHbl. Native VLAN no ymonyaHuo ang
mMarucTtpansHoro nopta — 310 VLAN 1.

Mpn HacTpoike MarucTpanbHOro kaHana ybegutecb, YTO MarucTpanbHble NOpThl Ha ABYX
KOHLLaX kaHana ncnonb3ytoT ogHy u Ty e Native VLAN.

5.4.2.2. LLlarn HacTpounku

HacTpounka maructpanbHoro nopra

e (ObGs3aTenbHbIN.

e HacTponTte marucTparnbHbIi NOPT AN nepeana4vm NnoTokoB 13 Heckonbkmnx VLAN.
o  KoHdurypauus:

KomaHpa switchport mode trunk

Mo ymonyaHuio | Pexxum no ymonyaHuio — Access (A0CTyn), KOTOPbIA MOXET ObITb U3MEHeH
Ha Trunk (TpaHkK)

KomaHaHbIn Pexxum koHurypaumm nHtepderica
pexmm

PykoBoactBo no | Ytobbl BOCCTAHOBWUTbL 3HAYEHWUS MO YMOMYaAHUIO A1 BCEX CBOWCTB
MCMONb30BaHMIO | MarucTparibHOro nopTa, UCrorb3ynTe koMmaHay no switchport mode
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OnpeaeneHue paspeweHHbIX VLAN ona maructpanbHOro nopra
e  OnuuoHarnbHo.

o [lo ymonuaHuo MmaructTpanbsHbli NopT nepegaet notokn ud scex VLAN (oT 1 go 4094).
Bbl MOXeTe HacTpouTb CNMCOK paspelleHHbiX VLAN, 4Tobbl 3anpeTuTb NPOXoXaeHue
noTokoB HekoTopblX VLAN 4epes maructpanbHbIin NopT.

o  KoHdwurypauus:

KomaHpa switchport trunk allowed vilan {all | [add | remove | except | only ] } vlan-
list

Onuncanwne MapameTp vlan-list moxer ©biTb VLAN wunm Heckonbkumm VLAN, a

napameTpoB noeHtudukatopsl  VLAN coeguHaoTcs no  nopsgky  yepes M-

Hanpumep: 10-20.
all ykasbiBaeT paspelueHHblie VLAN BkntoyatoT Bce VLAN;

add ykasbiBaeT Ha gob6aeneHune koHkpeTHon VLAN B CNMCOK paspeLleHHbIX
VLAN;

remove ykasblBaeT yaaneHme koHkpeTHon VLAN n3 cnucka paspeLueHHbIX
VLAN;

except ykasbiBaeT Ha gobaeneHne Bcex VLAN, KpoMe nepeyvmcrieHHbIX
VLAN, B cnucok paspelueHHbix VLAN.

only ykasbiBaeT Ha pobaBneHne nepeudncrneHHblx VLAN B cnucok
paspeweHHblx VLAN, n yganenune gpyrmux VLAN n3 cnmcka

Mo ymonyaHuio

MarucTtpaneHbin nopT 1 nopT uplink NnpuHagnexat scem VLAN

KomaHgHbIn
peXxnm

Pexxum koHurypaumm nHtepderica

PykoBoacTeo no
NCMNOMb30BaHUIO

UTo6Gbl BOCCTAHOBUTb KOH(WUrypauuio MarucTpanbHOro nopra Mo
ymonyanuio (all), nicnonbedynte komaHay no switchport trunk allowed vian

Hactpownka Native VLAN
e  OnuyuoHanbHo.

e MarucTtpanbHbii NOPT NONyyYaeT U OTNpPaBnseT TermpoBaHHbIE UMW HETErMpOBaHHbLIE
kagpbl 802.1Q. Kagpel 6e3 TeroB nepegatot notokm n3 Native VLAN. Native VLAN no
ymonyaHuio — VLAN 1.

e Ecnu kagp cogepxut wugeHTudpmkatop VLAN Native VLAN, ero Ter 6yget
aBTOMaTMYECKM yaaneH npu NpoxoxaeHnn marmctpansHoro nopTa.

e  KoHdurypauus:

KomaHpa switchport trunk native vlan vlan-id
Onucanve vlan-id: ykasbiBaeT ngeHtndpukatop VLAN
napameTpoB

Mo ymonyaHuio

VLAN no ymonyaHuto ans marmctparnbHoro n nopta uplink — ato VLAN 1

(@ arecy
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KomaHaHbIn Pexxum koHgurypaumm nHtepderica
pexum

PykoBogcteo no | Ytobbl BocctaHoBMTL Native VLAN marnctpanbHoro nopta 4o 3Ha4deHum no
NCMNONb30BaHMIO | YMOMN4YaHUIO, UCMONb3yrNTe KoMaHay no switchport trunk native vian

NMPUMEYAHMUE: korpa Bbl yctaHasnveaeTte Native VLAN nopta kak HecywecTsytoLyto VLAN,
aTta VLAN He Gyget co3gaHa asTomatudeckun. Kpome toro, Native VLAN MoXeT ObITb BHE CnUCKa
paspelwweHHbix VLAN gnsa atoro nopta. B atom cnyyae notoku m3 Native VLAN He moryT
npoxoauTb Yepes nopT.

5.4.2.3. NMpoBepka
e OrtnpaBnanTe nakeTbl C Teramm Ha MarucTpasnbHblii MOPT, U OHU TPAHCIMPYHOTCH B
npegenax ykasdaHHbix VLAN.

e Vcnonbayinte komaHabl show vlan un show interface switchport, 4tobbl npoBepuTsb,
BCTyNuna nu KoHpurypaums B cuny.

KomaHga show vlan [ id vlan-id ]

Onucanwue vlan-id: ykasbiBaeT ngeHtudukatop VLAN
napameTpoB

KomaHaHbIn JTro6on pexum

pexum

OTobpaxeHne QTECH(config-vlan)#show vlan id 20
KOMaHg,
VLAN Name Status Ports

20 VLANOO20 STATIC Gio/1

168

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113
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5.4.2.4. NMpumep KoHcurypaumm

Hactponka 6aszoBon VLAN pgna peanusaumm U3ONsALUMM YPOBHA 2 U
B3aMMoencTBuUsA ypoBHSA 3

Cuenapun:

SVI1 10:192.168.10.1/24

KommyTarop D SVI 20:192.168.20.1/24

Gi0/2 Gi0/4 SVI 30:192.168.30.1/24
1l Gi 0/1 TpaHk
KommyTtaTtop A Kommytatop B | sassees . KommyTatop C m
VLAN 20 VLAN 30
pu
|  BbIxogHoe ycTpoOncTBO
VLAN 10 VLAN 20 VLAN 30 Il KommyraTop anpa
Il KommyTtaTtop Joctyna
PucyHok 5-4.
Warn TpeboBaHus K ceTu:
HaCTPOWKM

Kak nokasaHo Ha PucyHke Bbiwe, nHtpacetb genutca Ha VLAN 10, VLAN 20 un
VLAN 30, peanusya wusonaumio ypoBHA 2 apyr ot pgpyra. Tpm VLAN
COOTBETCTBYIOT IP-noacetam 192.168.10.0/24, 192.168.20.0/24 "
192.168.30.0/24, peanunsys B3anMMOCBA3b Apyr C APYroM MNOCPeacTBOM
IP-nepeagpecaumm ¢ NOMOLLbIO KOMMYTaTOPOB S4pa YPOBHS 3.

KntouyeBble MOMEHTbI:

B cnepytowieMm npumepe onucaHbl 3Tanbl HacTPOWKM KOMMyTatopa siapa W
KOMMyTaTopa AocTyna.

e Hactpoute Tpn VLAN Ha koMmyTaTope g4pa 1 nopT, NOLKMHOYEHHbIN K
KOMMyTaTopam AO0CTyna, B Ka4eCTBe MarucTpanbHOro nopta n ykaxuTe
cnmncok paspelueHHbix VLAN ana peanusaumm n3onauumn ypoBHA 2.

e Hactponte Tpu SVI Ha kommyTaTtope s4pa, KOTOpble SABMASKTCS
nHTepencamm wnosa IP-nogceten, cootsetcTBytowmnx Tpem VLAN, n
HacTpounTe IP-agpeca ansa aTux uHTepgencos.
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o Cospante VLAN cOOTBETCTBEHHO Ha Tpex KOMMyTaTopax [OocCTyna,
HasHaybTe nopTbl goctyna ans VLAN n ykaxute marnctpasibHble NopThl
KommyTaTtopa 4dgpa. B cnegywouwem npumepe oOnucaHbl  3Tanbl
HacTpoOnKn KommyTaTopa A
D D#configure terminal

D(config)#vlan 10

D(config-vlan)#vlan 20

D(config-vlan)#vlan 30

D(config-vlan)#exit

D(config)#interface range GigabitEthernet 0/2-4
D(config-if-range)#switchport mode trunk

D(config-if-range)#exit

D(config)#interface GigabitEthernet 0/2

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan add 10,20
D(config-if-GigabitEthernet 0/2)#interface GigabitEthernet 0/3
D(config-if-GigabitEthernet 0/3)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/3)#switchport trunk allowed vlan add 10,20,30
D(config-if-GigabitEthernet 0/3)#interface GigabitEthernet 0/4
D(config-if-GigabitEthernet 0/4)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/4)#switchport trunk allowed vlan add 20,30
D#configure terminal

D(config)#interface vlan 10

D(config-if-VLAN 10)#ip address 192.168.10.1 255.255.255.0

D(config-if-VLAN 10)#interface vlan 20

D(config-if-VLAN 20)#ip address 192.168.20.1 255.255.255.0

D(config-if-VLAN 20)#interface vlan 30

D(config-if-VLAN 30)#ip address 192.168.30.1 255.255.255.0

D(config-if-VLAN 30)#exit

A#tconfigure terminal

A(config)#vlan 10

A(config-vlan)#vlan 20

A(config-vlan)#exit

A(config)#interface range GigabitEthernet 0/2-12
A(config-if-range)#switchport mode access

A(config-if-range)#switchport access vlan 10
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A(config-if-range)#interface range GigabitEthernet 0/13-24
A(config-if-range)#switchport mode access
A(config-if-range)#switchport access vlan 20
A(config-if-range)#exit

A(config)#interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)#switchport mode trunk

MNposepka e Otobpasute koHurypaumo VLAN Ha kommyTaTope agpa.
e Ortobpaxenne uHdbopmauunm o VLAN, Bknwo4das uaeHTUdMKaTOpbI
VLAN, nmeHa VLAN, ctatyc 1 3agencTtBoBaHHbIE NOPTHI.
e  Otobpaxenune coctosiHusa noptoB Gi 0/2, Gi 0/3 n Gi 0/4
D D#show vlan

VLAN Name Status Ports

1 VLANOOO1 STATIC Gi0/1, Gi0/5, Gio/6, Gi0/7
Gi0/8, Gi0/9, Gio/10, Gio/m
Gi0/12, Gi0/13, Gi0/14, Gi0/15
Gi0/16, Gi0/17, Gi0/18, Gi0/19
Gi0/20, Gi0/21, Gi0/22, Gi0/23
Gi0/24

10 VLANOO10  STATIC Gi0/2, Gi0/3

20 VLANOO20 STATIC Gi0/2, Gi0/3, Gi0/4

30 VLANOO30 STATIC Gi0/3, Gi0/4

D#show interface GigabitEthernet 0/2 switchport

Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/2 enabled TRUNKI1 1 Disabled 10,20
D#show interface GigabitEthernet 0/3 switchport
Interface Switchport Mode AccessNative Protected VLAN lists
GigabitEthernet 0/3 enabled TRUNKI1 1 Disabled 10,20,30
D#show interface GigabitEthernet 0/4 switchport
Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/4 enabled TRUNKI1 1 Disabled 20,30
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5.4.3. HacTtpouka uplink-nopTa

5.4.3.1. AcpheKT KoHduUrypaumm

Uplink-nopT 06bl4HO uncnonb3dyeTca B cpege QinQ (ctangapt IEEE 802.1ad) u nopobGeH
MarmcrTpanbHoMmy nopTy. MIX oTnuume coctouT B TOM, 4TO nopT uplink nepegaet Tonbko
TerMpoBaHHble Kaapbl, @ MarucTpanbHbI NOPT OTNpPaBNsSEeT HeTerMpoBaHHble Kaapbl Native

VLAN.

5.4.3.2. Llarn HacTpounku

HacTtpowka uplink-nopTa
o ObgaszaTtenbHbIN.

e Hactponte uplink-nopT ans nepegayn NOTOKOB M3 Heckomnbkux VLAN, HO MOXHO
nepegaBaTb TONbKO TEMMPOBAHHLIE Kaapbl.

o  KoHgurypaums:

KomaHpa

switchport mode uplink

Mo ymonyaHuio

Pexum no ymonuyaHmio — Access (gocTtyn), KOTOpbiA MOXHO M3MEHUTb Ha
Uplink

KomaHgHbIn
peXmm

Pexnm koHdurypaumm nHtepdenca

PykoBogcTBo no
NCNoNb30BaHMIO

UToObl BOCCTAHOBWUTbL 3HAYEHWUsI MO YMOSYaHUIO AN BCEX CBOWCTB
uplink-nopTa, ncnonb3ynte KOMaHay no switchport mode

OnpepeneHue paspeweHHbIX VLAN AnA maructpanbHOro nopra
e  OnuyuoHanbHo.

e Bbl MOXeTe HacTpouTb cnUcok paspelleHHbiX VLAN, 4Tobbl 3anpeTuTb NpoxoxaeHue
notokoB HekoTopbIx VLAN yepes nopt uplink.

e  KoHdurypaums:

KomaHga switchport trunk allowed vlan { all | [ add | remove | except | only ]}
vlan-list

Onucanve MapameTtp vian-list moxetr ObiTb VLAN wunn Heckonbkumn VLAN, a

napameTpoB noeHtugukatopsl  VLAN coeguHaoTcs no  nopsagky  yepes M-

Hanpumep: 10-20.
all ykasbiBaeT, 4To paspewieHHble VLAN BkntoyatoT Bce VLAN;

add ykasbiBaeT gobasneHuve koHkpeTHon VLAN B CMMCOK paspeLueHHbIX
VLAN;

remove ykasblBaeT yaaneHue koHkpetHon VLAN mn3 cnucka paspeLueHHbIX
VLAN;

except ykasbiBaeT gobasneHune scex VLAN, kpome nepeuncneHHbix VLAN,
B cnncok pa3speLueHHbIx VLAN;

(@ arecy
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only ykasbiBaeT pgobaeneHne nepeuucnenHolx VLAN B cnucok
paspeweHHbIX VLAN n yaanenune gpyrnx VLAN 13 crivcka

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacTBo Mo
NCNoNb30BaHWIO

YT06bl BOCCTAHOBUTL 3HAYEHUs1 NO yMonyaHuio Anst paspelleHHbix VLAN
(all), ncnonb3ynte komaHgy no switchport trunk allowed vlan

HacTtponka Native VLAN
e  OnuuoHarnbHo.

e Ecnu kagp copepxunt ngentncdumkatop VLAN Native VLAN, ero Ter He ByaeTt yaaneH
npu NpoxoxaeHun yepes nopT uplink. 3To NpoTMBOPEUNT TPAHKOBOMY MOPTY.

o  KoHgurypaums:

KomaHpa switchport trunk native vlan vlan-id
Onuncanue vlan-id: ykasbiBaeT ngeHtudukartop VLAN
napameTpoB

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacTBo no
NCNoNb30BaHWIO

UToObl BOCCTAHOBWUTbL HACTPOWKM Mo ymonyaHuto ans Native VLAN
uplink-kaHana, ncnonb3ynte komaHgy no switchport trunk native vian

5.4.3.3. NpoBepka

e OtnpaBnante naketbl ¢ Teramm Ha uplink-nopT, U OHW TpaHCAMpPyTCA B Npegenax
ykasdaHHbIX VLAN.

e Wcnonb3ynte komangbl show vlan n show interface switchport, 4tTobbl NpoBepuThb,
BCTyNuna nu KoHpurypaums B cuny.

KomaHga show vlan [ id vlan-id ]
Onuncanwne vlan-id: ykasbiBaeT ngeHtndgpukatop VLAN
napameTpoB
KomaHgHbIn JTtobon pexumm
peXunm
OTobpaxeHne QTECH(config-vlan)#show vlan id 20
KoMaHAa
VLAN Name Status Ports
20 VLANOO20 STATIC Gi0/1
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5.4.3.4. Npumep KoHcurypaumm

HacTtpowka uplink-nopTa

Warn Hwxe npuBeaeH npumep HacTporikm Gi0/1 kak uplink-nopTa
HaCTPOWKM

QTECH# configure terminal

QTECH(config)# interface gi 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode uplink
QTECH(config-if-GigabitEthernet 0/1)# end

MpoBepka | MNpoBepbTe NPaBUNBHOCTL KOHUIypaLmm

QTECH# show interfaces GigabitEthernet 0/1 switchport
Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/1 enabled UPLINK 1 1 disabled ALL

5.4.4. Hactpounka rubpmgHoro nopra

5.4.4.1. AcpheKT KoHduUrypaumm

M'BpuaHeIn NopT 0bbl4HO Mcnonb3yetca B cpege SHARE VLAN. Mo ymonyaHuio rubpuaHbin
nopT coBMaZaeT C MarncTparnbHbIM NOPTOM. VX oTnnyme cocTouT B TOM, YTO rMOPUAHBLIN NopT
MOXeT oTnpaBnATb kagpbl M3 VLAN, kpome VLAN no ymonyaHuio, B HeTermposaHHoMm cpopmare.

5.4.4.2. LLlarn HacTpounkun

Hactpownka ru6bpuaHoro nopra

o Ob6gaszartenbHbIn.

e HacTtporiTte rubpuaHbIiin NOPT AN nepegadn NOTokoB U3 Heckonbkux VLAN.
o  KoHdurypaums:

KomaHga switchport mode hybrid

Mo ymonyaHuio | Pexxum no ymonyaHuio — Access (4OCTyn), KOTOPbIN MOXHO U3MEHUTb Ha
Hybrid (rmbpuaHbIn)

KomaHaHbIn Pexxum koHurypaumm nHtepderica
pexnm

PykoBogcteo no | UTobbl BOCCTAHOBUTbL 3HAYEHUS MO YMOMYaHMIO ANs BCEX CBOWCTB
NCNONb30BaHWIO | TMBpPUAHOro NopTa, MCnonb3ynTe kKomaHay no switchport mode

OnpepneneHue paspeweHHbIX VLAN ans rubpuwaHoro nopra
e  OnuyuoHanbHo.
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o [lo ymonuaHuio rmbpugHbin nopT nepegaet notokn m3 ecex VLAN (o1 1 go 4094). Bel
MOXeTe HaCTPOUTb CMMCOK paspelueHHbiX VLAN, 4ToObl 3anpeTuTb NpOXOXAeHue
noToKkoB HekoTopbix VLAN yepes rubpuaHbiv nopT.

o  KoHgurypaums:

KomaHga switchport hybrid allowed vlan [ [add | only ] tagged | [ add ] untaged |
remove ] vlan_list

Onucanwne vlan-id: ykasbiBaeT ugeHtudukatop VLAN

napameTpoB

Mo ymonyaHumio

Mo ymonuyaHuio mbpuaHbin nopT npuHagnexut Bcem VLAN. [Mopt
nobaensetca B VLAN no ymonyaHuto B HETErMpoBaHHOM BuAae v B apyrue
VLAN B TermpoBaHHOM Buae

KomaHgHbIn
pexnm

Pexnm koHdurypaumm nHtepdenca

HacTtponka Native VLAN
e  OnuuoHanbHo.

e Ecnn «xagp cogepxut wuageHtudukatop VLAN Native VLAN,

ero Ter Oypet

aBTOMaTUYECKM yAarneH Npu NpoxoxaeHun yepes rubpuaHbii NopT.
o KoHdurypauus:

KomaHga switchport hybrid native vlan vlan_id
Onuncanue vlan-id: ykasbiBaeT ngeHtndgukatop VLAN
napameTpoB

Mo ymonyanuio

Mo ymonyanuio Native VLAN — a1o VLAN 1

KomaHgHbIn
peXxnm

Pexxum koHurypaumm nHtepderica

Pykosoacteo no
NCMNOMb30BaHUIO

Utobbl BoccTaHoBUTE ncxoaHyto VLAN rubpmngHoro nopta 4O 3HaY€eHUn no
yMON4aHu1Io, ucnonb3ynte komaHgy no switchport hybrid native vian

5.4.4.3. NpoBepkKa

e  OTtnpaBnganTe NOMeYeHHbIe TeraMm NakeTbl Ha TMOPUAHLIA NOPT, U OHU TPAHCINPYIOTCA
B npefenax ykasaHHbIX VLAN.

e Wcnonb3ynte komangbl show vlan n show interface switchport, 4to6bl NpoBepuThb,
BCTynuna nun KoHdurypauusa B cuny.

KomaHnga show vlan [id vlan-id ]
Onucanuve vlan-id: ykasbiBaeT ugeHtudgukatop VLAN
napameTpoB
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KomaHgHbIn
pexmm

Ito6on pexnm

KOMaHz,

OTtobpaxeHue QTECH(config-vlan)#show vlan id 20

VLAN Name Status Ports

20 VLANOO20 STATIC  Gi0O/

5.4.4.4. NMpumep KoHcuUrypaumm

Hactpownka ru6puagHoro nopra

Warn Hwxe npuBeaeH npumep HacTporiku Gi0/1 B kadecTBe rmbpugHoro nopTta
HaCTPOWKM
QTECH# configure terminal
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode hybrid
QTECH(config-if-GigabitEthernet 0/1)# switchport hybrid native vlan 3
QTECH(config-if-GigabitEthernet 0/1)# switchport hybrid allowed vlan
untagged 20-30
QTECH(config-if-GigabitEthernet 0/1)# end
Mpoeepka | NpoBepbTe NpaBUIIbLHOCTL KOHAUIypaumum

QTECH(config-if-GigabitEthernet 0/1)#show run interface gigabitEthernet 0/1

Building configuration...

Current configuration : 166 bytes
interface GigabitEthernet 0/1
switchport

switchport mode hybrid
switchport hybrid native vlan 3

switchport hybrid allowed vlan add untagged 20-30

5.4.5. Hactponka cepBMUCHOro noprta

5.4.5.1. AcpheKT KoHdUrypaumm

B 0BbI4HbIX Criyyasix CepBUCHbLIN MOPT UCMONb3yeTCca B cpeae nepeHanpasneHms yposHs 2. o
YMOJT4aHUIO CEPBUCHBIV NOPT He udyvaeT MAC-agpeca n MOXeT nepecbinaTtb nakeTbl U3 nobown
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VLAN. Kpome Toro, oH pasBepTbiBaeTCs B NPO3pavyHOM pexnme Ol nepeHanpaBneHnsi NakeTos
YPOBHS 2 1 YPOBHS 3.

5.4.5.2. LLlarn HacTpounku

HacTponka cepBuUCHOro nopra

o (ObGsizaTenbHbIN.

e  BbinonHute 3Ty onepauunio, YTobbl HACTPOUTL MOPT B KAYECTBE CEPBMCHOrO NopTa.
o BbinonHute 3Ty onepauno Ha KOMMyTaTope.

KomaHpa switchport mode servicechain

Mo ymonyaHuio | Pexxum no ymonyaHuto — Access (4ocTyn)

KomaHaHbIn Mogenb kKoHgurypaumm nitepdenca
pexum

Pykosogcteo no | MNepea nameHeHvem nopta c nopta AoCTyna, MarmcTpansHoro, rmépuaHoro,
ncrnonb3oBaHuio | uplink mnu TyHHenbHoro nopta 802.1Q Ha CEpBUCHbIN MOPT OYUCTUTE
Apyrue KoHduUrypauum nopta u cHayana uameHute nopT Ha NopT AocTyna.
YT06bl BOCCTAHOBUTbL HACTPOWMKM MO YMOMYaHUto, 3anyctuTe no switchport
mode B pexnme KoHurypaumm nitepdenca

5.4.5.3. NpoBepka

CepBucHbIn nopT He m3ydaet MAC-agpec, korga nakeTbl C Teramm OTMNpaBnAlTCa yepes
cepBuCHbIN NopT. Kpome Toro, nakeTbl nepefarTcsl He3aBMCUMO OT NMEPEHOCMMOro Tera u oT
TOro, cosgaHa nu VLAN.

5.4.5.4. NMpumep KoHcpUrypaumm

Hactpowka cepBucHoro nopra
NMPUMEYAHUE: onuvcbiBaeTCH TOMNbKO KOHUrypauus, OTHOCALLAACA K CEPBUCHOMY NOPTY.

Warn Hactponte nopt GiO/1 B Ka4ecTBe cepBUCHOrO nopTa
HaCTPOWKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode servicechain
QTECH(config-if-GigabitEthernet 0/1)# end

MpoBepka | 3anyctute show run, 4ToGbl NPOBEPUTL NPABUNBHOCTb KOHPUIypaLmm

QTECH(config-if-GigabitEthernet 0/1)#show run interface gigabitEthernet 0/1

Building configuration...
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Current configuration : 166 bytes

interface GigabitEthernet 0/1
switchport

switchport mode servicechain

5.4.6. Hactpouka yHacnegoBaHHou VLAN ansa HezaBucumoro nopra

5.4.6.1. AcpdeKT KoHdUrypaumm

3Ty KOHUrypaumo NoAAEPXKMBAIOT TOSNbKO MarncTaprbHble, uplink n ruépugHsie noptel. MNocne
yKasaHusi paclumpeHHoro cnmcka VLAN maructpaneHoro mnm uplink-nopTa, korga aT1oT nopT
ansaetcs AP, a nopT-ydacTHUK AP M3MEHEH Ha He3aBUCUMbIA NOPT, MOPT-YH4ACTHUK UCNONb3YeT
paclumMpeHHbIn cnucok VLAN, HacTpoeHHbih Ha AP, B kadyecTBe cnucka paspelleHHbiXx VLAN.
AHanornyHeiMm 06pasom, Nocne ykasaHus pacmpeHHoro cnmcka VLAN rmbpugHoro nopra aT1oT
pacmnpeHHbIn cnucok VLAN ncnonb3yeTtcs B Ka4ecTBe cnucka paspeteHHbix VLAN rmbpngHoro
nopTa-y4acTtHuKa, a rMopuaHbI NOPT-y4aCTHUK, U3MEHEHHbIN Ha HE3aBMCUMbIA NOPT, Takke
Hacneayet cnucok TeroB VLAN ot AP.

5.4.6.2. LLlarn HacTpounku

Hactpowka yHacnegoBaHHou VLAN ans He3aBMCMMOrO nopTa
e O6GsAsaTenbHbIN.

e BbinonHute 3Ty onepauuio Ha KommyTtaTtope. B cueHapuax ycrtaHoBkn OC PXE
BbINOMHUTE 3Ty onepaunto Ha AP.

KomaHga switchport individual-port extend-vlan vlan-list

Mo ymonyanuio | YHacnegoBaHHas VLAN He HacTpoeHa no yMOonYaHuo

KomaHaHbIn Pexxum koHurypaumm nHtepdenca nopta Kommytatopa
pexXunm

PykoBoactBo no | YTobbl OTKMAOUNTE 3Ty OYHKLUMIO, UCMONb3yrMTe KomaHdy no switchport
ncnone3oBaHuio | individual-port extend-vlan unu komangy default switchport individual-
port extend-vlan. 3Ty KOHcurypauuio nogaepXmMBalT  TOMbKO
MarucTpansHble, uplink n ruépmngHsle nopThl

5.4.6.3. NpoBepka

3anyctute komaHgy show run, 4ytobbl NPOBEPUTb, CYLLECTBYET NN Ha MHTepdence komanaa
switchport individual-port extend-vlan.

5.4.6.4. NMpumep KoHcpUrypauumm

HacTtponka yHacnegoBaHHou VLAN ansa He3aBMCUMOro nopTa

NMPUMEYAHUE: onuckiBaeTcs TONbKO KOHUrypauma, oTHocALWasacs K yHacnenosaHHbIM VLAN
He3aBMCUMbIX MOPTOB.
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Larm Hwxe npnBeneH npumep 3Ton KOMaHA4bl:
HaCTPOWKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-GigabitEthernet 0/1) switchport mode trunk
QTECH(config-if-GigabitEthernet 0/1) switchport individual-port extend-vlan 10

Mpoeepka | 3anyctute komaHAy show run, 4ToGbI NPOBEPUTL NPABUIBHOCTL KOHUIypaLuum

QTECH(config-if-GigabitEthernet 0/1)#show run
Building configuration...
Current configuration : 166 bytes

interface GigabitEthernet 0/1

switchport individual-port extend-vlan 10

5.5. MoHUTOpUHr

5.5.1. OToGpaxeHue

Onucanne KomaHpa

OTo6paxaeT koHpurypaumio VLAN show vlan

OtobpaxaeT KoHcurypaumto noptoB | show interface switchport
KoMMmyTaTopa

5.5.2. OTnapgka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHATbI MNpU BbIBOAE OTNagoYHOW UMHGOpMaunn.
Bbikntounte otnagku cpasy nocrne ucrnonb3oBaHus.

OnucaHne KomaHpa

Otnagka VLAN debug bridge vian
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6. HACTPOUKA MAC VLAN
6.1. O630p

OyHkuna MAC VLAN oTHocuTcsa k HasHadeHuto VLAN Ha ocHoBe MAC-agpecos, 4To siBnsieTcs
HOBbIM MeTOoAOM HasHadyeHus VLAN. 3Ta dyHKUMS 4acTo UCnonb3yeTcd ¢ AMHaMUYECKUM
Ha3HadyeHnem VLAN 802.1X ansa peanusauumn 6e3onacHoro n rubkoro goctyna K TepMmuHanam
802.1X. MNocne npoxoxaeHust ayteHTudmrkaumm nons3oparenem 802.1X kommyTaTop gocTyna
aBTomaTuyeckun cosgaet 3anncb MAC VLAN Ha ocHoBe VLAN n MAC-agpeca nonb3oBartend,
nepefaHHbIX cepsBepoM ayTeHTudukauun. CeTeBon agMUHUCTPATOP Takke MOXEeT 3apaHee
HacTpouTb cBA3b Mexay MAC-agpecom 1 VLAN Ha kommyTaTOope.

6.1.1. NMpoTokonbl

IEEE 802.1Q: BupTyarnbHble MOCTOBbLIE floKasibHbIE CETU U CTaHOapPThI.

6.2. MpunoxeHunsa

MpunoxeHune OnucaHue

Hactponka MAC VLAN HacTtpanBaet dyHkunio MAC VLAN ans HasHaveHust ceTemn
VLAN Ha ocHoBe MAC-agpecoB nonb3oBatenen. [lpu
N3MeHEeHUN (PU3NYECKOro MeCTONONOXEHNS NONb3oBaTenNs, T. €.
npy NEepekntoYeHnn C OA4HOro KOMMYyTaTopa Ha OpYron, Het
Heob6XxoanMocCTH nepeHacTpamBaTb VLAN noprta,
NCnonb3yemoro nosib3oBartenem

6.2.1. Hactpouka MAC VLAN
6.2.1.1. CueHapun

C nonyndapusauunen mMobunbHOro oguca TepMuHanbHble YCTPOMCTBA OObIMHO HE UCMONb3YIOT
domKCcMpOoBaHHbIe NOPThl ANA JOCTYNa K ceTU. TepMnHanbHOe YyCTPOMCTBO MOXET UCNOorb3oBaTh
nopt A Ana JocTyna K ceTu B 3TOT pas, HO ucrnonb3oBaTb nopT B ong goctyna K cetu B
cnegywowmn pas. Ecnn koHdurypauun VLAN noptoB A n B otnunuaiotcd, TepMuHanbHoe
ycTporcTBo byaeT HasHayeHo apyro VLAN npu BTOPOM OCTYME M HE CMOXET MCMoSib30BaTb
pecypcbl npegbiaywen VLAN. Ecnu koHdurypauum VLAN noptoB A un B oguHakoBbl, MOTyT
BO3HWKHYTb Npobrnembl ¢ Ge30nacHOCTbIO, Korga nopT B HasHavyaeTcs ApYrMM OKOHEYHbIM
ycTponcteaM. Kak paspeLlumnTb xoctam pasHbix VLAN JOCTyN K ceTU Yepes OAWH U TOT Xe NopT?
HacTosawwmm npeacrasneHa pyHkumna MAC VLAN.

Camoe 6onbwwoe npeumywectso MAC VLAN 3aknw4aetcsa B TOM, YTO MpU U3MEHEHUN
dM3MYEeCKOro MecTonoroXeHNs Nosb3oBaTtend, T. €. NPU NepPeKtoYeHnn ¢ OOHOIro KOMMYyTaTopa
Ha A4pyroW, HeT HeobxoagmmocTn nepeHactpamBatb VLAN nopTta, WCNOMb3yemMoro
nonb3oBatenem. Takum obpasom, HasHadeHne VLAN Ha ocHoBe MAC-agpecoB MOXHO
paccMmaTpuBaTb Kak Nosfib3oBaTernbCKoe.

6.2.1.2. Pa3BepTbiBaHue

Hactponte unu otnpasbTte 3anncn MAC VLAN Ha KOMMyTaTop ypoBHSA 2 unu 6ecnpoBogHoe
YCTPOWCTBO, 4TOObI HazHa4nTb VLAN Ha ocHoBe MAC-aapecoB nonb3oBaTenen.
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6.3. 0630p

6.3.1. OcobeHHOCTb

OcobeHHOCTb OnucaHue

Hactpownka MAC VLAN HacTtpanBaet cdyHkumo MAC VLAN gna HasHauyeHus ceTten
VLAN Ha ocHoBe MAC-agpecos nonb3oBaTtenen

6.3.2. Hactpouka MAC VLAN
6.3.2.1. MpuHUMN paboTbl

Korga kommyTaTop nonydaeT nakeT, OH cpaBHMBaAeT wucxogHbin MAC-agpec naketa c
MAC-agpecomM, ykasaHHbIM B 3anmcu MAC VLAN. Ecnu oHm coBnagatoT, KoMmyTaTop
nepecbiniaeT naket B ceTb VLAN, ykasaHHyto B 3anucy MAC VLAN. Ecnu oHun He coBnagator,
VLAN, K KOTOpPOM NpUHAZneXut NOTOK AaHHbIX, MO-MpexHeMy onpefenderca npaBuUioM
HasHa4deHusa VLAN nopra.

UTo6bl y6eantbes, yto MK HasHayeH B ykasaHHyio VLAN He3aBUCMMO OT TOro, K Kakomy
KOMMYTaTopy OH MOAKMIOYEH, Bbl MOXETE BbINOMHWUTL HACTPOMKY, MCMOMb3ys cregylowme
noaxoasbi:

¢ Cratnyeckasi KOHUrypaums ¢ NOMOLLbIO KOMaHA. Bbl MOXeTe HaCTpOoUTL CBSA3b MEXAY
MAC-agpecom 1 VLAN Ha nokasibHOM KOMMYyTaTope C MOMOLLbIO KOMaHA.

e ABTOMaTM4yecKkas HacTpoMKa C MWCMNOSfb30BaHMEM cepBepa ayTeHTudmkaumm
(ouHammyeckoe HasHayeHne VLAN 802.1X). Nocne Toro, Kak Nonb3oBaTesib NPOXOAnNT
ayTeHTUMKaLmo, KOMMYyTaToOp AUHAMUYECKM co3faeT cBA3b Mexay MAC-agpecom n
VLAN Ha ocHoBe nHdopmaumn, npeaocTaBneHHoOn cepBepoM ayTeHTudmkauun. Koroa
nonb3oBaTenb BbIXOOUT U3 CETU, KOMMYTATOp aBTOMAaTUYECKN yOansieT CBA3b. OTOT
nogxon Tpebyet, 4Tobbl accoumaumsa MAC-VLAN Obina HacTpoeHa Ha cepsepe
ayTeHTudukauun. MNogpobHee O HasHadeHum amHammyeckon VLAN 802.1X cm. B
pasgene Hactponka 802.1X.

3anncu MAC VLAN nogaepxuaroT oba nogxona, TO €CTb 3anucyu MOXHO HAacCTPOUTb Kak Ha
nokanbHOM KOMMyTaTope, Tak U Ha cepBepe ayTeHTudukaumn. KoHdurypaumm mMoryt BCTYNnTb
B CUNy TOMbKO B TOM Criydae, €Cnu OHW corracoBaHbl. Ecnu koHdurypauum otnuyarTtcs,
BCTyMaeT B CUIy KOHurypauus, BelNOfTHEHHAsA paHee.

NMPUMEYAHUE: cdoyHkumo MAC VLAN MOXHO HaCTpOUTb TOMBbKO Ha rMBpuaHbLIX NopTax.

NMPUMEYAHUE: 3anncn MAC VLAN adhdeKTUBHbI TOSTbKO 4S5 HETErMpPOBaHHbIX MAKETOB, HO HE
OS5 TErMpOBaHHbIX NMAKETOB.

NMPUMEYAHUE: ana 3anmcenr MAC VLAN, HACTPOEHHbIX CTaTUY4ECKM WNN OUHAMUYECKN
co3faHHbIX, ykadaHHble VLAN OOMmKHbI CyLecTBOBaTh.

NMPUMEYAHUE: VLAN, ykasaHHble B 3anucsax MAC VLAN, He moryT 6biTb Super VLAN (HO
mMoryT ObiTb SubVLAN), yaaneHHbiMv VLAN wunu nepBuyHbiMM VLAN (HO MoryT 6biTb
BTOPU4HbIMK VLAN).

NMPUMEYAHUE: MAC-agpeca, ykasaHHble B 3anucax MAC VLAN, gomkHbl ObiTb unicast.

NMPUMEYAHUE: MAC VLAN addeKkTMBHbI ONnd BCeX rMOpuaHbIX NOPTOB, ANA KOTOPbIX
BkrtodeHa dpyHkums MAC VLAN.
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6.4. KoHdurypauumsn

KoHdurypauus OnucaHve n KomaHaa
BkntoyeHne MAC | (ObsizatenbHo) cnonbayeTtcsa anst BkntodeHnss gyHkumm MAC VLAN
VLAN Ha nopty Ha nopTty

mac-vlan enable Bkntowaet MAC VLAN Ha nopty

[(mobanbHoe
nobaeneHuve

CTaTUYECKOW  3anucu

(OnuuonanbHo) NUcnonbayeTtca ansa npusasku MAC-agpecos k VLAN

mac-vlan mac-address HacTtpauBaeTt CTaTUYECKYHo

MAC VLAN

3anmcbe MAC VLAN

6.4.1. BknroyeHue MAC VLAN Ha nopty

6.4.1.1. Ocpdekr

KOHcpUrypaumm

Bkntounte dyHkumio MAC VLAN Ha nopty, 4tobbl 3anucu MAC VLAN mornu gencrsoBaTb Ha

nopTy.

6.4.1.2. LLlarn HacTpounku

BknioyeHue

MAC VLAN Ha nopty

e (Obga3aTenbHbIN.

e [lo ymonuaHuio cpyHkuma MAC VLAN oTknioveHa Ha nopTax, u Bce 3anncu MAC VLAN
He OEeWCTBYIOT Ha nopTax.

e  Bknwouute

MAC VLAN Ha kommyTaTOope.

KomaHpa

mac-vlan enable

Mo ymonuyaHuio

®yHkuma MAC VLAN oTkntodeHa Ha nopTy

KomaHgHbIn
peXmm

Pexxum koHdurypaumm nHtepderica

6.4.1.3. NpoBepka

3anyctute komaHgy show mac-vian interface, 4tobbl 0TO06pa3nTe MHOpPMaLMIO O nopTax,
BKITHOYEHHbIX C nomMoLblo doyHKUnn MAC VLAN.

Komanpa show mac-vlan interface
KomaHnaHbIv MpuBunernpoBaHHbIn  pexuM  KoHUrypaumn/lmobanbHbli  pexunm
pexum KoHGurypaunn/Pexmnm koHurypaumm nitepdenca
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OTtobpaxeHue QTECH# show mac-vlan interface
KOMaHA MAC VLAN is enabled on following interface:

FastEthernet 0/1

6.4.1.4. Mpumep KoHcuUrypaumm
BknroyeHne MAC VLAN Ha nopTty

LWarn Bknounte pyHkumio MAC VLAN Ha nopTty Fast Ethernet 0/10
HaCTPOWKM

QTECH# configure terminal
QTECH(config)# interface FastEthernet0/10
QTECH(config-if-FastEthernet 0/10)# mac-vlan enable

Mpoeepka | NpoBepbTe UHpOPMALMIO O NOpTe, BKNKYEHHOM C nomMowbio yHkunmn MAC
VLAN

QTECH# show mac-vlan interface
MAC VLAN is enabled on following interface:

FastEthernet 0/10

6.4.1.5. PacnpocTpaHeHHble OWNOKHU
Korga gyHkumsa MAC VLAN BknoyeHa ons nopTa, NOPT HE HAacTpavMBaeTCcs 3apaHee Kak nopT
YPOBHS 2 (HanpumMep, NOpT KOMMyTaumu unu nopt AP).

6.4.2. T/nobanbHoe po6aBneHune ctratnyeckon sanucm MAC VLAN

6.4.2.1. AcpdheKT kKoHduUrypaumm

HacTtponte ctatmnyeckyto 3annce MAC VLAN ansa npusasku MAC-agpecos kK VLAN. MoxHO
HacTpouTb NpuoputeT 802.1p, KOTOPLIN NO yMon4YaHuio paeeH 0.

6.4.2.2. LLlarn HacTpounku

Jo6aBneHune ctatnyeckom 3anmcu MAC VLAN
e OnuuoHanbHo.

e Y706bI CBA3aTL MAC-agpeca ¢ VLAN, Bbl AOMKHbI BbINONHUTL 3Ty HACTPONKY. MOXHO
HacTpouTb npuoputeT 802.1p, KOTOPLIV NO yMOnyaHuo paseH 0.

e [lob6aBbTe cTtaTmnyeckyto 3anuce MAC VLAN Ha kommyTaTope.
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KomaHga mac-vlan mac-address mac-address [mask mac-mask] vlan vilan-id [
priority pri_val ]

Onucanwue mac-address mac-address: ykasbiBaeT MAC-agpec.
napameTpos mask mac-mask: o603HaYaeT Macky.
vlan vlan-id: ykasbiBaeT cBsaA3aHHyt0 ceTb VLAN.

priority pri_val: ykasbiBaeT npuoputet

Mo ymonuyanuio | Mo ymonyaHumio 3anuck ctatndeckoro MAC-agpeca VLAN He HacTpoeHa

KomaHaHbIn Pexnm rmobanbHon KoHdUrypaumm
pexum

NMPUMEYAHWUE: ecnun HeTermpoBaHHbIM NakeT conocTaenseTcsa ¢ 3anuceto MAC VLAN, naket
nameHsietcss Ha VLAN, ykasaHHyto 3anucbto MAC VLAN, nocne npubbiTma Ha KOMMyTaTop,
nockonbky 3anuce MAC VLAN unmeeT HauBbiclunin npuoputeT. lNocneaytowme yHKUMN ©
NPOTOKOMbl peanuayloTcs Ha OcHoBe wu3aMeHeHHon VLAN. BoO3MOXHble BO34encTBus
cneaywouue:

NPUMEMAHME: ecnu nonb3oBaTtens 802.1X He npoxoauT ayTeHTUUKALMIO, TMOPUOHbIA NOpT
nepexogut Kk cetn VLAN 100, ykasaHHon dyHkumen FAIL VLAN; ofgHako cTaTudecku
HacTpoeHHasa 3anucb MAC VLAN nepeHanpasndeT BcCe NakeTbl 3TOr0 Monb3oBaTtesii B
VLAN 200. CnepoBaTtenbHO, NOMb30BaTeSlb HE MOXET peannsoBaTb HOpMaribHYHO ¢Bs3b B FAIL
VLAN 100.

NMPUMEYAHUE: nocne Toro, Kak HETErMpoOBaHHbIA MakeT conocTtaensietcs ¢ 3anucbto MAC
VLAN, VLAN, «koTtopaa wuHuuuupyet usyvyeHne MAC-agpeca, crtaHoButcs VLAN
nepeHanpaesneHHon Ha ocHoBe 3anncu MAC VLAN.

NMPUMEYAHUE: nna nopta, Ana KoToporo BkrtodeHa dyHKumMs MAC VLAN, ecnn nonyyeHHble
nakeTbl coBnagatoT Kak ¢ 3anmcamm MAC VLAN ¢ nonHbiMn F-mackamu, Tak 1 ¢ 3anucsmm oes
nonHbix F-macok, nakeTbl obpabatbiBatoTca Ha ocHoBe 3anucen MAC VLAN ©6e3 nonHbIxX
F-macok.

NMPUMEYAHUE: ecnn HeTermpoBaHHbIM NakeT COOTBETCTBYET Kak 3anucu MAC VLAN, Tak n
3anmcn VOICE VLAN, npuoputeT naketa U3MEHSAETCS OAHOBPEMEHHO. [MpunopuTteT 3anucu
VOICE VLAN wucrnonb3yeTcd Kak NpuopuTeT nakera.

NMPUMEMAHUE: ecnu HeTermpoBaHHbIN NakeT coBnagaeT kak ¢ 3anucbio MAC VLAN, Tak 1 ¢
3anucbto PROTOCOL VLAN, VLAN, nepegaBaemasi B nakete, gomkHa obitb MAC VLAN.

NPUMEYAHUE: dbyHkuma MAC VLAN npyMeHAeTCs TOMbKO K HETEMMPOBaHHbLIM NakeTam, HO He
npumeHseTca K naketam PRIORITY (naketam ¢ Terom VLAN paBHbiM 0 n copepxalimm
nHpopmaumio COS PRIORITY), a genctens no obpaboTke HeonpeaeneHHsbi.

NMPUMEYAHUE: mogenb gosepusi naketoB QOS Ha KOMMYTAToOpe MO YMOMYaHUIO OTKITHYEHa,
yT10 n3ameHnt PRIORITY Bcex naketoB Ha 0 u nepesanuwieT N3MEHEeHNe NPUopMUTETOB NakeToB
dyHkumen MAC VLAN. 3anyctute komanHgy mls qos trust coS B pexume KOHUrypauuu
nHTepdenca, 4Tobbl BKNOUYNTL MoAenb AoBepus QOS 1 AoBepuTenbHbIE MPUOPUTETLI NaKeTOB.

YpaneHue Bcex ctatudeckux sanmcenn MAC VLAN
e  OnumoHanbHo.

e Y706blI Yoanutb Bce ctatmyeckme 3anucu MAC VLAN, Bbl AOMXKHbI BbIMNOMHUTL 3Ty
HaCTPOWKY.
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L] BbinonHute Ty HaCTpOVIKy Ha KOMMYyTaTope.

KomaHpa no mac-vlan all
KomaHaHbIn Pexum rnobanbHon KoHUrypauum
pexum

YpaneHue 3anucu ctatndeckon MAC VLAN ansa ykaszaHHoro MAC-agpeca

e  OnuuoHarnbHo.

e Yr0obbl yganutb 3anucb MAC VLAN ana ykasaHHoro MAC-agpeca, Bbl LOITKHbI
BbIMNOSTHUTL 3Ty HACTPOWKY.

o BbinonHute Ty HaCTpOVIKy Ha KOMMYyTaTope.

KomaHga no mac-vlan mac-address mac-address [ mask mac-mask ]
Onucanwue mac-address mac-address: ykasbiBaeT MAC-agpec.
napameTpos mask mac-mask: 0603Ha4YaeT Macky

KomaHaHbIn Pexwnm rmobanbHon KoHdUrypaumm

peXunm

YpnaneHue ctatnyeckoun 3anmcu MAC VLAN ansa ykasaHHon VLAN

Heoba3aTenbHbIN.
Ytobbl yganute 3anuce MAC VLAN ykasaHHoM VLAN, Bbl OOMXKHbI BbLINOSIHUTL 3TY

HaCTPOWKY.

e  BhbInonHuTe 3Ty HAaCTPOWKY Ha KOMMYyTaTope.
Komanpa no mac-vlan vlan vlan-id
Onucanve vlan vlan-id: ykasbiBaet VLAN
napamMmeTpoB
KomaHaHbIn Pexxum rnobanbHon KoHurypauum
peXmm

6.4.2.3. NpoBepka

3anyctute komaHgy show mac-vlan static, 4ToGbl NpoBepuTb NPaBUITLHOCTbL BCEX
cratnyeckmx sanncen MAC VLAN.

3anyctute komaHgy show mac-vlan vlan vlan-id, 4ytoGbl npoBepUTbL NPaBUIBHOCTb
3anncun MAC VLAN ykasaHHon VLAN.

3anyctute komaHgy show mac-vlan mac-address mac-address [ mask mac-mask ],
4yT106bl 0TO6Pa3nTL 3anuce MAC VLAN ans ykaszaHHoro MAC-agpeca.
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The following MAC VLAN address exist:
S: Static D: Dynamic

MAC ADDR MASK VLAN ID PRIO STATE
0000.0000.0001 fff.FEFEFEFF 2 0 D
0000.0000.0002  ffff.ffff.ffff 3 S S
0000.0000.0003  ffff.ffff.ffff 3 S S&D

Total MAC VLAN address count: 3

KomaHga show mac-vlan static
show mac-vlan vlan vilan-id
show mac-vlan mac-address mac-address [ mask mac-mask |
Onuncanwne vlan vlan-id: ykasbiBaeT ykasaHHyto ceTb VLAN.
napamMeTpos mac-address mac-address: ykasbiBaeT ykasaHHbIii MAC-agpec.
mask mac-mask: ykasbiBaeT yKkasaHHyH Macky
KomaHaHbIn MpuBMNErMpoBaHHbIN  pexXmMM  KoHUrypauun/lnobanbHbli  pexnm
pexum KOHpurypauuun/Pexxum koHdurypauumn nHtepdeica
OTobpaxeHune QTECH# show mac-vlan all
KomMaHAa

6.4.2.4. NMpumep KoHcpUrypaumm

Nob6anbHoe nobaBneHue ctatudyeckom sanucu MAC VLAN

Kak nokasaHo Ha PucyHke 6-1, MNMK-A1 n MNK-A2 npuHagnexat otaeny A 1M HasHadeHbl cetu
VLAN 100. MK-B1 u TK-B2 npuHagnexat otaeny B un HasHayeHbl cetn VLAN 200. U3-3a
MOBUIBHOCTM COTPYAHMKOB KoMnaHus npenocTaBnsieT BPEMEHHbI OohuC B KOMHaTe Ans
cosellaHn, Ho TpebyeT, 4TOObl COTPYAHMKM, K KOTOPbIM OCyLLeCTBNAeTca [OocTyn, Obinu
Ha3Ha4yeHbl Ha BUPTyarbHble fNoOKanbHble CeTM X cobCTBEHHbIX oTaenoB. Hanpumep, MK-Al
JomkeH ObITb Ha3HadveH ana VLAN 100, a MNMK-B1 gomkeH 6biTb HasHavyeH ana VLAN 200 nocne

pocrtyna.

Mockonbky nopTel goctyna gns K B koHdepeHu-3ane He ABNATCA PUKCUPOBAHHBIMW,
dyHkunsa MAC VLAN moxeT ucnonb3oBaTbca Ansa ceassbiBaHusas MAC-agpecos K ¢ VLAN mnx
oTaenos. HesaBUCMMO OT TOro, KakMe NopTbl COTPYAHUKM UCMONb3YIOT ANA A0CTyna, (YHKLMS
MAC VLAN aBTOMaTM4eCKM Ha3Ha4YaeT BUPTYyasibHble NOKanbHble CETU UX OTOENO0B.
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PucyHok 6-1.
Warn e Hactponte nopt, coeguHsaowmn kommytatop C n mapwpytmsatop 1, B
HaCTPOWKM Ka4yecTBe MarncTpanbHOro nopra.
e Hactponte Bce noptbl, coeguHsaowme MK Ha kommyTaTtope C, Kkak
rmbpuaHble nopThbl, BktoumTe pyHkumio MAC VLAN 1 nameHute cnmcok
HeTernpoBaHHbIX VLAN no ymonyaHuio.
e HactpownTte 3anucu MAC VLAN Ha kommyTatope C
A A# configure terminal
A(config)# interface interface_name
A(config-if)# switchport mode trunk
A(config-if)# exit
A(config)# interface interface_name
A(config-if)# switchport mode hybrid
A(config-if)# switchport hybrid allowed vlan add untagged 100,200
A(config-if)# mac-vlan enable
A(config-if)# exit
A(config)# mac-vlan mac-address PC-Al-mac vlan 100
A(config)# mac-vlan mac-address PC-B1-mac vlan 200
Mpoeepka | MNMpoBepbTe HAacTpoeHHble cTaTudeckne 3anmcn MAC VLAN Ha kommyTaTope C
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A A# QTECH# show mac-vlan static
The following MAC VLAN address exist:
S: Static D: Dynamic
MAC ADDR MASK VLAN ID STATE
PC-Al-macffff.ffff.ffff 100 0
PC-B1-macffff.ffff.ffff 200 3

Total MAC VLAN address count: 2

6.4.3. MOHUTOPUHT

6.4.4. OTobOpaxeHue

OnucaHune KomaHpa

OtobpaxaeT BCce 3anucu | show mac-vian all
MAC  VLAN, BKtoYas

cTaTnyeckue 7
AVHaMnyeckne

OTtobpaxaeT show mac-vlan dynamic
AVHamMun4eckue 3anucu

MAC VLAN

OTobpaxaeT cratudeckne | show mac-vlan static
3anncn MAC VLAN

OtobpaxaeT 3anmcn MAC | show mac-vlan vlan vlan-id
VLAN ykasaHHon VLAN

OtobpaxaeT 3anmcn MAC | show mac-vlan mac-address mac-address [mask mac-mask]

VLAN gna  ykasaHHoro
MAC-agpeca

6.4.5. OThnapka

NMPUMEYAHMUE: cuctemHble pecypchbl 3aHATLI NPy BbIBOAE OTNagouHON UHpopmaLmu. Noatomy

OTKMtoYanTe OoTnagky cpagdy nocne ncnosib3oBaHUA.

OnucaHne KomaHpa

Otnagka dyHkumo MAC | debug bridge mvlan
VLAN
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7. HACTPOUKA SUPER VLAN
7.1. O630p

Cynep BupTyanbHas nokanbHas ceTb (Super VLAN) — 310 nogxog K pasgeneHunto VLAN. Super
VLAN Takke HasbiBaeTca arperaumen VLAN u npeactaBnsaet cobon TEXHONOMMIO ynpaBrieHus,
npegHasHaveHHyo Ans ontuMmmnsauum IP-agpecos.

Ncnonb3oBaHne Super VLAN MOXeT 3HauuTenbHO CakoHOMWUTL IP-agpeca. [ns Super VLAN,
cocTosilen n3 Heckonbknx SubVLAN, HeobGxoanMmo Ha3Ha4uMTb TONbko oAuH IP-agpec, 4yTo
3HAYMTENBLHO IKOHOMUT IP-agpeca 1 ynpowiaeT ynpasrieHne CeTblo.

7.2. MpunoxeHue

MpunoxeHune OnucaHwue

CoBmecTHOEe Cetn VLAN pasgeneHbl gnd peanusauun  n3onsuuu
ucnonb3oBaHve oaHoro |P- | nonb3oBartenen goctyna yposBHA 2 (L2). Bce nonb3oBartenu
wrto3a Heckonbkumuy VLAN | VLAN coBMECTHO MCNOoMb3yT oAuH IP-wno3 gns peanusauum
cBA3N ypoBHA 3 (L3) 1 cBA3M C BHELUHMMU CETSMU

7.2.1. CoBMecCcTHOe ucnonb3oBaHue ogHoro |P-wunro3a Heckonbkumu VLAN

7.2.1.1. CueHapuu

Heckonbko VLAN unsonupoBaHbl Ha L2 Ha ycTponcTee L3, Ho nonb3oBatenu atnx VLAN moryT
OCYLLIECTBIATL CBA3b L3 Apyr ¢ APYromM B OOHOM U TOM e CEerMeHTe CEeTU.
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WHTepHeT

KommyTtarop A

Super VLAN 2
SVI:192.168.1.1/24
Gi 0/9 Sub-VLAN 10, 20, 30

KommyTatop B KommyTtartop C KommyTtartop D

VLAN 1
VLAN 20

192.168.1.10 ~ 192.168.1.50 ~
192.168.1.60 ~ 192.168.1.100 192.168.1.110 ~ 192.168.1.150

PucyHok 7-1.

KommyTaTop A sBRsieTcs LW30M MM KOMMYTaToOpoM sapa.
KommyTaTtop B, kommyTtatop C 1 kommyTtatop D siBNsitoTCS KOMMyTaTtopamMun A4ocTyna.

Ha kommyTaTtope A HacTpoeHbl Super VLAN n Heckonbko SUbVLAN, a nHtepdenc L3 n IP-agpec
nHTepdemnca L3 HacTpoeHbl ona Super VLAN.

VLAN 10 HacTpoeH Ha kommyTtatope B, VLAN 20 HacTpoeH Ha kommyTaTtope C, a VLAN 30
HacTpoeH Ha KommyTaTope D. PasnuuHble oTaensl KOMNaHuM HaxogaTcs B pasHbix VLAN.
7.2.1.2. Pa3BepTbiBaHue

B wuHTpacetn wucnonb3ynte Super VLAN, 4t0o6bl Heckonbko SubVLAN MoOrnu COBMECTHO
ncnonb3oBaTb oAuH IP-wnto3, a B 70 e BpemMs VLAN 6binn B3aMMHO M30NMPOBaHbI Ha ypoOBHE
L2.

Monb3oBatenu B SUbVLAN mMoryT ocyLectBnATb cBA3b L3 yepes w3 Super VLAN.
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7.3. DyHKUUN

7.3.1. basoBble onpeaeneHus

Super VLAN

Super VLAN Takke HasbiBaetca arperaunen VLAN v npeacrtaensieT cobon TEXHOMOrnwo
ynpaBsrneHusi, NnpegHasHavYeHHyo ana ontumusauumm IP-agpecoB. OH 06beanHAEeT HeCKONbKO
VLAN B oauH cermeHT IP-cetn. B Super VLAN Henb3a gobaButb usMyeckui nopr.
BupTyanbHbil uHTEpdenc kommyTtatopa (SVI) ncnonb3yeTtcss gns ynpaereHuss obMeHOM
AaHHbiMM mexay VLAN mexagy SubVLAN. Super VLAN Henb3s mcnonb3oBaTb Kak OBblYHYHO
VLAN 802.1Q, HO ee MOXHO paccmaTpmBaTh Kak nepeudHyto VLAN ana SubVLAN.

SubVLAN

SubVLAN — 910 HesaBucumbin broadcast-gomeH. SubVLAN’bl B3aMMHO M30SIMPOBaHbl Ha
ypoBHe L2. MNonb3oBatenn SubVLAN ogHon unu pasHbeix Super VLAN B3anMoaencTBYHOT Apyr
¢ apyrom yepes L3 SVI ceBomx cobectBeHHbIX Super VLAN.

ARP-npokcu

SVI L3 moxHo co3gaTtb Tonbko ana Super VLAN. MNonb3oeaTtenu B SUbVLAN B3anMoaencTeyoT
C Nonb3oBaTensaMn B Opyrnx noacetax Tom xe camon Super VLAN unu nonb3oBatensMun B
ApYrux cermeHTax cetu Yyepes npokcn-cepsep ARP n L3 SVI Super VLAN. Korga nonb3oBartenb
SubVLAN otnpaenset 3anpoc ARP nonb3oBatento gpyron SubVLAN, wnwo3 Super VLAN
ncnonb3yeT cBomn cobcTBeHHbI MAC-agpec Ansa oTnpaBky Uiy oTBeTa Ha 3anpocbl ARP. 3toT
npouecc HasbiBaeTcss ARP-npokcu.

Ownana3soH IP-agpecoB SubVLAN

B saBucumocTtn oT IP-agpeca wnto3a, HacTpoeHHoro ans Super VLAN, MOXHO HacTpouTb
AvanasoH IP-agpecos ana kaxaon SubVLAN.

7.3.2. 0630p

OcobeHHOoCcTbL OnucaHue

Super VLAN Cospante uHTepdgenc L3 B kavectBe SVI, 4TOoGbI NO3BONUTL BCEM
SubVLAN coBMEeCTHO UCMonb30BaTb OAMH U TOT e cermeHnT IP-ceTn yepes
ARP-npokcu

7.3.3. Super VLAN

Monb3oBatensm Bcex SubVLAN Super VLAN moryT ObiTb HasHadeHbl |IP-agpeca B ogHOM
AnanasoHe IP-agpecoB, U OHM MOTYT UCMOMNb30BaTb OOUH U TOT Xe IP-wwnio3. Yepes 3ToT W3
nonb3oBaTenn MOryT OcCyLllecTBNATb obMeH gaHHbiMu mexay VLAN. Het HeobxogumocTu
BblaenaTb w3 angd kaxgon VLAN, 4To coxpaHseT IP-agpeca.

7.3.3.1. MpuHUMN paboTbl

IP-agpeca B ceTeBOM CErMEHTE BbIAENATCA pasHbiM SUbVLAN, npuHaanexatiunum ogHoOn 1 Tomn
xe Super VLAN. Kaxgas SubVLAN nmeeT HesaBucumbli broadcast-gomeH VLAN, a pasHble
SubVLAN wusonupoBaHbl Apyr OT gpyra Ha ypoBHe L2. Korga nonb3oBatensm B SubVLAN
Heobxoanmo BbINOMHUTL €BA3b L3, IP-agpec SVI Super VLAN uvcnonb3yeTca B KayecTse agpeca
wno3a. Takmm obpasom, Heckonbko VLAN umcnonb3yloT oauH u TOT xe |IP-wnio3, n Het
HeobXxoaAMMOCTM HacTpamBaTb W3 Ans kaxgon VLAN. Kpome Toro, ang peanusaumm cBsasm L3
mexay nogcetamu VLAN u mexagy SubVLAN v gpyrumm cermMeHTamu ceTu UChorb3yeTcs
dyHKunsa ARP-npokcu ansa nepecobinku n o6paboTkm 3anpocos 1 otBeToB ARP.

191

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika Super VLAN W

Ces3b ypoBHsa 2 SubVLAN: ecnn SVI He HacTpoeH gnsa Super VLAN, SubVLAN Super VLAN
B3aMMHO M30MNMpoOBaHbl Ha ypoBHEe L2, To ecTb nonb3oBatenu B pasHbiX SUbVLAN He moryT
obwaTtbcs gpyr ¢ gpyrom. Ecnu SVI HacTtpoeH ansa Super VLAN, a wnto3 Super VLAN moxeT
dyHKUMOHMpPOBaTbL Kak ARP-npokcu, nonb3oBatenu B pasHbix SUbVLAN ogHowm n Ton e Super
VLAN wmoryT B3aumopernctsoBaTb Apyr C Apyrom. 3TO cBA3aHO € Tem, 4to |P-agpeca
nonb3oarernen B pasHbix SUbVLAN OTHOCATCA K OQHOMY U TOMY Xe CEerMeHTy CeTu, U CBSA3b
MeXxay 3TUMU Nosib3oBaTensaMun Nno-npexHemy paccMaTpuMBaeTCs Kak CBA3b L2.

KommyHukaumsa L3 SubVLAN: ecnu nonb3oBatensm B SubVLAN Super VLAN Heobxogumo
BbIMOMHUTL CBA3b L3 Mexay cermeHTamu ceTu, wni3 aton Super VLAN dpyHKUMOHUPYET Kak
ARP-npokcu ans oteBeTa Ha 3anpocbl ARP Bmecto SubVLAN.

7.4. KoHdurypaums

AnemeHT OnuncaHne n KomaHga
KOHuUrypaumm

HacTtpolka ocHoBHbIX | ObaA3aTenbHbIN
dyHkumn Super VLAN

supervlan HacTtpausaet Super VLAN

subvlan vlan-id-list HacTtpauBaeT SubVLAN

proxy-arp BkntovaeT pyHkumio ARP-npokcn

interface vlan vlan-id Cospgaet BupTyarnbHbIN MHTEpPdENC ans
Super VLAN

ip address ip mask HacTtpauBaet IP-agpec BupTyanbHOro
nHTepdemnca Super VLAN

OnuuoHanbHO

[
subvlan-address-range | ykasbiBaeT pAauanasoH |IP-agpecos B
start-ip end-ip SubVLAN

7.4.1. Hactponka ocHOBHbIX pyHKUMn Super VLAN
7.4.1.1. 3dphekT KOHUrypaumm

Bkntounte cpyHkumto super VLAN n HacTponTte SVI ana super VLAN, 4ToObl peanv3oBaTb CB3b
L2/L3 mexay SubVLAN 4vepes VLAN.

Monb3oBatenu Bo Bcex SUbVLAN Super VLAN uncnonb3ytoT oguvH U TOT Xe IP-wnto3. Het
HeobXo0aAMMOCTM YKa3sblBaTb CErMeHT cetn anda kaxgoh VLAN, B KOTOPOW COXpaHsioTCA
IP-agpeca.

7.4.1.2. NMpumeyaHun

Super VLAN He npuHagnexuTt kakomy-nnbo gpusndeckomy nopty. Takum obpa3om, yCTPONCTBO,
HacTpoeHHoe ansa pabotbl ¢ Super VLAN, He MoxeT obpabaTbiBaTh NakeThl, coaepxalume Ter
super VLAN.
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HomkHbl BbITb BKMAOYEHbI Kak yHKuma Super VLAN, Tak n dyHkumsa ARP-npokcun kaxgowm
SubVLAN.

SVI wn IP-agpec gomkHbl ObiITb HacTpoeHbl gnst Super VLAN. SVI — 3T0 BupTyasnbHbIN

NMHTepdenc, Ncnosnb3yemblin 4nsi CBs3M nornb3oBartenen Bo Bcex SUbVLAN.

7.4.1.3. Llarn HacTpounku

HacTtpouka Super VLAN
e ObgaszaTtenbHbIN.
e B Super VLAN HeT duamndeckoro nopra.

e  OyHkumMa ARP-npokcu pormkHa OblTb BKMOMEHA. 3Ta  (YHKUMA BKIOYEHA MO
YMOJYaHMIO.

e Bbl MOXeTe 3anycTutb komaHay supervian, 4tobbl nameHnTb 06bi4HY0 VLAN Ha Super

VLAN.

e [locne Toro kak o6bi4Hasa VLAN ctaHeT Super VLAN, nopTbl, fo6aBneHHble B 3Ty VLAN,
OyoyT yaaneHsl n3 aton VLAN, nockonbky B Super VLAN He cylectByeT punan4eckoro

nopra.

NMPUMEYAHUE: Super VLAN penctBuTenbHa TOMbKO MOCHE HACTPOWKW OOMOSHUTEMBbHbIX
VLAN gns aton Super VLAN.

NMPUMEYAHUE: VLAN 1 Henb3s HacTpouTb kak Super VLAN.

NPUMEMAHME: Super VLAN He moxeT GbITb HacTpoeHa kak SubVLAN gpyron Super VLAN.
SubVLAN Super VLAN Henb3s HacTpouTb Kak Super VLAN.

KomaHpa

supervlan

Mo ymonuyaHuio

Mo ymonuyanuio VLAN aBnsaetcs obwen VLAN

KomaHgHbIn
peXnm

Pexxum koHdurypaumm VLAN

PykoBoactBo no
NCNoNb30BaHWIO

Mo ymonuyanuio yHKumsa Super VLAN oTknoyeHa.
B Super VLAN Henb3sa obaBuTb prnsanyeckmii nopT.

Kak Tonbko VLAN He siBngetcsa Super VLAN, Bce ee SubVLAN ctaHoBATCA
00ObIYHbIMU cTaTudeckumn VLAN

Hactpownka BuptyanbHoro nHrepdenca gnsa Super VLAN
e ObgaszartenbHbIn.
e B Super VLAN Henb3s gobasutb domandeckun nopT. Bel moxeTe HacTpoutb SVI L3 ansa

VLAN.

NMPUMEYAHMUE: korga Super VLAN koHdwurypupyetca € nomolibio SVI, OoH Bblgenser
nHtepdenc L3 ana kaxgon SubVLAN. Ecnn gnsa SubVLAN He BblgeneH nHtepdeinic L3 ns-3a
HexBaTKu pecypcoB, SUbVLAN cHoBa ctaHoBuTcs obwen VLAN.

KomaHpa interface vlan vlan-id
OnwucaHve vlan-id: ykasbiBaeT ngeHtndpukartop Super VLAN
napameTpoB
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Mo ymonyaHuio

Mo ymonyaHuto HY1 oanH Super VLAN He HacTpoeH

KomaHaHbIn
pexnm

Pexxnm rnobanbHon KoHdurypauum

PykoBoacteo no
MCNOMNb30BaHUIO

Nutepdenic L3 pomkeH ObiTb HACTPOEH Kak BUPTyalnbHbIA MHTEpdENC
Super VLAN

HacTtpowka wnio3a Super VLAN
e ObgaszartenbHbIn.

o Llnto3 IP Ha SVI L3 HacTpoeH Kak MpoKCU-cepBep A5 Bcex nonb3oBaTenen B SUbVLAN
Ona oTeeTa Ha 3anpockl ARP.

KomaHga ip address ip mask
Onucanue ip: ykasbiBaeT IP-agpec wnto3a Ha BupTyanbHbIin MHTepdenc Super VLAN.
napameTpoB

mask: 0603Ha4aeT macky

Mo ymonyaHuio

Mo ymonyaHuio W03 He HacTpoeH ansa Super VLAN

KomaHgHbIn
pexnm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCNONb30BaHMIO

3anyctute 3Ty KomaHgy, 4ToObl HacTpouTb w03 gna Super VLAN.
Monb3oBaTtenu Bcex SUbVLAN Super VLAN COBMECTHO UCMNOSb3YT 3TOT
Lnto3

HacTponka SubVLAN
e (ObsA3aTenbHbIN.

e  ®dusmyeckne noptbl Moryt 6biTb go6aBneHbl B SUbVLAN. SubVLAN Super VLAN
COBMECTHO UCnonb3ylT agpec wrosa Super VLAN n HaxogsaTca B OOHOM CermMeHTe

ceTun.

e OyHKuMs ARP-npokcuM [ormkHa ObiTb BkMoYeHa. OTa  (PyHKUMS BKAOYeHa no
YMOMNYaHUIo.

e Bbl MOXeTe 3anyctuTb komaHgy subvlan vlan-id-list, 4To6bl n3ameHUTb 06bI4HYI0 VLAN
Ha SUbVLAN Super VLAN. ®usmnyeckme noptsl MoryT 6biTe obaBneHbl B SUbBVLAN.

e KommyHukauus nonb3osatenen B SUbVLAN ynpasnsetca Super VLAN.

NMPUMEMAHME: Bbl fomkHbl n3ameHnte SUbVLAN Ha obuwyto VLAN, npexage 4yem cMoxeTe
yoanutb 9Ty SUubVLAN, BbINONHMB KOMaHAy no vian.

NMPUMEYAHUE: ogHa SubVLAN npuHagnexut Tonbko ogHon Super VLAN.

KomaHga subvlan vlan-id-list
Onucanve vlan-id-list: ykasbiBaeT Heckonbko VLAN B kayectBe SubVLAN Super VLAN
napameTpoB
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Mo ymonyaHuio

Mo ymonuanuio VLAN sBnsetca obbivyHon VLAN

KomaHaHbIn
pexnm

Pexnm koHdurypaunmn VLAN

PykoBoacteo no
MCNOMNb30BaHUIO

NHTepdelicbl nogknoveHmst MoryT 6biTb gobasneHbl B SUbVLAN.

Bbl gomkHbl nameHntb SUbVLAN Ha obwyto VLAN, npexge yem cmoxeTe
yaanutb 3Ty SUbVLAN, BbInoNHMB koMaHgy no vian [id].

Bbl He moxeTe HacTpouTb SVI ypoBHa 3 VLAN gns SubVLAN.

NMPUMEYAHMUE: ecnun Bbl HacTpounn SVI ypoBHa 3 ans Super VLAN,
nonbiTka OoGaBneHust AoNonHUTEnNbHbIX SUbVLAN MoOXeT 3aBepLUMTbCS
HeyOayen ns3-3a HexBaTKN PECcypCcoB.

NMPUMEYAHUE: ecnu Bbl HacTpoute SUbVLAN Ha Super VLAN, a 3aTem
HacTpouTe SVI ypoBHsa 3 VLAN ansa Super VLAN, HekoTopble SubVLAN
MOryT cHoBa cTaTb obwmmn VLAN 13-3a HeEXBaTKM pecypcoB

Hactpownka ARP-npokcu
o (O6GsazaTtenbHo) PyHKLUMA ARP-NpoKCK BKNOYEHA NO YMONMYaHMIO.

e [lonb3oBatenn B SubVLAN moryT peanusoBaTb cBA3b L2/L3 mexay BUpTyanbHbIMU
noKarnbHbIMU CETAMU Yepe3 NMPOKCU-CEpPBEp LUMNI03a TOMbKO MOCHe TOro, Kak yHKLMA
ARP-npokcu BkroyeHa kak B Super VLAN, Tak u B SubVLAN.

o [lonb3oBatenun B SUbVLAN moryT ob6waTbesa ¢ nonb3oBatensamu apyrnx VLAN Tonbko
nocrne Toro, kak yHkumnsa ARP-npoken BkntodeHa kak B Super VLAN, Tak n B8 SubVLAN.

NMPUMEMYAHMUE: dyHkums ARP-npokcy gommkHa ObiTh BKNOYeHa kak B Super VLAN, Tak 1 B
SubVLAN. B npoTnuBHOM crny4ae 3T1a yHKUNS HEe OeNCTBYeT.

KomaHpa

proxy-arp

Mo ymonuyaHuio

Mo ymonuyanuio yHkUmMsa ARP-npokcu BKkNoYeHa

KomaHgHbIn
peXnm

Pexxum koHdurypaumm VLAN

PykoBoactBo no
NCNoNb30BaHWIO

Mo ymonuyaHuto yHKUMSa ARP-Npokcu BKNOYEHa.

3anyctute aTy KomaHay, 4Tobbl BKMOUMTb pyHKumio ARP-Npokcu Kak B
Super VLAN, Tak u B SubVLAN.

Monb3oBatenu B SubVLAN mMoryt peanu3oBaTb CBA3b L2/L3 mexay
BUPTYarnbHbIMW FOKasibHbIMKM CETAMM TOSMbKO MOCMe TOro, Kak (PyHKUus
ARP-npokcu 6yaet BknoyeHa kak B Super VLAN, Tak 1 B SubVLAN

Hactpowka auanasoHa IP-agpecoB SubVLAN

o Bbl MOXeTe BblgenuTb ananasoH IP-agpecos ang kaxgon SubVLAN. MNMonb3osaTtenu B
SubVLAN wmoryT obwatbca ¢ nonb3oBatenamu apyrnx VLAN, TOnbko ecnu ux
IP-agpeca HaxogaTcsa B ykasaHHOM JuanasoHe.

e Ecnu He yka3aHo nHoOe, Bam He HY)XHO HacTpauBaTb AnanasoH |IP-agpecos.
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NMPUMEYAHMUE: IP-agpeca, anHamudeckun Bolgensiemble nonb3oparenam vyepes DHCP, moryT
He BXOAWUTb B AMana3soH BblaerneHHblx IP-agpecos. Ecnu IP-agpeca, BbliaeneHHble Yepe3 DCHP,
He BXOOAT B YKa3aHHbIN Aumanal3oH, nonb3oBateny B SubVLAN He moryT obwartbca c
nonb3oBatensmun apyrmx VLAN. [NosTomy OyabTe OCTOPOXHbI NPU UCMONb30BAHUN KOMaHObI
subvlan-address-range start-ip end-ip.

NMPUMEYAHUE: ananasoH IP-agpecoB SubVLAN gomkeH HaxoguTbes B Npedenax guanasoHa
IP-agpecoe Super VLAN, k kotopor npuHagnexut SubVLAN. B npotuBHOM cny4dae
nonb3osartenu SubVLAN He MoryT B3aumogencTsoBaTtb ApYr C APYroMm.

NMPUMEYAHMUE: |IP-agpeca nonb3oBaTenen B SUubVLAN [omkHbl HaxoauTbCd B npegenax
AnanasoHa IP-agpecoB SubVLAN. B npotnBHom cny4yae nonb3osatenu B SUbVLAN He cmoryT
B3aMMOOENCTBOBaTb APYr C APYroMm.

KomaHpa subvlan-address-range start-ip end-ip
Onuncanue start-ip: ykasbiBaeT HavanbHbIn |IP-agpec SubVLAN.
napameTpoB

end-ip: ykasbiBaeT koHeuYHbI IP-agpec SubVLAN

Mo ymonyanuio | Mo ymonyaHuio ananasoH [P-agpecoB He HacCTPOeH

KomaHaHbIn Pexnm koHdurypaunmn VLAN
pexum

PykoBoacTeo no | OnuuoHanbHo.

NCNonb30BaHMIO 3anyctute 3Ty KOMaHay, 4ToObl HacTpouTb [Auanas3oH |IP-agpecos

nonb3oBaTtenen B SUbVLAN.

IOwnana3onbl IP-agpecoB pa3sHbix SubVLAN Super VLAN He wmoryt
nepekpbiBaTbLCA APYr C OPYroM.

NMPUMEMAHUE: nnanasoH IP-agpecoe SubVLAN gomkeH HaxoauTbcs B
npegenax gwanasoHa |P-agpecoB SubVLAN, K KOTOpoW MpuHaanexuT
SubVLAN. B npoTtuBHOM crniyyae nons3oBateny B SUubVLAN He cmoryt
B3aMMOAENCTBOBATb APYr C APYrOM.

NMPUMEMAHME: nonb3oBatenim B SubVLAN MoryT obwartbca c
nonb3osatenamu apyrux VLAN Tonbko B TOM cnydae, ecnu ux |IP-agpeca
(amHamnyeckn Bblgensemble Yepe3 DHCP vnnn ctatuyeckn HacTpoOeHHbIe)
HaxogsaTcHa B HACTPOEHHOM guana3oHe IP-agpecos.

NMPUMEMYAHUE: IP-agpeca, HasHavyeHHble Yepe3 DHCP, moryT He BXOAMUTb
B HacCTpoeHHblM AuanasoH |P-agpecoB. B aToM cnyyae nonb3oBaTenu
SubVLAN He moryT obwaTtbcs ¢ nonb3osatenamu apyrux VLAN. Moatomy
OyabTe OCTOPOXHbI NPYU NCNOSTb30BAHUN 3TON KOMaHAbI

7.4.1.4. NMpoBepka

Mocne Toro, kak kaxgas SubVLAN conoctaBneHa co wrno3om Super VLAN, nonb3oBaTtenu
SubVLAN moryT oTnpasnsiTb 3X0-3anpockl ApYr ApYrY.
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7.4.1.5. NMpumep KoHcpUrypaumm

Hactponka Super VLAN B ceTtn, 4ytobbl nonb3oBatenu B ee SubVLAN
MCnonb3oBanu OAUH U TOT XK€ CerMeHT CeTU U COBMECTHO UCNOJIb30Basriv OAVH U

TOT Xe |P-wun
CueHapuit:

KommyTatop B

103 AnA coxpaHeHus |IP-agpecoB

WHTepHeT

KommyTtartop A

Super VLAN 2
..... .- SVI:192.168.1.1/24
Gi 0/9 Sub-VLAN 10, 20, 30

KommyTtartop D

VLAN 1

VLAN 20

192.168.1.10 ~ 192.168.1.50 192.168.1.110 ~ 192.168.1.150

192.168.1.60 ~ 192.168.1.100

PucyHok 7-2.
Waru BbINOMHWTE COOTBETCTBYIOLLYIO HAcTpoiiky Super VLAN Ha KoMMyTaTope sipa.
HACTPOMKI | 13 ommyTaTopax moctyna HacTpoiite obwume cetn VLAN, cooTBeTcTBytLLME
SubVLAN Ha koMmmyTaTope aapa
A SwitchA#configure terminal

BBeauTte KkomaHabl KOHUrypaumm, no ogHoun B ctpoke. KoHey ¢ CNTL/Z.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 10

(@ arecy
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SwitchA(config-vlan)#exit

SwitchA(config)#vlan 20

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 30

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 2

SwitchA(config-vlan)#supervlan

SwitchA(config-vlan)#subvlan 10,20,30

SwitchA(config-vlan)#exit

SwitchA(config)#interface vlan 2

SwitchA(config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA(config)#vlan 10
SwitchA(config-vlan)#subvlan-address-range 192.168.1.10 192.168.1.50
SwitchA(config-vlan)#exit

SwitchA(config)#vlan 20
SwitchA(config-vlan)#subvlan-address-range 192.168.1.60 192.168.1.100
SwitchA(config-vlan)#exit

SwitchA(config)#vlan 30
SwitchA(config-vlan)#subvlan-address-range 192.168.1.110 192.168.1.150
SwitchA(config)#interface range gigabitEthernet 0/1,0/5,0/9

SwitchA(config-if-range)#switchport mode trunk

MpoBepka | Ybegutecs, 4To McxoaHbln XocT (192.168.1.10) n koHeuHbIN xocT (192.168.1.60)
MOryT NPOBEPUTb CBA3b APYr C APYroM
A SwitchA(config-if-range)#show supervlan
supervlan id supervlan arp-proxy subvlan id subvlan arp-proxy subvlan ip
range
2 ON 10 ON 192.168.1.10 - 192.168.1.50
20 ON 192.168.1.60 - 192.168.1.100
30 ON 192.168.1.110 - 192.168.1.150
7.4.1.6. PacnpocTpaHeHHble OWNOKu
LWnto3 SVI n IP He HacTpoeH ang Super VLAN. CnegoBaTenbHO, NPOUCXOAUT COOM CBA3WN MeXay

SubVLAN u mexay SubVLAN v apyrumu BupTyansHbIMU JTOKanbHbIMU CETAMW.

®yHkuma ARP-npokcu oTknodeHa B Super VLAN wnn SubVLAN. CneposaternbHo,

nonb3oBaTtesnun

B SUbVLAN He moryT obwaTtbcs ¢ nonb3osatenamu apyrux VLAN.
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IOnanasoH IP-agpecoB SubVLAN HacTtpoeH, HO IP-agpeca, BblAeNneHHble nonb3oBaTtensm, He
BXOOAT B 9TOT AManasoH.

7.5. MOHUTOPUHr

7.5.1. OTOOpaxeHue

Onucanune KomaHpa

OtobpaxaeT kKoHdurypauuto Super VLAN show supervlan

7.5.2. OTnapka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI MpY BbIBOAE OTNag0uYHON MHGpopMaLumun. MNoaTtomy
OTKNtoYamnTe OTNagaKy cpasy nocre UCnonb30BaHUS.

Onucanune KomaHpa

Otnapgka Super VLAN debug bridge svlan
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8. HACTPOUKA PROTOCOL VLAN
8.1. O630p

TexHonorus Protocol VLAN — 310 TexHonorus pacnpegenenms VLAN, ocHOBaHHas Ha Tune
nakeTHoro npotokona. OH MOXeT pacnpenenaTb NakeTbl onpeaernieHHoro Tuna npoTokona €
HyneBbiM maeHTudukaTtopom VLAN B Ty e VLAN. To eCcTb KOMMyTaTop Ha OCHOBe Tuna
npotokona wn opmMarta MWHKaNCynsauMM MakeToB, MOSyYEHHbIX MopTamu, conocTtaBnsaeT
NnoNyyYeHHble HeTerMpoBaHHble nakeTbl C MNpodunamu npoToKornoB. Ecnu conoctaeneHue
NpOLUO YCMNeLwwHO, KOMMYTaTop aBTOMaTUYECKN pacnpenenseT NakeTbl N0 COOTBETCTBYOLLEN
VLAN ansa nepepaumn. CywectsyeT gBa Tuna Protocol VLAN: Protocol VLAN Ha ocHoBe
IP-agpecos n Protocol VLAN Ha ocHoBe Tvna naketa n Tuna Ethernet Ha noptax. Protocol VLAN,
OCHOBaHHasi Ha Tune naketa u Tune Ethernet Ha nopTax, Ans KpaTKoCTU HasbiBaeTcs Protocol
VLAN, a Protocol VLAN Ha ocHoBe |IP-agpeca ons kpatkocTu HasbiBaetca VLAN nogcetw.

NMPUMEMAHMUE: Protocol VLAN npvMeHMMa TONbKO K TPaHKOBbIM MOpTaMm W rMbpuaHbiM
nopram.

8.1.1. MpoTokonbl n cTaHaAapThbl
Cranpgapt IEEE 802.1Q

8.2. NpunoxeHun

MpunoxeHune OnucaHue

KoHdurypaums u PeanusyeT KOMMYHWKALMOHHYIO M30NALMI0 2-T0 YPOBHSA AnNs

npumeHeHue Protocol Nnonb3oBaTeNbCKNX XOCTOB, KOTOpPbl€ WUCMOMb3YKT MNakeThbl

VLAN pasHblX NPOTOKOMOB ANS CBA3W, YTOObl YMEHbLIUTb CETEeBOW
Tpaduk

KoHdburypaumsa v YkasbiBaeT gnana3oH VLAN Ha ocHoBe cermeHTta IP-cetu, K

npumeHenve VLAN KOTOPOMY MpuHaArexart nonb30BaTeribCkMe nakeTbl

noaceTtu

8.2.1. Kondurypauumsa u npumeHeHume Protocol VLAN
8.2.1.1. CueHapuu

Kak nokasaHo Ha cnepaywouwem PucyHke, ceTeBas apxuTeKkTypa COCTOUT U3 B3aMMOCBHA3@HHbIX
cepepa Windows NT u cepBepa Novell Netware, a odwucHas 30Ha noAKNKOYEHA K
koMmmyTaTopy A ycTponctBa ypoBHA 3 4Yepe3 xab. B odmce ecTb pasHble KOMMbIOTEPDI.
HekoTtopble MK mucnonb3ytoT onepaumoHHyto cuctemy (OC) Windows NT mn noggepxusatoT
npotokon IP, a HekoTopble K ncnonesytot OC Novell Netware 1 nogaepxmsatoT npoTtokon IPX.
MK B odhmrce 06MeHMBaOTCSA aHHBbIMU C BHELLHEN CETbIO 1 cepBepamu vepes uplink-nopt Gi 0/3.

OcHoBHble TpeGoBaHMsA cneayoLLme:

e CBasb ypoBHa 2 [1K, ucnonb3aytowmx OC Windows NT, nsonuposaHa ot csasm [K,
ncnoneayowmnx OC Novell Netware, 4ToBbl yMEHbLINTL CETEBOW TpauK.
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( MHTepHeT )
VLAN2 © VLAN3Z
| KommyTatop A ; .
Cepsep GioN . L. Gi02 !Cepaep
Windows, NT (nomee=e Novell Netware
" Gi 0/3 '

PucyHok 8-1.

KommyTtatop A — ato kommyTaTop, a nopt Gi 0/3 — rmbpugHbin nopt. MopTt Gi 0/1 saBndaeTtcsa
noptom gocrtyna un npuHagnexut cetn VLAN 2. MNopT Gi 0/2 Takke aBnseTcs nopTomM 4OCTyna u
npuHagnexut cetn VLAN 3.

8.2.1.2. PasBepTbiBaHue

e Hactpoute npodunm TMna naketa m tuna Ethernet (B aToM npumepe HacTpouTte
npodunb 1 ana naketoB npotokona IP u HacTponte npodunb 2 AOns naketoB
npotokona IPX).

o [lpumenute npodunu Kk uplink-nopty (B atom npmumepe nopt Gi 0/3) n cBsxMTE UX C
BMPTYanbHbIMW NOKanbHbIMU CETAMM (B 3TOM npumepe cBsxkute npoduns 1 ¢ VLAN 2
n cesxkuTe npodunb 2 ¢ VLAN 3).

NMPUMEYAHUE: HacTpoeHHble Protocol VLAN [encTBYHOT TOMbKO Ha MarucrtpanbHbIX
(TpaHKOBbIX) U TMBPUAHBLIX NOPTax.

8.2.2. KoHdurypaumsa u npumeHeHme VLAN noacetu

8.2.2.1. CueHapuu

Kak nokasaHo Ha cnegytowiem PucyHke, MK B odmce A 1 ocprce B nogknoveHbl K KOMMyTaTopy A
yCcTpouncTBa ypoBHs 3 yepes xabbl. B omce A MK npuHagnexat pmkcMpoBaHHOMY CETEBOMY
CerMeHTy 1 pacnpegeneHsl no noptam B ogHy un Ty xe VLAN. B oduce B MK npuHagnexar kK
ABYM CeTEeBbIM CErMeHTaMm, HO UX Hernb3da pacnpegenutsb no VLAN yepes (prkcnpoBaHHbIN NOpT.

OcHoBHble TpeboBaHusa criegytoLme:

Ana MK B ouce B kommyTtatop A moxeT onpegenutb agnanasoH VLAN gnsa MK Ha ocHoBe
cerMmeHTa IP-ceTn, K KOTOPOMY NMpuHagnexart ux nakeTol.
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|P-cermeHT ceTtu:
192.168.1.1/24

" VLAN3

|P-cermeHT ceTtu: MHTepHeT
192.168.2.1/24

CVLAN2
; " KommyTtarop A

|P-cermeHT ceTtu:
192.168.1.1/24 1 192.168.2.1/24

PucyHok 8-2.

KommyTtatop A — ato kommyTaTop. MNMopt GO/1 aBnseTcs nopToM AOCTyNa U NPUHAANEXUT CeTH
VLAN 2. MopTt GO0/2 Takke aBnaeTtcs noptom goctyna un npuHagnexut cetn VLAN 3. Mopt GO0/3
ABNAETCS rmMépuaHbIM NOPTOM.

8.2.2.2. PasBepTbiBaHue

mo6anbHo Hactpoute VLAN nogcetu (B 3TOM npuMmepe Bblaenute cermeHT |P-cetu
192.168.1.1/24 pna VLAN 3 un cermeHT IP-cetn 192.168.2.1/24 gna VLAN 2) n Bknouute
dyHkumio VLAN nogcetn Ha nopTe uplink (nopT Gi 0). /3 B aTOM npumepe).

NMPUMEYAHUE: HacTpoeHHble VLAN nogcet OEeWCTBYIOT TOMbKO Ha MaructparbHbiX Wt
rMOpuaHbIX NOpTax.
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8.3. PyHKUUM

8.3.1. basoBble onpeaeneHus

Protocol VLAN

TexHonorust Protocol VLAN — 310 TexHonorus pacnpegenenms VLAN, ocHOBaHHas Ha Tune
nakeTHoro npotokona. OH MOXeT pacnpenenaTb NakeTbl onpeaernieHHoro Tuna npoTokona ¢
HynesbIM naeHtTudukatopom VLAN B Ty e VLAN.

VLAN HeobxoguMo ykasbiBaTb 4SS MAKeToB, NOSy4YaeMblX NopTaMy YCTPOWCTB, YTOObI nakeT
npuvHagnexan yHukansHon VLAN. Bo3amoxHbl Tpu criyyas:

o Ecnu naketT cogepxut HyneBon uaeHTudpukatop VLAN (HeTermpoBaHHbIN UMK
NPUOPUTETHBIN NakeT), a YCTPONCTBO NogaepxmBaeT Tonbko pacnpegeneHme VLAN Ha
OCHOBe nopToB, naeHtudukatop VLAN B Tere, oGaBNeHHOM K NakeTy, npeacraBnseT
cobon PVID BxogHoro nopra.

e Ecnn naket cogepxut HyneBon uageHtudukatop VLAN (HeTermpoBaHHbI UIK
NPUOPUTETHBIN NaKeT), a YCTPOMUCTBO nogaepxmnsaeT pacnpeaenerune VLAN Ha ocHoBe
TMna npoTokona naketa, umaeHtudukatop VLAN B Tere, gobaBneHHOM K MaKeTy,
BblGMpaeTca n3 ngeHtudmkatopor VLAN, conocTtaBneHHbIX ¢ KOHdUrypauuen Habopa
NMPOTOKOMOB BXOA4HOro nopTa. Ecnv Tun npoTokona naketa He COOTBETCTBYET
KoHdurypauum Bcex HabopoOB MPOTOKOMOB BXOOHOro nopta, uaeHTudukatop VLAN
HasHa4aeTcsa B COOTBETCTBUM C pacnpeneneHnem VLAN Ha ocHOBe NOpToB.

o Ecnu naket nomeyeH TeroM, VLAN, K KOTOPON NpUHAONEXUT nakeT, onpenensercs
noeHtudgpukatopom VLAN B Tere.

VLAN nogcety MOXHO HacTpOUTb TOSbKO rrodanbHO, TO ECTb HA NOpTax MOXHO BKIOYUTL UIK
OTKMOUYUTL TOMbko pyHKkumto Protocol VLAN. KoHdurypaumsa conocTaBneHus BbINOSTHAETCS
rnobanbHo gnsi Protocol VLAN, koHdwurypaumsi conoctaBneHnss BblbnpaeTca onsi nopTos, a
noeHTudpukatopbl VLAN ykasbiBalOTCH ANSA NakeToB, KOTOPbIE YCNELHO CONoCTaBleHbI.

e Ecnu BxogHoW naket coaepXut Hyneson naeHtudpukatop VLAN un IP-agpec BXOQHOro
naketa cosnagaert ¢ |IP-agpecom, naket pacnpoctpaHsetca B VLAN nogcetw.

e Ecnu BxogHOM nakeT coaepXxut Hyneson naeHtudgukatop VLAN, a Tmn naketa n tmn
Ethernet BxogHoro naketa cosnagarT C TUNOM naketa u Tunom Ethernet BxogHoro
nopTa, naket Ha3HadaeTcsa npotokony VLAN.

Mpuoputet Protocol VLAN

Mpuoputet VLAN nogcetu Boilwe, Yem y Protocol VLAN. To ecTb, ecniv VLAN nogcetn u Protocol
VLAN HacTpoeHbl OAHOBPEMEHHO, a BXOOAHOW MakeT cooTBeTcTByeT Kak VLAN noacetu, Tak u
Protocol VLAN, npesanupyet VLAN nogcetw.

8.3.1.1. O630p
OcobeHHOCTb OnucaHune
ABTOMaTUYECKOE Tunbl ycnyr, nogaepxvBaemble B CETU, CBA3aHbI C BUPTYanbHbIMU

pacrnipegenenne VLAN | rniokarbHbIMU CETAMU, UNW NaKeTbl U3 YKa3aHHOro cermeHTa IP-cetu
Ha OCHOBe TuNna nakerta | nepefarTcsd B YKasaHHOM BUPTyanbHOW MOKanbHOW ceTn Ans
obneryeHus ynpaeneHms n o6CnyxmnBaHus
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8.3.2. ABTomMaTtunyeckoe pacnpegeneHme VLAN Ha ocHOBe Tuna naketa

8.3.2.1. MpuHuun paboTbl

YcTtaHoBuTe NpaBuna Anst 06opyaoBaHMs 1 BKIKOYMTE Npasuna gnst noptos. lNMpasuna BcTynaioT
B CUNY TOMbKO MOCMe UX BKMYeHUs Ha nopTax. [pasuna BkntovaloT TN naketa u IP-agpec
naketoB. Korga nopT nonyyYyaeT HeTerMpoBaHHble MakeTbl [JaHHbIX, COOTBETCTBYIOLLME
npasunam, NopT aBToMaTudeckn pacnpegenser ux no VLAN, ykasaHHbIM B npaBunax Aans
nepegaun. Korga npaBuna Ans noptoB  OTKMIOYEHbI, HEMOMEYEeHHble MakeTbl AaHHbIX
pacnpegenatotca no Native VLAN B COOTBETCTBMM C KOHGUrypaumen nopra.

8.4. KoHdwurypauusn

KoHdwurypauma OnucaHue n komaHpa

HacTtpornka (ObsizaTenbHO) MicnonbadyeTca ang BKIOYEeHUS YHKUMN pacnpeneneHms
dyHkumm Protocol | VLAN Ha ocHoBe Tuna naketa u Tuna Ethernet Protocol VLAN

VLAN

protocol-vian profile num frame- | HactpanBaetr  npodune  Tuna
type [ type ] ether-type [ type ] naketa un tuna Ethernet

protocol-vlan profile num ether-  HactpavBaetr  npodune  Tuna

type [type] Ethernet (HekoTopble mMogenun He
noadepXkunBaloT  MaeHTUdmKauuo
dperima)

protocol-vian profile num vian vid | (Pexum KOHcburypauum

nHTepdenca) MNMpumensiet Protocol
VLAN K nopty

HacTponka (ObBsasaTenbHbIN) UcnonbsyeTtcs ans BKNIOYEHMNS YHKLMM
dyHkumm  VLAN | pacnpegenenus VLAN Ha ocHoBe |IP-agpeca Protocol VLAN

noaceTu

protocol-vlan ipv4 address mask | HactpanBaet [IP-agpec, macky

address vlan vid nogcetu n pacnpegenexve VLAN

protocol-vlan ipv4 (Pexum KOHdurypaumm
nHTepdenca) Bknovaet SubVLAN
Ha nopTy

8.4.1. Hactpouka c¢pyHkuum Protocol VLAN
8.4.1.1. 3dphekT KOHUrypauum

CBsknTe NOAAEPKNBAEMBIE B CETU TUMbI CEPBUCOB C BUPTYarnbHbIMK NTOKanbHbIMU CETSIMU A5
obneryeHns ynpaBneHus n obCcnyxmBaHus.

8.4.1.2. MNpumeyvaHusn

e PekomeHnpgyetcsi, 4to6bl Protocol VLAN HactpamBanca nocrne VLAN, a Takke
HacTpaumBanuck atpubyTsel Trunk, Hybrid, Access n AP nopTos.
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e Ecnu Protocol VLAN HacTpoeH Ha mMaructpasnibHOM NopTy Unn rmbpugHom nopTy, BCe
BUpTYyarbHble fokarnbHble ceTu, oTHocsawumecs K Protocol VLAN, JOmKHbI coaepaTbCs
B cnucke paspelueHHbix VLAN maructpanbHOro nopTta unm rudpmaHoro nopra.

8.4.1.3. Llarn HacTpounku

FmobanbHasa HacTpouka Protocol VLAN
e ObgaszartenbHbIn.

e Protocol VLAN MOXHO NPUMEHSITb Ha MHTepdence TONMbKO B pexume rrnodanbHou

KOHcpurypauuu.
KomaHga protocol-vlan profile num frame-type [type] ether-type [type]
Onucanue num: ykasbiBaeT UHAEKC Npodhuns.
napameTpoB

type: ykasbiBaeT Tun naketa u tun Ethernet

Mo ymonyaHuio

Protocol VLAN OTKMOYEH N0 YMON4YaHUIo

KomaHgHbIn
peXnm

Pexwnm rmobanbHon KoHdUrypaumm

Pykosoacteo no
NCMNOMb30BaHUIO

Protocol VLAN MOXHO HacTpouTb Ha UHTepdence, Tonbko ecnu Protocol
VLAN HacTtpoeH rnobanbHo. MNpun yoaneHun rnobanbHOW KOHdUrypaumm
npodpuns Protocol VLAN koHdurypaumst Protocol VLAN ygandeTtcs co Bcex
UHTepdencos, cooTBeTCTBYOWMX Npocunto Protocol VLAN

MNMepeknioyeHne pexnma nopTa Ha MarucTpanbHbIN/TIMOPUAHBLIN PEXUM

Ob6gazaTtenbHbin. PyHKkUms Protocol VLAN genctByeT TONMbKO Ha MNOPThbl, KOTOPbIE HAXOOATCH B
mMarncTpansHom/rmbpugHom pexume (Trunk/Hybrid).

BknrouyeHune Protocol VLAN Ha nopTty
e ObgaszatenbHbln. Protocol VLAN OTKMIOYEH MO YMONYaHMIO.

e Protocol VLAN gencTBMTENbLHO BKMAKOYEH TOMbKO TOrga, Korga OH MPUMEHSIETCHa K

UHTepdencam.
KomaHpa protocol-vlan profile num vlan vid
OnucaHne num: ykasbiBaeT UHAEKC Npodhuns.
napameTpoB vid:

ykasbiBaeT wugeHtudpumkatop VLAN. 3HaveHve 1 ykasbiBaeT
MakcumanbHbii ngeHTudukatop VLAN, nogaepxvsaembli NpogyKTOM

Mo ymonuyaHuio

Protocol VLAN OTKrMo4YeH No yMonyaHumto

KomaHgHbIn
pexnm

Pexum koHdurypaumm nitepderica

PykosoacTteo no
NCMNonb30BaHUIO

NuTepderic ponmxeH paboTatb B pexume Trunk/Hybrid
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8.4.1.4. NpoBepkKa

3anycTtute komangy show protocol-vlan profile, 4To6bl npoBepuTb KOHPUIrypauuio.

8.4.1.5. Npumep KoHcpUrypaumm

BknroyeHune cpyHkumm Protocol VLAN B Tononornyeckon cpene

Cuenapun:

Cepsep
Windows NT

( WHTepHet )

VLAN2 J VLANZ

KommyTatop A
. CepBep

Novell Netware

PucyHok 8-3.

Warwn
HaCTPOWKM

Hactponte VLAN 2 u VLAN 3 ans cBA3nM nonb3oBaTtenen Ha
koMmmyTaTope A.

Hactponte Protocol VLAN rnobanbHO Ha kommyTtatope A (B 3TOM
npumepe HactponTe npodunb 1 Ana naketoB npoTokona P n
HacTpovTe npodunbe 2 And naketoB npotokona IPX), BknwouuTte
dyHkumo Protocol VLAN Ha nopte uplink (B 4gaHHOoM npumepe nopT Gi
0/3), n 3aBepwute coeguHeHue Protocol VLAN (B atom npumepe
ceskuTe npodpunb 1 ¢ VLAN 2 n cesxkute npocdouns 2 ¢ VLAN 3).

Mopt Gi 0/1 aBnaeTcs nopTtoM goctyna v npuHagnexut cetn VLAN 2.
MopT Gi 0/2 Takke sABNAETCA NOPTOM OOCTyNa U NPUHALNEXUT CEeTU
VLAN 3. lMopt Gi 0/3 aBnsaetca rmbpuaHeim noptoM. Y6eantechb, 4To
VLAN gns cBA3m € nonb3oBaTenieM CoOAepKaTcs B CMCKE paspeLLeHHbIX
HeTermpoBaHHbIX VLAN rubpuaHoro nopta

A 1. Co3pante VLAN 2 n VLAN 3 ans cBA3n nonb3oBaTernen no ceTu.

# configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

A(config)# vlan range 2-3

2. HacTtponTe pexum nopTa.
A(config)#interface gigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)#switchport
A(config-if-GigabitEthernet 0/1)#switchport access vlan 2
A(config-if-GigabitEthernet 0/1)#exit
A(config)#interface gigabitEthernet 0/2
A(config-if-GigabitEthernet 0/2)#switchport
A(config-if-GigabitEthernet 0/2)#switchport access vlan 3
A(config-if-GigabitEthernet 0/2)#exit
A(config)# interface gigabitEthernet 0/3
A(config-if-GigabitEthernet 0/3)#switchport
A(config-if-GigabitEthernet 0/3)# switchport mode hybrid
A(config-if-GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2-3

3. Hactporiite Protocol VLAN rno6anbsHo.

HacTtponte npodhunb 1 ans naketoB npoTokona IP 1 npodunb 2 ona nakeTos
npotokona IPX (B 3ToM npumepe npegnonaraercs, 4YTO MNakeThbl
WHKancynupoBaHbl ¢ ucnons3osaHnem Ethernet I, a Tunel naketoB npotokona IP
n naketoB npotokona IPX Ethernet — 0X0800 n 0X8137 cooTBETCTBEHHO).

A(config)#protocol-vlan profile 1 frame-type ETHERII ether-type 0x0800
A(config)#protocol-vlan profile 2 frame-type ETHERIlether-type 0x8137

4. lMpumenute npodunb 1 n npocune 2 k noptam Gi 0/3 n HasHauybTe
npocpunb 1 — anga cetn VLAN 2, a npodhunb 2 — ansa cetn VLAN 3.

A(config)# interface gigabitEthernet 0/3
A(config-if-GigabitEthernet 0/3) #protocol-vlan profile 1 vlan 2
A(config-if-GigabitEthernet 0/3) #protocol-vlan profile 2 vlan 3

MpoBepka | NMpoBepbTe NpaBuibHOCTL KOHAUrypauun Protocol VLAN Ha ycTponcTtee

A A(config)#show protocol-vlan profile
Profile frame-type ether-type/DSAP+SSAP interface  vlan
1 ETHERII 0x0800 Gi0/3 2
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2

ETHERII 0x8137 Gio/3 3

8.4.1.6. PacnpocTpaHeHHble OLWnOKH

e [lopT, NOAKIOYEHHbIN K YCTPOUCTBY, HEe HaxoauTcsa B pexxume Trunk/Hybrid.

o Cnuncok paspelleHHbIx VLAN ana nopta, NOAKMIOYEHHOroO K YCTPONCTBY, HE COOEPXUT
VLAN ansa cBsa3n ¢ nonb3oBaTenem.

o  ®yHkums Protocol VLAN oTknto4eHa Ha nopTy.

8.4.2. Hactpowuka c¢pyHkuum VLAN nopcetun

8.4.2.1. AcpheKT KoHdUrypaumm

PacnpenenaTb nakeTbl U3 ykadaHHOro cerMeHTa cetu unu IP-agpeca B ykasaHHyto ceTb VLAN

Ans nepegayn.

8.4.2.2. MNpumeyvaHusn

e PekomeHayeTcsi, 4tobbl Protocol VLAN HacTtpauBancsa nocne VLAN, a Takke
HacTpamBanucb atpmbyTbl Trunk, Hybrid, Access n AP nopTos.

e Ecnu Protocol VLAN HacTpoeH Ha mMaructpanbHOM MOPTY Unn rmbpugHomM nopTy, Bce
BUpTYyarbHble foKarnbHble ceTu, oTHocsAwumecs K Protocol VLAN, JOmKHbI cogepKaTbes
B cnucke paspelleHHbix VLAN marmctpanbHOro nopTta unm ruopmaHoro nopra.

8.4.2.3. Llarn HacTpounku

FmobanbHasa HacTpouka VLAN noacetun

o ObgaszarenbHbIN.
e VLAN noacetM MOXHO MPUMEHUTb K WHTepdency TONbKO B pexume rnodanbHou

KOHpurypauuu.
KomaHga protocol-vlan ipv4 address mask address vlan vid
Onucanve address: ykasbiBaeT |IP-agpec.
napameTpoB

vid: ykasbiBaeT wugeHtudukatop VLAN. B3HayenHne 1 ykasbiBaeT
MakcumarnbHbIn naeHTugukatop VLAN, nogaepkmBaemMbli NPOaYKTOM

Mo ymonyanuio

Mo ymonyanuio VLAN noaceTtun oTKno4eH

KomaHgHbIn
pexmm

Pexnm rmnobanbHon KoHUrypauum

PykosoacTteo no
NCMonb30BaHWIO

VLAN noaceTu MOXHO BKMOUUTbL Ha UHTepdence, aaxe ecnu Protocol
VLAN He BkntoyeH rnobaneHo. Tem He meHee, VLAN nogcetn gencreyet
Tonbko TOraa, korga Protocol VLAN HacTpoeH rnobanbHo

MepekntoyeHne pexnma nopTta Ha MarucTpanbHbIN/TMOPUAHBLIA PEXUM

O6gzartenbHbin. PyHkumsa VLAN nogceTn OenNCTBYET TOMbKO HAa MOPThl, KOTOPbIE HAX0OATCA B
pexume Trunk/Hybrid.

(@ arecy
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BkntoyeHne VLAN noaceTtn Ha nopTy
e O6sasartenbHbiv. o ymonyaHuio VLAN noaceTn OTKIIOYEH.

e VLAN noacetn OeWCTBUMTENbHO BKIIOYEH TOMNbKO TOrAda, Korda OH MpUMEHsieTcs K
NUHTepdencam.

KomaHpa protocol-vlan ipv4

Mo ymonyanuio | Mo ymonyanuio VLAN noaceTtn oTKOYEH

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBogcteo no | IHTepdenic gomkeH pabotatb B pexxmme Trunk/Hybrid
NCNONb30BaHWIO

8.4.2.4. NMpoBepka

3anyctute komaHgy show protocol-vlan ipv4, 4tobbl NpoBEPUTL KOHUIrypauumio.

8.4.2.5. Npumep KoHcpUrypaumm

BknioyeHune dpyHkuum VLAN noaceTty B TONonormvyeckon cpene
CueHapui:
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IP-cermeHT cetu: MHTepHeT
192.168.2.1/24

VLANZ2

|P-cermeHT ceTu:
192.168.1.1/24

" VLAN 3

KommyTartop A

IP-cermeHT ceTtu:
192.168.1.1/24 n 192.168.2.1/24
PucyHok 8-4.
Warwn Hactponte VLAN 2 u VLAN 3 pans cBAsn nonb3oBaTener Ha
HaCTPOWKK KommyTaTope A.

mo6anbHo HacTtponte VLAN nogcetn Ha kommytatope A (B 3TOM
npumepe Bbligenute cermeHTt IP-cetn 192.168.1.1/24 ons VLAN 3 n
cermeHT IP-cetn 192.168.2.1/24 ana VLAN 2) n Bknounte dyHKUMIO
VLAN nogcetun Ha nopte uplink (MopT Gi 0/3 B aTom npumepe).

Mopt Gi 0/1 aBnaeTcs nopTtoM goctyna v npuHagnexut cetn VLAN 2.
MopTt Gi 0/2 Takke saBnNAeTcA MNOPTOM OOCTyna U NPUHAANEXUT CeTu
VLAN 3. lMopt Gi 0/3 aBnsaetca rmbpugHeim noptoMm. Ybeamutech, 4To
VLAN ans cBA3u ¢ nonb3oBaTenieM coepXaTcs B CUCKe paspeLleHHbIX
HeTermpoBaHHbIX VLAN rubpuaHoro nopta

(@ arecy
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1. Cospante VLAN 2 u VLAN 3 ans cBA3n nonb3oBaTeNieN Mo ceTu.
A# configure terminal

BeeguTte komaHabl KOHUIypaLmm, no ogHon B cTpoke. KoHew, ¢ CNTL/Z.
A(config)# vlan range 2-3

2. HacTtponTe pexum nopTa.

A(config)#interface gigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)#switchport
A(config-if-GigabitEthernet 0/1)#switchport access vlan 2
A(config-if-GigabitEthernet 0/1)#exit

A(config)#interface gigabitEthernet 0/2
A(config-if-GigabitEthernet 0/2)#switchport
A(config-if-GigabitEthernet 0/2)#switchport access vlan 3
A(config-if-GigabitEthernet 0/2)#exit

A(config)# interface gigabitEthernet 0/3
A(config-if-GigabitEthernet 0/3)#switchport
A(config-if-GigabitEthernet 0/3)# switchport mode hybrid
A(config-if-GigabitEthernet 0/3)# switchport hybrid allowed vlan untagged 2-3

3. Hactponte VLAN noaceTtun rnobanksHo.
A(config)# protocol-vlan ipv4 192.168.1.0 mask 255.255.255.0 vlan 3
A(config)# protocol-vlan ipv4 192.168.2.0 mask 255.255.255.0 vlan 2

4. Bkntounte VLAN noacetn Ha uHTepdencax. Mo ymonyaHuio VLAN noacetn
OTKIHOYEH.

(config-if-GigabitEthernet 0/3)# protocol-vlan ipv4

MpoBepka

MpoBepbTe NpaBunbHOCTbL kKoHUrypaumm VLAN noaceTtn Ha ycTponcTee

A

A# show protocol-vlan ipv4

ip mask vlan
192.168.1.0 255.255.255.0 3
192.168.2.0 255.255.255.0 2

interface ipv4 status
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Gio/3 enable

8.4.2.6. PacnpocTpaHeHHble OLnOKH

o [lopT, NOAKNIOYEHHBIN K YCTPONCTBY, HE HaxoauTcs B pexume Trunk/Hybrid.
o Cnuncok paspelleHHbIx VLAN ana nopta, NOAKMIOYEHHOroO K YCTPONCTBY, HE COOEPXUT

VLAN ansa cBsa3n ¢ nonb3oBaTenem.
e VLAN nogcetu OTKIHOYEH Ha NOpPTY.

8.5. MOHUTOPUHT

8.5.1. OTobpaxeHue

OnucaHue

KomaHaa

OtobpaxaeT copepxunmoe Protocol VLAN

show protocol-vlan

8.5.2. OTnapka

NMPUMEYAHMUE: cuctemHble pecypchbl 3aHATLI NPy BbIBOAE OTNago0uYHON MHpopmaLumu. MNMoatomy
OTKNtoYanTe OTnaaKy cpasy nocre UCnonb3oBaHUS.

OnucaHue

KomaHaa

OTtnapgka Protocol VLAN

debug bridge protvlan
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9. HACTPOUKA PRIVATE VLAN
9.1. O630p

Private VLAN penut broadcast-gomeH ypoBHst 2 VLAN Ha Heckonbko nogaomeHoB. Kaxabin
nogaoMeH coctouT M3 ogHou napbl Private VLAN: nepsuyHon VLAN u BTopryHoi VLAN.

Oaun gomeH Private VLAN MOXeT cOCTOATb U3 Heckonbknx nap Private VLAN, u kaxgas napa
Private VLAN npegctaensieT oganH cy6gomeH. B gomeHe Private VLAN Bce napbl Private VLAN
NUCNonb3ylT OAHY M Ty Xe nepBuyHyto VLAN. BTopudHble ngeHTudpukatopsl VLAN ang
noaJoMeHOB OTNMYaloTCs.

Ecnu noctaBwuk ycnyr BblgenseT ogHy ceTb VLAN KaKaomy nosib30BaTento, KOM4ecTBO
nonb3oBaTenen, KOTopoe MOXeT MNoaaepKMBaTbCs MOCTaBLUUMKOM YCAyr, OrpaHuynBaeTcH,
MOCKONIbKY OOHO YCTPOWCTBO nopaepxusaet He Gonee 4096 ceten VLAN. Ha yctpowncTee
ypoBHS 3 Kaxxgon VLAN BblgensieTca oAuH agpec noaceT unm cepus agpecos, YTo NpuBoauT
kK notepe IP-agpecoB. TexHonorus Private VLAN npaBunbHO pelaeT fBe npegbigyline
npobnemsbl. Private VLAN B ganbHenem Ansa kpatkocTy HasbiBaeTcst PVLAN.

9.2. MNpunoxeHus

MpunoxeHune OnucaHue

[MpyMmeHeHne PVLAN | MNMonb3oBaTtenu npeanpuatna MoryT obaTtbes Apyr ¢ Apyrom,
Mexay YCTPOWCTBaMM | HO B3auMMOAEWNCTBME MOMb3oBaTeNnen Mexagy npeanpusatusamMu
YpOBHSA 2 N301MpoBaHO

MpumeHenne PVLAN Ha | Bce kopnopaTuBHbIe NOMb30oBaTENN UCMOMB3YIOT OAUH U TOT Xe
OLHOM YCTPOWCTBE YPOBHSA | aApec LWN3a U MOryT B3aMMoOLeNCTBOBaTb C BHELLHEN CETbHO
g

9.2.1. NMpumeHeHue PVLAN mexay yCTPpOUCTBaAMMU YPOBHSA 2
9.2.1.1. CueHapun

Kak nokasaHo Ha cnegytowem PucyHke, B OnepaLMOHHOW CEeTUM CNyXObl XOCTUHra XOCTbl
KOpNopaTMBHbIX NOfb30BaTeNen NoAKNIOYEHbI K CETU Yepe3 KoMMmyTaTop A unu kommyTtaTop B.
OcHoBHble TpeboBaHus criegytoLme:

e [onb3oBatenu npegnpusiTUs MoOryT obliaTbCs ApPYr C APYroM, HO B3auMOeWcTBME
nonb3oBaTtenen Mexay npeanpuaTUSMU N30NMPOBaHo.

e Bce kopriopaTuvBHble NoNb30BaTENU UCMONL3YIOT OAMH U TOT Xe agpec Lro3a n MoryT
B3aMMOEeNCTBOBaTb C BHELLUHEN CETbIO.
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MHTEepHeT

A: npeanpuatue A
B: npeanpuaTtue B
C: npeanpusaTtue C

Coobuiectso
. (community) -
AN . VLAN100 .-
CoobLecTso 5 " M3onupoeaHHas
.. (community) ' VLAN 101

“UUSVLAN100 e

PucyHok 9-1.

KommyTtatop A n kommyTtaTtop B aBngoTca kommyTatopamm JocTtyna.

PVLAN paboTtaet Ha ycTtpouctBax. [lopTbl Ans MNOAKNIOYEHUS YCTPOMUCTB [LOMMKHbI ObiTb
HaCTPOEHbl Kak MaructpanbHble nopTbl, TO ecTb nopT Gi 0/5 kommyTtatopa A n nopt Gi 0/1
KommyTaTopa B HacTpoeHbl Kak MarncTparbHble NOPThl.

Mopt Gi 0/1 gns nogkniodeHnd kommyTaTopa A K L3y HEoO0XOAUMO HACTPOUTb Kak
Hepa3bopuMBLIA NOPT (Promiscuous-nopT).

MopTt Gi 0/1 wrno3a MOXHO HACTPOUTL Kak MarncTpanbHbI unu rmépugHsii nopt, a Native VLAN
asnsietcs ocHoBHon VLAN ona PVLAN.

9.2.1.2. Pa3BepTbiBaHue

e HactponTe Bce npeanpuatTusa Tak, YTobbl OHWM HAXOAWNUCL B O4HOW M Ton ke PVLAN

(ocHoBHasa VLAN 99 B aTom npumepe). Bce kopnopaTyBHbIE NOMb30BaTENN UCNONb3YOT
OAVH 1 TOT Xe nHtepdernic ypoBHsa 3 yepes a1y VLAN ans CBA3W C BHELLHEN CETbIO.

L] Ecnu Ha npegnpuaTun nMeeTcAa HeCKOJIbKO MOJ1b30BATESNIbCKMX XOCTOB, pacnpeaennte

nofib3oBaTeNbCKME XOCTbl pasHbiX NpeanpusaTuii no pasHeiM VLAN coobuiectBa. To
€CTb HacTpoWTe NopTbl, NOAKIOYEHHbIE K XOCTaMm nofib3oBaTenen npeanpusTtus, B
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KayecTtBe nopTtoB xoctoB VLAN coobuiectBa, 4ToObl peann3oBaTb B3auMogencTeme
nonb3oBatenen  BHYTPUM  NpeanpuaTud, HO  U30NMpoBaTb  B3auMOAEWCTBUE
nonb3oBartenen Mmexay npeanpuaTnsamu.

Ecnu Ha npeanpuatum uMeeTcsl TOMbKO OAWH MOSIb30BaTENbCKUM XOCT, HacTpouTe
NopThbl, NOAKMNIOYEHHbIE K MONb30BATENIbCKMM XOCTaM TakuMx NpeanpuaTuin, Kak nopTbl
XOCTOB u3onupoBaHHon VLAN, 4yToObl peanu3oBaTb M30MsUMIO B3aMMOAENCTBUS
nonb3oBartenen Mmexay npeanpuaTnsamu.

9.2.2. NMpumeHeHue PVLAN Ha 0QgHOM yCTpPOMNCTBE YPOBHA 3

Kak nokasaHo Ha cnegywowem PucyHke, B onepauMOHHOW CEeTM CNyXObl XOCTUHra XOCTbl
KOpPNOpaTMBHbIX MONb30BaTENEN MOAKMIOYAOTCS K CEeTM Yepe3 KommyTatop A yCTpoWCTBa
ypoBHsi 3. OcHoBHble TpeboBaHus cregyowme:

Monb3oBatenu npegnpusATUS MOryT obwiaTeCs ApYyr C OPYroM, HO B3aMMOLEWCTBUE
nonb3oBaTtenen Mexay npeanpusaTUSM1 N30NnMpoBaHo.

Bce koprnopaTuBHble Nonb3oBaTeny MoryT NonyyYntb 4OCTYN K cepBepy.

Bce kopnopaTuBHble Nonb3oBaTeny UCNonb3yT OAMH M TOT e agpec LUn3a U MoryT
B3aMMOENCTBOBATL C BHELLHEN CETbHO.

MHTEpHET

Cepiaé'p L
KommyTaTop A -

.. VLAN10

V|3OIWIDOBaHHaﬂ'."'
L VLAN 0.

CoobLiecTso
(community) .

....... A: npegnpusatne A
B: npeanpuatne B .-
C: npegnpusaTue C
COOGIJ.LECTBO D: npeanpusitue D
(community) L
. VLAN 20 '

OcHosHas (primary) VLAN 2 .
SVI1:192.168.1.1/24 .-~

PucyHok 9-2.
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KommyTaTtop A ABnseTca KOMMYyTaToOpoM LUSH03a.

Korga nonb3oBaTenbckue XOCTbl MOAKMYEHbl K ogHomy yctpowuctsy, nopTt Gi 0/7 ans
MOAKMNIOYEHNS K CepBepy HacTpauMBaeTCs KaK CriyyaviHbld nopT, 4YTOObl KOpropaTuBHbIE
nonb3oBaTenu Morny B3aumMoaencTsoBaTb C CEPBEPOM.

ConocTtaBneHne ypoBHsl 3 AOMKHO ObiTb BbiNoNHEHO B nepBmnyHon VLAN n BTopmyHbIX VLAN,
4TO6bl NONBL30BaTENN MO B3aNMOLENCTBOBATb C BHELLUHEN CETbIO.

9.2.2.1. PasBepTbiBaHue

e HactponTe nopT, KOTOPLIN HANPAMYO NOLKITHOYEH K CEPBEPY, Kak Hepa3bopUuMBLIN MOPT.
lMocrne aToro BCe KOpnopaTuBHbIE MOMb30OBaTENU CMOrYyT B3auMMOLEWCTBOBaTb C
cepBepoM Yepes3 Hepa3bopumBbI NOPT.

e Hactponte agpec wmno3a PVLAN Ha ycTponcTBe ypoBHs 3 (KomMyTaTop A B 3TOM
npumepe) (B aToM npumepe ycraHosuTe agpec SVI VLAN 2 Ha 192.168.1.1/24) u
HacTponTe conocTasneHme mexay nepsnyHon VLAN u BTOpuyHbIMM VLAN Ha
nHTEepdenc yposHsa 3. [locne aTOro BCe KoprnopaTUBHbLIE MOSb30BATENN CMOrYT
B3aMMOAENCTBOBATbL C BHELUHEN CETbI0 Yepes apec Lro3a.

9.3. PyHKUUMU

9.3.1. basoBble onpeaeneHus

PVLAN

PVLAN nopgepxmaet Tpu trna VLAN: nepBuydHble VLAN, usonmposaHHble VLAN n VLAN
coobLecTBa.

HomeH PVLAN nmeeT Tonbko ogHy ocHoBHYto VLAN. BTopmnyHble VLAN peanuayoT n3onsaumio
ypoBHsi 2 B ToM e gomeHe PVLAN. CywecTtByeT gBa Tvna BTopuyHbiX VLAN.

U3onupoBaHHas VLAN
MopTbl B OAHOM M TOW e m3onupoBaHHoOW VLAN He MOryT B3aMMHO YyCTaHaBnuBaTb CBA3b
ypoBHs 2. [lomeH PVLAN vmeeT TONbKO OAHY u3onumpoBaHHyto VLAN.

VLAN coobuwiecTBa

MopTbl B ogHon VLAN coobLiecTBa MOryT ycTaHaBnmMBaTb CBSA3b YPOBHSA 2 APYr C APYrOM, HO He
MOTYT OCYLLECTBMATb CBA3b YPOBHSA 2 ¢ nopTamu B Apyrux VLAN coobuiectea. lomeH PVLAN
MOXeT umeTb Heckonbko VLAN coobuecTBa.

Accounauums ypoBHsa 2 PVLAN

Mapbl PVLAN cyLlecTBYIOT TOMbKO NOcre Toro, Kak 6yaeT BbiNOSIHEHA accounaumsi YpoBHS 2
mexay Tpema Tunamm VLAN PVLAN. 3atem nepsuyHas VLAN uMeeT ykasaHHYy BTOPUYHYIO
VLAN, a BTopnyHasa VLAN nmeet ykasaHHyto nepsuydHyto VLAN. MNepsuyHaa VLAN v BTOpUYHbIE
VLAN HaxogaTcsa B OTHOLLEHUSAX «OAMH KO MHOMMM» (one-to-many).

Accouunauusa ypoBHa 3 PVLAN

B PVLAN wunHTepdeincsl ypoBHS 3, TO eCTb KOMMyTUPYyEeMble BUPTyanbHble MHTepdencol (SVI),
MoryT 6bITb co3gaHbl Tonbko B nepsuyHon VLAN. Monb3oBatenu Bo BTopudHon VLAN moryT
YCTaHOBUTb CBA3b YPOBHA 3 TONbKO MOCHe Toro, Kak 6yaeT BbINOfHeHa accoumaumnsa ypoBHS 3
mexay sTopmyHon VLAN u nepsuyHonm VLAN. B npoTMBHOM criyyae nornb3oBaTtenn MoryT
OCYLLIECTBIIATL CBA3b TOMBbKO HA YPOBHE 2.

MopT coobwecTBa

MopTbl coobectBa — 310 NopThl B cetn VLAN coobuiectBa. NMopTel coobuiectBa B OgHOM
VLAN coobuiectBa MOryT B3anmMogencTsoBaTb Apyr C ApYroM M MOryT B3auMOAEeNCcTBOBaTb C
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Hepa3bopumnBbiMM nopTamu. OHU HE MOryT 06GMeHMBATLCA AaHHbIMK C NopTaMu coobLlecTBa B
apyrnx VLAN coobuiectBa nnm n3onmpoBaHHbIMU NopTaMu B nsonnposaHHon cetun VLAN.

Hepa36opumBbIn NopT (promiscuous-nopT)

HepasbopumBblie nopTbl — 310 NopTbl B nepBmnyHon VLAN. OHM MOryT B3aMmMogencTeoBaTb C
nobbIMM NopTamMK, BKIOYast N30SIMPOBaHHbIE MOPTLI M MOPThI coobLecTBa BO BTOPUYHbIX VLAN
Toro »xe gomeHa PVLAN.

NMPUMEYAHUE: B PVLAN SVI MOXHO co3gaBaTb TONbKO B nepsuyHor VLAN, a SVI Hernb3as
co3faBaTtb BO BTOPUYHbLIX VLAN.

NMPUMEYAHUE: noptel B PVLAN MOXHO uCMonb3oBaTb B KavyecTBe MNOPTOB WCTOYHUKA
3epKanvpoBaHnsi, HO HeMNb3s UCMNOMNb30BaTb B KAYECTBE NOPTOB HAa3Ha4YeHUs 3epKanmpoBaHus.

9.3.1.1. O630p

OcobeHHOCTb OnucaHue

M3ongauma ypoBHsa 2 | MNopTbl pasnnyHblx Tnos PVLAN MOXXHO HacTpouTb A5s peanusaumm
PVLAN n coxpaHeHue | B3aMMOOENCTBUS U M30MSALMM MPOMEXYTOYHbBIX MONb30BaTENbCKUX
IP-agpeca xoctoB VLAN

lMocne BbINOMHEHUSA COMOCTaBNEHUs] YPOBHS 2 MeXay NepBUYHOM
VLAN wu BT1OopudHbiMn VLAN noggepxuBaeTcsl TOMbKO CBSA3b
ypoBHs 2. Ecnu TpebyeTca cBA3b YpPOBHA 3, MONb30OBaTENsM
BTopmn4yHon VLAN Heobxogmmo mncnonb3oBatb SVI nepeuyHon VLAN
AN OCYLLECTBMNEHMSA CBA3M YPOBHS 3

9.3.2. U3onsauusa ypoBHsi 2 PVLAN n coxpaHeHue |IP-agpeca

[o6asbTe nonb3oBatenen B nogaoMeHbl PVLAN, 4To6bl m3onuMpoBaTbh CBA3b MexAay
npeanpuATUAMU U Mexay KopnopaTUBHLIMW NOMNb30BaTENSAMN.

9.3.2.1. MpuHUMN paboTbI

HacTtponte PVLAN, HacTpomTe accoumauuio YpoBHS 2 U accouuauuio yYpoBHS 3 Mexay
ocHoBHOM VLAN un SubVLAN PVLAN, a Takke HaAcTpouTe nopTbl, MNOAKMIOYEHHbIE K
Nosib30BaTENbCKUM XOCTaM, BHELLHMM CETEBbIM YCTPONCTBAM M CEpBEpPaM, Kak pasfnyHble TUMbI
noptoB PVLAN. Takum obpasom MOXET ObiTb peann3oBaHO pasgerieHMe NnogaoMeHOB U CBS3b
nonb3oBartenen B NogA0OMeHax C BHELUHEN CEeTbIO U cepBepamu.

OTHowWweHuA nepecbUyiIKN NakeToB Mexay NopTamMu pa3HbIX TUNOB

BbixogHou nopTt Hepa3bopumBbin | U30nupoBaHHbLIN MopT
BXxoaHoii nopT nopt noprt coobuecTBa
Hepasbopumnsbi nopT MoppepxusaeTca MoppepxnBaeTca MNoppepxuBaeTca
M3onunpoBaHHbIN NOPT MopoepxmBaeTcs He nopnepxusaetca | He
nogaepxnesaeTcs
MopT coobLlecTBa MoppepxmsaeTcs He noggepxnBaetca | NogoepxunBaeTcs
217

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpotika Private VLAN W
BbixogHoun nopt Hepas6opumBbin  U3onupoBaHHbIn | MopT
BxoAHOM! nopT nopt nopt coobuecTBa
M3onmpoBaHHbIN MoppepxkmsaeTtcsa He nognepxnBaetca | NogoepxunBaeTcs
MarucTpanbHbIi NopT (B
Ton e VLAN)
Hepasbopumeblii MoppepxmsaeTtcsa MNopoaepxmnBaetcs MoppepxmBaeTtcs
MarmcTpanbHbIv NopT (B
Ton e VLAN)
MaructpaneHbin  nopT | [Nogaepxusaetca lNopoaepxmnBaetcs MoppepxmBaeTcs
(8 ToM Xe VLAN)

MU3meHeHus Ttera VLAN nocne nepecblyiIKU NakeToB MeXay noptamMun pa3HbIX
TUNoB

BbixogHou Hepa36opumBbin | U3onupo- MopT Un kxommy-
nopt nopt BaHHbIN coobuwecTBa TaTopa
BxoagHoun nopt afefprs
HepasbopumBbin | Be3 n3ameHeHui bes be3 nameHeHun CHaTtb Ter
nopTt N3MEHEeHUN
M3onupoBaHHbIn | Be3 nameHeHun HeT AaHHbIX HeT AaHHbIX CHaTb Ter
nopTt
MopTt bes nameHeHumn HET OaHHbIX bes nameHeHuin CHaATb TEr
coobuiecTtBa
M3onupoBaHHbin | [JobaBnseTtcs HET OaHHbIX [obaensetca ter | [lobaBnsaeTcsa
MarucTpanbHbli | BTOPUYHbIN noeHTMdukaTopa | BTOPUYHLIN
nopTt naeHTudukaTop VLAN Ter
(B Toit e VLAN) VLAN cooblecTBa naeHTndurka-
Topa VLAN
Hepasbopumebin | [lobaBnsaeTtcs [oGaensietcsa | JoGaensetcs [obGaenseTcs
MarucTpanbHbIl | NEePBUYHbIV Ter | NepBUYHbIN TEr | MEPBUYHLIA  Ter | MePBUYHbLIN
nopt noeHTudmrkaTopa naeHTuduka- | naeHTudgukaTopa | Ter
(B Toit e VLAN) VLAN, a Tter VLAN | Topa VLAN, a | VLAN, a Ter | ngeHtmduka-
ocTaeTcs Ter VLAN | VLAN octaetca | Topa VLAN, a
HEN3MEHHbIM B | ocTaeTcs HEN3MEHHbIM B | Ter VLAN
CeTN, OTIIMYHOM OT | HEM3MEHHbLIM B | CETU, OTNIMYHOW | OCTaeTcH
PVLAN ceTn, ot PVLAN HEU3MEHHbIM
OTNINYHOW  OT B ceTtn,
PVLAN OTNUYHOW OT
PVLAN
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BbixogHou Hepas6opuuBbin = U3onupo- MopT UM kommy-
nopt nopt BaHHbIN coobuwecTBa TaTopa
BxoaHo# nopt Lefhs
MaructpanbHbin | [JobaensieTcs [obGaeneH [obGaeneH Ter | [JobaBnsieTca
nopTt NepBUYHbIN Ter | N30nMpoBaH- noeHTMdukaTopa | NEPBUYHbLIN

B Toif ske VLAN naeHTudukaTopa HbIN Ter | VLAN Ter
( ) VLAN noeHTnduka- coobLecTBa naeHTnduka-
Topa VLAN Topa VLAN

9.4. KoHdurypauus

KoHdurypauus

OnucaHue n KomaHga

HacTtporka oCHOBHbIX

dyHkumn PVLAN

BTOPUYHbLIX VLAN

(O6sazatenbHO) Ncnonb3yetca ona Hactporkn nepsudHon VLAN u

private-vlian

{community

HactpanBaet tvn PVLAN

isolated | primary}

(ObsizatenbHbin) OH uMcnonb3yeTcsa [Ofs HACTPOMKM  accoumaumm
ypoBHs 2 mexay nepsuyHon VLAN n BTopryHbiMn VLAN PVLAN ans
dopmmpoBaHua nap PVLAN

private-vlan association {svlist |
add svlist | remove svlist}

HactpanBaeTt accoumaumio
YPOBHA 2 Mexay nepBUYHON
VLAN un BTOopu4yHbiMn VLAN ans
dopmmupoBaHuda nap PVLAN

(OnumoHanbHO) OH ncnonb3yeTcs ans pacnpeneneHns
nons3osarenen no nsonuposaHHon VLAN mnnu VLAN coobuectsa

switchport mode private-vlian
host

HactpanBaet xoct-nopt PVLAN

switchport private-vlan host- | CBsa3biBaeT nopTbl YpoBHS 2 C

association p_vid s_vid PVLAN wn Bblgenser nopthbl
nogaoMeHam

(OnumoHanbHO)  Wcnomnb3dyeTca AnNg  HACTpPOMKM — MopTa  Kak

Hepa3bop4ymnBoro nopTa

switchport mode private-vlan A HactpamBaer  Hepa3bopuuBbIN

promiscuous nopt PVLAN
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KoHdurypauus OnucaHuve n KomaHaa

switchport private-vlan | HactpamBaet nepsuuHyto VLAN,

mapping p_vid { svlist | add svlist | k KoTopow NnpuHaanexmT

| remove svlist } Hepa3sbopumsbii nopT PVLAN, un

cnncok BTopuyHbIX cetenn VLAN.

MakeThbl PVLAN MoryT

nepenaBaTbCA UM NpUHNMMaTbCA
yepe3 3TOT MOPT TOJNIbKO nocne
BbINOJIHEHUA HaCTpOVIKM

HacTpownka ocHOBHbIX | (OnuunoHansHo) OH Mcnonb3yeTcs ANng HAaCTPOMKM CBA3W YPOBHA 3 AN

doyHkum PVLAN none3osarenen sBo sTopnyHon VLAN

private-vlan mapping { svlist | | HactpauBaetr SVI nepBuyHON
add svlist | remove svlist } VLAN n HacTpanBaeT
accounaumio ypoBHs 3 Mexay
nepsnyHor VLAN 1 BTOPUYHBIMK
VLAN nocne co3gaHmna PVLAN u
BbINOSIHEHWS accoumaumm
ypoBHsa 2. [lonb3oBatenu B
SubVLAN moryT ycTaHaBnuBaTtb
cBA3b ypoBHA 3 uepe3s SVI
nepsuyHon VLAN

9.4.1. HacTpouka ocHOBHbIX ¢hbyHKunn PVLAN

9.4.1.1.

9.4.1.2.

AdhekT KOHDUrypauum

Bkniounte popmuposanne nogaomeHos PVLAN ana peanusaumm nsonauum mexay
npeanpuATUAMM N MeXay KopnopaTuBHbLIMU NOSIb30BaTENAMMU.

Peanusyinte conocTtaBreHue ypoBHA 3 MeXAdy HEeCKONbKMMW BTOPUYHbIMU VLAN u
nepsuyHor VLAN, 4yToObl Heckonbko VLAN mncnonb3oBanu oguH 1 10T Xe IP-winio3, Tem
caMbIM nomoras coxpaHuTb IP-agpeca.

MpumeyaHusn

Mocne HacTponkn nepsrnyHor VLAN u BTopudHon VLAN nogaomeH PVLAN cyulectsyeT
TONbKO NOCHEe TOro, Kak Mexay HUMn ByaeT BbINOfNHEHa accoumaumns ypoBHSA 2.

MMopT, NOOKNIOYEHHbIN K XOCTY MWCMOMb30BaHUA, [OMMKEH OblTb HACTPOEH Kak
onpeaeneHHbi nopT PVLAN, 4To6bl XOCT NOfb30BaTeNs NPUCOEOMHANICA K NOAA0OMEHY
A58 peanusaumm peanbHOM U30onsumMm Nonb3oBaTens.

MopT, NOAKNIOYEHHBIN K BHELLHEN CeTWn, U MOpPT, MNOAKMIOYEHHbIN K CepBepy, AOMKHbI
ObITb HACTPOEHbI Kak HepasbopumBLbie NOPTLI, YTOOLI upstream- n downstream-nakeTbl
nepechbifianncb HopMmaribHO.

Monb3oBatenu Bo BTOpU4HOM VLAN MOryT yCTaHOBUTb CBA3b YpoBHA 3 4vepe3 SVI
nepsuyHon VLAN TONbKO nocne Toro, kak 6yaeT BbINOIHEHO CONOCTaBreHNE YPOBHS 3
mMexay sBTopudHon VLAN mn nepBmyHon VLAN.

220

@ §) QTECH

MWP [OCTYMNHEE




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpotika Private VLAN W

9.4.1.3. Llarn HacTpounku
Hactpoika PVLAN

e (Obsas3aTenbHbIN.

e Heobxogumo HacTpouTb nepsuyHyio VLAN n BTOopuyHyto VLAN. [1Ba Tuna VLAN He
MOTYT CyLL,eCTBOBaTb HE3aBMCUMO APYr OT Apyra.

e 3anyctute private-vlan { community | isolated | primary } ana Hactponkn VLAN B
kadectBe nepsmnyHom VLAN ana PVLAN u apyrnx VLAN B kadecTBe BTOpUYHbIX VLAN.

KomaHga private-vlan { community | isolated | primary }
Onucanwue community: ykasbiBaeT, 4to TMn VLAN — 310 VLAN coobuiecTsa.
napameTpoB

isolated: ykasbiBaeT, uto T1n VLAN — nsonuposaHHasa VLAN.

primary: ykasbiBaet, 4to TMn VLAN gBnsetca ocHoBHouM VLAN napbl
PVLAN

Mo ymonuaHuio | Cetn VLAN aBnstoTcsa obbidHbiMK ceTamn VLAN 1 He nmetoT atpmbyToB
PVLAN

KomaHgHbIn Pexnm VLAN
pexnm

PykoBogcTBo no | Ota kKomMaHga ncnonb3yercs Ans ykasanua nepemuydHon VLAN 1 BTOPUYHBIX
ucnonb3dosaHuio | VLAN PVLAN

HacTtpowka accounauum ypoBHsa 2 PVLAN
o ObgaszarenbHbIN.

o [lopoomeHbl PVLAN copMunpytoTCsa, a M30NMPOBaHHbIE MNOPTbI, ObWMe nopTbl U
accoumaums ypoBHs 3 MOryT GbITb HAaCTPOEHbl TONbKO MOCMe TOro, Kak accounauuns
ypoBHs 2 ByaeT BbinonHeHa mexay nepsmdHon VLAN u BTopudHbiMn VLAN PVLAN.

e [lo ymonuaHuto nocne HacTponku pasnuuHbix PVLAN nepBuyHblie VLAN 1 BTOpUYHbIE
VLAN He 3aBucat gpyr ot gpyra. lepsuyHas VLAN umeet BTOpuuHyto VLAN, a
BTOopndHasa VLAN umeeTt nepBuyHyio VLAN TOSbKO nocre BbINOSIHEHUSA accounaunm
YPOBHS 2.

e 3anyctute private-vlan association { svlist | add svlist | remove svlist } ans HacTponku
UM OoTMEHbl accounauumn yposHA 2 mexay nepBuyHon VLAN u BTOpuYHbIMU VLAN
PVLAN. lMopgaomeH PVLAN copmupyeTca TOMbKO MOCHE HacTPOMKM accoumnauuu
ypoBHs 2. lNogoomeH PVLAN He cywecTByeT nocrne OTMeHbl accoumnauumn ypoBHs 2.
Ecnn accouunaumnsa ypoBHA 2 He BbINOSHAETCS, Korga And HAacTPOMKU CBA3aHHbIX nap
PVLAN wucnonb3yloTCsd  WM30MNMPOBaHHbIE MOPTbl W Hepas3bopuuBble  MOPTHI,
KOHMrypaumnsa 3aBepLumnTcs owmnbKoM uim accoumaums mMexagy noptamMmm M CeTsiMu
VLAN 6yaeTt oTMeHeHa.

KomaHpa private-vlan association { svlist | add svlist | remove svlist }
Onucanve svlist: ykasbiBaeT cnncok BTopuyHbix cetern VLAN, koTopble Heobxoanmo
napameTpoB CBsA3aTb UNW pasbeaNHUTb.

add svlist: nobasnsaet BTopnyHble VLAN ans cBasbiBaHus.
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remove svlist: oTMeHseT cBs3b Mexay svlist n nepsuyHon VLAN

Mo ymonyaHuio | Mo ymonyanuio nepsudHas VLAN n BTopuyHasa VLAN He cBA3aHbl

KomaHgHbIn OcHosHown pexxum VLAN PVLAN
pPEeXnM

PykoBoacTBO Mo | OTa KOMaH4a UCNosrib3yeTcs A5 HACTPOWKM accoumalmm ypoBHA 2 MexXay
ncnonb3oBaHuto | nepsuyHon VLAN un BTopnyHbiMn VLAN gna dpopmmnposanus nap PVLAN.

Kaxxpas nepBuyHaa VLAN MoxeT OblTb cBfi3aHa TONMbKO C OAHOM
nsonupoBaHHon cetbto VLAN, HO MOXeT ObiTb CBSi3aHa C HECKONbKUMM
cetamun VLAN cooOLiecTtBa

HacTtpowka accounauum ypoBHsa 3 PVLAN

Ecnn nonb3oBatensm B gomeHe BTopuyHoM VLAN HeobxoguMmo yCTaHOBUTL CBSI3b
ypoBHs 3, HacTponte SVI uHTepdenca yposHa 3 gnda nepsuyHon VLAN, a 3atem
HacTponTe accouunaumio yposHs 3 mexay nepsuyHorn VLAN mn BTopuyHbIMM VLAN Ha
SVI.

Mo ymonyaHuo SVI MOXHO HacTpouTb Tornbko B nepsuyHon VLAN. BTopuyHble VLAN
He nogaepXXmnBatoT CBA3b YPOBHSA 3.

Ecnu nonb3osatensam Bo BTOpuyHOn ceTn VLAN PVLAN HeobxoauMmo ycTaHOBUTb
cBs3b ypoBHs 3, SVI nepeuyHom cetn VLAN Heob6xoanmo ncnonb3oBarth s nepegaydn
N npvemMa naxkeTos.

3anyctute private-vlan mapping { svlist | add svlist | remove svlist } ona HacTponkn
UM oTMEeHbl accounauumn yposHA 3 mexay nepBuyHon VLAN u BTOpuYHbIMU VLAN
PVLAN. MNMonb3oBatenu Bo BTOpMyHON VLAN MOryT yctaHaBnmBaTb CBSA3b YPOBHA 3 C
BHELLUHEN CeTbio TOSbKO MOCne HacTporku accoumauuun ypoBHa 3. locrne oTMeHbl
accoumaumn ypoHs 3 nornb3oBatenu sTopnyHor VLAN He MOryT oCcyLLeCcTBNATb CBA3b
YPOBHSA 3.

KomaHga private-vlan mapping { svlist | add svlist | remove svlist }
Onuncanue svlist: ykasbiBaeT cCnMCoK BTOpuUYHbIX ceTer VLAN, ans  KoTopbix
napameTpoB HeobXxoaUMO HACTPOUTb COMOCTaBIEHNE YPOBHSA 3.

add svlist: pobasnset BTopuyHble cetn VLAN, koTopble 6yayT cBa3aHbl C
UHTepdencom ypoBHs 3.

remove svlist: oTmeHaeT BTopudyHble cetn VLAN, cBfA3aHHblE C
WHTepdencom ypoBHs 3

Mo ymonyaHuio | Mo ymonyanuio nepsuyHas VLAN n sTopnyHasa VLAN He cBsizaHbl

KomaHaHbIn Pexxum koHurypaunm nHtepdenca nepsnyHon VLAN
pexum
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PykoBogcteo no | CHavana Heobxoaumo HacTpouTb SVI ypoBHsa 3 ans ocHoBHon VLAN.
NCMNONb30BaHUIO

NHTepdelicbl ypoBHS 3 MOXHO HACTPOUTbL TONbKO B nepeuyHon VLAN.

Accoumnaumsa ypoBHS 2 [OMKHA BbIMOMHATLCA MexXay CBsA3aHHbIMU
BTOpMYHbLIMN VLAN 1 nepsudHon VLAN

HacTponka nsonmpoBaHHbIX NOPTOB U NOPTOB coobLiecTBa

Mocne Toro, kak nepsuyHas VLAN un BTopuyHble VLAN PVLAN, a Takke accouunaums
YPOBHA 2  HACTPOEHbl, BbliAenuTe nopTbl YCTPOWCTB, MOAKIIOYEHHbIX K
Nofb30BaTENbCKMM XOCTaM, 4ToObl yka3aTb NOAAOMEHbI, K KOTOPbIM MpuHagnexar
Nnosib30BaTeNbLCKUE XOCTbl.

Ecnu Ha npeanpuaTun MMeeTcd TONbKO OAWMH Nnosib30BaTENbCKUIA XOCT, yCTaHoBUTE
nopT, NOAKMOYEHHbIN K NnoNb30BaTESIbCKOMY XOCTY, KaK I/I3OJ'II/IDOBaHHbIIZ nopT.

Ecnu Ha npeonpuAaATun MMeeTcda HEeCKOJIbKO MoJyib30BaTesIbCKMX XOCTOB, YCTaHOBUTE
nopTbl, NOAKIMKOYEHHbIE K MOoJ1b30BaTENIbCKMM XOCTaM, B Ka4eCTBe NOpPTOB coobliecTea.

KomaHga switchport mode private-vlan host

switchport private-vlan host-association p_vid s_vid

Onuncanue p_vid: yka3biBaeT ocHoBHoM naeHtndmkatop VLAN B nape PVLAN.
napameTpoB

s_vid: ykasbiBaeT BTOpuYHbI naeHTudunkatop VLAN B nape PVLAN. lNopT
ABNSAETCHA CBA3AHHLIM NOPTOM, €CNN

VLAN sensietca nsonnposaHHon VLAN, n noptom coobuectsa, ecnu VLAN
apnsetcs VLAN coobLectBa

Mo ymonyanuio | Mo ymonuyaHuio wuHTepdenc pabotaeT B pexume poctyna (Access);

HuKakue npmBaTtHble Napbl VLAN He cBs3aHbl

KomaHaHbIn O6e komMaHAabl BLINOMHATCS B peXXumMme HacTponkn nHTepdenca
peXmm

PykoBoacteo no A Obe npeabiaylime komaHabl HeobxoaMmo HacTpouTb. [pexae yem nopt
MCMONb30BaHUIO | OydeT HACTPOEeH KakK M30NMPOBaHHbIA MOPT WM Hepas3bopuMBbIA MOPT,

PEXUM MopTa A0MKEH ObiTb HACTPOEH Kak PEeXUM XOCT-MopTa.

OT napameTpa S_Vid 3aBUCUT, HACTPOEH NN NOPT KaK U30NMPOBaHHbIV NOPT
“nu nopT coobLlecTBa.

p_vid n s vid AOmMKHbI ObITb COOTBETCTBEHHO WOEHTUdUKATOPAMMU
nepsuyHon VLAN u BTopmyHonm VLAN B nape PVLAN, Ha koTopow
BbINOMHAETCS accounaums ypoBHs 2.

OOuH XoCT-NopT MOXET ObITb CBA3aH TONbKO ¢ ogHon napon PVLAN

Hactpownka Hepa3bopumBoro nopra

Tun PVLAN c ogHMM MOPTOM He MOXeT obecneynTb CUMMETPUYHYIO NepeckIniky upstream- u
downstream-nakeToB. [opTbl ANS NOAKMIOYEHMS K BHELUHEN ceTu unu cepBepy Heobxoaumo
HacTpouUTb Kak Hepa3bopyrBble NOPTbl, YTOOLI NOMb30BaTENM MOMMM YCMELHO NoNy4YUTb JOCTYN
K BHELUHEN ceTu unn cepeepy.
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KomaHpa

switchport mode private-vlan promiscuous
switchport private-vlan mapping p_vid{ svlist | add svlist | remove svlist }

no wncnosnb3o-
BaHUIO

Onucanwue p_vid: ykasbiBaeT ocHoBHOM naeHtudpukatop VLAN B nape PVLAN.

NapameTpoB | qylist: ykasbiBaeT BTOpuuHylo ceTb VLAN, CBsi3aHHYK C HepasBGopumBbIM
noptom. Mexay HMM u p_vid gomkHa ObiTb BbIMOMHEHA accoUMaLns YPOBHS
2.
add svlist: gobaenset BTopuyHyto ceTb VLAN, koTopas GyaeT cBs3aHa C
NMOPTOM.
remove svlist: oTMeHseT BTopudHyto VLAN, CBA3aHHYO C MOPTOM

Mo Mo ymonuaHuio wHTepdenc paboTaeTr B pexume pgoctyna (Access);

YMONYaHuIo Hepa3bopuMBbIA NOPT He cBs3aH co BTopuyHon VLAN

KomaHaHbIn Pexunm koHdurypaumm nHtepdenca

pPeXNM

PykoBoacTtBo Pexunm nopTta fomkeH ObITb HACTPOEH Kak HepPa3bopUUBbINA PEXUM.

Ecnv nopTt HacTpoeH kak Hepa3bopumBbIN MOPT, OH AOIMKEH ObITb CBSA3aH C
napamm PVLAN. B npOTMBHOM criydae nopT He MOXeT HeCTU Wunu
nepecsinaTb CEPBUCHI.

OaunH HepasbopumBLIM NMOPT MOXET ObITb CBS3aH C HECKONbKMMW Mapammu
PVLAN B npegenax ogHou nepsuyHon cetn VLAN, HO He MOXeET ObITb CBA3aH
C HEeCKonbKMMK nepBuyHbiMu cetamm VLAN

9.4.1.4. NpoBepKa

3acTaBbTe MNONb30BaTENbCKME XOCTbI, MOAKMOYEHHbIE K nopTam PVLAN, nepegaBatb u

nony4yaTtb nakeTbl

B COOTBETCTBUMM C npaBunamm nepeagpecauumn noptos PVLAN ansa

peanusauum nsonduun. HactponTte accoumaumio ypoBHa 3, 4ToObI NONb30BaTENM B NEPBUYHOWN
VLAN u BTOpUYHbLIX VLAN ogHom n Tton xe PVLAN wmcnonb3oBanu oguMH u TOT Xxe IP-agpec
LUI03a U OCYLLIECTBNANN CBA3b YPOBHSA 3.
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9.4.1.5. Npumep KoHcpUrypauumm
MpumeHeHune Layer-2 PVLAN mexay ycTpoucrteamu

MHTEepHeT

A: npeanpuatue A
B: npeanpuaTtue B
C: npeanpusaTtue C

Coobuiectso
(community)

" VLAN100 -
‘ Coo6LecTBO . WM3onmposaHHas . Tl e
", *._ (community) . VLANT101 -
*.-VLAN 100 el a
OcHoHas (primary) VLAN 99
PucyHok 9-3.
Warn e HacTponTte Bce npeanpudaTnsa Tak, YTobbl OHM HAaXoOWUMNCbL B OOQHOM U

HaCTPOWKK

Tom xe PVLAN (nepsuyHas VLAN 99 B atom npumepe). Bce
KopropaTuBHble NOSb30BaTENN UCNONb3YIOT OAMH U TOT e UHTepdenc
ypoBHs 3 yepes aTy VLAN ans cBasu ¢ BHELIHEN CETbIo.

Ecnn Ha npeanpusiTum MMeeTcsl HECKOIbKO MONb30BaTENBbCKNX XOCTOB,
BbldenuTe kKaxgoe npegnpuatve ans  otgenbHon cetn VLAN
coobuectBa (B aTOM npumepe Ana npeanpusatua A Bblaenute ceTb
VLAN coobuwectea 100), 4Ttobbl peanu3oBaTb B3aUMOLENCTBUE
nonb3oBaTenen BHyTpy NpeanpusaTua n n3onuposaTtb B3aMMOAENCTBME
nosnb3oBartenen Mexay npeanpuaTusMu.

Ecnv Ha npegnpusatum ectb TOMbKO OOWH MOMb30BATENbCKUA XOCT,
BblAenuTe Takne NnpeanpuaTus B ogHy 1 Ty xe nsonuposaHHyto VLAN (B
3TOM npumepe HasHadbTe npeanpusatua B n C ona usonvpoBaHHOM
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VLAN 101), 4tobbl M30nMpoBaTb B3aMMOLEWCTBME MONb30OBaTENEN
Mexay npeanpusTusaImMm

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan primary

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 100

SwitchA(config-vlan)#private-vlan community

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 101

SwitchA(config-vlan)#private-vlan isolated

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan association 100-101
SwitchA(config-vlan)#exit

SwitchA(config)#interface range gigabitEthernet 0/2-3
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 99 100
SwitchA(config-if-range)#exit

SwitchA(config)#interface gigabitEthernet 0/4
SwitchA(config-if-GigabitEthernet 0/4)#switchport mode private-vlan host

SwitchA(config-if-GigabitEthernet ~ 0/4)#switchport  private-vlan  host-
association 99 101

SwitchB#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchB(config)#vlan 99
SwitchB(config-vlan)#private-vlan primary
SwitchB(config-vlan)#exit
SwitchB(config)#vlan 100
SwitchB(config-vlan)#private-vlan community
SwitchB(config-vlan)#exit
SwitchB(config)#vlan 101
SwitchB(config-vlan)#private-vlan isolated
SwitchB(config-vlan)#exit
SwitchB(config)#vlan 99
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SwitchB(config-vlan)#private-vlan association 100-101
SwitchB(config-vlan)#exit

SwitchB(config)#interface gigabitEthernet 0/2
SwitchB(config-if-GigabitEthernet 0/2)#switchport mode private-vlan host

SwitchB(config-if-GigabitEthernet 0/2)# switchport private-vlan host-
association 99 101

SwitchB(config-if-GigabitEthernet 0/2)#exit
SwitchB(config)#interface gigabitEthernet 0/3
SwitchB(config-if-GigabitEthernet 0/3)#switchport mode private-vlan host

SwitchB(config-if-GigabitEthernet 0/3)# switchport private-vlan host-
association 99 100

SwitchB(config-if-GigabitEthernet 0/3)#exit

Mpoeepka | NpoBepbTe MNpaBurbHOCTL HacTponkn VLAN M nopToB, a Takke MNpoBepbTe
NpaBUNbLHOCTbL Nepeagpecauny MakeToB B COOTBETCTBUM C MpaBunamu
nepeagpecawmn NakeTos

A SwitchA#show running-config

I

vlan 99

private-vlan primary

private-vlan association add 100-101

!

vlan 100

private-vlan community

!

vlan 101

private-vlan isolated

!

interface GigabitEthernet 0/1

switchport mode private-vlan promiscuous
switchport private-vlan mapping 99 add 100-101
!

interface GigabitEthernet 0/2

switchport mode private-vlan host

switchport private-vlan host-association 99 100
I

interface GigabitEthernet 0/3
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switchport mode private-vlan host

switchport private-vlan host-association 99 100
!

interface GigabitEthernet 0/4

switchport mode private-vlan host

switchport private-vlan host-association 99 101
I

B SwitchB#show running-config

!

vlan 99

private-vlan primary

private-vlan association add 100-101
|

vlan 100

private-vlan community

|

vlan 101

private-vlan isolated
!

9.4.1.6. PacnpocTpaHeHHble OWMNOKKU

e Accoumaums ypoBHSA 2 He BbiNosiHaeTcs mexay nepsmuyHon VLAN v BTopuyHbiMm VLAN
PVLAN, a cnucok noptoB VLAN He mMoxeT ObiTb gobaBreH Mpu HacTpouke
N30IMPOBaHHbIX NOPTOB, HEPa3bOPUMBLIX NOPTOB 1 OBLLUX NOPTOB.

e  OOuH XOCT-NOPT HE MOXET ObITb CBA3AH C HECKONbKMMK napamn PVLAN.
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9.4.1.7. MNpumep KoHcuUrypaumm

NMpumeHeHune ypoBHsa 3 PVLAN Ha ogHOM yCTpOUCTBE

WHTepHeT

KommyTtaTtop A

CoobuwecTso
(community)

MSOJ‘IMpOBaHHaH‘."'
L VLAN 0.

 npeanpuAtTMe A
s npegnpusate B .-
: npeanpusitne C

: npegnpuatue D

A

. B
n'. C
D

CoobuyecTtso
. (community) e
L VIANZO

OcHosHas (primary) VLAN 2
SVI:192.168.1.1/2

PucyHok 9-4.

Larn .
HaCTPOWKM

Hactponte dyHkumio PVLAN Ha ycTpouctse (KommyTtaTtop A B 3TOM
npumMmepe). [lononHuTenbHblE CBEAEHNA O HACTPOMKE CM. B coBeTax no
HacTpouke B pasgerne [Npumep koHdurypauum «MpumeHeHne Layer-2
PVLAN mexay ycTponcTBammny.

YcTaHoBUTE MOPT, KOTOPbIA HaNpsMyt0 NOAKMOYEH K cepsepy (MopT
Gi 0/7 B aTom npumepe), Kak Hepa3zbopumBbln nNopT. [ocne atoro Bce
KopriopaTvBHble  MNOMb30BaTeENM CMOryT B3aMMOAEWCTBOBATb C
cepBepPOM Yepes Hepa3bopuUMBbI MOPT.

Hactponte agpec wnw3a PVLAN Ha ycTponctBe ypoBHA 3
(kommyTaTop A B 3TOM npumepe) (B 9TOM nNpumepe yCTaHOBUTE agpec
SVI cetn VLAN 2 Ha 192.168.1.1/24) n HacTponTe oTOGpaxeHue

(@ arecy
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nHTepdemnca ypoHs 3 mexagy ocHoBHon ceTbio VLAN. (VLAN 2 B aTOM
npumepe) n sTopuyHble VLAN (VLAN 10, VLAN 20 u VLAN 30 B aTOM
npumepe). MNocrne aToro Bce KopnopaTuUBHbIE MOMb30OBaTENM CMOryT

B3aMMOENCTBOBaTb C BHELLHEN CETLIO Yepes agpec Wn3sa

SwitchA#configure terminal

BeeguTte komaHabl KOHUrypawumm, no ogHou B cTpoke. KoHew ¢ CNTL/Z.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#private-vlan primary
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 10
SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 20
SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 30
SwitchA(config-vlan)#private-vlan isolated
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 2
SwitchA(config-vlan)#private-vlan association 10,20,30
SwitchA(config-vlan)#exit
SwitchA(config)#interface range gigabitEthernet 0/1-2
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 10
SwitchA(config-if-range)#exit
SwitchA(config)#interface range gigabitEthernet 0/3-4
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 20
SwitchA(config-if-range)#exit
SwitchA(config)#interface range gigabitEthernet 0/5-6
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 30
SwitchA(config-if-range)#exit
SwitchA(config)#interface gigabitEthernet 0/7

SwitchA(config-if-GigabitEthernet ~ 0/7)#switchport mode  private-vlan

promiscuous
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SwitchA(config-if-GigabitEthernet 0/7)#switchport private-vlan maping 2
10,20,30

SwitchA(config-if-GigabitEthernet 0/7)#exit
SwitchA(config)#interface vlan 2

SwitchA(config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA(config-if-VLAN 2)#private-vlan mapping 10,20,30
SwitchA(config-if-VLAN 2)#exit

Mpoeepka | MNponuHrynte agpec wno3a 192.168.1.1 ¢ xOCTOB Monb3oBaTenen B pasHbIX
nogaomeHax. Onepaumsa ping npowuna ycnewHo

A SwitchA#show running-config

!

vlan 2

private-vlan primary

private-vlan association add 10,20,30
!

vlan 10

private-vlan community

!

vlan 20

private-vlan community

!

vlan 30

private-vlan isolated

!

interface GigabitEthernet 0/1
switchport mode private-vlan host
switchport private-vlan host-association 2 10
!

interface GigabitEthernet 0/2
switchport mode private-vlan host
switchport private-vlan host-association 2 10
|

interface GigabitEthernet 0/3
switchport mode private-vlan host

switchport private-vlan host-association 2 20
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I

interface GigabitEthernet 0/4

switchport mode private-vlan host
switchport private-vlan host-association 2 20
!

interface GigabitEthernet 0/5

switchport mode private-vlan host
switchport private-vlan host-association 2 30
!

interface GigabitEthernet 0/6

switchport mode private-vlan host
switchport private-vlan host-association 2 30
!

interface GigabitEthernet 0/7

switchport mode private-vlan promiscuous
switchport private-vlan mapping 2 add 10,20,30
!

interface VLAN 2

no ip proxy-arp

ip address 192.168.1.1 255.255.255.0
private-vlan mapping add 10,20,30

I

SwitchA#show vlan private-vlan

VLAN Type Status Routed Ports Associated VLANs
2 primary active Enabled Gi0/7 10,20,30

10 community active Enabled Gi0/1, Gi0/2 2

20 community active Enabled Gi0/3, Gi0/4 2

30 isolated active Enabled Gio/5, Gio/6 2

PacnpocTpaHeHHble ownoku

e Accoumauus ypoBHs 2 He BbinonHaetcsa B nepBuyHon VLAN u BTOpUYHbIX VLAN
PVLAN, a cBA3b YpOBHS 3 He MOXeT BbITb HacTpoeHa.

e  YCTpPOMCTBO MOAKMOYAETCH K BHELUHEN CeTU 4O HaCTPOMKM accoumaunm yposHa 3. B
pesynbTaTe YCTPONCTBO HE MOXET OOMEHNBATLCS AaHHBIMU C BHELLHEN CEThIO.

o VIHTepdpenchbl OANA NOOKIIOMEHUA K CepBepy U BHELLUHEW CEeTU He HaCTpOeHbl Kak
Hepa3bop4yBble MHTePdENChbl, YTO NPUBOAMUT K aCUMMETPUYHOW Nepeckifike upstream-
n downstream-nakeToB.
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9.5. MOHUTOPUHT

9.5.1. OTobpaxeHue

OnucaHue

KomaHaa

OtobpaxaeT koHdurypauuio PVLAN | show vlan private-vlan

9.5.2. OTnapka

NMPUMEYAHMUE: cuctemHble pecypchbl 3aHATLI NPy BbIBOAE OTNagouHON UHpopmaLmu. MNMoatomy
OTKNtoYanTe oTNagaKy cpasy nocre UCrnonb3oBaHuUS.

OnucaHue

KomaHga

Otnagka PVLAN

debug bridge pvlan
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10. HACTPOUKA MSTP
10.1. O630p

Spanning Tree Protocol (STP) — 3To npoTokon ynpaeneHnst YpoBHst 2. OH MOXET He TOSbKO
BbIGOPOYHO BnokMpoBaTb U3OLITOUHBLIE KaHarbl ANA YCTPaHEHWUs1 NeTenb YPOBHS 2, HO Takke
MOXeT co3aBaTb pe3epBHbIE KOMUN KaHamNoB.

Mogo6Ho MHormm npoTokonam, STP nocTosHHO 0BHOBRISIETCS € NpoToKoa Rapid Spanning Tree
Protocol (RSTP) no npotokona Multiple Spanning Tree Protocol (MSTP) no mepe pa3sutus
ceTu.

[nsa Ethernet ypoBHsi 2 mexay ABYMS fnokanbHbiMy ceTsimn (LAN) MOXET CyLLecTBOBaTb TOSbKO
OLHO aKTUBHOE coeanHeHne. B npoTMBHOM crnyyae npom3onaeT LWMPOKOBELLATENbHbIN LUTOPM.
[nsa NoBbIWEHNss HAaOEeXHOCTU NTOKarbHON ceTn HeOBXOAMMO YCTaHOBUTL pe3epBHbIN KaHamn 1
COXpPaHUTb HEKOTOpble MyTU B Pe3epBHOM COCTOSIHUW. Ecnv ceTb HeucnpaBHa M KaHan He
paboTaeT, Bbl AO/MKHbI NEPEKNIOYNTbL PE3EPBHbIA KaHan B akTMBHOE cocTosiHue. STP MoxeT
aBTOMATMYECKN aKTUBMPOBATb PEe3epBHbIN kaHan 6e3 Kakmx-nmbo py4qHbiX onepauui. STP
No3BOSISIET YCTPONCTBAM B JTOKafNIbHOW CETU:

e obHapyxuBaTb M 3anyckaTb fydLlyto TOMOSIOMMI0 AepeBa B NIOKaNbHOM CeTu;

o YCTPaHATb Henolagkn 1 aBTOMaTU4eCKu o0OHOBNATL TOMOMOMMN ceTn, YTobbI Bcerga
BbI6VIpaJ'IaCb Hauny4duaa BO3MOXXHaga TOMOJ1I0rnA «aepesay.

Tononorus nokanbHOW CeTU paccuMTbiBAaETCS aBTOMAaTUYeCckM Ha OCHOBe Habopa napameTpoB
MOCTa, HaCTPOEHHOro agMUHMCTpaTopoM. Haunydiiee «gepeBo» TOMONOMUM MOXHO MOMNy4YunThb,
npaBUIIbHO HACTPOMB 3TN NapamMeTpbl.

RSTP nonHocTbio coBmectum ¢ 802.1D STP. [lNogobHo TpaguunoHHomy STP, RSTP
npegocTaenseT cepBucbl 6e3 netenb M C pesepBupoBaHMeM. XapakTepusyetcsa ObiCTpoWn
CKOpoOCTblo. Ecriv Bce MOCThI B FIOKanbHOW ceTu nogaepueatoT npotokon RSTP v npaBunbHO
HacCTpOEeHbl agMWHUCTPAToOpPOoM, AN MOBTOPHOIO CO34aHuA «4epeBa» TOononoruuM nocne
n3mMeHeHus Tonomnorum cetn Tpebyetcsa meHee 1 cekyHabl (0kono 50 cekyHa Npy UCNonb3oBaHNn
TpaauunoHHoro npotokona STP).

STP n RSTP umetoT criegytowmne gedekrbl:

e Murpauus STP npoucxoauT MmeaneHHo. [laxe Ha KaHanax ToYKa-ToYKa U rpaHUYHbIX
nopTax Ans Nepekto4eHnsi MOPTOB B COCTOSIHME MepPEChINKM No-npexHemy TpebyeTtcs
yABOEHHas 3aiepXKKa NepechIsiku.

e RSTP MoxeT ObICTPO KOHBEprnpoBaTb, HO MMEET TOT Xe HegocTaToK, YTo u STP:
nockonbky Bce VLAN B nokanbHOW CeTM UCNONb3YyT O4HO U TO Xe spanning tree,
naketel Bcex VLAN nepecbinalTcs No dToMy spanning tree. CrnegoBaTtenbHoO,
N306bITOYHLIE KaHanbl HeMNb3si 3ab6MOKMpOBaTb B COOTBETCTBMM C KOHKPeTHbIMKU VLAN, a
TpaduK AaHHbIX HENb3s cbanaHcupoBaTb mexay VLAN.

MSTP, onpegeneHHbivi IEEE B 802.1s, yctpaHsaeT gedektol STP 1 RSTP. OH He Tonbko 6bicTpo
KOHBEprupyeTt, HO M Mo3BonseT nepecbinatb Tpaduk pasHbix VLAN Nno cCOOTBETCTBYIOLLMM
nyTaM, TeM cambiM obecneunBas nyynin MexaHuam 6anaHCpoBKY Harpy3ku Ansa n3bblITOYHbIX
KaHaros.

Kak npasuno, STP/RSTP paboTtaeT Ha ocHoBe nopToB, a MSTP — Ha OCHOBE 3K3eMNNsApOoB.
Ok3emnnsap — 310 Habop m3 Heckonbknx VLAN. CesasbiBaHue Heckonbknx VLAN ¢ ogHum
3K3eMMNAPOM MOXET CHU3UTb KOMMYHUKaLUNOHHbIE U3OEPXKKM U NCMOrNb30BaHNE PeCypPCoB.

Yctponctea QTECH nogaepxumBatoT STP, RSTP u MSTP u cooTBeTCTBYIOT cTangapTam IEEE
802.1D, IEEE 802.1w u IEEE 802.1s.
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10.1.1.1. NMpoToKonbl U CTaHAAPTbI

e |EEE 802.1D: mocThl ynpaeneHust goctynom k meguna (MAC).

e |EEE 802.1w: yacTtb 3: MOCTbI ynpaBneHus goctyrnom k megma (MAC) — lMonpaeka 2:
BbicTpas pekoHurypauus.

e |EEE 802.1s: BuMpTyanbHble JOKanbHble ceTu ¢ moctamum — [lonpaeka 3: Multiple
Spanning Trees.

10.2. NMpunoxeHus

MpunoxeHune OnucaHue
Tononorus Dual-Core | B mogenu wuepapxvyeckon CEeTEBOW apXUTEKTYPbl PEXUM
MSTP+VRRP MSTP+VRRP ucnonb3yetcst ansa peannsaumm n3bbITO4HOCTU U

GanaHCUpOBKN  Harpy3kum ONns  MOBbILWEHUS  AOCTYMNHOCTU
CUCTEMbI B CETU

TyHHens BPDU B ceteBon cpeme QinQ TyHHenb Onoka OaHHbIX NPoToKona
mocTta (BPDU) ucnonb3yetcsa ans peanus3auumn npo3padvyHou
nepegayn naketoB STP Ha ocHOBe TyHHens

10.2.1. Tononorua Dual-Core MSTP+VRRP

10.2.1.1. CueHapuu

TunnyHbiM npuMmeHeHnem MSTP sBnsietca Dual-Core peweHne MSTP+VRRP. 310 pelweHune
ABMSAETCA OTMIMYHBbIM pPELUEHMEM ANSA MOBbIWEHUS OOCTYNHOCTM CUCTEMbI B CeTU. Mcnonbays
MoZerb MeEpPapXNYECcKon CeTEBON apXMUTEKTYpbl, OHA OObIYHO AENUTCS Ha TPU YPOBHS (YPOBEHb
A4pa, YPOBEHb KOHBEPreHUUN 1 ypoBeHb AOCTYNa) Uinn ABa YPOBHSA (YPOBEHb sSiApa U YpOBEHb
aoctyna). OHn obpasytoT 6a30Byl0 CETEBYID CUCTEMY ANdA NpefocTaBneHus ycnyrm obmeHa
AaHHbIMWN.

OCHOBHbIM MPENUMYLLIECTBOM 3TOW apXUTEKTYpbl SBMSIETCA ee unepapxuyeckass CTpykTypa. B
MepapxmM4yeckon CETEeBON apXUTEKType Bce MokasaTenu MpOMyCKHOM  CrocoBHOCTY,
XapakTepUCTMKM N (PYHKLMUM CETEeBbIX YCTPOWCTB Ha KaXAOM YpPOBHE OMNTUMWU3MPYIOTCS B
3aBUCMMOCTU OT WX PacriofioXeHUss B CETU W porier, YTO MOBbIWAeT UX CTabunbHOCTL U
[AOCTYMNHOCTb.
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[ 1
co2 \J Gor

Monb3oBaTens 1 MNonb3oBarens 2

PucyHok 10-1. Dual-Core Tononorua MSTP+VRRP

Tononorus pasgeneHa Ha ABa YPOBHS: ypoBeHb dapa (ycTponctea A n B) n ypoBeHb goctyna
(yctponctea C n D).

10.2.1.2. Pa3BepTbiBaHue

e YpoBeHb sapa: HECKONbKO 3k3eMnnsapoB MSTP HacTpOeHbl Ans peanusaumm
GanaHcupoBKM Harpysku. Hanpumep, cosgatoTca gBa ak3emnnspa: akemnngap 1 u
akzemnnap 2. Ak3emnnsap 1 conoctaenser VLAN 10, a sksemnnsap 2 conocrtaBndeT
VLAN 20. YctponcTtso A aBnsetcs root bridge akzemnnspos 0 n 1 (ak3emnnsap 0 — aT0
CIST, kOoTOpbIN cyLlecTByeT Mo ymMomn4yaHuio). YcTponctso B aBnsieTca root bridge
ak3emnnsapa 2.

e YpoBeHb gapa: ycTpouctBa A u B aBnsawTca akTMBHbIMKM ycTponcTBamn VRRP
cooTBeTCcTBEHHO B ceTsax VLAN 10 n VLAN 20.

e YpoBeHb AOCTyNa: HACTPOWTE MOPT, HANPAMYIO MNOAKIMYEHHbIN K TepMmuHany (MK nnn
cepBepy), B kayectBe nopta PortFast u Bknwounte 3awmty BPDU, 4T0OGbI
npegoTBpaTUTb  OOCTYN  HeaBTOPU3OBaHHbLIX MoNnb3oBaTener C  HemneranbHbIX
YCTPOWCTB.

10.2.2. TynHens BPDU
10.2.2.1. CueHapun

CeTtb QinQ 06bl4HO OenuTca Ha ABe YacTu: ceTb KNMeHTa 1 ceTb nocTtaswuka cepsucos (SP).
Bbl moxeTe BkntounTs BPDU Tunnel ona pacyeta naketoB STP ceTu KNneHTa He3aBUCUMO OT
CeTu MnocTaBLUMKa CEPBUCOB, TEM CaMblM NPeaoTBpaTB BNusiHMe naketoB STP mexay ceTbio
KNMeHTa Ha ceTb NoCTaBLUUKa CEPBUCOB.
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CeTb nocraBsLyuKa CEPBUCOB

g Mpoeangep S1 Mpoeangep S2“

Gi 0/5 Gi 0/5

KnueHT S2

.\ knmnenTa A1 KnuenTta A2 ) .-

CeTb KnueHTa

PucyHok 10-2. Tononorusa TyHHens BPDU

Kak nokasaHo Ha PucyHke Bbilwle, BEPXHSsi 4acTb — 3TO CeTb MOCTaBLUMKA CEPBMCOB, a
HWKHAA — ceTb knneHTa. CeTb SP coctonTt 13 aByx rpaHuy, nposangepa (PE): Provider S1 un
Provider S2. Knunentckasa cetb A1 n KnueHtckas cetb A2 — 3TO ABa caiTta nosfib3oBaTens B
pa3HbIX permoHax. 3akasyunk S1 n 3akasunk S2, ycTponcTBa AOCTyNa U3 CEeTU 3aKasuymka B CeTb
SP, nony4atoT goctyn k cetn SP cooTBeTcTBEHHO Yepes Provider S1 un Provider S2.

Ucnonb3dya BPDU Tunnel, KnneHtckasa cetb A1 1 KnueHtckaa ceTb A2 B pasHbIX pernoHax,
MO>XHO BbINOMHATL YHUMULMPOBAHHbLIM pacyeT spanning tree B cetn SP, He BNuAs Ha pacyeT
spanning tree B cetn SP.

10.2.2.2. PasBepTbiBaHue

o Bknouute 6asoBbin QinQ Ha PE (B atom npumepe Provider S1/Provider S2), 4tobbl
nakeTbl JaHHbIX CeTU KNUeHTa nepegasannck B npegernax ykasaHHon VLAN B ceTu SP.

e Bkniouute npospadHyro nepegady STP Ha PE (nposangep S1/Provider S2 B aTOM
npumepe), 4ToObl ceTb SP morna nepegaBaTb naketTbl STP ceTu knveHTa 4depes
TyHHernb BPDU.

10.2.3. ®yHKUMMN

10.2.3.1. ba3oBble onpeaeneHus

BPDU

[na cosgaHma cTabunbHOM CeTU C OPEeBOBUMAHOW TOMONOrMen LOMKHbl OblTb BbIMNOSIHEHbI
cneayoLmne yCcroBus:
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o  Kaxabln MOCT UMEET YHUKAlbHbIN NOEHTUUNKATOP, COCTOALLNI N3 NpUOpUTETA MOCTa
n MAC-agpeca.

e HaknagHble pacxoabl NyT OT MOCTa K root bridge HasbiBalOTCA CTOMMOCTbBIO MyTU root.
e lVpeHTudmkaTop nopTa COCTOUT U3 NpUopuUTETa NopTa U HOMepa nopTa.

MocTbl obmeHuBatoTcss naketamm BPDU ansa nonyyeHuss uHcpopmaumm, Heobxogumon Ans
YCTaAHOBINEHUS Haumy4len TONonorm «aepesay. ATW NakeTbl MCMNOMb3YHT rPynnoBon agpec
01-80-C2-00-00-00 (wecTHaguaTepunyHbIA) B KQ4eCTBe agpeca nonyyarens.

BPDU cocTtouT 13 cnegyrowmx 311eMeHTOB:

o VpeHTudukatop root bridge, npeanonaraemblin nokanbHbIM MOCTOM.

o CTOMMOCTb NyTK root nokanbHOro MocTa.

e Bridge ID (ngeHTudukaTop fokanbHOro MocTa).

e Bospact coobueHns (Bo3pacT naketa).

o VpeHTudukatop nopta (MgeHTUduKaTop nopTa, OTNPAaBAIOLWEro 9TOT NakeT).

e Forward-Delay Time, Hello Time, Max-Age Time — napameTpbl BpeMeHMU,
yKasaHHble B MSTP.

e [pyrve cnaru, TakMe Kak donaru, ykasblBalolne Ha U3MEHEHUSI TOMOMOrMM CeTu U
cTaTyc nokarnbHoro nopra.

Ecnn mocTt nonyyaet BPDU ¢ 6onee BbICOKMM NPUOPUTETOM (MEHbLUMIA MAEHTUdMKATOP MOCTa
n bonee HU3Kasgs CTOMMOCTb MyTu root) Ha NOpT, OH coxpaHsieT MHpopmaumo BPDU Ha aTom
nopTy U NnepeaaeT nHopmMaLuio Ha Bce ocTanbHble NopTbl. Ecnv mocT nonyyaet BPDU c 6onee
HU3KUM NPUOPUTETOM, OH OTBpackiBaeT MHPOPMALNIO.

Tako mMexaHu3M Mo3BOMNseT nepeaasaTb WHgopmaumio ¢ 6onee BbICOKMM NPUOPUTETOM MO
Bcewn ceTn. PesynbTaTthl 06MeHa BPDU cnegytowme:

o B kauvecTtBe root bridge BbibupaeTcs MoCT.

o  3a nckniodeHnem root bridge, kaxgbin MOCT MeeT KOpHeEBOW NopT (root-nopT), TO eCTb
nopt, obecneunBaroLLMiA KpaTHanLLIMIA NyTb K root bridge.

e  Kaxagbin MOCT BbIMMCIISIET KpaT4yanwmnin NyTb K root bridge.

o Kaxpgas nokanbHasa ceTb MMEET Ha3HaYeHHbIN MOCT, PacrofOXEHHbIN Ha KpaTyanwem
nyTW MeXay NnokanbHON ceTblo U root bridge. MNopT, npeaHasHayYeHHbIN Ans coegMHEHNS
MOCTa M NoKanbHOW CEeTU, HAa3bIBAEeTCH Ha3Ha4YeHHbIM NMOPTOM.

e  KopHeBOM NOPT 1 Ha3HAYEHHbIN NOPT NEepPexoaaT B CTaTyC NepechIsiku.
UpeHTucpukatop mocta

CornacHo IEEE 802.1W kaxabln MOCT UMeeT YHUKanbHbIN naeHTudukaTop. Anroputm spanning
tree BbIGupaeT root bridge Ha ocHoBe naeHTUdUKaTopa mocta. iaeHTudpumkatop Mocta cocTounT
n3 BOCbMK 6anTOB, M3 KOTOPLIX NocnegHue wecTb banTtoB saenaoTca MAC-agpecom MmocTa. B
€ro nepBbIX ABYyX 6anTax (kak ykasaHo B criegytoLlen Tabnuue) nepsble YeTbipe OMTa ykasbiBatoT
npuopuTeT; nocrnegHue BoceMb OWTOB yKkasbiBalOT MAEHTUMUKATOP CcucTeMbl AN
Mcnonb3oBaHNA B paclumpeHHoMm npoTokone. B RSTP ugeHtTudukaTop cuctembl paBeH 0.
CnepoBaternbHO, NPUOPUTET MOCTA AOIMKEH ObITh LenbiM YMCcnom, KpaTHbiM 4096.

but 3HayeHue
3HayeHune 16 32768
npuoputeTa

15 16 384
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but 3HauyeHue

14 8192

13 4096
NoeHTndukaTop 12 2048
CUCTEMBI

11 1024

10 512

9 256

8 128

7 64

6 32

5 16

4 8

3 4

2 2

1 1

Tanmepbl spanning tree
Cneayowne Tpu Tanmepa BrMSHOT HA NPOU3BOAUTENBHOCTL BCEro spanning tree:

e Hello timer (Tannmep NpuBETCTBUSA): MHTEPBAN Nepunognyeckon otnpasku naketa BPDU.

e Forward-Delay timer (Tanmep 3agep>xku NePECHISIKN): MHTEpPBan N3MEHEHMWSI COCTOSIHUS
nopTa, TO ecTb MHTepBarn nepexoa nopTa U3 COCTOAHWUS NPOCNYLUMBaHUA B COCTOSAHWE
N3YYEeHMS UK U3 COCTOSHNSA U3YYEeHMs B COCTOSHUE NepeckInkuy, koraa RSTP paboTtaet
B pexume, coBMecTuMmom ¢ STP.

e Max-Age timer (Tarmep MakcMmarnbHOro BO3pacTa): MakCMMaribHoe BPEeMS >XU3HU
(TTL) naketa BPDU. Mo ncteyeHnn aToro BpemeHu naket otbpacsiBaeTcs.

Ponu noptoB 1 COCTOAHUA NOPTOB
Kaxgbin NOpT urpaeT posnb B CETU, OTpaxas pasnunyHble YHKLUN B TOMOMOrMM CETU.
e KopHeBow nopT: nopT, obecneymsaroLLmMin KpaTyanwnim nyThb K root bridge.

e HasHayeHHbIN NOPT: MNOPT, WCNOSb3yEMbIA KaXAOW MOKanbHOW CeTbl  Ans
nogknyeHna K root bridge.
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e  AnbTepHaTUBHbIN NOPT: aNbTEPHATUBHbLIN NOPT KOPHEBOTO nopTa. Kak TofbKo KOpHEBOW
nopT TepSAET Cuny, anbTepHaTUBHbLIN NOPT HEMEONEHHO MEHAETCA Ha KOPHEBOM MOPT.

e PesepBHbIN NOPT: pe3epBHbIN NOPT Ha3dHa4YeHHoro nopTa. Korga MocT nmeeT ABa nopTa,
NOAKMOYEHHBIX K NOKanbHOW ceTu, nopT ¢ 6ornee BbICOKMM NPUOPUTETOM SBMSIETCA

Ha3Ha4YeHHbIM MOPTOM, a NOpT C Gornee HU3KUM MPUOPUTETOM SIBMNSAETCA PEe3epPBHbLIM
MnopToM.

e OTKMOYEHHbIN NOPT: HEAKTUBHbIA NOPT. ATy POSb UrpatoT BCe NOPThbl C BbIKMIOYEHHBIM
pabounm COCTOAHMNEM.

Ha crnegyrouwmnx pucyHkax nokasaHbl ponm pasnunyHbiX NOPTOB:
R = kopHeBoW NopT D = Ha3Ha4YeHHbIN NOPT A = anbTepHaTUBHbLIN NOPT B = pe3epBHbIN NOpT
Ecnu He ykasaHO nHOe, NpUopuUTEThl MOPTOB YMEHbLLIAIOTCS CneBa Hanpaeo.

KopHeBoin MocTt
(Root bridge)

D D

ObLwee yCcTponCcTBO

PucyHok 10-4.
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KopHeBoi mocT
(Root bridge)

D B

ObLee ycTpoOUCTBO

PucyHok 10-5.

Kaxgbin NOpT MMeeT TpW COCTOSAHMS, YKasbiBatoLwme, creayeT N nepecbinaTh NakeTbl 4aHHbIX,
4YTOGbI KOHTPONMPOBATL BCH TOMOJSIONMIO Spanning tree.

e OrtbpacbiBaHune: He nepecbiniaeT MoOsyYeHHble MNakeTbl M He Yy3HaeT WCXOLHbIN
MAC-agpec.

e I3yyeHue: He nepecbiniaeT nofnyyYeHHble nNakeTbl, HO n3ydaeT MAC-agpec UCTOYHKKA,
YTO ABNAETCH NePexoaHbIM COCTOSTHUEM.

e [lepechisika: nepechifiaeT NoslyvyeHHble nakeTbl U y3HaeT ncxogHolt MAC-agpec.

Anga ctabunbHOM TONOMOrMM CETN TONbKO KOPHEBOW NOPT WU Ha3HaA4YeHHbIV NOPT MOrYT BOWTU B
COCTOSIHME Nepechbiiki, B TO BPEMSA Kak ApyrMe nopTbl BCerga HaxO4ATCs B COCTOSHUM
otbpacbiBaHuA.

CuyeTtumnk Hop-oB (Hop Count)

BHyTpeHHMe spanning tree (IST) n MHOXeCTBEHHble 3k3emnnspbl spanning tree (MSTI)
BbIYMCIAOT, UCTEKaET N Bpems naketa BPDU, Ha ocHoBe MexaHn3ama Hop Count, noxoxero Ha
IP TTL, BmecTto Message Age n Max Age.

PekomeHayeTca 3anyctuTb KOMaHAy spanning-tree max-hops B pexume rrnobanbHon
KOHcpurypauum, 4tobbl HacTpouTb Konudectso hop’oB. B pernoHe kaxabl pas, korga naket
BPDU npoxoauT 4epes yctponcTtso ot root bridge, Hop Count ymeHbliaetcsa Ha 1. Korga Hop
Count ctaHoButcsa paBHbiM 0, Bpemsi naketa BPDU wnctekaeT, n yCcTpoucTBO OTOpachbiBaeT
naker.

YUTto6bl 6bITb coBMecTuMbIM ¢ STP n RSTP 3a npegenamu pernoHa, MSTP Takke coxpaHsaeT
MexaHun3mbl Message Age n Max Age.
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10.2.3.2. O630p

OcobeHHOCTb OnucaHue

STP STP, onpegenexHbin IEEE B 802.1D, ncnonb3dyetcsa Ansa ycTpaHeHus

dum3nyecknx neTenb Ha kKaHanbHOM YPOBHE B F10KanbHOWM CeTu

RSTP RSTP, onpegeneHHbin IEEE B 802.1w, onTumnanpoBaH Ha ocHose STP
A5 6bICTPON KOHBEPreHUMM TONonornm ceTu

MSTP MSTP, onpegenenHbin IEEE B 802.1s, ycTpaHsieT gedektol STP, RSTP
n spanning tree ans kaxxgon VLAN (PVST). OH MOXeT He TonbKo 6bICTpo
CXOAUTbCA, HO W nepeHanpasnatb Tpaduk pasnnyHblx VLAN no
COOTBETCTBYIOLLMM NYTAM, TEM cambiM obecneynBas nyywinn MexaHnsm
6anaHCcMpoBKKN Harpy3kn Ans 3bbITOYHbIX KAHANoB

OononHutensHble | MSTP BkntoyaeT cnegytowme doyHkumn: PortFast, BPDU guard, BPDU
dyHKkumn MSTP filter, TC protection, TC guard, TC filter, BPDU check Ha ocHoBe
ncxogHoro MAC-agpeca, BPDU filter Ha ocHoBe HegonyCTUMOWM AMWHBI,
Auto Edge, root guard u loop guard

10.2.4. STP

STP wucnonb3yeTcs ANs NpedoTBpalleHusl LUMPOKOBELLaTeNbHbIX LUTOPMOB, BbI3BaHHbIX
neTnsiMu, n obecneyeHnsi N3bbITOYHOCTM KaHamoB.

10.2.4.1. MpuHUMN paboTbl

[nsa Ethernet ypoBHA 2 mexay ABYMS NOKanbHbIMU CETSAMM MOXET CyLLEeCTBOBATb TONbKO OA4MH
aKTMBHbIA KaHan. B npoTMBHOM criydae NpouM3onAEeT LUMPOKOBELLATENbHbIA WTopM. [ns
MOBbLILEHNA HaO4EeXHOCTU JOKanbHOM ceTn HeobGXOAMMO YCTaHOBUTb PEe3epBHbIA KaHan W
COXPaHUTb HEKOTOpble MyTU B PE3epBHOM COCTOAHUW. Ecnn ceTb HeucnpaBHa M KaHan He
paboTaeT, Bbl OOMKHbI NEPEKNIOUYNTL PE3EPBHBIA KaHamn B akTMBHOE COCTOsiHME. STP moxeT
aBTOMATMYECKN aKTUBMPOBATb PEe3epBHbIN kKaHan 6e3 Kakmx-nmbo py4qHbiX onepauuin. STP
Nno3BOMSET YCTPOMUCTBAM B FIOKaribHOW CETU:

e OOGHapyXuTb 1 3aMyCTUTb NyYLLYH TOMOMOMMI0 «AepeBay» B NOKANbHON CETU.

° yCTpaHI/ITb Henonagku M aBTOMaTMYeCKM OOHOBUTbL TOMOMNOrMK CeTW, YTOObI Bceraa
BbI6VIpaJ'IaCb Hauny4duwaa BO3MOXXHaaA Tononiorma «aepesa».

Tononorusa nokanbHOW CETU paccYnTbiBAeTCA aBTOMaTUYECKM HA OCHOBe Habopa napameTpos
MOCTa, HAaCTPOEHHbIX agMUHUCTPaTOpPOM. Haunyullee «aepeBo» TOMOMNOrMN MOXHO MOMNYYUTb,
npaBUIIbHO HACTPOMB 3TN NapamMeTpbl.

10.2.4.2. CBsAA3aHHasA KOHdurypauums

BknroyeHue spanning tree
e [lo ymonuyaHuio pyHKLMA spanning tree oTKIoYeHa.

e 3anyctute spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds ] ans BkrtoYeHns STP 1 HAaCTPONKM OCHOBHbIX aTpUBYTOB.
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o Bpems nepecbinku (forward-time) konebnetca ot 4 go 30. Bpems npueetcteua (hello-
time) konebnetcs ot 1 go 10. MakcumanbHoe BpeMs (max-age) konebnetca ot 6 Ao
40.

NMPUMEYAHUE: BbinonHeHWe koMaHa clear MOXeT NPUBECTU K NOTepe XU3HEHHO BaXXHOW
nHcopMmaumm 1, Takum obpas3om, K npepbiBaHWUO paboTbl cnyx6. [uanasoHbl 3HAYeHWN
forward-time, hello-time n max-age cesa3aHbl. ECnin 1aMeHUTbL OOWH 13 HUX, 3TO NOBMNSET Ha ABa
ApYyrux guanasoHa. OTWU TPy 3HAYEHUS OOMMKHbI COOTBETCTBOBATbL Criefylolemy YCroBUIO:
2x(hello-time + 1 cekyHaa) < max-age < 2x(Forward-Delay Time — 1 cekyHga). B npotusHom
cny4vae KoHdpurypaumsa He 6yaeT BbiNOnHeHa.

10.2.5. RSTP

RSTP nonHocTtbto coBmectuMm ¢ 802.1D STP. [lNogobHo TpagumumoHHomy STP, RSTP
npegocTaenseT cepBucbl 6e3 netenb M C pesepBupoBaHMeM. XapakTepusyetca ObiCTpoWn
CKOpOCTblo. ECriv Bce MOCThI B FIOKanbHOW ceTu nogaepkmeatoT npotokon RSTP v npaBunbHO
HaCTpPOEHbl aAMWHUCTPATOPOM, [Ans MOBTOPHOINO CO34aHuA «adepeBa» TOMOMorun nocne
N3MeHeHus Tononorum cetn Tpebyetca meHee 1 cekyHabl (0kono 50 cekyHA npu UCMonb30BaHUN
TpaauuUoHHOro npotokona STP).

10.2.5.1. MpuHUKMN paboTbl

BbicTpas koHBepreHuua RSTP

RSTP umeeT cneumanbHytlo (yHKUMIO, TO ecTb ObICTPO MepeBoauTb MOPTbl B COCTOSAHUE
nepeagpecauun.

STP no3BonseT nopTy BONTU B COCTOsiHME nepecbinikn Yyepes 30 cekyHn (B ABa pasa Gonblue
Forward-Delay Time; Forward-Delay Time MOXHO HacTpouTb CO 3HAYEHMEM MO YMOMYaAHMUIO
15 cekyHa) nocrie Bbibopa ponu noprta. Kaxagpin pas, koraa Tononorust U3MeHAeTCsl, KOPpHEBOWN
NOPT M Ha3HA4YeHHbIV NOPT, NOBTOPHO BbiOpaHHbIE KaXAbiM MOCTOM, NeEpPexoasaT B COCTOsIHUE
nepecbinkn Yyepes 30 cekyHAa. [NoaTtomy TpebyeTcsa okono 50 cekyHa, YToObI BCA TONONOMNSA CeTu
cTana gpeBoBUAHOWN.

RSTP cunbHO oTnuyaetca ot STP B npouecce nepecbinikn. Kak nokasaHo Ha PucyHke 10-6,
kommyTaTop A otnpasnseT naket RSTP Proposal Ha kommyTtatop B. Ecnu kommyTtaTtop B
oBHapyxmBaeT, 4TO NPUOPUTET KOMMYTaTopa A Bbille, OH BbiGMpaeT komMMmyTaTop A B KayecTBe
root bridge, a nopT, nony4yatoLmi nakeT, B Ka4ecTBe KOPHEBOro NopTa, NepexouT B COCTOSHNE
nepecbIiku 1 3aTemM oTnpaendeT NakeT nogTeepxaeHus (Agree packet) ot KopHeBOro nopTa K
kommyTaTtopy A. Ecnu HasHaveHHbI NOPT KOMMYyTauuum A cormnacoBaH, MOpPT nepexoauT B
COCTOSIHME nepechbiniki. HasHadeHHbI NopT KOMMyTauum B NOBTOPHO OTNpaBndeT nakeT
Proposal gna pacwwupeHus spanning tree no nopsgky. TeopeTtudeckm RSTP  moxeT
BOCCTaAHOBUTb CETEBYK TOMOSMOMMIO «AepeBa» Ans ObICTPOW CXO4MMOCTM MOCne U3MEHEeHUs
TOMOJSIOrnn CEeTw.
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KommyTartop A proposal KommyTaTtop B
KopHeBoi mocT HasHa4eHHbIl MocT F=nepeckinka
(Root Bridge) g agree F (Designated Bridge) R=kopHeBoi nopt

D=Ha3Ha4yeHHbIn NopT

A

proposal KommyTtarop C

PucyHok 10-6.

NMPUMEYAHMUE: onucaHHbIN Bbille NPOLIECC «PYKOMOXaTUSI» peanusyeTcs TONbKO Torga, koraa
coeuHeHne Mexay nopTamm HaxoOmuTCs B pexrMMe «Tovka-Tovka». YTobbl Aatb ycTponcTeam
nomnHyto csoboay OeVCTBUA, PEKOMEHOYETCS He BKIHOYaTb COEQUHEHNE «TOYKa-TOYKa» Mexay

YyCTPOMCTBaMMU.

KopHeson mocTt
(Root bridge)

D B

O6Lee yCTPONCTBO

PucyHok 10-7. NpumMep coeauHEeHUs He «ToYKa-TouKay
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KopHesown mocTt
(Root bridge)

OBLee yCTpONCTBO

R

PucyHok 10-8. lNpumep coeanHeHust He «TOYKa-ToYKa»

KopHeson mocTt
(Root bridge)

O6LLee yCTPONCTBO

PucyHok 10-9. NpumMep coeguHeHUs «TovKa-TouKay

CoBmecTumocTb mexay RSTP u STP

RSTP nonHocTtblo coBMectum ¢ STP. RSTP aBTOMatndeckn npoBepsieT, NogaepxmsaeT nu
NoakNtYeHHbIn moct STP nnu RSTP, Ha ocHoBe nonydeHHOro Homepa Bepcun BPDU. Ecnn
nopT nogkrioyaeTca kK mocty STP, nopT nepexoauT B cocTosiHMe nepeckbinku yepes 30 cekyHa,
YTO He MO3BONSET MOSTHOLIEHHO ucrnosnb3oBaTtb RSTP.

Apyras npobrnema MoXeT BO3HUKHYTb NPW COBMECTHOM UCMONb30BaHUW NpoTokonoB RSTP n
STP. Kak nokaszaHo Ha cneaywowmx PucyHkax, kommytatop A (RSTP) nogknioyaetca K
kommyTaTopy B (STP). Ecnu kommyTtaTtop A obHapyxusaeT, YTo nogkmnoyeH K mocty STP, oH
otnpasnseT nakeT STP BPDU. OgHako, ecnu kommyTaTtop B 3ameHeH kommyTaTtopom C (RSTP),
HO KOMMyTaTop A no-npexHemMy otnpasnsaeT naketol STP BPDU, kommyTtaTtop C 6yaet cuntatb
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cebsa nogknoyeHHbIM K MocTy STP. B pesynbTaTte gBa yctponctsa RSTP pa6GoTtatoT nog STP,
YTO CUIBHO CHWXaeT 3EKTUBHOCTb.

RSTP npepocTtaBnsaeT yHKUMIO MUTpaLUK NpOTOKoa ANdA NpUHYAUTENLHOW OTMPaBKK NakeToB
RSTP BPDU (peer-moct gomkeH nogaepxmBate RSTP). B atom cnydyae kommyTtatop A
npyHyanTensHo oTnpaensetr RSTP BPDU, a 3atem kommyTtatop C oGHapyXuBaeT, YTO OH
nogkntodeH Kk mocty RSTP. B pesynbtate aBa RSTP-ycTtponictBa pabotatoT nog RSTP, kak
nokasaHo Ha PucyHke 10-11.

KommyTaTtop A KommyTaTtop B
(RSTP) STP BPDU (STP)
‘—

STP BPDU

PucyHok 10-10.

KommyTatop A KommyTatop C
(RSTP) RSTP BPDU (RSTP)

‘—
RSTP BPDU

PucyHok 10-11.

10.2.5.2. CBsAi3aHHasa KOHdurypauums

e HacTpolika murpauum npotokona

¢ 3anyctute komaHgy clear spanning-tree detected-protocols [ interface interface-id |,
4YTO6bl NPUHYAMTENBHO NPOBEPUTL BEPCUIO Ha NOpPTY. [lONONHUTENbHbIE CBEAEHWS CM.
B pasgene «CoBmectumocTb Mmexay RSTP u STP» Bbiwe.

10.2.6. MSTP

MSTP yctpaHsieT gedektol STP 1 RSTP. OH MOXeT He TONbKO ObICTPO CXOOAUTBLCHA, HO U
nepeHanpaendatb Tpaduk pasnuyHbix VLAN 1o COOTBETCTBYHOLWMM MNyTAM, TeM CaMbIM
obecneynBas nyywWNn MexaHn3m 6anaHCMpPOBKN HArpy3kn A58 n3bbITOYHbIX KaHAMNoB.

10.2.6.1. NMpuHUUN paboThbI

Yctponctea QTECH nogaepxusatoT MSTP. MSTP — 3TO HOBbI MPOTOKON Spanning tree,
pa3paboTaHHbIN Ha OCHOBE TPaAULMOHHbLIX STP n RSTP n BkAo4alowmin MexaHnam ObiCTpomn
nepecbinkn RSTP.

lMockonbKy TpagMuMOHHbBIE MPOTOKOMbI Spanning tree He MMetoT oTHoweHus K VLAN, npobnems!
MOTYT BO3HUKHYTb B OMpeAerieHHbIX CeTEBbIX TONOMNOrmsaX:

Kak nokasaHo Ha PucyHke 10-12, yctpornctBa A n B Haxogatces B cetn VLAN 1, a yctponctea C
n D — B ceTn VLAN 2, obpasys netnto.
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VLAN 1

VLAN 2

VLAN 1

VLAN 2

PucyHok 10-12.

Ecnu kanan ot yctponcTea A Kk ycTponctay B yepes yctponctea C 1 D cTouT MeHbLLUE, YeM KaHan
OT yCTpourcTBa A HanpsaMylo K YCTPONCTBY B, cBA3b Mexay ycTtponctesoMm A n yctponctsom B
nepexoaut B COCTOsiHME OTOpacbiBaHMst (kak nokasaHo Ha PucyHke 10-13). [lMockonbky
yctponctea C u D He BkntovatoT VLAN 1 1 He MOryT nepecbinaTtb nakeTbl AaHHbIX VLAN 1,
VLAN 1 yctponcTtea A He MOXeT obmeHmnBaTbest gaHHbiMK ¢ VLAN 1 ycTponcTtea B.

VLAN 2

VLAN 2

PucyHok 10-13.

MSTP paspaboTtaH anga pewweHus aton npobnembl. OH aenut ogHy unu Heckonbko VLAN
YyCTPOMCTBA Ha 3K3emnnsp. YCTPOMCTBA, HACTPOEHHblIE C OAHMM M TEM Xe 3K3eMNNspoM,
obpasyloT pervoH MST ans 3anycka He3aBMCMMOro spanning tree (HasbiBaemoro IST). OTta
obnactb MST, nogo6HO 6onbLIOMY YCTPOUCTBY, peanuayeT anroputM spanning tree ¢ apyrumm
obnactamn MST gnsa cosgaHus NOMHOro spanning tree, HasbiBaemoro obumMm spanning tree
(CST).

Ha ocHoBe aToro anroputma npuBe[eHHas Bbille CETb MOXET CcopmMyMpoBaTb TOMOSOTMI,
nokasaHHyt Ha PucyHke 10-14 no anroputmy MSTP: ycTponctBa A n B Haxoadatcs B pernoHe
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MSTP 1, B KOTOPOM He BO3HWKAET NeTenb, 1, cnegoBaTenbHO, HXM O4MH KaHan He nepexoauT B
COCTOsIHME OTOpacbiBaHUA. OTO Takke OTHOCUMTCA K permoHy 2 MSTP. PervoH 1 n pervoH 2,
nogo6bHo AByM BOMbLUIMM YCTPONCTBAM C NETNSIMU, BbIOGNUPAIOT KaHan Ansa nepexofa B COCTOsHME
oTOpacbiBaHMsi HA OCHOBE CBA3aHHOWN KOHdurypauum.

PervioH MSTP 1 L Pervon MSTP 2.

"VLAN 1 VLAN 2

PucyHok 10-14.

970 npepoTeBpawaetT obpasoBaHne netenb u obecrneymBaeT MpPaBWUMbHYKD CBA3b MexXay
ycTponcTesamu B ogHon VLAN.

PermoHanbHoe otpeneHne MSTP

Ytobbl MSTP pabotan pomkHbiM o6pasom, npaBuiibHO pasgenute pervoHbsl MSTP nu
CKOHUrypupynTe oamMHakoByto nHdopmMauuio o KoHpurypaumum MST gnga ycTpomucTs B O4HOM
pernoHe MSTP.

WHdopmauua o koHdurypaumm MST BknovaeT:

e Mg koHdurypaumm MST: cocTouT He Goree Yyem u3 32 6anToB Ana naeHTudrkauum
pernmoHa MSTP.

e Homep Bepcumn MST: coctont n3 16 6ut ana naeHtudpukaumm permnoHa MSTP.

e Tabnuua conoctaBneHus ak3emnnapoB MST u VLAN: gna Kaxgoro yCcTponcTBa
cosfaeTcs He 6onee 64 ak3emnnapos (C X ngeHtTudukaTtopamum B gnanasoHe ot 1 go
64), a aksemnnap 0 cywiecTByeT B ob6A3aTensHOM nopsgke. Takum obpasom, cuctema
nogaepXxmBaeT MakCMManbHOEe KONMYecTBO 3k3emnnsaposB 65. Nonb3oBatenn MoryT
HasHa4yaTtb oT 1 0o 4994 VLAN, npvHagnexawux pasHbiM ak3emnnspam (o1 0 go 64)
no mepe HeobxoammocTn. HeHasHadeHHble VLAN npuHagnexaT aksemnnspy 0 no
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ymonyaHuio. B atom cnydae kaxgbi MSTI npeactaensier cobon rpynny VLAN wu
peanusyeTt anropuTMm spanning tree MSTI, yka3aHHbIn B nakete BPDU, Ha KoTopbIv He
BnuaoT CIST v gpyrne MSTI.

3anyctute komaHgy spanning-tree mst configuration B pexvume rnobansHon KoHduUrypaumum,
4YTOGbI BONTU B peXnUM KoHurypauun MST onst HAaCTPOWKM YKa3aHHOM Bblle MHGOPMaLnN.

BPDU MSTP HecyT ykasaHHyt0 Bbile nHdpopmaunio. Ecnn BPDU, nonyyYyeHHbIn YCTPOMUCTBOM,
COAEPXKUT Ty Xe MHGopmauuio o KoHdpurypauum MST, 4To 1 nHdopmauuna ob ycTponcTse,
CYMTaETCH, YTO NOAKNIYEHHOE YCTPOMCTBO NPUHAAMEXUT K TOMY e pernoHy MST, 4TO n oHo.
B npoTnBHOM criydae aTo OTHOCUTCS K NOAKMHOYEHHOMY YCTPOMUCTBY U3 Opyroro permoHa MST.

NPUMEMAHMUE: Tabnuuy conoctaBneHusi aksemnnap-VLAN pekomeHayeTcss HacTpavBaTb
nocne otkntoyeHus MSTP. lMocne HacTponku cHoBa Bkntounte MSTP, ytoObl obecneynTb
CTabunbHOCTb M KOHBEPreHLUMIo TOMOMormm ceTu.

IST (spanning tree B permoHe MSTP)

Mocne Toro, kak perMoHbl MSTP pasgeneHbl, Kaxabli permoH BblIOMpaeT He3aBUCUMbIN root
bridge ona kaxgoro ak3emmnispa Ha OCHOBE COOTBETCTBYHLUMX MApaMeTpoB, TaKMX Kak
nNpMopuTET MOCTa M NPUOPUTET NOPTa, HAa3HA4YaeT Posin Kakaomy NopTy Ha KaXaoM YCTPOMCTBE
N yKa3blBaeT, HAXOAMTCA NN NOPT B COCTOSIHUM NEPECHISIKM N OTOpacbiBaHUA B 3K3eMMnnsipe Ha
OCHOBE ponu nopTa.

Yepe3 obmeH MSTP BPDU co3naeTcs IST, n kaxabli 3K3eMNNsSiP UMEET CBOM COOCTBEHHbIE
spanning tree (MSTI), B koTopbIX Spanning tree, cooTBeTcTByloWwee ak3emnnapy O u CST,
eanHoobpa3Ho HasbiBaeTcs spanning tree obwero aksemnnsapa (CIST). To ecTb kaxabin
3K3eMnNnsp NpegocTaBnseT eanHyo ceTeByto Tononormo 6e3 netenb angd ceoux rpynn VLAN.

Kak nokasaHo Ha PucyHke 10-15, YctpowctBa A, B n C obpasyoT netnio B pernoHe 1.
Yctponcteo A nmeeT HamBbicwimi npuoputeT B CIST (Ok3emnnsap 0) n noatomy BbibpaHO B
KayecTBe root pernoHa. 3atem MSTP nossonseT kaHany mexay A u C nepentn B COCTOSHUE
oTbpacbiBaHMsi Ha OCHoBe Apyrux napameTtpoB. CneposatenbHo, anda rpynnsl VLAN
ak3emnnapa 0 AoCTyMHbl TONbKO KaHarbl oT A oo B u o1 B go C, 4To paspbiBaeT NeTnio aToun
rpynnbl VLAN.
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Pervon Root

PucyHok 10-15.

Kak nokaszaHo Ha PucyHke 10-16, ycTponctBo B mmeeT HamBbiclnn npuoputeT B MSTI 1
(ak3emnnap 1) n nostomy BbIOMpaeTcs B kadyecTBe root pernoHa. 3atem MSTP nossonser
kaHany mexay B n C nepentn B COCTOsiHME OTOpacbiBaHMSA Ha OCHOBE ApPYrMx napameTpos.
Moatomy ansa rpynnel VLAN 3k3emnnapa 1 gocTynHbl TONbKO KaHanbl oT A o B n ot A go C,
paspbiBasi neTno aton rpynnsl VLAN.
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‘\_|‘38FM0H Root C

Pernon 1:MSTI 1

PucyHok 10-16.

Kak nokasaHo Ha PucyHke 10-17, yctporncteo C mmeeT HauBbiCLMKA npuoputeT B MSTI 2
(ak3emnnsp 2) n noatomy BbibUpaeTcs B kadecTtBe root pernoHa. 3atem MSTP nossonget
kaHany mexay B un C nepentn B COCTOsiHME OTOpacbiBaHMS Ha OCHOBE ApYrnx napameTpos.
Moatomy ansa rpynnbl VLAN 3k3emnnspa 2 OCTYnNHbl TONbKO kaHanbl oT B Kk C 1 oT A Kk C,
paspblBas neTro aton rpynnsl VLAN.
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Pernon Root -

Pernon 1:MSTI 2

PucyHok 10-17.

O6paTtnte BHUMaHue, 4To MSTP He nmeeT 3HaueHus, Kk kako VLAN npuHagnexut nopt. Takum
obpasom, nonb3oBaTenu SOMKHbI HACTPOUTb CTOMMOCTb MYTU U NPUOPUTET COOTBETCTBYHOLLENO
nopta Ha ocHOBe dakTnyeckon koHdurypaumm VLAN, 4yto6bl MSTP He npepbiBan
HenpasWIbHbIE NETNN.

CST (spanning tree mexay permoHamm MSTP)

Kaxgbin pervoH MSTP nopobeH 6onbliomy yctponcty ana CST. PasnuyHble pernoHsl MSTP
obpasyloT «aepeBo» Tononoruu bit-cetn, HasbiBaemoe CST. Kak nokasaHo Ha PucyHke 10-18,
YCTponcTBO A, Y KOTOPOro naeHTumkaTtop Mocta HaMMeHbLUWIA, BbiIGMpaeTcsa B kadyecTse root
BO BceM CST u pernoHansHoro root CIST B 3TOM permoHe. B pernoHe 2, nockosibky CTOMMOCTb
nyTu root oT yctporcTtea B go root CST aABnseTca camoin HU3KoW, yCTponcTeo B BbibnpaeTca B
kayecTBe permoHanbHoro root CIST B aTom pernoHe. o Tom xe npudnHe yctponctso C BbiIGpaHo
B KayecTBe pernoHarnesHoro root CIST.
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Pervon 1

PervoH 2 PervoH 3

PucyHok 10-18.

PervoHanbHbi root CIST MoxeT 6bITb HE YCTPOMCTBOM, Y KOTOPOro MAeHTMdUKaTop MocTa
ABMSAETCH HaUMEHbLUUM B PernoHe, HO yKasbiBaeT YCTPOWCTBO, NS KOTOPOro CTOUMOCTb MyTU
root ot aT0ro pernoHa Ao root CST aBnseTcs HaUMEHbLLEN.

Ona MSTI kopHeBor nopT pernoHarnbHoro root CIST mMmeeT HOBYKO ponb «master-nopry».
Master-nopT 4eNCTBYET Kak MCXOAALLMI NOPT A5 BCEX IK3EMMISPOB Y HAXOAMTCSA B COCTOSAHUN
nepecbinkn Ond Bcex ak3eMnnsapoB. YTobbl coenaTtb Tononornto Gonee ctabunbHOW, Mbl
npennaraemMm, 4tobbl Master-nopT Kaxaoro perMoHa K root CST Haxoaouncs Ha TOM Xe
YCTPOWCTBE pernoHa, ecrnv 310 BO3MOXHO.

CoBmectumocTtb mexay MSTP, RSTP n STP

Mogo6bHo RSTP, MSTP otnpaensetr STP BPDU gns obecneveHnss coBmectumoctn ¢ STP.
[ononHuTenbHble cBeaeHus cM. B pasaene [NpuHumn pabotel «CoBMecTMMOCTb Mexay RSTP n
STPw».

Mockonbky RSTP obpabatbiBaeT BPDU MSTP CIST, MSTP He HyHO oTnpaensate BPDU RSTP
ansa obecneyeHns COBMECTUMOCTM C HUM.

Kaxpgoe yctponcteo STP nnn RSTP npeactasnset cobon oTaenbHbIN PperMoH u He obpasyeT
OOVH Y TOT € PErMOH HU C KaKMMn yCTPONCTBaMM.
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10.2.6.2. CBA3aHHasA KOHdurypaums

HacTtpounka STP
o [lo ymonyaHuto pexum STP — aTo pexum MSTP.
e 3anyctute spanning-tree mode [stp | rstp | mstp], 4To6bl N3MEHUTL pexum STP.

10.2.7. QononHutenbHble ¢pyHKUuun MSTP

JononHutenbHble yHKUMM MSTP B ocHOBHOM BKrtoyatoT nopT PortFast, PDU guard, BPDU
fiter, TC guard wn guard. [JonomnHuTenbHble QYHKUMM B OCHOBHOM MCMOMb3ylOTCA And
pasBepTbiBaHUs KOHdurypaumn MSTP Ha OCHOBEe TOMOMOMMWU CETU WU  XapaKTepUCTUK
npunoXxexHun B cetn MSTP. 310 nosbiwaeT CTaburnbHOCTb, HAAEXHOCTb M BO3MOXXHOCTU 3aLLMTbI
oT aTtak MSTP, otBevas TpeboBaHusam npunoxeHmnin MSTP B pasnnyHbIX CLLEHAPUSIX KITMEHTOB.

10.2.7.1. MpuHUMN paboTbl

PortFast

Ecnn nopt ycTtponcTBa HanpaMyt MOAKMNHYAETCA K CeTeBOMY TepMuHany, 3TOT nopT
HacTpauBaeTca Kak nopT PortFast ons npamoro nepexoda B COCTOsIHUE nepecbinku. Ecnn nopt
PortFast He HacTpoeH, nopTy Heobxoammo nogoxaatb 30 cekyHa, 4ToObl BONTU B COCTOSIHME
nepecbInkn. PucyHok 10-19 nokasbiBaeT, Kakne nopTbl YCTPONCTBA MOXXHO HACTPOUTb KakK NopPThI
PortFast.

PortFast BkntoyeH

PucyHok 10-19.

Ecnu nopt PortFast no-npexHemy nonydaet BPDU, ero pabodee coctosHmne PortFast (Port Fast
Operational State) 6ygeT oTknNOYEHO, 1 NOPT NepenaeT B COCTOSAHME NEPEChINIKM B COOTBETCTBUN
¢ 06bl4HbIM anroputmom STP.

BPDU Guard
BPDU Guard moxeT 6bITb BKtoveHa rnobansHO nnmn Ha nHtepdence.

PekomeHayeTca 3anyctutb KoMaHay spanning-tree portfast bpduguard default B pexume
rnobanbHoOM KoHdurypaumm, 4tobbl BKNOUUTL rnobanbHyto BPDU Guard. Ecnu PortFast
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BKIOMEH AN nopTa Unm 3TOT NOPT aBTOMATUYECKU UAEHTUULMPYETCS Kak MOrpaHnYHbI NopT,
3TOT MOPT NEPEXOAUT B COCTOSIHME OTKIMIOYMEHUS] M3-3a OLIMOKM, YTOObI yKasaTb Ha owwnbKy
KOHdUrypauum cpasy nocre nonydeHnss BPDU. B To e BpeMsi MOPT OTKIIOYEH, YTO yKa3biBaeT
Ha TO, YTO CEeTEBOE YCTPOMCTBO MOXET ObITb J06aBNEHO HEABTOPM3OBaHHLIM NOMb30BaTENEM
ANS U3MEHEHWS! TOMOSOrMmn CETU.

Takke pekoMeHAyeTcs 3anycTUTb kKOMaHngy spanning-tree bpduguard enable B pexume
KoHdurypauumn nHtepdenca, 4tobol Bknounte BPDU Guard Ha nopTy (Hes3aBMcMMO OT TOro,
BKrtodeH PortFast unm HeT Ha nopTy). B 3TOM cnyyae nopT nepexoguT B COCTOSIHME OTKIMIOYEHUSA
n3-3a owmnbKkM cpasy nocne nonyyeHns BPDU.

BPDU Filter
BPDU Filter MOXXHO BKITHOUNTB ro6anbHO Uin BKNIOYUTL Ha MHTepdence.

PekomeHayeTcsa 3anyctuTb KomaHgy spanning-tree portfast bpdufilter default B pexume
rnobanbHON KOHUrypaumm, 4Tobbl BKMOYMTL rnmobanbHbin BPDU Filter. B atom cnyyae nopt
PortFast He nony4aeT n He oTnpaenseT BPDU, noaToMy XOCT, NOOKIOYAOLWNNCS HANpsMyto K
nopTy PortFast, He nonyyaet BPDU. Ecnun nopT meHsieT cBoe paboyee coctosiHne PortFast Ha
Disabled nocne nony4ernnst BPDU, domnbtp BPDU aBTOMaTMYeCKkn nepectaeT 4ENCTBOBATD.

Takke pekoMeHOyeTcsl 3anycTUTb KOoMaHay spanning-tree bpdufilter enable B pexume
KOHUrypaumm nHtepdenca, 4tobbl BkNounMTb hunbtp BPDU Ha nopTy (He3aBMCMMO OT TOro,
BKIoveH unu Het PortFast Ha nopTy). B aTom cnyyae nopT He nony4aeT v He oTnpasndet BPDU,
a HanpsiMyto NepexoauT B COCTOSHWE NEPECHINKM.

TC Protection

TC BPDU — 3710 naketsl BPDU, Hecywwme TC. Ecnv koMmmyTaTop nosiyvyaeT Takme nakeTbl, 3T
yKa3blBaeT Ha U3MEHEeHWe TONoNornm ceTu, u KommyTaTop yaanut tabnuuy MAC-agpecos. [ns
KOMMYTaTopoB YpoBHA 3 B 3TOM Cfnyyae MoAynb MepeajpecauuyM CHOBa BKMoYaeTcd, a
cocTosiHMe nopta B 3anucn ARP unameHsieTcs. Korga koMmyTatop noaBepraeTcs aTake ¢
nomoLubto nogaesibHeix TC BPDU, OH YacTo BbINOSHAET BbllleyKa3aHHble ornepauum, Bbi3biBas
BonbLUy0 Harpysky 1 BNuss Ha cTabunbHOCTb ceTu. YTobbl npeaoTBpaTuTh 3Ty Npobnemy, Bbl
MoxeTe BkntounTb TC Protection.

TC Protection moxeT 6bITb BKMAOYEHA WNU OTKMOYEHA TONMbLKO rrodanbHO. AT1a PYHKUMS
OTKIMOYEHA MO YMOSTYaHUIO.

Korga TC Protection BkntoyeHa, kommyTtatop yaanset TC BPDU B TeyeHune 3agaHHOro nepmoga
(06bI4HO 4 cekyHAbl) NOCne NX NOTyYEHUsT N OTCNEXNBAET NonyyeHne kaknx-nubo naketos TC
BPDU B TeueHue atoro nepuoga. Ecnn yctponctso nonyyaet naketsl TC BPDU B TeyeHue
3TOro nepuoga, OHO yganseT MX N0 UCTeYEeHUM 3TOro nepmoga. ATO MOXeT NpedoTBpaTuTb
yacTtoe ygarneHue yctponctsoMm 3anvcen MAC-agpecos un 3anncen ARP.

TC Guard

TC Protection obecneunBaeT yganeHne meHee guMHaMmmnyHbix MAC-agpecoB n 3anucen ARP,
Korga B ceTu reHepupyetca 6onblioe konudectBo naketoB TC. OpHako YCTPOWCTBO,
nonyyatouee nakeTbl atak TC, No-NpexxHeMy BbINONMHAET MHOXECTBO onepauui No yaaneHuto,
n naketbl TC MOryT pacnpoCTpaHATbCS, 3aTparMsas BClO ceTb. [lonb3oBaTeny MoryT BKIOUYUTL
TC Guard, 4yToGblI NpegoTBpaTUTL pacnpocTpaHeHne naketoB TC rnobanbHO MM Mo nopTy.
Ecnn TC Guard BkntoyeHa rnobanbHO unu gns nopra, nopT, nonydarowmi nakeTtbl TC,
punbTpyeT 3T naketbl TC unu naketbl TC, co3gaHHble UM camum, 4ToObl naketol TC He
pacnpocTpaHsanncb Ha Apyrne noptbl. ATO MOXET 3(PPEKTMBHO KOHTPONMPOBATL BO3MOXHbIE
aTtaku TC B ceTn ons obecneyeHns ctabunbHOCTM ceTn. B yacTHOCTK, Ha yCTponCTBax ypoBHA 3
aTa (pyHKUMA MoxeT adpekTnBHO npepoTBpawate flapping ycrponcTBa ypoBHSA gocTtyna u
npepbiBaHMe OCHOBHOIO MapLupyTa.

NMPUMEYAHUE: npu HenpasunbHOM wucnons3oBaHuM TC guard cBSA3b Mexay ceTamu
npepbiBaeTcs.
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NMPUMEYAHUE: pekomeHayeTCs BKNOYaTb 3TY (OYHKUMIO TOMBKO MpW MONYYEHUN B CETU
HernerasnbHbIX NakeToB atak TC.

NMPUMEYAHMUE: ecnn TC Guard BkrtoueHa rnobanbHo, HU 0gMH NopT He nepegaet naketol TC
Apyrum. 3ta QYHKUMS MOXET ObITb BKITHOYEHA TONbKO Ha MOPTATUMBHbIX YCTPOMCTBAX 4OCTyna.

NMPUMEYAHUE: ecnn Ha nopTy BknoyeHa TC Guard, NponcxoasiT M3MEHEeHUs1 ToNosoruu, m
nakeTbl TC, NONy4YeHHbIE NOPTOM, HE ByAyT pacnpoCTpaHATLCSA Ha Apyrne NopTbl. ATY PYHKLUMIO
MOXHO BKITHOUUTb TOSIbKO Ha uplink-noptax, ocobeHHO Ha nopTax siapa KOHBEPreHumn.

TC Filter

Ecnn TC Guard BkrtoyeHa gng nopTta, MNOpPT He nepecbinaeT naketobl TC, NONyyYeHHble U
CreHepupoBaHHble MOPTOM, Ha Apyrve nopTbl, BbINOMHAOLWMWE Bbl4UCIIEHNE Spanning tree Ha
ycTtporicTtBe. Korga coctosiHue nopta nsameHsietcs (Hanpumep, ¢ 6NOKMPOBKM Ha Nepechisiky),
nopT reHepupyeT naketsl TC, ykasbiBas, YTO TONOMOMMA MOrfna U3MEHUTLCS.

B atom cniyyae, nockonbky TC Guard npepoTBpallaeT pacnpocTpaHeHne naketoB TC,
YCTPONCTBO MOXET He ounctutb MAC-agpeca nopta nNpu U3MEHEHUW TOMONOrMKM CeTU, YTO
npvBegeT K oLmnbke nepechbinikin AaHHbIX.

UTtoObl pewntb 3Ty npobnemy, Beoautcs TC Filter. TC Filter He obpabaTtbiBaeT naketbl TC,
nosfy4eHHble noptamu, a obpabaTtbiBaeT naketbl TC Npu HOPManbHbIX UBMEHEHUSAX TOMOMOIK.
Ecnu BkntouweH TC Filter, MoxxHO nsbexatb NpobnemMbl yaaneHus agpeca, 1 OCHOBHOW MapLupyT
He ByaeT npepbiBaTbCs, KOrga NopThl, HE BKIKOYEHHbIE C NOMOLbIO PortFast, 4acto BbIXogsaT ns
CTPOSi, @ 3anMcyu OCHOBHOMO MapLUpyTa MOryT CBOEBPEMEHHO OBHOBMATHCS MPU U3MEHEHUU
TOMNONOTUN.

NMPUMEYAHMUE: no ymonuanuto TC Filter oTkntoueH.

NMpoBepka ncxogHoro MAC-agpeca BPDU

MpoBepka wucxogHoro MAC-agpeca BPDU npepoTepawlaeT 3NoHaMEpPEHHY  aTaky
koMmmyTaTopoB naketamm BPDU u HeHopmanbHyto paboty MSTP. Korga kommyTtartop,
NOOKIMIOYEHHDIN K MOPTY Ha KaHare «To4Yka-Touka», onpeneneH, Bbl MOXETE BKIIOYNTb MPOBEPKY
ncxogHoro MAC-agpeca BPDU, 4ytobbl nonyyatb nakeTbl BPDU, oTnpaBneHHble TOMbKO
peer-kommyTaTopoM, U oTbpacbiBatb BCe ocTanbHble naketel BPDU, Tem cambim
npegoTBpallas BpedoHOCHbIe aTaku. Bbl MoxeTe BKNIOUNTL npoBepky ncxogHoro MAC-agpeca
BPDU B pexume koHdurypauumn nHtepdenca ana onpegeneHHoro nopta. OguH nopT MOXeT
dumnbTpoBaTh TONLKO 0auH MAC-agpec. Ecnu Bbl 3anyctute komaHay no bpdu src-mac-check,
4yTOBbl OTKNIOYMTL NpOBEPKY ncxogHoro MAC-agpeca BPDU Ha nopty, nopT GyaeT nonyyaTb
BCe naketbl BPDU.

BPDU Filter

Ecnu anuHa Ethernet BPDU npesbiwaeT 1500, atot BPDU 6yaet otbpoLueH, 4To npegotspaTut
nosiydeHne Hegonyctumblx naketos BPDU.

Auto Edge

Ecnn HasHaveHHbI nopT ycTpouctBa He nonydaeTr BPDU ot downlink-nopta B TeveHue
onpegeneHHoro nepuoga (3 CeKkyHAbl), YCTPOMCTBO paccMaTpMBaEeT CETEBOE YCTPOWCTBO,
MOAKMIOYEHHOE K Ha3Ha4yeHHOMY MOpTy, HacTpauBaeT MOpT Kak MOrpaHuYHbIN MOPT W
nepeknioYaeT nopT HanpsiMylo. B COCTOsiHWE nepecbinikn. [lorpaHunyHbii  nopT 6yger
aBTOMaTUYECKN NOEHTUMULNPOBAH KaK He MOorpaHnyHbIA NOpT nocne nonyyvyeHns BPDU.

Bbl MOXeTe 3anycTuTb kOMaHZy spanning-tree autoedge disabled, 4Tobbl OTKNOUYNTL Auto
Edge.

OTa yHKLMS BKITOYEHA MO YMOYaHUIO.

NPUMEYAHMUE: ecnn Auto Edge KOH(NUKTYeT ¢ HacTpoeHHbIM Bpy4Hyto PortFast, npuoputeT
nMmeeT pyvyHasa HacTpouka.
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NMPUMEYAHUE: nockonbky aTa dyHKUMS MCNonb3yeTcsa ans ObICTpOro cornacoBaHust Wt
nepeagpecaunm mexagy HasHayeHHbIM nopTom 1 noptom downlink, STP He nogaepXxusaeT aTy
dyHKUMo. ECniv HasHaYeHHbI NOPT HAaXOAUTCHA B COCTOAHUN MEepPEeChINKY, KoHurypauums Auto
Edge He genctByeT Ha aTOT nopT. TpebyeTca TONbLKO NpY MOBTOPHOM BbIMOSTHEHUN BbICTPOro
cornacoBaHus, Hanpumep, Npu yaaneHum n NoaKoYeHnn ceTeBoro kabens.

NMPUMEYAHUE: ecnn ans nopta BkNoYeH unbTp BPDU, nopT HanpsaMylo nepexoauT B
COCTOSIHME NEePEChINIKN N HE MOEHTUMULMPYETCS aBTOMATMYECKM KaK MOrpaHUYHbIA NOpT.

NMPUMEYAHMUE: sta pyHKUMA NPUMEHSIETCA TOMNBKO K HA3HAYE€HHOMY MOpPTY.

Root Guard

B cTpykType cetu root bridge n pesepsHbIn root bridge oObl4HO pa3geneHbl Ha OAMH M TOT Xe
pervoH. M13-3a HenpaBuIbHOW HACTPOMKN OBCNYXMBAKOLWEro nepcoHana unm 3noHaMepeHHbIX
aTak B ceTu root bridge moxeT nonyuntb MHGOPMaUno O KOHdUrypauum ¢ 6onee BbICOKMM
NpuMopmuTETOM M TEM CaMbiM MEPEKIOYNTLCS Ha pe3epBHbIA root bridge, 4to npuBegeT kK
HEKOPPEKTHbIM U3MEHEHMAM Tornonormm cetu. Root Guard JormKeH pewnTb 3Ty npobnemy.

Ecnn gna nopTta BkntodeHa Root Guard, ero ponu BoO BCeX 3K3emnnspax NPUMEHSIIOTCA Kak
Ha3Ha4eHHbIN NopT. Kak Tomnbko NOPT NONy4YnT MHOPMAaLUIO O KOHUrypaumm ¢ 6oree BbICOKMM
NpPUOPUTETOM, OH BXOOMT B HECOBMECTMMOE C root (GrokupytoLee) coctoaHne. Ecnv nopt He
nony4aeT HpopmMaumio o KoHdUrypauumn ¢ 6onee BbICOKMM NPUOPUTETOM B TEYEHME nepuoaa,
OH BO3BpaLLaeTcs B UICXOQHOE COCTOSHME.

Ecnn nopt nepexoguT B cocTosiHMe GnokvpoBkM M3-3a Root Guard, Bbl MOXETe BpPYYHYH
BOCCTaAHOBUTb MOPT B HOpMaribHOE COCTOsiHME, OTKMoumB Root Guard Ha 3TOM MOpTy unu
OTKITIOUMB 3alMTy spanning tree (3anyctmMB spanning-tree guard none B pexxume HaCTPOWKM
nHTepdemnca).

NPUMEMAHME: ecnn Root Guard ncnonb3yeTcs HenpaBuIbHO, CETEBOE coeauHeHne byaeT
npepBaHo.

NMPUMEYAHUE: ecnn 3awuTa root BKNKOYEHa ANA HEHa3Ha4YeHHOro nopTta, aToT NopT bGyaeT
NPUMEHEH KaK Ha3Ha4YeHHbIN NOpPT K nepenget B coctossHne BKN. 3TO ykasblBaeT Ha TO, YTO
nopT NepexoamuT B COCTOsIHME DNOKNPOBKU U3-3a rO0t-HECOrNIacoBaHHOCTH.

NMPUMEYAHUE: ecnu nopt nepexoaut B coctoaHne BKN u3-3a nonyyeHusa mHdopmauumn o
KOHGurypaumm c 6onee BbicOkMM npuoputetom B MSTO, aTOoT nopt OyaeT nepeBedeH B
coctosaHne BKN BO BCex ocTarbHbIX Cry4asx.

NMPUMEYAHUE: Root Guard 1 Loop Guard He MoryT gencTBoBaTb Ha NOPT OAHOBPEMEHHO.

Loop Guard

MN3-3a cbBoss ogHOHaNpPaBfeHHOro KaHana root-nopT WM pPe3epBHblii MOPT CTaHOBUTCS
Ha3Ha4YeHHbIM MOPTOM U MEepPexoanT B COCTOSIHME MEePEechInky, ecrnv OH He nonyyaeT BPDU,
BbI3blBasA ceTeBYH neTno. Loop Guard aomkeH npegoTsBpatuts aTy npobnemy.

Ecnu nopt ¢ Loop GuardHe nonyyaet BPDU, nopt nepekntoyaeT CBOK pofb, HO OCTaeTcs B
COCTOSIHUM OTOpackbIiBaHUA 4O TeX Nop, noka He nony4ut BPDU 1 He nepecunTaeT spanning tree.

NPUMEYAHUE: moxHo Bkntountb Loop Guard rmobansHo nnv Ansa nopTa.

NMPUMEYAHUE: Root Guard 1 Loop Guard He moryT gencteoBaTb Ha NOPT O4HOBPEMEHHO.

NPUMEYAHUE: nepen nepesanyckom MSTP Ha nopTy nopT nepexoguT B COCTOsiHME
6nokmposkn B Loop Guard. Ecnu nopT no-npexHemy He nonyvaet BPDU nocne nepesanycka
MSTP, OH CTAQHOBUTCS Ha3HAYeHHbLIM NMOPTOM U NEepexoauT B COCTOSHUE nepecbinku. MNMoatomy
pekoMeHAyeTCs onpeaennTb NPUYNHY, MO KOTOPOKW NOPT NEPEXOAUT B COCTOsIHME BNOKMPOBKY B
Loop Guard, n yctpaHuTb onBKy kak MOXXHO ckopee nepe nepesanyckom MSTP. B npoTvBHOM
cnyyae nocne nepesanycka MSTP Tononorna spanning tree Bce paBHO CTaHET HEHOPMarbHON.
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MNMpo3payHasa nepegaya BPDU

B IEEE 802.1Q MAC-agpec nony4atensa 01-80-C2-00-00-00 BPDU ucnonb3yeTcs B kadecTBe
3apesepBUpoBaHHOrO agapeca. To ecTb YyCTpoucTBa, coBmecTumble ¢ |IEEE 802.1Q, He
nepecbinalT nonyyeHHble nakeTol BPDU. OpgHako ycTponcTBam MoOXeT noTpeboBaTbcs
npospayHas nepegaya naketos BPDU npu (aktnyeckom passepTbiBaHMM ceTu. Hanpumep,
ecnn STP OTKMOYEH Ha YCTPOWCTBE, YCTPOMCTBO [AOSMPKHO MPO3padvyHO nepenasaTtb MakeTbl
BPDU, 4Ttobbl spanning tree mexay yctponctsamu 6bino NpaBubHO paccymTaHo.

NMPUMEYAHUE: npo3payHasa nepegadvya BPDU oTkroveHa no yMonyaHumio.

NMPUMEYAHUE: npospayHas nepepada BPDU BcTynaet B cuny Tonbko Torga, korga STP
OTKMtoYeH. Ecnn Ha ycTponcTee BKNOYEH NpoTokon STP, OHO He nepefaeT Npo3payHo nakeTbl
BPDU.

TyHHenb BPDU

Cetb QinQ o06blMHO OenuTcs Ha ABe 4acTu: ceTb KnmneHTa u cetb SP. [lpexae uvem
nosib3oBaTenbCKU NakeT BonaeT B ceTb SP, OoH mHKancynupyetcs Terom VLAN cetn SP, a
Takke coxpaHaeT ucxogHoel Ter VLAN B KadyecTBe AaHHbIX. B pesynbTaTe nakeT cooepXuT aBe
meTkn VLAN ansa npoxoxgeHus vepes ceTb SP. B cetn SP nakeTbl nepegatoTcs TOMNbKO Ha
ocHoBe Tera VLAN BHeLllHero ypoBH4. Korga nakeTbl nokngatot ceTb SP, Ter VLAN BHeELIHEro
YPOBHS yaanseTcs.

OYHKUMA npo3padHon nepejaym naketoB STP, a uMeHHO TyHHenb BPDU, wmoxeTt
ncnonb3oBaTbCA AN peanu3aumm nepegayvm naketoB STP mexgy KnMeHTckon ceTbio 6e3
Kakoro-nmbo BnunsaHus Ha ceTb SP. Ecnun nakeT STP, oTnpaBneHHbIN U3 KIMEHTCKOW CETU, BXOOUT
B PE, PE meHsaeT MAC-agpec Ha3Ha4yeHus naketa Ha NpuBaTHbIA agpec OO TOro, Kak nakeT
Oynet nepeHanpaeneH cetbto SP. Koraa nakeT gocturaet PE Ha peer end, PE nameHsieT
MAC-agpec Ha3Ha4yeHus Ha obweaocTynHbin (public) agpec n Bo3BpalLaeT NakeT B KITMEHTCKYHO
ceTb Ha peer end, peanuays npospadHyto nepegady no cetn SP. B atom cnyyae STP B cetn
KIMEeHTa paccymTbiBaeTCca He3aBucuMo oT STP B ceTun nocTaBLLnKa CEPBUCOB.

10.2.7.2. CBA3aHHasA KOHdurypaums

Hactpowka PortFast
o [lo ymonuaHuio PortFast oTkntoyeH.

e B pexnme rnobanbHon KoHGUrypauum 3anyctute komaHgy spanning-tree portfast
default, 4tobbl BkNOUMTL PortFast Ha Bcex mopTax, U KOMaHgy no spanning-tree
portfast default, yTo6bI oTKNOUNTL PortFast Ha Bcex nopTax.

e B pexume koHdurypauum uHtepdenca sanyctute Komangy spanning-tree portfast,
yTobbl BKNOUMTL PortFast Ha nopTy, n Komangy spanning-tree portfast disabled,
4yTO6bI OTKNOYMTL PortFast Ha nopTy.

Hactpowka BPDU Guard

e BPDU Guard oTknto4eHa no ymon4aHuio.

e B pexume rnobanbHOM KOHMMUrypauum sanyctute KomaHgy spanning-tree portfast
bpduguard default, ytobbl BkntounTe BPDU Guard Ha Bcex nopTtax, U KoMaHay no
spanning-tree portfast bpduguard default, 4tobbl oTknounTe BPDU Guard Ha Bcex
nopTax.

o B pexume kKoHurypauum nitepdenca sanyctute kKomaHgy spanning-tree bpduguard
enabled, 4Ttobbl BknounTb BPDU Guard Ha nopTty, M KomaHgy spanning-tree
bpduguard disabled, 4To6bl oTknto4YMTL BPDU Guard Ha nopTy.

Hactpowka BPDU Filter

e [lo ymonuaHuio BPDU Filter oTkntoyeH.
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e B pexnme rnobanbHon koHGUrypaumm 3anyctute KoMaHgy spanning-tree portfast
bpdufilter default, ytobbl BkntounTe BPDU Filter Ha Bcex noptax, U koMaHgy no
spanning-tree portfast bpdufilter default, 4yto6bl oTkntounTe BPDU Filter Ha Bcex
nopTax.

e B pexume KoHdurypauumn nHtepdenca sanyctute komaHgy spanning-tree bpdufilter
enabled, 4yTobbl BkNtoumMTb BPDU Filter Ha nopTy, 1 komaHgy spanning-tree bpdufilter
disabled, utobbl oTknounMTe BPDU Filter Ha nopTy.

Hactpownka TC Protection
e TC Protection no ymon4aHuio oTKMo4YeHa.

e B pexume rnobanbHOM KOHGUrypauum 3anyctute KomaHay spanning-tree tc-
protection, ytobbl BkntounTb TC Protection Ha Bcex nopTax, u KOMaH4y no spanning-
tree tc-protection, ytobbl oTKMOUMTL TC Protection Ha Bcex nopTax.

e TC Protection MmoxeT 6bITb BKMOYEHA UK OTKMOYEHA TOMbKO rnobanbHo.
BknroyeHune TC Guard
e TC Guard no ymonyaHuto OTKINIO4YEHa.

e B pexunme rnobanbHOM KOHUrypaumMm 3anycTute KomaHgy spanning-tree tc-
protection tc-guard, 4Tobbl BkMouMTe TC Guard Ha Bcex nopTax, U KomaHgy no
spanning-tree tc-protection tc-guard, 4tobbl oTkntounTb TC Guard Ha Bcex nopTax.

o B pexunme koHdbUrypauum nHtepdpenca sanyctute KomaHay spanning-tree tc-guard,
4yTOGbI BKMtounTb TC Guard Ha nopTy, M KOMaHay no spanning-tree tc-guard, 4To6bI
oTkmtounTb TC Guard Ha nopry.

Hactpownka TC Filter
o [lo ymonuyaHuio TC Filter oTKNOYEH.

e B pexume koHpurypaumm nHtepdenica sanyctute komaHay spanning-tree ignore tc,
4yT0bbl BKMOuNTE TC Filter Ha nNopTy, M KOMaHAy NO spanning-tree ignore tc, 4To6bLI
OTKIOYUTL €ro Ha nopTy.

BkntoyeHne npoBepku ncxogHoro MAC-agpeca BPDU
o [lpoBepka ncxogHoro MAC-agpeca BPDU oTkntoyeHa no ymonyaHumio.

o B pexnme KoHpurypauum uHTepdenca sanyctute komaHgy bpdu src-mac-check
H.H.H, 4To6bI BKNtounTh NpoBepky ncxogHoro MAC-agpeca BPDU Ha nopTy, u KomaHay
no bpdu src-mac-check, 4Tobbl OTKNIOYUTL €€ Ha NopPTY.

Hactpownka Auto Edge
e Auto Edge OTKMOYEH NO YMONYaHWUIO.

o B pexunme koHdUrypaumm nHtepderca sanyctute komangy spanning-tree autoedge,
yTobbI BKNtOUMTL Auto Edge Ha nopTy, n KomaHnady spanning-tree autoedge disabled,
4YTOObl OTKMIOYMTL €ro Ha MopPTY.

Hactpownka Root Guard
o [lo ymonuaHmio Root Guard OTKmMoYeH.

e B pexume KoH(puUrypmpoBaHus uHTepdenca BbLINOMHUTE KOMaHZy spanning-tree
guard root, 4yTobbl BkNtounTb RoOOt Guard Ha nopTy, U KOMaHZy NO spanning-tree
guard root, 4Tobbl OTKMIOYMTL ee Ha NopTy.

HacTtpownka Loop Guard
e Loop Guard no ymonyaHuo OTKMOYEH.

o B pexume rmobanbHON KoHUrypaLmm 3anyctute komaHgy spanning-tree loopguard
default, ytobbl BKNtoUNTE LOoOp Guard Ha Bcex nopTtax, U KoMaHgy no spanning-tree
loopguard default, 4ToBbl OTKNOUYNTE €€ Ha BCEX NopTax.

Q
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B pexunme koHdurypauumn uHTepdenca sanyctute komaHgy spanning-tree guard
loop, 4TOGbI BKMOUNTL Loop Guard Ha nopTy, U komaHdy no spanning-tree guard
loop, 4TOBbI OTKNIOYUTL €€ Ha MOPTY.

HacTpouka npo3payHon nepegayum BPDU

lNpospayHas nepegada BPDU oTknNoyeHa No yMOyaHuio.

B pexume rnmobanbHoOM KoHurypaumm 3anyctute komaHay bridge-frame forwarding
protocol bpdu, 4Tobbl BKNIOUMTL Npo3payHyto nepegady BPDU, n komaHnay no bridge-
frame forwarding protocol bpdu, 4To6bl OTKMOUNTL ee.

lNpospayHas nepegayvya BPDU BcTynaeT B cumy TOMbKO Torga, korga STP OTKIIOYEH.
Ecnn Ha ycTponcTBe BKMtoYeH NpoTtokon STP, OHO He nepedaeT Npo3pavHO NakeThbl
BPDU.

Hactpownka BPDU-TyHHens

TyHHenbs BPDU No ymMonyaHuio OTKITHOYEH.

B pexume rnobanbHon KoHUrypaumm 3anyctute komaHgy |2protocol-tunnel stp,
4yTO6bI rmobanbHO BKkMNOYUTL BPDU-TyHHENb, U komaHay no |2protocol-tunnel stp,
4TO6bI rMoBanbHO OTKNIOYUTL €ro.

B pexume koHurypaumm uHTepdenca sanyctute komaHay |2protocol-tunnel stp
enable, yTo6bl BktounTb BPDU-TyHHENb Ha NopTy, 1 kKoMaHay no |2protocol-tunnel
stp enable, 4TOGbI OTKNIOYMTL €r0 Ha NOPTY.

TyHHens BPDU gencTtByeT TOMbKO B TOM Cflydae, €Cfv OH BKIIOYEH KaK B pexume
rno6anbHON KOHUrypaumm, Tak n B pexxume KoHurypauum nHtepderica.

10.3. KoHdpurypauusn

KoHdurypaums OnucaHue n KomaHaa
Bkntoyenne STP (O6saszatenbHO) VicnonbayeTca ansa BkntoyeHms STP
spanning-tree Bkntoyaetr STP n HacTpauBaeT
OCHOBHble aTpnbyThI
spanning-tree mode HacTtpauBaet pexum STP
HacTponka (OnumoHankbHo) Ucnonb3yeTca Ana COBMECTUMOCTM C YCTPONCTBaMMU

coBmecTumMocT STP | KOHKYpeHTOB

spanning-tree compatible | Bkntovaet pexnm
enable COBMECTUMOCTM nopTa

clear spanning-tree detected- | BoinonHseT o6sa3aTenbHyo
protocols npoBepky Bepcun gns BPDU

HacTtpovika pernoHa | (OnumoHanbHo) Mcnonb3yeTca Ans HacTponku permoHa MSTP

MSTP

spanning-tree mst configuration | Bxog B pexum KoHdurypaumm
MST

(@ arecy
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KoHdurypauus

OnucaHue n KomaHaa

BkntovyeHne ObicTpon
koHBepreHumn RSTP

(OnumoHanbHo) OH ucnonb3yeTcs Ansi HACTPONKN TOro, SIBASIETCA NN
TUN COeAMHEHUS NOPTa COeQUHEHNEM «TOYKA-TOYKa»

spanning-tree link-type

HactpanBaeT T1n kaHana

Hactpoiika
NpUoOpUTETOB

(OnumoHanbHO)  Mcnonb3yeTca  Ona HACTPOWKM  npuopuTeTa

KOMMyTaTOopa unv npuopurteTa nopra

spanning-tree priority HactpauBaeTt npuoputeT
KOMMyTaTopa

spanning-tree port-priority

HacTpavBaeT npuopuTeT nopra

yucna hop-oB  ans
naketa BPDU

HacTtpownka (OnuwmoHanbHo) Ncnonb3yeTca Anst HACTPOMKN CTOMMOCTM NyTU nopTa
CTOMMOCTM _MYTU K | WK MeToAa pacyeTa CTOMMOCTU MyTW NO YMOMYaHMUIO
nopTy
spanning-tree cost HacTtpavBaeT CcTOMMOCTb NyTK
nopta
spanning-tree pathcost method | HactpanBaet wmeTon pacuyeTta
CTOMMOCTM MYTW NO YMOSYaHUIO
HacTtponka (OnumoHanbHo) OH Mcnonb3yeTcs ANd HaCTPOWKM MaKCUManbHOro
MaKCHUMasibHOro yucna hop’oe naketa BPDU

spanning-tree max-hops

HactpanBaet MaKkcumanbHoe
KonnyectBo  hop’oB  naketa
BPDU

BkrnoyeHne dyHKLUN,
cBda3aHHbIX ¢ PortFast

(OnumoHankeHo) Ucnonb3yeTes ans
¢ PortFast

BKMOYEHMS OYHKLNIA, CBA3AHHbIX

spanning-tree portfast

BkntovyaeTt PortFast

spanning-tree portfast | Bkntouaetr BPDU Guard Ha Bcex
bpduguard default noprax

spanning-tree bpduguard | Bkntoyaet BPDU Guard Ha nopTy
enabled

spanning-tree portfast | Bknowaetr BPDU Filter Ha Bcex

bpdufilter default

noprax
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KoHdurypauus

OnucaHue n KomaHaa

spanning-tree
enabled

bpdufilter

Bkntowaet BPDU Filter Ha nopTty

BkrnoyeHne dyHKLUN,
cBa3aHHbIX ¢ TC

(OnumoHaneHo) UcnonbayeTcs 4ns BKNKOYEHNA PYHKUUIA, CBSA3aHHbIX

cTC

spanning-tree tc-protection

Bkntoyaet TC Guard

spanning-tree tc-protection tc-
guard

Bknioyaetr TC Guard Ha Bcex
noptax

spanning-tree tc-guard

Bkntouwaet TC Guard Ha nopTy

spanning-tree ignore tc

BkntoyaeT TC Filter Ha nopTy

BkntoyeHue
MpoBEPKN MCXOOHOro
MAC-agpeca BPDU

(OnumoHanbHo) Ncnonb3dyeTca aAns BKIHOYEHUA NPOBEPKN MCXOLHOI0

MAC-agpeca BPDU

bpdu src-mac-check

BkntoyaeT npoBepKy UCXOOHOro
MAC-agpeca BPDU Ha nopty

HacTtporika Auto

Edge

(OnuwmoHanbHo) MicnonbayeTcsa Ans

HacTpouku Auto Edge

spanning-tree autoedge

Bkniovaet Auto Edge Ha nopry.
JTa (yHKUMS BKNOYEHa Mo
YMONYaHUIO

BkntoyeHve dyHKLUNA,

cBda3aHHbIX ¢ Guard

(OnumoHanbHO) Wcnonb3yetca Ana BkAyeHus dyHkuun Guard

nopToB

spanning-tree guard root

Bkntoyaet Root Guard Ha nopTy

spanning-tree loopguard default

Bkntovaet Loop Guard Ha Bcex
noprax

spanning-tree guard loop

BkntoyaeT Loop Guard Ha nopty

spanning-tree guard none

OTkntovaet
nopta

dyHkumio  Guard

@ §) QTECH

MWP [OCTYMNHEE

262




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika MSTP W
KoHdurypauus OnucaHuve n KomaHaa
BkntoyeHne (OnuuonanbHo) Wcnonb3yeTcsa ans  BKNOYEHUST  MPO3payHOn
npo3pa4vyHomn nepegayn BPDU
nepenayv BPDU
bridge-frame forwarding | Bkntovaet Npo3payHyto
protocol bpdu nepenayy BPDU

Bknoyenne  BPDU- | (OnuuoHanbHo) Ncnonb3yetcsa ans BknoveHusa TyHHens BPDU
TyHHens

I2protocol-tunnel stp Bknioyaetr  TyHHenb BPDU
rno6anbHo

I2protocol-tunnel stp enable Bkniowaet BPDU-TyHHENb Ha
nopTy

I2protocol-tunnel stp tunnel- | HactpanBaer npo3payHbii

dmac agpec nepegaymn TyHHenst BPDU

10.3.1. BknroyeHue STP
10.3.1.1. cpheKkT KoHduUrypaumm

e  Bkntounte STP rmobanbHO 1 HAaCcTPOWTE OCHOBHLIE aTPMOYTHI.
e Hactporite pexum STP.

10.3.1.2. MpumeyvaHusn
e STP no ymonuyaHuto oTkntodeH. [Mocne BknwodeHns STP yCTpOWCTBO HauyMHaeT
pabotatb ¢ STP. Yctponcteo ucnonbdyet MSTP no ymonyanutio.
e Pexvum STP no ymonyanuio — pexum MSTP.

e STP u npospayHoe coeauHeHve MHoOxecTBa KaHanoB (TRILL) ueHTpa obpaboTku
AaHHbIX HEe MOryT BbITb BKIMOYEHBI OAHOBPEMEHHO.

e [lapameTpbl Tanmepa STP BCTynatoT B cuiy TOMbKO TOrga, korga ycTponcTBo BblOpaHo
B kayecTtBe root bridge spanning tree. To ecTtb napameTpbl TanmMmepa He root bridge
AOJIDKHbI UCMOMb30BaTb 3HAa4YEHUs Tanmepa root bridge.

10.3.1.3. lLaru HacTpounku

BkntoyeHne STP
e ObgaszartenbHbIn.
e  Ecnu He ykasaHo UHoe, BKtoumMTe STP Ha KaXXaoMm yCTpOMCTBe.

e 3anyctute spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds ] ans BkrtoYeHns STP 1 HAaCTPONKM OCHOBHbIX aTpUByTOB.

NMPUMEYAHUE: BbinonHeHne komMaHa clear MOXeT NPUBECTU K NOTepe XU3HEHHO BaXXHOW
nHopMaLmm 1, TakuMm obpas3om, K npepbiBaHUO paboTbl cepBUCOB. [uanasoHbl 3HAYEHWN
forward-time, hello-time n max-age cssa3aHbl. ECnin 1aMeHUTbL OOUH 13 HUX, 3TO NOBMNSAET Ha ABa
APYrMx guanasoHa.OTm TpU 3HAYEHUA [OOSMKHbI COOTBETCTBOBATh CredyloLlemy YCroOBUIO:
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2x(Hello Time + 1 cekyHga) < Max-Age Time < 2x(Forward-Delay Time — 1 cekyHga). B
NPOTMBHOM CIly4ae TOMosiornsa MoXeT CTaTb HECTabubHON.

KomaHga spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds | tx-hold-count numbers]

Onuncanwne forward-time seconds: ykasbiBaeT MHTEPBaN U3MEHEHNS COCTOSAAHMS MOpPTa.

napameTpoB 3HauveHue Bapbupyetca oT 4 oo 30 cekyn. 3HayeHue Mo yMOnYaHui —

15 cekyHA.

hello-time seconds: ykasbiBaeT WHTepBan, Yepe3 KOTOPbIN YCTPOWCTBO
otnpasnseTr naketT BPDU. [Ouana3oH 3HayeHun oT 1 go 10 cekyHa.
3HayeHre No yMonyaHumo — 2 cekyHabl.

max-age seconds: ykasbiBaeT caMoe AJIMHHOE BpeMsi XXU3HK naketa BPDU.
3HauveHune Bapbupyetcs oT 6 ao 40 cekyHa. 3HayeHue no ymonvyaHuio —
20 cekyHA.

tx-hold-count numbers: ykasbiBaeT MakcumarnbHoe konuvectso BPDU,
oTnpasnsemMbiX B cekyHay. [uanasoH 3HadvyeHun ot 1 go 10. 3HaveHune no
yMon4aHuo — 3

Mo ymonyaHuio

STP no ymonyaHuto oTKmnoveH

KomaHgHbIn
peXnm

Pexwnm rmobanbHon KoHdUrypaumm

Pykosoacteo no
NCMNOMb30BaHUIO

[nanasoHbl 3Ha4eHun forward-time, hello-time n max-age cessaHbl. Ecnn
N3MEHUTb OAMH W3 HUX, 3TO NOBMMWSAET Ha ABa APYrMX AMana3oHa.dTu Tpu
3Ha4yeHMs OOIKHbl COOTBETCTBOBATb creaywouwemy ycnosuto: 2%(Hello
Time + 1 cekyHga) < Max-Age Time =< 2x(Forward-Delay Time — 1
cekyHaa). B npoTuBHOM crnyyae Tonomnornst MOXeT cTaTb HecTaburibHOM

HacTtpoika pexuma STP
e  OnuuoHanbHo.

e CornacHo poacTBeHHbIM cTaHaapTam npoTtokona 802.1, STP, RSTP n MSTP B3aumHo
COBMECTMMbl U He TpebylT HacTpomku agmuHuctpatopoMm. OpHako yCTpoMCTBa
HEKOTOPbIX MOCTaBLUMKOB He paboTalT B COOTBETCTBUM CO CTaHAapTamu NpoToKona
802.1, 4TO MOXeT npmBecTU K HecoBmecTuMocTU. MNoatomy QTECH npegoctaBndaet
aAMUHUCTPATOPY KOMaHAy nepekniountb pexum STP Ha 6onee HU3KyH BEpPCUIo, ecnn
YCTPOWCTBA ApYrux npomssoamrenen HeCoBMeCTUMbI ¢ ycTponctesamm QTECH.

e 3anyctute spanning-tree mode [ stp | rstp | mstp ] Ans nameHeHuns pexvma STP.

KomaHpa spanning-tree mode [ stp | rstp | mstp ]
OnwucaHve stp: npotokon spanning tree (IEEE 802.1d)
napameTpoBs

rstp: npotokon 6eicTporo spanning tree (IEEE 802.1w)
MStp: NPOTOKON MHOXEeCTBEHHOro spanning tree (IEEE 802.1s)

Mo ymonyaHuio

3HaueHue Nno ymonyaHuio — mstp
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KomaHgHbIn
pexmm

Pexnm rmobanbHon KoHdUrypaumm

PykosoacTteo no
NCNonNb30BaHWIO

OpHako  yCTpOMCTBA HEKOTOPbIX MNOCTaBLIMKOB He paboTawT B
COOTBETCTBMM CO cTaHAapTamu npotokona 802.1, 4To MOXET NpUBECTU K
HecoBMecTUMOCTU. Ecnn  ycTponcTBa  gpyrmx  npounsBoguTenemn
HecoBMeCcTUMbI ¢ ycTponctBammn QTECH, 3anyctute aTy komaHgy, 4Tobbl
nepekniounTb pexum STP Ha 6onee HMU3Ky0 BEPCUIO

10.3.1.4. NpoBepka

OTo6pa3snte KoHUrypauuio.

10.3.1.5. CBA3aHHblIe KOMaHAbI

Hactpownka STP

KomaHpa

spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds | tx-hold-count numbers]

Onucanve
napamMmeTpoB

forward-time seconds: ykasbiBaeT MHTEPBAI U3MEHEHNSA COCTOSAHMS MOpPTa.
3HauveHune Bapbupyetca oT 4 oo 30 cekyH. 3HaYyeHMe Mo yMOMYaHui —
15 cekyHa

hello-time seconds: ykasbiBaeT UHTepBan, Yepe3 KOTOPbIN YCTPOWCTBO
otnpasnseTr naket BPDU. [OuanasoH 3HayeHun oT 1 go 10 cekyHa.
3HayeHre No yMonyaHno — 2 cekyHabl.

max-age seconds: ykasbiBaeT cambii gnuvHHbin TTL naketa BPDU. 310
3HayeHue konebnetcsa ot 6 0o 40 cekyHA. 3HavyeHMe MO yMONYaHul —
20 ceKkyHg.

tx-hold-count numbers: ykasbiBaeT MakcumarnbHoe konuvectso BPDU,
oTnpasnsemMbix B cekyHay. [uanasoH 3HadveHun ot 1 go 10. 3HaveHune no
ymMonyaHuio — 3

KomaHgHbIn
peXnm

Pexwnm rnobanbHon KoHUrypaumm

PykoBoactBo no
NCNoNb30BaHWIO

IOwnana3oHbl 3HaveHun forward-time, hello-time, and max-age cBsi3aHbl.
Ecnu nameHnTb 0AMH U3 HUX, 3TO NOBNUSIET HA ABa APYrnx AnanasoHa. ATn
TPW 3HAYEHUSA AOMKHbI COOTBETCTBOBATL CrieAyoLeMy YCITOBUIO:

2x(Hello Time + 1 cekyHpa) < Max-Age Time < 2x(Forward-Delay Time — 1
cekyHaa)

B npoTmBHOM cnyyae TOMOMOrMA MOXET CTaTb HecTabunbHoOW, WU
KOHUrypauusa He 6yaet paboTatb
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HacTtpowka pexunma STP

KomaHga spanning-tree mode [ stp | rstp | mstp ]
Onuncanwne stp: npoTokon spanning tree (IEEE 802.1d)
fnapamerpos rstp: npotokon 6eicTporo spanning tree (IEEE 802.1w)
Mstp: NPOTOKON MHOXECTBEHHOro spanning tree (IEEE 802.1s)
KomaHaHbIn Pexum rmobanbHon KoHdUrypaumm
pexvm

PykoBoacteo no
MCMOJIb30BaHUIO

OgHako  yCTpoMCTBa HEKOTOPbIX MOCTaBLWMKOB He paboTaloT B
COOTBETCTBMM CO cTaHdapTamu npotokona 802.1, 4TO MOXET NPUBECTU K
HecoBMmecTUmMocTW. Ecnn  ycTpouctBa  Opyrux  Mpouw3BOAUTENEn
HecoBMeCcTUMbI ¢ ycTponctBamm QTECH, 3anyctute aTy komaHay, 4YToObI
nepekniounTb pexum STP Ha 6onee HU3Ky0 BEPCULO

10.3.1.6. NMpumep KoHcpUrypaumm

BknioyeHne STP 1 HacTponKa napamMmeTpoB Taumepa

CueHapui:
G on G 0/2
G on G 0/2
PucyHok 10-20.
LWarn Bkntounte STP u yctaHosute pexxum STP Ha STP Ha ycTponcTtsax.
HaCTpOMKM Hactpoiite napameTtpbl TaiiMepa root bridge DEV A cneayowmm
o6pasom: Hello Time =4 ¢, Max Age = 25 ¢, Forward Delay = 18 ¢

DEV A War 1. Bknounte STP 1 yctaHosuTe pexum STP Ha STP.

QTECH#configure terminal
BBeguTe KkoMaHabl KOHUrypaLmu, no ogHon B ctpoke. KoHew, ¢ CNTL/Z.
QTECH(config)#spanning-tree
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QTECH(config)#spanning-tree mode stp

LWar 2. HactponTte napameTpbl Tanmepa root bridge DEV A.
QTECH(config)#spanning-tree hello-time 4
QTECH(config)#spanning-tree max-age 25
QTECH(config)#spanning-tree forward-time 18

DEV B

Bkntounte STP n yctaHoBuTe pexum STP Ha STP.
QTECH#configure terminal

BeeguTte komaHabl KOHUrypawmm, no ogHou B ctpoke. KoHew ¢ CNTL/Z.
QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mode stp

MpoBepka

3anyctute komaHgy show spanning-tree summary, 4Tto6bl 0TOGpPa3nTb
TONOMOrn spanning tree n napameTpbl KOHPUrypaLmm npoTokona

DEV A

QTECH#show spanning-tree summary

Spanning tree enabled protocol stp
Root ID Priority 0

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 0
Address 08c6.b3.3344

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 128 False P2p
Gi0/1 Desg FWD 20000 128 False P2p

DEV B

QTECH#show spanning-tree summary

Spanning tree enabled protocol stp
Root ID Priority 0
Address 08c6.b3.3344

this bridge is root
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Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 32768
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Altn BLK 20000 128 False P2p Bound(STP)
Gi0/1 Root FWD 20000 128 False P2p Bound(STP)

10.3.2. HacTtpouka coBmectumoctu STP

10.3.2.1. cpheKkT KoHduUrypaumm

BkrtounTe pexum coBMEeCTUMOCTW nopTa, Y4Tobbl peanu3oBaTb B3aMMOCBSA3b MeXAy
ycTporctBamm QTECH un ycTponcTBamu gpyrx nocTaBLUUKOB YCYT.

Bkniounte murpauumio nNpoTokona, 4YToObl BbIMOMHUTL MNPUHYOUTENBHYIO MPOBEPKY
BEpPCUMU, YTOObI NOBNMATL HA COBMECTMMOCTb Mexay RSTP n STP.

10.3.2.2. NpumeyvaHusn

Ecnv gna noprta BKMHOYEH PEXUM COBMECTUMOCTW, 3TOT nopT Oyaetr [obaBnAtb
pasnuynyto nHgopmauuio MSTI B nognexawmn otnpaske BPDU Ha ocHOBe TekyLlero
nopta, 4tobbl peanu3oBaTb B3aMMOCBA3b Mexay YyctponctBamm QTECH wu
YCTPONCTBaMM OPYrMx NOCTaBLLMKOB YCIYT.

Mpn BKNOYEHUN COBMECTUMOCTM Ha NOpTy ybeauTecb, YTO ANs nopTa ykasaHa
npasunbHas MHgopmMaums ob obpeske (trimming information) VLAN. PekomeHgyeTcs
HacCTpouTb cornacoBaHHble cnuckn VLAN anst nopToB Ha 060onx KOHLAX kaHana.

10.3.2.3. lLaru HacTpounku

BkrnoyeHne pexmma COBMeCTUMOCTU Ha NOPTY
OnumoHanbHo.

Hactpowka murpauum npotokona

OnumoHanbHo.

Ecnu peer-yctponcteo nogaepxmnsaet RSTP, Bbl MOXeTe BKMOYMTL NPOBEPKY BEPCUN
Ha fiokanbHOM YCTPONCTBeE, YTOObI ABa yCTpoKCTBa 3anyckanu RSTP.

10.3.2.4. NpoBepka

OTob6pa3snte KoHUrypauuio.
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10.3.2.5. CBA3aHHble KOMaHAbI

BkniouyeHue

pexnMma CoBMeCTUMOCTU Ha NOPTY

KomaHga

spanning-tree compatible enable

Mo ymonyaHuio

Pexxnm coBMECTMMOCTN OTKNIOYEH ANs nopTa rno ymon4aHuro

KomaHnaHbIn
pexunm

Pexnm koHdurypaumm nHtepdenca

PykoBoacTBo Mo

Ecnu ansa nopTta BKIKOYEH peXunMm COBMECTUMOCTWU, ITOT MNOPT 6y/:|,eT

ncnomnb3oBaHuio | 0o6aBnATb pasnuyHyto mHdopmauuio MSTI B nognexawmi otnpaBke
BPDU Ha ocHoBe Tekywero noprta, 4tobbl peannsoBaTb B3aWMOCBS3b
mexay yctporcteamm QTECH n ycTponctBammn Apyrux nocTaBLLMKOB yCryr

BkrnoyeHne murpauum npoTtokona

KomaHga clear spanning-tree detected-protocols [ interface interface-id ]
Onucanwue interface interface-id: ykasbiBaeT nopT

napameTpoB

KomaHaHbIn MpuBunernpoBaHHbIn pexxum EXEC

peXunm

PykoBoactBo no
NCNonNb30BaHWIO

OTa KomaHaa ucnonb3yeTca AN Toro, YTobbl 3acTaBUTb NOPT OTNPaBNATb
nakeTbl RSTP BPDU v BbINONHATL UX NPUHYANTENBHYIO NPOBEPKY

10.3.2.6. NMpumep KoHcpUrypaumm

BknroyeHue
CueHapui:

coBMecTumocTu ¢ STP

G 0/2

G 0/2

PucyHok 10-21.
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Larm

e Hactponte ak3emnnapbl 1 n 2 Ha ycTponcteax A n B 1 conoctaebte

HaCTPOWKK ak3emnnsap 1 ¢ VLAN 10, a akzemnnsap 2 ¢ VLAN 20.
e Hactponte Gi0/1 n Gi0/2, 4TOGbl OHM NpUHagNexXann cCoOOTBETCTBEHHO
VLAN 10 n VLAN 20, n BkntoynTe coBMmecTumocTb ¢ STP
DEV A

War 1. Hactponte ak3semnnsapbl 1 n 2 n conoctaBbTe ak3emnnspbl 1 n 2
cootBeTcTBeHHO ¢ VLAN 10 n 20.

QTECH#configure terminal

BeeguTte komaHabl KOHUrypaumm, no ogHon B cTpoke. KoHew, ¢ CNTL/Z.
QTECH(config)#spanning-tree mst configuration
QTECH(config-mst)#instance 1vlan 10
QTECH(config-mst)#instance 2 vlan 20

War 2. Hactponte VLAN, K KOTOPOW MpUHALMNEXWUT MnopT, W BKIOYUTE
STP-cOoBMECTUMOCTb Ha NopTy.

QTECH(config)#int gi 0/1

QTECH(config-if-GigabitEthernet 0/1)#switchport access vlan 10
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree compatible enable
QTECH(config-if-GigabitEthernet 0/1)#int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)#switchport access vlan 20
QTECH(config-if-GigabitEthernet 0/2)#spanning-tree compatible enable

DEV B BbinonHute Te xe gencrteusa, 4to u ana DEV A

lMpoBepka | 3anyctute komaHay show spanning-tree summary, 4TOObl MNPOBEPUTL
NpaBUNbHOCTL pacyeTa ToNonorMn spanning tree

DEV A QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Bridge ID Priority 32768
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
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Interface Role Sts Cost Prio OperEdge Type
Gi0/2 Desg FWD 20000 128 False P2p
Gio/N Desg FWD 20000 128 False P2p

MST 1 vlans map : 10
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge  Type

MST 2 vlans map : 20
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge Type
Gi0/2 Desg FWD 20000 128 False P2p
DEV B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
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Bridge ID Priority 32768
Address 08c6.b3.3344
Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec
Interface Role Sts Cost Prio OperEdge Type
Gi0/2 Altn BLK 20000 128 False P2p
Gio/1 Root FWD 20000 128 False P2p

MST 1 vlans map : 10

Region Root Priority 32768
Address 08c6.b3.78cc
this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type

Gio/1 Root FWD 20000 128 False P2p

MST 2 vlans map : 20
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge  Type

Gi0/2 Root FWD 20000 128 False P2p
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10.3.3. HacTtpouka pernoHa MSTP

10.3.3.1. cpheKkT KoHDUrypaumm

Hactponte permoH MSTP, 4ToObl onpeaenutb, Kakme yCTpoOMCTBA NPUHaanexart K ogHOMY M
TOMY e pernoHy MSTP 1 TemM caMbiM NOBSIUATE HA TOMOSOMMIO CETU.

10.3.3.2. NpumeyaHusn

e  YT10Obl HECKOMBbKO YCTPOWCTB MpuUHAAnexann K ogHOMY M TOMYy Xe pernoHy MSTP,
HacTpoWTe ANs HUX O4HO U TO Xe UMSA, HOMep Bepcun u Tabnuuy conocTaBreHus
ak3emnnapos u VLAN.

e  Bbl MOXeTe HacTpouTb BUPTYyarnbHble foKanbHble ceTu ans ak3emnisipos ¢ 0 no 64, a
3aTeM OCTaBLUMECS BMPTYaribHble rokanbHble ceTu ByayT aBTOMaTUYECKU BblOENeHbl
Ans ak3emnnsipa 0. OgHa BMpTyanbHasi nokanbHasi CeTb NPUHAANEXMUT TONIbKO OAHOMY
aK3eMnnspy.

e Tabnuuy conoctaBneHus ak3emnnsap-VLAN pekomeHaoyeTcss HacTpaumBaTb nocrne
oTkrntoyeHuss STP. [locne HacTpowku cHoBa Bknounte MSTP, yTobbl 06ecneynTb
CTabUnbHOCTb N KOHBEPTeHLMIO TOMOMornm ceTu.

10.3.3.3. lLaru HacTpounku

Hactpowka permoHa MSTP
e  OnuuoHanbHo.

e HacTtponTe pernoH MSTP, eCcnum HECKONBLKO YCTPONCTB AOSMKHbI NpUHaanexaTb OgHOMY
pernoHy MSTP.

10.3.3.4. NpoBepka

OT1obpasnte kKoHGUrypaumio.

10.3.3.5. CBA3aHHblIe KOMaHAbI

Bxopa B pexxum HacTpouku permoHa MSTP
e  OnuyuoHanbHo.

e HactponTte pernoH MSTP, ecrnv HECKOMNBbKO YCTPOWUCTB AOSMKHbI NPUHAaANEeXaTb OAHOMY
pernoHy MSTP.

e 3anyctute KomaHgy spanning-tree mst configuration, 4ytoObl BOWTU B pexum
KOHpurypauum MST.

e 3anyctute KomaHgy instance instance-id vlan vlan-range, 4TO06bLI HacTpouTb
conocrtaesneHne MSTI-VLAN.

e 3anyctuTe kOMaHgy hame name, 4Tobbl HacTpoutb UMa MST.
e 3anycTtuTe kOMaHgy revision version, 4Tobbl HACTpOUTbL HOMep Bepcun MST.

KomaHnga spanning-tree mst configuration
KomaHaHbIn Pexvm rnobanbHon KoHdUrypaumm
pexvm

PykoBoacteso no | 3anyctute aTy kKoMaHay, 4Tobbl BOUTU B pexunm koHdpurypauum MST
NCMNonb30BaHWIO
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Hactpowka conoctaBneHus aksemnnspa m VLAN

KomaHpa instance instance-id vlan vlan-range
Onucanve instance-id: ykasbiBaeT ngeHtudgpukarop MSTI B guanasoHe ot 0 oo 64.
napamMmeTpoB

vlan-range: ykasbiBaeT ngeHtudukatop VLAN B gnanasoHe ot 1 go 4094

Mo ymonyaHuio

ConoctaeneHnune ak3emnnap-VLAN no ymonuaHmio takoso, 4to Bce VLAN
HaxoaAaTcs B ak3emnisipe 0

KomaHgHbIn
pexmm

Pexxum koHdurypaumm MST

PykosoacTteo no
NCNonNb30BaHWIO

YUT06bl fO6aBUTL rpynny VLAN B MSTI, BbInoOnHUTE 3Ty KOMaHAY.
Hanpumep,

instance 1 vlan 2-200: po6asnset VLAN 2—200 k akzemnnspy 1.
instance 1 vlan 2,20,200: go6asnsiet VLAN 2, 20 1 200 k sk3emnnsapy 1.

Bbl MOXeTe ucnone3oBatb PopMy No aTon komaHabl Ans yaanedns VLAN
13 ak3emnnapa. YaganeHHsle VLAN aBTOMaTMYeCKkM nepeHanpasnanTcs B
aksemnnap 0

Hactpowka umenn sepcun MST

KomaHga name name
Onucanve name: ykasbiBaeT numsa MST. OH cocTouT makcumym m3 32 6antos
napameTpoB

Mo ymonyanuio

Nmsa no ymMmon4yaHuio npencrasndaeTt cobon NyCTYyHO CTPOKY CMMBOJ10B

KomaHgHbIn
peXxnm

Pexum koHdurypaumm MST

Hactpownka Homepa Bepcun MST

KomaHpa revision version
Onucanve version: ykasbiBaeT Homep Bepcum MST B gmanasoHe ot 0 oo 65535
napameTpoB

Mo ymonuyaHuio

Homep Bepcuum no ymonyaHmo — 0

KomaHgHbIn
pexnm

Pexum koHdurypauum MST

(@ arecy
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10.3.3.6. NpoBepka

e Otob6pasnTte kKOHGUrypaumio.

e 3anyctute komaHgy show spanning-tree mst configuration, 4tobbl oTobpa3uTb
KOHcpurypauuio permoHa MSTP.

10.3.3.7. Npumep KoHcpUurypaumum

BknioyeHne MSTP pana poctuxkeHua OGanaHcupoBKkM Harpy3km VLAN B
Tononoruv MSTP+VRRP

Cuenapun:
—]
coz \J G0
G0/ G0/M1
C GO0/3 D GO0/3
Mone3oeaTtens 1 MNonb3oBaTtens 2
PucyHok 10-22.
Warn e  Bknounte MSTP 1 cosgante aksemnnsapbl 1 n 2 Ha kommyTaTopax A, B,
HaCTPOWKK CwuD.
e HacTtponte kommyTaTop A B kKadecTBe root bridge ansa aksemnnspos 0 1
1, a kommyTaTop B — B kavecTBe root bridge ons aksemnnsapa 2
e Hactpounte kommyTaTtop A B kadectBe master-yctponctea VRRP ans
cetenn VLAN 1 1 10, a kommyTaTtop B — B kayecTBe master-yctponcraea
VRRP ans cetn VLAN 20
A War 1. Hactponte VLAN 10 n 20 n HacTpouTe nopTbl Kak MarumcrpasibHble

nopTbl.
A(config)#vlan 10
A(config-vlan)#vlan 20
A(config-vlan)#exit
A(config)#int range gi 0/1-2
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A(config-if-range)#switchport mode trunk
A(config-if-range)#int ag 1
A(config-if-AggregatePort 1)# switchport mode trunk

LWar 2. Bkntounte MSTP 1 cosgante ak3emnnsipbl 1 1 2.
A(config)#spanning-tree
A(config)# spanning-tree mst configuration
A(config-mst)#instance 1 vlan 10
A(config-mst)#instance 2 vlan 20

A(config-mst)#exit

War 3. HacTtporite kommyTaTop A B KadecTBe root bridge aksemnnapos 0 u 1.
A(config)#spanning-tree mst 0 priority 4096
A(config)#spanning-tree mst 1 priority 4096
A(config)#spanning-tree mst 2 priority 8192

LWar 4. Hactponte npuoputetol VRRP, 4To6bI KOMMYyTaTop A MOr AeNCTBOBaTb
kak master-yctponctso VRRP B cetn VLAN 10, n HacTtponTte IP-agpec
BMpTyanbHoro wro3a VRRP.

A(config)#interface vlan 10

A(config-if-VLAN 10)ip address 192.168.10.2 255.255.255.0
A(config-if-VLAN 10) vrrp 1 priority 120

A(config-if-VLAN 10) vrrp 1ip 192.168.10.1

War 5. YcranHoBute gna npuoputeta VRRP 3HadeHne no ymonyanmio 100,
yTO6blI KOMMYTaTOp A MOr OEencTBOBaTb KaK pPe3epBHOE YCTPOMCTBO
VRRP ans VLAN 20.

A(config)#interface vlan 20
A(config-if-VLAN 20)ip address 192.168.20.2 255.255.255.0
A(config-if-VLAN 20) vrrp 1ip 192.168.20.1

War 1. Hactponte VLAN 10 n 20 n HacTpouTe nopTbl Kak MaructparbHble
nopThbl.

B(config)#vlan 10
B(config-vlan)#vlan 20
B(config-vlan)#exit
B(config)#int range gi 0/1-2

B(config-if-range)#switchport mode trunk
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B(config-if-range)#int ag 1
B(config-if-AggregatePort 1)# switchport mode trunk

War 2. Bkntounte MSTP 1 cosgante ak3emnnsipbl 1 1 2.
B(config)#spanning-tree
B(config)# spanning-tree mst configuration
B(config-mst)#instance 1 vlan 10
B(config-mst)#instance 2 vlan 20

B(config-mst)#exit

War 3. Hactporite kommyTaTop A B KadecTBe root bridge aksemnnsapa 2.
B(config)#spanning-tree mst 0 priority 8192
B(config)#spanning-tree mst 1 priority 8192
B(config)#spanning-tree mst 2 priority 4096

War 4. HactponTte IP-agpec BnpTyanbHoro wnto3a VRRP.
B(config)#interface vlan 10
B(config-if-VLAN 10)ip address 192.168.10.3 255.255.255.0
B(config-if-VLAN 10) vrrp 1ip 192.168.10.1

War 5. YctaHoBuTe gns npuoputeta VRRP 3HadeHune 120, 4To6bl KOMMYTaTOP
B mor gencrteoBathb Kak pesepsHoe ycTponcteo VRRP gns VLAN 20.

B(config)#interface vlan 20

B(config-if-VLAN 20)vrrp 1 priority 120

B(config-if-VLAN 20)ip address 192.168.20.3 255.255.255.0
B(config-if-VLAN 20) vrrp 1ip 192.168.20.1

War 1. Hactponte VLAN 10 n 20 n HactponTe NopTbl Kak MaructpasrbHble
nopTbl.

C(config)#vlan 10
C(config-vlan)#vlan 20
C(config-vlan)#exit
C(config)#int range gi 0/1-2

C(config-if-range)#switchport mode trunk

War 2. Bkntounte MSTP n cosgante aksemnnisipbl 1 1 2.
C(config)#spanning-tree
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C(config)# spanning-tree mst configuration
C(config-mst)#instance 1 vlan 10
C(config-mst)#instance 2 vlan 20

C(config-mst)#exit

War 3. Hactponte nopt, coeauHsaowmn yctponctBo C  Hanpsmyo C
nonb3oBatenamu, kak nopt PortFast n Bknounte 3awmuty BPDU.

C(config)#int gi 0/3
C(config-if-GigabitEthernet 0/3)#spanning-tree portfast
C(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable

D BbinonHuTe Te e OencTBus, 4To U ans yctponctea C
MNpoBepka e 3anyctute komaHgy show spanning-tree summary, 4ToObl NPOBEPUTL
NpaBUNbHOCTb pacyeTa TONonorMn spanning tree.
e 3anyctute komaHgy show vrrp brief, 4yTo6bl NpoBEPUTL, YCNELLIHO NN
Cco3aHbl OCHOBHble/pe3epBHble ycTponcTea VRRP
A QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096
Address 08c6.b3.3344
this bridge is root
Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec
Bridge ID Priority 4096
Address 08c6.b3.3344

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type
Agl Desg FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

MST 1 vlans map : 10
Region Root Priority 4096
Address 08c6.b3.3344

this bridge is region root
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Bridge ID Priority 4096
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type
Agl Desg FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

MST 2 vlans map : 20

Region Root Priority 4096
Address 08c6.b3.78cc
this bridge is region root

Bridge ID Priority 8192
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type
Agl Root FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p
B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec
Bridge ID Priority 8192

Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max
Age 20 sec
Interface Role Sts Cost Prio OperEdge  Type
Agl Root FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p
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MST 1 vlans map : 10

Region Root Priority 4096
Address 08c6.b3.3344
this bridge is region root

Bridge ID Priority 8192
Address 08c6.b3.78cc

Interface  Role Sts Cost Prio OperEdge Type
Agl Root FWD 19000 128 False P2p
Gio/ Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

MST 2 vlans map : 20

Region Root Priority 4096
Address 08c6.b3.78cc
this bridge is region root

Bridge ID Priority 4096
Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge Type

Agl Desg FWD 19000 128 False P2p

Gi0/1 Desg FWD 200000 128 False P2p

Gi0/2 Desg FWD 200000 128 False P2p
C QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 32768
Address 08c6.b3.00ea
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio Type OperEdge
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Fa0/2 Altn BLK 200000 128 P2p False
Fa0/1 Root FWD 200000 128 P2p False
MST 1vlans map : 10
Region Root Priority 4096

Address 08c6.b3.3344

this bridge is region root
Bridge ID Priority 32768

Address 08c6.b3.00ea
Interface Role Sts Cost Prio Type OperEdge
Fa0/2 Altn BLK 200000 128 P2p False
Fa0/1 Root FWD 200000 128 P2p False

MST 2 vlans map : 20
Region Root Priority 4096
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.00ea

Interface  Role Sts Cost Prio Type OperEdge
Fa0/2 Root FWD 200000 128 P2p False
Fa0/1 Altn BLK 200000 128 P2p False

D OnyLeHo

10.3.3.8. PacnpocTpaHeHHble OWnobKn

o  KoHdurypaumm pernoHa MST HecoBMeCTUMbI ¢ Tononorven MSTP.
VLAN He co3gatotca 4O TOro, KakK Bbl HACTPOUTE CONOCTaBNEHME MEXOY 9K3EMMIIAPOM

n VLAN.

spanning tree B COOTBETCTBUN C anroputMamm pasHbix permoHos MST.

Yctponctso 3anyckaet STP unu RSTP B Tononorum MSTP+VRRP, HO BbluucnseT

QTECH
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10.3.4. Bknro4yeHue 6bicTpon KoHBepreHumn RSTP

10.3.4.1. cpheKkT KoHDUrypaumm

HacTtponTe Tvn kaHana, 4Tobbl 06ecnevnTb BbICTpyto cxogumMocTb RSTP.

10.3.4.2. NMNpumeyaHun

Ecnu TMn coeamHeHusa nopta — coeguHeHne «Todka-Todka», RSTP moxeT ObicTpo
cxoauTtbes. [lononHuTenbHble cBegeHus cM. B pasgene [NpuHumn pabotbl «bbicTpas
KoHBepreHumss RSTP». Ecnn Tvn  coednHeHWs He HacTpOeH, YCTPOWCTBO
aBTOMaTMYeCcKn yCTaHaBnMBaeT TUM COEAUHEHWA B 3aBMCUMOCTWU OT AOYMMEKCHOro
pexxuma nopta. Ecnu nopt HaxoouTcA B NOSTHOAYMNNEKCHOM peXume, YCTPOWUCTBO
yCTaHaBnNuBaeT TUN COEAMHEHUs «Toyka-Touka». Ecnm  nopt Haxogutca B
nonyaynsiekCHOM pexume, YCTPONCTBO yCTaHaBnmMBaeT TWUM coeauHeHus kak shared
(obwmnn). Bbl Takke MOXeTe NPUHYAUTENbHO HACTPOUTbL TWUM COEAMHEHUS, YTOObI
onpeaenunTb, ABMSETCH NN coeMHEHME NOpPTa COeANHEHNEM «TOYKA-TOYKa».

Tun coeguHeHus nopta CBdA3aH CO CKOPOCTbK U AYMNIEKCHbIM PEXNMOM. Ecnu nopT
HaxoaunTcA B nonyaynriekCHOM pexunme, Tnn coeguHeEHNA ABnAeTcA shared.

10.3.4.3. lLlarn HacTpounku

Hactpowka Tuna kaHana
OnumoHanbHo.

10.3.4.4. NpoBepkKa

OTob6pa3uTte KOHpUrypauuto

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToGbI
oTobpasnTb KOHUrypauuio spanning tree nopra.

10.3.4.5. CBA3aHHble KOMaHAbI

Hactpownka TMna kaHana

KomaHga spanning-tree link-type [ point-to-point | shared ]
Onucaxune point-to-point: NpuvHYAUTENbHO HacTpaMBaeT TUM CBSA3M NopTa  Kak
napameTpoB «TOYKA-TOYKAY.

shared: npyHygMTEnNbHO HAacTpaMBaeT TUN CCbISIKM NopTa kak shared

Mo yMOIn4aHuno Ecnu nopT HaxoauTCAa B NOJIHOAYMIIEKCHOM peXume, Tun CcoeanHEeHUA

nopta — «Touvka-Touka». Ecnu nopT Haxogutcss B MONyayniieKCHOM
pexume, TN coegmMHeHus nopTa asngaeTtcd shared

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexmm

Pykosogcteo no | Ecnu Tun coegmHeHns nopta — coeamnHeHne «Todka-Touka», RSTP moxeT
MCNonNb3oBaHMO | BbICTPO cxoauTbcsa. Ecnv Tun coeamHeHuMs He HacTpPOEeH, YCTPOWCTBO

aBTOMaTU4YECKN YCTaHaBNMBaET TUM COEOMHEHUS B 3aBUCUMOCTU OT
AYNIeKCHOro pexvma nopra
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10.3.4.6. Npumep KoHcpUrypaumum

BkntoyeHue 6bicTpon KoHBepreHuun RSTP

LLarn YcTaHoBUTE NS nopTa TUN CBA3W «TOYKA-TOYKa»
HaCTPOWKM

QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree link-type point-to-point

Mpoeepka | 3anyctute komaHgy show spanning-tree summary, 4ToGbl 0TOOpPa3nMTL TUN
CBA3K NopTa

QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Bridge ID Priority 32768
Address 08c6.b3.3344

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/1 Root FWD 20000 128 False P2p

10.3.5. HacTtpownka npuoputeToB

10.3.5.1. cphekT KoHDuUrypaumm

e HacTtponte npuoputeT KOMmyTaTopa, 4Tobbl onNpeaennUTb YCTPOMCTBO Kak root Bcen
ceTun 1 onpeaennTb TONOSOMM0 BCEN CETMU.

e HactponTe npuoputeT nopta, 4YTobbl ONpeaennTb, Kakon NOpPT NEPEXOAUT B COCTOSIHME
nepechbISku.

10.3.5.2. NpumeyvaHusn

e PekomeHOyeTCsl YCTaHOBUTb MPUOPUTET OCHOBHOIO YCTPOWCTBA Bbile (Ha MeHbLuee
3HayeHue) ang obecneyeHnsa cTabunbHOCTM BCeW ceTu. PasHbIM ak3eMnnapamM MOXHO
Ha3Ha4uTb pasHble NPUOPUTETLI KOMMYyTATOpa, YTOObI KaXabl 3K3eMNNsp 3anyckan
He3aBMCMMbIN STP Ha OCHOBE Ha3Ha4YeHHbIX MPUOPUTETOB. YCTPOWCTBA B pasHbiX
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permoHax wucnonb3ytT npuvoputeT Tonbko CIST (sk3emnnsap 0). Kak onmcaHo B
noeHTuduKkaTope MocTta, MpUopuUTET KOMMyTaTopa uMeeT 16 OONONHUTENbHbIX
3HayeHun: 0, 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36 864,
40960, 45056, 49152, 53248, 57 344, 61440. OHu aBRAOTCA UeNbIMU YMcnamm
KpaTHbIMK 4096. 3Ha4yeHne no ymonyaHuio — 32 768.

Ecnn gBa nopta nogkntodeHbl K o6LWweMy yCTPONCTBY, YCTPOWCTBO BbiGMpaeT nopT C
Gonee BbLICOKMM NPUOPUTETOM (MEHbLUEe 3HavyeHue) Ons nepexoga B COCTOAHME
nepecbInkn 1 NopT ¢ 6onee HU3KNMM NpropuTeToM (Bonbluee 3Ha4YeHne) anga nepexoga
B COCTOsiHMEe oTOpacbiBaHus. Ecnu gBa nopta MMeKT OOMHAKOBbIA MNpuUopuUTeT,
YCTPOWCTBO BbIOUpaeT NopT C MeHbLUUMM MOEHTUUKATOPOM MnopTa Ansa nepexoga B
COCTOSIHWE nepeagpecaumn. Bel MoxeTe HasHauuTb pasHble NPUOpPUTETLI NOPTOB AN
pasHbIX 3K3eMMNNAPOB Ha MOPTY, YTOObl KaXXAbIN 3K3eMMnsp 3anyckan He3aBUCUMMbIN
STP Ha ocHOBE Ha3HaYeHHbIX MPUOPUTETOB.

MogobHO npuopuTeTy KOoMMyTatopa, npuopuTeT nopta Takke umeeTr 16
JgononHuTenbHbiX 3HadveHun: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 224, 240. OHM aBRAOTCA UENbIMW 4ucrnamu KpaTHbiMu 16. 3HaveHne no
ymonyaHuio — 128.

MN3MeHEHHbIN NpUopUTET NopTa AENCTBYET TOSMbKO Ha YKa3aHHbIW NOpPT.

10.3.5.3. llaru HacTpounku

HacTtpoiika npuopuTteTa KOMMyTaTopa

OnumoHanbHo.
YTo6bl NI3MEHUTb OOt NN TOMOSOTNI0 CETU, HACTPONTE NPUOPUTET KOMMYTaTOopa.

HacTpoiika npuopuTeTa nopTa

OnuvoHanbHo.

YT0o0bl M3MEHUTL NPeanoYTUTENBHLIN NOPT, BXOASLWMIA B COCTOSIHWE Nepeagpecalmu,
HacTponTe NpMopuTET NOpTa.

10.3.5.4. NpoBepka

OT1o6pa3uTte KOHUrypaumio

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4TOGbI
oTobpasnTb KOHUrypauuio spanning tree nopra.

10.3.5.5. CBA3aHHblIe KOMaHAbI

HacTtpoiika npuopuTteTa KOMMyTaTopa

KomaHga spanning-tree [ mst instance-id ] priority priority
Onuncanwne mst instance-id: yka3biBaeT ngeHtTudumkaTop ak3emnnsapa B gManasoHe ot
napameTpoB 0 po 64.

priority priority: ykasblBaeT npuoputeT kommyTtatopa. Ectb 16
Heobsa3aTenbHbIX 3HaveHun: 0, 4096, 8192, 12 288, 16 384, 20 480, 24 576,
28672,32 768, 36 864, 40 960, 45 056, 49 152, 53 248, 57 344, 61 440. OHu
ABMAIOTCA LenbIiMu Yncrnamm kpatHoeiMn 4096

Mo ymonyaHuio | 3HayeHue no ymonyaHuio ans instance-id pasHo 0, a anga priority — 32 768
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KomaHgHbIn
pexmm

Pexnm rnobanbHon KoHdUrypaumum

PykosoacTteo no
NCNonNb30BaHWIO

HaCTpOVITe NPUOPUTET KOMMYTATOPAa, YTOOLI onpeaenntb yCTpOVICTBO KaK
root Bcem cetn n onpeaennTb TonoJ1ornto BCEN CETU

HacTpoika npuoputeTa nopra

KomaHga spanning-tree [ mst instance-id ] port-priority priority
Onucanune mst instance-id: ykasbiBaeT naeHTUMUKaTOp 3K3eEMNsipa B AManasoHe oT
napameTpoB 0 oo 64.

port-priority  priority:  ykasblBaeT npuoputeTr nopta. Ectb 16
Heobs3aTenbHbIX 3HavyeHun: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240. OHun kpaTHbl 4096

Mo ymonyaHuio

3HayeHue instance-id no ymonyaHuio pasHo 0.
3HaueHue priority no ymon4yaHuio paBHo 128

KomaHgHbIn
pexnm

Pexxnum koHdurypaumm nHtepderica

PykoBoacteo no
NCnonb30BaHMto

Ecnu B permoHe Bo3HUKaET NeTns, NnpeanoytTuTenibHee Ucnonb3oBaTb NOpT
c Gonee BbICOKMM MPUOPUTETOM SIS Nepexoda B COCTOSIHWME NEPECHINKU.
Ecnv gBa nopTa vMMelT OAMHAKOBbLIVM MPUOPUTET, BbIOMpaeTcs MNopT C
MEHbLUIMM  UAEeHTUUKATOPOM rMopTa, 4YTOObl BOWTUM B  COCTOsIHUE
nepecbISku.

3aI'IyCTI/ITe 9Ty KOMaHAay, 4TOObI onpeaennTb, KaKown NnopT B NneTrne permoHa
nepexoguTt B COCTOAHNE NepecChblS1Kn

10.3.5.6. Npumep HaCTPOUKKU

HacTpoiika npuopuTeta nopTa

Cuenapun:

G 0/2

G 0/2

PucyHok 10-23.
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LWarn e Hactponte npuoputeT mocTta Tak, 4tobbl DEV A crtan root bridge
HaCTPOWNKM spanning tree.

e Hactponte npuoputet Gi0/2 Ha DEV A paBHbiM 16, 4yTob6bl Gi0/2 Ha
DEV B moxHO 6b1510 BbIOpaTh B KA4ECTBE KOPHEBOIO nopTta

DEV A LWar 1. Bkniounte STP 1 HacTpoiTe npMoputeT MocTa.
QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0
LWar 2. Hactponte npuoputet Gi 0/2.
QTECH(config)# int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)#spanning-tree mst 0 port-priority 16

DEV B QTECH(config)#spanning-tree

lMpoBepka | 3anyctute komaHgy show spanning-tree summary, 4Tobbl OTOOpPa3nTb
pe3ynbTaT BbIYMCIEHUSI TOMONOrMM spanning tree

DEV A QTECH# QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 0
Address 08c6.b3.3344

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 16 False P2p

Gi0/1 Desg FWD 20000 128 False P2p
DEV B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0

Address 08c6.b3.3344

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
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Bridge ID Priority 32768
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface  Role Sts Cost Prio OperEdge Type
Gi0/2 Root FWD 20000 128 False P2p
Gi0/1 Altn BLK 20000 128 False P2p

10.3.6. HacTpouka CTOMMOCTU NYTU K MNOPTY

10.3.6.1. AcpheKkT KoHDUrypaumm

HacTtponTe cToMmoCTb NyTK nopTa, YToObl onpeaenuTb COCTOsIHUE NEPECHINKM nopTa u
TOMOMOrn0 BCEN CETW.

Ecnu ctoumocTb NyTu nopTa UCMoNb3yeT 3HAaYEHNE MO YMOMYaHUIO, HACTPOWUTE MEeTos
pacyeTa CTOMMOCTU NyTW, YTOObI MOBNUSTL HA pe3ynbTaT pacyeTa.

10.3.6.2. NMNpumeyaHusn

YCTpONCTBO BbIOMPaeT MOPT B Ka4yeCTBE KOPHEBOro nopTa, €Crvm CTOMMOCTb MyTW OT
aToro nopTa Ao root bridge HaumeHbwasn. CnegoBaTenbHO, CTOMMOCTb MYTU K NOPTY
onpegensieT KOPHEBOW MOPT NoKanbHOro ycrponcrea. CTOMMOCTb MyTU K MOPTY MO
YMOSMYaHUIO paccynUTbiBAaeTCsl aBTOMAaTMYECKM Ha OCHOBe ckopocTu nopta (Media
Speed). NopT ¢ Gonee BbICOKOW CKOPOCTbIO OyAeT UMEeTb HU3KYHD CTOMMOCTb MNyTW.
MocKkonbKy 3TOT MeToA MOXET paccyutaTb Hanboree HayyHyl CTOMMOCTb NyTW, He
N3MEHANTE CTOMMOCTb NyTn 6e3 HeobxoaMMocTW. Bbl MOXeTe HasHauWTb pasHble
CTOMMOCTM MYTU AN pasHbiX 3K3EMNNAPOB Ha MOPTY, YTOObI KaxObl 3K3eMnnsip
3anyckan He3aBncuMbln STP Ha OCHOBE Ha3Ha4YeHHOW CTOMMOCTU MyTHU.

Ecnu ctoMmMocTb NyTM nopTta MCNOMb3yeT 3HayYeHWe Mo YMOMYaHuio, YCTPOWMCTBO
aBTOMAaTMYECKN BbIMUCIIIET CTOMMOCTL MYTM NOPTa Ha OCHOBE CkopocTu nopTa. OgHako
IEEE 802.1d-1998 n IEEE 802.1t onpegensalT pasHyto CTOMMOCTb NyTU AN OQHON M
TOWM XXe CKOPOCTW KaHana. 3HayeHue npeacTtaBnsieT cobor KOpOTKOe Lernoe 41cno B
avanasoHe oT 1 go 65 535 B 802.1d-1998 n anuHHOE Lenoe Y1crno B Anana3oHe ot 1
Ao 200 000 000 B IEEE 802.1t. CtoMmocTb nyTh arpermposaHHoro nopta (AP) umeet
ABa pewenuns: 1. PeweHnne QTECH: ctommocTtb Nyt nopta * 95 %; 2. PeweHue,
pekomeHOoBaHHOe B cTaHgapTtax: 20000 000 000/¢daktudeckad  nponyckHas
cnocobHocTb kaHana AP, rge daktudeckas nponyckHas crnocobHOCTb kaHana AP =
nponyckHas CrnocoBHOCTb nopTa-y4acTHuka x KONmM4yecTBo aKTMBHbIX
NOPTOB-YYaCTHUKOB. AQMMHUCTPATOP [OIPKEH YHMPUUUPOBATb MeToA pacdeTta
CTOMMOCTM NyTU BO Bcew ceTu. CTaHAapTOM MO yMOMYaHWUO SBNSIETCA NPUBATHbLIN
CTaHAapT OJIMHHbBIX LenblX Yyncen.

B cnepytowen Tabnuvue ykasaHa CTOMMOCTb NyTW, aBTOMaTUYECKM HAaCTpPOEHHada Onis
pa3HON CKOPOCTW KaHana B ABYX PELUEHUSsIX.

CkopocTtb | MNopT IEEE 802.1d IEEE 802.1t IEEE 802.1t
nopra (kopoTKUI) (8NUHHBIN) (ANWHHBIN cTaHdapT)
10M O6wun nopt 100 2000000 2000000
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AP 95 1900 000 2 000 000+linkupcnt
100M O6wwin nopt 19 200 000 200 000

AP 18 190000 200 000+linkupcnt
1000M O6wwin nopt 4 20000 20000

AP 3 19000 20 000+linkupcnt
10000M | O6wwmi nopT 2 2000 2000

AP 1 1900 20 000+linkupcnt

e CrangapT AnMHHBLIX uenbix uYncen QTECH wucnonb3dyetcs no ymondanuto. [ocne
N3MEHEHUS peLleHns Ha peLlleHne CTOMMOCTU NyTU, peKOMeH0BaHHOE cTaHgapTamu,
CTOUMOCTbL NyTH AP M3MEHSAETCH B 3aBMCUMOCTM OT KONUYecTBa NopTOB-YYaCTHUKOB B
coctosiHun UP. Ecnu CTOMMOCTb NyTWM MnopTa WU3MEHUTCHA, TOMOSorvs CeTu Takxke
N3MEHUTCH.

e Ecnun AP gaBnsieTcs ctatudeckon, linkupcnt B Tabnuue — 3TO KONMMYECTBO aKTMBHbIX
nopToB-yyacTHukoB. Ecnn AP saBnsetca AP LACP, 1o linkupcnt B Tabnuue — 3aTo
KONMMYECTBO MOPTOB-y4aCTHMKOB, Nepecbinawwmnx gaHHble AP. Ecnn HM ogauH w13
noptoB-yyactHukoB B AP He nogHumaetcs, linkupcnt paseH 1. [logpo6Hyto
nHgopmaumio o AP n LACP cm. B Hactpowka AP.

° M3mMeHeHHas CTOMMOCTb nyTn nopTta ﬂeVICTByeT TONbLKO Ha NopT RX.

10.3.6.3. lLlarn HacTpounku

Hactpownka ctoumocTu nyTm nopra
e  OnuyuoHanbHo.

° YTo6hI onpeaenntb, Yepes KaKom nopT N NO KakoOMy NyTH ny4ylle npoxoanTb NakeTam
OaHHbIX, HaCTpOVITe CTOMMOCTb NyTW NnopTa.

Hactpoika meToaa pacyeta CTOUMMOCTU MYyTU MO YMOSTYaAHUIO
e  OnuuoHanbHo.

e UYroObl M3MEHWTb MeToh pacyeTa CTOMMOCTM MyTW, HaACcTpoWTe MeTof pacyeTa
CTOMMOCTM NYTW MO YMOSYaHMIO.

10.3.6.4. NpoBepka

OTob6pa3uTte KOHUrypaumio.

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToGbI
oTObpa3nTb KOHMUrypaumio spanning tree nopra.
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10.3.6.5. CBA3aHHble KOMaHAbI

HacTtpoiika cTouMocTu nyTu K NopTy

KomaHga spanning-tree [ mst instance-id ] cost cost
Onucanune mst instance-id: ykasbiBaeT naeHTUMUKaTOp 3K3eEMNsipa B AManasoHe oT
napameTpoB 0 oo 64.

cost cost: ykasblBaeT CTOMMOCTb MyTW B AnanasoHe ot 1 go 200 000 000

Mo ymonuyaHuio

3Ha4yeHue no ymornyaHuto instance-id pasHo 0.

3HayeHne Mo YMOMYaHUI PacCyYMTbIBAETCH aBTOMATUYECKM Ha OCHOBE
CKOpPOCTY MnopTa.

1000 M6uTt/c — 20 000
100 M6uTt/c — 200 000
10 Mowut/c — 2 000 000

KomaHgHbIn
pexnm

Pexxum koHdurypaumm nHtepderica

PykoBoacteo no
NCnonb30BaHMto

Bonbluee 3HayeHne cost yka3biBaeT Ha 6onee BbICOKYH CTOMMOCTb NyTu

HaCTpOVIKa MeToAa pac4yeTa CTOMMOCTU NYTU NO YMOJYaHUIO

KomaHga spanning-tree pathcost method { long [ standard ] | short }
Onucanve long: ncnonb3yeTt CTOMMOCTb NyTW, ykasaHHyto B 802.1t.
napameTpoB

standard: Mcrnonb3yeT CTOMMOCTb, PacCUYUTaHHyld B COOTBETCTBUM CO
cTaHgapToM.

short: ncnonb3yeTt CTOMMOCTb MyTW, YkadaHHyto B 802.1d

Mo ymonuyaHuio

CtommocTb nyTH, ykaszaHHasa B 802.1t, ncnonb3dyercsa No ymonyaHuio

KomaHgHbIn
peXmm

Pexxum rnobanbHon KoHurypauum

PykosoacTteo no
NCMNOMb30BaHUIO

Ecnm cToMmOCTb NyTU MnopTa MCMOMb3yeT 3HaYeHWe Mo YMOMYaHuio,
yCTpOI7ICTBO aBTOMaTU4eCKM BblHUCIIAET CTOMMOCTb MYyTU NOPTa Ha OCHOBE
CKOpPOCTK nopTa
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10.3.6.6. Npumep kKoHcuUurypaumum

Hactpowka ctoumocTu nyTu nopra
CueHapui:
G 01 G 0/2
G 0/1 G 0/2
PucyHok 10-24.
LWarn e HacTtponte npuoputer mocta Tak, 4tobbl DEV A ctan root bridge
HaCTPOWKM spanning tree.
e Hactponte ctommoctb nytn Gi 0/2 Ha DEV B paBHon 1, 4tobbl Gi 0/2
MOXHO OblIf1o BbIOpaTh B Ka4ecTBe KOPHEBOro nopTa
DEV A QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0
DEV B QTECH(config)#spanning-tree
QTECH(config)# int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)# spanning-tree cost 1
MpoBepka | 3anyctute kKomaHgy show spanning-tree summary, 4Tt06bl 0OTOGpa3nTb

pesynbTaT BblYMCIIEHUSI TONOMOMK spanning tree

DEV A

QTECH# QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 0
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Address 08c6.b3.3344
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 128 False P2p

Gi0/1 Desg FWD 20000 128 False P2p
DEV B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 32768
Address 08c6.b3.78cc
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Interface Role Sts Cost  Prio OperEdge Type
Gi0o/2 Root FWD 1 128 False P2p
Gio/1 Altn BLK 20000 128 False P2p

10.3.7. HacTtponka makcumanbHoro 4yucna hop-os ans nakera BPDU

10.3.7.1. cpheKT KoHDUrypaumm

HacTponTte makcumanbHoe Yucno hop-oB naketa BPDU, 4ytobbl namennts TTL BPDU n, Takum
obpasom, NOBMNUATbL Ha TOMOMNOIMIO CETMW.

10.3.7.2. NMpumeyaHun

MakcumansHoe yncno hop’os ana naketa BPDU no ymonyaHuto paeHo 20. Kak npaBuno, He
peKoMeHOYEeTCA U3MEHATb 3HAYEHUE NO YMOSYAHUIO.

10.3.7.3. LLlaru HacTpourku

HacTponka makcumanbHoOro konuyectsa hop-os

(OnumnoHanbHO) Ecnn Tononorns cetu HacTomNbko Benuka, 4To naket BPDU npeBbiwaeT
yCTaHOBMeHHble Mo ymon4yanuio 20 hop’oB, pekoMeHOyeTCcs W3MEHUTb MakcumaribHOe
Konu4ecTtso hop’os.

10.3.7.4. NpoBepka

OTob6pa3snte KoHUrypauuio.
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10.3.7.5. CBA3aHHble KOMaHAbI

HaCTpOﬁKa MaKCumMaribHoro Konun4yecrtBa hOp-OB

KomaHga spanning-tree max-hops hop-count
Onucanune hop-count: ykasbiBaeT KONMYECTBO YCTPOWCTB, Yepe3 KOTopble NpoXoguT
napameTpoB BPDU, npexae yem oH byget otopowieH. OH BapbupyeTtcs oT 1 go 40

Mo ymonyaHuio | 3HayeHWe No ymon4vaHuo ans cyetdmnka hop’os pasHo 20

pPEeXUM

KomaHgHbIn

Pexum rnobanbHon KoHdUrypaumm

Pykosogcteo no | B permoHe BPDU, otnpaensembin root bridge, BknovaeT KonmMyecTBo
ncrionb3oBaHuio | hop’os. Kaxagbim pas, korga BPDU npoxoguT 4epes ycTpOWCTBO OT root

bridge, cyetunk hop'oB ymeHbwaetrca Ha 1. Korgoa cueTtumk hop’os
ctaHoBuTCA paBHbiM 0, Bpems oxugaHua BPDU uctekaeT, n yCTPOUCTBO
OoTOpacbIiBaeT Naker.

OTa KOMaHAa ykasbiBaeT KONMYECTBO YCTPOWCTB, Yepes3 kotopble BPDU
npoxoaut B pervoHe, npexae 4Yem 6yaoetr oTtOpoweH. W3meHeHue
MakcMmMmarbHOro Konunyectesa hop’oB NOBAUSIET HA BCE 3K3eMNIISPbI

10.3.7.6. Npumep KoHcpUrypaumm

Hactpownka makcumanbHoro yucna hop’oB ansa naketa BPDU

Larn YcTaHoBMTE MakcumManbHoe konun4vecTteo hop’oB anga naketa BPDU Ha 25
HaCTPOWKM

QTECH(config)# spanning-tree max-hops 25
Mpoeepka | 3anyctute komaHay show spanning-tree, 4Tobbl 0TOGpPaA3NTbL KOHUrypaLuo

QTECH# show spanning-tree
StpVersion : MSTP
SysStpStatus : ENABLED
MaxAge : 20

HelloTime : 2
ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 25
TxHoldCount : 3
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PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
LoopGuardDef : Disabled

####H#H mst 0 vlans map : ALL
BridgeAddr : 08c6.b3.3344

Priority: 0

TimeSinceTopologyChange : 2d:0h:46m:4s
TopologyChanges : 25

DesignatedRoot : 0.08c6.b3.78cc
RootCost: 0

RootPort : GigabitEthernet 0/1
CistRegionRoot : 0.08c6.b3.78cc
CistPathCost : 20000

10.3.8. BknroyeHune ¢pyHKUMN, cBA3aHHbIX ¢ PortFast

10.3.8.1. AcphekT KoHduUrypaumm

Mocne Toro, kak PortFast BkntodeH ons nopTta, NOpT HAaNPAMY NepexoanT B COCTOSHUE
nepecbinkn. OgHako, Mockornbky paboyee coctosHue PortFast oTkniovaeTcs n3-3a
nonyyeHnss BPDU, nopT MOXET npaBuribHO 3anyctutb anroput™ STP n BonTu B
COCTOSAHWNE NEPECHINKMN.

Ecnu 3awwnta BPDU BkntodeHa gnst nopTta, NopT NepexoauT B COCTOSTHUE OTKIOYEHMWS
n3-3a owmnbkmn nocrie nony4vexHmnst BPDU.

Ecnn gns nopta BkntoveH ounbTp BPDU, nopT He oTnpaBnseT u He nony4vaeT BPDU.

10.3.8.2. MNpumeyvaHusn

MmobanbHas BPDU Guard BcTynaeT B cuny TOfbKo B TOM criyvae, ecnn PortFast
BKITHOMEH Ha NOpPTY.

Ecnn BPDU Filter BkntoyeH rnodaneHo, NopT ¢ nogaepxkon PortFast He oTnpaenseT u
He nonyyaeT BPDU. B aTtom crnydae XoCT, NOOKIOYAOWUNCH HanpAMyo K nopTy C
nogaepxkomn PortFast, He nony4aeT Hukakux BPDU. Ecnn nopt meHseT cBoe paboyee
coctosHue PortFast Ha Disabled nocrne nonyyeHnsa BPDU, ¢unetp BPDU
aBTOMaTUYeCKU BbIXOOAMUT M3 CTPOS.

MMmobaneHbin BPDU Filter gencteyeT Tonbko Torga, korga PortFast BkrnoveH Ha nopry.

10.3.8.3. lLlarn HacTpounku

BkniouyeHue PortFast

OnuvoHanbHo.

Ecnu nopT nogkniovaeTca HanpsMyto K ceTeBoMy TepMuHany, HacTponTe aToT NOpPT Kak
nopt PortFast.
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Bkntouyenne BPDU Guard
e  OnuuoHarnbHo.

e Ecnu nopTbl yCTPONCTB MNOAKMIOHAKTCA HAaNPAMYHO K CETEBLIM TEPMUHANaM, Bbl MOXETe
BkMounte BPDU Guard Ha 3Tux nopTax, 4tobbl npegoTBpatuTb ataku BPDU,
BbI3blBalOLLME aHOManuu B Tononorum spanning tree. lMopt, BkNtoYeHHbI ¢ BPDU
Guard, nepexoguT B COCTOSIHUE OTKITHOYEHMSA U3-3a oWMOKM nocne nonyveHns BPDU.

e Ecnu nopTbl yCTPONCTB MNOAKMHOYAKTCA HAaNpAMYIO K CETEBLIM TEPMUHANaM, Bbl MOXeTe
Bkntounte BPDU Guard, 4tobbl npegotBpatuTe obpasoBaHue neTenb Ha nopTax.
Mpegnockinkon saensietca To, 4To ycTtponcteo downlink (Hanpumep, xab) moxeT
nepecoinatb naketsl BPDU.

BkntouyeHne BPDU Filter
e  OnuuoHarnbHo.

e  YT0Obl NPeaoTBpaTUTL BNUAHME aHOMarbHbIX NaketoB BPDU Ha Tononoruto spanning
tree, MoxHo BKNtounTb BPDU Filter Ha nopTy anst punbTpauumn aHomarbHbIX NakeToB
BPDU.

10.3.8.4. NpoBepka

OTob6pa3uTte KOHUrypauuio.

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToGbl
oTOobpa3nTb KOHUrypaumo spanning tree nopTa.

10.3.8.5. CBA3aHHblIe KOMaHAbI

Hactpowka PortFast

KomaHga spanning-tree portfast

Mo yMOosn4aHuio PortFast oTkntoueH gnga nopta no yMon4yaHuro

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexmm

PykoBogcTteo o | lNocne Toro, kak PortFast BknoueH ana nopta, nopT HanpsaMyto nepexoant
NCNoNb30BaHMIO | B cCOCTOsAAHME nepecbinkn. OgHako, NOCKoNbKy pabodee coctosiHue PortFast
OTKItoYaeTcsa us-3a nonyyvyeHus BPDU, nopT MoxeT npaBuibHO 3anyCcTUTb
anroputm STP 1 BonTK B COCTOSIHNE NEPECHINKN

Hactpownka BPDU Guard ansa Bcex nopTtoB

KomaHga spanning-tree portfast bpduguard default

Mo ymonyanmio | BPDU Guard rnobanbHO OTKHYEeHa N0 yMOMYaHUIo

KomaHaHbIn Pexum rmnobanbHon KoHdUrypaumm
pexmm
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PykoBoacTBo Mo
NCNoNb30BaHMIO

Ecnu BPDU Guard BkntodeHa onga noprta, NOpPT NepexoauT B COCTOSAHME
OTKITIOMEHUS n3-3a ownbkm nocne nonyyveHns BPDU. 3anyctute komaHay
show spanning-tree, 4ToGbl 0TOGPA3UTL KOHGUIYpPaLMIO

Hactpownka BPDU Guard gnsa noprta

KomaHpa

spanning-tree bpduguard enabled

Mo ymonyaHumio

BPDU Guard oTkntoveHa Ha NopTy MO YMOMYaHWUIO

KomaHgHbIn
pexmm

Pexxum koHurypaumm nHtepderica

PykosoacTteo no
NCNonNb30BaHWIO

Ecnu BPDU Guard BkntodeHa onsa noprta, NOpPT NepexoauT B COCTOSAHME
OTKIOYEHUS 1M3-3a ownbku nocne nonyyeHns BPDU

Hactpowka BPDU Filter ana Bcex nopTtoB

KomaHpa

spanning-tree portfast bpdufilter default

Mo ymonyaHuio

Mo ymonuyanuio BPDU Filter rmo6anbHo oTKoYeH

KomaHgHbIn
pexnm

Pexxm rmobanbHon KoHdurypauum

Pykosoacteo no
NCMNOMb30BaHUIO

Ecnn skntoueH BPDU Filter, cooTBeTCTBYIOLME NOPThI HE OTAPABASOT U He
nonyyatotr BPDU

Hactpownka BPDU Filter gna nopTa

KomaHpa

spanning-tree bpdufilter enabled

Mo ymonuyaHuio

Mo ymonyanuio BPDU Filter ana nopTa oTkntoyeH

KomaHgHbIn
peXnm

Pexxum koHdurypaumm nHtepderica

PykoBoactBo no
NCnonb30BaHMIo

Ecnn ana nopta sBkntodeH BPDU Filter, nopT He oTnpaBngeT 1 He nony4yaet
BPDU

(@ arecy
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10.3.8.6. Npumep koHcpurypaumum

BknroyeHune PortFast Ha nopTy

CueHapui:
DEV A DEV B
G 0/3
PucyHok 10-25.
Warn Hactponte Gi 0/3 DEV C B kayecTtBe nopta PortFast un skniounte BPDU Guard
HaCTPOWKK
DEV C QTECH(config)# int gi 0/3
QTECH(config-if-GigabitEthernet 0/3)# spanning-tree portfast
%Warning: portfast should only be enabled on ports connected to a single host.
Connecting hubs, switches, bridges to this interface when portfast is
enabled,can cause temporary loops.
QTECH(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable
MNMpoeepka | 3anyctute kKomaHgy show spanning-tree interface, 4To6bI OTOGPa3UTL
KOHUrypauumto nopra
DEV C QTECH#show spanning-tree int gi 0/3
PortAdminPortFast : Enabled
PortOperPortFast : Enabled

296

@ §) QTECH

MWP [OCTYMNHEE




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika MSTP W

PortAdminAutoEdge : Enabled
PortOperAutoEdge : Enabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Enabled
PortBPDUFilter : Disabled

PortGuardmode : None

#####H# MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08c6.b3.3344
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.3344
PortDesignatedPortPriority : 128
PortDesignatedPort : 4
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : designatedPort

10.3.9. BkntoyeHue chyHKUUN, cBA3aHHbIX ¢ TC

10.3.9.1. cpheKkT KoHduUrypaumm

Ecnu gns nopta BkntoyeHa BPDU Filter, nopt yaansaet naketsl TC BPDU B TeyeHune
3agaHHoOro BpemeHn (0OblMHO 4 CcekyHAbl) Mocne ux MonyyeHus, npegoTspallas
yaanenue 3anucenn MAC n ARP.

Ecnu TC protection BkntodeHa, nopT, nonyyatowmin naketsl TC, punbtpyeT nakeTsl TC,
MOSMTyYEeHHble UMM CreHepupoBaHHbIE UMM  caMumMm, 4YTobbl naketel TC He
pacnpoCTpaHANUCb Ha pgpyrme noptbl. Takum o6pa3oM, BO3MOXHble artakm TC
ahpekTMBHO NpegoTBpaLLaTcs, YToObl NogaepusaTb CTabUNbLHOCTL CETHU.

TC Filter He obpabaTtbiBaeT naketbl TC, nonydeHHble noptamu, a obpabaTtbiBaeT
nakeTbl TC Npu HOpManbHbIX U3MEHEHUSIX TOMOMOMUN.

10.3.9.2. NpumeyvaHusn

PekomeHgyeTca Bkntodate TC Guard TONbKO Npu NOfyYeHUM B CETU HEOONYCTUMbIX MAKETOB
aTakm TC.
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10.3.9.3. llaru HacTpounku

BkntoyeHune TC Protection

e  OnuyuoHanbsHo.

e TC Protection no ymon4aHuo OTKMAOYEHA.
BknroyeHne TC Guard

e  OnuuoHarnbHo.

e TC Guard no ymonyaHuto oTKNo4eHa.

e YT10o0bl dunbTpoBaTh naketbl TC, MNOMYYEHHbIE WM CreHEepUpPOBaHHblE U3-3a
N3MEHEHUI TONOoorMu, Bl MoxeTe BkNUNTL TC Guard.

BkntoyeHune TC Filter
e  OnuyuoHanbsHo.
o [lo ymonuyaHuio TC Filter oTKNOYEH.

e YT0o0Obl OTUNbTPOBaATL NakeTbl TC, NOMy4YeHHbIE NOPTOM, Bbl MOXETe BKMouMTb TC
Filter Ha nopTy.

10.3.9.4. NpoBepka

OT1obpasnte kOHGUrypaumio.

10.3.9.5. CBsAA3aHHbIe KOMaHAbI

BkniroueHue TC Protection

KomaHpa

spanning-tree tc-protection

Mo ymonyaHuio

TC Protection no ymonyaHuio oTkNo4YeHa

KomaHgHbIn
peXmm

Pexxum rnobanbHon KoHurypauum

Hactpownka TC Guard gnsa Bcex nopToB

KomaHpa

spanning-tree tc-protection tc-guard

Mo ymonuyaHuio

TC Guard rno6anbHO OTKYEHA MO YMOMYaHNIo

KomaHgHbIn
peXnm

Pexxmum rnobanbHon KoHdurypaumum

PykoBoactBo no
NCnonb30BaHMIo

Bkntounte TC Guard, 4tobbl NpeaoTBpaTUThL pacnpocTpaHeHne naketo TC

Hactpownka TC Guard ansa nopta

KomaHpa

spanning-tree tc-guard

Mo ymonyaHuio

TC Guard oTknto4eHa Ha NopTy MO YMOMYaHUIO
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KomaHgHbIn
pexmm

Pexxum koHdurypaumm nHtepderica

PykoBogcteo no | Bkntounte TC Guard, 4Tobbl NnpegoTBpaTUTh pacnpoctpaHeHne naketos TC
NCNONb30BaHUIO

Hactpowka TC Filter ansa nopTa

KomaHnga

spanning-tree ignore tc

Mo ymonuyaHuto | Mo ymonyanuio TC Filter oTkntoyeH

KomaHgHbIn
pexnm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no | Ecnn ans nopta BkntodeH TC Filter, nopT He obpabaTbiBaeT Nony4YeHHble
ucnonb3oBaHuo | naketbl TC

10.3.9.6. Npumep HaCTPOUKMU

BknroyeHne TC Guard Ha nopTty

Warun Bkntounte TC Guard Ha nopTy
HaCTPOWKK
QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree tc-guard
MpoBepka | 3anyctute komaHay show run interface, 4Tobbl 0TO6pa3nTL KOHUrypaumio TC

Guard nopta

QTECH#show run int gi 0/1

Building configuration...

Current configuration : 134 bytes

interface GigabitEthernet 0/1
switchport mode trunk

spanning-tree tc-guard

10.3.9.7. PacnpocTpaHeHHble OWnoKn

Ecnm TC Guard wnu TC Filter HacTpoeHbl HenpaBUbHO, MOXET BO3HWKHYTb OLMbKa npu
nepechbisike NakeToB CETEBOro yCTponcTea. Hanpumep, npy nsMmeHeHMn Tornonornm ycTtpomcTao
HEe MOXET CBOEBPEMEHHO ounMcTUTL MAC-aapec, YTo NPUBOANT K OLLMOKaM NepPECHISTKM NaKETOB.
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10.3.10. BknoyeHue npoBepkn nucxogHoro MAC-agpeca BPDU

10.3.10.1. 3cpheKT KoHdUrypaumm

Bkntountb npoBepky ncxoaHoro MAC-agpeca BPDU. lNocne aToro ycTporMcTBO Nony4aeT TOSbKO
naketol BPDU ¢ wucxogHeim MAC-agpecom, aBnsalowmmcsa ykasaHHbiM MAC-agpecom, wu
oTOpacbiBaeT gpyrme naketol BPDU.

10.3.10.2. MpumeyvaHusn

Korga koMmmyTaTop, MOAKMYEHHBLIN K NOPTY KaHamna «TOYKa-TOYKa», onpefeneH, Bbl MoOXeTe
BKIMIOYNTL NpoBepKy ucxogHoro MAC-agpeca BPDU, 4toGbl KOMMyTaTtop nosiyqan nakeTbl
BPDU, otnpaBneHHble TONbKO Peer-koMMmyTaTOpPOM.

10.3.10.3. LLaru HacTpounku

BkntoyeHune npoBepku ncxogHoro MAC-agpeca BPDU
e  OnuuoHanbHo.
¢ [lo ymonuaHuio npoeepka ucxogHoro MAC-agpeca BPDU oTkntoyeHa.

e  YT0Obl NpeaoTBpaTUTL 3rI0HaMepeHHble aTaku BPDU, Bbl MOXeTe BKMOUYNTL NPOBEPKY
ncxogHoro MAC-agpeca BPDU.

10.3.10.4. NpoBepkKa

OT1obpasnte koOHGUrypaumio.

10.3.10.5. CBA3aHHbIe KOMaHAbI
BkntoyeHne npoBepku ncxogHoro MAC-agpeca BPDU

KomaHpa bpdu src-mac-check H.H.H
Onucanuve H.H.H: ykasbiBaeT MAC-agpec. YCTPOMCTBO MONyyYyaeT TOMbKO MakeTbl
napameTpoB BPDU c atum agpecom, siensawowmnmea ncxogHoeiv MAC-agpecom

Mo ymonyanuio | Mo ymonyaHuio npoBepka ncxogHoro MAC-agpeca BPDU oTkntodeHa

KomaHaHbIn Pexxum koHurypaumm nHtepderica
pexmm

PykoBoacTteo o | lNpoeepka NCXOAHOro MAC-agpeca BPDU npegoTBpawiaeT
NCMonb30BaHUIO | 3rIOHAMEPEHHYI0 aTaky KoMMyTaTopoB naketamu BPDU n HeHopmanbHyo
paboty MSTP. Korga kommyTaTop, NOAKMIOYEHHbIM K NOPTY Ha KaHane
«TOYKa-TOuYKa», onpefeneH, Bbl MOXeTe BKNIOYUTb MPOBEPKY WUCXOOHOrO
MAC-agpeca BPDU, 4tob6bl nonyyatb naketsl BPDU, otnpaBneHHble
TOMbKO peer-koMMyTaTopoM, M OTOpacbiBaTb BCE OCTaslbHble MNaKeThl
BPDU, Tem cambiM npegoTBpaLlas BpeAOHOCHbIE aTaky.

Bbl MOXeTe BKITOUUTbL NpoBepky ucxogHoro MAC-agpeca BPDU B pexnmve
KOHUrypauum nHTepdenca ansa onpegeneHHoro noprta. OgnH nopt MOXeT
dunbTpoBaTh Tonbko oguH MAC-agpec
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10.3.10.6. Mpumep kKoHcpuUurypaumum

BknroyeHune npoBepku ucxogHoro MAC-agpeca BPDU Ha nopTty

LWarn Bkntountb npoBepky ncxogHoro MAC-agpeca BPDU Ha nopTty
HaCTPOWKM

QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#bpdu src-mac-check 08c6.b3.1234

Mpoeepka | 3anyctute komangy show run interface, 4tobbl oTo6pasnTb KOHGUrypaumo
spanning tree nopta

QTECH#show run int gi 0/1

Building configuration...

Current configuration : 170 bytes

interface GigabitEthernet 0/1
switchport mode trunk
bpdu src-mac-check 08c6.b3.1234

spanning-tree link-type point-to-point

10.3.10.7. PacnpocTpaHeHHble OWNOKU

Ecnn ona nopTta BkMoyeHa npoBepka ucxogHoro MAC-agpeca BPDU, nopT nonyyaeT TOSbKO
naketol BPDU ¢ HacTpoeHHbIM MAC-agpecom, ssndalowmmca mcxogHoiM MAC-agpecom, U
otbpacbiBaeT Bce ocTanbHble nakeTbl BPDU.

10.3.11. HacTtpouka Auto Edge
10.3.11.1. 3cpheKT KoHdUrypaumm

Bkntounte Auto Edge. Ecnu HasHauveHHbIi nOpT He nonydaeT Hukakmx BPDU B TeuveHue
3aQaHHOro BpemMeHn (3 cekyHAabl), OH aBTOMaTM4eCKn MAEHTUPMUMPYETCS KaK MOrpaHuYHbIv
nopt. OgHako, ecnu nopT nonydaet BPDU, ero paboyee coctosiHue Port Fast ctaHoBuTCA
OTKITHOYEHHbIM.

10.3.11.2. NpumeyvaHusn

e Ecnu He ykasaHo MHoe, He oTknovanTe Auto Edge.

e [lo ymonuaHumioo NopT aBTOMATUYECKU UOEHTUMUUMPYETCHA KaK NMOrpPaHUYHbLIA MOPT U
nepexoauT B COCTOSIHUE NEepechbiniki, eCriv HasHayYeHHbIN NOopT He nonyyaeT HUKaKnx
BPDU B TeudeHne 3 cekyHa. Ecnn B ceTu Nponcxoamnt noteps nakeToB UNu 3agepxka
naketoB TX/RX, pekomeHayeTcs oTknounTb Auto Edge.

10.3.11.3. LLlaru HacTpomrKu

Hactpowka Auto Edge
e OnuuoHanbHo.
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e Auto Edge BKIOYEH MO YMOMYaHuio.

10.3.11.4. NpoBepkKa

OT1obpasnte koHGUrypaumio.

10.3.11.5. CBsi3aHHblIe KOMaHAbI

Hactpowka Auto Edge

KomaHpa

spanning-tree autoedge

Mo ymonuaHmio | Auto Edge BKIHOYEH MO yMOMYaHMUIo

KomaHgHbIn
pexmm

Pexxum koHdurypaumm nHtepderica

PykoBoacteo no | Ecnn  HasHayeHHbIn nopT  ycTponctBa He nonyvyaetr BPDU ot
ucrnonb3oBaHuto | downlink-nopta B TeyeHue onpegeneHHoro nepuoga (3 cekyHabl),

YCTPOMCTBO paccMmaTpuMBaeT CeTeBOe YCTPOWCTBO, MOAKMIOYEHHOE K
Ha3Ha4YeHHOMY MOpTY, HacTpauBaeT MNOPT KaK MOrpaHUYHbLIA MOPT M
nepeknioYaeT nopT HamnpsaMyld B COCTOsSIHME Mepecbinkn. [lorpaHUYHbIN
nopt 6ygeT aBTOMaTUYECKN NOEHTUMULMPOBAH Kak He NOrpaHWUYHbIA NOPT
nocne nonyyeHns BPDU.

Bkl MOXeTe 3anycTuTb kKOMaHady spanning-tree autoedge disabled, 4ToObI
oTknounTb Auto Edge

10.3.11.6. NMpumep KoHUrypaumum

OTtknioveHue Auto Edge Ha nopTty

QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree autoedge disabled

MpoBepka

3anyctute komaHgy show spanning-tree interface, 4To6bl OTOBpa3uTb
KOHpurypauumto spanning tree nopta

QTECH#show spanning-tree interface gi 0/1

PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminAutoEdge : Disabled
PortOperAutoEdge : Disabled
PortAdminLinkType : point-to-point
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
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PortGuardmode : None

#####H# MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08c6.b3.3344
PortDesignatedCost : 0
PortDesignatedBridge :0.08¢c6.b3.3344
PortDesignatedPortPriority : 128
PortDesignatedPort : 2
PortForwardTransitions : 6
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : designatedPort

10.3.12. Bknro4yeHue hyHKLMIN, cBA3aHHbIX ¢ Guard

10.3.12.1. 3cpheKT kKoHduUrypaumm

e Ecnu gns nopta BkntoveHa Root Guard, ero ponu Bo BCeX 3K3eMnnapax NPUMEHSIIOTCS
Kak Ha3Ha4eHHbIN NopT. Kak Tonbko nopT nony4yaet MHdopmaunio 0 KoHUrypauum ¢
©onee BbICOKMM NPUOPUTETOM, OH NEPEXOANT B HECOBMECTMMOE C root (6nokupytoLlee)
coctosiHue. Ecnv nopT He nonyyaeT nHdopmMaLmio o KoHdurypauumn ¢ 6onee BbICOKMM
NPMOPUTETOM B TeYEHME Neproaa, OH BO3BpaLLaeTCs B MICXOOQHOE COCTOsIHME.

e V3-3a c604 ogHOHaNpaBrIEHHOro KaHana KOPHEBOW UIM PEe3EpPBHbIN MOPT CTaHOBUTCS
Ha3Ha4YeHHbIM MOPTOM WU MEepPexoamnT B COCTOSIHME MEepPechIfik1, eCrin OH He rnonyyaet
BPDU, BbI3biBag ceTeByto neTtnto. Loop Guard gormkeH npegoTspatntb 3Ty npobnemy.

10.3.12.2. NpumeyaHus

Root Guard n Loop Guard He MoryT 4elcTBOBaTb Ha NOPT OOHOBPEMEHHO.

10.3.12.3. LLlarn HacTpounku

BknrwoyeHune Root Guard
e  OnuyuoHanbsHo.

e Root bridge MoxeT nony4uTb KOHdUrypaumio ¢ 6onee BbICOKMM MPUOPUTETOM U3-3a
HenpaBUNbHON HACTPOMKM OBCNYXMBAIOLWMM NEPCOHANOM UM BPEOOHOCHbIX aTak B
ceTn. B pesynbTaTte TekyLLMi root bridge MoXeT NoTepATb CBOK POsib, YTO NpuBedeT K
HEKOPPEKTHbIM M3MeHeHuaAM Tononornn. YTobbl NpegoTBpatuTb 3Ty npobnemy, Bbl
MOXeTe BKounTb Root Guard Ha ykazaHHOM MOpTy YCTponcTBa.

BknroyeHune Loop Guard
e  OnumoHanbHo.

e Bbl MoxeTe BknouMTb Loop Guard ans nopta (KOpHeBOro noprta, master-nopta unm
AP), 4Tobbl NpegoTBpaTMTL CHOM B nonyyeHnn BPDU, oTnpaBreHHbIX Ha3Ha4YeHHbIM
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MOCTOM, YTO MOBbILAET CTabWUNbHOCTL YCTPONCTBa. B NpOTUBHOM crnyyae M3mMeHUTCs
TOMOJIOMMSl CETU, YTO MOXKET NPUBECTU K BOZHUKHOBEHMIO NETIIN.

OTknrouyeHue Guard
e  OnuuoHarnbHo.
e Guard oTKMYeHa rno yMon4yaHuio.

10.3.12.4. NpoBepkKa

OT1obpasnte koHGUrypaumio.

10.3.12.5. CBsi3aHHble KOMaHAbI

BknioyeHue

Root Guard

KomaHpa

spanning-tree guard root

Mo ymonyaHuio

Mo ymonyaHuto Root Guard oTkntoyeHa

KomaHgHbIn
pexmm

Pexxum koHdurypaumm nHtepderica

PykoBoactBo no

Ecnn Root Guard BkrntoueHa, Tekywmi root bridge He namenuTca m3-3a

MCMONb30BaHUIO | HENPAaBWUIBLHOWM KOHUIypaLmMm U HE3aKOHHBIX MaKeTHbIX aTak
BkntoyeHue Loop Guard ans Bcex nopToB
KomaHga spanning-tree loopguard default

Mo ymonyaHuio

Loop Guard no ymMonyaHuio oTKMoYeHa

KomaHgHbIn
peXmm

Pexwnm rmobanbHon KoHdUrypaumm

Pykosoacteo no

BkntoyeHne Loop Guard Ha KOpHEBOM U pe3epBHOM NOPTY NpeaoTeBpaTuT

NCNONb30BaHMIO | BO3MOXHbIE NETNN, Bbi3BaHHble cboem nonyyeHna BPDU
BknroyeHune Loop Guard noprta
KomaHga spanning-tree guard loop

Mo ymonuyaHuio

Loop Guard no ymon4yaHuio OTKIo4YeHa

KomaHgHbIn
pexmm

Pexum koHdurypaumm nitepdperica

PykoBoactBo no
NCnonb30BaHMIo

BkntoveHune Loop Guard Ha KOpHEBOM UMW pe3epPBHOM NOPTY NpeaoTBpaTUT
BO3MOXHbI€ NETNU, Bbl3BaHHbIE cboem nonyyeHna BPDU
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OTtknroyeHune Guard

KomaHpa

spanning-tree guard none

Mo ymonyanuio | Guard oTKno4eHa Mo YMOTYaHUIO

KomaHgHbIn
pexmm

Pexxum koHdurypaumm nHtepderica

10.3.12.6. Npumep KoHcpUrypaumum

BknroyeHne Loop Guard Ha nopTty

Cuenapun:
G 01 G 0/2
G 01 G 0/2
PucyHok 10-26.
Larn e Hactponte DEV A B kauectBe root bridge, a DEV B — B kauectBe He
HaCTPOWKM root bridge spanning tree.
e  Bknounute Loop Guard Ha nopTtax Gi 0/1 n Gi 0/2 yctpownctea DEV B
DEV A QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0
DEV B QTECH(config)#spanning-tree
QTECH(config)# int range gi 0/1-2
QTECH(config-if-range)#spanning-tree guard loop
MNMpoeepka | 3anyctute kKomaHgy show spanning-tree interface, 4To6bI OTOGPa3UTHL
KOHUrypauuio spanning tree noprta
DEV B QTECH#show spanning-tree int gi 0/1
PortAdminPortFast : Disabled
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PortOperPortFast : Disabled
PortAdminAutoEdge : Enabled
PortOperAutoEdge : Disabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
PortGuardmode : Guard loop
#####H# MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08¢6.b3.78cc
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.78cc
PortDesignatedPortPriority : 128
PortDesignatedPort : 17
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal
PortRole : rootPort

QTECH#show spanning-tree int gi 0/2
PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminAutoEdge : Enabled
PortOperAutoEdge : Disabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
PortGuardmode : Guard loop
#####H# MST 0 vlans mapped :ALL
PortState : discarding

PortPriority : 128
PortDesignatedRoot : 0.08c6.b3.78cc
PortDesignatedCost : 0
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PortDesignatedBridge :0.08¢c6.b3.78cc
PortDesignatedPortPriority : 128
PortDesignatedPort : 18
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : alternatePort

10.3.12.7. PacnpocTpaHeHHble OWNOKU

Ecnn Root Guard BkrntoyeHa Ha KOpHEBOM MOpPTY, master-nopty nnn AP, nopT MoxeT ObiTb
3a6noKMpoBaH HeNpaBWIbHO.

10.3.13. BknrouyeHune npo3pavyHoun nepegauv BPDU

10.3.13.1. 3cpheKT KoHduUrypaumm

Ecnn STP oTknto4eH Ha YyCTPOMCTBE, YCTPOMCTBO AOSMKHO NPO3payHO nepedaBaTb NaKeTbl
BPDU, utobbl spanning tree mexay ycTponcteamMmu Obifo NpaBUITbHO pacCcymMTaHo.

10.3.13.2. NpumeyaHusn

lNpospayHas nepegada BPDU BcTynaeT B cuny TONbKO Torga, korga STP oTknodveH. Ecnn Ha
YCTPOMNCTBE BKNIOYEH NpoTokon STP, OHO He nepefaeT npo3padHo nakeTsl BPDU.

10.3.13.3. LLarn HacTpounku

BknroyeHune npo3payHon nepenaum BPDU
e  OnuuoHanbHo.

e Ecnu STP oTkntoYeH Ha yCcTponcTBe, KOTOPOMY HEOBXOAMMO MPO3payvHo nepenaBaTtb
naketbl BPDU, BknouuTe npo3padHyto nepegadvyy BPDU.

10.3.13.4. NpoBepkKa

OT1obpasnte kKoHGUrypaumio.

10.3.13.5. CBfizaHHbIe KOMaHAbI
BknroyeHune npo3payHoun nepegaum BPDU

KomaHpa bridge-frame forwarding protocol bpdu

Mo ymonyanuio | MpospadHas nepegayvya BPDU oTknoyeHa no ymonyaHuio

KomaHaHbIn Pexum rmnobanbHon KoHdUrypaumm
pexum
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Pykosogcteo rno | B IEEE 802.1Q MAC-agpec nonyyatens 01-80-C2-00-00-00 BPDU
MCNONb30BaHMIO | UCMONb3yeTCA B KayecTBe 3ape3epBUMPOBAHHOrO agpeca. To ecTb
ycTpouncTBa, coBmectumble ¢ IEEE 802.1Q, He nepecbinatoT nony4YyeHHble
naketbl BPDU. OgHako yctponctBam MoxeT noTpeboBaTbCA npo3payvHas
nepegaya naketos BPDU npu daktudeckom pasBepTbiBaHUM CeTW.
Hanpumep, ecnin STP oTkno4eH Ha YCTPOWCTBE, YCTPOWCTBO [LOSMKHO
npo3payHo nepepasaTb nakeTbl BPDU, 4ytobbl spanning tree mexay
yCTpoMCcTBaMu ObIfio NPaBUITbHO pacCcYMTaHo.

Mpo3payHasn nepegada BPDU BcTynaet B cuny Tonbko Torga, korga STP
OTKNtoYeH. Ecnn Ha ycTponcTtee BkntoveH npoTtokon STP, oHo He nepefaeT
npospayvyHo nakeTsl BPDU

10.3.13.6. Npumep KoHcpuUrypaumum

BknroyeHune npospayHon nepenayim BPDU
Cuenapun:

STP STP

DEV A DEV B DEV C

PucyHok 10-27.

STP BkntoyeH Ha DEV A n DEV C, Ho oTkntoyeH Ha DEV B

Warn BkntounTte npospadvHyto nepegady BPDU Ha DEV B, 4to6bl MOXHO ObINO
HacTpovikn | npaBunbHO paccuntaTtb STP mexay DEV A DEV C

DEV B QTECH(config)#bridge-frame forwarding protocol bpdu

MpoBepka | 3anyctute komaHay show run, 4ToObl NPOBEPUTL, BKMOYEHA N Npo3payHas
nepegava BPDU

DEV B QTECH#show run

Building configuration...
Current configuration : 694 bytes

bridge-frame forwarding protocol bpdu

10.3.14. BknrouyeHne BPDU-TyHHenA
10.3.14.1. AdbpekT KOHUrypaumm

Bkntounte TyHHenb BPDU, u4To6bl naketel STP ©“3 ceTM KIMeHTa MOrnM npo3payHo
nepegasaTbCd NO CeTU nocTaBLimKka ycnyr. Nepenaya naketoB STP Mexay CETbio KMeHTa He
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BNIMSIET Ha ceTb SP, noaTtoMy STP B ceTU KNnMeHTa paccynTbiBaeTca He3aBUCMMO oT STP B ceTu
SP.

10.3.14.2. NMpumMmeyaHus

TyHHenb BPDU gencteyeT TONbKO B TOM Crlyvae, eCrv OH BKITIOYEH KaK B pexxume rrnodanbHom
KOHdoUrypaumm, Tak n B pexxmme KoHgurypaumm nitepdoenca.

10.3.14.3. LLlarn HacTpounku

BkntoyeHne BPDU-TyHHens

(OnumoHanbHo) B cetn QinQ MOXHO BKMOUUTL TyHHenb BPDU, ecnm STP HeoGxoanmo
paccyYnTbiBaTh OTAENBHO MEXAY CETSIMU KITMEHTOB M ceTammn SP.

10.3.14.4. NpoBepkKa

3anyctute komaHgy show I2protocol-tunnel stp, 4To6bl 0TOOPa3nTb KOHPUrypaLUKO TYHHENS
BPDU.

10.3.14.5. CBsizaHHble KOMaHAbI

Hactpowka TyHHensa BPDU B pexume rmo6anbHOW KoHduUrypaumm

KomaHga I2protocol-tunnel stp

Mo ymonyaHuio | TyHHens BPDU no ymonyaHuio OTKNIoYeH

KomaHaHbIn Pexxm rmobanbHon KoHdurypauum
pexum

PykoBoacteo no | TyHHenb BPDU gencrtByeT TONMbKO B TOM Crnyyae, €CIfivM OH BKITHOYEH KakK B
NCMOMb30BaHUIO | pexmMme rnobanbHON KOHUrypaumm, Tak M B pexume KoHdurypaumm
WHTepdenca

Hactpowka TyHHens BPDU B pexume HacTponku nHtepdenca

KomaHga I2protocol-tunnel stp enable

Mo ymonyaHuio | TyHHens BPDU no ymonyaHuio OTKNIoYeH

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexXunm

PykoBogcteo no | TyHHenb BPDU genctByeT TOMbKO B TOM Ciyyae, eCriv OH BKIOYEH Kak B
NCNONb30BaHMIO | peXxnMMe rnobanbHOW KOHdurypaumm, Tak U B pexmme KOoHurypaumm
nHTepdenca
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Hactpowka agpeca npo3pa4Hon nepegavv TyHHens BPDU

KomaHga [2protocol-tunnel stp tunnel-dmac mac-address
Onuncanwne mac-address: ykasbiBaeT agpec STP ansa npo3payvHorn nepegaym
napameTpoB

Mo ymonyaHumio

MAC-agpec no ymonyanuio — 01d0.f800.0005

KomaHaHbIn
pexunm

Pexxm rmobanbHon KoHdurypauum

PykoBoacteo no
NCnonb30BaHMIo

Ecnn naket STP, oTnpaBneHHbI 13 KNMEHTCKON ceTu, noctynaet B PE, PE
meHseT MAC-agpec HasHa4yeHna nakeTa Ha NpuMBaTHbIN agpec A0 TOro, Kak
nakeT 6yaeTt nepeHanpasneH cetbto SP. Korga naket gocturaet PE Ha peer
end, PE namensietr MAC-agpec HasHadeHnsa Ha obwenocTtynHbii (public)
agpec 1 BO3BpallaeT MakeT B KMMEHTCKYIO CeTb Ha peer end, peanuays
npospayvHylo nepegadvy no cetu SP. OTOT NpuBaTHbLIN agpec aBnseTcs
agpecom npospayvyHon nepegaym TyHHena BPDU.

[ononHuTenbHble agpeca npo3padHon nepegadn naketoB STP BknwovaroT
01d0.f800.0005, 011a.a900.0005, 010f.e200.0003, 0100.0ccd.cddo,
0100.0ccd.cdd1 n 0100.0ccd.cdd2.

Ecnu agpec npospayHon nepegadnm He HacTtpoeH, BPDU Tunnel
ucnone3yet agpec no ymondaruto 01d0.f800.0005

@ §) QTECH

MWP [OCTYMNHEE

310




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika MSTP

10.3.14.6. Npumep HaCTpPOUKMU

BknioyeHne BPDU-TyHHens

CueHapui:
CeTb nocraBsLyuKa CEPBUCOB
g Mpoeangep S1 MpoBaiigep S2‘.
Gi 0/1 Gi 0/10
KnueHta A1 KnneHta A2

CeTb KnneHTa

PucyHok 10-28.
Warn o Bkntouute 6asoBein QinQ Ha PE (B gaHHoM npumepe lMNMposangep S1/
HaCTPOWKM MpoBangep S2), 4TOObI NakeTbl AaHHbLIX CETU KNWEHTa NepegaBanuch

B VLAN 200 B ceTtu SP.

o Bkniouute npospaudHyto nepegady STP Ha PE (Mposangep S1/
MpoBangep S2 B aTOM npumepe), 4Tobbl ceTb SP Morna nepegasaTb
naketbl STP ceTn knneHTta Yyepes TyHHenb BPDU

MNpoBaviaep | War 1. Co3paiite VLAN 200 B cetv SP.
St QTECH#configure terminal
BeeguTte komaHabl KOHUrypaLmm, no ogHou B cTpoke. KoHew, ¢ CNTL/Z.
QTECH(config)#vlan 200
QTECH(config-vlan)#exit

LWar 2. Bkntounte 6a3oBbii QiNQ Ha nopTy, NOAKIOYEHHOM K CETU KITMEHTA, U
ncnonesynte VLAN 20 ans TyHHenupoBaHus.

QTECH(config)#interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan 200

QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed vlan
add untagged 200

War 3. Bknounte npo3padnyto nepegady STP Ha nopTy, NOAKMIHOYEHHOM K CETU
KNueHTa.

QTECH(config-if-GigabitEthernet 0/1)#(2protocol-tunnel stp enable
QTECH(config-if-GigabitEthernet 0/1)#exit

LWar 4. Bkniounte npospavHyto nepegady STP B pexume rnobanbHom
KOHdourypaumn.

QTECH(config)#12protocol-tunnel stp

War 5. Hactporite Uplink-nopT.
QTECH(config)# interface gigabitEthernet 0/5
QTECH(config-if-GigabitEthernet 0/5)#switchport mode uplink

MpoBanaep | Hactponte lNpoBanaep S2, BLINOMAHUB Te e AEeNCTBUSA

S2

lMpoBepka lNpoBepbTe NpPaBUbHOCTL KOHUrypaumm TyHHena BPDU.
MpoBepbTe KOHUrypaumo TyHHENbHOro nopta, nposepus: 1. Tun nopta —
dotlg-tunnel; 2. VLAN c BHewHum Terom cornacyetca ¢ Native VLAN u
pobaensietcs B cnucok VLAN TyHHenbHoro nopta; 3. [lopT, KoTopbin
obpawaetca k cetn SP, HacTpoeH kak nopTt Uplink

Mposaiidep | Lar 1. MNpoBepbTe NPaBUALHOCTL KOHUrypaLmm TyHHens BPDU.

S1

QTECH#show [2protocol-tunnel stp

L2protocol-tunnel: stp Enable
L2protocol-tunnel destination mac address: 01d0.f800.0005
GigabitEthernet 0/1 12protocol-tunnel stp enable

LWar 2. NpoBepbTe nNpaBuibHOCTb KOHUrypaumm QinQ.
QTECH#show running-config
interface GigabitEthernet 0/1
switchport mode dotlg-tunnel
switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200
[2protocol-tunnel stp enable

spanning-tree bpdufilter enable
!
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interface GigabitEthernet 0/5

switchport mode uplink

Mposangep
S2

MpoBepbTe KoHurypauuio MNpoBangepa S2, BbIMNOMHUB Te Xe AeNCcTBUs

10.3.14.7. PacnpocTpaHeHHble OWnoKN

B cetn SP naketbl BPDU MoOryT koppekTHO npo3payvyHO nepegaBaThbCsl TOfIbKO B TOM criydae,
ecnu agpeca npo3spayvyHon nepegaym TyHHena BPDU cornacoBaHbl.

10.4. MOHUTOPUHT

10.4.1. OuncTtka

NMPUMEYAHMUE: BbinonHeHne koMaHg clear MOXET NMPUBECTU K NOTEPE XXU3HEHHO BaXKHOM
NMHpopMaLMK 1, TakuM 00pa3om, K NpepbiBaHUIO paboTbl CyxO0.

OnucaHune KomaHpa

Ounwaer cTaTUCTUKY NakeToB, | clear spanning-tree counters [ interface interface-id |
OTMNPAaBMEHHbIX M MOMYYeHHbIX

Yyepes nopT

Ouniwiaet NHdOopMaL MO 00 | clear spanning-tree mst instance-id topochange
n3meHeHuu Tononorum STP record

10.4.2. OToGpaxeHue

OnucaHue

KomaHga

OTtobpaxaeT napameTpbl

MSTP

n | show spanning-tree

MHOpPMaLMIO O TomonorMK spanning tree

OtobpakaeT KONMMYecTBO OTMpPaBMEHHbIX
1 Nony4eHHbIX naketoB MSTP

show spanning-tree counters [
interface-id |

interface

Otobpaxaer ak3emnnspel MSTP  un | show spanning-tree summary
COOTBETCTBYOLLNI crartyc

nepeagpecauumm NnopTos

OTtobpaxaeT nopThl, KoTopble | show spanning-tree inconsistentports

3abnoknpoBaHbl ¢ nomoLlbo Root Guard
unu Loop Guard

OtobpaxaeT
MST

KOHburypauuio  permoHa

show spanning-tree mst configuration

(@ arecy
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OnucaHue

KomaHaa

Otobpaxaer wHdopmauuto MSTP 06
aksemnnsipe

show spanning-tree mst instance-id

OtobpaxaeT wHdopmauuto MSTP 06
3K3eMnnsipe, COOTBETCTBYHOLLEM NOPTY

show spanning-tree mst instance-id interface
interface-id

OTobpaxaeT  WM3MEHeHUss  Tonororuu

nopTa B aK3emnnsipe

show spanning-tree mst instance-id

topochange record

OtobpaxaeT wHdbopmauuo MSTP o060
BCEX OK3eMnnsipax, COOTBETCTBYHOLINX
nopTy

show spanning-tree interface interface-id

OTo6pa>|<aeT BpemMd nepeagpecaumn

show spanning-tree forward-time

Otobpaxaet Bpems Hello

show spanning-tree hello time

OTobGpakaeT MakcMManbHOe KOnM4ecTBO
hop’oB

show spanning-tree max-hops

OtobpaxxaeT mMakcumManbHOE KONMYECTBO
naketoB BPDU, oTnpaBnsieMbiX B CeKyHAOy

show spanning-tree tx-hold-count

OtobpaxaeT mMeTon pacyeTa CTOMMOCTMU
nyTn

show spanning-tree pathcost method

OtobpaxaeT wuHdoOpMaumMio O TyHHene
BPDU

show I2protocol-tunnel stp

10.4.3. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI NPy BbIBOAE OTNag0uYHON MHGpopMmaumun. MNoatomy
OTKNtoYamnTe nepekniovaTens OTNaaku cpasy nocrne Ucnonb3oBaHus.

OnucaHue

KomaHpa

OTtnapgka Bcex STP

debug mstp all

Otnagka MSTP Graceful Restart (GR)

debug mstp gr

Otnagka nony4veHusa naketos BPDU

debug mstp rx

Otnagka oTnpaBku naketos BPDU

debug mstp tx

(@ arecy
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OnucaHue

KomaHpa

OTtnapgka codbitua MSTP

debug mstp event

Otnagka Loop Guard

debug mstp loopguard

OTtnapgka Root Guard

debug mstp rootguard

Otnagka state machine obHapyxeHua mocTta

debug mstp bridgedetect

Otnagka state machine nHdopmaumm o nopte

debug mstp bridgedetect

Otnagka state machine murpaumm npoTokona nopTa

debug mstp protomigrat

OTnagka nameHeHust tononorun MSTP

debug mstp topochange

Otnagka npuHnmatowen state machine MSTP

debug mstp receive

Otnagka state machine nepexoga ponu nopTa

debug mstp roletran

Otnagka state machine nepexoga cocTosiHUSA nopTta

debug mstp statetran

Otnagka state machine otnpaBkn MSTP

debug mstp transmit
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11. HACTPOUKA GVRP
11.1. O630p

MpoTtokon pernctpaumm VLAN GARP (GVRP) — aT1o npunoxeHne npotokona Generic Attribute
Registration  Protocol (GARP), wucnonb3yemoe pAns AWHaAMUYECKOW  HaCTPOWMKU W
pacnpocTpaHeHna dneHctea B VLAN.

GVRP ynpouwyaet HacTponky v ynpasneHne VLAN. OTo CH/KaeT Harpysky Ha pyyHyr HacTpPOWKy
VLAN n go6asneHne noptoB B VLAN, a Takke CHMXaeT BEPOSTHOCTb OTKMOYEHNS CeTU 1U3-3a
HecornacoBaHHon koHdurypaummn. C nomowbio GVRP Bbl MOXeTe ANHaMUYeCcKn NogaepXmeaTtb
VLAN un pobGaenatb/yganate noptel B/M3 VLAN, 4yToObl o6ecneunte nogkntodeHne VLAN B
TOMonornn.

11.1.1. MpoToKonbl U cTaHAapTbI
CtaHpapt IEEE 802.1D
CraHgapt IEEE 802.1Q

11.2. NMpunoxeHus

MpunoxeHune OnucaHue

KoHdwmrypaumss  GVRP B | CoeanHnte gBa kommyTatopa B JokanbHyto ceTtb (LAN) n
noKasibHOM ceTu ocyliecTsuTe cUHXpoHusaumo VLAN

TyHHenbHOe npunoxenue @ Ucnonb3ynTte ¢yHKUMIO TyHHens OMnoKoB AaHHbIX MpOTOKona
GVRP PDU GVRP (PDU) gns npo3spadHon nepegaym naketoB GVRP yepes
TYHHernb B ceTeBol cpeae QinQ

11.2.1. KoHndurypauma GVRP B nokanbHoun cetu

11.2.1.1. CueHapun

Bkntounte GVRP n yctaHoBuTe ansa pexuma pernctpaumm GVRP 3HadeHne «Normal», 4Tobbl
3aperncTpypoBaTb U OTMEHUTb PerucTpaumnio Bcex AMHaMMYeckux u crtatmyecknx cetern VLAN
Mexay YyCTPoONCTBOM A 1 yCcTporncTBoMm F.
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Ycrponcteo C

Yctponcteo A Ycrponucteo B Yctpoincteo E Yctpoincteo F

YerponcTtso D

PucyHok 11-1.

Yctpowncteo A, YctponcTteo B, Yctponcteo C, Yctpoincteo D, Yctponcteo E n YerponcTteo F
ABMAKTCH KOMMyTaTopamu. opTbl, NOAKMAOYEHHbIE MEXAY OBYMS YCTPOWCTBAMU, SBMSKOTCS
TPaHKOBbIMM NOPTaMMU.

Ha YcTtpoinctee A n Yctpoinctee F HacTponTe ctatuydeckne VLAN, ncnonb3yemble Ons CBA3MN.
Bkntounte GVRP Ha Bcex kommyTaTopax.

11.2.1.2. PasBepTbiBaHue

e Ha kaxxgom yctponctee BKtouuTe yHkumn cosdgadmsa GVRP n ganHamudeckon VLAN,
a Takke ybeguTech, 4To AMHamudeckme VLAN MOXHO co3gaBaTb Ha MPOMEXYTOYHbIX
yCTpOWCTBax.

e Ha Yctponctee A n Yctponctee F HacTpounTe ctatndeckme VLAN, ucnonbsyemble ns
cBaA3n. Yctponcteo B, Yctponctso C, YctponctBo D u Ycrtponctso E 6yayt
AnHamuyecku nsyyatb VLAN yvepes GVRP.

NMPUMEYAHMUE: pekomeHayeTca BKMOYUTL NPOTOKON spanning tree (STP), 4ytobbl nsbexartb
neTenb B TONOMOMMM CETU KITMEHTA.

11.2.2. TyHHenbHoe npunoxeHue GVRP PDU
11.2.2.1. CueHapum

CeTteBas cpega QinQ 0OblMHO AenuTcs Ha CeTb KNMeHTa M ceTb nocTaslimka ycnyr (SP).
dyHkuma TyHHenss GVRP PDU nossonset nepenasaTh naketel GVRP Mexay ceTamMn KIMeHToB
6e3 BnusHuA Ha cetn SP. PacyeT GVRP B KNUEHTCKMX CeTsX OTAENeH OT pacyeToB B ceTax SP
6e3 nomex.
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CeTb nocTaBLuKa CEPBUCOB

g Mposangep S1 MpoBannep S2 -

Gi 0/5 Gi 0/5

KnueHnt S2

.\ KnueHTa A1

KnuenTta A2 ) .-

CeTb KnueHTa

PucyHok 11-2. Tononorusa TyHHenbHbIX npunoxexdmn GVRP PDU

PucyHok Bblwe nokasbiBaeT ceTb SP u ceTb knueHTa. CeTb SP cogepxut Provider Edge (PE)
yctpouctea Mposangep S1 u MNpoBangep S2. KnneHtckasa ceTb A1 n KnueHTckasa cetb A2 —
3TO [Ba KaHana OfHOro M TOro XXe KrneHTa B pa3HbiX MecTtax. ABOHeHT S1 n AboHeHT S2 — 3To
YyCTPOMCTBA [OCTyNna B KIMEHTCKOW CeTh, KOTOpble NOoAKmMoyeHbl K cetn SP uepes
MpoBangepa S1 un MNpoeangepa S2 cOOTBETCTBEHHO.

®dyHkuma TyHHens PDU GVRP nossonsdet knueHtckoM cet A1 u KnueHtckom cetn A2
BbINOMHATL YHUpMUMpoBaHHbI pacdeT GVRP B ceTn nocraBLimKka ycnyr, He BNUASA Ha pacdeT
GVRP B ceTn nocTasLymKa ycnyr.

11.2.2.2. Pa3BepTbiBaHUe

e Bknounute 6a3oBbin QiNQ Ha PE (Mposangep S1 v lMNMpoBangep S2) B cetn SP gns
nepegadn NakeToB JaHHbIX M3 CETU KnneHTa Yepes ykasaHHyto VLAN B cetn SP.

e Bknounte npospayHyto nepegady GVRP Ha yctponctBax PE (Mposangep S1 wu
MpoBangep S2) B cetn SP, 4Tobbl N03BONUTL ceTu SP TyHHenupoBaTb naketbl GVRP
N3 CeTU KIMeHTa ¢ NoMoLbo OYHKUUK TyHHennposaHus PDU GVRP.

11.3. PyHKUUMN

11.3.1. ba3oBble onpeaeneHusn

GVRP

GVRP — ato npunoxeHue GARP, ncnonb3dyemoe ans perucrpaumm u OTMEHbI perncrpauuu
aTpubyTtoB VLAN B cnegyowmux pexumax:
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e Korga nopt nony4yaet obbseneHue atpmbyta VLAN, nopT peructpupyetr aTpulbyTbl
VLAN, cogepxalumecs B o6bsiBrieHUn (To ecTb nopTt npucoeamHutcs K VLAN).

e Korga nopt nonyyaeTr obbsiBNeHne oT3biBa atpmbyta VLAN, nopT oTMeHsieT
pernctpaumto atpnbytoB VLAN, cogepxalmnxcsi B 06bABNEHUN (TO eCTb NOPT BbIXOAUT
n3 VLAN).

3 O6nasneHve
YcTponcteo A anmﬁyTa YctponcTeo B

ObbaABneHne
oT3biBa aTpmbyTa

PucyHok 11-3.

OvwHamunyeckana VLAN

VLAN, KOTOpylD MOXHO AMHaMWUYecKu co3gaBaTb M yaanatb 6e3 HeobGXoAMMOCTU pyYHOM
HaCTPOWNKK, Ha3blBaeTca guHammyeckon VLAN.

Bbl moxeTe BpydHyto npeobpasoBaTtb AvHamuyeckyto VLAN B cratmdeckyto VLAN, HO He
HaobopoT.

State machine npoTtokona ynpaensieT NnpMcoeanHeHneM NOpToB K gMHaMmmnyecknm cetam VLAN,
co3faHHbIM ¢ nomowpblo GVRP. Tonbko MaructpasnbHble MopThl, KOTOpble nony4varT
obbsaBneHne atpubyta GVRP VLAN, mMoryT npucoeamHATbea Kk aTum VLAN. Bbl He moxeTe
BPYYHyto 0OOaBNATbL NopThl B AnHamudeckne VLAN.

Tunbl coobLwweHun
(1) CoobeHune Join

Korga o6bekT npunoxernnsa GARP HageeTcs, 4to apyrne obbektol GARP 3apernctpupytoT ero
aTpubyTbl, OH oTnpaBuT coobweHne Join. Koraa obbekt GARP nonyyaeT coobuwieHne Join oT
Apyroro obbekta unu TpebyeT, YToObl Apyrne OoOBEKTLI 3aperncTpupoBann ero crtaTtmyeckmne
atpubyTbl, OH oTnpasnseTr coobweHne Join. CyuwectByeT fBa Tuna CooOLWEHUNn O
npucoeanHeHnn: JoinEmpty n Joinin.

e CoobuweHne JoinEmpty: ucnonb3yetca Ana ob6bsBNEeHUs He3aperncTpupoBaHHOro
atpubyTa.
e CoobuweHune Joinin: ncnonb3yetcsa ansa o6bABNEHUS 3aperMcTpMpoBaHHOro atpubyTa.
(2) CoobuweHune Leave
Korga o6bekT npunoxenna GARP HageeTcs, 4To apyrue o6bekTol GARP OTMEHAT perncrpaumto
ero aTpubyTtoB, OH oTnpaBuT coobueHune Leave. Korga o6bekt GARP nonyyaeT coobuieHve
Leave oT gpyroro obbekta nnu Tpebyet, 4Tobbl Apyrne o6bekTbl OTMEHUNN perncTpaumio ero

CTaTU4EeCKM OTMEHEHHbIX aTpubyTOB, OH OTNpaBuT cooblieHne Leave. CyliecTByeT ABa Tvna
coobueHnsa o Bbixoge: LeaveEmpty n Leaveln.

e CoobueHne LeaveEmpty: ucnonb3yetcss  ANsi OTMEHbI perncTpauum
He3aperncTpMpoBaHHOro aTpmbyTa.

e CoobuweHune Leaveln: ncnonbsyetca Ang oTMEHbl permctTpauumn 3apermcTtpmpoBaHHOro
atpubyTa.

(3) CoobueHune LeaveAll

Kaxgbin o6bekT npunoxeHns GARP 3anyckaeT cBon Tanmep LeaveAll Bo Bpems 3anycka. Korga
Tamep MUcTekaeT, 00bekT oTnpaenseT cooblleHne LeaveAll ans OTMeHbl permctpaumm Bcex
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atpmbyToB, YTOOLI N03BONUTL ApYyrMm obbektam GARP nepepernctpuposatb atpmbyThl. Korga
06bekT npunoxenns GARP nonydaet coobueHne LeaveAll oT gpyroro o6bekta, OH Takke
oTnpaenseT coobueHne LeaveAll. Tanvep LeaveAll nepesanyckaeTcsa npy NOBTOPHON OTrNpaBke
coobueHnsa LeaveAll, 4To6bl MHALMMPOBATL HOBLIN LK.

Tunbl Tanmepos

GARP onpegensieT YeTbipe TaliMepa, UCnosb3yeMblxX ONs YNpaBneHusl OTnpaBKkon coobLLEHMI
GARP.

(1) Tanmep Hold

Tanvmep Hold ynpaensiet otnpaskon coobuweHmn GARP (Bkntoyast coobuieHunsa Join n Leave).
Korga o6bekT npunoxeHns GARP nameHsieT ceon atpmbyThl nnu nony4vaet coobuieHne GARP
OT gpyroro obbekta, OH 3anyckaeT Tanmep Hold. B TeyeHve nepuoga Tanm-ayta OObekT
npunoxenns GARP wuHkancynupyet Bce coobuweHns GARP, koTopble [OOMKHbI ObITb
OTNpaBrieHbl, B NakeTbl, BO3MOXXHOE Marioe KOnmnmyecTBO NakeToB, U OTNpaBnaeT nakeTbl, koraa
TanMep UcTekaeT. ATO yMEeHbLUAeT KONMMYECTBO OTNPaBNSEMbIX NAKeTOB M 9KOHOMUT pecypcbl
NPOMNYCKHON CNOCOBHOCTH.

(2) Tanmep Join

Tavimep Join ynpaBnsaeT oTnpaBkon coobuieHun Join. lNMocne Toro kak O0bLEeKT MpUIoXeHUs
GARP otnpaBnset coobuieHne Join, OH oXxuaaeT OAMH MHTepBan TavM-ayTa TanmMmepa Join,
4yTOGbI Y6eauTbCs, YTO COOOLLEHNE O NPUCOEANHEHNN HAOEXHO NepedaHo ApyroMy ob0bLekTy.
Ecnn o6bekt npunoxeHns GARP nonyyaeT coobuwenue Joinln ot gpyroro obbekta [o
NCTEYEHU BPEMEHM Tanmepa, OH He OyaeT MOBTOPHO OTMNpaBnATb coobuieHune Join; B
NPOTUBHOM Cilydae OH MOBTOPHO OTNpaBuT coobuweHue Join. He kaxabi aTpubyT mmeet
cobCTBEHHbIN Tanmep Join, HO Kaxabin 06bekT npunoxeHns GARP nmeeTt ognH Tanmep Join.

(3) Tanmep Leave

Tanmep Leave ynpaBnsieT 0TMeHOM pernctpaumm atpmbyTta. Korga obbwekT npunoxerHnss GARP
HageeTcs, 4YTO Apyrme OObeKTbl OTMEHAT perucTpaumio ogHoro M3 ero atpubyToB, OH
oTnpasnseT coobueHne Leave. [pyrne o6bekTbl, nonyymBline cooblieHme Leave, 3anyckaroT
Tanmep Leave. Peructpaumsa atpubyta OyaeT OTMEHEeHa TONbKO B TOM Crydae, ecnv 3Tu
006bekTbl He nony4yaT coobLeHns Join, CoNoCTaBneHHOro ¢ atpnbyTom, B TeYeHNe Tanm-ayTa.

(4) Tanmep LeaveAll

Kaxabih 0b6bekT npunoxeHns GARP 3anyckaeT cBow coOCTBeHHbIM Taimep LeaveAll npwu
3anycke. Korga tarimep ncrekaet, o6bekT oTnpaenseT cooblieHne LeaveAll, 4yToObl NO3BONUTL
Apyrmm obbekTam nepepernctpmpoBaTtb atpubyThl. 3atem Tanmep LeaveAll nepesanyckaeTcs,
4YTO6bl MHULUUNPOBATbL HOBbIN LK.

Pexnmbl o6baBneHna GVRP

GVRP nossonseTt KommMmyTaTopy UH(oOpMMpoBaTb Apyrne NoAKNoYEHHbIE YCTPONCTBA O CBOUX
VLAN #“ MHCTpPYKTUMPOBaTb peer-yCTpoMCTBO O CO3gaHum KOHKpeTHbix VLAN un pobasneHun
nopTos, nepegatowmx naketsl GVRP, B cooTBeTcTBYtoWwne VLAN.

HocTtynHbl ABa pexnma obbasneHna GVRP:

e Pexum Normal: ycTponcTo n3sHe 06baBnsieT nHgpopmaumio o csoert VLAN, Bkniovas
AnHamudeckme n ctatndeckme VLAN.

o Pexum Non-applicant: ycTponcTBo He 06bsaBnsaeT nssHe nHgopmauuio o ceoen VLAN.

Pexumbl pernctpauum GVRP

Pexum pernctpaumm GVRP ykasbiBaeT, obpabaTbiBaeT nv KOMMYyTaTop, KOTOPbIA nony4vaeT
naket GVRP, nigopmaumo o VLAN B nakeTe, Hanpumep, AuHaMmnyecku cosgaet Hosyto VLAN
n pobaenseT NopT, KOTOpbIA nonydyaeT nakeT, B VLAN.

HocTynHbl ABa pexuma pernctpaumm GVRP:
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e Pexum Normal: ob6pabotka nigopmauun VLAN B nonydeHHom nakete GVRP.
e Pexwnm Disabled: HeT 06paboTkm nHpopmaumm VLAN B nonyvyeHHom nakete GVRP.

11.3.1.1. O630p

Oco6eHHOCTb OnucaHue

CuHXpoHM3aLms OunHammuecku cosgaeTt VLAN n pobaenset/yganset nopTol B/u3 VLAN,
nHpopmaumm VLAN | 4TO CHWXaeT Harpy3ky Ha pydHYHO HacTPOWKY W BEPOATHOCTb
BHYTPW TOMOJIOrNU oTkrntodeHus VLAN un3-3a oTCyTCTBMSA KOHpUrypauum

11.3.2. CuHxpoHusauma niopmauum VLAN BHYTpu Tonosnormm

11.3.2.1. MpuHUUN paboTbl

GVRP — 3t10 npunoxeHne GARP, ocHoBaHHoe Ha paboyem mexaHname GARP. GVRP
nogaepXxmBaeT OWHaMUYECKYIO perucTpaumoHHyto uHpopmaumio VLAN Ha ycTponcTeBe W
pacnpocTpaHseT 3Ty UHopmaumio Ha gpyrne yCTporcTBa. YCTPOMUCTBO ¢ nogaepxkon GVRP
nonyyaeTt perncTpaumoHHyto uHgopmaumo VLAN OT Apyrux YCTPOUCTB M AMHAMUYECKU
OOHOBNSIET  perucTpaumoHHyto  uHdopmMauuio  nokanbHon VLAN.  YCTpoWCTBO  Takke
pacnpocTpaHsaeT MHopmaumo o pernctpaumm nokansHon VLAN Ha gpyrve ycTponcTtsa, 4Toobl
BCE YCTpOMCTBA B CETM nNogaepXmBann cornacoBaHHy uHdopmaumio o cetn VLAN.
PeructpaunoHHasa nHdopmaumna VLAN, pacnpocTtpaHsemas GVRP, BKOYaeT HaACTPOEHHYIO
BPYYHYIO CTaTMYECKyl0 pPEerMcTpaumMoHHy0 WHMOpMaLMIO Ha JOKarbHOM YCTPOUCTBE W
ANHaAMMYECKYIO PErNCTPaLNOHHY0 MHAOPMAaLNIO OT APYINX YCTPOMUCTB.

MHcopmaumoHHoe o6 bsABneHne BHewHen VLAN

MaructpanbHbil NOPT Ha YycTponctBe c nogaepxkon GVRP nepuognyeckn cobupaet
nHpopmaumio 0 VLAN BHyTpu nopTa, Bkmodasa VLAN, K KOTOpbIM MaructpanbHbid nNopT
npucoeamHsieTcsa unu otcoeanHaetca. CobpaHHaa nHgopmauma o VLAN nHkancynupyeTcs B
naket GVRP onga otnpaBkn Ha peer-ycTponcTBo. [Mocne Toro, Kak mMaructpanbHbI NopT Ha
peer-ycTponcTBe mnosfy4aeT nakeT, OH npuHUmaeT uHgopmaumio o VLAN. 3atem Oyayt
AWHamMnyeckn cosfaHbl cooTBeTcTBytOWME VLAN, a maructpanbHbii NOpT NPUCOEAMHUTCA K
cosgaHHbiM VLAN mnu BeingeT u3 gpyrux VLAN. JononHuTteneHble cBegeHms 06 nHgpopmaumm
0 VLAN cM. B NnpuBEOEHHOM BbILLIE ONUCaHUM TUMOB cooblleHnii GVRP.

11.3.2.2. CBsAi3aHHblIe KOH(Urypauum

GVRP OTKfO4YEeH No yMosiyaHuio.
e 3anyctute [no] gvrp enable, 4TobbI BKNIOYUTL UK OTKNIOYMTL GVRP.

Mocne BkntodeHns GVRP Ha ycTporcTBe YyCTpONUCTBO oTnpasngaeT nakeTol GVRP, cogepxalune
nHpopmaumio o VLAN. Ecnu npotokonn GVRP OTKMNOYEH Ha YCTPOUCTBE, YCTPOWCTBO He
otnpaenseT naketel GVRP, cogepxawme wHpopmaumio o VLAN, n He obpabaTbiBaeT
nonyyeHHole naketbl GVRP.

Peructpauus n ormeHa peructpauum VLAN

Mpn nonyyeHnn naketa GVRP kommyTatop onpegenset, cnegyer nu obpabatbiBaTtb
nHpopmaumio VLAN B nakete B COOTBETCTBUM C PEXMMOM permctpaumm COOTBETCTBYIOLLENO
nopta. [ononHuTtenbHble cBedeHUs CM. B MNPUBEOEHHOM BbIle OMUCAHUN PEXMMOB
peructpaummn GVRP.
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11.3.2.3. CBfAi3aHHble KOH(uUrypauum

e Ecnu GVRP Bknto4veH, nopT B pexume Trunk no yMOmnyaHUIO akTuBupyetcsl C
AnHamundeckon pernctpauunen VLAN.

e YT0Obl BKNIOYNTL AnHaMmyeckyto permctpaumio VLAN Ha nopTy, BbINOMHUTE KOMaHAay
gvrp registration mode normal. YToGbl OTKMNIOYNTE OUHAMUYECKYIO Perncrpaumio
VLAN Ha nopTy, BbINONHUTE KOMaHAy gvrp register mode disable.

e Ecnu guHamunueckaa peructpauma VLAN BkniodeHa, guHamudeckme VLAN OGyayt
co3faHbl Ha foKanbHOM YCTPOMCTBE, Korga nopT nonyyut naket GVRP, cogepxalumi
nHgopmaumio o VLAN, ot peer end.

e Ecnu guHamnueckasn pernctpaums VLAN oTkntodeHa, gauHammdeckas VLAN He OygeTt
Cco3[aHa Ha fokanbHOM YCTPONCTBe, Koraa nopt nonyynt naket GVRP oT peer end.

KoHdurypauus OnucaHue n KomaHaa
HacTtpownka (ObsizatenbHbin) OH  wncnonb3yetca Ana  BkiwdeHna GVRP  wn
OCHOBHbIX _YHKLMI | auHamudeckoro co3aanms VLAN
GVRP u
CUHXPOHM3aLUNK gvrp enable Bkntouaet GVRP
nHdopmaumm VLAN
gvrp  dynamic-vlan-creation | Bkniovaet OWHamuyeckoe
enable co3ganme VLAN
switchport mode trunk MepekntoveHne B pexmm

maructpansHoro nopta. GVRP
DENCTBYET TONbLKO B pexnme Trunk

switchport trunk allowed vlan | lNossonseT Tpaduky n3 scex VLAN

all npPoOxXoauTb
HacTtponka gvrp applicant state HacTtpanBaet pexum o6bsiBreHus
OCHOBHbIX__(QYHKLINI nopta. Pexxum Normal ykasbiBaeT
GVRP n Ha obbsaABNeHue uHhopmMmauunm o
CUHXPOHU3aLINN VLAN un3BHe nyTem OTMpaBKu
nHdopmaumm VLAN naketa GVRP. Pexum

Non-applicant ykasblBaeT, 4YTO He
crieqyeT o6bABNATL MHAOPMALMIO
o VLAN n3BHe

gvrp registration mode HacTtpauBaeTt pexum permcrpauum
nopta. Pexum Normal ykasbiBaeT
Ha o06paboTky wHdopmMauumn o
VLAN B nonyy4yeHHOM nakeTte
GVRP, Hanpumep, OuMHamu4eckoe
co3gaHme VLAN un pobasneHue
noptoB B VLAN. Pexum Disabled
ykas3blBaeT, 4TO He cnegyet
obpabaTbiBaTh WHopMaLmIo
VLAN B nonyyeHHom nakete GVRP
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KoHdurypauus OnucaHue n KomaHaa

(OnumoHanbHo) Mcnonb3yetca i HAaCTPOWKM TakMeEpPOB U pexuma
perncTpaumm n pexmnma obbaBneH1s noprta

gvrp timer HactpanBaeT Tanimepbl
HacTtponka (OnumoHanbHo) OH  wucnonb3yeTcd [Afs HacTPOWKM Npo3pavyHOm
npo3pa4vyHomn nepegayn GVRP PDU
nepegayv GVRP
PDU bridge-frame forwarding | Bknioyaet npospavHyo nepegady
protocol gvrp GVRP PDU

Hactponka dyHkumm | (OnumnoHansbHo) OH ncnonb3yeTcst Ans HaCTPOWKM (PyHKUUK TYHHeNs

TyHHens GVRP PDU | PDU GVRP

I2protocol-tunnel gvrp BkntovaeT dyHkumio TyHHens PDU
GVRP B pexume rnobanbHom
KOHUrypaumm

I2protocol-tunnel gvrp enable | BkntovaeT dyHkumto TyHHens PDU
GVRP B pexume koHGUrypaumm
UHTepdenca

I2protocol-tunnel gvrp tunnel- | HactpanBaeT agpec npo3payvyHoON
dmac nepegauu, NCNosnb3yeMbin
dyHKumnen TyHHens GVRP PDU

11.4. KoHdourypaumsa

11.4.1. Hactpoka OCHOBHbIX ¢yHKuMM GVRP U  CUHXpOHM3aUUKU

nHdopmauun VLAN

11.4.1.1. dcpheKT KoHDUrypaumm

AnHamnyeckn cosgasatb/yaanate VLAN n gobasnate/yaansats nopTsl B/u3 VLAN.

CuHxpoHuaupyeT uHgopmaumio VLAN mexagy ycTponctBamu, 4tobbl obecneunTb
HOpPMarnbHYy CBA3b BHYTPW TOMOJIOTUN.

CokpaluaeT Harpy3Ky Ha py4YHyto HacCTpPOWKy 1 ynpoliaet ynpasnenne VLAN.

11.4.1.2. NpumeyvaHun

GVRP pomkeH ObiTb BKMNOYEH Ha 060MX NOAKMOYEHHbIX ycTponcTeax. NHdopmauns
GVRP nepefgaeTtca TONbKo No MarmctpansHbiM kaHanam. Nepegasaemas nHgopmauns
copepxuTt mHdopmaumto 060 Bcex cetax VLAN Ha Tekywem yCTpOWCTBE, BKMYas
AnHamuyeckn ndydyeHHble cety VLAN u cetn VLAN, HacTpOeHHble BPY4YHYIO.

Ecnn STP BKknoyeH, ToNbKO MopThbl B cocTtosiHum Forwarding ydactBytoT B GVRP
(Hanpumep, nony4atoT u otnpasnaioT PDU GVRP) n nony4atoT nidopmaumto 0 CBoen
VLAN, pacnpocTtpaHaemyio GVRP.
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e Bce noptbl VLAN, nobaeneHHble GVRP, aBnA0TCA NOMEYeHHbIMU Teramm nopTamMu.

o Cuctema He coxpaHsieT uHdopmaumio o VLAN, koTopad AMHAMMYECKU U3yyaeTcs
GVRP. NHdopmaums 6yaeTt noTepsiHa Npu nepesarpy3ke YCTPONCTBA N HE MOXET ObITb
COXpaHeHa BPY4HYIO.

e Bce ycTtponcTtea, kKOTOpbIM HEOGX0ANMO 0bMeHMBaTLCSA nHopmaunen GVRP, 0omkHbI
nogaepxmeatb cornacosaHHble Tanmepsl GVRP (Tarimep Join, Tamep Leave v Tanmep
Leaveall).

e Ecnn STP He BKMOYEH, BCe AOCTYMNHbIE MOPThbl MOryT ydyactsoBaTb B GVRP. Ecnu
BKNIOYEHO OAHO spanning tree (SST), TONbKO MOPTbl B COCTOSIHUM NEPECHINKM
(Forwarding) B koHTekcTe SST ydacteytoT B GVRP. Ecnu BKNHOYEHO HECKOMBbKO
spanning tree (MST), GVRP moxeT paboTtatb B KOHTEKCTE spanning tree, KoTopomy
npuHagnexut VLAN1. Bbl He MOXeTe ykasaTb OpYronm KOHTEKCT spanning tree ans
GVRP.

11.4.1.3. lLarn HacTpounku

BknroyeHne GVRP

e ObgaszartenbHbIN.

e Tonbko ycTponcTtea ¢ nogaepxkon GVRP moryT obpabartbiBaTh nakeTol GVRP.
BknroyeHne guHammnyeckoro cosganms VLAN

e (ObGsizaTenbHbIN.

¢ [locne Bkno4YeHUs anHammu4yeckoro cosganust VLAN Ha yCcTponCTBE yCTPOMCTBO ByaeT
AnHamnyeckn cosgasatb VLAN npu nonyvyeHun coobuweHmin GVRP Join.

Hactpowka TanmeposB
e  OnuyuoHanbHo.

e CywectsyeT Tpu Tanmepa GVRP: Ttanmep Join, Tanmep Leave n tanmep Leaveall,
KOTOPbIE€ MCMOMNb3YHTCA ANA yNpaBieHnsa NHTepeanamm oTrnpaBku COOOLLEHWIA.

o BsauMMoOOTHOLWIEHMA WHTEpBArnoB TanWMepa cnegylolime: uHTepBan Tanmepa Leave
AOIKeH ObiTb B Tpy unn 6onee pa3 6onblue, Yem MHTEpBan Tanmepa Join; nHTepBan
Tanmepa Leaveall gomkeH bbITb 6onbLle, YeM MHTepBan Tanmepa Leave.

e Tpwu Tamepa ynpaenswTcs state machine GVRP u MoryT 3anyckatbcs Apyr OpYroMm.
HacTtpowka pexnma o6bABNeHMA nopra

e  OnuyuoHanbHo.

e [JloctynHbl ABa pexunma obbasneHns GVRP: Normal (no ymonyanuto) n Non-applicant.

e Pexum Normal: ykasbiBaeT, 4TO YCTPOMUCTBO M3BHE 0O6bSABNAET MHOpMaLMIO O CBOEW
VLAN.

e Pexwnm Non-applicant: ykasblBaeT, 4TO YCTPOMUCTBO He 06bABNSET n3BHe nHopmMaLmo
o ceoen VLAN.

HacTtponka pexuma permctpauum nopra

e  OnumoHanbHo.

e [JloctynHbl ABa pexuma permctpauun GVRP: Normal n Disabled.
MepekntoyeHne B peXxXxMm MaructTpanbHOro nopra

e ObgaszartenbHbIn.

o GVRP pgencteyeT TOMbKO Ha NopThbl B pexxume Trunk.
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11.4.1.4. NpoBepkKa

3anyctute komaHgy show gvrp configuration, 4Tobbl NpoBepPUTL KOHGUIrypaumio.
lNpoBepbTe,

HacTpoeHa nM guHammyeckas VLAN, M COOTBETCTBYIOWMKA MNOPT

npucoeauHsetca K VLAN.

11.4.1.5. CBsAA3aHHblIe KOMaHAbI

BkniouyeHue

GVRP

KomaHnga

gvrp enable

Mo ymonyaHuio

Mo ymonyaHuio GVRP BbIkrtoyeH

KomaHgHbIn
pexnm

Pexxm rmobanbHon KoHdurypauum

PykoBoactBo no

GVRP MOXHO BKMNIOYUTb TOSIbKO B pexmme rrnobanbHom KoHdurypauum.

ncrionb3oBaHuio | Ecnu GVRP He BkntoyeH rnmobanbHO, Bbl BCE PAaBHO MOXETe YCTaHOBUTb
apyrve napametpbl GVRP, HO HacTponku napameTpoB BCTYNAT B CUNY
Tonbko nocrie 3anycka GVRP
BknroyeHne anHammnyeckoro cosaanusa VLAN
KomaHga gvrp dynamic-vlan-creation enable

Mo ymonyaHuio

Mo ymonyanuio ganHamudeckoe cosgaHme VLAN BbIKHOYEHO

KomaHgHbIn
peXnm

Pexwnm rnobanbHon KoHUrypaumm

PykoBoactBo no
NCMNOMb30BaHUIO

Korga nopt nonyyaet coobuwenune Joinln unu JoinEmpty, ykasbiBatoLiee Ha
HecywecTBytowyto VLAN Ha nokanbHoM ycTtponctee, GVRP moxer
co3gaTb 3Ty VLAN B 3aBUCUMOCTU OT KOHbUrypauum aTom KoMaHabl

NMPUMEYAHUE: napameTpbl AnHammyeckon VLAN, cosgaHHon yepe3 GVRP, HeNb3st UaMeHUTb

BPYYHYHO.

Hactpownka TanmeposB

KomaHga gvrp timer {join timer-value | leave timer-value | leaveall timer-value }
OnwucaHve timer-value: 1-2 147 483 647 mc
napameTpoB

Mo ymonyanuio

Tanmep Join: 200 mc, Taimep Leave: 600 mc, Tanmep Leaveall: 10 000 mc

KomaHgHbIn
pexmm

Pexnm rmobanbHon KoHUrypaumm
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PykosoacTteo no
NCMNOMb30BaHUIO

WMHTepBan Tammepa Leave pomkeH ObiTb B Tpu pasa 6Gonblle, 4em
WHTepBan Tanmepa Join.

NHuTepBan Tanmmepa Leaveall gomkeH ObiTb Gonblue, 4Yem wHTepBan
Tanmepa Leave.

EavHuuen BpemeHn SBNAOTCA MUNNIMCEKYHAbI.

B peanbHOn ceTn pekoMeHAYTCS cneayrolme niTepeansl Tanvepa:
Tanmep Join: 6000 mc (6 c)

Tanmep Leave: 30 000 mc (30 c)

Tanmep Leaveall: 120 000 mc (2 MUHYTbI)

Ybeanutecb, 4To HacTporku Tamepa GVRP Ha Bcex B3aMMOCBSI3aHHbIX
yctporctBax GVRP cornacoBaHbl; B npotueHoM crniydae GVRP moxet
paboTaTb HENPaBUITbLHO

HacTtpowka pexnma o6bABNeHMA nopra

KomaHga gvrp applicant state { normal | non-applicant }
Onuncanue normal: ykasblBaeT, YTO NOPT BHELLHE 06bABNAeT nHdopmauunio o VLAN.
napameTpoB

non-applicant: ykasbiBaeT NopT He 06bLSBNSET M3BHE WHoOpMaLMio O
VLAN

Mo ymonyaHuio

Mo ymon4yaHuio noptam paspeLleHo oTnpaendaTb yBegomneHme GVRP

KomaHgHbIn
peXmm

Pexxum koHdurypaumm nHtepderica

Pykosoacteo no
NCMornb30BaHUIO

OTa KOMaH4a UCnonb3yeTca Ans HAaCTPoOnKM pexmma obbasneHns GVRP
nopra

HacTpoiika pexunma perucrpaumm nopra

KomaHga gvrp registration mode { normal | disabled }
Onucanue normal: ykasblBaeT, 4TO MNOPTY pas3pelleHo MNPUCOEANHATBCA K
napameTpoB anHamunyeckom VLAN.

disabled: ykasbiBaeT, 4TO MOPTy He paspelleHO MNPUCOEANHATLCH K
anHamuyeckon VLAN

Mo ymonuyaHuio

Ecnu GVRP BkntoyeH, nopT B pexxume Trunk no ymonyaHuio aktueupyeTcs
C AnHamunyeckoun peructpauunen VLAN

KomaHgHbIn
pexnm

Pexxum koHurypaumm nHtepderica
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PykoBoacTBO Mo | OTa KOMaH4a UCnonb3yeTca ANs HacTporku pexmuma pernctpauun GVRP
MCNoNb30oBaHMIO | nopTa

11.4.1.6. Npumep KoHcuUrypaumm

BknroyeHne GVRP B Tononormm u aumHamumyeckoe obcnyxuBaHue VLAN wm
B3anMooTHoweHue VLAN-nopT

CueHapuit:

G 01 G 0/2 G 0/3 G 01

PucyHok 11-4.

Warn e Ha kommyTatope A n kommytatope C HacTponte VLAN, ncnonbsyemble
HaCTPOWKM ANS CBA3U B CETU KITMEHTA.
o Bkniounte dyHkuumn cosgaHms GVRP wn guHamuyeckon VLAN Ha
KommyTaTope A, kommyTaTtope B n kommyTaTope C.
e HacTtponte nopThbl, MNOAKMOYEHHbIE MeXAy KOMMyTaTopamu, Kak
MarucTpanbHbie NopThl U ydeguTteck, Yto cnmckn VLAN MarmctpanbHbIX
MOPTOB BKMOYaOT KOMMYyHuKaumoHHble VLAN. T[lo ymonyaHuio
MarmcTpanbHbIi NopT nponyckaeT Tpaduk ns scex cetern VLAN.
e PekomeHnpgyetcs Bkntountb STP, uTobbl M3bexaTb neTens
A 1. Cospavite VLAN 1-200, ucnonb3yemyto Ans CBA3M B CETU KIMEHTA.

A# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
A(config)# vlan range 1-200

2. Bkntounte pyHkumm cosganua GVRP n gnHammyeckon VLAN.
A(config)# gvrp enable
A(config)# gvrp dynamic-vlan-creation enable

3. HacTtponTe nopt, NogknioYeHHbIN K KOMMyTaTopy B, Kak MarucTpanbHbIn NopT.
Mo ymonyaHuio MarncTparnbHbIn NOPT NponyckaeT Tpaduk n3 scex cetern VLAN.

A(config)# interface gigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)# switchport mode trunk

4. Hactponte pexvm OObSABMEHMS U PEXUM perncrTpaumm marnctpanbHOro
nopta. Pexum Normal wncnonb3yetcsd No YMOMNYaHW, U €ro He HYXHO
HacTpamBaTb BPYYHYIO.

A(config-if-GigabitEthernet 0/1)# gvrp applicant state normal
A(config-if-GigabitEthernet 0/1)# gvrp registration mode normal
A(config-if-GigabitEthernet 0/1)# end

327

@ §) QTECH

MWP [OCTYMNHEE




PykoBoacTeo no HacTponke cepmus QSW-8113

HacTtpolika GVRP W
C KoHdurypaums Ha kommyTaTope C Takas e, Kak U Ha KomMmyTaTope A
B 1. Bkntounte dyHkumm cosgaHms GVRP n gunammyeckon VLAN.

B# configure terminal
B(config)# gvrp enable
B(config)# gvrp dynamic-vlan-creation enable

2. HactpownTte nopTbl, NOOKIOYEHHbIE K KOMMYTaTopy A n kKommyTaTopy C, kak
MarncTpanbHble NOopThI.

B(config)# interface range GigabitEthernet 0/2-3
B(config-if-GigabitEthernet 0/2)# switchport mode trunk

Mpoeepka | [NpoBepbTe NpaBUIbHOCTL KOHdUrypaumm GVRP Ha KaxgoMm YCTpOWCTBE.
MpoBepbTe, 4TOo VLAN 2—-100 gMHaMmmnyeckn cosgatoTcs Ha kommyTtatope B u
npucoegmHstotea nm nopt G 0/2 n nopt G 0/3 Ha kommyTaTtope B K
anHammyeckum VLAN

A A# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled
Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode
GigabitEthernet 0/1 normal normal
B B# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode

GigabitEthernet 0/2 normal normal
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GigabitEthernet 0/3 normal normal
C C# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode

GigabitEthernet 0/1 normal normal

11.4.1.7. PacnpocTpaHeHHble OWNOKU

e [opTbl, NOAKMIOYEHHBLIE MEXY YCTPONCTBaAMM, HE HaxoasTcs B pexume Trunk.

e Cnunckn VLAN nopToB, NMOOKITOYEHHBIX MeXay ycTpoucTBamu, He BkrodaroT VLAN,
ncrnonb3yemble Ans CBA3u B CETU KITUEHTA.

o Pexumbl obbsaBneHns GVRP 1 pexnmbl permctpaumm maructpasbHbiX MOPTOB He
ycTaHoBneHbl Ha Normal.

11.4.2. HacTtpouka npo3spayHoun nepega4um GVRP PDU
11.4.2.1. cpheKT KoHDUrypaumm

PaspewaeTt ycTtponcTtBam npo3padvyHo nepepasatb kagpbl PDU GVRP, 4Ttobbl peanusoBaTtb
HopMarnbHbIN pacyeT GVRP mexay yctponcteamu, korga GVRP He BKItoyeH.

11.4.2.2. NpumeyvaHusn

Mpo3pauyHasa nepegadya GVRP PDU BcTynaeTt B cuny Tonbko Torga, korga GVRP oTkroyeH.
Mocne BkntodeHna GVRP ycTponctea He ByayT npo3padHo nepegasath kagpbl GVRP PDU.
11.4.2.3. lLlarun HacTpounku

HacTpounka npo3payHon nepegaum GVRP PDU
e  OnumoHanbHo.

e BhinonHuTe 3Ty HaACTPOWKY, €CfiM BaM HYXXHO paspelunTb YCTPOWMCTBaM MNpo3payvyHO
nepegasaTtb kagpsl PDU GVRP, korga GVRP OTKtOYeH.

11.4.2.4. NpoBepka

3anyctute komangy show run, 4tobbl NPoBEPUTL, BKINOYEHA N Npo3padHas nepegada GVRP
PDU.
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11.4.2.5. CBA3aHHble KOMaHAbI

HacTpouka npo3payHon nepegaum GVRP PDU

KomaHga bridge-frame forwarding protocol gvrp
KomaHaHbIn Pexum rnobanbHon KoHdUrypaumm
pexum

Mo ymonyaHuio

Mo ymonyaHuio pyHKLMA OTKI0YeHa

PykoBoacTBo Mo
NCNoNb30BaHWIO

B craHgapte IEEE 802.1Q MAC-agpec HasHayeHuss 01-80-C2-00-00-06
3apesepBupoBaH gna PDU GVRP. Yctpownctea, coBmectumble ¢ IEEE
802.1Q, He nepecbinaoT nonyyeHHole kagpbl GVRP PDU. OgHako npwu
haKkTM4ecKkoM pas3BepTbiBAHUN CETU YCTPOMCTBAM MOXeT notpeboBaTbes
npo3pavHasi nepegada kagpos GVRP PDU gons peanusaunm HopmarbHOMo
pacyeta GVRP mexay yctponctBamu, korga GVRP He BKItoueH.

Mpo3payHas nepegava GVRP PDU BcTynaet B cuny TONbKO Toraa, koraa
GVRP otkntodeH. [Mocne BkmtoyeHns GVRP yctponctBa He OyayT
npospayvHo nepegasatb kagpbl GVRP PDU

11.4.2.6. NMNpumep KoHcpUrypaumm

HacTpouka npo3payHon nepegayum GVRP PDU

CueHapui:

STP STP

DEV A DEV B DEV C

PucyHok 11-5.

Bkntounte GVRP Ha DEV A n DEV C. (DEV B He BkntoyaeTtcst ¢ GVRP)

Larn Hactponte npospayHyto nepegady GVRP PDU Ha DEV B gna peanusauuu
HacTpovikn | HopmarnbHoro Pacyeta GVRP mexay DEV An DEV C

DEV B QTECH(config)#bridge-frame forwarding protocol gvrp

MpoBepka | 3anyctute komaHay show run, 4ToObl NPOBEPUTL, BKMOYEHA N Npo3padHast
nepegada GVRP PDU

DEV B QTECHi#show run

Building configuration...
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Current configuration : 694 bytes

bridge-frame forwarding protocol gvrp

11.4.3. Hactpounka dyHkunmn TyHHens GVRP PDU
11.4.3.1. AcpheKkT KoHduUrypaumm

lNpospayHo nepenasante naketel GVRP mMexay ceTsiMu KNMeHToB Yepes TyHHenn B ceTax SP,
He Bnnast Ha cetn SP, 1 Tem cambiM oTaenante pacHetbl GVRP B CeTAX KNMMEHTOB OT pacyeToB
B ceTax SP.

11.4.3.2. NMpumeyaHusn

OyHKUMa TyHHens PDU GVRP BcTynaeT B cuny Mocrne ee BKIIOYEHNS B pexume rnobansHon
KOHdpurypaumm n pexmme KoHdurypaumm nHtepdenca.

11.4.3.3. lLlarn HacTpounku

Hactpownka dpyHKkumu TyHHens GVRP PDU

(OnumoHaneHo) BeinonHUTe aTy HAaCTPOWKY, ecrnn Bam HYXHO pa3genntb pacdeT GVRP mexay
CeTAMU KNMEHTOB N CETAMM NocTaBLiuka ycnyr B cpege QinQ.

11.4.3.4. NpoBepka

3anyctute komaHay show |2protocol-tunnel gvrp, 4ToGbLlI NPOBEPUTL KOHPUTYPALMIO TYHHENS
GVRP PDU.

11.4.3.5. CBA3aHHbIe KOMaHAbI

Hactponka dyHKumMu TyHHenupoBaHusa PDU GVRP B pexume rnobanbHowu
KOHcUrypaumm

KomaHga 2protocol-tunnel gvrp

Mo ymonyanuio | Mo ymonyaHuio yHKLUMS OTKITHOYEHA

KomaHaHbIn Pexwnm rmobanbHon KoHdUrypaumm
pexmm

PykoBsogcteo no | dyHkuusa TyHHenupoBanus GVRP PDU Bctynaetr B cuny nocne ee
NCMNOMb30BaHMIO | BKIIOYEHUS B pexmme rnobanbHon KOHMUrypaumm n pexmnMme HacTPONKM
UHTepdenca

Hactponka dpyHKumMu TyHHenupoBaHusa GVRP PDU B pexume KOHcuUrypaumm
uHTepdenca

KomaHga I2protocol-tunnel gvrp enable

Mo ymonuyaHuio | Mo ymonyaHuio dyHKUMS OTKNIoYeHa
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KomaHgHbIn
pexmm

Pexxum koHdurypaumm nHtepdenca

PykosoacTteo no
NCNonb30BaHWIO

®OyHKUMA TyHHenupoBaHua GVRP PDU BcTtynaetr B cuny nocne ee
BKIMIOYEHUST B pexume rnobanbHOM KOHUrypaumm n pexxmme HacTpOMKK
nHTepdenca

HacTtpowka agpeca npo3pa4Houn nepegaum TyHHensa PDU GVRP

KomaHga I2protocol-tunnel gvrp tunnel-dmac mac-address
Onuncanwne mac-address: ykasbiBaeT agpec GVRP, wncnonb3yembii MNpo3payvyHoOn
napameTpoB nepegadven

Mo ymonyaHuio

Mo ymonyanuto agpec 01d0.f800.0006

KomaHgHbIn
pexnm

Pexxnm rmobanbHon KoHdurypauum

PykoBoacteo no
NCNONb30BaHMIO

B npunoxenun TyHHens GVRP PDU, korga naket GVRP n3 knueHTckon
cetn Bxoaut B PE B cetn SP, MAC-agpec HasHauyeHnsa nakeTta nameHsieTcs
Ha npuBaTHbIN agpec OO TOro, Kak nakeT nepeHanpaenseTcsa B ceTb SP.
Korpa naket gocturaet peer PE, MAC-agpec HasHayeHUs M3MeHsIeTCa Ha
oOWenoCTynHbIM  agpec, npexge 4Yem nakeT Oygetr oTnpaeBneH B
KMMEHTCKYI0 ceTb Ha ApyromM KoHue. Takum obpasom, naket GVRP moxeT
ObITb Npo3payHo nepenaH no cetn SP. lNMpuBaTHbIN agpec — 3TO aapec
npo3padHon nepegayu, ncnonb3yemoi pyHkumen TyHHens GVRP PDU.

NMPUMEYMAHUE: anana3oH agpecoB Ans Npo3paqyHon nepedadn naketos

GVRP: 01d0.f800.0006, 011a.a900.0006
NMPUMEYAHUE: ecnn agpec npospadHon Mepegavym HE HaCTPOEH,

ucnonedyetca agpec no ymonyanuto 01d0.f800.0006
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11.4.3.6. Npumep KoHcpuUurypaumum

HacTtpowka cdbyHkuumu tyHHens GVRP PDU

CueHapui:
CeTb nocraBsLyuKa CEPBUCOB
g Mposangep S1 MpoBaipep S2
Gi 0/1 Gi 0/10
KnueHta A1 KnneHta A2
CeTb KnueHTta
PucyHok 11-6.
Warn e Bknounte 6asoBbin QinQ Ha PE (Mposanagep S1 n Nposangep S2) B
HaCTPOWKM cetm SP ana nepefaym nakeToB AaHHbIX U3 CETU KIMEHTa 4vepes

VLAN 200 B ceTun SP.

o Bkniounte npospadHyto nepegady GVRP Ha ycTtponctBax PE
(MpoBangep S1 u MNMpoBangep S2) B cetn SP, 4tobbl NO3BONUTL CETH
SP TyHHenupoBaTb naketbl GVRP 13 ceTu knveHTa C MNOMOLbIO
dyHKUnn TyHHenuposaHma PDU GVRP

MNpoBangep | War 1. Cosgaitte VLAN 200 B ceTn SP.
St QTECH#configure terminal
BeeguTte komaHabl KOHUIypaLmm, no ogHou B cTpoke. KoHew, ¢ CNTL/Z.
QTECH(config)#vlan 200
QTECH(config-vlan)#exit

LWar 2. BkntounTte 6a3osbii QiNQ Ha nopTy, NOAKNKYEHHOM K CETU KIWEHTA,
ANA TYHHeNMpoBaHWs AaHHbIX U3 ceTu knueHTa Yyepes VLAN 200.

QTECH(config)#interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan 200

QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed vlan
add untagged 200

War 3. Bknounte npospadHyto nepegady GVRP Ha nopTty, NOAKNOYEHHOM K
CeTU KIIMEHTAa.

QTECH(config-if-GigabitEthernet 0/1)#(2protocol-tunnel gvrp enable
QTECH(config-if-GigabitEthernet 0/1)#exit

LWar 4. mobanbHO BkNo4MTE Npo3padHyto nepegady GVRP.
QTECH(config)#(2protocol-tunnel gvrp

LWar 5. Hactponte uplink-nopT.
QTECH(config)# interface gigabitEthernet 0/5
QTECH(config-if-GigabitEthernet 0/5)#switchport mode uplink

Mpoearngep | KoHdwurypaumsa MNMpoeangepa S2 aHanorn4Ha koHdurypaumm Npoeangepa S1
S2
MpoBepka o [lpoBepbTe NpaBuNbHOCTb KOHGUrypaumm TyHHens GVRP PDU.
e [lpoBepbTe, NpaBUIIbHO M HAcTPOeH TyHHernbHbI nopT. O6patuTte
BHMMaHWe Ha cregyloulee:
1. Twn nopta — dotlg-tunnel.
2. VLAN c BHewHumMm Terom apnsetca Native VLAN u gobasnsieTcsa B CNMCOK
VLAN TyHHenbHoro nopra.
3. lMopTtbl Ha PE B HanpaeneHuu uplink HacTpoeHbl kak nopTbl uplink
MposBangep | 1. MNpoBepbTe NpaBuUbHOCTb KOHMUrypaumm TyHHena GVRP PDU.
S1

QTECH#show (2protocol-tunnel gvrp

L2protocol-tunnel: Gvrp Enable
L2protocol-tunnel destination mac address: 01d0.f800.0006
GigabitEthernet 0/1 |2protocol-tunnel gvrp enable

2. NpoBepbTe NpaBubHOCTb KOHGUrypauum QinQ.
QTECH#show running-config
interface GigabitEthernet 0/1
switchport mode dotlg-tunnel
switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200

[2protocol-tunnel gvrp enable
!
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switchport mode uplink

interface GigabitEthernet 0/5

Mposangep
S2

MpoBepka y MNMpoBangepa S2 Takas xe, kak 1 y Nposangepa S1

11.4.3.7. PacnpocTpaHeHHble OWnoKN

B cetn SP npospayHble agpeca nepegayn He HacTpOeHbl nocrneaoBaTeNlbHO, YTO BMMSIET Ha

nepegady kagpos GVRP PDU.
11.5. MOHUTOPUHT

11.5.1. OuncTtka

NMPUMEYAHMUE: BbinonHeHne koMaHg clear MOXET NMPUBECTU K NOTEPE XXU3HEHHO BaXKHOM
NMHpopMaLMK 1, TakuM 00pa3om, K NpepbiBaHUIO paboTbl CyxO0.

OnucaHue

KomaHga

OuniaeT cHeTUMKK noptoB

clear gvrp statistics { interface-id | all }

11.5.2. OToGpaxeHue

OnucaHue

KomaHaa

OtobpakaeT cHeTUYMKM NOPTOB

show gvrp statistics { interface-id | all }

OtobpaxaeT Tekywun ctatyc GVRP

show gvrp status

OTobpaxaeT TekyLlyto
GVRP

KOHpurypauuio

show gvrp configuration

OTobGpaxaeT wHOpMaunio O QYHKUMUK
TyHHena GVRP PDU

show |2protocol-tunnel gvrp

11.5.3. OTnapgka

NPUMEYAHMUE: cuctemHble pecypcbl 3aHATLI NpK BbIBOAE 0TNago4HON MHpopmauumun. MNoatomy
OTKINtoYanTe oTnagKy cpasy rnocre UCrorb30BaHus.

OnucaHue

KomaHaa

BkntoyaeT otnagky cobbitns GVRP

debug gvrp event

BkntovaeT otnagky tanmepa GVRP

debug gvrp timer
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12. HACTPOUKA LLDP
12.1. O630p

lMpoTokon o6GHapyxeHust kaHamnbHoro ypoBHs (LLDP), onpemeneHHbin B cTangapTe |EEE
802.1AB, wucnonb3yetca pnns oOOHapyXeHus TOMOMOTMMM U  BbISIBIIEHUA TOMOSOrMYECKNX
nameHeHmn. LLDP nHkancynupyeT nokarnbHyl MHgopmaumio 06 ycTponcTBe B G60OKM LaHHbIX
LLDP (LLDPDU) B ¢opmate Ttun/anuHa/3HaveHme (TLV), a 3atem otnpaensiet LLDPDU
cocegam. OH Takke xpaHut LLDPDU ot cocegev B 6a3e ynpasnstowen nidopmauun (MIB),
4yT06bI K HAM MOrna obpawaTbcst cuctema ynpasnennst cetbto (NMS).

C nomowbto LLDP NMS MoXeT y3HaTb O TOMOMOrMu, Hamnpumep, Kakune nopTbl YCTPOWCTBA
NOAKMYEHbI K APYrMM YCTPOMCTBAM U ABNSKOTCS NI CKOPOCTU M AyNMEKCHbIE PEXMMbI Ha 060mxX
KOHLUaxX KaHana nocnegoBaTtenbHbiMU. AOMUHUCTPATOPbl MOryT ObICTPO OOGHapPyXuUTb WU
YCTpaHUTbL HENCNPaBHOCTb Ha OCHOBE NMHOPMaLUu.

QTECH LLDP-coBmecT1MOE YCTPOMCTBO CNOCOBHO 0B6HapYXnTb coceaen, koraa peer aBnseTcs
OLHUM 13 CreayLLmX:

e YcTponcTBo, coBmectumoe ¢ QTECH LLDP.

e YctponctBo Endpoint, koTopoe cooTBeTcTBYyeT cTaHaapTy Link Layer Discovery
Protocol-Media Endpoint Discovery (LLDP-MED).

12.1.1. MpoToKonbl U cTaHAapPTbI

e |EEE 802.1AB 2005: o6HapyXeHne BO3MOXXHOCTM MOAKMIOYEHMS yNpaBeHns 4OCTYMNOM
K CTaHUuAM 1 cpegam

e ANSI/TIA-1057: npoToKOn OOHapYy)XeHUS1 KaHaNbHOIMO YPOBHS [AOSf1s1  OKOHEYHbIX
Meana-yCcTponucTB

12.2. MpunoxeHuns

MpunoxeHune OnucaHue

OTobpaxeHune Tononornu Heckonbko  kommyTaTtopoB, ycTtpouctBo MED u  NMS
pasBepHyTbI B TOMNOMOrMN ceTn

MNpoBeneHve obHapyxeHus | [IBa kommyTatopa MOAKMOMEHbl  HanpsMyto, W byaoet
owmnBoK oToGpaxaTbCs HeMpaBuUbHasa KoOHUrypaums

12.2.1. OToGpaxeHue Tononornu

12.2.1.1. CueHapum
Heckonbko kommyTaTtopos, ycTpoictBo MED n NMS pasBepHyTbl B TONOMOrMm CETU.

Kak nokasaHo Ha cnegytowem PucyHke, @yHkuna LLDP BkniodeHa Mo yMon4yaHuio, W
AOMonHUTEeNbHasa HacTporika He TpebyeTcs.

e KommyTtaTop A u koMMyTaTop B 0GHapy>1BatoT, 4TO OHW SBMASOTCA COCEaAsiMM.

e KommyTtaTtop A obHapyxmBaeT cocegHee MED-ycTponcTBo, TO ecTb IP-TenedoH, Yyepes
nopt GigabitEthernet 0/1.

e NMS obpaiaetcs kK MIB kommyTaTopa A.
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NMS

KommyTatop A

KommyTtaTtop B

IP-TenedoH

PucyHok 12-1.

KommyTtatop A, KommyTatop B u IP-TenedoH nogaepxmsatot LLDP u LLDP-MED.

LLDP Ha nopTax kommyTatopa pabotaeT B pexume TXRX.

UHTepBan nepenayun no npotokony LLDP coctaenset 30 cekyHA, a 3agepxka nepegayum no
YMOJSTHaHUIO COCTaBnsAeT 2 CEKyHAbI.

12.2.1.2. Pa3BepTbiBaHUe

e 3anyctute LLDP Ha kommyTaTope, 4TOObl peannsoBaTb 0bHapyxeHne coceaen.

e 3anyctute nNpocTor NpoToKon ynpasneHus ceTbto (SNMP) Ha kommyTaTope, 4TOObI
NMS nonyyana wn ycraHaBnuBana wHdopmauuio, oTHocsAwytocs K LLDP, Ha
KOMMyTaTope.

12.2.2. NpoBeaneHne o6HapyXeHMA oLNGoK

12.2.2.1. CueHapun

[lBa komMmyTatopa nOAKMYEHbl Hanpsamylo, u 0OyaeTr oTobpaxaTbCs HenpasBuribHas
KOHUrypaums.

Kak nokasaHo Ha cnegytoliem PucyHke, dyHkunsa LLDP u dyHKuma obHapyxeHus owmnbok LLDP
BKITHOYEHbI MO YMONYaHUIO, U JOMNOMNHUTENbHAs HacTponka He TpebyeTcs.

Mocne TOro kak Bbl HACTpPOUTE BUPTYanbHY0 nokansHyto cetb (VLAN), CKOpoCTb NopTa u pexum
Aynnekca, arperaumio KaHamnoB M MakCMManbHyl eguHudy nepegaydn (MTU) nopta Ha
kommyTaTope A, byaeT BblgaHo coobLueHne 06 owmnbke, ecnu KoHdUrypaumusa He COOTBETCTBYET
KOHUrypaumm Ha kommyTtaTtope B, n HaobopoT.
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KommyTtatop A KommyTtatop B
Gi 0/1 Gi 0/1

PucyHok 12-2.

KommyTaTtop A n Kommytatop B nogaoepxnsatoT LLDP.

LLDP Ha nopTax kommyTaTopa pabotaeT B pexume TXRX.

WHtepean nepegaun no npotokony LLDP coctaensiet 30 cekyHa, a 3agepxka nepegaym no
YMOMYaHUIO CoOCTaBNAeT 2 CeKyHAbl.

12.2.2.2. Pa3BepTbiBaHue

3anyctute LLDP Ha kommyTaTope, 4Tobbl peanm3oBatb OOHapy>xeHne coceaemn n obHapyxXnTb
HeuncnpaBHOCTb KaHana.

12.3. DyHKUUN

12.3.1. ba3oBble onpepeneHuns

LLDPDU

LLDPDU — 310 61noK AaHHbIX MpOTOKOMNa, WMHKancynupoBaHHbIN B nakeT LLDP. Kaxabin
LLDPDU npepctaBnseTt cobon nocnepoBaTenbHoCcTb CTpykTyp TLV. Konnekuusa TLV coctouT
n3 Tpex obasarenbHbix TLV, psga Heobs3aTtenbHbix TLV n ogHoro End Of TLV. Ha cnegytowem
PucyHke nokasaH popmat LLDPDU.

. } .| Heobsasa- Heobnza- End of
Chalﬁ'LS\'/S D P?.E\}D T|mt?nt_<2/L|ve TerbHbIN TenbHbln | LLDPDU
TLV TLV TLV
M M M M

PucyHok 12-3. ®opmat LLDPDU

Ha npegbiaywem PucyHke:

e M ykasbiBaeT obs3aTensHbIn TLV.

e B LLDPDU TLV ugeHtndmkaTopa wacecu (Chassis ID), TLV ngeHtudukatopa noprta
(Port ID), TLV BpemeHun xun3Hm (Time To Live) n End Of LLDPDU TLV saensatoTcs
obasatenbHbIMK, a TLV gpyrux TLV saBnsatoTca Heoba3aTenbHbIMA.

Popmat nHkancynsauum LLDP

MakeTbl LLDP moryT 6biTb MHKancynupoBaHbl B ABYX dopmartax: Ethernet Il n npoTokonbl
poctyna k nogcetun (SNAP).

Ha cnegytowem PucyHke nokasaH dopmat naketoB LLDP, MHKancynupoBaHHbIX B hopmaTte
Ethernet II.
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Destination Source
Address Address Ethertype LLDPDU FCS

PucyHok 12-4. dopmart Ethernet Il

Ha npegblgyiem PucyHke:
e Agpec HasHauyeHusi (Destination Address): ykasbiBaeT MAC-agpec HasHaudeHus,
KoTopbIn siBnsieTcs multicast-agpecom LLDP 01-80-C2-00-00-0E.

e VcxogHbin agpec (Source Address): ykasbiBaeT ucxogHoin MAC-agpec, KoTopbii
sasnaetca MAC-agpecom nopra.

e  Ethertype: ykasbiBaeT Tnn Ethernet, kotopbin paBeH 0x88CC.
e LLDPDU: ykasbiBaeT 610Kk AaHHbIX npoTokona LLDP.
e FCS: yka3biBaeT nocrnenosartenbHOCTb MPOBEPKN Kaapa.
Ha PucyHke Hwxe nokasaH dhopmat naketoB LLDP, nHkancynuposaHHbix B oopmaTte SNAP.

Destination Source SNAP-encoded
Address Address Ethertype LLDPDU FCS

PucyHok 12-5. dopmat SNAP

Ha npegbiaywem PucyHke:
e Agpec HasHayeHus (Destination Address): ykasbiBaeT MAC-agpec HasHaudeHus,
KoTopbIn siBnsieTcst multicast-agpecom LLDP 01-80-C2-00-00-0E.

o VcxogHbin agpec (Source Address): ykasbiBaeT ucxogHolin MAC-agpec, KOTopbi
asnaetca MAC-agpecom nopra.

o SNAP-encoded Ethertype: ykasbiBaeT Tmun Ethernet nHkancynsumm SNMP, 1o ecTb AA-
AA-03-00-00-00-88-CC.

e LLDPDU: ykasbiBaeT 610k AaHHbIX npoTokona LLDP.
e FCS: ykasbiBaeT nocregosaTernibHOCTb NPOBEPKU Kagpa.
TLV
TLV, nHkancynupoBaHHble B LLDPDU, moxHO pasgenuTb Ha ABa Tuna:

e basosble TLV ynpasneHus
e  Cneuundnynbie TLV opranunsauun

Bbasosble TLV ynpaBneHus npeacraBnaT cobor Habop 6GasoBbix TLV, ucnonb3yembix Ans
ynpasneHuss cetblo. CneundumyHble TLV opraHusaumm onpegenswotca  cTaHgapTHbIMU
opraHmsauvMaMuM 1 OpYrMMW  ydpexaeHusmMu, Hanpumep, opraHusdaums |EEE 802.1 wu
opraHmsaums |IEEE 802.3 onpegenstoT cBom cob6CTBEHHbIE Konnekumn TLV.

Basosbie TLV ynpaBneHus

basosas konnekums TLV gna ynpasneHns coctouT ns asyx TunoB TLV: obasatenbHbix TLV n
HeobsazaTenbHbIX TLV. Obs3aTenbHbin TLV gormkeH cogepatbea B LLDPDU gnsa o6basneHus,
a Heobsi3aTenbHbIN TLV cogepXntcsa BolOOPOYHO.
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B cnepytowen Tabnuue onncaHbl 6asosble TLV ynpaBneHus.

Tun TLV

OnucaHue

Obs3aTenbHbIN/
HeobA3aTenbHbIN

End Of LLDPDU TLV

YkasbiBaeT OkoHYaHne LLDPDU, copepxut
JBa banTta

ObasaTenbHbIN

TLV wnpeHTUbmkatopa
wacen (Chassis ID
TLV)

WpeHtnpuumpyet
MAC-agpecom

YCTPONCTBO c

Ob6sa3aTenbHbIN

TLV wnpeHTndmkatopa
nopta (Port ID TLV)

WpoeHtndpuumpyet
LLDPDU

nopT, OTNpaBnsOWNIA

OnumoHanbHbIN

TLV BpemMeHn >XWU3HU
(Time To Live)

YkasbiBaeT Bpemsi *u3Hu (TTL) nokanbHoWM
WHGopmaumn o cocege. Korga ycTponCTBO
nonydaet TLV, cogepxawun TTL O, oHO
yaansaeT nHgopmaumio o coceaax

Ob6asaTenbHbIN

TLV onucaHna nopTta
(Port Description)

Yka3sbiBaeT AeckpmnTop
otnpasnatowero LLDPDU

nopra,

Heobga3saTenbHbIN

TLV wumeHun cuctemsbl
(System Name)

OnucbiBaeT UMs yCTponcTBa

Heobsa3aTtenbHbIN

TLV onucaHunga | YkasbiBaeT onucaHue yCTPOWCTBa, BKoyasa = HeobsizaTenbHbin
CUCTEMDI (System | Bepcuto obopynoBaHus, BEPCUIO
Description) nporpammMmHoro obecneyeHns n nHopmMaLumo

06 onepaunoHHoOn cucteme
TLV BO3MOXHOCTeN | OnncbiBaeT OCHOBHbIE (DYHKLIMM YCTPOMCTBA, | Heobsa3aTenbHbIN
cucTembl (System | Takne kak pyHKLMM MOCTa, MapLlpyTu3aumm
Capabilities) n relay
TLV agpeca | YkasbiBaeT agpec ynpasreHusi, KoTopbii | HeobaszaTtenbHbIn
ynpasneHuns COOEPXUT nOeHTUdUKATOp uHTepdenca wu
(Management Address) | nageHtudgukatop obwekra (OID)

NMPUMEYAHUE: kommyTtatopel QTECH, coBmectumbie ¢ LLDP, nogaepxusatot obbsasneHne
6a3oBoro TLV ynpasneHus.

Cneuundmynbie TLV opraHmnsauyum

PaanunyHble opraHmsaumm, Takme kak IEEE 802.1, IEEE 802.3, IETF 1 nocTaBLUMKM YCTPOWNCTB,
onpegensaT onpegenenHsle TLV ang o6baBneHns KOHKPeTHOM MHopmMaumm 06 yCTpomcTBax.
lMone opraHM3auMOHHOrO YyHWKanbHoro wuaeHtudukatopa (OUI) B TLV wucnonb3dyetcsa ans
pasnuyeHns pasnuyHbIX opraHnsaLumn.

e CneunduyHble TLV opraHvsauum aensTca  HeobaAs3aTenbHbIMU M BbIBOPOYHO
ob6basnsatoTca B LLDPDU. B HacTosilee BpeMs CyLeCcTBYET Tpu TMna obLenpuHATBLIX
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TLV Ona KOHKpeTHbIX opraHusaumn: TLV gns KOHKpeTHbIX opraHmsauun IEEE 802.1,
TLV anst KOHKpeTHbIX opraHnsauui IEEE 802.3 n TLV gana LLDP-MED.

B cnepytowen Tabnuue onuceiBatotca TLV ons KOHKpeTHbIX opraHmnsaumi IEEE 802.1.

Tun TLV OnucaHue

TLV ngeHtndpukatopa VLAN nopta YkasbiBaeT ngeHtundpukatop VLAN nopta

TLV nopta un wugeHtndukatopa Protocol | YkasbiBaeT ugeHtudmkatop Protocol VLAN

VLAN nopTta

TLV nmeHn VLAN YkasbiBaeT nms VLAN nopTta

TLV maeHTuhmkaLmm npotokona YkasblBaeT TN NpoToKoNa, NoAaepKMBaeMbIi
nopToMm

NMPUMEYAHUE: kommyTtatopel QTECH, coBmectumble ¢ LLDP, He otnpasnsawoT TLV
noeHTuduKaLmm NpoToKona, Ho nosny4vatoT 3ToT TLV.

IEEE 802.3 CneuundunyHbie TLV opraHusaumm
B cnegytowen Tabnuue onucebiBatotcs TLV ons KOHKpeTHbIX opraHun3aumn IEEE 802.3.

Tun TLV OnucaHue

Kondurypaums MAC/PHY//CtaTyc TLV YKasblBaeT CKOPOCTb W AYMIIEKCHBLIM PEXUM
nopTa, a Takke HeobXoaAMMOCTb NOAAEPKKN U
BKITOYMEHMST aBTOCOracoBaHUA

TLV nutaHus yepes MDI YKkasblBaeT MOLLUHOCTb WCTOYHMKA MUTaHUSA
nopta
TLV arperaunn kaHanos Yka3sblBaeT eMKOCTb arperauum kaHanos nopTta

N TeKyllee CoCToAaHmne arperaumm

TLV makcumarnbHoro pasmepa kagpa YKkasblBaeT MakCumarnbHbI pasmep Kaapa,
nepegasaemMoro nopTom

NMPUMEYAHMUE: ycTtponctea, coBmectumble ¢ QTECH LLDP, nogaoepxmBatoT ob6baABneHue
TLV, cneundunyHblx ansa opraHmsauumn IEEE 802.3.

LLDP-MED TLV

LLDP-MED — aT0 pacwwupeHve LLDP Ha ocHoBe IEEE 802.1AB LLDP. 3710 nossonset
nonb3oBatenam ynobHo passepTbiBaTb ceTb Voice Over IP (VoIP) u obHapyxuBaTb
HeucnpaBHocTU. OH NpefocTaBnAeT NPUIOXEHWUs, BKMYas MONMUTUKN KOHUrypauum cetw,
obHapyxeHue yCTpoucTB, ynpasneHve POE u ynpasneHve pecypcamu, oTBevaloLme
TpeboBaHMSM HU3KOW CTOMMOCTU, 3(PIEKTUBHOIO yrpaBneHns n NPOCTOTbl pa3BepTbiBaHUS.

B cnegytowen Tabnuue onmcanbl TLV LLDP-MED.
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Tun TLV OnucaHue

TLV Bo3moxHocten LLDP- | YkasebiBaetr tun TLV LLDP-MED, wvHkancynupoBaHHbIA B
MED LLDPDU, w»n Tun ycTponctBa (YCTPOWCTBO CETEBOroO
NOAOKMIOYEHNS UMM OKOHEYHOEe YCTPOWCTBO), a Takke
HeobxoaumocTb nogaepxkun LLDP-MED

TLV ceTeBOM NOMAUTUKM Ob6baBnset KOHcpurypauuio nopToB VLAN,
noagepXuBatoLLyo TUM NPUNOXEHUs (Hanpumep, Yycnyru
nepegayu rornioca unv Bugeo) 1 uHpopmaumio o npuoputeTe
YPOBHSA 2

TLV ngeHtndukaumm HaxoauT n ngeHTmdmumnpyeT oKoOHeYHOE YCTPOMNCTBO
MECTOMNONOXEHNS

PacwwvpeHHbin TLV nutanuns O6ecneunBaeT 6onee NpoABMHYTOE ynpaBrieHne NUTaHneM
yepes MDI

O6opynoBaHne — TLV YkasblBaeT annapaTHyto Bepcuto yctponctea MED
annapaTHOW Bepcun

O6opyaooBaHue — TLV YkasblBaeT Bepcuo npomnekn yctponctea MED
BEPCUM NPOLLMBKM

O6opynoBaHne — TLV YkasbiBaeT BEPCUIO NporpaMmmMHoOro obecneveHus
BEepcuUn NporpamMmMmHoOro yctporctea MED

obecneyeHuns

O6opyaoBaHne — TLV YKkasblBaeT cepuiiHbIi Homep ycTporictea MED

CepurHoro Homepa

O6opynoBaHue — TLV YkasblBaeT HasBaHue npounssoautens ycrponcrtsa MED
Ha3BaHWA NpoussoauTens

O6opynoBaHne — TLV YkasblBaeT ums moaynsa yctpovnctsa MED
Ha3BaHWA Moaenu

O6opynoBaHne — TLV YkasblBaeT wugeHTudukatop obbekta yctpouctsa MED,
noeHTndmkaTop obbekTa NCcnonb3yembli ansa ynpasneHns pecypcamu "
oTcnexunBaHns o6 bLEKTOB

NMPUMEYAHMUE: LLDP-coBmecTumble ycTponctea QTECH nogaepxmBaioT obbsasneHne TLV
LLDP-MED.
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12.3.2. O630p

OcobeHHOCTbL = OnucaHue

Pexum paboTbl | HacTpamBaeT pexum nepedaym n npuema naketos LLDP
LLDP

MexaHun3m [Mo3BonsgeT Hanpamyl MNOOKIOYEHHbIM YCTPOMCTBaM, COBMECTUMbIM C
nepegaun LLDP | LLDP, otnpaenatb naketbl LLDP peer’y

MexaHun3m [Mo3BonseT Hanpamyl MNOOKIOYEHHbIM YCTPOMCTBAM, COBMECTUMbIM C
npuema LLDP LLDP, nonyyatb nakeTbl LLDP oT peera

12.3.3. Pexxum pab6otbl LLDP

Hactponte pabounn pexum LLDP, 4ToGbl yka3aTb pexnm nepegayn n npuema naketos LLDP.

12.3.3.1. MpuHUUN paboTbl

LLDP obGecneuynBaeT Tpu pexuma paboTbi:
o TxRx: nepepaet 1 npuHumaet LLDPDU.
e Rx Only: npyHumaet Tonbko LLDPDU.

e Tx Only: nepepatotcs Tonsko LLDPDU.

Mpy n3meHeHnn pexnma pabotel LLDP nopT vHMumManuanpyeTt npoTokon state machine. Beol
MOXeTe YCTaHOBUTb 3adepXkKy MHuunanusaumm nopta, 4ToObl NpegoTBpaTUTb MOBTOPHYHO
MHULManM3aumio nopTa 1M3-3a 4acTbIX U3MEHEHUIN pexnma paboTsl LLDP.

12.3.3.2. CBAA3aHHasa KoHdUrypaums
HacTpouka pexuma pab6otbl LLDP
Pexum paboTtbl LLDP no ymonyaHuio — TXRX.
Bbl MoxeTe 3anyctuTb komangy lldp mode, 4Tobbl HacTponTb pexmnm paboTsl LLDP.

Ecnu yctaHoBneH pexmum paboTbl TXRX, yCTPOMCTBO MOXET Kak nepefasaTtb, Tak U NPUHUMATL
nakeTbl LLDP. Ecnn ansa pexuma paboTbl yCTaHOBEHO 3HavyeHne Rx Only, yCTpOMCTBO MOXET
NPVYHMMaTb TONbKO NakeTbl LLDP. Ecnn yctaHoBneH pexunm paboTel Tx Only, yCcTpONCTBO MOXET
nepenasatb TONbko nakeTbl LLDP. Ecnn pabounit pexmm OTKMNOYEH, YCTPOMNCTBO HE MOXET
nepegasaTb UM NnpuHMMaTh LLDP-nakeTol.

12.3.4. MexaHu3m nepegauv LLDP

MakeTbl LLDP nHdopmupytoT peer'sl 06 nx cocegsx. Korga pexum nepegayn LLDP oTmeHeH
WNK OTKIKOYEH, nakeTbl LLDP He MoryT 6bITb NnepeaaHbl COCeasiM.

12.3.4.1. NpuHUMN paboTbl

LLDP nepvognyeckun nepenaet nakeTol LLDP npu pabote B pexume TxRx unu Tx Only. MNpu
n3mMeHeHun uHdopMaumm o JnokanbHOM ycTpouctBe LLDP HemegneHHo nepepaet
LLDP-nakeTbl. Bbl MOXeTe HacTpouTb BpeMs 3adepXku, 4Tobbl n3bexatb 4acTom nepegayn
nakeToB LLDP, BbI3BaHHbIX YaCTbIMU U3MEHEHUAMM JTOKaNbHON MHopMaLmK.

LLDP npepnocrtaBsnseT Asa Tvna rnakeTos:
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e CrangapTtHbin nakeT LLDP, koTopbin cogepxuT uHGopMaumio o6 ynpaenieHun U
KOH(pMrypauum fiokanbHOro ycTpomncTaa.

e  Shutdown-nakeT: korga pexum paboTtbl LLDP oTkntodeH unu nopT BbIKMOYEH, OyayT
nepegaeatbcs naketbl Shutdown LLDP. Maket Shutdown coctont n3 Chassis ID TLV,
Port ID TLV, Time To Live TLV 1 End OF LLDP TLV. TTL B Time to Live TLV paBeH 0.
Korga yctponcTteo nonyyaet naket LLDP Shutdown, oHO cumtaet mHdopmMaumio o
cocene HeeNUCTBUTENbHOW U HEMEASIEHHO yaanseT ee.

Korga pabouni pexxum LLDP nameHsietcs ¢ disabled nnu Rx Ha TXRX nnn Tx, nnu, korga LLDP
oBGHapyxmBaeT HOBOro cocefa (T. €. yCTPOMCTBO Nony4vaeT HoBbIN nakeT LLDP, a nigpopmauns
0 cocefie He COXpaHSIETCA foKarnbHO), 3anyckaeTca MexaHnam BbiCTpon nepenaym, 4Tobbl cocen
OblCTpO y3Han uHGopMaumo 06 ycTtponctBe. MexaHuM3am ObICTpoOM nepefayn MO3BOMSET
YCTPOWCTBY NepeaaBaTh HECKONbKO NakeToB LLDP ¢ nHtepeanom B 1 cekyHay.

12.3.4.2. CBsAA3aHHasA KOHdurypaums

HacTpouka pexuma pab6otbl LLDP
Pexum paboTbl no ymonyaHunio — TXRX.

3anyctute komaHay lldp mode txrx unum lldp mode tx, 4Tobbl BKNIOUNTE OYHKLMIO Nepegayn
naketoB LLDP. 3anyctute komangy lldp mode rx wnm no lldp mode, 4ToGbLlI OTKMOUUTL
dyHKUMIO nepegaym naketos LLDP.

YUToObl BKMOYMTL Nprem nakeTtoB LLDP, yctaHoBuTe pexum paboTel TXRX nnn Rx Only. Ecnu
ANns pexuma paboTbl yCTaHOBNEHO 3HaveHne Rx Only, yCTPONCTBO MOXET NPUHMMATb TOMbKO
nakeTbl LLDP.

HacTtpowka 3agepxxkm nepegaum LLDP
3agepxka nepegayn LLDP no ymonyaHuio coctaBnsieT 2 cekyHAabl.
3anycTtute komanay lldp timer tx-delay, 4to6bl U13MeHUTb 3agepkKy nepegayn LLDP.

Ecnn ana 3agepku ycTaHOBIIEHO OYeHb MarieHbKoe 3HayeHue, vacTad CMeHa NokanbHOW
WHGOpMaLMKN BbI30BET YacTyo nepepadvy naketosB LLDP. Ecnu gna 3agepXku yCTaHOBIIEHO
OYeHb Bonblioe 3HavyeHue, naket LLDP He moxeT ObiTb nepefaH, gaxe ecnu fnokanbHas
WMHOpMaLMs U3MEHEHA.

Hactpownka uHtepBana nepegaum LLDP
WHTepBan nepegaym LLDP no ymonyaHuto coctaBndaet 30 cekyHA.
3anyctute komaHay lldp timer tx-interval, 4To6bl NU3MEHUTL MHTEpBanN nepegaymn LLDP.

Ecnn wHTepBan ycCTaHOBMNEH Ha O4YeHb MarneHbkoe 3HayeHue, nakeTbl LLDP  moryT
nepepasaTbCs YacTo. Ecnv anga nHtepeana 3agaHo o4YeHb BOonbLLOEe 3HAYEeHNe, peer MOXeT He
0BHapyXu1Tb NoKarnbHOe YCTPOMUCTBO BOBPEMS.

Hactpownka TLV gna o6baBneHus

Mo ymonuaHuio wHTepdpernicy paspeweHo obbsaBnATe TLV Bcex Tunos, kKpome Location
Identification TLV.

3anyctute komaHngy lldp tlv-enable, ytobbl U3MeHuTL 06BABNSEMBbIE TLV.

HacTtpowka cyeTumnka 6bicTpon nepeaaum LLDP
Mo ymonuaHuto 6eicTpo nepeaatoTca Tpu naketa LLDP.

3anyctute komaHgy lldp fast-count, 4To6bl M3MEHUTL KONMYECTBO ObLICTPO NepedaBaeMbIX
nakeTtos LLDP.
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12.3.5. MexaHnam npuema LLDP

YCTPONCTBO MOXET OOHapyXuTb coceda 1 onpeaenntb, CnegyeT N cocTapuTb MHAOPpMaLUmIo O
cocefie B COOTBETCTBMM C NoslyyeHHbIMW naketamu LLDP.

12.3.5.1. MpuHUMN paboTbl

YcTponcTBo MoXeT nony4vatb naketol LLDP npu pabote B pexxume TxRx unm Rx Only. Mocne
nonyyeHus naketa LLDP yCTpPONCTBO BbINOMHAET NPOBEPKY OOCTOBEPHOCTU. [locne Toro, kak
nakeT NPOXO4UT NPOBEPKY, YCTPONCTBO MPOBEPAET, COAEPXKUT NN NaKeT NHOpMaLMIO O HOBOM
cocege unm O CyWecTBYHLLEM cocede, U CoXpaHdeT MHgopmMauuio o cocede fokasibHO.
YcTponctso yctaHaBnueaeT TTL nHopmauumn o coceaisix B COOTBETCTBUM CO 3HavyeHnem TTL
TLV B nakete. Ecnu 3HaveHne TTL TLV paBHo 0, MHdopmauma o cocegsdx HemeaneHHo
ycTapeBaerT.

12.3.5.2. CBsAA3aHHasa KOHdurypauums
HacTtpowka pexunma pabotbl LLDP
Pexxum paboTbl LLDP no ymonyaHuio — TXRX.

3anyctute komaHay lldp mode txrx nnm lldp mode rx, 4tobbl BKMOUYNTL (PYHKLMIO Npruema
naketoB LLDP. 3anyctute komangy lldp mode tx wnm no lldp mode, 4Tobbl OTKMOYMTL
dyHKUMIO Npuema naketos LLDP.

YT106bI BKNOUNTL NpuemM naketoB LLDP, yctaHoBuTe pexum pabotbl TXRX unn Rx Only. Ecnun
YCTaHOBINEH pexum paboTel Tx Only, yCTpONCTBO MOXET nepenaBaTb TOSbko nakeTbl LLDP.

12.4. Kondourypaumsa

KoHdurypaums OnucaHue n KomaHaa

Hactponka dyHkuum | (OnumoHanbHo) Mcnonb3yetca Ans BKAKYEHUS WU OTKITHOYEHUN
LLDP dyHkuumn  LLDP B pexume rnobanbHOM KOHUrypaumm unm
KOHpurypauum nHtepdgenca

[ldp enable BkntovaeT pyHkumio LLDP

no lldp enable OTtkniovaeT dyHkumo LLDP

Hactponka pexuma | (OnumoHansHo) Micnonb3yeTcs Ans HAacTponkn pexxuma padotel LLDP
pabotbl LLDP

[ldp mode {rx | tx | txrx } HacTtpauBaet pexum paboThl
LLDP

no lldp mode Bbikntoyaet pabounin  pexum
LLDP

Hactponka TLV ansg | (OnuuoHanbHo) OH Ucnonb3yeTcsa Ang HacTponkn obbasnsemMbix TLV
obbaBneHns

[Idp tlv-enable HacTtpausaer TLV ans
06 BbABNEHUA
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KoHdurypauus

OnucaHue n KomaHga

no lldp tlv-enable

OTtmeHsieT TLV

HacTtpauBaer agpec

(OnumoHaneHo) Ucnonb3yeTcs Ans HacTPOMKM agpeca yrnpasreHus,

MHOXutena TTL wun
MHTEepBana nepegadv

MHTepBarna nepegayn

ynpasneHus ans | kotopel bygeT o6baBnATLCA B naketax LLDP
o6baABNEHUA
ldp management-address-tlv | HacTpanBaeTt agpec ynpaBneHus
[ip-address] ans obbasneHus B naketax LLDP
no lldp management-address- | OTMeHsIET agpec ynpaBneHus
tlv
Hactpowka (OnumoHanbHO) Mcnonb3yeTcs AN HaCTPOWKM KommyecTtBa ObICTPO
nepegasaemMblx naketos LLDP
[ldp fast-count value HacTtpavBaeT cyeTynk ObICTPbIX
nepegad LLDP
no lldp fast-count BoccraHaBnvBaeT 3HaveHue no
YMOMNYaHUIO CcYeT4MKa ObICTPbIX
nepegad LLDP
HacTponka (OnumoHaneHo) Ucnonb3yeTcss Ons HacTpomku MHoxutens TTL u

[ldp hold-multiplier value

HactpanBaeT mHoxuTenb TTL

no lldp hold-multiplier BocctaHaBnvBaeTr  MHOXWTENb
TTL no ymonyaHuio

[ldp timer tx-interval seconds HacTtpanBaet MHTEepBan
nepegauu

no lldp timer tx-interval BoccranaBnvBaet NMHTEepBan

nepeayn no yMos4aHumio

HacTtpoiika

(OnumoHanbHo) Mcnonb3yetca Ansi HACTPOMKU BPEMEHWN 3aLEePXKKM

ansa nepegayn naketos LLDP

[ldp timer reinit-delay seconds Hactpausaet 3aepxKKy
nepegauu
no lldp timer reinit-delay BoccranaBnvBaet 3af1epXKy

nepeaayv no ymosyaHuto
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KoHdurypauus

OnucaHue n KomaHga

(OnumoHanbHo) Ncnonb3yeTcs Ans HaCTPOWKN BPEMEHW 3aL4epXKKu
ans uHuumanmsauum LLDP Ha nio6om nHtepdelice

[Idp timer reinit-delay seconds HacTtpaunBaet 3a4epXKKy
MHUUMann3aumm
no lldp timer reinit-delay BoccraHaBnuBaet 3aepPXKy

MHUUymnann3aumm no ymonyaHuo

HacTtporika dyHKLUK

Trap LLDP

(OnuwmoHanbHo) Micnonb3yeTca Ans

HacTpourkun dpyHkumm LLDP Trap

Ildp notification remote-change
enable

Bkrnitovaet pyHkumio LLDP Trap

no Ildp notification remote-

change enable

OTtkntovaeT dyHkumio LLDP Trap

[Idp timer notification-interval HactpanBaet WHTepBan
nepegayvn LLDP Trap
no Ildp timer notification- | BocctaHaBnnBaet WHTEepBan
interval nepegaun LLDP Trap no
YMOSYaHu1Io
Hactponka dyHKkuumn | (OnumoHansHo) Wcnonbsyetca  ons HaCTPOWKM dyHKLUMN
obHapyxeHuns obHapyxeHus owmnbok LLDP
ownbok LLDP
lldp error-detect BkntouaeTt DYHKUMIO

obHapyxeHus owmnbok LLDP

no lldp error-detect

OTtkniovaet yHKUMIO
obHapyxeHunsa owmnbok LLDP

HacTtporika dopmarta

mHkancynaumm LLDP

(OnumoHanbHO)  Wcnonb3yeTcs AN HacTponku  dhopmaTta
nHKkancynsaumm LLDP
Ildp encapsulation snap YcraHaBnusaeT dopmart

nHkancynsaumm LLDP Ha SNAP

no lldp encapsulation snap

YcTaHaBnueaet dopmar
nHkancynsaumm LLDP Ha Ethernet
Il
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KoHdurypauus

OnucaHue n KomaHga

Hactpovka ceTeBomn

nonutukm LLDP

(OnumoHanbHO) Mcnonb3yeTca Ansd HACTPOMKM CETEBOW MONUTUKK

LLDP

ldp  network-policy
profile-num

profile

HactpavBaeT ceTeByto NMONUTUKY
LLDP

no lldp network-policy profile
profile-num

Ypansert
LLDP

CeTeByl0  MONUTUKY

HacTtporika  agpeca

Civic

(OnumnoHanbHo)
yCTponcTea

McnonbayeTca

ana  Hactponkm agpec Civic

{ country | state | county | city |
division | neighborhood | street-
group | leading-street-dir |
trailing-street-suffix | street-
suffix | number | street-number-
suffix | landmark | additional-
locationinformation | name |
postal-code | building | unit |
floor | room | type-of-place |
postal-community-name | post-
office-box | additional-code }
ca-word

HacTtpaunBaet Civic

yCTpoKncTBa

agpec

no { country | state | county |
city | division | neighborhood |
street-group | leading-street-dir
| trailing-street-suffix | street-
suffix | number | street-number-
suffix | landmark | additional-
location-information | name |
postal-code | building | unit |
floor | room | type-of-place |
postal-community-name | post-
office-box | additional-code }
ca-word

Ypanset agpec Civic yctponcTtea

Hactponka Homepa

TenedoHa
3KCTPEHHOW ChY>KObl

(OnumoHanbHo) Mcnonb3dyeTca Ans HACTPOMKM HOMepa 3KCTPEHHOWN

cnyx6bl ycTponcTea

[ldp location elin identifier id
elin-location tel-number

HactpanBaeT aKCTpPEeHHbIN HoOMep
TenedoHa ycTponcTea

no lldp location elin identifier id

YoanaeTr  3KCTPEeHHbIN
TenedoHa ycTponcTea

HOoMep
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KoHdurypauus OnucaHue n komaHaa

Hactpownka dyHkuum | (OnumoHanbHO) Mcnonb3dyeTcs Ans UrHopupoBaHusi OOHapyXeHus
UrHopvpoBaHug PVID

obHapyxeHus PVID

Ildp ignore pvid-error-detect BkntovaeTt dYHKLUMIO
UrHopmpoBaHust  OBHapyXeHus
PVID

no lldp ignore pvid-error-detect | OTkntovaeT dYHKLUMIO
UrHopupoBaHuss  OBHapyXeHus
PVID

12.4.1. Hactpounka dpyHkumuun LLDP
12.4.1.1. cpheKT KoHDUrypaumm

Bkrnitounte unu otkntounte doyHkumio LLDP.

12.4.1.2. NpumeyvaHusn

Ytobbl dyHkums LLDP genctBoBana Ha uHTepdence, Heobxoanmo BkMo4YMTb yHKumo LLDP
rnobanbHO 1 Ha UHTepdeNnce.

12.4.1.3. lLlarn HacTpounku

e  OnuuoHanbHo.

e Hactponte dyHkumo LLDP B rmobanbHOM pexume unu B pexumme KOHgUrypauum
nHTEepenca.

12.4.1.4. NMpoBepka
MNokasatb ctatyc LLDP
e [lpoBepbTe, BKNtOYEHa NN pyHKUMa LLDP B pexume rnobanbHOM KOHGUrypauum.
o [lpoBepbTe, BKNtOUEHa N pyHKUnA LLDP B pexxume KoHuUrypawumm nitepdenca.
12.4.1.5. CBA3aHHble KOMaHAbI

BknroyeHune cpyHkuum LLDP

KomaHga Ildp enable
KomaHaHbIn Pexnm rmobanbHoOn KOHUrypaunmn/pexmm KoHurypaumm nitepdenca
pexmm

Pykosoacteo no | dyHkuua LLDP BcTtynaet B cuny Ha uHTepdence TOnbko nocrie ee
MCMNOMb30BaHUIO | BKIIOYEHUS B peXume rnobanbHOW  KOHUrypauum u  pexvme
KOHUrypauum nHtepderica
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OTtknioyeHue cpyHkuum LLDP
KomaHga no lldp enable
KomaHaHbIn Pexxnm rnobanbHon KoHdurypauun/pexxmm koHdurypaumm nHtepdenica
pexum

12.4.1.6. NMpumep KoHcpUrypaumm

OTtknroyeHue ¢pyHkummn LLDP

Larm

HaCTPOWKK

Otkntounte dyHKumio LLDP B pexxmme rmobanbHon KoHurypaumm

QTECH(config)#no lldp enable

Mpoeepka | OtobpaxaeT rmodanbHbIn ctatyc LLDP

QTECH(config)#show lldp status
Global status of LLDP: Disable

12.4.1.7. PacnpocTpaHeHHble OWMNOKKU

Ecnn cdoyHkuma LLDP BkntoueHa Ha nHtepdence, HO OTKINOYEHa B peXnme rnobanbHom
KoHpurypauuu, doyHkuma LLDP He gencTtByeT Ha nHtepdpeiice.

[MopT MOXeET y3HaTb MakCUMyM NATb coceaen.

Ecnn cocen He nogaoepxusaeT LLDP, HO nogkroyeH K YCTPOWCTBY C MOAOEPKKOWN
LLDP, nopT MOXET Nosny4nTb nHpopmaLmio 06 yCTponcTBe, KOTOPOE He MOAKMIOYEHO K
NnopTy HanpsiMyko, MNOCKOMbLKY cocell MOXET nepechkinaTtb naketsl LLDP.

12.4.2. Hactpouka pexuma pa6otbl LLDP

12.4.2.1. cpheKT KoHdUrypaumm

Ecnu Bbl ycTaHoBuTe pexum paboTbl LLDP Ha TXRX, nHTepdenc MoxeT nepegasatb U
nosiydartb NakeThbl.

Ecnn Bbl ycTaHoBuTe pexmm pabotel LLDP Ha TX, mHTepdenc MOoXeT TOmbKo
nepegasaTb NaKeTbl, HO HE MOXET NPMHUMaTb NakeThbl.

Ecnu Bbl ycTaHoBUTE pexnm paboTbl LLDP Ha RX, MHTepdenc MoXeT TONbKO nonyvaTtb
nakeTbl, HO He MOXeT nepefasaTtb NakeThbl.

Ecnn oTknounte pexum pabotbl LLDP, nHTepdenc He MOXeT HU MpUHUMaTb, HU
nepeaasaTb NaKeThbl.

12.4.2.2. NpumeyvaHusn

LLDP paboTtaeT Ha @wu3mdeckux nopTtax (noprax-ydactHukax AP ana noptos AP).
CtekupoBaHHble nopTbl U NopTbl VSL He nogaepxusatoT LLDP.

12.4.2.3. LLlarun HacTpounKu

OnuuoHanbHo.
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e YcTtaHoBuTe pabouni pexxum LLDP Ha Tx unn Rx no mepe Heob6xoanMocCTMw.

12.4.2.4. NpoBepka

OTobpaxeHne nHgpopmaumm o cratyce LLDP Ha nHTepdence.

e [IpoBepbTe, BCTYyNUMa N KOHGUrypawumsi B cuny.

12.4.2.5. CBAA3aHHblIe KOMaHAbI

Hactpowka pexnma paboTtbl LLDP

KomaHga [ldp mode { rx | tx | txrx }
Onucanwue rx: npuHumaeT Tonbko LLDPDU.
napameTpos tx: nepenaet Tonbko LLDPDU.

txrx: nepegaet v npuHumaet LLDPDU
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacTBo no
NCNoNb30BaHWIO

YTtob6bl LLDP BCcTynun B cuny ansa uHtepdenca, obsisaTenbHO BKIIUATE
LLDP rno6anbHo u yctaHoBuTe pexunm paboTbl LLDP Ha uHTepdence Ha
Tx, Rx unu TxRx

OTKknoyeHue pexuma pabotol LLDP

KomaHga no lldp mode
KomaHaHbIn Pexxum koHurypaumm nHtepderica
pexmm

PykoBoacTeo no
NCMonb30BaHUIO

Mocne oTkntoueHus pexuma pabotbl LLDP Ha nHtepdelice nHrepdenic He
nepenaetT 1 He NpuHUMaeT nakeTbl LLDP

12.4.2.6. NMpumep KoHcpUrypaumm

HacTpouka pexuma pab6otbl LLDP

LWarn YctaHoBuTe pabounn pexxum LLDP Ha Tx B pexume koHurypaumm nHtepdeinca
HaCTPOWKM
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp mode tx
MpoBepka | OToGpasute nHdpopmaumm o ctatyce LLDP Ha nHTepdeice
QTECH(config-if-GigabitEthernet 0/N#tshow lldp  status interface
gigabitethernet 0/1
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Port [GigabitEthernet 0/1]
Port status of LLDP : Enable
Port state :UP
Port encapsulation : Ethernet Il
Operational mode : TxOnly
Notification enable :NO
Error detect enable :YES
Number of neighbors :0
Number of MED neighbors : 0

12.4.3. Hactpouka TLV gns o6baBneHunsn

12.4.3.1. AcpheKkT KoHduUrypaumm
HacTpowite Tvn o6bsaBnsembix TLV, 4yTo6bl yka3ats LLDPDU B naketax LLDP.

12.4.3.2. NpumeyvaHusn

Ecnu Bbl HacTpanBaeTe napameTp all ana TLV 0CHOBHOro ynpasBrneHusi, CneumgmyHbIX
TLV opraHmsaumn |IEEE 802.1 n cneuncpumyHbix TLV opraHuzauum IEEE 802.3,
06bABNAITCA BCe HeobA3aTenbHble TLV 9TMX TMMNOB.

Ecnu Bbl HacTpamBaeTe napameTp all ana TLV LLDP-MED, o6bsasnsatoTca Bce TLV
LLDP-MED, kpome Location ldentification TLV.

Ecnu Bbl xoTute HactpouTb LLDP-MED Capability TLV, cHavana Hactponte LLDP
802.3 MAC/PHY TLV; Ecnu Bbl xoTuTe otMmeHuTb LLDP 802.3 MAC/PHY TLV, cHavyana
oTMmeHnte LLDP-MED Capability TLV.

Ecnn Bbl xoTute Hactpoutb TLV LLDP-MED, HacTtponte LLDP-MED Capability TLV
nepen Hactporkon apyrux tunos TLV LLDP-MED. Ecnu Bbl XoTute OoTMeHuTb TLV
LLDP-MED, otmenute TLV Capability LLDP-MED nepen otmeHon TLV gpyrux Tmnos
LLDP-MED. Ecnn yctponcTBO nofgkrtoyeHo K IP-TernedoHy, KOTopbli noaaepxuvsaeT
LLDP-MED, Bbl moxeTe HacTpouTb Network Policy TLV ans otnpaekun KoHurypaumm
nonNuTUKM Ha IP-TenedoH.

Ecnun yctporcTtBo nogaepxunsaet yHKUMo DCBX no ymonyaHuio, noptaMm yCTponucTea
Mo YMOS4YaHuio He paspeLleHo 06baBNATbL cneumdudHble TLV opraHnsauuin IEEE 802.3
n TLV LLDP-MED.

12.4.3.3. lLlarn HacTpounku

OnuvoHanbHo.
Hactponte Tnn TLV ansa o6baBneHus Ha nHtepdenice.

12.4.3.4. NpoBepkKa

OTtobpa3snte kKoHpurypauum TLV, koTopble 6yayT o6bsaBneHbl Ha MHTepdence.

lMpoBepbTe, BCTyNWMNa Ny KOHUrypawums B cuny.
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12.4.3.5. CBAA3aHHblIe KOMaHAbI

Hactpownka TLV gns o6baBneHus

KomaHga [ldp tlv-enable { basic-tlv { all | port-description | system-capability |
system-description | system-name } |dotl-tlv { all | port-vlan-id |
protocol-vlan-id [ vlan-id ] | vlan-name [ vlan-id ] } |dot3-tlv { all | link-
aggregation | mac-physic | max-frame-size | power } | med-tlv { all |
capability | inventory | location { civic-location | elin } identifier id |
network-policy profile [ profile-num ] | power-over-ethernet } }

Onuncanwne basic-tlv: ykasbiBaeT TLV OCHOBHOrO yrnpaBrneHus.

napameTpoB

port-description: ykaseiBaeT TLV onucaHusa nopra.
system-capability: ykasbiBaeT TLV CUCTEMHbLIX BO3MOXHOCTEN.
system-description: ykasbiBaeT TLV onvcaHnsa cuctemel.
system-name: ykasbiBaeT TLV MMeHn CUCTEMBbI.

dotl-tlv: ykasbiBaeT cneundundHble TLV opraHusauuu IEEE 802.1.
port-vlan-id: ykasbiBaeT TLV ngentudumkaropa nopta VLAN.

protocol-vlan-id: ykasbiBaeT TLV wngeHTudpukatopa VLAN nopta wu
npoTokona.

vlan-id: ykasbiBaet TLV ugeHTndpmkatopa VLAN nopTta u npoTtokona B
ananasoHe ot 1 go 4094.

vlan-name: yka3biBaeT TLV umenun VLAN.

vlan-id: ykasbiBaeT ums VLAN B grnanasoHe ot 1 go 4094.

dot3-tlv: ykasbiBaeT cneundunydHble TLV opraHusauuum IEEE 802.3.
link-aggregation: ykasbiBaeT TLV arperauyumn KaHanos.
mac-physic: ykasbiBaeT TLV koHdurypauun/coctosiHna MAC/PHY.
max-frame-size: ykasbiBaeT TLV mMakcumanbHOro pasmepa kagpa.
power: ykasbiBaeT TLV nutaHua yepes MDI.

med-tlv: ykasbiBaeT LLDP MED TLV.

capability: ykasbiBaeT TLV BoamoxHocTen LLDP-MED.

inventory: ykasbiBaeT TLV ynpaBneHusy pecypcamu, KOTOPbIN COAEPXKUT
BEpCUI0 annapaTHoro obecnedveHusi, Bepcuio BCTpoeHHoro 10, Bepcuio
nporpammHoro obecneveHus, SN, Ha3BaHWe NPOM3BOOMTENS, Ha3BaHWe
MoAynNs U ugeHtTudgukaTop obbekra.

location: ykasbiBaeT TLV naeHTngmkaumm mectononoxeHusl.

civic-location: ykasbiBaeT uHopmauuio o6 agpece Civic U MOYTOBYHO
MHdopMaLnIo.

elin: ykasbiBaeT HoOMep TernedoHa 3KCTPEHHOWN CryX6bl.

id: ykasblBaeT ngeHTudukaTop nonuTnkM B amManasoHe ot 1 o 1024.
network-policy: ykasbiBaeT TLV ceTeBOW NONUTUKN.

profile-num: ykasbiBaeT TLV ceTeBon nonutukmn B AnanasoHe ot 1 go 1024.
power-over-ethernet: ykasbiBaeT pacumpeHHbln TLV nutaHusa Yepes MDI
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KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexum
OtmeHa TLV

KomaHpa no lldp tlv-enable {basic-tlv { all | port-description | system-capability |
system-description | system-name } | dotl-tlv { all | port-vlan-id |
protocol-vlan-id | vlan-name } | dot3-tlv { all | link-aggregation | mac-
physic | max-frame-size | power } | med-tlv { all | capability | inventory
| location { civic-location | elin } identifier id | network-policy profile [
profile-num ] | power-over-ethernet } }

Onuncanue basic-tlv: ykasbiBaeT TLV OCHOBHOro yrnpaereHus.

napameTpoB

port-description: ykasbiBaeT TLV onucaHusa nopta.
system-capability: ykasbiBaeT TLV CUCTEMHbLIX BO3MOXHOCTEN.
system-description: ykasbiBaeT TLV onucaHnsa cuctemel.
system-name: ykasbiBaeT TLV MMeHn CUCTeMBbI.

dotl-tlv: ykasbiBaeT cneundunyHble TLV opraHusauuun IEEE 802.1.
port-vlan-id: ykasbiBaeT TLV ngentudgpukaropa nopta VLAN.

protocol-vlan-id: ykasbiBaeT TLV wngeHTudpukatopa VLAN nopTta wu
npoTokona.

vlan-name: yka3biBaeT TLV umenun VLAN.

dot3-tlv: ykasbiBaeT cneundunydHble TLV opraHusauuun IEEE 802.3.
link-aggregation: ykasbiBaeT TLV arperauyumn KaHanos.
mac-physic: ykasbiBaeT TLV koHdurypauun/coctosiHna MAC/PHY.
max-frame-size: ykasbiBaeT TLV mMakcumanbHOro pasmepa kagpa.
power: yka3biBaeT TLV nutaHua yepes MDI.

med-tlv: ykasbiBaeT LLDP MED TLV.

capability: ykasbiBaeT TLV BoamoxHocTen LLDP-MED.

inventory: ykasbiBaeT TLV ynpaBneHus pecypcamu, KOTOpPbI COLEPXKUT
BEpCU0 annapaTtHoro obecne4veHus, Bepcuio BCTpoeHHoro 10O, Bepcuio
nporpammHoro obecneveHus, SN, Ha3BaHWe NPOM3BOOMTENS, Ha3BaHWe
MoAyns U ugeHTudgukaTop obbekra.

location: ykasbiBaeT TLV nageHTugmkaumm mMectononoxeHus.

civic-location: ykasbiBaeT uHcopmaumio o6 agpece cCivic U MOYTOBYHO
MHdopMaLnIo.

elin: ykasbiBaeT HOMep TenedoHa 3KCTPEHHOM CNyXObl.

id: ykasblBaeT ngeHTudukaTop nonuTnkM B aManasoHe ot 1 o 1024.
network-policy: ykasbiBaeT TLV ceTeBOW NOANTUKM.

profile-num: ykasbiBaeT TLV ceTeBon nonuTtukmn B AnanasoHe ot 1 no 1024.
power-over-ethernet: ykasbiBaeT pacwumpeHHbin TLV nutaHusa Yepes MDI
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KomaHgHbIn
pexmm

Pexxum koHdurypaumm nHtepderica

12.4.3.6. Npumep KoHcurypaumm

Hactpowka TLV gns o6baBneHus

Warwn OTtmeHuTe cneunduyHble TLV opraHunsauuu IEEE 802.1 ngeHtudpumkatopa VLAN
HacCTpPoOWKK | NopTa u NPOTOKoOSa
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#no lldp tlv-enable dotl-tlv protocol-
vlan-id
MpoBepka | OToGpaxeHmne koHdpurypaumm LLDP TLV B pexume koHdurypaumm nitepdenca

QTECH(config-if-GigabitEthernet  0/1)#show lldp tlv-config interface
gigabitethernet

0/1
LLDP tlv-config of port [GigabitEthernet 0/1]
NAME STATUS DEFAULT

Basic optional TLV:

Port Description TLV YES YES
System Name TLV YES YES
System Description TLV YES YES
System Capabilities TLV YES YES
Management Address TLV YES YES

IEEE 802.1 extend TLV:

Port VLAN ID TLV YES YES
Port And Protocol VLAN ID TLV NO YES
VLAN Name TLV YES YES

IEEE 802.3 extend TLV:

MAC-Physic TLV YES YES
Power via MDI TLV YES YES
Link Aggregation TLV YES YES
Maximum Frame Size TLV YES YES
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LLDP-MED extend TLV:
Capabilities TLV YES YES
Network Policy TLV YES YES
Location Identification TLV NO NO
Extended Power via MDI TLV YES YES
Inventory TLV YES YES

12.4.4. HactpauBaeT agpec ynpaBneHus onsa oobaBneHus

12.4.4.1. cpheKkT KoHDUrypaumm

e HacTtponte agpec ynpasneHus ansa oobseneHuns B naketax LLDP B pexxmme HacTponku
NMHTepdenca.

e [locne TOro, Kak agpec ynpaBneHusi, KOTOpbIi OOMKeH ObiTb OObSIBNEH, OTMEHEH,
agpec ynpasneHuna B naketax LLDP 3aBMCUT OT HACTPOEK MO YMOSIYaHUIO.

12.4.4.2. NMpumeyaHun

LLDP paboTaeT Ha hmanyeckmx noptax (nopTbl-y4acTHmkn AP onsa noptoB AP). CTekMpoBaHHble
nopTbl U nopTel VSL He nogaepxmsatoT LLDP.

12.4.4.3. lLlarn HacTpounku

e  OnuuoHanbHo.

e HactponTe agpec ynpaeneHus ons oobasneHns B naketax LLDP B pexxume HacTponku
nHTEepenca.

12.4.4.4. NMpoBepkKa

OTo6paxeHue uHcpopmauum LLDP Ha nokanbHOM UHTepdence
ﬂposepre, BCTYNMUNa nun KOH(*)VIpraLI,MFI B cuny.
12.4.4.5. CBA3aHHble KOMaHAbI

Hactpowka agpeca ynpaBneHus ansa oobaBneHus

KomaHga ldp management-address-tlv [ ip-address ]

Onucanwue ip-address: ykasblBaeT agpec ynpaBrieHusi, KOTOpbIn OyaeT oObsBNEH B
napameTpoB nakete LLDP

KomaHnaHbIv Pexunm koHdurypaumm nitepdperica

peXmm

PykoBoacTBo no | Aopec ynpaBneHus no yMonyaHuio obbasnsetcsa yepe3d naketbl LLDP.
ncrnonb3oBaHuio | Agpec ynpaeneHns — 9370 IPv4-agpec muHumanbHou cetn VLAN,
nogaepxvnsaemon noptom. Ecnn ana VLAN He HacTpoeH agpec IPv4, LLDP
npoaosnKkaeT Nouck cooTBeTcTBylowero IP-agpeca.
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Ecnu agpec IPv4 He HangeH, LLDP uwet IPv6-agpec muHmumansHom VLAN,
KOTOpbLIN NoaaepXuBaeTcsi MOPTOM.

Ecnn agpec IPv6 He HangeH, loopback-agpec 127.0.0.1 ucnonb3yetcs B
KayecTBe agpeca ynpaBneHus

OTmeHa agpeca ynpaBneHus

KomaHpa no lldp management-address-tlv
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBogcTBo no | Agpec ynpaBneHus no ymonyaHuio obbsasnsieTcss yepesd naketbl LLDP.
ncnonb3oBaHuo | Agpec ynpaeneHuns — 310 IPv4-agpec muHumanoHon cetn VLAN,

nogaepxnsaemon noptomM. Ecnun gna VLAN He HacTpoeH agpec IPv4, LLDP
npogormkaeT NoOMUCK cooTBeTCTBYOLWero IP-agpeca.

Ecnu agpec IPv4 He HangeH, LLDP uwet IPv6-agpec muHmumansHom VLAN,
KOTOpbLIN NoaaepKuBaeTcsi MOPTOM.

Ecnu agpec IPv6 He HangeH, loopback-agpec 127.0.0.1 ncnonbsyetca B
KayecTBe agpeca ynpaBneHus

12.4.4.6. Npumep KoHcpUrypaumm

Hactpowka agpeca ynpaBrneHus ans oobaBneHus

Warwn
HaCTPOWKK

YcraHoBuTe agpec ynpasrneHus 192.168.1.1 Ha uHTepdence

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp management-address-tlv 192.168.1.1

OT1obpasnte koHGUrypaumo Ha nHtepgence

QTECH(config-if-GigabitEthernet 0/1)#show lldp local-information interface
GigabitEthernet 0/1
Lldp local-information of port [GigabitEthernet 0/1]

Port ID type : Interface name

Port id : GigabitEthernet 0/1
Port description : GigabitEthernet 0/1
Management address subtype Jipva
Management address :192.168.1.1
Interface numbering subtype :ifiIndex
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Interface number |

Object identifier

802.1 organizationally information

Port VLAN ID 21

Port and protocol VLAN ID(PPVID) 1

PPVID Supported : YES
PPVID Enabled :NO

VLAN name of VLAN 1 : VLANOOO1

Protocol Identity

802.3 organizationally information
Auto-negotiation supported :YES
Auto-negotiation enabled :YES

PMD auto-negotiation advertised : 1000BASE-T full duplex mode, 100BASE-TX
full duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode,
10BASE-T half duplex mode

Operational MAU type : speed(100)/duplex(Full)
PoE support :NO

Link aggregation supported :YES

Link aggregation enabled :NO

Aggregation port ID :0

Maximum frame Size : 1500

LLDP-MED organizationally information
Power-via-MDI device type :PD
Power-via-MDI power source :Local
Power-via-MDI power priority
Power-via-MDI power value

Model name : Model nhame

12.4.5. Hactpounka cyeTymka bbicTpon nepepaum LLDP

12.4.5.1. AcppekT KOHUrypaumm

HacTtponTe konnyecTBo ObICTPO NepegaBaemblx nakeToB LLDP.

12.4.5.2. llarn HacTpounku

e OnuuoHanbHo.
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e Hactponte konmyectBo naketoB LLDP, koTopble 6GbICTpO nepeparoTcd, B pexume
rno6anbHON KOHGUrypauum.

12.4.5.3. NpoBepka
OTo6paxeHne rnobanbHon nHgopmauun o ctatyce LLDP.

L] I'IpOBepre, BCTYNnuUna nu KOH(*)VIpraUMFI B cuny.

12.4.5.4. CBAA3aHHblIe KOMaHAbI

HacTtpowka cyeTumnka 6bicTpon nepegayum LLDP

KomaHga [ldp fast-count value

Onuncanue value: ykasbiBaeT konmyectBo naketoB LLDP, kotopele ObICTpO
napameTpoB nepegatotcs. AnanasoH 3HauveHun ot 1 go 10. 3HayeHne no ymonyaHumo 3
KomaHaHbIn Pexwnm rmobanbHon KoHdUrypaumm

pexum

BoccTtaHoBneHue cyetymka 6bictpon nepenaym LLDP no ymonyaHuro

KomaHga no lldp fast-count
KomaHaHbIn Pexxnm rmobanbHon KoHdurypauum
pexum

12.4.5.5. NMpumep KoHcpUrypaumm

HacTtpowka cyeTumnka 6bicTpoun nepegayum LLDP

LWarn YcTtaHoBuTe cyeTumk ObicTpon nepedayn LLDP Ha 5 B pexume rnobanbHom
HacTporKu | KoHdUrypaumm

QTECH(config)#lldp fast-count 5

Mpoeepka | OTobpakeHue rmobansHon nHdgopmauumn o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :30s
Hold multiplier 14
Reinit delay :2s
Transmit delay 1 2s
Notification interval :5s
Fast start counts 15
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12.4.6. Hactpouka MHOoXuTens TTL u nHTepBana nepepayun

12.4.6.1. AcpheKkT KoHDUrypaumm

e HactponTte mMHOXUTENb TTL.
e HacTponTe nHtepsan nepegaym naketos LLDP.

12.4.6.2. llarn HacTpounku

e OnuyuoHanbsHo.
e  BbIinonHATbL HACTPOViKY B pexnme rnobanbHOn KOHUrypaumm.

12.4.6.3. NpoBepka

OTobpaxeHune nHgpopmaumm o ctatyce LLDP Ha nHTepdence.

e [IpoBepbTe, BCTYNUMA N KOHGUrypaumsi B cuny.

12.4.6.4. CBA3aHHbIe KOMaHAbI

HacTtpounka mHoxutens TTL

KomaHga [ldp hold-multiplier value

Onucanue value: ykasbiBaeT MHOXuTenb TTL. 3HadeHne Bapbupyetcsa ot 2 go 10.
napameTpoB 3HayeHne no ymonyaHumo — 4

KomaHaHbIn Pexwnm rmobanbHon KoHdUrypaumm

pexum

PykoBoactBo no

B nakete LLDP 3HayeHue TLV Time To Live paccumTtbiBaeTcd no

ncnonb3oBaHuio | cnegyrowen dopmyne: TLV Time to Live = mHoxutens TTL X nHTepsan
nepenayn naketa + 1. CnegosartenbHO, Bbl MOXeTe naMmeHnTb TLV Time to
Live B nakeTtax LLDP, HacTponB MHOXuTenb TTL
BoccTtaHoBneHue mHoxutens TTL no ymonyaHuto
KomaHga no lldp hold-multiplier
KomaHaHbIn Pexnm rnobanbHon KoHUrypauum
pexum

Pykosoacteo no
NCMonb30BaHWIO

B nakete LLDP 3HayeHue TLV Time To Live paccuymTtbiBaeTca no
cnepytowwen dopmyne: TLV Time To Live = mHoxutenb TTL X nHTepBan
nepegayn naketa + 1. CnegosatenbHO, Bbl MOXeTe uaMmeHnTb TLV Time To
Live B naketax LLDP, HacTponB MHOXUTenNb TTL

QTECH
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HacTpowka nHTepBana nepegaum
KomaHga [ldp timer tx-interval seconds
Onuncanwne seconds: ykasblBaeT WHTepBan nepegayn naketa LLDP. [dnanasoH
napameTpoB 3HayeHunoT 5 0o 32 768
KomaHaHbIn Pexxm rmobanbHomn KoHdurypauum
pexum

BoccTaHoBneHMe NHTepBana nepegadu no yMon4aHuio

KomaHpa no Illdp timer tx-interval
KomaHaHbIn Pexxm rmobanbHon KoHdurypauum
pexumm

12.4.6.5. NMpumep KoHcpUrypaumm

Hactpowka mHOXuTensa TTL n nHTepBana nepegayu

LWarn YctaHoBuTe MHOXMUTENb TTL Ha 3 1 nHTpesBan nepedadn Ha 20 cekyHa. TTL
HaCTPOWKN | MHGIOPMALIMK NTOKaNbHOMo YCTPOMCTBA O coceasax coctaBndeT 61 cekyHay

QTECH(config)#lldp hold-multiplier 3
QTECH(config)#lldp timer tx-interval 20

MpoBepka | OToGpaxeHune rnobanbHOM nHopmauun o ctatyce LLDP

QTECH(config)#lldp hold-multiplier 3
QTECH(config)#lldp timer tx-interval 20
QTECH(config)#show lldp status

Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :20s
Hold multiplier :3
Reinit delay 12s
Transmit delay 1 2s
Notification interval :5s
Fast start counts 03
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12.4.7. HacTtpouKa 3apepXXKu nepeaayum

12.4.7.1. ek

HacTtpoinTe Bpems

12.4.7.2. Wlarm H

T KOHcpuUrypauumm

3afepXXkuM onga nepegaym naketos LLDP.

acTpouku

OnuvoHanbHo.
BbInonHUTE HaACTPOKKy B pexmme rnobanbHon KoHdurypauum.

12.4.7.3. NpoBepka

OTo6paxeHne rnobanbHon nHgopmauun o ctatyce LLDP.

MpoBepbT

e, BCTynuna nn KOH(*)VIpraUMFI B Ccuny.

12.4.7.4. CBA3aHHbIe KOMaHAbI

HacTpoiika 3agepxku nepeaaum

KomaHga [Idp timer tx-delay seconds

Onuncanue seconds: ykasblBaeT 3adepXxKy nepegayn. 3HadeHune Bapbupyetca 1 Oo
napameTpoB 8192

KomaHaHbIn Pexwnm rmobanbHon KoHdUrypaumm

pexum

Pykosoacteo no

Korga nokanbHasg nHdopmaumst 06 yCTpoNCTBE U3MEHSETCS, YCTPOUCTBO

NCNOSIb30BaHUIO | HeMeasneHHo nepegaeT naketbl LLDP cBoum cocegam. Hactponte
3agepxKy nepegadn, 4ToObl NpegoTBpaTUTL YacTylo nepegady nakeToB
LLDP, BbI3BaHHY0 YacTbiIMN N3MEHEHUAMM FOKaNbHON MHbOpMaLmn
BoccTaHoBneHue 3afepXKu nepegayvm no yMmosnyaHuio
KomaHga no lldp timer tx-delay
KomaHaHbIn Pexxum rnobanbHon KoHurypauum
pexmm

PykoBoacTeo no
NCMNOMb30BaHUIO

Korga nokanbHas mHgopmaumst 06 yCTponUCcTBe M3MEHSAETCH, YCTPONCTBO
HemeaneHHo nepegaet naketol LLDP cBoum cocegam. Hactponte
3agepxKy nepegadn, 4Tobbl NpegoTBpaTUTL YacTylo nepepady nakeToB
LLDP, BbI3BaHHYO YacTbiIMN N3MEHEHUAMM NOKarnbHON MHopMaLmn
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12.4.7.5. Npumep KoHcurypaumm

HacTpouka 3agepxkm nepeagaum

HaCTPOWKM

LWarn YcTaHoBuTE 3a4epXKy nepegadm Ha 3 cekyHabl

QTECH(config)#lldp timer tx-delay 3

Mpoeepka | OTobpakeHue rmobdanbHon nHdopmauum o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval : 30s
Hold multiplier 14
Reinit delay i 2s
Transmit delay :3s
Notification interval :5s
Fast start counts 13

12.4.8. HacTpo#ka 3agepXXku MHMLmManusauum

12.4.8.1. AcpheKkT KoHDUrypaumm
HacTtpownte Bpemsa 3agepxkun ang nHnumanusaumm LLDP Ha ntobom nHtepdelice.

12.4.8.2. Llarn HacTpounku

e  OnuyuoHanbHo.

e HactponTe BpeMs 3agepxku ans nHnguanmsaumm LLDP Ha nio6om nHtepdelice.

12.4.8.3. NpoBepka

OTtobpaxeHune rnobanbHon nHopmaumm o ctatyce LLDP.

o ﬂposepre, BCTYNMUNa nun KOH(bVIpraLl,I/IFI B cuny.

12.4.8.4. CBA3aHHbIe KOMaHAbI

HacTpoiika 3agepXku MHULManusauum

KomaHnga [ldp timer reinit-delay seconds

Onucanue seconds: ykasblBaeT 3afepXKy nHuumnanusauyuun. nanasoH sHadeHuin ot 1
napameTpoB 0o 10 cekyHa

KomaHnaHbIv Pexwnm rnobansHon KoHUrypauum

pPEXNM

@ §) QTECH

MWP [OCTYMNHEE

363




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactporika LLDP W

PykoBogcTBo no | HacTtporite 3agepXky wHMUManuM3auun Ans npefoTBpalleHUs 4acTom
NCNONb30BaHMIO | MHUUManuM3aumm state machine, BbI3BAaHHOMW YacTbIMW U3MEHEHUSIMU
pexuma paboTbl nopTa

BoccTtaHoBneHune 3aAepPXKu nHuunanm3auumm no ymoin4dyaHuro

KomaHpa no lldp timer reinit-delay
KomaHaHbIn Pexxnm rnobanbHon KoHdurypauum
pexum

PykoBoactBo no | Hactponte 3agepkky wWHuUManuMsauun gng npegoTBpalleHns 4yacTomn
MCNOMb30BaHUIO | UHMUManNu3aumMm state machine, BbI3BaHHOWM YacTbiIMWU U3MEHEHUSIMU
pexxuma paboTbl nopTa

12.4.8.5. Npumep KoHcurypaumum

HacTpouka 3agep>Xkm MHMUmManm3saumm

Larn YCcTaHoBUTE 3a4epXKKY MHMUManm3auum Ha 3 cekyHabl
HaCTPOWKM

QTECH(config)#lldp timer reinit-delay 3

Mpoeepka | OTobparkeHue rmobdanbHon nHdopmauum o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :30s
Hold mutltiplier 14
Reinit delay :3s
Transmit delay :2s
Notification interval :5s
Fast start counts 13

12.4.9. Hactpouka ¢pyHKummu Trap LLDP
12.4.9.1. cpheKkT KoHDUrypaumm

HacTtponte uHtepsan gns nepegaym Trap-coobuweHun LLDP.

12.4.9.2. LLlarn HacTpounKu

BknroyeHune ¢pyHkuun Trap LLDP
e  OnuyuoHanbHo.

364

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

Hactporika LLDP

o  BbINonHMTE HACTPOKKY B peXXMMe HACTPOMKN UHTepdpeinca.
Hactpowka uHTepBana nepegaum Trap-coobweHun LLDP
e  OnuuoHarnbHo.

e  BbINnonHMTE HACTPOWKY B pexmnme rnodanbHOn KOHUrypawumm.

12.4.9.3. NpoBepka

OTob6paxeHune nHdopmaumum o ctatyce LLDP
e [lpoBepbTe, BKtOYEHa N pyHKUMA Trap LLDP.
o [lpoBepbTe, OENCTBYET NN HACTpoWKa MHTepBana.

12.4.9.4. CBA3aHHble KOMaHAbI

BknroyeHune ¢pyHkuun Trap LLDP

KomaHga Ildp notification remote-change enable
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
peXunm

PykoBoacteo no
NCnonb30BaHMto

Trap-coobweHna LLDP nossonsdeT yCTPOWCTBY OTNPaBfATb OKambHYHO
nHcpopmaumto LLDP (Hanpumep, obHapyxeHne cocega M HEUCNPaABHOCTb
kaHana cBa3n) Ha cepsep NMS, 4ToObl agMUHUCTPATOPbLI MO y3HaTb O
NPoOn3BOANTENTLHOCTU CETU

OTtknioveHue cpyHkuum Trap LLDP

KomaHga no lldp notification remote-change enable
KomaHaHbIn Pexxum koHurypaumm nHtepderica
pexum

Pykosoacteo no
NCMNOMb30BaHUIO

Trap-coobweHna LLDP nossonseT ycTpOWCTBY OTNPaBNATb FOKanbHYHO
nHpopmaumio LLDP (Hanpumep, oBHapyxeHne cocefa M HeUcrnpaBHOCTb
kaHana cBa3un) Ha cepsep NMS, 4ToObl agMUHUCTPATOPLI MOrMN y3HaTb O
NpOM3BOANTENBHOCTU CETH

Hactpowka uHtepBana nepegaum Trap LLDP

KomaHga [ldp timer notification-interval seconds

OnucaHne seconds: ykasblBaeT WHTepBan gns nepedayn Trap-coobueHun LLDP.

napameTpoB 3HauveHune BapbupyeTca oT 5 go 3600 cekyHA. 3HadeHWe No YMOMYaHuIo
5 cekyHg

KomaHnaHbIv Pexwnm rnobansHon KoHdUrypaumm

peXnm

(@ arecy
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PykoBoacteo no | Hactponte nHtepsan nepegayn Trap LLDP, 4ToObl NpeaoTBpaTtMTh YacTyto
ncrnonb3oBaHuio | nepegady coobwenun Trap LLDP. N3meHeHns LLDP, obHapyxeHHble B
TeYeHue 3Toro nHTepeana, oyayt nepegadbl Ha cepeep NMS

BoccTtaHoBneHue uHTtepBana nepegaum Trap LLDP

KomaHpa no Illdp timer notification-interval
KomaHaHbIn Pexxum rnobanbHon KoHdurypaumum
pexum

PykoBogcteo no | Hactponte nHtepean nepegayn Trap LLDP, 4ToObl npeaoTBpatTh YacTyto
ncrnonb3oBaHuio | nepegady coobwenun Trap LLDP. N3meHeHnst LLDP, obHapyxeHHble B
TeyeHue 3Toro uHTepsana, 6yayt nepenarbl Ha cepeep NMS

12.4.9.5. Npumep KoHcUrypaumm

BknroyeHne cpyHkumm Trap LLDP v HacTpouka uHTepBana nepepaum Trap
LLDP

Warun Bkntounte cyHkumo Trap LLDP u yctaHoBuTe MHTepBan nepegadn Trap LLDP
HacTponkn | paBHbIM 10 cekyHOam

QTECH(config)#lldp timer notification-interval 10
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp notification remote-change enable

Mpoeepka | OTobpakeHne nHdopmaumm o coctosiHum LLDP

QTECH(config-if-GigabitEthernet 0/1)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :30s
Hold mutltiplier 14
Reinit delay :2s
Transmit delay 1 2s
Notification interval :10s
Fast start counts 13

Port status of LLDP : Enable
Port state :UP
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Port encapsulation : Ethernet Il
Operational mode : RxAndTx
Notification enable 1 YES
Error detect enable 1 YES
Number of neighbors :0
Number of MED neighbors :0

12.4.10. HacTtpounka ¢pyHKLMM OOHapyxeHus owmnbok LLDP
12.4.10.1. 3cpheKT KoHdUrypaumm

e  Bknounte yHKUmMIo 06HapyxeHus owmnbok LLDP. Korga LLDP o6HapyxuBaeT owmbKy,
OHa perucTpupyeTcsi.

e Hactponte cyHkumMo 06HapyxeHnsa ownbok LLDP gns onpeaenexHns KoHduUrypaumm
VLAN Ha obomx KOHUax KaHana, COCTOsiHMsSI nopTa, obuien KoHdurypauum nopra,
KoHpurypauum MTU n netens.

12.4.10.2. LLlarn HacTpounku

e  OnuuoHanbHo.

e Bkntounte unm oTkouMTe  PyHKUMIO OOHapyxeHua owunbok LLDP B pexume
KOHcpurypauum nHtepdgenca.

12.4.10.3. NpoBepkKa
OTtobpaxeHune nHgopmaumm o cratyce LLDP Ha nHTepdence

e [lpoBepbTe, BCTyNMa N KoHUrypaums B cuny.
12.4.10.4. CBfAi3aHHble KOMaHAbI

BknroyeHune cpyHKLMM oO6HapyxeHnA owmnbok LLDP

KomaHga Ildp error-detect
KomaHaHbIn Pexxum koHurypaumm nHtepderica
pexum

Pykosoactso no | dyHkuusa obHapyxeHus owmnbok LLDP 3asucuT oT onpegenenHsix TLV B
ncnonb3oBaHuio | naketax LLDP, koTopbiMn oBmeHMBalOTCA yCTponcTBa Ha 0BOMX KOHLaXx
kaHana. CrnegoBaTtenbHO, yCTPONCTBO AOSMKHO 06bSABUTL NpaBusibHble TLYV,
4yTO6bI 06ecneunTb PyHKUNIO 0BHapyXeHus owmnbok LLDP

OTtknioyeHue chyHKUMKN OOHapYxeHuns owmnbok LLDP

KomaHpa no lldp error-detect
KomaHnaHbIv Pexum koHdurypaumm nitepdperica
pexum
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PykoBoactBo no | dyHkums obHapyxeHusa owmnbok LLDP 3aBucuT OoT onpegeneHHbix TLV B
ucrnonb3oBaHuio | naketax LLDP, koTopbiMn oGMeHMBaOTCA yCTPOMCTBA Ha ODOMX KOHL.Ax
kaHana. CrnegoBaTtenbHO, YCTPONCTBO AOIMKHO 00 BbABUTL NpaBunbHble TLV,
4yTOObl 06ecneunTb yHKUNIO 0BHapyxeHusa owmnbok LLDP

12.4.10.5. Npumep KoHcuUrypaumum
BkniouyeHne pyHKLUN OOHapyxeHus ownbok LLDP

Warn Bkntounte  dyHkumio  obHapyxeHuss owwnbok LLDP Ha umHTepdence
HacTpovikn | GigabitEthernet 0/1

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp error-detect

Mpoeepka | OTobparkeHue nHdopmaumm o ctatyce LLDP Ha nHTepdelice

QTECH(config-if-GigabitEthernet 0/1)#show lldp status interface
gigabitethernet 0/1

Port [GigabitEthernet 0/1]

Port status of LLDP : Enable
Port state :UP

Port encapsulation : Ethernet Il
Operational mode : RxAndTx
Notification enable :NO

Error detect enable :YES
Number of neighbors :0

Number of MED neighbors : 0

12.4.11. Hactpowka cpopmaTta nHkancynsumm LLDP

12.4.11.1. AcpheKT KoHduUrypaumm
HacTponte dopmart nHkancynauum LLDP.

12.4.11.2. lLlarn HacTpounkKun

e  OnuyuoHanbsHo.

e Hactponte popmat uHkancynsumm LLDP Ha nHTepderice.
12.4.11.3. NpoBepkKa
OTo6paxeHne nidopmauum o cratyce LLDP nHTepdenca.

e [lpoBepbTe, BCTynuma fv KOHUrypawums B cuny.
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12.4.11.4. CBsi3aHHble KOMaHAbI

YctaHoBKa chopmaTta uHkancynsaumm LLDP Ha SNAP

KomaHga [ldp encapsulation shap
KomaHaHbIn Pexxnum koHGurypaumm nHtepderica
pexum

Pykosogcteo rno | IPUMEYMAHUE: koHdurypauua dopmata wuHkancynsaumm LLDP  Ha
NCNONb30BaHMIO | YCTPOWCTBE U ero coceasax JormkHa ObITb cornacoBaHHOM

BocctaHoBneHue ¢popmarta uHkancynsiumm LLDP no ymon4anuto (Ethernet Il)

KomaHga no lldp encapsulation snap
KomaHaHbIn Pexxum koHGurypaumm nHtepderica
pexum

Pykosogcteo no | IPUMEYMAHUE: koHdurypauus dopmata wuHkancynsumm LLDP  Ha
NCNONb30BaHMIO | YCTPOWCTBE U ero coceasax AosmkHa bbITb cornacoBaHHON

12.4.11.5. Npumep KoHcuUrypaumm
YctaHoBKa chopmaTa nHkancynauum LLDP Ha SNAP

LWarn YcraHoBuTte dpoopmat nHkancynaumm LLDP Ha SNAP
HaCTPOWKM

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp encapsulation snap

Mpoeepka | OTobpakeHne uHdopmaumm o ctatyce LLDP Ha nHTepderice

QTECH(config-if-GigabitEthernet 0/N#tshow lldp  status interface
gigabitethernet 0/1

Port [GigabitEthernet 0/1]

Port status of LLDP : Enable
Port state :UP

Port encapsulation : Snap
Operational mode : RxAndTx
Notification enable :NO
Error detect enable :YES
Number of neighbors :0

Number of MED neighbors : 0
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12.4.12. HacTtpowuka ceteBon nonutuku LLDP

12.4.12.1. AcpheKT KoHduUrypaumm

HacTtpownTte ceteByto nonutuky LLDP.

Ecnu yctponcTtBo noakntoyeHo K IP-tenedoHy, Kotopbin nogaepxusaet LLDP-MED,
Bbl MOXeTe HacTpouTb TLV ceTeBor NONUTUKM ANg nepefadvn KoHUrypaumm nonmTmkun
Ha IP-TenedoH, 4To No3BoNUT IP-TenedoHy n3ameHnTb Ter 1 QOS ronocoBbIX MOTOKOB.
B pononHeHue k ceteBon nonutuke LLDP BbINONHUTE Ha YyCTPOWMCTBE criefyoline
warn: 1. Bknounte dyHkunio Voice VLAN n pobaBbTe nopT, MNOAKIOYEHHbIN K
IP-TtenedoHy, B Voice VLAN. 2. HacTponTe nopT, NOAKMOYEHHbIN K IP-TenedoHy, kak
AoBepeHHbIn nopT QoS (pekomeHAayeTcsl goBepeHHbIn pexum DSCP). 3. Ecnn ans
nopTa Takke BKNoveHa ayteHTudukauma 802.1X, HacTponTe 6e3onacHbli KaHan ans
naketoB u3 Voice VLAN. Ecnu IP-TenedoH He nogaepxusaet LLDP-MED, BknounTe
dyHkumio Voice VLAN n BpyyHyto gobaesbte MAC-agpec IP-tenedoHa B crnimcok OUI
Voice VLAN.

[nsa HacTponkn pexxuma gosepus QoS cm. ACL&QOoS Configuration/Hactpowika IP QoS;
Ans HacTponkn 6esonacHoro kaHana cm. ACL&QoS Configuration/Hactponka ACL.

12.4.12.2. LLlarn HacTpounkKu

OnumoHanbHo.
HacTtponTe ceteByto nonuTtuky LLDP.

12.4.12.3. NpoBepkKa

OTobpaxeHune koHdUrypauum ceteBon nonmtuku LLDP.

lNpoBepbTe, BCTyNUMIa nNu kKoHdUrypaums B cuny.

12.4.12.4. CBsi3aHHble KOMaHAbI

HacTpounka ceteBon nonutukmn LLDP

KomaHga Ildp network-policy profile profile-num

Onucanwue profile-num: ykasbiBaeT waeHTUduUkatop ceteson nonutukn LLDP.
napameTpoB 3HayeHune Bapbupyetca ot 1 go 1024

KomaHaHbIn Pexxum rnobanbHon KoHurypauum

pexmm

PykoBoacTBo no | 3anyctuTe 3Ty KOMaHAy, YToObl MepenTn B pexnm ceteeon nonutuku LLDP
NCMonb30BaHUIO | NOCHE yKasaHna ngeHTudukatopa noamTmku.

Mocne Bxoaa B pexum cetesou nonutukn LLDP 3anyctute komaHay { voice
| voice-signaling } vlan ons HacTpowkn onpeaeneHHon ceTeBomn NONUTUKN
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YpnaneHue ceteson nonutuku LLDP

KomaHga no lldp network-policy profile profile-num

Onuncanwne profile-num: ykasbiBaeT wgeHTudukatop ceteson nonutukn LLDP.
napameTpoB 3HauveHue Bapbupyetcs ot 1 go 1024

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca

pexum

PykoBoacTBo no | 3anyctuTe 3Ty KOMaHAay, YToObl NepenTn B pexxnm ceteeon nonutuku LLDP
NCMonb30BaHUIO | NOCHE yKasaHnsa ngeHTudmkatopa nomTmku.

lMocne Bxoaa B pexum ceteBou nonutuku LLDP 3anyctute komanay { voice
| voice-signaling } vlan ans HacTponkun onpeaeneHHon ceTeBon NONUTUKK

12.4.12.5. Npumep KoHcpuUrypaumm

Hactpowka ceteBon nonutuku LLDP

Larm YcraHoBute TLV ceteBom nonutukm paBHbiM 1, 4yToGbl nakeTobl LLDP
HacTponkn | obbaBnsanucb nopTom GigabitEthernet 0/1 n yctaHoBuTe ngeHtudgumkatop VLAN
Aans ronocoBoro npunoxexus Ha 3, COS Ha 4 n DSCP Ha 6

QTECH#config

QTECH(config)#lldp network-policy profile 1
QTECH(config-lldp-network-policy)# voice vlan 3 cos 4
QTECH(config-lldp-network-policy)# voice vlan 3 dscp 6
QTECH(config-lldp-network-policy)#exit
QTECH(config)# interface gigabitethernet 0/1

QTECH(config-if-GigabitEthernet 0/1)# lldp tlv-enable med-tlv network-policy
profile 1

Mpoeepka | NokasaTb kKOHUrypaumo ceteson nonutukm LLDP Ha nokansHOM yCTpoOnCTBE

network-policy information:

network policy profile :1

voice vlan 3 cos 4

voice vlan 3 dscp 6

12.4.13. Hactpouka agpeca Civic

12.4.13.1. AdbpekT KoOHUrypaumm

Hactponte agpec Civic ycTponcTaa.
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12.4.13.2. Llarn HacTpounku

e  OnuyuoHanbsHo.

e  BbinonHuTe 3Ty HaAcCTpoKKy B pexunme koHdurypaumm LLDP Civic Address.

12.4.13.3. lNpoBepkKa

MNokasatb agpec civic LLDP nokanbHoOro ycrtpoucrsa
I'Iposepre, BCTYNMUna nu KOHd)MpraLl,MFl B cuny.

12.4.13.4. CBA3aHHble KOMaHAbI

HacTtpowka agpeca civic yctpouctsa

state: ykasbiBaeT, 4To TN CA paBeH 1.

county: ykasbiBaeT, 4To TMn CA paBeH 2.

city: ykasbiBaeT, 4to Tun CA — 3.

division: ykasbiBaeT, 4to Tun CA paBeH 4.
neighborhood: ykasbiBaeT, 4to Tvn CA paBeH 5.
street-group: ykasbiBaet, 4To T1n CA paBeH 6.
leading-street-dir: ykasbiBaeT, yto T1n CA paBeH 16.
trailing-street-suffix: ykasbiBaeT, 4to TN CA — 17.
street-suffix: ykasbiBaet, yto Tun CA — 18.

number: ykasbiBaeT, 4to Tn CA — 19.
street-number-suffix: ykasbiBaet, yto Tvn CA paseH 20.
landmark: ykasbiBaeT, 4to Tun CA — 21.

additional-location-information: ykasbiBaeT, 4to Tn CA — 22.

name: ykasbiBaeT, 4yto Tun CA — 23.
postal-code: ykasbiBaeT, 4to TMn CA — 24.
building: ykasbiBaeT, yto Tn CA — 25.
unit: ykasbiBaeT, 4to TN CA — 26.

floor: ykasbiBaeT, 4to TMn CA — 27.

room: ykasbiBaert, 4yto Tun CA — 28.
type-of-place: ykasbiBaet, 4to Tvin CA — 29.

KomaHnga Hactponka agpec civic LLDP. Wcnonb3ynte onuuio no, 4todbl yganuTb
agpec.
{ country | state | county | city | division | neighborhood | street-group
| leading-street-dir | trailing-street-suffix | street-suffix | number |
street-number-suffix | landmark | additional-location-information |
name | postal-code | building | unit | floor | room | type-of-place | postal-
community-name | post-office-box | additional-code } ca-word

Onwucaxve country: ykasblBaeT Kof CTpaHbl, COCTOAWMA u3 AByx cumeonos. CH

napameTpoB o3Ha4aeT Kutain.
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postal-community-name: ykasbiBaeT, 4to T1n CA paseH 30.
post-office-box: ykasbiBaeT, yto TN CA — 31.
additional-code: ykasbiBaeT, 4to Tn CA — 32.

ca-word: ykasbiBaeT agpec

KomaHaHbIn
pexmm

Pexxnm koHdurypaumm LLDP Civic Address

PykoBoacTBo Mo
NCNoNb30BaHWIO

Mocne Bxoga B pexum koHdurypaumm LLDP Civic Address HactpounTte
agpec civic LLDP

YpaneHue agpeca civic yctponucTBa

KomaHga no { country | state | county | city | division | neighborhood | street-
group | leading-street-dir | trailing-street-suffix | street-suffix | number
| street-number-suffix | landmark | additional-location-information |
name | postal-code | building | unit | floor | room | type-of-place | postal-
community-name | post-office-box | additional-code }

KomaHaHbIn Pexxum koHdurypaumm LLDP Civic Address

pexvm

PykoBoacteo no
NCNONb30BaHMIO

Mocne Bxoga B pexum koHdwurypaumm LLDP Civic Address Hactpownte
agpec civic LLDP

Hactpownka TMna yctponcrtea

KomaHga device-type device-type
Onuncanue device-type: ykasbiBaeT TN ycTponcTea. 3HayeHune Bapbmpyetcd ot 0 go 2.
napameTpoB 3Ha4veHne no ymonyanuio 1.
0 ykasbiBaeT, 4TO TMN ycTponctea — cepsep DHCP.
1 ykasblBaeT, 4TO TUN YCTPOMCTBA — KOMMYTaTop.
2 ykasblBaeT, 4To Tun yctponctea — LLDP MED
KomaHaHbIn Pexxum koHdurypaumm agpeca civic LLDP
peXmm

PykoBoactBo no
NCnonb30BaHMIo

Mocne Bxoda B pexum koHdurypaumm LLDP Civic Address HacTpownTte Tnn
YyCTpPOWCTBa
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BoccTaHoBneHWe TMna ycTponucTea

KomaHga no device-type
KomaHaHbIn Pexxum koHdurypaumm LLDP Civic Address
peXunm

PykoBogcTteo no | lNocne Bxoga B pexum koHdurypauumn LLDP Civic Address BoccTaHoBUTE
NCNONb30BAHMIO | HACTPOWKM MO YMOMYaHMIO

12.4.13.5. Npumep KoHUrypauum
Hactpowka agpeca civic yctpouctsa

Larn YctaHoBuTb agpec nopta GigabitEthernet 0/1 cneaytowmm obpasom: ykaxuTe
HacTpounku | ctpaHy RU, ropog Moscow 1 nodTtoBbIn MHAEKC 121471

QTECH#config

QTECH(config)#lldp location civic-location identifier 1
QTECH(config-lldp-civic)# country RU
QTECH(config-lldp-civic)# city Moscow
QTECH(config-lldp-civic)# postal-code 121471

MpoBepka | OToGpasute agpec civic LLDP nopta GigabitEthernet 0/11

civic location information:
Identifier :1

country :RU

device type :1

city :Moscow

postal-code :121471

12.4.14. HacTtpounka Homepa Tene¢goHa 3KCTPEHHOW CIyXObl

12.4.14.1. AcpheKT KoHduUrypaumm
HacTtponte Homep TenedoHa 3KCTPEHHOW Cry>0Obl YCTPONCTBA.

12.4.14.2. Llarn HacTPOMKMH

e  OnuyuoHanbHo.
e  BbinonHute 3Ty HACTPOWKY B pexunme rnobanbHON KOHUrypauum.
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12.4.14.3. NpoBepkKa

OTO6pa)KEHV|e HOMepa Te.l'le(*)OHa 3KCTpeHHOﬁ CJ'IY)KGI:I JIOKaribHoOro
ycTpoucTBa

lNpoBepbTe, BCTyNUMAa Ny KoHUrypaumsa B cuny.

12.4.14.4. CBsi3aHHble KOMaHAbI

HacTtponka Homepa TenedoHa 3IKCTPEHHOWN CNyX0Obl yCTPOUCTBA

KomaHga [ldp location elin identifier id elin-location tel-number
Onuncanwne id: ykasblBaeT mageHTuukatop Homepa TenedoHa SKCTPEHHOM CryXObl.
napameTpoB [nana3oH 3Ha4YeHun ot 1 go 1024.
tel-number: ykasbiBaeT Homep TenedoHa SKCTPEHHOW  CnyxObl,
cogepxawwmn ot 10 go 25 cnmeonos
KomaHaHbIn Pexwum rnobanbHon KoHUrypauum
pexum

PykosoacTteo no
NCNonNb30BaHWIO

3anycTtute aTy KOMaHAy, YToObl HACTPOUTb HOMep TenedoHa SKCTPEHHOM
Cny0bl

YpaneHue Homepa TenecoHa IKCTPEHHOM CIyXObl yCTpOMUCTBA

KomaHga no lldp location elin identifier id

Onucanwue id: ykasblBaeT maeHTuukatop Homepa TenedoHa SKCTPEHHOMW CryXObl.
napameTpoB [unana3oH 3HaveHuroT 1 go 1024

KomaHaHbIn Pexxmum rnobanbHomn KoHdurypaumum

pexmm

12.4.14.5. Npumep KoHcuUrypaumm

Hactpownka Homepa TenecgoHa IKCTPEHHOM CNyX0Obl yCTPOMCTBA

Warn YcTtaHoBuTe HoMep TenedoHa aKCTpeHHoM cryx0Obl nopTa GigabitEthernet 0/1 Ha
HacTporku | 84954718118

QTECH#config

QTECH(config)#lldp location elin identifier 1 elin-location 84954718118
Mpoeepka | OTobBpakeHne Homepa TernedoHa 3KCTpeHHoM cnyxbbl nopta GigabitEthernet

0/1
elin location information:
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Identifier :1
elin number : 84954718118

12.4.15. HacTtpouka pyHKLUN UrHopupoBaHus obHapyxeHusa PVID

12.4.15.1. ekt KoHduUrypaumm
UrHopupyeT o6HapyxeHne PVID.

12.4.15.2. lLlarn HacTpounku
e  OnyuoHanbsHo.

o B cooTtBeTCTBUN C TEKyLnM COCTOAHNEM Bbl6€pVITe, criegyeT I BKIMKOYUTb beHKLI,I/II'O.

12.4.15.3. NpoBepkKa
OTtobpaxeHne nHgpopmaumm LLDP.

e [lpoBepbTe, coBnagaeT Nu coctosiHe obHapyxeHna PVID B rnob6ansHom LLDP c¢
BaLLEen KOHUrypawmen.

12.4.15.4. CBA3aHHble KOMaHAbI
UrHopupoBaHue ob6HapyxeHus PVID

KomaHga lldp ignore pvid-error-detect
KomaHaHbIn Pexwnm rnobanbHon KoHdUrypauum
pexum

Pykosoacteo no | Micnonb3yinTte KomaHay, 4Tobbl urHopuposaTb obHapyxeHue PVID
NCMNOMb30BaHUIO

12.4.15.5. Npumep KoHcuUrypaumm
Hactpownka dhyHKUMKM nrHopupoBaHua obHapyxeHus PVID

Warwn UrHopupyeT obHapyxeHne PVID B pexunme rnodansHOn KoHUrypaumm
HaCTPOWKM

QTECH#config
QTECH(config)#lldp ignore pvid-error-detect

MpoBepka | lNokasatb rnobansHyo nHdopmauusa LLDP

uijie(config)#show lldp status
Global status of LLDP : Enable
Neighbor information last changed time :

Transmit interval : 30s
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Hold multiplier : 4
Reinit delay : 2s
Transmit delay : 2s
Notification interval : 5s

Fast start counts : 5

Igore PVID error detect : YES

12.5. MOHUTOPUHT

12.5.1. OuucTtka

NMPUMEYAHMUE: BbinonHeHne koMaHg clear MOXET NMPUBECTU K NOTEPE XXU3HEHHO BaXKHOM
nHdopMaLmm 1, TakuMm 06pas3om, K NpepbiBaHNio paboTbl Criyx6.

OnucaHue

KomaHaa

Oumnwaet ctatuctuky LLDP

clear lldp statistics [ interface interface-name ]

Ounwaet nHdopmaumto o coceaax LLDP

clear lldp table [ interface interface-name |

12.5.2. OToGpaxeHue

OnucaHue

KomaHaa

Otobpaxaer wHdopmaunto LLDP Ha
foKanbHOM YCTpPOKWCTBE, KoTopad Oyaet
opraHusoBaHa kak TLV wn oTnpasneHa
coceasam

show Ildp local-information [ global | interface
interface-name |

OT1ob6paxaet agpec civic LLDP nnn Homep

show lldp location { civic-location | elin-

TenedoHa SKCTPEHHOM cnyx06bl | location } { identifier id | interface interface-
NoKarnbHOro yCTpomncTBa name | static }

OtobpaxaeT wuHpopmaumio LLDP o | show Ildp neighbors [ interface interface-name
cocefe ][ detail ]

OtobGpaxaet KoHdurypauuio ceteon | show lldp network-policy { profile [ profile-num

nonutukn LLDP nokanbHoOro ycrponcrtaa

] | interface interface-name }

OTtobpaxaeT ctatnctmky LLDP

show lldp statistics [ global | interface

interface-name |

OTtobpaxaeT MHOPMaUMIO O COCTOAHWUN
LLDP

show lldp status [ interface interface-name |
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OnucaHue

KomaHaa

OtobpaxaeT KOHcpurypauuo TLV,
KOTOpble  OO/MKHbl  OblTb  OOGBABMEHDI
nopToMm

show lldp tlv-config [interface interface-name |

12.5.3. OTnapgka

NMPUMEYAHWUE: cuctemMHble pecypcbl 3aHAThI NPU BbIBOAE OTNag0o4HON MHGopmaumn. [Noatomy
OTKII0ManTe oTNaaKy cpasy nocre Mcnosib3oBaHuUs.

OnucaHue

KomaHpa

Otnagka o6paboTku owmnbok LLDP

debug lldp error

OTtnapka o6paboTku cobbiTnin LLDP

debug lldp event

OTnagka 06paboTkM «ropsvero» pes3epBHOro konmposaHus LLDP

debug lldp ha

OTtnagka npuema naketos LLDP

debug lldp packet

OTtnapgka state machine LLDP

debug lldp stm
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13. HACTPOUKA QINQ
13.1. O630p

QinQ ucnonb3yeTcs A5 BCTaBKM Tera obLweaocTynHom BupTyansHom nokansHon cetn (VLAN)
B nakeT ¢ Terom npueaTtHou VLAN, 4ToBbl pa3pewmnTb nepegady nakera ¢ ABOWHbIM TEFOM Mo
ceTu nocTasLmka ycnyr (SP).

Monb3oBatenu B ropogackon cetn (MAN) gormkHbl G6biTb pasgeneHsl ¢ nomowbio VLAN. IEEE
802.1Q nogaepxmeaeT Tonbko 4094 VLAN, 4TO He gocTtaToyHo. briarogaps nHkancynaumm ¢
ABOMHbIM Terom, npegoctaesnsiemon QinQ, naketT nepegaetcsa no cetm SP Ha oOcHoBe
YHUKanbHoro BHewHero tera VLAN, HasHa4YeHHOro obLwenoCTynHoOn ceTbio. Takum obpasom,
MOXXHO MOBTOPHO MCMOMb30BaTb NpmBaTHble VLAN, 4TO yBennuMBaeT KONMUYECTBO OCTYMHbIX
TeroB VLAN n obecneymBaeT npocTyto (PyHKLMIO BUPTYyanbHOW npuBaTHOW ceTu ypoBHSA 2 (VPN).

PucyHok 13-1 HMXe nokasblBaeT Mpouecc BHegpeHua OBorHOro Ttera. Bxog B cetb SP
HasblBaeTca nopTtomMm dotlg-tunnel wmnu cokpaweHHO TyHHemnbHbIM nopToM. Bce kagpebl,
nocTtynarwowmMe Ha rpaHuubl nposangepa (PE), cumMtatroTca HenomeveHHbIMK Teramn. Bee Teru,
Oyob TO kagpbl 6€3 TeroB unu kagpbl ¢ Teramm knueHTckon VLAN, MHKaNCynmpyloTcst ¢ Teramm
cetn SP. UpeHtncpumkatop VLAN cetn SP — aT10 ugeHtudukatop VLAN no ymonyaHuo ans
TYHHENbHOro nopTa.

Source
Address
Destination Length/ Frame Check
Address EtherType Sequence
DA | SA | Len/Etype Data FCS Kagp Original Ethernet
I I P~ Tl Tl
| 1 1 ~ S~ T~ - S~ -
1 1 1 . S . S~ S~
Kagp IEE 802.1Q u3
DA | SA Etype Tag Len/Etype Data FCS KIMEHTCKOM CETI
| | I = ~ = ~ = ~ = ~ = -~
1 | 1 ~ o ~ o o ~ . ~ o
DA | SA Etype Tag Etype Tag Len/Etype Data FCs

Kagp ¢ ABOWHEIM TEFOM
B CTPYKTYpe
nocTasLllmnKa cepesuca

PucyHok 13-1. MHkancynauus BHeLLHero tera

13.1.1. NMpoToKonbl U cTaHAAPTbI
IEEE 802.1ad
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13.2. NMpunoxeHus

MpunoxeHune

OnucaHue

Bregpenve VPN ypoBHA 2 C
nomoLlbo  B6asosoro QinQ
Ha OCHOBE NOPTOB

[aHHble nepepatoTcs OT knmeHTa A n knueHTa B k peer end’y
6e3 koHnmkToB B ceTn SP, gaxke ecnu faHHble NOCTynatT u3
oaHon n Ton ke VLAN

BHegpenne VPN ypoBHS 2
M yNpaBliEHUS  MOTOKOM
Tpaduka CEepBUCOB C
NOMOLLIbIO BbIOOPOYHOro
QinQ (Selective QinQ) Ha
ocHoBe C-TAG

BHelwHWe Tern rubko BCTaBNATCH B Kagpbl B 3aBUCUMOCTU OT
pasnuyHbIx knveHTckux VLAN anga goctmxeHnsa VPN ypoBHS 2,
pasgeneHns MNOTOKOB  Tpaduka CepBUCOB  (Hampumep,
LUMPOKOMOMOCHOro goctyna B MHTepHeT 1 IPTV) 1 peanusauun
pa3nuyHbIX nonutuk QoS. QIiNQ Ha ocHoee Tera knueHTa (C-
TAG) 6onee rnbok, 4yem QinQ Ha ocHoBe nopTa

Bregpenvne VPN ypoBHA 2

M ynpasBfieHUd TMOTOKOM
Tpaduka CEpBUCOB c
MOMOLLbIO BblOOPOYHOro

QinQ (Selective QinQ) Ha
ocHoBe ACL

PasnunyHble nNOTOKM  Tpaduka  CepBUCOB, Takume  Kak
LUMPOKOMOMOCHbIN aocTtyn B IHTepHeT 1 IPTV, pasgenstotca Ha
OocHOBe cnuckoB ynpasneHuss goctynom (ACL). PasnuyHble
nonutnkn QOS NpUMEHSATCA K NOTOKaMm Tpadmka CepBMCOB
yepes Selective QinQ

BHegpenune arperaumu
VLAN ans pasnnYHbIX
CEPBUCOB nocpencTBom

conoctasnexHnsa VLAN

PaanuuHble notoku Tpadwmka cepsucoB (PC, IPTV u VolP)
nepepnatotcs Yepes pasHble VLAN. Cetn VLAN ob6beauHsaoTCS
B KaMnycHoMn ceTun, noatomMy Tonbko ogHa VLAN ucnonbsyeTcs
AN nepegaYv ogHUX U TeX Xe NOTOKOB Tpadmka CepBMUCOB, YTO
Nno3BonseT 3KoHOMUTb pecypcbl VLAN

Peanusauns npo3pavHou
nepegaym  ypoBHA 2 Ha

OocHoBe QinQ

KnneHnTckas cetb A 1 KnueHTckasa ceTb B B pasHbix obnacTtsx
MOTYT BbINOMHATb pacyeT eAnHOro NPOTOKOa MHOXECTBEHHOIO
spanning tree (MSTP) nnu passepTbiBaHne VLAN B ceTn SP, He
3aTtparusas cetb SP

13.2.1. BHeapeHue VPN ypoBHS 2 ¢ nomMowbio 6azoBoro QinQ Ha ocHoBe

nopToBs

13.2.1.1. CueHapun

SP npepoctasnset ycnyry VPN knveHTy A n knueHTy B.

e  KnueHT A n knneHT B npuHagnexat k pasHbiM VLAN B ceTn SP 1 ob6ecneunBatoT CBsA3b
yepes cooTeeTcTBYytOWne VLAN SP.

e Cetn VLAN KnneHta A n KnueHta B npospayHbl ans cetn SP. Cetn VLAN MOXHO
MCNONb30BaTb MOBTOPHO 6€3 KOHMIIMKTOB.

e  TyHHenbHbIN NOPT MHKancynupyeT cobcTBeHHbIN Ter VLAN B kaxabi nakeT. [akeTbl
nepepatotcsa Yepe3 Native VLAN no cetn SP, He 3atparmBas VLAN KnuneHta A u
KnuenTta B, Taknum obpasom peanusys npoctyto VPN ypoBHS 2.
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Knuent A2

Knuent A1

o CeTb nocTasLMKa CEPBUC
TyHene Gi0/1
VLAN 10

TyHenb GIOA
VLAN 20

I'Ipoaaﬁ,qep B
TyHenb Gio/2

I'Ipoaaﬁnep A
TyHens Gio/2

VLAN 10/20
TPID=0%9100

Gi0/5 Uplink
-/ VLAN20

Gi0/5 Uplink
VLAN20 N\

KnunenT B1 Knnent B2

PucyHok 13-2.

KnneHT A1 u KnneHT A2 ansaoTcst KoHevHbiMu kKnueHTamu (CE) ansa cetn Knnenta A. KnueHt B1
n Knuent B2 aensatotca CE ans cetn Knuenta B.

MpoBangep A v Mpoeangep B asnstoTcs PE B cetn SP. KnueHT A 1 KnneHT B nonyyatoTt goctyn
kK cetn SP yepes Npoeangepa A n Npoeangepa B.

[unanasoH VLAN Knnenta A ot 1 go 100.
[OunanasoH VLAN Knnenta B ot 1 go 200.

13.2.1.2. PasBepTbiBaHue

o Bkntouute 6a3osbii QinQ Ha PE ona peanusauun VPN ypoBHA 2.

e UpeHTudukatopsl npotokona Teros (TPID), ncnonb3yemble MHOrMMWU KOMMyTaTopamu
(Bkntovas kommytaTopbl QTECH), ycrtaHosrneHbl Ha 0x8100, HO KommyTaToOpbl
HEeKOTOpbIX MOCTaBLMKOB He wucnonb3ytoT 0x8100. B nocnegHem cnyyae Bam
Heobxoanmo namMeHuTb 3HadeHne TPID Ha noptax Uplink PE Ha 3Hauenus TPID,
NCNonb3yemble CTOPOHHUMN KOMMYTaToOpaMMu.

e HacTtponte pennukauuio NpMOpuUTETOB U COMOCTaBMEHME MPUOPUTETOB ANSA Knacca
o6cnyxumBaHua (CoS) Ha TyHHenbHbIX NopTax PE, a Takke HacTponTe pasHble NONUTUKN
QOS ansa pasHbIX NOTOKOB Tpaduka cepBncos (nogpobHocTu cMm. B pasgene ACL&QoS
Configuration/Hactporika QoS).

13.2.2. BHegpeHune VPN ypoBHA 2 M ynpaBneHUs MNOTOKOM Tpaduka
cepBUCOB C NMoMoLbio BblibopoyHoro QinQ (Selective QinQ) Ha
ocHoBe C-TAG

13.2.2.1. CueHapum

Baszosbin QiNQ uHkancynupyeT BHewHun Ter Native VLAN B nakeT. To ecTb MHKancynauus
BHeLLHMX TeroB 3aBucuT oT Native VLAN Ha TyHHenbHbIX noptax. Selective QinQ uHkancynupyet
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BHELLHWI Ter B NakeT Ha OCHOBE ero BHyTPeHHero Tera Angd peannsauun npospayvyHon nepegaydm
VPN 1 rubkoro npymeHeHus nonutuk QosS.

o llupokononocHein goctyn B WHTepHeT u IPTV ABNAIOTCA BaXHbIMU yCryramu,
npegoctasngemsiMn MAN. SP ynpasndaoT pasnnuyHbiMM NOTOKaMu Tpaduka cepBucoB
yepes pasHble VLAN v npegoctasnatoT nonutukn QoS ansa VLAN unu CoS. Bl MoxeTe
BKMouMTb QIiNnQ Ha ocHoBe C-TAG Ha PE gnga uHkancynaumm BHewHux teros VLAN B
NOTOKM Tpadrka cepBNCOB AN JOCTUXEHUHA NPOo3paYvyHOoM nepegaym Ha OCHOBE NOSTUTUK
QoS cetun SP.

e BaxHble cepBucbl U 0BOblYHbIE CEPBUCHI pasdeneHbl B pasHbix guanadoHax VLAN.
KnneHT MoxeT nNpo3payHo nepegaBaTb NOTOKM Tpadmka cepBMCOB Mo ceTn SP yepes
Selective QinQ Ha ocHoBe C-TAG n obecneuvBaTb NpegnoyvTUTENbHYKO nepenadvy
Ba)KHbIX MOTOKOB Tpadimka CEpPBUCOB C NOMOLLbIO NONNTUK QOS ceTn SP.

Ha PwucyHke Hwke 0OBbeaMHSIIOTCA KOMMYyTaTopbl MO  3TaXam BHYTPU KUNbIX [LOMOB.
LLnpokononocHbein goctyn B IHTepHeT 1 ycnyru IPTV pasgeneHbl BUpTyanbHbIMU fIOKanbHbIMA
ceTaMu ¢ pasnuyHbiMu nonutukamm QosS.

o [loTokM Tpaduka CepBUCOB LUMPOKOMNONOCHOrO gfoctyna B WHTepHeT u IPTV
nepenarTca npo3payHo pasnnyHbiMu VLAN no cetu SP.

o Cetb SP npepoctaendaet nonutnkm QoS Ha ocHoee VLAN unu CoS. Ha PE Bbl MOXeTe
WHKancynupoBaTb BHELWHWA Ter B MNOTOK Tpaduka CepBUCOB Ha OCHOBE €ro
BHyTpeHHero tera VLAN mnnu yctaHoBuTb COS ans obecrneyeHns npeanoyTuTenbHON
nepegadn NOTOKOB Tpaduka cepBUCOB MO ceTn SP.

e  3HauyeHusi CoS cepBMUCHbIX MAKETOB MOTYT ObITb M3MEHEHBI C MOMOLLIbI0 COMOCTaBMNEHNS]
NPUOPUTETOB UMK pennukauun, YTobbl TMGKO NPUMEHNATb NoNUTUKK QOS ceTun SP.

GO/2 (uplink) GO0/2 (uplink)

GO/ GO/

dot 1 g-tunnel dot 1 g-tunnel

vlan 100 vlan 1-100 vlan 100 vian 1-100
vlan 200 vlan 101-200 vlan 200 vian 101-200

PucyHok 13-3.
CE 1 u CE 2 umetoT goctyn k cetn SP vepes PE1 n PE2.
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Ha CE 1 and CE 2, NOTOKM LUMPOKONONIOCHOrO goctyna B VIHTepHeT nepegatoTcs 4yepes
VLAN 1-100, a notoku IPTV nepepatotca vyepes VLAN 101-200.

PE 1 n PE 2 HacTpoeHbl ¢ TyHHeNbHbIMM nopTamu 1 conoctaeneHnem VLAN ana pasgeneHus
NOTOKN Tpadmka CepBUCOB.

13.2.2.2. Pa3BepTbiBaHUe

e Hactponte Selective QinQ Ha ocHoBe C-TAG Ha noptax (GO0/1) PE 1 n PE 2,
noakntoyeHHbX K CE 1 n CE 2 cooTBETCTBEHHO, 4TOObI peann3oBaTb pasgeneHve u
npo3payHyto nepegadvy noTokos Tpaduka cepBUCOB.

o Ecnu ceTtb SP npegoctasnsaeT nonutnkn QoS Ha ocHoBe VLAN mnu CoS, Bbl MOXETE
WHKancynupoBaTb BHELHWI Ter B NOTOKE OBCNYXMBAHUS HA OCHOBE €ro BHYTPEHHEro
Tera unn yctaHosutb CoS nocpeacTBOM pennukauumn npuoputetTa Unm conoctaBrieHus
Ha PE 1 n PE 2, 4yToObl 06ecneuntb NpeanodTuTenbHy0 nepeaayvy noTokoB Tpadmka
cepBucoB No cetn SP.

13.2.3. BHeapeHne VPN ypoBHA 2 W ynpaBneHUs MNOTOKOM Tpaduka
cepBMUCOB C nomouwbi BbIGOpo4yHOoro QinQ (Selective QinQ) Ha
ocHoBe ACL

13.2.3.1. CueHapuu

MoTokn Tpadhmka cCepBUCOB U3 KIMEHTCKOM CeTu MOryT ObiTb KnaccuduuMpoBaHbl Mo
MAC-agpecy, IP-agpecy unu tuny npoTtokona, a He no VLAN. B knueHTcKon ceTn MoxeT bbiTb
MHOIO HU3KOYPOBHEBBLIX YCTPOWCTB OOCTYNa, KOTOpble He MOryT pasfenaTb NOTOKUM Tpaduka
cepsucoB no naeHtudmkaropam VLAN. B npeabioylumnx AByx cUTyauusax nakeTbl U3 KITMEHTCKOM
CeTM He MOryT ObITb MHKaNCYNMPOBaHbl BHELLHUMW TEraMu Ha OCHOBE NX BHYTPEHHWUX TEros Ans
peanunsaumm Npo3payHon nepegayun m peanusaumm nonntuk QoS. MNoTokn Tpaduka cepBucos
MOXHO KnaccudpuumpoBaTtb no MAC-agpecy, IP-agpecy vnm Tuny npoTtokona ¢ nomoLso ACL.
Selective QinQ mncnonb3yeT ACL ana pasgeneHusa NoTokoB Tpadmka cepBuUcoB U JobaBneHus
NN N3MEHEHUNA BHELIHUX TeroB Anga peanusaumm nonutuk VPN ypoBHA 2 n QO0S Ha ocHoBe
pasnuyHbIX NOTOKOB Tpadunka CepBUCOB.

Ha PucyHke Huxke pasHble VLAN HacTpoeHbl Ha PE 1 1 PE 2 ansa nepegayn pasnmyHbiX NOTOKOB
Tpaduka cepBuCcoB, KnaccuduumpoBaHHbix ¢ nomollbo ACL. Ecnn cetb SP npepoctaenser
nonutukn QOS, OCHOBaHHblE Ha pPas3nuYHbiX CepBUCaX, HEKOTOpble CEepPBUCbI MOTyT
nepenasaTbCA C NPeanovYTeEHNEM.

o BHewHne Term VLAN MHKancynupyloTcs Ha OCHOBE pasfMyHbIX MOTOKOB Tpaduka
cepBucoB. [1oTokM Tpaduka CepBUCOB KIMMEHTCKOW CeTUn MOryT nepefaBaTbCA
npo3payvHo, a ee ounumarnbsl MOryT nony4vyaTb JOCTYN APYr K Apyry.

e Cetb SP npepocrtaBnsieT nonntnkn QoS Ha ocHoBe TeroB VLAN unn 3HavyeHmn CoS
ana obecnedyeHna npeanodyTUTENbBHOW nepedayn onpefeneHHblX MOTOKOB Tpadumka
CEepBUCOB.
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GO/2 (uplink) GO0/2 (uplink)

GO0/1 GO/

dot 1 g-tunnel dot 1 g-tunnel
vlan 100 acl1 vlan 100 acl1
vlan 200 acl2 vlan 200 acl2

PucyHok 13-4.

CE 1 u CE 2 umetoT goctyn k cetn SP yepes PE1 n PE2.

PE 1 n PE 2 knaccudpuumpytoT NOTOKU Ha ocHoBe cnuckoB ACL: ACL 1 cooTBeTCTBYET NOTOKaMm
npoToKona «To4ka-Toyka» yepes Ethernet (PPPoE), a ACL 2 cooteTcTBYeT notokam IPTV.

PE 1 n PE 2 HacTpO€eHbI C TYHHENBHLIMW MOPTaMK, a Takke NONUTUKAMKN MHKANCYNALNN BHELLIHUX
TEroB, NPUMEHUMbIMUM K NOTOKaM Tpadmka CepBUCOB, pacno3HaBaemMbiM pasnnyHbimu ACL.

13.2.3.2. PasBepTbiBaHue

e Hactponte ACL Ha PE 1 n PE 2, utobbl pasgenuTb NOTOKM Tpaduka Cepsmncos.

e Hactponte Selective QinQ Ha ocHoBe ACL Ha noptax (GO/1) PE 1 un PE 2,
nogkmtodeHHbliX K CE 1 n CE 2 cooTBeTCTBEHHO, Y4TOObI peann3oBaTb pasgeneHve u
npo3payHyto nepegadvy noTokos Tpaduka cepBUCOB.

o Ecnu cetb SP npegoctaenseT nonutnkm QoS Ha ocHose VLAN mnu CoS, Bbl MOXeETe
WHKancynupoBaTb BHELWHWA Ter B MOTOKe TpadmMka CepBUCOB Ha OCHOBE €ro
BHYTPEHHero Tera unun ycraHosute CoS NOCpeAcTBOM pennukauuu npuoputeTa vunu
conoctaBneHnss Ha PE 1 n PE 2, 4yTobbl obecneuntb NpeanodTuTensHy nepegadvy
NoTOKOB Tpadhuka cepBncos no cetn SP.

13.2.4. BHegpeHne arperaumm VLAN Aana  pasnuyHbIX CepBUCOB
nocpeancTtBom conocrtasneHus VLAN

13.2.4.1. CueHapum

PasnnyHble NoToku Tpacbma CepBUCOB Pa3HbIX nonb3oBaTtenen pasaeneHbl B CETU Kamnyca.

e PasnnyHble NOTOKM Tpaduka cepBUCOB nepeparnTca yeped pasHble cetu VLAN Ha
AOMaLlHeM Lwso3e.
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e OaHM U Te e NOTOKM Tpadhmka CepBUCOB OT pa3sHbiX NoMb3oBaTenen pasaensoTcs Ha

KOMMYTaToOpe Ha 3Taxe.

e OaHKM K1 Te e NOTOKM Tpaduka CEPBMCOB OT pasHbIX Mofib3oBaTenen OTNpaBnaTCS

KOMMYTaTtopom Kamnyca 4yepes ogHy eauMHcTBeHHyo VLAN.

L= VLAN 10

OomawHui wnos 1

VLAN 11

VLAN 10 <—> VLAN 100
VLAN 11 <=> VLAN 101
VLAN 12 <=> VLAN 102

VLAN 100, 200 <-> VLAN 1000
VLAN 101, 201 <=> VLAN 1001
VLAN 102, 202 <—> VLAN 1002

VLAN 12

Gi 0/1 Gi 0/1
KommyTtaTop KommyTtaTtop
Ha aTaxe B Kamnyce

VLAN 10 <—> VLAN 200
VLAN 11 <—> VLAN 201
VLAN 12 <-> VLAN 202

VLAN 10

VLAN 11

JomawHui wnos 2

VLAN 12 DHCP-cepsep

PucyHok 13-5.

PC, IPTV u VolP — aT0 pasHble Nonb3oBaTenbCkne CepBuUchI.

KommyTtaTtop A n KommyTtaTtop B SBnat0TCS WNHO30BLIMAU YCTPONCTBAMM pasHbIX Norb3oBaTenen.

KommyTtatop C — KoMMyTaTop Ha aTaxe.
KommyTtatop D — 3TO KaMnyCHbIN KOMMYTaTOp.

13.2.4.2. PasBepTbiBaHue

o Ha pomalHux wn3ax HaCTpOVITe BUPTyalnbHbl€ IOKallbHble CEeTU O51A pa3HbIX

cepBuCOB, 4TODObI pas3genuTb MOTOKM Tpaduka cepBucoB. Hanpumep, HacTponTe
VLAN 10 gnsa cnyx6bl PC, VLAN 11 gnsa IPTV un VLAN 12 gna VolP.

e Ha noptax kommMmyTaTopa Ha aTaxe (kommyTaTop D), NOAKNHOYEHHOro K YCTPOMCTBaM

JOMalLHero wnw3a, HactpouTe conocTtaBneHne VLAN gnga pasgeneHus noToKoB
Tpadurka cepBMCOB pasHbIX NONb3oBaTeENEN.

e Ha kamnycHom KommyTaTope HacTpowuTe conoctasrneHve VLAN ana pasgerneHuvs

MOTOKOB Tpaduka cepBm1COB.

e B npegbiaywem paseepTbiBaHUM pasfMyHble NOTOKM Tpaduka CepBUCOB ANS pasHbIX

nonb3oBarernen bbinn pasgerneHsl.
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13.2.5. Peanusauus npo3pavyHon nepegaym ypoBHs 2 Ha ocHoBe QinQ

13.2.5.1. CueHapuu

I'IpospaqHa;l nepena4a ypoBHA 2 MeXxay KNMeHTCKUMAU CeETAMU HE BITUAET Ha CeTb SP.

MakeTbl ypoBHS 2 B CETHAX KITMEHTOB Npo3padHbl ans ceten SP 1 moryT nepegaBatbces
MeXay ceTsiMu KnmeHToB 6e3 Bo34encTBns Ha cetn SP.

CeTb nocraBsLyuKa CEPBUCOB

a Mposangep S1 Mpoeannep S2

Gi 0/5 Gi 0/5

KnueHT S1 KnueHT S2

.\ knmnenTa A1 KnuenTta A2 ) .-

CeTb KnueHTa

PucyHok 13-6.

KnneHTt S1 n KnueHT S2 nmetot goctyn k cetn SP yepes MNpoeangepa S1 m MNMpoeangepa S2.

MpoBangep S1 v MNMpoBarigep S2 BKNOYEHbI C NPO3payvyHON nepegayven ypoBHsa 2 rnobankeHo, a
noptbl Gi 0/1 n Gi 0/10 nogaepxmMBatloT NPO3payvHyto nepegayy ypoBHSA 2.

13.2.5.2. Pa3BepTbiBaHue

Ha noptax PE (Mposangep S1 u lNMposangep S2), noakntoyeHHbIX K KnneHty S1 u
KnneHTy S2 COOTBETCTBEHHO, HacTpPOWTE NPO3payHylo nepefady ypoBHA 2 Mexay
KnNMeHTCKon ceTbto A1 1 KnNneHTckon ceTbto A2 6e3 BNusiHuA Ha ceTb SP.

HacTponTe npospayHyto nepegady STP Ha ocHOBe TpeboBaHUM Nonb3oBaTens, YToobl
peanun3oBaTb NPO3payHyto Nnepegadvy naketos 610ka aHHbIX NpoTokona mocta (BPDU)
Mexay ceTbto knmeHta A1 u ceTblo knMeHTa A2 M BbINOMHUTL BbIYMCIEHUS
yHuduumpoBaHHbIX MSTP B ceTn SP.

HacTtponTe npospayHyto nepegady npotokona perncrpaumm VLAN GARP (GVRP) Ha
ocHoBe TpeboBaHuMi nonb3oBaTensd 4ns peanu3aumm nNpo3padHon nepegayn NakeTos
GVRP wmexgy ceTtamu knveHToB A1 M ceTaMM KIMEHTOB A2 W OUHAMUYECKOWN
KoHpurypauum VLAN B ceTax KNMMEHTOB Yepes ceTb SP.

(@ arecy
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13.3. PyHKUUN

13.3.1. ba3oBble onpeaeneHus

Basic QinQ (BasoBbi QinQ)

HacTponte 6a3oBbin QinQ Ha TyHHeNbHOM nopTy n HacTponTte Native VLAN ansa nopta. NakeThl,
BXOAALLME B NOPT, MHKAMNCYNMPYKOTCS BHELWHMMU Teramu, cogepxawmmm nageHtudunkatop Native
VLAN. BasoBbin QinQ He pasgenseT noTokuM Tpaduka CEepBUCOB U HE MOXeT rmbko
WMHKancynmposaTb nakeTbl Ha ocHoBe VLAN.

Selective QinQ

Selective QinQ nogpasgenseTcs Ha asa tuna: Selective QinQ Ha ocHoBe C-TAG u Selective
QinQ Ha ocHoBe ACL.

B Selective QinQ Ha ocHoBe C-TAG BHELLUHME TErn WHKaMCynMpyrTCs B MAKETbl HA OCHOBE
BHYTPEHHUX TEroB ANS pasfdeneHuns NoTOKOB Tpadmka CEPBUCOB M peanusaumm npo3pavHom
nepegayun.

B Selective QinQ Ha ocHoBe ACL BHeLIHWE Tern UHKancynumpyTcs B nakeTbl Ha ocHoBe ACL
ANSA pa3ferneHns NoToKoB Tpadurka cepBUCOB.

TPID

Ter kagpa Ethernet coctont n3 4etbipex nonen: TPID, npnopmuteT nonb3oBaTensi, MHANUKATOP
kaHoHn4yeckoro coopmata (CFl) u ngeHtudgpukatop VLAN.

Mo ymonuyanuio TPID paBeH 0x8100 B cooTtBeTcTBMM Cc IEEE802.1Q. Ha kommyTtaTopax
HeKkoTopbIx nNponssoautTenen ans TPID yctaHoBneHo 3HadeHue 0x9100 nnu gpyrne 3HavyeHus.
KoHdurypauma TPID HanpaBneHa Ha To0, 4T0Gbl TPID nepecbinaembix nakeToB Obinn
coBmecTuMbl ¢ TPID, nogaepxusaemMbiMyU CTOPOHHUMU KOMMYyTaTopamMu.

OTob6paxeHne NPUOPUTETOB U pennukaumsa npuopureTa

3HauyeHve no ymonyaHuio User Priority B Terax kagpos Ethernet paBHo 0, 4TO ykasbiBaeT Ha
perynsipHble NoToku. Bbl MOXeTe yCTaHOBUTb 3TO MNosne, YTobbl obGecnevnTb NPUOPUTETHYIO
nepegady onpegeneHHbIx naketoB. Bbl MoxeTe ykasaTb NpUOpUTET MNonb3oBaTens, 3a4aB
3HayeHne CoS B nonutuke QoS.

Pennukaumsa npuoputeta: ecnu cete SP npepoctasnseTt nonutuky QoOS, COOTBETCTBYHOLLYIO
ykasaHHo CoS BO BHYTpPeHHeM Tere, Bbl MoXeTe pennuumpoBatb CoS BHYTpPEHHero Tera BO
BHELWHWA Ter, 4TOObl BKMOYUTbL MpPO3padvHyld nepegady Ha ocHoBe nonutukn QoS,
npegocTtasnsemomn cetbio SP.

ConocraBneHne npuOpUTETOB: €Cnu ceTb SP npegocTaBnsieT pasnuyHble nonutukn QoS,
COOTBETCTBYIOLLME YKa3aHHbIM 3HayYeHuaM COS ans pasnuyHbiX NOTOKOB Tpaduka cepBUCOB,
Bbl MOXeTe ConocTaBnTb 3HadeHne CoS BHYTpPeHHero Tera co 3HadyeHnem CoS BHeLUHero Tera,
yTOObLI 0BecneunTb NPeanoYTUTENBHYIO Nepedady MOTOKOB Tpadmka CEepBMCOB Ha OCHOBE
nonutuk QOS, npefocraBnsembix ceTbio SP.

MNMpo3payHas nepenaya ypoBHS 2

MakeTol STP n GVRP MoryT BnvaTb Ha Tonosnorno cetn SP. Ecnun Bbl XoTuTe yHUrUmMpoBaTtb
TOMOMNOrM ABYX KNUEHTCKUX ceTeln, pasfaeneHHblx ceTbio SP, He BNuas Ha Tonosoruto cetn SP,
npo3payHo nepefasante naketbl STP 1 GVRP 13 ceten knueHToB no cetn SP.
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13.3.2. O630p

OcobeHHOCTb OnucaHue

Basosbii QinQ HacTpauBaeT TyHHernbHbIN NOPT M yKasbiBaeT, NOMeYaloTCs N nakeTbl
Teramu, oTnpasnsiemMble ¢ nopTa

Selective QinQ MHkancynupyeT pasnuyHble BHELLHME Tern B NOTOKU AAHHbIX HA OCHOBE
cnuckoB ACL

ConocraBneHnue 3amMeHsieT BHYTPEHHME Ternm MnakeToB BHELWHWMW Teramu, a 3atem

VLAN BOCCTaHaBMMBAET BHELLUHNE TErM BO BHYTPEHHME TEMM Ha OCHOBE TEX Xe
npaswn

KoHdurypaums Mo ymonuyanuto TPID paeseH 0x8100 B cootBeTcTBUM ¢ IEEE802.1Q. Ha

TPID KOMMYyTaTopax HeKOTopbIX Npounssogutenen TPID BHELLHMX TeroB UMeOT

3HadyeHne O0x9100 wnu Agpyrme 3HayveHusa. Koudwurypauma TPID
HanpaBrneHa Ha To, 4ToObl TPID nepecbinaemMbix MNakeToB Obinu
coBmecTuMmbl ¢ TPID, nogaepxusaemMbiMyM CTOPOHHUMU KOMMYyTaTopamu

Pennvkauna MAC- | B Selective QinQ Ha ocHoBe ACL waeHtudpumkatopel VLAN gns
agpecos MAC-agpecoB, KOTopble M3y4aloT KOMMyTaTopbl, npuHaanexaT Native
VLAN. Ecnun npeob6pasoBaHne VLAN peanusoBaHo Ha ocHoBe ACL,
nocre nonyyYeHns naketoB OT peer end’a nokanbHbIA KOHEL, MOXET He
3anpocute MAC-agpeca, 4to npuBegeT K cnygy. YTobbl pewmntb 3Ty
npobnemy, npegoctaensetrca pennuvkaunms  MAC-agpecoB  ans
pennukauun MAC-agpecoe Native VLAN B VLAN, roe Haxogutcs
BHELUHWUN Ter

[Mpo3payHas MepenaeT nakeThbl 2-ro YpOBHSA MeXAy CETSIMU KNMEHTOB 0e3 BNUsiHUA Ha
nepegada ypoBHs | cetn SP

2

Pennukauus Ecnn cete SP npepoctaBnseT nonutuky QOS, COOTBETCTBYHOLLYIO

yKkasaHHOMy 3HadeHumto CoS BO BHYTpeHHEM Tere, Bbl MOXeTe
pennuumpoBaTte COS BHYTpPEHHEro Tera BO BHELWHWA Ter, 4Tobbl
BKMIOUMTL MPO3payHyl0 nepedady Ha ocHoBe nonutukn  QOS,
npegocTaBreHHon ceTbto SP

ConoctaBneHue Ecnmn cetb SP npegoctaBnser pasnuyHble  nonutukn QoS
COOTBETCTBYIOLLME 3aaHHbIM 3Ha4YeHnaAM CoS Ansi pasnnyHbIX NOTOKOB
Tpadumka CepBMCOB, MOXXHO COMOCTaBUTb 3HaveHMe COS BHYTPEHHEro
Tera co 3HadyeHnem CoS BHellHero Tera, 4T0Obl 06ecneynTb
NpeanoYTUTENbHYIO Nepefady NOTOKOB Tpaduka CepBMCOB Ha OCHOBE
nonutuk QoS, npegocTtaBnAembix ceTb SP

13.3.3. BazoBbin QinQ

basoBbIli QINQ MOXHO Ucnonb3oBaTb And peanusauun npoctor VPN ypoBHsSI 2, HO eMy He
XBaTaeT rMbKOCTM NpU MHKaNCYNAUUN BHELLHWX TErOB.
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13.3.3.1. MpuHUKMN paboTbl

lMocne Toro, Kak TYHHErbHbIA NOPT NosyYaeT nakeT, KOMMyTaTop Ao6aBnsieT K NakeTy BHELLUHWUIA
Ter, cogepxawun wmngeHtudumkatop VLAN no ymonyaHuioo. Ecnv nonyyvyeHHbln nakeT yxe
cogepxut Ter VLAN, OH MHKancynmpyeTca Kak nakeT ¢ ABOWMHbLIM Terom. Ecnu y Hero HeT Tera
VLAN, oH gobaensietca ¢ Terom VLAN, cogepxawmum naeHtudgpumkatop VLAN no ymonyaHutio.

13.3.4. Selective QinQ

Selective QinQ rmbko gobaBnseT pasnmyHble BHELLHNE Tern K NoTokamM AaHHbIX.

13.3.4.1. MpuHUMN paboTbl

Selective QinQ MOXHO MCNOMb30BaTh A1 MHKAMNCYNALMM Pas3fiMyHbIX BHELLHUX TEFOB HA OCHOBE
BHYTpeHHux TeroB, MAC-agpecoB, HOMEpPOB [MPOTOKONIOB, WCXOOHbLIX a[pecoB, LereBbiX
afpecoB, NPUOPUTETOB MMM HOMEPOB MOPTOB MPUMOXeHUNn. Taknm obpa3om, nakeTbl pasHbIX
norib3oBaTtenen, CepBucoB U NMPUOPUTETOB MHKAMCYMPYIOTCS C MOMOLLbIO PasHbIX BHELUHMX
TeroB VLAN.

Bbl MOXeTe HacTpouTb cnegytowime nonutnkn Selective QinQ:

e [lo6aBuTb BHewHun Ter VLAN Ha ocHoBe BHyTpeHHero Tera VLAN.

o  UV3ameHuTb Ter BHewHen VLAN Ha ocHoBe Tera BHellHen VLAN.

e /13meHuTb Ter BHewHen VLAN Ha ocHoBe Tera BHyTpeHHen VLAN.

e  N3meHuTb Ter BHewHen VLAN Ha OCHOBe TeroB BHYTpeHHen 1 BHelwHen VLAN.
e [1o6aBuTtb BHewHu Ter VLAN Ha ocHoBe ACL.

e  VameHuTb Ter BHewHen VLAN Ha ocHoBe ACL.

e /13meHuTb BHYTpeHHU Ter VLAN Ha ocHoBe ACL.

13.3.5. ConoctaBneHue VLAN

13.3.5.1. NMpuHUKMN paboTbl

BHyTpeHHWIN Ter nakeTa 3aMeHSIeTCA BHELLUHUM TEerom, YTo Mo3BoONsieT nepefaBaTb MakeT Ha
OocHoBe TonornoruM oblienocTynHon ceTu. Korga nakeT nepegaeTcs B KIUEHTCKYH CeTb,
BHELLHWIA TEer BOCCTaHaBNMBAETCS 10 UCXOOHOIo BHYTPEHHEro Tera Ha OCHOBE TOrO e npasuna.
Conocrtasnexune VLAN nogaepxuBaeT criegytollee npaBuno ConocTaBneHus:

o ConocrtasneHne VLAN 1:1: usmeHseT wgeHTudukatop VLAN Ha ykasaHHbIV
noeHtngpukaTop VLAN.
e ConoctasneHus VLAN 1:1 Pexunm 1.

ConoctasneHne VLAN 1:1 B OCHOBHOM NPUMEHSIETCA Ha KOMMyTaTopax Ha dTaxax Aans
ncrnonb3oBaHus pasHbix VLAN gna nepegadn OAHMX M TEX XE€ CEPBUCOB OT pPasHbIX
nonb3oBaTtenemn, kak nokasaHo Ha PucyHke Huxe.
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| Hacrtpoiika nonutuku conoctasnenus VLAN 1:1 |

! BO BXOOALWEM M UCXOo4sALWEM HanpaBneHnAx [

\ MopT uplink

v

. MopTt downlink

MoTtok downlink

PucyHok 13-7.

e Hactponte downlink-nopT ¢ nonutukon conoctaenednss VLAN BO BXxodsiLLeM
HanpaBneHun, 4Tobbl CONOCTaBUTb BHYTPEHHWI Ter uplink-noToka ¢ BHELLUHUM TEroMm.

e Hactponte nopt uplink ¢ nonutnkon conoctaBneHnd VLAN B wucxogsiwem
HanpaBneHun, 4T1obbl conocTtaBuTb BHewHW Ter downlink-noToka € WUCXOOHLIM

BHYTPEHHUM TErOM.
e ConoctasneHusa VLAN 1:1 Pexum 2

/ HacTtporka nonntmuku \ J/ Hactponka nonutukmn \
I I
: conocrasneHna VLAN 1:1 | ! conoctasnenma VLAN 1:1 X
. BO BXOAsILUEM HanpaeneHuu | . BO BXOASLUEM HanpasneHuu !
~ - ~ -
__________________ . -

) i MopT uplink

Mopt downlink

PucyHok 13-8.

e Hactponte downlink-nopT ¢ nonutukon conoctaeneHns VLAN BO Bxogsilem
HanpasneHun, 4Tobbl CONOCTaBUTb BHYTPEHHWI Ter uplink-noToka ¢ BHELUHUM TErom.

o [1nga downstream-nOTOKOB AaHHbIX HACTponTe NopT uplink ¢ NONUTUKON CONOCTaBMEHUS
VLAN BO Bxoasuwem HanpaeneHun K BHewHemy Tery downlink-noToka ¢ MCXOAHbIM
BHYTPEHHUM TErOM.

13.3.6. KoHdurypaumsa TPID

13.3.6.1. MpuHUMN paboTbl

Ter kagpa Ethernet coctonTt ns yetbipex nonen, a umeHHo: TPID, User Priority, CFl n VLAN ID.
Mo ymonuyaHnunio TPID paBeH 0x8100 B cooteBetctBuM ¢ IEEE802.1Q. Ha kommyTtatopax
HekoTopblx npoussoguternerd TPID BHewHuMx TeroB umeloT 3HadeHue 0x9100 wnu gpyrue
3Ha4veHus. PyHkuna KoHdurypauum TPID nossonseT HacTtpouTb TPID Ha nopTax, KoTopble
3ameHaT TPID BHewHux TeroB VLAN B naketax HacTpoeHHbiMn TPID pgna peanusauuu
coBmecTtumocTtn TPID.
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13.3.7. Pennukauua MAC-agpecoB

13.3.7.1. MpuHUMN paboTbl

B Selective QinQ Ha ocHoBe ACL MAC-agpec, NonyvyeHHbI KOMMYTaToOpoM, NpUHagnexuTt
Native VLAN. TyHHenbHbIN NOPT MNOMEeYaeT NakeT yKa3aHHbIM BHELWHUM WUOEHTUMUKATOPOM
VLAN Ha ocHoBe nonutunku Selective QinQ. MNpu nonyyYyeHUn OTBETHOrO NakeTa, coaepXallero
TOT e Ter BHewHen VLAN, TyHHenbHOMy nopTy He yaaetca Hantu MAC-agpec BO BHELLHEWN
VLAN, nockonbky oH Haxogutca B Native VLAN, 4To Bbi3biBaeT dnya.

CeTb NoCTaBLLUMKa CEPBMCOB

VID=5
MexonHbin MAC=MAC-A

VID=5
MAC HazHavyeHna=MAC-A

VID=3
MexonHbin MAC=MAC-A

|

CeTb KnMeHTa

PucyHok 13-9.

Ha PucyHke Bbllle KNMeEHTCKasg ceTb MOAKMIoYeHa K TYHHENbHOMY MNOopTy KoMMyTaTopa.
HacTtpoeHHbIvi ¢ Native VLAN 4, TyHHenbHbIV NOPT NnoMevaeT nakeT ¢ ncxogHbsim MAC-agpecom
kak A BHewHen VLAN 5. lpu nonyyeHnn naketa ¢ BHyTpeHHUM Terom VLAN 3 1 MCXoAHbIM
MAC-agpecomMm A kommyTaTop nomeyaeT nakeT BHewHen VLAN 5. IMocKonbKy NOpT HAacTPOEH €
Native VLAN 4, MAC-agpec A unsecteH VLAN 4. lMocne nonyyeHuss OTBETHOrO naketa
kommyTatop mwet MAC-agpec A B VLAN 5, nockonbKy BHELWHWI Ter naketa cogepxut VLAN
ID 5. OgHako MAC-agpec A He n3yyeH VLAN 5, BbidbiBas conya,.

Bbl MOXeTe HacTpouUTb TYHHerbHbIA nopT And pennukaumm MAC-agpeca Native VLAN Bo
BHewWwH VLAN, 4Tobbl usbexaTb HenpepbiBHOrO MOToKa naketoB u3 cetm SP. Bbl Takke
MOXETEe HaCTpOUTb TYHHENbHbIN NOpT Ansa pennukauun MAC-agpeca BHewHen VLAN ans
BHewHero Tera B Native VLAN, 4T0Obl usbexatb HenpepbiBHOrO ryauHra nakeToB M3
KNUEHTCKON CeTu.
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13.3.8. Npo3payHasa nepenaya ypoBHSA 2

13.3.8.1. MpuHUMN paboTbl

DYHKUMA Npo3payHOn nepedayn ypoBHS 2 npegHasHavyeHa ong peanusaunm nepegaym naketos
YPOBHA 2 MeXAy KIMEeHTCKUMKU ceTsamu 6e3 BnusaHus Ha cetn SP. Korga nakeT ypoBHSA 2 u3
KnueHTckon ceTn noctynaet B PE, PE nameHsetr MAC-agpec HasHayeHusa naketa Ha NpyBaTHbLIN
agpec nepen nepecobinkon naketa. Peer PE u3meHseTr MAC-agpeCc HasHayeHust Ha
obLWwenocTynHbIi agpec, YToObl OTNpaBWUTb MakeT B KIAMEHTCKYKD CeTb Ha APYromMm KOHLeE,
peanuaysi npo3payHyto nepegady B cetu SP.

13.3.9. Pennukauusa npuoputeTta

13.3.9.1. NMpuHUKMN paboTbl

Ecnn cetb SP npepocTtaBnseT nonutuky QOS, COOTBETCTBYIOLLYIO YKazaHHOMY MPUOPUTETY
nonob3oBatens (CoS) BO BHYTPEHHEM Tere, Bbl MOXeTe pennuumpoBaTb COS BHYTPEHHEro Tera
BO BHELWHWN Ter, 4yToObl OBecneunTb MNpO3payvHylo nepegadvyy Ha OCHoBe nonutukn QoS,
npeaocTaBneHHOn ceTblo SP.

13.3.10. ConocTaBrneHue npuopurteta

13.3.10.1. MprHUMN paboTbI

Ecnn cetb SP npepocTtaBnsieT pasnuuyHble nonuTukn QOS, COOTBETCTBYIOLLUME 3adaHHbIM
3HayeHuaM CoS anga pasnuuHbIX NOTOKOB Tpaduka CEPBUCOB, MOXHO COMOCTaBUTb 3HaYeHue
CoS BHyTpeHHero Tera co 3HadeHnem COS BHewHero Tera, 4ToObl 0becneynTb
npegnovTUTEnNbHY0 nepefady MNOTOKOB Tpadnka CepBMCOB Ha OCHOBe nonutuk QoS,
npegocTasnsgemMbix ceTblo SP.

13.4. OrpaHu4yeHue

Mpoayktbl cepun QSW-8113 noaaepXuBatoT YeTblpe rnobanbHbiX 3HaYeHUs nageHtTudukaTopa
npotokona TeroB (TPID). OgHo n3 3HadeHnn TPID gormkHo ObiTb 0x8100, a octanbHble Tpu
ABMAKTCA CNyYanHbIMU.

13.5. KoHdpurypauus

KoHdurypauus OnucaHue n KomaHaa
HacTtpownka QinQ Ob6ga3aTenbHbIN
switchport mode dotlg-tunnel HactpavBaeT TyHHeNbHbIN NOPT
switchport dotlg-tunnel allowed | Jo6aBnset VLAN K
vlan { [ add ] tagged vlist | [ add ] | TyHHENBLHOMY nopTy B
untagged vlist | remove vlist } TerMpoBaHHOM nnm
HeTerMpoBaHHOM pexume
switchport dotlg-tunnel native | HactpamBaet VLAN no
vlan VID yMOn4YaHuio Ang TYHHEIbHOro
nopTa
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Selective QinQ Ha

ocHoBe C-TAG

KoHdurypauus OnucaHue n KomaHaa
HacTtponka (ObGsizaTenbHO) Mcnonb3yetcsa gnsa HacTpouku Selective QinQ Ha

ocHoBe C-TAG Ha ocHoBe 6asoBoro QinQ. Selective QInQ

npeobnanaet Hag 6a3oBbiM QINQ

dotlq outer-vid VID register inner-
vid v_list

HactpauBaetr nonutuky Aang
nobaeneHust MaeHTMdnKaTopoB
VLAN BHELLHUX TEroB Ha OCHOBE
BHYTPEHHNX TEroB

vlan-mapping-in vlan cvlan
remark svlan

HacTponka (ObsazatenbHO) Wcnonb3yetca ana Hactponkm Selective QinQ Ha
Selective _QinQ Ha | ocHoBe ACL Ha ocHoBe 6a3oBoro QinQ. Selective QinQ npeobnagaet
ocHoBe ACL Hap 6asoBbiM QINQ
traffic-redirect access-group acl | HactpanBaetr nonutuky Aang
nested-vlan VID in nobaeneHns nMaeHTMMKaTopoB
VLAN BHeLUHNX TEroB Ha OCHOBE
cnnckos ACL
HacTtpornka (ObsizaTenbHO) Ncnonb3yeTtcsa ans BknodeHnst conoctaenenns VLAN
CONoOCTaBNeHUs
VLAN

HacTtpanBaeT conocTtaBneHue
VLAN 1:1 BO Bxogduwem
HanpaBneHun. 3Ta  (YyHKUMA
n3meHseT BHYTPEHHWMI
noeHtugpukatop VLAN  ansa
nakeTa, BXogsLlero B nopT, Ha
yKasaHHbIN BHELLHWI
noeHtndgpukatop VLAN

vlan-mapping-out  vlan svlan
remark cvlan

HactpavBaeT conocTasrneHue
VLAN 11 B  ucxoaduem
HanpasneHun. 3Ta  YHKUMA
n3meHseT BHELLHWI
noeHtndpukatop VLAN  ans
nakeTa, BXoAsLlero B nopT, Ha
yKasaHHbIN BHYTPEHHUN
noeHtudpukatop VLAN

vlan-mapping-in  vlan cvlan-list
remark svlan

HactpamBaeT conocTasreHue
VLAN N:1 BO BXogdwem
HanpaereHnt. 3Ta  yHKUUS
n3mMeHseT BHYTPEHHUNA
naeHtndpukatop VLAN  ansa
nakeTa, BXoAslLLero B rMopT, Ha
yKasaHHbIN BHELLHWI
naeHtndpukatop VLAN
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KoHdurypauus

OnucaHue n KomaHga

Hactpowka TPID

(OnumoHanbHO) Wcnonb3yetca Ons peanvsaumMmM COBMECTMMOCTU C

TPID

frame-tag tpid tpid

HactpanBaet TPID Tera kagpa.
Ecnu Bbl XOTUTE YCTAHOBUTL €ro
Ha 0x9100, HacTponTe KOMaHay
frame-tag tpid 9100. [llo
YMOSYaHUIO TPID nmeet
LWecTHagLuaTepuyHbln - popmar.
Bam Heo6xoaumMo HacTpouTb 3Ty
JYHKUMIO HA BbIXOOHOM MOPTY

MoandmnKaLmm TEros

HacTponka (HeobGszaTtenbHo) Mcnonb3yeTcsa Ans  HACTPOMKW  pennuKauum
pennukaumm MAC- | MAC-agpecoB ons npegoTtepalleHns dpnyna
agpecos
mac-address-mapping X source- | Pennuuupyetr  AMHaMUYECKUIA
vlan src-vlan-list destination-vlan | MAC-agpec ucxogHon VLAN B
dst-vlan-id uenesyo VLAN
HacTtpownka (OnumoHanbHo) OH  wncnonb3yeTcs Ans HacTPOMKA  BHELWHUX W
BHYTpeHHen/BHeLH | BHyTpeHHuX TeroB VLAN nakeToB, nepegasaeMbix no cetam SP, B
en NOAUTUKN | 3aBUCUMOCTU OT TONOSOMMK CETU

VLAN

dotlg relay-vid VID translate | HactpanBaeT nonutuky Ans

local-vid v_list NM3MEHEHMA  UOEHTUMKATOPOB
VLAN BHeLUHNX TEroB Ha OCHOBE
BHELUHMX TEroB

dotlg relay-vid VID translate | HactpamBaeT nonutuky Ans

inner-vid v_list N3MEHEHMS UOEHTUDNKATOPOB

VLAN BHeLLUHMX Teros Ha OCHoOBE
BHYTPEHHNX TEros

dotlqg new-outer-vlan VID
translate old-outer-vlan vid inner-
vlan v_list

HactpanBaetr nonutnky Aang
N3MEHEHUs1 UNOEHTUPUKATOPOB
VLAN BHeLLHUX TEroB Ha OCHOBE
BHELLHUX N BHYTPEHHNX TEros

traffic-redirect access-group acl
outer-vlan VID in

HaCTpaI/IBaeT NONUTUKY and
N3MEHEeHMs UOEeHTUMMKaTOPOB
VLAN BHELLHUX TEroB Ha OCHOBE
ACL
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KoHdurypauus OnucaHue n KomaHaa
traffic-redirect access-group acl | HactpanBaetr nonutuky Aangd
inner-vlan VID out N3MEHEHUST UNOEHTUPUKATOPOB
VLAN BHYTPEHHUX TeroB Ha
ocHoBe ACL
HacTtpownka (OnuwmoHanbHo) Wcnonb3dyeTca And npumeHenus nonutukn  QoS,
ConocTaBneHus obecreynBaemon cetbto SP, nocpegctBoM  pennuvkaumMmM €
NpYopuUTETOB n | NpUopUTETOM
penaukaumm

npnopunTeTOB

inner-priority-trust enable Pennuunpyt 3HadeHue nons
User Priority BO BHYTPEHHEM
Tere (C-TAG) B none User
Priority BHewHero Tera (S-TAG)

(OnumoHanbHo) Wcnonb3yetca Anst npuMeHeHus nonutukn QoS,
obecne4vnBaemon ceTbto SP, nyTem conoctaBneHms NpuopuTeToB

dotlg-Tunnel cos inner-cos-value | 3agaet 3HayeHue nonsa User
remark-cos outer-cos-value Priority Bo BHewHem Tere (S-
TAG) Ha ocHoBe nona User
Priority Bo BHyTpeHHeM Tere (C-
TAG)

Hactpoiika

npo3pa4vyHomn
nepegayv yposHs 2

(OnumoHanbHO) Mcnonb3dyeTca Ona nNpo3padHon nepefayn nakeToB
MSTP n GVRP Ha ocHOBe TOMOMoOrMm CeTu KIMEeHTa, He Bnusis Ha
Tononoruo cetn SP

[2protocol-tunnel stp Bkntovaet Npo3payHyto
nepegayy STP B pexunme
rnobanbHON KOHUrypaumm

I2protocol-tunnel stp enable BkntovaeTt npo3payvHyto
nepegayy STP B pexume
KOHpurypauum nHtepdenca

I2protocol-tunnel gvrp Bkntovaet Nnpo3payHyto
nepegadyy GVRP B pexunme
rnobanbHON KOHUrypaumm

I2protocol-tunnel gvrp enable BkntovaeTt nNpo3paYvHyto
nepegadyy GVRP B pexume
KOHcpurypauum nHtepdenca

I2protocol-tunnel { STP | GVRP } | HactpauBaeTt nNpo3paYvHbIN
tunneld-mac mac-address ajgpec nepega4u

NMPUMEYAHUA: obpaTnte BHUMaHWE Ha cneayoLlime orpaHnyeHna npu Hactporike QinQ:
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e He HacTpavnBanTe MapLUpyTU3UPyeMbI MOPT B KAYeCTBE TYHHENbHOro nopra.
e He Bknmoyante 802.1X Ha TYHHENbHOM MOPTY.
e He Bkntovante dyHkumo Port Security Ha TyHHENBHOM MOpPTY.

e Korga TyHHenbHbIA NOPT HACTPOEH KaK WMCXOAHbIN MOPT aHanu3atopa yAaneHHbIX
koMmyTupyembix noptoB (RSPAN), oTcrnexuBaloTcs nakeTbl, BHELIHWE Tern KOTOpbIX
cogepxat maeHtudukatopsl VLAN, cooTeeTcTBylowme mnaeHTudpmkatopam RSPAN
VLAN.

e Ecnu Bbl xotute conoctaButb ACL, NpUMEHEHHbLIN K TYyHHenbHOMY MOpPTYy, C
noeHtudpukatopamm VLAN BHYTPEHHMX TErOB, UCMOSb3YNTE KIOYEBOE CIOBO inner.

e HacTpolite BbIXOAHOW MOPT KIIMEHTCKOW CETW, MOAKIOYEHHON K ceTu SP, Kak nopt
uplink. Ecnn Bbl HacTpanBaeTe TPID BHelwHero Tera Ha nNopTty ¢ nogaepxkon QinQ,
yCTaHoBUTe Takoe Xe 3HayeHue anga TPID BHewHero Tera Ha nopTy Uplink.

e [lo ymonuaHuio MakcumanbHas eguHuua nepegaun (MTU) ons noprta coctaBnsieT
1500 6anT. NMocne nobaBneHnsa BHelwiHero Tera VLAN nakeT CTaHOBUTCS Ha 4YeTbipe
6anta gnvHHee. PekomeHayeTtca yBennumtb MTU nopta B ceTsix SP kak MUHUMYM [0
1504 6anTos.

e [locne BKMYEHUs nopTa kOMMyTaTopa C mnomMollblo QIinQ HeobGXxoauMo BKIOUYUTb
coBMecTHoe ucnonb3oBaHne SVGL nepea BkrtoveHnem IGMP snooping. B npoTtuBHoM
cny4dae IGMP snooping He byaeT paboTaTtb Ha NopTy ¢ nogaepxkon QinQ.

¢ Ecnu nakeT cOOTBETCTBYET ABYM Uin 6onee nonutukam Selective QinQ Ha ocHoee ACL
6e3 npuopuTeTa, BbINOMHAETCA TOMbKO OAHa nonutuka. PekomeHayeTcsa ykasaTb
npuopuTer.

13.5.1. HacTtpoiika QinQ
13.5.1.1. AcpheKT KoHDUrypaumm

BHeapute VPN ypoBHsi 2 Ha ocHoBe nonuTukn QinQ Ha OCHOBE NOpPTOB.

13.5.1.2. NMNpumeyaHun

He pekomeHagyeTca HacTpamBaTh Native VLAN marnctpanbHoro nopta Ha PE B kauectese VLAN
Mo YMOJSTYaHUIO, MOCKOMbKY MarucTpansHbi NOpT yaanseT Tery, cogepXallmne naeHTnukaTops!
Native VLAN, npu oTnpaBke NakeTos.

13.5.1.3. lLlarn HacTpounku

HactpoWka TyHHenbHOro nopra
e (ObszaTenbHO) HacTponte TyHHENbHbIN NOPT B peXnme KoHUrypaumm nitepderica.

e 3anyctute komaHgy switchport mode dotlg-tunnel B pexume KoHduMrypaumm
nHTepenca, 4Tobbl HACTPOUTL TYHHENbHbIN MOPT.

KomaHga switchport mode dotlg-tunnel

Mo ymonyaHuio | o ymonyaHuio TYHHEnNbHbIN NOPT HE HACTPOEH

KomaHaHbIv Pexunm koHdurypaumm nitepderica
pexum

Hactpownka Native VLAN
e (ObsazarenbHbIN.
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HactponTe Native VLAN Anst TYHHenbLHOro nopra.

Mocne HacTpovikn Native VLAN pobaebTe ee B cnmcok VLAN TyHHenbHoOro nopta B
HeTerMpoBaHHOM pexuwve.

3anyctute komaHgy switchport dotlg-tunnel native vlan VID B pexume
KoHdurypauumn nHtepdenca, 4tobbl Hactpontb VLAN no ymonyaHuio gnst TYHHENbHOro
nopra.

Ecnn Native VLAN poGaensietcs B cnmcok VLAN B HeTermpoBaHHOM pexunme,
ncxogslime nakeTbl Yyepes TyHHerbHbIN NOPT He nomedvatoTcs Teramu. Ecniv Native
VLAN pobGaensietcs B cnvcok VLAN B TErMpoBaHHOM pexuMe, UCXOASLIME NaKkeThbl
yepe3 TYHHENbHbLIN MNOPT nomedvarTcs uaeHTudukatopom Native VLAN. YTob6bl
obecneunTb nepegadyy no uplink- n downlink-kananam, go6aesbTe Native VLAN B cnncok
VLAN B HeTErmpoBaHHOM pexnme.

KomaHpa switchport dotlg-tunnel native vlan VID
Onuncanue VID: ykasbiBaeT ngeHtndukaTop Native VLAN. 3HaueHne BapbupyeTcst oT
napameTpoB 1 0o 4,094. 3HayeHune No ymonyaHmio — 1

Mo ymonuanuio | Mo ymonuaHmio Native VLAN — 310 VLAN 1

KomaHaHbIn Pexxum koHGurypaumm nHtepderica
peXxnm

PykoBogcteo no | Micnonb3ynTe a1y KomaHay ans Hactporiku VLAN cetn SP
NCnonb30BaHMto

Ho6aBneHne VLAN Ha TYHHesNnbHbIA NOPT

ObasaTenbHbIN.

Mocne HacTtponkn Native VLAN gobasbte ee B cnucok VLAN TyHHENbHOro noprta B
HeTEerMpoBaHHOM pexume.

Ecnu QinQ Ha ocHOBe NOPTOB BKIMOYEH, BaM He HYy>XHO Aob6aBnsaTb VLAN ceTu knneHTta
B cnmucok VLAN TyHHenbHOro nopra.

Ecnn BkntodeH Selective QinQ, gobaebte VLAN knmneHtckon cetn B cnmcok VLAN
TYHHENbHOro nopTa B TErMPOBaHHOM UIN HETEMMPOBAHHOM PEXMME B 3aBUCUMOCTU OT
TpeboBaHui.

3anyctute komaHgy switchport dotlg-tunnel allowed vilan { [ add ] tagged vlist |
[ add ] untagged vlist | remove vlist } B pexume koHdurypaumm mHTepdenca ans
pobasnenunsa VLAN B crnincok VLAN TyHHenbHOro nopta. lMpu nonyyeHun naketoB u3
cootBeTcTBYOWMX ceTer VLAN TyHHenbHbln nopT gobaenseT unu yaanseTr Tern B
3aBUCMMOCTM OT HACTPOEK.

KomaHpa switchport dotlg-tunnel allowed vlan { [ add ] tagged vlist | [ add ]

untagged vlist | remove vlist }

Onucanve vlist: ykasbiBaeT cnvcok VLAN Ha TyHHenbLHOM nopTy
napameTpos
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Mo ymonuaHuto | Mo ymonyanuto VLAN 1 go6asnsetcs B cnncok VLAN TyHHenbHOro nopra
B HeTernposaHHoMm pexume. dpyrne VLAN He gobaensitotes

KomaHaHbIn Pexxnum koHGurypaumm nHtepderica
pexum

PykoBogcteo no | Micnonb3ynte 3Ty KomMaHgy, 4tobbl gobasute mnm yganutb VLAN Ha
NCNoNb30BaHMO | TyYHHENbHLIN NOPT U yKaxuTte, OyayT nu ncxogswme naketbl TErMpOBaHbI
WUnn Her.

Ecnn 6asoBbin QinQ BkntoyeH, nobasbTte Native VLAN B cnmncok VLAN
TYHHENbHOro nopTa B HETEMMPOBAHHOM peXUMe

13.5.1.4. NpoBepka

lNMpoBepbTe KOH(pUrypaLuuo TYHHENbLHOro nopTa.
HDOBepre, npaBUIibHO 11 HACTpPOEeH TyHHeﬂbeIVI nopT Ha KOMMYyTaTope.
13.5.1.5. NMNpumep KoHcpUrypaumm

Hactpownka 6aszoBoro QinQ ansa peanusauum VPN ypoBHA 2
CueHapun:

KnuneHt A1 KnuneHnt A2

TyHenb Gi0/1
VLAN 20

Gi0/5 Uplink "\ TYHene Gio/2

VLAN20 N\

TyHenb Gi0/1
VLAN 10

I'Iposaﬁ,u,ep B

ﬂpOBalﬁﬂep A
TyHens Gi0/2

VLAN 10/20
TPID=0x9100

Gi0/5 Uplink
-/ VLAN20

KnuenTt B1 KnueHt B2

PucyHok 13-10.

Warn e Hactponte TyHHenbHble nopThl Ha PE n nogkntounte CE K TyHHENbHbIM
HaCTPOWKM nopram.

e Hactponte cetn Native VLAN ana TyHHernbHbIX NOPTOB U fobaBbTe
Native VLAN B cnuckn VLAN TyHHerbHbIX MOPTOB COOTBETCTBEHHO B
HEeTerMpoBaHHOM pexume.

398

@ §) QTECH

MWP [OCTYMNHEE



PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika QinQ

e Hactponte VLAN B ceTsix KNTMEHTOB B COOTBETCTBMM C TpeBOBaHMAMM.

NMPUMEYAHUE: kommyTaTopbl ¢ nogaepkkon QinQ nHKancynupyoT BHELLHUE
Tern B nakeTbl 4na nepegaydn no cetn SP. NoaToMy Bam He HY>XHO HacTpamBaTtb
knueHtckne VLAN Ha PE.

NMPUMEYAHUE: TPID no ymonuyaHumio paBeH 0x8100 B COOTBETCTBMM C
IEEE802.1Q.. Ha HekoTOpbIX CTOPOHHUX KOMMYyTaTopax ansa TPID yctaHoBneHo
apyroe 3HadeHue. Ecnuv Takme kKoMMyTaTopbl pasBepHyThl, ycTaHosute TPID Ha
nopTax, MOAKMYEHHbIX K CTOPOHHWM KOMMYyTaTopam, 4Tobbl peanu3oBaTb
coBmecTtumocTb TPID.

NMPUMEYAHUE: ecnu PE nogknioyeHbl Yyepe3 MarucrtpasibHble NOopThl Un
rmbpuaHble NopThl, He HacTpamBanTe cetn Native VLAN gna marmctpanbHbIX
unu mbpugHblx noptoB B KadectBe cete VLAN no ymonyanuio gns
TYHHENbHbIX NOPTOB. MarnctpanbHble NOpPThl UK TMOpPUAHbIE NOPThI yAANAKT
Term VLAN, copepxawme wngeHtudukatopbl Native VLAN, npu oTnpaske
nakeToB

Mposangep
A

LWar 1. Cosgante VLAN 10 n VLAN 20 B cetn SP, 4yToObl pasgennTb daHHble
knneHTa A n knmenTa B.

ProviderA#configure terminal
BeeguTte komaHabl KOHUrypawumm, no ogHou B cTpoke. KoHew ¢ CNTL/Z.
ProviderA(config)#vlan 10
ProviderA(config-vlan)#exit
ProviderA(config)#vlan 20
ProviderA(config-vlan)#exit

LWar 2. Bkntounte 6a3oBbii QinQ Ha NopTy, MOAKIIOYEHHOM K CETU KITMEHTA A,
4yT1O6bI Mcnonb3osatb VLAN 10 Ang TyHHENMpoBaHuS.

ProviderA(config)#interface gigabitEthernet 0/1
ProviderA(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel

ProviderA(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan
10

ProviderA(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed
vlan add untagged 10

LWar 3. BkntounTte 6a3oBbin QIiNQ Ha NopTy, NOAKMIIOYEHHOM K CETU KnneHTa B,
4yT106bI Mcnonb3osaTb VLAN 20 Ang TyHHenMpoBaHus.

ProviderA(config)#interface gigabitEthernet 0/2
ProviderA(config-if-GigabitEthernet 0/2)#switchport mode dotlg-tunnel

ProviderA(config-if-GigabitEthernet 0/2)#switchport dotlg-tunnel native vlan
20

ProviderA(config-if-GigabitEthernet 0/2)#switchport dotlg-tunnel allowed
vlan add untagged 20

LWar 4. Hactpowte Uplink-nopt.
ProviderA(config)# interface gigabitEthernet 0/5
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ProviderA(config-if-GigabitEthernet 0/5)#switchport mode uplink

War 5. ameHnte TPID mncxogswmx naketoB Ha nopTy Uplink Ha 3HadeHue
(Hanpumep, 0x9100), pacno3dHaBaemMoe CTOPOHHUMU KOMMYTaTtopamu.

ProviderA(config-if-GigabitEthernet 0/5)#frame-tag tpid 9100
LWar 6. Hactpoite npoBangep B, BLINONHUB Te e OENCTBUS

MpoBepka

KnneHt A1 oTnpasnsetr naket, cogepxawwmn unaeHtudpukatop VLAN 100,
npegHasHaveHHbln ona knneHta A2. lNMakeT yvepes [lMpoBarigepa A nomedeH
BHELUHMM TeroMm, ykasaHHbIM TYHHErbHbIM NOopTOM. [akeT, KoTopbI ocTUraeT
KnneHta A2, cogepxunt ncxogHol nageHtndgpukatop VLAN 100.

lNpoBepbTe, NPaBUbHO NN HACTPOEH TYHHENbHbLIN NOPT.
MpoBepbTe, NpaBunbHO N1 HacTpoeH TPID

MpoBanaep
A

ProviderA#show running-config

interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 10
switchport dotlg-tunnel native vlan 10

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/2

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 20
switchport dotlg-tunnel native vlan 20

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/5

switchport mode uplink

frame-tag tpid 0x9100

ProviderA#show interfaces dotlg-tunnel

Native vlan: 10
Allowed vlan list:1,10,
Tagged vlan list:

Native vlan: 20
Allowed vlan list:1,20,
Tagged vlan list:
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ProviderA#show frame-tag tpid
Ports Tpid

Gio/5 0x9100

Mpoeangep | MNpoeepbTe NpoBangep B, BLINOMNHUB Te XXe AencTBUs
B

13.5.1.6. PacnpocTpaHeHHble OWNOKKu

Native VLAN He go6aensietca B cnncok VLAN TyHHENbHOro nopta B HETEMMPOBAHHOM
pexnve.

[ns nopTa, NOAKMNIYEHHOro K CTOPOHHEMY KOoMMyTatopy, TPID KoToporo He paBeH
0x8100, He HacTpoeH TPID. B pesynbrtate nakeTbl HE MOryT ObiTb pacno3HaHbl
CTOPOHHUM KOMMYTaTOPOM.

13.5.2. Hactpouka Selective QinQ Ha ocHoBe C-TAG

13.5.2.1. cpheKkT KoHDUrypaumm

WHkancynupynte BHewHue Tern VLAN (S-TAG) B nakeTbl HA OCHOBE BHYTPEHHUX TEroB, 4TOObI
obecneyunTb NPUOPUTETHYIO Nepedady, ynpasneHne VPN ypoBHs 2 1 NOTOKN Tpaduka CEPBUCOB.

13.5.2.2. NpumeyvaHusn

Selective QIinQ Ha ocHoBe C-TAG pormkeH ObiTb HACTPOEH Ha ocHoBe Ba3oBoro QinQ.

HekoTopble nonutukn Selective QinQ He noaaepXuBatoTCs HEKOTOPbIMU MPOAYKTaAMM
n3-3a orpaHN4YeHNn YnnoB.

Ecnu Bam Hy>xHO NpoaomkaTb UCNonb3oBaTh NpuoputeT Tera VLAN, yka3aHHbIN B CETH
KIMeHTa, Bbl MOXETE HAaCTPOUTL PeNNMKaLIMI0 NpuopuTeTa, YTOObI HACTPOUTL BHELLHWI
TEr Tak e, Kak ¥ BHYTPEHHUN Ter.

Ecnu B ceTn SP TpebyeTcs nepeaaya nakeToB Ha OCHOBE NpuoputeTa BHELLHEro Tera,
HeobXOAMMO HacTPOUTb PEennuKauui npuopuTeTa, 4Tobbl ycTaHoBUTL Ansa CoS
BHELLUHEro Tera ykasaHHOe 3Ha4YeHue.

13.5.2.3. lLlarn HacTpounku

HacTtpoiika nonutuku ans ao6aenexHus naeHtudpukatopos VLAN BHELUHMX TEroB Ha
OCHOBE BHYTPEHHMX TEroB

Obsa3aTenbHbIN.

Mpn nonyyeHun nakeTa TyHHENbHbLIN nNopT AobasnseTr wugeHTudukatop VLAN
BHELUHEro Tera Ha ocHoBe maeHTudukatopa VLAN BHYTpeEHHero tera. 31a pyHKUMS
No3BONSeT TyHHENbHOMY NopTy AobaBuTb naeHtudgukatop VLAN BHYTpeHHero Tera K
BHelHeMy Tery n gobaesutb nopT B ceTb VLAN B HETErMpoBaHHOM pexume. Takum
obpasom, ucxogdLume nakeTbl CoaepXaT UCXOAHbIE BHYTPEHHME Tern.

NMPUMEYAHUE: nonutuka QinQ, ocHoBaHHasa Ha ACL-cnucke, npeobnagaeTt Hag NOnNUTUKON

QinQ Ha ocHoBe nopta u C-TAG.

NMPUMEYAHMUE: korga nopT-yyacTHMK gobaBndeTcsa unm yganseTcs n3 arpermpoBaHHoOro nopra

(AP), nonutuka QinQ, HacTpoeHHas Ha nopte AP, byoeT yganeHa. Bam HyXHO HacTpouTb
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NoNuTUKy 3aHoBO. PekomeHnayeTcsa HacTpouTb nonutuky Selective QinQ ans nopta AP nocne
HaCTPOWKWN ero NopPTOB-Yy4aCTHUKOB.

NMPUMEYAHWUE: Bbl O0MKHbI HACTPOUTb TYHHESbHbLIA MOPT M NOPT, MNOAKMOYEHHbLIN K
obwenocTtynHon cetn, 4Tobbl paspewuTb MNPOXOXAEHWe MNakeToB C  YKa3aHHbIMU
naeHtngpukatopamm VLAN (Bkntovas cobcTBeHHbIN naeHtugpukatop VLAN) BO BHELIHEM Tere.

KomaHga dotlqg outer-vid VID register inner-vid v_list

Mo ymonyaHumio | Mo ymonyaHuio NonmTuka He HacTpoeHa

KomaHaHbIn Pexxum koHurypaumm nHtepderica
pexum

13.5.2.4. NpoBepka
e [lpoBepbTe, MoOryT nu nonb3doBatenu BHyTpu VLAN obwatbca apyr ¢ 4pyrom.

e [lpoBepbTe, peanunsoBaHa v VPN ypoBHS 2.

o [lpoBepbTe, NepegaeTcsi N1 APYron cepBUCHLIN Tpadmk Ha OCHOBE NONUTUKK Selective
QinQ, TakoWn Kak BCTaBKa BHELLHEro Tera, pennukauusa npuoputeta U conoctaBreHne
npuopuTteTa.

13.5.2.5. Npumep KoHcpuUurypaumm

BHegpeHne VPN ypoBHA 2 1 ynpaBreHnsi MOTOKOM Tpadmka CepBMCOB C nomoubio Selective
QinQ Ha ocHoBe C-TAG

CueHapuit:

GO0/2 (uplink)

GO/2 (uplink)
C

GO/ GO/

dot 1 g-tunnel dot 1 g-tunnel

vlan 100 vlan 1-100 vlan 100 vlan 1-100
vlan 200 vlan 101-200 vlan 200 vlan 101-200

PucyHok 13-11.
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LWarn
HaCTPOWKK

Hactponte noptel Ha PE 1 n PE 2, nogkntoyeHHble kK CE 1 n CE 2, kak
TYHHEIbHbIE NOPThI.

HacTpowTte nonutuky Selective QinQ aonsa gobasneHns BHELWHEro Tera K nakeTy
Ha OCHOBe ero BHyTPeHHero Tera.

Ecnn cetb SP npepoctaensiet nonutuky QoS Ha ocHoBe VLAN, nonutuka
nosgonsetr nopty AobaenATb BHEWHME Term C  COOTBETCTBYHOLLUM
noeHtTudgpukatopom VLAN K ykasaHHbIM nakeTam noToka Tpadurka cepBuCOB.

Ecnn cetb SP npegoctaenset nonutuky QoS Ha ocHoBe CoS, a 3HaueHne CoS
Takoe e, KaKk W Yy BHYTPEHHero Tera, MOXHO HacTPOUTb COMOCTaBeHue
NPMOPUTETOB ANA pennukaunn 3HavyeHnsa CoS BHYTPEHHEro Tera BO BHELLHWUIA Ter
VLAN, 4TOGbl nakeT nepegaBarnicd Ha OCHOBE MOMIUTUKU MpUoOpUTETa AN
BHYTPEHHEro Tera.

Ecnm B cetm SP npegycmoTtpeHa nonutmka QoS Ha ocHoBe COS, MOXHO
HaCTPOUTb COMOCTaBNEHNE NPUOPUTETOB, YTOObLI YCTAHOBUTbL Ans 3HadveHusa CoS
Tera BHellHe VLAN 3agaHHOe 3HauyeHue, YToObl NakeT nepeaaBarncst Ha OCHOBE
NONUTUKN NpuopuTeTa

PE1

War 1. Hactporte VLAN ansa npo3payHon nepenaydu.
PE1#configure terminal
BBeguTe KoMaHabl KOHUrypaLmm, no ogHon B ctpoke. KoHew, ¢ CNTL/Z.
PE1(config)#vlan 100
PE1(config-vlan)#exit
PE1(config)#vlan 200
PE1(config-vlan)#exit

War 2. Ha Downlink-nopTy komMyTatopa [OCTyrna HacTpoWTe MONUTUKY
Selective QinQ gna nob6aBneHnsi BHELWHNX TEFOB HA OCHOBE BHYTPEHHMUX
TEeros.

Hactponte nopt Gi 0/1 kak TYHHENbHbIN NOPT.
PE1(config)#interface gigabitEthernet 0/1
PE1(config-if)# switchport mode dotlg-tunnel

fo6asbte VLAN 101 n VLAN 201 SP B cnucok VLAN TyHHenbHoro nopta u
HacTpouTe TYHHEmNbHbIM NOPT ANA yAaneHWs BHELWHero Tera u3 BXOOALUMX
nakeToB.

PE1(config-if)# switchport dotlg-tunnel allowed vlan add untagged 100,200

HacTtponte TyHHenbHbIN nopT agnga gobaeneHma VLAN 100 ¢ BHELWHUM Terom BO
BXoAsdLue Kagpsbl AaHHbIX, cogepxawmne VLAN ¢ BHyTpeHHUM Terom 1-100.

PE1(config-if)# switchport dotlg-tunnel allowed vlan add untagged 100,200

HacTtponTte TyHHenbHbIM MOpPT, 4TOObl Ao6aBwuTb BHewHun Ter VLAN 200 «k
BXOOALWMUM KagpaMm faHHbIX, cogepxkawmum BHyTpeHHU Ter VLAN 101-200.

PE1(config-if)# dotlq outer-vid 200 register inner-vid 101-200
LWar 3. HacTtporite nopt, KoTopbI obpaluaetca k cetn SP, kak nopt Uplink.
PE1(config)# interface gigabitEthernet 0/2

403

@ §) QTECH

MWP [OCTYMNHEE




PykoBoacTeo no HacTponke cepmus QSW-8113

Hactpoiika QinQ | www.qgtech.ru |

PE1(config-if-GigabitEthernet 0/2)#switchport mode uplink

PE2 BbinonHuTe Ty e HacTpouky Ha PE 2
Mpoeepka | NpoBepbTe KOHUrypaLmIo, NPOBEPUB:
e  Downlink-nopT HAaCTPOEH KaK TYHHEbHbIN NOPT.
e VLAN, ykasaHHass BHelWHUM Terom, aobaeBnsetcd B cnmcok VLAN
TYHHENbHOro nopTa.
e [lonuTtuka Selective QinQ Ha TyHHerNbHOM NOPTY BEpHa.
e [lopT Uplink HacTpoeH npaBunbHO
PE1 LLar 1. MpoBepbTe NPaBUIbLHOCTL NONMTUKM conocTasneHns VLAN.

PE1#show running-config interface gigabitEthernet 0/1
interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 100,200
dotlq outer-vid 100 register inner-vid 1-200

dotlq outer-vid 200 register inner-vid 101-200
spanning-tree bpdufilter enable

I

War 2. MNposepbTe nonutuky Selective QiNQ Ha ocHoBe C-TAG. [NposepbTe
NPaBUIIbHOCTb OTHOLLUEHUS COMOCTaBMEHUS MeXAY BHYTPEHHUMU W
BHeLwwHuMn Terammn VLAN.

PEl#show registration-table

Ports Type Outer-VID Inner-VID-list
Gi0/1  Add-outer 100 1-200
Gi0/1  Add-outer 200 101-200

13.5.3. HacTpouka Selective QinQ Ha ocHoBe ACL

13.5.3.1. AcbhekT KOHDUrypaumm

Wukancynupyite BHewHue Tern VLAN (S-TAG) B nakeTbl Ha OCHOBE Krnaccuurkauum noToKoB
Ha ocHose ACL, 4Tobbl N03BONUTL CceT SP ynpaBnATb pasnnyHbIMU CePBUCAMN.

13.5.3.2. NpumeyvaHusn

o Selective QinQ Ha ocHoBe ACL fomkeH 6bITb HACTPOEH Ha ocHoBe 6a3oBoro QIinQ.

e HekoTtopble nonutukn Selective QINQ He nogaepXunBarTCsa HEKOTOPLIMU NPOAYKTaMM
n3-3a orpaHUYeHnn Ynnos.
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e Ecnu Bam Hy)XHO NpogormkaTe ucnonb3oBaTtb NpuoputeT Tera VLAN, yKasaHHbIN B CETU
KNMMEHTA, Bbl MOXXETE HAaCTPOUTb PenMKaLuio NpuopuTeTa, YTobbl HACTPOUTL BHELLHUIA
Ter TaK Xe, Kak N BHYTPEHHUI Ter.

e Ecnu B cetn SP TpebyeTca nepefaya nakeToB Ha OCHOBE NpMOpUTETa BHELLHErO Tera,
HeobXxoaMMO HacTpoOUTb pennuKauui npuoputeta, 4Tobbl ycTaHoBuTb Ansa CoS
BHELLHEro Tera ykasaHHoOe 3Ha4eHue.

NMPUMEYAHMUE: nonutuka QinQ Ha ocHoBe ACL npeBanupyeT Hag nonutukon QinQ Ha ocHoBe
noptos un C-TAG.

NPUMEYAHUE: npun ymaneHun ACL cooTBeTCTBylOLWas nonuvtuka OyaoeT aBTOMaTU4ecKu
yAaneHa.

NMPUMEYAHUE: npn nonyyeHun naketa ¢ AByms unu 6onee Teramm TYHHENbHbIA MOPT He
MoxeT o6aBuTb BHELHWM Ter K nakeTy Ha ocHoBe nonutuku Selective QinQ Ha ocHoBe
ACL-cnuckos.

NPUMEYAHUE: ecnn nakeT cooTBeTcTBYeT ABYM unu 6onee nonutukam Selective QinQ Ha
ocHoBe ACL 6e3 npuopuTeTa, BbINOMHAETCS TOMbKO OAHa nonutuka. PekomeHayeTtcst ykasaTb
npuopwuTer.

NMPUMEYAHUE: Bbl AOOMKHbI HACTPOUTb TYHHEMbHbLIX MOPT W MOPT, MNOOKMOYEHHBIA K
obwenocTynHom cetn, 4YToObl paspewunTb MNPOXOXAEHWe MNakeToB C  YKa3aHHbIMU
noeHtudpukatopamm VLAN (Bkntovasi cobcTBeHHbI ngeHTudumnkatop VLAN) Bo BHELLHEM Tere.

13.5.3.3. lLaru HacTpounku

HacTtponka nonutukn ana pob6aBneHus maeHTudukatopoB VLAN BHELIHUX
TeroBs Ha ocHoBe cnuckos ACL

e (ObsA3aTenbHbIN.

e  TyHHenbHbIN NOPT 4ob6aBNAeT BHELWIHNE Tern ¢ pasHbiMn naeHTudgukatopamm VLAN K
BXOAALLUM NakeTamM Ha OCHOBE COAEPXKMMOro nakeTa.

KomaHga traffic-redirect access-group acl nested-vlan VID in

Mo ymonyaHuio | Mo ymonyaHuio nonuTtuka He gobasnseTcs

KomaHaHbIn Pexxum koHdurypaumm nHtepderica
peXmm

13.5.3.4. NpoBepka

e [lpoBepbTe, MOryT N NOMb30BaTENN OAHOIO U TOrO Xe cepBuca B pasHblx hunmanax
obwarbca Apyr € ApPYrom W nepejalwTca NW  ykasaHHble [aHHble cepBuca
NPeanoYTUTENbHO  Yepe3  KOHMUrypauuio CcerMeHta BUpTyanbHOW NpuBaTHOM
nokaneHou cetn (VPLS).

o [lpoBepbTe, peanusoBaHa nim VPN ypoBHs 2.

o [lpoBepbTe, NepegaeTcs Ny ApYron cepBUCHbLIN Tpaduk Ha ocHOBE NoNUTUKK Selective
QinQ, Takon kak BCTaBKa BHELLUHEro Tera, pennukauusa npuoputeta u conocrasrieHne
npuoputeTa.
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13.5.3.5. Npumep kKoHcurypaumum

BHenpeHue VPN ypoBHA 2 M ynpaBneHUss NOTOKOM Tpadmka CepBUCOB C
nomowbiko Selective QinQ Ha ocHoBe ACL

Cuenapun:
GO0/2 (uplink) GO0/2 (uplink)
G0/1 G0/1
dot 1 g-tunnel dot 1 g-tunnel
vlan 100 acl1 vlan 100 aclt
vlan 200 acl2 vlan 200 acl2
PucyHok 13-12.
LWaru Hactponte noptel Ha PE 1 n PE 2, nogkntoyeHHble kK CE 1 n CE 2, kak
HaCTPOWKM TYHHENbHbIE NOPThI.
Hactponte nonntnkn ACL Ha PE 1 n PE 2, 4yToGbl OTAENUTL MOTOKU
Tpadurka cepBMUCOB OT KITMEHTCKOM CETW.
Ha TyHHenbHbIX nopTax HacTpownte nonutuky Selective QinQ, 4ToObI
[00aBUTb BHELLHUI Ter K nakeTy Ha ocHoBe nonutuk ACL.
Ecnn cetb SP npepoctaBnser nonutuky QoS Ha ocHoBe VLAN,
nonuTuka nossonsier  nopty AobaenAaTb  COOTBETCTBYHOLLMM
naeHtndpukatop VLAN K BHELWHUM Teram ykasaHHOro notoka tpaduka
CEpPBUCOB.
Ecnun B cetn SP npegycmoTtpeHa nonutuka QoS Ha ocHoBe COS, MOXHO
HacCTpOWUTb COMOCTaBfiEHNEe NPUOPUTETOB, YTOObI YCTAHOBUTbL AN
3HaveHunsa CoS Tera BHelwHen VLAN 3agaHHoe 3HaveHune, YTobbl nakeT
nepegaBarncs Ha OCHOBE MONUTUKN NpuoputeTa
PE1 War 1. Cospgante ACL, 4To6bl paspelunTb NpoxoxaeHne notokos Tuna PPPoE
(0x8863/0x8864) 1 Tna IPoE (0x0800).
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PE1#configure terminal

BeeguTte komaHabl KOHUIypaLmm, no ogHou B cTpoke. KoHew ¢ CNTL/Z.
PE1(config)# expert access-list extended acll
PE1(config-exp-nacl)# permit 0x8863 any any
PE1(config-exp-nacl)# permit 0x8864 any any
PE1(config-exp-nacl)#exit
PE1(config)# expert access-list extended acl2

PE1(config-exp-nacl)#permit 0x0800 any any

War 2. Hactpointe VLAN 100 n VLAN 200 B ceTn SP ans pasgeneHuns gaHHbIX.
PE#configure terminal

BeeguTe koMaHabl KOHUrypaumm, no ogHom B ctpoke. KoHew, ¢ CNTL/Z.
PE1(config)#vlan 100
PE1(config-vlan)#exit
PE1(config)#vlan 200
PE1(config-vlan)#exit

War 3. Ha Downlink-nopTy koMmyTaTopa AoCTyrna HacTponTe MNONUTUKY
Selective QinQ ansi gobaenexHna BHelwHux TeroB VLAN Ha ocHoBe
cnunckoB ACL.

Hactponte nopt Gi 0/1 kak TyHHENbHbIN NOPT.
PE1(config)#interface gigabitEthernet 0/1
PE1(config-if)# switchport mode dotlq-tunnel

fo6asbte VLAN 100 n VLAN 200 SP B cnucok VLAN TyHHenbHOro nopta u
HacTpoWTe TYHHENbHbIA MOPT ANA YyAaneHUs BHELWHero Tera M3 BXOOAWMX
nakeToB.

PE1(config-if)#switchport dotlg-tunnel allowed vlan add untagged 100,200

HactponTte TyHHenbHbIn nopT ans gobasnenunsa BHewHero Tera VLAN 100 k
BXOAALWMM Kagpam OaHHbIX, KoTopble cooTBeTcTBYOT ACL 1.

PE1(config-if)# traffic-redirect access-group acll nested-vlan 100 in

HacTtponTte TyHHenbHbIM MOpT, 4TOObl Ao6aBuTb BHewHun Ter VLAN 200 «k
BXOAALMM Kagpam OaHHbIX, KoTopble cooTBeTcTBYOT ACL 2.

PE1(config-if)# traffic-redirect access-group acll nested-vlan 200 in
LWar 4. Hactponte nopT, NOAKMOYEHHbIN K ceTu SP, kak nopT Uplink.

PE1(config)# interface gigabitEthernet 0/2

PE1(config-if-GigabitEthernet 0/2)#switchport mode uplink

MpoBepka

e [lpoBepbTe, MOryT nu norb3oBaTeNn OOHOrO M TOrO Xe cepBuca B
pasHbIX unuanax obwartbca Apyr ¢ ApyroMm W nepefarTcs nu
yKa3aHHble JaHHble cepBuca NpeanoyYTUTENbHO.
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o [lpoBepbTe, peanusosaHa v VPN ypoBHs 2.
o [lpoBepbTe npaBunbHocTb ACL.
o [lpoBepbTe NpaBUNbHOCTbL NPUOPUTETA CEpPBMICA.

TYHHEemNbHOro nopTa

e [lpoBepbTe, HacTtpoeH nu Downlink-nopT Kak TyHHEMbHbLIA MOPT,
pobaeneHa nu VLAN c¢ BHewHumM Terom B cnmcok VLAN TyHHEnbHOro
nopta W npaBUNbHO 1M HaCTpPoeHa MnofuTUKa ConocTaBrneHns

PE1 LWar 1. NpoBepbTe, NPaBUILHO N HACTPOEH TYHHEMbHbIN NOPT.
QTECH#show running-config interface gigabitEthernet 0/1
interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 100,200
traffic-redirect access-group acll nested-vlan 100 in
traffic-redirect access-group acl2 nested-vlan 200 in

spanning-tree bpdufilter enable
|

BHelwwHuMn Teramm VLAN.

PE1#show traffic-redirect

Ports Type VID Match-filter
Gi0o/1 Nested-vid 101 acll
Gi0/1  Nested-vid 201 acl2

LWar 2. NpoeepbTe nonutuky Selective QinQ Ha ocHoBe ACL. [lpoepbTe
NpPaBUIIbHOCTb OTHOLLEHUSI COMOCTaBMEHUS MeXAY BHYTPEHHUMU U

13.5.3.6. PacnpocTpaHeHHble OWKNOKN

o [lonutuka ACL He HacTpoeHa.

e [lonutukn ACL ucnonb3yloTca Ana pasgeneHns notokoB Ha ocHoBe MAC-agpecos.

Mpowv3sonaeT nyavHr nakeTos, ecnu pennukauus MAC-aapecoB He HacTpoeHa.

13.5.4. HacTtpouka conoctaBneHunsa VLAN

13.5.4.1. AcpheKkT KoHDUrypaumm

3ameHuTe BHYTPEHHWE Tern nakeToB BHELUHUMU TeramMmu, YTOOLI pa3pewnTb nepegadvy nakeTtoB

Ha ocHoBe nrnaHnpoBaHusa VLAN B cetn SP.

13.5.4.2. NMNpumeyaHusn

ConoctaBnenne VLAN MOXHO HacTpouTb TONMbKO ANna noptoB Access (goctyna), Trunk

(marnctpaneHbIx), Hybrid (rubpugHbix) nnu Uplink.

NMPUMEYAHUE: nocne HacTpoiku conoctaenenHna VLAN naeHtudpukatopsl VLAN B nakeTtax,

oTnpasnsembix Ha LM, 3ameHsoTcs Ha ykasaHHbI uaeHTudumnkatop VLAN.
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NMPUMEYAHMUE: He pekomeHayeTcs HacTpamBaTtb conoctaeneHne VLAN n Selective QinQ Ha
OLHOM NOPTY.

13.5.4.3. lLlarn HacTpounku

e Hactpowka conoctaBnexmst VLAN 1:1.

e (O6s3arenbHo, ecnn mucnonb3yetca pexum 1:1. Hactponte npaBuno CONoCTaBreHMs
VLAN 1:1.

e 3anyctute komaHgy vlan-mapping-in vian CVID remark SVID unn komaHgy vian-
mapping-out vilan SVID remark CVID Ha maructpansHom unu Uplink-nopTy, 4To6bl

BKMOYUTL conocTtasneHne VLAN 1:1.

KomaHga vlan-mapping-in vlan src-vlan-list remark dest-vlan

Onucanve src-vlan-list: ykasbiBaeT knneHta VLAN.

napameTpos dest-vlan: ykasbiBaeT cepeucHyto VLAN, To ectb VLAN, B KoTopou
pacrnonoxeHa cetb SP

KomaHaHbIn Pexxum koHdurypaumm nHtepderica

pexum

PykosoacTteo no

Mcnonb3ynte aTy KomaHgy onga Hactpouvku conoctasneHms VLAN 1:1 Bo

NCNONb30BaHUIO | BXOASALLEM HarpasneHuu
KomaHpa vlan-mapping-out vlan src-vlan remark dest-vian
Onuncanwne src-vlan: ykasbiBaeT cepsucHyto VLAN, T. e. VLAN, B KOTOpoOM pacnonoxeHa
napamMeTpoB ceTb SP.
dest-vlan: ykasbiBaeT knmeHTckyto VLAN
KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexum

PykoBoacTBo no
NCMNOMb30BaHUIO

Wcnonb3ynte aTy koMaHay ANS HacTpouvku conoctaBreHms VLAN 1:1 B
ncxogsawem HanpasneHum

13.5.4.4. NMpoBepka

o [lpoBepbTe, 4TO conoctasrieHe VLAN HacTpoeHo NpaBurbHO.

e 3anyctute komaHgy show interfaces[ intf-id ] vlan-mapping, 4Tto6bl 0TO6pa3nTbL
conocrtasneHne VLAN.
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13.5.4.
BH

5. NMpumep KoHdUrypauumu

eapeHue arperaumm VLAN ana pas3nnyHbIX CepBUCOB NOCpPeaACTBOM

conocrtasneHus VLAN
Cuenapun:

PC

L= VLAN 10

OomawHui wnos 1

VLAN 11

VLAN 10 <=> VLAN 100
VLAN 11 <—> VLAN 101
VLAN 12 <—> VLAN 102

VLAN 100, 200 <—> VLAN 1000
VLAN 101, 201 <-> VLAN 1001
VLAN 102, 202 <-> VLAN 1002

VLAN 12

..

Gi 01 Gi 0/1
KommyTaTop KommyTatop
Ha aTaxe B Kamnyce

VLAN 10 <—> VLAN 200

VLAN 10
VLAN 11 <=> VLAN 201

VLAN 12 <-> VLAN 202

VLAN 11

JomawHui wnos 2

VLAN 12 DHCP-cepsep

PucyHok 13-13.

Larun

HaCTPOWKM

HacTtponte gomalwHui w03 1 n goMallHURA W3 2.

War 1. Ha gomaluHux wnto3ax HactponTte ucxogHoele cet VLAN ans pasnnyHbix
CEpPBUCOB.

QTECH#configure terminal

BeeguTte KkomaHabl KOHUrypaLmm, no ogHoun B ctpoke. KoHew, ¢ CNTL/Z.
QTECH(config)#vlan range 10-12
QTECH(config-vlan-range)#exit

LWar 2. Hactponte atpubyTbl nopToB, noakmntodeHHbix K K, IPTV un VolP.
Mpegnonoxum, 4To nogkntodeHsl noptol Gi 0/2, Gi 0/3 u Gi 0/4
COOTBETCTBEHHO.

QTECH(config)#interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)#switchport access vlan 10
QTECH(config-if-GigabitEthernet 0/2)#exit

@ QTECH
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QTECH(config)#interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)#switchport access vlan 11
QTECH(config-if-GigabitEthernet 0/3)#exit
QTECH(config)#interface gigabitEthernet 0/4
QTECH(config-if-GigabitEthernet 0/4)#switchport access vlan 12
QTECH(config-if-GigabitEthernet 0/4)#exit

LWar 3. Hactponte Uplink-nopt.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#switchport mode uplink

e Hactponte KommyTaTOop Ha 3Taxe C MOMUTMKAMKU COMOCTaBeHUA
VLAN 1:1.

War 1. Ha gomawHux wnio3ax Hactpoute ucxogHble cetn VLAN nu
conocTtaBneHHble ceT VLAN ons pasnuyHbiX CEpBUCOB.

QTECH#configure terminal
BeeguTte koMaHabl KOHUrypaLmm, no ogHou B ctpoke. KoHew, ¢ CNTL/Z.

QTECH(config)#vlan range 10-12

QTECH(config-vlan-range)#exit

QTECH(config)#vlan range 100-102

QTECH(config-vlan-range)#exit

QTECH(config)#vlan range 200-202

QTECH(config-vlan-range)#exit

War 2. Ha Downlink-nopTy AgomawHero wno3a 1 HacTponTe MNOMUTUKK
conocTtaBneHus VLAN 1:1 ans Bxogswero n UCXogsiLlero HanpaenieHni.

QTECH(config)#interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)#switchport mode uplink
QTECH(config-if-GigabitEthernet 0/2)#vlan-mapping-in vlan 10 remark 100
QTECH(config-if-GigabitEthernet 0/2)#vlan-mapping-in vlan 11 remark 101
QTECH(config-if-GigabitEthernet 0/2)#vlan-mapping-in vlan 12 remark 102
QTECH(config-if-GigabitEthernet 0/2)#vlan-mapping-out vlan 100 remark 10
QTECH(config-if-GigabitEthernet 0/2)#vlan-mapping-out vlan 101 remark 11
QTECH(config-if-GigabitEthernet 0/2)#vlan-mapping-out vlan 102 remark 12

War 3. Ha Downlink-nopTy QomawiHero wn3a 2 HacTpouTe MNONUTUKN
conocTtaBneHus VLAN 1:1 ans Bxogswero n UCXogsiLlero HanpaenieHni.

QTECH(config)#interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)#switchport mode uplink
QTECH(config-if-GigabitEthernet 0/3)#vlan-mapping-in vlan 10 remark 200
QTECH(config-if-GigabitEthernet 0/3)#vlan-mapping-in vlan 11 remark 201
QTECH(config-if-GigabitEthernet 0/3)#vlan-mapping-in vlan 12 remark 202
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QTECH(config-if-GigabitEthernet 0/3)#vlan-mapping-out vlan 200 remark 10

QTECH(config-if-GigabitEthernet 0/3)#vlan-mapping-out vlan 201 remark 11

QTECH(config-if-GigabitEthernet 0/3)#vlan-mapping-out vlan 202 remark 12
LWar 4. Hactponte Uplink-nopt.

QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-GigabitEthernet 0/1)#switchport mode uplink

Mpoeepka | OTobpasute nonutukn conoctaBnedns VLAN 1:1, HacCTpOeHHble Ha
KOMMYyTaTope 3Taxa.

QTECH#show interfaces vlan-mapping

Ports type Status Service-Vlan  Customer-Vlan-list
Gi0/2 in active 100 10
Gi0/2 in active 101 1
Gi0/2 in active 102 12
Gi0/2 out active 100 10
Gi0/2 out active 101 1
Gi0/2 out active 102 12
Gi0/3 in active 200 10
Gi0/3 in active 201 1
Gi0o/3 in active 202 12
Gi0/3 out active 200 10
Gi0o/3  out active 201 1
Gi0o/3  out active 202 12

13.5.5. Hactpownka TPID
13.5.5.1. AcphekT KoHDuUrypaumm

Hactponte TPID’bl B Terax Ha ceTeBbIX YCTponcTBax SP, 4ToObl peann3oBaTb COBMECTMMOCTb
c TPID.

13.5.5.2. NpumeyvaHusn

Ecnn PE nogkrntoyeH K CTOPOHHEMY KOMMyTaTopy, Ha koTopom TPID He paBeH 0x8100, Bam
Heobxoaumo HacTpouTtb TPID Ha nopTy PE, NOAKNIOYEHHOro K CTOPOHHEMY KOMMYTaTopy.

NMPUMEYAHUE: He yctaHasnueante gns TPID nwoboe n3 cnegyowmx 3HaveHun: 0x0806
(ARP), 0x0200 (PUP), 0x8035 (RARP), 0x0800 (IP), 0x86DD (IPv6), 0x8863/0x8864 (PPPOE),
0x8847/0x8848 (MPLS). , 0x8137 (IPX/SPX), 0x8000 (IS-1S), 0x8809 (LACP), 0x888E (802.1X),
0x88A7 (knactepbl) 1 0x0789 (3apesepsuposaHo QTECH Networks).
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13.5.5.3. lLlarn HacTpounku

e Ecnu PE nogkrtoyeH K CTOPOHHEMY KOMMYyTaTopy, Ha koTopoM TPID He paseH 0x8100,
Bam Heobxogmmo HacTpouTb TPID Ha nopty PE, NOAKMHOYEHHOrO K CTOPOHHEMY
KOMMyTaTopy.

e TPID MOXHO HacTpoOUTb B pexuMme KoHdurypaumm uHTepdenca 1M B pexume
rnobanbHOM KOH(urypauuu. B cnegyowem npumepe UCNONb3YETCH  PEXUM
KOHcpurypauum nHtepdgenca.

HacTtponte komaHay frame-tag tpid 0x9100 B pexume koHdUrypauum nHtepdenca, 4Tobol
nameHuTb TPID Ha 0x9100.

KomaHga frame-tag tpid tpid
Onuncanue tpid: ykasbiBaeT HoBoe 3HadeHne TPID
napameTpoB

Mo ymonyaHuto | 3HayeHue TPID no ymonyaHuio — 0x8100

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

Pykosoacteo no | Ecnn PE nogkntoyeH K CTOPOHHEMY KOMMYyTaTopy, Ha kotopoMm TPID He
ncnonb3oBaHuto | 0x8100, wucnonb3ynte aTy Komawgy Ans Hactpouku TPID Ha noprty,
NOOKIMHOYEHHOM K CTOPOHHEMY KOMMYTaTopy

13.5.5.4. NpoBepka

MNpoBepbTe, HacTpoeH nu TPID.

13.5.5.5. NMpumep KoHpUrypaumm
Hactpownka TPID Ha nopTty

LWarn Hactponte TPID Ha nopty.
HacTpoukn QTECH(config)# interface gigabitethernet 0/1
QTECH(config-if)# frame-tag tpid 9100

MpoBepka | OToGpaxeHne TPID Ha nopTy.
QTECH# show frame-tag tpid interfaces gigabitethernet 0/1
Port tpid

Gi0/1 0x9100

13.5.6. HacTtpouka pennukaumm MAC-agpecoB

13.5.6.1. AcpheKkT KoHDUrypaumm

o Pennuumpynte AuHaAMUYECKUMI agpec, MOMNyYeHHbI Ha nopTy, M3 ogHom VLAN B
Apyryto.
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e V3berante naBMHHOM paccbifikM nNakeToB (dnyda), Korga NoTokn Tpaduka CepBMCOB
pasgeneHbl ¢ nomoLubto cnnckos ACL Ha ocHoBe MAC-aapecos.

13.5.6.2. NMNpumeyaHusn

NMPUMEYAHUE: nocne oTknoyeHus pennukaumm MAC-agpecoB cuctema yaanut Bce
nay4yeHHole 3anncm MAC-agpecos 13 VLAN HasHa4vyeHus.

NMPUMEYAHMUE: pennukauna MAC-agpeca MOXeT ObiTb HAacTpoeHa Afis nopTa TOMbKO OAWH
pas. Ecnu BaM Hy>XHO M3MEHUTb KOHpUrypauuio, yaanute TEKYLLYIO KOHUrypaLumo U HacTponTe
ee 3aHOoBO.

NMPUMEYAHUE: pennukauuio MAC-agpecoB VLAN Henb3d wucnornb3oBatb BMecTe C
COBMeCTHbIM ucnosnb3oBaHneM VLAN, a MAC-agpeca Henb3s pennmuupoBaTh B JMHaMU4eckne
VLAN.

NMPUMEYAHMUE: Ha kaxxgom nopTy MOXHO HacTpouTb 40 BocbMu ueneBbix VLAN. Pennukauua
MAC-agpeca BCcTynaeT B cuny, Aaxe ecrnv nopT He NpuHagnexuT ykasaHHon ueneson VLAN.

NMPUMEYAHUE: pennukaums MAC-agpecoB He MOXeT OblTb HAcTpOeHa Ha nopTax XocTa u
Hepa3bopuMBbLIX NopTax, NopTax MOHUTOPWMHra M MNOpTax C BKMOYEHHOW 06Ge30MacHOCTbIO
noptos/802.1X.

NMPUMEYAHUE: pennuumpoBaTh MOXHO TOSBKO AMHaAMUYECKne agpeca. Pennvkauunsa agpecos
OTKNtovaeTcs, korga Tabnuua agpecoB 3anonHeHa. Ecnv ucxogHble agpeca yxe CyLlecTBytoT
[0 BKNIOYEHUN pennuvkaumm, cooteeTcTByowme MAC-agpeca He 6yayT pennnmunpoBaHbl.

NMPUMEYAHUE: pennuumpoBaHHble agpeca WMelT 0Goree BLICOKUMI NPUOPUTET, YeEM
AVHaMU4yeckne agpeca, Ho uMetoT 6onee HU3KUIN NPUOPUTET, YEM ApYrue TUMbl aapecoB.

NMPUMEYAHUE: koroa MAC-agpec yctapeBaeT, pennuumpoBaHHbin MAC-agpec Takke
yctapeBaeT. [lpu ypaneHum MAC-agpeca pennuuupoBaHHbIi agpec OyaeTt yaaned
aBTOMaTUYeCKu.

MPUMEYAHMUE: ropsiiee pesepBHOE KOMUPOBaHWE He noggepxuBaeTcs. [locne OCHOBHOro/
BTOPUYHOIO MEPEKITIOYEHUS peKOMEHAYeTCs OTKMUYMTL pennukaumto MAC-agpecos, a 3aTtem
CHOBa BKITHOUYUTD €e.

NMPUMEYAHUE: 3anmcu  MAC-agpecoB, NOJfydeHHble  MOCPEACTBOM  pensivkauum
MAC-agpecoB, Hemnb3sa yaanuTb Bpy4YHyto. Ecnu Bam HYXXHO yaanuTb 9TK 3anucu, OTKNoYnUTe
pennukauuto MAC-agpecos.

13.5.6.3. lLlarn HacTpounku

e HacTtpoiika pennukauno MAC-agpecos.

e BbinonHute 3Ty HacTpomnky, 4tobbl pennuuupoBate MAC-agpeca u3 ogHon VLAN B
ApYryto, 4ToObl n3bexatb hnyanHra.

e 3anyctute KomaHay mac-address-mapping <1-8> source-vlan src-vian-list
destination-vlan dst-vlan-id Ha marncTpanbHOM NOPTY, YTOObLI BKMOUYUTL penmKaumio
MAC-agpeca. src-vlan-list n dst-vlan-id ykaseiBatoT guanasoH VLAN.

KomaHpa mac-address-mapping x source-vlan src-vlan-list destination-vlian dst-
vlan-id
Onucanuve X: yKasblBaeT Homep uHaekca ana pennvkauun MAC-agpeca. 3HayeHue
napameTpoB konebnetca ot 1 oo 8.
src-vlan-list: ykasbiBaeT cnmcok ncxogHboix VLAN.
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dst-vlan-id: ykasbiBaeT cnucok uenesbix VLAN

Mo ymonyanuio | Mo ymonyaHuto pennukaums MAC-agpecoB oTKIIoYeHa

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

13.5.6.4. NpoBepka
MpoBepbTe, pennuumpoBaH nu MAC-agpec ykasaHHon VLAN B apyryto VLAN.

13.5.6.5. Npumep HacTpOUKu
HacTtpowka pennukauun MAC-agpecoB

LWarn Hactponte pennukauuto MAC-agpecos.
HacTpounkn QTECH(config)# interface gigabitethernet 0/1
QTECH(config-if)# switchport mode trunk

QTECH(config-if)#mac-address-mapping 1 source-vlan 1-3 destination-vlan 5

lMpoBepka o [IpoBepbTe, BAMSET NI KOHUIYpaLMs Ha NOPT.

e OrtnpaebTte naket u3 ucxogHon VLAN n npoBepbTe, pennvumpoBaH nu
ncxogHoin MAC-agpec naketa B LeneByto VLAN.

QTECH# show interfaces mac-address-mapping

Ports destination-VID Source-VID-list

13.5.6.6. PacnpocTpaHeHHble OWUNOKN
Cwm. «[1pumeyaHus».

13.5.7. Hactponka BHyTpeHHeW/BHELIHEeN MONMUTUKU MoaudMKauum Teros
VLAN

13.5.7.1. AcpheKkT KoHDUrypaumm

N3meHWTe BHELUHWE UNWN BHYTPEHHME TEMM B COOTBETCTBUM C (hakTUYeCKuMn TpeboBaHMSIMU K
ceTu.

13.5.7.2. NMpumeyaHus

NMPUMEYAHMUE: nonutuka QinQ Ha ocHoBe ACL-cnncka npeobnagaet Hag nonutukon QinQ Ha
ocHose nopta n C-TAG.

NMPUMEYAHUE: npun ypnaneHun ACL cooTBeTCTBylOLWas nonuvtuka OygeTr aBTOMaTU4ecku
yAaaneHa.

NMPUMEYAHUE: nonutukn moauduvkaumMm TeroB AEWCTBYHOT TONbKO Ha MopThbl JOCTyna,
MarncTpanbHble NopTbl, IMGpuaHble nopTol 1 Uplink-nopThbi.
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NMPUMEYAHUE: nonutnkn mogmdumkaumm TeroB B OCHOBHOM MCMOSb3YIOTCA ONA U3MEHEHUSA

BHYTPEHHUX N BHELWWHNUX TETOB B CE€TU SP.

NMPUMEYAHUE: ecnn nakeT cooTBETCTBYET ABYM Mnm Gonee nonutukam Selective QinQ Ha

ocHoBe ACL 6e3 npuopuTeTa, BbINOMHSAETCS TONbKO oAHa nonutuka. PekoMmeHayeTcsl ykasaTtb
npuopurer.

13.5.7.3. lLlarn HacTpounku

HacTtpoka nonutuku ansa mnameHeHusa umaeHtudukatopos VLAN BHeELUHUX
TeroB Ha OCHOBe BHYTPeHHUX Teros

OnunoHanbHo.

BbinonHuTe 3Ty HACTPOWKY, YTOObI M3MEHUTb naeHTudgukaTopbl VLAN BHELUHMX TErOB
Ha ocHoBe uaeHTudukaTopoB VLAN BHYTPEHHUX TErOB.

Bbl MmoxeTe uaMeHuTb naeHtudumkatoposl VLAN BHELWHUX TEroB B MakeTax, KOTOpble
BXOOSAT B NMOPTbI 4OCTyNa, MarnctpanbHble NopThl, rmbpungHble nopTbl 1 Uplink-nopThl,
Ha ocHoBe uaeHTugukaTopoB VLAN BHYTPEHHUX TETOB B 3TUX NakeTax.

KomaHpa dotlq relay-vid VID translate inner-vid v_list
Onuncanue VID: yka3blBaeT naMeHeHHbIn ngeHtudmkatop VLAN BHelwHero Tera.
napameTpoB

v_list: ykasbiBaeT ngeHtudmnkatop VLAN BHYTpeHHero tera

Mo ymonyaHmio | Mo ymonyaHuio NonmTuka He HacTpoeHa

KomaHaHbIn Pexxum koHGurypaumm nHtepderica
peXxnm

HacTtpoka nonutuku ans mnameHeHus maeHtudukatopoB VLAN BHeELIHUX
TeroB Ha ocHoBe naeHTudpukatopos VLAN BHEWHNX N BHYTPEHHUX TeroB

OnumoHanbHo.

BbINoONHUTE 3Ty HACTPONKY, YTOOLI M3MeHUTb naeHTudukaTopbl VLAN BHELUHUX TEroB
Ha ocHoBe uaeHTugukaTopoB VLAN BHYTPEHHUX U BHELLHUX TErOB.

Bbl MmoxeTe nameHuTb naeHtndukatopbl VLAN BHEWHMX TEroB B nakeTax, KoTopble
BXOAAT B NOPTbl AOCTyNa, MaructpanbHble NopTbl, rMbpuaHblie noptel 1 Uplink-nopThl,
Ha ocHoBe naeHTngukatopoB VLAN BHYTPEHHUX M BHELLHUX TErOB B 3TUX NakeTax.

KomaHpa dotlg new-outer-vlan new-vid translate old-outer-vlan vid inner-vlian
v_list

Onucanve new-vid: ykasbiBaeT nameHeHHbI ngeHtudgukatop VLAN BHelwlHero Tera.

napameTpoB

vid: ykasbiBaeT ucxogHoinn naeHtudukatop VLAN BHellHero Tera.
v_list: ykasbiBaeT ngeHtndmkatop VLAN BHyTpeHHero Tera

Mo ymonyaHuio | o ymonyaHuio nonuTuka He HacTpoeHa

KomaHnaHbIv Pexnm koHdurypaumm nitepderica
pexum
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HacTtpoka nonutuku pnsa mnameHeHus mpaeHtudukatopoB VLAN BHeELIHUX
TeroB Ha OCHOBE BHELUHUX Teros

OnuvoHanbHo.

BbInonHuTe 3Ty HACTPONKY, YTOOLI M3MEHUTb ngeHTudunkaTopbl VLAN BHELIHNX TErOB
Ha ocHOBe aTux ngeHTudgukatopos VLAN.

Bbl MOXeTe naMeHuTb nageHtudunkatopol VLAN BHELWHUX TEroB B MakeTax, KOTopble
BXOAAT B MOPTbI AOCTYNa, MarucTpanbHble nopThl, rmbpuaHblie nopTtel 1 Uplink-nopTbl

Ha ocHoBe aTnx naeHTudgmkatopos VLAN.

KomaHga dotlq relay-vid VID translate local-vid v_list
Onucanve VID: yka3biBaeT nsameHeHHbIn naeHtndgukatop VLAN BHelwHero Tera.
napameTpoBs

v_list: ykasbiBaeT ncxogHoi naeHtudmkatop VLAN BHeLLHero Tera

Mo ymonyanuio

Mo yMOsn4aHuio NoJINTUKa He HaCcTpoeHa

KomaHgHbIn
peXmm

Pexnm koHdurypaumm nHtepdenca

Hactponka nonutukmn ans nameHeHnsa naeHtudukatopoB VLAN BHYTPEHHUX
TeroB Ha ocHoBe cnuckoB ACL

e  OnuyuoHanbHo.

e  Bbl MOXeTe nameHnTb ngeHtTudmnkatopbl VLAN BHYTPEHHUX TEFOB B NakeTax, KOTopble
BbIXOAAT M3 MNOPTOB AOCTyMNa, MarnctpasrbHbIX MNOPTOB, MOPUOHBLIX MOPTOB MU
Uplink-nopToB, Ha OCHOBE COAEPXUMOrO nakeTa.

e [pexae Yyem HacTpamBaTb TaKyo NONUTKKY, HacTponTe ACL.

KomaHga traffic-redirect access-group acl inner-vlan vid out
Onucanve acl: ykasbiBaet ACL.
napameTpoB

vid: ykasbiBaeT nameHeHHbln ngeHtndukatop VLAN BHyTpeHHero Tera

Mo ymonyanuio

Mo yMOsn4aH1o NOJINTUKa HE HacTpoeHa

KomaHgHbIn
peXmm

Pexxum koHdurypaumm nHtepderica

Hactponka nonutuku Ana usmMeHeHus uaeHtudpukatopoB VLAN BHeWHUX
TeroB Ha ocHoBe cnuckoB ACL

e  OnumoHanbHo.

o Bbl MOXeTe namMeHuUTb naeHtugukatopol VLAN BHELIHUX TEroB B nakeTax, KOTopble
BbIXOOAT M3 MOPTOB [AOCTyMna, MarucTpasnbHbIX MOPTOB, MOPMAHBIX MNOPTOB MU
Uplink-nopToB, Ha OCHOBe COAEPXUMOro nakeTa.

o [lpexne yem HacTpamBaTb TaKyt NONUTUKY, HacTponTe ACL.
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KomaHpa traffic-redirect access-group acl outer-vlan vid in
Onuncanwne acl: ykasbiBaeT ACL.
napameTpoB

vid: yka3biBaeT nsmeHeHHbI naeHtudgukatop VLAN BHellHero Tera

Mo ymonyaxumio | Mo ymonyaHuio nonmTuka He HacTpoeHa

KomaHgHbIn
pexunm

Pexxnum koHgurypaumm nHtepderica

13.5.7.4. NpoBepkKa

MpoBepbTe, AEWCTBYET N KOHUIypaumus 1 M3MeHsieT N1 NoOpPT Tern B NOMYyYEeHHbIX NakeTax Ha
OCHOBE MONUTUKN.

13.5.7.5. Npumep KoHcpUrypaumm

HacTtpoka nonutuku ansa mnameHeHusa wmaeHtudukatopoB VLAN BHeELIHUX
TeroB Ha OCHOBe BHELUHUX Teros

LWarn e HactponTte nonutukn mogmdurkaumm BHYTPEHHUX/BHELWIHNX TEroB Ans
HaCTPOWKM nopTa B COOTBETCTBMM C DaAKTUYECKMMIN TPeOOBaHNSIMU K CETH.
e B cnegywowem npvMmepe nokasaHo, Kak M3MEeHUTb uaeHTUduKaTopbl
VLAN BHewHMX TeroB Ha oOcHoBe BHewHuMx TeroB u ACL
COOTBETCTBEHHO. [JONONHUTENbHbIE CBEAEHMS O APYTNX MOSIUTUKAX CM.
B ONUCaHUN BbILLIE.
e HactponTe nonutuky ansa nameHeHms teros BHewHen VLAN Ha ocHoBe
TeroB BHelHen VLAN.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# switchport mode trunk
QTECH(config-if)# dotlq relay-vid 100 translate local-vid 10-20
e HactpouTe nonutuky ana nsmeHeHns sHewHux teros VLAN Ha ocHoBe
cnmckoB ACL.
QTECH# configure terminal
QTECH(config)# ip access-list standard 2
QTECH(config-acl-std)# permit host 1.1.1.1
QTECH(config-acl-std)# exit
QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if)# switchport mode trunk
QTECH(config-if)# traffic-redirect access-group 2 outer-vlan 3 in
MpoBepka o [lpoBepbTe, BNUSAET NIM KOHUIypaLms Ha NopT.
o [lpoBepbTe, n3meHseT N nopT naeHTudukatTopbl VLAN BHELLHMX TEros
B MOJTy4YEHHbIX NakeTax Ha OCHOBE HACTPOEHHOW NONUTUKMN
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13.5.8. Hactponka conoctaBrieHUss MNPUOPUTETOB U  pennuKauum
npuopuUTeToB

13.5.8.1. AcpheKkT KoHduUrypaumm

e Ecnn cetb SP npepoctaBnser nonutuky QOS Ha ocHoBe nons User Priority
BHYTPEHHErO Tera, HaCTPoOMTE pennmKaumio NPUOPUTETOB, YTOObI NPUMEHUTE NOMNUTUKY
QO0S Kk BHeLWHeMy Tery.

e Ecnu cetb SP npepoctasnseTr nonutnky QoS, ocHoBaHHyt0 Ha none User Priority
BHYTPEHHEro Tera, HacTpoWTe COMOCTaBfeHne NPUopmUTEeTOoB, YTOBbLI MPUMEHUTL None
User Priority, npegoctaBneHHoe ceTbio SP, K BHELLHEMY Tery.

13.5.8.2. NMNpumeyaHusn

NMPUMEYAHUE: TONbKO TYHHENbHbIA MOPT MOXHO HACTPOWUTb C pennukaumen npuopuTeTos,
KOTOpbIV MeeT 6onee BbICOKUI NPUOPUTET, YEM LOBEPEHHbIN QOS, HO 6onee HN3kMN, Yem QoS
Ha ocHoBe ACL.

NPUMEMAHMUE: pennukaums npuoputeToB WU COMOCTaBEHWE MPUOPUTETOB HE MOryT ObITb
OAHOBPEMEHHO BKITHOMEHbI HA OOHOM MOPTY.

NMPUMEYAHUE: TOnMbKko pAns TYHHENbHOro nopta MOXHO HacTpPOUTb COMOCTaBrEHNE
npuopmuTeTOoB, KOTOpPOEe NpeobnaaaeT Hag QoS.

NMPUMEYAHWUE: koHurypaumnsa conoctaBneHns NpUopuUTETOB He BCTYNAET B CUNY, ECNU PEXUM
AOBEpUA He HaCTpoeH (HUKOMY He [OBEpSieT) UMM pexum O0Bepus He COOTBeTCTByeT
COMOCTaBNEHUIO NPUOPUTETOB.

13.5.8.3. lLlarn HacTpounku
° Tonbko ana TyHHEeINbHOro nopta MOXHO HaCTpOUTb COnocTaBlieHne npnopuTeToB Unmn
pennmkauuio NnpuopuTeToB.

e HacTponTe pennukaumio NpUopuTeTOB AN NPUMEHEHUS BHYTPEHHEN NONUTUKN QOS Ha
OCHOBE TeroB, NpeaocTaBnsieMon ceTbio SP.

e HacTtponte conocTtaBneHne npuopuTeToB, 4YTOObI HacTpouTb none User Priority
BHewHero Tera VLAN Ha OCHOBE BHYTPEHHErO Tera 1 rmbko NpUMeHnTb NonnuTuky QoS.

e YTOObI BKNIOYUTL pennukaumio NnpuopuTeToB, 3anycTute KoMaHay inner-priority-trust
enable Ha TyHHENbHOM MOPTY.

e  YTOObl BKNIOYMTL COMOCTaBMEHWE MPUMOPUTETOB, 3anyctute komangy dotlg-Tunnel
cos inner-cos-value remark-cos outer-cos-value Ha TyHHENbHOM MOPTY.

inner-cos-value n outer-cos-value HaxoaaTcsa B gnanasoHe ot 0 oo 7.

NMPUMEYAHMUE: ecnu conocTtaBrieHne NpuopuTeToB HE HACTPOEHO, UCMONb3YeTCA cneaytollee
cornocTaBneHne NpuopuTETOB:

inner pri o 1 2 3 4 5 6 7

outer pri o 1 2 3 4 5 6 7

PucyHok 13-14.
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KomaHpa inner-priority-trust enable

Mo ymonyaHuio | Mo ymonyaHuio pennukaums NpuopuTeToB OTKIHOYEHA

KomaHaHbIn Pexxum koHurypaumm nHtepderica

pexum

KomaHga dotlg-Tunnel cos inner-cos-value remark-cos outer-cos-value
Onuncanwne inner-cos-value: ykasbiBaeT 3HadeHne CoS BHYTPEHHErO Tera.
napameTpoB

outer-cos-value: ykasbiBaeT 3HadeHne CoS BHELUHEro Tera

Mo ymonyaHuio | Mo ymonyaHuio conocTaBieHne NpYopUTETOB OTKITIOYEHO

KomaHaHbIn Pexxnum koHdurypaumm nHtepderica
pexnm

13.5.8.4. NpoBepka

3anyctute komangy show inner-priority-trust interfaces type intf-id n komaHgy show
interfaces type intf-id remark, 4ToObl NpoBEpUTL, 4EUCTBYET NN COMOCTABIIEHNE NPUOPUTETOB
NN pennuKaunsa NpuopmuTeETOB.

13.5.8.5. NMpumep KoHcpUrypaumm

HaCTpOﬁKa conocTtaBlieHnsa npuopuTeToB U pennukaummn npnopmuTeToB

Larn e UYTtoObl  cOXpaHWTb  npuopuTeT  nNaketa, BaM  HeobxoguMmo
HaCTPOWKM pennMuMpoBaTb NPUOPUTET BHYTPEHHErO Tera B NakeTe Ha BHELLUHUI Ter
Ha TYHHENbHOM MOopPTY.

e Yr06bl rMBKO YNpPaBnATb NPUOPUTETOM NaKETOB HA TYHHENbHOM NOPTY,
Bbl MOXeTe [00aBnsTb K MakeTam BHEWHME Term C  pasHbiMU
npuoputTeTaMmm Ha OCHOBE NPUOPUTETOB BHYTPEHHUX TErOB B NakeTax.

HacTponTe pennukauuio npuopuTeTos.
QTECH(config)# interface gigabitethernet 0/1
QTECH(config-if)#mls qos trust cos
QTECH(config-if)# inner-priority-trust enable
QTECH(config)# end

HacTtponTe conocTtaBneHne NnpuopuTeToB.
QTECH(config)# interface gigabitethernet 0/2
QTECH(config-if)#dotlq-Tunnel cos 3 remark-cos 5

MpoBepka | OTOGpaxeHWe KOHUrypaLmm npyuopuTeTa nopra.
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MpoBepbTe, BKMOYEHa NN pennmKaLmvio NPUoOpUTETOB HA TYHHENIbHOM MOPTY.

QTECH# show inner-priority-trust interfaces gigabitethernet 0/1

Port inner-priority-trust

Gi0/1 enable

OTobGpaxeHne conocTaBneHns NPUOPUTETOB, HACTPOEHHOTO ANSA TYHHESbHOro
nopra.

QTECH# show interfaces gigabitethernet 0/1 remark

Ports Type From value To value

13.5.8.6. PacnpocTpaHeHHble OWnOKu
Cm. «[lpumeyaHus».

13.5.9. Hactpo#ka npo3pa4yHoun nepenavm ypoBHs 2

13.5.9.1. cphekT KoHDUrypaumm

I'Iepep,aBaVlTe nakeTbl 2-ro YPOBHA NpOo3payHO, HE BIINAA Ha CETb SP u ceTb KnueHTa.

13.5.9.2. NpumeyaHusn

NMPUMEYAHMUE: ecnu npotokon STP He BKMOYEH, HEOBXOANMO BbINOMHUTL KOMaHAy bridge-
frame forwarding protocol bpdu, 4To6bI BkNOUMTL Npo3payvHyto nepegadvy STP.

NMPUMEYAHUE: npospayHas nepefdada, BKAYEHHAs ANs NopTa, BCTynaeT B CUMY TOMbKO
rnocrne TOro, Kak oHa GyageTt BkmtoveHa rnobanbHo. Koraa Ha nopTte AencTByeT npo3padHas
nepegaya, NopT He y4acTBYeT B BbIYMCIIEHMM COOTBETCTBYLlEro npoTtokona. Ecnu nopt
norydaeTr  naker, MAC-agpec  HasHayeHus  KOTOpPOro  SABMSETCH  cneumarnbHbIM
broadcast-agpecom, oH onpeenseT, YTo NpousoLna ceTeBas ownbka, n otbpacsiBaeT naker.

13.5.9.3. lLlarn HacTpounku

HacTpounka npo3payHon nepepaum STP
e (Ob6s3aTenbHO, eCNKU BaM HYXXHO Npo3padHo nepedaeatb nakeTbl BPDU yepes STP.

e Bknounte npospayHyto nepegadyy STP B pexume rnobanbHON KoHUrypauum wu
pexxmume KoHdurypaumm nHrtepdeinca.

e 3anyctute komaHay l|2protocol-tunnel stp B pexvume rnobanbHOM KOHUrypauum,
YTOObI BKMIOYMTL NPO3padvHyto nepedavy STP.

e 3anyctute komaHay I|2protocol-tunnel stp enable B pexume KoHdUrypauum
nHTepdenca, 4Tobbl BKIIOUNMTL NPO3padHyto nepegady STP.

KomaHpa I2protocol-tunnel stp

Mo ymonuyanuio | Mo ymonyaHuio npo3payHad nepegava STP oTknoyeHa
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KomaHaHbIn Pexnm rmobanbHon KoHdUrypaumm
pexum
KomaHpa I2protocol-tunnel stp enable

Mo ymonyaHuio

Mo ymonyaHuio npo3padHada nepegava STP oTknoyeHa

KomaHaHbIn
pexnm

Pexnm koHdurypaumm nHtepdenca

HacTtpouka npo3payHon nepega4um GVRP
e (ObGsi3aTenbHO, eCnKn Bam HYXXHO NMpo3padHo nepedaeartb naketol GVRP.

e Bkntounte npospavHyto nepegady GVRP B pexume rnobanbHOW KOHurypauum um
pexxmume KoHdurypaumm nHrtepdeinca.

e 3anyctute KomaHgy l2protocol-tunnel gvrp B pexume rnobdanbHOM KOHUrypaumm,
4YTOObI BKMNOYNTL Npo3padHyto nepegadvy GVRP.

e 3anyctute «komaHgy |2protocol-tunnel gvrp enable B pexume HacCTpPOWMKK
nHTEepdenca, YTobbl BKNIOYMTL Npo3padvHyto nepeaadvyy GVRP.
KomaHpa I2protocol-tunnel gvrp
Mo ymonuanuio | Mo ymonyaHumio npo3spadHad nepegava GVRP oTkntoveHa
KomaHaHbIn Pexwnm rmobanbHon KoHdUrypaumm
pexXunm
KomaHga I2protocol-tunnel gvrp enable
Mo ymonyanuio | Mo ymonyaHuio npo3payHas nepegadya GVRP oTkntoyeHa
KomaHaHbIn Pexxum koHdurypaumm nHtepderica
pexXunm
HacTtpowka npo3payHoro agpeca nepegayu
e  OnuyuoHanbHo.
e HacTpoiTe Npo3padHbIin agpec nepenadun.
KomaHga I2protocol-tunnel { stp | gvrp } tunnel-dmac mac-address
Onucanuve mac-address: ykasblBaeT ajpec, WCnorb3yembln And Mnpo3payHon
napameTpoB nepegadn NakeTos

Mo ymonuyaHuio

Mo ymonuaHuto nepsble Tpyu OanTa Npo3pavyHOro agpeca nepegavv —
01d0f8, a nocnegHune Tpu 6amta — 000005 n 000006 ana STP n GVTP
COOTBETCTBEHHO

(@ arecy
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KomaHaHbIn Pexxum koHgurypaumm nHtepderica
pexum

Pykosogcteo no | MIPUMEYMAHUE: nna STP goctynHel cneaytowmne agpeca: 01d0.f800.0005,
ncnonb3oBaHmio | 011a.a900.0005, 010f.e200.0003, 0100.0ccd.cdd0, 0100.0ccd.cdd1 wu
0100.0ccd.cdd2. Ona GVRP poctynHbl  cnegywwme — agpeca:
01d0.f800.0006 1 011a.a900.0006.

NMPUMEYAHUE: ecnn agpec npospadHon Mepegavym HE HaCTPOEH,
NCMomnb3yTCS HACTPOWKN MO YMOMYaHMUIO

13.5.9.4. NpoBepka

3anyctute KomaHgy show I2protocol-tunnel stp n komangy show [2protocol-tunnel gvrp,
4YTOObI NPOBEPUTL, NPABUITLHO NN HACTPOEH aapec NPO3padHOn nepeaayun.

13.5.9.5. NMNpumep KoHpUrypaumm

B cnepytolem npumepe nokasaHo, Kak HaCTPOUTb Npo3payvHyto nepedadvy STP.

Hactpowka npo3payHon nepegaum STP
Cuenapun:

CeTb nocraBsLyuKa CEPBUCOB

g Mpoeangep S1 MpoBaiigep S2‘.

*. .\ KnuenTa A1 knuenta A2 ) .-

CeTb KnueHTa

PucyHok 13-15.
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LWarn e Ha PE (Mpoeangep S1 u lNpoBangep S2) BKAOUMTE MPO3padHyro
HaCTPOWKM nepegadyy STP B pexume rnobanbHOW KOHUrypaumm u pexume

KOHpUrypaumm nHtepdgenca.

o [lpexae 4yeM BKMNOYMTL Npo3padHyto nepegadvy STP, skntounte STP B
pexume rnobanbHOW KOHdUrypaummn, 4tobbl KOMMYTaTopbl MOrMU
nepecbiniatb naketol STP

Mposaiidep | LWWar 1. Bkniounte STP.
1
S bridge-frame forwarding protocol bpdu
War 2. Hactporte VLAN ans npo3payHon nepegayu.
ProviderS1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ProviderSi(config)#vlan 200
ProviderS1(config-vlan)#exit
LWar 3. Bkntounte 6a3oBbin QiNQ Ha NopTy, NOAKMIOYEHHOM K CETU KINNEHTa, U
ncnonbaymnte VLAN 200 onsa TyHHENMpoBaHMS.
ProviderS1(config)#interface gigabitEthernet 0/1
ProviderSi(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
ProviderSi(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan
200
LWar 4. BknounTe npo3payHyto nepegadvy STP Ha nopTy, NOAKAOYEHHOM K CETU
KnuneHTa.
ProviderS1(config-if-GigabitEthernet 0/1)#12protocol-tunnel stp enable
ProviderSi(config-if-GigabitEthernet 0/1)#exit
LWar 5. Bkntounte npospavHyto nepegady STP B pexume rnobanbHom
KOHpurypauuu.
ProviderS1(config)#l2protocol-tunnel stp
LWar 6. Hactpornite Uplink-nopt.
ProviderSi(config)# interface gigabitEthernet 0/5
ProviderS1(config-if-GigabitEthernet 0/5)#switchport mode uplink
MpoBanoep | Hactponte lNpoBangep S2, BLINOMHMB TE Xe AENCTBUS
S2
MpoBepka LWar 1. NpoBepbTe, BKAOYEHaA NM npo3pavyHas nepepada STP B pexume
rnobanbHOM KOHGUrypauum n pexmme KoHdurypaumm nHtepdenca.
ProviderSl#show [2protocol-tunnel stp
L2protocol-tunnel: Stp Enable
GigabitEthernet 0/1 [2protocol-tunnel stp enable
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LWar 2. NpoBepbTe KOHPUIypaLMIO, MPOBEPUB:

e Twn nopta — dotlg-tunnel.

e VLAN c BHewHnm Terom cornacyetcs ¢ Native VLAN 1 gpo6aBsnsaeTtcs B
cnvcok VLAN TyHHernbHOro nopra.

e [lopT, KOoTOpPLIA 0OpalaeTcs k cetn SP, HacTpoeH kak nopT Uplink.
ProviderS1#show running-config

interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200
[2protocol-tunnel stp enable

spanning-tree bpdufilter enable

|

interface GigabitEthernet 0/5

switchport mode uplink

13.5.9.6. PacnpocTpaHeHHble OWnOKKu

e  STP He BKto4eH B pexunme rnobanbHon KoHdurypauum.

e [lpo3payHas nepegada He BKMOYEHA B pexume rnobanbHOM KOHUrypauum n pexmve
KOHpUrypaumm nHtepdgenca.

13.6. MOHUTOPUHTI

13.6.1. OToGpaxeHue

Onucanne KomaHpa

Otobpaxaer, sBNsieTCs nun | show dotlg-tunnel [ interfaces intf-id ]
YKa3aHHbIA  MOPT  TYHHENbHbIM

nopTomM

OtobpaxaeT koHurypaumto | show interfaces dotlg-tunnel

TYHHENBbHOro nopTa

Otobpaxaer nonutukn Selective | show registration-table [ interfaces intf-id ]
QInQ Ha ocHoBe C-TAG pgns
TYHHENbHOro noprta

Otobpaxaer nonutukn Selective | show translation-table [ interfaces intf-id ]
QIinQ Ha ocHoBe C-TAG gnsa nopta
AoCcTyna, TpaHKOBOro nopTta unu
rmbpuaHoro nopta
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Onucanune KomaHpa

OtobpaxaeTt conoctaeneHme VLAN | show interfaces [ intf-id ] vlan-mapping
Ha nopTax

Otobpaxaer nonutukn Selective | show traffic-redirect [ interfaces intf-id ]
QinQ Ha ocHoBe ACL

OTtobpaxaet koHdurypaumo TPID | show frame-tag tpid interfaces [ intf-id ]
Ha nopTax

OTtobpaxaeT KoHcpurypauuio | show inner-priority-trust
pennukaumm NnpuopuTeToB

OtobpaxaeT KoHdurypauuio | show interface intf-name remark
COMNOCTaBMNeHNst NPUOPUTETOB

OtobpaxaeT KoHdurypauuio | show mac-address-mapping
pennukauun MAC-agpecos

OtobpaxaeT koHurypaumto | show I2protocol-tunnel { gvrp | stp }
npo3pa4vyHon nepenaym ypoBHs 2

13.6.2. OTnagka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI NPy BbIBOAE OTNag0uYHON MHGpopmaumun. MNoatomy
OTKNtoYanTe OTNaaKy cpasy nocre UCnonb30BaHUS.

Onucanune KomaHpa

Otnagka QinQ debug bridge ging
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14. ObLUAA MHOOPMALUA

14.1. NapaHTHsa n cepBUC

Mpouenypa n HeobGxoaumble AENCTBUSA MO BOMpOCaM rapaHTMM onmcaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 0OCNYXMBAHUEY.

O3HakoMnTbCA C MHOpMaLMen No Bonpocam TecTMpoBaHMs 0b6opyaoBaHMA MOXHO Ha canTe
QTECH B pasgene «[logaepxka» —> «B3aTb 060pyaoBaHMe Ha TECT».

Bkl MOXeTe HanucaTtb HanpAamyr B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOVI noyrte sc@gtech.ru.

14.2. TexHn4eckas nogaepxka

Ecnn Bam HeobGxoammo coAencTBue B BOMpOCcax, Kacawlmnxcd Hawero obopygoBaHus, TO
MOXEeTe BOCMNOMb30BaTbCA pas3ferioM TexHuyeckon nopaepxku nonb3oBatenen QTECH Ha
Hawem cante www.qtech.ru/support/.

TenedoH TexHudeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbii odumc +7 (495) 477-81-18

14.3. AneKkTpoHHas Bepcusi AOKYMeHTa
Hata ny6nukaumm 25.07.2025

https://files.qgtech.ru/upload/switchers/QSW-8113/QSW-
8113 ethernet_switching_config_guide.pdf
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