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PykoBogcTteo no Hactporike QSW-7600

HaCTpOVIKa CLI W

1. HACTPOMKA CLI
1.1. O630p

NHTepdenc komaHaHom ctpoku (CLI) — aTo TepMmuHan, ncnonb3yemoe Angd B3auMoaencTeus
TEKCTOBbIX KOMaHA Mexay nonb3oBaTensMuM u ceTeBbiMW ycTponcTBamu. B TepmuHane
NUHTepdenca KOMaHOHON CTPOKN MOXHO BBECTM KOMaHAbl ANS HACTPOWMKM CETEBbLIX YCTPOUCTB
W ynpasneHus UMN.

1.2. NMpumeHeHne

NMpumeHeHune OnucaHue

HacTtpowka ceteBbix | B TepMmuHane nHtepdenca kKomaHaHOM CTPOKN MOXHO BBECTU
YCTPOWCTB U yNpaBfieHne nMu | KoMmaHapl 4515 HAaCTPOMKM CeTeBbIX YCTPOWCTB M ynpaBrneHns
C MOMOLWIBbK  uHTepdenca | umm

KOMaHOHOW CTPOKM

1.2.1. HacTponka ceTeBbIX YCTPOMCTB WU ynpaBfieHWe UMU C MNOMOLLbIO
MHTepcenca KoMaHAHOU CTPOKU

1.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 1-1, nonb3oBaTenb nonyvaeT JOCTyn K CeTEBOMY YCTpPOMCTBY A C
nomowbto K 1M B TepmMuHane KOMaHOHOW CTPOKM BBOAWT KOMaHAbl AN HACTPOWMKM U
yrnpasrieHNs ceTeBbIM YCTPONCTBOM.

Al

-

>

PucyHok 1-1.

A — 3TO CeTeBOe YCTPOWCTBO, KOTOPbIM HEOOXOAMMO YNpPaBNSTh.

MK — 310 TepmuHan.

1.2.1.2. OnucaHue

Kak nokasaHo Ha PucyHke 1-2, nonb3oBaTenb ncnonb3yeT Secure CRT, yctaHoBneHHbIn Ha [1K,
OI1s1 yCTaHOBKWN COEOVHEHUS C CETEBLIM YCTPONCTBOM A, 1 OTKpbiBaeT TepMmnHan CLI ansa eeoga
KoMaHp, KoHdourypaumm.
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Hactporika Cl
[ Serial-CON1 — SecureCRT
File  Edit View Options  Transfer  Script  Tools  Help
WILUP woBBod SBE € &
| serial-com1

1.3. dyHKUUMN
1.3.1. O630p

QTECH »enable

QTECH #configure terminal
Enter configuration commands,
QTECH (config)#

one per line. End with CNTL/Z.

PucyHok 1-2.

PyHKLUMA

OnucaHue

HocTtyn K nHrepdency
KOMaHOHOW CTPOKU

[lns HAaCTpoOWKM 1 ynpaBneHUsi MOXXHO BOWTK B CETEBOE YCTPONCTBO

Pexvmbl komaHAa

WHTepderic komaHaHOM CTPOKM NPeaoCTaBNsAeT HECKOSbKO PEXMMOB
koMaHg. KomaHgbl, KOTOpble MOXHO MCMNOMNb30BaTh, PasnuyaloTCcs B
3aBMCMMOCTU OT PEXMMOB KOMaHA

CnpaBka no cucteme

CnpaBo4Hyo MHOPMaLMIO O CUCTEME MOXHO MOMy4YMTb BO BpeEMS
HaCTPOWKN MHTepenca KOMaHAHON CTPOKU

CokpalleHHble

Ecnn BBegeHHasa CcTpoka [fdocTaTodHa AN  maeHTMduKaumm

Mo yMmon4yaHuio 1 cobpoc
KOMaHabl

KOMaHObl yHI/IKaJ'IbHOI7I KOMaHAbl, BBOOAUTb MOJIHYIO CTPOKY KOMaHAbl HE HY>XXHO
MapameTpbl komaHzg | MoxHO ncnornb3oBaTb KOMaHAay Nno Angd OTKIHYeHUA q.)yHKLI,I/II/I nnn

BbINOMIHEHNST ~ onepauuu, NPOTMBOMOSIOXKHOM  KOMaHae, Wiv
ucrnonb3oBaTb napameTp default komaHgbl Ons BOCCTaHOBEHMS
HACTPOEK MO YyMOSYaHMIo

[Noackasku c
yKa3aHWeM HeBEepHbIX

KOMaHO

Mpn BBOOE HEBEpHOW KOoMaHAbl OToOpaxaeTcsi cooblieHne 06
owmnbke

XypHana

KomaHabl
loggin

Onsa oTobpaxeHus unM Bbi30Ba KOMaHA >KypHama MOXHO
ncnonb3oBaTh kKnaeuwm GbICTporo goctyna

N3ameHeHne dyHKUnIn

Cuctema npepocTtaBsnset
peaakTMpoBaHUS KOMaHA

KnaBuwwKM ObiCTpOro pgocTtyna Ans

@ §) QTECH

MWP [OOCTYNHEE

14




PykoBogcTteo no Hactporike QSW-7600

HaCTpOVIKa CLI W

DPyHKUUA OnucaHue

[Monck 1 cunetpaumsa | MoOXHO BbINOMHUTL KOMaHdy show ans novcka unm dunbTpauun

BblBOAA KOMaHAb! | yKa3aHHbIX KOMaHS,
show

Alias (nceBaooHuM) | MoxHO HacTpouTb alias komaHabl ANs 3aMeHbl KOMaHabl
KoMaHg

1.3.2. NocTyn K MHTepchency KomaHOHON CTPOKU

lMepen ncnonb3oBaHMeM MHTepdEca KOMaHOHOW CTPOKN HEOBX0AMMO NOAKIIOYUTL TEPMUHAN
unu MK k ceteBomy ycTponcTtsy. HTepdenc KomaHgHOW CTPOKN MOXHO MCMNOMb30BaTb NOCIe
3anycka CeTeBOro YCTPOMCTBA W 3aBepLleHNa WHUUmanuMsaumMm obopyaoBaHus, a Takke
nporpaMmmMmHoro obecneyeHus. Npu NepeBoM UCMNONb3OBaHUN CETEBOE YCTPONCTBO MOXET ObITh
NOAKMNIOYEHO TOMbKO 4Yepe3 KOHCOMbHLIM MOPT, KOTOPbIA Ha3blBAETCA BHEMNOMOCHLIM
ynpaeneHnem. lNocne BbINOSIHEHNS COOTBETCTBYIOLLLEN HACTPOMKM MOXHO NOAKMNIOYNTL CETEBOE
YCTPOWCTBO M yNpaBnsaTb UM Yepes Telnet.

1.3.3. PexxuMbl KomaHA

N3-3a 6onbLuoro konmyecTsa KoMaHpbl KrnaccuuuupyoTes no yHKUMAaM ana obneryeHns mnx
ncnonb3oBaHus. IHTepdenc komaHgHOW CTPOKM NpeaoCcTaBnsieT HECKONBbKO PEXMMOB KOMaH/,
N BCE KOMaHObl PErmcTpupytoTCs B OOHOM WITM HECKONbKMX KOMaHOHbIX pexumax. lNepen
ncnonb3oBaHveM KomaHabl Heo6XoaAMMO BOWTU B peXuM KomaHA. PasHble pexvmbl KoMaHg
CBsi3aHbl ApYr C APYroM, HO B TO Xe BpeMs 1 OTNnyarTcs Apyr oT Apyra.

Kak TonbKO HOBbI ceaHC OyaeT HacTPOEH C MOMOLLLID MHTepdenca ynpaBneHns ceTeBbiMU
yCTpOMCTBaMK, Bbl BOWAETe B [MOMb30BaTENbCKUA pexmMm. B aTOM pexume MOXHO
ncnonb3oBaTh TOMbKO HeBOMbLIOE KONMMYECTBO KOMaHA, W (PYHKUMM KOMaHA OrpaHU4YeHbl,
HanpvmMep, B JaHHOM peXxnMe MOXHO UCMoMb30BaTh komaHay show. PesynbTaTbl BbINONHEHUS
KOMaHZ B NONb30BaTENbCKOM PEXUME HE COXPAHAIOTCS.

Ona wncnonb3oBaHMs  OOMOMHUTENbHBIX  KOMaH4  HeobxoaMmo CcHayana BOWTU B
NPUBUNErMpoBaHHbIM pexuM. Kak npaeBuno, Ans Bxoa B MPUBUNIETMPOBAHHBLIN  PEXUM
Heobxogumo BBeCTW naponb. B npuBuMnerMpoBaHHOM peXxmme MOXHO WCMNoMb30BaTb BCe
KOMaHAbl, 3aperMcTpupoBaHHble B 3TOM KOMAaHOHOM pexuMme, U Janee nepenitun B pexuvm
rno6anbHOM KoHUrypaumm.

Mcnonb3oBaHue KomaH OnNpedeneHHOro pexuma KoHgurypauuu (Hanpumep, pexuma
rno6anbHOM KOHUIypauum n pexmma koHdurypauum nHtepdenca) BNmsieT Ha UCnonb3yemble
HacTpoviku. [Npn coxpaHeHUn KOHUrypaumm 3T kKomanabl 6yayT cOXxpaHeHbl 1 BbINOSIHEHbI NPX
cneaylowlemM nepesanycke cuctembl. lNepen nepexogom B OpYron pexum KoHdurypaumn,
Hanpumep, B PeXUM KOHUrypaumm nHtepdenca, Heobxoanmo BOMTU B PEXUM rnobanbHOm
KOHdpurypaumm.

B crnepyowen Ttabnuue npuBedeHbl peXuMMbl KOMaHg, npegnonarasi, YTO UMS CETEeBOro
yctponctea — "QTECH".
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PykoBogcTteo no Hactporike QSW-7600

Hactporia C v gtechu
Pexunm MeTon aoctyna KomaHaHasa cTpoka
KOHdurypaumm
MNMonb3oBaTenbCKU Mpu goctyne k ceTeBoMy ycTponcTBy no | QTECH>
pexunum YMOJYaHuIoO BOManNTE B
lMNonb3oBaTenbLCKU pexmm
MpuBMNErnpoBaHHbLIN B Nonb30BaTENIbCKOM pexume @ QTECH#
pexunum BbIMOMHUTE KOMaHgy enable, 4TOObI

BOWTW B NPVBUIETMPOBAHHBIN PEXUM

Mmo6anbHas B Nnonb30BaTeNbCKOM pexvme | QTECH (config)#

KOHcpurypaums BbINOMHUTE KOMaHAgy configure, 4TOObI

(PexuM  rnoGanbHol BOWTHN B pexum rno6ansHou

KOHcpurypawmm) KOHEPUrypaLmK

KoHdburypaums B pexume rnobanbHon koHdurypaumm | QTECH(config-if)#

UHTepdenca BbIMNOMHNTE KOMaHAy interface ons Bxoaa

(Pexium KoHdpurypauum | B PEXAM KOHUrypaumm nHtepdenca

NUHTepdenca)

Config-vlan B pexume rnobanbHon koHdurypaumm | QTECH(config-vian)#

(Pexvm BbINOMHUTE KoMaHay Vvlian vlan_id gns

KOHCPUryYPUPOBAHNS BXo4a B pexum koHdpurypaumm VLAN

VLAN)

Pexum Bbixoa n3 paHHoro pexuma unu [on. uncdopmaums

KOHcUrypaumm BXOZ, B APYron pexum

Nonb3oBaTenbCcKknn Ona Bbixoga M3 nonb3oBaTtensbckoro | icnonbaynte aToT

peXnm pexuma BbIMOSTHATE KOMaHAy exit. pexuMm  KOMang — ans
BbinonHUTe KomaHay enable, uyToBbl | POBEAEHWA 6asoBbix
BOWTM B MPVBUMNEMVPOBAHHBIN PEXUM MPOBEPOK n

oToOpaxeHus

MHdOpMaLMK O cucTeme

MpuBunNernpoBaHHbIN
pexXunm

BeinonHnte komangy disable, 4ToObl
BepHyTbCA B [lonb3oBaTenbCckum
pPEXNM.

BbinonHute komaHgy configure, 4ToObI
BOWTU B PEXNM rr1o0anbHOM
KOHpurypaumu

Wcnonb3ynte aToT
KOMaHOHbIN PeXnm,
YTOObI NPOBEPUTD,
OencTByeT nu
KOHUrypaumsi. 310T
PEeXNM 3aLLmLLEH
naponem
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PykoBogcTteo no Hactporike QSW-7600

Hactpoliika CLI

Pexum Bbixoa n3 gaHHoro pexuma vunu | Oon. uHdopmaums
KOHdurypaumm BXOA4 B APYrON pexum
Mmo6anbHas BeinonHute komangpl exit unu end, unu | Micnonb3oBaHne koMang
KOHpurypaums HaxmuTte Ctrl+C  gna BosBpaTa B | B 3TOM pexume noBnmseT
(PeXxum  rnoGanbHol NPUBUNErMPOBAHHbINA PEXUM. Ha rnobanbHble
KOHcpurypawmm) BbinonHute komaHgy interface, 4ToObI napameTpeol CceTesoro

BOWTM B  pPeXuMM  KOHdurypaumm yctponcrea

UHTepdenca. [lpu  ucnonb3oBaHUK

KOMaHabl interface HeobxoaMmo

yKasatb uHTepdeic.

BeinonHute komangy vlan vilan_id,

4YTOObI BOWMTM B PEXUM KOHGUrypaumm

VLAN
KoHdburypaums BbinonHute komaHay end wnn Haxxmuite | Micnonbaynte 3TOT
nHTepdenca Ctrl+C ans BO3BpaTta B | peXvM  KOH(urypaumm
(Pexum KoHUrypaLmm NPUBUIIEMMPOBAHHLIN PEXMM. ans HaCTPOMKK
nHTepdeiica) BuiMonHUTE  kOMaHay exit, uTobbl = Pa3MM4HbIX

BEPHYTbCA B pexum  rnobanbHon ”HTepfpe”COB ceresoro

KoHdurypaumn. [Mpu  ucnonb3osanuym | YCTPOVCTBA

KoMaHAabl interface Heobxoanmo

yKasaTb UHTEepenc
Config-vlan BbinonHuTte komanay end vnu Haxmute | Vicnonb3ynte aToT
(Pexxum Ctri+C aons Bo3BpaTa B | peXXuMm  KOHdMrypaumm
KOHUTYPUPOBAHIAS NPUBUNErMPOBAaHHBIN PEXUM. ans Vtizcr:\lTpOMKm
VLAN) BbimonHWTe  komMaHgy exit, u4Tobbl | M@PaMeTpoB

BEPHYTbCA B  pexuMm  rnobanbHom

KOHGoUrypaumm

1.3.4. CnpaBka no cucteme

Mpn BBOOE KOMaHL B TepMuHane WHTepdenca KOMaHAHOWM CTPOKAM MOXHO NOSyYnTb
CrpaBOYHYI MHPOpMaLMIO, UCNOoMnb3yd criegyrowme cnocobbi:

1. B komaHOHOWM CTpOKe B NIOOOM pexume BBeEOUTE BOMPOCUTENbHBIV 3HaK (?) anga
BbIBOZA CNMCKa KOMaHA, NOAAEPKNBAEMbIX TEKYLLMM KOMAHAHbLIM PEXMMOM U
COOTBETCTBYIOLLMM ONUcCaHMeEM KOMaHabl. Hanpumep:

QTECH>?
commands:
<1-99>
disable
disconnect
enable

exit

help

Session number to resume

Turn off privileged commands

Disconnect an existing network connection

Turn on privileged commands

Exit from the

Description of the interactive help system
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PykoBogcTteo no Hactporike QSW-7600

Hactpoliika CLI W
lock Lock the terminal
ping Send echo messages
show Show running system information
telnet Open a telnet connection
traceroute Trace route to destination

2. Beepgute npoben 1 BonpocuTenbHbIN 3HAK (?) nocne Knio4eBoro crioBa KOMaHabl Ans
BbIBOAA CreAyoLEero Knio4eBoro crnosa unimn nepemMeHHomn, CBA3aHHON C KoYeBbIM
CITOBOM.

Hanpuwmep:
QTECH(config)#interface ?

Aggregateport Aggregate port interface
Dialer Dialer interface
GigabitEthernet Gigabit Ethernet interface
Loopback Loopback interface
Multilink Multilink-group interface
Null Null interface

Tunnel Tunnel interface
Virtual-ppp Virtual PPP interface
Virtual-template Virtual Template interface
Vlan Vlan interface

range Interface range command

MPUMEMAHUE: ecnn 3a Kkno4eBbiM CIOBOM crieyeT 3HavyeHWe napameTpa, TO AuanasoH
3Ha4YeHU 1 onucaHme 3Toro NnapameTpa oTobpakaroTcs cnegyoLwmm o6pasom:

QTECH(config)#interface vlan ?
<1-4094> Vlan port number

3. Beegute 3Hak Bonpoca (?) nocne HEMOTHOW CTPOKM C KIOYEBbIM CITOBOM KOMaHAbI
AN BbIBOAA CMNCKa BCEX KIMHOYEBbLIX CMOB KOMaHAbI, HAYMHAsA C KOHLA HEMOJTHOM
CTPOKM.

Hanpumep:
QTECH#d?
debug delete diagnostic dir disable disconnect

4. Tlocne BBOAA HEMOSIHOIO KMOYEBOrO CroBa KOMaHabl, ecnn cydduKe aToro
KrNOYEBOro CroBa YHUKaneH, HaxxmuTe knasuwy Tab gns otobpaxeHns nNofHoro
KritoueBoro crnosa. Hanpumep:

QTECH# show conf<Tab>
QTECH# show configuration

5. B mobom komaHaHOM pexume BbiNonHuTe kKomaHay help, ytobbl nony4unTb kpaTKoe
onncaHue cnpaBoYHON cuctemsl. Hanpumep:

QTECH(config)#help

18
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PykoBogcTteo no Hactporike QSW-7600

HaCTpOVIKa CLI W

Help may be requested at any point in a command by entering a question mark '?". If
nothing matches, the help list will be empty and you must backup until entering a '?*
shows the available options.

Two styles of help are provided:

1. Fullhelp is available when you are ready to enter a command argument (e.g.
'show ?') and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you
want to know what arguments match the input (e.g. 'show pr?'.)

1.3.5. CokpallueHHble KOMaHAbI

Ecnu KomaHaa AnvMHHaA, MOXHO BBECTM YacTb KOMaHAbl, OOCTaTOYHYO ONnA onpeneneHud
KIno4eBoro crioBa KOMaHAbl.

Hanpumep, 4tobbl 3anyctuTb KomaHay interface gigabitEthernet 0/1 B pexxume koHdUrypaumm
nHTepdenca GigabitEthernet 0/1, BBeanTe cokpalleHHyo KOMaHgy crieayowmnm obpasom:

QTECH(config)#int g0/1
QTECH(config-if-GigabitEthernet 0/1)#

1.3.6. MapameTpbl KOMaHA MO YMOJTYaHUIO U COPOC KOMaHAbI

BonbwnHCTBO KOMaHA wumetoT onuuio no. Kak npaBuno, onuud No uMcnonb3yetcs Ans
OTKMIOYEHNA CBOWCTBA MMM  (PYHKUMM, WNU  BbIMNOMHEHUSA oOnepaumu, nNpPOTMBOMONOXHON
KomaHge. Hanpumep, BbinonHute komaHgy no shutdown, 4ToObl BbLINONHUTBL OMepauuto,
NPOTUBOMNOSIOXKHYIO KOMaHge shutdown, To ecTb BKNOUNTbL MHTEpdenc. Kntouesoe cnoso 6e3
napamMeTpa No UCNOSb3yeTCs AN BKIOYEHUS OTKIMIOYEHHOrO CBOMCTBA U OyHKUMK, KoTopas
Nno YMOJSTHaHMIO OTKIOYEHA.

BonbwunHcTBO KOMaHg wmetoT onumio  default. Onuma default wucnonb3yetca ans
BOCCTaHOBIEHUSA HACTPOEK KOMaHAbl MO YMOMYaHUI0. 3HAa4YeHUst MO YMOSYaHMIo BONbLUMHCTBA
KOMaH4 MCMonb3yloTca ANS  OTKMYEHUs CBSA3aHHbIX  yHKumin. Takum obpasom, B
fonblnHcTBE criyvaeB yHKumnsa onumn default Takas e, kak u gnst napameTtpa no. OgHako
AN HEKOTOPbIX KOMaHA 3HA4YeHUS MO YMOSTYaHMIO UCMONb3YOTCA ANSl BKIOYEHUST CBA3aHHbIX
dyHKuMA. B atom cnyyae dyHkumsa napameTpa default npotuBononoxHa napameTtpy no. B
HacTosiwee Bpems napameTp default mcnonb3ayeTcss Onst BKAOYEHUS COOTBETCTBYOLLEWN
YHKUMM 1 YCTAHOBKN NEPEMEHHbIX B 3HAYEHNE MO YMONYaHUIO.

[ns nonyyenus nHdpopmauum o dpyHkummn no unu default gns kaxxgon komaHabl CM. CNpaBKy
no KoMaHge.

1.3.7. NoAackaskn ¢ ykazaHneM HeBepHbIX KOMaHA

Mpn BBOAE HEBEPHOWN KOMaHAbl 0ToOpaxaeTcs coobLueHne 06 owmnbke.

B crneayowen Tabnuue nepeyvncrnieHbl pacnpoCTpaHeHHble coobuwleHns o6 owmnbkax
MHTEepenca KoMaHOHOM CTPOKN.
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PykoBogcTteo no Hactporike QSW-7600

Hactpoliika CLI

CooOuweHue o6
oLmobke

3HayeHue

Kak nony4utb nomoub

% Ambiguous
command: "show c"

BBeaeHHble cMMBOIbI
HegocTaTOYHbI Ans
naeHTudurkaumm
YHUKanNbHOM KOMaHabI

MoBTOPHO BBEAUTE KOMAHAY M 3HaK
BOMpoOca Mocrie Kn4eBoro Criosa,
CMbICIT KOTOPOrO HESICEH.
OTobpassaTcsa Bce BO3MOXHbIe
Knto4eBble cnosa

% Incomplete command

Oba3aTenbHOe Knto4eBoe
CNOBO NN NepemMeHHas
He NpUMeHMMa K kKoMaHae

nOBTOpHO BBeANTE KOMaHOy U
BBeOguTe npo6er| M 3HaK BOrMnpoca.
Ey,El,yT NMoKa3aHbl BC€ BO3MOXHble
Krno4veBble CrioBa Ui nepemMeHHbie

% Invalid input detected
at ‘ marker

BBeneHa HenpasunbHas
komanga. 3Hak (")
yKasblBaeT NnornoxeHve
CrnoBa, BbI3bIBaOLLErO
oLmnbKy

B cTpoke TekyLiero kKomaHaHoOro
pexuma BeeauTe 3HaK Bonpoca.
ByayTt otobpaxeHbl BCe KroyeBble
CrnoBa KOMaHabl, pa3peLleHHble B
AaHHOM KOMaHAHOM pexume

1.3.8. KomaHabl xypHana (logging)

Cuctema aBTOMaTUYECKN COXpaHdaeT HeaaBHO BBedEHHble KOMaHAbl. Ons OTO6pa)KeHVIFI nnn
Bbl30OBa KOMaHA >XypHalia MOXXHO MCNOJ1b30BaTb KrnaBULLN 6bICTpOFO aoctyna.

MeTogbl onncaHbl B criegytowen Tabnuue.

Onepauus

PesynbTaTt

Ctrl+P nnn
knasuwa BBEPX

OTob6pakaeT npeablayLLyo KoMaHay B CNMCKe KOMaHA XypHana. HaunHas
C nocnegHen 3anucu, MOXHO MOBTOPHO BbIMOMHWTL 3Ty Onepauuio Ans
3anpoca 6onee paHHUX 3anucei

Ctrl+N mnnn
knasuwa BHA3

Mocne Haxatua Ctrl+N wnm knaBmwm BHU3 moxHO BepHyTbCca K
cnegywoulen KOMaHae M3 Cnmcka KoMaHz XypHana. 3Ty onepaumio MOXHO
BbIMOMHUTL HECKONbKO pas3, YTOObl 3anpOCUTb HEAABHO BbINOMHEHHbIE
KOMaHAbl

NMPUMEMAHUE: ctaHgapTHble TepMuHanel, Takme kak VT100, nogaepXnBatT yKkasaTesnbHble

KnaBULLWN.

1.3.9. UameHeHue hyHKUMIK

Mpn pepakTMpoOBaHWM KOMaHOHOW CTPOKM MOXHO WCMOMb30BaTh KMaBuLUM WINW  KNaBuLIK
ObICTpOro AocTyna, nepeyncrneHHbie B crieaytowen Tabnuue:
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PyHKUMA KnaBuwa nnu OnucaHue
KnaBuLia
ObicTpoOro
AaocTtyna
MepensuxeHne Knasuwa BJIEBO | lNepegswxkeHne Kypcopa Ha OOMH CUMBOS
Kypcopa B unun Ctrl+B BIEBO
pedakTupyemomn
CTpoke Knaeuwa BIMPABO | MNepeaswxeHne Kypcopa Ha OOMH CUMBON
mnn Ctrl+B BNpaBo
Ctri+A MepensumkeHne Kypcopa B Ha4ano KoMaHaHOM
CTPOKM
Ctri+E MepenswmxeHne Kypcopa B KOHEL, KOMaHZAHOWM
CTPOKM
Ypaanenne Knasuwa YpanseT cMMBON CrieBa OT Kypcopa
BBEAEHHbIX Backspace
CUMBOJIOB

Knasuwa Delete

YaanseT cMmBO cripaBa OT Kypcopa

MpokpyTka BBEpPX Ha
O[lHY CTPOKY UIN OAHY
cTpaHuuy

Knasuwa Return

Mpun oToOOpaXXeHUn COoAEPXKUMOrO HaKMUTe

knaeuwy  Return, 4T0GbI  NEpemecTuTb
BbIXOOHYHO CTPOKYy BBepXx M 0Tobpasuntb
cnegyoLLlyro CTPOKY. OT1a onepaums

BbIMOMHAETCH, KOrda BbIXOAHble AaHHble eLle
He 3aKOHYMIUCh

Knaeuwa npobena

Mpn oTOBpaxeHnn COOEPXKMMOrO HAXMUTE
knaBuwy  [Npo6Gen, 4TOObI  OTOGpPa3UTL
cnegywuwyl  cTpaHudy. OTa  onepauus
BbIMOMHAETCS, KOrga BbIXOOHbIE AAHHbIE elle
He 3aKOHYMIUCb

Korga Kypcop peaakTupoBaHUsl HAXOAUTCS PSAOM C NpaBon rpaHuLEN, BCS KOMaHAHasa CTpoKa
nepemecTutcs Bneso Ha 20 CMMBOOB, a OCTarnbHasi YacTb KOMaHAbl OyAeT cKpbiTa 3HAKaMM
ponnapa ($). Ins nepemelueHust Kypcopa K CKpbITbIM CMMBOSIaM WM BO3BpaTa K Havany
KOMaHOHOW CTPOKM MOXXHO UCNONb30BaTh COOTBETCTBYOLLME KNABULIN MW KIaBuLKn BbICTPOro

poctyna.

Hanpumep, Becb cnMcok gocTyna (koMaHga access-list) MoxeT npeBbiWaTh WNPUHY 3KpaHa.
Korga kypcop pegakTtupoBaHUs HaxoauTca psSaoM C NpaBon rpaHuuen, BCA KOMaHgHasa cTpoka
nepemecTutcsa Bneeso Ha 20 CMMBOMOB, a OCTalnbHAsa 4YacTb KOMaHAbl ByoeT CKpbiTa 3HaKoM
ponnapa ($). Korga kypcop penakTMpoBaHUS OOCTUFHET MpaBoOW rpaHuubl BCS KOMaHOHas
CTpoka caBuHeTcd Bneso Ha 20 CMMBOJSIOB.

access-list 199 permit ip host 192.168.180.220 host
$0st 192.168.180.220 host 202.101.99.12
$0.220 host 202.101.99.12 time-range tr
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Tenepb HaxkmuTe coyeTaHue Ctrl+A aonsi Bo3BpaTa B Ha4ano koMaHaHoW cTpoku. B aTo Bpewms
YyacTb KOMaHAHOMN CTPOKK B KOHLE ByaeT ckpbiTa 3Hakamu gonnapa (9).

access-list 199 permit ip host 192.168.180.220 host 202.101.99.$

1.3.10. Nouck u bunbTpauma BbiBoga KomaHabl show

Ana noucka yka3aHHOro COOEPXXMMOTO U3 BbIXOAHbLIX AaHHbIX KOMaHabl Show BbINOMHUTE
creayoLLylo KoMaHay:

KomaHpa OnucaHue

show any-command | begin | Monck ykazaHHONO COLAEPXUMOrO U3 BbIXOAHbLIX AaHHbIX
regular-expression komanabl show. ByaeT BbIBOAUTLCS NepBas CTPOKa, a Takke
BCS UHAhOpMaLMs, KOTopad crieayeT 3a 9TOM CTPOKON

NMPUMEMAHUE: komaHaa show moxeT ObiTb BbINONHEHA B NHOGOM pexunme.

NMPUMEYAHUE: conepxmmoe ons nomMcka YyBCTBUTENBHO K PETNCTPY.

[na noucka ykasaHHOro COAEPXXMMOrO M3 BbIXOAHbIX AAHHbIX KOMaHAbl Show BbINOMHUTE
crieaytoLLyo KoMaHay:

KomaHpa OnucaHue

show any-command | exclude | dunbTpyeT BbIXOAHble AaHHble KomaHabl show. Byayt
regular-expression BbIBOOAWUTLCS BCE CTPOKM, KPOME Tex, KoTopble codepxat
yKasaHHOe coaepXxmmoe

show any-command | include | dunbTpyeT BbIXOOHblIE AdaHHble KOMaHgbl show. byayt
regular-expression BbIBOAMTBCS TONMbKO CTPOKM, BKIOYaOWMe YyKa3aHHOe
copepxvmoe

Ona novcka wnu unbTpaumm BbIXOOHbIX AaHHbIX KOMaHAbl show Heobxoaumo BBeCTU
BepTuKanbHyto nuHuio (|). lMNMocne BepTuKanbHOW nMHMM BbiIGEpUTE NpaBuia MNoucka unn
dunbTpaumMm M BBEAUTE coAdepxumoe (cumBon wunmu cTpoka). [Mouck u  unbTpaums
COAEPXMMOro YyBCTBUTESbHbI K PpErncTpy.

QTECH#show running-config | include interface
interface GigabitEthernet 0/0
interface GigabitEthernet 0/1
interface GigabitEthernet 0/2
interface GigabitEthernet 0/3
interface GigabitEthernet 0/4
interface GigabitEthernet 0/5
interface GigabitEthernet 0/6
interface GigabitEthernet 0/7

interface Mgmt 0

22
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1.3.11. Alias (nceBAOHUM) KOMaHA

Bbl MoxeTe HaCTpoOUTb noboe cnoBo B kayecTBe alias (I'ICGB,EI,OHVIM) KOMaHAbl 454 YCKOPEHHOro
BBOOa KOMaHAbl.

1.3.11.1. Pe3ynbTaT KOHdUrypaumm

1. 3ameHuTe KOMaHZy CNoBOM.
Hanpumep, HacTtponte "mygateway" B kadecTtBe alias komaHabl ip route 0.0.0.0 0.0.0.0
192.1.1.1. NS BbINONHEHMSA 3TON KOMaHAbl HEO6X0ANMMO BBECTU TONbKO "mygateway".
2. 3ameHuTe Ha4varnbHy YacTb KOMaHAbl KIOYeBbIM CFIOBOM 1 BBEAUTE NapamMeTphbl
KOMaHAbl.
Hanpumep, HacTponTe "ia" B kadecTtBe alias komangbl ip address. [na BbINOMHEHUS 3TOWN

KomaHabl Heobxoaumo BBecTu "ia", a 3aTeM ykasaHHbIN IP-agpec n macky nogceTu.
1.3.11.2. 3Ttanbl KOHUrypaumm
OTtobpaxeHune alias No ymonyaHuio.

B nonb3oBaTenbCKOM pexvMme UM MpUBUIErMPOBaHHOM peXume AN HEKOTOpbIX KOMaH4
[octyneH alias no ymonuyanuo. [Ina otobpaxeHust aTux alias no yMon4YaHUO MOXHO BbINOSTHUTb
komaHgy show aliases.

QTECH(config)#show aliases

mode alias:

h help

p ping

s show

u undebug
un undebug

NMPUMEYAHMUE: 1K alias no ymon4yaHuio He MOryT ObITb yaaneHsbl.
HacTpoika alias komaHabl:

KomaHpa alias mode command-alias original-command
Onuncanne mode: ykasbiBaeT KOMaHAHbIN pexum ang alias.
napameTpoB

command-alias: ykasbiBaeT alias komaHabl.
original-command: yka3biBaeT koMaHgy, NpeacraBnsiemyto alias

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas B pexume rnobanbHom koHdurypaumm BbinonHuTe alias ? gns

noackaska OoTOOpaXeHnsi BCEX PEXMMOB KOMaHA AN KOTOPbIX MOXHO HacTpOUTb
alias

OtobpaxeHne HacTpoek alias komaHza
BbinonHuTte komaHay show aliases gna otobpaxeHusa HacTpoek alias B cucteme.
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NPUMEYAHUE:

o KomaHaa, 3ameHeHHasa alias, gorkHa HaudnmHaTbCsa C nepBoro cMmMmBoIa KOMaHAaHOW

CTPOKM.

¢ KomaHnpa, 3ameHeHHas alias, gomkHa ObITb NONTHOLLEHHON.

¢ [lpu ncnonb3oBaHum alias Heo6xoaMmMo BBECTM BECb CNNCOK alias; B NPOTUBHOM Criyyae
alias He MmoxeT BbITb NAEHTUULNPOBAH.

1.3.11.3. NMpumep KoHdUrypaumm

OnpepeneHue alias Ans 3amMeHbl BCe KOMaHAbI

OTansl
KOHUrypauum

B pexume rnobanbHoM KoHGMUrypaumm HactpouTte alias "ir" gng
npeacTaBneHnss KoOMaHabl KOHUrypauMm mapLlipyta no yMondaHuio ip
route 0.0.0.0 0.0.0.0 192.168.1.1

QTECH#configure terminal
QTECH(config)#alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

MpoBepka
KOHUrypauum

e Bbinonnute komaHay show alias, 4Tobbl NPOBEPUTbL, HACTPOEH N
alias.

QTECH(config)#show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:
ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

Mcnonb3ynte HacTPOEHHbIn alias Aans  BbIMOMHEHUS KOMaHObl WU
BbINOSHNTE kKOMaHdy show running-config, YTobbl NpoBEpPUTL, YCNELLHO
nun HacTpoeH alias

QTECH(config)#ir

QTECH(config)#show running-config

Building configuration... !

alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

//Configuring an alias

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
is entered !
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OnpepneneHue alias Ans 3amMeHbl Ha4YanbHOW YacTU KOMaHAbI.

JTansl
KOHUrypauum

B pexume rnobanbHon KoHdwurypauum HactpouTte alias "ir" gna
npeacraesneHns Yactu "ip route" komaHgbl KOHGUrypaumm mapipyTa no
YMOM4YaHuo

QTECH#configure terminal
QTECH(config)#alias config ir ip route

MpoBepka
KOHUrypauum

e Bbinonnute komaHgy show alias, 4ToObl NpoBEpUTb, HACTPOEH
nn alias.

QTECH(config)#show alias
mode alias:
h help
p ping
(5 show
u undebug
un undebug
Global configuration mode alias:

ir ip route

e Beegute alias "ir", a 3aTem nocrneaywLylo 4acTb KOMaHAbl
"0.0.0.0 0.0.0.0 192.168.1.1"

e Bobinonunte «komangy show ap-config running, 4TOobGbI
NPOBEPUTL YCNELLIHOCTb KOH(bUrypaumm

QTECH(config)#ir 0.0.0.0 0.0.0.0 192.168.1.1
QTECH(config)#show running

Building configuration...

!

alias config ir ip route //Configuring an alias
I

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
and the later part of the command are entered

1.3.11.4. CnpaBKa no cucteme

1. Cwuctema npegoctaBnseT cnpaBoYHyo MHopMaumio ang alias komanapl. MNepe alias
oTobpaxaeTtca 3Be3gouyka (*). dopmart BbIrnaauT criegyowmm obpasom:

*command-alias=original-command
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Hanpumep, Ana npyBnnerMpoBaHHOro pexuma alias s o6o3HavaeT knoveBoe cnoso show. Mpu

BBOAE "s?" 0TOOpaXkaloTCs KroYeBble CIoBa, HauMHatowmecsa ¢ "s" n nHdopmaums o alias.
QTECH#s?

*s=show show start-chat

start-terminal-service

2. Ecnu komaHaa, npeacTtaBneHHas alias, coaepxnt 6onee ogHoro cnoea, komaHaa
oToOpaXkaeTcs B Nape KaBblYeK.

Hanpumep, ons npuBunerMpoBaHHOro pexuma alias sv o6o3Ha4yaeT komaHgy show version.

Mpwn BBOAOE "s?" OTOOpPaXaloTcsl KNOYEBLIE CIOBA, HaYMHarwmecs ¢ "s" n nHdopmaums o alias.
QTECH#s?
*s=show *sv="show version” show start-chat
start-terminal-service

3. Alias MOXHO ucnonb3oBaTb AN NONyYeHN CNPaBOYHON MHOpMaLMKM O KOMaHAE,
npegcraeneHHou alias.

Hanpumep, HacTpowTte alias "ia" gna npegcrtaeBneHus komandbl ip address B pexume
KoHUrypauum nHtepdenca. Ecnu Bbl BBegete "ia?" B pexume KoHdUrypauum nHtepdgenca

OyneTt oTobpaxeHa cnpaBoyHas MHdopMauwms no "ip address?", a alias 3ameHsieTCst KOMaHOOW.
QTECH(config-if)#ia ?
A.B.C.D IP address
dhcp IP Address via DHCP
QTECH(config-if)#ip address

NMPUMEYAHME: npu BBOoge npobena B Havane CTpokn koMaHga, npedcTaBieHHas aTuM alias,
He OygeT oTobpaxeHa.
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2. HACTPOUKA BA30BOIO YIMNPABJIIEHUA
2.1. O630p

[aHHbIi OOKYMEHT npeacTaBnsieT coboil PYKOBOACTBO MO Havany paboTbl C CUCTEMOM
ynpaBneHnss ceteBbiMM YCTpoWCTBaMW. B HeM onucbiBaeTcs ynpaBneHue, MOHUTOPUHI U
o6cnyxnBaHne ceTeBbIX YCTPOUCTB.

2.2. MNpumeHeHne

NMpumeHeHune OnucaHue

YnpasneHue ceTeBblMM | Monb3oBaTenb BbLIMNOMHAET BXO4 B CETEBOE YCTPOWCTBO C

yCTponcTBamu TepMuHana v 3anyckaeT KOMaHabl UHTepdenca KomaHOHOW
ctpoku (CLI) gna ynpaBneHmsa kKoHUrypaunmsaMmm yCcTpomucTs

2.2.1. YnpaBneHue ceteBbIMU YCTPOUCTBaAMM

CueHapuu

YnpaBneHue ceTeBbIMWN YCTPOMCTBAMM, ONMMCAHHOE B 3TOM IOKYMEHTE, OCYyLLeCTBNseTCs Yepes
NMHTepdenc KomaHgHoM CTpoku. [Nonb3oBaTternb BXOAUT B CETEBOE YCTPOMCTBO A C TepMuHana
N 3anyckaeT KoOMaHObl MHTepdenca KOMaHOHOW CTPOKU ANS ynpasfieHUs KOHUrypauusamm
ycTponctea (PucyHok 2-1).

< 7

PC A

PucyHok 2-1.
2.3. PyHKUUMN

2.3.1. bBaszoBble KOHUenuuu

TFTP

Mpotokon TFTP (Trivial File Transfer Protocol) — ato npotokon TCP/IP, nossonsdowwmi
KITMEHTY nepegasaTb (hann Ha cepeep Unu nonyyaTb dann ¢ cepsepa.

AAA
AAA — 37O ayTeHTUMkauus, asTopmsaumsa n peructpaumsa (accounting).

AyTeHTuurKaumna o3HayaeT NPoOBEPKY yHETHbIX AaHHbIX MOMb30BaTENEN U CBA3aHHbIX CeTEBbIX
cnyx®6.

ABTOpI/I3aLI,I/IFI O3Ha4aeT npenocrtaBlieHne CeTeBbIX YCnyr nonb3oBaTendaM B COOTBETCTBUM C
pe3ynbTataMu NpoBepPKn NOAJNTMHHOCTU.

Pernctpaums (accounting) — oTcnexveaHve noTpebneHns ceTeBbIX yCryr nonb3oBaTensmu.
BunnuHroBasa cuctema B3umaeT nNnaTy € Nonb3oBaTernen Ha OCHOBE 3anucen o noTpebnennn.

AAA npepoctaBnsaeT adhdeKkTUBHbIE CPEeCTBa YNpaBrneHUs CeTblo U 3aLUUThI.
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RADIUS

Monb3oBaTenbckas cnyxba yaaneHHoro Habopa gns ayteHtudukaumm (RADIUS) sensietca
Hanbonee WNPOKO ncnonb3yembiM NpoTokorioM AAA B HacTosiLLee BpeMS.

Telnet

Telnet — 31O NpOTOKON aMyndaAuMM TepMuHana B cTeke npoTtokonioB TCP/IP, koTopbin
obecneymBaeT AOCTYN K yaaneHHOMY XOCTYy Yepes NOAKMYEHNE K BUPTYanbHOMY TepMUHany.
OTO0 cTaHAapTHbIA NPOTOKOM, PaCnONIOXKEHHbIN Ha ypoBHE 7 (YPOBEHb MPUMOXEHUS) Moaenn
OSI (Open System Interconnection) n ucnonb3yembln B VIHTepHeTe ANs yoaneHHoro Bxoda.
Telnet yctaHaBnmBaeT coeamHeHne Mexay nokaneHbiM MK 1 yaganeHHsbIM XOCTOM.

UHcopmauusa o cucteme

CucteMHas MH(*)OpMaLl,I/IFI BKIMtOYMaeT onncaHne CUCTeMbl, BpeM4A BKIMKOYEHUA NTaHnA, BEpCUn
annapartHoro n nporpamMmmMmHoro obecneveHus, BEPCUIO NMporpamMmmMmHOro obecneyeHus YPOBHA
ynpasieHna n sepcuio nporpaMmMHoOro obecneyeHus YPOBHA 3arpy3ku.

UHcopmauusa o6 o6opyaosaHumn

NHudopmaumsa 06 obopygoBaHum BKAOHaAET MHGOPMaLMIO O (Pn3NYECKOM YCTPOMCTBE, a Takke
WHpopMaumio o crnotax U moaynax. MHgpopmaums o6 ycTpoucTBe COAEpPXUT onucaHue
YCTPOMCTBA M KONMYeCTBO crnoToB. MHdopmMaums o0 crnoTe BKAYaeT uaeHTudukatop cnota,
onucaHve moayns (gaHHoe none nycroe, ecnv B CriOTE HET MOAYINA), a Takke dhakTudeckoe un
MaKCMMarnbHOe KONmM4ecTBO (hn3MYECKUX NOPTOB.

2.3.2. 0630p

DyHKUMSA OnucaHune

KoHTpoSlb JocTyna | YnpaBneHne [JOoCcTynoM TepMuHana K ceTeBblM YCTPOWCTBaM B

nonb3oBaTens MHTepHeTe Ha ocHOBEe Naposien n npusunieruin

KoHTponb BbinonHseT ayTeHTUdMUKaLMIO N0 UMEHW NOMb30BaTenNs 1M Naponto Ans

ayTeHTudmkaumm npegocTaBneHns gocTyna K ceTeBbiM YCTPOWCTBaM, €CNu BKIHOYeHa

npu Bxoge GyHkumMss  AAA  (AyTeHTudmMKaums  BbINMOSTHSETCA  BblOENIEHHbIM
cepBepoOMm)

OcHoOBHbIE CmM. napameTpbl cMCTEMbI, Takne kak vacbl, CoobuieHme npu Bxoge u

napameTpbl CKOPOCTb Nepeaayv AaHHbIX KOHCOMU

CUCTEMbI

OTobpaxxeHune OTtobpaxkaeT KOHduMrypauum cuctembl, BKIlo4as KoHdUrypaumm,

KOHpurypaumm KoTopble B HacTosdllee BpeMs BbINOJSIHAIOTCA  CUCTEMOW, U

KOHoMrypaumm YCTPOMCTB, XpaHsIWMecss B 3HEProHe3aBUCUMOM
onepatmeHon namaTn (NVRAM)

Telnet Telnet — 3TO NPOTOKON MPUKNAOHOTO YPOBHA B CTEKE MPOTOKOMOB
TCP/IP. OH obGecneuvBaeT cTaHOapTHOE YynpaBneHve yaaneHHbIM
BXOOOM B CUCTEMY W MNOAKMOYEHMEM K BUPTyaribHOMY TepMuHany
yepes NHTepHeT

[Mepesanyck lMepesanyck cucTemsbl
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2.3.3. KonTtponb goctyna nonb3oBartens

YHpaBneHme OO0CTynom nonb3oBaTenen OTHOCUTCH K ynpasrieHnio OO0CTYrNnoOM TepMUHana K
ceTeBbIM yCTpOIZCTBaM B VlHTepHeTe Ha OCHOBE napone|7| n I'IpI/IBI/IJ'IeFI/II7I.

2.3.3.1. MpuHUMN paboTbl

YpoBeHb npuBunerum

16 ypoBHeln npmBuniernin onpenenstoTcs B guanasoHe ot 0 go 15 ansa nHrepderica kKomaHgHoON
CTPOKM Ha CeTeBbIX YCTPONCTBaX AN NpeAoCTaBeHns Nonb3oBaTensaM JOCTYNa K pasfinyHbIM
KomaHgam. YpoeeHb 0 — caMbll HA3KUIW YPOBEHb, NPEAOCTaBMSIOWMNA OOCTYN K HECKONBKUM
KOMaHgaMm, a ypoBeHb 15 — caMblii BbICOKMA YPOBEHb, NPeoCTaBAsoWMIA OCTYN KO BCEM
kKomaHgam. YposHu 0 1 1 asndatoTcs obwmmn ypoBHAMM Nonb3oBaTens 6e3 paspelueHnsa Ha
KOHcpurypaumio yctponctea (M0 yMOMYaHUIO NOMb30BaTeNsaM 3anpeLleHO BXOAUTb B PEXMM
rnobanbHon KOHGUrypaumm). YpoBHM 2—15 aBNAKOTCA MNPUBUMErMPOBAHHBIMU  YPOBHSMM
nosib3oBaTens C paspeLlleHneM Ha HaCTPONKY YCTPONCTBa.

Knaccudmkauusa naponeun

Maponu pgenatcs Ha ABa Tuna: NpocTble n 6e3onacHble naponu. MNepBbii TN OTHOCUTCA K
NPoCTbiM 3alMdpPOBaHHbIM NaponsM Ha ypoBHe 15. BTopon Tvn OTHOCUTCS K 3aLMLLEHHbIM
3awmdpoBaHHbIM Naponam Ha ypoBHAX 0—15. Ecnun ypoBeHb HACTPOEH Kak C NPOCTbIM, TaKk U C
3alUULLEHHbIM  3aWM@POBaHHBIM  NaponeM, MpoCTOM  3alWM@POBaHHbIA  Maposb  He
aencteuteneH. [lNpu HacTporike nNpocToro 3awmndpoBaHHOrO naposis He Ha ypoBHe 15,
oTobBpaxaeTca npeaynpexaeHue, u naponb aBTomaTudeckn npeobpasyeTcs B 3alUMLLEHHbIV
3aWndpoBaHHbIN naponb. Npu HacTponke OAHOMO M TOrO >Xe MPOCTOro 3alumMgpoBaHHOIo
napons 1 3aluWeHHOro 3awndpoBaHHOIrO napons Ha ypoBHe 15 oTobpaxaeTcs
npegynpexgexHuve.

3awuTta naponem

Kaxabli ypoBeHb NPMBUIENMIA CETEBOMO YCTPONCTBA MMEET Napofb. [ NoBbILWLEHUS YPOBHS
npusunernin TpebyeTtcs BBOA napons TpebyeMoro ypoBHS, B TO BpeMS KakK AN yMeHbLUEeHUs
YPOBHS NpuBunerun He Tpebyetcsa BBOA Naponsi.

Mo ymonyaHuio TONbKO ABa YPOBHS MpUBUNErniA 3alluLieHbl naponem: ypoBeHb 1 (YypoBeHb
00bI4HOrO Nonb3oBaTenNs) U ypoBeHb 15 (ypoBEHb NPUBMIIENMPOBAHHOIO nonb3osaTens). Ans
A0CTyna K pasnn4yHbIM KOMaH4aM B KaXO0M peXMMe MOXHO Ha3HaunThb LWeCcTHaAUaTb YPOBHEN
NPUBUNEINN C 3aLUMTON Naponem.

Ecnu naponb He HacTpoeH Ans NPUBMMErMPOBAHHOIO YPOBHS NONb3oBaTens, Ans AOoCTyna K
3TOMYy YPOBHIO He TpebyeTcs BBOA napons. PekomeHayeTcs HacTpouTb Maponb B LEensx
Oe3onacHocTH.

KomaHaHas aBTOpU3auums

Kaxgas komaHOa WMMeeT MUHMMAanbHbId  YpOBEHb MPUBWUIErUA  ANst  BbINOJSIHEHUS.
Monb3oBaTento C YpOBHEM MPUBUNEMUIA HUXKE ITOr0 YPOBHS HE paspelleHO BbINOSHATb
komaHay. Mocrne HaszHayeHuss KOMaHAe YPOBHSI NPUBWUMErUiA NONb3oBaTenyM 3TOr0 YPOBHS U
Goree BbICOKOIro YPOBHS MMEIOT OCTYN K KOMaHAE.

2.3.3.2. CBsAi3aHHblIe HACTPOMKN CUCTEMbDI
Hactpowka npoctoro 3awmdpoBaHHOro napons
BbinonHuTe komaHay enable password.

HacTpo#uka 3awmweHHoro 3awmcpoBaHHOro napons
e BbinonHute komaHgy enable secret.
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e bBesonacHbli  3awWwmMdpoBaHHbLIM  Maponb  UCMONb3yeTcss  Ans  ynpaBneHus
nepektoYeHneM Mexay YpoBHAMU nornb3oBaTens. OH UMeeT Ty ke (PYHKUMIO, YTO U
NpOCTOM  3alIMPOBAHHBLIA  Naposflb, HO MCMOMb3yeT YMyYWEHHbIN anropuTM
wudpposaHmsa  napons. MoaToMy  3alMLUEHHble  3alIMEPOBaHHbIE  MapOnu
pekoMeHAYyTCs U3 coobpakeHuin 6e3onacHOCTM.

Hactpoika ypoBHen npuBunerum KomaHg
e BbinonHuTte koMaHay privilege, 4ToBbl HA3HAYNTL YPOBEHb NPUBUIETNIA KOMaHAE.

° KomaHaa Ha 6onee HU3KoMm YpOBHE OOCTYyMNHa 60]'IbI.IJeMy Konn4yecTBy nonb3oBaTernen,
yeM koMaHAa Ha 6onee BbICOKOM YPOBHE.

MoBbiweHne/noHMXeHue YPOBHA anBMnerMVI nonb3oBaTens

e BbinonHute komangy enable nnn komaHgy disable, 4To6bI NOBBLICUTL UMM NOHU3UTL
YPOBEHb NPUBUIIENIA NOSb30BaTENSA COOTBETCTBEHHO.

° Mocne Bxooa B ceTeBoe yCTDOVICTBO nonb3oBaTefb MOXET U3MEHUTb CBOW YPOBEHb
AocTyna K kKoMmaHgam C pa3sfimdHbiMU YPOBHAMU I'IpI/IBI/IJ'IeFI/IIZ.

Bknro4yeHune 3awmTbl coeAMHEHUA Naposiem
o [lns yganeHHoro Bxoga TpebyeTcs 3awmTa naponem (Hanpumep, Bxog vepes Telnet).

e BbinonHute komaHay password [ O | 7 ] line, 4yTtoBbl HacTpouTb naponb Ans
coefIMHeHus, a 3aTeM BbINONHUTE KomaHAy login, 4Tobbl BKMOYNTL 3aLUUTY Naposiem.

e [lo ymonuaHuio TepMmnHanbl He NOAOEPKMBaOT komaHAay lock.

2.3.4. KoHTponb ayTeHTU(hbuKaumm npm Bxoae

Mpn ayTteHTUUKaumm ¢ oTKMoYeHHBIM  AAA  naponb, BBeOEHHbIM MNOSfib30BaTeNeM,
NPoBEPSETCH HA COOTBETCTBME HACTPOEHHOMY Naposiio coegmHeHus. Ecnv oHn cornacoBaHsbl,
nosnb3oBaTteslb MOXET MOMyYMTb OOCTYN K CETEBOMY yCTpoucTBy. [pu nokanbHOW NpoBepke
NoafMHHOCTN MUMSI NONb30BaTeNsa M Naposfb, BBEAEHHLIE MOSb30BaTENEM, NPOBEPAOTCA Ha
COOTBETCTBME C AaHHbIMW, XPaHSLLMMNCS B fnoKanbHOM 6a3e AaHHbIX nonb3oBaTtenen. Ecnn
OHM COBMaJalT, MNonb3oBaTeNb MOXET MOoNydYnTb OOCTYyn K CEeTEBOMY YCTPOMCTBY C
COOTBETCTBYIOLLMMM NPaBaMun yrnpaBreHus:.

B AAA nmsa nonb3oBatens M Naposfib, BBEAEHHble MNOSfib3oBaTeneM, ayTeHTUUUMPYIOTCS
cepsepoMm. Ecnu npoBepka MOASMHHOCTA BbIMNOMHEHA YCMNELWHO, MOoNfb3oBaTeNlb MOXET
nonyynTb LOCTYM K CETEBOMY YCTPOMCTBY M BOCMOMb30BaTbCA ONpeAeneHHbIMU npaBamu
yrnpasreHuns.

Hanpumep, RADIUS-cepeep MOXeT WUCMNOMNb30BaTbCa ANd  ayTeHTMduKauum UMMeH
nornb3oBaTenemn 1 Naposien, a Takke ynpasneHms paspeLlleHnsamMn nosib3oBaTernen Ha ceTeBble
ycTponcTBa. CeTeBble yCTpOMCTBa BONbLUE HE XPAHAT NAaponu Nosib3oBaTesnen, a oOTNpaBnsoT
3awmndpoBaHHyl0 MHGOPMauMio O nonb3oBaTensax Ha cepeep RADIUS, Bknovas mmeHa
nonb3oBaTtesnien, Nnaponu, odwme naponu n NonMTUKK goctyna. 910 obecneunBaeT yaobHbIn
crnocob ynpaeneHus 1 KOHTPOMsS AOCTyna norib3oBaTenien, a Takke nosbiwaeT 6e30nacHoCTb
MHdopMaLmn Nosnb3oBaTenen.

2.3.4.1. MprHUMN paboTbI

Maponb coeanHeHUs

Ecnn doyHkumsa AAA OTKIToYeHa, MOXHO HACTPOUTbL Naporb COeAMHEHWS, UCMOoNb3yeMbIn ANnd
NPOBEPKM YYETHbIX AaHHbIX NOMb30oBaTensa Bo Bpems Bxoda. [Nocne BkrtoyeHna AAA npoBepka
npy NOMOLUM Naporns COeaUHEHUST HE OEeNCTBUTENbHA.

INokanbHasa ayTeHTUPUKaumus

Ecnn dyHkuna AAA OTKIOYEHA, MOXHO HACTpPOUTb NOKanbHyl ayTeHTUudukauuio aAng
NPOBEPKN Y4YeTHbIX AaHHbIX MOfb3oBaTernen W ynpasneHWs paspelueHUsiMU C MOMOLLbIO
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nokanbHoM ©asbl JaHHbIX nonb3oBaTtenen. [locne BkodeHuss AAA  nokanbHas
ayTeHTUMKaums He JeACTBUTENbHA.

AAA

AAA npepfocTtaBnsieT Tpyn He3aBUCUMbIX (DYHKLMK 6€30MacHOCTK, a UMEHHO: ayTEHTUUKaLMIO,
aBTopu3aunto u peructpaums (accounting). Cepep (unu nokanbHas 6asa AaHHbIX
nonb3oBaTtenen) WUCMNonb3yeTca AN BbINOMHEHUS MNPOBEPKM MOASIMHHOCTM Ha OCHOBE
HaACTPOEHHOIo Cnucka MeToAoB MPOBEPKN MOASIMHHOCTU MpW BXOAE M yNpaBfieHUsa npasamu
nonb3oBatenen. NMNoapobHee 06 AAA cMm. aanee.

2.3.4.2. CBsi3aHHble HACTPOUKN CUCTEMDI

HaCTpOﬁKa CBeeHUN O NoKarbHOM nosnb3oBartene

BbinonHute KOMaHay username, YTOObI HaCTpOUTb Y4YETHYIO 3anncCb, UCMNOJNIb3yemMylo AOnA
nokanbHom ayTeHTI/ICbVIKaLI,VIVI n aBTopu3auunmn, BKIKOYaA MMEHa nonb3oBaTernen, napomnm un
OONONHUTENbHYIO MH(bOpMaLl,VII'O 06 aBTopun3aunin.

Hactponka nokanbHou ayTeHTUMdMKauMM AnNs BxoAa B CUCTEMY Ha OCHOBe
coeaAnHeHunA

o 3anyctute komaHay login local (B cnyyae oTkmtoueHnsa AAA).

e  BbIiNonHWTE 3Ty HACTPOMKY Ha KaXXAOM YCTPOUCTBE.

Hactponka AAA ayteHTUdMKaumMm Ansa Bxoga B CUCTEMY Ha OCHOBe
coeauHeHus

e MeTog ayTeHTUdMKALMKN NO YMOMYaHMIO UCMNONb3yeTcsa nocne BkrtoyeHnsa AAA.

e BbinonHWTe kOMaHOy NPOBEPKW MOAMMHHOCTM AN BXoda, YTobbl HACTPOWUTL CMMCOK
METOAOB NPOBEPKM NOAMMHHOCTM AN COEAMHEHMS.

o BbInonHuTe 3Ty HACTpoKKy, ecnun TpebyeTcd nokanbHast ayteHTudmkaums AAA.
Hactpoika BpeMeHu oXXuaaHusa noaKnYeHus
e Bpewmsa oxugaHua coegnHeHns no ymonyvaHuio coctasnget 10 MUHYT.

e 3anyctute KomaHgy -timeout, 4TOObl M3MEHUTb BPEMS OXWOAHUS COEAMHEHMST MO
yMon4yaHuio. YCTaHOBMEHHOEe coeanHeHne OyaeT 3akpbiTo, eCnn B TeYeHMEe BPEMEHM
oXuMaaHusa He 0BHapY»KeHbl BbIXOAHbIE AaHHbIE.

e BbinonHuTe 3Ty HacCTpPOWKYy, ecrnM Heobxooumo YBENnUUUTb U YMEHbLUUTb Bpemsi
OXWAaHWUA COeaUHEHMS.

HacTpoiika BpemMeHM OXnaaHusa ceaHca

e Bpemsa oxuaaHua ceaHca No ymonuvaHuio coctaensieT 0 MWHYT, YTO ykasbiBaeT Ha
OTCYTCTBME TanM-ayTa.

e 3anyctuTte KoMaHAgy session-timeout, 4TOObI UIBMEHUTL BPEMSI OXXNOAHWSI COEANHEHWS
MO YMOMYaHMIO.

e CeaHc, yCTaHOBIEHHbIV ANA yAaneHHoro Xocra vyepes coeavHeHune, byaeT OTKIIOYEH,
ecnn B Te4eHne BpeMeHu Tarim-ayTa He ByayT oGHapy>KeHbl BbIXOA4HbIe AaHHbIe. [locne
3TOr0 yAaneHHbln XocT OygeT BOCCTaHOBMEH B cocTosHuu |dle. BbinonHuTte 3Ty
HaCTPOWKY, ecnv He0BX0AMMO YBENMUNTD UMM YMEHbLUNTL BPEMS OXMAAHUSA CceaHca.

BnokunpoBka ceaHca
e [lo ymonyaHuio TepMuHarnbl He NOAAEePXKUBAOT KomaHay lock.

e Bbinonnute komangy lockable, 4Tobbl 3abnokmpoBaTb TEPMUHANDI, NOAKMIOYEHHBIE K
TeKyLLeMy COeaUHEHNIO.
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° Ytobbl SGGHOKMDOBaTb CeaHC, CHa4alla BKIlo4nTe 6]'IOKI/IpOBKy TEPMUHaNa B pexnumMme
KOH(*)I/IpraLl,I/lI/l TepMUHAribHOro ocTtyna, a 3atemM 3anyctute KomaHay lock B pexume
TepMmnHana gnsa 6]'IOKI/IpOBKI/I TePMUHana.

2.3.5. OCHOBHbIe NapameTpbl CUCTEMbI

CucrtemHoe Bpemsi

CucTemMHble 4acbl CETEBOro YCTPOMCTBA PErMCTpUpPYOT BpeMs COObITU Ha YCTPOWMCTBE.
Hanpumep, Bpemsi, nokazaHHOE B CUCTEMHbIX XypHanax (syslog), 6epeTtcsa M3 cUCTEMHbIX
yacoB. Bpemsa 3anucbiBaeTca B dopmate 200-mecsy-0eHb, 4ac.MuHyma:.cekyHOa, OeHb
Hedenu.

Mpv NEPBOM MCMONb30BaHNM CETEBOIO YCTPOWCTBA BPYUYHYHO YCTAHOBUTE €r0 CUCTEMHbIE Yachbl
Ha TeKyLLyo AaTy 1 BpeMsi.

HacTponka umeHn cuctemMbl U KOMaHOAHOW CTPOKMU

MO>HO HacTpoUTb UMSA CUCTEMbI ANS MaeHTMdMKaLMM CeTeBOro yctponctaa. CuctemHoe nms
no ymonyaHnwo — QTECH. Nmsa c Gornee yem 32 cumBonamm Oyaet obpesaHo, 4TOObI
copgepxaTb TOnbKo nepeble 32 cumBonoB. OTobpaxkeHWe KOMaHOHOW CTPOKUM MeHSieTCcs B
3aBMCMMOCTU OT UMEHU CUCTEMBbI.

Coo06weHue npu Bxoae

CoobLieHne npu Bxode ucnonb3yeTcsa Ang otobpaxeHus nHopmauum o 3anpoce Ha Bxof B
cuctemy. CyuliecTByeT ABa Tvna coobLeHnin: Ans exeqHEeBHOro yBe4OMIEeHUs U Npu BXxoade B
cucTemy.

e ExegHeBHOe yBegoMmneHue oTOOpaXkaeTcs Ha BCEeX TepMUHanax, NOAKIOYEHHbIX K
ceTeBbIM YCTpOMCTBaM, BCKOpe nocrne Bxoda B cuctemy. CpoyHble coobLieHus
(Hanpumep, HeMeaneHHoe OTKMYEHME CUCTEMbI) MOryT ©OblTb AOCTaBMEHbI
Nonb30BaTeNsM C MOMOLLbIO €XXeQHEBHOIO YBEAOMIIEHUS.

e [locne exegHeBHOro yeegomneHus nosiensietca CoobLueHre npu Bxoge n otobpaxkaeT
MHopMaumto onst Bxoga B CUCTEMY.

HacTpoiika ckopocTu nepegaymn AaHHbIX KOHCONU

YnpaBneHue ceteBbiM YCTPOMCTBOM MOXHO OCYLLECTBAATL Yepes3 KOHCOSbHbIWM nopT. [epsas
KOHUrypauus CceTeBoro YCTPOWCTBA [AOSKHa BbINOMHATECSA 4Yepe3 KOHCOSMbHbIA  MOPT.
CkopoCTb nepedayn [aHHbIX MocnegoBaTenbHOro nopta MoxeT ObiTb U3MeHeHa B
3aBMCMMOCTM OT dhakTudecknx TtpebosaHuin. OOGpatuTe BHMMaHWE, YTO Ha TepMUuHane
ynpasrieHnsa JomkHa ObiTb yCTaHOBMEHA NOCTOSAHHAs CKOPOCTb Nepedayn AaHHbIX C KOHCOMU
yCTpOWNCTBA.

HacTpoiika BpemMeHu oXXupgaHusi coeguHeHus

Bpemsi oxungaHusa coeguHeHust UCMonb3yeTcs Ans ynpaBieHUs MOOKIOYEHUSIMU YCTPONCTB
(BKMOYasi yCTaHOBMEHHBIE COEAMHEHMSA U CEaHCbl, YCTAHOBIEHHbIE AN yAaneHHbIX Y3roB).
CoeanHeHne OygeT 3akpbITO, €Criv BO BpeEMSi TalM-ayTa He OyaeT oGHapyXeHO HUKaKuX
BXOAHbIX AaHHbIX.

2.3.5.1. CBsAiI3aHHble HACTPOMUKN CUCTEMbDI

HacTpoiika cucteMHbIX 4YacoB 1 aaThbl

BbinonHute komaHgy clock set, 4Tobbl HACTPOUTL CUCTEMHOE BpEeMsi CETEBOrO yCTPOWCTBa
BPYYHYI0. Yacbl yCTPOMCTBA 3anyCKatoTCsl C 3ajaHHOI0 BPEMEHW M MPOAOIIKatoT paboTaTh gaxe
NpW BbIKMOYEHHOM COCTOSIHUM YCTPOMCTBA.
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OGHOBINeHMe annapaTHbIX YacoB

Ecnu yacel annapatHoro obecneyeHns n nporpaMMHOro obecneyeHns He CUHXPOHU3MPOBaHHI,
BbiNONHUTE KoMaHay clock update-calendar, 4To6bl ckonupoBaTb AaTy M BpemMs 4YacoB
nporpaMmHoro obecneveHns Ha annapaTHbIe Yachl.

Hactpoika numeHu cuctembl
e BobinonHute komaHgy hostname, 4To6bl NU3MEHUTL UMSI CUCTEMBI O YMOJSTHaHMIO.
e CucrtemHoe nmsa no ymondanuio — QTECH.
Hactpoinka komaHAHOW CTPOKMU
BbinonHuTe komaHay prompt.

Hactpouka exxeqHeBHOro yBeaoMIieHuUsA
o [lo ymonuaHuio exxegHeBHOE yBEAOMIIEHNE HE HACTPOEHO.
[ BuinonHuute KOMaHAay banner motd, YTOObI HaCTpPOUTb exenHeBHOe yBeoOMI1eHMe.

e ExepgHeBHOE yBegomneHue oTOOpaxaeTcsl Ha BCEX TepMuHanax, NMOAKIOYEHHbIX K
ceTeBbIM YCTpPOMCTBaAM, BCKOpe nocrne Bxofda B cuctemy. CpouHble coobLieHus
(Hanpumep, HemenfnleHHOe OTKIMIOYEHME CUCTEeMbl) MOryT OblTb [OCTaBMEHbl
NONb30BaTENSAM C NOMOLLBIO €XEeLHEBHOIO YBEAOMIIEHMS.

HacTponka CoobweHus npm Bxoge
o [lo ymonuaHuto CoobLieHre npu BXO4E HE HACTPOEHO.

e BbinonHute komaHngy banner login, 4Tobbl HacTpouTb CoobLieHMe npu Bxoge U
0T00OpasnTb MHAOPMALMIO AN BXO4A B CUCTEMY.

Hactpoika ckopocTu nepenaym gaHHbIX KOHCOMU
¢ BrbinonHute komaHgy speed.
e CKOpoCTb Nepedayun gaHHbIX MO yMonyaHuio coctasndet 9600 6ut/c.

2.3.6. OTOOpaxxeHne KoOHcpUrypauumm

OTobpaxkaeT KOH(pUrypaumm CMCTEMbI, BKITOYasa KOHPUrypaumm, KOTopble B HacTosiLee BpeMs
BbINOSTHAOTCS CUCTEMOM, N KOH(pUrypauum yctponcTs, XxpaHswmeca B NVRAM.

2.3.6.1. MprHUMN paboTbl

3anyck KoHdurypaumm

3anyLeHHble KoHdUrypauumn, a UMeHHo running-config, npeacraenaT cobon KoHdurypauum,
KOTOpble OTAENbHbIE MOAYNM KOMMOHEHTOB 3anyCKaloT B pPEXMME peanbHOro BpemeHu. [Ons
BCEX 3anyLLEHHbIX KOMMOHEHTOB MOXET ObITb caenaH 3anpoc Ha cbop KoHdUrypauui, KoTopble
OyoyT opraHuM3oBaHbl neped WX oToOpaXeHMeMm nonb3oBaTensM. TOMbKO 3anylieHHble
KOMMOHEHTbI MOTYT NPeAoCTaBNsATb KOHPUIypauunm B peanbHOM BPEMEHWU, B TO BPEMS Kak
He3arpy>XeHHble KOMMOHEHTbI He OTOOpaxalT koHdurypaumin. B cnydae 3anycka cuctemsl,
nepesanycka npouecca KOMMOHEHTA W BbINOSIHEHUSA TFOPSYEro MCNPaBIiEHUS CUCTEMBbI,
KOHpurypauum, cobpaHHble B 3TOT nepuon, MoryT ObiTb HETOYHBIMK M3-3a HECTabWUNbHOro
COCTOSIHMS KOMMOHEeHTa. Hanpumep, M3HayanbHO KOHMUrypauum KOMMOHEHTA He MOoryT
OTCYTCTBOBATb, HO MOryT BblTb OTOOPaXKEHbI NO3XeE.

HavyanbHble KOHcUrypaumm

KoHdpurypaummn, xpaHswmeca B NVRAM, a wumenHo, startup-config, saBnswoTcs
KOHUrypauusmu, BbIMOMHEHHBIMW BO BpEMS 3anycka ycTponcTsa. [py nepesanycke cuctembl
3arpyxaetca dawn startup-config, koTopbIi cTaHOBUTCA HOBbIM runningconfig. [[Ons
oTOBpaXeHnst MOCTOSAHHbBIX KOHUrypauum cuctema oSmkHa npounTaTh hanmn startup-config
B NVRAM.
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2.3.6.2. CBsi3aHHble HACTPOMUKN CUCTEMDI

OToGpaxeHune 3anyLeHHbIX KOHdUrypaumm

3anyctnte komangy show running-config [ interface interface ], 4T06bl OTOGpPa3nTL
KOHpurypaumm, KoTopble B AaHHbIN MOMEHT BbINOSHAKTCSA CUCTEMOW, MU KOHdUrypaumm
UHTepdenca.

OTobpaxeHune KOHpUrypaumm yctpomcrTaea
3anycTtute komangy show startup-config.

CoxpaHeHue KoHdUrypauumm sanycka

3anyctute komaHgy write mnu copy running-config startup-config, 4ToGbI CcoxpaHUTb
TeKyLume KoHdUrypaumm B kKa4ecTBe HOBbIX KOHOUIypaLmi 3anycka.

2.3.7. Telnet
2.3.7.1. MprHUMN paboTbI

Telnet — 370 NpOTOKON NPUKNAAHOro ypoBHS B cTteke npoTtokorioB TCP/IP. OH obecneunBaeT
cTaHgapTHOe ynpasfeHne yganeHHbIM BXOAOM B CUCTEMY M NOOKITHOYEHNEM K BUPTYanbHOMY
TepMmuHany yepes VIHTepHer.

Cnyxb6a «knueHTa Telnet nos3BonseT nokanbHOMY WM yganeHHOMY MNofb3oBaTento,
BbIMOSHMBLLEMY BXO B CETEBOE YCTPOMCTBO, UCMOMb30BaTh KIIMEHTCKYD nporpammy Telnet
Ons Joctyna K Apyrum pecypcam yganeHHowm cuctembl B MIHTepHeTe. Ha U3obpaxenun 2-2
none3osaternb MK nogknoyaeTcsa kK ceTeBoMy YCTPOUCTBY A C MOMOLLbIO 3MYMALMM TepMUHania
unn nporpammbl Telnet, a 3aTemM BbLINOMHAET BXOL B CeTeBOE€ YCTPOMCTBO B ¢ nomoLlbro
KomaHabl telnet gns ynpaeneHns koHdurypaumen.

Telnet B o6opynosaHun QTECH nogaepxusaet IPv4 u IPv6 agpeca. Cepsep Telnet npuHumaet
3anpocbl Ha nogkrtodeHne Telnet ¢ agpecamun IPv4 n IPv6. KnneHt Telnet moxeT oTnpaenath
3anpocbl Ha NOAKMYEHME K XocTaMm, naeHTuduumpyemoim no agpecam IPv4 n IPv6.

lelnet chent elnet server

=

WorkStation

PucyHok 2-2.

2.3.7.2. CBAA3aHHbIe HACTPOMUKN CUCTEMbDI
Bknro4yeHue knueHTckon cnyx6bl Telnet
BeinonHnte komaHay telnet onsa Bxoga B yganeHHoe yCTPOWCTBO.
BocctaHoBneHue ceaHca knueHTta Telnet
BbinonHuTe KomaHay <1-99>.
OTKNo4YeHne NPUOCTaHOBIIEHHOro ceaHca Telnet-knueHTa
3anyctute komangy disconnect session-id.
Bknro4yeHune cnyx6bl Telnet-cepBepa
o BruinonHute komaHay enable service telnet-server.
e BbinonHuTe 3Ty HACTPONKY, ecrnn HeoBXOAUMO BKMOUYUTL BXOA B cuctemy Telnet.
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2.3.8. Nepe3anyck

®yHKUMA BpeMEHHOro nepesanycka obnerdyaet paboTy nonb3oBaTens B HEKOTOPbIX CLieHapUAX
(Hanpumep, B TecTax).

o [lpn HacTporke uWHTEpBana BpeMeHW cucTema nepesanycTuTcs mocrne 3Toro
uUHTepBana. NHTepsan nmeeT oopmat mmm mnm hhh:mm B muHyTax. MoXxHO ykasaTb
UMSA MHTEepBana, YTobbl OTPa3nTb Ha3Ha4YeHWe nepesanycka.

° npl/l onpegeneHnn BpemMeHn B 6y,u,yu_|,eM cucrtema nepes3anyctutcAa no AOCTUXEHUAU
3alaHHOro BpemMeHu.

NMPUMEMAHUE: ecnu Bbl XxoTuTe ucnonb3oBaTb napameTp at, cuctema [OorkHa
nogaepxmeaTtb QYHKLMIO YacoB. PekomeHayeTcsa 3apaHee HacTPOUTb CUCTEMHbIE Yacbkl. HOBLIN
nnaH  nepesanycka nepesanqueT  CyLeCTBYHOLLMIA. MnaH nepesanycka  ©ygeT
HeOenCTBMTENbHBLIM, ECNN cMCTeMa DyaeT nepesanyLleHa 4o TOro, Kak niaH BCTYNUT B CUIy.

NMPUMEYAHUE: nHTepBan mexay BpeMeHeM nepesanycka v TEKYLLMM BPEMEHEM HE A0SIKEH
npesbiwaTe 31 AeHb, U BpeMs nepesarnycka AOSMKHO ObiTb MO3Xe TeKyLero CUCTEMHOro
BpeMeHu. [locne HacTpoKrKK NnaHa nepesanycka He U3MeHSANTE CUCTEMHbIE Yachl; B MPOTUBHOM
cny4ae nnaH MoxeT OblTb HeydayHbIM (HanpuMep, CUCTEMHOE BPEMS U3MEHSAETCH Ha BpeMms
nocrie nepesanycka).

2.3.8.1. CBsi3aHHble HACTPOMUKN CUCTEMbDI

Hactpoika nepe3sanycka
¢ BbinonHute komaHgy reload, 4Tobbl HACTPOUTL NONNTUKY Nepesanycka.

e BbinonHute 9Ty HacTponky, ecnu HeobxoouMMo MepesanyCTuTb YCTPOWCTBO B
onpegeneHHoe BpeMs.

2.4. KoHdurypauus

HacTtponka (Heobs3aTenbHO) Mcnonb3dyeTcs Onsi HACTPOWKM Maponen u ypoBHEN
naponen u NpUBUNENMn KOMaHg,
npuBUNernn
enable password HacTtpanBaeT npocTton 3awmndpoBaHHbIN
napornb
enable secret HacTtpaueaeTt 3aLUULLEHHBIN
3aLmpoBaHHbIN Naposib
enable YBenuumBaeT  ypOBEHb  MNpUBUNETNN
nonb3oBaTens
disable CHmxaet YPOBEHb npusmnernn
nonb3oBaTens
privilege HactpamBaeT ypoBeHb MpuBunerni Ons
KOMaHg
password YKasblBaeT naponb CoeAMHEHNSA
login BkniovaeT 3awimnty coeinHeHns1 naponem
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HaCTpOVIKa ©a3oBoro ynpaslieHus
HacTtponka Bxoga n | (HeobasatenbHo) Mcnonb3dyeTca ANs HACTPOMKN PasfUYHbIX PEXMMOB
ayTeHTudmkaumm BXO4a M METOAOB ayTeHTUMKaLUmn

username HactpavBaeT cBegeHuMss O rOKarbHOM
y4YeTHOW  3anMcyM  nonb3oBaTtensa MU
OOMNOSTHUTENBbHON MHdopMaLmn
aBTOpM3aLmUn
login local HacTtpauBaeTt nokanbHyto
ayTeHTUdmkaumio ansa Bxoga B CUCTEMY
Ha OCHOBE COeaUHEHNS
login authentication HactpauBaet ayteHTudpumkaumo AAA ons
BXOJa B CUCTEMY Ha OCHOBE COeAUHEHUS
telnet BkntovaeT cnyx0y knneHTta Telnet
enable service telnet- | Bknoyaet cnyx0y Telnet-cepBepa
server
-timeout HacTtpavBsaet Bpems oXugaHus
noaKnoYeHns
session-timeout HacTtpaunBaeT Bpems oxugaHus ceaHca
lockable BkntoyaeT 6MOKMPOBKY TepMMHana Ha
OCHOBE COeANHEHUS
lock briokupyeT TepmuHarn, MOAKMIOYEHHbIA K
TeKyLemMy CoOeAMHEHWNIO
HacTtponka (Heobsi3aTenbHo) Mcnonb3yeTcsa Ans HACTPOWKM OCHOBHBIX MapamMeTpoB
OCHOBHbIX CUCTEMbI
napameTposB
CUCTEMDI clock set HacTpauBaeT cucTeMHble Yachl U gaTy
clock update-calendar O6HoBNsIET annapaTHble Yachbl
hostname HactpauBaeTt nmsa cuctemsol
prompt HactpavBaeT KOMaHOHY CTPOKY
banner motd HacTtpauBaeT exegHeBHOe yBeJOMIeHMEe
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HacTtpowka bannerlogin HactpaunBaeTt CoobLieHre npu Bxoge npu
OCHOBHbIX BXoae
napameTpoB
crcTemMbl speed HacTpanBaeT ckopocTb nepeaaym AaHHbIX
KOHCONM
BkntoyeHue un (HeobGsizaTtenbHO) Wcnonb3yetcs ONs  BKAKYEHMS M OTKIHOYEHUSA
BbIKNIOYEHME onpeaeneHHon cnyxobl
onpeaeneHHoum
cnyxbBeil enable service BkntouaeT cryx6y
HacTtpowka (HeobssatenbHo) [aHHas KomaHga WCMonb3yeTcd And HaCTPOWKK
3annaHvpoBaHHOM | MOSIUTMKKU Nepesanycka CUCTEMbI
nepesarpysku
reload lMepes3anyckaeT yCTPONCTBO

2.4.1. HacTtpowuka naporsnen n npuBunerum

24.1.1.

2.4.1.2.

2.4.1.3.

Pe3ynbTaTt KOHJUrypaumm
Hactponte naponu ana ynpasfieHMss [AOCTYNoM Mofnb3oBaTenen K CceTeBbIM
YCTPOUCTBaM.

HasHaubTe ypoBeHb MpuBMMErnii komange, YTobbl NpeaocTaBUTb AOCTYMN K KOMaHae
TONbKO MONb30BaTENSM AaHHOIO YPOBHS UMW BbILLE.

YMeHbLINTE YpPOBEHb MNPUBUIErUMA  KOMaHAbl, 4TOObl nNpegocTaBuTb Gonbluemy
KONMYeCcTBYy Nonb3oBaTenen JOCTYN K KOMaHae.

YBenuybTe ypoBEHb NPUBUNEMMIA KOMaHAbl, YTOBbl OrpaHMYMTbL AOCTYN K KOMaHae Ao
HEeCKONbKUX Nosib3oBaTenem.

MpumeyaHus

Mo>HO ncnonb3oBaTb KOMaHAY HACTPOWKM Napond ¢ napaMmeTpom level onsa HacTporkn
napons Ans onpeaeneHHoro ypoBHs npusuneryi. lNocne ykasaHnsa ypoBHSA M Naporns
OH ByaeT paboTaTb 414 NoNb3oBaTesnen, KOTOpbIM HEOOX0AUM JOCTYN K 3TOMY YPOBHIO.

Mo ymonyaHuio naposib He HAacCTPOEH ANs MGOro ypoBHs. YPOBEHb MO YMOMYaHUIO —
15.

Mpn HacTponke NPOCTOro 3alMdpPOBAHHOIO Naposis He Ha ypoBHe 15, oTobpaxaeTcs
npegynpexgeHve u naponb asToMaTMyeckum npeobpasyetcsd B 3aLUMULLEHHbIN
3alndpPOBaHHbIN Naporb.

Cuctema BblOMpaeT 3alWMLWEHHBbIN 3aNMPOBaHHLIN Naposflb MOBEPX MNPOCTOro
3awmncpoBaHHOro Napons, ecnv oba Naposis HAaCTPOEHBI.

ATanbl KOHdUrypaumm

Hactpowka npoctoro 3awmcppoBaHHOro napons

(Heob6sa3aTenbHO) BbinonHUTE 3Ty HACTPOWKY, €CN HEOBXOAMMO YCTAaHOBUTbL NPOBEPKY
NPOCTbIM 3aLIM@PPOBaAHHBIM NaporiemM Npu NepeknioYeHnn nonb3oBaTenen Ha pasHble
YPOBHW NpUBUIErvn.
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UToObl HACTpPOUTbL NPOCTOM 3alUMPOBaHHbLIA Maposb, BbINOHWTE KOMaHay enable
password.

HacTpouka 3awmieHHoro sawmdpoBaHHOro napons

(Heobsa3atenbHO) BbinonHuTe aTy HAaCTPOWKY, ecnv He06X04UMO YCTaHOBUTL NPOBEPKY
3alMLLEHHbIM 3alMdPOBaHHBLIM Naponem npu nepeknioyeHn nonb3oBaTternen Ha
pasHble YPOBHU NPUBUIIETUNA.

UToObl HacTpouTb 3alUMLLIEHHbIN 3aWMEPOBaHHLIA NAPOfb, BbINOMHUTE KOMaHAy
enable secret.

3almLeHHbIn 3andpoBaHHbIA Naposib BINOMHAET Ty Xe (PYHKUMIO, YTO 1 NPOCTON
3aWndpoBaHHbLIN MNapoflb, HO WCMNONb3yeT YMYYLWEHHbIA anroputM LWNgpoBaHUS.
MoaToMy 3alumLLeHHble 3almndpOBaHHbIE MApPOfM PEKOMEHAYHTCA N3 COOBparkeHWn
BesonacHocTu.

Hactpoika ypoBHen npuBunerum KomaHa

OnuuoHanbHo.

KomaHga Ha Bonee HM3KOM YpOBHE AOCTyrnHa 6onblueMy KONMMYECTBY NOSb3oBaTenen,
YyeMm KomMaHa Ha 6oriee BbICOKOM ypoBHe. [oBblLeHne/NoOHMXEHNEe YPOBHS NpuBUNEri
nonb3oBaTerns

lMocne Bxoaa B ceTeBOe YCTPOMCTBO MOSb30BaTellb MOXET U3MEHUTb CBOW YPOBEHb
[OCTyna K KOMaHAam C pasfnmMyHbIMU YPOBHSIMU NPUBUIIErNNA.

BbinonHute komaHabl enable nnn disable, 4ToObl NOBBLICUTL UMM MOHU3UTL YPOBEHb
npuBunIernin nonb3oBaTens.

Bknro4yeHune 3awmTtbl coeagnHeHUs naponem

(HeobsizaTtenbHO) [nsa yganeHHoro Bxoga TpebyeTcs 3awmuTta coeguHeHus naporiem
(Hanpumep, Bxog yYepes Telnet).

BoinonHute komaHgy password [ O | 7 ] line, 4tobbl HacTpouTb naponb Ans
COeOWHEeHUs, a 3aTeM BbINOMHUTE KOMaHgy login, 4ToGbl BKMOYUTL MNPOBEPKY
NOANMHHOCTM NpU BXOAE.

NMPUMEYMAHUWE: ecnn naponb Ans COeaUHEHNA HAaCcTPOEH, HO ayTeHTUMKauuns npu Bxoae He
HacTpoeHa, cuctemMa He oTobpaxxaeT 3anpoc Naporssi.

2.4.1.4. NMpoBepka KOHUrypaumum

BoinonHunte komaHay show privilege, 4tobObl 0TOOpPasWTb TEKYLMN YPOBEHb
nonb3oBaTtens.

BeinonHute komangy show running-config gns otobpaxeHuns koHdbuUrypaumm.

38

QTECH

MWP OOCTYNHEE



PykoBogcTteo no Hactporike QSW-7600

2.4.1.5. CBsi3aHHble HACTPOUKU

HacTpounka npocTtoro 3awumdpoBaHHOro napons

KomaHga enable password [ level level ] { password | [ 0 | 7 ] encrypted-password

Onucanwne level: ykasbiBaeT onpegesnieHHbIN YpOBEHb NOMNb30BaTesNs.

fnapameTpos password: ykasblBaeT Mapofib, WCMNOMb3yeMbln AN Bxoga B
NPUBUNErMPOBAHHbINA PEXUM.
0: ykasblBaeT, YTO Naporib BBEAEH B BMAE NPOCTOro Tekcra (plaintext).
7. ykasblBaeT, YTO Maponb BBeAEH B BuAe 3almMppOBaHHOIO TeKcTa
(cyphertext).
encrypted-password: ykasblBaeT TEKCT MNaposis, KOTOpbIA OOSHKEH
cogepxatb OYKBbI M LIMpbl, YYBCTBUTENBHbIE K PEFUCTPY.
NPUMEYAHUE: npobenbl B Hadvane nons paspelweHbl, HO OyayT
npourHopupoBaHbl. OAHAKO MNPOMEXYTOYHbIE W KOHEYHble npobenbl
pacnosHarTcs

Pexnm Pexwum rnobansHon koHuUrypaumm

KOHUrypauum

BcTtpoeHHas B HacTosillee Bpemsi MpoCTble 3almMpoBaHHbIE Maponm MoryT ObiTb

nogckaska HaCTPOEHbI TOSbKO C ypoBHEM 15 1 BCTYNAT B CUIY TOMBLKO B TOM Cry4ae,

€CIN1 He 3a4aH Naporb C 3alUMLEHHBIM LWNPOBaHNEM.

Mpn HacTporke NPOCTOro 3awmdpoBaHHOIO Napossi He Ha ypoBHe 15,
oTobpaxaeTca  npedynpexaeHne W Naporib  aBTOMAaTUYeCKu
npeobpasyeTcs B 3aLULLEHHbIV 3alLUMdPOBaHHbIA Naporsib.

Ecnn nmaponb ypoBHA 15 ¢ npocTbiM LMGPOBAHMEM W MNaApOflb C
3alULLEHHbIM WM POBaHMEM HaCTPOEeHbl OAMHAaKOBO, OToGpaxaeTcs
npegynpexaexHuve.

NMPUAMEYAHUE: npu ykasaHun Tuna wnpoBaHna 1 BBOAE Naposis B
dopmate MpoCTOr0 TEKCTa HEBO3MOXHO [MMOBTOPHO BOWTUM B
NPUBUIIEMMPOBAHHBINA peXuM. 3awmngpoBaHHbIN Naposib HE MOXET ObITb
BOCCTaHOBIEH nocne notepu. Bam 6yaet Heo6xoanmo HaCTpPOUTb HOBbIN
napornb

HacTtpouka 3awmuweHHoro 3awmcgppoBaHHOro napons

KomaHga enable secret [ level level ] {secret | [ O | 5 ] encrypted-secret }
Onucanue level: ykasbiBaeT onpeaerneHHbIn ypoBeHb Monb3oBaTens.
napameTpoB

secret:  ykasblBaeT Maponb, WUCMOMb3yembli  Ans  Bxoda B
NPUBUNETMPOBAHHbLIN PEXUM.

0 | 5: ykasbiBaeT Tvn WwWundpoBaHusa napons. 0 ykasbiBaeT HAa OTCyTCTBUE
wndpoBaHus, a 5 — camoe 6e3onacHoe W poBaHue.

encrypted-password: yka3sbiBaeT TEKCT napons
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Pexum Pexwum rnobanbHoOn KoHUrypauum

KOHcpurypaumm

BcTpoeHHas OTa KOMaHOa ucnonb3yeTca ANd HACTPOMKM naposien Ans pasfiMyHbIX
nozackaska YPOBHEWN NpuBUAerum

MoBbiweHue

POBHS1 NpuBUIIernii nonb3oBaTens

KomaHga enable [ privilege-level ]

Onucanwne privilege-level: ykasbiBaeT onpeaeneHHbln ypoBEHb NpUBUIIErni
napameTpoB

Pexum MpBMNErNMpPOBaHHbLIN PEXUM

KOHcpurypaumm

BcTpoeHHas [Ona noBblleHNss YypOBHA npuBunerMn Tpebyetcs BBOA Mapons
nogckaska Tpebyemoro ypoBHs

MoHuXxeHne YPOBHSA anBMnerMﬁ nonb3oBaTens

KomaHga disable [ privilege-level ]

Onucanne privilege-level: ykasbiBaeT onpeaeneHHbl ypoBEHb NPUBUIIETNIA
napameTpos

Pexnm MpuBUNErnpoBaHHLIN PeXxnm

KOHdourypaumm

BcTtpoeHHas lMoHWMXeHne ypoBHS NpuBMnerMi He TpedyeT BBOL4A MNaposisi.
noackaska

Ncnonb3ynTe 3Ty KOMaHgy ANs BbIXo4a U3 NPUBUNETNMPOBAHHOIO pexmma
n Bo3BparTa B Nonb3oBartenbckui pexxum. Ecnu 3agaH napameTp privilege-
level, TekyLmin ypoBEHb NPUBUNIEMMI NOHWXKAETCA A0 YKa3aHHOIO YPOBHSI.

NMPUMEMAHME: privilege-level gomkeH OblTb H/XKE TEKYLLIETO YPOBHSI
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Hactpoika ypoBHeW npuBunerum KomaHg

KomaHga privilege mode [ all ] { level level | reset } command-string

Onucanwne mode: ykasblBaeT peXnumM KOMaHOHOW CTPOKU OS5 KOMaHAbl.

el el Hanpumep, config BbibupaeT pexum rnobanbHOro KoHUrypupoBaHus,
NPUBMNErMpPOBaHHbIA KOMaHAHbIN pexuM, a interface BbiGMpaeT pexum
KOHpurypaumm nHtepdenca.
all: nsmeHseT ypoBeHb NpuBMAErMin NOgKOMaHA onpeneneHHon KoMaHabl
Ha TOT K& YPOBEHb.
level level: yka3biBaeT ypoBeHb npuBunerun B guanasoHe ot 0 go 15.
reset: BOCCTaHaBnMBaeT YPOBEHb MNPUBUAErUA KOMaHbl MO YMOMYaHUIO.
command-string: ykasbiBaeT KOMaHay, KoTopon TpebyeTcs HasHauuTb
YPOBEHb NPUBUNETNIA

Pexum Pexunm rnobanbHon koHdurypauum

KOHUrypauum

BcTpoeHHas UTOoObl BOCCTAHOBUTL YPOBEHb MNPUBUIIENMN KOMaHAbl, BbINOMHUTE

nogckaska komangy no privilege mode [ all ] level level command B pexume

rno6anbHOM KoHGUrypaumm

YKa3zaHue naponsi coeguHeHus

KomaHga password [0 | 7] line

Onucaxve 0: yka3blBaeT Ha HaCTPOWKY Mapons B BUAE NPOCTOro TeKCTa.

napameTpos 7: yka3blBaET Ha HACTPOIiKy Naporns B BUAe 3alundpOBaHHOIO TEKCTA.
line: ykasbiBaeT CTPOKy napons

Pexnm Pexnm koHdurypaumm coeguHeHns

KOHdourypaumm

Bknro4yeHune 3awmrtbl coeanHEeHUs naponem

KomaHga login
Pexnm Pexnm koHurypaumm coeguHeHns
KOHpurypaumm

NMpumep KoHUrypaumum
HacTpoiika aBTopu3saumm KomaHg

CueHapun

HasHaubTe ypoBeHb npusunermn 1 komaHge reload v ee nogkomaHgam,
3aTeM HacTpouTe ypoBeHb 1 Kak ypoBeHb AocTyna (Habpas naporsb test)
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Jransbl e HasHaubTe ypoBeHb npuBunermn 1 komaHge reload u ee
KOHUrypauum nogkomaHgam.

QTECH# configure terminal

QTECH(config)# privilege all level 1 reload

QTECH(config)# enable secret level 10 test

QTECH(config)# end
MpoBepka e Ybegutechb, 4TO KOMaHaa reload n ee nogkoMaHbl JOCTYMNHbI HA
KOHUrypauum ypoBHe 1.

QTECH# disable 1
QTECH> reload ?
at reload at

<cr>

2.4.2. HacTtpouka Bxoaa u ayTeHTU(pUKaumm

24.2.1.

2.4.2.2.

PesynbTaTt KOHhUrypaumm

YcTaHoBUTE ayTeHTUMUKALMIO YYETHbIX [AaHHbIX AN BXO4a B CUCTEMY Ha OCHOBe
coeauHeHus.

BbinonHuTe komaHay telnet ons Bxoga Ha yaaneHHoe YCTPOWCTBO.

38KpOﬂTe yCTaHOBJ/IEHHOE coeaunHeHune, eclin B TedYeHune BpeMeHun OXunaaHuna He
obHa PYyXeHbl BbIXOAHbIE OAHHbIE.

OTKMOUMTE YCTAHOBMEHHbLIA CeaHC, COEAVHSIOWMIACA C YyAaneHHbIM y3rioM, M|
BOCCTAHOBUTE XOCT B coOCTOsiHMe Idle, ecnn B TeyeHMe BpeMEHU OXuOaHua He
0OHapy>XeHO BbIXOOHbIX AaHHbIX.

3abnokupyinte TepmMmuHan, 4Tobbl OTKasaTb B goctyne. Korga monb3oBaTenb BBOOUT
Kakon-nmbo cnmBos Ha 3abroKMpoBaHHOM TEpMUHAre, oTobpaXkaeTcsl 3anpoc Naponsi.
TepmuHan 6ygeTt aBTomaTu4eckn pasbnokMpoBaH, ecrnv BBeAeH NpaBuiibHbIA Naporb.

ATanbl KOHUrypaumm

Hactpoika cBegeHMn o nokanbHOM nosfib3oBaTene

O06sa3aTenbHoO.

BbinonHMTe komaHay username, YToObl HACTPOUTL YYETHYIO 3anucb, UCMNOMb3YEMYHO
ANst NoKanbHOW ayTeHTUdUKaLUMN U aBTOpM3aLMK, BKIOYasi MMeHa nonb3oBaTernen,
naposnu 1 A4oNonHUTENbHY MHdopMaumio 06 aBTopu3auui.

BbInonHuTe aTy HACTPOMKY Ha KaXkgoM YCTPOUCTBE.

Hactpoika nokanbHou ayTeHTUdMKauuMmM ANA BXoAa B CUCTEMY Ha OCHOBe
coefuHeHusA

Ob6sa3aTenbHoO.

HacTponka nokansHon ayTeHTuduKaunmn ans Bxoga B CUCTEMY Ha OCHOBE COeNHEHNS
B cnyyae otkniodeHnsa AAA.

BbinonHuTe 3Ty HAaCTPOWKY Ha KaxaoM yCTPOUCTBE.
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Hactponka AAA ayteHTUdbMkaumMm pAOnsa Bxoga B CUCTEMY Ha OCHOBe
coeAuHeHuUA

(HeobGs3aTtenbHo)  BbinonHWTE  AaHHYyHO KOH(urypauuo  gns HaCTPOKKN
ayTeHTubmkaumm AAA ons Bxoda B CUCTEMY Ha OCHOBE COeAMHEHMS.

HacTponka ayteHTudumkaumm AAA ana Bxoga B CUCTEMY Ha OCHOBE COeOMHEHUS B
cnydvae, ecnu BkrtoveHa dpyHKuma AAA.

BbINonHUTE 9Ty HACTPOMKY Ha KakOoOM YCTPOMCTBE.

BknroyeHue knneHTckom cnyxobl Telnet
BbinonHuTe komaHay telnet ans Bxoga B yaaneHHoOe YCTPOMCTBO.

BoccTtaHoBRneHue KnmeHTckoro coegnHeHusa Telnet

(Heobs3atenbHo) BbinonHuTte gaHHyo KoHdUrypaumio Ons BOCCTAHOBMEHUA COEOUHEHUS C
knueHTtom Telnet.

OTKnoyeHue NnPUOCTaHOBJIEHHOIo coeamnHeHuA Telnet-knueHTa

(Heobsi3aTenbHO) BbinonHMTe AaHHYH KOHdUrypaumioo, 4Tobbl 3akpbiTb MNPUOCTAHOBMEHHOE
coeanHeHue Ha Telnet-knueHTe.

Bknro4yeHue cnyx6bl cepBepa Telnet

OnuuoHanbHo.
Bkntouute cnyxby Telnet-cepepa, ecrnv Heobxoanmo BKIMOUNTL BXog Yepe3 Telnet.

HacTpoiika BpemMeHu oXxupgaHusi NoaKNoYeHus

OnuyuoHanbHo.

YcTaHoBneHHoe coeanHeHne 6yaeT 3aKkpbiTO, €CNK B TEYEHNE BPEMEHU OXUOAHUS He
o6HapyXeHbl BbIXOAHbIE AAHHbIE.

BbinonHWTe 3Ty HACTPOWMKY, ecrnM HeobxoouMo yBEenUUUTb UNN YMEHbLUUTb Bpemsi
OXWAAHWSA COeaUHEHMSI.

HacTpoiika BpemeHM OXXnaaHusa ceaHca

OnuyuoHanbsHo.

CeaHC nMogkn4eHUs K ydaneHHOMYy XocTy OydeT OTK4veH, u xocT Oyget
BOCCTaHOBMEH B cocTosiHue Idle (B pexum npocTosi), ecriv B TeYEeHME BPEMEHU
oXngaHus He bygeT obHapyKeHO BbIXOOHbIX AaHHbIX.

BbinonHWTe 3Ty HAcCTPOMKYy, ecrnv HeobGXOAMMO YBENUYMTb MM YMEHbLUMTb BpeMmsi
OXWAaHWsA ceaHca.

BrnoknpoBka ceaHca

2.4.2.3.

(Heobs13aTenbHO) BbinonHMTe 3Ty HACTPOWKY, ecrnn HeobxogMMo BPEMEHHO BbIATU U3
ceaHca Ha yCTpOMUCTBeE.

Ytobbl 3abmokMpoBaTb CeaHc, CHavana BKNounTe 6NOKMPOBKY TEPMUHATIA B PEXMME
KOHpMrypauum TepMuHanbHOro 4OCTyna, a 3atem 3anyctute komanay lock B pexume
TepMuHana gns 6nokMpoBku TEpMUHana.

lNMpoBepka KoHcUurypaumm
BbinonHute komaHgy show running-config gns otobpaxeHus KOHUrypauum.

B cny4yae oTtkntoyeHna AAA nocrie HaCTPOWKU CBEAEHUIN O NoKanbHOM nonb3osaTerie u
nokanbHOW NPOBEPKM MOANMHHOCTM Ha OCHOBE TepMWHanbHOro AocTtyna ybeauTecs,
4YTO AN JocTyna K uHTepdency KomaHOHOM CTPOKU norib3oBaTendm npegraraetcsd
BBECTW UMS NOMb30BaTENS U Naposib.
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Ecnn cyHkuma AAA  BKMOYeHa, nocre HacTPpOMKM CBedeHUn O JloKasibHOM
nonb3oBaTtene v nokanbHonm ayteHTudukaumm AAA ybeguTecb, YTO Ana gocTtyna K
WHTepdency KOMaHOHOW CTPOKM Monb3oBaTensaM npeanaraeTcs BBECTU  UMS
nonb3oBaTtens n naporb.

BbinonHute komaHay show user, 4To6bl 0TOGPa3NTL MHPOPMALMIO O NoNb3oBaTeNsIX,
BoLeAWwmnX B MHTEPdENC KOMaHOHON CTPOKU.

Telnet-knNWeHTbl MOryT MOAKMYaTbLCS K YCTPOMCTBAM, BKMAKOYEHHBIM C MOMOLLBIO
cnyx6bl Telnet-cepsepa.

Mpun HaxaTun KnasBuiM Enter B 3a6NoKMpoBaHHOM UHTepdelnce KOMaHOHON CTPOKM
nonb3oBaTento GyaeT NpeanoxeHo BBeCTV naponb. CeaHc pa3brnokupyeTcs TONMbKO B
TOM cry4yae, ecnv BBeeHHbI Naposb COBNagaeT C HACTPOEHHbIM NaposeM.

3anyctute komaHgy show sessions gnd otobpaxeHuss BCeX YCTaHOBMEHHbIX
Telnet-knueHTOB.

2.4.2.4. CBAA3aHHble HACTPOUKU

HaCTpOﬁKa cBefeHUNn O NoKanbHOM nosnb3oBarene

KomaHga username name [login mode { console | ssh | telnet }][ online amount

number ][ permission oper-mode path ][ privilege privilege-level ] [ reject
remote-login ] [ web-auth ][ pwd-modify ] [ nopassword | password [ 0
| 7] text-string ]

OnucaHune name: ykasblBaeT UMs Nofb3oBaTens.
napameTpoB

login mode: ykasbiBaeT pexMMm BXo4a B CUCTEMY.

console: yctaHaBnuBaeT pexunm Bxoga kak Console (KoHconb).
ssh: yctaHaBnnBaeT pexvnma Bxoda kak SSH.

telnet: yctaHaBnueaeT pexum Bxoga kak Telnet.

online amount number: yka3biBaeT MakCMMarnbHOE KONMMYECTBO YYETHbIX
3anvcen B aKTUBHOM COCTOSIHUW.

permission oper-mode path: HacTpanBaeT paspeLleHne Ha onepauuto ¢
dannom. op-mode ykasbiBaeT Ha pexum paboTbl, a path ykasbiBaeT Ha
KaTanor unv NyTb K onpegeneHHomy danny.

privilege privilege-level: ykasbiBaeT ypoBEHb NPUBUIIETNIA YHETHOW 3aMnUcK
B Anana3oHe ot 0 go 15.

reject remote-login: OTKNOHSIET yOANEHHbIN BXO4 C MOMOLLBI YYETHON
3anmcum.

web-auth: paspewaet Tonbko WEB-ayTeHTMdMKaAUUIO ONs  y4eTHOM
3anmcu.

pwd-modify: no3sonsieT BnagenbLly y4eTHOW 3annucu M3MeHATb Naporb.
OTOT napameTp AOCTYMNeH, ToNbKo ecnu web-auth ckoHdurypmposaHa.

nopassword: ykasbiBaeT, YTO A/l YYETHOWN 3aMu1cK He HacTPOEH Naporb.

password [ O | 7 ] text-string: yka3sbiBaeT napofib, HACTPOEHHbIN ANS
yyeTHon 3anucu. 0 ykasbiBaeT, YTO Mapofib BBeAEH B BuAe MNpOCTOro
TEeKCTa, a 7 yKkasblBaeT Ha TO, YTO Naposib BBOAMUTCH KaK 3aLunMgpoBaHHbIN
TekcT. Mo ymonyaHuio ncnonb3yeTcs NPOCTON TEKCT
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Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas Mcnonb3ynte 39Ty koMaHgy ANs co3gaHust rokanbHoM ©6asbl AaHHbIX
noackaska nonb3oBartenen, koTopas OyaeT WMCNonb30oBaTbCA MNPy MPOBEpPKE

NOoANMNHHOCTN.

Ecnv ans Ttuna wudgpoBaHus BblIOpaHO 3HayYeHue 7, BBeAEeHHas
3aWwmndpoBaHHas CTpoka A0JMKHa COCTOSATb M3 YETHOIO Yncrna CUMBOJIOB.

ToT napameTp npMmMmeHunMm K cueHapuio, B KOTOPOM 3aLLII/1CprBaHHbIe
naposn MoryTt ObITb CKOMmpoBaHbl 1 BCTaBJIEHbI. B Apyrnx cnydasx
3HayeHue 7 He Bbl6|/1paeTC$I

HaCTpOﬁKa NoKanbHoOU ayTeHTIM*)MKaLI,VIVI Aansa Bxoaa B CUCTeMy Ha OCHOBe

coeAunHeHuA
KomaHpa login local
Pexunm Pexum KoHdUrypaumm coegnHeHus
KOHUrypauum
BcTpoeHHas OTa KoMaH4a NCNonb3yeTecst AN HACTPONKN NTIOKaNbHOW ayTeHTMdUKauum
noackaska On4a BXoda B CUCTEMY Ha OCHOBE CoeIMHEHUS B criydae oTkoveHnsa AAA.
NHdopmauusa o nokanbHOM nonb3oBaTene HacTpamBaeTCs C MOMOLLbIO
KOMaHdbl username
Hactponka AAA ayteHTUdMKaumm pAOnsa Bxoga B CUCTEMY Ha OCHOBe
coeguHeHus
KomaHga login authentication { default | list-name }
Onuncanne default: ykasbiBaeT uWMs cCnvMcka MeTOAOB ayTeHTudukaumm no
napameTpos YMOJYaHMIO.
list-name: yka3blBaeT AOMOSIHUTENBHOE UMS CMCKa METOL0B
Pexnm Pexnm koHdurypaumm coeguHeHns
KOHdourypaumm
BcTpoeHHas OTa koMaHda Mcrnonb3yeTcs Ans HAaCTPoWKM ayTeHTudukauun AAA ans
noackaska BXO4a B CUCTEMY Ha OCHOBE COeAMHEHUs B Crlyvae, ecnv BKYeHa
dyHKLMSA AAA. MeTtoabi ayTeHTunkaumm AAA, BKJTOYad
ayteHTudpumkaumo RADIUS, nokanbHyl0 NpoOBEepKy MOAMMHHOCTM U Mpu
OTCYTCTBYIOLLEN NpPOBEPKE MNOANMHHOCTM, WCMNOMb3YKTCA B npouecce
ayTeHTUrKaumm
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BknroyeHue knueHTckomn cnyxo6bl Telnet
KomaHpa telnet [ oob ] host [ port ] [ /source { ip A.B.C.D | ipv6 X:X:X:X::X |
interface interface-name } ] [ /vrf vrf-name ] [ via mgmt-name ]
Onucanwne 0o0b: yganeHHoe nopgkrnodeHne K cepsepy Telnet yepes BHENONOCHYIO
napameTpoB CBA3b (Yepe3 NopT ynpasneHus). STOT napamMeTp AOCTYNEH TOMNbKO B TOM
cnyyae, ecnv yCTpOMCTBO MMeET NOPT ynpaBrneHus.
host: ykasbiBaeT IPv4-agpec, IPv6-agpec nnu numsa xocta Telnet-cepsepa.
port: ykasbiBaeT Homep TCP-nopta Telnet-cepBepa. 3HayeHue no
ymornyaHuio: 23.
/source: ykasbiBaeT IP-agpec WCTOYHMKA WM NOPT  MCTOMHUKA,
ncrnonb3yembln Telnet-knneHTom.
ip A.B.C.D: ykasbiBaeT IPv4-agpec nctodHuka, ucnonbsyembii Telnet-
Onucanve KNMEHTOM.
napameTpos . .
P P ipv6 X:X:X:X:X: ykasbiBaeT IPv6-agpec WCTOYHMKA, WCMOSMb3yeMblin
Telnet-knmueHToM.
interface interface-name: ykasbiBaeT NOPT WUCTOYHUKA, WUCMOSMb3yeMbIN
Telnet-knmueHToM.
Ivrf vri-name: ykasbiBaeT nmsa Tabnuvubl BUPTyanbHOM MapLupyTusaumm un
Tabnuuy nepecbinkm (VRF), koTopyto He06x0aMMO 3anpocuThb.
via mgmt-name: ykasbiBaeT NopT ynpasBneHus, ucnonb3yemolnn Telnet-
KnNueHToM npu Bblbope napameTpa oob
Pexnm MpuBUNernpoBaHHbIN pPexnm
KOHdourypaumm
BcTpoeHHas Monb3oBaTenb MOXeT NOAKIYMTECA No npoTokony Telnet kK yoaneHHomMy
noackaska YCTPOWCTBY, yKazaHHOMY MO MMeHn xocta IPv4 unm umenm xocta IPv6,
agpecy IPv4 unu agpecy IPv6
BocctaHoBneHue ceaHca Telnet-knueHTa
KomaHpga <1-99>
Pexnm Monb3oBaTENBCKNIN PEXNM
KOHdourypaumm
BcTpoeHHas VMcnonb3ynTte 3Ty KOMaHy A5 BOCCTaHOBNEHUA ceaHca Telnet-knueHTa.
noackaska Monb3oBaTenb MOXeT HaxaTb codveTaHume knasuw Ctrl+Shift+6 X ans
BPEMEHHOroO BbIxoda U3 ceaHca Telnet, ycTaHOBNEHHOroO C MOMOLLbIO
Komangpbl telnet, BbINOMHWUTL kKOMaHZy <1-99> Ana BOCCTAHOBNEHWUSA
ceaHCca W 3anycTutb kKoMaHay show sessions ana oTtobpaxeHus
nHdopmMaummn o ceaHce
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OTKknoYeHune npunoctaHoBJIeHHOIro coegunHeHuUsA Telnet-knuneHTa

KomaHga disconnect session-id

Onucanwne session-id: ykasblBaeT wuaeHTUdUKaATOP MPUOCTAHOBIEHHOIO CeaHca
napamMmeTpoB Telnet-knueHTa

Pexum Monb3oBaTenbCKUI PEXUM

KOHcpurypaumm

BcTtpoeHHas OTa KoMaHOa No3BOSISIET 3aKPbITb OnpeadenieHHbIn ceaHc Telnet-knueHTa,
noackaska BBEAA ngeHTndmkaTop ceaHca

Bknro4yeHue cnyx6bl Telnet-cepBepa

Komanpa enable service telnet-server

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

BcTpoeHHas OTa KomaHAa no3sonseT BkounTb cnyxby Telnet-cepsepa. Cnyx6bl IPv4
noackaska n IPV6 Takke BKNIOYaOTCH NOCne BbINONIHEHUSA KOMaHAbI

HacTpoiika BpeMeHu oXXugaHusi NoAKNYeHUs

KomaHga timeout minutes [ seconds ]

Onucanne minutes: ykasblBaeT BpemMs OXnaaHUs CoOeAUHEHNS B MUHYTaXx.

EfeELSU ek seconds: yKasbiBaeT BPeMsl OXMAAHUS COEAMHEHNS B CEKYHAAX

Pexnm Pexnm koHdurypaumm coeguHeHns

KOHdourypaumm

BcTtpoeHHas Mcnonb3ynte 9Ty KOMaHLy AnNs HAcTPOWMKUM BPEMEHUM OXMUOAHUS Ans
noackaska YCTAHOBIEHHbIX MOAKNIOYEHMN B coeavHeHun. CoeguHeHve 6ypet

3aKpbITO, €cnvM BO Bpemsi TalM-ayTa He OyaeT OOHapyXeHO HUKaKux
BXOAHbIX JAHHbIX.

Utobbl ypanuTb KOHMUIypauuio Tanm-ayTa COEOUHEHUs, 3anyctuTte
KOoMaHZy no timeout B pexvMme KoOHuUrypaumm coeguHeHuns

HacTpoiika BpemeHM 0XnaaHusa ceaHca

KomaHga session-timeout minutes[ output ]
Onucaxve minutes: ykasbiBaeT BpeMs OXnaaHns ceaHca B MUHyTax.
napameTpoB

output: ykasblBaeT, cnegyet nu p[obaensiTb BbIXOAHblE [AaHHble B
KayecTBe KpUTEPUS BDEMEHU OXMAAHUS

@ §) QTECH

MWP OOCTYNHEE

a7




PykoBogcTteo no Hactporike QSW-7600

Pexum Pexum koHdurypaumm coegmHeHus

KOHcpurypaumm

BcTpoeHHas Mcnonb3ynte 3Ty KOMaHOy ANS HACTPOMKU BPEMEHU OXWUOAHWA Ons
noackaska CeaHCoB yAaneHHoro xocta B coeamHeHumn. CeaHc ByaeT oTKIIOYEH, ecnu

BO BpeMA OXXKngaHunA He 6y,1:|,eT o6Hapy>|<eHo HUKaKNX BXOAHbIX AaHHbIX.

UToObl OTMEHUTbL BPEMSI OXMAAHMA CeaHca, 3anycTuTe KomaHdy ho
session-timeout B pexume KoHUrypaumm coeguHeHns

BknioyeHne GHOKMPOBKM TepMUHasria Ha OCHoBe coeanHeHuA

KomaHnga lockable
Pexum Pexum koHdurypaumm coeanHeHns
KOHcpurypawmm

BHOKMpOBKa TepMuHana, nogknrw4YeHHOro K Tekyuwemy coeamHeHuIo

Komanpa lock
Pexunm Pexum koHdUrypaumm coeanHeHus
KOHdourypaumm

2.4.2.5. Npumep KoHcpUrypaumm

YctaHoBKa ceaHca Telnet onsa yaaneHHOro ceteBoro ycTpoucrea

JTansbl e YcTtaHoBUTe ceaHc Telnet ¢ yganeHHbIM ceTEBbLIM YCTPOUCTBOM C
KOHpurypaumm IP-agpecom 192.168.65.119.
e YcTtaHoBuUTe ceaHc Telnet ¢ yganeHHbIM ceTEBbLIM YCTPOMUCTBOM C
IPv6-agpecom 2AAA:BBBB::CCCC

QTECH# telnet 192.168.65.119

Trying 192.168.65.119 ... Open

User Access Verification

Password:

QTECH# telnet 2AAA:BBBB::CCCC

Trying 2AAA:BBBB::CCCC ... Open

User Access Verification

Password:
MpoBepka [MpoBepbTe, ycTaHOBMNEHbI NN ceaHcbl Telnet Ang yoaneHHbIX ceTeBbIX
KOHpurypawmm YCTPOWCTB
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| www.gtech.ru |
HacTponka BpeMeHu oxXnaaHmMsa NoaKMYeHns
SAT1anbl YcTaHoBuTe BpeMs OXuaaHua nogknoveHus Ha 20 MUHYT
KOHcpurypaumm
QTECH# configure terminal //Bxogut B pexum rnobanbHou
KOHUrypauuu.
QTECH# line vty 0 //BxoauT B pexum KoHdurypaumm
TepMUHanbLHOro gocTyna.
QTECH(config-line)# timeout 20 //YcTaHaBnuBaeT Bpemsi OXWAaHWS
coeguHeHus Ha 20 MUHYT
MpoBepka Ybeautecb, 4YTO COeAMHEHME MEeXOy TEPMUHANOM W JloKasibHbIM
KOHcpurypaumm YCTPOWUCTBOM 3aKpbITO, €CNnM B TEYEeHUEe BpPEeMEHU OXUOaHUA He

06Hapy>KeHo HUKaKNX BXOAHbIX AAaHHbIX

HacTtpoiika BpemMeHM oXXnpaHusa ceaHca

STtansl YcTaHoBuTE BpeMsi OXngaHusa nogknoveHmst Ha 20 MUHYT
KOHUrypauum

QTECH# configure terminal //Bxognt B pexum rnobansHom
KOHdourypaumm.

QTECH(config)# line vty 0 //BxoguT B peXuUM KOHdurypaumm
TEPMUHAINBLHOMO AOCTyna.

QTECH(config-line)#session-timeout 20 //YcTaHaBnuBaeT BpeMms
oXngaHusa coegmHeHus Ha 20 MUHYT

MpoBepka Yb6egutecb, 4TO CcoedVHEeHUE Mexay TepMUHaNoM U foKanbHbIM
KOHdUrypaumum YCTPOWCTBOM OTKIIIOYEHO, €CNN B TeYeHWe BPEMEHU OXUOAHUS He
06HapY>XEHO HMKaKMX BXOOHBIX AaHHbIX

2.4.3. HacTponka OCHOBHbIX NapaMeTpoOB CUCTEMBbI

2.4.3.1. PeaynbTaT KOH(pUrypaumm

HacTtpoika OCHOBHbIX NapaMeTpOB CUCTEMBI.

2.4.3.2. dtanbl KOH(Urypauum

HacTpoika cucteMHbIX 4YacoB u aatbl
e O0Oga3aTenbHO.

e HacTponka cMCTEMHOro BpeMeHU Ha CETEBOM YCTPOMCTBE BPYYHYH0. Yackl yCcTponcTea
3anycKalTCs C 3ajaHHOr0 BPEMEHU 1 NPOAOIKaOT paboTaTh AaXe Npuy BbIKITHOYEHHOM
COCTOSIHUM YCTPOWCTBA.

NMPUMEYAHUE: HacTpoiika BpeEMEHU MPUMEHSIETCA TONMbKO K MporpaMMHbIM 4Yacam, ecru
ceTeBOe YCTPOMCTBO He npefocTaBndeT annapaTHble Yacbl. [1py BbIKNIOYEHUN YCTPOMCTBA
KOHGUrypauusa He ByaeTt coxpaHeHa.
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O6HoBNEeHMe annapaTHbIX YacoB
e  OnuuoHarnbHo.

. BeinonHute Ty HaCTpOI;le, ecnun HeO6XO,EI,I/IMO ckonupoBaTtb pOaty W BpeMsA
nporpaMmMHbIX  4acoB Ha arnnapaTtHbie Yachbl, YTOOLI annapaTtHblie  4achbl
CUHXPOHN3NpPOBAINCb C NnporpamMmmMmHbiM1 YacaMn.

Hactpoika umeHu cuctemsl
(HeobsizaTenbHo) BbinonHWTe 3Ty HACTPOMKY, YTOOLI U3BMEHUTH UMSI CUCTEMBI MO YMOMYaHMIO.
Hactpoinka kKomaHAHOW CTPOKMU

(Heobs3aTtenbHo) BbinonHuTe 9Ty HACTPOWMKY, YTOObI M3MEHUTb KOMaHAHYH CTPOKY MO
YMOMYaHMIo.

Hactpouka exxeqHeBHOro yBeaoMIeHUA

o (HeobssatenbHo) BbinonHuTe 3Ty HACTPOWKY, €Criv HeobXxoanMmMo 0TObpPasnTb BaXKHbIE
noAckaskn unu NnpeaynpexaeHns Ans nonb3oBaTenen.

e YBEOOMIIEHME MOXHO HaCTPOUTb B OAHY WIIM HECKONbKO CTPOK, KoTopble OyayT
oTobpaxaTbcs Ansa nonb3oBaTenen Nocne BXxoaa B CUCTEMY.

HacTtponka CoobweHus npu Bxoae

(Heobsi3aTtenbHo) BbinonHaWTe 3Ty HACTPOWMKY, €Criv Heobxoammo oTobpakaTb BaKHble
coo0OueHns ans nonb3oBaTernen Npu BXo4e Unm BbIXoae 13 CUCTEMBI.

HaCTpOﬁKa CKOpOCTU nepenayiu AaHHbIX KOHCOJIHN

(Heobsi3aTenbHO) BhinonHUTE 3Ty HACTPONKY, YTOObI M3MEHUTb CKOPOCTb Nepefadn AaHHbIX
KOHCOJN MO YMOMYaHUIo.

2.4.3.3. NpoBepka KOHUrypaumum

o 3anyctute komaHgy show clock, 4tobbl 0TO6pasnTe cMCTEMHOE BpEMS.
o [lpoBepbTe, oTOGpaxaeTca nn CoobLueHre Npu BXOAE NOcrne BXoda B CUCTEMY.

e BbinonHute komaHay show version gnsa otobpaxeHus nHdopMauum o cucteme u
BEPCUN.

2.4.3.4. CBAA3aHHbIe HAaCTPOUKMU

HacTtpoika cucteMHbIX YacoB U AaThbl

KomaHga clock set hh:mm:ss month day year
Onuncanne hh:mm:ss: nokasbiBaeT Tekywee Bpems B ¢hopmarte yac (24-4acoBou
napameTpoB dopmar):MunHyTa:ceKkyHaa.

day: o6o3HavaeT aeHb Mecsua (1-31).
month: o6o3HavaeT mecsay, roga (C sHBaps no aekabpb).
year: o6o3HavaeT rog ¢ 1993 no 2035. CokpalleHnsi He NoaaEePKMBAOTCA

Pexnm MpuBUNErMpOBaHHbLIN PEXNM
KOHpurypaumm
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BcTpoeHHas Mcnonb3ynTe aTy KOMaH4y 4SS HACTPOMKU CUCTEMHOIO BPEMEHW.
MoAckaska Ecnn yctponctBo He npepocTaBnsieT annapaTtHble 4Yackl, HacTpouka
BpeMeHM He ByaeT coxpaHeHa Npu BbIKIFOYEHUN YCTPONCTBA

O6HoBeHMe annapaTtHbIX YacoB

KomaHga clock update-calendar

Pexum MpBMNErNMPOBaHHbLIN PEXUM

KOHcpurypawmm

BcTpoeHHas [Mocrne HacTponkn BpeMEHU MPOrpaMMHbIX YacoB OyaeT nepesanvMcaHo

noackaska BpeMsi annapaTHbIX YacoB

HacTponka umeHun cuctemol

Komanpa hostname name

Onuncanne name: ykasblBaeT UMSA CUCTEMbI, KOTOPOE OOJTHKHO COCTOSATb M3 NeYaTHbIX
napameTpoB CUMBOJIOB U HE JOSTKHO NpeBbiwaTth 63 6anTta

Pexnm Pexunm rnobanbHon KoHurypawmm

KOHdourypaumm

BcTpoeHHas UTOoOblI BOCCTAHOBUTH CUCTEMHOE WMS MO YMONYaHWIO, BbINOMHUTE
nogckaska KomaHngy no hostname B pexume rrnobanbHON KOHUrypauum

Hactpoika KomaHAHOW CTPOKMU

KomaHga prompt string

Onuncanne string: ykasbiBaeT wums komaHgHon cTtpokn. Wms ¢ BGonee yem 32

napamMmeTpoB cumBoramn GygeT ycedyeHo, 4ToObl cogepXaTb TOSMbko nepsBble 32
CYMBOJIOB

Pexnm MpuBUNErnpoBaHHbIN PeXnm

KOHdourypaumm

BcTtpoeHHas UTo6bl BOCCTAHOBUTb HACTPOWMKM KOMAaHOHOW CTPOKM MO YMOJTYaHWIo,

noAckaska BbINOSIHNTE KOMaHAY NO prompt B pexume rnobansHOM KoHdUrypauum

HacTpoiika exxegHeBHOro yBefoMneHus

KomaHga banner motd ¢ message c
Onuncanne C: 06o3HavyaeT pasgenuTenb, KOTOPbI MOXET ObiTb NoObIM CMMBOMOM,
napameTpoB Hanpumep "&"
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Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas CoobLieHne [OMKHO HayMHaTbCA W 3akaH4MBaTbCA pasgenuteneMm C
noackaska nocneyroLMMm BBOAOM CTPOKU. Bce cumBonebl, cnegytolime 3a KOHEYHbIM

pasgenutenem, 6yayTt nponyuweHbl. Jllobas OykBa, cogepkallasics B
COOOLLEHNN, HE [OOSMKHA WCMONb30BaThCA B KavyecTBe pasgenuTens.
[nnHa coobleHnsa He AomkHa npeBbiwaTh 255 6anT

HacTtponka CoobweHus npu Bxoae

KomaHga banner login ¢ message ¢

Onucanne c. obo3HavaeT pasgenuTernb, KOTOPbIN MOXET ObiTb NOOLIM CMMBOJSIOM,
napameTpoB Hanpumep, "&"

Pexnm Pexwum rnobansHon KoHdUrypauum

KOHUrypauum

BctpoeHHas CoobuieHne OOMKHO HauMHaTbCS M 3akaHYMBaATbCS pasgenuTenem C
nogckaska nocneyroLMMm BBOAOM CTPOKU. Bce cumBonbl, cnegyowime 3a KOHEYHbLIM

pasgenutenem, O6yaoyTt nponyweHbl. Jllobaa ©OykBa, cogepxallasica B
cooOLEeHnn, He [OfKHa WCNoNb3oBaTbCA B KayecTBe pasgenutens.
[nnHa coobLleHnsa He gomkHa npeBblwaTth 255 6anT.

Utobbl ymanutb CooOleHne npu BXOAeE, MCMOSMb3ynTte KomMaHgy no
banner login B pexume rnobanbHON KOHUTypaLmm

HacTpoiika ckopocTu nepefaymn AaHHbIX KOHCONMU

KomaHga speed speed
Onuncanne speed: ykasblBaeT CKOPOCTb Mepedayn AaHHbIX KOHCOnM B OuTax.
napameTpoB CkopocTb nocnegoBaTenbHOro nopta MOXeT OblTb yCTaHOBMEHa Ha

9600 6uTt/c, 19200 6uT/c, 38 400 buT/c, 57 600 dut/c nnmn 115 200 duT/c.
3HaveHue no ymonyanuo — 9600 6ut/c

Pexnm Pexnm koHdurypaumm coegmHeHna

KOHdourypaumm

BcTpoeHHas MOXHO HacTpoOUTb CKOpPOCTb MepefavyM  OaHHbIX  aCMHXPOHHOTO
noackaska KOHCONbHOro goctynas 6o4ax B COOTBETCTBMM C TpeboBaHuaMU. KomaHaa

speed ncnonb3yeTca Ans HaCTPOMKM CKOPOCTU Mpuema v nepegayv s
ACUHXPOHHOW NNHUK
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2.4.3.5. Mpumep KoHcuUrypaumm
HacTpomnka cucteMHOro BpemMeHu
OTanbl N3meHuTe cuctemHoe Bpemsa Ha 2003-6-20, 10:10:12
KOHcpurypaumm
QTECH# clock set 10:10:12 6 20 2003 //KoHburypupyeT cuctemHoe
BpeMs u garty
MpoBepka 3anyctute komaHay show clock B npMBMNErnpoBaHHOM pexnme, 4YToObl
KOHUrypauum 0T0bpasnTb CUCTEMHOE BpeEMS

QTECH# show clock /[MoaTBepxaaeT, YTO U3MEHEHHOe BpeMms
BCTYMWIO B CUITY.

clock: 2003-6-2010:10:54

HaCTpOI7| Ka exxegHeBHOrIo yBeaomMrieHusA

ST1ansbl HacTtponte exegHeBHoe yBegomneHne "Notice: system will shutdown on
KOHUrypauum July 6th." c nomoLblo cmBona pelleTkn (#) B KayecTBe pasgenurens
QTECH(config)# banner motd #//HayanbHbIn pasgenutens
Enter TEXT message. End with the character '#'
Notice: system will shutdown on July 6th.# //KoHeuHbI pasgenuTens
QTECH(config)#
MpoBepka e Bobinonnmute komangy show running-config ana otobpakeHus
KOHdourypaumm KOHGoUrypaumm.

o [logkntoumnTechb K fIOKanbHOMY YCTPOMCTBY Yepes KOHCOSb, Telnet
unn SSH un npoBepbTe, oTOOpaxaeTcsa 5NN exegHEBHOE
yBEOOMIIEHNE nepen OoToOpaxeHMeM WHTepdenca KoMaHOHOW
CTPOKM

C:\>telnet 192.168.65.236

Notice: system will shutdown on July éth.

Access for authorized users only. Please enter your password.
User Access Verification

Password:

Hactponka Coo6weHunsa npu Bxoge

OTanbl
KOHpurypaumm

Hactponte CoobwieHne npu Bxoge npu Bxoge B cuctemy "Access for
authorized users only. Please enter your password." ¢ nomoLbl0 cumBona
peweTkn (#) B KayecTBe pasgenutens

QTECH(config)# banner login #//HayanbHbIln pasgenutens
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Enter TEXT message. End with the character '#'.

Access for authorized users only. Please enter your password.
#
//KoHeYHbIN pa3gennTens

QTECH(config)#

MpoBepka
KOHUrypauum

e Bbinonnute komaHay show running-config ans otobpaxeHus
KOHUrypauum.

e [logkntoumTech K NlokanbHOMY YCTPOWUCTBY Yepes KOHCOnMb, Telnet
unn SSH n npoBepbTe, 0TOOpaxaeTcs v CoobLieHne npu Bxoae
nepepn otobpaxeHnem nHTepenca KOMaHLHON CTPOKM

C:\>telnet 192.168.65.236

Notice: system will shutdown on July éth.

Access for authorized users only. Please enter your password.
User Access Verification

Password:

HacTpoiika ckopocTu nepeaaym AaHHbIX NocnefoBaTeNibHOro nopra

Oranbl YcTaHOBUTE CKOPOCTb Nepefayn AaHHbIX nocrnegoBaTenbHOro nopra Ha
KOHpurypawumm 57 600 6ut/c
QTECH# configure terminal //Bongute B pexum rnobanbHom
KOHdourypaumm.
QTECH(config)# line console 0  //Bongute B pexum KOHdurypaumm
KOHCONbHOro AocTyna.
QTECH(config-line)# speed \57600 //YcTaHOBWTE CKOPOCTb Mepedayn
JaHHbIX No KoHconu Ha 57600 ouTt/c.
QTECH(config-line)# end //Bo3BpallaeT B NPUBMMIENMPOBaHHbIN
pexmm
lMpoBepka BbinonHuTe komaHgy show ansa otobpaxkeHnsa koHdurypawumm
KOHdourypaumm

QTECH# show line console 0  //Displays the console configuration.
CON Type speed Overruns

*0 CON 57600 0

Line 0, Location: ", Type: "vt100"

Length: 25 lines, Width: 80 columns

Special Chars: Escape Disconnect Activation

X none *M
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Timeouts: Idle Idle Session
never never

History is enabled, history size is 10.

Total input: 22 bytes

Total output: 115 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

Modem: READY

2.4.4. BKnro4YeHue U BbIKNO4YeHUe onpeneneHHon Cnyxobl

2.4.4.1. PesynbTaTt KOHpUrypauum

[OuHamnyeckas HacTpomKa CUCTEMHbIX CnyX6 BO Bpems paboTbl CUCTEMbI, BKIOYEHUE U
OTKIoYeHne onpegeneHHbix cnyx6 (SNMP Agent, SSH Server nTelnet Server).

2.4.4.2. dtanbl KOH(Urypaumum
BkntoueHne SNMP-arenta, SSH-cepsepa u cnyxbbl Telnet-cepepa

o (HeobsizatenbHO) BbinonHWTE 3Ty HACTPOWMKY, €Cnu HeobXoAMMO MCMOSb30BaTb 3TU
Cnyx6obl.

2.4.4.3. NMpoBepka KOHUrypaumum

o  BruinonHute komaHgy show running-config ana otobpaxkeHuns KoHUrypauuu.

e Bbinonuute  komaHgy show  services, 4toObl  OTOGpasnTb  COCTOSIHME
BKIIOYEHNS/OTKITHIOYEHNS CITy>KObl.

2.4.4.4. CBA3aHHbIe HAaCTPOUKU

BknitoueHne SSH-cepeepa, Telnet-cepsepa n cnyx6 SNMP-areHTa.

KomaHga enable service { ssh-server | telnet-server | snmp-agent }
Onuncanne ssh-server: BknoyaeT unu oTknoyvaeT cnyxby SSH-cepsepa. Cnyx6bl
napameTpoB IPv4 n IPv6 Takke BKMOYAKOTCA BMECTE C 3TOWN CNy>KO0M.

telnet-server: BknoyaeT unu oTknoyaeT cnyxby Telnet-cepsepa.
Cnyx6ebl IPv4 1 IPv6 Takke BKIOYAKOTCA BMECTE C 3TOW CIyX6on.
snmp-agent: BkrtoyaeT nunm otkniovaeT cnyxby SNMP-areHTa.

Cnyx6bl IPv4 n IPv6 Takke BKMOYaOTCA BMECTE C 3TOM Cry>6omn

Pexnm Pexwum rnobanbHon koHUrypaumm

KOHpurypaumm

BcTpoeHHas Mcnonb3ynTe 3Ty KOMaHAy ANg BKIOYEHUS U OTKITHOYEHMS OnpeaeneHHbIX
noackaska cnyx6
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2.4.4.5. Mpumep KoHcpuUrypaumum
BkntoueHune cnyx6bl SSH-cepBepa
OTanbl Bkntounte cnyxby SSH-cepsepa
KOHUrypauum
QTECH# configure terminal //[Bovigute B pexum rrnobanbHom
KOHUrypauuu.
QTECH(config)#enable service ssh-server  //Bkniounte cnyxby SSH-
cepsepa
MNposepka e Buinonnute komangy show running-config ona otobpaxeHus
KOHcpurypaumm KOHpurypaumm.

e 3anyctmte komangy show ip ssh, 4T06bl OTOBPa3UTL
KOHUrypaumio 1 COCTOSIHUE BbINOTHEHNA cnyx6bl SSH-cepBepa

2.4.5. HacTtpo#ka 3anfaHMpoBaHHOMN nepe3arpysKku

2.4.5.1. PeaynbTaT KOH(pUrypauum

HacTpoiTe 3annaHupoBaHHyl nepesarpys3ky, 4TobObl nepes3anycTuTb YCTPOWCTBO B
COOTBETCTBUW C pacrnncaHueM.

2.4.5.2. dtanbl KOH(Urypauum

HacTpoiika nepesarpysku

3anyctute komaHgy reload B MNpMBMNErMpoBaHHOM  peXxume, 4ToObl HemegneHHOo
nepesanyctuTb CUCTEMy.

Hactpoika 3annaHupoBaHHOW nepe3arpy3km reload at hh:mm:ss month day
year [string]

Ecnu Bbl HacTpouTe onpegeneHHoe BpeMsi, cuctema byaeT nepesanylieHa B 370 Bpemsi. Bbl
OOJTKHbI yKasaTb BpeMs, koTopoe byaeT B 6yaywiem. MapameTpbl Mmecdua (month), gHa (day)
n roga (year) HeobGsizaTenbHbl. Ecnv gaHHble napameTpbl HE yKasaHbl, MO YMOJTYaHWIO
NCMNonb3yeTcsl BPEMS CUCTEMHbIX YaCOB.

NMPUMEMAHUE: ecnu Bbl XOTUTE uWCMonb3oBaTb napamMeTp at, cuctema [JOrmKHa
noagepXxmeatb PyHKUMIO YacoB. PekomeHayeTcA 3apaHee HaCTPOUTbL CUCTEMHbIE Yachl. HoBbIN
nnaH nepesanycka nepesanuweT  cywecTeylowmn. [nadH  nepesanycka  Oyget
HeJencTBMTENbHBIM, eCnn cuctema ByaeT nepesanyLleHa 40 TOro, Kak nnaH BCTYNUT B CUry.

NMPUMEYAHUE: Bpems nepesanycka OOMKHO ObiTb MO3KE TEKYLLErO CUCTEMHOIO BPEMEHW.
lMocne HacTpoWku NnaHa nepesanycka He U3MEHSANTE CUCTEMHbIE Yachl; B MPOTMBHOM Cry4ae
nnaH MoXeT BbiTb HE BbINOMHEH (HanpMMep, CUCTEMHOE BPeEMSA U3MEHHAETCHA Ha BpeMs nocrne
nepesanycka).
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2.4.5.3. CBsAi3aHHble HACTPOUKU

Mepesarpyska ycTponcTea

KomaHpa reload [at { hh [:mm[:ss]]}[month[day[year]]]]
OnucaHue at hh:mm:ss: ykasbiBaeT BpeMsi nepesarpy3km cuctembl. month:
napameTpoB yKasblBaeT MecsLl roga B gmanasoHe ot 1 go 12. day: ykasblBaeT gaty B
OnanasoHe oT 1 0o 31. year: ykasbiBaeT rog ¢ 1993 no 2035. CokpalueHus
He noaaepXuBaloTca
Pexum MpuBMNErMPOBaHHbLIN PEXUM
KOHcpurypaumm
BcTpoeHHas OTa KOMaHga no3BONSAET BKMOYMTbL MNepesanyck ycTpoucTBa B
noackaska onpegeneHHoe Bpems
2.5. KoHTponb cocTosiHus
2.5.1. OToGpaxeHue
OnucaHue KomaHga
show clock OTobpaxaeT TeKyLLee CUCTEMHOE BpeMS

show line { console line-num | vty line-num

OTtobpaxaeT koHdUrypaumm coegnHeHns

| line-num }

show reload OtobpaxaeTt napameTpsbl nepesanycka
CUCTEMBI

show running-config [ interface interface ] | OTtobpaxaeTt Tekyme KOHUrypaumm

YCTPONCTBA NN KoHdurypaumm nutepdenca

show startup-config

OTobpaxaeT KOHdMrypauum
coxpaHeHHble B NVRAM

YCTPOWNCTB,

show this

OTobpaxaeT TekyLumMe KOHpUrypaumm CUCTEMbI

show version [ devices | module | slots ]

OTobpaxaeT nHopmaumo o cucteme

show sessions

OTtobpaxaeT  WMHdopMaLMIO O  KaKAOM
yCTaHOBIIEHHOM 3k3emnnigpe Telnet-knueHTta

QR
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3. HACTPOUKA TEPMUHANBHOIO AOCTYNA
3.1. O630p

Ha ceTteBbiX yCTpOMCTBax MMEKTCH pasfnuyHble TUMbl TepMUHanbHOro goctyna. MOoXHO
ynpaenaTe TEpMUHaNamMuM no rpynnaMm Ha OCHOBe WX TUMNOB. Ha ceTeBbIX YCTpPOWMCTBaX
TepMUHanbHbIA AoCcTyn gendarca Ha aea tmna, CTY u VTY.

3.2. NpumeHeHue

NMpumeHeHune OnucaHue

Ooctyn Kk yctpownctBy npu | Bxog B wuHTepdenc komaHaHowm ctpoku (CLI) ceTesoro
nomoLum koHconu (CTY) YCTPOMCTBA C NMOMOLLIbIO KOHCONK

OocTtyn K ycTponcTBy Yepes | Bxog B nHTEpdenc KoMaHOHOW CTPOKM CETEBOr0 YCTPOMCTBA
VTY yepes Telnet unn SSH

3.2.1. OocTyn K ycTpOMUCTBY npu nomolum koHconu (CTY)

CueHapuu

I

PC

>

PucyHok 3-1.

A — 3TO ceTeBOe YCTPOMCTBO, KOTOPbIM HEOHXOANMO YyNpaBnsThb.
MK — 370 cTaHuus ynpaBneHns ceThblo.

OnucaHue

CTtaHumsa ynpasneHus ceTbio NOAKMYaeTCsa K KOHCONTbHOMY MOPTY CETEBOrO YCTPOMCTBA Yepes
nocnegoeatenbHbin  kabenb. C  nomowbi  MporpaMMHOrO  obecrnevyeHust  KOHCOMwn
(HyperTerminal nnn gpyroro nporpammMmHoro obecneveHus ans MogenupoBaHus TepmuHana)
Ha CTaHUUWM ynpaBreHUs CeTb0 MOXHO MOMy4MTb OOCTYN K KOHCOMNW CEeTEeBOro YCTPOMCTBA U
BOWTM B MHTEP(ENC KOMAHAHOW CTPOKM ANs1 HACTPOWMKM N yrpaBrieHNs CETEBbIM YCTPOMCTBOM.

3.2.2. focTyn K ycTpoucTtBy 4epe3 VTY
CueHapun

I

PC A

PucyHok 3-2.

A — 3TO ceTeBO€e YCTPOWNCTBO, KOTOPbIM HEOHXOANMO YyNpaBnsTh.
MK — 3TO cTaHuuA ynpaBneHns ceTbio.
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OnucaHue

CtaHuusa ynpaBneHns ceTbio NOAKNIYaeTcs K CeTEBOMY YCTPONCTBY vepes ceTb. C NOMOLLLHO
knueHTta VTY (Hanpumep, Putty) Ha cTaHUuMM ynpaBneHus ceTbld MOXHO MONyYnTb JOCTYN K
ceTeBOMy ycTponcTtey yepes Telnet unm SSH n Bontn B MHTEpenc KOMaHOHON CTPOKM Angd
HaCTPOMKN U YNpaBneHns CETEBbLIM YCTPONCTBOM.

3.3. DyHKUUMU

3.3.1. ba3oBble KOHUenuuu

CTY

Jintna CTY coeamHsieTcs C CeTEBbIM YCTPOWCTBOM 4epes3 MNOPT KOHCOMU. BonbMHCTBO
CeTEBbIX YCTPOMUCTB MMEIOT KOHCOSbHbIN NOPT. [JOCTYN K NOKanbHOM CUCTEME MOXHO MOMYy4UTb
yepes KOHCOSbHbIV MOpT.

VTY

INvhna VTY aBnseTtcs BUPTyanbHOW TepMUHANbHOW NWHWEN, KOoTopash He OTHOCUTCHA K
annapaTtHomy obecneveHunto yctponctB. OHa mcnonb3dyeTcs Ans nogkniodeHnsa Telnet wnu
SSH.

3.3.2. 0630p

PyHKLUMA OnucaHue

basoBble HacTtponka TepMuHana, oTtobpaxeHne W ygarneHue uHdopMauum o
dyHKLMK NoAKmnYeHnn TepMmmHana

3.3.3. basoBble pyHKUUMN

3.3.3.1. CBsi3aHHble HAaCTPOMUKN CUCTEMbI

HacTpoiika TepMrMHanbHoro gocryna

BeinonHute komaHay line B pexume rrnobanbHOW KoHdurypauum, 4tobbl BOWTUM B PEXUM
KOHpMrypaumum ykazaHHOro pexmma TepMUHaNbHOro AocTyna.

HacTponka atpnbyToB TepmMMHanbHOro goctyna.

Ouunctka TepMMHaNbHbIX COeAUHEHUN

Korga TepmuHan nogkntovaeTcs K ceTeBOMY YCTPONCTBY, COOTBETCTBYIOLLASA NMMHUSA TepMMHana
3aHATa. BbinonHuTe koMaHaQy show user gns otobpaxeHus COCTOSHUSA NOOKIMIOYEHUSA ATUX
TepMUHanbHbIX NMHWA. ECnn Bbl XOTUTE OTKMIOYMTbL TEPMWUHAN OT CETEeBOro YCTPOWCTBA,
BbIMONHUTE KOMaHAy clear line, 4ToGbI CcbpocuTb nuHMKO TepmuHana. [locne cbpoca
TEPMUHANbHOrO OOCTyna COOTBETCTBYHOLLME nodkntodennss (Hanpumep, Telnet n SSH) oyayr
npepsaHbl, UHTEPENC KOMaHOHOW CTPOKM BbINOET W3 CUCTEMbl U JIMHMM TepMUuHana
BOCCTAHOBATCS B HE3aHATOE cOCTosAHME. [1onb3oBaTenm MoryT BOCCTaHOBUTb COEANHEHMS.

Yka3aHue konunyectBa TepmuHanoB VTY

BbinonHute komangy line vty, 4tobbl BOWTM B pexum HacTpomku nuHum VTY un ykasaTb
Konmn4yecTtBo TepMuHanos VTY.

Mo ymonuaHuio nmeetcsa 5 TepmmHanoB VTY, npoHymepoBaHHbIX oT 0 o 4. KonnyecTtso
TepmuHanos VTY MOXHO yBenuunTb A0 36, HOBble TepMUHarbl HyMmepytoTcs oT 5 Ao 35. MoXHo
yAanuTb TONbKO HOBblE TEPMUHArbI.
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3.4. KoHdmrypaums

KoHdurypauus OnucaHue u KomaHaa
Bxon B pexum (ObBsasatenbHo) [aHHaa KOMaH4a MCNonb3yeTcs AN BXOAa B PEXUM
KOHuMrypaumm KOHurypauum TepMmHansHoro goctyna
TEPMWHANbLHOIO
gocTyna line [console | vty [first-line | BxoauT B ykasaHHblii  PEXUM
[ last-line ] KOHUrypauum TePMUHANbLHOIo
goctyna
line vty line-number YBenuumsaet unu yMeHbLUaeT

KONMYeCTBO AOCTYMNHbIX NHU VTY

3.4.1. Bxoa B peXum KOH(purypauum TepMmuHanbHoOro gocrtyna

3.4.1.1. PeaynbTaT KOHhUrypauum

Bxoa B pexunm KoHUrypaumm TepMuHanbHOro ocTtyna Ans HaCTPOMKM APYrnX dOYHKLUNNA.

3.4.1.2. dtanbl KOH(Urypaumum

Bxoga B pexuM KOHUrypaLuum TepMuHanbHoro AocTtyna

e O0bOsa3aTenbHoO.

e Ecnu He ykasaHO MHOe, BONOUTE B PEXUM KOH(pUIypaumm TepMuHanbHOro 4octyna Ha

Kaxgom  ycTpomctee  angd

HaCTPOWKMN

atpubyTtos

TEPMUHaNbLHOrO  JocTyna.

YBenuyeHne/ymeHbLLeHNe KonudecTtea nuHum VTY

e  OnuyuoHankeHo.

e BuinonHute komaHgy (no) line vty line-number, 4Tobbl yBENUUNTE MM YMEHBLLUNTD

konnyectso nuHum VTY.

3.4.1.3. NpoBepkKa KoHdUrypauumm

BreinonHute komaHgy show line gnst otobpaxeHnns koHUrypaumm TepMuHanbHOro goctyna.

3.4.1.4. CBAA3aHHble HAaCTPOMUKMN

Bxopa B pexum KoHdurypaumm TepMmHanbHOro goctyna

@ §) QTECH
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KomaHga line [ console | tty | vty ] first-line [ last-line ]
Onucanue console: yka3blBaeT KOHCOMNbHbIV NOPT.
nte[preLilu] el vty: yKkasblBaeT BUPTYanbHYld TEPMUHANbHY  JIMHWIO,  KOTOpas
nogaepxnaet Telnet nnn SSH.
first-line: ykasbiBaeT HOMeEp NepBOV NMUHUM.
last-line: ykasbiBaeT HOMep nocneaHen NMHUK
Pexum Pexwum rnobanbHon koHUrypaumm
KOHUrypauum
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YBennyeHue/ymeHblweHue konuyectsa nuHumn VTY

KomaHga line vty line-number

Onucanwne line-number: ykasbiBaeT KonuyecTtso nMHun VTY. dnanasoH 3HavyeHun ot 0
napamMmeTpoB no 35

Pexum Pexwum rnobanbHon KoHUrypaumm

KOHcpurypaumm

BcTpoeHHas BoinonHute komangy no line vty line-number, 4yToGbLl yBENMMUUTL WK
noackaska YMEHbLUNTb KONMYecTBO NuHum VTY

OTOﬁpa)KeHVIe KOHd)MrypaLWIVI TepMUHaribHoOro gocrtyna

KomaHnga show line { console line-num | vty line-num | line-num }

Onucanue console: ykasblBaeT KOHCOJTbHbIN NOPT.

fnapameTpos vly: yKasblBaeT BUPTyanbHYl0 TEpPMUHANbHYIO  JMHWIO,  KOTopas
nogaepxmsaet Telnet nnn SSH.
line-num: ykasbIBaeT JIMHMIO, KOTOPYHO HEOBX0aUMO 0TOOpPasnTb

Pexnm MpuBunernpoBaHHbIN PeXxnm

KOHdourypaumm

3.4.1.5. Npumep KoHcpUrypaumm

CueHapun
I\\
PC A
PucyHok 3-3.
OTanbl o [logkntoumnTe NK K ceTeBOMY YCTPOMNCTBY A Yepes NUHUI0 KOHCOSN
KOHdourypaumm v Boaute B CLI Ha TK.

e BbinonHute komaHgy show user gnsi oToGpaxkeHns COCTOSIHUS
NOAKIMIOYEHNST IMHUM TEpMUHana.

e 3anyctute komaHgy show line console 0 gna otobpaxeHus
COCTOSIHWS! FIMHUM KOHCOMM.

e Bovgute B pexumm rnobanbHOW KOHGUrypauum u BbINOSHUTE
Komangy line vty, 4yToObl yBENNYMTL KONMMYECTBO TEPMMHAIOB
VTY po 36
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A QTECH#show user
Line User  Host(s) Idle Location
*0con0 - idle 00:00:00 -

QTECH#show line console 0

CON Type speed Overruns

*0 CON 96000

Line 0, Location: ", Type: "vt100"

Length: 24 lines, Width: 79 columns

Special Chars: Escape Disconnect Activation

**x “D M

Timeouts: Idle Idle Session
00:10:00 never

History is enabled, history size is 10.

Total input: 490 bytes

Total output: 59366 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

QTECH#show line vty ?

<0-5> Line number

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#line vty 35

QTECH(config-line)#

*Oct 31 18:56:43: %SYS-5-CONFIG_l: Configured from console by
console

MpoBepka
KOHpurypaumm

e [locne BbinonHeHns komaHabl Show line MOXXHO 0BHapyXnTb, 4TO
KONMMYECTBO TEPMUHAIOB YBENNYNIIOCH.

e Bbinonnute komangy show running-config ana otobpaxeHns
KOHpurypaumu
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A QTECH#show line vty ?

<0-35> Line number

QTECH#show running-config

Building configuration...

Current configuration : 761 bytes

version 11.0(1C2B1)(10/16/13 04:23:54 CST -ngcf78)
ip tcp not-send-rst
vlan 1
|
interface GigabitEthernet 0/0
!
interface GigabitEthernet 0/1
ip address 192.168.23.164 255.255.255.0
!
interface GigabitEthernet 0/2
!
interface GigabitEthernet 0/3
!
interface GigabitEthernet 0/4
!
interface GigabitEthernet 0/5
|
interface GigabitEthernet 0/6
!
interface GigabitEthernet 0/7
!
interface Mgmt 0
!
line con 0
line vty 0 35

login
!

end
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3.5. KoHTponb cocTosiHuA

3.5.1. OuncTtka

NMPUMEYAHMUE: BbiNONHEHWEe KOMaHS, clear MOXeT NPMBECTM K NOTepe BaXKHON MHGopMaLmm
n, cnegoBaTenbHO, NpepbiBaHUo paboTbl cryx6.

OnucaHue

KomaHpa

CbpacbiBaet cocTosiHMe
CoeaNHeHns
TepMMHanbHOro gocTtyna

clear line { console line-num | vty line-num | line-num }

3.5.2. OTobpaxeHue

OnucaHune KomaHpa

OtobpaxaeT show line { console line-num | vty line-num | line-num }
KOHUrypauumio

TepPMMUHaNbLHOro JocTyna
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4. HACTPOUKA OUATNA3OHA BPEMEHU
4.1. O630p

Time Range (dnanasoH BpemeHn) — 370 cnyxba ynpaBneHns Ha OCHOBE BPEMEHMU, KoTopas
npenocTaBnsieT HEKOTOPbLIM NPUMOXEHUSIM BO3MOXHOCTb YrpaBreHus BpemeHem. Hanpumep,
MOXXHO HaCTpOUTb AnanasoH BpeMEHU N CBA3aTh €ro Co CNUCKoM yrnpaeneHus goctynom (ACL),
4yT106bl ACL-Ccnncok BCTynu B CUiy B Te4eHMe ONpeaerneHHbIX AHEN N BPEMEHWN HEAENW.

4.2. BapuaHTbl npyumMeHeHus

BapuaHTbl npumeHeHuss CueHapuu

[NpumeHeHne ananasoHa | NpumeHnte pauanasoH BpemeHn Kk moayno ACL, 4Tobbl
Bpemenun Kk ACL-cnncky ACL-cnvcok 3anyckancs rno BpemMeHu

4.2.1. NpumeHeHne anana3soHa BpemeHu K ACL-cnucky

4.2.1.1. NMpumep NnpuMeHeHUNA

OpraHu3auma no3sonseT nonb3oBaTensm nonyvaTe AOCTyn K cnyx6e Telnet Ha yganeHHOM
xocTe Unix Tonbko B paboyee Bpems (PncyHok 4-1).

192.168 202,207

UNIX Server

192.168.12.0/24

PucyHok 4-1.

NMPUMEYAHUE HacTtponte ACL-cnncoK Ha ycTpouctBe B ana peanusauuMm cregyrowlen
dyHKUMM B6e3onacHoCTH:

Xoctbl B cermeHTte cetn 192.168.12.0/24 moryT nonyuuTb goctyn Kk cnyxbe Telnet Ha
yaaneHHom xocte Unix Tonbko B pabo4ne vacsbl.

4.2.1.2. DyHKUMOHaNbHOE pa3BepTbiBaHNE

Ha yctpoictee B npumenute ACL-cnucok Ans ynpaBneHuss OOCTYNOM nofb3oBaTenen K
cnyx6e Telnet B cermeHTte cetn 192.168.12.0/24. Cespkmte ACL-cnmcok € amana3oHoM
BpeMeHu, 4Tobbl 4OCTyN nonb3oBaTtenen k xocTy Unix 6bin paspeLueH Tonbko B paboyee Bpems.
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4.3. CBegeHusA o (pyHKLUN

4.3.1. basoBble KOHUenuuun

4.3.1.1. HacTtponka abconTHOro AnanasoHa BpeMeHuU

AGCOnNIOTHLIA Anana3oH BpeMeHn npeacTaensieT cobor nepuoa Mexay BpeMeHeM Hadana m
BpemMeHeM okoH4YaHus. Hanpumep, [12:00 1-ro aHBaps 2000, 12:00 1-ro sueapa 2001] anseTcs
TUNUYHLIM aBGCOMOTHBIM AMana3oHoOM BpeMeHu. Ecnu npunoxxeHne oCHOBaHO Ha Ananas3oHe
BpeMeHM, onpeaeneHHasn pyHKUMA MoxeT ObiTb 3hPeKTMBHON B 3TOM ANana3oHe BPEMEHW.

4.3.1.2. NMepuoaunyeckoe Bpems

Meproanyeckoe Bpemsi OTHOCMTCS K Nepuoanyeckomy MHTepBarny BpeMeHn. Hanpumep, «c 8:00
Kaxabl noHedenbHUK A0 17:00 kaxayl NATHULY» SBRSETCA TUMWYHBIM NEePUOANYECKUM
NHTepBanom BpemeHu. Korga npunoxeHue, 0CHOBaHHOE Ha BPEMEHMU, CBSA3aHO C Avana3oHOM
BPEMEHW, onpeaeneHHass QYHKUUS MOXeT MNepuoauMyeckyn [AencTBoBaTb C  KaXkaoro
noHeaenbHUKa Mo NATHULLY.

4.3.1.3. DyHKUUN

PyHKLUMA PyHKLUMA

cnonb3oBaHue YcraHaBnnBaeT abConioTHbIM gMana3oH BPEMEHU ANs NPUIOXEHUS,
abconTHOro OCHOBaHHOrO Ha BpeMeHU, YToObl onpedeneHHas yHKUMS gencTeoBana
ananasoHa B abCOMOTHOM gMana3oHe BpeMEHM

BpemMeHu

Vlcnonb3oBaHue 3agaeT nepuoauMyeckoe BpeMsl UNU NPUNOXEHME, OCHOBAHHOE Ha
nepuoanyeckoro BpeMeHMn, 4ToObl onpegerneHHas (yHKUMA OencTBoBana B TeYeHue
AvanasoHa onpeaeneHHoro nepMoga BpeEMeHun

BpPEMEHM

4.3.2. Ucnonb3oBaHue abCONTHOro aguana3oHa BpeMeHU

4.3.2.1. MpuHUMN paboTbl

Korga npunoxeHwe, OCHOBaAHHOE Ha BpEMEHW, BKIOYAET onpeAeneHHyt gYHKUMIO, OHO
onpegenseT, ABNAETCS NM Tekyllee Bpems B abCONOTHOM Anana3oHe Bpemenun. Ecnuv Aaa,
YHKUMS OEeNCTBYyeT MMM OTKMYEHa B HacTosiee BPeEMS B 3aBMCMMOCTU OT KOHKPETHOW
KOHdpurypaumm.

4.3.2.2. CBA3aHHble HACTPOMNKUN CUCTEMbI
Hactpowka guanasoHa BpeMeHu
Mo ymonyaHuo gnana3oH BpEMEHU He HAaCTPOEH.
Wcnonb3ynTte komaHgy time-range time-range-name 4nsi HACTPOWKN Anana3oHa BPEMEHM.

Hactpowka abcontoTHOro ananasoHa BpeMeHu

AGCONTHBIN AnanasoH BpemeHu no ymonyanuto: [00:00 1-ro aHBaps 0 r., 23:59 31-ro gekabps
9999 r.].

Wcnonb3ynte komaHaoy absolute { [start time date] | [end time date] } Aana HacTpouku
abCcontoTHOro AvanasoHa BPeEMEHN.
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4.3.3. Ucnonb3oBaHue nepMoanvecKoro Amana3oHa BpeMeHun

4.3.3.1. MpuHUMN paboTbl

Korga npunoxeHue, OCHOBaHHOE Ha BpPEMEHW, BKIKOYaeT onpenerieHHy ¢YHKUMIO, OHO
onpegensdeTt, ABNAETCA N TekylLee BpeMS B Nnepnogndeckom guanasoHe spemeHun. Ecnv aa,
dYHKUMS OEWACTBYET MM OTKMAKYEeHa B HacCTosWwee Bpemsl B 3aBUCMMOCTU OT KOHKPETHOW
KOHcpurypaumu.

4.3.3.2. CBAA3aHHbIe HAaCTPOMNKUN CUCTEMbI
Hactpoika guanaszoHa BpeMeHuU

Mo ymon4yaHuio AManasoH BPEMEHU HE HACTPOEH.

Mcnonb3ynte KomaHay time-range time-range-name Ang HaCTPONKM AnanasoHa BpEMEHN.
Hactpoika nepmoamnyeckoro BpeMeHu

Mo ymonyaHuio He HaCTPOEHO NepUoanYecKoe BpPEMSI.

[lns HacTponkn nepnognyeckoro BpeMeHn Ncnonb3ynte komaHay periodic day-of-theweek time
to [day-of-the-week] time.

4.4. NMogpobHble cBegeHUst 0 KOHdUrypaumm

KoHdurypaumoHHbin  CnpaBka 1 cBSi3aHHblIe HAaCTPOMKMU
3anemMeHT

HacTtponka guanasoHa | Ob6sizatenbHas KoHdurypauud. [Ons ucnonb3oBaHna  QyHKUUN
BpPEMEHMU AnanasoHa BpeMeHun TpebyeTcs HacTponka AnanasoHa BpeMeHu

time-range time-range-name | HacTpaueaeT AvanasoH BpeMeHU

HononHutenbHas KoHdurypauusa. [Mpy HeobXxoguMoCTU MOXKHO
HaCTPOUTb pasfnMyHble napameTpbl

absolute { [start time date] | HactpauBaet abConoTHbIN
[end time date] } AnanasoH BpeEMEHH

periodic day-of-the-week time ' HactpauBaet nepnoanyeckuin
to [day-of-the-week] time AnanasoH BpeEMEHN

4.4.1. HacTtponka gnanasoHa BpeMeHu

4.4.1.1. Pe3ynbTaTt KOHduUrypaumm

HacTponTte guanasoH BPEMEHU, KOTOPbIA MOXET OblTb abCOMIOTHBIM UK NEPUOONHECKUM
MHTEpBarioMm BpEeMEHMN, YTOObI npunoxeHmne, oCHoBaHHOE Ha Auana3oHe BpeMeHU, MOITIO
BKMIOYNTE onpefeneHHy QyHKUU0 B Npeaenax AaHHOro AnanasoHa BpeMeHW.

4.4.1.2. MeToa KOoHUrypaumm

HacTtponka auanaszoHa BpemMeHu
e ObgaszaTtenbHas KOHUrypauus.
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o BeinonHute HaCTpOIZKy Ha yCTpOVICTBe, K KOTOPOMY MNMPUMEHAETCA Anana3oH BpEeMEHN.

HaCTpOVIKa abconTHOro Aunana3oHa BpeMeHu
[ononHuTtenebHasa koHUrypaums.

HacTponka nepunognyeckoro guana3oHa BpeMeHu
[ononHuTtenebHasa koHUrypaums.

4.4.1.3. NMpoBepka KoHdUrypaumm

Wcnonb3ynte komaHay show time-range [time-range-name] ons npoBepku MHopmauumn o

KOHd)MpraLlMI/I Anana3oHa BpeMEHN.

4.4.1.4. CBA3aHHbIe HACTPOUKMU

Hactpoika gunanasoHa BpeMeHuU

KomaHga time-range time-range-name

Onucanue time-range-name: uMs AuanasoHa BpeMeHW, KOTopbiM Heobxoaumo

napameTpoB co3naTb

Pexnm Pexum rnobansHon KoHUrypauum

KOHUrypauum

BcTpoeHHas HekoTopble npunoxeHus (Hanpumep, ACL) moryT paboTtaTth B 3aBUCUMOCTHU

noackaska oT BpemeHun. Hanpumep, ACL-cnucok moxeT ObiTb 3ddekTuBeH B
onpedeneHHblX Auana3oHax BpeMeHu Hegenu. [na 3Toro cHadvana
Heob6XxoOUMMO HaAcTpoUTb [AMana3oH BPEMEHM, a 3aTeM HacTpouTb
COOTBETCTBYIOLLMIN KOHTPOSIb BPEMEHU B PEXUME HACTPOMKN BPEMEHHOIO
AnanasoHa

Hactpoika abcontoTHOro ananasoHa BpeMeHu

KomaHga absolute { [start time date] | [end time date] }

Onucanne start time date: Bpemsi Ha4ana guanasoHa.

ntelprElluiiels end time date: BpeMsi OKOHYaHVS AnanasoHa

Pexnm Pexnm HacTpoikiu gnanasoHa BpeEMEHU

KOHdourypaumm

BctpoeHHast Ncnonb3ynTte komaHay absolute gns HacTponku abcontoTHOro AnanasoHa

noackaska BPEMEHM MEXOYy BpPEeMEHeM Hadana WU BpeMeHEM OKOH4YaHWuS, 4YTOObl
onpegeneHHass yHKuMs pgenctsoBana B abCcontoTHOM Ananas3oHe
BpPEMEHM
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HacTpounka nepunognyeckoro guana3oHa BpeMeHu
KomaHpa periodic day-of-the-week time to [day-of-the-week] time
Onucanne day-of-the-week: geHb Hegenwu, kKorga HauvHaeTCs UMM 3akaH4MBaeTCs
napamMmeTpoB nepuogmyeckoe Bpems
time: TO4YHOE BpeMs Hayarna unm OKOHYaHNsa NePMoaANYECKOro BpeMeHu
Pexum PexnMm HacTponkn guanasoHa BpeMeHu
KOHcpurypaumm
BcTpoeHHas Ucnonb3ynte komaHgy periodic gnss  HaCTpPOWKA  Nepuoguyeckoro
noackaska WHTepBana BpeMeHu, 4TOObl onpeaeneHHas QyHKUMS OencTBoBana B
TeyeHne Nepnoanyeckoro UHTepBana BpeMeHu

4.5. KoHTponb COCTOSIHUA U noaaepXaHue BpeMeHHOro amana3oHa

OTobpaxeHune crtatyca BbIMOJSIHEHUSI

PyHKLUMA

KomaHpa

OtobpaxaeT

BPEMEHMU

KOHUrypaumio guanasoHa

show time-range [time-range-name]
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5. HACTPOUKA USB
5.1. O630p

YHuBepcanbHasa nocrneposartenbHasa wuHa (USB) siBnsieTca ctaHgapToOM BHELWHEWN WnHbl. B
OaHHOM JokymeHTe TepMuH USB oTHocuTCAa K nepmdepuimHoMy YCTPONCTBY, COBMECTUMOMY C
USB, Hanpumep, K drew-Hakonutenio USB.

USB — 3T0O yCTPONCTBO C BO3MOXHOCTbLIO FOpsiyen 3amMeHbl. Ero MOXXHO ucnonb3oBaTb An4
KonmnpoBaHus hannos (Hanpumep, hannos KOHUrypauumn 1 xxypHana) ¢ yCTPONCTBa CBA3U Uin
KOMMPOBaHWS BHELLHUX JaHHbIX (Hanpumep, dannos oOHOBNEHMS CUCTEMBI) Ha doneLl-namaTb
YCTPOWCTBA CBA3MW.

KoHkpeTHble cueHapun ucnonb3oBaHus USB nogpoGHO onucaHbl B PyKOBOACTBax Mo
HacTpoOMKe COOTBETCTBYHOLUMX (yHKUMA. B 9TOM [OKYMEHTEe OnuCbiBaeTcs  TOMbKO
naeHTudurKaums, ncnonb3oBaHe n nspnedeHne USB-Hakonutens n npocMoTp nHdpopmauum o
USB-ycTpolicTae.

5.2. MpumeHeHne

NMpumeHeHne OnucaHue

Vicnonb3oBaHue drew- | Pannbl 06HOBNEHMS XpaHATca Ha dnew-HakonuTene USB.
HakonuTens USB  gnsa | MNocne BKNIOYEHUS YCTPONCTBO obHapyxuBaeT
0BHOBNEHMS YCTPONCTBA dnew-Hakonutene USB n 3anyckaeT komaHgy OBGHOBNEHUSN

onst sarpyskm annoB o6HoBneHund. [locne 3aBepLleHust
3arpy3kM  yCTPOWCTBO  Mepesarpyxaetca W 3anyckaet
OOHOBMEHHYO BEPCUIO

5.2.1. Ucnonb3oBaHue c¢new-Hakonutena USB pgna  oOHoBneHus
ycTponcTBa

5.2.1.1. CueHapum

dannbl 06HOBNEHUA XpaHATCs Ha dnew-HakonuTene USB. lNocne BkA4eHMs1 YCTPOMCTBO
obHapyxuBaeT cnew-Hakonutens USB 1 3anyckaeT komaHdy OOHOBMEHUS ONs 3arpysku
dannoB obHoBNeHus. lNocrne 3aBepLUeHNs 3arpy3kn YCTPOMCTBO Nepesarpy)kaeTcs 1 3anyckaeT
obHoBneHHyt0  Bepcuto.  [lpumep  komaHgbl  obHoBnewusa:  upgrade  usbO0:/s12k-
ppc_11.0(1B2) 20131025 main_install.bin

Ecnn dann asnsaetca BanuaHbIM M 3Ta KOMaHAA BbIMNOMIHEHA KOPPEKTHO, YCTPOWUCTBO GyaeT
aBTOMaTM4ecku nepesanyLieHo ¢ obHoBneHHon sepcuen IMO.

5.2.1.2. OnucaHue

e  Wcnonb3ynte npedukc "usb0:/" gns goctyna k USB 0. BeinonHute komanay show usb
anst otobpaxeHust nHgopmaumm o USB ¢ naeHtmudukatopom 0.

e Bbinonnute komaHgy upgrade ons obHOBREHUS.

5.3. PyHKUUMN

Ucnonb3oBaHue USB

BcraBbTe USB-Hakonutenb B pasbem USB. Cuctema aBToMaTU4eCKn BbINONHUT nonck USB.
Mocne obHapyxeHus USB moaynb ApariBepOB aBTOMAaTMYECKM MHUUMAnNu3vpyeT ApanBep
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USB. lNocne nHnumnanusaumm cuctema aBToMaTuyecku 3arpyxaet pannosyto cuctemy Ha USB.
Mo3xe cuctema CMOXeT CYMTbIBaThb UMK 3anuckiBaTh AaHHble ¢ USB-HakonuTens.

e Ecnu cucrtema ob6Hapyxut USB wn ycnewHo 3arpy3ut Aparveep, OTobpasntcs
cnegyouwasa nHgopmauns:

*Jan 1 00:09:42: %USB-5-USB_DISK_FOUND: USB Disk <Mass Storage> has been
inserted to USB port 0!

*Jan 1 00:09:42: %USB-5-USB_DISK_PARTITION_MOUNT:
Mount usb0(type:FAT32),size : 1050673152B(1002MB)

NMPUMEYAHUE: "Mass Storage" ykasbiBaeT MMA WUCKOMOro ycTtpouctBa, a "usb0:" —
yKasbIBaeT, 4YTO 370 nepBbin USB-HakonuTenb. "Size" ykasbiBaeT pa3vep pasgena. Hanpumep,
B COOTBETCTBUMU C NpeablayLlen otobpaxaemon nHpopmaumen dnew-Hakonmtens USB nmeet
obbvem namatn 1002 MB. "Size" ykasbiBaeT pa3mep pasgena.

N3BneueHune USB-Hakonutens

CHavana n3neknte USB 13 cuctembl C NOMOLLBIO KOMaHObl MHTepdenca KOMaHAHOW CTPOKU
(CLI); B IpOTMBHOM criy4ae MOXeT BO3HUMKHYTb owmnbka, ecnu cuctema BCe elle Ucrnonb3yeT
USB.

e Ecnu USB-HakonuTenb ycnewHo nsernedeH, otobpasntcs cneayowas nHpopMmaums:
OK, now you can pull out the device 0.
USB-Hakonutenb MOXHO BblHYTb M3 pa3bema TONbKO Mocre OToOpaxeHus npeablayLien
nHdopmaumn.

5.4. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa

Ncnonb3oBaHne USB Ob6sa3aTenbHO

M3BneyeHne USB- | (O6sasaTenbHo) Ncnonb3yeTcsa ans naenedenna USB
HakonuTens

usb remove MN3BnekaeT USB-HakonuTenb U3 cuctemsl

5.4.1. U\cnonb3oBaHue USB

5.4.1.1. PeaynbTaT KOHdUrypaumm

Mocne 3arpy3kn USB-Hakonutenss MOXHO BbINOSIHUTL KOMaHAbl (anfioBOA CUCTEMBI
(Hanpumep, dir, copy un del) ons BbinonHeHus onepaunn Ha USB-HakonuTene.

5.4.1.2. MpumeyaHun

e O6was onepaumoHHas cuctema QTECH (QTOS) nopaepxuBaeT TONbKO yCTPOWUCTBa
(T.e. 0bblyHble new-HakonuTenu USB), koTopble COBMECTUMbI CO CTaHAAPTHbIM
Habopom KomaHg wHTepderca ManblX KOMMbOTepHbIX cuctem (SCSI). [Opyrue
YyCTPOWCTBA, Takne Kak cpnew-Hakonutenbs USB, BCTpoeHHbI B ceTeByto kapTy USB
(NIC) n dnew-Hakonutens USB c BupTyanbHbiMm guckosogom CD-ROM, He moryT
ncnonb3oBatbcs B QTOS. HekoTopble ycTponcTBa HacTpoeHbl Ha npeobpasoBaHue
nopta USB B nocnegoBaTenbHbIv NopT.
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o USB nogaepxusaet Tonbko dannosyto cuctemy FAT. [pyrue pannosble cuctemsl Ha
USB gomkHbl 6biTb 0TdhopmaTmpoBaHbl B dhaninosyto cuctemy FAT Ha MK, npexae yem
USB moxHo 6yaeT ncnonb3oBaTb Ha YCTPOMCTBE.

e QTOS nogoepxusaet USB-koHueHTpaTopbl. [pn noaknodeHnn donelu-Hakonutens
USB k nopTy KOHUeHTpaTopa NyTb A0CTyna MmeHsieTcs. Ecnu dnew-HakonuTtens USB
nogkntoyeH k nopty USB yctponctea, nytb goctyna — usbX:/, rae X obosHavaet
noeHTndumkaTop ycTtponctea. [na oTtobpaxeHuss 3TOro nyTU MOXHO BbIMNOSHUTD
komaHgy show usb. Ecnu dnew-Hakonutens USB nogkntoyeH k nopty USB yepes
KOHUeHTpaTop, nyTb goctyna — ushbX-Y:/, rae X o6o3HavaeT wuaeHTndukatop
YyCTPOWCTBa, a Y — uaeHTudumkaTop nopta KoHueHTpaTtopa. Hanmpumep, usb0-3:/
yKasblBaeT NopT 3 Ha KOHLeHTpaTope, nogkrtoyeHHom k nopty USB 0 ycTponcTea.

5.4.1.3. dtanbl KOH(Urypaumm

NoeHtudmkauma USB

USB-HakonuTenb MOXHO HanpsaMyk nogknounts k USB-pasbemy 6e3 mncnonb3oBaHus
NMHTepdenca KOMaHAHOW CTPOKW.

Ucnonb3oBaHune USB
[nsa konnposaHus dannos ¢ USB Ha (nelu-HakonuTenb BbINOSTHUTE criegylowme 4enCcTBUS:
¢ BbinonHute komaHgy cd, 4ToObI BBECTU pasgen USB.

e BbinonHute komaHgy copy, 4Tobbl ckonuposaTh dannbl ¢ USB-HakonuTtensa Ha dneLu-
HakonuTenb yCTPONCTBA.

e  BbinonHute komaHgy dir, 4ToObI NPOBEPUTL, KONUPYIOTCS N balsbl HA YCTPONCTRO.

NMPUMEYAHUE: ecnn USB nmeeT HECKONbKO pa3gernoB, MOXHO MONYYMTb OOCTYN TOMbKO K
nepsoMy pasgeny FAT Ha ycTpouncTse.

NMPUMEYAHMUE: nytb USB He comepXmT HM OOQHOrO Katanora BepxHero ypoBHs. [locne
BbINnofHeHnsa komaHabl ¢d usbX:\ ana goctyna k USB moxHo 3anyctutb komaHgy cd flash:\
04 Bo3BpaTta K pannoBon cucteme qorieLl-HakonuTens.

5.4.1.4. NMpoBepkKa KoHdUrypauumm

BbinonHute komaHgy show usb gna otobpaxenuss mHdopmauun o USB-Hakonutene,
BCTaBfIEHHOM B YCTPOWCTBO.

5.4.1.5. NMpumep KoHcpUrypaumm

Ucnonb3oBaHue c¢new-Hakonutensa USB

CueHapun ABTOHOMHas cpeaa
OTanbl e Bcrabre hnew-Hakonutens USB B USB-pasbem ycTponcTea.
KOHCpUrypaumm e  BbinonHuTe komMaHay show usb B KOHCONM ycTponcTBa.

e Ckonupynte danmn config.txt ¢ dnew-Hakonutena USB Ha
doreL-HakonuTenb YCTPONCTBa

QTECH#show usb
Device: Mass Storage
ID: 0

URL prefix: usb0
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CueHapun

ABTOHOMHas cpeaa

Disk Partitions:

ushO(type:vfat)

Size:15789711360B(15789.7MB)

Available size:15789686784B(15789.6MB)

QTECH#

QTECH#

QTECH#dir usb0:/

Directory of usb0:/

1-rwx 4 Tue Jan 100:00:00 1980 fac_test

2 -rwx 1 Mon Sep 30 13:15:48 2013 config.txt
files, 0 directories

15,789,711,360 bytes total (15,789,686,784 bytes free)
QTECH#

QTECH#

QTECH#copy usb0:/config.txt flash:/ Copying: !
Accessing usb0:/config.txt finished, 1 bytes prepared
Flushing data to flash:/config.txt...

Flush data done

QTECH#

QTECH#

MpoBepka
KOHdourypaumm

MpoBepbTe Hanuune anna config.txt B pnew-namsTu
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9 files, 15 directories
5,095,424 bytes total (4,960,256 bytes free)
QTECH#

| www.gtech.ru_|
CueHapun ABTOHOMHas cpefa

QTECH#

QTECH#dir flash:/

Directory of flash:/
1 drw- 160 Wed Mar 31 08:40:01 2010 at
2 drwx 160 Thu Jan 1 00:00:1 1970 dm
3 drwx 160 Thu Jan 1 00:00:05 1970 rep
4 drwx 160 Mon Apr 26 03:42.00 2010 scc
5 drwx 160 Wed Mar 31 08:39:52 2010 ssh
6 drwx 224 Thu Jan 1 00:00:06 1970 var
7 d--- 288 Sat May 29 06:07:45 2010 web
8 drwx 160 Thu Jan 1 00:00:11 1970 addr
9 drwx 160 Sat  May 29 06:.07:44 2010 cwmp
10 drwx 784 Sat May 29 06:07:47 2010 sync
n --w- 92 Tue Feb 2 01:06:55 2010 config_vsu.dat
12 -rw- 244 Sat Apr 3 0456552 2010 config.text
13 -rwx 1 Thu Jan 1 00:00:30 1970 .issu_state
14 -rw- O Tue Feb 2 01:07:03 2010 ss_ds_debug.txt
15 -rw- 8448 Thu Jan 1 00:01:41 1970 .shadow
16 -rwx 268 Thu Jan 1 00:0%:41 1970 .pswdinfo
17 -rw- 4 Tue May 25 09:12:01 2010 reload
18 drwx 232 Wed Mar 31 08:40:00 2010 snpv4
19 drwx 6104 Sat May 29 06:10:45 2010 .config
20 ---—- 1 Thu Jan 1 00:04:51 1970 config.txt
21 d--- 160 Thu Jan 1 00:00:12 1970 syslog
22 drwx 160 Tue May 25 03:05:01 2010 upgrade_ram
23 drwx 160 Tue Feb 2 01:06:54 2010 dm_vdu
24 -rwx 16 Thu Jan 1 00:01:41 1970 .username.data

5.4.1.6. TUNUYHbIE OLLNOKU

e B yctponctBo BcTaBneH dnew-Hakonutens USB, nopaepxuBalowun KomaHapl,
OTNUYHbIe oT SCSI.

e USB-Hakonutenb He wucnonb3yet ¢annosyio cuctemy FAT n He MoxeT ObiTb

naeHTUdUUNpoBaH CUCTEMON.

QTECH

MWP OOCTYNHEE
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5.4.2. U3BneyeHune USB-Hakonutens

5.4.2.1. Pe3aynbTaT KOH(pUrypaumm

N3Bneknte USB n y6egutech, 4to USB 1 yCTPONCTBO MNOMHOCTbLIO pasbeaNHEHbI.

5.4.2.2. NMpumevaHun

Mepen wussnedyeHnem USB-Hakonutensa BbINOMHUTE KOMaHZy usb remove; B npoTMBHOM
crny4ae NnpounsonaeT cucteMHas oLimbka.

5.4.2.3. dtanbl KOH(Urypaumm
BbinonHeHne komaHabl Remove (M3Bneuysb)
o  (ObgasaTtenkbHo.
o [lepepn ussnedeHnem USB-HakonuTens BbINONHUTE KOMaHAy Usb remove.
U3BneyeHne USB-HakonuTtens
Mocne BbINONHEHNA kKOMaHAbl remove nasnekute USB-HakonuTenb n3 pasbema.
5.4.2.4. lNpoBepkKa KoHdUrypaumm

BbinonHute komaHgy show usb gna otobpaxeHus wHgpopmauun o USB-Hakonutene,
BCTaBIEHHOM B YCTPOWCTBO.

5.4.2.5. CBA3aHHblIe HACTPOUKMN

N3BneyeHne USB-HakonuTensa

KomaHpa usb remove device-id

Onuncanne device-id: ykasblBaeT nageHtudukatop nopta USB Ha ycTtponctse. [ns

napameTpos oTobpaxeHus aToro ID MOXXHO BbINONHUTL KOMaHay show usb

Pexnm MpuBUNernpoBaHHbIN PeXnm

KOHdourypaumm

BcTtpoeHHas Mepeng w3BneyeHnem USB BbinonHuMTe komMaHay usb remove; B

noackaska npotMBHom cnydae, ecnm USB wucnonb3yetcqa, 6yaer BbiBeOeHO
coobuleHne o6 owwnbke. Ecnm KomaHga BbIMOMNHEHa, oTobpakaeTcs
COOTBETCTBYIOLIAA NHdopMauus, 1 MoXxHo mnsenedyb USB-Hakonutens ms
pasbema. Ecnn BbinonHeHne komaHgbl He yganocb, USB Bce eule
ncnonbadyetcs. B atom cnyyae He nsenekante USB-HakonuTesnb, Noka OH
He BydeT ncnonbL3oBaTbCs

5.4.2.6. NMpumep KoHcpUrypaumm

N3BneyeHne USB-HakonuTensa

CueHapun ABTOHOMHas cpeaa
OTanbl 3anyctute komangy show usb, 4tobbl oTo6pa3uTe ngeHTndrkatop USB.
KOH(UTYPAUMM | Mepen nssredeHmem USB-HakonWTens BbINOMHMTE KoMaHay usb remove
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QTECH#show usb

Device: Mass Storage

ID: 0

URL prefix: usb0

Disk Partitions: usb0(type:vfat)
Size:15789711360B(15789.7MB)

Available size:15789686784B(15789.6MB)
QTECH#

QTECH#

QTECH#usb remove 0

OK, now you can pull out the device 0

MpoBepka
KOHUrypauum

CHoBa 3anyctute komangy show usb, 4Tobbl NPOBEPUTb, U3BMEYEH K
USB-HakonuTens. Ecnn yctponctBo € uaeHTudpukatopom 0 He
oTobOpaxaeTca B BbIXOOHbIX AaHHbIX koMaHgbl show usb, 3HauuT
USB-HakonuTernb yaaneH

QTECH#show usb
QTECH#

5.5. KoHTponb cocTtosiHUA

OToGpaxeHue
OnucaHue KomaHaa
OtobpaxaeT NMHopmaLmo o | show usb
Tekywem USB-yctponcTtee
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6. HACTPOUKA UFT
6.1. O630p

YHuduumpoBaHHas Tabnuua nepecbinku (UFT) nossonsieT kKoMMyTaTopy AMHAMUYECKM
pacnpefensitb 3anucu annapaTHOW NepechINnKu.

6.1.1. MpoToKonbl U cTaHAAPTbI

HepocTynHo.

6.2. MpumeHeHne

BapuaHTbl npumeHeHuss  CueHapumn

OunHamnyeckoe Ecnn  yctponctBo  pabotaer B obOwem pexunme
pacrnpeneneHve sanvcemn mMapLpyTmsauun, metka MPLS He TpebyeTcs Ons nepecbinku,
N COOTBETCTBYIOLLEE MECTO ANs 3anucu He MCnosib3yeTcs.
Ecnn BxogHaa emkocTe MeTkn MPLS moxeT ncnonb3oBaTtbcs
apyrmmu - 3anucamu,  Hanpumep,  3anucamm  ARP/ND,
YCTPOMCTBO MOXET 06yunTbCca 6onbLUeMy KONMMYECTBY 3anmcen
ARP/ND

6.2.1. AMHamun4yeckoe pacnpepeneHue sanuceun

6.2.1.1. CueHapum

Ha crnegytowem m3o0paxeHuM nokasaHa obuias ToMonornms KamnycHOW CeTWU. YCTPOWCTBO
YPOBHA sapa MoxeT ObiTb pa3BepHyTO B Hebonblion 06rnacTv KOHBEpreHuuMn B KavecTBe
Manoro CcBOAHOrO ycTpohcTBa. DPYHKUMM YPOBHA 2 SOPOBOrO YCTPOMCTBA BKITHOYEHDI.
YCTPOWNCTBO YPOBHSA siApa Takke MOXeT ObiTb pa3BepHyTO B 60nbLUon 06nact KOHBEpPreHuum
B kayecTBe OOMbLIOrO CBOAHOrO ycCTpomcTBa. B 3ToM cnyyae ycTpOMCTBO YpPOBHSA dapa
paboTaeT Kak wnto3. Koraa ycTporcTBO YPOBHSA siApa BbICTyNaeT B Ka4ecTBe Masnioro CBOAHOMO
YCTPOWCTBA, eMy TpebyeTcsa gocTaTtouHo GonbLion pasmep Tabnuubl MAC-agpecos.

[pyron cueHapuin ncnonb3oBaHNA YCTPONCTBA YPOBHA A4pa, KOorga OHO BbICTYNAeT B KayecTse
60nbLIOro CBOAHOMO YCTPONCTBA, @ UMEHHO, BONbLUIOTO Wo3a. BOo3MOXHOCTM AOCTYNa 3aBUCAT
oT emkoct ARP n ND, a MMeHHO OT KonnyecTtBa OOCTYnNHbIX TepMmuHanos IPv4 n IPv6. B
KadecTBe npumMmepa BO3bMEM YCTPONCTBO, YCTaHOBIIEHHOE C onepaunoHHon cuctemon Windows
7. Takoe yCTpONCTBO nogaepxmneaeT Asa cteka IPv4 n IPv6. Korga TepmnHan nonydaeT gocTyn
K YCTpoWCTBY, OH 3aHMMaeT ogHy 3anucb ARP un ogHy 3anmce ND. B atom cueHapum
npumMeHeHus TpebyeTtca 6onbluoe konmyecTso 3anncenn ARP n ND.
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Large Aggregation Area

Small Aggregation Ared

v Access Area

PucyHok 6-1.

6.2.1.2. OnucaHue
o Bknounte kommyTtatop B pexume mocta UFT, 4ytobbl yBENUUNTE €MKOCTb Tabnuubl
MAC-agpecos.

o  Bkntounte kommyTaTop gnda pabotsl B pexxume wnto3a UFT, 4ToObl yBENUUNTL EMKOCTb
ARP n ND-3anucen.

6.3. PyHKLUN
6.3.1. O630p
PyHKUMA OnucaHue
Pexum pabotbl UFT UFT npepocTtaBnseT nonb3oBaTensm mMexaHn3m Bbibopa pabouero
pexvmMa B COOTBETCTBMM C NOTPEOHOCTAMU CLieHapUs MPUMEHEHNS

6.3.2. Pexxum pabotbl UFT
6.3.2.1. MprHUMN paboTbI

UFT npepocTtaBnsieT Nofnb3oBaTeNsaM MexaHM3M Bbibopa pabo4dero pexunma B COOTBETCTBUU C
noTpebHOCTAMU cLueHapusi NPUMEHEHNS.

UFT nogoepxuBaeT 0o BOCbMU paboymx pexxmmoB. BeiOpaHHbIN pexum paboTbl MOXET ObiTb
aKTMBMPOBAaH NOCNEe COXPaHEHUS U Nepe3anycka yCTPOUCTBa. 3Ha4YEHNE MO YMOYAHWIO.

B Hauane ons kommyTtaTtopa yctaHosrieH pexum UFT no ymonyaHuio. B pexume no ymon4aHuio
Kaxgas annapatHas 3anucb KOMMyTatopa MpuMeHsieTcd K OOonbLUMHCTBY ClLeHapuves
NPUMEHEHUS.

MocT

Pexunm mocta — 370 pexum nepecbinkm ypoBHA 2. OH NPUMEHSAETCA K CLLEHapMaM NMPUMEHEHWS,
B KOTOPbIX JZOMUHUPYIOT TOSNbKO CepBUCHI YPOBHS 2. B pexxnme mocta emkocTb ARP, ND n MPLS
3HaAYMTENbHO CHMXaeTcs, U Bonbluas YacTb eMKOCTU BblaensieTca Tabnuue MAC-agpecos.
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WWnio3

PexuvM Wwnto3a nogpasfensercs Ha Tpy pexuma: pexum gateway (Luno3), pexxum gateway-max
N pexum gateway-ndmax.

Pexum wno3a npuMeHsieTcsl K CUEHapUsM MPUMNOXEHUIN, B KOTOPbIX AOMUHUPYIOT CryXObl
ypoBHs 3. Pexum gateway-max MpUMeEHSIETCS K CLEHapusiMm NPUINOXEHUn, B KOTOPbIX
pa3BepHyTO OonblUOE KONMMYECTBO TepmuHanoB. Pexum gateway-ndmax npumeHsieTcs K
CLUEeHapuaM NPUIOXKEHWUI, B KOTOPbIX Pa3BepPHYTO GOSbLLOE KONMYEeCTBO TepMuHarnos IPv6.

MapuwpyT

Pexnm MapLlpyTta — 3TO peXunm ceTeBoMn MapLipyTusauun. OH NPUMEeHAETCA K CueHapusam, B
KOTOPbIX AOMUHUPYET ©onbLLoe KONMYecTBo MapwpyTmn3aumn n nepechblyikn.

Pexum maplipyta nogpasgensercs Ha pexumbl route-vdmax u route-vbmax. B atmx aByx
pexmmax eMKoCTb ceTeBbIX Tabnuy MmapLupyTtusaumm IPv6 n IPv4 cooTBETCTBEHHO BblaenseTcs
B MaKCMMarnbHOMN CTENEHMU.

6.4. KoHdurypauusa

KoHdwumrypa- = CnpaBka n cBfi3aHHble HACTPOWKU
LUOHHbIW
3aneMeHT

Hactpouika [ononHutenbHasa koHdUrypaums. Nepekniounte Tekywmn pexmmMm paboTbl
pexvma UFT-kommyTaTopa

pabotbl UFT

switch-mode mode_type slot slot_num | NMepeknioyaeT pexum paboTbl
UFT B aBTOHOMHOM pexnme

switch-mode mode_type switch | MNepeknioyaeT pexum pabdoThbl
switch_num slot slot_num UFT B pexume VSU

6.4.1. Hactpounka pexuma pabotbl UFT

6.4.1.1. PeaynbTaT KOH(pUrypaumum

e Hactponte pexum mocTta, 4Tobbl YBENMMUYUTL pasMep 3anucu ypoBHS 2. Pexurm mocTa
NPUMEHSIETCA K CUEHApPUAM, B KOTOPbIX AOMUHUPYIOT CNY>XObl YPOBHS 2.

e Hactponte pexum wno3a gnsa ysenuvexHust pasmepa tabnuubl ARP 1 ND. Pexum
LUS03a NPUMEHSAETCS K CLIeHapUsIM, B KOTOPbIX JOMUHUPYIOT Cry6bl YpOBHS 3.

e HactpoiTe pexum MaplupyTa Ans yBenuyeHusi pasmepa Tabnuubl MapLipyTusaumm.
Pexum maplipyta npuMeHsieTcsl K cleHapusiM, Ons KoTopbix TpebyeTtcs Gonbluoe
KONMYECTBO MapLUpyTM3aLmMn U NepPECHISIKN.

6.4.1.2. NMpumeyaHunsn

e [locne 3aBepLUeHUsA HACTPOMKU COXpaHUTE ee N nepesanycTuTe YCTPOUCTBO AMK TOro,
4yTOBbI KOH(Urypauusa BCTynuna B AeNCTBME.

o UV3meHute pexxum UFT n coxpaHuTe nameHeHuns. lNpn nepeBom nepesarnycke yCTponcTea
nocne obHoBneHnsa yHkuna UFT MoxXeT npuBecTn K aBToMaTU4eCKOMY nepesanycky
NMHENHOW KapTbl OAMH pas.
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6.4.1.3. MeTtoa KoHcurypauum

MepekntoveHune pexmma pabotbl UFT B aBTOHOMHBIN pexnm ObsizaTenbHas KOHUrypaums.

Ncnonb3ynte komaHay switch-mode mode_type slot slot_num gns nepeknoyeHus pexuma

UFT kommyTaTtopa.

CuHTakcuc switch-mode mode_type slot slot_num
KOMaHabl

Onucanne mode_type: pexum pabotbl UFT.
napameTpoB

slot num:  ofo3HayaeT  COOTBETCTBYIOLUYIO  JIMHEWHYIO  KapTy,
YCTaHOBMEHHYO B LLIACCK

Mo ymonyaHuo

Pexum no ymonyaHuio

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

BcTpoeHHas B aBTOHOMHOM pexunme nuMHenHas kapTa MoxeT paboTtaTb criefyowmm
nogckaska obpasom:

default: pexxum No ymMonyaHuio, KOTOpbIA NPUMEHSAETCA K BONbLUMHCTBY
cLueHapueB NpYMEeHeHuNs.

bridge: pexum MocTa, NpUMEHSIEMbIN K CLEHapusiM, B KOTOPbIX
OOMVHUPYIOT CEPBUCHI YPOBHS 2.

gateway: pexum Lwno3a, MPUMEHSIEMbIA K CLEHapuo, B KOTOPOM
OOMUHUPYIOT Cry>KObl YPOBHSA 3.

gateway-max: pexum gateway-max, NPUMEHSIEMbIA K CLeHapusM, B
KOTOPbIX pa3BepHYTO GOMbLIOE KONTMYECTBO TEPMUHAIIOB.

gateway-ndmax: pexum gateway-ndmax, NpuMEHsIEMbIV K CLieHapusim, B
KOTOpbIX pa3BepHYTO GONbLIOE KONMYECTBO TepMuHarnos IPv6.

label: pexvm MeTKn, NpPUMEHSsIEMbIA K CUeHapusM, Ofs8 KOTOpbIX
TpebyeTcs 6onboe konndectso MPLS.

route-vdmax: pexum MapLupytusauun IPv4, npuMmeHseMbIn K CLLEHapUAM,
O5s1 KOTOpbIX TpebyeTca 60NnbLLIOE KONMYECTBO MapLpyToB IPv4.,

route-vémax: pexum MapLupytusauum IPv6, npuMeHseMbIn K CLLEHapUAM,
O5s1 KOTOpbIX TpebyeTca 6onbLIOe KONMYecTBO MapLpyToB IPv6

MepekntoveHne pexuma pabotsl UFT B pexnme VSU.

O6s3aTenbHaa KOHduUrypaums

Wcnonb3ynte komangy switch-mode mode_type switch switch_num slot slot_num gns
nepekntodeHna pexvma UFT kommyTaTopa.
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| www.gtech.ru |
CuHTakcuc switch-mode mode_type switch switch_num slot slot_num
KOMaHabl
Onucanne mode_type: pexum paboTbl UFT.
napameTpoB

switch_num: B aBTOHOMHOM pexuMme Kr4yeBoe croBo switch He
ucrnonbyetcs. B pexume VSU knioyeBoe cnoBo switch ykasbiBaeT Ha
wiacecu nnm otgenbHoe yCTPOMUCTBO.

slot_num: o6o3Ha4aeT kapTy, yCTaHOBIIEHHYIO B LLACCH

Mo ymonyaHuo

Pexum no ymonyaHuio

Pexunm
KOHUrypauum

Pexum rnobanbHon koHdurypauum

BcTpoeHHasa noackaska
B pexunme VSU nuHeriHas kapta MoXeT paboTaTtb cregylowmm obpasom:

default: pexum nNo ymonyaHuio, KOTOPbIA MPUMEHAETCH K BONbLUMHCTBY CLeHapueB
NPUMEHEHUS.

bridge: pexum mMocTa, NpUMEHsieMbI K CLeHapusaM, B KOTOPbIX AOMUHUPYIOT CEPBUCHI
YPOBHS 2.

gateway: pexum L3a, NPMMEHSAEMbIV K CLIEHAPUIO, B KOTOPOM AOMUHUPYIOT CIyXObl
ypoBHsi 3.

gateway-max: pexuMm gateway-max, MpUMEeHsIEMbIA K CLEeHapusm,
pasBepHyTO BOSbLLOE KONIMYECTBO TEPMMHAIIOB.

gateway-ndmax: pexum gateway-ndmax, NpUMEHSIEMbIA K CLEHapWsiM, B KOTOPbIX
pa3BepHyTO bonbLUOE KONMYEeCTBO TepMmnHanos IPv6.

label: pexum MeTkun, NpUMEHsIEMbIN K CLEeHapusaM, O KOTopbix TpebyeTtcs bonbLioe
konunyectso MPLS.

route-v4dmax: pexum mapLupytusaumm IPv4, npumeHseMbIn K cCLeHapuam, AN KOTOPbIX
TpebyeTcs 6onblioe KonnyecTeso mapLupyTos IPv4.

route-vémax: pexunm mappyTtusauum IPv6, npumeHsieMblii K cLLeHapusiM, 4nst KOTOPbIX
TpebyeTcst 6onbLoe KonnyecTeso MapLupyToB IPv6.

B KOTOPbIX

6.4.1.4. NMpoBepka KOHUrypaumum
e [locne nepesarpy3kn yCTPONCTBA MCNOSb3ynTe KomaHay Show run ans otobpaxeHus
TeKyLlero COCTOSIHUSA NIMHEMHOWN KapTbl U NPOBEPKN BCTYMNMEHUSA KOHUIypaumm B CUny.
e Vcnonb3ynte komaHgy show switch-mode status gns oToGpakeHust COCTOSIHUS
pexnma UFT.
CwuHTakcmuc show switch-mode status
KOoMaHabl
Pexnm MpmBUNErMPOBAHHBLIN PEXUM, pPeXum rnobanbHOM KoHdurypauumu,
KOHpurypawmm pexum KoHdUrypaummn nHtepgenca
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Mpumep
KOHUrypauum

QTECH(config)#show switch-mode status
Slot No Switch-Mode
switch 1slot 3  bridge

6.4.1.5. Mpumepbl KOHDUrypauum

MepekntoyeHune pexnma pabotobl UFT B aBTOHOMHOM pexume

CeTeBas cpena

HepoctynHo

MeTon
KOHUrypauum

Mepekntounte pexum pabotbl UFT nuHenHom nnaTtel B cnote 3
KOMMyTaTopa Ha pexum mMocTa

QTECH(config)#switch-mode bridge slot 3
Please save current config and restart your device!
QTECH(config)#show run

Building configuration...

Current configuration : 1366 bytes

version 11.0(1B2) ! cwmp

!

install 3 M8600E-24XS4QXS-DB

!

sysmac 1414.4b34.5624

!

nfpp

!

switch-mode bridge slot 3

MeToa npoBepku

Mcnonb3ynte komangy show switch-mode status gnsa otobpakeHus
nHdopMaumn o KoHdurypaumm

QTECH(config)#show switch-mode status
Slot No Switch-Mode
3 bridge
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6.5. KOHTpOonb cocTosiHUSA

6.5.1. OTo6paxeHune ctaTyca BbINOSIHEHUA

OnucaHue KomaHaa

OToGpaxaeT pexum paboTbl | show switch-mode status
UFT kommyTaTopa

NMPUMEYAHUE: npegbloylime  KoMavgbl  MOHUTOpUMHra K OBCnyxmBaHusa  Takke
OENCTBUTENbHbI A4S YCTPOMUCTB Ha LIAcCu U OTAEMNbHbIX YCTPONCTB B aBTOHOMHOM pPeEXnMe n
pexnme VSU.

NMPUMEYAHUE: B aBTOHOMHOM pexume KroveBoe CroBo switch He ucnonbsyetcs. [Ons
YCTPOMCTB Ha LLaccK Kno4eBoe CrnoBo Slot ykasbiBaeT Ha yKa3aHHYH NIMHENHYIO KapTy.
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7. HACTPOUKA PE3EPBUPOBAHUA KAPT
YMNPABINEHUA

7.1. O630p

Pe3epBMpOBaH|/|e KapT ynpaBneHnAa — 3TO MeXaHU3M, KOTOprIZ ncnonb3yeT pe3epBnpoBaHuNe
B peaJibHOM BpeMeHU (TaK)Ke Ha3blBaeMoe «ropavmm» pesepBMpOBaHmeM) COCTOAHUA paGOTbI
CJ'Iy)K6bI Mop,yne|7| ynpasneHuna ona noBbllUeHUA AOCTYNMHOCTA yCTpOIZCTBa.

B ceTeBOM yCTPOMCTBE C NSIOCKOCTLIO ynpasneHus (control plane), oTaeneHHoOM OT NOCKOCTU
nepecbinkn (forwarding plane), nnockocTe ynpaeneHus paboTtaet Ha moayre ynpasneHus, a
NMOCKOCTb Nepecbinkn pabotaeT Ha kapTax. [JaHHble NIIOCKOCTN ynpaBrieHnsa yrnpasnsaoL,ero
MOAYNSA KOMUPYKTCA B pe3epBHbIN MOAYMb YNpaBfieHUs B pexume pearnbHOro BpeMeHW BO
Bpems paboTbl ycTporcTtea. Korga Ynpaenswowmun Mogynb OTKNHYaeTca AOMKHbIM 0Bpasom
(Hanpumep, 13-3a 0GHOBMNEHMSA NPOrPamMMHOro obecnevyeHns) N HeoXMaaHHO (Hanpumep, ns-
3a nNporpaMMHbIX UK annapaTHbIX UCKIIYEHUI), YCTPONCTBO MOXET aBTOMaTnyecku BbICTpO
NepeknioyYnTbCAa Ha pes3epBHbI MOAyNnb ynpaBneHns ©6e3 noTepu Nonb3oBaTeNbCKOM
KOHUrypauum, Tem cambim obecneunsas HopmarnbHy paboTy ceTu. [1NocKoCTb NepechInku
npoJoskaeT nepegady naketoB BO BpeMs rnepeknoyeHuns. lNepeckinika He ocTaHaBnmMBaeTcs v
He MPOUCXOANT U3MEHEHWUI TONOMOMMK BO BpeMsi nepesanycka nnockoCTU yrnpasBneHus.

TexHomnorns pesepsrpoBaHnsa MoAyns ynpasrneHns obecneunsaeT cnegyowme ygobersa Ans
ceTeBbIX Cnyx6:
1. TloBblleHVe JOCTYNHOCTU CETU.

TexHomnorus pesepBMPOBaHNA MOZyns yrnpaeneHus obecrneumBaeT nepeaady [AaHHbIX W
MHPOPMaLMIO O COCTOSIHUW CeaHCOB MOMb3oBaTerNe BO BPEMS NEPEKIOYEHMSI.

2. [lpepoTBpalleHne NpocTosa B COeANHEHNN COCEAHUMWN YCTPOMUCTBaAMMU.

Bo Bpems nepeknoyeHus He BbinomnHseTca nepesanycka forwarding plane. Noatomy cocean He
MOIyT OGHapPYXUTb U3MEHEHME COCTOSIHNA KaHana n3 coctosiHua "Down" Ha "Up".

1. TlpepoTtBpaweHmne blackhole Ha mapwpyTe.

Forwarding plane nogaepxueaeT nepegady AaHHbIX BO BpeMsi nepekntoyeHnd, a Control plane
ObICTpO co3gaeT HoByto Tabnuuy nepecbinku. Npouecc 3ameHbl cTapor Tabnuupbl NEPECHINKK
Ha HOBYIO NpeJoTBpaLLaeT NosiBeHne 3agepXXek Ha MapLupyTe.

2. [llpepoTBpalleHne NnoTepu Nonb30BaTESNbCKUX CEaHCOB.

Bnaro,u,apﬂ CUHXPOHN3aLUUN COCTOAHUA B pealibHOM BpEeMEHU MNoJib30BaTEJIbCKME CEeaHChl,
COo3aaHHble OO0 nepekniyYeHnd, He TepATCA.

7.2. lpumeHeHuUue

MpumeHeHune OnucaHue

Pe3epBurpoBaHue Ha kommyTatope ypoBHA SApa, rge ycrTaHOBreHbl [Ba MOAyns
MOQYJ’IGM ynpaBlneHus, TexHonoruna pe3epBnpoBaHUA MOXeT ynyylwnTb
ynpaBneHuda cTabunbHOCTb CETU U AOCTYNHOCTb CUCTEMBbI
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7.2.1. PesepBupoBaHue moayneun ynpaBneHus

7.2.1.1. CueHapuun

Kak nokasaHo Ha cnegylowem m3obpakeHuu, B 3TOW TOMOSMOMMM CEeTU NPWU HEUCMNPaBHOCTU
KOMMyTaTopa YpOBHS f4pa, CeTW, NOAKMOYEHHble K HeMy, pacnagyTtcd. [Ons noBbleHus
CcTabunbHOCTN ceTn HEOBXOAMMO HAaCTPOUTL ABa MOAYNA YNpaBreHNs Ha KOMMYTaTOpPe YPOBHS
Aapa ana peanusauuun pesepBrMpoBaHus. YrpasnsoLwmn Moaynb onepupyeT BCeN CUCTEMON, a
pe3epBHbIi MOAYNb YNpaBneHus pes3epBupyeT MHOpMaLMo O COCTOAHUM paboTbl CNyXObI
ynpaBnsaloLwWoro Moaynsa B pexume pearnbHOro BpemMeHu. pu pydHOM MepekmnoveHun unm
NPUHYANTENBHOM MEPEKMOYEHUN N3-3a HEMCMNPABHOCTU YNPAaBASAOLWOr0 MOOyNsa pe3epBHbIn
MOAynb ynpaeBneHns HemeaneHHo 6epeT Ha ceba dyHKUMM ynpaenawworo moaynd. Ha
nnockoctn nepecobinkn (forwarding plane) MOXXHO NPOACIKUTL Nepefadvy AaHHbIX U NOBLICUTb
OOCTYMHOCTb CUCTEMBI.

he core switch uses a
redundancy of two
supervisor modules.

-
-

PucyHok 7-1.

7.2.1.2. OnucaHue

Ons ycTpomcTtB Ha wWwaccm cucremMa obopygoBaHa MEXaHM3MOM — pe3epBUPOBaHUSA
ynpaensowmn/pesepBHbIn. Cnuctema nogaepxuneaeTt dyHkumto plug-and-play oo tex nop, noka
yNpaBnsitoLLMIA U pe3epPBHbIN MOAYNW YNpaBeHnst COOTBETCTBYHOT YCIIOBUSIM PE3EPBMPOBAHMS.

Kaxgoe 13 OoTAenbHbIX YCTPOWCTB 9KBMBANEHTHO OA4HOMY MOAYM YNpaBfieHUsi C OfHOW
NMHEeNnHon kKapTon. BupTtyanbHbin mogynb kommyTaumm (VSU), cobpaHHbIA M3 HECKOITbKMUX
OTAENbHbIX YCTPONCTB TaKKe MMEET MEXAHMU3M Pe3EePBUPOBAHMSA YNPaBNSOLLMIA/PE3EPBHbIN.

7.3. PYyHKUUMN

7.3.1. BaszoBble KOHUenuuu

YnpaBnsiowmin moaynb, pe3epBHbIA MOAY b yNpaBrieHUs

Ha ycTpoiicTe, rae ycTaHOBMEHbI ABa MOAYNS YNpaBneHns, cuctema BolbrMpaeT oanMH Moayrb
ynpaBneHuss B Ka4yecTBe aKTUBHOIO, KOTOPbIA ABMSIETCS ynpaBnstowumm. [pyroi moaynb
ynpaBneHusi pyHKUMOHMPYET Kak pe3epBHbIA. [pu HEUCNPABHOCTW YNPaBMSHOLWOro Moayns
WnK, Koraa OH 3anpaluvBaeT NepekrnYeHne, pe3epBHbIN MoAynb ynpaBneHust 6epeT Ha cebs
hyHKLMM yNpaBnsitoLL0oro MoAyns U CTaHOBMTCSt HOBLIM ynpaBnsiioLmmM Moaynem. Kak npasuro,
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pe3epBHb||7| MOAyrIb ynpaslieHNA He y4HaCTBYyeT B yrnpaBlieHMN KOMMYTaTOpPOM, a OTCNexXneaeTt
COCTOAHME pa6OTbI ynpasnanoworo Moayn4.

MoGanbHbI YnpaBnswwmn mMoaynb, rnobanbHbIN pe3epBHbIA MOAYNb
ynpaBreHu s, rnobanbHbIM KaHAUAAT B MOAYIU ynpaBrieHus

B cucteme VSU, coctosien n3 asyx unu 6onee yCTpoOMCTB Ha LUACCH, KaXX4oe Laccu umeet
OBa MOAyns ynpasneHus: Ynpasnsawwmin Mogynb OnepupyeT BCEM LIACCU, a pPe3epBHbIN
MOAynb ynpaeneHus paboTaeT Kak pesepBHbIn. [Ana Bcen cuctembl VSU mnmeetcs gBa nnm
G6onee mopgynewn ynpaeneHus. OguH Ynpasnsawwmnin moaynb BbiOMpaeTca M3 Bcex mopyremn
ynpasneHnsa ons onepupoBaHusa Bcen cuctemon VSU, Takke oguH BcnoMoraTenbHbIn Mody b
ynpasneHnsa BblbnpaeTcs B Ka4eCcTBe pe3epBHOro Ang scen cuctemsl VSU, a gpyrne moaynu
yrnpaBneHnsa NCnosib3yrTCs B Ka4yecTBe Moaynen-kaHamaaTtoBs. Moaynb-kaHanaaT ynpaBneHus
3aMeHdeT YNpaBnsloWUN UM pe3epBHbI MOLYMNb YNpaBfieHMs B Criyvae HeWcnpaBHOCTU
nepBoOHaYanbHOMrO YNPaBsAlOLWOro UMK pes3epBHOro Moayns ynpasneHus. Kak npasuno,
MoAdynu-kaHau4aTbl B ynpaBfieHWe He Yy4yacTBYKT B pe3epBupoBaHun. YToObl OTNNYMTL
ynpaensaoLmMe n pes3epBHble MOAYNM yNpasneHnsa B Lwaccu ot moaynen B cucteme VSU, oHu,
a Takke Moaynu-kaHgugatbl B cucteme VSU, HasbiBaoTcs "rnobanbHO YnpaenswoLwmnn
mMoayne", "rnobanbHO pe3epBHbIN MoAyrb ynpasneHus" u "rnobanbHbl kKaHaua4aT B MOOYNM
ynpasneHns". MexaHuam pesepBUpOBaHUA MoAynen ynpaBneHus BrvseT Ha rnobanbHbiv
Ynpasnsowmin mModyrnb U rnobanbHO pe3epBHbIA MOAyNb yrnpasneHus. Takum obpasom,
OCHOBHOM W pe3epBHbIM Moaynu ynpasneHns B cpege VSU asnsioTcs rnobansHO
Ynpasnsowmin mogynb 1 rnobansHo pe3epBHbI MOAYIb yNpaBneHus.

B cucteme VSU, cocTosiuen ns asyx unum 6onee oTAenbHbIX YCTPONCTB, KaXxaoe YCTPOMCTBO
9KBMBANEHTHO OOHOMY MOAYMNI0 YNpaBneHus U OOgHOW nuMHenHon kapTte. Cuctema BbibupaeT
OOHO YCTPOMCTBO B KayecTBe rnobanbHO YNpaBrisitoworo Moaynsa, U O4HO YCTPOWCTBO B
KayecTBe rnobanbHO pe3epBHOr0 MOAYNSA YNpaBfeHus, a OpyrMe YCTpPOWCTBa cnyxaTt B
KayecTBe rnobanbHbIX KAaHAMAATOB B MOAYNN YNpaBeHus.

Heo6xoaumble ycnoBus onsi pesepBUpoBaHUA Moaynen ynpaBneHus

B cucteme ycTporicTB annapaTtHoe u nporpammMmHoe obecrneveHne BceX MOAYNEN ynpasneHus
AOJMKHO OblTb COBMECTMMO, YTOObI pe3epBupoBaHne Moayren ynpasneHnsa yHKUNOHMPOBaso
OOJTKHbIM 0Bpasom.

Bo Bpems 3anycka TpebyeTca nakeTHas CUHXPOHU3aUUsa Mexay yrnpasnsaowmM 1 pe3epBHbIM
MOAyNaAMW ynpasneHusi, 4Tobbl ABa MoAyns ynpasneHns 6binv B OAHOM COCTOSIHWUW.
PesepBupoBaHne mogynen ynpasreHns HeakTUBHO nepen CUHXPOHU3aUNEN.

CocTosiHue pe3epBMpOBaHUA MoAyen ynpaBneHus

Bo Bpemsi pe3epBMPOBaHUS YNpaBnsloLoro/pe3epBHOr0 MoAynsi ynpaBreHus NpoucxoauT
criegytollee U3MeHeHue craTtyca:

e CoctosiHMe alone (0anH): B 3TOM COCTOSIHUM B cUCTEME paboTaeT TONbKO O4MH MOAYIb
YyNpaBneHnsi, UNn nepekrnoyeHne Mexay Yynpaensowmm/pe3epBHbIM MOAYEM He
3aBEPLUEHO, N MEXAY HOBbIM YNPABMAOLWUM MOLYIIEM Y HOBbIM PE3EPBHBIM MOAYIIEM
yrnpaBneHnsi He yCTaHOBMNEHO pe3epBUPOBaHNE.

e CocTosHMe batch (nakeT): B 3TOM COCTOSIHUM MexAy YNpaBhsitoLMM U pe3epBHbIM
MOAYNEeM YNpaBMeHWs YCTaHaBMMBAKTCS OTHOLUEHWUSI pe3epBMpPOBaHUs, a 3aTeMm
BbINOMHSETCS MAKETHOE PE3EPBMPOBAHNE.

e CocTosiHue realtime (B peanbHOM BpeMEHW): yNpaBnsoWmnini MOA4YNb NEPEXoanT B 9TO
COCTOSIHME MOCIe 3aBEPLUEHNSI MAKETHOrO PE3EpPBMPOBaHUS MEXAY YNpPaBnsioLWMM U
pe3epBHbIM MOAYNAMKU ynpaBneHusi. PesepBuMpoBaHMe B peanbHOM BpPEMEHMU
BbINONIHAETCA MEeXAy YNpaBnsiowmM U pe3epBHbIM MOAynsaMK ynpasneHus. Py4yHoe
nepekioYeHe MOXET BbINONHATLCSA TONbKO B 3TOM COCTOSIHUM.
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7.3.2. 0630p

DPyHKUUA Onucanue

Buibop YCTPOMCTBO MOXET aBTOMAaTMYEeCKM BblOMpaTb YnpaBnsAwWMNn W
ynpaBnsoLIoro N | pe3epBHbI  MOOYNW YMpaBfeHust B 3aBUCMMOCTU OT TeKyLlero
pe3epBHOr0 MOAYEN | COCTOSIHUS CUCTEMBI. Takke nogaep>KnBaeTcs pyyHon Bolbop
ynpasneHus

CuHXpOHM3aLMS B cpene pesepBuMpoBaHUS Mogynen ynpaeneHus YnpaBngaoLwmim
nHdopmaLmm MOAYMb CUHXPOHU3NPYET WHMOPMALMIO O COCTOSIHUM U dhannax
Moayneu KOH(purypaumm cC pesepBHbIM MOAYMEM YNpaBfeHMs B peasibHOM
ynpasneHuns BpeEMEHMU

7.3.3. BbiGop ynpaBnawoLworo u pesepBHOoro Moayrnen ynpasrneHus

7.3.3.1. MprHUMN paboTbl

ABTOMaTUYEeCKMN BbIOOP YNPaBrsioLWOro U pe3epBHOro Moaynen ynpasneHvus Ans yCTponucTs
Ha waccu.

Monb3oBaTenn MOryT BCTaBNATb UMM yoandtb MoOOyNM yrpasneHuss BO BpeMs paboThbl
yCTponcTBa. YCTPOMCTBO, B 3aBUCMMOCTU OT TEKyLLEero COCTOSHUS CUCTEMbl, aBTOMaTU4ECKU
BblOMpaeT pabouylo cuctemy, He BMAUSAS Ha OObIYHYKD KOMMYTaUMIO OaHHbIX. BO3MOXHbI
crnegylowme criydaum, npyv KOTopbIX YNpasnsoowmi mMoaynb BblOUMpaeTcs COOTBETCTBYHOLLUM
obpasom:

Ecnn BO Bpems 3anycka yCTpOWCTBa BCTaBfieH TOMbKO OOAWMH MOAYNb ynpaBneHus,
YCTPOWUCTBO BblOMpaeT 3TOT MOAYIb YNpaBneHUs B Ka4ecTBe ynpaBnsitoLoro Moayns
He3aBMCUMO OT TOro, BcTaBneH v oH B crnoT M1 nnn M2.

Ecnn Bo Bpemsi 3anycka yCTpOWCTBa BCTaBMEHbl ABa MOAyNs YMNpaBreHus, Mo
yMOMn4YaHuio Moayrsb yrnpasneHusi B cnote M1 BbibupaeTcs B ka4yecTBe ynpaBnsioLoro
Moaynsi, a Moayfb ynpaBneHust B cnote M2 BbibupaeTcs B KayecTBe pe3epBHOro
MoAynsi ynpaBneHus Ons ueneil pesepBUpOBaHUS, U B TepMuHane BblBOASATCS
COOTBETCTBYHOLLME 3aMpPOChl.

Ecnu Bo Bpem4a 3anycka yCTpOWCTBa BCTaBMEH OAMH MOLYSb YNpaBreHnd, a gpyrom
MOAYNb ynpaBfeHnsa BCTaBfieH BO BpeMs paboTbl yCTPOWCTBA, MOAYISb yNpaBneHus,
BCTaBIIEHHbIV NO3XeE, UCMOSb3yeTCHA B Ka4eCTBe pe3epBHOIro MOAyNA ynpasneHnsa ans
pe3epBMpPOBaHNA HE3AaBUMCMMO OT TOro, BCTasmneH nn oH B crnot M1 vnu cnot M2, u B
TepMuHarne BbIBOOAATCS COOTBETCTBYHOLLME 3anpocChl.

MNpepnonoxum, 4YTO BO BPeMsi 3anycka YCTPOWCTBa BCTaBMeHbl ABa MoOAZyns
ynpaBneHus, 1 OAvH MOAYyMb ynpaBrieHus M3BreyeH BO Bpems paboTbl ycTponcTBa
(vnun ogvH Moy b ynpaBneHnst HencnpaseH). Ecnv n3BneyveHHbIn Mogy b yNpaBneHns
ABMAETCA pe3epBHbIM MOAyNeM ynpaBreHus, nepen M3BrevYeHvem (Mnmm  npu
HencnpaBHOCTK), NOCNE n3BnevYeHns (Mnu annapaTHoOM ownbkn) oTobpakaeTcs TONbKO
KOMaHAHasi CTpOKa, yKka3blBaloLlasi Ha TO, YTO BCMOMOraTenbHbI MOAYMb YNpaBreHUs
n3BneyeH (unu He paboTtaeT). Ecrnn n3BneyeHHbI MOAYMb YNpaBreHWs ABMsSeTCS
ynpaensawoWmMM MogyneMm nepea M3BrevYeHueMm (Mnu npu HEeMcnpaBHOCTW), ApYrow
MOAYyIb ynpaBneHUs CTaHOBUTCA yNpaBnsaloLWmMM ModyneMm U B TEpMUHane BbIBOASATCA
COOTBETCTBYHOLLME 3anpoChI.
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BbiGop ynpaBnsoLworo u pesepsHoro moaynen ynpasneHusi Bpy4Hyo

Monb3oBaTenyu MoryT BpPYYHYH BbINOMHWUTL BbIGOP YMPaBMsIOWONO U pe3epBHOro Moaynew
ynpaeneHusi, KoTopble BbIOMpatoTcsi B 3aBUCUMOCTY OT paboyeit cpefpbl crneayowmnm o6pasom:

° B aBTOHOMHOM pexunmMme nonb3oBaTesin MOryt BpPY4YHYHO BbINOJIHATE MNepekniyeHune
mMexay  ynpaeBndarownm n pe3epBHbIM yCTpOIZCTBOM. MOD,yJ'II/l ynpaBneHus
AKTUBUPYIKOTCA NOCIe nepesanycka.

o B pexume VSU nonb3oBaTeny MOryT BPYYHYH BbINOMNHATH NEpPeKnioYeHne Mexay
yNpaBnsaowWmMM 1 pe3epBHbIM MOAYNEM ynpaBreHns, 4YTtobbl rnobanbHO pe3epBHbI
MOAYNb ynpaeneHus ctan rmobanbHo ynpaensawowmm mogynem. Ecnu B cucteme VSU
uMeeTca TOMbKO ABa MOLYyNA ynpaBreHus, Mnocre nepesanycka nepBoHavanbHbIN
rnmobanbHO YNpaenswowmim MogyfNb CTaHOBUTCS HOBbIM rrobanbHO pes3epBHbIM
Moaynem ynpasneHus. Npu Hanuunm Gonee AByxX MoAdynen ynpasreHus B KavyecTBe
HOBOro rnobanbHO pesepBHOr0 MoAyNsA ynpaeneHus BblbupaeTcs OAWH MOOYINb
yrnpaBneHns, KOTopbI ABNAETCA HOBbIM rnobansbHO pe3epBHbIM ModyeM ynpaBreHus,
a UCXOoAHbI rnobanbHO YnpaBngawwmi MOAYMb CTaAHOBUTCH MOCMe nepesanycka
rnobanbHbIM MogyNemM-KaHangaTOM B yripaBrieHue.

7.3.3.2. CBAAI3aHHble HACTPOUKN CUCTEMbDI

Py4yHoe nepekntoyeHue ynpaBnsoLworo/pesepBHOro yctpomcTaea
e [lo ymonyaHuio yCTPONCTBO MOXET aBTOMaTMyeCckn BblbpaTh YnNpasnsowmin Moayrb.

e B aBTOHOMHOM pexume n pexume VSU nonb3oBatenn MOryT BbINOMHUTE KOMaHOy
redundancy forceswitch gnga py4Horo nepeknoyeHns.

7.3.4. CuHXpoHu3aumsa nHcpopmaumm moayrnen ynpaBrneHus

7.3.4.1. MpuHUMN paboTbl

o CVIHXpOHVIBElLI,VIFI COCTOAHUA

Ynpaenswowun Mogynb CUHXPOHM3UPYET CBOE pabouvee COCTOSIHME C Pe3epBHbIM MOOYMEM
yrnpaeneHns B pearibHOM BpeMeHW, 4YToObl pe3epBHbLIN MOAYNb yrnpaBreHus mor B ntoboe
BpeMsi B3ATb Ha cebs yHKUMM YyNpaBnslowWoro Mogynsi, He BbI3biBas HUKAKUX BUAMMbIX
U3MEHEHUN.

e CUHXpOHM3aLMs KOHpUIypaLmm

Bo Bpemsi paboTbl yCTpOMCTBA CyLLeCTBYET ABa hanna KoHpurypauum cuctemsl: running-config
n startup-config. Running-config — aT0 dann koHdUrypaumm CcuUCTEMbI, ANHAMUYECKN
reHepupyemMbii BO BpeMsi paboTbl, U N3MEHSETCA BMECTe C KOHdurypaumen cnyxobl. Startup-
config — 31O dpann KoHdUrypaumm CcuUCTEMbl, MMMOPTMPOBAHHBLIA BO BpPEMS 3arnycka
ycTponcTBa. MoXxHO BbIMOMHUTL KOMaHAy Write ansa 3anmcu running-config B startup-config nnn
BbINOSIHNTE KOMaHAY COPY ANS BbINOMHEHMS onepauumn KOnmpoBaHUS.

[N HEKOTOPbLIX YHKLNIN, KOTOPbIE HE CBA3aHbl HEMOCPEACTBEHHO C MOCTOSIHHOM NEPECHISTKON,
CMHXpOHM3auna annoB KOHUrypaumm cuctembl MOXeT obecneyntb COrnacoBaHHyH
NonNb30BaTENbCKY KOHUIypauuo BO BPEMSA NEPEKIIOHEHNS.

B cnyyae pesepBupoBaHus Mofyren ynpaBrneHus Ynpasnsawwmin Moaynb nNepuoauyecku
CUMHXpOHM3npyeT cannbl startup-config n running-config ¢ pesepsHbIM MOAYyNEM ynpasrneHus u
BCEMU MOAyNaAMU-KaHangaTamm B ynpaBneHne. CUHXpPOHM3aUMSA KOHUrypauum Takke
3anyckaeTcs Npuv BbINOSTHEHWM CREAYOWNX Onepaunii:

1. ®ann running-config CMHXPOHN3NPYETCH, Koraa yCTPONCTBO NEPEKIToYaeTcs n3
pexuma rnobanbHON KOHUrypauum B NPUBMUIErMPOBaHHBIN PEXNM.
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7.3.4.2.

dann startup-config CUHXPOHN3NPYETCH MPU BbINOMHEHUN KOMaHA write unu copy ans
COXpaHeHus1 KoHdUrypaumu.

MHdopmauus, HacTpoeHHasa no npotokony SNMP, He CMHXPOHU3MpyeTCS
aBTOMATMYECKN, MOITOMY CUHXPOHM3aLMa arna running-config gormkHa ObiTb
3anyLieHa ¢ NoOMOLLb0 KOMaHa nHTepdenca KoMaHgHON CTPOKMU.

CBs3aHHblIe HAaCTPOUKU CUCTEMBI
Mo ymonyanuio  dpannbl  startup-config  ©n  running-config aBTOMaTU4ecCKu
CMHXPOHM3NPYIOTCS OOMH pas B Yac.

BeinonHute komaHay auto-sync time-period, 4TtOo6bl HacTpoUTb WHTEpBan Ans
CYHXPOHM3aunn annos KOHpUrypaumm yrnpaensaoLwero Moayns.

7.4. KoHdurypauusa

KoHdurypauus OnucaHue u KomaHaa
HacTtpovika py4Horo | OnumoHanbHo
nepekntyeHns
YNPaBNAIOLUEr0/PESEPBHONO | gh gy OTob6paxaeT COCTOsIHUE ropsyero
ycTpovicTea redundancy | pesepBupOBaHUS
states
redundancy | MNepekniovaeT ynpasnsoLlee/pesepBHoe
forceswitch | ycTpocTBO Bpy4HYytO

HacTtpovika mHTepBana | OnumMoHanbHO
aBTOMaTUYeCcKom
=LA S redundancy | BxoguTt B pEXUM KOHpMrypaLumm
pe3epBnpoBaHUA
auto-sync HacTtpanBaeT WHTepBan  aBTOMaTM4eCKOWM

time-period | cuHXpoHM3auMK arnoB KoHUrypaumm B
crnyyae  pes3epBMPOBaHUSI  YNpaBnsAOLLEro
moayns

[lepesarpyska moaynen | OnumoHanbHO

ynpaBneHuda

redundancy | CbpacbiBaeT pe3epBHbIN MOAyfb YrNpaBrneHus

reload unm cbpacbiBaeT OHOBPEMEHHO n
ynpasnsoLLmmn, " pe3epBHbIf Moaynu
ynpasneHns

7.4.1. HacTpoka py4YHOro nepeKknYeHusi ynpasnsrowero/pesepBHOro

7.4.1.1.

ycTponcTBa

Pe3synbTaTt KOHhUrypauum

McxogHbli Ynpaenaowmun Moayrb nepesanyckaeTcsd, a pesepBHbId MoAyNb yrnpaBneHus
CT@HOBUTCHA HOBbIM YNPaBAOLLMM MOAYIEM.
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Ecnn B cucteme nmeetcs 6onee OBYyX Mop,yne|7| ynpaslieHud, NCXOOHbIN pesepBHbM mMmoaynb
ynpaslieHnda CTaHOBUTCA yrnpasndlowmmM Mmoayrnem; oamH Moayrnb ynpaBsneHusa Bbl6|/1paeTC$| n3
Yyuycna MOD,yJ'IeVI-KaHLI,I/ID,aTOB B ynpaslrieHne Aand pa6OTbI B KayeCtBe HOBOIO pe3epBHOro
mMoayna ynpaslieHusa, a NCXOOHbIN yl'lpaBJ'IFII'OLLl,I/IIZ MoAayJib CTaHOBUTCA MoAynemM-KaHanaaTtomMm
B ynpaslieHne nocrie nepeas3anycka.

7.4.1.2. NpumeyaHus

Ytobbl n3bexaTtb BO30ENCTBUA Ha nepecbiyiky AaHHbIX BO BpeM4A NepeKrito4YeHns, HeO6XO,EI,I/IMO
CHa4ana BbINOJIHUTb MNAKEeTHYK CUHXPOHM3aUUKo Mexay ynpaBndawowmmmMm U1 pe3epBHbIM
MoaynamMn ynpasneHus, yTOObLI ABA mMoayna ynpasrieHuda Obin B 0OHOM COCTOSIHUW. TO ecTb
py4yHOE nepekniYeHne MOXXeT BbINOJIHATLCA TOJNIbKO B TOM Crlyvae, eCrin pes3epBupoBaHue
MOLI,yJ'IeIZ ynpaBieHna HaxognuTcd B COCTOAHUN pe3epBrpPOBaHUA B pealibHOM BPpEMEHMN. Kpome
Toro, Ansi obecnevyeHnsa NOMHOTLI CUHXPOHM3aunn KOH(*)I/IpraLl,I/IOHHbIX cbaﬂnoa cepBUCHbIE
mMmoaynnm  BpeMeHHO  3anpewarT pydYHOE  nNepeKkrnryvYeHue ynpaBnmou.l,oro/pe3epBHoro
yCTpOIZCTBa BO BpemMA CUHXPOHU3aLNN. |_|03TOMy Ona pydyHOro nepekn4yeHud HeobxoaMmo
OQHOBpPEMEHHO BbINOJIHUTb cleayune yCcrnoBua:

e Py4yHOoe nepekmnoveHne ynpaBnsoLLero/pe3epBHOro yCTPONCTBa BbIMOMHAETCA Ha
ynpaBnsoWoOM Moayre YNpaBlieHUsl, U Koraa pe3epBHbI MoAynb ynpaBreHust
[AOCTYMEH.

e Bce yctpowcTtea BupTyansHon kommyTtaumm (VSD) B cucteme HaxoasaTcsa B COCTOSHUA
ropsiyero pesepBMpoBaHMs B pearibHOM BPEMEHM.

o [opsdee nepekniodeHne scex VSD B cucteme npomcxoamt 6e3 BpeMeHHOro 3anpeTa
CEPBUCHBLIMN MOAYNSAMM.

Ecnun yctpoincTtea BUpTYannanpoBaHbl kak Heckornbko VSD, pydHoe nepekntoyeHne MoxXeT ObiTb
YCMeLLHO BbINOIHEHO TOMBLKO B TOM Cry4ae, ecnv Moaynu ynpasrneHus scex VSD HaxogaTcs B
COCTOSIHUM pe3epBUPOBaHNS B pearilbHOM BPEMEHM.

7.4.1.3. dTtanbl KOH(Urypauum
e  OnuyuoHarnkeHo.

e  BbINOMHMTE HACTPOMKY Ha ynpasBnsowemM mMmogyre.

7.4.1.4. NMpoBepka KOHUrypaumum

3anyctute komaHgy show redundancy states, 4ToObl MpOBEPUTb, MEPEKMYUIIUCE NN
ynNpasnsaoLwWnn n pe3epBHbIN MOAYN yripaBreHus.

7.4.1.5. CBA3aHHbIe HAaCTPOUKMN

MpoBepKa COCTOSIHUSA ropsivero pesepBMpPOBaHUS

KomaHga show redundancy states
Pexnm MprBUNENMPOBAHHBIN PEXUM NN PEXUM rNoBanbHON KOHUIypaumum
KOHpurypaumm

Py4yHoe nepekntoyeHue ynpaBnsrowero/pe3epBHOro ycTponcrea

KomaHga redundancy forceswitch
Pexum MpnBMNErMpoOBaHHbLIN PEXUM
KOHpurypaLmm
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7.4.1.6. Mpumep KoHcuUrypauum
Py4yHoe nepeknroyeHue ynpasnsrowero/pe3sepBHOro yCtpomcTea

OTansl B cpene VSD, rae uMs ogHOro M3 yCTpOMCTB BUPTYanbHON KOMMYyTaLUK -
KOHUrypauum staff, BbINONMHUTE nNepeknoYyeHne Mexay ynpasnsroWwUM U pe3epBHbIM
YCTPONCTBOM

QTECH> enable

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime
QTECH# redundancy forceswitch

This operation will reload the master unit and force switchover to the
slave unit. Are you sure to continue? [N/y] y

MpoBepka Ha ncxogHom pesepBHOM MoAyre ynpasneHus BbINoNHUTE KomaHay show
KOHpurypawumm redundancy states, 4To6bl NPOBEPUTHL COCTOSIHNE Pe3epBMPOBAHUS

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime

7.4.2. HacTponka UHTepBana aBTOMaTu4eCKOMN CUHXPOHU3aLUN

7.4.2.1. PeaynbTaT KOH(pUrypaumm

M3meHuTe nHTEpBan aBTomaTU4eCckon CMHXpoHn3aumnmn darnos startup-config n running-config.
Ecnun wHTEepBan aBTOMATMYECKOM CUHXPOHU3ALMM YCTAHOBIIEH Ha MEHblUEe 3HayeHue,
N3MEHEHHas KOHMUrypaums CUHXPOHU3MPYETCA C APYrMMUM MOAZYNSMW yNpaBneHUs 4acTo,
npegoTBpalas MoTep  KOHUrypauuu, KOTopasi BO3HWKAET Mpu  NPUHYAUTENbHOM
nepekntyYeHMn cnyxb n gaHHbIX Ha Pe3epBHbI MOAYIb YNPaBMEHUS MPU HEUCNPABHOCTU
ynpaBnsioLLEero Moaynsi.

7.4.2.2. dtanbl KOH(Urypauum

e OnuuoHanbHO. BbINOMHUTE HaCTPOWKY, KOrda HeoOXOAMMO W3MEHWUTb WHTepBar
CUHXPOHM3ALMMN.

e  BbINOnHWTE HACTPOViKy Ha ynpasnsiloLemM Moayre ynpaBrneHus.

91

@ §) QTECH

MWP OOCTYNHEE




PykoBogcTteo no Hactporike QSW-7600

HacTpolika pe3epBupoBaHnsa KapT ynpaBrneHust

7.4.2.3. NpoBepka KOH(pUrypaumm

npOCMOTpMTe XypHarlbl (|Og) BbIXOAHbLIX [OaHHbIX, YTOOLI NPOBEPUTL, BbINOJIHAETCA JIN
CUHXPOHN3aLINA MO BpEMEHN.

7.4.2.4. CBAA3aHHble HACTPOUKU

Bxoa B pexunm pe3epBupoBaHus KOH(t)MrypaLWIVI

KomaHpa redundancy
Pexum Pexum rnobanbHon koHdurypauum
KOHUrypauum
Hactpoka wuHTepBana aBTOMaTU4eCKOW CUHXpPOHM3auun  annos
KOHdUrypaumm
KomaHga Auto-sync time-period value
Onuncanne time-period value: yKasbiBaeT NMHTepBan aBTOMaTUYECKOMN
napameTpoB CYHXPOHM3aUMN C eauvHULEeNn WU3MepeHuMst B CeKkyHaax. 3HadeHuve
BapbupyeTcs oT 1 cekyHabl 4o 1 mecsua (2 678 400 cekyHn)
Pexnm Pexnm pesepBnpoBaHus KoHUrypaumm
KOHdourypaumm
BcTtpoeHHas HactpanBaeT wHTepBan aBTOMAaTM4YECKOW CUHXPOHM3aumn dannos
noackaska startup-config 1 running-config B cnyyae pe3epBupoBaHUS

ynpaBnsoLLoro Moayns

7.4.2.5. NMpumep KoHcpUrypaumm

Hactpoika nHTepBana aBToMaTM4eCKoM CUHXPOHU3aLUmn

OTansl B pexunme pesepBupoBaHuUS KOH(Urypauum ynpasnsaiowero Moayns
KOHdourypaumm HaCTpPOWTE MHTEpPBar aBTOMaTMYECKON CUHXPOHM3aUmMn Ha 60 cekyHa
QTECH(config)# redundancy
QTECH(config-red)# auto-sync time-period 60
Redundancy auto-sync time-period: enabled (60 seconds).
QTECH(config-red)# exit
MpoBepka BeinonHute komaHgy show redundancy states, 4Tobbl npoBepuTb
KOHpurypaumm KOHpurypauuio
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QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime
Auto-sync time-period: 3600 s

7.4.3. MNepe3arpy3ka moayrneun ynpaBneHus

7.4.3.1. PesynbTaTt KOHpUrypauum

C6poc TOJIbKO pe3epBHOIro MoAynAa ynpasiieHUA He BITUAET Ha NepechblSiKy AaHHbIX, nepecblyika
He nNpepbiBaeTCAd, a Takxke I/IH(bOpMaLI,I/Iﬂ O CeaHce nosb3oBaTenAa He TepAeTCA BO BpeM4A c6poca
pe3epBHOro Moaynd ynpasneHua.

B aBTOHOMHOM pexume BbINONHeHWe komaHabl redundancy reload shelf npuBepeT K
OAHOBpPEMEHHOMY COpoCy BCeX MOAYNEN ynpaBreHust U NMHENHbIX KapT B waccu. B pexume
VSU ycTpoMCTBO C yKasaHHbIM MAeHTUMKaTopoM cOpackbiBaeTcs NpW BbINOMIHEHUM 3TOM
KomaHgbl. Ecrnim B cucteme mmeeTca gea unm 6onee yCTPOWCTB, U YCTPOWCTBO, KOTOpOEe
HeobXxoOuMo COpoCUTb, SBRSIETCS YCTPOMCTBOM, B KOTOPOM HaxoguTtca rrnobanbHo
Ynpaenswowun Moayrnb, CUCTEMA BbIMOMHAET MNEpPeKNioYeHne Mexay ynpasnsowmm u
pe3epBHbIM MOAYIIEM yNpaBneHus.

7.4.3.2. NMpnmeyaHunn

B pexume VSU, ecnm mogynu ynpasBreHUs CUCTEMbl HE HaxogsaTCss B COCTOSIHUK
pe3epBUpPOBaHUA B peasnibHOM BpeMeHu, cOpoc YCTPONCTBA, HA KOTOPOM HaxoauTcs rnobanbHo
Ynpasnswowun Mmogynb, npueedeT K copocy Bcen cuctemol VSU.

7.4.3.3. dTanbl KOH(Urypauum

OnumoHanbHo. BbinonHute cbpoc, ecnnv mogynu ynpaBneHust UNn YCTPOWCTBO paboTaroT
HenpaBuIbHO.

7.4.3.4. CBAA3aHHbIe HAaCTPOUKU

KomaHga redundancy reload {peer | shelf [switchid]}
Onwucaxve peer: cbpacbiBaeT TOMbLKO pe3epBHbI MOAYIb YNpaBeHUs.
napameTpoB

shelf [switchid]: yka3biBaeT Ha TO, YTO YNPaBMAALWUA U PE3EPBHbLIN
MOLYNM  YMPaBfeHWst YCTaHOBIMEHbl B ABTOHOMHOM pexume, a
naeHTumkaTop yCTpomcTBa, KOTOPOE HEOOXoAMMO COPOCUTb, OOJIKEH
ObITb yKa3aH B pexnme VSU

Pexnm MpuBUNErnpoBaHHbIN PEXNM

KOHpurypaumm

BcTtpoeHHas B aBTOHOMHOM pexume komaHoom cbpoca YCTpoMCTBa 4ABMsieTCA
noackaska redundancy reload shelf, To ecTb gaHHas komaHAa BbINOMHSET cbpoc

BCero ycrtpounctaa. B pexume VSU komaHaa cbpoca ycTponctea aBnsieTcs
redundancy reload shelf, TO ecTb ycTpoMcTBO C YyKa3aHHbIM
naeHTdurkaTopom cbpackiBaeTcs
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7.4.3.5. Mpumep KoHcuUrypauum

C6poc yctpouncrtea B pexume VSU

OTanbl B npuBunermpoBaHHOM pexume rnobanbHO ynpaBnswLWero Moayns
KOHcpurypaumm BbINOSIHNTE COPOC yCTPONCTBA C MAEHTUUKATOPOM 2
QTECH# redundancy reload shelf 2
This operation will reload the device 2. Are you sure to continue? [N/y] y
Preparing to reload device 2!
MpoBepka lMpoBepbTe, nepesanylieH N1 COOTBETCTBYIOLWMMA MOAYNb ynpasrieHus
KOHcpurypaumm U yCTPONCTBO

7.5. KOHTponb cocTtosiHUA

7.5.1. OTOoGpaxeHune

OnucaHue

KomaHpa

pe3epBUpoBaHUS
mMoaynsi

OtobpaxaeT Tekyuwlee cocTtosHue | show redundancy states

ynpaensooLero
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8. KOHOUINYPALMA  CUCTEMHOIMO  XXYPHAIA
(SYSLOG)

8.1. O630p

N3meHeHnsa coctosiHua (Hanpumep, coctosHue kaHana Up/Down) nnu HewTaTHble cobbiTuA
MoryT npousontn B noboe Bpemsi. O6opynoBaHne QTECH npepoctaBnsieT MexaHU3m
CMCTEMHOIO XXypHanupoBaHUSA [N aBTOMATUYECKOro co3aaHusa coobueHun (syslog) B
dmkcmpoBaHHOM bopmaTte MpU M3MEHEHUN COCTOSIHUSA UMW BO3HWKHOBEHWUU COObITUA. JTn
coobLieHns oTobpaxalTcs B COOTBETCTBYHOLUMX TepMuHanax, TakMx Kak KOHCOMb MWNnu
TePMWHaN MOHUTOPUWHIA, 3anUCbIBAOTCS Ha HOCUTENW, Takme kak Bydep namaTv unmn dannsl
XypHana, wnu OTNpaBnsAlOTCA rpynne CcepBepoB >XypHanupoBaHus (syslog), 4TOGbI
agMUHUCTPaTOP MOT aHanu3nMpoBaTb MPOU3BOAUTENBLHOCTb CETU U BbISIBMATL HEMCNPABHOCTU
Ha OCHOBe 3TMX XypHarnoB. CoolLeHunsa XypHana cobbiTUi MOXHO [06aBnNATb C MeTKamu
BPpEMEHN M NOpSOKOBbIM HOMEPOM M KnaccuguuupoBaTb MO YPOBHIO BaXXHOCTWU, YTOObI
agMUHUCTpaTop MOr yaobHO YMTaTth 1 yNpasnaTb UMW.

8.1.1. NMpoToKonbl U cTaHAAPTbI

RFC3164: npoTokon cuctemMHoro xypHana BSD.

8.2. MpumeHeHne

NMpumeHeHne OnucaHue

Otnpaeka cucTeMHbIX | KOHTponb COCTOSAAHMSI CUCTEMHbIX XypHanoB (syslog) c
XypHanoB (syslog) B | MOMOLLbIO KOHCOMKU

KOHCOMb

Otnpaeka coobuieHnsi | KoHTponb COCTOSIHMA CUCTEMHBbIX XypHanoB (syslog) uepes
CUCTEMHbIX XXYpHanos | cepeep

(syslog) Ha cepsep

XXYpHanoB

8.2.1. OTnpaBKa CUCTEeMHbIX XXypHanoB (Syslog) B KOHCONb

8.2.1.1. CueHapum

OTnpaBbTe cOOOLWEHMA CUCTEMHBIX >XypHanoB (syslog) B koHcomb, 4TOObI 06GRerynTb
afMVHUCTPATOPY KOHTPOSfb COCTOSIHUSA  MPOU3BOAUTENBHOCTM cuUCTeMbl. TpeboBaHus
cnegyowme:
1. OtnpaBbTe COOBLLEHNSA CUCTEMHBIX XypHanoB (syslog) ypoBHSA 6 nnu Bbilwe B
KOHCOfb.
2. OtnpaenaTb COOOLWEHNS CUCTEMHBIX XXypHanoB (syslog) Tonbko 06 ARP- 1
IP-mogynsax B KOHCOIb.

PucyHok 8-1 nokasbiBaeT TOMOMOMIO CETU.
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PC Device

PucyHok 8-1.

8.2.1.2. OnucaHue
HacTpowiTe ycTporcTBo cneayowmnm obpasom:
e YCTaHOBUTE YpOBEHb COOOLLEHUS CUCTEMHbIX >XypHanoB (syslog), koTopble MOXHO
OTNPaBUTb B KOHCOMb, HA MHPOPMALMOHHBIN (YPOBEHB 6).

e 3apante nony4vaTtensa unbTpaumm coobLieHus CUCTEeMHbIX XypHarnoB (syslog) Ha
TepMuHan.

e YcTaHoBUTE ONA pexuma unbTpauum COOBLLEHNA CUCTEMHBLIX XypHanoB (Syslog)
3Ha4YeHne «CoAEPXMUT TOSbKO...».

e YcTaHoBWTE npaBuno unbTpaumMm COoOBLEeHUA CUCTEMHBLIX XypHanoB (syslog) Ha
oanHo4Hoe coBnageHve. Mima mogyna cogepxumt Tonbko ARP vnm IP.

8.2.2. OTnpaBKa coOOLEeHMA CUCTEeMHbIX XypHanoB (syslog) Ha cepBep
XypHanos

8.2.2.1. CueHapun

OTtnpaBbTe COOBLLEHNSA CUCTEMHBIX XXYpPHANOoB (syslog) Ha cepBep KypHanoB, YTobbl 06nerynTb
agMUHUCTPATOPY KOHTPOSIb COCTOSIHUA >KypHanoB YCTPOMCTB Ha cepBepe. TpeboBaHus
cnepywowme:

1. OTtnpaBbTe coobLUeHMsT CUCTEMHLIX XXypHanoB (syslog) Ha cepBep »xypHanos (syslog
server) 10.1.1.1.

2. OTtnpaBbTe COOBLLEHNSA CUCTEMHBIX KypHanoB (Syslog) ypoBHSA 7 unu Bblle Ha
CepBep XypHanMpoBaHusI.

3. OTtnpaBbTe COOOLIEHNSA CUCTEMHBIX XXYpHarnoB (syslog) ¢ ncxogHoro nHrepdelrica
Loopback O Ha cepBep >KypHarioB.

PucyHok 8-2 nokasbiBaeT TOMOSOrMIO CeTH.

Sysiog

3 Server ;
10.1.1.1/24 1031224

PucyHok 8-2. Tononorus cetn

8.2.2.2. OnucaHue
HacTtponTe ycTponcTeo cneayowwmm obpasom:

e 3apante ons IPv4-agpeca cepsepa 3HadeHne 10.1.1.1.

e YcTaHOBMTE YpPOBEHb XYpHanoB, KOTOpble MOryT ObiTb OTMpaBneHbl Ha cepBep
XypHanupoBaHud, Ha 0TNnaaky (YpoBeHb 7).

e YCTaHOBUTE UCXOOHbLIN UHTEPMENC XXYPHANOB, OTNPaBMNAEMbIX HA CepBep XypHarnos,
Ha Loopback 0.
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8.3. DyHKUUMn

8.3.1. ba3oBble KOHUenuuu

Knaccudmkaumsa cucteMHbIX XXypHanoB (syslog)
CuCTeMHbIe XKypHarnbl MOXHO pa3fenuTb Ha ABa Tvna:

1. KypHnan.

2. OTtnagka.

YpoBHU cUCTEMHbIX XXypHanoB (syslog)
Bocemb ypoBHEN Cepbe3HOCTU CUCTEMHBIX >XypHanoB (Syslog) onpegensawTcs B nopsgke
ybblBaHWs, BKNHOYad aBapuiHbI, OMOBELLEHME OMACHOCTW, KPUTUYECKUK, oLnbka,
npegynpexgeHune, ysegoMneHne, UHPOPMaLMOHHbIN U oTnagka. OTN YPOBHM COOTBETCTBYHOT
BOCbMM YNCIOBbIM 3Ha4YeHusM oT O 4o 7. MeHbluee 3HadeHne ykasbiBaeT Ha Bonee BbICOKUIA
YPOBEHb CEPbE3HOCTMU.

BbiBOA, BO3MOXEH TOMbKO ANS XYPHanoB C YPOBHEM, SKBMBASIEHTHbIM UMW NPEBbILLAKLWUM
yKasaHHbI ypoBeHb. Hanpumep, ecnv ypoBeHb >XypHanoB YCTaHOBMNEH Ha UH(POPMALMOHHbIN
(ypoBeHb 6), 6yayT BbIBOOUTHLCS XXYpHaribl YPOBHS 6 Unn BbiLLE.

B cneayowen Tabnuue onmcaHbl YpOBHU XXYPHAaroB.

YpoBeHb Yucnosoe  OnwucaHue
3HavyeHue
aBapUNHbLIN 0 YKkasblBaeT Ha TO, YTO CMCTEMa He MOXeT paboTaTtb
HOpManbHO
onoseLleHne 1 YKkasblBaeT Ha TO, YTO Mepbl JOSDKHbI ObITb MPUHSATHI
OnacHocTn HemMe[1eHHO
KpUTMYeCKni 2 YKasblBaeT Ha KPUTUYECKOE COCTOSIHNE
ownbka 3 YkasbiBaeT Ha OwnOKy
npegynpexaexHve 4 YkasblBaeT Ha npeaynpexaeHve
yBeoMIeHve 5 YkasbiBaeT Ha coobuieHve yBeOoMMeHus,
Tpebylowee BHUMaHUS
MHAOPMAaLMOHHbIN 6 O603HavaeT MHOpMaLUMOHHOE COobLLEHNE
oTnagka 7 Obo3HavyaeT coobLeHne oTnaaKku

Monyyatenu BbIBOAA CUCTEMHbIX XypHanoB (syslog)

MonyyaTenu BbIBOA4A CUCTEMHbIX XypPHanoB (Syslog) BKIHOYaKOT KOHCOSMb, MOHUTOP, CepBep,
Oydep n ann. YpoBeHb 1 TUM XXypHANoB MO YMOMYaHWIO 3aBUCAT OT MofyvaTenen BbiBoAa.
MoXXHO HacTpouTb NpaBuna punbTpauumn Ana pasnuyHbiX nosyyaTenen BolBoaa.

B cniepytoLen Tabnuue onncaHbl NonyyYaTenu BblIBOAa CUCTEMHbBIX XXypHanoB (syslog).
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Nonyyatenun OnucaHue YpoBeHb BbiBoAa no OnucaHue
BbiBOAa yMon4yaHuro
console KoHconb OTnagka (ypoBeHb 7) BbiBOAATCA XypHans! 1
oTnagoyHas uHdopmaums
monitor TepmuHan Otnagka (ypoBeHb 7) BbiBOAATCA XypHans!
KOHTpOns oTnagoyHas uHdopmaums
COCTOSIHUSA
server Cepsep MHdopmaLMoHHbIN BbiBOOATCA XXypHanbl
XypHanupos (ypoBeHb 6) oTnagouvHas nHdopmaums
aHus
buffer KypHan B | Otnagka (ypoBeHb 7) BbiBogsATCA XypHansl n
Bydepe oTnagouvHasi nHgopmauus.
KypHan B Oydepe
ncnonb3yetca Ans  XpaHeHus
CUCTEMHbIX XypHanos (syslog)
file dann MHdbopmaLMoHHbIN BbiBOogATCS XypHanbl "
XypHana (ypoBeHb 6) oTnagouvHasi nHgopmauus.
KypHanbl B Bydepe xypHanos
NepuoanYeCK/ 3anncbiBalOTCA B
tannsl

Popmart xypHana RFC3164

dopmaTbl CUCTEMHbLIX XypHanoB (Syslog) MoryT oTnm4yaTbCs B 3aBUCMMOCTU OT Ha3HadeHust
BbIBOJA CUCTEMHOIO XypHana.

e Ecnu nonyyatenb BbiIBOg4A — KOHCOfb, MOHUTOP, Bydep unu dann, dopmaTt 3anmcu
XypHana BbIrnaanT cnegyowmnm obpasom:

seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep, npu Bbixoge M3 pexnMma KOHUrypaumm Ha KOHCONMM oToOpaxaeTcs cneayowmim

XypHarn:

001233: *May 22 9:44:36: QTECH %SYS-5-CONFIG_I: Configured from console by
console

e Ecnu nonyuyatenb BbiBoga SIBNSiETCS CEPBEPOM XYpPHanupoBaHWsi, dopmat 3anucu
XypHana BbIrnsaaunT crieayowmmM o6pasom:

<priority>seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep,

oTOGpaxaeTcs CrieayroLLMA XXypHan:

<189>001233: *May 22 09:44:36: QTECH %SYS-5-CONFIG_I: Configured from console
by console

npu BbIXxoAE W3 pexuma KOHUrypauum Ha cepBepe XypHanupoBaHWs

Hwxxe npuBeaeHo onncaHne Kaxxaoro nonsi B pasaene CBeAeHui 0 BXo4e B CUCTEMY.

1. T[lpuopwuTerT.

@ §) QTECH

MWP OOCTYNHEE

98




PykoBogcTteo no Hactporike QSW-7600

KoHdurypaums cuctemHoro xypHana (syslog)

3T0 Nnone AeENCTBUTENBHO TOSBbKO npu oTnpaBKe XypHarioB Ha cepBep XypHarmpoBaHUA.

MpuroputeT paccunTbiBaeTca no criegytowen gpopmyne: O6bekT x 8 + ypoBeHb, rae ypoBeHb
yKa3blBaeT Ha YMCITOBOM KO YPOBHS XypHana, a 0O6beKkT — Ha YMCIOBOW KOA4 YYpeXaeHus.
3HayeHne obbekTa no ymonyaHuio — local7 (23). B cneaytowen Tabnuue npuBedeH ananasoH

3Ha4YeHNn ans gaHHoro yypexaeHusd.

YucnoBon koa  KniroueBoe cnoBo OnucaHue o6bekTa
ob6bekTa
0 kern Co0bLLEHNS yPOBHS sapa
1 user coobLeHns Ha ypoBHE Nonb3oBaTenst
2 mail noyTosas cuctema
3 daemon OEMOHCTpaTopbl CUCTEMbI
4 authl coobueHnsa 6esonacHocTW/aBTopusaumnm
5 syslog COOOLLEeHNs, CreHepupoBaHHble BHYTPEHHE
NOCPeACTBOM XXypHanoB
6 lpr nogcucTemMa NMHEMHOro NpuHTepa
7 news ceTeBas NogcMCTEMA HOBOCTEN
8 uucp nogcuctema UUCP
9 clockl OEMOHCTPaToOp CMHXPOHM3aUMn
10 auth2 coobueHnsa 6esonacHocTW/aBTopusaumnm
11 ftp pemMoHcTpatop FTP
12 ntp nogcuctema NTP
13 logaudit ayauT XXypHana
14 logalert onoBeLleHne XypHana
15 clock2 OEMOHCTPaTOp CMHXPOHM3aLUMn
16 local0 nokanbHoe ucrnosnb3oBaHue 0 (local0)
17 locall nokaneHoe ucnone3osaHue 1 (local1)
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Yucnosom kog KnioueBoe cnoBo OnucaHue o6beKkTa
obbekTa

18 local2 nokarnbHoe ucnornb3oBaHue 2 (local2)
19 local3 nokansHoe ncnonb3oBaHue 3 (local3)
20 local4 nokansHoe ncnonb3oBaHue 4 (local4)
21 local5 nokanesHoe ncnonb3oBaHue 5 (locald)
22 local6 nokanbHoe ncnonb3oBaHue 6 (local6)
23 local7 nokanbHoe ucrnosb3oBaHue 7 (local7)

2. Howmep nocnenoBaTtensHOCTU.

lMopsaaKoBbLIN HOMEP CUCTEMHOMO XypHana npeactaBndeT cobon 6-3HavyHOE Lernoe 4ncno wm
yBENMYMBaAETCA C Kaxgoh HOBOM 3anucbio. 1o ymonyaHuioo nOpsAKoBbIN HOMEpP He
oTobpaxkaeTcsi. MOXXHO 3anyCTuTb KOMaHAy AN OTOOpPaXEeHUS UK CKPbITUSE ATOrO NONS.

3. MeTka BpemeHn.

MeTka BpemMeHW 3anucbiBaeT BPeMsA CO3L4aHWA CUCTEMHOrO XypHamna, 4Tobbl MOXHO Oblrio
yoobHo oTobpasntb M NpoBepUTbL cMCTEMHOe cobbiTue. Yctporctea QTECH nogaepxusatot
nBa doopmaTa BpeMeHu B XypHane: datetime u uptime.

NMPUMEYAHMUE: ecnn ycTpomcTBO He MMeeT 4acoB pearnbHoro BpemeHun (RTC), koTopble
ncnonb3yTca Ans 3anvcu abCcomnioTHOrO BPEMEHW CUCTEMbl, YCTPOWMCTBO MO YMOMYaHWUIO
ncnonb3yet Bpemsi 3anycka (Bpemsi Ge3oTkasHoM paboTbl — uptime) B kayecTBe MeETKU
BPEMEHM CUCTEMHOro XypHana. Ecnun yctponctso mmeet RTC, no ymonyaHuio yCTPOMCTBO
ncnonb3yeTt cBoe abcontoTHoe Bpems (gaTa u Bpemsi — datetime) B kauecTBe METKN BpEMEHM
CUCTEMHOrO XypHarna.

[1Ba doopmaTa METOK BpEMEHWN ONMUCAHbI HUXE.

o  Gopmart gaTbl n BpeMmeHu (datetime)
dopmat gaTbl U BpEMEHM Crieay LWL

Mmm dd yyyy hh:mm:ss.msec
B cneaytowien Tabnuue onmcaHbl Bce NapaMeTpbl AaTbl U BpEMEHM.

MapameTp MeTkn WMwms OnucaHue
BpeMeHu napameTtpa
Mmm Mecsuy, Mmm — aT10 abbpeBunaTtypa TekyLlero mecsiua.

12 wmecaueB B rogy oTtobpaxalTca Ha
aHrmuMnckom 4sbike kak Jan, Feb, Mar, Apr,
May, Jun, Jul, Aug, Sep, Oct, Nov n Dec

dd OeHb dd ykasblBaeT TekyLlyto gaty
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MapameTp MeTKu WNwmsna OnucaHune

BpeMeHu napameTpa

yyvyy o YYYY YyKasblBaeT TeKywuMhA rog WU He

oToGpakaeTcs No yMO4aHuto

hh Yac hh ykasbiBaeT TekyLumin yac

mm MuHyTa MM yKa3blBaeT TEKYLLYIO MUHYTY

SS CekyHoa SS YKa3blBaeT TEKYLLYIO CEKYHOY

msec MunnucekyHga | msec ykasblBaeT Ha TeKyllee 3HadyeHue B
MUINNCEKYHAAxX

Mo yMON4YaHUI0O MeTKa OaTbl U BpEMEHMU, 0T06pa>|<ae|v|a;| B CUCTEMHOM XypHane, He CoOepPXnT
rog n MmnnnucekyHay. MoxxHo 3anyCtnTe KoOMaHay Ana 0T06pa)KeHVIF| nnn CKpbiThA roga u
MUNNnNCeKyHObl METKN OaTbl U BPEMEHW.

o  dopmat BpeMeHn 6e3oTkasHom paboTel (uptime)
dopmaT BpemeHn 6e3oTkasHoM paboThbl:

dd:hh:mm:ss

CTpOKa MEeTKN BpeMeHU MNOoKa3blBaeT KOJIMYeCTBO OHeNn, 4yacos, MUWHYT N CeKyHO C MOMeEHTa
3anycka CUCTeMbl.

4. Wmsa cuctembl.

B aTom none ykasbiBaeTcs WMMsSI YCTPOMWCTBA, CO3[AlOLLEro >XypHan, 4tobbl cepBep
XXYpHanMpoBaHusi MOr MAEHTUULMPOBATL XOCT, KOTOPLIN OTNPaBNSEeT XypHar. Mo ymonyaHuo
3TO nose He oTobpaxkaeTcs. MOXHO 3anycTUTb KOMaHAY A1 OTOOPaXKEHUS UM CKPbITUS 3TOrO
nonsi.

5. Moayneb.

B aTom none ykasbiBaeTcsi MMsi MOAYIs1, KOTOPbIV CO34aeT XypHan. ima mogyns npeacraensaeT
cobon CTpoKy B BEPXHEM pernctpe anuHon ot 2 go 20 CMMBOJOB, KOTOpas COOEPXUT OYyKBbI
BEPXHEro perucrpa, uudpbl UNM CUMBOSBI NogyepkuBaHus. [lone mogyns siBNsSeTcs
obsa3aTenbHbIM ANA MHpopMaumM Tuna XXypHana u HeobsizaTenbHbIM AN MHPopMaumm Tuna
oTNnagku.

6. YpoBeHb.

OnpegeneHbl BOCEMb YPOBHEW CUCTEMHOrO ypHana ot 0 go 7. YpoBEHb CUCTEMHbIX
XypHanos(syslog), reHepupyembIx KaxabiM MogyneMm, ABnseTcs MUKCUPOBAHHLIM U HE MOXET
ObITb N3MEHEH.

7. MHeMmoHM4yeckasa cTpoka.

B aTom none ykasbiBaeTca kpaTkasg MHopMauuns o xxypHane. MHeMoHuYeckas cTpoka CoCToUT
13 4—32 CMMBOMOB B BEPXHEM PENUCTPE, KOTOPbIE MOTYT coaepXaTb OyKBbl BEPXHEr0O perucrpa,
unpbl MM CUMBON NoavepkMBaHnA. MNone MHEMOHNYECKON CTPOKN ABNSieTCs 0b6a3aTenbHbIM
ANa nHopMaLmn TMna xXypHana u HeobsizaTenbHbIM 418 MHpopMaLmMn Tuna OTnaaku.

8. CopepxaHue.
B aTtom none ykasbiBaeTcst nogpobHOE COAePKMMOE CUCTEMHOIO XXypHana.
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0O630p
DPyHKUMA Onucanue

Beaenue xypHana BkrnitoueHne nnm oTknoyeHne (*)yHKU,VIIZ CUCTEMHOIO XXypHana

dopmaTt cuctemHoro | Hactponka popmaTta CUCTEMHOIO XKypHana
XypHana

MonyyaTens BbiBoAa | HacTponka napameTpoB AN OTNPaBKM CUCTEMHbIX XXypHaroB (syslog)

XypHana B pa3fiM4yHbIX HanpaBneHnsax
dunbTpaums HacTponka napameTpoB OyHKLMK (PUNbTpaLnm CUCTEMHbIX XXypHanoB
CUCTEMHbIX (syslog)

»KypHanoB (sysloq)

PekomeHagyemble HacTtporka napameTpoB yHKUUN BeOeHUS XypHana
XypHansl

KoHTporsb HacTtponka napameTpoB YHKLUN MOHUTOPUHIA CUCTEMHOTO XypHarna
COCTOSHUSA
CUCTEMHbIX
XypHanos (syslog)

8.3.2. BegeHue xypHana

BkntoueHve vnu oTkMoYeHe DYHKUUA BeAEeHMS XXypHana, nepeHanpaBneHust XXypHana w
CTaTUCTUKN XXypHana.

8.3.2.1. CBsi3aHHble HAaCTPOMUKN CUCTEMbI

BkrnroyeHne BeaeHUs XXypHana
Mo ymonyaHuio BegeHWE XXypHara BKIHYEHO.

BeinonHute komaHgy logging on, 4Tobbl BKIIUYNTD XypHANMpOBaHNE B pexmme rnobansHom
KoHdurypaumm. Tlocne BKIKOYEHMSA XKYpHANMpPOBaHWSA 3anucK, Co3haHHble CUCTEMOM,
OTNPaBnATCA  aAMUHUCTPATOPY Ha  pasnuMyHble  Ha3HayeHus AN MOHUTOpUHra
Npov3BOAUTENBHOCTN CUCTEMBI.

BknroyeHne nepeHanpaBneHUsA XypHana
Mo ymonyaHuio nepeHanpasrieHne )XypHarnoB BKIIOYEHO Ha Moayne BUPTyarbHON KOMMYyTaLum
(VSU).

3anyctute komaHgy logging rd on, 4Tobbl BKMOYNTL NepeHanpaBrieHne XypHana B pexvme
rnobanbHOM KoHUrypaumu. [locne BKOYEHUS nNepeHanpaBneHus >XypHaroB 3anucwy,
CO3[daHHble  pe3epBHbIM  YCTPOWCTBOM UMW  pe3epBHbIM  MOAYyNeM  yrnpaBrieHus,
nepeHanpaBnsioTCA Ha aKTUBHOE YCTPOMCTBO UM aKTUBHbIN MOAyNb ynpasneHusa Ha VSU, uto
obneryaet agMMHUCTPATOPY yNpaBrieHne XXypHanamu.

BknioyeHue CTaTUCTUKMU XKypHaNMpoBaHUs
Mo yMonyaHuio, CTaTUCTMKA XKYPHaNMPOBaHWS OTKOYEHa.
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3anyctuTe komaHay logging count, YToBbl BKMHOYUTL CTATUCTMKY XKYPHANMPOBaHUS B peXnUme
rnobanbHoi KoHdurypaumun. [locre BKMIOYEHMS CTAaTUCTUKU KypHanNuMpoBaHUsi cucTema
3anucbiBaeT KONMYECTBO pa3 Co3aaHus XXypHarna 1 Bpemsi NocneaHero cosaaHns xypHana.

8.3.3. dopmaT cMCTeMHOro XxypHana

HacTtponte copmat CUCTEMHOro XypHana, Bkrtoyas copmat xypHana RFC5424, dopmart
MeTKN BPEMEHN, UMSA CUCTEMbBI 1 MOPSAKOBLIN HOMEp.

8.3.3.1. CBsi3aHHble HAaCTPOMUKN CUCTEMBDI

HacTponka cbopmaTta MeTKn BpeMeHMn

Mo yMosn4yaHuto CUCTEMHbIN XypHan ncnonb3yet cbopmaT OaTtbl 1 BPpEMEHNU, a MEeTKa BPpEMEHU
HEe COOEPXKUT roga n MUNInNCeKyHay.

BbinonHuTe komaHay service timestamps B pexume rnobanbHon KoHdwurypaumm, 4toObl
ucnonb3oBaTb opmaTt AaTbl U BPEMEHU, COOAepXallMi rog U MUMMUCEKYHOY B CUCTEMHOM
XypHane, nnum nameHute popmat gaTbl U BpeMeHn Ha coopmaTt BpeMeHn 6e30TkasHon paboThl.

D,OGaB.ﬂeHVIe CUCTEMHOIro UMEeHN B CUCTEMHbIN XypHan
Mo yMON4YaHU0 CUCTEMHbIV XXypHan He COAEPXXUT UMEHN CUCTEMBI.

BbinonHute KomaHgy sService syshame B pexume rrnobanbHOW KoHdurypaumu, 4ToObl
Ao06aBuUTb UMSI CUCTEMbI B CUCTEMHbIN XXypHar.

[No6GaBneHne NopAAKOBOro HoMepa B CUCTEMHbIN XKXYpHan
M0 ymMOn4YaHMIO CUCTEMHBIN XXYpHan He COAEPXUT NOpPaaKOBOro HoMepa.

BeinonHute komaHay service sequence-numbers B pexume rnobanbHon KoHdurypauum,
4yTObbl A06aBUTL MOPSOKOBLIN HOMEP B CUCTEMHbIN >XypHan. BkrioyeHve cTaHgapTHOro
dopmarta XypHana.

Mo ymonuaHmio XXypHanbl oTobpakatoTcs B criegyrowem gpopmare:
*timestamp: %module-level-mnemonic: content

BreinonHuTte komaHgy service standard-syslog B pexume rnobanbHOn KoHUrypaumm, 4tobsl
BKMIOYNTb CTaHAAPTHbLIM dopMaT XXypHara, KOTopbli oTobpakaeTcsi cnegyowmm obpasom:

timestamp %module-level-mnemonic: content

B cranHgapTHOM dhopmaTte XypHana no cpaBHeHMO ¢ hopMaTOM XypHana Mo YMOM4YaHuio
3Be3gouka (*) oTCyTCTBYET Nepen METKOW BPEMEHU, a ABOETOUME (1) OTCYTCTBYET B KOHLIE METKM
BPEMEHM.

BkrntoyeHne chopmaTta 4YacTHOro XypHana
Mo ymonuaHmio XXypHarnbl oTobpaxkatoTcs B criegyrowem opmare:
*timestamp: %module-level-mnemonic: content

BeinonHuTe komangy service private-syslog B pexume rrnobanbHon KoHdurypauum, 4Tobbl
BKIIOYMTb hOpMaT YaCTHOTIO XXypHara, KOTOpbI OTobpaxaeTcs crneayowmm obpas3om:

timestamp module-level-mnemonic: content

B yacTHOM (popmaTe XKypHara no cpaBHeHUIO ¢ opMaToOM XKypHara no ymornyaHuio 3Be3ouka
(*) oTcyTCcTBYET NEepea MeTKOM BpeMeHU, ABoeToumne (:) OTCYTCTBYET B KOHLIE METK/ BPEMEHM,
1 3HaK npoueHTa (%) OTCYTCTBYET B KOHLE UMEHN MOAYNSA.
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8.3.4. Nony4yaTenb BbIBOAA XypHana

Hactponte napameTpbl Ansi OTNPaBKM CUCTEMHBbIX XypHanos (syslog) Ha pasnuyHble
Ha3Ha4yeHwus1, BKMYas KOHCOMb, TepMMUHAN MOHUTOPUHra, Bydep, cepBep XypHanupoBaHus u
dannbl XypHana.

8.3.4.1. CBsi3aHHble HAaCTPOMUKN CUCTEMBDI

CMHXpOHMSHLWIFl noJfib3oBaTeNIbCKOro BBoAa C BbiIBOAOM XypHana
Mo ymon4yaHuio ata (pyHKUMA OTKOYEHA.

3anyctute komaHgy logging synchronous B pexume HacTPOWKM TepMUHANbHOro AOCTyna,
4YTOObl CUHXPOHW3MPOBATL MOMb30BaTENbLCKME BXOAHbIE OAHHbIE C BbIXOAHLIMU AAHHLIMU
XypHana. Nocne BknoYeHUs aTon PYHKUMN BBOA AaHHbLIX Nonb3oBaTenem He OyaeT npepsaH.

HaCTpOﬁKa orpaHn4yeHus CKOpocCTu XypHannmpoBaHus
Mo yMOn4YaHUK orpaHn4YeHne CKOpoCTU XXypHanmpoBaHnAa HE HACTPOEHO.

BeinonHuTe komaHay logging rate-limit { number | all number | console {number | all number
} } [ except [ severity ] ] B pexume rnobanbHoOn koHdUrypaumm, 4tobbl HacTpouTb NUMUT
CKOPOCTM XypHana.

HacTpoika orpaHn4eHMsA CKOPOCTU NepeHanpaBrieHUs XXypHanoB
Mo ymonyaHumio M3 pes3epBHOrO YCTPOMCTBA B akTMBHOe ycTponmctBo VSU B cekyHay
nepeHanpasnseTca makcumym 200 >xypHarnos.

BeinonHute komaHgy logging rd rate-limit number [ except severity | B pexxume rnodansHon
KOHpurypauum, 4tobbl HaCTPOUTb OrpaHMYeHne CKOPOCTM NepeHanpaBneHus XypHanos, TO
€CTb MaKkCumasribHOE KOMMYECTBO XYpHanoB, KOTOpble MepeHanpaBnsioTCA C Pe3epBHOro
YCTPOMCTBA Ha aKTUBHOE YCTPOWCTBO UMM C PE3EPBHOIO MOAYMSA YNpPaBneHWs Ha aKkTUBHbIN
MOAYIb yNpaBrneHns B CEKyHay.

HacTpoiika ypoBHS XXypHanoB, OTNpaBfieHHbIX B KOHCONb

Mo ymMoOn4YaHuio ypOBEHb XXypHaroB, OTMPAaBMSEMbIX B KOHCOMb, — 3TO YPOBEHb OTMAaAKU
(ypoBeHb 7).

BreinonHute komangy logging console [ level ] B pexxume rnobanbHon KoHdUrypaumm, 4Tobsl
HaCTPOUTb YPOBEHb >XYPHArioB, KOTOPbIE MOXHO OTNPaBUTb Ha KOHconb. OTnpaBka KypHanos
Ha TepMWHAN KOHTPOIb COCTOSIHUSA

Mo ymonyaHuio oTnpaBka )XypHanoB Ha MOHUTOPUHIOBbLIA TEpMUHAI 3anpeLLeHa.

3anyctute komaHgy terminal monitor B npuBUIErMpoBaHHOM peXxume, 4TobObl OTNpaBuUTb
XXypHarbl HA MOHUTOPVHIOBbIV TEPMUHATT.

Hactpoiika ypOBHSI XypHanoB, OTNpPaBNAeMbiX Ha MOHUTOPMUHIOBbLIN
TepMuHan

Mo ymonyaHuio ypOBEHb >XypHanoB, OTNpPaBfsieMblX Ha MOHWTOPUHIOBbI TEPMUHAM, - 3TO
YpOBEHb OTragku (YpoBeHb 7).

BbinonHuTte komaHgy logging monitor [ level | B pexxume rnobanbHon KoHUrypauum, 4Tobbl
HaCTPOUTb YPOBEHb XXyPHAIOB, KOTOPbIE MOXHO OTMPaBUTb HA MOHUTOPUHIOBbLIA TEPMUHAT.

3anucb XypHanoB B 6ycdep namaTtu

Mo ymonuyaHuio XypHanbl 3anucbiBaloTcs B Oydep namsATv, a ypOBEHb XXypHanoB Mo
YMOJSTYaHMIO — 3TO YPOBEHb OTNaAKN (YPOBEHb 7).

3anyctute komaHay logging buffered [ buffer-size ] [ level ] B pexume rnobanbHou
KOHdUrypaumm, 4tobbl HACTPOUTb MapaMeTpbl 3anucK XypHanos B Bydep namsaTtu, BKroyas
pa3mep Gydepa 1 ypoBeHb XypHana.
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OTnpaBKa XXypHarnoB Ha cepBep XypHanupoBaHus
Mo yMonyaHuio KypHaribl He OTNPaBATCSA HAa CEPBEP XyPHANMPOBaHUS.

3anyctuTte komaHay logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via mgmt-name
] [ udp-port port ] [ vrf vrf-name ] B pexume rnobanbHOW KOHurypaumm Ons oTnpa.ku
XKYPHaroB Ha yKa3aHHbIV CepBep >XypHanMpoBaHus.

HaCTpOVIKa YPOBHSA XypPHanoB, oTnpaBJisieMbIX Ha cepBep XypHanunpoBaHus

Mo ymMonyaHuio ypoBeHb XypHanoB, OTMpaBNsAeMblX Ha CepBep XypHanupoBaHusi, SBseTcs
MH(POPMaLIMOHHBIM (YPOBEHb 6).

BeinonHute komaHay logging trap [ level |1 B pexunme rnobansHon KoHurypaumm, 4toObl
HaCTPOMUTbL YPOBEHb XXypHAroB, KOTOPbIA MOXHO OTNPaBUTb HA CEPBEP >KYPHANMPOBaHUSI.

HaCTpOﬁKa YPOBHA XypPHanoB, oTnpaBJifieMbIX Ha cepBep XypHanunpoBaHus

Ecnu cbopmart xypHana RFC5424 oTkntoveH, 3HauyeHne obbekTa XXypHanoB, OTNpaBnisieMbIX Ha
cepBep XypHanupoBaHusi, No ymonyaHuto sensetcs local7 (23). Ecnn BkntodeH dopmat
xypHana RFC5424, 3HayeHne ob6bekTa KypHanoB, OTApaBnseMblX Ha cepsep
XypHanupoBaHus, no ymonyanuio ssnsetcs local0 (16).

BeinonHute komaHgy logging facility facility-type B pexume rrnobanbHOW KoHurypaumm,
4YTOObl HACTPOUTL 3HaYeHNEe OBBbEKTA XKypHANOB, OTNPABIISEMbIX HA CEPBEP XKYpHaNMPOBaHUS.

HaCTpOﬁKa ncxogHoro appeca XypHanoB, oOTnpaBlideMbIX Ha cepBep
XypHanupoBaHus

Mo ymonyaHuio UCXOOHbI adpec XXypHaroB, OTMPaBsieMbIX Ha CepBep >KypHanMpoBaHUS,
asndaeTcs IP-agpecom nHTepgenca, oTnpasngaloLLEero XypHarnsbl.

3anyctute komaHay logging source [ interface ] interface-type interface-number, 4TOGbI
HaCTpPOUTb MHTepP(enc NCTOYHUKA XypHanoB. Ecnn nHTepgenc NCToYHMKa He HaACTPOEH UIn
IP-agpec He HacTpoeH Ansa aToro nHtepdenca, agpec NCTOYHMKA XypHanoB — aTo IP-agpec
MHTepdenca, oTNpaBnALLEro XypHarsbl.

Bbinonnnte komaHay logging source { ip ip-address | ipv6 ipv6-address | Ans HacTPONKM
IP-agpeca nctoyHuka xypHanos. Ecnn atoT IP-agpec He HAacTpOeH Ha YCTpOWCTBe, agpec
WCTOYHMKA XXypHanoB — aTo IP-agpec nHtepderica, oTnpaBndaloLwero XXypHarbl.

3anucb XypHanoB B (hannbl XXypHana

Mo ymonyaHmio XypHarbl He 3anMcbiBatoTCA B dhanrbl XXypHarnoB. ocne BkntoYeHns pyHKumm
3anMcK XKypHanoB B annbl XypHaroB YpPOBEHb XXYypHanoB, 3anucbiBaembini B doannbl
XXypHanos, No yMONYyaHuio ABNAeTCS MH(POPMaLMOHHBIM (YPOBEHb 6).

3anyctute komaHay logging file {flash:filename | usbO:filename | usb1:filename } [ max-file-
size ] [ level ] B pexxume rmobanbHoOM KOHMrypauum, 4Tobbl HACTPOUTbL MapamMeTpbl 3anncu
XXypHanoB B hansbl XXypHanoBs, BKNYas TN YCTPONCTBA, HA KOTOPOM XpaHUTCS dansn, nms
danna, pasmep danna n ypoBeHb XXypHarna. HacTpolika nHtepsana 3anucu XypHanos B doann
XypHana.

Mo ymonyaHumio XypHanbl 3anncbiBatoTcs B hanrnbl XXypHanos ¢ uHTepsanom 3600 ¢ (oauH 4ac).

BeinonHute komaHay logging flash interval seconds B pexume rnobansHOn KOHUrypaumw,
4yTOObl HACTPOWUTbL MHTEpPBan 3anucu XypHanoB B awnnbl XXypHanoB. HacTpowka BpemMeHu
XpaHeHua pannos XypHarna 1o ymonyaHuio BpeMsa XpaHeHUS He HAaCTPOEHO.

BeinonHuTe komaHgy logging life-time level level days B pexxume rnobansHON KOHUIypaumm,
4YTOObl HAaCTPOUTb BPEMSI XPAHEHWUS >XYpHAroB. AAMWHUCTPATOP MOXET yKa3aTb pasnuyHoe
KONMYeCTBO AHEN XpaHEeHWs AN XXypHanoB pa3HbIX ypoBHEN. HemeaneHHasn 3anncb XXypHanos
n3 6ydepa B haninbl )XypHanos
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Mo yMonuyaHuio CUCTEMHbIE XXYpHamnbl XpaHsATcs B Oydepe cucTeMHbIX XypHanos(syslog), a
3aTeM NepuoanYeckn 3anucbiBatoTcs B dhaiinbl XXypHanoB unu, korga ydep 3anosHeH.

3anyctnte komaHgy logging flash flush B pexume rnobanbHon KoHdurypauumn ans
HeMeaneHHON 3anucK XXypHanos u3 6ydepa B dannbl XypHanos, 4ToObl MOXHO 6bINo yA06HO
cobupaTthb XypHansbl.

8.3.5. dunbTpaumna cMcTeMHbIX XXypHanoB (syslog)

Mo yMOn4aHuKo XypHarbl, CO34aHHble cucTtemon, oTNnpaBnAlTCA Ha BCE HA3HA4YEeHUA.

8.3.5.1. MpuHUMN paboTbl

PunbTpauua HasHa4YeHUn
OnpeneneHbl NATb Ha3HaYeHWUI PUNbTPALIUN XXYPHAOB:

o buffer: oTdunbTpoBbIBaET XypHanbl, oTnpaensemMble B Bydep XypHanupoBaHus, TO
€CTb XypHansl, oTobpaxaemble kKomangon show logging.

e file: oTchunbTpOBLIBAET XypHarnsbl, 3anicbiBaeMble B (haiinbl XXypHaros.
e server: OTPUNbTPOBBLIBAET XYpPHaribl, OTPaBEHHbIE HA CepBep XXypHanIMpoBaHUS.

e terminal: oT(MNLTPOBLIBAET >XypHasribl, OTNPaBfieHHble Ha KOHCOMb W TepMuHarn
MOHUTOpUHra (Bknoyas Telnet u SSH).

UeTbipe HasHaveHus dunbTpauum MOryT Wucnonb3oBatbCad nMbo B KOMOUHauun ons
unbTpaLmm XypHanoB, OTMNPaBMsSEMbIX Ha pasfnunyHble HasHaveHusi, NMbo oTAenbHO AN
dunbTpaLmm XXypHanos, OTNpaBniseMblX Ha OAHOro nonyyatens. Pexvm dounbTpaumm

[ocTynHel ABa pexnma ovnbTpaumnm:

e contains-only: yka3blBaeT, YTO BbIBOAATCH TOSbKO XYypHarbl, cogepXalume KroyeBble
CrnoBa, ykasaHHble B npasunax gunbtpauun. Bo3moxHo, Bac WHTepecyeT TOSMbKO
yKasaHHbIA TUN XypHanoB. B aToM criydae MOXHO NpUMEHNTb pexmnm contains-only Ha
YCTPOWCTBE AN OTOOpaXKeHWss Ha TepMuHarne TOMbKO >XYpPHaroB, COOTBETCTBYIOLLMX
npasunam unbTpaumm, 4YTO MNOMOXET NPOBEepPUTb, MNPOUCXOAUT NU  Kakoe-nmbo
cobbiTne.

o filter-only: ykasbiBaeT, 4TO XypHanbl, cogepXallune Kro4veBble CIoBa, yKa3aHHble B
npasunax unbTpaunn, oTunbLTpoBaHbl U He B6yayT BbiBOAUTbCA. Ecnv moagynb
reHepupyeT CIMLIKOM MHOrO XYPHarnoB, Ha nHTepdence TepMmnHana MoXxeT NOSABUTLCA
dnya. Ecnv Bam He Hy)XXeH gaHHbIN TUM XKYPHAaroB, Bbl MOXeTe NpUMeEHNTL pexinm filter-
only ¢ npasunamu ana mx unbTpaumm (Hanpumep, AN UIbTPaUMK XypHaroB,
KOTOpble MOryT Bbi3blBaTb ONyAa).

[Ba pexvmMa cunbTpauum sBRAOTCA B3aMMOMUCKIIOYAOWMMMN, TO €CTb MOXHO HacTpOUTb
TONBbKO OAVH PeXnM unbTpaLmMmn OL4HOBPEMEHHO.

MNMpaBuna dounbTpaumun
[ocTynHbl ABa npasuna unbTpaumm:

e exact-match: ecrim BbiOpaHO exact-match, Heobxoammo BbIGpaTb BCE TpU OMNUUK
dunbTpaumn (Moaynb, ypoBeHb M MHeMOHuKa). Ecnn Tpebyetca oTdunbTpoBaTbh
onpeaeneHHbIN XXypHan, UCnonb3ynTe NpaBuno punbTpaummn exact-match.

e single-match: ecnn BbiIGpaHO COOTBETCTBME MO OAHOMY U3 KPUTEPUEB, HEOOXOAUMO
BblOpaTb TONbKO OAHY M3 Tpex onuui punbtTpauun (Mogynb, YypOBEHb U MHEMOHUKA).
Ecnn Tpebyetca oTumnbTpoBaTb XypHanbl OnpenerieHHOro Moayns, YPOBHSA MMM
MHEMOHWKN NCNOSMb3ynUTe Nnpasuno punestpauum single-match.
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Ecnu oaunH u TOT Xe MOAyrIb, YPpOBEHb UMM MHEMOHMKA HACTPOEHbI KaK B nNnpaBuiiax 0gnHO4YHOIo
COOTBETCTBUA, TAK U B NMpaBuinax TO4HOro COoTBeTCTBUA, NMPaBmnino oanMHOYHOro COOTBETCTBUA
MMEeEeT NpenmyuleCTBeHHY Cuiy Ha npaBuiioM TOYHOIO COOTBETCTBUA.

8.3.5.2. CBsi3aHHble HAaCTPOMKN CUCTEMbDI

Hactpouka Ha3Ha4yeHus1 hbunbTpaLmm XXypHana

Mo yMOn4aHUIo nony4yartenu d)I/IJ'IpraLI,I/II/I XypHalna — BCe, TO €CTb XYypHarlbl, OTrnpaBiideMble
Ha BCE Ha3Ha4YeHwuA, d)I/IJ'IpryI'OTCFI.

3anyctute komaHay logging filter direction { all | buffer | file | server | terminal } B pexume
rnobanbHoOM KoHdwUrypaumm, 4tobbl HacTpouTb nonyyatenen unbTpaumm XypHana gns
dunbTpaumMn KypHanoB Ha Yyka3aHHble HasHaveHusi. Hactpourka pexuma dunbTpaumm
XypHanos

Mo ymonuaHuio pexum punbTpaumm xypHana — filter-only.
3anyctute KomaHgy logging filter type { contains-only | filter-only } B pexxume rnobanbHomn
KOHUrypauum onsa HacTponkn pexmma unbTpauum xxypHana.

Hactpowka npaBuna cunbTpauunm XXypHanos

Mo ymonyaHWi Ha YCTPOWCTBE HE HACTPOEHO NPaBwWno unbTpauuM XypHanoB, TO ecTb
XXypHarbl He OTUNbTPOBAHbI.

3anyctute komaHgy logging filter rule exact-match module module-name mnemonic
mnemonic-name level level B pexume rnodanbHon KoHpUrypauum, 4tobbl HACTPOUTL NPaBMUIIO
TOYHOro COOTBETCTBUS.

3anyctute komaHgy logging filter rule single-match { level level | mnemonic mnemonic-
name | module module-name } B pexunme rnobanbHOn koHdUrypaumm, 4Tobbl HAaCTPOUTb
npaBunno OOUHOYHOIO COBMAaAEHUS.

8.3.6. KoHTpOnb COCTOAHUA CUCTEMHbIX XXYpHanoB (syslog)

Mocne BKMOYEHUST MOHUTOPWMHIA CUCTEMHBIX XXypHanoB (syslog), cuctema oTcnexvsaeT
NOMbITKM AOCTyNa nonb3oBaTenen U Co34aeT COOTBETCTBYOLLME XXypHarbl.

8.3.6.1. MpuHUMN paboTbl

Mocne perMctpauumM nOMbITOK BXOAa/BbiXxog4a cUCTEMA 3anvcbiBaeT MOMbITKM  JOCTyna
nonb3oBaTtenei. XXypHan cogepXuT UMs NoNb3oBaTenNs U agpec MCTOYHMKA.
Mocne BKMIOYEHMS BEAEHWS >XypHana onepauuin cuctema 3anucbiBaeT W3MEHEHUS B

KOHdUrypaumm YCTPOWCTB, >XypHarn COAepXWUT MMs Mosfb3oBaTtensi, agpec WUCTOYHMKA U
onepaumio.

8.3.6.2. CBsi3aHHble HAaCTPOMUKN CUCTEMbI

Bknro4veHune perucTpaumnm NnonbIiTOK BXo4a U BbiXoaa

Mo ymonyaHuio yCTPOMUCTBO He co3daeT XXypHarbl Npy AOCTyne nonb3oBaTtenemn K yCTpONCTBY
NN BbIXOAE M3 HEero.

3anyctute komaHay logging userinfo B pexxmme rnobansHON KOHUrypaumm, Ytobbl BKITHOYNTD
perncTpaumio  NonbITOK Bxoga/Bbixoda. [locne BKNOYEHUS 3TOM  PYHKUUMW  YCTPOMCTBO
oTobBpaxaeT XypHanbl, Koraa nonb3oBaTenun nony4arT AOCTYN K ycTponcteam vepes Telnet,
SSH nnn HTTP, 4to6bl agMUHUCTPATOP MOT OTCIEXMBATb NOAKIIOYEHUST STUX YCTPOWCTB.

BknioueHue BefeHUA XXypHana onepauum

Mo ymonyaHuo YCTPOMCTBO He CO3faeT XypHarbl Npu U3MEeHeHUU KoHJUrypaumm ycTporucTB
nonb3oBaTensiMu.
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3anyctute komaHay logging userinfo command-log B pexume rnobanbHOM KOHUrypaumu,
yToObl BKMNIOYMTL permctpauuto onepauun. llocne BkMYEHUs 3TOM YHKUMM cucTema
oToOpaxkaeT CBA3aHHbIE >XypHanbl AN yBeOOMMEHMS aaMUHMUCTpatopa 00 W3MEHeHMAX

KOHcpurypaumu.

8.4. KoHdurypauusa

»XypHanoB (syslog) B
KOHCO/b

KoHdurypaums OnucaHue u KomaHaa
HacTtponka dhopmata | (HeobssatenbHo) Vicnonb3yeTcsa Ana HacTporku dhoopmaTta CUCTEMHOO
CUCTEMHOro XypHana
XXypHana
service timestamps [ message- | Hactpoiika dopmata METKU
type [ uptime| datetime [ msec |  BpeMeHM CUCTEMHbLIX >XYpHanoB
[year]]] (syslog)
service sysname HobGaBnsetr cuctemMHoe uMA B
CUCTEMHbIN XXypHan
service sequence-numbers [obasnseT nopsiakoBbIi HOMEP B
CUCTEMHbIN XXypHan
service standard-syslog BkntoyaeT crtaHgapTHbIn dhopmart
CUCTEMHOrO XXypHana
service private-syslog BknioyaeTr  dopmat  4yacTHOro
CMCTEMHOrO XXypHana
Otnpaeka (HeobsizaTtenbHo) [aHHbIM METOA4 WCNoNb3yeTcsa Ans HACTPOWMKK
CUCTEMHbIX napamMeTpoB OTNPaBKM CUCTEMHbIX XXypHarnoB (syslog) B KOHCOSb

logging on

BknovaeT BegeHue xypHana

logging count

BkntoyaeT cTaTUCTUKY XXypHana

logging console [ level ]

HacTtpanBaeT ypoBeHb >XypHarnos,
oTOOpaXkaembix B KOHCONMN
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MWP OOCTYNHEE

logging rate-limit { number | all | Hactpoika npegena  ckopocTu
number | console {number | all | )xypHanupoBaHus
number } } [ except [ severity ] ]
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KOHTPOJ1b COCTOAHUA

KoHdurypauus OnucaHue u KomaHaa

BbiBog cuctemHblx | (HeobaszatenbHo) [aHHbI MeTod WCNonb3yeTcs AN HaCTPOWMKM
XypHanos  (syslog) | napaMeTpoB OTNPaBKM CUCTEMHbLIX XypHaroB (Syslog) B TepmuHan
Ha TepMuHan | KOHTPONS COCTOSAHUSA

terminal monitor

MNosBonsieT TepMUHaINny KOHTPOIA
COCTOAHUA OTO6pa)KaTb XypHarbl

logging monitor [ level ]

HaCTpaVIBaeT YPOBEHb XypHaros,
0To6pa>|<aeMb|x B TEPMUHane
KOHTPOJ1A COCTOAHUA

3anucb  CUCTEMHbIX
>KypHanoB (syslog) B
oydep namaTtu

(Heobs3aTtenbHo) [aHHbIN METO4 WCNoNb3yeTca Ans HACTPOWKK
napameTpoB 3anncu CUCTEMHBIX XXypHarnos (syslog) B 6ydep namsaTtn

logging buffered [ buffer-size ]
[level ]

HacTtpanBaet napameTpbl 3anucu
CUCTEMHbBIX XypHanos (syslog) B
Oycbep namsaTn, BKNoYasa pasmep
Oydepa n ypoBeHb XypHana

Otnpaeka
CUCTEMHBbIX
XypHanoB _ (syslog)
Ha cepBep
XYpHanupoBaHug

(HeobsizaTtenbHo) [aHHbIM METO4 WCNoNb3yeTcsa Ans HACTPOWMKK
napamMeTpoB OTNPaBKM CUCTEMHbIX XypHanoB (syslog) B TepmuHan

KOHTPOA COCTOAHUA

logging server [ oob ] { ip-
address | ipv6 ipv6-address } [
via mgmt-name ] [ udp-port port
][ vrf vrf-name ]

OTtnpasnseTt XypHansl Ha
yKa3aHHbIN cepsep
XypHanupoBaHus

logging trap [ level ]

HacTpanBaeT ypoBeHb XypHaros,
oTnpaBnsiemMblx Ha cepBep
)XypHanMpoBaHusi

logging facility facility-type

HacTpanBaeT 3HaueHusi xypHana,
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oTnpaensiemMmble Ha cepsep
XYpHanupoBaHus
logging source [ interface ]| HactpauBaet UHTepdenc
interface-type interface-number | ncroyHuka XXypHaros,
OTNpaBnsieMbIX Ha cepBsep
XXYpHanupoBaHus
logging source {ip ip-address | HacTtpanmBaeT agpec WCTOYHUKA
ipv6 ipv6-address } XypHanoB, OTnNpaBnsgeMbiXx Ha
cepBep XypHanupoBaHus
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KoHdurypauus

OnucaHve n kKomaHAaa

3anucb  CUCTEMHbIX
XXypHanoB (syslog) B
dhannbl }KypHanos

(HeobGszatenbHo) [aHHbIA MeTod MCMonb3yeTcs AN  HaCTPOMKM
napameTpoB 3anncu CUCTEMHBIX XypHanoB (syslog) B dpann

logging file { flash:filename |
usbO:filename | usb1:filename }
[ max-file-size ] [ level ]

HacTtpauBaeT napameTpbl 3anucu
CUCTEMHBIX XypHanos (syslog) B
dann, BKMAYas TUN XpaHuNULia
dannos, wuma danna, pasmep
darna n ypoBeHb XypHana

logging flash interval seconds

HactpavBaeT wHTepBan 3anucu
XypHanoB B dannbl KypHana.
3HayeHwue no ymonyanuio: 3600

buffer | file | server | terminal }

logging life-time level level | HacTtpamBaeT Bpemsi XxpaHeHus
days dannoB XypHana
HacTtpownka (HeobsazatenbHo)  Wcnonb3dyeTca  Ons  BKMOYEHUA  PyHKUMU
dunbTpauum unbTpaLmMn CUCTEMHbIX XXypHaros (syslog)
CUCTEMHbIX
XKypHanos (syslog) | |ogging filter direction { all | HacTpavsaet nonyvatens

unbTpaumm XxypHana

logging filter type {
containsonly | filter-only }

HactpanBaeT pexum cunbTpaumm
XypHanos

logging filter rule exact-match
module module-name

mnemonic mnemonic-name
level level

HactpanBaeT npasuno
mnbTpaumm TOHYHOrO
COOTBETCTBUSA

logging filter rule single-match
{level level |

HacTtpanBaeT npasuno
unbTpaUMnM 0gUHOYHOO

mnemonic mnemonic-name | COBMaAeHNA
module module-name }
HacTtponka (HeobsazatenbHo)  Wcnonb3dyeTca  Ons BKOYEHUA  PyHKUMK
nepeHanpaBneHui nepeHanpaBrieHus XypHana
CUCTEMHOTO
SEGEEENN logging rd on BkntouaeT yHKLMIO

nepeHanpaBeHus xypHana
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logging rd rate-limit number [ | HacTtpaneaet orpaHuyeHve

except severity | CKOpOCTH nepeHarnpasneHs
XypHana
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KoHdurypauus OnucaHue u KomaHaa

HacTtpowka (HeobGsizatenbHO) Wcnonb3yetcs Aana  HacTpoOWKM  napaMeTpoB
MOHUTOpPMHra PYHKLMN MOHUTOPUHIa CUCTEMHOIO XypHana
CUCTEMHOro

XKypHana logging userinfo MossonsieT permcTpuposaTb
NonbITKV BxoZda/Bbixoaa

logging userinfo command- | Bkntovaet XypHanvpoBaHue
log onepauumn
CuHXpOHM3aLMS (Heobsa3aTenbHO) NcnonbayeTtca ans CUHXPOHMN3aLmmn

NoJib30BATEN1bCKOIro NnoNb30BaTENIbCKOro BBOAA C BbIBOAOM XypHana

BBOAA C BbiBOAOM

XKypHana logging synchronous CUHXpOHM3MpyeT
Nonb30BaTEeNbCKUN BBO/, c
BbLIBOJIOM XypHana

8.4.1. HacTpouka cpopmaTta CUCTEMHOIO XXypHana

8.4.1.1. PeaynbTaT KOHUrypauumum

HacTponka popmaTa cucTeMHbIX XXypHanos (syslog).

8.4.1.2. NpumeyvaHun

Popmart xypHana RFC3164

e Ecnu yctpoiicTBO He nmeet vacoB pearnbHoro Bpemern (RTC), koTopble MCNONb3yoTCS
Ansa 3anMcyn abcositioTHOrO BPEMEHU CUCTEMBI, YCTPOUCTBO MO YMOMYaHUIO UCNONb3yeT
BpemMsi 3anycka (Bpemsi 6e3oTkasHou paboTtbl - uptime) B kayecTBe METKU BPEMEHU
cuctemHoro xypHana. Ecnm yctponctBo umeet RTC, no ymomnyaHuio YCTPOWCTBO
ncnonb3yet cBoe abconoTHOE BpeMsi (aaTta U Bpems - datetime) B kauecTBe MeTKM
BPEMEHM CUCTEMHOrO XypHana.

o [lopsgkoBbI HOMEp XXypHana npencraBnseT cobon 6-3HavyHoe uenoe uncno. Kaxabin
pas npu reHepauumm XypHarna nopsiakoBblA HOMepP yBenuynmeaeTca Ha oauH. Kaxabin
pas, korga nopsgkosblin Homep yeenuuneaetca ¢ 000000 go 1000000 wnn gocturaeT
2732, nopsigkoBbIi HOMep cHoBa HaudmHaeTtcda ¢ 000000.

8.4.1.3. dTtanbl KOH(Urypaumum

Hactpoika chopmaTta MeTKM BpeMeHU CUCTEMHbIX XXypHanoB (syslog)
e (OononHuteneHo) o ymonyaHuio ncnonb3yeTca doopmaT MeTkn BpemeHn datetime.

e Ecnu He ykasaHO MHOe, BbIMNOMHUTE 3Ty HACTPOMKY Ha YCTPOWUCTBE, YTOObI HACTPOUTb
dopmart timestamp.

[Jo6aBneHne CMCTEMHOIO UME@HU B CUCTEMHbIWN XXypHan
e (JononHuteneHo) 1o yMONYaHWUIO CUCTEMHBIN XypPHaN He COAEPXXUT UMEHN CUCTEMBI.

e Ecnu He ykasaHO MHOe, BbINOMNHWUTE 3Ty HACTPOWKY Ha yCTponcTee, 4YTobbl 406aBUTL
UMS CUCTEMbI B CUCTEMHbBIN XXypHarn.
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HNo6aBneHne NopsiAKOBOro HomMepa B CUCTEMHbIN XypHan

[ )
HoMep.

(JdononHutenbHo) Mo yMONMYaHUIO CUCTEMHBIA XYpHan He COOEepXUT MNOPSAKOBbLIN

Ecnu He YKa3aHO MHOE, BbINOJIHUTE 3TY HaCTDOIZKy Ha yCTpOIZCTBe, YTOObI }106aBVITb

I'IOpFILI,KOBbIIZ HOMep B CUCTEMHBbIN XypHarn.
BknioyeHue cTaHgapTHOro popmaTa XypHana

°
CTaHOaApPTHbI

(dononHuTensHo) Mcnonb3yeTca popmat KypHana no ymonyaHuio.
Ecnu He yka3aHO uHOe, BbIMOMHUTE 3Ty HAacTPOWKY Ha YCTPOMCTBE, YTOObI BKIMIOYUTL

n chopmart xypHana. BkrouyeHue chopmaTa 4acTHOro XypHana

(JononHutenesHo) Mo ymonyaHuo ncnonbdyetcs bopmaT CTaHAapTHOrO XypHana.
Ecnn He ykasaHO MHOE, BLINOMHUTE 3Ty HACTPOWKY Ha YCTPOWMCTBE, YTOObI BKIIHOUYUTL

dopmaT YacTHOro XypHana.

8.4.1.4. NpoBepka

KOHUrypauum

CospaviTe cMCTEMHBIN XXypHan u nposepbTe ero oopmar.

8.4.1.5. CBA3aHHbI

€ HaCTpPOWKHM

Hactpouka chopmaTta METKM BPpeMEHU CUCTE MHbIX XXypHanoB (syslog)

KomaHga service timestamps [ message-type [ uptime | datetime [ msec ] [ year
11]
Onucaxune message-type: ykasbiBaeT Tun XypHana. CyuwectByeT pABa Tuna
napameTpoBs XYPHaroB: XypHan u otnagka.
uptime: ykasbiBaeT Bpems 3anycka ycTponcTea B popmarte 4a:44:MM:Cc,
Hanpumep 07:00:10:41.
datetime: ykasbiBaeT Tekyllee Bpemsi ycTponcTtea B popmate MM [
Yy4y:MM:cc, Hanpumep, Jul 27 16:53:07.
msec: ykasblBaeT, 4YTO TeKyllee BpeMs YCTPOWCTBA COAEPXUT
MUMUCEKYHADI.
year: ykasblBaeT, YTO TeKyLlee BpeMsi YCTPOMUCTBA COOAEPXNUT roA
Pexnm Pexunm rmobanbHon koHdurypauum
KOHdourypaumm
Mcnonb3oBaHne JocTynHbl ABa dopmaTa BPEMEHW CUCTEMHOMO XXypHana, a WMEHHO:
KOHpurypaumm BpemMsi 6e3oTka3Hom paboTtbl (uptime) n pata-epems (datetime). MNpwu

HeobX0OMMOCTN MOXHO BbiIOpaTb hopMaT METKN BPEMEHMU

Hdo6aBneHue c

MCTEMHOIro UMEeHN B CUCTEMHbIN XypHan

KomaHnga service sysname
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypawmm
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Wcnonb3oBaHue
KOHUrypauum

OTa KomaHaa ncnonb3yeTca onsd D,O6aBJ'IeHVIF| MMEHU CUCTEMbI B XypHarl,
4YTOObLI Bbl MOIMN I/ID,eHTI/Id)I/ILI,I/lpOBaTb yCTpOVICTBO, KOTOpOE oTnpaBndeT
CUCTEMHbIE XypHalibl Ha cepBep

Job6aBneHune n

opAaKoBOro Homepa B CUCTEMHbIN XypHan

KomaHga service sequence-numbers

Pexum Pexwum rnobanbHon KoHUrypaumm

KOHcpurypawmm

WMcnonb3oBaHue OTa komaHga mucnonbadyeTtcsa ansg gobasneHns nNopsiakoBOro Homepa B
KOHcpurypaumm XypHan. lMopsgkosbli HOMep HauymHaeTtcs ¢ 1. lNocne pobGaeneHus

nopAaKoBOro HomMepa MOXHO Y4YeTKO Yy3HaTb, NMOTEPAH Ik Kakon-nmbo
XypHan, a Takke nocneaoBaTesibHOCTb CO34aHuA XypHaroB

BknioyeHue cTaHgapTHOro popmMata CUCTEMHOrO XypHana

KomaHga service standard-syslog

Pexunm Pexum rnobansHon koHdurypaumm

KOHdourypaumm

Mcnonb3oBaHne Mo ymonuaHuio XypHanbl oTobpaxatoTcss B cregywoowem dopmarte
KOHpurypawumm (dbopmaT No ymon4yaHuio):

*timestamp: %module-level-mnemonic: content

Ecnu BkntoveH ctaHgapTHbIN chopmaT syslog, XKypHarnbl oTobpakaroTcs
B cneayouwem dopmare:

timestamp %module-level-mnemonic: content

B craHgapTHOM dhopmaTe XypHana MO CpaBHEHUIO € opmMaTom

XypHana no ymonyaHumio 3Bes3goyka (*) oTcyTcTByeT nepen METKOn
BPEMEHW, a ABOETOUME (:) OTCYTCTBYET B KOHLE METKN BPEMEHM

BkntoyeHne yactHoro chopmarta CUCTEMHOrO XypHana

KomaHga service private-syslog

Pexnm Pexunm rnobanbHon koHduUrypauum

KOHdourypaumm

Mcnonb3oBaHne Mo ymonuaHuo XypHanbl oToBpaxaloTcs B creaywowem dgopmaTe
KOHUrypauum (dbopmaT No ymon4aHuio):

*timestamp: %module-level-mnemonic: content

Ecnu BknoyeH yacTHbIM dpopmat syslog, XypHanbl oTobpaxarTca B
cneaywouwem dpopmare:

timestamp module-level-mnemonic: content
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B yacTtHOM hopmaTe XKypHarna no cpaBHeHUO ¢ hopMaToM XKypHarna no
yMoOn4yaHuio 3Besgodka (*) OTCyTCTBYeT nepes METKOW BpeMeHM,
OBoeToume (:) OTCYTCTBYET B KOHLIE METKN BPEMEHM, U 3HAK npoueHTa (%)
OTCYTCTBYET B KOHLIe UMEHU MOAYNs

8.4.1.6. NMpumep KoHduUurypaumumn

Bknro4yeHune cpopmaTta xypHana RFC3164

CueHapun

Heobxoammo HacTponTb hopmaT METKM BPEMEHU CreayoLwmm obpasom:

e Bknwounte popmat RFC3164.

e U3meHute cdopmat mMeTku BpemeHu Ha datetime n gobasbTe
MUNNNCEKYHAY U rO4 K METKE BPEMEHW.

e [lobaBbTe CUCTEMHOE MMS B CUCTEMHBbIV XXYpHar.
e [lo6aBbTe NOPSIAKOBLIN HOMEP B CUCTEMHbIN XXypHars

OT1ansl
KOHUrypauum

HacTponka popmaTta CMCTEMHOIO XXypHana

QTECH# configure terminal

QTECH(config)# no service log-format rfc5424

QTECH(config)# service timestamps log datetime year msec
QTECH(config)# service timestamps debug datetime year msec
QTECH(config)# service sysname

QTECH(config)# service sequence-numbers

lMpoBepka
KOHdourypaumm

Mocne HacTpomkn chopmaTa MeETKM BpemMeHu ybeguTecb, YTO HOBblE
CUCTEMHbIE XypHanbl oTobpakatoTca B hopmate RFC3164.

e Buinonuute komaHgy show logging config ana otobpaxeHus
KOHdoUrypaumm.

e Bongute B pexum rmobanbHoOM kOHUrypaumm nnmn Beingnte n3
Hero, 4tobbl co3gaTb HOBbLIA XXypHarn, U npoBepbTe dopmar
METKN BPEMEHN B HOBOM XypHarne

QTECH(config)#exit
001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_L:
Configured from console by admin on console
QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged

Buffer logging: level informational, 1306 messages logged
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File logging: level informational, 121 messages logged

File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: enable

Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 121 message lines logged,0 fail

8.4.2. OTnpaBKa CUCTEMHbIX XXypHanoB (Syslog) B KOHCOSb

8.4.2.1. PeaynbTaT KOHpUrypauum

OTI'IpaBbTe CUCTEMHDbIE XypHalibl B KOHCOJIlb, 4yTOOLI 0BNEerynTb AOMUHUCTPATOPY KOHTPOIJ1b
COCTOAHUA Npon3BOONTESNTBHOCTU CUCTEMDbI.

8.4.2.2. NpumeyaHun

Ecnu creHepupoBaHO CRMULLKOM MHOMO CUCTEMHbIX >KypHasnoB (syslog), MOXHO OrpaHU4nTb
CKOPOCTb KypHanuMpoBaHusi, 4TOObl YMEHbLUMTb KOMMYECTBO >XypHaroB, oTobpa)kaembix B
KOHCOMMW.

8.4.2.3. dtanbl KOH(Urypaumum

BkrnroyeHne BegeHUs XXypHana
(JononHutenbHo) Mo ymonyaHuio pyHKUNS XKypHanmnMpoBaHus BKIKOYEHa.

BknroyeHne CTaTUCTUKM XXypHanNuMpoBaHus
e (JononHuTenbHo) Mo ymonuyaHuio, CTaTUCTIKA KyPHANMPOBaHUS OTKITIOYEHA.

e Ecnu He ykasaHO MHOE, BbINOSIHUTE 3Ty HACTPOWKY Ha YCTPOWCTBE, YTODObI BKITHOUUTL
CTaTUCTUKY XXYpPHaNMpoBaHUS.

HacTpoika ypoBHS XXypHanoB, oToOpa)xaeMbIX B KOHCONU

e (JdononHutenbHo) Mo ymonyaHmio ypoBEHb XXypHAoB, OTNPaBAseMbIX B KOHCOJb, - 9TO
YPOBEHb OTNadkn (YpoBeHb 7).

e Ecnu He ykaszaHO WHOe, BbLINOMHUTE 3Ty KOHUIypauuilo Ha YCTPOWCTBe, 4TOObI
HacCTPOMTb YPOBEHbL XXypHarnoB, oToOpaxaembih B KOHCONW. HacTponka orpaHnveHus
CKOPOCTW XXypHanmpoBaHusi

e (OJononHuTenbHo) o yMmOM4YaHWIO OrpaHWYEeHVE CKOPOCTU >KypHanvMpoOBaHWs He
HaCTPOEHO.

e Ecnu He yka3aHO nHOeE, BbINOSTHUTE 3TY HAaCTPOMKY Ha YCTPOUCTBE, YTOObI OrpaHNynTb
CKOpPOCTb perncrpauuu.
8.4.2.4. NMpoBepkKa KoHdUrypauumm

Bbinonnute komaHgy show logging config, 4to6bl 0TOBGpas3WTb YpPOBEHb >XYpHaros.,
oTOOpaXkaeMbIxX B KOHCOIN.
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8.4.2.5. CBAA3aHHble HAaCTPOMUKHU

BknroyeHne BegeHus XypHana

KomaHga logging on

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

Wcnonb3oBaHne | o ymonyaHuio BegeHue XypHana Bko4YeHo. OObIMHO OTKIYeHue
KOHcpurypaumm XypHana He TpebyeTca. Ecnu creHepMpoBaHO CAINMLLIKOM MHOFO CUCTEMHbIX

XypHanoB (syslog), MOXXHO OrpaHU4UTb UX KOFIMYECTBO, HACTPOUB YPOBHM
)KypHanMpoBaHus

BkrnoyeHne CTaTUCTUKN XypHanupoBaHus

KomaHga logging count

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

Wcnonb3oBaHue | 1o ymonyaHuio, CTaTUCTUKa XKypHanupoBaHus OTKMYeHa. Ecnu
KOHpurypaumm BKNIOYEHA CTaTUCTMKA >KypHanoB, CUCTEMHble XypHanbl OyayT

knaccudpmumpoBaHbl 1 noacuntaHel. CucteMa 3anucbiBaeT KONMMYECTBO
pa3 co3faHus XXypHarna 1 Bpemsi NocrneaHero cosgaHus XxypHana

HacTpoika ypoBHS XXypHanoB, oToOpa)kaeMbIX B KOHCOM

KomaHga logging console [ level ]

Onuncanne level: ykasblBaeT TUN XypHana

napameTpos

Pexnm Pexunm rnobanbHomn koHdurypauum

KOHdourypaumm

Wcnonb3oBaHue | 1o ymMon4aHuioO Ha KOHCOMNM OTOBpaXkaeTcs ypOBEHb OTNAaAKM XXypHanoB
KOHpurypaumm (ypoBeHb 7). BbimonHute komaHgy show logging config B

NPUBUNErMPOBAHHOM pexuMMe, 4Tobbl 0TOOpa3vWTb YPOBEHb XKYPHAIoB,
oTOoOpaXkaembix B KOHCOJM

HacTtpoiika orpaHu4YeHusi CKOPOCTU XXypPHanMpoBaHusA

KomaHga logging rate-limit { number | all number | console {number | all number }
} [ except [ severity ] ]

Onucaxune number: yKasblBaeT  MakCcMMarnbHoe KONMYECTBO  XKypHaros,

napamMmeTpoB obpaboTaHHbIX B cekyHay. [Juana3oH 3HayeHun ot 1 go 10 000.

all: yka3biBaeT, 4TO orpaHuMyeHne no CKopocTy 06paboTkn NPUMEHSIETCA KO
BCEM XXypHaram B Auana3oHe oT ypoBHSA 0 0 YpOBHsS 7.
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console: yka3blBaeT KONMYECTBO XXypHaroB, 0TOOpaXKaeMbIX Ha KOHCOMM
B CEKYHAY.

except severity: orpaHM4YeHMe CKOPOCTU He NMPUMEHSIETCS K XXypHanam ¢
YPOBHEM, 3KBUBASIEHTHBLIM UMW HWXE, YKa3aHHOIo YPOBHS BaXHOCTU. Mo
YMOMYaHUIO YpPOBEHb BaXHOCTM — owunbka (ypoBeHb 3), TO ecCTb
OrpaHMyeHne CKOpoCTU HE NPUMEHSIETCS K >XKYpHanam YPOBHS 3 UIKN HUXE

Pexum Pexwum rnobanbHon koHUrypaumm
KOHcpurypaumm

Wcnonbs3oBaHne | o ymonyaHuio orpaHuyeHne cKopocTu He HAaCTPOEHO
KOHUrypauum

8.4.2.6. NMpumep KoHdurypaumumn

OTnpaBKka CUCTEMHbIX XXypHanoB (syslog) B KOHCOMNb

CueHapun Heobxoanmo HacTpouTb OYHKLUMIO OTOBpaXeHUs CUCTEMHbLIX XypHanos
(syslog) B koHCONM creaytowmm obpasom:

e  BknounTte cTtatucTuky XypHana.

e YCTaHOBUTE YPOBEHb XXYpPHANOB, KOTOPbIE MOXHO 0TOOpasvTbL B
KOHCOMN, Ha MHGPOPMALMOHHBIN (YPOBEHDL 6).

e HacTtponte npegen ckopoCTU XXypHanunposaHus Ha 50

OTansbl HacTtponTte napameTtpbl OTOOpaXXeHUss CUCTEMHBIX XypHanoB (syslog) B
KOHdourypaumm KOHCOSN

QTECH# configure terminal

QTECH(config)# logging count
QTECH(config)# logging console informational
QTECH(config)# logging rate-limit console 50

MpoBepka BoinonHute komangy show logging config gns otobpaxeHus
KOHdourypaumm KOHGoMrypaumm

QTECH(config)#show logging config

Syslog logging: enabled
Console logging: level informational, 1303 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 1303 messages logged
File logging: level informational, 118 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false

Timestamp debug messages: datetime
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Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 118 message lines logged,0 fail

8.4.3. BbiIBog cUCTEeMHbIX XypHanoB (Syslog) Ha TepMUHan KOHTPOJSib
COCTOSIHUA

8.4.3.1. PeaynbTaTt KOHhUrypauum

BbIBOA CMCTEMHBIX XypHanoB (Syslog) Ha yaaneHHbIn TepMuHan KOHTPOMsi COCTOAHUS, YTOObI
obreryiTb agMUHNCTPATOPY MOHUTOPWUHI NPON3BOANTESNTBHOCTU CUCTEMBI.

8.4.3.2. NpumeyaHun

e Ecnu creHepuMpoOBaHO CRAUWKOM MHOMO CUCTEMHbIX XXypHanoB (syslog), MOXHO
OrpaHN4YnTb CKOPOCTb XKYpPHaNMPOBaHUSA, YTOObI YMEHbLLUMTL KONMYECTBO KypPHAamnoB,
oToOpakaemblx B TePMUHANE KOHTPONSA COCTOSHUS.

o [lo ymMOn4YaHMIO TEKyWM TepMMHan KOHTPOMSA COCTOSHMA He MOXeT oTobpaxaTtb
XYypHanbl nocne yaaneHHoro JocTtyna K ycTponctay. Heobxoanmo BpyYHyto 3anycTuTb
KomaHgy terminal monitor, 4ToGbl paspewwnTb TekywemMy TepMUHany KOHTPOs
COCTOSIHUA oTOBpaXxaTb XypHarbl.

8.4.3.3. dtanbl KOH(Urypaumum

PaspelumTe TepMuHany KOHTPOSS COCTOSIHUSA OToBpaaTb >KypHanbl

o (OGsizatenbHo) [lo ymonuaHuMilO TEpMWHANM MOHUTOPUHIA HE MOXET oTobpakaTb
XypHanbl.

e Ecnn He ykazaHO WHOe, BbLIMOMHWTE 3Ty OMEpauUMI0 Ha KaXAoM TepMuHane
MOHMWTOPWHTa, NOAKIIOYEHHOM K YCTPOWCTBY.

HacTtpowiTe ypoBeHb ypHarnoB, oTobpa)xaeMblx Ha TeEpMUHANE KOHTPONS COCTOSIHUS

e (dononHutenbHo) [lo yMoOM4YaHUIO YPOBEHb >KypHAroB, OToOpaxaemblXx Ha
MOHUTOPVMHIOBOM TEPMMHAnE, ABNSAETCA YPOBHEM OTNaAKN (YPOBEHD 7).

e Ecnn He ykasaHO MHOE, BbINOSIHATE 3Ty HACTPOMKY Ha YCTPOMCTBE ASIi HACTPOWKM
YPOBHS XypHanos, oTobpakaeMblx Ha MOHUTOPUHIOBOM TepMUHarne.

8.4.3.4. NpoBepkKa KoHdUrypauumm

BuinonHute «komaHgoy show logging config, 4toObl BbIBECTM YpPOBEHb XXypHaroB,
oTobpa)kaeMbiX B MOHUTOPUHIOBOM TEPMUHArE.

8.4.3.5. CBsA3aHHbIe HAaCTPOMUKMU

PaspelunTe TepMnHany KOHTPONS COCTOSAHUA OTOGpaXaTb XypHanbl

Komanpa terminal monitor
Pexum MpnBMNErMpoBaHHLIN PEXUM
KOHpurypaumm
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Wcnonb3oBaHue
KOHUrypauum

Mo ymMonyaHuio TeKyWnn TepMUHam KOHTPOMSA COCTOSIHUA He MOXeT
oTobpaxaTb >KypHanbl Mocne yAaneHHoro AocTyna K YCTPOMCTBY.
Heobxoammo Bpy4YHyto 3anycTuTb koMaHgy terminal monitor, 4To6bI
paspewwnTb TeKyLlemy TepMuHany KOHTPOMs COCTOSIHUS OoToOpaaTb
XypHanbl

HaCTpOVITe YPOBEeHb XypHanos, OTO6pa)KaeMbIX Ha TepMUHarie KOHTpoOIA

COCTOSIHUA
KomaHga logging monitor [ level ]
Onucanwne level: ykasbiBaeT ypOBEHb XXypHana
napameTpoB
Pexum Pexunm rnobanbHon koHdurypauum
KOHUrypauum
Wcnonb3oBaHue (dononHuTensHO) Mo ymonyaHuioo ypoBEHb XXypHarnoB, oToBpa)kaemblx
KOHpurypaumm Ha TepMUHane KOHTPONSA COCTOSIHWSA, SBMSIETCS YPOBHEM OTNagKu

(ypoBeHb 7).

MoxHo 3anycTntb komaHgy show logging config B npuBMriernpoBaHHOM
pexvmMe Ans BbiBOAA YPOBHS XXypHanoB, oTobpaxaeMblX Ha TepMuHane
KOHTPOMS COCTOSAHUS

8.4.3.6. MNpumep KoHcpUrypaumm

OTnpaBka CUCTEMHBbIX XXypHanoB (syslog) Ha TepMmMHa KOHTPOMNS COCTOSAHMS

CueHapun Heobxoammo HacTpouTb PyHKLUNIO OTOBpaKEeHNS CUCTEMHbIX KYPHAaroB
(syslog) Ha TepmuMHane KOHTPOSI COCTOSIHUA criedyroL M obpasom:
e OT106pa3uTb XXypHarbl Ha TepMUHane KOHTPONSA COCTOSHUS.
e YCTaHOBMWTE YPOBEHb XYypHaNoB, KOTOpble MOryT oTobpaxaTtbcs
Ha TepMuHane KOHTPOMs COCTOSIHUA, Ha WH(OPMaLMOHHbIV
(ypoBeHb 6)
OTansbl HacTponTe napameTpbl 0TOGpaXKeHNs1 CUCTEMHBIX XXypHarnoB (syslog) Ha
KOHUrypauum TepMuHarne KOHTPOSA COCTOSHUS
QTECH# configure terminal
QTECH(config)# logging monitor informational
QTECH(config)# line vty 0 4
QTECH(config-line)# monitor
MpoBepka BoinonHute komangy show logging config ana oTtobpaxeHus
KOHpurypawmm KOHpurypaumu
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QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1304 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level debugging, 1304 messages logged
File logging: level informational, 119 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level informational, 119 message lines logged,0 fail

8.4.3.7. TNUYHbIE OLLNOKU

YUTo6bl OTKIOUNTL 3TY (PYHKUMIO, BbINOSTHUTE KOMaHAy terminal no monitor, a He komaHgy no
terminal monitor.

8.4.4. 3anucb cUCTeMHbIX XypHanoB (syslog) B 6ycep namatm

8.4.4.1. PesynbTaT KOHUrypaumm

3anuwnTe cucteMHbIe XXypHanbl B 6ydep namaTi, 4To6bl agMUHUCTPATOP MOr NpocMaTtpuBaTb
nocrnegHne CMCTEMHbIE XXypHarbl, BbIMOMHMB koMaHay show logging.

8.4.4.2. NMpumeyaHuna

Ecnu 6ydep 3anonHeH, ctapble XypHarnbl 6yayT nepesanucaHbl HOBbIMW XXypHanamu B 6ydepe
namsaTu.

8.4.4.3. dtanbl KOH(Urypaumum

3anucb XypHanoB B 6ycdep namaTtu

e (JononHutensHo) Mo ymonyaHuio cuctema 3anucbiBaeT AaHHble B Oydep namsaTu, a
YPOBEHb XXYpHANOB N0 YMOMYaHWUI0 — OTNaA0uHbIN (YPOBEHD 7).

e Ecnu He ykasaHO WHOe, BbINOMHUTE 3Ty HACTPOWMKY Ha YCTPOMUCTBE AN 3anucu
XypHanos B bydep namaTu.

8.4.4.4. NMpoBepkKa KOHdUrypauumm
e Bbinonunte komaHgy show logging config, 4Tobbl BbIBECTM YpPOBEHb XYpPHamnoB,
3anncaHHbix B Bydhep namaTw.

e BbinonHute komaHgy show logging, 4TOBbI BLIBECTU YPOBEHb XXYPHArOB, 3anncaHHbIX
B Bycbep namaTn.

120

@ §) QTECH

MWP OOCTYNHEE



PykoBogcTteo no Hactporike QSW-7600

KoHdurypaums cuctemHoro xypHana (syslog) | www.gtech.ru |

8.4.4.5. CBAA3aHHble HAaCTPOMUKU

3anucb XXypHanoB B 6ycep namatu

KomaHga logging buffered [ buffer-size ] [ level ]

Onucanwne buffer-size: ykasbiBaeT pasmep Oydepa namatu.

napameTpoB level:

. YKa3blBaeT YPOBEHb XXYpHasoB, KOTOpble MOryT ObITb 3anncaHbl B

Oydep namaTn

Pexum Pexunm rnobanbHon KoHurypawmm

KOHcpurypaumm

Wcnonb3oBaHue Mo ymonyaHuio ypoBeHb XXypHaroB, 3anucbiBaemblx B Bydep namsTu,

KOHcpurypawmm SABMSAETCHA YPOBHEM OTNagKN (YPOBEHD 7).
3anyctnte komaHgy show logging B MpuBMIErMPOBAHHOM peXnmve,
4YTOObI 0TOBPA3NTL YPOBEHL XXYPHANOB, 3anMcaHHbIX B Bydep namaTu, 1
pasmep bydepa

8.4.4.6. Npumep KoHcpUrypaumm

3anucb cMCTEeMHbIX XypHanoB (syslog) B bydep namaTu

CueHapun Heobxoammo HacTpouTb OYHKLMIO 3aMnUCK CUCTEMHBIX XXypHanoB (syslog)
B Bydhep namsTu cnegyowmm obpasom:
e YcTaHoBuTe pasmep Oydepa xypHana paBHbiM 128 kKb (131072
Ganr).
e YCTaHOBMWTE YPOBEHb XYPHanoB, KOTOpble MOryT ObITb 3anucaHbl
B 6ydhep namsitv, Ha MHOOPMAaLMOHHbBIN (YPOBEHDb 6)
OTansbl HacTtponTte napameTpbl 3anMcu CUCTEMHbLIX XXypHanoB (syslog) B 6ydep
KOHoUrypauum namsaTu
QTECH# configure terminal
QTECH(config)# logging buffered 131072 informational
MpoBepka BoinonHute komaHgy show logging config ana oTtobpaxeHus
KOHpurypaumm KOHpurypaumm 1 nocrnegHnx cMcTeMHbIX XXypHarnos (syslog)
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QTECH#show logging
Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable
Trap logging: level informational, 121 message lines logged,0 fail
Log Buffer (Total 131072 Bytes): have written 4200
001301: *Jun 14 2013 19:01:09.488: QTECH %SYS-5-CONFIG_L:
Configured from console by admin on console

001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_I: Configured
from console by admin on console

/PKypHanbl oTobpaxarTcss B COOTBETCTBMM C (PAKTUYECKMM BbIBOAOM
KoMmaHgbl show logging

8.4.5. OTnpaBkKa CUCTEMHbIX  XXypHanoB (syslog) Ha cepBep
XypHanmpoBaHus

8.4.5.1. PeaynbTaT KOHUrypauumm

OTnpaBbTe CUCTEMHblE >KypHanbl Ha CepBep >XypHanuMpoBaHWsi, 4TobObl 06GNerYnTb
aaMVHUCTPATOPY MOHUTOPWUHT XXYpPHarioB.

8.4.5.2. NMpumeyaHun

e Ecnn yctponctBo wumeetr wuHTepdenic MGMT wu  nogknoyeHo K  cepBepy
XypHanupoBaHusi Yepes3 nHtepdenc MGMT, Heobxogumo gobaBuTb napameTp 0ob
(YkasbiBaloLWMn, YTO CUCTEMHbBIE XXypHaribl OTNPABASIOTCS HA CepBep XypHanMpoBaHUs
yepes nHtepcenc MGMT) npu HacTponke komaHabl logging server.

e [Ins oTnpaBKku XXypHanoB Ha CepBep >XypHanupoBaHWs HeobGXxoaMMo A06aBUTbL METKY
BPEMEHWN N NOPSIAKOBbLIA HOMEP B XKypHanbl. B NpoTMBHOM crnyyae XypHarbl He 6yayT
OTNpPaBEeHbl Ha CepBeEp KypPHaNMPOBaHMSI.

8.4.5.3. dtanbl KOH(uUrypauum

OTnpaBKa XXypHanoB Ha YKa3aHHbI! cepBep XypHanupoBaHUs

e (O6saAsaTtenbHo) o yMOMYaHMIO CUCTEMHbIE XypHanbl HE OTMPAaBNANTCS Ha cepBep
XXypHanMpoBaHus.
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. Ecnu He yka3aHO MHoe, BbINOMHUTE 3Ty HACTPOWKY Ha BCEX YCTPOMCTBAX.
HaCTpOVIKa YPOBHSA XypHanoB, oTnpaBJrifieMbIX Ha cepBep XypHanunpoBaHus

e (JononHutenbHo) Mo ymonyaHuto ypoBEHb XypHanoB, OTMApaBnseMbIX Ha cepBep
XYpPHanNupoBaHus, BNseTCs MHPOPMaLMOHHBLIM (YPOBEHb 6).

° Ecnn He YKa3aHO WHOeE, BbINOJNIHUTE 3TY KOH(bI/IpraLI,I/II'O Ha yCTpOI7ICTB€, YTOOBbI
HaCTPOUTb YPOBEHbL XXYPHANOB, OTNnpaBnideMbIX Ha CepBep XXypHannpoBaHUA.

HaCTpOVIKa 3Ha4YeHUs1 OOTBLEeKTa XypHanoB, oTnpaBlsieéMblIX Ha cepBep
XypHanunpoBaHus

o (JononHutensHo) Ecnn dopmat xypHana RFC5424 oTknioyeH, 3HadeHne obbekTa
XYpHanoB, OTNpaBnsieMblX Ha CepBep XypHanupoBaHUA, MO YMOMYaHUIO SBNAETCH
local7 (23). Ecnu BkntodeH cbopmat xypHana RFC5424, 3HayeHne ob6bekTa XXypHanos,
OTNpaBri emMbIX Ha CepBep XypHanupoBaHus, nNo ymonydanuio sensetca local0 (16).

° Ecnn He YKa3aHO WHOE, BbINOJNIHUTE 3TY KOHCbI/IpraLI,I/II'O Ha yCTpOI‘flCTBe, 4YTOObI

HaCTpOUTb 3Ha4YeHne obbekTa XypHanos, oTnpaBideMblX Ha CepBep XypHarmpoBaHUA.

HaCTpOﬁKa MHTep(beﬁca UCTOYHUKA XypHarnoB, oTnpaBlideMblIX Ha cepBep
XypHannpoBaHus

o (JononHutenbHo) Mo ymonyaHuio NMHTEPKENC UCTOYHMKA XXypPHAnoB, OTNPaBnseMbIX
Ha cepBep XypHanuMpoBaHuS, SBRSETCA MHTEpdENCcoM, OTNPaBAAIOLLMM XYPHarnbI.

e Ecnu He ykaszaHO WHOe, BbLINOMHUTE 3Ty KOHUrypauuilo Ha YCTpPOWCTBE, 4YTOObI
HacTpoMUTb UHTEpPdENC WUCTOYHMKA KypHanoB, OTNpaBnseMblX Ha cepBep
XYPHanupoBaHus.

HacTtpoiika wucxogHoro agpeca XypHanoB, OTnpaBnsieMbiX Ha cepBep
XypHanupoBaHusA

e (OononHutenbHo) Mo ymonuyaHuio agpec MUCTOYHMKA >KypHarnoB, OTMNpPaBrisieMblX Ha
cepBep XypHanuposaHus, saBndeTcs |IP-agpecom wuHTepdoenca, OTnpaBnsaloLLEro
XypHansol.

e Ecnu He ykaszaHO WHOe, BbLINOMHUTE 3Ty KOHUrypauuio Ha YCTpOWCTBe, 4TOObI
HaCTpPOUTb  WUHTEPdENC UCTOYHMKA >KypHanoB, OTMNpaBnsieMblX Ha cepsep
XypHanupoBaHus.

8.4.5.4. NpoBepkKa KoHdUrypauumm

BeinonHute komaHay show logging config ansa otobpakeHus KOHUrypauun, 0THOCALLNXCS K
CEpBEPY >XypPHaNMpPOBaHWSI.

8.4.5.5. CBsA3aHHbIe HAaCTPOMUKMU

OTnpaBKa XXypHanoB Ha YKa3aHHbIW cepBep XypHanupoBaHUs

KomaHga logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via mgmt-
name ] [ udp-port port ] [ vrf vrf-name ]

unu logging { ip-address | ipv6 ipv6-address } [ udp-prot port ] [ vrf vrf-

name |
Onucanue oob: ykasbiBaeT, 4TO KypHanbl OTNPaBMASKTCA Ha cepsep
napameTpoB XypHanupoBaHus yepes nHtepdenc MGMT.

ip-address: ykasbiBaeT IP-agpec xocTa, KOTOpbIN MOMy4aeT XypHarnsl.
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ipv6 ipv6-address: ykasbiBaeT IPv6-agpec xocTa, KOTOpbIM nonyyaeT
XypHansol.

via mgmt-name: ykasbiBaeT wuHTepdenc MGMT, wncnonb3yembli
CEpBEPOM XYpPHanNMpoBaHus, Korga napameTp 00b BKITHOYEH B KOMaHAY.

vrf vrf-name: ykasbiBaeT 06bekT mapwpyTu3aumm u nepecbinku VPN
(VRF), nogkntoYeHHbIN K cepBepPY XXYPHanMpoBaHus.

udp-port  port: ykasbiBaeT uaeHTUUKATOp nopta  cepsepa
XypHanupoBaHus  (syslog server). WpeHTudwukatop nopta no
ymonyanuio — 514

Pexum Pexunm rnobanbHon koHdurypauum

KOHUrypauum

Wcnonb3oBaHue OTa KomaHOa wucrnonb3yeTca Ans  ykasaHus agpeca  cepsepa
KOHUrypauum XypHanupoBaHus (syslog server), KOTOpbIN NONy4YaeT XypHarbl

MoXHO yKasaTb HECKONbKO CEPBEPOB XypHANMpPOBaHMWS, U >XypHanbl
OyoyT OOHOBPEMEHHO OTMNPaBnsATbCS Ha BCe 3TW  CepBepbl
)XYpHanMpoBaHusi.

NPUMEYAHMUE: moxHO ykasaTb napameTp Vvia, TONbKO ecrnv B KOMaHay
BKMoYeH napameTp oob. B atom cnyyae wucnonb3oBaHue vrf
HEBO3MOXHO.

Ona yctponcte QTECH MOXHO HacTpouTb [O NATUM  CcepBepoB
XypHanupoBaHus

HacTpoiika ypoBHS XXypHanoB, OTrnpaBnsemMbiX Ha cepBep XypHanupoBaHus

KomaHga logging trap [ level ]

Onuncanne level: ykasblBaeT ypOBeHb XypHana

napameTpos

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

Wcnonb3oBaHne | [lo  ymon4aHuiO YpOBEHb KypHanoB, OTNpaBfseMbiX Ha cepsep
KOHdourypaumm XXYPHanNMpoBaHus, SABNSETCA WH(OPMALMOHHbIM (YpoBeHb 6). MOXHO

3anyctuTb komaHay show logging config B npuBnnerMpoBaHHoOM pexnme
ONs  BblBO4A YPOBHA  XXKypHanoB, OTNpPaBnsfeMblX Ha CepBep
XypHanmpoBaHus
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HacTtponka 3HayeHuss oOOBEKTa XypHanoB, OTNpaBnsieMbiX Ha cepBep
XypHanupoBaHus
KomaHga logging facility facility-type
Onucanwne facility-type: ykasbiBaeT 3HauyeHne o6beKkTa AN KypHanos
napameTpoB
Pexum Pexwum rnobanbHon KoHdUrypauum
KOHUrypauum
Mcnonb3oBaHue Ecnn dopmat xypHana RFC5424 oTknoyeH, 3HadeHne ob6bekTa
KOHcpurypawmm XXypHanoB, OTNpaBnaemMblX Ha CEpBEP XYPHANMPOBaHWs, MO YMOYaHMIO
asnsetca local7 (23). Ecnn BkmoveH copmaTt xypHana RFC5424,
3HavyeHne obbekTa KypHanos, OTNPaBnsieMblX Ha  cepsBep
XypHanupoBaHus, no ymonyanuio sensetcs local0 (16)

HaCTpOﬁKa MHTepq)eﬁca UCTOYHUKA XypHarnoB, oTnpaBlideMblIX Ha cepBep

XypHanupoBaHus
KomaHga logging source [ interface ] interface-type interface-number
Onucanne interface-type: ykasbiBaeT TMn nHTepdenca.
e R ROR interface-number: ykasbiBaeT HOMep UHTepdeiica
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm
Mcnonb3oBaHne (JononHutenbHo) Mo ymonyaHmio MHTEPEENC UCTOYHUKA >XYpPHAIoB,
KOHoUrypauum OTNpaBrseMbIX Ha CepBep XypHanvpoBaHus, SABMASETCS UHTepdencom,

OTNPABNSIOLLMM XKypHarbl.

Mo)xXHO wucnonb3oBaTb 3Ty KOMaHgy Ana YCTaHOBKM WHTepdenca
NCTOYHMKA BCEX XXYpHAsioB Ha MHTepdenc, 4Tobbl agMUHUCTPATOP MOT
noeHTMMLUMpoBaTh YCTPOMCTBO, KOTOPOE OTNpaBnsieT XypHanbl Ha
OCHOBE YHMKanbHOro agpeca

HacTtpoiika agpeca WCTOYHMKA XypHanoB, OTMNpaBnsieMbIX Ha cepBep

XypHanupoBaHus
KomaHga logging source { ip ip-address | ipv6 ipv6-address }
Onuncanne ip ip-address: HacTpauBaeT |Pv4-agpec WCTOYHWMKA KypHaros,
napameTpoB oTnpaBnseMblX Ha cepBep XypHanupoBaHus 1Pv4.

ipv6 ipv6-address: HacTpamBaeT IPv6-agpec WCTOYHMKA >KypHanos,
oTnpaBnseMblX Ha cepBep XypHanuposaHus IPv6

Pexvm
KOHdUrypauum

Pexwum rnobanbHon koHUrypaumm
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Mcnonb3oBaHue Mo ymonuyaHuio agpec UCTOYHMKA XKypHaroB, OTNpaBnseMblX Ha cepeep
KOHpurypawmm XypHanupoBaHus, senseTcs IP-agpecom nHtepdenca, oTnpaBnsaioLero

XypHanbl.

Mo>XHO ncnonb3oBaTh 3Ty KOMaHAy ANs yCcTaHoBKM IP-agpeca nctoyHuka
BCEX XypHanoB Ha IP-agpec uHTepdenca, 4tobbl agMnHUCTpaTOp MOr
naeHTMduuMpoBaTb YCTPOMCTBO, KOTOPOE OTNpaBnseT >XypHanbl Ha
OCHOBE YHWMKanbHOro agpeca

8.4.5.6. NMpumep KoHcurypaumumn

OTnpaBKa CUCTEMHbIX XYypHanoB (syslog) Ha cepBep XypHanupoBaHus

CueHapwun Heobxoanmo HacTpouTb QYHKUMIO OTNPaBKW CUCTEMHbIX >KypHarnoB
(syslog) Ha cepBep XypHanupoBaHus cnegyowmm obpasom:

e 3apante ansa IPv4-agpeca cepBepa XypHanupoaHua (syslog
server) 3Ha4eHune 10.1.1.100.

e YCTaHOBMTE YpPOBEHb XKypHamnoB, KoTopble MOryT ObiTb
OTNpaBMeHbl HAa CepBep XypHanMpoBaHWS, Ha YPOBEHb OTNaaKu
(ypoBeHb 7).

e YcTaHoBuTE NHTEPENC NCTOYHMKA Ha Loopback 0

OTansbl HacTtponTte napameTpbl 51 OTNpPaBKM CUCTEMHbBIX XXypHanoB (syslog) Ha
KOHpurypaumm cepBep >XypHanMpoBaHusi

QTECH# configure terminal

QTECH(config)# logging server 10.1.1.100
QTECH(config)# logging trap debugging
QTECH(config)# logging source interface Loopback 0

MpoBepka Boinonunte komaHgy show logging config pgnsa otobpaeHus
KOHdourypaumm KOHQourypaumm

QTECH#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level informational, 122 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime

Sequence-number log messages: enable
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Sysname log messages: enable

Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0 fail
logging to 10.1.1.100

8.4.6. 3anucb cUCTeMHbIX XXypHarnoB (syslog) B ¢pannbl xXypHanoB

8.4.6.1. PeaynbTaTt KOHhUrypauum

3anuncbiBaeT CUCTEMHbIE XXypHarnbl B (hannbl XXYPHaNoB C YKa3aHHbIM WHTEPBariom, 4ToObl
agMUHUCTPaATOp MOr B NoOoe Bpems NpocMaTpuBaTh XXypHamnbl UCTOPUM Ha NoKafbHOM
YCTPOWCTBE.

8.4.6.2. NMpumevaHusn

CuctemMHble XypHanbl He cpasy 3anucbiBaloTcsd B dannbl xypHanoB. OHW cHavana
Obydepusnpytotca B bydepe namaTtn, a 3ateM 3anucbiBaloTCsa B pannbl XypHanos nvbo
nepuogmyeckun (M0 yMoOn4YaHUIO C MHTEPBANOM B OAMH Yac), Nnbo npu 3anonHeHnn bydepa.

8.4.6.3. dtanbl KOH(Urypauumn

3anucb XypHanos B (hannbl XXypHana

o (ObGsizaTenbHo) o ymonYaHMIO CUCTEMHbIE XXYpHarbl He 3anucbiBaloTCcs B dhansbl
XXypHanos.

e Ecnu He ykasaHO MHOeE, BbIMOMHUTE 3Ty HACTPOMKY Ha BCEX YCTPOMUCTBAX.
HacTtpoka uHTepBana, C KOTOpPbIM XypHasrbl 3anucbiBalTcA B ¢aunbl
XypHanos

e (JononHutenbHo) Mo ymonyaHWio CUCTEMHbIE >KYpPHanbl 3anucbiBaloTcs B dhannbl
XKYpHanoB Kaxbli Yac.

e Ecnu He ykaszaHO WHOe, BbLINOMHUTE 3Ty KOHUrypauuMilo Ha YCTpPOWCTBEe, 4TOObI
HacCTpPOUTb WHTEpBasn, C KOTOPbIM >XypHarnbl 3anucbiBaloTCA B dawsbl XypHaros.
HacTtpoika BpeMeHn XxpaHeHns dhannos XypHana

e (OononHuTtenbHo) Mo yMoOn4YaHWiO OrpaHuMYeHVe BPEMEHWU XpaHeHWs1 XKYpHanoB He
HaCTpOEeHo.

e Ecnn He ykasaHO MHOe, BbINOSIHATE 3Ty HACTPOMKY Ha YCTPOWCTBE ANIi HACTPOWKMK
BPEMEHU XpaHeHus1 hannoBs XypHana.

HemepneHHas 3anucb XXypHanoB u3 6ycepa B hannbl XXypHanoB

e (JononHutenbHo) Mo ymonyaHnio cMCTEMHbLIE XXypHarbl XpaHaTcs B bydepe, a 3aTem
nepunoanyeckn 3annckiBatoTcs B dhainbl XXypHarnoB unum, korga 6ydep 3anosnHeH.

e Ecnu He ykaszaHO WHOe, BbINOMHWATE 3Ty HACTPOWKY AN HeMeaneHHOW 3anucu
XypHanos B Bydepe B dhannbl XypHanoB. ATy KOMaHOY HY>XHO HACTPOUTb BCErO OAWH
pas.

8.4.6.4. NpoBepkKa KoHdUrypauumm

BbinonHuTe komaHay show logging config ans otobpaxeHus KOHUIypaumi, OTHOCALLMXCA K
cepBepy KypHanuMpoBaHUS.
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8.4.6.5. CBsi3aHHble HAaCTPOMUKU

3anuchb XypHarnoB B hannbl XXypHanos

KomaHpa

logging file { flash:filename | usbO:filename | usb1:filename } [ max-file-
size | [ level ]

OnwucaHue
napamMmeTpoB

flash: ykasbiBaeT, u4TO (pannbl XypHana OyayT coxpaHeHbl Ha
pacLlmpeHHon new-namsTu.

usbO: ykasbiBaeT, YTO dhannbl XXypHana 0yayT coxpaHeHbl Ha USB

0. OT1O0T MapameTp NOAOEPXKMBAETCA TONbKO B TOM Ccriyvae, ecnu
ycTponcTBo nmeet ogmH nopt USB n USB hneww-Hakonutens BCTaBneH
B nopT USB.

usbl: ykasbiBaeT, 4TO hannbl XypHana 6yayT coxpaHeHbl Ha USB

1. 3T10T napameTp noagepXmBaeTCs TOMbKO B TOM Criyyae, ecnwu
ycTponcTBOo umeeT pgesa nopta USB u USB dnew-Hakonutenu
BCTaBreHb! B noptbl USB.

filename: ykasbiBaeT nmsa parina xxypHarna, KoTopoe He COAEePXUT NUMEHU
paclumpeHus danna. ima paclumpenus danna scerga sensetcs txt.

max-file-size: ykasblBaeT MakcuMarnbHbI pasmep anna >xypHana.
[wnana3oH 3Ha4yeHnn oT 128 kouT go 6 Mb. 3HadyeHne No ymonyaHmio —
128 kowurT.

level: ykasbiBaeT ypoBEHb XXypHAroB, KOTOpble MOryT ObiTb 3anvcaHbl B
dhann xypHana

Pexum
KOHdourypaumm

Pexunm rnobanbHon koHdurypauum

Mcnonb3oBaHue
KOHdourypaumm

OTa KomaHga wucnonb3yeTcss And co3gaHust danna  XKypHana C
yKa3aHHbIM UMEHEM 1 YCTPOMUCTBOM XpaHeHus cannoB. Pasvep ganna
yBenuyYnBaeTCcs BMECTE C KONMMYECTBOM 3anucen XXypHara, HO He MOXeT
npesbillaTb 3aJaHHbI  MakcUMarnbHbI  pasmMep. Ecnm He ykasaH
MaKkcuMMarbHbIWM pa3Mmep anna xxypHana, no yMon4aHuo OH cocTaBngaeT
128 kb.

[Mocne HacTPOKKM 3TOM KOMaHAbl CUCTEMA COXPaHSET XXypHarbl B dannbl
XXypHanoB. ViMs anna XypHana He COOEPXUT MMEHWU paclunpeHus
danna. ms pacwmpeHuns danna ecerga siensietcs txt u He MoOXeT ObITb
N3MEHEHO.

[Mocrne HacTporkM 3TOM KOMaHAbl >KypHanbl OyayT 3anucbiBaTbCA B
hannbl XXypHanoB Kaxabli Yac. NMpu BeinonHeHnn komaHapsl logging flie
flash:syslog 6yaeTt co3gaHo B o6Len crnoxHocTn 16 dannos XypHana,
a uMeHHo: syslog.txt, syslog_1.txt, syslog 2.txt, ..., syslog 14.txt un
syslog_15.txt. >KypHansl 3anucsiBatoTca nocrneaosaTensHo B 16 darinos
XypHanos. Hanpumep, cuctema 3anucbiBaeT gaHHble B syslog 1.txt
nocrie 3anonHeHunsa syslog.txt. Koraa syslog_15.txt 3anonHeH, XypHanbl
3anucbiBatoTcs B syslog.txt cHoBa
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HaCTpOVIKa UHTEepBana, C KOTOpPbIM XypHalibl 3aniCbiBalOTCA B d)aﬁnbl

XXypHanos

KomaHga logging flash interval seconds

Onucaxve seconds: HacTpaMBaeT UHTEpPBA 3anucu XXypHanos B hannbl XXypHana.

napameTpoB [wnana3soH 3HaveHuin oT 1 go 51 840 cekyHA

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

Wcnonb3oBaHue OTa KOMaHga wucnonb3yeTcsa [Ans HacTpPOWMKUM MHTepBana 3anucu

KOHcpurypawmm XypHanoB B ¢annbl xypHanoB. OBpaTHbIN OTCYET HauyMHaeTcs nocne
BbINOSIHEHWSI KOMaHAbI

Hactpoika BpemMeHu xpaHeHUs hannoB XypHana

KomaHga logging life-time level level days

Onuncanne level: ykasblBaeT ypoBEHb XypHana.

napameTpos days: HacTpauBaeT BpeMs XpaHeHUs aiirioB XypHana. EavHuua
n3mepeHuss — aeHb. Bpems xpaHeHus He meHee ceMu gHen

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

Mcnonb3oBaHne lMocne HacTponku BpeMeHU XpaHEHUS XXypHara cuctema 3anucbiBaeT

KOHUrypauum XypHanbl 0QHOro YpOBHS, KOTOpPble co34aHbl B OAMH AEHb, B OOUH U TOT
xe davn  kypHana. ®awnn  KypHana HasbiBaeTcd  yyyy-mm-
dd_filename_level.txt, roge yyyy-mm-dd — 3T0 QeHb co3gaHus
XXypHana oT nporpamMmmHbIX Yacos, filename — ato uma dpanna xxypHana,
HacTpoeHHoe komaHgon logging file flash, a level — ypoBeHb xxypHana.
[Mocne ykasaHWA BpeMEHW XpaHeHUs AN XKypHanoB onpeaeneHHOro
YPOBHA cUCTeMa ydanuT [daHHble XypHanbl MO WUCTEYEHUU ITOro
BpemMeHu. B HacTosiwee BpeMsi NPOAOIKUTENBHOCTb XpaHeHWUs
cocTaBnseT ot 7 oo 365 gHen.
Ecnu Bpems xpaHeHus XXypHana He HaCTPOEHO, XXypHarbl XPaHATCHA B
COOTBETCTBMM C pa3MepoM panna, 4tobbl obecneymTb COBMECTUMOCTb
CO CTapblMK KOMaHAaMWN KOHUrypaumm

HemepgneHHas 3anucb XypHanoB u3 bycepa B hannbl XXypHanos

KomaHga logging flash flush

Pexum Pexum rnobanbHo KoHgUrypaumm

KOHpurypaumm

Mcnonb3oBaHue [Mocrne HaCTpPOMKU 3TOWM KOMaHAbl CUCTEMHbIE XXypHarbl XpaHATCA B

KOHpurypavmm Oycepe, a 3aTemM nepuoanyeckn 3anucbiBalOTCA B haninbl XypHanoB

@ §) QTECH

MWP OOCTYNHEE

129




PykoBogcTteo no Hactporike QSW-7600

KoHdurypaums cuctemHoro xypHana (syslog) | www.gtech.ru |

unu, korga OGydep 3anonHeH. 3Ty KOMaHZy MOXHO 3anycTuTb Ans
HeMeNeHHOW 3anncu XXypHanoB B doalsibl XXypHanos.

NPUMEYAHUE: komanga logging flash flush aktueupyetca cpasy
nocrie BbINOMHEHUs. TO €ecCTb, MOCMe BbINOMHEHNA 3TOW KOMaHAbI
XypHansl B 6ycepe HemeaneHHO 3anncbiBalOTCA B (pansbl XKypHanos

8.4.6.6. NMpumep KoHdpuUurypaumumn

3anucb CUCTEMHbIX XypHarnoB (syslog) B dpannbl XXypHanos

CueHnapwui Heobxoanmo HacTpouTb OYHKLMIO 3arnnMcu CUCTEMHbIX XXypHanoB (Ssyslog)
B (pansnibl )KypHana crnegytowmnm obpasom:

e YcTaHoBUTE UMSA (parna xypHarna Ha syslog.

e YCTaHOBWTE YPOBEHb XXypHarioB, OTMPaBAseMbIX B KOHCOMb, Ha
YpOBEHb OTraaku (YpoBeHb 7).

e YCTaHOBUTE WHTEpBan, C KOTOpPbIM >XypHanbl YCTpoucTBa
3anucbiBatoTcs B dhansbl, paBHbiM 10 muHyTam (600 c)

OT1ansl HactponTte napameTpbl 3anncu CUCTEMHBIX XXypHarnoB (Syslog) B dhannbl
KOHUrypauum XypHarnos

QTECH# configure terminal
QTECH(config)# logging file flash:syslog debugging
QTECH(config)# logging flash interval 600

MpoBepka Boinonunte komangy show logging config pgns  oTobGpaxeHus
KOHdourypaumm KOHGoMrypaumm

QTECH(config)#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level debugging, 122 messages logged
File name:syslog.txt, size 128 Kbytes, have written 1 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0 fail
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logging to 10.1.1.100

8.4.7. HacTtpouka ¢punbTpaumm cMcTeMHbIX XXypHanoB (syslog)

8.4.7.1. PeaynbTaT KOHhUrypauum

o OTdunbTpoBbIBAET YKasaHHbIN  TUN  CUCTEMHBIX >KypHanoB (syslog), ecnu
afMVHUCTPATOP He Xo4yeT oTobpaxaTb 3TN CUCTEMHbIE XXypHarbl.

° Mo yMon4aHuio KypHarnbl, CoO30aHHble BCEMU MOOYINAMMU, OTO6pa)Ka|'OTCFI Ha KOHCOJ1N
nnn apyrux tTepmMmuHanax. MoxxHOo HaCTpOUTb MnpaBuna CbI/IJ'IpraLl,I/II/I XypHanoB And
0T06pa)KeHI/IFI TONbKO HEOBXOOUMBIX XypHanos.

8.4.7.2. NMpnmeyaHusn

e [JlocTynHbl ABa pexuma dunstpaummn: contains-only (tonbko cogepxut) u filter-only
(Tonbko oTdunbTpoBaHHbIE). OAHOBPEMEHHO MOXHO HaCTPOWUTb TOMBLKO OOUH PEXUM
dunsTpaumu.

° Ecnu OOVH N TOT Xe MoAaysb, YypoOBEHb UMM MHEMOHUKa HACTpOEeHbl KakK B npaBuiax
OOMHOYHOIo COOTBETCTBUA, TaK MU B nNpaBunax TOYHOIoO COOTBETCTBUA, MNpaBUIIO
OOMHOYHOIo COOTBETCTBMA UMEEeT NpenmMyLleCTBeHHY0 Cuiny Haa npaBuiioMm TOYHOIO
COOTBETCTBUA.

8.4.7.3. dtanbl KOH(Urypaumum

Hactpoika Ha3Ha4yeHus hbunbTpaLmm XXypHana

e (JononHutenbHo) o ymonyaHuio nonydvatens dunbTpaumMm - BCe, TO €CTb BCe
XYpHanbl OTUNbTPOBbLIBAKOTCS.

e Ecnu He ykasaHO MHOe, BbIMOSHUTE 3TY KOH(Urypaunio Ha yCTpONCTBE AS1s1 HACTPOMKK
Ha3HayYeHWss unbTpauun XypHasnos.

Hactpouka pexunma punbTpaumm XXypHanoB

e (JononHutenbHo) MNo ymonyaHuio pexum dunbTpauum xypHana — filter-only (tonbko
OTULTPOBAHHbBIE).

e Ecnu He ykasaHO MHOe, BbIMOSIHUTE 3TY KOHUrypaunio Ha yCTpONCTBE 4S5l HACTPOMKM
pexuma punbTpaunm XypHarnos.

Hactpowka npaBuna cpunbTpaumm XXypHanos
o (OGsazaTenbHo) No ymonyaHuio NpaBuio ounbTpaumMm He HACTPOEHO.

e Ecnu He ykaszaHo MHOeE, BbIMOSIHUTE 3TY KOHUrypauuto Ha YCTPOMUCTBE A9 HAaCTPOMKN
npasuna punbTpaLun XypHanos.

8.4.7.4. NMpoBepkKa KoHdUrypauumm

BbinonHuTe komaHay show running gns otobpaxeHns KoHUrypaumm.
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8.4.7.5. CBAA3aHHble HAaCTPOMUKU

Hactpowka Ha3Ha4yeHuUs hbunbTpaLmm XypHana

KomaHpa logging filter direction { all | buffer | file | server | terminal }

Onucanwne all: oT1NbTPOBbLIBAET BCE XYypHAsbI.

napameTpos buffer: oTdunbTpoBLIBaET XKypHanbl, oTnpaBnsemble B Oydep
XXYpHanupoBaHus, TO eCTb XypHarnbl, oTobpaxaemble koMaHaon show
logging.
file: oTUNBLTPOBBLIBAET XXypHarbl, 3anNMCaHHbIe B haisibl )KypHaroB.
server: OTUNbTPOBLIBAET XypHanbl, OTNPaBfEHHblE Ha cepBep
XYpHanupoBaHus.
terminal: oTUNILTPOBLIBAET XypHaribl, OTNPaBiEHHbIE HA KOHCOMb U
TepmuHan VTY (Bkmoyaa Telnet n SSH)

Pexnm Pexwum rnobansHon koHdurypaumm

KOHUrypauum

Mcnonb3oBaHue MonyyaTtene dunbTpauum no ymonyanuto: all, To ecTb BCe XypHanbl

KOHUrypauum OTUNBTPOBLIBAIOTCA.

Boinonunte komangy default logging filter direction, 4TOObI
BOCCT@HOBUTb nosfyyaTenen punbTpauum no ymonyaHuo

Hactpouka pexunma punbTpaumm XXypHanoB

KomaHga logging filter type { contains-only | filter-only }

Onuncanne contains-only: ykasbiBaeT, 4TO BbIBOOATCA TOSMbKO >KypHanbl,

napameTpos coAepxalyue KrnoyeBble CrioBa, ykasaHHble B NpaBunax gunbTpauun.
filter-only: ykasbiBaeT, UTO XXypHanbl, cogepXxalme KiodeBble CroBa,
yKasaHHble B npasunax punbtpaummn, oTunbTpOoBLIBAKOTCS, U He ByayT
BbIBOAUTHLCS

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

Mcnonb3oBaHne HoctynHbel gBa pexunma dunbTpaumm: contains-only u filter-only. Mo

KOHpurypaumm YMOM4YaH1Io ncnonb3yetcs pexmm dounetpaumm filter-only

@ §) QTECH

MWP OOCTYNHEE

132




PykoBogcTteo no Hactporike QSW-7600

KoHdurypaums cuctemHoro xypHana (syslog) | www.gtech.ru |

Hactpowka npaBuna cunbTpauunm XXypHasnos

KomaHpa

logging filter rule { exact-match module module-name

mnemonic mnemonic-name level level | single-match { level level |
mnemonic mnemonic-name | module module-name } }

OnwucaHue
napamMmeTpoB

exact-match: ecnu BbibpaHo exact-match, HeobxoamMmo BbiOpaTb Bce
Tpy onumn ounbTpaLmn.

single-match: ecnu BbibpaHo single-match, MoXHO yka3aTb TONbKO OAMH
13 Tpex BapuaHToB punbTpaumnn.

module module-name: ykasbiBaeT umsa Moayns. >KypHarnbl 3T0ro Mmoayns
OyayT OT(MNbTPOBaHbI.

mnemonic mnemonic-name: 0603Ha4YaeT MHEMOHUKY. YKypHarbl ¢ 3Town
MHEMOHUKOM ByayT OT(PUIbTPOBaHSI.

level level: ykasbiBaeT ypoBeHb XypHana. >KypHarnbl 3Toro yposHs 6yayT
OTPUNBTPOBaHLI

Pexnm
KOHUrypauum

Pexwum rnobansHon KoHdurypauum

Mcnonb3oBaHue
KOHdourypaumm

MpaBuna dunbTpaumm XypHanoB Bknto4vawT exact-match (ToyHoe
cooTBeTCcTBME) U single-match (cooTBeTCTBYET OAMH M3 BapUaHTOB).

KomaHnga no logging filter rule exact-match [ module module-name
mnemonic mnemonic-name level level ] ucnone3yetca ons yganeHus
npasun unbTpaumMmM TOYHOrO COOoTBETCTBMSA. Bbl MoXeTe yaanaTe Bce
npasuna hunbTpaunmm TOYHOro COOTBETCTBMSA CPa3y Un No OAHOMY.

Komanga no logging filter rule single-match [ level level | mnemonic
mnemonic-name | module module-name ] ucnonb3dyeTtcsa ona yganeHus
npaBun C OOHWM COOTBETCTBMEM. Bbl MOXeTe yaansitb Bce npasuna
dunbTpauMmn ¢ 0 gHMM COOTBETCTBMEM CPa3y MMM MO OQHOMY

8.4.7.6. NMpumep KoHcpUrypaumm

Hactpoika hmnbTpaumm cucteMHbIX XypHanoB (syslog)

CueHapun

Heobxoanmo HacTponTb (PyHKUMIO OUMbTPaLUMM CUCTEMHBIX XXYPHaIoB
(syslog) cnegytowmm obpasom:

3apanTe nony4yartens dounbTpaumm XXypHaroB Kak terminal n server.
3apanTe pexum hunbTpaumm XypHana Ha filter-only.

YctaHoBuTE npaBuno dunbTpaummn XypHana Ha (single-match) ogHo
cooTBeTCTBME, 4YTOObI OTMNILTPOBATL >KypHamnbl, coAepXalme UMs
moayna "SYS"

JTansl
KOHUrypauum

HacTtponTe pyHKLMIO hmnbTpauumn CUCTEMHbIX XypHanoB (Syslog)
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QTECH# configure terminal

QTECH(config)# logging filter direction server
QTECH(config)# logging filter direction terminal
QTECH(config)# logging filter type filter-only
QTECH(config)# logging filter rule single-match module SYS

MpoBepka e Buinonnute komaHay show running-config | include loggging
KOHcpurypawmm Ons otobpaxeHust KOHUrypaumm.

e Bongute u BbinguTe M3 pexmma rnodanbHON KOHUrypaumm m
ybenuTecs, 47O cuctema oTobpaxaeT XypHanbl
COOTBETCTBYIOLLMM 0Bpa3om

QTECH#configure

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#exit

QTECH#

QTECH#show running-config | include logging

logging filter direction server

logging filter direction terminal

logging filter rule single-match module SYS

8.4.8. HacTpoiika nepeHanpaBrieHU CUCTEMHOIO XypHana

8.4.8.1. PeaynbTaT KOHUrypauumm

B VSU xypHanbl Ha OOMOMHUTENBHOM UM PEe3epPBHOM YCTPONCTBE OTOOpaxarTcs B
TepMuHarne KOHCONN U NepeHanpaBnAtoTCA Ha aKTUBHOE YCTPOMCTBO ANS OTOBpaxeHns
Ha KoHconu unu TepmnHane VTY, a Takke xpaHeHun B bydepe namsiTv, pacLuMpeHHON
drew-namaT UM Ha cepBepe CUCTEMHOIO XXypHanNMpoBaHUS.

Ha otgenbHom VSU nocne BKIOYEHUS QyHKUMW MepeHanpaBeHust, KypHarnbl Ha
OOMNOMHUTENBbHOM UNKU pe3epBHOM YCTponcTBe ByayT nepeHanpaBneHbl Ha akTUBHOE
YCTPOWCTBO, a B Kaxabli XypHan 6yoet gobaeneH cdnar ponu (*ID yctpowncTea),
yKasblBalOLWNA Ha TO, YTO >XypHan nepeHanpasrneH. [1peanonoxum, 4To 4eTbipe
ycTponcTBa o06pasyloT O0OHO YCTPOWCTBO BupTyanbHom kommyTtaumm  (VSU).
MpoeHTndukatop aktmBHoro yctpomctea — 1, mgeHtUdukaTop AONOSHUTENLHOMO
YCTPOWCTBA — 2, a AEHTUMUKATOPbI ABYX Pe3epPBHLIX YCTponcTB — 3 1 4. dnar ponu
He goGaBnseTcsa B XXypHanbl, CO34aHHble aKTUBHbIM yCTpoucTBOoM. dnar ponu (*2)
aobaBnsieTca B XypHanbl, NepeHanpasBneHHble C OOMOMHUTENbHOrO yCTPOMCTBA Ha
akTMBHoe yctpounctBo. ®narn ponen (*3) n (*4) pobaBnsaAwTCA COOTBETCTBEHHO K
XypHanam, nepeHanpaBfneHHbIM C [OBYX pPe3epBHbIX YCTPOWCTB Ha aKTUBHOE
YCTPOWCTBO.

Ha yctponctee VSU c mogynamum pacluMpeHus nocre BKMOYeHUs  yHKUMK
nepeHanpasneHns, XXypHarnbl Ha AONOMHUTENbHOM U pe3epBHOM YCTPOWCTBE ByayT
nepeHanpasreHbl Ha akTMBHBLIN MOAYNb YNpaBneHus, a B KaxAbli XypHan 6yaet
pobasneH cnar ponu (*ID ycTporcTea/vmMa MOAynsa ynpasreHus ), ykasbiBatloLwuii Ha To,
YTO XypHan nepeHanpasneH. Ecnu yeTblpe moayns ynpasneHus obpasyoT OAHO
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YCTPOMUCTBO BUpTyanbHon kommyTauuu (VSU), dnarm ponu nepedncrieHbl HUXe:
(*1/M1), (*1/M2), (*2/M1) n (*2/M2).

8.4.8.2. NMpumevaHusn

o OyHKUMA NepeHanpaBneHns CUCTEMHbIX XypHanoB (syslog) aencteyeT Tonbko Ha VSU.

o MOXHO orpaHN4MTbL CKOPOCTb NepeHanpaBrneHns XXypHanoB Ha akTUBHOE YCTPOMCTBO,
4yTOObl NPEAOTBPaTUTL CO3aaHNEe GONBLIOrO KONMYECTBA XKYPHAOB HA PE3EPBHOM UK
pe3epBHOM YCTPONCTBE.

8.4.8.3. dtanbl KOH(uUrypauumn

BknroyeHune nepeHanpaBneHuUs XypHana
e (OononHuteneHo) o ymonyaHuio nepeHanpasneHne xypHana sknio4eHo Ha VSU.

e Ecnu He ykasaHO MHOE, BbINOSTHUTE 3Ty HACTPOWMKY Ha akTMBHOM ycTponctee VSU mnn
aKTUBHOM MOAyre ynpasreHus.

YcTtaHOBKa orpaHM4yeHUn Ha KONIM4eCTBO COOOLIEeHNI XXypHana

e (JononHutensHo) Mo ymonyaHuioo M3 pe3epBHOro YCTPOMCTBA B aKTUBHOE YCTPOWCTBO
VSU B cekyHay nepeHanpasnseTcs makcnumym 200 KypHarnos.

e Ecnu He ykasaHO MHOe, BbINONMHUTE 3Ty HACTPOWMKY Ha akTMBHOM ycTponcTtee VSU nnu
aKTMBHOM MoAyIe ynpasreHus.

8.4.8.4. NpoBepkKa KoHdUrypauumm

BbinonHuTte komaHgy show running ans otobpakeHus KoHdurypauuu.

8.4.8.5. CBA3aHHbIe HACTPOUKM

BknioyeHue nepeHanpaBneHus XypHana

KomaHga logging rd on
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

Mcnonb3oBaHne | [lo ymonyaHuio nepeHanpasrieHne XypHarna BkrtodeHo Ha VSU
KOHdourypaumm

YcTtaHOBKa OrpaHM4YeHun Ha KOJIM4eCTBO COOOLLIEeHNI XypHana

KomaHga logging rd rate-limit number [ except level ]
Onuncanne rate-limit number: ykasbiBaeT MakcMmarnbHOE KONMMYECTBO >XYpPHaros,
napameTpoB nepeHanpasneHHbIX B cekyHay. AnanasoH 3HayveHun ot 1 go 10 000.

except level: orpaHnyeHue cCKOpoCTM HE MPUMEHSIETCS K XXypHanam c
YPOBHEM, 3KBMBAIEHTHBIM UMW HWXE, YKa3aHHOTO YPOBHS BaxXHOCTU. [1o
YMOJSYaHUIO YpPOBEHb BaXHOCTM — owwnbka (ypoBeHb 3), TO eCTb
OrpaHMYeHne CKOPOCTU He MPUMEHSETCS K XXypHarnam ypoBHS 3 UMK HuKe

Pexum Pexwum rmobanbHon koHUrypaumm
KOHdUrypauum
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Mcnonb3oBaHue | 1o ymon4yaHuio U3 pe3epBHOro YCTpoMCTBa B akTMBHOe ycTponcTeo VSU B
KOHUrypauum cekyHay nepeHanpasnsetca makcumym 200 xypHanos

8.4.8.6. NMpumep KoHdpuUurypaumumn
Hactpoika nepeHanpaBfieHUM CUCTEMHOrO XypHana

CueHapun Heobxoanmo HacTpouTb (QYHKUMIO NepeHanpaBneHus CUCTEMHbIX
XypHanoB(syslog) Ha VSU cnegytowum ob6pasom:

1. Bkntounte OyHKUMIO NepeHanpaBnieHns XXypHanos.

2. YcTaHoBUTE MakCMMarbHOE KOMMYECTBO XXYpPHANoOB C YPOBHEM Bbille
KpuTudeckoro (ypoBeHb 2), KOTOPbIN MOXeT ObITb nepeHanpasfieH B
cekyHay Ha 100

OT1ansl HacTtponTe (pyHKLMIO NepeHanpaBrieHns CUCTEMHbIX XypHanos (Syslog)
KOHUrypauum

QTECH# configure terminal
QTECH(config)# logging rd on
QTECH(config)# logging rd rate-limit 100 except critical

MpoBepka e Bowinonnute komangy show running-config | include loggging
KOHdourypaumm Onst oTobpaxkeHust KOHUrypaumm.

e CosganTe XypHan Ha pe3epBHOM YCTPOMUCTBE U ybeauTechb, YTO
XYpHan nepeHanpaBnseTcs Ha aKTMBHOE YCTPOMCTBO M
oTobpaxkaeTcsi Ha ero aKpaHe

QTECH#show running-config | include logging logging rd rate-limit 100
except critical

8.4.9. HacTponka MOHMTOpPUHIa CUCTEMHOIO XXypHana

8.4.9.1. PesynbTaT KOHUrypaumm

e 3anuwwute nonbITkM Bxoda/Bbixoda. [locne BKNHOYEHUS perMcTpaumMm  MonbITOK
BXOAa/BbIxo4a COOTBETCTBYHLUME XXypHamnbl OTOOpa)akTcsa Ha YCTPOMCTBE, Koraa
nosib3oBaTenn nosny4aroT JOCTYN K ycTponcTBy Yepes Telnet unm SSH. 310 nomoraet
agMUHUCTPATOPY OTCEXUBaTh NOAKIHOYEHNS YCTPOWCTB.

e  3anuwute namMmeHeHus KoOHdUrypauumn yctponcTs. [Nocne BKOYEHNs BeOEHWS XXypHana
onepauuii COOTBETCTBYHOLLME XKypHaribl 0TOBpaxarTCs Ha YCTPOMUCTBE NPU U3MEHEHUM
KOHUrypauum ycTpoucTBa nonb3oBaTtensamu. 3OTO NomMoraetT agMuUHUCTpaTopy
OTCNnexumBaTb NU3MEHEHNA KOHUrypaumi ycTponucTBs.

8.4.9.2. NpumeyaHumn

Ecnv Ha ycTponcTBe HacTpoeHbl 1 komaHaa logging userinfo, n komanga logging userinfo
command-log, To nNpu BbINONHEHUM KoMaHabl show running-config oTobpaxaeTca TONbKO
pesynbTaT KOHUrypauum komaHabel logging userinfo command-log.
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8.4.9.3. dtanbl KOH(uUrypauum

BkrnoyeHune permcrpaumm nonbITOK BXxoaa/Bbixoaa
o (JononHutenbHo) Mo ymonyaHuo pernctpawms nonbITOK BXoAa/BbiXxoAa OTKMAOYEHA.

° Ecnu He YKa3aHO WMHOe, BbINOJTHUTE 3Ty HaCTDOIZKy Ha Kakgou INUHUK yCTpOVICTBa,
YTOObI BKMIOYNTb permcTpauuio nonbIToOK BXoAa/Bbixoaa.

BknroyeHne BeaeHUs XXypHana onepauumn
o (JononHutenebHo) Mo ymonyaHuio BeeHWe XXypHana onepaunin OTKMYEHO.

° Ecnu He YKa3aHO WMHOe, BbIMNOJIHUTE 3Ty HaCTDOIZKy Ha KaXgou INUHUK yCTpOVICTBa,
YTOObI BKMIOYNTb perncrtpauunto onepau,mﬁl.

8.4.9.4. NpoBepka KoHhUrypauum

BbinonHuTe komaHay show running ans otobpaxeHus KoHUrypaumm.

8.4.9.5. CBsi3aHHble HaCTPOMUKMN

Bknro4yeHune perncTpaumm nonbITOK BXxoAaa/Bbixoaa

KomaHga logging userinfo
Pexunm Pexum rnobansHon koHdurypaumm
KOHUrypauum

Mcnonb3oBaHne | 1o ymMonyaHuo yCTPOMCTBO HE CO34aeT COOTBETCTBYIOLLME XKypHarbl Npu
KOHUrypauum BXOAe W BbIX0o4e U3 ero onepaumvoHHON CUCTEMBbI

BknioyeHue BeAeHUsA XypHana onepayum

KomaHga logging userinfo command-log
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

Mcnonb3oBaHne Cuctema co3gaeTt CBA3aHHbIE XypHarnbl npun BbIMOJIHEHUN

KOHdourypaumm nonb3oBaTeNsMM KoMaHg KoHdurypauum. o ymonyaHuio yCTponCcTBO He
co3gaeT  KypHanbl MpU  M3MEHEHUW  KOH(uUrypaumm yCTPOWCTB
nonb3oBaTensiMu

8.4.9.6. Npumep KoHcpUrypaumm

Hactpoiika MOHUTOPUHIa CUCTEMHOrO XXypHana

CueHapun Heobxoanmo HacTpouTb (PYHKUMIO MOHUTOPMHra CUCTEMHOIO XypHana
cnegyowmm obpasom:

BkntounTe permctpaumio NonbITOK Bxoga/Bbixoaa.
Bkntounte xypHannpoBaHue onepauun

OTanbl HactponTe pyHKLMIO MOHUTOPMHIa CUCTEMHbIX XXypHaroB (Syslog)
KOHpurypaLmm
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QTECH# configure terminal
QTECH(config)# logging userinfo
QTECH(config)# logging userinfo command-log

MpoBepka e Buinonnute komangy show running-config | include loggging
KOHUrypauum Ansa otobpaxkeHus KoHurypaumm.

e BbinonHuMTe komaHOy B pexume rrnobanbHon KoHUrypaumum u
y6eanTech, YTO cucTema co3gaeT XypHan

QTECH#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface gigabitEthernet 0/0

*Jun 16 15:03:43: %CLI-5- _CMD: Configured from console by admin
command: interface GigabitEthernet 0/0

QTECH#show running-config | include logging

logging userinfo command-log

8.4.10. CuHXpOHM3aLmsa Nonb3oBaTesIbCKOro BBoAa C BLIBOAOM XypHana

8.4.10.1. PesynbTaT KOHUrypaumm

Mo ymon4yaHuio, nonb30oBaTeNbCKMM BBOA CUMHXPOHM3MPOBAH C BbIBOAOM XypHana. [locrne
BKITOYEHNS 3TOM (DYHKUMM BBOL, COAEPXMMOro BO BpeMs BblBOAA XXypHana npoaormkaeTcs
nocrie 3aBeplLUeHUs BblBOAA XypHana, 4YTo obecneumBaeT HenpepbiBHOCTb U LENOCTHOCTb
BXOAHbIX AAHHbIX.

8.4.10.2. NMpumeyaHun

[daHHaa KomaHOa BbINOMHAETCA B pexume KOHUrypauum TepMUHanbHOro AocTyna.
Heobxoanmo HacTpouTb 3Ty KOMaHAy ANs KaXAoW NMHUKM No TpeboBaHuio.

8.4.10.3. dTtanbl KOH(Urypauum

CuHXpOHM3aLMA NONb30BaTeNIbCKOro BBoAa € BbIBOAOM XypHana
e (JononHutenbHo) Mo ymonyaHuio PyHKUUS CUHXPOHM3aUMM OTKIOYEHa.

e Ecnu He ykazaHo MHOe, BbINOMHUTE 3Ty HACTPOWMKY Ha KaXXaow NMUHUM coeanHEHUs Ans
CMHXPOHM3aLMM NONb30BaTENBCKOrO BBOAA C BbIBOAOM XXypHara.

8.4.10.4. NpoBepkKa KoHdUrypaumm

BbinonHuTe komaHay show running gns otobpaxeHns KoHUrypaumm.
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8.4.10.5. CBsizaHHble HAaCTPOMUKMU

CI/IHXpOHVI3aL|VIF| noJib3oBaTeJiIbCKOro BBoAga C BbiIBOAOM XypHana

KomaHga logging synchronous
Pexum Pexum koHdurypaumm coegnHeHns
KOHcpurypaumm

Mcnonb3oBaHne OTa komaHga ncnonb3dyeTca AOnAa CUHXpOoHU3auun MnoJfib30BaTESIbCKOro
KOHCbMpraLl,I/II/I BBOAaA C BbIXOAHbIMMX OaHHbIMW XypHana, YTOObI npeaoTBpaTuTb
npepbiBaHne BBOAA AAHHbLIX NMOJib30BaTeNemM

8.4.10.6. Mpumep KoHcpuUurypauumn

CMHXpOHI/I3aL|VIF| noJyib30BaTeJNIbCKOro BBoAa C BbiIBOOAOM XypHana

CueHapun HeobxogMmo  CMHXpPOHM3MpOBaTb  MOMb30BaTENbCKME  daHHble C
BbIXO4HbIMW AaHHBIMW XXypHana criegytowmm obpasom:

1. Bkntounte dyHKUMIO CUHXPOHM3aUnn

OT1ansl HactponTe pyHKLUMIO CUHXPOHU3aLMK
KOHdourypaumm

QTECH# configure terminal
QTECH(config)# line console 0
QTECH(config-line)# logging synchronous

MpoBepka Beinonuute komangy show running-config | begin line ana otobpaxkeHus
KOHdourypaumm KOHGoUrypaumm
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QTECH#show running-config | begin line
line con 0

logging synchronous

login local

Kak nokasaHo B crnefylolmx BbIXOOHbIX OaHHbIX, KOrda norb3oBaTtenb
BBOAMUT "vlan" cocTtosiHne wuHTeppenca 0/1 nameHsieTcss, U BbIBOAUTCA
COOTBETCTBYIOLLNI XXypHan. [Nocne 3aBepLueHns BbIBOAA XXypHana Moaynb
XypHana aBToOMaTuMyecku oTobpaxaeT BBOAMMbIE MOSMb30BaTENEM
AaHHble "vlan", yTobbl Nonb3oBaTesb MOr NPOAOIKUTL BBOA,.

QTECH(config)#vlan

*Aug 20 10:05:19: %LINK-5-CHANGED: Interface GigabitEthernet 0/1,
changed state to up

*Aug 20 10:05:19: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet 0/1, changed state to up

QTECH(config)#vlan

8.5. KoHTponb cocTtosiHuA

OuucTka

NMPUMEYAHME: BuinonHeHne KoMaHp, clear MOXeET NPUBECTU K NOTepe BaxkHOW MHopMauum
W, cnegoBaTtenbHO, NpepbiBaHN0 paboTbl Cryxo.

OnucaHune KomaHga

OunwaeTt xypHan B 6ydepe | clear logging
namsitu

OTobpaxeHune

OnucaHue KomaHga

OTobGpaxxaeT cTaTUCTUKY XKypHana 1 XXypHanbl B | show logging
Oydepe namMaTn Ha OCHOBE METKN BPEMEHU OT
nepsoun 4o nocnegHemn

OtobpaxaeT koHurypaumm u ctatuctuky | show logging config
CUCTEMHbIX XypHanos (syslog)

OTobpaxaeT cTaTUCTUKY >XypHana kaxgoro | show logging count
Moayrns B cucteme
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9. HACTPOUKA KOHTPOIA COCTOAHUA

9.1. O630p

KOHTpOJ‘Ib COCTOAHNA — 3TO WHTEeNIeKTyaribHoe annapatHoe ynpaBneHune AOna CeTeBblX
yctponctB QTECH, Bknwoyaa perynvpoBKy CKOPOCTU BEHTMNATOPA W MOHUTOPUHI

TemMmnepartypbl. KOHTpOJ'Ib COCTOAHUA BbINONMHAET cneayowimne 3anadu:

° ABTOMaTU4eckas perynmpoBka 4acCcTtoTbl BpalleHnAa BEeHTUNATopa B 3aBUCUMOCTU OT
N3MEHEHNA TEMNEPATYPbI 0pr>|<a|ou_|,e|7| cpeabl

e  MoOHUTOPMHI TemnepaTypbl NnaT B peXume pearnbHOro BpEMEHM ANS OMnoBeLLEeHUs
nonb3oBaTenen

Mo ymonuyaHunio yHKUUsE KOHTPONb COCTOSIHUS aKTUBUPYETCS NOCIE BKIHOYEHUS YCTPOMCTBA.
[lna aToro He TpebyeTcsa py4Hasi HacTpoika.

9.2. PyHKUUMN
9.2.1. ®yHKUUMN

BEHTUNATOPOB

PyHKLUMA OnucaHue

MHTennekTyanbHasa CkopocCTb BpalleHNst BEHTUNATOPOB perynupyeTcs asToMaTuyecku no
perynvmpoBka Mepe M3MEeHeHus TemnepaTtypbl B COOTBETCTBMM C NOTPEOHOCTSAMU
CKOpocCTHn CUCTEMbI B paccenBaHun Tenna

NHTennekTyanbHbIn

MOHUTOPWUHI
TemMmnepartypbl

Temnepartypy. Ecnn
nopor, cuctema

Cuctema aBTOMaTMYECKM KOHTpoOnupyeT
TemnepaTtypa nNpeBbilAaeT  onpeaeneHHbIi
aBTOMaTU4YeCKN reHepupyeT curHan TpeBoru

KoHTponb nutaHus

Cuctema aBTOMaTU4eCkn KOHTPONMpyeT nuTaHue. Ecnn molHocTb

HegocTaToyHAa MMM He MoXeT ObiTb onpegeneHa, cucrema
aBTOMaTUYECKM CreHepuUpyeT CUrHam Tpesoru

9.2.2. UHTenneKkTyanbHasa peryrimpoBKka CKOPOCTU BEHTUNATOPOB

Mo Mepe MOBLILEHUS WU MOHWXKEHWUsI TemnepaTypbl OKpyXKatollen cpenbl BEHTUNSTOPbI
aBTOMaTU4YeCkN NOAHMMAIOT UMM YMEHbLUAKT CKOPOCTb BpaLLeHUsi, YTobbl pacceaTb Tenmo u
obecneynTb HU3KNIA YPOBEHDb LUYMA.

MpuHUMN pa6oTobl
lNMpoBepka KoHcUrypaumm

e 3anyctute komaHgy show fan pana otobpaxeHua paboyero COCTOSIHUSA BCex
BEHTUINSATOPOB.

e Bbinonnute komaHgy show fan speed ans otobpaxxeHnsa CKOPOCTU BpaLLEHUS.

9.2.3. UHTennekTyanbHbIM MOHUTOPUHI TemnepaTypbl

Cuvctema aBToMaTM4eCcku KOHTponupyeT TemnepaTypy. MNpu nsmeHeHMM TeMnepaTypbl cuctema
aBTOMaTU4YeCKM yBeOMIISIET Nonb3oBaTeren.
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9.2.3.1. MpuHUMN paboTbl

Cuctema 3amepsieT TemnepaTypy OAUH pa3 B MuHyTy. Ecnu TemnepaTtypa npeBbilaeT
onpeferneHHbIN NOpor, CMCTEMa BbLIMOMHAET COOTBETCTBYHOLlEEe AeicTBMe. TemnepaTtypa M
[AeNCTBME pasHble Ha PasnnUYHbIX YCTPOUCTBAX.

9.2.3.2. NpoBepka KoHhUrypauum

BbinonHute KOMaHAay show temperature an4a 0To6pa>|<eH|/|;| TemMnepaTtypbl CACTEMBbI.

9.2.4. KoHTponb nutaHusA

Cucrtema aBToMaTUYECKM KOHTpONMpyeT nnTaHne. Ecnu MowHOCTL NMMTaHUA HegocTaTouHa Unm
He MOXeT ObITb onpeageneHa, cuctema aBToMaTU4eCkn creHepupyeT CUrHan TpeBorun.

9.2.4.1. NMpnHUMN paboTbl

Cuctema 3amepsieT MOLWIHOCTb OAMH pa3 B MuHYyTy. Ecnn cuctema o6HapyxuBaeT
HEAOCTATOYHY0O MOLLUHOCTb, WHAMKATOP TPEBOrM CTAHOBUTCS KEMTbIM, W MNOsiBNsieTcs
cooblleHne cuctemHoro ypHana. [locne ycTpaHeHuss coObITUS TpeBOrM cucTema
BOCCTaHaBnmBaeTcs. Ecnu cuctema He MOXeT MAeHTUUUMPOBaTb MOAAHHOE NUTaHWe,
WHOMKATOP TPEBOMM CTAHOBUTCA XenTbiM. [locne OTKNIYEeHWss nuTaHus  cucTema
BOCCTaHaBMMBaeTCS.

9.2.4.2. lNpoBepkKa KoHdUrypaumm

BbinonHnte komaHgy show power ansi otobpaxeHuss MHopMaLumm O NUTaAHKMK.
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10. HACTPOUKA PKG_MGMT
10.1. O630p

YnpaBneHue naketamu (pkg_mgmt) — 370 MoAaynb NPOBEPKN KOHUrypaumm n oGHOBNEHUN
annapaTtHoro obecneveHusi. JTOT MoAyNb OTBEYaeT 3a YCTaHOBKY, OOHOBMeHue/oTKaT
CUCTEMbI, 3anpocbl U 0BCNy>XMBaHME PasfMYHbIX KOMMNOHEHTOB YCTPOWCTBA, Cpean KOTOpbIX
oGHOBMNeHVEe ABNsieTCA OCHOBHOW (byHKUumen. bnarogaps oOHOBNEHMIO nonb3oBaTeny MoryT
YCTaHOBUTb HOBYKD BEPCUIO MPOrpammHoOro obecneveHus, 6onee ctabunbHYO UM MOLLHYHO.
Bnarogapst moayneHon cTpyktype cuctema QTOS nogaepxusaeT NonHoe oOHOBMEHME.

NMPUMEYAHUE: naHHbLIN JOKYMEHT OTHOCUTCS ToNbKO K Bepcun 11.0 1 6onee no3gHuX.

10.2. MNpumeHeHne

NMpumeHeHune CueHapuu
O6HoBnenne/OTKaT O6HoBneHne BcTpoeHHoro 1O noacuctembl, Hanpumep,
NOACUCTEMbI 3arpy304HOro CekTopa, sapa v KOpHEBbIX NMPaB Ha YyCTPOWCTBE

O6HoBnenne nogcucrtembl B | OB6HOBREHWe nakeTa ¢ ogHOW PYHKUMEN HA YCTPONCTBE
0lHO AencTsme

YcTaHoBKa natya YctaHoBMTE natd M OBHOBWUTE OMpedeneHHyl 4acTb
KOMMOHEHTa qoyHKLNK

ABTOCUHXPOHMN3ALMS ana | Hactponte nonmntuky aBTOMaTUYECKOW  CUMHXPOHM3aLuu,
obHoBREHMA OnanasoH 1 nNyTb

10.2.1. ObHoBneHue/OTKaT NoaACUCTEMbI

10.2.1.1. CueHapun

Mocne 3aBepLueHns 06HoBNEeHNUst BCTpoeHHOoro O nogcmctembl BCe CUCTEMHOE MPOrpaMmmMHoOe
obecnevyeHne ycTponctea oGHoBNSIETCA, a obLee NnporpammMHoe obecneveHme yny4llaeTcs.
Kak npaBuno, MwukponporpaMMmHoe obecneyeHne MOACMCTEMbI OTAENbHOrO YCTPOWCTBA
Ha3blBAeTCSA OCHOBHbIM NMaKETOM.

OcHoBHble hyHKLMK 3TOTO pexunma 0OHOBIEHMS criefyroLme: Bce NporpaMmmHoe obecnevyeHne
Ha yCTponcTBEe OOHOBMSETCS NOCNE 3aBepLleHUs anrperga; Takum obpasom, MCMpaBnsaoTCs
BCE W3BECTHble OWMbOKM nporpammHoro obecneveHusi. [nsi 3aBeplleHnss OOBHOBMNEHUS
TpebyeTcsi MHOro BpEMEHN.

10.2.1.2. OnucaHue

OCHOBHOW NakeT MOXHO COXpaHUTb B KOpHEBOM KaTanore TFTP-cepBepa, 3arpy3vTb NakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuUTb KOMaHAy OBHOBMEHUsA And fiokanbHOro o6HOBNEeHUs naketa.
OcHOoBHOM MakeT Takke MOXHO COXpaHuTb Ha dnew-Hakonutene USB wnn SD-kapre,
noaknounTb prew-Hakonutens USB K yCTPOMCTBY M BbINOMHUTL KOMaHay OBGHOBReHus Ans
o6GHOBMNEHMA NakeTa.

Mepen BbINONHEHNEM OBHOBNEHNS HEOBXOONMMO COXPaHUTbL NakeT Ha dnew-Hakonutene USB,
Tak Kak pa3mMep OCHOBHOrO MakeTa CrWLUKOM BenWK, YTOObl ero MOXHO OblNO COXpaHUTb B
namMmsiTu yCTpomncTea.
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10.2.2. ObHOBNEeHue noacucTeMbl B O4HO AencTBue

10.2.2.1. CueHapuun

O6HoBMTE MUKpONPOrpaMmmy aBToMmaTnyeckmn 6e3 npepbiBaHnsA paboTbl cnyxb B cucteme VSU
C AByMs moaynsmu ynpasneHusa. B pexume VSU mnn B aBTOHOMHOM peXxunme nocrie 3Tomn
KOHoMrypauum ogHo 13 ycTponcTs ByaeT nepesanyLeHo, YTo NpuBeaeT K NpepbiBaHnMio paboThbl
cnyx6.

10.2.2.2. OnucaHue

OcHOBHOWM NakeT MOXXHO COXpaHUTb B KOpHEBOM kaTanore TFTP-cepsepa, 3arpy3nTb NakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuUTb KOMaHay OOHOBNEHUNA ANS NOKanbHOro OBHOBNEHNA nakeTa.
OcHOBHOM NakeT Takke MOXHO COXpaHuMTb Ha dnew-Hakonutene USB wunu SD-kapte,
NOOKMHOUYNTL K YCTPOWCTBY pnew-Hakonutens USB unu SD-kapTy, a 3aTem BbINONHUTb
KomaHay obHoBNEeHNsA ns 0OHOBNEHMSA NakeTa.

10.2.3. YcTaHOBKa natya

10.2.3.1. CueHapuu

YTo6bl yCcTpaHUTb OWNOKN NporpaMmHoro obecnedeHns 6e3 nepesarpy3km yCTPONCTBa, MOXHO
yCTaHOBUTb natyuu. lMaTtum NpMMeHUMbl TOMbKO ANSA UCMPaBreHUs OnpeaeneHHOW Bepcum
nporpaMmmMHoro obecneyeHnsa. Kak npaBuno, natyn MPUMMEHSIOTCA ANs  UCnpaBneHus
nporpaMmmHoro obecneyeHnss onpegeneHHon Bepcumn ToNbko B TOM criyyae, ecnv YyCTPONCTBO
He MoxeT ObITb 3anyLeHo B cpefe nonb3oBaTtens.

Camasa BaxHas yHKUMS OOHOBMEHMA MOCPeaCTBOM NaTya 3aknyaeTcsas B TOM, YTO Bce
ownbkn moryT 6bITb ucnpaBneHbl 6e3 nepesarpy3kym yCTpoOWCTBa MOCNE 3aBepLueHUus
OoBHOBMNEHMS.

10.2.3.2. OnucaHue

Bbl MOXeTe coxpaHuUTb JaHHbIM NakeT B KOPHEBOM KaTasnore TFTP-cepsepa, 3arpy3untb naket
Ha YCTPOMCTBO W BbINOAHUTL OOHOBMNeHMe. [laty Tawke MOXHO COXpaHUTb Ha
dnew-Hakonutene USB nnn SD-kapTe, NoakniovnTb K YCTPONCTBY hneww-Hakonutens USB nnn
SD-kapTy, a 3aTeM 3aBepLnTb 0GHOBMEHME.

10.3. PyHKUUHN

10.3.1. ba3oBble KOHLUenuun

NMoacucrtema
Moacmctema HaxoauMTCs Ha ycTponcTee B Buae obpasos. MNogcuctema QTOS BknoYaeT:
e boot: nocne BKMOYEHNS1 YCTPOMCTBO CHavana s3arpyxaeT W 3anyckaeT 3arpy304Hyto

nogcucteMy. OTa noacucrtemMa oTBeYaeT 3a MHMUManmn3aumio YCTPOMCTBA, 3arpy3ky u
3anyck obpasoB CMCTEMBI.

e kernel: agpo sBNSieTCSA OCHOBHOW YaCTbiO ONEPALMOHHON CUCTEMBI. OTa nogcuctema
3awmwaeT coctaB o0bopydoBaHMS CUCTEMbI WM MNPEeOCTaBnseT  MPUIOXKEHUAM
abcTpakTHyto pabouyio cpeqy.

e rootfs: rootfs — 310 Habop NpUNoXeHNn B CUCTEME.
OcHoBHOM nakeT

e OcHOBHOM nakeT 4acto wucnonb3yetca Ans ob6HoBneHus/oTkaTa NoaCUCTEMBI
oTaenbHoro yctponctaa. OCHOBHOW NakeT — 3TO KOMOUHUPOBAHHbBIN NakeT NOACUCTEM
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3arpysku, dagapa u“ rootfs. OCHOBHOM nakeT MOXEeT WCnofb3oBaTbCA ANS o6u_|,ero
OOHOBEHMsI/OTKaTa CUCTEMBI.

10.3.2. O630p

PyHKLUMA OnucaHue

O6HoBnenne/OTKaT 1 O6HoBnseT/OTKaTbIBAET NOACUCTEMY

ynpasneHue
KOMNOHEHTAMU

NnoACUCTEMbI

10.3.3. O6HoBnNeHue/OTKaT U ynpaBneHue KOMMNOHEHTaMU NOACUCTEMbI

O6HoBneHne/oTkaT NOACUCTEMBbI HanpasneHo Ha OBHOBNEeHWe nporpammMHOro obecnevyeHus
nyTemM 3ameHbl KOMMOHEHTOB MOACUCTEMbI YCTPOMCTBA KOMMOHEHTaMu MOACUCTEMbl B
MuKponporpamme. KOMMOHEHT MOACUCTEMbI BbLINOMIHEH C Yy4eTOM pe3epBupoBaHus. B
OOMbLIMHCTBE CrlydyaeB MNOACUCTEMbl YCTPOWUCTBA HE 3aMEHSIIOTCH HenocpedCcTBEHHO Ha
nogcuctembl B nakeTe BO Bpems OOHoBneHus/oTkata. BmecTo 3TOro Ha YCTPOWCTBO
Ao6aBnsaTCA NOACUCTEMbI, @ 3aTEM OHU aKTUBMPYHOTCS BO BpeMs obHOBreHus/oTkaTa.

10.3.3.1. NMpuHUKUN paboTbl

OobHoBneHue/OTKaT

Ha ycTponctBe CyLlecTBYOT pasfuyHble NOACUCTEMbI B pPasfnuyHbiX ¢opmax. [loatomy
obHoBneHne/oTKaT 3aBUCUT OT pasfIMYHbIX NOACUCTEM.

e boot: kak npaeBuno, aTa noagcuctema CyLecTByeT Ha ycTpowncTtee norflash B Buge
obpaszoB. [loaTomy o6GHOBMEHME/OTKAT 3TOW MNOACMCTEMbI 3aKOYaeTcs B 3anuncu
obpasa Ha ycTtponcTteo norflash.

e Kkernel: ata noacuctema cywecTByeT B onpefeneHHOM pasgerne B Buae ansos.
[MoaToMy oGHOBNEHNE/OTKAT 3TON NOACMCTEMbI 3aKMOYaeTCH B 3anncu annos.

e rootfs: kak npaBuno, aTa nogcuctema cyllectByeT Ha ycTponctee nandflash B Buge
obpaszoB. [losTomy o6GHOBMEHME/OTKAT 3TOW MNOACMCTEMbI 3aK/O4YaeTcs B 3anuncu
obpasa Ha ycTponcTteo nandflash.

YnpaBneHune

BbinonHute 3anpoc KOMMOHEHTOB MNOACUCTEMbI, OOCTYMNHbIX B OaHHbI MOMEHT, a 3aTeMm
3arpy3nte KOMNOHeHTbl NnoACUCTEMbI NMPU HeobXoaANMOCTN.

Kaxablh KOMMOHEHT MNOACUCTEMbl BLIMOMHEH C Y4YeTOM pes3epBupoBaHus. Bo Bpems
obGHoBReHusa/oTKaTa:

e boot: 3arpysoyHas noacucTtema Bcerga COOEPXKMT YMNpaBnsioLLy0 3arpy3oyHyto
MOACUCTEMY U PE3EpPBHYI0 3arpy3odHyl0 noacucteMmy. B npouecce 06GHOBMNEHUs
3agencTBoBaHa TOMbKO YMpaBnsoLWlas 3arpysoyHas noacucteMa, a pesepsHas
3arpysoydHas nogcucTema CnyxuT ans pe3epBHOro KonmpoBaHus.

e Kkernel: nogcnctema sgpa cogepxuT XoTs Obl OAHY pe3epBHyo konuto. [py Hanuumm
AOCTaTOYHOro NPOCTPAHCTBA A0MyCcKaeTcst bonbliee KONMYECTBO pe3epBHbIX KOMUA.

e rootfs: nogcuctema rootfs Bcerga coaepxuT pe3epBHYHO KOMUIO.

KoMMOHEHT 3arpy3kn He BXoauT B cpepy ynpasneHna nogcnucteMamm ns-3a ero cneumdukun. Bo
BpeMsa OBGHOBMEHMS f4pa uUnmM KOMMNOHeHTa nogcuctembl rootfs mogynb obHoBneHus/oTkaTa

145

@ §) QTECH

MWP OOCTYNHEE




PykoBogcTteo no Hactporike QSW-7600

HacTpowka pkg_mgmt " wwwatech.ru |

BCerga 3anuncbiBaeT VICI'IOJ'Ib3yeMbIl7I KOMMOHEHT NOACUCTEMBbI, N30bLITOYHLIA  KOMMOHEHT
noacucTtembl n I/lHCbOpMaLl,VI}O ynpasneHua O pa3rinyHbiX BEPCUAX.

10.3.3.2. CooTBeTCTBYIOLWAsA KOHdUrypaumsa

OOb6HoBINeHue

CoxpaHuTe hainn 06HOBNEHMS Ha NOKanbHOM YCTPOWCTBE U BbINOMHUTE KOMaHay upgrade ans
obHOBMEHNS.

10.3.4. O6HoBnNeHue/OTKaT U ynpaBrneHue naketamu ropsiumx ncripaBrneHnmn

10.3.4.1. NMpuHUUN paboTbl

O6HoBMNEHNEe KOMMOHEHTa 3aMeHsieT dyHKUMoHanbHble darnnbl Ha ycTponcTee dannamm
KOMMOHEHTa B NakeTe.

O6HoBMNEHNE NakeTamu ropsvnx UCnpaBreHnn aHanorMYHo oBHOBNEHUIO PyHKUMI. PasHuua
3aKn4yaeTcd B TOM, YTO BO BpeMsi OOHOBMNEHUSI MAKETOM FOpsYero UcrnpaeneHnst 3aMeHsItoTCs
TONbKO dpannbl, noanexawme obHoBneHuto. Kpome TOro, nocrne 3ameHbl HoBble dhansbl
BCTYNatoT B CUIy aBTOMATUYECKN.

[Nocne nakeTHoro o6HOBNEHUS OTAENMbHbIM KOMIOHEHT HE MOXET ObiTb OOHOBNEH.

YnpaBneHue

AHanNorMyHo ynpaereHuo KOMMOHEHTaMu, ynpasfieHue naTtyaMu Takke BKM4vaeT B cebs
onepauun 3anpoca, YCTaHOBKM WU yOarieHusi, KoTopble SBNSOTCS pe3ynbTaToM gobaBneHus,
3anpoca 1 yaaneHus AaHHbIX COOTBETCTBEHHO.

YnpasneHve natyamMmm WM KOMMOHEHTaMM OCYLIECTBNSETCA Ha OCHOBE OOHOM U TOW e
TexHosnorun. PasHuua 3aknioyaeTcs B TOM, YTO MaTyy BKIAKYAKT TPU PasfUYHbIX COCTOSHUS:
He YCTaHOBMEHbI, YCTAHOBIEHbI N aKTUBMPOBAaHbI. DTN COCTOSHNSA ONMUCaHbl HUXE:

MaTty B COCTOSIHUM YCTAHOBMEHO YyKa3blBaeT TOMbKO Ha TO, YTO ITOT MaTy CylecTByeT Ha
YCTPOWCTBE, HO OHO ellle He BCTynuno B cuny. [onycTuM TONbKO NaTy B aKTMBMPOBAHHOM
COCTOSIHUM.

10.3.4.2. CooTBeTCTBYIOLWAsA KOHdUrypaumsa

OOHoBINeHue

CoxpaHuTte dann obHoBMEHMs1 B NnokanbHOW hansioBON CUCTEME W BbINOMHUTE KOMaHAy
upgrade anst oGHoBNEHMS.

AKTUBaUuMA naTtya

e [Ina BpeMeHHON aKTUBauUMM UCNPaBEHUA MOXHO 3anyCTUTb KoMaHgy patch active.
McnpaBneHne CTaHOBUTCA HeOEeWUCTBUTENbHLIM MOCMe nepesanycka YCTPOMCTBA.
UTto6bl Mcnonb3oBaTb 3TO WUCNpaBneHWe Mnocne nepesarpyskn YCTPOWCTBA, €ero
Heo6X0OUMO aKTMBMPOBaTb MOBTOPHO.

e MoxHO Takke 3anycTuTb kKOMaHay patch running, 4Tobbl aKkTMBMPOBATL UCNPABIIEHNE
Ha NOCTOSAHHOW OcHOBeE. [locre aToro UcnpaBreHne OCTaeTCca AENCTBUTENbHLIM AaXe
nocre nepesanycka yCTpOnCTBa.

e HeakTnBupoBaHHOE MCNpaBNeHNe HUKOrAa He CTaHeT AENCTBYIOLMM.
JeaktnBauus natya

UToObl AeakTMBMpPOBaTL UCNPaBneHne, BbINONHUTE KOManay patch deactive.
YpaneHue natyam

[na yoaneHusa ropsyvero ucrnpasneHns MOXHO BbINOMHUTL KOMaHay patch delete.
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10.4. Kondourypauusa

KoHdumrypauus

OnucaHue U KOMaHAaa

O6HoBneHne/OTKaT

BcTpoeHHoro N0

OcHOBHOM  (DYHKUMEN KOH(pUrypauum SBNAeTCA YCTaHOBKa WU
o6HoBneHne/oTkaT BCTpoeHHoro MO noacuctembl, NnakeTa yHKUMIA K
nakeTa ropsiyero ucnpasneHuns. 3Ta KoManga AencTBUTenbHa Kak Ha
YCTPOWCTBE OTAENBLHOIO TUNAa, Tak U Ha YCTPOMCTBE TMMa Laccu

upgrade url [ force ] url — 3TO nokanbeHbIA NyTb, rae
XpaHuTCca MuKpornporpamma. Jta
KOMaHga wucrnonb3yetcs  AnA
OGHOBMNEHNsT  MWUKPOMpPOrpamMMbl

yCTpONCTBa
upgrade download tftp:/ path [ | path — aTo nyTb K
force] MUKpOMporpaMme Ha cepBepe.

OTa KomaHga ucnonb3yeTtcsa Ans
3arpy3kM  MUKpOnporpaMmmbl  C
cepBepa U aBTOMaTU4ECKOro
oOHoBMEeHWs nakeTa

upgrade download path — 37O nyTb K
MUKpOMNpoOrpaMme Ha cepBepe.
via mgmt number: Ecnn pexum
nepegadn oob tftp n unmeetca
Heckorbko noptoB MGMT, MOXHO
BblIOpaTb ONpeaeneHHbIn noprT.

oob_tftp://path [ force ]

OTa KomaHga ucnonb3yeTcsa Ans
3arpy3kM  MUKponporpaMmmbl  C
cepBepa U aBTOMaTU4YECKOro
obHOBNEHNA nakeTa

patch active BpemeHHo aKkTusupyeTt
ncnpaeneHue
patch running AKTUBMpPYET WUCMpaBreHME Ha

MOCTOSAHHON OCHOBE,

HeaktnBaumus

n

yaanedue

ropga4yero

(OononHutensHo) [eakTMBMpyeT Unu yaansieT ropsiyee ucrnpasreHue

ncnpasneHna

patch delete YpansieT ropsyee ucnpaerneHme

10.4.1. O6HoBneHne/OTKaT BCTpOoeHHoro MO

10.4.1.1. Pe3ynbTaT KOHdUrypauum

[ocTynHble MUKpONpPOrpaMmbl BKIOYAKOT OCHOBHOM MakeT.
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e [locne 3aBeplieHnsi OGHOBMEHNA OCHOBHbIM MAKETOM BCE CUCTEMHOE MporpammHoe
obecrneyeHne Ha nNUHENHOW kapTe OOHOBMsEeTcA, a nporpaMmmHoe obecnedeHve B
Lenom ynydwaeTtcs.

NMPUMEMYAHMUE: kak npaBuno, Ans obHOBNEHMSA yCTPONCTBA OTAESNbHOrO TMna BbiMyckaeTcst
OCHOBHOW Naker.

10.4.1.2. dTtanbl KOHUrypaumm

OGHOBNEHMe OCHOBHOrO NakeTa Afifa 0aHOro yCTpOﬁCTBa

e [lononHuTenbHaa koHdurypaumsa. 3ta koHurypauus Heobxoamma, ecnu TpebyeTtcs
0BHOBUTbL BCE CUCTEMHOE MporpaMMHoe obecreyeHme ycTponcTBa.

e 3arpyaute MUKpPOMNpOrpamMMy Ha JloKanbHOEe YCTPOWCTBO M BbINOSIHUTE KOMaHAy
upgrade.

NMPUMEYAHMUE: kak npaBuno, onsa o6HOBMAEHNs YCTPONCTBA OTAENBHOrO TMNa BbiMyCcKaeTcH
OCHOBHOW Naker.

10.4.1.3. NMpoBepka KoHcpUrypaumm

e [locne OGHOBMEHUA KOMMOHEHTa MOACUCTEMbI MOXHO 3anyCTUTb koMaHgy show
upgrade history, 4Tobbl NPoBEPUTDL, YCNELLHO SN BLINOSTHEHO OOHOBIEHME.

o [locne o6HOBNEHNA NAKETOM ropsvnX UCMPaBAEHUIA MOXHO 3anyCTUTb KOMaHay show
patch, 4To6bl NPOBEPUTL, YCMELLHO NN BbINOAHEHO OBGHOBMEHME.

10.4.1.4. KomaHAabl

O6HoBNEHNe
KomaHga upgrade url [ force ]
Onuncanne force ykasbiBaeT Ha NpUHyauTenbHoe obHOBMEHNe
napameTpos
Pexnm MpuBUNernpoBaHHbIN PeXnm
KOHdourypaumm
KomaHga upgrade download tftp:/path [ force ]

upgrade download oob_tftp:/path [ force ]

Onuncanne url ykasbiBaeT nyTb K MuKpornporpamMme B (QannoBon cucteme
napameTpoB ycTpouncTea. force ykasblBaeT Ha NpuMHyAUTENbHOE OBHOBMNEHME
Pexnm MpuBUNErMpOBaHHbLIN PEXNM
KOHpurypaumm
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OTOGpaxxeHMe MUKpPONpPOrpamMmmMbl, COXPaHEHHOW Ha YCTPOMUCTBE

KomaHga show upgrade file url

Onucanwne url: ykasblBaeT nyTb K MMKpornporpamme B ¢annoBon cucteme
napameTpoB yCTponcTBa

Pexum MpuBMNErMPOBaHHbLIN PEXUM

KOHcpurypaumm

OToGpaxeHne uctopun o6HOBINEHUN

KomaHga show upgrade history
Pexum MpBMNErNMPOBaHHbLIN PEXUM
KOHUrypauum

OTobpaxeHue yxe yCTaHOBIIEHHbIX KOMIMNOHEHTOB

KomaHga show component [ component _name ]

Onuncanne [ component _name ]: M KOMNOHEHTA

napameTpos Ecrnu 3HayeH1e 3Toro napamMeTpa He yka3aHo, KOMaHAa UCMomNb3yeTcs
Ana  oTobpaxeHuss BCEX KOMMOHEHTOB, Y& YCTaHOBMIEHHbIX Ha
YCTPOWCTBE, U OCHOBHOM MHGOpMaLnn 06 3TUX KOMNOHEHTaX.
Ecnv 3HayeHve aToro napameTpa ykasaHo, KOMaHaa ncnonb3yeTcs ons
oToOpaxeHns nogpobHoM  MHGopMauunm O  COOTBETCTBYHOLLEM
KOMMOHEHTE, MPOBEPKN LIENOCTHOCTU KOMMOHEHTa W MPOBEPKU €ero
NCNpaBHOCTU

Pexnm MpuBUNErnpoBaHHLIN PeXnm

KOHdourypaumm
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10.4.1.5. NMpumep KoHdUrypaumm

Mpumep o06GHOBMEHUA MUKpoOMporpaMmbl MNOACUCTEMbI Ha YCTPOWUCTBE

oTAeNnbHOro Tuna

CeTeBad cpeaa

Mepen oGHOBNEHMEM HEOGXOAMMO CKOMMPOBAaTb MUKPOMpPOrpammy Ha
ycTponictBo. Moaynb OGHOBNEHUs nNpedocTaBnsieT  crepylolme
peLleHuns.

3anycTuTe HeKoTopble KOMaHAbl (hannoBON CUCTEMBI, TAKNE Kak
copy tftp n copy xmodem, 4ToObl cCKONMPOBaTb MUKPOMPOrpaMmmy
Ha cepBepe B annoByld CUCTEMY YCTPOWCTBA, a 3aTeMm
3anyctute  komaHgy upgrade url, 4tOBbl  OBHOBUTH
MUKpONporpaMmmy B fioKarbHOW hannoBon CUCTEME.

3anyctute KomaHay upgrade download tftp://path
HenocpeacTBeHHO ans obHoBNEHMA dannom
MUKponporpamMmebl, XxpaHslmmcs Ha tftp-cepsepe.

Ckonupynte mukponporpammy Ha USB dnel-Hakonutens,
BcTaBbTe USB (pnew-Hakonutenb B yCTPOMCTBO M 3anyctute
komangy upgrade url, 4yTo6bl OB6HOBUTL MUKpOMpoOrpammy Ha
USB dnew-Hakonutene nnn SD-kapTe

OTansl
KOHdourypaumm

BbinonHute komaHgy upgrade.
lMocne o6HOBREHMS NOgCUCTEMBI NEpe3anyCcTuTe YCTPONCTBO

QTECH# upgrade download
tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin
Accessing

tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin...
T T T T

Transmission finished, file length 21525888 bytes.
Upgrade processing is 10%

Upgrade processing is 60% Upgrade processing is 90%

Upgrade info [0K]

Kernel version[2.6.32.91f9d21->2.6.32.9f8b56f]
Rootfs version[1.0.0.2ad02537->1.0.0.1bcc12e8]

Upgrade processing is 100%

Reload system to take effect!
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Reload system?(Y/N)y

Restarting system

MpoBepka
KOHUrypauum

MpoBepbTe BEPCUIO CUCTEMbI HA TEKYLLIEM YCTPOMCTBE. [Npn n3ameHeHUm
NH(OpPMaLMK O BEPCUN OGHOBIEHNE BbIMOTHEHO YCNELLHO

QTECH#show version detail

System description :EG1000m

System start time :1913-10-19 02:25:28
System uptime : 0:00:00:50

System hardware version : 1.00

System software version : eg1000m_RG0S11.0(1C2)
Release(20131022)

System boot version :1.0.0.e7a1451
System core version :2.6.32.9f8b56f
System main version :1.0.0.1bcc12e8
System boot build :unknown

System core build : 2013/10/22 04:54:03
System main build : 2013/10/22 5:33:38

Mpumep ycTaHOBKM NakeTta OOHOBJIEHMW HA YCTPOUCTBE OTAENBLHOro Tuna

CeTteBas cpefna

Mepen oGHOBNEHMeM HeobXoouMMO CKOMMPOBATb MUKPOMPOrpaMMy Ha
ycTporictBo. Mogayne OGHOBNEHWst NpefocTaBnsieT  criegylolmne
peLleHus.

e 3anyctute komaHabl hannoBoN CUCTEMBI, Takne Kak copy tftp n
copy xmodem, u4TOoObl CKOMMpPOBaTb MUKPOMPOrpamMmy Ha
cepsepe B hanroBylo CMCTEMY YCTPOMCTBA, a 3aTeM 3anycTute
komaHgy upgrade url, 4yToGbl OOHOBUTL MMKPOMpPOrpamMmy B
nokarneHOM (panroBon cucteme.

e 3anyctute KomaHay upgrade download tftp://path
HenocpeacTBEHHO AN 06HOBNEHMSA daioM MUKPOMNPOrpaMmbl,
XpaHsilmmces Ha tftp-cepsepe.

e Ckonupynte Mukponporpammy Ha dnew-Hakonutens USB,
nogkntounte cdnew-Hakonutens USB K yCTPOWCTBY U 3anyCcTuTe
komangy upgrade url, 4yToBGbl OBHOBUTL MWMKpPOMNPOrpaMmy Ha
dnew-Hakonutene USB

OT1anbl
KOHpurypaumm

e BbinonHute komaHay upgrade.
e  AKTMBMpYWNTE ropayee ucnpasrneHme
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QTECH#upgrade download
tftp://192.168.201.98/eg1000m_RG0OS11.0(1C2) _20131008_patch.
bin

Accessing
tftp://192.168.201.98/eg1000m_RGOS11.0(1C2)_20131008_patch.

bin...
T e

Transmission finished, file length 9868 bytes.
Upgrade processing is 10%
Upgrade processing is 60%

Upgrade info [0K]
patch_bridge version[1.0.0.1952]
Upgrade processing is 90%

Upgrade info [0K]
patch_install version[1.0.0.192e353]
QTECH#patch running

The patch on the system now is in running status

lMpoBepka [MpoBepbTe HanMUuue ropsaYnX UCMIPaBNEHUW, YCTAHOBMEHHbLIX Ha
KOHdourypaumm TEKYLLEM YCTPOUCTBE

:patch package patch_install installed in the system, version:pal
Package : patch_bridge
Status : running
Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277 Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None

10.4.1.6. TNUYHbIE OLLNOKU

Ecnu Bo Bpemsi o6HOBREeHus npomsowna owmnbka, mogynb o6HOBNeHUs otobpasnT coobLueHre
00 owmbke. Hmxke npuBeneH npumep:

Upgrade info [ERR]

Reason: create config file err(217)
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Huxe npmneegeHo onncaHne HeCKOJTIbKMX TUMNMOB pacnpOCTPaHEHHbIX COO6LLI,eHVIl7I 00 owmnbkax:

e Invalid firmware (HegonycTumasi MUKponporpamma): FMpudMHa B TOM, 4TO
MUKponporpammMa MOXeT ObITb noBpexaeHa unn HeBepHa. PekomeHpyeTcsi CHOBa
NonyyYnTb MUKPOMPOrpaMmmy 1 BbINONHNUTL OGHOBNEHME.

e Firmware not supported by the device (Mukponporpamma He nopaepXuBaeTcs
YCTPOWCTBOM): MpUYMHA B TOM, 4YTO Bbl MOXeETe Mo oOwubke MCcnonb3oBaTb
MUKpOMporpammy  OpyrMx  YCTpOMCTB.  PekomeHayeTcsa  cHOBa  MONyYnTb
MUKpONporpamMmmy, NPOBEPUTL NaKeT U BbINOMHUTL onepaLmio 06HOBNEHUS.

¢ Insufficient device space (HegocTaTouyHO MecTa Ha YCTPOMCTBE): Kak MpaBumno, aTa
owmnbka BO3HMKAET Ha YCTPOWCTBE Tuna Lwaccu. PekomeHayeTcss nNpoBepuTb,
NnocTaBnsieTcs NI yCTPONCTBO ¢ chnelu-HakonuTenem USB unu SD-kapton. OBbIYHO 9TO
YCTPOWCTBO OCHaLLeHOo ¢hneli-Hakonutenem USB.

10.4.2. fleakTUBaLUUA U yaaneHue ropsiyero ncnpaBneHus

10.4.2.1. Pe3ynbTaT KOHUrypauum

AKTUBMPOBAHHOE ropsivee UCnpaBreHe eakTUBMPYETCS Unu yaanseTcs.

10.4.2.2. NMNpumeyaHune

HeaKTVIBI/IpOBaHHOG ropadee ncnpasrieHne Henb3Aa 0eakTnBnMpoBaTh.

10.4.2.3. dTtanbl KOHUrypaumm

HeaktnBauma ncnpaBneHusd

HononnutensHasa koHpuUrypauus. Ytobbl 4eakTMBMpOBaTh UCMPAaBIEHNE, BbINMOMTHUTE KOMaHay
patch deactive.

YaaneHue ropsiuero ucrnpasneHus

HononHuTtensHasa KoHpurypauusi. Ytobbl yaanuTb yxe yCTaHOBIIEHHOE ropsiyee ncnpasneHue,
BbINOSHUTE kKOMaHAy patch delete.

10.4.2.4. NMpoBepkKa KoOHcpUrypaumm

MoxHo 3anyctnte komaHagy show patch, 4yTobbl NpoBEpPUTbL, aKTUBMPOBAHO NN UCNPaBNEHNe
U1 yaaneHo nm oHo.

10.4.2.5. KomaHpa

YpaneHue ropsyero ucnpaBneHus

KomaHga patch delete

Pexnm MpuBUNErnpoBaHHbLIN PEXNM

KOHpurypaumm

BcTpoeHHas OTa KomMaHga wucnonb3yetca ANs yAaneHus MUKpOonporpamMmmbl U3
noackaska yCcTpouncTBa
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10.4.2.6. Npumep KoHdUrypaumm

deaktuBauua n yaarneHue ucnpaBrieHUsA Ha yCTpOﬁCTBe oTAaeNNibHOro Tuna

OTansl
KOHUrypauum

. 3aI'IyCTVITe KOMaHAOy AeaktnBaunn ncripaeiieHU4.
. 3aI'IyCTVITe KOMaHA4y yaaneHuna ncnpasneHund

QTECH#patch deactive

Deactive the patch package success
QTECH# patch delete

Clear the patch patch_bridge success

Clear the patch success

MpoBepka
KOHUrypauum

OT1obpakeHne coCTOsAHUS MCNpaBneHns

QTECH#show patch

No patch package installed in the system

10.4.2.7. TUNUYHbIE OLLNOKU

Ecnn ncnpaeneHne He akTMBMPOBaHO, BLINOMHUTE KOMaHAgy patch deactive. PekomeHgyeTtcs
NpoBepuTb COCTOsIHME ucnpaeneHus. Komangy patch deactive MoXHO 3anyCTUTb TOMBbKO B TOM
cnyyae, eCnv ucnpasfeHne HaxoauTcsa B COCTOSAHMM status:running.

10.5. KOHTpOnb COCTOAHUSA
10.5.1. OuuncTtka
OnucaHue KomaHaa

nakeT ucnpassieHnmn

YpanseT ycTtaHoBneHHblh | patch delete [ slot { num | M1 | M2 | all }]

10.5.2. OToGpaxeHune

OnucaHue

KomaHga

YCTaHOBJIEHHbIE

YCTPOWCTBE, U UX MHPOpMaLMIO

OTobpaxaeT BCe KOMMOHEHTbI, yXe | show component [component _name ]

Ha TekyLem

OTtobpaxaeT NCTOp1o OOHOBITEHWN show upgrade history
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11. HACTPOUKA OPENFLOW
11.1. O630p

OpenFlow — 9TO ceTeBOM NPOTOKON Nepefdayn AaHHbIX, KOTOPbIA OTAEeNnseT MNNOCKOCTb
nepechbinikn (forwarding plane) oT NocKOCTM ynpaBreHnst CeTeEBbIX YCTPOMUCTB (control plane),
4yTOObl OHM MOrnM ObiTb 3a4eNCTBOBaHbI TOMbKO ANSA MNEepechbiki. YNpaBreHne BCEN CETbto
3aTeM CKOHLUEHTPMPOBAHO Ha OOHOM KOHTpOsriepe, KOTOPbIA reHepupyeT u oTnpaBnsaet
npaBuna nepecbinkn B Tabnuuy NOTOKOB Ha CETeBble YCTPOWCTBA C MOMOLLLIO MpOTOKONa
OpenFlow, Tem cambIM LEHTPann3oBaHHO KOHTPOMMPYS MNIIOCKOCTb YNPaBreHUss N CHUXas
3aTpaTbl Ha obcrnyxuBaHue.

11.1.1. Cneundcdumkaumm npoToKosna

Cneuundukaumnsa kommytatopa OpenFlow Bepcun 1.0.0

11.2. BapnaHTbl NpUMeHeHuUsA

BapuaHTtbl npumeHeHua CueHapun

LleHTpanu3oBaHHoOe BbinonHeHne LEeHTpanM3oBaHHOIo yrnpaBneHus
ynpasneHue ayTeHTudukaumen

11.2.1. LleHTpanM3oBaHHOe ynpaBrneHne

11.2.1.1. Mpumep NnpMeHEHUA

Mpotokon OpenFlow MoXeT uWCnonb3oBaTbCA ANS  LEHTPann3oBaHHOIMO  ynpasreHus
ayTeHTMdMKaumen Ha ycTpomcTeax gocTyna.

Kak nokasaHo Ha MN300paxkeHun Hmxe, YCTaHOBUTE KOHTPOSINEpP Hag yCTponmcTBaMu OCTyna
Ons ynpaBneHns dyHKumMen ayTeHTndmkaumm ycTpoucTs gOocTyna, YTobbl ayTeHTudunkaumus (8
NAOCKOTK yNpaBfieHns1) nepeMecTunach OT YCTPOMUCTB AOCTYNa K KOHTPOnsepy.

e KoHTponnep 3sanpawmBaeT YCTPOWCTBO [OCTyrna [Anfs OTNpaBKM MakeTa NpOBEPKU
NoafIMHHOCTN caMomy cebe ¢ nomoLLbio npoTokona OpenFlow.

e KoHTponnep 3aBepLluaeT NpoLecc NPOBEPKN MOAMMHHOCTM U OTNPaBnsieT pesynbTaTbl
NPOBEPKM NOASTIMHHOCTM Ha YCTPOMCTBO AOCTYNa ¢ noMoLbio npotokona OpenFlow ans
KOHTPOIS JOCTyna KOHEYHbIX NoNb30oBaTenemn.
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PucyHok 11-1.

11.2.1.2. OnucaHue hbyHKLUN

¢ 3anyctute knmeHT OpenFlow Ha ycTporcTBax gocTyna, 4Tobbl CoOeaAnHNTL YCTPONCTBA
[OCTyna C KOHTPOMNIepomMm.

e 3anyctute cepsep OpenFlow Ha KoHTpomnepe, 4ToObl BbINOAHUTE OOHapyXeHune
YCTPOWCTB 1 ynpaBfneHne NMu.

11.3. CBeaeHust o hyHKLUN

11.3.1. Ba3oBble KOHLUenuun

Tabnuua noTokoB

Tabnuua noTokos NpeacTaBnseT cobor 6a30ByI0 CTPYKTYPY AaHHbIX Ansi CETEBOro YCTPONCTBA,
KOHTponupyloLee nonuTukn nepecobinkn. CeTeBoe YCTPOMCTBO onpedensieT, Ha OCHOBe
Tabnvubl NOTOKOB, COOTBETCTBYIOLLEEe AeNCTBME, KOTOpoe ByaeT BbINOMHATLCA ANS CETEBOrO
Tpadmka, NoCTynaroLero B CaMo CETEBOE YCTPOUCTBO.

CornacHo npotokony OpenFlow, Tabnuua NOTOKOB COCTOMT M3 TPexX 4YacTen: 3arorioBka,
cyeTynKa 1 OencTBuUS.

e Header (3aronoBok): 3arofiloBOK onpenensieT MHAEKC Tabnuubl NOTOKOB U COCTOUT U3
pPasnMYHbIX MOMEN MaKeTOB, COOTBETCTBYHOLUMX ONpenerieHHbIM MOToKaM. OTU Mons
BKMo4aoT, nommmo npoyvero, MAC-agpec nctouHuka, MAC-agpec HasHadeHus, TUM
Ethernet-npoTtokona, IP-agpec ncrouHuka, IP-agpec HasHadenusi, Tun IP-npoTtokona,
NOpPT UCTOYHMKA 1 MOPT HAa3HAYEHMSI.

e Counter (c4yeTumk): Ucronb3yeTcs ANns NoacyeTa AaHHbIX BblAeneHHoro Tpaduka.

e Action (gencteue): gencteue npencrasnaet cobow Tpurrep ANs NEpecblkv npu
coBnageHun Tpaduka, KOTOpPOEe BK/OYAET, HO He OrpaHu4MBaeTCd OTMEHOWN,
TpaHCNALMEN N NEPECHINKON.
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CooOueHue

Mpotokon OpenFlow noggepxuBaet Tpu KaTeropum coobuweHun: controller-to-switch,
asynchronous n symmetric. Kaxgaa kateropms COOOLLEHWIA BKMOYAET HECKONbKO TMMNOB
noacoobLeHnin. Huxke onucaHbl TpU KaTeropmm coodLLeHNIA:

e controller-to-switch: uHUUMMpPYETCA KOHTPOMMNEpPOM ANsa ynpaBfeHUst N NosyvyeHus
COCTOSIHUSA CETEBOro YCTPOMCTBA.

e asynchronous: MHMUMMPYETCA CEeTEBbIM YCTPOMCTBOM ANs OOHOBMNEHWSI CETEBbIX
COObLITUI MM U3MEHEHWIN COCTOSIHUS CETEBbIX YCTPOMCTB (Yalle BCero, NoaknyeHme
CEeTEeBOro nopTa) K KOHTponnepy.

° symmetric: MHUUNMNpyeTcAa KOMMYTaToOpoOM UIMN KOHTPONMNEepoM Ana nepBoHavYaribHOro
yCTaHOBNEeHUA CBA3N N onpeaeneHnda CoOCToAHUA CoeMHEHNA NPOTOKOIa.

PYHKLNMN

PyHKLUMA OnucaHue

Pasgenenve OTaensieT ypoBeHb AaHHbIX OT YPOBHS YNpaBlieHNs CETEBOro YCTPOMCTBA

ynpaBneHna 1
nepecbuiku

YnpasneHnue Ykaxute, BbINOMHAETCA  Nn ynpasneHve STP-koHTponnepom
STP nporpammHo-onpegensemon cetn (SDN) nnum nokanbHbIM yCTPONCTBOM

11.3.2. PaspgeneHue ynpaBneHuUs U nepecbisikn

BbinonHseT ueHTpanu3oBaHHOE ynpasfieHWe MNNOCKOCTbIO ynpaerneHus cetu (control plane),
NO3BOMSIOLLEE NETKO YNPaBnsATb BCEN CETbIO (MO CPABHEHMIO C CyLLECTBYIOLMUM COCTOSTHUEM
CeTn), YTO NO3BONSAET COKPATUTL PacxXodbl Ha 0BCNYXMBaHUE U yNpaBrieHue.

11.3.2.1. NMpuHUKMN paboTbl

Mpotokon OpenFlow pa6otaeTr no coeanHeHnto TLS (Transport Layer Security) wnn
He3awmweHHbIM TCP-nogknioveHnsam 1 onpegenseT B3anMogencTane Mexay KOHTPOepom
n ceTeBbiMK ycTporcTBamu. KoHTponnep otnpasnseT nHgpopmauunio o Tabnuue noTokoB Ha
ceTeBble YCTPOWCTBA, YTOObl yNpaBnATb METOOOM MEPECHINIKA CeTEBbIX NMaKeTOB AAHHbIX U
HeKoTOpbIMK NapamMeTpamn KoOHdurypauun. Kaxgoe ceTteBOe YCTPOWCTBO OTNpaBndeT Ha
KOHTpONnnep yBedOMISIEHNe, Koraa ero CBsA3b NnpepbiBaeTcd Wnn, Korga ceTeBoe YCTPOWCTBO
nonyyaeTt nakeT OaHHblX, B KOTOPOM He yKas3aHO OeWCTBME Nepechifiku. Takum obpasom,
B3aMMOAENCTBME MeXAy KOHTPOSNNepoM U ceTeBbiMU YCTPOMCTBAMM OCYLLECTBNAETCHA ANS
ynpasneHnsa nepegayven BCcen ceTu.

Mpouecc obHapyxeHust opyr Apyra OOSkeH ObiTb 3aBeplueH A0 TOro, Kak KOHTponnep u
ceTeBOe YCTPOWCTBO B3aMMOAENCTBYIOT APYr € Apyrom. PucyHok 11-2 nokasbiBaeT KOHKPeTHbIe
AENCTBUS, CBSI3aHHbIE C 3TUM MPOLIECCOM.
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Controller Net device

Feature Reques

Fealure Reply

Set Config

PucyHok 11-2.

MakeTol Hello oTnpaBnawTCA MeXAy KOHTPOMNNEepoM U CeTeBbIM YCTPOWCTBOM ANS
yCTaHOBEHUsA coefmHeHus. MNocne KBUTMPOBaAHMA KOHTPOMEP 3anpalumMBaeT onpeaeneHHyo
MHOpMaLMIO O CETEBOM YCTPOMCTBE, BKNoYas (HO HE OrpaHn4YMBasiCb) KOSIMYECTBOM NOPTOB
Ha CeTeBOM YCTPONCTBE M BO3MOXHOCTSMU Kaxgoro nopta (Hanpumep, 3anpoc/oTeBeT yHKUmn
(PucyHok 11-2). 3atem KOHTponnep [LOCTaBndeT onpefeneHHble  KoHdurypauum
nonb3oBaTtenien (TakMe Kak yCTaHOBOYHasi koHdurypaums (PucyHok 11-2) Ha ceTteBoe
yCTpOonCTBO. Nocne ycTaHOBNEHUs: CoeQUHEHWST KOHTPOMNep onpeaenseT pasfnuyHble NOTOKU U
COOTBETCTBYIOLLME OEUCTBMSA ONA MOTOKOB, U nepedaeT ux B Tabnuuy NOTOKOB Ha ceTeBoe
ycTponctBo. Korga makeT OaHHbIX MOCTynaeT B CETEBOE YCTPOWUCTBO, CETEBOE YCTPOMCTBO
cornocTtaBnsAeT nakeT [AaHHblX C Tabnuuen noTOKOB B COOTBETCTBUM C AEWCTBYHOLLUMMU
npasunamuM Tabnuubl MNOTOKOB W BbIMNOMHAET COOTBETCTBYWOLWEe AencTBue (BKNoYas
nepecobisiky, oTOpacbiBaHMe W W3MEeHeHne nakeTa). B To e Bpemsa ob6HoBRseTcH
COOTBETCTBYIOLWNA cdeTumKk. Ecnn B Tabnuue NOTOKOB He HamgeHo COBMageHun, ceTeBoe
YCTPOWCTBO NepeaaeT nakeT AaHHbIX Ha KOHTponnep.

CeTeBoe YCTPOMCTBO JOKanbHO noadepxuBaeT Tabnuuy NOTOKOB, MNOCTynaemyk OT
KoHTponnepa. Ecnu nepecbinaemblnl nakeT AaHHbIX yXe onpegeneH B Tabnuue MnOTOKOB,
CeTeBOE YCTPOMCTBO HaMpsIMyto MepechbiniaeT nakeT AaHHbiX. B mpoTtMBHOM cnyyae nakeT
AaHHbIX OTMNPABISAETCS HA KOHTPONNep Ans NoaTBEPXAEHMSA NyTn nepedayn (KOTopbIA MOXHO
NOHMMAaTb, KaK aHamu3 NMnockocTu ynpaenenusa (control plane) gna cosgaHust Tabnuubl
MOTOKOB), @ 3aTeM MepecbiNaeTca Ha OCHOBe Tabnuubl MOTOKOB, MOCTaBMSEMOM C
KOHTPOMepomMm.

11.3.2.2. CBAA3aHHbI€ HACTPOWUKN CUCTEMbI

KoHdurypaums no ymonyaHuio
MpoTtokon OpenFlow N0 yMON4YaHUIO OTKIHOYEH.

Bknro4yeHune/BbiknoyeHne OpenFlow agna  nogknioyYeHUA/OTKNIOYEHUNA
KOHTponsnepa

e 3anyctute komaHgy of controller-ip, 4to6bl BkNOUMTL OpenFlow.
e Bbinonnute komaHay no of controller-ip, 4Tobbl oTkNOUNTE OpenFlow.
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11.3.3. YnpaBnenue STP

B cooTtBeTcTBUM € npoTokonom OpenFlow yHkuma npoTtokona STP ceTeBOro ycrpomcrtsa
NO3BONSET YNPaBsaTb CETEBbLIM YCTPOMNCTBOM flOKanbHO Unn Yepes koHTponsiep SDN. Noatomy
AN NepeknoyeHns Mexay AByMs MeTogamum ynpaeneHus tpebyeTcsa komaHaa KoHUrypaumm.
KomaHaa koHdurypaumm gencTeyeT TOMbKo Npu BKto4eHHOM ynpasneHun OpenFlow.

Ecnn Ha KOHTpomnnepe BKMOYEHO YyrpaBreHue KOHTYPOM, He BKMovanTe dyHkumio STP Ha
CEeTEeBOM YCTPOWCTBE; B MPOTUBHOM criyyae ABe yHKUMM ByayT KOHNMKTOBATL APYr C APYrOM.
Bkritounte pyHkumio STP Ha ceTeBOM YCTPOMCTBE TOMBbKO B TOM Cryyae, eCnu Ha KoHTpornnepe
OTKIIIOYEHO YyMNpaBneHne KOHTYPOM UM B CETEBOM YCTPOWCTBE, BEPOSTHO, MMeeTca netns
obpatHon cBsa3u. [locne BknwoyeHna dyHkumm STP Ha ceTeBoM ycTpouncTBe Tpebyetcs
JononHuTtenbHaa Hactponka STP Ha ceTeBom ycTtponcTee. [logpobHee cMm. B pasgene o
KOHcpurypaumm STP.

11.3.3.1. NMpuHUUN paboTbl

CeTeBoOe yCTPOWCTBO CBA3bIBAETCHA C KOHTpomnnepom ¢ nomowbio nona OFPC-STP, kotopoe
nepegaetca B coobweHnn OFPT_FEATURES REPLY npotokona OpenFlow, 4T0GbI
onpeaennTb, Kakon M3 UCMbITyeMbIX OOBbEKTOB B HACTOsILLEE BPEMS BbINOSHAET ynpasneHue
STP. Korga KoHTponnep ocylwecTBnsaeT ynpaeneHne STP B COOTBETCTBUM C KOHpurypauuen,
BCA obpaboTka, cBasaHHaa ¢ STP, BbINOMHAETCA KOHTPOSMEPOM; B MPOTUBHOM Criy4yae camo
ceTeBOe YCTPOMCTBO BbINONHAET 06paboTKy 0ObIYHLIM CNOCOBOM.

11.3.3.2. CBAA3aHHbI€ HACTPOWUKU CUCTEMbI

KoHdumrypaumsa no ymon4yaHuio
dyHKuMa STP npegocTaBnseTcst KOHTPOIEPOM MO YMOSTHaHUIO.

BknroyeHne ynpaBneHusa STP Ha koHTponnepe SDN wnu nokanbHoOM
ycTpoucTee

e 3anyctute komaHgy of stp, 4ToObl HacTpouTb ynpaeneHne STP, BbinonHaemoe
KoHTposnnepom SDN.

e BbinonHute komaHgy no of stp, ytobbl HacTpouTb ynpaeneHme STP, BbINONHAEMOe
nokasnbHbIM CETEBbLIM YCTPONCTBOM.

11.4. NMoppobHbIe cBeaAeHUs 0 KOHdUrypauum

OdencrtBue CnpaBkKa u cBA3aHHble HACTPOWKU
HacTpoiika Ob6ga3atenbHasl KOHUrypauusi, KOTopasi UCMONb3yeTcd AN BKIYEHUS
OpenFlow OpenFlow

of controller-ip BkntouaeT pyHkumo OpenFlow

no of controller-ip OTkntovaeT pyHkumto OpenFlow

159

@ §) QTECH

MWP OOCTYNHEE



PykoBogcTteo no Hactporike QSW-7600

Hactpowika OpenFlow " wwwatech.ru |
Hencrteune CnpaBka u cBA3aHHble HAaCTPOMWKM
HacTtpownka [ononHuTenbHaa KoHUrypaums, Kotopas MCMonb3yeTcs AN BKNOYEHUS
OpenFlow dyHKkumn STP koHTponnepa SDN npu HeobxogmMmocTun
of stp BkntovaeT dyHkuuio ynpaeneHna STP Ha

KoHTponnepe SDN

no of stp BkntovaeT dyHkumio ynpasnenns STP Ha
nokanbHOM YCTPOMCTBE

11.4.1. Hactpounka OpenFlow

11.4.1.1. Pe3ynbTaT KOHdUrypaumum
3anyckaeT ceTeBoe YCTPOWCTBO A1 YCTaHOBIEHUSI COeANHEHMS C YKa3aHHbIM KOHTPOIIEPOM
N, B KOHEYHOM cYeTe, yCcTaHaBnuBaeT kaHan ynpasneHnsa OpenFlow.
11.4.1.2. NMNpumeyaHus
Mepen nepekntoyeHMEM agpeca KOHTpOosiepa OTKIYMTE U CHOBA BKIOYMTE (DYHKLMIO
OpenFlow.
11.4.2. MeToa KOHuUrypauumm
Bknro4yeHune ¢pyHkumm OpenFlow
OTa KoHpurypauus Heobxoamma ongd sknrodeHns OpenFlow.

OTtknroyeHue cpyHkuumn OpenFlow

OTa koHuUrypaumus Heobxoamma Ansi NEPEKNYEHNs KOHTPONepa nnm OTKIMYEHUSA (OYHKUMM
OpenFlow.

OTobpaxeHne coCTOsAAHUA coeauHEeHUs Mexay ycTtpouctBom OpenFlow u
KOHTPOIepom

OTo6paxkeHne COCTOSIHUS COEAMHEHUSI MEXAY TEKYLLUMM YCTPOMCTBOM U KOHTPOMNEPOM.

11.4.2.1. NMpoBepkKa KOHcpUrypaumm

BbiBeanTe Ha akpaH COCTOsIHNE COeaNHEHUNS TEKYLLEro NPOTOKONa C MOMOLLIbIO KOMaHabl show
of.

11.4.2.2. CBA3aHHbI€ HACTPOWKMU
Bknro4yeHune ¢pyHkumm OpenFlow

KomaHga of controller-ip ip-address [ port port-value ] interface [ interface-id ]
Onuncanne controller-ip ip-address: IP-agpec koHTponnepa.
napameTpoB

port port-value: nopT, KOTOPbIN MNOOKMHOYAETCA K KOHTpOmnepy.
3Ha4veHune no ymonyaHuio: 6633.
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Interface interface-id: ngeHTudmkaTop NopTa, KOTOPbIA MOXET ObiTb
nmbo BHEMONOCHBIM  WMHTEPdENCOM ynpaBneHus, nubo obwmm
BHYTPUNOMOCHBIM (huandeckum nHtepdgencom Ethernet

Pexum
KOHcpurypaumm

Pexwum rnobanbHon koHUrypaumm

OTknro4veHue ¢y

yHKUMK OpenFlow

Komanpa no of controller-ip

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

BcTpoeHHas BbinonHuTe aTy KOMaHgy nepes nepeknovyeHnemM KoHTponnepa
noackaska

BknroyeHune nnu otknroyveHme ¢pyHkumm Local STP Ha ycTpoucTBe OpenFlow

KomaHga of stp

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHuTe aTy KomaHay, YTobbl BKIOUYMTL PYHKLUMIO NoKkanbHoro STP
noackaska Ha CeTeBOM YCTPOMCTBE U BKITOUNTL OyHKUMIO STP Ha KOHTponnepe

OpenFlow

OTobpaxeHne cocTosiHUA coeauHeHUst Mexay yctpouctBom OpenFlow u

KOHTpOJNepom
KomaHpa show of
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

OTobpaxeHue 3

anuceun Tabnuubl NoTokoB ycTponctea OpenFlow

Komanpa show of flowtable
Pexnm Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm

OTob6paxeHune nHpopmaumm o noprte yctpoucrsa OpenFlow

KomaHga show of port
Pexum Pexwum rnobanbHon koHUrypaumm
KOHpurypawmm
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11.4.2.3. NMpumepbl KOHUrypaumum

HacTtponka IP-agpeca n nopta goctyna (6633 no ymonyaHuio) KoHTpornepa aAnsa nogknioyeHns
CeTeBOro yCTponcTaa.

CeTeBasi cpena

. Mgmt O Eth0

Switching Device Controller

PucyHok 11-3.

MeTon
KOHUrypauum

Bkntounte dpyHkumto OpenFlow Ha ceTeBOM yCTPOUCTBE U YKkaxuTe IP-agpec
KOHTposnepa

QTECH# configure terminal

QTECH(config)# interface mgmt 0

QTECH(config-if)# ip address 172.18.2.36 255.255.255.0

QTECH(config-if)# exit

QTECH(config)# of controller-ip 172.18.2.35 interface mgmt 0
nunu

QTECH(config)# of controller-ip 172.18.2.35 port 6633

interface mgmt 0

MpoBepka
KOHdourypaumm

OTtobpakeHne cocTosdHUA coeauHeHus mexay yctponctesom OpenFlow un
KOHTPONEPOM, COCTOSIHWS NMOpTa U COCTOSHMSA Tabnuubl NOTOKOB

QTECH# show of

Controller is 172.18.2.35 port 6633,connected.
QTECH#show of port

STP is controlled by SDN Controller.

PORTID IFX COFIG STATE LINK  SPEED
DUPLEX

1 1 0x0000 0x0001 0 0 0
2 2 0x0000 0x0001 0 0 0
3 3 0x0000 0x0001 0 0 0
4 4 0x0000 0x0001 0 0 0
5 5 0x0000 0x0001 0 0 0
6 6 0x0000 0x0001 0 0 0
7 7 0x0000 0x0001 0 0 0
8 8 0x0000 0x0001 0 0 0
9 9 0x0000 0x0001 0 0 0
10 10 0x0000 0x0001 0 0 0
mnm n 0x0000 0x0001 0 0 0
12 12 0x0000 0x0001 0 0 0
13 13 0x0000 0x0001 0 0 0
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14 14 0x0000 0x0001 0 0 0
15 15 0x0000 0x0001 0 0 0
16 16 0x0000 0x0001 0 0 0
QTECH#show of flowtable
openflow flow count =1
e o\
GTARTH*HHFHkkkkkh kAR KRREA KKK R HNK
KEY:
SMAC DMAC SIP DIP
00:d0:f8:56:d3:22  00:d0:f8:a3:62:13 NA NA
INPORT VLANID ETYPE VLAN_PRIORITY
26 NA NA NA
TCP/UDP_SPORT TCP/UDP_DPORT DSCP IP_PROTOCOL
NA NA NA NA
WILDCARD SIP_MASK DIP_MASK
3ffff2 NA NA
PRIORITY IDLE_TIMEOUT HARD_TIMEOUT SEND_FLOW_REM
120 0 0 0
ACTION:
ACTION_SIZE = 8

OUTPUT_PORT =7

****************************FLOW

E N D*********************************

11.4.2.4. TUNUYHbIE OLLNOKU

e IP-agpec koHTpomnsiepa HacTpPOEeH HeNpPaBUIbHO.
e [lopT TCP koHTponnepa HaCTPOEH HEMPAaBUITLHO.
e  Bbl 3a0binn HacTpouTh IP-agpec nokanbHOro kaHana ynpasrieHus.

11.4.3. Hactpouka OpenFlow STP
11.4.3.1. Pe3ynbTaT KOH(pUrypaumm

Bkntounte doyHkumo STP Ha koHTponnepe SDN nnun yHkumio STP Ha nokanbHOM yCTPONCTBE,
4106kl KOHTpOnnep SDN unu nokanbHoOe YCTPONCTBO BbINOMHANM 06paboTtky STP.

11.4.3.2. NMpumeyaHunsn

[aHHaa KkoHurypauma [OencTByeT TOMbKO BO BpeMda crnefylowlero noakmodeHus K

KOHTponnepy nocne BkntoyeHnsa gyHkummn OpenFlow.
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11.4.3.3. MeToa KoHduUrypaumm

Bknro4yeHue ¢pyHkumm STP Ha yctponctee OpenFlow
O6s3aTenbHasn koHurypaumsa. PyHkuma STP BkntoveHa Ha koHTponnepe SDN no ymonyaxmio.

Bknro4yeHue ynpasneHusa STP Ha koHTponnepe SDN
KoHdpurypaumsa no ymonyaHuio.

OTob6paxeHue TeKywen KoHduUrypaumm
OTobpakeHne TeKyLLero COCTosiHUA nopTa.

11.4.3.4. NMpoBepka KOHuUrypaumm

OTtobpakeHne TekyLlen KoHdurypaumm ¢ noMoLLbio komaHabl show of port.

11.4.3.5. CBAA3aHHbIE€ HAaCTPOMKMU

BknroyeHune nnu otknroyveHme yHkumm Local STP Ha ycTtpouctee OpenFlow

KomaHga [no]of stp

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

BcTpoeHHas BbinonHuTe aTy KOMaHgy, YToObl BKITHOYMTL PYHKLMIO NokanbHoro STP Ha
noackaska CEeTEBOM YCTPOWCTBE MMM BKNHOUUTL QoyHKUMO STP Ha koHTponnepe

OpenFlow

OTtob6paxeHune nHpopmaumm o noprte ycrtpoucrsa OpenFlow

KomaHpa show of port
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

11.4.3.6. NMpumepbl KOHhUrypaumum

Bknro4yeHune nokanbHoro STP unu STP ana OpenFlow
CeTeBas cpepa

Switching Device Controller

PucyHok 11-4.

MeTtog
KOHpurypaumm

e Bkntounte STP gns OpenFlow.
QTECH(config)#of stp

e  Bkntounte nokanbHbin STP.
QTECH(config)#no of stp
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MpoBepka o
KOHdbUrypauum QTECH(config)#of stp

QTECH(config)#no of stp

Otobpasute coctosHme STP ycTtporictBa OpenFlow.

QTECH(config)#show of port
STP is controlled by SDN Controller.
e OTo0OpasunTte NokanbHoe cocTosHne STP.

QTECH(config)#show of port

STP is controlled by local device

11.5. KOHTpOsnb COCTOSAHMA U noaaepXxKa

OuucTtka pasnuyHon uHcopmaumum

OTobpaxeHue crtatyca BbIMOSIHEHUSI

KomaHpa

OnucaHue

show of

OTtobpaxaeTt COCTOSIHNE
coeguHeHus mexgy OpenFlow

TEeKyLLero

YCTPONCTBOM U KOHTPONIEPOM

show of port

OTobpaxaeT COCTOSHME nopTa TeKyLlero
yctporictea OpenFlow

show of flowtable

OTtobpaxaeT Tabnuuy MOTOKOB TEKYLLEro
ycTtponctea OpenFlow
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12. ObWUAA NTHPOPMALIUA

12.1. NapaHTKAa n cepBuc

Mpouenypa 1 Heobxoaumble AEACTBUA MO BOMpocaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnTbCS C MHChOpMaLMen No BONpocam TeCTMPOBaHMSA 060pYyAOBaHNSI MOXHO Ha cante
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

12.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoaumo cogencTBvMe B BOMpoOcax, Kacawlmxcs Hawero obopyaoBaHusi, ToO
MO)KETe BOCMONb30BaTbCs Hallel aBTOMaTU3MPOBAHHOW CUCTEMON 3anpPOCOB TEXHUYECKOro
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHnyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

12.3. AneKTpoHHaA Bepcusa AOKYMEHTa
[aTa nybnukaumn 27.02.2025

https://ffiles.qtech.ru/upload/switchers/QSW-7600/QSW-7600_sys_config_config_guide.pdf
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