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HacTtpoiika nHtepdencos " www.gtechu |

1. HACTPOUKA MHTEP®ENCOB
1.1. O630p

MHTepcbelicbl BaxHbl ANs peanusaumm KOMMyTauuu [OaHHbIX Ha CeTeBbIX YCTPOMCTBAX.
Yctponctea QTECH nogoepxusatoT ABa Tuna MHTepencoB: usndeckne nopTbl U NIormyeckue
UHTepdencol. dPusamyeckn MNOPT — 3TO annapaTHbIM MOPT Ha YCTPOWCTBE, Hanpumep,
nHTepdenc 100M Ethernet n uHtepdenc Gigabit Ethernet. Jlornyeckun nHtepdenc He aBngeTcs
annapaTHbIM MOPTOM Ha ycTponcTee. Jlornyeckui nHtepdpenc, Takon kak loopback-uHtepdenc
N TYHHENbHbIN MHTEepdENC, MOXeT ObITb CBA3aH C PM3NYECKMM MOPTOM MU HE 3aBUCETb OT
Kakoro-nnbo cpumamnyeckoro nopta. [1na ceteBbiXx NPOTOKONOB (pM3nyeckme nopTbl U normyeckme
NHTepdENChbl BLIMOMHSAIOT OOHY U Ty e (OYHKUMIO.

1.2. NMpunoxeHus

MpunoxeHune OnucaHue

KommyTauma paHHbix L2 | Peanu3oBaTb nepedady fAaHHbIX ypoBHA 2 (L2) ceTeBbIX

yepes

dmsnyecknin | yCTPOMCTB Yepes pusmyeckut nHTepdenc L2 Ethernet

uHTepdenc Ethernet

MapwpyTtnsaumna L3 yepes | PeanmsoBaTb nepegadvy AdaHHbiXx ypoBHA 3 (L3) ceTeBbix

domsnyeckumn NHTEpPdENc | ycTponcTs vepes cuandecknin nHtepderic L3 Ethernet

Ethernet

1.2.1. KommyTtaumsa aaHHbIX L2 yepe3s hnsnyveckum nHtepdenc Ethernet

1.2.1.1. CueHapum

SVl 1 ot
192 168.1.1/24 192.168.1.2/24
GigabitEthernet  GigabitEthemnet GigabitEthernet GigabitEthernet

I@‘ , i 1071 20001 2/0/2 30/1
Switch A Switch B Switch ©
PucyHok 1-1.

Kak nokaszaHo Ha PucyHke 1-1, KommyTtatop A, KommyTtatop B n Kommytatop C obpasytoT
NPOCTYIO CeTb Nepefayn AaHHbIX L2.

1.2.1.2. Pa3BepTbiBaHue

Mogknounte KommyTatop A K KommyTatopy B 4yepe3 cwusnyeckme nopTtbl
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

Mopkntounte kommyTatop Bk kommyTtatopy C 4yepe3d uanyeckme nopTbl
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.

HacTtponte GigabitEthernet 1/0/1, GigabitEthernet 2/0/1, GigabitEthernet 2/0/2 w
GigabitEthernet3/0/1 B ka4ecTBe MarncTparbHbIX NOPTOB.
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o Cospgante BUpTyanbHbIn MHTepdenc kommyTtaTopa (SVI), SVI 1, Ha kommyTaTope A u
kommyTatope C COOTBETCTBEHHO, U HacTpouTe IP-agpeca n3 ceteBoro cermeHrta ans
aByx SVI. IP-agpec SVI 1 Ha kommyTatope A — 192.168.1.1/24, a IP-agpec SVI 1 Ha
kommyTtaTope C — 192.168.1.2/24.

e 3anyctute KomaHgy ping 192.168.1.2 Ha kommyTaTope A 1 komaHgy ping 192.168.1.1
Ha komMmyTaTope C, 4ToObl peannsoBaTb NepeknovyeHne gaHHbIX Yepe3 kommyTaTop B.

1.2.2. MapwpyTtusaumsa L3 yepe3 dmusnyeckumn nHtepdeunc Ethernet

1.2.2.1. CueHapuun

GigabitEthernat  GigabitEthermet GigabitEthernet GigabitEthermet

i 1/0/1 2i0/1 . 200z 301
Switch A Switch B Switch C
PucyHok 1-2.

Kak nokaszaHo Ha PucyHke 1-2, KommyTtaTtop A, KommyTtatop B n Kommytatop C obpasytoT
NPOCTYI0 CeTb Nnepefavu AaHHbIx L3.

1.2.2.2. Pa3BepTbiBaHue
o [logkniounte kommyTaTop A K KOMMyTaTopy B uepes usmyeckme nopThbl
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

o [logkniounte kommyTatop B kK kommytatopy C udepes dmsmyeckne nopTol
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.

e Hactponte GigabitEthernet 1/0/1, GigabitEthernet 2/0/1, GigabitEthernet 2/0/2 w
GigabitEthernet3/0/1 B kauyecTBe MapLUpPyTU3NPyeMbIX NOpToB L3.

e Hactponte IP-agpeca 13 cermeHTta cetn ansa GigabitEthernet 1/0/1 n GigabitEthernet
2/0/1. IP-agpec GigabitEthernet 1/0/1 — 192.168.1.1/24, a IP-agpec GigabitEthernet
2/0/1 — 192.168.1.2/24.

e Hactponte IP-agpeca 13 cermeHTta cetn ansa GigabitEthernet 2/0/2 n GigabitEthernet
3/0/1. IP-agpec GigabitEthernet 2/0/2 — 192.168.2.1/24, a IP-agpec GigabitEthernet
3/0/1 — 192.168.2.2/24.

e HactponTe 3anncb ctaTMyYeckoro MmapLipyTta Ha kommyTtaTope C, 4Tobbl kommyTaTop C
MO HanpsiMyto obpaluatbcs K ceTeBoMy cermeHTy 192.168.1.0/24. HactponiTe 3anuch
cTaTM4ecKoro MapLupyta Ha kommyTtatope A, 4Tobbl KommyTatop C MOr Hanpsmyto
obpawartbes Kk cermeHTty cetn 192.168.1.0/24.

e 3anyctute KomaHay ping 192.168.2.2 Ha kommyTaTope A 1 komaHgy ping 192.168.1.1
Ha KomMmyTaTope C, 4Tobbl peanm3oBaTb MapLupyTusaumio L3 yepes kommyTaTop B.

1.3. dyHKUUMN

1.3.1. ba3oBble onpeaeneHns

Knaccudmkaumsa nHrepcpencon

1. WNHTepdencol Ha ycTponctBax QTECH gendarca Ha Tpy KaTteropum:
e WHTepdpenc L2 (kommyTaTOpbl NN MEXCETEBON MOCT)
e  UHTepdpenc L3 (noaoepxmBaetca ycTporcteamu L3)
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2. O6wume nHtepdencol L2 nogpasgenatotca Ha cneaylowme TUnbl:
o [lopT kOMMYTaUMN
e Arperupyemsbin nopt L2 (L2 AP)
3. O6wwme nHTepdencel L3 nogpasgenatoTca Ha cnegyowme Tunbl:
o  MapLwpyTtuaunpyemolii nopt
e [lopT arperauun L3 (L3 AP)
o SVI
e Loopback-nHtepdenc
o  TyHHenbHbIN NHTEPhENC
MopTt kommyTauum (Switch Port)

MopT KOMMyTaUUN — 3TO OTAEMNbHLIN PUNYECKMIA NMOPT HA YCTPOWNCTBE, peanmayoLni TONbKO
QYHKUMIO KOMMyTaumm L2. TopT KOMMyTaumm MCnonb3yeTca Ans ynpaeneHus pusndeckumm
nopTamu u npoTokonamu L2, cBaA3aHHbIMU C (PU3NYECKUMN NOPTaMM.

MopT arperaunm L2 (L2 AP Port)

MopT arperaumm dopmupyetca nyteMm OO6beaNHEHUS HECKONbKMX (PU3NYECKMX MNOPTOB.
Heckonbko omn3nyecknx kaHanos MOryT ObITb CBSiI3aHbl BMeCTe, YTObbl ChopMUpoOBaThL NPOCTON
NOrnyecKkn kKaHan. AToT NOrMYeCcKUn KaHan HasbiBaeTcs nopTom AP.

Ona kommyTtauumn L2 nopt AP 9KBMBaneHTeH MNOPTYy KOMMYyTauuu, KOTOPbIN oObeaunHseT
MPOMYCKHY0 CMNOCOBHOCTb HECKOMbKMX MOPTOB, TEM CaMbiM YyBeNuYMBas MPOMYCKHYHO
cnocobHocTb coeanHeHus. Kagpel, oTnpaBneHHble Yepes nopt AP L2, pacnpefensaioTca mexay
noptamu-yyactHukamm AP L2. B cnyyae cbos ogHoro kaHana-ydactHuka nopt AP L2
aBTOMaTM4ecKn nepenaet Tpaduk Mo HeWCrnpasBHOMY KaHamy Ha Apyrve KaHarbl-y4acTHUKW,
MoBbILLIAA HAOEXHOCTb COeQUHEHW.

SVI

SVI MOXHO ucnonb3oBaTb Kak WMHTepdenc ynpasfieHUs JloKanbHbIM YCTPOMCTBOM, 4epes
KOTOPbIA afMUHUCTPATOP MOXET ynpasnsaTb YCTPONUCTBOM. Bbl Takke moxeTe cos3paTtb SVI B
KadecTBe WHTepdienca LWwno3a, KOTOPbIA COMOCTaBNAETCs C BUPTYyalbHbIM UHTEPEENCOM
kaxxgon VLAN ans peanusauumn mapupytudauum vepes VLAN mexay yctporctBamm L3. Bbl
MOXeTe 3anycTuTb komaHay interface vlan, ytobel co3gate SVI u HasHaunTb IP-agpec aTomy
MHTepdency aonst HacTporkn MmapwpyTta mexgy VLAN amu.

Kak nokasaHo Ha PucyHke 1-3, xocTbl B VLAN 20 moryT Hanpsimyto obLiaTtecs gpyr ¢ gpyrom 6es
yvacTtus yctponcts L3. Ecnm xoct A B VLAN 20 xo4eT ycTaHOBUTL CBSA3b ¢ XocTom B B VLAN
30, Heobxoaumo ncnonb3osaTtb SVI 1 3 VLAN 20 n SVI 2 ns VLAN 30.

il
e WILEE

i

52
o £
S WLANZO " ~e VLAN3D "
PucyHok 1-3.

24

@ §) QTECH

MWP OOCTYNHEE



PykoBofacTeo no Hactponke cepuss QSW-6910

HacTtpoiika nHtepgencos " www.gtechu |

MapuwpyTtusmnpyemoinn nopt (Routed Port)

dusnyecknit NOpT Ha ycTponcTBe L3 MOXHO HAaCTPOUTb Kak MapLUPYTU3MPYEMbIN NOPT, KOTOPLIN
paboTaeT kak nHTepdenc Wwn3sa ansg kommyTtaumm L3. MapLpytmanpyembii NOPT He CBA3aH C
KoHkpeTHoM VLAN. BmMecTo aTOro 810 NpocTo nopT gocTyna. Maplwpytnanpyemblii NopT HeMb3s
ncnonb3oBaTb Ana komMMmyTauum L2. Bbl MoxeTe 3anycTuTb komangy no switchport, 4toObl
N3MEHUTb MOPT KOMMYTaLMN Ha MapLUPYTU3NPYyEMbIA NOPT N HasHaunTb IP-agpec aTomy nopTty
ANna HacTponku mapwpyTta. Obpatute BHMMaHWE, YTO Nepen BbINOSIHEHMEM KOMaHAbl NO
switchport Heobxoanmo yganuTb Bce dyHKUMM L2 nopTa KOMMyTaumw.

NMPUMEYAHMUE: ecnn nopT siBnsieTcst NOpTOM-ydacTHUKOM AP L2 unu noptom DOT1X, KOTOpPLIN
He npowen ayTeHTUuMKaLmMio, Bbl HE MOXeTe 3anycTutb KomaHgy switchport wmnu no
switchport gna HacTporku nopTa KOMMyTauMn UM MapLIPYyTU3NMPyeMOoro nopTa.

MopT AP L3 (L3 AP Port)

Kak n nopt AP L2, nopT AP L3 — 3TO norm4ecknin nopt, 06beanHSOLLIMA HECKOIbKO hn3ndeckmx
NOPTOB-YY4aACTHUKOB. ArpernpoBaHHble NOPThbl OMKHbI ObITh NopTamu L3 Toro e Tuna. MNopT AP
YHKLMOHMPYET Kak nHTepdenc wnsa ans kommyTtauum L3. Heckonbko omanyecknx kaHanoB
00beanHalTCa B OOMH TOMMYECKU, YTO YBEnuMyYMBaeT MPOMYyCKHYI CrnocoBHOCTb KaHana.
Kagpebl, oTnpaBreHHble Yepes nopT AP L3, pacnpefensioTca Mexay noptamu-ydactHukamu AP
L3. B cnyyae cbosa ogHoro kaHana-yvactHuka nopt AP L3 aBTomaTtmyecku nepenaet Tpadmk
HencnpaBHOro KaHana Ha gpyrue kaHanbl-y4acTHUKW, NOBbILAs HAOEXHOCTb COeAMHEHWI.

MopT AP L3 Hemnb3sa ncnonb3oBaTtb A58 KOMMyTauuun L2. Bbl MOXeTe 3anycTuTb KOoMaHay no
switchport, 4To6bl N3MeHUTb NOpPT AP L2, KOTOPLIN HE COOEPXUT NOPTOB-y4aCTHUKOB, Ha NOpPT
AP L3, pobaBuTb HECKONbKO MapLUpyTU3MpyeMbiX MOpPTOB K aToMmy nopty AP L3, a 3atem
Ha3HaunTb IP-agpec aTtomy nopty AP L3 ana HacTponkvu mapLupyTa.

Loopback-uHtepcenc

NHTepdbeiic loopback — 3To nokanbHbIA forMyeckun uHTepdgenc L3, mogenupyembii
nporpaMmMHblM obecneyeHnemM, KOTOPbIN Bcerga Haxogutca B cocTtosHum UP. [lakeThbl,
oTnpasneHHble Ha loopback-nHtepderic, obpabaTbiBalOTCA Ha YCTPOMUCTBE NOKanbHO, BKIOYas
nHdopmaumio 0 MapuwpyTte. IP-agpec loopback-nHtepderica MoxeT wucnonbL3oBaTbCs B
KayecTBe maeHTudmkaTopa yCTponcTBa NpoTokona Maplpytmusaumm Open Shortest Path First
(OSPF) nnn B kayecTBe MCXOQHOro agpeca, UCMorb3yeMoro NpoTOKONIOM MOrPaHUYHOro LWo3a
(BGP) gnsa yctaHoBkn TCP-coeguHeHnus. [Mpouenypa HacTpownkm loopback-nHtepdeiica
aHanormyHa HacTponke uHTepdenca Ethernet, wn  Bbl  MOXeTe  paccmaTpuBaTtb
loopback-uHtepdenc kak BupTyanbHbii MHTEpdenc Ethernet.

TyHHenbHbIN HTEepdenc (Tunnel Interface)

TyHHENbHLIN UHTEpenc peannayet QYHKUMIO TyHHens. 1o TyHHenbHOMY WHTepdency
npoTokonbl nepedayn (Hanpumep, IP) MoryT ncnonb3oBaTbCs A8 nepedadn naketos Nboro
npoTtokona. Kak n gpyrme normyeckme MHTepdencobl, TyHHEmNbHbIA MHTEP(ENC TakkKe ABMsETCA
BMPTYarnbHbIM MHTEPdEeNcoM cuctembl. BMecTo ykaszaHusa kakoro-nvbo npoTtokona nepegayu
UM nNpoTOKONa 3arpy3kM TYHHENbHbIN UHTepdenc obecneumBaeT CTaHOAPTHLIN PEXUM
nepegaun «todyka-touka» (P2P). CrnemoBaTtenbHO, TYHHEmNbHbIN WMHTEpPENC OOmKeH ObiTb
HaCTPOEH ANs KaX4oro OTAeNbHOro kKaHana.
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1.3.1.1. O630p

Ocob6eHHOCTb OnucaHue

Komanabl  Hactponku | Bbl moxeTe HacTpouTb aTpmbyTbl, CBA3aHHbIE C MHTepdencom, B

UHTepdenca pexume KoHdurypaumm nHtepdenca. Ecnn Bbl BoMAeTe B pexum
HaCTPOMKK HeCcyLLeCTBYIOLEro  JIorMyeckoro  UHTepdpenca,
nHTepdenc 6yaet cosgaH

Onucanwne Bbl  MoxeTe HacTpouTb wuMmsa  Ans uHTepdenca, 4TOObI

nHTepdenca n | naeHTupmnumnpoBaTb MHTEPGENC 1 NOMOYb BaM 3aMOMHUTb PYHKLNK

a4MWUHUCTPATUBHbIN UHTepdenca.

cTanyc Bbl Takke MoXeTe HacTpouTb agMUHUCTPATUBHBLIM  CTaTyc
nHTepdenca

MTU Bbl MOXeTe HacTpouTb MakcMManbHyto eauHuuy nepegaym (MTU)
noprta, 4ToObl OrpaHMuYUTL ONMHY Kagpa, KOTOpbI MOXeT ObiTb
NonyyeH Unu oTnpasneH Yepes 3ToT NopT

[MponyckHas Bbl MOXeTe HacTpouTb NPOMyCKHY CNOCOBHOCTL MHTepderca

CnocobHOCTb

NHTepBan 3arpys3km

Bbl MOXeTe ykasaTb MHTepBan n4a pacyeTa Harpysku nHtepdenca

Carrier Delay

Bbl mMoxeTe HacTpouTb Carrier Delay ons uHTepdenca, 4tobbl
OTperynupoBaTb 3afepXKy, nocrne KOTopou cTaTyc WHTepdenca
nameHutca ¢ Down Ha Up nnu ¢ Up Ha Down

Monuntunka Link Trap

Bbl MOXeTe BKMIOUUTE MM OTKNMIOYUTL QyHKUmMo Link Trap Ha
nHTepemnce

[locTOAHCTBO MHAOEKca

Bbl MOXeTe BKIHOUYMTb OYHKLNIO COXPaHEHUS nHOEKCa MHTepdenca,

nHTepdemnca yToObl WMHOEKC WHTepdherica ocTaBancss HEU3MEHHbIM nocre
nepesarnycka ycTponcTaa

MapLpyTnanpyembii Bbl MOXeTe HacTpouTb PU3MYECKUA MOPT Ha ycTponctBe L3 Kak

nopTt MapLUpyTU3NPYEMLIN MOPT, KOTOpbI paboTaeT Kak MHTEpdenc

wio3a ansa kommyTtaumm L3

Arpervpyembivi nopT L3

Bbl MmoxxeTe HacTpouTb nopT AP Ha yctponctee L3 kak nopt AP L3,
KOTOpbIA OYHKLUMOHUPYET Kak MHTEpdENC LWno3a Ang KoMMyTaumm
L3
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Ocob6eHHOCTb OnucaHue

CkopocTb uHTepdeinca, | Bol MoxeTe HaCTpOUTb CKOPOCTb, OYMMEKCHbIA PEXUM, PEXNM
OYMAEKCHbIM _ pexuM, | ynpaBreHusi MOTOKOM M PEXMM aBTOCOrnacoBaHusa nHtepderica
pexumm yrnpaBneHus
NOTOKOM U PEXUM
aBTOMaTU4YeCKOro
cornacoeaHus

ABTOMaTHYECKOE Ecnn gnga ckopoctn nHtepderica ycTaHOBNEHO 3HadYeHne «ABTO»,
onpegeneHne Moayns | CKOpocTb MHTepdberica MOXeT perynupoBaTbCAd aBTOMATUYECKU B
3aBUCMMOCTM OT TUMNA BCTABIEHHOIO MOAY IS

3almuleHHbI NopT Bbl MmoxeTe HaCTpPpOUTb HEKOTOPbLIE NOPThbI KaK 3aLllULLiEeHHbIE MOPThI,
YTOObI OTKNIOYNTL CBA3b Mexay 3aTuMumn nopTtamMu. Bbl Takke moxeTe
OTKINKOUYNTL MapLlipyTn3auno Mexay 3almueHHbIM1 nopTamMun

MopT BoccTaHoBneHus | Nocne oTKNYeHNsa NopTa M3-3a HapyLLEHWS Bbl MOXETe 3anyCcTuTb
Errdisable KomaHndy BoccTaHoBreHus errdisable B pexvume rnobansHon
KOH(urypauum, 4tobbl BOCCTAHOBUTbL BCE MOPTbl B COCTOSIHWM
errdisable 1 BKNOYMTL 3TN NOPTbI

3awmta  noptoB  OT | Bbl MoxeTe HacTtpouTb (byHKUMO 3awmTbl nopTtoB oT flapping’a,

HecTabunbHOCTH 4yTOObI CUCTEMA MOrfia aBTOMaTUYECKM NEpPeBECTU MOPT B PEXUM
(flapping) HapyLLeHus, Korga Ha nopTty npoucxoauT flapping

1.3.2. KomaHAabl HacTponkun nHTepdenca

3anyctute komaHgy interface B pexume rnobanbHOW KOHUrypaumm Ans BXo4a B PEXMM
KOHpurypaumm nHtepdenca. Bel moxeTte HacTpoutb atpubyThl, CBSAI3aHHbIE C MHTEPdENCOM, B
pexnme KoHdurypauumn nHtepdenca.

1.3.2.1. NMpuHUKMN paboTbl

3anyctute komangy interface B pexvmme rnobanbHon KoHdurypaumm, 4Tobbl BONTU B PEXUM
KOHdurypaumm uHTepgenca. Ecnv Bbl BoMgeTe B pPeXUM HACTPOMKM HECYLLECTBYHOLLEro
norn4yeckoro nHrepderica, uHTepdenc dyaget cos3gaH. Bl Takke MoOXeTe 3anycTUTb KOMaHay
interface range wnun interface range macro B pexume rnodanbHon kKoHdUrypaumm, 4TobbI
HaCTpPOMTL AnanasoH (MaeHTudurkaTopbl) HTEpdencoB. HTepdencel, onpeaeneHHblie B 04HOM
AnanasoHe, AOMKHbI ObITb OQHOMO TUMa N UMEeTb OOUHAKOBbIE (DYHKLINN.

Bbl MmoxeTe 3anyctutb Komangy no interface B pexume rnobanbHonm KoHdUrypauum, 4tobbl
yOanuTb YKasaHHbIN JTOrM4ecknin HTepdenc.

NMpaBuna Hymepauum nHtepcdencos

B aBTOHOMHOM pexume wuaeHTudukaTop U3MYECKoro nopta COCTOUT U3 [OBYX 4YacTeu:
naeHTudukaTopa crnota n ngeHtudunkaTopa nopra Ha cnote. Hanpumep, ecnn ngeHtudukaTop
CInoTa nopTa paBeH 2, a uaeHTUduKaTop nopTa B CroTe paBeH 3, uaeHTudukatop nHtepdenca
paBeH 2/3.

lMpaBuna Hymepauuu crioToB cnegyowime: VineHTngukatop ctatmyeckoro cnota paseH 0, Torga
Kak ngeHTudumkaTop AMHaMMYECKOro crnota (nogkniovaeMoro Moayns unu nMHENHOW KapTbl)
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HaxoauTcsa B AnanasoHe oT 1 4O Konn4ecTBa CroTOB. I'Ipennonox(MM, YTO Bbl CTOUTE JINLIOM K
naHenm yCTpOI;lCTBa. ,D,VIHaMVILIeCKVIe CNnOTbl HYMEPYKTCA OT 1 nocnepoBaTenbHO cnepegun
Hazag, creBa HanpaBo U CBEPXY BHUS3.

Mﬂ,eHTI/Id)I/IKaTOp nopTa B ClnoTe HaxoauTCcA B Anana3oHe OT 1 0o konn4yecTBa NOPTOB B CIioTe U
HyMepyeTCA nocneanoBaTesibHO CclieBa Hanpaso.

NoeHtTudukatop nopta AP HaxoauTcss B AvanasoHe oT 1 o konuyecTtBa noptoB AP,
noaaepXXMBaeMbIX YCTPONCTBOM.

NaenTtudpmkatop SVI— ato VID VLAN, cooTBeTCTBYIOLLEN 3TOMY SVI.

Hactpouka uHtepdencoB B AuanasoHe

Bbl MmoXxeTe 3anycTtuTb koMaHay interface range B pexume rrnobanbHOM KoOHuUrypauum, 4Toosl
O[JHOBPEMEHHO HACTPOUTb HECKOSTbKO WHTepdencoB. ATpuOYTbl, HACTPOEHHbLIE B peXunme
KOHpurypaumm nHtepgenca, NPUMEHSIOTCA KO BCEM 9TUM NHTepdercam.

KomaHga interface range MOXeT MCNOMb30BaTbCA ANSA yKa3aHWA HECKOMbKMX AuanasoHoB
UHTepdencos.

MapameTp macro wucnonb3yeTcs Afs HACTPOWKM Makpoca, COOTBETCTBYIOLLEro AuanasoHy.
[ononHuTteneHble CBEOeHUA CM. B pasgene "Hacrtpoika mMakpocoB Anana3oHoB MHTepdgenca”
HUXe.

[nana3oHbl MOryT BbITb pasgerneHbl 3anaTbiMm (,).

Tunbl NHTEpPOENCOB BO BCEX AManasoHax, ykasaHHbIX B KOMaHAe, A0JKHbI ObiTb OANHAKOBBLIMU.
O6paTnte BHMMaHWe Ha bopmaT napameTpa range npu 3anycke komanghbl interface range.
Honyctumel cnegyoume oopmMaThl AnanasoHoOB MHTEP(ENCOB:

e FastEthernet yctpoiictBo/cnot/{nepssiin nopT} - {nocneaHuin nopt};

e GigabitEthernet yctpoictBo/cnoT/{nepeebiit NnopT} - {nocneaHuin nopTy;

e TenGigabitEthernet ycrpoiicteo/crnot/{nepsbiii nopT} - {nocneaHuii NopT};

e FortyGigabitEthernet yctpoicTteo/cnot/{nepsbiin nopT} - {nocrneaHuii nopT};

e AggregatePort Aggregate-port ID (maeHTudukatop AP HaxoamTcsa B Auana3oHe oT
1 0o MakcuManbHOro konuyecTsa nopTtoB AP, nogaepxvnBaembiX yCTPONCTBOM. )

¢ vlan vian-ID-vlan-ID (napeHtudpukaTtop VLAN HaxoauTcs B AuanasoHe oT 1 oo 4094.)

e Loopback loopback-1D (mgeHTudpmkaTop loopback HaxoamTcs B AvanasoHe ot 1 oo
2147 483 647.)

e Tunnel tunnel-ID (noeHTUdUKaTOP TyHHENs HaxoauTcs B AuanasoHe ot 0 Ao
MaKkCMMaribHOro  KONuM4yecTBa  TYHHENbHbIX  MHTEpPdencoB, MNOAAepXMBaEMbIX
YCTPOWCTBOM, MUHYC 1).

NHTepdelicbl B gMana3oHe MHTEPdENCOB AOSMKHbI OblTb OQHOrO TMMa, a UMeHHO, FastEthernet
unu GigabitEthernet.

Hactpoika makpocoB AMana3oHOB MHTepdenca

Bbl MOXeTe onpenennTb HEKOTOPbIE MaKpPOChl Af1s1 3aMeHbl AuanasoHoB nHTepdenca. lMNpexae
4yeMm MCMNONb30BaTb NapameTp macro B KomaHge interface range, Bbl AOMKHbI CHadvana
3anyctutb komaHgy define interface-range B pexume rnobanbHON KoHUrypauum, 4Tobbl
onpeaennTb 9T MakpocChl.

3anyctnte komaHgy no define interface-range macro_name B pexume rnobanbHon
KOHpurypauum, 4tobbl yaanuTb HACTPOEHHbIE MAKPOCHI.
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1.3.3. OnucaHue nHtepdenca u agMMHUCTPATUBHbIN CTaTyC

Bbl MOXXeTe HacTpouTb UMA Ans nHTepdgenca, YTodbl MAEHTMHOULMPOBATL NHTEPGENC M MOMOYb
BaM 3anoMHUTb PYHKUMKN UHTepdeinca.

Bbl MOXeTe BOMTU B PEXUM KOHGUrypauum nHtepdenca, YTodbl BKIYATL UM OTKMIOYNTb
NUHTepdenc.

1.3.3.1. NMpuHUKUN paboTbl

OnucaHue uHTepcenca

Bbl MoxeTe HacTpouTb UMA uMHTepdenca B 3aBUCUMOCTM OT HasHavyeHusa uHTepdenca.
Hanpumep, ecnum Bbl XOTUTe HasHauuTb GigabitEthernet 1/1 gnsa  wucknouMTENbHOrO
NCnonb30BaHUA nonb3oBaTtenem A, Bbl MOXeTe onmncaTb UHTepdheinc kak «Port for User A» (MNopT
ans nonb3oartensd A).

AaMUHUCTPaATUBHbLIN CTaTyCc UHTepdenca

Bbl MOXeTe HacTPOUTb aAMUHUCTPATUBHLIN CTaTyC nHTepdenca, YTobbl OTKOUUNTL MHTEPdENC
no mepe HeobxoaumocTn. Ecnn nHTepdenc oTKoYeH, Kaapbl He OyAyT NpUHUMAaTLCH UK
OTNPaBnATLCH Yepes ATOT UHTepdenc,  MHTepdenc noTepseT Bce CBOM PyHKUMK. Bbl MoxeTe
BKITOYUTb OTKIMIOYEHHbIM WHTEpPdENC, HACTPOMB afAMUHUCTPATUBHBLIN CTaTyC WHTepdewnca.
OnpepgeneHbl OBa Tuna agMUHUCTpPATMBHOIO cTtaTyca uHTepdenca: Up u Down.
AOMUHUCTPATUBHBIA cTaTyCc UHTepdenca — Down, ecnu nHTepdenc oTknodeH, n Up, ecnu
NHTEpPdENC BKITHOYEH.

1.3.4. MTU

Bbl moxeTe HacTpouTb MTU nopta, 4ToObl OrpaHnunTb ANUHY Kagpa, KOTOpbIA MOXeT ObiTb
NoSyyYeH Unn OTrNpaBreH Yepes aToT NopT.

1.3.4.1. NMpuHuMn paboTbl

Korga vepes nopT nepegaetcs 6ombLion 06bemM AaHHbBIX, MOMYT CyLLEeCcTBOBaTb Kaapbl 6onbLuero
pasmepa, 4Yem cTaHgapTHbli kagp Ethernet. 3toT Tun kagpa HasbiBaetcs Jumbo Frame.
MTU — aTo AnMHa cermMeHTa OeNcTBUTENbHbIX AaHHbIX B kagpe. OH He BKMYaeT HaknagHble
pacxoabl Ha nHkancynsuuio Ethernet.

Ecnu nopT nony4aeT unu otnpaenseT kagp, AnMHa KoToporo npesbiwaeT MTU, aToT kagp byaet
OTOpOLLEH.

MTU HaxoguTcs B guanasoHe oT 64 6ant go 9216 G6ant ¢ warom B 4YeTbipe Ganta. MTU no
ymonyaHmio coctaenseT 1500 GanT.

NMPUMEYAHUE: komaHga mtu genCcTBYET TOSbKO HAa OM3MYECKOM MopTy unn AP-nopTy.
1.3.5. NMponyckHas cnocCoOO6HOCTb

1.3.5.1. NMpuHUKMN paboTbl

Komangy bandwidth moXHO HacTpouTb Takmm 00pas3oM, 4TOOblI HEKOTOPLIE MNPOTOKOJIbI
Mapwpytmsaumm (Hanpumep, OSPF) mornm BbUUCASATL METPUKY MapLupyTa, a npoTOKOn
pesepBupoBaHua pecypcoB (RSVP) Mor BbIMMCHATL 3ape3epBUPOBAHHYO MOSIOCY NPOMYCKaHUS.
M3meHeHne nponyckHOM CrnocoBHOCTU WHTepdenca He MNOBMUSIET Ha CKOPOCTb Mepedayu
OaHHbIX (hU3n4ecKoro nopTa.

NMPUMEYAHMUE: komanaa bandwidth asnaetca napameTpom MapLupyTM3aunm 1 He BNUSET Ha
NPONYCKHY CMNOCOBHOCTb (PU3NYECKOrO KaHana.
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1.3.6. UHTepBan 3arpy3ku

1.3.6.1. MpuHUMN paGoOThbI

Bbl moxeTe 3anyctutb komaHay load-interval, 4TobGbl ykasaTb MHTEpBan ANs pacdeTa Harpy3ku
UHTepdenca. Kak npasuso, uHTepsan coctasnsaeTt 10 cekyHa.

1.3.7. 3apepKKa nepecbINiku

1.3.7.1. NMpuHUKUN paboTbl

3agepikka NepechbInkn OTHOCUTCA K 3afepKKe, Nocne KOTOPOW CUrHan obHapy>XeHUs NepechInku
AaHHbIX (DCD) namensetcs ¢ Down Ha Up unu ¢ Up Ha Down. Ecnu ctaTyc DCD nameHuTcs BO
BPEMS 3a[lePXKnN, cuctemMa NpouUrHopupyeT 310 n3MeHeHue, YTobbl n3bexaTtb cornacoBaHus Ha
BEPXHEM KaHarbHOM ypoBHe. Ecnn ans aToro napameTtpa yCTaHOBIEHO BorbLUoe 3HaYeHue,
noyTtun kaxxgoe nameHeHne DCD He Byaet obHapyxeHo. HaobopoT, ecnv napameTp yCTaHOBIEH
Ha 0, kaxgoe uameHeHue curHana DCD Oyget obHapyxuBaTtbCs, YTO npuBedeT K MNioxown
cTabunbHOCTW.

NMPUMEYAHUE: ecnn nepecbinka DCD npepbiBaeTca B TeYeHUe ANUTENbHOIO BPEMEHM,
cnegyeT yCTaHOBUTbL 3a[E€PXKKY NEPECHINKN Ha MeHbLUEee 3HaYeHe AN YCKOPeHNs CXoauMoCTu
TonosnorMn nnn mappyta. HaobopoT, ecnu Bpems npepbiBaHusA nepecbinikn DCD meHblue
BPEMEHM CXOOMMOCTM TOMOMOTMM WNW MapLupyTa, 3adepXka Mepecbiikn [oSmkHa ObiTb
ycTaHoBrieHa Ha 6onbluee 3HavyeHue, 4Tobbl n3bexaTs flapping’a Tononorun nnu mapLupyTa.

1.3.8. Monutuka Link Trap

Bbl MOXeTe BKIOUUTDL MK OTKNoUMTb doyHKumio Link Trap Ha nHTepdence.

1.3.8.1. NMpuHuMN paboTbl

Korga dyHkuma Link Trap Ha nHTepdence BKNoYEHa, NPOCTON NPOTOKOM YNpaBfieHUs1 CeTbHo
(SNMP) otnpaenseT Link Trap’sl npu N3MeHEHUN COCTOSHNS CBSI3M Ha MHTepdience.

1.3.9. NMNocToAHCTBO MHAEKca nHtepdenca

Kak n umsa uHTepdenca, nHoekc uMHTepdenca Takke wuaeHtupuumnpyet uHTepdenc. [Npu
co3fjaHnn wuHTepdpenca cuctemMa aBTOMATMYECKM MNpucBamBaeT WHTEPKENCY YHUKaNbHbIN
nHaekc. Ingekc nHtepgenca MoxeT M3MEHNTLCA NOCe nepesarpyskn ycTtponctea. Bel MoxeTe
BKIMIOYNTb OYHKLMIO COXpaHEHNA nHAeKca nHTtepdenca, YTobbl MHOEKC MHTepdenca ocTaBarnca
Hen3MeHHbIM nocre nepesanycka ycTpoucTaa.

1.3.9.1. NMpuHUKMN paboTbl

lMocne BKMOYEHMSA COXpaHEHUst MHOeKca WHTepdenca MWHAEKC WHTepdenca ocTaeTcs
Hen3MeHHbIM nocre nepesanycka ycTpoucTaa.

1.3.10. MapwpyTusmpyembin nopTt
1.3.10.1. NMpuvHUKMN paboTbl

dusnyecknit NopT Ha ycTponcTBe L3 MOXHO HAaCTPOUTb Kak MapLUpyTU3MPyeMbIN NOPT, KOTOPLIN
paboTaeT Kak uHTepdenc wn3a And kommytaumm L3. MapwpyTusmpyembii NopT Henb3s
ncnonb3oBaTb Ans komMmyTauum L2. Bbl MoxeTe 3anycTuTb komangy no switchport, 4tobbl
N3MEHUTb NOPT KOMMYTaLUUN HA MapLUpyTU3MpPyeMbI MOPT U Ha3HaunTb IP-agpec aTomy nopTy
Ana Hactponku mapwpyTta. ObpatuTe BHUMaHWE, YTO Mepen BbINOSIHEHMEM KOMaHAbl NO
switchport Heobxoaumo yganuTb Bce yHKUMM L2 nopTa KOMMyTaumw.
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1.3.11. Arpernpyembiu nopt L3

1.3.11.1. MpuHUMN paboThbI

Kak n B cnyyae ¢ mappyTnavpyemMbiM NOpTOM YPOBHSA 3, Bbl MOXETe 3arnyCTuTb KOMaHgy Nno
switchport, 4To6bl U3MeHUTb MOPT arperauuy ypoBHA 2 Ha MOPT arperaumy ypoBHA 3 Ha
YCTPOWCTBE YPOBHA 3, a 3aTeM HasHauuTb IP-agpec aToMmy nopTy arperaumm Ans HaCTPOWKK
mapwpyTa. ObpaTtuTe BHMMaHue, YTO Bbl AOMKHbI yAanuTb Bce dyHkuun L2 nopta AP nepen
3anyckom KomaHabl no switchport.

NPUMEYAHMUE: nopT AP L2 C 0AHMM UM HECKOMbKMMW NOPTaMmU-y4aCTHUKaMM HE MOXET ObITb
HacTpoeH kak nopt AP L3. ToyHo Tak xe nopt AP L3 ¢ OOAHMM WNM HECKONbKUMMU
nopTamMmu-yyacTHMKaMM HEMb3s U3MEHUTbL Ha nopT AP L2.

1.3.12. CkopocTb MHTepdenca, AyNNeKCHbIN PEeXUM, PEXUM ynpaBrieHUs
NOTOKOM U peXxuM aBTOMaTU4YeCKOro corrnacoBaHus

Bbl moxeTte HaCTpOUTb CKOPOCTb MHTepq)elhca, Ll,yI'IJ'IeKCHbIIZ pexunm, pexumm ynpabrieHuA
NMOTOKOM U PEXNM aBTOMAaTU4YE€CKOIro cornacoBaHuA Cbl/l3|/1‘-leCKOFO nopta Ethernet unm nopta AP.

1.3.12.1. NMpuvHUKUN paboTbl

CkopocTtb

Kak npaBurno, ckopoctb pusndeckoro nopta Ethernet onpegensercs nytem cornacoBaHus C
peer-yctponcteoM. CornacoBaHHasi CKOPOCTb MOXeT ObiTb Nobor CKOpOCTh0 B npepenax
BO3MOXHOCTEN WHTepdperica. Bbl Tawke MoxeTe HacTpouTb Nobyto CKOpPOCTb B npegenax
BO3MOXHOCTEN NHTEepderica ana guandeckoro nopta Ethernet.

Korga Bbl HacTpauBaeTe ckopocTb nopTa AP, KOHdurypauusi BnusieT Ha BCe €ero
nopTbl-y4acTHUKW. (Bce 3T NopTbl-y4acTHUKM siBNstOTCS ouandeckumun noptamu Ethernet.)

OynneKkcHbIN pexum

o [lynnekcHbin pexunm dmsndeckoro nopta Ethernet nnn nopta AP MOXHO HacTpouTb
cnegyowmm obpasom:

e YcTaHOoBUTE [LOYMNNEKCHbIN pexuM WHTepderica Ha MONHOAYMNSIEKCHbIN, 4YTOObI
NMHTepdenc Mor nony4yaTtb NakeTbl BO BpeMs OTNpaBKy NakeToB..

e YCTaHOBUTE OYMIEKCHbINA PEXMM MHTEepdenca Ha NoNyAynneKkcHbIn, YTobbl MHTepderc
MOT nony4aTtb UM OTNPaBNATb NakeTbl OQHOBPEMEHHO.

e YcTaHOBUTE [OYMMEKCHbIA pexmm uHTepdenca Ha aBTocornacoBaHue, 4ToObI
OYNNEKCHbIN pexuM WHTepdenca onpegensanca nocpeacTtBOM aBTOCOracoBaHUA
MeXay NoKanbHbIM MHTEPdENCOM U peer-MHTEpdENCOM.

e Korpga Bbl HacTpamBaeTe AYNNEKCHbIN pexxum nopta AP, KOHUIypauus BNUsIET Ha BCe
ero nopTbl-y4acTHuku. (Bce aTn NOpTbI-y4aCTHUKN ABMAIOTCS PU3NYECKUMU NOpTaMM
Ethernet.)

YnpaBneHne noTokom
[na nHutepderica onpeaeneHsl ABa pexvma ynpasneHms NOTOKOM:

e  CUMMETPUYHBIN PEXUM YnpaBreHUss MOTOKOM: Kak NpaBuio, Mocne BKYEeHUS
ynpasrieHns NOTOKOM Ha MHTepderice nHTepgenc obpabarbiBaeT NONyYeHHbIE Kaapbl
ynpaBreHns MnOoTOKOM W OTNpaBnseT Kaapbl YynpaBneHuss MNOTOKOM, Korga Ha
WHTepdence BO3HMKAeT neperpyska. [lonydeHHble W OTMpaBrieHHblE Kaapbl
ynpasreHnsa NoTokoMm obpabaTbiBaloTCA OANHAKOBO. ATO Ha3biBAE€TCA CUMMETPUYHBIM
PEXNUMOM YyrpaBrneHns NOTOKOM.
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e ACUMMETPUYHbLIA PEXMM YNpaBneHNs NOTOKOM: B HEKOTOPLIX CryvasX OXMAAETCs, YTO
nHTepdenc Ha ycrpornctee byaeT obpabaTbiBaTb MOMyYeHHble Kagpbl ynpaBreHus
NMOTOKOM, 4YTOObI rapaHTMpoBaTb, YTO HW OAMH NakeT He OygeT OTOpoweH u3-3a
neperpysku, 1 He OTNPaBNSATb Kaapbl yNpaBneHnst TOTOKOM, YTOObI M36exaTb CHUXKEHMS
cKopocTu ceTu. B atom cnyvae HeoOXoaAMMO HACTPOUTb ACUMMETPUYHBIA PEXUM
ynpaBreHns noTokoM, YToObl OTAENUTbL Npoueaypy MNOnyvYeHus KagpoB ynpaBneHust
NMOTOKOM OT MpoLeAypbl OTNPaBKM KagpoB yrnpaBneHUs NOTOKOM.

o Korga Bbl HacTpamBaeTe pexum ynpasneHust NOTOKOM nopTta AP, KoHdurypauums
BNUSIET Ha BCe €ero nopTbl-ydacTHUKW. (Bce 93TU NOPThl-y4aCTHUKN SBMSIOTCS
dumsmnyeckumm noptamu Ethernet.)

Kak nokasaHo Ha PucyHke 1-4, INopT A ycTponcTBa siBnsetcs noptom uplink, a noptel B, Cu D
— nopTtamu downlink. MNpegnonoxmm, 4To NOpT A BKMAOYEH C (PYHKLNAMKU OTPABKN U NOMyYeHNs
KagpoB ynpasneHus notokoM. NMopT B 1 nopt C nogkrtoyeHbl K pasHbiM MeafeHHbIM CEeTSAM.
Ecnn 6onbwon o6bemM gaHHbIX oTnpaenseTcda Yepes nopt B u nopt C, nopt B 1 nopt C 6yayt
neperpyxeHbl, 1, cnegoBaTenbHO, Neperpyska NPon3onaeT BO BXOASLEM HanpaBneHum nopra
A. Taknm obpasom, nopT A oTnpasBndeT Kagpbl ynpasneHnsa notokom. Korga uplink-yctponctso
OTBeYaeT Ha Kagpbl ynpaBneHnsa noTOKOM, OHO YMeHbLIAeT MOTOK AaHHbIX, OTNPaBAsSEMbIX Ha
nopT A, YTO KOCBEHHO CHMXaeT CKOPOCTb ceTun Ha nopTy D. B 310 Bpems Bbl MOXeETE OTKOUYUTD
YHKLMIO OTNPaBKM KAAPOB ynpaBreHnsa NoTOKOM Ha nopTte A ansa obecneyvyeHns NCNonb30BaHUs
NPOMNYCKHOM CNOCOBHOCTM BCEW CETH.

PORT B PORT A
re— " m—
@ FDF‘!TE )
PORTD
LiRate-limiting Downlink Data
-y ZiRate-limiting Downlink Dat
(3 Tifwarage Downlink Data
1iLarge Downlink Dat:
I Disable Tx Flow Contral and
Enable Rx Flow Control

PucyHok 1-4.

Pexxnm aBTOMaTM4YeCKOro corriacoBaHus

e Pexum aBTOCcornacoBaHust umHTepdenca MOXET ObiTb BKMHOYEH WM BbIKITHOYEH.
CocTosiHMe aBTOCOrnacoBaHUs UHTepdenca He MOSMHOCTbIO 3KBMBANEHTHO PEXUMY
aBTtocornacosaHus. CoCTosiHME  aBTOCOrfacoBaHWA  MHTepdenca COBMECTHO
onpegenseTcs  CKOPOCTblO  MHTepdbenca, AynneKkCHbIM — PEXUMOM,  PEXUMOM
ynpasrieHNsa NOTOKOM M PEXXMMOM aBTOCOriacoBaHUS.

e Korga Bbl HacTpauBaeTe pexum aBTOMAaTMYeCKOro cornacoBaHust nopta AP,
KOHdUrypaums BCTynaeT B CWly Ha BCex ero rnopTax-yyacTHukax. (Bce atu
NopPTbl-y4aCTHUKN ABRstOTCS dmnsmyeckummn noptamm Ethernet.)

NMPUMEMAHUE: kak npaBuno, ecrnim CKOpPOCTb UHTepdenca, OYNMeKCHbIN PeXnUM U pexmnm
ynpasrieHNs NOTOKOM YCTaHOBMEHbI HA aBTOMATUYECKUIA PEXMM UITN PEXUM aBTOCOrNacoBaHWS
WHTepdenca BKIOYEH, COCTOAHWE aBTOCOrMAacoBaHUA MHTepdenca BKITOYEHO, T. €. (PyHKUMS
aBTOMaTMYeCKOro corfacoBaHnsa nHtepdenca BrknoYveHa. Ecnu HM onga ckopoctu nHTepdeiica,
HW ONs pexuMa gynnekca, HU Ans pexvma ynpasneHus NoOTOKOM He 3a4aHO 3HayeHue auto, a
pexnm aBTocornacoBaHnda MHTepdenca BblKYEH, COCTOSIHME aBTOCOrlacoBaHnsa nHtepdenca
pasHo Off, T. e. byHKUMA aBTOCOrNacoBaHMsa NHTepdenca BbIKoYeHa.
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NMPUMEYAHMUE: nns 100-merabuTHOrO ONTOBOMOKOHHOIO nopTta OYHKLUMS aBTOCOrnacoBaHUA
BCerga OTKIMHYeHa, TO eCTb COCTOAAHME aBTocornacoBaHmsa 100-merabuTHOro ONTOBOMIOKOHHOIO
nopTa Bcerga oTkNtoveHo. [ns rurabutHoro megHoro nopta dyHKUMst aBToCornacoBaHus Bcerga
BKMOYEHa, TO eCTb COCTOSIHME aBTOCOrNacoBaHUS rMrabMTHOro MeaHoOro nopTa Bcerga
BKMNKOYEHO.

1.3.13. ABTOMaTHU4ecKoe onpeaeneHne moayns

Ecnn ansa ckopoctu nHTepdenca ycTtaHoOBNEHO 3HayYeHne Auto, CKOPOCTb MHTepdienca MoxXeT
perynnmpoBaTbCsl aBTOMaTMYECKN B 3aBMCUMOCTM OT TUMa BCTABMIEHHOMO MOAYIS.

1.3.13.1. NMpuHUKUN paboTbl

B HacToswwee BpeMsa YHKLMIO aBTOMaTMYECKOro OBHapyXeH1s Moaysien MOXXHO UCMOob30BaTh
ans obHapyxeHusa Toneko mogynen SFP n SFP+. SFP — 310 rurabuTHbIn Mogynb, TOraa Kak
SFP+ — at0 10-rurabutHeli mogynb. Ecnn BctaBneHHbIn moaynb SFP, nHtepderic pabotaet B
rmrabutHom pexume. Ecnv BctaBneHHbl Mmogynb SFP+, nHtepdenc pabotaet B 10-rurabmtHom
pexume.

NMPUMEYAHUE: yHKUMA aBTOMATMYECKOrO OBOHApYXeHUst Mogynsa OEeNCTBYeT TONbKO Toraa,
Korga 4ns CKopocTu nHtepdhernca ycTtaHoBMAEHO 3HayYeHne Auto.

1.3.14. 3awmweHHbIn nopT (Protected Port)

B HekoTOpbIX cpegax NnpunoxeHun TpedyeTcs, 4Tobbl CBA3b MeXAy HEKOTOPbIMU NopTamMu Bbina
oTKNtoYeHa. [1ns 3Toro Bbl MOXeTe HaCTPOUTb HEKOTOPbIE NOPThl Kak 3alumLleHHble NopThl. Bbl
TaKkKe MoXeTe OTKIMIOYMTb MapLUPYTU3aLMo Mexay 3allmLeHHbIMU NopTaMu.

1.3.14.1. NMpuHuMN paboTbl

3alWmLLEeHHbIN NOpT

Mocne TOro, Kak NOpPTbl HACTPOEHbI Kak 3alluLeHHble NOPTbl, 3alUMULLEHHbIE MOPTbl HE MOryT
B3aMMoencTBoBaTtb Apyr C APYroM, HO MOryT B3avMOAEeWNCTBOBATb C He3allULEeHHbIMU
noptamu.

3alumLLeHHble NopThl paboTatoT B No6oM 13 ABYX pexumMoB. B nepeoM pexume kommyTaums L2
3abnoknpoBaHa, HO paspeLleHa MapLLpyTu3aums Mexay 3aluweHHbIM1 noptamu. Bo BTopom
pexume KoOMMyTaums L2 1 maplupyTtMsaums 3abnokMpoBaHbl Mexay 3alyweHHbIMU NopTaMu.
Ecnu 3awmeHHbIn nopT nogaepxunsaeTt oba pexrmMa, Mo yMOnYaHWU UCMoSb3yeTcs NepBhbIi
PEXUM.

Korga gBa 3awmileHHbIX MOpTa HacTPOEHbl Kak napa 3epkanbHbiX (Mirroring) nopToB, Kagpsbl,
OTNPaBMEHHbIE WITN MOJIyYEHHbIE UCXOOHBIM MOPTOM, MOryT ObITb 3epkanMpoBaHbl Ha MOPT
HasHa4YeHwusl.

B HacTosiLee BpeMs B Ka4yeCcTBe 3alUULLEHHOrNO nopTa MOXHO HACTPOUTb TONBLKO (PU3NYECKUIA
nopt Ethernet mnn nopt AP. Korga nopt AP HacTpoeH Kak 3allMLLEHHbLI MOopT, BCE €ro
NOPTbI-y4aCTHUKM HACTPamnBaOTCA KaK 3allnLLEeHHbIE MopPThl.

BnoknpoBka maplupyTusauum L3 mexay 3almilieHHbIMY NopTaMm

Mo ymonuyaHuio MmappyTu3aumsa L3 mexay salimiieHHbIMM nopTamm He bnokupyetcsi. B aTom
crniyyae Bbl MOXeTe 3anyCcTuTb KOMaHay protected-ports route-deny, 4tobbl 3abnokupoBaTb
MapLUPYTU3aLMIO MEXAY 3aLUMLLEHHBIMW NOPTaMMU.

1.3.15. NopT BoccTaHoBneHus Errdisable

HekoTopble NpOTOKOMblI MNOAAEPXKMBAKT (PYHKLUMIO BOCCTAHOBMEHUSA nocne cbosd nopTta Ans
obecneveHnst 6e30MacHOCTU U CTabuNbHOCTM ceTn. Hanpumep, B npoTokone 6e3onacHocTn
nopTta, KOrga Bbl BKIIOYAETE 3alUMTy MopTa U HacTpamBaeTe MaKCumaribHOe KONM4eCTBO
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agpecoB 6GesonacHocTM [Ans nopTa, cobbiTMe HapylleHWss nopTa reHepupyeTcs, ecnu
KONMMYeCcTBO afpecoB, MOMyYEHHbIX Ha 3TOM MOPTY, MPeBbIaeT MakcumaribHoe KONMM4ecTBO
agpecos 6esonacHocTU. [lpyrne NpoTOKONbI, TakMe Kak NpoTOKoN ceAsyloLlero agepesa (STP),
DOT1X, REUP wn vactei flapping noptoB, noaaepxvsatoT aHanornyHble yHKUMU, U MopT,
HapyLwarwowmin npasuna, byaeTt asTomaTuyeckun 3akpblT Anst obecneyeHns 6e3onacHoOCTy.

1.3.15.1. NMpuvHUKUN paboTbl

lMocne oTKMIOYEeHNa nopTa Ku3-3a HapyleHust Bbl MOXeTe 3anycTuTb komadgy errdisable
recovery B pexunme rnobansHon koHpuUrypaumm, 4Tobbl BOCCTaHOBUTb BCE MOPTbI B COCTOSIHUN
errdisable v BKMOYNTL 3TV NOPTbI. Bbl MOXETe BOCCTAHOBUTL MOPT BPYYHYIO UM aBTOMaTUYECKN
B Ha3Ha4YeHHOEe BpeMs.

1.3.16. PasgeneHue n o6veamnHeHue noptoB 100G

1.3.16.1. NMpuHUUN paboTbl

Mopt 100G Ethernet — 3TO NOPT C BbLICOKOW MPOMYCKHOW CNOCOOHOCTBEH. OH B OCHOBHOM
MCNonb3yeTcs Ha YCTPONCTBAX Ha YPOBHE KOHBEPreHUUN UNn Ha YpoBHe siapa ANs yBenu4eHus
nponyckHomn cnocobHocT nopta. Pasgenerne nopta 100G o3HavaeT, 4yto nopT 100G pasgeneH
Ha JYeTblpe nopta 25G. B ato Bpems nopT 100G cTaHOBUTCHA HEQOCTYMHbBIM, @ YeTblpe nopTa 25G
nepecbinatT AaHHble He3aBucuMo Apyr ot gpyra. KombuHauua noptoB 100G o3HavaeT, 4To
YyeTblpe nopta 25G ob6beanHeHbl B nopT 100G. B ato Bpems yeTbipe nopta 25G CTaHOBATCS
HegoCTynHbIMK, K Tonbko nopT 100G nepepaeT AaHHble. Bbl MoxeTe rMbko HacTpavBaTb
NPOMYCKHY CNOCOBHOCTb, KOMBMHUPYS NN pasaenssi NopThl.

1.3.17. SVI nnn cyouHTtepcdencHasn BbiGopka

Mo ymonuanmto SVI wunu cybuHTepdenc He noagepkuBaeT CTaTUCTUKY MNaKeToB. Takas
MHPOpMaLMs, Kak KONMMYeCTBO MNAKETOB, MOMYYEeHHbIX WM OTNpaBneHHbIX yepe3 SVI unu
cybuHTepdenc, a Takke CKOPOCTb OTNPaBKWU/MOMNYyYEHNS MAKETOB, HE MOXET OblTb OTOOpaxeHa.
Bbl MOXeTe BkOUMTb BbIGOpKY SVI nnu cybuHtepdenca ans otobpaxeHnsa 3Ton CTaTUCTUKN.

1.3.18. 3awumTa nopToB OT HecTabunbHocTH (flapping)

Korma Ha nopty npoucxogut flapping, BO3HMKaeT MHOro annapaTtHbiX MNpepbIBaHUN,
noTpebnstowmx MHoro pecypcos LIMN. C gpyron ctopoHsbl, YacTein flapping nopta nospexgaet
nopT. Bbl MoxeTe HacTponTb dbyHKUMIO 3awmThl oT flapping’a onga 3awmTsl NOpTOB.

1.3.18.1. NMpuHUKMN paboTbl

Mo ymonyaHuio dyHKuMs 3awmTbl noptoB oT flapping’a BknoyeHa. Mpu HeobxoammocTh Bbl
MOXeTe OTKNouMTb 3Ty byHKumMo. Korga Ha nopty npoucxogut flapping, nopt onpegenser
flapping kaxgble 2 nnn 10 cekyng. Ecnu B TeueHne 2 cekyHa Ha nopTy npowucxoaut flapping
WecTb pa3, YCTPOMCTBO oTobOpaxaeT noackasky. Ecnm HenpepbiBHO oTobpaxatotcss 10
noackasok, T. €. B TedeHne 20 cekyHO nNocTosiHHO o6HapyxuBaeTcs flapping noptos, nopt
NnepexoanTt B PEXMM HapylleHus (MpUYMHY HapyuweHus nokasbiBaeT Link Dither). Ecnm B
TeyeHue 10 cekyHg Ha nopTy npoucxoauT flapping 10 pas, ycTponcTBo oTobpakaeT NoACKasKy,
He NepeBOoAs MopT B PEXUM HapyLUEHUS.

1.3.19. Syslog (cucteMHbIn XXypHan)

Bbl MOXeTe BKMOYMTb UMM OTKMOUNTD PYHKLMIO CUCTEMHOrO XXypHana, 4ytobbl onpeaenuTb,
oToOpaxaTtb 1 nHdopmaumio 06 N3MEHEHMSIX NI UCKITIOYEHNAX UHTepdenca.
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1.3.19.1. MNpuHUMN paboThbI

npl/l HeO6XOD,I/1MOCTI/I Bbl MOXETE BKIMIOYUTb UM OTKITIOYNTb (byHKLI,I/II'O CUCTEMHOrO XypHarna. Mo
YMOJT4aHUKO 3Ta d)yHKLl,VIFl BKkNtoyeHa. Korga I/IHTepd)eVIC CTaHOBUTCA HeHOopMallbHbIM,
HanpuMmep, N3AMeHAeTCA CTaTyC MHTepq)ePlca, nnn MHTepd)eIZC nony4vyaeT Kagpbl OLIJI/I6OK, nnn
nponcxognT flapplng, cucrema 0T06pa>KaeT noAcCKa3ku and ysegomMneHus nonb3oBaTenen.

1.3.20. Nmo6anbHbIn MTU

Monb3oBaTeny MOryT yCTaHOBUTL rnobanbHbin MTU ans ynpaBneHust MakcMMarnbHOW ONIMHOW
KagpoB, KOTOPblE MOTYT GbITb OTMPABMNEHbI U MOMNyYeHbl Yepes BCe NOPTh.

1.3.20.1. NMpuvHUKUN paboTbl

Korga obmeH gaHHbIMM ¢ 6ONbLUIOK NPONYCKHOM CNOCOOHOCTLIO OCYLLECTBSIETCA Yepes MnopT,
MOFyT CyLlecTBOBaTb kKagpbl, ANMHA KOTOPbIX BofbLUe, YeM Yy cTaHgapTHOro kagpa Ethernet, un
3TW Kagpbl HasbiBaloTCA jumbo-kagpamu. MTU ykasbiBaeT ANUHY AOMNYCTUMbIX NOSMEN AaHHbIX B
Kagpe, 3a UCKIoYeHUeM CnyXebHbIX AaHHbIX MHKancynauun Ethernet.

Ecnu gnuHa kagpa, nony4yeHHOro unu OTMnpaBfeHHOro MOpPTOM, MpeBblaeT 3HavYeHne MTU,
kagp 6ygeT oTbpoLueH.

3HauveHne MTU HaxoguTcs B guanasoHe oT 64 o 9216 6awnt. LLar coctaenseT yeTbipe GanTa.
3HaveHue no ymonyanuo — 1500 GanT.

NMPUMEYAHMUE: IP MTU aBTOMaTMyeckn nameHsaeTcsa Ha 3HadyeHne MTU kaHana nHtepdenica
npu nameHeHun rnobansHo yctaHoBneHHoro MTU kaHana.

NPUMEYAHUE: MTU wuHTepcberica umeeT npuoputeT Hag rnobaneHeim MTU. [locne
HacTporku rnobanbHoro MTU pgna MTU wuHTepdbenica Henb3s yCTaHOBUTb 3HA4YeHME Mo
YMOJYaHMIO.

1.3.21. MAC-agpec nHtepcenca
1.3.21.1. MpuHuMN paboTbl

Mo ymonuaHuio Kaxgbin uHTepdenc Ethernet nmeet rmo6anbHo yHuKkanbHbin MAC-agpec. MNpu
HeobxognmocTn MAC-agpeca nHrepdencos Ethernet moxHo namennts. OgHako MAC-agpeca
B OOHOWM N TON XK€ NOKaNbHON CETU AOIMKHbI BbITb YHUKANBbHbLIMMU.

Ytobbl HacTpouTb MAC-agpec umHTepdenca Ethernet, BbinonHute komangy mac-address B
pexnme HaCTPOMKN NHTepdenca:

NMPUMEMAHUE: koHurypauus MAC-agpecoB MOXET MOBSIMATb Ha BHYTPEHHIOW CBSA3b B
nokaneHon cetu. oaTomMy nonb3oBaTeNisiM pekoMeHayeTca He HacTpavBatb MAC-agpeca
CaMOCTOSATENbHO, eCNN B 3TOM HET HEOBX0AMMOCTW.

1.3.21.2. CBA3aHHaA KoHduUrypaums
Hactponka MAC-appecoB ansa uHtepdencos

Mo ymonuaHuio Kaxabli MHTepdeNc nveeT rnobanbHo yHukanbHbin MAC-agpec.

Bbl moxeTe 3anyctuTb KomaHay mac-address mac-address B pexunme koHUrypaumm
NMHTepdenca, 4Tobbl nameHnTs MAC-agpec nHTepdenca.
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1.3.22. ®nar uHkancynsaumu VLAN Ha nHtepdencax

1.3.22.1. MpuHUMN paboThbl

BupTtyanbHasa nokanoHasa cetb (VLAN) npeactaBnseT cobon Nornyeckyto ceTb, pasferieHHyo
Ha M3nYeCcKylo CeTb, U COOTBETCTBYET ceTu ypoBHs 2 B mogenu OSIl. B 1999 roay IEEE
BbINycTUna npoekT npotokona 802.1Q onga ctangapTusauum peweHna no peanusaumm VLAN.

TexHonorna VLAN no3songeT ceTeBOMY aAMUHUCTPATOPY pasaennTb (PM3nMYeckyto nokanbHyo
CeTb Ha HeCKONbKO LupokoBelwaTenbHblx gomeHoB (Mnn VLAN). Kaxgaa VLAN cogepxut
rpynny pabounmx CTaHUMM C OAMHAKOBbIMM TpeboBaHuaMM, M kaxgaa VLAN mnmeeTt Te xe
aTpubyTbI, YTO N pusnyeckas LAN. Tak Kak BUpTyanbHble CETU NTIOMMYECcKn pasgeneHsl, paboyve
CTaHUMnM B OQHOW N TOWN e BUPTyaribHOW ceTn He 06s3aTenbHO pasMeLLatb B O4HOM U TOM Xe
PM3MYECKOM NPOCTPAHCTBE, TO €CTb 3TN paboume CTaHuMM MOryT npuHagnexaTb K pasHbiM
PU3MYECKUM CErMEHTaM NoKanbHOM ceTu. MHoroagpecHsin U ogHoaapecHsbin Tpaduk B VLAN
He OyaeT nepeHanpaBnaTbes B Apyrme VLAN. OTo nomoraeT KOHTponuMpoBaTtb Tpaduk,
COKpalwaTb MHBECTMUMW B YCTPOWCTBA, YNpowaeT ynpaeBfneHne ceTbld W MoBblaeT
©e3onacHOCTbL CeTw.

VLAN — 3TO npOTOKOS, WCMNOMb3yeMbil ONS pelleHns npobnem LMpoKoBeLLaTENbHOM
(broadcast) nepegaun n 6esonacHocTn Ethernet. Bo Bpemsi nepefaym naketa kK kagpam Ethernet
pobasnseTtca 3aronoBok VLAN. Kpome Toro, mgeHTtudpukatopbl VLAN wucnonesyotcs ans
Knaccudukaumm nonb3oBaTternen no pasHbiM paboynm rpynnam, 4tobbl orpaHnyYnTb O6MEH Ha
YpOBHE 2 Mexay nonb3oBaTtensmu B pasHblx paboumx rpynnax. Kaxpgasa paboyasa rpynna
npegcraenset cobon cetb VLAN. Cetn VLAN MOXHO ncnonb3oBaTth 451 OrpaHn4eHnst obnactu
LUMpPOKOBELLATENBbHON PacCbifiku U (POPMUMPOBaHUSA BUPTyaribHbIX paboyux rpynn  Ans
ANHAMNYECKOro ynpasreHns CETAMMU.

Utobbl obecneuntb cBA3b ¢ xocTamm B VLAN, nonb3oBaTennM MOryT HacTtpouTb donar
nHkancynaumm VLAN 802.1Q (npoTtokon VLAN) Ha uHTepdence nnm cybuntepderice Ethernet.
B aTom cnyyae npu oTrnpaBke nakeToB vYepes nHrepdenc Ethernet cooTBeTCTBYHOLLMI 3arofioBOK
VLAN 6ygeTt mHkancynuposaH. Npu nonyyeHun naketoB 3aronioBok VLAN OyaoeT yganeH u3
naketa.

1.3.22.2. CBA3aHHaA KOHduUrypaums

Hactpouka conara nHkancynsaumm VLAN ansa nHtepdcencoB
Mo ymonuaHumio npoToko uHkancynsaumm 802.1Q oTKNOYEH Ana nHTepdencos.

Bbl MmoxeTe 3anyctutb KomaHgy encapsulation dotlQ VianID B nHTepdencHom pexume ans
uHkancyndaumm  802.1Q ana  wuHtepdenca. VlanlD ykasbiBaeT WMHKaMNCynMPOBaHHbIN
naeHTudpukatop VLAN.

1.3.23. Pexxum FEC uHTepdenca
1.3.23.1. NMpuHUKMN paboTbl

Mpsimoe ncnpaeneHne owmnbok (FEC) — 3To MeToq ncnpasrenns koga owmnoKku, MCNoNb3yoLWnii
cnegyloLwmn NpuHUUN paboThl: oTNpaBnTenb 4obaBNseT M30bITOYHbINA KOA UCNpaBNeHns onbok
K AaHHbIM Ans oTnpaBku. MNpUeMHUK BbIMONHAET OOHapyeHMe OWKNOOK B AaHHbIX HAa OCHOBE
Koaa ucnpasneHus owmnbok. Ecnv obHapyxeHa owmnbka, nonyyaTtens ncnpasnset owmnbky. FEC
yrny4laeT Ka4yecTBO CUrHana, HO Takke BbI3blBAaeT 3a4epXKKy curHana. Nonb3oBaTenu mMoryT
BKJIOYATb UNN OTKINOYaTh 3Ty (PYHKLUMIO B 3aBUCUMOCTU OT pearibHOM CUTyauun.

PasnuyHble TUNbI NOPTOB NoAAepKMBatOT pasHble pexumbl FEC. MNopT 25 '6ut/c nogaepxueaeT
pexum BASE-R, a nopt 100 6uT/c nogaepxmBaeT pexum RS.
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1.3.23.2. CBAA3aHHaA KoHduUrypaums

Hactpouka pexxuma FEC uHTepcpenca

Mo ymon4yanuio pexum FEC oTknoueH ana nopta 25 [OMT/c, a BKNOYEHNE U OTKIOYEHNe
pexuma FEC gns nopta 100 M6uT/c onpenensieTcsi BCTaBNeHHbIM ONTUYECKUM MOLYEM.

3anyctute pexum fec mode {rs | base-r | none | auto} B pexume nHTepdenca ans HacTPONKK
pexuma FEC Ha nHTepdeice.

1.3.24. Lukn BbIGOPKKM cTaTUCTUKM NOo noptam Ethernet

1.3.24.1. NMpuHUUN paboTbl

Linkn BeiGopku ctatucTmkm noptoB Ethernet no ymonyaHuio coctaBndeT 5 cekyH, 4TO O3Ha4aeT,
YTO CcTaTUCTUKa MHTepdenca obHoBNAeTCA Kaxable 5 cekyHd. B cueHapusix € BbICOKMMMU
TpeboBaHMSAMN K CTAaTUCTUKE B pearnbHOM BPEMEHU MOXHO NPOAfNTb LIMKIT BbIGOPKMN.

NMPUMEYAHUE: 6onee KOpoTKUIM LUKN BbIOOPKKM yKa3biBaeT Ha Bornee BbicOkoe noTpebneHune
Npou3BOAUTENBHOCTU cUCTEMBbI. [103TOMY LMKN BbIGOPKU AOMKEH BbITb CKOPPEKTUPOBAH Mo
Mepe HeobxoammocTn. Ecnu konnyecTBo dusnyecknx nopTtos npesbiwaeT 500, pekomeHayeTcs
yCTaHOBUTb LMK Bblbopku 6onee 10 cekyHA.

1.3.24.2. CBA3aHHaA KoHduUrypaums

HacTtpouka uukna BbIGOpPKM CTaTUCTUKU HA nopTax Ethernet
Linkn BeiGopkm ctatuctnkm noptoB Ethernet no ymon4yanmio coctaBnseT 5 cekyHn,.

3anyctute komaHgy ethernet-port counter sample-period [ seconds | B pexxvume rrnobansHon
KOHpurypaumm, 4tTobbl HACTPOUTL LMK BbIOOPKK Ha nopTax Ethernet.

1.4. OrpaHnyeHumn

o  Ontunyeckun nopt 10G: korga ontnyeckmii TpaHemeep 10G BCcTaBnseTcsi B ONTUYECKNI
nopt 10G, pexum aBTOCOrnacoBaHusi oTknodaeTcd. Korga ontuyeckuii TpaHcuBep
1000M BcTaBneH B ontuyeckuin nopt 10G, pexmm aBTOCOrnacoBaHWsl BKMAKOYEH MO
YMOSYaHMIo.

o  Ontunyeckun nopt 40G: Korga oNTUYECKMIA TPAHCUBEP BCTABMSIETCA B ONTUYECKUIA MOPT
40G, pexum aBTOCOrnacoBaHust oTknovaeTcd. Korga megHbin kabenb MogKYeH K
onTudeckomy nopTty 40G, BKNIOYAETCA peXNM aBTOCOINIacoBaHWS.

e [Ina npoagykToB cepumn QSW-6910 MTU npeobpasyeTcs B AnMHY NakeTa Ang pacyeTta B
ynnax. MNpeobpasoBaHHaa AnvMHa nakeTa, UCnonb3lyemasl ans pacdeTa, Ha 26 Gant
(skrtovasn 14-6antoBhin 3aronoBok Ethernet, 4-6antoBein FCS 1 gBa Tera) 6onblue
HacTpoeHHoro MTU.

o Korga nepeknoyeHne pexnMoB HaAcTpPoeHo Ha nopTtax 25G QSW-6910 (port speed-
mode 10G/25G), pexumbl YeTbipex NocregoBaTesibHbIX MOPTOB HACTPOEHHOIO NnopTa
N3MEHSIIOTCA OQHOBPEMEHHO, N CKOPOCTb HE MOXET ObITb HACTpPOeHa Ans nopToB 25G.

e Yb6egutecb, uto IP MTU, IPv6 MTU u Link MTU nHTepdencoB ypoBHsi 3 yCTaHOBIIEHDI
npasunbHo n IP/IPv6 MTU He npeBbiwaeT MTU nHtepdenca. HTtepdencebl ypoBHs 3
BKITHOYAIOT B ceb5 NopThl MapLUpyTM3aunmn, NopThl arperaunmn yposHsa 3 n SVI.
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1.5. KoHdumrypauusa

KoHdurypauus

OnucaHve n kKomaHAaa

BbinonHeHne
OCHOBHbIX
KOHdOUrypaumm

(OnuunoHanbHO) WcnonbayeTca And ynpasneHust KoHdurypaumsmm
UHTepdenca, HanpuMmep, ANsa co3gaHus/yaaneHua nHtepdgenca nnm
HaCTPOKMKM onucaHns nHTepdgenca

interface

Co3gaeT uHTepdenc M BXOAUT B PEXUM
KOH(purypaumm Cco3gaHHOro UHTepdpenca
Wnun 3agaHHoro nHtepdenca

interface range

BeoanTt guanas3oH uMHTepdelncos, co3gaeT
3TOT MHTEpPeNC (ecnn He co3naH) n BXxoauT
B PEXUM HaCTPOWnKM nHTepderica

define interface-

range

CospgaeT Makpoc Ans ykasaHus AuanasoHa
UHTepdenca

BbinonHeHne
OCHOBHbIX
KoHduUrypawmm

snmp-server if-index
persis

BkntovaeT yHKUMIO COXpaHeHWs uHOekca
uHTepdenca, 4Tobbl MHAEKC WHTEepdenca
ocTtaBarcs HEN3MeHHbIM nocne
nepesarnycka ycTponcTaea

description

HacTtpauBaeTt onucaHne uHtepdenca go 80
CMMBOSIOB B  pexuMme  KOHurypaumm
mHTepgenca

snmp trap link-status

HacTtpauBaet, otnpaenate nu link trap’sl
nHTEepgenca

shutdown

3akpbiBaeT nHTepdenc B
KOHoUrypaumm nHtepdenica

pexume

split interface

Pasgenset nopt 40G B pexume rnobansbHon
KOHoMrypaumm

physical-port dither  HactpauBaeT 3awmty wuHTEpdenca ot

protect flapping’a B pexume rno6ansHon
KOHoMrypaumm

logging [link-updown | MNMo3BonseT BHOCUTb B XypHarbl

| error-frame |
linkdither | res-lack-
frame]

MHOpMaLUmMio 0 COCTOAHUN NHTepdienca B
pexume rnobanbHON KoHUrypauum
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KoHdurypauus OnucaHue u KomaHaa
HacTtpownka (OnuuoHanbHo) OH  wncnonb3yeTca Ans  HacTpowikn aTpubyToB
atpubyToB nHTEepdenca
nHTepdenca
bandwidth HacTtpavBaeT nponyckHyt CrnocobHOCTb
UHTepdenca B pexume KOHdUrypaumm
UHTepdenca
carrier-delay HacTtpauBaeTt carrier delay uHTepdeinca B
pexume koHdurypauum nHrtepdenca
load-interval HacTtpauBaeT uHTepBan pacyeTa Harpysku
UHTepdenca
duplex HactpauBaet AYNNEKCHbIN pexum
UHTepdenca
flowcontrol BkniovaeT wnu oTkMYaeT  ynpasreHue
NOTOKOM UHTepdhenca
Hactpowka mtu HactpansaeT MTU unHTepdeinca
atpubyToB
IRTEIE e EE negotiation mode HacTpanBaeT pexum aBTOCOrNacoBaHUSA
nHTepgenca

speed

HacTtpanBaeT ckopocTb nHTEphenca

port speed-mode

HacTtpanBaeT CKOPOCTHOM peXxnum N4 nopTa
25G

switchport

HacTtpauBaeT nHtepdenc kak uHtepgemnc L2
B pexume  HacTpoMKn  uHTepdenca.
(BbinonHuTe koMaHay No switchport, 4ToObI
HacTpouTb UHTepdenc kak nHrepderic L3.)

switchport protected

HacTtpanBaeT nopT Kak 3aLlMLLEHHbIN NOPT

protected-ports

brnokmpyet wmapwpyTtmnsaumio L3 mexay

@ §) QTECH
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routedeny 3alUMLLEHHBIMXW  opTaMuM B pexume
rnobanbHOM KOHMUrypauum
errdisable recovery | BocctaHaBnuBaeT MOpT B COCTOSIHAM
[cause link-state] errdisable B pexume rno6ansHom
KOHpurypavmu
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KoHdurypauus OnucaHue u KomaHaa
HacTtponka route-sample enable | Bkniovyaet YHKLMIO BbIGOPKM
atpubyToB SVl/cybuHTtepderica B pexume
nHTepdenca KOH(purypaumm nHtepdenca
mtu forwarding YctaHasnmBaeT rnobansHbii MTU n IP MTU
mac-address YcraHaBnueaeT MAC-agpec nHtepdgelrica

encapsulation dotlQ | YcrtaHasnuBaeT Ter VLAN ans nHrepdelica

fec mode HacTtpausaet pexum FEC gnsa nHtepdenca

ethernet-port counter | HactpamBaeT nepuog BblGOPKM CTaTUCTUKK
sample-period ans nopta Ethernet

1.5.1. BbinonHeHne OCHOBHbIX KOHUrypaumm

1.5.1.1. 9dphbeKkT KOHhUrypaumm

CospanTte yKkasaHHbIA FIOTMYEeCKUn UHTepdenc n BOMAUTE B PEXUM KOHurypauum
3TOr0  WHTepdenca wnNuM BOMOUTE B pPEXMM KOHUrypaumm CyLlecTBYHOLLErO
hm3n4eCKoro Unn sIOrM4ecKoro nHTepdenca.

CosfanTte HEeCKONbKO YKa3aHHbIX JIOrMYECKMX WHTEpPdENCOB U BOMOUTE B PEXUM
KOHUrypaumm wuHTepdenca wnu BOMAUTE B PEXMM KOHUrypaumm HEeCKONbKUX
CYLLEeCTBYIOLLNX OU3NYECKNX NN NOTNYECKUX NHTEePdEeNCoB.

MHpekebl nHTepdenica ocTaloTca HEM3MEHHbIMUW Mocse nepesarpyskM yCTponCcTBea.

HacTtponte onucaHune nHtepdenca, Ytobbl NoNb30BaTENM MOIIM HaNPsIMylo y3HaBaTb
nHdopmaumio 06 nHTepdeice.

Bkntounte nnu otkntounte dyHkumio link trap nHrepdeiica.
BKrouMTb MNK OTKAOYNTE NHTEPAIENC.
Pasgennte nopt 100G nnu o6beguHuTe YeTbipe nopta 25G B nopt 100G.

MpumeyaHus

dopma KomaHabl N0 MOXET UCMOMb30BaTbCA ANSA yAaneHnsa ykasaHHOro fiormyeckoro
nHTEepenca nnn norm4yecknx UHTeEPEENCOB B yKkasaHHOM AManasoHe, HO He MOXeT
ncnonb3oBaTbCs AN yaaneHus ¢uU3n4eckoro nopta unm U3nYyeckux nopToB B
yKa3aHHOM Auana3soHe.

dopmy komaHabl default MoxHO ncnonb3oBaTh B peXmnme HacTpPoKrkn nHTepdenca onga
BOCCTAHOBIEHUSA HACTPOEK NO YMOMYaHUIO yKa3daHHOro oM3n4eCcKkoro Uimn fIorm4eckoro
nHTepdenca nnm MHTepdENCoOB B yKazaHHOM guana3soHe.

1.5.1.3. lLlarn HacTpounku

Hactpowka ykazaHHoOro nHtepdemnca

HeobasaTenbHbIN.
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e 3anyctute 3Ty KOMaHay, 4TobObl CO34aTb JIOMMYECKUIA MHTEPMENC UM BOUTU B PEXMUM
HaCTPOMKM OU3NYECKOro NopTa UMM CyLLLECTBYIOLLLErO NOrmM4eCcKoro nHTepdgenca.

KomaHga interface interface-type interface-number

Onucanwne interface-type interface-number: ykasbiBaeT TUN M HOMep WHTepdenca.

napameTpoB NHTepdelic moxeT 6biTb dusnyecknm noptom Ethernet, AP-noptom, SVI
nnn neTnesbiM UHTEpdENCcoM

KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm

pexmm

PykoBoactso no
NCMNomb30BaHUIO

e Ecnu nornveckun nHTepdenc elle He cosfaH, 3anycrture 3Ty
KomMaHgy, 4Tobbl co3gaTtb 3TOT UHTEPKENC U BOWNTU B PEXUM
HaCTPOKKM 3TOro nHTepdenca.

e [lna dwmanyeckoro nopta wnuM CyLECTBYIOLLEro JOrMyeckoro
UHTepdenca BbINOMHUTE 3Ty KOMaHAy, YTOObl BOWTU B PEXUM
HaCTPOWKM 3TOro NHTEpdenca.

e lcnonb3ynte popMy komaHnAbl NO, YTOObI yAanuTb YKa3aHHbIN
nornyecknn nHTepdenc.

e Wcnonb3aynte ¢opmy komaHgbl default gna BoccTaHoBneHWs
HaCTPOeK MHTepenca no yMonyaHuio B pexmme KoHpurypaumm
nHTepdenca

HacTponka uHtepcencoB B gnanasoHe
e  OnuuoHanbHo.

e 3anyctute 3Ty KOmaHAy, 4Tobbl CO34aTb HECKOSbKO FOrMyecknx UHTepdencos mnm
BOWTM B PEXMM KOHPUrypaumm HECKONbKMX (DU3NYECKMX MOPTOB UMK CYLLECTBYHOLLNX
NOrnMyecknx MHTepgencos.

KomaHga interface range { port-range | macro macro_name }
Onuncanne port-range: ykasbiBaeT TUN 1 naetTudukaTop gnanasoHa nHtepgencos. 3tn
napameTpoB MHTepdencbl Moryt ObiTb dunsndecknmmn noptamm Ethernet, AP-noptam,
SVI nnu netneebiMn nHTEPdENCamu.
macro_name: ykasblBaeT UM Makpoca AvanasoHa nHtepdenca
KomaHaHbIn Pexunm rmobanbHon koHdurypauum
peXunm

PykoBoactBo Mo
NCNOSb30BaHMIO

e Ecnun nornyeckne nHtepencol ele He cosgaHbl, 3anycTute aty
KoMaHay, 4Ttobbl co3gaTb 3TM MHTEPAENCHI U BONTU B PEXUM
HacCTpoWnKn MHTEepenca.

e [InAa HecKonbKMx puanyecknx nOpTOB WNN CyLLECTBYHOLLMX
NOrnYecKknx MHTepencoB 3anycTute 3Ty KOMaHay, YTobbl BONTU B
peXnM HacTPOMKM NHTepdenca.
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PykoBoactso no
NCNOSb30BaHMIO

e Wcnonb3ynte dopmy komanabl default, 4ToGbI BOCCTAaHOBUTH
HacCTPOMKM 3TUX WHTEP(ENCOB NO YMOMYaAHUIO B pexume
KOHpurypaumm nHtepdenca.

e [lepeg wucnonb3oBaHMeM Makpoca 3anyctute kKomaHgy define
interface-range, 4To6bl OnNpegenuTb AMana3oH MHTepdernca Kak
UMS Makpoca B pexume rnobanbHoW KoHdurypauun, a 3atem
3anyctute komaHgy interface range macro macro_name, 4To6bl
NPUMEHUTb MaKpoC

Hactpouka coxpaHeHus uHgekca nHtepdenca
e  OnuuoHarnbHo.

e 3anyctute a1y

KOMaHA4y, Korga WHOEKCbI MHTepd)elhca OOJPKHbl  OCTaBaTbCA

HEen3MeHHbIMU NOCIe nepe3anycka yCTpOVlCTBa.

KomaHpa

snmp-server if-index persist

Mo ymonyaHuo

Mo ymonyaHuto coxpaHeHve nHaekca nHtepdgernca oTkNIYeHo

KomaHgHbIn
pexmm

Pexwum rnobansHon koHdurypaumm

PykoBoactso no
NCNOnb30BaHUIO

lMocne BbINOSIHEHWS 3TOWM KOMaHAbl TEKyLMEe UHOEKChI BCEX MHTepdencos
OyayT coxpaHeHbl, a nocrne nepesanycka YCTPOMCTBA WHOEKCbl He
n3meHATcs. Bbl MoxeTe mcnonb3oBatb GopMy No mnim oopMy KOMaHAbl
default, 4ToObl OTKNIOUNTL YHKLMIO COXpPaHEHMS MHOEKCA MHTepdenca

HacTponka onucanus nHtepdenca
e OnuuoHanbHo.
o 3anyctute 3Ty KOMaHAy, YToObl HACTPOUTL ONMCaHne nHTepdenca.

KomaHga description string
Onuncanne string: o6o3HavaeT cTpoky agnvHon o 80 cumBosoBs
napameTpoB

Mo ymonyaHuio

Mo YMON4YaHUIO HEeT onncaHna

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nitepdenca

PykoBoactBo Mo
NCNOSb30BaHMIO

OTa KoMaHga UCnonb3yeTcsa AN HACTPOWKM onmncaHus nHtepdperica. Bol
MOXeTe MUcnonb3oBatb opmy nNo munm opmy komaHabl default, 4ToObI
yoanuTb onucaHue nHtepdgenca

Hactpowka doyHkuum Link Trap uHtepdenca
e  OnuuoHanbHo.
e  3anyctute 3Ty KOMaHAy, 4To6bI nony4unTh link trap’sl yepe3 SNMP.
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KomaHpa

snmp trap link-status

Mo ymonyaHuio

Mo ymonyaHuto pyHkuma Link Trap BkroyeHa

KomaHgHbIn
peXxnm

Pexum koHdurypaumm nHtepderica

PykoBoactso no
NCNONb30BaHMIO

OTa KomaHga wucronb3dyetca Ans HacTpouknm dyHkumn Link Trap Ha
nHTepdence. Korga ata dyHkuma skntodeHa, SNMP oTtnpasnserT link trap’sl
npu W3MEHEHMM COCTOSHMA CBA3M Ha uHTepdence. Bbl  mMoxeTe
ncnonb3oBaTb hopmy no nnu dopmy kKomanabl default, 4yToBbl OTKNHOUNTD
dyHkumio Link Trap

Hactpoinka agMMHUCTpaTUBHOro ctatyca uHTtepcenca
e  OnuuoHanbHo.
e  3anyctute 3Ty KOMaHAy, YTOObI BKIIOYUTL UM OTKNIOYNTL NHTEPCENC.

o VHTepdenc He MOXeT OTNPaBNATb UK NONyYaTb NAKeTbl MOCME ero OTKNHYEHNS.

KomaHpa

shutdown

Mo ymonyaHuo

Mo ymon4aHuio agMUHUCTPATUBHbLIN cTaTyc uHTepdenca Up

KomaHgHbIn
PEXNM

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

Bbl MmoxeTe 3anyctuTb komaHgy shutdown, 4tobbl OTKNIOUNTL UHTEPAIENC,
unm komangy no shutdown, 4ytoObl BKNHOUNTE MHTEpPdENC. B HekoTopbIX
crny4vasax, Hanpumep, Korga nHtepdenc HaxoguTca B cocToaHun errdisable,
Bbl HE MOXeTe 3anyctutb komaHgy no shutdown Ha uHTepdeince. Bbl
MOXeTe MCMNoSb3oBaTb popmy nNo mnu dopmy komaHabl default, 4Tobbl
BKNKOYUTb MHTEpPenc

PaspeneHune nopta 100G nnm o6beamnHeHne 4etbipex noptoB 25G B oaUH NOpT

100G

e  OnuuoHanbHo.

e 3anyctute 3Ty kOoMaHgy, 4Tobbl pazgenutb nopT 100G nnm o6beanHUTL YeTbipe nopTa
25G B ognH nopt 100G.

KomaHga [no] split interface interface-type interface-number
Onuncanne interface-type interface-number: ykasbiBaetT Tvn u Homep nopTa. [lopT
napamMmeTpoB pormkeH 6biTb noptom 100G

Mo ymonyaHuio

Mo ymonyaHuio nopTbl 06beANHEHDI

KomaHgHbin
pexum

Pexwum rnobanbHon KoHUrypaumm
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PykoBoactso no
NCNoNb30BaHNIO

Bbl MoxeTe 3anyctuTb komaHay split, 4tobel pasgenuts nopt 100G, nnu
komaHgy no split, 4yTobbl 06beanHUTL pasgeneHHbin nopT 100G.

Mocne HacTpOMKM 3TON KOMaHAbl OObIYHO TpebyeTcs nepesanycTuTb
NUHENHYIO KapTy UMK BCe YCTPOMCTBO, YTOObI KOHbUrypauus BCTynuna B
cuny

Hactpouka SVI unu cpyHKUuM BbIGOPKM cyOuHTepdenca
e  OnuuoHanbHo.
e  3anyctute 3Ty KOMaHAy, YTo6bl BKMIOUNTL (OYHKLMIO BIGOPKU SVI unu cybuHTtepdeiica.

KomaHpa

[no] route-sample enable

Mo ymonyaHuo

Mo ymonuaHuio SVI nnu cybuHtepdenc He nogaepXkmnearoT BelGOPKY

KomaHgHbIn
pexmm

Pexum koHdurypaunm nHtepderica

Hactpouka 3awmTbl oT flapping’a noptoB
e  OnuuoHanbHo.

e 3anyctute 3Ty KOMaHAy, 4ToObI 3awmnTnTh NOpT OT flapping’a.

KomaHpa

physical-port dither protect

Mo ymonyaHuio

Mo ymonuaHuio 3awmTa ot flapping’a nopToB BKMoYeHa

KomaHgHbIn
PEXNM

Pexunm rnobanbHon KoHurypawmm

HacTpoika hyHKLMMN CUCTEeMHOrO XXypHana
e  OnuyuoHarnkeHo.

e 3anyctute 3Ty KOMaHay, 4YTOObl BKMOYMTL UM OTKMOYUTL (PYHKLMIO CUCTEMHOrO
XXypHana Ha uHTepdence.

KomaHga [no] logging [link-updown | error-frame | link-dither | res-lack-frame ]
Onuncanne link-updown: neyataeT nHgdopmauunto 06 N3MEHEHNN COCTOSHWS.
napameTpoB

error-frame: neyaTtaeT nHcopmauuto 06 owmodke.
link-dither: BeiBOANT MHpOpMALMIO O NEPEKITIOYEHNN NMOPTOB.

res-lack-frame: nevyataetr wHdopmaumio 006 owunbke, NONTyYEHHON
MHTEpdEeNncom, n3-3a HexBaTke pecypca

Mo ymonyaHuio

Mo ymonyaHuio oyHKUMS CUCTEMHOTO XXypHana BKM4YeHa Ha uHTepdence

KomaHgHbin
pexum

Pexwum rnobanbHon KoHUrypaumm
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1.5.1.4. NMpoBepka

Hactpouka ykazaHHOro uHtepdemnca

e 3anyctute komaHgy interface. Ecnn Bbl MOXeTe BONTU B pexXuM KOHpurypauuu
UHTepdenca, KoHUrypaLms BbINOMHEHa YCMNEeLUHO.

o [1ns nornyeckoro nHTepdenca nocne BbINONHEHNA KOMaHAdbl No interface 3anyctute
komangy show running unu show interfaces, 4tobbl NpoBepUTb, CyLIECTBYET v
noruyeckun nHtepdenc. B npoTmeHOM criydae nornvyeckmii MHTepdenc yaganseTcs.

e [locne BbinonHeHus komaHabl default interface 3anyctute komaHay show running,
4yTOObl MPOBEPWUTb, BOCCTAHOBMAEHbI MW HACTPOMKM MO  YMOMYaHui  Ans
COOTBETCTBYIOLLEro nHTepcberica. Ecnun ga, To onepauusa npowuna ycnewHo.

Hactpouka uHtepdencoB B AuanasoHe

o 3anyctute komaHay interface range. Ecnuv Bbl MOXETE BONTU B PEXUM KOHpUrypauum
UHTepdenca, KOHUrypaLms BbINOSIHEHA YCMELLUHO.

e [locne BbinonHeHns komaHabl default interface range 3anyctute komaHgy show
running, 4tobbl NPOBEPUTb, BOCCTAHOBMEHbI JIM HACTPOWKM MO YMOMYaHU AN
COOTBETCTBYIOLUNX MHTEpdencoB. Ecnu ga, To onepaums npoLuna yCcneLuHo.

Hactpoika coxpaHeHusi uHgekca nHtepdenca

lNMocne BbINONHEHWS KOMaHAbl Snmp-server if-index persist 3anyctute komaHay write, 4ToObl
COXpaHUTb KOHMrypauuto, nepesanycrTute yCTpoMCTBO 1 3anycTute komaHgy show interface,
4yTOObI NPOBEPUTL MHOEKC UHTepdenca. Ecnu nHgekc nHtepdgenca octaeTca NpexHum nocne
nepesanycka, BKNio4YaeTcd cCoXxpaHeHne nHaekca nirepdenca.

Hactpouka dbyHkuum Link Trap uHtepdenca

e YpanuTte, a 3aTeM BCTaBbTE CETEBOW Kabernb B U3MYECKUI MOPT U BKIOYUTE CEPBEP
SNMP. Ecnu cepsep SNMP nony4aeT link trap’sl, pyHKkuma Link Trap aktMBupoBaHa.

e 3anyctute dopmMy no komaHabl snmp trap link-status. A3BneknTe, a 3aTem BCTaBbTe
ceteBon kabenb B usnyeckmin nopT. Ecnu cepeep SNMP He nonyyaet link trap’sl,
dyHKumMs Link Trap oTknoyeHa.

Hactpoinka agMMHUCTpaTUBHOroO ctatyca uHtepcenca

BcrtaBbTe ceTeBon kabenb B (PU3NYECKUA MOPT, BKIIOYUTE MNOPT W BbIMNOMAHATE KOMaHgy
shutdown Ha aTom nopTy. Ecnn Ha koHCoNM oToBpaXkaeTcsl CUCTEMHBIV XXYPHar, yKasblBatoLUi
Ha TO, YTO COCTOsiHMEe nopTa M3MeHsieTca Ha Down, a uHOukaTop nopta He ropwuTt, MopT
OTKIoYeH. 3anyctute komangy show interfaces n ybegutech, 4TO COCTOsIHME UHTepdenca
nameHunocb Ha Administratively Down. 3atem 3anyctute komaHgy ho shutdown, 4ToObI
BKIOYNTE NOpT. Ecnu Ha koHconu oTobpaxaeTcs CUCTEMHbIV KypHas, yKasblBaloWMn, 4TO
COCTOsIHME nopTa n3MeHsieTcs Ha Up, a uHaAMKaTop Ha rnopTe ropuT, NOPT BKIIHOYEH.

PaspneneHne unu o6beguHeHue noprta 100G

e 3anyctute komaHgy split Ha nopty 100G B pexume rnobanbHOM KOHUrypauuu.
Ybeantecb, YTO COOTBETCTBYIOLLUNA CUCTEMHBIN XypHan oTobpa)kaeTcsi Ha KOHCOIMW.
3anyctute komaHgy write, 4ToObl COXpaHWUTb KOHdMUrypauulo, u nepesanycruTte
YCTPOWCTBO WU JNHENHYKD KapTy B COOTBETCTBMM C METOAOM, OMUCaHHbIM B
CUCTEMHOM XypHane. YeTtbipe nopta 25G MOXHO HaCTpoUTb Kak nopTbl L2 unu L3, HO
pasgeneHHbin nopT 100G Henb3s HAacTpoUTb kak nopT L2 unm L3.

e 3anyctute komaHgy no split Ha paspeneHHom nopty 100G. Y6egutechb, 4TO
COOTBETCTBYIOLMIN CUCTEMHBLIN XypHarn oOTobpaxaeTca Ha KoHconu. 3anycTtute
KomaHay write, 4Tobbl COXpaHUTb KOHUrypaumio, 1 nepesanycrnute yCTpoMCTBO UNu
NIMHENHYIO KapTy B COOTBETCTBMM C METOAOM, OMUCaHHbIM B CUCTEMHOM >XypHare.
YeTbipe nopta 25G Henb3s HacTpouTb Kak nopTbl L2 unu L3, HO KOMOWUHMPOBAHHBIV
nopT 100G MOXHO HacCTpPoOUTb Kak nopTt L2 unu L3.
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HacTtpownka SVI unu dpyHKuMmM BbIGOPKN cyouHTepcenca

3anycTtute komaHgy route-sample enable B pexume koHurypaumm SVI nnm cybuHtepdeliica.
3atem 3anyctute komangy show interface n ybeagmtecb, 4TO OTOOpa)kaeTcs KONMMYECTBO
OTNPaBIIEHHbIX UK NOMyYEHHbIX MAKETOB M CKOPOCTb OTNPaBKW/NONyYeHNst NakeToB. 3anycTuTe
kKomaHgy no route-sample enable. 3atem 3anyctute komangy show interface n yéeaurtecs,
YTO KONMMYECTBO OTMPABIIEHHbLIX UMW MOSyYEHHbIX MAaKeTOB M CKOPOCTb OTMNpPaBKW/MONyYeHus
nakeToB He oTobpaxatoTcs.

HaCTpOVIKa 3alunTbl OT NepeKkn4YeHnsa nopToB

3anyctute komaHgy physical-port dither protect B pexxume rnobanbHon koHurypaumm. Yacto
n3BnekamTe w BCTaBnaAWTe ceTeBon kabenb B uanyecknii nopT, 4TOObI UMUTMpOBATb
nepekntodeHne nopta. Yoeautech, YTO CUCTEMHBIN XXypHarn, YKasblBaloLWnMA Ha NepeknoyeHme
nopToB, oTobpakaeTcss Ha KoHconu. locne Toro, Kak Takonm Syslog NosABUTCA HECKONbKO pas,
cucTemMa npeanoXuT NepeBecT NOPT B PEXMM HapyLUEHUS.

1.5.1.5. Npumep KoHdUrypaumm
Hactpoika oCHOBHbIX aTpubyTOB MHTEpencos

CueHapui:
192.168.1.1/24 192.168.1.2/24
GigabitEthernet  GigabitEthernat
¢ 01 0/
Switch A Switch B
PucyHok 1-5.
Warun e [logkntounTe ABa yCTPOUCTBA Yepes NopTbl KOMMYyTaTopa.
HacTpoukm e HacTpoitte SVI COOTBETCTBEHHO Ha [BYX YCTPOWCTBAX M Ha3HaubTe
IP-agpeca 13 cermeHTa cetu asym SVI.
e BknwounTe coxpaHeHne nHAeKca MHTepdenca Ha AByx yCTpPoOMUCTBaXx.
o  Bkntounte dyHkumto Link Trap Ha oByX yCTPOWCTBAX.
e HacTtponTe agMMHUCTPATUBHBLIA CTaTyCc WHTepdenca Ha ABYyX
YyCTpONCTBax
A A# configure terminal

A(config)# snmp-server if-index persist

A(config)# interface vlan 1

A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-if-VLAN 1)# exit

A(config)# interface gigabitethernet 0/1
A(config-if-GigabitEthernet 0/1)# snmp trap link-status
A(config-if-GigabitEthernet 0/1)# shutdown
A(config-if-GigabitEthernet 0/1)# end

A# write
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B# configure terminal

B(config)# snmp-server if-index persist

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0
B(config-if-VLAN 1)# exit

B(config)# interface gigabitethernet 0/1
B(config-if-GigabitEthernet 0/1)# snmp trap link-status
B(config-if-GigabitEthernet 0/1)# shutdown
B(config-if-GigabitEthernet 0/1)# end

B# write
MpoBepka | BbinonHuTe npoBepky Ha kommyTatope A u kKommyTatope B cnegyrowmm
obpasom:

e 3anyctute komangy shutdown pgna nopta GigabitEthernet 0/1 wn
npoBepbTe, OTKIOYEHbl Nn GigabitEthern 0/1 n SVI 1.

e 3anyctnte komaHgy shutdown Ha nopty GigabitEthernet 0/1 un
npoBepbTe, OTNpaBnseTca nu Trap-coobuieHne, ykasbiBatollee, YTO
3TOT UHTEPENC OTKIHOUEH.

e [lepesanyctute yCTPOMCTBO W MNPOBEpbTE, COBMNAgaeT N WHOEKC
GigabitEthernet 0/1 ¢ nHgekcom 4o nepesanycka

A A# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is administratively down , line protocol is DOWN
Hardware is GigabitEthernet, address is 08cé6.b3.de9b (bia 08c6.b3.de9b)
Interface address is: no ip address

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Bridge, loopback not set

Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes Dropped packets Dropped bytes
0 0

o~ O N WO N & O
O O O 0O o o o
O O O o o o
O O O 0o o o o
O O O o o o

a7

@ §) QTECH

MWP OOCTYNHEE




PykoBofacTeo no Hactponke cepuss QSW-6910

HacTtpoiika nHtepgencos " www.gtechu |

7 4 440 0 0
Switchport attributes:
interface's description:""

lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is 0

admin speed is AUTO, oper speed is Unknown

flow control admin status is OFF, flow control oper status is Unknown
admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Port-type: access

Vlan id: 1

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 0 bits/sec, 0 packets/sec

4 packets input, 408 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

4 packets output, 408 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

A# show interfaces vlan 1

Index(dec):4097 (hex):1001

VLAN 1is UP, line protocol is DOWN

Hardware is VLAN, address is 08c6.b3.33af (bia 08c6.b3.33af)
Interface address is: 192.168.1.1/24

ARP type: ARPA, ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

B# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is administratively down, line protocol is DOWN

Hardware is GigabitEthernet

Interface address is: no ip address, address is 08cé.b3.de%b (bia 08c6.b3.de9b)
MTU 1500 bytes, BW 1000000 Kbit

QTECH

MWP OOCTYNHEE

48




PykoBofacTeo no Hactponke cepuss QSW-6910

HacTtpoiika nHtepgencos " www.gtechu |

Encapsulation protocol is Bridge, loopback not set

Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes Dropped packets Dropped bytes
0 0 0 0

0
0
0
0
0
0

O O O o o o

0
1

2
3
4
5
6
7

O O O 0o o o o
O O O 0o o o o

4 440
Switchport attributes:
interface's description:""

lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is 0

admin duplex mode is AUTO, oper duplex is Unknown

admin speed is AUTO, oper speed is Unknown

flow control admin status is OFF, flow control oper status is Unknown
admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Port-type: access

Vlan id: 1

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 0 bits/sec, 0 packets/sec

4 packets input, 408 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

4 packets output, 408 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

B# show interfaces vlan 1

Index(dec):4097 (hex):1001

VLAN 1is UP, line protocol is DOWN

Hardware is VLAN, address is 08c6.b3.33af (bia 08c6.b3.33af)
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Interface address is: 192.168.1.2/24

ARP type: ARPA, ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

1.5.2. HacTtpouka aTpnbyToB nHtepcenca

1.5.2.1. dphekT KOHUrypaumm

Paspewmnte ycTporcTBY nogkniovaTtbCd M OOMEHMBATbLCA [AaHHbIMKM C  APYrMMU
yCTpOMCTBaMu Yepes nopT KOMMyTaumm UM MapLipyTU3Mpyembli nopT.

HacTtponTe paanu4yHble aTpmubyTbl MHTEpPhEica Ha yCTPOMCTBE.

1.5.2.2. llarn HacTpounku

HacTtpoiika MapwpyTusMpyemoro nopra

OnuuoHanbHo.
3anycTtute aTy KoMaHay, YTobbl HACTPOUTL NOPT Kak MapLUpyTU3npyembl nopT L3.

lMocne TOro, Kak MOPT HACTPOEH Kak MapLupyTusnpyembli nopt L3, npoTokonbl L2,
paboTatoue Ha NopTy, He BCTyNalT B CUny.

OTa komaHaa npYMeHrMa K NopTy kKommyTaumm L2.

KomaHpa no switchport

Mo ymonyanuio | Mo ymonyaHuio comsmyecknin nopT Ethernet aBnsieTca nopTom KOMMyTaumm

L2

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexunm

PykoBogcteo no | Ha yctponctee L3 Bbl MOXeTe 3anyCTuTb 3Ty KOMaHAy, YToObl HACTPOUTL
NCMNOMb30BaHMIO | NOPT KOoMMyTaumm L2 B kayectBe Maplipytmsmpyemoro nopTta L3. Bebl

MOXeTe  3anyCcTuTb  koMaHgy  switchport, YTOObI N3MEHUTb
MapLUpyTM3npyembln nopT L3 Ha NnopT koMmmyTaumm L2

Hactpowka nopta AP L3

Heobsa3aTenbHbIN.

3anyctnte komaHagy no switchport B pexume KoHdurypauum mHTepdenca, 4Tobbl
HacTpouTb nopT AP L2 B kadectBe nopta AP L3. 3anyctute komangy switchport,
4yTO6bI HacTpouTb NopT AP L3 B kauecTBe nopta AP L2.

[Mocrne TOro, kak MOPT HACTPOEH Kak MapLlupyTusnpyembli nopt L3, npoTokonbl L2,
paboTatowme Ha NopTy, He BCTYNaloT B CUny.

OTa komaHga npuMmeHumMa k nopty AP L2.
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KomaHpa

no switchport

Mo ymonyaHuio

Mo ymonuaHuio nopt AP aensetcs noptom AP L2

KomaHgHbIn
peXxnm

Pexum koHdurypaumm nHtepderica

PykoBoacTeo no
NCNONb30BaHMIO

Mocne Bxoaa B pexmm KoHdurypaumm nopta AP L2 Ha ycTtponcTtee L3 Bbl
MOXeTe 3anyCTUTb 3Ty KOMaHay, 4YTobbl HacTpouTb nopT AP L2 kak nopT
AP L3. lMocne Bxoga B pexum koHdurypaumm nopta AP L3 Bbl MoxeTte
3anyctutb KomaHgy switchport, 4tobbl nameHuTs nopt AP L3 Ha nopT
AP L2

HacTpounka ckopocTtu nHrepcenca
e  OnuuoHanbHo.

e Flapping nopToB MOXET NPOM30NTKH, ECNIN HACTPOEHHAs CKOPOCTb NOpTa N3MEHUTCS.

e OTa KOMaHga npumeHuma K douanyeckomy nopty Ethernet unu nopty AP.

e OaMH KN TOT Xe pPexuM CKOPOCTM [OMKeH OblTb HACTPOEH Ha 4eTbipex
nocnegosaTtenbHbIX noptax 25 Mut/c.

KomaHga speed [ 10 | 100 | 1000 | 10G | 40G | 100G | auto ]
Onuncanne 10: ykasblBaeT, YTO CKOPOCTb UHTepdenca coctasnsaet 10 MéuTt/c.
napameTpoB

100: ykasbIBaeT, 4TO CKOPOCTb UHTepernca cocTtasnsieT 100 MouT/c.
1000: ykasblBaeT, 4TO CKOPOCTb MHTepdenca coctasndet 1000 MéuT/c.
10G: ykasblBaeT, YTO CKOPOCTb MHTEepdenca coctaenseT 10 M6uT/c.
40G: ykasblBaeT, YTO CKOPOCTb UHTepdenca coctaBnseT 40 [GuT/c.
100G: ykasblBaeT, YTO CKOpOCTb UHTepdenca coctaensaeT 100 6ut/c

Mo ymonyaHuio

Mo ymon4yaHuio CKOpOCTb UHTEpdenca ycTaHOBNEHa aBTOMAaTUYECKN

KomaHaHbIn
pexum

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCNOSb30BaHMIO

Ecnun uvHTepdenc saBnaetcs nopTtom-ydyacTHUMKoM AP, CKOpOCTb 3TOro
nHTepenca onpegenserca ckopocTeto nopta AP. Korgoa wHTepdenc
BbIXogMT M3 nopta AP, OH ucnonb3yeT COGCTBEHHYH KOHdMrypaumto
ckopocTn. Bbl moxeTe 3anyctutb show interfaces gna oToGpaxeHus
KOHdourypaumim  ckopoctu. [lapameTpbl CKOPOCTW, [OOCTYMNHble Ans
nHTEepenca, 3aBncAT OT Tuna uHTepdenca. Hanpumep, Bbl HE MOXeTe
YCTaHOBUTb CKOPOCTb MHTepdernca SFP Ha 10 M6uT/c.

NMPUMEMAHMUE: ckopoctb dumandeckoro nopta 40G moxeT ObiTb
yCTaHoBreHa Tonbko Ha 40 6uTt/c nnn asTomaTnyeckn
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KomaHga port speed-mode [ 10G | 25G]
Onucanne 10G: ykasblBaeT, YTO CKOPOCTb MHTepdenca coctasnset 10 F6ut/c.
napameTpoB

25G: ykasblBaeT, YTO CKOPOCTb MHTepderica cocTasnsaeT 25 [Gut/c

Mo ymonyaHuo

CkopocTb nHTepcperica no ymonyaxuio 25G

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica

PykoBoacteo no
NCMNonb30BaHNIO

Tonbko nopTbl 25 6UT/C noaaepxusatoT 3TOT pexum ckopoctn. OamH n ToT
Xe  pexum  CKOpPOCTU  [OfKeH OblTb  HaCTpoeH Ha  4eTbipex
nocrnegoBaTternbHbIX nopTax 25 ut/c.

NMPUMEYMAHMUE: Tonbko nopTbl 25 [BUT/C C OQMHAKOBBIM CKOPOCTHbLIM
PEXMMOM MOTYT NPUCOEOMHATLCSA K OAHOW 1 TOW XKe rpynne arperauuu.

NMPUMEYMAHMUE: 3anyck komaHgbl default interface He ouunwaeTt
KOHUrypauuio pexmmMa cKopocTu Ha noptax 25 'ut/c

Hactpoika gynnekcHoro pexuma nHrepdenca
e  OnuuoHanbHo.

e Flapping nopta MoxeT MPOU3OWTU, €CIU HACTPOEHHbI AYNMEeKCHbIN pexuM nopTta
N3MeHseTcs.

e OTa KomaHga npumeHuma K domsundeckomy nopty Ethernet unum nopty AP.

KomaHga duplex { auto | full | half }
OnucaHue auto: ykasblBaeT Ha aBTOMAaTMYEeCKOe MepeknoyeHne Mexay MOoMHbIM
napameTpoB AYNIEKCOM W1 MONyaynieKCoM.

full: ykasbiBaeT Ha NOMHLIN gyNneKc.
half: ykasbiBaeT Ha nonyaynnekc

Mo ymonyaHuio

Mo ymonyaHuio gynnekcHbINn pexmm nHTepdenca — aBToMaTM4eCKUn

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nutepdenca

PykoBoacteo no
NCNOSb30BaHMIO

IynnekcHbln pexum wuHTepdenca cBs3aH C TUNOM WHTepdhenca. Bebl
MoxeTe 3anyctutb show interfaces ans otobpakeHusi KoHdurypauun
AYNIIEKCHOro pexmma

Hactpouka pexxnma ynpaBneHusi nOTOKOM UHTepcenca
e  OnuuoHanbHo.

e Kak npaBuno, pexum ynpasreHus NOTOKOM WMHTepdenca no yMOMNYaHUIO OTKITHOYEH.
[na HeKOTOpbIX NPOAYKTOB PEXUM yNpaBneHUs MOTOKOM BKITHOYEH NO YMOMYaHUIO.
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o [locne BKkMOYEHUSA ynpaBneHnsa NOTOKOM Ha UHTepence kagpbl ynpaBneHns NOTOKOM
OyayT OTNpPaBNATLCA UKW NPUHUMATBLCA AN PerynupoBkM o6bema AaHHbIX, Koraa Ha
UHTepdence BO3HUKAET Neperpyska.

e Flapping nopta MOXeT NPOU30NTU, €CNIN HACTPOEHHBIN PEXUM YrNpaBrneHUst NOTOKOM
nopTa U3MeHsieTcs.

e OJTa KOMaHZa npMmeHumMa K puanyeckomy nopty Ethernet unu nopty AP.

KomaHga flowcontrol { auto | off | on }
Onucaxve auto: ykasblBaeT Ha aBTOMaTUYECKOe ynpaBrieHNne NOTOKOM.
napameTpoB

off: YKa3blBaeT, YTO ynpaBrieHUe NOTOKOM OTKITHOYEHO.
oNn: ykasbliBaeT, YTO ynpaBJfieHne NoOTOKOM BKITHOHEHO

Mo ymonuaHuto | Mo ymonyaHuio ynpasneHve NoTOKOM Ha UHTepdence OTKIMYEeHO

KomaHgHbIn Pexum koHdurypaumm nHtepdenica
pexnm

HacTpoiika pexxuma aBTocornacoBaHus uHtepdenca
e  OnuuoHarnbHo.

e Flapping nopta MOXeT NPOM30WTW, €CNM HACTPOEHHbIA PEXUM aBTOCOrflacoBaHUS
nopTta U3MeHsieTcs.

e OTa KomaHga npumeHmMma K omsundeckomy nopty Ethernet unum nopty AP.

KomaHga negotiation mode { on | off }
Onucaxune ON: yKasblBaeT, YTO PEXMM aBTOCOrNacoBaHUS BKITHOYEH.
napameTpoB

off: ykasblBaeT, YTO pex1MmMm aBTOCOracoOBaHUS BbIKITHOYEH

Mo ymonyaHuio | Mo ymonyaHuio pexxmum aBTOCOrNacoBaHNs BbIKIOYEH

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

Hactponka MTU nHtepdenca
e OnuuoHanbHo.

e Bbl moxeTe HacTponTb MTU nopTa, 4YToObl OrpaHMuYnTb OSNHY Kaapa, KOTOPbIA MOXET
ObITb NOSNYYEH UMK OTNPAaBIEH Yepe3 3TOT NopT.

e Ota KomaHga npumeHuma k domsmyeckomy nopty Ethernet nnm SVI.

KomaHpga mtu num
OnucaHne num: 64-9216
napamMmeTpoB

Mo ymonuanuto | Mo ymonyanuio MTU nHtepdenca coctasnsaet 1500 6ant
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KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica

PykoBoacTeo no
NCNOoNb30BaHNIO

OTa KomaHga ucnonbsyetca ans Hactponkn MTU uHTepdbenca, To ecTb
MaKCUMarbHOW ASIMHbI Kagpa SaHHbIX Ha KaHanbHOM ypoBHe. B HacToswee
BpeMs Bbl MoxeTe HacTpoutb MTU Tonbko ans doumsndeckoro nopta unu
nopta AP, KOTOPbIN COOEPXKUT OANH NN HECKOSTbKO NOPTOB-Yy4aCTHMKOB

HacTpounka rmo6ansHoro MTU
e  OnuuoHanbHo.

e [lonb3oBaTenun MOryT yctaHoBUTb rrobarnbHein MTU n IP MTU, 4ToObl KOHTPONMpPOBaTh
MaKcuMarbHyl0 OSIMHY KaapoB, KOTOpble MOryT BbiTb OTNpaBreHbl U NoslyYeHbl Yepes

BCE MOopThI.

e [logoepxka dunsmyeckoro nopta Ethernet.

KomaHpa mtu forwarding num
Onucanne num: 64-9216
napameTpoB

Mo ymonyaHuo

Mo ymonuanuio MTU nHTepdperica coctaBnsieT 1500 6ant

KomaHgHbin
peXnm

Pexunm rnobanbHomn koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

IP MTU aBTOMatMyeckn wuamMeHseTcs Ha 3HadeHne MTU kaHana
UHTepdenca npm nameHeHnn rnobansHo yctaHosneHHoro MTU kaHana

Hactpoika nponyckHOM cnocoGHOCTU MHTepcenca
e OnuyuoHarnkeHo.
o Kak npaBuno, nponyckHas cnocobHOCTb MHTEpdeNnca paBHa CKOPOCTM MHTepdenca.

KomaHpa bandwidth kilobits
Onucaxne kilobits: 3HayeHne HaxoguTcs B AuanasoHe oT 1 go 2147 483647.
napameTpoB EovHnuen asnsetca kmnoout

Mo ymonyaHuio

Kak npaBuno, nponyckHasi cnocobHOCTb MHTepderica COOTBETCTBYET TUMY
UHTepdenca. Hanpumep, nponyckHasi cnocobHOCTb MO YMOMYaHuo Ansd
dusmueckoro nopta Gigabit Ethernet cocrtaBnger 1000000, a gns
dusmnueckoro nopta 10G Ethernet — 10 000 000

KomaHgHbin
pexum

Pexum koHdurypaunm nHtepderica

HacTtpowka 3agepxku nepecbinku (Carrier Delay) ana nirepdenca
e  OnuuoHanbHo.
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e Ecnu ckoHdurypvpoBaHHas 3agepkka Nepecbisikn Benuka, U3MEeHeHMe COCTOSHMS
npoTokona npu U3MeHeHUn OU3NYECKOrO COCTOSAHUS MHTepdberca 3aHMMaeT MHOrO
BpemeHn. Ecnn ana 3agepXkm nepecbinky ycTaHoBreHo 3HadveHue 0, cocTosiHue
npoToKOoNa W3MEHSIeTCA cpasdy Xe Mnocne W3MeHeHUss U3NYEeCKoro COCTOSTHUSA
UHTepdenca.

KomaHpa

carrier-delay {[milliseconds] num |
[milliseconds] num}

up [milliseconds] num down

OnwucaHue
napamMmeTpoB

num: 3HavyeHue Haxoautcsa B amanasoHe ot 0 go 60. EguHnuen aenseTtcs
CeKyHAa.

milliseconds: ykasbiBaeT 3agepxKy nepecbinku. [ljnanasoH 3HavyeHun ot 0
0o 60 000. EanHnuen namepeHns aBnseTca MUnnncekyHaa.

up: ykasblBaeT 3agepxKy, nocne kotopon coctosstHne DCD mnameHsieTcs ¢
Down Ha Up.

down: ykasbIBaeT 3agepxKy, nocne kotopon coctosaHne DCD nameHsietcs
¢ Up Ha Down

Mo ymonyaHuo

Mo ymonuaHumio 3agepkka nepecbinkn Ansa wuHTepdpenica cocTasnseT
2 CeKyHabl

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

Ecnu B kavecTtBe eguHVLbl M3MEPEHUS WUCMOMb3yeTCs MUNNUCEKYHAa,
CKOH(OUIyppOBaHHas 3afepkka Nepechbinikv JOMkHA ObiTb LieNbIM YACTIOM,
KpaTHbIM 100 MunnucekyHaam

Hactpoika uHTepBana 3arpy3kum nHtepcenca
e  OnuyuoHarnkeHo.

e HacTpoeHHbIn WHTepBan 3arpy3kMm BIMSET Ha BblYUCIIEHME CPedHEN CKOpOCTU
nepegadn nakeToB Ha UHTepdence. ECnNn HAaCTPOEHHbIN MHTEPBan 3arpy3kn KOPOTKUNA,
CpeaHsisi CKOPOCTb Nepeaayun nakeToB MOXeT TOYHO OTpaxaTb M3MeHeHus Tpaduka B
peanbHOM BpPeEMEHW.

Komanpga load-interval seconds
Onucaxne seconds: 3HayeHWe HaxoauTcs B AmanasoHe ot 5 go 600. EguHunuen
napamMmeTpoB SIBMSIETCA CeKyHOa

Mo ymonyaHuio

Mo ymonyaHuio nHTepBan 3arpys3kum nHtepdenca coctaenset 10 cekyHq

KomaHgHbin
pexum

Pexum koHdurypaumm nHtepderica

HacTtpoika 3awmuweHHoro noprta
e  OnuuoHanbHo.
e [lakeTbl L2 He MOryT nepecbinatbCcsa Mexay 3allMLEeHHbIMU NOpTaMu.
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e OJTa KOMaHZa npMMeHuMa K puanydeckomy nopty Ethernet unu nopty AP.

KomaHpa

switchport protected

Mo ymonyaHuio

Mo yMon4yaHuro 3aLUMLLEHHBIN nopT He HAaCTpPOeH

KomaHgHbIn
peXxnm

Pexum koHdurypaumm nHtepderica

BrnokupoBka mapwpytusauum L3 Mexay 3awmeHHbIMUM noptamMmm
e  OnuuoHarnbHo.

e [locne HacCTpoOMKM 3TOM KOMaHAbl MapLpyTmM3aumsa L3 mexay 3awmiieHHbIM1 noptamm
BrokupyeTcs.

KomaHpa

protected-ports route-deny

Mo ymonyaHuio

Mo ymonyaHuio dyHKUMA OBrOKMPOBKM  MaplpyTusaumm L3 mexay
3aLUMLLEHHBIMW MOPTaMK OTKOYEHa

KomaHgHbIn
pexmm

Pexwum rnobansHon koHuUrypaumm

PykoBoacteo no
MCNONb30BaHNIO

Mo ymonyaHuio mappytrsaums L3 mexay sawmeHHbIMU nopTamn He
6nokupyetcsi. B aToM cnyyae Bbl MOXeTe 3anycTuUTb 3Ty KomMaHay, YToObl
3abnoknpoBaTb MapLUPyTM3aLIMIO MeXay 3aLUMLLIEHHbIMW NopTamMm

HacTponka BoccTtaHoBneHus noptoB errdisable
e OnuuoHankeHo.

e [lo ymonyaHuio nopt OyaeT OTKOYEH U He OyaeT BOCCTAHOBMEH MOCHE HapyLUeHUS.
lMocne HacTporikm BoccTaHoBneHus nopTa errdisable nopt B coctodHun errdisable
OyLeT BOCCTAHOBIEH W BKITHOYEH.

KomaHga errdisable recovery [interval time | cause link-state]
Onucanne time: ykasblBaeT BpeMsi aBTOMAaTM4YECKOro BOCCTAHOBMEHMS. 3Ha4veHue
napameTpoB koneodnetcsa ot 30 oo 86 400. EannHnua cekyHabl.

link-state: BoccTaHaBNMBAET NOPT, KOTOPbIV ObIN YCTAHOBMNEH B COCTOSHNE
errdisable dyHkumen oTcnexmsaHmna coctodaHna REUP

Mo ymonyaHuio

Mo ymonuaHuio BoccTaHoBreHne nopta errdisable oTkno4YeHo

KomaHgHbin
pexum

Pexwum rnobanbHon KoHUrypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

Mo ymonyaHuio nopT B coctoaHun errdisable He BoccTaHaBnnBaeTcH. Bl
MOXeTe BOCCTAHOBWUTb MOPT BPYYHY WNWU 3anycTuUTb 3Ty KOMaHdy ANS
aBTOMaTUYECKOro BOCCTAHOBIEHMSA rnopTa
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Hactpownka MAC-appecoB ansa uHtepdencos

OnuuoHarnbHo.

Ecnu ata yHkuna TpebyeTcs, 3anyctute komaHay mac-address B pexxvme HacTPOMKM
UHTepdenca.

Mo ymonuaHuio MAC-agpeca uHTepdencoB UMetoT (OUKCUPOBaHHbIE 3HAYEHMS.

Komanpa mac-address mac-address

Onucanne mac-address: ykasbiBaeT gencreutensHbin MAC-agpec
napamMmeTpoB

KomaHaHbIn Pexum koHdurypaumm nHtepderica

peXmm

Hactpouka cdonara uHkancynsaumm VLAN ana nHtepdcencoB
e  OnuuoHarnbHo.

o Ecnu ata dyHkuna tpebyeTcs, 3anyctute komangy encapsulation dotlQ B pexume
KOHUrypauum nHtepdenca.

e [lo ymonyaHuo npoTtokon nHkancynauum VLAN oTknoYeH Ans nHTepdencos.

KomaHga encapsulation dot1Q VlanID

Onucanne VlanID: ykasbiBaeT ngeHtudpukatop VLAN. [uanasoH 3HayeHun oT 1 go
napameTpoB 4094

KomaHgHbIn Pexunm koHdurypaumm nHtepdenca

pexunm

Hactpouka pexuma FEC nHtepdenca

OnuyuoHanksHo.

Mo ymonuaHunio pexmm FEC oTkntodeH gnst mopta 25 6ut/c, a BKAYEHME wnn
oTknoyeHne pexmva FEC pgna nopta 100 [GuT/c onpenensetcs BCTaBEHHbIM

ONTUYECKMM Moayrnem.

KomaHga fec mode {rs | base-r | none | auto}
Onuncanne rs: Bknounte pexum FEC c nomowbto rs. lNMogaepxvsaetrca MOpPTOM
napamMmeTpoB 100 Irout/c.
base-r: Bkmountb pexum FEC c nomowbto base-r. MNopoepxumBaeTcs
noptom 25 [GuT/c.
none: BkMo4YnTb pyHKumo FEC.
auto: BKMOYeH nnu BbiktoYeH pexum FEC, onpegensetca BCTaBneHHbIM
onTudeckum moaynewm. Mogaepxmsaetca noptom 100 M6ut/c
KomaHaHbIn Pexum koHdurypaumm nHrtepderica
peXunm
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HacTtpowka umkna BbIOOPKM CTaTUCTUKM Ha nopTy Ethernet
e  OnuuoHarnbHo.
e Llvkn BbiGopku ctatuctukn noptoB Ethernet no ymonyanuio coctasnsieT 5 cekyHa,.

KomaHga ethernet-port counter sample-period [ seconds ]
Onucanwne seconds: eguHuMLAa N3MepPEHUs LmKna BblOOpKN
napamMmeTpoB

KomaHaHbIn Pexum koHdurypaumm nHtepderica

pexmm

PykoBoacteo no
NCMNOMb30BaHUIO

Bbonee KopoTKMM UMKN BbIOOPKM YyKasbiBaeT Ha 6onee BbICOKOE
noTpebrneHne nNpPou3BOAUTENLHOCTU CUCTEMbI. [103TOMY UMKN BbIOOPKM
OOoMmKkeH BbITb CKOPPEKTUPOBAH MO Mepe HeobXxoanMoCTun

1.5.2.3. NMNpoBepka

¢ 3anyctute komaHgy show interfaces, 4tobbl oTO6pasnTb KOHUrypaumm aTpnbyToB
NHTepdencos.

KomaHpa

show interfaces [ interface-type interface-number ] [ description |
switchport | trunk ]

Onucanne interface-type interface-number: yka3biBaeT TMn n Homep nHTepdenca.

napameTpos description: ykasbiBaeT oOnMWcaHMe WHTepdeiica, BKMOYasi CTaTyc
coeVHEHUS.
switchport: ykasbiBaeT nHgpopmauuio o6 nHrepdence L2. 3tot napameTp
OEenCTBYeT TOMbKo And nHrepderica L2
trunk: ykasbiBaeT MHopMaLmMioO O MarucTpanibHOM nopTe. OTOT napameTp
nencrteyeT ons cuandeckoro nopta unu nopta AP

KomaHaHbIn MpuBnnernpoBaHHbIn pexum EXEC

pexunm

PykoBoactBo no
NCNOSb30BaHMIO

Mcnonb3ynte aTy koMaHay 6e3 Kakmx-nnbo napameTpoB Ansi otobpaxxeHus
OCHOBHOM MHGOpMaunn o6 nHtepdece

SwitchA#tshow interfaces GigabitEthernet 0/1
Index(dec):1 (hex):1
GigabitEthernet 0/1is DOWN, line protocol is DOWN

Hardware is Broadcom 5464 GigabitEthernet, address is 08cé.b3.de9%b (bia
08c6.b3.de9b)

Interface address is: no ip address

Interface IPv6 address is:

(@ orecy
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No IPvé6 address

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Medium-type is Copper

Admin duplex mode is AUTO, oper duplex is Unknown
Admin speed is AUTO, oper speed is Unknown

Flow receive control admin status is OFF,flow send control admin status
is OFF

Flow receive control oper status is Unknown,flow send control oper
status is Unknown

Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: trunk

Native vlan:1

Allowed vlan lists:1-4094 //Allowed VLAN list of the Trunk port

Active vlan lists:1, 3-4 //Active VLAN list (indicating that only VLAN 1, VLAN
3, and VLAN 4 are created on the device)

Rxload is 1/255,Txload is 1/255

5 minutes input rate 0 bits/sec, 0 packets/sec

5 minutes output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
0 packets output, 0 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets
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e 3anyctute komaHgy show eee interfaces status, 4yTo6bl oTO6pasuTb ctatyc EEE

UHTepdenca.
KomaHga show eee interfaces { interface-type interface-number | status }
Onucanwne interface-type interface-number: ykasbiBaeT TMn n Homep nHTepdenca.
napameTpos status: ykasbiBaeT ctatyc EEE Bcex nHTepdeiicos
KomaHaHbIn MpuBunernpoBaHHbIn pexxum EXEC
PEeXUM

PykoBoacTeo no
NCMNomnb30BaHUIO

Ecnn wuHTepdenc ykasaH, oTobpaxaetca crtatyc EEE ykasaHHoro
nHTepdenca; B NpOTMBHOM crnydae oTobpaxaeTcs coctosHue EEE Bcex
UHTepdencos

1. OtobpaxeHue ctatyca EEE GigabitEthernet 0/1.
QTECH#show eee interface gigabitEthernet 0/1

Interface : GioN
EEE Support: Yes
Admin Status : Enable
Oper Status : Disable
Remote Status : Disable

Trouble Cause: Remote Disable

Interface YkasbiBaeT nHgopmauno ob nHtepdeince

EEE Support YkasblBaeT, nogaepxumsaetca nm EEE

Admin Status YkasblBaeT agMUHUCTPATUBHbIN CTaTyC

Oper Status YkasbiBaeT Ha paboyee COCTOsSIHNE

Trouble Cause YkasbiBaeT MpuUYnHY, No kKotopon cocTtoaHne EEE

MHTepgenca asnseTca HeHopManbHbIM

2. OtobpaxeHune ctatyca EEE Bcex nHrtepdencos.
QTECH#show eee interface status

Interface EEE Support Admin Status Oper Status Remote Status
Trouble Cause

Gio/N Yes Enable Disable Disable Remote
Disable

Gi0o/2 Yes Enable Disable Unknown None
Gio/3 Yes Enable Enable Enable None
Gi0/4 Yes Enable Enable Enable None
Gio/5 Yes Enable Enable Enable None
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Gi0/6 Yes Enable Enable Enable None
Gio/7 Yes Enable Enable Enable None
Gio/8 Yes Enable Enable Enable None
Gi0/9 Yes Enable Enable Enable None
Gio/10 Yes Enable Enable Enable None
Interface YkasbiBaeT nHdopmauuo ob nHtepdeince
EEE Support Yka3sbiBaeT, nogaepxumsaetca nm EEE
Admin Status YkasblBaeT agMUHUCTPATUBHbIN CTaTyC
Oper Status YkasblBaeT Ha paboyee cocTosiHne
Trouble Cause YkasblBaeT MNpPUYUHY, NO KOTOPOW COCTOSIHUE

EEE vHTepdenca asnseTcsa HeHopMaribHbIM

1.5.2.4. Npumep koHdUrypaumm

Hactpouka atpubyTtoB uHTepcenca

CueHapui:
i GigabitEthernet
Switch C igabitEthernat
SV 1 R
192.168.1.3/24 G"gﬁh'rf.t hemet
GigabitEthernet - - @
0/ GigabitEthernet
Switch B 03 Switch D
: 5V Gi0 3 o
- inahit . VI I 192.168,.2.1/24
@5'5“':' IEIMEmet 190 168.1.2024  192.168.2.2124 1
Switch A
SV 1
192.168.1.1/24
PucyHok 1-6.
Warn e Ha kommyTtaTope A HacTpouTe GigabitEthernet 0/1 B kauecTBe pexuma
HaCTPOMKK poctyna, a ugeHtudpukatop VLAN no ymondanuio — 1. HactpownTte

SVI1, HasHaybTe IP-agpec SVI 1 wun Hactponte wMapwpyT K
KommyTaTopy D.

¢ HakommyTaTope B HacTponTe GigabitEthernet 0/1 n GigabitEthernet 0/2
B KayecTBe TpaHKOBbIX nopToB, a wuaeHtudpukatop VLAN no
ymonuyaumio — 1. Hactponte SVI 1 n HasHaubTe |IP-agpec SVI 1.
Hactponte GigabitEthernet 0/3 B ka4yecTBe mapLUpyTM3nMpyemMoro nopTa
W Ha3HaunTb 3TOMY nopTy IP-agpec us gpyroro cermeHTa ceTu.

e Ha kommyTtatope C HacTtponte GigabitEthernet 0/1 B kadyecTBe nopta
poctyna, a uaeHtudpukatop VLAN no ymondanuio — 1. HactpownTte
SVI 1 n HasHaubTe IP-agpec ana SVI 1.
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e Ha kommytatope D HacTtponte GigabitEthernet 0/1 B kayecTBe
MapLUpyTU3NpyeMOro mnopTa, HasHaybTe aToMy nopTy IP-agpec wm
HacTponTe MapLUpyT K KOMMyTaTopy A

A A# configure terminal

A(config)# interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)# switchport mode access
A(config-if-GigabitEthernet 0/1)# switchport access vlan 1
A(config-if-GigabitEthernet 0/1)# exit

A(config)# interface vlan 1

A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-if-VLAN 1)# exit

A(config)# ip route 192.168.2.0 255.255.255.0 VLAN 1192.168.1.2

B B# configure terminal

B(config)# interface GigabitEthernet 0/1
B(config-if-GigabitEthernet 0/1)# switchport mode trunk
B(config-if-GigabitEthernet 0/1)# exit

B(config)# interface GigabitEthernet 0/2
B(config-if-GigabitEthernet 0/2)# switchport mode trunk
B(config-if-GigabitEthernet 0/2)# exit

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0
B(config-if-VLAN 1)# exit

B(config)# interface GigabitEthernet 0/3
B(config-if-GigabitEthernet 0/3)# no switchport
B(config-if-GigabitEthernet 0/3)# ip address 192.168.2.2 255.255.255.0
B(config-if-GigabitEthernet 0/3)# exit

C C# configure terminal

C(config)# interface GigabitEthernet 0/1
C(config-if-GigabitEthernet 0/1)# port-group 1
C(config-if-GigabitEthernet 0/1)# exit

C(config)# interface aggregateport 1
C(config-if-AggregatePort 1)# switchport mode access
C(config-if-AggregatePort 1)# switchport access vlan 1
C(config-if-AggregatePort 1)# exit

C(config)# interface vlan 1
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C(config-if-VLAN 1)# ip address 192.168.1.3 255.255.255.0
C(config-if-VLAN 1)# exit

D# configure terminal

D(config)# interface GigabitEthernet 0/1

D(config-if-GigabitEthernet 0/1)# no switchport
D(config-if-GigabitEthernet 0/1)# ip address 192.168.2.1 255.255.255.0
D(config-if-GigabitEthernet 0/1)# exit

A(config)# ip route 192.168.1.0 255.255.255.0 GigabitEthernet 0/1192.168.2.2

MpoBepka

BbinonHuTe npoBepky Ha kommyTaTope A, kommyTaTope B, kommyTtaTtope C un
kommyTaTope D crneaytowmm obpasom:

e Ha kommyTatope A nponuHrynte IP-agpeca uHtepdencosB Tpex apyrmx
KOMMyTaToOpoB. Yb6eauTecb, 4YTO y Bac €CTb AOCTYN K TpeEM Opyrum
KOMMyTaTopam Ha kommyTaTope A.

e Ybegutecb, 4tO0 KOMMyTaTop B wn kommytatop D moryT ObiTb
NPONWHroBaHbl B3aMMHO.

e YBeguTecnb, 4TO CTaTyC UHTEPdENCA NPaBUbHbIN

A# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de90 (bia 08c6.b3.de90)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
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Bridge attributes:

Port-type: access

Vlanid: 1

Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

B# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08cé6.b3.de91 (bia 08c6.b3.de91)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: trunk

Native vlan: 1

Allowed vlan lists: 1-4094

Active vlan lists: 1
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Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped
0 output errors, 0 collisions, 0 interface resets

C# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de92 (bia 08cé6.b3.de92)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets
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D# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de93 (bia 08c6.b3.de93)
Interface address is: 192.168.2.1/24

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

1.6. MOHUTOPUHT

1.6.1. OumcTtka

MPUMEYAHME: BbinonHeHne koMaHg clear MOXeT MPUBECTU K NOTEPE XKU3HEHHO BaXKHOW

MHopMaumm n, Takum obpasom, K npepbiBaHNO paboTbl Cryxo.
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OnucaHue

KomaHpa

OunwaeT cYEeTYMKN YKa3aHHOro
UHTepdenca

clear counters [ interface-type interface-number ]

CobpacbiBaeT
UHTepdenca

obopyaoBaHue

clear interface interface-type interface-number

OuuuaeT cTaTUCTUKY
N3MeHeHus cTaTyca kaHana

clear
interface-number |

link-state-change statistics

[ interface-type

1.6.2. OToGpaxeHue

OTobpaxeHune KoHduUrypaumm nHtepdenca n cratyca

OnucaHue

KomaHpa

OTtobpaxkaeT BCO UWHGOpMaUMO O
COCTOSIHUM N KOHAPUTYpaLmK yKa3aHHOTO
nHTepdenca

show interfaces [ interface-type

interface-number ]

OtobparkaeT cocTosiHue nHtepderica

show interfaces [ interface-type
status

interface-number ]

OtobpaxaeT cTartyc errdisable | show interfaces [ interface-type interface-number ]
UHTepdenca status err-disable
OtobpaxaeT BpeMms nameHeHus | show interfaces [ interface-type interface-number ]

COCTOSIHUSI COEAMHEHUSI U KONUYECTBO
yKa3aHHbIX NOPTOB

link-state-change statistics

OTtobpakaeT agMWHUCTPaATUBHOE W
paboyee COCTOsIHNE nopTos
KOMMyTaumn  (HemapLupyTU3MpyeMbIx
nopToB)

show interfaces [ interface-type
switchport

interface-number ]

OTtobpaxkaeT onucaHMe M COCTOSIHUE
yKasaHHOro nHTepdgenica

show interfaces [ interface-type
description

interface-number ]

OTtobpakaeT CYETYMKM  YKA3aHHOrO
nopTa, cpeau KoTopbiXx OTOOpaxaemas
CKOPOCTb MOXET MMETb MOrpPeLLHOCTb
+0,5%

show interfaces [ interface-type
counters

interface-number ]

OTtobpakaeT  KONMMYECTBO  MAaKETOB,
yBEJIMYEHHbIX 33 UHTEPBAI 3arpy3ku

show interfaces [ interface-type
counters increment

interface-number ]
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OnucaHue

KomaHpa

OTobpaxkaeT CTaTUCTMKYy O nakeTax
ownbok

show interfaces [ interface-type interface-number ]
counters error

OtobpaxaeT  CKOpOCTb  OTnpaBKu/
nosly4eHus NakeToB MHTepdenca

show interfaces [ interface-type interface-number ]
counters rate

OtobpaxaeT  CKOpOCTb  OTnpaBKku/
nonyyeHns NakeToB WHTepdenca Ha
P13MYECKOM YPOBHe. CkopocTb
oTnpasku/npmnema nakeToB Ha
dunsnyeckom ypoBHe OTHOCUTCA K
CKOpPOCTWU OTNpaBKu/npuemMa nakeToB,
coaepXallmx MeXkaapoBbI MHTepBan

show interfaces [ interface-type interface-number ]
counters rate physical-layer

OTtobpaxaeT cBOAKY WHpopmaumm 06
nHTepdence

show interfaces [ interface-type interface-number ]
counters summary

OtobpaxaeT ncnonb3oBaHmne
NPOMYyCKHON CNOCOBHOCTU MHTEpderca

show interfaces [ interface-type interface-number ]
usage

OtobpaxaeT rnobanbHyto | show interface [interface-type interface-number |
nHdopmaumio o MTU mtu forwarding
OtobpaxaeT NMHopMaLmIo 06 | show vlans

nHTepdence SubVLAN

OTtobpaxeHune nHpopmaumm o6 onTuyeckom moayne

OnucaHue

KomaHga

OTtobpakaeT OCHOBHYH MHGOPMaLNIO
o6 onTu4yeckoM MoAyrne YykasaHHOro
nHTepdenca

show interfaces [ interface-type interface-number ]
transceiver

OTtobpaxkaeT aBapuiHble CcuUrHambl O
HEeNcnpaBHOCTU OMTUYECKOro MoAyns
Ha YykasaHHOM wuHTepdence. Ecnu
ownbokK HeT, oTobpaxkaeTcss «Noney

show interfaces [ interface-type interface-number ]
transceiver alarm

OtobpaxaeT AnarHocTuyeckmne
3Ha4yeHus ONTUYECKOro mMoayns
yKasaHHoro nHrepdenca

show interfaces [ interface-type interface-number ]
transceiver diagnosis
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2. HACTPOUKA SINGLE FIBER
2.1. O630p

Single Fiber (SF) — aT1o dyHkums, paspaboTaHHas Ana yaooBNeTBOPEHUS 0cobbix TpeboBaHuii
TONbKO K MPUEMY NakeToB, HO HE K OTMNpaBKe NakeToB. B 06blYHbIX Cny4vasix, kKoraa ctaHgapTHbIe
yctponctea Ethernet B3ammopencTByloT pApyr C  [OpYroM C  MOMOLUBIO  OMTUYECKUX
npuvemonepeaaTynkos, HeobxoaMmo MCNonb30BaTb ABYXBOJTIOKOHHbIE onTuyeckne
npuemMonepenaTtynkn, 4tobbl coeauMHEeHMEe CTano akTUBHbIM M NakeTbl MNepechbinannch
HopManbHO. HegocTtaTkoM, ojHaKO, SBMASIETCH TO, YTO puanyeckasi M3onsaums He MoxeT ObITb
rmagko AOCTUrHyTa B HanpasneHun nepefadn, kKorga craHgapTHble yctpouctBa Ethernet
OTNPaBNSAKT JaHHble 4Yepe3 OBYXWUNbHOE BOMOKHO. B pesynbTaTe peer-kommyTaTop MOXeT
nonyyaTtb Henpeackasyemble nakeTbl, BNUsALWME Ha 6e30MacHOCTL KoMMyTaTopa. [Ansa aTtoro
pexum SF MoXeT BbITb HACTPOEH Ha (PU3NYECKYIO M30NALMIO AaHHbIX B HANpaBieHun nepegayn
ans obecneveHns 6e3onacHOCTM AaHHbIX. [lpuMeHeHne NoOpTOB pexuma SF He COOTBETCTBYET
cneunukaumnsam KaHanos cBa3n NopToB ycTponcts Ethernet. CnegoBaTensHo, Ang peanusauum
npuema SF HeobGXOAMMO MOAKMAYUTL OLHOXWIBHOE OMTOBOMOKHO K RX-koHUY nopTa
KoMMyTaTopa, 4TobObl AaHHble C TX-KOHUA peer ONTMYEcKoro npuemonepegarynka MOrnm
NPUHUMATLCS HOPMAarsbHO.

2.2. NMpunoxeHus

MpunoxeHue OnucaHue
SF-npuem KoHeL, Rx nopta KommMyTaTopa CcoeguHSeTCsl C KOHLOM TX ONTUYECKOro

cnnnTtrtepa 4yepel3 OaAHOXUIbHOE BOJIOKHO

2.2.1. SF-npnem
2.2.1.1. CueHapun

KoHel Rx nopTta KoMMmyTaTopa MOAKMOYEH K KOHLY TX OMTMYECKOro CnnutTepa 4epes
OOHOXMNbHOE BOJIOKHO, @ KOHeL, RX ONTUYECKOro CNNUTTEpa He MOAKIMOYEH K KOHUY TX
MOAKIIOYEHHOro KOMMYyTaTopa Ans obecneyeHns PU3NYeCcKon N3onsaLnn.

Switch Optical splitter

S >
PucyHok 2-1.

2.2.1.2. PasBepTbiBaHue

KommyTaTop MOXeT TOJIbKO MoJjiydaTb NakeTbl OT ONTUYECKOro cnjmtrtepa, HO He MOXeT
OTNpaBNATb NakeTbl HA ONTUYECKUN cnnnTTep.
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2.3. KoHdurypauusa

KoHdurypauus

OnucaHve n kKomaHAaa

HacTtporka pexuma | (OBasaTenbHo) Mcnonb3yeTca ans HacTponkun pexmva SF

SE

transport mode { rx } HacTtpauBaeT pexum SF Rx

no transport mode BoccTtaHaBnusaeT pexunm no
yMOn4yaHuio, T.e. [ABYHanpasreHHbIN
pexum Rx/Tx ¢ AByMS BONIOKHaMU

2.3.1. HacTtpouka pexuma SF

2.3.1.1. AcpheKkT KoHDUrypaumm

HacTtponTe nopT KOMMyTaLMn 4Ns NoaaepKKkM TONbko pexnma SF 1 HanpaeneHus RX.

2.3.1.2. LLlarn HacTpounku

Hactponka pexuma SF
e ObgszaTtenbHbIn.

o Pexum SF cnegyeTt HacTpouTb Ha NOPTY, ANdA KoTtoporo Tpebyetcs dyHkumsa SF RX,
€Crnn He yKa3aHo MHoe.

KomaHga transport mode {rx}
Onucaxune rX: ykasblBaeT PEXUM, B KOTOPOM NMPUHUMAIOTCS TONbKO NakeTbl
napameTpoB

Mo ymonyaHuio

Mo ymonuaHuio pexmm SF oTkmnoveH

KomaHaHbIn
pexum

Pexnm koHdurypaumm nHtepdenca

2.3.1.3. NpoBepka

NMpoBepbTe KOHGpuUrypauymto SF:
e [lpoBepbTe, HOPMasnbHO N1 paboTaeT NopPT, HA KOTOPOM HacTpoeHa yHKums SF Rx.

e [lpoBepbTe, OTKMIOYEHA M YHKUUS W3MyYeHUs cBeTa And nopTa, Ha KOTOPOM
HacTpoeHa oyHKuus SF Rx.

e YbBegurechb, 4YTO NOPT, HA KOTOPOM HacTpoeHa PyHKUMS SF RX, MOXET TONbKO NnonyyaTb
nakeTbl, HO HE MOXeT OTNPaBnATb NakeThl.

(@ orecy
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2.4. MOHUTOPWHr

2.4.1. OToOpaxeHue

OnucaHue

KomaHpa

OTtobparkaeT nHdopmauuio o nopTe, Ha
KOTOpOM HacTpoeHa dyHKums SF Rx

show transport mode {rx}
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3. HACTPOUKA MAC-AJJPECA
3.1. O630p

Tabnmua MAC-agpecoB coaepxut MAC-agpeca, Homepa MHTepdEeNncoB U naeHTUUKaTophbl
VLAN yCTpOMCTB, NOAKTHOYEHHbIX K JTOKarnbHOMY YCTPOUCTBY.

Korga ycTpoMCTBO nepecbinaeT nakeT, OHO HaxoauT BbIXOAHOM MOPT B CBOew Tabnuue
MAC-agpecoB B cootBeTcTBuM ¢ MAC-agpecom nonyyaTtens n wmaeHtudgukatopom VLAN
naketa.

[Nocne aToro nakeT ctaHoOBUTCA unicast, multicast nnu broadcast.

NMPUMEYAHUE: atoT [OKyMeHT oxBaTbiBaeT AuHamuyeckne MAC-agpeca, ctaTuyeckue
MAC-agpeca u otdhunbTpoBaHHble MAC-agpeca. CeefeHus o6 ynpasneHMm MHOroagpecHsIMu
(multicast) MAC-agpecamu cMm. B pasgene Multicast Configuration.

3.1.1. lMpoToKonbl U cTaHAAPTbI

e |EEE 802.3: MHOXeCTBEHHbIN AOCTyn carrier sense ¢ 0BHapyXeHNneM CTONKHOBEHWUM
(CSMA/CD), meTog goctyna v cneumdukaumm usnyeckoro ypoBHS.

e |EEE 802.1Q: nokarnbHble ceTu C BUpPTYyasibHbIM MOCTOM.

3.2. MpunoxeHunsn

MpunoxeHue OnucaHue

N3yyeHne MAC-agpeca Mepecbinka  unicast-nakeToB C  MOMOLUbID  U3y4YeHus
MAC-agpecoB

YBeOgomnexHue 06 | OTcnexnBanTe W3MEHEHWEe YCTPOWCTB, MOAKITHOYEHHbIX K
nameHeHmn MAC-agpeca CeTeBOMY YCTPOWCTBY, C TMOMOLUbO yBegomrieHuss o6
nameHeHmn MAC-agpeca

3.2.1. UsyyeHune MAC-appeca
3.2.1.1. CueHapum

O6bIYHO ycTponcTBO NopaepxmeaeT Tabnmuy MAC-agpecoB nyTeM AMHAMUYECKOTO U3yYeHus
MAC-agpecos. lNMpnHumn paboTbl onuckiBaeTcs criegyowmm obpasom:

Kak nokasaHo Ha cneaytowem PucyHke, Tabnmua MAC-agpecoB kommyTaTopa nycta. Korga
nonb3oBatenb A CBA3blBAaeTCA C nosb3oBateneM B, OH oTnpaBngeT mnakeT Ha nopT
GigabitEthernet 0/2 kommyTaTtopa, a kommyTtatop y3HaeT MAC-agpec nonb3oBatens A u
coxpaHsieT ero B Tabnuue. lNockonbky Tabnmua He cogepxut MAC-agpeca nonb3oBatensa B
KOMMyTaTOp TpaHCNUpyeT MnakeT Ha MopTbl BCeX MOAKMIOYEHHbIX YCTPOWCTB, KpoMe
nonb3oBartens A, BKMoyas nonb3osaTtens B n nonb3osatens C.
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I \,\] User B

A " . IGigabitEthemet 0/3 08c6.h364.e9h6
| GigabitEthemet 0/2-#%
5 +— P
GigabitEthemet 0/1
User A
08c6.h3a6.5af7
\3, User C

08c6.h3239.f17f
PucyHok 3-1. War 1. U3yyenne MAC-agpeca
Tabnuua 1. Tabnnua MAC-agpecos 1

CraTtyc VLAN MAC-agpec UHTtepcenc

OuHamnueckun | 1 08c6.b3.5af7 GigabitEthernet 0/2

Koraa nonb3oBatenb B nonyyaer nakeT, OH OTNpaBnsieT OTBETHbIA MakeT Mnonb3oBaTento A
yepes nopt GigabitEthernet 0/3 Ha kommyTaTope. Nockoneky MAC-agpec nonb3oBatend A yxe
HaxoauTcsa B Tabnmue MAC-agpecoB, KOMMYTaTop OTAPaBAsieT OTBETHLIN Unicast-nakeT Ha NopT
GigabitEthernet 0/2 n y3HaeT MAC-agpec nonb3oBatens B. nonb3oBatenbs C He nonyyaet
OTBETHbIN NakeT OT nonb3oBaTens B aonsa nonb3osatens A.

ig]

; b User B
A - _ _ |GigabitEthemet 0/3 08c6.h364.e9h6
| GigabitEthemet 0/2.-#%
5 éi-i%
GigabitEthemet 0/1
User A
08c6.h3a6 5af7 "l
\S/ User C

08c6.h3a39.f17f

PucyHok 3-2. War 2. N3yyeHne MAC-agpeca

Tabnwuua 2. Tabnuua MAC-agpecos 2

Cratyc VLAN MAC-appec UHTepdenc
OuHamnueckun | 1 08c6.b3.5af7 GigabitEthernet 0/2
OuHamnueckun | 1 08c6.b3.e9b6 GigabitEthernet 0/3

Bnarogapss B3avmopencTeuio mexgy nonb3oBateneM A u nonb3oBaTeneMm B kommyTtaTtop
y3HaeT MAC-agpeca nonb3oBatenda A u nonb3oBatena B. [locne 3atoro nakeTbl mexay
nonb3oBatenem A un nonb3oBatenem B Oyayt nepepasaTbCA MO unicast-paccobinike 6e3
nony4yeHus nonb3osartenem C.
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3.2.1.2. Pa3BepTbiBaHue

Bnarogaps nsyyennio MAC-agpecoB KOMMYTaTOP YPOBHS 2 NepeckifiaeT nakeTbl Yepes unicast-
pacchbInKy, yMeHbLUas KoNn4ecTBo broadcast-nakeToB U Harpy3Ky Ha CeTb.

3.2.2. YBepomneHue o6 nameHeHum MAC-agpeca

YBegomnenne o6 wusMeHeHun MAC-agpeca npegocTaBnseT MexaHusM Ans  CUCTEMbI
ynpasrneHns cetbio (NMS) ona oTcnexunBaHUa CMeHbl YCTPOWCTB, MOAKTHYEHHbIX K CETEBOMY
YCTPOWCTBY.

3.2.2.1. CueHapun

| 3

NMS SHMP Trap Administrator

'ai':, — "%
User A Switch User B
PucyHok 3-3. YBegomnenune o6 nameHeHumn MAC-agpeca

lMocne TOro, kKak Ha YCTPOWCTBE BKMOYEHO yBeaomreHne o6 umameHeHun MAC-agpeca,
YCTPOWCTBO reHepupyeT coobLieHne YyBeOOMIEeHUs, Koraa YCTPOWCTBO Y3HaeT HOBbIN
MAC-agpec nnu 3aBepLuaeT yctapesaHme nsydyeHHoro MAC-agpeca, n otnpasnseTt coobLieHne
B coobueHnn SNMP Trap B ykasaHHyto NMS.

YeegomnenHne o pobaesneHmn MAC-agpeca ykasblBaeT Ha TO, YTO HOBLIM MONb3oBaTeflb
nony4vaeTt JocTyn K ceTu, a yeegomneHue o6 yganeHun MAC-agpeca ykasblBaeT Ha TO, 4TO
nonb3oBaTteflb He OTNpaBnsieT nakeTbl B TEYEHWEe BpPEMEHM YcTapeBaHust U OObIYHO
nonb3oBaTesib BbIXOAUT U3 CETU.

Korga ceTeBoe yCTPONCTBO NOAKMOYEHO K HECKOSbKMM YCTPONCTBAM, 3a KOPOTKOE BPEMSI MOXET
NPOM30NTN MHOXECTBO U3MeHeHMn MAC-agpecoB, YTO NpuBeLET K yBenndeHuno Tpaduka. Ona
yMeHbLUeHUs Tpaduka Bbl MOXXETE HaCTPOUTb UHTEPBa OTNPaBKN yBeJOMIIEHU 06 N3MeHeHUN
MAC-agpeca. Mo ncteyeHnn mHTepBana BCe YBEAOMISIEHUSA, CO34aHHble B TeYeHwe 3TOoro
WHTepBana, MHKancynMpyTcs B coobLueHue.

Korga yBegomneHue reHepupyeTcsi, OHO COXpaHseTcs B Tabnvue muctopumn yBegoMieHun ob
nameHeHun MAC-agpeca. AOQMUHUCTpATOP MOXET y3HaTb nocnegHue nameHeHms MAC-agpeca,
npoBepuB Tabnuuy nctopum yeegomnenun gaxe 6e3 NMS.

NMPUMEMAHME: yeepomneHve o6 wuameHeHun MAC-agpeca reHepupyeTcsl TONbKO And
AnHamunyeckoro MAC-agpeca.
3.2.2.2. PasBepTbiBaHue

Bkntounte yBegomneHne o6 umameHeHun MAC-agpeca Ha KOMMyTaTope YPOBHS 2, 4TOObI
OTCnexuBaTb USMEHEHNE YCTPOUCTB, MOAKMIOYEHHbIX K CETEBOMY YCTPOMCTBY.
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3.3. DyHKUUMU

3.3.1. basoBble onpeaeneHus

OvHamnyeckun MAC-agpec

OuHamnyecknn MAC-agpec — 3710 3anuce MAC-agpeca, co3gaHHasi B npouecce nayyeHus
MAC-agpeca yCTPONCTBOM.

YcTapeBaHue agpeca

yCTpOIZCTBO 3anoMmMHaEeT TOJNbKO orpaHunyeHHoe konndectBo MAC-agpecoB, a HeaKTMBHbIE
3anncun yaanaroTcd no mepe yctapeBaHua agpeca.

YCTponCcTBO HaunHaeT npouecc ycrapesaHua MAC-agpeca, korga nsyymt ero. Ecnv ycTponcTeo
He nony4nT naket, cogepxawmin MAC-agpec nctodHmka, oHo yaanut MAC-agpec u3 tabnuupl
MAC-agpecoB Nno UCTEYEHNN BPEMEHN.

Mepeagpecauus Yyepes unicast-paccbinky

Ecnun yctponctso HaxoauT B ceoen Tabnnue MAC-agpecos 3annch, cogepxatuyto MAC-agpec
n VLAN ID nakeTa, a BbIXOAHOW MNOPT YHUKaNEeH, OHO OTNPAaBUT NakeT HanpsiMyro Yepes noprT.

MNMepecbinka yepe3 broadcast-paccbinky

Ecnn ycTponcTBO nonyvaeT nakeT, coAepXxawunm agpec HasHadeHus L. ffff - vnn
HeOMo3HaHHbLIN agpec HasHayeHus, OHO OTNpPaBUT nakeT 4Yepes3 Bce noptbl B VLAN, oTkyaa
npuwien nakeT, KPoOMe BXOAHOro nopTa.

3.3.1.1. O630p

OcobeHHOCTb OnucaHue

Jinmut OnHamuyeckmx | OrpaHnyeBaeT konmyecTtBo anHamundecknx MAC-agpecos B
agpecos anga VLAN VLAN

Jinmut OnHamuyeckmx | OrpaHnyeBaeT konnvecTBo auvHammndecknx MAC-agpecoB Ha
agpecoB Ans nHrepdenca | nHTepdence

3.3.2. llumut puHamunyecknx agpecos ana VLAN

3.3.2.1. MpuHUMN paboTbl

Tabnmua MAC-agpecoB € OrpaHMYeHHOW eMKOCTbio ucnonb3yetcs Bcemu VLAN. Hacrtpornite
MakcumarbHOe KonmM4yecTBo auHammyecknx MAC-agpecoB ans kaxgon VLAN, 4toGbl ogHa
VLAN He ucuyepnana npocTtpaHcTBo Tabnmubl MAC-agpecos.

VLAN MOXeT n3yumTb TOSIbKO OrpaHnyeHHoe Konm4yecTtBo aAnHamuyeckux MAC-agpecos nocne
HaCTPOVKM orpaHmyeHus. MNMakeTobl, NpeBbILWaoLLne NMMKUT, nepegatoTcsa B broadcast-pexume.

NMPUMEMAHUE: ecnu konnyectBo nayvyeHHbix MAC-agpecoB npesbIWaeT AMMUT, YCTPOUCTBO
npekpatut ndydeHne MAC-agpecoB n3 VLAN M He HayHET u3y4yeHne CHOBa, NMoKa YUCIO He
ynageT HUxe nMMmuTa nocre yctapeBaHus agpeca.

NMPUMEYAHUE: Ha MAC-agpeca, cKonupoBaHHble B KOHKpeTHyto VLAN, numuit He
pacnpocTpaHsieTcs.
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3.3.3. llumut aMHammnyecknx agpecoB Ana nHtepdenca

3.3.3.1. MpuHUMN paboTbl

NHTepdenc MoxeT n3yunTb TOMbKO OrpaHMYEeHHOE KONMyecTBO anHammyecknx MAC-agpecoB
nocrie TOro, Kak nNUMUT HacTpoeHo. [lakeTbl, MpeBbllLIALWIME NUMUT, NepenarnTcs B
broadcast-pexunme.

NMPUMEYAHUE: ecnu konuyecTtBo n3yveHHbIX MAC-agpecoB npesbillaeT IMMUT, YCTPONCTBO
npekpaTut nsydyeHmne MAC-agpecoB ¢ uHTepenca n He HaYHET N3ydYeHne CHOBa, NMoka YMCcno
He yrnageT HWXe nuMuTa rnocne ycrapesaHus agpeca.

3.4. OrpaHn4yeHus

MpoaykTbl cepun QSW-6910 He M3yyaloT U He nepecbinatnT nakeThbl, Y koTopbix MAC-agpeca
nctoyHuka n MAC-agpeca HasHaveHust paBHbl 0.

3.5. KoHdmrypauusn

KoHdurypauus OnucaHue u KOMaHAa
HacTtpownka (HeobsasatenbHbil) OH wncrnonb3yeTca ONA BKNHOYEHUS U3yYeHUs
ONHaAMUNYECKOro MAC-agpeca
MAC-agpeca
mac-address-learning HacTtpauBaeTt n3yyeHune
MAC-agpecoB rnobanbHO unu
Ha nHTepdemnce
mac-address-table aging-time HacTtpauBaeTt Bpems
yCcTapeBaHus ans
AnHammyeckoro MAC-agpeca
HacTtponka (OnuunoHanbHo) OH wucnonb3yetca ans npmesaskn MAC-agpeca
cratnyeckoro  MAC- | ycTponCTBa K NOPTY KOMMYyTaLMK
agpeca
mac-address-table static HacTtpauBaeTt cTaTnyeckum
MAC-agpec
HacTtponka MAC- | (OnuuoHanbHo) OH ucnonb3dyeTtca Ans dunbTpaummn NakeTos
agpeca ans
ounbTpaumm NakeToB | mac-address-table filtering HacTtpameaet MAC-agpec Ans
dunbTpaumm nakeTos
HacTponka (OnuuoHanbHo) OH ucnonb3yeTcs AN OTCNEXMBAHUS CMEHDI
yBEe4OMIIEHMSA 06 | yCTPONCTB, NOAKIMIOYEHHBIX K CETEBOMY YCTPONCTBY
N3MeHeHuu MAC-
aapeca mac-address-table notification | Fno6anbHo HacTpauBaeT
yBegomnenne 06 un3mMeHeHun
MAC-agpeca
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KoHdurypauus

OnucaHve n kKomaHAaa

Hactporika
yBeOoMIIEeHUs (e])

N3MEHEHUN MAC-
agpeca

snmp trap mac-notification

HactpavBaet yBegomneHue 06
nameHeHnn MAC-agpeca Ha
nHTepdence

HacTtporika VLAN
yrnpasneHus ang

nopta AP

(OnuuoHanbHo) OH ucnonb3yetcsa onga HacTponkn VLAN ynpaeneHus

ana nopta AP

aggregateport-admin vian

HactpausaeTt VLAN ynpaBneHus
ans nopta AP

Hactponka dyHKLMK

(OnuuoHanbHo) NcnonbayeTca Ang HACTPOMKM PYHKLMKN perncTpauum

MAC-agpecoB

perncrTpaumm aBapuiiHbIX CMrHanoB npu obHapyxeHun cmelleHns MAC-agpeca
aBapUNHbIX CUrHaNoB

Al CMEWEHVA | mac-address-table flapping-

MAC-agpeca logging

HacTtponka (OnuuoHanbHO) Wcnonb3yeTca pAfs HACTPOMKM  MaKCUMasnbHOro
MaKkcuMMarsribHOro Konuyectea nsydeHHolx MAC-agpecos

KonuyecTtea

M3YyHeHHbIX max-dynamic-mac-count count

HacTpowka
oTbpacbiBaHus
NnakeToB, korga
KONn4ecTBo
N3yYeHHbIX
MAC-agpecoB
npesbIlWaeT  AMMUT
agpecos

(OnuuoHanbHo) Wcnonb3yetca Ons HacTpomkn MeToga 06paboTku
nakeToB, Korga KonmyecTtBo M3yveHHblx MAC-agpecoB npeBbllaeT

JMMUT agpecoB

max-dynamic-mac-count
exceed-action forward | discard

3.5.1. HacTtpounka auHamunyeckoro MAC-agpeca

3.5.1.1. 3dhdeKT KoHduUrypaumm

N3yuante MAC-agpeca guHaMM4YeCKM 1 NepeckbinanTe nakeTbl Yepes unicast-paccbiniky.

3.5.1.2. llarn HacTponku

Hactpowka nsyyeHusa rnobansHoro MAC-agpeca
e  OnuuoHanbHo.

e Bbl MOxeTe BbINOMHUTL 3Ty HACTPOMKY, YTOObI OTKNMOUMTL rrnobanbHoe K3yveHue

MAC-agpecos.
e  KoHdurypauus:
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KomaHga mac-address-learning { enable | disable }
Onucanwne enable: BkntoyaeT ndyyerue rnodansHoro MAC-agpeca.
napameTpoB

disable: oTkntovaeT n3yyeHune rnobansHoro MAC-agpeca

Mo ymonyaHuo

N3yyeHne rnobanbHoro MAC-agpeca BKNOYEHO MO YMOMYaHUIO

KomaHgHbIn
pexnm

Pexwum rnobanbHon koHUrypaumm

NMPUMEYAHUE: no ymonyaHuto wu3ydyeHue rnobanbHoro MAC-agpeca BknwouveHo. Korga
rnobanbHoe m3ydyeHne MAC-agpecoB BKMOYEHO, KOHurypauusa mnsydeHmns MAC-agpecoB Ha
UHTepdence BCTynaeT B cuny; korga ¢yHKkuma oTkntodeHa, MAC-agpeca He MoryT 6biTb
n3y4deHbl rnobansHo.

Hactpouka usyyeHua MAC-agpeca Ha uHtepcence
e  OnuuoHarnbHo.

e Bbl MOXeTe BbINONHUTDL 3Ty HACTPONKY, YTOOLI OTKNHOUNTL U3yvyeHne MAC-agpeca Ha
nHTepdence.

e  KoHdurypauus:

KomaHpa

mac-address-learning

Mo ymonyaHuio

N3yueHne MAC-agpecoB BKITHOHEHO MO YMOMYaHUIO

KomaHgHbIn
PEXNM

Pexunm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

BbinonHuTe 3Ty HACTPOWKY Ha UHTepdence ypoBHSA 2, HaNnpMMep, Ha NopTy
KoMMyTauum unm nopty AP

NPUMEYAHUE:

no ymonyaHuio wunsydyeHne MAC-agpecoB BkfoyeHo. Ecnm DOT1X, IP

SOURCE GUARD, wunu dyHkuua 6e3onacHOCTM nopTa HacTpoeHa Ans noprta, U3y4dyeHue
MAC-agpeca He MOXeT ObITb BKIIOYEHO. YNpaBreHne JOCTYNOM He MOXeT BbITb BKIOYEHO Ha
NOPTY C OTKMIOYEHHbIM U3ydeHnem MAC-agpeca.

Hactpoika BpemeHu ycTapeBaHuAa ansa auHammyeckoro MAC-agpeca
e OnuuoHanbHo.

e HacTpoiTte Bpems yctapeBaHua ona guHammudecknx MAC-agpecos.
e  KoHdurypaums:

KomaHga mac-address-table aging-time value
Onuncanne value: ykasbiBaeT Bpems ycTtapeBaHus. 3HaveHne paBHO nunbo 0, nnbo
napameTpoB HaxoauTcs B gnanasoHe ot 10 go 1 000 000

Mo ymonyaHuio

Mo ymonuaHuio 300 cekyHa
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KomaHgHbIn
pexnm

Pexwum rnobanbHon KoHUrypaumm

PykoBoacTeo no
NCNOoNb30BaHNIO

Ecnu yctaHoBneHo 3HaveHue 0, yctapeBaHne MAC-agpecoB OTKMAOYEHO, U
n3yyvenHole MAC-agpeca He 6yayT ycTapeBaTb

NMPUMEYAHUE: cbakTMyeckoe Bpemsi ycTapeBaHUs MOXET OTnM4yaTbCA OT HACTPOEHHOro
3HayeHus1, HO He Bonee Yem B [iBa pa3a OT HACTPOEHHOTO 3HAYEHMS.

3.5.1.3. NpoBepka

o [lpoBepbTe, 3anoOMMHAET M YCTPONCTBO AMHammnyeckne MAC-agpeca.

o 3anyctute

komaHgy show mac-address-table dynamic pgna oToGpaxeHus

anHamnyecknx MAC-agpecos.

¢ 3anyctute komaHay show mac-address-table aging-time, 4tobbl 0TO6pasnTL Bpems
ycTapeBaHus ansa anHammyecknx MAC-agpecos.

KomaHga show mac-address-table dynamic [ address mac-address ] [ interface
interface-id ] [ vlan vian-id ]

Onuncanne address mac-address: oTobpakaeT MHGOPMAUMIO O KOHKPETHOM

napameTpoB AnHamndeckom MAC-agpece.
interface interface-id: ykasbiBaeT pmsndeckmin nHtepdenc nnm nopt AP.
vlan vlan-id: otobpaxaeT guHammnyeckmne MAC-agpeca B onpeneneHHomn
VLAN

KomaHgHbIn MpuBunernpoBaHHbin pexum EXEC/Pexum rnobanbHon koHdburypaumu/

pexum Pexnm HacTponkm nHtepdenica

QTECH# show mac-address-table dynamic

@ §) QTECH

MWP OOCTYNHEE

Vlan MAC Address Type Interface
1 0000.0000.0001 DYNAMIC GigabitEthernet 1/1
1 0001.960c.a740 DYNAMIC GigabitEthernet 1/1
1 0007.95c7.dff9 DYNAMIC GigabitEthernet 1/1
1 0007.95cf.eeel DYNAMIC GigabitEthernet 1/1
1 0007.95cf.f41f DYNAMIC GigabitEthernet 1/1
1 0009.b715.d400 DYNAMIC GigabitEthernet 1/1
1 0050.bade.63c4 DYNAMIC GigabitEthernet 1/1
Mone OnucaHwue
Vian YkaspiBaetT VLAN, B  KOTOpOW  HaxoguTcsa
MAC-agpec
MAC-agpec YkasbiBaeT MAC-agpec
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Twn YkasbiBaeT Tin MAC-agpeca
NHuTepdeiic Yka3biBaeT WUHTEpdEenc, Ha KOTOPOM HaxoauTcs
MAC-agpec
KomaHga show mac-address-table aging-time
KomaHaHbIn MpuBunernpoBaHHbin pexxum EXEC/Pexum rnobansHonM koHdurypawumum/
pexum Pexum HacTponkn nHrepderica

QTECH# show mac-address-table aging-time
Aging time : 300

3.5.1.4. Npumep KoHcpUrypaumm

Hactpownka guHamuyeckoro MAC-agpeca

CueHapui:
Gi0/1
PucyHok 3-4.
LWarn e Bknrounte nsyyenne MAC-agpeca Ha nHtepdeice.
HacTpoukm e HacTpoiite Bpems ycTapeBaHusi Anst auHammyeckux MAC-aapecos Ha
180 cekyHA.
e VYpanute Bce gumHammndeckne MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1
QTECH# configure terminal
QTECH(config-if-GigabitEthernet 0/1)# mac-address-learning
QTECH(config-if-GigabitEthernet 0/1)# exit
QTECH(config)# mac aging-time 180
QTECH# clear mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1
MpoBepka e [IpoBepbTe nsyyeHne MAC-agpeca Ha uHTepdece.
e [lokasaTb BpemeHs ycTapeBaHuna anga auHamumyeckmx MAC-agpecos.
e [lokasatb Bce pguHammyeckme MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1
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QTECH# show mac-address-learning

GigabitEthernet 0/1 learning ability: enable

QTECH# show mac aging-time

Aging time : 180 seconds

QTECH# show mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1
Vlan MAC Address Type Interface

08c6.b3.1001 STATIC GigabitEthernet 1/1

3.5.1.5. PacnpocTpaHeHHble OWNOKN

HacTponTte nsyyeHme MAC-agpecoB Ha nHtepdence, npexae Yem HacTpamBaTh MHTEPGENC Kak
UHTepdENC YPOBHSA 2, HAaNpPUMEP, Kak NopT KOMMYyTauum unm nopt AP.

3.5.2. HacTpouka ctatnyeckoro MAC-agpeca

3.5.2.1. 3dhdeKT KoHduUrypaumm

Cesknte MAC-agpec ceTeBoro yCTpomcTBa C MOPTOM KOMMYTaLmUN.

3.5.2.2. larn HacTponku

HacTpounka ctatuueckoro MAC-agpeca
e OnuuoHanbHo.

o Cesxmute MAC-agpec ceTeBOro ycTpomncTea C NOPTOM KOMMYTaLMMN.
o  KoHdurypaums:

KomaHpa mac-address-table static mac-address vlan vlan-id interface interface-id
Onuncanne address mac-address: ykasbiBaeT MAC-agpec.
napameTpoB

vlan vlan-id: ykasbiBaeT VLAN, B koTopown HaxoguTtcss MAC-agpec.
interface interface-id: ykasbiBaeT dpuanyveckmii nutepdgenc nnm nopt AP

Mo ymonyaHuio

Mo ymonuaHuio ctatnveckmni MAC-agpec He HAacTpoeH

KomaHgHbIn
pexmm

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

Korga kommyTaTop nonyyaeT nakeT, cogepawmn ykasaHHbin MAC-agpec
B ykasaHHon VLAN, nakeT nepecbinaeTcsa Ha CBsA3aHHbIN NHTepdenc

3.5.2.3. NpoBepka

e 3anyctute komaHgy show mac-address-table static, 4Tobbl npoBepuTb, BCTYNUNa nn
B CUny KOH(urypauus.
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KomaHga show mac-address-table static [ address mac-address ] [ interface
interface-id ] [ vlan vian-id ]

Onucanwne address mac-address: ykasbiBaeT MAC-agpec.

napameTpos interface interface-id: ykasbiBaeT puanyeckmin nutepdenc nnm nopt AP.
vlan vlan-id: ykassiBaeT VLAN, B koTopon Haxoautca MAC-agpec

KomaHaHbIn MpuBunernpoBaHHbin pexum EXEC/Pexum rnobanbHom koHdwurypaumm/

pexum Pexunm HacTponku nHrepderica

QTECH# show mac-address-table static

Vlan MAC Address

Type
1 08c6.b3.1001
1 08c6.b3.1002
1 08c6.b3.1003

STATIC
STATIC
STATIC

Interface

GigabitEthernet 1/1
GigabitEthernet 1/1
GigabitEthernet 1/1

3.5.2.4. NMpumep KoHcpUrypaumm

Hactponka cratnyeckoro MAC-agpeca

B npuBegeHHOM Bblilwe npumepe B3anmocBsasb MAC-agpecos, VLAN 1 nHTepdencoB nokasaHa
B criegytowen Tabnuue.

Ponb MAC-agpec Upentucoukatop WpeHtndukatop
VLAN MHTepdenca

Beb-cepBep 08c6.b332.0001 VLAN2 Gi0/10

Cepsep 6asbl | 08c6.b332.0002 VLAN2 Gio/11

JaHHbIX

AomuHncTtpaTtop | 08¢6.6332.1000 VLAN2 Gio/12
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CueHapun:
Web E.pE-r'u"E-r
5 010
Gl /5 ? g
Gi 012 =
Databasea Sarver
Administratar Users
PucyHok 3-5.
Warn o Yrkaxnte MAC-agpeca HasHavyeHus (mac-address).
HaCTpoOVKK e VYkaxute VLAN (vlan-id), rae Haxoaatca MAC-aapeca.
e  YKaxute ngeHTudukaTopbl MHTEepdencos (interface-id)
A A# configure terminal
A(config)# mac-address-table static 08c6.b3.3232.0001 vlan 2 interface
gigabitEthernet 0/10
A(config)# mac-address-table static 08c6.b3.3232.0002 vlan 2 interface
gigabitEthernet 0/11
A(config)# mac-address-table static 08c6.b3.3232.1000 vlan 2 interface
gigabitEthernet 0/12
Mpoeepka | OToGpaxeHue koHdUrypaumm ctatndeckoro MAC-agpeca Ha koMmyTaTope
A A# show mac-address-table static
Vlan MAC Address Type Interface
2 08c6.b3.3232.0001 STATIC GigabitEthernet 0/10
2 08c6.b3.3232.0002 STATIC GigabitEthernet 0/11
2 08c6.b3.3232.1000 STATIC GigabitEthernet 0/12
3.5.2.5. PacnpocTpaHeHHble OWNOKKu

HacTtpointe ctatuyeckmin MAC-agpec nepen HacTpOWMKOW onpeaernieHHOro noprta B KadecTse
UHTepdenca ypoBHS 2, Hanpumep, nopTa KOMMyTaTopa unu nopta AP.
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3.5.3. HacTtpouka MAC-agpeca ana dounbTpaumm nakeTos

3.5.3.1. 3dhdeKkT KoHUrypaumm

Ecnu ycTtporicTBo nonyyaeT nakeTbl, cogepxawme MAC-agpec muctovHuka mnu MAC-agpec
HasHayeHWsi, YyKasaHHblA B  KayecTBe OTdunbTpoBaHHoro MAC-agpeca, nakeThbl
oTOpachkIBatoTCA.

3.5.3.2. lWarn HacTpounku

Hactponka MAC-appeca ans ¢ounbTpaumm naketToB
e  OnuuoHarnbHo.

e  BbInonHuTe 3Ty HaACTpounKy Angd pmunbTpaumm NakeTos.
o  KoHdurypauums:

KomaHga mac-address-table filtering mac-address vlan vian-id
Onucanue address mac-address: ykasbiBaeT MAC-agpec.
napameTpoB

vlan vlan-id: ykasbiBaeT VLAN, rae Haxogutca MAC-agpec

Mo ymonuaHuio | Mo ymonuvanuio pmunetpyembin MAC-agpec He HacTpoeH

KomaHgHbIn Pexum rnobansHon koHdurypaumm
pexmm

PykoBogcteo no | Ecnu yctponcteo nonyyaeT nakeTbl, cogepxawme MAC-agpec nctovHmka
ncrnonb3oBaHuto | unn MAC-agpec HasHavyeHus!, ykasaHHbIA B Ka4ecTBe OT(UNbTPOBAHHOMO
MAC-agpeca, nakeTbl 0OTOpacbiBalOTCS

3.5.3.3. NpoBepka

e 3anyctmute komaHgy show mac-address-table filter, u4tobbl oTOGpPa3nTL
oTdunbTpoBaHHbin MAC-agpec.

KomaHga show mac-address-table filter [ address mac-address ] [ vlan vlan-id ]
Onuncanne address mac-address: ykasbiBaeT MAC-agpec.
napameTpoB

vlan vlan-id: ykaseiBaeT VLAN, B koTopon Haxoautca MAC-agpec

KomaHaHbIn MpuBnnernpoBaHHbin pexum EXEC/Pexum rnobanbHon koHdwurypaumum/
pexnm Pexnm HacTponkm nHtepdenica

QTECH# show mac-address-table filtering
Vlan MAC Address Type Interface

1 0000.2222.2222  FILTER
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3.5.3.4. NMpumep KoHcpuUurypaumumn

Hactpownka MAC-appeca ans ¢ounbTpaumm naketTos

Warun o Ykaxunte MAC-agpec Ha3Ha4vyeHuns (mac-address) ansa punbTpaumu.
HacTpouKm e YkaxwuTe VLAN, B koTopol Haxoastcs MAC-agpeca

QTECH# configure terminal

QTECH(config)# mac-address-table static 08c6.b3.3232.0001 vlan 1
Mpoeepka | OTOGpasuTe oThunbTpoBaHHYO koHGUrypaumo MAC-agpeca

QTECH# show mac-address-table filter
Vlan MAC Address Type Interface

1 08¢6.b3.3232.0001 FILTER

3.5.4. HacTpouka yBegomsneHusa o6 nusmeHeHnn MAC-agpeca

3.5.4.1. 3dhdeKT KoHdUrypaumm

OTcnexnBanTe CMeHy YCTPOWCTB, NOAKMOYEHHbIX K CETEBOMY YCTPONCTBY.

3.5.4.2. lLLlarn HacTpouku

HacTtponka NMS
e OnuuoHanbHo.

e BbinonHute 3Ty HacTpouky, 4Tobbl MNo3sonuTb NMS nonyyaTb yBegomneHus ob
nameHeHun MAC-agpeca.

o  KoHdwurypauwms:

KomaHga snmp-server host host-addr traps [ version {1 | 2c | 3 [ auth | noauth |
priv ] } ] community-string

Onuncanne host host-addr: ykasbiBaeT IP-agpec nonyyatens.

napameTpoB

1| 2c | 3 [auth | noauth | priv ] }: ykasbiBaeT Bepcuto coobieHnn SNMP
TRAP. Bbl Takke MoOXeTe VykasaTb ayTeHTUMKaAUMIO W YPOBEHb
©es3onacHocTn ons naketoB Bepcum 3.

community-string: ykasbiBaeT UMsi ayTeHTMdUKaLUn

Mo ymonyaHuio | INo ymonyaHmio oyHKUNSA OTKIIOYEHA

KomaHgHbin
pexum

Pexwum rnobanbHon KoHUrypaumm

BkntoyeHne SNMP Trap
e  OnuuoHanbHo.
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e BbinonHuTe 3Ty HacTponKy Anst oTnpasku coobuieHni SNMP Trap.
o  KoHdwurypauwms:

KomaHpa

snmp-server enable traps

Mo ymonyaHuo

Mo ymonyaHuo PyHKLUMSA OTKIOYEHa

KomaHgHbIn
peXxnm

Pexwum rnobanbHon KoHUrypaumm

Hactponka yBeaomneHmsa o6 nsmeHeHuum rnodansHoro MAC-agpeca
e  OnuuoHarnbHo.

o Ecnu yBepomneHne o6 nameHeHun MAC-agpeca OTKMOYEHO rnobanbHo, OHO ByaeT
OTKITHOYEHO Ha BCEX MHTEpdEencax.

o  KoHdurypauums:

KomaHpa

mac-address-table notification

Mo ymonyaHuo

Mo ymonuanuio yBegomnieHne o6 uameHeHun MAC-agpeca OTKAOYEHbI
rno6anbHo

KomaHgHbIn
pexmm

Pexwum rnobansHon koHurypaumm

Hactpowka yBegomneHus o6 nameHeHun MAC-agpeca Ha nHtepdence
e OnuuoHanbHo.

e BbINonHMTE 3Ty HACTPOWKY,

YTOObl BKMOYMTL yBedomSieHne 00 Wn3MeHeHun

MAC-agpeca Ha nHTepdence.
o  KoHgurypaums:

KomaHga snmp trap mac-notification { added | removed }
Onuncanne added: reHepupyeT yBegomnexuve npu gobasnennn MAC-agpeca.
napameTpoB

removed: reHepupyeT yBegomneHue npu yaaneHnn MAC-agpeca

Mo ymonyaHuio

Mo ymonuanuo yBegomneHme o6 namenennn MAC-agpeca Ha nHrepderice
OTKIMHYEHO

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nitepdenca

Hactpowka nHtepBana reHepauun yBegomMmrneHmm o6 nameHeHmmn MAC-agpeca
M obbema nctopum yBeaomMmrneHmm

e  OnuuoHanbHo.

e BbinonHute 3Ty HACTPOWKY, YTOObl U3MEHUTb MHTEPBAnN reHepaunn yBeaomMmreHun ob
nameHeHnn MAC-agpeca 1 o6bem NCTopum yBe4OMMAEHUN.

o  KoHdurypaums:
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KomaHga mac-address-table notification { interval value | history-size value }
Onucanue interval value: (Heob6s3aTenbHO) ykasbiBaeT WHTepBan ANs CO34aHWUs
napameTpoB yBegomMmneHun o6 nameHeHun MAC-agpeca. [lnanasoH 3HadyeHun ot 1 go

3600 cekyHa.

history-size value: ykasblBaeT MakCuMMaribHOE KOSIMYECTBO 3anncen B
Tabnuue nctopun yeegomrneHun. inanasoH saHadeHmn ot 1 go 200

Mo ymonyaHuo

WMHTepBan no ymonuyaHuio cocTtaBnset 1
KONn4ecTBO yBeIOMIIEHUI MO yMonyaHuo — 50

cekyHay. MakcumansHoe

KomaHgHbIn
peXxnm

Pexum rnobanbHon koHdurypauum

3.5.4.3. NpoBepka

e 3anyctute komangy show mac-address-table notification, 4TOObI

NPOBEPUT,

nony4yaet nm NMS yBegomneHnsa 06 nameHennn MAC-agpeca.

KomaHga show mac-address-table notification [ interface [ interface-id ] | history ]
Onuncanne interface: oTobpakaeT KoHdurypauuo yeegomneHusa o6 n3MeHeHun
napameTpoB MAC-agpeca Ha Bcex nHTepgencax.

interface-id: oTtobpakaeT KOHdUrypauuio yBeaoMsieHMst o6 M3MeHeHUn

MAC-agpeca Ha ykasaHHOM uHTepdemnce.

history: oToGpaxaeT nctopuio ysegomnenuin ob nameHeHnn MAC-agpeca
KomaHgHbIn MpuBunernpoBaHHbin pexum EXEC/Pexum rnobanbHon koHdurypaumum/
pexnm Pexnm HacTponkm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

OTtobpakeHne koHdUrypaumm ysegomrieHns 06 naMmeHeHmum rnobanbHoro
MAC-agpeca.

QTECH#show mac-address-table notification
MAC Notification Feature : Enabled
Interval(Sec): 300

Maximum History Size : 50

Current History Size : 0

MNone OnucaHue

Interval(Sec) YkasbiBaeT WHTepBan reHepauum

yBegomMmnenui o6 nameHenHnn MAC-agpeca

YKkasbiBaeT MakcuManbHOEe KONM4ecTBO
3anuncen B Tabnuue nctopmm yBegoMeHumn

Maximum History Size
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Current History Size YKasblBaeT TekyLiee Konm4ecTso 3anucen B
Tabnuue nctopum yBeaoOMMeHUn

3.5.4.4. NMpumep KoHduUurypaumumn

CueHapun:

y 192.168.1.10 @
NMS SMMP Trapl

192 168.1.100 B B

Gi 01
Gl 02
- [ " -
- T \I
{ - = “‘g - ).
e i -

PucyHok 3-6.

Ha PucyHke nokasaHa uHTpaceTb npeanpudatus. Nonb3oBatenn nogknoyarTca K A vepes

nopt Gi0/2.

BbInONHUTE HacTpPoOrKy Onsa AOCTMXKEHUS crieayrowmx adhdeKkToB:

Korga nopt Gi0/2 y3HaeT HoBbli MAC-agpec vnn 3aBeplLuaeT yCTapeBaHWE W3YYEeHHOro
MAC-agpeca, reHepupyeTcs yBegomneHme o6 nameHennn MAC-agpeca.

Tem BpemeHem A oTnpasnsieT yBegomneHune o6 nameHeHnn MAC-agpeca B coobueHmnm SNMP
Trap B ykasaHHyto NMS.

B cueHapun, roe A NOAKMOYEH K HECKONbKAM MOMb30BaTENsAM, KOHMUrypaums MOXeT
npegoTeBpaTUTb Benfeck yeegomneHmin o6 nameHenn MAC-agpeca 3a KopoTKoe BpeMs, YToObI
YMEHbLUNTbL CETEBOW MOTOK.

Warn e  Bkniounte rmobanbHoe yBegomneHme o6 nameHennn MAC-agpeca Ha A
HaCTPOMKK n HacTpownTe yBegomrieHue 06 nameHeHum MAC-agpeca Ha nopty Gi0/2.
e Hactponte IP-agpec y3ana NMS un Bkmounte A ¢ SNMP Trap. A
cBsasbiBaeTcs ¢ NMS yepes mapipytusaumio.
e HacTtponte wHTEepBan oOTNpaBkKM yBEOOMIEHUA 00 W3MEHEHUM
MAC-agpeca Ha 300 cekyHg (no ymonyanuio 1 cekyHaa)
A QTECH# configure terminal

QTECH(config)# mac-address-table notification

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# snmp trap mac-notification added
QTECH(config-if-GigabitEthernet 0/2)# snmp trap mac-notification removed
QTECH(config-if-GigabitEthernet 0/2)# exit
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QTECH(config)# snmp-server host 192.168.1.10 traps version 2c comefrom2
QTECH(config)# snmp-server enable traps
QTECH(config)# mac-address-table notification interval 300

MAC Notification Feature : Enabled

Interval(Sec): 300

Maximum History Size : 50

Current History Size : 0

QTECH# show mac-address-table notification interface GigabitEthernet 0/2
Interface MAC Added Trap MAC Removed Trap
GigabitEthernet 0/2 Enabled Enabled

QTECH# show mac-address-table interface GigabitEthernet 0/2
Vlan MAC Address  Type Interface

08c6.b332.0001 DYNAMIC GigabitEthernet 0/2

QTECH# show mac-address-table notification

MAC Notification Feature : Enabled

Interval(Sec): 300

Maximum History Size : 50

Current History Size : 1

QTECH# show mac-address-table notification history

History Index : 0

Entry Timestamp: 221683

MAC Changed Message :

Operation:DEL Vlan:1 MAC Addr: 08¢c6.b332.0003 GigabitEthernet 0/2

MpoBepka e [lpoBepbTe, BKNOYEHO NM rnobanbHO yBeaoMIieHne 06 W3MeHeHun
MAC-agpeca.

e [lpoBepbTe, BKMOYEHO N yBegomneHne o6 nameHeHmn MAC-agpeca
Ha nHTepdence.

e Otobpasute MAC-agpeca vHTepdencoB u 3anyctute komangy clear
mac-address-table  dynamic  gnga uMnTauMm  yctapeBLUnX
anHamunyecknx MAC-agpecos.

e [lpoBepbTe, BKNHOYEHO NK rnobanbHoe yBeaoMMieHNEe 06 N3MEHEeHUM
MAC-agpeca.

e OTtobpasuTte uctoputo ysegomneHunn ob nameHeHnn MAC-agpeca

A QTECH# show mac-address-table notification
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3.5.5. Hactpouka VLAN ynpasneHus ana nopta AP

3.5.5.1. 3dhdekT KoHUrypaumm
Bkntounte nopt AP anst o6paboTkm naketoB n3 VLAN ynpaBneHus Kak nakeTbl ynpaBreHus, a
13 VLAN, He OTHOCSALENCS K YNPaBeHUIO, Kak NakeTbl JaHHbIX.

3.5.5.2. lWarn HacTponku

Hactpounka VLAN ynpaBneHus ans nopta AP
e  OnuuoHarnbHo.

° BbinonHute Ty HaCTpOI‘;IKy, YTOObI nopt AP Mor otnuyaTtb nakeTsl ynpaesneHna oT
nakeToB OaHHbIX.

o  KoHdurypauums:

KomaHga aggregateport-admin vian vlan-list
Onucanne vlan-list: ykasbiBaeT VLAN mnnu gnanason VLAN, pasgeneHHbIX 3HaKoM «-»
napameTpoB

Mo ymonuaHuto | Mo ymonyaHuio VLAN ynpasneHus He HacTpoeH ans nopta AP

KomaHaHbIN Pexum rnobansHon koHdurypaumm
pexnm

Pykoeogcteo no | MopT AP oGpabatkiBaeT nakeTbl, nonyyeHHole n3 VLAN ynpasneHus, kak
NCNONb30BaHWIO | NakeTbl ynpaBrneHus

3.5.5.3. NpoBepka

Mopt AP oGpaGaTbiBaeT naketbl M3 VLAN ynpaBneHusi Kak nakeTbl ynpaBneHuns, a nakeTbl U3
VLAN, He OTHOCSLLENCS K ynpaBieHnio, — KakK nakeTbl AaHHbIX.

3.5.5.4. NMpumep KoHcpUrypaumm
Hactpowka VLAN ynpaBneHusa ana nopta AP

Warn Ykaxute VLAN ynpasnenus ansa nopta AP
HaCTPONKK

QTECH# configure terminal
QTECH(config)# aggregateport-admin vlan 1-20

Mpoeepka | 3anyctute komaHgy show running, 4To6bl 0TOGPA3NTL KOHUTYPaLMIO

3.5.6. HacTpouka npoBepku nepeknoyeHna MAC-agpecoB

3.5.6.1. 3dhdekT KoHduUrypaumm

MevaTaTb NpegynpexaeHne CUCTEMHOrO XypHana, korga npoucxoaut flapping MAC-agpecos,
TO ectb MAC-agpec nonagaet Ha 6onee Yem oavH NopT 3a kopoTkoe Bpemsi B VLAN.
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3.5.6.2. Warmn

HaCTPOMKMU

HacTtpowka npoBepku Flapping’a MAC-appecoB
e  OnuuoHarnbHo.
° HaCTp0I7ITe Ty KOHCbI/IpraLl,I/IPO ana ne4vyaTtu aBapMVIHOFO CurHana CMCTeMHOro >ypHana

npu n3

MeHeHnn MAC-agpeca.

o  KoHdwurypaums:

KomaHpa

mac-address-table flapping-logging

Mo ymonuaHuio | Mo ymonuaHuto PyHKUMA OTKAOYEHa

KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexmm
3.5.6.3. NpoBepka

e 3anyctute komaHgy show run, 4Tobbl 0TOBPA3UTL KOHUrypaLmIO.

e PacneyvaTante cMCTEMHbIN XXypHan, 4Tobbl npoBepuTb flapping MAC-agpecos.

3.5.6.4. NMpumep KoHcpUrypaumm

e Hactponka nevatu cuctemHoro xxypHana npu flapping’e MAC-agpeca

HaCTPONKK

Warn BknrounTb nevatb cuctemHoro xypHana npwu flapping’e MAC-agpeca

QTECH# configure terminal
QTECH(config)# mac-address-table flapping-logging

Mpoeepka | 3anycTute koMangy show running, 4To6bl 0TOGPA3NTL KOHUTYPaLMIO

3.5.7. HacTpouka nonutuku 3awmTtbl ot Flapping’a MAC-agpecoB

3.5.7.1. 3hdeKT KoHduUrypaumm

Korga flapping MAC-agpecoB obGHapyxeH Ha MopTy C HAaCTPOEHHOW MONMTMKOW 3aluTbl OT
Flapping’a MAC-agpecoB, nopT OygeT OTKITHOYEH.

3.5.7.2. MpumeyaHun

[orxHa 6bITb BKkNtoveHa dyHKUMsST oOHapyxeHus Flapping’'a MAC-agpecos.

3.5.7.3. llarn HacTponku

Hactpownka nonutuku 3awmTbl ot Flapping’a MAC-agpecoB

e  OnuuoHanbHo.

e BbinonHute 3Ty onepauuto, 4Tobbl npepoTBpatuTh flapping MAC-agpecoB mexay
pasHbIMK NopTamMu.

o BeinonHute 3Ty onepaunio Ha KOMMyTaTope.
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KomaHga mac-address-table flapping action [error-down | priority priotiry-num]
Onucanue error-down: ykasblBaeT NOMUTUKY, COrMacHO KOTOPOW NOPT OTKNoYaeTcs,
napameTpoB ecnuv Ha nopTty obHapyxmBaeTtcsa flapping MAC-aagpecos.

priority priotiry-num: ykasbiBaeT MpUOPUTET MNOMUTUKU 3aKpbITUS nopTa.
3HayeHne no ymonyaHmioo — 0 (cambld HU3KMKA NpUOpUTET). 3HaYeHVe
BapbupyeTca oT 0 o 5. bonbluee 3HayeHne ykasbliBaeT Ha Gonee BbICOKMM
npuoputeT

Mo ymonuyaHuto | Mo ymonyaHuio doyHKums 3awmTbl oT Flapping’a MAC-agpecoB oTkoYeHa

KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexnm

PykoBogcteo no | CHavyana pJomkHa ObiTeb BkodeHa dyHKuma nposepkn  Flapping’a
ncnonb3oBaHuto | MAC-agpecoB. B npoTuBHOM crnyyae KoHdUrypaums He BCTYNUT B CUITY

3.5.7.4. NpoBepka
3anyctute show run, 4Tobbl 3aNpPOCUTL pe3ynbTaT KOHUrypaumu.
3.5.7.5. MNpumep KoHcpUrypaumm

Hactpownka nonutuku 3awmTbl oT Flapping’a MAC-agpecoB

Warn Bkntounte pyHkumio obHapyxeHus Flapping’a MAC-agpecos
HaCTPOWNKK

QTECH# configure terminal
QTECH(config)# mac-address-table flapping-logging

HacTtponte nonutuky 3awmTtbl oT Flapping’a MAC-agpecos.
QTECH(config)# interface GigabitEthernet 1/1

QTECH(config-if-GigabitEthernet 1/1)# mac-address-table flapping action
error-down

QTECH(config-if-GigabitEthernet 1/1)# mac-address-table flapping action
priority 2

Mpoeepka | 3anyctute show running Ha KOMMyTaTope, YTobbl 3aNPOCUTL KOHMPUIypaLuio

3.5.8. HacTtponka makcumanbHoro konumyectea MAC-agpecoB, U3YyYeHHbIX
nopToMm

3.5.8.1. 3dhdekT KoHduUrypaumm

Tonbko orpaHM4yeHHOe KONMYEeCTBO AnHaMmyecknx MAC-aapecoB MOXeET ObITb U3y4EHO NMOPTOM.
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3.5.8.2. lWarn HacTpounku

Hactpounka makcumanbHoro konnyectesa MAC-aapecoB, U3y4YEHHbIX MOPTOM
e  OnuuoHanbHO
e BbinonHuTe 3Ty onepaunto Ha KOMMyTaTOpE.

KomaHga max-dynamic-mac-count count
Onucaxve count: ykasbiBaeT MakcumarnbHoe konunyectBo MAC-agpecoB, M3y4YeHHbIX
napameTpoB nopTom

Mo ymonuanmio | Mo ymonuaHuuio konndectBo MAC-agpecoB, M3YyYeHHbIX MOPTOM, He
orpaHuyeHo. lNocne orpaHnyeHusa konudectsa MAC-agpecoB, M3yYeHHbIX
NOpTOM, 1 NOCNe NPeBbILLEHNA MakcuManbHoro konndectsa MAC-aapecos,
nakeTbl ¢ ucxogHblix MAC-agpecoB nepechisialoTcs Mo YMOYaHMIo

KomaHaHbIN Pexum koHdurypaumm nHtepdenca
pexum

3.5.8.3. NpoBepka

3anyctute show run, 4Tobbl 3aNpPOCUTb pe3ynbTaT KOHPUrypaumu.

3.5.8.4. MNpumep KoHcpUrypaumm

Hactpoinka makcumanbHoro konnyectea MAC-aapecoB, U3y4YeHHbIX NOPTOM

LWarn HacTtponte makcumanbHoe konndectso MAC-agpecoB, n3y4eHHbIX MOPTOM
HaCTPOWNKK

HacTtponte makcumanbHoe konunvectBo MAC-agpecoB, M3y4YeHHbIX MOPTOM, U
Mepbl NPOTUBOAENCTBUSA B cnyyae, ecnu konmyectso MAC-agpecoB npeBbillaeT
NNMAT.

QTECH(config)# interface GigabitEthernet 1/1
QTECH(config-if-GigabitEthernet 1/1)# max-dynamic-mac-count 100
QTECH(config-if-GigabitEthernet 1/1)# max-dynamic-mac-count exceed-action

discard

Mpoeepka | 3anyctute show running Ha KOMMyTaTope, YTobbl 3aNPOCUTL KOHMUIrypaLuio

3.5.9. HacTtponka makcumanbHoro konumyectea MAC-agpecoB, U3Yy4YeHHbIX
VLAN

3.5.9.1. 3dbdekT KoHduUrypaumm

VLAN MOXeT U3y4mTb TOMbKO OrpaHNYeHHOoe Konn4ecTso agnHammyecknx MAC-agpecos.
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3.5.9.2. Warn HacTponku

Hactponka makcumanbHoro konnyectsa MAC-agpecoB, nsyyeHHbix VLAN
e  OnuuoHanbHO
e BbinonHuTe 3Ty onepauuio Ha KOMMyTaTope.

KomaHga max-dynamic-mac-count exceed-action forward | discard
Onucanwne forward | discard: ykasblBaeT, 4TO MakeTbl MepecbinalTCsa UK
napameTpoB oTOpachbiBatoTcs, koraa konmyectBo MAC-agpecoB, m3yydeHHbix VLAN,

npeBbllUaEeT npeaern

Mo ymonuanmio | Mo  ymonuyaHuto konmdyectBo MAC-agpecoB, wu3yyeHHbix VLAN, He
orpaHmyeHo. lNocne Toro, kak konuyectBo MAC-agpecoB, M3y4eHHbIX
VLAN, 6ypet orpaHuyeHo, a makcumarnbHoe konudectso MAC-agpecos
NpPeBbICUT NUMUT, NakeTbl ¢ UcxoaHbix MAC-aapecoB nepechinarTcsa no
YMOJYaHWIO

KomaHgHbIn Pexwum koHdurypaummn VLAN
pexnm

3.5.9.3. NpoBepka

3anyctute show run, 4Tobbl 3aNpPOCUTb Pe3yNbTaT KOHUrypaLmu.

3.5.9.4. NMpumep KoHcpUrypaumm

e HacTtpoika makcmmanesHoro konuyectsa MAC-agpecos, n3yyeHHbix VLAN

Warun HacTtponte makcumanbHoe konndectso MAC-agpecos, nsy4veHHbix VLAN
HaCTPOWNKK

HacTtponte makcumanbHoe konmndectBo MAC-agpecoB, m3yudeHHbix VLAN, un
Mepbl NPOTUBOAENCTBUSA B crnyyae, ecnu konmyectso MAC-agpecoB npeBbillaeT
npegen.

QTECH(config)# vlan 2
QTECH(config-vlan)#max-dynamic-mac-count 100

QTECH(config-vlan)# max-dynamic-mac-count exceed-action discard

Mpoeepka | 3anyctute show running Ha KOMMyTaTope, YTobbl 3aNPOCUTbL KOHMPUIypaLuio

3.6. MOHUTOPUHT

3.6.1. OuncTka

NMPUMEYAHME: BbinONHEHNE KOMaHA Clear MOXXeT NPUBECTU K MOTEPE BaXXHOW MHopMauun n
npepbiBaHWIO paboTbl Cnyxo.
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OnucaHue KomaHga

Oumwiaet amMHammdeckme | clear mac-address-table dynamic [ address mac-address | |
MAC-agpeca interface interface-id ] [ vlan vilan-id ]

3.6.2. OTobpaxeHue

OnucaHue KomaHaa

OtobpaxaeT Tabnmuy show mac-address-table { dynamic | static | filter } [ address
MAC-agpecoB mac-address | [ interface interface-id ] [ vlan vlan-id ]
OTtobpaxaeT Bpems show mac-address-table aging-time

ycTapeBaHus ons

ANHAMNYECKNX

MAC-agpecoB

OtobpaxaeT show mac-address-table max-dynamic-mac-count
MaKcMMarbHOe KONM4eCcTBO
ANHAMNYECKNX
MAC-agpecoB

OtobpaxaeT show mac-address-table notification [ interface [ interface-id
KoHgurypauuto n uctoputo | | | history |

yBeaomreHun ob
nameHeHmn MAC-agpeca

3.6.3. OTnagka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BbIBOAE OTIago4HON MHGopmaumn. Noatomy
OTKNtoYanTe OTNaaKy cpasy nocne UCMosib30BaHMS.

OnucaHue KomaHaa

Otnagka pabotsl MAC-agpeca debug bridge mac
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4. HACTPOUKA ATPETMPOBAHHOIO NMOPTA
4.1. O630p

ArpervpoBaHHbIi NopT (AP) ucnonbayeTcst Anst 06beAMHEHNST HECKONbKMX (M3NYECKMX KaHanoB
B OOMH JOrMYECKUn KaHan ans yBenuyeHns npornyckHOM cnocoBHOCTU kaHana U MOoBbILLEHUS
HaOEeXHOCTUN COEAUHEHMSI.

MopT AP nopaepxueaeT 6anaHCMpoOBKY Harpy3ku, TO eCTb PaBHOMEPHO pacnpeaensieT Harpysky
mMexagy anemeHtamu coeguHeHus. Kpome Toro, nopt AP obecneunBaeT pesepBuvpoBaHue
kaHana. Korga yyacTHuWK kaHana nopTta AP OTKNIOYeH, Harpyska, nepeHocMMasi KaHariom,
aBTOMaTMYECKN pacnpefenseTca mexay ApYrMMyh (OYHKLUMOHANbHLIMW yYacTHUKaMU KaHana.
Y4yacTHUK kaHana He nepecslinaet broadcast- unu multicast-nakeTbl Apyrum y4acTHUKam kaHana.

Hanpumep, coeguHeHne wmexgy ABYMSI YCTPOMCTBaMWU MNOLAEPXKMBAET MaKCMMarnbHYH
nponyckHyto cnocobHocTe 1000 MouT/c. Korga cnyxebHbii Tpaduk, nepegasaeMbli No kaHany,
npesbiwaer 1000 M6uTt/c, n3bbITOUHbIM Tpaduk OyoetT oTOpackiBaTbcd. Ona pelleHus
nNpoBrembl MOXXHO UCMNOMb30BaTh arperauuio NOpPToB. Hanpumep, Bbl MOXeTe COeaAnHUTb ABa
yCcTpoucTBa ceTeBbiMU Kabensamu M o6beAUHUTb HEeCKONbKO KaHanoB Ans hopMUpOBaHUS
FIOrMYeCcKoro kaHarna, cnocobHoro nepefasaTth AaHHbIE CO CKOPOCTLIO, kpaTtHor 1000 MowuT/c.

Hanpumep, ecTb ABa yCTPONCTBA, COEAMHEHHbIX CeTEBLIM kabenem. Korga cBasb Mexay ABYyMs
nopTamm yCTPONCTB OTKIMOYEHA, CEPBUCHI, NepeaaBaeMble Mo KaHany, 6yayT npepBaHsbl. [locne
obbeanHeHnss MNOAKMIOYEHHBIX MOPTOB CEpPBUCHI He OyayT 3aTpPoHyThl, MOKa OCTaeTcs
NOAKMOYEHHbIM OOWH KaHan.

4.1.1. NpoToKonbl U cTaHAAPTbI

IEEE 802.3ad

4.2. MpunoxeHus

MpunoxeHus OnucaHue

Arperauma kaHanoB AP un | Mexgy YCTpOMCTBOM arperaumMmM M YCTPOWCTBOM  sapa
©anaHcMpoBKa Harpy3ku nepegaetcd 6onblIOE KOMMYECTBO MAKETOB, 4TO Tpebyet
Sonblien nponyckHom cnocobHocTn. YToObl BbIMNOMAHUTL 3TO
TpeboBaHMe, Bbl MOXeTe 0O6beaMHUTb (U3NYEeCcKne KaHanbl
CBSA3N MexXxay YCTPOMCTBaMW B OAMH JIOMMYECKUI KaHan, 4yTobbl
yBEMWYUTb MNPOMYCKHYH CMNOCOBHOCTL KaHana, M HacTpouTb
npaBurbHbIN  anroput™M  6anaHCMpPOBKM  Harpys3ku  Ans
pPaBHOMEPHOro pacnpegeneHuns paboden Harpy3km Ha Kaxabin
PU3NYECKUA KaHamn, TemM CaMbiM ynydwasi WCnofib30BaHue
NonocCkl MPONyCKaHNS

4.2.1. Arperauus kaHanoB AP n 6anaHcupoBKa Harpy3ku

4.2.1.1. CueHapum

Ha PucyHke 4-1 koMmmyTaTtop B3auMMoOAeWCTBYeT C MapLupyTtmsaTtopom uyepes nopt AP. Bce
yCTpoWCTBa B MHTpaceTn (Hanpumep, Aea K crnesa) ncnonb3yoT MapLupyTM3aTop B KayecTse
wno3a. Bece yctpownctBa B akcTpacetu (Hanpumep, Asa K cnpasa) oTnpaBnsaloT nakeTbl Ha
WHTEepHeT-yCTpOUCTBa Yepes MapupyTtusatop ¢ MAC-agpecoM LUm3a B Ka4ecTBe UCXOOHOro
MAC-agpeca. Ytobbl pacnpegenntb Harpy3ky Mexay MapLipyTu3aTtopoM U OpYrumMu XocTamu
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Ha Apyrve KaHarnbl, HacTponTe GanaHcUpPoBKY Harpysku Ha ocHoBe MAC-agpecoB Ha3HaYeHus!.
Ha kommyTaTope HacTpoiTe GanaHCUPOBKY Harpy3ku Ha ocHoBe MAC-agpeca UCTOYHMKA.

Source MAC Destination MAC
Address-based Address-based

* Load Balancing Leoad Balancing
< N\

\‘\—-\

PucyHok 4-1. Arperaums kaHanoB AP 1 6anaHcupoBka Harpysku

) 4

11

Anaregateport

»

4.2.1.2. PazBepTbiBaHue

e HacTtponte HanpsMylo  NOAKMOYEHHbIE  MOPTbl  MEeXAy KOMMYTaTopoMm U
MapLUpyTU3aTOpPOM Kak nopT ctatudecku AP mnnu nopt AP npoTokona ynpasneHus
arperauuen kaHanos (LACP).

e Ha kommyTaTope HacTponTe anroput™ 6anaHCMpPOBKM Harpy3km Ha OCHOBE
MAC-agpeca UCToYHUKa.

e Ha wmapwpyTtmsatope HacTponTe anroputM 6anaHCUPOBKM HarpyskM Ha OCHOBE
MAC-agpeca Ha3Ha4eHu4.

4.3. DyHKUUMU

4.3.1. basoBble onpeaeneHus

CTtaTtuyeckum AP

Pexum ctatuyeckoro AP — 3TO pexum arperaumm, B KOTOPOM (h13nyeckne nopTbl HANPsSMyo
pobGaBnsoTca B rpynny arperaumn AP nocpeacTBOM PYyYHOW HACTPOWKW, YTOObI MO3BONMUTH
dhm3anyeckum noptam nepechbinaTtb NakeTbl, KOraa NoOPTbl HAXOAATCS B NPaBUIIbHOM COCTOSIHUN B
COCTOSIHAM KaHamna v COCTOSIHUM NPOTOKONA.

MopT AP B pexnme ctatndeckoro AP HasblBaeTcs ctatndeckum AP, a ero nopTbl-y4aCTHUKK
HasblBalOTCA NopTamMu-y4acTHMKaMu ctatmyeckoro AP.

LACP

LACP — 370 npoTokon gMHammnyeckon arperaumm kaHanos. OH obmeHnBaeTcst UHopMaLUmen ¢
NOOKITHOYEHHBIM YCTPONCTBOM Yepes 65okn gaHHbix LACP (LACPDU).

MopT AP B pexnme LACP HasbiBaeTcst noptom AP LACP, a ero nopTbl-y4aCTHUKW Ha3bIBaOTCA
noptamun-yyactHnkamm AP LACP.

Pexum nopTta-yyacTHuka AP
[oCTynHbl Tpy pexnma arperauumn, a UMeHHO akTUBHbIA, NACCUBHbBIN U CTaTUYECKUIA.

MopTbl-yyacTHMKN AP B aKTMBHOM  peXumMe  WHUUMUPYKOT  cornacosaHne  LACP.
MopTbl-yyacTHMKM AP B NacCUMBHOM peXuMMe OTBeYaloT TONbKO Ha nonyyeHHole LACPDU.
MopTbl-yyacTHUKM AP B cTaTtuyeckoM pexume He otnpasnaioT LACPDU anga cornacosaHud. B
cnegytoLlen Tabnvue nepeyncneHsl TpeboBaHWa Ana pexuma peer-nopra.
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Pexum nopra Pexum peer-nopTa
AKTUBHBIN peEXMUM AKTUBHbIN UM MACCUBHBIV PEXUM
lMaccuBHbIN pexnum AKTUBHBIN peXnUM
CTaTudecknin pexum CraTnyecknin pexmm

CocTtosiHue nopTa-y4yactHuka AP
,D,OCTyI'IHbI OBa Tuna COCTOAHUA NopTa-y4aCTHUKa AP:

o Korga nopT-y4acTHUK HaxoAMTCa B COCTOSHUMM Down, NOpT HEe MOXEeT nepecbinatb
nakeTbl. OTOGpaxaeTca coctosHne Down.

o Koraa nopT-ydacTHUK HaXoauTCs B COCTOAHUM Up 1 NPOTOKON CBA3M rOTOB, MOPT MOXET
nepecbinatb naketol. OTO6paxaeTcs coctodaHne Up.

CyulecTByeT Tpu BUAA COCTOSIHMSA nopTa-yyacTtHuka LACP:

o Korga kaHan nopTta OTKMOYEH, MOPT HE MOXeT nepeckbinatb naketbl. OTobpaXkaeTcs
cocTtosiHne Down.

o Korga kaHan nopTta HaxoguTcs B coctosHum Up u nopT gobaesndeTrca B rpynny
arperaumm, otobpaxaetcsa coctosiHue bndl.

e Korga kaHan nopta HaxoguTcsa B cocTosiHMM Up, HO NOpT NPUOCTaHOBIEH M3-3a TOrO,
yT0 peer end He BktoYeH ¢ LACP unu atpnbyThl NOPTOB HECOBMECTUMbI C aTpubyTamm
master-nopta, oTobpaxaeTrca coctosHue susp. ([MopT B COCTOSHUM SUSP He
nepeckinaeT nakeTbl.)

MPUMEYAHUE: Tonbko NonHoaynnekcHble NopThl nogaepxusatoT arperauunio LACP.

NMPUMEYAHME: arperaunsa LACP moxeT OblTb peanu3oBaHa TOMbKO Torga, Korga CKOpoCTy,
noaxodbl K ynpaBreHW0 NOTOKOM, TUMbl cpefbl U aTpubyThl YPOBHA 2/3 NMOPTOB-YYaCTHUKOB
COrnacoBaHsbl.

NMPUMEYMAHUE: ecnn Bbl M3aMeHuTe npegbigywime atpubyTbl MopTa-ydacTHMKa B rpynne
arperaumu, arperaumsi LACP 3aBepLumnTcs oLmnGKon.

NMPUMEYAHUE: nopThl, KOTOPbLIM 3arpeLLeHo NPUcoeanHATLCS UK BbIXOAUTb U3 nopTta AP, He
MOryT 6bITb go6aBneHbl MK yganeHsl 3 ctatnyeckoro nopta AP nnmn nopta LACP AP.

Pexunm emkoctn AP

MakcumanbHoe KONMMYeCcTBO MOPTOB-yYaCTHUKOB ABNAETCA (PUKCUMPOBAHHBIM U paBHO
MakCcumaribHoMy KonuyecTtsy nopToB AP, YMHOXEHHOMY Ha MakcuMalribHOe KONU4ecTBO
NOPTOB-YY4aCTHUKOB, MNoAAepXMBaeMblXx OAHWM nopTom AP. Ecnu Bbl XOTUTE YBENUYUTb
MaKkcumarbHoOe Konn4ecTtBo noptoB AP, HEOBXOAMMO yMEHbLNTb MakCcuMarbHOe KONMMYeCcTBO
NMOpPTOB-y4aCTHUKOB, nogaepxusaemMbix ogHuMm noptom AP, n HaobopoT. 370 KacaeTtcs
KOHUENUUN pexuma nponyckHon crnocobHoctn AP. HekoTopble ycTponcTBa MoadepkKuBatoT
HacTponky pexuma emkoctn AP. Hanpumep, ecnn cuctema nogaepxusaetr 16 384
nopTta-ydacTHuKa, Bbl MoxeTe Bblbpatb pexumbl 1024 x 16, 512 x 32 u gpyrme pexumbl
nponyckHonm cnocobHoctn AP (MakcumanbHoe Konu4ectBo nopTtoB AP, yMHOXeHHOe Ha
MaKCMMaribHOe KONIMYeCTBO NOPTOB-Y4aCTHUKOB, NOAAEPKNBAEMbIX OOHUM nopToM AP).

UaeHntudukatop cuctemnol LACP

Mo ymonuaHuio Bce noptbl LACP Ha ycTponcTBe npuHaanexaT OOHOW U TOW Xe cucteme
arperauumn LACP.
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OAHO yCTPOMCTBO MOXET ObiTb HACTPOEHO TONMbKO C OAHOM cuctemon arperaumm LACP.
Cuctema wuvgeHTUdMUMPYETCA WOEHTU(PUKATOPOM CUCTEMbI, U Kaxgaa cuctema umeeT
npuopuTeT, KOTOPbIA SBMSIETCS HacTpavMBaeMbiM 3HadeHueM. WpoeHTudukaTop CUCTEMBI
cocTouT m3 cuctemHoro npuoputeta LACP u MAC-agpeca yctpoucTtea. bonee Huskun
npuopuTeT CUCTEMbI yKasbiBaeT Ha 6Gonee BbICOKMIA NpuopuUTET uaeHTudmkaTtopa CUCTEMDI.
Ecnn cuctemHble npuopunteTbl ogMHakoBbl, MeHbnn MAC-agpec yCTPOMCTBa yKasblBaeT Ha
Gonee BbICOKUIA NpuopuTeT naeHTudmkatTopa cucrtemol. Cuctema ¢ nageHtTugukatopom bonee
BbICOKOrO npuopuTeTa onpegensetr coctodaHne nopta. CocTosiHMe nopta CuUcTemMbl C
noeHTndmkaTtopom 0Gonee HM3KOro npuopuTeTa COOTBETCTBYET COCTOSHWMIO nopTa Oonee
BbICOKOIO npuopuTeTa.

NaenTtudpmkatop cucremsl LACP MOXHO HacTpouTb, korga LACP-nopThl HECKOSbKMX (MakCUMyM
YyeTblpex) HE3aBUCUMMbIX YCTPOMCTB AOMMKHbI cornacoBbiBaTbesl ¢ LACP-nopTomM onpeneneHHoro
yctponctea (Hanpumep, LACP-nopTbl ABYX He3aBMCUMbIX ASW O0SPKHbI COrflacoBbIBATLCA C
LACP-noptom yctpoinctea NC). Bbl MOXeTe yCTaHOBUTb CUCTEMHbIE MAEHTUAMKATOPbLI MOPTOB
LACP HesaBUCUMMbIX YCTPOMCTB Ha OAuH U ToT xe MAC-agpec W HacTpouTb pasHble
naeHTMdrKkaTopbl YCTPOWCTB AN peanu3aummn HopManbHOro CornacoBaHms.

UpeHtncpumkaTtop yctpoucresa LACP

Naoentudmkatop yctponctea LACP MOXHO HacTpouTb, korga LACP-nopTbl HECKOMNbKMX
He3aBUCMMbIX YCTPONCTB AOMMKHbI cornacosatbes ¢ LACP-nopToM onpeaeneHHoro yCTpomucTea.
OH gomxeH BbITb HACTPOEH BMECTE C UAEHTUMPMKATOPOM CUCTEMBI.

Upoentndukatop nopta LACP

Kaxgbih nopT uMeeT HesaBucMMbin npuoputeT nopta LACP, koTopbelin sBnsieTcs
HacTpavBaeMbIM 3HaveHueM. NoeHTudukaTop nopta coctouT 13 npuoputeta nopta LACP u
HoMepa nopTa. MeHbwun npuopuTeT nopTa YykasbiBaeT Ha 6ornee BbICOKUA MNpPUOPUTET
naeHTudukatopa nopta. Ecnu npuoputeTbl NOPTOB COBMAgalT, MEHbLLUMA HOMep nopTa
ykasbiBaeT Ha 6onee BbICOKMI NpuopuTeT naeHtTudumkatopa nopra.

Master-nopTt LACP

Korga guHamuyeckme nopThbl-ydacTHUKN Haxogdatcda B coctosiHum Up, LACP BbiGupaeTt oguH ms
3TMX MOPTOB B KayecTBe master-nopta Ha OCHOBE CKOPOCTEN W AYNNEKCHbIX PEXUMOB,
NpuopuUTETOB MOEHTUMKATOPOB MOPTOB B [Pynne arperaumm n COCTOSHUSA 06beanHeHus
NMOPTOB-Y4aCTHUKOB B cocTosiHMM Up. TonbKo nopTbl, UMeloWwme Te e aTpubyTbl, 4TO ©
master-nopT, HaxoasaTcs B cocTosHuMM Bundle n yyacTByoT B nepecbinike gaHHbix. Korga
aTtpmbyTtbl noptoB uM3MeHsioTcd, LACP noBTopHO BbIOMpaeT master-nopT. Korga HOBbIN
master-nopT He HaxoauTca B coctosiHum Bundle, LACP pgesarpervpyeT nopTbl-y4acTHUKA W
CHOBa BbIMNOJSHAET arperMpoBaHue.

MuHuManbHoOe KONM4ecTBO NOPTOB-YyYaCTHUKOB AP

AP MoOXeT OblTb HacTpOeHa C MUHUMAasibHbIM KOJIMYECTBOM MOPTOB-yvYacTHMKkoB AP. Korga
NopT-ydacTHUK BbIXOAUT W3 rpynnbl arperaumm AP, B pesynbrate 4ero KonmMyecTBO
NOPTOB-YYaACTHNKOB CTAHOBUTCA MEHblUEe MWHUMAaNbHOrO 4ucna, Agpyrue nopTbl-y4acTHUKU B
rpynne pasgenstTcsa (coctosHue «Downy). Korgaa nopT-yvacTHUK CHOBa NpucoeguHsAeTcs K
rpyrnne, B pesynbTaTe Yero KormyecTBo NOPTOB-Yy4aCTHUKOB NpeBbIllaeT MUHUMAarNbHOEe YMCho,
NOPTbI-y4YaCTHMKM B rpynne aBTomaTudeckn oobeanHaoTcs (coctosHue Up).

HeszaBucumsbie noptbl LACP

B 06bluHbIX cnyyasix HesaBucumble nopTel LACP ncnonb3yloTca Ans B3anMogencTBUS Mexay
KOMMyTaTopamy [OCTyrna M cepBepamu C AByMs ceTeBbiMu agantepamun. Ecrim OC He
npegBapuTenbHO YCTaHOBMIEHA MNpu 3anycke cepBepa C ABYyMSA ceTeBbiMu KapTtamu, OC
Heo6Xx0OMMO YCTaHOBUTbL Yepes yCTPONCTBO yaaneHHon yctaHoBkn PXE OS. o yctaHoBkn OC
cepBep C [OBYMS CeTEBbIMW ajarntepamMy He MOXeT BbIMONHATL cornacosaHve LACP c
YyCTPOMCTBOM AOCTYNa, U1 MOXET paboTaTb TONbKO OAWH ceTeBov aganTtep. B aTtom cnyyae nopt
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Ha yCTpPOMCTBE AOCTyna AOS/MKEH MMETb BO3MOXHOCTb aBTOMAaTMYECKN U3MEHSITbCA Ha 00N
dusndeckun nopt Ethernet, 4tobbl obGecneunTb HOpMarnbHY CBSI3b MeXAy CEpPBEPOM U
yaaneHHbIM ycTponctBoM yctaHoBkm PXE OS. lNocne Toro, kak OC 6ygeT yctaHoBneHa un oba
ceTeBblX agjanTtepa cMoryT 3anyckatb LACP, nopT Ha YyCTpOMCTBE AOCTyna OOSKEH UMETb
BO3MOXHOCTb CHOBa BKIoUMTb LACP ans cornacoBaHus.

NMPUMEYAHMUE: HesaBucumble noptbl LACP moryT paboTtaTb Tonbko Ha ypoBHe 2. [locne
BKITOMEHUs1 He3asucumoro rnopta LACP, ecnu HedaBucumbli nopT LACP He nony4yaeT nakeTthbl
LACP, oH aBTOMaTM4YeCKkM nepekntovaeTcsa Ha obmin nopT Ethernet, KOTopbIA aBTOMaATUYECKN
KOMMpyeT CKOPOCTb, PEXUM Oynnekca, ynpasneHne notokoMm n koHdpurypauuto VLAN ¢ nopTta
AP, 4yTO6bI 06ecneynTb BO3MOXHOCTU Nepeazpecaumm NopToB.

NMPUMEMAHUE: HeszaBucumbii nopt LACP aBTOMaTU4ecku nepeknodaeTcsa Ha obwmn nopT
Ethernet Tonbko B TOM criydyae, ecnm oH He nony4aeT naketbl LACP B Te4yeHue yCTaHOBMNEHHOMO
nepuoga oxuganua. MNocne Toro, kak nopTt nonyvaet naketol LACP, OH CcHOBa CTaHOBUTCA
noptom-yyactHukom LACP.

4.3.1.1. O630p
0O630p OnucaHue
Arperaums CraTtunyeckoe unm guHammyeckoe obbeanHeHne huandecknx kaHanoB ass
KaHana peanusaumMm paclwmMpeHNs MPOMNYCKHOM CMNOCOBHOCTM W pe3epBHOro

KONMpoBaHUA KaHana

BanaHcupoBka | [mMBko pacnpenensieT Harpysky BHYTpW Tpynnbl arperauum, UCronb3ys
Harpysku pasnunyHble MeToAbl 6anaHCUPOBKN Harpy3ku

4.3.2. Arperauma KaHana

4.3.2.1. MpuvHUMN paboTbl

CywecTtByeT gBa Tuna arperaumm kaHanoB AP. OgnH — cTtaTudeckun AP, a gpyron —
OnHamuyeckasa arperaums yepes LACP.

CrtaTtndyeckum AP

KoHdpurypauus ctatudeckoro AP npocTta. 3anyctute komaHgy, YTobbl f06aBUTb ykasaHHbIN
manyeckuii nopt k nopty AP. lMocne npucoeauHeHwWst K rpynne arperaumm nopT-y4acTHUK
MOXeT MnonyyaTb M nepefaBaTb AaHHble M yyacTBoBaTb B GanaHCMpOBKE Harpysku BHYTPM
rpynnbi.

OuHamnyecknn AP (LACP)

Mopt ¢ noggepxkon LACP otnpaensetr LACPDU pans oObsBnNeHUst CBOEro CUCTEMHOIO
npuopwuteTa, cuctemHoro MAC-agpeca, npuoputeta noprta, Homepa rnoprta n onepauyoHHOro
kntoya. NMpu nonyyeHnn LACPDU ot peer end yCTPOWCTBO CpaBHMBAET CUCTEMHbIE MPUOPUTETDI
0o6onx KOHLIOB Ha OCHOBe uaeHTudmkaTtopa cuctembl B nakete. KoHeu c Gonee BbICOKAM
npuopuTeToM UAEHTU(MKATOpa CUCTEMbl YCTaHaBnvMBaeT MOPTbl B rpynne arperauyu B
cocTtosiHne Bundle Ha ocHOoBe NprvoOpUTETOB MAEHTUdMUKATOpa nopTa B nopsiake ybbiBaHUSA u
oTnpasnseT obHoBneHHbn LACPDU. lMpu nonyyennn LACPDU peer end ycTtaHaBnuBaet
COOTBETCTBYWOWME MOPTbl B cocTosHMe Bundle, 4to6bl 06€ CTOPOHBLI NoAAepXMBanu
COrNacoBaHHOCTb, KOrda MnopT BbIXOAMT M3 IPYMNbl arperaumMm uUnu npucoeguHAeTcs K Hew.
®dun3nyeckmn kaHan MOXeT nepecbinaTtb NakeTbl TONbKO MNOCNe AUHAMUYECKOro 06beanHEeHUN
NopToB Ha 060MX KOHLAX.
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MNocne ob6beanHeHWss kaHanoB nopTbl-ydacTHMkM LACP nepuogmdeckn obmeHuBatoTCs
LACPDU. Korga nopt He nonyyaet LACPDU B ykasaHHoe BpeMsi, NMPpOUCXOAUT TarM-ayT, U
KaHanbl pasrpynnupoBbIBalOTCA. B 3ToM criyyae nopTbl-y4aCcTHUKM He MOryT repechinatb
naketbl. ECTb ABa pexvma TanMm-ayTa: ANWHHBLIN TauM-ayT U KOPOTKUA TamMm-ayT. B pexume
ANUTENbHOro TarMM-ayTta nopT oTnpasBnseT nakeT kaxable 30 cekyHO. Ecnu oH He nonyyaet
naket oT peer end B TeyeHne 90 cekyH, MPOMCXOAMT TanM-ayT. B pexnme KOpoTKoro Tarnm-ayTa
nopT oTnpasnsaeT nakeTt kaxayto 1 cekyHay. Ecnv oH He nonyyaeT nakeT oT peer end B TeyeHue
3 cekyHA, npoucxoauT TamMm-ayT. (Bpems TanM-ayta no yMOMYaHWO B PEXMME KOPOTKOro
Tanm-ayTa LACP coctaBnsaeT 3 cekyHObl. OTO 3HaYEHME MOXHO U3MEHUTD.)

= Fort 1 Port 4
o = e —
W Part 2 Fort 5 w
M Port 3 Port w
Switch A sSwitch B
MAC: 00dD_ 800 0001 MAC: 00d0_f800 0002

System prionty: 61440 System priorty: 4096

PucyHok 4-2. LACP-cornacoBaHve

Ha PucyHke 4-2 kommyTaTop A NogknoyeH K kommytatopy B yepes Tpu nopta. YcTaHoBUTE
CUCTEMHbIE MPMOPUTETHLI KOMMyTaTopa A n kommyTtatopa B Ha 61 440 n 4096 cooTBETCTBEHHO.
Bkntounte LACP Ha noptax 1-6, ycTaHOBUTE peXxum arperaumm B aKTUBHbIA PEXUM W
yCTaHOBUTE A5 NpuopuTeTa nopta 3Ha4yeHne no ymonyaHmo 32 768.

Mpu nonyyeHun LACPDU oT kommyTatopa A kommyTtatop B obHapyxuBaeT, YTO OH umeeTt
boree BbICOKMM MPUOPUTET uAeHTUUKaTOpa CUCTEMbI, YeM KOMMyTatop A (CUCTEMHbIV
npuoputeT koMmyTatopa B Bbiwe, yem y kommyTaTopa A). KommyTtatop B ycTtaHaBnuBaet
nopt 4, nopt 5 n nopt 6 B coctodHne Bundle B 3aBUCMMOCTM OT nopsigka NPUOPUTETOB
noeHTMKaTopoB NOPTOB (MNK B NOpsAKe BO3pacTaHWss HOMEPOB NMOPTOB, €CMY NPUOPUTETHI
nopToB coBnagatot). MNpu nonyyeHnn obHoeneHHoro LACPDU oT kommyTaTtopa B kommyTaTop A
obHapyxuBaeT, 4TO KoMmyTaTop B umMeeT 6onee BbICOKMW MNpUOPUTET CUCTEMHOrO
ngeHtTudukaTopa M ycraHaBnmBaeT nopT 4, nopT 5 u nopt 6 B coctosHue Bundle. 3atem
KomMyTaTop A Takke ycTaHaBnmBaeT nopT 1, nopT 2 n nopT 3 B cocTosHne Bundle.

4.3.3. BanaHcpoBKa Harpysku

4.3.3.1. MpuvHUMN paboTbl

MopTbl AP pa3gensioT MOTOKM NakeTOB C MOMOLLbIO anropuTtMOB 6HanaHCUMpOBKW Harpysku,
OCHOBaHHbIX Ha XapaKkTepucTukax nakeToB, Takmx kak MAC-agpeca UCTOYHWUKA W nonyyaTens,
IP-agpeca UCTOYHWMKA M MnonyyaTerns, a Takke HoMepa MOpPTOB WMCTOYHWKA M nonyyaTens
ypoBHa 4. [loTOK nakeTtoB C (PyHKUMEN COrfnacoBaHHOCTM nepedaeTcd MO OOHOMY
KaHany-y4yacTHMKY, a pasHble T[OTOKA TMaKeTOB paBHOMEPHO pacnpegensiTcd Mo
KaHanam-yyacTHukam. Hanpumep, npu GanaHCMpoBKe Harpy3km Ha OCHOBE WCXOOHbIX
MAC-agpecoB MakeTbl pacrnpefeniaoTcd Nno KaHanam-y4acTHMKaM Ha OCHOBE MCXOLHbIX
MAC-agpecoB naketoB. [lakeTbl € pasHbiMn ucxodHbiMM MAC-agpecamu paBHOMEPHO
pacnpefendalTca No KaHanam-yyactHukam. [akeTbl ¢ MOEHTUYHBIM UcxogHeiM MAC-agpecom
nepecbInatTca Mo OAHOMY KaHany-y4acTHUKY.

B HacTosee BpeMs CyLeCTBYEeT HECKONMBbKO PEXMMOB BanaHCnpoBKn Harpy3skn AP:
e MAC-agpec nctodHuka nnm MAC-agpec HasHavyeHus
e MAC-agpec ncrodHuka + MAC-agpec HasHadeHus
e IP-agpec nctoyHnka unu IP-agpec HasHaveHus
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e |P-agpec uctoyHuka + IP-agpec Ha3Ha4eHns

e Howmep ncxogHoro nopTa ypoBHA 4 NN HoOMep nopTa HasHavYeHUs YpoBHSA 4
e Howmep ncxogHoro nopTa ypoBHA 4 + HOMep nopTa Ha3Ha4YeHUs ypoBHA 4

o IP-agpec nctoyHuka + HOMep nopTa UCTOYHMKA YPOBHSA 4

o IP-agpec ncToyHuka + HoMep nopTa HasHayYeHus ypoBHS 4

o |IP-agpec HasHayeHnsa + HoOMep NopTa UCTOYHMKA YPOBHS 4

o |IP-agpec HasHayeHnsa + HOMep NopTa Ha3Ha4YeHUs YpOBHS 4

e |P-agpec NCTOYHMKA + HOMEp NopTa UCTOYHUKA YPOBHA 4 + HOMeEpP NopTa Ha3HaYeHus
YypOBHSA 4

e |P-agpec HazHayeHus + HOMep NopTa UCTOYHWUKA YPOBHSA 4 + HOMEpP nopTa Ha3HaYeHus
YypoOBHSA 4

o IP-agpec nctodHuka + IP-agpec HasHayeHus + HoMep nopTa UCTOYHUKA YPOBHA 4
o IP-agpec nctodHuka + IP-agpec HasHayeHus + HoMep rnopTa HasHa4vyeHud YPOBHA 4

e |P-agpec ucTtoyHuka + IP-agpec HasHadeHus + HoOMep nopTa UCTOYHUKA YPOBHA 4 +
HOMep nopTa Has3HavYeHus ypoBHS 4

e [lopT naHenu Ansa BXxogsAWwmX NnakeTos

e MeTKM nakeToB MHOIrOMPOTOKONbHOW KOMMYyTaumn no metkam (MPLS)
e Onpoc nopTa uneHa arperaymm

e PacwmpeHHbIn pexum

NPUMEYAHUE: 6GanaHcupoBka Harpyskm Ha ocHoBe |P-agpecoB unM HOMEpoOB MNOPTOB
npYMeHnMa TOomMbKO K NakeTam ypoBHA 3. Korga yCcTponCTBO, AN KOTOPOro BKMOYEH 3TOT METOA
BGanaHCMpPOBKU Harpy3Kku, nonyyvaeTt nakeTbl YPOBHA 2, OHO aBTOMAaTUYECKN NepekroyaeTcs Ha
mMeToz 6anaHCUPOBKM Harpy3ku No yMOmYaHuio.

NMPUMEYAHUE: Bce meToabl ©anaHCUMPOBKM Harpy3km WCMOMb3YOT anroputM  Harpysku
(anroputm xewwuposaHusa (hash-anroputm)) gns pacyeTa KaHanoB-y4aCTHMKOB Ha OCHOBE
BXOAHbIX napameTpoB MeTofdoB. BxogHble napameTpbl BkntovaloT MAC-agpec MCTOYHWUKA,
MAC-agpec HasHayeHusa, MAC-agpec wuctoyHuka + MAC-agpec HasHayeHus, IP-agpec
nctoyHuka, IP-agpec HasHayveHus, IP-agpec mnctodHuka + IP-agpeca HasHadeHud, IP-agpec
nctoyHuka + IP-agpec HasHadeHus + Homep nopTa YpoBHA 4 u Tak panee. Anroputm
rapaHTMpyeT, YTO NakeTbl C pa3HbIMU BXOAHbIMU NapaMeTpamMu paBHOMEPHO pacnpenensiTcs
Nno KaHanam-yyacTHukam. OTO He O3HayaeT, YTO 3TW MakeTbl Bcerga pacnpegensitotcs no
pasHbIM KaHanam-y4yactHukam. Hanpumep, npu 6anaHcupoBke Harpysku Ha ocHoBe IP-agpecoB
ABa nakeTa C pa3HbIMU UCXOAHBIMU U LeneBbiMK IP-agpecamm MoryT BbiTb pacnpegeneHbl no
OLHOMY ¥ TOMY e KaHany-y4aCTHUKY NOCPeaCcTBOM BblYUCIEHUN.

NMPUMEYAHMUE: pasHble npoayKTbl MOTYT NOAOEPKMBATb pasHble anroputmMbl 6anaHCMpOBKK
Harpysku.

PacwmpeHHan 6anaHCUpOBKa Harpy3km

PaclwmpeHHas 6anaHcMpoBKa Harpy3ku No3BonsieT KOMOUHUPOBaTb HECKOMBKO Mosiei B pasHbIX
TMNax naketoB. OTW MOns BKIOYalT src-mac, dst-mac, 12-protocol n src-port B naketax
ypoBHS 2, src-ip, dst-ip, protocol, 14-src-port, 14-dst-port n src-port B naketax IPv4, src-ip,
dst-ip, protocol, l4-src-port, 14-dst-port u src-port B naketax IPv6; top-label, 2nd-label, 3rd-
label, src-ip, dst-ip, vlan, src-port, src-mac, dst-mac, protocol, |14-src-port, 14-dst-port n 12-
etype B naketax MPLS; n vlan, src-port, src-id, rx-id, ox-id, fabric-id n dst-id B naketax FCoE.

YCTPOMCTBO C paclwmpeHHoW 6GanaHCUMpPOBKOM Harpysku CHayana onpegenseTr  Tuvn
nepeaaBaeMbIX MaKeToOB U BbINOMHAET GanaHCUPOBKY Harpy3km Ha OCHOBE yKa3aHHbIX NOMen B
naketax. Hanpumep, nopt AP BbiNONHsAeT 6anaHCMPOBKY Harpy3kM Ha OCHOBE WCXOAHOrO
IP-agpeca ans nakeTtos, coaepXalinx NOCTOSIHHO MEHSIOLNACA UCXoaHbIN IPv4-agpec.
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NMPUMEYAHMUE: Bce meToabl 6GanaHCMPOBKM Harpy3km npuMeHMMbl K noptam AP ypoBHS 2 1
ypoBHA 3. Bam Heob6xooumMo HacTpouTb NpaBuibHble METOAbl pacrnpeferieHus Harpysku Ha
OCHOBE pasfMyHbIX CETEBbIX cpefn, YTOObI MONHOCTLI0O NCNONBb30BaTh NPOMYCKHY CNOCOBHOCTL
ceTn.

NMPUMEYAHMUE: BbiNONHATL pacluMpeHHyto 6anaHCMpOBKY Harpy3kuM Ha OCHoBe src-mac, dst-
mac u nong vlan B nakeTax ypoBHA 2, a Takke none src-ip B naketax IPv4. Ecnn Bxogawmim
nakeT npeacrtaBnsaeT cobon nakeT IPv4 ¢ NOCTOSAHHO MeHsiloLWmMMcs ncxoaHsiM MAC-agpecom,
YNyYLLEHHbIA anroputMm 6anaHCMpoBKM HE AEeNCTBYET, MOCKOSbKY YCTPOMCTBO OyAeT BbINOSHATb
GanaHCMpOBKY Harpy3ku TONbKO Ha OCHOBE Mons Src-ip B nakeTe IPv4, 06HapyXuB, YTO OH NakeT
IPv4.

NMPUMEYAHUE: B pacwupeHHo 6anaHCMpOBKe Harpysku anroputm GanaHcupoBku MPLS
aencteyeTt Tonbko Ans naketoB VPN ypoBHa 3 MPLS, HO He gencteyeT and naketos VPN
ypoBHs 2 MPLS.

YnpaBneHue 6anaHCMpPOBKOMN XelU-Harpy3ku

BanaHcupoBKka xell-Harpysku nos3BonseT nornb3oBaTensam rmbko ynpasnaTe H6anaHcupoBKown
HarpyskM B pasnuyHblXx cueHapuax. B Hactosiwee Bpemsa QTECH npumensieT cnegyowime
byHKUMM ynpasneHns 6anaHCMpOBKON XeLU-HarpysKku:

o dakTOop HapyLleHusa xewnpoBaHus: Tpaduk 4epe3 nopTbl AP xewwwupyetca ans
©anaHcupoBku. [inga AByX YCTPOMCTB O4HOMO Tuna byaeTt paccumMTaH oguH 1 TOT XKe NyTb
Ons 6anaHcMpOoBKN Harpy3Kku Ans o4HOro 1 Toro e notoka. Npu pasesepTbiBaHMm ECMP
OZIMH M TOT e NOTOK ABYX YCTPONCTB MOXET ObITb cbanaHcnpoBaH 4515 O4HOMo 1 TOro
Xe LeneBoro yCTpoWcCTBa, YTO MPMBOAMT K Xell-nonapusauun. daktop HapyLleHus
XelwmnpoBaH1s NCNONb3yeTCcs ANA BO3AENCTBUSA Ha anropuTtM GanaHCUpOBKM Harpysku.
PasnunyHble akTopbl HapyweHWA HacTpauBaloTCs ANS pasHblX YCTPOWCTB, YTOObLI
obecneynTb pasHble NyTW Ans O4HOMO U TOro Xe MOTOoKa.

e  Xel-CUHXpOHU3aLua: ana obecneveHnss 6€30MacHOCTN CETU MeXOy BHYTPEHHEW u
BHELLHEW CeTMU pa3BepTbiBaeTCs knactep 6paHaMayapa Anst O4MCTKM Tpaduka. 10
TpebyeT, 4Tobbl uplink- n downlink-Tpadguk ceaHca nepegaBanucb Ha O4HO U TO Xe
YCTPOMUCTBO B kractepe OpaHamayapa ans obpabotku. IP-agpeca MCTOYHMKA W
nonyyatensi, cogepxawmecs B uplink- n downlink-noTokax ceaHca, MeHSATCS
mectamu. [lloTtokm uplink- n downlink-kaHanoe ©yayT HanpaBnsATbCA Ha pasHble
OpaHamayapbl B kractepe OpaHOMaysapOB Ha OCHOBE TPaAaMLUMOHHOMO anroputma
XewmpoBaHus. DPyHKUMS  XeL-CMHXPOHM3auun  rapaHtupyeT, 4to uplink-
downlink-noTokn ceaHca nepegaroTcs N0 OAHOMY U TOMY Xe NyTU.

e Pexum xew-anroputma: npuMeHuTe Hanbonee NOAXOASLNN PeXnM Xell-anroputma K
pasnuyHomy TpaduKy, 4TOObI NMpU M3MEHEeHUN Tpaduka MOXHO OblfIo COXpPaHWUTb
6anaHc. Hanpumep, ecnum MAC-agpeca WCTOYHMKA W nonydatens MnoTokKa
yBenuumBaroTcs Ha 1 ogHOBPEMEHHO, HACTPOMTE anropuTM, OCHOBaHHbLIN Ha TOM, YTO
MAC-agpeca MCTOYHMKA M MonydaTtensa He MOryT nogaepxueaTtb 6anaHc notoka. Ha
AaHHbBIN MOMEHT He0BX0AMMO NPUMEHUTbL NOAXOASALLNA PEXMM XeLU-anroputma.

e Pexum nonydeHuns xell-gpaktopa: B 3aronoske kaxgoro naketa VXLAN, GRE v gpyrmnx
TYHHEIbHbIX NAKeTOB €CTb BHYTPEHHWUI U BHELLHUA YPOBHWU. MOXHO ykasaTb, Y4TOObI
nonyynTb Xew-goakTop W3 BHYTPEHHEro WNM BHELUHEro YPOBHA ANA OOCTUXEHUS
ny4ywero addpekta 6GanaHcnpoBkn. Hanpumep, B HEKOTOPbIX CLEHApUsiX TYHHENbHbIE
nakeTbl UMEIOT OOMH U TOT Xe BHeLWHUn IP-agpec, HO pasHble BHYTpeHHue IP-agpeca.
B atom cnyyae BHyTpeHHUN IP-agpec MOXHO ykasaTb B KayecTBe Xell-ghaktopa Arns
onTuMmnsaumm 6anaHcMpoBku Tpaduka.
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4.3.4. O6HapyxeHue BFD nopTta yyacTtHuka

4.3.4.1. MpuHUMN paboTbl

OGHapyxeHue fOByHanpaBreHHon nepecbinkn (BFD) — aTo npoTokon, obecneuvvBatolumii
ObicTpoe ob6HapyxeHune cboeB nytn. CormacHo RFC7130, npotokony LACP TpebGyetcs
3 cekyHabl A4nst obHapyXeHMs 0TKa30B KaHana gaxe B peXxuMe KOPOTKOro Tanm-ayTa. [lakeTbl,
nepeaaHHble HEMCNpaBHOMY KaHany B TedeHue 3-CekyHOHOro nepuoga, doyayT notepsiHbl. BFD
obecrneunBaeT OGonee ObicTpoe o6GHapyxeHne cboeB. Bbl mMoxeTe HacTpoutb BFD Ha
nopTax-y4yacTHukax, 4tobbl 0BHapyxmBaTb COOM KaHana u nepeknoyaTb Harpysky Ha gpyrue
KaHanbl-y4acTHUKN B criyvae cbos kaHana.

Mockonbky BFD — 3710 npoTokon ypoBHA 3, BaM Heobxoaumo HactpouTb BFD Ha nopTtax AP
ypoBHs 3. BFD nopgpasgensdetca Ha obHapyxeHue IPv4 n oGHapyxeHue IPv6, koTopble
obHapyxusatoT nytm IPv4 n IPv6 cootBeTcTBeHHO. Korga BFD obGHapyxuBaeT, 4ToO nyTb K
NopTy-y4acTHUKY He paboTaeT, nakeTbl He ByayT pacnpenenaTbCa Ha NOPT-y4aCTHUK.

Mocne BkntoyeHns BFD Ha nopTy AP ceaHckl BFD ycTaHaBnvBatoTCA Ha ero nopTax-yvyacTHUKax
B COCTOSIHUM NEPECHINKA HE3aBUCUMO.

4.4. OrpaHU4YeHUYeHuUs

e Kaxgbi AP npogyktoB cepun QSW-6910 cogepX vt 40 BOCbMWU NOPTOB-Y4aCTHUKOB, U
KaXkgoe YyCTPONCTBO NO yMON4YaHuio nogaepkmeaet 4o 128 AP.

o Korga npoayktbl cepun QSW-6910 ncnonb3ytoT 6anaHCUpoBKY Harpy3ku, OCHOBaHHYO
Ha MAC-agpece ncrounmka, MAC-agpece nonyyatens unm MAC-agpece UCTOYHUKA +
MAC-agpece nony4yartens, yCTpoMCTBa Takke UCnonbayoT none tuna Ethernet un none
VLAN unicast-nakeToB B kayecTBe KoadhpuuneHToB 6anaHCMpOBKN MO YMOSIYAHMIO.

4.5. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa
HacTtponka (ObsazaTenbHO) McnonbayeTcss onst pyd4HOW HACTPOWKK arperauum
CTaTUYECKMX  MOPTOB | KaHanoB
AP
interface aggregateport Cospgaet nopt AP Ethernet

interface san-port-channel | Cosgaet nopt FC AP

port-group HacTtpauBaeTt craTnyeckue
NnopTbl-y4acTHUKN AP

HacTtponka noptoB | (O6Gs3aTensbHo) Wcnonb3yeTcsa AONA  OUHAMUYECKOW HACTPOWKM
LACP AP arperauum KaHanos
port-group mode HacTtpansaet NOPTbI-y4aCTHUKM
LACP
lacp system-priority HacTtpauBaeTt CUCTEMHbIN
npuoputeT LACP
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KoHdurypauus OnucaHue u KomaHaa
HacTtponka noptoB | lacp short-timeout period HactpanBaeT Bpems TanmMm-ayTa
LACP AP cuctembl LACP B pexunme KOpOTKOro

Tanm-ayTa

lacp port-priority

HacTtpanBaeT npvoputeT nopTa

lacp short-timeout

HacTtpauBaetr pexum
TarM-ayTa Ha nopTy

KOPOTKOro

BkntodeHue LinkTrap

(OnumoHanbHo) McnonbayeTcsa Ang BkoYeHns LinkTrap

snmp trap link-status

Bkniovyaet ob6basneHne LinkTrap
ans nopta AP

aggregateport member | BkntovaeT LinkTrap ans
linktrap nopToB-y4acTHUKOB AP
Hactpownka pexvma | (OnumoHanbHO)  Mcnonb3yeTcs  OANA HacTPOWKM  pexuma
HGanaHcnpoBku GanaHCMpPOBKN Harpy3kn s arperMpoBaHHOrO kKaHana
Harpysku
aggregateport load- | HactpauBaeTt anroputm
balance GanaHCUPOBKM Harpysku gns nopta
AP vnu noptoB-y4yacTHukoB AP
(OnuunoHanbHO)  Mcnonb3dyeTcss  Ons HacTpowmkn  npodmng
yny4LeHHon 6anaHcnpoBKK Harpy3ku
load-balance-profile lMepenmeHoBbIBaET npoduns
yny4yLeHHOM B6anaHcMpoBKK
Harpysku
12 field HacTtpauBaeT pexunm 6anaHcMpoBKu
Harpysku Ansi NakeToB YPOBHSA 2
ipv4 field HacTtpauBaeT pexunm 6anaHcMpoBKu
Harpy3kun onga naketos IPv4
ipvé field HacTtpauBaeT pexunm 6anaHcMpoBKu
Harpysku ons naketos IPv6
mpls field HacTtpauBaeT pexnm 6anaHcMpoBKu

Harpy3ku gns naketos MPLS
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KoHdurypauus OnucaHue u KomaHaa
HacTtponka pexwuma | trill field HacTtpauBaeT pexum 6anaHCcMpoBKM
BanaHCcMpoBKM Harpy3ku ansa naketos TRILL
Harpysku
fcoe field HactpauBaeT pexum 6anaHCcMpoBKu
Harpys3ku ans naketos FCoE
(OnuunoHanbHO) Wcnonb3yeTcda AnNd  ynpaereHuss  NOSIMTUKON
BanaHCcMpOoBKM Harpys3ku
aggregateport hash- | HactpanBaeT rmbkui xeu
elasticity enable
hash-disturb string HacTtpauBaeT koadhdULMEHT nomex
(HapyLweHui) xewwa
hash-symmetrical [ipv4 | | HacTpavBaeT XeLu-CUHXPOHU3aLMIO
ipv6 | fcoe| on]
aggregateport hash-header | HactpanBaeT pexum nony4yeHus
{inner | outer | inner-outer} | koaddpuuneHtTa GanaHCUPOBKN ANs
TYHHENbHOro naketa
HacTtponka pexuma | (OnumoHaneHo) MicnonbayeTcs 4 HAaCTPOMKM pexmnma npomnyCcKHOM
emMkocTtn AP cnocobHoctn AP

aggregateport
mode

capacity

HacTtpanBaeT pexum nponyckHon
cnocobHoctm AP B pexume
rnobanbHon KoOHUrypawmm

Bkntovyenne BFD ans

rnopToB-y4acTHukoB AP

(OnuunoHanbHo) OH ncnonbayetcs ans BrtoyveHns BFD gns nopTos-

yyacTtHukoB AP

aggregate bfd-detect ipv4

BkntoyaeTt IPv4 BFD

nopToB-yyacTHuKoB AP

ans

Hactpoiika
npeanoYTUTENIbHOIro

rnopta-yyactHuka AP

(OnuuoHanbHo) OH ncnonb3yeTcs Anst HACTPOWKK MopTa-y4YacTHMKA
AP B kayecTBe NpeanoyTUTENbHOro nopTa

aggregateport primary-port

HacTtpauBaeT nopT-y4acTHuk AP B
KayecTBe NpeanoyTUTENbHOro nopTa

Hactpowka
MUWUHUManbHOro
KonuyecTBa
nopToB-y4yacTHUKkoB AP

Aggregateport member

minimum

Hactpansaet MWUHUManbHoe
KONU4ecTBO NOpTOB-yyacTHUKOB AP
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KoHdurypauus OnucaHue u KomaHaa
HacTtponka Aggregateport member | 3anyckaet nencreue, Korga
MWHUManbHOro minimum action KONMYeCcTBO MOPTOB-y4YacTHMKoB AP
KonunyecTtsa B COCTOSIHUM Up MeHbLUE
nopToB-y4yacTHukoB AP MUHUMaIbHOIo KonuyecTBa
(newnctsue) nopToB-yyacTHUKOB AP
BkntoyeHne  doyHkumm | lacp individual enable BkntoyaeT pyHKUMIO HE3aBUCMMOIO
HEe3aBUCUMOro  nopTa nopta LACP
LACP

4.5.1. Hactpounka ctatnyeckux noptos AP

4.5.1.1. 3dhceKkT KOHpUrypaumum
e HacTtponTte Heckonbko (pmn3anyeckmx MOPTOB B KayecTBe MOPTOB-yyYacTHUKoB AP gns
peanusauuv arperaumm KaHaros.

e [lponyckHasi cnocCOBHOCTb KaHana arperaumm pasHa CyMMe NpPOMyCKHbIX CNOCOBHOCTEN
KaHaloB-y4aCTHNKOB.

o Korga kaHan-yvyacTHuk nopta AP OTKMHOYEeH, Harpyska, nepeHocMMas KaHanom,
aBTOMaTUYeCKn pacnpenenseTcs Mexay apyrumum dYyHKUNOHANbHbIMU
KaHanamu-y4acTHUKamu.

4.5.1.2. NMpumeyaHua

o Knopty AP MOXHO gobaBntb TOMbLKO hmnsnyeckme nopol.

e [lopTbl pasHbiX TMNOB MeAua WUAN PEXUMOB NOPTOB He MOryT 6biTb AobaBneHbl K
OOHOMY U TOMY Xe nopTty AP.

e [lopTbl ypoBHA 2 MOXHO JOGaBUTb TONbKO K MNOpTy AP ypoBHS 2, a NOpPTbl YPOBHSA 3
MOXHO [06aBuTb Tonbko K nopTy AP ypoBHA 3. ATpubyTbl ypoBHs 2/3 nopta AP,
KOTOpble coaepaT NOpPTbl-y4aCTHUKN, HE MOTYT ObITb N3MEHEHbI.

e [locne pobaeneHns nopta k nopty AP aTpubyTbl nopTa 3aMeHsioTCca aTtpubyTtamu
nopta AP.
e [locne yganeHus nopta u3 nopta AP aTpubyTbl nopTa BOCCTaHaBNNBAIOTCS.

NMPUMEYAHMUE: nocne pobaBneHnsa nopTta k nopty AP artpubyTbl nopTta cornacywTtcs C
atpmbytamu nopta AP. [MoaTOMy He BbINOSHAWTE HACTPOMKY MOPTOB-y4YacTHUMKOB AP 1 He
NPUMEHSINTE HACTPOWKY K KOHKPETHOMY MopTy-ydactHuky AP. OpfHako HekoTopble
KOHUrypauum (KOMaHabl BbIKMOYEHUSI M OTCYTCTBUSA BbIKIHOYEHMS]) MOXHO HacTpoOUTb Ha
noprtax-yyactHukax AP. lNpu mMcnonb3oBaHMM NOPTOB-y4acTHMKOB AP npoBepbTe, MOXET N
YHKLMSA, KOTOPYIO Bbl XOTUTE HACTPOUTb, BO3AENCTBOBATb HA KOHKPETHbLIN NOPT-y4acTHUK AP,
W NpaBUNbHO BbINOJTHUTE 3TY HACTPOWKY.

4.5.1.3. lWWaru HacTpounKu

Co3paHue nopTta AP Ethernet
e ObgszaTtenbHbIn.
e BhbInonHuTe 3Ty HACTPOWKY Ha YCTPOUCTBE C noaaepxkon AP.
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KomaHga interface aggregateport ap-number
OnucaHue ap-number: ykasbiBaeT konmyecTBo noptoB AP
napameTpoB

Mo ymonuaHuio | Mo ymonyaHuio noptoB AP He co3aaHo

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

PykoBoacteo no | Ytobbl cosgate nopt AP Ethernet, 3anyctute komangy interfaces
ncrnonb3oBaHU | aggregateport B pexume rnobanbHon koHdurypaumm. Ytobbl yoanutb
ykasaHHbli nopt AP Ethernet, 3anyctute komangy no interfaces
aggregateport ap-number B pexume rnobansHon KOHUrypaumm

NPUMEYAHUE: 3anyctute port-group, 4tobbl [ob6aBuTb uU3NYecknin nopt K MNopTy
ctatndeckon AP B pexume koHdwurypaumm mnHrtepdgenca. Ecnm nopt AP He cywlecTByeT, OH
OyoeT cos3gaH aBToOMaTUYECKN.

NPUMEYAHMUE: 3anyctute port-group mode, 4Tobbl J06aBUTL (PM3NYeCcKMn NopT K NopTy
LACP AP B pexume koHdurypaumm uHtepdenca. Ecnm nopt AP He cyulecTtByeT, oH byaeTt
C034aH aBTOMaTUYECKM.

NPUMEYAHUE: dyHkums AP gormkHa 6biTb HAacTpoeHa Ha yCTpoMcTBax Ha oBOMX KOHLAx
KaHana, a pexum AP gormkeH 6biTb ognHakoBbIM (cTaTtudeckuin AP unn LACP AP).

Hactpoika nopToB-y4acTHMKOB cTaTu4yeckoro AP
e ObgszaTtenbHbIN.
e  BbINonHUTE 3Ty HAaCTPOMKY Ha YCTPOUCTBaAXxX C nogaepxkon AP.

KomaHga port-group ap-number
Onuncanne ap-number: ykasbiBaeT Homep nopta AP
napameTpoB

Mo ymonuaHuto | Mo  ymonyaHuo HuKakne noptel He [Jo6aBnalTCA HU K OAHOMY
ctatnyeckomy AP

KomaHaHbIn Pexnm HacTponkm nHtepdenca ykasaHHoro nopta Ethernet
pexnm

PykoBoacteo no | Ytobbl 4obaBuTb NOpThl-ydacTHUKM K nopTy AP, 3anyctute port-group B
NCMONb30BaHUIO | PEXMME HACTPOMKM UHTepdenca. Ytobbl yganuTb NOPTbI-yY4aCTHUKM U3
nopta AP, 3anyctute no port-group B pexume KOHpurypauum
nHTepdenca

NMPUMEYAHMUE: ctatnyeckne nopTbl-y4acTHUKM AP, HACTpPOEHHbIE Ha YCTPOMCTBax Ha obomx
KOHLax KaHana, AOMKHbl OblTb COrnacoBaHbl.

NMPUMEYAHUE: nocne TOro, Kak nopT-y4acTHWK BbIXOOUT M3 nopta AP, HacTpouksm no
YMOMYaHMIO MopTa-yvyacTHMKa BOCCTaHaBnuBalTcd. PasnuuHble QyHKUMM  NO-pasHOMY
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06pa6aTblBa|'0T HaCTDOVIKM NnopTOB-y4aCTHUKOB MO YMOJTHaHUIO. PeKOMeHﬂ,yeTCH NpoBEPATbL U
noareepXaatb HaCTpOVIKM nopTa nocne Toro, Kak nopT-y4aCcTHUK BbIXOOUT U3 NOPTa AP.

NMPUMEYAHUE: nocne Toro, kak nopT-y4yacTHUK BbIXogUT 13 nopta AP, nopT oTkno4aeTcs ¢
nomoLlbo koMaHabl shutdown, 4yTobbl n3bexatb obpaszoBaHus netenb. [Mocne Toro, Kak Bbl
noaTeepauTe, 4TO TONONOMMSA HopMmaribHas, 3anyctTute no shutdown B pexxume KoHdUrypaumm
NMHTepdenca, 4Tobbl CHOBA BKIOYUTL MOPT.

NMpeob6pa3zoBaHue AP ypoBHA 2 B AP ypoBHA 3
e  OnuuoHanbHo.

e Ecnu Bam HyXXHO BKNOYUTL MapLUpyTU3aumio YpoBHs 3 Ha nopTe AP, Hanpumep, Ans
HacTpoikM IP-agpecoB unu 3anucer cTaTM4eckoro MapLupyTa, npeobpasyinte nopt AP
ypoBHSi 2 B NopT AP ypoBHS 3 1 BKMOYMTE MapLUpyTU3auuo Ha nopte AP ypoBHS 3.

e BbinonHute 9Ty HACTPOWKY Ha YCTpoOWCTBaxX C noadepxkon AP, koTopble
nogaepXmeatoT OYHKUMM YPOBHEN 2 N 3, TaKMX KakK KOMMYyTaTopbl YPOBHS 3 wmnn
KOHTposnepbl 6ecnposogHoro goctyna (AC).

KomaHpa

no switchport

Mo ymonyaHuo

Mo ymonyanuto nopTtbl AP gBnstoTCA nopTaMmm YpOoBHS 2

KomaHgHbIn
pexmm

Pexum HacTporikn nHtepdenca ykazaHHoro nopta AP

PykoBoacteo no
MCNONb30BaHNIO

DyHKUMA AP ypoBHA 3 NogaepXXmBaeTcs TONbKO YCTPOMCTBAMM YPOBHS 3

NMPUMEYAHMUE: nopTt AP, co3gaHHbI Ha YCTPOMCTBE YPOBHS 3, KOTOPOE He nogaepxunBaet
YHKLMIO YPOBHS 2, saiBnsieTcs noptom AP ypoBHA 3. B npoTnBHOM cnydae nopt AP siBnsieTcs
noptom AP ypoBHs 2.

Co3paHue cybuHtepdenca AP Ethernet
e  OnuyuoHarnkeHo.

e Ha yctponctee, nogaepxmBarleM KoHdurypaumio cybuHTepdenca, 3anyctute
interface aggregateport sub-ap-number, 4tobbl co3gaTb cybmnHTepdelic.

e BblNonHMTE 3Ty HACTPOMKYy Ha YCTpOMUCTBax C nogaepxkonm AP, KoTopble
noagepXmnearoT YHKLUN YPOBHS 2 1N YPOBHSA 3, Hanpumep, KOMMyTaTopbl YPOBHS 3.

KomaHga interface aggregateport sub-ap-number
Onuncanne sub-ap-number: yka3biBaeT Homep cybuHTepderica AP
napameTpoB

Mo ymonyaHuio

Mo ymon4yaHuio H1Kakne cybmHTepdencobl He Co3aaHbl

KomaHgHbin
pPEXnM

Pexum HacTponkn nHtepdenca ykasaHHoro nopta AP
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PykoBoactso no
NCNoNb30BaHNIO

Bam Heobxoaumo npeobpaszoBate master-nopt nopta AP B nopT ypoBHS 3
nepea cosgaHvem cybuHTepdenca

4.5.1.4. NMpoBepka

e 3anyctute show running, 4to6bl 0TO6pPa3NTL KOHPUIYpaLMIO.

e 3anyctute show aggregateport summary, 4tTobbl 0TOGpa3nTbL KoHGUrypaumo AP.

KomaHga show aggregateport aggregate-port-number [ load-balance | summary |

Onucanwne aggregate-port-number: ykasbiBaeT Homep nopta AP.

napameTpos load-balance: oTo6paxaeT anroputm 6anaHCMpOBKM Harpy3Ku.
summary: oTobpaxkaeT CBOAKY MO KaXXAOMY KaHany

KomaHgHbIn JTiobon pexnm

pexum

PykoBoacteo no
NCMNOmMb30BaHUIO

NHdopmauusa obo Bcex noptax AP oTobpaxaeTcs, ecrnv Bbl He yKaxeTe
Homep nopTta AP

QTECH# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance Ports

Ag1 8 Enabled ACCESS dst-mac Gi0/2

4.5.1.5. Mpumep KoHUrypaumum

Hactpouka nopta ctatnyeckon AP Ethernet

CueHapun:

Gigabitethemet1/1 Gigabitethemet2
Gigabitethemet1/2 Gigabitethemet2/2
Switch A Switch B

PucyHok 4-3.

LLlarn HacTponkn

e [Jlobaebte noptbl GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha
KoMmmyTaTope A K nopTy 3 ctatuyeckoro AP.

e [lobasbTe noptbl GigabitEthernet 2/1 n GigabitEthernet 2/2 Ha
kommyTaTope B k nopty 3 ctatuyeckoro AP

KommyTatop A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
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SwitchA(config-if-range)# port-group 3

KommyTtatop B SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3

MpoBepka 3anyctute show aggregateport summary, 4tobbl NPOBEPUTb, COAEPXKUT

nun nopT AP 3 nopTbl-yyacTtHukn GigabitEthernet 1/1 u GigabitEthernet 1/2

KommyTtatop A SwitchA# show aggregateport summary
AggregatePort MaxPorts  SwitchPort Mode Ports
Ag3 8 Enabled ACCESS Gil/1,Gi1/2
KommyTtatop B SwitchB# show aggregateport summary
AggregatePort MaxPorts SwitchPort Mode Ports
Ag3 8 Enabled ACCESS Gi2/1,Gi2/2

4.5.2. HacTtponka noptoB LACP AP

45.2.1.

45.2.2.

Ad ekt KOHpUrypaumum

MogknoveHHble YCTPOWCTBA BbIMOSMHAT aBTocornacoBaHne 4Yepes LACP ans
peanusaumm AMHaMuMyecKkoro oo6beAnHeHNs KaHanoBs.

MponyckHas cnocobHOCTL kKaHana arperaLum paBHa CyMMe NPOMyCKHbIX CNOCOBHOCTE
KaHanoB-y4acTHUKOB.

Korga kaHan-y4actHuk nopta AP OTK/OYEH, Harpyska, nepeHocMMasi kaHanom,
aBTOMaTUYECKM pacnpepensieTcs mMexay Apyrumu hbyHKLMOHANbHBIMM
KaHanammn-y4acTHUKaMu.

LACP Tpebyetca 90 cekyHO pAnsi obHapyxeHusi cO0si COedMHEHUsI B pPeXuMme
ANUTENBHOIO OXMOAHWA N 3 CeKYHAbI B PEXMME KOPOTKOTO BPEMEHU OXMAAHUS.

MpumeyaHus

Mocne Toro, Kak noptT BbIAET uU3 nopta LACP AP, HacTporku nopTa rno yMmosiHaHuio
MOryT ObiTb BOCCTaHOBMNEHbl. PasnnuyHble ¢QyHKUMM no-pa3HoMy obpabaTbiBatoT
HaCTPOMKM MOPTOB-y4aCTHUKOB MO ymon4daHuio. PekomeHnayeTcs npoBepsATb U
noaTBepXxgaTb HACTPOMKM MOpTa MOCne TOro, Kak nopT-y4acTHUK BbIXOAMT M3 nopTta
LACP AP.

M3meHeHne cuctemHoro npuoputeta LACP MOXeT npuBecTM K TOMY, YTO
nopTbl-y4actHukn LACP 6yayT aesarpernpoBaHbl U CHOBa 06beMHEHbI.

M3ameHeHne npuoputeTa nopta-ydactHuka LACP MOXeT nNpuBecTu K gesarperaumm u
NMOBTOPHOMY OOBbEANHEHUIO OPYrMX NOPTOB-Y4ACTHUKOB.
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4.5.2.3. Waru HacTpouku

Hactpouka noptoB-yyactHukos LACP
e Ob6sasaTenbHbIn.
e BbinonHute 3Ty HACTPOKMKY Ha ycTponcTeax ¢ nogaepxkon LACP.

KomaHga port-group key-number mode { active | passive }
Onucanwne key-number: ykasblBaeT Knod ynpasneHna nopta AP. [pyrumun cnosamu,
napameTpoB 310 Homep nopta LACP AP. MakcumanbHOe 3HayeHue 3aBUCUT OT

KOoJ1n4ecTBa NnopToB AP, nogaep’>xmBaemblx yCTpOVICTBOM.

active: ykasblBaeT, 4YTO MNOPTbl aKTUBHO [JobGaBnswTCca K  NOpTy
OnHammnyeckoro AP.
passive: ykasblBaeT, 4TO MOpPTbl NaccMBHO [06aBnslTCA K MNOPTY

OnHammnyeckoro AP

Mo ymonyaHuo

Mo ymonyanuio k niobomy nopty LACP AP He gobasnstoTtcs domsndeckmne
nopTbl

KomaHgHbIn
pexum

Pexum koHdUrypaumm nHtepdenca ykasaHHoro pmsmyeckoro nopta

PykoBoacteo no
MCNONb30BaHNIO

Mcnonb3ynte aTy kOMaHay B pexumme KoHdurypaumm nHtepdenca, 4tobbl
[obaBuTb NOpThl-ydacTHUKK K nopTy LACP AP

NMPUMEYAHMUE: koHdurypauus nopTta-ydactHuka LACP Ha 06omx koHLax kKaHana g4osmkHa ObiTb

CornacoBaHHOW.

HacTtponka ngeHtudmkatopa cucrtemol LACP
e  OnuyuoHarnkeHo.

e HacTtponte wunaeHTMdMKATOP CUCTEMBI

LACP, «korga LACP-nopTbl HECKOSbKUX

(MakcMMyMm YeTbIpe) He3aBUCUMbIX YCTPOWCTB AOIMKHbI cornacoBaTtbes ¢ LACP-nopTom
onpegeneHHoro yctponcrtea. Hactponte naeHtudukatop cuctemol LACP BmecTe ¢
naeHtTndukatopom yctponctea LACP.

KomaHga lacp system-id system-id
Onuncanne system-id: ykasblBaeT CUCTEMHbIV MOEHTUUKATOP rpynnbl arperauun. 3to
napamMmeTpoB [orkeH 6biTb gencteutenbHbIn MAC-agpec unicast-pacchbinku

Mo ymonyaHuio

Maoentndmkatop cuctembl LACP — ato MAC-agpec unayctporncTea no
YMOJYaHnIo

KomaHgHbin
pexum

Pexum koHdurypaunm nHtepderica

PykoBoacteo no
NCMNOMb30BaHUIO

Mcnonb3ynte 3Ty KOMaHOy B pexume KOHurypauumnm uHTepdenca ans
HacTpoWkn naeHtTudmnkaTopa cucremsl LACP
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Hactpownka naeHtudmkaropa ycrtpomctesa LACP
e  OnuuoHarnbHo.

e Hactponte ugeHtuukatop yctporctea LACP, koraa LACP-nopTbl HECKOSbKUX
(MakcMMyM YyeTbIpe) He3aBUCUMbIX YCTPOWCTB AOMMKHbI cornacoBaTtbes ¢ LACP-nopTom
onpeaeneHHoro yctponctea. Hactponte naeHtudpukatop ycrporncresa LACP BmecTe ¢
naeHtndmkatTopom cuctemol LACP.

Komanga lacp device number
OnucaHue number: ykasblBaeT uaeHTUMKATOP YCTPOWCTBa rpynnbl arperayuu.
napamMmeTpoB 3HauyeHue Bapbupyetcs ot 0 o 3

Mo ymonyaHuo

NaeHTtudpmkatop yctponctea LACP no ymonuaHuio paseH 0

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHrepderica

PykoBoacteo no
NCMNomnb30BaHUIO

Mcnonb3ynte 3Ty KOMaHAy B pexume KOHdurypauum mHtepdernca ans
HacTpoKku ngeHtudmkaTopa yctpornictea LACP

HacTponka npuoputeTta cuctemol LACP
e  OnuuoHarnbHo.

e  BbinonHMTE 3Ty HAcCTPOIKY, KOrga Bam HY)XXHO HAacCTPOUTb NPUOPUTET MaeHTUdUKaTopa

CUCTEMbI.
naeHTudukaTopa

BbICOKMI
BbICOKUM

MeHbluee 3HayeHVe ykasbiBaeT Ha Gonee

cuctembl.  YctponctBo C  Gonee

npuoputeT
npUopUTETOM

naeHTMdurkaTopa cuctembl BoldbmpaeT nopT AP.

e  BbINonHUTE 3Ty HAaCTPOMKY Ha ycTponcTeax ¢ nogaepxkon LACP.

KomaHga lacp system-priority system-priority
Onuncanne system-priority: ykasbiBaeT cucteMHbin npuoputeTr LACP. [uanasoH
napamMmeTpoB 3HayeHur ot 0 go 65535

Mo ymonyaHuio

Mo ymonuaHuio cucteMHbin npunoputeT LACP paBeH 32768

KomaHgHbIn
pexmm

Pexunm rmobanbHon kKoHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

Mcnonb3ynte 3Ty koMaHdy B pexume rnobdanbHoW KoHdurypauum onsi

HacTporkn cuctemHoro npuoputeta LACP. Bce anHamuuyeckue
KaHanbl-y4aCTHUKM  MMeT obwmn  cuctemubin  npuoputeT LACP.
M3ameHeHne cuctemHoro npuoputeta LACP noenuser Ha Bce

KaHanbl-y4acTHUKM. YTOObl BOCCTAHOBUTH HACTPOMKM MO YMOJTYAHWUIO,
3anyctuTte no lacp system-priority B pexvume KoHurypauum nHtepdenica

Hactpowka npuoputeTa nopta-y4yactHuka LACP

e  OnuuoHanbHo.
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o BeinonHute Ty HaCTpOI7IKy, €CIMn BaM HYXHO YyKa3aTb Npuoputet I/lD,eHTI/Id)VIKaTOpa

nopTa.

MeHblLuee

3Ha4YeHne YKa3blBaeT Ha bonee BbICOKWI npunopuTteT

noeHTndmkaTopa nopta. opT ¢ HaMBbICLLMM NPUOPUTETOM MaeHTUdMKaTopa nopTa
Oynet BblbpaH B KayecTBe master-nopra.

e  BbinonHute 3Ty HACTPOWKY Ha yCTponcTBax ¢ nogaepxkon LACP.

KomaHga lacp port-priority port-priority
Onucanwne port-priority: ykasblBaeT npuoputeT nopta-ydactHuka LACP. [uanasoH
napamMmeTpoB 3HayeHun ot 0 go 65535

Mo ymonyaHuo

Mo ymonuyaHuio npuoputeT nopTa-ydactHuka LACP paseH 32 768

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica ykasaHHoOro ¢omsmyeckoro nopra

PykoBoacteo no
NCNonb30BaHUIO

Mcnonb3ynTte 3Ty KOMaH4y B pexume rnobanbHon KoHdurypauum, 4tobbl
HacTpouTb npuopuTeT nopta-ydactHuka LACP. [ns BoccTaHOBReHus
HacTpoeKk 3anyctute no lacp port-priority B pexume KoOHpurypauum
nHTepdenca

Hactpouka pexuma Taum-ayta noptoB-y4acTHukoB LACP

Heobsa3aTenbHbIN.

Ecnn Bam HyxHO peanu3oBaTb oBHapyxeHue cbos KaHana B peanbHOM BpeMEHW,
HacTpOMTE pexuM KopoTkoro Tamm-ayta. LACP Tpebyetca 90 cekyng nons
obHapyxeHus1 cbosi coequMHEHUS B peXMMe ONUTENbHOro TanM-ayTa U 3 CeKkyHObl B
pexuMme KOpoTKoro Tanm-ayTa. (Bpemsa Tanm-ayta no ymonyaHuio B peXnme KOpOTKOro
Tanm-ayTa LACP cocTtaBnsieT 3 cekyHObl. OTO 3HAYEHME MOXHO N3MEHUTD.)

BbinonHnTe aTy HacTpowky Ha ycTponctBax ¢ nogaepxkon LACP, Takux Kak
KOMMyTaTOpbl.

KomaHga

lacp short-timeout

Mo ymonyaHuio

Mo ymonuyaHno pexum LACP —

ONNTENbHLIM Tanm-ayT

TarimM-ayTa MOPTOB-y4aCTHMKOB

KomaHgHbIn
pPeXnm

Pexnm koHdurypaumm nHtepdenca

PykoBoactBo no
NCNOSb30BaHMIO

Pexnm Tanm-ayTta nogaepKmBaeTcs TONbKo OM3NYECKUMU NOpTaMu.

YTo6bl BOCCTAHOBUTbL HACTPOWKM MO YMONYaHuto, 3anyctute no lacp short-
timeout B pexunme KoHduMrypauum nHtepdenca

HacTtponka BpemeHM Taum-ayTa CUCTEMbI

Tanm-ayrta

LACP B pexume KOpPOTKOro

e  OnuuoHanbHo.

e HacTtponte aty dyHKuMio, korga HeobXxoAMMO HacTpouTb TanmMm-ayT YCTPOWCTBa B
pexume kopoTkoro Tanm-ayta LACP.
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e Hactpoute aTy dhyHKUMIO HA YCTPOMCTBaX, nogaepxmneatolmx yHkuuo LACP.

KomaHga lacp short-timeout period value
OnucaHue value: ykasblBaeT Bpemsi TarM-ayTa B peXMMe KOpPOTKOro Tamm-ayTa.
napameTpoB 3HauveHue BapbupyeTcs oT 3 cekyHa 0o 90 cekyng

Mo ymonyaHuo

Tanm-ayT noO yMmonyaHUIO B pexume KopoTkoro Tamm-ayta LACP
coctaBrnseT 3 cekyHAabl

KomaHgHbIn
pexnm

Pexum rnobanbHon koHdurypauum

PykoBoacteo no
NCMNonb30BaHNIO

B pexume rnobanbHom KOHdUrypauum 3sanyctute KomaHgy, 4Tobbl
HacTpouTb TarM-ayT B pexunme KopoTkoro Tamm-ayta LACP. Bce rpynnbl
ANHAMNYECKUX KaHanoB, HACTPOEHHbIE Ha YCTPOWUCTBE, MMEKT OAMHAKOBbIN
TanM-ayT B pexume KopoTkoro tamm-ayta LACP. M3aveHeHue 3HaveHus
NnoBnusieT Ha BCe arperatHble rpynnbl Ha KommyTtatope. B pexume
KOHUrypauum mnHtepdgenca sanyctute komaHgy no lacp short-timeout
period, 4Tobbl BOCCTAHOBUTL TalM-ayT B pPEXMME KOPOTKOro Tanm-ayTa
LACP fo 3HauyeHnsa N0 ymon4yaHuto

4.5.2.4. NMpoBepka

e 3anyctute show running, 4Tobbl 0TO6pPa3nTbL KOHUIypaLmio.

e 3anyctute show lacp summary, 4tobbl 0T06pa3nTb cocTosiHME KaHana LACP.

KomaHga show lacp summary [ key-number ]

Onuncanne key-number: ykasbiBaeT Homep nopta LACP AP
napameTpoB

KomaHaHbIn JTrobon pexxum

pexvm

PykoBoacteo no
MCNONb30BaHNIO

MHudopmauua obo Bcex noptax LACP AP otobpaxaeTtcs, ecnv Bbl He
ykaxeTe key-name.

MaoeHTudmkaTtop cuctembl U naeHTUdMKaTop ycTponcTBa oTobpaxaeTcs,
€Cnn HaCTPOEHbI

QTECH#show lacp summary
System 1d:32768, 0000.1236.54aa

Flags: S - Device is requesting Slow LACPDUs F - Device is requesting
Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.

Aggregate port 2:
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System Id: 0000.1236.54aa Device num: 1

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Tel/0/1 SA down 32768 0x2 0x4001 0x45
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Tel/0N SP 0 0000.0000.0000 0x0 0x0 0Ox0

4.5.2.5. NMpumep KoHUrypaumum

Hactpownka LACP

CueHapui:
Gigabitethernet 11 Gigabitethernet2/1
Gigabitethermet1/2 Gigabitethernet2/2
MAC: 08cE.b300.0001 MAGC: 08ct.b300.0002
Systemn priority: 4086 System priority:61440
Switch A Swilch B
PucyHok 4-4.
Larn ¢ Ha kommyTaTope A ycrtaHoBuTe Ans cuctemHoro npuoputeta LACP
HaCTPOMKK 3HayeHune 4096.

e Bknounte OMHaMMYecKyl0 — arperaumio  KaHanoB  Ha  nopTax
GigabitEthernet1/1 n GigabitEthernet1/2 Ha kommyTaTope A n gobasbTe
nopTbl B nopT 3 AP LACP.

¢ Ha kommyTaTope B ycraHoBuTe ans cuctemHoro npuoputeta LACP
3HayeHue 61 440.

e Bknounte OMHaMMYECKyl0O — arperaumio  KaHanoB  Ha  nopTax
GigabitEthernet2/1 n GigabitEthernet2/2 Ha kommyTaTope B n gobasbTe
noptol B nopt 3 AP LACP

Kommy- SwitchA# configure terminal

Tatop A . . .
SwitchA(config)# lacp system-priority 4096
SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# end
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Kommy- SwitchB# configure terminal
TaTop B

SwitchB(config-if-range)# end

SwitchB(config)# lacp system-priority 61440
SwitchB(config)# interface range GigabitEthernet 2/1-2

SwitchB(config-if-range)# port-group 3 mode active

Mpoeepka | 3anyctute komaHgy show lacp summary 3, 4ToGbl NPOBEPUTL, COAEPKUT NN
nopt 3 AP LACP nopTkl-ydacTHukn GigabitEthernet2/1 n GigabitEthernet2/2

Kommy- SwitchA# show LACP summary 3
TaTop A System 1d:32768, 08¢6.b3.0001

F - Device is requesting Fast LACPDUs.

Aggregated port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Partner information:
LACP port Oper Port Port

Flags: S - Device is requesting Slow LACPDUs

A - Device is in active mode. P - Device is in passive mode.

Gil/1 SA bndl 32768 0x3  Ox1 0x3d
Gil/2 SA bndl 32768 0x3 0x2  0x3d

Port Flags Priority Dev ID Key Number State

Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1
Gil/2 SA 32768 08c6.b3.0002 0x3  0x2

Kommy- SwitchB# show LACP summary 3
IEED System 1d:32768, 08c6.b3.0002

F - Device is requesting Fast LACPDUs.

Aggregated port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Flags: S - Device is requesting Slow LACPDUs

A - Device is in active mode. P - Device is in passive mode.
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Gi2/1 SA bndl 32768 0x3  Oxl 0x3d

Gi2/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Gi2/1 SA 32768 08c6.b3.0001 0x3  Ox1 0x3d
Gi2/2 SA 32768 08c6.b3.0001 0x3 0x2  0Ox3d

4.5.3. BknroyeHue LinkTrap

4.5.3.1. AdhdekT KOHpUrypaumum

Bkntounte cuctemy c LinkTrap ans otnpasku coobwenun LinkTrap npn nameHeHun kaHanos
arperaumu.

4.5.3.2. lWaru HacTpouKu

BknioyeHue LinkTrap ans nopta AP
e HeobGsasaTenbHbIN.

e Bknouute LinkTrap B pexume HacTpounkm uHTepdenca. Mo ymonuvanuto LinkTrap
BkrtoveH. CoobueHns LinkTrap oTnpaBnsoTCs Npu M3MEeHEHUN COCTOSIHUS KaHana unu
npoTokona nopta AP.

e  BbINoMHUTE 3Ty HAaCTPOMKY Ha YCTPOUCTBaAXxX C nogaepxkon AP.

KomaHga snmp trap link-status

Mo ymonyauuio | Mo ymonyanuio LinkTrap BkntoYeH

KomaHaHbIn Pexnm HacTponkm nHtepgenca ykasaHHoro nopta AP
pexunm

PykoBogcteo no | Micnonb3ynTte 3Ty kOMaHay B pexume KoHdurypaumm nHrepdenca, 4tobbl
ncnonb3oBaHuio | BKNOYUTL LinkTrap ans ykasaHHoro nopta AP. Nocne BkntoyeHus LinkTrap
coobuenna LinkTrap oTnpaBnsioTCca NpyM M3MEHEHUUN COCTOSIHUS KaHana
nopta AP. B npotuBHOM cnyyae coobuweHus LinkTrap He oTnpaBnsioTcA.
Mo ymonuanumio LinkTrap BkntodeH. Ytobbl oTknmounTb LinkTrap ansa noprta
AP, zanyctute no snmp trap link-status B pexume koHdUrypaumm
nHTEpenca.

LinkTrap Henb3s BKMOYUTbL ANA onpefeneHHoro rnopra-yyactHuka AP.
YUTto6bl BkntounTb LinkTrap ana Bcex nopTtoB-yyacTHukoB AP, 3anyctute
aggregateport member linktrap B pexxume rnobanbHon KoHGUrypauum

Bknro4yeHue LinkTrap gna noptoB-y4acTHMKoB AP
e  OnuuoHanbHo.
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e [lo ymonyaHuio LinkTrap oTkro4eH Ansa nopToB-y4acTHUKOB AP.
e BbinonHuTe 3Ty HACTPOWMKY Ha yCTPOUCTBax C noaaepxkon AP.

KomaHpa

aggregateport member linktrap

Mo ymonuanuto | Mo ymonyanuio LinkTrap oTkntoYeH A4ns nopToB-y4acTHUKOB AP

KomaHgHbIn
peXxnm

Pexwum rnobanbHon KoHUrypaumm

PykoBogcteo no | icnonb3ynTte aTy KOMaHAdy B pexume rnobanbHon KoHgurypauum, 4tobbl
ncnonb3oBaHuto | BkNtoUnTb LinkTrap ana Bcex nopToB-yyacTHUKkoB AP. o ymonyaHuio

coobuweHna LinkTrap He oTnpaBnawTCca MNpU U3MEHEHUN COCTOSIHUS
coeuHeHus NopToB-ydYacTHMKOB AP. UTobbl oTkMounTh LinkTrap ans scex
noptoB-yyacTHukoB AP, 3anyctute no aggregateport member linktrap B
pexume rnobanbHOn KoHurypauum

4.5.3.3. NpoBepka

e 3anyctute show running, 4Tobbl 0TOBPa3nTbL KOHUIrypauuio.

e [locne BknoyeHns LinkTrap Bbl MOXeTe OTCnexuBaTb 3Ty (PyHKLMIO Ha nopTax AP nnu
NX NOpTax-y4yaCTHUKaX C MOMOLLbIO MporpammMHoro obecneyenus MIB.

4.5.3.4. NMpumep KoHUrypaumum

Bknro4yeHue LinkTrap ana noptoB-y4acTHMKoB AP

CueHapun:
Gigabitethernet1/1 Gigabitethernet2/1
Gigabitethernet1/2 Gigabitethernet2/2
Switch A Switch B
PucyHok 4-5.
Larn e [loGaBbTe nopTbl GigabitEthernet 1/1 un GigabitEthernet 1/2 Ha
HaCTPOMKK KommyTaTope A K nopty 3 ctatuyeckoro AP.
e [JloGaBbTe nopTbl GigabitEthernet 2/1 un GigabitEthernet 2/2 Ha
KoMmmyTaTope B k nopty 3 ctaTtuyeckoro AP.
e Ha kommyTaTtope A oTknoumTte LinkTrap gnga nopta AP 3 u BknoynTe
LinkTrap ons ero nopToB-y4aCTHUKOB.
e Ha kommyTtatope B oTtknounte LinkTrap ana nopta 3 AP 1 Bknounte
LinkTrap ons ero noptoB-y4acTHUKoB AP
KommyTa- SwitchA# configure terminal
e SwitchA(config)# interface range GigabitEthernet 1/1-2
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SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport member linktrap
SwitchA(config)# interface Aggregateport 3
SwitchA(config-if-AggregatePort 3)# no snmp trap link-status

KommyTa- SwitchB# configure terminal
Top B SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport member linktrap
SwitchB(config)# interface Aggregateport 3

SwitchB(config-if-AggregatePort 3)# no snmp trap link-status

MpoBepka | 3anyctute show running, 4Tobbl NpoBepuTb, BKMoYeH nu LinkTrap ans nopta
AP 3 n ero nopToB-y4acTHUKOB

KommyTa- SwitchA# show run | include AggregatePort 3
Top A Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp trap link-status

SwitchA# show run | include AggregatePort

aggregateport member linktrap

KommyTa- SwitchB# show run | include AggregatePort 3
U L2 Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp trap link-status

SwitchB# show run | include AggregatePort

aggregateport member linktrap

4.5.4. HacTtpomrka pexnma 6anaHCMpPOBKU Harpy3ku

4.5.4.1. ekt KOHpUrypauyum

e Cuctema pacnpegensieT BxogsliMe nakeTbl MO KaHanam-yyYacTHMKam, MCMNonb3ys
YyKa3aHHbIA anroputMm GanaHcupoBKM Harpysku. [MOTOK nakeToB C COrnacoBaHHON
dyHKUMEN nepedaeTca NO O4HOMY KaHany-y4aCTHUKY, TOrda Kak pasHble MOTOKM
NMakeToB pPaBHOMEPHO pacnpefensTca Mo pasHbiM  KaHanam. YCTPOWCTBO C
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paclmpeHHon 6anaHCMpPOBKOM Harpysku cHadvana onpegensieT Tun nepegaBaeMblX
NakeToB W BbINOSHAET GanaHCUPOBKY Harpy3kn Ha OCHOBE YKa3aHHbIX MOMen B NakeTax.
Hanpumep, nopt AP BbINOMAHsAeT GanaHCUMPOBKY Harpy3ksM Ha OCHOBE WCXOLHOrO
IP-agpeca ong nakeToB, CoAepKaLlmMx NOCTOSSHHO MEHSOLLNNCS ncxoaHbin IPv4-agpec.

B pacwuvpeHHOM pexume GanaHCUPOBKU Harpysku HacTponte KoadhpuumMeHT
XelLl-HernonagokK, YTobbl rapaHTUPOBaTh, YTO OOHU U Te e NaKeTbl OT ABYX YCTPOUCTB
ofHoro Tuna GyayT pacnpeaensitbCs No pasHbIM KaHanam.

B pacwupeHHoMm pexume 6anaHCUMpPOBKM Harpy3kn BKMOYUTE XeLU-CUHXPOHWU3aLMIo,
4yTOObI rapaHTMpoBaTtb, 4YTO nakeTbl uplink- 1 downlink-kaHanos ogHoro Tvna GyayT
nepegasaTbCs N0 OOHOMY U TOMY e kaHany. Hanpumep, npyu 6anaHcnpoBke Harpysku
Ha OCHOBE MCXOAHOro M uUerneBoro IP-agpecoB BKNIOYUTE XeLU-CUHXPOHU3aUMIo Ans
naketoB IPv4, 4yTobbl rapaHTupoBaTh, 4TO nakeTbl IPv4 uplink- n downlink-kaHanos
OyayT nepegaBaTbCa NO OAHOMY M TOMY Xe MyTW.

4.5.4.2. NMpumeyaHus
e PasnnyHble dakTopbl Henonagok MOryT MPMBECTU K OOHOMY U TOMY Xe addekTy
Henonaaok.
o  Bknounte nnm otknoumTe Xew-cnuHxpoHmsaumio gnga IPv4, IPve, FCoE n On no mepe
HeobXxoaAMMOCTMW.
4.5.4.3. lWWaru HacTpouku
e Hactponka anroputma rinobansHon 6anaHcMpoBKK Harpy3km nopta AP.
e (OnuuoHanbHO) BebINoOnMHUTE 3Ty HaACTPOMKY, €CnM BaM HY>XHO OMTMMU3MPOBaTb
©anaHCcMpOoBKy Harpysku.
e  BbINonHUTE 3Ty HACTPOMKY Ha YCTPOUCTBaXxX C nogaepxkon AP.
KomaHga aggregateport load-balance { dst-mac | src-mac | src-dst-mac | dst-ip |
src-ip | src-dst-ip | src-dst-ip-l14port | enhanced profile profile-name }
Onucaxve dst-mac: ykasbiBaeT, 4YTO Harpy3ka pacnpegensieTca Ha OCHOBe
napameTpoB MAC-agpecoB HasHa4YeHNa BXOASALLNX NAKETOB.

Src-mac: ykasblBaeT, YTO Harpyska pacnpenensercss Ha OCHOBE UCXOAHbIX
MAC-agpecoB BXOOsALWMNX NAKETOB.

src-dst-ip: ykasblBaeT, 4TO Harpy3ka pacnpegenserca Ha OCHOBe
MCXOOHOro 1 KoHe4yHoro IP-agpecoB BXOAALLMX NaKeToB.

dst-ip: ykasblBaeT, YTO Harpyska pacnpegensetcs Ha ocHose IP-agpecos
Ha3HaYeHMs1 BXOAALLIMX NaKeToB.

Src-ip: ykasblBaeT, YTO Harpyska pacnpegensieTcs Ha OCHOBE WUCXOAHbIX
IP-agpecoB BXoOALMX NAKeTOB.

src-dst-mac: ykasblBaeT, 4TO Harpyska pacrnpedensietcs Ha OCHOBe
MAC-agpecoB NCTOYHMKA M NOSyYaTesisd BXOAALWMX NakeToBs.

src-dst-ip-l4port: ykasbiBaeT, 4TO Harpy3ka pacnpenensietca Ha OCHOBe
ncxogHoro |IP-agpeca un |IP-agpeca HasHadeHWsl, a Takke HOMEpPOB
NCXOAHOro U LeneBoro NopToB YPOBHS 4.

enhanced profile profile-name: ykasbiBaeT umsa paclumpeHHoro npoduns
GanaHCMpOBKM Harpy3ku
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Mo ymonuyaHuio | banaHcupoBka HarpyskM MOXeT OcHoBblBaTbcd Ha MAC-agpecax
NUCTOYHMKA W nonyyatens (NpUMMeHMMO K KomMmyTatopam), IP-agpecax
MUCTOYHMKA W nonyyatens (MpUMEeHUMO K LWwno3am) unv npodwune
paclmnpeHHo GanaHCMpOBKM Harpy3kM (MPUMMEHMMO K KOMMyTatopam C
nnHerHbIMKN kapTammn CB)

KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm
pexum

PykoBoacTBO Mo | YTOGbl  BOCCTAaHOBUTb HACTPOWKM MO  YMOMYaHWIO, 3anyctute no
ncnonb3oBaHuo | aggregateport load-balance B pexnme rnobanbHON KOHUrypauuu.

MoxHo 3anyctuTb aggregateport load-balance B pexume KoHcurypauum
nHTepcenca nopta AP Ha yCTpoWcTBax, KOTOpble noaaepXunsaioT
HacTpovky ©6anaHCMpOBKM Harpy3kM Ha KOHKpeTHoM nopty AP.
KoHdurypaumss B pexume KoHdUrypaumm wuHTepdenca npesanupyer.
UToObl OTKMIOYMTL anroputM GanaHCUMPOBKU Harpysku, 3anyctute no
aggregateport load-balance B pexvme koHUrypaumm nHtepdenca nopta
AP. Tocrne aTtoro BCcTynaeT B cuny anroput™M 6anaHCUpPOBKM Harpysku,
HaCTPOEHHbLIN B pexume rnobansHON KOHUrypaumm.

MoxHo 3anyctuTb aggregateport load-balance B pexume KoHdurypauum
UHTepdenca nopta AP Ha ycTpoMCTBax, KOTOpble MOAAEp>KMBalOT
HaCTPOWVKy 6anaHCMPOBKM Harpy3kM Ha KOHKpPeTHOM nopTty AP

NepenmeHoBaHUe Npocuna ynyyweHHON 6anaHCUPOBKUN Harpy3ku

e [lo ymonyaHuo, ecrnv YCTPOWCTBO noAAepXuMBaeT paclUMpPeHHyo ©GanaHCcMpoBKyY
Harpysku, cuctema cosgaeTt npoduilb C UMEHEM MO YMOMYaHWIO ANS YIyyLIeHHON
GanaHcMpoBKM Harpy3ku. BeINonHUTE 3Ty HACTPOKKY, KOrAa BaM HY>KHO NepeMMeHoBaThb
npodounb WM BOCCTAHOBUTbL HACTPOMKM MO YMOMN4YaHuio. B ocTanbHbIX cryyasx
KOHUrypauus HeobasaTternbHa.

e BbINonHMTE 3Ty HACTPOWKY Ha YCTPOUCTBAX, MNOAAEPKMBAKOLUNX pPaCLUMPEHHYHO
BGanaHCMpOBKY Harpysku, Takmx Kak KOMMyTaTopbl arperaumm u KoMmmyTaTopbl sapa.

KomaHga load-balance-profile profile-name
Onuncanne profile-name: ykasbiBaeT ums npodumns, KOTopoe MoXeT cogepxaTb Ao 31
napameTpoB cMMBoOna

Mo ymonuaHuto | Mimsa npocounsa no ymonyaHuio — default

KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexXunm

PykoBoacTBo no | YTobbl BOMTU B pexmum Npoduns no ymonyaxuio, 3anyctute load-balance-
ucnonb3oBanHuo | profile default. YT06bI NEpeumeHoBaTb pacCWMpPEHHbIM  NPOdUIb
GanaHcupoBKkM Harpysku, 3anyctute load-balance-profile profile-name.
UToObl BOCCTAHOBUTL MMSA Npoduna no ymonyaHuio, 3anyctute default
load-balance-profile B pexume rnobanbHoW KkoHUrypaumm. YTobbl
BOCCT@HOBUTb HACTPOMKM GanaHCUpPOBKM Harpy3kM MO  YMOJYaHWIO,
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danyctute default load-balance-profile profile-name B pexume
rno6anbHOM KOHMUrypauuu.

MMo6anbHO nopaepXXuBaeTcsi TONMbKO oAMH npodunb. lMoxanyncrta, He
yoanante npocpunb. Ytobbl 0TOOpasuTb paclUMpPEHHbI  NPOUIb
GanaHcMpoBKM Harpysku, 3anyctute show load-balance-profile

HacTtpoiika pexuma 6anaHCMPOBKU Harpy3Kkyu NakeToB YPOBHS 2

e (OnuuoHanbHO) BbiNnonHWTE 3Ty HACTPOMKY, YTOObI yKasaTb pexum 6GanaHCMpOBKM
Harpysku nakeToB YPOBHS 2.

e BbinonHMTEe 3Ty HACTPOWKY Ha YCTPOMCTBAX, MNOAAEPXKMBAKOLIMX PaCLUMPEHHYIO
GanaHCcUpPOBKY Harpysku, TakMx Kak KOMMyTaTopbl arperauum 1 KOMMyTaTopbl Sapa.

KomaHga 12 field {[ src-mac ] [ dst-mac ][ I2-protocol | [src-port ] [dst-port] }
OnucaHue src-mac: ykasblBaeT, 4TO Harpyska pacnpegenserca Ha OCHOBe
napameTpoB MAC-aapecoB MUCTOYHMKA BXOOALLMX MAKETOB YPOBHSA 2.

dst-mac: ykasblBaeT, 4YTO Harpyska pacrnpegensieTcad Ha OCHOBe
MAC-agpecoB HazHa4YeHUs BXOASALUNX NAKeTOB YPOBHS 2.

[2-protocol: ykasbiBaeT, 4TO Harpyska pacnpegensieTcs Ha OCHOBe TWMOB
NMPOTOKOSOB YPOBHS 2 ANsi BXOASLLMX NAKeTOB YPOBHS 2.

src-port: ykasblBaeT, YTO Harpyska pacnpefensieTcs Ha OcHoBe nopTa
naHenu ons BXOAsALWMX NakeToB YPOBHS 2

Mo ymonyaHuio

Mo ymonyaHuio pexxmm GanaHCUpPOBKN Harpy3kyM NakeToB YPOBHSA 2 — Src-
mac n dst-mac

KomaHgHbin
PEXUM

Pexnm koHdurypaumm npodomns

PykoBoacteo no
MCNONb30BaHNIO

UTo6bl BOCCTAHOBUTL HACTPOMKK MO yMon4yaHuto, 3anyctute no 12 field B
pexnme koHdurypauum npodouns

HacTtpoika pexxnma 6anaHCcMpoOBKU Harpy3ku naketoB IPv4
e  OnuyuoHarnkeHo.

e BbinonHuTe 3Ty HACTPOMKy, YTOObI ykasaTb pexum GanaHCUMPOBKU Harpysku MakeToB

IPv4.

e BbINonHMTE 3Ty HACTPOWKY Ha YCTPOMCTBAX, MNOAAEPXKMBAKOLLUNX pPaCLUMPEHHYIO
GanaHCMpOBKY Harpysku, Taknmx Kak KOMMyTaTopbl arperaLmMm nu KoMMyTaTopbl sapa.

KomaHga ipv4 field {[ src-ip ] [ dst-ip ] [ protocol ] [ 14-src-port ][ 14-dst-port ] [ src-
port]}

OnucaHue Src-ip: ykasblBaeT, YTO Harpyska pacrnpefensieTcs Ha OCHOBE WMCXOLHbIX

napameTpoB IP-agpecoB Bxogsawmx naketos IPv4.

dst-ip: ykasblBaeT, YTO Harpy3ka pacnpegenseTtcs Ha ocHoBe |P-agpecos
Ha3Ha4vyeHust BXogsawmx naketos IPv4.
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protocol: ykasblBaeT, YTO Harpyska pacnpegenseTrcs Ha OCHOBE TUMOB
NPOTOKOMNOB BXOAALLMX NakeToB IPv4.

l4-src-port: ykasblBaeT, 4YTO Harpyska pacnpegensietcs Ha OCHoBe
HOMEpPOB UCXOOHbIX MOPTOB YPOBHSA 4 BXOOALWMX nakeToB IPv4.

|14-dst-port: ykasblBaeT, YTO Harpyska pacnpegensercs Ha OCHOBE HOMEPOB
NoOpPTOB Ha3Ha4YeHUs YpoBHA 4 Ans BXOAsLWMX nakeTos IPv4.

Src-port: ykasblBaeT, YTO Harpyska pacnpegensdercss Ha OCHOBe nopTa
naHenu onsa Bxoasliunx naketos IPv4

Mo ymonyaHuo

Mo ymonyaHuo pexum BanaHcMpoBKM Harpysku naketos IPv4 — src-ip u
dst-ip

KomaHgHbIn
pexnm

Pexum koHdurypaumm npocmng

PykoBoacteo no
NCNOmnb30BaHUIO

YT0ObI BOCCTAHOBUTL HACTPOWKM MO YMOM4YaHuto, 3anyctute no ipv4 field
B peXMMe HacTponku npocumns

HacTtpoiika pexuma 6anaHCMpPOBKM Harpy3ku naketoB |Pv6

e  OnuuoHarnbHo.

e BbinonHute 3Ty HAcTpoWKy, Y4TOObl yKasaTb pexvm GanaHCMPOBKM Harpyskv nakeToB

IPVv6.

e BbINonHMTE 3Ty HACTPOWKY Ha YCTPOWUCTBAX,

noadepXuBatwoLLmx GanaHCUpPoBKY

Harpy3ku naketoB IPv6, Takmx kak KOMMyTaToOpbl arperaumm n KOMMyTaTopbl sapa.

KomaHga ipv6 field {[ src-ip ] [dst-ip ] [ protocol ] [ 14-src-port ][ 14-dst-port ] [ src-
port ]}

OnucaHue Src-ip: ykasblBaeT, YTO Harpyska pacnpefensieTcs Ha OCHOBE WUCXOOHbIX

napameTpoB IP-agpecoB Bxoasimx nakeTtos IPv6.

dst-ip: ykasbiBaeT, UTO Harpyska pacnpegensietcs Ha ocHoBe IP-agpecos
Ha3HaveHus BxoasaLwmx naketos IPv6.

protocol: ykasblBaeT, 4TO Harpyska pacnpegensercss Ha OCHOBE TUMOB
NPOTOKONOB BXOAALLMX NakeToB IPV6.

l4-src-port: ykasbiBaeT, 4TO Harpyska pacnpegensietcd Ha OCHOBe
HOMEPOB UCXOAHbIX MOPTOB YPOBHS 4 BXoAALMX nakeTos IPv6.

|4-dst-port: ykasbiBaeT, 4TO Harpyska pacnpegensieTcs Ha OCHOBE HOMEPOB
NOPTOB Ha3Ha4YeHNsa YpoBHSA 4 ons BXoaswmx nakeTtos |Pv6.

Src-port: ykasblBaeT, UTO Harpy3ka pacnpenensietcd B COOTBETCTBUWN C
HOMepaMM UCXOAHbIX NOPTOB BXOAALWMX nakeTos IPv6

Mo ymonyaHuio

Mo ymonyaHuo pexum 6anaHCMpoBKM Harpysku naketoB IPv6 — src-ip u
dst-ip

KomaHgHbin
pPEXNUM

Pexum koHdurypaunm npocpmng
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PykoBoactso no
NCNoNb30BaHNIO

YT106bI BOCCTAHOBUTL HAaCTPOMKM MO yMON4YaHuio, 3anyctute no ipvé field
B pexxume HacTpomKu npodomns

HacTpounka dpaktopa Henonanok xewa
e  OnuuoHanbHO

e BbinonHute 3Ty onepaumio, 4ToObl cbanaHcupoBaTb NakeTbl O4HOMO TMNa Yepes nopT
AP ons ycTponcTs ogHOro tvna.

KomaHpa hash-disturb string
OnucaHve string: ykasblBaeT CTPOKYy CMMBOJSIOB, WCMOMNb3yeMyo [nns pacdeTta
napameTpoB KoathuumeHTa Henonagok xeLla

Mo ymonyaHuo

Mo ymonyaHuio koahdmuUMEHT HENONAaAoK Xella He YCTaHOBMNEH

KomaHgHbIn
pexum

Pexum koHdurypaumm npoduns

PykoBoacteo no
NCNonb30BaHUIO

YTOoObLI BOCCTAHOBUTb HACTPOWKM MO YMONYaHuio, 3anyctute no hash-
disturb B pexxume HacTponku npocpuns

BkrnoyeHne unum oTknroYeHume XewWw-CUHXpoHn3aunum

e OnuuoHanbHO

o  BbinonHute aty onepaumto, 4ToObl YoeanTbes, 4To uplink- 1 downlink-noTokn nakeTos
O[HOrO W TOrO e Tuna nepeaarTcsi N0 OAHOMY U TOMY Xe NyTW.

KomaHga hash-disturb {ipv4 | ipv6 | fcoe| on }
Onuncanne ipv4: yKasblBaeT, YTO XeLU-CUHXPOHM3aumMs BKIloYeHa aAns naketos IPv4.
napameTpos

ipv6: yKasbIiBaET, YTO XELU-CUHXPOHN3aLMs BKNoYeHa ans naketos IPv6.
fcoe: ykasbiBaeT, uTo Ans naketoB FCoOE BkMoveHa XeLu-CMHXPOHU3aUmS.

on: yka3blBaeT, YTO XeLl-CUHXPOHN3aLUNA BKIMlOYEeHa AA NakeToB B Moayne.
Pasnun4Hble Moaynn noaaepXXmBaroT pa3Hble TUMbl NaKeToB

Mo ymonyaHuio

YcTaHoBuTe ero no Mepe Heo6XxoaAMMoCTH

KomaHgHbIn
pexmm

Pexnm koHdurypaumm npodomns

PykoBoacteo no
NCNONb30BaHNIO

Korga xelw-cuHxpoHn3aums BktoveHa anst naketor IPv4, IPv6 n FCoE no
mMepe HeobxogmmocTtu, ecnu uplink- n downlink-noTokn ogHOro M Toro e
TMNa NakeToB He OOSDKHbI NnepedaBaTbCA MO O4HOMY M TOMY Xe MyTw,
3anyctute oopMy NO 3TOM KOMaHbl B peXume KoHurypaumm npoduns

Hactponka pexnma anroputma rno6anbHoro 6anaHca tpacgmka Ha AP

e  OnuuoHanbHo.
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e BbinonHante 3Ty onepauvio Npu M3MeHeHwn Tpadmka, 4Tobbl COXpaHUTb GamnaHc
Tpacdumka.
KomaHga aggregateport algorithm mode number
Onucanwne number: ykasblBaeT pexmm anroputma
napameTpoB

Mo ymonyaHuo

Pexum no ymonuanuio 3aBucut ot npogykra. BeinonHute KomaHagy show
aggregateport load-balance, 4to6bl NPOBEPUTL HACTPONKM NO YMOMYaHUIO

KomaHgHbIn
pexnm

Pexum rnobanbHon koHdurypauum

PykoBoacteo no

3anyctute komaHgy no aggregate port algorithm mode B pexume

Ncnonb3oBaHuo | rmobanbHOM  KoHdUrypaumm, 4YToObl BOCCTAaHOBUTb  HACTPOWKM MO
ymonyaHuio. 3anyctute komaHgy show running n show aggregateport
load-balance, 4To6bl NpoBEpPUTL, BCTYNAET NIN OHA B CUITY

Hactponka pexuma nonyyeHus KoadcpuumeHta OanaHCUPOBKUM AnA

TYHHEeJlIbHbIX NakeToB

e  OnumoHaneHo. Mpn BbINONHEHNN BGanNaHCUPOBKM HArpy3kn UCNONb3yNTe 3Ty KOMaHAY,
4YTOObl yKasaTb pexmnm nonyyeHus koadduumeHta GanaHCUMPOBKM AN KOHKPETHbIX
TYHHEIbHbIX NakeToB, YTOObLI ONTMMM3NPoBaTb 6anaHCUPOBKY Tpaduka.

KomaHga aggregateport hash-header {inner | outer | inner-outer}
OnucaHue inner: ykasblBaeT BHYTPEHHUI YPOBEHb B 3arofioBKe TYHHESNbHbIX MakeToB
napameTpoB B KQYeCTBE UCTOYHMKA ANs NonyyYyeHnst KoaddurumeHTa 6anaHcMpoBKK.

outer: ykasblBaeT BHELUHUA YPOBEHb B 3arofioBKE TYHHEIbHbIX NMaKeToB B
KayecTBe UCTOYHMKA ANS NoNyYeHus koaddurumeHTa 6anaHCpoBKN.

inner-outer: ykasblBaeT Kak BHYTPEHHWA, TaKk W BHELUHWA YPOBHM B
3arofioBKe TYHHENbHbIX MAKETOB B KAYeCTBE WMCTOYHMKA AN NOSyyYeHus
KoadhpuumeHTa 6anaHCUpOBKK

Mo ymonyaHuio

KoHdurypaumsa no ymonyaHumio 3aBUCUT OT NPoayKTa

KomaHgHbIn
pexmm

Pexunm rnobanbHon koHdurypauum
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PykoBoactso no
NCNoNb30BaHNIO

Ncnonbsynte copmy default aTon komanabl, YTOObI BOCCTAHOBUTbL PEXUM
cbopa faHHbIX N0 YMOMYaHUIo.

lMocne HacTpowku, ecnn KomaHga show running He oTobpaxaeT
KOH(purypaumio, CKOHUIypMpoBaHHbIA PEXMM coBnagaeT CO 3HaYeHueM
Nno YMOJSI4aHuto.

NMPUMEYAHUE: nogpepxvBaemMble napameTpbl KOHUrypaumm n Tunbl
TYHHENbHbIX MAKeTOB 3aBUCAT OT NpoayKTa

4.5.4.4. NMpoBepka

e 3anyctute show running, 4Tobbl 0TOBPa3nTbL KOHMUIrypauuio.
e 3anyctute show aggregateport load-balance, 4Tobbl 0TOGpPa3nTL KOHpMrypauuio

BanaHcMpoBKn

Harpys3ku. Ecnun yCTpOIZCTBO nogaepxmeaeTt KOHd)I/I rypauuo

BanaHcMpoBKM Harpyskun Ha onpegeneHHom nopty AP, 3anyctute show aggregateport
summary, 4tobbl 0TO6pPa3NTL KOHUTYpPaLMIO.

¢ 3anyctute show load-balance-profile, 4ToGbl 0TO6pa3NTL pacluMpeHHbIn NPodunb
BGanaHCcMpOBKM Harpys3Kku.

KomaHga show aggregateport aggregate-port-number [ load-balance | summary |

Onuncanne aggregate-port-number: ykasbiBaeT Homep nopta AP.

napameTpos load-balance: oTo6paxaeT anroputm GanaHcMpOoBKX Harpy3Kku.
summary: otobpaxkaeT CBOAKY NO KaXAoMy KaHany

KomaHgHbIn JTrobon pexxum

pexvm

PykoBoacteo no

MHudopmauua o Bcex noptax AP otobpaxkaeTcs, ecrnim Bbl HE YKaxeTe

(@ orecy

ncnosnb3oBaHuo | Homep nopta AP
QTECH# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance Ports
Agl 8 Enabled ACCESS dst-mac Gi0/2
KomaHga show load-balance-profile [ profile-name ]
Onuncanne profile-name: ykasbiBaeT umsi npocuns
napameTpoBs
KomaHaHbIn JTrobon pexxum
peXunm
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PykoBoactso no
NCNOSb30BaHMIO

OtobpaxatloTca BCe pacluMpeHHble Npodunu, ecrnm He ykasaTb HoMep
npoduns

QTECH# show load-balance-profile module0
Load-balance-profile: module0

Packet Hash Field:

IPv4: src-ip dst-ip

IPvé: src-ip dst-ip

L2 : src-mac dst-mac vlan

MPLS: top-labe 12nd-label

4.5.4.5. NMpumep KoHbUrypauum

Hactpouka pexxnma 6anaHCUpPOBKU Harpy3Kku

CueHapui:

Gigabitethernet1/ Gigabitethernet2

Gigabitethernet1/2 Gigabitethernet2/2

Switch A Switch B

PucyHok 4-6.

Warn
HaCTPOWNKK

[ob6aebTe nopTbl GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha
KommyTaTope A K nopTty 3 ctatmuyeckoro AP.

[ob6aebTe nopTbl GigabitEthernet 2/1 n GigabitEthernet 2/2 Ha
kommyTaTope B k nopTty 3 ctatmnyeckoro AP.

Ha kommyTaTope A HacTponTe 6GanaHCMpOBKY Harpysks Ha OCHOBE
MAC-agpeca ucTodHuka gnd nopta 3 AP B pexume rrnobanbHom
KOHdourypaumm.

Ha kommyTaTope B HacTponTe 6GanaHCMpOBKY HarpyskM Ha OCHOBE
MAC-agpeca HasHayeHuna gnst nopta 3 AP B pexunme rnobanbHom
KOHGoMrypaumm

TOop A

KommyTa- SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport load-balance src-mac

TOop B

KommyTa- SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-2
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SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit
SwitchB(config)# aggregateport load-balance dst-mac

MpoBepka

3anyctute show aggregateport load-balance, 4TOGbI  nNpoBepuUTb
KOHUrypauuto anroputMma 6anaHcMpoBKN Harpy3ku

KommyTa-
Top A

SwitchA# show aggregatePort load-balance
Load-balance : Source MAC

KommyTa-
Top A

witchB# show aggregatePort load-balance

Load-balance : Destination MAC

HacTtpon
CueHapui:

Ka ynpaBrieHns 6anaHCUpPOBKOW XeLU-Harpy3ku

Gigabitetharnat1/1 Gigabitatharmet2/1

= =
— _—

Gigabitethernet1/2 Gigabitethermat2/2

P )
Switch A Switch B

PucyHok 4-7.

Warn
HaCTPONKK

e [Jlob6aebTte nopTtbl GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha
KommyTaTope A K nopTty 3 ctatmnyeckoro AP.

e [Jlo6aebTte noptbl GigabitEthernet 2/1 n GigabitEthernet 2/2 Ha
kommyTaTope B k nopTty 3 ctatmnyeckoro AP.

e Ha kommyTaTtope A OTKMHOUUTE XELU-CUHXPOHM3aUMIo ONs NakeToB
FCoE.

e Ha kommyTaTope B oTkntoumte Xell-CUHXPOHM3aLMI0 Ans NakeToB
FCoE.

e Ha kommyTaTope A HacTponTe KOI(PPULMEHT XeLl-Henonagok A.
e Ha kommyTaTope B HacTponTe KoapdpULMEHT XeLl-Henonagokx B.
e Ha kommyTaTope A BKIOUMTE TMOKUIA XELL.
e Ha kommyTtaTtope B BkntounTte rubkunn xeww

KommyTtaTtop
A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit
SwitchA(config)#load-balance-profile
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SwitchA(config-load-balance-profile)#no hash-symmetrical fcoe
SwitchA(config-load-balance-profile)#hash-disturb A
SwitchA(config-load-balance-profile)#exit
SwitchA(config)#aggregateport hash-elasticity enable

KommyTtatop SwitchB# configure terminal

B SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit
SwitchB(config)#load-balance-profile
SwitchB(config-load-balance-profile)# no hash-symmetrical fcoe
SwitchA(config-load-balance-profile)#hash-disturb B
SwitchB(config-load-balance-profile)#exit
SwitchB(config)#aggregateport hash-elasticity enable

MpoBepka 3anyctute show running, 4To6bl MPOBEPUTL MPAaBUIBHOCTL KOH(PUrypaumm

4.5.4.6. PacnpocTpaHeHHble OWNOKKU

lMonb3oBaTenb BKAOYAET XeLl-CUHXPOHU3auunio ang naketos IPv4, IPv6, FCoE n On. OgHako
KOHpurypaums He oTobpaxaeTcs, Koraa nonb3oBaTtenb 3anyckaet show running. 3To cBsizaHo
C TEM, YTO Xell-CUHXPOHM3auusa ans naketosB IPv4, IPv6 n FCoE BknoyeHa No ymomnyaHuto.
Mocne Toro, Kak Nofb3oBaTeNb OTKIOYMT OYHKLMIO, 0TOOpasnTcsa KOHurypauus.

4.5.5. HacTtponka pexunma emkoctn AP

4.5.5.1. 3dhcekT KOHpUrypauum

M3meHnTe MakcMmarnbHOe KOMMYeCcTBO HacTpamBaeMbix noptoB AP ©M  MakcumanbHoe
KONNYeCcTBO NOPTOB-YYACTHUKOB B KaXXgoMm nopty AP.

4.5.5.2. NMpumeyaHus

e B cucteme yctaHoBneH pexuMm eMkocTn AP no ymonyaHuio. Bbl moxeTe 3anyctuTb
KomaHay show aggregateport capacity, 4ToObl 0TOB6pa3nTb TEKYLLNIN PEXNM EMKOCTMU.

e Ecnu tekywas koHdurypauusi (MakcumanbHoe KonmyecTBo nopToB AP UK KONMYeCTBO
NOPTOB-Y4aCTHMKOB B KaxaoM nopTy AP) npeBbillaeT eMKOCTb, KOTOpY Heobxoanmo
HaCTPOUTb, KOH(UIypaLMs peXxMma eMKOCTU 3aBEepLUNTCS OLUMGKON.

4.5.5.3. lWaru HacTpounKu

Hactponka pexunma emkoctn AP
¢  (OnuuoHanbHo) BbinonHUTE 3Ty HACTPOKKY, YTOObLI N3MEHUTL EMKOCTb AP.

e BhinonHuTe STy HACTpPOWKy Ha YCTPOWCTBaAxX, MNOAAEPXKUBAKOLLMX WU3IMEHEHUe
NPOMyCKHOM CnocoBHOCTN AP, TakMx Kak KOMMyTaTopbl S4pa.

130

@ §) QTECH

MWP OOCTYNHEE




PykoBofacTeo no Hactponke cepuss QSW-6910

HaCTpOVIKa arpermpoBaHHOro nopta
KomaHga aggregateport capacity mode capacity-mode
Onucanwne capacity-mode: ykasblBaeT pexmm eMKOCTU
napameTpoB

Mo ymonyaHuo

Mo ymonuyaHuio pexuMmbl NPOMYCKHOM cnocobHocTn AP 3aBucAt oOT
ycTponcTtBa. Hanpumep, 256x16 ykasbiBaeT, 4YTO YCTPOWCTBO UMeeT
Makcumym 256 noptoB AP 1 16 NOpTOB-y4aCTHUKOB B Kaxxgom nopty AP

KomaHgHbIn
pexnm

Pexum rnobanbHon koHdurypauum

PykoBoacteo no
NCMNomnb30BaHUIO

B cucteme npeaycMoOTpeHO HECKONBKO PEXMMOB €MKOCTU AN YCTPOWCTB,
NOAAEPKUBAIOLLMX HACTPOMKY pexumma eMKOCTW. YTobbl BOCCTaHOBUTH
HaCTPOKMKM NO YMOSYaHUIo, 3anycTuTe no aggregateport capacity mode B
pexume rnobanbHON KoHUrypauum

4.5.5.4. NpoBepkKa

e 3anyctute show running, 4Tobbl 0TOBPa3nTbL KOHUIrypauuio.

e 3anyctute komaHgy show aggregateport capacity, 4tobbl 0TOOpa3anTb TEKyLIUI
pexum emkoctn AP 1 ncnons3oBaHue eMmkoctn AP.

KomaHga show aggregateport capacity
KomaHgHbin JTrobon pexxum
pexmm

QTECH# show aggregateport capacity
AggregatePort Capacity Information:
Configuration Capacity Mode: 128*16.
Effective Capacity Mode : 256*8.
Available Capacity : 128*8.

Total Number: 128, Used: 1, Available: 127
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4.5.5.5. NMpumep koHhUrypauum

HacTponka pexuma emkoctn AP

CueHapun:
Gigabitethernat1/1 Gigabitethernet2/1
Gigabitethernet1/2 Gigabitethernet2/2
Switch A Switch B
PucyHok 4-8.
Warn e [lobasbTe nopTbl GigabitEthernet 1/1 wn GigabitEthernet 1/2 Ha
HaCTPOWKU kommyTaTope A Kk nopTty 3 ctatmuyeckon AP.
e [lob6aebTe nopTbl GigabitEthernet 2/1 u GigabitEthernet 2/2 Ha
kommyTaTope B k nopty 3 ctatuyeckon AP.
e Ha kommyTaTope A HacTpouTe pexum NponyckHon cnocobHoctn AP
128x128.
e Ha kommyTtaTope B HacTpoute pexum nponyckHon cnocobHoctn AP
256x64
KommyTta- SwitchA# configure terminal
e SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit
SwitchA(config)# aggregateport capacity mode 128*128
KommyTa- SwitchB# configure terminal
Top B

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport capacity mode 256*64

Mpoeepka | 3anyctute komangy show aggregateport capacity, 4To6bl npoBEpPUTH
KOHdourypaumio pexmma emkoctn AP

KommyTa- SwitchA# show aggregatePort capacity
Top A AggregatePort Capacity Information:
Configuration Capacity Mode: 128*128.
Effective Capacity Mode : 128*128.

Available Capacity Mode : 128*128.
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Total Number : 128, Used: 1, Available: 127

KommyTa- SwitchB# show aggregatePort capacity
e[ = AggregatePort Capacity Information:
Configuration Capacity Mode: 256*64.
Effective Capacity Mode : 256*64.
Available Capacity Mode : 256*64.

Total Number : 256, Used: 1, Available: 255

4.5.6. BkntoyeHue BFD ana nopTtoB-yyacTtHuUkoB AP

4.5.6.1. ddhcdekT KOHpUrypaumum

o Bknounte BFD gns Bcex noOpToOB-y4aCTHUKOB yKa3aHHOro nopta AP.

e [locne BkntoyeHns BFD gna nopta AP kaxablil NOPT-y4acTHUK BbINosniHAeT BFD, 4To6bI
onpegenuTb, cnegyeT NU pacnpeaensiTb NakeTbl HA MNOPT-yYaCTHUK OIS peanusaumm
©anaHcupoBkn Harpysku. Korga BFD oGHapyXuBaeT, YTO MOPT-y4aCTHUK OTKIOYEH,
nakeTbl He pacnpegenstoTca Ha nopT. Korga BFD obBHapyxuBaeT, 4ToO NOpT-y4aCTHUK
BOCCTaHOBIIEH B COCTOsIHMM Up, NakeTbl CHOBA pacnpenenstoTcs Ha nopr.

4.5.6.2. NMpumeyaHus

e [locne BkntouyeHnsa BFD gnga nopta AP HacTpamBatTcsa ceaHcbl BFD. YTo6Gbl ceaHchl
BCTYNWNN B cury, BaMm Heobxoanmo HacTpouTb napameTtpbl BFD. [JononHuTtenbHble
cBegeHnd cM. B pasgene Reliability Configuration Hactponka BFD.

e BknioyeHne wunm  oTknmodeHne BFD  pgna  ogHoro noprta-ydactHuka AP He
noggepxmeaeTcs. Bbl JOMKHbI BKNIOYUTL UK oTKNOYMTL BFD ans scen rpynnel AP.

e TonbKO MOPTbI-y4aCTHUKM B COCTOSIHAM Mepecbifikn  BkModeHbl ¢ BFD. Ecnn
NopT-y4aCTHUK HE HAXOOQUTCSH B COCTOSIHUM NEPECLINKN U3-3a TOro, 4YTo kaHan unm LACP
He paboTaeT, ceaHc BFD Ha nopTy-y4aCcTHMKY aBTOMaTUYECKM yaanseTcs.

e Ecnu goctyneH TONbkO OAMH MOPT-y4acTHUK (B COCTOSIHUM MEPEecChbInkn), BCe NakeTbl
pacnpegensTcs Ha 3ToT nopT. B atom cnyvyae BFD He paboTtaet. Koroa mmeetcs
©onee ogHOro OCTYNHOro nopra-yvyactHuka, BFD cHoBa BCTynaeT B cury.

4.5.6.3. lWarn HacTpounku

BkntoyeHne BFD ana noptoB-y4yacTHUKOB AP

e (OnuuoHanbHo) Bkntounte BFD, ecnn BamM HyXHO onpegenuTtb cbor Ny Ha
nopTax-yyacTHMKax B MWINMCEKyHAax. Tpadmk no HeucrnpaBHOMY KaHany Oyger
NepeKryYeH Ha KaHanbl OpYrnX y4acTHUKOB B crnyvae cbosi cBAsu.

e  BbINonHMTE 3Ty HACTPOWKY Ha YCTPOWCTBAX, KOTOPble MOAAEPXKMBAIOT KOppenauuto

AP-BFD.
KomaHga aggregate bfd-detect {ipv4 | ipv6} src_ip dst_ip
Onuncanne ipv4: BkntoyaeT IPv4 BFD, ecnu nopt AP HacTpoeH ¢ agpecom IPv4.
IRl ok ipv6: BkmioyaeT IPv6 BFD, ecni nopT AP HacTpoeH ¢ agpecom IPv6
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Onucanwne src_ip: ykasbiBaeT ucxoaHbln IP-agpec, 1. e. IP-agpec, HAaCTPOEHHbIN Anis
napameTpoB nopta AP.

dst_ip: ykasbiBaeT IP-agpec HasHaveHus, T. e. IP-agpec, HAaCTPOEHHbIN Ha
nopty peer AP

Mo ymonyanuio | Mo ymonuyaxuio BFD oTkntoyeH

KomaHaHbIn Pexum koHdurypaummn nHtepdenca ykasaHHoro nopta AP
pexmm

Pykosoacteo no | 1. Ytobbl ceaHcel BFD Bctynunu B cuny, HeobxoaMMO HacTpoOUTb

NCMNOJSIb30BaHUIO napametpbl BFD. lononHuTenbHble cBegeHns cM. B pasgerne Reliability
Configuration Hactponka BFD.

2. PasnuyHble npoaykTbl MOryT nogaepxusatb pasHble IPv4/IPv6 BFD.

3. [Onsa nopta AP moxHO BkMtounTb kak IPv4 BFD, tak n IPv6 BFD, ecnun
OHM 06a noaaepKmBatoTCS.

4. Tlocne BkntoyeHna BFD gns nopta AP ceaHcel BFD aBTOMatuyecku
HacTpaMBalOTCS Ha €ro NoOpPTax-y4acTHMKAX B COCTOSHUWN NEPECHINKN

4.5.6.4. NpoBepkKa

e 3anyctute show running, 4Tobbl 0TOBPa3nTbL KOHUIrypauuio.

e 3anyctute show interface aggregateport, 4yTobbl OTOGpa3uTb coctosiHne BFD
NopTOB-y4YacTHMKOB AP.

KomaHga show interface aggregateport ap-num
Onucanne ap-num: ykasbiBaeT Homep nopta AP
napameTpos

KomaHaHbIn JTrobon pexxum

pexum

QTECH# show interface aggregateport 11

Aggregate Port Informations:

Aggregate Number: 11

Name: "AggregatePort 11"

Members: (count=2)
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 0/2 Link Status: Up Lacp Status: susp BFD Status: Invalid
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4.5.6.5. NMpumep koHhUrypauum

BknrouyeHue IPv4 BFD ansa nopTtoB-y4acTHMKOB AP
CueHapun:

Gigabitethernet! /1 Gigabitethermet2/1

— _—

Gigabitethernet1/2 Gigabitethermat2/2

Switch A S
Switch A Switch B

PucyHok 4-9.

LWarn e Bkntounte LACP gnsa noptos GigabitEthernet 1/1 n GigabitEthernet 1/2
HaCTPOMKK Ha kommyTaTope A u fobasbTe nopThl B nopT 3 AP LACP.

e Bknounte LACP gnsa noptos GigabitEthernet 2/1 n GigabitEthernet 2/2
Ha kommyTaTope B 1 gobasbTe nopThl B nopt 3 AP LACP.

e Hactpownte IP-agpec 1.0.0.1 ana nopta AP 3 Ha kommyTatope A u
BkrtounTte IPv4 BFD.

e Hactponte IP-agpec 1.0.0.2 gns nopta AP 3 Ha kommyTaTope B u
Bkntounte IPv4 BFD

KommyTta- SwitchA# configure terminal
wef SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# no switchport

SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# ip address 1.0.0.1
SwitchA(config-if-Aggregateport 3)# aggregate bfd-detect ipv4 1.0.0.11.0.0.2

SwitchA(config-if-Aggregateport 3)# bfd interval 50 min_rx 50 multiplier 3

KommyTa- SwitchB# configure terminal
Top B SwitchB(config)# interface range GigabitEthernet 1/1-2
SwitchB(config-if-range)# no switchport

SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit

SwitchB(config)# interface aggregateport 3
SwitchB(config-if-Aggregateport 3)# ip address 1.0.0.2
SwitchB(config-if-Aggregateport 3)# aggregate bfd-detect ipv4 1.0.0.2 1.0.0.1

SwitchB(config-if-Aggregateport 3)# bfd interval 50 min_rx 50 multiplier 3
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Mposepka | 3anyctute show run, 4ToGbl NPOBEPUTL, BCTYNUMA NN KOHUIypaLUs B CUITy.

3anyctute show interface aggregateport, 4To6bl 0TO6pa3nTL coctosiHne BFD
nopToB-y4yacTHukos AP

KommyTa- SwitchA# show run | include AggregatePort 3
Top A Building configuration...

Current configuration: 54 bytes
interface AggregatePort 3

no switchport

ip address 1.0.0.1

aggregate bfd-detect ipv4 1.0.0.11.0.0.2
bfd interval 50 min_rx 50 multiplier 3

SwitchA# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 1/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 1/2 Link Status: Up Lacp Status: bndl BFD Status: UP

KommyTta- SwitchB# show run | include AggregatePort 3
e Building configuration...

Current configuration: 54 bytes
interface AggregatePort 3

no switchport

ip address 1.0.0.2

aggregate bfd-detect ipv4 1.0.0.2 1.0.0.1
bfd interval 50 min_rx 50 multiplier 3

SwitchB# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 1/1 Link Status: Up Lacp Status: bndl BFD Status: UP
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GigabitEthernet 1/2 Link Status: Up Lacp Status: bndl BFD Status: UP

4.5.6.6. PacnpocTpaHeHHble OWnoKu

1. Ecnwn BFD BkntoveH gnsi nopta AP 6e3 napameTtpos BFD, BFD He BcTynaeTt B cuny.

2. Tocne Toro, kak BFD BkntoyeH ans nopta AP, coceq BFD gomkeH GbITb HAanpamyto
noAakntodeHHbIM noptoMm AP, BKMtoYeHHbIM ¢ BFD.

4.5.7. HacTtpourka npeano4vTuTesibHOro nopTta-y4actHuka AP

4.5.7.1. ddhcekT KOHpUrypaumum

° HaCTpOIZTe nopT-y4aCTHUK B Ka4eCTBe npeanoyvTuTeribHoOro nopta-yv4actHuka AP.

e [locne HacTpOMKM NpeanoYTUTENBHOMO NopTa-yyacTHUKa nakeTol VLAN ynpaBneHus Ha
nopTe AP nepeHanpaBnaloTCs 3TUM NOPTOM.

4.5.7.2. NMpumeyaHus

e [lononHuTenbHble cBedeHuMst 0 HacTpomke VLAN gns ynpaBneHus cMm. B pasgene
Hactpownka MAC.

e [na opHoro nopta AP MOXHO HacTpOMTb TOMbKO OAWH MNpPeanoyYTUTENbHbIV
NOPT-y4aCTHMK.

e [locne TOro, kak nopt-y4actHMK AP LACP HacTpoeH B KayecTBe MpeanoyTUTenbHOro
nopTta-y4yactHuka AP, ecnu cornacosaHne LACP Ha Bcex nopTtax-ydacTHukax AP He
yoaeTcs, npeanoyTUTeNbHbIA MOPT aBTOMaTUYECKM MOHWXKaeTCcd A0 CTaTU4eCcKoro
nopTa-y4yactHuka AP.

4.5.7.3. lWarn HacTpoukun

Hactpoika npeanoytutensLHOro noprta-y4yactHmka AP

¢ (OnuuoHanbHO) BbINONHUTE 3Ty HACTPOKMKY, 4YTOObI yKasaTb MOPT-ydacTHUK AP,
npeaHasHayYeHHbIN ansa nepecsinku naketos ynpasneHns VLAN.

o KoHGwurypauuss npumeHMma K [OBYXCUCTEMHbIM cepBepam. HacTtponte nopr,
nogkroyeHHsln K ynpasneHnio NIC cepBepa, B KayecTBe MNpeanovTUTenbHOro
nopTa-y4yactHuka AP.

KomaHnga aggregateport primary-port

Mo ymonyanmio | Mo ymon4yaHuio, HWM OAMH  nopT-ydacTHUK AP He saBnsetcs
npeanoyTUTENbHBIM MOPTOM

KomaHaHbIn Pexnm HacTponkm nHtepgenca nopta-yvyactHuka AP
peXnm

4.5.7.4. NMpoBepkKa

e 3anyctute show running, 4To6bl 0TOBPa3NTbL KOHUIrypauuto.

e 3anyctute show interface aggregateport, 4To6bl 0TOOGPa3NTL NPeaNOYTUTENbHbLIN
NnopT-y4yacTHUK AP.
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KomaHga show interface aggregateport ap-num
OnucaHue ap-num: ykasbiBaeT Homep nopta AP
napameTpoB
KomaHgHbIn JTrobon pexxum
peXnm

QTECH# show interface aggregateport 1

Aggregate Port Informations:
Aggregate Number: 11
Name: "AggregatePort 11"
Members: (count=2)
Primary Port: GigabitEthernet 0/1
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl
GigabitEthernet 0/2 Link Status: Up Lacp Status: bndl

4.5.7.5. NMpumep KoHUrypaumum
Hactpoika npeanoyTtutenbHOro nopra-y4yactHmka AP

CueHapun:
MIC 1 Gigabitethermet1/1

Gigabitethernet1/2
SwitchA Remote Server

PucyHok 4-10.

Warn o Bkniounte LACP ans noptoB GigabitEthernet 1/1 n GigabitEthernet 1/2
HaCTPOMKK Ha kommyTaTope A n gobasbTe nopThl B nopT 3 AP LACP.

e Hactponte nopt GigabitEthernet 1/1 Ha kommyTaTope A B kavecTBe
NpPeanoYTUTENBHOrO nopTa.

e Hactponte VLAN 10 Ha kommyTaTtope A B Ka4yecTBe ynpasnsioLlen
VLAN

KommyTa- SwitchA# configure terminal

T SwitchA(config)# interface range GigabitEthernet 1/1-2

SwitchA(config-if-range)# port-group 3 mode active
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SwitchA(config-if-range)# exit
SwitchA(config)# interface gigabitEthernet 1/1

SwitchA(config-if-GigabitEthernet 1/1) aggregateport primary-port

SwitchA(config-if-GigabitEthernet 1/1)# exit
SwitchA(config)# aggregateport-admin vlan 10
SwitchA(config)# interface aggregateport 3

SwitchA(config-if-Aggregateport 3)# switchport mode trunk

SwitchA(config-if-Aggregateport 3)#

Building configuration...
Current configuration: 54 bytes
interface GigabitEthernet 1/1
aggregateport primary-port
portgroup 3 mode active

SwitchA# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
Primary Port: GigabitEthernet 1/1
GigabitEthernet 1/1  Link Status: Up
GigabitEthernet 1/2  Link Status: Up

Lacp Status: bndl
Lacp Status: bndl

Mpoeepka | 3anyctute show run, 4ToGbl NPOBEPUTL, BCTYNMNA N KOHUrypauus B cuny.
3anyctuTte show interface aggregateport, YTOObI otobpasnTtb
npeanoyTUTENbHbIA NOPT-y4acTHUK AP

KommyTa- SwitchA# show run | include GigabitEthernet 1/1

Top A

4.5.8. HacTtpoka MMHMManNbHOro Konum4yecTBa NOPTOB-y4YacTHMKOB LACP

AP

4.5.8.1. ekt KOHpUrypauum

MNMocne HacCTPOMKM MWHUMANbHOIO KOfMyecTBa MOPTOB-y4acTHUKOB AP rpynna arperauuu
BCTyMNaeT B CUIy TOJMbKO TOrA4a, Koraa KomMyecTBO NOPTOB-YYaCTHUKOB Gosblle MUHUMATIbHOMO

yucna.
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4.5.8.2. MpumeyaHus

Ecnu konnyecTtBo nopToB-y4acTHUKoB AP LACP ang rpynnel arperaumm LACP meHbLue,
YeM MUWHUMAanbHOE HAaCTPOEeHHOE KOMWYeCTBO MNOPTOB-yyacTHUKOB AP, Bce
NOPThI-y4aCTHUKN AP HaxoaaTCca B COCTOAHUN OTMEHbLI NPUBA3KNA.

lMocne HaCTPOMKM MUHMMAnNbHOIO KOfMYecTBa MOPTOB-YYACTHWUKOB cTaTuyeckux AP,
€CNnn KONMYEeCTBO MOPTOB-y4aCTHUKOB cTatudeckux AP B cocTtosHum Up MeHblue
MMWHUMAnbHOrO Yncna, NopPTbl-y4aCTHUKM cTaTtndecknx AP B cocTosiHum Up He moryT
nepecbinatb AaHHble, a cooTBeTcTBYyOWan AP He paboTtaeT. OgHako Ha cocTosHME
peera ato He BnusieT. CnegoBaTenbHO, COOTBETCTBYOLWME (DYHKUUN LOMKHbI ObITb
HacCTpoeHbl Ha peer’e.

4.5.8.3. lWaru HacTpouKu

HaCTpOﬁKa MUHUMaANTIbHOIO KoJinyecTtBa NOpPTOB-Y4aCTHUKOB AP

o (OnuuoHanbHO) BbINnonHWUTE 3Ty HACTPONKY, YTODLI YKasdaTb MUHUMAabHOE KOSIMYECTBO
NopTOB-y4YacTHUKOB AP.

KomaHga aggregateport member minimum number
OnucaHue number: yka3blBaeT MMHMManNbHOE KONIMYECTBO NOPTOB-Y4aCTHMUKOB
napameTpoB

Mo ymonyaHuo

Mo yMon4yaHn MMHUMasribHoe KOJin4eCTBO NOpTOB-y4YaCTHUKOB paBHO 1

KomaHgHbIn
PEXUM

Pexnm koHurypaumm nHtepdenca ykasaHHoro nopta AP

HacTtpoika MMHMManbLHOro KonnyecTsa NOPTOB-y4acTHMKOB AP (aencteue)

e  (OnuuoHanbHO) BbinonHUTE 3Ty HACTPOWKY, KOraa KONMMYeCcTBO NOPTOB-yYaCTHUKOB AP
B cocTosHUn Up MeHbLLe MUHUMArbHOIO KOSinyecTBa NnopToB-y4acTHUKOB AP.

KomaHga aggregateport member minimum action [shutdown]
Onucanne shutdown: oTkno4YaeT OObEOWHEHHBbIW MNOPT, KOrga  KONMYECTBO
napameTpoB noptoB-yyactHukoB AP B coctosiHum Up MeHblle MWHUMasnbHOro

KonunyecTsa NopToB-y4yacTHUKoB AP

Mo ymonyaHuio

Mo ymon4yaHuio HUKakoe OeNCTBME He 3anycKaeTcs

KomaHgHbIn
pPeXnUMm

Pexnm koHdurypaumm nHtepdenca ykasaHHoro nopta AP

4.5.8.4. NpoBepkKa

e 3anyctute show running, 4Tobbl 0TOBPa3NTbL KOHUIrypauuto.

e 3anyctute

show interface aggregateport, 4yTOGbI OTOGpPaA3NTL COCTOSIHME

NoOpTOB-y4acTHUKOB AP.
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KomaHga show interface aggregateport ap-num
Onucanwne ap-num: ykasbiBaeT Homep nopta AP
napameTpoB
KomaHgHbIn JTrobon pexxum
pexmm

QTECH# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl
GigabitEthernet 0/2 Link Status: Up Lacp Status: bndl

4.5.8.5. Npumep KoHUrypauum

HacTtpoka MMHMManbLHOro kKomnuyectBa noptoB-yyactHukoB LACP AP c¢
KonmyecTtBOM NopToB-y4yacTHUMKOB LACP AP MeHbLe MUHUMaNbLHOrro KoniuyecTea
noptoB-y4yacTtHukoB LACP AP

CueHapun:
Gigabitethernet1/1 Gigabitethernet2/1
Gigabitethernet1/2 Gigabitethermat2/2
Switch A Switch B
PucyHok 4-11.
Larn o Bkniounte LACP ana noptoe GigabitEthernet 1/1 n GigabitEthernet
HaCTPOWKK 1/2 Ha kommyTaTope A n gobasbte nopThl B nopT 3 AP LACP.
o Bkniounte LACP ana noptoe GigabitEthernet 2/1 n GigabitEthernet
2/2 Ha kommyTaTope B 1 go6asbTe noptel B nopT 3 AP LACP.
e Ha kommyTaTope A yCTaHOBMTE MUHMMANbHOE KONMMYECTBO NOPTOB-
y4acTHuKoB rnopta AP ¢ 3 Ha 3
KommyTtatop SwitchA# configure terminal
A SwitchA(config)# interface range GigabitEthernet 1/1-2
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SwitchA(config-if-range)# no switchport

SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# aggregateport minimum member 3

KommyTtaTtop SwitchB# configure terminal
B SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# no switchport
SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit
SwitchB(config)# interface aggregateport 3
SwitchB(config-if-Aggregateport 3)# aggregateport minimum member 3
MpoBepka e 3anyctmte show run, 4ToObI MpPOBEpPUTb, BCTynNura nu
KOHUrypauus B cuny.
e 3anyctnte show lacp summery, 4ToObl O0TOBpPa3nTb COCTOSHWUE
arpermpoBaHus Kaxgoro nopra-yyactHuka AP
EommyTaTop SwitchA# show LACP summary 3

System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Gil/1 SA bndl 32768 0x3  OxI 0x3d

Gil/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0Ox3d
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HacTtponka MuHMManbHOro Konu4yectBa nopToB-yyacTHukoB LACP AP c
KonunyectBoM nopToB-y4yacTHUKoB LACP AP He MeHblle MUHUMaNbLHOro
KonuyecTtBa nopTtoB-y4yacTHukoB LACP AP

Gigabitethernet! /1 Gigabitethermet2/1
d = =
Gigabitethernet1/2 Gigabitethernet2/2
Swritch A = PTH
Switch A Switch B

PucyHok 4-12.

Warun } e Bknounte LACP ans nopToB GigabitEthernet 1M1,
HaCTPOWKU GigabitEthernet 1/2 n GigabitEthernet 1/3 Ha kommyTatope A u
nobasbTe nopThl B nopt 3 AP LACP.
o Bkniounte LACP ansa noptos GigabitEthernet 2/1, GigabitEthernet2/2
n GigabitEthernet 2/3 Ha kommyTaTope B n go6aBbTe nopThl B NopT 3
AP LACP.
e YCTaHOBMTE MMHMMAanbHOE KONMYECTBO MOPTOB-y4YACTHWKOB MopTa
LACP AP c3Ha?2
KommyTtaTtop SwitchA# configure terminal
b SwitchA(config)# interface range GigabitEthernet 1/1-3
SwitchA(config-if-range)# no switchport
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit
SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# aggregateport member minimum 2
KommyTaTtop SwitchB# configure terminal
B SwitchB(config)# interface range GigabitEthernet 2/1-3
SwitchB(config-if-range)# no switchport
SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit
SwitchB(config)# interface aggregateport 3
SwitchB(config-if-Aggregateport 3)# aggregateport member minimum 2
MpoBepka 3anycTtute show run, 4To6bl NPOBEPUTL NPABUITLHOCTEL KOHMUIypaLuum.
3anyctnte show lacp summery, 4TO6bl 3anpocUTb CTATYC KaKOoro
nopTa-y4acTtHuka nopta AP
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A

KommyTtaTtop SwitchA# show LACP summary 3

System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Gil/1 SA bndl 32768 0x3  0Ox1 0x3d

Gil/2 SA bndl 32768 0x3 0x2 0x3d

Gil/3 SA bndl 32768 0x3 0x3  0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0x3d
Gil/3 SA 32768 08c6.b3.0002 0x3 0x3  0x3d

4.5.8.6. PacnpocTpaHeHHble OWnoKu

Konuyectso nopTtoB-ydacTtHukos AP LACP B rpynne arperaumm LACP MeHblle, 4em
MWHUMasSIbHOE HaCcTPOEHHOE KONMYecTBO MOpTOB-y4acTHMKOB AP, rpynna arperaunmn LACP He
HaxoAMTCSA B COCTOSHUU NPUBA3KU.

4.5.9. BknroyeHue yHKuumn HezaBucumoro nopta LACP

4.5.9.1. 3dhdeKkT KOHpUrypauum

Mocne BKMOYEHUA QYHKUMKM He3aBucumoro nopta LACP nopt-yyactHuk LACP
aBTOMaTM4eCKM MEHSIETCA Ha 0OLLMIA br3nyecknii NopT, ecnn nopT-ydacTHUK LACP He
nony4aet naketbl LACP B TeyeHMe yCTaHOBIIEHHOIo rnepuvoga BpeMeHW OXuAaHu4.
CocTosiHme nopTta-yvactHuka LACP nameHsieTcs Ha individual, n nopt-yyactHuk LACP
MOXeT NpaBuIibHO NepechiriaTb NaKeThbl.

Mocne Toro, kak nopT-ydacTHUK LACP nonyyaet naketoel LACP, OH cHoBa
nepekno4vaeTcs Ha He3aBncKMMbIn NOpT LACP onga BeINONMHEHMSA COrNacoBaHNs NakeToB
LACP.

Mepuog Tanm-ayta He3aBUCMMOrO NMOPTa MOXHO HACTPOUTL B KOH(Urypauuu.
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4.5.9.2. NMpumeyaHus

Mocne BkrtoyeHUs pyHKuum Hesasucmumoro nopTta LACP nopT-yvacTHuk LACP He cpasy
n3mMeHnTca Ha obwmn dusmdeckmn nopt. [lopT-yyactHnk LACP MeHsieTca Ha
He3aBMCKMbIN NOPT (0BLWMIA DU3MYECKUA MOPT) TOMNbKO B TOM Criyyae, eCnnm OH He
nonyyaet nakeTbl LACP B TeyeHne yCTaHOBMEHHOro TanM-ayTa.

KoHdpurypauus nepvoaa tam-ayTta Ans Hesasucumoro nopta LACP BnvsieT TONbKO Ha
Te NopTbl-y4acTHUKM LACP, KoTopble He NpeBpaTUnCh B HesaBucKUMble NopTol. Mocne
HaCTpPOWKM Nepuoga TaM-ayTa pacyeT nepuoaa Bo306GHOBUTCS.

B pexume anutenbHoro tamm-ayta naket LACP oTnpasnsetcsa kaxable 30 cekyHn.
Mepuopg Tanm-ayTa gormkeH 6biTb 6onbLue 30 cekyH, YTOObI HE BANATb Ha HOpMaribHOe
cornacoesaHne LACP. PekoMeHOyeTCa HACTPOUTb Nepuod Tanm-ayta Kak MUHUMYM B
OBa pasa bonblie nepuoda oTnpasku naketa LACP. B TedyeHne KOpoOTKOro nepmoga
Tarm-ayTa orpaHU4YEeHUI HeT.

4.5.9.3. lWaru HacTpouku

BknioyeHune pyHKuMM HezaBucumoro nopta LACP

OnuuoHanbHo.

BbinonHute a3ty onepaumio, 4ToObl MOPT-y4aCTHUK arpernpoBaHHon rpynnel LACP mor
HOpMarnbHO rnepeckiniath nakeTbl, Korga nopt-ydacTHUK LACP He MOXeT BbIMOMHATb
cornacoBaHnue LACP.

KomaHpa lacp individual-port enable

Mo ymonuaHuio | Mo ymonuaHumio pyHKUmMS Hesasucmumoro nopta LACP oTknoveHa

KomaHgHbIn Pexunm koHdurypaumm nHtepdenca
pexunum

Hactpouka nepnona tanm-ayrta ansa HesaBucumoro noprta LACP

OnuyuoHanesHo.

BbinonHute aTy onepauuio, koraa HesaBucumomy nopty LACP Heo6xogMmMo HacTponTb
nepuog Tanm-ayTa.

KomaHga lacp individual-timeout period time
Onucaxne time: nepnog Tanm-ayta. nanasoH 10-90, eanHnua namepeHus CeKyHabl
napamMmeTpoB

Mo ymonuaHuio | MNMepuopg Tanm-ayTta He3zaBmcmoro nopta LACP no ymonuanuio coctaensieT

90 cekyHq

KomaHaHbIn Pexwum rnobanbHon koHurypaumm
peXunm

4.5.9.4. MNpoBepkKa

3anycTtute show running, 4To6bl 3aNPOCUTE COOTBETCTBYHOLLYIO KOH(UIYpaLuuto.
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e 3anyctute show interface aggregateport, 4TOoOGbl 3anNpPoOCUTb COCTOSHME
nopTa-y4acTtHuka AP.

KomaHga show interface aggregateport ap-num
Onucanwne ap-num: ykasbiBaeT Homep AP
napameTpoB

KomaHgHbIn Bce pexnmbl

pexum

MNpenctaBnenve | QTECH# show interface aggregateport 3
KOoMaHabl
Aggregate Port Informations:

Aggregate Number: 3

Name: "AggregatePort 3"

Members: (count=2)

GigabitEthernet 0/1 Link Status: Up Lacp Status: individual

GigabitEthernet 0/2 Link Status: Up Lacp Status: individual

4.5.9.5. NMpumep KoHUrypaumum
BknroyeHune ¢yHKumnm He3aBucumoro noprta LACP

CueHapwun:
Gigabit Ethernet1/1

NIC 1

NIC 2 Gigabit Ethernetl1/2
) Remote OS installation device

Server with two NICs Access device Network
PucyHok 4-13.
Onucanve Kak nokasaHo Ha PucyHke 4-13, cepep ncnonbayeT NIC 1 n NIC 2 B kauecTBe

KOMMYHUKAUMNOHHBIX MOPTOB Ansi gocTtyna k noptam Gigabitethernet1/1 u
Gigabitethernet1/2 yctponctea poctyna. B rpynny arperaumn LACP
pobasnstotca nopTel Gigabitethernet1/1 n Gigabitethernet1/2, Hanpumep,
nopt AP 3. Boigendaetca koHkpeTHaa VLAN, Hanpumep, VLAN 10. ®yHKUMS
He3aBucumoro nopta LACP BkniouyeHa gns noptoB Gigabitethernet1/1 u
Gigabitethernet1/2. Ecnn OC He ycTaHOBRNeHa Ha cepBepe, corflacoBaHue
LACP mexagy cepBepoM M yCTPOWCTBOM AOCTyna He BbINonHAeTCs. B aTom
cny4vae noptbl Gigabitethernet1/1 n Gigabitethernet1/2 yctponcTtea goctyna
MeHsITCA Ha obLwme usmyeckne nopTbl 1 aBTOMATUYECKN BbIAENAOTCA AN
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VLAN 10. CepBep ncnonb3yeT ceTeBylo KapTy 1 unu ceteBylo KapTy 2 Ans
CBA3WN C ypaneHHbiM ycTponcTBoM yctaHoBkn OC. [lMocne ycrtaHoBkn OC
cepBep NoaKn4vaeTcd K yCTPoncTBy goctyna B pexume LACP

LWarn e Bxmouste LACP gna noptoB  GigabitEthemnet 1/1  n
HaCTPOMKU GigabitEthernet 1/2 Ha ycTponcTBe gocTyna u gobaBbTe NOpThl B
nopt 3 AP LACP.
e Bkniounte yHKuMo HesaBucumoro nopta LACP ana noprtoB
GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha ycTponcTBe goctyna.
e Bobigenute nopt AP 3 Ha yctponctee goctyna gnsa VLAN 10

KommyTtatop SwitchA# configure terminal

A SwitchA(config)# interface range GigabitEthernet 1/1-2

SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# lacp individual-port enable
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)#switch access vlan 10
SwitchA(config-if-Aggregateport 3)#

MpoBepka 3anycTtute show run, 4To6bl NPOBEPUTL NPABUITLHOCTEL KOHMUIypaLuum.
3anyctute show lacp summery, 4Tobbl 3anpocuTb CTaTyC Kaxgoro
nopTta-y4yacTtHuka nopta AP

)I:ommyTaTop SwitchA# show LACP summary 3

System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Gil/1 SA individual 32768 0x3  0OxI 0x3d
Gil/2 SA individual 32768 0x3 0x2 0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State
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Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0x3d

4.6. MOHUTOPUHT

4.6.1. OuncTtka

OnucaHue KomaHnga

Ounwaet ctatnuctuky naketoB LACP Ha | clear lacp counters [key-number | interface-type
nopty-yyactHuke LACP interface-number ]

4.6.2. OToOpaxeHue

OnucaHue KomaHnpa
OtobpaxaeT koHgurypaumto | show load-balance-profile [ profile-name ]
pacLuMpeHHoro npoduns

GanaHCcMpOBKM Harpy3Kku

OtobpaxaeT coctosiHne arperaummn | show lacp summary [ key-number ]
LACP. Bbl moxeTe oTOOpasutb
nHpopmaumio 06 ykasaHHOM MNOpTY
LACP AP, ykaszaB HOMep Knto4a

OTobpaxaeT ctatuctuky naketoB LACP | show lacp counters [ key-number ]
Ha nopTax-yyactHukax LACP. Bebl
MoXxeTe oTobpasnte uHdopmaumio 06
ykaszaHHom nopty LACP AP, ykasaB
HOMep Kroya

OtobpaxaeT cBoaky wunu anroputMm | show aggregateport [ ap-number ] { load-balance
©anaHcMpoBKM Harpysku nopta AP | summary }

OTobpaxaeT pexum emkocTM K | show aggregateport capacity
ncnonb3oBaHue nopta AP

4.6.3. OTnaaka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BbIBOAE OTIagovHon nHdopmaumn. NMoatomy
OTKNtoYanTe OTNaAKy cpasy Nocne UCMosib30BaHMS.

OnucaHune KomaHnga

Otnagka nopta AP debug Ism ap
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OnucaHune KomaHga

Otnagka LACP debug lacp { packet | event | database | ha | realtime | stm |
timer | all}
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5. HACTPOUKA VLAN
5.1. O630p

BupTyansHaa nokanbHaa cetb (VLAN) — 3TO normyeckass ceTb, CO3[aHHas Ha OCHOBe
dunsmnyeckon cetn. VLAN MOXHO pa3fnenntb Ha ceTu ypoBHS 2 mogenu OSI.

VLAN nmeeT Te XXe CBOMCTBA, YTO 1 00bl4Has LAN, 3a UCKMOYEHMEM OrpaHndeHnst prnan4eckoro
MecTononoxeHusi. Unicast-, broadcast- n multicast-kagpbl YpOBHA 2 nepecbinawnTca wu
nepepatotca BHyTpu VLAN, coxpaHss pasgeneHue Tpaduka.

Mbl MOXXeM onpegenuTb NopT kak y4acTHUK VLAN, n Bce TepMuHanbl, NOAKAOYEHHbIE K 3TOMY

nopTy, ABMASAIOTCA YaCTbio BUPTYanbHOW CeTU, KoTopas nogaepxmeaeT Heckonbko VLAN. Bam He

HY)XXHO (pmsnyeckm HacTpamBaTb CceTb npu AobaBneHun, yganeHum u  U3MEHEeHUU

nonb3oBatenen. CeaAsb mexay VLAN ocyuwectBnsercsa depes YCTpoucTBa YpOBHA 3, Kak
nokasaHo Ha cregytoLiem PucyHke.

WLAN 3066
vian1oo [/
VLAM 1 o i \

. A I
Switch A - ! \ ' 1
’ !
: h ! 3 . L
» T T
= / y ! ! f i
i
i 1
Router I
1
4 h
* | |
i
I
I
[
1
Ll

Switch B

e ————— e

-
-

PucyHok 5-1.

5.1.1. NMpoTokonbl U cTaHAAapPTbI
IEEE 802.1Q

5.2. NMpunoxeHun

MpunoxeHune OnucaHue

M3onaumna VLAN Ha ypoBHe | HTpaHeT pasgeneH Ha Heckonbko VLAN, peanuayowmx
2 n coegmHenne VLAN Ha | M30n4UMi0 YPOBHA 2 U B3aUMOCBSA3b YPOBHA 3 ApYr C APYrom
ypoBHe 3 nocpeactsom |IP-nepeagpecaumm ¢ NOMOLLLID KOMMYTaTOpPOB

aapa
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5.2.1. U3sonsauma VLAN Ha ypoBHe 2 n coeanHeHue VLAN Ha ypoBHe 3

5.2.1.1. CueHapun

WuTtpaHeT genntca Ha VLAN 10, VLAN 20 n VLAN 30, peanunsys nsonaumio ypoBHsa 2 Apyr oT
apyra. Tpu VLAN cootetctBytoT IP-nogcetam 192.168.10.0/24, 192.168.20.0/24 wn
192.168.30.0/24, peanunsys B3anMoCBA3b APYr C Opyrom nocpefcrtsoM IP-nepeagpecaumn ¢
NOMOLLbIO KOMMYTaTOPOB siApa YPOoBHS 3.

Switch D =

SV 192 168.10.1/24
SV 200192.168.20.1/24
SV 300192.168.30.1/24
J.Ll. .';_:I Ul1

Switch A g

VLAN 10 W VAN 20

WLAM 10 WLAM 20 WLAM 30 I Egress Device

O Cora Switch
I Access Switch

PucyHok 5-2.

KommyTaTop A, kommyTatop B n kommytaTop C sBNSOTCA KOMMyTaTopaMu JOCTyna.

Hactponte Tpu VLAN Ha OCHOBHOM KOMMYyTaTOpe W MOPT, MOAKMIOYEHHbIN K KOMMYyTaTtopam
0OCTyna, B KayeCcTBe MarucTpanbHOro nopra MU yKaxumte crnvcok paspelwleHHblx VLAN gns
peanunsaumm n3onsaunm ypoBHs 2.

HacTtponte Tpn SVI Ha OCHOBHOM KOMMYyTaToOpe, KOTOpble ABASATCA MHTepdencammn Lwno3a
IP-nogceten, cooteTcTBYtOWMX TpeM VLAN, n HacTponTe IP-agpeca onga atnx nHrepgencos.

Cosgante VLAN COOTBETCTBEHHO Ha TPEX KOMMYyTaTopax AOCTyna, HasHaybTe NopTbl 4OCTyNa
ana VLAN 1 ykaxnte marmctparnbHble nopTel KOMMyTaTopa sapa.

5.2.1.2. PasBepTbiBaHue
e Pasgenute mHTpaceTb Ha Heckonbko VLAN, 4Tobbl peann3oBaTb N30MSALUIO YPOBHS 2
Mexgy HUMW.

e Hactponte SVI Ha kommyTaTope 3-r0 YPOBHA AN peanu3aumm cBs3n 3-ro YpOBHS
mexgy cetammn VLAN.

5.3. PyHKUUMN

5.3.1. ba3oBble onpegeneHus

VLAN

VLAN — 3TO nornyeckasa ceTb, co3gaHHasa Ha ocHoBe dmamyeckon cetn. VLAN mmeeT Te xe
CBOWCTBA, 4TO 1 00bl4HasA LAN, 3a UCKITIOYEHNEM OrpaHNYEHNST PU3NYECKOrO MECTOMOIIOXEHUS.
Unicast-, broadcast- n multicast-kagpsl ypoBHA 2 nepecbinatloTca n nepegatotcs BHyTpu VLAN,
coxpaHaa pasgeneHue Tpaduka.
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NPUMEYAHUE:

cetn VLAN,

nogaepxvmBaemble npogyktamu QTECH, cooTBeTCTBYIOT

ctaHgapTy IEEE802.1Q. lMoppnepxmBaetca He 6onee 4094 VLAN (VLAN ID 1-4094), cpeaun
koTopbIXx VLAN 1 Henb3s yaanutb.

NMPUMEYAHMUE: HacTpamBaemble naeHtudpumkatopsl VLAN HaxogsaTcs B AnanasoHe oT 1 go

4094.
NPUMEYAHUE:

B Crnyyae

HeXBaTKM annapaTtHbIX pecypcoB CuUCTeMa BoO3BpallaeT

nHcpopmaumto o cboe cosgaHunsa VLAN.

Pexum nopTa

Bbl MOXeTe onpeaenuTb Kagpbl, KOTOPbIM paspeLLeHo NpoxoauTb Yepes nopT, u cetm VLAN, k
KOTOPbIM NPUHAANEXUT NOPT, HACTPOUB PEXMM MopTa.

Pexum nopta

OnucaHue

Mopt poctyna (Access
port)

MopT poctyna npuHagnexut Ttonbko opHon VLAN,
yKasblBaeTCs BPY4HYHO

KoTopas

MaructpanbHbii  nopT
(Trunk port) (802.1Q)

MaructpanbHbin NOPT NO ymMonyaHuio npuHagnexut scem VLAN
KOMMyTaTopa SOCTyna u MOXeT nepecbiiatb kagpbl Bcex VLAN
nnu kagpbl paspeweHHbix VLAN

(Servicechain Port)

Uplink-nopT Mopt Uplink no ymonyaHuio npuHagnexut Bcem VLAN
KOMMyTaTopa OoCTyna u MOXeT nepeckinatb kagpbl Bcex VLAN u
nomeyaTb TEroMm ucxogsawmm tpacuk Native VLAN

MbpugHbin nopt (Hybrid | TmbpugHbIn NOpT No ymonyaHuto npuHagnexmnt scem cetam VLAN

port) KOMMyTaTopa AOCTyna U MOXeT nepecbinatb Kaapbl BCeX ceTewn
VLAN un otnpaBnate kagpbl ceterr VLAN 6e3 TeroB. OH Takke
MOXeT nepefasaTb Kagpbl paspeLueHHbix VLAN

CepBuUcHbIN nopt | CepBucHbIN NopT He ndydaetT MAC-agpeca 1 no yMO4YaHUI0 MOXET

nepecbinatb nakeTbl 13 nobon VLAN. Kpome Toro, H1kakas gpyras
KOHUrypauus He gonyckaercs

5.3.2. 0630p

Ocob6eHHOCTb OnucaHue

VLAN VLAN nomoraeT peanusoBaTtb U30MSLMIO YPOBHS 2
5.3.3. VLAN

Kaxxgaa VLAN umeeT HesaBucumbld broadcast-gomeH, a pasHble VLAN wmsonupoBaHbl Ha

YypOBHe 2.

5.3.3.1. MpuHUMN paboTbl

Kaxgaa VLAN umeeT HesaBucumbld broadcast-gomeH, a pasHble VLAN wmsonupoBaHbl Ha

ypoBHe 2.
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N3onauusa yposHs 2: ecnu SVI He HacTpoeHbl Anga VLAN, VLAN nsonuposaHbl Ha ypoBHe 2. 3TO
O3HavaeT, 4YTo nonb3osatenu B aTux VLAN He MoryT B3aumogencteoBaTb ApYr C APYroM.

MexcoeauHeHne ypoBHs 3: ecnu SVI HacTpoeHbl Ha kommyTaTope ypoBHs 3 ana VLAN, aTtu
VLAN MoryT B3aMmoZencTBoBaTh ApYr C APYroM Ha ypoBHe 3.

5.4. KoHdurypauusa

KoHdumrypaumsa

OnucaHue U KOMaHAaa

Hactporika 6a3oBon

VLAN

(OB6sazaTenbHbI) OH ncnonbayetcsa ansa codganHms VLAN

vlan

Beogut ngeHtudukatop VLAN

(OnuuoHanbHo) OH ucnonk3yeTcd ANg HaCTPOWKU NopTa gOocTyna Ans
nepeda4n notokos n3 ogHon VLAN

switchport mode access

OnpepenseT nopT Kak nopT AocTyna
YPOBHSA 2

switchport access vlan

Hasnauvaet nopt ans VLAN

add interface

[obaBnseT oanH NnopT AocTyna unv
rpynny Takux MOPTOB B TEKYLLYH
VLAN

(OnuuoHanbHo) OH ucnonbayeTtca ana nepenmeHoBaHnsa VLAN

name

HasbiBaeT VLAN

HacTpoiika
MarnmcTpasnbHoOro

nopTa

(O6szaTenbHbI) OH Ncnonb3yeTcsl ANd HAaCTPOWKK NopTa B KayecTBe

MarmcTparnbHoro nopta

switchport mode trunk

Onpegensiet nopTt Kak
MarucTpasnbHbI NOPT YPOBHSA 2

(OnuuoHanbHo) OH wucnonb3yeTcsa Ansi HAaCTPOWMKM MarncrparbHbIX
NopTOB AN1s nepeaayn NnoTokoB n3 Heckonbknx VLAN

switchport trunk allowed vian

HactpanBaeT paspeweHHble VLAN
ONs MarnucTpanbHoOro nopTa

switchport trunk native vlan

YkasbiBaet Native VLAN ans
MarncTpanbHOro nopta

(@ orecy

153




PykoBofacTeo no Hactponke cepuss QSW-6910

Hactporika VLAN

KoHdurypauus

OnucaHve n kKomaHAaa

Hactponika uplink-
nopTa

(O6si3aTenbHbin) OH ncnonb3dyeTca Ans HAaCTPOMKM nopTa B KayecTBe

nopta Uplink

switchport mode uplink

HacTtpausaeT nopT kak uplink-nopT

(OnuuoHankbHo) Mcnonb3yeTcsa Ans BOCCTAHOBMNEHUS peXxuma nopTta

no switchport mode

BocctaHaBnuBaet peXunm nopta

Hactporika
rmopuaHoro nopTa

(Ob6sazaTenbHbIn) OH uMcnonb3yeTcsa ANS  HaAcTPOMKM MopTa  Kak

rmbépuaHoro nopTta

switchport mode hybrid

HacTtpauBaeT nopT kak rmbpugHbIn
nopTt

(OnuuoHanbHo) OH ucnonb3yeTcsa Ans nepegayn KagpoB HECKOMbKUX

cetenn VLAN 6e3 Teros

no switchport mode

BoccTaHaBnueaeT pexunm nopTta

switchport hybrid allowed
vian

HactpanBaeT paspeweHHble VLAN
onsi rmbpuaHoro nopta

switchport hybrid native vlan

HactpansaeT VLAN no ymonyaHuto
Ans rmbépuaHoro nopTta

Hactpowka
CEepBUCHOro nopra

(ObGszaTenbHO) Wcnonb3yeTca Onsi HAacTPOMKM MnopTa B KayecTBe

CepBMCHOro nopra

switchport mode servicechain

HacTpanBaeT nopT kak CepBUCHbIN
nopt

5.4.1. Hactpounka 6aszosoun VLAN

5.4.1.1. 3dhdeKT KoHduUrypaumm

VLAN wugeHTMdunumpyetca uaeHtudumkatopom VLAN. Bbl moxeTe pnobaensatb, yoansitb,
nameHsite VLAN ¢ 2 no 4094, Ho VLAN 1 co3gaeTcs aBTOMaTUYECKN U HE MOXET ObITb yaaneHa.
Bbl MOXXeTe HacTpouTb pexnm nopTa n gobasntsb nn yoganutb VLAN.

5.4.1.2. llarn HacTponku

Co3paHune n nameHeHme VLAN

e O0OsA3aTenbHbIN.

e B cny4yae HexBaTku annapaTHbIX peCypCcoB CMCTEMa BO3BpaLLaeT uHgpopmawumio o cboe
co3ganusa VLAN.
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e Wcnonb3ynte komaHay vlan vlan-id, 4tobel cozpgatb VLAN mnnu Bontn B pexum VLAN.

o  KoHdwurypauwms:

KomaHpa vlan vlan-id
Onucanne vlan-id: ykasbiBaeT ngeHtudmnkatop VLAN B ananasoHe ot 1 go 4094
napameTpoB

Mo ymonyaHuo

VLAN 1 cosgaeTcsa aBTOMaTUYECKN N HE MOXET ObITb yaaneHa

KomaHgHbIn
pexnm

Pexum rnobanbHon koHdurypauum

PykoBoacteo no
NCNonb30BaHUIO

Ecnn Bbl BBegete HoBb waeHTudmkatop VLAN, ©Oyger cosgaHa
cooTtBeTcTByowlad VLAN. Ecnv  Bbl  BBegete  CyLLECTBYHOLLUN
ngeHtndukatop VLAN, cooteetctBytowas VLAN Oyget msmeHeHa. Bebl
MOXeTe ucnosnb3oBaTb KomaHgy no vian vian-id gna yaanenna VLAN. K
HeygansemblM VLAN oTtHocaTtcs VLAN1, VLAN, HacTpOeHHbIe C NOMOLLbIO
SVI, n SubVLAN

NMepeumeHoBaHue VLAN
e  OnuuoHarnbHo.

e Bbl He MmOXeTe HasBaTb VLAN TakK Xe, Kak HasBaHa no ymondanuto gpyrast VLAN.

o  KoHdurypauums:

KomaHpa name vlan-name
Onuncanne vlan-name: ykasbiBaeT ums VLAN
napameTpoB

Mo ymonyaHuio

Mo ymonuanuio umeHem VLAN sasnsetca ee wugeHtudgukatop VLAN.
Hanpumep, uma no ymonyanuio gns VLAN 4 — VLAN 0004

KomaHaHbIn
pexum

Pexnm koHdurypaumm VLAN

PykoBoacteo no
NCNOSb30BaHMIO

YTtobbl BoccTaHoBUTL MM VLAN no ymonyaHuio, Mcnonb3ymnte komaHay no
name

Ha3sHauyeHue Tekywero noprta gocrtyna ykazaHHon VLAN
e OnuuoHanbHo.

e Wcnonb3ynte koMaHgy switchport mode access, 4Tobbl ykasaTb MOPTbl YPOBHA 2
(nopTbl KOMMYyTaTOpa) B Ka4YeCcTBe NOPTOB AOCTYyNa.

e Wcnonb3ynte kOMaHay switchport access vlan vian-id, 4ytobbl 4o6aBMTL NOPT AOCTyNa
k onpegeneHHon VLAN, utobbl noTtokn n3 VLAN Mmornun nepegaeartbecsl Yepes nopr.
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KomaHpa

switchport mode access

Mo ymonyaHuio

I'IopT KOMMYyTauun no ymon4daHuo ABndAeTcA nopTomMm oOCTyna

KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexmm

KomaHga switchport access vlan vlan-id
Onucanwne vlan-id: ykasbiBaeT ngeHtudgpukatop VLAN
napameTpoB

Mo ymonyaHuo

MopT goctyna pobasnsetca kK VLAN 1 no ymonyaHuwo

KomaHgHbIn
pexum

Pexum koHdurypaumm nHteperica

PykoBoacteo no
NCNonb30BaHUIO

Ecnn nopt HasHauveH HecywecTytowen VLAN, VLAN 6yget cosgaHa
aBTOMaTU4YeCKU

[No6aBneHne nopta goctyna K Tekywen VLAN
e OnuuoHanbHo.

e OTa KOMaHAa AevCTBYeT TONbKO Ha nopT gocTtyna. MNocne gobasneHus nopta goctyna
K VLAN notokn VLAN MoryT nepefaBatbcs Yyepes nopr.

o  KoHdurypauus:

KomaHga add interface { interface-id | range interface-range }
Onuncanne interface-id: ykasbiBaeT 0gvH NopT.
napameTpoB

interface-range: ykasbiBaeT HECKOSIbKO MOPTOB

Mo ymonyaHuio

Mo ymonuaHuio Bce nopTel Ethernet ypoBHa 2 npuHagnexat VLAN 1

KomaHgHbIn
pexmm

Pexnm koHdurypaumm VLAN

PykoBoacteo no
NCNOSb30BaHMIO

B pexume koHdurypauum VLAN gobaBbTe onpegeneHHbln nopT gocTyna K
VLAN. OTa komaHga mmeeT ToT xe addekT, 4To 1 KomaHga switchport
access vlan vlan-id

NMPUMEYAHMUE: nns aByx komaHa nobasneHus nopta B VLAN komaHaa, HacTpOeHHas nosxe,
nepesanuwieT gpyryto.
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5.4.1.3. NpoBepka

e  OTnpaBnanTe HenoMeYeHHble TEFOM MakeTbl HAa NOPT AOCTYNa, U OHWU TPaHCANPYOTCS
B ceTn VLAN.
e Wcnonb3ynte komanabl show vlan un show interface switchport, 4to6bl NpoBEPUTD,
BCTynuMa nu KoHdurypauus B cuny.

KomaHpa show vlan [ id vlan-id ]

Onucanwne vlan-id: ykasbiBaeT ngeHtudpmukatop VLAN
napameTpoB

KomaHaHbIn JTrobon pexxum

pexmm

KOMaHA

OT10bpaxeHue QTECH(config-vlan)#show vlan id 20

VLAN Name  Status Ports

20 VLANOO20 STATIC Gi0/1

5.4.1.4. NMpumep KoHcpUrypaumm

Hactpowka 6azoson VLAN u nopTta goctyna

Warn
HaCTPONKK

e Cosgante VLAN n nepenmenyite ee.
e [lo6aebTte nopt goctyna Kk VLAN. EcTb gBa nogxoga. OauH:

QTECH# configure terminal

QTECH(config)# vlan 888

QTECH(config-vlan)# name test888

QTECH# (config-vlan)# exit

QTECH(config)# interface GigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# switchport mode access
QTECH(config-if-GigabitEthernet 0/3)# switchport access vlan 20

Opyron nogxon ao6aenennsa nopta gocrtyna (GigabitEthernet 0/3) k VLAN20:

QTECH# configure terminal
SwitchA(config)#vlan 20
SwitchA(config-vlan)#add interface GigabitEthernet 0/3

MpoBepka

[MpoBepbTe NPaBUNBHOCTbL KOHUrypaLmm

QTECH(config-vlan)#show vlan
VLAN Name Status Ports
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1VLANOOO1 STATIC

20 VLANOO20  STATIC Gio/3

888 test888 STATIC

QTECH(config-vlan)#

QTECH# show interface GigabitEthernet 0/3 switchport

Interface Switchport Mode Access Native Protected VLAN
lists

GigabitEthernet 0/3 enabled ACCESS 20 1 Disabled
ALL

QTECH# show run
I

5.4.2. HacTponka maructpanbHOro nopra

5.4.2.1. 3hdeKT KoHduUrypaumm

TpaHK Unn MarmcTpasnbHbI NOPT — 3TO KaHar ToYKa-To4YKa, COEOUHSIOLLNA OANH UM HECKOSTbKO
UHTepdencoB Ethernet ¢ apyrumm ceTeBbIMW YCTPOMUCTBaMKU (Hanmpumep, MapLlpyTM3aTopoM
WM KOMMYTaTOPOM), M OH MOXET NepeaBaTth NOTOKM M3 Heckombkux VLAN.

MaructpaneHble yctponctea QTECH wucnonb3yoT cTaHgapT uHkancynauum 802.1Q. Ha
cnepyowem PycyHke nokasaHa ceTb, UCMOMnb3ytoLas MarucTpanbHoe CoOeAuHEHNE.

Switch =1

PucyHok 5-3.

Bbl MoxeTe HacTpouTb nopT Ethernet unu arpermpoBaHHbIv NopT (NoApPo6HOCTM CM. B pa3gene
HacTpovika arperMpoBaHHOro nopTa) B KA4eCTBE MarncTpasnibHOro nopTa.

Bbl gomkHbl ykaszatb Native VLAN ansa marnctpanbHoro nopta. [MakeTol 6€3 Teros, nosy4eHHble
N OTMpaBIiEHHbIE M3 MarncTparibHOro nopTa, cuMTarTca npuHagnexawmmmn Native VLAN.
NaoeHtudmkatop VLAN no ymonyanuio (PVID B IEEE 802.1Q) aToro marmctpanbHOro nopra
aBnsieTca cobctBeHHbIM  maeHTudukatopom VLAN. [lpm atom kagpbl Native VLAN,
OoTnpaBnsiemMble Yepe3 MarucTparnbHbli NOpT, He NoMeyeHbl. Native VLAN no ymonyaHuio ans
mMarucTpasibHoro nopta — ato VLAN 1.

MNpn HacTpowke MarucTpanbHOro kaHamna ybegutecb, YTO MarucTparnbHble MOpPTbl Ha OBYX
KOHLIaX KaHarna ucnonb3yoT oaHy 1 Ty e Native VLAN.
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5.4.2.2. lWarn HacTponku

HacTpomnka maructpanbHoro nopra

e O6GsAzaTenbHbIN.

e HacTponTte marncTpanbHbi NOPT AN nepegayn notokos U3 Heckonbkux VLAN.
o  KoHdurypaums:

KomaHpa

switchport mode trunk

Mo ymonyaHuio

Pexwum no ymonyaHuio — Access (4ocTyn), KOTOPbIN MOXET ObiTb U3MEHEH
Ha Trunk (TpaHk)

KomaHgHbIn
peXnm

Pexum koHdurypaumm nHtepderica

PykoBoacteo no
NCNOMb30BaHUIO

UToObl BOCCTAHOBUTbL 3HAYEHWUS MO YMONYAHUIO AN BCEX CBOWCTB
MarMcTpasibHOro nopTa, UCnonb3ynTe kKoMaHgy no switchport mode

OnpeaeneHue paspeweHHbiX VLAN ana maructpanbHOro nopra
e  OnuuoHanbHo.

e [lo ymonyaHuto marncTpanbHbI NOpT nepegaet notokn n3 Bcex VLAN (o1 1 go 4094).
Bbl MOXeTe HacTpouTb CnMcok paspelueHHbix VLAN, 4Tobbl 3anpeTntb NpoxoxaeHve
noTokoB HekoTopbIX VLAN 4Yepes MmarnctpanbHbIi NopT.

o  KoHdurypauums:

KomaHga switchport trunk allowed vlan {all | [add | remove | except | only ] } vlan-
list

Onuncanne Mapametp vlan-list moxet 6biTb VLAN wnn Heckonbkummn VLAN, a

napameTpoB noeHtTudpukatopbel  VLAN coegouHAaloTcs NO  nopsgky  depes M-

Hanpumep: 10-20.
all ykasbiBaeT paspelueHHble VLAN BkntoyatoT Bce VLAN;

add ykasbiBaeT Ha gobaeneHune koHkpeTHon VLAN B cnvcok paspeLleHHbIX
VLAN;

remove ykasblBaeT yganeHue koHkpeTHon VLAN 13 crnvcka paspeLueHHbIX
VLAN;

except ykasbiBaeT Ha gobasneHne Bcex VLAN, kpome nepeyvmcrneHHbiX
VLAN, B cnucok paspeLueHHbix VLAN.

only ykasbiBaeT Ha pobaenenne nepeudncrieHHbix VLAN B cnmucok
paspeLueHHblix VLAN, n yganenune gpyrux VLAN 13 cnmncka

Mo ymonyaHuio

MaruncTtpanbHbii nopT 1 nopT uplink npuHaanexat ecem VLAN

KomaHgHbin
pexum

Pexum koHdurypaumm nHtepgenca
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PykoBoactBo no | YtobGbl  BOCCTAHOBUTL  KOH(Mrypauuio  MaructpanbHoOro noprta Mo
ncrnonb3oBaHuo | ymonyanuto (all), ncnoneayite komangy no switchport trunk allowed vian

HacTtponka Native VLAN
e  OnuuoHanbHo.

e MaructpanbHbIi MOPT NOy4yaeT M OTNpPaBNseT TerMpoBaHHbIE WUITM HETErMPOBaHHbIE
kagpbl 802.1Q. Kagpbl 6e3 TeroB nepegatot notokn n3 Native VLAN. Native VLAN no
ymon4yanuio — VLAN 1.

e Ecnu kagp cogepxut wugeHTudumkatop VLAN Native VLAN, ero Ter Oyget
aBTOMaTMYeCKn yaaneH npu NnpoxoxaeHnn maructpansHoOro nopTa.

o  KoHdurypauums:

KomaHga switchport trunk native vlan vlan-id
Onucanwne vlan-id: ykasbiBaeT ngeHtudgpukatop VLAN
napameTpoB

Mo ymonuanuto | VLAN no ymonyaHuio gns marmctpansHoro n nopta uplink — ato VLAN 1

KomaHgHbIn Pexum koHdurypaumm nHtepderica
pexum

PykoBogcteo no | YUtobkl BocctaHoBUTh Native VLAN MarmctpanbHOro nopta 4o 3Ha4YeHui no
NCNONb30BaHNIO | YMOSYaHUIO, UICNONb3ynTe KoMaHay no switchport trunk native vian

NMPUMEYAHME: korga Bbl ycTaHaBnueaeTe Native VLAN nopTta Kak HecylecTBytowyto VLAN,
aTta VLAN He 6yget cosgaHa asTomatnyeckun. Kpome toro, Native VLAN moxeT ObiTb BHE cnncka
paspeweHHbix VLAN ansa atoro nopta. B atom cnyyae notoku u3 Native VLAN He moryT
npoxoauTb Yepes nopr.

5.4.2.3. NpoBepka
e OTnpaBnanTe nakeTbl C TeraMuM Ha MaructpanbHbI MNOPT, U OHU TPAHCNUPYIOTCHA B
npegenax ykasaHHbix VLAN.

e Vcnonbaynte komaHabl show vlan u show interface switchport, 4yto6bl npoBepuTsb,
BCTYNuIia N KOHUrypaumus B cuny.

KomaHga show vlan [ id vlan-id ]

Onuncanne vlan-id: ykasbiBaeT ngeHtundpukatop VLAN
napameTpoB

KomaHaHbIn JTrobon pexxum

pexXvm
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OTobpaxeHne QTECH(config-vlan)#show vlan id 20
VLAN Name Status Ports
20 VLANOO20 STATIC Gi0/1

5.4.2.4. NMpumep KoHcuUurypaumm

Hactponka 6asoBon VLAN pana peanusauMm U3ONSALUUU YPOBHA 2 U
B3aMMOAeMNCTBUA YPOBHSA 3

CueHapwun:
G :.-'1T
Switch D . Giorg  SV110:182.168.10.1/24
Gi 02 ~ SV120:192.168.20.1/24
Gl 0/3 SV 30:192.168.30.1/24
m i 0f1 G UM | grunk trunk
VLAN 10 VLAN 20 VLAN 20 VLAN 30
VLAN 10 X VLAN20 ] VLAN 30 I Eqress Device
O Core Switch
I Access Switch
PucyHok 5-4.
Warn TpeboBaHus kK ceTu:
HaCTPONKK

Kak nokasaHo Ha PucyHke Bbiwe, nHtpacetb genutca Ha VLAN 10, VLAN 20 un
VLAN 30, peanusya wusonsumio ypoBHA 2 gpyr ot gpyra. Tpu VLAN
COOTBETCTBYIOT IP-noaceTam 192.168.10.0/24, 192.168.20.0/24 "
192.168.30.0/24, peanun3ys B3aMMOCBA3b Apyr C [OPYrom MocpencrBoM
IP-nepeagpecaumm ¢ MOMOLLIbIO KOMMYTaTOPOB si4pa YPOBHS 3.

KroueBble MOMEHTbI;

B cnepytowem npumepe onvcaHbl 3Tanbl HAaCTPOMKM KOMMyTaTopa sgpa u
KoMMyTaTopa AocTyna.

e Hactponte Tpn VLAN Ha KoMMmyTaTope dapa u NopT, NOAKNHOYEHHbIN K
KOMMyTaTopam JOCTyna, B Ka4eCTBE MarmcTpasnibHOro nopta u ykaxuTe
cnuncok paspeleHHbix VLAN ans peanusaumm n3onsunmn ypoBHSa 2.

e Hactponte TpM SVI Ha KommyTaTope sgpa, KOTOpble SABMAOTCA
UHTepdencamn wnio3sa IP-nogceten, cootseTcTBytowmx Tpem VLAN, n
HacTponTe IP-agpeca onsa aTux nHtepdencos.

e Cospante VLAN COOTBETCTBEHHO Ha Tpex KOMMYyTaTopax AOCTyna,
HasHa4bTe nopTbl gocTtyrna ansg VLAN u ykaxuTte marnctparbHble NopTbl
KommyTatopa sgpa. B cneaywowem npumepe onucaHbl  dTanbl
HacTpoOrKM KomMMyTaTopa A
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D#configure terminal

D(config)#vlan 10

D(config-vlan)#vlan 20

D(config-vlan)#vlan 30

D(config-vlan)#exit

D(config)#interface range GigabitEthernet 0/2-4
D(config-if-range)#switchport mode trunk

D(config-if-range)#exit

D(config)#interface GigabitEthernet 0/2

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan add 10,20
D(config-if-GigabitEthernet 0/2)#interface GigabitEthernet 0/3
D(config-if-GigabitEthernet 0/3)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/3)#switchport trunk allowed vlan add 10,20,30
D(config-if-GigabitEthernet 0/3)#interface GigabitEthernet 0/4
D(config-if-GigabitEthernet 0/4)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/4)#switchport trunk allowed vlan add 20,30
D#configure terminal

D(config)#interface vlan 10

D(config-if-VLAN 10)#ip address 192.168.10.1 255.255.255.0

D(config-if-VLAN 10)#interface vlan 20

D(config-if-VLAN 20)#ip address 192.168.20.1 255.255.255.0

D(config-if-VLAN 20)#interface vlan 30

D(config-if-VLAN 30)#ip address 192.168.30.1 255.255.255.0

D(config-if-VLAN 30)#exit

A#tconfigure terminal

A(config)#vlan 10

A(config-vlan)#vlan 20

A(config-vlan)#exit

A(config)#interface range GigabitEthernet 0/2-12
A(config-if-range)#switchport mode access
A(config-if-range)#switchport access vlan 10
A(config-if-range)#interface range GigabitEthernet 0/13-24
A(config-if-range)#switchport mode access

A(config-if-range)#switchport access vlan 20

QTECH

MWP OOCTYNHEE
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A(config-if-range)#exit
A(config)#interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)#switchport mode trunk

MpoBepka e Otobpasute koHdurypaumo VLAN Ha kommyTaTope sapa.
e OrtobpaxeHne uHdpopmaumm o VLAN, Bknovas uaeHTUdMKaTopbl
VLAN, nmeHa VLAN, cTtatyc 1 3a4erCcTBOBaHHbIE MOPThI.
e OtobpaxeHne coctoaHmsa noptos Gi 0/2, Gi 0/3 n Gi 0/4
D D#show vlan

VLAN Name Status Ports

1 VLANOOO1 STATIC Gi0/1, Gi0/5, Gi0/6, Gi0/7
Gi0/8, Gi0o/9, Gi0/10, Gio/11
Gi0/12, Gi0/13, Gi0/14, Gi0/15
Gi0/16, Gi0/17, Gi0/18, Gi0/19
Gi0/20, Gi0/21, Gi0/22, Gi0/23
Gi0/24

10 VLANOO10  STATIC Gi0/2, Gi0/3

20 VLANOO20 STATIC Gi0/2, Gi0/3, Gi0/4

30 VLANOO30 STATIC Gi0/3, Gi0/4

D#show interface GigabitEthernet 0/2 switchport

Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/2 enabled TRUNK1 1 Disabled 10,20
D#show interface GigabitEthernet 0/3 switchport
Interface Switchport Mode AccessNative Protected VLAN lists
GigabitEthernet 0/3 enabled TRUNKI1 1 Disabled 10,20,30
D#show interface GigabitEthernet 0/4 switchport
Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/4 enabled TRUNKI1 1 Disabled 20,30

@ § QTECH
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5.4.3. HacTpouka uplink-nopTa

5.4.3.1. 3hbdeKT KoHUrypaumm

Uplink-nopT o6bl4HO uMcnonb3yetca B cpege QinQ (ctaHpapt IEEE 802.1ad) n nogoGeH
MarmcTpasnbHoOMy nopTy. WX oTnuume coctouT B TOM, 4YTO nopT uplink nepegaeT TOMbKO
TerMpoBaHHble Kaapbl, a MarncTpanbHbli NOPT OTNpaBnseT HeTerMpoBaHHble Kagpbl Native

VLAN.

5.4.3.2. lWarn HacTponku

Hactpouka uplink-nopTa

e (O0bOa3aTenbHbIN.

e Hactponte uplink-nopT ans nepegayn MOTOKOB M3 HecKoNbkMx VLAN, HO MOXHO
nepedaBaTb TONbKO TErMPOBaHHbIE Kaapbi.

o  KoHdurypauums:

KomaHpa

switchport mode uplink

Mo ymonyaHuo

Pexum no ymonyaHuio — Access (B0oCTyn), KOTOPbIA MOXHO U3MEHUTb Ha
Uplink

KomaHgHbIn
pexmm

Pexum koHdurypaumm nHtepenca

PykoBoacteo no
MCNONb30BaHNIO

YT0Obl BOCCTAHOBUTHL 3HAYEHWsI MO YMOSYAHWKO ANsi BCEX CBOWCTB
uplink-nopTa, ncnonb3ynte KomaHgy no switchport mode

OnpeneneHue paspeweHHbIX VLAN ana maructpanbHOro noprta

e OnuuoHanbHo.

e Bbl MOXeTe HacTpouTb cnucok paspelleHHbiX VLAN, 4Tobbl 3anpeTuTb NPoXoxgeHue
noTtokoB HekoTopbix VLAN yepes nopT uplink.

o  KoHgurypaums:

KomaHga switchport trunk allowed vlan { all | [ add | remove | except | only ]}
vlan-list

Onuncanne MapameTp vlan-list moxetr 6biTb VLAN wnn Heckonbkmmn VLAN, a

napameTpoB noeHtTudukatopel VLAN coeouHaloTcs N0 nopsgky  Yepes -

Hanpumep: 10-20.
all ykasbiBaeT, 4to paspewleHHble VLAN BkntovatoT Bce VLAN;

add ykasbiBaeT gobasrneHne koHkpeTHor VLAN B CnMCOK paspeLueHHbIX
VLAN;

remove ykasblBaeT yaarneHue koHkpeTHon VLAN 13 cnucka paspeLueHHbIX
VLAN;

except ykasbiBaeT gobasneHune scex VLAN, kpome nepeumncneHHbix VLAN,
B crnncok paspeLleHHbix VLAN;

(@ orecy
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only ykasbiBaeT pobGaBneHne nepeuncneHHblx VLAN B cnmcok
paspeweHHbix VLAN n yoanenune gpyrmx VLAN 13 crnvcka

KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexunum

PykoBoacteo no
NCNONb30BaHMIO

YT06bl BOCCTAHOBUTL 3HAYEHUsI NO yMOnyaHuio ans paspeweHHbix VLAN
(all), ncnonesynte komaHagy no switchport trunk allowed vian

HacTtpounka Native VLAN
e  OnuuoHarnbHo.

o Ecnu kagp cogepxut nagentncpumkatop VLAN Native VLAN, ero Ter He bygeT yaaneH
npu NpoxoxaeHun Yyepes nopT uplink. 3To NPOTUBOPEUUT TPAHKOBOMY NOPTY.

o  KoHdurypauus:

KomaHga switchport trunk native vlan vilan-id
Onucanue vlan-id: ykasbiBaeT ngeHtucpukatop VLAN
napameTpoB

KomaHaHbIn Pexum koHdurypaumm nHtepenica
pexum

PykoBoacteo no
MCNONb30BaHNIO

UTtobbl BOCCTAHOBUTbL HACTpPOMKM Mo ymonuyauuio ans Native VLAN
uplink-kaHana, ucnonb3ynTte komaHgy no switchport trunk native vlian

5.4.3.3. NpoBepka

e OTtnpaenanTte nakeTbl C Teramu Ha uplink-nopT, N OHWM TpaHCNUPYOTCA B npeaenax
yKasaHHbIX VLAN.

e Vcnonbaynte komaHabl show vlan u show interface switchport, 4yto6bl npoBepuTsb,
BCTyNunNa nun KoHuUrypaums B cuny.

KomaHga show vlan [id vlan-id ]
Onuncanne vlan-id: ykasbiBaeT ngeHtundpukatop VLAN
napameTpoBs
KomaHaHbIn JTrobon pexxum
peXunm
OTtobpaxeHune QTECH(config-vlan)#show vlan id 20
KomaHz
VLAN Name Status Ports
20 VLANOO20 STATIC Gi0/1
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5.4.3.4. NMpumep KoHcuUurypaumum

Hactpouka uplink-nopTa

Warn Hwxe npuseaeH npumep Hactporikm Gi0/1 kak uplink-nopTa
HaCTPOMKK

QTECH# configure terminal

QTECH(config)# interface gi 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode uplink
QTECH(config-if-GigabitEthernet 0/1)# end

Mpoeepka | MNpoBepbTe NpaBUNBHOCTL KOHUTypaLmm

QTECH# show interfaces GigabitEthernet 0/1 switchport
Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/1 enabled UPLINK 1 1 disabled ALL

5.4.4. HacTpounka rubpunaHoro nopra

5.4.4.1. 3hbdeKT KoHdUrypaumm

MbpugHbIn nopT 0bbl4HO ucnonb3yetcsa B cpege SHARE VLAN. o ymonyaHuio rmbpugHbin
nopT coBnagaeT C MarncTpanbHbIM NOPTOM. VX oTnnyme cocTouT B TOM, YTO rMOPUAHBIN NopT
MOXeT oTnpaBnsaTb kagpbl n3 VLAN, kpoMme VLAN No ymMosniyaHuio, B HeTermMpoBaHHOM ¢popmare.

5.4.4.2. LLlarn HacTpoukKu

Hactpowka ru6pmuaHoro nopra

e ObgszaTtenbHbIN.

e Hactponte rubpumaHbin NopT ANst nepegayn NoTokoB 3 Heckonbknx VLAN.
o  KoHgurypaums:

KomaHga switchport mode hybrid

Mo ymonuaHuio | Pexxum no ymonuyaHmioo — Access (QocTyn), KOTOpPbIi MOXHO M3MEHUTb Ha
Hybrid (rmbpngHbin)

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
peXnm

PykoBoactBo no | Ytobbl BOCCTAHOBUTbL 3HAYEHMSI MO YMOSYAHUIO AN BCEX CBOWCTB
NCnonb3oBaHWio | rMBpuaHoro nopTa, UCnonb3dynTe KoMaHay no switchport mode

OnpepeneHue paspeweHHbix VLAN gnsa rubpugHoro nopra
e  OnuuoHanbHo.
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e [lo ymonyanuto rmbpugHbin nopt nepegaet notokn ns scex VLAN (o1 1 go 4094). Bol
MOXEeTe HaCTPOUTb CMMCOK paspelleHHbiXx VLAN, 4ToObl 3anpeTuTb NpPOXOXAeHue
notokoB HekoTopbix VLAN yepes rubpuaHbin nopT.

o  KoHdwurypauwms:

KomaHpa switchport hybrid allowed vlan [ [add | only ] tagged | [ add ] untaged |
remove ] vlan_list

Onucanwne vlan-id: ykasbiBaeT ngeHtudgpukatop VLAN

napameTpoB

Mo ymonyaHuo

Mo ymonuauuio MbpuaHbin nopT npuHagnexut scem VLAN. [Mopt
pobaensetcsa B VLAN no ymon4yaHuio B HETEMMPOBAHHOM BUAe U B apyrue
VLAN B TermpoBaHHOM Buae

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepderica

HacTtpounka Native VLAN
e  OnuuoHarnbHo.

o Ecnn «xagp cogepxut wugeHtudukatop VLAN Native VLAN,

ero Ter Oyget

aBTOMATUYECKM yAarneH Npu NpoxoxaeHun Yepes rubpuaHbiv nopT.

o  KoHdurypaums:

KomaHga switchport hybrid native vlan vlan_id
Onucanne vlan-id: ykasbiBaeT ngeHtundukatop VLAN
napameTpoB

Mo ymonyaHuio

Mo ymonuanumio Native VLAN — ato VLAN 1

KomaHaHbIn
pexum

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHMIO

YTtobbl BoccTaHoBUTBL ncxogHyto VLAN rmbpmngHoro nopta 4o 3Ha4eHun no
YMOM4YaHu1Io, Ucnonb3ynTte komangy no switchport hybrid native vlan

5.4.4.3. NpoBepka

e OTnpaBnaAnTe NOMEeYeHHble TeraMy NakeTbl Ha TMOPUAHBIN NOPT, U OHW TPAHCNNPYIOTCA
B npegenax ykasaHHbix VLAN.

e Wcnonb3ynte komanabl show vlan un show interface switchport, 4to6bl NpoBepUTb,
BCTYNuIia N KOHUrypaums B cuny.

KomaHga show vlan [id vlan-id ]
Onuncanne vlan-id: ykasbiBaeT ngeHtuncukatop VLAN
napameTpoB
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KomaHgHbIn JTrobon pexxum
pexnm

OTobpaxeHne QTECH(config-vlan)#show vlan id 20
KomaHz
VLAN Name Status Ports

20 VLANO0O20 STATIC  Gi0O/

5.4.4.4. NMpumep KoHdurypaumm

HacTponka rubpuagHoro nopra

Warn Hwxe npueBeaeH npumep HacTtporiku Gi0/1 B kayecTBe rmbpmngHoro noprta
HaCTPOMKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode hybrid
QTECH(config-if-GigabitEthernet 0/1)# switchport hybrid native vlan 3

QTECH(config-if-GigabitEthernet 0/1)# switchport hybrid allowed vlan
untagged 20-30

QTECH(config-if-GigabitEthernet 0/1)# end

MpoBepka | NpoBepbTe NpaBUNBHOCTL KOHUrypauum

QTECH(config-if-GigabitEthernet 0/1)#show run interface gigabitEthernet 0/1

Building configuration...

Current configuration : 166 bytes
interface GigabitEthernet 0/1
switchport

switchport mode hybrid
switchport hybrid native vlan 3

switchport hybrid allowed vlan add untagged 20-30

5.4.5. HacTpounka cepBMCHOro nopTa

5.4.5.1. 3dhdekT KoHduUrypaumm

B 00bI4HbIX Cny4asix CepBUCHBIN NOPT UCNONb3YEeTCH B cpeae nepeHanpasneHns yposHs 2. o
YMOJT4YaHMIO CePBUCHbIN NOPT He ndydaetT MAC-agpeca 1 MOXeT nepecbinaTtb nakeTbl U3 nobou
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VLAN. Kpome TOro, oH pa3sepTbiBaeTCs B NPO3paYHOM pexume ns nepeHanpasneHnsi NakeTos
YPOBHS 2 1 YPOBHS 3.

5.4.5.2. lWarn HacTponku

HacTpounka cepBMcCHOro nopra

e Ob6s3aTenbHbIN.

o BbinonHute 3Ty onepauuto, YTOOBbI HaCTpoOUTb NOPT B Ka4eCcTBe CEPBUCHOIO nNopTa.
o BbinonHute 9Ty onepauno Ha KOMMyTaTope.

KomaHga switchport mode servicechain

Mo ymonuanuio | Pexxum no ymonyaHuio — Access (goctyn)

KomaHaHbIn Mogenb KoHurypauum nHtepdenca
peXnm

PykoBogcteo no | Nepen nsameHeHnem nopra c nopTta 40CTyna, MarncTpanbHOro, rmopuaHoro,
ncnonb3oBaHuio | uplink nnu TyHHenbHoro nopta 802.1Q Ha CepBUCHBIA MOPT OYUCTUTE
Apyrve KoHdurypaumm nopTa U cHavana M3mMeHuTe NopT Ha nopT AocTyna.
UT0o6bl BOCCTAHOBUTbL HACTPOMKM MO YMOSYaHUIo, 3anyctute no switchport
mode B pexvmMe KoHUrypaumm nHtepdenca

5.4.5.3. NpoBepka

CepBucHbin nopt He uayyaet MAC-agpec, Korga naketbl C Teramm OTNPaBRsOTCA depes
cepBuCHbIN NopT. Kpome TOro, nakeTbl nepedatnTcs HE3aBUCMMO OT NMEPEHOCMMOro Tera n oT
Toro, cosgaHa nn VLAN.

5.4.5.4. NMpumep KoHcpUrypaumm

HacTtpoika cepBucHoro noprta
MPUMEYAHUE: onnckiBaeTcAa TOSbKO KOHUrypaumus, oTHOCALLAACS K CEPBMCHOMY NOPTY.

Warn Hactponte nopt Gi0O/1 B kKa4ecTBe CepBUCHOIO nopTa
HaCTPONKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode servicechain
QTECH(config-if-GigabitEthernet 0/1)# end

Mpoeepka | 3anyctute show run, 4Tobbl NPOBEPUTE NPABUITLHOCTbL KOHUIYypaLum

QTECH(config-if-GigabitEthernet 0/1)#show run interface gigabitEthernet 0/1

Building configuration...
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Current configuration : 166 bytes

interface GigabitEthernet 0/1
switchport

switchport mode servicechain

5.4.6. HacTtpouka yHacnegosaHHou VLAN ans He3aBucumoro nopra

5.4.6.1. 3hdeKT KoHdUrypaumm

OTY KOHhMrypauuio nogaep>xmeatT TONbKO MarmctapnbHble, uplink n rmbépugHesle nopTel. MNMocne
yKasaHua pacwmpeHHoro cnvcka VLAN maructpaneHoro mnm uplink-nopTa, korga aT1oT nopt
apnsetca AP, a nopT-y4acTHUK AP n3MeHeH Ha He3aBUCUMMbI MOPT, NOPT-YHACTHUK UCMONb3YyeT
pacwmpeHHbin cnucok VLAN, HacTpoeHHbin Ha AP, B kadecTBe cnucka paspelwieHHbix VLAN.
AHanornyHelM o6pasom, nocrie ykasaHus pacumpeHHoro cnucka VLAN rubpugHoro nopra aToT
pacwmpeHHbIv cnncok VLAN ncnonb3yeTcs B KayecTBe cnucka paspelueHHbix VLAN rmbpugHoro
noprta-y4dacTHuka, a rMbpuaHbI NOPT-yYaCTHUK, U3MEHEHHbIN Ha HEe3aBWCUMBbIA MOPT, Takxe
Hacneayet cnmvcok TeroB VLAN ot AP.

5.4.6.2. lLlarn HacTponku

HacTtpowka yHacneposaHHou VLAN Ansa He3aBMCUMOro nopra
e O6GnAzaTenbHbIN.

e BuinonHute a3ty onepaumio Ha kommyTtatope. B cueHapusix yctaHoBkm OC PXE
BbINONHUTE 3Ty onepauuto Ha AP.

KomaHga switchport individual-port extend-vlan vlan-list

Mo ymonyaunio | YHacnegoaHHasa VLAN He HacTpoeHa no yMomn4aHuio

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca nopta Kommyrtatopa
pexunum

PykoBoactBo no | Ytobbl OTKMOUNTE 3Ty OYHKUMIO, UCMOMb3yrUTe Komandy no switchport
ucnonb3oBaHuto | individual-port extend-vlan unu komangy default switchport individual-
port extend-vlan. 3Ty KOHMurypauuio noaOoepXMBaOT  TOJbKO
MarmcTpanbHble, uplink n rmépmngHble NopThbl

5.4.6.3. NpoBepka

3anyctute komangy show run, 4yToGbl NPOBEpPUTL, CYLLECTBYET N Ha UHTepdence komaHda
switchport individual-port extend-vlan.

5.4.6.4. NMpumep KoHcpUrypaumm

Hactpownka yHacnegoBaHHoun VLAN ans He3aBMCMMOIO nopTa

NMPUMEYAHMUE: onuckiBaeTcs TONbKO KOHGUrypaums, oTHocALWaAcs K yHacnegosaHHeiM VLAN
He3aBUCMMbIX NOPTOB.
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Warn Hwxe npuBegeH npumep aToM KOMaHAabl:
HaCTPOMKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-GigabitEthernet 0/1) switchport mode trunk
QTECH(config-if-GigabitEthernet 0/1) switchport individual-port extend-vlan 10

MpoBepka | 3anycTuTe komManAdy show run, 4ToGbl NIPOBEPUTL NPABUIBHOCTL KOHMUIypaLmm

QTECH(config-if-GigabitEthernet 0/1)#show run
Building configuration...
Current configuration : 166 bytes

interface GigabitEthernet 0/1

switchport individual-port extend-vlan 10

5.5. MOHUTOPUHT

5.5.1. OTobOpaxeHune

OnucaHune KomaHga

OtobparkaeT koHdurypauuio VLAN show vian

OTobpaxaeT koHdurypaumto nopTtoB @ show interface switchport
KOMMyTaTopa

5.5.2. OTnagka

NMPUMEMAHUE: cuctemHble pecypcbl 3aHATbl MPU BbIBOAE OTMAAOYHOW WMHGOpMaUuUK.
BbIknounTe oTnagku cpasy nocrie NCnosib30BaHus.

OnucaHue KomaHpa

Otnagka VLAN debug bridge vlian
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6. HACTPOUKA SUPER VLAN
6.1. O630p

Cynep BupTyansHas nokanbHas ceTb (Super VLAN) — ato noaxof k pasgeneruio VLAN. Super
VLAN Takke Ha3biBaeTca arperaunen VLAN u npeacrasnsaeT cobon TEXHOMNOMMIO ynpaBneHus,
npegHasHadYeHHyo aong ontuMmmnsaumn |IP-agpecos.

Mcnonb3oBaHne Super VLAN MOXeT 3HauuTenbHO cakoHOMUTb IP-agpeca. Onga Super VLAN,
cocTosilen 13 Heckonbknx SubVLAN, HeoOGxoaMmo Ha3Ha4yMTb TOMbKOo oAuH IP-agpec, 4yto
3Ha4MTEeNIbHO 3KOHOMUT IP-agpeca 1 ynpoliaeT ynpasieHUe CeTbio.

6.2. MpunoxeHue

MpunoxeHune OnucaHue

CoBmecTHOEe Cetn VLAN pasgeneHbl gng  peanusaumm  U30nsiLmm
ncnonb3oBaHue opHoro |IP- | nonb3oBatenen goctyna yposHsa 2 (L2). Bce nonb3osatenu
wnto3a Heckonbknumn VLAN | VLAN cOBMECTHO MCMONb3yoT 0auH IP-unto3 ana peanusawmu
cBA3N ypoBHA 3 (L3) 1 cBA3M C BHELUHMMU CETAMM

6.2.1. CoBMecTHOe ucnosnib3oBaHue ogHoro |IP-wnr3a Heckonbknmu VLAN

6.2.1.1. CueHapum

Heckonbko VLAN mnsonuposaHbl Ha L2 Ha ycTponcTtee L3, HO nonb3oBatenu atux VLAN moryT
OCYLLEeCTBNATL CBA3b L3 Apyr ¢ ApYyroM B OOHOM U TOM e CerMeHTe CeTw.

Super VLAN 2
SVI:192.168.1.1/24
Sub-VLAN 10, 20. 30

VLAN 30

VLAN 10 VLAN 20

192.168.1.10~192.168.1.50 192.168.1.60~192,168.1.100 192.168.1.110~192.168.1.150
KommyTaTtop A sBnsieTcs LWno30M U KOMMyTaTopoM s4pa.
KommyTtatop B, kommyTtaTtop C n kommyTtaTop D aBnsioTca KOMMyTaTtopamm AocTyna.

Ha kommyTatope A HacTpoeHbl Super VLAN u Heckonbko SubVLAN, a nHtepderic L3 n IP-agpec
nHTepdenca L3 HacTpoeHbl anga Super VLAN.

VLAN 10 HacTtpoeH Ha kommyTatope B, VLAN 20 HacTtpoeH Ha kommyTatope C, a VLAN 30
HacTpoeH Ha komMmyTaTope D. PasnuuHble oTaensl KOMNaHnum HaxoaaTtcs B pasHbix VLAN.
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6.2.1.2. Pa3BepTbiBaHue

B wHTpacetn wucnonb3ynte Super VLAN, 4T06bl Heckonbko SubVLAN Mornmu coBMecTHO
ncnonb3oBaTb oauH IP-wnto3, a B 170 e BpeMsi VLAN Obinin B3aMMHO M30NMPOBaHbl Ha ypPOBHE
L2.

Monb3oBaTtenu B SUBVLAN MoryT ocywecTBnaTb ¢Bs3b L3 yepes wno3 Super VLAN.
6.3. DyHKUUN

6.3.1. basoBble onpeaeneHns

Super VLAN

Super VLAN Takke HasbiBaetca arperaunen VLAN v npeactaBnseT cobor TEXHOMOMI0
ynpasneHns, npefHasHayeHHyo ana ontumusauun IP-agpecoB. OH o6beanHAET HEeCKOSbKO
VLAN B oaumH cermeHT IP-cetn. B Super VLAN Henb3s pnobaButb uanyeckuin nopT.
BupTyanbHbin uHTepdgenc kommytatopa (SVI) wncnonbayetcs ang ynpasrneHuss obmMeHOoM
AanHbiMu mexay VLAN mexay SubVLAN. Super VLAN Henb3s Mcrnornb3oBaTb Kak OBblYHYHO
VLAN 802.1Q, HO ee MOXHO paccmaTtpuBaTb Kak nepsuyHyto VLAN ana SubVLAN.

SubVLAN

SubVLAN — 3710 HesaBucumbin broadcast-gomeH. SubVLAN’bI B3aMMHO W30NMpoOBaHbl Ha
ypoBHe L2. [Nonb3osaTteny SubVLAN ogHown unun pasHbix Super VLAN B3avMMOAenCcTBYIOT Apyr
¢ apyrom 4vepes L3 SVI cBoux cobctBeHHbIX Super VLAN.

ARP-npokcu

SVI L3 moxHo cosgaTb Tonbko angd Super VLAN. Nonb3oeaTtenu B SUbVLAN B3auMoaencTByOT
C nonb3oBaTendamu B Opyrux noacetax Tou xe camon Super VLAN unu nonb3oBaTensamu B
OpYrMx cermeHTax cetu yepes npoken-cepeep ARP 1 L3 SVI Super VLAN. Korga nonb3oBaTenb
SubVLAN otnpaenseT 3anpoc ARP nons3osaTento apyrov SubVLAN, wnto3 Super VLAN
ncnonb3yeTt cBol cobcTBeHHbI MAC-agpec angd oTnpaBku UM oTBeTa Ha 3anpocekl ARP. 31oT
npouecc Ha3sbiBaeTca ARP-npoken.

Owvana3oH IP-agpecoB SubVLAN

B szaBucumoctn ot IP-agpeca wnto3a, HactpoeHHoro ans Super VLAN, MOXHO HacTpouTb
awnanasoH IP-agpecoB ons kaxxgon SubVLAN.

6.3.2. 0630p

OcobeHHOCTb OnucaHue

Super VLAN Cospante uHTepdenc L3 B kauvectBe SVI, 4TtOObl MO3BONMMTL BCEM
SubVLAN coBMECTHO MCMONb30BaTb OAWNH U TOT e cermeHT IP-ceTu yepes
ARP-npokcu

6.3.3. Super VLAN

Monb3oBaTensm Bcex SubVLAN Super VLAN moryT 6bITb HasHayeHbl |IP-agpeca B O4HOM
AunanasoHe |P-agpecoB, U OHU MOTYT UCMONb30BaTb OOUH U TOT Xe IP-wwnio3. Yepes aToT Winto3
nonb3oBaTenyM MOryT ocywecTBnATb obMeH AaHHbiMn mexay VLAN. HeT HeobxogumocTu
BbloenAaAThb W3 ansa kaxkgon VLAN, 4To coxpaHsieT IP-agpeca.
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6.3.3.1. MprHUKMN paboTbl

IP-agpeca B ceTeBOM CErMeHTE BbIAENAITCA pasHbiM SUbVLAN, npuHagnexalwimum ogHon 1 Ton
xe Super VLAN. Kaxgaa SubVLAN mnmeeT HesaBucumbin broadcast-gpomeH VLAN, a pasHble
SubVLAN wusonupoBaHbl Agpyr oT gpyra Ha ypoBHe L2. Korga nonb3oBatenam B SubVLAN
Heob6xoanmo BbINONHUTL CBA3b L3, IP-agpec SVI Super VLAN ncnonb3dyeTcs B kadyecTBe agpeca
wno3a. Takmm obpasom, Heckonbko VLAN uMcnonb3ytoT oguH U TOT e IP-wnio3, n Het
HeobGXxoaNMMOCTM HacTpamBaTh W03 Ans kaxaon VLAN. Kpome Toro, ans peanusauum cesasm L3
mexgy nogacetamu VLAN un mexay SubVLAN u gpyrmmm cermMeHtamu cetu MChonb3yeTcs
dyHKums ARP-npokeu ansa nepecbinku n obpadoTkm 3anpocos 1 otBeToB ARP.

CBAa3b ypoBHA 2 SUubVLAN: ecnn SVI He HacTpoeH ans Super VLAN, SubVLAN Super VLAN
B3aMMHO M30MPOBaHbl Ha YpoBHE L2, TO ecTb nonb3oBatenu B pasHbix SUbVLAN He moryT
obwatbes gpyr ¢ gpyrom. Ecnu SVI HactpoeH ans Super VLAN, a wnio3 Super VLAN moxeT
dYHKLMOHMpPOBaTb Kak ARP-npokcu, nonb3oBateny B pasHbix SUbVLAN ogHom n Ton xe Super
VLAN MoryT B3aumopfencrsoBaTb Apyr C Apyrom. 3OTO cBs3aHO C Tem, 4to IP-agpeca
nonb3oarternen B pasHbix SUbVLAN OTHOCATCA K OQHOMY U TOMY Xe CEerMeHTy CeTu, U CBA3b
Mexgy 3TMMM Mosib3oBaTensamMun No-nNpexHemy paccMaTpmBaeTCH Kak cBAsb L2.

KommyHukaumsa L3 SubVLAN: ecnv nonb3oBaTtensam B SubVLAN Super VLAN Heobxogmmo
BbIMNOMHUTL CBA3b L3 Mexay cermeHTamu cetu, w3 aton Super VLAN yHKUMOHMPYET Kak
ARP-npokcu ans oteeTa Ha 3anpocbkl ARP BMecTto SubVLAN.

6.4. KoHdurypauusa

dnemMeHT OnucaHve n kKomaHAaa
KOHcpUurypaumm

HacTtpolika ocHoBHbIX | ObaA3aTenbHbIN
dvyHkumn Super VLAN

supervlan HactpanaeT Super VLAN

subvlan vian-id-list HacTtpaueaeT SubVLAN

proxy-arp BknovaeT pyHkumMo ARP-npokeu

interface vlan vlan-id CospgaeT BupTyasnbHbIN MHTEpdenc ans
Super VLAN

ip address ip mask HacTtpauBaet |P-agpec BupTyanbHOro
nHTepdemnca Super VLAN

OnumoHanbHO

subvlan-address-range | ykasbiBaeT pAgumanas3oH IP-agpecoB B
start-ip end-ip SubVLAN
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6.4.1. HacTponka ocHOBHbIX ¢pyHKUun Super VLAN

6.4.1.1. AcpdeKT KoHUrypaumm
Bkntounte cpyHkumio super VLAN n HacTtponte SVI ans super VLAN, 4Tobbl peann3oBaTh CBA3b
L2/L3 mexay SubVLAN uepes VLAN.

Monb3oBaTenu Bo Bcex SUbVLAN Super VLAN uvcrnonb3ytoT oguH u ToT xe IP-wno3. Het
HeobXx0AMMOCTN yKasblBaTb CerMeHT cetu Ansa kaxgon VLAN, B KOTOPOM COXpaHSAKTCA
IP-agpeca.

6.4.1.2. Mpume4yaHus

Super VLAN He npuHaanexuT kakomy-rnmbo dmsndeckomy nopty. Takmm obpasom, yCTPONCTBO,
HacTpoeHHoe ans paboTbl ¢ Super VLAN, He MoxeT obpabaThiBaTk NakeThbl, coaepxalime Ter
super VLAN.

[ormkHbl GbITb BKMOYEHbl Kak yHKuma Super VLAN, Tak u yHkuma ARP-npokcu Kaxaown
SubVLAN.

SVI n IP-agpec [ormkHbl ObiITb HacTpoeHbl ansg Super VLAN. SVI — 3TO BUpTyanbHbIN
NHTepdenc, NCnonb3yemblin 4nsi CBA3N nonb3oBartenen Bo Bcex SUbVLAN.

6.4.1.3. LLlarn HacTpounku

HacTtpownka Super VLAN
e O6GnAzaTenbHbIN.
e B Super VLAN HeT ¢pusmyeckoro nopra.

o  OyHkuma ARP-npokcn pommkHa ObiTb BKMAOYEHA. 3Ta (YHKUMSA BKIKOYEHA MO
YMOSYaHuIo.

o  Bbl MOXeTe 3anycTuTb koMaHay supervian, 4tTobbl nameHnTb 06bI4HY0 VLAN Ha Super
VLAN.

e [locne Toro kak o6bl4Has VLAN ctaHeT Super VLAN, nopTbl, 4o6aBneHHble B 3Ty VLAN,
OyoyT yaaneHbl n3 atonm VLAN, nockonbky B Super VLAN He cyulecTByeT on3nyecKkoro
nopra.

NMPUMEMAHUE: Super VLAN pgenctBuTesnbHa TOMbKO MNOCMe HACTPOMKMA LOMONMHUTENbHbBIX
VLAN gnsa aton Super VLAN.

NMPUMEYAHMUE: VLAN 1 Henb3sa HacTponTb kak Super VLAN.

NPUMEMAHMUE: Super VLAN He mMoxeT BbiTb HacTpoeHa kak SubVLAN apyron Super VLAN.
SubVLAN Super VLAN Henb3si HacTpouTb Kak Super VLAN.

KomaHga supervlan

Mo ymonuanuio | Mo ymonuaHmio VLAN siBnsietca obwen VLAN

KomaHaHbIn Pexnm koHdurypaumm VLAN
peXunm
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PykoBoactso no
NCNOSb30BaHMIO

Mo ymonyaHuo pyHkuma Super VLAN oTknoyeHa.
B Super VLAN Henb3sa no6aBuTb on3nyecKkunin nopT.

Kak Tonbko VLAN He aBnsetca Super VLAN, Bce ee SubVLAN ctaHoBATCA
06bl4HbIMKM cTaTudeckumn VLAN

Hactpouka BuptyanbHoro nHtepdenca ana Super VLAN
e O6GsAzaTenbHbIN.
e B Super VLAN Henb3s no6asntb domandeckuin nopt. Bl moxeTe HacTpoutb SVI L3 gns

VLAN.

NPUMEYAHUE: korga Super VLAN KoHdurypupyetca ¢ nomowpbio SVI, OH Bblaenset
nHTepdenc L3 ansa kaxaon SubVLAN. Ecnu ana SubVLAN He BbiaeneH nHtepdenc L3 ns3-3a
HexBaTKu pecypcos, SUbVLAN cHoBa ctaHoBuTCs 0bwen VLAN.

KomaHpa interface vlan vlan-id
Onucanue vlan-id: ykasbiBaeT ngeHtndukatop Super VLAN
napameTpoB

Mo ymonyaHuo

Mo ymonyaHuto H1 oanH Super VLAN He HacTpoeH

KomaHgHbIn
pexum

Pexum rnobansHon koHdurypaumm

PykoBoacTteo no
MCNONb30BaHNIO

NHtepdperic L3 pomkeH ObiTb HACTPOEH Kak BUPTYyasnbHbI MHTEpPdENC
Super VLAN

HacTtpounka wnro3a Super VLAN
o (OO6GsizaTenbHbIN.

o LUnto3 IP Ha SVI L3 HacTpoeH Kak NpoKcK-cepBep AN Bcex nonb3oBatenen B SUbVLAN
Ona oTBeTa Ha 3anpocbl ARP.

KomaHga ip address ip mask
Onuncanne ip: ykasbiBaeT IP-agpec wnto3a Ha BUpTyanbHbI HTepdenc Super VLAN.
napameTpoBs

mask: 0603Ha4YaeT macky

Mo ymonyaHuio

Mo ymonyaHuio Wwnto3 He HacTpoeH anga Super VLAN

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCMNOMb30BaHUIO

3anyctute 3Ty KomaHgy, 4Tobbl HacTpouTb w3 Ana Super VLAN.
Monb3oaTtenu Bcex SUbVLAN Super VLAN COBMECTHO UCMOSb3YIOT 3TOT
LUM03
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HacTtponka SubVLAN

Oba3aTenbHbIN.

®usnyeckme noptbl MOryT 6biTb AobaBneHbl B SUubVLAN. SubVLAN Super VLAN
COBMECTHO MCnonb3yloT agpec wni3a Super VLAN n HaxogaTcss B OQHOM CerMeHTe
ceTu.

®yHkuMs ARP-Mpokcn OomkHa ObiTb BKMOYeHa. 3Ta (OYHKUMS BKMKOYEHa Mo
YMOMYaHuio.

Bbl MoxeTe 3anyctuTtb komaHay subvlan vlan-id-list, 4yTo6bl n3ameHuTb 06bI4HYO VLAN
Ha SubVLAN Super VLAN. ®usnyeckune nopTbl MOryT ObiTb gobaBneHsl B SUbVLAN.

KommyHukaumsa nonb3osatenen B SUbVLAN ynpasnsetca Super VLAN.

NMPUMEYAHMUE: Bbl gomkHbl nameHnte SUbVLAN Ha obwyto VLAN, npexge 4em cmoxeTe

yoanutb 3Ty SUbVLAN, BbINONHUB KOMaHZy no vian.
NMPUMEYAHMUE: ogHa SubVLAN npuHagnexuT Tonbko ogHon Super VLAN.

Komanpa subvlan vlan-id-list
Onucanue vlan-id-list: ykasbiBaeT Heckonbko VLAN B kayectBe SubVLAN Super VLAN
napameTpoB

Mo ymonuanuio | Mo ymonuanmio VLAN sensetca obbivHon VLAN

KomaHaHbIn Pexnm koHdpurypaumm VLAN

pPeXUM

PykoBogcteo no | IHTepdenchl nogkntodeHmst MoryT ObiTb gobasneHsl B SUbVLAN.

MCnoJib30BaHUIO

Bbl gomkHbl nameHnts SUbVLAN Ha obwyto VLAN, npexae 4yem cmoxeTte
yoanutb 3Ty SUbVLAN, BbINONHMB kOMangy no vlan [id].

Bbl He moxeTe HacTpouTb SVI yposHs 3 VLAN ana SubVLAN.

NMPUMEMAHMUE: ecnn Bbl HacTpounu SVI ypoeHs 3 gnst Super VLAN,
nonbiTka gobaBneHnst AonoNHUTENbHbIX SUbVLAN MOXeT 3aBepLuMTbCS
Heynayen n3-3a HexBaTKM PECYPCOB.

NMPUMEMAHMUE: ecnun Bbl HacTpouTe SUbVLAN Ha Super VLAN, a 3atem
HacTpouTe SVI ypoeHa 3 VLAN ansa Super VLAN, HekoTopble SubVLAN
MOryT cHoBa cTaTb o6wwumm VLAN 13-3a HEXBATKN PECYPCOB

Hactpoinka ARP-npokcu

(O6szaTenbHO) PyHKUMA ARP-Npokcy BKIIOYEHA MO YMOMYaHMIO.

Monb3oBaTenn B SubVLAN moryT peanunsoBaTtb CBs3b L2/L3 mMexay BUpTyanbHbIMU
nokanbHbIMN CETAMU Yepes3 MPOKCU-CepBep LUM3a TOMbKO MOCcre TOro, Kak yHKUna
ARP-npokcu BkntoyeHa kak B Super VLAN, Tak 1 B SUbVLAN.

Monb3oaTtenu B SUbVLAN moryT o6uwaTtbcs ¢ none3osatenamm apyrnx VLAN Tonbko
nocre Toro, kak pyHkuna ARP-npokcu BkntodeHa kak B Super VLAN, Tak u B SUbVLAN.

NMPUMEYAHUE: dyHkums ARP-npokcn gomkHa ObiTh BKNtoveHa kak B Super VLAN, Tak n B

SubVLAN. B npotnBHOM cny4yae ata yHKUUSA He OeNCTByeT.
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KomaHga proxy-arp

Mo ymonuanuio | Mo ymonyaHuio cyHKUMs ARP-MpoKkey BktoueHa

KomaHaHbIn Pexum koHdurypaumm VLAN
pexmm

PykoBogcTeo no | Mo ymonyanuio cyHKuust ARP-Npokcy BKIOYeHa.

NCMONB3OBAHNIO | 3anycTTe aTy KOMaHAy, YTOGbLI BKMIOYUTL YHKUMIO ARP-NpOKCH Kak B

Super VLAN, Tak n B SUbVLAN.

Monb3oBatenn B SubVLAN MoryT peanusoBatb cBA3b L2/L3 mexay
BMPTYarnbHbIMW fOKanbHBIMU CETAMM TOMbKO MOCMe TOro, Kak (PyHKUuUS
ARP-npokcu Byaet BknoyeHa kak B Super VLAN, Tak n B SUbVLAN

Hactpounka gauana3soHa IP-agpecoB SubVLAN

o Bkl MOXxeTe BblaenuTb ananasoH IP-agpecos anga kaxgon SubVLAN. MNonb3oBaTtenu B
SubVLAN MoryT obwartbca ¢ nonb3oBatensmu gpyrux VLAN, TOMbKO ecnv ux
IP-agpeca HaxogdaTcsa B yKasaHHOM Juana3soHe.

e Ecnu He yka3aHO MHOE, BaM He HY>XHO HacTpamBaTb AvanasoH IP-agpecos.

NMPUMEYAHME: IP-agpeca, agnHamudeckn Bblgensiemble nonb3osarenam vyepe3d DHCP, moryT
He BXOOuTb B AnanasoH BbigeneHHbix IP-agpecos. Ecnu IP-agpeca, BolaeneHHble yepes DCHP,
He BXOOAT B YKa3aHHbI AuanasoH, nonb3oBatenn B SubVLAN He moryT obwatbcs ¢
nonb3oatenammn gpyrux VLAN. MNoatomy OyabTe OCTOPOXHbI MPWM MCMONb30BaHUN KOMaHAbI
subvlan-address-range start-ip end-ip.

NMPUMEYAHME: ananasoH IP-agpecoB SubVLAN fomkeH HaXoaMThbCs B Npegenax gnanasoHa
IP-agpecoB Super VLAN, kK Kotopou npuHagnexut SubVLAN. B npotmBHOM crydae
nonb3oBartenn SubVLAN He MOryT B3aMmogencTBoBaThb Apyr C APYroMm.

NMPUMEYAHME: IP-agpeca nonb3oBaTenen B SUbVLAN [OmkHbI HaxoguTbCa B npegenax
AnanasoHa IP-agpecoB SubVLAN. B npotuBHom cnyyae nonb3osatenu B SubVLAN He cmoryT
B3aMMOAeNCTBOBAaTb APYr C APYrOM.

KomaHga subvlan-address-range start-ip end-ip
Onuncanne start-ip: ykasbiBaeT HavanbHbln IP-agpec SubVLAN.
napameTpoB

end-ip: ykasbiBaeT KoHeuYHbIn IP-agpec SubVLAN

Mo ymonyaHuio | Mo ymonyaHuio gmanasoH IP-agpecoB He HAacTpOeH

KomaHaHbIn Pexnm koHdurypaumm VLAN
pexXunm
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PykoBoactso no
NCNoNb30BaHNIO

OnuuoHarnbHo.

3anyctnte 3Ty KkomaHgy, 4ToObl HacTpouTb Ananas3oH |IP-agpecos
nonb3oBaTtenen B SubVLAN.

OunanasoHbl |IP-agpecoB pasHbix SubVLAN Super VLAN He MoryT
nepekpbIBaTLCA APYr C APYroMm.

NMPUMEMAHUE: ananasoH IP-agpecoB SubVLAN gomkeH HaxoauTbCs B
npegenax guanasoHa IP-agpecoB SubVLAN, K KOTOpPOW MpuUHAOnexuT
SubVLAN. B npotnBHom cnyyae nonb3oBatenv B SubVLAN He cmoryT
B3aMMOAENCTBOBATL APYr C OPYrOM.

NMPUMEYAHUE: nonb3oBatenn B SubVLAN moryT obwartbcs ¢
noneb3osatenamun gpyrux VLAN Tonbko B TOM cnydae, ecrnm ux IP-agpeca
(anHammnyeckun Bblgengemble Yyepe3 DHCP mnnu ctatnyeckn HacTpoOeHHbIE)
HaxoOsTCHa B HACTPOEHHOM auanasoHe IP-agpecos.

NMPUMEYAHMUE: IP-agpeca, HasHavyeHHble Yepe3 DHCP, moryT He BXOauTb
B HaCTpoOeHHbI AuanasoH |P-agpecos. B aTtom cnyyae nonb3oBaTenu
SubVLAN He moryT obwaTtbcs ¢ nons3osatenamu apyrux VLAN. MNoatomy
OyabTe OCTOPOXHbI NPU UCNOSb30BaHMM 3TON KOMaHAbI

6.4.1.4. NpoBepka

Mocne Toro, kak kaxgas SubVLAN conoctaBneHa co wio3om Super VLAN, nonb3oBatenu
SubVLAN MoryT oTnpaBnsTb 3X0-3anpock! ApYr ApYry.

6.4.1.5. Npumep KoHcpUrypaumm

Hactponka Super VLAN B ceTn, 4TtoObl nonb3oBatenu B ee SubVLAN
MCNonb30Bann OAUH U TOT XXe CerMeHT CeTU U COBMECTHO UCMNOJIb30Basiv OAVH U
TOoT Xe |IP-wnto3 ans coxpaHeHus IP-apgpecoB

CueHapun:

Super VLAN 2
SVI:192.168.1.1/24

Sub-VLAN 10, 20. 30

VLAN 30

VLAN 20

192.168.1.10~192.168.1.50 192.168.1.60~192,168.1.100 192.168.1.110~192.168.1.150

PucyHok 6-1.
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Warn
HaCTPOMKK

BbinonHuTe cooTtBeTCTBYOWYO HAacTporKy Super VLAN Ha kommyTaTope agpa.

Ha kommyTaTtopax goctyna Hactponte obwme cetn VLAN, cooTBeTCTByOLWME
SubVLAN Ha kommyTaTope sapa

SwitchA#configure terminal

BeeguTte komaHabl KOHGUrypaumm, no ogHon B cTpoke. KoHel ¢ CNTL/Z.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 10
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 20
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 30
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 2
SwitchA(config-vlan)#supervlan
SwitchA(config-vlan)#subvlan 10,20,30
SwitchA(config-vlan)#exit
SwitchA(config)#interface vlan 2
SwitchA(config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA(config)#vlan 10
SwitchA(config-vlan)#subvlan-address-range 192.168.1.10 192.168.1.50
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 20
SwitchA(config-vlan)#subvlan-address-range 192.168.1.60 192.168.1.100
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 30
SwitchA(config-vlan)#subvlan-address-range 192.168.1.110 192.168.1.150
SwitchA(config)#interface range gigabitEthernet 0/1,0/5,0/9

SwitchA(config-if-range)#switchport mode trunk

MpoBepka

Y6eanutech, 4To ncxogHbin xoct (192.168.1.10) 1 KoHeYHbIN xocT (192.168.1.60)
MOTyT MPOBEPUTL CBA3b APYr C APYroM

180

QTECH

MWP OOCTYNHEE




PykoBofacTeo no Hactponke cepuss QSW-6910

HaCTpOVIKa Super VLAN W
A SwitchA(config-if-range)#show supervlan
supervlan id supervlan arp-proxy subvlan id subvlan arp-proxy subvlan ip
range
2 ON 10 ON 192.168.1.10 - 192.168.1.50
20 ON 192.168.1.60 - 192.168.1.100
30 ON 192.168.1.110 - 192.168.1.150

6.4.1.6. PacnpocTpaHeHHble OLMNOKH

LLnto3 SVIun IP He HacTpoeH ans Super VLAN. CnegoBatenbHo, nponcxoauT cbor cBasn Mexay
SubVLAN n mexay SubVLAN v gpyrumm BUpTYanbHbIMU NTIOKaNbHbIMN CETAMM.

OyHkuma ARP-npokcu oTknodeHa B Super VLAN wunu  SubVLAN. CneposatenbHo,
nonb3oBatenu B SUbVLAN He moryT obLiatbes ¢ nonb3osaTtensamu gpyrux VLAN.

[wnana3soH IP-agpecos SubVLAN HacTpoeH, Ho IP-agpeca, BblaefneHHble NoSib3oBaTeNsAM, He
BXOOAT B 9TOT AManasoH.

6.5. MOHUTOPUHr

6.5.1. OToGpaxeHune

OnucaHue KomaHga

OtobparkaeT koHdurypauuto Super VLAN show supervlan

6.5.2. OTnapka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NPY BbiBOAE OTIago4HON MHGopmaumn. Noatomy
OTKNtoYanTe OTNagaKy cpasy nocne UCrnofb3oBaHUS.

OnucaHue KomaHaa

Otnagka Super VLAN debug bridge svlan
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7. HACTPOUKA PRIVATE VLAN
7.1. O630p

Private VLAN penut broadcast-gomeH ypoBHA 2 VLAN Ha HecKosnbKo nogaoMeHoB. Kaxabin
noaaoMeH cocTonT n3 ogHon napbl Private VLAN: nepsuyHoir VLAN m BTopryHOn VLAN.

OauH gomeH Private VLAN MOXeT CcOCToATb U3 Heckonbkux nap Private VLAN, n kaxxgasa napa
Private VLAN npegcraBnset oanH cybgomeH. B gomeHe Private VLAN Bce napbl Private VLAN
NCnonb3yT OAHY U Ty e nepsBuyHyo VLAN. BTtopudHble naeHtudukatopsl VLAN ans
NOoAOOMEHOB OTIMYAOTCS.

Ecnn nocraBwmk ycnyr BblgenseT ogHy ceTb VLAN Kakgomy nonb3oBaTento, KONMmM4ecTBO
nonb3oBaTternen, KOTOpoe MOXET MNoAOepXMBaTbCA MNOCTABLUMKOM YCIyr, OrpaHu4MBaeTcs,
NMOCKOSbKY OOHO YCTPOMCTBO nopaepxusaet He Gonee 4096 ceten VLAN. Ha yctpoinctse
ypoBHs 3 kaxxgon VLAN BbloensieTca oguMH agpec NOACeTU U cepust agpecos, YTo NpUBoauT
K notepe IP-agpecoB. TexHonorus Private VLAN npaBuibHO pellaeT fBe npegbigyline
npobnemsl. Private VLAN B ganbHenem ans KpaTkocTn HasbiBaeTca PVLAN.

7.2. MpunoxeHus

MpunoxeHue OnucaHue

[MpymeHeHune PVLAN | NMonb3oBaTenu npegnpusatua MoryT obwaTtbcs Apyr ¢ Apyrom,
Mexay YCTPOMCTBAMU | HO B3auMMOLENCTBUE MOSfb30oBaTeNen Mexagy npeanpuatusaMm
YPOBHS 2 M305IMpPOBaHO

MpumeHeHre PVLAN Ha | Bce kopnopaTuBHbIEe NOMAb30BaTENN UCNOMB3YIOT OANH N TOT Xe
OHOM YCTPOWCTBE YPOBHSA | agpec Lumto3a U MOryT B3auMOAENCTBOBAaTb C BHELLUHEN CETbIO
3

7.2.1. NMpumeHeHne PVLAN mexay ycTponcTBaMum YPOBHSA 2

7.2.1.1. CueHapun

Kak nokasaHo Ha cnegywowem PucyHke, B onepauMOHHOM CeTUM ChyKObl XOCTMHra XOCTbl
KOprnopaTuUBHbIX NOSfib30BaTENEN NOLKIMOYEHbI K CETM Yepe3 KoMMyTaTop A unm kommyTtaTtop B.
OcHoBHble TpeboBaHuWsa cnegyoLwme:

e [lonb3oBatenu npeanpusATUsS MoOryT obLiaTtbcs APYr C APYroMm, HO B3aMMonencTBue
nonb3oBaTenen Mexay npeanpuaTUsSMu 30NMpPOBaHo.

e Bce koprnopaTuBHble NONb30BATENM UCMONBb3YIOT OOWH U TOT e agpec Wio3a U MoryT
B3aMMOOENCTBOBATb C BHELLHEN CETHIO.
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PucyHok 7-1.

KommyTaTop A n kommyTaTtop B siBnsitoTCst KOMMyTaTopamun 4ocTyna.

PVLAN paboTtaet Ha ycTtpouctBax. [lopTbl Ons MNOAKMNIOYEHUS YCTPOWUCTB LOSTKHbI ObiTh
HaCTPOEHbl Kak MaructpasnbHble nopTbl, To ecTb nopT Gi 0/5 kommytaTtopa A n nopt Gi 0/1
KomMmyTaTopa B HacTpoeHbl kak MarncTparnbHble NOpThl.

Mopt Gi 0/1 pgns noaknodeHuss KommyTaTopa A K L3y HeobXOOUMMO HACTpPOUTb Kak
Hepa3bopuMBbIA NOPT (Promiscuous-nopT).

MopT Gi 0/1 Wwn3a MOXXHO HAaCTPOMUTL Kak MarncTpanbHbii v rmbpugHein nopT, a Native VLAN
asnsaeTcs ocHoBHon VLAN gnsa PVLAN.

7.2.1.2. PasBepTbiBaHue

HacTtponTe BCe npeanpusaTvs Tak, YToObl OHM Haxogunucb B ogHon n Ton xe PVLAN
(ocHoBHas VLAN 99 B aTom npumepe). Bce kopnopaTuBHbIE NONb30BaTENM UCNONb3YIOT
OAWH U TOT Xe uHTepdenc yposHa 3 yepes aTy VLAN ansi CBA3WN C BHELLHEN CETLIO.

Ecnu Ha npegnpuaTnmn nMeeTcs HECKOITbKO MONb30BaTENbCKMX XOCTOB, pacnpegenure
Nosib30BaTENIbCKME XOCTbl pasHbIX npeanpuatun no pasHeiM VLAN coobuwecTtea. To
€eCTb HacTponTe MOopTbl, MOAKMIOYEHHbLIE K XOCTaM Mnonb3oBaTenen npeanpuaTnd, B
kavyecTtBe noptoB xoctoB VLAN coobuwiectBa, 4tobbl peannsoBaTb B3aMMOOENCTBME
nornb3oBaTenen BHYTPU  NpeanpuaTUs, HO  U3onupoBaTb  B3auMoAencTBue
nosib3oBaTenen Mexay npeanpuaTnaAMu.

Ecnu Ha npeanpuatum MMeeTcsl TOSMbKO OAWMH MOJSb30BaTENIbCKUA XOCT, HACTPOUTE
NopThl, NOAKMIOYEHHbIE K NMONb30BaTENbCKUM XOCTaM Takux NpeanpuaTuii, Kak nopThbl
XOCTOB Mu3onupoBaHHon VLAN, 4ToObl peanu3oBaTb M30MSUMIO B3aUMOAEWNCTBUSA
nosib3oBaTenen Mexay npeanpuaTnaAMu.
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7.2.2. NMpnmeHeHne PVLAN Ha ogHOM ycTpoucTBe YpPOBHA 3

Kak nokasaHo Ha cnegywouem PucyHke, B onepauMoHHON CeTU CRyxObl XOCTMHra XOCTbl
KOpropaTUBHbLIX MONb30BaTeNen MOAKMIOYATCA K CeTM Yepe3 KOMMyTaTop A YCTpoWCTBa
ypoBHs1 3. OcHoBHble TpeboBaHWs crieayroLme:

Monb3oBaTenu npeaonpuAaTna MoryT obuwaTtbes apyr ¢ apyrom, HO B3anmoaencraeme
nonb3oBartenemn MeXxay npeanpuAaTnamMmmn n3onimpoBsaHo.

Bce KopnopaTuBHbI€ Nofib3oBaTesin MOTryT NONYyYUTb OOCTYN K CEPBEPY.

Bce KopnopaTuBHbI€ NoJib30BaTesNIM UCNOJNb3YHT OANH U TOT Xe adpec Wr3a U MoryTt
B3aMMOOENCTBOBATb C BHELLHEN CETLIO.

Switch A

Primary WLAM 2
SVI:192.168.1.1/24

—

Ent‘é"ri:lrisp
LY

AcEnterprica A
B.Enterpriza B
C:Enterprise C
D:Enterprise D

Cammunity \ Community

_MLAN1D_ =7 So VLAN20 -

L Pe——

PucyHok 7-2.

KommyTaTtop A aBnsieTca KOMMYyTaToOpoM LUM3a.

Korga nonb3oBaTenbCKkMe XOCTbl MOOKMHOYEHbl K ogHoMy ycTtpouctBy, nopT Gi 0/7 pgns
NMOAOKMIOYEeHNss K CepBepy HacTpamBaeTCsl Kak CryyYawHbld NopT, 4YTOObl KOpnopaTuBHbIE
nonb3oBaTeny MOrnv B3aMMmoaencTBOBaTh C CEPBEPOM.

ConocTaeneHne ypoBHSA 3 AOMKHO ObiTb BbiNOfHeHO B nepBuyHOn VLAN n BTOpuyHbIX VLAN,
4yTOBbl NONBb30BaTENM MOIMM B3aMOAENCTBOBATb C BHELLHEN CEThIO.

7.2.2.1. PasBepTbiBaHue

HacTponTe nopT, KOTOPbIN HANPSAMYHO NOOKITHOYEH K CEPBEPY, Kak Hepa3bopUuMBhLIN MOPT.
Mocne atoro Bce KopnopaTuBHblE MOMb30BaTENM CMOryT B3aMMOAEWCTBOBAaTb C
cepBepoM vepes Hepa3bop4mBbIn NOPT.

HacTtponte agpec wnto3a PVLAN Ha ycTponcTtBe ypoBHS 3 (komMmyTaTtop A B 3TOM
npumepe) (B aTomM npumepe yctaHoBute agpec SVI VLAN 2 Ha 192.168.1.1/24) wn
HacTponTe conocTtaeneHne mexay nepBuyHon VLAN u BTOpuYHbIMM VLAN Ha
UHTepdenc yposHA 3. [locre 3TOro BCe KOprnopaTUBHbIE MOMb30OBaTENM CMOryT
B3aMMOLENCTBOBATL C BHELLHEN CEThIO Yepes agpec Ln3a.
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7.3. DyHKUUMN

7.3.1. basoBble onpeaeneHns

PVLAN

PVLAN nogaepxwnaet Tpu tvna VLAN: nepBuyHble VLAN, mnsonupoBaHHble VLAN n VLAN
coobLyecTBa.

[domeH PVLAN umeeT Tonbko oaHy ocHoBHYO VLAN. BTopnyHble VLAN peanusyoT n3onauuo
ypoBHSA 2 B ToM e gomeHe PVLAN. CywecTtByeT ABa Tuna BTOpuYHbIX VLAN.

U3onuposaHHas VLAN

MopTbl B 04HON M TOW e u3onupoBaHHoW VLAN He MOryT B3aMMHO yCTaHaBnuBaTb CBS3b
ypoBHSA 2. [lomeH PVLAN nmeeT TonbKo oaHy nsonuposaHHyo VLAN.

VLAN coobLuiecTBa

MopTbl B ogHon VLAN coobLuecTBa MOryT yCTaHaBNMBaTb CBSA3b YPOBHSA 2 ApYr C APYTOM, HO He
MOFYT OCYLLECTBMATb CBA3b YpOBHs 2 ¢ nopTamu B apyrux VLAN coobuiectsa. [lomeH PVLAN
MoXeT umeTb Heckornbko VLAN coobulecTBa.

Accoumnauums ypoBHa 2 PVLAN

Mapbl PVLAN cyLlecTBYHOT TOMbKO Mocne Toro, kKak OyaeT BbINOMHEHa accounaumns ypoBHS 2
mexay Tpems tunamu VLAN PVLAN. 3atem nepsuyHas VLAN umeeT ykasaHHYH BTOPUYHYHO
VLAN, a BTopnyHasa VLAN nmeeT ykasaHHyto nepsu4dHyto VLAN. MNepeuyHasa VLAN 1 BTOpUYHbIE
VLAN HaxogaTcsa B OTHOLLEHUSX «OAMH KO MHOrMM» (One-to-many).

Accoumnaums ypoBHa 3 PVLAN

B PVLAN uHTepdenchl ypoBHs 3, TO €CTb KOMMYTUPYEMbIE BUPTYarbHble nHtepdenicl (SVI),
MOryT ObITb co3gaHbl Tonbko B nepemyHon VLAN. MNMonb3oBaTtenu Bo BTopudHom VLAN moryT
YCTaHOBUTb CBA3b YPOBHSA 3 TONbKO MOCHe TOro, Kak ByaeT BbINOMIHEHa accoumaumns ypoBHSA 3
mexay BTopuyHoM VLAN m nepsuyHon VLAN. B npoTMBHOM cnydae nonb3oBaTenv MoryT
OCYLLIECTBIIATb CBA3b TOSILKO HA YPOBHE 2.

MopT coobwecTBa

MopTbl coobwiectBa — 310 NopThl B ceT VLAN coobulecTtea. NMopTel coobwecTtBa B OQHOM
VLAN coobuiectBa MOryT B3auMOAENCTBOBaTL APYr C APYrOM M MOMyT B3aMMOLENCTBOBATbL C
HepasbopumBbiMK nopTamu. OHM HE MOTryT OOMEHMBATLCA OaHHbIMK C MOpTaMn coobLuecTea B
apyrmx VLAN coobLiecTtBa nnm n3onnmpoBaHHbIMW NopTammn B nsonunposaHHon cetn VLAN.

Hepa36opumBbIM NopT (promiscuous-nopT)

HepasbopumBble nopTbl — 310 NopTbl B nepBuyHon VLAN. OHM MOryT B3aMMOAENCTBOBATL C
no6bIMM NopTamMu, BKOYast N30NIMPOBaHHbIE NOPThI M NOPTbI coobLlecTBa BO BTOpUYHbIX VLAN
Toro »xe gomeHa PVLAN.

NMPUMEYAHUE: B PVLAN SVI MOXHO co3gaBaTb TONbkKO B nepsuyHon VLAN, a SVI Henb3s
co3faBaTb BO BTOpMYHbIX VLAN.

NMPUMEYMAHUE: noptel B PVLAN MOXHO WUCMNONb30BaTb B KadecTBe MOPTOB WCTOYHMKA
3epKanupoBaHnsi, HO HENb3S NCMNOMb30BaTh B KA4YECTBE NOPTOB HAa3HAYEHNSA 3epKanMpoBaHus.
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7.3.1.1. O630p

OcobeHHOCTb OnucaHue

N3ongaumsa ypoBHA 2
PVLAN u coxpaHeHue

IP-agpeca

MopTbl pa3nuyHblx TMNoB PVLAN MOXHO HAcTpouTb ANg peanusauum
B3aMMOAENCTBUSA U MU30NSALUN MPOMEXYTOYHbIX MOSIb30BaTENbCKUX
xocTtoB VLAN

[Mocne BbLINOMHEHNSA COMOCTaBNEHNSA YPOBHS 2 Mexay nepBUYHON
VLAN wu BtopudHbiMn VLAN noggepuBaeTcs TOSMbKO CBA3b
ypoBHs 2. Ecnn Tpebyetca cBA3b YPOBHA 3, MONb3oBaTeNsaM
BTopuyHon VLAN Heobxoammo mcnonb3oBaTtb SVI nepsuyHon VLAN
0551 OCYLLECTBIIEHUS CBA3N YPOBHA 3

7.3.2. U3onsauusa ypoBHsa 2 PVLAN n coxpaHeHue |IP-agpeca

JobaBbTe nonb3oBaTenen B nogaomMeHbl PVLAN, 4ToObl
npeanpuaTUAMN 1 MeXay KOprnopaTUBHLIMM MOSb30BaTENSAMU.

n3onnpoBatb CBA3b MeXay

7.3.2.1. MpnHUMN paboTbl

HacTtponte PVLAN, HacTpomTe accoumaumio ypoBHSA 2 M accoumaumio YpoBHA 3 Mexay
ocHoBHOM VLAN wn SubVLAN PVLAN, a Takke HacTpoOWTe MOopTbl, MNOAKMOYEHHbIE K
Nosib30BaTENbCKMM XOCTaM, BHELLHUM CETEBbLIM YCTPOMCTBAM M CepBepam, Kak pasfmyHble TUMbI
noptoB PVLAN. Takum o6pa3omMm MOXET ObITb peann3oBaHo pasgeneHme noggoMeHoB U CBA3b
nornb3oBaTtenen B NOAOOMEHAX C BHELLHEW CeTbIO N cepBepamu.

OTHOWweHuA nepecbUiKM NakKeToB MeXxay NopTaMu1 pa3HbIX TUNOB

BbixogHou nopTt Hepa3bopumBbin | U3onupoBaHHbIM | [MopT

BX0AHOW NopT nopTt nopT coobLecTBa

HepasbopumBbii nopT MooaepxmBaeTcs MopoaepxmBaetcs MNopopepxnBaeTcs

M3onmpoBaHHbIN NopT MoopnepxmBaeTtcs He nognepxmuBaetca | He
nogaepxmBaeTcsa

MopT coobLiecTBa MopaepxmBaeTcs He noggepxmnBaetca | NoggepxusaeTcs

M30nmpoBaHHbIN MopaepxmBaeTcs He nognepxnBaetca | NogoepxusaeTcs

MarmcTparnbHbI NopT (B

Ton xe VLAN)

HepasbopumBblii MopaepxmBaeTcs MopoaepxmBaeTcs MNopopepxmBaeTcs

MarncTpanbHbIn NOpPT (B

Tom xxe VLAN)

MarucTtpanbHbin  nopT | [NogaepxuBaeTca MooaepxmBaeTcs lNoponepxmBaeTcs

(B Tom xe VLAN)
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U3meHeHns Tera VLAN nocne nepecbifiku nakeToB Mexay noptaMmum pasHbIX
TMNoB
BbixoaHon Hepa3bopuuBbin  U3onupo- MopT Un kommy-
nopt nopt BaHHbIN coobuecTBa TaTopa
BxoagHow nopT LRl
HepasbopumBbii | Be3 nameHeHuin bes bes nameHeHun CHaTtb Ter
nopt N3MEHEeHUN
M3onnpoBaHHbIn | Be3 nameHeHun HET AaHHbIX HeT AaHHbIX CHatb Ter
nopTt
MopT bes nameHeHun HEeT AaHHbIX bes nameHeHun CHaTtb Ter
coobLlecTBa
N3onuposaHHbii | [lobaBnaeTca HET OaHHbIX [Hob6aensietca Ter | lobaBnsaeTcs
MarucTpasnbHbI | BTOPUYHbLIN naeHTuduKaTopa  BTOPUYHBIN
nopTt naeHTudmkaTop VLAN Ter
(8 Toit xe VLAN) VLAN coobuecTtBa noeHTnduka-
Topa VLAN
Hepasbopumsbin | [lobaBnsaeTca Hobaensietca | [JobaBnsieTca [obaensieTca
MarncTpasibHbI | NepBUYHbIN Ter | NepBUYHbIA TEer | NEPBUYHBLIN  TEer | NePBUYHbLIN
nopTt naeHTudukaTopa naeHTudurka- naeHTudgukaTopa | ter
(B Toi e VLAN) VLAN, a Ter VLAN | Topa VLAN, a | VLAN, a Ter | ngeHtuduka-
ocTaeTcs Ter VLAN | VLAN octaetcsa | Topa VLAN, a
HEN3MEHHbIM B | ocTaeTtcs HEN3MEHHBLIM B | Ter VLAN
ceTu, OTNNYHOM OT | HEM3MEHHbIM B | CETU, OTNIMYHOW | OcTaeTcs
PVLAN ceTn, ot PVLAN HEN3MEHHbLIM
OTNINYHON  OT B cetn,
PVLAN OTNINYHOW OT
PVLAN
MaructpaneHbin | JoGaenseTtcs JobasneH [NobasneH Ter | [JlobaBnseTcs
nopTt nepBUYHbIN Ter | N30nMpoBaH- naeHTUguKaTopa | NEPBUYHbLIN
(B Toli e VLAN) naeHTudukaTopa HbI Ter | VLAN Ter
VLAN naeHTudurka- coobuecTBa naeHTuduka-
Topa VLAN Topa VLAN
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7.4. KoHdurypauusa

KoHdurypauus

OnucaHve n kKomaHAaa

HacTporika oCHOBHbIX
dyHkumn PVLAN

(O6si3aTenbHO) Ucnonb3yetcs ans Hactponku nepsuyHon VLAN m

BTOpPMYHbIX VLAN

private-vlian {community
isolated | primary}

Hactpaunsaet Tvn PVLAN

(ObsazaTenbHbIn) OH ucnonb3yeTcda ANA HACTPOMKM accouunaumm
ypoBHs 2 mexay nepsudHon VLAN u BTopuyHbiMn VLAN PVLAN gns

dopmmpoBaHua nap PVLAN

private-vlan association {svlist |
add svlist | remove svlist}

HactpauBsaet accoumaumio
YPOBHSA 2 Mexay nepBUYHON
VLAN u BTOopmyHbiMn VLAN ans
dopmupoBanms nap PVLAN

(OnuuoHanbHo) OH

ncnonb3yeTca

and pacnpeneneHua

none3osartenen no nsonuposaHHon VLAN nnn VLAN coobliecTtea

switchport mode private-vlian
host

HactpaunsaeT xocT-nopt PVLAN

switchport private-vlan host-

CesisbiBaeT nopTbl YpOBHA 2 C

association p_vid s_vid PVLAN wn Bblgensetr nopTthbl
nogaoMeHam

(OnuuoHanbHO) Wcnonb3yeTcsa  Onst  HaAcTpOMKM  MnopTa  Kak

Hepa3bopunBOro nopTta

switchport mode private-vlan | HactpanBaeT  Hepa3bopumBbIii

promiscuous nopT PVLAN

switchport private-vlian
mapping p_vid { svlist | add svlist
| remove svlist }

HactpanBaeT nepsuyHyto VLAN,
K KOoTOpoOW npuHagnexuT
HepasbopumBbin nMopT PVLAN, u
cnucok BTopu4Hblx ceten VLAN.
MakeTobl PVLAN MOryT
nepegaBaTbCs UMK NPUHUMATBCA
yepes3 3TOT MOPT TOSMbKO Mocne
BbINOSIHEHWSI HACTPOWKN
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KoHdurypauus OnucaHue u KomaHaa

HacTtponka ocHoBHbIX | (OnunoHansHo) OH ncnonb3yeTcs ANsi HACTPOWKN CBSA3M YPOBHA 3 AN

dyHkumn PVLAN nonb3oBartenen Bo BTopmyHon VLAN

private-vlan mapping { svlist | HactpauBaetr SVI nepBuyHOM
add svlist | remove svlist } VLAN 7 HacTpauBaeT
accoumaumio ypoBHs 3 Mexay
nepsuyHon VLAN 1 BTOPUYHBIMU
VLAN nocne co3panusa PVLAN n
BbINOSTHEHWS accoumaumm
ypoBHs 2. [lonb3oBatenM B
SubVLAN moryT yctaHaenveaTb
CBA3b YpoBHA 3 uyepe3 SVI
nepsuyHon VLAN

7.4.1. HacTtpoika oCHOBHbIX ¢pyHKUnKn PVLAN

7.4.1.1.

7.4.1.2.

7.4.1.3.

AdhekT KOHpUrypaumm

Bkntounte copmuposaHne nogoomeHoB PVLAN ans peanusaumm M3onsaumm mMexgy
NPeanpuATUAMU N MEXAY KOpnopaTUBHbLIMU MOSb30BaTENAMM.

Peanusyinte conocTtaBneHne ypoBHA 3 Mexay Heckonbkumu BTOpUYHbIMU VLAN ©
nepsuyHor VLAN, 4yToObl Heckonbko VLAN rcnonb3oBanu oguH 1 ToT Xxe IP-wnto3, Tem
caMbIM nomoras coxpaHutb IP-agpeca.

MpumevaHunn

Mocne HacTpouku nepsudHon VLAN n BTopuyHon VLAN nognomeH PVLAN cywecTtsyeT
TOMbKO NOCIe TOro, kKak Mexay HUMKU ByaeT BbINofIHEHa accoumaums YpoBHS 2.

[MopT, MOOKMKYEHHbIK K XOCTY WCNOMb30BaHUS, OOIMKEH OblTb HACTPOEH Kak
onpeaenenHbii nopT PVLAN, 4ToObl XOCT NoNb3oBaTeNst NpUCOeMHANCA K NOAO0MEHY
Onga peanusauumn peanbHON N3onauumn nonb3oBaTens.

MopT, NOOKIMIOYEHHBIA K BHELUHEN CETU, U NOPT, NOAKMIOYEHHBIN K cepBepy, OOMMKHbI
OblTb HACTPOEHLI kKak Hepa3bopumBbie MOPTLI, 4TOOLI Upstream- n downstream-nakeTbl
nepechinanncb HopMasbHO.

Monb3osaTtenn Bo BTOpM4YHOM VLAN MOryT yCTaHOBUTbL CBA3b YpOBHS 3 4Yepe3 SVI
nepsunyHor VLAN TOnbKo nocre Toro, kak OyaeT BbINONIHEHO CONOCTaBEHME YPOBHS 3
mexay sTopuyHon VLAN n nepsnyHomn VLAN.

LWWarn HacTponku

Hactpoika PVLAN

Ob6a3aTenbHbIN.

Heobxoanmo HacTpouTb nepsuyHyto VLAN n BTOpuyHyto VLAN. [ea tnna VLAN He
MOryT CyLLIeCTBOBaTb HE3aBMCUMO APYr OT Apyra.

3anyctute private-vlan { community | isolated | primary } gns Hactponku VLAN B
kadectBe nepsmnyHon VLAN ans PVLAN n gpyrnx VLAN B kadecTBe BTOpUYHbIX VLAN.
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KomaHga private-vlan { community | isolated | primary }
Onucanwne community: ykasbiBaet, 4to Tun VLAN — 310 VLAN coobuiecTea.
napameTpoB

isolated: ykasbiBaeT, 4yto TMN VLAN — nsonuposanHast VLAN.

primary: ykasbiBaet, 4to TMn VLAN gaBnsetca ocHoBHouM VLAN napebl
PVLAN

Mo ymonuanuto | Cetn VLAN sBnstoTca obbldHbiMKU ceTammn VLAN n He umetloT atpmbyToB
PVLAN

KomaHgHbIn Pexum VLAN
peXnm

PykoBoacTso no | Ota koMaHAa ucnornb3yetcsa Anga ykasaHusa nepsudHon VLAN 1 BTOPUYHBIX
ncnonb3dosaHuio | VLAN PVLAN

HacTtpownka accoumnauum ypoBHs 2 PVLAN
e ObgszaTtenbHbIn.

e [lopggomeHbl PVLAN opmupytoTcs, a W30NMpPOBaHHbIE MNOPTbI, OOWMEe nopTbl U
accoumaums ypoBHs 3 MOryT 6biTb HAaCTpPOEHbl TOMBKO MOCre TOro, Kak accoumaums
ypoBHSA 2 6yaeT BbinonHeHa mexay nepsuyHon VLAN n BTopuyHbiMn VLAN PVLAN.

e [lo ymonyaHuio nocrne HacTponkn pasnuyHbix PVLAN nepBuyHble VLAN 1 BTOPUYHbIE
VLAN He 3aBucat gpyr oT gpyra. [lepsudHas VLAN umeet BTOpuyHyto VLAN, a
BTOpnyHasa VLAN mmeeT nepsuyHyto VLAN TOMbKO nocne BbINOMHEHUA accoumaunm
YPOBHS 2.

e 3anyctute private-vlan association { svlist | add svlist | remove svlist } ans HacTporiku
UM OTMEHbI accoumnaumm ypoBHSa 2 mexay nepsudHon VLAN u BTopmyHbiMM VLAN
PVLAN. TogaomeH PVLAN opmmpyeTca TOMbKO MNOCe HacTPOWKM accouuaumm
ypoBHs 2. lNoggomeH PVLAN He cyliecTByeT nocre OTMEHbl accounaumum ypoBHs 2.
Ecnun accoumaums ypoBHSl 2 He BbINOMHAETCH, KOrga Ans HaCTPOWKM CBA3AHHbLIX nap
PVLAN wucnonb3yloTCA  M30/MpPOBaHHble MNOPTbl W HepasbopumBble  MOPThI,
KOHUrypauus 3aBepumtca owmMbKon mMnm accoumaums mexagy noptamum u ceTamm
VLAN 6ygeTt oTMeHeHa.

KomaHga private-vlan association { svlist | add svlist | remove svlist }
Onuncanne svlist: ykasbiBaeT cnucok BTopu4Hbix ceter VLAN, koTopble Heobxoaumo
napameTpoB CBSi3aTb UIN Pa3beauHNTb.

add svlist: po6aensieT BTopnyHble VLAN ansi cBasbiBaHuS.
remove svlist: oTmeHsieT cBA3b Mexay svlist n nepeuyHon VLAN

Mo ymonuaHuio | Mo ymonyaHuio nepsuyHas VLAN n sTopuyHada VLAN He cBA3aHbl

KomaHaHbIn OcHoeHown pexum VLAN PVLAN
peXum
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PykoBoacTBO no | OTa KOMaH4a UCMoNb3yeTca NS HaCTPONKM accoumanmm ypoBHS 2 Mexay
ucrnione3oBaHuto | nepsudHor VLAN n BTopuyHbiMu VLAN anga popmuposaruna nap PVLAN.

Kaxgaa nepsBuyHaa VLAN MoxeT ObiTb cBfi3aHa TONMbKO C  OAHOM
nsonmpoBaHHol ceTbto VLAN, HO MOXeT OblTb CBsi3aHa C HECKONbKMMU
cetamm VLAN coobuiectsa

HacTtpownka accoumnauum ypoBHsa 3 PVLAN

e Ecnu nonb3oBaTtensm B gomeHe BTopuyHOM VLAN Heob6xooumo yCTaHOBUTbL CBSI3b
ypoBHs 3, HacTponTe SVI mHTepcbernca yposHa 3 anga nepsuyHon VLAN, a 3atem
HacTponTe accoumaumio ypoHs 3 mexay nepsudHor VLAN u BTopmyHbiMu VLAN Ha
SVI.

o [lo ymonyaHuio SVI MOXHO HacTpouTb Tonbko B nepsuyHon VLAN. BTopuyHble VLAN
He NoLAepPXNBAIOT CBSA3b YPOBHSA 3.

e Ecnu nonb3oBaTtenam Bo BTOpunyHOM cetn VLAN PVLAN HeobGXoAvMMO yCTaHOBUTb
cBA3b ypoBHs 3, SVI nepsuyHon cetn VLAN Heob6xoanmMo ncnonb3oBaTth 4S8 nepegaym
M npuema nakeTos.

e 3anyctute private-vlan mapping { svlist | add svlist | remove svlist } ons HacTponku
nUnn oTMeHbl accounauum ypoBHsa 3 mexay nepsuyHor VLAN u BTOopuyHbIMM VLAN
PVLAN. lMNMonb3oBatenu Bo BTopudHoM VLAN MOryT ycTaHaBnmBaTb CBA3b YPOBHS 3 C
BHELUHEN CeTbl TOSbKO MOCre HacTpouku accoumaumm ypoBHsA 3. lMocne OTMeHbI
accoumaumm ypoBHs 3 nonb3osateny BTopuyHoM VLAN He MOryT OCyLeCcTBNSATb CBA3b

YpOBHS 3.
KomaHga private-vlan mapping { svlist | add svlist | remove svlist }
Onuncanne svlist: ykasbiBaeT cnucok BTOpu4YHbIX ceTer VLAN, ana KoTopbIx
napamMmeTpoB HeobX0aMMO HaCTPOUTb COMOCTaBIIEHNE YPOBHSA 3.

add svlist: gobaensieT BTopudHblie cetn VLAN, koTopble OyayT CBsidaHbl C
MHTEepdENCOM ypoBHS 3.

remove svlist: oTmeHseT BTopudHble ceTu VLAN, cBsi3aHHble C
MHTEPdENCOM YPOBHSA 3

Mo ymonyauuio | Mo ymonyaumio nepsudHaa VLAN n BTopuyHaa VLAN He cBsizaHbl

KomaHaHbIn Pexnm koHdurypaummn nutepdenca nepsmyHon VLAN
pexXunm

Pykoeogcteo no | CHavana Heobxoammo HactpouTb SVI yposHsa 3 ans ocHoBHou VLAN.

NCNONB3OBAHWIO | |1 rendheiichl YPOBHS 3 MOXHO HACTPOWUTL TOMBKO B nepsuyHoi VLAN.

Accoumaumnsa ypoBHA 2 [OMMKHA BbIMNOMHATECA MeXAy CBA3aHHbIMU
BTOpMYHbIMKN VLAN 1 nepsuyHon VLAN

Hactpoika nsonnpoBaHHbIX NOPTOB 1 NOPTOB coobLecTBa

e [locne Toro, kak nepsmyHas VLAN un BTopudHble VLAN PVLAN, a Takke accoumaums
YPOBHA 2  HACTPOEHbl, BblAenute MopTbl YCTPOWCTB, MNOAKMIOYEHHbIX K
Nnonb30BaTENbCKUM XOCTaM, 4YTOObl ykasaTb NOAAOMEHbI, K KOTOpPbIM MNpuvHagnexar
MoJib30BaTESNIbCKNE XOCTbI.

191

@ §) QTECH

MWP OOCTYNHEE



PykoBofacTeo no Hactponke cepuss QSW-6910

HaCTpOVlKa Private VLAN W

e Ecnun Ha

npeanpuaTunm nMeeTca TOJ1IbKO OAUH Nosib30BaTENbCKUIN XOCT, yCTaHOoBUTE

nopT, NOAKMIOYEHHbIN K NnoNb30BaTesIbCKOMY XOCTY, KaK VI3OJ'II/IpOBaHHbIIZ nopT.

e Ecnn Ha

npeaonpuaTMn nMmeeTca HECKOJIbKO MNofib3oBaTesibCKMX XOCTOB, yCTaHOBUTE

nopThl, NOAKIMIOYEHHDbIE K NOJ1Ib30BATENIbCKMM XOCTaM, B Ka4eCTBE NOPTOB coobuecTea.

KomaHga switchport mode private-vlan host

switchport private-vlan host-association p_vid s_vid
Onucanwne p_vid: ykasbiBaeT ocHoBHOM naeHtudgpukatop VLAN B nape PVLAN.
napameTpoB

s_vid: ykasbiBaeT BTOpU4HbIN naeHtudgukatop VLAN B nape PVLAN. lMopT
ABndeTcsa cBA3aHHbIM noptoMm, ecnn VLAN aBnsetca m3onupoBaHHOM
VLAN, n noptom coobuiectsa, ecnm VLAN asnsietca VLAN coobuiecTtea

Mo ymonyaHuo

Mo ymonuaHuio wHTepdenc paboTaeT B pexume poctyna (Access);
HuKakme npueaTHble napbl VLAN He cBsizaHbI

KomaHgHbIn
pexmm

O6e komaHAb! BLIMNOMHAITCA B PEXMME HacTPOWKN MHTepdenca

PykoBoacteo no
NCNOmnb30BaHUIO

O6e npegblaywne komaHgbl HeO6xoaumMo HacTpouTb. [pexae yem nopT
OydeT HacTpOeH Kak M30SIMPOBaHHbIA MOPT Unn HepasbopymBbIN NOPT,
peXunm nopTta LOMKEH ObITb HACTPOEH KaK PeXnM XOCT-NnopTa.

Ot napameTpa s_vid 3aBMCUT, HACTPOEH M MOPT KakK U30SIMPOBAHHbIN NOPT
unu nopt coobLuecTea.

p_vid n s vid gomkHbl OblTb COOTBETCTBEHHO WOEHTUUKaTOpaMm
nepsmnyHon VLAN u BTopmyHon VLAN B nape PVLAN, Ha koTopown
BbINONHAETCH accoumaums ypoBHs 2.

OfuH xocT-nopT MOXET BbITh CBA3AH TONMbKO ¢ ogHon napon PVLAN

Hactpoika Hepa3bopumBoro nopra

Tun PVLAN c ogHMM NOpTOM HE MOXeT obecneunTb CMMMETPUYHYIO NEPECHINIKY upstream- n
downstream-nakeToB. [lopTbl 4NS NOOKMIOYEHMS K BHELUHEN CeTU unu cepBepy Heobxoaumo
HaCTPOUTb Kak Hepa3bopumBble NOPThI, YTOOLI NONBL30BATENW MOITM YCAELWHO NONYyYUTb AOCTYN
K BHELLUHEN CeTu uUnn cepeepy.

KomaHga switchport mode private-vlan promiscuous

switchport private-vlan mapping p_vid{ svlist | add svlist | remove svlist }
Onuncanne p_vid: yka3sbiBaeT ocHoBHOW naeHtudgmkatop VLAN B nape PVLAN.
napameTpoB

svlist: ykasbiBaeT BTOpUYHyt0 ceTb VLAN, cBA3aHHyi0 C Hepa3bopumBbIM
noptoM. Mexay Hum n p_vid gormkHa 6bITb BbINONTHEHA accoumauns YpOBHS
2.

add svlist: gpobaenset BTopuyHyto cetb VLAN, koTopasa 6yaet cBsizaHa C
NMOPTOM.

remove svlist: oTmeHseT BTopmyHyto VLAN, cBA3aHHYO C NOpTOM
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Mo Mo ymonuaHuio wHTEpdenc pabotaeT B pexume poctyna (Access);

YMOJTHaHUIO Hepa3bopuMBbIN NOPT HEe CBsI3aH co BTopuyHoM VLAN

KomaHgHbIM Pexum koHdurypaumm nHtepdenca

pexum

PykoBoacTteo Pexum nopTta gommkeH 6bITb HACTPOEH Kak Hepa3bopUMBbLIN PEXMM.
EZHM':)C”O”'ﬁO' Ecnu nopt HacTpoeH kak Hepa3bop4umBbIN MOPT, OH AOIMKEH ObITb CBA3aH C

napamm PVLAN. B npotmBHOM criydae nopT He MOXET HeCcTu wunm
nepecosliatb CEPBUCHI.

OanH HepasbopuMBbIA NMOPT MOXET ObiTb CBA3aH C HECKONbKMMMK Mapamu
PVLAN B npegenax ogHou nepeudHon cetn VLAN, HO He MOXeT ObITb CBA3aH
C HEeCKOJSTbKMMK nepBuYHbIMK ceTamn VLAN

7.4.1.4. NMpoBepka

3acTaBbTe nNoOnb3oBaTeNbCKME XOCTbl, MOAKMOYeHHble K noptam PVLAN, nepepaBaTtb U
nonyyaTb MakeTbl B COOTBETCTBMM C npasunamuv nepeagpecauun noptos PVLAN gng
peanusaumm nsonauun. HactponTte accoumaumio ypoBHa 3, 4TOObI MONb30BaTENM B NEPBUYHON
VLAN n BTopudHbix VLAN ogHon u Ton e PVLAN ucnonb3oBanu oauvH u 10T xe IP-agpec
LUNK03a W OCYLLECTBNANN CBA3b YPOBHS 3.

7.4.1.5. Npumep KoHcpUrypaumm

MpumeHeHune Layer-2 PVLAN mexay ycTpouctBamum

o

Enterprise ¢ ) - : /

Gateway @‘ I

A Enterprise Jius Communiy 4
: b s, VLAN100 ¢
Community G B lsolated ¢ / S~ \U\N " pPr
VLAN 100 - M VLAN 101 _ 7 T

"~

AEnterprise A
B:Enterprise B
C:Enterprise C

N - -

Primary VLAN 99

PucyHok 7-3.
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Warn
HaCTPOMKK

e HacTponTe BCce npeanpuatvs Tak, YTOObl OHWM HaxoaWNUCb B OQHOM U
Tonm xe PVLAN (nepenyHas VLAN 99 B atom npumepe). Bce
KoprnopaTuBHbIEe NOSb3oBaTENN UCMOMNb3YIOT OAUH U TOT Xe HTepdenc
ypoBHs 3 yepe3s aty VLAN ns cBs3M C BHELUHEN CETLIO.

e Ecnn Ha npeanpusitum nmeeTcsl HECKOMNBKO MOMNb30BaTENbCKUX XOCTOB,
BblOeNUTE Kaxgoe npeanpuatne ans  otaensHon cetm  VLAN
coobuwectBa (B 9TOM npumepe Ana npeanpuatns A Bblaenute ceTb
VLAN coobuwectea 100), 4T0Obl peanu3oBaTb B3anmMogencTeve
nonb3oBaTenen BHyTpY NpeanpuaTia n n3onmpoBaTb B3aMMOAENCTBUE
nonb3oBaTenen Mexay npeanpuaTUSMU.

e Ecnu Ha npeanpuaTM ecTb TOSNbKO OAMH MONb30BaTeNbCKUM XOCT,
BblAenuTe Takne npeanpusaTusa B o4Hy 1 Ty xe nsonuposaHHyto VLAN (B
3TOM npumepe HasHadbTe npeanpuatns B n C ana unsonuposBaHHOM
VLAN 101), 4Ttob6bl M30NMpOBaTb B3aMMOLENCTBME MOfb30oBaTeENen
Mexay npeanpuaTusaMu

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan primary

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 100

SwitchA(config-vlan)#private-vlan community

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 101

SwitchA(config-vlan)#private-vlan isolated

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan association 100-101
SwitchA(config-vlan)#exit

SwitchA(config)#interface range gigabitEthernet 0/2-3
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 99 100
SwitchA(config-if-range)#exit

SwitchA(config)#interface gigabitEthernet 0/4
SwitchA(config-if-GigabitEthernet 0/4)#switchport mode private-vlan host

SwitchA(config-if-GigabitEthernet  0/4)#switchport  private-vlan  host-
association 99 101

SwitchB#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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SwitchB(config)#vlan 99
SwitchB(config-vlan)#private-vlan primary
SwitchB(config-vlan)#exit

SwitchB(config)#vlan 100
SwitchB(config-vlan)#private-vlan community
SwitchB(config-vlan)#exit

SwitchB(config)#vlan 101
SwitchB(config-vlan)#private-vlan isolated
SwitchB(config-vlan)#exit

SwitchB(config)#vlan 99
SwitchB(config-vlan)#private-vlan association 100-101
SwitchB(config-vlan)#exit

SwitchB(config)#interface gigabitEthernet 0/2
SwitchB(config-if-GigabitEthernet 0/2)#switchport mode private-vlan host

SwitchB(config-if-GigabitEthernet 0/2)# switchport private-vlan host-
association 99 101

SwitchB(config-if-GigabitEthernet 0/2)#exit
SwitchB(config)#interface gigabitEthernet 0/3
SwitchB(config-if-GigabitEthernet 0/3)#switchport mode private-vlan host

SwitchB(config-if-GigabitEthernet 0/3)# switchport private-vlan host-
association 99 100

SwitchB(config-if-GigabitEthernet 0/3)#exit

[MpoBepka | lNpoBepbTe npaBunbHOCTE HacTporkn VLAN M nopToB, a Takke MNpoBepbTe
npaBuUbHOCTL Mepeagpecauuy MnakeToB B COOTBETCTBUM C  MpaBuiammu
nepeagpecaumm NakeTos

A SwitchA#show running-config

|

vlan 99

private-vlan primary

private-vlan association add 100-101
!

vlan 100

private-vlan community

!

vlan 101

private-vlan isolated
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I

interface GigabitEthernet 0/1

switchport mode private-vlan promiscuous
switchport private-vlan mapping 99 add 100-101
!

interface GigabitEthernet 0/2

switchport mode private-vlan host

switchport private-vlan host-association 99 100
|

interface GigabitEthernet 0/3

switchport mode private-vlan host

switchport private-vlan host-association 99 100
I

interface GigabitEthernet 0/4

switchport mode private-vlan host

switchport private-vlan host-association 99 101
|

B SwitchB#show running-config

!

vlan 99

private-vlan primary

private-vlan association add 100-101
!

vlan 100

private-vlan community

!

vlan 101

private-vlan isolated
!

7.4.1.6. PacnpocTpaHeHHble OLMnOKH

e Accoumaums ypoBHA 2 He BbiNonHAeTcs mexay nepsuyHon VLAN v BTopnyHbiMy VLAN
PVLAN, a cnucok noptoB VLAN He MoxeT ObiTb gobOaBneH npu HacTpouke
N30NMPOBaHHbIX NOPTOB, Hepa3bopUMBbLIX NOPTOB U OBLLMX NOPTOB.

e  OanH XoCT-NOpT HE MOXET ObITb CBA3aH C HeCKONbKMMU napamu PVLAN.
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7.4.1.7. Mpumep KoHcuUrypaumum

NMpumeHeHune ypoBHa 3 PVLAN Ha ogHOM ycTpoucTee

SVI:192.168.1.1/24

Primary VLAM 2

e -

Enteqrbﬁsq\

A:Enterprise A
B:Enterprise B
CEnterprise &
D:Enterprisa D

Community P . Community L ~
. - "~ E A -
L MVLAND - ~ VLANZD .- -

_— =T B E e e

PucyHok 7-4.

Warn
HaCTPOWKU

e Hactponte dyHkunio PVLAN Ha ycTponctBe (kommyTaTtop A B 9TOM
npumepe). [lononHuTenbHbIE CBEOEHNSA O HAaCTPOWKe CM. B coBeTax Mo
HacTpownke B pasgene [lpumep koHdwurypaumm «lpumeHeHne Layer-2
PVLAN mexgy yctponctBammy.

e YcTaHOBMTE MOPT, KOTOPbIA HanpsiMylo MOAKMOYEH K cepsepy (MopT
Gi 0/7 B aTom npumepe), Kak HepasbopumBbIn nopT. Nocne atoro Bce
KopnopaTvBHble  MOMb30BaTeENM CMOryT  B3aMMOAEWCTBOBATb C
cepBepoM vepes Hepa3bopumBbIv NOPT.

e Hactponte agpec wmo3a PVLAN Ha ycTponcTtBe ypoBHsA 3
(kommyTaTop A B 9TOM nNpumepe) (B 3TOM Npumepe yCTaHOBUTE agpec
SVI cetn VLAN 2 Ha 192.168.1.1/24) n HacTponTe oTOGpaxkeHune
uHTepdenca yposHsi 3 mexay ocHoBHon ceTbto VLAN. (VLAN 2 B aTOM
npumepe) n stopudHbie VLAN (VLAN 10, VLAN 20 n VLAN 30 B oaTOM
npumepe). Mocne aToro BCe KOpnopaTuBHbIE MONb3OBaTENM CMOTYT
B3aMMOLENCTBOBATb C BHELLHEN CETbIO Yepes agpec LWn3a

SwitchA#configure terminal
BeenuTte komaHabl KOHUrypaumm, no ogHoun B cTpoke. KoHewl ¢ CNTL/Z.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#private-vlan primary
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 10
SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 20

(@ orecy
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SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit

SwitchA(config)#vlan 30

SwitchA(config-vlan)#private-vlan isolated

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 2

SwitchA(config-vlan)#private-vlan association 10,20,30
SwitchA(config-vlan)#exit

SwitchA(config)#interface range gigabitEthernet 0/1-2
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 10
SwitchA(config-if-range)#exit

SwitchA(config)#interface range gigabitEthernet 0/3-4
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 20
SwitchA(config-if-range)#exit

SwitchA(config)#interface range gigabitEthernet 0/5-6
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 30
SwitchA(config-if-range)#exit

SwitchA(config)#interface gigabitEthernet 0/7

SwitchA(config-if-GigabitEthernet  0/7)#switchport mode private-vlan
promiscuous

SwitchA(config-if-GigabitEthernet 0/7)#switchport private-vlan maping 2
10,20,30

SwitchA(config-if-GigabitEthernet 0/7)#exit
SwitchA(config)#interface vlan 2

SwitchA(config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA(config-if-VLAN 2)#private-vlan mapping 10,20,30
SwitchA(config-if-VLAN 2)#exit

MpoBepka | NMponuHrynte agpec wno3a 192.168.1.1 ¢ xoCcToB nonb3oBaTefnien B pasHbIX
nogaomeHax. Onepaums ping npowuna ycrneLwHo
A SwitchA#show running-config

I
vlan 2

private-vlan primary
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|
vlan 10

private-vlan community
!

vlan 20

private-vlan community
!

vlan 30

private-vlan isolated
!

interface GigabitEthernet 0/1

interface GigabitEthernet 0/2

interface GigabitEthernet 0/3

interface GigabitEthernet 0/4

interface GigabitEthernet 0/5

interface GigabitEthernet 0/6

interface GigabitEthernet 0/7

private-vlan association add 10,20,30

switchport mode private-vlan host

switchport private-vlan host-association 2 10

switchport mode private-vlan host

switchport private-vlan host-association 2 10

switchport mode private-vlan host

switchport private-vlan host-association 2 20

switchport mode private-vlan host

switchport private-vlan host-association 2 20

switchport mode private-vlan host

switchport private-vlan host-association 2 30

switchport mode private-vlan host

switchport private-vlan host-association 2 30
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switchport mode private-vlan promiscuous
switchport private-vlan mapping 2 add 10,20,30
!

interface VLAN 2

no ip proxy-arp

ip address 192.168.1.1 255.255.255.0
private-vlan mapping add 10,20,30

I

SwitchA#show vlan private-vlan

VLAN Type Status Routed Ports Associated VLANs
2 primary active Enabled Gio/7 10,20,30

10 community active Enabled Gi0/1, Gi0/2 2

20 community active Enabled Gi0/3, Gi0/4 2

30 isolated active Enabled Gio/5, Gi0/6 2

PacnpocTpaHeHHble ownbku

e Accoumaumsi ypoBHs 2 He BbinonHdeTca B nepsuyHon VLAN n BTOpMYHbIX VLAN
PVLAN, a cBs3b YpOBHA 3 HE MOXET ObITb HACTPOEHa.

e  YCTPOWCTBO MOAKIOYAETCH K BHELUHEN CeTU OO0 HACTPOWMKM accoumaummn ypoBHa 3. B
pesynbTate YCTPONCTBO HE MOXET OOMEHNBATLCS AaHHBIMW C BHELLHEN CEThIO.

o HTepdencbl Ona nOOKMIOYEHUS K CepBepy M BHELIHEW CeTU He HaCTPOeHbl Kak
Hepa3bopumBbie MHTEPdENCHI, YTO MPMBOANT K aCMMMETPUYHON NepecbIfike upstream-
n downstream-nakeTos.
7.5. MOHUTOPUHT

7.5.1. OTOGpaxeHune

OnucaHue KomaHga

OTo6paxaeT koHpurypaumto PVLAN | show vlan private-vlan

7.5.2. OTnapka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BbIBOAE OTIagovHon nHdopmaumn. Noatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCMosfb30BaHUS.

OnucaHune KomaHnga

Otnagka PVLAN debug bridge pvlan
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8. HACTPOUKA MSTP
8.1. O630p

Spanning Tree Protocol (STP) — aTo npoTtokon ynpasneHns ypoBHA 2. OH MOXeT He TOJSbKO
BbIGOPOYHO BroKkMpoBaTh M3OLITOYHbIE KaHamnbl AfS YCTPaHEHUSA NeTenb YPOBHA 2, HO Takke
MOXeT co3faBaTb pe3epBHble KONUKN KaHanos.

Mogo6Ho MHOrMM NpoTokonam, STP nocTosiHHO 06HoBRsieTCA ¢ NpoTokona Rapid Spanning Tree
Protocol (RSTP) oo npotokona Multiple Spanning Tree Protocol (MSTP) no mepe pa3suTtus
ceTu.

[na Ethernet ypoBHs 2 mexay ABYMS fiokanbHbIMU ceTaMmn (LAN) MOXeT cyLlecTBOBaTb TONbKO
O[lHO aKTMBHOE coefuHeHne. B npoTnBHOM crnyvae nponsongeT LWMPOoKOBeLaTeNbHbIV LWTOPM.
[nsa noBbIlWeHNa HaeXXHOCTU JNTIOKanbHON ceT HeOoBXOAMMO YCTaHOBUTL Pe3epBHbLIN KaHarm 1
COXpaHUTb HeKOoTopble MyTW B pPe3epBHOM COCTOSHUW. Ecnn ceTb HeucnpaBHa M kaHan He
paboTaeT, Bbl AOMKHbI NEPEKNOYUTL Pe3epBHbIA KaHan B akTMBHOe cocTosiHue. STP moxeTt
aBTOMaTMYECKN aKTUBMPOBATb pe3epBHbIM KaHan 6e3 kakmx-numbo py4yHbix onepauui. STP
No3BOSISIET YCTPOMCTBAM B JTOKarbHOW CETU:

e ObOHapyxuBaTb U 3anyckaTb fyudLlyto TOMOMOr1 AepeBa B fOKarbHOW CETH;

e YCTpaHsiTb HENnonagku n aBToMaTM4eckn OBHOBMNATbL TOMoOnornmM ceTu, 4YTobbl Bcerga
BblibMpanacb Hauny4llasi BO3MOXHasi TOMonorusa «aepesa.

Tononorusi nokanbHOW CETU paccyMTbiBaeTCsl aBTOMaTUYECKN HA OCHOBe Habopa napameTpoB
MOCTa, HAaCTPOEHHOro agMUHUCTPATOPOM. Haunydiee «aepeBo» TONOMNOMM MOXHO MOMyYnTb,
NpaBuUibHO HACTPOUB 3TW NapameTpbl.

RSTP nonHocTtbto coBmectum ¢ 802.1D STP. [llogobHo TpaguumoHHomy STP, RSTP
npegocTaenseT cepBucbl 6e3 netenb U C pesepBupoBaHMEM. XapakTtepuadyeTcs ObiCTpon
CKOpoCTblo. ECniv BCce MOCTbI B floKanbHOM ceTn noggepxunsatoT npotokon RSTP v npaBunbHO
HacTpOeHbl agMUHUCTPATOPOM, AN MOBTOPHOrO CO3daHus «Aepesay» Tonororuu rnocne
N3MeHeHMs Tonosornm cetn Tpebyetcs meHee 1 cekyHabl (0kono 50 cekyHa nNpy UCNOMb30BaHNN
TpaanunoHHoro npotokona STP).

STP n RSTP nmeloT cnegyowme gedekTbl:

e Murpaums STP npoucxoauT MegneHHo. [laxke Ha kaHanax Touka-To4Ka U rpaHUYHbIX
nopTax Ans NepeknoyeHnsi MoPTOB B COCTOSIHME NEepPEChINKM No-npexHemy TpebyeTcs
YABOEHHas 3ajepXka nepechIsiku.

e RSTP mMoxeT ObICTPO KOHBEpPrmpoBaTb, HO MMEET TOT e HegocTaTok, 4To U STP:
nockonbky Bce VLAN B nokanbHOW CETU MCMOMb3YHT OAHO M TO Xe spanning tree,
naketol Bcex VLAN nepechbinatotcs no atomy spanning tree. CnegoBaTenbHO,
N30bITOYHbIE KaHanbl HENb3s1 3a0NOKNPOBaTL B COOTBETCTBMM C KOHKPETHbIMK VLAN, a
TpadmK gaHHbIX HeNb3s cbanaHcupoBaTb Mexay VLAN.

MSTP, onpeaenenHbivi IEEE B 802.1s, ycTpaHsieT gedektbl STP 1 RSTP. OH He Tonbko 6bICTpo
KOHBEPrMpyeT, HO M MNO3BONISIET nepecbinate Tpaduk pasHblX VLAN Mo COOTBETCTBYHOLUMM
nyTam, TeM cambiM obecneunBasi nyynin MexaHmam 6anaHcMpoBKM Harpy3ku Anst M30bITOYHbIX
KaHanos.

Kak npaeuno, STP/RSTP paGoTaeT Ha ocHoBe nopTtoB, a MSTP — Ha OCHOBE 3K3eMMNIISAPOB.
Ok3emnnap — 310 Habop u3 Heckonbkux VLAN. CeasbiBaHue Heckonbknx VLAN ¢ ogHUM
3K3EMMMSPOM MOXET CHU3UTb KOMMYHUKALMOHHbIE N3AEPXKKN N MCMOMb30BaHME PeCYPCOB.

Yctponctea QTECH nogaepxusatoT STP, RSTP n MSTP un cooTseTcTBYIOT cTaHgapTam IEEE
802.1D, IEEE 802.1w u IEEE 802.1s.
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8.1.1.1. NMpoTokonbl U cTaHaapThbl

e |EEE 802.1D: mocThl ynipaBneHus goctynom kK meamna (MAC).

e |EEE 802.1w: yacTb 3: MocTbl ynpasrneHusa goctynom k megma (MAC) — lNonpaska 2:
BbicTpas pekoHdurypauus.

o |EEE 802.1s: BupTyanbHble nokarnbHble ceT ¢ moctamu — [lonpaska 3: Multiple
Spanning Trees.

8.2. NMNpunoxeHus

MpunoxeHune OnucaHue
Tononorus Dual-Core | B mMogenu wnepapxmyeckon CETEeBOM apXUTEKTYPbl PEXUM
MSTP+VRRP MSTP+VRRP ucnonbsyetcs ana peanvsaumm n3bbITOYHOCTU K

6aJ'IaHCI/IDOBKI/I Harpy3km and noBbllleHnAa  OOCTYMNMHOCTU
CUCTEMbI B CETU

TynHens BPDU B ceteBon cpege QinQ TyHHenb Onoka AaHHbIX NPOTOKOMa
mocTta (BPDU) ucnonbsyetca ana peanusaumm npo3payvHomn
nepegayn naketoB STP Ha ocHOBe TyHHens

8.2.1. Tononorua Dual-Core MSTP+VRRP

8.2.1.1. CueHapun

TunuyHeim npumeHeHnem MSTP saensietca Dual-Core pewenne MSTP+VRRP. 370 pelleHne
ABNAETCA OTNIUYHLIM peLleHneM ANS NOBbILWEHUA AOCTYMNHOCTUM cUCTeMbl B ceTu. Mcnonbays
MOAENb nepapxn4eckon ceTeBOn apXmMTeKTypbl, OHa 0BbIYHO OenUTCA Ha TPY YPOBHS (YPOBEHb
a[pa, ypoBeHb KOHBEPreHUMn 1 ypoBeHb AOCTYMNa) Unv ABa ypoBHS (YPOBEHb siapa U YPOBEHb
poctyna). OHn obpa3sytoT 6a30BYy0 CETEBYH CUCTEMY AN NpedocTaBneHust ycnyrn obmeHa
OaHHbIMMU.

OCHOBHbIM NPENMYLLECTBOM 3TOM apXUTEKTYpbl SABMSETCS ee mepapxumyeckas CTpyktypa. B
nepapxmyeckon CETEBOW apXMTeKType BCe MnokasaTenn MpOMyCKHOW  CMOCOBHOCTY,
XapakTePUCTUKN N (PYHKUMM CeTeBbIX YCTPOWCTB Ha KaXOOM YPOBHE ONMTUMU3UPYIOTCA B
3aBMCUMOCTU OT MX PachofioXeHUs B CEeTU U Pofiel, YTO MOBbIWAET MX CTabUNbHOCTbL U
AOCTYNHOCTb.
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Liser 1 Lser 2

PucyHok 8-1. Dual-Core Tononorna MSTP+VRRP

Tononorusa pasgeneHa Ha ABa YPOBHS: ypoBeHb dapa (yctponctea A n B) n ypoBeHb goctyna
(yctponctea C n D).

8.2.1.2. PasBepTbiBaHue

YpoBeHb sapa: HEeCKONbko ak3emnnspoB MSTP HacTpoeHbl And peanusaumm
BGanaHcuMpoBKM Harpysku. Hanpumep, cospgaroTcs OBa ak3emnnsapa: aksemnnap 1 wm
ak3emnngp 2. Oksemnnsap 1 conoctaenseT VLAN 10, a ak3emnnsap 2 conocrasnset
VLAN 20. YctpowcTo A aBnseTca root bridge aksemnnsipo 0 n 1 (ak3emnnsp 0 — 3To
CIST, koTOpbIM CywlecTByeT No yMomn4vaHui). YcTponucteso B sBnsietcs root bridge
ak3emnnsipa 2.

YpoBeHb sdgpa: yctponctBa A u B gaBnsawoTca akTMBHbIMKU ycTpomcTtBamn VRRP
cooTBeTcTBEeHHO B ceTax VLAN 10 n VLAN 20.

YpoBeHb A4OCTyNa: HAaCTPONTe NOPT, HAMPAMYHO NoAKNtoYeHHbIM K TepMmuHany (MK unu
cepBepy), B kadectBe nopTta PortFast n Bkmouute 3awmty BPDU, 4T06bI
npegoTBpatnTb  OOCTYN  HeaBTOPM30BaHHbLIX MONb3oBaTenenM C  HenerarnbHbIX
YCTPOWCTB.

8.2.2. TynHenb BPDU

8.2.2.1. CueHapum

CeTb QIinQ 00bIYHO gennTcsa Ha ABe YacTu: CETb KIMMEHTA U CEeTb NOCTaBLWuKa cepBucoB (SP).
Bbl moxeTe BkmtounTs BPDU Tunnel anga pacyeta naketoB STP ceTu KnNMeHTa HE3aBUCUMO OT
CeTu NocTaBLUNKa CEpPBUCOB, TEM CaMblM NPeAOoTBPaTMB BNMsHUE nakeToB STP mexay ceTblo
KNMeHTa Ha ceTb NOCTaBLUMKa CEPBUCOB.

203

@ §) QTECH

MWP OOCTYNHEE



PykoBofacTeo no Hactponke cepuss QSW-6910

HaCTpOVIKa MSTP W

- [ —

- - Service Provider Metwork " -
#° Provider 51 Provider 52 ™

Gi 0/5 Gi 075 l‘,

== |Customer 51 Customer 52 -

Customer
Metwark A1

Customer
Metwark A2

- Customer Mebwork -

PucyHok 8-2. Tononorus TyHHens BPDU

Kak nokasaHo Ha PucyHke Bbille, BEpXHAs 4YacTb — 3TO CeTb MOCTaBLUMKA CEPBUCOB, a
HWKHAS — ceTb knmeHTa. CeTb SP coctonTt 13 aeyx rpanuy, nposangepa (PE): Provider S1 un
Provider S2. KnueHtckasa cetb A1 n KnueHtckasa cetb A2 — 3TO ABa canTa nonb3oBaTens B
pasHbIX permoHax. 3akasumk S1 n 3akasumnk S2, yctponcTea 4OCTyna U3 CeTu 3akasdmka B ceTb
SP, nonyyatoT goctyn K cetn SP cooTBeTcTBEHHO Yepes Provider S1 n Provider S2.

Ucnonb3dysa BPDU Tunnel, KnueHtckas cetb A1 n KnneHTtckast ceTb A2 B pasHbIX perMoHax,
MOXXHO BbINOSTHATL YHU(PMUMPOBAHHLIN pacyeT spanning tree B cetn SP, He BNusst Ha pacyeT
spanning tree B cetn SP.

8.2.2.2. PazBepTbiBaHue
o Bknounte 6asosbin QinQ Ha PE (B aTom npumepe Provider S1/Provider S2), 4ytoObl
nakeTbl JaHHbBIX CETU KNMeHTa NepefaBannck B Npegenax ykasaHHon VLAN B ceTu SP.

e Bknounte npospadHyto nepegavy STP Ha PE (npoBanmgep S1/Provider S2 B 3TOM
npumepe), 4tobbl ceTb SP morna nepegaBaTbh naketbl STP ceTu KnMeHTa 4epes
TyHHesnb BPDU.

8.2.3. DyHKUUN

8.2.3.1. basoBble onpeaeneHns

BPDU
[ns cosgaHusi cTabuibHOM CeTU C OPEBOBUOHOW TOMONOTMEN OAOIMKHbI ObiTb BbIMOJTHEHDI
crnegyoLwime ycnosus:
e  Kaxabln MOCT UMEET YHUKarbHbIN NOEHTUUKATOP, COCTOALLMIA U3 NpuopuTeTa MOCTa
n MAC-agpeca.
e HaknagHble pacxoabl NyTW OT MOCTa K root bridge Ha3blBalOTCA CTOMMOCTbLIO NyTH rOOt.
e WpeHTudmkaTop nopTa COCTOUT U3 NpUopUTETa NopTa U HOMepa nopTa.

MocTtbl o6meHuBaoTcs naketamm BPDU and nonyyenuss uHgopmaumm, Heobxogumon ans
YCTaAHOBIEHUSA Hauny4Llen Tononormm «aepesa». AT NakeTbl UCMOMb3YIOT rPynnoBon aapec
01-80-C2-00-00-00 (wecTHaguaTepuyHbIA) B Ka4ecTBe agpeca nonydvaTtens.
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BPDU cocTtonT 13 crneayowmx 3arieMeHTOoB:

o VpeHTudmkatop root bridge, npegnonaraemMblii nokanbHbIM MOCTOM.

e CTOMMOCTbB NYTK root fIoKarbHOro MocTa.

o Bridge ID (ngeHTUmkaTop nokansHoOro MocTa).

e Bo3spacT coobuieHns (Bo3pacT nakeTa).

o WVpeHTudmkatop nopta (MgeHTUdunKaTop nopTta, OTNPAaBASIOLEro 3TOT NakeT).

e Forward-Delay Time, Hello Time, Max-Age Time — napameTpbl BpeMeHU, ykasaHHbIe
B MSTP.

° ,El,pyrme cbnarm, Takme Kak cbnarm, YKa3blBalolne Ha U3MEeHEeHUaA Tonosnorum cetn un
CTaTyC noKarnbHOro nopTa.

Ecnn moct nonyvaet BPDU ¢ 6onee BbICOKMM NPUOPUTETOM (MEHbLUMIA naeHTUdnKaTop Mocta
n 6onee HM3kad CTOMMOCTb NyTW root) Ha NopT, OH coxpaHseT nHdopmaumo BPDU Ha aTtom
nopTy 1 nepegaeT MHGPOpPMaLMo Ha BCe ocTarbHble NopThl. Ecnu mocT nonydaet BPDU ¢ 6onee
HU3KUM NPUOPUTETOM, OH OTOpackIiBaeT MHGOPMAaLMIO.

Takol mMexaHu3Mm Mno3BonseT nepeaaBaTth WMHgopmauuio ¢ 6onee BbICOKMM NMPUOPUTETOM MO
Bcen ceTn. PeaynbTtaTthl 06mMeHa BPDU cnegytowme:

e B kayectBe root bridge BbibrpaeTtcst MOCT.

o  3a ncknroyeHnem root bridge, kaxabln MOCT MMeeT KOpHeBOK NopT (root-nopT), TO eCTb
nopT, obecneyvBaroLLmM KpaTyanLnMm NyTb K root bridge.

e  Kaxgbli MOCT BblUMCNSET KpaTyanLwmnin NyThb K root bridge.

o Kaxpgas nokanbHasi CeTb MMEET Ha3HaYEHHbIN MOCT, PacrofOXeHHbIN Ha KpaTyanLliem
nyTW MeXay NokanbHON ceTbto 1 root bridge. MNMopT, npeaHasHayYeHHbI 45 COeANHEHWS
MOCTa W flokasnibHOM CeTU, Ha3bIBaeTCsl Ha3Ha4YeHHbIM NMOPTOM.

e  KopHeBoOWn NOpT 1 HA3HAYEHHbIN NOPT NEPEXOOAT B CTATyC NEPECLINKN.
UpoeHTndukaTop Mocrta

CornacHo IEEE 802.1W kaxgblit MOCT UMEET YHUKanbHbIA ngeHTudunkaTop. Anropmtm spanning
tree BblGnpaeT root bridge Ha ocHoBe naeHTndnkaTtopa mocra. MaeHTndmkatop Mocta CocTomT
13 BOCbMK HaNTOB, M3 KOTOPbLIX NocnegHue wecTb banTtoB asnaoTcas MAC-agpecom mocTa. B
ero nepsbix AByX 6anTax (Kak ykasaHo B criefytoLuen Tabnumue) nepseble YeTbipe 6uTa ykasbiBaoT
npuopuTeT; nocregHue BoceMb OWUTOB yKasbiBalOT MAEHTUUKATOP CUCTEMbl AN
NCMonb30BaHUA B paclumpeHHom npoTokone. B RSTP wmageHtudmkatop cuctembl paBeH 0.
CnepoBaTesbHO, NPUOPUTET MOCTA A0IMKEH ObiTb LiEeNbIM Y1CioM, KpaTHbIM 4096.

But 3HauyeHue
3HayeHune 16 32768
npuoputeTa

15 16 384

14 8192

13 4096
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Bur 3HayveHue
NaeHTudmkatop 12 2048
cucTembl

11 1024

10 512

9 256

8 128

7 64

6 32

5 16

4 8

3 4

2 2

1 1

Tanmepbl spanning tree
Cnepytowe Tpu TaiiMepa BMUSIOT Ha NPOM3BOAMTENBHOCTbL BCEro spanning tree:

Hello timer (Tanmep NpnBETCTBMSA): MHTEPBAN Nepnognyeckon otnpasky naketa BPDU.

Forward-Delay timer (Tanmep 3agep>xku NepecbIsiki): MHTEPBaN U3MEHEHMWSI COCTOSTHUS
nopTa, TO eCTb UHTepBan nepexoga nopta U3 COCTOAHUS NPOCMYLINBaHUSA B COCTOSIHNE
N3YYEHUS NN U3 COCTOSAHNST U3YYEHUS B COCTOSIHME NEpPECHINKN, korga RSTP paboTtaet
B pexunme, CoBMectumom ¢ STP.

Max-Age timer (Tanmep MakcMmarbHOrO BO3pacTa): MakCMMalibHOE BPEMS >KU3HU
(TTL) naketa BPDU. Mo ncre4yeHnn aToro BpeMeHn naket oTopacbiBaeTes.

Ponu nopTtoB 1 COCTOSAAHUSA NOPTOB
Kaxxablii nopT urpaeT porb B CeTU, OTpaxkast pasnuyHble yHKUMU B TOMOMOMMN CEeTU.

KopHeBow nopT: nopT, o6ecneymBaoLmnin KpaTyanwmnin NyTb K root bridge.

HasHayeHHbIn nopT: MOPT, MWCMNONb3yeMbl KaXOOW roKanbHOW ceTbio  Ang
noakntoyeHns K root bridge.

AnbTepHaTUBHbLIN NOPT: anbTEPHATUBHBLIN NOPT KOPHEBOIO NopTa. Kak ToNbKo KOpHEBOW
nopT TepseT Cuiy, anbTepHATUBHbIA NOPT HEMEANEHHO MEHSETCHA Ha KOPHEBOW MOpPT.

Pe3epBHbI NOPT: pe3epBHbIn NOPT Ha3Ha4YeHHoro nopta. Korga MocT nmeeT aea nopTa,
NOAKIMIOYEHHbIX K JIOKanbHOW ceTu, nopT ¢ 6ornee BbICOKMM MPUOPUTETOM SIBNSETCHA
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Ha3HaA4YeHHbIM I'IOpTOM, a I'IOpT C 6onee HU3KNM I'IpI/IOpVITeTOM ABINAeTCd pe3epBHbIM
nopToMm.

e OTKIMOYEHHbIV NOPT: HEAKTUBHBIN NOPT. ATy POSib UrpatoT BCE NMOPTbI C BbIKMHOYEHHBIM
pabo4YnM COCTOSIHUEM.

Ha cnepgyroLmx pucyHKax nokasaHbl ponv pasfnyHbIX NOPTOB:
R = kopHeBoW nopT D = HasHau4eHHbIV NopT A = anbTepHaTUBHbIA NOPT B = pe3epBHbI NopT
Ecnu He ykasaHo MHoe, NPMOPUTETLI NMOPTOB YMEHbLLLAIOTCS CrieBa Hanpaeo.

Root Bridage =

il

PucyHok 8-3.

=

A Sha.md ﬁcvicc

PucyHok 8-4.

—

Roat Bridoe

D

A Shared Device

PucyHok 8-5.

Kaxabin nopT MMeeT Tpu COCTOSHUSA, YKasbiBaloLme, CrneayeT N nepeckinaTte NakeTbl AaHHbIX,
4YTOObI KOHTPONMPOBATL BCIO TOMOJIOMUIO Spanning tree.

e OrtbpacbiBaHve: He mnepecbifiaeT MOSyYeHHble NakeTbl M He Yy3HaeT WCXOOHbIV
MAC-agpec.

o VI3ydeHune: He nepecbinaeT nonyvyeHHble nNakeTbl, HO n3ydaetT MAC-agpec UCTOYHUKA,
YTO ABNAETCHA NepexofHbIM COCTOSAHUEM.

o [lepechinika: nepecbiriaeT NoslyYeHHbIe NakeThbl U y3HaeT ucxoaHbln MAC-agpec.

[na ctabvnbHOM TONONOMMM CETU TONMBbKO KOPHEBOW MOPT M HAa3HAYEHHbIW NOPT MOryT BOWTK B
COCTOSIHME MEepecblsikn, B TO BpeMs Kak Apyrme nopTbl BCerga HaxogAaTcs B COCTOSHWUM
oTOpacbIBaHMS.
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CyeTtuuk Hop-oB (Hop Count)

BHyTpeHHMe spanning tree (IST) n MHOXeCTBEHHble dK3emnnspbl spanning tree (MSTI)
BbIYMCHAIOT, UCTEKaeT N Bpems naketa BPDU, Ha ocHoBe mexaHnama Hop Count, noxoxero Ha
IP TTL, BmecTo Message Age n Max Age.

PekomeHayeTcsa 3anycTuTb KOMaHay spanning-tree max-hops B pexume rnobanbHom
KOHgUrypauum, 4tobbl HAaCTpPOUTb KonmMyecTBO hop’oB. B pernoHe kaxabli pas, korga nakeT
BPDU npoxoguT Yyepes yCcTporcTBo oT root bridge, Hop Count ymeHbwaeTcsa Ha 1. Korga Hop
Count ctaHoBuTCca paBHbiM 0, BpeMsi naketa BPDU wuctekaet, n ycTponcTBo otbpacbiBaeT
naker.

Utobbl 6bITb coBMecTuMbIM ¢ STP n RSTP 3a npegenamu pernmoHa, MSTP Takke coxpaHseT
MexaHu3mbl Message Age n Max Age.

8.2.3.2. 0630p
Oco6eHHOCTb OnucaHue
STP STP, onpegenenHbin IEEE B 802.1D, ncnonb3yetcs Ans ycTpaHeHus
M3MYeCKnX NeTenb Ha KaHanbHOM YPOBHE B NOKanbHOM CeTn
RSTP RSTP, onpegeneHHbin IEEE B 802.1w, onTuMmnanpoBaH Ha ocHose STP
Ans 6bICTPON KOHBEPreHUMM ToNosormm cetu
MSTP MSTP, onpegeneHHbin IEEE B 802.1s, ycTpaHsaeT gedektol STP, RSTP

n spanning tree gns kaxgon VLAN (PVST). OH MOXeT He TONbKo 6bICTPO
CXOOUTbCA, HO W nepeHanpaBnAaTe Tpaduk pasnudHelx VLAN no
COOTBETCTBYIOLLMM NYTAM, TEM CaMbIM 0becreymBas ny4ywnin MexaHnsm
BanaHCcMpOBKM Harpy3ku Anst N36bITOYHBIX KAaHANoOB

OononHuteneHble | MSTP BkntovaeT cnegytowme dyHkumm: PortFast, BPDU guard, BPDU
dyHkumn MSTP fiter, TC protection, TC guard, TC filter, BPDU check Ha ocHoBe
ncxogHoro MAC-agpeca, BPDU filter Ha ocHoBe HegonyCTUMOW OSMHbI,
Auto Edge, root guard n loop guard

8.2.4. STP

STP wucnonb3yetcs Ons NpeaoTBpalLeHUs LUMPOKOBELLATENbHbLIX LITOPMOB, BbI3BaHHbIX
neTnamMmu, n obecnevyeHsa M30bITOYHOCTN KaHaMOB.

8.2.4.1. MpnHUMN paboTbl

Ona Ethernet ypoBHs 2 mexay ABYMS JIOKanbHbIMW CETAMN MOXET CyLLeCTBOBaTb TOMbKO OAMH
aKTMBHbIA KaHan. B nNpoTMBHOM criydae npov3ongeT LWupokoBelwaTenbHbii WTopMm. [Ona
MOBbILWEHNSA HAAEXHOCTU JOKanbHOM CeT HeobOXOAMMO YCTaHOBUTb Pe3epBHbI KaHan wu
COXpaHUTbL HeKoTopble MYyTM B PE3epBHOM COCTOSHMU. Ecnn ceTb HeucrnpaBHa M KaHan He
paboTaeT, Bbl OOMMKHbI NEPEKIIOUYNTL PE3EPBHBIA KaHamn B akTMBHOE cocTosiHue. STP moxeT
aBTOMATMYECKN aKTUBMPOBATb pPe3epBHbIM KaHan 6e3 kakux-numbo pyuyHbix onepaumi. STP
No3BONSAET YCTPOMCTBAM B NOKanbHOW CeTuU:

e OGHapyXuTb U 3aMyCTUTb Jy4LLYH TOMOSOMMI0 «AepeBa» B FIOKANbHOM CETU.

o yCTpaHI/ITb Henonagku U aBToMaTUYECKM OBOHOBUTL TOMOJSIOTUIO CETU, YTOOLI BCcerga
Bbl6|/|paJ'IaCb Hauny4yllaa BO3MOXHaA Tononorna «aepesa».
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Tononorus nokanbHOM ceTu paccynTbiBaeTCA aBTOMaTU4E€CKM Ha OCHOBE Ha6opa napameTpoB
MOCTa, HAaCTPOEeHHbIX aAMUHUCTPATOPOM. Hamnquuee «aepeBo» TONONOrMn MOXHO MOJTYyHUTb,
npaBuiibHO HACTPOUB 3TN NAapaMeTpPbI.

8.2.4.2. CBaA3aHHaA KOHdUrypauus

Bknro4yeHue spanning tree
e [lo ymonyaHuio pyHKLMA spanning tree oTKOYeHa.

e 3anyctute spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds ] ansa BkntoveHnss STP 1 HACTPOWMKM OCHOBHbIX aTpnbyTOB.

o Bpema nepecbinkn (forward-time) konebnetca ot 4 pgo 30. Bpemsa npuBeTCTBUS
(hello-time) konebneTcs ot 1 go 10. MakcumansHoe Bpems (max-age) konebneTcsa oT
6 oo 40.

NMPUMEYAHMUE: BbinoOnHeHWe komMaHg clear MOXeET NMPUBECTU K NOTepe XXM3HEHHO BaXKHOW
WHdopMaumm K, Takum obpasom, K npepbiBaHUO paboTbl cnyx0. [OuanasoHbl 3HayYeHWUn
forward-time, hello-time n max-age cssizaHbl. ECniv 3MeHUTbL OANH U3 HUX, 3TO NOBAMSET Ha ABa
OpYyrMx AauanasoHa. JOTU TpU 3HAYEeHUS OOSMKHbI COOTBETCTBOBATb Credytlollemy YCroBUIO:
2x(hello-time + 1 cekyHaa) < max-age < 2x(Forward-Delay Time — 1 cekyHga). B npotusHoM
cny4yae KoHcurypauus He 6yaeT BbINOMHEHA.

8.2.5. RSTP

RSTP nonHocTtbto coBmectum ¢ 802.1D STP. [lNogobHo TpaguumoHHomy STP, RSTP
npegocTaenseT cepBucbl 6e3 netenb U C pe3epBuMpoBaHMEM. XapakTepusyetcsa ObiCTpown
CcKopoCTbio. Ecrin Bce MOCTbI B NOKarbHOM ceTn nogaepxunsatroT npoTokon RSTP v npasBunbHO
HacTpoeHbl afgMUHUCTPATOPOM, AN MOBTOPHOrO CO34aHuUA «Aepesa» TorMororum mnocne
N3MeHeHMs Tonosnornm cetn Tpebyetca meHee 1 cekyHabl (0kono 50 cekyHA Npy NCNonb3oBaHUN
TpaanunoHHOro npotokona STP).

8.2.5.1. MpnHUMN paboTbl

BbicTpasa koHBepreHuusa RSTP

RSTP umeeT cneumanbHyto (YHKUMIO, TO €CTb ObICTPO NepeBoauTb MOPTbl B COCTOSIHUE
nepeagpecauum.

STP nosBonsieT NopTy BONTU B COCTOSIHME nepecbinkn vyepes 30 cekyHa (B ABa pasa bonblue
Forward-Delay Time; Forward-Delay Time MOXHO HacTpouTb CO 3HAYEHMEM MO YMOSIYaHMUIO
15 cekyHa) nocne Bbibopa ponu nopta. Kaxabii pas, korga Tononornsa M3MeHsIeTCsl, KOPHEBOM
NOpT M Ha3Ha4YeHHbIW MOPT, NOBTOPHO BblOPaHHbIE KaXXObIM MOCTOM, NEpexoasdT B COCTOSIHUE
nepechbinkn Yepes 30 cekyHa. [NoaTtomy TpebyeTtcst okono 50 cekyHa, YToObl BCS TONOMOMMA ceTn
cTana gpeBoBUAHON.

RSTP cunbHo otnuyaeTtca ot STP B npouecce nepecbinku. Kak nokasaHo Ha PucyHke 8-6,
kommyTaTop A otnpaensieT nakeT RSTP Proposal Ha kommyTtatop B. Ecnn kommyTtaTtop B
oBHapy>X1BaeT, YTO NPUopUTET KOMMYTaTopa A Bbille, OH BbibupaeT kommyTaTop A B KayecTBe
root bridge, a nopT, nony4aroLwmin NakeT, B KA4YeCTBE KOPHEBOIO NopTa, NEPEXOANT B COCTOAHNE
nepecwiniki 1 3atemM oTnpaendeT NakeT nogTeepxaeHns (Agree packet) oT kopHEBOro nopTta K
kommyTaTopy A. EcCnu HasHayeHHbI MopT KoOMMyTauum A cornacosaH, nopT nepexout B
COCTOSIHWE nepecbinku. HasHadeHHbId MOpPT KOMMYyTaumm B MOBTOPHO oOTNpaBndeT nakeT
Proposal gona pacwupeHus spanning tree no nopsgky. Teopetndecku RSTP  moxeT
BOCCTAHOBUTb CETEBYKD TOMOJSIOMMIO «AepeBay AN ObICTPON CXOAMMOCTM MOCMe U3MEHEHUS
TOnonornn ceTu.
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Switch A Switch B
-~ proposal -~
Root Bridge Designated Bridge
. agree -
S &
Root Bridge roposal Switch C
= F Fgtity TP, g
D R @
Root Bridge

@F F‘f—:’  — F‘EP
D R D R
F=Forwarding

R=Root Port
D=Designated Port

PucyHok 8-6.

NMPUMEYAHMUE: onncaHHbIN BbILLE NPOLECC «PYKONOXaTUsI» peannayeTcs TOMNbKO Torga, koraa
coeauHeHne Mexay nopTaMy HaXOAMTCA B peXMME «Touvka-Tovka». YToObl AaTb yCTpocTBam
nonHyt cBobony OEeWCTBUIN, PEKOMEHOYETCS HEe BKNIOYATb COEANHEHUE «TOYKA-TOYKa» Mexay

yCTpOMCTBaMM.

Roat Bridge

o B

A Shared Device

R A
=

PucyHok 8-7. lNpumMep coeguHeHnsa He «ToYKa-TouKa»
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Raoat Bridge =

A Shared Davice

S QL S

PucyHok 8-8. Mpumep CoeMHEHMs1 HE «TOYKa-TOYKa»

Root Bridge =

A Shared Device

S

PucyHok 8-9. Npnmep coenHEHU «TOYKa-TOYKa»

CoBmecTuMOCTb Mexay RSTP u STP

RSTP nonHoctbto coBmecTm ¢ STP. RSTP aBTOMaTU4ecku npoBepseT, nogaepxvBaeT v
NOAKMNOYEeHHbIN MocT STP nnu RSTP, Ha ocHoBe nosiydeHHOro Homepa Bepcun BPDU. Ecnu
NnopT nogkrntoyaeTcst K MmocTy STP, nopT nepexoguT B COCTOsIHME nepeckinkm vyepe3 30 cekyHa,
YTO HEe NO3BOSIAET NMOJSIHOUEHHO ncnonb3osatb RSTP.

Opyras npobrnema MoXeT BO3HUKHYTb NPY COBMECTHOM WUCMONb30BaHWM NPOTOKONoB RSTP u
STP. Kak nokasaHo Ha cnegywowmx PucyHkax, kommyTtatop A (RSTP) nogknioyaeTcs K
kommyTaTopy B (STP). Ecnu kommyTaTop A oGHapyXunBaeT, YTo NogkntodeH kK MmocTy STP, oH
otnpasnseT naket STP BPDU. OgHako, ecnun kommyTtaTop B 3ameHeH kommyTtaTtopom C (RSTP),
HO KomMyTaTop A no-npexHemy oTnpasndaeTt naketol STP BPDU, kommyTtatop C 6ygeTt cuntatb
cebs nogkntoveHHbIM K MocTy STP. B peaynbTaTte ABa yctponctea RSTP paboTtatoT nog STP,
YTO CUSTbHO CHWXaeT 3P PEKTUBHOCTD.

RSTP npegoctaBndaeT yHKLMIO MUTpaLmnmn NpOTOKoNa ANs NpUHyANTENBHOM OTAPaBKU NakeToB
RSTP BPDU (peer-moct gomkeH nogaepxvBatb RSTP). B atom cnyyae kommytatop A
npuHyantenbHo otnpaensetr RSTP BPDU, a 3atem kommyTtatop C oOHapyXuBaeT, YTO OH
nogkrtoyeH Kk mocty RSTP. B pesynbrtate aBa RSTP-yctpolictBa pabotatoT nog RSTP, kak
nokasaHo Ha PucyHke 8-11.

Switch AIRSTE) Switch BISTE)
STP BPDL
— — —
S, N
STP BPDL

PucyHok 8-10.
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Switch A(RSTRF) Switch C(RSTR)
RESTPF BPOL
— —_— —
SN N
ESTF BPDL

PucyHok 8-11.

8.2.5.2. CBsizaHHaA KoHdUrypauus

e Hactponka murpaumm npoTtokona

o 3anyctute komaHgy clear spanning-tree detected-protocols [ interface interface-id |,
4YTOObI NPUHYAMTENBHO NPOBEPUTL BEPCUIO HA NOPTY. [ONONHUTENbHbIE CBEAEHUS CM.
B pasgene «CoBmecTnmocTb Mmexay RSTP u STP» Bbiwwe.

8.2.6. MSTP

MSTP ycTtpaHsieT gedektol STP 1 RSTP. OH MOXeT He TONbKO ObICTPO CXOAUTBLCHA, HO U
nepeHanpaendate Tpaduk pasnuuHbix VLAN N0 COOTBETCTBYKOLUMM MyTaM, TEM CaMbIM
obecneumBas ny4ywmnin mexaHnam 6anaHCUpPOBKM Harpy3kn Ans N3bbITOYHbIX KAHAMNoB.

8.2.6.1. MpuHUMN paboTbl

Yctponctea QTECH nogaepxusator MSTP. MSTP — 3TO HOBBIM MPOTOKON spanning tree,
pa3paboTaHHbIN Ha OCHOBE TPaAMUMOHHbIX STP 1 RSTP un Bkntovaowmin mexaHmam 6biCTpomn
nepecbinkm RSTP.

lMockonbKy TpaanLMOHHbIE MPOTOKONbI Spanning tree He nmetoT oTHowweHus K VLAN, npobnembl
MOTYT BO3HUKHYTb B OrpeerieHHbIX CeTeBbIX TOMNOSIormsax:

Kak nokasaHo Ha PucyHke 8-12, yctponctea A n B Haxogsitcst B cetn VLAN 1, a yctponictea C
n D — B cetn VLAN 2, o6pasys neTnto.

A C

Vian 1 giﬁ—ﬁf—'a Wian 2

Vian 1 %:ﬁ—%?—'ﬁ Vlan 2

B ]
PucyHok 8-12.

Ecnu kanan ot yctponcta A kK ycTponcTtsy B uepes yctporictea C u D cTouT MeHbLUE, YeM KaHan
OT yCTpoucTBa A Hanpsamyl K yCcTponcTtey B, cBA3b Mexay yctponctsoM A 1 ycTponcteoMm B
nepexoant B COCTOsiIHME oOTOpacbiBaHusl (kak mnoka3aHo Ha PucyHke 8-13). [lockonbky
yctponctBa C n D He BkntovaoT VLAN 1 U He MOryT nepecbiniate nakeTbl AaHHbiX VLAN 1,
VLAN 1 yctponctea A He MoxeT obmeHmBaTbcsa AaHHbiMU ¢ VLAN 1 ycTporictea B.
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PucyHok 8-13.

MSTP paspabotaH ana peweHua aton npobrnembl. OH gennt ogHy wmnu Heckonbko VLAN
YCTPOMCTBA Ha 3SK3eMnnsp. YCTPOMCTBA, HACTPOEHHblE C OOHUM W TeM Xe 3K3EeMMIIspomMm,
obpasyloT pervoH MST ansa 3anycka HesaBuMCMMOro spanning tree (HasbiBaemoro IST). JTa
obnactb MST, nogo6HO GonbLWOMY YCTPOUCTBY, peanuayeT anropuTtMm spanning tree ¢ gpyrmmm
obnactamu MST ana cosgaHusa MosiHoro spanning tree, HasbiBaemoro obwmm spanning tree
(CST).

Ha ocHoBe aToro anroputMa npuBedeHHas Bbllle CeTb MOXeT CopMMpoBaTb TOMOSOIMIO,
nokasaHHyt Ha PucyHke 8-14 no anroputmy MSTP: ycTponctBa A n B HaxogaTcs B pervoHe
MSTP 1, B KOTOPOM He BO3HMKaET NeTenb, U, CriedoBaTenbHO, HN OOWH KaHamn He nepexoauT B
COCTOsIHMEe OTOpachiBaHUA. JTO Takke OTHOCUTCHA K peroHy 2 MSTP. PermoH 1 v pervoH 2,
nogo6Ho AByM 60MbLUMM YCTPOMUCTBAM C NETNSAMU, BbIGUPAKOT KaHan aAng nepexoaa B COCTOsAHME
oTOpacbiBaHMs Ha OCHOBE CBS3aHHOW KOHpMrypaumm.

e

1
i i
| 1
J |
I I

|

(1

- —

= . Vlan 2

WIar = = / B
! ! ! )
! ;

-
-

LY % \ !
. ywMsip Region 1, wMstp Region 2, ;
5 A ; " ; s
RS A & Y & _,f
-\\ N = N = #
-~ CsT -7
S -

PucyHok 8-14.

OT0 npepoTepawaet obpasoBaHve netenb U obecneynBaeT MpaBWUSIbHYK CBA3b MexXay
ycTponcTBamu B ogHon VLAN.

PermoHanbHoe otgeneHmne MSTP

Utobbl MSTP pabotan pomkHbim obpasom, npaBurnibHO pasgenute pervoHsl MSTP n
CKOH(pUrypmpynTe o4MHaKOBYHO MHAOPMauUmMo O kKoHdurypaumm MST ons yCTpoucTB B OOHOM
permoHe MSTP.
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WHdopmauus o koHdurypauumn MST BkntovaeT:

e Mg koHGurypaumm MST: cocTtouT He Gonee Yyem n3 32 6anToB ANs naeHTUPUKaUmMm
pernoHa MSTP.

e Howmep Bepcum MST: coctouT u3 16 6uT Ans naeHtTudukaumm permoHa MSTP.

e Tabnuua conoctaBneHus ak3emnnsapoB MST u VLAN: gna Kaxagoro ycTpoucTea
cosgaeTcs He bonee 64 ak3emMnNAPoOB (C X naeHTMdUKaTopammn B guanasoHe ot 1 go
64), a ak3emnnsap 0 cywecTByeT B ob6sa3aTenbsHOM nopsigke. Takum obpasom, cuctema
nogaepxuBaeT MakcMMaribHoe KONMM4YecTBO 3k3eMmnnapoB 65. Nonb3oBatenu moryT
HasHa4aTb oT 1 00 4994 VLAN, npuHagnexawmx pasHbiM aksemnngpam (ot 0 go 64)
no mepe HeobxogumocTu. HeHasHauveHHble VLAN npuHagnexat aksemnnsapy O no
ymonyaHuio. B atom cnyvae kaxgbin MSTI npegcrtasnset cobon rpynny VLAN wu
peanuayeTt anropuTM spanning tree MSTI, ykasaHHbIn B nakeTe BPDU, Ha KOTOpbIA He
snusaoT CIST n gpyrme MSTI.

3anycTtute komaHagy spanning-tree mst configuration B pexume rnobansHomn KOHUrypauuu,
4YTO6bI BONTU B pEXMM KOHUrypaumm MST onst HaCTPOMKM YKasaHHOW Bblle nHdopMaumn.

BPDU MSTP HecyT ykasaHHyto Bbilwe nHbopmaumo. Ecnv BPDU, nony4YyeHHbIn yCTPONCTBOM,
COOEPXUT Ty Xe MHGOopMaunio O KoHdurypauum MST, 4yTo M nHpopmauma ob yCcTpomncTBe,
CUMTaEeTCs, YTO NOAKMOYEHHOE YCTPOMCTBO NPUHAASIEXMUT K TOMY e pernoHy MST, 4TO 1 OHo.
B npoTMBHOM Crny4yae 9TO OTHOCUTCH K MOAKMOYEHHOMY YCTPOUCTBY M3 ApYroro pernoHa MST.

NMPUMEYAHUE: Tabnuuy conoctaBneHus ak3emnnsap-VLAN pekomeHayeTcsi HacTpamBaTb
nocne otkno4yeHms MSTP. lNocne HacTponku cHoBa Bkounte MSTP, utobbl 06ecneunTb
CTabubHOCTb N KOHBEPrEHLMIO TONOSIOMMKN CETW.

IST (spanning tree B permoHe MSTP)

lMocne Toro, kak permoHbl MSTP pasgeneHbl, Kaxgblii perMoH BbIOUpaeT He3aBUCUMbINA oot
bridge gns kaxgoro ak3eMmnnspa Ha OCHOBE COOTBETCTBYHLUMX MapaMeTpoB, TakMX Kak
npuopuTeT MOCTa M NPUOPUTET NOpPTa, HA3HAYaET POSM KaXXAOMY MOPTY Ha KaXKAOM YCTPONCTBE
N yKa3bIBaeT, HAXOAMTCH N NOPT B COCTOSIHUUN NEPECHINIKN UM OTOpacbiBaHWs B 9K3eMMNsIpe Ha
OCHOBE ponu nopTa.

Uepes obmeH MSTP BPDU cosgaetcs IST, n kaxabld 9K3eMNsip MMeeT CBOM COOCTBEHHbIE
spanning tree (MSTI), B kOTOpbIX Spanning tree, cooTeeTcTBytowee ak3emmnspy 0 n CST,
eanHoobpasHo HasbiBaeTcs spanning tree obwero aksemnnsapa (CIST). To ecTb Kaxabin
3K3eMNIIsp NpenoCcTaBnsieT eanHyo ceTeByto Tononormto 6e3 netenb gng ceomx rpynn VLAN.

Kak nokasaHo Ha PucyHke 8-15, YcTtponctea A, B n C obpa3sytoT neTnto B pernoHe 1. YCTponcTeo
A nmeet HamBbicwmin npuopuTteT B CIST (Bk3emnnsp 0) n noatomy BbibpaHO B KayecTBe root
pernoHa. 3atem MSTP nossonsieT kaHany mexgy A u C nepentn B COCTOsIHME OTOpachiBaHUSA
Ha OCHOBe Apyrux napameTtpoB. CnegoBaTenbHo, ansa rpynnbl VLAN ak3emnnsapa 0 4OCTyMHbI
TOSNbKO KaHanbl 0T A 0o B n ot B go C, yto paspbiBaeT netnto aton rpynnbl VLAN.
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PucyHok 8-15.

Kak nokasaHo Ha PucyHke 8-16, yctponctBo B umeeT HawmBbiclwumi npuoputet B MSTI 1
(3k3emnnsap 1) n noatomy BbIOUpaeTcss B kadecTBe root pernoHa. 3atem MSTP nossonser
kaHany mexagy B u C nepentn B COCTOsIHME OTOpacbiBaHMS Ha OCHOBE APYrMX napameTpos.
Moatomy ansa rpynnbl VLAN Ok3emnnspa 1 gocTynHbl TONbKO kaHanbl oT A go B u ot A go C,
paspbiBas neTnto aton rpynnsl VLAN.

!
v Region Root /
*

LY Fa
™ Region 1:MSTI 1 W
h -

'l -
™ -

e -
—_—

PucyHok 8-16.

Kak nokasaHo Ha PucyHke 8-17, yctpomctBo C uMeeT HamBbICLUMW npuoputeT B MSTI 2
(3k3emnnisip 2) n NoaToMy BbiOMpaeTcsl B KavecTBe root pernoHa. 3atem MSTP nossonsieT
kKaHany mexagy B n C nepentn B COCTOsiHME OTOpacbiBaHMS HA OCHOBE APYrMX napameTpos.
Moatomy ang rpynnbl VLAN 3k3emnnspa 2 AoCTynHbl TONbKO KaHanbl oT B k C n ot A k C,
paspbiBas netno aton rpynnsl VLAN.
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PucyHok 8-17.

O6paTtute BHUMaHune, 410 MSTP He umeeT 3HadeHus, K kakon VLAN npuHagnexut nopt. Takum
obpa3om, Nonb3oBaTenu AOMKHbI HACTPOUTb CTOMMOCTb NMYTU U NPUOPUTET COOTBETCTBYIOLLIENO
nopta Ha ocHoBe daktudyeckom KoHdurypaumm VLAN, uytobbl MSTP He npepbiBan
HenpasunbHbIE NETNN.

CST (spanning tree mexay permoHamum MSTP)

Kaxabih pervoH MSTP nopobeH 6onbliomy yctponcty ana CST. PasnuyHble peroHsl MSTP
obpasytoT «gepeox» Tononormm bit-cetn, HasbiBaemoe CST. Kak nokasaHo Ha PucyHke 8-18,
YCTponcTBo A, y KOTOPOro naeHTudmnkaTtop Mocta HaMMeHbLUNI, BbIOMPAETCs B kKadecTBe root
Bo BceM CST un permoHanbHoro root CIST B 3ToM permoHe. B pernoHe 2, NOCKONbKY CTOMMOCTb
nyTun root ot yctponcTtea B Ao root CST aBnsieTca camon HU3KoW, yCTPOMCTBO B BbiGupaeTcs B
kavecTBe pernoHanbHoro root CIST B aToM pernoHe. Mo Tom e npuynHe yctponcteo C BbiOpaHo
B KadecTBe pernoHaneHoro root CIST.

Fegion 1

-

-~ . Fegion 3 -

- - [

L ——— E——

PucyHok 8-18.
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PernoHanbHbin root CIST MoxeT 6biTb HE YCTPOMCTBOM, Y KOTOPOro MAeHTUMKaTop MocTa
ABMSETCA HaMMEHbLUMM B pernMoHe, HO yKasbiBaeT YCTPOUCTBO, AN KOTOPOro CTOMMOCTb MyTn
root ot aToro pernoHa Ao root CST aBnsieTca HAaMMEHbLLEN.

Onsa MSTI kopHeBoM nopT pernoHanbHoro root CIST mMmeeT HOBYKO porib «master-nopT».
Master-nopT 4eNCTBYET Kak UCXOOALLMIA NOPT ANS BCEX K3EMNIISAPOB N HAXOOUTCS B COCTOSIHUM
Nnepecbinki Ans Bcex 3k3eMnnsaApoB. YToObl caenaTb Tononorvio Gonee ctabunbHOW, Mbl
npeanaraeMm, 4Tobbl master-mopT Kaxaoro perMoHa k root CST Haxoauncss Ha TOM ke
YCTPOWCTBE perMoHa, ecnmn 3To BO3MOXHO.

CoBmectuMocTb Mexay MSTP, RSTP n STP

MooobHo RSTP, MSTP otnpasnset STP BPDU ans obecneveHna coBmectumocTn ¢ STP.
[ononHuTteneHble cBeaeHUs cM. B pasaene MNpuHumn padoTtsbl « CoBMecTUMOCTb Mexay RSTP n
STP».

Mockonbky RSTP obpabateiBaeT BPDU MSTP CIST, MSTP He HyHO oTnpasnsate BPDU RSTP
ans obecneyeHms COBMECTUMOCTHU C HAM.

Kaxpgoe yctporncteo STP unn RSTP npefcrasnseT cobon oTaenbHbI perMoH n He obpasyet
OAWH 1 TOT e PEernoH HU C KakKuMn yCTPOMUCTBaMN.

8.2.6.2. CBsizaHHaA KOHdUrypauus

Hactponka STP
o [lo ymonuanuto pexunm STP — 310 pexum MSTP.
e 3anyctute spanning-tree mode [stp | rstp | mstp], 4TOGbI NU3MEHUTL pexnm STP.

8.2.7. ononHuTtenbHble PyHKunn MSTP

[ononHuteneHble dyHkumMmM MSTP B ocHOBHOM BKrtoyaroT nopT PortFast, PDU guard, BPDU
fiter, TC guard n guard. [JononHuTenbHble QYHKUMM B OCHOBHOM WCMOMbL3YHOTCA AN
passepTbiBaHUA KoOHurypaumn MSTP Ha OCHOBe TOMOMOrMKM CeTU U XapakKTepuCTUK
npunoxexHumn B cetu MSTP. OT0 noBbIwaeT cTabunbHOCTb, HAAEXHOCTb M BO3MOXXHOCTU 3aLLMThbI
oT atak MSTP, oTBevas TpeboBaHusaM npunoxeHnn MSTP B pasnnyHbIX CLLEHAPUSIX KIIMEHTOB.

8.2.7.1. MpunHUMN paboTbl

PortFast

Ecnv nopTt ycTponcTBa HanpsMyl MOAKMYAEeTCs K ceTeBOMY TepMuHany, 3ToT nopT
HacTpauBaeTca Kak nopT PortFast ons npamoro nepexoga B cOCTOsIHME Nepeckinkn. Ecnv nopT
PortFast He HacTpoeH, nopTy Heobxoaumo nogoxgaTtb 30 cekyHa, YToObl BONTU B COCTOSIHWUE
nepecobiikn. PucyHok 8-19 nokasbiBaeT, kakme nopTbl YCTPOMCTBA MOXXHO HACTPOUTb Kak NopTbl
PortFast.
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¢

Port fast enabled

[

PucyHok 8-19.

Ecnu nopt PortFast no-npexHemy nonyydaet BPDU, ero pabo4ee coctosHne PortFast (Port Fast
Operational State) 6ygeTt oTknOYEHO, 1 NOPT NEpengeT B COCTOSHUE NEPECHINIKM B COOTBETCTBUN
C 06bl4HbIM anroputmom STP.

BPDU Guard
BPDU Guard moxeT ObITb BKMoYeHa rnobansHo unm Ha nHtepdenice.

PekomeHgyeTca 3anyctuTb KomaHgy spanning-tree portfast bpduguard default B pexume
rnobanbHoOM KoHdUrypaumm, 4tobbl BKMHOUUTL rnobanbHyto BPDU Guard. Ecnu PortFast
BKITHOMEH NS nopTa Uinn 3TOT NOPT aBTOMaTUYECKN NOEHTUDULMPYETCH Kak NOrpaHnYHbIN NopT,
3TOT MOPT NepexoauT B COCTOSIHWE OTKIHYEHUS U3-3a OWMOKKM, YTOObI yka3aTb Ha OLUMOKY
KOHdourypaumm cpasy nocre nonyyvyeHmsa BPDU. B To e BpeMsa NOpT OTKMOYEH, YTO yKasbiBaeT
Ha TO, YTO CeTeBOe YCTPOMCTBO MOXeT OblTb 40OaBNeHO HeaBTOPU30BaHHLIM MOMb30BaTENEM
ANA N3MEHEeHUs TOMosiorMmn ceTu.

Takke pekoMeHOyeTcsa 3anyCcTuTb kOMangy spanning-tree bpduguard enable B pexume
KOHpurypaumm nHrepdperica, 4tobsl Bkntounte BPDU Guard Ha nopTy (He3aBMCUMO OT TOrO,
BKItoYeH PortFast nnm Het Ha nopTy). B aTom cnydae nopT nepexoauT B COCTOSIHUE OTKIMIOYEHUS
n3-3a owmnbkm cpasy nocne nony4veHnss BPDU.

BPDU Filter
BPDU Filter MOXHO BKIIOUNTB rob6anbHO Mnn BKOYMTL HA MHTepdence.

PekomeHagyeTca 3anycTuTb koMangy spanning-tree portfast bpdufilter default B pexume
rno6anbHon KoHUrypaumm, 4tobbl BKNoUMTh rnobaneHein BPDU Filter. B aTom cniyvae nopt
PortFast He nony4vaeTt 1 He oTnpasnseT BPDU, noaToMy XOCT, NOAKTOYAKOLWNACS HanpsiMyto K
nopty PortFast, He nony4yaeT BPDU. Ecnn nopt meHsieT cBoe paboyee coctoaHne PortFast Ha
Disabled nocne nony4vennst BPDU, dounbTp BPDU aBTOMaTU4ECKN NEpecTaeT 4eENCTBOBATb.

Takke pekoMeHOyeTcs 3anycTUTb KOMaHgy spanning-tree bpdufilter enable B pexume
KOHurypaumm nHtepdenca, 4todbl BkouMTh mneTp BPDU Ha nopTty (He3aBUCMMO OT TOrO,
BKtoYeH unu HeT PortFast Ha nopTy). B aTom cnyyae nopT He nony4aeT u He oTnpasnseT BPDU,
a HanpsiMyto NepexoguT B COCTOSIHUE MePEChISTKN.

TC Protection

TC BPDU — 3aT0 nakeTbl BPDU, Hecywmne TC. Ecnn kommyTaTop nonyyaeT Takue nakeTbl, 3TO
yKa3blBaeT Ha U3MEHEHNe TONoNornn cetu, u KoMmmyTaTop yaanut tabnuuy MAC-agpecos. [ng
KOMMYTaTOpPOB YPOBHA 3 B 3TOM Cnyyae MoOAyNb MepeajpecaumyM CHOBa BKM4aeTcd, a
cocTosiHue nopta B 3anucn ARP unsmeHsieTcd. Korga kommyTtaTop noaBepraeTcs atake C
nomotbio nogaernsHeix TC BPDU, OH 4acTo BbINOSMHAET BbllleyKa3aHHble onepaunn, Bbi3biBas
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GonbLUY Harpy3Ky 1 BNuAs Ha ctabunbHoCcTb ceTn. YTobbl NnpeaoTBpaTuTh 3Ty Npobnemy, Bbl
MoxeTe BKnounTb TC Protection.

TC Protection MoxeT ObiTb BKOYEHA WM OTKMOYEHa TOmnbko rnobanbHo. 3Ta yHKUMS
OTKIOYEHA MO YMOSYaHUIO.

Korga TC Protection BkntoyeHa, kommyTtaTtop yaandet TC BPDU B TeuyeHue 3agaHHOro nepmoaa
(0BbI4YHO 4 ceKkyHAbl) NOcne NX NONyYeHUa U OTCNEeXMnBaeT nonydeHme kaknx-nnbo naketos TC
BPDU B TeueHue atoro nepmoga. Ecnu yctponcteso nonyvaet naketsl TC BPDU B TeyeHue
3TOro nepuoja, OHO ygandeT MX Mo UCTEeYEeHMM 3TOro nepuoga. ATo MOXET NpedoTBpaTUTb
yacTtoe yganeHue yctponctsom 3anucen MAC-agpecos n 3anucen ARP.

TC Guard

TC Protection obecneunBaeT yganeHne meHee gnHamudHblx MAC-agpecoB u 3anucen ARP,
Korga B ceTu reHepupyetca 6onblioe konudectBo naketoB TC. OgHako YCTPOWCTBO,
nonyvatouwee naketbl atak TC, No-NpeXHEMy BbINOSTHAET MHOXECTBO onepauui nNo yaaneHuio,
n nakeTbl TC MOryT pacnpoCTpaHATbLCS, 3aTparmeas BClO ceTb. [Tonb3oBaTenM MOryT BKIIHOUNTD
TC Guard, 4ytobbl NnpegoTBpaTUTL pacnpocTpaHeHne naketos TC rnobanbHO MM No MopTy.
Ecnn TC Guard BkniodeHa rnobanbHO wmnu gnga nopTa, NOPT, nonydvawowun naketel TC,
GunbTpyeT 3T naketbl TC unu naketbl TC, co3gaHHble UM camum, 4Tobbl naketel TC He
pacnpoCTpaHSaANnCb Ha Apyrne nopTbl. ATO MOXET 3PPEKTUBHO KOHTPONMPOBATb BO3MOXHbIE
aTtaku TC B ceTn ans obecneyeHns ctabunbHocTn ceTu. B yacTHOCTK, Ha ycTponcTBax ypoBHS 3
aTa byHKUMa mMoxeT adhdekTuBHO npefoTBpallaTth flapping yctponctea ypoBHs goctyna um
npepbiBaHMe OCHOBHOIO MapLupyTa.

NPUMEYAHUE: npu HenpasunbHOM wucrnonb3oBaHun TC guard cBA3b Mexay CceTamu
npepbiBaeTcs.

NMPUMEYMAHUE: pekomeHayeTcsa BKNoYaTb 3TY (OYHKUMIO TOMBKO NPU MOMYYEHUN B CETU
HeneranbHbIX NakeToB aTak TC.

NMPUMEYAHME: ecnn TC Guard BkntoveHa rnobanbHo, HM O4MH NMopT He nepenaeT naketbl TC
apyrMm. 3ta OYHKUNA MOXET ObITb BKITHOYEHA TOMbKO Ha NOPTATUMBHbLIX YCTPOMCTBAX 4OCTyNa.

NMPUMEYAHMUE: ecnn Ha nopTty BktoveHa TC Guard, nponucxogaT U3MEHEHWsT TONOMOornn, u
nakeTbl TC, Nony4eHHble NOPTOM, He ByayT pacnpoCTpaHATLCS Ha Apyrve nopTbl. ATY PYHKUMIO
MOXXHO BKITHOUMTb TONbKO Ha uplink-nopTtax, ocobeHHO Ha nopTax sapa KOHBEPreHuun.

TC Filter

Ecnn TC Guard BkntoyeHa gnd noprta, NopT He nepecbinaet nakeTobl TC, NOMyYeHHbIE U
creHepupoBaHHble MOPTOM, Ha Apyrne NopThbl, BbIMNOMHSAIOWME BblYUCNIEHNEe spanning tree Ha
ycTponctBe. Korga coctosiHne nopta naMeHsdeTca (Hanpumep, ¢ GrTIOKMPOBKM Ha NEepecChINiKy),
nopT reHepupyeT nakeTbl TC, ykasbiBas, YTO TONONOMMS MOrfa M3MEHUTLCS.

B atom cnydae, nockonbky TC Guard npegoTBpallaeT pacnpocTpaHeHue nakeToB TC,
YCTPONCTBO MOXET He ounctute MAC-agpeca nopTa nNpy U3MEHEHUWU TOMONOMMKU CeTU, YTO
npueegeT K owmnbke nepechbinky aHHbIX.

Utobbl pewntb 3Ty npobnemy, Beogutcs TC Filter. TC Filter He obpabaTtbiBaeT naketbl TC,
nony4YeHHble noptamu, a obpabaTteiBaeT naketbl TC Npy HOPMarbHbLIX U3MEHEHUSIX TOMOMOTUN.
Ecnun BkntoueH TC Filter, MoxHO nsbexaTb Npobnembl yaaneHns agpeca, U OCHOBHOM MapLupyT
He OyaeT nNpepbiBaTbCs, KOrga nopThl, HE BKIMKOYEHHbIE C NOMoLLbo PortFast, yacTto BeIxogaT u3a
CTPOS, @ 3anuMcu OCHOBHOrO MapLupyTa MOryT CBOEBPEMEHHO OOHOBNSATLCS NPU U3MEHEHUU
TOMOSOMNN.

NMPUMEYAHME: no ymonuyanuio TC Filter oTknoveH.

NMpoBepka ncxogHoro MAC-agpeca BPDU

lMpoBepka wucxogHoro MAC-agpeca BPDU npefoTBpallaeT 3NOHAMEPEHHYH — aTtaky
kKommyTaTopoB naketamm BPDU un HeHopmanbHyto paboty MSTP. Korga kommyTtartop,
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NOOKITHOYEHHBIN K MOPTY Ha KaHarne «ToYka-Touka», onpeaeneH, Bbl MOXeTe BKITHOUYUTL NPOBEPKY
ncxogHoro MAC-agpeca BPDU, 4ytobbl nonydatb nakeTbl BPDU, oTnpaBrneHHble TOSbKo
peer-koMMyTaTOpoM, W oOTOpacbiBaTb BCe oOcTanbHble naketel BPDU, Tem cambim
npefoTBpallasg BpeAOHOCHbIe aTaku. Bbl MOXeTe BKNHOUYNTL NpoBepky ncxogHoro MAC-agpeca
BPDU B pexume koHcurypaumm uHtepdenca ans onpegenieHHoro nopta. OanH NopT MoxeT
dunbTpoBaThb TONbKO oanH MAC-agpec. Ecnu Bbl 3anyctute komaHay no bpdu src-mac-check,
4yTOObI OTKNIOYMTL NpoBepKy ucxogHoro MAC-agpeca BPDU Ha nopty, nopT GyaeT nonyyatb
Bce nakeTbl BPDU.

BPDU Filter

Ecnu anuna Ethernet BPDU npesbiwaeT 1500, atotr BPDU 6yaeT ot6poLueH, 4To npegoTeBpaTuT
nony4yeHne HegonyctuMbIx naketos BPDU.

Auto Edge

Ecnn HasHaveHHbI nopT ycTtpouctBa He nonyyvaeT BPDU ot downlink-nopta B TeuyeHue
onpepeneHHoro nepuoga (3 CekyHAbl), YCTPOMCTBO paccMmaTtpuBaeT CeTeBOoe YCTPOUCTBO,
NOAKMIOYEHHOE K Has3Ha4YeHHOMY MopTy, HacTpaumBaeT MOpT Kak MNOrpaHuyHbIn MOpT W
nepeknioyaeT nopT HanpsMylo. B COCTOsIHME rnepecbikn. [lorpaHunyHbln  nopT 6yaet
aBTOMaTUYECKN MOAEHTUMULMPOBAH KaK He NOrpaHUYHbIN NOpT nocrie nonyyeHms BPDU.

Bbl MOXxeTe 3anycTuTb koMaHdy spanning-tree autoedge disabled, 4tobbl oTknoUNTE Auto
Edge.

OTa yHKUMSA BKIOYEHA MO YMOSTYAHUIO.

NPUMEYAHMUE: ecnn Auto Edge KOHNUKTYeT C HaCTpPOeHHbLIM Bpy4YHyto PortFast, npuoputet
nMeeT py4Has HacTpouka.

NMPUMEYAHMUE: nockonbKky 3Ta yHKUMS MCNonb3yeTcs Ans ObICTporo corrnacoBaHust n
nepeagpecaunm mMexgy HasHavyeHHbIM nopTtoM u noptom downlink, STP He nogaepxumBaeT aTy
dyHKUMI0. ECnn HasHaYeHHbIW MOPT HAXOAMUTCS B COCTOSIHUMM MEPEeChINikK, KoHdurypauma Auto
Edge He pgencTtByeT Ha aTOT NopT. TpebyeTcsa TONbKO NPV NOBTOPHOM BbINOSIHEHWUM BbLICTPOroO
cornacoBaHus, Hanpumep, Npu yaaneHnun n NoAKMIYeHUn ceTteBoro kabens.

NMPUMEMAHUE: ecnv gns nopta BkNoyeH ounbTp BPDU, nopT Hanpsamyk nepexoauT B
COCTOSIHME NEePECHINTKN N HE NOEHTUULMPYETCS aBTOMATUYECKM Kak NOrpaHUYHbINA NOpT.

NMPUMEYAHUE: sta oyHKUMA NPUMEHSAETCH TOSMbKO K HA3HAYeHHOMY NOopTY.

Root Guard

B cTpykType ceTu root bridge n pesepsHbin root bridge o6bIMHO pasgeneHbl Ha OAMH U TOT Xe
pernoH. M13-3a HenpaBWbHOM HACTPONKM ODOCNYXMBAKOLLEro nepcoHana unm 3noHamMepeHHbIX
atak B ceTu root bridge moxeT nonyuntb nHdopmMaumio 0 KoHUrypaumm ¢ 6onee BbICOKMM
npuopnuTeTOM M TEM CaMbIM MEPEKMIOYNTBCS Ha pe3epBHbIM root bridge, 4Tto npuBegeT K
HEKOPPEKTHbIM U3MEHEeHMAM Tornonorum cetn. Root Guard JormkeH pewnTb Ty npobremy.

Ecnu gna nopta BkniodeHa Root Guard, ero ponv BO BCeX 3K3eMnrisipax NPpUMEHSTCA Kak
Ha3Ha4eHHbIN NopT. Kak Tonbko NOPT NONy4YnT MHGOpPMaunio 0 KoHdurypauumn ¢ 6onee BbICOKUM
nNpUopnTETOM, OH BXOAMT B HECOBMECTUMOE C root (bnokmpytollee) coctosiHne. Ecnn nopt He
nony4yaeTt MHopmaumio 0 KoOHurypauumn ¢ 6onee BbICOKMM NPUOPUTETOM B TEYEHME nepunoaa,
OH BO3BpaLLaeTcs B MICXOOQHOE COCTOSIHUE.

Ecnu nopt nepexoguT B cocTosiHMe GrokMpoBkM M3-3a Root Guard, Bbl MOXeETE BpPYYHYHO
BOCCT@HOBUTb MOPT B HOPMAasribHOE COCTOsiHME, OTKMoumB Root Guard Ha 3ToOM MopTy unu
OTKMNIOYMB 3amUTy Sspanning tree (3anyctMB spanning-tree guard none B peXxvme HaCTPONKK
nHTepdenca).

NMPUMEYAHMUE: ecnn Root Guard ucnonb3yeTtcs HenpaBuIibHO, CeTeBOE coeauHeHne byaet
npepBaHo.
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NMPUMEYAHMUE: ecnn 3awmTa root BKMYEHa ANA HEHAa3HAYeHHOro nopTa, 3ToT nopT byaeT
NPUMEHEH KaK Ha3Ha4yeHHbIN NopT 1 nepenget B coctosiHne BKN. 31O ykasbiBaeT Ha TO, YTO
NnopT NepexoauT B COCTOSAAHME BNOKMPOBKU U3-3a root-HECOrNacoBaHHOCTM.

NMPUMEYAHUE: ecnn nopT nepexoaut B coctodHne BKN mn3-3a nonyyvyeHus nHgpopmauumn o
KOH(purypauum ¢ Gonee BbiCOKMM npuoputeToM B MSTO, atoT nopt OyameT nepeBedeH B
cocTtosiHne BKN Bo Bcex ocTanbHbIX Criyvasx.

NMPUMEYAHMUE: Root Guard 1 Loop Guard He MoryT AencTBoBaTb Ha NOPT OAHOBPEMEHHO.

Loop Guard

N3-3a c6osi oOHOHaMNpaBneHHOro KaHamna root-mopT WNM Pe3epBHbI MOPT CTAHOBUTCS
Ha3Ha4YeHHbIM NMOPTOM WU MEPEXOAUT B COCTOSIHME MEPECHLINKM, eCnn OH He nony4daet BPDU,
BbI3blBasi ceTeByto neTnto. Loop Guard gomkeH npegoTepaTuTb 3Ty Npobnemy.

Ecnn nopt ¢ Loop GuardHe nonydaet BPDU, nopT nepeknoyaeT CBOK posib, HO OCTaeTcH B
COCTOSIHUM OTOpacbIBaHMs A0 TeX Nop, noka He nonyyunt BPDU u He nepecunTaeT spanning tree.

NPUMEYAHUE: moxHo BkNounTb Loop Guard rmobansHO nnm gns nopTa.

NMPUMEYAHMUE: Root Guard n Loop Guard He MoryT encteoBaTb Ha NOopT OA4HOBPEMEHHO.

NMPUMEYAHMUE: nepen nepesanyckom MSTP Ha nopTy nNOPT NEPEXOAMT B COCTOSHWME
6nokmnpoBku B Loop Guard. Ecniv nopT no-npexHemy He nonyyvaet BPDU nocne nepesanycka
MSTP, OH CTaHOBUTCSA Ha3HAY€HHLIM NMOPTOM W NEPExXoanT B COCTOSAHWE nepecbinku. Moatomy
pekoMeHayeTCcsa onpeaennTb NPUYUHY, MO KOTOPOW NOPT NEPexoauT B COCTOSAHNE BIOKMPOBKU B
Loop Guard, n ycTpaHuTb OLLMBKY Kak MOXXHO ckopee nepef nepesanyckom MSTP. B npoTMBHOM
cny4yae nocrne nepesanycka MSTP Tononormst spanning tree Bce paBHO CTaHET HEHOPMaIIbHOW.

Mpo3payHaa nepenayva BPDU

B IEEE 802.1Q MAC-agpec nonydatensa 01-80-C2-00-00-00 BPDU wncnonb3yeTcsi B KayecTBe
3ape3epBUpPOBaHHOrO agpeca. To ecTb YycTpoucTBa, coBmecTumble ¢ IEEE 802.1Q, He
nepecbinatT nonyyeHHole naketel BPDU. OpgHako ycTponctBam MOXeT noTpeboBaTbes
npospayHas nepefaya naketos BPDU npu dhaktndyeckoMm passepTbiBaHUM ceTu. Hanpumep,
ecnn STP oOTKMAO4YeH Ha YCTPOWCTBE, YCTPOWCTBO AOSMKHO NPO3payvyHO nepefasaTb NakeTbl
BPDU, 4tobbl spanning tree mexay yCTponcTeamu Obifio NpaBUibHO paccymMTaHo.

NMPUMEYAHUE: npo3padHada nepegadya BPDU oTkno4eHa No ymMon4aHuio.

NMPUMEMAHUE: npospayHas nepepjada BPDU BcTynaet B cuny Tonbko Torga, korga STP
OTKMOYEeH. Ecnn Ha ycTponcTee BKOYEH NpoTokon STP, OHO He nepefaeT Npo3payHo NakeThbl
BPDU.

TyHHenb BPDU

Cetb QinQ 06blMHO pgenuTcd Ha ABe 4acTu: ceTb KnmMeHTa u ceTb SP. [lpexge 4vem
Nnofb30BaTENbLCKUM NakeT BoMAEeT B ceTb SP, OH mHKancynupyetcs terom VLAN cetn SP, a
Takke coxpaHseT ncxogHoli Ter VLAN B kKayecTBe AaHHbIX. B pesynbTtaTte nakeT coaepxuT ase
MeTkn VLAN ana npoxoxaeHus yepesd ceTb SP. B cetn SP nakeTbl nepegaroTcs TONbKO Ha
ocHoBe Tera VLAN BHellHero ypoBH4d. Korga nakeTbl nokugatot ceTb SP, Ter VLAN BHeLlHero
YPOBHS yoanseTcs.

OyHKUMA npospadHo nepepjayunm naketoB STP, a wumeHHO TyHHenb BPDU, wmoxet
Ncrnonb3oBaTbCA ONs peanu3aumn nepedaydm naketoB STP mexay KIMEHTCKOM ceTbio 6es
Kakoro-nmbo BNusHMA Ha ceTb SP. Ecnu nakeT STP, oTnpaBneHHbIN U3 KIMEHTCKOW CETU, BXOOUT
B PE, PE meHdeT MAC-agpec HasHadeHnsa naketa Ha npuBaTHbIA agpec OO TOro, Kak nakeT
Oynet nepeHanpaeneH cetbto SP. Korga naket pgocturaet PE Ha peer end, PE uameHsieT
MAC-agpec Ha3Ha4vyeHnsa Ha obLeaocTynHein (public) agpec v Bo3BpallaeT nakeT B KITMEHTCKYIO
ceTb Ha peer end, peanu3ysa npo3payHylo nepegady no cetm SP. B atom cnyyae STP B cetu
KrMeHTa paccuymTbiBaeTcs He3aBucnumo oT STP B ceTu NocTaBLLMKa CEPBUCOB.
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8.2.7.2. CBA3aHHaA KOHdUrypauusa

Hactpouka PortFast

Mo ymonyaHuio PortFast oTkniouveH.

B pexume rnoGanbHoOM KOHdMrypauumn sanyctute koMaHgy spanning-tree portfast
default, 4ytobbl BkNtouMTL PortFast Ha Bcex nmoptax, U KOmaHgy no spanning-tree
portfast default, 4yto6bl oTKNOUNTL PortFast Ha Bcex nopTax.

B pexunme koHdUrypaumm uHTepgenca sanyctmte KkomaHgy spanning-tree portfast,
yTobbl BKMOUMTL PortFast Ha nopTy, U KomaHay spanning-tree portfast disabled,
4yTOObI OTKNOUNTL PortFast Ha nopTy.

Hactpownka BPDU Guard

BPDU Guard oTkmnto4eHa no ymosiyaHuto.

B pexume rnobanbHon koHdUrypaumm sanyctute kKomaHgy spanning-tree portfast
bpduguard default, ytobbl BknounTs BPDU Guard Ha Bcex mopTax, U KOMaHgy no
spanning-tree portfast bpduguard default, 4tTo6bl oTkKNOUMTE BPDU Guard Ha Bcex
nopTax.

B pexxume koHpurypaumm nHtepgerica saanyctute komaHay spanning-tree bpduguard
enabled, 4tobbl BkNtounTe BPDU Guard Ha nopTty, M kKomaHgy spanning-tree
bpduguard disabled, 4Tobbl oTkMtouNTE BPDU Guard Ha nopTy.

HacTtponka BPDU Filter

Mo ymonuanuio BPDU Filter oTknoyeH.

B pexume rnobanbHon koHdUrypaumm sanyctute kKomaHgy spanning-tree portfast
bpdufilter default, yTo6bl BKNtOUMTL BPDU Filter Ha BCex nopTtax, u komaHgy no
spanning-tree portfast bpdufilter default, yto6bl oTkntounTs BPDU Filter Ha Bcex
noprax.

B pexnme koHdurypaumm nHtepdenca sanyctnte komangy spanning-tree bpdufilter

enabled, ytobbl BkntounTe BPDU Filter Ha nopTy,  komaHay spanning-tree bpdufilter
disabled, 4Tobbl oTkntounMTe BPDU Filter Ha nopTy.

Hactpownka TC Protection

TC Protection no ymon4yaHuio oTKHOYEHa.

B pexume rnobanbHoOM KOHduMrypauum 3anyctute KomaHgy spanning-tree tc-
protection, ytobbl BkntounTb TC Protection Ha Bcex nopTax, 1 kOMaH4y No spanning-
tree tc-protection, 4yTo6bl OTKMOUMTEL TC Protection Ha Bcex nopTax.

TC Protection MoXeT ObITb BKIHOYEHA UMW OTKITIOYEHAa TOMbKO rnodanbHo.

BknroueHue TC Guard

TC Guard no ymon4aHuto OTKIIo4eHa.

B pexume rnobGanbHOM KOHdMrypauum 3anyctute KomMaHgy spanning-tree tc-
protection tc-guard, 4tobbl BkMtouMTe TC Guard Ha Bcex mopTax, M KOMaHgy no
spanning-tree tc-protection tc-guard, 4to6bl oTkntounTe TC Guard Ha Bcex nopTrax.

B pexume koHdUrypaumm nHtepdenca sanyctmte KomaHgy spanning-tree tc-guard,
4106kl BKNOUMTL TC Guard Ha nopTy, M KOMaHdy nNo spanning-tree tc-guard, 4TOObI
oTknmtounTb TC Guard Ha nopTy.

Hactpownka TC Filter

Mo ymonuanuto TC Filter oTkntoyeH.

B pexume koHurypaumm nHtepderica sanyctmte KomaHay spanning-tree ignore tc,
4106kl BKMtounTb TC Filter Ha nopTy, 1 KOMaHAy No spanning-tree ignore tc, 4TobbI
OTKMIOYMTb €ro Ha MopTy.

Q
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BknroyeHune npoBepku ucxogHoro MAC-agpeca BPDU

Mpoeepka ncxogHoro MAC-agpeca BPDU oTkrnto4YeHa No yMOn4aHuio.

B pexume koHdurypaumm uHTepdenca sanyctute komangy bpdu src-mac-check
H.H.H, 4To6bI BKNtounTh NpoBepky ncxogHoro MAC-agpeca BPDU Ha nopTy, 1 KoMaHay
no bpdu src-mac-check, 4to6bl OTKNIOYMTL €€ Ha NOopPTY.

Hactpounka Auto Edge

Auto Edge OTKIMYEH Mo YMOMYaHuio.

B pexume KoHurypaummn nHtepdenca sanyctute komaHay spanning-tree autoedge,
yTobbI BKNtOUMTL Auto Edge Ha nopTy, n komaHay spanning-tree autoedge disabled,
YTOObI OTKMIOYMTL E€r0 Ha MOPTY.

Hactpounka Root Guard

Mo ymonyaHumio Root Guard oTKNtOYEH.

B pexume kKoHGUrypMpoBaHus uHTEpdEnca BbIMNOMAHUTE KOMaHZy spanning-tree
guard root, yTobbl BkMOYMTL Root Guard Ha nopTy, U KOMaHdy ho spanning-tree
guard root, 4TobBbl OTKMOYMTL ee Ha NopTY.

Hactpowka Loop Guard

Loop Guard no ymOn4aHuIO OTKITHOYEH.

B pexume rnobansHoOM KOHUrypauum sanyctute KomaHgy spanning-tree loopguard
default, yToGbI BKkMtoUMTL Loop Guard Ha Bcex nopTax, U KOMaHgy no spanning-tree
loopguard default, 4To6bI OTKMIOUMTL €€ Ha BCEX NOPTaX.

B pexume koHwurypaumm mHTepdernca sanyctute Komangy spanning-tree guard
loop, 4Tobbl BKNtoUMTL Loop Guard Ha nopTy, U KoMaHagy no spanning-tree guard
loop, 4TOBbI OTKMIOYNTL €€ Ha NopTy.

HacTponka npo3payHoun nepegayumn BPDU

lMpospayHasn nepegada BPDU oTkntoyeHa no yMmondaHuio.

B pexume rnmobanbHon KOHUrypaumm 3anyctute komangy bridge-frame forwarding
protocol bpdu, 4Tobbl BKNOUNTE Npo3payHyto nepegadvy BPDU, n komaHgy no bridge-
frame forwarding protocol bpdu, 4To6bl OTKMOUUTL €€.

lMpospayHasa nepegada BPDU BcTynaeT B cuny TOMbKO Torga, koraa STP OTKIIOYEH.
Ecnu Ha ycTponctBe BkNoYeH npoTokon STP, OHO He nepegaeT MpPo3paqyHoO nakeTbl
BPDU.

Hactpownka BPDU-TyHHens

TyHHenb BPDU no ymMon4aHuio OTKIOYEH.

B pexume rnobanbHoOW KOHUrypauum 3sanyctute komangy l2protocol-tunnel stp,
4yTOGbI rnobanbHo BKMOYMTL BPDU-TyHHENb, n koMmaHngy no |2protocol-tunnel stp,
4yTOObI rnobanbHO OTKMYUTL €ro.

B pexume koHdurypaumm uHTepdenca sanyctute komaHgy l2protocol-tunnel stp
enable, yTo6bl BktounTb BPDU-TyHHENb Ha MopTy, U KomaHay no |12protocol-tunnel
stp enable, YTOOLI OTKIIOUNTL €r0 Ha NOPTY.

TyHHenb BPDU peincTByeT TONLKO B TOM Crydae, €Cnv OH BKIOYEH KaK B pexume
rno6anbHOM KOHUrypauun, Tak u B pexxume KoHurypauum nHrepdgenca.
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8.3. KoHdurypauusa

KoHdurypauus

OnucaHve n kKomaHAaa

BkntoyeHne STP

(Ob6sasatenbHO) Ncnonb3yeTcs ans BknoyeHus STP

spanning-tree Bkntoyaetr STP n HacTpauBaeT

OCHOBHbIE anl/I6yTbI

spanning-tree mode HacTtpauBaeT pexum STP

Hactporika
coBmecTumocTtn STP

(OnuunoHanbHO) Ncnonb3yeTca Ang COBMECTUMMOCTU C YCTPOMCTBaMM
KOHKYpPEHTOB

spanning-tree compatible | Bkntovaet pexum
enable COBMECTMMOCTM nopTa
clear spanning-tree detected- | BoinonHseT obs13aTenNbHY0

protocols nposepky Bepcumn ans BPDU

HacTtpovka pervoHa
MSTP

(OnumoHanbHo) McnonbayeTcsa Ana HacTporiku pernoHa MSTP

spanning-tree mst configuration | Bxogq B pexum KoHdUrypaumm

MST

BknoyeHne ObicTpon
KoHBepreHumn RSTP

(OnuuoHanbHo) OH ncnonbayeTes A5l HACTPONKN TOro, SABASETCH Nn
TUMN COeAMHEHMS MOPTa COEQNHEHNEM «TOYKA-TOYKa»

spanning-tree link-type HacTtpauBaeTt T1n kaHana

HacTpoiika
NpUopuTETOB

(OnuuoHanbHO)  Wcnonb3yeTcss  Ans  HaAcTpOMKM  npuopuTeTa

KOMMyTaTopa unu npuopureTa nopra

spanning-tree priority HacTtpauBaeTt npuoputeT
KoMMmyTaTopa

spanning-tree port-priority HacTtpauBaeTt npnopuTteT nopTta

Hactpoika
CTOMMOCTU

nopTy

nytm K

(OnuuoHanbHo) Mcnonb3yeTcs aAnsg HACTPOMKM CTOMMOCTU NyTK NnopTa
UnNn Metoga pacyeta CTOMMOCTM MyTH MO YMOMYaHWUIO

spanning-tree cost HacTtpavBaeT cToMMmOCTb nyTU

nopTa

spanning-tree pathcost method | HactpanBaet metoa pacyeTta

CTOMMOCTM NYTU NO YMOJ4YaHUIO
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KoHdurypauus OnucaHue u KomaHaa
HacTtpownka (OnumoHansHo) OH ncnonb3dyeTca ANA HaCTPOWKM MakCMMarbHOro
MaKCUMasibHOro yucna hop’os naketa BPDU

yucna hop-oB  ans
naketa BPDU

spanning-tree max-hops HacTtpauBaeT MakcumarsbHoe
KonnyectBo  hop’oB  naketa
BPDU

BknroyeHne dyHKLNN,
cBsi3aHHbIX ¢ PortFast

(OnuuoHanbHo) UcnonbayeTcs ansa BKNOYEHUST (PYHKLMIA, CBA3AHHbLIX
¢ PortFast

spanning-tree portfast Bkntovaet PortFast
spanning-tree portfast | Bkntoyaet BPDU Guard Ha Bcex
bpduguard default nopTax

spanning-tree bpduguard | Bkntoyaet BPDU Guard Ha nopTy
enabled

spanning-tree portfast | Bknioyaet BPDU Filter Ha Bcex
bpdufilter default nopTax

spanning-tree bpdufilter | BkntouyaeT BPDU Filter Ha nopTy
enabled

BknoyeHne dyHKLNN,
cBsA3aHHbIX ¢ TC

(OnuuoHanbHo) VcnonbayeTcs ansa BKNOYEHUST PYHKLUNIA, CBSA3aHHbIX
cTC

spanning-tree tc-protection BkntoyaeT TC Guard

Bknovyaer TC Guard Ha Bcex
noprax

spanning-tree tc-protection tc-
guard

spanning-tree tc-guard BkntoyaeT TC Guard Ha nopty

spanning-tree ignore tc BkntouaeTt TC Filter Ha nopTy

BkntovyeHune
MPOBEPKN UCXOOHOro
MAC-agpeca BPDU

(OnuuoHanbHO) Ncnonb3yeTca aAns BKNIOYEHNSA NPOBEPKMA MCXOLHOIO
MAC-agpeca BPDU

|
bpdu src-mac-check BkntoyaeT npoBepKy WCXOAHOro

MAC-agpeca BPDU Ha nopty

(@ orecy
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KoHdurypauus OnucaHue u KomaHaa
HacTtpownka Auto | (OnuuoHansHo) Ucnonb3yetca ansa Hactponkn Auto Edge
Edge

spanning-tree autoedge BkntovaeT Auto Edge Ha nopTy.
OTa yHKUMA BKNOYEeHa Mo

yMOon4aHuio

BkntovyeHue pyHKLUNA,
cBsi3aHHbIX ¢ Guard

(OnumoHanbHo) Wcnonb3yetcs ana BkAYeHns dyHkunn Guard
nopToB

spanning-tree guard root BkntovaeT Root Guard Ha nopTty

spanning-tree loopguard default | BkntoyaeT Loop Guard Ha Bcex

nopTax

spanning-tree guard loop BkntoyaeT Loop Guard Ha nopTty

spanning-tree guard none Otknovaetr  dyHkumio  Guard
nopta
BknroyeHne (OnuuoHanbHO) Wcnonb3yeTcss  Ons BKNKOYEHMST  MPO3padvHoOmn
npo3pa4vyHou nepegayn BPDU
nepegayv BPDU
bridge-frame forwarding | Bkntovaet npo3payHyto

protocol bpdu nepegadvy BPDU

Bkntoyenne  BPDU-

TYHHENA

(OnuuoHaneHo) cnonb3yeTcsa onst BkoYeHusa TyHHens BPDU

BkntovaeTt BPDU

rnodanbHO

I2protocol-tunnel stp TYHHEmb

I2protocol-tunnel stp enable Bkntoyaet BPDU-TyHHENb Ha

nopty

I2protocol-tunnel tunnel-

dmac

stp Hactpaunsaet npo3paYvHbINv

agpec nepegaym TyHHena BPDU

8.3.1. BknroyeHue STP

8.3.1.1. 3dhdeKkT KoHduUrypaumm

e Bknounte STP rnobanbHO 1 HACTPOWTE OCHOBHbIE aTpUBYTHI.
e Hactponte pexum STP.
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8.3.1.2. NMpumevaHusn

e STP no ymonuaHuto oTkntodeH. [Mocne BknoveHuss STP yCTpPOMCTBO HauvHaeT
paboTtatb ¢ STP. Yctponctso ncnons3dyet MSTP no ymonyaHuio.

e Pexum STP no ymonyaHuio — pexvm MSTP.

e STP u npospayHoe coeguHeHne MHoxecTBa kaHanoB (TRILL) ueHTpa obpaboTku
AaHHbIX HE MOTYT ObITb BKNOYEHbI OAHOBPEMEHHO.

e [lapameTpbl Tanmepa STP BCTynatoT B CUIy TONbKO TOrAa, Korga yCTponCcTBO BbIGpaHo
B kayecTBe root bridge spanning tree. To ecTb napameTpbl Taumepa He root bridge
OOJDKHBI MCMOSb30BaThb 3Ha4YeHUsA TarMmMepa root bridge.

8.3.1.3. larmn HacTpounku

BkniouyeHue STP
e (O0bOa3aTenbHbIN.
e Ecnu He ykasaHo nHoe, Bkntounte STP Ha KaxgoM yCTPOWCTBE.

o 3anyctute spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds ] anga BknNtoveHns STP 1 HACTPOWMKN OCHOBHbIX aTpnbyTOB.

NMPUMEYAHMUE: BbinonHeHne KomaHA clear MOXeT NPUBECTU K MOTEPE >XU3HEHHO BaXKHOW
MHpopMaumm n, TakuMm obpasom, K npepbiBaHUO paboTbl cepBUCOB. [lanasoHbl 3HAYEHUN
forward-time, hello-time n max-age cssizaHbl. ECniv 1aMeHUTL OAMH M3 HUX, 3TO NOBNUSAET Ha ABa
Apyrmx avanasoHa.OTW Tpy 3HaYeHUs OOSDKHbl COOTBETCTBOBATb CriedyloLlemy YCIrOBUIO:
2x(Hello Time + 1 cekyHga) < Max-Age Time < 2x(Forward-Delay Time — 1 cekyHga). B
NPOTMBHOM Crly4ae TOMosiormsa MoXeT CTaTb HeCTabunbHON.

KomaHga spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds | tx-hold-count numbers]

Onucanne forward-time seconds: ykasblBaeT UHTepBas U3MEHEeHNA COCTOSIHWUS nopTa.
napamMmeTpoB 3HauveHne Bapbupyetcs oT 4 oo 30 cekyHn. 3Ha4YeHne No yMONyYaHuio —
15 cekyHa.

hello-time seconds: ykasbiBaeT WUHTepBasn, 4Yepe3 KOTOPbIA YCTPOWMCTBO
otnpaensetr naket BPDU. [Ouanas3oH 3HauyeHun ot 1 go 10 cekyHa.
3Ha4vyeHne Mo YMOMYaHU0 — 2 CEKyHAbI.

max-age seconds: yka3blBaeT caMoe 4SIMHHOE BpeMs u3Hu naketa BPDU.
3HaveHne BapbupyeTcst oT 6 oo 40 cekyHA. 3Ha4YeHME MO YMOMYaHUIO —
20 ceKkyHA.

tx-hold-count numbers: ykasbiBaeT MakcumarnbHoe konundectso BPDU,
oTnpaensieMbix B cekyHay. [uanasoH 3HauveHun ot 1 go 10. 3HaveHue no
yMon4yaHuio — 3

Mo ymonuaHmio | STP no ymonuaHuto OTKIOYEH

KomaHaHbIn Pexwum rnobanbHon KoHpUrypauum
peXunm
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PykoBoactso no
NCNoNb30BaHNIO

[nanasoHbl 3HavyeHun forward-time, hello-time n max-age cesizaHbl. Ecnn
N3MEHUTb OOMH U3 HUX, 3TO NOBMUSAET Ha [Ba APYrUX AvanasoHa.OTu Tpu
3Ha4yeHUa [OSDKHbI COOTBETCTBOBaTbL creaywolemMy ycnosuio: 2x(Hello
Time + 1 cekyHga) < Max-Age Time < 2x(Forward-Delay Time — 1
cekyHaa). B npoTMBHOM cnyyae Tononorns MoXeT CTaTb HeCTabunbHON

Hactpouka pexuma STP
e  OnuuoHarnbHo.

e CornacHo poAacTBeHHbIM cTaHgapTam npotokona 802.1, STP, RSTP n MSTP B3aumMHO
COBMECTUMbI M He TpebyloT HacTporku agMuHucTpaTopoM. OAHako yCTponcTea
HEKOTOpbIX MOCTaBLUUKOB He paboTaloT B COOTBETCTBMM CO CTaHAapTaMu NpoTokona
802.1, uto MoXeT npuBecTu K HecoBmecTumocTu. MNMoatomy QTECH npepocrtaBnget
aAMUHUCTPATOPY KOMaHAy nepekntiounTb pexmnm STP Ha Gonee HU3KYI0 BEPCUIO, €CIN
YCTPOWCTBA ApYrnx nponssoguTenen HeCoBMeCTMMbI ¢ ycTporcTtBamn QTECH.

e 3anyctute spanning-tree mode [ stp | rstp | mstp ] 4na nameHeHusa pexvma STP.

KomaHga spanning-tree mode [ stp | rstp | mstp ]
Onuncanne stp: npoTtokon spanning tree (IEEE 802.1d)
napameTpoB

rstp: npotokon 6eicTporo spanning tree (IEEE 802.1w)
MStp: NPOTOKON MHOXeCTBeHHOro spanning tree (IEEE 802.15s)

Mo ymonyaHuio

3HayeHne Mo yMonyaHuo — mstp

KomaHgHbin
peXnm

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

OfOHako  yCTpoMCTBa HEKOTOPbIX MOCTaBLWMKOB He paboTtawT B
COOTBETCTBMM CO CTaHdapTamu npotokona 802.1, 4To MOXeET NPUBECTU K
HecoBMecTUMOCTW. Ecnm  ycTponcTBa  gpyrmx  npov3BOguTENENn
HecoBMeCTUMbI ¢ ycTponctBamn QTECH, 3anyctute aTy KomaHay, YToObI
nepekntounTb pexxum STP Ha 6onee HU3Kyo Bepcuto

8.3.1.4. NpoBepka

Otobpasnte koHGUrypaumio.

8.3.1.5. CBA3aHHble KOMaHAbI

Hactponka STP

KomaHga spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds | tx-hold-count numbers]

Onuncanne forward-time seconds: ykasbiBaeT MHTEpPBar U3MEHEHNSA COCTOSIHWS nopTa.

napameTpoB 3HayeHne Bapbupyetcs oT 4 go 30 cekyHA. 3HavyeHue No yMonyaHui —

15 cekyHA
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Onucanwne hello-time seconds: ykasblBaeT WUHTepBan, 4Yepes3 KOTOPbIA YCTPOWMCTBO

napamMmeTpoB otnpasnset naket BPDU. [OuanasoH 3HayeHun ot 1 go 10 cekyHa.
3HayeHve No yMonyaHuio — 2 cekyHAbl.
max-age seconds: ykasblBaeT cambli AnnHHbIM TTL naketa BPDU. 310
3HayeHue konebnetcs ot 6 Ao 40 cekyHA. 3HavyeHWe MO yMOMYaHuw —
20 ceKkyH[,.
tx-hold-count numbers: ykasbiBaeT MakcumarnbHoe konundectso BPDU,
oTnpasnsembiX B cekyHay. [uanasoH 3HavyeHun ot 1 go 10. 3HaveHune no
ymon4aHuio — 3

KomaHaHbIn Pexunm rnobanbHon koHdurypauum

pexum

PykoBoacteo no
NCNonb30BaHUIO

[unanasoHbl 3Hadennn forward-time, hello-time, and max-age cBsi3aHbl.
Ecnun nameHnTb 04MH U3 HMX, 9TO NOBANLAET Ha ABa ApYrux guManasoHa. 3tu
TPY 3HAYEHUS OOMKHbI COOTBETCTBOBATb CrieAyoLLEMY YCIOBUIO:

2x(Hello Time + 1 cekyHga) < Max-Age Time < 2x(Forward-Delay Time — 1
cekyHaa)

B npotuBHOM crydae TOMNosorMs MOXeT CcTaTb HecTtabunbHoOW, W
KOH(purypaumsa He BygeTt pabotaTb

Hactpouka pexuma STP

KomaHga spanning-tree mode [ stp | rstp | mstp ]
Onucanne stp: npoTokon spanning tree (IEEE 802.1d)
napameTpos rstp: npoTokon 6bicTporo spanning tree (IEEE 802.1w)
Mstp: NPOTOKON MHOXECTBEHHOro spanning tree (IEEE 802.1s)
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexvm

PykoBoacteo no
MCNONb30BaHNIO

OpOHako  yCTpoOWMCTBa HEKOTOPbIX MOCTaBLMKOB He paboTtawT B
COOTBETCTBMM CO CcTaHdapTamu npotokona 802.1, 4TO MOXET NPUBECTU K
HecoBMecTuMocTW. Ecnn  ycTponctBa  gpyrmx  NpousBoguTENEN
HecoBMeCTUMbI ¢ ycTponctBammn QTECH, 3anyctute aTy KomaHay, 4YToObI
nepekntounTb pexxum STP Ha 6onee HU3Kyo BEpCUIO
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8.3.1.6. NMpumep kKoHdpuUurypauumn

BkntoyeHne STP n HacTponka napameTpoB Tanmepa

CueHapun:
DEV B
PucyHok 8-20.
Warun e Bkntounte STP n yctaHoBuTe pexum STP Ha STP Ha ycTtpouncTeax.
HaCcTpoVki e HacTpoitte napametpsl Taiimepa root bridge DEV A cneayowmm
obpasom: Hello Time =4 ¢, Max Age = 25 c, Forward Delay = 18 ¢
DEV A War 1. Bkntounte STP n yctaHoBute pexum STP Ha STP.
QTECH#configure terminal
BeeguTte komaHabl kKOHdUrypaumm, no ogHoun B ctpoke. KoHeu ¢ CNTL/Z.
QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mode stp
LWar 2. HactponTe napameTpbl Tanmepa root bridge DEV A.
QTECH(config)#spanning-tree hello-time 4
QTECH(config)#spanning-tree max-age 25
QTECH(config)#spanning-tree forward-time 18
DEV B Bkntounte STP n yctaHoBute pexum STP Ha STP.
QTECH#configure terminal
Beegute komaHabl KOHUIypauum, no ogHon B ctpoke. KoHew ¢ CNTL/Z.
QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mode stp
Mpoeepka | 3anyctute KomaHay show spanning-tree summary, 4To6bl OTOOpa3uTb
TONOJSIorMo spanning tree 1 napameTpbl KOHUIrypauun NnpoTokona
DEV A QTECH#show spanning-tree summary
Spanning tree enabled protocol stp
Root ID Priority 0
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Address 08c6.b3.3344
this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 0
Address 08c6.b3.3344

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 128 False P2p

Gi0/1 Desg FWD 20000 128 False P2p
DEV B QTECH#show spanning-tree summary

Spanning tree enabled protocol stp
Root ID Priority 0

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 32768
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Altn BLK 20000 128 False P2p Bound(STP)
Gio/1 Root FWD 20000 128 False P2p Bound(STP)

8.3.2. HacTtpomnka coBmectumoctu STP

8.3.2.1. 3dhdeKT KoHduUrypaumm

o Bknitounte pexmnm coBMeCTMMOCTU MNopTa, 4YTOObI peann3oBaTb B3aMMOCBA3b MeXOy

yctpounctBamn QTECH n ycTtporctBaMmu gpyrux NOCTaBLLMKOB YCIYT.

e Bkniounte murpaumio npoTokoria, YToObl BbINOMHUTL MNPUHYAMTENbHYI NPOBEPKY

Bepcumn, 4Tobbl NOBMUATL HA COBMECTUMOCTb Mexay RSTP n STP.
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8.3.2.2. NpumevaHusn

e [Ecnu gna nopTta BKMOYEH PEXMM COBMECTMMOCTM, 3TOT nopT OyaeT pobaenaTb
pasnuyHyto nHpopmauuio MSTI B noanexawmmn otnpaske BPDU Ha oCcHOBe TekyLlero

nopra,

YTOOBbI

peanusoBaTb B3aMMOCBA3b Mexay YyctponctBamm QTECH wu

yCTpOIZCTBaMI/I Apyrmx noctaBLUMKOB YyCnyr.

e [lpn BKMOYEHUM COBMECTUMOCTM Ha nopTy ybeamtecb, 4TO ANA nNopTa YykasaHa
npaeunbHasi MHpopmaums o6 obpeske (trimming information) VLAN. PekomeHayeTtca
HacTpouTb cornacoBaHHble cnuckn VLAN gnst nopToB Ha 060MX KOHLUAX KaHana.

8.3.2.3. larmn HacTpounku

BknroyeHne pexnma COBMECTUMOCTU Ha NOPTY

OnuuoHanbHo.

HacTpomnka murpaumm npotokona
e  OnuuoHarnbHo.

o Ecnu peer-yctponcteo nogaepxunsaet RSTP, Bbl MOXeTe BKMNIOYUTbL NPOBEPKY BEPCUN
Ha NoKanbHOM YCTPONCTBE, YTOObI ABa ycTponcTBa 3anyckann RSTP.

8.3.2.4. NpoBepka

OTobpasnte KoHUrypaumio.

8.3.2.5. CBAA3aHHble KOMaHAbI

BknioyeHue pexnma COBMECTUMOCTN Ha NOpTy

KomaHpa

spanning-tree compatible enable

Mo ymonyaHuio

Pexnm coBMeCTMMOCTM OTKINIOYEH Ans nopta no ymon4daHuro

KomaHgHbIn
PEXNM

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no

Ecnn pgns nopta BKMAYEH pexvMM COBMECTMMOCTW, 3TOT nopT Oyzer

Ncrnonb3oBaHuo | 0ob6aBnATb pasnuMyHyto mHdopmauuio MSTI B nognexawmn oTnpaBke
BPDU Ha ocHoBe Tekywero noprta, YTobbl peanu3oBaTb B3aMMOCBS3b
mexay yctporctBamm QTECH n yctponctBammn Apyrnx NoCTaBLLMKOB YCIyr

BkrnroyeHne Murpauum npoTtokona

KomaHga clear spanning-tree detected-protocols [ interface interface-id ]

Onuncanne interface interface-id: ykasbiBaeT nopt

napameTpoBs

KomaHaHbIn MpuBnnernpoBaHHbIn pexum EXEC

peXunm

PykoBoacteo no
NCMNOMb30BaHUIO

OTa KkomaHaa ucnonb3dyeTcsa Ang Toro, YTobbl 3acTaBUTb NOPT OTNPaBNATb
naketbl RSTP BPDU u BbINONHATL X NPUHYANTENbHYIO NPOBEPKY
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8.3.2.6. NMpumep kKoHdpurypauumn
BknroyeHune coBmectumocTtu ¢ STP

CueHapun:
DEV B
PucyHok 8-21.
Warn e HactpownTte ak3emnnspbl 1 1 2 Ha ycTponcTBax A u B n conoctaBbTe
HaCTPOWKU ak3emnnsgp 1 ¢ VLAN 10, a aksemnnsap 2 ¢ VLAN 20.
e Hactponte Gi0/1 1 Gi0/2, 4yToOblI OHN NpMHaAfexann cooTBETCTBEHHO
VLAN 10 n VLAN 20, u Bkntounte coBmectumocTb ¢ STP
DEV A War 1. Hactponte ak3emnnsapbl 1 n 2 n conocrtaBbTe ak3emnnsapbl 1 n 2
cooTtBeTcTBEHHO ¢ VLAN 10 1 20.
QTECH#configure terminal
BeeguTte komaHabl KOHUIypaumm, no ogHoun B cTpoke. KoHewl ¢ CNTL/Z.
QTECH(config)#spanning-tree mst configuration
QTECH(config-mst)#instance 1 vlan 10
QTECH(config-mst)#instance 2 vlan 20
War 2. Hactponte VLAN, K KOTOPOW MNPUHAANEXUT MOpT, WU BKIKOYUTE
STP-cOBMECTMMOCTb Ha MOpTY.
QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#switchport access vlan 10
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree compatible enable
QTECH(config-if-GigabitEthernet 0/1)#int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)#switchport access vlan 20
QTECH(config-if-GigabitEthernet 0/2)#spanning-tree compatible enable
DEV B Bbinonuute Te xe gencreusa, yto n gna DEV A
Mpoeepka | 3anyctute komaHay show spanning-tree summary, 4ToObl NPOBEPUTH
NpaBUIIbHOCTb pacyeTa TonosorMm spanning tree
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DEV A QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Bridge ID Priority 32768
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type
Gi0/2 Desg FWD 20000 128  False P2p
Gi0/1 Desg FWD 20000 128  False P2p

MST 1 vlans map : 10
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge  Type

MST 2 vlans map : 20
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
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Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 128 False P2p

DEV B

QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Bridge ID Priority 32768
Address 08c6.b3.3344

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Altn BLK 20000 128 False P2p
Gi0/1 Root FWD 20000 128 False P2p

MST 1 vlans map : 10
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type

MST 2 vlans map : 20
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Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.3344

Interface Role Sts Cost Prio

Gi0/2 Root FWD 20000 128

8.3.3. HacTpouka pernoHa MSTP
8.3.3.1. AhdeKkT KoHduUrypaumm

HacTtponte permoH MSTP, 4yToObl onpegenuTb, KakMe yCTpOWCTBA NpuHaganexaT K OgHOMY U

TOMY Xe permoHy MSTP 1 Tem cambiM NOBSIUATL HA TOMOSOMNIO CETH.

8.3.3.2. NpumeyaHun

e YT10Obl HECKOMBbKO YCTPOWUCTB MpUHAAnNexanu K OgHOMY M TOMY e permoHy MSTP,
HacTpovTe AN HUX O4HO M TO Xe UMA, HOMep Bepcun n Tabnuuy conocTabreHus

aksemnnsapos n VLAN.

e Bbl MoXeTe HacTpouTb BMPTYyarnbHble NoKanbHble ceTu Ans ak3emnnsipos ¢ 0 no 64, a
3aTeM OCTaBLUMECS BUPTYyarbHble NoKanbHble ceT OyayT aBTOMaTUYeCKN BblaeneHbl
ans aksemnnspa 0. OgHa BUpTYyanbHas nokanbHas ceTb NPUHAAMEXUT TONbKO O4HOMY

aK3eMnnspy.

e Tabnuuy conoctaBneHus ak3emnnsp-VLAN pekoMmeHOyeTca HacTpavBaTb Mocne
oTknoYeHus STP. [locne HacTpoviku cHoBa Bkounte MSTP, 4yToGbl 0bOecneunTb

cTabunbHOCTb U KOHBEpreHuuto Tonosiormn ceTu.

8.3.3.3. llarn HacTpounku

Hactpowka permnoHa MSTP
e OnuuoHanbHo.

e HacTtponTe permoH MSTP, ecnun HECKONbKO YCTPOMCTB AOSMKHbI NpUHaAnexatb OgHOMY

permoHy MSTP.
8.3.3.4. NpoBepka

Otobpasnte koHGUrypaumio.

8.3.3.5. CBA3aHHble KOMaHAbI

Bxopa B pexum HacTpouku permoHa MSTP
e  OnuuoHanbHo.

e Hactpoute peroH MSTP, ecnu HECKONbKO YCTPOMUCTB AOMKHbI NpUHaAnexaTb O4HOMY

pervoHy MSTP.
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e 3anyctute KomaHgy spanning-tree mst configuration, 4TOoGbI BOWTM B pexum
KOHpurypaumm MST.

e 3anyctute KomaHay

instance instance-id vlan vlan-range, 4TOGbl HaCTPOUTL

conoctaeneHve MSTI-VLAN.
e 3anyctute koMaHgy hame name, 4Tobbl HacTpouTb Ma MST.

e 3anyctute koMaHAy revision version, 4YTobbl HACTPOMTb HOMep Bepcun MST.

KomaHga spanning-tree mst configuration
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexum

PykoBoacteo no
NCMNOmnb30BaHNIO

3anyctuTte 3Ty koMaHay, YTobbl BONTU B peXUM KoHurypaumm MST

Hactpouka conoctaBneHus aksemnnsipa u VLAN

KomaHnga instance instance-id vlan vlan-range
Onuncanne instance-id: ykasbiBaeT ngeHtucdukatop MSTI B gnanasoHe ot 0 go 64.
napameTpoB

vlan-range: ykasbiBaeT ngeHtudukatop VLAN B guanasoHe ot 1 go 4094

Mo ymonyaHuio

ConoctasneHue ak3emnnap-VLAN no ymonyaHuio Ttakoso, 4to Bce VLAN
HaxoaAaTcs B ak3emnnspe 0

KomaHgHbin
peXnm

Pexum koHdurypaumm MST

PykoBoacteo no
1MCNONb30BaHNIO

Ytobbl gobasnte rpynny VLAN B MSTI, BbInOAHUTE 3Ty KOMaHAy.
Hanpumep,

instance 1 vlan 2-200: go6aenset VLAN 2—-200 k ak3emnnspy 1.
instance 1 vlan 2,20,200: go6aenset VLAN 2, 20 n 200 k ak3emnnspy 1.

Bbl MOXeTe ncnosnb3oBaTb QOPMY NO 3TOM KoMaHabl Ansa yoaneHus VLAN
13 ak3emnnapa. YganeHHole VLAN aBTOMaTU4eCcKkn nepeHanpasnsaoTcsa B
aksemnnsap 0

Hactponka m

MeHu Bepcun MST

KomaHpga name name
Onucanue name: ykasbiBaetT uma MST. OH cocTouT makcumym n3 32 6anToB
napameTpoB

Mo ymonyaHuio

Nms no ymonuyaHuio npeactasnseT cobon nycTyro CTPOKY CUMBOSIOB
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KomaHaHbIn Pexum koHdurypaumm MST
pexnm

HacTponka Homepa Bepcuu MST

KomaHpa revision version
Onucanwne version: ykasblBaeT Homep Bepcum MST B grnanasoHe ot 0 go 65 535
napameTpoB

Mo ymonuaHuio | Homep Bepcum no ymonyanuio — 0

KomaHaHbIn Pexum koHdurypaumm MST
pexum

8.3.3.6. NpoBepka

e OtobpasunTe KOHPUrypauuio.
e 3anyctute komaHay show spanning-tree mst configuration, 4ytobbl oTOBpa3nTbL
KOHurypauuto permoHa MSTP.

8.3.3.7. Npumep KoHcpUrypaumm

BknroyeHne MSTP pana poctumxeHus OanaHCcUMpoBKUM Harpy3km VLAN B
Tononorum MSTP+VRRP

CueHapun:
Lser 1 Lser 2
PucyHok 8-22.
Warn e  Bknounte MSTP u cosganTte ak3emnnsapbl 1 1 2 Ha kommyTaTopax A, B,
HaCTPONKK CnubD.

e Hactpownte kommyTaTop A B KadecTBe root bridge ans aksemnnapos 0 n
1, a kommyTaTop B — B kadecTBe root bridge anga aksemnnspa 2
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LLarn

e Hactponte kommyTatop A B KayectBe master-yctpornctea VRRP ans

HaCTPONKK cetenn VLAN 1 1 10, a kommyTaTtop B — B kayecTBe master-ycTponcrea
VRRP ansa cetn VLAN 20
A War 1. Hactponte VLAN 10 1 20 1 HacTponTe nopTbl kKak MarncTpasbHble NopThl.

A(config)#vlan 10

A(config-vlan)#vlan 20

A(config-vlan)#exit

A(config)#int range gi 0/1-2
A(config-if-range)#switchport mode trunk
A(config-if-range)#int ag 1
A(config-if-AggregatePort 1)# switchport mode trunk

LWar 2. Bkntounte MSTP 1 cosgante ak3emnnspbl 1 u 2.
A(config)#spanning-tree
A(config)# spanning-tree mst configuration
A(config-mst)#instance 1vlan 10
A(config-mst)#instance 2 vlan 20

A(config-mst)#exit

LWar 3. HacTtponte kommyTaTop A B kadyecTBe root bridge akzemnnspos 0 n 1.
A(config)#spanning-tree mst 0 priority 4096
A(config)#spanning-tree mst 1 priority 4096
A(config)#spanning-tree mst 2 priority 8192

LWar 4. Hactponte npnoputetsl VRRP, 4to6bl KOMMYyTaTOp A MOIr AEMCTBOBATb
kak master-yctponctso VRRP B cetm VLAN 10, n Hactponte IP-agpec
BupTyanbHoro wro3a VRRP.

A(config)#interface vlan 10

A(config-if-VLAN 10)ip address 192.168.10.2 255.255.255.0
A(config-if-VLAN 10) vrrp 1 priority 120

A(config-if-VLAN 10) vrrp 1ip 192.168.10.1

War 5. Ycranosute gnsa npuoputeta VRRP 3HayeHne no ymonyanumio 100, 4ToGb!
KommyTaTop A MOr [JencTtBoBaTb Kak pesepBHoe ycTtponctBo VRRP gns
VLAN 20.

A(config)#interface vlan 20
A(config-if-VLAN 20)ip address 192.168.20.2 255.255.255.0
A(config-if-VLAN 20) vrrp 1ip 192.168.20.1
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War 1. Hactponte VLAN 10 1 20 1 HacTponTe NopThl Kak MarucTpanbHble NopThl.
B(config)#vlan 10
B(config-vlan)#vlan 20
B(config-vlan)#exit
B(config)#int range gi 0/1-2
B(config-if-range)#switchport mode trunk
B(config-if-range)#int ag 1
B(config-if-AggregatePort 1)# switchport mode trunk

War 2. Bkntounte MSTP 1 cosgante ak3emnnspbl 1 u 2.
B(config)#spanning-tree
B(config)# spanning-tree mst configuration
B(config-mst)#instance 1 vlan 10
B(config-mst)#instance 2 vlan 20

B(config-mst)#exit

LWar 3. HacTtponTe kommyTaTop A B kayecTBe root bridge aksemnnsapa 2.
B(config)#spanning-tree mst 0 priority 8192
B(config)#spanning-tree mst 1 priority 8192
B(config)#spanning-tree mst 2 priority 4096

LWar 4. HacTtpounTe IP-agpec supTyanbHoro wno3a VRRP.
B(config)#interface vlan 10
B(config-if-VLAN 10)ip address 192.168.10.3 255.255.255.0
B(config-if-VLAN 10) vrrp 1ip 192.168.10.1

LWar 5. YctaHoeute ans npuoputeta VRRP 3HaveHne 120, ytobbl KommyTaTop B
MOr AeNCTBOBaTb Kak pesepBHoe yctponcteo VRRP ana VLAN 20.

B(config)#interface vlan 20

B(config-if-VLAN 20)vrrp 1 priority 120

B(config-if-VLAN 20)ip address 192.168.20.3 255.255.255.0
B(config-if-VLAN 20) vrrp 1ip 192.168.20.1

War 1. HactponTte VLAN 10 1 20 1 HacTponTe NOpTbl Kak MarucTparbHble NOpPThI.
C(config)#vlan 10
C(config-vlan)#vlan 20
C(config-vlan)#exit
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C(config)#int range gi 0/1-2

C(config-if-range)#switchport mode trunk

War 2. Bkntounte MSTP 1 cosganTe ak3emnnspbl 1 u 2.
C(config)#spanning-tree
C(config)# spanning-tree mst configuration
C(config-mst)#instance 1vlan 10
C(config-mst)#instance 2 vlan 20

C(config-mst)#exit

War 3. Hactponte nopt, coeguHaowmin yctponctso C  Hanpsmy C
nonb3oBaTtenamu, kak nopt PortFast n Bkntounte 3awmnty BPDU.

C(config)#int gi 0/3
C(config-if-GigabitEthernet 0/3)#spanning-tree portfast
C(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable

D BbinonHuTe Te xe 4encTBus, YTo u ans yctponctea C
MpoBepka e 3anyctute komaHgy show spanning-tree summary, 4To6bl NPOBEPUTL
npaBuUIIbHOCTb pacdeTa TonosorMm spanning tree.
e 3anyctute komaHgy show vrrp brief, 4To6bl NpoBEpPUTL, YCNELLIHO N
co3aHbl OCHOBHbIe/pe3epBHble ycTporicTBa VRRP
A QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096
Address 08c6.b3.3344
this bridge is root
Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec
Bridge ID Priority 4096
Address 08c6.b3.3344

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type
Agl Desg FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
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Gi0/2 Desg FWD 200000 128 False P2p
MST 1 vlans map : 10
Region Root Priority 4096
Address 08c6.b3.3344
this bridge is region root
Bridge ID Priority 4096
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type
Agl Desg FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

MST 2 vlans map : 20

Region Root Priority 4096
Address 08c6.b3.78cc
this bridge is region root

Bridge ID Priority 8192
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type

Agl Root FWD 19000 128 False P2p

GioN Desg FWD 200000 128 False P2p

Gi0/2 Desg FWD 200000 128 False P2p
B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 8192
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max
Age 20 sec
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Interface Role Sts Cost Prio OperEdge  Type
Agl Root FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p
MST 1 vlans map : 10
Region Root Priority 4096

Address 08c6.b3.3344

this bridge is region root
Bridge ID Priority 8192

Address 08c6.b3.78cc
Interface  Role Sts Cost Prio OperEdge Type
Agl Root FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p
MST 2 vlans map : 20
Region Root Priority 4096

Address 08c6.b3.78cc

this bridge is region root
Bridge ID Priority 4096

Address 08c6.b3.78cc
Interface Role Sts Cost Prio  OperEdge Type
Agl Desg FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

C QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec
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Bridge ID Priority 32768
Address 08c6.b3.00ea
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio Type OperEdge
Fa0/2 Altn BLK 200000 128 P2p False
Fa0/1 Root FWD 200000 128 P2p False

MST 1 vlans map : 10
Region Root Priority 4096
Address 08c6.b3.3344

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.00ea

Interface Role Sts Cost Prio Type OperEdge
Fa0/2 Altn BLK 200000 128 P2p False
Fa0/1 Root FWD 200000 128 P2p False

MST 2 vlans map : 20
Region Root Priority 4096
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.00ea

Interface  Role Sts Cost Prio Type OperEdge
Fa0/2 Root FWD 200000 128 P2p False
Fa0/1 Altn BLK 200000 128 P2p False

D OnyweHo

8.3.3.8. PacnpocTpaHeHHble OWnOKKu

o  KoHdurypaumm pernoHa MST HecoBmeCTUMBbI ¢ Tononornen MSTP.
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[ VLAN He CO34al0TCA OO0 TOro, Kak Bbl HaCTpOVITe conocTtaBlrieHne Me>|<,1:|,y 3K3eMI'IJ'I$IpOM
n VLAN.

e Yctpoucteo 3anyckaeT STP wnu RSTP B Tononorum MSTP+VRRP, HO BbluncnseT
spanning tree B COOTBETCTBUM C anropuTMamm pasHblX permoHos MST.

8.3.4. BkntroyeHue 6bicTpon KoHBepreHumn RSTP

8.3.4.1. AdhdeKT KoHUrypaumm

HacTtponTe T1n kaHana, 4Tobbl 06ecneunTb BbICTPy0 cxoaumocTb RSTP.

8.3.4.2. NpnmevaHusn

o Ecnu tTmn coeguHeHus nopta — COeOUHEHUE «Touka-Toudka», RSTP mMoxeT ObicTpo
cxoauTbes. [JononHuTenbHble cBeAeHUs cM. B pa3saene [NpuHumn paboTtbl «bbicTpas
KoHBepreHumss RSTP». Ecnn Tvn  coeguHeHWss He HacTpoeH, YCTPOWCTBO
aBTOMaTM4eckn yCTaHaBnvMBaeT TUM COEAMHEHUS B 3aBUCMMOCTM OT AYNSIEKCHOrO
pexuma nopTa. Ecnv nopT HaxoauMTCcA B MOMHOAYMNIIEKCHOM PeXume, YCTPOWCTBO
yCTaHaBnMBaeT TUN COEAMHEHNA «To4Ka-Touka». Ecnm  nopT Haxogutca B
NonyaynnekCHOM peXxume, YCTPOMCTBO yCTaHaBnuBaeT TUN coefuHeHus Kak shared
(obwmin). Bbl Tawkke mMoOxeTe NPUHYAUTENBHO HACTPOUTbL TUM COEOUHEHUS, YTOObI
onpeaennTb, SBMSETCS N CoOeauUHEHUe nopTa COeANHEHNEM «TOUKA-TOYKaY.

° Tun coeanHeHunda nopTta CBA3aH CO CKOPOCTbK U AYNMNEKCHbIM pPeXMMOM. Ecnn nopT
HaxoguTcaA B nonyaynnekCHOM pexume, Tun cCoegnHeHNA ABndaeTcA shared.

8.3.4.3. LLlaru HacTpouku
HacTpounka TMna kaHana

OnuuoHanbHo.

8.3.4.4. NpoBepka

OTobpa3suTte KOHpUrypauuto

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToObI
oT0OpasnTb KOHUrypauuo spanning tree nopTa.

8.3.4.5. CBsA3aHHble KOMaHAbI

Hactpoika Tna kaHana

KomaHga spanning-tree link-type [ point-to-point | shared ]
Onuncanne point-to-point: NpuMHYAUTENbHO HacTpavMBaeT TWUM CBA3WM MNopTa Kak
napameTpoB «TOYKa-TOYKaY.

shared: npnHyaMTENbHO HacTpamMBaeT TUN CCbISIKM NopTa kak shared

Mo ymonuyaHuio | Ecnn nopT HaxoauTcs B MOMHOAYMMEKCHOM pEeXMMEe, TUM COeLMHEHUS
nopta — «TO4YKa-Touka». Ecnm nopT Haxogutcs B MOMyAYyMiEeKCHOM
pexume, TN coegmHeHus nopTa asnsaeTtcda shared

KomaHaHbIn Pexum koHdurypaunm nHtepderica
peXunm
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PykoBoactso no
NCNoNb30BaHNIO

AynneKkCHOro pexunmMa noprta

Ecnu TMn coeanHeHus nopta — coeauHeHne «Tovka-Ttouka», RSTP moxeTt
ObIcTpO cxoguTbcA. Ecnm Tun coeamHeHus He HACTPOEH, YCTPOWMCTBO
aBToOMaTM4yecku YycTaHaBnMBaeT TUM COEAWHEHWS B 3aBMCUMOCTUM OT

8.3.4.6. NMpumep KoHduUurypaumumn

Bknro4yeHune 6bicTpon KOHBepreHuun RSTP

CBA3M nopTa

Warwn YcTaHoBUTE ANs NopTa TUM CBA3M «TOYKA-TOYKa»
HaCTPOMKK

QTECH(config)#int gi 0/1

QTECH(config-if-GigabitEthernet 0/1)#spanning-tree link-type point-to-point
MpoBepka | 3anyctute komaHgy show spanning-tree summary, 4Tobbl 0TOOPA3UTL TUM

QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Bridge ID Priority 32768
Address 08c6.b3.3344

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gio/1 Root FWD 20000 128 False P2p

8.3.5. HacTpounka npuopurteToB

8.3.5.1. 3dhdekT KoHduUrypaumm
e HacTtponte npuoputeT KOMmyTaTopa, 4TOObl onpeaenuTb YCTPOMCTBO Kak root Bcen
CeTu 1 onpeaennTb TOMOSOrNi0 BCEW CETMU.

e HactponTe npnoputeT nopta, YToObl ONPeaenvTb, Kakon NOPT NEPEXOOUT B COCTOSHUE
nepecbIsku.
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8.3.5.2. NpumevaHusn

PekomeHayeTcs yCTaHOBUTL MPUOPUTET OCHOBHONO YCTPOWCTBA Bhille (HA MeHbluee
3Ha4veHune) ansa obecneyeHnss cTabunbHOCTU BCeW ceTU. PasHbiM aKk3eMnnspam MOXHO
Ha3HauYNTb pasHble NMPUOPUTETbI KOMMyTaTopa, YTOObI KaXabld SK3EMNNAP 3anyckan
He3aBUCMMbIA STP Ha OCHOBE Ha3HaYeHHbIX MPUOPUTETOB. YCTPOMCTBA B pPasHbIX
permoHax wucnone3ytoT npuoputeT Tonbko CIST (ok3emnngap 0). Kak onucaHo B
ngeHtudukaTope MOCTa, MNPUOpPUTET KOMMyTaTopa uMeeT 16 [JONOMHUTENbHbLIX
3HadeHun: 0, 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36 864,
40960, 45056, 49 152, 53248, 57344, 61440. OHM ABNAOTCA LENbIMXA YMcnamm
KpaTHbIMK 4096. 3HayeHne no ymonyaHuio — 32 768.

Ecnn gBa nopta nogkntoyeHbl K obLlemMy yCTPONCTBY, YCTPOMCTBO BblGupaeT nopT ¢
bonee BbICOKMM NPUOPUTETOM (MEHbLLEE 3Ha4yeHue) ANns nepexoja B COCTOsHME
nepecbIniki 1 NopT ¢ 6onee HU3KNM npuopuTeTom (bornblUuee 3HaYeHre) ons nepexoaa
B CcOCTOosiHMe oTbpacbiBaHuda. Ecnn gBa nopta MMET OOMHAKOBLIA MPUOPUTET,
YCTPOWCTBO BblbMpaeT NOPT C MEHbLUMM UOEHTUUKATOPOM MopTa ANa nepexona B
COCTOSIHME Nepeaapecaumn. Bbl MoXeTe Ha3HauNTbL pasHblie NPUOPUTETLI MOPTOB ANS
pasHbIX 9K3EMMASPOB HA MOPTY, YTOOLI Kaxdbl SK3EMMNAP 3anyckas He3aBUCUMbIN
STP Ha ocHOBe Ha3Ha4YeHHbIX MPUOPUTETOB.

MogoGHO npuopuTeTy KOMMYyTaTtopa, MpuopuMTeT MopTta Takke wumeeTr 16
JononHuTenbHbIX 3HadYeHnn: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 224, 240. OHn saBRAKOTCA LUENbIMU Yuciamu KpatHbeiMn 16. 3HayveHue no
ymon4yaHuio — 128.

M3MeHeHHbI npuopuTeT nopTa eNCcTBYeT TOMbKO Ha yKa3aHHbI MopT.

8.3.5.3. LLlaru HacTpouku

HacTpoiika npuoputeta KOMMyTaTOpa

OnuyuoHanbHo.
YT106bl N3MEHMTL OOt NN TOMOSOTNI0 CETWU, HACTPONTE NPUOPUTET KOMMYTaTOopa.

HacTpoiika npuoputeTa nopTa

OnuyuoHanksHo.

YT0ObI M3MEHUTb NPEeANOYTUTENbHbBIA NOPT, BXOAALUA B COCTOSAHME Nepeagpecauuu,
HacTponTe NpMopuTeT NnopTa.

8.3.5.4. NpoBepka

OTobpasuTte KOHpUrypaumio

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToObI
oT0OpasnTb KOHdUrypauuo spanning tree nopta.

8.3.5.5. CBA3aHHble KOMaHAbI

HacTpoiika npuopuTteTa KOMMyTaTopa

KomaHga spanning-tree [ mst instance-id ] priority priority
Onuncanne mst instance-id: yka3biBaeT naeHTUMKaATOP 3K3eMNspa B AvanasoHe oT
napameTpoB 0 go 64.

priority priority: ykasbiBaeT npuopuTteT kommyTatopa. Ectb 16
Heobsa3aTenbHbIX 3HaYeHun: 0, 4096, 8192, 12 288, 16 384, 20 480, 24 576,

Q
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28672,32 768, 36 864, 40 960, 45 056, 49 152, 53 248, 57 344, 61 440. OHun
ABMATCA LenbIMu Yncnamm KpaTtHeiMmn 4096

Mo ymonyaHuo

3HayeHue no ymonyaHuto ans instance-id pasHo 0, a gns priority — 32 768

KomaHgHbIn
pexnm

Pexwum rnobanbHon KoHUrypaumm

PykoBoacTeo no
NCNonb30BaHUIO

HacTpoiiTe npropuTeT KOMMyTaTopa, YTobbl onpeaenvTb YCTPOMUCTBO Kak
root Bcew ceTv 1 onpeaenvTh TONoMorvio Bcen ceTtu

HacTponka npuoputeTa nopra

KomaHga spanning-tree [ mst instance-id ] port-priority priority
Onucanne mst instance-id: yka3sbiBaeT ngeHtTudukaTop aK3emnsnspa B gManasoHe oT
napamMmeTpoB 0 po 64.

port-priority  priority:  ykasbiBaeT npuoputeT nopta. Ectb 16
Heobsa3aTenbHbIX 3HavYeHun: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240. OHu kpaTHbl 4096

Mo ymonyaHuo

3HayveHue instance-id no ymonyanuo pasHo O.
3HaueHue priority o ymon4aHuo paBHo 128

KomaHgHbIn
peXnm

Pexunm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

Ecnu B pervoHe Bo3HUKaeT NeTns, NpeanoyTuTernisHee Ncnonb3oBaTth NOpT
c Gonee BbICOKMM MPUOPUTETOM AN Nepexoda B COCTOSIHUE MEPECHISTKM.
Ecnu gBa nopta MMelT oAMHaKoBbIA MpUopuUTET, BbiGUpaeTcs MopT C
MEHbLUMM  UAEHTU(MKATOPOM rMopTa, 4YTOObl BOWTM B  COCTOSIHUE
nepecbInku.

3anyctuTe 3Ty kOMaHay, 4Tobbl onpeaenvTb, Kako NopT B NeTre perMoHa
NepexoauT B COCTOSIHUE NePECHINKM

(@ orecy
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8.3.5.6. NMpumep HacTpomnku

HacTpounka npuoputeTa nopra

CueHapun:
DEV A
G 0on G2
G 01 G 0/2
DEV B
PucyHok 8-23.
LWarn e Hactponte npuoputeTr MocTta Tak, 4ytobbl DEV A ctan root bridge
HaCTPOWKU spanning tree.
e Hactpownte npuoputeT Gi0/2 Ha DEV A paBHbiM 16, 4yTo6bI Gi0/2 Ha
DEV B moxHo 6b1n0 BblbpaTh B KA4ECTBE KOPHEBOrO NopTa
DEV A LWar 1. Bkntounte STP 1 HacTponTe npuopuTeT MocTa.
QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0
LWar 2. HactpownTte npuoputet Gi 0/2.
QTECH(config)# int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)#spanning-tree mst 0 port-priority 16
DEV B QTECH(config)#spanning-tree

Mpoeepka | 3anyctute kKomaHay show spanning-tree summary, 4To6bl OTOGpasuTb
pes3ynbTaT BblYMCEHUS TONOMOMMK spanning tree

DEV A QTECH# QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority O
Address 08c6.b3.3344
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge  Type
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Gi0/2 Desg FWD 20000 16 False P2p
Gi0/1 Desg FWD 20000 128 False P2p
DEV B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 32768
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface  Role Sts Cost Prio OperEdge Type
Gi0/2 Root FWD 20000 128 False P2p
GioN Altn BLK 20000 128 False P2p

8.3.6. HacTponka cTOMMOCTU NYTU K NOPTY

8.3.6.1.

8.3.6.2.

Ad ekt KOHpUrypaumm

HacTtponTe ctoMMoCTb NyTy NopTa, 4Tobbl ONpeaennTb COCTOSHME NEPECHINIKM nopTa u
TOMNOIMOrNO BCEN CETW.

Ecnu ctonmocTb nyTy nopTa UCNonb3yeT 3Ha4YeHWe NO YMOSIHaHUIO, HACTPOUTE MEeTos
pacyeTa CTOMMOCTU NyTW, YTOObI NOBMUSATL HA pe3ynbTaT pacyeTa.

MpumeyaHus

YcTponcTBO BbibMpaeT NopT B Ka4eCTBE KOPHEBOro nopTta, eCriv CTOMMOCTb MyTW OT
3Toro nopta Ao root bridge HaumeHbwada. CnegoBaTesnibHO, CTOMMOCTb MYTU K MOPTY
onpegenseT KOPHEBOM MOPT fokanbHOro ycrponctea. CTOMMOCTb MyTUM K MOPTY MO
YMOMYaHMIO paccynTbiBaeTCsi aBTOMATUYECKM Ha OCHOBe ckopocTu nopta (Media
Speed). lNopT ¢ 6onee BbICOKOW CKOPOCTbIO OyAeT UMETb HU3KYKD CTOMMOCTb MyTMW.
lMockonbKy 3TOT MeTod MOXeT paccuuTaTb Havbonee HayyHyl CTOMMOCTb MyTW, He
N3MeHanTe CToMMOCTb NyTn 6e3 HeobxoaMMOoCTU. Bbl MOXeTe HasHauuTb pasHble
CTOMMOCTM MyTW ANSA pasHblX 3K3EMMMSPOB Ha MOpTy, YTOObI KaxAbl 3JK3emMnnap
3arnyckan HesaBucuMbli STP Ha OCHOBE Ha3Ha4YeHHOW CTOUMOCTU My TW.

Ecnv ctoumocTb nNyTM nopta MCMNOMb3yeT 3Ha4YeHuMe MO YMOMYaHuIo, YCTPOMCTBO
aBTOMATMYECKN BbIYUCIIIET CTOMMOCTb NYTWN NOPTa Ha OCHOBE CKopocTu nopTta. OgHako
IEEE 802.1d-1998 n IEEE 802.1t onpefenstoT pa3Hyt0 CTOMMOCTb NyTK OS1S OQHOW U
TOW X€ CKOpPOCTU KaHana. 3HayeHue npeacTtaBndet cobon KOpoTKOe LENoe YMcrno B
ananasoHe oT 1 go 65 535 B 802.1d-1998 1 AnvHHOE Lenoe Ynucro B guanasoHe oT 1
Ao 200 000 000 B IEEE 802.1t. CtoMmocTb NyTh arpermpoBaHHoro nopta (AP) umeet
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nBa peweHna: 1. PeweHne QTECH: ctoumocTb nytn nopta X 95 %; 2. PeleHue,
pekomeHOoBaHHoe B cTaHgapTtax: 20 000000 000/¢daktuyeckad  nponyckHas
cnocobHocTb kaHana AP, roe daktudeckas nponyckHas CnocobHoCTb kaHana AP =
nNponyckHas CNOCOBHOCTb nopTa-y4yacTHuka x KONn4ecTBO aKTUBHbIX
NMOPTOB-Y4aCTHMKOB. AAMWHUCTPATOP [OOIMKEeH YHMUUMPOBaTb METOA pacyeTa
CTOMMOCTM MNyTM BO Bcen ceTu. CTaHAapTOM MO yMOMYaHUIO SABMSETCA NPUBaTHbIV
cTaHAapT AMMHHbIX LENbIX YACEN.

B cnep,yrou_telh Tabnuue YKa3aHa CTOMMOCTb NyTHU, aBTOMaTU4YeCKMN HaCTpOeHHaA OnA
pa3H0|7| CKOPOCTH KaHana B ABYX peLlleHnAX.

Ckopoctb | MNopT IEEE 802.1d IEEE 802.1t IEEE 802.1t
nopra (kopoTKMI) (BNNHHBIN) (BNWHHBIM cTaHaapT)
10M O6wwmin nopt 100 2000000 2000000

AP 95 1900 000 2 000 000+linkupcnt
100M O6wmn nopt 19 200 000 200 000

AP 18 190000 200 000+linkupcnt
1000M O6wmn nopt 4 20000 20000

AP 3 19000 20 000+linkupcnt
10000M | O6wmn nopt 2 2000 2000

AP 1 1900 20 000+linkupcnt

CtaHgapT onuHHbIX uUenbix uncen QTECH wucnonb3yetca no ymonuanuio. llocne
N3MEHEHMS pPEeLLEHMS HA PELLEHNE CTOMMOCTI NYTU, PEKOMEHOOBAHHOE CTaHAapTaMu,
cTonmocTb NyTn AP n3aMeHsIeTCsl B 3aBMCUMOCTU OT KONMYECTBaA MOPTOB-YYaCTHUKOB B
coctosHun UP. Ecnn cToMMOCTb MNyTU MOpTa WM3MEHMUTCS, TOMOSIOMMsS cCeTn Takke
N3MEHUTCS.

Ecnn AP aBnsietca ctatnyeckon, linkupcnt B Tabnmue — 37O KONMYECTBO aKTUBHbLIX
noptoB-y4acTtHunkoB. Ecnu AP saensetca AP LACP, 10 linkupcnt B Tabnuue — 310
KONMMYecTBO MOPTOB-YYACTHUKOB, Nepecbinawwmx gaHHble AP. Ecnn HUM oguH 13
nopTtoB-y4yactHnkoe B AP He nogHumaeTtcs, linkupcnt paeeH 1. [Mogpo6Hyto
nHdopmaumio o AP n LACP cm. B Hactpoika AP.

N3meHeHHasi CTOMMOCTb MyTV NopTa AeNCTBYeT TONbKO Ha NopT RX.

8.3.6.3. llarn HacTponku

HacTtpoiika ctrommocTv nyTi nopTa

OnumoHanbHo.

UT06bI ONpeaenuTb, Yepes Kakow NopT UIu No KakoMy NyTK fy4dlle NpoxXoauTb nakeTam
[AaHHbIX, HACTPOWTE CTOMMOCTb NyTuW rnopTa.
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HaCTpOVIKa MeToAda pacyeTta CTOMMOCTU NYTU NO YMOJT4HaHULIO

e  OnuuoHarnbHo.

o Utobbl M3MeHnTb MeTon pacyeTa CTOMMOCTU NYTH, HaCTpOIZTe MeTon pacyeTa
CTOMMOCTU NYTU NO YMOJTHAHUIO.

8.3.6.4. NpoBepka

OTobpa3unTte KOH(Urypauuto.

3anyctnte komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToGbI
oTOobpas3nTb KOHUrypaumio spanning tree nopTa.

8.3.6.5. CBsAi3aHHble KOMaHAbI

HacTtpoiika ctTouMmocT Nyt K NopTy

KomaHga spanning-tree [ mst instance-id ] cost cost
Onuncanne mst instance-id: ykasbiBaeT ngeHTudukaTop 3K3emnnspa B guanasoHe oT
napameTpoB 0 po 64.

cost cost: ykasbiBaeT CTOMMOCTb NyTW B gnanasoHe ot 1 go 200 000 000

Mo ymonyaHuo

3HayeHue no ymonyanuio instance-id pasHo O.

3HayeHVe Mo YMOMYaHUK PacCYMTbiBAETCA aBTOMATUYECKU Ha OCHOBE
CKOpOCTM nopTa.

1000 M6ut/c — 20000
100 M6ut/c — 200 000
10 M6ut/c — 2000 000

KomaHgHbin
peXnm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

Bonbluee 3HayeHne cost ykasbiBaeT Ha 6onee BbICOKYH CTOMMOCTb NyTy

HacTpoiika MeToga pacuyeTa CTOMMOCTM NYTU MO YMOMYaHUIO

KomaHga spanning-tree pathcost method { long [ standard ] | short }
Onuncanne long: ucnonb3yeT CTOMMOCTb NyTW, yka3aHHyto B 802.1t.
napameTpoB

standard: MCronb3yeT CTOMMOCTb, PAaCCUMTaHHYld B COOTBETCTBMU CO
cTaHgapToM.

short: ncnonb3yeTt CTOMMOCTb NyTH, Yka3aHHyto B 802.1d

Mo ymonyaHuio

CtoumocTb nyTH, ykaszaHHaa B 802.1t, ncnonb3yeTca no yMOn4aHuto

KomaHgHbin
pexum

Pexwum rnobanbHon KoHUrypaumm
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PyKOBOD,CTBO no | Ecnn croumocTtb nyTh nopta wucnosmnb3dyeTt 3Ha4YeHune no ymomnyaHuio,
MCrnoJsib3oBaHuo yCTpOI7ICTBO aBTOMaTN4YECKN BblHUCNAET CTOMMOCTb NMYTU NOpPTa Ha OCHOBE

CKOpPOCTY MnopTa

8.3.6.6. NMpumep KoHdurypaumumn

HacTtpoiika ctrommocT nyTi nopTa

CueHapun:

DEV B

PucyHok 8-24.

Warn
HaCTPOWKU

e Hactponte npuoputeTr MocTta Tak, 4ytobbl DEV A ctan root bridge
spanning tree.

e Hactponte ctoumocTtb nytn Gi 0/2 Ha DEV B pasHon 1, utobbl Gi 0/2
MOXHO 6bINo BbIOpaTh B KA4YeCTBE KOPHEBOrO nopTa

DEV A

QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0

DEV B

QTECH(config)#spanning-tree
QTECH(config)# int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)# spanning-tree cost 1

lMpoBepka

3anyctute komaHgy show spanning-tree summary, 4ToGbl 0TOGpa3nTb
pe3ynbTaT BblYMCNEHUS TONOMOMMK spanning tree

DEV A

QTECH# QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority O
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Address 08c6.b3.3344

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge  Type

Gi0/2 Desg FWD 20000 128 False P2p

Gi0/1 Desg FWD 20000 128 False P2p
DEV B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 32768
Address 08c6.b3.78cc
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Interface Role Sts Cost  Prio OperEdge Type
Gi0/2 Root FWD 1 128 False P2p
Gi0/1 Altn BLK 20000 128 False P2p

8.3.7. HacTpounka makcumanbHoro ymcna hop-os ana naketa BPDU

8.3.7.1. AhdeKT KoHduUrypaumm

HacTtponTte makcnmaneHoe uncno hop-os naketa BPDU, 4ytoObl namennts TTL BPDU u, Takum
obpas3om, NoOBANATbL Ha TOMOJIOTUIO CETMU.

8.3.7.2. NMpumeyaHun

MakcumanbHoe yncno hop’os anst naketa BPDU no ymonyanuio paBHo 20. Kak npaBuno, He
peKOMeHAYeTCA UBMEHATb 3HAYEHNE MO YMOMYaHuIo.

8.3.7.3. llarn HacTponku

Hactpoinka makcumanbHoOro Konmyectsa hop-oB

(OnuunoHanbHo) Ecnn TonmomnorMsi cetM HacTonbko Benuvka, 4to naket BPDU npeBblwaeT
YCTaHOBMEHHbIE MO ymonyaHuio 20 hop’oB, peKOMeHOyeTCs W3MEHWUTb MaKCMMarbHOe
KonuyecTteo hop’os.

8.3.7.4. NpoBepka

OTobpasnte koHUrypaumio.
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8.3.7.5. CBsi3aHHble KOMaHAbI

HaCTpOVIKa MakKCUMaJribHOro Kosfimn4yectBea hOp-OB

KomaHga spanning-tree max-hops hop-count
Onucanwne hop-count: ykasblBaeT KONMMYECTBO YCTPOWUCTB, Yepe3 KOTopble MPOXoanT
napameTpoB BPDU, npexae 4yem oH 6yget otbpolueH. OH BapbupyeTcs oT 1 go 40

Mo ymonyaHuio | 3HayeHue No ymon4yaHuo ans cyetymka hop’os pasHo 20

PEXUM

KomaHgHbIn

Pexum rnobanbHon koHdurypauum

Pykoeogcteo no | B permoHe BPDU, otnpaBnsembli root bridge, BkntovaeT KonmyecTBo
ucnonb3oBaHuto | hop’oB. Kaxgbin pas, korga BPDU npoxognt yepes yCTPOMCTBO OT root

bridge, cyetunk hop’oB ymeHbllaetca Ha 1. Korga cuyeTtymk hop’oB
cTtaHoBuTCA paBHbiM 0, Bpems oxuaaHus BPDU mnctekaet, n yCcTpoMcTBO
oTOpacbiBaeT naker.

OTa KomMaHga ykasblBaeT KONMYEeCTBO YCTPOWCTB, vepes3 koTopble BPDU
npoxoauT B peruwoHe, npexge 4em 6yaeT oTOpoweH. KM3meHeHne
MakcuMMaribHOro konuyectsa hop’oB NOBNUSAET Ha BCE 3K3EeMMIApbI

8.3.7.6. NMpumep KoHcpUrypaumm

HacTponka makcumanbHoro umcna hop’os ansa nakera BPDU

LLarn YcraHoBuTE MakcumarsbHoe konndectBo hop’os gns naketa BPDU Ha 25
HaCTPOWNKK

QTECH(config)# spanning-tree max-hops 25
MpoBepka | 3anycTute komangy show spanning-tree, 4To6bl 0TO6pPa3nTb KOHMUIypaLuuio

QTECH# show spanning-tree
StpVersion : MSTP
SysStpStatus : ENABLED
MaxAge : 20

HelloTime : 2
ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 25
TxHoldCount : 3
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PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
LoopGuardDef : Disabled

###### mst 0 vlans map : ALL
BridgeAddr : 08c6.b3.3344

Priority: 0

TimeSinceTopologyChange : 2d:0h:46m:4s
TopologyChanges : 25

DesignatedRoot : 0.08c6.b3.78cc
RootCost : 0

RootPort : GigabitEthernet 0/1
CistRegionRoot : 0.08c6.b3.78cc
CistPathCost : 20000

8.3.8. BkntoyeHue pyHKLUUN, cBA3aHHbIX ¢ PortFast

8.3.8.1.

8.3.8.3.

Ad ekt KOHpUrypaumum

Mocne Toro, kak PortFast BkntoyeH Ang nopTa, NOPT HANpPAMY NepexoanT B COCTOSHNE
nepecbinkn. OgHako, Mockornbky paboyee cocTosiHMe PortFast oTkniovaeTcs u3-3a
nonyyeHns BPDU, nopT MoOXeT npaBufbHO 3anyCTuUTb anroput™M STP n BOWTU B
COCTOSIHWE NEPECHISTKA.

Ecnu 3awmta BPDU BkntoveHa gnga nopTa, NOPT NepexoauT B COCTOSAHUE OTKHOYEHUS
n3-3a owmnobkm nocne nonyyeHna BPDU.

Ecnu onsa nopta BknoveH puneTp BPDU, nopT He oTnpasnsaeT 1 He nonyvyaet BPDU.

MpumeyaHus

mobanbHas BPDU Guard BcTynaeT B cuny TONbKO B TOM crniyvae, ecnm PortFast
BKIHOYEH Ha MopTy.

Ecnn BPDU Filter BkntoueH rmo6anbHo, NopT ¢ nogaepkkon PortFast He oTnpaBnsieT u
He nonyyaeT BPDU. B aToM cnyyae XOCT, NOOKMIOYaLWMNCS Hanpsamyo K NopTy C
nonaepxkon PortFast, He nony4aeT HMKakmx BPDU. Ecnn nopt meHseT cBoe pabovee
coctosiHne PortFast Ha Disabled nocne nonyyenns BPDU, dwunstp BPDU
aBTOMaTMYeCKU BbIXOOMUT U3 CTPOS.

MmobGaneHbin BPDU Filter gencteyeT Tonbko Torga, korga PortFast BkrntoveH Ha nopry.

LWarn HacTponku

BknroyeHue PortFast

OnumoHanbHo.

Ecnu nopT nogknovaeTca HanpsaMyto K ceTeBOMY TepMUHary, HacTpoMTe 3TOT NOPT Kak
nopt PortFast.
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BknrwoyeHune BPDU Guard
e  OnuuoHarnbHo.

e Ecnu nopTbl yCTPONCTB NOAKIOYAOTCH HANPSMYIO K CeTEBBIM TepMUHanam, Bbl MOXeTe
Bkntounte BPDU Guard Ha aTux noptax, 4tobbl npegoTtBpatuTb aTtaku BPDU,
BbI3blBaloLlMe aHoManuu B TonosiorMn spanning tree. MNopT, BKMAOYeHHbI ¢ BPDU
Guard, nepexoguT B COCTOsIHME OTKMOYEHMSsT U3-3a owmnbkM nocne nonyyexHms BPDU.

e Ecnu nopTbl yCTPONCTB NOLKIOYAOTCS HANPSIMYIO K CETEBLIM TEPMUHANam, Bbl MOXeTe
BkNounTb BPDU Guard, 4Ttobbl npenoTBpaTtnTb 0OpasoBaHWe neTenb Ha nopTax.
Mpeanockinkon siBNsieTca 1O, 4TO ycTpomcTBo downlink (Hanpumep, xab) mMoxeT
nepecsiatb naketol BPDU.

BknrouyeHune BPDU Filter
e  OnuuoHarnbHo.

e  YT06bI NpenoTBpaTUTL BNNAHME aHOMarbHbIX NaketoB BPDU Ha Tononoruto spanning
tree, MoXHO BKNtoUMTE BPDU Filter Ha nopTy ons punbTpaumm aHoMmasbHbIX NakeToB
BPDU.

8.3.8.4. NpoBepka

OTob6pa3uTte KOH(pUrypauuto.

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToObI
oTobpasnTb KOHMrypauuo spanning tree nopra.

8.3.8.5. CBA3aHHble KOMaHAbI

HacTtponka PortFast

KomaHga spanning-tree portfast

Mo ymonuyauuio | PortFast oTkntodeH ana nopta no yMmonyaHuio

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexunm

PykoBogcteo no | lNocne Toro, kak PortFast BkntoyeH ans nopTa, NOpT HaNpaAMyo nepexoguT
NCNONb30BaHNIO | B COCTOSIHME nepecbinkn. OgHako, NOCKONbKy paboyvee cocTtosiHne PortFast
OTKMtoYaeTcs n3-3a nonydeHns BPDU, nopT MoXeT npaBuibHO 3anyCcTuUTb
anropnt STP 1 BoT B COCTOSIHNE MEPECHINKN

Hactpownka BPDU Guard gnsa Bcex nopToB

KomaHga spanning-tree portfast bpduguard default

Mo ymonuanmio | BPDU Guard rnmobanbHo OTKIHo4YeHa N0 yMOM4YaHUIo

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
peXunm
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PykoBoactso no
NCNOSb30BaHMIO

Ecnu BPDU Guard BkntodeHa ans noprta, NOPT NepexoauT B COCTOSHUE
OTKMYeHUs n3-3a owmnbkn nocne nonydeHns BPDU. 3anyctute komaHay
show spanning-tree, 4Tobbl 0TO6pPa3nTb KOHUIrypaLmio

Hactpownka BPDU Guard ansa nopta

KomaHpa

spanning-tree bpduguard enabled

Mo ymonyaHuio

BPDU Guard oTknto4eHa Ha nopTy Mo YMOMYaHUio

KomaHgHbIn
peXnm

Pexum koHdurypaumm nHtepderica

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnu BPDU Guard BkntodeHa ang noprta, NOPT NepexoauT B COCTOSHUE
OTKNOYEHNA U3-3a ownbkm nocre nonyyenms BPDU

Hactpownka BPDU Filter ana Bcex noptoB

KomaHpa

spanning-tree portfast bpdufilter default

Mo ymonyaHuo

Mo ymonuyanuio BPDU Filter rmo6anbHO OTKAO4YeH

KomaHgHbIn
PEXNM

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

Ecnu BkntoyeH BPDU Filter, cooTBeTCTBYOLLME NOPThI HE OTAPABASOT U HE
nonyyatot BPDU

Hactpownka BPDU Filter ana nopta

KomaHga

spanning-tree bpdufilter enabled

Mo ymonyaHuio

Mo ymonuanuio BPDU Filter gna nopTa OTKMO4YEH

KomaHaHbIn
pPeXnm

Pexnm koHdurypaumm nutepdenca

PykoBoacteo no
NCNOSb30BaHMIO

Ecnn ansa nopta BkntodeH BPDU Filter, nopT He oTnpaBnseT v He nony4vaeT
BPDU
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8.3.8.6. NMpumep koHdpurypauumn

BknroyeHue PortFast Ha nopTy

CueHapun:
DEY A DEV B
<
PucyHok 8-25.
Warun Hactponte Gi 0/3 DEV C B kayectBe nopta PortFast u Bkntounte BPDU Guard
HaCTPOWKU
DEV C QTECH(config)# int gi 0/3
QTECH(config-if-GigabitEthernet 0/3)# spanning-tree portfast
%Warning: portfast should only be enabled on ports connected to a single host.
Connecting hubs, switches, bridges to this interface when portfast is
enabled,can cause temporary loops.
QTECH(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable
Mpoeepka | 3anyctnte komaHay show spanning-tree interface, 4tobbl 0TO6pPa3nTL
KOHdourypaumio nopta
DEV C QTECH#show spanning-tree int gi 0/3

PortAdminPortFast : Enabled
PortOperPortFast : Enabled
PortAdminAutoEdge : Enabled
PortOperAutoEdge : Enabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Enabled
PortBPDUFilter : Disabled

PortGuardmode : None
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###### MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08¢c6.b3.3344
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.3344
PortDesignatedPortPriority : 128
PortDesignatedPort : 4
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : designatedPort

8.3.9. BknroyeHue hpyHKUUN, cBA3aHHbIX ¢ TC

8.3.9.1. 3hdeKkT KoHduUrypaumm

Ecnn gns nopta BkntoyeHa BPDU Filter, nopt ygansaet naketol TC BPDU B TeyeHue
3aJaHHOro0 BpeMeHn (0b6bl4HO 4 CeKyHObl) Mocne ux MNofnyyYeHus, npegoTBpallas
yoaneHue s3anncen MAC n ARP.

Ecnn TC protection BkntoyeHa, nopT, nonyyatrowmn naketol TC, dunbTpyeT naketsbl TC,
NMofnyyeHHble WM  CreHepupoBaHHble UMM  caMuMm, 4Tobbl naketel TC He
pacnpocTpaHANMCb Ha pgpyre nopTbl. Takum obpasom, BO3MOXHble ataku TC
apdpeKkTnBHO NpeaoTBpaLLatoTCs, YTOObI NoAAEePXMBaTb CTabUITbHOCTL CETH.

TC Filter He obpabaTtbiBaeT nakeTbl TC, nonyvyeHHble noptamu, a obpabaTbiBaeT
nakeTbl TC Npy HOPMasnbHbIX U3MEHEHUSAX TOMOMOTUN.

8.3.9.2. NpumeyaHun

PekomeHayeTtcsa Bkntodate TC Guard TOMnbKO Npu MOfydYeHUn B CETM HEOOMNYCTUMbIX MaKeToB
atakn TC.

8.3.9.3. larmn HacTponku

BknrwoueHue TC Protection

OnumoHanbHo.
TC Protection no ymon4yaHuio OTKIH0YEHA.

BknroyeHue TC Guard

OnumoHanbHo.
TC Guard no ymonyaHuio oTKMoYeHa.

Utobbl dunbtpoBath nakeTbl TC, MOMyYEHHbIE WM CreHepupOBaHHblE U3-3a
U3MEHEHU Tononoruu, Bel MoXxeTe BKNoYUTbL TC Guard.
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BknroyeHue TC Filter
e  OnuuoHarnbHo.

o [lo ymonuaHuio TC Filter oTkNtoYeH.

e Y706bI OT(hMnbTpOBaTh NakeTbl TC, NOMNyYeHHbIE NOPTOM, Bbl MOXeTe BKMoYMTb TC
Filter Ha nopTy.

8.3.9.4. NpoBepka

OTob6pasnte KoHUrypaumio.

8.3.9.5. CBAA3aHHble KOMaHAbI

BknrouyeHue TC Protection

KomaHpa

spanning-tree tc-protection

Mo ymonyaHuio

TC Protection no ymonyaHuio oTKNKYeHa

KomaHgHbIn
pexmm

Pexwum rnobansHon koHurypaumm

Hactpownka TC Guard ansa Bcex nopTtoB

KomaHpa

spanning-tree tc-protection tc-guard

Mo ymonyaHuio

TC Guard rnobanbHOo OTKIYEHa N0 YMOMYaHUIO

KomaHgHbIn
PEXNM

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

Bkntounte TC Guard, 4tobbl NpeaoTBpaTMTh pacnpocTpaHeHne naketos TC

Hactpownka TC Guard gnsa nopra

KomaHga

spanning-tree tc-guard

Mo ymonyaHuio

TC Guard oTkno4eHa Ha NOPTY NO YMOMYaHUIO

KomaHgHbIn
pPeXnm

Pexnm koHdurypaumm nutepdenca

PykoBoacteo no
NCNOSib30BaHMIO

Bkntounte TC Guard, 4tobbl npeaoTBpaTTh pacnpocTpaHeHne naketo TC
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HacTtpon

ka TC Filter ana nopTa

KomaHpa

spanning-tree ignore tc

Mo ymonuanuto | Mo ymonyanuio TC Filter oTkmtoyeH

KomaHaHbIn Pexum koHdurypaunm nHtepderica
pexmm
PykoBogcteo no | Ecnu gns nopta BkntoyeH TC Filter, nopT He obpabaTbiBaeT nonyveHHble

ucnonb3oBaHuio | naketbl TC

8.3.9.6. NMpumep HacTpomnku

BknroyeHune TC Guard Ha nopTy

Warn
HaCTPOWKU

Bkntounte TC Guard Ha nopty

QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree tc-guard

MpoBepka

3anyctute komaHgy show run interface, 4tobbl 0TO6pa3nTb kKoHGUrypaumo TC
Guard nopTta

QTECH#show run int gi 0/1

Building configuration...

Current configuration : 134 bytes

interface GigabitEthernet 0/1
switchport mode trunk

spanning-tree tc-guard

8.3.9.7. Pacn

pOCTpaHeHHble OWNOKN

Ecnn TC Guard wnn TC Filter HacTpoeHbl HEMPaBUITbHO, MOXET BO3HWKHYTb OLIMOKa npu
nepecobiike NakeToB CETEBOrO yYCTponcTBa. Hanpumep, npy nameHeHnn Tononorum ycTponcTeo
He MOXeT CBOeBPEMEHHO o4ncTUTb MAC-aapec, YTO NpMBOAUT K OLIMBKaM NepechbInikvm NakeToBs.

8.3.10. BkntoyeHne npoBepku ucxogHoro MAC-agpeca BPDU

8.3.10.1. 3chdekT KoHduUrypaumm

BkritounTb npoBepky ucxogHoro MAC-agpeca BPDU. Nocne aToro ycTporncTBO NnostyyaeT TOMbKO
naketel BPDU c¢ wucxogHbim MAC-agpecom, saBnalowmmca ykasaHHbiIM MAC-agpecom, wu
oTbpacbiBaeT gpyrue naketol BPDU.

@ §) QTECH

MWP OOCTYNHEE

262




PykoBofacTeo no Hactponke cepuss QSW-6910

HaCTpOVIKa MSTP W

8.3.10.2. MpumeyvaHusn

Korga kommyTaTtop, NOOKIMIOYEHHbIA K MOPTY KaHana «To4ka-Toukay», onpefeneH, Bbl MOXeTe
BKIMIOUYNTL npoBepKky ucxogHoro MAC-agpeca BPDU, 4ToGbl KOMMyTaTOp Mosfy4van nakeThbl
BPDU, oTnpaBreHHble TOMbKO peer-koMmmMyTaTopoM.

8.3.10.3. llarn HacTponku

BknroyeHune npoBepku ucxogHoro MAC-agpeca BPDU
e  OnuuoHanbHo.
o [lo ymonuaHuto npoeepka ucxogHoro MAC-agpeca BPDU oTkntoyeHa.

e  YT06bI NPEegoTBpaTUTL 3rI0HaMepeHHbIe aTaku BPDU, Bbl MOXeTe BKMAOUYMTL NPOBEPKY
ncxogHoro MAC-agpeca BPDU.

8.3.10.4. NpoBepka

OTtobpasnte koHGUrypaumio.

8.3.10.5. CBsi3aHHble KOMaHAbI
BkntoyeHne npoBepku ncxogHoro MAC-agpeca BPDU

KomaHpa bpdu src-mac-check H.H.H
Onuncanne H.H.H: ykasbiBaeT MAC-agpec. YCTPOMCTBO MNOJSly4aeT TOSbKO MaKkeTbl
napameTpoB BPDU c atum agpecowm, sasnsawwmnmea ncxogHeim MAC-agpecom

Mo ymonyauuio | Mo ymonyaHuio nposepka ncxogHoro MAC-agpeca BPDU oTkntodeHa

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexunum

PykoBogcteo no | NpoBepka NCXOAHOro MAC-agpeca BPDU npegoTBpallaeT
MCMNOSb30BaHMIO | 3rTOHAMEPEHHYIO aTaky KoMmyTaTopoB naketamv BPDU n HeHopmarnbHyto
paboty MSTP. Korga kommyTaTop, MOAKMOYEHHbIN K MOPTY Ha KaHane
«TOYKa-TOYKay», onpefeneH, Bbl MOXeTe BKMOYMTb MPOBEPKY MCXOOHOro
MAC-agpeca BPDU, 4tobbl nonyyatb naketel BPDU, oTnpaBneHHble
TONbKO peer-koMmyTaTopoMm, U oTbpacbiBaTb BCe OCTanbHble MNaKeTbl
BPDU, Tem cambiM npegoTBpaLlas Bpe4OHOCHLIE aTaKu.

Bbl MOXeTe BKUNTb NpoBepky ncxogHoro MAC-agpeca BPDU B pexume
KOHurypaumm nHtepdperica ansa onpegeneHHoro nopta. OguH NopT MOXeT
dunbTpoBaTh Tonbko oguH MAC-agpec

8.3.10.6. Mpumep KoHcpUrypaumm
BkntoyeHne nposepkn ncxogHoro MAC-agpeca BPDU Ha nopTty

Warn Bkntountb npoBepky ucxogHoro MAC-agpeca BPDU Ha nopty
HaCTPONKK

QTECH(config)#int gi 0/1
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QTECH(config-if-GigabitEthernet 0/1)#bpdu src-mac-check 08c6.b3.1234

Mpoeepka | 3anyctute komaHgy show run interface, 4toGbl 0TOGpPa3nTb KOHUrypaumo
spanning tree nopta

QTECH#show run int gi 0/1

Building configuration...

Current configuration : 170 bytes

interface GigabitEthernet 0/1
switchport mode trunk
bpdu src-mac-check 08c6.b3.1234

spanning-tree link-type point-to-point

8.3.10.7. PacnpocTpaHeHHble OLWNOKKU

Ecnn gna nopta BknoyeHa npoBepka ucxogHoro MAC-agpeca BPDU, nopT nonyyaeT TOMbKO
naketel BPDU ¢ HacTpoeHHbIM MAC-agpecom, sasnswowmmca ucxogHeim MAC-agpecom, u
oTbpacbiBaeT Bce ocTanbHble nakeTsl BPDU.

8.3.11. HacTpouka Auto Edge
8.3.11.1. AchdeKkT KoHduUrypaumm

Bkntounte Auto Edge. Ecnu HasHauyeHHbI NOpT He nonydaeT Hukakmx BPDU B TeyeHue
3aflaHHOro BpeMeHn (3 cekyHAObl), OH aBTOMaTUYeCKN UOEHTUMULUMPYETCA Kak NOrpaHUYHbIN
nopt. OgHako, ecnu nopT nonyyaet BPDU, ero paboyee coctosHue Port Fast ctaHoButCS
OTKITHOYEHHbIM.

8.3.11.2. NpumeyaHun

e Ecnu He ykasaHo nHoe, He oTkmovanTe Auto Edge.
e [lo ymonyaHunio nopt aBTOMaTU4YEeCKU UAEHTUMUUMPYETCH KaK MOrpaHuYHbLIN NOpT M
nepexoanT B COCTOSIHME Mepechbisiki, eCnu Has3Ha4yeHHbIW MOopT He MonyyaeT HUKaKuX
BPDU B TeyeHune 3 cekyHa. Ecnn B ceTn nponcxogut NOTepS NAaKeToB U 3agepXkka
naketoB TX/RX, pekoMmeHayeTcst oTKIounTb Auto Edge.
8.3.11.3. llarn HacTponku

Hactpownka Auto Edge

e OnuuoHanbHo.

e Auto Edge BKMOYEH NO YMOMYaHMIO.
8.3.11.4. NpoBepka

OTobpasnte koHUrypaumio.
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8.3.11.5. CBA3aHHbIe KOMaHAbI

Hactpounka Auto Edge

KomaHpa

spanning-tree autoedge

Mo ymonuanuto | Auto Edge Bknto4eH no ymonyaHuio

KomaHgHbIn
peXxnm

Pexum koHdurypaunm nHtepderica

PykoBogcteo no | Ecnu  HasHayeHHbIn MNOpPT  ycTponctBa He nonyvyaetr BPDU ot
ncrnonb3oBaHuto | downlink-nopta B TeuyeHue onpegeneHHoro nepuoga (3 cekyHabl),

YCTPOMCTBO paccMmatpuBaeT CeTeBOe YCTPOUCTBO, MOAKMIOYEHHOE K
Ha3HayYeHHOMY nMOpTy, HacTpauBaeT MOPT KakK MOrpaHUYHbLIA NopT W
nepeknioYyaeT MnopT HanpsaMyl B COCTOsIHME nepecbinku. [MorpaHnyHbIN
nopt ByaeTt aBToMaTUYECKN MAEHTUMULMPOBAH KaK He NOrpaHUYHbIN NOpT
nocrne nony4vexHns BPDU.

Bbl MoxeTe 3anyctuTb kOMaHay spanning-tree autoedge disabled, 4ToObI
oTkntounTb Auto Edge

8.3.11.6. Npumep KoHcpUrypaumm

OTtknro4yeHune Auto Edge Ha nopTty

QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree autoedge disabled

lMpoBepka

3anyctute kKomaHgy show spanning-tree interface, 4ToObl 0TOOpasnTb
KOHpurypaumto spanning tree nopta

QTECH#show spanning-tree interface gi 0/1

PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminAutoEdge : Disabled
PortOperAutoEdge : Disabled
PortAdminLinkType : point-to-point
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled

PortGuardmode : None

#E#H#HH MST 0 vlans mapped :ALL
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PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08¢6.b3.3344
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.3344
PortDesignatedPortPriority : 128
PortDesignatedPort : 2
PortForwardTransitions : 6
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : designatedPort

8.3.12. BknoyeHue pyHKLUUN, cBA3aHHbIX ¢ Guard

8.3.12.1. AchdeKkT KoHdUrypaumm

Ecnv ons nopta BknoyeHa Root Guard, ero ponuv Bo BCcex aKk3eMmnrisipax NpuMMeHSITCA
Kak HasHadeHHbI nopT. Kak Tonbko nopT nonydaet nHdopmMaumio 0 KoHUurypaumm ¢
Bonee BbICOKMM NPUOPUTETOM, OH NEPEXOANT B HECOBMECTMMOE C root (bnokunpytoLee)
cocTtosiHue. Ecnun nopT He nonyyaeT MHopMaLumio 0 KoHdurypauum ¢ 6onee BbICOKAM
npuopuTETOM B TEeYeHMe nepuoaa, OH BO3BpaLLaeTCs B UICXOOHOE COCTOSIHUE.

M3-3a cbost ogHOHanNpaBneHHOro kaHana KOPHEBOW UMM Pe3epBHbIN MOPT CTaHOBUTCS
Ha3Ha4YeHHbLIM NOPTOM U NEPEXOAUT B COCTOSIHUE MEpPEeCLINKN, eCcnn OH He nonyyaeT
BPDU, BbI3biBas ceTeByto neTnto. Loop Guard gormkeH npegoTspatutb 3Ty npobnemy.

8.3.12.2. NpumeyaHun

Root Guard n Loop Guard He MoryT 4e/CTBOBaTb Ha NOPT OAHOBPEMEHHO.

8.3.12.3. llarn HacTponku

BknroyeHue Root Guard

OnuyuoHanksHo.

Root bridge MoxeT nony4nTb kKoHurypauuio ¢ 6onee BbICOKMM MPUOPUTETOM U3-3a
HenpaBUNbHOM HACTPOMKN OBCNYXMBaIOLLMM NEePCOHANoOM WM BPEeOOHOCHbIX aTak B
ceTn. B pesynbtate Tekywmi root bridge mMoxeT noTepsaTb CBOK POIib, YTO NPUBEAET K
HEKOPPEKTHbIM M3MeHeHuaM Tononornn. YTobbl NpegoTBpaTUTb 3Ty Npobrnemy, Bbl
MoXeTe BktounTb Root Guard Ha yka3aHHOM MOpTy YCTPOWCTBA.

Bknro4yeHue Loop Guard

OnumoHanbHo.

Bbl moxeTe BkntounTb Loop Guard onsa nopTa (KOpHEBOro nopTta, master-nopta unm
AP), yTobbl NpegoTBpaTNTL cboM B nonydeHun BPDU, oTnpaBneHHbIX Ha3HaYeHHbIM
MOCTOM, YTO MOBbIWAET CTabMIbHOCTb YCTPONCTBA. B NpOTMBHOM crnydae M3MeHuTcst
TOMOSIOMNS CETU, YTO MOXET NMPUBECTU K BO3HUKHOBEHMWIO NETIN.
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OTknro4veHue Guard
e  OnuuoHarnbHo.

e Guard oTKIIYeHa No0 YMOMYaHuIo.

8.3.12.4. NpoBepka

OTob6pasnte KoHUrypaumio.

8.3.12.5. CBsiI3aHHble KOMaHAbI

BkniouyeHue

Root Guard

KomaHpa

spanning-tree guard root

Mo ymonyaHuio

Mo ymonuyaHuio Root Guard oTknoyeHa

KomaHgHbIn
pexmm

Pexum koHdurypaumm nHtepderica

PykoBoacteo no

Ecnn Root Guard BknoveHa, Tekywmin root bridge He nameHuTca M3-3a

MCNoJIb30BaHUIO Hel'lpaBI/IJ'IbHOIZ KOH(*)I/IpraLWII/I NI HE3AaKOHHbIX MAaKeTHbIX aTakK
Bknro4yeHune Loop Guard ans Bcex nopToB
KomaHga spanning-tree loopguard default

Mo ymonyaHuio

Loop Guard no ymonuyaHuio oTkroYeHa

KomaHgHbIn
PEXNM

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no

BkntoueHue Loop Guard Ha KOpHEBOM UMK pe3epBHOM MOPTY NPeaoTBpaTUT

NCMOMb30BaHUIO | BO3MOXHbIE METNM, Bbi3BaHHbIE cboem nonyyeHms BPDU
BknroyeHune Loop Guard nopra
KomaHga spanning-tree guard loop

Mo ymonyaHuio

Loop Guard no ymon4aHuio OTKITHYEHA

KomaHgHbIn
pPeXnm

Pexnm koHdurypaumm nutepdenca

PykoBoacteo no
NCMNOMb30BaHUIO

BkntoyeHne Loop Guard Ha KOpHEBOM U pe3epBHOM MOPTY NpeaoTBpaTUT
BO3MOXHbI€ NeTnu, Bbi3BaHHble cboem nonyyenns BPDU
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OTtknrouyeHue Guard
KomaHga spanning-tree guard none
Mo ymonyaHuio | Guard oTKnoYeHa No yMon4aHuo
KomaHaHbIn Pexum koHdurypaunm nHtepderica
pPEeXUM
8.3.12.6. Mpumep KoHdpuUurypaumum
BknioyeHune Loop Guard Ha nopTy
CueHapun:
PucyHok 8-26.
Larn e Hactponte DEV A B kadecTBe root bridge, a DEV B — B kayecTBe He

HaCTPOMKK root bridge spanning tree.

e Bkntounte Loop Guard Ha noptax Gi 0/1 n Gi 0/2 yctponctea DEV B

DEV A QTECH(config)#spanning-tree

QTECH(config)#spanning-tree mst 0 priority 0

DEV B QTECH(config)#spanning-tree
QTECH(config)# int range gi 0/1-2

QTECH(config-if-range)#spanning-tree guard loop

KOHdpUrypaumio spanning tree nopTa

Mpoeepka | 3anyctute komaHgy show spanning-tree

YTOOblI 0TOOpPa3snTb

DEV B QTECH#show spanning-tree int gi 0/1
PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminAutoEdge : Enabled
PortOperAutoEdge : Disabled
PortAdminLinkType : auto
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PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
PortGuardmode : Guard loop
###### MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08¢6.b3.78cc
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.78cc
PortDesignatedPortPriority : 128
PortDesignatedPort : 17
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal
PortRole : rootPort

QTECH#show spanning-tree int gi 0/2
PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminAutoEdge : Enabled
PortOperAutoEdge : Disabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
PortGuardmode : Guard loop
#E#H#HH MST 0 vlans mapped :ALL
PortState : discarding

PortPriority : 128
PortDesignatedRoot : 0.08c6.b3.78cc
PortDesignatedCost : 0
PortDesignatedBridge :0.08¢6.b3.78cc
PortDesignatedPortPriority : 128
PortDesignatedPort : 18

PortForwardTransitions : 1
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PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : alternatePort

8.3.12.7. PacnpocTpaHeHHble OWNOKKU

Ecnm Root Guard BkntodeHa Ha KOpHEBOM MNopTy, master-nopty unu AP, nopT MOXeT ObITb
3abnoknpoBaH HeNpPaBUITbHO.

8.3.13. BknoyeHune npospayHou nepegauv BPDU

8.3.13.1. 3chdeKkT KoHUrypaumm

Ecnn STP oTknoYeH Ha ycTpOWCTBE, YCTPOMCTBO AOMMKHO NPO3payHO nepedasaTb NakeTbl
BPDU, 4Tt0obbl Spanning tree mexay ycTpocTBaMu ObINo NpaBuiibHO paccynTaHo.

8.3.13.2. NpumeyaHusn

Mpo3payHasa nepenava BPDU BcTynaeT B cuny Tofbko Torga, korga STP oTkntoyeH. Ecnn Ha
YCTPOWCTBE BKMOYeH npoTokon STP, oHO He nepedaeT npo3payHo naketsl BPDU.

8.3.13.3. llarn HacTpounku

BknioyeHune npo3payHon nepegaum BPDU
e OnuuoHankeHo.

e Ecnu STP oTkno4eH Ha yCTpONCTBE, KOTOPOMY HEODXOAMMO NPOo3padHO NepedaBaTb
naketbl BPDU, BkntounTe npospayHyto nepegady BPDU.

8.3.13.4. NpoBepka

OTtobpasnte koHGUrypaumio.

8.3.13.5. CBsi3aHHble KOMaHAbI
Bknro4yeHune npospayHoun nepenayim BPDU

KomaHga bridge-frame forwarding protocol bpdu

Mo ymonyaHuuio | MNMpospayHasn nepegada BPDU oTkno4eHa No yMonyaHuio

KomaHaHbIn Pexunm rnobanbHon koHdurypauum
peXunm

Pykosoactso no | B IEEE 802.1QQ MAC-agpec nonyyatena 01-80-C2-00-00-00 BPDU
MCNONb30BaHNIO | UCMOMb3yeTCA B KayecTBe 3ape3epBMpPOBAHHOrO agpeca. To ecTb
ycTpouncTea, coBmectumble ¢ IEEE 802.1Q, He nepecbinatoT nonyyvyeHHble
naketsl BPDU. OgHako yctponctBam MoxeT noTpeboBaTbCA npo3pavyHas
nepegada naketos BPDU npum daktnyeckom pasBepTbiBaHUN CETW.
Hanpumep, ecnn STP oTkno4eH Ha yCTPOMCTBE, YCTPOMCTBO AOSKHO
npospayHo nepepasatb nakeTol BPDU, 4Tto6Gbl Spanning tree wmexay
ycTporcTBaMu BbIfio NPaBUITbHO PacCcYnTaHo.
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Mpo3payHasa nepepada BPDU BcTynaeTt B cuny Tonbko Torga, korga STP
oTKroYeH. Ecnn Ha ycTponcTtee BkoyeH npoTokon STP, oHO He nepenaeT
npo3spa4vHo nakeTsl BPDU

8.3.13.6. NMpumep KoHcpuUurypaumumn
BknroyeHne npo3payHon nepegaun BPDU

CueHapun:
STP STP
DEV A DEV B DEV C
PucyHok 8-27.
STP BkntoyeH Ha DEV A u DEV C, Ho oTkntoyeH Ha DEV B
Warun Bkntounte npospayHyio nepegady BPDU Ha DEV B, 4yto6bl MOXHO 6bInO

HacTpovikn | npasBunbHoO paccuntatb STP mexay DEV A DEV C

DEV B QTECH(config)#bridge-frame forwarding protocol bpdu

MpoBepka | 3anyctute KomaHdy show run, 4Tobbl NPOBEPUTL, BKMOYEHA N NPO3payHas
nepegada BPDU

DEV B QTECH#show run

Building configuration...
Current configuration : 694 bytes

bridge-frame forwarding protocol bpdu

8.3.14. BkntoyeHne BPDU-TyHHeEnNA
8.3.14.1. 3chdeKkT KoHduUrypaumm

Bkntounte TyHHenb BPDU, u4toObl naketbl STP K3 CceTM KAMEHTA MOMMM MPO3payHo
nepegasaTbCs NO CeTU nocTaBLwmka ycnyr. [Nepegadva naketoB STP Mexay CeTbio KIMeHTa He
BrnsaeT Ha ceTb SP, nostomy STP B ceTu KfMeHTa paccunTbiBaeTCcHa He3aBMcuMMo oT STP B ceTu
SP.

8.3.14.2. NMpumeyaHun

TyHHenb BPDU genctByeT TONbKO B TOM Crydae, eCrv OH BKIIOYEH KaK B pexume rnobanbHomn
KOHpurypaumu, Tak n B pexnme KoHpurypauumn nHtepdeinca.
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8.3.14.3. llarn HacTponku

BknroyeHne BPDU-TyHHens

(OnumoHanbHo) B cetn QinQ MOXHO BKMOUMTb TyHHenb BPDU, ecnn STP Heobxogmmo
paccuvTbiBaTb OTAENBHO MEXAY CETSAMMU KITMEHTOB U ceTsaMmn SP.

8.3.14.4. NpoBepka

3anyctute komaHgy show I2protocol-tunnel stp, 4To6bl 0TOGPA3NTL KOHPUrypaUMIO TYHHENS

BPDU.

8.3.14.5. CBsiI3aHHble KOMaHAbI

Hactpouka TyHHens BPDU B pexume rno6anbHON KoHduUrypaumm

KomaHpa

I2protocol-tunnel stp

Mo ymonyaHuo

TyHHenb BPDU no ymonyaHuio oTKIHYEH

KomaHgHbIn
pexmm

Pexum rnobansHon koHdUrypaumm

PykoBoacteo no
NCMNOmMb30BaHUIO

TyHHenb BPDU genctByeT TOMbKO B TOM Crydae, eCinn OH BKMOYEH Kak B
pexume rnobanbHON KoHUrypauum, Tak U B pexume KoHUrypaumm
nHTepdenca

Hactpouka TyHHens BPDU B pexXume HacTpomnku nHtepcenca

KomaHpa

I2protocol-tunnel stp enable

Mo ymonyaHuio

TyHHene BPDU no ymonyaHuio oTKIIo4YeH

KomaHaHbIn
peXnm

Pexnm koHdurypaumm nutepdenca

PykoBoacteo no
MCNONb30BaHNIO

TyHHenb BPDU genctByeT TOMbKO B TOM Crlyyae, eCnuv OH BKIMOYEH Kak B
pexume rnobanbHOM KOHUrypauumn, Tak U B pexume KoHdurypaumm
nHTepdenca

Hactpowka agpeca npo3payHoun nepenaum TyHHensa BPDU

KomaHga I2protocol-tunnel stp tunnel-dmac mac-address
Onuncanne mac-address: ykasbiBaeT agpec STP gns npospavyHon nepegayu
napameTpoB

Mo ymonyaHuio

MAC-agpec no ymonyaxumio — 01d0.f800.0005

KomaHgHbin
pexum

Pexwum rnobanbHon koHurypaumm

(@ orecy
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PykoBogcteo no | Ecnu naket STP, oTnpaBneHHbI U3 KNMEeHTCKOW ceTu, noctynaet B PE, PE
ncnonb3oBaHuio | MeHseT MAC-agpec Ha3Ha4yeHust nakeTa Ha NpuBaTHbLIN agpec 4O TOro, Kak
naket 6yaeTt nepeHanpasrneH ceTbio SP. Korga naket gocturaet PE Ha peer
end, PE navenser MAC-agpec HasHa4yeHust Ha obienoctynHein (public)
agpec 1 BO3BpallaeT NakeT B KMMEHTCKYI0 ceTb Ha peer end, peanuays
npospadHyto nepegadvy no cetu SP. OTOT npuBaTHbLIN agpec sBnseTcs
agpecom npospadHon nepegaym TyHHena BPDU.

[ononHuTtenbHble agpeca npo3payHon nepegayn naketos STP BkntovatoT
01d0.f800.0005, 011a.a900.0005, 010f.e200.0003, 0100.0ccd.cddO,
0100.0ccd.cdd1 n 0100.0cced.cdd?.

Ecnu agpec npospadHon nepegavm He HactpoeH, BPDU Tunnel
ucnone3yet agpec no ymondaruo 01d0.f800.0005

8.3.14.6. NMpnmep HacCTpoOMKMn
BknioyeHne BPDU-TyHHens

CueHapui:
..-""'.H Service Provider Network ‘1"“'-‘.,
- =
#7 Provider 81 Provider 52 e
¢ e o A
i Gi 0/5 J
F
5 Of1 q,.-"
- -
Ty
- L
e
R
\
Customer J.I
Metwork A2 W
- -~
_ _Customer Network .~ -7
PucyHok 8-28.
Larn e Bknounte 6a3oBbii QINQ Ha PE (B gaHHoM npumepe lMpoBangep S1/
HaCTPOMKK MpoBangep S2), 4ToObl NakeThbl AaHHbLIX CETU KIMEHTA NepedaBanunchb

B VLAN 200 B cetn SP.

e Bkniounte npospauvHyto nepegady STP Ha PE ([Mposaingep S1/
MpoBangep S2 B aToM Npumepe), YTobbl ceTb SP Morna nepegaBsatb
nakeTbl STP ceTn knneHTta Yyepes TyHHenb BPDU

MpoBangep | War 1. Cosgante VLAN 200 B cetn SP.

=L QTECH#configure terminal

BBeante komaHnabl KOHUrypaumm, no ogHomn B ctpoke. KoHeu ¢ CNTL/Z.
QTECH(config)#vlan 200

QTECH(config-vlan)#exit
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War 2. Bkntounte 6a3oBbii QINQ Ha nopTy, NOAKNHOYEHHOM K CETU KITMEHTa, U
ucrnonesynte VLAN 20 ona TyHHennpoBaHus.

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan 200

QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed vlan
add untagged 200

LWar 3. BkntounTte npo3payHyto nepegady STP Ha nopTy, NOAKTHOYEHHOM K CETU
KIMeHTa.

QTECH(config-if-GigabitEthernet 0/1)#(2protocol-tunnel stp enable
QTECH(config-if-GigabitEthernet 0/1)#exit

War 4. Bkmouute npospadvHyto nepegady STP B pexume rrnobansHom
KOHcpurypaumum.

QTECH(config)#12protocol-tunnel stp

LWar 5. Hactpounte Uplink-noprt.
QTECH(config)# interface gigabitEthernet 0/5
QTECH(config-if-GigabitEthernet 0/5)#switchport mode uplink

MpoBangep | HactponTe MNpoBangep S2, BLINONHUB TE Xe OeNCTBUA

S2

lMpoBepka lMpoBepbTe NpaBUNBHOCTL KOHMpUrypauum TyHHenss BPDU.
lMpoBepbTe KOHUrypauuio TyHHeNbHOro nopTa, nposepuB: 1. Tun nopta —
dotlg-tunnel; 2. VLAN c BHewHum Terom cornacyetcss ¢ Native VLAN u
pobaensetca B cnucok VLAN TyHHenbHoro nopta; 3. [lopT, KoTopbin
obpawaetcsa k cetn SP, HacTpoeH kak nopT Uplink

Mpoeangep | LWar 1. NpoBepbTe NpaBubHOCTb KOHUrypaumm TyHHens BPDU.

S1

QTECH#show |2protocol-tunnel stp

L2protocol-tunnel: stp Enable
L2protocol-tunnel destination mac address: 01d0.f800.0005
GigabitEthernet 0/1 [2protocol-tunnel stp enable

LWar 2. MNMpoeepbTe NpaBUbHOCTL KOHUrypauumn QinQ.
QTECH#show running-config
interface GigabitEthernet 0/1
switchport mode dotlg-tunnel
switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200

[2protocol-tunnel stp enable
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spanning-tree bpdufilter enable
!
interface GigabitEthernet 0/5

switchport mode uplink

MpoBangep | MNpoBepbTe kKoHGUrypaumio MNpoeangepa S2, BLINOMHUB TE Xe OeNCTBUS
S2

8.3.14.7. PacnpocTpaHeHHble OWNOKKU

B cetn SP nakeTbl BPDU MoryT KoppekTHO npo3payHo nepedaBaTbCs TOMbKO B TOM Criyyae,
eCcnu agpeca npo3padyHon nepegadn TyHHensa BPDU cornacosaHbl.

8.4. MOHUTOPWHr
8.4.1. Ouncrka

NMPUMEYAHMUE: BbinonHeHne KomaHA clear MOXeT NpUBECTU K MOTEPE >XU3HEHHO BaXKHOW
MHopMaumm 1, Takum obpasom, K npepbiBaHNO paboThbl Cryxb.

OnucaHue KomaHpa

Ounwaetr crTaTUCTUKY nakeTo., | clear spanning-tree counters [ interface interface-id ]
OTNPAaBMEHHbIX W MOJYYEHHbIX
Yyepes nopT

Ounwaer WHopMaLmIo 06 | clear spanning-tree mst instance-id topochange
n3meHeHum Tononorum STP record

8.4.2. OToOpaxeHune

OnucaHue KomaHga

OtobpaxaeTr napameTpbl MSTP un | show spanning-tree
MHGOPMALMIO O TONOMOrnKM spanning tree

OTobpaxaeT konmMyecTBO oTnpaBneHHbix | show spanning-tree counters [ interface
M nony4veHHbIx naketoB MSTP interface-id ]

OtobpaxaeT ak3emnnspbl MSTP un | show spanning-tree summary
COOTBETCTBYIOLL MM craTyc
nepeagpecaumm nopTos

OtobpaxaeT nopThbl, koTopble A show spanning-tree inconsistentports
3abnokunpoBaHbl ¢ nomollpbo Root Guard
unn Loop Guard
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OnucaHue KomaHga
OtobpaxaeT KoHdurypauuto pernoHa | show spanning-tree mst configuration
MST

OtobpaxaeT wHpopmauuo MSTP 06
aK3emnnsipe

show spanning-tree mst instance-id

OtobpaxaeT wHdopmauuto MSTP 00
3K3eMnnsipe, CoOOTBETCTBYOLLEM MOPTY

show spanning-tree mst instance-id interface
interface-id

OTobpaxaeT  M3MeHeHus
nopTa B aK3emnnsipe

TonoJsiornn

show spanning-tree mst instance-id

topochange record

OT1obpaxaeTr wuHdopmaumto MSTP o060
BCEX 9K3eMnnspax, COOTBETCTBYHLMX
nopTty

show spanning-tree interface interface-id

OTobpaxaeT BpeMs nepeagpecaumm

show spanning-tree forward-time

OtobparkaeT Bpems Hello

show spanning-tree hello time

OTtobpakaeT mMakcumarnbHOE KONM4eCTBO
hop’oB

show spanning-tree max-hops

OTtobpakaeT mMakcumarnbHOE KONM4eCTBO
naketos BPDU, oTnpaBnsembix B CeKyHay

show spanning-tree tx-hold-count

OTtobpaxkaeT mMeTod pacyeta CTOMMOCTU
nyTm

show spanning-tree pathcost method

OTtobpaxkaeT uMHGOPMaUMIO O TyHHene
BPDU

show [2protocol-tunnel stp

8.4.3. OTnapgka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NpY BblBOAE OTIagovHOM MHdopmaumn. Noatomy
OTKNtoYanTe nepeknoyaTenb OTNaaku cpasy nocrie NCnofb3oBaHuUs.

OnucaHue

KomaHpaa

OTnapka Bcex STP

debug mstp all

Otnagka MSTP Graceful Restart (GR)

debug mstp gr

Otnagka nonyyeHus naketos BPDU

debug mstp rx

(@ orecy
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OnucaHue KomaHga
Otnagka otnpasku naketos BPDU debug mstp tx
Otnagka cobbitna MSTP debug mstp event
Otnagka Loop Guard debug mstp loopguard
Otnagka Root Guard debug mstp rootguard
Otnagka state machine oGHapyXeHnsa mocta debug mstp bridgedetect
Otnagka state machine nHdopmaumm o nopte debug mstp bridgedetect
Otnagka state machine murpauum npoTokona nopTa debug mstp protomigrat
Otnagka nameHeHus tonosnorum MSTP debug mstp topochange
Otnagka npuHumatowen state machine MSTP debug mstp receive
Otnagka state machine nepexoga ponu nopta debug mstp roletran
Otnagka state machine nepexoga cocTosiHUA nopTta debug mstp statetran
Otnagka state machine otnpaskn MSTP debug mstp transmit
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9. HACTPOUKA GVRP
9.1. O630p

MpoTtokon pernctpauun VLAN GARP (GVRP) — aTto npunoxeHune npotokona Generic Attribute
Registration  Protocol (GARP), wucnonb3yemoe Ans AWMHAMUYECKOW  HACTPOMKU U
pacnpoctpaHeHns yneHcTea B VLAN.

GVRP ynpouyaeT HacTponky n ynpasrneHne VLAN. OTO CHMXaeT Harpy3Ky Ha py4Hyto HaCTpomrKy
VLAN n nob6asneHne nopTtoB B VLAN, a Takke CHMWKaeT BEPOSITHOCTb OTKIIOYEHUST CETU N3-3a
HecornacoBaHHoM koHurypaumm. C nomowbio GVRP Bbl MOXETE AUHAMMYECKM NoAOaePKMBaATb
VLAN un pobGaenatb/ygansate noptbl B/M3 VLAN, 4ToObl 0b6ecneunTtb nogkntoveHne VLAN B
TONonoruun.

9.1.1. NpoToKosbI U cCTaHAAPTDI

CraHgaprt IEEE 802.1D
Cranpapt IEEE 802.1Q

9.2. NMNpunoxeHus

MpunoxeHue OnucaHue

KoHdurypauna GVRP B | CoegnHute gBa koMmyTtaTtopa B NnokanbHylo ceTb (LAN) wu
NoKaslbHON ceTu ocyLlecTeuTe cuHXpoHusaumo VLAN

TyHHenbHoe npunoxeHue | Micnonb3ynte yHKUMIO TyHHEns 6nokoB AaHHbIX MpoTokona
GVRP PDU GVRP (PDU) ans npospayHon nepegaymn naketoB GVRP yepes
TYHHenb B ceTeBor cpeae QinQ

9.2.1. KoHdurypauma GVRP B nokanbHoun cetu

9.2.1.1. CueHapum

Bkntounte GVRP u yctaHoBuTe ans pexuma pernctpaumm GVRP 3HaveHne «Normaly, 4ToObl
3aperncTpupoBaTb U OTMEHUTb pPermcTpauuto BCex AMHaMUYeCcKknx n ctatmyecknx cetem VLAN
MeXay YCTPOMCTBOM A 1 YCTPOUCTBOM F.

4@—

Device C

. Device B Device E . .
Device A Device F

4@_

Device D

PucyHok 9-1.
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YcTponcTteo A, Yctponcteo B, Yctponcteo C, Yctponcteo D, Yctponctso E n Yctponcteo F
ABNATCA KOMMyTaTopamu. MopTbl, NOAKMOYEHHbIE MEXAY OBYMSI YCTPOWCTBaMMU, SBMSOTCA
TPaHKOBLIMKW NOPTaMMU.

Ha Yctpownctee A u Yctponctee F HacTpounTe ctatudeckme VLAN, ncnonb3yemble Ans CBSA3W.

Bkntounte GVRP Ha Bcex kommyTaTtopax.

9.2.1.2. PaszBepTbiBaHue

e Ha kaxxgom ycTponctee BkNounTe yHKLMK co3gaHna GVRP n gnHammndeckon VLAN,
a Takke ybeguTech, YTO guHamudeckme VLAN MOXHO co3aaBaTb Ha MPOMEXYTOUHbIX
yCTpOWCTBaXx.

e Ha Yctponctee A n Yctponctee F HacTpounTe ctatnyeckme VLAN, ucnonbsyemole ans
cBasn. Ycrtponcteo B, Yctpouctso C, Yctponcteo D wm Yctponctso E Oyayt
OnHamuyeckn nsydatb VLAN yepe3 GVRP.

NMPUMEYAHUE: pekomeHayeTCca BKMOYUTL MPOTOKON spanning tree (STP), 4ytobbl nsbexartb
neTenb B TONOMOMMMU CETU KIUEHTA.

9.2.2. TyHHenbHoe npunoxeHne GVRP PDU
9.2.2.1. CueHapun

CeTteBas cpega QIinQ 0ObIMHO AenuTCca Ha CeTb KNWeHTa U ceTb MnocTaslimka ycnyr (SP).
®yHkumna TyHHens GVRP PDU nosBonsieT nepegasaTth nakeTbl GVRP Mexay ceTaMu KNMeHToB
6e3 BnnsaHuA Ha cetn SP. PacyeT GVRP B KNMEHTCKUX CeTsX OTAENeH OT pacyeToB B ceTax SP

6e3 nomex.

- [ —

- Service Provider Metwork " -
#° Provider 51 Provider 52 ™

Gi 0/5 Gi 075

o -

Customer 51

—
""* 1

Customer

Metwork A2

PucyHok 9-2. Tononorusa TyHHenbHbIX NpunoxeHun GVRP PDU

PucyHok Bblilwe nokasbiBaeT ceTb SP n ceTb knueHta. CeTb SP cogepxunt Provider Edge (PE)
yctpouncTtea [NpoBangep S1 v MNpoBangep S2. KnueHtckasa ceTb A1 n Knnentckaa cetb A2 —
3TO ABa KaHamna O4HOro 1 TOro e KIIMeHTa B pa3Hbix MecTax. ADOHEHT S1 n ABOHEHT S2 — 310
yCTpPOMCTBA [OCTyna B KIMEHTCKOMW CeTu, KOTOpble MNoakno4veHbl K cetn SP  uepes
MpoBangepa S1 un MNMpoBargepa S2 COOTBETCTBEHHO.

®yHkuna TyHHens PDU GVRP nossonget knueHtckom cetn A1 un knuneHTckon cetn A2
BbINONHATb YHUUUMpoBaHHbIM pacdeT GVRP B ceTu noctasLymka ycnyr, He BNMsas Ha pacyeT
GVRP B ceTu noctaBLumKa ycnyr.
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9.2.2.2. Pa3BepTbiBaHue

e Bknounte 6a3oBbin QiNQ Ha PE (Mposanaep S1 u MNposangep S2) B cetn SP ansa
nepegayn NakeToB JaHHbIX U3 CETU KnneHTa Yepes ykasaHHyo VLAN B cetn SP.

o Bknounte npospadnyto nepepjady GVRP Ha yctponctBax PE ([Mposangep S1 u
MpoBangep S2) B cetn SP, 4ToObl N03BONUTL ceTh SP TyHHenupoBaTtb naketbl GVRP
N3 CeTU KrMeHTa C NoOMOLLbI PYHKUUKN TyHHennposaHus PDU GVRP.

9.3. ®DyHKUUMN

9.3.1. basoBble onpeaeneHns

GVRP

GVRP — ato npunoxeHne GARP, ucnonbdyemoe Anga perucrpaumm n oTMeEHbl perncrpauuu
atpmbyTtoB VLAN B cneayowmx pexmmax:

o Korga nopt nonyyaet obbsasneHue atpubyta VLAN, nopT pernctpupyet atpubyThbl
VLAN, cogepxawmeca B 06baBneHun (To ectb nopt npucoeanHntcsa K VLAN).

e Korga nopT nonyyaet obObsaBreHne oT3biBa atpubyta VLAN, nopt oTmeHsieT
pernctpaumto atpmbyTtoB VLAN, cogepxalmxcsa B 06bABNEeHUN (TO eCTb MOPT BbIXOAUT
n3 VLAN).

.:: CEISICT

Drecluration
—varation,,

Drereniste
Device A s Device B

Dieclaration

PucyHok 9-3.

AnHammnyeckas VLAN

VLAN, KOTOpyld MOXHO OMHaMM4Yeckn cos3gaBaTb U yaansatb 6e3 Heob6XxoaMMOCTU PYYHOWN
HacTpownku, HasblBaeTcsa amHammyeckon VLAN.

Bbl MoxeTe Bpy4dHyto npeobpasoBaTb anHamudeckytdo VLAN B ctatmyeckyto VLAN, HO He
HaobopoT.

State machine npoTokona ynpaBnsaeT NnpucoeguHeHnemM NOpPToB K AnHammyecknm cetsim VLAN,
co3fgaHHbiM c nomowbio GVRP. Tonbko MaructpasibHble MnopThl, KOTOpble Mosfy4yatoT
obbasneHue atpubyta GVRP VLAN, moryT npucoeamHstbes K aTuM VLAN. Bbl He moxeTe
BpPY4YHyt0 go6aBnATb NopThl B AnHamudeckne VLAN.

Tunbl coobLweHnn
(1) CoobuweHune Join

Korga obbekT npunoxeHna GARP HageeTcs1, 4YTo apyrme oobektbl GARP 3apernctpupyroT ero
aTpmbyTbl, OH oTnpaBuT cooblienne Join. Korga o6bekt GARP nony4daet coobuieHne Join ot
apyroro obbekrta unm TpebyeT, 4Tobbl Apyrme o6beKTbl 3aperncTpupoBann ero cratmyeckme
aTpubyTbl, OH oOTnpaBnseT coobuweHune Join. CywecTtByeT aBa Tuna coobuwieHun o
npucoeanHeHnn: JoinEmpty n Joinin.

e CoobuweHne JoinEmpty: ucnonb3yetcs and obbaABNeHUS He3aperncTpupoBaHHOMO
aTpubyTa.

e Coob6ueHure Joinin: ncnonb3yetcsa ans o6bABNeHMsS 3aperMcTpMpoBaHHOro atpubyTa.
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(2) CoobLeHune Leave

Korga o6bekT npunoxernna GARP HageeTcs, 4To gpyrne o6bekTbl GARP OTMEHAT pernctpaumto
ero aTpmbyToB, OH oTnpaBuT coobueHne Leave. Korga o6bekt GARP nonyyaeTt coobuieHne
Leave oT gpyroro o6bekta unm TpebyeT, 4Tobbl Apyrne 06bEeKTbl OTMEHUMM PETUCTPALIMIO Ero
CTaTU4eCKkM OTMEHEHHbIX aTpubyToB, OH OTNpaBuT coobuleHne Leave. CyuiecTByeT aBa Tvna
coobuieHns o Bbixoae: LeaveEmpty n Leaveln.

e CoobueHne LeaveEmpty: ucronb3yetca  Ans OTMEHb! perucrpaumm
He3aperncTpupoBaHHOro aTpubyTa.

e Coob6uleHne Leaveln: ncnonb3dyetca Anst OTMEHbI perncTpaumm 3apermcTpupoBaHHOro
atpubyTa.

(3) CoobieHune LeaveAll

Kaxabii 06bekT npunoxeHns GARP 3anyckaeT cBov Tanmep LeaveAll Bo Bpems 3anycka. Korga
Tanmep uctekaeT, oObekT oTnpaBnseT coobueHne LeaveAll ans oTMeHbl pernctpaumm Bcex
aTpmbyToB, 4TOOLI NO3BONUTL ApYrMM obbekTam GARP nepepernctpuposatb atpmbyThl. Korga
obbekT npunoxeHns GARP nonydaet coobuieHne LeaveAll ot gpyroro obbekTa, OH Takke
oTnpasnseT cooblieHne LeaveAll. Tanmep LeaveAll nepesanyckaeTcs npv NOBTOPHOM OTrNpaBke
coobueHnsa LeaveAll, 4tTobbl MHALMMPOBATL HOBLIN LIMKIT.

Tunbl TanmepoB

GARP onpegenset yeTbipe Tarimepa, UCNOMb3yeEMbIX OS18 ypaBrneHnsa oTApaBkon CoobLLEeHNI
GARP.

(1) Tanmep Hold

Tanmep Hold ynpaensieT otnpaskon coobuweHnin GARP (Bkntoyas cooblueHnst Join n Leave).
Korga o6bekT npunoxeHnss GARP nameHseT ceon atpubyThl unun nonyyaet coobieHne GARP
OoT gpyroro obbekta, oH 3anyckaeT Tavmep Hold. B TeyeHve nepuopa Tanm-ayta O6bekT
npunoxenmss GARP uHkancynupyet Bce coobweHus GARP, koTopble OOMKHbI ObITh
OTNpaBrieHbl, B NakeTbl, BO3MOXHOE Marioe KONM4eCcTBO NakeToB, U OTNPaBnseT nakeTbl, Koraa
TanmMep nctekaeT. ATO yMeHbLIaeT KONMYeCcTBO OTNpaBnsieMblX NakeToB U 9KOHOMUT pecypchl
NPOMNYCKHOM CMOCOBHOCTMW.

(2) Tanmep Join

Tanmep Join ynpaensieT oTnpasBkon coobuleHnn Join. ocrne Toro kak o6bekT NpunoXeHust
GARP oTtnpaensieT coobweHme Join, oOH oXugaeT OAWH MHTEepBan TanWm-ayTa Tanmepa Join,
4yTO6bI Y6EeanTbCs, 4To coOobLLUEHME O NPUCOEAMHEHUN HAOEXHO NepeaaHo ApyroMmy obobekTy.
Ecnn obbekt npunoxenns GARP nonyyaeTt coobweHue Joinin ot gpyroro obbekta go
NCTEYEHUs1 BPEMEHM Tanmepa, OH He OygeT NOBTOPHO OTNpaBnATb coobuweHue Join; B
NPOTUBHOM Cfly4ae OH MOBTOPHO OTMNpaBuT coobulieHne Join. He kaxagbin aTpubyT mmeeTt
cobCTBEHHBIV Tarmep Join, HO Kaxabi 06bekT npunoxerHnss GARP nmeeTt ognH Tanvep Join.

(3) Tanmep Leave

Tanmep Leave ynpaBnseT oTMeHon pernctpaumm atpmbyra. Koroa ob6bekt npunoxenns GARP
HageeTcd, 4YTO Apyrne OOBLEKTbl OTMEHAT perncTpaumio ogHoro u3 ero aTtpubyToB, OH
oTnpaenseT coobleHne Leave. [pyrne oobekTbl, NonyynBluMe coobuieHre Leave, 3anyckatoT
Tanmep Leave. Peructpaumsa atpubyta OyaetT OoTMEHeHa TOMbKO B TOM Cryvae, ecrniv 9Tu
06BbEKTbI He nonyyat coobuieHns Join, conoctaBneHHoro ¢ atpnbyTom, B TedeHne Tanm-ayTa.

(4) Tanmep LeaveAll

Kaxgbih ob6bekT npunoxenns GARP 3anyckaeT cBOW cOOCTBeHHbIM Tanmep LeaveAll npwu
3anycke. Korga Tanmep ncrtekaeT, o6bekT otrnpasnseT coobueHve LeaveAll, 4yTobbl N03BONUTL
apyrmm obbekTam nepepernctpmpoBaTb atpubyTel. 3atem Tanmep LeaveAll nepesanyckaeTcs,
YTOObI MHULMMPOBATb HOBbLIW LIMKII.
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Pexumbl oobaBneHna GVRP

GVRP nossongeTt KomMmyTaTopy UHOPMUPOBaTbL Apyrue NoaknioYeHHbIe YCTPOMCTBA O CBOUX
VLAN #“ MHCTpPYKTUpOBaTb Peer-yCTPOMCTBO O co3faHum KOHKpeTHbix VLAN n gobasnenum
nopTos., nepepatoLwmx naketol GVRP, B cootBeTcTBYIOWME VLAN.

HocTynHbl ABa pexnma obbssneHns GVRP:

e Pexum Normal: ycTponcTBo n3sHe o6baBnsieT uHdopmaumio o ceoenn VLAN, Bkntovas
OnHammnyeckue n ctatmdeckne VLAN.

e Pexum Non-applicant: ycTponcTBo He 06bsaBnsieT n3BHe nHgopmauuo o csoen VLAN.
Pexumbl pernctpauun GVRP

Pexum pernctpaumm GVRP ykasbiBaeT, obpabaTbiBaeT nm KOMMyTaTop, KOTOPbIA nony4vaet
naket GVRP, nHcopmauuto o VLAN B nakeTe, Hanpumep, guHammyeckn cosgaet Hoyro VLAN
n gobaBnseT nopT, KOTopbIv nony4vaeT nakeT, B VLAN.

[ocTtynHbl ABa pexunma pernctpaumm GVRP:

o Pexum Normal: obpaboTka nHcopmauum VLAN B nonyvyeHHom nakete GVRP.
e Pexvum Disabled: HeT 06paboTkm uHpopmaumm VLAN B nonyyeHHom nakete GVRP.

9.3.1.1. O630p
OcobeHHOCTb OnucaHue
CuHXpOHM3aLNs OuHamnueckun cosgaet VLAN n gobasnsaet/ygansaet noptel 8/u3 VLAN,
nHdopmaumm VLAN | 4TO CHWXaeT Harpysky Ha pPydHYy) HAcTPOMKY W BEPOATHOCTb
BHYTPW TOMOMOrmnmn oTknoyeHns VLAN n3-3a oTcyTCcTBMUA KOHpUrypaumm

9.3.2. CuHxpoHusaumsa nHpopmauum VLAN BHYTpU TONONOrmm

9.3.2.1. MpuHUMN paboTbl

GVRP — 3st10 npunoxexnne GARP, ocHoBaHHOoe Ha paboyem mexaHmame GARP. GVRP
noggepXxmBaeT OUHAMUYECKYIO permcTpaumoHHyto uHgpopmauuio VLAN Ha ycTpouctee WU
pacnpocTpaHsaeT aTy MHOpPMaLMIO Ha Opyrve YCTPOMCTBaA. YCTPOMUCTBO ¢ nogaepxkon GVRP
nonyyaeTt perucTpaumoHHyto umHgopmaumio VLAN OT Apyrux YCTPOWUCTB UM ANHAMUYECKU
OOHOBMSIET  pEerucTpaumoHHyto  uHdopmaumio  nokanbHor VLAN.  YCTpOWCTBO Takke
pacnpocTpaHsaeT MHopMaLmIo 0 pernctpaumm nokansHon VLAN Ha gpyrme yCTponcTea, YToobl
BCE YCTpPOMCTBA B CETU MNOLAEPXMBaNM CcornacoBaHHyld uHpopmauuiwo o cetn VLAN.
PernctpaunoHHaa mnHgopmauma VLAN, pacnpocTtpaHsemas GVRP, BKMOYaeT HaACTPOEHHYIO
BPYYHYIO CTaTMYECKYl0 pPEerucTpaumMoHHY0 WHOpMaLMIO Ha IoKanbHOM YCTpPOWCTBE U
OWHaMUYECKYI0 perncTpaunoHHy0 MHOPMaLnio OT APYrnxX YyCTPOMNCTB.

MUHcopmaumoHHoe o6bsaBneHne BHewHen VLAN

MaructpaneHblil nNopT Ha YycTponctBe c nogdepxkon GVRP nepuognyeckn cobupaet
nHcopmaumio 0 VLAN BHyTpu nopTta, Bkmodasd VLAN, K KOTOpbIM MarMctpanbHbii NopT
npucoeanHsieTca unu otcoeanHsaetcsa. CobpaHHaa nHgopmaums o VLAN uHkancynmpyeTcs B
naketT GVRP gns oTnpaBkM Ha peer-ycTponcTBo. [locne Toro, kKak marmcrparnbHblid NOPT Ha
peer-yCTponcTBe nofny4yaeT nakeT, OH npuHumaeT uHdopmaumo o VLAN. 3atem 6yayt
OMHaMuyeckn cosgaHbl cooTBeTcTByOWMe VLAN, a MarnctpasnbHblil NOPT MNPUCOEANHUTCA K
cosgaHHbiM VLAN vnu BeingeT us gpyrmx VLAN. JononHutenbHble cBeaeHms o6 nHpopmaumm
o VLAN cMm. B NnpuBeAEHHOM BbILLIE ONUCaHMK TUNoB coobweHun GVRP.
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9.3.2.2. CBsAi3aHHble KOHUrypauum

GVRP oTkntoyeH no ymon4yaHuio.
e 3anyctute [no] gvrp enable, 4ToGbI BKNIOYMUTL MK OTKNIOUMTL GVRP.

Mocne BkntoveHna GVRP Ha ycTponcTee yCTporCTBO oTnpasnseT naketsl GVRP, cogepxawpe
nHdopmaumio o VLAN. Ecnu npotokonn GVRP OTKNMOYEH Ha YCTPOMCTBE, YCTPOMCTBO He
oTnpaenseT naketel GVRP, cogepxawme wuHdpopmaumio o VLAN, n He obpabatbiBaeT
nony4yeHHsle naketbl GVRP.

Peructpauusa n ormeHa peructpauum VLAN

Mpn nonyyeHnn naketa GVRP kommyTaTtop onpeaensiet, cnegyet nun obpabatbiBaTb
nHdopmaumio VLAN B nakete B COOTBETCTBUM C PEXUMOM pernctpaumm COOTBETCTBYIOLLENO
nopta. [ononHuTenbHble CBeOeHUss CM. B MNpPUBEOEHHOM BbIlLIE€ OMUCAHUN PEXMMOB
pernctpaunn GVRP.

9.3.2.3. CBsi3aHHble KOHUrypaumm

e Ecnu GVRP BkntoveH, nopT B pexume Trunk no ymMOn4aHUIO akTusuMpyeTcs C
AnHamundeckon peructpaumven VLAN.

e YT06bl BKNIOUMTL AMHaMuyeckyto permctpauuio VLAN Ha nopTy, BbINOMHATE KOMaHay
gvrp registration mode normal. YToObl OTKMIOYUTL AUHAMUYECKYIO PerncTpaumio
VLAN Ha nopTy, BbINnonHUTE koMaHay gvrp register mode disable.

o Ecnu pguHammyeckas peructpaumsa VLAN BknwodeHa, gnHamudeckne VLAN Oyayt
CO3[aHbl Ha NoKanbHOM YCTPOWCTBE, Korga nopT nonyunTt naket GVRP, cogepxalimn
nHpopmaumio o VLAN, ot peer end.

o Ecnu guHammnyeckasn pernctpaums VLAN oTkntodeHa, guHammdeckad VLAN He 6yget
co3faHa Ha nokanbHOM YCTponCTBe, Korga nopt nonyynt nakeT GVRP ot peer end.

KoHdurypaums OnucaHue u KomaHaa
HacTtpowka (ObGsazaTenbHbIn) OH ucnonb3yetcsa ans  BkaydeHns GVRP  wu
OCHOBHbIX _yHKUMA | AnHammyeckoro co3gaHus VLAN
GVRP n
CMHXPOHM3ALINN gvrp enable BkriouaeT GVRP
nHdopmaumm VLAN
gvrp  dynamic-vlan-creation | Bkniodaet OnHamMuyeckoe
enable co3gaHue VLAN
switchport mode trunk MepekntoveHne B pexum

maructpanbHoro nopta. GVRP
OencTByeT ToNMbKo B pexunme Trunk

switchport trunk allowed vlan | MNMo3eonsieT Tpaduky ns scex VLAN
all NpoOXoanTb
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KoHdurypauus OnucaHue u KomaHaa

Hactporika gvrp applicant state HacTtpanBaeT pexum oObsIBNEHMUs
OCHOBHbIX _(PYHKLINIA nopta. Pexxum Normal ykasbiBaet
GVRP v Ha obbsABneHMe wHdopMauun o
CUHXPOHU3aLNK VLAN wn3BHe nyTem OTnpaBku
nHdopmaumm VLAN nakeTta GVRP. Pexum

Non-applicant ykasbiBaeT, 4YTO He
cnegyeTt o6bABNATE MHPOPMALMIO
o VLAN wn3BHe

gvrp registration mode

HacTtpauBaeTt pexum permcrpauum
nopta. Pexum Normal ykasbiBaet
Ha o00paboTky wWHopmauum o
VLAN B nonyy4yeHHOM nakeTte
GVRP, Hanpumep, OMHamMu4eckoe
co3gaHme VLAN wn pobaBneHue
noptoB B VLAN. Pexum Disabled
yKkasblBaeT, 4TO He cregyeTt
obpabaTtbiBaTb nHdopmMaLmio
VLAN B nonyyeHHom nakete GVRP

(OnumoHanbHO) Mcnonb3yeTcs AN HACTPOMKM TaMepoB U pexnma
perncTpaumm n pexmma oobsBneHns nopra

gvrp timer

HacTtpanBaeT Tanmepbl

Hactpowka
nNpo3pa4vyHou

nepegauu GVRP

(OnuunoHanbHo) OH uncnonb3yeTcsl AN HACTPOWMKM  MpPO3padvHoOmn

nepegayun GVRP PDU

PDU

bridge-frame
protocol gvrp

forwarding

BknoyaeT npospayHyo nepegady
GVRP PDU

Hactpovika dyHKLnn

TyHHens GVRP PDU

(OnuuoHanbHo) OH ncnonb3yeTcsa Ansl HACTPONKM PYHKLUK TYHHEnNS

PDU GVRP

I2protocol-tunnel gvrp

BknovaeT yHkumo TyHHens PDU
GVRP B pexume rnobanbHom
KOHdpurypaumm

I2protocol-tunnel gvrp enable

BknovaeT yHkumo TyHHens PDU
GVRP B pexunme koHGUrypaumm
nHTepdemnca

I2protocol-tunnel gvrp tunnel-
dmac

HactpanBaeT agpec npo3padHomn
nepegauu, UCrMornb3yeMblin
dyHkumen TyHHena GVRP PDU
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9.4. KoHdurypauusa

9.4.1. Hactpoka OCHOBHbIX ¢pyHKuMn GVRP 1  CUHXpOHU3auun

nHcdpopmauum VLAN

9.4.1.1. 3chbdeKT KoHUrypaumm

9.4.1.2.

OunHamnyeckn cosgasatb/yganate VLAN n gobaesnate/yaanate nopthl B/u3 VLAN.

CuHXpoHU3npyeT uHgopmaumio VLAN mexay ycTpoucTBamu, 4YToObl obecneynTb
HOpMarbHY0 CBS3b BHYTPMW TOMOMOMMN.

CokpallaeT Harpyaky Ha py4Hyt0 HaCTponKy u ynpowaeT ynpasneHue VLAN.

MpumeyvaHus

GVRP pomkeH ObITb BKIOYEH HA 0DOMX NOOKMIOYEHHbIX YCTponcTBax. MHgopmaLums
GVRP nepepaetcd ToNbKO N0 MarucTpanbHbiM kKaHanam. lNepegasaemas nHopmMaums
cogepxut nHdopmaumo ob6o Bcex ceTsax VLAN Ha Tekyllem YCTpPOWCTBe, BKMtovas
AnHamuyeckm nsyyeHHble cetv VLAN u cetn VLAN, HaCcTpOEHHbIE BPYYHYIO.

Ecnn STP BKkM4eH, ToNbKO MopThbl B cocTtosiHum Forwarding ydacteytoT B GVRP
(Hanpumep, nony4atoT n otnpasnaT PDU GVRP) n nonyyatoT nHdopmaumio o cBoen
VLAN, pacnpocTtpaHaemyo GVRP.

Bce noptbl VLAN, gob6aeneHHble GVRP, ABNATCA NOMEYEHHbIMW Teramm noptamu.

Cuctema He coxpaHseT mHdopmaumio o VLAN, koTopas OUHaAMUYeCcKu ulydvaeTcs
GVRP. Hdbopmauuns ByaeT notepsiHa npy nepesarpyske YCTPoONCTBa U He MOXeT ObiTb
COXpaHeHa BPYU4HY!O.

Bce ycTponcTea, koTopbiM HE06X0AMMO 0bMmeHuBaTbCA MHGopMaumen GVRP, oomKHbI
nogaepXmnBaTtb cornacoBaHHble Tanmepbl GVRP (Tanmep Join, Taimep Leave n Tanmep
Leaveall).

Ecnu STP He BKMo4YeH, Bce OOCTyMHble MopTbl MOryT ydacteosaTb B GVRP. Ecnu
BKMOYEHO OAHO spanning tree (SST), TONbkO MNOPTbl B COCTOSIHUM MNEPECHITKU
(Forwarding) B KoHTekcTe SST y4dactBytoT B GVRP. Ecnu BKMHOYEHO HECKOSIbKO
spanning tree (MST), GVRP moxeT paboTaTb B KOHTEKCTE Spanning tree, KOTopomy
npuHagnexmnt VLAN1. Bbl He MOXeTe ykasaTb APYrol KOHTEKCT spanning tree gns
GVRP.

9.4.1.3. llarn HacTponku
BknroyeHne GVRP

Ob6s3aTenbHbIN.
Tonbko ycTponcTea ¢ nogaepxkon GVRP moryt obpabaTbiBath naketel GVRP.

BknroyeHne auHammnyeckoro cosgaHus VLAN

O06sa3aTenbHbIN.

Mocne BkItoyeHns gmHammnyeckoro cos3gaHus VLAN Ha yCTponCcTBe YCTPOMCTBO BydeT
AnHammyeckn cos3gaeatb VLAN npu nonyveHmm coobwernn GVRP Join.

Hactpowka TanmepoB

OnumoHanbHo.

CyuwectByeT Tpu Tanmepa GVRP: Tanmep Join, Tanmep Leave n tanmep Leaveall,
KOTOpbIE NCMONb3YKTCA AN YNPaBneHNst UHTEpBanamu OTNpaBku COOBLLEHNIA.

Q
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e BsauMMoOOTHOLWIEHUA WMHTEpBanoB TaWMmepa cregylluve: MHTepBan Tanumepa Leave
AoSkeH ObiTb B Tpy unu 6onee pas 6onblue, YeM MHTepBan Tanmepa Join; uHTepBsarn
Tanmepa Leaveall gomkeH 6b1Tb 6onbLue, YeM MHTepBan TarMepa Leave.

e Tpwu Tamepa ynpaensoTcs state machine GVRP u MoryT 3anyckatbca Apyr pYrom.
HacTtpouka pexnma o6bsABNeHUA nopra
e  OnuuoHanbHo.

e [ocTynHbl ABa pexmma ob6baeneHna GVRP: Normal (no ymonuanuio) n Non-applicant.

e Pexum Normal: ykasbiBaeT, YTO YCTPOWUCTBO M3BHE 0ObSABNAET MHpOPMaLMIO O CBOEW
VLAN.

e Pexum Non-applicant: ykasbliBaeT, YTO YCTPOMNCTBO He 0O6bSABNAET U3BHE MHOPMALMIO
o ceoen VLAN.

Hactpouka pexnma peructpauum nopra

e  OnuuoHarnbHo.

o [locTynHbl ABa pexuma pernctpaumm GVRP: Normal u Disabled.
MNMepekntoyeHne B pexXMm maructTparnbHoOro nopta

e ObgszaTtenbHbIn.

e GVRP gencTByeT TONbKO Ha NOPThI B pexume Trunk.

9.4.1.4. NpoBepka

e 3anyctute komaHgy show gvrp configuration, 4Tobbl MPOBEPUTL KOHUIYpPaLMIO.

e [lpoBepbTe, HacTpoeHa nuM guHammyeckas VLAN, M COOTBETCTBYIOLWIMW MNOPT
npucoenmHaeTtca K VLAN.

9.4.1.5. CBsAA3aHHble KOMaHAbI
BknroyeHune GVRP

KomaHnoa gvrp enable

Mo ymonyanuio | Mo ymonyaumio GVRP BbikntoyeH

KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexunm

PykoBogcteo no | GVRP MOXHO BKMOYMTL TOMLKO B pexume rnobanbHom KoHdurypauuu.
ncrnionb3oBaHuto | Ecnu GVRP He BkntoyeH rmobanbHO, Bbl BCE paBHO MOXETE YCTaHOBUTb
apyrme napametpbl GVRP, HO HacTponku napameTpoB BCTYNAT B CUITY
Tonbko nocne 3anycka GVRP

BknroyeHne auHammnyeckoro cosgaHus VLAN

KomaHga gvrp dynamic-vlan-creation enable

Mo ymonuaHuio | Mo ymonyaHuio anHamuyeckoe co3gaHme VLAN BbIKNIOYEHO

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexXunm
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PykoBoactso no
NCNOSb30BaHMIO

Korga nopt nonyyaet coobuienne Joinln nnu JoinEmpty, ykasbiBatoLliee Ha
HecywecTyowy VLAN Ha nokanbHom yctpouctee, GVRP moxer
cosgaTb 3Ty VLAN B 3aBUCMMOCTU OT KOH(pUrypaumm aTon KomaHabl

NMPUMEYAHUE: napameTpbl guHammyeckon VLAN, cosgaHHon Yepe3 GVRP, Henb3sa U3MeHUTb

BPYYHYHO.

Hactpouka TaumepoB

KomaHga gvrp timer {join timer-value | leave timer-value | leaveall timer-value }
Onucanwne timer-value: 1-2 147 483 647 mc
napameTpoB

Mo ymonyaHuo

Tanmep Join: 200 mc, Tanmep Leave: 600 mc, Tanmep Leaveall: 10 000 mc

KomaHgHbIn
pexum

Pexwum rnobansHon koHdurypaumm

PykoBoacteo no
NCNOmnb30BaHUIO

WMHTepBan Tanmepa Leave pormkeH ObiTb B Tpu pasa Gonblle, 4em
WHTepBan Tanmepa Join.

WMHTepean Tammepa Leaveall gomkeH ObiTb Gonblie, 4Yem wHTepBan
Tanmepa Leave.

EavHnuen BpemeHn SBnsaTCa MANNUCEKYHAbI.

B peanbHOn ceTn pekoMeHaYyTCA crieayowmne nHTepeansl Tanmepa:
Tanmep Join: 6000 mc (6 ¢)

Tanmep Leave: 30000 mc (30 ¢)

Tanmep Leaveall: 120 000 mc (2 MUHYTBI)

Ybeautecb, 4to HacTporku Tarmepa GVRP Ha Bcex B3anMMOCBSI3aHHbIX
yctporictBax GVRP cornacosaHbl; B npoTMBHoM crnydae GVRP moxeTt
paboTtaTb HenpaBUbHO

HacTtpoika pexxnma o6bsBnNeHns nopra

KomaHga gvrp applicant state { normal | non-applicant }
Onuncanne normal: yka3biBaeT, 4TO NOPT BHELWHe 06baBnseT nHgopmaumnio o VLAN.
napameTpoB

non-applicant: ykasbiBaeT MopT He 0ObLABMASAET M3BHE MHAOPMAaLUO O
VLAN

Mo ymonyaHuio

Mo ymonyaHuio noptam paspeLleHo oTnpasnATb ysegomneHne GVRP

KomaHgHbin
pexum

Pexum koHdurypaunm nHtepderica
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PykoBoactso no
NCNoNb30BaHNIO

OTa KOMaHga Mcnonb3yeTcsa Ans HAacTPOWKM pexnma obbasnenns GVRP
nopTta

HacTpoiika pexuma peructpauum nopra

KomaHga gvrp registration mode { normal | disabled }
Onucanwne normal: ykasbiBaeT, 4YTO MOPTYy paspeLleHo MNpPUCOEaNHATLCA K
napameTpoB anHamuyeckon VLAN.

disabled: ykasbiBaeT, 4TO MOPTY HE paspeLleHO MNPUCOEANHATBCH K
anHamunyeckon VLAN

Mo ymonyaHuo

Ecnn GVRP BkntoveH, nopT B pexxume Trunk no ymMonyaHuio akTuBmpyeTcs
¢ OuHamuyeckon pernctpaumen VLAN

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepenca

PykoBoacteo no
NCNomnb30BaHUIO

OTa KoMaHZa Ucnonb3yeTcs Ans HacTpPonkn pexuma permcrpaumm GVRP
nopta

9.4.1.6. Npumep KoHcpUrypaumm

BknroyeHne GVRP B Tononoruum n aumHamumyeckoe obcnyxuBaHue VLAN un
B3anmMmooTHolweHune VLAN-nopT

CueHapun:
= G011 Gl2gtre GOE GO gt
A B C
PucyHok 9-4.
Larn e HakommyTtaTtope A n kommyTtatope C HacTponTe VLAN, ncnonbayemble
HaCTPOWKK ONS CBSA3M B CETU KIMEHTA.
e Bknwounte dyHkumn cosganma GVRP u gmHamnuveckon VLAN Ha
KommyTaTope A, kommyTtaTope B n kommyTaTope C.
e HacTtponTe nopTbl, MNOAKMIOYEHHbIE MeEXQYy KOMMyTaTtopamu, Kak
MarmcTparnbHble NopThl U yoeanTech, Uto cnvckn VLAN MarmctpanbHbIX
NOpPTOB BKMOYAKT KOMMYyHMKaumoHHble VLAN. T[lo ymonyaHuio
MarncTpasbHbIi NOPT nponyckaeT Tpadmk n3 scex ceten VLAN.
e PekomeHayeTtca BknounTb STP, 4TOObI M30€eXaTb neTernb
A 1. Cosgavite VLAN 1-200, ncnonb3yemyto Ansi CBA3M B CETU KNMEHTA.
A# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
A(config)# vlan range 1-200
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2. Bkntounte gyHkumm cosganna GVRP 1 ganHamudeckon VLAN.
A(config)# gvrp enable
A(config)# gvrp dynamic-vlan-creation enable

3. HacTtponTe nopT, NOgKNHOYEHHBIN K KOMMYyTaTopy B, Kak MarmcTpanbHbIn NOpPT.
Mo ymonyaHuio MarncTparnbHbIi NOPT nponyckaeT Tpaduk u3 scex ceten VLAN.

A(config)# interface gigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)# switchport mode trunk

4. HaCTpOIZTe pexum o0bsaABNEHUA © pPeXnmM perncTtpaumm mMarnctpasibHoro
nopTa. Pexnm Normal ncnosnb3yeTtcda no YMONYaHUKO, U ero He HYXHO
HacTpanBaTb BPY4YHYIO.

A(config-if-GigabitEthernet 0/1)# gvrp applicant state normal
A(config-if-GigabitEthernet 0/1)# gvrp registration mode normal
A(config-if-GigabitEthernet 0/1)# end

C KoHpurypaumusa Ha kommyTaTope C Takasi e, Kak U Ha kommyTaTope A

B 1. Bkntounte cyHkumm cosganHma GVRP n guHammyeckon VLAN.
B# configure terminal

B(config)# gvrp enable

B(config)# gvrp dynamic-vlan-creation enable

2. HactpownTte nopTbl, NOOKIHOYEHHbIE K KOMMYTaTopy A 1 KommyTaTopy C, Kak
MarucTpasnbHble NopThl.

B(config)# interface range GigabitEthernet 0/2-3
B(config-if-GigabitEthernet 0/2)# switchport mode trunk

Mpoeepka | [MpoBepbTe npaBuibHOCTL KOHGUrypaumm GVRP Ha Kaxgom YCTpoOWCTBE.
MpoeepbTe, 4Yto VLAN 2-100 guHammyeckum cosgatoTcs Ha kommyTtatope B u
npucoegnHsotca nm nopt G 0/2 n nopt G 0/3 Ha kommyTaTope B K
anHammyecknm VLAN

A A# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode
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GigabitEthernet 0/1 normal normal
B B# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled
Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode
GigabitEthernet 0/2 normal normal
GigabitEthernet 0/3 normal normal

C C# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode

GigabitEthernet 0/1 normal normal

9.4.1.7. PacnpocTpaHeHHble OLWNOKKN

e [lopTbl, NOAKMIOYEHHbIE MEXAY YCTPOMCTBaMM, HEe HaxoasaTcs B pexume Trunk.

e Cnmckn VLAN nopToB, NOOKITOYMEHHBIX MeXZy ycTpomcTBamu, He BktovaioT VLAN,
ucronb3yemble 515 CBA3U B CETU KIMEHTa.

o Pexumbl obbsaBneHns GVRP 1 pexunmbl permcrtpaumm maructpasbHbIX MOPTOB He
ycTaHoBrneHbl Ha Normal.

9.4.2. HacTtpouka npo3payHoun nepegauv GVRP PDU
9.4.2.1. 3hdeKT KoHduUrypaumm

Paspewaet ycTtponcteam npo3payHo nepenasaTb kagpbl PDU GVRP, 4ytobbl peanusoBaTtb
HopManbHbIN pacyeT GVRP mexay yctponctBamu, korga GVRP He BKIoYeH.
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9.4.2.2. NMpnmevaHun

MpospayHasa nepepavya GVRP PDU BcTynaeTt B cuny Tonbko Torga, korda GVRP OTKIOYEH.
Mocne BkntoveHns GVRP ycTponcTtea He ByayT npo3payHo nepegaBath kagpbl GVRP PDU.

9.4.2.3. lWarn HacTponku

HacTponka npo3payHoun nepegaum GVRP PDU
e  OnuuoHanbHo.

e BhbInonHuTe 3Ty HaACTPOWMKY, €CNU BaM HY>XHO paspelunTb YCTPOMUCTBaM MpO3payHo
nepenasaTtb kagpbel PDU GVRP, korga GVRP oTknto4eH.

9.4.2.4. NpoBepka

3anyctuTe komaHay show run, 4ToGbl NPOBEPUTL, BKIKOYEHA NN Npo3payHas nepegada GVRP
PDU.

9.4.2.5. CBsAA3aHHbIe KOMaHAbI

HacTponka npo3payHoun nepegaum GVRP PDU

KomaHnga bridge-frame forwarding protocol gvrp
KomaHgHbIn Pexum rnobansHon koHdurypaumm
pexnm

Mo ymonuyauuio | Mo ymonyaHmio oyHKUNA OTKIHOYEHa

Pykoeogcteo no | B ctrangapte IEEE 802.1Q MAC-agpec HasHauyeHus 01-80-C2-00-00-06
ncrnonb3oBaHuo | 3apesepsuposaH ansa PDU GVRP. Yctponctea, coBmectumble ¢ IEEE
802.1Q, He nepecbinatoT nonyyeHHole kagpbl GVRP PDU. OgHako npwm
haKTMYeCKOM pas3BepTbiBaHUU CETU YCTPOMCTBaAM MoXeT notpebosaTbes
npo3spadHasi nepegada kagpos GVRP PDU gnst peanmsaumnm HopmarbHOro
pacyeta GVRP mexgy yctporictBamu, korga GVRP He BKkntoveH.

Mpo3payvHasn nepegavya GVRP PDU BcTynaeTt B cuny TOMbKo Torda, korga
GVRP otkntodeH. [locne BkntodeHns GVRP yctponctBa He 6yayT
npo3spadvHo nepegaBatb kagpbl GVRP PDU

9.4.2.6. NMpumep KoHcpUrypaumm

Hactpouka npo3payHon nepegaum GVRP PDU
CueHapwui:

STP STP

il

il

DEW A DEV B DEV C

PucyHok 9-5.
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Bknounte GVRP Ha DEV A n DEV C. (DEV B He Bkntovaetcst ¢ GVRP)

LWarun HacTtponte npospadHyto nepepady GVRP PDU Ha DEV B gna peanusauuu
HacTporku | HopmanbHoro Pacyeta GVRP mexay DEV A DEV C

DEV B QTECH(config)#bridge-frame forwarding protocol gvrp

Mpoeepka | 3anyctute komaHay show run, 4ToObl NPOBEPUTL, BKMOYEHA N Npo3payHasi
nepegada GVRP PDU

DEV B QTECH#show run

Building configuration...
Current configuration : 694 bytes

bridge-frame forwarding protocol gvrp

9.4.3. HacTtpouka cpyHkuum TyHHenss GVRP PDU
9.4.3.1. 3hdeKT KoHdUrypaumm

MpospayHo nepenasanTe nakeTbl GVRP mexay ceTsiMn KNMeHToB Yyepes TYHHeNu B ceTax SP,
He BnnAda Ha ceTn SP, n Tem cambiM oTaenanTe pacdetbl GVRP B ceTsix KNIMEHTOB OT pacyeToB
B ceTax SP.

9.4.3.2. NpumeyvaHun

dyHKuMa TyHHens PDU GVRP BcTynaeTt B cuny nocne ee BKIOYEHUS B pexume rnobanbHom
KOHdoUrypaumm n pexmme koHdurypaumm nHtepdenca.

9.4.3.3. llarn HacTponku

Hactpouka pyHkuum TyHHena GVRP PDU

(OnumoHanbHO) BbINonHUTE 3Ty HACTPOWKY, ECIM BaM HYXXHO pa3genutb pacyeT GVRP mexay
ceTsIMU KIMEHTOB M CETSIMU MOCTaBLMKa ycnyr B cpeae QinQ.

9.4.3.4. NpoBepka

3anyctute komaHgy show I2protocol-tunnel gvrp, 4ToObl NPoOBEPUTL KOHUIYPALIMIO TYHHENS
GVRP PDU.

9.4.3.5. CBA3aHHble KOMaHAbI

Hactponka dyHKuum TyHHenupoBaHusa PDU GVRP B pexume rnobanbHowu
KOHcpUrypaumm

KomaHga [2protocol-tunnel gvrp

Mo ymonuaHuio | Mo ymon4yaHuio PyHKUNA OTKMoYeHa
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KomaHgHbIn
pexnm

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHMIO

®dyHkuma TyHHenuposaHus GVRP PDU Bctynaet B cuny rnocne ee
BKIIOYEHNS B pexnme rnobanbHON KOHUrypaumm n pexume HacTpOMKu
UHTepdenca

Hactpounka dyHkuumn TyHHenupoBaHus GVRP PDU B pexume KoHcpurypaumm

UHTepcpenca

KomaHpa

I2protocol-tunnel gvrp enable

Mo ymonyaHuio

Mo ymonyaHuio yHKLUMS OTKIHOYEHa

KomaHgHbIn
peXnm

Pexum koHdurypaumm nHtepderica

PykoBoacteo no
NCMNOMb30BaHUIO

®dyHkuna TyHHenuposaHus GVRP PDU Bctynaet B cuny nocne ee
BKITIOYEHNS B pexuMme rrobanbHON KOHUrypaumm n pexmMe HacTPOWKU
nHTepdenca

Hactpouka agpeca npo3payHon nepenaym TyHHena PDU GVRP

KomaHga I2protocol-tunnel gvrp tunnel-dmac mac-address
Onucanne mac-address: ykasbiBaeT agpec GVRP, wucnonb3yembli npo3pavHomn
napameTpoB nepegadven

Mo ymonyaHuio

Mo ymonuanuio agpec 01d0.f800.0006

KomaHaHbIn
pexum

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

B npunoxenun tyHHens GVRP PDU, koroa naket GVRP un3 knueHTckomn
cetn BxoauT B PE B cetn SP, MAC-agpec Ha3Ha4yeHns naketa namMeHsieTcs
Ha NpuBaTHbIA agpec OO TOro, Kak NakeT nepeHanpasnseTca B ceTb SP.
Korga naket gocturaet peer PE, MAC-agpec HasHayeHus1 UBMeHAeTCs Ha
obwenocTynHbIn - agpec, npexge 4YeMm nakeT Oygetr oTnpaBneH B
KITMEHTCKYO CeTb Ha Opyrom koHue. Takum obpasom, naket GVRP moxet
ObITb Npo3payHo nepegaH no cetu SP. lNMpuBaTHLIN agpec — 3TO agpec
npo3padvHor nepegayu, ncnonb3yembln pyHkumen TyHHenss GVRP PDU.

NMPUMEYMAHUE: onana3oH agpecoB Ans npo3payHor nepepayvyy nakeTos
GVRP: 01d0.f800.0006, 011a.a900.0006

MPUMEYAHUE: ecnn apgpec npo3paqyHoOn Mepefayn He HacCTPOEH,
ucnonb3yetcd agpec no ymonyanuo 01d0.f800.0006
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9.4.3.6. NMpumep KoHdpuUurypauum

Hactpounka oyHkuum tyHHena GVRP PDU

CueHapun:
= - Service Provider Metwork h““‘“-.
7 Provider 51 Prowvider 52 .
Gi 05
f.w"" Customer 51 Customer 52 ""--“‘
s A= e
’ . o \
I.,| Customer Customear l,.l
o Metwork A1 Metwork A2 "
1"‘1- - - g .._.rl'
==~ _ _Customer Network _ _ _ - -
PucyHok 9-6.
Warn e Bknounte 6a3oBbin QinQ Ha PE (Mposanaep S1 u MNposangep S2) B
HaCTPOWKK cetn SP aOns nepegayn NakeToB AaHHbIX M3 CETU KIMEHTa 4epes

VLAN 200 B cetn SP.

e Bknwounte npospaudHyto nepegady GVRP Ha yctponctBax PE
(Mpoeangep S1 u MNMpoeangep S2) B cetn SP, 4tobbl NO3BONUTL CETU
SP TyHHenupoBaTb naketbl GVRP u3 ceTn knueHTa ¢ NOMOLLbLIO
dyHKUMK TyHHenuposaHusa PDU GVRP

Mposangep | War 1. Cosgante VLAN 200 B cetn SP.
s QTECH#configure terminal
Beegute komaHabl kKOHUIypaumm, no ogHomn B cTpoke. KoHeu ¢ CNTL/Z.
QTECH(config)#vlan 200
QTECH(config-vlan)#exit

LWar 2. Bkntounte 6a3oBbI QinQ Ha nopTy, NOAKIIOYEHHOM K CETU KINNEHTA, s
TYHHENNPOBaHUS OaHHbIX N3 ceTn KnneHTa Yepes3 VLAN 200.

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan 200

QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed vlan
add untagged 200

War 3. Bkntounte npospaynyto nepegady GVRP Ha nopTy, MOAKMHOYEHHOM K
CeTM KIneHTa.

QTECH(config-if-GigabitEthernet 0/1)#(2protocol-tunnel gvrp enable
QTECH(config-if-GigabitEthernet 0/1)#exit
War 4. MobanbHO BKMoUnTE Npo3payHyto nepegadvy GVRP.
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QTECH(config)#(2protocol-tunnel gvrp

War 5: HacTtpownTte uplink-nopr.
QTECH(config)# interface gigabitEthernet 0/5
QTECH(config-if-GigabitEthernet 0/5)#switchport mode uplink

Mpoeangep | KoHdurypauusa MNMpoeangepa S2 aHanornyHa koHdurypaumm MNMposangepa S1
S2

MpoBepka e [IpoBepbTe NpaBuNbHOCTb KOHUrypaumm TyHHens GVRP PDU.

e [IpoBepbTe, NPaBUMBbHO NN HACTPOEH TYHHENbHbIM nopT. ObpaTute
BHMMaHuVe Ha criegyiollee:
1. Twn nopta — dotlg-tunnel.

2. VLAN c BHewHum Terom aBnsietca Native VLAN n gobaBnsietcs B CUCOK
VLAN TyHHenbHoro nopra.

3. MNopTtbl Ha PE B HanpaeneHuun uplink HacTpoeHs! kak nopTsl uplink

MpoBangep | 1. lNpoBepbTe NpaBUNbHOCTL KOHMUrypaummn TyHHena GVRP PDU.

St QTECH#show (2protocol-tunnel gvrp

L2protocol-tunnel: Gvrp Enable
L2protocol-tunnel destination mac address: 01d0.f800.0006
GigabitEthernet 0/1 (2protocol-tunnel gvrp enable

2. NpoBepbTe NpaBunbHOCTL KOHUrypaummn QinQ.
QTECH#show running-config
interface GigabitEthernet 0/1
switchport mode dotlg-tunnel
switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200
[2protocol-tunnel gvrp enable
!
interface GigabitEthernet 0/5

switchport mode uplink

MpoBangep | MNpoeepka y MNpoBaraepa S2 Takas xe, kak n y Npoeangepa S1
S2

9.4.3.7. PacnpocTpaHeHHble OWNOKKu

B cetn SP npospadHble agpeca nepefayn He HaCTpPOeHbl nocriegoBaTenbHO, YTO BAUSET Ha
nepegadvy kagpos GVRP PDU.
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9.5. MOHUTOPUHr

9.5.1. OumcTKa

NMPUMEYAHUE: BbinoOnHeHWe komMaHg clear MOXeT NPUBECTU K NOTepe XXM3HEHHO BaXKHOW
MHopMaumm n, Takum 06pasom, K npepbiBaHNO paboTbl Cryxo.

OnucaHue

KomaHpa

Ouniiaet cHeTUMKm noptos

clear gvrp statistics { interface-id | all }

9.5.2. OTOoGpaxeHue

OnucaHue

KomaHpa

OTtobpakaeT cHeTUMKM MOPTOB

show gvrp statistics { interface-id | all }

OtobpaxaeT Tekywmin ctatyc GVRP

show gvrp status

OtobpaxaeT KOHcpurypauuto

GVRP

TEeKyLLYyo

show gvrp configuration

OTtobpaxaeT MHOPMaUMIO O QYHKLMN
TyHHens GVRP PDU

show I2protocol-tunnel gvrp

9.5.3. OTnapka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BbiBOAE OTIago4HOMN MHGopmaumn. Noatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCMosib30BaHMS.

OnucaHue

KomaHga

BknitoyaeT otnagky cobbitua GVRP

debug gvrp event

BknitoyaeT otnagky Tanmepa GVRP

debug gvrp timer
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10. HACTPOUKA LLDP
10.1. O630p

MpoTokon o6HapyxeHus kaHanbHoro ypoBHs (LLDP), onpegeneHHbin B cTangapte |EEE
802.1AB, wucnonb3dyeTca Ans O6GHapyXeHust TOMOSMOTMW W BbISIBIEHUSA  TOMOSOrMYECKUX
n3ameHeHui. LLDP mnHkancynupyeT nokanbHyt MHopmaumio 06 ycTponcTBe B OM0KM SaHHbIX
LLDP (LLDPDU) B dchopmate Ttun/anuHa/aHadveHne (TLV), a 3atem otnpasnsetr LLDPDU
cocegam. OH Takke xpaHut LLDPDU ot cocefen B 6ase ynpasnsiowen nHgpopmauyum (MIB),
4yTO6bI K HAM MOrfna obpawaTscs cuctema ynpasneHns cetbio (NMS).

C nomowibto LLDP NMS MoxeT y3HaTb O TOMOMOrMM, Hanpumep, Kakue nopTbl YCTPOWCTBa
NOOKIMHOYEHbI K APYIMM YCTPONCTBAM M ABNSAOTCS NN CKOPOCTU U AyNIIEKCHbIE PEXUMbI Ha 060MX
KOHUAX KaHana nocregoBaTenbHbIMU. AOMUHUCTPATOPbl MOrYT ObICTPO OBHapyXuUTb W
YCTPaHWUTbL HEUCNPAaBHOCTb Ha OCHOBE MHbopMaLuni.

QTECH LLDP-coBmecTMMOE YCTPONCTBO CNOCOOHO 0OHapyXuTb coceaen, Koraa peer asnseTcs
OLHUM 13 CrieayoLmnX:

e YcTponcTBo, coBmectumoe ¢ QTECH LLDP.

e YcTtpouctBo Endpoint, koTopoe cooTBeTcTByeT cTaHgapTy Link Layer Discovery
Protocol-Media Endpoint Discovery (LLDP-MED).

10.1.1. NMpoToKosbl U cTaHAAPTDbI

e |EEE 802.1AB 2005: o6Hapy>XeHne BO3MOXXHOCTM MNOAKIOYEHUS yNpaBreHnst 4OCTYNOM
K CTaHUMsM 1 cpedam

e ANSI/TIA-1057: npoTokon OOHapyXeHUsi KaHanbHOTO YPOBHA [OS1I1 OKOHEYHbIX
Megua-yCcTponuCTB

10.2. NMpunoxeHun

MpunoxeHue OnucaHue

OT1obpakeHne ToNoaornm Heckonbko kommyTtaTopoB, YyctponctBo MED wu  NMS
pa3BepPHYTbI B TOMOSIOrMN CETU

MpoBegeHve obHapyxeHnus  [Ba KOMMyTatopa MOAKMOYEHbI HampsMmyl, u  Oyaer
oLnbokK oToOpaxaTbca HenpaBuribHasa KoOHUrypaums

10.2.1. OToGpaxxeHme ToNONOrum

10.2.1.1. CueHapuu

Heckonbko kommyTaTopoB, ycTponctso MED 1 NMS pasBepHyTbl B TONOSIOrMN CETU.

Kak nokaszaHo Ha crnegywowem PucyHke, dyHkuma LLDP BkniodeHa nNo ymonyaHuio, wu
AOMONHUTENbHaA HacTporka He TpebyeTcs.

e KommyTatop A 1 kommyTaTop B 0GHapyxMBatoT, YTO OHU SBASIOTCSH COCEaAMM.

e KommyTtatop A obHapyxumBaeT coceagHee MED-ycTponcTBo, TO ecTb IP-TenedoH, yepes
nopt GigabitEthernet 0/1.

e NMS obpaiaetcs kK MIB kommyTaTtopa A.
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Switch A

Gl oM

@ Switch B

PucyHok 10-1.

IP-Phone

KommyTtatop A, KommyTaTop B u IP-tenedoH nogaepxnsatot LLDP n LLDP-MED.

LLDP Ha nopTax kommyTaTopa paboTaeT B pexume TxXRX.

Wutepean nepegaun no npotokony LLDP coctasnsaet 30 cekyHa, a 3agepxka nepegadu no
YMOSYaHMIO COCTaBNSET 2 CeKyHAbl.

10.2.1.2. PasBepTbiBaHue

e 3anyctute LLDP Ha kommyTaTope, 4Tobbl peanu3oBaTb 06HapyxeHue coceaen.

e 3anyctute npocTon npoTokon ynpasneHus ceTblo (SNMP) Ha kommyTatope, 4TobbI
NMS nonyyana un ycTaHaBnuBana uHGoOpMaumio, oTHocawycsa kK LLDP, Ha
KOMMyTaTope.

10.2.2. NMpoBeaeHne o6HapyXeHUs oWNOOK

10.2.2.1. CueHapun

[lBa kommyTaTtopa noAKMYeHbl Hanpsamyw, U OygeT oTobpaxaTbCa HenpaBuibHas
KOHourypaums.

Kak nokasaHo Ha crneaytowem PucyHke, dyHkumst LLDP n doyHkumnsa obHapyxeHus owmbok LLDP
BKJIFOYEHbI MO YMOSYaHWIO, 1 AONONHUTENbHAsH HACTPOka He TpebyeTcs.

Mocne Toro kak Bbl HACTPOUTE BMPTYanbHyo nokanbHyo ceTb (VLAN), CKOPpOCTb NopTa 1 pexum
aynrekca, arperaumio KaHarmoB WM MakcMManbHy eguHuuy nepegadn (MTU) nopTa Ha
KommyTaTope A, byaeT BbigaHoO coobLiueHne 06 owmnbke, ecnm KoHUrypauus He COOTBETCTBYET
KOHUrypauum Ha kommyTtaTtope B, n HaobopoT.

Switch A Switch B

@Gi 1 Gi 01 @

PucyHok 10-2.

KommyTaTtop A n KommyTtatop B nogaepxusatoT LLDP.

LLDP Ha nopTax kommyTaTopa paboTaeT B pexume TxRX.

MHTepBan nepenaun no npotokony LLDP coctaBnaeT 30 cekyHA, a 3afepxka nepegadum no
YMOJTHaHMIO COCTaBnNseT 2 CEeKyHAbI.

10.2.2.2. Pa3BepTbiBaHue

3anyctute LLDP Ha kommyTaTope, 4Tobbl peanu3oBaTb OOHapyxeHne cocegen n obHapyxuTb
HencnpaBHOCTb kaHana.
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10.3. ®DyHKUUMU

10.3.1. ba3oBkle onpeaeneHns

LLDPDU

LLDPDU — 310 6nok AaHHbIX NPOTOKONa, MHKaNCynuMpoBaHHbii B nakeT LLDP. Kaxgbin
LLDPDU npegcrtaBnset coborn nocnegoBatenbHOCTb CTPYKTyp TLV. Konnekuusa TLV coctouT
n3 Tpex obsasatenbHbix TLV, psaga HeobasatenbHblx TLV 1 ogHoro End Of TLV. Ha cnegytowem
PucyHke nokasaH copmat LLDPDU.

Chassis |ID] Port ID Timea To | Optional . Cptional End Of
TLY TLW Live TLW LY TLY LLOPDU TLY

M M M M
PucyHok 10-3. ®dopmat LLDPDU

Ha npegbigywem PucyHke:

e M ykasbiBaeT obs3aTenbHbIN TLV.

e B LLDPDU TLV ugeHtndmkaTopa wacecn (Chassis ID), TLV ngeHTumkatopa nopta
(Port ID), TLV BpemeHn xmn3Hu (Time To Live) n End Of LLDPDU TLV saenstoTcs
obsasatenbHbIMK, @ TLV gpyrnx TLV asnsawTca HeobA3aTernbHbIMU.

®dopmaTt nHkancynauum LLDP

MakeTol LLDP moryT 6bITb MHKancynuMpoBaHbl B ABYyX ¢hopmaTax: Ethernet Il n npoTokonbl
poctyna k nogcetn (SNAP).

Ha cnegyowem PucyHke nokasaH dopmaTt naketoB LLDP, vHkancynnpoBaHHbIX B hopmaTte
Ethernet II.

Destination Sourca
Address Address

Ethertype LLDPDLU FCS

PucyHok 10-4. dopmat Ethernet

Ha npeablgyiem PucyHke:
e Agpec HasHauyeHus (Destination Address): ykasbiBaeT MAC-agpec HasHaudeHus,
KoTopbIn aBnsieTcsa multicast-agpecom LLDP 01-80-C2-00-00-0OE.

e VcxogHbn agpec (Source Address): ykasbiBaeT mcxogHbin MAC-agpec, KOTOpbIN
sasndeTcsa MAC-agpecom nopra.

o Ethertype: ykasbiBaeT Tnn Ethernet, kotTopbin paBeH 0x88CC.
e LLDPDU: yka3biBaeT 6510k gaHHbIX npoTokona LLDP.
o FCS: ykasbiBaeT nocnegnoBaTenibHOCTb NPOBEPKUN Kaapa.
Ha PucyHke Hvxke nokasaH popmat naketoB LLDP, nHkancynupoBaHHbIX B hopmate SNAP.

Destination Source SHAP-encoded LLBEDL FCo
Address Address Ethertype

PucyHok 10-5. ®opmat SNAP

Ha npegbigywem PucyHke:

e Agpec HasHayeHnus (Destination Address): ykasbiBaeT MAC-agpec HasHaveHus,
KoTopbI aBnsieTca multicast-agpecom LLDP 01-80-C2-00-00-0E.

e WcxogHbin agpec (Source Address): ykasbiBaeT ucxogHbii MAC-agpec, KOTOpbIn
asnsetca MAC-agpecom nopra.
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e SNAP-encoded Ethertype: ykasbiBaeT T1n Ethernet nHkancynauun SNMP, To ectb AA-
AA-03-00-00-00-88-CC.
e LLDPDU: ykasbiBaeT 6rok AaHHbIX npoTokona LLDP.

e FCS: ykasblBaeT nocregoBaTenbHOCTbL NPOBEPKU Kaapa.

TLV

TLV, nHkancynmpoBaHHsle B LLDPDU, MOXHO pa3genuTb Ha ABa Tuna:

e basosble TLV ynpaeneHus

e  CneunduyHble TLV opraHnsauuni

basoBble TLV ynpaBneHusa npenctaBnsioT cobon Habop 6asoBbix TLV, mMcnonb3yembix Ans
ynpaeneHna cetblo. Cneuucpmnunble TLV opraHusaumin  onpegensaiTcs cTaHdapTHbIMU

opraHusaumsiMn 1 ApYrMMn - yYpexxaeHusimu,

Hanpumep,

opraHusauus

IEEE 802.1 wun

opraHunsaums IEEE 802.3 onpenenaoT cBom coOCTBEHHbIE Konnekuun TLV.

BazoBble TLV ynpaBneHus

Basosas konnekums TLV gna ynpasneHns coCTouT n3 AByX TMnoB TLV: obsa3atenbHbix TLV u
Heoba3aTenbHbIX TLV. Ob6s3atenbHbii TLV gomkeH cogepxatbea B LLDPDU anga obbsasneHus,
a HeobsizaTenbHbIN TLV coaepXuTcst BeIBOPOYHO.

B cnepytowen Tabnuue onncaHebl 6asosble TLV ynpasneHus.

Tun TLV

OnucaHue

Obsa3aTenbHbIN/
HeoOsA3aTenbHbIV

End Of LLDPDU TLV

YkasblBaeT okoH4yaHne LLDPDU, cogepxut
JBa banTta

Ob6sasaTenbHbIN

TLV wngeHTudmkaTopa
wacen (Chassis ID
TLV)

WoeHTnnumnpyeT yCTPOUCTBO C
MAC-agpecom

Ob6sasaTenbHbIn

TLV wngeHTudukaTopa
nopta (Port ID TLV)

NoeHtndpmumnpyet
LLDPDU

nopT, OTApPaBNAOLLMIA

OnunoHanbHbIN

TLV BpemMeHn XWN3HU
(Time To Live)

YkasbiBaeT Bpems u3Hum (TTL) nokanbHOM
nHdopmaumn o cocefe. Korga ycTpoucTBO
nonyyaet TLV, cogepxawun TTL 0, oOHO
yaanseTt nHdopmaumio o0 coceasax

Ob6sa3aTenbHbIN

TLV onucaHna noprta
(Port Description)

YkasblBaeT geckpunTop nopTa,
otnpasnstowero LLDPDU

HeobasatenbHbIN

TLV wumeHn cuctemsbl
(System Name)

OnuvcbiBaeT UMsi yCTponcTBa

HeobsasatenbHbIN

TLV
CUCTEMBI
Description)

onucaHuns
(System

YKkasblBaeT onvcaHue yCcTpOWCTBa, BKMNoYas
BEPCUIO obopyaoBaHus, BEPCUIO
nporpaMmMHoro obecne4yeHuns n MHPOPMaLMO
00 onepaumoHHol cnucteme

HeobasatenbHbIN
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Tun TLV OnucaHue Obsa3aTenbHbIN/
HeobA3aTenbHbIN

TLV BO3mMoXxHocTen = OnucbiBaeT OCHOBHbIE DYHKUMKM yCTponcTBa, = Heoba3aTenbHbIN

cucTembl (System | Takme Kak (PyHKUMM MOCTa, MapLupyTM3aLmm

Capabilities) n relay

TLV agpeca | YkasbiBaeT agpec ynpasneHusi, KoTopbin | HeobasaTenbHbin
ynpasneHuns COOEPXUT mnaeHTUdukaTop WMHTEepdenca wu

(Management Address) | ngeHtudukatop obbekra (OID)

NMPUMEYAHUE: kommyTaTtopbl QTECH, coBmectumble ¢ LLDP, nogaepxusatoT o0baBneHne
6asoBoro TLV ynpaBneHus.

Cneuundmynblie TLV opraHusauum

PaanunyHble opraHmsaumu, Takme kak IEEE 802.1, IEEE 802.3, IETF 1 nocTaBLUMKM YCTPOUCTB,
onpegensaoT onpegenerHHslie TLV ana o6baBneHnsa KOHKpeTHON nHpopmMaummn o6 yCcTponcTeax.
NMone opraHM3auUMOHHOIro YHWKanbHOro uaeHTudukatopa (OUl) B TLV wucnonbsyetcs Ans
pasnuyeHns pasnuyHbIX OpraHu3aumn.

e CneunduyHble TLV opraHusaumin  aBnsoTca  HeobasaTernbHbIMM U BbIBOPOYHO
obbasnatoTca B LLDPDU. B HacTosilwee BpeMs CylecTBYeT Tpu Tuna obLenpuHATBLIX
TLV ANs KOHKPeTHbIX opraHu3auun: TLV ana koHKpeTHbIX opraHusdaumi |IEEE 802.1,
TLV ans KOHKpeTHbIX opraHu3auui IEEE 802.3 n TLV gns LLDP-MED.

B cnepytowen Tabnuue onuckiBarotcs TLV onst KOHKpeTHbIX opraHmnsaunin IEEE 802.1.

Tun TLV OnucaHue

TLV ngentngpukatopa VLAN nopta YkasbiBaeT ngeHtngukatop VLAN nopta

TLV nopta wn wgeHtndpukatopa Protocol | YkasbiBaeT mgeHTudpmkatop Protocol VLAN

VLAN nopra

TLV nmenn VLAN YkasbiBaeT umsa VLAN nopTta

TLV ngeHtngukaumm npoTokona YKkasblBaeT TMM NpoToKona, NogaepxnsaemMbin
nopTOM

NMPUMEYAHUE: kommyTtatopbl QTECH, coBmectumble ¢ LLDP, He oTnpasnsiotr TLV
naeHTudKrKkaumMm NpoToKona, Ho nosny4yarT 3ToT TLV.

IEEE 802.3 CneundunyHbie TLV opraHnsaummn
B cnenytowen Tabnuue onuckiBarotcs TLV onst KOHKpeTHbIX opraHmnsaunin IEEE 802.3.

Tun TLV OnucaHue

KoHdpurypauua MAC/PHY//CtaTtyc TLV YKkasbiBaeT CKOPOCTb W LYMMAEKCHbIA PEXNM
nopTa, a Takke HEOOXOAMMOCTb MOAAEPXKKN U
BKJTIOYEHWSI aBTOCOracoBaHUs
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Tun TLV OnucaHue
TLV nuTtaHus Yepes MDI YKasblBaeT MOLLHOCTb WCTOYMHUKA MUTaHUS
nopTta
TLV arperaumm kaHanos YKkasblBaeT eMKOCTb arperawmm kaHanoB nopTta

N TeKylee COCTodaHne arperaumn

TLV makcumanbHoOro pasmepa kagpa YKka3biBaeT MaKCMMarbHbIN pa3Mep Kagpa,
nepegaBaemMoro nopTom

NMPUMEYAHMUE: ycTtponctea, coBmectumble ¢ QTECH LLDP, nogaepxwusatoT obbsaBneHue
TLV, cneundunyHbix ans opraHnsauumn IEEE 802.3.

LLDP-MED TLV

LLDP-MED — 310 pacwupeHme LLDP Ha ocHoBe IEEE 802.1AB LLDP. 3710 nossonseT
nonb3oBartensaMm ynobHo passepTbiBatb ceTb Voice Over IP (VolP) u obBHapyxuBatb
HencnpasHocTU. OH NpefocTaBnsAeT MPUMOXEHUs, BKMOYas MOMIMTUKM KOHUrypaumm cetw,
obHapyxeHne ycTpoucTB, YynpasneHne POE un ynpaeneHwe pecypcamu, oOTBevarwollme
TpeboBaHMAM HU3KOM CTOMMOCTU, 3PAEKTUBHOIO yNpaBrneHns 1 NpoCTOTbl pa3BepTbiBaAHUS.

B cnepytowen tabnuue onucanbl TLV LLDP-MED.

Tun TLV OnucaHue

TLV Bo3amoxHocTten LLDP- | YkasbiBaetr tvn TLV LLDP-MED, uvHkancynupoBaHHbIN B
MED LLDPDU, wn tn yctponctBa (yCTPOWCTBO CETEBOIO
NOAOKMIOYEHNS UMM OKOHEYHOe YCTPOWCTBO), a TaKke
HeobxogumocTb nogaepxkn LLDP-MED

TLV ceTeBOM NONAUTUKM Ob6bsaensaer KOHMrypaumo nopToB VLAN,
NOAAEPKUBAIOLLYID TUM MNPUMOXEHWUS (Hanpumep, Ycnyru
nepegayv ronoca unm Buaeo) u HPopmaumio o npuopuTeTe
YPOBHS 2

TLV ngeHtnpukauymnm HaxoguT 1 ngeHtndumumpyet OKOHeYHOE YCTPOMNCTBO
MECTOMNONOXEHNS

PacwupeHHbin TLV nutaHus | ObecneymBaeT Gonee NpoaBMHYTOE yNpaBrieHNe MMTaHUEM
yepes MDI

O6opynoBaHne — TLV YkasblBaeT annapaTHyto Bepcuto yctporictea MED
annapaTHOW Bepcun

O6opynoBaHne — TLV YkasbiBaeT Bepcuio npowmnekmn yctponctesa MED
BEPCUU NPOLLNBKMN
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Tun TLV OnucaHue
O6opynoBaHne — TLV YkasbiBaeT BEPCUIO nporpaMmMHoOro obecneyeHus
Bepcun NporpamMmmMHoOro yctporctea MED
obecneyeHus
O6opynoBaHne — TLV YkasblBaeT cepunHbln Homep yctponctea MED

CepurHoro Homepa

O6opynoBaHue — TLV Yka3blBaeT Ha3BaHWe npoussoanTens yctpoictea MED
Has3BaHWsA NpoM3BoaANTENS

O6opynosaHue — TLV YkasbiBaeT ums moayns ycrponctea MED
Ha3BaHWA Mogenu

O6opynoBaHue — TLV YkasbiBaeT uaeHTUdukatop obwvekrta yctpownctea MED,
ngeHTndmkaTop obbekta ncnonb3yembli ans ynpasneHus pecypcamu n
OTCrneXxuBaHNs 00BHLEKTOB

NPUMEYAHMUE: LLDP-coBmecTumMmble ycTponctBa QTECH nogaepxusaioT obbsasneHne TLV
LLDP-MED.

10.3.2. O630p

OcobeHHOCTbL OnucaHue

Pexum paboTbl | HacTpamBaeT pexum nepenaym n npuema naketos LLDP
LLDP

MexaHnam Mo3BonsieT HanpsaMyl MNOOKIOYEHHBIM YCTPOMCTBAM, COBMECTUMbIM C
nepegayn LLDP | LLDP, otnpaenaTtb naketwbl LLDP peer’y

MexaHnam Mo3BonsieT HanpsaMyl MNOAKOYEHHBIM YCTPOMCTBAM, COBMECTUMbIM C
npvema LLDP LLDP, nonyyatb naketbl LLDP oT peera

10.3.3. Pexxum pabotbl LLDP

Hactponte pabounn pexum LLDP, 4ToObI yka3aTb pexmnm nepegaym n npuema naketos LLDP.

10.3.3.1. NMpuHUKMN paboTbl
LLDP oGecneunBaet Tpu pexunma paboThl:

o TxRx: nepegaet v npuHnmaet LLDPDU.
¢  Rx Only: npuHumaeT Tonbko LLDPDU.
e  Tx Only: nepenatotca Tonbko LLDPDU.

Mpn nameHeHun pexxuma pabotel LLDP nopT nHMumManmampyeT npoTtokon state machine. Bbl
MOXEeTe YCTaHOBUTb 3adepXKKy MHUumanusaumm nopta, 4tobbl NpefoTBpaTUTb MOBTOPHYHO
MHULManM3aumio nopTa n3-3a 4acTbiX UBMEHEHUI pexnma paboTsl LLDP.
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10.3.3.2. CBsAA3aHHaA KoHduUrypaums

Hactpouka pexnma pabotbl LLDP
Pexum paboTbl LLDP no ymonyanuio — TXRX.
Bbl moxeTe 3anyctuTtb komaHay lldp mode, 4Tobbl HacTpouTb pexum paboTel LLDP.

Ecnu yctaHoBneH pexum paboTbl TXRX, yCTPONCTBO MOXET Kak nepefaBaTtb, Tak U NpMHUMATb
nakeTbl LLDP. Ecnu gnsa pexuma paboTbl yCTaHOBNEHO 3Ha4YeHne Rx Only, yCTPOMCTBO MOXET
NpUHMMaTb TONbKo NakeTbl LLDP. Ecnn yctaHoBneH pexunm paboTbl Tx Only, yCTPOMCTBO MOXET
nepegaBaTb ToNbko nakeTbl LLDP. Ecnu pabounin pexmm OTKMOYEH, YCTPOMCTBO HE MOXET
nepenasaTb UNKU NpuHUmMmaThb LLDP-nakeThl.

10.3.4. MexaHusm nepegauu LLDP

MakeTbl LLDP uHdhopmupytoT peer'sl 06 ux cocegax. Korga pexum nepegayv LLDP oTmeHeH
Unu OTKIOYEH, nakeTbl LLDP He moryT 6bITh NepegaHbl coceasam.

10.3.4.1. NMpuHUUN paboTbl

LLDP nepuoanyeckun nepenaet naketol LLDP npu pabote B pexume TxXRx unu Tx Only. MNpu
N3MEeHeHUM WHpopMaumMm o rokanbHom yctpouctBe LLDP HemeaneHHo nepepaet
LLDP-nakeTbl. Bbl MOXeTe HacTpouTb Bpems 3agepxku, 4Tobbl nsbexatb yacton nepenadv
naketoB LLDP, BbI3BaHHbIX YaCTbIMU U3MEHEHUSMM FTOKaNbHON MHopMaLMu.

LLDP npepocrtaBnseT ABa Tuna nakeTos:
e CrangapTHbin nakeT LLDP, koTopbli coaepXuT uHpopmaumio o6 ynpasneHun u
KOHdoUrypaumm fokansHOro yCTponcTea.

e  Shutdown-nakeT: korga pexum pabotel LLDP oTKNHYEeH unv NopT BbIKIKOYEH, OyayT
nepenaBaTbcsa naketbl Shutdown LLDP. MakeT Shutdown coctomTt na Chassis ID TLV,
Port ID TLV, Time To Live TLV u End OF LLDP TLV. TTL B Time to Live TLV paBeH 0.
Korga yctponcTteo nonyyaeT nakeT LLDP Shutdown, oHO cumTaet uHdopmaumio o
cocefie HelenCcTBUTENBLHOW M HEMEANEHHO yaanseT ee.
Korga pabouunn pexxum LLDP nameHsietcs c disabled nnu Rx Ha TXRX unun Tx, nnu, korga LLDP
obHapyxunBaeT HOBOro cocefa (T. €. YCTPOWCTBO nosydaeT HoBbIn nakeT LLDP, a uHdopmaums
0 cocefie He COXpaHsieTCsl NNoKanbHO), 3anyckaeTcsl MexaHu3M ObICTpoK nepedaym, 4Tobbl coceq
OblcTpo y3Han uHdopmaumo 06 ycTtponctee. MexaHnam ObICTpon nepedayvnM no3BosndeT
YCTPOWCTBY NepedaBaTb HECKONbKO nakeToB LLDP ¢ nHtepsanom B 1 cekyHay.

10.3.4.2. CBA3aHHaA KOHduUrypaums
HacTtpouka pexunma pabotbl LLDP
Pexum paboTtbl no ymonyaHuio — TXRX.

3anyctute komaHay lldp mode txrx unm lldp mode tx, 4Tobbl BKIIOUNTL YHKLUMIO Nepeaaydn
naketoB LLDP. 3anyctute komangy lldp mode rx mnm no lldp mode, 4ToGbl OTKMOUMTL
dyHKUMIo nepegaym naketos LLDP.

Yrtobbl BKNoUMTb Npmnem naketoB LLDP, ycTtaHoBuTE pexnm paboTbl TXRX unn Rx Only. Ecnu
Ansa pexvma paboTbl yCTaHOBNEHO 3HaveHne Rx Only, yCTPOMCTBO MOXET NPUHUMAThL TONbKO
naketbl LLDP.

Hactpowka 3apepxku nepegaum LLDP
3agepxka nepegayun LLDP no ymonyaHuto coctaBnsieT 2 CeKyHAbl.
3anyctute komangy lldp timer tx-delay, 4To6bl M3MeHUTb 3agepxKy nepegayn LLDP.
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Ecnu ons 3agepku yCTaHOBMEHO OYEHb ManeHbKoe 3HayeHue, YacTasi CMeHa oKaribHOWM
NHOpMaLMKN BbI3OBET YacTylo nepepadvy naketoB LLDP. Ecnu gns 3agepXku yCTaHOBMEHO
oYeHb Gonbluoe 3HayeHue, nakeT LLDP He moxeT ObiTb nepegaH, Aaxe ecnv nokanbHasi
NHOpMaLMSA U3MEHEHA.

HacTpounka uHtepBana nepegauu LLDP
WHTepsan nepenaym LLDP no ymonyanuio coctaensaet 30 cekyHa.
3anyctute komanay lldp timer tx-interval, 4yToObl U3MeHUTbL MHTEpPBaN nepegayn LLDP.

Ecnu MHTEepesasq YCTaHOB/IEH Ha O4YeHb MalrieHbkoe 3Ha4YeHue, nMnakeTbl LLDP MOryT
nepenaBaTbCA 4acTo. Ecnu ans MHTEepBana 3agaHo O4YeHb 6onbLuoe 3Ha4yeHune, peer MoxeT He
O6Hapy)KI/1Tb JoKanbHoe yCTpOVICTBO BOBpeMA.

HacTtpounka TLV gna o6baBneHus

Mo ymonuyaHuio uHTEepdency paspelleHo obbaBnsaTb TLV Bcex TunoB, Kpome Location
Identification TLV.

3anyctuTte komaHay lldp tlv-enable, 4tobbl M3MeHUTL 06BbABNAEMble TLV.
Hactpouka cyeTtyuka 6bicTpoun nepeaaum LLDP
Mo ymonuaHuio BbicTpo nepegatoTcsa Tpy naketa LLDP.

3anyctute komangy lldp fast-count, 4ToObl M3MEHUTb KONMMYECTBO OLICTPO MNepedaBaeMbIX
naketos LLDP.

10.3.5. MexaHu3sm npuema LLDP

YCTpONCTBO MOXET 0OHapyXnTb cocefa v onpenenntb, cnegyet nm coctapuTb MHGOPMaLnio O
cocefie B COOTBETCTBMU C NOSTlyd4eHHbIMU naketamu LLDP.

10.3.5.1. NMpuHUMN paboTbl

YcTponcTeo MoxeT nonyyaTb naketol LLDP npu pabote B pexume TXRx nnm Rx Only. MNocne
nonyyeHuns naketa LLDP yCTpONCTBO BbINOSTHAET NPOBEPKY OOCTOBEPHOCTU. [locne Toro, Kak
nakeT NpoxoauT NPOBEPKY, YCTPOMCTBO NPOBEPSET, COOAEPXUT N nakeT UHPOopMaLMIO O HOBOM
cocefle wunu O CyLWeCcTBYIOWEM cocefle, U coxpaHaeT MHOopMauuio O cocefe JoKanbHO.
YcTponcTtBo yctaHaBnmBaeT TTL nHdopmaumm o coceaax B COOTBETCTBUM CO 3Ha4yeHunem TTL
TLV B nakete. Ecnn 3HauyeHue TTL TLV paBHo 0, uHdopmaumsi o cocegsax HemenneHHO
ycTapeBaer.

10.3.5.2. CBA3aHHaA KoHduUrypaums
Hactpowka pexunma pabotbl LLDP
Pexum pabotbl LLDP no ymonyaHuto — TXRX.

3anyctute komaHgy lldp mode txrx wnm lldp mode rx, 4TobGbl BKNIOUNTE OYHKUMIO Npuema
naketoB LLDP. 3anyctute komaHay lldp mode tx wnm no lldp mode, 4ToGbI OTKMOYMTL
dyHKUMo Npnema naketos LLDP.

Yrtobbl BkNoUMTb Npmem naketoB LLDP, ycTtaHoBuTE pexmm paboTtbl TXRX nnn Rx Only. Ecnu
YCTaHOBIEH pexnM paboTbl Tx Only, yCTPONCTBO MOXET nepegaBaTb TONbKo naketol LLDP.
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10.4. Kondourypauusa

KoHdurypauus

OnucaHve n kKomaHaa

Hactporka dyHKLMK
LLDP

(OnuuoHanbHO) WMcnonb3yeTca A9 BKMOYEHUS UM OTKIOYEHUS
dyHkumn  LLDP B pexume rnobanbHoM KoHdurypaumm wnm
KOHpurypaumm nHtepdenca

Ildp enable BkntovaeT pyHkumo LLDP

no lldp enable OTkntovaeT dyHkumto LLDP

Hactporka pexuma
paboTtbl LLDP

(OnuunoHanbHO) Ncnonb3yeTca Ans HaCTPOnKK pexmma paboTtel LLDP

Ildp mode {rx | tx | txrx } HacTtpanBaeTt pexum paboThbl

LLDP

BbikntoyaeT
LLDP

no lldp mode pabounn  pexum

Hactpovka TLV ans
00bsaABNEHUs

(OnuuoHanbHo) OH ncnonb3yeTes A9 HAacTponkM obbaBnaembix TLV

lldp tlv-enable HacTtpauBaeTt TLV

obbsABNEeHus

ons

no lldp tlv-enable OTtmeHsieT TLV

HacTtpauBaeT agpec

(OnuuoHanbHO) Ucnonb3yeTca ans HacTPOMKM agpeca ynpaBreHus,

ynpasneHus ans | kotopbin 6ygeT o6baBnATeca B naketax LLDP

obbaBneHus
lldp management-address-tlv | HactpanBaeT agpec ynpaBneHus
[ip-address] onst o6bsaBneHns B naketax LLDP
no lldp management-address- | OTMeHsieT agpec ynpaBneHus
tlv

HacTtponka (OnuunoHanbHO) Ucnonb3yeTcs OAns HACTPOMKU KONMYECTBa ObICTPO

nepegasaemblx naketos LLDP

lldp fast-count value HacTtpanBaeT cuyeTuMk ObICTPbIX

nepegay LLDP

BoccTtaHaBnuBaeT 3HadeHue no
YMOMYaHUIO CcYeTYMKa ObICTPbIX
nepegay LLDP

no lldp fast-count

(@ orecy
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KoHdurypauus OnucaHue u KomaHaa
HacTtpownka (OnumoHanbHo) Wcnonb3yetcss AN HacTpoukn MHoxuTena TTL wn

MHOXuUTens TTL wu

MHTEepBasa nepenadu

WHTepBarna nepeaa4u

[ldp hold-multiplier value

HactpansaeT MHOXuTenb TTL

no lldp hold-multiplier BocctaHaBnuBaeT  MHOXuTEnNb
TTL no ymonyaHuio

[ldp timer tx-interval seconds HactpauBsaet WHTEepBan
nepenayn

no lldp timer tx-interval BoccraHaBnuBaeT WHTepBan

nepedayv no yMonyaHuio

HacTtpouka

(OnumoHanbHo) Wcnonb3dyeTca ANs HACTPOWMKU BPeMEHW 3afepXKu

ans nepegayun naketos LLDP

[ldp timer reinit-delay seconds | HactpauBaeTt 3a0epxKy
nepegayn
no lldp timer reinit-delay Boccranaenusaet 3aepxKy

nepegayun no ymonyaHuo

(OnuuoHanbHO) Ncnonb3yeTca Ans HacCTPOWKM BPEMEHM 3aLepPXKKu
ans namumanusauum LLDP Ha nio6om nHtepdence

[ldp timer reinit-delay seconds HacTtpauBaeTt 3a1epPXKKy
NHULManu3aumm
no lldp timer reinit-delay BoccranaBnusaet 3aepxKy

MHUUmnanmsaunm no ymosrv4aHuto

Hactporika dyHKUMK

Trap LLDP

(OnuunoHankbHo) McnonbayeTtcsa onst HacTponikn yHkuum LLDP Trap

Ildp notification remote-change
enable

BknovaeT dpyHkumo LLDP Trap

no lldp notification remote-
change enable

OtkntovaeT dyHkumto LLDP Trap

Ildp timer notification-interval

HactpaunBsaet
nepenaum LLDP Trap

WHTepBan

QTECH
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KoHdurypauus OnucaHue u KomaHaa
Hactponka dyHkuum | no  lldp timer notification- | BocctanaBnueaeT WUHTepBan
Trap LLDP interval nepegaunm LLDP  Trap no

YMONYaHUo
Hactpounka dyHkummn | (OnuuoHansHo)  WMcnonb3yetcs  Ans HacTpovkn  dyHKUUN
obHapyxeHus o6HapyxeHns owmnbok LLDP
ownbok LLDP
Ildp error-detect BkntovaeTt YHKLMIO

obHapyxxeHus owmbok LLDP

no lldp error-detect

OTtkniovaet dYHKUMIO
obHapyxxeHus owmbok LLDP

HacTtpovka dhopmara

nHkancynauum LLDP

(OnumoHanbHO)  Ucnonb3yeTcs AN HacTpowku  dhopmarta
nHkancynsaumm LLDP
Ildp encapsulation snap YcraHaBnueaeT dopmart

nHkancynsumm LLDP Ha SNAP

no lldp encapsulation snap

YcTaHaBnusaeTt dopmart
nHkancynaummn LLDP Ha Ethernet
Il

HacTtponka ceTteBou

nonutukm LLDP

(OnuuoHanbHO) Mcnonb3dyeTcs Ofd HAacTPOMKUM CETEBOW MOSTIUTUKM

LLDP

Ildp  network-policy
profile-num

profile

HacTpanBaeT ceTeByl0 NONUTUKY
LLDP

no lldp network-policy profile
profile-num

Ypanget
LLDP

CEeTEeBYD  MOJNUTUKY

HacTtpovika agpeca

Civic

(OnuuoHanbHo)
yCTponcTBa

Ncnonb3syeTcs

aons Hactporkm agpec  Civic

{ country | state | county | city |
division | neighborhood | street-
group | leading-street-dir |
trailing-street-suffix | street-
suffix | number | street-number-
suffix | landmark | additional-
locationinformation | name |
postal-code | building | unit |
floor | room | type-of-place |
postal-community-name | post-

HacTtpauBaeTt Civic

yCTpONCTBa

agpec

(@ orecy
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KoHdurypauus

OnucaHve n kKomaHAaa

office-box | additional-code }
ca-word

HacTtpoiika agpeca

Civic

no { country | state | county |
city | division | neighborhood |
street-group | leading-street-dir
| trailing-street-suffix | street-
suffix | number | street-number-
suffix | landmark | additional-
location-information | name |
postal-code | building | unit |
floor | room | type-of-place |
postal-community-name | post-
office-box | additional-code }
ca-word

YpanseT agpec Civic ycTponcTsa

HacTtponka Homepa

TenedoHa

3KCTPEHHOW Cny>Kobl

(OnumoHanbHO) Mcnonb3yeTcs A HACTPOMKM HOMepa 3KCTPEHHOWN

cnyx6bl ycTponcTBa

lldp location elin identifier id
elin-location tel-number

HacTpanBaeT aKCTpPEeHHbIN HoMep
TenegoHa ycTtponcTea

no lldp location elin identifier id

Yaoanaetr  9KCTPEHHbIN
TenedgoHa ycTponcTea

HomMep

HacTtporka dyHKLMK

UrHoOpMpoBaHUS
obHapyxeHus PVID

(OnuuoHanbHO) Wcnonb3yeTca Ansi MrHOPMPOBaHUSA OBHapyXeHUs

PVID

lldp ignore pvid-error-detect Bkntovaet dYyHKLMIO
WUrHOPUPOBaHUSA  OBHapyXeHus
PVID

no lldp ignore pvid-error-detect | OTknoyaeT dyHKLMIO
WUrHOPUPOBaHUSA  OBHapyXeHus
PVID

10.4.1. HacTtpownka cpyHkuum LLDP
10.4.1.1. 3docheKkT KOHhUrypaumum

BkritounTe unu otknounTe yHkumnio LLDP.

10.4.1.2. NMpumeyaHunsn

UTto6bl dhyHKUMs LLDP gencteoBana Ha uHtepgerice, Heobxoammo BKMOUNTb oyHKumo LLDP
rno6anbHO 1 Ha MHTepdgence.
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10.4.1.3. lWlarn HacTpoOUuKu

e  OnuuoHarnbHo.

e Hactponte dyHkumio LLDP B rmobanbHOM pexume unm B pexume KOoHurypaumm
UHTepdenca.

10.4.1.4. NMpoBepka
NMokasaTtb ctatyc LLDP
e [lpoBepbTe, BKNtoYeHa N pyHkuma LLDP B pexunme rnobansHon KOHGUrypaumm.
o [lpoBepbTe, BKNtoveHa nn pyHKkuna LLDP B pexume KoHpurypaumm nHtepgenca.
10.4.1.5. CBAA3aHHbIe KOMaHAbI

Bknro4yeHue ¢pyHkumum LLDP

KomaHga Ildp enable
KomaHgHbIn Pexunm rnobanbHon koHdurypauun/pexxum KoHdourypaumm nitepderica
pexum

Pykosoacteo no | dyHkuma LLDP BcTynaet B cuny Ha uHTepdence TOMNbKo nocrie ee
MCNOMb30BAHNIO | BKMIOYEHUS B pexume rrobanbHoM  KOHdUrypauum u  pexuvve
KOHUrypauum nHtepderica

OTtknro4veHue cpyHkuun LLDP

KomaHpa no lldp enable
KomaHaHbIn Pexunm rnobanbHon KoHdurypauumn/pexmm KoHdurypaummn nitepderica
pexum

10.4.1.6. NMpumep kKoHdUrypaumm
OTtknro4veHue cpyHkuum LLDP

Warun Otkntounte dyHkumio LLDP B pexxmnme rnobanbHom KoHurypauum
HaCTPONKK

QTECH(config)#no lldp enable

Mpoeepka | OToGpaxaeT rnobanbHbin ctatyc LLDP

QTECH(config)#show lldp status
Global status of LLDP: Disable

10.4.1.7. PacnpocTpaHeHHble OWNOKN

e Ecnu cpyHkuma LLDP BkntoveHa Ha nHtepdeince, HO OTKINIOYEHA B pexnme rnobanbHom
KOH(purypaumu, dyHkuma LLDP He gencTByeT Ha nHTepdeince.
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o I'IopT MOXeT y3HaTb MakCUMYM MATb cocenen.

o Ecnu cocen He nopgoepxvBaeT LLDP, HO MoOAKMYeH K YCTPOMCTBY C NOAOEPXKKOM
LLDP, nopT MOXeT Nonyuntb MHdopmMaumnio 06 yCTponcTee, KOTOPOE HE MOLKIHOYEHO K
NOpPTY HAaNPAMY, MOCKOJIbKY COCel MOXET nepeckiiatb naketol LLDP.

10.4.2. HacTtpouka pexuma pa6otbl LLDP
10.4.2.1. dphekT KOHbUrypauum

e Ecnu Bbl ycTaHoBUTE pexnm paboTbl LLDP Ha TxXRX, uHTEpdenc MoxeT nepegaBathb U
nony4yaTb NakeTbl.

e Ecnu Bbl yctaHoBuTe pexmm paboTtbl LLDP Ha TX, uHTEpdenc MoxeT TONbKo
nepegaBaTb NakeTbl, HO HE MOXET NPUHUMATbL NaKeThI.

o Ecnu Bbl ycTaHoBUTe pexxnm paboTbl LLDP Ha Rx, nHTepdenc MoXXeT TONbKOo nony4aTtb
nakeTbl, HO HE MOXeT nepefaBaTth NakeThl.

o Ecnu otknountb pexum pabotel LLDP, nHTepdenc He MOXET HU MpuHMMaTb, HU
nepenasaTb NakeTbl.

10.4.2.2. NMNpumeyaHus

LLDP pabGoTtaeT Ha dwuanyeckux noptax (nopTtax-ydactHukax AP pans nopTtoB AP).
CTtekmpoBaHHble nopTbl M NopTbl VSL He nogaepxusatoT LLDP.

10.4.2.3. lUarn HacTpouKu

e  OnuyuoHankeHo.

e YcraHoBute pabouni pexum LLDP Ha TX unm Rx no mepe He06X0aANMOCTM!.
10.4.2.4. NMNpoBepka
OTtobpaxxeHne nHgpopmaumm o ctatyce LLDP Ha nHTepdence.

e [lpoBepbTe, BCTYNMNA N1 KOHUrypauus B cuny.

10.4.2.5. CBAA3aHHbIe KOMaHAbI
Hactpowka pexunma pabotbl LLDP

KomaHga lldp mode {rx | tx | txrx }
Onuncanne rx: npuHumaeTt Tonbko LLDPDU.
napameTpoBs

tx: nepenaet Tonbko LLDPDU.
txrx: nepegaetT u npuHumaet LLDPDU

KomaHaHbIn Pexnm koHdurypaumm nutepdenca
peXunm

PykoBoacteBo no | Yto6el LLDP BcTynun B cuny ana uHtepdenca, obs3atensHo BKIIOYUTE
ncnonb3oBaHuio | LLDP rno6anbHo 1 yctaHoBuTe pexum paboTel LLDP Ha nHTepderice Ha
Tx, Rx unu TxRx
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OTknoveHue pexunma pabotsl LLDP

Komanpga no lldp mode
KomaHaHbIn Pexum koHdurypaunm nHtepderica
pexum

PykoBoacteo no

Mocne oTkntodeHus pexnma pabotbl LLDP Ha nHtepdgence nHtepdenc He
NCMoNb30BaHUIO | NepedaeT U He NpuHuMaeT nakeTobl LLDP

10.4.2.6. NMpumep KoHdUrypaumm

HacTtponka pexuma pa6otbl LLDP

HaCTPOMKK

Warn YctaHoBuTe pabounin pexxum LLDP Ha Tx B pexunme KoHdurypaummn nHrtepdernica

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp mode tx

Mpoeepka | OTOGpasuTe nHdopmaumm o ctatyce LLDP Ha nHTepderice

QTECH(config-if-GigabitEthernet 0/1)#show lldp status
gigabitethernet 0/1

Port [GigabitEthernet 0/1]

Port status of LLDP : Enable
Port state :UP

Port encapsulation : Ethernet Il
Operational mode : TxOnly
Notification enable :NO

Error detect enable :YES
Number of neighbors :0

Number of MED neighbors : 0

interface

10.4.3. HacTtpouka TLV gnsa o6baBneHus

10.4.3.1. 3dochekT KOHhUrypaumum

HacTtponTe T1n

obbsensiembix TLV, 4yTo6bl yka3aTe LLDPDU B naketax LLDP.

10.4.3.2. NMpumeyaHunsn

e Ecnu Bbl HacTpamBaeTe napameTp all ons TLV OCHOBHOro ynpasneHus, cneumuyHblxX
TLV opranmnsaumn IEEE 802.1 u cneuudmnyHbix TLV opranmsauumn IEEE 802.3,
o6bABNAOTCA BCe Heoba3aTenbHble TLV 9TuX TMNOB.

e Ecnu Bbl HacTpanBaeTe napameTp all gna TLV LLDP-MED, ob6bsasnawTca Bce TLV
LLDP-MED, kpome Location Identification TLV.
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Ecnu Bbl xoTnte Hactpoutb LLDP-MED Capability TLV, cHavana HacTtponte LLDP
802.3 MAC/PHY TLV; Ecnu Bbl xoTuTe oTMeHuUTb LLDP 802.3 MAC/PHY TLV, cHayana
oTMeHuTe LLDP-MED Capability TLV.

Ecnu Bbl xoTnte Hactpoute TLV LLDP-MED, HacTponTe LLDP-MED Capability TLV
nepepn Hactporkon gpyrmx tunos TLV LLDP-MED. Ecnu Bbl XxoTnte OTMeHUTb TLV
LLDP-MED, otmenute TLV Capability LLDP-MED nepen otmeHon TLV gpyrux Tunos
LLDP-MED. Ecnn ycTponcTBo nogkrnodeHo K IP-TenedoHy, KOTopbii nogaepxvsaeT
LLDP-MED, Bbl MmOxeTe HacTpouTb Network Policy TLV ana otnpaBku KoHpurypauum
nonuTuKK Ha IP-TenedoH.

Ecnu yctponcTBo nogaepxunsaeTt yHKumo DCBX no ymon4yaHuio, noptamMm yCTponcTea
Nno yMO4YaHuto He paspeLleHo 06baBnaThL cneumndudHble TLV opranHnsauunn IEEE 802.3
n TLV LLDP-MED.

10.4.3.3. lUarn HacTpouKu

e OnuuoHarnbHo.

e Hactponte Tun TLV gna o6baBneHunsa Ha nHrepdelice.

10.4.3.4. NMpoBepka

OTtobpasute koHpurypaumm TLV, koTopble ByayT 06baBneHbl Ha MHTepdence

e [lpoBepbTe, BCTynuma fv KOHUrypauus B cuny.

10.4.3.5. CBA3aHHbIe KOMaHAbI

HacTtponka TLV gna o6baBneHus

KomaHga lldp tlv-enable { basic-tlv { all | port-description | system-capability |
system-description | system-name } |dotl-tlv { all | port-vlan-id |
protocol-vlan-id [ vlan-id ] | vlan-name [ vlan-id ] } |dot3-tlv { all | link-
aggregation | mac-physic | max-frame-size | power } | med-tlv { all |
capability | inventory | location { civic-location | elin } identifier id |
network-policy profile [ profile-num ] | power-over-ethernet } }

Onuncanne basic-tlv: ykasbiBaeT TLV OCHOBHOMO ynpasreHus.

napameTpoB

port-description: ykasbiBaeT TLV onucaHus nopTa.
system-capability: ykasbiBaeT TLV CcMCTEMHBLIX BO3MOXHOCTEN.
system-description: ykasbiBaeT TLV onvMcaHns cuctemsl.
system-name: ykasbiBaeT TLV UMeHu cuctemsl.

dotl-tlv: ykasbiBaeT cneumduydHble TLV opraHusauunu IEEE 802.1.
port-vlan-id: ykaseiBaeT TLV ngeHtndukaropa nopta VLAN.

protocol-vlan-id: ykasbiBaeT TLV wngeHTudumkatopa VLAN noprta wu
npoTokona.

vlan-id: ykasbiBaet TLV ugeHtudpukatopa VLAN nopta v npotokona B
ananasoHe ot 1 go 4094.

vlan-name: ykasbiBaeT TLV nmenun VLAN.
vlan-id: ykasbiBaeT umsa VLAN B gnanasoHe ot 1 go 4094.
dot3-tlv: ykasbiBaeT cneumndunyHble TLV oprannsauum IEEE 802.3.
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link-aggregation: ykasbiBaeT TLV arperauum kaHasnos.
mac-physic: ykasbisaeT TLV koHdpurypaummn/coctosHus MAC/PHY.
max-frame-size: ykasbiBaeT TLV MakcumarnbHOro pasvepa kagpa.
power: yka3sbiBaeT TLV nutaHua yepes MDI.

med-tlv: ykasbiBaeT LLDP MED TLV.

capability: ykasbiBaeT TLV Bo3MOXxHocTen LLDP-MED.

inventory: ykasbiBaeT TLV ynpaBneHusid pecypcamun, KOTOPbIN COAEPXKUT
BEpCUIO annapaTHoro obecnedeHusi, Bepcuio BcTpoeHHoro 10O, Bepcuto
nporpammHoro obecneyveHusi, SN, HasBaHue NPOM3BOOUTENS, Ha3BaHWE
Moayns n naeHtTudukaTop odbekTa.

location: ykasbiBaeT TLV ngeHTudmkaumm mMectononoxXeHus.

civic-location: ykasbiBaeT umHpopmauuio o6 agpece Ccivic M MOYTOBYHO
MHdopMaLmIO.

elin: ykasbiBaeT HOMep TenegoHa aKCTPEHHON CIyXObl.

id: ykasblBaeT ngeHtudukaTop nonnTukm B guanasoHe ot 1 go 1024.
network-policy: ykasbiBaeT TLV ceTeBOM NONUTUKMN.

profile-num: ykasbiBaeT TLV ceTeBon nonutukn B gnanasoHe ot 1 o 1024.
power-over-ethernet: ykasbiBaeT paclumpeHHbin TLV nutaHusa Yyepes MDI

KomaHgHbIn Pexunm koHdurypaumm nHtepdenca
pexunm
OtmeHa TLV

KomaHga no lldp tlv-enable {basic-tlv { all | port-description | system-capability |
system-description | system-name } | dotl-tlv { all | port-vlan-id |
protocol-vlan-id | vlan-name } | dot3-tlv { all | link-aggregation | mac-
physic | max-frame-size | power } | med-tlv { all | capability | inventory
| location { civic-location | elin } identifier id | network-policy profile [
profile-num ] | power-over-ethernet } }

Onuncanne basic-tlv: ykasbiBaeT TLV OCHOBHOrIO ynpasreHus.

napameTpoBs

port-description: ykasbiBaeT TLV onucaHus nopta.
system-capability: ykasbiBaeT TLV cMCTEMHbLIX BO3MOXHOCTEN.
system-description: ykasbiBaeT TLV onMcaHnsa cuctemsl.
system-name: ykasbiBaeT TLV UMeHu cuctemsl.

dotl-tlv: ykasbiBaeT cneunduydHble TLV opraHusauunmn IEEE 802.1.
port-vlan-id: ykasbiBaet TLV ngeHtngpukatopa nopta VLAN.

protocol-vlan-id: ykasbiBaetr TLV wugeHtudumkatopa VLAN nopta wu
npoTokona.

vlan-name: ykasbiBaeT TLV nmenun VLAN.
dot3-tlv: ykasbiBaeT cneundunyHble TLV opraHnsauumn IEEE 802.3.
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link-aggregation: ykasbiBaeT TLV arperauum kaHasnos.
mac-physic: ykasbisaeT TLV koHdpurypaummn/coctosHus MAC/PHY.
max-frame-size: ykasbiBaeT TLV MakcumarnbHOro pasvepa kagpa.
power: yka3sbiBaeT TLV nutanunsa yepes MDI.

med-tlv: ykasbiBaeT LLDP MED TLV.

capability: ykasbiBaeT TLV Bo3MOXxHocTen LLDP-MED.

inventory: ykaselBaeT TLV ynpaBneHus pecypcamu, KOTOpPbIA COOEPXUT
BEpCUIO annapaTHoro obecneveHuns, Bepcuto BcTpoeHHoro MO, Bepcuio
nporpammHoro obecneyveHusi, SN, HasBaHue NPOM3BOOUTENS, Ha3BaHWE
Moayns u nageHtTudmkaTop odbekTa.

location: ykasbiBaeT TLV ngeHTudmkaumm mMectononoxXeHus.

civic-location: ykasbiBaeT umHpopmauuio o6 agpece Ccivic M MOYTOBYHO
MHdopMaLmIO.

elin: ykasbiBaeT HoMep TenedoHa SKCTPEHHOMN CIyX0bbl.

id: ykasblBaeT ngeHtudukaTop nonnTukm B guanasoHe ot 1 go 1024.
network-policy: ykasbiBaeT TLV ceTeBOM NONUTUKMN.

profile-num: ykasbiBaeT TLV ceTeBon NONUTUKM B gnanasoHe ot 1 go 1024.
power-over-ethernet: ykasbiBaeT paclumpeHHbin TLV nutaHusa Yepes MDI

KomaHgHbIn
PEXNM

Pexunm koHdurypaumm nHtepdenca

10.4.3.6. NMpumep koHdUrypaumm

HacTtponka TLV ansa ob6baBneHus

Warun OTtmenuTe cneundmnyHble TLV opranunsauum IEEE 802.1 ngeHtndpumkatopa VLAN
HacCTpoWKK | NnopTa n NpoToKona
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#no lldp tlv-enable dotl-tlv protocol-
vlan-id
Mpoeepka | OToGpaxeHue koHurypauumn LLDP TLV B pexnme koHduUrypaumm nHrepderica

QTECH(config-if-GigabitEthernet  0/1)#show lldp tlv-config interface
gigabitethernet

0/1
LLDP tlv-config of port [GigabitEthernet 0/1]
NAME STATUS DEFAULT

Basic optional TLV:
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Port Description TLV YES YES
System Name TLV YES YES
System Description TLV YES YES
System Capabilities TLV YES YES
Management Address TLV YES YES

IEEE 802.1 extend TLV:

Port VLAN ID TLV YES YES
Port And Protocol VLAN ID TLV NO YES
VLAN Name TLV YES YES

IEEE 802.3 extend TLV:

MAC-Physic TLV YES YES
Power via MDI TLV YES YES
Link Aggregation TLV YES YES
Maximum Frame Size TLV YES YES

LLDP-MED extend TLV:

Capabilities TLV YES YES
Network Policy TLV YES YES
Location Identification TLV NO NO

Extended Power via MDI TLV YES YES
Inventory TLV YES YES

10.4.4. HacTpauBaeT agpec ynpaBrieHus ona oo baBneHus

10.4.4.1. 3dochbekT KOHhUrypaumum

e Hactponte agpec ynpaeneHus ans obbsierneHns B naketax LLDP B pexxmme HacTponku
nHTEepdemnca.

e [locne TOrO, Kak agpec ynpasneHusi, KOTOpPbI AOIMKEH ObiTb O0O6bABNEH, OTMEHEH,
agpec ynpasneHna B naketax LLDP 3aBMCUT OT HACTPOEK N0 YMOSTYaHMIO.

10.4.4.2. NMpumeyaHunsn

LLDP paboTtaeT Ha hmanyeckmx noptax (noptel-y4acTHMku AP onsa noptoB AP). CTekMpoBaHHble
nopTbl 1 nopTbl VSL He nogaepxusatot LLDP.

10.4.4.3. lLUarn HaCTpOMKM

e  OnuuoHanbHo.

e Hactponte agpec ynpasneHus anst o6bssneHns B naketax LLDP B pexume HacTporkn
nHTepdemnca.
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10.4.4.4. NMpoBepkKa

OTtob6paxeHune niHpopmaumm LLDP Ha nokanbHOM UHTepdence
MpoBepbTe, BCTyNMNa fn KOHUIypaumsi B cuny.

10.4.4.5. CBsAA3aHHbIe KOMaHAbI

Hactpouka agpeca ynpaBrneHus ansi oobaBneHus

KomaHga Ildp management-address-tlv [ ip-address ]

Onucanwne ip-address: ykasblBaeT agpec ynpaBreHusi, KOTopbin OyaeT oObsBMNEH B
napameTpoB nakete LLDP

KomaHaHbIn Pexum koHdurypaumm nHtepderica

PEeXNM

PykoBoacteo no
NCMNOmnb30BaHUIO

AfQpec ynpaBneHusa no ymon4vaHumio obbsasnseTca vepes nakeTol LLDP.
Apnpec ynpasneHunsa — ato IPv4-agpec muHnmanbHonm cetn VLAN,
nogaepxnsaemon noptom. Ecnn gns VLAN He HacTpoeH agpec IPv4, LLDP
npogorkaeT NOUCK cooTBeTcTBYloWero IP-agpeca.

Ecnu agpec IPv4 He HangeH, LLDP mnweT IPv6-agpec muHumansHon VLAN,
KOTOpbIN NOAOEPKMBAETCS NOPTOM.

Ecnn agpec IPv6 He HangeH, loopback-agpec 127.0.0.1 ncnonbayetcs B
KayecTBe agpeca ynpasneHus

OTmeHa apgpeca ynpaBneHusi

KomaHga no lldp management-address-tlv
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
MCNONb30BaHNIO

Apgpec ynpaeneHust No ymon4yaHuio obbasnsietca 4vepes naketol LLDP.
Agpec ynpaeneHna — 3710 |Pv4-agpec muHumaneHonm cetn VLAN,
nogaepxnsaemon noptom. Ecnn ana VLAN He HacTpoeH agpec IPv4, LLDP
npoAosmKaeT Nouck cooteeTcTaytloero IP-agpeca.

Ecnu agpec IPv4 He HangeH, LLDP uwert IPv6-agpec muHnmansHom VLAN,
KOTOpbI/ NOAOEPKMBAETCSI MOPTOM.

Ecnu agpec IPv6 He HawnpgeH, loopback-agpec 127.0.0.1 ncnonb3syeTcs B
KayecTBe agpeca ynpasneHus
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10.4.4.6. NMpumep KoHdUrypaumm

HacTtpowka agpeca ynpaBneHus ansa oobLABNEeHUA

Warn
HaCTPOMKK

YctaHoBuTe agpec ynpasrneHus 192.168.1.1 Ha nHTepdence

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp management-address-tlv 192.168.1.1

OTtobpasnte KOHUrypauuo Ha uHTepence

QTECH(config-if-GigabitEthernet 0/1)#show lldp local-information interface
GigabitEthernet 0/1
Lldp local-information of port [GigabitEthernet 0/1]

Port ID type : Interface name

Port id : GigabitEthernet 0/1
Port description : GigabitEthernet 0/1
Management address subtype Jipva
Management address :192.168.1.1
Interface numbering subtype :ifIndex
Interface number 01

Object identifier

802.1 organizationally information

Port VLAN ID 1

Port and protocol VLAN ID(PPVID) 01

PPVID Supported :YES
PPVID Enabled :NO

VLAN name of VLAN 1 : VLANOOO1

Protocol Identity

802.3 organizationally information
Auto-negotiation supported :YES
Auto-negotiation enabled :YES

PMD auto-negotiation advertised : 1000BASE-T full duplex mode, 100BASE-TX
full duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode,
10BASE-T half duplex mode

Operational MAU type : speed(100)/duplex(Full)

318

@ §) QTECH

MWP OOCTYNHEE




PykoBofacTeo no Hactponke cepuss QSW-6910

HacTtpoiika LLDP | www.gtechru |
PoE support :NO
Link aggregation supported :YES
Link aggregation enabled :NO
Aggregation port ID :0
Maximum frame Size 1500

LLDP-MED organizationally information
Power-via-MDI device type :PD
Power-via-MDI| power source :Local
Power-via-MDI power priority
Power-via-MDI power value

Model name : Model name

10.4.5. HacTtpouka cyeTymka 6bicTpoun nepenaum LLDP

10.4.5.1. 3dbhekT KOHbUrypauum

HacTponTe konnyecTtBo 6bICTPO nepedasaemblx naketos LLDP.

10.4.5.2. lLUarn HacTpomnkKm

e OnuuoHankeHo.

e Hactponte konmyectBo naketoB LLDP, koTopble GbICTpO nepenarnTcd, B pexume
rno6anbHOM KoHUrypaumn.

10.4.5.3. NMNpoBepka
OtobpaxeHune rnobanbHon nHdopmaumm o ctatyce LLDP.

e [lpoBepbTe, BCTYNMNA N KOHUrypauus B cuny.

10.4.5.4. CBA3aHHbIe KOMaHAbI
HacTtpouka cyeTynka 6bicTpon nepepaum LLDP

KomaHga lldp fast-count value

Onuncanne value: ykasbiBaeT konuyectBo naketoB LLDP, «kotopble 6biCcTpo
napameTpoB nepegatotcd. [inanasoH 3HaveHun ot 1 go 10. 3HaveHne no ymonyaHuo 3
KomaHaHbIn Pexunm rnobanbHon koHdurypauum

peXnm
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BocctaHoBneHue cyetuynka 6bicTpon nepegayum LLDP no ymonyaHuio

KomaHga no lldp fast-count
KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

10.4.5.5. NMpumep KoHdUrypaumm

Hactpouka cyeTtyuka 6bicTpoun nepeaaum LLDP

Warn YctaHoBuTe cyeTumk BbicTpon nepepaym LLDP Ha 5 B pexunme rnobanbHom
HaCTpPOMKK | KOHdMrypauum

QTECH(config)#lldp fast-count 5
Mpoeepka | OTOGpaxeHue rnobanbHon nHdopmaumm o ctatyce LLDP

QTECH(config)#show lldp status

Global status of LLDP

Neighbor information last changed time :

Transmit interval
Hold multiplier
Reinit delay
Transmit delay
Notification interval

Fast start counts

: Enable

:30s
14
:2s
:2s
:5s
15

10.4.6. Hactpouka mHoxutens TTL n HTepBana nepegaum

10.4.6.1. dochekT KOHhUrypaumum

e HactponTte MHOXUTEND TTL.

e HacTponTte nHtepsan nepegayun naketos LLDP.

10.4.6.2. lLUarn HacTpOMKu

e OnuuoHanbHo.

e  BbINonHATL HACTPOWKY B pexume rnodanbHON KOHUrypaumm.

10.4.6.3. NMpoBepka

OTobpaxeHne nHdopmauum o ctatyce LLDP Ha nHTepderice.

e [lpoBepbTe, BCTyNWMNa nNu KOHUrypauusa B cusy.
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10.4.6.4. CBA3aH

Hbleé KOMaHAbI

HacTtponka mHoXuTena TTL

KomaHga Ildp hold-multiplier value

Onucanwne value: ykasblBaeT MHOXUTeNb TTL. 3HavyeHue BapbupyeTca oT 2 go 10.
napamMmeTpoB 3HayeHue no ymonyaHmo — 4

KomaHaHbIn Pexwum rnobanbHon koHdUrypaumm

pexmm

PykoBoacteo no

B nakete LLDP 3HayeHne TLV Time To Live paccunTbiBaeTcs no

ncnonb3oBaHuio | cnegyrowen gopmyrne: TLV Time to Live = mHoxutens TTL X nHTepsan
nepedayn naketa + 1. CnegoBartenbHo, Bbl MOXeTe nameHntb TLV Time to
Live B naketax LLDP, HacTpouB MHOXUTENb TTL
BocctaHoBneHne MHoxuTens TTL no ymonyaHuio
KomaHnga no lldp hold-multiplier
KomaHgHbIn Pexum rnobansHon koHdurypaumm
pexnm

PykoBoacteo no
MCNONb30BaHNIO

B nakete LLDP 3HayeHune TLV Time To Live paccuuTtbiBaetTca no
cnegyowwen dopmyne: TLV Time To Live = mHoxuTenb TTL X nHTepBan
nepegayn naketa + 1. CnegosaTtenbHO, Bbl MOXETE U3MeHUTb TLV Time To
Live B naketax LLDP, HacTpomB mHOXuTenb TTL

HacTpoiika uHTepBana nepegauu

KomaHga [ldp timer tx-interval seconds
Onuncanne seconds: ykasblBaeT WHTepBan nepedayn naketa LLDP. [uanasoH
napameTpoB 3Ha4yeHnnoT 5 o 32 768
KomaHaHbIn Pexunm rmobanbHomn koHdurypauum
peXunm
BoccTaHoBneHue nHtepBana nepeaayum no yMmon4yaHuio
KomaHga no lldp timer tx-interval
KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm
pexnm
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10.4.6.5. NMpumep KoHdUrypaumm

Hactpounka mHOXuTena TTL n nHtepBana nepegayv

Warn YctaHoBute MHOXUTENb TTL Ha 3 u nHtpeBan nepegayn Ha 20 cekyHa. TTL
HaCTPOMKN | MHpOpMaLMM NTOKANbHOIo YCTPONCTBA O coceasax coctaBndeTt 61 cekyHay

QTECH(config)#lldp hold-multiplier 3
QTECH(config)#lldp timer tx-interval 20

Mpoeepka | OTOGpaxeHue rnobansbHon nHopmaumm o ctatyce LLDP

QTECH(config)#lldp hold-multiplier 3
QTECH(config)#lldp timer tx-interval 20
QTECH(config)#show lldp status

Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval : 20s
Hold multiplier 13
Reinit delay :2s
Transmit delay :2s
Notification interval :5s
Fast start counts 3

10.4.7. HacTpouKa 3agepXxku nepepayim

10.4.7.1. 3docheKkT KOHhUrypaumum

HacTtpoinTe Bpema 3agepxkm ons nepegaymv naketos LLDP.

10.4.7.2. lUarn HacTpOUKu

e  OnuyuoHarnkeHo.

e  BbIinonHuTe HacTpoliky B pexnme rnobanbHon KoHurypauum.
10.4.7.3. NMpoBepka
OtobpaxeHune rnobanbHon nHdopmMaumm o ctatyce LLDP.

e [lpoBepbTe, BCTYNMNA N KOHUrypauus B cuny.
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10.4.7.4. CBA3aH

Hbleé KOMaHAbI

HacTponka 3agepxku nepegaum

KomaHga Ildp timer tx-delay seconds

Onucanwne seconds: ykasblBaeT 3adepkKy nepepayun. 3HaveHue Bapbupyetca 1 o
napameTpoB 8192

KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm

pexmm

PykoBoacteo no

Korga nokanbHasg uHdopmMaums 06 yCTpoMUCTBE M3MEHSETCS, YCTPOMUCTBO

MCMNoNb30BaHMIO | HeMearneHHo nepepaeT nakeTbl LLDP cBoum coceosm. Hactpownte
3afepXkKy nepedayu, 4Tobbl NpeoTBpaTUTL YacTylo nepenadvy nakeToB
LLDP, BbI3BaHHY0 YacTbiMU U3BMEHEHNAMW FTOKaNbHOWN MHpopMaLmm
BoccTaHoBRneHue 3aepXXkKu nepegayv no yMonyaHuio
KomaHga no lldp timer tx-delay
KomaHgHbIn Pexum rnobansHon koHdurypaumm
pexum

PykoBoacteo no
MCNONb30BaHNIO

Korga nokanbHas nHdopmMaumsi 06 yCTpoONCTBE M3MEHSETCS, YCTPOMUCTBO
HemeaneHHo nepepaeT nakeTol LLDP ceBoum cocegsim. HactponTte
3a4epxKy nepegayvv, 4ToObl NPefoTBpaTUTL YacTyl nepepdady nakeToB
LLDP, BbI3BaHHYO YaCTbIMX U3MEHEHUSIMU FIOKanNbHOW MHGOPMaLmn

10.4.7.5. NMpumep KoHduUrypaumm

HacTpoiika 3agepxku nepeaaum

Warn YcTaHoBUTE 3a4epXKKy nepegadn Ha 3 cekyHabl
HaCTPONKK

QTECH(config)#lldp timer tx-delay 3
Mpoeepka | OToGpaxeHue rmobanbHon nHdopmaumm o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP

Neighbor information last changed time :

: Enable

Transmit interval :30s
Hold multiplier 14
Reinit delay :2s
Transmit delay :3s

(@ orecy
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Notification interval :5s

Fast start counts :3

10.4.8. HacTpoiika 3agepXXKu MHMUnanu3aumm

10.4.8.1. dphekT KOHbUrypaumum

HacTponTe Bpemsi 3agep)kku ans Huumanusaumm LLDP Ha nobom nHtepdeiice.

10.4.8.2. lLUarn HacTpOUKu

e  OnuuoHarnbHo.

e HacTpoiite Bpems 3agepxk1 ans namgnanmsaumm LLDP Ha nto6om nHtepdeince.
10.4.8.3. NMpoBepka
OTtobpaxeHune rnobanbHon nHGopmaumm o ctatyce LLDP.

e [lpoBepbTe, BCTynuma fiv KOHUrypauus B cuny.

10.4.8.4. CBsAA3aHHbIe KOMaHAbI

HacTpoiika 3apepXkm uHULManusaumm

KomaHga Ildp timer reinit-delay seconds

Onucanne seconds: ykasblBaeT 3a4epXKy uHnumanunsaumm. [inanasoH saHavyeHuin ot 1
napamMmeTpoB 0o 10 cekyHq

KomaHgHbIn Pexunm rnobanbHon KoHurypawmm

pexvm

PykoBogctBo no | Hactponte 3agepxKy wHuMuManusauum gng npegoTBpalleHus yYacTom
MCNONb30BaHWMIO | UHMUManNuM3aumm state machine, BbI3BaHHOW YacTbIMU WU3MEHEHUSIMU
pexuma paboTbl nopTta

BoccrtaHoBneHune 3aAepPXKm nHmumanu3aumm no ymon4vyaHuro

KomaHga no lldp timer reinit-delay
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexnm

PykoBoactBo no | HactponTte 3agepXKy wuHUMUManusauum gng npegoTBpalieHns YacTom
MCMOMb30BaHMIO | UHMUManM3auun state machine, BbI3BAHHOW YacTbiMKM WU3MEHEHUSIMU
pexuma paboTbl nopTa
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10.4.8.5. Npumep KoHdUrypaumm

HacTpounka 3agep>XKkm MHuumanmsauum

Warn YcTaHoBuTE 3aepXKKy UHULManM3aumm Ha 3 cekyHabl
HaCTPOMKK

QTECH(config)#lldp timer reinit-delay 3

MpoBepka | OTobpaxeHne rmobanbHoOM nHdopmaumn o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :30s
Hold multiplier t4
Reinit delay :3s
Transmit delay :2s
Notification interval :5s
Fast start counts 3

10.4.9. HacTtpownka cyHkuum Trap LLDP
10.4.9.1. 3dbchekT KOHbUrypaumum

HacTtponTe uHtepsan ons nepegaum Trap-coobweHun LLDP.

10.4.9.2. lUarn HacTpoOUuKu

BkntoyeHune pyHkumm Trap LLDP

e OnuyuoHarnkeHo.

e  BbINOMHMTE HACTPOMKY B pEXMME HACTPOMKM MHTEpPenca.
Hactpowka uHTepBana nepegaum Trap-coobweHun LLDP
e OnuyuoHarnkeHo.

e  BbInonHuTe HacTpoliky B pexunme rnobanbHon KoHdurypauum.

10.4.9.3. NMpoBepka

OTtob6paxeHune niHpopmaumm o cratyce LLDP
e [lpoBepbTe, BKAOYEHa N pyHKumMa Trap LLDP.
o [lpoBepbTe, OeMCTBYET N HAaCTPOMKa MHTepBana.
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10.4.9.4. CBA3aH

Hbleé KOMaHAbI

Bknro4yeHue cpyHkuun Trap LLDP

KomaHga Ildp notification remote-change enable
KomaHaHbIn Pexum koHdurypaumm nHtepgenca
pexum

PykoBoacteo no
NCMNonb30BaHNIO

Trap-coobweHusa LLDP no3sonseT yCTPOWCTBY OTNPaBNATb JIOKamNbHYHO
nHdopmaumio LLDP (Hanpumep, obHapyxeHne cocefa M HEUCNPaABHOCTb
KaHana cedasn) Ha cepeep NMS, 4To6bl agMUHMUCTPATOPbI MOTAN y3HATb O
NPoOn3BOAUTENTLHOCTU CETU

OTtknro4yeHue cpyHkuum Trap LLDP

KomaHga no lldp notification remote-change enable
KomaHgHbIn Pexum koHdurypaumm nHtepdenica
pexnm

PykoBoacteo no
NCMNonb30BaHUIO

Trap-coobuweHnsa LLDP nossonseT ycTpoWCTBY OTMPaBNATb JOKarbHYHO
nHpopmaumio LLDP (Hanpumep, obHapyxeHne cocefa v HeucnpaBHOCTb
KaHana cedasn) Ha cepeep NMS, 4To6bl agMUHUCTPATOPLI MOFMM Y3HaTb O
NpPou3BOANTENBHOCTN CEeTU

Hactpownka uHtepBana nepegaum Trap LLDP

KomaHga [ldp timer notification-interval seconds

Onuncanne seconds: ykasblBaeT WHTepBan Ans nepegaynm Trap-coobuwenun LLDP.

napamMmeTpoB 3HaveHne BapbupyeTtcsa oT 5 o 3600 cekyHn. 3HadYeHne No yMOSYaHUIo
5 cekyHg

KomaHaHbIn Pexunm rnobanbHon koHdurypauum

pexunm

PykoBoactBo no

HactponTe nHrepean nepegayn Trap LLDP, 4ToObl npeaoTBpatmMTh YacTyto

ncrnonb3oBaHuo | nepegavy coobuweHun Trap LLDP. UameHeHna LLDP, oGHapyxeHHble B
TeyeHue 3Toro nHTepeana, oyayt nepegaHsl Ha cepeep NMS
BoccTtaHoBneHue nHtepBana nepegauv Trap LLDP
KomaHga no lldp timer notification-interval
KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm
pexnm
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PykoBoacteo no | HactpownTte nHtepsan nepegayum Trap LLDP, 4ToGbl npeaoTBpaTnTh YacTyro
ncnonb3oBaHuio | nepegadvy coobuwerHun Trap LLDP. NameHeHns LLDP, obHapyxeHHble B
TeyeHne 3Toro nHTepeana, 6yayt nepeaaHsl Ha cepsep NMS

10.4.9.5. NMpumep KoHdUrypaumm

BknroyeHne cpyHkumm Trap LLDP u HacTpouka uvHTepBana nepepauuv Trap
LLDP

Warn Bkntounte doyHkumio Trap LLDP u yctaHoBuTe uHTepBan nepegayum Trap LLDP
HacTpovkn | paBHbIM 10 cekyHaam

QTECH(config)#lldp timer notification-interval 10
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp notification remote-change enable

Mpoeepka | OToGpaxxeHne nHdopmMaumm o coctosiHum LLDP

QTECH(config-if-GigabitEthernet 0/1)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :30s

Hold multiplier 14

Reinit delay :2s
Transmit delay :2s
Notification interval :10s

Fast start counts 13

Port [GigabitEthernet 0/1]

Port status of LLDP : Enable
Port state :UP

Port encapsulation : Ethernet Il
Operational mode : RxAndTx
Notification enable :YES
Error detect enable :YES
Number of neighbors :0
Number of MED neighbors :0
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10.4.10. HacTtponka ¢pyHKunn obHapyxeHus ownbok LLDP

10.4.10.1. 3dpheKkT KOHUrypauum

e  Bknounte dyHkumM0 06HapyxeHust owmbok LLDP. Korga LLDP o6HapyxuBaeT oLwmnbKy,
OHa perncTpupyeTcs.

e Hactponte cyHkumio obHapyxeHns owmbok LLDP gna onpeaeneHus KoHdurypauum
VLAN Ha oboux KOHUax kaHana, COCTOsiHMsi nopTa, obuien KoHdwurypauum nopTa,
KOHpurypaumm MTU n netens.

10.4.10.2. llarn HacTpounkKun

e  OnuuoHarnbHo.

e Bknounte unu oTkMouMTE (PYHKUMIO OOHapyxeHus owunbok LLDP B pexume
KOHcpurypaumm nHtepdenca.

10.4.10.3. NpoBepka
OTtobpaxeHne nHgpopmaumm o cratyce LLDP Ha nHTepdelnice

e [lpoBepbTe, BCTynuna fim KOHUIrypauns B cuny.
10.4.10.4. CBAA3aHHble KOMaHAbI

BknroyeHune ¢pyHKLUMM OOHapyxeHuAa owmbok LLDP

KomaHga Ildp error-detect
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBogcteo no | dyHkums obHapyxeHust owmnbok LLDP 3aBucut ot onpegeneHHbix TLV B
ncnonb3oBaHuto | naketax LLDP, koTopbiMn obmMeHMBalOTCA yCTpoOWCTBa Ha 060OMX KOHLAX
kaHana. CnegoBaTenbHO, YCTPONCTBO AOSMKHO 00bABUTL NpaBuribHble TLV,
4yTOGbI 06ecneunTb PYHKUMIO OBHapyxeHus owmnbok LLDP

OTknro4veHune pyHKuMM o6HapyxeHnsa owmnob0okK LLDP

KomaHpa no lldp error-detect
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexnm

PykoBogcteo no | dyHkums obHapyxeHus owmnbok LLDP 3aBucuT OT onpedeneHHbix TLV B
ncrionb3oBaHuio | naketax LLDP, koTopbiMn obMeHMBaOTCA yCTpOMCTBA Ha 00OOMX KOHLAx
kaHana. CnegoBaTenbHO, YCTPOMCTBO AOIMKHO 0O6bsIBUTL NpaBuribHble TLYV,
4yT10bbl 06ecneunTb PyHKUNIO 0B6HapyxeHus owmnbok LLDP
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10.4.10.5. Npumep KoHdUrypaumm
BknioyeHune pyHKLUMM OOHapyxeHus owmnbok LLDP

Warun Bknounte  dyHkumio  obHapyxeHus owmubok LLDP  Ha
HacTporku | GigabitEthernet 0/1

NHTepdence

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp error-detect

Mpoeepka | OTOGpaxeHue nHcopmaumm o ctatyce LLDP Ha nHTepderice

QTECH(config-if-GigabitEthernet 0/1)#show lldp status interface
gigabitethernet 0/1
Port [GigabitEthernet 0/1]
Port status of LLDP : Enable
Port state :UP
Port encapsulation : Ethernet Il
Operational mode : RxAndTx
Notification enable :NO
Error detect enable :YES
Number of neighbors :0
Number of MED neighbors : 0
10.4.11. HacTtpouka chopmaTta uHkancynsiumm LLDP
10.4.11.1. 9dpheKkT KOHUrypaumm
HacTtponte chopmaT uHkancynsumm LLDP.
10.4.11.2. lLlarn HacTpounKu
e  OnuyuoHarnkeHo.
e HactponTte popmat nHkancynaumm LLDP Ha nHTepgeiice.
10.4.11.3. NpoBepka
OtobpaxxeHne nHgopmaumm o cratyce LLDP nHtepdelica.
e [lpoBepbTe, BCTYNMNA N KOHUrypauus B cuny.
10.4.11.4. CBsAA3aHHbIe KOMaHAbI
YctaHoBKa ¢popmaTa nHkancynsumm LLDP Ha SNAP
KomaHnga lldp encapsulation snap
KomaHaHbIn Pexum koHdurypaunm nHtepderica
pexmm
329

@ §) QTECH

MWP OOCTYNHEE




PykoBofacTeo no Hactponke cepuss QSW-6910

HacTtpoiika LLDP W

Pykosoacteo no | MIPUMEYAHUE: «koHpurypaumsa dopmaTta wuHkancynsumm LLDP  Ha
NCNONb30BaHNIO | YCTPOWUCTBE U ero coceasnx JoImkHa ObITb COrnacoBaHHON

BoccTtaHoBneHue chopmata nHkancynsumm LLDP no ymonuanuto (Ethernet I1)

KomaHga no lldp encapsulation snap
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexum

Pykosoacteo no | MIPUMEYAHUE: «koHpurypaums dopmaTta wuHkancynaumm LLDP  Ha
NCNONb30BaHNIO | YCTPOWCTBE U ero coceasax JormkHa BbITb cornacoBaHHOM

10.4.11.5. Npumep KoHdUrypaumm
YctaHoBKa cpopmaTa nHkancynsumm LLDP Ha SNAP

Warun YcTtaHoBuTe chopmat nHkancynauum LLDP Ha SNAP
HaCTPOWKU

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp encapsulation snap

Mpoeepka | OToGpaxeHue nHcopmaumm o ctatyce LLDP Ha nHtepderice

QTECH(config-if-GigabitEthernet 0/1)#show lldp status interface
gigabitethernet 0/1

Port [GigabitEthernet 0/1]

Port status of LLDP : Enable
Port state :UP

Port encapsulation :Snap
Operational mode : RxAndTx
Notification enable :NO
Error detect enable :YES
Number of neighbors :0

Number of MED neighbors :0

10.4.12. HacTtpomnka ceteBon nonutukm LLDP

10.4.12.1. 3dpheKkT KOHUrypauum

e Hactpowute cetesyto nonutnky LLDP.

e Ecnu yctponcteo noaknoyeHo K IP-tenedoHy, koTopbin nogaepxveaet LLDP-MED,
Bbl MOXeTe HacTpouTb TLV ceTeBOM NONUTUKN AN nepefayun KoHUrypaumm normTmuku
Ha IP-TenedoH, 4To no3sonuT IP-TenedoHy n3aMeHnTb Ter 1 QoS ronocoBbIX NOTOKOB.
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B pononHeHue k ceTeBoi nonutuke LLDP BbINONMHWTE Ha YCTPOWCTBE crneayloLume

warun: 1.

Bkntounte dyHkumio Voice VLAN n gobaBbTe nopT, NOAKMHOYEHHbIN K

IP-TenedoHy, B Voice VLAN. 2. HacTpoinTe nopT, NOAKMOYEHHbLIN K IP-TenedoHy, Kak
JoBepeHHbI nopT QoS (pekoMmeHayeTca AgoBepeHHbIn pexum DSCP). 3. Ecnn gns
nopTta Takke BkItodeHa ayTeHTudunkaums 802.1X, HacTporTe 6e3onacHbIv kaHan gns
naketoB u3 Voice VLAN. Ecnu IP-TenedoH He nogaepxusaet LLDP-MED, Bkntounte
dyHkumto Voice VLAN u BpyyHyto gobasbte MAC-agpec IP-tenedoHa B cnvcok OUI
Voice VLAN.

o [1ns HacTpouku pexxuma gosepus QoS cm. ACL&QoS Configuration/HacTpoika IP QoS;
AN HacTporkn 6esonacHoro kaHana cM. ACL&QoS Configuration/HacTtpovika ACL.

10.4.12.2. llarn HacTpoMnKun

e  OnuuoHarnbHo.
e HactponTte ceteyto nonutuky LLDP.

10.4.12.3. NpoBepka

OTtobpakeHne KoHurypauum ceteBon nonutukn LLDP.

e [lpoBepbTe, BCTynuna fiv KOHUIrypauns B cuny.

10.4.12.4. CBA3aHHble KOMaHAbI

HacTponka ceteBon nonutukm LLDP

KomaHga lldp network-policy profile profile-num

Onucanne profile-num: ykasblBaeT wuaeHTUdukaTop ceteBon nonutukn LLDP.
napamMmeTpoB 3HaveHune Bapbupyetcs ot 1 go 1024

KomaHgHbIn Pexunm rnobanbHon koHdurypauum

pexvm

PykoBoacteo no
MCNONb30BaHNIO

3anycTuTte 3Ty KoMaHay, YToObl NepenTn B pexnm ceteBon nonutnkm LLDP
nocre ykasaHusa ngeHtudukatopa nosimTuku.

Mocne Bxoaa B pexum ceteBor nonntukm LLDP 3anyctute komaHgy { voice
| voice-signaling } vlan ans HacTponku onpedeneHHon ceTeBon NONUTUKN

YpaneHue ceteBon nonutuku LLDP

KomaHga no lldp network-policy profile profile-num

Onuncanne profile-num: ykasbiBaeT wuaeHTUdukaTop ceteson nonutukn LLDP.
napameTpoB 3HaveHue Bapbupyetcs ot 1 go 1024

KomaHaHbIn Pexum koHdurypaumm nHtepderica

peXunm
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PykoBoacteBo no | 3anycTtute aTy KomaHay, 4Tobbl nepenTn B pexmm ceteon nonutunkn LLDP
NCMOMNb30BaHUIO | NOcne ykasaHna ngeHTudmukaTopa nonnTuKkK.

lMocne Bxoaa B pexuvm ceteBou nonutuky LLDP 3anyctute komanay { voice
| voice-signaling } vlan ans HacTponku onpegeneHHon ceTeBon NONUTUKK

10.4.12.5. Npumep KoHdUrypaumm

HacTponka ceteBon nonutukm LLDP

Warn YcraHoBute TLV ceteBon nomutuknm paBHbiM 1, 4T06bI nakeTbl LLDP
HacTporku | obbaBnsanucb noptom GigabitEthernet 0/1 n yctaHosute naeHtudukaTop VLAN
ana ronocooro npunoxexHnsa Ha 3, COS Ha 4 n DSCP Ha 6

QTECH#config

QTECH(config)#lldp network-policy profile 1
QTECH(config-lldp-network-policy)# voice vlan 3 cos 4
QTECH(config-lldp-network-policy)# voice vlan 3 dscp 6
QTECH(config-lldp-network-policy)#exit
QTECH(config)# interface gigabitethernet 0/1

QTECH(config-if-GigabitEthernet 0/1)# lldp tlv-enable med-tlv network-policy
profile 1

lMpoBepka | NokasaTb KOHUrypauuo ceteson nonnutuku LLDP Ha nokansHOM yCTponcTee

network-policy information:
network policy profile :1
voice vlan 3 cos 4

voice vlan 3 dscp 6

10.4.13. HacTpouka agpeca Civic
10.4.13.1. 3dphbeKkT KOHhUrypauum

Hactponte agpec Civic ycTpowncTea.
10.4.13.2. lLlarn HacTpounkKu

e OnuuoHanbHo.
e  BbinonHute 3Ty HACTPOWKY B pexnme koHpurypaumm LLDP Civic Address.

10.4.13.3. NpoBepka

MokasaTtb agpec civic LLDP nokanbHOro yctpomcrea
lMpoBepbTe, BCTyNua nn kKoHurypaumsa B cuny.
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10.4.13.4. CBsi3aHHble KOMaHAbI

Hactpouka agpeca civic yctpouctsa

KomaHpa

Hactpovika agpec civic LLDP. Vcnonb3ynTte onuuio no, 4Tobbl yaanuTb

afapec.

{ country | state | county | city | division | neighborhood | street-group
| leading-street-dir | trailing-street-suffix | street-suffix | number |
street-number-suffix | landmark | additional-location-information |
name | postal-code | building | unit | floor | room | type-of-place | postal-

community-name | post-office-box | additional-code } ca-word

OnwucaHue
napamMmeTpoB

country: ykasblBaeT KOA CTpaHbl, COCTOSILMA M3 OByX cumeonos. CH

o3Ha4aeT Kutan.

state: ykasbiBaeT, Uto TMn CA paBeH 1.

county: ykasbiBaeT, 4To T1n CA paBeH 2.

city: ykasbiBaeT, 4to Tmn CA — 3.

division: ykasbiBaeT, 4yto TMn CA paBeH 4.
neighborhood: ykasbiBaeT, 4uto TMn CA paBeH 5.
street-group: ykasbiBaeT, 4To Tmn CA paBeH 6.
leading-street-dir: ykasbiBaeT, 4yto T1n CA paseH 16.
trailing-street-suffix: ykasbiBaet, yto TN CA — 17.
street-suffix: ykasbiBaeT, yto Tn CA — 18.

number: ykasbiBaeT, 4To TN CA — 19.
street-number-suffix: ykasbiBaeT, 4to Tvn CA paseH 20.
landmark: ykasbiBaet, yto Tn CA — 21.

additional-location-information: ykasbiBaeT, 4to Tun CA — 22.

name: ykasbliBaeT, 4yto Tnun CA — 23.
postal-code: ykasbiBaeT, 4To Tn CA — 24.
building: ykasbiBaeT, yto TN CA — 25.

unit: ykasbiBaeT, 4to Tin CA — 26.

floor: ykasbiBaeT, uto Tun CA — 27.

room: ykasbiBaert, 4to Tun CA — 28.
type-of-place: ykasbiBaet, uto Tin CA — 29.
postal-community-name: ykasbiBaeT, 4To T1n CA paseH 30.
post-office-box: ykasbiBaeT, uto Tin CA — 31.
additional-code: ykasbiBaeT, uyto Tmn CA — 32.
ca-word: ykasblBaeT agpec

KomaHgHbIn
pPEXNUM

Pexwum koHdpurypaumm LLDP Civic Address
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PykoBoactso no
NCNOSb30BaHMIO

Mocne Bxoga B pexum KoHdurypaumm LLDP Civic Address HacTtpouTte
agpec civic LLDP

YpnaneHue apgpeca civic yctpoucTtsa

KomaHga no { country | state | county | city | division | neighborhood | street-
group | leading-street-dir | trailing-street-suffix | street-suffix | number
| street-number-suffix | landmark | additional-location-information |
name | postal-code | building | unit | floor | room | type-of-place | postal-
community-name | post-office-box | additional-code }

KomaHaHbIn Pexum koHdurypaumm LLDP Civic Address

pexum

PykoBoacteo no
NCMNonb30BaHUIO

Mocne Bxoga B pexum KoHdurypaumm LLDP Civic Address HacTtponite
agpec civic LLDP

Hactpouka Tuna yctponucrtea

KomaHga device-type device-type
Onuncanne device-type: ykasblBaeT TN ycTporcTBa. 3HayeHune Bapbmpyetcs ot 0 go 2.
napameTpoB 3Ha4yeHue no ymonyanuto 1.
0 ykasbIBaeT, 4YTO TMn ycTponctea — cepeep DHCP.
1 ykasblBaeT, 4TO TUN YCTPOMCTBA — KOMMYyTaTop.
2 yKasblBaeT, 4YTo Tun ycTponctea — LLDP MED
KomaHgHbIn Pexunm koHurypaunmn agpeca civic LLDP
pexunm

PykoBoacteo no

Mocne Bxoga B pexum koHdurypauum LLDP Civic Address HacTponTe Tmn

MCMNOSb30BaHUIO | YCTPOUCTBA
BoccTtaHoBRneHue Tuna yctponcrea
KomaHga no device-type
KomaHaHbIn Pexum koHdurypaumm LLDP Civic Address
pexnm

PykoBoacteo no
NCNOSb30BaHMIO

Mocne Bxoaa B pexunm koHdburypauumn LLDP Civic Address BoccTtaHoBUTE
HaCTPOMKM NO YMONYaHMIO
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10.4.13.5. Npumep KoHdUrypaumm

Hactpouka agpeca civic yctpouctsa

LLarn YctaHoBuTb agpec nopta GigabitEthernet 0/1 cneaytowmm obpasom: ykaxuTe
HacTporku | cTpaHy RU, ropog Moscow u noyToBbIn nHgekc 121471

QTECH#config

QTECH(config)#lldp location civic-location identifier 1
QTECH(config-lldp-civic)# country RU
QTECH(config-lldp-civic)# city Moscow
QTECH(config-lldp-civic)# postal-code 121471

Mpoeepka | OToGpasuTe agpec civic LLDP nopta GigabitEthernet 0/11

civic location information:
Identifier :1

country :RU

device type 1

city :Moscow

postal-code :121471

10.4.14. HacTtponka HomMmepa TenecoHa IKCTPEHHOU CIyXObl

10.4.14.1. 3dpheKkT KOHhUrypaumum

HacTtponTe Homep TenedoHa 3KCTPEHHON Cry»x0bl YCTPONCTBA.

10.4.14.2. lLlarn HacTpoOMnKun

e OnuyuoHarnkeHo.

e  BbinonHuTe 3Ty HACTPONKY B pexume rinobanbHOn KoHdurypaumm.
10.4.14.3. NpoBepka

OtobpaxeHne Homepa TenedoHa IKCTPEHHOM CRNYXObl NOKanbHOro
ycTpoucTBa

lMpoBepbTe, BCTYNUMIa Nu KoHUrypaums B cuny.

10.4.14.4. CBsAA3aHHbIe KOMaHAbI
Hactpoika Homepa TenecdoHa IKCTPEHHOW CNyXObl yCTPOMUCTBA

KomaHga [ldp location elin identifier id elin-location tel-number
Onuncanne id: ykasblBaeT maeHTudumkaTtop HoMmepa TenedoHa IKCTPEHHOM CryXObl.
napameTpoB [nana3oH 3HayeHun ot 1 oo 1024.
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tel-number: ykasbiBaeT Homep TenedgoHa IKCTPEHHOW  cnyxbbl,
cogepxawmn ot 10 go 25 cnmeonos

KomaHgHbIn
peXxnm

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHMIO

3anycTtute 3Ty KOMaHgy, YToObl HACTPOUTbL HOMEpP TenedoHa SKCTPEHHOW
Cnyx0bl

YnaneHue Homepa TenedoHa 3KCTPEHHON CNYXObl yCTpoOUCTBa

Komanpa no lldp location elin identifier id

Onucanwne id: ykasblBaeT ngeHtudmukaTop Homepa TeneoHa SKCTPEHHOW Cry>KObl.
napameTpoB [nana3oH 3HaueHurnot 1 go 1024

KomaHaHbIn Pexunm rnobanbHon KoHurypaumm

PEXUM

10.4.14.5. Npumep KoHcpUrypaumm

Hactpoika Homepa TenecdoHa 3IKCTPEHHOW CNyXObl yCTPpOMUCTBA

Warn YcTaHoBuTe Homep TernedoHa SKCTpeHHOM criy»0bl nopTa GigabitEthernet 0/1 Ha
HacTponkun | 84954718118

QTECH#config
QTECH(config)#lldp location elin identifier 1 elin-location 84954718118

0/1

Mpoeepka | OTOGpaxeHMe HoMepa TenedoHa 3KCTPeHHoW cnyxbbl nopta GigabitEthernet

elin location information:

Identifier :1
elin number : 84954718118

10.4.15. HacTtpownka cpyHKLMN UTHOpupoBaHUa obHapyxeHus PVID

10.4.15.1. 3dphbeKkT KOHhUrypauum
WrHopupyeTt obHapyxeHue PVID.

10.4.15.2. lLlarn HacTpoMnkKun

e  OnuuoHanbHo.

o B cooTtBeTCcTBUMM C TEeKYLIMM COCTOAHNEM Bbl6epI/ITe, cnenyeT nn BKINKYUTb beHKLl,VIIO.
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10.4.15.3. Np

OTtobpaxxeHune

oBepka

nHgopmaumm LLDP.

e [lpoBepbTe, coBnagaeT nu coctosHue obHapyxeHus PVID B rmobanbHom LLDP c
BaLLien KoHdUrypaumen.

10.4.15.4. CBA3aHHble KOMaHAbI

UrHopupoBaHue obHapyxeHus PVID

KomaHga Ildp ignore pvid-error-detect
KomaHaHbIn Pexum rnobanbHon koHdurypauum
pexnm
PykoBoactso no | Micnonb3synTte KomaHay, YTobbl nrHopuposaTb obHapyxeHue PVID
NCNONb30BaHNIO
10.4.15.5. Npumep KoHcpUrypaumm

Hactpowka dyHKUUKN nrHopupoBaHusa obHapyxeHusa PVID

HaCTPOWKU

Warun NrHopupyeTt obHapyxeHune PVID B pexume rnobansHon KoHdurypauum

QTECH#config
QTECH(config)#lldp ignore pvid-error-detect

Mpoeepka | MNMokasaTb rnobanbHyto nHdopmaunsa LLDP

uijie(config)#show lldp status

Global status of LLDP : Enable

Neighbor information last changed time :
Transmit interval : 30s

Hold multiplier: 4

Reinit delay : 2s

Transmit delay : 2s

Notification interval : 5s

Fast start counts : 5

Igore PVID error detect : YES

10.5. MoHm

TOPWHI

10.5.1. OuyucTka

MPUMEYAHME: BbinonHeHne komMaHg clear MOXeET MPUBECTU K NOTEPE KU3HEHHO BaXKHOW

MHopMaumm n, Takum o6pasom, K npepbiBaHNO paboTbl Cryxo.
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OnucaHue

KomaHpa

Ouunwaet ctatucTuky LLDP

clear lldp statistics [ interface interface-name ]

Ounwaet nHdopmaumo o cocegax LLDP

clear lldp table [ interface interface-name |

10.5.2. OToGpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT wHpopmaumto LLDP  Ha
floKanbHOM YCTpPOMCTBE, KoTopas OyaeT
opraHmsoBaHa kak TLV wn otnpasnena
coceasam

show lldp local-information [ global | interface
interface-name |

OtobpaxaeT agpec civic LLDP nnn Homep

show Ildp location { civic-location | elin-

TenedgoHa 3KCTPEHHOW cnyx6bl | location } { identifier id | interface interface-
fIoKanbHOro yCTponcTea name | static }

OtobpaxaeT wuHdopmaumto LLDP o | show Ildp neighbors [ interface interface-name
cocepe ] [ detail ]

OtobpaxaeT koHdurypaumio ceteBon | show Ildp network-policy { profile [ profile-num

nonuntnkn LLDP nokanbHoro yctponctea

] | interface interface-name }

OtobpaxaeTt ctatucTtuky LLDP

show lldp statistics [ global | interface

interface-name |

OTtobparkaeT MHGOPMaUMO O COCTOSIHUM
LLDP

show lldp status [ interface interface-name |

OTtobpaxaeT KOHGUrypaumio TLV,
KoTopble  OOMMKHbl  ObITb  OOBSABMEHDI
nopTom

show lldp tlv-config [interface interface-name ]

10.5.3. OTnapgka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BblIBOAE OTNagovHon nHdopmaumn. Noatomy
OTKNtoYanTe OTNaaKy cpasy Nocne UCMosib30BaHMS.

OnucaHue

KomaHaa

Otnagka o6paboTku owmnbok LLDP

debug lldp error

Otnagka o6paboTku cobbitun LLDP

debug lldp event
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OnucaHune KomaHga

Otnagka o6paboTkn «ropsiiero» pesepBHoro konnposanusa LLDP | debug lldp ha

Otnagka npuema naketos LLDP debug Ildp packet

Otnapgka state machine LLDP debug lldp stm
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11. HACTPOUKA QINQ

11.1. O630p

QIinQ ucnonb3yeTca ANst BCTaBky Tera o6LeaoCcTynHON BUupTyanbHon nokanbHon cetn (VLAN)
B nakeT ¢ TeroM npmeatHon VLAN, 4Tobbl paspewnTb nepeaady naketa ¢ ABOVHbIM TEFOM MO

ceTu noctasLuka ycnyr (SP).

Monb3oBaTtenu B ropoackon cetn (MAN) gomxkHbl GbiTe pasgeneHsl ¢ nomowbto VLAN. IEEE
802.1Q nopaepxmBaeT Tonbko 4094 VLAN, 4Tto He goctaTtoyHo. bnarogapsa uHkancynsumm c
OBOMHbIM Terom, npegoctasndemon QinQ, naket nepegaeTcs No cetTm SP Ha OCHOBe
YHUKanbHoro BHelwHero tera VLAN, HasHayeHHOro obLedoCcTynHon ceTbto. Takum obpasom,
MOXXHO MOBTOPHO MCMNONb30BaTh npuBaTHble VLAN, 4TO yBENNUMBAET KOMMYECTBO LOCTYMHbIX
TeroB VLAN n obecneymBaeT NpocTyo PyHKLUMIO BUPTyarbHOM npmuBaTHOW ceTn ypoBHS 2 (VPN).

PucyHok 11-1 HwKe nokasbiBaeT NpouecCc BHeApeHud [BoWHOro Tera. Bxog B ceTb SP
Ha3biBaeTca nopTtomMm dotlg-tunnel wnu cokpalleHHO TyHHEeNbHbIM nopToM. Bce kagpbl,
nocTtynatowme Ha rpaHuubl nposangepa (PE), cuMtatotca HenomeveHHbIMU Teramn. Bee Teru,
Oyab TO kagpbl 6e3 Teros Unu Kagpbl ¢ Teramm KnneHTckon VLAN, MHKaNCynupyoTca ¢ Teramm
cetn SP. NpeHtudumkatop VLAN cetn SP — 310 naeHtndpumkatop VLAN no ymonyaHuio ans

TYHHErNbHOro nopTa.

Source
address
Destination Length/ Frame Check
address EtherType Sequence
DA | SA Len/Etype Data FCS Original Ethernet frame
: : RSN TSl
i i e el el
i |IEE 802.1Q frame from
DA | SA Etype Tag Len/Etype Data FCS customer network
DA | SA Etype Tag Etype Tag Len/Etype Data FCS

Double-tagged
frame in service
provider
infrastructure

PucyHok 11-1. MIHkancynaums BHeELWHEro Tera

11.1.1. NMpoToKONbI U CTaHAAPTbI

IEEE 802.1ad

11.2. MNMpunoxeHus

MpunoxeHune

OnucaHue

BHegpenve VPN ypoBHSA 2 ¢
nomoLblo  6asosoro  QinQ
Ha OcCHOBE MOPTOB

[aHHble nepepatoTcs oT knneHta A u knueHTa B k peer end’y
6e3 koHpnukToB B ceTn SP, gaxe ecnu AaHHble NOCTYNatoT 13
ogHon n ton xe VLAN
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MpunoxeHune OnucaHue
BHegpeHue arperaumu | PasnnyHble notoku Tpadwmka cepsucos (PC, IPTV un VolP)

VLAN ans  pasnuyHbix | nepegatotcs yepes pasHble VLAN. Cetn VLAN obbegmHstoTca
CEepBMCOB NoCpeaCcTBOM | B KAMNYCHOW ceTu, noatomy Tonbko oaHa VLAN mncnonb3syetcs
conoctasnexnus VLAN ANA nepegadv ogHUX N TEX XXe NOTOKOB Tpadmka CepBUCOB, YTO
Nno3BonsieT aKOHOMUTL pecypcbl VLAN

Peanusauus  npo3payHon | KnueHTtckas ceTb A 1 KnneHTckas ceTb B B pasHbix obnacTtsx
nepefayunm ypoBHA 2 Ha | MOTYT BbINOSHATL pacyeT e4MHOro NPOTOKONa MHOXECTBEHHOMO
ocHoBe QinQ spanning tree (MSTP) unu passepTtbiBaHne VLAN B ceT SP, He
3aTparueas cetb SP

11.2.1. BHeapeHue VPN ypoBHS1 2 ¢ nomMmolibio 6azoBoro QinQ Ha ocHoBe
nopToB

11.2.1.1. CueHapun

SP npenoctasngdeT ycnyry VPN knneHTy A n knueHTy B.

e  KnueHT A n knneHT B npuHagnexat k pasHbim VLAN B ceTn SP 1 o6ecneynsatoT CBA3b
yepes cooTeeTcTBYlOWME VLAN SP.

e Cetn VLAN KnuneHta A n KnueHta B npospayHbl ans cetm SP. Cetn VLAN MOXHO
ncnonb3oBaTb MOBTOPHO 6e3 KOHMITNKTOB.

e  TyHHenbHbIA NOPT MHKaNcynupyeTt cobcTBeHHbIM Ter VLAN B kaxabii nakeT. [NakeThbl
nepegatotca vepes Native VLAN no cetn SP, He 3atparmBas VLAN KnveHta A un
KnneHta B, Takum obpasom peanusys npoctyto VPN ypoBHs 2.

ustomer A1 Customer A2 #~

- o o
-~

N
VLAN 10/2 =1 Pro‘ider B
TPID=0x9100 Tunch! Gio
R ) ungel Gily2
Gi0/5 Uplink 5
VLAN20 -

ol = -
- -

Customer B1 Customer B2

PucyHok 11-2.

KnneHTt A1 u KnneHt A2 siBnatoTcst KOHeYHbIMKM kneHTamun (CE) ansa cetn Knventa A. KnneHt Bl
n KnueHt B2 anatotca CE anda cetn KnmeHTa B.

MpoBangep A n lNpoeangep B asnaotcsa PE B cetn SP. KnueHT A 1 KnueHT B nony4atot goctyn
K ceTn SP yepes Nposangepa A v lNpoeangepa B.

OnanasoH VLAN KnneHta A ot 1 go 100.
OnanasoHn VLAN Knnenta B o1 1 go 200.
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11.2.1.2. Pa3BepTbiBaHUe

BkntounTe 6a3oBbin QinQ Ha PE gns peanusaumm VPN ypoBHs 2.

NpoeHTudmkatopbl npotokona Tteros (TPID), ncnonb3yemMmble MHOTMMU KOMMYyTaTopamu
(skntovas kommytaTopbl QTECH), ycrtaHosrneHbl Ha 0x8100, HO KomMmyTaTopbl
HEeKOTOpbIX MOCTaBLWMKOB He wucnonb3ytoT 0x8100. B nocnegHem crniydyae Bam
Heob6xoaumMo n3MeHuTb 3HadeHve TPID Ha noptax Uplink PE Ha 3Hauvenus TPID,
NCnonb3yemble CTOPOHHUMU KOMMYTaTopaMu.

HacTtponTte pennukaumio npUOpUTETOB M COMOCTaBEHME MNPUOPUTETOB ANs Knacca
o6cnyxuBaHus (CoS) Ha TyHHenNbHbIX NopTax PE, a Takke HacTponTe pasHble NOSMTUKK
QO0S ans pasHbIX NOTOKOB Tpadnka cepsncos (MogpobHocTn cm. B pasgene ACL&QOS
Configuration/Hactporika Qo0S).

11.2.2. BHegpeHne arperaumm VLAN Aana  pasfMyHbIX CepBUCOB

nocpeancTtBom conoctaBneHua VLAN

11.2.2.1. CueHapum

PaanunyHble NOTOKM Tpadunka CeEpPBUCOB pa3HbIX NONb3oBaTENEN pasgeneHbl B CETU Kamnyca.

@ WLAN 12 WLAN 122 —=VLAN 102
VOIR VLAN 100, 200< —=\LAN 1000

PC

IPTV

WOIP

PasnnyHble notokn Tpadmka cepBMCOB nepefatoTca depes pasHole cetv VLAN Ha
AOoMallHeM Luntose.

OpfHM 1 Te e NOTOKM Tpadmka CEPBMCOB OT pasHbIX NOMb3oBaTeNein pasaenaTcs Ha
KOMMyTaTope Ha dTaxe.

OfHu 1 Te e NoToKM Tpadmka CepBUCOB OT pasHbIX MONb30BaTENeEn OTNPaBSAITCS
KOMMYyTaTopoOM Kamnyca vYepes3 ogHy eamHcTBeHHyo VLAN.

GIOM AN 10< — >VLAN 100

TWLAN 11= —=VWLAN 104

VLAM 101, 201= —=VLAN 1001
VILAM 102, 202 —=YLAN 1002

G Giof @;

/ Floor Campus
Switch Switch
WLAN 10= — =WLAN 200

WEAM 11< —=WLAN 201

WLAM 2= —=\LAN 202 I
Home Gateway 2

WVLAM 12 DHCP Server

G0

PucyHok 11-3.

PC, IPTV n VolP — 370 pasHble nonb30oBaTeNlbCKUE CEPBUCHI.

KommyTaTtop A 1 KommyTtaTop B ABNAIOTCA LWAH30BLIMU YCTPOMCTBAMU PasHbIX NoNb3oBaTenen.

KommyTaTtop C — kOMMyTaTop Ha aTaxe.

KommyTtatop D — 3TO KamnyCHbI KOMMYTaTOop.
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11.2.2.2. Pa3BepTbiBaHUe

Ha pgomawHmx wn3ax HacTponTe BUpTyanbHble noKanbHble CeTU ANns pasHbiX
cepBuCcoOB, 4TOObI pasgenuTb MOTOKM Tpaduka cepBucoB. Hanpumep, HactponTte
VLAN 10 gnsa cnyx6bl PC, VLAN 11 gns IPTV n VLAN 12 ansa VolP.

Ha noptax kommyTaTopa Ha aTaxe (KommyTtaTop D), NOOKMIOYEHHOro K yCTpOMCTBaM
JOMallHero wn3a, HactpouTe conoctaBneHne VLAN gna pasgeneHusi noToKoOB
Tpaduka cepBMCOB pa3HbIX Nofb3oBaTeNen.

Ha kamnycHom komMmyTaTope HacTpoilTe conoctaeneHne VLAN ans pasgeneHus
NOTOKOB Tpad1Kka CEpPBUCOB.

B npeabigywiem passepTbiBaHUM pasnnyHble NOTOKU Tpaduka CEPBUCOB ANA pasHbIX
nonb3oBartenen 6oiNn pasgeneHoi.

11.2.3. Peanusauunsa npo3payHoun nepeaaym ypoBHs 2 Ha ocHoBe QinQ

11.2.3.1. CueHapum

|_|p03pa‘-lHaF| nepenada ypoBHA 2 MeXxay KNMeHTCKUMMU CeTAMU HE BITUAET Ha CeTb SP.

MakeTbl YpOBHSA 2 B CETSX KMMEHTOB NPO3payHbl Angd ceten SP 1 MoryT nepefaBaTtbCs
Mexay ceTamm KnneHTos 6e3 Bo3gencTans Ha cetn SP.

Sarvice Provider Network
Provider 51 Provider 52

e ﬁ% swgEy
Gi oM Gi00

—
_,--""""'_'_'_'_._._-_____-_-_‘_‘_‘_'_""""'--._

Cusfomer 51

Customer Network A1 Customer Metwork A2

Cusiomer 52

Customer Metwork

PucyHok 11-4.

KnneHt S1 n KnueHT S2 nmetrot goctyn k cetn SP yepes MNMpoeangepa S1 u MNpoeangepa S2.

MpoBargep S1 n MNpoBangep S2 BKNHOYEHBI C NPO3paYHON Nepedaven ypoBHs 2 rnobanbHo, a
noptbl Gi 0/1 1 Gi 0/10 nogaepXmnBatoT NPO3paYHylo Nepenady ypoBHs 2.

11.2.3.2. Pa3BepTbiBaHue

Ha noptax PE (Mposangep S1 u lNposangep S2), nogkntoyeHHblX K KnneHty S1 um
KnveHty S2 cOOTBETCTBEHHO, HAaCTpOWTE MNPO3payvHylo nepefadvy ypoBHA 2 Mexay
KnuneHTckon ceTbto A1 1 KNneHTckom ceTbio A2 6e3 BNnsiHMA Ha ceTb SP.

HacTtponTe npospayHyto nepegadvy STP Ha ocHoBe TpeboBaHUIM Nonb3oBaTens, YToobl
peanu3oBaTb NPO3payvHylo Nepegadvy nakeTos 6rioka AaHHbIX NpoTokona mocta (BPDU)
Mexay ceTblo KnveHTa A1 u ceTblo knMeHTa A2 ¥ BbINOMHUTE  BbIYUCIEHNS
yHUUunpoBaHHbiXx MSTP B ceTun SP.
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e Hactpounte npospayHyto nepegadvy npotokona peructpaummn VLAN GARP (GVRP) Ha
ocHOBe TpeboBaHMI Nonb3oBaTens Ana peanv3auun Npo3padHon nepegayn nakeToB
GVRP wmexagy cetamun knveHToB A1 M ceTaMu KIMEHTOB A2 M OUHAMWUYECKOW
KoHpurypaumm VLAN B ceTsiX KNMEHTOB Yepes ceTb SP.

11.3. DyHKUUMU

11.3.1. ba3oBble onpeaeneHns

Basic QinQ (BasoBbin QinQ)

HacTtponTe 6a3oBbin QiNQ Ha TyHHenbHOM nopTy K HacTponTe Native VLAN gns nopta. MakeTsl,
BXOAsLLME B MOPT, MHKANCYNUPYOTCS BHELUHMMU Teramu, cogepxawimmmn nageHtudpukatop Native
VLAN. BasoBbin QinQ He pasgensdetr MNOTOKM Tpadmka CEpPBUCOB U HE MOXET TMBKO
MHKancynuposaTb nakeTbl Ha ocHoBe VLAN.

TPID

Ter kagpa Ethernet coctont n3 yetbipex nonen: TPID, npnoputeT nonb3oBaTens, MHOUKaTOP
kaHoHu4eckoro popmara (CFl) n ngeHtndpmkatop VLAN.

Mo ymonuanuio TPID paBeH 0x8100 B cooteBetctBuM ¢ IEEE802.1Q. Ha kommyTaTopax
HeKkoTopbIx npoudsogutenen ans TPID yctaHoBneHo 3HadeHne 0x9100 unu gpyrue 3HavyeHus.
KoHdurypaumss TPID HanpaBneHa Ha 710, 4T0o6bl TPID nepecbinaemMbix nakeTtoB 6binm
coBmecTuMsbl ¢ TPID, nogaepXuBaemMbiMM CTOPOHHUMU KOMMYTaTOpaMu.

OTo6pakeHne NPUOPUTETOB M pensiMkKauumsa npuopuTeTa

3HaveHne no ymonuvaHuo User Priority B Terax kagpos Ethernet paBHo 0, 4TO yKasbiBaeT Ha
perynsipHble NOTOKW. Bbl MOXeTe yCTaHOBUTb 3TO nofe, 4Tobbl obecneunTb NPUOPUTETHYIO
nepegady onpefeneHHbIX naketoB. Bbl MoxeTe ykasaTb NpuopuTeT nonb3oBaTens, 3agas
3HaveHne CoS B nonutuke QoS.

Pennukaumsa npuoputeta: ecnu ceTb SP npepocraBnseT nonutuky QoS, COOTBETCTBYHOLLYHO
ykaszaHHon COoS BO BHYTPEHHEM Tere, Bbl MOXeTe pennuuupoBaTb COS BHYTPEHHEro Tera BO
BHELHUA Ter, 4TOObl BKMOYUTL MPO3padHyld nepedadvyy Ha oOcHoBe nonuTukn QoS,
npegocraBnsieMomn cetbio SP.

ConocTtaBneHMe NpuMoOpuUTETOB: ecnu ceTb SP npegoctaBnseT pasnuyHble nonutuku QoS,
COOTBETCTBYIOLLME YKa3aHHbIM 3HavyeHuaM COS Ons pasnuyHbiX NOTOKOB Tpadurka cepBUCOB,
Bbl MOXETE COMOCTaBUTb 3Ha4YeHne COS BHYTPEHHEro Tera co 3HadeHnem CoS BHeLUHero Tera,
4yTobbl 0becneunTb NPeanoYTUTENbHYI0 Nepedady MOTOKOB Tpaduka CEepBUCOB Ha OCHOBE
nonntnk QoS, npeaocTasnsembix ceTblo SP.

lNMpo3payHasn nepenayva ypoBHA 2

MakeTbl STP 1 GVRP MoryT BnusTb Ha Tonosnoruio cetn SP. Ecnn Bbl X0TUTE YHUUUMPOBaTb
TOMOSIOIMIO ABYX KIMEHTCKMUX CETEN, pa3aerneHHbIX CeTbo SP, He BNNAA Ha TOMONoruio cetn SP,
npospayHo nepegasante naketol STP 1 GVRP 13 ceten KNMeHToB no cetn SP.

11.3.2. O630p

Ocob6eHHOoCTb OnucaHue

Basosbit QINQ HacTpavBaeT TyHHerbHbIM MOPT U yKa3biBaeT, MOMEYaTCH NN NaKeThbl
Teramu, oTnpaensemble ¢ nopta
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OcobeHHOCTb OnucaHue

ConocrasneHue 3ameHseT BHYTpPEHHWEe Tern nakeToB BHELHUMW Teramu, a 3aTeMm

VLAN BOCCTaHaBMMBaET BHELLUHNE Tern BO BHYTPEHHUE TErM Ha OCHOBE TeX Xe
npasun

KoHdurypaums Mo ymonyanuio TPID paBeH 0x8100 B cooTtBeTcTBuM ¢ IEEE802.1Q. Ha

TPID KOMMyTaTopax HekoTopbix NponssoanTenen TPID BHELLHMX TEeroB UMeEIOT

3HayeHne O0x9100 wnu pgpyrve 3HadveHuns. Kowdwurypauma TPID
HanpaBneHa Ha TO, 4TobbI TPID nepecbinaeMbix nakeToB Obln
coBmecTuMbl ¢ TPID, nogaepXxusaembiMn CTOPOHHUMN KOMMYTaToOpamm

Pennukauma MAC-
agpecos

B Selective QinQ Ha ocHoBe ACL wgeHTtudpmkatopel VLAN pgns
MAC-agpecoB, KOTopble U3y4aloT KOMMYyTaTopbl, NpuHaanexat Native
VLAN. Ecnu npeo6GpasoBaHne VLAN peanunsoBaHo Ha ocHoBe ACL,
nocrne nosly4eHns nakeToB OT peer end’a nokasnbHbIA KOHEL, MOXET He
3anpocnte MAC-agpeca, 4Tto npuseget Kk dnyay. YTobbl pewmntb aTy
npobnemy, npegocrtaenseTca pennukauma MAC-agpecoB  ans
pennukaumm MAC-agpecos Native VLAN B VLAN, rge Haxogutcs
BHELUHWUN Ter

[Npo3payHas
nepegadya YpOBHS
2

MepenaeT nakeTbl 2-ro yPOBHS MeX4y CETMU KIMEHTOB 6e3 BNUAHNA Ha
cetn SP

Pennukaums

Ecnn cetb SP npepoctaenser nonutuky QoOS, COOTBETCTBYHOLLYHO
yKkasaHHOMy 3HayeHumto COS BO BHYyTpeHHEM Tere, Bbl MOXeTe
pennuumpoBaTtb COS BHYTPEHHEro Tera BO BHELUHWA Ter, 4TOObI
BKMIOYMTb NpO3payvHyld nepegadvyy Ha oOcHoBe nonuTukn  QoS,
npegocTaBreHHon ceTbio SP

ConocTtasneHuve

Ecnm cetb SP npegocrtaensieT pasnuyHble  nonnTukn QoS
COOTBETCTBYIOLLMNE 3a4aHHbIM 3Ha4YeHMsaM CoS anga pasnmyHbiX NOTOKOB
Tpadmka cepBMCOB, MOXHO COMOCTaBUTb 3HayeHne CoS BHYTpPEHHEero
Tera co 3HadeHnem CoS BHelwHero Tera, 4YToObl obecnevynTb
npeanoYTUTENBHYIO Nepedadvy NoTOKOB Tpaduka CEPBUCOB HAa OCHOBE
nonutuk QoS, npegocTaBnaembix cetb SP

11.3.3. Ba3oBbI QinQ

BaszoBbin QINQ MOXHO ucronb3oBaTh Ana peanu3aunmn npocton VPN ypoBHS 2, HO eMy He
XBaTaeT rMOKOCTU NpY MHKaNCYNALUN BHELLIHUX TErOB.

11.3.3.1. NMpuHUKMN paboTbl

lMocne Toro, Kak TyYHHEmNbHbIA NOPT NOyYaeT NakeT, KOMMyTaTop Ao0b6aBnseT K NakeTy BHELUHUIA
Ter, cogepxawumn wmaeHtudgpukatop VLAN no ymonuaHuio. Ecnn nonyyeHHbln nakeT yxe
cogepxuT Ter VLAN, OH MHKancynupyeTcHa Kak nakeT ¢ ABOWHbLIM Terom. Ecnv y Hero HeT Tera
VLAN, oH pobaensetcs ¢ Terom VLAN, cogepxawum naeHtundgpukatop VLAN no ymonyaHuio.
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11.3.4. ConoctaBneHune VLAN

11.3.4.1. MpuHUMN paboThbI

BHYTpeHHWIA Ter nakeTa 3aMeHsIeTCs BHELUHUM TeromM, YTo MO3BONSET nepefasaTb NakeT Ha
OcHoBe Tonomnornv oblienocTynHo cetn. Korga nakeT nepenaeTcss B KIMEHTCKYHO CETb,
BHELLUHMIN Ter BOCCTaHaBNMBAETCS 40 MCXOAQHOIO BHYTPEHHEro Tera Ha OCHOBE TOrO e NnpaBuna.
ConocrasneHve VLAN nogaepxuBaeT criegytollee npaBuiio ConocTaBneHus:

o ConocrtaeneHne VLAN 1:1: usmeHseT wugeHtucpumkatop VLAN Ha ykasaHHbIN
ngeHtngpukaTop VLAN.
e ConoctaBneHusa VLAN 1:1 Pexum 1
ConoctaeneHve VLAN 1:1 B OCHOBHOM MPUMEHSIETCA Ha KOMMYyTaTopax Ha aTaxax Ans

NCMOJ1Ib30BaHNA pPa3HbIX VLAN ans nepegayvn oAHMX WU TeX Xe CepBUCOB OT pPa3HbiX
nonb3oBaTenen, Kak NnokasaHo Ha PmcyHKe HWXe.

onbgure 1:1 WVLAN
mapping policy In inbound
and cutbound direction

I
Uplink Flow I

f — ! Uplink Port
< prmm— ‘jw—

~ Downlink Flow Downlink Port

PucyHok 11-5.

e Hactponte downlink-nopT ¢ nonutukon conoctaesneHms VLAN BO BXxogsilem
HanpasneHun, YTobbl CONOCTaBUTbL BHYTPEHHUI Ter uplink-noToka ¢ BHELLHUM TEroMm.

e Hactponte nopt uplink ¢ nonutukon conoctaeBneHna VLAN B wucxogswem
HanpasneHun, 4Tobbl conocTaBuTb BHewHWn Ter downlink-noToka € WCXOOHbIM
BHYTPEHHUM TETOM.

e ConocraeneHus VLAN 1:1 Pexum 2
Configure 1:1 VLA Configure 1.1 WVLAR
mapping policy in mapging palicy in
nbound 'hrec on imbound d r-=-|:l’-r
P A

Dovwmilirk Port

PucyHok 11-6.

e Hactponte downlink-nopt ¢ nonutukon conoctaeneHnss VLAN BO BXoAsiLLEM
HanpaBneHun, YToObl CONOCTaBUTbL BHYTPEHHUI Ter uplink-noToka ¢ BHELLHUM TEroM.

e [1ns downstream-noTOKOB AAHHbLIX HACTPOWTE NopT uplink ¢ MONNTUKON CONOCTaBMEHNS
VLAN BO BXxogsilem HanpaBreHun K BHelwHeMy Tery downlink-noTtoka ¢ MCXOAHbBIM
BHYTPEHHUM TErOM.

11.3.5. Kondurypauusa TPID

11.3.5.1. NMpuHUKMN paboTbl

Ter kagpa Ethernet coctouT n3 YeTtbipex nonewn, a umeHHo: TPID, User Priority, CFl n VLAN ID.
Mo ymonuaHuio TPID paBeH 0x8100 B cootBeTcTBuM ¢ IEEE802.1Q. Ha kommyTtatopax
HeKkoTopbIx rnpoussogutenen TPID BHewHWX TeroB umeroT 3HadeHne 0x9100 wnn gpyrue
3HayeHus. OyHKumMA koHpurypaumm TPID nossonseT HacTpouTb TPID Ha nopTax, KoTopble
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3ameHAaT TPID BHewHux TeroB VLAN B naketax HacTpoeHHbiMm TPID gna peanusauuu
coBmecTtumocTtn TPID.

11.3.6. Pennukauna MAC-agpecoB
11.3.6.1. NMpuHUKUN paboTbl

B Selective QinQ Ha ocHoBe ACL MAC-agpec, nomnyyeHHbld KOMMYTaTOpOM, MPUHAANEXUT
Native VLAN. TyHHenbHbIA MOPT nomMevaeT nakeT yKasaHHbIM BHELUHUM WOeHTUUKaTopoM
VLAN Ha ocHoBe nonutukn Selective QinQ. MNpu nonyyYyeHnn OTBETHOIO NakeTa, coaepXaLlero
TOT e Ter BHewHen VLAN, TyHHenbHOMYy nopTy He ygaetca Hautu MAC-agpec BO BHELUHeN
VLAN, nockonbky oH HaxoguTca B Native VLAN, 4To Bbi3bIBaeT donya.

Service Provider Metwork

o

VID=5 YID=5
Destination MAC=MACLA Hource MAC=MALC-A

VID=3
Qoiirca MAC=MAC-A

Customer Metwork

PucyHok 11-7.

Ha PwucyHke Bblle KnMeHTCKasi ceTb MOAKMIYEHa K TYHHeNbHOMY MOpTy KOMMyTaTtopa.
HacTpoeHHbIn ¢ Native VLAN 4, TyHHenbHbIN NOPT NoMeYaeT nakeT ¢ ucxogHoim MAC-agpecom
kak A BHewHen VLAN 5. MNpu nonydeHnn naketa ¢ BHyTpeHHUM TeroMm VLAN 3 1 ncxogHbim
MAC-agpecom A koMmyTaTop nomeyaeT nakeT BHewwHen VLAN 5. [1oCKONbKY NOPT HAcTPOEH C
Native VLAN 4, MAC-agpec A wmnsBecteH VLAN 4. lNocne nony4eHuMst OTBETHOro naketa
kommyTtaTop nwet MAC-agpec A B VLAN 5, NockomnbKy BHELLWHWA Ter naketa cogepxuTt VLAN
ID 5. OgHako MAC-agpec A He n3y4deH VLAN 5, Bbi3biBas cnyg.

Bbl MOXeTe HacTpouTb TyHHEnbHbIM NopT and pennukauum MAC-agpeca Native VLAN Bo
BHewHo VLAN, 4yTtoObl nsbexxaTb HENPepbIBHOrO MOTOKA MakeToB M3 ceTu SP. Bbl Takke
MOXETe HaCTpPOUTb TYHHemnbHbLIM MOpPT Ans pennukaumm MAC-agpeca BHewHen VLAN ans
BHewHero Tera B Native VLAN, 4ytoObl n30exaTb HeENpepbiBHOIO nyaMHra nakeTtoB W3
KNWEHTCKOWN CeTU.

11.3.7. Npo3payHasa nepenaya ypoBHA 2

11.3.7.1. NMpuHUKMN paboTbl

@OyHKUNA Npo3payHoOn Nepefaymn YpoBHA 2 NpedHasHayeHa ana peanusauum nepegadm nakeTos
YPOBHSA 2 MexXAay KNMEeHTCKUMU ceTamu 6e3 BnusaHus Ha cetu SP. Korga nakeT ypoBHSA 2 u3
KnueHTckon ceTu noctynaet B PE, PE nsmeHset MAC-agpec HasHayeHns nakeTa Ha NpuBaTHbIN
agpec nepen nepecobinikon naketa. Peer PE un3ameHseTr MAC-agpec HasHayeHus Ha
o6LenocTynHbIi agpec, 4ToObl OTNpaBWUTb MaKeT B KAMEHTCKYyI CeTb Ha ApPYroMm KOHUe,
peanuayd npo3padHylo nepegady B cetn SP.

347

@ §) QTECH

MWP OOCTYNHEE



PykoBofacTeo no Hactponke cepuss QSW-6910

HacTtpoiika QinQ | www.gtech.ru |

11.3.8. Pennukauus npuoputeTta

11.3.8.1. MpuHUMN paboThbI

Ecnn cetb SP npepoctaBnaeT nonutuky QOS, COOTBETCTBYIOLLYIO YKasaHHOMY MPUOPUTETY
nonb3oBatens (CoS) Bo BHyTpeHHeM Tere, Bbl MOXeTe pennuumpoBaTb COS BHyTpEHHero Tera
BO BHELWHWM Ter, 4yToObl obecneunTb MNpo3padvHyld nepedadvyy Ha OCHoBe nonuTMkM QOS,
npenocTaBneHHon ceTblo SP.

11.3.9. ConocTaBneHue npuopurteTa

11.3.9.1. NMpuvHUUN paboTbl

Ecnn cetb SP npepgocTtaBnseT pasnuuyHbie Nonutukn QOS, COOTBETCTBYHOLUME 3adaHHbIM
3HavYeHuamM CoS Ansa pasnuyHbIX NOTOKOB Tpadimka CEPBMCOB, MOXHO COMOCTaBUTb 3HaYeHue
CoS BHyTpeHHero Tera co 3HadeHnem CoOS BHelwHero Tera, 4ToObl o0b6ecneunTb
npegnoyTUTENbHYO nepedady MNOTOKOB Tpadmka CepBUCOB Ha OCHOBe nonuTuk QOS,
npegoctaBndemMbix ceTbio SP.

11.4. OrpaHuyeHue

MpoaykTtbl cepun QSW-6910 nogaepxmBatoT YeTbipe rrnobarnbHbIX 3HaYeHUs naeHTudukaTopa
npoTtokona TeroB (TPID). OgHo n3 3Hadennn TPID gomkHo ObiTb 0x8100, a ocTanbHble Tpu
ABNATCA CNyYarHbIMU.

11.5. KoHdurypauus

KoHdurypauus OnucaHue u KomaHaa

HacTtpoika QinQ Ob6sa3aTenbHbIN

switchport mode dotlg-tunnel | HactpauBaeT TyHHenbHbIN NOPT

switchport dotlg-tunnel | Jo6aBnsetr VLAN K TyHHenbHoOMy
allowed vlan { [ add ] tagged | nopTy B TermpoBaHHOM  Wnn
vlist | [ add ] untagged Vvlist | | HeTerMpoBaHHOM pexunme

remove vlist }

switchport dotlg-tunnel native | Hactpansaet VLAN no ymonyanuto

vlan VID ONA TYHHesbHOro nopra
HacTtponka TPID (OnuuoHanbHO) Wcnonb3yetca ans peanu3aumMm COBMECTUMOCTU C

TPID

frame-tag tpid tpid Hactpaneaetr TPID Tera kagpa.

Ecnu Bbl XOTUTE YCTaHOBUTb €ro Ha
0x9100, HacTponTe KomMaHay
frame-tag tpid 9100. Mo
YyMOMN4aHuIo TPID umeet
LecTHagUuaTepUYHbI dopmar.
Bam HeobxoouMmMo HacTpouTb 3Ty
YHKLUMIO Ha BbIXOAHOM MOPTY
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KoHdurypauus OnucaHue u KomaHaa

HacTtpownka (OnumoHanbHo) OH  ucnonb3dyeTca Afs  HacTPOWKM  BHELIHUX U
BHYTpeHHen/BHeLWH | BHyTpeHHUX TeroB VLAN nakeToB, nepefaBaembix no cetam SP, B
en NONUTUKA | 3aBUCUMOCTU OT TOMOJSIOMMN CETU

MoandmKaLmMm Teros

VLAN

dotlqg relay-vid VID translate
local-vid v_list

HactpaunBsaet NONUTUKY ans
N3MeHeHUs naeHTndunkaTopoB
VLAN BHelWHWX TeroB Ha OCHOBE
BHELLHUX TEeros

dotlqg relay-vid VID translate
inner-vid v_list

Hactpaunsaet NONUTUKY ans
N3MeHeHUs naeHTndnKkaTopoB
VLAN BHelWHWX TeroB Ha OCHOBE
BHYTPEHHNX TEroB

VID
vid

dotlg new-outer-vlan
translate old-outer-vlan
inner-vlian v_list

HacTtpauBaeTt NONNTUKY ans
N3MeHeHUs naeHTMdmKkaTopoB
VLAN BHelWHWX TeroB Ha OCHOBE
BHELLHUX N BHYTPEHHUX TEIOB

HacTtpouka
conocTaBnexHust

NPUOPUTETOB u

pennunkaunn
NpuopunuTETOB

(OnumoHanbHo) Wcnonb3dyeTca And npumeHeHus nonutukn QoS,
obecneumBaemon cetbto SP, nocpegctBoM  pennvkauMm  C
npuopuTeTOM

inner-priority-trust enable PennuumpyT 3HaveHue nonsa User
Priority Bo BHyTpeHHem Tere (C-
TAG) B none User Priority

BHeLHero Tera (S-TAG)

(OnuuoHanbHO) Wcnonb3yetca Ana npuMeHeHna nonutukn QoS,
obecneumBaemon ceTbto SP, nyTemM conoctaBneHns npnopmnTeToB

dotlg-Tunnel cos inner-cos- | 3apgaetr 3HayeHwe nonsa User
value remark-cos outer-cos- | Priority Bo BHewHem Tere (S-TAG)
value Ha ocHoBe nonsa User Priority BO

BHYyTpeHHeM Tere (C-TAG)

@ §) QTECH
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HacTtponka (OnuuoHanbHO) Mcnonb3yeTcs ans Npo3padvHon nepenaydn MNakeToB
nNpo3payvyHom MSTP n GVRP Ha ocHoBe TOMOMOrMM CETU KIWEeHTa, He BNUAS Ha
nepegayun yposHa 2 | Tononoruto cetm SP
I2protocol-tunnel stp BkntovaeT npospadvHyo nepepady
STP B pexume rnobanbHoOn
KOH(purypawmu
349




PykoBofacTeo no Hactponke cepuss QSW-6910

HacTtpoiika QinQ | www.gtech.ru |

KoHdurypauus OnucaHue u KomaHaa

HacTtpowka I2protocol-tunnel stp enable BkntoyaeT npospayvHyto nepegady
Npo3pavyHou STP B pexume KOHuUrypauum
nepenayn ypoBHs 2 nHTepdenca
I2protocol-tunnel gvrp BkntoyaeT npospayvHyto nepepady
GVRP B pexume rnobanbHom
KOHMrypaumm

I2protocol-tunnel gvrp enable | BknioyaeT npo3payHyio nepegady
GVRP B pexume KoHUrypaumm
nHTepdenca

I2protocol-tunnel { STP | GVRP | HacTpanBaeT npo3payHbli agpec
} tunneld-mac mac-address nepegayn

NMPUMEYAHUA: obpaTnute BHUMaHWe Ha cneayoLime orpaHnyeHns npn Hactponke QinQ:

He HacTpauBanTe MapLUpyTM3UpyeMbI NOPT B KAYECTBE TYHHENbHOro nopTa.
He Bkntovante 802.1X Ha TyHHENbHOM MNOPTY.
He Bkntovante doyHKumio Port Security Ha TyHHENbHOM MOPTY.

Korga TyHHenbHbI MOPT HacTPOEH Kak WUCXOAHbIM NOpT aHanusaTopa yAareHHbIX
kommyTupyembix noptos (RSPAN), oTcrnexuBaloTcs NakeTbl, BHELIHME TErM KOTOPbIX
cogepxaTt maeHtndukatopsl VLAN, cooTBeTcTByOWME MaeHTUdMkatopam RSPAN
VLAN.

Ecnn Bbl xotnte conoctaButb ACL, NPMMEHEHHBLIN K TYHHENbHOMY MOPTY, C
ngeHtndpurkatopamm VLAN BHYTPEHHMX TEFrOB, UCMOSb3yNTe KNYEBOE CMNOBO inner.

HacTtpoinTe BbIXOOHOW MOPT KAMEHTCKOM CeTU, NOLKMOYEHHON K ceTu SP, kak nopt
uplink. Ecnn Bbl HacTpanBaete TPID BHelwHero Tera Ha NopTy ¢ nogaepxkon QinQ,
yCTaHOBUTE Takoe e 3HadeHne ansa TPID BHewHero Tera Ha nopTy Uplink.

Mo ymonyaHuio MakcumanbHasd eguHuiua nepegadn (MTU) gona noprta coctaBnser
1500 GanT. MNMocne pob6asnenuns BHewHero tera VLAN nakeT CTaHOBUTCH Ha 4eTbipe
barita gnmHHee. PekomeHngyetcsa ysennunts MTU nopta B cetsix SP kak MMHMMYM O0
1504 G6anTos.

Mocne BKNIOYEHWsI MOpTa KOMMyTaTtopa C nomolibio QinQ HeobxoaMMo BKITHOYUTL
coBMecTHoe ucnonb3oBaHnne SVGL nepen skntodeHnem IGMP snooping. B npoTvBHOM
cny4vae IGMP snooping He bygeT paboTaTtb Ha NopTy ¢ noaaepxkon QinQ.

11.5.1. HacTpoiika QinQ
11.5.1.1. 3docheKkT KOHhUrypaumum

BHegpute VPN ypoBHsi 2 Ha ocHOBe nonutukn QinQ Ha OCHOBE MOPTOB.

11.5.1.2. NMpumeyaHunsn

He pekomeHayeTtcsa HacTpauBaTtb Native VLAN maructpansHoro nopta Ha PE B kayectse VLAN
Nno yMOM4YaHuIo, MOCKOMbKY MarucTpanbHbii NOPT yaanseT Tern, cogepxalumne naeHTngunkatopsl
Native VLAN, npn oTnpaBke NakeToB.
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11.5.1.3. lWHarn HacTpoOUuKu

Hactpouka TyHHenbHOro nopra

(O6s3aTenbHO) HacTponTe TyHHENbHbIV MOPT B peXume KoHUrypaumm nHtepdenica.

3anyctute komaHgy switchport mode dotlg-tunnel B pexume KoHUrypaumm
nHTepdenca, YTobbl HACTPOUTbL TYHHENbHbIN NOPT.

KomaHga switchport mode dotlg-tunnel

Mo yMon4yaHuo Mo yMon4yaHuro TyHHeJ'IbeIIZ nopT HE HAaCTpPOEeH

KomaHaHbIn Pexum koHdurypaumm nHtepderica
peXnm

HacTtpounka Native VLAN

Ob6sa3aTenbHbIN.
HactponTe Native VLAN ansa TyHHenbLHOro nopra.

MNMocne HacTtpownkn Native VLAN pobasbTe ee B cnncok VLAN TyHHenbHOro nopta B
HeTerMpoBaHHOM pexume.

3anyctute komaHgy switchport dotlg-tunnel native vian VID B pexume
KOHpurypaumm nHtepderica, 4tobsl Hactpontb VLAN N0 ymMonyaHuoo ans TYHHENbHOro
nopra.

Ecnn Native VLAN po6Gaensetcs B cnmcok VLAN B HeTErmpoBaHHOM peXuMe,
ncxogswine naketbl Yepead TyHHENbHbIN NOPT He momedatroTca Teramu. Ecnm Native
VLAN pobaensetcs B cnmcok VLAN B TErMPOBaHHOM peXnME, UCXOAsLLME MNaKeTbl
yepe3 TYHHElbHbIN MNOPT nomevarTcs ugeHtudunkatopom Native VLAN. YTobbl
obecneunTb nepegavy no uplink- n downlink-kaHanam, go6asbTe Native VLAN B cnnMcok
VLAN B HeTerMpoBaHHOM pexume.

KomaHga switchport dotlg-tunnel native vian VID
Onuncanne VID: ykasbiBaeT naeHtudpumkatop Native VLAN. 3HauyeHve BapbupyeTca oT
napamMmeTpoB 1 0o 4094. 3HayeHne nNo ymonyanmo — 1

Mo ymonyaHuio

Mo ymonuanumio Native VLAN — ato VLAN 1

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nutepdenca

PykoBoacteo no
NCNOSb30BaHMIO

Mcnonb3ynte aTy kKomaHay ans Hactporku VLAN cetn SP

Ho6aBneHne VLAN Ha TYHHeNbHbIA NOPT

O06sa3aTenbHbIN.

Mocne HacTtpownkn Native VLAN pobasbTe ee B cnucok VLAN TyHHENbHOro noprta B
HETErMpOBaHHOM PEXUME.

Ecnu QinQ Ha ocHOBe NOPTOB BKIMOYEH, BaM He Hy>XHO Ao6aBnsaTte VLAN ceTu KnueHTta
B crnmcok VLAN TyHHernbHoro nopra.
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e Ecnu BkntoyeH Selective QinQ, nobaBbTe VLAN knuneHTckon cetn B cnmcok VLAN
TYHHENbLHOro nopTa B TErMPOBaHHOM UMW HETEMMPOBaHHOM peXnmMe B 3aBUCMMOCTU OT
TpeboBaHuA.

e 3anyctute komangy switchport dotlqg-tunnel allowed vlan { [ add ] tagged vlist |
[ add ] untagged vlist | remove vlist } B pexume koHdurypaumm nHrtepderica ans
nobasneHns VLAN B cnvcok VLAN TyHHenbHoro nopta. Mpu nonyyYyeHun naketoB U3
cootBeTcTBYytoWmMXx cetern VLAN TyHHenbHbI nopT gobaenset wnu ypanseT Tern B
3aBUCMMOCTU OT HACTPOEK.

KomaHga switchport dotlqg-tunnel allowed vlan { [ add ] tagged vlist | [ add ]
untagged vlist | remove vlist }

OnucaHue vlist: ykasbiBaeT cnncok VLAN Ha TyHHeNnbHOM nopTty

napameTpoB

Mo ymonyaHuo

Mo ymonuanuio VLAN 1 gobasnsietca B cnvcok VLAN TyHHenbHoro nopta
B HeTernposaHHoM pexume. pyrne VLAN He gobasnatoTcs

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepdenca

PykoBoacteo no
NCNOmnb30BaHUIO

Ncnone3ynte 3Ty KOomaHgy, 4tobbl gobaButb unu yganutb VLAN Ha
TyHHENbHbLIN NOPT U yKaxuTe, ByayT nn ucxogswme nakeTbl TermpoBaHbl
Unn Her.

Ecnn 6a3oBbin QinQ BkntoveH, nobasbte Native VLAN B cnuncok VLAN
TYHHEIbHOro NnopTa B HETEMMPOBAHHOM pPEXUME

11.5.1.4. NMNpoBepka

NMpoBepbTe KOHUrypauuo TyHHEeNbLHOro nopTa.
[MpoBepbTe, NPaBUBHO NI HACTPOEH TYHHEMBbHbLIW MOPT HA KOMMYyTaTope.

QTECH

MWP OOCTYNHEE
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11.5.1.5. Npumep KoHdUrypaumm

HacTtpownka 6aszoBoro QinQ ansa peanusauum VPN ypoBHS 2
CueHapun:

ustomer A1

—_ -
- -~

Junnel GiO/1 Tunnel Gi0/1
/ VLAN 10

/
Provider A
Tunnel Gi0/2

N

TDService Provider Network

PucyHok 11-8.

Warn e HactpowiTte TyHHenbHble nopTel Ha PE 1 noagkntounte CE K TYHHErbHbIM
HaCTPOWKU nopTam.

e Hactpownte cetn Native VLAN ansa TyHHenbHbIX NOpTOB M AoGaBbTe
Native VLAN B cnuckn VLAN TyHHENbHbIX MOPTOB COOTBETCTBEHHO B
HeTerMpoBaHHOM pexume.

e Hactponte VLAN B ceTax KNMEHTOB B COOTBETCTBMM C TpeboBaHMNSMN.

NPUMEYAHUE: kommyTaTtopbl ¢ nogaepxkor QinQ nHKancynupyoT BHELLHWE
Tern B NnakeTbl 4na nepegaydv no cetm SP. [NoaToMy Bam He HYy>XHO HacTpamBaTb
knueHtckme VLAN Ha PE.

NMPUMEYAHUE: TPID no ymonuaHumio paBeH 0x8100 B COOTBETCTBUM C
IEEE802.1Q. Ha HekoTOpbIX CTOPOHHMX KOMMYyTaTopax anda TPID yctaHoBneHo
Apyroe 3HadyeHue. Ecnv Takme koMMyTaTopbl pa3sepHyThl, yctaHoBuTe TPID Ha
nopTtax, MOAKMOYEHHbIX K CTOPOHHWM KOMMyTatopam, 4Tobbl peanusoBaTb
coBmecTtumocTb TPID.

NMPUMEYAHUE: ecnn PE nogknoyeHbl Yyepe3 maructpanbHble NopTbl Un
rmbpuaHble NopThl, He HacTpamBanTe cetn Native VLAN ana marncrpanbHbiX
unu mbpuaHbiXx noptoB B KadectBe ceter VLAN no ymonyaHuiwo AOns
TYHHErbHbIX NOPTOB. MaructparnbHble NOpThl UK rTMBpUAHbIE NOPThI yaANsaoT
Term VLAN, cogepxawme wngeHtudukatopbl Native VLAN, npu oTnpaske
nakeToB

Mpoeanpgep | War 1. Cosgante VLAN 10 n VLAN 20 B cetn SP, 4T0ObI pa3genvtb gaHHble
A knneHTta A n knuenTa B.

ProviderA#configure terminal
BBeaunte komaHnabl KOHUrypaumm, no ogHomn B ctpoke. KoHeu ¢ CNTL/Z.
ProviderA(config)#vlan 10

ProviderA(config-vlan)#exit
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ProviderA(config)#vlan 20
ProviderA(config-vlan)#exit

War 2. Bkntounte 6a30Bbii QiNQ Ha NopTy, NOAKMIHOYEHHOM K CETU KnneHTa A,
4yTO6bI Mcrnonb3oBaTb VLAN 10 Ang TyHHENMpoBaHuWS.

ProviderA(config)#interface gigabitEthernet 0/1
ProviderA(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel

ProviderA(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan
10

ProviderA(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed
vlan add untagged 10

War 3. Bkntounte 6a3oBbin QiNQ Ha NopTy, NOAKIHOYEHHOM K CETU KNueHTa B,
4yT106bI Ucnonb3oBaTb VLAN 20 ans TyYHHENMpoBaHUS.

ProviderA(config)#interface gigabitEthernet 0/2
ProviderA(config-if-GigabitEthernet 0/2)#switchport mode dotlg-tunnel

ProviderA(config-if-GigabitEthernet 0/2)#switchport dotlq-tunnel native vlan
20

ProviderA(config-if-GigabitEthernet 0/2)#switchport dotlg-tunnel allowed
vlan add untagged 20

LWar 4. Hactpounte Uplink-noprt.
ProviderA(config)# interface gigabitEthernet 0/5
ProviderA(config-if-GigabitEthernet 0/5)#switchport mode uplink

War 5. NameHute TPID ucxogdawmx naketoB Ha nopTy Uplink Ha 3HayeHwne
(Hanpumep, 0x9100), pacno3HaBaemoe CTOPOHHUMM KOMMYTaTopamu.

ProviderA(config-if-GigabitEthernet 0/5)#frame-tag tpid 9100
LWar 6. HacTtponTe npoBangep B, BbINOMHMB Te e 4eNCTBUS

MpoBepka

Knuent A1 oTtnpaensieT naket, cogepxawmn wmgeHtudmukatop VLAN 100,
npegHasHadeHHbln ons knnenta A2. lNMakeT uvepes [NpoBangepa A nomeuyeH
BHELLHMM TErom, yKkasaHHbIM TYHHENbHbLIM NOpTOM. [akeT, koTopbIn JOCTUraeT
KnneHta A2, cogepxut ncexogHein ngeHtugpukatop VLAN 100.

[MpoBepbTe, NPaBUBHO NI HACTPOEH TYHHENbHbIN MOPT.
lMpoBepbTe, NpaBubHO N HacTpoeH TPID

MpoBanaep
A

ProviderA#show running-config

interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 10
switchport dotlg-tunnel native vlan 10

spanning-tree bpdufilter enable
!
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interface GigabitEthernet 0/2

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 20
switchport dotlg-tunnel native vlan 20

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/5

switchport mode uplink

frame-tag tpid 0x9100

ProviderA#show interfaces dotlg-tunnel

Native vlan: 10
Allowed vlan list:1,10,
Tagged vlan list:

Native vlan: 20

Allowed vlan list:1,20,

Tagged vlan list:
ProviderA#show frame-tag tpid
Ports Tpid

Gio/5 0x9100

MpoBanaep
B

MpoBepbTe NpoBanaep B, BINOAHUB Te e AeNCTBUS

11.5.1.6. PacnpocTpaHeHHble OWNOKN

¢ Native VLAN He gob6aensieTcst B cnncok VLAN TyHHENbHOro nopta B HETEMMPOBAHHOM
pexume.

e [Ina nopTta, NOAKMHYEHHOINO K CTOPOHHEMY KoMMyTaTtopy, TPID KOTOporo He paBeH
0x8100, He HacTpoeH TPID. B pesynbrarte naketbl He MOryT ObiTb pacno3HaHbl
CTOPOHHMM KOMMYTaTOpPOM.

11.5.2. HacTtpouka TPID

11.5.2.1. 3dochekT KOHhUrypauum

Hactponte TPID’bl B Terax Ha ceTeBbIX ycTponcTBax SP, 4tobbl peanu3oBaTtb COBMECTUMOCTb

c TPID.
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11.5.2.2. NpumeyaHus

Ecnn PE nogkrnoyeH K CTOPOHHeMY KoMMyTaTopy, Ha koTtopoM TPID He paBeH 0x8100, Bam
Heobxoaumo HacTpouTb TPID Ha nopTy PE, NoaKnMtO4YEHHOro K CTOPOHHEMY KOMMYTaTopy.

NPUMEMAHUE: He yctaHaBnueante ans TPID noboe u3 cnepyrowmux 3HaveHun: 0x0806
(ARP), 0x0200 (PUP), 0x8035 (RARP), 0x0800 (IP), 0x86DD (IPv6), 0x8863/0x8864 (PPPOE),
0x8847/0x8848 (MPLS). , 0x8137 (IPX/SPX), 0x8000 (IS-IS), 0x8809 (LACP), 0x888E (802.1X),
0x88A7 (knacTepsbl) 1 0x0789 (3apesepBuposaHo QTECH).

11.5.2.3. lWlarn HacTpoOuKu

o Ecnu PE nogkrtoyeH K CTOPOHHEMY KOMMYyTaTopy, Ha kotopom TPID He paseH 0x8100,
BamM Heobxoanmo HactpouTb TPID Ha nopTy PE, NOAKMOYEHHOro K CTOPOHHEMY
KoMmyTaTopy.

e TPID MOXHO HaACTpOUTb B pexume KoHdurypauum wuHTepdenca u B pexumme
rnmobanbHOM KOoHdMrypaumm. B cnegyowem npumepe  UCMNONb3YeTCa  Pexunm
KOHcpurypaumm nHtepdenca.

HacTtponte komaHgy frame-tag tpid 0x9100 B pexume KoHdurypaumm mnHtepderca, 4toobl
nameHutb TPID Ha 0x9100.

KomaHga frame-tag tpid tpid
Onuncanne tpid: ykasbiBaeT HoBoe 3HadeHne TPID
napameTpoB

Mo ymonuanuio | 3HauyeHue TPID no ymonyaHuio — 0x8100

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBogcteo no | Ecnu PE nogknioyeH K CTOPOHHEMY KOMMYyTaTopy, Ha kotopom TPID He
ncrnonb3oBaHuto | 0x8100, ucnonb3ynte 3Ty KomMaHay Ana Hactpourkum TPID Ha noprty,
NOAKIMIOYEHHOM K CTOPOHHEMY KOMMYyTaTopy

11.5.2.4. NpoBepka

lMpoBepbTe, HacTpoeH nun TPID.

11.5.2.5. NMpumep koHdUrypaumm
Hactpownka TPID Ha nopTy

LWarun Hactpointe TPID Ha nopTy.
HaCTpoVku QTECH(config)# interface gigabitethernet 0/1
QTECH(config-if)# frame-tag tpid 9100

MpoBepka | OtobpaxeHnune TPID Ha nopTy.
QTECH# show frame-tag tpid interfaces gigabitethernet 0/1
Port tpid
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Gi0/1 0x9100

11.5.3. Hactpoka BHyTpeHHeW/BHewHen MONMUTUKM MoauduKauum Teros
VLAN
11.5.3.1. 3dphekT KOHbUrypauum

M3meHnTe BHELUHWE unu BHYTpEHHWE TE€rn B COOTBETCTBUA C (baKTI/I‘-IeCKI/IMI/l Tpe6OBaHVIF|MVI K
ceTn.

11.5.3.2. NMpumeyaHus

NMPUMEYAHUE: nonuntukn moaucpmkaumm TeroB AEWCTBYIOT TONbKO Ha MOPThbl JOCTynNa,
MarmcTparsbHble NopThl, MbpuaHble nopTel U Uplink-nopTol.

NMPUMEYAHUE: nonutukmn moamdmkaumm TeroB B OCHOBHOM UCMOMb3YOTCA ANS U3MEHEeHUs
BHYTPEHHNX U BHELUHUX TEros B ceTn SP.

NMPUMEYAHMUE: ecnn nakeT cooTBETCTBYET ABYM unn 6onee nonutukam Selective QinQ Ha
ocHoBe ACL 6e3 npuoputeTa, BbINOMHSAETCS TONbKO OAHa nonutuka. PekomeHayeTcs ykasaTb
npuopuTeT.

11.5.3.3. lUarn HacTpouKu

HacTtponka nonutuku ans mnameHeHus wmaeHtudukatopoB VLAN BHeLWHUX
TeroB Ha OCHOoBe BHYTPEeHHUX Teros

e OnuuoHanbHo.

e  BblnonHuTe aTy HacTponky, YToObl N3MeHUTb naeHTdunkatTopbl VLAN BHELLHUX TErOB
Ha ocHoBe naeHTugukatTopoB VLAN BHYTPEHHUX TEroB.

e Bbl MOoxeTe namMeHuUTb naeHtndukaTopbl VLAN BHELLHMX TEroB B nakeTax, KOTOpble
BXOAST B NOPTbI 4OCTyNa, MarucTpanbHble NOpThl, rmbpugHble nopTol 1 Uplink-nopTsl,
Ha ocHoBe naeHTudgukatopoB VLAN BHYTPEHHUX TEMOB B 3TUX MNakeTax.

KomaHga dotlq relay-vid VID translate inner-vid v_list
Onuncanne VID: yka3biBaeT uamMeHeHHbIn nageHtudgukatop VLAN BHellHero Tera.
napameTpos

v_list: ykasbiBaeT ngeHtndukatop VLAN BHyTpeHHero Tera

Mo ymonyaHuio | o ymon4yaHuio NofiMTMKa HE HacTpoeHa

KomaHaHbIn Pexnm koHdurypaumm nitepdenca
pexXunm

Hactponka nonutukun ansa uameHeHus unaeHtTudumkatopoB VLAN BHELHUX
TeroB Ha ocHoBe uaeHtudunkatopos VLAN BHELWHUX U BHYTPEHHUX TEeros

e  OnuuoHanbHo.

e  BbinonHute 3Ty HacTpoKiKy, 4Tobbl 3MeHUTb naeHTudmkaTopbl VLAN BHELWHMX TEros
Ha ocHoBe naeHTugukatTopoB VLAN BHYTPEHHUX N BHELUHUX TEMOB.
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e  Bbl MoxeTe u3MeHUTb naeHTUdmkaTopbl VLAN BHELIHMX TEroB B MakeTax, KOTopble
BXOASAT B NOPTbI AOCTYNa, MarnucTpanbHble NopTbl, rMbpuaHble nopTel U Uplink-nopTl,
Ha ocHoBe naeHTugrkaTopoB VLAN BHYTPEHHUX U BHELLHUX TEFOB B 3TUX MakeTax.

Komanpga dotlg new-outer-vlan new-vid translate old-outer-vlan vid inner-vlan
v_list

Onucanwne new-vid: ykasblBaeT nameHeHHbIn ngeHtudunkatop VLAN BHellHero Tera.

napamMmeTpoB

vid: ykasbiBaeT ncxogHoln naeHtngukatop VLAN BHelLHero Tera.
v_list: ykasbiBaeT ngeHtudmkatop VLAN BHyTpeHHero tera

Mo ymonyaHuo

Mo yMOn4aH1o NoJINTUKa HE HAaCTpoeHa

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHrepderica

HacTtponka nonutuku ans mnameHeHus wmaeHtudukatopoB VLAN BHeLWHUX
TeroB Ha OCHOBe BHeLWIHUX Teros

e  OnuuoHarnbHo.

e  BbInonHuTe aTy HaCTponKy, YToObl M3MeHUTb naeHTndunkaTopbl VLAN BHELLHUX TErOB
Ha OCHoBe aTuX naeHTudgukaTopos VLAN.

e Bbl MoxeTe namMeHnTb naeHtudukatopbl VLAN BHELWHUX TEroB B MakeTax, KOTopble
BXOASAT B NOPTbl 4OCTyNa, MarucTpanbHble nopTbl, rmbpugHble noptel n Uplink-nopTbl
Ha OCHoBe 3Tux ngeHtudpunkatopos VLAN.

KomaHga dotlq relay-vid VID translate local-vid v_list
Onucanne VID: yka3biBaeT nuamMeHeHHbIn ngeHtudgukatop VLAN BHelwlHero Tera.
napameTpos

v_list: ykasbiBaeT ncxogHoii naeHtndpumkatop VLAN BHelLHero tera

Mo ymonyaHuio

Mo ymonyaHuio NonuTMKa He HacTpoeHa

KomaHaHbIn
pexum

Pexnm koHdurypaumm nHtepdenca

11.5.3.4. NpoBepka

MpoBepbTe, AENCTBYET N KOHPUIypaumsi U U3MeHsIeT N NopT Tern B NoSy4YeHHbIX NakeTax Ha

OCHOBE€ MOJINTUKW.
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11.5.3.5. Npumep KoHdUrypaumm

HacTtponka nonutuku ans uameHeHuss naeHtudukatopos VLAN BHELWHUX
TeroB Ha OCHOB€e BHELUHUX Teros

LWarn . HaCTpOIZTe NOJINTUKN MOL'J,I/I(*)I/IKaLWIVI BHyTpeHHVIX/BHeLlJHI/IX Teros and
HaCTpOIZKI/I nopTa B COOTBETCTBUA C CbaKTI/I'-leCKI/IMVI Tpe6OBaHVIFIMI/I K CeTu.

e B cneayiowem npumepe nokasaHo, Kak U3MEHUTb WOEHTUUKATOPbI
VLAN BHeLWHMX TeroB Ha OCHoBe BHelwHux TeroB un ACL
COOTBETCTBEHHO. [JONONHUTENbHbIE CBEAEHUS O OPYIUX MOMAUTUKAX CM.
B ONUCaHUMN BbILLIE.

e Hactponte nonutuky anga nsameHeHus Teros BHewHen VLAN Ha ocHoBe
TeroB BHewHen VLAN.

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# switchport mode trunk
QTECH(config-if)# dotlq relay-vid 100 translate local-vid 10-20

e Hactponte nonutuky ana nameHeHus BHewwHmx TeroB VLAN Ha ocHoBe
cnnckos ACL.

QTECH# configure terminal

QTECH(config)# ip access-list standard 2
QTECH(config-acl-std)# permit host 1.1.1.1
QTECH(config-acl-std)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if)# switchport mode trunk

QTECH(config-if)# traffic-redirect access-group 2 outer-vlan 3 in

lMpoBepka e [lpoBepbTe, BAUAET NN KOHUrypaumsa Ha nopr.

o [lpoBepbTe, U3MeHSET Nn NopT naeHTngukaTopsbl VLAN BHELLHUX TEros
B MOMYyYeHHbIX NakeTax Ha OCHOBE HAaCTPOEHHOW MOSIUTUKM

11.5.4. Hactporka conocTaBrneHus npuMopuUTeToB MU pennukauuu
npuopuTeToB

11.5.4.1. 3dochekT KOHhUrypauum

e Ecnn cetb SP npepocrtaBnder nonutnuky QoOS Ha ocHoBe nonst User Priority
BHYTPEHHErO Tera, HaCTpoMTe penmKauuio NPUoOpUTETOB, YTOOLI NPUMEHUTE NOMUTUKY
QO0S K BHeLUHeMy Tery.

e Ecnu cetb SP npepoctaenseT nonutnky QO0S, ocHoBaHHyk Ha none User Priority
BHYTPEHHEro Tera, HaCTpoMTe COMOCTaBfIEHNE NPUOPUTETOB, YTOObI MPUMEHUTL None
User Priority, npegoctaBneHHoe ceTbto SP, K BHELLHEMY Tery.

11.5.4.2. NMpumeyaHunsn

NMPUMEYAHMUE: TONbKO TYHHErbHLIA MOPT MOXHO HaCTPOWUTb C pernnukaumen npuopuTeTos,
KOTOpbI MMeeT Boree BbICOKUI NPUOPUTET, YeM AOBEPEHHLIN Q0S, HO Bonee HM3kuIN, YeM Q0S
Ha ocHoBe ACL.
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NMPUMEYAHUE: pennukaumsi NpUoOpuTETOB M COMOCTaBMEHNE MPUOPUTETOB HE MOTYT ObITb
OAHOBPEMEHHO BKITHOYEHbI HA OHOM MOPTY.

NMPUMEYAHUE: TOnMbKO AN TYHHENbHOrO MopTa MOXHO HaCTPOUTb  COMOCTaBrieHne
npuopuTeToB, kKoTopoe npeobnaaaeTt Haa QoS.

NMPUMEYAHUE: KoHUrypauus conoctaBneHnsa NnpuopuTeToB HE BCTYMAET B CUMY, €CINN PEXUM
0oBepus He HacTpoeH (HWUKOMY He [OBepseT) UnvM pexmMm JOoBepus He COOTBETCTBYET
COMoOCTaBNEHUIO NPUOPUTETOB.

11.5.4.3. llarn HacTpOUKu
e Tonbko Anst TYHHENbHOro NopTa MOXHO HACTPOWUTL COMOCTaBMNEHWE NPUOPUTETOB UMK
pennmkaumio NpUopuTETOoB.

e  HacTpoiiTe pennukaumio NpuopuTeTOB AN NPUMEHEHNS BHYTPEHHEN NonuTukn QoS Ha
OCHOBe TeroB, NpeaocTaBnsaeMon cetbio SP.

e HacTtponte conocTtaBneHne npuopmuTETOB, YTODbLI HacTpouTb none User Priority
BHelwHero Tera VLAN Ha OCHOBE BHYTPEHHErO Tera v rmbko NpuMeHuTb nonuTuky QosS.

e YTOObI BKNIOYMTL pennukaLmio NnpuopnTeTos, 3anycTute KomaHay inner-priority-trust
enable Ha TyHHernbLHOM MopTY.

e YT0Bbl BKNOYMTL COMOCTaBMEHME MPUOPUTETOB, 3anyctute komangy dotlg-Tunnel
cos inner-cos-value remark-cos outer-cos-value Ha TyHHENbHOM MOpPTY.

inner-cos-value n outer-cos-value HaxoaaTcsa B gnanasoHe ot 0 go 7.

NMPUMEYAHMUE: ecnu conocTtaBneHme NpUopuTeTOB HE HACTPOEHO, NCNONb3YETCs cnegytoLiee
cornocTaBneHne NpuopnUTETOB:

inner pri 1] 1 2 3 4 ] G 7

outer fri I} 1 2 3 4 a f 7
PucyHok 11-9.

KomaHga inner-priority-trust enable

Mo ymonyaHuio | Mo ymonyaHuio pennukaums NnpuopuTeToB OTKMOYEHA

KomaHaHbIn Pexnm koHdurypaumm nitepdenca

pexunm

KomaHga dotlg-Tunnel cos inner-cos-value remark-cos outer-cos-value
Onuncanne inner-cos-value: yka3sbiBaeT 3HayeHne CoS BHyTpeHHero Tera.
napameTpoBs

outer-cos-value: yka3biBaeT 3HadeHne CoS BHeluHero Tera

Mo yMon4yaHuto Mo yMOI4aHuto conocTtaBlieHne NpuopuTeToB OTKITHOYEHO

KomaHaHbIn Pexum koHdurypaunm nHtepdenica
pexnm
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11.5.4.4. NpoBepka

3anyctute komaHgy show inner-priority-trust interfaces type intf-id n komaHgy show
interfaces type intf-id remark, 4To6bl NpoBEPUTL, AENCTBYET NN CONOCTaBIIEHNE NPUOPUTETOB
UnNu pennukauusa npuopuTeTOB.

11.5.4.5. NMpumep KoHdUrypaumm

HaCTpOVIKa conocTtaBJieHnsa npuopuTeToB U pennukaummn npnoputTetToB

Warn
HaCTPOMKK

e UYTtoObl  CcOXpaHWTb  NpuOpUTET NakeTa, BaM  Heobxoaumo
pPennMUMpPOBaThb NPUOPUTET BHYTPEHHErO Tera B NakeTe Ha BHELLHWUI Ter
Ha TYHHENbHOM MOPTY.

° Y106kl rmbko ynpaenaTb NPUOPUTETOM NMAKETOB HA TYHHEJIbHOM MNOPTY,
Bbl MOXeTe [00aBnATb K MakeTam BHELUHWE Tern ¢ Pa3HbIMU
npunopnteTtaMmm Ha OCHOBE NMPUOPUTETOB BHYTPEHHUX TETrOB B NakeTax.

HacTtpoiTe pennvkauuio npuopuTeToB.
QTECH(config)# interface gigabitethernet 0/1
QTECH(config-if)#mls qos trust cos
QTECH(config-if)# inner-priority-trust enable
QTECH(config)# end

HacTtponTe conocraeneHne npMopuTeToB.
QTECH(config)# interface gigabitethernet 0/2
QTECH(config-if)#dotlg-Tunnel cos 3 remark-cos 5

lMpoBepka

OTtobpakeHne KoHdUrypauumn npuopmuteTa nopTta.

lMpoBepbTe, BKNOYEHA NN penfMKaLMIo NPUOPUTETOB Ha TYHHENBHOM NOPTY.
QTECH# show inner-priority-trust interfaces gigabitethernet 0/1
Port inner-priority-trust
Gi0/1 enable

OTo6pakeHne conocTaBneHusi NPUOPUTETOB, HACTPOEHHOIrO ANsi TYHHENbHOro
nopTa.

QTECH# show interfaces gigabitethernet 0/1 remark

Ports Type From value To value

11.5.4.6. PacnpocTpaHeHHble OWnNOKN
Cm. «[IpumeyaHus».
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11.5.5. HacTtpouka npo3pa4yHoun nepenaym ypoBHs 2

11.5.5.1. dpheKkT KOHbUrypauum

I'Iepe/J,aBalhTe nakeTbl 2-ro YPOBHA NPO3payvHO, HE BIMNAA Ha CETb SP 1 ceTb KnNueHTa.

11.5.5.2. NMpumeyaHus

NPUMEMYAHMUE: ecnu npotokon STP He BKkMoYeH, Heo6xoauMo BbINOMHWUTL koMaHay bridge-
frame forwarding protocol bpdu, 4To6bI BKNOYMTL Npo3pavHyto nepenayvy STP.

NMPUMEYAHMUE: npospayHas nepedada, BKAOYEHHas ANSA nopTa, BCTynaeT B CUMY TONbKO
nocrne TOro, Kak oHa OyaeT BkntoveHa rnobanbHo. Korga Ha nopte OencTByeT npo3payHas
nepegada, nopT He y4yacTBYeT B BbIUYMCNEHUM COOTBETCTBYHOLIEro npoTtokona. Ecnu nopt
nonyyaet naket, MAC-agpec HasHayeHusi  KOTOpPOro  4ABndeTCA  crneumanbHbIM
broadcast-agpecom, oH onpegenseT, YTo NpousoLuria cetTeBasi owmbka, n oTopachiBaeT naker.

11.5.5.3. lUarn HacTpouKu

HacTpounka npo3pavyHoun nepepaum STP
o (O6GssaTtenbHO, eCcnmn Bam HYXXHO Npo3payHo nepenasath nakeTsl BPDU vepes STP.

e Bknounte npospadHyto nepegady STP B pexume rnobanbHOM KoHdurypauum u
pexume KoHUrypaumm nHTepdenca.

e 3anyctute komaHgy |2protocol-tunnel stp B pexume rnobanbHOW KOHdUrypauuu,
4YTOObI BKMOYMTL NPO3padHyto nepegavy STP.

e 3anyctute KomaHay I2protocol-tunnel stp enable B pexume KoHUrypauum
NMHTepdenca, 4Tobbl BKMOYMTL Npo3payHyto nepegavy STP.

KomaHga I2protocol-tunnel stp

Mo ymonuaHuio | Mo ymonuaHuio npo3payHada nepegada STP oTknoyeHa

KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexum
KomaHga I2protocol-tunnel stp enable

Mo ymonuaHuio | Mo ymonuyaHuio npo3padHas nepegayva STP oTknoyeHa

KomaHaHbIn Pexnm koHdurypaumm nutepdenca
peXunm

Hactpowka npo3payHon nepegayum GVRP
e Ob6gs3aTtenbHO, ecnv Bam HYXXHO Npo3pavHo nepedasaTb naketol GVRP.

e Bknounte npospayHyto nepegady GVRP B pexume rnobanbHoM KoHUrypaumm um
pexume koHdUrypauum nHtepdenca.

e 3anyctute komaHgy |2protocol-tunnel gvrp B pexume rnobanbHOW KOHUrypaumm,
4yTOObI BKMOUNTE Npo3padHyto nepegavy GVRP.
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e 3anyctute

komaHgy I2protocol-tunnel gvrp enable B pexume HacTponku

nHTepdenca, 4Tobbl BKMIOYNTL Npo3payHyto nepeaadvy GVRP.

KomaHpa

I2protocol-tunnel gvrp

Mo ymonyaHuio

Mo ymonyaHuio npo3padHas nepegada GVRP oTknoveHa

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexmm
KomaHga I2protocol-tunnel gvrp enable

Mo ymonyaHuo

Mo ymonuyaHuio npo3padHas nepegadya GVRP oTknoveHa

KomaHgHbIn
pexmm

Pexum koHdurypaumm nHtepderica

HacTtpoika npo3pa4Horo agpeca nepegaiu
e  OnuuoHarnbHo.

e HactponTe npospadHbii agpec nepegayu.

KomaHga I2protocol-tunnel { stp | gvrp } tunnel-dmac mac-address

Onuncanne mac-address: ykasblBaeT ajpec, WCnosib3yembl [Afis  Npo3payvyHomn
napameTpoBs nepegayun nakeTos

Mo ymonuaHmio | Mo ymonuyaHuio nepeble Tpu OanTa npo3padHoro agpeca nepegadm —

01d0f8, a nocnegHune Tpu 6anta — 000005 n 000006 ana STP n GVTP
COOTBETCTBEHHO

KomaHaHbIn
pexum

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHMIO

NMPAMEYAHUE:

NPUMEMAHMUE: ons STP goctynHel cneaytowme agpeca: 01d0.f800.0005,

011a.a900.0005, 010f.e200.0003, 0100.0ccd.cdd0, 0100.0ccd.cdd1 wu
0100.0ccd.cdd2. Ona GVRP poctynHbl  cnegywowme  agpeca:
01d0.f800.0006 1 011a.a900.0006.

€ecnv agpec npo3payHol nepefaynm He HaCTPOEH,
NCMONb3YHTCA HACTPONKM MO YMOMYaHUIO

11.5.5.4. NMpoBepka

3anyctute komaHay show |2protocol-tunnel stp n komaHgy show I2protocol-tunnel gvrp,
4yTOObI NPOBEPUTL, NPABUIIBHO N HACTPOEH afApec NPO3payHoOl nepeaayun.

11.5.5.5. NMpumep koHdUrypaumm

B cnepyoliem npumepe nokasaHo, Kak HaCTPOUTb NPo3payHyto nepegavy STP.
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HacTpounka npo3payHoun nepegaum STP

CueHapwn:

Service Provider Network
Provider 31 Provider 52

Gion Gi 010

e
,—-—""'—F'_._._._._._-_____-_-_-_‘_‘_‘_H_""‘--\.

Cusfomer 51 Cusiomer 52

Customer MNetwork A1 Customer Network A2

Customer Metwork

PucyHok 11-10.

Warn
HaCTPONKK

e Ha PE (MNpoeangep S1 u lNpoBangep S2) BKHOUMTE NPO3padHyto
nepegady STP B pexunme rnobanbHOM KOHUrypaumm mn pexume
KOHoUrypaumm nHtepdgenca.

o [lpexge yem BKOUMTL Npo3pavHyto nepegady STP, skntounte STP B
pexvme rnobanbHoOn KoHdUrypauum, 4tobbl KOMMYTaTOpbl MOIMU
nepecoinatb naketol STP

MpoBanaep
S1

War 1. Bkntounte STP.
bridge-frame forwarding protocol bpdu

Lar 2. HacTtponTte VLAN ans npo3pavyHon nepegayn.
ProviderS1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ProviderSi(config)#vlan 200
ProviderS1(config-vlan)#exit

LWar 3. Bkrtounte 6a3oBbii QINQ Ha NopTy, NOAKITIOYEHHOM K CETU KIUEHTA, U
ncnonb3ynte VLAN 200 ansa TYHHENMPOBaHUS.

ProviderSi(config)#interface gigabitEthernet 0/1
ProviderSi(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel

ProviderSi(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan
200

LWar 4. BknounTte npospadHyto nepegady STP Ha nopTy, NOAKNIOYEHHOM K ceTn
KnueHTa.

ProviderSi(config-if-GigabitEthernet 0/1)#12protocol-tunnel stp enable
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ProviderSi1(config-if-GigabitEthernet 0/1)#exit

War 5. Bkniounte npospadHyto nepegadyy STP B pexume rnobanbHOM
KOHpurypaumu.

ProviderSi(config)#l2protocol-tunnel stp

LWar 6. Hactponte Uplink-nopT.
ProviderSi(config)# interface gigabitEthernet 0/5
ProviderSi(config-if-GigabitEthernet 0/5)#switchport mode uplink

MpoBanaep | Hactponte lNpoBanaep S2, BbIMNOMAHUB Te e AeNCTBUSA
S2

MpoBepka War 1. MNpoBepbTe, BKNOYEHa nn npo3padHad nepegadya STP B pexume
rno6anbHOM KOHUrypaLumm N pexmme KoHUrypauumn nHtepgenca.

ProviderS1#show |2protocol-tunnel stp

L2protocol-tunnel: Stp Enable
GigabitEthernet 0/1 [2protocol-tunnel stp enable
LWar 2. MNMpoBepbTe KOHMUIypauuo, NPOBEPUB:

e Twn nopta — dotlg-tunnel.

e VLAN c BHelwwHuM Terom cornacyetcs ¢ Native VLAN n gobaenseTcs B
cnuncok VLAN TyHHenbHOro nopra.

e [lopT, kOTOPLIN OOpaLllaeTcs kK cetn SP, HacTpoeH kak nopT Uplink.
ProviderS1#show running-config
interface GigabitEthernet 0/1
switchport mode dotlg-tunnel
switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlian 200
[2protocol-tunnel stp enable
spanning-tree bpdufilter enable
!
interface GigabitEthernet 0/5

switchport mode uplink

11.5.5.6. PacnpocTpaHeHHble OWNOKN

e  STP He BKNOYEH B pexnme rnobanbHOn KoHurypaumu.

e [lpo3payHas nepenava He BKIOYEHA B pexnme rnobanbHOn KOHUrypaumm n pexume
KOHpurypaumm nHtepdenca.
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11.6. MOHUTOPWUHr

11.6.1. OToGpaxxeHune

OnucaHue KomaHaa

OTobpaxaeT, sBnsieTca nu show dotlg-tunnel [ interfaces intf-id ]
yKa3aHHbI NOPT TYHHENbHbIM

nopTom

OTtobpaxaeT KoHdUrypaumto show interfaces dotlg-tunnel

TYHHEITbHOro nopTta

OTtobpaxaeT conoctaenenne VLAN | show interfaces [ intf-id ] vlan-mapping
Ha nopTax

OtobpaxaeT koHurypaumto TPID | show frame-tag tpid interfaces [ intf-id ]
Ha nopTax

OTobpaxaeT kKoHurypaumio show inner-priority-trust
pennukaumm NnpuopuTeToB

OTtobpaxaeT KoHdUrypaumto show interface intf-name remark
COMOCTaBMNEHMS NPUOPUTETOB

OTtobpaxaeT koHdUrypaumio show mac-address-mapping
pennukaumm MAC-agpecoB

OTtobpaxaeT KoHuUrypauuto show I2protocol-tunnel { gvrp | stp }
npo3payHoi nepegaymn ypoBHS 2

11.6.2. OTnagka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BbIBOAE OTIago4HON MHdopmaumn. Noatomy
OTKNtoYanTe OTNaaKy cpasy nocne UCMosib30BaHUS.

OnucaHue KomaHaa

Otnagka QinQ debug bridge ging
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12. HACTPOUKA HASH-CUMYNATOPA
12.1. O630p

HASH-cumynatop — 3710 nporpamma, kotopaa ummntupyeT HASH-anroputm kommyTartopa.
Cumynstop HASH nopaepxuBaeT pexvmMbl 6anaHCMpPOBKM Harpysku arpermpoBaHHOro nopra
(AP).

Cumynsatop AP HASH umntupyet anroputm HASH ansa pacyeta nopta-yyactHuka AP gns
nepecbisiki NakeToB Ha OCHOBE MONs nakeTa, pexmnma 6anaHCMpPOBKM HAarpysku M ykasaHHOW
nHdopmaumm AP. PesynbTaT pacyeTa COOTBETCTBYET peanibHOMY NopTy nepeagpecaumu.

NMPUMEYAHMUE: ecnu Bbl HacTpanBaeTte AP Ha KommyTaTope, ucnonb3ynte cumyndarop AP,
4YTO6bI BbIMUCNTE MNOPT-y4acTHUK AP ond nepecbinikv NakeToB., yKasas rnone nakeTa.

CI/IMyJ'IFITOp HASH MOXHO mncnonb3oBaTtb A5l OTCAEXUBAHUS U MOHUTOPUHIra nNyTn nepecbiyikn
YKa3aHHbIX NMakeTos, obneryas ynpasneHue nonb3oBaTtenamMmmn n yctpaHeHune Henonagok.

12.1.1. NMpoToKosbl U CTaHAAPTDI
IEEE 802.3ad

12.2. NMpunoxeHus

MpunoxeHue OnucaHue

Cumynatop AP HASH O6beanHeHne HeCKOMbkMX U3NYECKMX KaHanoB B OAWH
norn4yecknn — 3pdeKTUBHbBIN cNOcob yBENMUYUTL NPOMYCKHYHO
CnocobHOCTb NopTa M NOBLICUTL HAAEXHOCTb KOMMYyTaTopa L3.
[MakeTbl nepecbIalOTCA MO (PU3NMYECKOMY  KaHany B
COOTBETCTBMM C anroputMom BanaHcupoBKN Harpysku. Pacyet
cumynaTopa AP no3sonsieT nonb3oBaTensiM NpoBepsTb CCbINKY
Ha y4yacCTHUWKa, KOTopasi CNy>XUT OPUEHTUPOM Ans YyCTpaHeHWUs
HenonagaokK 1 passepTbiBaHUS TONOSOMK

12.2.1. CumynaTtop AP HASH
12.2.1.1. CueHapuu

C nomouwbto cumynatopa HASH Bel MOXXeTe paccumTaTtb NOpT nepecbinikn AP ¢ 6anaHCMpoBKON
Harpysku.

e banaHcupoBka Harpyskm AP: cepBep C ABymMsl ceTteBbiMu kapTamu (dual-NIC)
oObeaMHeH B OAWMH JOTMYECKUA KaHan Ansi COBMECTHOMO MCMOSb30BaHMSA MOTOKA
Tpadmka CEPBUCHBIX JAHHbIX.

e Bbl gOmKHbI 3HATb, Kakasi ceTeBas kapTa Ha cepBepe nony4vaeT nakeTbl ¢ IP-agpecamu
HasHaveHns 2.2.2.1/24, 4.4.4.1/24 wn 9.9.9.1/24, otnpaBneHHbiMn ¢ uplink-nopTa
cepsepa.
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Routing Port: 1.1.1.1/24

APLDD:
Sz 22.2.1/24
SVIA99: 4.4.4.1/24
5VI999:9.9.9.1/24

Service Module{A) [_ ‘] [_'ﬁ Service Module{B)
08:¢6:b3:00:00:02 08:c6:b3:00:00:03

Dual NIC Server/PC

PucyHok 12-1.

12.2.1.2. Pa3BepTbiBaHue

e [lopTbl, coeaumHsalOwMe cepBep C ABYMS ceTeBbiMM KapTamm u  QSW-6910,
obbeaunHstoTea B AP 4ns COBMECTHOro MCMNOSfb30BaHUSA NOTOKa TpaduKka CepBUCHLIX
JaHHbIX.

e Wcnonbaynte VLAN 2, VLAN 499 un VLAN 999 ana pasgeneHuss cetm wu
npeaocTaBneHns pasnnyHbIX TUMNOB CEPBUCOB.

e Bbl MOXeTe onpegenuTtb MopT nepecbinkn ¢ 6anaHcupoBkon Harpyskum AP Ha
QSW-6910 B COOTBETCTBUM C XapaKTEPUCTUKAMKN NaKeTa.

NMPUMEYAHMUE: dyHKUmMs nakeTa MOXeT ObITb IP-agpecom nctodnmka (Source IP), IP-agpecom
Ha3Ha4veHus (Destination IP), ncxogHeim noptom L4 (Source L4 port) nunn noptom HasHa4veHus
L4 (Destination L4 port).

12.3. PyHKUUMN

12.3.1. ba3oBble onpeaeneHusn

AP
AP — 3TO norMyeckni nopT, COCTOSALWMN N3 HECKONbKMX PM3NYecKknx nopToB. AP MOXHO
pasgenuTb Ha ctatuyeckne n guHammndeckue (LACP AP) B 3aBMCMMOCTM OT NPOTOKOMA U Ha
AP L2 1 L3 B 3aBUCUMMOCTN OT XapaKTepUCTUK NopTa.

L2 AP
L2 AP — 9TO rnormdecknin nopT, COCTOALMM N3 HECKOMbKUX MOpTOoB L2 € oAuHaKoBbIMU
dyHKUMAMN L2.

L3 AP

L3 AP — 9aTO rnorudecknin nopT, COCTOALUMM U3 HECKOMbKUX MopToB L3 € oAuHaKkoBbIMU
dyHKUMAMN L3.
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Pexnm 6anaHCUMpOBKU Harpy3ku

MNakeTsbl

nepecbialoTca NoOpPTOM-y4aCTHUKOM AP Ha ocHoBe ero pexuma GaﬂaHCMpOBKI/I

Harpy3sku. [JocTynHbl criegyoLime pexxnmbl 6anaHcMpoBKM Harpy3ku AP:

MAC-agpec nctoyHuka/MAC-agpec nonyyatens (Src-mac/Dst-mac)
MAC-agpec nctoyHuka + MAC-agpec HasHayeHus (Src-dst-mac)
IP-agpec nctoynHuka/lP-agpec HasHaveHus (Src-ip/Dst-ip)

IP-agpec nctoyHuka + IP-agpec HasHadeHus (Src-dst-ip)

IP-agpec nctovHuka + IP-agpec HasHayeHus + UCxoaHbl NopT L4 + nopT Ha3Ha4eHUs
L4 (Src-dst-ip-l4port)

MopT NnaHenu BxogsaLmMX NakeToB
PaclumpeHHbIn pexxnm (pacLunmpeHHbIn)
HASH-cumynaTop

HASH-cnmynatop — aTo nporpamMmma, kotopas umutupyet HASH-anropntm kommyTaTopa.
Quintuple

Quintuple oTHocuTCAa K ucxogHomy IP-agpecy, IP-agpecy HasHayeHus, NPOTOKONY, UCXOLHOMY
nopty L4 v nopty nony4atens L4.

0O630p

0O630p

OnucaHue

Cumynatop AP | BbluucnsieT nopT-y4acTHUK AP ans nepecbinku nakeToB B COOTBETCTBUM C

HASH noneMm nakeTta, pexmmom OanaHCUMpPOBKM Harpyskm AP 1 yka3aHHOW
nHdopmaumen o AP
12.3.2. CumynsaTtop AP HASH

Cumynatop AP HASH wucnonbsyetcs gnsi pacyeTa nopTta-yvyacTHuka AP Ong nepecbisiku

nakeToB

12.3.2.1

nyTemM yka3aHua nond nakeTta.

. MprHUMN paboTbI

Cumynatop HASH wmutupyet anroput™ HASH Ha kommytatope. [lpouecc pacueta

6anaHcu

POBKM Harpy3ku AP Ha koMMyTaTope COCTOUT U3 creayoLwmux LWaros:
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Step1

User|Config:

aggregat_e oad-balance membkr count

ie.gel
packet header
(max 128hyte)

forwarding ;o 4 4.1 19
nexthop

PucyHok 12-2.
War 1. Boibop nonsa. [lMona u3BnekarTcss B COOTBETCTBMM C  HACTPOEHHBLIM  PEXUMOM
GanaHCMpOBKM Harpy3Kku.

e B kauyectBe HASH-thakTOpoB BbIGMpAOTCA pasHble MONs B 3aBUCKMOCTU OT
HaCTPOEHHOro pexuma 6anaHCMPOBKN HarpysKu:

Pexum 6anaHcupoBkuM HASH-c¢akTOop

Harpysku

Src-mac MAC-agpec NCTOYHUKA

Dst-mac MAC-agpec Ha3Ha4yeHus

Src-dst-mac MAC-agpec nctoyHuka n MAC-agpec HasHayeHus

Src-ip IP-agpec ncTtoyHuka

Dst-ip IP-agpec HasHaueHus

Src-dst-ip IP-agpec nctoyHuka u IP-agpec HasHayeHus

Src-dst-ip-l4port IP-agpec uctoyHnka u IP-agpec HasHa4yeHud, UCXOOHbIN
nopt L4 u nopT HasHayeHus L4
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Pexnm 6anaHcupoBkM HASH-cakTOp

Harpysku

Enhanced Mons wm3BnekawTcss B COOTBETCTBUM C npoduriem

68ﬂ8HCI/IpOBKI/I Harpys3ku.

Mcnone3ynte komaHay show load-balance profile profile-
name ans oToOpaxeHMs BCeX MOnen nakeTos,
COOTBETCTBYIOLLMX NOAAEPKMBAEMbIM TUNAM NaKeTOB

NPUMEYAHUE: cumynatop AP HASH nopaepxvmBaeT pexumbl 6anaHCUPOBKM Harpy3ku src-
mac, dst-mac, src-dst-mac, src-ip, dst-ip, src-dst-ip, src-dst-ip-l4port u Enhanced.

NMPUMEYAHUE: BbibpaHHble koaddmumeHTel HASH aona 6anaHcmpoBku Harpy3ku AP MmoryT
pasnuMyaTbCAa B 3aBMCUMOCTU OT NPOAYKTA.

War 2. BoluncneHne HASH.

e  Anroputm HASH mncnonbayetcs ons Beluncrexms knova HASH Ib (knto4 6anaHcnpoBku
Harpysku) Ha ocHoBe KoadhdmumeHta HASH, BbiOpaHHOro Ha ware 1. Anroputmbl
HASH pasnuyaiotca B 3aBUCUMOCTW OT PasfiyHbIX KOMMYTaTopoB, Takux kak XOR,
CRC n CRC+scramble.

e  Cumynartop HASH nmutupyet anropyut™ HASH Ha kommyTaTtope.
LWar 3. Bbibop y4YacTHuKa.

Pasgennte Homep ydacTHuka AP Ha HASH Ib-kntoy, a octaTok npeacrtaenseT cobon nHOekc
nopta nepecbinkn. HOeKC yHukaneH ana kommyTtatopoB cepum QTECH BCM (Bkntovas
KOMMyTaTop sapa u kommyTaTop goctyna). CnegosaTenbHO, er0 MOXHO WMCMNoMb3oBaTh ANS
noeHTudnKaumm nopTa nepechbInku.

12.3.2.2. CBA3aHHaA KoHduUrypaums

OTobpaxeHue pesynbTata pacyeta cumynstopa AP

lMonb3oBaTenuM MoryT nNpoBepuTb NOPT Nepeagpecaumn IPv4 AP ¢ 6anaHCUMpOBKOW Harpysku,
ykasaB yHkumto Quintuple naketos IPv4.

lMonb3oBaTenu MoryT nNpoBepuTb NOPT Nepeagpecaumn IPv6 AP ¢ 6anaHCUMpOBKOW Harpysku,
ykasaB yHkumto Quintuple naketoB IPv6.

NMPUMEMAHUE: cumynsatop AP HASH nogaepvBaeT CUMYMAUWMOHHBLIM pacyeT TOSbKO AN
nepechISikK unicast-nakeTos.

12.4. KoHdurypauus

KoHdurypaumsa OnucaHue u KomaHga

OTobpaxeHne nopta | OnumoHanbHO

nepeagpecauun AP c
OanaHCMPOBKOM

show aggregate load-balance to | Otobpaxaetr IPv4 AP nopt
Harpyskn interface aggregateport ap-id ip | nepeagpecaumm c
[source source-ip] [destination = 6anaHCUPOBKOWM Harpy3Kku
dest-ip] [ip-protocol protocol-id]
[14-source-port src-port] [I4-dest-
port dest-port]
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KoHdurypauus OnucaHue u KomaHaa

OtobpaxeHne nopta | show aggregate load-balance to | Otobpaxaetr IPv6 AP nopt

nepeagpecauum AP c | interface aggregateport ap-id | nepeagpecauum c
©anaHcMpoBKoW ipv6 [source source-ip] | 6anaHCUPOBKOW Harpy3ku
Harpysku [destination dest-ip] [ip-protocol

protocol-id] [l4-source-port src-
port] [I4-dest-port dest-port]

show aggregate load-balance | OtobpaxaeT nopT
interface interface-type interface | nepeagpecauun AP ypoBHS 2 C
number to interface | GanaHCMPOBKOWM Harpy3Kku

aggregateport ap-id forward [L2 |
L3] mac [src-mac source-mac]
[dst-mac dest-mac] [vlan vian-id]
[etype value]

12.4.1. OToGpaxeHme nopTta nepeagpecaumm AP ¢ ©OanaHcUpoBKOM
Harpysku

12.4.1.1. 3dpchekT KOHhUrypauum

OTtobpakeHne nopTa-yvacTHuka AP onst nepechiniku nakeTos.

12.4.1.2. MpnumevaHun

o Cumynatop xewmpoBaHuss AP paboTaeT Ha OCHOBE pexnma GanaHCUPOBKU Harpysku
AP. Tlloatomy cHadana wucnonb3ynWTe KoMaHdy arpermposaHHOM ©anaHCTPOBKM
Harpysku, 4Tobbl HACTPOUTL pexmMMm 6anaHCcMpoBKK Harpy3ku AP.

o Cospante AP 1 gobaBbTe NOPTbI-y4aACTHUKMN.
NMPUMEMAHUE: cm. pasgen Hactponka arperMpoBaHHOro nopTa.

12.4.1.3. lUarn HacTpouKu
OtobpaxeHne nopta nepeagpecaumm AP ypoBHA 2 ¢ GanaHCUpPOBKOMU
HarpysKu
e MOHUTOPMHI NYTU NEPECLISTKN U YCTPAHEHNE HeNonagok.
e Bpegute komaHay, YTOObI 0TOOPa3nTbL NOpPThI Nepeagpecaumm AP Ha KomMyTaTope.
OTtob6paxeHue noprta nepeagpecauumn IPv4 AP ¢ 6anaHCUPOBKON Harpy3Ku
To ke, 4TO 1 BbILLE.
OTtobpaxeHue noprta nepeagpecauumn IPv6 AP ¢ 6anaHCMPOBKON Harpy3Ku
To ke, 4TO 1 BbILLE.

12.4.1.4. NMpoBepka
e [lpoBepbTe KOHUIypaLmio, NPONYyCTMB pearbHbln Tpaduk. OTMETbTE 1 3anuLnTe NopT
nepecbIsku.

e [poBepbTe, COOTBETCTBYET N pearbHbId MOPT nepeagpecauuy oTobpaxaemomy
noprTy.
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12.4.1.5. CBsAA3aHHbIe KOMaHAbI

OTtoGpaxeHMe nopTa nepeagpecauum AP ypoBHA 2 c GanaHCUpOBKOWM

Harpy3ku

KomaHpa

show aggregate load-balance interface interface-type interface-number
to interface aggregateport ap-id forward [L2 | L3] mac [src-mac source-
mac] [dst-mac dest-mac] [vlan vian-id] [etype value]

MapameTp

interface interface-type interface-number: Bxogawun Tpaduk.
aggregateport ap-id: ngeHtudukatop AP HasHa4YeHus.
forward [L2 | L3]: pexxum nepecbIriku YpoBHS 2 U ypoBHA 3.
src-mac source-mac: MAC-agpec UCTOYHMKA.

dst-mac dest-mac: MAC-agpec HasHayeHus.

vlan vlan-id: ngeHtndukatop Tera.

etype value: Tun naketa Ethernet

KomaHgHbIn
pexmm

MpueunernpoBaHHbin pexum EXEC/pexum rnobanbHon koHdwurypaumm/
pexum KoHdUrypauun nHtepderica

OTob6paxeHue nopTta nepeagpecauumn IPv4 AP ¢ 6anaHCUPOBKON Harpy3Ku

KomaHpa

show aggregate load-balance interface interface-type interface-number
to interface aggregateport ap-id forward [L2 | L3] ip [source source-ip]
[destination dest-ip] [ip-protocol protocol-id] [I4-source-port src-port] [14-
dest-port dest-port]

MapameTp

interface interface-type interface-number: Bxogawun Tpaduk.
aggregateport ap-id: ngeHtudukatop AP HasHaudeHus.
forward [L2 | L3]: pexxum nepecbifikn YpOBHS 2 Unn ypPoBHS 3.
source source-ip: IPv4-agpec NCTo4YHUKA.

destination dest-ip: IPv4-agpec HasHa4eHus.

ip-protocol protocol-id: wngeHTudukatop IP-npotokona. Hanpumep,
naeHtTndmkaTopbl NnpotokonoB TCP n UDP paBHbl 6 1 17 COOTBETCTBEHHO.

l4-source-port src-port: naeHTMdmkaTop NCXogHoro nopta L4.
|4-dest-port dest-port: ugeHTMdukaTop NopTa HasHadeHna L4

KomaHgHbIn
pPeXnm

MpuBnnernpoBaHHbin pexum EXEC/pexum rnobanbHon koHdwurypaumm/
pexnm KoHurypaunmn nHtepdenca
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OToGpaxeHue nopTa nepeagpecaumm IPv6 AP ¢c 6anaHCUPOBKOM Harpys3ku

KomaHga show aggregate load-balance interface interface-type interface-number
to interface aggregateport ap-id forward [L2 | L3] ipv6 [source source-ip]
[destination dest-ip] [ip-protocol protocol-id] [I4-source-port src-port] [14-
dest-port dest-port]

MapameTp interface interface-type interface-number: Bxogawun Tpaduk.
aggregateport ap-id: ngeHtudgukaTop AP HasHaveHus.
forward [L2 | L3]: pexxum nepecobInikn YpoBHS 2 UnNn ypoBHS 3.
source source-ip: IPv6-agpec UCTO4YHUKA.

destination dest-ip: IPv6-agpec HasHa4eHus.

ip-protocol protocol-id: wngeHTudmkatop IP-npotokona. Hanpumep,
naeHtndmkaTopbl npotokonoB TCP n UDP paBHbl 6 1 17 COOTBETCTBEHHO.

l4-source-port src-port: naeHTudmkaTop NCXogHoro nopta L4.
|4-dest-port dest-port: ngeHTMdukaTop NnopTa HasHadeHna L4

KomaHaHbIn MpueunernpoBaHHbin pexum EXEC/pexum rnobanbHon koHdwurypaumm/
pexum pexum KoHdUurypauumn nHtepderica

12.4.1.6. PacnpocTpaHeHHble OWNOKKN

o Cumynatop AP HASH He nopgepXmBaeT HACTPOEHHbIN pexum BanaHCUpPOBKU
Harpysku.
o  Tekywinin KOMMyTaTOp He nogaepxmsaeT cumynatop AP HASH.

e AP He co3faHa unm He NMeeT NOPTOB-YHaCTHNKOB.

12.4.1.7. Mpumep KoHdUrypaumm

OtobpaxeHune nopta nepeagpecaumm AP ypoBHA 2 ¢ GanaHCUpPOBKOMU
Harpysku

Warn HacTtpaunBaeT pexum 6anaHCUpoOBKM Harpy3sKku.
HaCTPOMKM QTECH# configure terminal

QTECH(config)# aggregateport load-balance dst-mac
QTECH(config)# show agg load-balance
Load-balance : Destination MAC

QTECH# end

Mpoeepka | 3anycTtute KomaHay show aggregate load-balance to, 4To6bl 0TO6pa3uTb NOpT
nepeagpecauum AP B cCOOTBETCTBMM C NakeTom dmac.

e OrtobpaxaeT nopT nepeagpecaumm ¢ 6anaHcMpoBKon Harpyskn AP ons
nakeToB, NpeaHa3HadeHHbIx anss MAC-agpeca 08¢6.b300.0002.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L2 mac dst-mac 08c6.b300.0002
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aggregateport load-balance mode : Destination MAC
balance to port : GigabitEthernet 0/47

e OrtobpaxaeT nopT nepeagpecaumm ¢ banaHcMpoBKown Harpyskn AP gns
nakeToB, NpeaHasHadeHHbIx ons MAC-agpeca 08¢6.b300.0003.

QTECH# show aggregate load-balance interface gigabitethernet 0/1 to interface
aggregateport 1 forward L2 mac dst-mac 08c6.b300.0002

aggregateport load-balance mode : Destination MAC

balance to port : GigabitEthernet 0/48

e Ecnn ykasaHHbn AP He uMMeeT MOPTOB-YYaCTHWUKOB, MOPT
nepeagpecaumm otobpaxaetcs kak NULL.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L2 mac dst-mac 08c6.b300.0002
aggregateport load-balance mode : Destination MAC

balance to port :

OTtob6paxeHue nopTta nepeagpecauumn IPv4 AP ¢ 6anaHCUpPOBKON Harpy3Ku
CeTeBoe OKpyXXeHue:

Routing Port: 1.1.1.1/24

APLDO:
SWIZ: 22.2.1/24
SViags: 4.4.4.1/24
SVI999:9.9.9.1/24

Service Module{a) [ ] [ l Service Module(B)
08:¢6:03:00-00:02 08:¢6:b3:00:00:0:3

Dual NIC Server/PC

PucyHok 12-3.

Warn
HaCTPONKK

HacTtponTe pexvm 6anaHCUpOBKM Harpys3Kku.
QTECH# configure terminal
QTECH(config)# aggregate load-balance dst-ip
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QTECH(config)# show agg load-balance
Load-balance : Destination IP
QTECH# end

MpoBepka

Wcnonb3ynte komaHay show aggregate load-balance to gna otoGpaxeHus
nopta nepeagpecaumn AP.

e OtobpaxeHne nopta nepecbinkn AP ¢ 6anaHCMpOBKOW Harpysku Ans
nakeToB, NpeAHa3Ha4YeHHbIX ansa IP-agpeca 2.2.2.2.

QTECH# show aggregate load-balance interface gigabitethernet 0/1 to interface
aggregateport 1 forward L3 ip destination 2.2.2.2

aggregateport load-balance mode : Destination IP

balance to port : GigabitEthernet 0/47

e OtobpaxeHne nopta nepecbinkn AP ¢ 6anaHCMpPOBKOW Harpysku gns
nakeToB, NpeaHa3HayeHHbIx ons IP-agpeca 4.4.4.4.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L3 ip destination 4.4.4.4

aggregateport load-balance mode : Destination IP

balance to port : GigabitEthernet 0/48

e Ecnn ykazaHHblIM AP He UMeeT MOPTOB-y4YaCTHWKOB, MOPT
nepeagpecaunn otobpaxaetcst kak NULL.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L3 ip source 1.1.1.1
aggregateport load-balance mode : Destination IP

balance to port :
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13. ObWWAA NTHPOPMALIUA

13.1. NapaHTNAa u cepBuc

Mpouenypa n Heobxoanmble OEVWCTBUSA MO BONpocam rapaHtum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMUTbCS C MHCpOpMaumMen No BonpocaMm TecTMpoBaHMs 060pyaoBaHUSA MOXHO Ha cante
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

13.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawuwmxcs Hawero obopygoBaHusi, TO
MOXKeTe BOCMONb30BaTbCA Hallelh aBTOMaTU3MPOBAHHOW CUCTEMOW 3anpoCOB TEXHUYECKOrO
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHudeckon nogaepxkun +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

13.3. AneKkTpoHHaA Bepcusa AOKYMEHTa
[aTa nybnunkaumn 26.12.2024

https://files.qtech.ru/upload/switchers/QSW-6910/QSW-
6910_ethernet_switching_config_guide.pdf

377

@ §) QTECH

MWP OOCTYNHEE


https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://helpdesk.qtech.ru/
https://files.qtech.ru/upload/switchers/QSW-6910/QSW-6910_ethernet_switching_config_guide.pdf
https://files.qtech.ru/upload/switchers/QSW-6910/QSW-6910_ethernet_switching_config_guide.pdf

	серия QSW-6910
	Оглавление
	1. Настройка интерфейсов
	1.1. Обзор
	1.2. Приложения
	1.2.1. Коммутация данных L2 через физический интерфейс Ethernet
	1.2.1.1. Сценарий
	1.2.1.2. Развертывание

	1.2.2. Маршрутизация L3 через физический интерфейс Ethernet
	1.2.2.1. Сценарий
	1.2.2.2. Развертывание


	1.3. Функции
	1.3.1. Базовые определения
	Классификация интерфейсов
	Порт коммутации (Switch Port)
	Порт агрегации L2 (L2 AP Port)
	SVI
	Маршрутизируемый порт (Routed Port)
	Порт AP L3 (L3 AP Port)
	Loopback-интерфейс
	Туннельный интерфейс (Tunnel Interface)
	1.3.1.1. Обзор

	1.3.2. Команды настройки интерфейса
	1.3.2.1. Принцип работы
	Правила нумерации интерфейсов
	Настройка интерфейсов в диапазоне
	Настройка макросов диапазонов интерфейса


	1.3.3. Описание интерфейса и административный статус
	1.3.3.1. Принцип работы
	Описание интерфейса
	Административный статус интерфейса


	1.3.4. MTU
	1.3.4.1. Принцип работы

	1.3.5. Пропускная способность
	1.3.5.1. Принцип работы

	1.3.6. Интервал загрузки
	1.3.6.1. Принцип работы

	1.3.7. Задержка пересылки
	1.3.7.1. Принцип работы

	1.3.8. Политика Link Trap
	1.3.8.1. Принцип работы

	1.3.9. Постоянство индекса интерфейса
	1.3.9.1. Принцип работы

	1.3.10. Маршрутизируемый порт
	1.3.10.1. Принцип работы

	1.3.11. Агрегируемый порт L3
	1.3.11.1. Принцип работы

	1.3.12. Скорость интерфейса, дуплексный режим, режим управления потоком и режим автоматического согласования
	1.3.12.1. Принцип работы
	Скорость
	Дуплексный режим
	Управление потоком
	Режим автоматического согласования


	1.3.13. Автоматическое определение модуля
	1.3.13.1. Принцип работы

	1.3.14. Защищенный порт (Protected Port)
	1.3.14.1. Принцип работы
	Защищенный порт
	Блокировка маршрутизации L3 между защищенными портами


	1.3.15. Порт восстановления Errdisable
	1.3.15.1. Принцип работы

	1.3.16. Разделение и объединение портов 100G
	1.3.16.1. Принцип работы

	1.3.17. SVI или субинтерфейсная выборка
	1.3.18. Защита портов от нестабильности (flapping)
	1.3.18.1. Принцип работы

	1.3.19. Syslog (системный журнал)
	1.3.19.1. Принцип работы

	1.3.20. Глобальный MTU
	1.3.20.1. Принцип работы

	1.3.21. MAC-адрес интерфейса
	1.3.21.1. Принцип работы
	1.3.21.2. Связанная конфигурация
	Настройка MAC-адресов для интерфейсов


	1.3.22. Флаг инкапсуляции VLAN на интерфейсах
	1.3.22.1. Принцип работы
	1.3.22.2. Связанная конфигурация
	Настройка флага инкапсуляции VLAN для интерфейсов


	1.3.23. Режим FEC интерфейса
	1.3.23.1. Принцип работы
	1.3.23.2. Связанная конфигурация
	Настройка режима FEC интерфейса


	1.3.24. Цикл выборки статистики по портам Ethernet
	1.3.24.1. Принцип работы
	1.3.24.2. Связанная конфигурация
	Настройка цикла выборки статистики на портах Ethernet



	1.4. Ограничения
	1.5. Конфигурация
	1.5.1. Выполнение основных конфигураций
	1.5.1.1. Эффект конфигурации
	1.5.1.2. Примечания
	1.5.1.3. Шаги настройки
	Настройка указанного интерфейса
	Настройка интерфейсов в диапазоне
	Настройка сохранения индекса интерфейса
	Настройка описания интерфейса
	Настройка функции Link Trap интерфейса
	Настройка административного статуса интерфейса
	Разделение порта 100G или объединение четырех портов 25G в один порт 100G
	Настройка SVI или функции выборки субинтерфейса
	Настройка защиты от flapping’а портов
	Настройка функции системного журнала

	1.5.1.4. Проверка
	Настройка указанного интерфейса
	Настройка интерфейсов в диапазоне
	Настройка сохранения индекса интерфейса
	Настройка функции Link Trap интерфейса
	Настройка административного статуса интерфейса
	Разделение или объединение порта 100G
	Настройка SVI или функции выборки субинтерфейса
	Настройка защиты от переключения портов

	1.5.1.5. Пример конфигурации
	Настройка основных атрибутов интерфейсов


	1.5.2. Настройка атрибутов интерфейса
	1.5.2.1. Эффект конфигурации
	1.5.2.2. Шаги настройки
	Настройка маршрутизируемого порта
	Настройка порта AP L3
	Настройка скорости интерфейса
	Настройка дуплексного режима интерфейса
	Настройка режима управления потоком интерфейса
	Настройка режима автосогласования интерфейса
	Настройка MTU интерфейса
	Настройка глобального MTU
	Настройка пропускной способности интерфейса
	Настройка задержки пересылки (Carrier Delay) для интерфейса
	Настройка интервала загрузки интерфейса
	Настройка защищенного порта
	Блокировка маршрутизации L3 между защищенными портами
	Настройка восстановления портов errdisable
	Настройка MAC-адресов для интерфейсов
	Настройка флага инкапсуляции VLAN для интерфейсов
	Настройка режима FEC интерфейса
	Настройка цикла выборки статистики на порту Ethernet

	1.5.2.3. Проверка
	1.5.2.4. Пример конфигурации
	Настройка атрибутов интерфейса



	1.6. Мониторинг
	1.6.1. Очистка
	1.6.2. Отображение
	Отображение конфигураций интерфейса и статуса
	Отображение информации об оптическом модуле



	2. Настройка Single Fiber
	2.1. Обзор
	2.2. Приложения
	2.2.1. SF-прием
	2.2.1.1. Сценарий
	2.2.1.2. Развертывание


	2.3. Конфигурация
	2.3.1. Настройка режима SF
	2.3.1.1. Эффект конфигурации
	2.3.1.2. Шаги настройки
	Настройка режима SF

	2.3.1.3. Проверка
	Проверьте конфигурацию SF:



	2.4. Мониторинг
	2.4.1. Отображение


	3. Настройка MAC-адреса
	3.1. Обзор
	3.1.1. Протоколы и стандарты

	3.2. Приложения
	3.2.1. Изучение MAC-адреса
	3.2.1.1. Сценарий
	3.2.1.2. Развертывание

	3.2.2. Уведомление об изменении MAC-адреса
	3.2.2.1. Сценарий
	3.2.2.2. Развертывание


	3.3. Функции
	3.3.1. Базовые определения
	Динамический MAC-адрес
	Устаревание адреса
	Переадресация через unicast-рассылку
	Пересылка через broadcast-рассылку
	3.3.1.1. Обзор

	3.3.2. Лимит динамических адресов для VLAN
	3.3.2.1. Принцип работы

	3.3.3. Лимит динамических адресов для интерфейса
	3.3.3.1. Принцип работы


	3.4. Ограничения
	3.5. Конфигурация
	3.5.1. Настройка динамического MAC-адреса
	3.5.1.1. Эффект конфигурации
	3.5.1.2. Шаги настройки
	Настройка изучения глобального MAC-адреса
	Настройка изучения MAC-адреса на интерфейсе
	Настройка времени устаревания для динамического MAC-адреса

	3.5.1.3. Проверка
	3.5.1.4. Пример конфигурации
	Настройка динамического MAC-адреса

	3.5.1.5. Распространенные ошибки

	3.5.2. Настройка статического MAC-адреса
	3.5.2.1. Эффект конфигурации
	3.5.2.2. Шаги настройки
	Настройка статического MAC-адреса

	3.5.2.3. Проверка
	3.5.2.4. Пример конфигурации
	Настройка статического MAC-адреса

	3.5.2.5. Распространенные ошибки

	3.5.3. Настройка MAC-адреса для фильтрации пакетов
	3.5.3.1. Эффект конфигурации
	3.5.3.2. Шаги настройки
	Настройка MAC-адреса для фильтрации пакетов

	3.5.3.3. Проверка
	3.5.3.4. Пример конфигурации
	Настройка MAC-адреса для фильтрации пакетов


	3.5.4. Настройка уведомления об изменении MAC-адреса
	3.5.4.1. Эффект конфигурации
	3.5.4.2. Шаги настройки
	Настройка NMS
	Включение SNMP Trap
	Настройка уведомления об изменении глобального MAC-адреса
	Настройка уведомления об изменении MAC-адреса на интерфейсе
	Настройка интервала генерации уведомлений об изменении MAC-адреса и объема истории уведомлений

	3.5.4.3. Проверка
	3.5.4.4. Пример конфигурации

	3.5.5. Настройка VLAN управления для порта AP
	3.5.5.1. Эффект конфигурации
	3.5.5.2. Шаги настройки
	Настройка VLAN управления для порта AP

	3.5.5.3. Проверка
	3.5.5.4. Пример конфигурации
	Настройка VLAN управления для порта AP


	3.5.6. Настройка проверки переключения MAC-адресов
	3.5.6.1. Эффект конфигурации
	3.5.6.2. Шаги настройки
	Настройка проверки Flapping’а MAC-адресов

	3.5.6.3. Проверка
	3.5.6.4. Пример конфигурации

	3.5.7. Настройка политики защиты от Flapping’а MAC-адресов
	3.5.7.1. Эффект конфигурации
	3.5.7.2. Примечания
	3.5.7.3. Шаги настройки
	Настройка политики защиты от Flapping’а MAC-адресов

	3.5.7.4. Проверка
	3.5.7.5. Пример конфигурации
	Настройка политики защиты от Flapping’а MAC-адресов


	3.5.8. Настройка максимального количества MAC-адресов, изученных портом
	3.5.8.1. Эффект конфигурации
	3.5.8.2. Шаги настройки
	Настройка максимального количества MAC-адресов, изученных портом

	3.5.8.3. Проверка
	3.5.8.4. Пример конфигурации
	Настройка максимального количества MAC-адресов, изученных портом


	3.5.9. Настройка максимального количества MAC-адресов, изученных VLAN
	3.5.9.1. Эффект конфигурации
	3.5.9.2. Шаги настройки
	Настройка максимального количества MAC-адресов, изученных VLAN

	3.5.9.3. Проверка
	3.5.9.4. Пример конфигурации


	3.6. Мониторинг
	3.6.1. Очистка
	3.6.2. Отображение
	3.6.3. Отладка


	4. Настройка агрегированного порта
	4.1. Обзор
	4.1.1. Протоколы и стандарты

	4.2. Приложения
	4.2.1. Агрегация каналов AP и балансировка нагрузки
	4.2.1.1. Сценарий
	4.2.1.2. Развертывание


	4.3. Функции
	4.3.1. Базовые определения
	Статический AP
	LACP
	Режим порта-участника AP
	Состояние порта-участника AP
	Режим емкости AP
	Идентификатор системы LACP
	Идентификатор устройства LACP
	Идентификатор порта LACP
	Master-порт LACP
	Минимальное количество портов-участников AP
	Независимые порты LACP
	4.3.1.1. Обзор

	4.3.2. Агрегация канала
	4.3.2.1. Принцип работы
	Статический AP
	Динамический AP (LACP)


	4.3.3. Балансировка нагрузки
	4.3.3.1. Принцип работы
	Расширенная балансировка нагрузки
	Управление балансировкой хеш-нагрузки


	4.3.4. Обнаружение BFD порта участника
	4.3.4.1. Принцип работы


	4.4. Ограниченичения
	4.5. Конфигурация
	4.5.1. Настройка статических портов AP
	4.5.1.1. Эффект конфигурации
	4.5.1.2. Примечания
	4.5.1.3. Шаги настройки
	Создание порта AP Ethernet
	Настройка портов-участников статического AP
	Преобразование AP уровня 2 в AP уровня 3
	Создание субинтерфейса AP Ethernet

	4.5.1.4. Проверка
	4.5.1.5. Пример конфигурации
	Настройка порта статической AP Ethernet


	4.5.2. Настройка портов LACP AP
	4.5.2.1. Эффект конфигурации
	4.5.2.2. Примечания
	4.5.2.3. Шаги настройки
	Настройка портов-участников LACP
	Настройка идентификатора системы LACP
	Настройка идентификатора устройства LACP
	Настройка приоритета системы LACP
	Настройка приоритета порта-участника LACP
	Настройка режима тайм-аута портов-участников LACP
	Настройка времени тайм-аута системы LACP в режиме короткого тайм-аута

	4.5.2.4. Проверка
	4.5.2.5. Пример конфигурации
	Настройка LACP


	4.5.3. Включение LinkTrap
	4.5.3.1. Эффект конфигурации
	4.5.3.2. Шаги настройки
	Включение LinkTrap для порта AP
	Включение LinkTrap для портов-участников AP

	4.5.3.3. Проверка
	4.5.3.4. Пример конфигурации
	Включение LinkTrap для портов-участников AP


	4.5.4. Настройка режима балансировки нагрузки
	4.5.4.1. Эффект конфигурации
	4.5.4.2. Примечания
	4.5.4.3. Шаги настройки
	Переименование профиля улучшенной балансировки нагрузки
	Настройка режима балансировки нагрузки пакетов уровня 2
	Настройка режима балансировки нагрузки пакетов IPv4
	Настройка режима балансировки нагрузки пакетов IPv6
	Настройка фактора неполадок хеша
	Включение или отключение хеш-синхронизации
	Настройка режима алгоритма глобального баланса трафика на AP
	Настройка режима получения коэффициента балансировки для туннельных пакетов

	4.5.4.4. Проверка
	4.5.4.5. Пример конфигурации
	Настройка режима балансировки нагрузки
	Настройка управления балансировкой хеш-нагрузки

	4.5.4.6. Распространенные ошибки

	4.5.5. Настройка режима емкости AP
	4.5.5.1. Эффект конфигурации
	4.5.5.2. Примечания
	4.5.5.3. Шаги настройки
	Настройка режима емкости AP

	4.5.5.4. Проверка
	4.5.5.5. Пример конфигурации
	Настройка режима емкости AP


	4.5.6. Включение BFD для портов-участников AP
	4.5.6.1. Эффект конфигурации
	4.5.6.2. Примечания
	4.5.6.3. Шаги настройки
	Включение BFD для портов-участников AP

	4.5.6.4. Проверка
	4.5.6.5. Пример конфигурации
	Включение IPv4 BFD для портов-участников AP

	4.5.6.6. Распространенные ошибки

	4.5.7. Настройка предпочтительного порта-участника AP
	4.5.7.1. Эффект конфигурации
	4.5.7.2. Примечания
	4.5.7.3. Шаги настройки
	Настройка предпочтительного порта-участника AP

	4.5.7.4. Проверка
	4.5.7.5. Пример конфигурации
	Настройка предпочтительного порта-участника AP


	4.5.8. Настройка минимального количества портов-участников LACP AP
	4.5.8.1. Эффект конфигурации
	4.5.8.2. Примечания
	4.5.8.3. Шаги настройки
	Настройка минимального количества портов-участников AP
	Настройка минимального количества портов-участников AP (действие)

	4.5.8.4. Проверка
	4.5.8.5. Пример конфигурации
	Настройка минимального количества портов-участников LACP AP с количеством портов-участников LACP AP меньше минимального количества портов-участников LACP AP
	Настройка минимального количества портов-участников LACP AP с количеством портов-участников LACP AP не меньше минимального количества портов-участников LACP AP

	4.5.8.6. Распространенные ошибки

	4.5.9. Включение функции независимого порта LACP
	4.5.9.1. Эффект конфигурации
	4.5.9.2. Примечания
	4.5.9.3. Шаги настройки
	Включение функции независимого порта LACP
	Настройка периода тайм-аута для независимого порта LACP

	4.5.9.4. Проверка
	4.5.9.5. Пример конфигурации
	Включение функции независимого порта LACP



	4.6. Мониторинг
	4.6.1. Очистка
	4.6.2. Отображение
	4.6.3. Отладка


	5. Настройка VLAN
	5.1. Обзор
	5.1.1. Протоколы и стандарты

	5.2. Приложения
	5.2.1. Изоляция VLAN на уровне 2 и соединение VLAN на уровне 3
	5.2.1.1. Сценарий
	5.2.1.2. Развертывание


	5.3. Функции
	5.3.1. Базовые определения
	VLAN
	Режим порта

	5.3.2. Обзор
	5.3.3. VLAN
	5.3.3.1. Принцип работы


	5.4. Конфигурация
	5.4.1. Настройка базовой VLAN
	5.4.1.1. Эффект конфигурации
	5.4.1.2. Шаги настройки
	Создание и изменение VLAN
	Переименование VLAN
	Назначение текущего порта доступа указанной VLAN
	Добавление порта доступа к текущей VLAN

	5.4.1.3. Проверка
	5.4.1.4. Пример конфигурации
	Настройка базовой VLAN и порта доступа


	5.4.2. Настройка магистрального порта
	5.4.2.1. Эффект конфигурации
	5.4.2.2. Шаги настройки
	Настройка магистрального порта
	Определение разрешенных VLAN для магистрального порта
	Настройка Native VLAN

	5.4.2.3. Проверка
	5.4.2.4. Пример конфигурации
	Настройка базовой VLAN для реализации изоляции уровня 2 и взаимодействия уровня 3


	5.4.3. Настройка uplink-порта
	5.4.3.1. Эффект конфигурации
	5.4.3.2. Шаги настройки
	Настройка uplink-порта
	Определение разрешенных VLAN для магистрального порта
	Настройка Native VLAN

	5.4.3.3. Проверка
	5.4.3.4. Пример конфигурации
	Настройка uplink-порта


	5.4.4. Настройка гибридного порта
	5.4.4.1. Эффект конфигурации
	5.4.4.2. Шаги настройки
	Настройка гибридного порта
	Определение разрешенных VLAN для гибридного порта
	Настройка Native VLAN

	5.4.4.3. Проверка
	5.4.4.4. Пример конфигурации
	Настройка гибридного порта


	5.4.5. Настройка сервисного порта
	5.4.5.1. Эффект конфигурации
	5.4.5.2. Шаги настройки
	Настройка сервисного порта

	5.4.5.3. Проверка
	5.4.5.4. Пример конфигурации
	Настройка сервисного порта


	5.4.6. Настройка унаследованной VLAN для независимого порта
	5.4.6.1. Эффект конфигурации
	5.4.6.2. Шаги настройки
	Настройка унаследованной VLAN для независимого порта

	5.4.6.3. Проверка
	5.4.6.4. Пример конфигурации
	Настройка унаследованной VLAN для независимого порта



	5.5. Мониторинг
	5.5.1. Отображение
	5.5.2. Отладка


	6. Настройка Super VLAN
	6.1. Обзор
	6.2. Приложение
	6.2.1. Совместное использование одного IP-шлюза несколькими VLAN
	6.2.1.1. Сценарий
	6.2.1.2. Развертывание


	6.3. Функции
	6.3.1. Базовые определения
	Super VLAN
	SubVLAN
	ARP-прокси
	Диапазон IP-адресов SubVLAN

	6.3.2. Обзор
	6.3.3. Super VLAN
	6.3.3.1. Принцип работы


	6.4. Конфигурация
	6.4.1. Настройка основных функций Super VLAN
	6.4.1.1. Эффект конфигурации
	6.4.1.2. Примечания
	6.4.1.3. Шаги настройки
	Настройка Super VLAN
	Настройка виртуального интерфейса для Super VLAN
	Настройка шлюза Super VLAN
	Настройка SubVLAN
	Настройка ARP-прокси
	Настройка диапазона IP-адресов SubVLAN

	6.4.1.4. Проверка
	6.4.1.5. Пример конфигурации
	Настройка Super VLAN в сети, чтобы пользователи в ее SubVLAN использовали один и тот же сегмент сети и совместно использовали один и тот же IP-шлюз для сохранения IP-адресов

	6.4.1.6. Распространенные ошибки


	6.5. Мониторинг
	6.5.1. Отображение
	6.5.2. Отладка


	7. Настройка Private VLAN
	7.1. Обзор
	7.2. Приложения
	7.2.1. Применение PVLAN между устройствами уровня 2
	7.2.1.1. Сценарий
	7.2.1.2. Развертывание

	7.2.2. Применение PVLAN на одном устройстве уровня 3
	7.2.2.1. Развертывание


	7.3. Функции
	7.3.1. Базовые определения
	PVLAN
	Изолированная VLAN
	VLAN сообщества
	Ассоциация уровня 2 PVLAN
	Ассоциация уровня 3 PVLAN
	Порт сообщества
	Неразборчивый порт (promiscuous-порт)
	7.3.1.1. Обзор

	7.3.2. Изоляция уровня 2 PVLAN и сохранение IP-адреса
	7.3.2.1. Принцип работы
	Отношения пересылки пакетов между портами разных типов
	Изменения тега VLAN после пересылки пакетов между портами разных типов



	7.4. Конфигурация
	7.4.1. Настройка основных функций PVLAN
	7.4.1.1. Эффект конфигурации
	7.4.1.2. Примечания
	7.4.1.3. Шаги настройки
	Настройка ассоциации уровня 2 PVLAN
	Настройка ассоциации уровня 3 PVLAN
	Настройка изолированных портов и портов сообщества
	Настройка неразборчивого порта

	7.4.1.4. Проверка
	7.4.1.5. Пример конфигурации
	Применение Layer-2 PVLAN между устройствами

	7.4.1.6. Распространенные ошибки
	7.4.1.7. Пример конфигурации
	Применение уровня 3 PVLAN на одном устройстве
	Распространенные ошибки



	7.5. Мониторинг
	7.5.1. Отображение
	7.5.2. Отладка


	8. Настройка MSTP
	8.1. Обзор
	8.1.1.1. Протоколы и стандарты

	8.2. Приложения
	8.2.1. Топология Dual-Core MSTP+VRRP
	8.2.1.1. Сценарий
	8.2.1.2. Развертывание

	8.2.2. Туннель BPDU
	8.2.2.1. Сценарий
	8.2.2.2. Развертывание

	8.2.3. Функции
	8.2.3.1. Базовые определения
	BPDU
	Идентификатор моста
	Таймеры spanning tree
	Роли портов и состояния портов
	Счетчик Hop-ов (Hop Count)

	8.2.3.2. Обзор

	8.2.4. STP
	8.2.4.1. Принцип работы
	8.2.4.2. Связанная конфигурация
	Включение spanning tree


	8.2.5. RSTP
	8.2.5.1. Принцип работы
	Быстрая конвергенция RSTP
	Совместимость между RSTP и STP

	8.2.5.2. Связанная конфигурация

	8.2.6. MSTP
	8.2.6.1. Принцип работы
	Региональное отделение MSTP
	IST (spanning tree в регионе MSTP)
	CST (spanning tree между регионами MSTP)
	Совместимость между MSTP, RSTP и STP

	8.2.6.2. Связанная конфигурация
	Настройка STP


	8.2.7. Дополнительные функции MSTP
	8.2.7.1. Принцип работы
	PortFast
	BPDU Guard
	BPDU Filter
	TC Protection
	TC Guard
	TC Filter
	Проверка исходного MAC-адреса BPDU
	BPDU Filter
	Auto Edge
	Root Guard
	Loop Guard
	Прозрачная передача BPDU
	Туннель BPDU

	8.2.7.2. Связанная конфигурация
	Настройка PortFast
	Настройка TC Protection
	Включение TC Guard
	Настройка TC Filter
	Включение проверки исходного MAC-адреса BPDU
	Настройка Auto Edge
	Настройка Root Guard
	Настройка Loop Guard
	Настройка прозрачной передачи BPDU
	Настройка BPDU-туннеля



	8.3. Конфигурация
	8.3.1. Включение STP
	8.3.1.1. Эффект конфигурации
	8.3.1.2. Примечания
	8.3.1.3. Шаги настройки
	Включение STP
	Настройка режима STP

	8.3.1.4. Проверка
	8.3.1.5. Связанные команды
	Настройка STP
	Настройка режима STP

	8.3.1.6. Пример конфигурации
	Включение STP и настройка параметров таймера


	8.3.2. Настройка совместимости STP
	8.3.2.1. Эффект конфигурации
	8.3.2.2. Примечания
	8.3.2.3. Шаги настройки
	Включение режима совместимости на порту
	Настройка миграции протокола

	8.3.2.4. Проверка
	8.3.2.5. Связанные команды
	Включение режима совместимости на порту
	Включение миграции протокола

	8.3.2.6. Пример конфигурации
	Включение совместимости с STP


	8.3.3. Настройка региона MSTP
	8.3.3.1. Эффект конфигурации
	8.3.3.2. Примечания
	8.3.3.3. Шаги настройки
	Настройка региона MSTP

	8.3.3.4. Проверка
	8.3.3.5. Связанные команды
	Вход в режим настройки региона MSTP
	Настройка сопоставления экземпляра и VLAN
	Настройка имени версии MST
	Настройка номера версии MST

	8.3.3.6. Проверка
	8.3.3.7. Пример конфигурации
	Включение MSTP для достижения балансировки нагрузки VLAN в топологии MSTP+VRRP

	8.3.3.8. Распространенные ошибки

	8.3.4. Включение быстрой конвергенции RSTP
	8.3.4.1. Эффект конфигурации
	8.3.4.2. Примечания
	8.3.4.3. Шаги настройки
	Настройка типа канала

	8.3.4.4. Проверка
	Отобразите конфигурацию

	8.3.4.5. Связанные команды
	Настройка типа канала

	8.3.4.6. Пример конфигурации
	Включение быстрой конвергенции RSTP


	8.3.5. Настройка приоритетов
	8.3.5.1. Эффект конфигурации
	8.3.5.2. Примечания
	8.3.5.3. Шаги настройки
	Настройка приоритета коммутатора
	Настройка приоритета порта

	8.3.5.4. Проверка
	Отобразите конфигурацию

	8.3.5.5. Связанные команды
	Настройка приоритета коммутатора
	Настройка приоритета порта

	8.3.5.6. Пример настройки
	Настройка приоритета порта


	8.3.6. Настройка стоимости пути к порту
	8.3.6.1. Эффект конфигурации
	8.3.6.2. Примечания
	8.3.6.3. Шаги настройки
	Настройка стоимости пути порта
	Настройка метода расчета стоимости пути по умолчанию

	8.3.6.4. Проверка
	Отобразите конфигурацию.

	8.3.6.5. Связанные команды
	Настройка стоимости пути к порту
	Настройка метода расчета стоимости пути по умолчанию

	8.3.6.6. Пример конфигурации
	Настройка стоимости пути порта


	8.3.7. Настройка максимального числа hop-ов для пакета BPDU
	8.3.7.1. Эффект конфигурации
	8.3.7.2. Примечания
	8.3.7.3. Шаги настройки
	Настройка максимального количества hop-ов

	8.3.7.4. Проверка
	8.3.7.5. Связанные команды
	Настройка максимального количества hop-ов

	8.3.7.6. Пример конфигурации
	Настройка максимального числа hop’ов для пакета BPDU


	8.3.8. Включение функций, связанных с PortFast
	8.3.8.1. Эффект конфигурации
	8.3.8.2. Примечания
	8.3.8.3. Шаги настройки
	Включение PortFast
	Включение BPDU Guard
	Включение BPDU Filter

	8.3.8.4. Проверка
	Отобразите конфигурацию.

	8.3.8.5. Связанные команды
	Настройка PortFast
	Настройка BPDU Guard для всех портов
	Настройка BPDU Guard для порта
	Настройка BPDU Filter для всех портов
	Настройка BPDU Filter для порта

	8.3.8.6. Пример конфигурации
	Включение PortFast на порту


	8.3.9. Включение функций, связанных с TC
	8.3.9.1. Эффект конфигурации
	8.3.9.2. Примечания
	8.3.9.3. Шаги настройки
	Включение TC Protection
	Включение TC Guard
	Включение TC Filter

	8.3.9.4. Проверка
	8.3.9.5. Связанные команды
	Включение TC Protection
	Настройка TC Guard для всех портов
	Настройка TC Guard для порта
	Настройка TC Filter для порта

	8.3.9.6. Пример настройки
	Включение TC Guard на порту

	8.3.9.7. Распространенные ошибки

	8.3.10. Включение проверки исходного MAC-адреса BPDU
	8.3.10.1. Эффект конфигурации
	8.3.10.2. Примечания
	8.3.10.3. Шаги настройки
	Включение проверки исходного MAC-адреса BPDU

	8.3.10.4. Проверка
	8.3.10.5. Связанные команды
	Включение проверки исходного MAC-адреса BPDU

	8.3.10.6. Пример конфигурации
	Включение проверки исходного MAC-адреса BPDU на порту

	8.3.10.7. Распространенные ошибки

	8.3.11. Настройка Auto Edge
	8.3.11.1. Эффект конфигурации
	8.3.11.2. Примечания
	8.3.11.3. Шаги настройки
	Настройка Auto Edge

	8.3.11.4. Проверка
	8.3.11.5. Связанные команды
	Настройка Auto Edge

	8.3.11.6. Пример конфигурации
	Отключение Auto Edge на порту


	8.3.12. Включение функций, связанных с Guard
	8.3.12.1. Эффект конфигурации
	8.3.12.2. Примечания
	8.3.12.3. Шаги настройки
	Включение Root Guard
	Включение Loop Guard
	Отключение Guard

	8.3.12.4. Проверка
	8.3.12.5. Связанные команды
	Включение Root Guard
	Включение Loop Guard для всех портов
	Включение Loop Guard порта
	Отключение Guard

	8.3.12.6. Пример конфигурации
	Включение Loop Guard на порту

	8.3.12.7. Распространенные ошибки

	8.3.13. Включение прозрачной передачи BPDU
	8.3.13.1. Эффект конфигурации
	8.3.13.2. Примечания
	8.3.13.3. Шаги настройки
	Включение прозрачной передачи BPDU

	8.3.13.4. Проверка
	8.3.13.5. Связанные команды
	Включение прозрачной передачи BPDU

	8.3.13.6. Пример конфигурации
	Включение прозрачной передачи BPDU


	8.3.14. Включение BPDU-туннеля
	8.3.14.1. Эффект конфигурации
	8.3.14.2. Примечания
	8.3.14.3. Шаги настройки
	Включение BPDU-туннеля

	8.3.14.4. Проверка
	8.3.14.5. Связанные команды
	Настройка туннеля BPDU в режиме глобальной конфигурации
	Настройка туннеля BPDU в режиме настройки интерфейса
	Настройка адреса прозрачной передачи туннеля BPDU

	8.3.14.6. Пример настройки
	Включение BPDU-туннеля

	8.3.14.7. Распространенные ошибки


	8.4. Мониторинг
	8.4.1. Очистка
	8.4.2. Отображение
	8.4.3. Отладка


	9. Настройка GVRP
	9.1. Обзор
	9.1.1. Протоколы и стандарты

	9.2. Приложения
	9.2.1. Конфигурация GVRP в локальной сети
	9.2.1.1. Сценарий
	9.2.1.2. Развертывание

	9.2.2. Туннельное приложение GVRP PDU
	9.2.2.1. Сценарий
	9.2.2.2. Развертывание


	9.3. Функции
	9.3.1. Базовые определения
	GVRP
	Динамическая VLAN
	Типы сообщений
	Типы таймеров
	Режимы объявления GVRP
	Режимы регистрации GVRP
	9.3.1.1. Обзор

	9.3.2. Синхронизация информации VLAN внутри топологии
	9.3.2.1. Принцип работы
	Информационное объявление внешней VLAN

	9.3.2.2. Связанные конфигурации
	GVRP отключен по умолчанию.
	Регистрация и отмена регистрации VLAN

	9.3.2.3. Связанные конфигурации


	9.4. Конфигурация
	9.4.1. Настройка основных функций GVRP и синхронизации информации VLAN
	9.4.1.1. Эффект конфигурации
	9.4.1.2. Примечания
	9.4.1.3. Шаги настройки
	Включение GVRP
	Включение динамического создания VLAN
	Настройка таймеров
	Настройка режима объявления порта
	Настройка режима регистрации порта
	Переключение в режим магистрального порта

	9.4.1.4. Проверка
	9.4.1.5. Связанные команды
	Включение GVRP
	Включение динамического создания VLAN
	Настройка таймеров
	Настройка режима объявления порта
	Настройка режима регистрации порта

	9.4.1.6. Пример конфигурации
	Включение GVRP в топологии и динамическое обслуживание VLAN и взаимоотношение VLAN-порт

	9.4.1.7. Распространенные ошибки

	9.4.2. Настройка прозрачной передачи GVRP PDU
	9.4.2.1. Эффект конфигурации
	9.4.2.2. Примечания
	9.4.2.3. Шаги настройки
	Настройка прозрачной передачи GVRP PDU

	9.4.2.4. Проверка
	9.4.2.5. Связанные команды
	Настройка прозрачной передачи GVRP PDU

	9.4.2.6. Пример конфигурации
	Настройка прозрачной передачи GVRP PDU


	9.4.3. Настройка функции туннеля GVRP PDU
	9.4.3.1. Эффект конфигурации
	9.4.3.2. Примечания
	9.4.3.3. Шаги настройки
	Настройка функции туннеля GVRP PDU

	9.4.3.4. Проверка
	9.4.3.5. Связанные команды
	Настройка функции туннелирования PDU GVRP в режиме глобальной конфигурации
	Настройка функции туннелирования GVRP PDU в режиме конфигурации интерфейса
	Настройка адреса прозрачной передачи туннеля PDU GVRP

	9.4.3.6. Пример конфигурации
	Настройка функции туннеля GVRP PDU

	9.4.3.7. Распространенные ошибки


	9.5. Мониторинг
	9.5.1. Очистка
	9.5.2. Отображение
	9.5.3. Отладка


	10. Настройка LLDP
	10.1. Обзор
	10.1.1. Протоколы и стандарты

	10.2. Приложения
	10.2.1. Отображение топологии
	10.2.1.1. Сценарий
	10.2.1.2. Развертывание

	10.2.2. Проведение обнаружения ошибок
	10.2.2.1. Сценарий
	10.2.2.2. Развертывание


	10.3. Функции
	10.3.1. Базовые определения
	LLDPDU
	Формат инкапсуляции LLDP
	TLV
	Базовые TLV управления
	Специфичные TLV организаций
	IEEE 802.3 Специфичные TLV организаций
	LLDP-MED TLV

	10.3.2. Обзор
	10.3.3. Режим работы LLDP
	10.3.3.1. Принцип работы
	10.3.3.2. Связанная конфигурация
	Настройка режима работы LLDP


	10.3.4. Механизм передачи LLDP
	10.3.4.1. Принцип работы
	10.3.4.2. Связанная конфигурация
	Настройка режима работы LLDP
	Настройка задержки передачи LLDP
	Настройка интервала передачи LLDP
	Настройка TLV для объявления
	Настройка счетчика быстрой передачи LLDP


	10.3.5. Механизм приема LLDP
	10.3.5.1. Принцип работы
	10.3.5.2. Связанная конфигурация
	Настройка режима работы LLDP



	10.4. Конфигурация
	10.4.1. Настройка функции LLDP
	10.4.1.1. Эффект конфигурации
	10.4.1.2. Примечания
	10.4.1.3. Шаги настройки
	10.4.1.4. Проверка
	Показать статус LLDP

	10.4.1.5. Связанные команды
	Включение функции LLDP
	Отключение функции LLDP

	10.4.1.6. Пример конфигурации
	Отключение функции LLDP

	10.4.1.7. Распространенные ошибки

	10.4.2. Настройка режима работы LLDP
	10.4.2.1. Эффект конфигурации
	10.4.2.2. Примечания
	10.4.2.3. Шаги настройки
	10.4.2.4. Проверка
	10.4.2.5. Связанные команды
	Настройка режима работы LLDP
	Отключение режима работы LLDP

	10.4.2.6. Пример конфигурации
	Настройка режима работы LLDP


	10.4.3. Настройка TLV для объявления
	10.4.3.1. Эффект конфигурации
	10.4.3.2. Примечания
	10.4.3.3. Шаги настройки
	10.4.3.4. Проверка
	10.4.3.5. Связанные команды
	Настройка TLV для объявления
	Отмена TLV

	10.4.3.6. Пример конфигурации
	Настройка TLV для объявления


	10.4.4. Настраивает адрес управления для объявления
	10.4.4.1. Эффект конфигурации
	10.4.4.2. Примечания
	10.4.4.3. Шаги настройки
	10.4.4.4. Проверка
	Отображение информации LLDP на локальном интерфейсе

	10.4.4.5. Связанные команды
	Настройка адреса управления для объявления
	Отмена адреса управления

	10.4.4.6. Пример конфигурации
	Настройка адреса управления для объявления


	10.4.5. Настройка счетчика быстрой передачи LLDP
	10.4.5.1. Эффект конфигурации
	10.4.5.2. Шаги настройки
	10.4.5.3. Проверка
	10.4.5.4. Связанные команды
	Настройка счетчика быстрой передачи LLDP
	Восстановление счетчика быстрой передачи LLDP по умолчанию

	10.4.5.5. Пример конфигурации
	Настройка счетчика быстрой передачи LLDP


	10.4.6. Настройка множителя TTL и интервала передачи
	10.4.6.1. Эффект конфигурации
	10.4.6.2. Шаги настройки
	10.4.6.3. Проверка
	10.4.6.4. Связанные команды
	Настройка множителя TTL
	Восстановление множителя TTL по умолчанию
	Настройка интервала передачи
	Восстановление интервала передачи по умолчанию

	10.4.6.5. Пример конфигурации
	Настройка множителя TTL и интервала передачи


	10.4.7. Настройка задержки передачи
	10.4.7.1. Эффект конфигурации
	10.4.7.2. Шаги настройки
	10.4.7.3. Проверка
	10.4.7.4. Связанные команды
	Настройка задержки передачи
	Восстановление задержки передачи по умолчанию

	10.4.7.5. Пример конфигурации
	Настройка задержки передачи


	10.4.8. Настройка задержки инициализации
	10.4.8.1. Эффект конфигурации
	10.4.8.2. Шаги настройки
	10.4.8.3. Проверка
	10.4.8.4. Связанные команды
	Настройка задержки инициализации
	Восстановление задержки инициализации по умолчанию

	10.4.8.5. Пример конфигурации
	Настройка задержки инициализации


	10.4.9. Настройка функции Trap LLDP
	10.4.9.1. Эффект конфигурации
	10.4.9.2. Шаги настройки
	Включение функции Trap LLDP
	Настройка интервала передачи Trap-сообщений LLDP

	10.4.9.3. Проверка
	Отображение информации о статусе LLDP

	10.4.9.4. Связанные команды
	Включение функции Trap LLDP
	Отключение функции Trap LLDP
	Настройка интервала передачи Trap LLDP
	Восстановление интервала передачи Trap LLDP

	10.4.9.5. Пример конфигурации
	Включение функции Trap LLDP и настройка интервала передачи Trap LLDP


	10.4.10. Настройка функции обнаружения ошибок LLDP
	10.4.10.1. Эффект конфигурации
	10.4.10.2. Шаги настройки
	10.4.10.3. Проверка
	10.4.10.4. Связанные команды
	Включение функции обнаружения ошибок LLDP
	Отключение функции обнаружения ошибок LLDP

	10.4.10.5. Пример конфигурации
	Включение функции обнаружения ошибок LLDP


	10.4.11. Настройка формата инкапсуляции LLDP
	10.4.11.1. Эффект конфигурации
	10.4.11.2. Шаги настройки
	10.4.11.3. Проверка
	10.4.11.4. Связанные команды
	Установка формата инкапсуляции LLDP на SNAP
	Восстановление формата инкапсуляции LLDP по умолчанию (Ethernet II)

	10.4.11.5. Пример конфигурации
	Установка формата инкапсуляции LLDP на SNAP


	10.4.12. Настройка сетевой политики LLDP
	10.4.12.1. Эффект конфигурации
	10.4.12.2. Шаги настройки
	10.4.12.3. Проверка
	10.4.12.4. Связанные команды
	Настройка сетевой политики LLDP
	Удаление сетевой политики LLDP

	10.4.12.5. Пример конфигурации
	Настройка сетевой политики LLDP


	10.4.13. Настройка адреса Civic
	10.4.13.1. Эффект конфигурации
	10.4.13.2. Шаги настройки
	10.4.13.3. Проверка
	Показать адрес civic LLDP локального устройства

	10.4.13.4. Связанные команды
	Настройка адреса civic устройства
	Удаление адреса civic устройства
	Настройка типа устройства
	Восстановление типа устройства

	10.4.13.5. Пример конфигурации
	Настройка адреса civic устройства


	10.4.14. Настройка номера телефона экстренной службы
	10.4.14.1. Эффект конфигурации
	10.4.14.2. Шаги настройки
	10.4.14.3. Проверка
	Отображение номера телефона экстренной службы локального устройства

	10.4.14.4. Связанные команды
	Настройка номера телефона экстренной службы устройства
	Удаление номера телефона экстренной службы устройства

	10.4.14.5. Пример конфигурации
	Настройка номера телефона экстренной службы устройства


	10.4.15. Настройка функции игнорирования обнаружения PVID
	10.4.15.1. Эффект конфигурации
	10.4.15.2. Шаги настройки
	10.4.15.3. Проверка
	10.4.15.4. Связанные команды
	Игнорирование обнаружения PVID

	10.4.15.5. Пример конфигурации
	Настройка функции игнорирования обнаружения PVID



	10.5. Мониторинг
	10.5.1. Очистка
	10.5.2. Отображение
	10.5.3. Отладка


	11. Настройка QinQ
	11.1. Обзор
	11.1.1. Протоколы и стандарты

	11.2. Приложения
	11.2.1. Внедрение VPN уровня 2 с помощью базового QinQ на основе портов
	11.2.1.1. Сценарий
	11.2.1.2. Развертывание

	11.2.2. Внедрение агрегации VLAN для различных сервисов посредством сопоставления VLAN
	11.2.2.1. Сценарий
	11.2.2.2. Развертывание

	11.2.3. Реализация прозрачной передачи уровня 2 на основе QinQ
	11.2.3.1. Сценарий
	11.2.3.2. Развертывание


	11.3. Функции
	11.3.1. Базовые определения
	Basic QinQ (Базовый QinQ)
	TPID
	Отображение приоритетов и репликация приоритета
	Прозрачная передача уровня 2

	11.3.2. Обзор
	11.3.3. Базовый QinQ
	11.3.3.1. Принцип работы

	11.3.4. Сопоставление VLAN
	11.3.4.1. Принцип работы

	11.3.5. Конфигурация TPID
	11.3.5.1. Принцип работы

	11.3.6. Репликация MAC-адресов
	11.3.6.1. Принцип работы

	11.3.7. Прозрачная передача уровня 2
	11.3.7.1. Принцип работы

	11.3.8. Репликация приоритета
	11.3.8.1. Принцип работы

	11.3.9. Сопоставление приоритета
	11.3.9.1. Принцип работы


	11.4. Ограничение
	11.5. Конфигурация
	11.5.1. Настройка QinQ
	11.5.1.1. Эффект конфигурации
	11.5.1.2. Примечания
	11.5.1.3. Шаги настройки
	Настройка туннельного порта
	Настройка Native VLAN
	Добавление VLAN на туннельный порт

	11.5.1.4. Проверка
	Проверьте конфигурацию туннельного порта.

	11.5.1.5. Пример конфигурации
	Настройка базового QinQ для реализации VPN уровня 2

	11.5.1.6. Распространенные ошибки

	11.5.2. Настройка TPID
	11.5.2.1. Эффект конфигурации
	11.5.2.2. Примечания
	11.5.2.3. Шаги настройки
	11.5.2.4. Проверка
	11.5.2.5. Пример конфигурации
	Настройка TPID на порту


	11.5.3. Настройка внутренней/внешней политики модификации тегов VLAN
	11.5.3.1. Эффект конфигурации
	11.5.3.2. Примечания
	11.5.3.3. Шаги настройки
	Настройка политики для изменения идентификаторов VLAN внешних тегов на основе внутренних тегов
	Настройка политики для изменения идентификаторов VLAN внешних тегов на основе идентификаторов VLAN внешних и внутренних тегов
	Настройка политики для изменения идентификаторов VLAN внешних тегов на основе внешних тегов

	11.5.3.4. Проверка
	11.5.3.5. Пример конфигурации
	Настройка политики для изменения идентификаторов VLAN внешних тегов на основе внешних тегов


	11.5.4. Настройка сопоставления приоритетов и репликации приоритетов
	11.5.4.1. Эффект конфигурации
	11.5.4.2. Примечания
	11.5.4.3. Шаги настройки
	11.5.4.4. Проверка
	11.5.4.5. Пример конфигурации
	Настройка сопоставления приоритетов и репликации приоритетов

	11.5.4.6. Распространенные ошибки

	11.5.5. Настройка прозрачной передачи уровня 2
	11.5.5.1. Эффект конфигурации
	11.5.5.2. Примечания
	11.5.5.3. Шаги настройки
	Настройка прозрачной передачи STP
	Настройка прозрачной передачи GVRP
	Настройка прозрачного адреса передачи

	11.5.5.4. Проверка
	11.5.5.5. Пример конфигурации
	Настройка прозрачной передачи STP

	11.5.5.6. Распространенные ошибки


	11.6. Мониторинг
	11.6.1. Отображение
	11.6.2. Отладка


	12. Настройка HASH-симулятора
	12.1. Обзор
	12.1.1. Протоколы и стандарты

	12.2. Приложения
	12.2.1. Симулятор AP HASH
	12.2.1.1. Сценарий
	12.2.1.2. Развертывание


	12.3. Функции
	12.3.1. Базовые определения
	AP
	L2 AP
	L3 AP
	Режим балансировки нагрузки
	Quintuple
	Обзор

	12.3.2. Симулятор AP HASH
	12.3.2.1. Принцип работы
	12.3.2.2. Связанная конфигурация
	Отображение результата расчета симулятора AP



	12.4. Конфигурация
	12.4.1. Отображение порта переадресации AP с балансировкой нагрузки
	12.4.1.1. Эффект конфигурации
	12.4.1.2. Примечания
	12.4.1.3. Шаги настройки
	Отображение порта переадресации AP уровня 2 с балансировкой нагрузки
	Отображение порта переадресации IPv4 AP с балансировкой нагрузки
	Отображение порта переадресации IPv6 AP с балансировкой нагрузки

	12.4.1.4. Проверка
	12.4.1.5. Связанные команды
	Отображение порта переадресации AP уровня 2 с балансировкой нагрузки
	Отображение порта переадресации IPv4 AP с балансировкой нагрузки
	Отображение порта переадресации IPv6 AP с балансировкой нагрузки

	12.4.1.6. Распространенные ошибки
	12.4.1.7. Пример конфигурации
	Отображение порта переадресации AP уровня 2 с балансировкой нагрузки
	Отображение порта переадресации IPv4 AP с балансировкой нагрузки




	13. Общая информация
	13.1. Гарантия и сервис
	13.2. Техническая поддержка
	13.3. Электронная версия документа



