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HaCTpOVIKa ACL W

1. HACTPOMKA ACL
1.1. O630p

Cnmncok koHTpona goctyna (ACL) Takke HasblBaeTcs CNMCKOM ocTyna unn 6panamayapom. B
HEeKOTOpbIX JOKyMeHTax 3TO Aae HasbiBaeTcs dunbTpaumen naketoB. ACL onpegenset
npaeuna, onpegensawoowme, cnegyeT nv nepecbinate MnuM otbpackiBaTb NakeTbl LaHHbIX,
npubbiBatoLLme Ha NHTEpPdENC ceTun.

ACL knaccucmumpytoTes no yHKUMAM Ha ABa Tuna:

e  Security ACL: ncnonb3yoTcs Ans ynpasrneHns NoTokamu AaHHbIX, KOTOPbIM pa3peLleHo
NpoOXoanTb Yepe3 CETEBOE YCTPOWCTBO.

o ACL kayecTtBa obcnyxmBaHna (Q0S): ncnonbayroTes Ang knaccudmkaumm n oépadoTku
NOTOKOB AAaHHbIX MO NPUOPUTETY.

ACL HaCcTpamBarTCA NO MHOTMM MNMpU4NHaM. K 0CHOBHbIM npny4nHam OTHOCATCA:

o KoHTponb goctyna Kk cetn: anga obecneveHnsa ceteBor 6e30nacHOCTU onpenenstoTcs
npasuna, orpaHWyMBalolmMe [OOCTyn MnoNb3oBaTenen K HEKOTOpbIM  cryxbam
(Hanpumep, paspeleH goctyn Tonbko K WWW un cnykGam 3neKTPpOHHOM MOuThbI, a
[ocTyn K gpyrum crniykbam, Takum kak Telnet, 3anpelleH) nnn nonb3oBatenen ans
Joctyna k crnyxbam B ykasaHHbIA Nepuog BPEMEHWU, UMK pas3pelumTb OOCTYM K ceTu
TOJIbKO onpeaeneHHbIM XOCTaM.

e Qo0S: ACL Q0S uncnonb3aytoTcs na npenMyLLLeCTBEHHOM Knaccndumkaumm n obpaboTku
Ba)XHbIX MOTOKOB AaHHbIX. [lononHuTenbHble cBeaeHust 06 ncnons3oeaHnm ACL QoS
cM. B Hactporika QOS.

1.2. MpunoxeHusn

MpunoxeHue OnucaHue

KoHTposib _gocTtyna B | B kopnopaTtMBHOM ceTW MNpaBa AOCTyna K CeTUM KaXKAoro otaena,
KOprnopaTMBHOW CeTU Hanpumep, npaBa AdOCTyna K CepBepaM W paspelleHust Ha
ncnonb3oBaHue cpeacTs obLeHus (Takmx kak QQ 1 MSN), OOMmKHbI
KOHTPOSNIMPOBATLCHA B COOTBETCTBMM C TpeboBaHMsIMU

1.2.1. KoHTponb AocTyna B KOpNnopaTUBHOWN CeTU

1.2.1.1. CueHapum

NHTepHeT-BMPYCbl MOXXHO HanTK noBctoay. MNoaTomy Heob6xoaMmo 6noknpoBaTh NOPThI, KOTOPLIE
4YacTo MCMonb3ylTCA BMpycamu, Ans obecneyeHus 6Ge30nacHOCTM CeTu NpeanpusaTUs
cnegyowmm obpasom:

e PaspelwnTb OCTYN K cepBepy TOMbKO BHYTPEHHUM (K.

e 3anpetuTb KoMmmMbloTepam HedUHaAHCOBOrO oOTAena [JAOCTyn K KoMMbloTepam
hMHaHCOBOrO oTAena u 3anpeTuTb KOMMbOTEPAM HeuccriefoBaTenbCKUX OTAENoB
[AOCTYN K KOMMNbOTEPAM OTAENa UCCNEeA0oBaHNIA U pa3paboTok.

e 3anpetuTb COTPyAHMKaM OTAena wuccrnegoBaHni U pas3paboTok  MCMONb30BaTb
cpeacTea vata (Takue kak ICQ n Skype) B pabouee Bpemsi ¢ 09:00 go 18:00.
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HacTpofica ACL
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KommyTaTtop C Ha ypoBHe goctyna: nogkntodeH k MK kaxgoro otaena v kK kommytatopy B Ha
YPOBHE arperaumm yepes rurabMtHoe onTOBOMOKHO (PEXMM TpaHkKa).

KommyTatop B Ha ypoBHe arperauum: Heckonbko BuUpTyanbHbIX fokanbHbix ceten (VLAN)
pasgeneHbl. OgHa VLAN onpegeneHa gna ogHoro otgena. 3t VLAN nogkrnioyeHsl K
KommyTaTopy A Ha ypoBHe sigpa Yyepe3 10-rurabutHoe onTOBOMOKHO (PEXUM TpaHKa).

KommyTaTop A Ha ypoBHe siapa: OH NOOKMHYEH K pasfnMyHbiM cepBepaM, Takum Kak cepsep File
Transfer Protocol (FTP) n cepeep Hypertext Transfer Protocol (HTTP), a Takke k VIHTepHeTy
yepes GpaHgMayapbl.

1.2.1.2. Pa3BepTbiBaHue

Hactponte pacwmpeHHbin ACL Ha nopT G2/1 anga cdounbTpauumn nakeToB JaHHbIX, TEM
CcaMbIM 3aWUTUB CETb OT BUPYCOB. OTOT MOPT PacnosioXKeH Ha yCTponcTee 6a3oBoOro
YPOBHSI (KomMyTaTop A) 1 Ucnonb3yeTcsa Ans nogknioyeHna kommyTtatopa A k uplink-
nopty G2/1 mapwpyTtu1saTopa.

Paspelwwmte gocTtyn K cepBepaM TONbKO BHyTpeHHuM [1K n 3anpetute [ocTtyn K
cepsepam BHewHUM K. OnpegenuTe n npumeHNTe paclUMpEHHbIE CMUCKN YripaBneHus
poctynom (ACL) IP k G2/2 vnun BupTyanbHOMy uHTepdency kommyTaTtopa (SVI) 2,
KOTOPbIA MCNONb3YeTCs ANs NOAKMYEHNS KOMMyTaTopa A K YCTPOMCTBY UK cepBepy
YPOBHS arperauuu.

3anpeTute B3auMMHbLIN OOCTYN MexAdy YKasaHHbiMu oTgenamu. Onpegenute u
NPUMEHNTE pacLUMpPEHHble CNUCKM KOHTpona pgoctyna IP Ha GO0/22 un GO0/23
KommyTaTopa B.

Hactpointe n npumenuTe pacwmpeHHble I[P ACL Ha ocHoBe BpemeHu Ha SVI 2
KommyTaTopa B, 4Tobbl 3anpeTuTb OTAENy UccneaoBaHnin u paspaboToK NCNONb30BaTb
cpeacTsa vaTa (Takme kak ICQ n Skype) B TedeHre onpeaeneHHoro nepnoaa BpeMeHM.
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HaCTpOVIKa ACL W
1.3. PyHKUMMN

1.3.1. OCHOBHbIe NOHATUA

1.3.1.1. ACL

ACL BknitoyatoT 6asoBble ACL n guHamuyeckmne ACL.

Mpn HeobxoaMmocTn Bbl MOXeTe BblbpaTb 6asoBble nnu anHamuyeckne ACL. Kak npasuno,
6asoBble cnmckn ACL moryT cooTBeTCcTBOBaTh TpeboBaHmam 6e3zonacHocTn. OgHaKo ONbITHbIE
Xakepbl MOryT MCMNOMb30BaTh ONpeaeneHHoe nporpaMmMmHoe obecneveHne ansa AocTyna K cetn.c
nomowbto noameHbl IP-agpeca. Ecnn  wucnonb3yiotca auvHamundeckne  cnuckm  ACL,
nonb3oBatenam npegnaraetcsa nNponTn wuaeHTUpUKkaumio nepes AOCTYNOM K CETU, YTO
npedoTBpallaeT BTOP)KEHME XaKepoB B CETb. Takmm oOpa3om, Bbl MOXETe WCMOofb3oBaTb
OnHammyeckme ACL B HeKOTOpbIX BaXHbIX 06nacTtax, 4YToObl rapaHTUMpoBaTb CETEBYHO
©e3onacHOCTb.

NMPUMEMAHUE: noomeHa I|P-agpeca — HeoTbemnemasi npobrnema Bcex ACL-cnuckos,
BkMovasa AnHammyeckne ACL-cnucku. Xakepbl MOryT Mcnonb3oBaTb nogaenvHble |IP-agpeca
ONs JOCTyna K CeTUM B TeYeHMe CpoKa AENCTBUSA ayTeHTUDUUUPOBAHHLIX MAEHTUMKATOPOB
nonb3oBartenen. [Ons peweHus aton npobrembl AOCTynHbl ABa MeToga. OAWH U3 HUX —
YCTaHOBUTb MEHbLLEE BPEMS MPOCTOS AOCTYNa NOnb30oBaTesNsl, YTO YCIOXHAET NPOHNKHOBEHUE
B ceTn. [pyron — wudpoBaHMe ceTeBblX AaHHbIX C MCnonb3oBaHveM npoTokona IPSec,
KOTOPbI rapaHTMpyeT, YTO BCe AaHHble ByayT 3amdpoBaHbl Npy NOCTYNNEHUM Ha YCTPOMCTBO.

ACL 06bI4HO HacTpamBalTCA Ha CneayoLWmxX ceTeBbIX YCTPOMCTBAX:

e YCTpoOKWCTBa MeXay BHYTPEHHEN CETbIO M BHELLHEN CeTbto (Hanpumep, VIHTepHeT).
e  YCTpOWCTBa Ha rpaHuue AByX CErMEHTOB CETU.
e YCTpoKncTBa, NOAKMIOYEHHbIE K KOHTPONIMPYEMbIM NMOPTaM.

Y1BepxaeHus ACL JOMmKHbI BbINOMHATLCS B CTPOrOM COOTBETCTBUM C UX MOCNEA0BATENBHOCTHHO
B ACL. CpaBHeHWe HauMHaeTCsi C NepBOro yTeepxaeHusi. Kak Tornbko 3aronoBok nakeTa AaHHbIX
coBnagaet c yTepxaeHvem B ACL, nocneayowime yTBepXaeHUs UrHopmpyotes n 6onblue He
npoBepsitoTCS.

1.3.1.2. ACL BBopga/BbiBOAa, WAGNOH nona dpunbTpauum 1 npasuna

Mpn nonyyeHun naketa Ha WHTepdence YCTPOMCTBO MPOBEPSET, COOTBETCTBYET NN MakeT
kakon-nmbo 3anuncu ynpaenexusi goctynom (ACE) Bo BxogHom ACL atoro nHtepdeiica. MNepeq
OTMPaBKOM nakeTa 4epe3 WHTepdenCc YCTPOMCTBO MpPOBEpPSieT, COOTBETCTBYET M MNakeT
kakomy-nmbo ACE B BbixogHoM ACL aToro uHtepdenca.

Korga onpegeneHbl pasHble npasvna punsTpaumm, BCce Unn TONbKO HEKOTOPbLIE NpaBunia MoryT
NPUMeEHSITLCA oaHOBpeMeHHO. Ecnn nakeT cooTBeTcTBYeT ACE, aTOT nakeT obpabaTtbiBaeTcs B
COOTBETCTBMM C NONUTUKON OEACTBUI (pa3peLumnTb Unv 3anpeTuTb), onpeneneHHon B atom ACE.
ACE B ACL umgeHTMdumumpytoT nakeTbl Ethernet Ha ocHoBe cnegylowmx nonen B nakeTtax
Ethernet:

Mons ypoBHSA 2 (L2):

e  48-6uTtHbin MAC-agpec uctovHuka (cogepxawnin Bce 48 6uT).
e  48-6utHbin MAC-agpec Ha3HaueHus (cogepxalimmn sce 48 6uT).
e 16-6uTtHOE none Tnna L2.

e [lonsa yposHs 3 (L3).

e [lone ncxogHoro IP-agpeca (MOXHO ykasaTb BCe 3HaYeHnsa ncxogHoro IP-agpeca nnm
MOXHO UCNONb30BaTb NOACETb AN onpeAeneHnst Tuna NoTOKOB AAHHbIX).
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Mone IP-agpeca Ha3HavyeHUsa (MOXHO ykasaTb BCe 3HayeHust IP-agpeca HasHadeHus
NN MOXXHO MCNONb30BaTb NOACETL A5 ONpeAeneHns Tuna NOTOKOB AaHHbIX).

MNMone Tvna npoTokona.
Mons ypoBhs 4 (L4).

YKasbiBaeTCA UCXOAHBIN M koHeYHbI nopT TCP, nnbo o6a, nnbo ykasaH guanasoH
NCXOQHOro UM KOHEYHOro nopTa.

YkasbiBaetca nnbo ucxogHein nopt UDP, nubo nopT HasHayeHus, nubo oba, nnbo
yKasaH guanasoH MCXO4HOM0o MUIN KOHEYHOro nopTa.

Mona dwunbTpauum OTHOCATCHA K MONAM B MakeTax, KOTOpble MOXHO MCMOMb3oBaTb AJis
naeHTndmrKaumm unu Knaccmgunkaumm naketoB npu cosgaHum ACE. LWabnoH nons dunstpauum
npeacrtaBnsieT cobon kombuHauuio 3Tux nonen. Hanpumep, npu cosgaHum ACE nakeTbl
NMOEHTMOULMPYIOTCA N KnaccuuumpyoTcs Ha ocHoBe nongd IP-agpeca HasHavyeHUs B KaXooMm
nakete; npu cosgaHum gpyroro ACE nakeTbl naeHTUUUMPYIOTCS N KnaccuuumpyroTcs Ha
OCHoOBe nonga ncxogHoro IP-agpeca u nons ncxogHoro nopta UDP B kaxxgom nakete. [1sa ACE
NCNOMb3yT pasHble WabnoHbl Nnonen unbTpauun.

MpaBuna OTHOCATCH K 3HAYeHusiM noren B wabnoHe nons cdunbtpauum ACE. Hanpuwmep,
copepxvmoe ACE BbIrnsauT criegyolwmm obpasom:

permit tcp host 192.168.12.2 any eq telnet

B aTom ACE wabnoH nons punbTpaumm npegcraensaet cobom KomOmHaumo cnegytowmx nonen:
none wucxogHoro IP-agpeca, none IP-npoTokona wn nosie nopta HasHadeHus TCP.
CooTBeTcTBYylOLWME 3HAaYEHUS (NpaBuna) cnegyrowme: ncxogHoln IP-agpec = Host 192.168.12.2;
IP-npoTtokon = TCP; NopT HasHaveHust TCP = Telnet.

Template

Rules

‘ Action

action: = Permit v

PucyHok 1-2. AHann3 ACE: permit tcp host 192.168.12.2 any eq telnet

NMPUMEYAHUA:

WabnoH nons dunbTpauMm MoOXeT OblTb koMOuHaumen nonen L3 wn L4 wvnm
KoMOvHaumen Heckonbkmx nonen L2, OpgHako wabnoH nons  dunbTpaummn
cTaHgapTHoro nnm pacwmpeHHoro ACL He moxeT 6bITb komOuHauunen nonen L2 n L3,
KombuHaumen nonen L2 u L4 wunu kombuHauuwen nonenm L2, L3 u L4. Ytobbl
ncnonb3oBaTb KOMOMHaumo nonen L2, L3 n L4, Bbl MOXeETe NCNONb30BaTh 3KCMEPTHbIE
ACL.

SVI, ceBda3aHHbIn co crimckamm ACL B mcxogsiem HanpasreHun, nogaepxumBaeT
ctaHgapTHbin IP, pacwupenHbii IP, pacwwmperHbin MAC un akcneptHbin ACL. Ecnn
pacwmpeHHbii MAC nnn akcneptHbin ACL HacTpoeHbl Ha cooTBeTcTBre MAC-agpecy
Ha3HayYeHWst N NpUMeEHseTCA K ucxoaswemy HanpasneHnum SVI, cootsetcTytowmn ACE
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MOXHO HaCTPOMUTb, HO OH He BCTYNUT B cuny. Ecnn HacTpoeH paclumpenHbii IP unn
akcnepTHbIn ACL cooTBeTcTBYeT IP-agpecy HasHayeHus, HO IP-agpec HasHaveHus He
BXOAWUT B AnanasoH IP-agpecos nogceTtn cBsizaHHoro SVI, HacTpoeHHblin ACL He moxeT
BCTYyNUTb B cuny. Hanpumep, npegnonoxmm, yto agpec VLAN 1 — 192.168.64.1
255.255.255.0, co3pgaH pacwupenHbin IP-cnncok ACL, 1 ACE — deny udp any
192.168.65.1 0.0.0.255 eq 255. Ecnu ator ACL npumeHsieTcsa K ucxogswiemy
nHtepcency VLAN 1, ACL He moxeT BCTynUTbL B CWny, Mockonbky |P-agpec
Ha3Ha4yeHua He HaxoauTcs B IP-agpece noacetn ananasoH VLAN 1. Ecnu ACE nmveet
3Ha4veHue deny udp any 192.168.64.1 0.0.0.255 eq 255, ACL moxeT BCTYnuUTb B CUIY,
nockoneky IP-agpec HasHaveHus HaxoguTcs B AuanasoHe |P-agpecoB noacetu
VLAN 1.

Ha kommyTaTope, ecn ACL NpUMEHSIIOTCS K UCXOASLLEMY HanpaBneHuo ou3nyeckoro
nopTa unu arpermpoBaHHoro nopta (AP), ACL mMoryT cpunbTpoBaTb TOMbKO XOPOLLO
N3BECTHblE NakeTbl (04HOAAPECHBIE UM MHOTOaAPECHbIE NaKeTbl), HO HE HEU3BECTHbIE
oOHoaApecHble NakeTbl. TO eCTb ANs HEN3BECTHbIX UMK LUMPOKOBELLaTEeNbHbIX NaKkeToB
ACL, HacTpoeHHbIe B UCXOASILLEM HanpaBneHnu nopTta, He AeNCTBYIOT.

Ha kommyTaTtope, ecnu BxogHon ACL n DOT1X, rnobanbHas npuesaska IP+MAC, port
security n IP source guard sBns0TCS 06WMMKM ANA BCEX MOPTOB, paspeluarolime u
3anpewarime no ymondaHuio ACE He BCTynawtT B cuny, HO Apyrve sanpeliatoime
ACE BcTynatoT B cuny.

Ha kommyTaTtope, ecnu BxogHon ACL 1 Q0S COBMECTHO MCMONb3YHOTCA, paspeLuatoLlmne
ACE He BcTynawT B cuny, BCTynawT B cuny gpyrue 3anpewatowme ACE, a
s3anpewatowme ACE no ymonyaHuio BCTynaeT B cumy nocre BCTynsieHna B cuny QoS
ACE.

Ha kommyTaTope Bbl MOXeTe 3anycTuTb KOMaHdy norgos-security compatible,
no3BonAWYy0  paspewarwum n  3anpewarwowmm ACE Bctynate B cuny
ogHoBpeMeHHO, korga BxogHon ACL n DOT1X Ha ocHoBe nopTa, rmobanbHas npmesa3ka
IP + MAC, port security u IP source guard ncnosb3yoTcsi COBMECTHO.

Ecnn ACE pobaensttcs B ACL, a 3atem kommyTaTtop nepesanyckaetcs nocne
npumeHeHns ACL k Bxogswemy HanpasneHumo Heckonbkux SVI, ACL moxeT He
HaCTPOMTLCS Ha HEKOTopbIX SVI n3-3a orpaHNnYeHHON annapaTHOM €MKOCTH.

Ecnu akcnepTHbI ACL-CNMCOK HACTPOEH U NPUMEHAETCS K UCXOOAWEMY HanpasnieHuto
nHTepdenca, a Hekotopble ACE B atom ACL-cnncke cogepxaT WMHdopmauuio o
cootBeTcTBMM L3 (Hanpumep, IP-agpec n nopt L4), non-IP-nakeTbl, OTNpaBnsemMbie Ha
YCTPONCTBO C 93TOr0 MHTEepdpenca, He MOryT YynpasndaTca paspellawmmm u
s3anpewatowmmm ACE B atom ACL.

Ecnm ACE ACL (IP ACL wnu aKkcnepTHbi paclumpeHHbin ACL) HacTpoeHbl Ha
COOTBETCTBME MOJISIM, OTNNYHLIX OT L2 (Takum kak SIP u DIP), ACL He geicTByeT Ha
TermposaHHble naketbl MPLS.

UToObl nonb3oBaTteny MOrM nyywe u3yyatb Tekyuwlee coctosHne ACL Ha ycTpouncTee, Bbl
MOXeTe onpenenuTb, crieayeT Ny ykasbiBaTb NapaMeTp BeaeHus XypHana ACL kak Tpebyembin
npy gobasneHnn ACE. Ecnn ykasaH 3TOT napameTp, XXypHarbl BbIBOASATCS Npu 0BHapyXeHuu
naketoB, cooTtBeTcTBYlOWNX ACE. XypHanbl ACL otobpaxatoTcst Ha ocHoBe ACE. To ectb
YCTPOWCTBO nepuoanyeckn otobpaxaeT 3anucu ACE c coBnasIMMM NakeTamn u KONMYecTBO
coBnaBLMX NakeToB. [pumep XypHana BbIrNaanT cnegyrowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

UTOoObl KOHTPONMMPOBATL KONMYECTBO XXYPHANoOB WM 4YacTOTy BbIBOAA, Bbl MOXETE HACTPOUTb
MHTepBan oOHOBINEHUS XXypHana cooTeeTcTBeHHO ans ACL IPv4 n ACL IPv6.
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NMPUMEYAHUA:

e ACE, cogepxawum napameTp BedeHuss XypHana ACL, notpebnsetr 6onblie
annapaTHbIX pecypcoB. Ecnu Bce HacTpoeHHble ACE copepxaT 3TOT napameTp,
emkocTb ACE ycTponicTBa ByaeT ymeHblueHa BABoe.

e [lo ymonuyaHuio uWHTepBan OOGHOBMNEHMS XypHana paBeH 0, TO €CTb XypHamn He
BblBOANUTCSA. [ocne ykasaHust napameTpa BegeHus xxypHana ACL B ACE Heobxoammo
HaCTPOUTb MHTepBan 0OGHOBNEHNS XypHana Ans BbIBO4A COOTBETCTBYIOLLMX XKYpPHAIIOB.

o [1ns 3anucm ACE, cogepallen napameTp BegeHus xxypHana ACL, ecnu 3a ykasaHHbIN
WHTepBan He HangeHo HY OL4HOro NakeTa, XXypHan CONOCTaBEHWs MaKeToB, CBA3AHHbIN
c aton 3anucbto ACE, BbiBoauTbCs He OyaeT. Ecnm coBnagawowme naketol 6yayT
HangeHbl B yKa3aHHOM MHTepBare, XXypHarbl CONOCTaBMeHNs NakeToB, OTHOCALLMECS K
atomy ACE, 6yayT BbiBEOEHbI MO UCTeYeHnn nHtepsana. Konmvyectso coBnagaroLmx
naketoB — 9370 oOulee KONMMYECTBO MNakeToB, cooTBeTcTByOWMUX ACE B TeueHue
3ajaHHOro uMHTEepBana, To ecTb nepuoja OT npefblaywero BbIBOAA XypHana Ao
TEeKyLlero BbiBoAa XypHana.

e  Tonbko KOMMYyTaToOpbl NOAAEPXMBAOT DYHKUMIO BeaeHus )kypHana ACL.

1.3.1.3. CyeTunku conoctasneHusa naketos ACL

[na peanusaumn ynpasneHnst CETbIO Nonb3oBaTensam MoXeT NoTpeboBaThbCs y3HaTh, €CTb NN Y
ACE kakve-nmbo coBnagarolime nakeTbl U CKOMbKO naketoB cosnano. ACL npepoctaBnsitoT
CYETYMKM COOTBETCTBMS MakeToB Ha ocHoBe ACE. Bbl MoXeTe BKMOYUTbL UMM OTKIHOYUTb
CYETYMKM conocTaBneHus naketos ansa Bcex ACE B ACL, koTopbii MoxeT 6biTb IP ACL, MAC
ACL, akcnepTHbiM ACL wunu IPv6 ACL. Kpome Toro, Bbl MOXeTe 3anyCcTuTb koMaHgy clear
counters access-list [ acl-id | acl-name ] gna cbpoca cuyetumkoB ACL gnst HOBOro atana
CTaTUCTUKN.

NMPUMEYAHUA:

o [1ns BKkItoveHus cyetumkoB ACL TpebyeTcsa Gonblue annapaTtHbIX 3anucen. B kpanHem
crniydae 9TO cokpaTuT BABoe konuvectBo ACE, KOTOpble MOXHO HacTpouUTb Ha
YyCTpONUCTBE.

e  Tonbko KOMMYyTaTOpbl NOAAEPXKMBAIOT CHETUMKM comnocTaBneHus naketos ACL.

1.4. O630p

OcobeHHOCTb OnucaHue

IP ACL KoHTponupynTe Bxogswme nnu ncxogswune naketol IPv4 yctponcrea
Ha ocHoBe MHdopmaunn L3 nnu L4 B 3aronoske naketa IPv4

PaclmpeHHbin  ACL | KoHTponupynTe Bxogswme unm ncxogawime naketbl L2 ycTponcTea Ha

MAC-agpecoB ocHoBe nHdopMaunn L2 B 3aronoeke naketa Ethernet
OKCNEePTHBbIN O6vegnnnte IP ACL un pacwupeHHbin ACL MAC B 3KCnepTHbIA

pacwmpeHHbii ACL | pacwmpeHHbin  ACL, KOTOpbIM  KOHTponupyeT (paspewaet wunu
3anpeLlaeTt) BXo4dlWMe WM UCXOAswme nakeTbl YCTPOMCTBA,
UCnonb3ys OfHO U TO Xe NpaBuIio Ha ocHoBe nHdopMauun L2, L3 n L4
B 3arofioBKe nakeTa
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Ocob6eHHOCTb OnucaHue
IPv6 ACL KoHTponupyinTe Bxogswme nnm ucxogsawmne naketol IPv6 ycTponctea

Ha ocHoBe MHdopmauun L3 nnu L4 B 3aronoeke naketa IPv6

ACL80 HacTtponTe coBnagatowime nong n Macky gnsi cueHapues, B KOTOPbIX
dmKCUpoBaHHbIE coBnagawoLime nons He COOTBETCTBYHOT
TpeboBaHusM

[NepeHanpaBneHue I'IepeHanpaBMTb BXoadALlne nakeTbl yCTpOI‘;ICTBa, CooTBEeTCTBYyHOLlnEe

ACL ACE, Ha yKa3aHHbIA NCXOAALWMN MHTEPdENC

[(moGanbHbIN Coenante Tak, 4Tobbl ACL gencTBoBan BO BXOASILLEM HarnpaBfieHUU
Security ACL BCeX NMHTeperncoB BMecTo npumeHeHua ACL K Kaxxgomy nHtepdency
Kanan Paspewnte naketam o06xoOanTb NPOBEPKY MNPUMOXEHUA KOHTPOMS
©e3onacHocTun poctyna, Takux kak DOT1X wu BebG-ayTeHTUuKauma, aOns

yOoBreTBopeHnsa TpeboBaHnii HEKOTOPbIX 0COBbIX CLieHapueB

ACL PaspewnTtb nonb3oBatenam B ogHon VLAN obLiatbca apyr ¢ 4pyrom
MapLupyTmMsaTopa
Svi

Begenne kypHana | BelBoguTb XypHanbl conocTtasneHna naketoB ACL ¢ 3agaHHbIM
ACL WHTEpBaNoM B COOTBETCTBMM C TpeboBaHuaMKU. YKypHarnbl nomoratoT
nonb3oBaTensdm Yy3HaTb pes3ynbTaT COMOCTaBfEHNA MNakeToB C
ykasaHHbIM ACE

1.4.1. IP ACL

IP ACL peanuayeT yCOBEPLUEHCTBOBAHHbLIA KOHTPOSb BXOAALWMX U ncxogsawmx IPv4-naketoB
ycTpouncTBa. Bbl MOXeTe paspeLlunTb urnv 3anpeTuTb BBOA onpeaereHHbIX naketos IPv4 B ceTb
B COOTBETCTBUM C (pakTnyeckummn TpeboBaHMaMmM Ang ynpasneHns 4ocTynoM IP-none3oBatenen
K CeTeBbIM pecypcaMm.

1.4.1.1. NMpuHUKMN paboTbl

Onpegenute psag npaeun IP-goctyna B IP ACL, a 3atem npumenuTe IP ACL BO BxoasLem nnm
nucxogsilem HampaeneHunm uHTepdenca wunu  rnobanbHO.  YCTPOMCTBO  MNPOBEPSET,
COOTBETCTBYIOT N BXoAsWMe uUnn mucxopsduwime naketol |IPv4 npaBunam, U COOTBETCTBEHHO
nepecbinaeT unn 6NoKMpyeT 3TV NakeTbI.

Yrtobbl HacTpouTb IP ACL, Heo6xoaMmMo ykasaTb YHUKanbHOe MMSA unu ngeHtundunkatop ans ACL
npoTokona, 4Tobbl NPOTOKON MOIr OOHO3HAYHO MaeHTUrumMpoBaTh kaxabin ACL. B cneaytowen
Tabnvue nepeyncrneHbl NPOTOKOMbl, KOTOPble MOryT MCMONb30BaTb WAEHTUMUKATOPbI ANs
naeHTudpukaumm ACL, n gnanasoH naeHTugnkaTopos.
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MpoTokon Ovana3oH ngeHtudnkaTopos
CraHgapTHbin IP 1-99, 1300-1999
PacwmnpeHHbin IP 100-199, 2000-2699

Basosble cnnckn ACL BkntovaroT ctaHgapTHble IP ACL v pacwmpeHHbie I[P ACL. CtaHgapTHble
npasuna, onpeaeneHHsle B ACL, cogepxaTt cnefyolwue coBnagatoime noss:

e uncxogHbin IP-agpec;

e |P-agpec nony4vatens;

e Homep IP-npoTokona;

e umaeHTMdmkaTop uncxoagHoro nopta L4 nnu tvn ICMP;

e pngeHTMdumkKaTop nopta HasHayveHus L4 unum kog ICMP.

CtanpapTtHbin IP ACL (guanasoH maeHtudpumkatopos: 1-99, 1300-1999) ucnonb3yetca ans
nepechbInkn Unmn 610KMPOBKM NAKETOB Ha OCHOBE McxogHoro IP-agpeca, Torga kak pacLunMpeHHbIn
IP ACL (amana3soH ngeHtudgukatopos: 100-199, 2000-2699) ncnonb3syeTcsa Ans nepecbikn nnm
OMNOKMPOBKN NAKETOB HA OCHOBE KOMOMHaUMM NpeablayLmx coBnagatoLmx nonen.

Ons otoenbHoro ACL MOXHO MCNOSMb30BaTb HECKOMbKO He3aBucuMbIX npasun ACL ang
onpeaeneHns Heckonbkux npaswn. Bce npasuna ccbinaoTca Ha OAMH U TOT Xe naeHTudunkaTop
U NS, NO3TOMY 3TU onepaTopbl CBA3aHbl 0gHUM 1 Tem e ACL. OgHako 6onbLuee KonmyecTBo
npasun o3HavyaeT, YTO CTaHOBUTCA BCe TpyaHee YntaTtb U noHnmaTtb ACL.

NMPUMEYAHMUE: ons npoaykToB MapLipyTu3aumm none conocraeneHus koga ICMP B npasune
ACL He penctsyeT anga naketos ICPM, tun ICPM kotopbix paBeH 3. Ecnm kog ICPM ans
conoctaensaembix naketoB ICMP HacTpoeH B npaBune ACL, pesynbtaT conoctasnenuns ACL ans
Bxogswmx naketoB ICMP yctponctea, y kotoporo tmn ICPM 3, moxeT oTnmyaTtbCa OT
oXumgaemoro pesynbTaTa.

1.4.1.2. CKkpbiTO€ NnpaBuno «3anpeTutb Becb Tpaduk»

B koHue kaxpgoro IP ACL HaxoguTCA CKpbITOe npaBuro «3anpetuTb Becb Tpadouky.
CnepoBaTernbHO, ecnv NakeT He COOTBETCTBYET KakoMy-nmbo npasury, nakeT 6yaeT OTKIOHEH.

Hanpumep:
access-list 1 permit host 192.168.4.12

OT10T ACL paspelaeT TONbKO MNakeTbl, OTAPAaBMiEHHble C XOCTa-uctouHnka 192.168.4.12, n
3anpeLlaeT nakeTbl, OTNPaBIieHHblIE CO BCEX OPYIMMX XOCTOB. OTO CBA3AHO C TEM, YTO B KOHLE
atoro ACL HaxoguTcs cnegyouiee NpaBuio: CMcoK goctyna 1 3anpeLuaeT Bee.

Ecnu ACL cogepXuT TOSMbKO Cneayowyo NHCTPYKLUMIO:
access-list 1 deny host 192.168.4.12
MakeTbl, OTNPaBneHHbIe ¢ Ntoboro xocTa, 6yAyT OTKNOHEHbI NP NPOXOXKAEHUN Yepes 3TOT NopT.

NMPUMEYAHUE: npu onpegeneHun ACL Heob6xoaMmo yuuTbiBaTb NakeTbl OBHOBREHWUN
mMapwpyTtnsauun. MNockonbky B koHUe ACL CyllecTBYeT CKpbITOE MpaBUIIO «3anpeTuTb BECb
Tpaduky», BCce NakeTbl OOHOBNEHMST MapLLPYTU3auMn MOTyT ObITb 3a0NOKMPOBaHbI.

1.4.1.3. BxogHas nocrnenoBaTenibHOCTb NpaBun

Kaxxgoe HoBoe npaBuno gobaensietcs B koHelu ACL v nepeqd npaBuioM MO YMOJTYaHWUIO.
BxogHas nocneposaTensHocTb NpaBun ACL o4yeHb BaxkHa. OH onpegensieT NPUopuTeT KaXKAoro
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onepatopa B ACL. I'Ipvl NPUHATUN peLLUEeHNA O NepechbiNike ninn 6J'IOKVIpOBKe NakeToBs, yCTpOVlCTBO
CpaBHMBAET MNakeTbl C npaBuiiaMmn Ha OCHOBE MNocnenoBaTesibHOCTU, B KOTOpOVI co3garoTcA
npaswuna. Mocne 06Hapy>KeH|/|;| coBnagawuiero npasuna yCTpOIZCTBO He npoBepsAeT gpyrue
npaswuna.

Ecnu npaBuno cosgaHo u 3anpellaeTt Becb Tpaduvk, BCe nocneaywoowme npasuna He Oyayt
npoBepATbCS.
Hanpuwmep:

access-list 101 deny ip any any

access-list 101 permit tcp 192.168.12.0 0.0.0.255 eq telnet any

MepBoe npasBuno 3anpewaeTr Bce IP-naketbl. [loaToMy nakeTbl Telnet oT xocta B ceTn
192.168.12.0/24 6ynyT OTKNOHeHbI. [locre Toro, Kak YCTPOWCTBO OOHapYXMUT, 4YTO MakeThbl
COOTBETCTBYIOT NepBOMY MpasBury, OHO Bonblue He npoBepseT nocrieaywmne yTBepKaeHUs
npasuna.

1.4.1.4. CBAA3aHHasa KOHcuUrypaums

HacTtpouka IP ACL
Mo ymonyaHmio Ha yCcTponcTee He HacTpoeH IP ACL.

3anyctute komaHgy ip access-list { standard | extended } {acl-name | acl-id} B pexume
rnobanbHOM KOHUrypaumm, 4tobbl co3gaTe CTaHAapTHLIV UNn pacwmpeHHsii IP ACL 1 BoWTH
B CTaHAAPTHbLIV UK pacwmpeHHbin pexum IP ACL.

Jdo6aBsneHune ACE B IP ACL

Mo ymonyaHuio BHOBbL co3aaHHbIn IP ACL cogepxuT ckpblTeii ACE, 3anpelatolumin Bce nakeTol
IPv4. O10T ACE CcKpbIT OT nosfb3oBaTenen, Ho BCcTynaeT B cuny, korga ACL npumeHsieTcs K
nHTepdency. To ectb Bce nakethl IPv4 6yayT otOpolueHsbl. [MoaTomy, ecnum Bbl XOTUTE, YTOObI
YCTPOMWCTBO Mofyyaso unn oTnpaenano onpeaeneHHble nakeTol IPv4, no6asbTe Heckonbko ACE
B ACL.

[nsa crangapTHoro IP ACL go6asbte ACE crieaytowinm obpasom:

e HesaBucmmo oT Toro, aBnsieTcsa nu ctaHgapTHeln IP ACL MMeHOBaHHbLIM MW YACTIOBLIM
ACL, Bbl MOXeTe 3anyCTUTb CreayloLyo KoMmaHdy B ctaHgapTHoM pexnme IP ACL,
yToObI f00OaBUTL ACE:

[ sn]{ permit | deny } {host source| any | source source-wildcard } [ time-range time-range-
name][log]
e [Ina HymepoBaHHOro craHgapTHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CrneayoLyto
KOoMaHay B pexume rnobdanbHon koHdurypaumm, 4tobbl gobaesntb ACE:
access-list acl-id { permit | deny } {host source| any | source source-wildcard } [ time-range
tm-rng-name ][ log ]
e [1ns pacwupeHHoro IP ACL Bbl MoxeTe gobasutb 3anucmn ACE cnegytowmm obpasom:

e HesaBucMmo OT TOro, sBRASEeTCA N pacwunpeHHbin I[P ACL MMEHOBaHHbIM Unn
HYMepoBaHHbIM, Bbl MOXETe 3anyCcTUTb Crneaylolyl KoMaHdy B pexume
pacwmpeHHoro IP ACL, utobbl go6asutb ACE:

[ sn]{ permit | deny } protocol{host source| any | source source-wildcard } {host destination|
any | destination destination-wildcard }[ [[ precedence precedence ] [tos tos]] | [dscp dscp] [ecn
ecn] ] [fragment] [time-range time-range-name] [ log ]

e [1ng HymepoBaHHoro pacwmpeHHoro IP ACL Bbl Takke MOXeTe 3anyCTuTb CneayoLLyto
KOMaHZy B pexume rnobanbHon koHdurypauum, 4tobel fobasute ACE:
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access-list acl-id { permit | deny } protocohost source| any | source source-wildcard } {host
destination| any | destination destination-wildcard }[ [[ precedence precedence ] [ tos tos]] |
[dscp dscp] [ecn ecn] ] [fragment] [timerange time-range-name] [ log ]

MpumeHeHue IP ACL

Mo ymonuyaHuio IP ACL He npumeHsieTcs HM K KakoMy WHTepdency, 1o ectb IP ACL He
dunbTpyeT BXogswme n ucxoaswme IP-nakeTbl yCTponcTea.

3anyctute komaHay ip access-group { acl-id | acl-name } { in| out } B pexxume HacTponku
WHTepdenca ans npMMEHeHns cTaHgapTHoro unum pacwmpeHHoro IP ACL K ykaszaHHOMY
UHTepdency.

1.4.2. PacwmnpeHHbin ACL MAC-aagpecoB

PacwupeHHbin ACL MAC peanuayeT yCOBEPLUEHCTBOBAHHbIN KOHTPOMNb Had BXOASLIMMU M
NCXOOALLMMM NakeTaMU Ha OCHOBE 3arofioBkoB L2 nakeToB. Bbl MoxeTe paspellaTb unm
3anpeLwaTtb BXog onpeaerneHHbIX NaketoB L2 B ceTb, TEM CaMbIM 3alluLLan ceTeBble Pecypchbl
OT aTaK UNn KOHTPONMPYS OOCTYN Nonb3oBaTernen K CETEBbIM pecypcam.

1.4.2.1. NMpuHUMN paboTbl

Onpegenute ceputo npasun goctyna MAC B pacwumpeHHom ACL MAC, a 3aatem npumeHute ACL
K BXOOSLWEMY WM MWCXOOSALEMY HanpasneHulo uHTepdenca. YCTPOWCTBO NPOBEPSET,
COOTBETCTBYIOT IM BXOAdAWME WNN UCXOOsALWME nakeTbl MpaBuiiaMm, U COOTBETCTBEHHO
nepecninaeT unm 6noknpyeT 3T NakeTbl.

Utobbl HacTpouTb pacwmpeHHbin ACL MAC, HeobxoouMMoO ykasaTb YHMKANbHOE MMSA Wn
ngeHtndukaTop ansa atoro ACL, 4ytobbl ogHo3Ha4yHO maeHTudmumposaTs ACL. B cneaytoulen
Tabnvue nepeyucrneHbl OuanasoHbl  WOEHTUMUKATOPOB, KOTOpble  WAEHTUPUUNPYIOT
pacwmnpeHHble ACL MAC.

MpoTokon Ovana3soH ngeHTudnkaTopos

PacwwnpeHHbin ACL MAC 700-799

TununyHble NpaBuna, onpegeneHHble B pacumpeHHom ACL MAC, BknovaroT:
e ucxogHoin MAC-agpec;
e MAC-agpec HasHayeHus;

e Tun npoTokona Ethernet.

PacwupeHHbin ACL MAC (gmanasoH wugeHtudukatopos: 700-799) wucnonb3yetca ans
dunbTpaumm naketoB Ha ocHoBe MAC-agpeca UCTOYHMKA My nony4vartens u tuna Ethernet B
nakeTtax.

[na otaenbHoro pacwmpeHHoro ACL MAC MOXHO MCMNONb30BaTb HECKOSIbKO HE3aBUCUMbIX
npasun ACL gnsa onpegeneHus HeECKONbKMX npasun. Bce npaBuna ccblinaTcs Ha OAMH U TOT
Xe naeHTMdukaTop Unn nms, No3TOMy 3TU npasuna cBa3aHbl ogHUM 1 Tem xe ACL. OgHako
BornbLuee KONMYeCTBO NpaBusli 03HavYaeT, YTO CTaHOBUTCA BCe TpyAHee YnmTaTb 1 noHnmaTtb ACL.

NMPUMEMAHUE: ecrim ACE B pacwupeHHom ACL MAC He onpedeneHbl crieumnanbHO Ans
naketoB IPv6, To ecTtb Tvn Ethernet He ykasaH unu 3HadeHue nons Tuna Ethernet He paBHO
0x86dd, pacwmpeHHbin ACL MAC He cunbTpyeT naketbl IPV6. Ecnun Bbl xoTuTe counbTpoBaTh
naketbl IPV6, ncnonbaymnrte pacwumpeHHsin ACL IPV6.
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1.4.2.2. CKpbITO€E npaBusio «3anpeTutb BeCb Tpaduk»

B koHue kagoro pacwumpeHHoro ACL MAC HaxoguTcs CKpbITOE NpaBuiio «3anpeTuTb BECb
Tpadumk». CnegoBaTesnbHO, eCnv NakeT He COOTBETCTBYET kakoMy-nnbo npasuny, nakeT dyaet
OTKITOHEH.

Hanpuwmep:
access-list 700 permit host 08c6.b300.0001 any

O1oT ACL paspeluaeT Tonbko nakeTbl oT xocta ¢ MAC-agpecom 08¢6.b300.0001 n 3anpelwiaet
nakeTbl OT BCEX OCTalbHbIX XOCTOB. OTO CBS3@HO C TeM, YTO B KOHUe aTtoro ACL HaxoguTcs
cnepytollee npasuno: access-list 700 deny any any.

1.4.2.3. CBAA3aHHasa KOH(urypauums

HacTponka pacwmpeHHoro ACL MAC
Mo ymon4yaHuMio Ha YCTPONCTBE HE HACTPOeH paclumpeHHbin ACL MAC.

3anyctute komaHgy mac access-list extended {acl-name | acl-id } B pexume rnobansHon
KoOHGUrypauum ansa cosgaHusa paclumpeHHoro ACL MAC 1 nepexoga B pexmnm paclumpeHHoro
ACL MAC.

HNo6aeneHne ACE B pacwumpeHHbin ACL MAC

Mo ymonyaHuio BHOBb CO34aHHbIN pacwupeHHsln ACL MAC copepxuT ckpblTbii ACE,
3anpewatowmin Bce naketbl L2. 3107 ACE CKpbIT OT NONb30BaTeNemn, HO BCTynaeT B CUNYy, korga
ACL npumeHsieTcsa K uHTepdency. To ecTb Bce nakeTol L2 6yayTt otbpolleHsl. [Noatomy, ecnv
Bbl XOTUTE, YTOObLI YCTPONCTBO NOMy4arno Unn oTnpaBnano onpeaeneHHsble nakeTtobl L2, nobaebTe
Heckonbko ACE B ACL.

Bbl moxeTe gobaente ACE B paclumpeHHbin ACL MAC cnegytowmm obpasom:

e HesaBucumo oOT TOro, saBndeTcsa NnuM pacwmpeHHelin ACL MAC uMeHOBaHHbIM Unn
HymepoBaHHbIM ACL, Bbl MOXeTe BbINOMHUTL CrieAyloLWyo KOMaHdy B pexume
pacwumpeHHoro ACL MAC, 4tobbl gobasnte ACE:

[sn{ permit |deny Hany|host src-mac-addri{any|host dst-mac-addr}[ethernet-type][cos cos ]
[inner cos] [ time-range tm-rng-name]

e [Insa pacwmpeHHoro ACL ¢ HymepoBaHHbIM MAC-agpecoM Bbl TaKKe MOXETe 3anyCTUTb
cnegyoLLylo KomaHay B pexume rnobdanbHomn koHdurypaumm, 4tobel gobasnts ACE:

access-list acl-id{ permit |deny Hanylhost src-mac-addri{any|host dst-mac-addr}{ethernet-
type][cos cos ] [inner cos] [ time-range time-range-name]

NMpumeHeHune pacwmpeHHoro ACL MAC

Mo ymonyaHuio pacwmpeHHbin ACL MAC He NpMMEHSIETCA HN K KakoMy MHTepdency, To ecTb
co3faHHbIn pacwmpeHHblin ACL MAC He qounbTpyeT BXodsWMe UK ucxoaswimne naketbl L2
yCTpOWNCTBA.

3anycTtute komaHay mac access-group { acl-id | acl-name } {in| out } B pexxume koHpurypaumm
nHTepdenca ans npumeHeHus pacwmnpeHHoro ACL MAC K ykazaHHOMY UHTepdency.

1.4.3. KkcnepTHbIN pacwmpeHHbIn ACL

Bbl MOXeTe co3gaTb 3KCNepTHbIN paclumpeHHblin ACL ans conoctaBneHns nHdgopmaumm L2 v
L3 B nakeTtax, uUcnomnb3yss OAHO M TO >Xe MpaBuno. OKCMepTHbI paclumpeHHbii ACL MOXHO
paccmaTtpuBaTtb Kak kombuHauuo n pacwmpenune IP ACL n pacwupenHoro ACL MAC, notomy
YTO 9KCNEepTHbIM pacwmpeHHbin ACL moxeT cogepxaTtb ACE kak B IP ACL, Tak U B
pacwmpeHHom ACL MAC. Kpome Toro, VLAN ID MOXHO ykasaTb B pacLUMPEHHOM 3KCMEPTHOM
ACL ansa dounbTpauumn nakeTos.
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1.4.3.1. MpuHUMN paGoThbI

Onpegenute pag npasun SOCTyna B 3KCcnepTHOM paclumpeHHoM ACL, a 3atem npumeHuTte ACL
BO BXOAdLIEM WKW UCXOASLEM HarnpaereHun WHTepdenca. YCTPOMCTBO MpOBepSsET,
COOTBETCTBYIOT NN BXOAAWME WM UCXOAsdLMe nakeTbl npaBunamM, U COOTBETCTBEHHO
nepecbinaeT unn 6NoKMpyeT 3TV NakeTbl.

[na HacTporikn akcnepTHOro pacwmpeHHoro ACL Heobxoammo ykasaTb YHWKanbHOEe UMSI Uinn
naeHtTudukaTop ang atoro ACL, YToObl MPOTOKON MOI OAAHO3HAYHO MAEHTUMNLMPOBATL KaXabIi
ACL. B cneaytowen Tabnuue nepeymcneHbl AnanasoHbl MAEHTUMKATOPOB pacLUMPEHHOro
akcnepTHoro ACL.

MpoTokon Ovana3oH npgeHtudnkaTopos

SKcnepTHbIN pacwmpeHHbin ACL 2700-2899

Korga cosgaeTca aKcnepTHbIM  pacwupeHHbln  ACL, onpegeneHHble npasuna  MoryT
NPUMEHATLCA KO BCEM MakeTaM. YCTPOWCTBO onpenensieT, crneayeT N nepecbinatb WUnm
GnoknpoBaTh NakeTbl, NPOBEPSAS, COOTBETCTBYIOT NN NAKeTbl 3TUM NpaBunam.

TunuyHble npaBuna, onpeaeneHHble B 9KCNEPTHOM paclumpeHHom ACL, BKNHOYaIOT:

e  BCA UH(opmaums B 6azoBom ACL n pacumperHHom ACL MAC;
e ugeHtudumkatop VLAN.

OKcnepTHbIN pacwmpeHHbin ACL (ananasoH ngeHtudukatopos: 2700-2899) npencrasnsaet
cobon kombuHauno 6asosoro ACL n pacwmpeHHoro ACL MAC 1 MoxeT (punbTpoBaTb NakeThbl
Ha ocHoBe naeHTugukatopa VLAN.

[ns oTgenbHoOro pacwmpeHHoro akcneptHoro ACL  MOXHO McCnonb3oBaTb HECKOMbKO
He3aBMCMMbIX NMpaBwUi Ans onpeaeneHvst Heckonbknx npasun. Bce npaBuna ccbinatoTcs Ha
OOWH M TOT Xe MAEHTUDUKATOP UNKN UMSI, MOSTOMY 3TK NpaBuria cBsi3aHbl 0aHUM 1 TeM xe ACL.

NMPUMEYAHUE: ecnu npasuna B akcnepTHOM paclumpeHHoM ACL He onpeaeneHsl crneumasnbHO
ans naketoB IPv6, To ecTb He yka3aH Tun Ethernet unu sHadenne nong tuna Ethernet He paBHO
0x86dd, akcnepTHbI pacwumpeHHbin ACL He dunbTpyeT naketbl IPv6. Ecnu Bbl xoTuTe
dunbTpoBaTh NakeTbl IPV6, ncnone3ynte pacwmperHbin ACL IPV6.

NMPUMEYAHME: none UDF B akcnepTHoM pacwmpeHHoM ACL npogykta ueHTpa obpaboTku
AaHHbIX SBMNSETCS HacTpavBaeMbiM nornem. [lonb3oBaTenu [OSMKHbI HACTPOUTb YPOBEHb
npoTokona, cMmelleHne (offset), aaHHble n macky.

1.4.3.2. CKpbITOe npaBuno «3anpeTuTb Becb Tpadmk»

B kOHUe kakgoro akcnepTHOro paclmpeHHoro ACL HaxoguTcs CKpbITOE NPaBuUIo «3anpeTuTb
Becb Tpadmky». CriegoBaTesnibHO, €CNN NakeT He COOTBETCTBYET KAaKOMy-nnMbo npaBuy, naket
OyOeT OTKINOHEH.

Hanpumep:
access-list 2700 permit 0x0806 any any any any any

OT1oT ACL paspeluaeT Tonbko naketsl ARP ¢ Tunom Ethernet 0x0806 v 3anpeluaeT Bce apyrue
TUMbI NAKeToOB. OTO CBA3AHO C TEM, YTO B KOHLUE 3Toro cnmcka ACL cyllecTBYeT CreayroLmn
onepatop: access-list 2700 deny any any any any.

1.4.3.3. CBA3aHHasA KOH(urypaums

HacTtpouka akcnepTtHoro pacwupeHHoro ACL
Mo ymonyaHuio Ha YCTPONCTBE HE HACTPOEH pacLUMpeHHbIN akcnepTHbIn ACL.
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3anycTtute komaHgy expert access-list extended {acl-name | acl-id } B pexxume rnobanbHomn
KOHGUrypauum p[ns cosgaHus akcnepTHoro pacwmpeHHoro ACL m Bxoga B 9KCNEPTHbIN
paclumpeHHbln ACL-pexnm.

Ho6aBneHne ACE B pacumpeHHbIN akcnepTHbIn ACL

Mo ymMon4aHuio BHOBb CO3[aHHbLIN 3KCNEpPTHbIA paclwmpeHHblin ACL copepxunt ckpbiTbii ACE,
3anpewatowmin Bce nakeTbl. ATOT ACE CKpbIT OT nonb3oBaTenien, HoO BCTynaeT B CUny, Korga
ACL npumeHsieTcsa Kk nHtepdency. To ectb Bce nakeTbl L2 6yayt otbpolleHsl. Moatomy, ecnm
Bbl XOTUTE, YTOObLI YCTPONCTBO NOy4ano unv oTnpaBnsano onpeaenexHHble nakeTbl L2, nobaebte
Heckosibko ACE B ACL.

Bbl MoxeTe aobasnte ACE B pacluMpeHHbIn akenepTHbln ACL cnegyowmm obpasom:

e HesaBncUMO OT TOrO, ABMSIETCSH NI pacLlUMPEHHbI akcnepTHbI ACL MMeHOBaHHbLIM U
NPOHYMEPOBaHHLIM, Bbl MOXeTe 3anyCTUTb Cheaylolwyld KOMaHay B pexume
paclumpeHHoro akcneptHoro ACL, 4Tobbl fobasuTte ACE:

[snK{ permit |deny }protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner in]]] {source
source-wildcard | host source | anyKhost source-mac-address|any } {destination destination-
wildcard | host destination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask ] | [ int-flag ]] [time-range time-range-name]]

e [1ns HYMEpPOBaAHHOIO pacLUMPEHHOro akcnepTHoro ACL Bbl Takke MOXeTe 3anyCctutb
cnefyoLylo KoMaHay B pexume aKCnepTHoro pacwumpeHHoro ACL, 4tobbl obaBuTb
ACE:

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner
in]]] {source source-wildcard | host source | anyH{host source-mac-address|any } {destination
destination-wildcard | host destination | any} {host destination-mac-address | any}
[[precedence precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf
udf-id header pos value mask ] | [ int-flag ]] [time-range time-range-name]]

NMpumeHeHne aKkcnepTHOro pacwupeHHoro ACL

Mo ymonyaHuio akcnepTHbIN paclumMpeHHblin ACL He NpUMEHSAETCA HU K OAHOMY MHTepdbency, To
€CTb CO34aHHbIN 3KCMEPTHbIN pacwmpeHHbin ACL He punbTpyeT BXogswme unm mcxogsiumne
naketbl L2 nnn L3 ycTponcTaa.

3anyctute komangy expert access-group { acl-id | acl-name } { in] out } B pexxume HacTpomrku
NHTepdenca, 4Tobbl MPUMEHUTb 3KCNEPTHbINA paclumpeHHbIn ACL K ykazaHHOMY UHTepdency.

1.4.4. 1IPv6 ACL

ACL IPv6 peanunsyeT yCOBEpPLUEHCTBOBAHHbLIA KOHTPOMb Hag BXOOAWMMU U UCXOAALLMMMN
naketammn IPv6 ycTtponctBa. Bbl MoxeTe paspewmnTb UM 3anpeTuTb BBOA ONpenesSieHHbIX
nakeTtoB IPv6 B ceTb B COOTBETCTBUM C (haKTMYeCKUMMU TpeboBaHNAMN ANs KOHTPONS AocTyna
nonb3oBartenen IPv6 k ceTeBbIM pecypcam.

1.4.4.1. NMpuHUKMN paboTbl

OnpegenuTte psig npaeun goctyna IPv6 B ACL IPv6, a 3atem npumeHnte ACL BO BXOOALEM UMK
ncxoasilemM HanpaeneHun nHTepdgenca. YCTpomncTeo npoBepsieT, COOTBETCTBYIOT NN BXoasLwme
unu ucxoaswme naketol IPV6 npaBunam, n COOTBETCTBEHHO NepecbinaeTt unv 6nokmpyeT atu
nakeTbl.

Y1066 HacTpouTb ACL IPV6, Bbl AOMKHbI yKa3aTb yHUKanbHoe nms ans atoro ACL.

NMPUMEYAHME: B otnnume ot IP ACL, pacwmpeHrHoro ACL MAC 1 akCnepTHOro pacluMpEHHOro
ACL, Bbl MOXeTe yka3aTb TONbKO UMS, HO He naeHtTudmnkaTop ana cosgaHHoro ACL IPv6.
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NMPUMEMAHUE: Tonbko oauH IP ACL, vnu oguH pacwupeHHbin ACL MAC, wnu oguvH
3KCMEpPTHbIN pacwmpeHHbin ACL mMoxeT OblTb MPUMMEHEH K BXOOALWEMY WAN UCXOASLLEMY
HanpaBneHuo nHTepdenca. Kpome toro, MoXXHO NnpuMeHuTb ewe oanH ACL IPv6.

1.4.4.2. CKpbITO€E npaBusio «3anpeTutb BeCb Tpaduk»

B koHue kaxpgoro cnucka ACL IPvV6 HaxoguTcsl CKpbITOe NpaBuio «3anpeTuTb BeCb Tpaduk
IPv6». CnepoBaTenbHO, €criv nakeT He COOTBETCTBYET kakomy-nmbo npasuny, naket Gyaet
OTKIOHEH.

Hanpuwmep:
ipvé access-list ipvé_acl
10 permit ipvé host 200:1 any

10T ACL paspelaeT Tonbko naketbl IPv6 oT xocta-uctoyHmka 200::1 n 3anpeltaeTt nakeThbi
IPV6 OT BCex oCTalibHbIX XOCTOB. JTO CBA3AHO C TEM, YTO B KOHLIE 3TOr0 CNucka ynpaBreHus
OOCTYMNOM ecTb criegytowee npasuno: deny ipv6 any any.

XoTa cnucok ynpasneHuss JoctyrnomM IPv6 no ymMonyaHuio COAEPXUT CKpbITOe npaBuio
«3anpeTntb Becb Tpaduk IPv6», oH He counbTpyeT nakeTbl ND.

1.4.4.3. BxogHasa nocrneaoBaTefibHOCTb NpaBun

Kaxxgoe HoBoe npaBwuno pobasnsieTcss B koHey ACL v nepen onepaTtopom npasunia no
yMonuaHuto. BxogHasi nocnegosaTtenbHoCTb onepaTopoB B ACL oyeHb BaxkHa. OH onpeaenseT
npuopuTeT Kaxxgoro onepatopa B ACL. MNpu onpeaenexunn Toro, crnegyeT Ny nepeckinate unm
GnokupoBaTb NakeTbl, YCTPOWCTBO CpaBHMBaeT MakeTbl C MNpaBulaMu Ha OCHOBE
nocnegoBaTeNnibHOCTM, B KOTOpOW co3patTcst onepatopbl npaBun. ocne obGHapyxeHus
COBMajatoLLero onepartopa npasuna yCTporNCcTBO He NpoBepsieT ApYrMe onepaTopbl Npasuna.

Ecnn onepatop npaBuna cosgaH W paspellaeT Becb Tpaduk IPv6, Bce nocneaylolime
onepaTopbl He ByayT NPOBEPSATLCS.

Hanpumep:
pvé access-list ipvé_acl
10 permit ipvé any any
20 deny ipvé host 200:1 any

lMockonbKy nepBoe yTBEpXAEHME MpaBuna paspellaeT Bce nakeTobl IPv6, Bce nakeTbl IPV6,
oTnpaeneHHble ¢ xocta 200::1, He COOTBETCTBYIOT MOCnenylolwemMy npaBuily OTka3a C
nopsiakoBbiM HoMmepoM 20 1, cnegoBaTenbHO, He ByaAyT OTKMNOHEHsbI. [ocne Toro, kak yCTpOMCTBO
OBHapYXUT, YTO NakeTbl COOTBETCTBYIOT MEPBOMY YTBEPXAEHWIO npasuna, oHO 6Gonblie He
npoBepseT nocnegyLime yTeepXxaeHus npasuna.

1.4.4.4. CBA3aHHasA KOH(urypaums

Hactpownka ACL IPv6
Mo ymon4yaHuio Ha ycTpoKrcTBe He HacTpoeH ACL IPv6.

3anycTtute KomaHay ipv6 access-list acl-name B pexume rnobanbHOM KOHUrypaumm, 4Tobbl
cosgaTtb ACL IPv6 n BonTu B pexkum ACL IPV6.

Ho6aBneHne ACE B ACL IPv6

Mo ymonuyaHunio BHOBb co3faHHbI ACL IPV6 copepxuT HesBHbii ACE, 3anpelialoliun Bce
naketbl IPv6. 310T ACE CKpbIT OT nonb3oBaTenemn, Ho BCTynaeT B cuny, koraa ACL npumeHsieTcs
K nHTepdency. To ectb Bce nakeTbl IPV6 6yayT otOpoLueHsl. [o3aTomy, ecnv Bbl XOTUTE, YTOObI
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YCTPOWCTBO MOMy4ano unvM OTnpaBnano onpeneneHHble naketbl IPv6, nobaBbTe HECKONbKO
3anucen ACE B ACL.

BbinonHuTe cneaytolyto komaHay B pexume IPv6 ACL, ytobbl fobasute ACE:

[sn] {permit | deny }protocol{src-ipv6-prefix/prefix-len|host src-ipv6-addr| anyHdst-ipv6-pfix/pfix-
lenlhost  dst-ipv6-addrlany} [range lower upper] [dscp dscp][flow-label flow-
label][fragment][time-range tm-rng-name] [ log ]

MpumeHeHue ACL IPv6

Mo ymonyaHuio ACL IPV6 He npuMmeHsieTca HM K OQHOMY UHTepdency, To ecTb cnucok ACL IPv6
He unbTpyeT BXoAsLWME U ncxogsawmne naketol IPV6 yctponcTea.

3anyctute komaHay ipv6 traffic-filter acl-name { in| out } B pexume KoHcburypaumm
uHTepdenca anga npumeHeHna ACL IPv6 k ykazaHHOMY UHTepdency.

1.4.5. ACL80

ACLB80 oTHOCUTCA K 3KCnepTHOMY paclumpeHHomMy ACL 1 Takke HasbiBaeTCs NOfb30BaTENbCKUM
ACL. OH cunbTpyeT nakeTbl Ha ocHoBe nepBbix 80 GanToB kaxgoro naketa. Cpeam atmx 80
6anTt nona SMAC, DMAC, SIP, DIP n ETYPE B nakeTe aABnsaTCcA 06a3aTenbHbIMKU, @ ocTanbHble
16 6anMTOB MOXHO YyKasaTb.

1.4.5.1. NMpuHUKUN paboTbl

MakeT cocTonT N3 Heckonbkux BanToB. ACL80 no3sonseT conocTtaBnATh yka3aHHble 16 6anTos
no 6utam B nepsbix 80 6anTax nakeTa. Jltobon 6uT 16-6anTOBOrO NONA MOXET BbITb YCTAHOBIIEH
B 3HayeHwue (0 unu 1), ykasbiBaroLlee, cpaBHuBaeTcsa nu 6ut. Mpu domnbTpaumm noboro Ganta
YyUMTbIBAOTCA TPU haKkTopa: COAEPXMMOE CoBMNagatoLLEero noss, Macka coBnaaroLLero nons u
HayanbHas No3nums Ans conocTtasneHus. buUTbl cogepXMmoro cosnagaroLLero nons HaxogaTcs
BO B3aMMHO OJHO3Ha4YHOM OTHOLLEHWM OoToBpaxeHus ¢ BuTamm Macku coBnagaroLero nons.
MpaBuno dunbTpauum ykasbiBaeT 3HaveHne ounbTpyemoro nons. LWabnoH nons dunetpaumm
yKasblBaeT, criegyet nu (punbTpoBaTb COOTBETCTBYHOLEe none B npasune dgunstpauuu. (1
yKasblBaeT, 4To 61T, yKaszaHHbIV B NpaBunie punbTpauum, AormkeH coBnaaatb; 0 ykasblBaeT, YTo
Ou1T, yKasaHHbI B NpaBuie hunbTpaunmn, He cooTeeTCcTBYeT.) CnegoBaTenbHO, korga Tpebyertcs
COOTBETCTBME OnpeaeneHHoMy 6uTy, Bbl JOIPKHbI YCTAHOBUTL COOTBETCTBYKOWMN 6UT B 1 B
wabnoHe nona dunbTpauun. Hanpumep, ecnn 6ut yctaHoeneH B 0 B wabnoHe nons
dunbTpaLmmn, HM 0anH BUT He COOTBETCTBYET HE3ABMCMMO OT TOrO, Kakon BUT yKasaH B npaBune
dmnbTpaumm.

Hanpumep,
QTECH(config)#expert access-list advanced name
QTECH(config-exp-dacl)#permit 08c6b3123456 ffffffffffff O
QTECH(config-exp-dacl)#deny 08cé6b3654321 ffffffffffff 6

Monb3oBaTtenbckuin ACL conocTtaenseT nwobon 6ant 13 nepebix 80 6anToB B kagpe AaHHbIX L2
B COOTBETCTBUM C OnpederieHnem nonb3oBaTens U COOTBETCTBYHOLWMM obpasoMm unbTpyeT
nakeTbl. YTo6bl NpaBMbHO NCMONb30BaTh Norb3oBaTensckuin ACL, Bbl 4OMKHBI UMETb rnybokoe
NOHUMaHME CTPYKTYpbl pperima gaHHbixX L2. Hke nokasaHbl nepeble 64 6anTa Kagpa OaHHbIX
L3 (kaxgas Byksa npeactaeBnsieT cobon wwecTHaguaTepudyHoe YMCno, a kaxable ase OykBbl
npeacTaBnsoT oauH 6anT):

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD
DD DD EE FFGGHHHHHH 1111 JJ KK LL LL MM MM

NN NN OO PPQQQQRRRRRRRRSSSSSSSSTTTT
UU UU VV VWV VW VW WW WW WW WW XY ZZ aa aa bb bb
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B cneaytowien Tabnuue onMcaHo 3Ha4YeHNE N CMELLEHNE KaxKaon OyKBbI:
BykBa 3HaueHue CmelwieHne bykBa 3HauyeHue CwmelleHue
A MAC-agpec 0 o MNone «Time To 34
Ha3Ha4eHus Live» (TTL)
B NcxogHbin MAC-agpec | 6 P Homep npoTtokona | 35
C Mone tera VLAN 12 Q IP checksum 36
D [nvnHa kagpa gaHHbIX | 16 R McxoaHbin 38
IP-agpec
E Mone «Destination | 18 S IP-agpec 42
service access point» nony4arens
(DSAP)
F Mone Source service | 19 T TCP-nopT 46
access point (SSAP) NCTOYHUKA
G Mone Cntl 20 U MopT HasHauyeHusa | 48
TCP
H Mone Org Code 21 \% CepunHbin Homep | 50
I MHkancynupoBaHHbin | 24 Wt Mone 54
TWN OAHHbIX noATBepXaeHNs
J Homep Bepcun IP 26 XY [nunHa 3aronoska 58
IPun
3ape3epBUpoBaH-
HbI BUT
K Mone TOS 27 Z 3apesepBupoBaH- | 59
Hblh OUT u  6ut
dnaros
L IOnnHa IP-naketa 28 a MNone pa3mepa 60
OKHa
M ID 30 b PasHoo6pasHbIi 62
N Mone cdonaroe 32

B npuBeageHHon Bblilwe Tabnvue CMeLleHMe Kaxgoro nons — 3TO CMeLleHue 3TOoro nons B
TernpoBaHHoM nakeTe 802.3 SNAP. B nonb3oBaTensckom ACL Bbl MOXETE UCNONb30BaTb MacKy
npaeuna M cMmelleHne BMecTe, 4ToObl n3Bneyb nwbon 6ant n3 nepebix 80 6anToB Kagpa
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AaHHbIX, CpaBHWUTb 6GaWT C npaBuMnOM, HacTpoeHHbiM B ACL, a 3areM OoTdunbTpoBaTb
coBnajatome Kagpbl AaHHbIX Ana ganbHenwen obpaboTkn. MHonBmayanbHble npasuna MoryT
ObITb HEKOTOPLIMU (PMKCMPOBaHHBIMWU aTpnbyTammn gaHHbIX. Hanpumep, 4To6bl NONy4nMTh BCE
naketbl TCP, Bbl MOXeTe onpeaenuTb NpaBuno kak «06», macky npaeuna kak « FF» n cmelleHune
Kak «35». 3aTem yCTpOMCTBO MOXET COBMECTHO UCMOMb30BaTh MackKy npasuna 1 cMeLleHne ong
N3Brie4YeHNa COAEepPKMMOro nosis Homepa npotokona TCP B nonydYeHHOM Kagpe OaHHbIX W
CpaBHEHUS U3BMNEYEHHOIo COAEPXMMOro C NpasuroM Aans nonyyeHus scex naketos TCP.

NMPUMEYAHUE: Tonbko kommyTaTopbl nogaepxkmeatoT ACL8O.

NMPUMEYAHUE: ACL80 nogaepxuaeT counbTtpaumto naketos Ethernet, 803.3 SNAP n 802.3
LLC. Ecnu 3Ha4veHus nonen ot DSAP fo cntl yctaHosneHsl Ha AAAAO3, ACL ncnonesyetcsa ans
dunbTpaumm naketoB SNAP 803.3. Ecnin 3HadeHns nonen ot DSAP go cntl yctaHoBnEHbI Ha
EOE003, ACL ucnonbeayetca ana cdunbtpaummn naketor 803.3 LLC. 3HayeHune nonsa cntl Henb3s
HacTpouTb Ans dounbTpaumm nakeToB Ethernet.

NMPUMEYAHUE: ACL80 MOXHO HacTpouTb ONsi CpaBHEHMS nakeToB ¢ nobbiM 13 16 6anTos.
Ecnun 16 6anToB yxe ncnonb3yoTes, Henb3sa HacTpoutb ACE Ans cpaBHEHUSA NakeToB C NoNAMun
B NobbIx apyrnx Gantax.

1.4.5.2. CBAA3aHHasa KOH(urypaums

HacTponka akcneptHoro pacwupeHHoro ACL
Mo ymonyaHuio aKcnepTHbI pacwmpeHHbin ACL He HAaCTPOEH Ha YCTPOMCTBE.

3anyctnute kKomaHagy expert access-list advanced acl-name B pexume rnobansHon
KOHUrypauum, 4tobbl Cco3gaTbh SKCMNEpPTHbIM paclmpeHHblin ACL 1M BOWTM B 3KCNEPTHBIN
pacwmpeHHbIn pexxnm ACL.

Hob6aBneHune 3anucen ACE B 3KCNepTHbIN pacluMpeHHbIn cnucok ACL

Mo ymonyaHuio BHOBb CO34aHHbIN 9KCNEPTHLIN paclumpeHHbin ACL Coaep>XUT CKpbITOE NpaBumo
ACE, 3anpewatowyto Bce naketbl. ToT ACE cKpbIT OT nosib3oBaTenen, HoO BCTynaeT B Cuiy,
korga ACL npumeHsieTcs kK nHtepdency. To ecTb Bce nakeTbl L2 6yayT oTOpoLlueHsbl. [Moatomy,
ecnn Bbl XOTUTE, YTOObI YCTPOMCTBO MOMy4ano Unn oTNpaBnano onpefereHHble nakeTol L2,
JobaBbTe Heckonbko 3anncen ACE B ACL.

3anyctute komangy [sn] { permit | deny } hex hex-mask offset B akcnepTHOM paclmMpeHHOM
pexume ACL, ytobbl go6aBnTe ACE B aKCnepTHbIN paclumpeHHbin ACL.

NMpumeHeHMe 3KkcnepTHOro pacwmpeHHoro ACL

Mo ymon4yaHuio akcnepTHbIM pacwmnpeHHblin ACL He NPUMEHSAETCS HU K KaKOMY MHTepdency, To
€CTb CO34aHHbIA 3KCNEPTHbIA pacluMpeHHbin ACL He unbTpyeT BXogswme unm mcxogsiumne
nakeTbl YCTPOMCTBA.

3anyctute komaHay expert access-group acl-name { in| out } B pexume KoHurypaumm
nHTepdenca, 4Tobbl MPUMEHUTb 3KCMEPTHbIN paclumpeHHbIn ACL K ykazaHHOMY UHTepdency.

1.4.6. MNepeHanpaBneHne ACL

lMepeHanpaBneHne ACL no3BONsEeT YCTPOMCTBY aHanM3npoBaTb MOMyYeHHbIE MaKeTbl U
nepeHanpaBnsaTb MNakeTbl Ha YyKasaHHbI MNOPT AN nepecbinkn. YTo6bl aHanuMsmMpoBaTb
onpefeneHHble BXOAdWMEe nNakeTbl YCTPOWCTBA, Bbl MOXeTe HacTpouTb  (PYHKLMIO
nepeHanpasneHns ACL gnd nepeHanpaBneHWa MakeToB, OTBeYallmMx Mpasuram, Ha
yKasaHHbIM MopT U 3axBaTa NakeToB Ha 3TOM NOPTY ANA aHanusa.

1.4.6.1. NMpuHUKMN paboTbl

MpuBspkuTe apyryto nonutnky ACL K nHTepdency n ykaxunte BbIXOOHOW LereBon uHTepdenc
AN Kaxgom nonutuku. Npu npuemMe nakeTos Ha 3TOT MHTepdenc YCTPOMCTBO nocrneaoBaTensHO
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nwet nonutukn ACL, npmBsi3aHHble K 3TOMY WHTepdency. Ecnu nakeTbl COOTBETCTBYHOT
KpUTEPUAM, onNncaHHbIM B onpedeneHHoOn NonuTuke, yCTPOMCTBO NepeHanpaBnsaeT nakeTbl Ha
UHTepdEeNC HasHayeHud, yKasaHHblA B MOMUTUKE, TEM cCaMbiM MepeHanpaBnss nakeTbl Ha
OCHoBe Tpadomka.

NMPUMEYAHUE: Tonbko KOMMYyTaTOpbI NOAAEPKMBAIOT OYHKLMIO NepeHanpasneHns ACL.

NMPUMEYAHUE: nepeHanpaBneHne ACL OencTBYeT TOMbKO BO BXOASLEM HanpaBrneHuu
UHTepdenca.

1.4.6.2. CBAA3aHHas KOHcuUrypaums

HacTtponka ACL

Mpexpoe 4yem HacTpamBaTb nepeHanpaeneHne ACL, HacTtponte ACL. [dononHutenbHble
cBegeHnd o HacTponke ACL cMm. B npegblayLumx onncaHmsx Hactpomkm ACL.

Jdo6asneHne ACE B ACL

MogpobHee o Tom, kak gobaenaTtb 3anncn ACE B ACL, cm. B npegbigylumx onucanmsax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL vnun ACL IPv6.

HacTponka nepeHanpaBneHmna ACL
Mo ymonyaHuto nepeHanpasneHne ACL Ha yCTpOMCTBE HE HAaCTPOEHO.

3anyctute komaHay redirect destinationinterface interface-name acl {acl-id | acl-name } in B
pexume KoHdurypauum nHtepdenca gnst HacTporku nepeHanpasneHna ACL.

NPUMEYAHUE: cbyHkuuio nepeHanpaBneHns ACL MOXHO HacTpouTb TONbKO Ha MHTepdence
Ethernet nnu Touke goctyna.

1.4.7. TnobanbHbIn Security ACL

YUTtobbl cooTBETCTBOBaTL TpeboBaHMAM pa3BepTbiBaHusA 6e3onacHocTn, ACL Ha ocHOoBe MOPTOB
4YacTo HacTpamBaeTCs Ha UNbLTPAUMIO BUPYCHbIX MakeToB W MNOflydeHue MnakeToB C
onpedeneHHbIMM  XapakTepucTukamu, Hanpumep, nakeToB, aTakywowmx TCP-nopt. B
rnobanbHOM CceTeBOW cpede CyLeCTBYHT pasfnuyHble BUPYCHblEe MNakeTbl, WU MNPU3HaKu
noeHTnnKaumMm BUPYCHbIX NAKeTOB Ha KaXXOoM MNOPTY NOEHTUYHbBI UK CXOXN. [10aTOMy 06bIYHO
cosgaetcsa ACL. lMocne pob6aeneHums B ACL 3anpewarowero ACE ansa conoctaBneHus
BMPYCHbIX curHatyp cnmcok ACL Ha OCHOBe MNOPTOB MPUMEHSETCA K KaKaoMy MnopTy
KOMMyTaTopa ANnsa ounbTpaumm BUPYCHbIX NaKeToB.

HeynobHo ucnonb3oBate ACL Ha OCHOBE MOPTOB B aHTMBUPYCHbIX CLEHApUsX, TakMM Kak
dunbTpaLumsa BUPYCOB, NO ABYM fpuynHam. lNepBasg npuymHa 3akntodaetcd B ToM, 4To ACL Ha
OCHOBE NOPTOB HEOBXOAMMO HAaCTPOUTb AS1S KaXKOoro noprta, YTo NPUBOAUT K MOBTOPSOLLENCS
HaCTpOMKEe, HU3KON MPOU3BOAUTENBHOCTM ONepauni 1 Ype3amepHoMy notpebneHuio pecypcos
ACL. BTtopaa npuuvMHa 3aknioyaeTcsas B TOM, 4TO pyHKuMsa ynpasnenuss goctynom ACL
ocnabneHa. lNMockonbky ACL Ha ocHoBe nopTta ucnonb3yetcs ans dunbTpauuu BUPYCOB,
OCHOBHble (pyHKUMM ACL, Takme kak orpaHuyeHue OOHOBMEHVMS MapLupyTa U OorpaHudeHue
[OCTyna K CeTU, He MOryT ObITb MCNOMb30BaHbl OOMMKHBIM 06pa3om. MobanbHbin Security ACL
MOXHO MCNONb30BaTh ANs rMobanbHOro pa3eepTbiBaHNA U 3aWnTbl OT BUPYCOB, HE 3aTparveas
ACL Ha ocHoBe nopToB. 3anycTvB BCEro OA4Hy KOMaHay, Bbl MOXeTe 3acTaBuTb rnobanbHblv
Security ACL gencrteoBaTb Ha Bcex MHTepdencax L2. HanpoTtue, ACL Ha OCHOBe nopTa AOMmKeH
ObITb HACTPOEH Ha KaXXgoM nHTepdelice.

1.4.7.1. NMpuHUKMN paboTbl

mobanbHbii  Security ACL penctByeT Ha Bcex WHTepdencax L2. Ecnu HacTpoeHbl wu
rnobaneHbin Security ACL, 1 ACL Ha ocHOoBe nopToB, BCTynaioT B cuny oba. [lakeTsbl,
cooTBeTcTBYyoWme rnobansHomMy Security ACL, Hanpsimyto OT(mbTPOBBLIBAOTCH Kak BUPYCHbIE
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naketbl. [lakeTbl, KOTOpble He COOTBETCTBYKOT rrnobanbHomy Security ACL, no-npexHemy
koHTponupytoTcs ACL Ha ocHoBe nopToB. Bbl MOxeTe oTkNtounTh rnobanbHbin Security ACL Ha
HEKOTOPbIX NOpTax, YTOObLI 3TK NOPTbI HE KOHTPONMpoBanuck rnobaneHbiM Security ACL.

NPUMEYAHUE: rnobanbHbin Security ACL B OCHOBHOM McCnonb3dyetca Ans cunbtpaumm
BuMpycoB. Takum obpasom, B ACL, cBasaHHOM ¢ rnobanbHbiM Security ACL, BCTynatoT B cuny
Tonbko 3anucu ACE c¢ 3anpeTtom, a cnuckn ACE ¢ paspeLlueHUsiMn He OeNCTBYIOT.

NPUMEYAHMUE: B otnnume ot 6e3onacHoro ACL, npumeHaemMoro K nopTy, rmobanbHbii Security
ACL He cogepxuT ACE no ymonyaHuio «3anpetuTb Becb Tpaduky, TO €CTb paspeLleHbl Bce
naketbl, He cooTBeTCcTBYIOWME ACL.

NMPUMEYAHME: rnobanbHbii Security ACL moxeT genctBoBaTb Kak Ha nopTy L2, Tak u Ha
MapLLpyTM3MpyemMoM nopTy. TO eCTb OH AENCTBYET Ha Bce crnefylolime Tunbl NOPTOB: MNOPT
JocTtyna, marucTpanbHbii nopT, nopT hibird, mapwpyTtnsnpyemein nopt nu AP (L2 wnnm L3).
MmobankbHbIn Security ACL He BnngaeT Ha SVI.

NMPUMEYAHMUE: Bbl MOXETE OTKNIOUMTL rNobaneHbl Security ACL Ha oTaenbHOM (hrnsnyeckom
nopTy nnn AP, HO He Ha NopTy-yyacTHuke AP. MobanbHbIn 3awmweHHbin ACL nogaepxmsaeT
TONbKO CBA3aHHbIN cTaHgapTHbIn ACL IP, pacwmperHbin ACL IP, pacwmpeHHbin ACL MAC u
3KCMepTHbIN pacwmnpeHHbin ACL.

1.4.7.2. CBAA3aHHasA KOH(uUrypaums

HacTponka ACL

Mpexge 4Yem HacTpauBaTb rnobanbHbi Security ACL, HacTponTe ACL. [ononHuTesnbHble
cBefeHuns o Hactponke ACL cM. B npeablayLmx onucaHusax Hactporku ACL.

Jdo6aBsneHne ACE B ACL

[ononHuTteneHble cBegeHMs o ToM, kak gobasutb 3anvcn ACE B ACL, cMm. B npegblgoyLumx
onucaHusix IP ACL.

Hactponka Security ACL
Mo ymonyaHuMio Ha yCTPONCTBE He HacTpoeH rnobanbHbin Security ACL.

3anyctute komaHgy {ip |[mac |Expert } access-group acl-id {in | out } B pexxume rnobanbHom
KOHpurypaumm, 4Tobbl BKIOUMTL rnobanbHbin Security ACL.

HacTtpouka akcknio3nBHoro uHtepdenca rnobanbHoro Security ACL

Mo ymOnyaHuIo 3KCKM3NBHLIN UHTepdenc anga rmobanbHoro Security ACL Ha yCcTponcTBe He
HaCTPOEH.

3anyctute komaHgy no global ip access-group B koOHdwUrypaumm wuHTepdenca, 4ToObl
OTKIOUYNTb rnobanbHbin Security ACL Ha ykasaHHOM UHTepdence.

1.4.8. KaHan 6e3onacHocTU

B HekoTopbIX cueHapusax MPUMOXEeHUA NakeTbl, OTBeYalolmMe HEKOTOPbIM XapaKTepucTuKam,
MOTYT HyXXOaTbCH B 06X04e NpOBEpPOK NPUMOXEHUA ynpaBneHna goctynomM. Hanpumep, nepen
nposepkorn noanmHHoctM DOT1X nonb3oBaTensamMm paspellaeTtca BXOAUTb Ha YKasaHHbIN
BebG-canT Onda 3arpy3km KnneHTa npoBepku nognuHHoctn DOTLIX. Ona STOM uUenm MOXHO
ncnonb3oBaTb KaHan Security. Koraa komaHga HacTpovkM KaHana Security BbINOMHSAETCA OIS
npumeHeHus 6esonacHoro ACL rno6anbHo unu k nHtepdeiicy, atot ACL CTaHOBUTCS KaHanoMm
Security.

1.4.8.1. NMpuHUKMN paboTbl

Kanan 6esonacHoctn Takke sinsieTcss ACL n moxeT ObiTb HacTpoeH rrnobanbHo unu ans
onpegeneHHoro uHTepdgenca. Npu NOCTynrneHuM Ha uHTepdenc nakeTbl NPOBEPAOTCA Ha
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kaHane 6e3onacHocTu. Npu cobniogeHnn ycnoBmim COOTBETCTBUS KaHana 6e30nacHOCTU NakeTbl
HanpsiMyt0 MOCTynalT Ha KoMmMyTaTop 6e3 NpOoXOoXOeHWst KOHTPOMs [OCTyna, Takoro Kak
GesonacHocTb nopTa, Beb-ayTeHTMduKaums, 802.1x n nposepka IP-MAC binding. Mo6ansHo
NpUMeHsieMbIN KaHan 6e30nacHOCTN OENCTBYET Ha BCEX UHTepdencax, KpoMe IKCKIO3MBHbIX
UHTepdencos.

NMPUMEYAHMUE: 3anpewatowme ACE B ACL, KOTOpbI NpUMEHSIETCA K kaHany 6e3onacHocTw,
He BcTynatoT B cuny. Kpome Toro, atoT ACL He CoaepXMT CKpbITOro npaeuna «3anpeTutb BeCb
Tpaduk» B koHUe ACL. Ecnu nakeTbl He COOTBETCTBYIOT YCMOBUSIM COOTBETCTBMS KaHana
6e30nacHOCTN, OHM MPOBEPSAOTCA NO MNpaBunam ynpaereHus OOCTYNOM B COOTBETCTBUM C
COOTBETCTBYIOLLMM MPOLECCOM.

NMPUMEYAHUE: Bbl MOXeTe HaCTpoUTb [0 BOCbMW 3KCKIHO3UBHBIX WHTEpencoB Ans
rnobanbHoro kaHana 6esonacHocT. Kpome Toro, Ha 3aTMX 3KCKMO3UBHbIX MHTEpdencax Hernb3asa
HaCTPOMTL KaHan 6e3onacHOCTM Ha OCHOBE MHTepdenca.

NMPUMEYAHUE: ecnn kaHan 6e3onacHOCTM NpUMeEHSeTCa K MHTepdency, Korga cyllecTeyeT
rnobanbHbI KaHan 6e3onacHocTW, 3TOT rnodanbHbI KaHan ©0e30nacHOCTU He BNUSEeT Ha 3TOoT
NUHTepgenc.

NPUMEYAHMUE: ecnu K nHTepency npuMEHSOTCS U PEXNM MUTPUPYEMON ayTeHTudukauum
Ha OCHOBe nopTa, U kaHan 6esonacHocTn, kaHan 6e30nacHOCTM He OeNCTBYeT.

NMPUMEYAHMUE: ACL IPV6 Henb3sa HacCTpouTb B KayecTBe KaHana 6esonacHocTu.

NMPUMEYAHMUE: Tonbko KOMMyTaTOpbl NogaepXunsatoT 6e3onacHbIn KaHarn.

1.4.8.2. CBAA3aHHasA KOHcurypaums

HacTponka ACL

lMepen HacTpounkon kaHana GesonacHocTn HacTponTe ACL. [ononHuTenbHble CBEAEHUSI O
HacTponke ACL cM. B Npeablaywmx onncaHnax Hactporkm ACL.

Jdo6aBsneHne ACE B ACL

MogpobHee o ToM, kak gobaenate ACE B ACL, cm. B npegbigywmx onmcanuax IP ACL,
pacwmpeHHoro ACL MAC nnu akcnepTHoro paclumperHoro ACL.

Hactpoika kaHana 6esonacHocTu Ha nHTepdence
Mo ymonuyaHuio Ha nHTepdence yCTponcTBa He HAaCTPOEH kaHan 6e3onacHoCTu.

3anyctute KomaHgym security access-group {acl-id | acl-name } B pexume HaCTpOMKK
NMHTepdenca ang HacTPOMKN kaHana 6e3onacHOCTM Ha MHTepdence.

Hactpouka rmob6anbHoOro kaHana 6esonacHocTu
Mo ymonuaHuMio Ha YCTPONCTBE He HAaCTPOEH rnobanbHbI kaHan 6e3onacHOCTu.

3anyctnute komaHgy security global access-group {acl-id | acl-name } B pexume
KOHurypaumm nHtepdpenca ans HacTpPonkm rnobanbHOro kaHana 6e3onacHoCTu.

HacTtponka 3KCkno3uBHOro wuHTepdenca pAna KaHana rnobanbHomn
6e3onacHoCTU

Mo ymMOnYaHuIO SKCKMO3MBHLIM MHTepdenc ans rnobanbHoro kaHama 6e30MacHOCTU Ha
YCTPOWCTBE HE HACTPOEH.

3anyctute komaHngy security uplink enable B pexume HacTpowikun uHTepdenca, 4Tobbl
HaCTPOUTb YKa3aHHbIN WHTEPdENC B KavyeCTBe IKCKIO3MBHOrO MHTepdenca rnobanbHOro
kKaHana 6e3onacHocTu.
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1.4.9. ACL mapwpyTtusartopa SVI

Mo ymonuyanuio ACL, npumeHsiemMbln K SVI, Takke BNUAET Ha NakeTbl L2, nepeckifiaeMble BHYTPU
VLAN, u nakeTbl L3, nepecbinaemsie mexay VLAN. CnegoBaTernibHO, Y Nonb3oBaTenemn B 0gHoOM
n Ton xxe VLAN MOXeT He nony4nTbes obliatbesa gpyr ¢ apyrom. [1osTomy npeaycMoTpeH MeTos,
nepekntodeHnd, Tak 4to ACL, npumeHdaembin K SVI, gerACTBYyeT TOMbKO Npyv MapLupyTusaumm
naketoB mexay VLAN.

1.4.9.1. NMpuHUKUN paboTbl

Mo ymonyaHuio cpyHkuma ACL mapuwpyTtusatopa SVI otknoveHa, u1 ACL SVI gencteyeT Ha
naketbl L3, nepeckinaemble mexay VLAN, n naketbl L2, nepeckinaemble BHyTpyu VLAN. NMocne
Toro kak yHkums ACL mapwpyTtusatopa SVI BkntoveHa, ACL SVI gelcTBYeT TOMbKO Ha NakeTbl
L3, nepecbinaemble mexay VLAN.

NMPUMEYAHMUE: Tonbko kommyTaTopbl noaaepxumsatoT ACL mapuipyTtumsatopa SVI.

1.4.9.2. CBsAA3aHHasa KOHcurypaums

HacTtponka ACL

Mepeq HacTponkon ACL mapwpyTtusatopa SVI HacTponTe n npumennte ACL. [lononHuTenbHble
cBefeHuns o Hactponke ACL cM. B npeablayLmx onucaHusax Hactporku ACL.

Jdo6asneHne ACE B ACL

MogpobHee o TOoM, kak gobaenate ACE B ACL, cm. B npegbigywmx onmcaHuax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unu ACL IPv6.

NMpumeHeHne ACL

[ononHuTenbHble cBeAeHUs 0 TOM, Kak npuMeHaTs ACL, cMm. B npeabiayuwmx onmucanusax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL unm ACL IPv6. MNpumenuTte ACL B
pexnme KoHdurypauum SVI.

Hactpownka ACL mapwpyTtusartopa SVI

3anyctute KomaHgy svi router-acls enable B pexume rnobanbHon kKoHdUrypaumm, 4Tobbl
BkMounTb ACL mapwpyTtusatopa SVI, utobel ACL, npumeHsieMbin k SVI, oencTBoBan TONbKO Ha
nakeTbl, Nepecbinaemble Ha L3, a He Ha nakeTbl, Nepecbinaembie Ha L2 BHyTpu VLAN.

1.4.10. BepeHue xypHana ACL

BepeHue xypHana ACL mncnonbesyeTcs ona otcnexmnsaHus tekywero coctosiHus ACE B ACL n
npegocTaeneHnsa HeobxoauMon nHopMaunmn ang nNIaHoBoro 06Ccny>XMBaHUs, 1 oNTUMMU3aLmnm
ceTu.

1.4.10.1. NMpuvHUKMN paboTbl

YTo6bl nyylwe y3HaTb Tekywee coctoaHue cnuckoB ACL Ha yCTpOWCTBE, Bbl MOXeETe ykasaTb,
cnegyeT Ny ykasbiBaTb NapameTp BedeHust XypHana ACL npu gobaeneHun ACE. Ecnu ykasaH
3TOT MapameTp, XypHanbl BbIBOAATCA Npu oBHapyxeHun nakeTtos, cooTBeTcTBylowmx ACE.
Kypranbl ACL otobpaxatoTcs Ha ocHoBe ACE. To ecTb yCTPOWCTBO Nepnognyeckn otobpaxaeT
3anvcn ACE c coBnaBlWMMKW MakeTamMu U KONMYeCTBO COBMaBLUMX nakeToB. Npumep xypHana
BbIFNAAMT cregyowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

UT06bl KOHTPONMPOBAaTb KONMYECTBO >KYpPHANIOB U 4acTOTy BbIBOAA, Bbl MOXETE HACTPOUTb
NHTepBan o6HOBNEHWS XXypHana.
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NMPUMEYAHUE: ACE, cogepxalumi napameTp BegeHus xypHana ACL, noTpebnset 6onblue
annapaTHbIX pecypcoB. Ecnn Bce HacTpoeHHble ACE cofepXaTt aToT napameTp, eMkocTb ACE
ycTponcTBa 6yaeT yMeHblUeHa BOBOE.

NMPUMEYAHMUE: no ymonyaHuto nHTepean o6HOBNeHMS XypHana paBeH 0, TO eCTb XXypHan He
BbiBOAMTCSA. [Tocne Toro, kak napameTp BegeHus xypHana ACL ykasaH B ACE, Bam Heob6xoanmo
HacTpoOUTb MHTepBan 0OHOBMNEHNS XXypHana ANs BblBOAA CBA3AHHbLIX XYPHAanoB; B NPOTUBHOM
crny4ae XypHarbl He BbIBOAATCS.

NMPUMEMAHMUE: nons 3anucn ACE, cogepxallen napameTp BeaeHus xypHana ACL, ecnu 3a
yKasaHHblA MHTEpBan He HaWgeHO HU OAHOro nakeTa, XXypHan COMOCTaBMNEHWS MNaKeToB,
CBsi3aHHbIN ¢ 3Ton 3anucbto ACE, BbiBoauTbCs He OyaeTt. Ecnu coBnagatowme naketol OyayT
HangeHbl B yKasaHHOM WHTepBarie, XXypHarbl CONOCTaBMeHNs NakeToB, OTHOCALLMECH K 3TOMY
ACE, 6yayT BbiBEOeHbI MO UCTeYeHUn nHTepeana. KonnyecTso coBnagarolmx naketoB — 310
obuLee KonNM4ecTBo NakeTos, cCooTBETCTBYOWNX ACE B TedeHne 3agaHHOro MHTepBana, 1o eCctb
nepuoga oT npeabiayLLero BbIBOAA XKypHana Ao TeKyLLEero BelBoga XXypHana.

NMPUMEYAHUE: Tonbko KOMMyTaTOpbl NOAOEPKMBAIOT OYHKUMIO BegeHus xypHana ACL.

NMPUMEYAHUE: napameTp BegeHus xypHana ACL MOXHO HacTpouTb Tonbko ans IP ACL nnu
IPv6 ACL.

1.4.10.2. CBAA3aHHaA KOHduUrypaums

HacTponka ACL

Hactponte ACL nepen Hactpowkon ACE, cogepxawmx napameTtp BefeHus xypHana ACL.
HononHuTenbHble cBeaeHnst o HacTporike ACL cM. B npeabiayLmnx onnucanmsx Hactponkm ACL.

Jdo6aBsneHne ACE B ACL

[ononHuTteneHble cBeaeHnss o Tom, Kak gobasnte ACE B ACL, cM. B NpeablayLinx onnucaHmsx
IP ACL un IPv6 ACL. ObpaTtnTe BHMMaHue, 4To napameTp BefeHus xypHana ACL gomkeH ObiTb
HacCTpoOeH.

Hactpoika nHTepBana o6HOBNeHUA XXypHana

3anyctute komaHay {ip | ipv6} access-list log-update inerval time B pexume KoHurypauum
019 HaCTPOMKM NHTepBarna BblBoaa ypHarnos ACL.

MpumeHeHne ACL

[lononHuTenbHble CBEAEHMS O TOM, Kak NpuMeHaTb ACL, cM. B npeablaymx onncanmnax IP ACL
n IPv6 ACL.

1.4.11. CyeTuymMKku conocTtaBneHUsa NakeToB

B nononHeHue K xxypHanam ACL cYeT4MKn COMocTaBneHnsi NakeToB NPeAoCTaBNsAoT elle oanH
BapuaHT A5 NaHOBOro 0GCNY)XMBaHUSA U ONTUMU3ALIMKN CETU.

1.4.11.1. NMpuvHUKMN paboTbl

[ns peanusaumn ynpaeneHns CeTblo NOb3oBaTeENAM MOXET NOTpeboBaTbCs y3HaTb, €CTb N B
ACE «kakvne-nmbo coBnagawowme nakeTbl U CKONbKO nakeToB coBnano. ACL npegocTaBnsaoT
CYETUYMKM COMOCTaBneHMsa naketoB Ha ocHoBe ACE. Bbl mMoXeTe BKMOUYUTb UNN OTKITHOUATL
CUYETYMKM corocTaBneHus naketos Ang Bcex 3anucen ACE B ACL. Korga nakeT cooTBeTCTByeT
ACE, cOOTBETCTBYIOLLMI CHETUYMK yBENnYmBaeTcs Ha 1. Bbl MOxeTe 3anyctuTb clear counters
access-list [ acl-id | acl-name ] gns cbpoca cyetunkos Bcex ACE B ACL ansa HoBoro payHaa
CTaTUCTUKN.

NMPUMEYAHME: ona skntodeHns cuetumkoB ACL TpebyeTtcsa 6onblue annapaTtHbiX 3anncen. B
KpanHeMm cnyyae 9TO coKpaTuT BABoe KonuvectBO ACE, KOoTopble MOXHO HACTpOUTb Ha
YCTPOWUCTBE.
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MPUMEYAHUE: BbI MOXeTe BKNIOYNUTb cHEeTUYMKM conocTaBneHus naketos B IP ACL, MAC ACL,
akcnepTtHoMm ACL vnn IPv6 ACL.

NMPUMEYAHUE: ToNbKO KOMMYTaTOPbI MOAAEPKUBAKOT CHETUYNKM conocTaBneHna naketos ACL.

1.4.11.2. CBA3aHHaA KOHduUrypaums

HacTponka ACL

HacTtponte ACL nepep Hactpownkon ACE, cogepxalmx napameTtp BeaeHusa xypHana ACL.
[ononHuTtenkeHble cBegeHUs o HacTponke ACL cMm. B npeablayLmnx onucaHmsix Hactponkm ACL.

Jdo6aBsneHne ACE B ACL

[lononHutenbHble cBeOAeHUs 0 TOoM, Kak AobasuTb 3anucu ACE B ACL, cM. B npeablayLimx
onucaHusax ACL. OGpaTnTe BHMMaHWE, YTO napameTp BeadeHus XypHana ACL OomkeH ObiTb
HaCTpPOEH.

BknroyeHne c4eTYMKOB COBNaAeHUSA NakeToB

UTo6bl BKNIOYNTL CHETUNKN conocTaBneHna naketos B IP ACL, MAC ACL wunu akcneptHom ACL,
3anyctute komaHgy {mac | expert | ip} access-list counter { aclid | acl-name } B pexume
rnobanbHOM KOHdUrypauuu.

UToObl BKMOUYNTL CYETUMKM conocTaBneHus naketoB B ACL IPv6, 3anyctute komaHay ipv6
access-list counter acl-name B pexvume rnobansHOn KOHMUrypauuu.

MpumeHeHne ACL

[lononHuTenkeHble CBEAEHNS O TOM, kak npumeHsTb ACL, cM. B npeablaywmnx onncaHusax IP ACL,
pacwmpeHHoro ACL MAC, akcniepTHoro pacwumperHoro ACL unu ACL IPv6.

OuncTka c4eTYMKOB COBMAAEHUA NaKeTOB

3anyctute komaHgy clear counters access-list [acl-id | acl-name ] B npuBunermposaHHOM
pexume EXEC gnga cbpoca cHeTUMKOB COMOCTaBMNEHNS NAKeTOB.

1.4.12. Pexxum conocTtaBneHunsa (pparMeHTUpOBaHHbIX MNakeToB

B pexmme conocTtaBneHus gparMeHTMpPOBaHHbIX NakeToB ACL MOXeT ocyllecTBnaTb bonee
TOYHbIN KOHTPONb Haa oparMeHTUPOBAHHBLIMU NakeTamu.

1.4.12.1. NMpuvHUKUN paboTbl

IP-nakeTbl MoOryT ObITb (pparmMeHTUpoBaHbl Npw nepegade no cetn. Korga npoucxoaut
dparmeHTaums, TOMbKO NEPBLIN hparMeHT naketa coaepXuT uMHpopmauuio L4, Takylo Kak
Homep nopTta TCP/UDP, tun ICMP u kog ICMP, a gpyrve cparmMeHTUMpoBaHHbIE MaKeTbl He
cogepxaT wuHGopmauuio L4. o ymonyauuio, ecnn ACE cogepxuT dnar dparmeHTa,
dunbTpyloTCa doparMeHTMpoBaHHbIE MNakeTbl, Kpome nepBbiXx dparmeHToB. Ecnim ACE He
cogepxuTt dnara dparmeHTa, UIILTPYHTCS Bce (parMeHTMPOBaHHble MNakeTbl (BKIOYas
nepeble pparmMeHTbl). B 4ONONHEHME K 3TOMY peXxuMMy COMOCTaBneHus oparMeHTUPOBaHHbIX
MakeToB MO YMONYaHUIO NPeaOCTaBNSAETCS HOBbIV PEXUM COMOCTaBNEHNsI hparMeHTUPOBaHHbIX
naketoB. Bbl MoOXeTe nepeknoyaTbCa Mexay ABYMSA peXuMMamy  COnocTaBneHus
oparMeHTMPOBaHHbIX NAKETOB MO Mepe HeobxoanmocTn B ykaszaHHOM ACL. B HoBoMm pexunme
conocTaeneHunsa parmeHTUpoBaHHbIX nakeTos, ecrnm ACE He cogepxuT dnara dparmeHTa u
nakeTbl (pparMeHTUpOBaHbl, NepBble (parMeHTbl CPaBHMBAKOTCA CO BCEMU MOSIAMMU
cornocTtaBneHus (Bkntovas uHpopmauuio L3 un L4), onpepenenHeiMn B ACE, a apyrue
dparMeHTMpPOBaHHbIE MNaKeTbl CPaBHUBAKOTCA TOSbKO C MHGOpPMauUMeERn, OTNMYHOM OT L4,
onpeaenenHon B ACE.

NMPUMEYAHUE: B HOBOM pexume conocTaBreHnsa pparMeHTUpoBaHHbIX nakeTos, ecnu ACE
He cogepxuT cnara parmeHTa, a genctene «PaspewnTby», 3ToT TN ACE 3aHMmaeT bonblue
annapaTHbIX 3anucen. B kpailHem crnyyae 37O YMeHbLUMT BABOE KOMUYECTBO annapaTHbIX
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3anucenn. Ecnu YctaHoeneHo (Established) HacTtpoeHo ana doumnbTpauum ¢pnara TCP B ACE,
OyaeT 3aHATO Bonblue annapaTHbIX 3anucen.

NMPUMEYAHUE: ACL BpemMeHHO He [eWCTBYeT BO BpeMd MepeknoyeHns pexuma
conoctaBneHnst dparmMeHTMPOBaHHbIX NaKkeToB.

NMPUMEYAHUE: B HOBOM pexume conocTtaBneHnsa parMeHTUpoBaHHbIX naketos, ecnn ACE
He coaepXuT dnara pparmeHTa, He06x0AMMO CpaBHUTL MHGOPMaUMio L4 nakeTos, U gencTeme
«Paspewntb», ACE nposepsieT uHdopmaumio L3 1 L4 nepBbiX ¢bparMeHTOB MakeToB W
nposepsieT TOMNbKO MHMopMauuio L3 apyrux dparMeHTUpoBaHHbIX naketoB. Ecnu BbibpaHo
nencteme «3anpetntb», ACE npoBepseT Tonbko nepBble oparMeHTbl NakeToB U UrHoOpUpyeT
apyrme doparMeHTUpOBaHHbIE NaKEThI.

NMPUMEYAHUE: B HOBOM pexume conocTtaBneHnsa parMeHTUpoBaHHbIX nakeTos, ecrnv ACE
cogepxut pnar dparmeHta, ACE npoBepsieT TONbKO hparMeHTUPOBaHHLIE MAKeTbl, HO He
nepsble (pparmMeHTbl NAKeTOB, HE3AaBUCMMO OT TOro, ABnseTca N gencreme B ACE «PaspelumnTby
unu «3anpeTnTb».

NMPUMEYAHUE: Tonbko pacwmpeHHbin IP ACL ©n  3KCnepTHbI  paclwmpeHHbin  ACL
noaaepXnBatoT NepeknioYeHne mexay AByMs pexxumMammn conoctaBneHnsa parmeHTMpoOBaHHbIX
nakeToB.

NMPUMEYAHUE: Tonbko KOMMyTaTOpbl MOAAEPXKMBAKT (PUnbTpaumio gparMeHTUPOBaHHbIX
NnakeToB.

1.4.12.2. CBA3aHHaA KOHduUrypaums

HacTponka ACL

Mogpo6bHee o ToM, Kak HacTpouTb ACL, cm. B npeapiayimx onucaxumsax IP ACL n akcnepTHOro
pacwwmpeHHoro ACL.

Jdo6aBsneHune ACE B ACL

[ononHuTteneHble cBeaeHnss o ToMm, Kak gobasnte ACE B ACL, cM. B NpeablayLunx onnucaHmsx
IP ACL n akcnepTHoro pacwumpeHHoro ACL. O6paTtute BHMMaHue, 4To Heobxogmmo nobasnTb
napameTp oparmeHTa.

MepeknioyeHne pexnma conoctaBneHns oparMeHTUPOBaHHbLIX NaKeTOB

3anyctute komangy [ no ] {ip | expert} access-list new-fragment-mode { acl-id | acl-name } B
pexvme rmobanbHOM  KOHUrypaumm Ons  NEepeknYeHns  pexuma  COMoCTaBleHus
hparMeHTMPOBaHHbLIX NAKETOB.

MpumeHenne ACL-cnucka

Mogpo6GHee o0 ToMm, kak npumeHsTb ACL, cM. B npegbiaylumx onncaHmax IP ACL n akcnepTHOro
pacwmpeHnHoro ACL.

1.5. OrpaHnyeHusn

1. B npogyktax cepunm QSW-6910 ACL, NpUMEHEHHbIN K BXOOALEMY HanpaBfeHUo, He
nogaepxmneaeTt conoctaeneHne « NEQ» Ha noptax ypoBHs 4 onsa naketos TCP u UDP, a
ACL, npMMeHeHHbIN K UcxoasLeMy HanpasreHu o, nogaepXmnBaeT TOMbKO conocTaBrneHve
«EQ» Ha nopTax ypoBH4A 4 ans naketoB TCP n UDP.

2. ACL IPv6, HacTpoeHHble Ha npoaykTax cepun QSW-6910, nogaepkmBatoT cornocTaBeHne
no cnegyrowum nonam: protocol, sip, 14_src, dip, 14_dst, dscp, u flow_label. ACL IPv6
nogaepXmnBaeT conocTaBneHne ToNbLKO Ha OCHOBE cneayowmx AByX rpynn nonemn:

e protocol, sip, 14_src, |4_dst, dscp, flow_label, range
e protocol, dip, 14_src, 14_dst, dscp, flow_label, range
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e ACL He MmoxeT ncnonb3oBaTtb Bce nonsa ansa conocraeneHusi. Kpome toro, ACL IPv6 He
noaaepXXmnBatoT HX COMocTaBneHue No oparMeHTy, HU ConocTaBneHme No MeTke NOToKa
B UCXOALLEM HanpaBlieHUMN.

e Korpoa ana IP-agpeca nctoynuka u IP-agpeca HasHadeHNss HeoOXoaMMO COMOCTaBUTb
TONbKO cTapwme 64 Guta (oNMHA MackM MeHblue unn paBHa 64), nogaepxvBaeTcs
conocTasneHue ¢ nomoubio IPv6 5-tuple.

B npogyktax cepumn QSW-6910 Security ACL, npumeHsiemMble K SVI, aheKTUBHbI Kak a1is
naketos BHYTPpM VLAN, nepecbinaemMbix MOCTaMW, Tak U ANd MNakeTOB MapLupyTusauuu
mexay VLAN. B pesynbtate nonb3osatenu B VLAN He MOryT o6MeHnBaTbLCA AaHHbIMM.

Mpoayktbl cepun QSW-6910 He MOryT maeHTMduuMpoBaTb none ¢nara gparmeHTa B
naketax IPv6. Ecnn ACL IPv6 cogepxuT cdhnar doparmeHTa, donar pparmeHTa urHopmpyeTcs
npwu conocTaBfeHNn NaKeToB. DTO IKBMBANIEHTHO OTCYTCTBUIO dorara oparMeHTa B CnMcKax
ACL, 1 conocTtaBneHue BLINOMHAETCSA AN BCEX MaKeToB, BKMO4Yasg MakeTbl MNEepBOro
dparmMeHTa 1 nakeTbl HE NepBOro yparmMeHTa.

Mpoayktbl cepym QSW-6910 nopdepXkuBaroT NEPEKioYeHne pexnma ConocTaBneHus
naketoB dparmMeHTOB, KOraa NPUMEHSATCA pacwmpeHHble ACL IP unn akcnepTHbie
pacwmpeHHble ACL.

B npogyktax cepum QSW-6910 ACL 80 nogaoepxmBaeT TONMbKO criegyrowmne obwme nons:
MAC-agpec HasHayeHus, MAC-agpec uctodHuka, VID, ETYPE, Homep npoTokona IP, agpec
IPv4 wuctouHuka, agpec IPv4 HasHayeHus, uaeHTUdUKaTtop nopta Has3Ha4veHus,
nageHTudmkaTop nopta UctodHuka, Tun ICMP n kog ICMP.

1.6. KoHdumrypauus

AnemMeHT
KOHcpUurypaumm

OnucaHue u KomaHaa

HacTtpownka IP ACL

(OnuuoHanbHo) OH ucnonbayeTtcs Ans punsTpaumm naketos IPv4

ip access-list standard HacTtpausaet ctangaptHbin IP ACL

ip access-list extended HacTtpaueaeT pacwmpeHnHbin IP ACL

permit host any time-range log | Job6aBnsiet paspewatowmi ACE B
cTaHgapTHbIn IP ACL

deny host any time-range log HoGaenset 3sanpewatrowun ACE B
cTaHgapTHbIn IP ACL

permit host any host any tos | JobaBnsiet paspewatwowmi ACE B
dscp paclmpeHHbin IP ACL

precedence fragment time-
range log

deny host any host any tos  [do6aeBnsiet 3anpewatowmin ACE B
dscp precedence fragment pacwmpeHHbin IP ACL
time-range log
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HacTtpoiika ACL W
AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
Hactponka I[P ACL | ip access-group in out MpumeHsieT  CTaHOapTHbIA - UK
pacLumpeHHbin IP ACL
HacTtpowka (OnuuoHanbHo) OH ucnonbayeTcs Ansa punsTpaumm naketos L2
pacLIMPEHHOro
ACL MAC mac access-list extended HacTtpauBaet pacwmpeHHbin ACL
MAC
permit any host any host cos | lobaBnset paspewatowmn ACE B
inner timerange pacumpeHHbin ACL MAC
deny any host any host cos  [o6asnset 3sanpewatowmn ACE B
inner time-range pacwmpeHHbin ACL MAC
mac access-group in out MpumeHseT pacwupenHbin  ACL
MAC
HacTpownka (OnumoHanbHo) OH ucnonbdyetcs Ans punsTpaumm naketos L2 n L3
9KCNEPTHOrO
DI SR AN expert access-list extended HacTpauBaeT 3KCNepTHbIN
ACL paclumnpeHHbin ACL
permit cos inner VID inner host | lo6aenseT paspewatowmii ACE B
any host any 3KCNEepPTHbIN paclumMpeHHbIn ACL
host any host any precedence
tos fragment
range time-range
deny cos inner VID inner host | [JobaBnsieT 3anpewatowmi ACE B
any host any 3KCNEepPTHbIN paclumMpeHHbIn ACL
host any host any precedence
tos fragment
range time-range
expert access-group in out MpumeHsieT 9KCMNEepPTHbIN
paclmpeHHbin ACL
HacTtpoika (OnumoHanbHo) McnonbayeTcs Ans uneTpauumn nakeTtos IPv6
pacLUMPEHHOro
ACL IPv6 ipv6 access-list Hactpaueaet ACL IPv6
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HaCTpOVIKa ACL W
dnemeHT OnucaHune n KomaHaa
KOHdurypaumm
HacTtpowka permit host any host any range | lo6aBnsieT paspewwatowmin ACE B
pacLUMpPEeHHOro dscp flowlabel fragment time- | ACL IPv6
ACL IPv6 range log
deny host any host any range  [Ho6aensiet 3anpewatowmn ACE B
dscp flowlabel fragment time- | ACL IPv6
rangelog
ipv6 traffic-filter in out MpumenseT ACL IPv6
Hactponka ACL80 | (OnumoHanbHo) Micnonb3yeTca Ang HacTpPoOnkM nonen gnga dounbtpaumm
naketoB L2 n L3
expert access-list advanced HactpauBaet 3KCMEePTHbIN
pacwmpeHHbin ACL
permit [obasnset paspewatrowmn ACE B
SKCMepTHbIM pacwmpeHHbin ACL
deny HoGaenset 3sanpewatowmnn ACE B
3KCNEepPTHbIN paclumMpeHHbIn ACL
expert access-group in out MpumeHsieT SKCMNEepTHbIN
pacLumpeHHbin ACL
HacTtponka (OnuuoHanbHO) Wcnonb3yeTcss AnNs  nepeHanpaBreHust MNakeToB,
nepeHanpaeBieHnsl | COOTBETCTBYIOLMX NpaBuiiam, Ha ykasaHHbIN nHTepdenc
ACL
redirect destination interface | HactpauBaet nepeHanpasneHve
aclin ACL
HacTtponka (OnuuoHanbHo) Ucnonbayetca gnda Toro, 4ytobbl ACL BCTYnun B cuny
rno6anbHoM rno6ansHO
Security ACL
ip access-group in out MpumeHsieT rnoGanbHbIM  Security
ACL B pexume rnobanbHom
KOHoMrypaumm
no global ip access-group HacTtpauBaeTt UHTepdenc Kak
3KCKITHO3UBHbIN nHTepdemnc
rnobaneHoro Security ACL B pexume
HaCTpPOWNKN nHTepdenca
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HacTpoiika ACL | wwwgtech.ru_|
dnemeHT OnucaHne u KOMaHAaa

KOHdurypaumm

Hactporika (OnuunoHarnbHo) Wcnonb3yetca  ans TOro, YyTOObI nakeThbl,
KaHana COOTBETCTBYKOLLME HEKOTOPbIM XapakTepucTukam, Mornum obxoanTb
Bes3onacHocTH NPOBEPKM MNPUSTOXKEHUMA KOHTpONSa pJocTtyna, Takux kak DOT1X n

Beb-ayTeHTnduKkaums

security access-group Bknioyaetr kaHan 6esonacHoctn B
pexume kKoHdurypaumm nHtepdgerica

security global access-group BkntoyaeT kaHan 6esonacHocTM B
pexume rnobanbHOn KoHUrypaumm

security uplink enable HacTtpauBaeTt UHTepdgenc Kak
SKCKITHO3MBHbIN nUHTEepdenc
rnobanbHOro kaHana GesonacHocTu
B pPEXMMe HaCTpPOWKu MHTepdenca

Hactpowka (OnuunoHanbHO) NcnonbayeTca gng HacTporku koMmeHTapues ana ACL
KOMMeHTapueB unn ACE, 4t0obbl nomnb3oBaTenu MOMMM Nerko uaeHTUuuMpoBaTb
ana ACL dyHkumn ACL unu ACE

list-remark HactpanBaetr komMmeHTapuin ans

ACL B pexunme koHdpurypaumm ACL

access-list list-remark HactpanBaetr komMmeHTapuin ans
ACL B pexume rnobanbHom
KOHoUrypaumm

remark HacTtpanBaeT KomMMmeHTapun Onsi

ACE B pexume KoHurypauum ACL

1.6.1. Hactpowuka IP ACL
1.6.1.1. dphbeKkT KOHUrypauum

HacTtponte n npumenute IP ACL k uHTepdeincy, 4tobbl KOHTpONMpOBaTb BCE BXOASLINE U
ncxogdwmne naketbl IPv4 atoro uHTepdenca. Bol moxeTe paspewmnTb unm 3anpeTtutb BXOA
onpegeneHHbix naketoB IPv4 B ceTb, 4TObObl KOHTpPONMpoBaTb AocTyn |P-nonb3oBaTtenen K
ceTeBbIM pecypcam.

1.6.1.2. LLlarn HacTpounkKun

Hactpownka IP ACL

e (OGsasatenbHo) Hactpomte IP ACL, ecnu Bbl XOTUTE KOHTPONMMpOBaTb AOCTYnN
nornb3oBaTtenen IPv4 k ceTeBbIM pecypcam.
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HaCTpOVIKa ACL W

Bbl moxeTe HacTtpoutb aToT ACL Ans yCTpOWMCTB [OCTyna, arperauMmM n sgpa B
3aBUCMMOCTU OT pacnpegeneHnda nonb3oBaTenen. |IP ACL genctByeT TONbKO Ha
nokanbHOM YCTPOMCTBE N He BNNSET Ha ApYyrne yCTpoMCTBa B CETU.

Jdo6asneHue 3anmncenn ACE B IP ACL

(OnuuoHanbHO) ACL mMoxeT cogepxaTb HOMb MUnuM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce Bxoadwme IPv4-nakeTbl YCTPOMCTBA MO YMOMYaHUIO OTKITOHSAIOTCS.

MpumeHeHune IP ACL

1.6.1.3.

(O6sasatenbHo) MpumenuTe IP ACL K yka3aHHOMY MHTEPAENCY, eCNK Bbl XOTUTE, YTOObI
a1oT ACL BCTYNMN B cuny.

Bbl moxeTe npumenHuTb IP ACL K yKkasaHHOMY WHTepdency ycTpOMCTB [OCTyna,
arperauumv 1 sgpa B 3aBUCMMOCTM OT pacnpeaeneHns nonb3oBaTenen.

MpoBepka

WcnonbayiiTe cneayowime MeTofbl, YToObl NPpoBEpUTL BNUSIHNE KoHdUrypauum IP ACL:

3anyctute KomaHay ping, 4Tobbl ybeautbes, Uto IP ACL gencTByeT Ha yKasaHHOM
nHtepcence. Hanpumep, ecnu IP ACL HacTpoeH Ha 3anpeT AocTyna K XOCTy C
yKasaHHbIM IP-agpecomM unm xocTam B yKasaHHOM AauanasoHe |P-agpecos, 3anyctute
KomaHgy ping, 4tobbl y6eanTbCs, YTO XOCTbl HE MOTYT ObITb YCMELLHO NPONUHIOBAHbI.

MonyynTte JOCTyN K CBA3aHHbIM CETEBbIM pecypcam, 4Tobbl yoeamTtbes, yto IP ACL
AencTByeT Ha yka3aHHOM MHTepdence. Hanpumep, goctyn B MIHTepHeET unu goctyn K
pecypcam FTP B cetu yepes FTP.

1.6.1.4. CBAA3aHHble KOMaHAbI
HacTtponka IP ACL
KomaHga ip access-list { standard | extended } {acl-name | acl-id }
Onuncanne standard: ykasblBaeT, 4TO co3faH ctaHgapTHbeIn IP ACL.
napameTpoB

extended: ykasbiBaeT, 4TO co3gaH paclumpeHHbin IP ACL.

acl-name: ykasblBaeT MMdA CTaH4APTHOro unu pacwumpeHHoro IP ACL. Ecnn
3TOT napamMeTp HaCcTpoeH, co3gaeTcsa WuMeHoBaHHbIn  ACL. Wms
npegcraengaeT cobon ctpoky oT 1 go 99 cumeonos. imss ACL He moxeT
HaumHaTbCA € umdp (0-9), «in» nnn «outy.

acl-id: ykasbiBaeT ngeHtTmdukaTop, KOTOPbIN OAHO3HAYHO NOEHTUULMPYET
CTaHOapTHbIN nnn paclumpeHHoln IP ACL. Ecnu aTOT napameTp HacTpOEH,
cosgaetcs HymepoBaHHbln ACL. Ecnu cospaetca ctaHgapTHein IP ACL,
anana3oH 3HavYeHun acl-id coctaBnsgeT 1-99 n 1300-1999. Ecnu co3paeTtcs
pacwmpeHHbin IP ACL, guanasoH 3HadeHui acl-id coctaenset 100-199 un
2000-2699

Pexum

komaHg | Pexum rmobanbHol koHdurypaumm
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HacTtpoiika ACL

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 9Ty KOMaHay, 4TOObl HACTpOMTb CTaHOAPTHbIA UK
paclumpeHHbin IP ACL n BONTU B peXnM KOHUrypaLmm cTaHgapTHOMO Unim
pacwupeHHoro IP ACL. Ecnu Bbl XOTUTE KOHTpONMpoBaTb [JOCTYM
nonb3oBaTenen K ceTeBblIM pecypcam, MpoBepsis ucxogHbln IP-agpec
KaXgoro naketa, HactponTe cTtangapTHein IP ACL. Ecnn Bbl xoTtute
KOHTpOSNIMpoBaTb AOCTYN Mosfib3oBaTenen K ceteBbiM pecypcam, nNpoBepss
IP-agpec McToYHMKa nnu nonyyaTtend, Homep NPOTOoKosia U NOPT NCTOYHMKA
unu nony4yatena TCP/UDP, HacTponTe pacLUMpeHHbIA CMMCOK ynpaBneHns
poctynowm IP

Jdo6asneHue 3anmncenn ACE B IP ACL
e [loGaBsbTe 3anucu ACE B ctaHgapTHbin IP ACL.
Mcnonb3ynte nobon ns cnegyowmx metogos ana gobasneHna sanucern ACE B cTaHOapTHbIN

IP ACL:
KomaHga [ sn]{permit | deny }{host source | any | source source-wildcard } [ time-
range time-range-name ] [ log]
Onucanue sn: ykasbiBaeT nopsakoBbl HoMep ACE. 3HavyeHne HaxoanTcsa B AnanasoHe
napameTpoB oT 1 o 2147483 647. DTOT NOPSAKOBLI HOMEpP onpefenseT npuoputeT

aton 3anucn ACE B ACL. MeHbLMM NOpSAKOBLIN HOMEP YyKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOMNb30BaTLCA A4S CONOCTaBneHns nakeToB. Ecnu Bbl
He YyKaxeTe MOPSAKOBbIN Homep npu pobasneHun ACE, cuctema
aBTOMaTM4YeCKNn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHuno (no ymonyanuio 10) nnoc NopsgKoBbIM HOMEP MOCHeaHero
ACE B Tekywem ACL. Hanpumep, ecnu nopagkosblii HOMepP nocrnenHemn
3anucn ACE paseH 100, nopsgkoBbii HOMEP BHOBb A406aBNEHHOM 3anmcu
ACE 6yget no ymon4yanuto paseH 110. Bbl MOXXeTe HacTpouTb NpupaLleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcst paspewatowwmnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTMpaBfeHHble C XocTa C
yKasaHHbIM ncxogHblM IP-agpecom, ounbTpyroTCS.

any: ykasbiBaeT, 4To IP-naketbl, oTnpasneHHble ¢ nwboro yana,
dumnbTpytoTCA.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBnNeHHblE C
XOCTOB B YKa3aHHOM cermeHTe IP-cetn, hunbTpytoTcA.

time-range time-range-name: ykasbiBaeT, 4To 39T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHoMm. ACE BCTynaeT B CUITy TONbKO B Npegeriax aToro
BpPEMEHHOro guanasoHa. [logpobHee O BpemMeHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HAaCTpOMKe BPEMEHHOro AuarnasoHa.

log: ykasbiBaeT, 4TO XypHanbl O6yaoyT nepuoAuyeckn BbIBOOAUTLCH, €CNn
OyayT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
cBefeHus o XypHanax cMm. B pasgene «Begenve xypHana ACL» B aTom
OOKYMeHTe
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HacTtpoiika ACL

Pexum komaHg

CtangapTHbIn pexum koHgurypauum IP ACL

PykoBoacTtBo no

3anyctuTte 3Ty komaHgy, 4YTtobbl nobaBuTb 3anucu ACE B cTaHOapTHOM

ncnonb3oBaHuio | pexunme Hactponkm IP ACL. ACL moxeT OblTb MMEHOBaHHbIM UMK
HymepoBaHHbIM ACL

KomaHga access-list acl-id { permit | deny } {host source | any | source source-
wildcard } [ time-range tm-rng-name] [ log ]

Onucanwne acl-id: ykasbiBaeT wugeHTMduKaTop NpoHymepoBaHHoro ACL. OH

napameTpoB OAHO3Ha4yHOo uaeHTnduumpyet ACL. [lnanasoH 3HavyeHun acl-id: 100—-199 n

1300-1999.
permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowmnm ACE.
deny: ykasbiBaeT, YTo ACE gaBnsietca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4T0 IP-makeTbl, OTMpaBfieHHble C XOCTa C
yKa3aHHbIM ncxogHbIM IP-agpecom, unbTpyroTCS.

any: ykasblBaeT, 4Tto IP-naketbl, oTnpasneHHoble ¢ nwboro yana,
PUNLTPYOTCS.

source source-wildcard: ykasbiBaeT, 4to |P-nakeTbl, OTNpaBneHHblE C
XOCTOB B yKka3aHHOM cermeHTe IP-cetn, ounbTpytoTCcA.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHom. ACE BcTynaeT B cuiy TONbKO B Npeaenax aToro
BPEMEHHOro AmanasoHa. [MogpobHee O BpeMeHHOM [AuanasoHe CM. B
PYKOBOZCTBE MO HACTPOWMKE BPEMEHHOTO AMana3oHa.

log: ykasblBaeT, 4TO XypHanbl OyayT nepvoaudeckm BbIBOOUTLCS, €Crv
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
cBedeHns o XXypHanax cMm. B pasgene «BegeHnue xypHana ACL» B aTom
OOKYMEHTE

Pexum komaHg

CrangapTHbI pexunm koHdurypaumm IP ACL

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 9Ty KomMaHgy, uJTo6bl gobaButb 3anmcn ACE B
NPOHyMepoBaHHLIN cnncok ACL IP B pexxrme rnobanbHOm KoHUrypawumm.
Ee Henb3sa ucnonb3oBatb Ana godasneHunsa 3anucenn ACE B MMeHOBaHHbIN
cnmcok ACL IP

e [lobaBbTe 3anncu ACE B paclumpeHHbin IP ACL.

Mcnonb3ynte nobon n3 cnegyrowmx metogos anst gobaeneHus sanncen ACE B paclumpeHHbi
CMNCOK ynpasrieHnsa JocTyrnom |P:

KomaHpga

[ sn]{permit | deny } protocol {host source | any | source source-wildcard
} {host destination | any | destination destination-wildcard } [ [ precedence
precedence [ tos tos ] ]| dscp dscp] [ fragment ] [ time range time-range-
name ] [log]
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HaCTpOVIKa ACL W
Onucanwne sh: ykasblBaeT nopsakoBbin Homep ACE. 3HaveHue HaxoauTes B AuanasoHe
napameTpoB oT 1 00 2147483 647. STOT NOpPAAKOBLIA HOMEP onpefenseT nNpuopuTeT

aton 3anucn ACE B ACL. MeHbLUMIA NMOPSAKOBLIA HOMEpP YKasblBaeT Ha
6onee Bbicoku npuoputeT. ACE ¢ 6onee BbICOkMM npuopuTeTom Oyaet
npeanoyYTUTENBHO NCMONBb30BaTLCA Afs CONOCTaBNeHNs nakeToB. Ecnu Bbl
He yKaxeTe nopsakoBbii Homep npu pobasneHun ACE, cuctema
aBTOMaTM4yecku MPUCBOUT  MOPSOKOBbIA  HOMEP, KOTOpbIM  paBeH
npupawenunio (no ymonyanuio 10) nnoc NopsiAKoBbIN HOMEpP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecnu nopsgkoBbli HOMeEp nocrnegHemn
3anucn ACE paseH 100, nopsiakoBbI HOMEP BHOBb A0OaBNeHHOWM 3anmciu
ACE 6yget no ymonyanuto paseH 110. Bbl MOXxeTe HacTpouTb npupaLleHue
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE asnsetcs paspewatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [quanasoH 3HadeHui oT 0 oo 255.
Onsa obnerdyeHns wucnonb3oBaHWA CcUCTEMa NpPefocTaBndeT 4acTo
NCNonb3yeMble  COKpalLleHUss Ond  3aMeHbl  KOHKPETHbIX HOMEpPOB
npotokosnos IP, Bkntoyas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

host source: ykasbiBaeT, 4710 IP-makeTbl, OTNpaBfieHHble C XOcCTa C
yKa3aHHbIM ncxogHbIM IP-agpecom, unbTpyoTCs.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBNEHHblE C
XOCTOB B yKka3aHHOM cermeHTe IP-cetn, ounbTpytoTCcA.

host destination: ykasbiBaeT, 4To IP-makeTbl, OTNpaBfAsieMble Ha XOCT C
yKkasaHHbiM IP-agpecom HasHaueHus, cunbTpytoTcsa. Ecnn HacTpoeHo
KnoyeBoe croBo any, IP-nakeTbl, oTnpaBnsemble Ha nbon XocT,
dunbTpytoTCS.

destination destination-wildcard: yka3biBaeT, 4To IP-nakeTbl, OTNpaBngemble
Ha y3Ibl B YKa3aHHOM cermeHTe IP-ceTu, ounbTpyroTcs.

any: ykasblBaeT, 4To IP-nakeTbl, oTnpasnsemble Ha nobor XOCT Unu ¢ Hero,
dumnbTpytoTCS.

precedence precedence: ykasbiBaeT, Y4To IP-nakeTbl C yKa3aHHbIM MOSEM
npuopuTeETa B 3arosioBKe punbTPyTCS.

tos tos: ykasbiBaeT, UTo IP-nakeThbl C ykasdaHHbIM nonem Tuna cnyxobl (TOS)
B 3arofioBke (punbTpyloTCS.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl ¢ ykaszaHHbIM nonem dcsp B
3arosfioBke PUNbTPYHOTCS.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM MOfIEM eCcn B 3arofloBke
dumnbTpytoTCA.

fragment: ykasbiBaeT, 4TO PUNBLTPYIOTCA TONbKO PparMeHTUPOBaHHbIE
IP-nakeTbl, 3@ UCKNIOYEHMEM NEPBbLIX (bparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBfi3aH C
BpeMeHHbIM anana3oHoM. ACE BCTynaeT B cury TOSbKO B npegenax 3Ttoro
BpeMEHHOro amanasoHa. [MogpobHee O BpeMeHHOM [uanasoHe CM. B
PYKOBOZCTBE MO HAaCTPOMKe BPEMEHHOIO AuanasoHa
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Hacrportka ACL [ www.gtech.ru |
OnmcaHme Iog: yKaSbIBaeT, YyTo )KypHaJ'IbI 6y,u,yT nepmo,qw-lecm BbIBOOAUTBLCA, €CIn
napamMmeTpoB OyayT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [dononHuTenbHble

CBeleHNs1 0 XXypHanax cM. B pasgene «BepneHue xypHana ACL» B aTom
[AOKyMEHTe

Pexxum komaHg,

PaclunpeHHbIn pexunm koHdurypaumm I[P ACL

PykoBoacTteo no

3anyctute 3Ty KOMaHay, 4Tobbl fo6aBuTe ACE B pacLUMpPEHHbIN pexum

ncnonb3oBaHuio | HacTponkn IP ACL. ACL moxeT 6blTb MIMEHOBAHHBIM UM HYMEPOBaHHbLIM
ACL

KomaHga access-list acl-id { permit | deny } protocol {host source | any | source
source-wildcard } {host destination | any | destination destination-wildcard }
[ [ precedence precedence [ tos tos ] ] | dscp dscp] [ fragment ] [ time-
range time-range-name ][ log ]

Onucanue acl-id: ykasblBaeT wugeHTUdukatop npoHymepoBaHHoro ACL. OH

napameTpoB OAHO3Ha4yHo uaeHTnduumpyeT ACL. [lnanasoH 3HaveHun acl-id: 100-199 n

2000-1999.

sn: ykasblBaeT nopsiakoBbli Homep ACE. 3HavyeHne HaxoauTcsa B AnanasoHe
oT 1 go 2147483 647. DTOT NOPSAAKOBLI HOMEpP onpefenseT npuoputeT
aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbli HOMEP YKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOMBb30BaTbLCA ANA COnoCcTaBneHns naketos. Ecnuv Bbl
He yKaxute nopsakoBbld Homep npu pobasneHun ACE, cuctema
aBTOMaTM4YeCKM MNPUCBOUT  MNOPSOKOBbLIN  HOMEpP, KOTOpPbIA  paBeH
npupaweHuno (no ymonyanuio 10) nnoc NopsgKoBLIM HOMEP MOCHeaHero
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMep nocrneaHen
3anmcn ACE paeeH 100, nopsigkoBbii HOMEpP BHOBb A4o6aBneHHOM 3anmcu
ACE 6yget no ymonuyanuto paseH 110. Bbl MOXXeTe HAacTpOUTb NpUpaLLeHne
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcst paspewatowwmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: yka3biBaeT Homep |IP-npoTtokona. 3HadeHne HaxoauTcs B
ananasoHe ot 0 go 255. [na obnerdyeHns ncnonb3oBaHUA cUcTeMa
npegocTaBnseT 4acTO MCMOSNb3yeMble  COKpalleHus Ans  3aMeHbl
KOHKpPETHbIX HOMepoB |IP-npoTokona, Bko4as eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp 1 udp.

host source: ykasbiBaeT, 4TO |IP-makeTbl, OTNpaBliEHHble C XOCTa C
yKasaHHbIM ncxogHbliM IP-agpecom, ounbTpyroTCS.

source source-wildcard: ykasbiBaeT, 4TO IP-nakeTbl, OTMpaBneHHble C
XOCTOB B YKa3aHHOM cermeHte IP-ceTun, unbTpytoTCS.

host destination: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBnsemMble Ha XOCT C
yKasaHHbIM |IP-agpecom HasHayeHus, unbTpytoTca. Ecnn HacTpoeHo
KnioyeBoe croBo any, IP-nakeTbl, oTnpaBnsemble Ha nboOM XOCT,
dunbTpyoTCA
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OnucaHue destination destination-wildcard: yka3biBaeT, 4To IP-nakeTbl, OTNpaBnsiemMble
napameTpoB Ha y3nbl B yka3aHHOM cermeHTe IP-ceTun, punbTpyroTcs.

any: ykasblBaeT, 4YTo IP-nakeTbl, OTnpaBnsemble Ha ntobor XOCT Unn ¢ Hero,
GunbTpyOTCA.

precedence precedence: ykasblBaeT, YTo |IP-nakeTbl C yKa3aHHbIM MonemM
npuopuTeTa B 3aronioBke UnbTPYTCS.

tos tos: yka3biBaeT, 4To IP-nakeTbl C yka3aHHbIM nonem tuna cryxotbl (TOS)
B 3aronioBke hunNbLTPYIOTCS.

dscp dscp: ykasbiBaeT, 4TO IP-naketbl C yka3aHHbIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, YTo IP-nakeThbl C yKa3aHHbIM MOfemM ecn B 3arosioBke
GunbTpyoTCA.

fragment: ykasbiBaeT, 4YTO (PUNBLTPYIOTCA TOMbKO (pparMeHTMPOBaHHbIE
IP-nakeTbl, 32 UCKMKOYEHMEM NEPBLIX hparMeHTOoB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM anana3oHoMm. ACE BCTynaeT B CUIy TOMbKO B Npegeriax atoro
BpeMeHHOro AuanasoHa. llogpobHee O BpeMeHHOM [AuanasoHe CM. B
PYKOBOACTBE MO HAaCTPOWKe BPEMEHHOro AvanasoHa.

log: ykasbiBaeT, 4TO XypHanbl OyayT nepuogudeckm BbIBOOUTBLCS, €CIu
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
cBefeHns o XXypHanax cMm. B pasgene «Begenue xypHana ACL» B aTom
OOKYMEHTEe

Pexum komaHg

PacwunpeHHbIn pexxum koHdurypaumm IP ACL

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 9Ty KomMaHgy, 4ToObl gobGaButb 3anmcn  ACE B
NPOHYMEPOBaHHbIN CMUCOK KOHTPOns goctyna IP B pexvme KoHurypaumm
pacLMpeHHOro cnucka KoHTpons goctyna IP. Ee Henb3sa ucnonb3oBaTtb ANns
pobaeneHua 3anmcen ACE B WMEHOBaHHbIA pPacCLUMPEHHBLIN  CMIMCOK
KoHTpona goctyna IP

NMpumeHeHune IP ACL

KomaHga ip access-group { acl-id | acl-name } {in | out } [reflect]
Onuncanne acl-id:  ykasblBaeT, 4YTO K uWHTepdency OyaeT nNpUMeEHSITbCA
napameTpoB NPOHYMEPOBAHHbIN CTaHOAPTHbIA UK pacmnpeHHsin IP ACL.

acl-name: ykasblBaeT, YTO K MHTepdency 6yaeT NpUMEHEH UMEHOBAHHbIN
CTaHOapTHbIN Unn pacwmpeHHbin IP ACL.

in: ykasbiBaeT, 4to 9TOT ACL KOHTponupyeT Bxogsawwue |P-nakeTbl
nHTEepdenca.

out: ykasbiBaetr, 4yto 310T ACL KOHTpomnupyeTt ucxoaswme |IP-nakeThbl
nHTEepdenca.

reflect: ykasbiBaeT, 4To pednekcmBHbii ACL BKMOYEH

Pexnm komaHa

Pexum koHdurypaunm nHtepderica
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PykoBoacTteo no
NCNOSb30BaHMIO

Ota KomaHga 3actaBndeT IP ACL pgencrtBoBaTb Ha Bxodsilme unu
ncxogsLimne nakeTbl ykasaHHOro UHTepgenca

1.6.1.5. Npumep KoHdUrypaumm
Criegylolwiun npumep KoHUrypaumm onmcbiBaeT TONbKO KoHdUrypaumm, ceasanHble ¢ ACL.

Hactpouka IP ACL ansa 3anpeta otaenam, kpome ¢hbMHaHCOBOro otaena, Ha AOCTyn K
cepBepy (pMHaAHCOBLIX AaHHbIX

CueHapwun:
Financial Data Server
12.1.1.1/24
PucyHok 1-3.
Warn e HactponTte IP ACL.
HaCTpOVKK e [o6aBbTe 3anucu ACE B IP ACL.
e [lpumenute IP ACL K uncxogsdwemy HanpasreHnio uHTepdenca,
coeavHsoLero cepsep PUHAHCOBBIX AaHHbIX
SW1 swl(config)#ip access-list standard 1
swl(config-std-nacl)#permit 10.1.1.0 0.0.0.255
swl(config-std-nacl)#deny 11.1.1.1 0.0.0.255
swl(config-std-nacl) #exit
swl(config)#int gigabitEthernet 0/3
swl(config-if-GigabitEthernet 0/3)#ip access-group 1 out
MpoBepka e Ha MK ortgena wuccnegoBaHuMii u pa3paboToK NPOMUHIYHATE cepBep
(PUHAHCOBLIX AaHHbIX. YbeauTechb, YTO onepauus NpoBEepKn CBA3W He
yaanaco.
e Ha TK dwuHaHcoBoro otgena nponuHrynte cepeep (UHAHCOBbLIX
AaHHbIX. Y6eauTech, 4TO onepaumnsa NpoBEPKU CBA3M NPOLLNA YCNeLHO
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Swi swl(config)#show access-lists

ip access-list standard 1
10 permit 10.1.1.0 0.0.0.255
20 deny 11.1.1.0 0.0.0.255

swl(config)#show access-group
ip access-group 1 out
MpumeHsieTca Ha uHTepgence GigabitEthernet 0/3

1.6.2. HacTtpouka pacwupeHHoro ACL MAC
1.6.2.1. 3dphbeKkT KOHbUrypauum

HacTtponTe u npumerute pacwmpeHHbii ACL MAC K nHtepdeincy, 4Tobbl KOHTPONMPOBAaTbL BCE
Bxogsuwme u ucxogswme naketol IPv4 atoro uHTepdenca. Bbl MoxeTe paspewmtb Unm
3anpeTuTb BBOA OMpedefieHHbIX nakeToB L2 B ceTb, 4TOObl KOHTpOSNMpoOBaTb AOCTYN
nonb3oBaTernen K ceTeBbIM pecypcam Ha OCHOBE nakeToB L2.

1.6.2.2. Llarn HacCTpPOMNKMN

HacTponka pacwmpeHHoro ACL MAC

o (ObGszaTenbHo) HacTponTe pacwmpeHHbin ACL MAC, ecnu Bbl XOTUTE KOHTPONMpOBaTh
AOCTYyn nonb3oBaTenen K CeTeBbIM pecypcaM Ha OCHOBe 3arofioBka nakeTta L2,
Hanpumep, MAC-agpeca [NK kaxgoro nonb3oBaTens.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpOWCTB [OCTyna, arperauun n ggpa B
3aBMCMMOCTUM OT pacnpegeneHna nons3osatenen. PacwmpenHsin ACL MAC gencreyeTt
TOMbKO Ha NOKanbHOM YCTPOMCTBE U HE BNUSAET Ha Opyrue yCTponcTea B CeTH.

Ho6aBneHune 3anucen ACE B pacwmpeHHbin ACL MAC
(OnuunoHanbHO) ACL mMoxeT cogepxaTb HOMb MnvM Heckonbko 3anucenn ACE. Ecnn ACE He
HacTpoeH, Bce Bxogswme L2 Ethernet-nakeTbl yCTpOMCTBa NO YMOMYAHMIO OTKITOHSIFOTCS.
NMpumeHeHue pacwmpeHHoro ACL MAC

o (OGsizaTenbHo) MpnmennTe pacwmpeHHbin ACL MAC K ykazaHHOMY MHTepdency, ecnu
Bbl XOTUTE, YTOObI 3TOT ACL BCTYNUN B cuny.

e  Bbl MOXeTe NpnMeHnTb paclumpeHHblin ACL MAC K ykazaHHOMY MHTepdbency YyCTPOMCTB
AOCTyna, arperauun n sapa B 3aBUCMMOCTU OT pacnpeaeneHns nonb3oBartenen.

1.6.2.3. NMpoBepka

e lcnonb3ynte cregylowimMe MeTogbl Ans NpoBepkn  3peKkToB  KOHUrypauum
pacwmpeHHoro ACL MAC:

e Ecnu pacwupeHHbin ACL MAC HacTpOeH Ha paspelueHne Unu 3anpeT HEeKOTOPbIX
IP-nakeToB, 3anyctuTe KomaHagy ping, 4tobbl npoBepuTb, AencTteytoT nn ACE atoro
ACL Ha ykaszaHHOM uHTepdence. Hanpumep, pacwmperHbin ACL MAC HacTpoeH ans
npegoTepalleHns npvema |P-nakeToB uHTepdencom yctponctea (tun Ethernet —
0x0800), Ans NpoBepKN BbINOSHUTE KOMaHAy ping.

44

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa ACL W

Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelueHue Unu 3anpeT HEKOTOpPbIX
nakeToB, OTNMYHbIX OT IP (Hanpumep, naketoB ARP), Takxe 3anyctute komaHay ping,
4yTobbl nNpoBepuTb, AenctBytoT nu ACE atoro ACL Ha yka3aHHOM uHTepdelice.
Hanpumep, 4Tt06bl OTunbTpoBaTh NakeTbl ARP, BbinoNHWTE komaHway ping Ans
NPOBEPKMU.

Bbl Takke MoxeTe cosgaTb nakeTbl L2, oTBevawlMe HEeKOTOPbIM YKa3aHHbIM
XapakTepucTnkam, 4tobbl NpoBepuTb, AeNCTBYET N pacmpeHHbin ACL MAC. Kak
npasuno, nogrotosbTe Asa [1K, co3gante mn otnpaBbTe nakeTbl L2 Ha ogHom [1K,
BKITOYMTE 3axBaT nakeToB Ha gpyrom (1K n npoBepbTe, nepechbinarTcs N nakeThbl
OO0JMKHBbIM 06pa3oM (nepecbinarTcs unm 6NoKMpyTCsl) B COOTBETCTBUM C ENCTBUEM,
ykasaHHbIM B ACE.

1.6.2.4. CBA3aHHaA KomaHAaa

Hactpouka pacwmpeHHOro cnucka koHtpons gocrtyna MAC

KomaHga mac access-list extended {acl-name | acl-id }
Onuncanne acl-name: ykasbiBaeT ums pacwmpeHHoro ACL MAC. Ecnn aTtoT napameTp
napamMmeTpoB HacTpoeH, co3gaetca uMmeHoBaHHbIN ACL. Wms npeacraenseTr cobou

ctpoky oT 1 go 99 cumsonoB. ma ACL He MOXeT HauMHaTbCA C UMdp
(0-9), «in» nnu «out».

acl-id: ykasblBaeT naeHTugmkaTop, KOTopbI OAHO3HAYHO NAEHTUdUUMpYyeT
pacwupeHHbin ACL MAC. Ecnn 3TO0T napameTp HacTpoeH, co3gaeTtcs
HymepoBaHHbIn ACL. [InanasoH 3HadeHun acl-id — 700—799

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty komaHgy, 4Ytobbl HacTpouTb pacwmpeHHbin ACL MAC wu
BOWUTM B pexumm koHdurypaumm paclumpeHHoro ACL MAC. Bbl moxeTte
HacTpouTb pacwmpeHHein ACL MAC pgna  ynpasreHus [OCTYrnom
nonb3oBaTenen K CeTeBbIM pecypcam MNyTeM MNpoBepkn MHpopmauun L2
Ethernet-naketoB

HNo6aBneHne ACE B pacwumpeHHbin ACL MAC
Ncnonb3ynte nobon n3 cnegyowmx MetogoB ansa gobaeneHus 3anucen ACE B paclumpeHHbii

ACL MAC:

e [lobaBbTe ACE B paclumpeHHbI pexnm koHgurypaumm ACL MAC.

KomaHga [sn] { permit | deny } {any | host src-mac-addr} {any | host dst-mac-addr}
[ethernet-type] [cos cos [inner cos ]] [ time-range tm-rng-name ]

Onuncanne sn: ykasblBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoanTca B Anana3oHe

napameTpoB oT 1 0o 2147483 647. 3TOT NOPAAKOBLIN HOMEP OonpeaensieT NpuopuTeT

aton 3arvcn ACE B ACL. MeHbLUMIA NMOPSAOKOBLIA HOMEpP YKasblBaeT Ha
6onee Bbicoku npuoputeT. ACE ¢ 6onee BbiCOkMM npuoputeTom Byaet
npeanoyTUTENbHO NCNOSBb30BaTbLCA ANA CONOCTaBneHnsa naketos. Ecnv Bbl
He yKaxeTe nopsakoBbii Homep npu pobasneHun ACE, cuctema
aBTOMATM4YECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupawennto (no ymonyanuio 10) NAC NOpsSAKOBbIA HOMEP NOCHeAHEero
ACE B Tekywem ACL. Hanpumep, ecnu nopsakoBbldi HOMep nocrnegHemn
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3anucn ACE paeeH 100, nopsiakoBbii HOMEP BHOBb A0OaBNeHHOW 3anmciu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MmoXeTe HacTpouTb NpupatleHue
C MOMOLLBIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnsetca 3anpewatowmm ACE.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble c nwboro xocTta,
GunbTpyoTCA.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBreHHbIe C XOCTa C
yKkasaHHbIM ncxogHeiM MAC-agpecom, hunbTpyroTcs.

any: ykasblBaeT, 4YTO NakeTbl L2, oTnpasBnsemble Ha mnwboOn XOCT,
GuUnbTpyoTCA.

host dst-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTApaBngdemMble Ha XOCT C
ykasaHHbIM MAC-agpecom HasHadeHus1, punbTpytoTCS.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
PUNLTPYOTCS.

COS COS: ykasblBaeT, 4YTO nakeTbl L2 € ykasaHHbIM nonem knacca
obcnyxmBaHMA (COS) BO BHELUHEM Tere punbTpyroTCs.

inner cos: ykasblBaeT, 4YTO nakeTbl L2 C ykasaHHbIM MofemM coS BO
BHYTPEHHEM Tere PurbTPyTCS.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBSizaH C
BpeMeHHbIM anana3oHom. ACE BcTynaeT B cuiy TONbKO B Npeaenax aToro
BPEMEHHOro gmanasoHa. [MogpobHee O BpeMeHHOM [AuanasoHe CM. B
PYKOBOZCTBE MO HACTPOWKE BPEMEHHOTO AMana3oHa.

Pexum komaHg

PacwmnpeHHbIn pexum koHpurypaumn ACL MAC

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute aTy komaHgy, 4YTobbl go6asnte ACE B pacCLUMPEHHbIN pPeXum
KoHdurypaumm ACL MAC. ACL MoOXeT OblTb MMEHOBaAHHbIM WU
HymepoBaHHbIM ACL

e JlobaBbTe

ACE B pacwwupeHHbin ACL MAC B pexume rinobanbHom KoHuUrypaumm.

KomaHga

access-list acl-id { permit | deny } {any | host src-mac-addr} {any | host
dst-mac-addr} [ethernet-type] [cos cos [inner cos]] [ time-range tm-rng-
name |
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Onucanwne acl-id: ykasbiBaeT wugeHTMdUuKaTop NpoHymepoBaHHoro ACL. OH
napamMmeTpoB OfHO3Ha4yHo naeHTnduumpyet ACL. lnanasoH 3HavyeHun acl-id: 700—799.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspelwatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBreHHbIe C XOCTa C
yKasaHHbIM ncxogHeim MAC-agpecoM, omnbTpyoTCA.

hostsource: ykasbiBaeT, 4710 IP-makeTbl, OTMpPaBfeHHble C XocTa C
yKasaHHbIM ncxogHeim MAC-agpecoM, omnbTpyoTCA.

any: ykasblBaeT, 4YTO NakeTbl L2, oTnpasBnsemble Ha mnwboON XOCT,
unbTpyoTCA.

host dst-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTApaBngemMble Ha XOCT C
ykasaHHbIM MAC-agpecom HasHadeHusi, punbTpytoTCs.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
unbTpyOTCA.

COS COS: yKa3sblBaeT, YTO NakeTbl L2 ¢ ykazaHHbIM NOfieM COS BO BHELUHEM
Tere punbTpytoTCA.

inner cos: ykasblBaeT, 4YTO nakeTbl L2 C ykasaHHbIM MofemM coS BO
BHYTPEHHEM Tere PurbTPyTCS.

time-range time-range-name: ykasbiBaeT, 4to 370T ACE cBf3aH C
BpeMeHHbIM anana3oHoMm. ACE BCcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpEMEHHOro [guanasoHa. [ns nonyvyeHus nogpobHon uHdopmMaumm o
BPEMEHHOM [uanasoHe CM. B PYKOBOACTBE MO HACTPOWKE BPEMEHHOro
AnanasoHa

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, 4tobbl gobaBuTtb 3anucu ACE B pacluMpeHHbIn
ACL c¢ HymepoBaHHbiIM MAC-agpecom B pexume rnobanbHon
KOH(urypaumm. Ero Henb3s wucnonb3oBaTtb Ans gobasnenHns ACE B
MMEHOBaHHbIN pacwmpeHHbin ACL MAC

NMpumeHeHune pacwmpeHHoro ACL MAC

KomaHga mac access-group { acl-id | acl-name } {in | out }
Onuncanne acl-id: ykasblBaeT, 4YTO K WHTepdency OyaeT NpUMMEHEH pacLUMpPeHHbIN
napameTpoB HymepoBaHHbin MAC IP ACL.

acl-name: ykasblBaeT, YTO K UHTepdency 6yaeT NpMMEHEH UMEHOBAHHBbIN
pacwmpeHHbin IP ACL MAC.

in: ykasbiBaeT, 4to 3TOT ACL KOHTpONMpyeT BXOAswue nakeTtbl L2
nHTEepdenca.

out: ykasbiBaeT, 4yto 9TOT ACL KOHTpOnupyeT wucxopsdwine naketbl L2
nHTepdenca

Pexnm komaHa

Pexum koHdurypaunm nHtepderica
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PykoBoacteo no | OTa komaHga 3actaBndeT paclumpeHHbin ACL MAC penctsoBaTbh Ha
NCMOSMb30BaHUIO | BXOASALLME NN UCXOOsLWLME NaKeThbl Yka3daHHOro nHTepdenca

1.6.2.5. Npumep KoHdUrypaumm

Criegylowun npumep KoHUrypawmm onucbiBaeT TONMbKo KOHdUrypaumm, ceasaHble ¢ ACL.

HacTtponka pacwwmpeHHoro ACL MAC pansa orpaHM4YeHusi pecypcoB, AOCTYMHbIX
nocetTuTensm

CueHapwun:
Financial Data Serve
MAC: 00c6.b300.0 c
PucyHok 1-4.
Warn e HactponTe pacwumpeHHbin ACL MAC.
HacTpovikiA e [lo6aBbTe ACE B paclumpeHHblit ACL MAC.
e [lpumeHuTe pacumpeHHbin ACL MAC K ucxogswemy HanpasfeHuo
UHTepdenca, NOAKITOYEHHOIO K 30HE AN noceTutenen, 4tobbl
nocetmtensaMm Obin paspeweH goctyn B WHTepHeT w©n K
o6LenoCcTynHoOMY cepBepy KOMMaHWW, HO 3anpeweH JOoCTyn K
cepBepy QMHaAHCOBbLIX AaHHbIX KOMMaHuW. To ecTb noceTuTenn He
MOTryT Nony4nTb AOCTyN K cepBepy ¢ MAC-agpecom 00¢6.b300.000d
Swi swl(config)#mac access-list extended 700
swl(config-mac-nacl)#deny any host 00c6.b300.000d
swl(config-mac-nacl)#pemit any any
swl(config-mac-nacl)#exit
swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#mac access-group 700 in
MpoBepka e Ha komnbloTepe nocetuTens MPONUHrynTe cepsep (UHAHCOBbLIX
AaHHbIX. Y6eauTech, 4TO onepauns npoBepPKN CBA3N He yaanach
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Hacrportka ACL [ www.gtech.ru |

MpoBepka e Ha komnbtoTepe noceTntTens NPONUHrynTe cepeep obLLEAOCTYNHOro
pecypca. Yb6egutecb, 4TO onepaums MNPOBEPKM CBA3M MpoLuna
yCrMeLHo.

e Ha komnbloTepe nocetTuTens nogkntoumtech kK IHTEpHETY, Hanpumep,
nocetute Beb-cant QTECH. YbeaunTtecb, 4To BebG-CTpaHMLy MOXHO
OTKPbITb

SWi swl(config)#show access-lists

mac access-list extended 700

10 deny any host 00c6.b300.000d etype-any
20 permit any any etype-any
swl(config)#show access-group

mac access-group 700 in

Applied On interface GigabitEthernet 0/2

1.6.3. HacTpowka akcnepTHOro pacwmpeHHoro ACL

1.6.3.1. dphbekT KOHhUrypauum

Hactponte © npuvMeHuUTe 3KCNepTHbIM pacwmpeHHbln ACL K uHTepdency, 4ToObl
KOHTPONMMPOBaTb BXOAsLME U UCXoasLme nakeTbl MHTepdenca Ha ocHoBe MHopmaumm L2 n
L3, a Takke paspeluaTb UNn 3anpellaTb BBOA onpeferieHHbIX NakeToB B ceTb. Kpome Toro, Bbl
MOXeTe HaCTpOUTb AKCMEPTHbIM pacwmpeHHbin ACL Ang ynpaeneHus Bcemun naketamm L2 Ha
ocHoBe VLAN, 4ToObl paspewwmnTb Wnn 3anpeTuTb AOCTYN Monb3oBaTenerd B HEKOTOpbIX
cerMeHTax ceTu K ceTeBblM pecypcaM. Kak npaBuio, Bbl MOXeTe MUCMOMb30BaTb IKCMNEPTHBIN
pacwmpeHHbin ACL, ecnin Bbl xoTnTe BKoYNTL ACE IP ACL 1 pacwupenHoro ACL MAC B oguH
ACL.

1.6.3.2. Llarn HacTpounku

HacTtpouka akcnepTtHoro pacwupeHHoro ACL

o (ObGsizaTenbHo) HacTponte akcnepTHbIM pacwupeHHbln ACL, ecnn Bbl XxOTUTE
KOHTpONMpoBaTb AOCTYN Monb3oBaTenen K ceTeBbiM pecypcaM Ha OCHOBE 3arosfioBka
naketa L2, Hanpumep, ngeHtudmkatopa VLAN.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoWCTB [OCTyna, arperauyv n ggpa B
3aBMCUMOCTM OT pacrnpegeneHns nonb3oBaTenen. OKCNepTHbIA pacwmpeHHbin ACL
OENCTBYET TONbKO Ha fOKanbHOM YCTPOMCTBE M HE BRUSAET Ha Opyrue yCTpoOUCTBa B
ceTu.

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumpeHHbin ACL

(OnuunoHnanbHo) ACL mMoxeT cogepxaTb HOMb unvM Heckonbko 3anucen ACE. Ecnn ACE He
HaCTpPOEH, BCe BXOASALLME NaKeTbl yCTPONCTBA MO YMOMYAHMIO 3anpeLleHbl.

NMpumeHeHne akcnepTHOro pacwmpeHHoro ACL

e (O6GsaAsatenbHo) [lpumeHnTe 3KCNEpPTHbIM pacwupeHHbin ACL K ykasaHHOMY
nHTepdency, ecnm Bbl XoTuTte, 4Tobbl aTOT ACL BCTYnUn B cuny.

e Bbl MOXeTe MNpPUMEHUTb 3KCMEPTHbIN pacwmpeHHbin ACL BO BXxoasdllemM unm
ncxogsdilemM HanpaeBneHun ykasaHHoOro uHTepdoenca ycTponcTs 4OCTyna, arperaumm m
A[pa B 3aBUCMMOCTM OT pacnpeaeneHns nonb3oBaTenen.
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1.6.3.3. NMpoBepka

Mcnonb3ynte cnegywowme wmeTtoabl Ana npoBepkn addekToB  KoHdurypaumm
aKkcnepTHoro paclumpeHHoro ACL:

Ecnn B akcnepTHOM paclumnpeHHoM ACL HacTpoeHbl npaBuna goctyna Ha ocHose IP
ONs paspelleHns unu 3anpeta HekoTopbix IP-nakeToB, 3anycTuTe komaHay ping,
4yTOObl NPOBEPUTL, AENCTBYIOT NN 3TN NpaBuna.

Ecnv npaBuna poctyna Ha ocHoBe MAC-agpecoB HacCcTpOeHbl B 3KCMEPTHOM
pacwmpeHHom ACL ans paspelueHns unm 3anpeTta HeKoTopbIx nakeTos L2 (Hanpumep,
naketoB ARP), Takke 3anycTuTe komaHay ping, 4Tobbl NpoBepuTb, AencTByoT N ACE
atoro ACL Ha ykasaHHOM WHTepdence. Hanpumep, 4ToObl OTOUNLTPOBATL NaKeTbl
ARP, BbINoNHUTE KOMaH4y ping Ana NpoBepKU.

Ecnv npasuna goctyna Ha ocHose naeHTudukatopa VLAN HacTpoeHbl B 3KCNEPTHOM
pacwmpeHHom ACL Ansi paspeLueHns unm 3anpeTta HEKOTOpbIX NakeToB L2 B HEKOTOPbIX
cerMeHTax ceTu (Hanpumep, ANA npegoTBpaleHns obmeHa [daHHbIMU - Mexay
nons3oBatensamu VLAN 1 n VLAN 2), nponuHrynte NK VLAN 2 Ha MK VLAN 1. B cny4vae
cbos onepauumn ping npasuna BCTynawT B CUny.

1.6.3.4. CBA3aHHaA KomaHAaa

HacTponka akcneptHoro pacwupeHHoro ACL

KomaHga expert access-list extended {acl-name | acl-id }
OnucaHue acl-name: ykasblBaeT MMA 3KCNepTHOro pacwumpeHHoro ACL. Ecnun aToT
napameTpoB napameTp HacTpoeH, co3gaeTtcsa nmeHoBaHHbln ACL. NMa npeactaBndet

cobon cTpoky oT 1 4o 99 cumeonos. Mima ACL He MOXET HauMHaTbCA € Lndop
(0-9), «in» nnn «outy.

acl-id: ykasbiBaeT ngeHTudmkaTop aKcnepTHoro paclumpeHHoro ACL. Ecnn
3TOT NapaMeTp HacTpoeH, co3faeTca HymepoBaHHbii ACL. [dnanasoH
3Ha4veHun acl-id: 2700-2899

Pexum komang | Pexxnm rmobanbHoi koHdurypaumm

PykoBogcteo no | 3anyctute aTy KoMaHAy, YToObl HACTpOUTL paclumpeHHbin ACL n BonTu B
NCNONb30BAHNIO | PEXMM KOHPUIypaLMK IKCMEPTHbIX paclumpeHHbix ACL

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumpeHHbin ACL

Mcnonb3ynte niobon n3 crnegyrowmnx MetogoB, 4tobbl gobaentb 3anncu ACE B 3KCNepTHbIN
pacwmnpeHHbin ACL:

[ob6aBbTe ACE B 3KCNepTHOM pacLUMpeHHOM pexnme KoHdurypaumm ACL.

KomaHga [sn] { permit |deny } [protocol| [ethernet-type] [ cos[out] [inner in]]] [[VID

[out] [inner in]]] {sourcesource wildcard | hostsource | any}{host source-
mac-address|any } {destination destination-wildcard | host destination | any}
{host destination-mac-address | any} [[precedence precedence][tos tos] |
[dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask ] | [int-flag] ] [time-range time-range-name]]

@
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Onucanwne sh: ykasblBaeT nopsaakoBbin Homep ACE. 3HaveHue HaxoauTes B AuanasoHe
napameTpoB oT 1 00 2147483 647. STOT NOpPAAKOBLIA HOMEP onpefenseT nNpuopuTeT

aton 3anucn ACE B ACL. MeHbLUMIA NMOPSAKOBLIA HOMEpP YKasblBaeT Ha
6onee Bbicoku npuoputeT. ACE ¢ 6onee BbICOkMM npuopuTeTom Oyaet
npeanoyYTUTENBHO NCMONBb30BaTLCA AN CONOCTaBEHMs nakeToB. Ecnu Bol
He yKaxeTe nopsakoBbld Homep npu pobasneHmn ACE, cuctema
aBTOMaTM4yecku MPUCBOUT  MOPSOKOBbIA  HOMEP, KOTOpbIM  paBeH
npupawenunio (no ymonyanuio 10) nnoc NopsiAKoBbIN HOMEpP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecnv nopsigkoBbii HOMeEpP nocnegHen
3anucn ACE paeeH 100, nopsiakoBbii HOMEP BHOBb Ao0OaBneHHOM 3anmciu
ACE 6yget no ymonyanuto paseH 110. Bbl MOXxeTe HacTpouTb npupaLleHue
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspeLwatowwnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnseTtca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [quanasoH 3HadeHui oT 0 oo 255.
Onsa obnerdyeHns wucnonb3oBaHWA CcUCTEMa NpPefocTaBndeT 4acTo
NCNonb3yeMble  COKpalLleHUss Ond  3aMeHbl  KOHKPETHbIX HOMEpPOB
npotokosnos IP, Bkntoyas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
PUNLTPYOTCS.

COS out: ykasblBaeT, YTO nakeTbl L2 ¢ yKa3aHHbIM NOSIEM COS BO BHELLUHEM
Tere punbTpyrOTCS.

COS inner in: ykasbiBaeT, YTO nakeTbl L2 C ykasaHHbIM Mnosiem COS BO
BHYTPEHHEM Tere punbTPyTCS.

VID out: ykasblBaeT, 4To nakeTbl L2 ¢ ykasaHHbiM nonem VLAN ID BO
BHELLHEM Tere punbTpyoTCS.

VID inner in: ykasblBaeT, 4YTO MakeTbl L2 C YyKasaHHbIM MOJfEM
naeHTudukatopa VLAN BO BHYTpPEHHEM Tere ounbTpyoTCS.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBMNEHHbIE C
XOCTOB B yKka3aHHOM cermeHTe IP-cetn, hunbTpytoTcA.

host source: ykasbiBaeT, 4TO |IP-makeTbl, OTMpaBfiEHHble C XOCTa C
yKasaHHbIM ncxogHbelM IP-agpecom, ounbTpyroTCS.

any: ykasbiBaeT, 4Tto IP-naketbl, oTnpasneHHble ¢ nwboro yana,
dumnbTpytoTCA.

host source-mac-address: ykasbiBaeT, 4TO |P-nakeTbl, OTNpaBrEeHHbIE C
XOCTa C yKasaHHbIM ncxogHoeiM MAC-agpecom, unbTpyroTCS.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XocT,
dumnbTpytoTCA.

destination destination-wildcard: yka3biBaeT, 4To IP-nakeTbl, OTNpaBngemble
Ha y3nbl B YKa3aHHOM cermeHTe IP-ceTu, ounbTpyroTcA.

host destination: ykasbiBaeT, 4YTO IP-nmakeTbl, OTNpaBnAsieMble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHavyeHus, punbTpyroTCS.

any: ykasbiBaeT, 4TO0 |IP-nakeTbl, OTnpaBnsemble Ha nboM XocT,
dunbTpyoTCA.
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Onucanwne host destination-mac-address: ykasbiBaeT, 4to |P-nakeTbl, OTNpaBneHHble
napameTpoB Ha XOCT C yka3aHHbIM MAC-agpecoM HasHavyeHusl, PuUnbTPyTCA.

any: ykasblBaeT,
GunbTpyOTCA.

yTo nakeTbl L2, oTnpaBnsemble Ha OGO XOCT,

precedence precedence: ykasblBaeT, YTo |IP-nakeTbl C yKa3aHHbIM MonemM
npuopuTeTa B 3aronioBke UMbTPYIOTCS.

tos tos: ykasbiBaeT, 4To |P-nakeTbl C ykasaHHbIM norem tos B 3arofloBke
dunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4TO IP-naketbl C yka3aHHbIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, 4YTO IP-nakeThbl C yKa3aHHbIM MOfemM ecn B 3arosioBke
GunbTpyoTCA.

fragment: ykasbiBaeT, 4YTO (PUNBLTPYIOTCA TOMbKO (pparMeHTMPOBaHHbIE
IP-nakeTbl, 32 UCKMKOYEHMEM NEPBLIX hparMeHTOoB.

udf udf-id header pos value mask: ykasbiBaeT HacTpamMBaemble Noss.
int-flag: ykasbiBaeT, 4To none drara int NnakeToB PUNbLTPyeTCS.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM gnanas3oHoMm. ACE BcTynaeT B cuny TOMbKO B nNpefenax 3Toro
BpeMeHHOro AuanasoHa. llogpobHee O BpeMeHHOM AuanasoHe CM. B
pYyKOBOACTBE MO HACTPOWKE BPEMEHHOro AnanasoHa

Pexum komaHg

OKCNEePTHbIN pacLUMPEHHbIA pexnm KoHdurypaumm ACL

PykoBoacTteo no

3anyctute 9Ty KomaHgy, 4tobbl goGaeuTb 3anmcn ACE B akcnepTHOM

MCNOMb30BAHNIO | PaCLUMPEHHOM  pexume  KoHdurypaumm ACL. ACL wmoxeT ObiTb

MMEHOBaHHbLIM U HyMmepoBaHHbIM ACL
e [lobaBbte ACE B o9KkcnepTHbii pacwumpeHHbin ACL B pexume rnobanbHon
KOHdourypaumm.

KomaHga access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner
in]]] [[VID [out][inner in]]] {source source-wildcard | hostsource | anyX{host
source-mac-addresslany } {destination destination wildcard |
hostdestination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range
lowerupper] [[udf udf-id header pos value mask ] | [int-flag] ] [time-range
time-range-name]]

Onuncanne acl-id: ykasbiBaeT wugeHTUdukatop npoHymepoBaHHoro ACL. OH

napamMmeTpoB OAHO3Ha4HO naeHTMdunumpyet ACL. [lnanasoH 3HadeHun acl-id ot 2700 go

2899.
permit: yka3biBaeT, 4to ACE siBnsaetca paspewwatowmum ACE.
deny: ykasbiBaeT, 4To ACE saBnsieTcs 3anpelatowmm ACE
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Onucanwne protocol: ykasbiBaeT HoMep IP-npoTtokona. 3HadeHWe HaxoauTca B
napameTpoB avnanasoHe ot 0 go 255. [Ons obneryeHuss ucrnonb3oBaHUs cUcCTEMa

npegocTaBnseT 4acTO UCMOoSib3yeMble  COKpalleHus Ans  3aMeHbl
KOHKpeTHbIX HoMepoB |IP-npoTokona, BkMwyasa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp 1 udp.

ethernet-type: ykasbiBaeT, 4TO naketbl L2 ykasaHHoro Ttuna Ethernet
dunbTpyoTCA.

COS out: ykasblBaeT, YTO NaKkeTbl L2 c YKa3aHHbIM MnoJjieM COS BO BHeELLHEM
Tere d)I/IJ'IpryI'OTCFI.

COS inner in: ykasbiBaeT, YTO MakeTbl L2 C ykasaHHbIM MOfemM COoS BO
BHYTPEHHEM Tere OUNbTPYHTCS.

VID out: ykasbiBaeT, 4TO naketbl L2 c ykasaHHbIM noriem VLAN ID Bo
BHELUHEM Tere unbTPYTCS.

VID inner in: ykasbiBaeT, 4YTO nakeTbl L2 C yKkasaHHbIM nonem
naeHtndmkaTopa VLAN BO BHYTPEHHEM Tere hunnbTPYHOTCS.

source source-wildcard: ykasbiBaeT, 4TO |IP-nakeTbl, OTMpaBrfiEeHHblE C
XOCTOB B YKa3aHHOM cermeHTe IP-ceTu, unbTpytoTes.

host source: ykasbiBaeT, 4T0 IP-makeTbl, OTNpaBfieHHble C XOCTa C
yKa3aHHbIM UcxogHbIM IP-agpecom, unbTpyoTCS.

any: ykasbiBaeT, 4To IP-nakeTbl, oTnpasneHHble ¢ nwboro yana,
PUNbLTPYOTCS.

host source-mac-address: ykaabiBaeT, 4TO |P-nakeTbl, OTNpaBfeHHbIE C
X0CTa C yKasaHHbIM ncxogHeiM MAC-agpecom, unbTpyroTCS.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemMble Ha nwobon XocT,
dunbTpytoTCA.

destination destination-wildcard: yKasblBaeT, yTo IP-nakeTbl,
OoTnpaBnsieMble Ha y3nbl B yKazaHHOM cermeHTe IP-ceTu, punbTpytoTes.

host destination: ykasbiBaeT, 4To IP-makeTbl, OTNpaBnAsieMble Ha XOCT C
yKasaHHbIM IP-agpecoM HasHa4vyeHusi, unbTpyoTcs.

any: ykasblBaeT, 4TO |IP-nakeTbl, OTnpaBnsemMble Ha nwbon XocT,
dumnbTpytoTCA.

host destination-mac-address: yka3sbiBaeT, 4To |P-nakeTbl, OTNpaBneHHbIe
Ha XOCT C yKasaHHbIM MAC-agpecom HasHa4YeHUs, PuUnbTpyroTCA.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwbon XocT,
dumnbTpytoTCA.

precedence precedence: ykasbiBaeT, YTo IP-nakeTbl C yKa3aHHbIM MONeM
npuopuTeTa B 3arofioBke punbTPyTCS.

tos tos: ykasbiBaeT, 4TO IP-nakeTbl C yKka3aHHbIM norieM tos B 3aronoBke
dunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4TtO IP-naketbl C ykadaHHbIM nonem dcsp B
3aronoBke PUNbLTPYHOTCA.

ecn ecn: ykasblBaeT, 4To IP-nakeTbl C yka3aHHbIM MOfIEM eCn B 3arofloBke
dunbTpyoTCA.
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Onucanwne fragment: ykasbiBaeT, 4YTO UNLTPYHOTCHA TOSMBKO dparMeHTUPOBaHHbIE
napameTpOB |P-I'IaKeTbI, 3a NCKITioYeHnem I'IepBbIX d)paFMeHTOB.

udf udf-id header pos value mask: ykasblBaeT HacTpamMBaemble Nossi.
int-flag: ykasbiBaeT, 4To none drara int naketToB punbTpyeTCs.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM avana3oHoM. ACE BCTynaeT B cury TOMbKO B peferiax aToro
BPeMeHHoro avanasoHa. [logpobHee o BpeMeHHOM [AuanasoHe CM. B
PYyKOBO/CTBE MO HACTPONKE BPEMEHHOro AuanasoHa

Pexum komaHg

Pexum rnobanbHon koHdurypauum

PykoBoacTteo no
NCMNOMb30BaHUIO

3anyctute 3Ty KomaHgy, 4Ytobbl gobasutb 3anmcn ACE B HyMepOBaHHbIN
3KCNEePTHbIN paclumpeHHbIn ACL B pexxume rnobanbHon koHdurypaumm. Ero
Henb3a ucnonb3oBaTh ANA gobaeneHus 3anncern ACE B MMeHOBaHHbIN
3KCNEepPTHbIN paclmpeHHbin ACL

MpumMeHeHne akcnepTHOro paclmpeHHoro ACL

KomaHga expert access-group { acl-id | acl-name }{in | out }
Onucanue acl-id: ykasbiBaeT, 4YTO K MHTepdency byoeT nNpMMEHeH HyMepOBaHHbIN
napameTpoB 3KCMepPTHbIN pacwmnpeHHbIn ACL.

acl-name: ykasblBaeT, YTO K UHTepdency byaeT NnpMMeHEH UMEHOBAHHbIN
3KCMepTHbIN paclumpeHHbin ACL.

in: ykasbiBaeT, 4To 3T0T ACL KOHTponupyeT BXxoasuwme naketbl L2
nHTEepenca.

out: ykasblBaeT, 4To 3TOT ACL KOHTponupyeT wucxogdwme naketbl L2
nHTepdenca

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

OTa KoMaHa 3acTaBnsieT 3KCNepTHbIA paclumpeHHbin ACL gencteoBaTth Ha
BXOASALLME UIN UCXOASLME NaKeTbl YKa3aHHOIo MHTepdenca

1.6.3.5. NMpumep koHdUrypaumm

Criegylowun npumep KoHUrypawumm onucbiBaeT TONbKO KOHdUrypaumm, cesidaHHble ¢ ACL.

HacTponka akcnepTtHoro pacwmpeHHoro ACL ansa orpaHM4eHus pecypcoB, AOCTYMHbIX
nocemmTenam (Tpebyetca, 4TOObI NOCETUTENU U COTPYAHUKN HE MOINM obwaTtbea Apyr €
APYrom, noceTuTeNnIM MOrfnm Nosly4nTb AOCTYN K cepBepy oblenoCcTynHbIX pecypcoB, HO
He K cepBepy (pMHAHCOBbIX JaHHbIX KOMMaHUW.)
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CueHapun:
\ blic L&
F TI'illl”lr‘d Jala Server : P;L’“; E,':ri r
10.1.1.1/24
S ent; 182.168.2.0/24
Gateway:192.168.1.1/24 eway:192.168.2.1/24
PucyHok 1-5.
Warun e HacTpownTe akcnepTHbI pacumpeHHbin ACL.
HaCcTpouki e [lo6aBbTe ACE, 4To6bl 3anpeTuTh NakeTkl, oTnpaensembie ¢ K B 30He
ansa nocetutenen (VLAN 3) Ha MK cotpygHukos B VLAN 2.
e [lobaBbTe ACE, 4TObbl 3anpeTuTb MoceTUTensam AOCTyn K cepBepy
PUHAHCOBbIX JaHHbIX KOMMaHUN.
e [Jlo6aebte ACE, 4T06bI paspelunTb BCE NaKeThI.
e [lpumennte ACL K BxOAdwemy HanpasfeHuio uHTepdenca
KoMMyTaTopa, KOTOPbIA NOAKITOYaEeTCa K roCTEBON 30HE
SW1 swl(config)#expert access-list extended 2700

swl(config-exp-nacl)#deny ip any any 192.168.1.0 0.0.0.255 any
swl(config-exp-nacl)#deny ip any any host 10.1.1.1 any
swl(config-exp-nacl)#pemit any any any any
swl(config-exp-nacl)#exit

swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#expert access-group 2700 in

MpoBepka

e Ha komnbloTEpPE NOCETUTENA MNPOMNUHIYNTE CcepBep (MHAHCOBLIX
AaHHbIX. Ybeautech, 4TO onepaums NPoOBEPKM CBA3N He yaanach.

e Ha komnbloTepe noceTuTenst NPONUHIynTe cepBep 0OLEeaOoCTYNHOro
pecypca. Yoeautech, 4To onepauus ping npowusia yCcrneLHo.

e Ha TIK nocetntensa nponuHroBaTb agpec wno3a 192.168.1.1
coTpyaHuka. Ybeantechb, YTO onepaumsi NpOBEPKM CBA3W He yaanach

(@ arecy
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I'IpOBepKa ° Ha KOMMblOTEPE NOCEeTUTENIA NOAKITHOYNTECH K MHTepHeTy, HanpunmMep,

nocetnte Beb-cant QTECH. Y6eautecb, 4TO BeO-CTpaHWULy MOXHO
OTKPbITb

SW1

swl(config)#show access-lists

expert access-list extended 2700

10 deny ip any any 192.168.1.0 0.0.0.255 any
20 deny ip any any host 10.1.1.1 any

30 permit ip any any any any

swl(config)#show access-group
expert access-group 2700 in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.4. HacTtpouka pacwupeHHoro ACL IPv6

1.6.4.1.

Ad ekt KOHpUrypaumum

Hactponte n npumennte ACL IPV6 K nHTepdency, 4Tobbl KOHTPONMPOBATL BCe BXoAsLLME U
ncxopswmne naketbl IPvS atoro vHTepdenca. Bbl MoxeTe paspewmTtb unu 3anpetuTb BXopg
onpegeneHHblx naketoB IPv6 B ceTb, 4TOObI KOHTPONMpPOBATL AOCTYN nonib3oBatenen IPv6 k
ceTeBbIM pecypcam.

1.6.4.2.

Larn HacTpoukn

Hactpouka cnucka koHTpons goctyna IPv6

(ObsazaTenbHo) Hactponte IP ACL, ecnu Bbl XoTuUTe, 4ToObLI Nonb3oBatenu IPv4 nvenu
AOCTYyN K CETEBLIM pecypcam.

Bbl MoxeTe HacTpoutb a10T ACL gns yCTpoWCTB AOCTyna, arperaumMm v agpa B
3aBMCUMOCTM OT pacnpegerneHms nonb3osatenen. Cnmcok ACL IPV6 geicTByeT TOMbKO
Ha NokanbHOM YCTPONCTBE U He BNUSIET Ha Apyrne yCTPOMCTBa B CETU.

Jdo6aBneHue 3anncen ACE B ACL IPv6

(OnuunoHanbHO) ACL mMoxeT cogepxaTb HOMb unuM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce BxoasLme IPv6-nakeTbl YCTPOMUCTBA MO YMOMYaHMIO OTKITOHSOTCS.

MpumeHeHune ACL IPv6

1.6.4.3.

(O6sazaTenbHo) NpumeHnTe ACL IPV6 K ykazaHHOMY MHTepdency Ha yCTPOWMCTBE, ECIN
Bbl XOTUTE, 4T0ObI 3TOT ACL BCTYNUN B cuny.

Bbl MOXeTe NpUMEHNTb CNINCOK YNpaBneHns 4ocTynom IPV6 K ykazaHHOMY MHTepdency
YCTPOWCTB AOCTyna, arperaumm w €apa B 3aBUCMMOCTM OT pacnpegeneHus
nosib3oBaTenemn.

lNMpoBepka

WcnonbsynTe cnegytowmne Mmetoapl, YTo6bl NPOBEPUTL BNSIHUE KOH(UIypaLmmn cnvcka
ynpasneHusa goctynom IPv6:

3anyctute komaHay ping, 4tobbl y6eanTtbcs, 4to cnucok ACL IPv6 gencTtByeT Ha
yKasaHHOM uHTepdence. Hanpumep, ecnn ACL IPv6 HacTpoeH Ha 3anpeTt XOCTy C

(@ arecy
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yKasaHHbIM |P-agpecom unm xoctam B ykazaHHOM Avanas3oHe agpecos IPV6 goctyn k
ceTu, 3anycTuTe komaHay ping, 4Tobbl y6eanTbCsl, YTO XOCTbl HE MOTYT ObITb yCNEeLHO
MPOMMHroBaHbl.

e [lonyuuTe OoOCTyn K CETEBbIM pecypcam, Hanpumep, nocetute Beb-cant IPv6, 4ToGbI
nposepuTb, gencteyeT nu cnncok ACL IPv6 Ha ykaszaHHOM nHTepdence.

1.6.4.4. CBA3aHHaA KomaHAaa

Hactponka cnucka KoHTpons goctyna IPv6

KomaHga ipv6 access-list acl-name
Onucanwne acl-name: ykasbiBaeT MMd cTaHgapTHOro unu pacwmpenHoro IP ACL. Uus
napameTpoB npegcraesnget cobon ctpoky oT 1 go 99 cumsonos. ms ACL He MoxeT

HauymHaTbCs ¢ umdp (0-9), «in» nnn «out»

Pexum komaHg,

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
NCMNOmMb30BaHUIO

3anyctute 3Ty KomaHay, 4tobbl HacTpouTe ACL IPV6 1 BOWTM B pexum
HacTpovikun IPv6

Ho6aBneHune 3anncen ACE B cnucok ACL IPv6
Ytobbl ounbTpoBath naketel TCP unn UDP, gobasbTe 3anmcn ACE B ACL IPV6 cnegyowmm

obpasom:

KomaHga [sn] {permit | deny } protocol {src-ipv6-prefix/prefix-len | host src-ipv6-addr
| any} {dst-ipv6-pfix/pfix-len | host dst-ipv6-addr | any} [op dstport | range
lower upper ] [dscp dscp] [flow-label flow-label] [fragment] [time-rangetm-
rng-name][log]

OnucaHue sn: ykasblBaeT nopsakoBbli Homep ACE. 3HavyeHne HaxoanTcs B Anana3oHe

napamMmeTpoB oT 1 0o 2147483 647. 3TOT NOPSALAKOBLIA HOMEP OonpeaensieT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgKkoBbii HOMEP YKa3blBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BLICOKMM npuoputeTtom Gyaet
npeanoyTUTENbHO NCMOSMBb30BaTLCA 4SS CONOCTaBeHns nakeToB. Ecnu Bbl
He YyKaxeTe MOpPSAKOBbIN Homep npu pobaBneHun ACE, cuctema
aBTOMaTMYECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHnunto (no ymonyanuio 10) nnoc NopsakoBLIM HOMEP MOCHEeAHEro
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMeEpP nocreaHen
3anmcn ACE paeeH 100, nopsigkoBbii HOMEP BHOBb A4o0GaBNeHHOM 3anmcu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MOXeTe HacTpouTb NpupaLleHne
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnisieTcs paspewarowmm ACE.
deny: ykasbiBaeT, Uto ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep npoTtokona IPv6. [Jnana3oH 3HayeHun ot 0 go
255. [Ina obnerdyeHust MCMONb30BaHUS CUCTEMA MpPEeOoCTaBNseT 4acTo
ncnonb3yemble COKpalleHUss HOMepoB npoTokonoB IPv6 Ans 3ameHbl
KOHKPETHbLIX HOMEPOB MpOTOKONoB IP, BKNtoyasa icmp, ipv6, tcp u udp.
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OnucaHue src-ipv6-prefix/prefix-len: ykasbiBaet, 4to IP-nakeTbl, oTnpasnsiemMble C
napameTpoB XOCTOB B YKa3aHHOM cermeHTe cetn IPV6, ounbTpytoTcs.

host src-ipv6-addr: ykasbiBaeT, 4To nakeTbl IPv6, oTnpaBreHHble C XocTa C
yKa3aHHbIM UCXOAHbIM IP-aapecoM, unbTPyTCS.

any: ykasblBaeT, 4To naketbl |IPv6, oTnpaBnsiemble ¢ noboro xocTa,
dunbTpyoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4to nakeTbl IPV6, OTNpaBrieHHbIe C XOCTOB
B YKa3aHHOM cermeHTte cetu IPV6, punbTpytoTCs.

host dst-ipv6-addr: ykasbiBaeT, 4TO nakeTbl IPV6, oTnpasnsemsble Ha XOCT C
yka3aHHbIM IP-agpecom HasHaveHusi, punbTpyroTCS.

any: ykasblBaeT, 4YTO nakeTbl IPv6, oTnpaBnsgemble Ha nobon XOCT,
GunbTpyoTCA.

op dstport: ykasbiaeT, 4To naketbl TCP nnu UDP chunbTpytoTCa Ha OCHOBE
HOMepa nopTa HasHadeHus L4. 3HavyeHne napameTpa op MoxeT 6bITb eq
(paBHO), neq (He paBHO), gt (bornbLue) unu It (MeHbLue).

range lower upper: ykasbiBaeT, 4To nakeTtbl TCP unm UDP ¢ Homepom nopTta
Ha3HayeHus L4 B ykazaHHOM AmnanasoHe ounbTpyoTCs.

dscp dscp: ykasbiBaeT, 4TO nakeTbl IPv6 ¢ ykasaHHbiM nonem dcsp B
3aronoske (punbTpytoTCS.

flow-label flow-label: ykasbiBaeT, 4to naketbl IPvV6 C ykasaHHbIM nonem
METKM NOTOKa B 3arorioBke punbTPYTCS.

fragment: ykasbiBaeT, 4TO PUNBLTPYIOTCA TOMNbKO parMeHTUPOBaHHbIE
nakeTbl IPV6, Kpome nepBbix hparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHom. ACE BCcTynaeT B cuiy TONbKO B Npeaenax 3Toro
BPEMEHHOro AmanasoHa. [MogpobHee O BpeMeHHOM [AuanasoHe CM. B
PYKOBOZACTBE MO HACTPOWKE BPEMEHHOIO AnanasoHa.

log: ykasbiBaeT, 4TO XypHanbl OyayT nepvogndeckm BbIBOOUTBLCS, €CIK
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
cBedeHns o XXypHanax cM. B pasgene «Begenue xypHana ACL» B aTom
OOKYMEHTE

Pexum komaHg

Pexum koHdurypaumm IPve ACL

PykoBoacTteo no
NCNOSb30BaHNIO

3anyctute 9Ty koMangy, 4tobbl gobaBuTb 3anMcn ACE B pexume
KoHdourypaumm ACL IPv6

pobaBbTe

e YT100bl OTunbTpoBaTh NakeTbl IPV6, 3a uckmoveHmem naketoB TCP wnn UDP,

3anucn ACE B ACL IPv6 cnegytowimm obpasom:

KomaHpga

[ sn ] { permit | deny } protocol { src-ipv6-prefix/prefix-len | host src-ipv6-
addr | any } { dst-ipv6-pfix/pfix len | host dst-ipv6-addr | any } [ dscp dscp ]
[ flow-label flow-label ] [ fragment ] [ time-rangetm-rng name ] [ log ]
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Onucanwne sh: ykasblBaeT nopsaakoBbin Homep ACE. 3HaveHue HaxoauTes B AuanasoHe
napameTpoB oT 1 00 2147483 647. STOT NOpPAAKOBLIA HOMEP onpefenseT nNpuopuTeT

aton 3anucn ACE B ACL. MeHbLUMIA NMOPSAKOBLIA HOMEpP YKasblBaeT Ha
6onee Bbicoku npuoputeT. ACE ¢ 6onee BbICOkMM npuopuTeTom Oyaet
npeanoyYTUTENBHO NCMONBb30BaTLCA AN CONOCTaBEHMs nakeToB. Ecnu Bol
He yKaxeTe nopsakoBbld Homep npu pobasneHmn ACE, cuctema
aBTOMaTM4yecku MPUCBOUT  MOPSOKOBbIA  HOMEP, KOTOpbIM  paBeH
nopsigzkosomy Homepy nocnegHero ACE B Tekywem ACL nnwoc 4ucno
npupawenna (no ymondauuio 10). Hanpumep, ecnv NopsiaKoOBbIN HOMEP
nocnegHen 3anucu ACE paseH 100, NOpsSAKOBbLIA HOMEP BHOBb
nobasneHHon 3anucu ACE 6yaet no ymonyanuio paseH 110. Bl moxeTe
HacCTPOUTL NpuUpaLLeHme.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatownm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

protocol: ykasblBaeT Homep npoTokona IPv6. 3HadeHne HaxoguTcs B
amnanasoHe ot 0 go 255. [Ina obnerdyeHnst nMcnonb3oBaHUA cUCTEMA
npenocTaBnseT 4YacTo MUCMOofb3yemble COKpaLleHNs HOMEPOB MPOTOKOSIOB
IPv6 Ons 3aMeHbl KOHKPEeTHbIX HOMepoB MpoTokonos IP, Bkntovas icmp,
ipv6, tcp 1 udp.

src-ipv6-prefix/prefix-len: ykasbiBaet, 4to IP-nakeTbl, OoTnpasBnsiemMble C
XOCTOB B YKa3aHHOM cermeHTte ceTtu IPv6, omnbtpytoTcs.

host src-ipv6-addr: ykasbiBaeT, YTO nakeTbl IPV6, oTnpaBrneHHbIe C XocTa C
yKasaHHbIM ncxogHblM IP-agpecom, ounbTpyroTCS.

any: ykasblBaeT, 4yTo naketbl IPv6, oTnpaBnsemble c nwoboro xocTta,
dunbTpytoTCS.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4To nakeTbl IPV6, oTNnpaBneHHbIe C XOCTOB
B yKa3aHHOM cermeHTte ceTtu IPV6, punbTpytoTcs.

host dst-ipv6-addr: ykasbiBaeT, 4To nakeTbl IPV6, oTnpaBnsemble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHa4vyeHusi, unbTpytoTCs.

any: ykasblBaeT, 4TO nakeTbl |IPv6, oTnpaBnsemble Ha nobon XOCT,
dumnbTpytoTCA.

dscp dscp: ykasbiBaeT, 4To nakeTbl IPV6 ¢ ykasaHHbiIM nonem dcsp B
3aronoske pUnNbTPyHOTCS.

flow-label flow-label: ykasbiBaeT, 4To nakeTbl IPV6 C yka3aHHbIM MOMEM
METKM NMOTOKa B 3arofioBke hunbTPYHOTCS.

fragment: ykasbiBaeT, 4TO PUNBLTPYIOTCA TONbKO PparMeHTUPOBaHHbIE
nakeTbl IPV6, KpoMe nepBbIX pparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4To 39T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHoMm. ACE BCTynaeT B CUITy TONbKO B Npegeriax aToro
BpeMeHHoro guanasoHa. [logpobHee O BpemMeHHOM [AuanasoHe CM. B
PYKOBOZCTBE MO HAaCTPOMKe BPEMEHHOIO Auarna3soHa.

log: ykasbiBaeT, 4YTO XypHanbl O6yQyT NepuoauMyecku BbIBOOUTLCH, €Cnu
OyayT HamgeHbl nakeTbl, cooTtBeTcTBylowme ACE. [ononHuTernbHble
cBefeHus o XypHanax cMm. B pasgerne «Begenve xxypHana ACL» B aTom
OOKYMeHTe
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Pexum komang | Pexxunm koHurypaumm IPve ACL

PykoBoacteo no | 3anyctute 3Ty Kkomangy, 4tobbl gobasute 3anucu ACE B pexume
ncnonb3oBaHuo | kKoHdurypaumm ACL IPv6

NMpumeHeHue ACL IPv6

KomaHga ipv6 traffic-filter acl-name {in | out }
OnucaHue acl-name: ykasbiBaet umsa ACL IPv6.
el in: ykasbiBaeT, 4yto 3T0T ACL KOHTponupyeT Bxogdwue naketbl IPv6

UHTepdenca.

out: ykasbiBaeT, 4TO 3T0T ACL KOHTponupyeT mcxogsuime naketbl |IPv6
UHTepdenca

Pexum komaHa | Pexuvm koHurypaumm nHtepdenca

PykoBogcteo no | Ota komaHga 3actaBnget ACL IPv6 pgenctBoBaTb Ha BXOAsLME WU
NCNONb30BaHNIO | UCXOAsALLME NakeTbl yka3aHHOro MHTepdenca

1.6.4.5. Npumep koHdUrypaumm

Hactponka ACL IPv6 ans 3anpeTta goctyna otgena uccnegoBaHum u paspaboTok (R&D)
K BupgeocepBepy

CueHapun:
Video Server
):1
\ 7/
N Financial Dept. 7 S. R&DDept. _-
PucyHok 1-6.

Warn e Hactponte ACL IPV6.
HacTpoukm e [lo6aBbTe ACE B ACL IPV6, 4TOoBbl npefoTBpaTUThL [OCTYN K

BMAEOCEPBEPY.
e [Jlo6aebte ACE B ACL IPV6, 4To6bl paspewwnTb Bce nakeTsbl IPV6.

e [lpumeHute ACL IPV6 Kk BXxoAdllemy HanpaBreHulo uHTepdeica,
NOAKMIOYEHHOro K 0TAEeNy uccneaoBaHnn n paspaboTok
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Swi swi(config)#ipvé access-list dev_deny_ipvévideo
swl(config-ipv6-nacl)#deny ipvé any host 200:1
swl(config-ipvé6-nacl)#permit ipvé any any

swl(config-ipvé6-nacl)#exit

swi(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)# ipvé traffic-filter dev_deny_ipvévideo in

MpoBepka Ha K otoena R&D nponuHroBatb Buaeocepsep. Ybeamtech, YTo onepaums
NPOBEpPKM CBA3M He yaanach

Swi swl(config)#show access-lists

ipvé access-list dev_deny_ipvévideo
10 deny ipvé any host 200::1
20 permit ipvé any any

swl(config)#show access-group
ipvé traffic-filter dev_deny_ipvévideo in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.5. HacTtponka ACLS80

1.6.5.1. dphbeKkT KOHUrypaumum

Ecnn IP ACL, pacwwupeHHbin ACL MAC, akcnepTHbin pacwmpeHHbin ACL n ACL IPv6 ¢
(PUKCMPOBAHHBbIMX MOMIAMW  COMOCTaBNIEHNS HE MOryT COOTBETCTBOBaTb TpeboBaHMsIM,
HacTponTe ACL80 ans HacTponkn nonen naketa, KOTopble HEOOXOANMO CONOCTaBUTb.

1.6.5.2. Llarn HacTpounku

HacTtpouka akcnepTtHoro pacwupeHHoro ACL

° si3aTerbH TPOUT KCNepTHbIN LLUMPEHHbIN , N Bbl XOTUT

Ob6gasatenbHo) HacTtponte akcne ac e ACL, ec otuTe
peanusoBaTb QyHkumMto ACL80. lNMogpoGHee O TOM, Kak HaCTPOUTb 3SKCMEPTHbIN
pacwmpeHHbin ACL, cM. B COOTBETCTBYIOLNX ONUCAHUSAX.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoOWCTB AOCTyna, arperauum n ggpa B
3aBMCUMOCTM OT pacrnpegerneHns nonb3oBaTenen. OKCNepPTHLIN paclumpeHHbin ACL
OENCTBYET TOMbKO Ha fOKanbHOM YCTPOWCTBE M HE BRUSAET Ha Opyrue yCTpOUCTBa B
ceTn.

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumMpeHHbin ACL

(O6s3atenbHo) [obasbTe 3anncn ACE B akcnepTHbIN pacumpeHHbin ACL, 4Tobbl HacTponTb
cooTBeTcTBYyOWMe nons. Ecnu B akcnepTHbIM pacwupeHHbin ACL He gobaBneHa HM oaHa
3anucb ACE, 3anpewatowme 3anucu ACE Gyayt otbpacbiBaTb BCe MakeTbl MO YMOMYaHUIO.
[ononHuTtenbHble cBegeHnsa o Tom, kak AobaBuTe ACE B 9KCNepTHbIN pacLUMPEHHbIA CINCOK
ACL, cM. B COOTBETCTBYHOLLMX OMUCAHUSAX.
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NMpumeHeHMe 3KcnepTHOro pacwmpeHHoro ACL

1.6.5.3.

1.6.5.4.

(O6si3atenbHo) [MpuMeHUTe aKCNepTHbIM  paclwmpeHHbin  ACL K yKazaHHOMY
nHTepdency, ecnm Bbl XoTuTe, 4Tobbl 3TOT ACL BCTYNUN B Cuny.

Bbl MOXeTe MpUMEHUTb 3KCNEPTHbIN paclunpeHHbin ACL K ykaszaHHOMY uHTepdency
YCTPOWCTB AOCTYNa, arperaumm n agpa Ha OCHOBe pacrnpefeneHus nonb3osarternen.
MpoBepka

Mcnonb3ynte cnegywowme wmeTtogbl Ana  npoBepkn addeKkToB  KoHdurypauum
aKkcnepTHoro pacwmpeHHoro ACL:
3anyctute komaHay ping, 4Tobbl NPOBEPUTL, BCTYMUAN NN B CUIY HACTPOWKU.

Cospgante nakeTtbl, cooTBeTCTBYOWME ACE, 4TOBbI NpoBEpUTL, AencTeytoT nn ACE.

CBsizaHHble KOMaHAbI

HacTponka akcneptTHoro pacwupeHHoro ACL

KomaHga expert access-list advanced acl-name
Onucanue acl-name: ykasblBaeT MMs 3KCnepTHOro pacwupeHHoro ACL. Wms
napameTpoB npegcraengeT cobon ctpoky oT 1 go 99 cumsonos. mss ACL He MoxeT

HaymHaTbCs ¢ umdp (0-9), «in» nnu «out»

Pexum

komaHg | Pexum rmobanbHom KoHpurypaumm

PykoBogcTBo no | 3anyctute 3Ty kKoMaHay, YToObl HACTPOUTL SKCMEPTHLIN pacLUMpeHHbI ACL
NCMNOSIb30BaHMIO | U1 BOUTU B PEXMM KOHIUrypaLmm SKCNEPTHLIX paclumpeHHbix ACL

Hob6aBneHune 3anucen ACE B 3KcnepTHbIN paclumpeHHbin ACL

KomaHga [sn] { permit | deny } hex hex-mask offset
OnucaHue sn: ykasblBaeT nopsakosbii Homep ACE. 3HavyeHne HaxoanTcsa B Auana3oHe
napamMmeTpoB oT 1 0o 2147483 647. STOT NOPSALAKOBLIA HOMEP onpeaensieT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgKkoBbii HOMEP YKa3blBaeT Ha
©onee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTtom Gyaet
npeanoyTUTENbHO NCMOSBb30BaTLCA ANA CONoCTaBneHnsa naketos. Ecnv Bbl
HEe YyKaxeTe MOpPsAKOBbIN Homep npu pgobaBneHnun ACE, cuctema
aBTOMAaTMYECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHnno (no ymonyanuio 10) nnoc NopsaKoBbLIN HOMEpP MOCHNEAHEro
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMeEpP MocreaHen
3anmcn ACE paeeH 100, nopsigkoBbii HOMEP BHOBb AoGaBneHHOM 3anmcu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MOXXeTe HacTpouTb NpupaLleHne
C MOMOLLbIO KOMaHAbI.

permit: yka3biBaeT, 4to ACE sBnsetca paspewwatonm ACE.
deny: ykasbiBaeT, 4To ACE saBnsieTcs 3anpeLatowmm ACE.

hex: ykasblBaeT Nonb3oBaTENbCKOE NPaBUIIO CONOCTaBIIEHUS, BblpaXXEHHOE
B LLECTHagUaTepuyHOM dopmate, Hanpumep, 08c6b300.

hex-mask: yka3blBaeT COOTBETCTBYIOLLYIO Macky
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Onuncanne offset: ykasbiBaeT HayanbHy No3nuuio conoctaeneHnsa. Hanpumvep, ecnm
napameTpoB coBrnagawulee cogepxkumoe — 08c6b300, coBnagarowas macka —

00ff0000, a HavanbHaa no3vuuss — 6, cpaBHuBaeTca MAC-agpec
Ha3HayeHns Kaxgoro naketa. Bce nakeTbl, y KOTOpbIX BTOpon GawT
MAC-agpeca HasHa4deHus paBeH dO, cooTBeTCTBYIOT aTOMy ACE

Pexxum komaHg,

OKCNepPTHbIN pacLUMPEHHbIA pexnm KoHdurypaumm ACL

PykoBoacTtso no
NCMNonb30BaHNIO

3anyctute 3Ty KomaHay, 4Tobbl gobaBuTb 3anncu ACE B 9KCMepTHbIN
pacLUMpPEHHbIN PexunmM KoHdurypauum ACL

MpumeHeHMe akcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group acl-n {in | out }
Onucanwne acl-id: ykasbiBaeT, 4TO K WUHTepdpency OyaoeTr  NpUMEHATbCA
napameTpoB NPOHYMEPOBAHHbLIN 3KCNEPTHbIN paclumMpeHHbIn ACL.

acl-name: ykasblBaeT, 4YTO K WHTepdency OyaeT NpUMEHSTLCH

MMEHOBaHHbIV 3KCMEPTHbIV pacumpeHHbin ACL.

in: ykasbiBaeT, 4to 9TOT ACL KOHTpOnupyeT BXoaswue nakeTtbl L2
nHTepdenca.

out: ykasbliBaeT, 4To 3TOT ACL KOHTpOnupyeT ucxogsline naketbl L2
nHTepdenca

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

OTa KomaHfa 3acTaBnsieT 3KCNepTHbIN paclumpeHHbin ACL gencteoBaTth Ha
BXOASALLME UITM UCXOASLME NaKeTbl YKa3aHHOIo UHTepdenca

1.6.5.5. NMpumep koHdUrypaumm

Criegylowmn npumep KoHUrypawmm onucbiBaeT TONbKO KOHdUrypaumm, cesidaHHble ¢ ACL.

Hactponka ACL80 ans orpaHu4YeHMA pecypcoB, AOCTYNHbIX NOceTUTeNnAMm (TpedyeTcs,
YTOObI NOCEeTUTENMN U COTPYAHUKNA HE MOITM O6LWaTLCA APYr C APYIrOM, NOCETUTENN MOIU
Nony4uTb AOCTYN K cepBepy o6LeAoCTyNHbIX PeCypCcoB, HO He K cepBepy (pMHaAHCOBbIX
OaHHbIX KOMNaHUW)
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CueHapun:
Financial Data Server :
10.1.1.1/24
s: VLAN 2 Visitors: VLAN 3
ni:192,168.1.0/24 P Segment:152.168.2.0/24
Gateway:192.168.1.1/24 Gateway:192.168.2.1/24
PucyHok 1-7.
Warun HacTtponTe akcnepTHbIN paclumpeHHbin ACL.
HaCTpoukn No6aBbTe ACE, 4To6bl 3anpeTuTh NakeThl, oTnpaensemsie ¢ MK B 30He
ans nocetutenen (VLAN 3) Ha INK cotpygHukos B VLAN 2.
[ob6asbTe ACE, 4TOObI 3anpeTuTb nNoceTuTensMm JOCTyn K cepBepy
PUHAHCOBbIX JaHHbIX KOMMaHUN.
[ob6aebte ACE, 4T06bI paspelunTb BCe NaKeThI.
Mpumennte ACL K BXodsllemy HanpasreHuo  UHTepdoenca
KoMMyTaTopa, KOTOPbIA NOAKITOYaEeTCa K roCTEBON 30HE
SW1 swl(config)#expert access-list advanced acl80-guest

swl(config-exp-dacl)#deny 08Cé6B3 FFFFFF 42
swl(config-exp-dacl)#deny 0A010101 FFFFFFFF 42
swl(config-exp-dacl)#permit 0806 FFFF 24
swl(config-exp-dacl)#permit 0800 FFFF 24

swl(config-exp-dacl)#exit

swl(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)#expert access-group acl80-guest in

MpoBepka

Ha «komnbloTepe noceTuTens nNpPONUHrynTe cepBep (PUHAHCOBbLIX
AaHHbIX. Y6eauTech, 4TO onepaums NpoBEPKM CBA3N He yaanach.

Ha komnbloTepe noceTuTenst NponuHrynTe cepeep o6LenocTynHOro
pecypca. YoeauTech, 4TO onepauus ping npowusia yCcrneLwHo.

Ha TIK nocetutena nponuHroBaTb agpec wno3a 192.168.1.1
coTpyaHuka. Ybeantechb, YTO onepaumsi NpOBEPKM CBA3W He yaanach
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MpoBepka e Ha komnbloTepe noceTuTens NOAKNIOYMTECH K VIHTEpHETY, Hanpumep,
nocetnte BebG-cant QTECH. Y6egutecb, 4YTO BeOG-CTpaHWLy MOXHO
OTKPbITb
SWi1 swl(config)#show access-lists

expert access-list advanced sss
10 deny 08C6B3 FFFFFF 42

20 deny 0A010101 FFFFFFFF 42
30 permit 0806 FFFF 24

40 permit 0800 FFFF 24

expert access-group acl80-guest in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.6. HacTtponka nepeHanpaBneHusa ACL

1.6.6.1. dphbeKkT KOHhUrypaumm

Hactponte dyHkumio nepeHanpasneHms ACL Ha yka3aHHOM MHTepdence, 4Tobbl HanpsmMyro
nepeHanpasnsaTb Yka3aHHble NakeTbl Ha MHTepdence Unu Ha Bcex nHTeperncax Ha ykasaHHbIN
nopT ANs AanbHenwen nepecsIsiku.

1.6.6.2. lLUarn HacTpomnkm

HacTponka ACL

o (ObGsizaTenbHo) YToObI peanusoBaTb nepeHanpasneHne ACL, HeobxogMmo cHavana
HacTpouTb ACL, Hanpumep, paclumpeHHbin IP-agpec, pacumpeHHsln MAC-agpec nnm
3KCNepTHbIN paclumpeHHbin ACL. [lononHutenbHble cBegeHns o Hactponke ACL cm. B
COOTBETCTBYIOLLMX ONUCAHUSX.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoWCTB [OCTyna, arperauum n sgpa B
3aBMCUMOCTM OT pacnpegeneHus nonb3oBatenen. ACL IPv6 genctsyeT TONMbKO Ha
NOKanbHOM YCTPONCTBE M He BNUSIET Ha Apyrne yCTpomucTBa B CETU.

Jdo6aBsneHne ACE B ACL

(OnuunoHnanbHo) ACL mMoxeT cogepxaTb HOMb unvM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, pyHKunsa nepeHanpasneHna ACL HegocTynHa. lMNogpo6Hee o Tom, kak gobaente ACE
B ACL, cM. B COOTBETCTBYIOLLMX OMNUCAHUSX.

Hactpowka nepeHanpaBneHus ACL

o (OGsizaTenbHo) Bkntounte nepeHanpaeneHne ACL Ha yka3aHHOM MHTepdence, ecnu
Bbl XOTUTE peanu3oBaTb nepeHanpasneHne ACL.

e Bbl MoxeTe HacTpouTb yHKUMIO NepeHanpasneHna ACL Ha ykaszaHHOM uHTepdence
YCTPOWCTB AOCTYNa, arperaumm u sgpa Ha OCHOBe pacrnpeaeneHus nonb3oBartenen.

1.6.6.3. NMpoBepka

OtnpaBbTe nakeTbl, cooTBeTcTBYOWME ACE, Ha nopT, rae BkntoyeHo nepeHanpasneHne ACL, a
3aTemM Ucnonb3ynTe nporpammHoe obecneyeHne Ons 3axBaTa NakeTOB Ha MOPTY Ha3HaYeHus,
4yTOObl NPOBEPUTL, AENCTBYET N (PyHKUMA nepeHanpasneHnsa ACL.
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1.6.6.4. CBA3aHHaA KoMmaHAaa

HacTponka cnucka KOHTponsa gocrtyna

MogpobHee o Tom, Kak HacTpouTb ACL, cM. B npeaplaywmnx onncanmsx IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmnpeHHoro ACL unn ACL IPv6.

Jdo6aesneHne ACE B ACL

MoapobHee o ToM, kak aobaenaTb 3anucn ACE B ACL, cMm. B npeablaywmnx onncanusx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL vnun ACL IPv6.

Hactpouka nepeHanpaBneHuss ACL Ha uHTepcpence

KomaHnga redirect destination interface interface-name acl {acl-id | acl-name } in
Onucanwne interface interface-name: ykasblBaeT UMS MoOpTa Ha3HaYeHuUs [AOns
napameTpoB nepeHanpasreHus.

acl-id: ykasbiBaeT ngeHtungpukatop ACL.
acl-name: ykasbiBaet umsa ACL.
in: ykasblBaEeT, YTO BXOASLLME NAKETbI MHTEpMenca nepeHanpaBnaloTCs

Pexum komaHa | Pexuvm koHurypaumm nHtepdenca

PykoBoacteo no | 3anyctute 3Ty komMaHgy, 4ToObl nepeHanpaBuTb BXoAsLME MaKeThbl
ncnonb3oBaHuo | nHTepdoerica, cootBeTcTByowme ACE, Ha nopT HasHavyeHust AOns
DanbHenLwen nepecbIsiku

1.6.6.5. NMpumep koHdUrypaumm

Cniegylowumn npumep KoHMrypawumm onucbiBaeT TOSNbKO KOHGUrypaumm, cesdaHHble ¢ ACL.

BknroyeHune nepeHanpaBneHnsa ACL ansa nepeHanpaBfieHUs NakeToB, OTNPaBMEeHHbIX C
xocTa 10.1.1.1, Ha yCTPOMCTBO 3axBaTa NakeToB ANA aHanu3a

CueHapun:

10.1.1.1/24 (Packets Capturing)

PucyHok 1-8.
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Warn e Hactpausaert IP ACL.
HaCTpOMKN e Jlo6aBbTe ACE B IP ACL, 4TOGbI pa3peLunTtb OTNpaBKy NakeToB C XOCTa
10.1.1.1.
e Bkniounte nepeHanpasnenne ACL Ha nopty Gi 0/1 n yctaHoBute nopt
Ha3Ha4deHuda Ha Gi 0/2
Swi swi(config)#ip access-list standard 1

sw1 (config-std-nacl)#permit host 10.1.1.1
swl(config-std-nacl)#exit
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/)#  redirect destination interface
gigabitEthernet 0/2 acl 1

Mpoeepka | 3axeaT naketoB Ha [K 2. MponuHryte Bugeocepsep Ha MK 1. Y6egutech, 4T0
3anpocsl ICMP, otnpaeneHHble ¢ 1K 1, nepexBaTbiBatoTca Ha K 2
SW1i swl#show access-lists

ip access-list standard 1

10 permit host 10.1.1.1

swl#show redirect interface gigabitEthernet 0/1

acl redirect configuration on interface gigabitEthernet 0/1

redirect destination interface gigabitEthernet 0/2 acl1in

1.6.7. Hactpounka rnmo6anbHomn Security ACL

1.6.7.1. 3dphbeKkT KOHUrypaumum

HacTtponte mobGanbHbin Security ACL, 4toObl npegoTBpaTuUTb AOCTYNM  BHYTPEHHUX

KOMMbOTEPOB

KOMMNaHWM K He3aKoHHbIM Beb-caviTam wnu npeaoTBpaTUTb aTaky BUPYCOB Ha

BHYTPEHHIOI0 CETb KOMMaHMK. Bbl Takke MOXXeTe HaCTPOUTb IKCKIO3NBHBIE MHTEpdencChl, YTOObI
paspeLmnTb onpeaeneHHbIM OTAeNaM KoMnaHum 4OCTynN K BHELLUHUM Beb-caTam.

1.6.7.2. LLlarn HacTpoMnKun

Hactpon

ka ACL

o (OGsizaTenbHo) HactponTe IP ACL, ecnu Bbl XOTUTE rMobarnbHO 3aWUTUTb BHYTPEHHIO

CeTb.

[ononHuTenbHble CBEAEHUS O MEeTOA4e HACTPOMKM CM. B COOTBETCTBYHOLLMX

onncaHunax.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoOWCTB AOCTyna, arperaumMm u ggpa B
3aBMCUMOCTM OT pacnpegeneHus nons3osaterien. KoHdurypaumm encTeyoT TOMNbKO

Ha 1o

KarbHOM YCTPOWCTBE U HE BMUSIIOT Ha ApYrie yCTPOMCTBa B CETU.

Ho6aBneHne ACE B ACL
(OnuuoHnanbHo) ACL mMoxeT cogepxaTb HOMb unvM Heckonbko 3anucenn ACE. Ecnn ACE He

HaCTpPOEH, 3TO

3KBMBAIEHTHO TOMY, 4TO rnobanbHbi Security ACL He cywecTtByeT. NoapobHee

0 ToM, Kak gobasutb ACE B ACL, CM. B COOTBETCTBYIOLLIMX OMUCAHUSAX.
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HacTpouka rmob6ansHoro Security ACL

o (OGsaAsaTtenbHo) Bkntounte dyHKumo rnobanbHom 6Ge3onacHOCTM, ecnv Bbl XOTUTE,
4yTO6bI rmobanbHbIM Security ACL BcTynunu B cuny.

e  Bbl MoxeTe HacTpouTb rnobanbHbii Security ACL Ans ycTporUcTB AoCTyna, arperaumm
N a4pa B 3aBMCMMOCTU OT pacnpefeneHuns nons3oBaTenei.

1.6.7.3. NMpoBepka

Bo BHyTpeHHen ceTn, 3awmuieHHon rnobanbHbiM Security ACL, nponuHrynte Beb-canTt unm
YCTPOWCTBO, 3anpeleHHble ACE, 4ToGbl NnpoBepuTb, AEUCTBYET N rnobanbHbin Security ACL.

1.6.7.4. CBA3aHHaA KomaHAaa

Hactpownka AC

[ononHuTtenkeHble CBEOEHUS O METOAE HACTPOMKM CM. B npeablaywmx onncanmax ACL.
Ho6asneHne ACE B ACL

[ononHuTtenkeHble CBEOEHUS O METOAE HACTPOMKM CM. B npeablaywmx onncanmax ACL.

HacTtpownka rmo6anbHoro Security ACL

KomaHga {ip | mac | expert } access-group acl-id {in | out }
Onuncanne acl-id: ykasbiBaeT ngentundgpukatop IP ACL.
napameTpoB

in: unbTpyeT BXoAsLmMe nakeTbl yCTPONCTBA.
out: hunbTpyeT ncxoasuime nakeTobl yCTPONCTBA

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty Komangy, 4Tobbl BKNMOUMTb rrobanbHbin Security ACL,
yT06bI ACL gencrBoBan Ha Bcex MHTepdencax L2 ycTponctea

HacTtpoika akckno3nBHro uHtepdgenca rnobansHoro Security ACL

KomaHpa

no global ip access-group

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 3Ty KoMaHay, YToObl aHHynMpoBaTh rnmobaneHbi Security ACL
Ha yKasaHHOM UHTepdence

1.6.7.5. NMNpumep koHdUrypaumm

Crniegyiowun npumep KoHUrypaumm onucbiBaeT TOSNbKO KOHdUrypaumm, cesdaHHble ¢ ACL.
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Hactponka rno6anbHoro Security ACL ana npegoTBpaweHuss gocTtyna oTgena
uccnenoBaHUM U pa3paboToK K cepBepy oTaena npopax, HO paspelleHus focTtyna
oTaena npoaax K aToMy cepsepy

Server of the Sales Dept
10.1.1.3/24
Gateway

10.1.1.1/24

2: VLAN 3
3.1.1.0/124

R&D Dept, 1: VLAN 2
IP Segment:12.1.1.0/24
Gateway:12.1.1.1/24
PucyHok 1-9.
Warun e HactpownTte pacwumpeHHbinn IP ACL «ip_ext_deny_dst_sale_server».
HacTpovikiA e [o6asbTe ACE, KkoTOpblii 3anpeliaeT YCTPOICTBY nNepechinathb

nakeTbl Ha y3en HasHaveHus 10.1.1.3/24.

e Hactponte ACL «ip_ext deny dst sale server» kak rnobanbHbi
Security ACL.

e HacTpownTe nHTepdenc, HanpsIMyo CBA3aHHbLIM C OTAENOM Npoaax, B
KayeCcTBe 3KCKMH3NBHOIO MHTepderica rmobansHoro Security ACL

SW1 swl(config)#ip access-list extended ip_ext_deny_dst_sale_server
swl(config-ext-nacl)# deny ip any host 10.1.1.3
swl(config-ext-nacl) #exit

swl(config)#ip access-group ip_ext_deny_dst_sale_server in
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# no global ip access-group

MpoBepka e Ha lK oTgena npogax nponMHroBaTb CEpBEpP OTAena npoaax.
Ybeautech, 4TO onepauusi ping npowuna ycrneLHo.

e Ha komnbtoTepax otgena R&D 1 v otgena R&D 2 nponuHroBaTb
cepBep oTgena npogax. Ybéeamutech, YTO onepaummn npoBepKn CBA3N
He BbIMOSHSAITCA

swl#tshow access-lists

ip access-list extended ip_ext_deny_dst_sale_server
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10 deny ip any host 10.1.1.3

swl#show running

ip access-group ip_ext_deny_dst_sale_server in
|
!

1.6.8. HacTtpounka kaHana 6e3onacHocTu

1.6.8.1. dphekT KOHUrypauum

Hactponte kaHan ©Ge3onacHocTn, 4TObGbl nakeTbl, OTBeYawlwue npasunam KaHana
6e3onacHOCTH, MOrnn 06xoanTb NPOBEPKM NPUMOXEHUI KOHTPONA AocTyna. HacTtponTe kaHan
6e3onacHOCTK, ecrnv NpuroXeHue ynpasneHns goctynom (Hanpumep, DOT1X) BKNHOYEHO Ha
uplink-uHtepdeince nonb3oBaTens, HO NOMbL30BATENO OOMKHO ObiThb pa3pelleHo BXOAUTb Ha
BebG-canT ana 3arpyskM HeEKOTOpbIX pecypcoB (Hanpumep, 3arpy3km MO QTECH) nepepg
ayTeHTudpukaumen DOTLX.

1.6.8.2. LLlarn HacTpounkun

HacTponka ACL

o (ObGsizatenbHo) Hactponite ACL nepeg HacTponkon kaHana 6e3onacHoOCTW.
[ononHuTtensHble cBEAEHMS O METOAE HAaCTPOMKM CM. B NpeablayLUMX ONUCaHUSAX.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpOWCTB [OCTyna, arperauun n ggpa B
3aBMCUMOCTM OT pacnpeaeneHuns nonb3osatenen. KoHdurypaumm gencTeyoT TOMbKO
Ha NokanbHOM YCTPONCTBE U He BNUSIOT Ha Apyrue yCTpoONCTBa B CETU.

Jdo6aesneHne ACE B ACL

(OnuunoHanbHo) ACL mMoxeT cogepxaTb HOMb unvM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH ans ACL, 9TO aKBMBaneHTHO TOMY, YTO KaHan 6e30macHOCTUM He BCTynaeT B cury.
Mogpo6Hee o Tom, kak gobasnte ACE B ACL, CM. B COOTBETCTBYHOLLMX ONUCAHNUSAX.

Hactpoika kaHana 6e3onacHOCTU Ha yKa3aHHOM UHTepdence unm rnodanbLHO

e Hactponte kaHan 6e3onacHOCTK Ha MHTepderice, ecnn Bbl XOTUTE, YTOOLI 3TOT KaHan
OesonacHoctn pabotan Ha WuHTepdence. HacTtponte rnobanbHbIN  KaHan
Oes3onacHoCcTh, ecnu Bbl XOTUTE, YTOObI STOT KaHan ©es3onacHoOCTM AencTBoBarn
rno6anbHo. Bbl OMKHBI HACTPOUTL kKaHan 6e3o0nacHOCTM Ha OCHOBE MHTepdenica nnm
rnobanbHbIN KaHan 6e3onacHoOCTW.

e Bbl MOXeTe HacTpouTb kaHan 6e30nacHOCTM AN YyCTPOWCTB AOCTyna, arperaumn m
agpa B 3aBUCUMOCTM OT pacnpeaeneHns nonb3oBaTenen.
HacTtponka 3Kcknio3uBHOro wuHtTepdenca p[na KaHana rnobanbHomn
6e3onacHocTuU
(OnumoHanbHO) HacTponTe WHTEPMENC Kak IKCKNIO3UBHbIN MHTepdenc ana rnobanbHoro

KaHana ©e30nacHOCTW, €eCnu Bbl HEe XOTUTe, 4YToObl rrnodanbHbIM KaHan 6e30nacHoOCTU
OencTBoBar Ha aToOM uHTepdeince.
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HacTpouka npunoxeHus KOHTpoOns AocTyna

e (OnuuoHanbHO) Bbl moxeTe Bknountb yHKumMio DOT1X mnu Beb-ayTeHTUdukaumm
ANS NpoBepku PyHKUMM KaHana 6e3onacHoCTw.

° Bbl MoxeTe HaCTpOuUTb (byHKLWII'O ynpasneHuna OOCTyrnomMm Ha yCTpOIZCTBaX Aoctyna,
arperaunn n Agpa B 3aBMCUMMOCTU OT pacnpeneneHna nonb3oBaTenen.

1.6.8.3. NMpoBepka

Ha [K, Haxogswemcsi nof KOHTPOMEM MPUIOXEHUS1 yrnpaBrieHuUst OOCTYNOM, MNPOMUHIyhTe
pecypcbl (YCTPOMCTBA UK CepBepbl), KOTOPbIM paspelleHo 06X0AMTb NMPOBEPKY NPUIOXKEHNS
ynpaeneHnst 4OCTYNOM, YToObl NPOBEPUTL KOHUrypaumio kaHana 6e3onacHoCTy.

1.6.8.4. CBA3aHHaA KomaHAaa

HacTponka ACL

MogpobHee o ToM, kak HacTponTb ACL, cM. B npeablaywmnx onucaHmnax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPV6.

Jdo6asneHne ACE B ACL

Mogpo6bHee o Tom, kak gobaenatb 3anncu ACE B ACL, cm. B npeabigywmx onucanmsx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unu ACL IPv6.

HacTpounka kaHana 6e3onacHOCTM Ha UHTepcence

KomaHga security access-group {acl-id | acl-name }
Onuncanne acl-id: ykasbiBaeT ngeHtudgumkatop ACL, HaCTPOEHHOro B Ka4yecTBe kaHana
napameTpoB 6e3onacHocTw.

acl-name: ykasbiBaeT umsa ACL,
©esonacHocTun

HaCTpoOeHHOro B Ka4vecTtBe KaHana

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, 4Tobbl HacTpouTb ykasaHHbii ACL B kavecTse
kaHana 6e3onacHOCTM Ha yka3aHHOM UHTepdence

Hactpoika rmob6anbHOro kaHana 6esonacHocTU

KomaHga security global access-group {acl-id | acl-name }
Onuncanne acl-id: ykasbiBaeT ngeHtndgpumkatop ACL, HAaCTPOEHHOro B Ka4yeCcTBe kaHana
napameTpoB 6e3onacHocTw.

acl-name: ykasbiBaeT wumsa ACL,
©esonacHocTun

HaCTpoOeHHOro B Ka4vecCcTtBe KaHana

Pexnm komaHa

Pexwum rnobanbHon koHUrypaumm

PykoBoacTteo no
NCMNOMb30BaHUIO

3anyctute 3Ty KomaHgy, 4Tobbl HacTpouTb ykasaHHbln ACL B kadecTse
rnobanbHOro kaHana 6e3onacHoOCTu
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HacTtponka 3Kkcknio3uBHOro wuHtTepdenca pAOna KaHana rnobanbHomn
6e3onacHocTU

KomaHga security uplink enable

Pexum komang | Pexum koHdurypaumm nHtepgenca

PykoBoacteo no | 3anyctute 3Ty KomaHgy, 4ToObl HacTpOUTb YKa3aHHbI WHTEpdENC B
NCMNOMb30BaHMIO | KAYeCTBE IKCKIM3NBHOIO MHTepdenca rnmobanbHOro kaHana 6e3onacHoOCTM

1.6.8.5. Npumep KoHdUrypaumm

Criegylowmn npumep KoHUrypawumm onucbiBaeT TOSNIbKO KOHGUrypaumm, cesasaHHble ¢ ACL.

BknroyeHne ayteHTudukaumm DOT1X M HacTpomka KaHamna 6e30nmacHOCTU, 4TOObI
nonb3oBaTenM MOIMNKU 3arpyxaTb nporpammHoe obecneyeHne QTECH c cepBepa ao
ayTeHTUdMKauumn

CueHapui:
i
SVIE10.1.1.1 | Gi0/4
SVI11.1.11 ‘ Gi 01
/,’ s\\\
B b N
- )
\ \}/ \\/ /
~. PC1 PC2 -
[‘.ii-,?’-"—;i:!"!’l-‘l' Devices: VLAN 1
IP Segment : 11.1.1.0/24
Gateway:11.1.1.1/24
PucyHok 1-10.
Warn e HacTpownTe akcnepTHbIN paclumpeHHbln ACL "exp_ext_esc".
HacTpoukm e [lo6aBbTe ACE, uTo6bl paspelumTb MEepechbiniky NakeToB Ha y3en

HasHa4veHns 10.1.1.2.
e [Jlo6aBbte ACE, utobbl paspewnTb naketsl DHCP.
e [Jlo6aebte ACE, uToObl paspewntb naketol ARP.

e Ha uHTepdence, roe BkoveHa ayTeHTUdMKauna DOTLX, HacTponTe
ACL «exp_ext_esc» B Ka4yecTBe kaHana 6esonacHocTu
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SW1

swl(config)#expert access-list extended exp_ext_esc
swl(config-exp-nacl)# permit ip any any host 10.1.1.2 any
swl(config-exp-nacl)# permit 0x0806 any any any any any
swl(config-exp-nacl)# permit tcp any any any any eq 67
swl(config-exp-nacl)# permit tcp any any any any eq 68
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# security access-group exp_ext_esc

MpoBepka

e Ha TIK otoena npogax nponvHroBaTb CepBep OTAena npoaax.
Ybeautech, YTO onepaums ping npoLuna ycneLuHo.

e Ha«komnbioTepax otaena R&D 1 notaena R&D 2 nponuHrosaTth cepsep
oTaena npojax. Ybegoutecb, 4TO onepaumm MNPOBEPKM CBSA3U He
BbINONHATCA

swl#show access-lists

expert access-list extended exp_ext_esc
10 permit ip any any host 10.1.1.2 any

20 permit arp any any any any any

30 permit tcp any any any any eq 67

40 permit tcp any any any any eq 68......

swl#show running-config interface gigabitEthernet 0/1

KoHdurypaumsa nocTpoeHus. ..
Tekywasn KoHdurypauus: 59 6ant

nHTepdenc GigabitEthernet 0/1

security access-group exp_ext_esc

1.6.9. Hactponka ACE Ha ocHOBe BpeMeHHOro guana3soHa

1.6.9.1. OdphbeKkT KOHUrypauum

HacTtponte ACE Ha ocHOBe BpPeMEHHOIO AnanasoHa, ecnm Bbl XoTute, 4Tobbl HekoTopble ACE
BCTyrnann B CUMNY WX CTAHOBWUIIUCb HEAEWCTBUTENLHBIMU B YKa3aHHbIA Nepuos BpeMeHW,
Hanpumep, B HEKOTOPbIX BPEMEHHbIX Auana3oHax B Te4YeHe Heaenu.

1.6.9.2. lLlarn HacTpounkun

Hactpownka ACL

e (O6sasatenbHo) Hactponte ACL, ecnu Bbl xoTuTe, 4tobbl ACE BCTynanu B cuny B
yKka3aHHOM Auana3oHe BpeMeHu. [lononHnTenbHble CBEAEHWS O METOAE HACTPOMKM CM.
B NpeabiayLUMX ONMCaHUsX.
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e Bbl mMoxeTe HacTpouTb aToT ACL Ansi ycTpoWcTB AOCTyna, arperauumM v sgpa B
3aBUCUMOCTU OT pacnpeaeneHus nornb3oBaTtenei. KoHdurypaumm oencTByroT TOMbKO
Ha NoKanbHOM YCTPOMCTBE U He BINUSIIOT Ha ApYyrMe YCTPOCTBa B CETU.

Ho6aeneHne ACE c ykazaHHbIM AnanasoHOM BpeMeHU

(O6si3aTenbHO) Ykaxute BpeMeHHOM Amanas3oH npu gobaesneHun ACE. [Ona nonyyexus
noapo6bHon MHgopMaumMm 0 TOM, Kak HAaCTPOUTb BPEMEHHOW Auanas3oH, CM. PyKOBOACTBO MO
HaCTpoVike, CBA3aHHOE C BPEMEHHbIM Auana3oHoM.

NMpumeHeHne ACL

e (OGsasatenbHo) Mpumennte ACL K ykaszaHHOMY MHTepdeNncy, eCnn Bbl XOTUTE, YTOObI
ACE BcTynanu B cuny B yka3aHHOM AuanasoHe BpeMEHM.

o Bbl mMoxeTe npumeHuTb IP ACL K ykasaHHOMY MHTepdency YCTPOWCTB AOCTyna,
arperauuv 1 sgpa B 3aBUCMMOCTM OT pacnpeaeneHns nonb3oBaTenen.

1.6.9.3. NMpoBepka

B AwanasoHe BpeMeHW, B TeYeHWe KOTOpPOro HacTpoeHHblh ACE BCTynaeT B Cuny unm
CTaHOBUTCHA HeOEeWCTBUTESNbHbIM, 3anycTuTe KomaHay ping wniu  cosgamTe  NakeThl,
cootBeTcTBYoWmMe ACE, 4ytoObl npoBepuTb, BCcTynaet nn ACE B cuiy unm CTaHOBUTCS
HeOencTBUTENbHbIM.

1.6.9.4. CBaA3aHHaA KomaHAaa

HacTtponka ACL

[ononHuTteneHble cBegeHMs 0 KoMaHgax HacTponku ACL cm. B 6onee paHHUX onucanuax IP
ACL, pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unm ACL IPv6.

HNo6aBneHne ACE ¢ ykazaHHbIM AnanasoHOM BpeMeHU

[ononHuTteneHble cBegeHMs o komaHgax Hactporku ACE cm. B 6onee paHHMX onucaHuax IP
ACL, pacwmpeHnHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unm ACL IPv6.

NMpumeHeHne ACL

[ononHuTenbHble cBegeHNs 0 kKomanae Ansa npumeHeHns ACL cMm. B 6onee paHHMX ONUCaHUAX
IP ACL, pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL nnu ACL IPv6.

1.6.9.5. NMpumep koHdUrypaumm

Criegylowumn npumep KoHUrypawumm onucbiBaeT TOSNTbKO KOHGUrypaumm, cesdaHHble ¢ ACL.
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HNo6aBneHne ACE c ykazaHHbIM BpeMeHHbIM AMana3oHOM, YTOObI pa3pewmTb
oTtaeny uccnegoBaHui u paspaboTtok goctyn B UHTepHeT ¢ 12:00 go 13:30 kaxAabin

OEeHb.
CueHapun:
: Router
Breakout Sl i " =
AL FE R & /2 IP:110.1.1.2
Gateway h
)
Gi01 11.1.1.2
SV211.1.1.1 Gi0R
SWi1 =
S\ 1.1.1 Gi0
//" “‘\
s, ) \
l//*l % - I )
\\ \/\ \“/ /’
PC1 PC2 e
R&D Dept 'T\"I—A—N 1
IP Segment;10.1.1.0/24
Gi‘:t'_'\'r:]‘y' 10.1.1.1
PucyHok 1-11.
Waru HacTtponte BpemMeHHOW Amanas3oH C MMEHeM «access-internet» u
HaCTPOMKK pobaBbTe 3anucb BPEMEHHOro amanasoHa mexay 12:00 n 13:30
KaXkObln OeHb.
Hactponte IP ACL "ip_std internet_acl".
[ob6aebTte ACE, 4TOObI paspelumnTb NakeTbl C UCXOAHbIM IP-agpecom
B ceteBoM cermeHTe 10.1.1.0/24, n cBsxute atot ACE ¢ yacoBbiM
NosicoM «access-internety.
[obaebte ACE pna 3anpeta nakeTtoB € UCXogHbiM IP-agpecom
cermeHTa cetn 10.1.1.0/24. JocTtyn K VIHTEpHETY 3anpeLleH, kpome
KaK B YKa3aHHbI Nepuog BpEMEHU.
[ob6aebte ACE, 4T06bI paspelnTb BCe NaKEThI.
Mpumennte ACL K wucxogsdllemy HanpasrieHuto uHTepdenca,
NOLKITHOYEHHOrO K KOMMYTALMOHHOMY LUNHO3Y
SW1 QTECH(config)# time-range access-internet

QTECH(config-time-range)# periodic daily 12:00 to 13:30
QTECH(config-time-range)# exit

swl(config)# ip access-list standard ip_std_internet_acl
swl(config-std-nacl)# permit 10.1.1.0 0.0.0.255 time-range access-internet
swl(config-std-nacl)# deny 10.1.1.0 0.0.0.255

swl(config-std-nacl)# permit any

swl(config-std-nacl)# exit

swl(config)#int gigabitEthernet 0/2
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swl(config-if-GigabitEthernet 0/2)# ip access-group ip_std_internet_acl out

MpoBepka e B npomexyTtke Bpemenu ¢ 12:00 go 13:30 noceTtute Beb-cant QTECH
Ha [MK oTtoena wuccnegoBaHui W paspaboTok. Ybeautechb, 4TO
Be6-CalNT MOXHO OTKPbITb B OObIYHOM pexunme.

e BHe pguanasoHa BpemeHn c¢ 12:00 go 13:30 nocetute BeOG-canT
QTECH Ha INK otaena nccnenosaHuin n paspaboTok. YoeanTech, YTo
Beb-canT He MoXeT ObiTb OTKPbLIT

SW1 swl#show time-range

time-range entry: access-internet (inactive)
periodic Daily 12:00 to 13:30

swl#tshow access-lists

ip access-list standard ip_std_internet_acl

10 permit 10.1.1.0 0.0.0.255 time-range access-internet (inactive)
20 deny 10.1.1.0 0.0.0.255

30 permit any

swl#show access-group
ip access-group ip_std_internet_acl out
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.10. HacTtpounka kommeHTapueB ana ACL

1.6.10.1. 3dochekT KOHhUrypauum

Ecnu Bo Bpems obcnyxusanusa cetn MHorme ACL HacTpoeHbl 6e3 kakux-nnbo KommeHTapues,
BMOCNeACTBUN 3TU CMIUCKN CINOXHO pasnnyunTb. Bel MoxeTe HacTpouTb KommeHTapun ansa ACL,
4YTOObI NyYLle NOHATL NpeanonaraemMoe ncnosnb3oBaHne ACL.

1.6.10.2. lLUarn HacTpoOMnKu

Hactpownka ACL

o (OGsizatenbHo) Hactponte ACL nepeg HacTponkon kaHana 6e3onacHOCTMW.
[ononHuTtenbHble CBEAEHMS O METOAE HACTPOMKM CM. B NPeAbiayLUMX ONUCAHUSX.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ans ycTpoWCcTB AoOCTyna, arperauum n sgpa B
3aBMCUMOCTM OT pacnpefeneHus nons3osaterien. KoHdurypaumm encTeyoT TOMNbKO
Ha roKaribHOM YCTPONCTBE U He BIUSAIOT Ha ApYyrne yCTPOMUCTBa B CETU.

Hactpownka kommeHTapueB ansa ACL

(OnumoHanbHo) HactponTte kommeHTapun ana ACL, 4tobbl ynpocTuTb ynpaBneHve wu
NoHMMaHue HacTpoeHHbIX ACL.
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Ho6aBneHne ACE B ACL

(OnuuoHanbHO) ACL mMoXeT cofepxaTb HOMb uUnuM Heckonbko 3anucenn ACE. Ecnn ACE He
HaCTPOEH, 3TO IKBMBASIEHTHO TOMY, YTO KaHan 6e3onacHocTu He aenctseyeT. [NogpobHee o Tom,
kak gobasnte ACE B ACL, CM. B COOTBETCTBYIOLLMX OMMUCAHUSAX.

Hactpownka kommeHTapueB ansa ACE
(OnumoHanbHo) YTo6bl 06nerynTb NoHMMaHue HacTtpoeHHoro ACL, Bbl MOXeTe HacTpouTb
kommeHTapumn ana ACE B gononHeHue K kKommeHTapuam gns ACL.
1.6.10.3. NMpoBepka
3anyctute Ha yCcTpomcTBe komaHngy show access-lists, 4ToObl 0TOGpPa3snTbL KOMMEHTapuu,
HacTpoeHHble ans ACL.

1.6.10.4. CBA3aHHaA KoMaHAaa

HacTtponka ACL
MogpobHee o ToM, kak HacTponTb ACL, cM. B npeablaywmx onucanmnax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPV6.

Hactpownka kommeHTapusa ana ACL

Mcnonb3ynte nobon M3 cnegylowmx OByX METOOOB AN HACTPOMKM KOMMEHTapusa aOns
ykasaHHoro ACE B ACL.:

KomaHga [sn] remark comment
Onuncanne comment: ykasblBaeT KOMMeHTapui. 3HayeHue npegcTaBnseT cobown
napamMmeTpoB ctpoky ot 1 go 100 cumeonoB. KommeHTapun gnuHHee 100 cumBonos

Oypet obpesaH go 100 cumeonos.
sn: ykasbiBaeT ngeHtndgukatop ACE

Pexum komang | Pexum koHdurypaumm ACL

PykoBoacteo no | 3anyctute aTy KoMaHay, YToObl HACTPOUTbL KOMMEHTapU AN yKa3aHHON
ncrnonb3oBaHuto | 3anvcn ACE B ACL. Ecnn sn He HacTpoeH, KOMMeHTapun HacTpansaeTcs
ansa nocneaHen ACE

Komanpa access-list acl-id sn-remark comment
Onuncanne acl-id: ykasbiBaeT ngeHtndgukatop ACL.
napameTpos comment: ykasbiBaeT KOMMEHTapuil. 3HaueHuWe npencTaBnsier coboi

ctpoky oT 1 go 100 cumsonoB. KommeHTapun gnnHHee 100 cumBonoB
Ooypet obpesaH go 100 cumBoros.

sn: ykasbiBaeT ngeHtndpukatop ACE

Pexum komaHg | Pexxnm koHurypauum
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PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 3Ty KOMaHAy, YToObl HACTPOUTbL KOMMEHTapUM ANSA yKasaHHOW
3anucu ACE B ACL. Ecnun sn He HacTpoeH, KOMMEHTapuin HacTpamBaeTcs
ans nocnegHen ACE

Jdo6aesneHne ACE B ACL

MoapobHee o ToM, kak aobaenaTb 3anucn ACE B ACL, cMm. B npeablaywmnx onncanusx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL vnun ACL IPv6.

Hactpownka kommeHTapueB ans ACE
Wcnonb3yiiTe ntoboi n3 cnegyowmx AByX METOAOB, YTOObI HACTPoUTL kKoMMeHTapuii anst ACE:

Komanpa remark comment
Onucanwne comment: ykasblBaeT KOMMeHTapui. 3HadyeHue npencrasnsieT cobomn
napameTpoB ctpoky ot 1 go 100 cumsonos. KommeHTapuin gnuHHee 100 cumBonoBs

Oynet obpesaH go 100 cumeonos

Pexxum komaHpg,

Pexwum koHdurypaumm ACL

PykoBoacTteo no

3anycTute 3Ty KoMaHay, YToObl HACTPOUTL KOMMEHTapUA AN yKa3aHHOro

ncnonb3oBanuto | ACE

KomaHpa access-list acl-id remark comment
Onuncanne acl-id: ykasbiBaeT ngeHtudukatop ACL.
napamMmeTpoB OTTTTEE

yKasblBaeT KOMMEHTapun. 3HayeHue npencrtaenseTr cobon
cTpoky oT 1 go 100 cumsonoB. KommeHTapun gnuHHee 100 cumBonoBs
Oynet obpesaH go 100 cumeonoB

Pexum komaHg

Pexunm rmobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anycTtuTe 3Ty kOMaHAy, YToObl HACTPOUTbL KOMMEHTapUI ANs yka3aHHOro
ACE

1.7. MOHUTOPUHT

1.7.1. OumncTtka

OnucaHue

KomaHpa

OunLlaeT cHEeTYNKU
cornocTtaBneHnda naketos ACL

clear counters access-list [ acl-id | acl-name ]
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OnucaHue KomaHga

OunuiaeTr cYeTUYMKK
COOTBETCTBYHOLLMX
3anpewarowmm ACE

NaKkeToB,

clear access-list counters [acl-id |acl-name ]

1.7.2. OToGpaxeHue

OnucaHue

KomaHpa

OT1obpaxaeT ocHoBHble ACL

show access-lists [ acl-id | acl-
ame | [summary]

OTtobpaxaeT 3anucu ACE nepeHanpaBneHus,
npuBa3aHHble K Yyka3aHHOMY WHTepdency. Ecnu
WHTepdenc  He  yKkasaH, otobpaxatotca  ACE

nepeHanpasneHus, NpuBs3aHHbIE KO BCeEM UHTepdencam

show redirect [ interface

interface-name |

OtobpaxaeT
nHTepdency

koHurypaumm ACL, MpUMEHEeHHble K

show access-group [interface
interface-name |

OtobpaxaeT
nHTEpency

KoHdurypauum [P ACL, NpuUMEHEHHble K

show ip access-group [interface
interface-name |

OtobpaxaeT paclmpeHHble koHdburypaumm ACL MAC,
NPUMeEHEeHHbIE K MHTepdency

show mac access-group
[interface interface-name |

OTtobparkaeT 3KCNepTHbIE pacCLUMPEHHbIE KOHMUrypaLumm
ACL, npyuMeHeHHbIe K MHTepdency

show expert access-group
[interface interface-name |

OtobpaxaeT koHdurypaumm ACL IPv6, NnpMMEHEHHbIE K
nHTEpency

show ipv6 traffic-filter [interface
interface-name |

OtobpaxaeT wuHdopmaumio TCAM wnn  ykasaHHyH
nHdopmaumio TCAM

show acl res [ dev dev-num [ slot
slot-num]]

1.7.3. OTnapka

CucTeMHble pecypcbl 3aHsATbl MPU BbIBOAE OTNAfAoYHOM WHGopmaumu. Mo3aTomy oTkMouMTe

0TnagKy cpasy nocre UCrnonb3oBaHus.

OnucaHune Komanga

Otnagka paboTtatowero npouecca ACL

debug acl acld event

OTtnapka knmeHtoB ACL

debug acl acld client-show

(@ arecy
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OnucaHune KomaHaa
Otnagka cnmuckoB ACL, cosgaHHble Bcemn | debug acl acld acl-show
knneHtamm ACL
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2. HACTPOUKA QOS
2.1. O630p

KauecTtBo 0b6cnyxmBaHusa (QoS) no3sonsieT o6ecneunTb XopoLune BO3MOXKHOCTN 06CyKnBaHUA
AN yKasaHHOW ceTu C UCNOMb30BaHMEM Pa3fINYHbIX TEXHONOMMIN MHAPACTPYKTYpPbI.

Korpa nponyckHas CNocoBHOCTL CeTH AOCTaTo4Ha, BCe NOTOKN OaHHbIX MOTYT ObITb npaBuJibHO
06p860TaHbl; Korga npoucxoauT neperpys3ka cetn, BCe NOTOKU AaHHbIX MOryT ObITb OT6p0LlJeHbI.
YTobbl YAOBNETBOPUTb Tpe6OBaHVIF| nonb3oBaTenen K pPa3nnyHbIM NMPUNIOXKEHNAM N Pa3rM4HbIM
YPOBHAM Ka4yecCTBa O6CJ'Iy)KVIBaHVI$|, CceTb [AOJPKHa MMEeTb BO3MOXHOCTb pacnpeaendatb u
nnaHMpoBaTb pecypCbl Ha OCHOBE Tpe6OBaHI/IIZ nonb3oBaTtenen n obecnevnBaTtb pas3nn4yHble
YPOBHU Ka4vecCTBa O6CJ'Iy)KI/IBaHVI$| Ana pas3rinyHblX NOTOKOB AAHHbIX. B yactHoCcTU, ceTb MOXeT
06pa6aTbIBaTb BaXHbl€ NakeTbl JaHHbIX B peXunme pearibHoro BpemeHun C bonee BbICOKUM
nNpUopmnuTeToOM M O6pa6aTbIBaTb nakeTbl HE B pearibHOM BpEMEHU U obLmne nakeTbl AaHHbIX C
donee HN3KNM NPUOPUTETOM N OaXKe 0T6paCbIBaTb nakeTbl AaHHbIX NMPpU Neperpy3ke ceTun.

Ncnonb3yembii TpaguUMOHHBIMU CETAMU «YyYLLNMA» MexaHu3Mm nepeagpecauun 6onblie He
MOXeT yOoBNeTBOpATbL TpeboBaHnaAM, 1 Toraa Bo3HnkaeT QoS. YcTponcTtea ¢ nogaepxkon QoS
obecneumBaloT kayecTBo nepegaym QoS. MNMpuopuTteT nepegavm MOXeT ObITb HA3HAYEH NOTOKaM
AaHHbIX TWMa, 4Tobbl MOEHTUOUUMPOBATL BAXXHOCTb MOTOKOB AaHHbIX. 3aTeM ycTpoucTea
NPeaoCTaBnAOT NONNTUKN NEPECHINKM ANS PasnuYHbIX NMPUOPUTETOB, YMEHbLLEHWUSI NEPErPY3KM
N apyrme mMexaHusmbl Ans NpeaocTaBneHns cneumanbHblX YCNyr nepegayn anst 3Tux noTOKoB
AaHHbIX. CeTeBoe OKpyxeHue, HacTpoeHHoe ¢ QOS, MoxeT obecneunTb NpeackasyeMoCcTb
Npou3BOAUTENBHOCTN CeTU, AheKTMBHOE pacnpeneneHe nponyckHOM CNOCOBHOCTM CeTu U
pa3yMHOe 1CMOoSib30BaHNE CeTEBbIX PECYPCOB.

2.2. NMpunoxeHun

MNMpunoxeHue OnucaHue

OrpaHnyeHme ckopocTu OcHOBbIBasACb Ha pasnnyHbiX TpeboBaHUAX K OBCMY>XMBAHWIO
nHTepdemnca + KamnycHom ceTu, obecnedbTe YynpaBrieHNE CKOPOCTbIO M
nepemMapKkMpoBka npuopuTeTHyto 0o6paboTKy ucxogsdwero Ttpaduka ydebHoro
npuoputeTa Kopnyca, nabopaTtopuin n o6LLEXNTUSA

M3meHeHne npuoputeta + | ObecneunTtb NPMOPUTETHYIO 06pabOoTKy U KOHTPOSb MPOMYCKHOWM
NaHMpoBaHWe oYepeam CNocoBHOCTM AnsA Tpadmka BHYTPEHHEro AOCTyNa Kk cepBepam
npeanpusaTUs

2.2.1. OrpaHnyeHue CKOpoOCTU UHTepdenca + nepemMapkMpoBKa npuopurteTa

2.2.1.1. CueHapun

YTto6bl cOOTBETCTBOBATDL CIY>KeOHbIM TpebOBaHMSIM HOpMarbHOro 00y4YeHMs, LWKONa BblABUraeT
cnegyowme TpeboBaHus:

e OrpaHuunBante Tpaduk goctyna B UHTepHeT go 100 MB n otbpackiBante nakeTbl
CBEpX nMmMmuTa.

e  OrpaHuumBanTe ucxogawmn Tpaduk 3gaHus obwexmntna go 50M n otbpacbiBanTte
nakeTbl CBEpPX NMMMUTA.
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OrpaHnymBanTe CKOpOCTb MakeToB C npuoputeTtoM DSCP 7, oTnpaBneHHbIX U3
na6opatopuii meHee 20M, n nameHute npnoputeTel DSCP ansa aTux NnakeToB, CKOPOCTb
KoTopbIx npeBbiwaeT 20M, Ha 16.

OrpaHunumBainTe ncxoaswmn tpadmk yyebHoro kopnyca no 30M otbpacbiBanTe nakeTbl
CcBepX numuTa.

Teaching Building

192.168.194.0/24

_Laboratory Building

® 192.168.195,0/24

Switch A

Dormitory Building

192.168.196.0/24

PucyHok 2-1.

LWkona nopkntoyaet GigabitEthernet 0/24 kommyTtaTtopa A K WHTepHeTy B uplink-kaHane wu
nogkrtoyaeT GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3 kommyTaTopa A K
yuyebHomy kopnycy, nabopatopun (192.168.195.0) n kopnycy obwexutmns (192.168.196.0) B
downlink-kaHane cOOTBETCTBEHHO.

2.2.1.2. PasBepTbiBaHue

HacTtponTte orpaHnyeHne ckopoctu uHTepdenca QoS ana wuHtepdenca GO0/24
KoMmmyTaTopa A ans nogknodeHna K HTepHeTy. HacTponTe orpaHMyeHue CKOpOCTuU
QoS Anga nakeToB, OTNPaBNAEMbIX U3 OBLLEXNTUA Ha KOMMYyTaTope A.

YcTaHOBUTE OrpaHM4YyeHMe CKOPOCTM [Afi9 NaketoB C npuoputetom DSCP 7,
oTnpaensiemMbix u3 nabopatopun, Ha 20M n nepemapkmpynte npuoputet DSCP gns
NakeToB, BbIXOOALMX 32 Npeaenbl OrpaHNYeHns CKopocTu, Ha 16.

HacTtponte orpaHudeHne ckopoctn QOS ans nakeToB, OTNpaBnsemMblX U3 y4ebHOro
Kopnyca Ha kommyTaTtope A.

2.2.2. \ameHeHue npuoputeTa + nraHMpoBaHune ovyepeau

2.2.2.1. CueHapun

HacTtpoinTte nepemapkupoBKy MPUOPUTETOB W MNMaHUPOBaHME o4yepeden B COOTBETCTBMM CO
cnegyowmmmn TpeboBaHnsaMU:

Korga otaen nccnegosaHui 1 pa3paboTok 1 OTAeNn MapKkeTUHra nosyyatoT AOCTyn K
cepsepam, NpMopuTeTbl NAKETOB CepBepa crneayroLume:
NoYTOBbLIN cepBep> hannoBbLIN CEPBEP> CEPBEP 3anpoOCOB O 3apnnaTe.

He3aBncMmo OT TOro, korga oTtaen KagpoB nosfyyvaeT noctyn k WHTepHeTy wnu
cepBepam, kommyTaTop obpabaTbiBaeT COOTBETCTBYHOLUME MaKeTbl C HaWMBLICLUMM
NPUOPUTETOM.

Mockonbky npu paboTe KomMMyTaTtopa 4acTO BO3HWKaeT neperpyska cetu, Ans
obecneveHnss ©GecnepebonHon paboTbl ©OusHeca HeobxoaMMO WCMONbL30BaTb
nnaHvposaHne odvepean WRR anda nnaHvpoBaHua IP-naketoB And  OTOEnNoB
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nccnenoBaHun 1 pas3paboTok, U MapKeTUHra Ansg AOoCTyna K NovtoBov 6ase AaHHbIX,
doarnnoBor 6ase AaHHbIX U Ga3e AaHHbIX 3anpocoB O 3apaboTHOM nnaTe Ha OCHOBE
COOTHOLUEHUa 6:2:1.

Salary Query Server

—g 192.168.10.1

Mail Server

R&D Department

'S

192.168.10.2

®

2
HR Management
Department File Server
f‘] 192.168.10.3
<

PucyHok 2-2.

OTtgenbl uccnegoBaHuin n pas3paboTok, MapKeTMHra M ynpasfeHns NepcoHaniomMm nosy4varT
poctyn K wuHtepcpericam GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3
kommyTatopa A cooTBeTCcTBeHHO. CepBep 3anpocoB O 3apnnarte, MNOYTOBbIN cepBep U
dhannosbIn cepBep nogknoyeHsl k GigabitEthernet 0/23 kommyTtaTopa A.

2.2.2.2. PasBepTbiBaHue

e Hactponte 3HayeHus CoS NOTOKOB AaHHbLIX 49 OOCTYNa K pa3HbiM cepBepam, YTobbI
rapaHTMpoBaTtb, YTO KOMMyTaTop ObpabaTbiBaeT nakeTbl AN pa3HblX CEepBepoB C
pasHbIMK NpyopuUTETaMM.

e YcTaHoBUTe 3HadeHne COS uHTephenca No ymMonyaHuio Ha KOHKPETHOe 3HayeHue,
4yTOObl rapaHTMpoBaTb, 4YTO KOMMYyTaTop OOpabaTbiBaeT nakeTbl, OTNPaBIEHHbLIE
OTAEeNIoM ynpaBfieHWsi NepPCOHaNoM, C HaMBbICLLMM NPUOPUTETOM.

e Hactponte nnaHupoaHune ovepeam WRR, 4Tobbl rapaHTMpoBaTh, YTO NAKeTbl JAHHbIX
nepegaroTcd B onpegeneHHOM COOTHOLUEHUN KOMNNYECTBa.

2.3. OcobeHHOCTH
2.3.1. OcHOBHasA KOHUenuus

2.3.1.1. DiffServ

Pexum gudpdepeHumpoBaHHbix yenyr (DiffServ) — ato cuctema IETF, Ha ocHoBe koTopon Q0S
peanu3yetca B npogyktax QTECH. Cwucrema DiffServ knaccuduumpyet Bce NakeThl,
nepegaBaemMble B CeTW, MO pasHbiM Tunam. MHdopmaums o knaccudukaumm BKNoYeHa B
3arosioBKkM NakeToB ypoBHen 2/3, Bkrtoyasa npuoputeTtbl 802.1P, IP n IP DSCP.

B cetun, coBmecTtnmon ¢ DiffServ, Bce ycTponctsa NpMMEHSIOT OL4HY U Ty XXe NOMUTUKY CryXObl
nepegayn K nakeTam, COAEepXalym OOUHAKOBYIHO MHGOpPMauMio O Krnaccudpuvkaumm, wu
NMPUMEHSIIOT pasHble MONMTUKM ChAyXObl nNepedayn K naketam, cogepkalivMm pasfinydHyo
MHdopMaumio o knaccudmkaumm. MIipopmaums o knaccudukauum naketos nmbo HasHavaeTcs
XOCTaMu Unm apyrmmmn yCTporucTBamm B ceTu, Nbo Ha3HavyaeTCcs Ha OCHOBE pPasnMyHbIX NOANTUK
NPUNOXEHUA UMW Pa3fINYHOrO COAEPXKMMOro naketoB. Ha ocHoBaHMM KnaccuduKaumoHHOM
WHdopMaumK, coaepxallenca B MNakeTax, YCTPONCTBO MOXeT MpefocTaBnATb pasHble
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NnpUOpPUTETLI Nepedayn and pa3HbiX NOTOKOB NMNakeToB, pe3epBnpoBaThb NOJIOCY NPONyCKaHUA Onsd
onpegeneHHbIX MOTOKOB MNaKeToB, OT6paCbIBaTb onpegeneHHble naketbl C bonee HU3KUM
NPUOPUTETOM UIN BbINOJTHATL HEKOTOPbLIE ApYyrne nencrTeuns.

2.3.1.2. NpuoputeT 802.1P (PRI)

Mpuoputetr 802.1P pacnonoxeH B 3arofioBke nakeTa ypoBHs 2 ¢ 3aronoskoM 802.1Q wu
NCrnonb3yeTcs B CUeHapusax, rae 3arofioBKM YPOBHA 3 He HY)XHO aHanuanpoBaTtb, a QoS
Heo6xoauMo peannsoBaTb Ha YpoBHE 2.

802.1Q
Destination | Source header | ength/ Data FCS(CRC-
Address Address Type 32)
TPID| TCI
6 bytes 6 bytes 4 bytes 2 bytes 46~1500 bytes 4 bytes

PucyHok 2-3. CTpykTypa nakeTta ypoBHS 2

Kak nokasaHo Ha pucyHke Bblwe, 4-b6anToBbii 3aronoBok 802.1Q cogepxuT 2-6anToBbIN
ngeHtndukaTop npotokona Tera (TPID), 3HavyeHme kotoporo paBHO 0x8100, n 2-6antoByto
ynpaenstoLyto nHdopmaumto tera (TCI). MNepsble Tpn 6uta TCI ykasbiBatoT npuoputet 802.1P.

2.3.1.3. MpuopwuteT IP (IP PRE) n npuoputetr DSCP

MpuoputeTbl IP-nakeToB onpeaensTcs npuopuTeTamm

IP PRE n DSCP. llone Tuna

obcnyxusanus (ToS) 3aronoska IPv4 coctouTt 13 8 6utoB; roe nepeble Tpu OUTa yKkasbiBaloT
npuopuTeT IP (IP PRE) B gnanasoHe ot 0 oo 7. RFC 2474 nepeonpegenseT none ToS 3arosoBka
IPv4, KoTopoe Ha3sbiBaeTcs nonem guddepeHumpoBaHHbix yenyr (DS). MNpuoputeT Toukn Koga
anddepeHumnpoBaHHbix yenyr (DSCP) onpeaensietcs nepsbiMun 6 6Gutamm (6utel oT 0 o 5) nonsa

DS v nepsbiMn 6 Gutammn nons knacca tpadumka B 3aronoske IPve.

Bitt 0 1 2 3 4 5 6 7

IPv4 ToS | Prece | Typeof |M
byte dence| Service ;
1 1

! |

)

RFC1122 RFC1349 Must

{

JBe

Y

RFC791 (ToS)

Zero

Bitt 0 1 2 3 4 5 6 7

IPv4 ToS byte
IPv6 Traffic
Class byte

DSCP Cu
A J
1 |
RFC2474 Currently
unused

PucyHok 2-4. Pacnonoxenue npuoputeToB IP PRE n DSCP B naketax IPv4/IPv6

2.3.1.4. CoS

Knacc o6cnyxumsanna (CoS). MNMpoayktel QTECH npeobpasyoT npruopuTeThl NakeToB B 3HAYEHUSA
naketoB U1 onpegendatb
naeHTUdKrKaTop BXO4HOM ovepeaun, Koraa nakeTbl OTNPaBSOTCS C BbIXOAHOrO MHTepdelnca.

Co0S, 4TOObI
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2.3.2. 0630p
Ocob6eHHOCTb | OnucaHue
Knaccudukaums Knaccndumkaumss noTokoB WCNONb3yeT OnpedeneHHble npasuna ansd
NOTOKOB naeHTnmKaumm NakeToB ¢ OAMHAKOBbLIMU XapakTEPUCTUKAMM U ABMSIETCA
NpeanocbINKON 1 OCHOBOW AN pasnMyeHnsi ceTeBblX CNyxo
MproputeTHas MomevyaeT npuopuTeTbl MAKETOB  yKa3aHHbIMW  3HAYEHUSIMU W
MapKMpoBKa N | conocTaBnsAeT 3HA4YEeHUs C COOTBETCTBYIOLLMMN 3Ha4YeHaMM CoS
conocrtaBneHune
KoHTposb KoHTponupyeT cneundmkaumio Tpaduka, MOCTynawwero B CeTb,
Tpadmka orpaHn4ymBaeT Tpadumk B pa3dyMHbIX npegenax n otbpacoiBaeT Tpaduk 3a

npegenamMmm nmMmmnTa Nnm USMeHAET NpUopuTeT TpaCbI/IKa

YnpasneHue
neperpyskamm

OnpegenseT nocnegoBaTeribHOCTb NAKETOB AaHHbIX, OTNPaBrisieMbIX C
NMHTepdenca, Ha OCHOBE MPUOPUTETOB NaKeTOB AaHHbIX N ybexaaeTtcs,
YTO KIYeBble Yycnyrm MoryT ObiTb obpaboTaHbl BOBpems, Koraa
BO3HWKaeT neperpyaka

[MpenoTtBpauleHne | OTcnexvBaeT WCMNOMb30OBaHME oOYepean BbIXOOHOIO UHTepdhenca wu
neperpysku CHWXaeT Harpysky Ha ceTb, akTMBHO oTbpachiBasi nakeTbl U perynupys

ceTeBoW Tpaduk Npn neperpyske cetu

2.3.3. Knaccudmkaumsa noTtokos

Knaccudukaumsa noTokoB ucnonb3yeT onpeaeneHHble npasuna Ansa MaeHTMukauum nakeTos ¢
OOVHAKOBBLIMW XapakTePUCTMKaMU U SBNSAETCA NPEeAnOCbIIKON M OCHOBOW ANsi pasfuyeHuns
ceTeBbIX cnyxo6. MNpaBuna knaccugumkaumm NOTOKOB MCMONb3YHTCA Anst TOro, YTobbl pasnuyaTb
pasHble NakeTbl B CETU M 3aaaBaTb pasHble napameTpbl QOS Ans NakeTOB Ha pPa3HbIX YPOBHSX
obcnyxuneaHms.

2.3.3.1. MprHUMN paboTbl

MpaBunammn knaccudukaumm nNOTOKOB MOryT ObiTb comnocTaBreHne npuoputetoB PRE wmnn
DSCP IP-nakeToB unu knaccngukaumsi naketos nyTem naeHTUmKaunum cogepxmmoro nakeTta c
nomowbio ACL. Bbl MoXeTe onpegenutb NpUBA3KY MeXOy HECKONbKMMM MOTOKaMn U
noBegeHNeM MOTOKOB, UCMONb3ysi KOMaHAbl ANs POPMUPOBAHUSA MOMUTUK, KOTOPbIE MOXHO
NPUMEHSATb K MHTepdencam ans knaccudukaumm n o6paboTkn NOTOKOB.

MonunTtuka KayecTBa o6CNyXMBaHUA

Monuntnka QOS coCcToUT 13 TpeX 3NieMeHTOB: Kilacc, noBeaeHne noToka 1 NnonmMTuka.

e Knacc
Knacc naeHTMdumumpyeT MOTOKM M COOEPXUT UMSA Kracca M npasurna knacca. Bbel moxeTte
onpeaennTb Npasuna Knacca, UCnonb3yst KoMmanabl Ang Knaccudukaumm nakeTos.

e [loBegeHune notoka

MNMoBedeHne notoka onpenenseT aencteus QoS, npeanpuHMMaemble O5S NakeToB, BKMoYas
MapKMPOBKY MPUOPUTETOB U KOHTPOJSIb Tpadmka Ars MaKkeToB.
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e [lonutuka

MnuTuka cBA3bIBAET KOHKPETHBLIA KNacC U KOHKPETHOE MoBedeHWe NoToKa W BKNHYaeT UMS
NOSIMTUKN, UMEHa CBA3aHHbIX KacCoB W NoBefeHne rnotoka. Bbl MoxeTe CBsA3aTb yKa3aHHbIN
Knacc n nosegeHme noToka ¢ NOMOLLLIO NOANTUKM QOS M NPUMEHUTb MOMUTUKY K OOHOMY UMK
HEeCKonbKUM UHTepdencam.

pynna nornyeckux nHrepcdencos QoS

Bbl MOXeTe ykasaTb psia UHTeEpdENcoB B Ka4yecTBe rpynnbl fNormyeckmx uHTepdencos QoS
(Bkntovasa kak AP, Tak n uHTepdencol Ethernet) n cesizaTb NONUTUKX C rPYMNon NOrMYECKUX
nHTepdencos ana obpaboTkm QO0S. BosbmeMm, K npumepy, OrpaHUyYeHne CKOpOCTU AN
NMOTOKOBOro nosefeHus. [Ns nakeTtoB, OTBEYalLMX YCIOBUAM OrpaHUYeHWss CKOpPOCTU, BCe
WHTEepdEeNnCcbl B OOHOW Tpynne fOrm4Yecknx WMHTEpP(EncoB COBMECTHO MCMOMb3YT MOMocy
NpOonycKaHus, yKasaHHyI0 B MOSIUTUKE.

2.3.3.2. CBsAi3aHHas KOH(urypaums

Co3paHue knacca
Mo yMOon4aHuio Knacc He onpeaeneH.

Bbl MoxeTe 3anyctutb komaHgy class-map, 4Tobbl co3gaTb KnacC M BOWMTU B PEXUM
KOHcpurypaumm knacca.

CooTtBeTcTBUME ACL
Mo yMon4yaHuio npasuia an4d Knacca He onpeaerieHol.

B pexume KoHuUrypaumm krnacca Bbl MOXeTe 3anycTuTb KOMaHay match acess-group, 4Ttobbl
onpefenuTb NpasBurio knacca kKak cootseTtctBylowee ACL. CHavana Heobxoaumo cospatb
npasuna ACL.

Co3paHne NoNnUTUKKU
Mo ymonyaHuio nonuTuka He onpeaeneHa.

Bbl MoxeTe 3anycTutb koMaHay policy-map, 4Ttobbl co3gaTtb MOAUTUMKY U BONTU B PEXUM
HaCTPOWKN NOSINTUKMN.

CBsA3biBaHMe Knacca
Mo YMON4YaHUI0 NoJsIMTUKa He CBA3aHa HU C O4AHUM KnacCoMm.

B pexume KoHcurypaumm nonuTuki Bbl MOXeTe 3anyCTUTb KoMaHgy class, 4Tobbl cBsizaTb
Krnacc 1 BOWTU B PEXUM KOHUIypaLmum Knacca nosimTuku.

NMpuBA3ka noBeaeHUs NOTOKaA
Mo yMON4YaHUK Kinacc He NpunBA3aH HMU K KaKOMY noBeeHnto noToka.

B pexunme KoHduMrypauum knacca MONUTUKM Bbl MOXETe 3anyCTuTb KomaHgy set, 4Tobbl
n3MeHnTb 3HadeHnsa CoS, DSCP vnu VID yka3zaHHOro rnotoka; rge s3HadyeHne CoS HaxoguTcsa B
ananasoHe ot 0 go 7, 3HayeHne DSCP — B guanasoHe ot 0 go 63, a 3Ha4yenue VID — B
ananasoHe ot 1 go 4094. Bbl moxeTe 3anycTuTb KomaHay police, 4Tobbl orpaHumunTb
NPOMYCKHY0 cnocoBbHOCTb U 0BpabaTbiBaTb NOTOKM 3a NpedenamMmn orpaHNYeHns Ans yKasaHHbIX
NoToKoB. [lnanasoHbl orpaHnYeHui NPONyCKHOM CNOCOOHOCTM OnpeaensoTcs NPoayKTaMu.

HacTtpowka rpynnbl norm4yecknx nHtepcencon

pynna norudecknx wuHTepdencoB He onpegerieHa, M MO YMOSNYaHWIO WHTepdenc He
AobaBnsieTca HM B O4HY rpynny JIOrMYyeckux MHTepdencos.

B pexume rnobanbHom KOH(Urypaumm Bbl MOXeTe 3anyCcTuTb komaHgy Vvirtual-group ans
cOo3aHusa rpynnbl normyecknx uHtepdencos. B pexume koHdurypaumm wuHtepdernca Bbl
MOXeTe 3anyCcTuTb KoMaHay virtual-group, 4tobbl 406aBUTb MHTEPdENC B rpynny fOrmyecknx
UHTepdencoB. Ecnu aTa rpynna nNornvyeckux UHTepdencoB He cosfaHa, Bbl MOXeTe co3aTtb

86

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpoiika QOS W

rpynny nornyecknx nHtepdencos n aobaesutb nHTepdenc B rpynny. Bel moxeTe co3gaTb 128
rpynn fnornyeckux nHTepdencos B gManasoHe oT 1 go 128.

NMpumeHeHMe NONUTUKN K UHTepdency
Hukakas nonuTuka He NPUMEHSIETCS K MHTEPENCY NO YMONMYaHMIO.

B pexume koHurypaumm nHtepderica Bbl MOXeTe 3anycTuTb KoMaHay service-policy, 4ToObl
NPUMEHNTL MONUTUKY B HanpaBneHusix BBoAa/BbiBoga uHTepdhenica. B pexume rnobanbHom
KOHUrypauum Bbl MOXeTe 3anyCTUTb KOMaHAy service-policy, 4Tobbl NPUMEHNTL MNONUTUKY B
HanpasneHnax BBOAa/BbIBOAA BCEX NHTEPKENCOB.

2.3.4. NMprnoputeTHaa MapKMpoBKa U conoctaBrieHue

MpuopnteTbl UCNOMbL3YIOTCA AN MapKUPOBKM 3ansiaHUPOBAHHLIX «BECOB» MAKETOB WMNn
npUOpUTETOB MNaKETOB NpW nepecbifike. PasHble TuUMbl NakeToB MMEKT pasHble Tunbl
npuoputeToB, BkMtodaa npuoputetsl 802.1P(PRI), IP PRE wn DSCP. MapkupoBka w
COMOCTaBMNeHne MpPUOPUTETOB OTHOCATCA K MapKUPOBKE MPUOPUTETOB MAKETOB yKa3aHHbIMU
3HaYEHUSAMM U COMOCTABMNEHUIO ATUX 3HAYEHUI C COOTBETCTBYIOLLUMM 3HaYeHnamn CoS.

2.3.4.1. MprHUMN paboTbl

lMocne TOro, Kak MOTOKM AaHHbIX MakeToB BXOOAT B MHTep(enc YyCTPOWCTBa, YCTPOWCTBO
Ha3HavyaeT NpMopuTETHI NaKkeTaMm Ha OCHOBE peXxXruMa JOBepUs, HACTPOEHHOro ANsa uHTepdenca.
Hwxe onncaHbl HECKONBLKO peXxnmoB gosepus (trust mode):

o Korga pexum gosepust nHtepdenca untrust, 4To o3HavaeT HegoBepume K nHdopmauum
O npuopuTeTe, NepegaBaemMon B NnakeTax:

N3meHuTe 3HayeHne CoS B COOTBETCTBUM CO 3HadyeHmem CoS no ymondanuto (0, KoTopoe
HacTpauBaeTcs), Tabnuuen conoctaBneHna CoS-DSCP u T1abnuuen conoctaBneHus
DSCP-CoS uHTepchenca 1 noMmectTuTe nakeTbl B 04epean Ha OCHOBE OKOHYaTeNbHOro 3Ha4YeHus
CoS. [na BbixogHbix naketoB ¢ Terom 802.1Q npuoputeT naketa OygeT WM3MEHEH Ha
cooTBeTCcTBYyloLee 3Ha4YeHne CoS.

o Korga pexnm gosepus uHTepdemnca trust CoS:

Ona naketoB ¢ Terom 802.1Q n3ameHuTe 3Ha4veHne CoOS B COOTBETCTBUM CO 3HaYeHueMm PRI,
Tabnuuen conoctasneHnss CoS-DSCP u tabnuuen conoctaBneHnss DSCP-CoS n nomecTtute
nakeTbl B 04EPEaN Ha OCHOBE OKOHYaTENbHOro 3HavyeHnst CoS. [1ns BbIXOAHbLIX MAKETOB C TErOM
802.1Q npuoputeT NakeTa OydeT N3MEHEH Ha COOTBETCTBYHOLLEee 3HadYeHne CoS.

[na naketoB 6e3 Tera 802.1Q nameHnTte 3Ha4yeHne CoS B COOTBETCTBMM CO 3Ha4eHnem CoS no
ymonyaHuio (0, koTopoe HacTpamBaeTcsd), Tabnuuen conoctaeneHna CoS-DSCP u tabnuuen
conoctaeneHns DSCP-CoS vHTepgenca n noMectuTe nakeTbl B 0Mepean Ha OCHOBE KOHEYHOTO
3HaveHus CoS. [Ins BbixogHbIX NakeToB ¢ Terom 802.1Q npuopuTeT naketa 6yaeT naMeHeH Ha
CoOTBeTCTBYyKOLLEee 3Ha4YeHne CoS.

o Korga pexum gosepus nHtepgenica trust DSCP:
[ns nakeToB, oTNM4HbIX OT IP, 06paboTka Takas xe, kak n ans trust CoS.

Onsa IP-naketoB nameHnte 3HadeHne CoOS B COOTBETCTBMU CO 3HadeHnem DSCP nakeTtoB u
Tabnuuen conocraBneHns DSCP-CoS v nomectnte nakeTbl B O4YepeaM Ha OCHoBe
OKoH4aTenbHoro 3Ha4yeHusi CoS.

o Korga pexum gosepua nHtepdetiica trust IP PRE:
[ns nakeToB, OTNMYHbLIX OT IPv4, o6paboTka Takas xe, kak n ans trust CoS.

Ona naketoB IPv4 nonyunte n usmeHute npuoputer DSCP nakeTtoB B COOTBETCTBUU CO
3HayeHuem IP PRE naketoB v Tabnuuen conoctaeneHus |IP-PRE-DSCP, nonyynte 3HadeHue
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CoS B cooTBeTCTBUMN ¢ Tabnuuen conoctaBneHns DSCP-CoS, a 3aTemM noMecTuTe naketbl B
oyepean Ha OCHOBE KOHEYHOro 3HadyeHusa CoS.

L] Korpa pexum gosepusa n npuMmeHAaemMad nosfinTnka MHTepd)elhca pa60Ta+0T BMeEcCTE!

Koroa pexum OoBepust U npumeHsiemasi nonuTuka mHTtepdenca paboTaloT BMECTe, Pexunm
AoBepus nMeeT 6onee HA3KNIN NPUOPUTET, YEM NONUTUKA, U NpropuTeT COS MOXHO NONY4YUTb B
COOTBETCTBUMN ¢ Tabnuuen conoctasneHna DSCP-CoS.

Ecnu k nHTepdency npumeHsaeTcs NonnTuka, HoO B NOSIMTUKE HET KOHpUIypaumm ans nameHeHums
3HavyeHun DSCP un CoS, obpaboTtka OyaeT BbIMOMHATLCA HA OCHOBE peXxuMma [OBepus
UHTepdenca.

2.3.4.2. CBAi3aHHas KOHdurypaums

HacTtponka pexuma gosepus nHrepdenca

Pexum gosepus nHrepderica no ymonyaHmio — HegoBepue.

B pexumme HacTponkm nHtepdenca sanyctute komangy mls qos trust, 4YTobbl UISMEHUTb PEXUM

nosepua. Pexxumom gosepusa moxeT bbiTb trust CoS, trust DSCP wnm trust IP PRE.
Hactpouka 3HayeHus CoS no ymon4yaHuio ansa nHtepdenca

3HauveHne CoS no ymonyaHuo gns nHtepdenca pasHo 0.

B pexume KoHdurypauum nHtepdenca sanyctute komaHgy mis qos cos, 4ToObl M3MEHUTb

3HayeHne CoS no ymon4yaHuo ans uHtepdenca, KOTopoe HaxoguTcs B agnanasoHe ot 0 go 7.
MapkupoBka npuoputeTa NOTOKOB

Mo ymon4aHmio NpMopmUTETHLI NOTOKOB HE NEPEMAaPKNPYHOTCA.

B pexume KoHpurypauum knacca nonuTnkn 3anycTute kKomaHgy set, Ytobbl U3MEHUTL 3HaYEHUS
CoS, DSCP un VID noTtokoB. 3HadyeHne CoS HaxoauTtcs B AuanasoHe ot 0 go 7, 3HayeHue
DSCP — B gnanasoHe ot 0 go 63, a 3HayeHue VID — B gmnanasoHe ot 1 oo 4094.

HacTtponka conoctaBneHua CoS-DSCP

Mo ymonyaHuio 3HaveHus CoS 0, 1, 2, 3, 4, 5, 6 n 7 otobpaxatotcsa Ha 3HadeHna DSCP 0, 8, 16,
24, 32,40, 48 n 56 cooTBETCTBEHHO.

3anyctute komaHay mls qos map cos-dscp, 4Tobbl HacTpouTb conoctaeneHne COS-DSCP.
3HavyeHne DSCP Haxogutca B AnanasoHe ot 0 go 63.

Hactpouka kapTbl DSCP-CoS

Mo ymonuaHutio DSCP 0-7 conoctasnstoTcs ¢ CoS 0, DSCP 8-15 conoctaensotcsa ¢ CoS 1,
DSCP 16-23 conocTtaBnstotca ¢ CoS2, DSCP 24-31 conoctaBnsawTca ¢ CoS 3, DSCP 32-39
conoctaBnsaTca ¢ CoS 4, DSCP 40 pgo 47 conoctaBneHbl ¢ CoS 5, DSCP 48 pgo 55
conocTtaBneHbl ¢ CoS 6, a DSCP 56 go 63 conoctaeneHbl ¢ CoS 7.

3anyctute komaHgy mils gqos map dscp-cos, 4ToObl HacTpouTb conoctaeneHme DSCP-CoS.
3Ha4yeHune CoS HaxoguTcsa B gnanasoHe oT 0 go 7, a 3HavyeHne DSCP — B gnanasoHe ot 0 go
63.

2.3.5. KoHTtponb Tpacumka

KoHTponupyinte cneundukaumioo tpaduka, noctynarLllero B ceTb, orpaHnyMBanTe Tpaduk B
pasymMHbIX npegenax u otbpacbiBavte Tpaduk 3a npegenamm nMMuMTa UNn U3MeHanTe
npuoputeT naketoB. Kpome TOro, MOXHO KOHTponMpoBaTb o6OWWA Tpaduk MHTepdenica, a
Tpaduk 3a npegenamu nummTa d6ygeT oTbpachiBaTbCA.
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2.3.5.1. MpuHUKuN paboTbl

KoHTponb Tpachmka ncnonb3yeTcs Ans OTCnexuBaHns cneundunkaumum tpadgumka, nocTynarLLero
B CETb, M BbINOMHEHNS NPedyCTaHOBIEHHbIX OEWCTBUIA MO KOHTPOMKO Ha OCHOBE PasfivyHbIX
pe3ynbTaToB OLEHKU. TN AENCTBUSI MOTYT ObITh!

e [lepecbinka (Forwarding): o6bI4HO NepeckbinaeT nakeTbl B Npeaenax numuTa Tpaduka.
e OrtbpacbiBanne (Discarding): oTbpackiBaTb NakeThbl, NPEBbILLAIOLLINE NUMUT TpaduKa.

° N3meHeHne npunopnteTta wn nepeagpecaund: U3IMeHAeT MNpUuopuTeTbl MakeToB 3a
npegenamMmm nmMmmnTa Tpaqwn(a, a 3aTeM nepeHarnpaBndaeT nakeThbl.

Hanpsimyto oT6pacbiBaTb NakeTbl 3a nNpegenammn obero nuMmmnTa Tpaduka nHTepderica.

2.3.5.2. CBsi3aHHas KOHcurypauums

Hactpouka gencteus npuv npeBbilleHUU NUMUTa Tpaduka

Hukaknx oencreum, KOTOpbl€ AOOJTKHbI BbINOJTHATLCA NMPU MnpeBbllULEHNN NTUMUTA Tpacbvn(a, no
YMOJT4aHUO HE HACTpPOEHO.

B pexume KoH(purypauum knacca NONUTUK 3anycTute komaHngy police, 4tobbl HaAcTpouTb
aencTteue, KoTopoe ByaeT BbIMONHATLCS NPU NPEBbLILLEHNN NMMUTa Tpaduka, Ha oTbpacbkiBaHWe
Tpadmka 3a NMMUTOM UM U3MeHeHue 3HadeHus CoS, unum 3HadveHmsa DSCP. [QuanasoH
orpaHuyeHnsa Tpaduka onpegendetca npoayktamu. Korga Tpadmk npeBbllwaeT AMMUT, Bbl
MoXeTe n3aMeHuTb 3HavyeHne CoS B ananasoHe ot 0 go 7 n 3HavyeHne DSCP B anana3soHe ot 0
Jo 63.

HacTponka o6wero numuTta Tpachuka ana nHtepcpenca
O6wmin numnT Tpadmrka onsa nHTepdenca no yMonyaHuio He HaCTPOEH.

B pexume HacTponkm mHTepdenca sanyctute komaHgy rate-limit, 4yTobbl HacTpouTb O6LLMIA
nmMmnT Tpaduka Ana nHTepdgenca B HanpasfeHnsax BBoAa M BbiBoda. [ManasoH orpaHuyeHus
Tpadmka onpegenseTcs NpoayKTaMu.

2.3.6. YnpaBneHue neperpyskamu

Korga ckopocTb npuema nakeToB npeBbillaeT CKOPOCTb OTMPaBKM MAKeTOB, Ha WUHTepdence
OTNpaBkM BO3HUKAeT neperpys3ka. Ecnv gna xpaHeHWss aTuUX MakeToB He MpefocTaBfeH
[OCTaTouHbIN Bydbep, nakeTbl MOryT OblTb NOTepsiHbl. MexaHnam ynpaBneHus neperpyskomn
onpegensdeT nocrnegoBaTenbHOCTb MaKeTOB AaHHbIX, KOTOpble AOMKHbI ObiTb OTNpPaBfeHbl C
nHTepdenca, Ha OCHOBE MPUOPUTETOB MaKeTOB AaHHbIX. PYHKUMUS ynpaBneHus neperpyskomn
NMo3BONSIET KOHTPONMpOBaTb Meperpysky, MoBbiwas NpuoOpUTETbl BaXHbIX MaKeTOB AaHHbIX.
Korga npovicxoguT neperpyska, BakHble NakeTbl OaHHbIX OTNpaBnsoTca ¢ 6onee BbICOKUM
npuopuTeTOM, YTOOLI 06ECNeUYnTL CBOEBPEMEHHYIO peanu3aLmnio KntoYeBbIX YCIyr.

2.3.6.1. MprHUMN paboTbI

MexaH13M nrnaHMpoBaHUs odepean UCnosb3yeTcs Anst ynpaBreHus neperpyskon, U npouecc
BbIFMAANUT crieayowmm obpasom:

e [locne TOro, Kak Kaxablin nakeT NnpoxoamuT BCO 06paboTky QOS B kKOMMyTaTOpe, nakeT
HakoHeL rnosiy4aet 3HaveHune CoS.

e Ha BbIxogHOM  uHTepdence  YCTPOMUCTBO  KraccuduuupyetT  nakeTbl MO
COOTBETCTBYIOLLUNM o4YepeasaM OTrnpaBK/ Ha OCHOBe 3HayeHnn CoS.

e BbixogHoM uHTepdenc BbIOMpaeT NakeTbl B odepeau Ans OTnpaBkM Ha OCHOBE
pasnuyHbIX NONMTMK nnavvpoBaHusa (SP, WRR, DRR, WFQ, SP+WRR, SP+DRR,
SP+WFQ).
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Monutuka nnaHnpoBaHusA

Monutnkn nnaHnpoBaHua ovepenen sknodatoT SP, WRR, DRR, WFQ, SP+WRR, SP+DRR u
SP+WFQ.

lMnaHupoBaHme co cTpornm npuoputeTom (Strict-Priority (SP)) o3HavyaeT nnaHMpoBaHue
nakeToB CTPOro B COOTBETCTBUM C MAEHTU(MKaTopamn ovepenun. Kaxabin pas nepes
OTNpPaBKOW NakeToB NPOBEPSINTE, ECTb NN B 0Yepenmn C NepBbiM NPUOPUTETOM NaKeThl
ans otnpaekun. Ecnu ga, nakeTbl B 3TON o4epenmn OTNpaBnsoTCa nepebiMnU. Ecnun Her,
npoBepbTe, €CTb N NakeTbl B 04epeamn CO BTOPbLIM npuoputeTtoM. Cnegynte Tem xe
npasunam AN nakeToB B APYrMx ovepeasix.

lNMnanmpoBaHme Weighted Round Robin (WRR) o3HavyaeT nnaHvpoBaHue odepenen no
oyepenmn, 4toObl rapaHTMpoBaTb, YTO BCE O4Yepean UMEKT onpeferneHHoe Bpems
obcnyxusanusa. Hanpumep, nutepgenc 1000 Mout/c umeet 8 BbIXOAHBIX ovepenen.
WRR HacTpauBaeT B3BelleHHoe 3HadeHue (5, 5, 10, 20, 20, 10, 20 u 10, koTOpbIE
yKasbIBalOT MPOnopLMu MOMyYeHHbIX PEeCcypcoB) ONs Kaxaon odepegun. ITOT MeToq
NfaHMPOBaHUA rapaHTUpPYeT, 4YTO o4vepean C CaMbIM HU3KUM npuopmuteTom Oyaet
Ha3HayeHa nornoca nponyckaHns He meHee 50 MOuTt/c, 4TO nNO3BONUT M3bexaTb
obcnyxkusaHms nNakeToB B OYepeau C CaMbIM HU3KUM MNPUOPUTETOM B TeYeHue
ONUTENBbHOro BPEMEHM NMPU UCMOMb30BaHNN MeToAa NiaHnpoBaHusa SP.

MNMnaHuposaHue Deficit Round Robin (DRR) noxoxe Ha WRR, HO NnpyMeHsieT BecoBble
3Ha4yeHMs Ha OCHoBe 6GanToB, a He Ha OCHOBE BPEMEHHbIX MHTEPBAIIOB.

MnanupoBanne Weighted Fair Queueing (WFQ) obecneunBaeT AMHAMUYECKYIO W
cnpaBeanuByo OpraHM3aLmio ovepeam n NpUMEHsIeT B3BELLEHHbIE 3HAYEHMSI HA OCHOBE
6anToB, aHanornyHo DRR. lNpu obHapyxeHun nycton oyvepeanm DRR HemeaneHHo
nepengeT K crnegyowen odyepean Ans nepenayn. Ecnn oyepeanb nponyckaeT CBoe
BpeMsi nepegayn, ovepenb AOIDKHA XA4aTh CeayrLero pasa, Yto aBngeTcs pasHuLen
mexay WFQ n DRR; cnegosaTtenbHo, WFQ 6onblie noaxoguT ans o6paboTkm nakeTos
JaHHbIX NepeMeHHon AnnHbl, Yyem DRR.

MnannpoBaHne SP+WRR o3HayaeT HacTpowKky nnaHupoBaHuss SP gna ogHom wnu
HEeCKOJSIbKMX odepeden OTMApaBKM M HACTPOWKY nnaHvpoBaHna WRR gnsa gpyrux
oyepepnen. Cpeaun ovepenen SP TonbKO nocrne oTnpaBku BCeX NakeToB B ovepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBMEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpean oyepegen SP n WRR TonbKko nocre oTnpaBky NakeToB BO BCEX
oyepenax SP MoxHO oTnpaBnATb NakeTbl B ovepeasx WRR.

lMnaHmpoBaHne SP+WFQ o03Ha4aeT HACTPOMKY NnaHMpoBaHma SP ans ogHoM mnu
HECKOSIbKMX oYepeden oTnpaBkM W HacTpownky nnaHuposaHus DRR ans gpyrux
oyepenen. Cpean ovepeen SP ToONbKO Nocne oTnpaBku BCex NakeToB B ovepean SP
C NepBbIM NPUOPUTETOM MOTyT ObITb OTNPaBMeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpeaun ovepegen SP n DRR Tonbko nocrne oTnpaBky NakeToB BO BCEX
oyepeadax SP MOXHO OTNpaBnATb NakeTbl B ovepensax DRR.

lMnaHnpoBaHne SP+WFQ o03Ha4aeT HACTPOMKY NnaHuMpoBaHua SP ans ogHoM mnu
HECKOSIbKMX oYepedenn OTApaBKM M HaCTpPoWKy nnaHupoBaHusa WFQ gns gpyrux
ovepenen. Cpean ovepenen SP TOnNbKO Nocne oTrnpaBku BCEX NakeToB B oyepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBfEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputeTomM. Cpean ouyepenen SP n WFQ Tonbko nocrne oTnpaBky NakeTOB BO BCEX
oyepeadax SP MOXHO OTnNpaBnATb NakeTbl B ovepensax WFQ.

2.3.6.2. MHoroagpecHasi ouepeab QoS

B HekoTopbIX MpoAayKTax oyepeau WHTepdenca noapasfendlTcs Ha OAHoadpecHble U
MHoroagpecHbole ovyepeaun. Ectb 8 ogHoagpecHbIX odepeaen. Bce nsBecTHble ogHOaapeCHbIe

nakeThbl

nonagatT B COOTBETCTBYIOLME OAHOAAPECHblE ouvepean ANns MNepecbiikyn B

90

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpoiika QOS W

COOTBETCTBMM C X Npuoputetamn. CyliecTByeT oT 1 40 8 ouepenelt MHOroagpecHon pacehInku
(B 3aBMCMMOCTM OT MNpOAYKTOB. HekoTopble NPOAYKTbI He MOAAEpXuBalT o4vepeam
MHOroaapecHO paccbinku). 3a UCKMYEeHNEM U3BECTHbIX OOHOAAPECHbIX NaKeTOB, BCE MaKeThbI
(Hanpumep, LUMpoKoBellaTeNbHble MakeTbl, MHOrOaApecHble NakeTbl, HEW3BECTHble
o4HOaApecHble NakeTbl U 3epkarnbHble NakeTbl) NonaaarT B COOTBETCTBYHOLLME MHOroaApecHble
oyepean ANA MNepecbinkyn B 3aBUCUMOCTM OT UX npuoputeToB. ogobHO oaHOaOpecHbIM
o4yepenam, Bbl MOXXETe HACTPOUTb COMOCTaBreHNe MPYOPUTETOB U anropuTMbl NNaHMPOBaHUS
Ans MHoroagpecHbix odepegen. KomaHaoa Cos-to-Mc-Queue MOXeT MCnonb3oBaTbCs Ans
HaCTPOWKM COMOCTaBMNeHUs MPUOPUTETOB C oYepedsMy MHOroadpecHOW pacchinku. B
HacTosillee BpeMs MHOroaapecHble oYepean noaaepXvMBaloT anropuTtMbl NnaHuposaHus SP,
WRR n SP+WRR.

2.3.6.3. Monutuka nnaHmpoBaHua u round robin weight ana BbIXoaHbIX oyepeaen
Ha uHTepdence

Monutnkn nnaHmpoBaHus M round robin weight ana BbIXOAHbIX O4Yepenen OCHOBaHbl Ha
rnobanbHbIX  KOHUrypauumsx. HekoTopble nMpoAyKTbl NOAAEPXKMBAOT KaK rnobanbHble
KOHpurypaumm, Tak n KoHurypauum Ha ocHoBe uHTepdenca. KoHdwurypaumm Ha ocHoBe
nHTepdenca nvetoT boree BbICOKUA NPUOPUTET, YeM rnobanbHble KoHurypaumu. MmobansHas
nonMTuKa NnaHMpoBaHua paboTaeT ¢ COOTBETCTBYOLWMNM rnobaneHbiM round robin weight, Torga
Kak uHTepdencHasa nonvtuka nrnaHupoBaHusa paboTtaeT ¢ nHTepdercHeiM round robin weight.
Ecnu HacTpoeHa Tonbko rnobanbHas NonuMTuKa NiaHMpoBaHUA UNW NONUTMKA NNaHUPOBaHUSA
NMHTepdenca, HO He HacTpoeHbl cooTBeTcTByloLWMe round robin weight, round robin weight no
ymonyanuio 6yayTt pabotatb € NOANTUKON NIIaHMPOBAHNA.

2.3.6.4. NponyckHasa cnocoBHOCTbL o4vepeam

HekoTopble NpoayKTbl MO3BONSAT HACTpanBaTb rapaHTUPOBAHHYIO MUHUMAITbHYIO MPOMYCKHYHO
CMOCOBHOCTb WM OrpaHUYEHHYK MakCMMarbHYH MPOMYCKHY CNOCOBHOCTb Ans odepenm.
Ouepeab, HacTpoOeHHasi C rapaHTUPOBAHHOW MWHWUMANbHOM MNPOMYCKHOM CNOCOBHOCTLIO,
rapaHTuMpyeT, YTO MPOMNyckHas CMOCOOHOCTb Ans 9TOM ouvepean He MeHblue HaCTPOEHHOro
3HayeHus1. Oyepeab, HaCTPOEHHAd C OrpaHNYEHHON MaKCMManbHOW NPONYCKHOM CNOCOBHOCTLIO,
rapaHTuMpyeT, 4TO MPOMNyCcKHas CNoCOBHOCTb ANA 3TOW ovepeaun He MpeBbllaeT HaCTPOeHHoe
3HavyeHMe, a nakeTbl, BbIXxoAdWMe 3a npegensl MPONYCKHOW crnocobHocTu, OyayT
oTbpacbiBaTbCs. OrpaHMYeHNs NPOMYCKHOM CMOCOOHOCTU ANs o4vepeden OgHOaApeCHON W
MHOroagpecHOW pPaccChbIfikKu HacTpamBalOTCA BMECTE Ha HEKOTOpbIX MpodyKTax, Torga kKak Ha
HEKOTOPbIX APYyrMx npoaykTax OHW HacTpauBalTca oTaenbHo. Kpome TOro, Hekotopble
NpoAdyKTbl MO3BOMSAT HacTpamBaTb MPOMYCKHYH CMOCOBHOCTb TONbKO ANA OO4HOAAPECHbIX
oyepenen.

2.3.6.5. Oyepenb ECN

bnarogapsi codetaHutio TexHonormn WRED 1 TexHonorum siBHOro yBeoMIieHnsa o neperpyske
(ECN) oKOHeYHOe yCTPOMCTBO MOXET BOCNPUHMMATL Neperpysky cetn 1 yBegoMMAsATb UCXOOQHOe
YCTPONCTBO O neperpyske. Nonyums yeBegomreHne, NCXogHoe YCTPOMCTBO CHWXKAET CKOPOCTb
OTNpaBKu NakeToB, YTOObLI NPeaoTBPaTUTL NeperpysKy.

e 06e dyHkumm ECN n WRED pomkHbl OblTb HACTpPOEHbl ANns BKNKOYEHUA OYHKLUK
ouvepean ECN.

e [locne BkntouveHnsa yHkumn ovepeagn ECN (a umenHHo none ECN B naketax
yctaHoBrneHo B 01 nnn 10), npu neperpyske ovyepeamn ycTponctso meHseT none ECN
Ha CE (11), BMecTO cniyyanHoro otbpacbeiBaHnsa naketos no wabnoHy WRED.

e [locne BkntoyeHnsa oyHkUMM odepean ECN ycTponcTBo ycTaHaBnueaeT ans nong ECN
3HavyeHne CE TOMbKO TOraa, Korga CKOpOCTb Nepedayun naketoB OOCTUraeT HWXKHEro
nopora oTbpacbiBaHus, ykasaHHoro B wabnoHe WRED.
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2.3.6.6. CBsizaHHasa KOHdurypauums

Hactpounka conoctaBneHus CoS-ouyepeau

Mo ymonuaHuto 3HayeHus CoS 0, 1, 2, 3, 4, 5, 6 1 7 conocTtaBnstoTca ¢ ovepegamu 1, 2, 3, 4, 5,
6, 7 1 8 COOTBETCTBEHHO.

3anycTtute koMaHay cos-map priority-queue, 4Tobbl HACTpouTb conocTaBneHne CoS-oyepeamn.
3HayeHne CoS HaxoauTcs B avanasoHe oT 0 oo 7, a 3HaYeHue ovyepean — B AvanasoHe oT 1
Jo 8.

HaCTpOVIKa MNOJIMTUKU NNaHUPOBAaHUA OANA o4yepeau BbiBoAAa

Mo ymMonuyaHuio MNONUTMKa NNaHUMpoBaHus AN rnobanbHon oyepean BbiBoga — WRR, a
NonuTMKa NNaHnpoBaHWsA ANs nHTepdenca He HacTpoeHa.

3anyctute komaHay mls qos scheduler, 4ToObl HACTPOUTL MONUTUKY NNAHUPOBAHUS BbIBOAA
anga odepeaun. HactpaneBaemble NONUTUKM NnaHnpoBaHus BrktovaT SP, WRR 1 DRR. Bbl Takke
MOXeTe 3anyCTUTb KOMaHAy priority-queue, 4To6bl HACTPOUTL NONUTUKY NAHNPOBAHMS Kak SP.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NITAHUPOBaHUA
WRR ana oyepeau BbiBOAA.
Mo ymonuyaHmio Bec rnobanbHOM ovepean unm odepeam Ha OCHOBe MHTepdenca coctaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wrr-queue bandwidth, 4TOGbI HacTpouTb round robin  weight,

COOTBETCTBYIOLNA NONUTUKE nnaHupoBanns WRR gns BeixogHowm ovepean. Hactpaneaembin
AnanasoH Beca onpeenseTcs NpogyKTaMmu.

Bonee BbicoKknin BeC 03HavaeT bornee onuMTenbHoe BpeMs BbiIBOAA.

HacTtpowka round robin weight, cooTBeTCTBYHOLWEro NOSIUTUKE NTAHUPOBaHUA
DRR gnsa oyepeau BbiBOAa

Mo ymonuyaHmio Bec rnobanbHOM ovyepean unm odepean Ha OCHOBe MHTepdenca cocTaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy drr-queue bandwidth, 4ToObl HacTpouTb round robin  weight,

COOTBETCTBYIOLWMIA nonutuke nnaHvposaHma DRR gnsa BbixogHoM oyepeaun. HactpanBaembin
AnanasoH Beca onpegensieTcst NpogyKTaMmu.

Yewm Bbilwe Bec, TeM Gonblue 6anToB NaketTa MoXeT ObITb OTNpaBeHo.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NNTAHUPOBaHUA
WFQ ans oyepeau BbiBoAa

Mo ymonuyaHunio Bec rnobanbHOM ovepean unm odvepeam Ha OCHOBE MHTepdenca cocTaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wfg-queue bandwidth, 4TO0GLI HacTpoutb round robin weight,

COOTBETCTBYIOLLMI NONUTUKE nraHnpoBaHna WFQ onga BbixogHoW odvepeaun. HacTtpanBaembin
AnanasoH Beca onpegensercsa npogykramu.

Yewm Bbilwe Bec, TeM Oonblue 6anToOB Naketa MoXeT ObITb OTNpaBeHo.

Hactpoika nponyckHOM cnOCOGHOCTU AN ovepenum

3anyctute KomaHgy (OS queue, 4YTOObl HACTPOUTb TrapaHTUPOBAHHYD MWHUMAanbHYHO
MPOMYCKHYK0 CMOCOBGHOCTE M OrPaHUYEHHYID MaKCUMarnbHYKO MPOMYCKHYK CMOCOBHOCTbL AN
Kaxgon oudepean. 3HayeHne odepean Bapbupyetcs oT 1 go 8, a rapaHTMpoBaHHas
MUHUMAarbHas NPONYCKHast CNOCOBHOCTb M OrpaHNYeHHble Anana3oHbl 3HaYEH MakCUManbHON
MpOMyCKHOM CNOCOBHOCTM onpefensaTca npogyktamu. ogaepxvmBaemMble TuMbl ovepenem
onpeaensanTcs NPoayKTaMu.
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Hactpowka ouepeau ECN

3anycTtute kKomMaHay qOS queue queue_num ecn, 4yTobbl BkNounTe ECN gna Bcex oyepenen.
(dvnanasoH oyepeaun: ot 1 oo 8).

2.3.7. NMpepnoTBpalleHne neperpysku

OT1cnexuBanTte UCMNONb30OBaHNE oyepean BbIXOOHOIo MHTepd)eVlca N CHWXanTe Harpy3Kky Ha
CeTb, akKTUBHO OT6paCbIBa$I nakeTbl U perynmpys ceTeBon Tpacbvu( npu neperpyske cetu.

2.3.7.1. MpuHUMN paboTbl

YMeHbLnTEe neperpysky, adPeKkTMBHO OTCnexumBass ceTeBoW Tpaduvk U  NpPOrHo3vpys
BO3HWKHOBEHWE neperpy3kn. [lakeTbl Heobxogumo oTbpacbiBaTb, 4TOObl YMEHbLUNTH
neperpy3ky. MNonutnkn otbpaceiBaHms BkmovatoT B ceba Tail-Drop, Random Early Detection
(RED) n Weighted Random Early Detection (WRED).

2.3.7.2. Tail-Drop

TpaavMuMOHHbIE NONMUTUKN NoTepy nakeToB BkMtodatoT Tail-Drop. Tail-Drop adpdpektmBeH ns
BCero Tpadmka n He MOXET pasnmyaTb YpoBHM 0bcnyxunsaHusa. Korga BosHukaeT neperpyska,
nakeTbl AaHHbIX B XBOCTe odepean byayt otbpackiBaTbCs 40 TEX NOP, NOKa neperpyska He bygeT
yCcTpaHeHa.

2.3.7.3. RED n WRED

XocTbl, ucnonbaytowme TCP, ymeHbLlaT CKOPOCTb OTNpPaBKX MakeToB B OTBET HAa MacCOBYH
notepto naketoB. [locne ycTpaHeHWs Neperpyskn XOCTbl YBENUYMBAKOT CKOPOCTb OTMPaBKU
naketoB. Takum obpasom, Tail-Drop mMoxeT Bbi3BaTb rrnodanbHyo cuHxpoHunsaumio TCP. Korga
oyepenb 0OHOBPEMEHHO OTOpacbkiBaeT Heckornbko TCP-nakeToB, Heckonbko TCP-coeguHeHuin
OAHOBPEMEHHO BXOASAT B COCTOSIHUE YMEHbLLEHMS NEPErpy3KM N MEANEHHOrO 3anycka, a Tpadmk
COKpaLlaeTca 1 koppektupyetcs. Nocne ycTpaHeHns 3aTOpoB MOTYT NOSIBUTBLCS MUKU Tpaduka.
lMpouecc NOCTOsIHHO NOBTOPSIETCS, CETEBON TpadhmK BHE3AMHO YBENMYMBAETCS N YMEHbLLAETCS,
a NMHenHbIN Tpaduk Bcerga konebneTca mexagy MUHUManbHbIM U MakCUManbHbIM 3HAYEHUSIMUA.
Korga nponcxoanTt rnobanbHas cuHxpoHmsaumst TCP, nponyckHast CocoBHOCTb cCoegMHEHMS He
MOXeT ObiTb MCMONb30BaHa [AOMKHbIM 00pa3oM, 4YTO MPUBOOUT K MNOTEPE MPOMYCKHOWM
CNocobHOCTH.

YTtobbl n3bexatb aT0ro 06CTOATENBLCTBA, Bbl MOXETE MCMNOSb30BaTh MOSIMTUKY OTOpachbiBaHUSA
naketoB RED/WRED. 3Ta nonutuka obecneymBaeT MEXaHW3M CryyYanHoOro oTbpacbiBaHUSA
nakeToB, 4TO MoO3BOMSAET wu3bexartb rnobanbHoOM cuHxpoHmsaumm TCP. Korga nakeTtbl
TCP-nogkntoyeHnsa otbpacbiBalOTCa U OTNpaBnsAlTCA ¢ Bonee HU3KOW CKOPOCTbI, MakeThbl
apyrmx TCP-nogknioyYeHnin No-npexHeMy oTnpaBnsitoTcs ¢ 6onee BbICOKOW CKOPOCTbO. Takum
obpasom, Bcerga ectb TCP-coeonHeHus, nakeTbl KOTOPbIX OTMPAaBMAOTCS C Oonee BbICOKOW
CKOPOCTbIO, YTO YBENMYNBAET NUCMNONb30BaHME NPOMYCKHOM CNOCOBHOCTU NINHNN.

Mpun ncnonbsosaHnn WRED MOXHO yCTaHOBUTb HUXXHEE NOPOroBOE 3HaYEeHNE U MakCUManbHYHO
BEPOSATHOCTb OTOpackiBaHUA Ans ovepean. Korga anvHa odepenm MeHbLUe HUXKHEro MoporoBoro
3HayeHusi, WRED He oTGpacbkiBaeT nakeThbl. Koraa gnvHa ovepeamn Haxogmtcs Mexay BEPXHUM
N HKHUM NoporoBbiMn 3HadveHusamu, WRED oTGpackiBaeT nakeTbl Cny4YyanHbiM 06pa3om (4em
fbonblie AnvHa oYepeau, TEM Bblle BEPOSTHOCTb OTOpackiBaHuA nakeToB. CyulecTByeT
MaKkcumarbHasi BEpPOSITHOCTb OTOpacbiBaHus). Korda anvHa odepeau npeBblllaeT BepxHee
noporosoe 3HadeHne, WRED oTOpacbiBaeT MakeTbl C MaKCMMalbHOW BEPOSATHOCTBIO
oTOpacbIBaHMs.

B otnuume ot RED, WRED wucnonb3yeT npuoputeTbl, YTOObl pa3nuyatb NOAUTUKA OTMEHbI.
RED — at0 ocobbii npumep WRED. Korga Bce 3HaueHust CoS mHTepdenca conocTaBreHbl C
OOHMMMU N TEMU XKEe HKHUMUN N BbICLUMMK NMOpPorosbiMu 3HadeHnamm, WRED ctaHosutcs RED.
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2.3.7.4. CBai3aHHasa KOHdurypauums

Bknioyenue cpyHkunmn WRED
MonuTrka oTGpackiBaHMA NakeToB No ymonyaxHuio — Tail-Drop.
Bbl MOXeTe 3anycTtuTb komMaHAgy queueing wred, 4ToObl BKOUNTL pyHKLmo WRED.

HacTpowka HMXHero nopora

Korga nogaepxusarotca 2 rpynnbl HUKHUX MOPOroB B MPOLEHTax, 3HaYeHUs1 No yMOMYaHuo
paBHbl 100 1 80 (konmMyecTBO rpynn NOPOroB onpeaenseTcs npoaykramm). Hekotopble NpoayKThbl
noaaepXmnBatoT HaCTPOMKY B s4enkax (3HavYeHne no yMmondaHuo onpeaenseTca npogykramu).

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold, 4ToGbl HACTPOUTL HWXHME MOPOrM B NPOLEHTaxX AN NakeTos,
oTbpacbiBaembix WRED B kaxgon odepeaun. 3Ha4eHne ovepeam HaxoamTcsi B AnanasoHe oT 1
0o 8. HmxHuin nopor Haxoautecs B AnanasoHe ot 1 go 100.

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold cell, 4yTobbl HACTPOUTL HWXKHME MOPOrN B €ANHULE AYENKN ANS
nakeToB, oTopacbkiBaeMbix WRED B kaxaoi odepeaun. [JuanasoH 3Ha4YeHUI o4epean 3aBUCKT OT
NpoAdyKTOB.

HacTponka BepxHero nopora

Korga nopgpgepxumBaroTca 2 rpynnbl HXKHUX MOPOroB B MPOLEHTax, 3HA4YeHUS Mo YMOMYaHWo
paBHbl 100 n 100 (konmyecTBO rpynn MOPOroB onpegenseTrca npoaykramu). Hekotopble
NpoadyKTbl NOOAEPXUBAKT HACTPOWKY B A4verKkax (3HayeHve Nno yMOomn4yaHuo onpepensercs
npoaykramu).

B pexnme KoHGurypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy Wwrr-queue
random-detect max-threshold, 4yTo6bl HacTponTb ©onee BbICOKME MOPOrK B MPOLEHTax Ans
naketoB, otbpacbiBaembix WRED B kaxgon ouvepeaun. 3HaveHue odepenm HaxoguTcs B
ananasoHe oT 1 go 8. BepxHuin nopor HaxoguTca B AnanasoHe OT MUHUMAasbHOIO 3Ha4YeHus
HWXKHEro nopora 40 MakCMMaribHOr0 3Ha4YEHUS1 BEPXHEro nopora.

B pexnme KoHGUrypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy wrr-queue
random-detect max-threshold cell, ytobbl HacTpouTb Gonee BbiICOKME MOPOrM B eauHuLe
AYenkn ans naketos, oTopackiBaembix WRED B Kaxgon odepean. 3HadeHue oudepeau
HaxoauTcsa B gnanasoHe ot 1 0o 8. BepxHuin nopor HaxoguTcsi B AgnanasoHe OT MMHMMAanbHOro
3HAYEHUS HUXKHEro nopora 4o MakCMMarbHOro 3Ha4YeHUs1 BEpPXHEro nopora.

Korga anvHa ovepeaun meHbLue HmkHero nopora, WRED He oTOpacbkiBaeT nakeTbl. Korga gnvHa
oyepenmn HaxoguTCsl MEXAY HWKHUM M BEPXHUM NOPOroBbiMu 3HaveHmamn, WRED oTbpacbiBaeT
nakeTbl CnyyYavHblM 06pa3om.

Hactpoika makcMmanbHON BEPOATHOCTU OTOpacbiBaHUA

Korga nopaepxuvsatoTcs 2 rpynnbl MakCcuMmaribHbIX BEPOSTHOCTEN OTOpachiBaHUSA, 3HAaYEHUs NO
ymonyaHmio paBHbl 100 m 80 (konmn4yecTBO Trpynn MOPOroBLIX 3HAYEHWUA OnpenenseTcs
npoayktamu).

B pexnme KoHgurypauum uHTEPpdENca Bbl MOXeTe 3anyCTuTb KOMaHZy Wwrr-queue
random-detect probability, 4yToObl HacTpouTb MakcMmarnbHble BEPOSITHOCTU OTOpachiBaHUSA
naketoB, otbpacbiBaembix WRED B Kaxgonm odepegun. 3HaveHMe oyepeam HaxoouTcsa B
AananasoHe ot 1 go 8. MakcumarnbHasi BEpOSATHOCTb OTOpachiBaHMA HAXOOUTCA B AMana3oHe OT
1 po 100.

KoppekTupoBka cpegHen ANUHbI ouepeaun ANs BepOATHOCTU OTOpacbiBaHUA

Korga nakeTbl nepecbinatotcd, WRED onpegensieT BepOSTHOCTb OTOpacbiBaHMS Ha OCHOBE
cpeaHein AnnHbI BbIXOOHOW o4yepeaun.

94

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpoiika QOS W

Korga anuHa o4yepean HaxoauTCcAa Mexay HUWXHUMM NnoporomMm U BEPXHUMM TMOPOrom, WRED
Ha4vynHaeT CﬂyHaIZHbIM o6pa30M OT6paCbIBaTb naketbl. bonee anuHHas oyepeab npmBoanT K
Oonee BbICOKOW BEPOATHOCTU OT6paCbIBaHI/IF|, KOTOpaA MeHblue MaKkcuMarnbHON BEPOATHOCTU
OT6paCbIBaHI/IF-|. Korga anuHa oyepean npesbillaeT BerHI/IIZ nopor, nakeTbl OT6paCbIBalOTCFI Cc
MaKkcuMarbHOM BEPOATHOCTbIO OT6paCbIBaHVIFI.

Mo ymonyaHuio cpeaHsia AnvHa ovepeam onpenensieTcs npoaykramu. Bbl MoxeTe HacTpouTb
NHTepBan BbIOOPKM M BEC OTOpPAacbIBAEMbIX MAKETOB, YTOObI NOBNUATL Ha pe3ynbTaT pacyeTa
cpenHen ANVHbI oYepean.

Bec BbIGOpKK yKasbiBaeT BECOBOM KOIPMULMEHT BbIGOPOYHBLIX OOHOBNEHMI AaHHbIX. BonbLunin
BeC BblOOpKM yKasbiBaeT Ha 6Gonee AnuTenbHbIM WHTEpPBan OOHOBMNEHWUSI CpedHen OfMHbI
oyepenm m GonblLUyO CpedHo AnvHY odvepeaun. B pexume koHpurypaumm mHtepdenca Bbl
MOXeTe 3anycTuTb koMaHgy wrr-queue random-detect sample-weight, 4ToGbl HacTpouTb
BecoBon koaddumUMeHT BbIOOPKM ANs Kakaown ovepeaun. [Quana3oH 3Ha4YeHWn onpenensieTcs
npoayKkTamu.

Hactpouka conoctaBneHuss CoS-nopora

Mo ymonyaHuio Bce 3HayeHuss CoS coOnoCTaBMSIOTCS C NEepBOW rpynmnoi NOPOroBbIX 3HAYEHUN
(KonM4ecTBO NOPOroBbIX rPYNMN onNpeaensieTcs NPoAyKTaMm).

B pexume koHdurypauum nHtepdenca Bbl MOXeTe 3anyCcTUTb KOMaHOy Wrr-queue cos-map,
yTOObI HacTpouTb conoctaereHune rpynnbl CoS ¢ noporoMm. 3HaveHne COS HaxoguTcs B
AnanasoHe ot 0 OO 7, a KONMMYeCTBO MOPOroBLIX rpynn onpegensetcsa npogykramu. MoxHo
HacTpoOUTb HECKONbKO rpynn ©Gonee HU3KMX MNOPOroBblIX 3HAYEHWN U MaKCUMarbHbIX
BeposTHOCTeN oTbpackiBaHns. HacTpoms conoctaeneHue rpynnbl CoS ¢ NOporom, Bbl MOXeTe
BblOpaTh SEMCTBYIOLLYIO NOPOroBylO rpynny, COMNOCTaBMEHHYIO CO 3HavyeHnem CoS, Hanpumep,
CoS 0 conoctaBnsieTcst ¢ NnepBor noporosow rpynnoun, a CoS 1 conocrtaBnsaeTcs CO BTOPON
noporosow rpynnon. Ecnn naketol CoS 0 n 1 gobaensatoTcs B ovepenb 1 Ans nnaHMpoBaHUs,
naketbl CoS 0 o6pabaTbiBalOTCA HAa OCHOBE HWMXHUX MOPOrOBbIX 3HAYEHUA U MaKCUMarbHbIX
BEPOATHOCTEN OTOpachiBaHUSA B NepBoK rpynne, a naketbl CoS 1 obpabaTbiBaoTCA Ha OCHOBE
HWXXHUX MOPOTrOBbIX 3HAYeHUN UM MaKcumaribHbIX BEpPOSITHOCTENW OTOpacbiBaHWA BO BTOPOW
rpynne.

Korga Bce 3HayeHnsa CoS uHTepdenca conocTtaBneHbl C OOHOW U TOM Xe rpynnon noporoBbIX
3HaveHun, BktodeHHbIn WRED ctaHoButcs RED.

2.3.8. OToOpaxeHune n KoHcurypaumsa oyepeamn
Mo ymOn4aHmIo pexmm oTobpaXKeHUs U HAaCTPOWKN BCEX oYepenen Ha yctponctee — 1-8.

MU3meHeHne oToOpaxeHus ovyepeau n pexmma KoHdurypaumm

B pexunme rnobanbHon KoHUrypaumm Bbl MOXETE 3anyCTUTb kKOMaHAay qos-queue compatible
enable, 4ToObl M3MEHUTb OTODpaXXeHMe ovepeamn U PeXnm KOHUrypaumm BCex ovepeden Ha
ycTponctee Ha 0—7.

2.3.9. UameHeHUe npuopuTeTa NaKkeToB

Mo ymonyaHuio NnpuopuTeT NakeTa U3MeHSeTCA Ha TOT, KOTOPbIA HACTPOEH Ha YCTPOWCTBE, Koraa
nakeT oTnpasnsieTca c ycTponcTea. Hanpumep, oTnpaBnseTtca naket L2 ¢ npuoputetom 4.
HanpaBneHve Bxoga CBA3aHO C MONMMTUKOM conocTtaeBneHus (policy-map). Ecnu naket
COOTBETCTBYET Nnonutuke, 3HadeHme CoS B nakeTe ycTtaHaBnmBaeTcs paBHbiM 2. Korga naket
nepexeBaTbiBaeTCs Ha BbIXo4e, NPMOpUTET NakeTa paBeH 2.

OTKnoYeHne U3MeHeHUA npuopuTteTa naketToB

B pexvme rnobansHOM KOHUIypaumm 3anyctnte komangy mls qos comment disabled, 4Tobbl
OTKMNIOYMTb M3MEHEHUE NpUopuTeTa NakeTa, T. €. Korga nakeT oTnpaBNAeTCs C yCTPONCTBa, ero
nNpuopuTeT TaKOM Xe, KaK 1 Npu oTrnpaBke nakeTa Ha YCTPOMCTBO.
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2.4. OrpaHnyeHus

Trust mode QOS Henb3s HacTpouTb Ha SVI.

Ons npoayktoB cepum QSW-6910 uneHbl rpynnbl FOrMYeckux MOPTOB AOSMKHbI
HaxXoAUTbCA Ha OQHOM YCTPOWUCTBE.

OnemeHTbl, fo6aBNseMble B rpynny NOrMYeckMx nopToB, AOMKHbI ObiTb U3NYECKUMU
nopTamu unu arpervpyemMbiMu noptamu (AP).

3anpelatowias 3anuck B ACL, cooTBeTcTByloWas class-map, He AencTByeT.
MpoaykTbl cepun QSW-6910 He noaaepxusatoT mogmdukaumio VID.

Korga QOS npumeHsieTcs K McxogsawemMy HanpasneHuto, NpoaykTel cepum QSW-6910
NM3MeHsloT 3HadeHne DSCP gns naketoB, MPOMyckHas CAOCOBHOCTb KOTOPbIX
npesbllLaeT orpaHUYeHne, HO COXpaHsT 3HadeHne CoS HemameHHbIM. Korga QoS
NPUMEHSETCA K BXOAALEeMY HarnpasneHuto, npoayktel cepum QSW 6910 mameHsoT
3HayeHne DSCP u 3HadyeHne COS ansa nakeToB, MPOMycKHas CNOCOBHOCTbL KOTOPbIX
npesbILLaeT orpaHnyeHne.

MpoaykTbl cepun QSW-6910 nameHsT Kak 3HadeHne DSCP, Tak n 3HadeHune CoS ans
nakeToB, NMPOMyCKHasi CNOCOOHOCTb KOTOPLIX MpeBbiaeT numuT. locne ycTaHOBKK
none-tos npoaykTel cepum QSW-6910 He nameHsoT 3HadyeHne DSCP npu nsmeHeHum
3HaveHna CoS.

MpoaykTbl cepun QSW-6910 He nogaepxMBatoT onumio none-tos npu Hactporike CoS.

B npoaykrax cepun QSW-6910 orpaHnyeHne nponyckHOM crnoCobHOCTM OCHOBAHO Ha
dakTU4YecKo MNpPOMYyCKHOM  CMOCOOHOCTM, BKMYas  Harpysky, CO34aBaeMyto
npeambynon n MexkagpoBbiM MHTepBanom. MNpeambyna 1 mMexkagpoBbIi MHTepBar,
nepegaBaemblie B Kagom nakeTe, 3aHnmatot 20 6anTos.

MpoaykTbl cepun QSW-6910 nogaepXmBaloT MUHUMArbHYK CTeneHb AeTanmsauuu
orpaHumyeHnsa ckopoctn 8 kbut/c. CTeneHb peTanusaums OrpaHUYEHUs CKOPOCTU
3aBMCUT OT HACTPOEK OrpaHuYeHnsa ckopoctu. B crnegytowen tabnuue nepedncneHsi
B3aMMOCBS3N MEXOY OrpaHMYEHNSMN CKOPOCTM M CTEMNEHBIO AeTannsaumu.

[wnana3oH orpaHunyeHus | ot 64 kbut/c go | oT 2 [6ut/c po|or 4 [6ut/c pgo
CKOpOCTHU 2 [but/c 4 [out/c 8 [out/c
CTteneHb getanusaumm 8 kbut/c 16 kbuT/c 32 kbut/c

[lnanasoH orpaHnyeHus
CKOPOCTU

or 8 Tlout/lc po
16 Iéut/c

or 16 T[Iout/c po
32 [out/c

or 32 [out/lc po
40 I'éuT/c

CteneHb getanusauumn

64 kbut/c

128 kbuTt/c

256 kbut/c

[nsa BToporo napameTpa (BCnneck Tpaduka) B NOMUTUKE OrpaHnYeHns ckopoctn QoS,
ecnn 3HayeHwe napameTpa CNULIKOM Maro, akTudeckas CKOPOCTb MOXeT ObITb
Ype3MepHO Marnon B criydae Bchnecka Tpaduka. Ecnv 3HavyeHne napameTpa CrnLLKOM
BENUKO, hakTuyeckas CKOpPOCTb MOXET ObITb cnnwKkoM 6onbLuon. Npu HeobxoanmocTu
Bbl MOXXETE UCNONb30BaTh CreAyoLLYy0 PpEKOMEHOyeMYO KOHpUrypaumio:

o (1) Ecnu HacTpoeHHOe orpaHuyeHMe CcKopocTM MeHblwe 1024
pekoMeHayemoe 3HadYeHue pasmepa naketa coctasnset 1024 k6awnT.

o (2) Ecnu ckoHdurypnpoBaHHoOe orpaHudeHne ckopocTt MmeHblue 10 240 kbuT/c,

KouT/c,

pekomMeHOyeTCcA YCTaHOBUTb 3HaA4YeHMEe pa3Mepa naketa TakKumM Xe, Kak
orpaHn4yeHme CKOpoOCTHU, WK  UCMNOJSIb30BaTb MaKCMMalibHOe 3Ha4deHue
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(nonyctumoe 3HayeHve pasmepa naketa NpOAYKTOB MOXET ObiTb MeHbLUe YeMm
10 240 k6anT).

o (3) Ecnu HacTpoeHHbIi npegen ckopocTn npeBbiwaeT 10240 «kbuT/c,
pekomMeHOyeTCs yCTaHOBUTb 3HaYeHWe pasMmepa nakeTta paBHbIM MakCUMarsibHO
OONYCTUMOMY 3HAYEHUIO AN YCTPOoUCTBA.

[lns BTOpOro napameTpa B NONUTUKE OrpaHNYeHUst ckopocTy QOS, Korga orpaHuyeHne
CKOPOCTM OTHOCUTENbHO BENMKO, BTOPOW MapamMeTp HeobxooumMoO CKOPpPeKTUpoBaTb
COOTBETCTBYHOLMM 06pa3oM. B npoTMBHOM crnyyae npeden CKOPOCTU MOXET OblTb
HETOYHbIM.

Ons noptoB 10G unu 40G pekoMeHayeTCHa YCTaHOBUTbL MOPOr CKOPOCTU paBHbIM 32 nnm
bornbLue.

MpoaykTbl cepum QSW-6910 nopaepxuBatoT npumMeHeHwe nonuTtuk (policy map) K
ncxoasiemy HanpasIieHuUto.

Korga nonutuka npumeHsaetca Kk AP npoayktos cepum QSW-6910, nopTbl-yneHbl AP
OOIDKHbI  COOTBETCTBOBaTb CreaylolemMy YCcroBuo, 4YTobbl CKOH(UIypupoBaHHOE
OorpaHuMyeHne NPomnyCcKHOM CNOCOBHOCTM BbINIO MPONYCKHOW CMNOCOBHOCTLIO, COBMECTHO
ncnonb3yemon BceMu noptamu-dneHamm AP: nopTbl-yneHbl AP AOMmKHbI NpyHagnexar
OZlHOMY 1 TOMY Xe ycTponcTBy QSW-6910.

B npoayktax cepmumn QSW-6910 class-map gomkHa 6biTb cBA3aHa ¢ ACL, noatomy Bce
orpaHuyeHnsd, HacTpoeHHble B ACL, goctynHbl ans dyHkumm QoS. MNogpobHee cm.
Hactpownka ACL.

MonnTUKN HeNb3a NPUMEHATL K SVI.

MonuTukn MoryT ObITb HAacCTPOEHbl B HanpasBneHUW BbiBoda, HO He MoryT ObiTb
HacTpoeHbl Ha AP.

MonnTUKN, HAaCTPOEHHbIE B HaNpaBneHnn BblBoAa, He NOAAEPXKUBAIOT NepeMapKnpoBKy
3HayeHnss CoS naketoB. 3HayeHne COS nakeToB He MepemMapkupyeTcs npu
nepemapkuposke 3Ha4yeHns DSCP nakeTos.

QoS He noaaepxunBaeTcs Ans rpynn forMyeckux NopToB B HAMPaBeHNM BbiBOAA.

MopTbl BUpTyanbHoro kommyTupyemoro kaHana (Virtual Switching Link (VSL))
npoayktoB cepun QSW-6910 ncnonb3yoT anropMTM nnaHunposaHusa Strict Priority (SP)
+ Deficit Round Robin (DRR) no ymonuanuio. O4epeab 7 NpuHMMAaET nnaHnpoBaHue
SP, a Beca gpyrux oyepenen paBHbl 1, YTO HE MOXET ObITb M3MEHEHO NOSb30BaATENAMMU.

Korga orpaHunyeHne ucxopsen ckopoct QOS HacTpoeHO Ha npoAykTax cepuu
QSW-6910, nepsble 32 nopTa He pa3genstoT orpaHNYeHNEe CKOPOCTU C MOCNeayoLWLmnMn
noptamu. B pesynbtate k SVI npumensetcs QoS. Ecnn SVI cogepxuT nepsble 32
nopta u nocregywwue nopTbl, Npegen ucxoadulen CKOpoCcTu yaBavBaeTca Ans
nakeToB, KOTOpble NepeaatnTcs nepsbiMU 32 NOPTaMKU 1 NOCEAYOLWMMN NOPTaMM.

Hanpumep, noptbei-yyactHukn VLAN 1 cogepxat Gi0/1, Gi/2, Gi0/33 n Gi0/34, a orpaHudeHne
ckopoct QoS B 10 Mout/c npumeHsietcs K VLAN 1. daktnyeckoe orpaHuyYeHmMe CKOpPOCTU
nakeToB, nepegaBaembix Gi0/1, Gi/2, Gi0/33 n Gi0/34 dakTnyeckn coctaenstot 20 Mout/c. Gi0/1
n Gi/2 wcnonb3yoT orpaHudenmne ckopoctn 10 Mo6ut/c, a Gi0/33 n Gi0/34 pasgensioT
orpaHuyeHne ckopoctu ewe 10 Méut/c.

Bbl MOXeTe 3anyckaTb TONbKO komaHgy show run, 4yTobbl MPOBEPUTH, BKMOYEHA
dyHkums WRED rnobaneHo.

Ecnu HwxHuin nopor paeseH 100 %, doyHkuna WRED oTkntoyeHa.

MpoaykTbl cepun QSW-6910 nogoaepXmnBatoT HACTPOMKY COMOCTaBNEHUA (PU3NYECKUX
nopToB.
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HacTtpoiika QOS

o  AAMMHMCTpATOPbLI MOryT HacTpouTb conocTtaBneHus DSCP-CoS n CoS-threshold gns
peanusaumn conoctasneHna DSCP-threshold.

o  AAMMHMCTPaTOPbLI MOrYT HacTpouTb conocTtaerneHus CoS-threshold n CoS-queue gns
peanusaumm conocTtaneHus queue-threshold.

2.5. KoHdurypauusa

KoHdurypaums OnucaHue u KomaHaa
HacTtpowka (OnuuoHanbHO) Wcnonb3dyeTcs Ans  co3gaHud  mMHopmMaumm o
Knaccudumkaumm Knaccudumkaumm notoka
NOTOKOB
class-map CospaeT knacc
match access- | CooteetcTtaue npasunam ACL
group
policy-map CospgaeT nonuTuky
class AccouunupyeT knacc
police HacTtpanBaeT numMUT NpoOMNycKHOM CnocobHOCTH
Ons1 NOTOKOB U gencTene no obpaboTke nakeToB
3a nMMUTOM
set HacTtpavBaeT noBefeHne AN U3MEHeEHUs
3HayeHun CoS, DSCP u VID noTtokoB
virtual-group CospgaeT rpynny norM4yecknx WHTepdencoB wu
pobasnsieT nMHTepdencobl B rpynny fOrnM4eckmx
MHTEepgencon
service-policy MpumeHsieT NONUTUKY K NHTEpdelicy
HacTtponka (OnuuoHanbHo) OH wncnonb3dyeTcss Ana  HacTpowmku trust mode,
MapKMPOBKK U 3Ha4yeHns COS MO YMOMYaHWIO M PasfnyHbIX COMOCTaBNEHWA ANS
oTOoOpaxeHust UHTepdenca
NpuopuUTETOB ANs
. mls qos trust M3meHsieT trust mode nHTepdeiic
mls qos cos N3meHdaeT 3HadeHne COS No ymonyaHuio Ans
nHTEepenca
mls qos map cos- | HactpanBaeT conoctaBneHme CoS-DSCP
dscp
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KoHdurypauus

OnucaHve n kKomaHAaa

Hactporika
MapK1UpPOBKU v

oTobpaxxeHns

npnopunuTeToB and

NnakeToB

mls  gos
dscp-cos

map

HacTtpanBaeT conoctasneHne DSCP-CoS

Hactporika
orpaHuyeHus

CKOPOCTU
MHTEepdemnca

(OnumoHanbHo) OH

ncnonb3yetca AOnd HaCTpOVIKM orpaHmnyeHund

CKOpOCTU Anda nHtepdenca

rate-limit

HacTtpausaeTt numuT Tpadumka ons nHtepdenca

Hactporika
ynpaeneHus
neperpyskamu

(OnuuoHanbHo) OH
CoS-queue, NONUTUK

ncnonb3yeTca ANs HACTPOMKM CONOCTaBMEHUS
nraHuposaHuna ovepegen n round robin weight

priority-queue
cos-map

HacTtpauBaeT conoctaeneHme CoS-queue

priority-queue

HacTtpauBaeT nonvMTuKy nraHMpoOBaHUA BbiBOAA
onga ovyepeam Ha SP

mls qos scheduler

HacTtpanBaeT nonuTuky nnaHMpoBaHWsi BbiBOAA
Anst oyepeau

wrr-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MONUTUKE  MfaHUPOBaHMUS
WRR anga BbIXO4HOW oyepeamn

drr-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MONUTUKE  MflaHUPOBAHMUS
DRR gn4a BeIxogHoOW o4yepeamn

wfg-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MONUTUKE  MflaHUPOBAHMUS
WFQ ans BbIxogHOW ovepeam

gos queue HacTpavBaeT rapaHTMpOBaHHY0 MWHUMAanbHYHO

MPOMYCKHYD CMOCOBHOCTb M OrpaHUYeHHyto
MaKCUMarnbHYK MPOMYCKHY CMOCOBHOCTb Ans
ouepeam

gos queue ecn

BkntovaeT cpyHkumo ovepean ECN
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Hactpofixa A0S | wwwtechru |
KoHdurypauus OnucaHue u KomaHaa
HacTtponka (OnuuoHanbHo) OH Mcnonb3yeTca ANs NpeaoTBpaLLeHUs neperpysku
npeaoTBpaLleHus CeTM NyTeM HACTPOVKM OTOpacbiBaHNS NaKeToB
neperpyskm
queueing wred BkntovaeT pyHkumo WRED
wrr-queue HactpanBaeT BecC BbIOOpKM NakeToB, KOTOpbIE
random-detect 6yayT otbpackiBaTbcst WRED
sample-weight
wrr-queue HacTtpaunBaeT HWkHee NoporoBoe 3HayeHue ans
random-detect nakeToB, oTbpacbiBaeMbix WRED
min-threshold
wrr-queue HactpavBaeT BepxHMIA NOpoOr Ans NakeToB,
random-detect oTbpacbiBaeMbix WRED (B npoLeHTax)
max-threshold
wrr-queue HactpavBaeT HWXHWIA nopor Ans NakeToB,
random-detect oTbpacbiBaeMblx WRED (B auenkax)
min-threshold cell
wrr-queue HactpanBaer ©onee BbICOKMA nopor Aand
random-detect nakeToB, oTbpacbiBaeMbix WRED (B siuenkax)
max-threshold
cell
wrr-queue HactpavBaeT MakcumarnbHyld  BEPOSITHOCTb
random-detect oTbpacbiBaHus MakeToB., oTOpacbiBaeMbIX
probability WRED
wrr-queue  cos- | Hactpaumeaet conoctaBneHue threshold-CoS
map
HacTtpownka (OnumoHanbHO) Mcnonb3yeTca Ansa yCTaHOBKM pexunma oTobpakeHus
oTobpaxeHus oyepenn 1 HaCTPOKMKKM BCeEX ovepeden Ha ycTponctee Ha 0—7
oyepea U pexum
HacTpomku qos-queue BkriouaeT oToOBpaxeHMe ouepean W pexum
compatible enable | koHuUrypaumm Bcex ouepenen Ha yCTpOMNCTBE Ha
0-7
OTkntoyeHve (OnumoHanbHo) Wcnonmb3dyeTca  ana  OTKIOYEHUA  U3MEHEHUs
N3MeHeHus npuopuTeTa naketa
npuopuTeTa NakeTos
mls qos remark | OTknioyaeT M3aMeHeHne npuopuTeTa NakeToB
disable
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HacTtpoiika QOS W

2.5.1. Hactpouka knaccudukaumm noToKkoB

2.5.1.1. ekt KoHDUrypaumm

o CospanTe Knacc 1 conoctaBbTe Npasuna Knaccudpukauuu.

o Cospante nONUTUKY, MNPUBSKMTE MNOBEOEHUS Kracca M MNoToKa W CBSXKUTE C
UHTepdencom.

2.5.1.2. MNpumeyaHus

° MmeHa knaccoB 1 NONNTUK He MOTYT coAep>aTb oonee 31 cumBona.

o  KoHdwurypaumm mHTepdernca onyckarT TONbKO KOHdurypaummn uHtepdenca AP u
Ethernet. HekoTopble nNpoayKTbl NOAOEPXMBAKOT MOMAUTUKKA, MNPUMEHSEMbIE K
UHTepdencam SVI ¢ nomouwlblo komaHabl service-policy. Korga un dusmyeckue
UHTepdencol, N UHTepdencbl SVI HacTpPOeHbl C MOMOLUBID MNOMUTUK, MpUOpUTET
M3MYECKUX MHTEPEENCOB BbILLE, YeM Y MHTEpPencos SVI.

e Ecnu 3anyctutb KomaHgy service-policy B pexume rnobanbHon KoHUrypaumm,
NonNUTUKN ByayT NPUMEHSATLCH KO BCEM MHTepdencam, KOTopble MOXHO HacTpouTb C
NMOMOLLIbIO MOMUTUK.

2.5.1.3. LLlarn HacTpounku

Co3paHue knacca n conoctaBneHue npasun ACL
o HeobGsazaTenbHbIN.

e Cospante knacc. B pexunme koHdburypaumm knacca conoctaBbTe ACL, IP PRE wnu
DSCP.

Co3paHue NoNUTUKKU
e HeobssaTenbHbIN.

e Cospante nonutuky. B pexume KoHUrypauum nonuTvKM NPUBSHKUTE MoBeaeHue
Krnacca v noToka.

Co3paHue rpynnbl Norm4eckux nHTepcgencoB n gobasneHne nHrepdencos B

rpynny normyeckux uHtepcencos

¢ Heobs3aTenbHbIN.

e Cospante rpynny normdecknx uHTepdencos n gobaBbTe MHTEpdENCHl B rpynny
NOrMyecKknx MHTepgENCoB.

NMpumeHeHMe NoNUTUKK K MHTepdency
e HeobGsa3aTenbHbIN.

e  CBSXMTE HACTPOEHHYIO NONIUTUKY C yKas3aHHbIM UHTEPEENCOM MW FPYMNMNOKN NIOrMYECKNX
nHTEepencos.

2.5.1.4. NpoBepka

e 3anyctute KomaHgy show class-map, 4ToGbl NPOBEPUTDL, YCAELLHO M CO3A4aH Kacc U
YCMELIHO NN CONOCTaBNEHbI NpaBuna.

e 3anyctute komaHgy show policy-map, 4ToGbl NpoBepuTb, YCMELWHO NM co3daHa
NONUTMKa N yCNeLwHO N CBA3aHbl NOBEAEHNe Krnacca 1 NoToKa.

e 3anyctute komaHgy show mls qos interface, 4To6bl NpOBEpPUTbL, CBA3aH U
MHTEepENC C NOSTIUTUKON.

e 3anyctute komaHgy show virtual-group, 4To6bl NpoBepuTb MHTEPdENCHI B rpynne
NOrMYecKknx MHTEpPgENCoB.
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HacTtpoiika QOS

3anyctute komaHgy show mls qos virtual-group, 4To6bl NPOBEPUTbL, CBA3aHa nu

rpynna norMyeckoro uHTepgenca ¢ nonnTUKOMN.

2.5.1.5. CBA3aHHaA KoMaHAaa

Co3paHue knacca

KomaHga class-map class-map-name
OnucaHue class-map-name: ykasbiBaeT MMS co3gaBaemoro knacca. MimMsi He moxeT
napameTpoB copepxatb 6onee 31 cumBona

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

CootBetctBUEe ACL
KomaHga match access-group access-list-number
Onucanue access-list-number: ykasbiBaeT Homep crnvcka ACL, KOTOPbIN JOSMKEH ObITb
napameTpoB conocTaBneH

Pexum komaHg

Pexum koHdurypaumm knacca

Co3paHne NoNMUTUKU

KomaHga policy-map policy-map-name
Onucanne policy-map-name: ykasbiBaeT UMs co3gaBaemMon nonuTukn. ma He moxet
napamMmeTpoB cogepxaTb 6onee 31 cumBona

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

CBsA3biBaHMe Knacca

KomaHpa class class-map-name
Onuncanne class-map-name: ykasbiBaeT UMS Kracca, KoTopbln ByaeT cBa3aH
napameTpoB

Pexnm komaHa

Pexnm koHdurypaumm nonmTukm

MpuBAska noBeaeHUn ans nameHeHusi 3HadyeHun CoS, DSCP m VID noTokoB

KomaHga set { ip dscp new-dscp | cos new-cos [ none-tos ]}
Onuncanne ip dscp new-dscp: nameHsieT 3HayeHne DSCP noTokoB Ha new-dscp B
napameTpoB AnanasoHe ot 0 go 63.

COS New-cos: u3MeHsleT 3HadeHne CoS NOTOKOB Ha NEW-COS B AvanasoHe
otr0po7.
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none-tos: He wu3MeHdAeT 3HayeHne DSCP nakeToB nNpu M3MEHEHUU
3Ha4yeHuda CoS nakeTos.

vid new-vid: namexHset VLAN ID notokoB Ha new-vid B gnana3oHe oT 1 oo
4094

Pexum komaHg

Pexum koHdurypaumm knacca

MpuBa3ka nMMMTa NPONYCKHOM CNOCOOHOCTU ANs NOTOKOB U AEUCTBUA NO
o6paboTke NakeToB, NPeBbIWAKLWUX NTUMUT

KomaHga police rate-bps burst-byte [ exceed-action { drop | dscp new-dscp | cos
new-cos [ none-tos ]} ]

Onucanwne rate-bps: ykasblBaeT orpaHuMyeHne MNpOoMyCKHOW CMOCOBHOCTM B CeKyHay

napameTpoB (k6uT). [IMana3oH 3Ha4YeHW onpeaensdeTca NpoayKkTamu.

burst-byte: ykasbiBaeT oOrpaHMyeHMe Ha NaKkeTHbIN Tpadumk (KBanT).
[wnanasoH 3Ha4eHuI onpenensieTca NnpoayKkTamu.

drop: otbpacbiBaeT nakeTbl 3a Npegenamm NPonyckHoOM CNOCOBHOCTM.

dscp new-dscp: nameHsiet s3HadeHne DSCP gns nakeToB, BbIXOASLLMX 3a
npegensl NoNockl NponyckaHns, Ha new-dscp B gnanasoHe o1 0 go 63.

COS New-cos: naMeHsieT 3HaveHne CoS nakeTos, BbIXOAALIMX 3a Npeaensb
nonockl NPOMnyckaHus, Ha New-cos, B AnanasoHe ot oT 0 Ao 7.

none-tos: He wu3MeHseT 3HayeHMe DSCP nakeTtoB nNpu M3MeEHeHUn
3HayeHna CoS nakeTos

Pexum komaHg

Pexnm koHdurypaumm knacca

Co3paHue rpynnbl Norm4yeckux nHtepcgencos n nobasneHue nHtepcgencos B
rpynny nornyeckux nHrepdemcon

KomaHga virtual-group virtual-group-number
Onuncanne virtual-group-number: ykasbiBaeT HOMep rpynnbl FIOrMYeCcKoro nHTepdenca
napamMmeTpoB B AuanasoHe o1 1 ao 128

Pexnm komaHa

CospganTte rpynny mnoOrnM4Yecknx WUHTEPENCOB B pexmme rrnodanbHON
KOHcurypaumm, nobasbte MHTEPKENC B rpynny NOrMYeckux nHTepdemncoB
B pexume KoHurypaumm wuHTepdencos. Ecnum rpynnbl  NOrMYECKnX
WHTEepencoB He CyLlecTByeT, HeoOXOoAMMO CHavana cos3gaTb rpynny
norn4ecknx uHTepdencoB, a 3atem pobaBuTb UHTepdencbl B rpynmny
nornyeckmx nHtepdencos

NMpumeHeHne nonUTUKM K HTepdency

KomaHga service-policy {input | output } policy-map-name
Onuncanne input: npMMeHeHne Ansa Bxoasawero Tpaduka nHtepdenca.
napameTpoB
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output: npumeHeHWe Ang ucxoasuero Tpaduka nHTepgenca.
policy-map-name: yka3sblBaeT UMSA MNOANTUKU, MPUMEHEHHOWN K UHTepdency

Pexum komaHa | Pexum koHdurypaumm mHtepdenca/Pexum rnobanbHom KoHdurypauuu/

Pexnm rpynnbl norm4eCknx nopTtoB

2.5.1.6. Mpumep KoHcpuUurypaumum

Co3paHue YyeTbipex KnaccoB NoTokoB u conoctaBneHue ACL, IP PRE n DSCP

Warn
HaCTPOMKK

e Cospante npasuna ACL.
e CospganTe YeTblpe knacca noTokoB 1 conoctaebTe ACL, IP PRE n DSCP

QTECH# configure terminal
QTECH(config)# access-list 11 permit host 192.168.23.61

QTECH(config)# class-map cmapl
QTECH(config-cmap)# match access-group 11
QTECH(config-cmap)# exit

MpoBepka

MpoBepbTe NpaBUIbHOCTL CO3A4aHHbIX NpaBun ACL 1 npaBun NOTOKOBOTO knacca

QTECH# show access-lists
ip access-list standard 11
10 permit host 192.168.23.61

QTECH# show class-map
Class Map cmapl

Match access-group 11

2.5.2. HacTponka MapKMpOBKU U OTOOpaXXeHMsA NPUMOPUTETOB AJIA NaKeToB

2.5.2.1. ekt kKoHdUrypaumm

e HactpownTe trust mode n 3Ha4yeHne CoS no ymon4yaHuio angd nHrepdernica.
e HactponTe conoctasneHmna CoS-DSCP n DSCP-CoS.
e Hacrtporika kayecTBa 06CnyXnBaHus

2.5.2.2. MpnmeyaHunsn

KoHcpurypaumm nHtepgenca gonyckaroT TONbKO KoHdurypauun nHtepdgenca AP n Ethernet.

2.5.2.3. LLlarn HacTpounku

HacTtpouka trust mode n sHayeHna CoS no ymon4yaHuio onsa nHrtepcdgenca
e HeobGsa3aTenbHbIN.
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o B pexunme koHurypauum mHTepdgenca Hactponte trust mode n 3HavyeHne CoS no
yMon4aHuio anga nHrepdetnica.

Hactpounka conoctaBneHumn CoS-DSCP u DSCP-CoS
e HeobGsa3aTenbHbIN.

e HacTponTe pasnuyHblie CoONocTaBneHus.

2.5.2.4. NMpoBepka

e 3anyctute komangy show mls qos interface, 4tobbl oTOGpasuTb trust mode wu
3HadeHne COS no ymon4yaHuio ansa nHrepdenca.

e 3anyctute kKomangy show mls gos maps, 4Tobbl OTOOpasMTb CONOCTaBEHUS
Co0S-to-DSCP n DSCP-to-CoS.

2.5.2.5. CBA3aHHaA KomaHAaa
HacTponka untepdenca trust mode

KomaHga mls qos trust { cos | ip-precedence | dscp }
Onuncanne CO0S: HacTpauBaeT uHTepdenca trust mode k CoS.
napameTpoB

ip-precedence: HacTpamBaeT nHTepdenca trust mode Ha IP PRE.
dscp: HacTpauBaeT nHtepderica trust mode k DSCP

Pexnm komang | Pexum KoHdurypauum nHtepdenca

Hactpouka 3HayeHus CoS no ymon4vyaHuio ansa nHrtepdenca

KomaHpa mls qos cos default-cos
Onucanne default-cos: HacTpanBaeT 3Ha4yeHne CoS no ymon4aHuio B guanasoHe ot 0
napameTpoB 0o 7. 3HayeHune no ymonyaHumio — 0

Pexnm komaHg | Pexxum KoHdurypaumm nHtepdenca

Hactpownka CoS-to-DSCP map

KomaHga mls qos map cos-dscp dscp1...dscp8
Onuncanne dscp7....dscp8: ykasbiBaeT 3HadeHna DSCP, conoctaBrneHHble Cco
napameTpoB 3HayeHuamm CoS. 3HaveHns CoS no ymonyaHuio 0—7 oTobpaxarTcsa Ha

DSCP 0, 8, 16, 24, 32, 40, 48 n 56 cooTBeTCcTBEHHO. 3HayeHne DSCP
HaxoauTcst B gmanasoHe ot 0 go 63

Pexum komaHg | Pexxvm rmobanbHon koHurypaumm
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Hactpounka DSCP-to-CoS map

KomaHga mls qos map dscp-cos dscp-list to cos
Onucanwne dscp-list: ykasbiBaeT cnmcok DSCP, conocTaBneHHbIn co 3HadeHuamn CosS.
napameTpoB DSCP 0-7 no ymon4yaHuto conoctaensawTtcd ¢ CoS 0, DSCP 8-15

conocTtaBnsatTcsa ¢ CoS 1, DSCP 16-23 conocTtaensatoTca ¢ CoS 2, DSCP
24-31 conoctaBnatotcs ¢ CoS 3, DSCP 32-39 conocTtaenstoTtcs ¢ CoS 4,
DSCP 40-47 conoctaBnsietcsa ¢ CoS 5, DSCP 48-55 conocrtaBnsdeTcsa c
CoS 6, a DSCP 56-63 conoctaBndetcd ¢ CoS 7. 3HayeHne DSCP
HaxoauTcs B AnanasoHe oT 0 oo 63.

COS: ykasbiBaeT 3HaueHus CoS, conocTtasneHHble ¢ DSCP-cninckoMm, B
AvanasoHe ot ot 0 go 7

Pexum komang | Pexxum rmobanbHon koHdurypaumm

2.5.2.6. Npumep KoHcpUrypauumm

HacTtpouka trust mode n aHadyeHnsa CoS no ymonyaHuio ans nHtepdenca

Warn
HaCTPOWKU

e K/ameHuTe trust mode nHTepdpenca gigabitEthernet 0/0 Ha DSCP.

e W3vmeHute 3HaveHne COS nNO ymon4yaHuw gnd uHTepdenca
gigabitEthernet 0/1 Ha 7

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/0)# exit
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# mls qos cos 7
QTECH(config-if-GigabitEthernet 0/1)# exit

MpoBepka

Y6eautecnb, uTo trust mode n 3HadeHne COS Mo yMOMYaHUIO YCNELLHO HACTPOEHbI
ana nHTepdeiica

QTECH# show mls qos interface gigabitEthernet 0/0
Interface: GigabitEthernet 0/0

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: dscp

Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/1
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Interface: GigabitEthernet 0/1
Ratelimit input:

Ratelimit output:

Attached input policy-map:
Attached output policy-map:
Default trust: none

Default cos: 7

Hactpouka conoctaBneHnm CoS-to-DSCP n DSCP-t0-CoS

Warn e Hactponte CoS-to-DSCP ansa conoctaenexmsa CoS 0,1, 2, 3,4,5,6n7
HaCTPOMNKK ¢ DSCP 7, 14, 21, 28, 35, 42, 49 1 56 cOOTBETCTBEHHO.

e HactponTte DSCP-to-CoS ans conoctaBnenuss DSCP 0, 1,2, 3un 4 c CoS
4unDSCP 11,12,13n14c CoS 7

QTECH# configure terminal

QTECH(config)# mls qos map cos-dscp 7 14 2128 35 42 49 56
QTECH(config)# mls qos map dscp-cos 0123 4 to 4
QTECH(config)# mls qos map dscp-cos 111213 14 to 7

MpoBepka | MpoBepbTe, BCE N COMOCTaBIEHNS YCNELHO HAaCTPOEHbI

QTECH# show mls qos maps cos-dscp

cos dscp

7

14
21
28
35
42
49
56

~N o O N WON &, O
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QTECH# show mls qos maps dscp-cos

dscp cos dscp cos dscp cos dscp cos
0 4 1 4 2 4 3 4

4 4 5 0 6 0 7 0

8 1 9 1 10 1 n 7
12 7 13 7 14 7 15 1

16 2 17 2 18 2 19 2
20 2 21 2 22 2 23 2
24 3 25 3 26 3 27 3
28 3 29 3 30 3 31 3
32 4 33 4 34 4 35 4
36 4 37 4 38 4 39 4
40 5 41 5 42 5 43 5
44 5 45 5 46 5 47 5
48 6 49 6 50 6 51 6
52 6 53 6 94 6 95 6
56 7 57 7 58 7 59 1
60 7 61 7 62 7 63 1

2.5.3. HacTpounka orpaHM4eHusi CKOpoCcTu nHTepdenca

2.5.3.1. AcpheKkT KoHUrypaumm

HacTtponte numut Tpaduka gns nHtepdgenca.

2.5.3.2. NMpumeyaHunsn

KoHdurypaums nogaepxuneaeTcsa Tonbko nHTepdencammn Ethernet.

2.5.3.3. LLlarn HacTpounku

Hactpownka numuTa Tpacduka ana mHtepdenca
e HeobGsasaTenbHbIN.
e HacTpoiTe orpaHnyeHme Ha Tpaduk U nakeTHbIN Tpaduk ons nHrepdenca.

2.5.3.4. NpoBepka

3anyctnte komaHgy show mls qos rate-limit, 4tobbl OTOGpPas3uTb WHpOpMaumio 06
OrpaHNYeHn CKOPOCTU ANst MHTepdenca.
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2.5.3.5. CBA3aHHaA KomaHAaa

HacTpomnka numuTta Tpaduka ana nHrepdenca

KomaHga rate-limit { input | output } bps burst-size
OnucaHue input: ykasbiBaeT HanpaBneHne BBoda nHtepderica.
napameTpoB

output: ykasblBaeT HanpaBrieHne BbiBoAa HTepderica.

bps: ykasbiBaeT orpaHM4eHne NponyckHOM CMocoBHOCTM B cekyHay (KouT).
[manasoH 3Ha4eHui onpeaensieTcs NPoAyKTamu.

burst-size: ykasbiBaeT orpaHuyeHne Ha Bcnneck Tpaduka (k6anT).
[wnanasoH 3Ha4eHuin onpegenseTca Nnpoaykramu

Pexum komang | Pexum koHdurypaumm nHtepgenca

2.5.3.6. Mpumep KoHcuUrypaumumn

TunuyHoe npUMeHeHne — oOrpaHuMYeHue CKOpPoCTU WHTepdenca +
nepemMapkupoBKa npuopuTeTa

Warn
HaCTPOWKU

e [Ins goctyna B VIHTEpHET C MCMNonb30BaHUEM BbIXOOHOTO MHTepdenca
HaCTpoWTe orpaHuyeHne ncxoaswero Tpaduka Ha nHtepderice G0/24, a
TaKxKe yCTaHOBUTE OrpaHuyYeHne nosockl nponyckaHnsa Ha 102 400 kbut/c
N orpaHudeHmne Bcnnecka Tpaduka Ha 256 K6anT B cekyHAy.

e [Ins 3g0aHnsa obLEXMTUS HAaCcTPOMUTE OrpaHNYeHne BXxodsllero Tpaduka
Ha mHTepdence GO/3, a Takke YCTaHOBUTE OrpaHUYEHWE MNPOMYCKHON
cnocobHoctn Ha 51200 kbuTt/c 1 orpaHudeHne Bcnnecka Tpadumka Ha
256 KONT B cekyHAay.

e [1ns yyeBHOro 3gaHus HaCTpoMTE OrpaHuYeHne Bxoasiiero Tpadmka Ha
uHTepdence GO/1, a Takke YCTaHOBUTE OrpaHUYEHUE MNPOMNYCKHOM
cnocobHoctn Ha 30720 kbuT/c 1 orpaHudeHne Bcnnecka Tpadmka Ha
256 kbGanT B cekyHay.

e [Insa naGopaTtopun cosganTte knacc cmap_dscp7 ans COoOTBETCTBUSA
npuoputety DSCP 7, cospanTe nonutuky pmap_test ana csBdaAsm C
cmap_dscp7, npuBs>kMTe NoBefeHne NoToka ANA U3MEHEHUS 3HayYeHus
DSCP gna nakeToB, CKOpPOCTb KOTOpbiXx npeBbiwaetr 20M Ha 16,
npumeHnTe pmap_test k uHTepdency G0/2, n HacTponTe nHTEpPdENC Ha
nosepue DSCP

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/24
QTECH(config-if-GigabitEthernet 0/24# rate-limit output 102400 256
QTECH(config-if-GigabitEthernet 0/24)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3# rate-limit input 51200 256
QTECH(config-if-GigabitEthernet 0/3)# exit

QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1# rate-limit input 30720 256
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# class-map cmap_dscp7

QTECH(config-cmap)# match ip dscp 7

QTECH(config-cmap)# exit

QTECH(config)# policy-map pmap_test

QTECH(config-pmap)# class cmap_dscp7
QTECH(config-pmap-c)# police 20480 128 exceed-action dscp 16
QTECH(config-pmap-c)# exit

QTECH(config-pmap)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2# service-policy input pmap_test
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/2)# exit

MpoBepka

e [lpoBepbTe, ycCMewWHO W  HACTPOEHO OrpaHW4YeHue  CKOPOCTU
nHTepdenca.

e Ybegutecb, 4TO KNacC M MNOMMTUKA YCMELHO CO34aHbl M YCMELIHO
NpPUMeHeHbI K uHTepdency

QTECH# show mls qos rate-limit
Interface: GigabitEthernet 0/1

rate limit input Kbps = 30720 burst = 256
Interface: GigabitEthernet 0/3

rate limit input Kbps = 51200 burst = 256
Interface: GigabitEthernet 0/24

rate limit output Kbps = 102400 burst = 256
QTECH# show class-map cmap_dscp7

Class Map cmap_dscp?7
Match ip dscp 7
QTECH# show policy-map pmap_test

Policy Map pmap_test

Class cmap_dscp7

police 20480 128 exceed-action dscp 16
QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2

QTECH
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Ratelimit input:

Ratelimit output:

Attached input policy-map: pmap_test
Attached output policy-map:

Default trust: dscp

Default cos: 0

2.5.4. HacTtpo#ka ynpaBrneHus neperpyskamm

2.5.4.1.

2.5.4.3.

Ad ekt KOHpUrypaumum
HacTtponTe conoctaeneHne CoS-to-queue.

HacTtponTe nonuTtuky nnaHupoBaHua 1 round robin weight ansa seixogHon ovepeau.

HacTpoiTe rapaHTUpPOBaHHYldO  MMWHMMArnbHYH  MPOMYCKHYH  CMOCOGHOCTb
OrpaHMYeHHY0 MakCMMarnbHY NPOMYCKHY CNOCOGHOCTL ANs oYepeau.

Bkntounte pyHkumio ovepean ECN.

MpumevaHun

KoHdpurypaumsa nHtepdenca gonyckaetcs TonbKo Ha uHTepdencax AP n Ethernet.

O6e dpyHkumn ECN 1 WRED pomxHbl OblTb HacTpOeHbl Af1S BKOYEHUA YHKUMK

oyepean ECN.

Larn HacTpoukn

KoHdurypupoBaHue conoctaBneHnn CoS-to-unicast n CoS-to-multicast

OnuyuoHanbHo.

HacTtponTe conoctaesnenna CoS-to-queue. B npogykrax, noggepxmearowmx ovepeam

MHOroaapeCcHON paccbifik1, MOXXHO HAacTpoUTb conoctaeneHme CoS-to-multicast.

Hactpoika nonutuk nnaHupoBaHnusa n round robin weight ana ogHoaapecHbIX
M MHOroagpecHbIX BbIXOAHbIX ovepenen

OnuyuoHanbsHo.

HacTtponTte nmonntuky nnaHMpoBaHUS Ons ovepenum BbiBoga u uameHute round robin
weight. B npogykTax, nooaepXxuBaroLmx odepean MHOroaapeCcHOM PacChifiki, MOXHO
HacCTPOUTb MOMUTUKM NraHMpoBaHusa K kKoadduumeHTtsl round robin weight gns

oyepenen MHoroagpecHoOM pacChISiku.

HacTtponka rapaHTUpOBaHHOW MMHMMaNbHOW MNPOMYCKHOW CMOCOOHOCTU M
OrpaHM4eHHOW MaKCUManbHOW NPONYCKHOW CNOCOOHOCTU ANnsA ovyepeaum

OnumoHanbHo.

HacTpoiTe rapaHTUpOBaHHYlO  MWHMMAsnbHYO  MPOMYCKHYH  CMOCOBHOCTbL
OrpaHMYeHHY0 MakCcMMarnbHY NPOMYCKHY CNOCOBGHOCTL ANs ovepeaum.

Bknro4yeHune oyepean ECN

OnumoHanbHo.
Bkntounte cpyHkumio ovepean ECN.
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2.5.4.4. NMpoBepka

e 3anyctute komaHgy show mls qos queuing, 4Tobbl 0TOGPa3NTL MHGOPMaLMIO 06
odepeam BbIBOAA.

e 3anyctute komaHgy show mls qos scheduler, 4yToGbl 0TOGPaA3UTL MNONUTUKY
nraHMpoBaHKs NS odepean BbiBOAA.

e 3anyctute komaHgy show qos bandwidth, 4TOGbI 0TOGpPa3nTL NPOMYCKHYHO
crnocobHoCTb o4yepean.

2.5.4.5. CBA3aHHaA KoMaHAaa

Hactpounka CoS-to-Queue map

KomaHga priority-queue cos-map qid cosO [ cosl [ cos2 [ cos3 [ cos4 [ cosh [ cos6 [
cos7]]]1111]

Onucanne gid: ykasblBaeT uaeHTUMKaTOp o4vepean, KoTopbli Heobxoaumo

napameTpoB CconocTaBuUTb, B anana3oHe oT 1 go 8.

cos0~cos7: ykasbiBaeT 3HayeHusa CoOS, KoTopble [OMMKHbl ObiTb
conocTasneHsbl ¢ gid. 3HadeHnsa CoS no ymonyaHuio 0~7 conocraensatoTcA
c ouepeasmn 1~8. [lnanasoH 3HaveHn ot 0 go 7

Pexxum komaHpg,

Pexwum rnobansHon koHUrypaumm

HacTpoiika nonuTMkn nnaHMpoBaHuA ons ovyepenm Bbioga B SP

KomaHpa

priority-queue

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

HacTpoiika nonuTnkn nnaHMpoBaHusA Ans ouyepeamn BbiBoAa

KomaHga mls qos scheduler {sp | rr | wrr | drr | wfq }
OnucaHue Sp: yCTaHaBnuBaeT anropmMTM NiaHMpoBaHWs Ans odepean BbiBoga Ha SP.
PRIk rr: yCTaHaBMBAET anropuTM MaH1poBaHus Ansi o4epeam BbiBoaa Ha RR.

WIT: yCTaHaBnuBaeT anroputM NraHUpOBaHUA ANa ovepedu BbiBOAa Ha
WRR.

drr: ycTtaHaBnuBaeT anroputM MNNaHNpoBaHWA O oYepean BbiBoda Ha
DRR.

wfq: ycTaHaBnuBaeT anropuTm NnaHMPOBaHWUS O ovepean BbiBoga Ha
WFQ

Pexnm komaHa

Mmo6anbHbIN/MHTEPENCHBIN PeXUM KOHUrypaumm
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Hactponka nonutukm nnaHmpoBaHusa u round robin weight ana BbIxoaHOWM

ovepeau
KomaHga {drr-queue | wrr-queue | wfg-queue } bandwidth weightl...weight8
Onucanwne drr-queue: HacTpamsaeT round robin weight, cooTBeTCTBYIOLLMI NONUTUKE
napamMmeTpoB nnaHmpoBaHua DRR anga BbIXogHOW ovepean.

wrr-queue: HacTpamaeT round robin weight, COOTBETCTBYHOLLMI NONUTUKE
nnaHnpoBaHua WRR ans BbixogHon ovepeau.

wfg-queue: HacTpauBaeT round robin weight, COOTBETCTBYIOLLMI NONUTUKE
nnannposanns WFQ A BbIXOAHOW ovepeau.

weightl...weight8: yka3biBaeT Bec ovepeaen ¢ 1 no 8. [lnanasoH 3Ha4YeHUN
onpegendetca npogyktamu. 3HadeHne 0 ykasblBaeT, 4YTO ouvepenb
nucnonb3yet anroputMm nnaHupoBaHms SP. Bec no ymonyaHuio ansg
rnobanbHbIX/MHTEPdENCHLIX ovepenen coctaenseT 1:1

Pexum komaHg

Mmo6anbHbIN/MHTEPdENCHBIN PeXnM KoHUrypaumm

HacTtponka rapaHTMpoBaHHOW MMWHMMaNbHOW MNPONYCKHOW CMOCOOHOCTU U
OorpaHM4eHHOW MaKCUMasribHOW NPONYCKHOW CNOCOOHOCTU ANA ovyepeaum

KomaHga gos queue queue-id bandwidth { minimum | maximum } bandwidth
OnucaHue gueue: HacTpauBaeT rapaHTUPOBAHHYD MWHUMArbHYK MNPOMYCKHYHO
napameTpos CMOCOBHOCTb UIM OrPaHNYEHHYI0 MaKCUMarbHYH MPONYCKHYIO CNOCOBHOCTb
ONA  YyCTPOMCTB, KOTOpble MO3BOMAT HacTpauBaTb OrpaHUYeHus
NPOMNYCKHOM CMOCOBHOCTM Kak Ans  OgHoagpecHoW, Tak u  gns
MHOroaZipecHon ovepeau.
queue-id: ykasblBaeT MaeHTUUKATOP ouvepean, KOTopbin Heobxoaumo
HacTpouTb, B AnanasoHe ot 1 4o 8
Onuncanne minimum bandwidth: ykasblBaeT rapaHTUPOBaHHYD MWHUMAasbHYIO
napamMmeTpoB NPOMNYCKHY CnocobHOCTb, KOUT/C. [Quanas3oH 3HaveHu onpegensiercs

npoayktamu. o ymonyaHuto oH He HacTPOEH.

maximum  bandwidth: yka3biBaeT OrpaHM4YEHHYI0  MaKCUMaIbHYHO
NPOMYCKHY CcrnocobHOCTb, KOUT/C. [Ouanas3oH 3HavyeHu onpegensiercs
npogyktamu. o ymonyaHuio OH He HacTPOEH

Pexnm komana

Pexnm koHdurypaumm nitepdenca

Bknro4yeHune oyepean ECN
KomaHga gos queue gqueue-id ecn
Onuncanne gueue-id: naeHTudmkaTop odepean. vanasoH: ot 1 oo 8
napameTpoB

Pexnm komaHa

Pexum koHdurypaumm nHrtepderica
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PykoBoacTteo no
NCNOSb30BaHMIO

0O6e gyHkumn ECN n WRED pomkHbl GbiTb HAaCTPOEHbI A1 BKIHOYEHMS
dyHKUMK ovepeamn ECN

2.5.4.6. Mpumep KoHcuUrypaumum

HacTtponka conoctaBneHus

CoS-to-queue U3MeHeHue

nnaHupoBaHus u ee round robin weight

MNOJINTUKHN

Warn
HaCTPOMKK

° HacTponTe conoctaBneHue CoS-to-queue Ha conocTasneHve 3HaYeHun

CoS0,1,2,3,4,5,6 n7covepeaamn 1,2,5,5,5,5,7n8.

e HacTtpoliTe nonMTUKy NnaHMpoBaHUsA BbiBoAda Ans odepean Ha DRR u

round robin weight Ha 2:1:1:1:6:6:6:8

QTECH# configure terminal

QTECH(config)# priority-queue cos-map1255557 8
QTECH(config)# mls qos scheduler drr
QTECH(config)# drr-queue bandwidth 21116 6 6 8

MpoBepka

MpoBepbTe, ycnewHo nuM co3gaHo conocTaeneHne CoS-to-queue, a Takke
YCMELHO NN HACTPOEHbl NOMMTMKA MIaHMPOBAHUSA BbIXOAHbLIX AaHHbIX M round

robin weight ansa ouepean

QTECH# show mls qos scheduler
Global Multi-Layer Switching scheduling

Deficit Round Robin

QTECH# show mls qos queueing

CoS-to-queue map:

Cos qid
0 1
1 2
2 5
3 5
4 5
5 5
6 7
7 8

wrr bandwidth weights:

qgid weights
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00 N o8 O N WO

1
1
1
1
1
1
1

drr bandwidth weights:
qid weights

00 ~N o8 O~ WN /T
o~ O O & /=N

wfq bandwidth weights:
qid weights

0 N o8 Ol &~ W N/

Bknro4yeHune oyepean ECN

Warn
HaCTPONKK

Bkntounte ECN B ouepeam 1 nHtepdenca gigabitEthernet 0/1

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1)# qos queue 1 ecn
QTECH(config-if-GigabitEthernet 0/1)# exit

Mposepka | 3anyctute komaHagy show run, 4yTobObl NpoBEpPUTL pesynbTaTt

TunuyHoe npumMeHeHWe — nepemMapkKkupoBKa npuoputeTtoB + nriaHUpoBaHue

ouyepenm
Warun Cospante ACL ana gocTyna K pasnuyHbIM cepBepaMm W cospanTe
HaCTPOWKM Knacchbl Ana cootseTcTens atum ACL.

CospanTe NONUTUKN s CBA3M C KacCcaMm N YKaKUTE HOBbIE 3HaYeHUs
CoS ans nakeTtoB, obpallalomxcsa K pasnmyHbiM cepsepam. CBsxuTe
3HayeHna CoOS ¢ BXOAHbIMW  MHTepdencamm [na  oTAenoB
nccnegoBaHum 1 pa3paboTok, MapKeTUHra U HaCTPoNTe MHTepPdENChI Ha
nosepue CoS.

HacTtponte 3HayeHue COS no ymonuyanuioo ana umHtepdenca otgena
ynpaBreHns nepcoHasioM Ha HauvBbICWIMW npuoputeT 7, 4TOObI
rapaHTupoBaTtb, 4YTO MakeTbl OT OTAena ynpaefeHus MepcoHanom
OTNPaBAAKTCS C HAMBLICLLUMM MPUOPUTETOM.

HacTtponTte nonutuky nnaHupoBaHust BbiBoga Ha WR u round robin
weight Ha 1:1:1:2:6:1:1:0 gns oyepegen. T0 O3HAYAET, YTO aNrOPUTM
nraHMpoBaHua SP ucnonb3yeTcd Ans NakeToB oThena ynpasieHus
nepcoHariom, a naketbl otaena R&D v oTaena MapkeTuHra onsa gocrtyna
K no4ytoBon 6ase gaHHbIX, dpannoBon 6ase AaHHbIX M 6ase gaHHbIX

3anpoca 3apnnaTbl NaHMPYTCS HA OCHOBE COOTHOLUEHNS 6:2:1

QTECH# configure terminal

QTECH(config)# ip access-list extended salary
QTECH(config-ext-nacl)# permit ip any host 192.168.10.1
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended mail
QTECH(config-ext-nacl)# permit ip any host 192.168.10.2
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended file
QTECH(config-ext-nacl)# permit ip any host 192.168.10.3
QTECH(config-ext-nacl)# exit

QTECH(config)# class-map salary
QTECH(config-cmap)# match access-group salary
QTECH(config-cmap)# exit

QTECH(config)# class-map mail
QTECH(config-cmap)# match access-group mail
QTECH(config-cmap)# exit
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QTECH(config)# class-map file
QTECH(config-cmap)# match access-group file

QTECH(config)# policy-map toserver

QTECH(config-pmap)# class mail

QTECH(config-pmap-c)# set cos 4

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class file

QTECH(config-pmap-c)# set cos 3

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class salary

QTECH(config-pmap-c)# set cos 2

QTECH(config-pmap-c)# end

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/1)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/2)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# mls qos cos 7

QTECH(config)#wrr-queue bandwidth 11126110
QTECH(config)#mls qos scheduler wrr

MpoBepka

e [lpoBepbTe, ycnewHo nu cosgaHbl cnuckn ACL ©M ycnewHo nm
accoummpoBaHsbl Krnaccbl co cnnckamun ACL.

e [lpoBepbTe, yCNEeLwWwHO N1 co3aaHbl NOMUTUKKN, YCMELHO NM NPUBS3aHbl
Knaccbl U noBedeHVe NOTOKOB M YCMELIHO N NPUMEHEHbI NONIMTUKN K
nHTEepencam.

e [lpoBepbTe, yCNELWHO NN HACTPOEHO 3Ha4YeHne COS no ymonyaHuo Ans
NHTepdenca 1 NpaBuUIbHO NN HACTPOEHbI MONUTMKA MIIAHMPOBAHUS U
round robin weight

QTECH# show access-lists
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ip access-list extended file
10 permit ip any host 192.168.10.3

ip access-list extended mail
10 permit ip any host 192.168.10.2

ip access-list extended salary
10 permit ip any host 192.168.10.1

QTECH# show class-map

Class Map salary

Match access-group salary
Class Map mail

Match access-group mail
Class Map file

Match access-group file

QTECH# show policy-map

Policy Map toserver

Class mail

set cos 4

Class file

set cos 3

Class salary

set cos 2
QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1
Ratelimit input:
Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos

Default cos: 0
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QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2
Ratelimit input:

Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos
Default cos: 0
QTECH# show mls qos interface gigabitEthernet 0/3
Interface: GigabitEthernet 0/2
Ratelimit input:
Ratelimit output:
Attached input policy-map:
Attached output policy-map:
Default trust: none
Default cos: 7
QTECH# show mls qos scheduler
Global Multi-Layer Switching scheduling
Weighted Round Robin
QTECH# QTECH#show mls gos queueing
CoS-to-queue map:
Cos qid
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8
wrr bandwidth weights:
gid weights
1 1
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2 1

3 1

4 2

5 6

6 1

7 1

8 0

drr bandwidth weights:
gqid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

wfq bandwidth weights:
qid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

2.5.5. HacTponka npenoTBpaLleHuUsi neperpysku

2.5.5.1. AdpdekT KoHUrypaumm

e HacTpoiTte HMXHee n BepxHee noporosoe 3HavyeHne ana WRED. Korga gnnHa nakeTtos
B OYepean MeHbLLE HMKHEro Noporoeoro 3HaveHusi, WRED He oTOpacbiBaeT nakeThbl.

e HacTtponte makcumarnbHyt0 BepOSTHOCTb OTOpacbiBaHus. Korga AnuHa nakeToB B
o4yepenn HaxoOUTCH MEXOY HWKHAM U BEPXHMM MOporosbiMy 3HadveHnamu, WRED
oTOpacbiBaeT nakeTbl cnyyYamHolM o6pasoMm. HacTpavBaeTcda MakcumanbHas
BEPOSATHOCTb OTOpachbIBaHNSA NAKeTOB.
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e HacTtponTe conoctaeneHne CoS-to-threshold.

2.5.5.2. NpumeyaHusn

KoHdburypaumm nHtepdenca gonyckaroT ToNbKo KoHdurypaumm nHtepdgenca AP n Ethernet.

2.5.5.3. LLlarn HacTpounku

Bknioyenue cpyHkunmn WRED

e  OnuuoHarnbHo.

e [lpn HeobxoanmocTu BkntounTe yHkumo WRED.
HacTponka HuXXHero noporoBoro 3Ha4eHus

e  OnuuoHarnbHo.

e [lpn HEOBXOOMMOCTIN HACTPONTE HMKHEE NOPOroBOE 3HAYEHNE.
HacTponka BepxHero nopora
e  OnuuoHanbHo.

o [lpn HeobxogmMmocTu HacTponTe 6onee BbICOKMIA MOPOT.
HacTponka makcumanbHOM BEepPOATHOCTU OTOpacbiBaHUA
e  OnuuoHarnbHo.

e [lpn Heo6XOANMMOCTM HACTPOWTE MakCUMaribHY0 BEPOSATHOCTb OTOpackiBaHUS.
KoppekTupoBKa cpeaHen AnMUHbI oYepeau Ansi BepOATHOCTU OoTOpacbiBaHUA
e  OnuuoHanbHo.

o [lpn HEOBXOAMMOCTM HAaCTPONTE MHTEpPBAI BbIOOPKM N BEC CPeHEN ANNHBI 0Yepean.
HacTponka conoctaBneHusa CoS-to-threshold

e OnuuoHanbHo.

o [lpun HeobBxogmmocTn HacTponTe conocTtaeneHne CoS-to-threshold.

2.5.5.4. NpoBepka

¢ 3anyctute komaHay show queuing wred interface, 4To6bl 0TOGPa3nTL KOHUIypaLUnLo

WRED.

e 3anyctute komangy show gos wred-ecn statistics, 4Tobbl 0TOOpPa3nUTL CTAaTUCTUKY
nakeToB, oTopoweHHbIx WRED, 1 nakeToB, noMe4yeHHbIx ECN.

2.5.5.5. CBA3aHHaA KomaHaa

BkntoyeHne yHkummn WRED

KomaHpga

queueing wred

Pexnm komana

Pexunm rmobanbHomn koHdurypauum

HacTtpowka HMxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect min-threshold queue_id thrl [ thr2 ]
Onuncanne queue_id: ykasbiBaeT uAaeHTUUKATOP oyepean nONs uHTepdenca B
napameTpoB AvanasoHe ot 1 go 8.
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thrN: nogaepxuBaeT 2 rpynnbl HWKHUX MOPOroB, B AuanasoHe oT 1 Oo
yKasaHHOro BEpXHero nopora

Pexum komaHg,

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCNONb30BaHMIO

Mockonbky MakcMMmarbHoe 3HayYeHue [aOuanasoHa KOoHdurypauum paBHO
TEKyLLeMY BEpxXHemy nopory, Heobxoaumo o06paTUTb BHMMaHWe Ha
HaCTPOWKY BEPXHErO Nopora Npu HACTPOIKE HUKHEro nopora.

lMoporoBoe 3HadeHne Ans nakeToB, oTopackiBaeMbix WRED, MoxeT ObITb
HacTpoeHO B npoueHTax wunu sadenkax. [lpeobnagaet nocneaHwn
CKOHOMIYpUPOBaHHLIN PEXNUM

Hactpownka BepxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect max-threshold queue_id thrl [ thr2 ]
Onuncanne queue_id: ykasblBaeT WuOeHTUUKATOP O4vYepean Ha uHTepdence B
napameTpoB AnanasoHe ot 1 fo 8

Onucanve thrN: nognepxvBaet 2 rpynnbl 6ornee BbICOKMX MOPOroB, HayMHas OT
napameTpos yKasaHHOro HmxHero nopora go 100

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

MockorbKy MWHMMarbHOE 3Ha4YeHWe HACTPOEHHOro AuanasoHa paBHO
TEKYLLEMY HWKHEMY MOopory, HEOGXOAMMO YYUTbIBaTb HWXKHWUIA MOPOr npwu
HacTpoiike BepXHEro nopora.

lMoporoBoe 3HadeHne anga nakeTtos, oTopacbiBaeMbix WRED, MoxeT ObiTb
HaAacTpPOEHO B nMpoueHTax wunu suenkax. [lpeoGnagaet nocnegHwin
CKOH(UIYpUPOBaHHLINA PEXUM

HacTtpoika HMmxHero nopora (B siuemkax)

KomaHga wrr-queue random-detect cell min-threshold queue_id thrl [ thr2 ]
Onuncanne gueue_id: ykasbiBaeT uaeHTUUKATOP ouvepean Ha WuHTepdence B
napameTpoB AuanasoHe ot 1 go 8.

thrN: nogaepxuBaeT 2 rpynnbl HWKHUX MOPOroB, B AuanasoHe oT 1 go
yKa3aHHOro BepxHero rnopora. 3HayeHue Mo yMONYaHuio onpeaensieTcs
npoaykTamu

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca
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PykoBoacTteo no
NCNOSb30BaHMIO

,D,OCTyI'IHOCTb 3TOM KOMaHAbl onpependeTca npoaykramMu.

MockonbKy MakcMMarnbHOe 3Ha4YeHue [AuanasoHa KOoHdurypauum paBHO
TEKyLLleMY BepxHemy nopory, Heobxoaumo o06paTUTb BHMMaHWe Ha
HaCTPOWKY BEPXHErO Nopora Npy HACTPOMKE HIKHEro nopora.

lMoporoBoe 3HadeHne Ans nakeToB, oTopackiBaeMbix WRED, MoxeT ObiTb
HaAacTpOeHO B nMpoueHTax wunu s4Yenkax. [lpeobnagaet nocneaHui
CKOHOUIYpUPOBaHHLIN PEXNM

Hactpownka BepxHero nopora (B fsyenkax)

KomaHga wrr-queue random-detect cell max-threshold queue_id thrl [ thr2 ]
OnucaHue gueue_id: ykasblBaeT uaeHTUUKATOP ouepean Ha WHTepdence B
napameTpoB OunanasoHe oT 1 go 8.

thrN: nopgepxusaeT 2 rpynnbl Gonee BbLICOKMX MOPOroB, HayMHas oOT
YCTAHOBIIEHHOTO HWXHEro ropora M 3akaHuyvMBasi MakCMMarbHO BbICOKUM
MOPOroMm.

3HayeHue Mo yMonyaHuio onpeaensieTcs npoayKramm

Pexum komaHg

Pexum koHdurypaumm nHtepenca

PykoBoacTteo no
MCNONb30BaHNIO

JocTynHOCTb 3TOM KOMaHAbl onpeaenseTcs NPoayKTamMu.

Mockonbky MWHMMAarnbHOE 3HayeHWe [uanas3oHa KoHUrypauum paBHO
TEKyLLEeMY HWXHEMY Mopory, HEOGXOAMMO YYMTbIBaTb HVXKHWUIA MOPOr npu
HacTpoWKe BepXHero nopora.

lMoporoBoe 3HadeHne anga naketos, oTbpackiBaembix WRED, MoxeT ObiTb
HacTpOEHO B npoueHTax wunu sadenkax. [lpeobnagaetr nocnegHwin
CKOH(PUTYPUPOBAHHLINA PEeXUM

Hactpoika makcMmanbHOW BEPOATHOCTU OTOpacbiBaHUA

KomaHga wrr-queue random-detect probability queue_id probl [ prob2 ]
Onuncanne gueue_id: ykasblBaeT uAeHTUUKATOP oyepean nONs WHTepdenca B
napameTpoB AuanasoHe ot 1 go 8.

probN: noggoepxvBaeT 2  rpynnbl
oTOpacbiBaHus B guana3oHe oT 1 go 100

MaKCUMaribHbIX BepOFITHOCTeIZ

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca

BeC BbIOOpPKMU

KoppekTupoBka cpefgHen ANUHbI oYepean ANs BEPOATHOCTU OTOpacbIBaHUA —

KomaHga wrr-queue random-detect sample-weight queue_id weight
Onuncanne gueue_id: ykasblBaeT uaeHTMUKATOP ouvepean Ha wuHTepdence B
napameTpoB AvanasoHe ot 1 go 8.
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weight: ykasbiBaeT koacppuumeHT Beca B guanasoHe ot 0 go 15. AnanasoH
3HaAYE€HUN MOXET BapbMpOBaTbLCA B 3aBUCMMOCTM OT NpoAyKTa

Pexum komaHg,

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCNONb30BaHMIO

,D,OCTyI'IHOCTb 3TON KOMaHAbl onpependeTca npoaykramu.

lMockonbKy HaCTPOEHHbIM WHTEpBasn BbIOOPKM BNUSET Ha  QYHKUMIO
otObpacbiBaHnas WRED B pexume KoHdurypauum uHTepdeca,
peKkoMeHAyeTCsA HaCTPOUTb MHTepBan BbIGOPKM NOCe BEPXHErO U HUXKHETO
NnoporoB Ans naketoB, KoTopble 6Oyayt otbpackiBatecs WRED.
Mcnonb3ynte aTy KOMaHOy BMecTe C KOMaHAOW HACTPOWKW MHTepBana
BblGOpKM Ons nakeToB, oTOpackiBaeMbix WRED, 4To6bl TOYHO HACTPOUTL
dyHkumMo oTbpackiBaHns WRED

Hactpouka conoctaBneHuss CoS-to-threshold

KomaHga wrr-queue cos-map threshold_id cosl [ cos2 [ cos3 [ cos4 [ cos5 [ cos6 |
cos7[cos8]11]11111

Onuncanne threshold_id: ykasbiBaeT ngeHtudmnkaTop rpynnbl NOPOros B AnanasoHe OT

napameTpoB 1 po 2. NoggepxuBatoTca ABe rpynnbl NOPOros.

cos7...cos8: ykasbiBaeT 3HayeHna Co0S, KoTopble [OOMXKHbl ObiTb
COMoCTaBneHbl C MOpPOroBon rpynnon, B aumanasoHe ot 0 pgo 7. [lo
YyMOS4aHuio Bce 3HadeHuss COS CconocTaBnsArTCA C NepBOM MOPOroBoum
rpynnown

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

2.5.5.6. Npumep KoHcpUrypaumm

BknroyeHne cdyHkuun WRED n HacTpoMKa HMXKHEro noporoBoro 3HayeHwus,
MaKCMManbHOW BEPOATHOCTM OoTOpacbiBaHUsA u conoctaBneHnsa CoS-to-threshold
(npu ycnoBum, 4TO ANA NpoAyKTa CyLLeCTBYeT 2 rpynnbl MOPOroBbIX 3Ha4YE€HUN)

Warn
HaCTPONKK

e  Bknounte doyHkumio WRED.

e HacTponTe HWXHME MOpPOroBble 3HayeHuUss Ona odepean 2
nHTepdenca gigabitEthernet 0/2 Ha 10 n 20.

e HacTtponte 6Gonee BbiCOKME MOPOroBble 3HAYEHUA ONA odepean 2
nHTepdenca gigabitEthernet 0/2 Ha 60 1 90.

e Hactpovite MmakcMManbHble BEPOATHOCTM OTOpacbiBaHUSA  Ans
oyepeam 2 nHtepdenca gigabitEthernet 0/2 Ha 60 n 80.

e HactponTte 3HauveHusa CoS 0, 1, 2 n 3 Ha nHTepdence gigabitEthernet
0/2, 4ToBbl NCNONB30BaTbL NOPOrOBYHO rpynny 2

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/2

(@ arecy
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QTECH(config-if-GigabitEthernet 0/2)# wrr-queue random-detect min-
threshold 2 10 20

QTECH(config-if-GigabitEthernet 0/2)#wrr-queue random-detect max-
threshold 2 60 90

QTECH(config-if-GigabitEthernet  0/2)#  wrr-queue  random-detect
probability 2 60 80

QTECH(config-if-GigabitEthernet ~ 0/2)#  wrr-queue  random-detect
probability 2 60 80

QTECH(config-if-GigabitEthernet 0/2)# wrr-queue cos-map 20123

MpoBepka MpoBepbTe, BkNOYeHa nuM  yHkuma WRED, ycnewHo nv HacTpoeHb!
NMoporoBble 3HA4YeHMUs W YCMNewWHO I HacTpoeHo cornocTtaeneHne CoS-to-
threshold

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

queueing wred

QTECH# show queueing wred interface gigabitEthernet 0/2

Qid max_cell_1 min_cell 1 max_1 min_1 prob_1
max_cell_2 min_cell 2 max_2 min_2 prob_2

1 120000 120000 O O 0 120000 120000 1 1 1

2 120000 120000 60 10 60 120000 120000 90 20 80
3 120000 120000 120000 120000
4 120000 120000 120000 120000
5 120000 120000 120000 120000
6 120000 120000 120000 120000
7 120000 120000 120000 120000
8 120000 120000 120000 120000

O O O o o o
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MpoBepbTe nakeThl, oTOpoLueHHble WRED, n naketbl, nome4veHHble ECN.

QTECH#show qos wred-ecn statistics

Wred ecn stats result:
Port

WredDropped

EcnSended

TFGigabitEthernet 0/1

TFGigabitEthernet 0/2
TFGigabitEthernet 0/3
TFGigabitEthernet 0/4
TFGigabitEthernet 0/5
TFGigabitEthernet 0/6
TFGigabitEthernet 0/7
TFGigabitEthernet 0/8
TFGigabitEthernet 0/9
TFGigabitEthernet 0/10
TFGigabitEthernet 0/11
TFGigabitEthernet 0/12

O O O 0O 0O 0o oo o o o o

2.5.6. HacTponka oToOpaxeHusa oyepeamn U peXxmm HaCTPOUKMN

2.5.6.1. AdpdekT kKoHUrypaumm

HacTtponte oToOpakeHMe odepean W pexum KOHUrypaumm, 4YToObl WM3MEHUTb PEXUM
oTOoOpaXkeHns1 1 KOHUIypaumm Bcex odepeaen Ha yctponctee ¢ 1-8 Ha 0—7.

2.5.6.2. NMpumeyaHunsn

lMocne HacTponkn OoTOBpaXKeHUss oyepeaun 1M pexmma KOHUrypauum HacTPOEHHbIE KOMaHAbl,
OTHOCSLLMECS K 0Mepean, U3SMEHSAIOTCA aBTOMaTUYECKU.
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2.5.6.3. LLlarn HacTpounku

YcTaHoBKa oTOOpaxeHUsi oyepeau U pexuma KoHdpurypaumm Ha 0-7
e  OnuuoHarnbHo.

e [py HEOGXOAMMOCTU YCTaHOBUTE OTODOpaXKeHNe odepean M PexmnmMm KoHdurypaumum Ha
0-7.

2.5.6.4. NpoBepka

3anyctute komangy show running-config, 4Tobbl 0TOGPa3nNTL KOHGUIypaLUK.

2.5.6.5. CBA3aHHaA KomaHAaa

YcTaHOBKa OTOOpaxeHUs oyepeam u pexmma KoHdgpurypaumm Ha 0—7

KomaHga gos-queue compatible enable

Pexum komaHg | Pexxunm rnobanbHOM KoHUrypaumm

2.5.6.6. Npumep KoHcpUrypaumm

YcTaHOBKa oTOGpaxeHUs ouepeau u pexmma KoHdurypauum Ha 07

LWarn Bknountb rnobanbHbin QOS
HaCTPOWKU

QTECH# configure terminal
QTECH(config)# qos-queue compatible enable

MpoBepka | NpoBepbTe, yCneLwHo nn BbINOSIHEHA KOHpUrypaumsa

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

2.5.7. OTKNOYEeHNe N3MEHEeHNsA NpuopuTeTa NakeToB

2.5.7.1. ddpdeKkT kKoHdUrypaumm

Mocne Toro, Kak M3MEHeHVWe npuopuTeTa nakeTa OTKMOYEHO, MPUOPUTET MakeTa npu ero
OTNpaBKe C yCTPOWCTBa ByaeT TakuM e, kak npu oTnpaBke naketa Ha yCTPOWCTBO.

2.5.7.2. dTanbl HACTPOMUKMN

OTKNOYeHne N3MeHeHUs1 NnpuopuTeTa NakeToB
e Heobga3aTenbHbIN.
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e YTOObl yOEaUTbCH, YTO NPUOPUTET NakeTa Npu OTNpaBke C YCTPOMCTBA TakoW xe, Kak
npu OTNpaBKe Ha YCTPOMCTBO, OTKMIOYMTE U3MEHEHME NPUopMTETA NakeTa.

2.5.7.3. NpoBepka

3anyctute komangy show running-config, 4Tobbl 0TOGPa3nNTL KOHGUIypaLUK.

2.5.7.4. CBA3aHHaA KoMaHAaa

OTKnYeHne U3MeHeHUA npunoputeTa naketToB

Komanpga mls gos remark disable

Pexum komang | Pexum rmobanbHon koHdurypaumm

2.5.7.5. MNpumep

OTKnoYeHne U3MeHeHUA npunoputTeTa naketoB

Warun OTKNIOYMTL N3MEHEHME NpUopUTETA NaKeToB
HaCTPOWKU

QTECH#configure terminal
QTECH(config)#mls qos remark disable

2.6. MOHUTOPUHT

2.6.1. OuncTrka

OnucaHune KomaHga

Oumnctutb CcTaTUCTMKY nakeToB, | clear qos wred-ecn statistics [ interfaces interface-id |
oTopoweHHbix WRED, 1 nakeTos,
nomeyveHHbIx ECN

2.6.1.1. OToGpaxeHue

OnucaHue KomaHpa

OtobGpaxaeT uHdopmaumo o | show class-map [ class-map-name ]
Krnaccmdumkaumm noTokos

OtobpaxaeT uHGopmauno o | show policy-map [ policy-map-name [ class class-map-
nonutuke QoS name ] |

OtobpaxaeT normmTuky, | show policy-map interface interface-id
NPUMEHEHHYI0 K NHTepdency
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OnucaHue KomaHga

OtobpaxaeT wuHdpopmaumo o  show virtual-group [ virtual-group-number | summary]

rpynne NOrnYeCcKnx
UHTepdencos

OtobpaxaeT nonuTtuky, | show mis qos virtual-group [ virtual-group-number |
NPUMEHEHHYI0 K rpynne | policers ]

NOrM4ecKnx MHTEpdencos

OTtobpaxaeT pasnuyHble | show mls gos maps [ cos-dscp | dscp-cos | ip-prec-
cornocTaBneHus dscp ]

OTtobpaxkaeT uHpopmauutio o6 | show mis qos rate-limit [ interface interface-id |
orpaHvyeHun CKOpOCTU
nHTepdenca

OtobpaxaeT ouyepeab QoS, | show mls qos queueing [ interface interface-id |
NONMUTUKY  MNAHUPOBaHUA MU
nHpopmaumto o round robin
weight

OtobpaxaeT wuHdopmauuo o | show mls qos scheduler [ interface interface-id ]
nnaHMpoBaHNM BbIXOOHOM
oyepeamn

OtobpaxaeT koHdurypaumm | show queueing wred interface interface-id
WRED

OTobpaxaeT nHcbopmaumio QoS | show mlis qos interface interface-id [ policers ]
nHTepdenca

OtobpaxaeT uHdopmauno o show qos bandwidth [ interfaces interface-id ]

NPOMNYCKHOM CnocobHOCTH
nHTepdenca
OtobpaxaTb ctatuctuky | show qos wred-ecn statistics [ interfaces interface-id ]

naketoB, oTbpoleHHbIXx WRED,
M NakeToB, NoMeYyeHHbiXx ECN

2.6.1.2. OTnapka

MPUMEYAHMUE: cncteMHble pecypchl 3aHATLI MPU BbiBOAE OTNAA0YHON MHopmMauuu. MNoatomy
OTKNOYMTE OTNAaAKy cpasy nocne UCnosfb30BaHus.
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HacTtpoiika QOS
OnucaHune KomaHga
OtnaxuBaeTt 6ubnunoteky QoS debug gos lib [ event | message ]
OtnaxuBaeT cepep cBA3n QoS debug gos server [ event | message ]

OtnaxuBaet o06paboTky nonb3oBaTenbckux | debug qos mis
KomaHg QoS

OtnaxuBaeT KoHpurypauum VMSUP debug gos vmsup
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3. HACTPOUKA MMU
3.1. O630p

Bnok ynpaBneHus namsatbto (MMU) o3HauaeT, 4To Oydhep MuKpocxembl pacnpegensiercs
pa3yMHO, 4TOObl KOMMYTaLMOHHOE 060pPyAOBaHME MOTTIO Ny4Lle CnpaBnsTbCA CO BCEMU BUAAMMU
NakeTHbIX NMOTOKOB.

MoTokn He cTabunbHbl BCE BPEMS, U B CETU CYLLECTBYIOT pasfninyHble NakeTHble NoToku. [pu
cTabuMnbHOM CEeTEBOM MOTOKE M AOCTAaTOYHOM MPOMYCKHOM CNOCOBGHOCTU BCE MOTOKU AaHHbIX
oGpabaTbiBatoTCA nyylle; Koraa B CETU CyLLECTBYOT NakeTHble MOTOKM, NOTOKN AAHHbLIX MOTYT
ObITb OTOpPOLUEHbI, [aXe €ecnv CPedHsil CKOPOCTb MOTOKA He MPEeBbILWAET MNPOMYCKHYHO
CMOCOOHOCTb.

lMakeTbl gaHHbIX, NOCTYNalLMe Ha KOMMYyTauuoHHoe obopyaoBaHMe, coxpaHaTcsa B Bydepe
KOMMYyTaLUMOHHOIro obopynoBaHusa nepeq nepecbinkon. OBbIMHO NakeTbl AaHHbLIX OCTalTCA B
Oydepe Ha KOpOTKOE BpEMSA M MEPECLINAKTCHA 3a MUKPOCEKYHAbI; MPWM HanNuUyunm nakeTHOro
NnoToKa, ecrnn MrHOBEHHas CKOPOCTb MaKeTHOro MoToKa MpeBbIaeT BO3MOXHOCTU 006paboTku
KOMMYTaLMOHHOro 006opyaoBaHud, nakeTbl OaHHbIX, KOTOpble He MOryT 6biTb 06paboTaHbl
BoBpemsi, OyayT HakannmMBaTbCA B KOMMYTaLUMOHHOM 0OOpyaoOBaHWM, M NOTEpPs MNakeToB
nponsongeT, Kak Tonbko Oydepa okaxeTcs HepocTtatoyHo. B atom cnydae MMU MOXHO
Ncnonb3oBaTb AN15 pasyMHON HacTponku Bydepa u BbigeneHms pasnmyHbiX pasmepoB bydepa
05151 COOTBETCTBYIOLLNX CNYXO C Lenbio onTumMnusauum cetu.

3.2. MNpunoxeHusn

MpunoxeHue OnucaHue

HacTponka npunoxenunsa c | Npeanpuatuio TpebyeTtca pocrtatoyHo OGonblion Oydep B
bonbwum  Gydbepom  Ha | cnyxbe SkyDrive, 4ToObl M3GexaTb NOTEpU MNAKETOB Ans
OocHoBe ncxogsulen | NOToka crnyxobl

oyepeau

3.2.1. HacTpouka npunoxeHus ¢ 6onbLunm 6ycgepom Ha oCHOBe UCXoasLLen
ouyepenm

3.2.1.1. CueHapum
Mpeonpuatnio Tpebyetcs goctatouHo Gonblion 6ydep B cnyxbe SkyDrive, 4ToGbl n3bexaTb
noTepu NakeToB A1 MOTOKA CIy»0bl.

Kak nokasaHo Ha crnegylowem pucyHke, obopygoBaHue A MOAKMYEHO K 5 knneHTam u 35
cepBUCHbIM cepBepam, rae 15 CcepBUCHBLIX CepBepOB BUMPTYanuanpyroT 15 uHTepdencHbix
cepBepoB.

OCHOBHOW CepPBUCHbBIN NOTOK BbIMMAAUT criegyowmnm obpasom:
o  KnMeHTCKun cepBep OTNpaBnsaeT NnakeT 3anpoca Ha OpOHTEHA-CEpPBEp.
o  ®poHTeHa-cepBep oTNpaBnAeT NonyyYeHHbIM NakeT 3anpoca Ha CepBUCHBLIN cepBep.

e [locne nonyyeHnsa naketa 3anpoca CEpBUCHBLIA cepBep OTNpPaBnaeT OTBETHbLIN nakeT
poHTEHA-CcepBepy.

o [lonyums oTBETHLIN NakeT, (PPOHTEHA-CEePBEP OTMNPAaBIISET ero KNMeHTCKOMY cepBepy.

e [locne nonyyeHnst OTBETHOIO NakeTa KIMEHT yKa3bIBaeT, YTO CeaHC yCrneLHO Cco3aH.
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B oTom cepBuCHOW MoOAenu CyLecTBYEeT pexuMm nepefaynm notoka «MHOrve K OZHOMY»
(many-to-one):

L] MoToKK 3arpocoB HECKOJIbKUX KITMEHTOB OTNPaB/ATCA Ha OAUH cprHTeH,u,-cepBep.

e [loTOKM 3anpocoB HECKONMbKUX (PPOHTEHA-CEPBEPOB OTNPABNATCA Ha OAWH
CEPBUCHbIV cepBep.

e [loTOKM OTBETOB HECKONbKMX CEPBUCHLIX CEPBEPOB OTNPaBMAIOTCA Ha OAWH
dpoHTEH-CEpBEp.

e [lOoTOKM OTBETOB HECKONMBKNX (PPOHTEHA-CEPBEPOB OTNPABAOTCA OQHOMY KIMUEHTY.

OTn NOTOKN NepeaarnTcst B OCHOBHOM Yepes3 ob6opyaoBaHue A, 4TO Nierko NpMBOAUT K neperpyske
cetn. Takyto npobnemy MOXXHO UCMpPaBUTb, HACTPOMB Ha 06opyaoBaHuK GonbLion Bydep.

KnuneHt g
=

Y
KnuenT \g—i
e

CepByCHbI cepBep
(MHTepercHbIN)

CepBUCHbIN

y CepBUCHbI

e

Knuent §

PucyHok 3-1.

3.2.1.2. PazBepTbiBaHue
o Bo Bcex cnyxebHbix nopTax (a MMEHHO, MopTax, COEANHSOLLNX KITMEHTOB C CepBepamm)
HacTpounTe obwmin Bydep ouepeamn, B KOTOPON cepBrC HAcCTpoeH Ha 100 %.

e Bo Bcex CepBUCHbIX MOPTax HACTPOMTE MWHMMAarbHOE 3HayYeHue rapaHTMPOBAHHOIO
Oydepa Hencnonb3yemon ouepean.

e Bo BCex Heucnonb3yemblx MoOpTax HaCTPOMTE  MUHUMArbHOE  3HayeHue
rapaHTupoBaHHbIX BydepoB Bcex ouepenen.

KoHKpeTHyIo kKoHdUIypaumio cM. B npumMepax KoHdurypauumn B pasgene KoHdurypaums.

3.3. OcobeHHOCTH
3.3.1. ba3oBble KOHUenThbI

3.3.1.1. Avyewnka (Cell)

Averika npeacraBnseT cobon OydepHyro eamHuly, T. €. MUHUManbHYK €AMHULY XpaHeHus
KOMMYTaLUMOHHbIM OoBopyAoBaHMEM nakeToB. Pasmep KaXaon AYerku 3aBUCUT OT MPOAyKTa.
OAuMH nakeT MOXeT MCNonb3oBaTb HECKOMbKO SiYeek, a OfHa A4yerika MOXET UCMOoNb30BaTbCH
TONBKO OJHUM NaKETOM.
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3.3.1.2. 'pynna nopTtoB

Bce nopTel, duamyeckn npuHagnexaiwime O4HOMY 4uny KOMMYyTauuu, BMeCTe HasblBalTCH
rpynnon nopToB, B rpynne nopToB ynpaBnaeTca Oydep KOMMyTaUMOHHOro obopynoBaHus.
BosbmeM, K npumepy, nnaty, B 3TON BEPCUN OBE MUKPOCXEMbI NepeKntoYeHns, No3TOMy eCTb
ase rpynnel noptoB. lMNMepBble 20 NopTOB NpuMHagnexaT K rpynne noptoB 1, a ocTtanbHble 20
NopTOB NpUHaAnexaT K rpynne nopTos 2.

3.3.1.3. Ucxopsawasn ovyepeab

Ouepean Ha BbIxOo4e MOPTOB AeNATCA Ha oAHoagpecHble M MHOroagpecHble ovepeam
(konn4yecTBO ovepenen 3aBMCUT OT NpoaykTa). JTornyeckn MMKpocxema nepeknioveHns enmTca
Ha BxoA (ingress) (Bxogsilee HanpaeneHue) n BbiIxod (egress) (Mcxodsduiee HanpasneHue).
BbixogHas oyepenb HaxoAUTCA B HanpaBfeHuu Bbixoda. Npexae Yyem nakeTbl OTNpaBATCA U3
BbIXxo4a, Ans HUX HeobXO4MMO BLINOMHUTL ONepauuio MOCTAHOBKM B OYepedb B BbIXOL4HOM
oyepeaun. B HekOTOpbIX HaWMX NpoAyKTax peanu3oBaHOo ynpaeneHne 6ydepom Ha OCHoBe
BbIXOQHOM o4Yepeu.

Egress

ueue |
Queue 2
Yun eue .,
ety 8

PucyHok 3-2.

B HacTosee BpeMs cyLlecTByeT TpM TUNa Mogenen NCxXoasalumx ovepenen:

e Ha Bbixoge umeetcsa 8 ogHOagpecHbIX odepenen u 8 MHoroagpecHblX ovepeden.
XOpOoLLO N3BECTHbIE OAHOAAPECHbIE MaKeTbl CNeayT 3a 0gHOA4PECHOMN o4Yepenbio, a
BCE OCTalbHble NakeTbl CreayT 3a MHOroagpecHom ovepenbHo.

e Ha Bbixoge umeeTcsa 8 opHoagpecHbIX odepenen U 4 MHOroagpecHbIX ovepeaw.
XOpOoLLO N3BECTHbIE OAHOAAPECHbIE MaKkeTbl CNeaylT 3a 0gHOaAPECHOW odepeabto, a
BCE OCTallbHble NakeThl CNeayoT 3a MHOroagpeCcHoOn o4yepeab|o.

e Ha Bbixoge Bcero 8 ouepepdei, 6e3 pasrpaHMyeHUMss Ha OAHOaApecHble W
MHOroaapecHble o4yepeau.

3.3.2. 0630p

OcobeHHOCTb | OnucaHue

HacTpoiika Bydep perynupyetcs Ha ocHoBe oyepeaun. Ato ocHoBa MMU
Bydepa

Hactpoika MoHuTopuHr Bydepa hakTnyeckm o3Ha4aeT MOHUTOPUHT MCMOSb30BaHNA
MOHUTOPWHIa eMKocTun Bydepa, 4To obneryaet HacTponky Bydepa

Oydepa

HacTporika [MonyyeHHble n OTNpaBneHHbIe nakeTbl Kaxkaom oyepeau
noacyeTa noAcYMTbIBAKOTCH, 4YTOObl MOXHO OblNO nerko otobpasuTb pesynbTaT

oyepeam HacTpovikn Bydepa
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3.3.3. HacTtpowka 6ycepa

PerynupoBka bydepa o3Ha4yaeT, YTo oMepeb Kaxaow Cryxobl MeeT pa3Hble pasmepbl Gydepa
3a cyeT HeKOTOpOM HacTpouku Gydpepa ouvepeaun, Tak 4To kaxgas crnyxba obpabaTbiBaeTcs

no-pasHomy, a CJ'Iy)K6bI C pa3HbIMU NMpUopuTeTamm 06CJ'Iy)KI/IBaI'OTCFI Nno-pa3HoMmy.

3.3.3.1. MpuHUMN paboTbl

Pabounn MexaHu3M KelwMpoBaHUA B annapaTtHOM obecnevyeHun

UTto kacaeTca annapaTHoro obecnedeHusi, Gydep ynpaBnsieTcsa B HanpasneHuu BeBoda U
BbiBOoAa. MexaHn3m o6paboTku NokasaH HUXe.

Packets enter the
switch

Allocate buffer to packets

Packets enter the output
> process

+ A
Obtain the packet
incoming port and
information of port

group where the
incoming port is

buffer usage of curres
port is smaller
than the guaranteed buffer

it of current po

e shared buffer usage of curren
PorT Is smaller than the shared buffer
limit of current port)
and (the shared buffer usage of
current port group is smaller than
e shared buffer limit of current po

Yes

Packet loss due to ingress

congestion

v

Obtain the output gueue
that packets will enter and
information of port group
where the outgoing port is

Fhe buffer usage of curre
queuve is smaller

n the guaranteed buffe

Rt of current queud

he shared buffer usage of curren
Queue is smaller than the shared
buffer limit of current queue)
and (the shared buffer usage of
current port group is smaller
the shared buffer limit of curgefit

port group)

Yes

\ 4

Packets enter the
output
queue for queuing

v

Packet loss due to egress
congestion

Packets are output
from the switch and
buffer is released

PucyHok 3-3.

Bo Bpemsi ynpaBneHusi 6ycbepom HanpasreHve BBOAA yCTaHABMMBAETCA HA MakCcMMarnbHOe
3Ha4veHune, 4Tobbl NpegoTBPaTUTL NOTEPIO NAKETOB B HANpaBreHun BBoAa 1 obecneynTb NoTepro
NnakeToB B HanpasneHun BbiBoAa. Takum 06pa3om, KOPPEKTMPOBKA He OTKpbIBaeTCs Ans bydepa
B HanpasneHuu BBoaa, a CLI obecneumBaeT koppekTMpoBKy Bydhepa TONbKO B HanpasreHun
BblBOAA, BKMOYasa rapaHTMpoBaHHbI Oydep oyepeam n obwmin Bycep odepean. Hactponka
Oydepa HacTpamBaeT rapaHTMpOBaHHbIN nopor Bydepa n nopor obwero Gydepa ovepenen,
4yTOObl BbIAENATL pa3nuyHble pa3mepbl Oydepa ansa ovepeen.
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MapaHTMpoBaHHbIN Oychep

FapaHTUpOBaHHbIN Bydep Takke HasblBaeTCS IKCKNHO3MBHbIM Oydepom. 3Ta vactb bydepa
pacnpegenseTtcs no Kaxgon odepegu. [apaHTupoBaHHbI  Oydep ouepean MoXeT
NCNonb30BaTbCA TOMLKO 3TOM odepenbto. 1o ymonyaHuio ansa Kakaon odepean BbioensieTcs
bUKCUPOBaHHbIN rapaHTUPOBaHHbIM Gydep. ATa 4acTb oyvepean NO3BOMSET ITON oyepeam
nepecbinaTtb NakeTbl C HOPMarbHOW CKOPOCTbIO MMHUKN NPU CTabunbHOM NOTOKE.

CoBmecTHbIN 6ydhep (Shared buffer)

B obiem Bydepe rpynnbl NOPTOB OCTaBLUASACA YacTb NpeacTaBnsaeT cobom 0OLnin COBMECTHbIN
6ydep nocne BblveTa rapaHTMpPoBaHHOIO Bydepa kaxaon ovepean. CoBMecTHbIN Bydhep moxeT
ncnonb3oBaTbCs BCeMU ovepeaamu. NMoporosoe 3HaYeHne COBMECTHbIX 04epeaen MOXET ObITb
YCTAHOBIEHO [ANs KaXaow odepean. ITOT MOPOr orpaHvyYMBaeT MakCcuMarnbHbId 00bem
COBMECTHOro 0Oydepa, KOTOpbI MOXET MCMonb3oBaTbCsA 3TOM oyepenpto. Korga cymma
CcoBMeCTHOro bydepa, HaCTPOEHHas ANs KaXK4oW ovYepeam B rpynne nopToB, NPeBbILLAaeT 06LLyHo
COBMECTHYIO o4yepeab rpynnbl NOPTOB, NPUMEHSAETCS MEXaHU3M 3anonHeHus Oydepa "nepebim
npuwen — nepebiM 06CnyXeH".

3.3.4. HacTtpouka moHuTOopuHra 6ycepa

MoHunTopuHr Gycbepa peanuayeT MOHUTOPUHI Obbema MCNOMb30BaHUS KaXOoW ouvepean u
COBMECTHbIN Oydhepa c uenbio obecneyeHns NOALEPXKKM AaHHbIX A8 ONTUMU3aLUMKM CeTn u
pasymHon koHdurypaumm dydepa.

3.3.4.1. MpnHUMN paboTbl

MoHuTopuHr Gycepa ucnonb3yeT pexum onpoca ANd PerynspHoro cyYnTbiBaHUMs obbema
ncnonb3oBaHusa Bydepa kaxxaon odepean u cUTyauum UCNonb30oBaHUS CoOBMeCTHoro 6ydepa u
oTobOpaxeHnss cuTyauumum wucnonb3oBaHust Oydepa Tekywero o60pyaoOBaHUS B pexume
peanbHOro BpeMeHM.

Mopor npeaynpexaeHnsa ucnonb3oBaHusa bydepa rpynnbl NOpPTOB
Korga vcnonb3oBaHue Bydepa rpynnbl NOPTOB MpeBbIAeT 3TOT NOPOr, CUCTEMHBIN XypHan
OypeTt pacneyaTaH, YToObl HANOMHUTL NONb30BATESIO.

Mopor npeaynpexaeHna o6 ncnonb3oBaHun 6ydepa oyepeamn
Korga ucnonb3oBaHne Oydepa oyepeam npeBbilIAET 3TOT MOPOr, CUCTEMHBIN XypHan oyaet
pacneyaTaH, 4To6bl HANOMHUTL NOMBb30BaTENHO.

MHTepBan BbIGOPKU AaHHbIX MOHUTOPUHra bydepa

BydepunsoBaHHble faHHble MOHUTOPUHIA 0TOMpatoTCs ¢ onpeaeneHHbIM UHTEPBANoOM, KOTOPbIN
MO>XHO HacCTPOWUTb B COOTBETCTBUM C TpeBOBaHNAMN Nonb3oBaTenNs.

3.3.5. HacTpomnka nogcuyeTta ovepeaun

MogcyeT oyepeden oTCneXmBaeT AaHHbIE O MEPECHISIKE U NOTepe MAKETOB KaXKOowW odyepean,
4yTOObI 0BecrneunTb MOAAEPXKKY AaHHbLIX AN ONTUMM3AUMU CETU U pPa3yMHOW KOoHdurypauum

oydepa.
3.3.5.1. MpuHUMN paboTbl

Ouepeab nepexoauMT B pPexuM onpoca ANsi  PerynsipHoro CYUTbLIBAHUS  KONMYeCTBa
nepeanpecoBaHHbIX nakeToe/konmyectsa  GaWToB n konuyecTBa NOTEPSHHbIX
nakeToB/konu4yecTBa GanWTOB Kagow odvepean, a 3aTeM Ucronb3yeT AaHHble AMns pacyeTa
Ka)xgoro Buaa CTaTUCTUKU OYepeam.
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OnoBeleHne o noTepe naketoB B ovepeaun

YCTpOMCTBO aHanuanpyeT CTaTUCTUKYy MO OTOPOLUEHHbIM MNakeTam, 4Tobbl onpeaenuThb,
NPOUCXOAMT NN NoTepsi NakeToB B odepeaun. Nocrne notepu nNaketToB B 04Yepean YCTPOWCTBO
oTobpaxaeT npedynpexaeHne o NOoTepe MakeToB B COOTBETCTBUM C  KOHdurypaumen
npeaynpexaeHns o notepe nakeTos.

YacToTa onoBellueHus o noTepe naketToB B o4yepeaun

Tonbko N npegynpexaeHuii 0 NoTepe NakeToB MOryT oTobpaxaTbCsi B TeHEHME onpeaeneHHoro
nepvoga T. Bbl moxeTe HacTpouTb nepuog (T) u konuyectBo npegynpexaeHui (N), 4ToObl
HacCTpPoUTb OTOBpaxxeHne nNpeaynpexaeHnin 0 NoTepe nakeTos.

3.4. KoHdurypauums

KoHdurypauma | OnucaHue v KomaHAaa
Hactporika (OnuuoHanbHo) OH ucnonbayeTcs Ans HacTpourkn bydepa
bydepa
mmu gqueue-guarantee HacTtpauBaeT rapaHTMpOBaHHbIN Bydep
ncxogaLlen odepeam
mmu queue-threshold HacTtpauBaeTt obLwmn Oydep
ncxogallen odepeam
mmu pg-guarantee HactpaunBaeTt rapaHTUpOBaHHbLIN
BxogHown bycep PG
mmu ingress-threshold HacTtpauBaeTt obwwnin Bydep
Bxogsdulero PG
mmu headroom-threshold HacTtpauBaet pasmep Oydepa 3anaca
Ha ocHoBe PG
mmu pg-headroom HacTtpauBaeTt pasmep Bydepa
rnobansHOro 3anaca
HacTtponka (OnuunoHankbHo) Mcnonb3yeTcsa onst HacTporikm Bydepa
MOHUTOPWHIa
Bydepa mmu usage-warn-limit HacTpaMBaeT noporoBoe 3HayeHve
OMnoBeLLEeHNs cnonb3oBaHus bydepa
mmu sample-period HactpanBaetr  wuHTepBan  BbliGOpKK
AaHHbIX MOHUTOpPUHra Bydepa
HacTtporika mmu cut-through HactpaunBeaet peXum nepegaun
pexuma cut-through
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KoHdwurypauma | OnucaHue v KomaHAaa
Hactpovika mmu queue-loss-warn | HactpaumBaeT onoBelieHVe O noTepe
npeaynpexaenns o | {unicast| multicast} nakeToB B o4epeau
noTepe NakeToB
mmu gueue-loss-warn | HactpauBaeT YyacToTy
frequency npeaynpexaeHnn o noTepe NakeTos

3.4.1. HacTpouk

a bydpepa

3.4.1.1. 3chdeKT KoHdUrypaumm

e Hactponte

rapaHTMpoBaHHbIn  Bycep, 4TOObI OYepeab Morfia COBMECTHO

Ncnonb3oBaThb TOMbKO 3Ty YacTb Bydepa.

e HactponTe

COBMECTHbIN Bydep, 4TOObl KOHTpONUpoBaTb OOBLEM WCMONbL30BAHUSA

obuero bydepa ouepenm.

3.4.1.2. NMpumeya

HUA

KoHdburypaums nHtepdenca moxeT ObiTb BbINOSTHEHA TOSbKO HA (OM3MYECKOM MOPTY.

3.4.1.3. lWarn HacTponku

Hactpouka rapaHTupoBaHHOro 6ycepa ncxogsien ovyepeau
e OnuuoHankeHo.

e B pexume KoHUrypauum nHtepdenca ncnornb3ynte kKOMaHay mmu gqueue-guarantee,
4YTOObl HACTPOUTL rapaHTUPOBaHHbLIA Bydep 4N Kaxgon odepean n ybeamTbcs, UTo
AnanasoH KoHdurypaummn oydepa 3aBUCUT OT NPOSYKTA.

e lAcnonbaymn

Te KomaHgbl no unn default, yTo6bl BOCCTAHOBUTL 3HaYeHne Bydepa no

YMOMYaHuIo.

KomaHga

mmu queue-guarantee output { unicast | multicast } [queue-id1l [queue-
id2 [queue-idN] ] set value

Onucanne
napameTpoB

output: BbINOMHSET ynpaBneHue 6ycepom B UCXOAsLLEN ovepeau.

unicast: BbIMOMNHAET ynpasneHne ©Oydepom B uMCXOAsLWEeEn oyepenm
OAHOaZpeCHOW nepenayn.

multicast: BbINoONHsET ynpasneHue Oydepom B uncxogsilen oudepeau
MHOroaZpeCcHOM pacCbISKu.

gqueue-id: naeHTndnkaTop odepean B ananasoHe ot 1 go 8.

value: KOnM4ecTBO rapaHTUpPoBaHHbIX OydepoB, B sYelikax; AuanasoH
3aBUCUT OT NpoaykTa

Mo ymonyaHuio

Mo ymonuyaHuio ONA Kaxaow oyepeau Bblaensgetcda OUKCUMpOBaHHOE
KONMYecTBO rapaHTMpoBaHHbIX OydepoB. KoHkpeTHas KoHdurypauus
3aBUCUT OT NpoaykTa

Pexunm komaHa

Pexum koHdurypaunm nHtepderica
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PykoBoacTtso no
NCNoNb30BaHNIO

O PEKTUBHOCTb 3TOW KOMaHAbI 3aBUCUT OT NPOAYyKTa

Hactpouka coBmecTHOro 6ydepa ncxoasiien oyepeam
e  OnuuoHarnbHo.

e Wcnonb3ynte komaHabl Nno unu default, 4toGbl BOCCTaHOBUTL 3Ha4YeHne Gydepa no
YMOMYaHMIo.

KomaHpa

mmu queue-threshold output { unicast | multicast } [queue-idl [queue-
id2 [queue-idN] ] set thr%

OnwucaHue
napamMmeTpoB

output: BeINOMHAET ynpasneHue 6ydepom B ucxosilen oyepeau.

unicast: BbINONHAET ynpasneHne Oydepom B ucxoddllen odvepean
OAHOAaAPECHOW PACCLISIKU.

multicast: BbINOMNHSAET ynpasneHue Oydepom B umcxogsilen odepeau
MHOroapeCcHON pacCbisiku.

queue-id: naeHTnmkaTop odepeau, B agmanasoHe ot 1 go 8.
thr%: npoueHT, B AgnanasoH ot 1 go 100

Mo ymonyaHuo

Mo ymonyaHuIo KakgoW oYepeau HasHavaeTcs MOopOroBoe 3HadeHue
NCNonb30BaHUA CoBMECTHOro 6ydepa. OTOT nopor npeacrasnseT cobon
npoueHT. MeToa pacyeTa MakcMMarnbHO AOCTYMHOMO COBMeCTHOro Bydepa
Onga ovepenm crnenylowmn:

MakcnmanbHO [OCTYMHbIA COBMECTHbIM Bydep ans oyepegm = obuiee
KONM4ecTBO COBMECTHbIX BydepoB rpynrbl MOPTOB * MOPOroBoe 3HayeHve B
npoueHTax

3HayeHWe No yMonyaHuio 3aBUCUT OT NPOAYKTa

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

O PEKTMBHOCTL 3TOM KOMaHAbI 3aBUCUT OT NPOAyKTa

Hactpoika BxogHoro rapaHtumHoro 6ycgepa PG
e OnuuoHanbHo.
e Vcnonbaynte komaHabl o unm default, 4tobbl BOoCcCTaHOBUTL 3HayeHne Oydepa no

YMOJYaHuIo0.
KomaHga mmu pg-guarantee pg { priority -id1 [priority-id2 [priority -idN] } set value
Onuncanne priority -idN: Homep Bxoaswen PG.
napameTpoB

value: rapaHTMpoBaHHOE 3Ha4YeHne KoHurypaumm bydepa

Mo ymonyaHuio

3HaveHue no yMoOn4aHuio 3aBUCUT OT NpoayKTa
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Pexum komaHg,

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCNONb30BaHNIO

O EKTUBHOCTL 3TOM KOMaHAbI 3aBUCUT OT NPOAYyKTa

Hactpowka coBmecTHOro 6ycdepa Bxoasiwero PG
e  OnuuoHanbHo.
e Wcnonb3ynte komaHabl No unu default, 4yToGbl BOCCTAaHOBUTL 3Ha4YeHWe Gydepa no

YMOJTYaHUIO.
KomaHga mmu ingress-threshold pg [pg-id0 [pg-id1 [pg-id N] ] set thr%
Onucanwne pg-idN: ngeHTUdMKaTOp NPUOPUTETHOM rPYMMbI.

napameTpoB

th%: obwun coBMeCcTHbIN Bydep X MOPOroBoe 3HaYeHuMe B MpOLEHTax =
MakcumarnbHO JOCTYNHbIA Bydep ons oyepeau

Mo ymonyaHuo

3HaueHne no yMmon4yaHuio 3aBUCUT OT NpoaykTa

Pexum komaHpg,

Pexum koHdurypaumm nHtepdenica

PykoBoacTteo no
NCNOMb30BaHUIO

1. OPpdeKkTMBHOCTb ITOM KOMaHAbl 3aBUCUT OT NPOAYKTa.

2. KoHdwurypaumsa BcTynaetr B cwuny, TOMbKO €CnvM  ynpaBneHue
noTokom/ynpaeneHMe nOTOKOM Ha ocHoBe npuoputeta (PFC) He
BKITFOYEHO.

3. 3HayeHue, HaCTpoeHHOe nonb3oBatenem, oTobpaxaeTcs npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnu 3HaYyeHne, HaCTPOEHHoe
nonb3oBaTenem, SABnseTcs 3Ha4eHNEM Mo YMOYAHMIO

HacTtpoika 3anaca BxogHoro 6ydepa PG
e OnuyuoHarnkeHo.
e Vcnonbaynte komaHgbl no mnm default, 4Tobbl BOCCTaHOBUTL 3HaYeHne Bydepa no

YMOSYaHMIo.
KomaHga mmu headroom-threshold pg [pg-idO [pg-id1 [pg-id N] ] set value
Onuncanne pg-idN: ngeHTuunkaTop NPUOPUTETHOM rPYNNbI.

napameTpoB

value: noporoeoe 3Ha4yeHne 3arnaca, NamMepdaeTcAd B sYenkax

Mo ymonyaHuio

3HayeHune No yMOonyaHuio 3aBUCUT OT NPOAYKTa

Pexnm komaHa

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCMNOMb30BaHUIO

1. OddeKTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.

2. 3HayeHMe, HaCTpPOEHHOe nosnb3oBaTeneMm, oOToOpaxaetrcsa npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnu 3Ha4YeHue, HaCTPOEHHOe
nonb3oBaTenem, ABMAeTCs 3HAYEHNEM MO YMOJTHAHMIO
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Hactpoika nopora ynpaBneHusi NOTOKOM
e  OnuuoHarnbHo.
e Wcnonb3ynte komaHabl Nno mnu default, 4ytoGbl BOCCTaHOBUTL 3Ha4YeHne Gydepa no

YMOMYaHMIo.
KomaHpa mmu xoff-threshold pg [pg-idO [pg-id1 [pg-id N] ] set thr%
Onucanwne pg-idN: ngeHTUdunKaTop NPUOPUTETHOM rPyNnbI.
napameTpoB

value: noporoeoe 3Ha4veHne 3anaca, n3amepAaeTcd B AYenkax

Mo ymonyaHuo

3HauveHue no YMON4YaHUKO 3aBUCUT OT NpoAYyKTa

Pexum komaHg,

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNomnb30BaHUIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoayKTa.

2. KoHdwurypaums BcTynaeT B CUny, TONbKO €Criv BKIOYEHO ynpasrieHue
notokom/PFC.

3. Ecnu ynpaenenune notokom/PFC He BkntodeHo, nopor obuiero 6ydepa
PG cooTBeTcTBYET 3HauyeHuo ingress-threshold.

4. 3HaveHMe, HacTpoeHHOe nonb3oBaTeneMm, oTobpaxaeTca npwu

BbIMONIHEHNM KOMaHObl Show run, aaxe ecnu 3HavyeHne, HacTpoeHHoe
nonb3oBaTenem, SBMAeTCA 3Ha4YEeHNEM MO YMONYaHUIO

Hactpoika nopora BocCTaHOBIEHUS yNpaBieHUSA MOTOKOM
e HeobGsasaTenbHbIN.
¢ Vcnonbaynte komaHgbl no unm default, 4Tobbl BOCCTaHOBUTL 3HayYeHne Bydepa no

YMOSYaHuIo.
KomaHga mmu xon-threshold-offset pg [pg-idO [pg-id1 [pg-id N] ] set value
Onuncanne pg-idN: ngeHTUunKaTop NPUOPUTETHOM rPYMMbI.
napameTpoB

value: noporoeoe 3HavyeHne 3anaca, naMmepAaeTcAd B sYenkax

Mo ymonyaHuio

3HayeHne No yMonyaHuio 3aBUCUT OT NPOAYKTa

Pexnm komana

Pexnm koHdurypaumm nitepdenca

PykoBoacTteo no
NCNOoSb30BaHMIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.

2. KoHdurypaums BcTynaeT B Cuny, TONbKO €CNU BKITHOYEHO ynpaBneHune
notokom/PFC.

3. 3HauyeHue, HaACTpOeHHOe nonb3oBaTenem, oTobpaxaeTcs npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnu 3Ha4YeHve, HaCTPOEHHOE
nonb3oBaTenem, SABMAeTCs 3HAYEHNEM MO YMOJTHAHMIO

@ §) QTECH

MWP [OOCTYNHEE

140




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa MMU W

HacTtpowka nopora rmo6anbHoro 3anaca
e  OnuuoHarnbHo.
e Wcnonb3ynte komaHabl Nno mnu default, 4ytoGbl BOCCTaHOBUTL 3Ha4YeHne Gydepa no

YMOJYaHMIO.
KomaHga mmu pg-headroom set value

OnucaHue value: noporoBoe 3Ha4yeHue 3anaca, n3MepseTcsi B s4enkax
napameTpoB

Mo yMosn4yaHuo 3HaueHue no YMON4YaHUKO 3aBUCUT OT NpoAYyKTa

Pexum komang | Pexum koHurypaumm nHtepgenca

PykoBoactBo no | 1. JddEKTUBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.
NCMONb3OBAHWIO | 2 KoHdurypaums BCTynaeT B CUIY, TONMbKO €CNN BKIYEHO ynpasreHne
notokom/PFC.

3. 3HayeHue, HaCTpoeHHOe nofnb3oBaTeneM, oOTobpaxaeTca npu
BbIMNOMHEHNM KOMaHAbl Show run, gaxe ecnu 3HayYeHue, HaCTPOEeHHoe
nonb3oBaTtenem, ABnseTcs 3Ha4eHNEM Mo YMONYAHUIO

3.4.1.4. NpoBepka

Mcnonb3ynte komaHgy show running, 4tobbl NpoBepuTb, YCNELWHO N HacTpoeH MMU nog
COOTBETCTBYHOLLMM UHTEPCENCOM.

3.4.2. HacTtpouka moHuTOpuHra 6ycepa

3.4.2.1. AhdeKT KoHduUrypaumm

e HactponTte noporoBoe 3HayYeHME OMOBELLEHUS UCMONb3oBaHMs Oydepa anda rpynnbl
nopToB. >KypHan npegynpexageHun OygeT pacneyaTaH, Korga ncnonb3osaHue bydepa
rpynnbl NOPTOB NPEBLICUT 3TO HACTPOEHHOE 3Ha4YeHue.

e HacTtponTte noporoBoe 3HayeHve npeaynpexgarLwero curHana WCnonb3oBaHUs
Oydepa ansa ouepean. MNpegynpexgaroLwnin curHan xxypHana 6yaeT pacneyaTaH, korga
ncnonb3oBaHue Bydepa ovepean NPeBbICUT 3TO HACTPOEHHOE 3HAaYeHMe.

e HactponTte mHTepBan BbIGOPKM AaHHLIX MOHUTOPUHra. HwkHWI cnon npousBoguT
BbIGOPKY 1 coobLiaeT faHHble B COOTBETCTBUM C HACTPOEHHbIM MHTEPBANOM.
3.4.2.2. NMpumeyaHun

KoHdurypaumst nHtepdenca MoxeT ObiTb BbINOSIHEHA TONbKO HA OU3NYECKOM MOPTY.

3.4.2.3. llarn HacTponku

HacTtpowka nopora onoBeLieHMA 06 ncnonb3oBaHMmn bydepa rpynnbl NOPTOB
e  OnuuoHanbHo.

e B pexume rmobanbHOM KOHUrypauum ncnonb3dymte komaHgy mmu usage-warn-limit,
4yTOObI HAaCTPOMTbL MOpOr NpepynpexaeHns o6 ucnonb3oBaHuM Oydhepa Ansa rpynnbl
nopToB.
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e Wcnonb3ynte komaHabl Nno mnu default, 4ytoGbl BOCCTaHOBUTL 3Ha4YeHne Gydepa no

YMOJYaHMIO.
KomaHga mmu usage-warn-limit set value
Onucanne value: npoueHT, B agnanasoHe oT 1 go 100
napamMmeTpoB

Mo ymonyaHuo

3HayeHne no ymMmon4yaHumw paBHO 0, 4YTO

npeaynpexneHne He coobLaeTcs

4YTO YyKa3blBaeT Ha TO,

Pexum komaHg,

Pexum rnobanbHon koHdurypauum

PykoBoacTteo no
NCMNonb30BaHNIO

OTa KOHCbI/IpraLI,MFI ﬂel‘;ICTByeT Ana Bcex rpynn nopToB

HacTpoiika nopora npegynpexaeHus o6 ucnonb3oBaHuu 6ydepa ouepeam
e  OnuuoHarnbHo.

e B pexvme koHUTrypupoBaHus MHTepdernca komaHay mmu usage-warn-limit { unicast

| multicast } [queue-idl [queue-id2 [queueidN] ] set value gna HacTpouku nopora
npegynpexaeHus o6 ncnonb3osaHum bydepa aAnsa Kaxagon odepean.

e Wcnonb3dynte komaHabl no wunu default, 4TOBbBI BOCCTAHOBUTH HACTPOWKY MO
YMOJYaHMIO.
KomaHga mmu usage-warn-limit { unicast | multicast } [queue-idl [queue-id2

[queue-idN] ] set value

Onuncanne unicast: BbINoMHAET ynpasneHne 6ydepoMm B ucxogdwen odepeaum
napameTpoBs O[lHOaOPECHOWN PaCChISKM.
multicast: BbINOMNHSET ynpaBneHue Oydepom B ucxodsilen oudepeau
MHOroaZipeCcHOM paccCbISKu.
gqueue-id: naeHTndmkaTop ovepean B AgnanasoHe ot 1 go 8.
value: npoueHT, B gManasoHe oT 1 go 100
Mo ymonuaHuto | 3HayeHne no ymonyaHuio paBHO 0, 4YTO yKasblBaeT Ha TO, 4TO

npeaynpexaeHue He cooblaeTcs

Pexnm komana

Pexnm koHdurypaumm nutepdenca

Hactpoika uHTepBana BbIGOPKU AaHHbIX MOHUTOPUHra
e OnuuoHanbHo.

e B pexume rmobanbHOM KOH(Urypauum ucnonb3ymte KomanHgy mmu sample-period
{ buffer-counter | queue-counter } value Ansa HacTporikn nHTepBana BbIGOPKM OAHHbIX
MOHUTOPVHIa Ans Kaxaomn ovepeau.

e Vcnonb3aynte komaHabl

no wmm default, 4TOoBbl BOCCTAHOBWUTbL HACTPOWKY MO

yMOn4YaHuio.
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KomaHga mmu sample-period { buffer-counter | gueue-counter } value
Onucanwne buffer-counter: konnyecTBo 3aHATbLIX Bydepos.
fnapameTpos gueue-counter: KONMYECTBO OTMPABIIEHHbIX M YyAaneHHbIX 3anvcen B

ouyepeau.
value: nHTepBan BbIGOPKY B CeKyHOax

Mo ymonyaHuo

MHTepBaJ’I Bbl60pKI/I Nno yMOJT4aHUO coCTaBnAaeT 5 CeKkyH

Pexum komaHg,

Pexum rnobanbHon koHdurypauum

3.4.2.4. MNpoBepka

e Wcnonb3ynte kKomangy show running, 4Tobbl NPOBEPUTL, YCNELLHO N HAacTpoeH MMU
non, COOTBETCTBYIOLLUMM UHTEP(ENCOM.

e Wcnonb3dynte komaHgy show queue-buffer, 4TOBbl nNpoOBEPUTL YCMELIHOCTb
KOHUrypauum.

3.4.2.5. Npumepbl KoHDUrypauum

HacTpoiika NOpPOroBoro  3Ha4eHwus npeaynpexaaroLuero cuUrHana
ucnonb3oBaHuUA 6ydepa Ha OCHOBe rpynnbi NOPTOB

LWarn Ha kommyTaTope HacTpomTe MNOpPOroBOe 3HayeHWe aBapuUWHOro curHana
HaCTPOMKK ncnonb3oBaHuda bydepa gnga rpynnel nopTos Ha 80 %

QTECH# configure terminal

QTECH(config)# mmu usage-warn-limit set 80

QTECH(config)#
MpoBepka [MpoBepbTe, YyCNEWHO JiM CKOH(UrypupoBaH nopor npeaynpexneHus

ncnonb3oBaHusa 6ydepa

QTECH# show run

mmu usage-warn-limit set 80

Hactponka npegena npegynpexgeHua ucnonb3oBaHua Oychepa Ha OcCHoBe
ncxopsiien ovyepenu

LWarn HacTporikn | HacTponTe nopor npegynpexaeHnsa ncnonb3osanus bydepa kak 70 % B

oyepenax ogHoagpecHom paccbikm 6 n 8 nopta 1/1 Ha KomMmyTaTOpe

QTECH# configure terminal
QTECH(config)# int tel/1
QTECH(config-if)##mmu usage-warn-limit unicast 6 8 set 70
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MpoBepka lMpoBepbTe, nNpaBWbHO §NWM  HACTPOEH MNOPOr  npeaynpexaeHus
ncnonb3oBaHus Bydepa
QTECH#show queue-buffer interface gigabitEthernet 0/9
Dev/slot Port-group Total-shared(%) Guarantee-used(%) Share-used(%)
Available(%) Warn-limit(%)
1/- 1 74.527 0.0822 14.7615
85.1562 NA
Interface GigabitEthernet 0/9:
Type Queue Admin-shared(%) Total-used(%) Available(%) Warn-limit(%)
Peak-usage(%) Peak-time
Unicast 1 (default) 7.4836 0.0103 NA
7.5041 2015/7/14 20:7:14
Unicast 2  (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 3  (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 4 (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 5 (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 6  (default) 0.0000 7.4938 70%
0.0000 NA
Unicast 7  (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 8  (default) 0.0000 7.4938 70%
0.0000 NA
Multicast 1 (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 2  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 3  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 4  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 5  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 6 (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 7 (default) 0.0000 7.4938 NA
0.0000 NA
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Multicast 8  (default) 0.0000 7.4938 NA
0.0000 NA

HaCTpOVIKa nHTEepBana Bbl60pKI/I AaHHbIX MOHUTOPUHIA

Warn HacTtponTte nHTepsan BbIOOPKM AaHHLIX MOHUTOPUHra B pexume rrnodanbHoun
HaCTpPOMKK | KOHdMUrypauum

QTECH# configure terminal
QTECH(config)# mmu sample-period buffer-counter 8

QTECH(config)# mmu sample-period queue-counter 10

Mpoeepka | MpoBepbTe, NPABUMNLHO NN HACTPOEH UHTEPBA BbIOOPKM

QTECH# show run
mmu sample-period buffer-counter 8

mmu sample-period queue-counter 10

3.4.3. HacTpouka pexuma cut-through

3.4.3.1. AhdeKT KoHduUrypaumm

Bknitounte dyHkumio cut-through, 4tobbl yMEHbLUMTDL 3a4EPKKY Nepechifiki NakeToB..

3.4.3.2. NpumeyvaHun

DyHKUMIO NogkniodeHns cut-through MoXXHO HACTPOUTL TONBbKO Ha PU3NYECKNX NOPTaX.

3.4.3.3. Laru HacTponku

HacTtpowka rapaHTunHoro 6ydepa
e  OnuyuoHarnkeHo.

e B pexunme kKoHpurypauum nHtepdenca sanyctute komaHgy mmu cut-through, 4ytoObl
BKMOUNTL OyHKUMIO gocTyna cut-through Ha nHtepdelice.

e Vcnonbaynte komaHgbl no wunu default, 4TOBbI BOCCTAHOBWUTH HACTPOWKY MO
YMOJYaHuIo.

KomaHga mmu cut-through

Mo ymonuaHumio | o ymonuanHmio pexum cut-through oTknroyeH

Pexnm komaHg | Pexxum KoHdurypauum nHtepdenca

PykoBoactBo no | SheKTMBHOCTb 3TON KOMaHAbl 3aBMCUT OT NPOAYKTa
NCNOSib30BaHMIO
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3.4.4. HacTpouka npeaynpexaneHnsa o notepe naketTos

3.4.4.1. AhbdeKT KOoHUrypaumm
e  Bknountb/BbIkNIOYMTL rNobanbHOe NpeaynpexaeHe o NnoTepy NakeToB ovepeaen ans
BCEX MHTEp(EeNCHbIX o4epeaen.

o  BknounTb/BLIKNIOYNTL OMOBELLEHNE O NOTEPEe MAKeTOB B ovepeaun Ha uHTepdence.
MpropuTeT 3TOM KOHpUrypaLmm Beille, Yem y rnobanbHOM KoHurypawumm.

° HaCTpOIZTe HYaCToOTy CUrHanoB npeaynpexneHnda O noTepe MnakeToB Tak, yTObbI B
nepumoa T 0To6pa>|<an00b Tosnbko N curHanos TpeBOrn o noTepe nakeTos.

3.4.4.2. NMpnmevaHusn

OTY (PYHKUMIO MOXHO HacTpouTb B pexume rnobanbHOoW KoHdurypaumm u B pexume
KOHcpurypaumm nHtepdenca.

3.4.4.3. lWarn HacTpounku

Hactpoika onoBellueHMA 0 noTepe NakeToB
e  OnuuoHanbHo.

e B pexume rnobanbHOW KOHMUrypaumm unu KoHdurypauum uHtepdenca sanycrute
KomaHgy mmu queue-loss-warn {unicast | multicast} [qgid1 [qid2 [qidN] ] ] {on | off}
AN BKIIOYEHUS/OTKMYEHNS PYHKLMM ONOBELLEHWS O NoTepe NakeToB B ovepesx.

e Wcnonb3dynte kKomaHgbl no unu default, 4ToBbLI BOCCTAHOBUTL KOHMUIypaumoo Mo
ymornyaHuio. PyHKUMSA OMoBeELLEHNSA O NoTepe NakeToB MO YMOMYaHUIO OTKITHOYEHa.

KomaHga [no] mmu queue-loss-warn {unicast | multicast } [gid1 [gid2 [qidN] ] ] {on
| off}

Onucanne unicast: ykasblBaeT Ha 0QHOaAPECHYI0 ovepepb.

napameTpos multicast: yka3blBaeT odepenb MHOrOaApPECHON pacChImKu.

gid: ykasbiBaeT naeHTudmkaTop odepean.
oN: BKMOYaeT CUrHanM3auuio o noTepe NakeTos.
off: oTkno4YaeT onoBeLeHNe 0 NOTEPE NAKETOB

Mo ymonyaHunio | PyHKUMSI ONoBELLEeHNS O NoTepe NakeToB MO YMOMYaHWUIO OTKIoYeHa

Pexum komang | Pexxunm rmobanbHOM KOHUrypaumm 1 pexmm KoHdurypaumm nHtepdenca

PykoBogctBo no | OdhdeKkTMBHbIN cnocob 3ToN KOMaHAbl 3aBUCUT OT NPOAyKTa
NCNOoSb30BaHMIO

HacTpoika 4yacTtoTbl ONnoBeLUeHMA O NoTepe NakeToB
e  OnuuoHanbHo.

e B pexume rnobanbHOM KOHUrypaumm 3anyctute KoMaHgy mmu queue-loss-warn
frequency cycle valuel times value2, 4To6bl HACTPOUTbL YACTOTY OMOBELLEHUS O
noTtepe NakeTos.

e Wcnonb3dynte komaHgbl no wnu default gna BoccTaHOBREHWS KOHdurypaumm no
YMOJYaHuIo.
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KomaHga [no] mmu queue-loss-warn frequency cycle valuel times value2
Onucanne valuel: YKa3blBaeT nepnos 0T06pa>KeHI/1ﬂ TpeBOrm noTepun nakeTos.
napameTpoB

value2: ykasblBaeT KONMMYeCTBO aBapUiiHbIX CUrHanNoB O MoTepe NakeToB,
KOTOpble MOryT 0TOGpaxaTbCcsa 3a nepuos

Mo ymonuanuto | Mo ymonyaHuio B TeyeHne 60 cekyHa MoxeT oTobpaxatbca go 30
npeaynpexaeHnii o notepe NakeTos

Pexum komang | Pexxum rmobanbHon KoHdurypaumm

PykoBoacteo no | OhdekTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAyKTa
NCNONb30BaHNIO

3.5. MOHUTOPUHr

3.5.1. Ouuctka

NMPUMEYAHUE: BbinonHeHne komaHabl clear Bo Bpemsi paboTbl obopygoBaHua MOXeT
NPUBECTUN K NpepbiBaHNI0 06CNYXMBaHNS U3-3a NOTEPU BaXKHOW MHAOPpMaLNN.

OnucaHue KomaHpa

OumnLaeT 3HadYeHne cyeTUmKa oyepeaun clear queue-counter

Ounwaetr wuctopuyeckoe nuMKoBoe 3HayeHume | clear mmu queue-buffer peaked
Oydepa ncxogsduien ovepen

Ounwaetr wuctopnyeckoe nuMKoBoe 3HayeHue | clear mmu pg-buffer peaked
BxogHoro 6ydepa PG

OunwiaeT KONMYECTBO pas, Korga 3aHaTbid Oydep | clear mmu usage-warn-count
npeBbILLaeT Nopor NpeaynpexaeHus

3.5.2. OTobOpaxeHune

OnucaHue KomaHaa

OtobGpaxaeT uHGpopmauuto 006 ucnonb3oBaHun @ show queue-buffer interface
Oydepa nHtepderica naHenn

OTobpaxaeT WHgopMaumio cyeTynka odepeam show queue-counter interface
nHTepdenca naHenu

OtobGpaxaeT uHdpopmauuo 06 wucnonb3oBaHum | show pg-buffer interface
6ydepa BxogHoro PG
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4. ObLUAA UHOOPMALIUA

4.1. NapaHTUA n cepBUC

Mpouenypa n HeobxoanMble OENCTBUSA MO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHue Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

4.2. TexHn4yeckas nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MO)KEeTe BOCMONb30BaTbCA Halllelh aBTOMaTU3MPOBAHHOW CUCTEMOWN 3anpoCOB TEXHUYECKOrO
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

4.3. AneKTpoHHas Bepcusa AOKyMeHTa
[aTa nybnunkaumn 26.12.2024

https://files.qtech.ru/upload/switchers/QSW-6910/QSW-6910 ACL_QoS_config_guide.pdf
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