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PykoBoacTBo nonb3oBaTtens
1. Hactporika CLI 6

1 HACTPOMKA CLI
1.1 O630p

WUHTepdenc komaHaHom ctpokn (CLI) — 3TO TepmuHan, wucnonb3dyemoe Ans
B3aMMOOENCTBUA TEKCTOBbIX KOMaHO Mexay nonb3oBaTensMM U CEeTEBbIMU
ycTponcTBamu. B TepMmnHane nHtepgenca komaHgHOM CTPOKU MOXHO BBECTU KOMaHAb!
A5 HACTPOWNKN CeTEBbIX YCTPOWCTB U yrpaBneHnsa nmu.

lNMpoTokonbl U ctaHAapTbI
HepoctynHo

1.2 NpumeHeHne

NMpumeHeHune OnucaHue

HacTpolika ceTeBbIx B TepmuHane wuHTepdenca KOMaHOHOW CTPOKM MOXHO
YCTPOWCTB ¥ ynpaBneHve | BBECTUM KOMaHAbl ONs HACTPOWKW CeTEBbIX YCTPOWCTB U
UMW C NOMOLLIbIO ynpasneHusi UMu

NMHTepdenca KomaHaHOW

CTPOKM

1.2.1 HacTtponka ceTeBbIX YCTPOUCTB M YynpaBfieHUE UMW C NOMOLLbIO
MHTepdenca KOMaHaHON CTPOKU

CueHapun

Kak nokasaHo Ha W3obpaxeHun 1-1, nonb3oBaTesnb MNofy4yaeT OOCTYyN K CETEBOMY
yctpouncTsy A ¢ nomoubto MK 1 B TepmuHane KomaHAHOW CTPOKM BBOAUT KOMaHAbl 4SS
HaCTPOMKM N yrpaBfieHNA ceTeBbIM YCTPOUCTBOM.

N3obpaxeHne 1-1
PG A

3ameTkm A - 3TO ceTeBOe YyCTPOMCTBO, KOTOPbIM HEOBXOAMMO YNpPaBnsThb.
K - aTo TepmuHarn.

OnucaHue

Kak nokasaHo Ha W3obpaxeHun 1-2, nonb3oBaTenb ucnonbdyet Secure CRT,
ycTaHoBneHHbln Ha [1K, ona ycTaHOBKM COeOVHEHUA C CEeTEBbIM YCTPOWUCTBOM A, ”
oTkpbiBaeT TepmuHan CLI gna BBoga KomaHa KOHurypaumn.

N3obpaxeHne 1-2

. QTECH | www.qtech.ru
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PykoBoacTBo nonb3oBaTtens
1. Hactporika CLI

[ Serial-CON1 - SecureCRT

File Edit View
HERIR

| serial-coml

Options

[ETRRRATRRERS S

Transfer  Script  Tools Help

ASBES FRY 6 F.

QTECH »enable

QTECH (config)#

1.3 PyHKUMMP

QTECH #configure terminal
Enter configuration commands,

one per line. End with CNTL/Z.

0O630p

PyHKUUA OnucaHue

Qoctyn kK [ins HacTponkun n ynpaeBrneHna MOXHO BOUTU B CETeBOe
NHTEPenc YCTPOWUCTBO.

KOMaHOHOW CTPOKU

Pexunmbl KomaHg,

NHTepdenc komaHOHOM CTPOKM NPeaoCTaBNseT HECKONbKO
pexnmMmoB KomaHg. KomaHabl, KOTOpblIE MOXHO UCMNOSIb30BaTh,
pasnuyaroTcsa B 3aBUCUMOCTM OT PEXMMOB KOMaHA,

CnpaBka no cucteme

CnpaBo4Hyt0 MHGOPMALMIO O CUCTEME MOXHO MOMYyYnTb BO
BpPEMSI HACTPOMKN NHTepdenca KoMaHOHOM CTPOKW.

CokpalleHHble
KOMaHAbl

Ecnu BBegeHHas cTpoka goctaTtodHa ans uaeHTudukaumm
YHUKanbHON KOMaHAbl, BBOAWUTb MOJIHYIO CTPOKY KOMaHAbl He
HY>KHO.

[MTapameTpbl KOMaHA
Mo YMOJIYaHUIO U
cObpoc KkoMaHAabl

MO>XHO MCnonb3oBaTb KOMaHAY ho AN OTKNIOYEHUA PYyHKLMK
NN BbINOSTHEHUS onepaumn, NPOTUBOMNOSIOXKHOM KOMaHAe, Unm
ncnonb3oBaTtb napameTp default komangbl ans
BOCCTaHOBSEHNA HACTPOEK MO YMOSTYaHUIO.

Noackasku ¢

YKa3aHnem
HEBEPHbLIX KOMaH

Mpwn BBOAE HEBEPHOWN KOMaHAbI 0ToOOpaXkaeTcs cooblleHne 06
owwmnbke.

KomaHabl XXypHana

[ns oToGpaXkeHUs1 UnK BbiI30Ba KOMaHZA, >KypHara MOXHO
MCNONb30BaTh KnaBumLKM ObICTPOro 4ocTyna.

N3meHeHue dyHKUMN

Cwucrema npegocraBnsieT Knasuwm 6biCTporo goctyna ans
pedakTMpOBaHUA KOMaHA,.

[Mownck n

MO>HO BbINOMHUTL KOMaHay show gnga noucka nnm

@ ) QTECH |
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PykoBoacTBo nonb3oBaTtens
1. Hactporika CLI 8

QVIJ'IbTQaI:I,VIFI CbVIJ'IpraLl,I/II/I YKa3aHHbIX KOMaH[.
BbiBOAAd KOMaHAbI

show

Alias (nceBaoHUM) MoxxHO HacTpouTb alias KomaHabl Ans 3aMeHbl KOMaHAb!.
KOMaHg

1.3.1 flocTtyn K uHTepchency KomaHOHOWN CTPOKM

Mepen vncnonb3oBaHMeM uHTepdenca KoOMaHOHOW CTPOKM HEeobXoauMmO MOAKIYUTb
TepmuHan vnn K k ceteBoMy ycTponctsy. NHTepdenc KOMaHOHOW CTPOKU MOXHO
MCcnonb30BaThb MNOCMe 3arnycka CEeTeBOro YCTPOMCTBA WM 3aBepLUeHUs UHMumnanusaumm
obopyaoBaHus, a Takke nporpammHoro obecneyenud. NMpyu nepBoM UCMNONb30BaHWUU
ceTeBoe YCTPOWMCTBO MOXET OblTb MOAKMHOYEHO TOSMbKO 4Yepe3 KOHCOSbHbIA MOopT,
KOTOpbIN ~ Ha3blBaeTCH  BHEMNOJSIOCHbIM  ynpasneHnem. [locne  BbINOSHEHUS
COOTBETCTBYIOLLEN HACTPOMKN MOXHO MOOKMOYNTL CETEBOE YCTPOUCTBO U YyNpaBnATb
nm yepes Telnet.

1.3.2 Pexxumbl KOMaHA,

M3-3a 6GonbWOro KonmyectBa KOMaHAbl KhaccuuuupytoTcss Mo (PyHKUMaM  Ong
obneryeHna ux WCNONb3oBaHUA. WHTepdenc KomMaHOHOW CTPOKM MpeaocTaBnseT
HECKOMbKO PEXMMOB KOMaHA, W BCE€ KOMaHObl PEerucTpupyrotcsa B OLHOM WUnuK
HECKONMbKMUX KOMaHAHbIX pexumax. [lepen mcnonb3oBaHMEM KOMaHObl Heo6xoaumo
BOWTWU B PEXUM KOMaHZ. PasHble peXxmnmbl KOMaHL CBA3aHbl APYr C APYroM, HO B TO Xe
BpeMs U OTNUYalTCs Apyr OT Apyra.

Kak TOnbkO HOBbIN ceaHC OyaeT HacTpOeH C MOMOLbK MHTepdenca ynpaBneHus
ceTeBbIMU YCTPOMCTBaMU, Bbl BOWAETE B MOMb30BaTENbCKUA pexunm. B aTom pexnme
MOXHO WCMNOSIb30BaTb TOSIbKO HEBOMbLIOEe KONMUYECTBO KOMaHA, U OYHKUUU KOMaHA4
OorpaHvyeHbl, HanpuMmep, B OaHHOM pPeXMMe MOXHO UCMNosib3oBaTb KOmMaHay show.
PesynbTaTbl BbINOMHEHNS KOMaHA B NOSIb30BaTENbCKOM  PEXMME HE COXPaHSAITCS.

[Ona wvcnonb3oBaHWs OOMOMHUTENbHbLIX KOMaHg Heob6xoaMmo cHavana BOWTU B
NpBUNErMpoBaHHbIV pexuMm. Kak npasuno, gns Bxoda B MNPUBUNErMPOBaHHbLIN
pexum Heobxoaumo BBeCTM naponb. B npuBunermpoBaHHOM pexvMme MOXHO
MCNonb30BaTb BCE KOMaHAbl, 3aperMcTpMpoBaHHble B 3TOM KOMaHAHOM pexume, U
aanee nepenTn B pexum rnobanbHOn KoHGUrypaumm.

Mcnonb3oBaHne KkoMaHg onpefeneHHoro pexvma KoHdurypauumn (Hanpumep, pexuma
rnobanbHOM KOHUrypaumm wn pexuma KoHdurypauum wuHTepdenca) BAMgeT Ha
ncnonb3yemble HacTpoviku. [lpu coxpaHeHun KoHdurypaumm 9TKM KOMaHabl OyayT
CoXpaHeHbl U BbINOSTHEHbI NpW CrieayloweM nepesanycke cuctemsl. [lepen nepexoqom
B APYron pexum KOoHurypauuu, Hanpumep, B pPeXmnm KOHurypaumm mnHtepdenca,
HeobX0aMMO BONTU B PEXMM rriobanbHOM KOHUrypaumn.

B cnepgytowen Tabnuue npMBedeHbl peXnmMbl KOMaHg, npeanonaras, YTo UMsi CeTEBOrO
yctponctea — "QTECH".
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PykoBoacTBo nonb3oBaTtens
1. Hactporika CLI

Pexum MeTtop noctyna KomaHaHas cTpoka
KOHcpurypaumm
lMonb3oBaTtenbcknn Mpwn poctyne k ceteBomy yctponctsy | QTECH>
pPeXnM Nno yMoIsiyaHuo BonauTe B
MonboBaTENbCKUI PEXUM.
MpuBnnervposaHHbIN | B nonb3oBaTensCkoM pexume QTECH#

pexnm

BbINONHUTE KOMaHgy enable, 4To6bI
BOWTWN B NPUBUIIETMPOBAHHbLIN
PEXNM.

MmobanbHas B nonb3oBaTenbckoM pexunme QTECH (config)#
KOHoUrypaums BbINONHUTE KoMaHay configure,

(Pexxum rnobanbHoi | YTODbI BOMTU B pexuM rrobarnbHoi

KOHCUrypaLmm) KOHcbUrypaLmm.

KoHdourypauus B pexvme rnobanbHon QTECH(config-if)#
NHTepdenca KOH(pUrypaumm BoINONHUTE KOMaHOy

(Pexum interface onsa Bxoga B pexunm

KOHUrypaLmm KOHpurypaumm nHrepdenca.

NHTepenca)

Config-vlan B pexume rnobanbHon QTECH(config-vlan)#
(Pexum KOHMrypaumm BbINONHUTE KOMaHAy

KOHEPVIYPUPOBAHUS vlan vian_id onsa Bxoga B pexum

VLAN) KoH(urypaumm VLAN.

Pexum Bbixoa u3 gaHHoro pexuma unu | [on. uHcpopmauus
KOHdpurypaumum BXOA B APYron pexum

lMonb3oBaTernbCckum [nsa Bbixoaa u3 nonb3oBaTenbckoro | Mcnonb3ynte aToT
peXunm pexxuma BbINOMNHUTE KoMaHAay exit. pexuMm KoMaHa ans

BbinonHuTte komaHgy enable, 4ToObI
BOWTU B NPUBUIIETMPOBAHHbLIN
PEXNM.

npoeeneHnst 6a3oBbIx
NpPoBEPOK UNn
oToOpaxeHus
nHopmauum o
cucTeme.

[NpuBUNerMpoBaHHbLIN
pEXNM

BeinonHuTte komaHgy disable,
4yTOObl BEPHYTLCA B
MonboBaTENbCKUI pEXUM.

BeinonHuTte komangy configure,

Mcnonbsynte aToT
KOMaHOHbIN PEXNM,
4TOObI NPOBEPUTD,
AencTeyeT nu
KOH(purypaumsa. 3toT

@ ) QTECH |
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1. Hactporika CLI

........ [URTRRRRATAN
ever s

10

4YTOObl BONTU B pEXNM rnobanbHOn

PEeXnM 3alluunilieH

KoHurypauum. naposiem.
MmobanbHas BeinonHuTe komaHab! exit unu end, | Vcnonb3oBaHue
KOHpurypaums unu Haxmute Ctrl+C ons Bo3BpaTta | KOMaHa B 3TOM
(Pe>xuMm rno6anbHoi | B MPUBUNETMPOBAHHBIA  PEXUM. pexumMme NnoBnuseT Ha
KOHUrypauum) BbinonHuTe komanay interface, rnobanbHele

4TOBbI BOVTM B PEXNM napameTpel CETeBOro

KOHUrypauum nnitepderica. Mpu yerponcTea.

ncnonb3oBaHuM komaHabl interface

Heob6xoaMMOo yKkasaTb UHTepdeEC.

BeinonHute komaHay vlan vian_id,

4TOObl BONTU B PEXUM

KoH(urypaumm VLAN.
KoHdpurypaums BbinonHute komaHgy end nnu Mcnonbsynte aToT
NHTepdenca HaxxmuTe Ctrl+C onga Bo3Bparta B PeXuM KOHurypaumm
(Pexum NPUBUIIETMPOBAHHBLIA  PEXUM. AJ191 HACTPOWKM
KOHourypaumm BbinonHuTte komangy exit, 4ToObl pasfin4HbIX
nHTepdeiica) BEPHYTHCS B PEXUM rNobanbHoN MHTEP(PEencoB

KoHQourypauuu. MNMpn ceTeBOro yctponcrtaa.

ncrnonb3oBaHuM komaHabl interface

HeobxoauMo ykasaTb MHTepdenc.
Config-vlan BbinonHute komaHgy end vnn WcnonbaynTte aToT
(Pexxum HaxxmuTe Ctrl+C ans sosspara B PEeXMUM KOHUrypaumm
KOHAUIypUpOBaHMS NPMBUNENMPOBAHHLIN  PEXUM. A5s1 HACTPOWNKK
VLAN) BbinonHuTe komaHay exit, 4Tobebl napameTpos VLAN.

BEPHYTbCSH B pexuM rnobanbHom
KOHoUrypauuu.

1.3.3 CnpaBka no cucteme

[Mpn BBOOE KOMaHA B TepMmuHane uHTepdenca KOMaHOHOW CTPOKU MOXHO MOMyYnTb

crnpaBOYHY MHGOPMaLMIO, UCMOMNb3YS creaytoLme cnocoobi:

1. B kOmaHOHOW CTpoke B nobOM pexume BBeOMTE BOMNPOCUTENbHbIM 3HaK (?) ans

BbIBOAA CrMcka KomaHa,

COOTBETCTBYHOLLUMM OonMcCaHneM KOMaHObl.

Hanpumep
QTECH>?
commands :
<1-99> Session number to resume
disable Turn off privileged commands
. QTECH | www.qtech.ru
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PykoBoacTBo nonb3oBaTtens
1. Hactporika CLI 11

disconnect Disconnect an existing network connection

enable Turn on privileged commands

exit Exit from the

help Description of the interactive help system
lock Lock the terminal

ping Send echo messages

show Show running system information

telnet Open a telnet connection

traceroute Trace route to destination

2. Beegute npoben n BonpocuUTENbHbLIM 3HaK (?) Nocne Kn4YeBOro CrioBa KoOMaHabl
ANs BblBOAA Criefylollero KryeBOro CcrioBa WM MNEepeMEHHOW, CBA3AHHOW C
KIHO4EBbLIM CITOBOM.

Hanpumep

QTECH (config) #interface ?
Aggregateport Aggregate port interface
Dialer Dialer interface

GigabitEthernet Gigabit Ethernet interface

Loopback Loopback interface
Multilink Multilink-group interface
Null Null interface

Tunnel Tunnel interface
Virtual-ppp Virtual PPP interface

Virtual-template Virtual Template interface
Vlan Vlan interface

range Interface range command

@ Ecnu 3a knoyeBbIM CrOBOM criegyeT 3HayYeHue napameTpa, TO AManasoH 3Ha4YeHuin u
onvcaHue 3Toro napameTpa oTobpaxatoTcsi crneayoLwmm o6pasom:

QTECH (config) #interface vlan ?
<1-4094> Vlan port number
3. BBegute 3Hak Bonpoca (?) nocne HernosfiHON CTPOKU C KINHOYEBbLIM CITOBOM KOMaHAb!

ANA BblBOAA CMMCKa BCEX KIOYEBbLIX CMNOB KOMaHAbl, HAYMHaA C KOHLA HEMNormHow
CTPOKM.

Hanpumep

QTECH#d?

debug delete diagnostic dir disable disconnect

4. llocne BBOJA HEMNOSHOrO KIKOYEBOro CrioBa KOMaHAbl, ecnu cydgukc aToro

KIMIO4EeBOro CrioBa YHUKarneH, HaXXMuUTe KnaBully Tab ans OTO6pa>KeHVIFI NOJIHOro
Krno4eBoro crioea.

Hanpumep
QTECH# show conf<Tab>
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QTECH# show configuration

5. B nobom komaHgHOM pexunmMme BbINOJNTHNTE KOMaHAy help, YTOObI nony4ynTb KpaTkoe
onmncaHmne cnpaBo4YHON CUCTEMbI.

Hanpumep

QTECH (config) #help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input

(e.g. 'show pr?'.)

1.3.4 CoKpalyeHHble KOMaHAabl

Ecnu KomaHaa AnvHHas, MOXHO BBECTM 4acTb KOMaHAbl, [OOCTaTOYHYH Anst
onpeaeneHus Krno4YeBoro crioBa KoMaHapl.

Hanpumep, 4tobbl 3anyctutb kKomaHay interface gigabitEthernet 0/1 B pexume
KOH(purypaumm wuHTepdenca GigabitEthernet 0/1, BBeauTe cokpalleHHylO KoMaHay
cnegyowmm obpasom:

QTECH (config) #int g0/1
QTECH (config-if-GigabitEthernet 0/1)#

1.3.5 NapameTpbl KOMaHA NO YMONMYaHUIO U COPOC KOMaHAbI

BonbWNHCTBO KOMaHA, MMeKT onuuio no. Kak npasuno, onuusi no ucnonb3yeTca Ans
OTKIMOYEHMST CBOMCTBA UM OYHKUMU UAWN BbINOSTHEHUS onepalmu, NPOTUBOMNOSIOXHOW
komaHge. Hanpumep, BbinonHute komaHgy no shutdown, 4ToObl BbINOMAHUTL
ornepaumuio, NpPoTMBOMONOXHY KoMaHae shutdown, TO eCTb BKMIOUUTL UHTEPENC.
KnioueBoe cnoBo 6e3 napameTpa NO UCMOMb3yeTcs AN BKHOYEHUS OTKMHOYEHHOro
CBOWCTBA UM (PyHKUMK, KOTOpasi MO YMOMYaHMIO OTKNOYEHa.

BonbwunHcTtBo KOMang umetoT onumio default. Onuma default ucnonbsyetca ans
BOCCTAQHOBMEHUS HACTPOEK KOMaHAbl MO YMOM4YaHuo. 3HAYeHUs Mo YMOSYaHUKo
BoNbWMHCTBA KOMaHA UCMOMb3YKTCA ANA OTKNIOYEHUS CBSA3aHHbIX PYHKUMI. Takum
obpasom, B 6onbwmnHCTBE cnyyvaeB ¢yHkuma onuum default takas xe, kak u ans
napametpa no. OpgHako AONA HEKOTOpbIX KOMaHg 3HayeHus Mo  YMOSYaHuio
NCMNOMb3YIOTCA AN BKIIOYEHUSA CBA3aHHbIX QYHKUMKA. B 3TOM cnyyae dyHKUMS
napameTtpa default npoTnBononoxHa napameTpy no. B HacTosiwee Bpemsa napameTp
default ncnonbsyetca Ons BKNHOYEHUS COOTBETCTBYHOLWEN QYHKLMM U YCTAHOBKU
nepeMeHHbIX B 3Ha4YeHNe No YMOSTHaHUIO.
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© [Ona nonyyeHus uHdopmaumm o yHkuuMn no unn default ona kaxgonm komaHgbl CM.
CrpaBKy Mo KomaHzae.

1.3.6 NMoackaskM ¢ ykazaHueM HeBepHbIX KOMaHA,

Mpn BBOOE HEBEPHOW KOMaHAbl OTOGpaxaeTcst coobuieHne 06 owmnbke.

B cnepytowen Tabnuue nepeyncrieHbl pacnpocTpaHeHHble cooblieHns 06 owwmnbkax
NHTepdenca KOMaHaHOW CTPOKMU.

CoobuieHue 06 3HaueHue Kak nonyunTb nomouyb

owunbke

% Ambiguous BeenoeHHble  cumBonbl | [loBTOpHO BBeaute KomMaHay W

command: "show c" HeOoCTaTOYHbI ANnga | 3HaK Bornpoca Mnocrie KIo4eBoro
noeHTndmnkaumm CNnoBa, CMbICIT KOTOPOro HESCEH.
YHUKanbHOW KOMaHAabl. OTtobpasatca Bce  BO3MOXHble

KIltoYeBbl€ CroBa.

% Incomplete Obs3aTenbHoe [MoBTOpHO BBEAUTE KOMaHOy W
command. KNOYeBOE CrnoBO uWnu | BBeaute npoben m 3Hak Bonpoca.
nepemeHHas He | ByayT nokasaHbl BCe BO3MOXHblE
NpUMEHMMA K KOMaHde. | Kr4veBble crnosa nnu

nepemeHHble.
% Invalid input BBeneHa HenpaBunbHasa | B CcTpoke TeKkyLllero KOMaHOHOro

detected at ‘N’ marker. | komaHaa. 3Hak (™) | pexxuma BBEOUTE 3HAK BoMNpoca.
yKasblBaeT nonoxeHue | byayt otobpaxeHbl Bce KNOYEBbIE
CnoBa, BbI3blBAKOLEro | CrioBa KOMaHAbl, pa3pelleHHble B
oLnoKy. AAaHHOM KOMaHAHOM peXunme.

1.3.7 KomaHabl xxypHana (logging)

Cuctema aBTOMATUYECKM COXpaHSAeT HeOaBHO BBeAEHHble KomaHabl. [ns
oTobpaxeHMs1 N Bbl30Ba KOMaHZ, »KypHana MOXHO UCMOMb30BaTh KnaBuwmy BbicTporo
AocTtyna.

MeToabl onucaHbl B cneayollen Tabnuue.

Onepauusn PesynbTar

Ctrl+P nnu OTtobpaxaeT npeablayLlydo KOMaHLy B CMMCKE KOMaHL >XypHana.
Knasuwa HauynHaa ¢ nocnegHen 3anucu, MOXHO MOBTOPHO BbINOMHUTL 3Ty
BBEPX onepaumto ans 3anpoca 6onee paHHUX 3anncen.

Ctrl+N vnn Mocne HaxaTtua Ctrl+N vnn knasuwm BHWU3 MoOXHO BepHyTbCA K

knasuwa BHU3 | cnegytowen komaHge 13 cnmcka KoMaHg XypHana. 3Ty onepauuio
MOXHO BbINOSIHUTL HECKONbKO pa3, 4Tobbl 3anpocuTb HegaBHO
BbINONHEHHbIE KOMaHAbI.
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| CtaHgapTHble TepMuHanbl, Takue kak VT100, nogaepxmBatoT ykasaTenbHble KNaBuLLN.

1.3.8 UameHeHune pyHKUUN

Mpn penakTMpoBaHWM KOMAHOHOW CTPOKM MOXHO MCMONb30BaTh KMaBuWKW UMK
KnaBuwu ObICTPOro AocTyna, NepeyncneHHble B creayowen Tabnuue:

DyHKUMA KnaBnwa wnu OnucaHue
KrnaBuiua
ObIiCcTpOro
pocTtyna
MepenBwxeHne Knasuwa [MepenBwxeHne Kypcopa Ha OOWUH CUMBOS
Kypcopa B BJIEBO nnn | BNeBo.
pefakTupyemMomn Ctrl+B
CTpOKe.
Knasuwwa [MepeoBwxeHne Kypcopa Ha OOVUH CUMBOIS
BMPABO unn | BNpaso.
Ctri+B
Ctri+A lMepensuxeHve Kypcopa B Havarno
KOMaHOHOW CTPOKW.
Ctri+E [MepenBwxeHne Kypcopa B KOHeL, KOMaHaHOW
CTPOKMW.
YnaneHnuve Knasuwa YpanseT cumBon crieBa OT Kypcopa.
BBEOEHHbIX Backspace
CUMBOJIOB.

KnaBuwa Delete

YpanseT cumBon cnpasa OT Kypcopa.

[MpokpyTutKka BBEpPX
Ha OfHY CTPOKY UIu
OAHY CTpaHuuy.

Knaesuwa Return

Mpu OTOOpaXXeHUN COAEPNKUMOrO HaXMUTE
knaBuwy Return, 4T06bI nNepemecTUTb
BbIXOAHYIO CTPOKY BBeEpX W 0TobpasuTb
crnepymlolyo  CTpoky. 3Ta  onepauus
BbINOSMHSAETCS, Koraa BbIXOAHblE [daHHble
ellle He 3aKOHYUIUCh.

KnaBuwa
npobena

Mpu OTOOpaXXeHUN COAEPNKUMOrO HaXKMUTE
knasuwy [lpo6en, 4TOOLI OTOGpPa3nTL
crneaylouwy cTpaHuily. OTta  onepauus
BbIMOJIHAETCS, KOrda BbIXOOHblE [daHHble
ellle He 3aKOHYUINCh.

Korga Kypcop pefakTupoBaHUA HaxoOUTCA psagoOM C NpaBoun rpaHuuen, BCA KOMaHaHas
CTpoKa nepemectutca Bneso Ha 20 CMMBOMOB, a OCTaNnbHas YacTb KOMaHabl Oyaer
ckpbiTa 3Hakamu gonnapa ($). Ans nepemelleHns Kypcopa K CKpbITbiIM CUMBOMaM Uu
BO3BpaTta K Hayany KOMaHOHOW CTPOKM MOXHO WCMNONb30BaTb COOTBETCTBYHOLLME
KnasuLUM UNn KnaeuLwimn ObICTpPOro gocTyna.
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Hanpumep, Becb cnucok goctyna (komaHga access-list) MmoxeT npesbiwaTth WAPUHY
9KpaHa. Korga Kypcop pefakTUMpoBaHUSA HaxoguTCs pagoM C MpaBoOW rpaHuLen, BeCA
KOMaHOHaa CcTpoka nepemMecTuTcs Breso Ha 20 cMMBOMOB, a ocTalbHad 4acTb
koMaHObl OyneT ckpbiTa 3Hakom ponnapa ($). Koroa kypcop pemaktupoBaHus
OOCTUrHET npaBOW rpaHuubl BCA KOMaHAHad CTpoka caBuHeTca BneeBo Ha 20
CUMBOJIOB.

access-1list 199 permit ip host 192.168.180.220 host

$ost 192.168.180.220 host 202.101.99.12

$0.220 host 202.101.99.12 time-range tr

Tenepb HaxxmuTe coveTaHue Ctrl+A ons Bo3BpaTta B Ha4ano KoMaHaHOW CTpoku. B aTo
BpeMsl YacTb KOMaHOHOW CTPOKW B KOHLIE OyaeT ckpbiTa 3Hakamu aonnapa ($).
access-1list 199 permit ip host 192.168.180.220 host 202.101.99.$

1.3.9 MNouck n chunbTpaumnsa BoiBoaa KomaHabl show

[na nowucka YKa3aHHOro cogepXmmoro mn3 BbIXOOHbIX AOaHHbIX KOMaHAbl show
BbIMONMHNTE ClneayrLyo KomaHay:

KomaHpa Onucanune

show any-command | begin regular- | [louck ykasaHHOro COOEPXUMOro U3
expression BbIXOHbIX AaHHbIX KoMaHabl show. bygeTt
BbIBOOMTbLCA NepBasd CTpoka, a Takke BCA
nHdopMauus, Kotopas criegyeT 3a 9ToW
CTPOKOW.

@ KomaHga show MoxeT ObiTb BbINOMHEHA B JIOO0OM pexumme.
© Copepxnmoe onst noucka YyBCTBUTENbHO K perncTpy.

[Ona noucka yKasaHHOrO COAEPXMMOrO W3 BbIXOAHbLIX AaHHbIX KOMaHabl show
BbIMNOSIHUTE CrieayoLLy0 KOMaHay:

KomaHpa OnucaHue

show any-command | exclude regular- ®unbTpyeT BbIXOAHbIE AAHHbIE KOMaHAbI
expression show. byayr BbIBOOUTLCSA BCe CTPOKWU,
KpOMe Tex, KOTopble cofepxaT yKka3aHHOe
coaepxunmoe.

show any-command | include regular- ®unbTpyeT BbIXOAHbIE AaHHblIE KOMaHAbI
expression show. byayT BbIBOAUTBCA TOSBbKO CTPOKWU,
BKIMOYaKoLLMe yKazaHHOE COO4ePXKMMOe.

[na noncka nnu punbTpaumm BbIXOAHbIX AaHHbIX KoMaHabl show Heob6xoanmo BBeCTH
BepTMKanbHyto nuHuto (|). MNocne BepTukanbHOW NUHUKM BbIGepuTe npasuna noncka unm
dunbTpaumm n BeBeguTe cogepxmmoe (CMMBON MNKU cTpoka). lNMouck n dunbTpaums
COOEPXNMOro YyBCTBUTESNbHbI K PETNCTPY.
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QTECH#show running-config | include interface
interface GigabitEthernet 0/0
interface GigabitEthernet 0/1
interface GigabitEthernet 0/2
interface GigabitEthernet 0/3
interface GigabitEthernet 0/4
interface GigabitEthernet 0/5
interface GigabitEthernet 0/6
interface GigabitEthernet 0/7

interface Mgmt O

1.3.10 Alias (nceBaoHUM) KOMaHA

Bbl MoxeTe HacTpouTb noboe crnoBo B KayecTBe alias (NnceBaoHWM) KOMaHObl Ansi
YCKOPEHHOro BBOAA KOMaHAbI.

Pe3ynbTaT KOHpUrypauum

1. 3ameHuTe KOMaHAy CIIOBOM.

Hanpumep, Hactpoute "mygateway" B kadecTtBe alias komaHabl ip route 0.0.0.0
0.0.0.0192.1.1.1. [Ons BbINOMHEHNA 3TOM KOMaHAbl HEOOXOAMMO BBECTU TOJIbKO
"mygateway".

2. 3aMeHuTe HavanbHyl 4acTb KOMaHAbl KMYEBbLIM CIIOBOM M BBEAWUTE MapameTpbl
KOMaHAbI.

Hanpumep, HacTponTte "ia" B kadyectBe alias komaHabl ip address. [Jns BbINONHEHUS

3TON KOMaHabl Heobxogumo BBecTM "ia", a 3aTeM ykasaHHbin |IP-agpec n macky
noaceTu.

Jtanbl KOHUrypaumm
OtobpaxeHue alias no ymonyaHuio

B nonb3oBaTtenbckoM  pexume uUnn npuMBUMErmMpoBaHHOM  peXxmnme Ons HEKOTOPbIX
KomMaHa goctyneH alias no ymonyanuio. [Jnsa otobpaxeHus atux alias no ymonyanuio
MOXHO BbINONHUTL kKOMaHay show aliases.

QTECH (config) #show aliases

mode alias:

h help
p ping
S show
u undebug
un undebug

@ Om alias no ymonyaHuio He MoryT BbITb yaaneHs..

HacTtpowka alias komaHabl

KomaHpa alias mode command-alias original-command
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OnucaHue mode: ykasblBaeT KOMaHOHbIW pexum ans alias.
napameTposB command-alias: yka3blBaeT alias komaHabl.

original-command: yka3biBaeT KOMaHay, npeacTtasnsemyto alias.
Pexum Pexxum rmobanbHOM KoHpurypauum
KoHduUrypauumm
BcTtpoeHHas B pexume rnobanbHom koHgwurypauum BbinonHute alias ? ans
noackaska OTOOpaXeHMs BCEX PEeXMMOB KOMaH4 [Ans KOTOPbIX MOXHO

HacTpouTb alias.

OtobpaxxeHne HacTpoek alias komaHg

BbinonHute komaHgy show aliases anga otobpaxeHnsa HacTpoek alias B cucteme.

MpumeyaHusn

+ Komanpga, 3ameHeHHas alias, gomkHa HaymMHaTbCA C NEPBOro CMMBOJSIA KOMaHOHOW

CTPOKM.

+» KomaHpga, 3ameHeHHas alias, gomkHa 6biTb MOSTHOLEHHOMN.

X/

% [lpn ncnonb3oBaHuun alias Heob6xoouMO BBECTM BeCb CnMCOK alias; B NpOTUBHOM

cnyyae alias He MOXeT BbITb NOEHTUOULNPOBAH.

Mpumep KoHdUrypaumm

OnpepeneHne alias ona 3ameHbl BCEN KOMaHAabl

Jranel B pexume rnobanbHon KoHUrypaumm Hactponte alias "ir" gns
KOHUrypauum | npencraenexns komanabl KOHdMrypaumm mapLupyTta no ymosdaHuto
ip route 0.0.0.0 0.0.0.0 192.168.1.1.
QTECH#configure terminal
QTECH (config) #alias config 1ir ip route 0.0.0.0 0.0.0.0
192.168.1.1
Mpoeepka % BbinonHute komangy show alias, 4To6bLI NpoBEpUTb, HACTPOEH
koHdmrypauum nu alias.
QTECH (config) #show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:
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ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

* Mcnonb3ynte HacTpoeHHbl alias Ans BbINOMHEHUS KOMaHObl U
BbinonHuTe KomaHgy show running-config, 4tobbl npoBepuTsb,
yCreLHo N HacTpoeH alias.

QTECH (config) #ir

QTECH (config) #show running-config

Building configuration..
|

alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1
//Configuring an alias

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result
after the alias "ir" is entered

OnpegeneHne alias onga 3ameHbl HA4YanNbHOM YacTu KOMaHab!.

ATtansbl
KOHduUrypaumm

MNMpoBepka
KOoHdurypaumm

B pexvme rnobanbHon KoHdurypauum HactponTte alias "ir'" ans
npegcraeneHus Yactu "ip route" komaHabl KOHpUrypaumum
MapLupyTa no yMOSi4aHuio.

QTECH#configure terminal

QTECH (config) #alias config ir ip route

K/

« BbinonHute komaHay show alias, 4TOGbLI NPoBEPUTHL, HACTPOEH
nu alias.
QTECH (config) #show alias

mode alias:

h help

P ping

S show

u undebug

un undebug
Global configuration mode alias:

ir ip route

/7 " ..n

« BBegute alias "ir", a 3aTtem nocrnegywowy YacTb KOMaHAbl
"0.0.0.0 0.0.0.0 192.168.1.1".
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% BbinonHute «komaHgy show ap-config running, 4TOGbI
NPOBEPUTb YCMELIHOCTb KOH(UIYypaL K.

QTECH (config) #ir 0.0.0.0 0.0.0.0 192.168.1.1
QTECH (config) #show running

Building configuration..

!

alias config ir ip route //Configuring an alias
I

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result
after the alias "ir" and the later part of the command are
entered

CnpaBka no cucreme

1. Cuctema npepocTaBnsieT cnpaBouvHy0 MHopmaumo anga alias komanabl. lNepen
alias oTobpaxaeTcs 3Be3goyka (*). dopmat BbIrnaguT cnegyowmm obpasom:
*command-alias=original-command

Hanpumep, ons npvBunerMpoBaHHoro pexuma alias s o6o3HavaeT knio4eBoe CroBO
show. [Npn BBOAe "s?" oTOOpaXkalTCs KMNKOYEBbIE CIOBa, HauuHawwmecs ¢ "s" n
nHpopmauums o alias.

QTECH#s?

*s=show show start-chat start-terminal-service

2. Ecnn komaHpa, npeactaBneHHasa alias, cogepxut ©onee ogHoOro crnoea, komaHaa
oTobparkaeTcs B Nape KaBblYeK.

Hanpumep, ons npuBunerMpoBaHHoOro pexuma alias sv obo3Havyaet komaHay show

version. [1pu BBOoAe "s?" oTobpaxatoTcs KnoYeBble CroBa, HavMHarowmecsa ¢ "s" u
nHpopmauums o alias.

QTECH#s?
*s=show *sv="show version” show start-chat

start-terminal-service

3. Alias MOXHO ucnonb3oBaTh AN NOSyYeHUss CNpaBOYHON MHpopMaumn 0 KomaHae,
npeacrasneHHon alias.

Hanpumep, HacTponTe alias "ia" ana npeacrasneHna komaHgbl ip address B pexume
KOH(purypaumm wuHTepdenca. Ecnv Bbl BBegeTe "ia?" B pexume KOHuUrypaumm

nHTepderica byaet otobpaxeHa crnpaBoyHas nHdgopmauusa no "ip address?”, a alias
3aMeHsAeTCca KoMaHOon.
QTECH (config-if) #ia ?

A.B.C.D 1IP address
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dhcp IP Address via DHCP
QTECH (config-if) #ip address

© Npu BBOAE NpoGena B Hayane CTPOKM koOMaHAa, npeacTaBneHHas aTuMm alias, He byaet
oToOpaxeHa.
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2 HACTPOUKA BA30BOIO YMPABJIIEHUA
2.1 O6G30p

[aHHbI OOKYMEHT npeacTtaBnseT cobon pykoBOACTBO NO Hayany paboTbl C CUCTEMON
yrnpaBrieHns ceTeBbiMU YCTpoUCTBaMu. B HeM onuckiBaeTca yrnpaBneHne, MOHUTOPUHT
n obcnyxnBaHme ceTeBblX YCTPONCTB.

2.2 NMNpumeHeHue

NMpumeHeHune OnucaHue

YnpasneHne ceTeBbiMu | [Monib3oBaTtesib BbINOMHAET BXO4 B CeTeBOE YCTPOWCTBO C
YCTPONCTBaMM TepMuMHana u  3anyckaeT  KOMaHAbl  WHTepdenca
KOMaHAHom CTPOKM (CLI) ans ynpaBneHus
KOH(pUrypaumsmm yCTpouCTB.

2.2.1 YnpaBneHue ceTeBbIMU YCTPOUCTBaAMM
CueHapun

YnpaBneHne ceTeBbIMM  YCTPOMCTBaAMW, OMUCAHHOE B  3TOM  [JOKYMEHTe,
OoCyLLecTBNAeTCA 4Yepe3 uHTepdenc KoOMaHOHOW CTpoku. [lonb3oBaTenb BXOOUT B
ceTeBOe YCTPOMCTBO A C TepMuHana n 3anyckaeT KOMaHObl MHTepdenca KomaHaHOM
CTPOKM Oons ynpasneHus KoHgurypauuamm yctponctea. Cm. N3obpaxkeHue 2-1.

N3obpaxeHne 2-1

t&; )

PC a,

2.3 PyHKUUM
Bba3oBble KOHUenuuun
TFTP

Mpotokon TFTP (Trivial File Transfer Protocol) — at10 npotokon TCP/IP,
No3BONAOLWMI KNWEHTY NepefasaTtb hann Ha cepsep Unu nonyyartb ann ¢ cepeepa.

AAA
AAA — 370 ayTeHTUMKaums, aBTopmnsaums n permctpaums(accounting).

AyTeHTUdMKaUnNs o3Ha4YaeT NPOBEPKY yYeTHbIX OaHHbIX NONb3oBaTenen 1 CBA3aHHbIX
ceTeBblX Cnyxo.

ABTOpVI3aLl,VI9I O3Ha4YaeT npeaocrtaB/ieHne CceTeBbiX YyCnyr nosib3oBatesidaMm B
COOTBETCTBUU C pe3yribTaTaMn NpoBEPKMN NOOJTIMHHOCTH.

. QTECH | www.qtech.ru

MWP [NOOCTYNHEE



PykoBozacTBO nonb3oBaTens
2. Hactpoiika 6a30B0oro ynpaeneHus 22

Pernctpaums(accounting) —  oTcnexvBaHue noTpebneHns  ceTeBblX  YChyr
nonb3oBaTenaMn. bunnuHrosasa cuctema B3MmaeT nnaTy ¢ nonb3oBaTerien Ha OCHOBe
3anucen o noTpebneHuun.

AAA npepoctaBnseTt apdpeKTUBHbIE CpeLCTBa YNpaBreHUs CEeTbIO U 3aLUUTbI.
RADIUS

Monb3oBaTenbckas cnyxba ypaneHHoro Habopa ana ayteHtudukauum (RADIUS)
aBnseTca Hanbonee LWMPOKO NCNonb3yembiM NpoTokonioMm AAA B HacTosLLee BpeMs.

Telnet

Telnet — 9710 nNpoTOKON amMynAUMKM TepMunHana B cTeke npoTtokorioB TCP/IP, koTopbin
obecneynBaeT OOCTYN K ydaneHHOMY XOCTY 4epe3 MOAKIYEeHWe K BUPTyarbHOMY
TepMuHany. 3TO CTaHAApPTHbIA NPOTOKOS, PacrofioXeHHbIM Ha ypoBHe 7 (ypOBEHb
npunoxenna) mogenn OSI (Open System Interconnection) n ucnonb3yembin B
WHTepHeTe ana ypaneHHoro Bxopa. Telnet ycraHaenvBaeT coedvHeHVE Mexay
nokanbHbIM K 1 yganeHHbIM XOCTOM.

NHpopmaums o cucteme

CuctemHas MHdoOpMaLMs BKMOYAET ONMCaHNE CUCTEMbI, BPEMS BKITHOYEHUS NUTaHWUS,
BEpCUM annapaTtHoro M MNpPOrpaMMHOro obGecrneyeHus, BEepcuio  MNPOrpaMmHOro
obecneyeHnss ypoOBHSI YMpaBreHNss U BEPCUIO NPOrpammHOro obecnevyeHuss YpOBHS
3arpysku.

NHdpopmaums 06 obopyagosaHum

MHpopmauna o6 obopynoBaHmMm BKAOHAET MHpopMaLnio 0 M3N4eCKOM YCTPONCTBE,
a Takke nHdopmMaumio o crnotax u moaynsx. MHgopmauma o6 ycTtponcTBe COLepXUT
onucaHne YycTpoucTBa W KonuyectBo crotoB. WHopmaums o cnote BKro4vaet
noeHTuduKaTop crota, onvcaHune moaynga (OdaHHoe none nycroe, ecnu B Criote HeT
MOAynsl), a Takke (pakTnyeckoe n MakCumarnbHOE KONMMYECTBO ON3NYECKMX NMOPTOB.

O630p

PyHKUMA OnucaHue

KoHTponb goctyna | YnpasneHne OOCTYNOM TepMuHana K CeTeBbIM YCTPOMCTBaM B

nosfb3oBarens VHTepHeTe Ha OCHOBe Naposien 1 NpuBUNernin.

YnpasneHue BbinonHsaeT ayTeHTUdUKaLUIO N0 MMEHN NOMb30BaTeENS U Naposto
ayTeHTuduKaumen | ona npenocTaBfeHns OOCTyna K CeTeBbiM YCTPOMUCTBaM, €Crimn
npu Bxoae BktoveHa yHkums AAA.  (AyTeHTuduKaumsi BbINOMHSETCA

BblAeSIeHHbIM CEPBEPOM.)

OcHoBHbIE CM. napameTpbl cucTeMmbl, Takme Kak 4acbl, CooOlieHne npwu
napameTpbl BXOZE M CKOPOCTb Nepeaayn AaHHbIX KOHCOIMW.

cUCTEMBI

OTobpaxeHue OTtobpaxxaeT KOHUrypauum CUCTEMbI, BKMOYAsA KOHUrypauuu,
KOHdurypaumm KOTOpble B HacTosillee BpPeMs BbIMOSHAKTCA CUCTEMOW, W
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KOH(purypaumm ycTpomMCTB, XPaHALLMECS B 3HEProHe3aBUCUMOW
onepaTtusHon namatn (NVRAM).

Telnet Telnet — 3710 NnpoTOKON NPUKNALHOrO YPOBHSA B CTEKE NMPOTOKOOB
TCP/IP. OH obecneunBaeT ctaHgapTHOE ynpaBneHue yganeHHbIM
BXOOOM B CUCTEMY WU MOLKITOYEHNEM K BUPTYanbHOMY TEPMUHANY
yepes NHTepHeT.

[Mepesanyck [Mepesanyck cuctemsol.

2.3.1 KoHnTponb aoctyna nonb3oBaTens

YnpaBneHne [OOCTYyNnoM nonb3oBaTerien OTHOCUTCA K YrpaBneHWto  AO0CTYrnom
TepMuHana K ceTeBbIM YCTpoOMUCTBaM B VIHTepHeTe Ha OCHOBe naporen 1 npusuerun.

MpuHUMN paboTbl
YpoBeHb npusuerum

16 ypoBHen npusunernin onpenenawTcsa B avanasoHe oT 0 go 15 ans uHTepdenca
KOMaHOHOW CTPOKM Ha CeTeBbIX YCTPOMCTBAxX ANA NpefoCcTaBreHus Mofb3oBaTensm
goctyna K pasnuyHbiM KOomMaHgam. YpoBeHb 0 — caMbli HU3KUA  YPOBEHD,
nNpenocTaBnNALWMNIA AOCTYN K HECKONBbKUM KOMaH4aMm, a ypoBeHb 15 — cambli BbICOKUI
YPOBEHb, MPeAoCTaBnsaloWmMn AOCTYyNn KO BCeM KomaHgam. YpoBHu 0 u 1 aBndawTcs
obLwmmmn ypoBHAMM nonb3oBaTtens 6e3 paspelueHnsi Ha KoHurypaumo yctponctaa (no
YMOMYaHU0  NoNnb3oBaTenaAM  3anpeweHo BXOAMTb B pexum  rnobanbHomn
KOH(purypaumm). YpoBHu 2-15  ABRAKOTCA  NPUBUNETMPOBAHHBIMKA  YPOBHAMM
nonb3oBaTens C pa3peLlleHneM Ha HaCTPOMKY YCTPOUCTBaA.

Knaccundukaumsa naponen

Maponn pgenatca Ha gBa Tuna: npocToble U 6GesonacHble naponu. [lepsBbii TvN
OTHOCUTCS K NPOCTbIM 3alMdpoBaHHbIM naponam Ha ypoBHe 15. BTtopon Tun
OTHOCUTCH K 3alUMLIEHHbIM 3awWwundpoBaHHbLIM naponam Ha yposHsax 0-15. Ecnwu
YPOBEHb HacTPOEH KaK C NPOCTbIM, TaK U C 3alLMLLEHHbIM 3alMdPOBaHHLIM NaposieMm,
NPOCTOM 3alWwmMdpPoBaHHbIN Naponb He AencteuteneH. [lpy HacTpowke npocToro
3awmnpoBaHHOrO napond He Ha ypoBHe 15, oTobpaxaeTca npegynpexaeHue,
naponb aBTOMaTM4eckn npeobpasyeTcss B 3alMLLEHHbIM 3almMdpoBaHHbIA Naposb.
[Npn HacTporke 0AHOro M TOro Xe NPOCTOro 3awmndpoBaHHOIo Naposis U 3awmLEHHOro
3awmncpoBaHHOro Napons Ha ypoBHe 15 oTobpakaeTca npenynpexaeHue.

3awmTa naponem

Kaxablh ypoBeHb MpuBUIErNiAi CETEBOrO YCTPOMUCTBA MMeeT naposib. [na nosbieHns
YPOBHS npuBunernn tTpebyetca BBOA naponsa TpebyemMoro ypoBHS, B TO BpeMS Kak Ans
YMEHbLLUEHNSA YPOBHS NPUBUErnin He TpebyeTcsa BBOA, Napons.

Mo ymonyaHuio TONbKO OBa YPOBHA MNpuUBUNErMn 3alluiieHbl naposieMm: ypoBeHb 1
(ypoBeHb 06bIMHOrO nonb3oBaTensd) U ypoBeHb 15 (ypoBeHb NpuUBUIIErMPOBAHHOIO
nonb3oartens). Ona goctyna K pasnuyHbiM KOMaHOaM B KaXOOM PexuvMe MOXHO
Ha3Ha4MTb LWeCTHagUaTb YPOBHEN NPUBUNETUA C 3aLUUTON Naponem.

. QTECH | www.qtech.ru

MWP [NOOCTYNHEE




PykoBozacTBO nonb3oBaTens
2. Hactpoiika 6a30B0oro ynpaeneHus 24

Ecnn naponb He HacTpoeH Ana NpUBUNETNMPOBAHHOIO YPOBHS MoOnb3oBaTend, Ans
AoCcTyna K 3TOMy YpOBHIO He TpebyeTca BBoA naponsi. PekomeHayeTcsi HacTpouTb
naposnb B Lensix 6e3onacHocTu.

KomaHnaHas aBTopmnsaums

Kaxgas komaHga uMeeT cambll HU3KUMK YPOBEHb BbINOMHEHUS. [lonb3oBartesno ¢
YPOBHEM NPUBUIMErNA HXKE 3TOr0 YPOBHA HE pa3peLleHO BbINOoSHATL KoMmaHay. [ocne
Ha3Ha4YeHns KoMaHAe YPOBHS MPUBUMErnMK Mofb3oBaTeNnn 3TOr0 ypoBHS U 6Gonee
BbICOKOrO YPOBHSI UMEIOT JOCTYMN K KOMaHae.

CBsizaHHble HACTPOWKU CUCTEMDI
HacTtpowka npocTtoro 3awmndgpoBaHHOro napons

X/

+ BbInonHute komaHay enable password.
HacTpoiika 3awmueHHoro 3amgpoBaHHOro napons

« BbInonHute komaHay enable secret.

+ besonacHbin  3aWM@pPOBaHHBLIN  Mapofib  UCMONb3yeTcs  Ans  ynpaBrieHus
nepeknyeHnemM Mexay ypoBHAMMU norb3oBatens. OH UMeeT Ty Xe (PyHKUMIo, YTo
M NPOCTOM 3alM@pPOBaHHbLIA Napofb, HO MWCMNOSb3yeT YIYYLEHHbIN anroputTm
wndgposaHna napons. [loaTomy 3awuuieHHble  3awmMpoBaHHbIe  Maponu
pekoMeHayTcs M3 coobpaxeHui 6e3onacHoOCTu.

HacTpolika ypoBHeW NnpuBmUnerui KoMmanz,
% BbinonHute komaHay privilege, 4Tobbl HA3HAYNTL YPOBEHb NPUBUNETNMIA KOMaHAE.

X/

% KomaHga Ha Gonee HM3KOM ypOBHE [OCTynHa OonblleMy KONMUYECTBY
nonb3oBaTtenen, Yem komaHaa Ha 6onee BbICOKOM YPOBHE.

MoBbileHMe/NOHMKEHNE YPOBHS NPUBUNENIA NONb30BaTENS

% BbinonHute komaHay enable unu komaHay disable, 4TOGblI NOBBLICUTE MW MOHM3UTL
YPOBEHb MPUBUETNNIA NOSb30BaTENS] COOTBETCTBEHHO.
*

% lMocne Bxoaa B ceTeBoOe YCTPOUCTBO MOJMb30BaTENb MOXET U3MEHUTb CBOW YPOBEHb
AO0CTYyna K KOMaHAgaMm € pasfnuyHbIMU YPOBHAMM NPUBUIIETN.

BkntoyeHune 3awmtbl coegNHEHUS naponem

s [Ona yganeHHoro Bxoga TpebyeTca 3awmta naponem (Hanpumep, BXO4 uYepes
Telnet).

% BbinonHute komangy password [ 0 | 7 ] line, 4ToBbl HacTpouTb Naponb Ans
coefuHeHusl, a 3aTeM BbINONHUTE komangy login, 4TOOblI BKNHOYUTL 3aLUTY
naposnem.

« [lo ymonyaHuio TepmuHansl He nogaepxmnsatoT komaHay lock.

2.3.2 KoHTponb ayTeHTUdUKaLmUm npm Bxoae

Mpn ayTeHTUdUKaumMmM c oTKoYeHHbIM AAA naponb, BBEOEHHbIW MNofb3oBaTenieMm,
npoBepsieTCA Ha COOTBETCTBME HACTPOEHHOMY Mapomn coeanHeHus. Ecnn oHu
cornacoBaHbl, Nonb3oBaTeflb MOXeT MNOSyYuTb OOCTYN K ceTeBOMy ycTponctsy. [lpu
NoKanbHOW npoBepKe MOAMMHHOCTU WUMSA MNoNb3oBaTens W Napoflb, BBeOEHHble
nonb3oBaTesieM, MNPOBEPSAITCA Ha COOTBETCTBUME C [AaHHbIMW, XpaHAWMMUCH B
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nokanbHow 6a3e gaHHbIX Nonb3oBaTtenen. Ecnn oHn coBnaaatoT, Nonb3oBaTeNb MOXET
NOSTyYMTb SOCTYN K CETEBOMY YCTPOWMCTBY C COOTBETCTBYHOLLMMW NpaBamMu ynpasrieHus.

B AAA wuma nonb3oBatens WM Naporsib, BBEOEHHblE  MOSIb30OBATESNEM,
ayTeHTUdULmMpytoTca cepeepom. Ecnn nposepka NOANIMHHOCTU BbINOSHEHA YCNELUHO,
nonb3oBaTesib MOXeT MOMy4YnUTb LOOCTYN K CETEBOMY YCTPOMCTBY M BOCMONb30BATbLCHA
onpeaeneHHbIMN NpaBamu yrnpasneHus.

Hanpumep, RADIUS-cepBep MOXeT MCNONb3oBaTbCA ANs ayTeHTUpuKauum wumeH
nonb3oBaTesien 1 napornen, a Takke ynpasneHus paspelleHnaMu rnonb3oBaTtenen Ha
ceteBble YycTponctBa. CeTeBble YycTpouWcTBa ©Oonblle He XpaHAT naponu
nonb3oBaTtesien, a OTNPaBngalT 3aWN@PPOBaHHY MHAOPMAaLMIO O Nonb3oBaTendx Ha
cepeep RADIUS, Bkniovad umeHa nonb3oBaTtenen, naponu, obuwme naponu wu
nonuTUKM poctyna. Ato obecneuvmBaeT yaoOHbIM cnocob ynpaBreHus U KOHTPONS
Joctyna nonb3oBaTenen, a Takke nosblwaeT 6e3onacHOCTb  MHopMaunm
nonb3oBaTernemn.

MpuvHUMN paboTbl
Maponb coegnHeHns

Ecrim  dyHkuma  AAA  OTKMOMEHA, MOXHO HaAcTpOUTb Napoflb  COeAUNHEHUS,
ncrnonb3yemMbld O MPOBEPKM YYeTHbIX [AaHHbIX MONb3oBaTens BO BpeMsa BXxoaa.
Nocne BknmodeHna AAA nposepka npyv MNOMOWM NApofii COEOUMHEHUS  He
JencTBuTenbHa.

JlokanbHasn ayTeHTugUKaums

Ecnu doyHkuma AAA OTKIOMEHA, MOXXHO HACTPOUTL JTIOKanbHYK ayTeHTUdUKauu ans
NPOBEPKN YyYETHbIX AaHHbIX NOSfib30BaTENen 1 yrnpasneHnsa paspeLleHnsaMm ¢ NOMOLLbIO
nokanbHom 0a3bl AaHHbIX nonb3oBatenen. [locne BknoyeHus AAA nokanbHas
ayTeHTUdUKauusa He AencTBUTENbHA.

AAA

AAA npepocTtaBnsieT TpU He3aBUCUMMbIX YHKUMM 6e3onacHOCTW, a MMEHHO:
ayTeHTMduKauuo, asTopmsaunio n pernctpaums(accounting). Cepsep (Mnu nokanbHas
Gasza [gaHHbIX Nonb3oBaTenierM) UCNOoNb3yeTca Ans  BbIMNOMAHEHUA  NPOBEPKM
NOASIMHHOCTM Ha OCHOBE HAaCTPOEHHOro CNuUcka MeTOAOB MPOBEPKU MOASIMHHOCTU MpuU
BXO4E M ynpasrieHusi npaBamun nonb3oBatenen. NogpobHee o6 AAA cm. B pasgene
Hacmpouka AAA.

CBsizaHHble HACTPOWUKU CUCTEMDI
HacTtponka cBegeHun o nokanbHOM Nofb3oBaTene

% BbinonHute KomaHQy username, 4YToObl HACTPOWUTb  Y4YETHY  3anuce,
NCNonb3yeMyto AN NOKaNbHOW ayTeHTMdMKaLMM U aBTopu3aumm, BKIoYass MMeHa
nonb3oBaTenei, Naponun 1 4oNosHUTENbHY MHopMauuo 06 aBTopum3aumm.

HacTtporika nokanbHOW ayTeHTU(uKaumnm [na Bxoda B CUCTEMY Ha OCHOBe
coenHeHus

X/

% 3anyctute komaHay login local (B cnydae otkroveHnsa AAA).

X/

¢ BbINOSHUTE 3Ty HACTPOWNKY Ha KaXXJOM YCTPOMUCTBE.

. QTECH | www.qtech.ru

MWP [NOOCTYNHEE



PykoBozacTBO nonb3oBaTens
2. Hactpoiika 6a30B0oro ynpaeneHus 26

Hactporika AAA ayTeHTU(pMKauum ana Bxoga B CUCTEMY Ha OCHOBE COeAUHEHMS

< MeTog ayTeHTUuduKaumm no yMmosyaHuio ncnosib3yeTtca nocne skriodeHns AAA.

% BbINonHuTe KOMaHQy NPOBEPKN NOANMHHOCTM AN BXoAda, YTOObl HACTPOUTL CMUCOK
MEeToL0B NPOBEPKN NOASIMHHOCTU AN COEANHEHNS.

% BbINonHuTe 3Ty HacCTPOWKy, ecnu TpebyeTcsa nokanbHas ayTeHTudukaums AAA.

HacTtpownka BpeMeHn oxngaHusi NoaKMo4YeHus

s Bpewmsa oxuagaHna coegnHeHnsa no ymonyanuio coctasnseTt 10 MUHyT.

s 3anyctute komaHgy -timeout, 4TOObI N3MEHUTL BPpEMS OXNOAHUS COEANHEHUS MO
yMOnYaHuto. YCTaHOBMEHHOE coeanHeHne OyaeT 3akpbiTo, ecrnnm B TedeHue
BpeEMEHU OXngaHus He 0bHapyXeHbl BbIXOL4HbIE AAHHbIE.

% BbInonHWTE 3Ty HACTPOWKY, ecnn Heob6X0AMMO YBENUYUTL UMW YMEHbLUUTL BPEMS
OXXMOaHNSA COeaUHEHMS.

HacTpownka BpeMeHn oxngaHusi ceaHca

s Bpemsa oxuaaHua ceaHca no ymondaHuto coctasnseT 0 MUHYT, YTO yKa3blBaeT Ha
OTCYyTCTBME TanUM-ayTa.

% 3anyctute kKomaHgy session-timeout, 4TOOGbI M3MEHUTb BpeEMS OXUOAHUSA
COeANHEHNS N0 YMONYaHUIO.

% CeaHc, YyCTaHOBMEHHbIM ANA ydaneHHOro xocTa 4epe3 coeguHeHve, 6yget
OTKIIOYEH, eCNN B TeYEeHUe BpeMEHU TanM-ayTa He ByayT obHapyXeHbl BbIXOAHbIE
AaHHble. [Mocne 3Toro yaaneHHbln XOCT GyaeT BOCCTaHOBIEH B cocTosHuu Idle.
BbInonHWTE 3Ty HACTPOWKY, ecnn HeobXoAMMO YBEMUYUTL UNN YMEHbLUUTL BPeEMS
OXMnOaHus ceaHca.

Brokuposka ceaHca

« [lo ymonyaHuio TepmuHansl He nogaepxunsatoT komaHay lock.

% BbinonHute komaHay lockable, 4Tobbl 3ab6nokMpoBaTh TEPMUHATbI, MOAKITHYEHHbIE
K TEKyLLLeMYy COeIMHEHUIO.

% UYtob6bl 3abnoknpoBaTb CeaHC, CHayana BKN4YUTE OGNOKMPOBKY TepMuHana B
pexnmMme KoHgUrypaumm TepmMmHanbHOro ocTtyna, a 3atem 3anyctute komaHay lock
B pexume TepMuHana ans 6nokMpoBKM TepMUHana.

2.3.3 OcHOBHbIEe NapamMeTpbl CUCTEMbBI
CucrtemHoe Bpems

CuctemMHble 4acbl CeTeBOro YCTPOWCTBA PErucTpupytor Bpems CcobbITuin  Ha
ycTponcTBe. Hanpumep, Bpemsi, nokasaHHOEe B CUCTEMHbIX XXypHanax (syslog), 6epetcs
M3 CUCTEMHbIX 4YacoB. Bpewmsa 3anucbiBaetca B opmate 200-mecsy-0eHb,
Yyac:MuHyma:cekyHoa, 0eHb Hedersu.

Mpn nepBoM WCMONb30BaHUM CETEBOTO YCTPOWCTBA BPYYHYH YCTaHOBUTE €ro
CMCTEMHbIe Yacbl Ha TeKyLLYyo AaTy U BpeMs.

HacTponka nMeHun cuctemMbl U KOMaHOHOW CTPOKM

MoXHO HacTpouTb UMS CUCTEMbl ONA  UAEHTUUKaLMm ceTeBoro YCTPOWCTBA.
CuctemHoe nma no ymonyanuio — QTECH. Nmsa ¢ 6onee yem 32 cumsonamu byget
yceyeHo, 4Tobbl coaepxaTb TONbko nepeble 32 cumBosioB. OTobpaxxeHne KoMaHaHOM
CTPOKN MEHSIETCA B 3aBUCUMOCTM OT MMEHU CUCTEMBI.

. QTECH | www.qtech.ru

MWP [NOOCTYNHEE



PykoBozacTBO nonb3oBaTens
2. Hactpoiika 6a30B0oro ynpaeneHus 27

CoobuwieHne npu Bxoae

Coo0uieHre npu Bxoae MCnonb3yeTcsa Ana oTodpaxeHus nHgopmaumm o 3anpoce Ha
Bxog B cuctemy. CyuwectByeT pABa Tuna cooblieHun: [ns  exegHeBHOro
yBEAOMIIEHUS N NPU BXOAE B CUCTEMY.

% ExepgHeBHOe yBeaoMIeHE oTOOpaxaeTcsa Ha BCeX TepMUHaNax, NOAKMOYEHHbIX K
ceTeBbIM YCTPOWCTBaM, BCKOpe nocre Bxoga B cuctemy. CpouyHble coobLieHuns
(Hanpumep, HemeaneHHoe OTKMAYEHME CUCTEMbI) MOryT ObiTb [AOCTaBrEHbI
Nonb30oBaTENSAM C MOMOLLbIO €XXe4HEBHOIO yBEAOMIIEHMS.

% Tllocne exegHeBHOro yBegoMneHus nosensetca CoobuieHne npu Bxoge W
oToGpaxaeT MHopMauuIo 4Ns BXOAa B CUCTEMY.

HacTponka ckopoCcTu nepenaym gaHHbIX KOHCOMU

YnpasrneHne ceTeBbiM YCTPOUCTBOM MOXHO OCYLLECTBMATb Yepe3 KOHCOSIbHbIA MopT.
[MepBad KOHpurypaumss ceTeBOro YCTPOWCTBA [OSMPKHA BbINOJSIHATLCA  Yepes
KOHCOMbHbIM nopT. CKOpPOCTb Nepefadn LaHHbIX MocrefoBaTenbHOro nopta MOXeT
OblTb M3MEHEHA B 3aBUCMMOCTU OT bakTuyeckmx TpeboBaHun. ObpaTute BHUMaHue,
YTO Ha TepMUHane ynpaBfieHUst AOSMKHA ObITb yCTaHOBMEHa MNOCTOsIHHAsi CKOPOCTb
nepefayun gaHHbIX C KOHCOSM YCTPOUCTBA.

HacTpownka BpeMeHn oxngaHust coeanHeHus

Bpemsa oxugaHus coeavHeHWs wucnonb3yeTcsa ANns ynpaBneHust MOLKIHYEHUAMU
YCTPONCTB (BKMOYas YCTAHOBIEHHbIE COEAMHEHUS U CeaHCbl, YCTAHOBMEHHblE ANS
yaaneHHbix yanos). CoeanHeHne ByaeT 3akpbITO, €Criv BO BpeMs TanM-ayTa He byaeT
0BHapyXeHO HMKaKNX BXOAHbIX AaHHbIX.

CBsizaHHble HACTPOWUKU CUCTEMDI
HacTpolika CMCTEMHbIX YacoB 1 AaTbl

% BbinonHute komaHay clock set, 4TOGLI HAacTpoOUTb CMCTEMHOE BpPEMSI CETEBOrO
YCTPOMCTBA BPY4YHYI0. Hacbl yCcTpoMCTBa 3arnyckaroTCA C 3aJaHHOro BpeEMEHU U
npogosmkarT pabotaTb Aaxke Npu BbIKITHOYEHHOM COCTOSAHUN YCTPONCTBA.

O6HoBnEeHMe annapaTHbIX YacoB
% Ecnn yacbl annapatHoro obecneyeHus W nNporpamMHOro obecneyeHus He
CYHXPOHM3NPOBaHbI, BbiNonHUTe KomaHgy clock update-calendar, 4TOGbI

cKkonupoBaTb AaTy M BpeMsi YacoB MporpammHoro obecrieyeHusi Ha annapaTHble
yacsbl.

HacTtponka nmeHn cmctemsl
% BbinonHute komaHay hostname, 4TO6bI NBMEHUTL UMSI CUCTEMbI MO YMOSYaHUIO.

X/

% CwucremHoe nmsa no ymonyaHuio — QTECH.
HacTpownka koMmaHOHOW CTPOKK

% BbinonHute komaHay prompt.

HacTtpowka exeHeBHOro yseoMneHns

« [lo ymonyaHuio exegHeBHOE yBeLOMITIEHNE HE HACTPOEHO.

X/

% BbinonHute komaHay banner motd, 4To6bl HACTPOUTL exXefHEeBHOE yBeAOMIIEHNE.
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< BExegHeBHOe yBegomneHue otobpaxkaeTcsi Ha Bcex TepMUHanax, NoaKmoYeHHbIX K
ceTeBbiM YCTpOWCTBaM, BCKope nocrne Bxoda B cucteMy. CpoyHble coobuieHust
(Hanpumep, HeMearneHHoe OTKMOYEHME CUCTEeMbl) MOryT ObiTb [AOCTaBMEHbl
Nonb30BaTENSAM C NMOMOLLbIO €)XeAHEBHOr0 YBEAOMITEHUS.

HacTtponka CoobweHna npu Bxoae
% Mo ymonuanuto CoobuieHne npu Bxoge He HAaCTPOEHO.
J

% BbinonHute komaHay banner login, 4To6bl HacTpouTb CoobLieHne npu Bxoge u
0TO06pa3nTb MHGOPMaLUMIO ANd BXo4a B CUCTEMY.

HacTpownka ckopocTn nepegayun gaHHbIX KOHCOMK

% BbinonHute komaHay speed.
s+ CKopOCTb Nnepefaym gaHHbIX No ymonyaHuio coctasnsaeT 9600 6ut/c.

2.3.4 OTto6paxeHune KoHcpurypauum

OTobpaxkaeT KoOHdUrypauum CUCTEMbI, BKOYasi KOHUrypauum, KoTopble B
HacTosILee BpeMSs BbIMOMNHSIIOTCA CUCTEMOM, N KOHpUrypaumm yCTPOMCTB, XpaHsiLLumMecs
B NVRAM.

MpuvHUKN paboTbl
3anyck KoHdurypaumm

3anyleHHble KOHdurypaumm, a uMeHHO running-config, npegcraBnsaT cobown
KOHJUrypaumm, KOTOpble OTAEeNbHble MOAYNM KOMMOHEHTOB 3anyckalT B pexuve
peanbHoro BpeMeHW. [Ons Bcex 3anyLlleHHbIX KOMMOHEHTOB MOXeT ObITb caenaH
3anpoc Ha cbop KoHdurypaumn, KoTopble OyayT oOpraHu3oBaHbl neped  UX
oTobOpaxeHneMm nonb3oBaTensaM. TOMbKO  3anylleHHble  KOMMOHEHTbl  MOryT
NpeaoCcTaBNATb KOHUIypaLmm B peanbHOM BPEMEHN, B TO BPEMS KaK He3arpyXeHHble
KOMMOHEHTbl He oTobpaxalT KOoHdurypaumin. B cnyyae 3anycka cCuUCTEMBI,
nepesanycka npouecca KOMMNOHEHTA U BbINOSIHEHNA FOPSMEro UCNpaBfieHNss CUCTEMBI,
KOHdUrypaumm, cobpaHHble B 3TOT nepuod, MOryT ObiTb HETOYHbIMW  K3-3a
HeCTabunbHOro COCTOSIHMSA KOMMOHEeHTa. Hanpumep, u3HavanbHO KOHUrypaumm
KOMMOHEHTa He MOryT OTCYTCTBOBaTb, HO MOryT OblTb OTOBpPaXeHbl No3xe.

HavyanbHble koHUrypaumm

KoHdurypauuun, xpaHawmeca B NVRAM, a wmeHHo, startup-config, saBnswoTcs
KOHUrypaumsimn, BbINOMHEHHLIMM BO BpeMs 3arnycka yctpoucTea. [pu nepesanycke
cuctembl 3arpyxaetca ann startup-config, KOTOpbIM CTAHOBUTCA HOBLIM running-
config. [na oTobpaXeHnsa NOCTOSHHbLIX KOHUrypauum cuctema A0ShKHa npoynTaTtbh
grann startup-config 8 NVRAM.

CBsizaHHble HACTPOWKU CUCTEMDI
OTobpaxeHune 3anyLieHHbIX KOHUrypauun

3anyctute komangy show running-config [ interface interface ], 4tTo6bl 0TO6pPa3NTL
KOHoUrypaummn, KoTopble B [OaHHbIM MOMEHT BbINOMHAKTCA CUCTEMOW, WIK
KOH(purypaumm nHtepdgenca.

OTtobpaxeHne KoHurypaumin ycTtponctaa
3anyctute komaHay show startup-config.
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CoxpaHeHune KoHdUrypauun sanycka

3anyctute komaHgy write unu  copy running-config startup-config, 4TO6bI
COXPaHUTb TeKyLne KoHUrypaumm B kKa4ecTBe HOBbIX KOH(Urypaumm 3anycka.

2.3.5 Telnet
MpuvHUKMN paboTbl

Telnet — 31O nNpoTOKON nNpuknagHoro yposBHA B cTeke npoTokosioB TCP/IP. OH
obecneynBaeT CTaHOapTHOe YyrpaBfeHue YyAaneHHbiM BXOAOM B CUCTEMY U
NOAKITIOYEHMEM K BUPTyarnbHOMY TepMuHany Yepes VIHTepHeT.

Cnyxba knueHta Telnet nossonsieT nokanbHOMY WM yganeHHOMY MONb30BaTerto,
BbINOSIHUBLLEMY BXO[ B CETEBOE YCTPOMCTBO, UCMOSIb30BaTb KIMEHTCKYD Nnporpammy
Telnet gona pgoctyna k Agpyrum pecypcam ypaneHHou cuctembl B WHTepHeTe. Ha
N3o06paxeHnn 2-2 nonb3oBaTenb MK nogknioyaetca K ceteBOMy YycTpouctBy A C
MOMOLLIbIO 3MYNAUMN TEPMUHANa unu nporpammel Telnet, a 3atem BbINOMHAET BXOA B
ceTeBoe yCTponCcTBO B ¢ nomoLubio komanabl telnet onsa ynpasneHus koHdurypauuen.

Telnet B o6opynosaHun QTECH nopaepxwuBaet IPv4 n IPv6 agpeca. Cepeep Telnet
npMHUMaET 3anpockl Ha nogknodeHne Telnet ¢ agpecamu IPv4 n IPv6. KnueHTt Telnet
MOXET OTNPaBnATb 3anpoCbl Ha MNOAKMIOYEHME K XOCTaM, MAEHTUUUUPYEMbIM MO
agpecam IPv4 n IPv6.

N3ob6paxeHne 2-2

telnet client telnat server
IR D

WorkStation

CBfizaHHble HAaCTPOWKU CUCTEMbI
BkntoueHue knueHTtckon cnyx6bl Telnet
« BbInonHute komaHay telnet ona Bxoaa B yoaneHHoe YCTPOUCTBO.
BocctaHoBneHune ceaHca knmeHTa Telnet
% BbinonHute komaHay <1-99>.
OTKntoYeHne NpMoCcTaHOBNEHHOTO ceaHca Telnet-knueHTta
% 3anyctute komaHay disconnect session-id.
BkntoueHune cnyx6obl Telnet-cepeepa

% BbinonHute komaHay enable service telnet-server.
¢ BbInonHuTe 3Ty HACTPOWKY, eCrln HEOBXOOMMO BKOYNUTL BXOA B cucTemy Telnet.

2.3.6 Nepe3sanyck

DyHKUMA BpeMEHHOro nepesanycka obneryaeTr paboTy nonb3oBaTens B HEKOTOPbIX
cueHapusix (Hanpumep, B Tectax).
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X/

s [lNpn HacTporke wWHTepBana BpeMeHUM cucTemMa nepes3anycTuTca nocne 3Toro
nHTepBana. WHtepsan umeet cdopmatr mmm wnn hhh:mm B MuHyTax. MOXHO
yKasaTb UM UHTepBana, 4Tobbl 0Tpa3nTb Ha3HaYeHne nepesanycka.

s [Npun onpegeneHnn BpemeHn B byayiem cuctema nepesanyctutcs No JOCTUXKEHUN

3a4aHHOro BPEMEHM.

/\ Ecnu Bbl X0TUTE UCMONb30BaTh NapameTp at, cuctTemMa AOorKHa NOAAEePKMBaTh (DYHKLIMIO
yacoB. PekomeHayeTca 3apaHee HacTPOUTb CUCTEMHbIE Yackl. HOBbIM NnaH nepesanycka
nepesanueT cyulecTByowmi. [naH nepesanycka 6ygeTt HegencTBUTENbHbIM, €CIN
cuctema BygeT nepesanylieHa 4O TOro, Kak nnaH BCTYNUT B CUy.

A\ WHTepsan mexay BpeMeHeM nepesanycka v TeKYLLIM BpeMEeHEM He [JOMKEH NpeBsbillaTh
31 geHb, 1 BpeMs nepesanycka SOSMKHO ObiTb MNO3XKE TEKYLLEro CUCTEMHOIO BPEMEHM.
lMocne HacTponkM NnaHa nepesanycka He U3MEHANTE CUCTEMHbIE Yacbl; B NPOTUBHOM
crny4ae nnaH MoxeT 6bITb HeyAayHbIM (Hanpumep, CUCTEMHOE BPEMS U3MEHSIETCS Ha
Bpems nocre nepesanycka).

CBsizaHHble HAaCTPOWKU CUCTEMbI
HacTpolika nepesanycka

X/

% BbinonHute komaHay reload, 4Tobbl HACTPOUTL NONUTUKY Nepe3anycka.
% BblnonHute 9Ty HACTPOWMKy, ecrnm HeobxoaumMo nepes3anyCTuTb YCTPOWCTBO B
onpeaerieHHoe BpeMms.

2.4 KoHdurypauums

Hactporika naponen  (HeobsizatenbHo) Micnonb3dyetca Ans HAaCTPOWKM Naposien U ypoBHEN
N NpUBUNErnm npuBuNerMm KomaHg,.

enable password HacTtpaunBaet NpPOCTON
3aWndpOBaHHbLIN Naporsb.

enable secret HacTtpaunBaet 3alUULLEHHbIN
3aWndpOBaHHbLIN Naporsb.

enable YBenuumeaet ypOBEHb
npuBmMnNerum nonb3oBaTens.

disable CHwxaeT ypoBeHb NpuBUNErnn
nonb3oBaTtens.
privilege HacTtpaunBaet YpPOBEHb

NpMBUNErniA Ans KOMaH.

password YKasbliBaeT naposb COeaANHEHUS.
login BkntovaeTt 3awmty coeguHeHus
naposnem.
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HacTtponka Bxoga wu

ayTeHTudukaumm

(HeobsasaTtenbHo) WcnonbayeTtcs

AN HacTPOWKM  pasfMyYHbIX

pexmnmMmoB BXoga n metogos ayTeHTVICbVIKaLl,I/II/I.

username HactpaunBaet cBefeHus o]
nokanbHOM  y4yeTHOM  3anucu
nonb3oBaTens n
OONOSTHUTENBHON  MHGOPMaLMK
aBTOpU3aLNN.

login local HactpanBaeTt nokarbHyto
ayTeHTMduKaumo ana Bxoda B
cucTemy Ha OCHOBe
COeNHEHNS.

login authentication

HactpauBaet ayTteHTUdMKauuto
AAA Ona Bxoga B CUCTEMY Ha
OCHOBE COEeAVNHEHMS.

telnet Bknoyaetr  cnyx0y  KnveHTa
Telnet.

enable service telnet-server BknoyvaeTt Cnyxoy Telnet-
cepsepa.

-timeout

HacTpanBaeT Bpemsi OxuaaHus
NOAKITHYEHMS.

session-timeout

HacTpanBaeT Bpemsi OXxuaaHus
ceaHca.

lockable Bkniovaet BnOKMpPOBKY
TepMunHana Ha OCHoOBe
COeANHEHNS.
lock Brnokupyet TepMmuHan,
NOAOKMIOYEHHBbIN K Tekylemy
COEANHEHNIO.
Hactpowka ocHOBHbIX | (Heoba3zaTtenbHo) Mcnonb3yeTca  And  HACTPOMKM  OCHOBHbIX
napameTpoB napameTpoB CUCTEMbI.
CUCTEMDI
clock set HacTtpanBaeT cucTeMHble 4achl
n gary.
clock update-calendar O6HoBnseT annapaTtHble Yachkl.
hostname HacTtpanBaeTt nmsi cuctemol.
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prompt HacTtpaunBaeTt KOMaHOHYH
CTPOKY.

banner motd HacTtpaunBaet exxegHeBHOE
yBeOMIIEHME.

bannerlogin HactpauBaet CoobuieHne npu
BXo4e npv Bxoae.

speed HacTtpaunBaet CKOPOCTb
nepegadun gaHHbIX KOHCOMM.

BkntroyeHue un

(HeobsasaTenbHo) Wcnonb3yeTcss Ons BKAKOYEHUS U OTKAKOYEHUS

BbIKNKOYEHNE onpeaeneHHom cryxosbl.
onpeaeneHHomn
Cnyx6bl enable service Bknitovaet cnyxoy.

HacTtponka nonutuku

nepesanycka NOJTIMTUKN MNMepe3anycka CUCTEMbI.

(HeobsasaTtenbHo) [daHHaa koMaHOa WCnonb3yeTcs Afsi HaCTPOWKK

reload [NepesanyckaeT yCTPOUCTBO.

2.4.1 Hactpownka naposneun v npMBunerum

Pe3ynbTat KOHdUrypaumm

X/
L X4

0

X/
L X4

X/
L X4

Hactponute naponu pans ynpasfeHWa [OOCTYNOM Mofib3oBaTenen K CceTeBbiM
yCTpPOUCTBaM.

HasHauybTe ypoBeHb NpmBUNerMin kKomange, Ytobbl NpegocTaBUTb AOCTYN K KOMaHOEe
TONbKO MOMb30BaTENAM AAHHOIO YPOBHS UMN BbILLE.

YMeHbLUMTE YpPOBEHb MNPUBWUIIENMA KOMaHAbl, 4YTOObI NpenocTaBuTb 6GonbLiemMy
KONu4yecTBy nonb3oBaTtenen 4OCTyn K KoMaHae.

YBennubTe ypoBeHb NPUBUMErMN KOMaHObl, YTOObl OrpaHMyYnTbL AOCTYN K KOMaHae
[0 HECKONbKNX NOSb3oBaTeNen.

MpumeyaHusn

X/
L X4

X/
L X4

X/
L X4

MoxHO wucnonb3oBaTb KOMaHAy HaCTpPOMKM napond ¢ napametpom level ans
HaACTPOMKM naponsa AOfis onpefenieHHoro ypoBHA npuBunerun. llocne ykasaHus
YPOBHSA 1 naponsa oH 6yget paboTaTb Ans norb3oBaTenen, KOToOpbiM HeOBXoaum
OOCTYnN K 3TOMY YPOBHHO.

Mo ymonyaHuio naposib He HacTPOeH Ang Nboro ypoBHSA. YPOBEHb MO YMONYaHUIO
— 15.

Mpn HacTpomke npOCTOro 3alwudpoBaHHOrO naponss He Ha ypoBHe 15,
oToOpaxaeTcs npeaynpexgeHne u naposib aBTOMaTuyeckn npeobpasyetca B
3alMLLEeHHbIN 3andpoBaHHbIN Naposb.

Cuctema BbiOMpaeT 3alULEHHbIM 3aWMdPOBaHHbLIN Maposfib NOBEPX MNPOCTOro
3awmndpoBaHHOro napons, ecnvn oba naponsa HaCTPOEHbI.
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JTanbl KOHUrypaumm
HacTtpownka npocToro 3awwmgpoBaHHOro napons

% (HeobsasaTtenbHo) BbINnonHWTE 3Ty HACTPOWKY, e€cnnm HeobXxoaMmo YCTaHOBUTH
NPpoOBEPKY  MNPOCTbIM  3aWMPpPOBaHHbIM  MNaposieM  Npu  NepeknoyYeHum
nosfib3oBaTesien Ha pasHble YPOBHU NMPUBUIIETNNA.

% YT06bI HACTPOMTbL NPOCTOM 3alMEPOBaAHHbLIA NApOSb, BbINOMHUTE KOMaHay enable
password.

HacTtpownka 3awuieHHoro sawmgpoBaHHOro naposns

X/

% (HeobGsa3aTenbHO) BbiNoOnHWTE 3Ty HACTPOMKY, €Cnv HeobxoaMMo YCTaHOBUTb
NPOBEPKY  3alULEHHbIM  3awMpPOBaHHLIM  MApoOsieM MNpu  NEPEKNHYEHUN
nonb3oBaTtesien Ha pasHble YPOBHU NPUBUIIErUNA.

% YT10Obl HaAcTpOUTb 3aALULLEHHBLIN 3alMPPOBAHHBIA Naponb, BbINOSIHUTE KOMaHAy
enable secret.

s 3alMLeHHbIN  3alnMdPOBaHHbLIN Naposflb BbIMOMAHAET Ty Xe (YHKUMIO, 4YTO U

NPOCTOM 3alnpoBaHHbIA Naposib, HO WCNOMb3YeT YYYLWEHHbIA anroputm

wndposaHuna. oaTomy 3alumlleHHble 3andpoBaHHbIE NMapofn PeKOMEHOYHTCA

n3 coobpaxkeHn 6e3onacHoOCTH.

HacTpolika ypoBHeW npuBmunerui KoMmanz,

«»» OnumoHanbHo.
% KomaHga Ha 6onee HM3KOM YypoBHe [JocTynHa 6onblueMy KONM4ecTBy
nonb3oBaTtenewn, 4em KoMmaHaa Ha 6onee BbICOKOM YpOBHE.

[MoBbiLeHWe/NMoHWXeHNe YPOBHS NpUBUIErnin Nonb3oBaTesis

+» [llocne Bxoga B ceTeBO€e YCTPOMCTBO MOJSIb30BaTENlb MOXET N3MEHUTL CBOW YPOBEHb
AOoCTyna K KoMaHaam € pasfiMyHbIMU YPOBHAMU MPUBUNETNNA.

<+ BbinonHute komanabl enable wunu disable, 4TOObI NOBLICUTL UMW MOHU3UTL
YPOBEHb NPUBUNErMI NOMb30oBaTENS.

BkntoveHne 3awmnTbl coeanHeHns naponem

% (HeobsasatenbHo) [na yaganeHHoro Bxoga TpebyeTca 3awmta coefuHeHus
naposem (Hanpumep, Bxoq Yepes Telnet).

% Bbinonuute komaHgy password [ O | 7 ] line, yToBbl HacTpouTb naposnb Ans
coeauvHeHnsi, a 3aTemM BbINoONHWUTE KoMaHgy login, 4TOGbI BKNHOYUTE NPOBEPKY
NOASIMHHOCTU NpU BXoAe.

A\ Ecnu naponb Ans coeMHEHNs HAaCTPOEH, HO ayTEeHTUUKALMUSA NPY BXOAE HE HAaCTPOEHa,
cucTema He oTobGpakaeT 3anpoc napons.

lNMpoBepka KoHdUrypaumm

X/

% BbinonHute komaHgy show privilege, 4TOGbLI 0TOGpPa3nTL TeKywWMA YpPOBEHb
nonb3oBaTens.
% BbinonHute komaHay show running-config ana otobpaxeHus KOHUrypaumu.

CBsizaHHblIe HaCTPOWKK
HacTtpowka npocTtoro 3awmndgpoBaHHOro napons
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KomaHpa

enable password [ level level ] { password | [ 0 | 7 ] encrypted-
password }

OnucaHue
napameTpoB

level: YkasbiBaeT onpefeneHHbIn ypoBeHb Nofnb3oBaTens.

password: YkasblBaeT napofb, UCNOSb3yeMbI ONA BXO4aA B
NPUBUNENMPOBAHHBIN  PEXUM.

0: YxasbIBaeT, YTO Naponb BBEAEH B BUAE NPOCTOro TeKkcTa
(plaintext).

7: YKasblBaeT, 4YTO naposib BBeAeH B Buae 3amdppoBaHHOro
TekcTa (cyphertext).

encrypted-password: Yka3sblBaeT TEKCT Napons, KOTOPbIA LOSMKEH
cogepxaTtb BykBbl U UNPbI, YyBCTBUTESBHbLIE K PETUCTPY.

@ TMMpobenbl B Havane nons paspeLueHbl, HoO ByayT NPOUrHOPMPOBAHSI.
OpHako NPOMEXYTOUYHbIE Y KOHEYHbIE NPOGEnbl pacno3HalTCs.

Pexum
KOHcpurypaumm

Pexxum rmobanbHOM KoHurypauum

BcTtpoeHHas
noackaska

B HacTosLee Bpems npocTble 3amndpoBaHHbIE NAponn MoryT
ObITb HACTPOEHbI TONBLKO C YPOBHEM 15 1 BCTYNAT B CUMY TOMLKO B
TOM Cnyyae, ecrnuv He 3aaH Naposib C 3alULLEHHBIM
LMppoBaHNEM.

Mpun HacTpomke NPOCTOro 3amndpPOBaHHOIO NApPOSIsl HE Ha YPOBHE
15, oTobpaxaeTcsa npegynpexaeHne n naposib aBTOMaTU4ECKN
npeobpasyeTcs B 3aMLLEHHbIN 3aIMPOBaHHbIN NapOorb.

Ecnun naponb ypoBHS 15 ¢ npocTbiM LWINGPOBAHNEM 1 NAPOSb C
3almLEeHHbIM WdPOBaHMEM HACTPOEHbI OANHAKOBO,
oTobpakaeTca npeaynpexaneHume.

/\ Tlpun ykasaHum Tuna wupoBaHms 1 BBoAE Naporns B dpopmare
NPOCTOro TeKCTa HEBO3MOXHO NOBTOPHO BOWTU B
NPUBUIErMPOBaHHbIA  peXuM. 3amngpoBaHHbIN NAapOsb HE MOXET
ObITb BOCCTAHOBIEH Nocre notepu. Bam 6yaet Heobxogmmo
HaCTPOUTb HOBLIW NaPOfb.

HacTpoiika 3awmieHHoro 3awmgpoBaHHOro napons

Komanpa enable secret [ level level | {secret | [ 0 | 5 ] encrypted-secret }
OnucaHue level: Yka3blBaeT onpeerneHHbll ypoBeHb Nonb3oBaTensi.
napameTposB ) y
secret: YkasbiBaeT naporsib, MCNOMb3yeMbI AN BXxoaa B
NPUBUIIETMPOBAHHBIA  PEXUM.
0 | 5: YkasbiBaeT Tun wmndposaHusa napons. 0 ykasbiBaeT Ha
oTCcyTCTBME WndpoBaHus, a 5 — camoe 6esonacHoe wngpoBaHme.
encrypted-password: Yka3sblBaeT TEKCT Napong.
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Pexum Pexum rnobanbHon koHdurypauum

KoHduUrypauumm

BcTpoeHHas OTa KoMaHa UCnosb3yeTcs Ans HAaCTPOMKM Naponen ans
noAckaska PasnUYHbIX YPOBHEN NPUBUMETNIA.

[MoBblWEHWE YPOBHSA NpUBUIErNIA Nonb3oBaTensd

KomaHpa enable [ privilege-level |

Onucanwue privilege-level: Yka3sbiBaeT onpegenieHHbIn YpoBEHb NPUBUNETUN.
napameTpoB

Pexum [puBUNErMPOBAHHBLIN  PEXNM

KOHcpurypaumm

BcTpoeHHas [ns noBbILWEHNSA YPOBHSA NpuBuniernn Tpebyetca BBo4 napons
noAckaska TpebyeMoro ypoBHsSi.

[MoHWXeHne ypoBHA NpuBUNErnn nonb3osaTens

KomaHpa disable [ privilege-level ]

Onucanue privilege-level: YkasbiBaeT onpeneneHHbii YypoBEHb NMPUBUIIETNA.
napamMmeTpoB

Pexum MpuBUNErMpoBaHHbIA  PEXUM

KoHduUrypauumm

BcTpoeHHas [MoHmKeHne ypoBHSA NpuBMnerui He TpebyeT BBOAA Napons.
noackaska

Wcnonbaynte aTy KOMaHAy AN BbIXxo4a U3 NpUBUIErMpoBaHHOIo
pexuma n Bo3Bparta B [lonboBatenbckmin pexxum. Ecnn 3agaH
napameTp privilege-level, Tekylwmnn ypoBeHb NpuUBUIernm
NMOHWXXaETCA 4O YKa3aHHOro YpPOBHS.

© privilege-level [omkeH GbITb HUXKE TEKYLLIETO YPOBHS.

HacTpolika ypoBHeW NnpuBmunerui KoMmanz,

KomaHpa

privilege mode [ all ] { level level | reset } command-string

OnucaHue
napameTposB

mode: YKa3sblBaeT peXXumM KOMaHOHOM CTPOKM N9 KOMaHAbI.
Hanpumep, config BuibupaeTt pexum rnobansHoro
KOH(UIypupoBaHUS, MPUBUNETMPOBAHHBLIN KOMaHOHbLIA PeXuM, a
interface BbIOvpaeT pexxmm KoHurypaumm nHtepdenca.

all: 'ameHseT ypoBeHb NpuBUniernin nogkomMaHg, onpeneneHHom
KOMaHbl Ha TOT Xe YPOBEHb.

level level: Yka3biBaeT ypoBeHb npuBunernn B gnanasoHe ot 0 oo
15.
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reset: BocctaHaBnvBaeT ypoBeHb NPUBUNENNIA KOMaHAbI NO
YMOMNYaHUIo.

command-string: Yka3sblBaeT kKomaHAay, KoTopon TpebyeTca
Ha3Ha4YnTb YPOBEHb NPUBUIMETNNA.

Pexum Pexxum rnobanbHom KoHuUrypaumm

KOoHdourypaumm

BcTpoeHHasn UTo6bl BOCCTAHOBUTL YPOBEHDL MPUBUMErNNIN KOMaHAbl, BbIMOSHUTE
noAackaska komaHay no privilege mode [ all ] level level command B pexvve

rno6anbHON KOHUrypaumm.

YkasaHne naponsi coeguHeHUs

KomaHpa password[ 0 | 7 ] line

Onucanune 0: YkasblBaeT Ha HacTPOWKY Napons B BUAE NPOCTOro Tekcra.

napameTpoB 7: YkasblBaeT Ha HAacTPOWKY Napons B Buae 3amdpoBaHHOro
TeKkcTa.
line: YkasblBaeT CTpPOKy napons.

Pexum Pexum KoHurypauum coeguHeHus

KoHduUrypauumm

BcTpoeHHasn HepoctynHo

noackaska

BkntoveHne 3awmnTbl coeanHeHns naponem

KomaHpa login

OnucaHue HepoctynHo

napameTpos

Pexum Pexum KoHdurypaumm coegmuHeHus
KOHcpurypaumm

BcTtpoeHHas HepoctynHo

noackaska

Mpumep KoHUrypaumm

HacTpownka aBTopmnsaunm KomaHa

CueHapui HasHaubTe ypoBeHb npusuneruii 1 komanae reload v ee
nogkoMaHgam, 3atemM HacTpouTe ypoBeHb 1 kak ypoBeHb A4ocTyna
(Habpae napornb test).

dtansbl + HasHaubTe ypoBeHb npusunerun 1 komange reload u ee
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KOHcpurypaumm noaKoMaHaam.

QTECH# configure terminal

QTECH (config) # privilege all level 1 reload
QTECH (config) # enable secret level 1 0 test
QTECH (config) # end

MpoBepka « Ybeawntecb, 4To KOMaHaa reload n ee nogkoMaHabl JOCTYMHbI HA
KOoHdourypaumm yposHe 1.

QTECH# disable 1
QTECH> reload ?

at reload at

<cr>

2.4.2 Hactpouka Bxoga n ayTeHTUcpukauum

Pe3ynbTaT KOHpUrypauum

YcTaHoBUTE ayTeHTUdUKALMIO YYETHbIX OaHHbIX ONA BXO4A B CUCTEMY Ha OCHOBE
COE€AVHEHMA.

BbinonHuTte komaHgy telnet ons Bxona Ha yoaneHHoOe yCTPOUCTBO.

3aKkponTe YCTaHOBIIEHHOE COeOWHEHWEe, ecnn B TeYyeHWe BPeMEHU OXUOAHUA He
oBbHapyXeHbl BbIXOAHbIE AaHHbIE.

OTKNoYNTE YCTAHOBMEHHbIN CeaHC, COeAUHSALWNACA C YyOaneHHbIM Y31oM, U
BOCCTaAHOBUTE XOCT B cocTosiHne ldle, ecnn B TeyeHne BpeMeHU OXUOaHuUA He
06HapyXeHO BbIXOAHbIX AAHHbIX.

3abnokupynte TepmunHarn, 4tobbl oTkasaTtb B goctyne. Koraa nonb3oBaTenb BBOAUT
Kakon-nnbo cuMmBON Ha 3abrokMpoBaHHOM TepMmuHane, oTtobpaxaeTcs 3anpoc
napons. TepmuHan 6ygeT aBToMaTMyecknm pasbriokMpoBaH, €cnu  BBeEH
npaBuUbHbIA Naposib.

ATanbl KOHDUrypaumm

HacTtponka cBegeHun o nokanbHOM Nofb3oBaTene

X/
L X4

X/
o

X/
L X4

O6s3aTernbHo.

BoinonHnte komMaHay username, 4TOObl HACTPOUTb  YYETHYK  3anuchb,
Mcnonb3yemMyo A58 foKanbHOW ayTeHTUMKaLmMm 1 asTopusauun, BKIoYas nmeHa
nonb3oBaTenien, Nnaponun n ONOSHUTENbHYIO MHpOpMaLMo 06 aBTopmusaunn.
BbINONHUTE 3Ty HACTPOMKY Ha KaXXOM YCTPOUCTBE.

HacTtporika nokanbHOW ayTeHTU(uKaumnm [na Bxoda B CUCTEMY Ha OCHOBe
coeguHeHus

X/
o

Obga3aTenbHo.
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X/

% Hactponka nokanbHOM ayTeHTU(MKauunM Ona Bxoda B CUCTEMY Ha OCHOBE
coeINHeHus B criyyae oTknoyeHna AAA.
% BbInonHWTE 3Ty HAaCTPOWKY Ha KaXXgoM YCTPOWUCTBE.

Hactporika AAA ayTeHTU(pMKauum ana Bxoga B CUCTEMY Ha OCHOBE COeAUHEHMS

% (HeobsasaTtenbHo) BbinonHute  gaHHy  KOHdUrypauuio  Ognsi  HaCTPOWKMK
ayTeHTudpukauum AAA onga Bxoga B CUCTEMY Ha OCHOBE COEUHEHUS.

* HacTtpounka ayteHTudukaumm AAA Ona Bxoga B CUCTEMY Ha OCHOBE COeLVHEHUs B
cnyyae, ecnv BkroveHa oyHkumna AAA.

X/

¢ BbINOSHUTE 3Ty HACTPOWNKY Ha KaXX4oOM YCTPOMUCTBE.
BkntoyeHue knueHTtckon cnyx6bl Telnet

« BbInonHute KomaHay telnet ona Bxoaa B yoaneHHoe yCTPOUCTBO.
BoccTtaHoBneHme knneHTckoro coegmnHenmns Telnet

% (HeobGsa3aTenbHO) BbInonHUTe AaHHYK KOHUrypauu AN BOCCTAHOBEHUSA
coegunHeHuns ¢ knneHTom Telnet.

OTKMoYeHne NpuocTaHoBNEHHOro coeanHerns Telnet-knneHTa

% (HeobGsasaTenbHO) BbinonHuTe  AaHHYyO  KOHdUrypauuio, 4Tobbl  3aKpbiTb
NpPMOCTaHOBIEHHOE coeanHeHne Ha Telnet-knueHTe.

BkntoueHune cnyx6bl cepepa Telnet
«» OnumoHanbHo.

X/

% Bkniounte cnyxby Telnet-cepBepa, ecnu HeobxoAMMO BKMOUYUTL BXOA Yepes
Telnet.

HacTpownka BpeMeHn oxngaHusi NoaKMo4YeHUs

X/

+» OnunoHanbHoO.

% YcTaHOBMNEHHOe coeanHeHne ByaeT 3akpbITO, ECMN B TEYEHNE BPEMEHN OXUAAHUSA
He obHapy>eHbl BbIXOAHbIE AaHHbIE.

% BbInonHuTe 3Ty HACTPOWKY, ecnn HeobXoANMO YBENUYUTL WU YMEHbLLUNTL BPEMS

OXNaaHNA COeaNHEHMA.

HacTtponka BpemMeHn oxmnagaHmsa ceaHca
¢ OnumoHaneHo.

% CeaHC noAgkN4YeHMs K yganeHHoMy XocTy OygeT OTKM4YeH, u xocT Oyget
BOCCTAHOBMEH B cocTosiHue Idle (B pexum npocTos), ecnnm B TeYEHWE BPEMEHU
oXuaaHus He ByaeT obHapy>KeHO BbIXOOHbIX OAHHbIX.

J

+ BbinonHute Ty HaCTpOf/'IKy, ecnm HeobxoamMmo yBEeJIN4YNTb UINMN YMEHbLNTb BpeMA
OXnaaHunga ceaHca.

brnokupoBka ceaHca

% (HeobGsa3aTenbHO) BbinonHuTe aTy HaCTPONKy, ecnn Heo6X0AMMO BPEMEHHO BbINTU
N3 ceaHca Ha yCTpOUCTBe.

% Ytob6bl 3abnokMpoBaTb CeaHC, CHayana BKN4YUTE ONOKMPOBKY TepMUHana B

pexnme KoHUrypaumm TepMmHanbHOro ocTtyna, a 3atem 3anyctute komaHay lock

B pexume TepMuHana ans 6nokMpoBKM TepMUHanNa.
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lNMpoBepka KoHdUrypaumm

BbinonHute komangy show running-config ans otobpaxkeHuns KoHUrypauuu.

B cnyyae otknoveHns AAA  nocne HacTpPOWKM CBeOEeHUM O  JOKanbHOM
nonb3oBaTesie U nokasbHON MPOBEPKU MOANIMHHOCTU Ha OCHOBE TEPMWHANbHOro
poctyna ybeautecb, 4TO Ana JocTyna K WUHTepdhenrcy KOMaHOHOW CTPOKM
nonb3oBaTensaM npegnaraeTcs BBECTM MMSA NONb30BaTESNS U Naporib.

Ecnn dyHkuma AAA BKkYeHa, nocrne HacTPOWKN CBeAEHWA O JoKanbHOM
nonb3oBaTesnie n nokanbHon ayteHTudukaumm AAA ybeautech, 4TO Ana JOCTyna K
WHTEepdEency KOMaHOHOM CTPOKM MOoNb3oBaTendAM npeararaeTca BBECTU UMS
nonb3oBaTens 1 nNaporsb.

BoinonHnte «komaHgy show user, u4TtoGbl O0TOGpPa3nTb UWHGOPMALMIO O
nonb3oBartensax, Boweawmnx B UHTepdenc KoMaHaHOM CTPOKK.

Telnet-knneHTbl MOryT NOAKNIOYATLCA K YCTPOWCTBAM, BKIMOYEHHBIM C MOMOLLbIO
cnyx6bl Telnet-cepaepa.

Mpn HaxxaTnm knasuwmn Enter B 3a6noknpoBaHHOM MHTEpdENCE KOMaHAHOW CTPOKM
nonb3oBaTtesnto byaeT npennoxeHo BBeCTn naposnb. CeaHc pa3bnoknpyeTcs ToNbKo
B TOM Clnyyae, ecrniv BBeeHHbI Naposfb coBnagaeT C HACTPOEHHbLIM Naposem.
3anyctute komaHgy show sessions ana otobpaxeHuss BCEX YCTaAHOBMEHHbIX
Telnet-knueHTOB.

CBs3aHHble HaCTPOUKM

HacTtpownka cBegeHnn o nokanbHOM nosfb3oBaTterne

KomaHpa username name [ login mode { console | ssh | telnet } ] [ online
amount number ] [ permission oper-mode path ] [ privilege
privilege-level ] [ reject remote-login ] [ web-auth ] [ pwd-modify ]
nopassword | password [ 0 | 7 ] text-string ]

OnucaHwue name: YKa3sblBaeT UMA NOSfib30BaTENS.

napameTpoB | login mode: Yka3sblBaeT pexum Bxoaa B CUCTEMY.

console: YctaHaBnuBaeT pexunm Bxoaa kak Console (KoHconb).
ssh: YcTtaHaBnmBaeT pexunma Bxoga kak SSH.

telnet: YcraHaBnmBaeT pexum Bxoga kak Telnet.

online amount number. Yka3biBaeT MakCuMaribHOE€ KOfIM4ecTBO
YYETHbIX 3annucen B akTUBHOM COCTOSHWUN.

permission oper-mode path: HactpanBaeT paspeLueHune Ha
onepauunto ¢ bannom. op-mode ykasblBaeT Ha pexmMm paboThbl, a
path ykasblBaeT Ha KaTarnor unu nyTb K onpegeneHHomMy danny.
privilege privilege-level. YkasbiBaeT ypoBeHb NpUBUIIErNN Y4ETHOMN
3anuvcu B gnanasoHe ot 0 go 15.

reject remote-login: OTKNOHSAET yaaneHHbIN BXO C MOMOLLbIO
Yy4eTHOW 3anuncu.

web-auth: PaspeluaeT Tonbko ayTeHTUdMKaLMIO MO ceTn Ans
y4eTHOW 3anuncu.

pwd-modify: [No3BonseT BnagenbLy y4eTHON 3annucn N3MeHsITb
naponb. OTOT NapaMeTp AOCTYneH, Tonbko ecnv web-auth
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CKOH(UrypupoBaHa.

nopassword: YkasblBaeT, YTo 4S5 y4eTHOM 3annucu He HacTPOeH
naporsib.

password [ 0 | 7 ] text-string: Yka3blBaeT Naposib, HACTPOEHHbIN A5
yyeTHon 3anucu. 0 ykasblBaeT, YTO Naponb BBEAEH B BUAE NPOCTOro
TEeKCTa, a 7 yka3blBaeT Ha TO, YTO Naposib BBOAMTCH Kak
3awmdpoBaHHbIN TEKCT. 10 yMON4YaHMio UCNosb3yeTcs NPOCTON
TEKCT.

Pexum Pexum rnobanbHon KoHurypaumm
KOHcpurypauum
BcTtpoeHHaa | Vicnonb3ynTe 3Ty KOMaHAy AN cO34aHus NokanbHOM 6a3bl 4aHHbIX
noackaska nonb3oBaTenen, kotopas byaet Ncnonb3oBaTbCs NPU NPoBEpKE

NOASNIMHHOCTMW.
Ecnu ans tnna wudpoBaHus BbiOpaHO 3HavYeHne 7, BBeaeHHas
3almgpoBaHHasa CTpoka OOSMKHA COCTOATb M3 YETHOroO Yncna
CUMBOJIOB.

OTOT NapameTp NPUMEHNM K CLIEHapUIO, B KOTOPOM
3awmdpoBaHHbIE NAPON MOTyT BbITb CKONUMPOBAaHbLI U BCTaBMEHbI. B
ApYrmux cnyyasx 3aHavyeHme 7 He BblbupaeTcs.

HacTtporika nokanbHOW ayTeHTU(uKaumnm [na Bxoda B CUCTEMY Ha OCHOBe

coeauHeHuns
KomaHpa login local
Onucanune HepocTtynHo
napameTpoB
Pexum Pexum KoHurypauum coeguHeHus
KoHduUrypauumm
BcTtpoeHHaa | OTa KoMaHAa UCNonb3yeTcs ASisi HACTPOWKN SIOKanbHOM
noackaska ayTeHTU(MKaLmm ona Bxoga B CUCTEMY Ha OCHOBE COEMHEHUS B

cnyyae otknodeHus AAA. Hdopmauma o nokasibHOM
nonb3oBaTesie HacTpamBaeTCs C NOMOLLbIO KOMaHAdbl username.

Hactporika AAA ayTeHTU(pMKauum ana Bxoga B CUCTEMY Ha OCHOBE COeAUHEHMS

KomaHpa login authentication { default | /ist-name }
OnucaHue default: YkasbiBaeT ums cnucka meTooB ayTeHTUdUKaUUmM no
napamMeTpoB | YMOMYaHWMIO.
list-name: YKasblBaeT 4OMNOMHUTENBbHOE UMS CINCKA METOO0B.
Pexum Pexum KoHurypauum coeguHeHus
KoHduUrypauumm
BcTtpoeHHaa | OTa KoMaHAa ucnonb3yeTcs AN HaCTPonkn ayTeHTudpmkaummn AAA
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noackKa3Ka

ANs BXO4a B CUCTEMY Ha OCHOBE COeIMHEHUA B Criyvae, ecnm
BkntoyeHa pyHkuna AAA. Metoabl ayteHTudumkaumm AAA, Bkrtovas
ayTeHTudumkauyunio RADIUS, nokanbHyo NpoBepKy NOAMMHHOCTU U
npu OTCYTCTBYIOLLEN NPOBEPKE NOAMMHHOCTU, UCMNOSMb3YITCA B
npouecce ayTeHTUguKaumm.

BkntoueHue knueHTtckon cnyx6bl Telnet

KomaHpa

telnet [ oob ] host [ port] [ Isource {ip A.B.C.D | ipv6 X:X:X:X:: X |
interface interface-name } | [ Ivrf vrf-name ] [ via mgmt-name ]

OnucaHue
napameTpoB

oob: YaaneHHoe nogkntoveHune k cepsepy Telnet yepes
BHEMOSIOCHYO CBA3b (Yepes NopT yrnpaBneHns). AToT napameTp
AOCTYMNEH TONMbKO B TOM Criyvae, ecnvm yCTPOMCTBO MMEET NopT
ynpasreHus.

host: YkasbiBaeT IPv4-agpec, IPv6-agpec nnu nma xocta Telnet-
cepBepa.

port. YkasbiBaeT Homep TCP-nopta Telnet-cepsepa. 3HaueHune no
ymMon4yaHuio: 23.

Isource: YkasbiBaeT IP-agpec nCTouHMKa nUnm NopT UCTOYHMKA,
ncrnono3yembln Telnet-knneHTom.

ip A.B.C.D: Y«asbiBaeT IPv4-agpec UCTOYHMKA, NCNOMb3YEMbIN
Telnet-knneHTOM.

ipv6 X:X:X:X::X: YkasbiBaeT IPv6-agpec nCToYHMKaA, NCNONb3yeMbIi
Telnet-knneHTOM.

interface interface-name: YkasbiBaeT NOPT UCTOYHUKA,
ncrnionb3yembin Telnet-knneHTom.

Ivrf vrf-name: YkasbiBaeT nms Tabnuvubl BAPTyanbHOM
MapwpyTtusauumn n Tabnuuy nepecoinkm (VRF), kotopyto
HeobxoauMo 3anpocuThb.

via mgmt-name: YkasblBaeT NopT ynpasrieHUs, NCNOSb3yeMbIN
Telnet-knneHTOM Npu BbIOOpE NapameTpa oob.

Pexum
KOHcpurypauum

[MpuBMNernpoBaHHbIN  PEXNM

BcTtpoeHHasn
noackaska

[Monb3oBaTenb MOXeT NOAKNIYNTLCA No NpoTokony Telnet k
yOoaneHHoOMy YCTPOWUCTBY, YKa3aHHOMY Mo UMeHU xocTta IPv4 nnu
nmeHn xocta IPv6, agpecy IPv4 vnn agpecy IPV6.

BoccTtaHoBneHue ceaHca Telnet-knueHTa

KomaHpa <1-99>
Onucanune HepocTtynHo
napameTpoB
Pexum [MonboBaTeENbLCKUN PEXnM
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KOHcpurypaumm

BcTtpoeHHasn
noackaska

Mcnonb3ynte 9Ty KOMaHAy ANsi BOCCTAHOBIEHUS ceaHca Telnet-
KnueHTa. MNonb3oBaTternb MOXET HaXaTb COMEeTaHUE KraBuLL
Ctrl+Shift+6 X ons BpeMmeHHoro Bbixoga u3 ceaHca Telnet,
YCTaHOBMEHHOIO C NOMOLLBIO KOMaHAbl telnet, BbINOMHUTE KOMaHAY
<1-99> 151 BOCCTAHOBIIEHUSI CeaHca M 3anyCcTuTb komaHay show
sessions ans otobpaxeHus MHpopmaumm o ceaHce.

OTKMoYeHne nNpuocTaHoBNeHHOro coeanHerns Telnet-knnexTta

KomaHpa disconnect session-id
Onucanwue session-id: YkasblBaeT nuaeHTudmkaTtop NpMocTaHOBIIEHHOIO ceaHca
napameTpoB | Telnet-knuneHTa.
Pexum [MonboBaTeENbLCKUN PEXnM
KoHduUrypauumm
BcTpoeHHaas | 3Ta KomaHOa No3BONSAET 3aKpbiTb onpeaeneHHbin ceaHc Telnet-
noackaska KnueHTa, BBEeAs naeHTudukaTop ceaHca.

BkntoueHune cnyx6bl Telnet-cepsepa

KomaHpa enable service telnet-server
Onucaxue HepoctynHo
napameTposB
Pexum Pexunm rnobanbHon KoHurypaumm
KOHcpurypaumm
BcTtpoeHHaa | OTa KoMaHga no3BonsieT BKNOUNTL cnyxOy Telnet-cepsepa.
noackaska Cnyx6bl IPv4 1 IPv6 Takke BKMOYAKOTCA NOCAE BbIMONHEHUS

KOMaHAabl.

HacTpownka BpeMeHn oxngaHusi NoaKMo4YeHUs

KomaHpa -timeout minutes [ seconds ]
Onucanune minutes: YkasblBaeT BpeMA OXXNOaHNA COEQUHEHUA B MUHYTaX.
napamMmeTpoB | seconds: YKasblBaeT BpeMS OXXMOAHUS COeANHEHUST B CEKYHOAX.
Pexum Pexum KoHurypauum coeguHeHus
KoHduUrypauumm
BcTpoeHHasa | /icnonb3ynTte aTy KOMaHAy ONS HACTPOWMKN BPEMEHU OXUAAHUSA AN
noackaska YCTaHOBMEHHbIX NOAKMYEHN B coeanHeHnn. CoegmHeHne byaet
3aKpbITO, ECNX BO BpeMsi TaiM-ayTa He byaeT obHapyXeHO HUKaKnX
BXOAHbIX JAHHbIX.
UTtobbl yoanuTb KOHUrypaumo TanmM-ayta CoeAMHEHNS, 3anyCcTuTe
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KomaHay no -timeout B pexume KOHUrypawumm coeanHeHNS.

HacTtponka BpemMeHn oxmnagaHmsa ceaHca

KomaHpa session-timeout minutes| output ]
OnucaHwue minutes: Yka3sblBaeT BpeMS OXXngaHuda ceaHca B MUHYTax.
napameTpoB | output: YkasbiBaeT, cnegyet v gobasnaTb BbIXO4HbIE AAHHbIE B
KayecTBe KpUTepmusa BPEMEHN OXUOAHUS.
Pexum Pexxum KoHurypauumn coeguHeHus
KoHduUrypaumm
BcTpoeHHaa | /icnonb3ynTte 9Ty KOMaHAy ONS HACTPOWMKN BPEMEHU OXMUOAHUSA AN
noackaska CeaHCOB yaarneHHOoro xocta B coeamHeHnn. CeaHc 6yaeT OTKMIOYEH,

€Crnv BO BpeMsi oXXnaaHus He Oyaet oOHapyXeHO HUKaKUX BXOAHbIX
AAHHbIX.

UT06bI OTMEHUTL BPEMSI OXXMOAHUSA CeaHca, 3anycTuTe KomaHay no
session-timeout B pexume KOHpUrypaumm coeagnHeHus.

BkntoueHne GNOKMPOBKM TepMUHaNa Ha OCHOBE COeAVHEHUS!

KomaHpa lockable
Onucaxue HepoctynHo
napameTposB
Pexum Pexum KoHdurypaumm coegmuHeHus
KOHcpurypauum
BcTtpoeHHaa | HepoctynHo
noackaska

BrokupoBka TepMuHana, NoAKMHOYEHHOTO K TEKYLLIEMY COeaUHEHWIO

KomaHpa lock
OnucaHue HepoctynHo
napameTpos
Pexum Pexum KoHdurypaumm coegmuHeHus
KOHcpurypaumm
BcTtpoeHHaa | HepoctynHo
noackaska

Mpumep KoHUrypaumm

YcTtaHoBKa ceaHca Telnet ons ygoaneHHOro ceTeBoro ycTponcTsa

dTansl *» YcrtaHoBuTe ceaHc Telnet ¢ yaaneHHbIM ceTeBbIM YCTPOUCTBOM C
KoHcurypaumm IP-agpecom 192.168.65.119.
. QTECH | www.qtech.ru

MWP [NOOCTYNHEE




TRRRRRTIN!

PykoBozacTBO nonb3oBaTens
2. Hactpoiika 6a30B0oro ynpaeneHus 44

% YcraHoBuTe ceaHc Telnet c yaaneHHbIM ceTeBbIM YCTPOMCTBOM C
IPv6-agpecom 2AAA:BBBB::CCCC.

QTECH# telnet 192.168.65.119
Trying 192.168.65.119 ... Open
User Access Verification

Password:

QTECH# telnet 2AAA:BBBB::CCCC
Trying 2AAA:BBBB::CCCC ... Open
User Access Verification

Password:

MNMpoBepka

KoHduUrypauumm

«» [lpoBepbTe, ycTaHOBNEHbl N1 ceaHcbl Telnet ons ypaneHHbIx
ceTeBbIX YCTPOUCTB.

HacTtpownka BpeMeHn oxngaHusi NoaKMo4YeHns

dtanbl % YcTaHOoBUTE BpeMSA OXUAaHUA NoakmtoyYeHns Ha 20 MUHYT.

KOHcpurypaumm
QTECH# configure terminal / /BxoOout B pexuM  TJI00aJIbHOM
KOHQUIT'ypaluun.
QTECH# line vty O //BXOOUT B pPEeXmuM
KOHOUT'ypauuy TEePMMHAJIBHOTO OOCTyIa.
QTECH (config-1line) # -timeout 20 //YcTaHaBIMBaeT BpeMms
OXMIaHMUA coelgmHeHus Ha 20 MMHYT.

MpoBepka % YbeouTtecb, YTO COEOAUHEHME MEXOY TEPMUHANOM U JIOKanbHbIM
KoHdpurypauum YCTPOWUCTBOM 3aKpPbITO, €CNU B TeYeHUEe BPEMEHU OXWOAHUA He

06Hapy>|<eHo HUKaKMX BXOOHbIX OaHHbIX.

HacTtpownka BpeMeHn oxngaHusi ceaHca

dtanbl % YcTaHOoBUTE BpeMSA OXuAaHUA NoakmtoydeHns Ha 20 MUHYT.
KOHcpurypauum
QTECH# configure terminal //BxoOout B pexuM  TJ00aJIbHOM
KOHQUIT'ypaluun.
QTECH (config)# line vty O //BXOOUT B pEeEXUM
KOHOUTYpaLUVY TEePMMHAJIBHOTO OOCTYIIA .
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QTECH (config-line) #session-timeout 20 //YcTaHaBiMBaeT BpeMS
oxmmaHmsa coenvHeHus Ha 20 MMHYT.

MpoBepka % Ybeantecb, YTO COeANHEHNE MEXAY TEPMUHANIOM U NOKanbHbIM
KoHdUrypaumm YCTPOMCTBOM OTKMIOYEHO, €CfIM B TEYEHUE BPEMEHU OXMOAHMS
He 0BHapY>KEHO HUKAKNX BXOAHbIX AAHHbIX.

2.4.3 HacTtpowKa OCHOBHbIX NapaMeTpoB CUCTEMbI
Pe3ynbTat KOHUrypaumm
+ HacTtpownka OCHOBHbIX NapaMeTpPOB CUCTEMBI.
Atanbl KOHDUrypaumm

HacTtpowka cuctemMHbIX YacoB 1 aaTbl

s Ob6gaszaTtenbHo.

< HacTtponka cucTemMHOro BpeMeHM Ha CeTeBOM YCTPOUCTBE BPYYHYK. Yachl
YCTPOWCTBA 3anyckarlTcsl C 3a4aHHOro BPEMEHW M NpoAosKalT pabotath faxe
Npw BbIKMKOYEHHOM COCTOSIHUM YCTPOUCTBA.

/\ HacTpoiika BpeMeH1 NpUMeHsieTcst TONbKO K NPOrpaMMHbLIM YacaMm, ecrin ceTeBoe
YCTPOWCTBO HE NpefoCTaBnseT annapaTHble Yackl. [1py BbIKNOYEHUM YCTPONCTBA
KOHUrypauunsa He GyaeTt coxpaHeHa.

O6HoBnEeHMe annapaTHbIX YacoB

«» OnumoHanbHo.

< BbInonHWTEe 9Ty HacCTpOKKy, ecnnm HeobGxoaMmo cKonMpoBaTb faTy M Bpems
NporpaMMHbIX 4YacoB Ha annapaTtHble 4acbl, 4YTOObl annapaTHble 4achl
CUHXPOHM3NPOBANUCh C MPOrpaMMHbIMU Yacamu.

HacTtponka nmeHun cmctemsl
% (HeobsasaTenbHo) BbinonHuTe 3Ty HACTPOWKY, YTOObI M3MEHUTb UMSA CUCTEMbI MO
YMOMYaHuo.
HacTpownka komaHOHOW CTPOKK
% (HeobGsa3aTenbHO) BbinonHnTe aTy HACTPOWKY, YTOObLI M3MEHUTb KOMaHOHY CTPOKY
N0 YMOMYaHuo.
HacTtpowka exenHeBHOro ysejoMneHus
% (HeobsasatenbHO) BbinonHuTe 3Ty HaCTpOWKy, ecnu Heobxoaumo oTobpasuTb
BaXKHble NOACKa3Kn Unun npegynpexaeHns Ans norb3oBaTenen.

% YBeOomneHve MOXHO HAcTpOUTb B OAHY WM HECKONbKO CTPOK, KoTopble 6yayT
oTobpaxaTbcs ANns nonb3oBaTeren nocne Bxoaa B CUCTEMY.

Hactpoiika CoobLieHnsa npyn Bxoae
% (HeobsasatenbHo) BbinonHanTe 3Ty HACTPOKWKY, ecnn Heobxoaumo oTobpaxaTtb
BaXkHble cOObLLEeHMA ANs Nonb3oBaTenen Npu BXoA4e Unn BbIXOAe N3 CUCTEMBI.
HacTpoiika ckopocTu nepegaym gaHHbIX KOHCOMU
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% (HeobGsa3aTenbHO) BbinOMHMUTE 3Ty HACTPOWNKY, YTOObI M3MEHUTb CKOPOCTbL Nepeaayu
AaHHbIX KOHCOMW Mo YMOSYaHuIo.

lNMpoBepka KoHdUrypaumm

s 3anycTtuTe Ko

X/
o

« BbIinonHute K
BEpPCUMN.

maHay show clock, 4ToObl 0TOOpa3nTb CUCTEMHOE BPEMS.

MpoBepbTe, oTOOpaxaeTtca nn CoobLieHne npu Bxoge nocre Bxoaa B CUCTEMY.

omaHgy show version ans otobpaxeHus nHgopmauum o cucteme U

CBs3aHHble HaCTPOUKM

HacTpownka cuctemMHbIX YacoB 1 aaThbl

KomaHpa clock set hh:mm:ss month day year
OnucaHue hh:mm:ss: Noka3sbiBaeT TekyLlee BpeMs B popmarte yac (24-
napamMeTpoB | 4acoBOW hopMarT):MUHyma:CeKyHoa.
day: O6o3HavaeT geHb mecsaua (1-31).
month: OB6o3Ha4yaeT mecsl roga (c sHBaps no gekabpb).
year. O6o3Havaet rog ¢ 1993 no 2035. CokpalyeHuns He
nogaepXumBaroTcs.
Pexum [MpuBMNernpoBaHHbIN  PEXNM
KOHcpurypauum
BCTpOEHHan  1on0nyayitte 3Ty KOMaHAY 4NS HACTPOKM CUCTEMHOTO BpEMEHHN.
noackaska

Ecnu ycTponcTBO HE NpefocTaBndeT annapaTHble Yacbkl, HACTpoKKa
BpeMEHU He ByaeT coxpaHeHa npu BbIKNHYEHUN YCTPOUCTBA.

O6HoBMNeHMe annapaTtHbIX YacoB

KomaHpa clock update-calendar
Onucanune HepocTtynHo
napameTpos
Pexum [MpuBMNEerMpoBaHHbIN  PeXunm
KoHduUrypauumm
BcTtpoeHHaa | [locne HacTpomku BpeMeHu NporpaMMHbIX Yacos byaeT
noackaska nepesannucaHo Bpems annapaTtHbIX YacoB.

HacTtponka nve

HN CUCTEMbI

KomaHpa hostname name
OnucaHue name: YKa3blBaeT UMHA CUCTEMbI, KOTOPOE AOSMKHO COCTOATb U3
napamMmeTpoB | MNe4vaTHbIX CUMBOSIOB M HE AOSMKHO NpeBbiwaTth 63 6anTta.
Pexum Pexxum rnobanbHom KoHuUrypaumm
KoHduUrypauumm
. QTECH | www.qtech.ru

MWP [NOOCTYNHEE




PykoBozacTBO nonb3oBaTens
2. Hactpoiika 6a30B0oro ynpaeneHus

47

BcTtpoeHHasn
noackaska

UTto6bl BOCCTAHOBUTL CUCTEMHOE UMS MO YMOSMYaHMIO, BbIMONHUTE
komaHay no hostname B pexvme rnobanbHON KOHGUrypauuu.

HacTtpownka koma

HOHOW CTPOKU

KomaHpa prompt string
Onucanune string: YkasblBaeT nmsi KomaHgHown ctpoku. ma ¢ bonee yem 32
napameTpoB | CuMMBOSiamun ByaeT ycedeHo, YToObl coaepXaTb TONbKO nepsble 32
CUMBOJIOB.
Pexum [MpuBMNernpoBaHHbIN  PEXNM
KOHcpurypaumm
BcTtpoeHHaa | YTo6bl BOCCTAHOBUTbL HACTPOWKM KOMaHAHOW CTPOKM MO YMOMYaHMIO,
noackaska BbIMNOMHUTE KOMaHAy no prompt B pexnme rnobanbHon

KOHpurypaumm.

HacTtponka exe

OHEBHOIo yBeOMIeHndA

KomaHpa banner motd ¢ message ¢
OnucaHue c: O6o3HavaeT pasgenuTerb, KOTOPbIN MOXET ObiTb M0ObIM
napamMmeTpoB | CMMBOJOM, Hanpumep "&".
Pexum Pexum rnobanbHon KoHurypaumm
KOHcpurypaumm
BcTtpoeHHaa | CoobuieHne fOMmKHO HaYMHATBCA M 3aKaH4YMBaTbLCA pasgenuTenem ¢
noackaska nocnegyoLwmm BBO4OM CTPOKK. Bce cumBonbl, crneagytowme 3a

KOHEeYHbIM pasgenuTtenem, byayt nponyuieHsl. Jllobas byksa,
copepxallasicst B coobLeHnn, He LOMmMKHA UCNoNb30BaThCs B
KayecTBe pasgenurtens. [nuHa coobLleHnsa He AoMmKHa NpeBbIWaTh
255 Gawr.

Hactpoiika CoobLieHnsa npu Bxoae

KomaHpa banner login ¢ message ¢
OnucaHue c: O6o3HavaeT pasgenuTernb, KOTOPbIN MOXET ObiTb M0ObIM
napamMmeTpoB | CMMBOJIOM, Hanpumep "&".
Pexum Pexunm rnobanbHon KoHurypaumm
KOHcpurypauum
BcTtpoeHHaa | CoobuieHne fOMmKHO HaYMHATBCA M 3aKaH4YMBaTbLCA pasgenuTenem ¢
noackaska nocreayoLwmm BBOAOM CTPOKKU. Bce cumBonel, crnegyowime 3a
KOHEeYHbIM pasgenuTtenem, byayt nponyuieHsl. Jllobas byksa,
cofepXxallasica B coobLieHnmn, He JOMKHa UCNoNb30BaTbCA B
KayecTBe pasgenurtens. nnHa coobLieHna He AoMmKHa NpeBbIWaTh
255 Baur.
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Y106kl yaanute CoobLieHne npu BXxoae, UCNONb3ynTe KoMaHay no
banner login B pexunme rnobanbHoOn KoHGUrypauumu.

HacTpownka ckopocTn nepegayun gaHHbIX KOHCOMK

KomaHpa speed speed
OnucaHwue speed: YKasblBaeT CKOPOCTb Nnepeagayvn AaHHbIX KOHCONM B BuTax.
napameTpoB | CKOpPOCTb NOCNeA0BaTENbLHOIO NOPTa MOXET ObITb YCTAHOBIEHA HA
9600 6ut/c, 19200 6uTt/c, 38400 6ut/c, 57600 6UT/Cc nn 115200
6ut/c. 3HaveHne no ymonyanuio — 9600 6uT/c.
Pexum Pexum KoHurypauum coeguHeHus
KoHduUrypauumm
BcTtpoeHHaa | MoXHO HAcCTpOMTb CKOPOCTb Nepenayn gaHHbIX aCUHXPOHHOIO
nopckaska KOHCONbHOro goctynas 604ax B COOTBETCTBUM C TpeboBaHUSMN.

KomaHaa speed vcnonb3yeTtcsa ans HaCTPOMKM CKOPOCTU npuema u
nepegayun anst aCUHXPOHHOW INHUM.

Mpumep KoHdUrypaumm

HacTpoiika cucteMHoro BpemMeHu

dtansbl % WN3meHuTe cuctemHoe Bpemsd Ha 2003-6-20, 10:10:12.
KoHduUrypauumm
QTECH# clock set 10:10:12 6 20 2003 / /Korburypmpyer
CUCTEMHOE BpeMd UM IOaTy.
MpoBepka % 3anyctute «komaHgy show clock B npuBunernpoBaHHOM
KOHurypaumm pexume, 4ToObl 0TOOPa3nTbL CUCTEMHOE BPEMA.

QTECH# show clock
BpeM,q BCTYIINMIJIIO B CUIIY .

2003-6-20 10:10:54

//llonTBEepXxIaeT, UYTO M3MEHEHHOe

clock:

Hactpownka exe

OHEBHOIo yBegoMIieHUA

dTansl « Hactponte exenHeBHoe yBegomneHue “"Notice: system will
koHdurypauum shutdown on July 6th." ¢ nomowpbio cumsona pewetkn (#) B
KayvecTBe pa3genntend.
QTECH (config) # banner motd #//HauasbHBEM pasnenTellb
Enter TEXT message. End with the character '#'.
Notice: system will shutdown on July 6th.# //KoHeunwit
pasneamnTeNb
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QTECH (config) #

lNMpoBepka
KOHcpurypauum

+ BbinonHute komangy show running-config ans otobpaxeHus
KOH(purypaumm.

«» [logknounTechb K NoKarbHOMY YCTPOMUCTBY Yepes KoHcorb, Telnet
munm SSH wun npoBepbTe, oOTOOpaxaeTcs M exeaHeBHOe
yBegoMmrieHne nepeq otobpaxeHnem wuHTepdenca KoMaHaHOW
CTPOKWN.

C:\>telnet 192.168.65.236
Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your
password.

User Access Verification

Password:

Hactpoiika CoobLieHna npun Bxoae

dTanbl « Hactponte CoobleHne npu Bxode Mpu BXoAe B CUCTEMY
KOHurypaumm "Access for authorized users only. Please enter your password."
C NOMOLLbIO CMMBOSIa peLleTkun (#) B kayecTBe pasgenurens.
QTECH (config) # banner login #//HadaJjibHENI pas3mesnTeIb
Enter TEXT message. End with the character '#'.
Access for authorized wusers only. Please enter your
password.
#
//KOHEUHHI pa3nesinTellb
QTECH (config) #
MpoBepka « BbinonHute komaHgy show running-config ans otobpaxeHus
KOHurypauumm KOHGUrypaLmm.
«» [logknounTechb K NoKanbHOMY YCTPOWUCTBY Yepes KoHcorb, Telnet
unm SSH u npoeepbTe, oTobOpaxaetca nu CoobuieHne npu
BXo4e nepepn otobpaxxeHnem nHTepdgenca KomaHaHOM CTPOKM.
C:\>telnet 192.168.65.236
Notice: system will shutdown on July 6th.
Access for authorized wusers only. Please enter your
password.
User Access Verification
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Password:

HacTtpoiika ckopocTy nepeaaym aaHHbIX NnocrneaoBaTenbHoro nopra

dtanbl % YcTaHOBMTE CKOPOCTb nepedadn AaHHbIX MocrenoBaTesibHOro

KoHdpUrypaumm nopTa Ha 57600 6uT/c.
QTECH# configure terminal //Borioutre B PEeXUM
TJ100aJIbHOM KOHQUI'ypaLUM .
QTECH (config)# 1line console 0 //BoriouTe B = PEXUM
KOHOUI'YpaLMY KOHCOJIBHOTO IOCTYIIA.
QTECH (config-line)# speed \57600 //YCTaHOBUTE CKOPOCTDb
nepemauM OAaHHHX O KOHCoJM Ha 57600 6ur/cC.
QTECH (config-line)# end //Bo3Bpamaer B
NPVBUIIETUPOBAHHEI DPEXUM .

MpoBepka ¢ BbInonHute komaHay show ans otobpaxeHus KOHUrypauuu.
KOH(urypaumm

QTECH# show 1line console O //Displays the console
configuration.
CON Type speed Overruns
* 0 CON 57600 0
Line 0, Location: "", Type: "vtl00"
Length: 25 lines, Width: 80 columns
Special Chars: Escape Disconnect Activation
X none M
Timeouts: Idle Idle Session
never never

History is enabled, history size is 10.
Total input: 22 bytes
Total output: 115 bytes
Data overflow: 0 bytes
stop rx interrupt: 0 times

Modem: READY

2.4.4 BknroyeHue 1 BbIKNoYeHne onpeneneHH\on cnyxobl

Pe3ynbTat KOHdUrypaumm

s [OuHammyeckasa HacTporka CUCTEMHbIX Cnyx6 BO Bpemss paboTbl

CUCTEMBI,

BKMOYEHNE WM OTKMNOYeHne onpefeneHHolx cnyx6 (SNMP Agent, SSH Server u

Telnet Server).
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JTanbl KOHUrypaumm

BknioueHne SNMP-areHTa, SSH-cepBepa u cnyx6bl Telnet-cepsepa

% (HeobsasaTenbHO) BbinonHMTE 3Ty HACTPOWKY, ecnn Heo6XoAMMO UCMNOoSb3oBaTb 3TU

CnyxObl.

lNMpoBepka KoHcUrypaumm

X/

+ BbinonHute

% BbinonHute komaHay show running-config ana otobpakeHus KoHUrypaumu.
COCTOsiHVE

komaHgy show services, 4T06bI OTOGpas3nTb

BKITHOYEHUSA/OTKITOYEHMS CIYXObI.

CBsizaHHblIe HaCTPOWKK

BkntoueHne SSH-cepsepa, Telnet-cepsepa un cnyx6 SNMP-areHTa

KomaHpa enable service { ssh-server | telnet-server | snmp-agent }
OnucaHue ssh-server: BkntoyaeTt nnm otknoyvaeT cnyxby SSH-cepsepa.
napameTpoB | Cnyx6bl IPv4 n IPv6 Takke BKNOYAOTCA BMECTE C 3TOM CNyX60M.
telnet-server: BkntoyaeT unu otkntovaet cnyxby Telnet-cepeepa.
Cnyx6bl IPv4 1 IPv6 Takke BKIIHOYAKOTCA BMECTE C 3TOWN Crny60M.
snmp-agent: BkntovaeT unu otkntovaet cnyxby SNMP-areHTa.
Cnyx6bl IPv4 n IPV6 Takke BKIOYAOTCHA BMECTE C 3TOW Crny»KOon.
Pexum Pexum rnobanbHon KoHurypaumm
KOHcpurypaumm
BcTtpoeHHaa | Vicnonb3ynTe 3Ty KOMaHAy AN BKNIOYEHUSA U OTKIIHOYEHUS
noackaska onpegerieHHbIX crnyxo.

Mpumep KoHDUrypaumm
BkntoueHnue cnyx6sl SSH-cepeepa

JdTanbl < BkniounTe cnyxby SSH-cepsepa.
KOHcpurypauum
QTECH# configure terminal //BorouTe B pexuM IJI0BAaJIbHOM’
KOHOUT'ypaluUK.

QTECH (config) #enable service ssh-server //BxiounTe CIyx0y

SSH-cepsepa.

MpoBepka <
KOHcpurypaumm

BoinonHute komangy show running-config gns otobpakeHus
KOH(purypaumm.

< 3anyctnte «komaHgy show
KOH(purypaumio ©n CcocTosiHue
cepsepa.

oTtobpas3nTtb
SSH-

ip ssh, 4TOObI
BbIMOMIHEHUSA  CNY>Obl
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2.4.5 HacTtpouka 3annaHMpoOBaHHOW nepe3arpy3ku

Pe3ynbTaT KOHpUrypauum

HacTtponte 3annaHuMpoBaHHylO nepes3arpysky, 4Tobbl nepesanyCcTuTb YCTPOWCTBO B
COOTBETCTBUMN C pacnmcaHnem.

ATanbl KOHUrypaumm
HacTpolika nepesarpysku

3anyctute komaHgy reload B npuBMNErMpoBaHHOM  peXmMme, YTOObI HEMEANEHHO
nepes3anycTuTb CUCTEMY.

HacTtpowka 3annaHMpoBaHHOM nepesarpysku
reload at hh:mm:ss month day year [string]

Ecnn BbI HacTpouTe onpegeneHHoe Bpemsi, cuctema byaet nepesanylieHa B 3TO
BpeMs. Bbl JomkHbI yKasaTb Bpems, kotopoe byaet B byayuiem. NapameTpbl mecsaua
(month), gHa (day) u roga (year) HeobGszaTenbHbl. Ecnv gaHHble napameTpbl He
yKasaHbl, N0 YMOYaHUIO NCMOSb3yeTCcs BPeMsS CUCTEMHbIX YacoB.

/\ Ecnu Bbl X0TUTe UCMONb30BaTh NapameTp at, cucTemMa AO0MKHa NOAAEePKMBATL (DYHKLIMIO
YyacoB. PekomeHayeTcsi 3apaHee HacTpoUTb CUCTEMHbIe Yackl. HoBbIV NnaH nepesanycka
nepesanuLieT cywecTByowmia. MNnaH nepesanycka byaeT HeoencTBUTENbHbLIM, €CIn
cucteMa byaeT nepesanylleHa A0 TOro, Kak nnaH BCTYNUT B CUIY.

/\ Bpems nepesanycka [OMKHO BbiTb MO3Xe TEKYLLEro CUCTEMHOro BpeMeHu. Mocne
HaCTPOMKM NraHa nepesanycka He N3MEeHANTe CUCTEMHbIE Yachbl; B MPOTMBHOM Cryyae
nnaH MoXeT ObITb He BbINOMHEH (HAaNpPYMep, CUCTEMHOE BPEMSI U3MEHSIETCS HA BPEMS
nocrne nepesanycka).

CBs3aHHble HaCTPOUKM
[Mepesarpyska ycTponcTsa

KomaHpa reload [at{ hh[:mm[:ss]]}[ month[day[year]]]]

Onucanwue at hh:mm:ss: YkasblBaeT BpeMs nepesarpy3km CUCTEMBbI.
napameTpoB | month: Yka3biBaeT MecsL, roga B AnanasoHe ot 1 go 12.
day: YkasbiBaeT gaty B guanasoHe ot 1 go 31.
year. YkasbiBaeT rog ¢ 1993 no 2035. CokpalleHus He
noaaepKMBaKOTCA.

Pexum [MpuBMNEerMpoBaHHbIN  PeXum
KoHduUrypauumm

BcTpoeHHasa | OTa komaHAa NO3BOJSISIET BKMYNTL Nepesanyck yCTPOUCTBa B
noackaska onpeaeneHHoe Bpems.
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OTobpaxeHune
Onucanne KomaHpa
show clock OTtobpaxaeT TekyLlee CUCTEMHOE BPEMS.

show line { console line-num | vty line-
num | line-num }

OTtobpaxaeT kKoHUrypaumm coeanHEHNS.

show reload

OtobpaxaeT napameTpbl nepesanycka
CUCTEMBI.

show running-config [ interface
interface |

OTtobpaxaeT TekyLumne KoHpurypaumm
yCTpOMCTBA U KoHdUrypawumm
nHTepdenca.

show startup-config

OtobpaxaeT koHdurypawmm yCTponucCTB,
coxpaHeHHble B NVRAM.

show this

OTobpaxaeT TekyLime KoHurypaumm
CUCTEMBI.

show version [ devices | module |
slots ]

OTobpaxxaeT nHdopMaLuIo 0 cUCTeEME.

show sessions

OtobpaxaeT nHhopmMaumio 0 KaXKaom
ycTaHoBIIeHHOM ak3emnnsape Telnet-
KnueHTa.
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3 HACTPOUKA TEPMUHATIBHOIO AOCTYNA
3.1 O630p

Ha ceTeBbIX YCTPONCTBaxX UMEITCSH pasfiyHble TUNblI TeEpMUHANbHOro Aoctyna. MoxHo
ynpaBnATb TepMMHanamm no rpynnamM Ha OCHOBE MX TUMOB. Ha ceTeBbIX YCTPOMCTBax
TepMuHanbHbIM AOCTYN Aensartca Ha aea tuna, CTY n VTY.

3.2 NNpumeHeHne

NMpumeHeHune OnucaHue

Hoctyn K ycTponctey no | Bxoa B nHTepdenc komangHon ctpokm (CLI) ceTeBoro

kKoHconu (CTY) YCTPOWCTBA C MOMOLLbIO KOHCOSN.
HocTyn K yCTpOMCTBY Bxon B nHTepdenc komaHaHOM CTPOKM CETEBOIO
yepes (VTY) ycTponcTa vyepes Telnet unn SSH.

3.2.1 locTyn K yCTPOUCTBY NPU NOMOLLU KOHCONKN
CueHapun
N3obpaxeHne 3-1

.

PC A

{1

3ameTkm A - 370 ceTeBO€ YCTPONCTBO, KOTOPbIM HEOBXOANMO YNpPaBnATh.
MK — 310 cTaHuunsa ynpaBneHus ceTbio.

OnucaHue

CTaHums ynpaBneHns CceTbl MNOAKMYAETCA K KOHCOMbHOMY MOPTY CETEBOrO
yCTpONCTBa 4epe3 nocnegosatenbHbln  Kabenb. C  NOMOLWbB  NPOrpaMMHOro
obecneyveHus koHconu (Hyper Terminal nnn gpyroro nporpammHoro obecneveHnsa ans
MOLENMPOBaHMA TepMMHanNa) Ha CTaHUMM yrnpaBneHnsa CeTbo MOXXHO MOMNyYnTb AOCTYn
K KOHCOINMM CeTeBOro YCTPOMCTBA W BOWUTU B UHTEpdENC KOMaHOHOW CTPOKM AN
HACTPOWKM U ynpaBrieHUsi CeTeBbIM YCTPOUCTBOM.

3.2.2 floctyn Kk ycTponcTBy 4epe3 VTY

CueHapun

N3o6paxeHne 3-2

PR

PC A

{1

. QTECH | www.qtech.ru

MWP [NOOCTYNHEE



PykoBozacTBO nonb3oBaTens
3. HacTtporika TepmMmHanbHOro gocrtyna 55

3ameTkm A - 370 ceTeBO€ YCTPONCTBO, KOTOPbIM HEOBXOANMO YNpaBnATh.
MK — 310 cTaHuunsa ynpaBneHus ceTbio.

OnucaHue

CtaHums ynpaBneHus ceTblo MOAKMYaeTCs K CeTEeBOMY YCTPOWCTBY 4vepe3 ceTb. C
nomowibto knueHta VTY (Hanpumep, Putty) Ha cTaHuuu ynpaBneHna ceTbid MOXHO
NoNy4YnTb AOCTYN K CEeTEBOMY YCTpONCTBY vepes Telnet unn SSH 1 BonTh B nHTEphenc
KOMaHZHOW CTPOKM NS HACTPOWMKN N yrpaBrieHNs CeTEBbIM YCTPOUCTBOM.

3.3 PyHKUUM

Bba3oBble KOHUenuuun
CTY

JInnna CTY coeamnHaeTcsa € ceTeBblM YCTPOMCTBOM Yepes NopT KOHCONU. bonblwnHcTBO
CeTeBblX YCTPOMUCTB UMEKT KOHCOSbHbIA NOpPT. [OCTyn K NOKanbHOW CUCTEME MOXHO
NONyYnTb Yepe3 KOHCOSbHbIV MOpT.

VTY

JInnma VTY aBnsaeTtca BMpTyanbHOW TEPMUHANBHOW NIMHUEN, KOTOpas He OTHOCUTCA K
annapaTtHomy obecneyeHuto yctponcts. OHa mucnonbdyetca ona nogknodeHnsa Telnet
nnm SSH.

O630p

PyHKUMA OnucaHue

OcHoBHbIE HacTtporika TepmunHana, otobpaxeHue u yganeHue uHdgopmauum o
byHKUMM NOAKNIOYEHUN TepMUHana.

3.3.1 ba3oBble pyHKUMMN
CBsizaHHble HACTPOWUKU CUCTEMDI
HacTpoiika TepMuHanbHoOro gocrtyna

BoinonHute komaHgy line B pexunme rnobanbHOM KOHdurypaumm, 4toObl BOWMTU B
PEXMM KOHUrypaLunm ykazaHHOro pexnmMa TepMmHansHOro Joctyna.

HacTtpowka aTtpmbyToB TepMMHanNbHOro JocTyna.
OuuncTka TepMUHanbHbIX COeaUHEHWI

Korga TepmuHan nogkniovaeTca K CeTeBOMY YCTPOWCTBY, COOTBETCTBYHOLLAS NMHUSA
TepMunHana 3aHdata. BeinonHuTe komaHay show user gns otobpaxeHusi COCTOSHWUSA
NOAKMIOYEHNSA ITUX TEPMUHANbBHBLIX NMUHUA. ECnn Bbl XOTUTE OTKNMIOYUTL TEPMUHAN OT
CeTeBOro YCTPOWCTBA, BbINOMHMTE kKoMaHgy clear line, 4TOGbLI COpPOCUTL NMHWUIO
TepMmuHana. Nocne cbpoca TepMMHaANbHOro AOCTyNa COOTBETCTBYOLLIME NOLKITHOYEHNS
(Hanpumep, Telnet 1 SSH) ByayT npepBaHbl, NHTEPENC KOMAHOAHOW CTPOKU BbiMAET
M3 CUCTEMbl M JIMHMM TepMMHana BOCCTAHOBATCA B HeE3aHATOE COCTOsiHME.
lMonb3oBaTenu MOryT BOCCTAHOBUTb COEUHEHUS.

YkasaHune konu4yectBa TepmuHanos VTY

. QTECH | www.qtech.ru

MWP [NOOCTYNHEE




PykoBozacTBO nonb3oBaTens
3. HacTtporika TepmMmHanbHOro gocrtyna 56

BbinonHute komaHay line vty, 4Tobbl BOMTU B pexxmm HacTponku nuHum VTY n ykasatb
KonunyecTtBo TepmuHanos VTY.

Mo ymonuyaHno wnmeetca 5 TepmuHanos VTY, npoHymepoBaHHbIXx oT 0 go 4.
KonuyectBo TepmuHanos VTY MOXHO yBenuuutb A0 36, HOBble TepMuHarbl
HymepytoTcs oT 5 go 35. MOXHO yaanuTb TONbKO HOBbIE TEPMUHATI.

3.4 KoHdomrypaums

KoHdurypaums OnucaHue n KomaHaa

Bxono B pexum | A (ObsizatenbHo) [aHHas komaHaa uvcnonb3yeTca ANS Bxoga B

KOHdUrypaumm pexum KoHdUrypauumn TepmMmHansHoro gocryna.

TePMUHAaNbLHOro

gocrtyna line [ console | vty ] first-line | BxoauT B ykasaHHbIN pexum
last-line ] KOHourypaumm

TEPMUHAINbHOIro AocCTtyna.

line vty line-number YBenuuneaeT unm
YMeEHbLLAEeT KOnM4YecTBO
AOCTYNHbIX NHUA VTY.

3.4.1 Bxoa B pexxumMm KoOHuUrypawumm TepMmMHanLHoro gocryna
Pe3ynbTat KOHUrypaumm
Bxog B pexum koHdwurypauum TepMUHanbHOro [OCTyna Ans HaCTPOWKU Apyrux
YHKUMNA.
ATanbl KOHUrypaumm
Bxoa B pexum KoHurypauum TepMmHanbHOro goctyna

s Ob6gaszartenbHo.
« Ecnn He ykasaHO MHOe, BOMAUTE B PEXUM KOHUIypauum TepMmHanbHoOro goctyna
Ha KaXgoMm YCTPOMUCTBE AN HAaCTPONKM aTpmbyTOB TEPMUHANbHOIo AOCTyNa.

YBennyeHne/yMmeHbLleHne konudecTtsa nuHum VTY

X/

< OnumoHanbHo.
% BbinonHute komangy (no) line vty line-number, 4TOObI YBENNYUTE NN YMEHBLLUNTL
KonuyecTtso nuHun VTY.

lNMpoBepka KoHcUrypaumm

BoinonHute komaHay show line gna oTtobpaxeHus KoHdurypaumm TepMWUHaNbHOro
aoctyna.

CBs3aHHble HaCTPOUKM
Bxoa B pexum KOHUrypauum TepMmMHansHOro gocTtyna

KomaHpa line [ console | tty | vty ] first-line [ last-line ]

Onucanwue console: Yka3blBaeT KOHCOSbHbIN NOPT.
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napameTpoB

vty: YKasbiBaeT BUPTyasnbHY0 TEPMUHANbHYIO JIMHWIO, KOTOpas
nogaepxusaet Telnet nnu SSH.

first-line: Yka3sbiBaeT HOMep NepBON NIUHUMN.

last-line: Yka3biBaeT HOMep nocnegHen nnHun.

Pexum Pexnm rnobanbHOn KoHpurypaumm
KOHdpurypaum
]
BcTpoeHHasa | HepocTynHo
noackaska

YBenunyeHve/ymeHbLleHne konndectsa nuHum VTY

KomaHpa line vty line-number
Onucanme | jino number: YkasbiBaeT konuuecTso nuHMi VTY. [uanasoH sHauyeHui
napameTpoB | 41 () no 35.
Pexum Pexxum rmobanbHOM KoHpurypauum
KOHdpurypaum
7]
BcTtpoeHHasa | BoinonHute komaHgy no line vty line-number, 4yToObl yBENUYNTL NN
noAackaska | YMeHbLWUTb KONn4ecTBo nuHun VTY.
OTtobpaxeHne KoHurypaumm TepMmHanbHOro Joctyna
KomaHpa show line { console line-num | vty line-num | line-num }
OnucaHue console: Yka3blBaeT KOHCOSbHbIV MOPT.
napameTpoB | vty: YkasbiBaeT BUPTyanbHY0 TEPMUHAIbHYIO JIMHUIO, KOTOpas
nogaepxusaet Telnet nnu SSH.
line-num: YkasbIBaeT NIMHUIO, KOTOPYH HEOBxoaMmo oTobpasnTb.
Pexum [NpmBUNErMpoOBaHHbLIN  PEXUM
KOHdpurypaum
7]
BcTpoeHHasa | HepocTynHo
noackaska

Mpumep KoHdUrypaumm

@ ) QTECH |
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CueHapun
N3o6paxeHne : —@=
3-3 :
PC A
dtansbl % Mogknounte T1K kK ceTeBomy ycTpouctBy A u4epes3 IUHUIO
KOHdurypaumm koHconu v BonamTe B CLI Ha MK.
% BbinonHute komaHaoy show user ans oTobpaxeHusi COCTOSHUSA
nogkn4veHnda nMHnmM TepMumnHana.
% 3anyctute komaHgy show line console 0 ana otobpaxeHuns
COCTOAHUA NMMHNAN KOHCOJN.
% Bowngute B pexum rnobanbHOM KOHUrypauum W BbINOSIHUTE
KomMmaHAay line vty, YTOODI YBENMNYNTb KONMNYECTBO TEPMUHAIIOB
VTY po 36.
A QTECH#show user
Line User Host (s) Idle
Location
* 0 con O === idle 00:00:00
QTECH#show line console 0
CON Type speed Overruns
* 0 CON 9600 0
Line 0, Location: "", Type: "vtl00"
Length: 24 lines, Width: 79 columns
Special Chars: Escape Disconnect Activation
Timeouts: Idle Idle Session
00:10:00 never
History is enabled, history size is 10.
Total input: 490 bytes
Total output: 59366 bytes
Data overflow: 0 bytes
stop rx interrupt: O times
QTECH#show line vty ?
. QTECH | www.qtech.ru

MWP NOCTYNHEE




PykoBoacTBo nonb3oBaTtens
3. Hactpoiika TepMmuHanbHOro goctyna 59

<0-5> Line number

QTECH#configure terminal

Enter configuration commands, one ©per line. End with
CNTL/Z.

QTECH (config) #1ine vty 35
QTECH (config-line) #

*Oct 31 18:56:43: 3SYS-5-CONFIG I: Configured from console
by console

lNMpoBepka
KOHcpurypauum

R/

« [Mocne BbInonHeHus komaHabl show line MOXHO OBGHaApPYXUTb,
YTO KONMMYECTBO TEPMUHANOB YBENUYNIIOCH.
R/

« BbinonHute komangy show running-config gons otobpaxkeHus
KOHoUrypauuu.

QTECH#show line vty ?

<0-35> Line number

QTECH#show running-config

Building configuration...

Current configuration : 761 bytes

version 11.0(1C2B1) (10/16/13 04:23:54 CST -ngcf78)
ip tcp not-send-rst
vlian 1
!
interface GigabitEthernet 0/0
!
interface GigabitEthernet 0/1
ip address 192.168.23.164 255.255.255.0
!
interface GigabitEthernet 0/2
!
interface GigabitEthernet 0/3
I

interface GigabitEthernet 0/4

www.qgtech.ru
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interface GigabitEthernet 0/5
!

interface GigabitEthernet 0/6
!

interface GigabitEthernet 0/7
!

interface Mgmt O

!

line con O

line vty 0 35

login

|

end

3.5 KoHTponb cocTosiHuA

OuucTtka

/\ BbinonHeHve komaHa clear MOXeT NpMBECTM K MNOTEPe BaXHOW MHdopMauun W,
cnepfoBaTenibHO, NpepbIBaHNIO PaboThbl CryxoO.

OnucaHue

KomaHpa

C6pacbiBaet coctosHue | clear line { console line-num | vty line-num | line-num }

coeanHeHunda

TeEPMUHAlIbHOIro goctyna.

OTobpaxeHue

OnucaHue KomaHpa

OtobpaxaeTt show line { console line-num | vty line-num | line-num }
KOHpurypaumio

TeEPMUHAlIbHOIro goctyna.

@ § QTECH
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4 HACTPOUKA OANANA3OHA BPEMEHM
4.1 O630p

Time Range (dvana3oH BpemeHu) — 370 cnyxba ynpaBneHuss Ha OCHOBE BpPEMEHM,
KOTOpas npegocTaBrnisieT HEKOTOPbIM  MPUITOXEHUSM  BO3MOXHOCTb  yNpaBrieHu s
BpeMeHeM. Hanpumep, MOXHO HacTpouTb AvManas3oH BpeMeHW U CBA3aTb €ero co
cnmnckom ynpasneHus goctynom (ACL), 4tobbl ACL-CnnMCOK BCTYNuI B CUIy B TEYEHUE
onpegeneHHbIX OHEWN 1 BpEMEHU Heaenu.

4.2 BapnaHTbl NPpUMEHEHUS

BapuaHTbl npumeHeHusa CueHapun

Applying Time Range to | lNpumennTte amnanasoH BpemeHn kK moaynto ACL, 4ToObl
an ACL ACL-cnncok 3anyckarcsi No BpemMeHu

4.2.1 NpnmeHeHne anana3soHa BpemeHu K ACL-cnucky
Mpumep npuMmeHeHUA

OpraHusaumna noseonsieT nonb3oBaTtensMm nonyyate Aoctyn K cnyxbe Telnet Ha
yaaneHHom xocTte Unix Tonbko B paboyee BpeMs, Kak NokasaHo Ha nsobpaxeHun 4-1.

N3o6paxeHne 4-1
192 168,202, 207

182, 168.202.0024 LIMEE Server

| 1921682021

22.2.1

192.168.12.0v24 192.168.12.1

(1]

_\‘-‘1}" 192.168.12.219

PC

Mpumevanne  Hactpomte ACL-cnimcok Ha yctpouctBe B agna peanusaumu
cnegyowen gyHkunmn 6e30nacHoOCTU:

XocTbl B cermeHTe cetn 192.168.12.0/24 moryT nony4ntb OOCTyn K
cnyxbe Telnet Ha yaaneHHom xocTe Unix Tonbko B pabo4ne yachl.
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q)yHKLIMOHaanOG pa3BepTbiBaHUe

% Ha yctponnctee B npumennte ACL-cnncok pgnsi  ynpaBneHus OOCTynom
nonb3oBaTenen k cnyxbe Telnet B cermeHTe cetn 192.168.12.0/24. Cesxxmute ACL-
CMNCOK C AMana3oHOM BpeMeHM, YToObl JOCTyn nonb3oBaTtenen K xocTy Unix Obin
paspeLLeH TonbKo B pabo4yee Bpems.

4.3 CBegeHuUA o (hyHKUMMN
BasoBble KOHUenuuun
HacTtponka abcontoTHOro ananasoHa BpeMEHM
ABCOMIOTHBLIN AMana3oH BpeMeHu npeactaBnsetr cobow nepuog Mexay BpeMeHeM

Ha4yana u BpemMeHeM OKoH4YaHuda. Hanpumep, [12:00 1-ro aHBaps 2000, 12:00 1-ro

aHBapss 2001] saBnseTca TunNuYHbIM abCOMOTHLIM Ananas3oHoM BpemeHu. Ecnu
NPUNoXeHne OCHOBaHO Ha Ananas3oHe BpeMeHU, onpeaeneHHas PyHKUNA MOXeT BbITb
3PPEKTMBHON B 3TOM JMana3oHe BPEMEHN.

MNeprnognyeckoe Bpems

lMepuoguyeckoe BpemMs OTHOCUTCA K MNEpUOAMYECKOMY WHTepBarny BpeMeHW.
Hanpumep, «c 8:00 kaxabim noHegenbHuk Ao 17:00 kaxagyro NATHUULY» SBRsieTcs
TUMUYHBIM NEPUOAMNYECKMM UHTEpBanNoMm BpemeHu. Koraa npunoxeHwe, OCHOBaHHOE
Ha BpeMeHu, CBSAA3aHO C [Auana3oHOM BpeMeHu, onpeferieHHas QYHKUUA MOXeT
nepruoanyeckn encTBoBaTh C KaXaoro noHeaenbH1Ka no nNATHULY.

DYHKLUMN

PyHKUMA PyHKUMA

Vcnonb3oBaHne | YcTaHaBnuBaeT abcontoTHbLIN JnanasoH BpPEMEHN ans
abconTHOro NPUIOXEHNSA, OCHOBAHHOIO Ha BPEMEHU, 4YTOObLI onpederneHHas
avanasoHa dyHKUMA gencrteoBana B abCcontoTHOM Anana3oHe BPpEMEHN.
BpEMEHM

Wcnonb3oBaHve | 3agaeT nepuoaMyeckoe Bpemsi UNN MPUIOXeHWEe, OCHOBaAHHOE Ha
Nepuoanyeckoro | BpemMeHu, YTobbl onpeaeneHHas pyHKUMUS AeACTBOBaNa B Te4eHne
avanasoHa onpeneneHHoro nepmoaa BpeMeHMU.

BpemMeHu

4.3.1 Ucnonb3oBaHMe aGCONOTHOro Anana3oHa BpeMeHuU
MpuHUMN paboTbl

Korga npunoxeHue, OCHOBaHHOE Ha BpPEMEHU, BKMIOYaeT onpeferieHHy (yHKUuI,
OHO onpefendeT, sABMSETCA N Tekyuee Bpems B abCONTHOM AMana3oHe BPEMEHW.
Ecnun pga, yHKUMS OencTBYyeT unu OTKIoYeHa B HacTosilee BpeMs B 3aBUCUMOCTU OT
KOHKPETHOW KOHJUrypauuu.

CBA3aHHble HACTPOWUKUN CUCTEMbI
Hactpownka gnanasoHa BpeMeHu
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Mo ymonyaHuio guana3oH BPeMEeHN He HaCTPOEH.

Mcnonb3ynte komaHgy time-range time-range-name p[OnNsa HaCTPOMKW OuanasoHa
BPEMEHMN.

HacTtpowka abcontoTHOro agnanasoHa BpeMeHu

ABCOoNTHLIN AnanasoH BpemeHn no ymondanuto: [00:00 1-ro ausapsa O r., 23:59 31-ro
nekabps 9999 r.].

Mcnonbaynte komaHgy absolute { [start time date] | [end time date] } ana HacTponku
abCcontoTHOro AnanasoHa BPpEMEHM.

4.3.2 Ucnonb3oBaHMe nepmMoanyecKkoro amanasoHa BpeMeHu

MpuvHUKMN paboTbl

Korga npunoxeHue, OCHOBaHHOE Ha BpPEMEHU, BKMIOYaeT onpeferieHHy (yHKUuI,
OHO ornpegensieT, SBMSeTCA NN Tekywee BpeMd B MNepuoaudeckoM AuanasoHe
BpemeHun. Ecnn pga, yHKUMS OencTByeT WM OTKIKOYeHa B HacTosiuee BpeMsa B
3aBMICMMOCTWN OT KOHKPETHOM KOHUrypaumn.

CBsizaHHble HAaCTPOWKU CUCTEMbI
HacTpoiika gnanasoHa BpemMeHu
Mo ymonyaHuio guana3oH BpeEMEHM He HaCTPOEH.

Mcnonb3yinte komaHay time-range fime-range-name p[ns HACTPOWKW Auanas3oHa
BpEMEeHM.

HacTtpownka nepmnogm4eckoro BpeMeHu
Mo ymonyaHuio He HacCTpPOEeHO NepuoanYecKoe BpeMs.

[ns HacTponkn nepmoanyeckoro BpeMeHn ncnonb3ynte komanay periodic day-of-the-
week time to [day-of-the-week] time.

4.4 NMoapobHble cBeaeHUA 0 KOH(Urypaumm

KoHdurypaumoHHbin = CnpaBka n cBA3aHHble HACTPOUKU
aneMeHT

HacTpoiika ananasona | 4 OpgsatensHas koHdurypaums. s MCTIONb30BAHMS tyHKLMN
BpeEMeHN AvanasoHa BpeMeHU TpebyeTcs HacTpoika ananasoHa
BPEMEHM.

time-range time-range-name | HactpauBaeT guanasoH
BpeMEHN.

A\ DononHuTenbHasa KoHpurypauus. MNpu Heo6XoanMOCTN MOXHO
HaCTPOMUTbL pasnuyHble napameTpbl.

absolute { [start fime date] | | HacTpanBaeT abcontoTHbIN
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[end time date] } AnanasoH BPEMEHMN.
periodic day-of-the-week HacTpausaeT nepuognyeckun
time to [day-of-the-weeK] AnanasoH BPEMEHM.
time

4.4.1 HacTtpoinka AMana3oHa BpeMeHMU
Pe3ynbTaT KOHpUrypauum

X/

% HactponTte pguana3oH BpeMeHW, KOTOpbIM MOXET ObiTb abCOMTHBIM UK
nepuoau4eckuM WHTEpPBanoM BpeMeHM, 4ToObl MPUMAOXEHUEe, OCHOBaHHOE Ha
AnanasoHe BpPEMEHW, MOIMO BKIOYUTbL oOnpedeneHHyo yHKLMIO B npegenax
AaHHOro Anana3oHa BpeEMEHMN.

MeTopa koHduUrypaumm
HacTpoiika gnanasoHa BpemMeHu

s ObgaszarenbHasa KOHpuUrypaums.
% BblnonHuTe HaCTpPOMKy Ha YCTPOWUCTBE, K KOTOPOMY MNPUMEHSAETCS [Ouana3oH
BPEMEHN.

HacTtponka abcontoTHOro ananasoHa BpeMEHU

< [ononHutenbHasa KoOHpUrypaums.
HacTpownka nepuogmnyeckoro gnanasoHa BpeMeEHU

< [ononHutenbHasa KoOHMUrypaums.
lNMpoBepka KoHcUrypaumm

X/

s Wcnonesynte komaHgy show time-range [time-range-name] pns npoBepku
MHJOPMaLNKM O KOHUrypaumm ananasoHa BpeMeHM.

CBs3aHHble HaCTPOUKM
HacTpownka gnanasoHa BpeMeHu

KomaHpa time-range time-range-name
OnucaHue time-range-name: nma gnanasoHa BpeMeHU, KOTopbI HE06X0ANMO
napamMmeTpoB CO034aTb.
Pexum Pexxum rmobanbHoOM KoHpurypauum
KoHdurypaum
7]
BcTtpoeHHaa Hekotopble npunoxerHuna (Hanpumep, ACL) moryT paboTtaTtb B
noAackaska  3aBMCUMMOCTM OT BpemeHu. Hanpumep, ACL-cnncok moxeT 6bITb
3dhheKTUBEH B onpeaeneHHbIX gnana3oHax BpeMeHn Hegenu. Ons
9TOro cHavana HeobxoanMMO HaCTPOUTb Auanas3oH BpEMEHW, a 3aTemM
HaCTPOUTb COOTBETCTBYIOLLUIN KOHTPOSb BPEMEHU B peXnmMe
HaCTPOMKM BPEMEHHOIO AnanasoHa.

HacTtpowka abcontioTHOro gnanasoHa BpeMeH!
KomaHpa absolute { [start {ime date] | [end time date] }
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OnucaHue start time date: Bpems Ha4ana gnanasoHa.
napameTpoB end fime date: BpeMsi OKOH4YaHNA AnanasoHa.
Pexum Pexnm HacTponkn gmuanasoHa BpeMeHu
KoHdurypaum
]
BctpoeHHaa Vicnonbayinte komaHay absolute gnsa HacTporku abcontoTHOro
noAackaska  JmanasoHa BpeMeHW Mexy BpeMeHeM Havana u BpeMeHeMm
OKOHYaHus, YTobbI onpefeneHHas PyHKLUMS AencTBoBana B
abconTHOM Anana3oHe BPEMEHMN.

HacTtpouka nepnognyeckoro guanasoHa BpeMeHun

KomaHpa periodic day-of-the-week time to [day-of-the-week] time
OnucaHue  day-of-the-week: oeHb Hegenu, Koraa HadnMHaeTCs Unm
napamMmeTpoB 3aKaH4MBaETCH NepPMOAMYEecKoe BpeMS
time: To4HOE BpeMsi Ha4ana unm oKOH4YaHUs NepMoanNYeCcKoro

BpEMEHM
Pexum Pexnm HacTponkn gmuanasoHa BpeMeHu
KoHdurypaum
7]

BcTpoeHHaa Wcnonb3ynte komaHgy periodic ans HaCTPOMKM NepuoanyecKkoro
noAackaska  WHTepBana BpeMeHu, YTobbl onpeaeneHHas yHKUMA gencTeoBana B
TeyeHne Nepnoanyeckoro MHTepBasna BpeEMEHM.

4.5 KoHTpoOnb COCTOAHUA U NoaaepXaHne BpeMeHHOro agnanasoHa

OTobpaxeHue cTatyca BbINOSIHEHUA

PyHKUMA KomaHpa

OtobpaxaeTt show time-range [t{ime-range-name]
KOHpUrypaumio

AnanasoHa BPpEMEHW.
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5 HACTPOUKA USB
5.1 O630p

YHuBepcanbHasa nocnegosartenbHas wuHa (USB) sBnseTcsa cTtaHOapTOM BHELUHEN
WnHbl. B gaHHoOM gokymeHTe TepMuH USB oTHOCUTCA K nepudepunHomMy yCTPOUCTRY,
coBmectumomy ¢ USB, Hanpumep, k dnaw-HakonuTtento USB.

USB — 370 yCcTpOMCTBO C BO3MOXHOCTbIO ropsiyen 3ameHbl. Ero MOXHO Mcnonb3oBaTtb
Ans  KkonupoBaHus pannosB (Hanpumep, annos KoHdUrypauum n >XypHana) c
YCTPOWCTBA CBSA3N WM KOMMPOBaHUS BHELWHUX [AdaHHbIX (Hanpumep, annos
0BHOBNEHUA CUCTEMBI) Ha (PNALW-NaMsATb YCTPOMUCTBA CBA3MN.

KoHkpeTHble cueHapun ncnonb3oBaHusa USB nogpoGHO onucaHbl B pyKOBOACTBaXx Mo
HaCTPOMKE COOTBETCTBYIOLWNX (PYHKUMW. B 9TOM [OOKYMEHTe OnuCbiBaeTCsl TOSbKO
naoeHTudukauus, ucnonb3oBaHne u wussnedyeHne USB-Hakonutens u npocMoTp
nHdpopmauumn o USB-ycTponcTse.

5.2 NMpumeHeHue

NMpumeHeHune OnucaHue

Kcnonb3oBaHve dnaLu- dannbl obHOBNEHUS XpaHATCA Ha dnaw-Hakonutene USB.
HakonuTens USB ans Mocne BKMWYEHMST  YCTPOMUCTBO  OOHapyxuBaeT  pnaLu-
o6HOBMEHNSA yCTpONCTBA Hakonutenbs USB wun 3anyckaetr komaHgy o6HOBReHus ans

BEpCuI0.

3arpy3km gannoB obHoBrneHus. Nocne 3aBepLueHUs 3arpysku
YCTPONCTBO nepes3arpyxaeTcsa W 3anyckaeT OOHOBNEHHYHO

5.2.1 Ucnonb3oBaHue cnaw-Hakonutens USB ansa obHoBneHus yctponcTea
CueHapumn

dannbl 0bOHOBNEHUA XpaHATCs Ha dnaw-Hakonutene USB. [locne Bkno4yeHus
YyCTPONCTBO 06HapyxuBaeT dpnaw-Hakonutens USB n 3anyckaet komaHay 06HOBNEHNS
ans  3arpysku pannoB o6HoBneHus. [locne 3aBeplueHUA 3arpy3kM YCTPOWCTBO
nepesarpyxaeTtcs n 3anyckaet 06HOBMNEHHy0 Bepcuto. [Nprumep koMaHabl 0OHOBNEHUS:

upgrade usb0:/s12k-ppc_11.0(1B2) 20131025 _main_install.bin

Ecnun cann asnaetcsa BanuaHbiM M 9Ta KOMaHAa BbINONIHEHA KOPPEKTHO, YCTPONCTBO
OyneT aBTOMaTU4ECKN NepesanyLieHo ¢ obHosneHHon Bepcuen MO.

OnucaHue

X/

s Wcnonesynte npedukc "usb0:/" ana goctyna k USB 0. BeinonHute komaHgy show
usb ana otobpaxeHna nHdbopmaumm o USB ¢ ngeHtndpukatopom 0.
% BbinonHuTte komaHgy upgrade ons oGHOBNEHUS.

5.3 PyHKUUM

Ncnonb3oBaHme USB
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BcraBbTe USB-Hakonutenb B pasbem USB. Cnuctema aBTomMaTMyeCKn BbINOAHUT MOUCK
USB. lMNocne obHapyxeHna USB mogynb ApansBepoB aBTOMaTUYECKU UHULMANN3npyeT
apaveep USB. lNocne nHMumnanusaumm cuctema aBToMaTn4eckn 3arpyxaeT ¢oannoByro
cuctemy Ha USB. llo3xe cuctema CMOXET CYMTbIBaTb UMM 3anucbiBaTb AaHHbIE C
USB-Hakonutens.

s Ecnun cuctema obHapyxmt USB wn ycnewHo 3arpysut gpamBep, oTobpasutca
cnegyowias ntHgopmMmauus:

*Jan 1 00:09:42: 5%USB-5-USB DISK FOUND: USB Disk <Mass Storage> has been

inserted to USB port 0!

*Jan 1 00:09:42: %USB-5-USB_DISK PARTITION MOUNT: Mount
usb0 (type:FAT32),size : 1050673152B(1002MB)

@ "Mass Storage" ykasbiBaeT MMS MCKOMOrO YCTpoWcTBa, a "usb0:" — ykasbiBaeT, 4TO 3TO
nepsbin USB-Hakonutenb. "Size" ykasbiBaeT pasmep pasgena. Hanpumep, B
COOTBETCTBMM C npeabigylien oTobpaxaemon uHpopmaumen dnaw-Hakonutens USB
nmeet obvem namatn 1002 MB.

@ '"Size" ykasbiBaeT pasmep pasgena.
N3BneuveHne USB-Hakonutens

CHavana ussnekute USB 13 cuctembl ¢ NOMOLLBIO KOMaHObl UHTepdenca KoMaHaHOW
ctpokn (CLI); B NpOTMBHOM criydae MOXeT BO3HUKHYTb OLmnbKa, ecrnm cuctema BCe elle
ncrnonbsyet USB.

X/

% Ecnn USB-HakonuTenb ycnewHO  wu3BneveH, oTobpasuTca  cnegyrowlas
nHopmauus:
OK, now you can pull out the device 0.

USB-HakonuTenb MOXHO BblHYyTb W3 pa3bema TOoMbKO nocrne OoTobpaxeHus
npegblaywen nHgpopmaumm.

5.4 Kondurypaums

KoHdurypaums OnucaHue n komaHaa

Wcnonb3osanne USB | A\ O6ssatensbHo.

HepocTynHo

N3BneyeHve USB- | /A (O6sizaTensHo) McnonbayeTcs ans ussneyeHns USB.
HaKonuTens

CUCTEMDbI.

5.4.1 Ucnonb3oBaHue USB

Pe3ynbTaT KOHpUrypauum

Mocne 3arpy3kn USB-HakonuTens MOXHO BbINOSIHATL KOMaHAbl 0annoBOn CUCTEMbI
(Hanpumep, dir, copy u del) ans BbinonHeHus onepauun Ha USB-HakonuTene.
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MpumeyaHusn

s O6wasa onepaumoHHas cuctema QTECH (QTOS) nopaepxuBaeT TOMbKO
ycTponctBa (T.e. 0bblyHble dnaw-HakonuTenn USB), koTopble COBMECTUMbI CO
CTaHgapTHbIM HabopoM KoMaHg WHTepdenca ManbiX KOMMbIOTEPHLIX CUCTEM
(SCSI). Opyrne yctpouctBa, Takme Kak naw-Hakonutens USB, BCTpOEHHbIN B
ceteByto kapTy USB (NIC) n cdnaw-Hakonntens USB ¢ BupTyanbHbIM gMCKOBOAOM
CD-ROM, He moryT ncnone3sosatbcs B QTOS. HekoTopble ycTponcTBa HaCTPOEHbI
Ha npeobpa3oBaHue nopta USB B nocnegoBaTtenbHbIv NOPT.

s USB nogaepxuBaeT Tonbko dannosyto cuctemy FAT. [pyrue cannosble cuctemMbl
Ha USB pomkHbl OblTb OTdopmaTupoBaHbl B dannoByto cuctemy FAT Ha TIK,
npexage Yyem USB moxHo GyaeT ncnonb3oBaTtb Ha yCTPOMCTBE.

s QTOS nopgnepxmaet USB-koHUeHTpaTopbl. [Mpy nogkntoyeHnn gnalu-HakonuTens
USB k nopTy KoHuUeHTpaTopa NyTb AOCTyna MeHseTcsa. Ecnu dnaw-Hakonuternb
USB nogkntoyeH k nopty USB yctponctea, nytb gocrtyna — usbX:/, roae X
obo3HavaeT maeHTMdukaTop yctponcrtea. [na otobpaxeHus 3TOro nNyTM MOXHO
BbINONHUTL KoMaHay show usb. Ecnu dpnaw-Hakonutens USB nogkntoyeH k nopty
USB uepe3 koHueHTpaTop, nNyTb pgoctyna — usbX-Y:/, rge X o6o3HavyaeT
noeHTugukatop ycrtponctea, a Y — wuaeHTMUKATOpP MNopTa KOHUEeHTpaTopa.
Hanpumep, usb0-3:/ ykasbiBaeT nopT 3 Ha KOHUEHTpaTope, NOAKMIOYEHHOM K NOpTYy
USB 0 ycTtpowcTsa.

Atanbl KOHdUrypaumm
NoeHTndpukaumna USB

USB-HakonuTenb MOXHO HanpsiMyto noakniountb kK USB-pasbemy 6e3 ncnonb3oBaHns
NHTepdenca KOMaHAHOW CTPOKM.

Ncnonb3oBaHne USB

[Ons konupoBaHusa annos ¢ USB Ha naw-Hakonutens BbINOMHUTE chneaylowmne
OencTeus:

% BbinonHute komaHay cd, 4tobbl BBECTU pa3gen USB.

% BbinonHute komaHay copy, 4Tobbl ckonupoBaTtb (hannbl ¢ USB-Hakonutens Ha
donaL-HaKkonuTernb YCTPOUCTBA.

J

% BbinonHute komaHgy dir, 4TOObl NpOBEPUTb, KOMMPYKTCA NnM  annbl Ha
YCTPOWNCTBO.

@ Ecnu USB MMeeT HecKonbKO pasgenoB, MOXHO MOfyYnTb OOCTYN TOSMbKO K NepBOMY
pasgeny FAT Ha ycTponcTse.

© MMyte USB He cogepXuT HWM OAHOro Katanora BepxHero ypoBHs. [locre BbINOnNHeHus
komaHgbl cd usbX:\ gna goctyna kK USB moxHO 3anyctutb komaHgy cd flash:\ gns
BO3BpaTa Kk hansioBon cucteme qoriall-HakonutTens.

lNMpoBepka KoHdUrypaumm

BbinonHute komangy show usb anga otobpaxeHuna nHgpopmaunmn o USB-HakonuTene,
BCTaBlEHHOM B YCTPOWCTBO.

Mpumep KoHUrypaumm
Mcnonb3oBaHue dnaw-Hakonutens USB
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CueHapun

ABTOHOMHaZa cpeaa

KoHduUrypauumm

K/

+ BcrtaBbTe pnaw-Hakonutens USB B USB-pa3bem ycTponcTaa.
% BbinonHute komaHay show usb B koHconu yctponcTaa.
« Ckonmpynte dann config.txt ¢ dnaw-Hakonutena USB Ha dnaw-

HakornuTerb YCTPOMCTBA.

QTECH#show usb

Device: Mass Storage

ID: O

URL prefix: usbO

Disk Partitions:

usbO0 (type:vfat)

Size:15789711360B(15789.7MB)

Available size:15789686784B (15789.6MB)

QOTECH#

QOTECH#

QTECH#dir usb0:/

Directory of usbO:/
1 -rwx 4 Tue Jan 1 00:00:00 1980 fac test
2 -rwx 1 Mon Sep 30 13:15:48 2013 config.txt

2 files, 0 directories

15,789,711,360 bytes total (15,789,686,784 bytes free)

QTECH#

QTECH#

QTECH#copy usb0:/config.txt flash:/

Copying: !

Accessing usb0:/config.txt finished, 1 bytes prepared

Flushing data to flash:/config.txt...

Flush data done

QTECH#

QTECH#

MNMpoBepka
KoHduUrypauumm

+ [NpoBepbTe Hanuuue danna config.txt B pnaw-namaru.

QTECH#
QTECH#dir flash:/

www.qtech.ru
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Directory of flash:/
1 drw- 160 Wed Mar 31 08:40:01 2010 at
2 drwx 160 Thu Jan 1 00:00:11 1970 dm
3 drwx 160 Thu Jan 1 00:00:05 1970 rep
4 drwx 160 Mon Apr 26 03:42:00 2010 scc
5 drwx 160 Wed Mar 31 08:39:52 2010 ssh
6 drwx 224 Thu Jan 1 00:00:06 1970 wvar
7 d--- 288 Sat May 29 06:07:45 2010 web
8 drwx 160 Thu Jan 1 00:00:11 1970 addr
9 drwx 160 Sat May 29 06:07:44 2010 cwmp
10 drwx 784 Sat May 29 06:07:47 2010 sync
11 —--w- 92 Tue Feb 2 01:06:55 2010 config vsu.dat
12 -rw- 244 Sat Apr 3 04:56:52 2010 config.text
13 -rwx 1 Thu Jan 1 00:00:30 1970 .issu state
14 -rw- 0 Tue Feb 2 01:07:03 2010 ss_ds debug.txt
15 -rw- 8448 Thu Jan 1 00:01:41 1970 .shadow
16 —rwx 268 Thu Jan 1 00:01:41 1970 .pswdinfo
17 —-rw- 4 Tue May 25 09:12:01 2010 reload
18 drwx 232 Wed Mar 31 08:40:00 2010 snpv4
19 drwx 6104 Sat May 29 06:10:45 2010 .config
20 -—--- 1 Thu Jan 1 00:04:51 1970 config.txt
21 d--- 160 Thu Jan 1 00:00:12 1970 syslog
22 drwx 160 Tue May 25 03:05:01 2010 wupgrade ram
23 drwx 160 Tue Feb 2 01:06:54 2010 dm _vdu
24 -rwx 16 Thu Jan 1 00:01:41 1970 .username.data
9 files, 15 directories
5,095,424 bytes total (4,960,256 bytes free)
QTECH#

TUNUYHbIE OLLUDKUN

X/

% B yctponcteo BcTaeneH cnaw-Hakonutens USB, nogaepxwuBarolwmin KOMaHObl,
oTnn4Hble oT SCSI.

% USB-Hakonutenb He wucnonb3yeT pannosyto cuctemy FAT n He moxeT ObiTb
naeHTnduUnMpoBaH CUCTEMOWN.

5.4.2 U3BneuyeHne USB-HakonuTens

Pe3ynbTaT KOHpUrypauum

M3Bneknte USB n ybeantech, 4to USB 1 yCTpOMCTBO NOSTHOCTBIO pa3beuHEHDI.
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MpumeyaHusn

s lNepen wusBnedeHnem USB-HakonuTensi BbiNnonHWUTE KomaHgy usb remove; B
NPOTMBHOM ClyyYae Npon3onaeT cucTeMHas owmbka.

JTanbl KOHUrypaumm
BbinonHeHne komangbl Remove (A3Bneynb)

X/

+» ObsasaTenbHo.
s lMepepn n3eneveHnem USB-HakonuTens BbiNonHUTE KOMaHay usb remove.

N3BneyeHne USB-HakonuTensa
Mocne BbINONHEHMS KOMaHAbl remove n3enekute USB-Hakonutenb 13 pasbema.
lNMpoBepka KoHdUrypauum

BbinonHute komangy show usb ana otobpaxeHuna nHgpopmauun o USB-HakonuTene,
BCTaBlNEHHOM B YCTPOWCTBO.

CBsizaHHble HaCTPOWKH
MN3BneyeHne USB-HakonuTens

KomaHpa usb remove device-id

OnucaHue device-id: Yka3sbiBaeT ngeHtudgukatop nopta USB Ha ycTponctee. [ns
napameTpoB | oTobpaxeHus aToro ID MOXHO BbINONHUTL KOMaHay show usb.

Pexum [MpuBMNernpoBaHHbIN  PEXNM
KOHcpurypauum

BcTtpoeHHasa | [lepen nssnevyeHnem USB BbinonHuTe KOoMaHgy usb remove; B

noackaska NpoTUBHOM crniyvae, ecnn USB ucnonb3yetcs, 6yaeTt BoiBeAeHO
coobuieHme 06 ownbke. Ecnm komaHaa BbINONHEHa, oTobpaxaeTca
COOTBETCTBYOLWAas MHpopmaums, n MOXHoO nssnevs USB-HakonuTtenb n3
pasbema. Ecnu BbinonHeHne komaHabl He yaanoch, USB Bce ewe
ncnonb3yetcs. B atom cnyyae He n3snekante USB-Hakonutenb, noka oH
He GygeT Mcnonb3oBaTbCA.

Mpumep KoHdUrypaumm
MN3BneyeHne USB-HakonuTens

CueHapun | AgroHomHasi cpeaa

JdTanbl % 3anyctute komaHgy show usb, 4TOObl 0TOGpa3nTbL naeHTUUKaToOp
KOHcpurypauum USB.
% lepen wusBneyeHnem USB-HakonuTena BbINOMHUTE KOoMaHgy usb
remove.

QTECH#show usb
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Device: Mass Storage

ID: O

URL prefix: usbO

Disk Partitions:

usbO0 (type:vfat)

Size:15789711360B (15789.7MB)

Available size:15789686784B (15789.6MB)
QOTECH#

QOTECH#

QTECH#usb remove 0

OK, now you can pull out the device 0.

lNMpoBepka

KOHcpurypauum

% CHoBa 3anyctute komangy show usb, 4To6bl NPOBEPUTL, M3BMIEYEH NN
USB-Hakonutens. Ecnn yctponctBo ¢ wugeHtudukatopom 0 He
oToOpaxkaeTca B BbIXOAHbIX AAaHHbIX KoMaHabl show usb, 3Haunt USB-
HakonuTenb yaaneH.

QTECH#show usb
QTECH#

5.5 KoHTponb cocTosiHuA

OToGpaxeHue

OnucaHue KomaHaa
OtobpaxaeT nHopmaumio o show usb
Tekywem USB-ycTponcTse.

@ § QTECH
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6 HACTPOUKA UFT
6.1 O630p

YHuduuymuposaHHas Tabnuua nepecoinkn (UFT) no3BonseT koMmyTaTopy AMHAMUYECKN
pacnpenensTb 3anMcy annapaTHON NepPeChISKU.

lNMpoTokonbl n ctaHaapTbl
HepoctynHo

6.2 NMpumeHeHue

BapuaHTbl npuMmeHeHunsA CueHapun

[OnHamunyeckoe
pacnpegeneHue 3anucemn

Ecnm  yctponctBo  pabotaet B obwem pexume
MapLpyTtusaumm, metka MPLS He TpebyeTcs Ans nepechisiky,
N COOTBETCTBYKOLlEE MECTO AN 3anncu He WCMNoNb3yeTcs.
Ecnn BxogHasa emkoctb meTkm MPLS moxeT mcnonb3oBaTtbcs
apyrumu 3anncamm, Hanpumep 3anucamm ARP/ND, yctponcTtso
MOXeT 06yunTbes 6onbluemy konndecty 3anmcen ARP/ND.

6.2.1 lIuHamMu4yeckoe pacnpegeneHue sanuceun
CueHapun

Ha cnegywouwem wu3obpaxeHun nokasaHa obwas Tononorns KamrnyCHOW ceTu.
YCTPOWCTBO YPOBHA aapa MOXeT ObiTb pasBepHyTO B Hebonbwon obnactu
KOHBEpPreHunn B Ka4eCcTBe Maroro CBOAHOro ycTpomcTea. OyHKUUN YPOBHSA 2 SA4pOBOro
YCTPONCTBA BKIOYEHbI. YCTPOUCTBO YPOBHSA siapa TakkKe MOXET ObiTb pa3BepHyTO B
B6onbLon 06nacTn KOHBEpPreHumMn B Kadectse 60nbLLIOro CBOAHOMO yCcTponcTea. B atom
cny4ae yCTpOMCTBO YpOBHS sigpa paboTaeT kak wnio3. Koraa ycTponcTBo YpoBHA aapa
BbICTyNaeT B KayeCTBe Marioro CBOAHOrO YCTPOWCTBa, eMy TpebyeTcsa OOCTaTOYHO
6onbLwon pasmep Tabnuubl MAC-agpecos.

[pyron cueHapun UCnonb30BaHUS YCTPOMCTBA YPOBHSA sipa, KOrga OHO BbICTynaeT B
KayecTBe OONbLIOrO CBOAHOrO YCTPOMCTBA, a WMEHHO, 6onbloro Lwi3a.
BoamoxHoctn pgoctyna 3asBucat ot emkoctv ARP n ND, a MMeHHO OT KonuyecTtBsa
[OCTynHbIX TepMmuHanos IPv4 un |IPv6. B kadectBe npumepa BO3bMEM YCTPOMWCTBO,
yCTaHOBMeHHoe ¢ ornepaunoHHon cuctemon Windows 7. Takoe yCTpOWMCTBO
nogaepxusaet aea crteka IPv4 wn IPv6. Korpa TtepmuHan nonyydaet [ocTtyn K
YCTPOMCTBY, OH 3aHumaeT oaHy 3anucb ARP u opgHy 3anuce ND. B atom cueHapuu
npumMmeHeHna TpebyeTtca 6onbLoe konmnyecTso 3anncen ARP n ND.

N3o6paxeHne 6-1
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Large Aggregation Area

Small Aggregation Areg

— " — — — —

OnucaHue

% Bkntounte kommyTtaTtop B pexmme mocta UFT, 4tobbl yBENUUMTL €EMKOCTb Tabnuupl
MAC-agpecos.

% Bkniounte kommyTaTtop ans pabotbl B pexume wno3a UFT, 4tobbl yBennunTb
emkocTb ARP n ND 3anucen.

6.3 dyHKUUN

BasoBble KOHUenuuun

HepocTtynHo

0O630p

DYHKUMSA OnucaHune

Pexunm pabotbl UFT UFT npepoctaBnsdeT nonb3oBatensam MexaHu3m Bbibopa pabouyero
pexvma B COOTBETCTBUM C NOTPEBHOCTAMU cLeHapUs NPUMEHEHNS.

6.3.1 Pexxum pabortbl UFT
MpuHUMN paboTbl

UFT npepocrtaBngeT nonb3oBaTtensm MexaHu3Mm Bblbopa paboyero pexvva B
COOTBETCTBUM C NOTPEBHOCTAMU CLUEHAPUS NPUMEHEHUS.

UFT nogaepxnBaeT 4o BOCbMM paboymx pexxmumoB. BeibpaHHbIN pexxum padoTbl MOXET
BbITb aKTUBMPOBAH MOCIE COXPaHEeHWs U nepesanycka yCTpPonCTBa.

3HayeHune no yMonyaHuto

B Havane gna kommytatopa yctaHoBneH pexum UFT no ymondaHuio. B pexume no
YMOMYaHUIO Kaxkaasi annapaTHas 3anucb KOMMyTaTopa NpUMEHSIETCS K 6OMbLUIMHCTBY
cLueHapveB NpUMEHEeHUS.

MocT
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Pexxnm mocta — 9TO pexum nepecbinkn ypoBHs 2. OH NpUMEHSIETCA K CueHapusm
NPUMEHEHNSA, B KOTOPbIX JOMWHUPYIOT TOSIbKO CEpPBUCHI YPOBHA 2. B pexmnme mocTta
emkocTb ARP, ND n MPLS 3HauuTenbHO cHwxkaeTtcsi, n bonblias 4YacTb €MKOCTU
BblaensdeTca Tabnuue MAC-agpecos.

Lino3

Pexum wwno3a nogpasgensercs Ha Tpu pexuma: pexuvm gateway (Lnio3), pexum
gateway-max n pexxum gateway-ndmax.

Pexunm wnwo3a npuMeHseTca K cueHapusaMm MPUNOXEHUA, B KOTOPbIX OOMWUHWUPYIOT
cnyx6bl ypoBHA 3. Pexxnm gateway-max NpuMEHSieTCA K CLeHapusiM MpUioXeHun, B
KOTOPbIX pas3BepHyTO 6onblioe KONMYecTBO TepMuHanoB. Pexum gateway-ndmax
NPUMEHAETCA K CUEeHapusiM MNPUNOXEHUN, B KOTOPbIX pasBepHyTo 6GonbLioe
KOnuyecTBo TepMunHarnos IPv6.

MappyT

Pexum maplwpyta — 3TO pexum ceTeBol Mapuipytusauun. OH npumeHsieTcs K
CcLueHapusiM, B KOTOPbIX AOMUHMPYET O6onbllioe KONMMYECTBO MapLupyTU3aumm u
NepechbINKu.

Pexvnm maplpyta nogpasgensercs Ha pexumbl route-vdmax u route-vémax. B aTux
OBYX pexummax €eMKOCTb ceTeBblXx Tabnuy MapwpyTtusaumm IPv6 u  IPv4
COOTBETCTBEHHO BblAENSAETCS B MAaKCMMarbHOW CTEMNEHMN.

6.4 Kondurypauus

KoHdumrypay | CnpaBka u cBsi3aHHble HaCTPOMKU

WOHHbIN

anemeHT

Hactponka /\ [DononHuTenbHas KoHdUrypauusi. MNepeknounTe TekyLLnii pexum paboTtsl UFT
pexuma KOMMyTaTopa.

pabotbl UFT

switch-mode mode_type slot slot num | lNepeknioyaeT pexnm paboTbl
UFT B aBTOHOMHOM pexunme.

switch-mode mode_type switch MepekntoyaeT pexum paboTbl
switch_num slot slot_num UFT B pexnme VSU.

6.4.1 HacTpouka pexuma pad6otbl UFT
Pe3ynbTat KOHUrypaumm

X/

s Hactponte pexum mocTta, 4TOObl YBENUYUTL pasmMep 3anucu ypoBHA 2. Pexum
MOCTa NPUMEHSIETCS K CLieHapusaM, B KOTOPbIX AOMUHUPYIOT Cy>XObl YPOBHSA 2.

s HactpownTte pexum wno3a gns ysenudeHus pasamepa tabnuubl ARP n ND. Pexum
LU03a MPUMEHSIETCS K CLIEHapUAM, B KOTOPbIX AOMUHUPYHIOT CNyX0bl YPOBHSA 3.

s Hactponte pexum Mapwpyta Ona  yBenuyeHust  pasmepa  Tabnuubl

MapwpyTtusaumm. Pexum maplpyTta MpuUMEHAeTCs K CueHapusMm, Ans KOTopbIX

TpebyeTca 6onbLIoe KONMYECTBO MapLUPYTU3aLMKN U NEPECHINKMN.
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MpumeyaHusn

« [llocne 3aBepLUeHNA HACTPOMKN COXpaHWTE ee U nepesarnycTute YCTPOUCTBO ANS
TOro, 4tobbl KOHUrypauusa BCTynuna B JENCTBUE.

< WNameHute pexum UFT u coxpaHuTe wnameHeHus. [lpu nepsBom nepesanycke
ycTponctea nocne  obHoBneHua  yHkums  UFT  moxeT npuBectM K
aBTOMaTU4YEeCKOMY nepesanycky NMMHENHON KapTbl OQUH pas.

MeTopa koHduUrypaumm
MepekntoyeHne pexnma pabotel UFT B aBTOHOMHbLIN PEXNM
Ob6gaszaTtenbHasa KOHpuUrypaums.

Mcnonb3aynte komangy switch-mode mode type slot slot_ num pnsa nepeknoyveHus
pexunma UFT kommyTtartopa.

CuHTakcuc switch-mode mode_type slot slot_num

KOMaHap!

Onucanune mode_type: Pexum pabotbl UFT.

napameTpoB slot_num: O6o3Ha4aeT COOTBETCTBYHOLLYIO NIMHENHYIO KapTy,

YCTaHOBIEHHYHO B LLACCW.

Mo ymonuaHuio  Pexnm no ymonyaHuio

Pexum Pexunm rnobanbHon KoHurypaumm

KOH(purypaumm

BcTpoeHHas % B aBTOHOMHOM pexume nuHerHas kapTa MOXeT paboTaTb crneayroLwmm
NnoAcKa3ka obpasom:

X/
°e

default: Pexum no ymonyaHuio, KOTOPbLIN MNPUMEHSIETCA
GONbLUNHCTBY CLEHapUeB NPUMEHEHMS.

X/
°e

AOMUHUPYIOT CEPBUCHI YPOBHSA 2.

X/
°e

AOMVHUPYIOT CryObl YpOBHS 3.

X/
°e

KOTOpPbIX pa3BepHyTO BOJIbLLIOE KONMYECTBO TEPMUHASIOB.
gateway-ndmax: Pexum  gateway-ndmax, npuvmeHsemMbin

X/
°e

bridge: Pexum MocTa, NpUMEHSiEMbIN K CLEeHapusM, B KOTOpPbIX
gateway: Pexum wno3a, npuMeHsemblin K CueHapui, B KOTOPOM

gateway-max: Pexum gateway-max, NnpuMeHsiEMbIN K CUeHapusiMm, B

cLleHapusiM, B KOTOPbIX pa3BepHYTO OONbLUOE KONMYECTBO TEPMUHANOB

IPV6.

TpebyeTtca 6onblioe konudectso MPLS.
< route-vdmax: Pexum mapwpyTtusaumm IPv4, npumeHsieMbln

< label: Pexum MeTkn, nNpuMeHsieMbI K cuUeHapusMm, ONs KOTOPbIX

cueHapunam, and KOTOpPbIX Tpe6yeTc;| 6onbloe KOnmn4yecTtBo

MapwpyTtos IPv4.
route-vbmax: Pexum wMapwpyTtusaumm IPv6, npuMmeHsemMbin

X/
°e

cueHapusiM, AOns KoTopbix Tpebyetca  6ofbluoe  KONMYECTBO

MapLpyToB IPv6.
MepekntodyeHne pexuma pabotel UFT B pexxume VSU
Ob6gaszaTtenbHasa KOHUrypaums.
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Mcnonbaynte komangy switch-mode mode type switch switch_num slot slot_num
ans nepekntodenus pexmva UFT kommyTaTtopa.

CuHTakcuc
KOMaHbl
OnucaHne
napameTpoB

Mo ymonyaHuto
Pexnm
KOHoUrypaumm
BcTpoeHHas
noackaska

switch-mode mode_type switch switch_num slot slot_num

mode_type: Pexum pabotbl UFT.

switch_num: B aBTOHOMHOM pexunme KnroyeBoe crnoBo switch He
ncnonssyetcs. B pexume VSU knoyeBoe crioBo switch ykasbiBaeT Ha
Laccu unum oTaenbHoe YCTPOUCTBO.

slot_num: o6o3Ha4yaeT KapTy, yCTaHOBMNEHHYIO B LLUACCHU.

Pexum no ymonyanuto

Pexxum rmobanbHOM KoHpurypauum

© B pexume VSU nnHenHas kapta MoxeT paboTaTb criegyowmm obpasom:

s default: Pexum no ymonyaHuio, KOTOpPbIN MNPUMEHSAETCS
BOMbLUMHCTBY CLEHapUeB NPUMEHEHNS.

AOMVHUPYIOT CEPBUCHI YPOBHS 2.
AOMVHUPYIOT CryXObl YpOBHSI 3.

KOTOPbIX pa3BepHYTO BONbLLOE KOMMYECTBO TEPMUHATOB.
% gateway-ndmax: Pexum gateway-ndmax, npumeHsiembin

K

s bridge: Pexum MocTa, nNpuMeHAembl K CueHapusiM, B KOTOPbIX
< gateway: Pexum wno3a, NpUMeEHAeMbI K CLeHapuio, B KOTOPOM

% gateway-max: Pexum gateway-max, NnpuMeHsieMbli K CLeHapusiM, B

K

cueHapusiM, B KOTOpbIX pa3BepHYyTO Oonbluoe  KONNYecTBO

TepMmunHanos IPv6.

+ label: Pexunm MeTkn, npuUMeHsieMbll K cUEHapuaMm, AN KOTOPbIX

TpebyeTtca 6onbLioe konudectso MPLS.
¢ route-vdmax: Pexum wmapwpyTtmsaumum IPv4, npumeHsemblin

K

cueHapuam, AOnAa KOTOpbIX Tpe6yeTc;| Gonbloe KONMM4ecTBo

MapLpyTtoB IPv4.
% route-vébmax: Pexum wmapwpyTtusaumm IPv6, npumeHsembin

K

cueHapusiM, Ons  KOoTopbix TpebyeTcs 6GonblIOe  KONMUYECTBO

mMapLpyToB IPv6.

lNMpoBepka KoHdUrypauum

s [lNocne nepesarpy3kn ycCTponctBa wucnonb3ynte komaHgy show run gns
OTOOpaXXeHMs1 TEeKyLlero COCTOSIHUS JIMHEWHOW KapTbl WU NPOBEPKM BCTYMNEHUS
KOHdUrypauum B cuny.

X/

s Wcnonbsynte komaHay show switch-mode status gns otobpaxeHusi cocTosiHUS

[MpMBUNErMpPOBaHHbIA  PEXMUM, PEXUM rNoBanbHOM KOHGUrypaumm,

pexunma UFT.
CuHTakcuc show switch-mode status
KomMaHabl
Onucanve HepoctynHo
napameTpoB
Pexum
KOHoUrypaumm peXxum KoHdurypaumm nHtepdenca
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BcTpoeHHas HepocTtynHo
noackaska
Mpnmep QTECH (config) #show switch-mode status
KOHdUrypauum Slot No Switch-Mode
switch 1 slot 3 bridge

Mpumepbl KOHUrypauum
MepekntoyeHne pexnma paboTtel UFT B aBTOHOMHOM pexume

CeteBas cpefa HepocTtynHo
MeTog Mepekntounte pexum pabotel UFT nuHenHon nnatel B crote 3
KOHGoUrypaumm KOMMYyTaTopa Ha peXxum MocTa.

QTECH (config) #switch-mode bridge slot 3
Please save current config and restart your device!
QTECH (config) #show run
Building configuration...
Current configuration : 1366 bytes
version 11.0(1B2)
!
cwmp
!
install 3 M8600E-24XS4QXS-DB
!
sysmac 1414.4b34.5624
!
nfpp
!
switch-mode bridge slot 3
MeTopn nposepku Wcnonbayinte komaHay show switch-mode status ons otobpaxeHus
MHdOpMaLUKM 0 KoHUrypauuu.
QTECH (config) #show switch-mode status
Slot No Switch-Mode
3 bridge

TUNUYHbIE OLLUNDKKN

6.5 KoHTponb cocTosiHuA
Ouucrtka
HepoctynHo
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OToGpaxeHue ctaTyca BbINOSTHEHUS

OnucaHue

KomaHaa

OTtobGpaxaeT

pexnm

paboTtbl UFT kommyTaTopa

show switch-mode status

OTto6paxeHue nHpopmauumm o6 oTnagke

O [lMpegblgywime kKoMaHabl MOHUTOPUHIA M OBCHYXMBaAHUA Takke AeNCTBUTENbHbI ANs
YCTPOMWCTB Ha Laccu 1 oTAeNbHbIX YCTPOUCTB B aBTOHOMHOM pexxmume n pexnme VSU.

{ B aBTOHOMHOM pexume KroyeBoe crnoBo switch He nucnonbayetcsd. [Ana ycTponcTs Ha
Lwacewm kroyeBoe crnoso slot ykasbiBaeT Ha yKas3aHHYI0 JIMHEeNHYIO KapTy.

@ § QTECH
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7 HACTPOUKA PE3EPBUPOBAHUA KAPT
YMNPABJIEHUA

7.1 O630p

PesepBrvpoBaHMe KapT YynpaBneHnss — 3TO MeXaHW3M, KOTOpbIN WUCNonb3yeT
pe3epBMpOBaHME B peanbHOM BpemMeHu (Takke Ha3blBaeMoe  «ropsunum»
pe3epBUPOBaAHMEM) COCTOsIHUS  paboTbl  CnykObl Mogynen ynpaeBneHus Onsg
NOBbILEHWSI 4OCTYNHOCTN YCTPOWCTBA.

B ceteBOoM ycTpomcTBe C MIIOCKOCTLIO ynpaerieHust (control plane), otaeneHHon oOT
nnockoctn nepecobinkn (forwarding plane) , nnockocTb ynpaeneHus paboTtaeT Ha
Moayne ynpasrieHusi, a MroCKOCTb nepecbifiku paboTtaeT Ha kaptax. [aHHble
MAOCKOCTN YNpaBfeHnsa ynpasfsoworo MOAYNS KOMMPYKTCA B pe3epBHbIM MOAyMb
yrpaBrieHns B pexume pearnbHOro BpeMeHu BO BpeMs paboTbl ycTpounctBa. Korga
Ynpasnsawowmi  MoOAyNb  OTKNOYaeTca OOMKHbIM — obpa3om  (Hanpumep, WK3-3a
OOHOBNEHNA NporpaMMHOro obecneyvyeHnsl) WM HeoXmaaHHo (Hanpumep, U3-3a
NPOrpaMMHbIX MMM annapaTHbIX MCKMAYEHUN), YCTPOMCTBO MOXET aBTOMATUYECKM
ObICTPO NEPEKMOUMTLCA Ha  pes3epBHbI  MOoAyfb  ynpasneHusa 6e3  noTtepu
nonb3oBaTeNbCKOW KOHdUrypaumm, Tem cambiM obecneymBas HopmarnbHyl paboTty
cetn. [lnockoCcTb Mepecbifikn  NpPoAoImKaeT nepefady NakeToB BO  BpeMs
nepeknoyeHus. [lepecbinka He OCTaHaBNMBAETCA W He MPOUCXOAUT U3MEHEHUN
TOMONIOrMM BO BpeEMSA nepesanycka NiioCKOCTM yNpaBnieHus.

TexHonorns pes3epBMpoBaHMSA MOAYNSA ynpaBneHus obecneunBaeT cnegyowmne
yaobcTBa Ans ceTeBbIX Cyx6:

1. ToBbileHne JOCTYNHOCTH CeTH

TexHonorusa pesepBupoBaHMSa MOAYNs ynpaBneHus obecneunBaeT nepeaady AaHHbIX U
MHOPMAaLMIO O COCTOSIHUM CEaHCOB NOSb30BaTeNen BO BpEMS NEPEKITIOYEHMS.

2. lpepoTBpalleHue NpocTod B COeANHEHUN COCEQHMMUN YCTPOMUCTBaAMMU

Bo Bpems nepekntoveHnss He BbinonHseTca nepesanycka forwarding plane. Noatomy
cocean He MOryT OGHapYyXUTb U3MEHEHNEe COCTOSHUA KaHana M3 COCTosiHMA "onyLueH"
Ha "nogHAaT".

3. lNpepoTBpalleHune 3arnyLek Ha MapLupyTe

Forwarding plane nogopgepxusBaeT nepefady AaHHbIX BO BpeMdA MNepeknioyeHus, a
Control plane GbICTpo co3gaeT HoBYO Tabnuuy nepecbinku. MNpouecc 3ameHbl cTapomn
Tabnuubl Nepechbisiki Ha HOBYIO NPeaoTBpaLLaeT NosABAEHE 3a4epXXeK HA MapLupyTe.

4. [lpepoTBpalieHne NoTepu Nosb30BaTENBLCKNX CEaHCOB

Brlaro,u,apﬂ CUHXPOHM3aLUMN COCTOAHMA B peajibHOM BpEeMEeHU MNoJib30BaATENIbCKNE
CeaHCbl, CO3aaHHble OO0 NEepPEKNoYEHNA, HE TepATCA.
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7.2 NMpnmeHeHue

MpumeHeHue OnucaHue

Pe3epBupoBaHue Ha KOMMYTaToOpe YpOBHA dAApa, roe ycraHoBIeHbl OBa MoOynd

MOQYJ’IGVI ynpaBneHund, TEXHOIIOMMA pe3epBUpoBaHNA MOXET YIydHlWnUTb
yrnpassieHna CTabunbHOCTb CETU U OOCTYNHOCTb CUCTEMBbI.

7.2.1 Pe3epBupoBaHMe moayrnen ynpasreHus
CueHapun

Kak nokasaHo Ha cnegywowem un3obpaxeHun, B 3TOM TOMOSOrMM CETU Mpu
HEMCNpaBHOCTU KOMMyTaTopa YPOBHS a4pa, CeTW, MNOAKMIOYEHHbIE K HEMYy,
pacnagytca. [Ona noBbllWEHUA CTabuibHOCTU CeTM HeobXoauMoO HacTpouTb ABa
MOOYNA  ynpaBfieHUs Ha KOMMyTaTope YpPOBHA agpa And  peanu3auuu
pe3epBnpoBaHMA. YNpaBnawLwmMn Moaynb OnepupyeT BCeM CUCTEMOWN, a pPe3epBHbIN
MOAYNb YnpaBneHus pesepBupyeT MHGPOPMaUMIO O COCTOSHUM paboTbl CNyXObl
yNpaBnsAwoLWOro Moaynsa B pexume pearnibHOro BpeMeHu. Npu py4yHOM nepeknoveHnm
WUNU NPUHYAUTENBHOM MNEPEKIOYEHNN U3-3a HEMCMPABHOCTM YNPaBASOLWOro Moayns
pe3epBHbIN  MOAYfb  ynpaBfieHUss HemeaneHHo OepeT Ha ceba  dyHKumm
ynpasnsawoworo moaynsa. Ha nnockoctn nepecoinku(forwarding plane) MoxHo
NPOAOIPKUTL Nepeaayy AaHHbIX U MOBbICUTb AOCTYNHOCTb CUCTEMBI.

N3obpaxeHne 7-1

he core switch uses a
redundancy of two
supervisor modules.

&J Ql !g

OnucaHue

[na ycTtponctB Ha waccu cuctema obopygoBaHa MeEXaHU3MOM pe3epBMPOBaHUSA
ynpasnsawowunn/pesepeHbin. Cuctema nogaepxmeaeTt yHkumio plug-and-play go tex
nop, Noka ynpasnsaoLWUN 1 pe3epBHbIN MOOYNN yNpaBieHNs COOTBETCTBYIOT YCIOBUAM
pe3epBUpOBaHUS.
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Kaxxgoe 13 oTgenbHbIX YCTPOWCTB 3KBUBANEHTHO OAHOMY MOAYNIO YNpaBneHus C
OAHOWN NMHENHOW KapTon. BupTyanbHbin mogynb kommyTtauumn (VSU), cobpaHHbIn 13
HECKONbKMX OTAENbHbIX YCTPOMCTB TaKkKe WMEeT MeXaHu3M pe3epBUpOBaHuUS
ynpaBnsAwoLLnin/pe3epBHbIN.

7.3 DyHKUUN

BasoBble KOHUenuuun
Ynpasnsowmi Mogyrb, pe3epBHbI MOAYITb ynpaBneHns

Ha ycTtponcTse, rae ycTaHOBIEHbI ABa MOAYNA ynpaBneHusi, cuctema BblbupaeTt oguH
MOAYNb ynNpaBrfieHUss B Ka4yeCTBe aKTUBHOIO, KOTOPbIM SABMASETCA YNpaBnsoLUM.
Opyron moaynb ynpaBneHua yHKUMOHUPYET Kak pes3epBHbIN. [1py HeucnpaBHOCTU
ynpaBnsawLwWoro MOAyns WM Korga OH 3anpalwunBaeT MNepekniodeHne, pes3epBHbIn
MOAynb ynpaeneHnsa 6epeT Ha cebs yHKUMM YNpaBnsAoLWOro Moayns 1 CTaHOBUTCS
HOBbIM YynpasnsawowumMm moaynem. Kak npasuno, pes3epBHbI MOAYMb yrnpaBneHus He
yyacTByeT B YMpaBfeHUM KOMMYTaTtOpOM, a OTCMEeXMBaAEeT COCTOsiHME paboThbl
ynpaBnsawLworo Moayns.

MoBGanbHbIM YNpaensowmn Moayrb, rnobdanbHbI pe3epBHbIA MOAYIb YNpaBnieHns,
rnobanbHbI KaHAMAAT B MOAYNM YNpaBneHus

B cucteme VSU, coctosiwen n3 agByx unu 6onee yCTPOWCTB Ha LIAcCK, Kaxgoe Liaccu
nMeeT OBa MoAynsa ynpasneHus: YnpasBnswowun MoAyrb onepupyeT BCEM Laccu, a
pe3epBHbIN MOAYMb ynpaBneHus paboTaeT kak pe3epBHbii. [ns Bcen cuctembl VSU
nmeetca gea wunu 6Gonee moaynen ynpaenexHusa. OguH  Ynpasnswwum mMoaynb
BblibupaeTcs M3 BCcex Moaynen ynpasneHus Ans onepupoBaHusa Bcen cuctemon VSU,
TaKke OAMH BCNoMoraTeribHbli MOAynb YynpaBneHns BbiOUMpaeTcsa B KayecTBe
pe3epBHOro Ans Bcen cuctembl VSU, a gpyrme mMoaynuv yrnpasrieHUsi UCNOSb3yHTCS B
KayecTBe  mogynen-kangugatoB.  Mopaynb-kaHOugaTt — ynpaeneHWs  3aMeHsieT
ynpaBnsAwwWnNn UNn pes3epBHbIN  MOAYMNb YNpaBrfieHUss B Criydae HeucrnpasBHOCTU
nepBOHaYanbHOro YNpaBnsoOWOro WM pesepBHOro Moaynsa ynpaseneHus. Kak
npaBuno, MoAyNN-kaHAMAAThl B yNpaBneHue He y4acTBYIOT B pe3epBnpoBaHumn. Ytobbl
OTNMYUTL YNpaBraoLWne N pesepBHble MOAYNM yrpaBieHus B Laccu OT Moaynen B
cucteme VSU, oHM, a Takke moaynu-kaHaupatel B cucteme VSU, HasbiBaloTCH
"rmobanbHo Ynpasnsawowmin moayne", "rnobanbHO pe3epBHbIN MOAYMb ynpasreHms" n
"rnobanbHbI KaHAMAAT B Mogynu ynpasneHunsa". MexaHnam pesepBnpoBaHMS MOAyIen
ynpaBneHus BnusieT Ha rrnobanbHbi YNpaBnsaowmin Moaynb 1 rnobanbHO pe3epBHbIn
Moaynb ynpasneHus. Takmm ob6pa3om, OCHOBHOM M pe3epBHbI MOAYNN yNpaBneHns B
cpege VSU saBnstTcsa rnobanbHO YnpaBnsawwmin Mogysnb U rnobanbHO pe3epBHbIN
MOAYIb ynpaBneHus.

B cucteme VSU, coctodwen 3 gByx mnu 6onee oTaenbHbIX YCTPOWCTB, KaXKaoe
YCTPOWCTBO 3KBMBANeHTHO OAHOMY MOZYI0 YrpaBrieHUs U OAHOW NMHEWHOW KapTe.
Cuctema BblbupaeT 0gHO YCTPONCTBO B KayecTBe rnobdanbHO ynpasnsawoLworo Moayns,
M O4HO YCTPOMWCTBO B KayecTBe rnobanbHO pe3epBHOro MOAyNSA ynpaBreHus, a apyrue
YCTPOWCTBA CryXaT B KadecTBe rnobarnbHbIX KaHaAMO4aTOB B MOAYNM yNpaBrieHus.

HeobxoanMble ycnoBus Ans pesepBrMpoBaHUs Modynen ynpasneHus
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B cucrteme ycTpoiicTB annapaTHoe W nporpamMHoe obGecriedeHue Bcex Mopynen
ynpaeneHuss [OOMMKHO OblTb COBMECTUMO, 4TOObl pe3epBMpOBaHWE  MOAyren
ynpaBneHnsi pyHKLMOHNPOBANO AOMKHbIM 06pasom.

Bo Bpemsi 3anycka TpebyeTcs nakeTHas CUHXPOHM3AUMS Mexay YnpaBnsaowum u
pe3epBHbIM MOAYNAMU yrnpaBneHusi, YToObl ABa Moaynsa ynpasneHus 6binv B O4HOM
COCTOSIHUN. PesepBupoBaHue Moaynen  ynpaBrieHus HeaKTUBHO nepeg
CUHXPOHM3aLUMEN.

CocTosiHMe pe3epBUpOBaHUS MOAYNEN ynpaBreHus

Bo BpemMsa pe3epBUpOBaHUS YNpaBNSALWOro/pe3epBHOr0O  Moaynsi  yrnpasreHus
npoucxoauT criegytollee U3MeHeHue ctaTtyca:

% cocTosiHne alone (oguH): B aTtom coctosiHMM B cucteme paboTaeT TONbKO OAMH
MOAYNb YyNpaBneHus, WM nepeknioveHne mexagy ynpasnsowum/pesepBHbIM
MoAyneM He 3aBeplleHO, U MeXAy HOBbIM YnpaBnalowWMM MOAYyNeM U HOBbIM
pe3epBHbIM MOAyNneM yrnpasfieHUsl He YCTaHOBIEHO pe3epBuUpoBaHue.

% cocTosiHne batch (naket): B aTom cocTtoaHun mexay ynpaBnsaowmM N pe3epBHbIM
MOAyneMm yrpaBreHna yCTaHaBNMBaAKOTCH OTHOLUEHUS pe3epBUPOBaHUS, a 3aTem
BbINOJSIHAETCS NakeTHOe pe3epBupoBaHue.

s CoctosiHue realtime (B peanbHOM BpeMeHW): YNpaBnawwmn mMoaynb nepexogut B
9TO COCTOSiIHME nocre 3aBeplleHUss MNakeTHOro pes3epBUpOBaHUS  Mexay
ynpasnsawwWwmM W pesepBHbIM  MOAYyNaAMU  yrnpaBneHus. PesepBupoBaHue B
peanbHOM BPEMEHW BbINOMHAETCA MexXay YNpasnsiowmuM U pe3epBHbIM MOSYyNSaMN
ynpaeneHus. Py4yHoe nepekniovyeHne MOXeT BbINOMHATLCA TOMbKO B 3TOM

COCTOSHUMN.
0O630p

PyHKLUMA OnucaHue

Bbi6op YCTPOMUCTBO MOXET aBTOMaTU4EeCKM BblOMpaTb ynpaBnsAowmi u
YyNpaBAsAoLWOro 1 | pe3epBHbIA MOLYNN YNpaBfeHna B 3aBMCUMOCTU OT TEKyLLEero
pe3epBHOro COCTOSIHMS CUCTEMBI. Takke NnogaepXmBaeTcs py4YHoOW BbIGOp.
mMoayneu

ynpaBneHus

CuHXpoHM3aumns B cpene pesepsupoBaHua mogyren yrnpasneHus Ynpasnsowmn
MHdopmMaLmmn MOAYJSlb CUHXPOHU3UPYET NMHAOPMALINIO O COCTOSHUM U (hannax
moaynen KOH(purypaumm ¢ pesepBHbIM MogyfneM ynpaBreHnsa B peasibHOM
ynpasrneHuna BPEMEHN.

7.3.1 Bblbop ynpaBnfawoLworo u pesepBHOro moayneun ynpasneHus
MpuHUKMN paboTbl

ABTOMaTMYECKMI BbIOOP YyNpaBnsOWOro M pe3epBHOr0 MOAynen ynpasneHus Ons
YCTPOWUCTB Ha Llaccu

lMonb3oBaTenu MoryT BCTaBASATb NN yoansaTb MOAYNM ynpaBreHusa Bo Bpems paboThbl
ycTponctea. YCTPOUCTBO, B 3aBUMCUMOCTM OT TeKylero COCTOSHUS CUCTEMbI,
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aBTOMaTMYEeCKM BblOGMpaeT pabouyld cUCTEMY, He BNUSS HA OObIYHYHO KOMMYyTaLMIO
AaHHbIX. BO3MOXHbI cnegyloolimMe crydyan, Npu KOTOpbIX YNpaBnswWWUiA  MOAynb
BblBMpaeTcsi COOTBETCTBYOLWMM 06pa3om:

X/

% Ecnu Bo Bpems 3anycka ycTponcTBa BCTaBMEH TOMbKO OAMH MOAYIMb yrpaBneHus,
YyCTPOMCTBO BblbMpaeT 3TOT MOAyNb YNpaBfneHUs B KayecTBe YNpaBrsioLLOro
MOAYNsl HE3aBMCUMO OT TOro, BCTaBMEH N oH B cnoT M1 unn M2.

% Ecnu BO Bpems 3anycka ycTpovcTBa BCTaBfeHbl ABa MOAYyNSA YynpasneHus, no
yMOnyaHuioo Moaynb ynpaeneHus B cnote M1 Bblbupaetcs B KadecTBe
ynpaBnsoLworo Moayns, a MoAynb ynpasBneHus B cnote M2 Bbibupaetca B
KayecTBe pe3epBHOro Moaynsa ynpasneHua Ons uenen pesepBupoBaHus, U B
TepMunHarne BbIBOOATCA COOTBETCTBYIOLLME 3aMpOChl.

« Ecnn Bo Bpems 3anycka yCTpoucTea BCTaBneH ogvH Moaynb ynpaslieHnd, a apyron
MoOynb ynpaBneHWs BCTaBrneH BO BpeMs paboTbl yCTpoWCTBa, MOAYIb
yrnpaBrieHns1, BCTaBNEHHbIA MO3Xe, UCNONb3yeTCs B Ka4yecTBe pe3epBHOro Moayns
yrpasrieHus Ans pe3epBnpoBaH1s He3aBNCUMO OT TOro, BCTaBMeH Nu oH B crot M1
unu cnot M2, 1 B TepMuHane BbIBOAATCS COOTBETCTBYHOLLME 3anpoChl.

% [lpegnonoxum, 4TO BO BpeMs 3arnycka YyCTPOMCTBa BCTaBlieHbl OBa MOAYNSA

yrnpasreHus, 1 OOuH MoAynb ynpaBrneHus n3BrneyeH Bo BpeMs paboTbl yCTponcTBa

(vnn ogouMH Mopynb ynpasBneHuss HewcnpaseH). Ecnn un3BneveHHbIn Moayrb

yrpaBrieHus SBNAeTCA pe3epBHbIM MoAyNneM ynpasreHus, nepen wusBnevyeHnem

(v Npu  HeucnpaBHOCTM), Mocre wu3BneveHuss (MNu annapatHoM OLNOKK)

oToOpaxaeTcsi TONMbKO KOMaHOHAa CTpOKa, YyKasblBawlWas Ha TO, 4TO

BCMOMOraTenbHbI MOAYMb ynpaBneHus wu3snedeH (unu He pabotaeT). Ecnu

N3BMNEYEHHbIN MOAYrMb YMpaBfieHUs SBMSeTCs YnpasnswowmMm moaynem nepeg

n3srnedvyeHnemM (Unu nNpu HeEMCNPaBHOCTW), APYron MoAyrb YrNpaBrieHUs CTaHOBUTCA

yrnpasnsaoLwmmM Moaynem n B TepMmnHarne BbIBOAATCA COOTBETCTBYIOLLME 3anpOChl.

BbiGop ynpaBnsioworo 1 pe3epBHOro Moayrien ynpaBneHnsi Bpy4Hyto

Monb3oBaTenn MOryT BpPYYHYK BbINOMHUTL BbIOOP YNpaBnSALWOro U pPe3epBHOroO
MoZynen ynpaeneHus, KoTopble BblOupatoTca B 3aBUCMMOCTU OT paboyen cpefbl
cnegyowmm obpasom:

X/

< B aBTOHOMHOM pexume nonb3oBaTeNM MOryT BPYYHYIO BbINOSHATL NepeksitoyeHne
MeXay ynpaBnsalwwWwMM W pe3epBHbIM  ycTpoucTBOM. Moaynu  ynpasneHus
aKTUBUPYKOTCSA Nocne nepesanycka.
s B pexume VSU nonb3oBaTenn MOryT BpyYHYH BbIMOMHATE NEPEKNIOYEHNE Mexay
YyNpaensawoLWmnmM 1 pe3epBHbIM MOAYIEM ynpaBneHus, 4Tobbl rmobanbHO pe3epBHbI
MoAynb ynpaeneHus ctan rnobanbHo ynpasnsiowum mogynem. Ecnn B cucteme
VSU wumeeTca Tonbko ABa MoAyns  ynpasreHWd, rocre nepesarnycka
nepBoHaYanbHbli  rnobanbHO  YNpaBngawwmMin - Moayfib  CTAHOBUTCS  HOBbIM
rnobanbHO pe3epBHbIM MoAyneMm ynpasneHus. [Npu Hannumum 6onee AByx moaynen
yrpaBrieHns B KayecTBe HOBOro rnobanbHO pe3epBHOro MOAyNsS ynpaBreHus
BblOMpaeTcs OguH MOAyfb ynpaBneHus, KOTOpbiM ABMASIETCS HOBbIM rrnobanbHo
pe3epBHbIM MoAyfneM ynpaBneHus, a UCXOAHbIN rnobansHo Ynpasnsowmun Moaynb
CTaHOBUTCA Mocre nepesanycka rnobanbHbIM  MogynemM-kaHaungatom B
yrnpasreHue.
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CBA3aHHble HACTPOWUKUN CUCTEMbI
Py4yHoe nepekntoveHne ynpasnsoLworo/pe3epBHOro yCTponcTaa

s Mo ymonyaHulO YCTPOMCTBO MOXET aBTOMaTU4eCKn BblOpaTb YnpaBnsowmn
MOAy-b.

< B aBTOHOMHOM pexnme n pexume VSU nonb3oBaTenun MoryT BbINOSIHATL KOMaHAy
redundancy forceswitch ana py4yHoro nepeknoyeHus.

7.3.2 CuHxpoHusaumsa nHdopmauum moaynen ynpasreHus
MpuHUKMN paboTbl

¢ CUHHXpOHM3aUMa COCTOSHUSA

Ynpasnsawowmi MOoAyNb CUHXPOHU3MPYET CBOe pabodee COCTOsSIHME C pe3epBHbIM
Moaynem ynpasrieHus B pearnilbHOM BpeMeHU, YTobbl pe3epBHbIn MoAy b YNpaBreHus
Mor B noboe Bpems B3siTb Ha cebs OyHKUUKM YyNpaBnsioLWoro Moayns, He Bbi3biBas
HUKaKUX BUAMMbIX U3MEHEHNIA.

s CuHXpOHM3auusa KoHUrypaumum

Bo Bpema paboTbl ycTpoWcTBa cywlecTByeT ABa (panna KoHdurypaumm CuUcTembl:
running-config n startup-config. Running-config — 310 dann koHdurypaumm cuctemsl,
ONHAMUYECKN reHepupyemMbii BO BpeMsa paboTbl, U W3MeEHSeTCcs BMecTe C
KOH(purypaumen cnyxObl. Startup-config — 310 dhanmn koHdurypaumm Ccuctemsl,
MMMOPTUPOBAHHBIA BO BpeM4 3arnycka ycTporcTtea. MoXHO BbINOMHUTL KOMaHay write
ans 3anucu running-config B startup-config wnn BbINONHWMTE KOMaHay copy Ans
BbINOSIHEHUA ONepaunn KONMPOBaHUS.

[Ona HekoTopbIX (OYHKUWK, KOTOpble HE CBA3aHbl HENnoCpeACcTBEHHO C MOCTOSAHHOW
NepecbINKOW, CUHXPOHU3aUusa annoB KoHGUrypaumm cucteMbl MoxeT obecneudntb
COrnacoBaHHY0 NOMb30BaTENbCKYH KOHUrypaunio BO BpeMs NepeknioveHmns.

B cnyyae pesepBupoBaHua Moaynen  ynpasneHus  Ynpasnawowmn - Moaynb
nepuoanyeckn CUHXpoHU3upyeT ansnbl startup-config n running-config ¢ pesepBHbIM
mMoZynem  ynpaBfieHuss W BCeMU  MoaynaAMU-kaHaMgatamu B yrnpasrieHue.
CuHXpOHM3auua KoHUrypauumn Takke 3arnyckaeTCd MNpu BbIMOMHEHUU cneayroLwmnx
onepauun:

1. ®ann running-config CUHXPOHM3UPYETCH, Korga YCTPOWCTBO MepekrioyaeTcs u3
pexuma rrnobanbHON KOHUrypaummn B NpUBUNErMPOBaHHbLIA  PEXUM.

2. ®ann startup-config CMHXPOHU3NPYETCHA NPU BLINOSTHEHUM KOMaHA write nnu copy
ONA COXpaHeHUs KOHurypaumm.

3. WHdopmaumsa, HacTtpoeHHad no npotokonny SNMP, He cuHXxpoHu3mnpyetca
aBTOMaTU4YECKN, MOITOMY CUHXPOHM3aumMsa danna running-config gomkHa 6bITb
3anyLeHa ¢ NoMOoLLbI KOMaHa NHTepdenca KoOMaHLHOM CTPOKM.

CBfi3aHHble HAaCTPOMKU CUCTEMBI

s Mo ymonuanuto dannbl startup-config un running-config aBTOMaTMyecku
CUHXPOHU3NPYIOTCA OOMH pa3 B Yac.
J

% BbinonHute komaHgy auto-sync time-period, 4yTob6bl HacTpouTb WHTepBan Ans
CUHXPOHM3aUUKN hannoB KOHUrypawumm ynpasnsaoLworo Mogyns.
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7.4 Kondurypaums

KoHdurypauus OnucaHue n KomaHga

HacTponka py4Horo | A\ OnumoHansHo.

nepeknyeHns
ynpasnstouloro/pes | show redundancy OTobpakaeT COCTOsIHNE ropsiyero
€PBHOIO states pe3epBNpPOBaHUA.
yCTpouncTBa

redundancy MepeknovaeT

forceswitch ynpasnstoLloe/pesepBHoe

YCTPOWCTBO BPYYHYHO.

HacTtponka £\ OnumoHarnsHo.
nHTEpBana
aBTOMaTU4YECKOW redundancy BxoouT B pexunm KoHurypaumm
CUHXPOHM3aLMN pe3epBMPOBaHUS.

auto-sync time-period | HactpauBaeT nHtepsan

aBTOMaTUYEeCKOM CUHXPOHU3aLUnn
drannoB KOH(Urypaumm B criydae
pe3epBMPOBaHNS YNPaBnstoLLoro

mMoayns.
Cbpoc moayneun | A OnuuoHanbHo.
ynpaBneHus
redundancy reload C6pacbiBaeT pe3epBHbI MOAY b

ynpaBneHus unu copacoiBaet
OAHOBPEMEHHO N YNpaBnsOLWNIA, 1
pe3epBHbIN MOAYNN yNpaBreHns.

7.4.1 HacTpouka py4Horo nepeknyYeHns ynpasnswoLioro/pesepBHOro
ycTpoucTBa

Pe3ynbTaT KOHpUrypauum

McxooHbin  YnpaBnswowmi  Moaynb  rnepesanyckaetcs, a pe3epBHbIN  MoAyrb
ynpasrneHus CTaHOBUTCH HOBbLIM yNpaBnsAloLwmM MOaynem.

Ecnu B cucteme nmeetcsa 6onee AByx Moaynew ynpasrneHus, UCXOOHbIN pe3epBHbIN
MoAyrb ynpaBneHnsi CTaHOBUTCA yNpasnsalowuM MoaynemM; oauH Moaynb yrnpasrneHus
BblibupaeTcs u3 4yncna moaynen-kaHauaaTtoB B ynpaBneHue ans paboTbl B KavyecTBe
HOBOIrO pPEe3epBHOr0 MOAYNA ynpasfeHus, a WUCXOAHbIM YNnpasnsawwum Moaysb
CTaHOBUTCH MOAyreM-KaHana4aToM B yripaBrieHue nocrie nepesarnycka.

MpumeyaHusn

UTtobObl M3bexaTb BO3OENCTBMS Ha MNEPECHINKY OaHHbIX BO BPEMSI MepekroyeHus,
Heo6XxoaMMO cHavarna BbINOMHUTL MAKeTHYK CUHXPOHU3aUMI0 MeXay YnpaBnsiowmM u
pe3epBHbIM MOAYNsIMU ynpaBneHusi, 4Tobbl ABa Moayns ynpaBneHust Obinv B OAHOM
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COCTOSIHMM. TO eCTb py4YHOEe MepekKNiyYeHne MOXET BbINOMHATLCA TOMBKO B TOM
cnyyae, €ecnv pesepBMpOBaHME MOAYNEN ynpaBfieHUss HaxoguTCA B COCTOSAHWUM
pe3epBUpOBaHUS B peanbHOM BpemeHu. Kpome TOro, ons obecneyvyeHuss MomHOThI
CUHXPOHM3AUUMN  KOHUIYpauUOHHbIX  hannoB  CepBUCHbIE  MOLYNU  BPEMEHHO
3anpeLLaroT py4yHoe nepeknoyveHe ynpasnsaLoro/pe3epsHoro yCTpoucTea Bo Bpems
CUHXpOHM3auuKn. MNoaToMy ANa pPyvyHOro nepeksiioyeHus HeobxoammMo OOHOBPEMEHHO
BbIMOMHUTL CrieaytoLme yCcrnoBus:

% Py4yHOoe nepekntoveHne ynpasnsaooLoro/pe3epBHOro yCTpoMCTBa BbINOMHAETCA Ha
ynpasngioWwoM Moayre yrnpasneHus, U Korga pesepBHbI MoAyrb yrnpaBrneHus
AOCTYNEH.

% Bce yctponctea BuptyansHou kommytauum (VSD) B cucteme HaxoOsTcs B
COCTOSIHUW ropsYero pe3epBrpoBaHUsA B peanbHOM BPEMEHMW.

% [opsyee nepekniodeHne Bcex VSD B cucteme npoucxoant 6e3 BpPEMEHHOrO

3anpeta cepBUCHLIMU MOAYISIMU.

Ecnn yctponctBa BUpTyanuanpoBaHbl kak Heckonbko VSD, pydHOe nepekrnoyveHue
MOXET ObITb YCMELUHO BbINOSIHEHO TOMIbBKO B TOM Crlydae, ecnu mMogynu ynpasreHus
Bcex VSD HaxoasTcs B COCTOSAHUM pe3epBUpoOBaHnS B pearibHOM BPEMEHW.

ATanbl KOHDUrypaumm

+» OnunoHanbHo.

¢ BbINOSIHUTE HACTPOVKY Ha ynpasnsawoLemM Mmoayre.

lNMpoBepka KoHdUrypaumm

3anyctute komaHay show redundancy states, 4To6bl NPOBEPUTHL, NEPEKITOYMUINCE NN
ynpasnsawoLwWwmnmn U pe3epBHbIA MOAYIN yNpaBneHus.

CBsizaHHblIe HaCTPOWKHK
[MpoBepka COCTOSAHNA rOPsAYEro pe3epBMpoOBaHNS

KomaHpa show redundancy states
Onucaxue HepoctynHo
napameTposB
Pexum [MpuBMNErMPOBaHHbBIN  PEXUM UM PEXUM rnobdanbHom

KOHcpuUrypaumm  KoHUrypauuu

BcTtpoeHHaa | HepoctynHo
noackaska

Py4yHoe nepekntoveHne ynpasnstoLworo/pe3epBHOro yCTponcTaa

KomaHpa redundancy forceswitch
Onucanune HepocTtynHo
napameTpoB
Pexum [MpuBMNEerMpoBaHHbIN  PeXum
KoHduUrypauumm
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BcTtpoeHHaa | HepoctynHo
noackaska

Mpumep KoHUrypaumm
Py4yHoe nepekntoveHne ynpasnsoLoro/pe3epBHOro yCTponcTaea

Jransbl B cpege VSD, rge umsa ogHOro M3 YCTPOWCTB BUMPTyarnbHOM
KOHdurypaumm kommyTaumm -  staff, BbInonHWTE  nepeknoyeHne — mexay
yrnpaBnsoLWnM U pe3epBHbIM YCTPONCTBOM.

QTECH> enable

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime
QTECH# redundancy forceswitch

This operation will reload the master wunit and force
switchover to the slave unit. Are you sure to continue?

[N/y] vy

Mpoeepka Ha ncxogHoMm pesepBHOM Moayrne ynpaBneHUs BbIMOMHUTE KOMaH4y
KOH(Urypauun | show redundancy states, 4TOGbl NPOBEPUTH  COCTOSIHUE
pe3epBUPOBaHUS.

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime

7.4.2 HacTponka nHtepBana aBToMaTU4eCKON CUHXPOHU3aLMKn

Pe3ynbTaT KOHUrypaumm

M3meHnTe wHTepBan aBTOMaTUYECKOM CUHXpOHM3auum dannos startup-config u
running-config. Ecnu uHTepBan aBTOMaTU4ECKOM CUHXPOHW3AUMW YCTaHOBIIEH Ha
MeHbllee 3HayeHwe, MW3MEHEeHHas KOHUrypaumss CUHXPOHU3MPYETCA C OpYyrumu
MOAYNAMM ynpaBneHns 4YacTto, npegoTBpallas noTepr  KoHdurypauum, Kotopas
BO3HWKaET Npu NPUHYOUTENbHOM MepeknioveHnn crnyxb n OaHHbIX Ha pesepBHbIN
MOAYINb ynpasreHusi NpU HeMCnpaBHOCTN YNPaBsAoLLIOro Moayns.
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JTanbl KOHUrypaumm

% OnuuoHanbHO. BbINONHWTE HACTpPOWKy, Korga HeobxoouMMO W3MEHUTb WHTepBan
CUHXPOHM3aUUMN.
¢ BbINOSIHUTE HACTPOWMKY Ha ynpaBnsAloLLIOM MoLyIe yripaBneHus.

lNMpoBepka KoHcpUrypaumm

X/

% [MpocmoTpute xypHanbl(log) BbIXOAHbLIX AAHHbLIX, YTOObI NPOBEPUTbL, BbINOHAETCA

JIN CUHXPOHN3aunAa No BpeMeHW.

CBs3aHHble HaCTPOUKM

Bxopn B pexum pesepBupoBaHNA KOHGUrypaumm

KomaHpa redundancy
OnucaHue HepoctynHo
napameTposB
Pexum Pexxum rmobanbHoOM KoHurypauum
KOoHdurypauumm
BcTpoeHHas HepoctynHo
noackaska

HacTpolika nHtepBana aBToMaTM4eCKOM CUHXPOHU3aLmMu hannos KOHpurypaumm

KomaHpa Auto-sync time-period value
Onucanne time-period value: YkasbiBaeT nHTepBan aBToMmaTny4eckomn

napameTposB CUHXPOHM3AUUN C eauHULIEN N3MEPEHNS B CeKyHaax. 3Ha4yeHune

BapbupyeTca oT 1 cekyHabl 4o 1 mecaua (2678400 cekyHA).
Pexum Pexum pesepBrnpoBaHus KOHUrypaumm
KOHdurypaumm

BcTpoeHHas HactpauBaeT nHTepBan aBToMaTM4yeCKon CUHXPOHM3aLMn hannos

noackaska startup-config n running-config B cnyvyae pesepsupoBaHus

yNpaBnsoLworo Moayns.

Mpumep KoHdUrypaumm

HacTpownka nHtepsana aBToMaTM4eCKON CUHXPOHU3aLMn

JTankl B pexume pesepBUMpPOBaHUSA KOHUrypauum ynpaensioLworo

KoHdpurypaumm MOAYNsl HaCTPOUTE MHTEepBan aBTOMaTMYEeCKOM CUHXPOHMU3auun Ha
60 cekyHf.
QTECH (config) # redundancy
QTECH (config-red) # auto-sync time-period 60
Redundancy auto-sync time-period: enabled (60 seconds).
QTECH (config-red) # exit
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MpoBepka BbinonHute komaHay show redundancy states, 4ToGblI npoBepuTh
KOHdMrypaunm | concurypaumio.

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

7.4.3 MNepe3arpy3ka moayrnen ynpaBneHus
Pe3ynbTaT KOHpUrypauum

CGpocC TONbKO pPe3epBHOrO MOAYMNs YNpaBlieHUs He BINUSET Ha MEepecbisiky OaHHbIX,
nepechinka He npepbiBaeTcA, a Takke WHGopMmauus O ceaHce MNonb3oBaTens He
TepsieTca Bo BpeMsi cbpoca pe3epBHOro Moayns ynpaBneHus.

B aBTOHOMHOM pexunme BbinonHeHne komaHabl redundancy reload shelf npueegeT K
OLHOBpPEMEHHOMY COpOCy BCex MoAyfnen ynpaBneHus U NUHEWHbIX KapT B waccu. B
pexume VSU ycTpOMCTBO C YyKasaHHbIM wuaeHTudukatopom cbpackiBaeTcsa npu
BbINOSIHEHUN 3TOW KOMaHAbl. Ecnn B cucteme nmeetca gea unu 6onee yCcTpomucTs, u
YCTPOWCTBO, KOTOpoe Heobxoammo cOpoCUTb, SABMSIETCA YCTPOUCTBOM, B KOTOPOM
HaxoguTcs rnobanbHO YNpaBnsawowWmMn Modymnb, CUCTEMA BbINOMHAET MNepeKnoyeHne
MeXxay ynpasnsowmm n pe3epBHbIM MOAYIIEM YrpaBreHus.

MpumeyvaHun

B pexume VSU, ecnn mogynu ynpaBneHUs CUCTEMbl HE HaxoOsATCA B COCTOSIHUM
pe3epBMpPOBaHNA B pearlbHOM BpPEMEHU, COpPOC YCTPOMCTBA, Ha KOTOPOM HaxoOuTcs
rnobanbHO Ynpasnsawowmin Mmogynb, npuBeneT K copocy Bcen cuctembl VSU.

ATanbl KOHUrypaumm

X/

% OnuuoHanbHO. BbinonHuTe cbpoc, ecnu mMogynu ynpasneHWa UM YCTPOWCTBO
paboTatoT HenpaBuUIbHO.

CBs3aHHble HaCTPOUKM

KomaHpa redundancy reload {peer | shelf [switchid]}
QLI peer: CbpacbiBaeT TONbKO pe3epBHbI MOAYMb YNpaBneHNUs.
napameTpos
shelf [switchid]: Yka3biBaeT Ha TO, YTO yNpaBnsAoLNN U PeE3EPBHbI
MOAYNN yNpaBfeHUs yCTaHOBMEHbl B aBTOHOMHOM pexuMme, a
noeHTumKaTop yCTpomncTBa, KoTopoe Heobxoammo cobpocuTb,
AOJTKEH ObITb yKasaH B pexume VSU.
Pexum [MpuBMNEerMpoBaHHbIN  PeXnum
KoHduUrypauumm

BcTtpoeHHaa | B aBTOHOMHOM pexume KOMaHLoM cOpoca yCTpPoOMCTBa SABMSIETCA
noackaska redundancy reload shelf, To ecTb gaHHaa komaHga BbINOSHAET
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cbpoc Bcero yctponcrtea. B pexume VSU komaHga cbpoca
ycTponcTBa asnsetcs redundancy reload shelf, To ectb
YCTPOWCTBO C YKa3aHHbIM naeHTugurkatopom cobpacoiBaeTcs.

Mpumep KoHdUrypaumm
C6poc ycTpoictsa B pexume VSU

Tanbl B npuBunernpoBaHHOM pexume rnobanbHO ynpasnstoLworo
KOHcUrypaumm | Moayns BbINONHUTE COPOC yCTPOMCTBA C NOEHTUGUKATOPOM 2.

continue? [N/y]

QTECH# redundancy reload shelf 2

This operation will reload the device 2. Are you sure to

Preparing to reload device 2!

Mpoeepka [MpoBepbTe, nepesanyweH M COOTBETCTBYWOWMUM  MOAOYNb
KOH(PUIYpaLUMK | yrpasneHus nm yCTpoNcTBO.

7.5 KoHTpoONnb cocTosiHuA
OTob6paxeHue

OnucaHue

KomaHpa

OTtobpaxaeT TeKyllee COCTOsHME
pe3epBMpOBaHNA  yNpaBnsaoLLoro
mMoayns.

show redundancy states
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8 KOHOUIMYPALUS CUCTEMHOIO XYPHATA
(SYSLOG)

8.1 O630p

M3meHeHnss cocTosiHua  (Hanpumep, COCTOsiHME KaHana nogHAT/onyweH) wunu
HewwTaTHble cobbITMA MoryT npomsontn B noboe Bpems. O6opyposaHne QTECH
npeaocTaBnaeT MexaHU3M CUCTEMHOrO XypHanupoBaHus [Ons aBTOMAaTU4ECKOro
co3gaHuns coobuweHun (syslog) B ukcmpoBaHHOM opmaTte npu  U3MEHEHUMU
COCTOSIHUSI WM BO3HMKHOBEHUM COObITMA. 3T coollleHuss oTobpaxarTcs B
COOTBETCTBYIOLMNX TEPMUHaNax, TakKMX KakK KOHCOMb WM TepMMHam MOHWUTOPWUHIA,
3anucbiBalOTCA Ha HOCUTENW, Takue Kak bydep namatm mnm dannbl XypHana, unm
OTNPaBNATCA rpynne CepBepoB XypHanupoBaHus (syslog), 4Tobbl agMuHUCTpaTop
MOl aHanuMampoBaTb MPOM3BOOUTENTbLHOCTL CETU U BbIABMASATb HEUCNPaBHOCTU Ha
OCHOBE 3TUX XypHanoB. CoobLeHns XypHana cobbITuin MOXHO A406aBnNATbL C METKaMu
BPEMEHN 1 NOPSAKOBBIM HOMEPOM U1 KnaccuduumpoBaTb NO YPOBHIO BaXXHOCTU, YTOObI
aAMUHUCTPaTOP Mor yaobHO YntaTb M ynpaensaTb UMW,

lMpoToKonbl U cTaHAAapPTbI
s RFC3164: NpoTokon cncteMHoro xypHana BSD

8.2 NMpumeHeHue

MpumeHeHune OnucaHwme

OTtnpaBka coobuieHni KOHTpONb COCTOSAHUSA CUCTEMHbIX >XypHanos(syslog) ¢
CUCTEMHBIX MOMOLLIbHO KOHCOSN.

XypHanos(syslog) B

KOHCOIb

OtnpaBka coobuieHum KOHTpOMb COCTOSIHUS CUCTEMHBIX XXypHanoB(syslog) yepes
CUCTEMHBbIX cepBep.

XypHanos(syslog) Ha

CEpPBEP XKYPHANIMPOBAHUS

8.2.1 OTnpaBKa cuMcTeMHbIX XypHanoB(syslog) B KOHCONb
CueHapun

OTtnpaBbTe COOOLLEHMST CUCTEMHbBIX XypHanoB(syslog) B KOHCONb, 4TOObLlI 06nerynTb
aAMWHNCTPATOPY KOHTPOSb COCTOSIHUSA NPOU3BOAUTENBHOCTU CUCTEMbI. TpeboBaHuA
cneaywouyme:

1. OTnpaBbTe COOBLEHNS CUCTEMHbIX XypHanoB(syslog) ypoBHs 6 unu Bbiwe B
KOHCOJTb.

2. OTnpaenaTb COO6LEHUS CUCTEMHbIX XypHanos(syslog) Tonbko o6 ARP wn IP-
MOAYMAX B KOHCOJSTb.

N3o6paxxeHne 8-1 nokasbiBaeT TOMOSOMMNIO CETU.
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N3o6paxxeHne 8-1 Tononormna cetu

Console i

PC Device

OnucaHue

% HacTponTe ycTponcTso crnegyowmm obpasom:

% YcTaHoBUTE YpOBEHb COOBLLEHMS CUCTEMHBIX XypHanoB(syslog), KOTOpble MOXHO
OTNpaBuTb B KOHCOSb, HA MH(POPMaLMOHHbIN (YPOBEHD 6).

% Bapavte nonyyatens unbTpauum COOBLLEHNA CUCTEMHbIX XypHanoB(syslog) Ha
TepMuHan.

% YcTaHoBuTe Ona pexunma punbTpaumm coobLEeHNn CUCTEMHBIX XXypHanoB(syslog)
3HavyeHne «COOEepPXUT TONbKO...».

% YcTtaHoBuTE NpaBuiio unbTpaummn COOBLLEHUI CUCTEMHLIX XypHanos(syslog) Ha

OoAIMHOYHOEe coBnageHne. ms moayns cogepxut Tonsko ARP vnu |IP.

8.2.2 OTnpaBKa coobLeHna cMcTeMHbIX XypHanoB(syslog) Ha cepBep XXypHanoB
CueHapun

OTnpaBbTe COOBLLEHNS CUCTEMHbIX XypHarnos(syslog) Ha cepBep XypHarnoB, 4YTOObI
obneryvMTb afMUHUCTPATOPY KOHTPOSIb COCTOSIHUA XXYpHAarioB YCTPOWCTB Ha cepBepe.
TpeboBaHus cneaytowime:

1. OTnpaBbTe COOBLLEHNA CUCTEMHBIX XXYpPHanoB(syslog) Ha cepBep XXypHanoB (syslog
server)10.1.1.1.

2. OTnpaBbTe COOOLLEHMA CUCTEMHbIX XypHanoB(syslog) ypoBHs 7 vnu Bbilwe Ha
cepBep XypHanMpoBaHUs.

3. OTnpaBbTe COOBLLEHNS CUCTEMHbLIX XypHanoB(syslog) ¢ MCxoaHOro nHTepdenca
Loopback 0 Ha cepBep xypHarnos.

N3o6paxxeHne 8-2 nokasbiBaeT TOMOSOMMNI0 CETU.
N3o0paxeHne 8-2 Tononorus cetun

Syslog Server Device

10.1.1.1/24 10.1.1.2/24

OnucaHue

>

% HacTtpowTte ycTponcTeo cneayoLmm obpasom:

3apaunte ansa IPv4-agpeca cepsepa 3HadveHue 10.1.1.1.

YCTaHOBUTE YPOBEHb >XYpHArioB, KOTOpble MOryT ObiTb OTMpaBneHbl Ha cepsep
XypHanupoBaHwus, Ha oTrnaaky (YypoBeHb 7).

¢ YcTaHOBUTE WUCXOOHbIN WHTEPMENC >KypHanoB, OTNpaBnseMblX Ha cepsBep
XypHanos, Ha Loopback 0.

L)

X/
L X4

X3

¢
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8.3 dyHKuUN
BasoBble KOHUenuuun

Knaccudumkaumsa cuctemMHbIx XXypHanos(syslog)
CuncTteMHble XXypHanbl MOXHO pasgenuTb Ha ABa Tuna:

1. XKypHan
2. Otnapka

YPOBHM CUCTEMHBbIX XXypHanos(syslog)
Bocemb ypoBHeW Ccepbe3HOCTM CUCTEMHBIX XypHanos(syslog) onpegensawTca B
nopsigke ybbiBaHMS, BKMOYas aBapUNHbBIA, OMOBELLEHME OMACHOCTWU, KPUTUYECKUN,

olwmnbKa, npeaynpexaeHve, ysegomrneHme, MHPOPMALMOHHBIA U oTnagka. AT YpoBHM

COOTBETCTBYHOT BOCbMM YMCHOBbIM 3HayeHWsM oT 0 go 7. MeHbluee 3Ha4yeHue
yka3blBaeT Ha 6oree BbICOKMI YPOBEHb CEPLE3HOCTMU.

BbiBOO4 BO3MOXEH TOMbKO ANf KypHarnoB C YPOBHEM, 3KBMBAIIEHTHbIM  UIK
NpeBbiWaWMM  YKas3aHHbIA  ypoBeHb. Hanpumep, ecnum  ypoBeHb XypHarnos
YCTaHOBIMEH Ha MHOPMALMOHHbIV (YpoBeHb 6), ByayT BbIBOAUTLCH XypHarbl YPOBHS 6
NNn BbILLE.

B cnepgytowen Tabnuue onvcaHbl YPOBHM XXYpPHaroB.

YpoBeHb YucnoBoe OnucaHwue
3Ha4yeHue

aBapUnNHbIN 0 YKasblBaeT Ha TO, YTO CUCTEMA HE MOXET
paboTaTb HOpPManbHO.

ornoeeLleHne 1 YKkasblBaeT Ha TO, YTO Mepbl LOSMKHbI

ornacHocTu ObITb NPUHATLI HEMEASIEHHO.

KPUTUYECKNIN 2 YKasblBaeT Ha KPUTUYECKOE COCTOSAHME.

owmnbka 3 YkasblBaeT Ha omnbKy.

npegynpexaeHue 4 YkasblBaeT Ha npegynpexneHue.

yBeJoMMneHue 5 YkasblBaeT Ha coobLLeHNe yBeOOMIEHNS,
Tpebyowee BHUMaHUS.

WHPOPMALUUNOHHBLIN | 6 O6o3HavaeT MHOpPMaUNOHHOE
coobLeHune.

oTnagka 7 O6o03HavaeT coobLeHne oTnagku.

Mony4atenu BblBOAA CUCTEMHbBIX XypHaros(syslog)
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Monyyatenn BbIBOOA CUCTEMHbIX >XypHaroB(syslog) BKMOYalOT KOHCOMb, MOHWUTOP,

cepBep, Gydep u hann. YpoBeHb M TUMN >XypHANOB MO YMOMYaHWIO 3aBUCAT OT

nonyyatenen BbiBoga. MoxHO HacTpouTb npaBuna unbTpaumMm Ons pasnnyHbIX
nonyyartenen sbiBoAa.

B cneaytowen Tabnuue onucaHbl nonyvyaTeny BblBOAa CUCTEMHBIX XKypHanoB(syslog).

NMonyyatenn OnucaHue YpoBeHb BbiBoAa no | OnucaHue
BbiBOAa YMOJT4YaHUo
console KoHconb Otnagka (ypoBeHb 7) | BoiBogsatca  XypHanbl U
OoTnagoyHas nHdopmMaums.
monitor TepMunHan Otnagka (ypoBeHb 7) | BoiBogsatca  XypHanbl U
KOHTpONS OTnagoyHasa nHdopmaums.
COCTOSHUS
server Cepsep MHopmMaLnOHHbIN BbiBOOATCA  XKypHanbl n
XypHanupoB | (ypoBeHb 6) oTnagoyvHas nHhopmauus.
aHus
buffer XKypHan B | OTnagka (ypoBeHb 7) | BblBOOATCA ~ XypHanbl U
Bydepe OTnagoyHas  MHopmaums.
KypHan B Bydepe
Mcnonb3yeTca NS XpaHeHUs
CUCTEMHbIX
XypHanos(syslog).
file dann MHdOopMaLUNOHHbIN BoiBOOATCS  XKypHanbl n
XypHana (ypoBeHb 6) oTrnagoyHas  MHopmauus.
XKypHanbl B Bydepe
XXypHarnos nepuoanyeckm
3anucbiBaloTCcs B hansibl.

dopmat xypHana RFC3164

dopmaTbl CUCTEMHbIX >XypHanos(syslog) MoOryT oTnuyatbCa B 3aBUCUMMOCTM OT
Ha3Ha4YeHUs BbIBOA CUCTEMHOrO XypHana.

X/

s Ecnu nonyyatenb BbiIBOg4a — KOHCOSlb, MOHUTOpP, Bydep wnu dann, dcopmart
3anuncu XypHana BblirnaguT cnegyowmm obpasom:

seq no: *timestamp: sysname S$module-level-mnemonic: content

Hanpumep, npu BbiIxoge M3 pexunma KOHuUrypaumm Ha KOHCONMM oTobpakaeTcs
creayLwmnm XypHan:

001233: *May 22 9:44:36: QTECH %SYS-5-CONFIG I: Configured from console by
console

X/

% Ecnu nony4yaTtenb BbiBOAA SBMSETCS CEPBEPOM >KypHanMpoBaHusi, dopmat 3anucu
XypHana BbIrnmsauT cnegyowmmM obpasom:
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<priority>seq no: *timestamp: sysname $%module-level-mnemonic: content
Hanpmmep, npun BbIXOOe U3 pexXunMa KOHCbI/IpraLl,I/II/I Ha cepBepe XypHanunpoBaHus
0To6pa>|<aeT0ﬂ CJ'Ie,EI,yI-OLIJ,VIVI XypHas:

<189>001233: *May 22 09:44:36: QTECH %SYS-5-CONFIG I: Configured from
console by console

Hwxe npuBeaeHo onvcaHne Kaxaoro Nons B pasgene cBeaeHuin o BXoae B CUCTEMY.

1. Tpunoputer

OTo none [OeWCTBUTENbHO TOMbKO MNpM  OTNpPaBKe JKypHaroB Ha cepBep
XYpHanupoBaHusi.

MpuoputeT paccunTbiBaetTca no cnegywowen dopmyne: Ob6bekT X 8 + ypoBeHb, rage
YPOBEHb YKa3blBaeT Ha YNCIIOBOWN KOA YPOBHS XXypHana, a 06 beKkT — Ha YMCoBOW Ko
yuypexaeHusi. 3HadeHne obbekta no ymondaHmwo — local7 (23). B cnepytowen
Tabnvue npyBeaeH AnanasoH 3Ha4YeHU AN AaHHOTO yYpeXaeHus.

UYucnoBon kog @ KnroueBoe cnoBo OnucaHue obbLeKTa
obbekTa
0 kern coobLeHns ypoBHs sapa
1 user coobLeHna Ha YypoBHE Nofb3oBaTeNs
2 mail noyToBasi cuctema
3 daemon AEeMOHCTpaTopbl CUCTEMBI
4 auth1 cooOLlieHuns 6esonacHocTu/aBTopmnsaumm
5 syslog coobueHus, creHepupoBaHHbIe
BHYTPEHHE NOCPEeLCTBOM XypHaros
6 lpr nogcmucrema fIMHENHOro NpuHTepa
7 news ceTeBasd noacucTema HoBOCTEN
8 uucp noacuctema UUCP
9 clock1 OEMOHCTPaToOp CUHXPOHU3aUUn
10 auth2 coobuieHusn 6esonacHocTh/aBTopMU3aLnm
11 ftp aemoHctpatop FTP
12 ntp nogcuctema NTP
13 logaudit ayamT XypHana
14 logalert OroBeLLieHVe XypHana
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15 clock2 OEMOHCTPaToOp CUHXPOHU3aUUn

16 local0 nokaneHoe ucnone3oBaHue 0 (local0)

17 local1 nokanebHoe ncnonb3oBaHue 1 (local1)

18 local2 nokansHoe ucrnons3oBaHue 2 (local2)

19 local3 nokaneHoe ncnonb3oBaHue 3 (local3)

20 local4 nokansHoe ucrons3oBaHue 4 (local4)

21 local5 nokaneHoe ncnonb3oBaHue 5 (local5)

22 local6 nokaneHoe ucnosnb3oBaHue 6 (local6)

23 local7 nokanbHoe ncnonb3oBaHue 7 (local7)

2. Homep nocnegoBaTenbHOCTH
MopsiakoBbI HOMEP CUCTEMHOrO XypHana npeacrtaBnseT cobon 6-3HavyHoe uenoe
YMCIIO W YBENUYMBAETCA C KaxaouW HOBOW 3anucbio. 10 ymMonyaHuio nopsiakoBbIn

HoMep He oTobpaxaeTcs. MOXHO 3anyCcTUTb KOMaHAy A OTOOPaXXeHUs UK CKPbITUSA
3TOro Nons.

3. MeTka BpeMeHu

MeTka BpeMeHu 3anucbiBaeT BPeEMSI CO34aHMs CUCTEMHOrO XypHana, 4tobbl MOXHO
6610 yaobHo oTobpasnTb M NpoBepuTb cucTeMHoe cobbiTne. YcTtponctea QTECH
nogaepXxusatoT ABa hopmaTa BpeMeHu B XypHane: datetime u uptime.

@ Ecnu yctponcteo He nmeeT vacoB peanbHoro Bpemeru (RTC), koTopble MCNONb3yHTCA
ANna 3anucu abCorTHOrO BPEMEHW CUCTEMbI, YCTPOWMCTBO MO YMOSYaHUIO UCMONb3yeT
BpeMsi 3anycka (Bpemsa 6e30TkasHOM paboTbl - uptime) B kadecTBe METKM BpeMeHU
cuctemHoro ypHana. Ecnu yctponctBo mmeetr RTC, no ymomnyaHuio YCTPOWCTBO
ncrnonb3yet cBoe abconoTHOe Bpemsi (gata u Bpems - datetime) B kauyectBe MeTKM
BPEMEHU CUCTEMHOTO XypHana.

[1Ba dbopmaTta METOK BPEMEHM ONUCAHbI HUXE.

s ®opmat gatbl 1 BpemeHun (datetime)
dopmart gatbl U BpeMeHU crneayroLuin:
Mmm dd yyyy hh:mm:ss.msec

B cnepytowen Tabnuue onucaHbl Bce napameTpbl AaTbl U BPEMEHM.

MapameTp MeTkn  Umsna OnucaHwme

BpPeMeHM napameTpa

Mmm Mecsu, Mmm - 9710 abbpeBuaTtypa TekyLiero
mecsua. 12 MecsueB B rogy
oTobpaxaroTCcs Ha aHrMMNCKOM A3blKe Kak
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Jan, Feb, Mar, Apr, May, Jun, Jul, Aug,
Sep, Oct, Nov u Dec.

dd [leHb dd ykasbiBaeT TeKyLlyto gaTy.
yyyy log YYYY YKasblBaeT TeKkywun rog U He
oTobpaxkaeTcd N0 yMON4aHuto.

hh Yac hh ykasbiBaeT TekyLmmn Yac.

mm MwuHyTa MM yKa3blBaeT TEKYLLYIO MUHYTY.

SS CekyHpa SS YKa3blBaeT TEKYLLYIO CEKYHAY.

msec MwunnucekyH | msec ykasblBaeT Ha Tekyllee 3HayeHue B
aa MUNNNCEKYHOAX.

Mo ymonuyaHuio MeTka AaTbl U BpeMeHW, oTobpaxaemasi B CUCTEMHOM XypHane, He
COAEPXMUT rod U MmunnucekyHay. MoxHO 3anycTuTb KOMaHAay AN OTOOpaKeHus unu
CKPbITUSI roda U MUNNNCEKYHAbI METKM AaTbl U BPEMEHMW.

s ®opmat BpemeHn 6e3oTkasHon paboTbl (uptime)

dopmat BpeMeHn 6e30TkasHon paboTbl:

dd:hh:mm:ss

CTpoka MeTKM BpeMEeHM MNOKasbiBaeT KONMMYECTBO AHEW, 4YacOB, MUHYT U CEKYHO C
MOMEHTa 3anycka CUCTEMBbI.

4. WNma cucremol

B aTom none ykasbiBaeTcs MMSi yCTPOMWCTBA, CO3JaloOLLEro XypHarn, 4tobbl cepsep
XYpHanNMpoBaHUs MOr UAEHTUULMPOBATL XOCT, KOTOPbIA OTnpaBnsieT >xypHan. [lo
YMOMYaHui0 3TO none He oTobpaxaeTca. MoXHO 3anycTuTb KoMaHgy Ans
oToBpaXKeHMs UK CKPbITUS STOro Nors.

5. Moaynb

B aTtom none ykasbiBaeTcs MMSA MoOAynsA, KOTOPbIM co3gaeTt XypHan. Mma moayns
npencraBnseT cobon CTPOKYy B BepxHeM peructpe anuHon ot 2 o 20 cumBOnOB,
KOTopas coaepXuT ByKBbl BEPXHEro pernctpa, umdpbl UM CUMBOSIbI MOAYEPKUBAHMS.
Mone wmopynsa saBnsetcs obasaternbHbIM AN UMHGOPMaUMKM Tuna >XypHana W
Heobs3aTenbHbIM ANA MHAOPMaLUUK Tuna OTnagku.

6. YpoBeHb

OnpepeneHbl BOCEMb YPOBHEN CUCTEMHOrO XypHarna ot 0 4o 7. YpoBeHb CUCTEMHbIX
XypHanos(syslog), reHepupyemMbIX KaxkablM MOoAyneM, SABrseTcs (PUKCUPOBAHHBLIM U He
MOXeT ObITb U3MEHEH.

7. MHeMoHMYeckas CcTpoka

B aTOM none ykasblBaeTcs KpaTtkaa MHgopmauma o xypHarne. MHeMOHUYeckasa CTpoka
COCTOMT M3 4—32 CMMBOJSIOB B BEPXHEM PETUCTPE, KOTOPbIE MOrYyT coAaepaTb OYKBbI
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BEPXHEro perucrpa, umgpbl unam cuMBOST nogyvyepkmBaHus. llone MHeMoHu4veckoun
CTPOKM siBNsieTcs ob6a3aTenbHbIM 49 UHOPMaUUK TUNa XXypHarna n HeobsizaTtenbHbIM
Ansa nHopmaunmn TMna oTnagku.

8. CopepxaHune
B aTom none ykasbiBaeTca nogpobHOe cooepXMMoe CUCTEMHOTO XypHana.

O630p

DPyHKUMA OnucaHue

BegeHuve xypHana | BkrodeHue nnu otknioyeHne oyHKUUM CUCTEMHOrO XypHana.

dPopmart HacTpoiika oopmaTa CUCTEMHOIO XXypHarna.
CUCTEMHOIO

XypHana

Mony4aTens HacTponka napamMmeTpoB ang OTNpaBKn CUCTEMHbIX
BblBOJA XypHana | XXypHanos(syslog) B pa3nuyHbIX HanpaBneHusx.

PunbTpaums Hactporka napameTpoB QyHKUMN UNbTPaALUU  CUCTEMHBIX
CUCTEMHBbIX XypHanos(syslog).

>KypHanos(sysloqg)

PekomeHayemsble HacTpoiika napameTpoB (pyHKLMM BEOEHUSA XKXypHana.
XypHarsbl

KoHTponb HacTtporika napameTpoB YHKUUM MOHUTOPUHIA CUCTEMHOIO
COCTOSAHUSA XypHana.
CUCTEMHBIX

>KypHanos(sysloqg)

8.3.1 BeaeHue xypHana

BkrodeHne wnu  OTKNIOYEeHME (QYHKUMW BedeHus XypHana, nepeHanpasneHus
XypHana n cTaTUCTUKM XXypHana.

CBsi3aHHble HACTPOMKUN CUCTEMDI
BkntoueHvne BeaeHus xxypHana
Mo ymonyaHuio BeAeHNe XXypHana BKIYEHO.

BoinonHute komaHay logging on, 4TOObLI BKMOYUTL XKypHanMpoBaHWE B pexume
rnobanbHOM koHGUrypaummn. llocne BKNIOYEHUS XXYPHANMPOBaHMSA 3anncu, Co3gaHHble
CUCTEMOM, OTNPaBASTCA aAMWHUCTPATOPY Ha pasfuyHble HasHadyeHus Ans
MOHUTOPWHIra Npon3BoanUTENbHOCTN CUCTEMBI.

BkntoueHvne nepeHanpaBneHus xypHana
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Mo ymonuaHuio nepeHanpaBfieHVe XYpHanoB BKNIOYEHO Ha MoAyne BUPTyarbHOM
kommyTaumm (VSU).

3anyctute komaHgy logging rd on, 4yTobbl BKMOYUTL NepeHanpaBneHve XypHana B
pexume rrnodanbHon koHdurypaumun. locne BKNIOYEHUS NepeHanpaBfeHnst XXypHanos
3anucu, co3aHHble pe3epBHbIM YCTPONCTBOM UMW pe3epBHbIM MoAyrneM yrnpaBrneHus,
nepeHanpaBnalTCA Ha akTMBHOE YCTPOWMCTBO USIM aKTUBHbIA MOAYNb ynpaBneHusa Ha
VSU, yTo obneryaet agMUMHUCTPATOPY yNpaBrieHne XXypHanamu.

BknoveHne cTaTuCcTmkm XypHannpoBaHUA
MNo YMOJT4aHUI0, CTaTUCTUKA XypHaliMpoBaHUA OTKITIO4YEHa.

3anyctute komaHgy logging count, 4To6bl BKNIOYNTL CTAaTUCTUKY XXypHaNMpoBaHUsS B
pexume rnobanbHon kKoHdurypaumm. llocne BKAKYEHNSA CTAaTUCTUKK XXYPHaNMpoBaHNS
cuctema 3anucbiBaeT KOMMYEeCTBO pa3 Co3JaHus XXypHana W Bpems MocriefHero
CO34aHus XypHana.

8.3.2 dopmaTt cucteMHOro xxypHana

HacTtpointe ¢opmaTt cuctemHoro XxypHana, Bkrwodas ¢opmat xypHana RFC5424,
dopMaT METKN BPEMEHWN, UMSI CUCTEMbI 1 NOPSAKOBbLIA HOMEP.

CBA3aHHble HACTPOUKU CUCTEMbI
HacTtpownka bopmaTta MeTkn BpeMeEHN

Mo ymon4aHuio CUCTEMHbIN XypHan Ucrnonb3yeT popmaT gaTbl U BPEMEHU, a MeTKa
BPEMEHU HEe COAEPXUT rof N MUNSINCEKYHAY.

BoinonHute komaHgy service timestamps B pexume rnobanbHOM KOHurypaumm,
4yTo6bl MCNONB30BaTb YOpMaT AaTbl U BPEMEHW, COAEPXKALLUN rog U MUNMNCEKYHAOY B
CUCTEMHOM >XypHarne, unu nameHuTe opmat gatbl U BpEMEHU Ha hopmMaT BPEMEHM
6e3oTkasHoM paboThbl.

[obGasneHne CMCTEMHOIO MMEHW B CUCTEMHBIN XXypHarn
Mo yMOnyaHuio CUCTEMHbIN XXypHan He COAEPXUT UMEHU CUCTEMBI.

BbinonHute komaHay service sysname B pexume rnobanbHoOW KOHpUrypaumm, 4toobbl
Ao06aBUTb MMSA CUCTEMbI B CUCTEMHBIN XypHan.

[loGaBneHne NopsiaKoBOro HOMepa B CUCTEMHbIN XXypHar
Mo yMon4aHMo CUCTEMHbIN XXypHan He COAepPXXUT NopPsAKOBOro HoMmepa.

BoinonHute komaHgy service sequence-numbers B pexume rnobanbHoun
KOHGUrypaumm, 4tTobsl 406aBUTE NOPAAKOBLIN HOMEP B CUCTEMHbIN XXYpPHan.

BkrtoyeHne ctaHgapTHOro dpopmata XypHana
Mo ymonyaHuio XXypHanbl oTobpaxaloTcs B criegytowem opmare:

*timestamp: %$module-level-mnemonic: content

BeinonHute komaHay service standard-syslog B pexxume rno6anbHON KOHUrypauum,
YTOOblI BKMKOYUTbL CTaHAAPTHbLIN  dopMaT XypHana, KOTopbiM OTobpaxaeTtcs
cnegytowmm obpasom:

timestamp %module-level-mnemonic: content
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B craHpapTHOM dhopmaTe XypHana no cpaBHeHu ¢ ¢opmaToM XypHana no
ymon4yaHuio 3Be3goyka (*) OTCyTCTBYeT nepen METKOM BpeMeHu, a asoeToune (:)
OTCYTCTBYET B KOHLIE METKM BPEMEHM.

BkritoueHne bopmarta 4acTHOro xypHarna
Mo ymonyaHuio XXypHanbl oTobpaxaloTcsa B criegytolem gopmare:

*timestamp: %$module-level-mnemonic: content

BbinonHute komaHay service private-syslog B pexume rnobanbHon KoHurypaumu,
4YTOObI BKMIOYMTL POPMAaT HacTHOrO XXypHana, KOTopbl OTobpaxaeTtcsi criefyowmum
obpasowm:

timestamp module-level-mnemonic: content

B yactHOM dhopmate XypHarna no cpaBHEHU C hopMaToM XypHasia no yMomn4aHuio
3Be3goyka (*) oTcyTcTBYeT nepen MeETKOM BpeMeHu, ABoeTouve (1) OTCyTCTBYeT B
KOHLe METKM BPEMEHMU, M 3HaK npoueHTa (%) OTCYTCTBYET B KOHLIE UMEHU MOLYSIS.

8.3.3 Nonyyatenb BbIBOAA XXypHana

HacTtponte napameTpbl A5 OTMPaBKM CUCTEMHbIX XYpHanos(syslog) Ha pasnuyHble
HasHa4yeHus, BKMNOYas KOHCOMb, TepMuHaN MOHUTOpUHra, Oydep, cepsep
XypHanupoBaHusa 1 daunrnbl XypHana.

CBsizaHHble HACTPOWUKU CUCTEMDI
CuHXpOoHM3aLms Nonb3oBaTeNbCKOro BBOAA C BLIBOAOM XypHana
Mo ymonyaHuio ata yHKLMS OTKIOYEHa.

3anyctute komaHgy logging synchronous B pexume HacTpPOWKM TePMUHANbHOMo
AocTtyna, 4TtoObl CUHXPOHM3NPOBATb MNONb30OBATENbCKME BXOAHbIE AaHHble C
BbIXOAHBbIMW OaHHbIMW XXypHana. [locne BKNIOYEHUS 3TOW (PYHKUMM BBOL [OaHHbIX
nonb3oBaTenem He ByaeT npepBaH.

HacTtponka orpaHnyeHnst CKOPOCTU XypHanMpoBaHus
Mo ymonyaHuio orpaHmyeHmne CKOpoCTU XKypHanmMpoBaHUA He HACTPOEHO.

BeinonHute komaHgy logging rate-limit { number | all number | console {number | all
number } } [ except [ severity ] ] B pexume rnobanbHON KOHUrypaumm, 4TobbI
HaCTPOUTb NMMMUT CKOPOCTU XXypHana.

HacTtponka orpaHnyeHust CKOpOCTU NepeHanpaBneHns XXypHanos

Mo ymonyaHuio M3 pes3epBHOrO YCTPOWMCTBA B akTUBHOe ycTtponcteo VSU B cekyHay
nepeHanpasnsaeTca makcumym 200 XypHanos.

BoinonHute komangy logging rd rate-limit number [ except severity | B pexume
rnobanbHom KOHJUrypaumm,  4ToObI HacTpOUTb  OrpaHUYEeHne  CKOpOCTU
nepeHanpasneHns XXypHarnoB, TO €CTb MakCMMaribHOe KOSIMYECTBO XypHarioB, KOTOpble
nepeHanpasnsalOTCA C pPe3epBHOr0 YCTPOMUCTBA Ha aKTUBHOE YCTPOWUCTBO WU C
pe3epBHOro MOAYISA ynpaBneHna Ha akTUBHbBIA MOAY b YNpaBrieHUs B CEKyHAY.

HacTpolika ypoBHS XXypHanoB, OTNpaBfeHHbIX B KOHCOSb
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Mo ymOn4yaHuio ypoBEHb XXYpPHarnoB, OTNpaBnseMbIX B KOHCOMb, - 3TO YPOBEHb OTMAAKM
(ypoBeHb 7).

BeinonHute komaHay logging console [ level | B pexvme rnobansHon KoHuUrypauum,
YTOObI HACTPOUTL YPOBEHB XXYPHAIOB, KOTOPbIE MOXHO OTNPaBUTb HA KOHCOSTb.

OTnpaBka )XypHanoB Ha TepMMUHAI KOHTPOSb COCTOSIHUS
Mo ymonyaHuio oTnpaBka XXypHanoB Ha MOHUTOPWUHIOBLIN TEPMUHAN 3anpeLLeHa.

3anyctute komaHay terminal monitor B npuBunerMpoBaHHOM pexunme, 4TOObI
OTNPaBuUTb XypHaribl HA MOHUTOPUHIOBLIN TEPMUHATT.

HacTpoiika ypoBHS XXypHanoB, oTnpaBnseMblX HaA MOHUTOPWUHIOBbLIA TEpMUHAnN

Mo ymonyaHuio ypoBeEHb XypHarnoB, OTrpaBnsieMblX HA MOHUTOPWUHIOBbLIA TepMuUHan, -
3TO ypOBEHb OTraaku (ypoBeHb 7).

BbinonHute komaHgy logging monitor [ level | B pexume rnobanbHON KOHurypaumm,
yTobbl HACTPOUTb  YPOBEHb  >KYpPHArnoB, KOTOPble MOXHO OTNPaBUTb  Ha
MOHUTOPUHIOBbIN TEPMUHATT.

3anuchk xypHarnos B bycdep namaTu

Mo ymonuyaHuio XypHanbl 3anucbiBaloTca B Oydep namsiti, a ypoBEHb XypHanoB no
YMOM4YaH10 — 3TO YPOBEHb OTNagku (YpoBeHb 7).

3anyctute komaHay logging buffered [ buffer-size | [ level | B pexume rnobanbHom
KOHdUrypaumm, 4tobbl HacTpouUTb MapameTpbl 3anucu XypHanos B Oydep namstwy,
BKIoYasa pasmep Gydepa n ypoBeHb XypHana.

OTnpaBka XXypHarnoB Ha CepBep >KypHanMpoBaHus
Mo ymonyaHuto XXypHarnbl He OTNPaBATCSA Ha CEPBEP XKYPHaNMpoBaHMS.

3anyctute komaHay logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via
mgmt-name ] [ udp-port port | [ vrf vrf-name ]| B pexxume rnobanbHON KOHUrypauum
AN OTNPaBKU XXYPHANOB Ha YKa3aHHbI CEPBEP XXypPHANMPOBaHWSI.

HacTpolika ypoBHS XXypHanoB, OTNpaBrisieMblX Ha CEPBEP KypPHaNMpOBaHMs

Mo ymonyaHumioo ypoOBEHb XypHaroB, OTMpaBseMbIX Ha CepBep XYpHanupoBaHus,
ABnseTca NHPOPMaLMNOHHBIM (YPOBEHB 6).

BoinonHute komaHgy logging trap [ level ] B pexume rnobanbHON KOHurypaumm,
yTOoObl HaCTPOUTb YPOBEHb XYPHANoOB, KOTOPbIW MOXHO OTNpPaBUTb Ha cepBep
XypHanumpoBaHusi.

HacTpolika ypOBHSI >KypHanoB, OTNpaBnsieMbIX Ha CEPBEP XKXypHanMpoBaHus

Ecnn copmat xypHana RFC5424 oTtknoyeH, 3HayeHne ob6bekTa >KypHanos,
OTNpaBfsieMbIX Ha CepBEpP XypHanMpoBaHus, MO ymonyaHuio asnsietcs local7 (23).
Ecnn BknoyeH copmat xypHana RFC5424, 3HayeHne o6bekTa >KypHanos,
OTNpaBnsieMbIX Ha CEPBEP XypHanMpoBaHus, No ymonvaHuo siensetcs local0 (16).

Boinonuute komangy logging facility facility-type B pexume rnobanbHoun
KOHGUrypaumm, 4tobbl HaCTPOUTb 3Ha4YeHne oObekTa XypHanoB, OTNPaBMSEMbIX Ha
cepBep XypHanMpoBaHusl.
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HacTtporika ucxogHOro agpeca  >KypHanoB, OTNpaBnseMblX Ha  cepsep
XXYpHanMpoBaHus

Mo ymonuaHuio UMCXOAOHbIM  agpec XypHanoB, OTNpaBfsSeMblX Ha cepsep
XypHanupoBaHus, asnsetca |IP-agpecom nHtepenca, otnpaBnaoLEro XypHansbl.

3anyctute komaHay logging source [ interface ] interface-type interface-number,
4yTObObl HACTPOUTb UHTEP(ENC UCTOYHUKA XypHanoB. Ecnn nHTepdenc ncrtovHmka He
HacTpoeH wunun |P-agpec He HacTpoeH Ansa 3TOoro MHTepdenca, agpec MCTOYHUKA
XypHanoB — 370 |IP-agpec nHTepdenca, oTnpaBnsoLero XypHarsbl.

Beinonuute komaHay logging source { ip ip-address | ipv6é ipv6-address } ans
HacTpoukn IP-agpeca uctodHuka XxypHanoB. Ecnu atoT IP-agpec He HacTpoeH Ha
yCTpOMUCTBE, agpec WCTOYHMKa XypHanoB — 910 |P-agpec wuHTepdeica,
OTNPaBNALLEro XypHansbl.

3annck XXypHanos B dansibl XXypHana

Mo ymonyaHuio XypHarnbl He 3anucbiBaloTCA B (pannbl XypHanoB. [locne Bkr4veHUs
OYHKLMM 3anncu XXypHanoB B (hanrbl XXypHanoB ypOBEHb XXYpHaroB, 3anncbiBaembli B
hansibl )KypHaroB, N0 YMOM4YaHUIO ABNAETCA NH(POPMaLNOHHBIM (YPOBEHb 6).

3anyctute komangy logging file {flash:filename | usbO0:filename | usb1:filename }
[ max-file-size ] [ level ] B pexume rnobanbHOn KoHdUrypaumm, 4Tobbl HaCTPOUTb
napameTpbl 3anucu XXypHanoB B (pawurnbl XypHasros, BKMOYas TUM YCTPOWCTBA, Ha
KOTOPOM XpaHuTCcH hann, um4a panna, pasmep danna n ypoBeHb XypHarna.

HacTpoiika nHtepBana 3anucu XypHanos B ¢hann xxypHarna

Mo ymonyaHuio xXypHanbl 3anucbiBatoTca B dpannbl XypHanos ¢ nHtepsanom 3600 cek
(oanH yac).

Boinonnute komaHay logging flash interval seconds B pexvume rnobanbHOM
KOHGUrypaumm, 4Tobbl HACTPOUTbL MHTEPBAN 3anucK XXypHanoB B (hannbl XXypHanos.

HacTpolika BpeMeHn xpaHeHnsa pansos xxypHana
Mo ymonyaHuio Bpems XpaHeHUsa He HaCTPOEHO.

BoinonHute komaHay logging life-time level level days B pexume rnobanbHown
KOHUrypaumm, 4Tobbl HACTPOUTL BPEMS XPaHEHUS XypHanoB. AIMUHUCTPATOP MOXET
yKasaTb pasnu4yHoe KONMYECTBO AHEWN XPaHEHWS ANS XypHarioB pasHbIX YPOBHEN.

HemenneHHas 3anuch xXypHanos 13 bydepa B hansbl )KypHanosB

Mo ymoOMyaHUK CUCTEMHbIE >XypHanbl XpaHATcA B Oydepe  CUCTEMHbIX
XypHanoB(syslog), a 3atem nepvoaou4eckn 3anucbiBalOTCA B (painbl XKypHaroB Wu
korga Oydpep 3anosiHeH.

3anyctute komaHay logging flash flush B pexume rnobanbHon koHdUrypaumm gns
HeMeaJSIEHHOM 3anucn XXypHanoB 13 Bydepa B dannbl XXypHanos, YTOObl MOXHO ObINo
yao6bHO cobupaTb XypHarbl.

8.3.4 dunbTpauma cncTteMHbIX XypHanos(syslog)

MNo YMOJTHaHUIO XXypHarlibl, CO34aHHblIE CUCTEMOMN, OoTnpaBnAKTCA Ha BCE HAa3HA4YEHUA.
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MpuHUKMN paboTbl
dunbTpauuns Ha3HayYeHun
OnpepgeneHbl NATb HAa3HAYeHUI PUNbTPALUK KYPHANOB:

s buffer: OTpunbTpOBLIBAET XYypHanbl, oTnpaensemMble B Gydep XypHanupoBaHus,
TO eCTb XypHarnbl, oTobpaxaemble komaHgon show logging.

s file: OToMNbTPOBLIBAET XYypHarbl, 3anMcbiBaemble B pansibl XXypHaroB.

s server: OTOUNLTPOBLIBAET XypHanbl, OTNPaBeHHbIEe Ha CEPBEP XYPHANUPOBaHWS.

s terminal: OTMNbTPOBLIBaAET XypHarbl, OTNPaBfiEHHbIE Ha KOHCOfb U TepMuHan

MOHUTOpUHra (Bkrtoyasa Telnet n SSH).

UeTblpe HasHayeHuss unbTpauum MOryT mcrnonb3oBaTbcs NMMbo B kOMOMHauum ans
dunbTpauun XypHanoB, OTNPaBMsSIEMbIX Ha pasfMyHble HasHa4YeHusi, NMM6o oTAenbHO
AN ounbTpaLmnm XXypHanoB, OTNpaBsieMblX Ha O4HOro nonyyaTens.

Pexum dunbTpaumm
[ocTynHbl ABa pexnma unbTpaunn:

« contains-only: YkasblBaeT, 4YTO BbIBOOAATCA TOSMbKO >XYypHarbl, coaepxaliune
KNnioYeBble CroBa, YKasaHHble B npasBunax dunetpauun. Bo3amoxHo, Bac
WMHTEepecyeT TOMbKO YKasaHHbIA TUM XypHanos. B aTom cnyyae MOXHO MPUMEHUTb
pexum contains-only Ha ycTpoucTBe Onsi OTOOpaKeHuss Ha TepMuHane TOSbKo
XypHanoB, COOTBETCTBYHOLUMX MpasuriaMm unbTpaumm, YTO MOMOXET NPOBEPUTD,
nponcxoauT nn kakoe-nnbo cobbiTue.

s filter-only: YkasbiBaeT, 4TO XXypHarnbl, CogepXxalme KrnoveBble CrioBa, YKkaszaHHble B
npaesunax unbTpaumm, oTUNbTPOBaHbI U He ByayT BbiBOAUTLCA. Ecnn moaynb
reHepypyeT CIULWIKOM MHOrO >XypHanoB, Ha WHTepdence TepMmHana MoxeT
noasutbCca ¢nya. Ecnv BaMm He HyXeH [aHHbIM TUM >XypHarnoB, Bbl MOXeTe
npumeHnTb pexum filter-only ¢ npaBunamu gna nx dunbTpaummn (Hanpumep, Ans
ounbTpaLnm XXypHaros, KOTOpble MOTYT Bbi3biBaTb ¢onya).

[Ba pexuma unbTpaumMm SBNSAIOTCS B3aUMOWUCKMIOYAOLWMMN, TO €CTb MOXHO
HaCTPOMWTb TONbKO OAUH PEXUM DUNbTPaLMM OOHOBPEMEHHO.

MpaBuna uneTpaumnm
[ocTynHbl ABa npaBuna uneTpauuu:

X/

+ exact-match: Ecnn BbibpaHO exact-match, Heobxogumo BbIGpaTh BCce TpU onumum
dunbTpauumn (Moaynb, YpoBeHb U MHeMOHuKa). Ecnn Tpebyetca oTunbTpoBaTh
ornpeneneHHbIN XXypHarn, ncnosnb3ymnte npasuno ounbTpauum exact-match.

% single-match: Ecnu BbiOpaHO coOTBETCTBME NO OOHOMY W3 KPUTEPMEB,

Heob6xoaMMOo BbI6paThb TOMNbKO OAHY U3 Tpex onuum uneTpaumm (Moaynb, ypoBEHb

M MHeMoHuKa). Ecnu Tpebyetca oTdhunbTpoBaTh XypHarnbl oOnpeneneHHoro

MOJYnNS, YPOBHS UM MHEMOHUKM UCMNONb3yNTe NpaBuno unbTpaunmn single-match.

Ecnu oguH 1 TOT Xe MoAynb, YpOBE€Hb UM MHEMOHMKa HaCTpO€EHbl KakK B npaBunax
OOMWHOYHOIo COOTBETCTBUA, TaK U B MNpaBunax TOYHOrNo COOTBETCTBUA, MpaBUI1o
OOWHOYHOIo COOTBETCTBUA UMEET MNpeunmMmyulleCTBeHHYo cuny Hag npaBuiioM TOYHOIO
COOTBETCTBUA.
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CBA3aHHble HACTPOWUKUN CUCTEMbI
HacTtponka HasHadeHus ounbTpaunm XypHana

Mo ymonuyanuio nonyyatenu cunbTpaumum XypHana — BCe, TO €CTb >XypHanbl,
oTnpaBnsieMble Ha Bce Ha3HayYeHUs, PUNbTPYHOTCS.

3anyctute komaHgy logging filter direction { all | buffer | file | server | terminal } B
pexume rnobanbHOW KoHdurypauumn, 4Tobbl HACTPOUTbL nonyyaTenen unbTpaymm
XypHana ons dpunbTpauum XXypHanoB Ha yYKa3aHHble Ha3HayYeHus.

HacTpoiika pexnma ounbTpaumnm xxXypHarnos
Mo ymonyaHuio pexum dunbTpaunm xxypHana — filter-only.

3anyctute komaHay logging filter type { contains-only | filter-only } B pexume
rno®anbHOM KOHUrypaumm onst HaCTPOMKN pexnma ounbTpaunmn XXypHana.

HacTtponka npasuna unbTpauum xXypHanos

Mo ymonyaHuO Ha YCTPOWCTBE He HaCTPOEHO MpaBuNo (punbTpauumn XypHanos, TO
€CTb XXYypHarbl He OTUNBTPOBAHbI.

3anyctute komaHgy logging filter rule exact-match module module-name
mnemonic mnemonic-name level level B pexxnme rnobanbHON KOHUrypaummn, 4tobbl
HaACTPOUTb NPaBuUo TOYHOrO COOTBETCTBUS.

3anyctute komaHay logging filter rule single-match { level /evel | mnemonic
mnemonic-name | module module-name } B pexume rnodanbHOM KOHdUrypauum,
4T06bI HACTPOUTL NPABUIIO OANHOYHOIO COBNAgEHUS.

8.3.5 KoHTponb cocTosiHUA CUCTEMHbIX XypHanoB(syslog)

Mocne BKMHOYEHUSI MOHUTOPUHIA CUCTEMHBIX XKypHanoB(syslog), cuctema oTcnexuBaeT
NoNbITKN AOCTyNa nonb3oBaTtenen n co3gaeT COOTBETCTBYIOLLME XKypHarnbl.

MpuHUKN paboTbl

Mocne perncTpaumm nonbITOK BXOAa/Bblxo4a cucTemMa 3anmncbiBaeT MOMbITKA AocTtyna
nonb3oBaTtesnien. >KypHan CcCoOepXXNUT nMA nonb3oBaTesia n agpec MCTOYHUKA.

Mocne BKMNOYEHMS BeAEHMS XXypHana onepauui cuctema 3anucbiBaeT U3MEHEHUs! B
KOHpUrypaumm yCTPOWCTB, KypHan COAePXUT UMS Norb30oBaTens, agpec NCTOYHMKA U
onepauumto.

CBsizaHHble HACTPOWUKU CUCTEMDI
BkntoueHue perncrpaumm NonbITOK BXo4a Unn Bbixoaa

Mo ymonyaHumio yCTPOMCTBO He CO3aeT XypHanbl Npu OO0CTyne nonb3oBaTenen K
YCTPOWCTBY WK BbIXOAE N3 HETO.

3anyctute komaHgy logging userinfo B pexunme rnobanbHon kKoHGUrypaumm, 4Tobbl
BKIMIOYNTb perucTpaumio nonbiTOK BxoAda/Bbixoda. [locrne BKIYEeHUs 3TON oyHKLMU
YCTPONCTBO OTOBpaxkaeT >XypHanbl, KOrga nonb3oBaTtenu nonyyawT [OcTyn K
yctponcteam vepes Telnet, SSH unu HTTP, 4ytobbl agMUHUCTPATOP MOr OTCREeXnBaTb
NOAKMNIOYEHNS 3TUX YCTPOMUCTB.

BkrtoveHne BegeHus XXypHana onepauum
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Mo ymMonyaHu YCTPOWCTBO HE CO34AeT >XypHanbl NPy M3MEHEHUWM KOHGUrypaumu
YCTPOWCTB Nonb30BaTensMu.

3anyctute komaHgy logging userinfo command-log B pexume rnobanbHOM
KOH(purypaummn, 4tobbl BKNIOYUTL pernctpaumio onepaumin. Nocne BKAOYEHUA ITOW
YyHKUMM  cucTema oTobpakaeT CBfi3aHHble >XypHanbl ANd  yBEeOOMIEHMS
agMuHucTpaTopa 06 n3amMeHeHusIX KoHurypaumn.

8.4 KoHdmrypaums

KoHdurypaums OnucaHue n kKomaHaa
HacTpoiika A\ (HeobssatenbHo) WcronbayeTcss Anst  HacTpolku  ¢popmarta
QOQMaTa CUCTEMHOrIO XXypHana.
CUCTEMHOTO
XypHana service timestamps | HacTtpouka bopmata MeTku
message-type [ uptime| BPEMEHU CUCTEMHBIX
datetime [ msec ] [year]]] XypHanos(syslog).
service sysname [obGasnseT cuctemHoe Mms B

CUCTEMHBIN XXypHarn.

service sequence-numbers HobaBnsaeT nopsagkoBbiv
HOMEpP B CUCTEMHbIV XXypHar.

service standard-syslog BknovaeT ctaHgapTHbIN
dopmaT CUCTEMHOrO XypHana.

service private-syslog BkntovaeT oopmat yactHoro
CMUCTEMHOrO XXypHana.

Otnpaeka A\ (Heob6sizaTenbHo) [aHHbI METoA WUCMOnb3yeTcs AN HACTPOMKM
CUCTEMHbIX napamMeTpoB OTNPaBKM CUCTEMHbIX XXypHanoB(syslog) B KOHCOSb.
XypHanos(syslog) B
KOHCOMb logging on BkntovaeT BegeHue xypHana.
logging count BkniovaeT cratnctuky
XypHana.
logging console [ level ] HactpauBaeT ypoBeHb
XypHarnos, oTobpaxaembIX B
KOHCONM.
logging rate-limit { number | HacTtponka npegena ckopocTtu
all number | console {number| | )XypHanupoBaHus.
all number}} [ except [
severity ] ]

Otnpaska /\ (HeobsizaTenbHo) [aHHbI MeTon WCMonb3yeTcs AN HaCTPOMKM
CUCTEMHbIX napameTpoB OTNPaBKN CUCTEMHbIX XXypHanoB(syslog) B TepmuHan
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»KypHanos(sysloq)
Ha TepMuHan

KOHTpONA
COoCTOAHNA

KOHTPOJ1A COCTOAHUA.

terminal monitor

[Mo3BonseT TepMmuHany
KOHTPOMSA COCTOSAHNSA
oTobpaxaTb XXypHanbl.

logging monitor [ /evel |

HacTtpauBaeT ypoBeHb
XypHarnos, oTobpakaembIX B
TepMuHane KOHTPons
COCTOSIHMS.

3anucb CUCTEMHbIX
>KypHanos(syslog) B
oydep namaTu

A\ (HeoBsizaTenbHo) [laHHbIN METOA, UCMONb3yeTcsl ANS HacTPOMKM
napameTpoB 3anucu CUCTEMHbIX XypHanoB(syslog) B 6ydep

namMAaTn.

logging buffered [ buffer-size ]
[ level ]

HacTtpauBaeT napameTpsbl
3anncm CUCTEMHbIX
XypHanos(syslog) B 6ydep
namsaTn, BKIOYas pasmep
Oydepa 1 ypoBeHb XypHana.

Otnpagka A\ (HeobsizaTenbHo) OaHHbIN METO[ UCMOMNb3yeTcs AN HaCTPOMKM
CUCTEMHbIX napameTpoB OTMPaBKN CUCTEMHbIX XXypHanoB(syslog) B TepMuHan
XypHanos(syslog) KOHTPOSi COCTOSIHUS.
Ha cepeep
XypHanMpoBaHus logging server [ oob | { ip- OTnpaBngaeT XypHarnbl Ha
address | ipv6 ipv6-address } [ | ykasaHHbIN cepBep
via mgmt-name ] [ udp-port XypHanmpoBaHus.
port | [ vrf vif-name ]
logging trap [ level ] HacTtpauBaeT ypoBeHb
XXypHarnos, oTnpaBnsemMbiX Ha
cepBep XypHanupoBaHusi.
logging facility facility-type HacTtpauBaeT 3Ha4yeHus
XypHana, oTnpasnsemble Ha
cepBep XypHanupoBaHusi.
logging source [ interface ] HactpaunBaeTt nHtepdenc
interface-type interface-number | UICTOYHMKA XypHaros,
OTNpaBnsieMbIX Ha cepBep
XypHanupoBaHusi.
logging source { ip ip-address | HactpamBaeT agpec
| ipv6 ipv6-address } NCTOYHMKA XXypPHanos.,
OTNpaBngeMbIX Ha cepBep
XypHanupoBaHusi.
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3anucb CUCTEMHbIX
>KypHanos(syslog) B
dannbl xypHasnos

A\ (HeoBsizaTenbHo) [aHHbIN METOA, UCMONb3yeTcsl ANS HacTPOMKM
napameTpoB 3anncu CUCTEMHbIX XXypHanoB(syslog) B chann.

logging file { flash:filename |
usbO0:filename | usb1:filename
} [ max-file-size ] [ level ]

HactpaunBaeTt napameTpbl
3anMcu CUCTEMHbIX
XypHanos(syslog) B chawn,
BKMOYAdA TUN XpaHunuiia
dannos, nms ganna, pasmep
(harna n ypoBeHb XypHarna.

logging flash interval
seconds

HacTtpausaeT vHTepBan
3anncu XXypHanos B dpannebl
XypHarna. 3HayeHue no
ymosnyaHuio: 3600.

logging life-time level /evel
days

HacTtpanBaeTt Bpemsi XxpaHeHUs
dhannos XypHana.

HacTpoiika A\ (HeoBsizaTenbHo) Wcnonb3yetcss AN BKIKOYEHUS  YHKLMK

dbunbTpaumnm unbTpaLmMn CUCTEMHbIX XXypHanos(syslog).

CUCTEMHBbIX

XypHarnos(syslog) logging filter direction { all | | HacTtpavsaet nonyvartenb
buffer | file | server | terminal | punbTpaumm xypHana.
}
logging filter type { contains- | HactpauBaeT pexum
only | filter-only } ounbTpaLnm XXypHarnos.
logging filter rule exact- HactpausaeT npasuno
match module module-name | dunbTpaumm TOYHOIoO
mnemonic mnemonic-name COOTBETCTBUA.
level level
logging filter rule single- HactpanBaeTt npasuno
match { level /evel | dunbTpaUNn OANHOYHOrO
mnemonic mnemonic-name | | cOBNageHus.
module module-name }

HacTtpoiika /A (HeobsizaTenbHo) Wcnonb3yeTca [Ans  BKMOYEHWUS  (OYHKLMM

nepeHanpaBsieHunsa nepeHanpaseHna XxXypHana.

CUCTEMHOIO

XypHana logging rd on Bknovaet yHKUMIO

nepeHanpasreHns xxypHana.
logging rd rate-limit number [ | HactpauBaeT orpaHn4eHune
except severity | CKOPOCTU NnepeHarnpasneHns
XypHana.
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HacTpoiika A\ (HeoBsizaTenbHo) Wcnonb3yeTcss AN HACTPOWMKM napameTpos

KOHTPONA (PYHKLMM MOHUTOPUHIA CUCTEMHOTO XXypHana.
COCTOSAHUSA

CNCTEMHOro logging userinfo [Mo3BonsieT permcTpupoBaTthb
XKypHana NonbITKM BXxoda/BbIxoaa.

logging userinfo command- | Bkniovaet XxypHanuposaHve
log onepauun.

CuHXpoHM3auns
NMoNib30BaTENbCKOro
BBOJa C BbIXO40M

/A (HeoBssaTenbHo) WMcnonb3ayeTcs Aans CUHXPOHM3aLMK
Monb30BaTENbCKOro BBOAA C BLIBOAOM XXypHana.

KypHana logging synchronous CUHXPOHM3NpYeT
nonb3oBaTerbCKUN BBOA C
BLIBO/IOM XypHara.

8.4.1 Hactpouka hopmaTta CMCTEMHOrO XypHana
Pe3ynbTaT KOHpUrypauum
% Hactpowka pbopmaTta cucTeMHbIX XypHanoB(syslog).
MpumeyaHusn

dopmat xypHana RFC3164

s Ecnu yctponctBo He wumeeT 4YacoB peanbHoro BpemeHu (RTC), koTtopble
MCNONb3yTCA ANd 3anMcu abCoNOTHOrO BPEMEHW CUCTEMbI, YCTPOWCTBO MO
YMOM4YaHMIO MUCMNONb3yeT BpeMs 3anycka (Bpemsi 6e30TkasHon paboThl - uptime) B
KayecTBe MEeTKU BpeMEeHU CUCTEMHOro XypHana. Ecnu yctponctso nmeet RTC, no
YMOJSIHaHNIO YCTPOWCTBO MCMOMb3yeT cBoe abCconioTHoe BpeMs (4ata u Bpems -
datetime) B kauecTBe METKM BpEMEHU CUCTEMHOIO XypHana.

s lopsgkoBbIn HOMEpP >XypHana npeacTtaBnseTr cobon 6-3HayHOe Lernoe Yucro.
Kaxgbin pa3s npu reHepauuu >XypHarna nopsakoBbI HOMeEp yBeNnuuuBaeTCs Ha
oavH. Kaxabln pas, kKorga nopagkosbii Homep yeBenuumBaeTca ¢ 000000 go
1000000 unu gocturaet 2432, nopsaakoBbIN HOMep cHoBa HaynHaeTca ¢ 000000.

ATanbl KOHDUrypaumm
HacTtpowka doopmaTta MeTKM BPEMEHN CUCTEMHBIX XypHarnos(syslog)

s (dononHutensHo) Mo ymonyaHuio ncnonb3yetcs dopmaT MeTKM BpemeHun datetime.
s Ecnm He ykasaHO WHOe, BbINOMHUTE 3Ty HACTPOWKY Ha YCTPOMCTBE, YTOObI
HacTpouTb chopmart timestamp.

[loGaBrneHne CUCTEMHOIro MMEHMU B CUCTEMHbIN XXypHar

% (dononHutenbHo) [lo ymMON4YaHWIO CUCTEMHBIA XXypHam He COAEpPXWUT WMEHU
CUCTEMBI.
J

% Ecnu He yka3aHo MHOe, BbINOSHUTE 3Ty HACTPOWKY Ha YCTPOWMCTBE, YTOObI 406aBUTL
MMSI CUCTEMbI B CUCTEMHBbIV >KypHar.

[loGaBneHne NopsiaKoBOro HOMepa B CUCTEMHbIN XXypHar
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% (OononHuTtenbHo) 1o yMON4YaHUIO CUCTEMHbIN XypHarn He COOEePXUT MOpsSaKOBbIN

HOMeEp.

% Ecnn He yka3aHO MHOe, BbINOMTHUTE 3Ty HACTPOWMKY Ha yCTPONCTBE, YTOObLI 406aBUTL
NOpPSAKOBbLIN HOMEP B CUCTEMHBIWN XXypHan.

BkrtoveHne ctaHgapTHOro dpopmata XypHana

% (OononHuTtenbHo) Ncnonb3yeTtcsa hopmar XypHarna no yMon4aHuio.
s Ecnu He ykaszaHO WHOe, BbIMOMHUTE 3Ty HACTPOWKYy Ha YCTPOUCTBE, 4TOObI
BKIMIOYNTb CTaHOAPTHbBIM hopMaT XypHana.

BkrtoveHne bopmarta 4acTHOro xypHarna

¢ (JononHutensHo) No ymonyaHuio ncrnonb3yetcs oopmaT cTaH4apTHOrO XypHana.
s Ecnun He ykaszaHO WHOe, BbIMOMHUTE 3Ty HACTPOWKYy Ha YCTPOUCTBE, 4TOObI
BKMIOYNTb (bOpMaT YaCcTHOro XypHana.

lNMpoBepka KoHcUrypaumm

s Co3spanTe CUCTEMHbIN XXypHar 1 npoBepbTe ero oopmar.

CBsizaHHblIe HaCTPOWKK

HacTtpowka dpopmaTta MeTKM BPEMEHN CUCTEMHbBIX XypHaros(syslog)

KomaHpa service timestamps [ message-type [ uptime | datetime [ msec ] [
year]]]
OnucaHwue message-type: YkasbiBaeT Tvn XypHana. CywecTByeT fBa Tvna
napameTpoB XKYpPHaroB: XXypHan n oTnagka.
uptime: YkasblBaeT BpeMs 3arnycka ycTpoucTsa B oopmarte
aa:vy:mm:cc, Hanpumep 07:00:10:41.
datetime: YkasbiBaeT TekyLlee Bpems ycTtponctea B popmate MM
00 v4:mm:cc, Hanpumep, Jul 27 16:53:07.
msec: YKa3sblBaeT, YTO TeKyLlee BpeMs YCTPOMUCTBa COLEPXKMUT
MUNNINCEKYHAbI.
year: YKa3blBaeT, YTO TEKYLLEE BPEMS YCTPOMUCTBA COAEPXKUT roA.
Pexum Pexnm rnobanbHOn KoHpurypaumm
KOHduUrypaumm
Ucnonb3oBaHue | [JocTynHbl ABa dpopmaTa BpeMeHN CUCTEMHOrO XypHana, a
KOHpUrypaumm A MMeHHO: Bpems 6e30TkasHon paboTsl (uptime) n gata-spems

(datetime). Npun Heob6xoAMMOCTN MOXHO BbIbpaTh hopMaT METKM
BpPEMEHM.

[lobasneHne cuc

TEMHOIO UMEHN B CUCTEMHbIN XypHan

KomaHaa service sysname
OnucaHune HepoctynHo
napameTposB
Pexum Pexxum rmobanbHOM KoHurypauum
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KOHduUrypaumm
Ucnonb3oBaHue  OTa kOMaHAa ncnonb3yeTcsa Ans fobaBneHus UMEHU CUCTEMbI B
KOHdpUrypauumm | xypHan, 4tobbl Bbl MOy naeHTMduumMpoBaTb YCTPOUCTBO,

KOTOpOe OTNPaBNSeT CUCTEMHbIE XXypHanbl Ha cepBep.

[loGaBneHne NopsiaKoBOro HOMepa B CUCTEMHbIN XXypHar

KomaHpa service sequence-numbers
OnucaHue HepocTtynHo
napameTpoB
Pexum Pexnm rnobanbHOn KoHurypaumm
KOHdurypaumm
Ucnonb3oBaHue | OTa kOMaHAa ncnonb3yeTcsa Ans gobasneHms nopsaKkoBoro
KOHcpurypaumm | Homepa B XypHan. lNopsakoBbii HoMep HaymHaeTca ¢ 1. [Nocne

Ao6aBrneHns NopsiaKoBOro HOMepa MOXHO YETKO y3HaTb, NMOTEPSH
N1 Kakon-nnbo XypHar, a Takke nocrnegoBaTenbHOCTb CO34aHNS
KypHanos.

BkntoyeHune ctaH

[AapTHOro hopMaTta CUCTEMHOIO XXypHana

KomaHpa service standard-syslog
OnucaHue HepocTtynHo
napameTpoB
Pexum Pexnm rnobanbHOn KoHpurypaumm
KOHdurypaumm
Mcnonb3oBaHue | 1o ymonuaHuio XXypHarnbl oTobpaxatoTcsa B criegytowem dopmarte
KOHdurypauum | (dpopmaT Nno yMOnYaHuK):

*timestamp: %emodule-level-mnemonic: content

Ecnu BkntoyeH ctaHaapTHeIN popmaTt syslog, XKypHansbl
oTobpaxatoTca B criegyrowem popmare:

timestamp %module-level-mnemonic: content

B ctaHgapTHOM dbopmaTe XXypHana rno cpaBHEHWIO C hopmMaToMm

XypHana no ymosnyaHuio 3se3godka (*) oTcyTcTByeT nepeq MeTKomn
BPEMEHWN, a ABOETOUME (:) OTCYTCTBYET B KOHLIE METKN BPEMEHM.

BknioyeHune yact

HOro popmMarta CUCTEMHOrO XypHana

KomaHpa service private-syslog
OnucaHue HepocTtynHo
napameTpoB
Pexum Pexnm rnobanbHOn KoHpurypaumm
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KOHduUrypaumm
Mcnonb3oBaHue | 1o ymonuaHuio XXypHarnbl oTobpaxatoTcsa B criegytowem dopmarte

KoHdurypaumm

(dbopmaTt no ymonyaHumio):

*timestamp: %emodule-level-mnemonic: content

Ecnu BKNtoYeH YacTHbIN doopmaT syslog, KypHanbl oTobpaxatrTca
B criegytowiem popmare:

timestamp module-level-mnemonic: content

B yacTHOM dpopmaTe XKypHana no cpaBHEHUIO C hopmMaToMm
XXypHarna no ymondaHuio 3sesfoyka (*) oTCyTCTBYeT nepen MeTkomn

BPEMEHW, ABOETOUME (:) OTCYTCTBYET B KOHLE METKU BPEMEHN, N
3Hak npoueHTa (%) OTCYTCTBYET B KOHLIE MMEHU MOLYNS.

Mpumep KoHdUrypaumm

BkntoyeHue dopmata xypHana RFC3164

CueHapun

Heobxogumo HacTpouTb opMat METKM BPEMEHMU Chneaylowunm
obpasowm:

1. Bkntounte cpopmat RFC3164.

2. NameHuTte dopmaT mMeTkn BpemeHun Ha datetime n pobaBbTe
MUINCEKYHAOY U FO4 K METKE BPEMEHM.

3. [lobaBbTE CUCTEMHOE MMS B CUCTEMHbIN XXypHarn.
4. [lobaBbTe NOPALKOBLIA HOMEP B CUCTEMHbIN XXypHar.

drtanbl
KOHdurypaumm

¢ Hactpowka pbopmaTta CUCTEMHOrO XypHarna.

QTECH# configure terminal

QTECH (config) # no service log-format rfc5424

QTECH (config) # service timestamps log datetime year msec
QTECH (config) # service timestamps debug datetime year msec
QTECH (config) # service sysname

QTECH (config) # service sequence-numbers

MNMpoBepka
KoHdurypaumm

Mocne HacTponkn hopmata MeTkn BpeMeHn ybeanTechb, YTO HOBbIE

CUCTEMHBIE XypHanbl oTobpaxatoTcs B opmaTte RFC3164.

% BbinonHute komaHgy show logging config ona otobpaxeHus
KOHpurypaumn.

< Bonagute B pexum rnobanbHOM KOHUIrypauun unm selingute n3
Hero, 4tobbl co3gaTb HOBbLIN XXypHan, u nposepbTe dopmart

@ ) QTECH |
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METKMN BpEMEHU B HOBOM XypHarne.

QTECH (config) #fexit
001302: *Jun 14 2013 19:01:40.293: QTECH

QTECH#show logging config
Syslog logging: enabled

logged

5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

logged, 0 fail

Configured from console by admin on console

Console logging: level informational,

Monitor logging: level informational, 0 messages logged

File logging: level informational, 121 messages logged

File name:syslog test.txt, size 128 Kbytes,

Trap logging: 1level informational, 121

$SYS-5-CONFIG I:

messages

Buffer logging: level informational, 1306 messages logged

have written

lines

8.4.2 OTnpaBKa cucTeMHbIX XypHanoB(syslog) B KOHCONb

Pe3ynbTaT KOHpUrypauum

% OTnpaBbTe CUCTEMHbIE XYpHarbl B KOHCOSb, YTOObl 0ONerynTb agMUHUCTPATOPYy

KOHTPOJ1Ib COCTOAHNA NMPON3BOANTENIbBHOCTU CUCTEMBbI.

MpumeyvaHunna

X/

s Ecnu creHepnpoBaHO CIIMWKOM MHOIO CUCTEMHbIX XypHanos(syslog), MOXHO

OrpaHn4YnTb CKOPOCTbL XYpHarinpoBaHUA, 4YTOObI YMEHbLNTb KOJINYECTBO XYpPHaJioB,

oTobpakaeMbIX B KOHCOMMW.
ATanbl KOHDUrypaumm
BkntoyeHne BegeHus xxypHana

% (OononHutenbHo) No ymonyaHuio OYHKLMS XXYPHaNmMpoBaHUS BKIOYEHa.

BknoveHne cTaTucTmkm XypHannpoBaHUA

s (JononHutenbHo) Mo ymonyaHuio, CTaTUCTUKA XXYPHaNMpPOBaHUs OTKOYEHA.

X/

BKITHOMUTb CTATUCTUKY KYpPHaNMPOBaHUS.
HacTtpowka ypoBHS XypHanoB, 0OTOGpakxaeMbiX B KOHCOMU

. QTECH | www.qtech.ru

MWP NOCTYNHEE

s Ecnm He ykasaHO vHOe, BbINOMHUTE 3Ty HACTPOWKY Ha YCTPOMCTBE, YTOObI




PykoBoacTBo nomnb3oBa
8. KoHdpurypauus cuctemHoro xypHana (Syslog)

Lebbibbd
pmnaesn

Tens
114

% (OononHutensHo) Mo ymon4yaHuio ypoBeHb XXypHaroB, OTMpaBrisieMbIX B KOHCOSb, -
9TO YPOBEHb OTNaaKuN (YpOBEHb 7).

% Ecnu He ykasaHO WHOe, BbINOMHUTE 3Ty KOHMUrypauuio Ha YCTPOWUCTBE, YTOObI
HaCTPOUTb YPOBEHb XypHaroB, oTobpaxxaemblin B KOHCOSN.

HacTtponka orpaHnyeHnst CKOPOCTU XypHanMpoBaHus
% (OononHutenbHo) 1o ymMon4aHuO OrpaHUYeHMEe CKOPOCTU XYPHanupoBaHUS He

HacTPOEHO.

s Ecnm He ykasaHO wWHOe, BbINOMHUTE 3Ty HACTPOWKY Ha YCTPOMCTBE, YTOObI
OrpaHUYnUTbL CKOPOCTb PerncTpaunmn.

lNMpoBepka KoHcUrypaumm

X/
o

BbinonHute komaHgy show

logging config, 4T0GLI O0TOB6pa3nTb ypoOBEHb

)XYypHanoB, oToOpa)kaemblX B KOHCOIN.

CBs3aHHble HaCTPOUKM

BkntoueHne BeaeHus XypHana

KomaHpa logging on
Onucanune HepocTtynHo
napameTpos
Pexum Pexxum rnobanbHomn KoHdurypaumm
KoHduUrypauumm
Ucnonb3oBaH | [1o ymonyaHuio BeaeHue XypHana BknoyeHo. OBbI4HO OTKMOYeHne
ue XypHana He TpebyeTcs. Ecnu creHepmMpoBaHO CIIMLLKOM MHOMO

KOH(pUrypaumm | CUCTEMHbIX XypHanoB(syslog), MOXXHO OrpaHn4nTb UX KONMYECTBO,

HaCTPOWB YPOBHMW XXypHaNMpoOBaHUSI.

BknioyeHue cta

TUCTUKN XKypHanmpoBaHuda

KomaHpa logging count
Onucanune HepocTtynHo
napameTpoB
Pexum Pexxum rnobanbHomn KoHuUrypaumm
KoHduUrypauumm
Ucnonb3oBaH | [1o ymonyaHuio, cTaTUcTUKa XXypHanupoBaHus oTknodeHa. Ecnu
me BKIMIOYEHA CTATUCTUKA XXYPHAIIOB, CUCTEMHBbIE XXypHanbl 0yayT

KOHcUrypaumm | knaccmumumpoBaHbl U nogcumtaHbl. Cuctema 3anmcbiBaeT

KONMYeCTBO pa3 co3aaHus XXypHara v BpeMsi NocrieAHero co3aaHus
XypHana.

HacTpolika ypoBHS XXypHanoB, oTobpaXkaemMbiX B KOHCOSMN

KomaHaa

logging console [ level ]
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Onucaxue level: Yxa3biBaeT Tun XypHana.
napameTpos
Pexum Pexum rnobanbHon KoHurypaumm
KOHcpurypaumm
Ucnonb3oBaH | 10 ymonyaHuio Ha KOHCONM oTobpakaeTcs ypoBEHb OTNAAKM
ue XypHanos (ypoBeHb 7). BeinonHute komaHgy show logging config
KOHdpurypaumm B NpuUBUNENMPOBAHHOM pexnme, YTobbl 0TOOPa3nTb YPOBEHDb

KYpHanoB, oTobpa)xaemMbIX B KOHCOSN.

HacTtponka orpaHnyeHnst CKOPOCTU XypHanMpoBaHus

KomaHpa logging rate-limit { number | all number | console {number | all
number} } [ except [ severity ] ]
OnucaHue number: YKa3blBaeT MakCUMarnbHOE KONMMYECTBO XXYpHarioB,
napameTpoB | 0bpaboTaHHbIX B cekyHay. dnanasoH 3HaveHuin oT 1 go 10 000.
all: YkasbiBaeT, YTo orpaHM4YeHne no CKopocTn obpaboTkm
NPUMEHSIETCA KO BCEM XXypHanam B AnanasoHe oT ypoBHs 0 oo
YPOBHSA 7.
console: Yka3sblBaeT KONIMYECTBO XXypHanoB, 0oTobpaxxaembix Ha
KOHCONWN B CEKyHAY.
except severity: OrpaHmyeHne CKOpPOCTM HE NMPUMEHSETCA K
XypHarnam C ypOBHEM, 3KBUBANEHTHbIM U HUXE, yKa3aHHOro
YPOBHSA BaXXHOCTW. 10 yMON4aHMio ypoBEHb BaXXHOCTU — oLUMOKa
(ypoBeHb 3), TO eCTb OrpaHNU4YEHNe CKOPOCTU HE MPUMEHSIETCA K
XXypHanam ypoBHS 3 UIn HUXe.
Pexum Pexunm rnobanbHon KoHurypaumm
KOHcpurypauum
Ucnonb3oBaH @ [1o ymon4yaHuo orpaHU4YeHne CKOPOCTN HE HACTPOEHO.
ue
KOHcpurypauum

Mpumep KoHdUrypaumm

OTnpaBka cUCTEMHbIX XXYpHanoBs(syslog) B KOHCOmMb

CueHapun

HeobxogmMmo HacTpouTb OYHKUMIO OTODpaXKeHUst CUCTEMHbIX

XypHanoB(syslog) B koHconu cnegytomm obpasom:
1. BkrounTe CTaTUCTUKY XypHana.

2. YcTaHOBUTE YPOBEHb XKYpPHANoOB, KOTOpble MOXHO OTOOpa3svTb B
KOHCOMN, Ha MHAOPMALMOHHbLIN (YPOBEHL 6).

3. HactponTe npegen ckopocTtu xXypHanuposaHua Ha 50.
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dTanbl % Hactpounte napameTpbl oToGpaxeHus CUCTEMHBIX
KoHcpUrypaumm XypHanoBs(syslog) B KOHCOMM.

QTECH# configure terminal

QTECH (config) # logging count

QTECH (config) # logging console informational
QTECH (config) # logging rate-limit console 50

Mposepka « BbinonHute komangy show logging config ans otobpaxeHus
KOHdourypaumm KOHUrypaumm.

QTECH (config) #show logging config
Syslog logging: enabled
Console logging: level informational, 1303 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 1303 messages logged
File logging: level informational, 118 messages logged

File name:syslog test.txt, size 128 Kbytes, have written 5
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 118 message lines
logged, 0 fail

8.4.3 BbiBOA cUCTEeMHbIX XypHanoB(syslog) Ha TepMuHanN KOHTPONb COCTOAHUSA
Pe3ynbTat KOHUrypauum

s BblBog cucTeMHbIX XypHanos(syslog) Ha yganeHHblh TepMuHan KOHTpOns
COCTOSAHMS, YTOObI 0BnerynTb agMUHUCTPATOPY MOHUTOPUHT NPOU3BOANTENBHOCTU
CUCTEMBbI.

MpumeyvaHunna

X/

s Ecnu creHepnpoBaHO CIMWKOM MHOIO CUCTEMHbIX XypHanos(syslog), MOXHO
OrpaHNyYnTb CKOPOCTb XYPHaNMpPOBaHUSA, YTOObI YMEHbLLUNTL KONTMYECTBO XKYPHAros,
oTOOpaxxaeMbix B TEpMUHAre KOHTPOIISi COCTOSIHUS.

s Mo ymonyaHuio TEKYLWMN TEePpMUHAN KOHTPONS COCTOSIHUS HE MOXET oTobpaxaTtb

XypHanbl nocne yganeHHoro p[ocTyna K YCTPOMCTBY. HeobGxoammo Bpy4HYyHo
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3anyctmtb komaHay terminal monitor, 4ToObl paspewnTb TeKylemy TepmuHany
KOHTPOMS COCTOAHUS OTODpaxaTb XypHarbl.

Jtanbl KOHUrypaumm
PaspelunTte TepMuHany KOHTPOSS COCTOAHUS OTOBpaXaTb XypHarbl

s (Ob6sasatenbHO) o ymonyaHuio TepMMHAN MOHUTOPMHIa He MOXeT oTobpaxaTtb
XypHansbl.

% Ecnn He yka3aHO WHOe, BbINOMHWTE 3Ty OMEpauuito Ha KaXaoM TepMuHane
MOHUTOPWHra, NOAKMOYEHHOM K YCTPOWCTBY.

HacTpoliTe ypoBeHb XXypHanoB, oTobpaxaemblx Ha TEpMUHANE KOHTPOMS COCTOSIHUS

s (dononHutenbHo) [1o yMONYaHWIO YPOBEHb >KypHanoB, oOTOOpaxaemblXx Ha
MOHUTOPUHIOBOM TEPMUHANE, ABMNSETCA YPOBHEM OTNaaKu (YpPOBEHb 7).

« Ecnn He ykasaHO MHOE, BbINOMHUTE 3Ty HACTPOMKY Ha YCTPOMCTBE AJSI HACTPOWNKU
YPOBHS XypHanos, 0TOGpaxxaeMblX HA MOHUTOPUHIOBOM TEpPMUHAre.

lNMpoBepka KoHcpUrypaumum

% BbinonHute komaHgy show logging config, 4Tobbl BLIBECTM ypOBEHb KypHanoB.,
oTobpaxaeMblX B MOHUTOPUHIOBOM TEPMUHArE.

CBsizaHHblIe HaCTPOWKH
PaspelunTte TepMmHany KOHTPOMS COCTOAHUS OTOOpaXKaTb XKypHarbl

KomaHpa terminal monitor
OnucaHune HepoctynHo
napameTpoB
Pexum MpuBnNerMpoBaHHbIA  pPeXum
KOoHdurypaumm

Ucnonb3oBaHue | [10 yMON4YaHUIO TEKYLLMA TEPMUHANM KOHTPONSA COCTOAHUSA HE MOXET
KOHcurypauum | otobpaxkaTb XKypHarbl Nocrne yaaneHHoro AocTyna K yCTPOUCTBY.
Heobxoaumo Bpy4Hyto 3anyctuTb komaHay terminal monitor,
4YTOObI paspeLunTb TEKYLLEMY TEPMUHANY KOHTPOSISI COCTOSIHUS
oToGpaxaTb XKypHanbl.

HacTpoiiTe ypoBeHb XypHanoB, oTobpa)xaeMbix Ha TePMUHANE KOHTPOSISt COCTOSIHUS

KomaHpa logging monitor [ level ]
OnucaHue level: YkasblBaeT ypoBeHb XypHana.
napameTposB
Pexum Pexxum rmobanbHOM KoHpurypauum
KOoHdurypauumm

Ucnonb3oBaHue | ([dononHuTtensHOo) 1o ymonyaHuio ypoBEHb XKYpPHAarnos,
KOHurypauum | otobpakaemMblX Ha TepMUHANE KOHTPOSIS COCTOSIHUS, ABMSIETCA
YPOBHEM OTNagku (ypoBeHb 7).
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MoxHo 3anyctuTtb komaHay show logging config B
NPVBUMErMPOBaHHOM peXuMe And BbiBOAA YPOBHS XXypHanos,
oTOOpaxaeMbix Ha TEPMUHANE KOHTPOIS COCTOSHUS.

Mpumep KoHdUrypaumm

OTnpaBka CUCTEMHBIX XXypHarnoB(syslog) Ha TepMUHan KOHTPOJISt COCTOSIHUS

CueHapui Heobxogumo HacTpouTb OYHKUUIO OTOBpaKeHUss CUCTEMHbIX

cnegyowmm obpasom:

(ypoBeHb 6).

XypHanos(syslog) Ha  TepMmuHane  KOHTpOns

1. OTOGpPa3nTb XypHarnbl Ha TEPMUHANE KOHTPOSISi COCTOSIHUS.

2. YcTaHOBUTE YPOBEHb XXypHarnoB, KOTOpble MOryT oTobpaxaTbcs
Ha TepMuHane KOHTPOMNS COCTOSHMSA, Ha WHAOPMAaLNOHHbLIN

COCTOAHUA

dranbl « HacTtponte napamMmeTpbl oToOpaxeHus
KoHdpurypaumm XypHanos(syslog) Ha TepMuUHarne KOHTPOMsS COCTOSIHUS.

CUCTEMHBbIX

QTECH# configure terminal

QTECH (config) # line vty 0 4
QTECH (config-1line) # monitor

QTECH (config) # logging monitor informational

MpoBepka < BbinonHute komaHgy show logging config ons otobpaxeHns

KOHcpurypaumm KOHJUrypaumm.

QTECH#show logging config
Syslog logging: enabled

Console logging: level informational,
logged

5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable

Sysname log messages: enable

Monitor logging: level informational, 0 messages logged
Buffer logging: level debugging, 1304 messages logged
File logging: level informational, 119 messages logged

File name:syslog test.txt, size 128 Kbytes,

messages

have written
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Count log messages: enable

Trap logging: level informational, 119 message lines
logged, 0 fail

TUnnyHbIe OINOKU

% YT10Obl OTKNOYNTL 3TY (PYHKUMIO, BbINONHUTE KOMaHAy terminal no monitor, a He
komaHay no terminal monitor.

8.4.4 3annucb cucteMHbIX XypHanoB(syslog) B 6ydep namaTm
Pe3ynbTaT KOHpUrypauum

X/

% 3anuwunte cucTeMmHble XypHanbl B Oydep namstn, 4tobbl agMMHMCTPATOP MOF
npocMaTpvBaTtb MOCMNEOHNE CUCTEMHbIE >XypHarbl, BbINOMHUB KomaHay show

logging.
MpumeyvaHunna

X/

s Ecnn Oycep 3anonHeH, cTapble XypHanbl 6yaoyT nepesanncaHbl HOBbIMU
XypHanamu B bydepe namaTu.

Atanbl KOHDUrypaumm
3anucb xxypHanos B Oycdep namsaTu

% (dononHutenbHo) o ymonyaHuio cuctema 3anucbiBaeT AaHHble B Oydep namsTy,
a YPOBEHb XXypHasoB no yMOST4aHUI0 — OTNago0uHbIN (YPOBEHD 7).

« Ecnn He ykasaHO MHOe, BbINOMHUTE 3Ty HACTPOWKY Ha YCTPOUCTBE ONA 3anucu
XypHanos B 6ycep namaTu.

lNMpoBepka KoHcUrypaumm

X/

% BbinonHute komaHgy show logging config, 4To6bl BLIBECTM ypOBEHb KypHanoB.,
3anucaHHbIX B Bydep namaTtu.

% BbinonHute komaHaoy show logging, u4TobGbl BbIBECTM YPOBEHb >KypHanoB,

3anucaHHbIX B Bydep namaTtu.

CBsizaHHblIe HaCTPOWKH
3anuck xxypHanos B Bydep namsTu

KomaHpa logging buffered [ buffer-size | [ level ]

OnucaHue buffer-size: Yxka3sbiBaeT pasmep Oydepa namaTu.
napameTpoB level: Yka3biBaeT ypOBEHb XXypHaroB, KOTOpble MOryT 6bITb
3anucaHbl B bydep namaTu.

Pexum Pexxum rmobanbHOM KoHpurypauum
KOoHdurypauumm

Ucnonb3oBaHue | 10 yMONYaHUIO YPOBEHD XXypHaroB, 3anncbiBaemMblx B 6ydep
KOHpUrypaumm | namsaTu, SBrseTca ypoBHEM OTNaaku (YpoOBeHb 7).

3anyctute komaHay show logging B npuBunermpoBaHHOM
pexume, 4Tobbl 0TOOPa3nTb YPOBEHB XXYPHAroB, 3anncaHHbIX B
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Bydep namsaTu, n pasmep dydepa.
Mpumep KoHdUrypaumm
3anucb cnucTeMHbIx XypHanos(syslog) B Bycep namsaTtu
CueHapuu Heobxognmo HaCTpPOUTb dYHKUMIO 3anucum CUCTEMHBIX

6anr).

XypHanoBs(syslog) B 6ycep namstu crnegyowum obpasom:
1. YcraHoBuTe pasmep Oydepa xypHana pasHbiM 128 KB (131072

2. YcTaHOoBUTE YPOBEHb XXypHaroB, KOTOpble MOryT OblTb 3anucaHbl
B Bydhep namaTn, Ha MHPOPMALMOHHBIN (YPOBEHL 6).

JdTansl % HacTtponTte napameTpbl 3anMcn CUCTEMHbIX XYypHanos(syslog) B

KoHdurypaumm Bycdep namsaTy.

QTECH# configure terminal

QTECH (config) # logging buffered 131072 informational

MpoBepka % Bbinonuute komaHgy show logging config ons otobpaxeHus
KoHdpurypauum KOH(pUrypaumm n nocnegHmUx CUCTEMHbIX XXypHanos(syslog).

QTECH#show logging
Syslog logging: enabled

File name:syslog test.txt, size 128 Kbytes,
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 121
logged, 0 fail

Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged

File logging: level informational, 121 messages logged

have written 5

message lines

Log Buffer (Total 131072 Bytes): have written 4200
001301: *Jun 14 2013 19:01:09.488: QTECH $%SYS-5-CONFIG I:
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Configured from console by admin on console

001302: *Jun 14 2013 19:01:40.293: QTECH $%$SYS-5-CONFIG I:
Configured from console by admin on console

/PKypHanbl oTobpaxatTca B COOTBETCTBUM C (PAKTUYECKUM BbIBOOOM KOMaHAb
show logging.

8.4.5 OTnpaBkKa cucTeMHbIX XypHanoB(syslog) Ha cepBep XXypHanupoBaHuA
Pe3ynbTat KOHdUrypaumm

% OTnpaBbTe CUCTEMHbIE XXYpHamnbl Ha CepBep XypHanupoBaHusi, YTobbl 0bnerynTb
agMUHUCTPATOPY MOHUTOPWHT XypPHaroB.

MpumeyaHusn

s Ecnu yctponcteo wumeetr wuHTepdenc MGMT wn noaknw4eHo K cepBepy
XypHanupoBaHus 4epe3 mHTtepgdenc MGMT, Heobxogmmo pobaBuTb nNapameTp
oob (ykasbiBalWWA, YTO CUCTEMHbIE >XYpHamnbl OTMPAaBAITCA Ha cepBep
XypHanupoBaHus 4epe3 uHTepdenc MGMT) npn HacTpomke komaHabl logging
server.

s [Ona oTnpaBKku >XXypHanoB Ha cCepBep XypHanupoBaHua Heobxoaumo [obasuTb
MEeTKYy BPEMEHU 1 NOpALKOBbIA HOMEpP B XypHarnbl. B npoTMBHOM crnyyae XypHarnbl
He ByayT OTNpaBneHbl Ha CepBEp XKypHaNMPOBaHUS.

ATanbl KOHDUrypaumm
OTnpaBKa XXypHasnoB Ha yKa3aHHbIN CepBep XypHanMpoBaHUs

s (Ob6sasaTtenbHO) Mo yMONYaHMIO CUCTEMHBbIE XYpHarnbl HE OTNPABNAIOTCS Ha cepBep
XypHanupoBaHus.
« Ecnn He yka3aHO MHOe, BbIMOMHUTE 3Ty HACTPOMKY Ha BCEX YCTPOMCTBAX.

HacTpolika ypoBHS XXypHanoB, OTNpaBisieMblX Ha CEPBEP KyPHaNMpOBaHMs

% (dononHutenbHo) Mo yMonyaHUO YpOBEHb XYpHarioB, OTNpaBisSieMblX Ha cepBep
XypHanupoBaHusi, aBnseTcs MHPOPMaLMOHHBIM (YPOBEHb 6).

s Ecnu He ykaszaHO WHOe, BbLINOMHUTE 3Ty KOH(Urypaumio Ha YyCTpouCTBe, 4TOObI
HaCTPOUTb YPOBEHb XXypHaroB, OTnpaBnseMblX Ha cepBep XypHannpoBaHUS.

HacTpoiika  3HayeHuMsi 0ObekTa >KypHanoB, OTMpaBfsieMblX Ha  cepBep
XYpHanMpoBaHus

% (OononHutensHo) Ecnn copmart xxypHana RFC5424 oTknoyeH, 3HavyeHne obbekTa
XypHanos, OTNpaBrisieMblX Ha CepBep XypHanMpoBaHUs, N0 YMOMYaHUIO ABMASETCH
local7 (23). Ecnu BknoyeH dopmat xypHana RFC5424, 3HaveHne obbekTa
XypHanos, OTMpaBrisieMblX Ha CepBep XypHanMpoBaHUs, N0 YMOMYaHUIO ABMASETCH
localO (16).

s Ecnu He ykasaHO WHOe, BbLINOMHUTE 3Ty KOH(Urypaumio Ha YyCTpPouCTBe, 4TOObI
HacTpouTb 3HavyeHue obbekTa KypHaroB, OTNpaBfsemMblX Ha cepBep
XypHanupoBaHus.

HacTtporika wHTepdenca WUCTOYHMKA KypHanoB, OTMpaBrseMblXx Ha cepsep
XypHanupoBaHus
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% (OononHutenbHo) [lo  ymomnyaHwoo  MHTEpdENC  WUCTOYHMKA  XKypHanos,

OTMNpaBMsiEMbIX Ha CepBEP XXypHanMpoBaHus, SBMNSieTCa  MHTepdencom,

OoTnpaBnAlLWNM XKypHanbl.

s Ecnu He ykaszaHO WHOe, BbLINOMHUTE 3Ty KOH(Urypaumio Ha YyCTpouCTBe, 4TOObI
HaAcTpPOUTb WHTEPENC WCTOYHMKA KypHaroB, OTNpaBfiseMblXx Ha cepsep

XYpHanMpoBaHusi.

HacTpoiika ucxooHOro ajpeca  >KypHarnoB, OTNpaBnseMblX Ha  cepsep

XYpHanMpoBaHus

% (OdononHuTtenbHo) Mo ymMonyaHuo agpec UCTOYHMKA XKypHanoB, OTNpaBsieMblX Ha

cepBep XypHanupoBaHud, sensetca |P-agpecom wmHTepdenca, oTnpasnstoLiero

XypHarnbl.

s Ecnu He ykasaHO WHOe, BbINOMHUTE 3Ty KOHMUrypauuio Ha YCTPOWUCTBE, YTOObI

HacTpouUTb WHTepdenc UCTOYHMKA KypHanoB, OTMpaBfsieMblX Ha cepBep

XYpHanNMpoBaHusi.

lNMpoBepka KoHdUrypaumm

% BbinonHute komangy show logging config ansa oTtobpaxeHnsa koHdurypauun,

OTHOCSLLUXCSH K CEPBEPY XypPHaNMPOBaHWSI.
CBsizaHHblIe HaCTPOWKK
OTnpaBka XXypHasnoB Ha yKa3aHHbIN CepBep XXypHanMpoBaHUs

KomaHpa logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via
mgmt-name ]| [ udp-port port ] [ vrf vrf-name ]

unu logging { ip-address | ipv6 ipv6-address } [ udp-prot port] [
vrf vrf-name |

OnucaHue oob: YkasbiBaeT, Y4TO XypHarbl OTNPaBnsaTCA Ha cepBep
napameTpoB XypHanupoaHus Yepes nHtepdenc MGMT.
ip-address: YkasblBaeT |IP-agpec xocTa, KOTopbIv nosiyvyaet
XypHansbl.
ipv6 ipv6-address: YkasbiBaeT |IPv6-agpec xocTa, KOTOpbIN
nosly4yaeT XypHanbl.
via mgmt-name: YkasbiBaeT nurepgenc MGMT, ncnonbsyembin
CepBepPOM XypHanupoBaHus, Korga napameTp oob BKNOYEH B
KOMaHzay.
vrf vrf-name: Yxa3biBaeT 06bEKT MapLUpyTM3aL MM U NEPECHISTKN
VPN (VRF), nogknto4eHHbIN K CEPBEPY XKypPHANMpOBaHUS.
udp-port port: YkasbiBaeT ngeHtndukatop noprta cepeepa
XypHanupoBaHus (syslog server). laeHTudukaTop nopra no
ymMon4aHuto - 514.

Pexum Pexxum rmobanbHOM KoHpurypauum
KOoHdurypauumm

Ucnonb3oBaHue | OTa kKOMaH4a MCNonNb3yeTcs A8 Yka3aHusa agpeca cepsepa
KOHdpurypauum | XypHanupoBaHus (syslog server), KOTOpbIv NOMyYaeT XypHarbl.
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MO>XHO yKa3aTb HECKOJbKO CEPBEPOB XypHArNMpoBaHusi, 1
)XypHarbl 6yayT OA4HOBPEMEHHO OTMNPaBMATLCSA Ha BCE 3TU
cepBepbl XXypHanMpoBaHus.

/A MoxHO ykasaTb mapameTp via, TOMbKO €Cru B KOMaHAy BKITHOYEH
napameTp oob. B aTom cnyyae ncnonb3oBaHue vrf HEBO3MOXHO.

V] Ons yctponcte QTECH MOXHO HacTpouTb OO NSATM CEepBEpOB
XXypHanupoBaHus.

HacTpolika ypOBHSI >KypHanoB, OTNpaBnsieMbIX Ha CEPBEP XXypHanMpoBaHus

KomaHpa logging trap [ level ]
OnucaHue level: Yka3biBaeT ypoBeHb XypHana.
napameTpos
Pexum Pexxum rnobanbHom KoHuUrypaumm
KOHcpurypauum
Ucnonb3oBaH | [10 ymonyaHuio ypoBEHb XXYPHaroB, OTNpaBnseMbIX Ha cepBep
ue XypHanupoBaHus, ABNseTcs MH(POPMaLUNOHHBIM (YPOBEHb 6).
KoHcurypauum MoxHo 3anyctutb komaHgy show logging config B
NPUBUIIENMPOBaHHOM peXnme AN BbiBOAA YPOBHS XXYpHarioB,
OTNPaBnseMbIX Ha CepBEp XypHanMpoBaHWUS.
Hactpoika 3HayeHMs obObekTa KypHanoB, OTNpaBfAseMblXx Ha  cepsep
XypHanupoBaHus
KomaHpa logging facility facility-type
OnucaHune facility-type: Yka3blBaeT 3Ha4yeHne obbekTa A1 )KypHarnos.
napameTposB
Pexum Pexxum rmobanbHoOM KoHurypauum
KOHurypaumm
Ucnonb3oBaHue  Ecnun dpopmart xypHana RFC5424 oTkntodeH, 3Ha4YeHne obbekTa
KOHpUrypauum | XypHanos, OTnpaBfiieMbIX Ha CepBep XypHanupoBaHus, No
ymonyanuio asndetcs local7 (23). Ecnuv BktodeH oopmart XXypHana
RFC5424, 3HayeHne obbekTa XypHarnos, OTNpaBngemMbIX Ha
CepBep KypHanuMpoBaHus, No ymonydaHuo asndetcs local0 (16).
Hactponka wHTepenca WCTOYHMKA KypHaAsrioB, OTMpPaBfsEMbIX Ha cepsBep
XypHanupoBaHus
KomaHpa logging source [ interface ] interface-type interface-number
OnucaHue interface-type: YkasblBaeT TUN uHTepdenca.
napameTpoB interface-number. Yka3biBaeT HoMmep nHtepdenca.
Pexum Pexnm rnobanbHOn KoHpurypaumm
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KOHduUrypaumm
Ucnonb3oBaHue  (LdononHutensHo) 1o ymonyaHuio nHTepgenc NCToYHNKa
KOHdMrypaumm | XypHanos, oTnpasBisieMblX Ha CepBep XypHanupoBaHus, ABNAETCA
NHTEePdENCoM, OTNPaBASOLLNM XypHarbl.
Mo>XHO ncnonb3oBaTh 3Ty KOMaHAY AN YCTaHOBKU UHTepdenca
MCTOYHMKA BCEX XXypHanoB Ha nHTepdenc, 4Tobbl agMMHUCTpaTop
MOl MAEHTUPULMPOBATL YCTPOMUCTBO, KOTOPOE OTNpaBfiseT
XypHarbl Ha OCHOBE YHWKanNbLHOro agpeca.
HacTtporika agpeca WUCTOMHUMKA  XKypHanoB, OTMApaBndAeMblX Ha  cepsep
XypHanupoBaHus
KomaHpa logging source { ip ip-address | ipv6 ipv6-address }
Onucanne ip ip-address: HactpausaeTt IPv4-agpec UCTOYHMKA XXypHaroB,
napameTpoB OTrnpaBnsgeMbiX Ha cepBep XypHanupoBaHus |Pv4.
ipv6 ipv6-address: HactpaunsaeT IPv6-agpec nctoyHuka XypHanos,
oTrnpasnseMbiX Ha cepBep XypHanupoBaHus IPV6.
Pexum Pexxum rmobanbHOM KoHpurypauum
KOoHdurypaumm
Ucnonb3oBaHue | [1o ymonyaHuio agpec UCTOYHMKA XKYPHAaNoB, OTnpasBiseMblX Ha
KOHcpUrypauumm | cepsep XypHanupoBaHus, asnaetcs |IP-agpecom nHtepdgenca,
OTMpaBnsoLLEro XypHansl.
Mo>xHO ncnonb3oBaThb 3Ty KOMaH4y AN yCTaHoBKM IP-agpeca
MCTOYHMKA BCEX XXYpHanoB Ha IP-agpec nHtepderica, 4Tobbl
agMUHUCTPATOP MOr nAeHTUUUMPOBaTb YCTPONUCTBO, KOTOPOE
OTnpaBnseT XypHarnbl HA OCHOBE YHUKanbHOro agpeca.

Mpumep KoHUrypaumm

OTnpaBka CUCTEMHBIX XXypHanoB(syslog) Ha cepBep XypHanMpoBaHUS

CueHapuil | HeoBxoaMMO  HaCTpOUTb  (DYHKUMIO — OTMPABKM  CUCTEMHbIX
XypHanos(syslog) Ha cepBep XypHanupoBaHus crnegyowmnm
obpasowm:

1. 3apante gna IPv4-agpeca cepsepa XypHanupoBaHus(syslog
server) 3HayeHue 10.1.1.100.
2. YcTaHOBUTE YpPOBEHb XKypHAnoB, KOTOpble MOryT ObiTb
OoTnpaBfeHbl Ha CepBep >XYpPHanMpoBaHUS, Ha YPOBEHb OTMaAKu
(ypoBeHb 7).
3. YctaHoBuTe nHTepdenc nctoyHmka Ha Loopback 0.
Jdranbl % HactpounTte napameTpbl ANa OTNPaBKN CUCTEMHbIX
KoHduUrypauumm
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XypHarnos(syslog) Ha cepBep XXypHanmpoBaHUs.

QTECH# configure terminal

QTECH (config) # logging server 10.1.1.100

QTECH (config) # logging trap debugging

QTECH (config) # logging source interface Loopback 0

lNMpoBepka
KOHcpurypauum

« BbinonHute komangy show logging config ons otobpaxeHus
KOHpurypaumm.

QTECH#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level informational, 122 messages logged

File name:syslog test.txt, size 128 Kbytes, have written 5
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0
fail

logging to 10.1.1.100

8.4.6 3anucb cucTeMHbIX XXypHanoB(syslog) B dpannbl XXypHanoB

Pe3ynbTat KOHUrypauum

% 3anucbiBaeT CUCTEMHbIE XypHanbl B (hansbl XXypHanoB C ykasdaHHbIM UHTEpBarom,
4yTO6bI aAMUHUCTPATOP MOr B Ntoboe BpeMsi NpocMaTpuBaTh XypHanbl UICTOPUN Ha
nokanbHOM YCTPOUCTBE.

MpumeyaHunsn

s CuctemHble XypHanbl He cpasy 3anucbiBaloTcs B dpannbl xXypHanoB. OHu cHavana
B6ydepusmnpytotca B bychepe namaATn, a 3aTeM 3anuCbiBalOTCS B dhansibl KypHanoB
nmbo nepuogmyeckn (MO YyMOSYaHUK C WMHTEpBANioM B OAMH 4ac), nubo npwu
3anonHeHun bydepa.
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JTanbl KOHUrypaumm
3annck XXypHanos B dansbl XXypHana

% (Ob6sasatenbHO) o yMONYaHMIO CUCTEMHbIE XXYpPHarbl HE 3anucbiBaloTCcA B dhansbl
XXypHanos.
« Ecnn He yka3aHO MHOoe, BbIMOMHUTE 3Ty HACTPOMKY Ha BCEX YCTPOMCTBAX.

HacTtponka nHTepBana, ¢ KOTOPbIM XXYpHaribl 3anucbiBalOTCA B dannbl XXypHanos

% (OononHuTtenbHo) 1o yMONYaHUIO CUCTEMHbIE XYpPHarbl 3anucbiBaroTCA B dhansibl
XXypHaroB Kaxablin 4Yac.

s Ecnu He ykazaHO WHOe, BbINOMHUTE 3Ty KOHMUrypauuio Ha YCTPOWUCTBE, YTOObI
HaACTPOUTb MHTEpPBAr, C KOTOPbLIM XXYPHarbl 3anncbiBaloTCA B (hannbl XKypHanos.

HacTtponka BpemeHn xpaHeHus bannos XypHana

% (OononHuteneHo) Mo ymonyaHuio orpaHnU4eHne BPEMEHU XPaHEHUS XXYpHarnoB He
HacTpoeHo.

% Ecnu He ykasaHO MHOe, BbINOMHUTE 3Ty HACTPOMKY Ha YCTPOWCTBE AN HACTPOWKM
BpeMeHU XpaHeHns hansnos XypHana.

HemenneHHas 3anuce xXypHanos 13 bydepa B hansbl )KXypHanoB

% (dononHutenbHo) o ymMon4yaHMo CUCTEMHbIE XXypHanbl xpaHaTcs B Oydepe, a
3aTeM nepuoaudeckm 3anucbiBaloTcs B pannbl XypHanoB unu korga Oydbep
3anosiHeH.

s Ecnu He ykaszaHO WHOe, BbIMOMHUTE 3Ty HACTPOWKY AN HeMeOreHHOW 3anucu
XypHanoB B Oydepe B hansnbl XXypHanoB. 3Ty KOMaHOy HY>XHO HacTpOUTb BCEro
OAVH pas.

lNMpoBepka KoHcUrypaumm

% BbinonHute komaHgy show logging config ana otobpaxeHusa KoHUrypauum,
OTHOCSLLUUXCS K CepBepY XypHanupoBaHus.

CBs3aHHble HaCTPOUKM

3annck XXypHarnos B dhansibl XXypHanos

KomaHpa logging file { flash:filename | usbO0:filename | usb1:filename }
max-file-size | [ level |

OnucaHue flash: YkasbiBaeT, 4Tto channbl xXypHana 6yayT coxpaHeHbl Ha
napameTpoB pacwmMpeHHon hnaw-namsaTun.
usbO: YkasbiBaeT, 4To (harnnbl XypHana 6yayTt coxpaHeHbl Ha USB
0. 3TOT NnapameTp NoL4AEPKMBAETCH TONBKO B TOM Cryyae, ecnu
ycTponucTteo umeet oguH nopt USB 1 USB dnaw-Hakonntenb
BcTaBneH B nopt USB.
usb1: YkasbiBaeT, 4To (hannbl XypHana 6yayTt coxpaHeHbl Ha USB
1. 3TOT NnapameTp NoaaepXXmMBaeTCs TONbKO B TOM Criyyae, ecnv
ycTponucTBo umeet asa nopta USB n USB dnaw-Hakonutenu
BCTaBneHbl B nopTbl USB.
filename: YxasbiBaeT ums pbanna xxypHarna, KoTopoe He COAepPXUT
UMeHn pacumpeHnsa danna. vs pacwumnpenus pavna scerga
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asngetcsa txt.

max-file-size: Yka3blBaeT MakCUMarnbHbI pa3mep danna xxypHana.
[nana3oH 3HayeHnn ot 128 K6 go 6 M6. 3Ha4yeHne no ymonyaHumio
— 128 K6.

level: Yka3biBaeT ypOBEHb XXYpHarnoB, KOTOPbIE MOTyT ObITb
3anucaHbl B doann XypHana.

Pexum Pexnm rnobanbHOn KoHpurypaumm
KOHduUrypaumm
Ucnonb3oBaHue | 3Ta KOMaH4a NCMNONb3yeTcs ANs co3aanus hanna XXypHana ¢
KOHduUrypaumm | ykasaHHbIM MMEHEM U YCTPOMUCTBOM XpaHeHus hannos. Pasmep

drarna yBennymMBaeTca BMECTe C KONIMYECTBOM 3arnucemn xypHana,
HO HEe MOXeT NpeBbIlaTh 3a4aHHbIM MakCcManbHbIn pasmep. Ecnu
He yKa3aH MakcuMarsibHbI pa3mep anna xypHana, no
yMon4aHuio oH coctasnsieT 128 K6.

[Mocne HacTpoKrkM 3TON KOMaHAbl CUCTEMA COXPaHSIET XXypHarnbl B
dransnbl XypHanoB. imMa danna xxypHana He Co4ep>XXUT UMEHN
pacwmpeHus anna. ims pacwumpeHus danna Bcerga siBnseTcs
txt n He MoXxeT BbITb U3BMEHEHO.

[Mocne HacTpPOMKM 3TON KOMaHAb! XKypHanbl OyayT 3anncbiBaTbCs B
dhansibl XXypHanoB Kaxabiv 4yac. [Npu BbINOTHEHNUM KOMaHAbI
logging flie flash:syslog 6yneT co3gaHo B obuwwen cnoxHoctn 16
dannoB XypHana, a MMeHHo: syslog.txt, syslog_1.txt,
syslog_2.txt, ..., syslog_14.txt n syslog_15.txt. )KypHans!
3anucbiBaloTca nocnegosatensHo B 16 hannos ypHanos.
Hanpumep, cuctema 3anucbiBaeTt gaHHble B syslog_1.txt nocne
3anonHeHuns syslog.txt. Koraa syslog_15.txt 3anonHeH, xypHansl
3anucbiBatoTcs B syslog.txt cHoBa.

HacTpoiika nHtepBana, ¢ KOTOpPbIM XXypHarbl 3anncbiBalOTCA B (hansbl XXypHarnos

KomaHpa logging flash interval seconds
OnucaHue seconds: HactpavBaeT nHTepBan 3anucu XXypHasnos B hansbl
napameTpoB XypHana. [JuanasoH 3Ha4yeHun ot 1 cek oo 51840 cex.
Pexum Pexnm rnobanbHOn KoHpurypaumm
KOHduUrypaumm
Ucnonb3oBaHue | 3Ta KOMaH4a UCMNONb3YEeTCs OS5l HACTPOWKM MHTEpBana 3anucu
KOHdpMrypauumm | xypHanos B (haisbl xxypHanoB. ObpaTHbIN OTCYET HaYMHaeTcA

nocne BbINOJIHEHNA KOMaHObI.

HacTtponka Bpem

€HU XpaHeHus annos XypHana

KomaHpa logging life-time level level days
OnucaHue level: Yka3biBaeT ypoOBeHb XypHana.
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napameTpoB days: HactpauBaeT BpemMs xpaHeHus coannos xypHana. EgunHuua
n3mepeHnsa — aeHb. Bpema xpaHeHust He MeHee ceMu OHEN.
Pexum Pexnm rnobanbHOn KoHpurypaumm
KOHdurypaumm
Ucnonb3oBaHue | [locrne HaCTPOMKM BPEMEHU XpaHEHUS XXypHana cuctema
KOHcpMrypauumm | 3anncbiBaeT XypHaribl O4HOrO YPOBHS, KOTOPbIE CO34aHbl B OOUH

AeHb, B OOVH 1 TOT Xe dpann xypHana. ®ann XypHana HasblBaeTcs
yyyy-mm-dd_filename_level.txt, roe yyyy-mm-dd — 310 geHb
CO3[aHus XypHana oT nporpaMMHbIX Yacos, filename — 310 Mms
drarna xypHana, HactTpoeHHoe komaHaon logging file flash, a
level — ypoBeHb XxypHana.

Mocne ykasaHna BpeMeHU XpaHeHUs Ans XypHarnos
onpeneneHHoro YpoBHSA cuctema yaanvT AaHHble XXypHarbl No
ncTedeHun 3Toro BpeMeHu. B HacToswee Bpems
NPOAOITKUTENBHOCTb XPaHEHUS cocTaBnseT oT 7 4o 365 aHen.
Ecnv Bpemsi xpaHeHus XXypHana He HaCTPOEHO, XXypHarnsbl
XPaHATCA B COOTBETCTBUM C pa3MepoM harna, 4tobbl obecneuntb
COBMECTUMOCTb CO CTapbIM/W KOMaHA4amMn KOHUrypaumm.

HemeaneHHas 3anuck xXypHanoB 13 6ydepa B dainbl XXypHanos

KomaHpa logging flash flush
OnucaHune HepoctynHo
napameTposB
Pexum Pexxum rmobanbHOM KoHurypauum
KOoHdurypaumm
Ucnonb3oBaHue | [locrne HaCTPOMKM 3TON KOMaHbl CUCTEMHbIE XypHaribl XpaHATCA B
KOHcurypauum | 6ycdepe, a 3aTem Nepnognyeckn 3anucbiBatoTca B hannbl

XypHanos nnu korga 6ydep 3anonHeH. 3Ty kKoMaHay MOXHO
3anycTuTb AN9 HEMEeANIeHHOW 3anucu XXypHaros B dpansbl
XypHarnos.

/\ Komanoa logging flash flush aktuempyeTca cpasy nocrne

BbIMNOMNHEHNS. To eCTb, Nocne BbINOMHEHUS 3TOW KOMaHAbl >XXypHanbl
B Bydhepe HeMeaneHHo 3anncbiBaloTcs B hannbl XKypHarnos.

Mpumep KoHdUrypaumm
3anuck CUCTEMHbIX XXYpHanoB(syslog) B anrnbl xXypHanos

CueHapuu Heobxognmo HaCTpPOUTb dYHKLMIO 3anucum CUCTEMHBIX
XypHanos(syslog) B dannbl xXypHana crnegyoLmmMm obpasom:
1. YcTaHoBUTE UM4A (hanna xypHana Ha syslog.
2. YCTaHOBUTE YypPOBEHb XYpHaroB, OTNpaBnseMblX B KOHCOSb, Ha
. QTECH | www.qtech.ru

MWP [NOOCTYNHEE




TRRRRRTIN!

PyKOBO,D,CTBO nonb3oBaTensa

8. KoHdpurypauus cuctemHoro xypHana (Syslog) 129
YpOBEHb OTNnagku (ypoBeHb 7).
3. YcTaHoBUTE WHTepBas, C KOTOPbIM >XypHanbl YCTPOWCTBa
3anucbiBatoTcs B doannbl, pasHbiM 10 muHyTam (600 cek).
JdTanbl « HacTtponte napameTpbl 3anMcu CUCTEMHbIX XXypHanos(syslog) B
KoHdpurypauum cbaiinbl XypHanos.
QTECH# configure terminal
QTECH (config) # logging file flash:syslog debugging
QTECH (config) # logging flash interval 600
MpoBepka % BbinonHute komaHgy show logging config ana otobpaxeHus

KOHpurypaumm KOHUrypaumm.

QTECH (config) #show logging config
Syslog logging: enabled

File name:syslog.txt, size 128 Kbytes,
files

Standard format:false

Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

fail
logging to 10.1.1.100

have

Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged

File logging: level debugging, 122 messages logged

written 1

Trap logging: level debugging, 122 message lines logged,0

8.4.7 Hactpouka cpunbTpauum cucTeMHbIX XXypHanos(syslog)
Pe3ynbTaT KOHpUrypauum

s OTuNbTPOBbIBAET YyKa3aHHbIM  TUM  CUCTEMHBbIX  XXypHanos(syslog), ecnu

agMUHUCTPATOpP HE XO4YeT 0ToGpakaTb 3TM CUCTEMHbIE XXypHanbl.

X/

<+ o YMOJTHaHUIO JKypHalbl, CO3daHHble BCeMU MOOYINAMU, 0T06pa>|<ar0Tc;| Ha

KOHCONMM unn Opyrux TepMuHanax. MoxHO HacTpouTb npasuna unbTpauum

XYpHanoB Ansi oToopaeHnst TONbKO HEOOXOAMMbIX XKYPHAamoB.
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MpumeyaHusn

< [ocTynHbl ABa pexuma unbTpaumm: contains-only (Tonbko cogepxuT) u filter-only
(Tonbko OTUNbTPOBaHHbLIE). OOHOBPEMEHHO MOXHO HACTPOUTb TOMbKO OOMH
pexum unbTpaunu.

s Ecnu oguH n TOT Xe moaynb, YpOBEHb UNM MHEMOHMKA HAaCTPOEHbI Kak B NpaBunax
O[IMHOYHOrO COOTBETCTBMS, TaK WU B MpaBurax TOYHOMo COOTBETCTBUA, MPaBurio
OANHOYHOIO COOTBETCTBUA MMEEeT MNPEeuMyLLEeCTBEHHYIO Cury Hajg npaBuiom
TOYHOrO COOTBETCTBMS.

Atanbl KOHUrypaumm
HacTpoiika HasHa4yeHus unbTpaunm xxypHana

% (dononHutenbHo) Mo ymonyaHuio nomnydaTtens unbTpaumMm - BCe, TO eCTb BCe
XypHarnbl OT(UNbLTPOBLIBAKOTCS.

s Ecnn He ykasaHO MHOe, BbINOSIHUTE 3Ty KOHUrypauuk Ha yCTpouCcTBe nOnS
HACTPOWKM Ha3HavyeHUst ounbTpauumn XXypHaros.

HacTpolika pexnma ounbTpaumnm xxypHarnos

s (dononHutenbHo) Mo ymonuaHuio pexum dunbTpaumm xypHana — filter-only
(TONbKO OTPUNLTPOBAHHLIE).

s Ecnn He ykasaHO MHOe, BbINOSIHUTE 3Ty KOHUrypauu Ha yCTpouCTBe nONnA
HaCTPOWKM pexumMa punbTpaumm XypHarsnos.

HacTtponka npasuna unbTpauum XypHanos

% (Ob6s3atenbHo) Mo ymonyaHuio npaBunio unbTpaumm He HaCTPOEHO.
s Ecnn He ykasaHO MHOe, BbINOSIHUTE 3Ty KOHUrypauuk Ha yCTpouUCTBe nOnA
HaCTPOWKM npasuna punbTpaumn XXypHasnos.

lNMpoBepka KoHcUrypaumm
% BbinonHute komaHay show running gns otobpaxeHus KoHduUrypaumm.
CBsizaHHblIe HaCTPOWKK

HacTpoiika HasHauyeHus unbTpaunm xXypHana

KomaHpa logging filter direction { all | buffer | file | server | terminal }

OnucaHue all: OTunbTpOBLIBAET BCE XYypHAarbl.
napameTpoB buffer: OTdunbTpoBLIBAET XypHarnbl, oTnpaensemole B 6ydep
XXypHanupoBaHusi, TO €CTb XXypHarnbl, OToGpa)kaeMble KOMaHO 0N
show logging.
file: OTunbTPOBLIBAET XypHanbl, 3annucaHHble B daunrnbl
XypHanos.
server: OT(NbTPOBbLIBAET XypHaribl, OTNPaBfieHHbIE HAa cepBep
XypHanupoBaHus.
terminal: OTounbTPOBBLIBAET XypHarbl, OTAPaBMEHHbIE Ha
KoHconb 1 TepmunHan VTY (Bkntovaa Telnet n SSH).

Pexum Pexnm rnobanbHOn KoHpurypaumm
KOHduUrypaumm
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MUcnonb3oBaHue
KoHdurypaumm

MonyyaTtenb punbTpauum no ymonyvanuto: all, To ectb Bce
XXypHarnbl OT(UIbTPOBbLIBAKOTCS.

BeinonHute komaHay default logging filter direction, 4To6bl
BOCCTAHOBUTb nosy4aTenen punbtpaumm no yMonyaHuio.

HacTtpownka pexn

Ma bunbTpaumm XKypHanos

KomaHpa logging filter type { contains-only | filter-only }
OnucaHue contains-only: YkasblBaeT, YTO BbIBOOATCA TOMbKO XYypHarnbl,
napamMeTpoB | coAepikallue Kr4veBble CNoBa, YkasdaHHble B NpaBuniax
dunbTpaumu.
filter-only: YkasbiBaeT, 4TO XypHanbl, cogepalime KrnoveBble
CNnoBa, yKasaHHble B NpaBunax unbTpauuu,
OTUNLTPOBLIBAOTCA, N HE ByayT BbIBOAUTHCS.
Pexum Pexxum rmobanbHOM KoHurypauum
KOoHdurypauumm
Ucnonb3oBaHue | [locTynHbl ABa pexnma dunbTpauun: contains-only u filter-only. Mo
KOHpUrypaumm  yMOon4aHuio ncnonb3yeTcs pexum punstpauuu filter-only.

HacTpoiika npasuna unstpayum xypHanos

KomaHaa

logging filter rule { exact-match module module-name
mnemonic mnemonic-name level level | single-match { level /level
| mnemonic mnemonic-name | module module-name } }

OnucaHue
napameTpoB

exact-match: Ecnu BbibpaHo exact-match, Heobxoanmo BeibpaTb
BCe Tpu onumu counbTpauuu.

single-match: Ecnu BeibpaHo single-match, MoxHoO ykasaTb
TOMBKO OOUH U3 TPEX BapuaHTOB punbTpaumu.

module module-name: Yka3sbiBaeT nms moayns. >KypHarnbl 3TOro
mMoaynsa 6yayT oTunbTPOBaHbI.

mnemonic mnemonic-name: O603Ha4aeT MHEMOHUKY. XKypHanbl ¢
9TON MHEMOHMKON ByayT OTOUNBLTPOBAHLI.

level level: Yka3biBaeT ypoBeHb XypHana. >KypHarbl 3TOro ypoBHS
OyayT OT(PUNBLTPOBAHbI.

Pexum
KOHduUrypaumm

Pexnm rnobanbHOn KoHpurypaumm

MUcnonb3oBaHue
KoHdurypaumm

[MpaBuna unbTpaunm xxXypHanos BKNYalT exact-match (TouHoe
cooTBeTCTBME) U single-match (cooTBeTCTBYET OOMH M3
BapunaHTOB).

Komanga no logging filter rule exact-match [ module module-
name mnemonic mnemonic-name level level ] ncnonb3yetca aons
yaaneHusa npasun ounbTpauumn TOYHOro COoTBETCTBUSA. Bbl
MOXeTe yaanaTb Bce npasuna ounbTpauum TO4HOro COOTBETCTBUSA
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cpasy unu no ogHomy.
KomaHga no logging filter rule single-match [ level /evel |
mnemonic mnemonic-name | module module-name |
ncnonb3dyeTca AN yaaneHus npasun ¢ OAHMM COOTBETCTBMEM. Bbl
MOXeTe yaanaTb Bce npasuna punbtTpaumm ¢ 0gHUM
COOTBETCTBUEM Cpa3y UM MO OOHOMY.

Mpumep KoHUrypaumm

HacTpolika omnbTpaumm cucTeMHbIX XXypHanos(syslog)

Cuenapun Heobxogumo HacTpouTb YyHKUMIO  puUnbTpauMm  CUCTEMHbIX
XypHanos(syslog) cnegyowmm obpasom:
1. 3agante nonyyaTtens dunbTpaumm XypHanos kak terminal n
server.
2. 3apganTte pexum punbTpaumm XxypHana Ha filter-only.
3. YcraHoBuTe npasuno dunstTpaumm XypHana Ha (single-match)
OOHO  COOTBETCTBME, 4YTOObI oT(UNbTPOBaTL  XXypHarbl,
cogepxawme nma moayns "SYS".
Jdranbl % Hactpoute PYyHKLMIO dunbTpaumnm CUCTEMHbIX
KoHdurypaumm XypHanoBs(syslog).
QTECH# configure terminal
QTECH (config) # logging filter direction server
QTECH (config) # logging filter direction terminal
QTECH (config) # logging filter type filter-only
QTECH (config) # logging filter rule single-match module SYS
MpoBepka % BbinonHute komaHgy show running-config | include loggging
KoHdurypaumm Ans oTobpaxkeHnst KoHUrypauum.
s Bonagute n BbInguTe N3 pexuma rnobanbHON KoHdUrypaumm u
ybeaunTtecs, 4yTO cuctema oTobpaxaeTt XypHarnbl
COOTBETCTBYOLLMM 06pasom.
QTECH#configure
Enter configuration commands, one per line. End with
CNTL/Z.
QTECH (config) #fexit
QTECH#
QTECH#show running-config | include logging
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logging filter direction server
logging filter direction terminal

logging filter rule single-match module SYS

8.4.8 Hactponka nepeHanpaBfieHUM CUCTEMHOIO XypHana
Pe3ynbTat KOHUrypaumm

s B VSU xypHanbl Ha 4ONOMHUTENBHOM UM PEe3epPBHOM YCTPONCTBE OTOOpaxatTcs
B TepMuHane KOHCOMM W nepeHanpasnslTCAa Ha akTUBHOE YCTPOWCTBO AfS
oTobpaxeHuss Ha koHconu unn TepmuHane VTY, a Takke xpaHeHun B Bydepe
namMsaTy, pacwupeHHoM  (pnaw-naMmsaTM WM Ha  cepBepe  CUCTEMHOro
XypHanupoBaHus.

s Ha otgenbHom VSU nocne BKNOYEHUS (PYyHKUUW NepeHanpaBneHusl, XypHanbl Ha
OOMNOMHUTENBHOM UMW pe3epBHOM YCTpPoWCTBe OyayT nepeHanpasfeHbl Ha
aKTUBHOE YCTPOMCTBO, a B Kaxabli >XypHan 6yaet pobasneH cnar ponum (*ID
YCTPOWCTBA), yKasblBalOLWNA HA TO, YTO XXypHan nepeHanpasneH. [Npennonoxum,
4YTO YeTblpe ycTponcTBa 0b6pasyloT OQHO YCTPOMCTBO BUPTYyarbHOW KOMMYyTauuu
(VSU). WpeHTudpmkatop akTtmBHoro ycrtpouctea — 1,  wmaeHTudukaTop
OONOSTHUTENBLHOIO YCTpoMUCTBA — 2, a wuaeHTMduKaTopbl ABYX pe3epBHbIX
yctponctB — 3 1 4. dnar ponu He gobaBnseTcs B XXypHarnbl, CO34aHHbIe aKTUBHbIM
yctponcteom. dnar ponu (*2) gobaensieTcs B XypHarbl, nepeHanpasfeHHble C
OOMNOSTHUTENBHOrO YCTPOMCTBA Ha akTUBHOe ycTponcto. ®narun ponen (*3) n (*4)
nobaBnAlTCA COOTBETCTBEHHO K XXypHanam, nepeHanpaBfieHHbIM C  OBYX
pe3epBHbIX YCTPONUCTB HA aKTUBHOE YCTPOWUCTBO.

s Ha yctponcteBe VSU c mogynamu paclumpeHusi nocrie BKIYEHUS  (PyHKUMK
nepeHanpasneHns, XypHanbl Ha OOMNOMHUTENBHOM UMW pPe3epBHOM YCTPOWCTBE
OyayT nepeHanpaBfeHbl Ha akTUBHbLIN MOAYNb YNPaBEHUs, a B KaXAbl XXypHan
6ynetr pobaeneH dnar ponu (*ID ycTtpomcTBa/Mma mopyns  ynpasneHus),
yKasblBalwLWNMN Ha TO, 4YTO XypHan nepeHanpasrneH. Ecnn 4eTbipe mogyns
ynpaBneHus obpasyloT O4HO YCTPOMUCTBO BUpTyanbHon kommyTtauum (VSU), donarm
ponu nepeumncnexsl Hwxe: (*1/M1), (*1/M2), (*2/M1) n (*2/M2).

MpumeyvaHunna

% OYHKUMA nepeHanpaBrieHUs CUCTEMHbBIX >XypHanoBs(syslog) AencTBYyeT TOSbKO Ha
VSU.

% MOXHO oOrpaHM4MTb CKOpPOCTb MepeHarnpaBneHvus >KypHanoB Ha aKTUBHOE
YCTPOWCTBO, Y4TO6bI NpefoTBpaTUTL co3gaHne 6oNbLIOro KonMyecTsa XXypHanoB Ha
pe3epBHOM WY pe3epBHOM YCTPONCTBE.

JTanbl KOHUrypaumm
BkntoyeHne nepeHanpaBneHns xXypHana

% (OononHutensHo) o ymonyaHuio nepeHanpasneHve XypHarna Bkrnwo4veHo Ha VSU.
s Ecnu He ykasaHO MHOe, BbIMOMHUTE 3Ty HAaCTPOWKY Ha akTMBHOM ycTponcTtee VSU
NN aKTUBHOM MoAyne ynpasBneHus.

YcTaHOBKa OrpaHUYEeHNn Ha KONTIMYECTBO COOBLLEHUI XXypHana
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% (OononHutenbHo) [lo ymonyaHuiO U3 pe3epBHOr0 YCTPOUCTBA B aKTUBHOE
yctponcTtBo VSU B cekyHay nepeHanpasnseTtcsa makcumym 200 xXypHanos.

% Ecnu He ykasaHO MHOe, BbINOMNHUTE 3Ty HACTPOWKY Ha akTuBHOM yctpowncTtee VSU
NN akTMBHOM MOAYIe yrnpasBneHus.

lNMpoBepka KoHdUrypauum

% BbinonHute komaHgy show running ans otobpa)xeHus KOHUrypaumm.

CBsizaHHblIe HaCTPOWKH

BkntoueHvne nepeHanpaBneHus xypHana

KomaHpa logging rd on
Onucanune HepocTtynHo
napameTpos
Pexum Pexxum rmobanbHom KoHurypaumm
KoHduUrypauumm
Ucnonb3oBaH [lo ymonyaHuio nepeHanpasBneHune XxypHana sknoveHo Ha VSU.
ue
KoHduUrypaumm

YcTaHOBKa OrpaHUYEeHNin Ha KONIMYECTBO COOBLLEHUI XXypHana

KomaHpa logging rd rate-limit number [ except level ]
OnucaHwue rate-limit number. YkasbiBaeT MakcumaribHOe KOSin4ecTBo
napamMmeTpoB | XXypHanoB, NepeHanpasfeHHbIX B CEKyHAY. [lnanasoH 3HayeHnn oT 1
Ao 10000.
except /evel: OrpaHn4YeHne CKOPOCTU HE NMPUMEHSAETCS K XXypHaram
C YPOBHEM, 3KBUBASIEHTHbLIM UMW HUXE, YKa3aHHOIo YPOBHS
BaXKHOCTW. M0 ymMmOnyaHunio ypoBEHb Ba>XKHOCTU — OLLMOKa (ypoBEHb
3), TO ecTb OrpaHM4YeHne CKOPOCTM HE MPUMEHSETCS K XXypHanam
YPOBHSA 3 UK HUXeE.
Pexum Pexxum rmnobanbHom KoHurypaumm
KoHduUrypauumm
Ucnonb3oBaH [1o ymonyaHuio n3 pesepBHOro yCTponcTea B akTUBHOE YCTPOMUCTBO
ue VSU B cekyHay nepeHanpasngetTcsa makcumym 200 xypHarnos.
KoHduUrypaumm

Mpumep KoHUrypaumm

HacTtponka nepeHanpasneHnin CUCTEMHOrO XypHana

CueHapui Heobxogumo HacTpouTb PyHKUMIO NepeHanpaBrieHusi CUCTEMHBIX
XypHanos(syslog) Ha VSU cnegytowmm obpasom:
1. Bknrounte oyHKUMIO NepeHanpaBreHns XypHaros.
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2. YcTaHoBUTE MakCcMMaribHOE KOSNIMYECTBO >XXYpHasrioB C YpPOBHEM
Bblle KPUTUYECKOrOo (YpOBEHb 2), KOTOpbIA MOXeT ObiTb
nepeHanpasrneH B cekyHay Ha 100.

dtansbl +» Hactpounte YHKUMIO nepeHanpasneHnsa CUCTEMHbIX

KOHurypauumm )XypHanoB(syslog).

QTECH# configure terminal
QTECH (config) # logging rd on
QTECH (config) # logging rd rate-limit 100 except critical

MpoBepka % BbinonHute komaHay show running-config | include loggging

KOHcurypaumm Ans otobpaxkeHust KoHdUrypauum.

% CospanTe XypHan Ha pe3epBHOM yCTponcTee un ybegurtecb, 4To
XypHan nepeHanpaBnsieTcs Ha aKkTMBHOE YCTPOWCTBO U
oTOOpaXkaeTcH Ha ero aKpaHe.

QTECH#show running-config | include logging
logging rd rate-limit 100 except critical

8.4.9 HacTtponka MOHMTOpPMHra CACTEMHOIO XXypHana

Pe3ynbTat KOHUrypauum

3anuwmnte nonbITKM BxoAda/Bbixoda. [locrne BKMOYEHMS pernctpaumm MonbITOK
BXO4a/Bbixo4a COOTBETCTBYIOLLME XYypHarbl oTobpaXxalTca Ha YCTpoOWCTBe, Korga
nonb3oBaTenu nony4arT JOCTyn K ycTpoucTtBy 4epe3 Telnet mnu SSH. 310
nomoraeT agMUHUCTPAaTOPY OTCNeXMBaTb NOOKIOYEHUS YCTPOUCTB.

3anMwmte M3MeHeHust KOHdurypaumm yctponcts. [locne BkMAYeHUs BeLeHUS
XypHana onepauuin COOTBETCTBYIOLLUME XKXypHamnbl OTOOpaXKalTCss Ha YCTPOWUCTBE
NPy W3MEHEHUM KOHMUrypauuMm YCTPOWCTBa Monb3oBaTensaMuv. JTO nomoraeT
aZiMUHUCTPAaTOPY OTCreXunsaTb N3MEHEHUSI KOHJUrypauum yCTPOUCTB.

MpumeyaHunsn

Ecnun Ha ycTponcTBe HacTpoeHbl 1 KomaHaa logging userinfo, n komanga logging
userinfo command-log, 10 npu BbINONHeHUn komaHdbl show running-config
oTobpaxkaeTca TOmnbKo pesynbTaT KoHdurypauum komangbl logging userinfo
command-log.

Atanbl KOHDUrypaumm

BknioyeHue pernctpaumm nonbITOK BXoAa/Bbixoaa

% (dononuutenbHo) [lo ymonuaHui  perucTpauus MNOMbITOK  Bxoda/Bbixoga

OTKITHOYEHa.
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% Ecnu He yka3aHO MHOe, BbINOMHUTE 3Ty HAaCTPOWKY Ha KaXOoW NIMHMM YCTPOWNCTBA,
YTOOBI BKITOYNUTL PErMcCTpaLmio NonbITOK BXxoaa/Bbixoaa.

BkrtoveHne BegeHus XXypHana onepauum

% (OononHutensHo) No ymonyaHuio BeAeHne XXypHana onepaumii OTKITHOYEHO.
« Ecnn He ykasaHO MHOE, BbINOMHUTE 3TY HACTPOMKY Ha KaXX4oOW NMHUKM YCTPOUCTBA,
4YTOObI BKITHOYNUTL perucTpauuio onepauumn.

lNMpoBepka KoHdUrypauum
% BbinonHute komaHgy show running ans otobpa)keHns KoOHUrypaumm.

CBs3aHHble HaCTPOUKM

BkntoyeHne permctpalmm nonbiTok Bxoaa/Bbixoaa

KomaHpa logging userinfo
Onucanune HepocTtynHo
napameTpos
Pexum Pexxum rnobanbHom KoHuUrypaumm
KoHduUrypauumm
Ucnonb3oBaH  [1o ymonyaHuio yCTPOMCTBO HEe CO34aeT COOTBETCTBYIOLLME XKYpHarbl
ue npu BXoAe W BbIXxode N3 ero onepawuyMoHHON CUCTEMbI.

KoHdurypaumm

BkrtoveHne BegeHus XXypHana onepauum

KomaHpa logging userinfo command-log
Onucaxue HepoctynHo
napameTpos
Pexum Pexum rnobanbHon KoHurypaumm
KOHcpurypauum
Ucnonb3oBaH @ Cuctema co3gaeT CBA3aHHbIE XYpPHanbl NPy BbIMOMIHEHUN
ve nonb3oBaTensaMu KoMaHa KoHdurypaumm. o ymonyaHuio

KOHpUrypaumm yCTpoOMCTBO He CO3AaeT XKypHasibl NPU U3MEHEHUN KOHUrypauuu

yCTpOf/’ICTB norib3oBaTendamu.

Mpumep KoHUrypaumm

HacTpoiika MOHUTOPUHIa CUCTEMHOIO XypHara

CueHapu# HeobxogumMo HacTpouTb  (PYHKUMIO MOHUTOPUHIA CUCTEMHOrO
XypHana cnegyoLwmnm obpasom:
1. BknounTe perncrpaumo nonbITOK BXxoaa/Bbixoaa.
2. BkntounTte xypHanupoBaHue ornepauun.
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dTanbl % Hactpounte dYyHKLMIO MOHUTOpPUHra CUCTEMHbIX
KoHcpUrypaumm XypHanos(syslog).

QTECH# configure terminal
QTECH (config) # logging userinfo
QTECH (config) # logging userinfo command-log

MpoBepka + BbinonHute komangy show running-config | include loggging
KOHdourypaumm Ans oTobpakeHust KoHUrypauumu.

« BbinonHute KOomMaHay B pexunme rnobanbHOM KOHurypaumm wm
ybeauTech, YTO cuctema co3gaeT XXypHarn.

QTECH#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

QTECH (config) #interface gigabitEthernet 0/0

*Jun 16 15:03:43: %CLI-5-  CMD: Configured from console by
admin command: interface GigabitEthernet 0/0

QTECH#show running-config | include logging

logging userinfo command-log

8.4.10 CuHxpoHMu3auua nonb3oBaTeNbLCKOro BBoAa C BbIBOAOM XypHana
Pe3ynbTaT KOHpUrypauum

X/

s Mo ymonyaHuio, nosib3oBaTesibCKM BBOA CUHXPOHU3MPOBAH C BbIBOOAOM >XypHara.
[Mocne BkNtoYeHUs 3TON PYHKUMU BBOL, COAEPXMMOro BO BPeMs BbIBOAA XXypHana
NpoAo/PKaeTCcss Nocne 3aBeplleHus BbiBOAA KypHana, 4to obecneuvBaeT
HEenpepbIBHOCTb U LEMNOCTHOCTb BXOAHbLIX AAHHbIX.

MpumeyaHunsn

% [aHHas koMaHOa BbINOMNHSAETCS B PEXNME KOHpUrypaLmm TepPMUHANbHOMO A0CTyna.
Heobxoamnmo HacTpouTb 3Ty KOMaHAy ANs KaXaon NHMK no TpeboBaHuto.

Jtanbl KOHUrypaumm
CunHXpoHM3aumnsa Nonb3oBaTeNbCKOro BBoAa C BbIBOAOM XypHana

% (OononHuteneHo) No ymonyaHuio PyHKUMS CUHXPOHU3AUNN OTKITOYEHa.
« Ecnn He yka3aHO WHOe, BbINOSIHATE 3TY HACTPOWKY Ha KaXOon NUHUU COEOUHEHUS
ANA CUHXPOHM3aLMKM NMosib30BaTENbCKOro BBOAA C BbIBOAOM XypHana.

lNMpoBepka KoHdUrypaumm
% BbinonHute komaHagy show running ans otobpaxeHus KoOHUrypaumm.
CBs3aHHble HaCTPOUKM

CuHXpoHU3auunsa Nonb3oBaTeNbCKOro BBoAa C BbIBOAOM XypHarna

. QTECH | www.qtech.ru

MWP [NOOCTYNHEE



‘,ulunulll%
.......

PykoBoacTBo nonb3oBaTtens
8. KoHdpurypauus cuctemHoro xypHana (Syslog)

138

KomaHpa logging synchronous
Onucaxue HepoctynHo
napameTposB
Pexum Pexum KoHdurypaumm coegmuHeHus
KOHcpurypauum
Ucnonb3oBaH @ OTa KOMaHAa MUCMNONb3yeTCHa AN CUHXPOHU3aUuK
ve Nnonb30BaTeNbCKOro BBOAA C BbIXOAHLIMU AaHHLIMU XypHana, 4Ttoobl

KOHcpurypaumm npeaoTBpaTuUTb NpepbiBaHMe BBOAA AaHHbIX NOMIb30BaTENEM.

Mpumep KoHdUrypaumm

CVIHXpOHVI3aLI,VIﬂ NnoJib30BaTEJIbCKOro BBOA4a C BbIBOAOM XXypHasa

CueHapun

HeobxoauMo CUHXPOHU3NPOBATL MONb30BaTENbCKNE [AaHHbIE C
BbIXOAHBIMW AaHHbIMM >KypHana crnegyowmm o6pasom:

1. Bknrounte oyHKUMIO CUHXPOHU3aLNN.

Tanbl
KoHduUrypauumm

+ HacTtponte oyHKLMIO CUHXPOHU3aLNM.

QTECH# configure terminal
QTECH (config)# line console 0

QTECH (config-line)# logging synchronous

MpoBepka
KOHcpurypaumm

% BbinonHute komaHgy show running-config | begin line gns
oTOBpaXeHUsa KoHUrypaumu.

QTECH#show running-config | begin line

line con O
logging synchronous

login local

Kak nokasaHo B cnegylowmx BbIXOOHbIX — AaHHbIX,  Korga
nonb3oBatens BBOAMT "vlan" coctosiHme wuHTepdenca 0/1
N3MEHSEeTCA, M BbIBOOUTCS COOTBETCTBYHOLWMA XypHan. [locne
3aBeplUeHMss BblBOAA >XypHana MoAynb XypHana aBTOMaTU4YecKu
oToOpaxkaeT BBOAUMbIE MONb3oOBaTenemM pAaHHble "vlan", 4TOObI

nosib3oBaTesib MOl NPoAOJKUTL BBOA.
QTECH (config) #vlan

*Aug 20 10:05:19: SLINK-5-CHANGED:
0/1, changed state to up

Interface GigabitEthernet
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QTECH (config) #vlan

*Aug 20 10:05:19: SLINEPROTO-5-UPDOWN: Line protocol
Interface GigabitEthernet 0/1, changed state to up

on

8.5 KoHTponb cocTosiHuA

OuucTtka

/\ BbinonHeHve komaHa clear MOXeT NpMBECTM K MNOTEPe BaXHOM MHGopMauun W,
cnepfoBaTenibHO, NpepbIBaHNIO PaboThbl CryxoO.

OnucaHue KomaHpa

Ouunwaet xypHan B clear logging
6ydepe namsaTu.

OToGpaxeHue

OnucaHue

KomaHpa

OTobpaxaeT CTaTUCTUKY >XypHana w
XypHanbl B Oycepe namaTM Ha OCHOBe
METKN BPEMEHM OT NEepPBOMN A0 NocrnegHen.

show logging

OTobpaxaeT KoHGUrypaumm u CTaTUCTUKY
CUCTEMHBbIX XXypHanoB(syslog).

show logging config

OTobpaxkaeT CTaTUCTUKY XXypHarna Kaxgoro
MOAYNSA B CUCTEME.

show logging count
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9 HACTPOUKA KOHTPOINA COCTOAHUA
9.1 O6G30p

KOHTpONb COCTOAHMA — 9TO WHTENNeKTyanbHoe annapaTtHoe ynpasneHne nng
ceteBblx ycTtponcte QTECH, Bknto4as perynmpoBKYy CKOPOCTM BEHTUNATOpa W
MOHUTOPUHI TemMrnepaTtypbl. KOHTPOMb COCTOAHUSA BbINOMHAET criegyowime 3agadu:

s ABTOMaTM4yeckasa perynmpoBka 4acTOTbl BpaLleHUsi BEHTUNATOPA B 3aBMCUMOCTU OT
N3MeHeHNa TemnepaTypbl OKpy>KatoLLen cpeabl

% MoHUTOPVHI TemnepaTypbl NNaT B peXume peanbHOro BpeMeHW A5t ONOBELLEHNS
nonb3oBaTtenen

Mo ymonuaHuio QyHKUMA KOHTPOMb COCTOSHUS aKTUBMPYETCA MOCre BKIYEHUS
ycTponcTBa. [1ns aToro He TpebyeTca pydHasa HaCTpPOKKa.

Cneuudmkauum npoTtokona

HepoctynHo

9.2 PyHKUUM

BbasoBble KoHUenuuu

HepocTtynHo

PyHKUMMN

DyHKUUA OnucaHue

WHTennekryanbHaa | CKOpoCTb BpaLLeHns BEHTUNATOPOB perynupyetcs

perynvpoBka aBTOMaTU4eCKn NO Mepe U3MEeHeHus TemnepaTtypbl B

CKOpOCTH COOTBETCTBUM C NOTPeOHOCTAMM CUCTEMbI B paccenBaHum

BEHTUNATOPOB Tenna.

KoHTponb Cuctema aBTOMaATUYECKM KOHTponupyeTt Temnepatypy. Ecnwu

COCTOSAHUSA TemnepaTtypa npeBblllaeT onpedeneHHbln nopor, cuctema

TemnepaTypbl aBTOMaTU4YECKN reHepupyeT curHan Tpesoru.

KoHTponb Cnctema aBTOMATUYECKM KOHTponupyeT nutaHue. Ecnu

MOLLIHOCTH MOLUHOCTb HedoCTaTovyHa MM He MoXeT ObITb onpegenexa,
cucTemMa aBTOMaTUYECKU CreHepupyeT CUrHan TpeBoru.

9.2.1 UHTenneKTyanbHasa peryrnimpoBka CKOPOCTU BEHTUIIATOPOB

Mo Mepe MOBbLIWEHNS WM MNOHWXKEHMST TemnepaTypbl OKpyXatolleh cpefbl
BEHTUNATOPbl aBTOMATMYECKUM MOAHMMAOT MMM YMEHbLUAT CKOPOCTb BpalleHus,
YTOObI paccesTb TENNO U 06ecneYnTb HU3KMIN YPOBEHb LLYMA.
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MpuHUMN paboTbl

lNMpoBepka KoHcUrypaumm

% Banyctute komaHgy show fan ans otobpaxeHus paboyero COCTOSHMS BCeX
BEHTUATOPOB.

% BbinonHute komaHgy show fan speed command ana otobpaxeHnsa CKOpOCTU
BpaLLEeHnS.

9.2.2 UHTennekTyanbHbIN MOHUTOPUHI TeMNepaTypbl

Cucrtema aBTOMaTUYECKM KOHTpONMpyeT TemnepaTypy. [py nameHeHun Temnepatypbl
cucTema aBTOMaTUYeCKM YBEAOMIIsieT Nonb3oBaTenen.

MpuvHUKMN paboTbl

s Cuctema 3amepsieT Temnepatypy oAuMH pa3 B MuHyTy. Ecnn Temnepartypa
npeBbIlWaeT onpefeneHHbIn  Mopor, CucTemMa BbIMOMHAET COOTBETCTBYyHOLLEe
aencteue. TemnepaTypa v 4eCTBUE pasHble Ha pasfnyHbIX YCTPONCTBaX.

lNMpoBepka KoHcpUrypaumum
BeinonHute komaHay show temperature ana otobpaxeHnss TemnepaTypbl CUCTEMBI.

9.2.3 KoHTponb nutaHus

Cuctema aBTOMaTMYECKM KOHTpPONUpyeT nutaHue. Ecnn  MowHOCTb nuUTaHus
HedocTaTodHa WM He MOXeT ObITb onpegeneHa, cuctemMa aBTOMaTUYECKU
creHepupyeT curHan TpeBoru.

MpuHUMN paboTbl

Cuctema 3amepsieT MOLWHOCTb OAMH pa3 B MUHYTy. Ecnv cuctema obGHapyxuBaeT
He4OCTaTOYHY MOLLHOCTb, UHAMKATOP TPEBOMM CTAHOBUTCS XKENTbiM, U MOSIBNSeTCA
coobLLeHne CUCTEMHOrO >XypHana. locne ycTpaHeHusi cobbiTUS TpeBOrM cucTtema
BOCCTaHaBnuBaeTcs. Ecnu cuctema He MoxeT waeHTUdUUMpoBaTb ModaHHoOe
nMTaHWe, WHOMKATOP TPEBOMM CTAHOBMUTCH >XenTbiM. [locne OTKM4YEeHUs nuTaHus
cucTema BOCCTaHaBMNMBaeTCs.

lNMpoBepka KoHdUrypaumm
BbinonHute komaHgy show power ons otobpaxeHns nHpopmaumm o NTaHuK.
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10 HACTPOUKA PKG_MGMT
10.1 O630p

YnpaesneHne noctasBkon (pkg_mgmt) - 3TO MOAynb NPOBEPKU KOHUrypauum wu
obHOBNEeHUA annapatHoro obecnevyeHnd. OTOT MoLySlb OTBeYaeT 3a YCTaHOBKY,
oBGHOBNEHne/oTKaT cUCTEMbI, 3anpocbl M OBCNYyXMBaHME pPas3fUYHbIX KOMMOHEHTOB
YCTPOWCTBA, Cpean KOTOpbIX OOHOBMEHME ABNSIETCS OCHOBHOM (hyHKuuen. bnarogaps
OOHOBMEHUIO MOMb30BaTENN MOrYyT YCTAHOBUTb HOBYKD BEPCUIO MPOrpamMMHOro
obecneyveHunsn, 6onee ctabunbHylo MM MOLHYK. Bnarogapa mMogynbHOW CTPYKType
cuctema QTOS nogaepxuBaeT NofiHoe 06HOBNEHME.

& [aHHbI 4OKYMEHT OTHOCUTCA TOMbKO K Bepcun 11.0 n 6onee nosgHmx.
lNMpoTokonbl n ctaHaapTbl

HepoctynHo

10.2 NpumeHeHne

NMpumeHeHune CueHapun
O6HoBneHune/OTKaT O6HoBneHue BcTpoeHHoro MO nogcnctemsl, HaNpuUmep,
NOACUCTEMbI 3arpy304HOro cekTopa, siapa U KOpHEBbIX NpaB Ha YCTPOWCTBE.

O6HoBneHue/OTkat naketa | O6HOBNEHWE nakeTa ¢ 0gHON PYHKLMEN HA YCTPOMCTBE.
C 0aHOM dyHKLUMEN

YcTaHoBKka narya YcTtaHoBuTe nNaty n obHOBUTE onpeaeneHHy 4YacTb
KOMMOHEHTa (PyHKUUMN.

ABTOCUMHXPOHM3aUNSA AN HactponTte nonmMTnky aBTomMaTn4eCcKkom CUHXpPOHMU3aLUmu,
0o6HOBNEHUS AnanasoH 1 NyTb.

10.2.1 O6HoBneHne/OTKaT NnoAcUCTEMbI
CueHapun

lMocne 3aBeplieHna o6HoBNeHMst BCTpoeHHoro 10 nogcucTtemMbl BCE CUCTEMHOE
nporpaMmmHoe obecnevyeHne ycTponcTBa OOHoBNsieTcss, a obuwee nporpammMmHoe
obecneyeHne ynydwaetcsa. Kak npaBuno, MwukponporpammHoe —obecneveHve
NoACUCTEMbI OTAENBbHOIO YCTPOMCTBA HAa3blBAETCS OCHOBHbLIM NMAKETOM.

OcCHOBHble (DYHKLUMM ITOro pexuma OOHOBMNEHWUs creayrolue: BCe NporpamMmHoe
obecneyeHne Ha yCTpPOMCTBE OOHOBMSIETCA MOCMNEe 3aBeplUeHMst anrpenga; Takum
obpasom, MCNpaBnATCA BCE M3BECTHbIE OWMOKM nporpaMmmHoro obecnedenus. Ons
3aBepLleHns 0OHOBMNEHNA TpebyeTcss MHOTO BPEMEHMN.
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OnucaHue

OCHOBHOWM MakeT MOXHO COXpaHUTb B KOpHeBOM kaTanore TFTP-cepBepa, 3arpyauntb
NakeT Ha YCTPOWCTBO, a 3aTeM 3anyCTuTb KOMaHgy OOHOBMEHWs ONS NOKanbHOro
obHoBneHns naketa. OCHOBHOM NakeT Takke MOXHO coxpaHuTb Ha USB dnaw-
Hakonutene unn SD-kapTte, nogknounte USB naw-Hakonuternb K YCTPOWUCTBY U
BbIMOSHUTL KOMaHAYy OBHOBNEHNS Ans OOHOBNEHUS nakeTa.

Mepen BbINONHEHMEM OBHOBMNEHUST HeObXxoAMMO coxpaHuTb nakeT Ha USB dnaw-
HaKonuTene, Tak Kak pasMep OCHOBHOrO MakeTa CIULIKOM BENUK, YTOObl €ro MOXHO
ObINO COXpaHUTbL B NaMATU YCTPOMCTBA.

10.2.2 O6bHOBNEeHMe noacucTeMbl B O4HO AeucTBUe
CueHapun

O6HoBMTE MUKpOMporpammy aBToMaTMyeckn 6e3 npepbiBaHUA paboTbl crnyxb B
cucteme VSU c asyms mogynamu ynpaenenusa. B pexuve VSU unv B aBTOHOMHOM
pexume nocre 3Ton KoHdurypauum ogHO U3 yCTPOWMCTB ByaeT nepesanyLlleHo, 4To
npvBeaeT K NpepbiBaHMio paboTbl Cnyx6.

OnucaHue

OcCHOBHOWM MakeT MOXHO COXpaHUTb B KOpHeBOM KaTanore TFTP-cepBepa, 3arpyauntb
nakeT Ha YCTPOWCTBO, a 3aTeMm 3anyCTUTb KOMaHay OOHOBMEHMs Onsi JIoKanbHOro
obHoBneHus naketa. OCHOBHOM NakeT TakkKe MOXHO coxpaHuTb Ha USB ¢naw-
Hakonutene wmnu SD-kapTe, nogknouunTb K yctponctsy USB dnaw-Hakonutens unu
SD-kapTy, a 3aTeM BbINOMHUTbL KOMaHAy O6HOBNEHMs Ans OOHOBNEHMA NakeTa.

10.2.3 YcTaHOoBKa naTtya
CueHapun

UToObl yCcTpaHuTb ownbKkM nporpamMmHoro obecnedyeHns 6e3 nepesarpysku
YCTPOWCTBA, MOXHO YCTAHOBUTb Natyu. [laTym NpMMEHUMbI TONbKO ANSA UCnpaBneHns
onpeaeneHHon Bepcun nNporpammHoro obecneyeHusi. Kak npasuno, natym
NPUMEHSAOTCA OIS UcnpaBneHns nporpaMmHoro obecnedeHmst onpeneneHHon Bepcum
TONMbKO B TOM Clnyyae, €cnv YCTPOMCTBO He MOXeT ObITb 3anyweHo B cpeae
nonb3oBaTens.

Camas BaxHast pyHKUMA OBHOBMEHMS NOCPEACTBOM MaTtya 3aknyaeTcs B TOM, YTO
BCe oOwunbkn wMoryT ObiTb ucnpasrneHbl ©6e3 nepesarpysksm YCTponcTBa mnocne
3aBepLleHns 0OHOBMNEHNUA.

OnucaHue

Bbl MOXeTe coxpaHUTb OaHHbIV NakeT B KOpHeBOM kaTtarnore TFTP-cepsepa, 3arpy3uTtb
NMakeT Ha YCTPOMCTBO M BbINOMNHUTE OOHOBMEHMe. lMaty Takke MOXHO COXpaHWUTb Ha
USB dnaw-Hakonutene wunu SD-kapTe, nogknountb K yctponctsy USB donaw-
Hakonutenb unn SD-kapTy, a 3aTeM 3aBepLnTb OBHOBNEHNE.
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10.3 PyHKUUMN
BasoBble KOHUenuuun
MNoacucrtema

Moacuctema Haxogutca Ha ycTpoucTBe B Buae obpasos. [lMogcuctema QTOS
BKITOYaET:

X/

¢ boot: Nocne BKMOYEHUS YCTPOMCTBO CHa4vasna 3arpy>aeTt 1 3anyckaeTt 3arpy304Hyo
nogcucteMmy. 9Tta nogcucreMa OTBevaeT 3a MHUUManm3auuio YCTPONCTBa, 3arpysky
N 3anyck obpasoB CUCTEMBI.

s kernel: agpo saBnseTcd OCHOBHOW 4acTbld OMNepauMoOHHOW CUCTeMbl. JTa
nogcuctema 3awmuwiaetr coctaB oboOpydoBaHUA CUCTEMbl U npefocTaBnseT
NpUNoXeHnam abcTpakTHyIo pabodyio cpeay.

¢ rootfs: rootfs — 310 Habop NPUNOXKEHMI B CUCTEME.

OcHoBHOWM nakeT
% OCHOBHOW NakeT 4acTo wucnonb3yeTca Ans oOHoBNeHus/oTkata noaCUCTEMBI
oTaenbHoro ycrtponctea. OCHOBHOM NakeT — 3TO KOMOMHWPOBAHHbLIA NakeT

nogcucTem 3arpysku, sgpa u rootfs. OCHOBHOM NakeT MOXeT UCMonb30BaTbCH AN
obuiero obHoBneHusi/oTkata CUCTEMbI.

O630p

DyHKUMA OnucaHune

O6HoBneHne/OTKat O6HoBnseT/OTKaTbIBAET NOACUCTEMY.
W ynpasneHvne
KOMMOHEHTaMu

noacuncrTemsbl

10.3.1 O6HoBNeHne/OTKaT U ynpaBrieHMe KOMNOHEeHTaM1 NoACUCTEMbI

O6HoBneHne/oTkaT MNOACUCTEMbI  HaMpaBfeHO Ha OOBHOBNEHWE NPOrpamMMHOro
obecneveHnsa nytem 3ameHbl KOMMOHEHTOB MNOACMCTEMbI YCTPOMCTBA KOMMOHEHTaMu
noagcuctembl B MuKpornporpamme. KOMMOHEHT NOACUCTEMbI BbBIMOMHEH C YYETOM
pe3epBunpoBaHns. B GonblUMHCTBE CnyvaeB NMOACUCTEMbI YCTPOWCTBA HE 3aMEHSAITCA
HenoCcpeacTBEHHO Ha NMOACUCTEMbl B MakeTe BO Bpemsa obHoBneHus/oTkata. BmecTto
3TOro Ha YCTPOWCTBO A00aBNATCSA MOACUCTEMBbI, @ 3aTEM OHW aKTUBUPYKOTCS BO
Bpemsa obHoBneHus/oTKaTa.

MpuHUKMN paboTbl
O6HoBneHne/OTKaT

Ha ycTponcTBe CyLecTBYOT pasnnyHblie NOACUCTEMbI B pasnnyHbix oopmax. [loatomy
obOHOBNEHNEe/oTKaT 3aBUCUT OT PasfMYHbIX NOACUCTEM.
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% boot: Kak npaBuno, ata nogcucrtema cyulectsyeTt Ha yctpouctse norflash B Buge
obpasoB. [loaTomy oOHOBREHME/OTKAT 3TOW MOACUCTEMbI 3aKMOYaeTcs B 3anucu
obpasa Ha ycTponcTso norflash.

s kernel: OTa nogcmucrema cyuwecTByeT B onpeaeneHHoM pasgernie B Buge dannos.
MoaTomy obHOBRNEHME/OTKAT 3TON NOACUCTEMbI 3aKMo4YaeTca B 3anmcn hannos.

% rootfs: Kak npaBuno, aTta nogcucrema cyliectsyeT Ha yctponctee nandflash B Buge
obpasos. [MloaToMmy OBHOBNEHMe/oTKaT 3TOM MOACUCTEMbI 3aKMyaeTcs B 3anucu
obpasa Ha ycTtponcteo nandflash.

YnpasneHne

BbinonHute 3anpoc KOMMNOHEHTOB NOACUCTEMBbI, OOCTYMHbIX B AaHHbIA MOMEHT, a
3aTem 3arpy3mte KOMMNOHEeHTbl NoACUCTEMbI NMpU HeobxoaumocTu.

Kaxablh KOMNOHEHT MOACUCTEMbI BbIMOSIHEH C y4eTOM pe3epBupoBaHus. Bo Bpewms
obHoBnNeHus/oTKaTa:

s boot: 3arpysouyHas nogcuctema Bcerga COAEPXKUT YNPaABAAIOLYKO 3arpy304HYHO
NOACUCTEMY U PE3EPBHYIOD 3arpy3oudHyto nogcuctemy. B npouecce obHoBneHus
3aeCTBOBaHa TOSbKO YyNpaBnswowas 3arpy3oyHasi noacuctema, a pesepBHas
3arpysoydHas nogcucremMa Cry>XuT ans pe3epBHOro KonmpoBaHUs.

s kernel: nogcuctema sgpa cogepXut XoTa Obl ogHy pesepBHyt0 konuio. [lpu
HanuUuMM OOCTATOMHOrO MPOCTPaHCTBa AonyckaeTcs Oonbllee  KONM4ecTBO
pe3epBHbIX KOMUM.

¢ rootfs: Noacuctema rootfs Bcerga cooepXnt pesepBHYHO KOMUIO.

KoMnoHeHT 3arpy3kM He BXxoauT B cdpepy ynpaBrneHusi nogcuctemMamu us-3a €ero
cneuundukun. Bo Bpemsi 0OHOBNEHMS sigpa UnNu KOMNoHeHTa noacuctemsl rootfs Mmoaynb
obHoBNeHus/oTkaTa Bcerga 3anucbiBaeT WCMONb3yeMblA KOMMOHEHT MOACUCTEMBI,
N30ObITOYHbIA KOMMOHEHT MOACUMCTEMbI U WHOPMaLMIO YNpaBreHust O pasfYHbIX
BEpCUSX.

CooTBeTcTBYylOLWasi KOH(Urypauus
O6HoBnNEeHMe

% CoxpaHute hann obHOBMEHUA Ha NOKaNbHOM YCTPOWCTBE W BbINOMHUTE KOMaHAY
upgrade ons 06HOBEHMS.

10.3.2 O6HOoBNeHne/OTKaT U ynpaBreHMe naketaMmm ropssumx ucnpasrieHUn
MpuHUMN paboTbl

O6HoBnEHMe KOMMOHEHTA 3aMeHseT QYHKUMOHamnbHble dannbl Ha YCTPOWCTBE
dannamm KOMMOHEHTa B NakeTe.

O6HoBnEeHMe nakeTamu ropsyYnx MCMNpPaBfEeHUM aHanormyHo OOHOBMEHUIO (OYHKLMN.
PasHunua 3aknwoyaeTcs B TOM, 4YTO BO BpemMs OOHOBMEHWA MakeToM ropsyvero
MCNpaBneHns 3aMeHaTCA TONbKo dannbl, noanexawme obHoBneHuto. Kpome Toro,
nocre 3aMeHbl HOBble dhansibl BCTyNnatT B CUITy aBTOMaTUYECKM.

Nocne nakeTHOro 0OHOBEHUSA OTAENbHbIA KOMMNOHEHT HE MOXET ObiTb OOHOBEH.
YnpasneHue
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AHanormyHo ynpaBlieHN0 KOMMOHEHTaMU, ynpabrieHUe natdyamMm TakXe BKIHO4YaeT B
cebs onepauunm 3anpoca, yCTaHOBKU N yaarieHUdA, KOTOopble ABMAKTCA pPe3ysibTaTOM
nobasneHus, 3anpoca u yganeHua gaHHbIX COOTBETCTBEHHO.

YnpasneHne nat4yamm M KOMNOHEHTAMU OCYLLECTBIISIETCH Ha OCHOBE OOHOW U TOW Xe
TexHonormn. PasHunua 3aknioyaeTcsa B TOM, YTO MaTyM BKAKYAOT TPU pPasfivyHbIX
COCTOSIHUSI: HE YCTaHOBIEHbI, YCTAHOBSIEHbI M aKTUBMPOBaHbI. OTU COCTOSIHUS OMUCaHBbI
HUXe:

MaTy B COCTOSIHUWN YCTAHOBIEHO YKa3blBaeT TOMbKO Ha TO, YTO 3TOT MaTy cyllecTByeT
Ha YCTPOWCTBE, HO OHO €ELLEe HEe BCTYMMUIIO B CUIY.

[onycTnm TonbKo NaTy B akTUBMPOBAHHOM COCTOSIHUW.
CooTBeTcTBYylOLWasi KOH(Urypauus
O6HoBMEeHne

X/

% CoxpaHute parin obHOBMNEHMS B NOKanbHOW (hannoBOM CUCTEME W BbINOSTHUTE
komaHgy upgrade ans o6HOBNEHUS.

AKTMBaUmsa natya

X/

< [1na BpeMeHHOM akTMBaunn UcrnpasreHna MOXHO 3anycTuTb komaHay patch active.
McnpaBneHne CTaHOBUTCA HeOeWCTBUTENbHbIM MOCMe nepesarnycka YCTPOWUCTBA.
UTo6bl ucCnonb3oBaTb 3TO MCMpPaBfieHMe Mnocne nepesarpy3knm yCTPOWCTBA, €ero
HeobXxoaMMO aKTMBMPOBATb MNOBTOPHO.

% MoxHo Takke 3anyctuTb kKomaHgy patch running, 4TOGbI akTMBUpPOBaTHL
ncnpaeneHne Ha MNOCTOSAHHOW ocHoBe. [locne aToro ucnpasfieHMe OcCTaeTcs
OeNCTBUTENbHBIM JaXe nocre nepesanycka ycTpomucTaa.

¢ HeakTnsupoBaHHOe MUCNpaBrieHne HUKOr4a He CTaHeT AeNCTBYOLNM.

[leaktnBauma natya

% Ytobbl AEaKTMBUPOBATL UCNpaBneHne, BbINONHUTE kKomaHay patch deactive.
Ypnanenne natyam

< [na yoaneHus ropsyero ucnpasreHns MOXHO BbIMOMHUTL komaHay patch delete.

10.4 KoHdurypauums

KoHdurypaums OnucaHue n kKomaHaa

O6HoBnenne/OTKaT | 4 OcrosHOI dhyHKLMEN KOHUIYPaLMM SBSETCH yCTaHOBKA 1
BCTpoeHHoro 10 o6HoBreHne/oTkaT BCTpoeHHoro MO noacucTeMsl, Naketa yHKLWA 1
nakeTa ropsiyero ucnpasneHus. ATa KomaHga AeNcTBuTenbHa Kak Ha
YCTPOWCTBE OTAENLHOro TUNa, Tak 1 Ha YyCTPONCTBE TUNa LLACCH.

upgrade url [ force ] url — 3TO nokarbHbIN NYTb, rae

KOMaHaa ucrnonb3yeTcs Ans
0BHOBMNEHUS MUKPOMNPOrpaMMbl

XpaHUTCa MUKponporpammMa. dta
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yCTponcTBa.

upgrade download tftp:/ path [ path — 910 nNyTb K

force ] MUKPOMNpOrpaMme Ha cepBepe.
JTa KoMaHda ucnonb3yeTcs A5
3arpysku MMKpOMNporpamMmmbl ¢
cepsepa n aBTOMaTU4EeCKOro
0OHOBMEHNA NakeTa.

upgrade download path — 310 NyTb K
oob _tftp://path [ force ] MUKpOMporpamMMe Ha cepBepe.

via mgmt number. Ecnn pexnm
nepegaun oob tftp n nmeeTtcsa
HECKOJIbKO nopToB MGMT,
MOXHO BblbpaTb onpeaeneHHbIn
nopT.

OTa KoMaHga ucnonb3yeTcs Ans
3arpy3kv MMKponporpamMmmbl ¢
cepsepa n aBTOMaTU4EeCKOro
0OHOBEHNA NakeTa.

patch active BpemeHHO akTuBUMpyeT
ncnpasreHue.
patch running AKTUBMpYeET UcnpasneHne Ha
NOCTOSAHHOM OCHOBE,
[eakTusaums n | (JdononHutensHo) [leakTnBupyeT unun yganset ropsyee
yaaneHue ropsiyero | ViCMpasrieHne.
CnpasneHins patch delete YpangaeT ropayee ucnpasreHue.

10.4.1 O6HoBneHue/OTKaT BCcTpoeHHoro MO
Pe3ynbTat KOHUrypaumm
[ocTynHble MUKpONpOrpamMMbl BKITHOYAKOT OCHOBHOW NakeT.

% Tlocne 3aBepLueHns OOHOBNEHNSI OCHOBHbLIM NMAKETOM BCE CUCTEMHOE MPOrpamMmMHOe
obecneyeHne Ha NMHENHON KapTe OBOHOBNSIETCS, a nNporpaMmHoe obecneyeHue B
Lienom ynydwaeTcs.

& Kak npaBuno, ansi o6HOBMEHWs YCTPOMCTBA OTAENBHOMO TMMNa BbiMyCKAETCS OCHOBHOM
naker.

MpumeyaHusn
HepoctynHo
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JTanbl KOHUrypaumm
O6HoBNEHMe OCHOBHOMO NakeTa A9 OQHOro yCTpoucTBa

s [ononHuTtenbHas KoHdwurypauus. 3Ta KOHurypauma Heobxoguma, ecnuv
TpebyeTca 06HOBUTL BCE CUCTEMHOE NporpaMmHoe obecneveHre yCTponcTea.

s 3arpyaute MUKpoOnporpamMmy Ha JiOKarlbHOE€ YCTPOWCTBO W BbIMOSIHATE KOMaHAy
upgrade.

@ Kak npasuio, ansd 0oOHOBNEHNS yCTpOVICTBa OTAOENbHOIO ThMna BbiMNyCKaeTCA OCHOBHOM
naker.

lNMpoBepka KoHcUrypaumm

% [locne obHOBNEHMS KOMMOHEHTa MOACUMCTEMbI MOXHO 3anyCcTUTb KomaHay show
upgrade history, 4ToOblI NPOBEPUTL, YCNELUHO SN BbINOSTHEHO OBHOBNEHME.

% [llocne oOGHOBNEHNA NAKEeTOM FOPSYUX WUCMNPaBIIEHUA MOXHO 3anyCTUTb KOMaHay
show patch, 4To6bl NpoBEPUTDL, YCNELLHO NN BbINOIHEHO OOHOBIEHWE.

KomaHgbl

O6HoBneHne
KomaHpa upgrade url [ force ]
OnucaHwue force ykasbiBaeT Ha NpuvHyguMTENbHOE OBHOBIEHME.
napameTpos
Pexum [MpuBnNerMpoBaHHbIA  PeXum
KoHdurypauumm
BcTpoeHHas HepoctynHo
noackaska
KomaHpa upgrade download tftp:/path [ force ]

upgrade download oob_tftp:/path [ force ]
Onucanne url - ykasblBaeT nyTb K MUKpONporpamMmmMme B oannoBon cucteme
napameTpoB yCTpoucTBa.
force ykasbiBaeT Ha NpuvHyguMTENbHOE OBHOBIEHME.

Pexum [NpmBUNErMpoOBaHHbLIN  PEXUM
KOHcpurypaumm
BcTtpoeHHas HepoctynHo
noackaska

OT1obpaxxeHne MuKkponporpamMmmbl, COXpaHEHHOW Ha YCTPONCTBE
KomaHpa show upgrade file ur/
OnucaHune url - ykasblBaeT NMyTb K MUKpOMNporpamMmmMme B oannoBomn cucteme
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napameTpoB yCTpoucTBa.

Pexum MpuBuNerMpoBaHHbIA  PeXum

KoHduUrypauumm

BcTpoeHHasn HepoctynHo

noackaska

OTobpaxeHne ncropum obHOBNEHWI

KomaHpa show upgrade history
OnucaHue HepocTtynHo

napameTposB

Pexum [NpmBUNErMpoOBaHHbLIN  PEXUM
KOHcpurypaumm

BcTtpoeHHas HepocTtynHo

noackaska

OT1obpaxeHune yxe yCTaHOBMEHHbIX KOMMNOHEHTOB

KomaHpa show component [ component _name |

Onucanne [ component _name ]. "M KOMNOHEHTA

napameTpos Ecnun 3HayeHune aToro napameTpa He ykasaHO, KOMaH4a UCnosib3yeTcH
Ans otobpakeHnsi BCeX KOMMOHEHTOB, Y>K€ YCTaHOBIEHHbIX Ha
YCTPOWCTBE, U OCHOBHOW MHpOpMaLnN 00 3TUX KOMMOHEHTAaX.
Ecnun 3HayeHne aToro napameTpa ykasaHo, KoMaH4a MCnonb3yeTca Ans
oTobpakeHus nogpobHoN MHGOpPMaLMM O COOTBETCTBYIOLLEM
KOMMOHEHTE, NPOBEPKUN LIENOCTHOCTU KOMMOHEHTA N NPOBEPKM €r0
NCNPaBHOCTW.

Pexum [NpmBUNErMpoOBaHHbLIN  PEXUM

KOHcpurypaumm

BcTtpoeHHas HepocTtynHo

noackaska

Mpumep KoHUrypaumm

Mpumep OGHOBMEHMSI MUKPOMPOrpaMmbl MOACUCTEMbI Ha YCTPOWCTBE OTAENbHOro

ThNa

CeTteBas cpeaa

Mepen obHoBNeHnem Heob6xoaumo cKonupoBaTtb
MUKponporpaMmmy Ha ycTpoucTBo. Moaynb oOGHOBNEeHUs
npeaocTaBnisieT crie4yloLlme peLueHus.

< 3anycTute HeKOTOpble KOMaHAbl (palnnioBON CUCTEMbI,

@ ) QTECH |
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Takme Kak copy tftp m copy xmodem, 4ToO6bl CKONMpOBaTb
MUKponporpammy Ha cepBepe B ¢daunosyo cucremy
YyCTPOMCTBA, a 3aTemMm 3anycrute KoMaHay upgrade url,
4YTOOblI OOHOBUTL  MMKpoOMporpamMmy B  JOKanibHOWM
c¢annoBon cucreme.

s 3anyctute komaHpy  upgrade  download  tftp://path
HenocpeacTBEHHO ans o6HOBMNEeHusA cannom
MUKponporpamMmmbl, XpaHswmmcs Ha tftp-cepsepe.

% Ckonupyute mukponporpammy Ha USB cnaw-Hakonutens,
BctaBbTe USB dnaw-Hakonutens B YCTPOUCTBO U
3anyctute KomaHay upgrade url, 4TOObI OOHOBMUTbL
Mukponporpammy Ha USB dnaw-Hakonutene wunu SD-
KapTe.

KoHdurypauumm

X/

¢ BbInonHuTe KoMmaHay upgrade.

X/

% [locne obHOBNEHNS NoACUCTEMbI Nepe3anycTuTe YCTPOUCTBO.

QTECH# upgrade download
tftp://192.168.201.98/egl000m main 1.0.0.0£328e91.bin

Accessing
tftp://192.168.201.98/egl000m main 1.0.0.0£328e91.bin...

| 1 L L O O I I

Transmission finished, file length 21525888 bytes.
Upgrade processing is 10%
Upgrade processing is 60%

Upgrade processing is 90%

Upgrade info [OK]
Kernel version[2.6.32.91f9d21->2.6.32.9f8b56f]
Rootfs version[1.0.0.2ad02537->1.0.0.1bccl2e8]
Upgrade processing is 100%
Reload system to take effect!
Reload system? (Y/N)y

Restarting system.
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MpoBepka

KOHcpurypaumm

X/

s [NpoBepbTe Bepcuio cCUCTEMbI Ha Tekyllem ycTtpouctee. [lpu
N3MeHeHnn uHgopmaumm O Bepcun OBHOBMEHWE BbIMOMHEHO
yCreLHo.

QTECH#show version detail

System description : EG1000m

System start time : 1913-10-19 02:25:28
System uptime : 0:00:00:50

System hardware version : 1.00

System software version : €gl000m RGOS11.0 (1C2)
Release (20131022)

System boot version : 1.0.0.e7al451
System core version : 2.6.32.9f8bb6f
System main version : 1.0.0.1bccl2e8
System boot build : unknown

System core build : 2013/10/22 04:54:03
System main build : 2013/10/22 5:33:38

Mprmep ycTaHOBKM nakeTa O6HOBMNEHWI HA YCTPONCTBE OTAENBHOrO TMna

CeTteBas cpega

Mepen obHOBNeHnem Heob6xogumo CKonupoBaTb
MUKponporpammy Ha yctpouctBo. Mogynb OOGHOBREHUsA
npepocTaBnsAeT cnegylolme pelleHus.

% 3anyctute KoMmaHAbl (pannioBON CUCTEMbl, TaKue Kak copy
tftp n copy xmodem, 4Tob6bI CKONUMpPOBaTbL MUKpPONpPOrpamMmy
Ha cepBepe B ¢hannoByd CUCTEMY YCTPOMCTBA, a 3aTemM
3anycTute KomaHay upgrade url, 4To6bl OOHOBUTbL
MUKponporpamMmmy B fokanbHown ¢pannoBown cucteme.

s 3anyctute komaHpy upgrade  download tftp://path
HenocpeacTBEHHO ans o6HOBNEeHus cdannom
MUKponporpamMmmbl, XpaHswmmcs Ha tftp-cepsepe.

% Ckonupyute mukponporpammy Ha USB cnaw-Hakonutens,
noaknioumnte USB dnaw-Hakonutenb K YCTPOUCTBY W
3anyctute KomaHay upgrade url, 4TOObI OOHOBMUTbL
Mukponporpammy Ha USB cnaw-Hakonutene.

dranbl + BbInonHute KoMmaHay upgrade.
KOHdpurypaumm | < AkTusumpyiite ropsyee ncnpasieHue.
QTECH#upgrade download
tftp://192.168.201.98/eg1000m RGOS11.0(1C2) 20131008 patch.
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bin
Accessing

tftp://192.168.201.98/egl000m RGOS11.0(1C2) 20131008 patch.
bin...

| 1 L L O O O I

Transmission finished, file length 9868 bytes.
Upgrade processing is 10%

Upgrade processing is 60%

Upgrade info [OK]
patch bridge version[1.0.0.1952]

Upgrade processing is 90%

Upgrade info [OK]
patch install version[1.0.0.192e35a]
QTECH#patch running

The patch on the system now is in running status

MpoBepka
KOHcpurypaumm

X/

% [MpoBepbTe HanNMume ropsaYnx UcrnpaBreHNn, YCTaHOBMEHHbIX Ha
TeKyLLleM YCTPOUCTBeE.

:patch package patch install installed in the system,
version:pal

Package : patch bridge

Status : running

Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277 Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None

TUNUYHbIE OLLUDKUN

Ecnn Bo Bpemsi oGHOBNEHNA npousowna ownbka, moaynb OBHOBMNEHUS OTOGpa3nT
coobuieHne 06 owmnbke. Hmxe npuBeaeH npmmep:

Upgrade info [ERR]

Reason:creat config file err(217)

X/

owmoKax:

% Hwxe npuBeaeHo onucaHne HeckosbKMX TUMOB PacnpoCTpaHEeHHbIX coobLeHnin 06

@ ) QTECH |
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s Invalid firmware (Hegonyctumaa wMukponporpamma): [lpuynHa B TOM, 4TO
MUKpornporpaMmma MoxeT ObiTb MOBpexaeHa Unn HesepHa. PekomeHnayeTcs cHoBa
NoNy4YnTb MUKPONPOrpamMMy 1 BbINOSTHUTL OBHOBNEHME.

s Firmware not supported by the device (Mukponporpamma He nogaepXxuBaeTcs
yctponcteom): [lpuymHa B TOM, 4YTO Bbl MOXeTe MO ownbke WUCNonb30BaTb
MUKpoMNporpamMmmy  Apyrmx  YCTpOWCTB. PekomeHgyeTcs  cHoBa  MOMyuYnUTb
MUKPOMNpOrpaMmmy, NpoBEPUTb NaKeT U BbINOMNHUTL onepaunio 06HOBMNEHNS.

 Insufficient device space (HegocTaTo4HO MecTa Ha ycTpouncTBe): Kak npasuno, ata
ownbka BO3HMKAET Ha YCTPOMCTBE Tuna Lwaccu. PekomeHnayeTcs npoBeputhb,
noctaensietTca nm ycrponcteo ¢ USB dnaw-Hakonutenem nnu SD-kapTon. OBbl4HO
9TO YCTPONCTBO OCHaLleHo USB ¢nalu-Hakonutenem.

10.4.2 [leakTBaumA 1 yaaneHue ropsiyero ncrnpasneHus
Pe3ynbTaT KOHpUrypauum
AKTMBUPOBAHHOE ropsivyee ucnpaBrneHne geakTuBMpyeTca unu yaanseTtcs.
MpumeyvaHue
HeakTnBnpoBaHHOE ropayee ucrnpaBneHne Henb3s 4eakTUBUPOBaTb.
JTanbl KOHUrypaumm

HeakTnBauusa ncnpasneHuns

s [HononHutenbHass KoHdwurypaumsa. YTobbl  AeakTMBuMpoBaTb  UCNpaBneHue,
BbINoSIHUTE KOMaHAay patch deactive.

YpaneHue ropsiyero ncnpaBneHus

% [ononHutenbHas KoHdurypaumsa. Ytobbl yaanuTb yxe YyCTaHOBMEHHOE ropsyee
ncnpasneHune, BbiNnonHuTe komaHgy patch delete.

lNMpoBepka KoHcUrypaumm

% MoxHo 3anyctutb komaHgy show patch, 4To6bl NpoBepuTb, aKTMBMPOBAHO NN
ncnpaesneHne Unu yaaneHo nm oHo.

KomaHpa
YaaneHue ropsidero ncnpasreHus

KomaHpa patch delete

OnucaHue HepocTtynHo

napameTpos

Pexum [MpuBMNEerMpoBaHHbIN  pPeXnum

KoHdurypauumm

BcTtpoeHHas OTa KoMaHda ucnonb3yeTcs Ansa yaaneHuss MUKponporpaMmmbl U3
noackKaska yCTpoOncTBa.

Mpumep KoHdUrypaumm
[eakTnBauusa v yganeHve ncrnpasneHnsa Ha yCTPONCTBE OTAENbHOMo Tuna
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Jranel < 3anycTtute KOMaHAy AeaKTUBaLMM UCnpaBfieHUS.
KOHdurypaumm | < 3anycTute KOMaHAY yAaneHUs ucnpasneHus.

QTECH#patch deactive

Deactive the patch package success
QTECH# patch delete

Clear the patch patch bridge success

Clear the patch success

Mpoeepka s OTobpaxeHne CoCTOsAHMUS UCnpaBIieHNS.
KoHduUrypauumm

QTECH#show patch
No patch package installed in the system

TUNUYHbIE OLLUDKUN

s Ecnn wucnpaeneHne He akTMBMPOBaAHO, BbINoNHUTE KomaHay patch deactive.
PekomeHgyeTca npoBepuTb cocTosiHMe wucrnpasneHund. Komanay patch deactive
MOXHO 3anyCTUTb TOSNIbKO B TOM Cliyyae, ecnu WCnpasBfneHne Haxoautca B
cocTosiHuu status:running.

10.5 KoHTponb cocTosiHus

OuucTtka

OnucaHue KomaHpa

Ypanset yctaHoBneHHbli | patch delete [ slot { num | M1 | M2 | all } ]
nakeT UcnpasrieHUN.

OToGpaxeHue

OnucaHune KomaHpa

OTobpaxaeT Bce KOMMNOHeHTLI, show component [component _name ]
yXe YCTaHOBMEHHble Ha Tekyllem
YCTPOWCTBE, U UX MHOPpMaLUIO.

OTtobpaxaeTt ncrtoputo | show upgrade history
0OHOBMNEHNN.
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11 HACTPOUKA OPENFLOW
11.1 O630p

OpenFlow — 310 ceTeBOW NPOTOKON Nepefayn AaHHbIX, KOTOPbIA OTAENSeT NSI0CKOCTb
nepecbinku (forwarding plane) oT NNOCKOCTU ynpaBrneHns ceTeBbiX YCTPOUCTB (control
plane), 4To6bl OHM MOrNKN BbITb 3a4ENCTBOBaHbI TOMBKO OS5 NEPECLIKA. YNpaBneHue
BCEWN CETb0 3aTEM CKOHLEHTPUPOBAHO Ha OAHOM KOHTpOMepe, KOTOPbIN reHepupyeT U
OoTnpaBndAeT npaBuna nepecblikn B Tabnuuy NOTOKOB Ha CeTeBble YCTPOMCTBA C
nomouwbto npotokonia OpenFlow, Tem cambiM LEHTPann3oBaHHO KOHTPONUPYS
NAOCKOCTb yNpaBfeHnst U CHWXKaa 3atpaTbl Ha obcnyxmnBaHue.

Cneuundomkauum npoTokona

X/

s Cneuundukaums kommytaTtopa OpenFlow Bepcum 1.0.0

11.2 BapmnaHTbl NnpyUMeHeHuUs

BapuaHTbl npumeHeHusa CueHapun

LleHTpann3oBaHHoe BbinonHeHne LeHTpann3oBaHHOIro yrnpasreHus
ynpasneHuve ayTeHTUdunKauymnen.

11.2.1 UeHTpanu3soBaHHOe ynpaBfieHue
Mpumep npumeHeHus

MpoTtokon OpenFlow moxeT Mcnonb3oBaTbCA ANA LEHTPann3oBaHHOIO ynpaBrieHUs
ayTeHTU(UKaLumMen Ha ycTpomcTeax gocTyna.

Kak nokaszaHo Ha WM300paxkeHun Hwe, YCTaHOBUTE KOHTPOSNEp Hag ycTpoucTBamu
aoctyna ans ynpaeneHus yHKUMEen ayTeHTuduMKaumm yCTPOMCTB AOCTyna, YTobbl
ayTeHTUduKauusa (B niocKkoTK ynpasreHns) nepemMecTtunacb oT YyCTPOMUCTB AOCTyna K
KOHTposnepy.

X/

s KoHTponnep 3anpawmBaeT YyCTPOMCTBO AOCTyna A OTMNpPaBKM NakeTa MpOBEPKM
NOASIMHHOCTU camomy cebe ¢ nomoLlpbto npoTokona OpenFlow.

s KoHTponnep 3aBepliaeT npouecc npoOBEPKM MNOLMMHHOCTM W  OTnpaBnseT

pesynbTaTtbl MNPOBEPKA MNOAMMHHOCTM Ha YCTPOMCTBO [AOCTyna C MNOMOLLbHO

npoTokona OpenFlow 4N KOHTPONS OCTyNa KOHEYHbIX NONb30BaTENEN.

N3obpaxeHne 11-1
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Gateway

Core

Comvergence ‘

Controllers %

{118
il

l

-

:

3anyctute knmeHT OpenFlow Ha ycTponctBax [f[octyna, 4Tobbl COEaUHUTH
YyCTPOWCTBA AOCTYrNa C KOHTPOSINIEPOM.

3anyctute cepep OpenFlow Ha KoHTponnepe, 4YToObl BbIMOMHUTL OBHapyXeHue
YCTPOWCTB W ynpasrneHue uMmu.

OnucaHue cyHKUUM

11.3 CBegeHusa o pyHKLUM

BasoBble KOHUenuuu
Tabnuua noTokoB

Tabnvua noTokoB npeacTaBnsieT cobor 0a3oBy0 CTPYKTYPY AaHHbIX ANs CETEBOrO
YCTPOWUCTBA, KOHTpONupylollee nonuTUKA  nepecbinkn. CeTeBoe  yCTPOWCTBO
onpegensieT, Ha OocHoBe Tabnuubl MOTOKOB, COOTBETCTBYKOLIEE AENCTBME, KOTOpPOe
OyneT BbLINOMHATBCA ANA ceTeBOro Tpaduka, MNOCTynawwero B CaMO CeTeBoe
YCTPOWNCTBO.

CornacHo npotokony OpenFlow, Tabnuua nNOTOKOB COCTOUT W3 TpeX uYacTeu:
3aronioBKa, CHeT4YnKa 1 AENCTBUS.

X/

s Header (3aronosok): 3aronoBok onpenendet UHAEKC Tabnuubl NOTOKOB U COCTOUT
M3 pasnu4YHbIX NOMieN NakeToB, COOTBETCTBYIOLLMX OMNpPeAEeSieHHbIM NOoToKam. OTu
nons BKkNo4YaroT, nommmo npodero, MAC-agpec wuctoyHuka, MAC-agpec
HasHa4yeHus, Tun Ethernet-npotokona, |IP-agpec uctovHunka, IP-agpec HasHayeHus,
T1n IP-npoTokona, NopT NCTOYHMKA U NOPT HAa3HA4YeHUs.

X/

% Counter (cueTuuk): Micnonbsyetca ana nogcyeTa AaHHbIX BblAeNeHHOro Tpaduka.
s Action (gencteue): [lenctBne npencraBndetr cobon Tpurrep Ans nepecbinikn npu
coBnageHun Tpadmka, KOTOPOE BKIOYAET, HO He OrpaHn4MBaeTCs OTMEHOM,

TpaHcnAuMen N NEPECHISTKON.
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CoobuieHne

MpoTtokon OpenFlow nogaepxmuBaeT Tpu kateropun coodlieHunn: controller-to-switch,
asynchronous 1 symmetric. Kaxxgas kateropms cooOLLEHUA BKNHOYAET HECKOSbKO
TUNOB NoacoobLeHnn. Huxe onmucaHbl Tpyu KaTeropnmn CoOo0LLEHWNIA:

« controller-to-switch: nHuumMmnpyeTcs KOHTponepom Ansa ynpasneHus 1 nony4yeHuns
COCTOSIHUSI CETEBOIO YCTPOUCTBA.

% asynchronous: VHULUUNPYETCA CETEBLIM YCTPOWCTBOM AJS11 OOHOBMEHUSA CeTeBbIX
CcObObITUA MM U3MEHEHUA COCTOSIHUS CEeTEBbIX YCTPOWCTB (4alle Bcero,
NOAKIOYEHME CETEBOMO NOpTa) K KOHTPOSepy.

s symmetric: NHULMMpyeTCca KOMMYyTaTOpPOM nnm KOHTpoOnnepoMm  Ans
nepBOHAYanNbHOro0 yCTaHOBMIEHUA CBA3N W OnpeferieHns COCTOSIHUS COeAUHEeHUs
npoToKona.

PyHKUMMN

DyHKUMSA OnucaHune

Pasgenenve OTtpensieT ypoBeHb [aHHbIX OT YPOBHSA YMpaBfieHUs CceTeBoro
ynpaBreHnsa W | yCTPOUCTBA.

nepecbISIkm

YnpaBneHue Ykaxute, BbINONHAETCAs nu  ynpasneHve STP  koHTponnepom

STP nporpammHo-onpegensemon  cetm  (SDN)  wnu  nokanbHbIM
YCTPOWUCTBOM.

11.3.1 PasgeneHuve ynpaBneH1s N nepecbIisiku

BbinonHAeT ueHTpanu3oBaHHOE YynpasrieHUe MNIOCKOCTbIO ynpasneHus cetu(control
plane), no3BonsoLee nerko ynpasnsTb BCEN CETbIO (MO CPABHEHWUIO C CYLLIECTBYOLLNM
COCTOSIHMEM CeTU), 4YTO MO3BOSISIET COKPaTUTb pacxodbl Ha obcnyxuBaHne U
yrnpasreHue.

MpuHUMN paboTbl

MpoTtokon OpenFlow paboTtaet no coeguHeHuto TLS (Transport Layer Security) wnu
HesawuweHHbIM  TCP-nogknioyeHnsam 1 onpefensetr B3avMoZencTBue  Mexay
KOHTPONIIEpOM U ceTeBbIMW yCTponcTBamun. KOHTponnep otnpasndeT MHGpopmaumio o
Tabnvue NOTOKOB Ha ceTeBble YCTPOWCTBA, YTOObI ynpaBnaATb METOAOM MNEPECHISKM
CeTeBbIX MAKETOB AdaHHbIX W HEKOTOPbIMW MNapamMeTpamu KoHdurypaumn. Kaxgoe
CeTeBOe YCTPOWMCTBO OTMNpPaBfiieT Ha KOHTPOSifep yBedoMSieHue, Korga ero CBs3b
npepbIBaeTCs Unu Korga ceteBoe YCTPOMCTBO MOSlydaeT NakeT AaHHbIX, B KOTOPOM He
yKasaHo pgenctBve nepecbinku. Takum  obpasom, B3aMMOAEWNCTBUE  MeEXAY
KOHTPOSIIEPOM U CeTeBbIMM YCTPOMCTBAMW OCYLLECTBNSAETCA Ans  ynpaBreHus
nepegaden BCen ceTu.

Mpouecc oBGHapyxeHns opyr apyra AoMmKeH ObiTb 3aBepLUeH 40 TOro, Kak KOHTponnep
M CceTeBOe YCTPOMCTBO B3aMMOLEWCTBYIOT Apyr c gpyrom. W3obpaxeHne 11-2
noKa3biBaeT KOHKPETHbIE 4ENCTBUS, CBA3AHHbIE C 3TMM MPOLECCOM.

N3obpaxeHne 11-2
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Controller Net device

Feature Request

Feature Reply

=et Config

[MakeTbl Hello oTnpaBnaiTca Mexay KOHTPONNepoM U ceTeBbiM YCTPOMCTBOM [Ans
yCTaHOBNEHNA coeanHeHus. [locne KBUTMPOBaAHWSA KOHTpPONnep 3anpawuBaeT
onpeferieHHyt  WHpopmMaumio O CeTeBOM  YCTPOUCTBE, BKMoYad (HO  He
OrpaHMyMBasiCb) KONMMYECTBOM MOPTOB Ha CETEBOM YCTPOMCTBE U BO3MOXHOCTSMM
Kakgoro nopta (Hanpumep, 3anpoc/oTBeT (PYHKUMM, MOKa3aHHbIM Ha W306pakeHuu
11-2). 3aTtem KOHTpoOnnep AoCTaBnsieT onpeaeneHHble KOHpUrypaumm nonb3oBatenen
(Takme kak ycTaHOBOYHasi KoHurypaumss Ha WsobpaxeHun 11-2) Ha ceTeBoe
YyCTPOWCTBO. [locne ycTaHOBMEHNA COeMHEHUSI KOHTPOep onpeaensieT pasfimyHble
MOTOKM M COOTBETCTBYHOLUME LEWNCTBMA LNs MOTOKOB, M nepefaer uMx B Tabnuuy
NMOTOKOB Ha ceTeBoe YycTponcTBo. Korgaa nakeT paHHbIX MOCTynaeT B CeTEBOE
YCTPONCTBO, CETEBOE YCTPOMCTBO CONOCTaBNAET NakeT AaHHbIX C Tabnuuen NOTOKOB B
COOTBETCTBUM C [OEWCTBYHOLLMMU MpaBunamum Tabnuubl MNOTOKOB W BbINOMHAET
COOTBETCTBYlOLlEE [OEeNCTBUE (BKNOYAs MNepechbiniky, oTbpacbiBaHWe W M3MEHEHue
naketa). B To e Bpemsi 0GHOBNSIETCA COOTBETCTBYHOWMN cyeTynk. Ecnn B Tabnuue
NMOTOKOB HE HaWeHO coBnageHun, ceTeBoe YCTPOWMCTBO nepefaeT nakeT aHHbIX Ha
KOHTpoOsnep.

CeTeBoe yCTPOWCTBO JlOKanbHO noggepuBaeT Tabnuuy noTOKOB, MOCTyNnaemyk OT
KoHTponnepa. Ecnu nepecbinaeMbln nakeT [AaHHbIX Yxe onpegerneH B Tabnuue
MOTOKOB, ceTeBOe YCTPOMCTBO HaMNpsiMyto MepechinaeT nakeT AaHHbIX. B npoTvBHOM
crnyvae nakeT [aHHbIX OTNPaBnseTCA Ha KOHTpomnnep AN MNOATBEpPXAEHWUs MyTu
nepegaym (KOTOPbIN MOXHO MOHWUMATb KaK aHanua MrockocTn ynpasneHusi(control
plane) ons cosgaHus Tabnuubl NOTOKOB), a 3aTEM MNepPeCchIaeTcs Ha OCHoBe Tabnuubl
MOTOKOB, NMOCTaBIISIEMOWN C KOHTPONNEPOM.

CBs3aHHble HaCTPOWKUN CUCTEMDI

KoHdurypaums no ymonyaHumio
MpoTokon OpenFlow No ymonyaHuo OTKIOYEH.

BkntoueHune/BbikntoudeHne OpenFlow ans nogknoveHns/oTKNIYeHUss KOHTponnepa
s 3anyctute komaHgy of controller-ip, 4Tobbl BkounTE OpenFlow.
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% BbinonHute komaHay no of controller-ip, 4To6bI OTKNOUMTL OpenFlow.

11.3.2 YnpaBneHune STP

B cootBetctBUM C npotokoriom OpenFlow dyHkuna npotokona STP ceteBoro
YyCTpOMUCTBA MO3BOMSAET YNpaBnsaTb CETEeBbIM YCTPOWCTBOM JflOKafnbHO unn 4Yepes
koHTponinep SDN. MNMoaTtomy ons nepeknoyeHns mexay ABYMS MeTodamu ynpaBrieHus
Tpebyetca komaHaa koHurypauun. KomaHga KoHdurypaumm AencTByeT TOMbKO Npu
BKMo4YeHHOM ynpasneHun OpenFlow.

Ecnun Ha koHTponnepe BKIIOYEHO ynpaBrieHne KOHTYPOM, He BKItovanTe pyHkuuio STP
Ha CEeTEBOM YCTPOWCTBE; B NMPOTUBHOM criydae gse yHKumm ByayT KOH(NuKToBaTh
apyr ¢ gpyrom. Bknouute dyHkumo STP Ha ceTeBOM YCTPOWCTBE TOSbKO B TOM
Cnyyae, ecnu Ha KOHTpomnnepe OTKMHYEHO ynpaBfieHMEe KOHTYPOM W B CETEBOM
YCTPONCTBE, BEPOSATHO, UMeeTcs neTnsa obpaTHon cBA3n. [ocne BKYeHNa OyHKUMK
STP Ha ceTeBoM ycTponctee TpebyeTtca gononHutenbHas HacTponka STP Ha ceTeBoM
ycTponctee. NogpobHee cM. B pasgene o KoHdurypauumn STP.

MpuvHUMN paboTbl

CeTeBoe yCTPOWMCTBO CBA3bIBAETCA C KOHTposnsiepom ¢ nomouwbio nona OFPC-STP,
koTopoe nepenaetcs B coobweHnn OFPT _FEATURES REPLY npotokona OpenFlow,
4yTObbI ONPEaEennTb, KAKOW U3 UCNbITYEMbIX OOBEKTOB B HACTOsILLLEE BPEMS BbINOSNHAET
ynpasneHune STP. Korga koHTponnep ocyuwecTendeT ynpasneHne STP B cooTBeTCTBUM
C KOHpurypauuen, sca obpabotka, cBsizaHHasa ¢ STP, BbINOMHAETCA KOHTPOMEpPOM; B
NPOTUBHOM Criydae caMO CeTeBO€ YCTPOMUCTBO BbINOMHAET 00paboTKy OObIYHbIM
crnocobom.

CBs3aHHblIe HaCTPOWKU CUCTEMbI

KoHpurypaumsa no ymonyaHuio

®OyHKkuna STP npegoctaBnsgeTcs KOHTPOSINEPOM MO YMOSYaHMI0.

BkntoyeHue ynpasnenus STP Ha koHTponnepe SDN nnu nokanbsHOM yCTPOWCTBE

s 3anyctute komaHgy of stp, 4tobbl HacTpouTb ynpasneHne STP, BbinonHAemMoe
KOHTposinepom SDN.

% BbinonHute komaHay no of stp, 4Tobbl HacTpouTb ynpasneHne STP, BbinonHAemMoe
NoKanbHbIM CETEBbLIM YCTPONCTBOM.

11.4 NMoppoOGHble cBeaeHNA 0 KOHUrypaumm

Hencreue CnpaBkKa 1 cBAi3aHHble HACTPOMKMN
Hactpotika A\ O6si3aTenbHast KOHUIypaLmsi, KOTopast UCNONb3yeTcs Ass
OpenFlow BknoyeHnss OpenFlow.
of controller-ip BkrtovaeT doyHKUMIO
OpenFlow
no of controller-ip OTkntovaeT QyHKUMLO
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OpenFlow
Hactpoiika /\ [ononHuTenbHas KOHUTypaLmsi, KOTOPast UCTONb3yeTCs Alls
OpenFlow STP BKIMHOYEeHUs pyHKummn STP koHTponnepa SDN nipu
HeobXxoaUMOCTMW.
of stp BkniovaeT doyHKUMIO

ynpasneHus STP Ha
KoHTpornnepe SDN.

no of stp BkntovaeT doyHKUMIO
ynpasneHus STP Ha
nokasibHoOM yCTPOWCTBeE.

11.4.1 Hactpownka OpenFlow
Pe3ynbTat KOHUrypaumm

% 3anyckaeT ceTeBOe YCTPOWUCTBO [ YCTAHOBIIEHUS COEAMHEHUS C YKa3aHHbIM
KOHTPONMEpPOM W, B KOHEYHOM CYeTe, YCTaHaBNMBaeT KaHamn YynpaBneHus
OpenFlow.

MpumeyvaHunna

s lNepen nepeknoyeHMEM adpeca KOHTpomnfepa OTKIUYMTE U CHOBA BKIIOUUTE
dyHkumo OpenFlow.

MeTopa koHduUrypaumm
Bkntovenue cpyHkumnn OpenFlow

% OTa KoHurypauma Heobxoanma ans sknrodveHus OpenFlow.
OtkntoveHne dpyHkumm OpenFlow

% OTa KOHpurypauma Heobxoguma [ns  NEpPekNiovYeHuss  KOHTponnepa unm
oTknoYeHns yHkuum OpenFlow.

OTobGpaxeHue COCTOSHUS coeduvHeHns Mexay yctpoucteBom OpenFlow un
KOHTPOMNepom

% OTobpaxeHne COCTOSIHUSI COEedVHEHUs MeXay TeKylMM YCTPOMUCTBOM U
KOHTPOMMepom.

lNMpoBepka kKoHdUrypauum

% BblBeguTe Ha 9KpaH COCTOSIHME COeLMHEHUs TEeKyLero MNpoTOKOMa C MOMOLLbH
komaHabl show of.

CBsi3zaHHblIe HaCTPOWKK
Bkntovenue cpyHkumn OpenFlow

KomaHga of controller-ip ip-address [ port port-value ]| interface [
interface-id ]
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OnucaHue controller-ip ip-address: |P-agpec KoHTponnepa.
napameTpoB port port-value: NnopT, KOTOPbIA NOAKIHOYAETCS K KOHTPOMNepy.
3HayeHne No ymonyaHuto: 6633.
Interface interface-id: nvgeHTudukaTop NopTa, KOTOPLIN MOXET
6bITb IGO0 BHENONOCHBIM MHTEPGENCOM ynpaBneHns, nnbo
o6LWKMM BHYTPUNOMOCHBIM don3ndecknm nHtepdericom Ethernet.
Pexum Pexnm rnobanbHOn KoHpurypaumm
KOH(purypaumm
BcTpoeHHas -
noackaska

OtkntoveHne dpyHkumm OpenFlow

KomaHpga

no of controller-ip

OnucaHve
napamMmeTpoB

Pexnm
KOHoUrypaumm

Pexxum rmobanbHoOM KoHurypauum

BcTpoeHHas
nogckaska

BbinonHute aTy koMaHay nepen nepekntoYeHnem KoHTponnepa.

BkntoyeHue nnn otkniodeHne yHkumn Local STP Ha yctponctee OpenFlow

KomaHga of stp
Onuncanune -
napameTpoB
Pexum Pexnm rnobanbHOn KoHpurypaumm
KOH(purypaumm
BcTtpoeHHas BbinonHuTe 3Ty KOMaHAy, YTobbl BKNIOUNTL (OYHKLNIO NTIOKanNbHOro
noackaska STP Ha ceTeBOM YyCTPOMUCTBE UK BKAOYUTE OyHKUMIO STP Ha
koHTposinepe OpenFlow.
OTobGpaxeHue COCTOSHUS coeduvHeHns Mexay yctponcteBom OpenFlow un
KOHTpOSnepom
Komanga show of
Onuncanue -
napameTpoB
Pexum Pexnm rnobanbHOn KoHpurypaumm
KOH(purypaumm
BcTpoeHHas -
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nopckaska

OtobpaxeHue 3an

ncen Tabnumubl noTokoB yctporctea OpenFlow

KomaHga

show of flowtable

OnucaHue
napameTpoB

Pexum
KOH(purypaumm

Pexnm rnobanbHOn KoHpurypaumm

BcTpoeHHas
nogckaska

OTtobpaxeHne nHgopmaumm o nopte yctporcrtesa OpenFlow

KomaHpga

show of port

OnucaHve
napamMmeTpoB

Pexnm
KOHoUrypaumm

Pexxum rmobanbHOM KoHurypauum

BcTtpoeHHas
noackaska

NMpumepbl KOHDUrypauum

Hactpovika IP-agpeca v nopta pgoctyna (6633 no ymonyaHuio) KOHTposnsiepa ang
NOAKMIOYEHMS CETEBOrO YCTPOMCTBA

CeTeBas _
. Momt O EthQ
N3o06paxeHun o )
e 11-3 Switching Device Controller
MeTton % Bkntounte yHkumio OpenFlow Ha ceTeBOM YCTPONCTBE U yKaKuTe
KOHdpurypaLmm IP-agpec koHTponnepa.
QTECH# configure terminal
QTECH (config) # interface mgmt O
QTECH (config-if)# ip address 172.18.2.36 255.255.255.0
QTECH (config-if) # exit
QTECH (config) # of controller-ip 172.18.2.35 interface mgmt O
nnn
QTECH (confiqg) # of controller-ip 172.18.2.35 port 6633
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interface mgmt O

MpoBepka s OTobOpaxeHne COCTOAHUS COeOUHEHUs Mexay YCTPOWCTBOM
KOHbUrypaumm OpenFlow ©n KOHTpONNEpoM, COCTOSIHUSI MOpPTa W COCTOSIHUS
Ta6ﬂMHbIﬂ0TOKOB.
QTECH# show of
Controller is 172.18.2.35 port 6633, connected.
QTECH#show of port
STP is controlled by SDN Controller.
PORTID IFX COFIG STATE LINK SPEED
DUPLEX
1 1 0x0000 0x0001 0 0 0
2 2 0x0000 0x0001 0 0 0
3 3 0x0000 0x0001 0 0 0
4 4 0x0000 0x0001 0 0 0
5 5 0x0000 0x0001 0 0 0
6 6 0x0000 0x0001 0 0 0
7 7 0x0000 0x0001 0 0 0
8 8 0x0000 0x0001 0 0 0
9 9 0x0000 0x0001 0 0 0
10 10 0x0000 0x0001 0 0 0
11 11 0x0000 0x0001 0 0 0
12 12 0x0000 0x0001 0 0 0
13 13 0x0000 0x0001 0 0 0
14 14 0x0000 0x0001 0 0 0
15 15 0x0000 0x0001 0 0 0
16 16 0x0000 0x0001 0 0 0
QTECH#show of flowtable
openflow flow count =1
Kok kK K Kk Kk KX K K Kk Kk kK X K K K kK k% PLOW
START * % % % % % % % % % % % % % % % % % % % % % % % % % % % % % %
KEY:
SMAC DMAC SIP
DIP
00:d0:£8:56:d3:22 00:d0:£8:a3:62:13 NA
NA
INPORT VLANID ETYPE
. QTECH | www.qgtech.ru

MWP NOCTYMHEE




PyKOBO,D,CTBO nonb3oBaTensa

[ETRRRATRRERS S

11. Hactpoiika OpenFlow 164
VLAN PRIORITY
26 NA NA
NA
TCP/UDP_SPORT TCP/UDP_DPORT DSCP
IP_PROTOCOL
NA NA NA
NA
WILDCARD SIP MASK DIP MASK
3ffff2 NA NA
PRIORITY IDLE TIMEOUT HARD TIMEOUT
SEND_ FLOW_REM
120 0 0
0
ACTION:
ACTION SIZE = 8
OUTPUT_ PORT = 7
****************************FLOW
END*********************************

TUNUYHbIE OLLUNDKKN

s IP-agpec KoHTpornepa HaCTPOEH HeNpaBUIlbHO.
¢ TMopTt TCP koHTponnepa HaCTPOEH HENMPABUITLHO.
 Bbl 3abbinu HacTpouTb IP-agpec nokanbHOro kaHana ynpaBneHus.

11.4.2 Hactpounka OpenFlow STP

Pe3ynbTaT KOHpUrypauum

s Bkmounte doyHkumo STP Ha koHTponnepe SDN unu dyHkumio STP Ha nokansHOM
ycTponcTtee, 4Tobbl koHTponnep SDN wmnu nokanbHOE YCTPOWCTBO BbINOSHANM
obpaboTtky STP.

MpumeyvaHunna
+ [aHHas koHdurypaumss 4encTByeT TONMbKO BO BpPeMSA Crefyowero nogkoYyeHus K
KOHTposnepy nocne BknoYeHus dpyHkumm OpenFlow.
MeTopa koHduUrypaumm
BknioyeHue dyHkummn STP Ha yctporictBe OpenFlow

s ObgaszatenbHasa kKoHpurypaumsa. PyHkumna STP BknoyeHa Ha kKoHTponnepe SDN no
YMOMYaHuio.

BkntoyeHue ynpaeneHus STP Ha koHTponnepe SDN

X/

« KoHdurypaumsa no ymonyaHuio.
OTtobpaxeHue TekyLLen KoHpUrypaumm
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s OTOobGpakeHne TeKyLLero COCTOSAHNA nopTa.
lNMpoBepka KoHcUrypaumm
s OTobpakeHne TeKyLlen KoHUrypawumm ¢ noMoLLbio komaHabl show of port.
CBs3aHHble HaCTPOUKM
BkntoyeHue nnm otkntodeHune gyHkumm Local STP Ha yctponctee OpenFlow

KomaHpa [ no ] of stp
Onucanune -
napameTpoB
Pexnm Pexum rnobanbHon KoHurypaumm
KOHpurypaumm

BcTtpoeHHas BbinonHuTe 3Ty kOMaHay, YTobbl BKNOYNTL OYHKLNIO NTOKANbHOro
noackaska STP Ha ceTeBOM yCTPOMUCTBE UM BKOYUTb yHKUMO STP Ha
koHTpornnepe OpenFlow.

OTobpaxeHne nHgdopmaumm o nopte yctporctea OpenFlow

KomaHpa show of port

OnucaHue -
napamMmeTpoB

Pexnm Pexum rnobanbHon KoHurypaumm
KOHpurypaumm

BcTpoeHHas -
noackaska

NMpumepbl KOHDUrypauum
BkntoueHnne nokaneHoro STP unun STP ansa OpenFlow

CeTeBas — G 01 Eth 0
cpepa —|
WU306paxeHn Switching Device Controller
el114
MeTon « Bkntounte STP ansa OpenFlow.
KOHd)I/IpraLI,VIVI QTECH (config) #of stp
s Bkntounte nokanbHbin STP.
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QTECH (config) #no of stp
. .
MpoBepka o OTo6pa§MTe coctosiHue STP yctponctea OpenFlow.
KOHMrypaLmm QTECH (config) #0f stp
QTECH (config) #show of port
STP is controlled by SDN Controller.
% OTtobpasnte nokanbHoe coctosiHne STP.
QTECH (config) #no of stp
QTECH (config) #show of port
STP is controlled by local device.
11.5 KOoHTpOnb cocTosiHMA U noaaepxKa
Ouuncrka pasnmyHon uHgpopmaumm
OTob6paxeHue cTatyca BbINOSIHEHUA
KomaHpa OnucaHune
show of Otobpaxaet COCTOSIHNe TeKyLlero
coeuNHeHusA mMexay OpenFlow

YCTPOMCTBOM M KOHTPOMNEepoM

show of port

OTobpaxaeT cocTosiHMe MopTa TeKyLero
yctpounctea OpenFlow

show of flowtable

OTtobpaxaeT Tabnvuy NOTOKOB TeKyLlero
yctpounctea OpenFlow

OTto6paxeHue nHcpopmauumm o6 oTnaagke
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