. &.I;ETE!:! PYKOBOACTBO MNOJIb3OBATENA
CEPUA QSW-4530

Ethernet-kommyTaTopbl AoCTyna
Cepua QSW-4530

www.qtech.ru




PykoBoacteo none3osatens cepusa QSW-4530

Ornaenexve

| www.gtech.ru

OrnaeneHuve
1. YMPABJIEHME KOMMYTATOPOM 10
1.1. BapnaHTbl YnpaBneHus 10
1.1.1. BHenonocHoe ynpasneHue 10
1.1.2. In-band ynpaBsneHue. 13
1.1.2.1. YnpasneHue no Telnet 13
1.1.2.2. YnpasneHue ¢ nomoLbto npotokona HTTP (Yepes BeG-uHTEpdenc) 16
1.1.2.3. YnpasneHue KoMMyTaTOpOM Yepes ceTeBoe ynpasneHne SNMP 18
1.2. CLI-uHTepdeic 19
1.2.1. Pexxum HacTponku 19
1.2.1.1. Pexxum nonb3oBaTtens 20
1.2.1.2. Pexxum agmMuHucTpartopa 20
1.2.1.3. Pexum rnobansHOro KOHUrypnpoBaHus. 20
1.2.2. Hactponka cuHTakcuca 22
1.2.3. CoyeTaHus knasuLL 22
1.2.4. CnpaBka 23
1.2.5. lNpoBepka BBOAA 24
1.2.5.1. OT06paxaemas nHcopmauus: ycnewHoe BoinonHeHme (successfull) 24
1.2.5.2. OT06paxaemast nHdopmauus: owmboYHbIN BBOA (error) 24
1.2.6. MNMopaepxka A3blka HeveTkon normkn (Fuzzy math) 25
2. OCHOBHBIE HACTPOWK/ KOMMYTATOPA 26
2.1. OCHOBHbIE HAaCTPOWKM 26
2.2. YnpaeneHue Telnet 27
2.2.1. Telnet 27
2.2.1.1. BBegeHue B Telnet 27
2.2.1.2. KomaHgbl KoHurypmposaHust Telnet 27
2.2.2. SSH 29
2.2.2.1. BBegeHve B SSH 29
2.2.2.2. Cnucok komaHg ans koHdurypmposaHus SSH-cepeepa 30
2.3. Hactponka IP-agpecoB kommyTaTopa 31
2.3.1. Cnucok komaHg ans HacTtpoikn IP-agpecoB 31
2.4. Hactporika SNMP 32
2.4.1. BeegeHne B SNMP 32
2.4.2. BeegeHve B MIB 33
2.4.2.1. BeegexHne B8 RMON 34
2.4.3. Hactporika SNMP 35
2.4.3.1. Cnuncok komaHg ans HacTponkn SNMP 35

@ §) QTECH

MWP OOCTYNHEE



PykoBoacteo none3osatens cepusa QSW-4530

Ornaenexve

| www.gtech.ru_|
2.4.4. Tunu4yHble npumMmepbl HacTporkn SNMP 38
2.4.5. MNowuck HencnpaBHocTen SNMP 39
2.5. MogepHusauusa kommyTaTopa 40
2.5.1. CuctemHble hannbl kKoMmyTaTopa 40
2.5.2. BootROM-06HOBNEHNE 40
2.5.3. O6HoBNeHue FTP/TFTP 41
2.5.3.1. BeepeHve B FTP/TFTP 41
2.5.3.2. Hactporika FTP/TFTP 43
2.5.3.3. Npumepsbl HacTporikn FTP/TFTP 45
2.5.3.4. YcraHoBKa npuoputeToB 3arpysku IMG-gaiinos 47
2.5.3.5. YctpaHeHue HencnpasHocTen FTP/TFTP 47
2.5.4. cnonb3oBaHue new-Hakonutena USB ana obHOBNEHNS yCTPOMUCTBa 49
2.5.4.1. NopgroToska cpnew-Hakonutena USB k oGHOBREHUIO. 49
2.5.4.2. KomaHgbl ons paboTbl ¢ donew-Hakonutenem USB 49
3. KOHOUTYPUPOBAHWE NMOPTOB 51
3.1. BBegeHue 51
3.2. Cnncok kKoMaHA Anst KOHpUrypmpoBaH1s nopToB 51
3.3. Npumepbl KOHUrypaLmm nopTa 54
3.4. YcTpaHeHne HemcnpaBHOCTEN Ha NopTy 55
4. KOHOUTYPALUA ©oYHKLUNN U30NALNN NMOPTOB 56
4.1. BeegeHne B OYHKLUMIO U30MALMK NOPTOB 56
4.2. CnnMcok koMaHa Ans KoHurypauum n3onsaumm nopTos 56
4.3. Tunosble npumMepbl QYHKUMN N30NALUN NOPTOB 57
4.3.1. KoHdpurypauusa kommyTaTtopa Switchl: 57
5. KOHOUTYPALUUMA ©YHKLNN PACMNO3HABAHUA METIIN HA NMOPTY 58
5.1. BBegeHne B OyHKLMIO pacno3HaBaHUs neTnm 58

5.2. Cnucok komMaHa Onsi KoHpUrypupoBaHnsa OyHKUMM pacno3HaBaHWsl METNM Ha
nopTy 58
5.3. MNMpumepsbl hyHKLMN pacrno3HaBaHNA NETNM Ha NOPTY 60
5.4. PeweHne npobriem ¢ dyHKUMEN pacno3HaBaHNA NETNN Ha NOpTy 61
6. KOHOUTYPALUMA dYHKUNWN ULDP 62
6.1. O6bwasa nHdopmaunsa o ULDP 62
6.2. Cnucok komaHg ansa koHdurypmposaHus ULDP 63
6.3. Tunosble npumepbl PyHKLMKM ULDP 66
6.4. YcTpaHeHue Henonagok gyHkumm ULDP 67
7. HACTPOWKA ®YHKLIMN LLDP 68
7.1. O6wme ceegeHus o pyHkuun LLDP 68
7.2. Cnncok koMaHg Anst KoHpurypmposaHusa LLDP 69

@ §) QTECH

MWP OOCTYNHEE



PykoBoacteo none3osatens cepusa QSW-4530

OrnasneHue

7.3. Tunosou npumep pyHkumn LLDP
7.4. YcTpaHeHue HeucnpasHocTen pyHkumm LLDP
8. HACTPOWMKA PORT CHANNEL
8.1. Obwwme ceeaeHus o Port channel
8.2. Obwme ceBeaeHusi o LACP
8.2.1. CtaTnyeckoe oobeamHeHne LACP
8.2.2. JnHamunyeckoe oobeamHeHne LACP
8.3. Hactpowka Port channel
8.4. MNMpumepsbl ncnonb3oaHunsa Port channel
8.5. YcTpaHeHue HeucnpaBHocTten Port channel
9. KOHOUTYPUPOBAHUE MTU
9.1. O6wwme cBeageHns oo MTU
9.2. KoHpurypuposaHue MTU
10. KOHOUTYPALINA EFM OAM
10.1. O6wume ceepgeHusi o EFM OAM
10.2. KoHdpurypuposanne EFM OAM
10.3. MNpumepsl EFM OAM
10.4. YcTtpaHeHne HencnpasHocTen EFM OAM
11. BESOINACHOCTb NOPTOB
11.1. BBegeHue
11.2. Hactpowka 6e3onacHOCTU NOpPTOB
11.3. MNMpumeTbl HacTponkn PORT SECURITY
11.4. YctpaHeHne HencnpasHocten PORT SECURITY
12. HACTPOWKA DDM
12.1. BBegeHue
12.1.1. KpaTkoe BBegeHue 8 DDM
12.1.2. ®yHkuun DDM
12.2. Cnncok komaHg koHdurypaumm DDM
12.3. lNpumepsbl npuMeHeHns DDM
12.3.1. YcTpaHHue HeucnpasHocTen DDM
13. LLDP-MED
13.1. Beegenue B LLDP-MED
13.2. KoHdurypaumsa LLDP-MED
13.3. MNpumep HacTponku LLDP-MED
13.4. YcTtpaHeHue HencnpasHocTen LLDP-MED
14. HACTPOWMKA BPDU-TUNNEL
14.1. BeBegeHue B bpdu-tunnel

73
73
74
74
75
75
75
76
78
80
81
81
81
82
82
84
86
87
89
89
89
90
91
92
92
92
93
94
95
100
101
101
101
103
106
107
107

@ §) QTECH

MWP OOCTYNHEE



PykoBoacteo none3osatens cepusa QSW-4530

OrnasneHue

14.1.1. ®dyHKkumm bpdu-tunnel
14.1.2. Co3gaHue bpdu-tunnel
14.2. KoHdumrypaums bpdu-tunnel
14.3. Mpumep BPDU-tunnel
14.4. YcTtpaHeHue HencnpasHocTen bpdu-tunnel
15. HACTPOWKA BUPTYAIbHbIX NOKAINbHbIX CETEN VLAN
15.1. KoHdmrypuposanune VLAN
15.1.1. HayanbHble cBeaeHnsa o VLAN
15.1.2. KoHdpurypuposarune VLAN
15.1.3. TunuyHoe npumeHeHne VLAN’a
15.1.4. TunnyHoe npnmeHeHne rmépnaHbLIX NOPTOB
15.2. KoHdurypuposaHue TyHHens DotlQ
15.2.1. Obwue ceegeHns o TyHHensx Dotlq
15.2.2. KoHpurypuposaHue TyHHens Dot1q
15.2.3. TunnyHoe npumeHeHne TyHHens Dot1q
15.2.4. YcTpaHeHue HeucnpasHocTen TyHHens Dot1q
15.3. KoHdurypuposaHnue Selective QinQ
15.3.1. O6wume ceegeHun o Selective QInQ
15.3.2. KoHdurypaums Selective QinQ
15.3.3. TunnyHoe npumeHeHne Selective QinQ
15.3.4. YcTpaHeHue HencnpasHocTen Selective QinQ
15.4. Hactponka tpaHcnsumm VLAN'oB
15.4.1. O6bwwue ceegeHus o TpaHcnsaumm VLAN’ oB
15.4.2. KoHdpurypuposanue tpaHenauum VLAN'a
15.4.3. Tunosoe npmumeHenne TpaHcnaumm VLAN o
15.4.4. YcTtpaHeHue HencnpasHocTen TpaHcnsumm VLAN'oB
15.5. KoHdurypaumsa Multi-to-One VLAN-TpaHcnsumm
15.5.1. BBegeHue B Multi-to-One VLAN-TpaHcnaumio
15.5.2. Hactpowika nepegayn Multi-to-One VLAN
15.5.3. TunmnyHoe npumeHeHne TpaHcnaumm Multi-to-One VLAN
15.5.4. YcTtpaHeHue HencnpasHocTen Multi-to-One VLAN-TpaHcnauum
15.6. KoHdurypmposaHue gnHammyecknx VLAN
15.6.1. Obwume ceBegeHus
15.6.2. KoHpurypuposaHne anHamumyeckux VLAN
15.6.3. Tunoeoe npumeHeHne guHammyeckoro VLAN'a
15.6.4. YcTpaHeHune HencnpaBHocTen guHammyeckoro VLAN'a
15.7. KoHdpurypuposaHne GVRP

@ §) QTECH

MWP OOCTYNHEE

107
107
107
108
109
110
110
110
111
114
116
118
118
119
119
120
120
120
121
122
124
124
124
124
125
126
126
126
126
126
127
128
128
128
129
130
131



PykoBoacteo none3osatens cepusa QSW-4530

OrnasneHue

15.7.1. O6was nHgpopmaums o GVRP
15.7.2. Hactpowka GVRP
15.7.3. Mpumepbl npumeHeHns GVRP
15.7.4. YcTtpaHeHue HencnpasHocTen GVRP
16. HACTPOWKA TABJLbI MAC-AJPECOB
16.1. O6wue ceeaeHus o Tabnuue MAC-aapecos
16.1.1. Mony4yeHune Tabnmubl MAC-agpecoB
16.1.2. MNepecbinika nnn dunbTpauus Kagpos
16.2. KoHdurypuposaHue tTabnuubl MAC agpecos
16.3. MpumMepbl TUNMYHOWM KOHGUIypaumn
16.4. YcTpaHeHue HencnpaBHOCTEN, cBs3aHHbIX ¢ Tabnnuen MAC-agpecoB
16.5. JononHutensHble dyHKumMn Tabnuusl MAC-agpecos
16.5.1. MNMpueaska MAC-agpecos
16.5.1.1. Obwume ceegeHmns o npusdaske MAC-agpecos
16.5.1.2. Hactponka npusaskn MAC-agpecos
16.5.1.3. YctpaHeHue npobnem npusaskn MAC-agpecos
16.6. KoHdpurypauma MAC notification
16.6.1. BBegenne B MAC notification
16.6.2. KoHdurypauus ysegomnenunn o MAC-agpecax
16.6.3. MNpumep MAC notification
16.6.4. YcTtpaHeHune HencnpasHocTen MAC-yBegomMmneHui
17. HACTPOWMKA NMPOTOKONA MSTP
17.1. O6wume ceegeHns o MSTP
17.2. PernoH MSTP
17.2.1.1. Onepauun BHyTPU O4HOrO U TOro xe permoHa MSTP
17.2.1.2. Onepauun mexgy permoHamum MST
17.2.2. Ponu nopToB
17.2.3. banaHcnpoBka Harpy3kn B MSTP
17.3. KoHdurypmposaHue MSTP
17 .4. Npumep npumeHeHns MSTP
17.5. YcTpaHeHne HencnpaeHocten MSTP
18. HACTPOMKA QOS
18.1. O6wue cBegeHus o QoS
18.1.1. TepMmuHbl QOS
18.1.2. Peanusauna QoS
18.1.3. Basosasa mogernb QoS
18.2. KoHdurypuposaHne QoS

@ §) QTECH

MWP OOCTYNHEE

131
132
133
134
135
135
135
136
137
139
139
140
140
140
140
141
142
142
142
144
144
145
145
145
146
146
147
147
147
153
158
159
159
159
160
161
165



PykoBoacteo none3osatens cepusa QSW-4530

Ornaenexve

| www.gtech.ru
18.3. Mpumep QoS 169
18.4. YcTtpaHeHue HencnpasHocTen QoS 171
19. MEPEHANMPABJIIEHUVE NMOTOKOB 172
19.1. OBwue cBeaeHMs 0 NepeHanpaBneHnn NOTOKOB 172
19.2. KoHurypuposaHne nepeHanpaBrieHnsl NOTOKOB 172
19.3. MpumMepbl NepeHanpaBneHns NOTOKOB 173
19.4. YcTpaHeHne HencnpaBHOCTEN NepeHanpaBrieHns NOTOKOB 173
20. KOHOUTYPUPOBAHWE SELECTIVE QINQ 174
20.1. O6bwue ceegeHus o selective QinQ 174
20.1.1. TexHonoruna QinQ 174
20.1.2. BasicQinQ 174
20.1.3. Selective QinQ 174
20.2. Hactpolika selective QinQ 174
20.3. MNpumep npumeHeHns selective QInQ 176
20.4. YcTtpaHeHue HeucnpasHocTen selective QinQ 178
21. KOHOUIYPUPOBAHUE ®YHKLINW 3-TO YPOBHSA 179
21.1. UHTepdpeinic 3-ro ypoBHSA 179
21.1.1. HavanbHble cBeaeHns o6 nHrepdercax 3-ro ypoBHs 179
21.1.2. HacTpolika uHtepdeinca 3-ro ypoBHs 179
21.2. Hactporika npoTtokona IP 180
21.2.1. BeBegeHue B IPv4, IPv6 180
21.2.2. Hactpolika IP-npoTokona 181
21.2.2.1. HacTtporika agpeca IPv4 181
21.2.2.2. Hactporika agpeca IPv6 182
21.2.3. MNowuck HeucnpasHocTen IPv6 184
21.3. ARP 184
21.3.1. BBegeHue B ARP 184
21.3.2. Cnncok 3agay koHdurypaummn ARP 184
21.3.3. lNowuck HencnpasHocTen ARP 185
22. HACTPOVKA ®YHKLIMY MPEOOTBPALLEHNA ARP-CKAHMPOBAHUA 186
22.1. BeegeHune B pyHKUMo npegoTepaLLeHns ARP-ckaHMpoBaHus 186

22.2. TlocnepoBaTenbHOCTb 3agjay  koHdwurypauum npepotBpawleHus ARP-
CKaHMpoBaHu4 186
22.3. Tunosble Npumepbl NpegoTepalleHna ARP-ckaHnpoBaHus 188
22.4. lNouck HencnpasHocTen npegoTepaweHms ARP-ckaHnpoBaHus 189
23. KOHOUTI'YPALUMA BAWLNTEI OT MOAMEHbBLI ARP 190
23.1. O630p 190
23.1.1. ARP (Address Resolution Protocol) 190

@ §) QTECH

MWP OOCTYNHEE



PykoBoacteo none3osatens cepusa QSW-4530

OrnasneHue

23.1.2. Noamena ARP
23.1.3. Kak npegotBpatuTh nogmeHy ARP
23.2. KoHpurypauus npegoTepalleHms nogmeHsl ARP
23.3. MNpumep npepoTBpaLleHus nogmeHsl ARP, ND
24. HACTPOWVIKA ARP GUARD
24 1. BeegeHne B ARP GUARD
24.2. Cnincok 3agay koHpurypauum ARP GUARD
25. KOHOUTYPALMNA CAMOOBPALLEHHOIO ARP (GRATUITOUS ARP)
25.1. BBegeHue B camoobpauleHHbin ARP
25.2. Cnucok 3agad KoHdurypauumn camoobpatueHHoro ARP
25.3. MNMpumep koHGurypaumm camoobpatieHHoro ARP
25.4. lNMownck HencnpaBHocTen camoobpalieHHoro ARP
26. KOHOUT'YPALNA DHCP
26.1.1. BeegeHne DHCP
26.2. DHCP Server Configuration
26.3. KoHdpurypauma DHCP-peTtpaHcnaTopa
26.4. MNMpumepsbl koHpUrypaumm DHCP
26.5. MNowuck HeucnpaBHocTen DHCP
27. KOH®UTI'YPALMA DHCPV6
27.1. BeepeHne DHCPv6
27.2. KoHdurypauna DHCPv6-cepsepa
27.3. KoHdurypaumna DHCPv6-peTpaHcnaTopa
27.4. KoHdumrypauus cepsepa generaumm npegpukcos DHCPV6
27.5. KoHdurypauus knneHTta generaumm npedukcos DHCPV6
27.6. MNpumepsbl kKoHDUrypauun DHCPv6
27.7. Nowuck HecunpaBHocTen DHCPV6
28. KOH®UI'YPALMA OMNuUnn 82 DHCP
28.1. BBegeHue B onuuto 82 DHCP
28.1.1. CtpykTypa coobLieHnsa onumm 82 DHCP
28.1.2. MexaHn3m paboTbl onuum 82
28.2. Cnuncok 3agay koHdurypauum onuumn 82 DHCP
28.3. MNpumepbl npuMeHeHus onumn 82 DHCP
28.4. MNowuck HeucnpaBHocTen onumm 82 DHCP
29. Ornunm 60 N 43 DHCP
29.1. Beegenue B onuum 60 n 43 DHCP
29.2. Hactpowka onuuin 60 n 43 Ha DHCP
29.3. MNpumep HacTpomnkn onumin 60 n 43 DHCPV6

@ §) QTECH

MWP OOCTYNHEE

190
190
190
192
194
194
195
196
196
196
197
197
198
198
199
202
203
207
208
208
209
210
211
213
214
216
217
217
217
218
218
221
223
224
224
224
225



PykoBoacteo none3osatens cepusa QSW-4530

OrnasneHue

29.4. YcTtpaHeHue HencnpasHocTen 60 n 43 onumii DHCP
30. ornuwnnm 37, 38 DHCPV6
30.1. BeepgeHue B onumn 37, 38 DHCPvV6
30.2. Cnucok 3agay koHdurypaumm onuum 37, 38 DHCPV6
30.3. MNpumepsbl onnun 37, 38 DHCPV6
30.3.1. Npumep onumin 37, 38 B DHCPV6 Snooping
30.3.2. Npumep onumn 37, 38 Ha DHCPV6-peTpaHcnaTope
30.4. MNowuck HencnpasHocTen onumn 37, 38 DHCPV6
31. KOHOUT'YPALMA DHCP SNOOPING
31.1. Beegenue B DHCP Snooping
31.2. NocnepoBaTenbHOCTb 3aday koHdmrypaumm DHCP Snooping
31.3. Tunosoe npumeHeHne DHCP Snooping
31.4. MNMownck HencnpasHocTenn DHCP Snooping
31.4.1. HabniogeHue n otnagoyHas nHdopmaums
31.4.2. NomoLLb B MNONCKE HENCNPABHOCTEN
32. ObLLWAA NHOOPMALINA
32.1. MapaHTna n cepsuc
32.2. TexHuyeckasn nogaepxka
32.3. OnekTpoHHasa Bepcnsa JOKyMeHTa

225
226
226
226
231
231
233
234
235
235
236
240
241
241
241
242
242
242
242

@ §) QTECH

MWP OOCTYNHEE



PykoBogcTteo nonb3oBatens cepus QSW-4530

YNPABINEHVNE KOMMYTATOPOM " www.atechru |

1. YNIPABJIEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpaBrneHus

Ona ynpaBneHus HeobGxoouMMo HacTpouTb kommyTatop. KommyTtatop obecneuymBaeT ABa
BapuaHTa ynpasneHus: BHenonocHoe (out-of-band) nnm BHyTpmnonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBneHue

BHenonocHoe ynpaBneHve — 3To ynpasrieHue Yepe3 KOHCOMbHbIM MHTepderic. BHenonocHoe
ynpaBrieHne B OCHOBHOM MCMOMb3yeTcs AN HavanbHOro KOHUrypupoBaHUs KommyTaTtopa,
nnbo, korga BHYTPWUMOMOCHOE YyrnpaerieHMe HedoCTynHo. Hanpumep, nonb3oBaTtesnlb MOXeET
Yyepe3 KOHCOMbHbI NOpT NPUCBOUTL komMyTaTopy IP-agpec ons goctyna no npoTokonam
Telnet. SSH n HTTP.

I'Ipou,ep,ypa ynpaslieHna KOMMYTaToOpoOM 4epes KOHCONbHbIN VIHTepCbeIZC onncaHa HWxe:

War 1. MNogkntounTb NepcoHasnbHbli  KOMMBIOTEP K  KOHCOSIbHOMY  (CEPUAHOMY)  MOPTY
KomMMyTaTopa.

MNopkniovyeHune
Yepes KOHCOMNbHbLIN
kabenb

PucyHok 1-1. MNogknitoueHune MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bbilwe, cepuiiHbii nopT (RS-232) nogknioyeH K KOMMYTaTopy Yepes3 CepUNHbIN
kabenb. B Tabnuue HMXe ykasaHbl BCE YCTPOMCTBA, UCNOMb3YHOLWMIACS B NOLKITHOUYEHUN.

HasBaHue OnucaHue

ycTpoucTBa

lMepcoHanbHbIN MmeeT dyHKUMOHanbHy0 knaematypy u nopt RS-232 (COM), c
komnbtoTep (PC) YCTaHOBIIEHHbLIM 3MYNATOPOM TepMUHANa, Takum kak PuTTY
Kabenb cepuiiHoro | OamH KOHew, NoaKMnYaeTes K cepurHomMy nopty RS-232 (COM), a
nopta apyron k nopty Console kommyTaTopa

KommyTtatop TpebyeTca paboTtatowmn Console nopT

War 2. BknoveHne 1 HacTporka amynatopa TepmuHana PuTTY.

Mocne ycTtaHoBKM coefuHeHus, 3anyctute PUuTTY. PUTTY — cBo6ogHO pacnpocTpaHaeMbin
KNMEHT Ang pasnuyHbiX MPOTOKOMOB yAanéHHoro goctyna, Bknodas SSH, Telnet. Takke
nmeeTcs BO3MOXHOCTb paboThl Yepes nocrnegosaTenbHbIn NopT (Serial port, COM-noprT).
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YMPABMEHVE KOMMYTATOPOM

1. 3anyctute PUTTY u BbibepeTe T1n nogkntoyeHusa — Serial. B none «Serial line»
YKaXxute HoMep nocnegosaTenbHOro nopta, Hanpumep, COM7. 3aTtem B norne
«Speed» HeobxoaMMO 3agaTb CKOPOCTb Nepeaayn AaHHblx (baudrate) — 9600 6uT/c.

& PuTTY Configuration ? X
Category:
= Session Basic options for your PuTTY session
. ~Logging A
& Terminal Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bell ”cow ||o600 | |
Features
£} Window Connection type:
- Appearance O S5H O Other:  Telnet hd
Behaviour
- Translation Load, save or delete a stored session
+ Selecti
b Sekoction Saved Sessions
~Colours
= Connection ‘
- Data
Default Settings Load
B SSH Save
- Seral
- Telnet Delete
- Rlogin
-SUPDUP
Close window on exit:
O Always O Never @ Only on clean exit

About Help Cancel

PucyHok 1-2. OcHoBHbIBe HacTpoliku PUTTY.

2. [ns obneryeHHOro NOBTOPHOrO MNOAKIMOYEHMS € ncnonob3osaHmem PUuTTY, cneayeT
COXpaHUTb HACTPONKM ceccun. [nsa atoro HeobxogmMomo B nosne «Saved Session»
BBECTW Ha3BaHMe ceccum (Hanpumep, Switchl) n HaxkaTb KHOMKY «Savey.
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PykoBoacTBo nonb3oatens cepua QSW-4530

YTMPABIIEHME KOMMYTATOPOM

Cateqgory:

&8 puTTY Configuration

[= Session
~Logging

= Terminal

- Keyboard

--Features

= Window

- Appearance

--Behaviour

- Translation

[+ Selection

Colours

= Connection

- Data

- Proxy

[+ SSH

- Serial

- Telnet

- Rlogin
- SUPDUP

About

Help

Basic options for your PuTTY session

Specify the destination you want to connect to

Sernal line Speed
[com7 ||9800 |
Connection type:
()SSH (@ Serial (_)Other |Telnet v
Load, save or delete a stored session
Saved Sessions
I|Switch1 |
Default Settings Load
| Save
Delete
Close window on exit:
(O Aways () Never (®) Only on clean exit

PucyHok 1-3.CoxpaHeHune ceccum B PUTTY.

3. BblbupeTe coxpaHeHHYH CECCUI0 U HaXMUTE KomKy «Openy.

PuTTY Configuration

Category:

? X

= Session

. - Logging
= Terminal
- Keyboard
- Bell

Features
= Window
- Appearance
- Behaviour
- Translation
[+ Selection
- Colours
= Connection
Data
Proxy
[+ SSH
- Serial
- Telnet
- Rlogin
~SUPDUP

About

Help

Basic options for your PuTTY session |

Specify the destination you want to connect to

Seral line Speed
\cow | ‘9600 |
Connection type:

()SSH (@ Serial () Other: | Telnet v

Load, save or delete a stored session

Saved Sessions

Save
Delete
Close window on exit:
(O Aways () Never (®) Only on clean exit
Open Cancel

PucyHok 1-4. 3anyck coxpaHEHHOI ceccuu.
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PykoBoacTtBo nonb3oaTtens cepust QSW-4530

YNPABINEHVNE KOMMYTATOPOM " www.atechru |

LWar 3. BuizoB komaHgHoro nHtepdenca (CLI) kommyTartopa.

Bknounte koMMyTaTop M AOXAUTECH MOMHOM 3arpy3ku. Mocne Yero B okHe PUTTY nosiBaTcs
criegytowme coobLEHNs — 3TO NONb30BATENBLCKUIA PEXUM KOMMYTaTOpa.

&2 COMT - PuTTY — O X

~UPDOWN: Line pr
GED: Interface Eth

-UPDOWN: Line protocol on

TO-5-UPDOWN :

PucyHok 1-5. KommyTtaTtop 3arpysuncs.

HaxmuTe knaeuwy «Enter» n Tenepb MOXHO BBOAWUTb KOMaHZAbl YNpaBieHNst KOMMYTaToOpPOM.
[eTanbHoe onuncaHne KoMaHa NPpUBEAEHO B NOCneayoLWwnx rnasax.

1.1.2. In-band ynpaBneHue.

In-band ynpaBneHve OTHOCUTCS K YyOan&HHOMY YMNpaBfeHUio MocpeacTBOM AOoCTyna K
KOMMYyTaTOpY C MCMONb30BaHNEM Takux NpoTokonoB kak Telnet, SSH, HTTP, a Takke SNMP. B
Tex crnydadax, korga In-band ynpaBneHue wn3-za uU3MeHeHWn, caefiaHHbIX B KOHQUrypaumm
KommyTaTopa, paboTaeTr co cbosMuM MM CTano HeAOCTYNHbIM, ANS YynNpaBneHus W
KOH(purypupoBaHnss kommyTatopa Heobxogumo wucnonb3oBaTb Out-band ynpasneHue
(Console).

1.1.2.1. YnpaBneHue no Telnet
YTtobbl ynpaBnate KommMmyTaTopom no Telnet, 4OMmMKHbI BbINONHATHCA CrieayoLmne yCrnoBus:

1. KommyTaTop OOmKeH MMeTb CKOHUrypmpoBaHHein IPv4/IPv6-agpec.

2. IP-agpec xocTta (Telnet-knmeHT) n VLAN-nHTEphenc kommyTaTopa, AOJHKHbI UMETb
IPv4/IPv6-agpeca B 0O4HOM CErMEHTE CETWU.

3. Ecnu BTOpOM NYHKT HE MOXET ObITb BbINOMHEH, Telnet-knneHT AomkeH ObiTb
nogkrtoyeH K IPv4/IPv6-agpecy kommyTaTopa C ApYrMx yCTPOMCTB, TaknX Kak
MapLupyTM3aTop.

e KommyTtaTop ypoBHsl 2+ MOXeT ObITb HACTPOeH ¢ Heckomnbkummu IPv4/IPv6-agpecamu,
METOA4 HaCTPOMKM OMnMucaH B MOCBSALWEHHOM 3ToMmy rnaee. Cnegylowmi npumep
npegnonaraeT COCTOSAHME KOMMYyTaTopa nocne nocTaBky C 3aBOACKMMU HACTPOMKaMu,
roe npucytcreyet Tonbko VLANI.

e [locneagyrowue warm onucbiBalT nogknodeHne Telnet-knueHTa K UHTepdency
VLAN1 kommyTaTopa nocpenctsom Telnet (npumep agpeca IPv4).
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PykoBogcTteo nonb3oBatens cepus QSW-4530

YNPABINEHVNE KOMMYTATOPOM " www.atechru |

MopknoveHue
Yepes «naTy-kopa»

PucyHok 1-6. YnpasneHue kommytaTopom no Telnet

War 1. Hactporika IP-agpecoB ana kommyTatopa w 3anyck dyHkuum Telnet Server Ha
KoMMyTaTope.

o [lepBbiM genom naet HacTponka IP-agpeca xocta. OH AomKeH BbITb B TOM XXe CerMeHTe
cetu, uto un IP-agpec VLAN1-untepdenca kommytatopa. lNMpeanonoxum, 4to IP-agpec
nHtepcenca VLAN1 kommyTatopa 192.168.0.1/24. Torga IP-agpec xocta MoXeT ObiTb
192.168.0.2/24. TMogknoyaeM KOMMYTaToOp K XOCTYy ceTeBbIM kabenem (naT4y-kopa
RJ-45 — RJ-45). C nomoLubo yTUnuThl ping, BBeAs KomaHay «ping 192.168.0.2», MOXXHO
NpoBepUTb CBA3HOCTb KOMMYTaTopa C XOCTOM.

e Komangbl HacTpovikn IP-agpeca ana uHtepdenca VLAN1 ykasaHbl Huxe. [lepen
Hadanom In-band ynpaenenusn, IP-agpec kommyTaTopa [OfmKeH ObiTb HaCTpOeH
nocpeactsom Out-band-ynpaeneHus (4epes nopt Console kommyTatopa). KomaHgpl
KOHOUrypupoBaHusa crnegylowme (ganee cuuMTaeTcs, YTO BCe NpurnalleHns pexuma
KOH(OUIrypupoBaHUa KOMMyTaTopa HauMHalTCs co crnosa «switch», ecnu oTaensHO He
yKkasaHo uHoro). lNocne Toro, kak KOMMyTaTop MOMHOCTbSA 3arpy3uricsd, OH HaunHaeT
nounck DHCP cepBepa ¢ uenbto nonyvenus IP-agpeca gns uHtepdpenca VLAN 1. He
Hangss DHCP cepsep, kommyTatop npucsansaeT nHtepdericy VLAN 1 no ymonyaHuio
IP-agpec: 192.168.0.1 255.255.255.0. Ecnn nHtepdency VLAN 1 IP-agpec He Obin
NPUCBOEH, MOXXHO €ro BBECTU BPYYHYI0, BBEAA KOMaHAbI:

Switch>enable

Switch#config

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 192.168.0.1 255.255.255.0

Mo ymonuaHuto dyHkumsa Telnet cepeepa Ha KomMMyTaTope BKodeHa. Ecnn no kakmm-nntGo
npuynHam yHKUMs Telnet cepBepa OTKMOYEHa, TO ANs aktmBaummn yHkumm Telnet cepsepa
nonb3oBaTernb A0MKEH BKIIOYMTL €€ B pexxmme rnobanbHOro KOHUrypupoBaHus, Kak nokasaHo
HUXe:

Switch>enable

Switch#config

Switch(config)# telnet-server enable
LWar 2. 3anyck nporpammbl Telnet Client.

Heobxoamnmo 3anyctutb Telnet-knueHT B nporpamme «BbinonHutb» Windows. OTKpbITb OKHO
BBOAA nporpammbl «BbIMOMHUTE» MOXHO kKomabuHaumen knasuw Win+R. Takke MOXHO
BOCNOSb30BaTbCA nporpammon PuTTY, rae cnenyet ykasaTb IP-agpec kommyTaTopa.
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PykoBogcTteo nonb3oBatens cepus QSW-4530

YNPABINEHVNE KOMMYTATOPOM " www.atechru |

BuInoaHmMTs X

— BeeauTe UMA NporpamMmMsl, Nanku, 40KYMeHTa WK
pecypca VIHTepHeTa, KOTOpPbIe TPebyeTca OTKPLITb.

QOTKpbITE: ‘ telnet 192.168.0.1 v

Otmena Obzop...

PucyHok 1-7. 3anyck nporpammbl Telnet-knueHt B Windows

War 3. MNonyynTb 4OCTYN K KOMMyTaTopy.

[nga Toro 4to 661 NONYYUTL AOCTYN K KOHUrypauum no npotokony Telnet Heo6xoanmo BBeCTU
AocTtoBepHbI norvH (login) 1 naponb (password). B npoTtuBHOM cnydae B goctyne 6yger
OTKasaHo. JTOT MeTo4 rnomoraeT u3bexaTb HeaBTOPU30BaHHOrO nonyyeHus goctyna. Kak
pesynbtat, korga Telnet BknwoYeH ANA HACTPOWMKM M yNpaBrieHUs KommyTatopa, WMS
nonb3oBartensa (username) M naposnb (password) ANs aBTOPU3OBAHHLIX MNOSib30OBaTENEN
JOImKeHbl ObITb HACTPOEHbl Crieaylolen KOMaHOOMW: «username <username> privilege
<privilege> [password (0|7) <password>]». Mo ymonyanuio noruH (login) — admin, naponb
(password) — admin.

[ns nokanbHON ayTeHTMdMKaLUM MOXHO MCNOSMb30BaTh CreayoLLy0 KoMaHay:
Switch(config)#authentication line vty login local

Ona pgoctyna B npuBenurepoBaHHbIN pexuM Heobxoaumo, 4To Obl ObIN 3agaH ypoOBeEHb
npusunernn 15.

[onyctnm, aBTOpU3oBaHHLIN NONb3oBaTeNb UMeeT UM «test» n naponb «test», Torga kKomaHgbl
OnNs 3agaHns UMEeHN 1 napond ansa goctyna no Telnet Boirmsaart cnegyowmm o6pasom:

Switch>enable

Switch#config

Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

Mocne BBOAA UMEHW M Mapons AN KOHMUrypupoBaHUS KOMMyTaTopa C WUCMOfb30BaHMEM
npotokona Telnet, nonb3oBaTenb CMOXET Bbl3BaTb KOMaHAHbIN UHTepdenc CLI HacTpomnku
KommyTaTopa. KomaHgpbl, ucrnonb3yemble B KomaHgHoM uHTepdoerice Telnet CLI, koTopble
CTaHOBSATCS OOCTYMHbI MOCMe BBOAA MMEHW U Mapons, Te Xe camble, YTO U B KOHCONbHOM
nHTEpdemce.
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PykoBoacTtBo nonb3oaTtens cepust QSW-4530

YNPABINEHVNE KOMMYTATOPOM

i Telnet 10.1.128.251 m] X

PucyHok 1-8. MNogxkntoyeHune, ncnonbays npotokon Telnet

1.1.2.2. YnpaBneHue ¢ noMmoLybo npotokona HTTP (4epe3 Be6-uHTepcenc)
YTobbl ynpaBnATb KOMMYTaTOpOM 4Yepe3 Beb-uHTepdenc [AOMmKHbl ObiTb  BbINOMHEHDI
cnegyoLwime ycnosus:

1. KommyTaTop AOMKEH MMETb CKOH(UIypupoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-nHTEepdenc kommyTtaTopa, A0MKHbl UMeTb
IPv4/IPv6-agpeca B O4HOM CErMEHTE CETW.

3. Ecnu BTOpOWM NYHKT HE MOXET ObITb BbINONHEH, HTTP-KNNeHT JomKeH bbITb
nogkrntoyeH K IPv4/IPv6-agpecy koMmyTaTopa € ApyrMx YCTPOMCTB, Takux, kak
MapLupyTM3aTop.

Kak n B ynpaBneHun KOMMyTaToOpoM C MnoMoLpbio npoTokona Telnet, koroa obecnevyeHa
CBA3HOCTb KOMMYTaTOpa C XOCTOM (NPOBEPKa OCYLLECTBNSETCA KOMaHAOW ping) u BBOAMTCA
NpaBuUIibHbIN MOMMH Y Napofb, BO3MOXHO MOMYYNTb AOCTYN K KOMMYTaTopy 4epe3 npOoTOKON
HTTP, ucnone3ys Beb-uHtepdenc. Hmxke onncaH cnocob HaCTpOMKK:

LWar 1. Hactpoiika IP-agpecoB ansa kommyTtatopa 1 3anyck doyHkummn HTTP-cepBepa.

O HacTtpoiike IP-agpeca kommyTaTopa C MOMOLLbIO BHEMOSIOCHOMO YNpaBeHns CMOTPW rnaey O
HacTponke Telnet-ynpasnexus.

Mo ymonuanuio pyHkumna HTTP cepsepa BktoveHa. Ecnm no kakum-nnbo npuumHam doyHKLMS
HTTP cepsepa oTKMo4eHa, To Ang aktmeaumm pyHkumn HTTP cepBepa nonb3oBaTtesb JOMKEH
BKITOUNTb €€ B pexnme rnobanbHOro KOHPUrypmpoBaHus, Kak NOKasaHO HUXe:

Switch>enable
Switch#config
Switch(config)#ip http server
LWar 2. 3anyck Be6-nHTEpPdENCa ANS YpaBeHUs KOMMYTaTOPOM Ha XOCTe.

Heobxogumo oTKpbiTb Be6G-Opay3ep Ha xocte un BBecTu |P-agpec kommyTaTopa WIu
HenocpeacTBeHHo 3anyctutb HT TP-npoTokon B nporpamme «BbinonHnTte» Windows. OTKpbITb
OKHO BBOAA Mporpammbl «BbINONHUTLY MOXHO komMabuHaumen knasuw Win+R. K npumepy,
IP-agpec kommyTaTopa «192.168.0.1».
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BeInoaHuTs X

= Beeaute UM NporpaMmel, Nanku, A0KYMEHTa MK
pecypca MHTepHeTa, KoTopkle TpebyeTca OTKPbITS.

OTKpbITh: ‘ http://192.168.0.1 v

OTmeHa 06zop...

PucyHok 1-9. 3anyck HTTP-npoTokona

Mpwn obpalueHnn kommyTaTopa ¢ IPv6-agpeca pekomeHayeTca ncnonb3osath bpaysep Firefox.
Hanpumep, ecnun agpec kommyTtaTtopa 3ffe:506:1:2::3. Beegute agpec IPv6-kommyTaTopa http://
[3ffe: 506:1:2:: 3], agpec 06s3aTENBHO A0MKEH ObITb 3aKMOYEH B KBagpaTHbIE CKOOKU.

War 3. Nony4eHne gocTtyna kK KoMMyTaTopy.

Ona Toro 4tobbl NONyYMTb AOCTYN KOHUrypauum C McCnonb3oBaHueM Beb-uHTepdernca,
Heob6xoOuMO BBECTM LOCTOBepHLIN NnornH (login) n naponb (password), B NPOTUBHOM Cry4ae
OyoeT oTkasaHo B 4oCTyne. 3TOT MeTOA NnomMoraeT nsbexxaTb HeaBTOPM3OBaHHOIO gocTtyna. Kak
pesynbTat, korga HTTP cepsep BkMOYEH AN HACTPOWKU U yrpaBneHus KomMmyTatopa, UMs
nonb3oBatensa (username) M naposnb (password) ANs aBTOPU3OBAHHLIX MNONb30OBaTENEN
OOJTKHbI ObITb HACTPOEHbLI CrieayoLen KOMaHaou:

username <username> privilege <privilege> [password (0|7) <password>].
[ns nokanbHOW ayTeHTUMKaLUMM MOXHO UCMOMb30BaTh CreayYoLLYH KOMaH4y:
authentication line web login local.

[ns goctyna B NpMBENUrepoBaHHbLIN pexumM Heobxoaumo 3afaTb YypoBEHb npuBunermn 15.
[onyctnm, aBTOpM30BaHHbIN MOSib30BaTeNb UMEET UMa «admin» 1 naponb «adminy, Toraa
npouenypa HacTponku, creagyroLas:

Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local
Beb-nHTepdenc ctpaHmubl BBOAA YYETHbLIX AaHHbIX BbINAAUT criegyrowum obpasom:
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PykoBoacTeo nonb3oBatens cepus QSW-4530

YMPABJEHVE KOMMYTATOPOM

@Q_.THE‘_CH o ve—

QTECH switches series

usename |
Password |

Copyright (C) 2021 by QTECH LLC
http://www.qtech.ru/

Mocne BBOAA KOPPEKTHbIX y‘-IéTHbIX AaHHbIX, Bbl NoONagaeTe B rNnaBHOE MEHIO Be6-MHTep(bel7103,
KaK 3TO NOKa3aHO HWXe:

Can't recognize this card type! =-Up == Down
@arec

System [P address: 04420 | Current system time: Sun Jan 1 02.46:22 2006 System description: QSW-4530-54TX-AC | Bt |
& QSW-4530-54Ti-AC | Client IP address:10.34 70,99

@ Switch basic config
3 Module manageme
0 Port configuration
21 MAC address table
23 VLAN configuratior
@ 1GMP Snooping cor
1 MLD Snooping con
X Time Range config
@ AcL configuration
@ 1Pv6 ACL configurs,
2 AM configuration
Q@ port channel config
1 DHCP configuration
1 DHCP Snooping co!
21 SNTP configuratior
2 NTP configuration
3 QoS configuration
@3 L3 forward configu
2 Route configuratior
21 1pv6 Route configL
21 DCSCM configurati
2 spanning-tree con
0 MRPP configuratior
2 ULPP configuration
23 ULSM configuratior
T1_Authentication con T

System Version Information

Device: QSW-4530-54TX-AC, sysLocation: Russia, Moscow, Ryabinovaya st, 26 bid 2.
CPU MAC 00-1f-ce-00-00-33
VLAN MAC 00-1f-ce-00-00-32
Software Version 8.2.3.75-dirty
BootRom Version 2011.12.4
HardWare Version N/A
CPLD Version  N/A
Serial No.:N/A
Last reboot was cold reset.
Uptime is 0 weeks, 0 d

1.1.2.3. YnpaBneHne KOMMyTaTopoM 4yepe3 ceteBoe ynpasreHne SNMP
Heobxoonmble TpeboBaHus:

1. KommyTaTop AOMmKeH MMeTb CKOH(UrypupoBaHHbin IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-nHTEepdenc kKommyTtaTopa, A0MKHblI UMEeTb
IPv4/IPv6-agpeca B OQHOM CErMEHTE CETW.

3. Ecnu BTOpON NyHKT HE MOXeT ObiTb BbINONHEH, HTTP-knneHT aosmkeH bbiTb
noaknoyeH K IPv4/IPv6-agpecy kommyTatopa C ApYrMx YCTPOMUCTB, TakMX Kak
MapLupyTM3aTop.

XocT ¢ nporpammHbiM o6ecneyveHnem SNMP ons ynpasneHns ceTblo JOSPKEH MMETb CBA3HOCTb
C KOMMYTaTtopoMm Tak, 4Tobbl npu pabote nporpammHoro obecneyeHna SNMP, oHo 6bino
AOCTYNHO ANs OCYLECTBMEeHNs onepauumn YteHus/3annucu Ha Hem. NMogpoBHOCTM O TOM, Kak
HacTpouTb ynpaereHne kommyTtatopom 4vepe3d SNMP, 6yayt onucaHbl B rnaeBe «HacTtponka
SNMP».
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1.2. CLI-uHTepcpenc

KommyTatop obecneunBaeT Tpu nHtepderica ynpasnerus ansa nono3osatens: CLI-uHTepdenc
(Command Line Interface), BebG-uHTepdenc, ceTeBoe ynpaBneHne nporpaMMHbIM
o6ecnevyeHnem SNMP. Mbl nosHakomum Bac ¢ CLI n Beb6-uHTepdencom, a Takke C UX
koHgurypauusammn B getanax. SNMP Gyanet paccmaTpmBaTbes B rnaBe «Hactpovika SNMP».
CLI-uHTepdenc 3Hakom 6onbLUMHCTBY Nonib3oBaTenen. Kak ynomsHyTo Bbille, Npy ynpaBneHnm
no He3aBUCKMMbIM KaHanam cBs3u 1 Telnet-ynpaBneHne KOMMyTaTOPOM OCYLLECTBIISIETCS Yepes
NUHTepdenc komaHgHom ctpokn (CLI).

CLI-untepcbenc nopaepxmaeTr ob6onouyky Shell, kotopas coctout m3 Habopa KomaHg
KOHGUrypauum. OTM KOMaHAbl OTHOCATCA K pasHbIM KaTeropusm B COOTBETCTBUM C WX
byHKUMSIMK B KOHGUIypauumn kKommyTaTopa. Kaxxaas kateropus npeactaBnseT CBOW, OTINYHbIN
OT BCEX, PEXNM KOHUTypaLmm.

BoamoxHocTu Shell 4ng koMMyTaTOpPOB ONMCaHbI HUXE:
®  PEXMM HaCTPONKK;
e  HaCTpOMKa CMHTAKCUCA;
e nogaepXka coueTaHus KraBuL;
e  Crnpaeka;
e MpoBepKa BBOAA;
e roaAepxka A3blk HeyeTkon norvkun (Fuzzy math).

1.2.1. PeXXUM HacTponKu

[ Toanzoarenn it |
PERIM
(User Mode)

Pexmmv
aIMEHHCTpAaTopa
({Admin Mode)

i T
Pe:xpv raofaisHoro

KOH(UTYPHPOEAHHA
(Global Mode)
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PucyHok 1-10. Pexxwvmbl HacTpoiikm Shell
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1.2.1.1. Pexxum nonb3oBaTens

Mpn BXxoOde B KOMaHOHYK CTPOKY B MEPBYI0 oYepenb Norib3oBaTerlb OKa3blBAeTCA B pexXume
nonb3oBartens. Ecnm oH BxoguT B KayecTBe OObIMHOrO MONb3oBaTensi, KOTOPbIA CTOMT MO
YMOIYaHuio, Toraa B CTpoke oTobpaxkaeTcsa «Switch>», rge cumBon «>» ABMNSETCS 3anpocoM
ans  pexuma nonb3oBatend. Korga komaHda BbIxoga 3anyckaeTcss MO4  PeXUMOM
agMuHUCTpaTopa, OHa OyaeT Takke BO3BpaLlleHa B PeXMM Nonb3oBaTens.

B pexunmMme nosib3oBaTens, 6e3 AONOJTHNUTENbHbBIX HACTPOEK, NoJib3oBaTes1i0 OOCTYMHbI TOJIbKO
3anpocsl, HaNnpmmep, spemM4a nnmn I/IHCbOpMaLl,I/IFI O BepCunn KoMMyTaTopa.

1.2.1.2. Pexxunm agMUHUCTpaTopa

[Ons Toro 4ytoGbLI MonmacTb B pexum AgmuHucTpatopa (NPUBMMErMPOBAHHbLIN) CyLlecTByeT
HeCKOonNbKo cnocob0B: BXO/ C UCMONb30BaHMEM B KA4YE€CTBE MMEHU Nornb3oBaTensd «Adminy; BBOA
KomaHabl «enable» 13 HenpmBMNErMpoBaHHOIo (MONb30BaTENLCKOrO) UHTEpPdenca, Nnpu aToM
Heobxoanmo ByaeT BBECTV Naposb agMUHUCTpaTopa (ecnm yctaHoBrneH). MNMpu paboTe B pexxume
aAMUHUCTpaToOpa npurnaweHve KoMaHAHOM CTPOKM KoMMyTaTtopa OyaeT BbIMs4eTb Kak
«Switch#». KommyTaTop Takke nogaepxmaeT koMbuHauuto knasmw «Ctrl + Z», 4to nossonset
NPOCTbIM CMNOCOBOM BbINTU B PEXUM agMUHUCTPaTopa M3 noboro pexunma KoHpurypaumm (3a
WCKIMOYEHMEM MONb30BaTENLCKOrO).

Mpu paboTe c npuBuUnerMaMn agMuUHUCTpaTopa MNofb3oBaTerNb MOXeT AaBaTb KOMaHAbl Ha
BblBO KOHMUrypauMOHHOW WH(OpMaLUK, COCTOSHUM COEAMHEHUA W CTaTUCTUYECKOW
nHpopmaumm 060 Bcex noptax. Takke nonb3oBaTesib MOXeT NepenTn B pexum rnobanbHoro
KOH(pUrypupoBaHnss M u3MeHUTb byl 4acTb KoHdwurypaumm kommyTtaTopa. [loatomy,
onpegeneHve naponsa Ans 4octyna K NpuBUNernpoBaHHOMY pexuMy serseTcs obs3aTenbHbIM
AN npefoTBpalleHus  HeaBTOPM30BaHHONO [[OCTyna WU 31IOHAMEPEHHOTO  U3MEHEHUs
KOHpMrypaumm KommyTaTtopa.

1.2.1.3. Pexxnm rnob6anbHOro KOHpUrypmpoBaHus.

Habepute komaHagy «Switch#config» B pexume agMmnHucTpaTopa And Toro, 4Tobbl BONTU B
pexum rnobanbHOro KoHguUrypmposaHus. Mcnonb3ynte KomaHdy BbIXO4a B COOTBETCTBUU C
OpYrMMN pexxuMmammn KoHdUrypauum, TakuMm, Kak pexmnm KoHdurypauum nopta, VLAN-pexum,
BEPHYTCA B pexum rnobanbHoro KoHdurypuposaHus. [Monb3oBaTenb MOXET BbIMOMHATb
rnobanbHble HAaCTPOMKM KOHUIypaumMm B 3TOM peXxume, Takme Kak HacTporka Tabnuy MAC-
agpecos, 3epkanuposaHune nopTos, co3dganme VLAN, 3anyck IGMP Snooping n STP, n 1. 4.
Takke nofib3oBaTenb MOXET BOMTU B PEXUM KOHUIypUpoBaHNA nopTa AN HAaCTPOMKM BCEX
nHTEepencos.

1.2.1.3.1. Pexxnm KoHuUrypmpoBaHusa nHtepdenca

Mcnonb3oBaHme kKoMaHabl MHTEpdENca B pexxmumMe rmobanbHOro KOHUrypnpoBaHusi NO3BOSIET
BXOAUTb B PEXMM KOHUTYpUpOBaHUS YKasaHHOro uHtepdenca. Kommytatop noggepxmsaet
Tpyn TUNa nHtepdgencos: 1. VLAN; 2. Ethernet-nopT; 3. MNopT-kaHan, COOTBETCTBYHOLLMA TPEM
pexnmMmam KoHgurypaumm nutepgenca.
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Tun KomaHaa HenctBue komaHabl @ Bbixop
UHTepdenca
VLAN HaGepute  komaHay | Hactpowka IP-agpecoB | icnonb3yinte KomaHay

interface vlan | kKommyTaTopa un T.4. exit ans Bo3BpalleHns
<1-4094> B pexume B pexum rrnobanbHoro
rno6anbHoro KOHOUIrypupoBaHus
KOHOUrypupoBaHus

(ans BXoJa B

HaCTPOMNKK

uUHTepdenca

HeobxoaMMo Hanun4yue

CO3[aHHOro vlan

<vlan-id>)

Ethernet-nopT Habepute  komaHay | Pexum Mcnonb3ynTte komanagy
interface ethernet | KoHdUrypmposaHus exit Ansa BosspalleHus
<interface name> B | nopTta B pexum rrnobanbHoro
pexume rnobansLHOro KOHOUIrypupoBaHus
KOHOUrypupoBaHus

MopT-kaHan Habepute  komaHay | Pexum Mcnonb3ynTte Komanagy
interface port-channel | koHpUrypmpoBaHus exit Anga BosBpalleHus

<port-channel-
number> B pexume
rnodanbHoOro
KOHUrypupoBaHusi
(ans BXoaa B
HaCTPOLMKM
nHTepdenca
HeobxoaMMo Hanunyue
CO3JaHHOoro port-
group <port-group
interface number>

nopT-kaHana

B pexuMm rrnobanbHoro
KOHUrypupoBaHus

1.2.1.3.2. Pexxum VLAN

Mcnonb3oBaHme KomaHgbl vlan <vlan-id> B pexxume rmo6anbHOro KoHurypnpoBaHusi nomoraeT
co3fgaTtb U BOWTU B COOTBETCTBYIOWMN pexmnm KoHpurypmposaHus VLAN. B atom pexnme
agMUHUCTPATOP MOXET HacTpamBaTb BCE MOPTbl nonb3oBatenen cooteetcTBytowero VLAN.
BbinonHute komaHgy Bbixoga, 4ToObl BbITM u3 pexuma VLAN B pexunm rnobanbHoro
KOHOUIypuUpoBaHus.

1.2.1.3.3. Pexxum DHCP Address Pool

Beeante komangy ip dhcp pool <name> B pexume rnobanbHOro KOHPUrypupoBaHusa Ans Bxoaa
B pexxum DHCP Address Pool. MNMpurnaweHue atoro pexmma «Switch(Config-<name>-dhcp)#».
B atom pexume npoucxoaut koHpurypmposaHme DHCP Address Pool. BeinonHute komaHay
BblxOA4a, 4TOOblI BbIATM M3 pexuma KoHdpurypmposaHms DHCP Address Pool B pexum
rno6anbHOro KOHPUrypupoBaHUS.
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1.2.1.3.4. ACL-pexum
Tun ACL KomaHpa DencrtBne komaHabl Bbixon
CtaHpapTHbIn Habepute komaHay ip | Hactponka Wcnonbaynte
pexunm IP ACL access-list B pexume | napameTpoB Ons | komaHgy exit  gns
rno6anbHoro CTaHOapTHOrO peXxuma | BO3BpaLleHus B
KOH(purypuposaHus IP ACL pexum  rrnobanbHOro
KOHb1rypupoBaHus
PaclumpeHHbIn Habepute komaHgy ip | Hactponka Wcnonbaynte
pexum IP ACL access-list extended B | napameTpoB Ons | komaHgy —exit  gns
pexume rnobasnbHOro | paclMpeHHOro pexnma | Bo3BpalleHus B
KOH(purypuposaHusi IP ACL pexumMm  rrnobanbHoro
KOHb1rypmpoBaHus

1.2.2. HacTtpoinka cMHTakcuca

KommyTatop pasnuyaeT MHOXECTBO KOMaHg KOoHdurypaumu. HecmoTps Ha TO, 4TO BCe
KOMaHabl pasHble, Heobxoammo cobngaTtb CUHTaAKCMC WX HanucaHus. O6bwwun dopmat
KOMaHabl KOMMyTaTopa NPUBEAEH HUXKE:

cmdtxt <variable> {enum1] .. | enumN} [option1] ... | optionN]
Pacwundposka: cmdtxt XXMpHbIM LLIPUPTOM yKasbIBaeT Ha KIHOYEBOE CTIOBO KOMaHAbI;

<variable> ykasbiBaeT Ha wu3aMeHsieMbld napameTp; {enum1l |
obsi3aTenbHbI  NapamMeTp, KOTopbIi OOfmkeH ObiTb BbiOpaH M3 Habopa napamMeTpoB
enuml~enumN, a B kBagpaTHble ckoOku «[]»[option1 | ... | optionN] 3saknwovatoT
Heobsa3aTenbHbI NapameTp. B aToM cnyyae B KOMaHAHOW CTPOKE MOXET ObiTb KOMOUHaLMSA
"<>" "1 "[]", Hanpumep: [<variable>], {enuml <variable>| enum2}, [optionl [option2]], n Tak
panee.

| enumN} osHadaeT

BoT npumepbl HEKOTOPbIX aKTyanbHbIX KOMaHA, KOHUIypaLmm:

show version, napameTpbl He TpebyeTcs. OTO KOMaHAa, COCTosIAasi TOMbKO W3
KMoYeBbIX CNoB U 6e3 napameTpoB;

vlan <vlan-id>, Heobxoaum BBOA 3HAYEHMSI MAapaMETPOB NOCHE KMHYEBOro CroBa.

firewall {enable | disable}, aToii komaHOoV nomb3oBaTenb MOXET BKIOYUTL WK
BbIKITIOYMTL BpaHaMayap, criegyeT Nuulb BbibpaTb HYXXHbIV NapameTp.

snmp-server community {ro | rw} <string>, HWKe npuBeaeHbl BO3MOXHble
BapuaHTbI:

snmp-server community ro public

snmp-server community rw private

1.2.3. CoyeTaHuAa KnasuLl

KommyTaTop nopgpepxmBaeT MHOXECTBO COYETaHu KrnaBuw Ans obnerdyeHus BBoAda
KOHdUrypauum nonb3osartenem. Ecnu komaHgHasa cTpoka He NpU3HaeT HaxaTus BBEPX U BHU3,
10 Ctrl + P n Ctrl + N moryT 6bITb MCNONb30BaHbl BMECTO HUX.
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Knasuwa (1)

PyHKUMA

Back Space

YnanuTe cumBon nepes kypcopom. Kypcop nepemMellaeTtcs Hasan

Beepx «1»

MokasaTb Npeablayllyo BBeAeHHy komaHay. OTobpaxeHue OO0 OecaTu
He[laBHO HabpaHHbIX KOMaHa

BHU3 «|»

Moka3aTb crieaytoLLyo BBeAeHHYo komaHay. MNpy ncnonb3oBaHUM KnasuLLm
BBEpPX «1», Bbl NONy4yaeTe paHee BBeAeHHbIe KOMaHabl, NP NCMONb30BaHUN
KNaBuLLM BHU3 «|», Bbl BO3BPALLAETeCh K CneaytoLLen komaHae

BneBo ««»

Kypcop nepemellaeTcs Ha oauH | Bbl MoXeTe MCMornb3oBaTh KNaBuLLIM
CUMBOJ1 BMEBO BMEBO «<«» W BMpPaBo «—» AONs

BnpaBo «—»

M3MeHeHna BBeEHHbIX KOMaH

Kypcop nepemellaeTcs Ha oAauvH
CUMBOI BNpaBo

Ctrl +p Takasi xe, Kak 1 y KnasuLin BBEPX «T»

Ctrl +n Takas xe, Kak 1 y KnaBuLIN BHU3 « | »

Ctrl +b Takas e, KaKk 1 Y KnaBuLLKN BIIEBO ««—»

Ctrl +f Takas e, Kak 1 y KnaBuLLK BNpaBo «—»

Ctrl +z BepHyTbca B Pexnm agmMuHucTpaTopa HENnoCpenCTBEHHO W3  OpYrux
PEXNUMOB HaCTPOWKM (3a UCKMOYEHMEM MOSb30BaTENbCKOro pexnma)

Ctrl +c OcTaHoBKa HenpepbIBHbIX NPOLLECCOB KOMaHL, TakMX Kak ping v T.4.

Ctrl +a lMNepemelleHne Kypcopa B Ha4ano CTpoKn

Ctrl +e lMNepemelleHne Kypcopa B KOHEL, CTPOKM

Tab B npouecce BBoga komaHabl Tab MoxeT OblITb MCNonb3oBaH AN ee

3aBepLUEHUs, ecriv HET OLINBOoK

1.2.4. CnpaBka

CyuwecTBytloT ABa cnocoba nony4nTb OCTYN K cnpaBoYHOn nHdopmMaumn: Komangamm «help»

n«?».
Hoctyn K Wcnonb3oBaHue U PyHKLUMU
cnpaBke
Help BblBOA KpaTKOro onncaHMa cnpaBoOYHOW CUCTEMbI MHTEPNPEeTaTopa KomaHa
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HocTtyn
cnpaBke

K

Ucnonb3oBaHue n yHKLUMN

«?»

,D,J'IFI nony4vyeHuna onncaHunAa Bcex AOCTYMHbIX KOMaHO B JAaHHOM pexXnme

«?»

Beegute "?" nocne komaHabl. Ecnu no3numns gomkHa ObITb C NapameTpom,
onucaHune 3Toro napameTpa Tvna, macwTaba u T.4., 6yayT oTobpaxeHbl, ecrnu
no3vumsi AospkHa ObiTb KOYEBbIM CrnoBoM, To OyaeT oTobpaxkeH Habop
KNIOYEBbLIX CMOB C KpaTKMM OMUCaHMEM, ecnv BbIlNO "<cr>", To KomaHaa
BBeJEeHa NOMHOCTbLI0, HaXkmuTe knasuwy Enter, 4ToGbl BbINOMHUTL KOMaHAY

«?»

Ecnu nocne BBoAa KOMaHabl UM YacTu KOMaHAbl BBECTU «?», TO KOMMYTaTtop
BblOacCT BapuaHTbl NPpOAOITKEHNA KOMaHObl C KPAaTKUM ONnMCcaHneM.

Mpumep:

Switch#show mac-?

mac-address Mac address information

mac-address-table Mac address table commands
mac-authentication-bypass Show MAC authentication bypass feature
information

mac-notification MAC address information notification message
transmit

mac-vlan Mac vian

1.2.5. MNpoBepka BBOAA

1.2.5.1. Otobpaxaemas nHopmaums: ycnewHoe BbinosHeHue (successfull)

Bce komaHgbl, BBOAUMbIE Yepes KnaBmnaTypy, NpoxoaaT NnpoBepKy cuHTakcuca B Shell. Huyero
oTobpaxaTbCsi, €ecnvM nonb3oBaTeflb BBEN MpaBWilbHble KOMaHObl MNpu
COOTBETCTBYIOLLMX PEXUMAX U YTO NPUBESO K UX YCMELUHOMY BbINOSTHEHWIO.

He OygeTt

1.2.5.2. OTob6paxaemas nHdopmauums: oLLMO60YHbIN BBOA (error)

OTo6paxaemoe OCHOBHbIX [MlosicHeHue
COoOOLEeHUn omnboK

Unrecognized command BeegoeHHOM KOMaHObl HE CyLLECTBYET WU €eCTb
owubka B napameTpe MacwTaba, Tuna wunu
dopmata

% Ambiguous command [ocTynHO nNo KpanHeh Mepe OBe MHTepnpeTaumu

CMbIClla Ha OCHOBe BBE€EHHOIO TeKCTa

% Incomplete command KomaHnaa BBegeHa He NofHOCTbIO
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OTtob6paxaemoe
coo06LeHMn ownbokK

OCHOBHBbIX

MosscHeHue

% Invalid input detected at '* marker.

KomaHga He cyuiectsyet uUnnm He npuMmeHunma B
AaHHOM pexunme

% Unrecognized command

KomaHga He pacnosHaHa

Invalid command or parameter

KomaHga cywectByeT (npusHaeTcs),
HenpaBwUNbHbIA NapaMmeTp

HO 3apaH

This command is not existing in current
mode

KomaHga cywectsyeT (Mpu3HaeTcd), HO He MOXeT
ObITb MCNONb30BaHa B AaHHOM pexume

of command line!

Please configure precursor command | KomaHga cyulectByeT (npusHaeTcs), HO
"*»at first! OTCYTCTBYET YCrioBME KOMaHAbl
syntax error: missing "" before the end | Owmnbka  cuHTakcuca:  KaBblMKM  HE  MOryT

MCNoJs1b30BaTbCA B nNape

1.2.6. Nopaepxka A3bika HeyeTKon nornku (Fuzzy math)

Shell Ha koMMyTaTOpe UMeET NOALEPXKKY A3blka HEYETKOM NOTUKN B MONCKE KOMaHZ U KIToY EBbIX
cnoB. Shell 6ygeT pacnosHaBaTb KOMaHAbl U KIOYEBbLIE CrIOBa B TOM Criyvae, ecnuv BBeAeHHas
CTpPOKa He BbI3blBAET HUKAKNX KOHDITMKTOB.

Hanpumep:

1. KomaHga «show interface ethernet status», 6yget paboratb gaxe B Tom crnyyae,
ecnu HabpaTb «sh in ethernet status».

2. OpgHako, npu Habope koMaHabl «<show running-config» kak «show r» cuctema
coobwmnt «%Ambiguous command», T.k. Shell GygeT He B COCTOSHUM ONpeaennThb,
4YTO umenock BBuay «show radius» nnm «show running-config». Takum obpasom, Shell
CMOXeT MpaBuibHO pacno3HaTb KOMaHA4y TonbKo ecnu ByaeT HabpaHo «sh rux.
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2. OCHOBHbIE HACTPOMKU KOMMYTATOPA

2.1. OCHOBHbIe HAaCTPOMUKMU

OcHoBHbIe HaCTDOIZKI/I KOMMYyTaTopa BKIHO4YakT B cebs KOMaHAabl Anda BXoda U BbiXoada W3
pexnma agMMHUCTPaTopa, KOMaHObl ONA BXOOa M BbiIXOOa U3 pexunma KOHd)VIprI/IpOBaHI/IFI
MHTepcbeﬁca, and HaCTDOIZKI/I n OTO6pa)KeHVIFI BpeMeHn B KOMMYyTaATOpe, OTO6pa)KeHVIFI
I/IHC*)OpMaLl,I/II/I O BepCun CUCTeMbl KOMMYyTaTOpa U TaK aanee.

KomaHpa

MosicHeHue

OOGbIYHbIV NONb30BaTeNbCKUM pexnm/Pexum agMmHucTpaTopa

Enable [<1-15>] disable

Monb3oBaTenb Mcnonb3yeT komaHay enable ons Toro, YTOObLI
BOWTW B pexuM agMuHucTpaTtopa. A komaHgy disable ons seixoga
N3 Hero

Pexum agMmuHucTpartopa

config [terminal]

Bxognt B pexmm rnobanbHOro KOHUrypmpoBaHnsa u3 pexumma
agMUHUCTpaTopa

Pa3nunyHble pexumsbl

exit

Bbixog 13 Tekywlero pexuma v Bxo4 B MpeabloyLiuin pexum,
Hanpumep, eCnun NPUMEHNTb 3Ty KOMaHAY B pexume rnobanbHOro
KOH(UrypupoBaHus,, TO OHAa BEPHET Bac B  PEXUM
agMuHUCTpaTtopa, ecnu HabpaTtb ewe pa3 (yke Haxogscb B
pexvme agMmuHucTpaTopa), TO nonagete B MOSib30BaTENbCKUN
peXmm

show privilege

lMokasbiBaeT npusunernn gna onpeaneneHHblX nonb3oBaTtenen

PacwmpeHHbIN nonb3oBaTenbCKun pexmm/Pexxum agMmHucTpatopa

end

Bbixoq M3 Tekywero pexuma W BO3BpaLLEHWE B PEXUM
agMuMHUCTpaTopa, TONbKO Koraa nosib3oBaTtesfls HAXOAMTCS He B
Nonb30BaTeNbCKOM/agMUHUCTPATOPCKOM pexmmax

Pexunm agMmHucTpaTtopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa gaTtbl BpemMeHu

show version

OTobpaxeHne Bepcun KOMMyTaTopa

set default

BosBpaluaeT 3aBoacKne HaCTpoOnKu
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KomaHaa NMosicHeHue

write CoxpaHseT TeKyLLyo KOHUrypaumio Ha new-namaTb

reload Mepes3arpyska koMmyTaTopa

show cpu usage lMokasbiBaeT CTeNeHb NCMNOMNb30BaHMA nNpoLeccopa

show cpu utilization MokasbiBaeT MHGOPMaLMIO O UCMONb30BaHUKM NMpoLeccopa

show memory usage MokasbiBaeT cTeneHb UCMOMb30BaHNA NaMATH

Pexxum rmo6anbHOro KoHcpurypupoBaHus

banner motd <LINE> HacTtpouika coobueHns npwm ycneLHomn aBTOpM3aLu

o R T nonb3oBatend 4epe3 Telnet mnu KOHCOMbHOE COEOUHEHME.
KomaHpa «No» yoanser coobLeHne oTobpaxkaemon
MHpopmaumm

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBegeHue B Telnet

Telnet — 370 NpOCTOM NPOTOKON yAaneHHoro 4oCTyna Ans AUCTaHUMOHHOro Bxoda. Micnonbays
Telnet, nonb3oBaTtenb MOXeT AUCTAHLMOHHO BOWTU Ha XOCT UCMonb3ys ero IP-agpec nnn nms.
Telnet MmoxeT nocbiNatb HaXxaTusa KNasBuvwW yaaneHHOMY XOCTY U BbIBOAWUTbL JaHHbIE Ha 3KpaH
nonb3oBaTtens mcnonb3dysa npotokon TCP. 3To npo3payvHasa npoueaypa, Tak Kak KaxeTcs To,
YTO MoNib3oBaTeNbCKMe KnaBmaTypa M MOHUTOP MOAKMOYEHbl K yAAnNeHHOMY Y35y HanpsiMyto.
Telnet ucnonb3yeT KIMEHT-CEPBEPHbIA PEXMM, JIOKarbHad CUCTEMA BbLICTyNaeT B PO
Telnet-knueHTa, a yganeHHbln xocT — Telnet-cepepa. KommyTtatop MOXET ObiTb, Kak
Telnet-cepBepoMm, Tak 1 Telnet-knneHTom.

Korga kommyTatop ucnonb3yeTtca kak Telnet-cepsep, nonb3oBaterfie MOXET WCMNOSb30BaTb
Telnet-knueHTCkme nporpammebl, BkoYeHHble B OC Windows wnn gpyrue onepaumoHHble
cUCTeMbl ANA BXoda B KOMMYyTaTop, Kak OMMCaHO paHee B pasfgene «ynpasneHue no
He3aBMCUMbIM KaHanam cBsasu». Kak Telnet-cepBep komMyTaTop MO3BOMSET OO S5 KMEHTaMm
Telnet-nogkntoyeHne ncnonbadyst npotokon TCP.

Tawke kommyTaTop paboTas kak Telnet-knneHT, No3BonsieT Nonb3oBaTeNto BOWTUM B Opyrue
yaaneHHble XocTbl. KommyTatop moxeT ycTaHoBuTb TCP-noaknioyeHue TONbKo K OAHOMY
yaaneHHoMy XocTy. Ecnu nossntca Heo6xoAMMOCTb COeAMHEHNS C OPYTUM YAarneHHbIM XOCTOM,
Tekywme coegnHeHns TCP gormkHbl BbiTb pasopsaHsbl.

2.2.1.2. KomaHabl KoHurypupoBaHusa Telnet

1. Hactpowka Telnet-cepsepa.
2. Wcnonb3oBaHue Telnet ons yaaneHHOro AocTyna K KOMMyTaTopy.
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1. Hactpowka Telnet-cepsepa.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

telnet-server enable
no telnet-server enable

Aktusnpyet dyHkumio Telnet-cepsepa Ha
KoMMyTaTope, komMaHaa «NO»
AeaKkTUBMpyeT 3Ty PyHKUMIO

username <user-name> [privilege <privilege>]

[password [0 | 7] <password>]
no username <username>

HactpanBaeTr wvmsa nonb3oBatens wu
naponbe gna goctyna no Telnet. KomaHga
«NO» ydandeT [daHHble aBTopu3aunn
BbIOpaHHOro nonb3oBaTens

authentication securityip <ip-addr> HacTtpauBaeTt BesonacHOCTb

no authentication securityip <ip-addr> IP-anpecos Ans BXoAa Ha KOMMyTaTop no
Telnet: KomMaHaa «No» OTMeHseT
npeablayLyto kKoMmaHay

authentication securityipv6é <ipv6-addr> HacTtpauBaeTt BesonacHoCTb

no authentication securityipv6 <ipv6-addr>

IPv6-agpecoB onga Bxoda Ha KOMMyTaTop

no Telnet: komanHma «no» OTMeHSET
npeabiayLLyo KomaHay
authentication ip access-class {<num- | CeasbiBaeT cTangaptHbin IP ACL c
std>|<name>} Telnet/SSH/WEB; KomMaHaa «no»
no authentication ip access-class OTMEHAET NPEABIAYLLYI0 KoMaray
authentication ipv6 access-class {<num- | CeasbiBaeT IPv6 ACL c Telnet/SSH/Be®;

std>|<name>}
no authentication ipv6 access-class

KOMaHOa «Nno» OTMEHsieT NpeablayLyo
KoMaHay

authentication line {console | vty | web} login
{local | radius | tacacs}
no authentication line {console | vty | web} login

HacTtpowka pexvma ayTeHTMdmKkaumm ans
noaknyeHns no npotokony Telnet,
KOHCONbHOMO NOAKMIOYEHNSA U C MOMOLLIbIO
npotokona HTTP.

KomaHnaa «no» yaanseTt komaHay

authentication enable {console | vty| web}
no authentication enable

HacTtpoika BKOYEHNSA CNUCKOB METOAOB
ayTeHTUdmKaumu.

KomaHaa «no» OTMeHsieT npuMeHeHune
MeTOOB ayTeHTUUKaLMM

authorization line {console | vty | web} exec {local
| radius | tacacs}

no authorization line {console | web | web} exec

HacTtpoika pexnma aBTopmnsaumm.

KomaHpa «Noy» OTMEHSAET

aBTOpU3aLUK

pexunm
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KomaHpa OnucaHue

accounting line {console | vty} command <1- 15> | HacTpoWka cnncka MeTofoB yyeTa.

{start-stop | stop-only | none} tacacs Komanga «no» ygansieT crnvcku metoga

no accounting line {console | vty} command yyeTa
<1-15>

Pexunm agmMmHucTpaTopa

terminal monitor OTobpaxeHne otnagodHon mMHdopmMaumm
Ons Bxoga Ha kommyTaTtop Yepes Telnet-
knneHT; KomaHga «no»  OTKMovaeT
oTobpaxeHne gaHHON UHopMaLmn

terminal no monitor

2. Wcnonb3oBaHue Telnet ana yaaneHHoro 4ocTyna kK KOMMyTaTopy.

KomaHpa OnucaHue

Pexum agMuHucTpartopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6- addr> | Bxog Ha xocT kommyTaTopa 4epe3 Telnet-
| host <hostname>} [<port>] KNMWEHT, BXOASWMA B  KOMMJSEKTaUuo
KOMMyTaTopa

2.2.2. SSH
2.2.2.1. BBepeHue B SSH

SSH (aHrn. Secure SHell — «6es3onacHas obonoyka») SBRseTCA NPOTOKONIOM, KOTOPbIV
obecneumBaeT 6e3onacHbI yganeHHbI AOCTyn K ceTeBbiM ycTponcTtBaM. OH OCHOBaH Ha
HagexHom TCP/IP-npotokone. OH nogaepXmBaeT Takue MeXaHU3Mbl Kak pacrnpegeneHue
KNoYen, NpoBepka MOANMHHOCTU U WwndpoBaHns mexagy SSH-cepBepoM n SSH-knneHTom,
ycTaHoBka 6e30nacHoro coeanHeHus. MiHdopmauus, nepegaBaemas Yepes 3T0 CoeaMHEHMEe
3almueHa oT nepexaarta 1 pacwmdpoBku. [na gocTyna K KOMMyTaTopy, COOTBETCTBYHOLLEMY
TpeboBaHmsam SSH2.0, Heobxoaumo SSH2.0 knueHTckoe nporpaMMHoe obecneveHne, Takoe,
kak SSH Secure Client n Putty. lNonb3oBatenn MOryT 3anyckaTb BbILLIENEPEYNCITIEHHOE
nporpamMmHoe obecneyeHne ANs YNpaBfeHWst KOMMYTaTOpoM yaaneHHo. KommyTtatop B
HacTosiwee Bpems noadepxusaet ayteHTudumkaumto RSA, 3DES m SSH wwudposaHue
NpOTOKOIa, Naposib NONb30BaTENSA ayTeHTUUKALMA U T.4.
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2.2.2.2. Cnucok KkomaHa ana koHdurypmuposaHusa SSH-cepBepa

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

ssh-server enable
no ssh-server enable

AkTnBaums d)yHKLI,I/II/I Ha KOMMYTaTtope; KOMaHaa
«NOo» OTMEHAET npeablayulyro KoMmaHay

<password>]

Username  <username>  [privilege
<privilege>] [password [0 | 7]

Nno username <username>

HactpavBaeT uma nonb3oBaTtens M naponb Ans
goctyna K KommyTatopy 4epe3 SSH-knueHT.
KomaHgoa «no» ypanset [daHHble asTopusauuu
BblOpaHHOro nonb3oBaTens

no ssh-server timeout

ssh-server timeout <timeout>

HacTponka Tanmayta gns ayteHTupukaumm SSH;
KomaHgoa «no» BOCCTaHaBnMBaeT 3HA4YeHUs Mo
YMOMYaHuIo TanmayTa ansa ayteHtudunkaumm SSH

<authentication-retires>

ssh-server authentication-retires

no ssh-server authentication-retries

HacTtpouka yucna MOBTOPHbIX MonbITOK
SSH-ayTeHTUdhMKauuuy; KomaHpa «noy»
BOCCTaHaBMMBAaET 3HAYEHUSA NO YMONYaHMIO

<moduls>

ssh-server host-key create rsa modulus

CospaHne HoBoro RSA-knmw4va xocta Ha
SSH-cepBepe

Pexum

agMUHUcCTpaTopa

terminal monitor
terminal no monitor

lMoka3 oTnago4vHon MHdopMaumm SSH Ha CTOpoHe
KNMEHTa; KOMaH4a «Nno» OTMEHSET npeablayLlyto
KoMaHgy

2.2.2.2.1. Npumep HacTpounkn SSH-cepBepa

Mpumep 1:
3apgauu:

1. Bknwountb SSH-cepBep Ha KOMMyTaTope U 3anyctuTb SSH2.0 nporpammHoe
obecneveHune knMeHTa, Takoe kak SSH Secure Client unn Putty Ha TepmunHane. Bontu
Ha KOMMyTaToOp, UCMOSb3YS UMSA NONb30BaTeNsa U Naposb OT KNMEHTa.

2. Hactpoutb IP-agpec, no6aBnte SSH-nonb3oBaTtenen n aktmenposatb SSH-cepsuc
Ha koMMmyTaTope. SSH2.0-KNMMEHT MOXET BOMTU B KOMMYTATOP, MUCNOSb3YHd NMS
nosib3oBaTend 1 Naporb ANd HACTPONKN KOMMYyTaTopa.

Switch(config)#ssh-server enable

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0
Switch(Config-if-Vlanl)#exit

Switch(config)#username test privilege 15 password 0 test

(@ arecy
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B IPv6-ceTax, TepMunHan [OImkeH 3anyctutb SSH-knMeHT 1M nporpammHoe obecneyeHue,
KoTopoe nopaepxuBaeT IPv6, Takve kak putty6. Monb3oBaTenu He AOMKHbI U3MEHATb
HacCTPOMKM KOMMYTaTopa, 3a UCKNYeHneM pacnpegeneHns IPv6-agpeca Ang noKanbHOro
XocTa.

2.3. HacTtpouka IP-agpecoB KommyTaTopa

Bce Ethernet-nopTel kOMMyTaTopa MO YMOMYaHUIO 4HBASAKOTCA MopTaMmyM [ocTyna Aand
KaHanNbHOro YpPOBHS W BbLINOMNHATCA Ha BTOpoMm ypoBHe. VLAN-uHTepdenc npencrasnser
cobor nHTepdenc TpeTbero ypoBHA C PYHKUMSAMMU, ANSA KOTOPbIX MOXET ObiTb HasHadeH |P-
agpec, Kotopbin OyameTt Takke IP-agpecom kommyTtatopa. Bce cetm VLAN, cBsi3aHHble C
UHTEepdENCOM, N NX KOHUrypaumst MoryT BbiTb HACTPOEHbI B MOAPEXUME KOHDUTYPUPOBAHUSA
VLAN. KommyTaTtop npegoctasnseT Tpu MeTtofa koHdurypaumm IP-agpeca:

e PyyHas
e BOOTP
e DHCP

PyyHas HacTponka IP-agpeca no3sonseT npuceamsath IP-agpec BpyyHyto.

B BOOTP/DHCP-pexunme, kommyTtatop paboTtaet kak BOOTP/DHCP-knueHT, oTnpaenser
wmnpokoBewaTensHole  naketbl  BOOTP-zanpoca Ha  BOOTP/DHCP-cepepa u
BOOTP/DHCP-cepBep HasHavyaeT agpec OTnpaBUTENO 3anpoca, KpoMe TOro, KomMmyTaTtop
MoXxeT pabotatb B kadectBe cepBepa DHCP v gnHamudeckn HasHavaTb mapameTpbl ceTu,
Takue, Kak IP-agpeca, wno3 n agpeca DNS-cepsepoB DHCP-«nneHTam, 4to nogpobHO onMcaHo
B MocreayroLunx rnasax.

2.3.1. Cnncok KkomaHpa Ansa HacTpouku |IP-agpecoB

1. Bknodvenne VLAN-pexuma.
2. Py4Has HacTpoMka.

3. BOOTP-koHpurypaums.

4. DHCP-koHurypauus.

1. Bknodvenne VLAN-pexuma.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CospgaHne VLAN-uHTepdenca (nHTepdernica TpeTbero

w0 e EEE A s YPOBHS); koMaHaa «no» ygansieT VLAN-uHTepdenc
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2. Py4Has HacTpoMka.
KomaHpa OnucaHue
VLAN-pexum
ip address <ip_address> <mask> | Hactpoika IP-agpeca VLAN-uHTepdeca;
[secondary] no ip address <ip_address> | komanga «No» yoanset IP-agpeca

<mask> [secondary]

VLAN-nHTEepdenca

ipv6 address <ipv6-address / prefix-
length> [eui-64]

no ipv6 address <ipv6-address / prefix-
length>

Hactponka IPv6-agpecoB. KomaHga «no» yganset
IPv6-agpeca

3. BOOTP-koHduUrypaums.

KomaHpa

OnucaHue

\%

LAN-pexum

ip bootp-client enable
no ip bootp-client enable

Bkntoyenne kommyTtatopa kak BOOTP-knuneHTta
ona nonydvyeHnsa IP-agpeca v agpeca wino3a nytem
neperosopos BOOTP. KomaHga «no» BbIKNto4aeT
BOOTP-knueHT

4. DHCP koHdurypauus.

no ip dhcp-client enable

KomaHaa OnucaHue
VLAN-pexum
ip dhcp-client enable Bkniouenne kommytatopa kak DHCP-knueHta pgns

nony4yenus |IP-agpeca n agpeca wro3a nyTem 3anpocoB
DHCP. KomaHga «no» BbikntovyaeT DHCP-knneHT

2.4. Hactpouka SNMP
2.4.1. BBepgeHne B SNMP

SNMP (Simple Network Management Protocol) sensieTcs ctTaHgapTHBIM MPOTOKOSIOM CETEBOIO
yrnpaeneHns, KOTopbI LUMPOKO MCMNONb3yeTcs B yNpaBreHnn KomnbtoTepHeiMu cetammu. SNMP

ABNAeTCA pa3BuBarOLMMCA MPOTOKOJIOM.

SNMP v1 [RFC1157] siBnsieTcss nepBOn Bepcuen

npotokona SNMP, koTopas agantMpoBaHa K OrpoOMHOMY 4MCRy Mpou3BoauTENen CBOew
NpoCTOTOM M NnerkocTbto BHeapeHus; SNMP v2c sasnseTcsa ynydweHHon Bepcuen SNMP v1; B
SNMP v3 ycuneHa 6e3onacHocTb, gobasneHbl USM n VACM (View-Based Access Control

Model).
SNMP-npoTokon obecneynmBaeT NpPOCTON

cnocob obmeHa MHdopmaumern ynpasneHnsa ceTblo

mexay AByMsi Toukamu B ceTv. SNMP rcnorb3yeT MexaHn3m 3anpocoB U nepefaeT CooOLLEeHNS
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yepe3 UDP (npoTokon 6e3 yCTaHOBNEHUS] COEAMHEHNSA TPaHCMOPTHOrO YPOBHS), NO3TOMY OH
XOpOLLO NOAAEPKMBAETCA CYLLECTBYIOLLMM KOMMNBIOTEPHBIMU CETSMMU.

SNMP-npoTokon ucCnonb3yeT pexumm CcTaHuum-areHta. B aTon CTpykType ecTb [ABe
coctasnsawowme: NMS (Network Management Station) n areHt. NMS gaBnsetca paGoden
CTaHuMen, Ha KOTopon CTOUT KnumeHTckas nporpamma SNMP. 310 agpo SNMP-ynpaBneHus
ceTbto. AreHT cepBepHOro nporpammMmHoro obecneveHus paboTtaeT Ha yCTPOWUCTBaX, KOTOpbIe
Hy>xgatoTca B ynpasneHun. NMS ynpaenseT Bcemn obbektammn Yepes areHToB. KommyTaTop
nogaepxmeaeT OyHKUMM areHTa.

Ceasb mexgy NMS wu areHtom npoucxoaut B pexunme KnuneHt-Cepsep, obmeHMBasicb
cTaHgapTHeIMK coobweHnammn. NMS nocbinaet 3anpoc, n areHT otBevaeT. EcTb cemb TMnoBs
SNMP-coobLeHuin:

o Get-Request.

e Get-Response.

o Get-Next-Request.
e Get-Bulk-Request.
e Set-Request.

e Trap.

e Inform-Request.

NMS cBs3bIBaeTCcsa C areHToM C nomolbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu nony4yeHumM 3anpocoB, 0TBeYaeT coobLueHnem
Get-Response. O HekoTOpbIX chneuuanbHbIX CUTyauusX, TakuMxX, Kak WU3MEHEeHusi CTaTycoB
ceTeBbIX MOPTOB YCTPOMCTBA UM U3MEHEHMSI TOMOSIOMMW CEeTW, areHTbl MOryT OTnpaBnsATb
cneumanbHble coobLueHna 06 aHoManbHbIX cobbiTuax. Kpome toro, NMS moxeT GbITh Takke
YCT@HOBMEH ONs NpeaynpexaeHns HEKOTOpbIX aHoMarsbHbIX cobbiTui, akTusmpys RMON
dyHkumto. Koroa cpabaTbiBaeT onpedenieHHoe NpaBuiio, areHTbl OTNPaBnsaloT coobLlleHnsa B
XypHanbl cobbITWIA B COOTBETCTBUM C HACTPONKamM.

USM oGecneumBaeT ©Oes3onacHylo nepegady, Xopowo MpogymMaHHoe wudpoBaHue u
ayteHTudmkaumto. USM  wndpyetT cooblieHnss B 3aBUMCMMOCTM OT BBOAA Napons
nonb3oBaTens.

OTOT MexaHu3M rapaHTupyeT, 4To coobLieHns He MoryT 6blTb NPOCMOTPEHbI BO BpeMS
nepegaun. Takke USM AyTeHTuduMKaums rapaHTMpyeT, 4TOo coobuieHne He MOXeT ObiTb
nameHeHo npu nepegade. USM wucnonbayetr DES-CBC-kpuntorpacduio. 1 HMAC-MD5, n
HMAC-SHA ncnonb3aytoTcs gnga ayTeHTudunkaumn.

VACM wucnonb3yetca gns knaccudpumkaumm npaeB M gocTyna nosnb3oBaTtesnien. OT0 CTaBuT
nonb3oBaTternen ¢ OOHUM N TEM Xe paspeLleHeM A40CTyna B 04Hy rpynny. HeaBTopmn3oBaHHbIe
nonb3oBaTenu He MOryT NPOBOAMUTL Onepauun.

2.4.2. BBepeHue B MIB

NHudopmauus ynpaeneHnsa cetbto goctyna B NMS KoppeKkTHO onpegeneHa u opraHM3oBaHa B
nHdopmaumoHHon 6Gase ynpaenenna (MIB). MIB 3to npepgonpegeneHHas uHdopMauus,
KoTopass MoXeT ObITb OOCTynHa 4epe3 NpOTOKOMbl YNpaBfeHWss CeTbito, BO BCEN CBOEN
MHOMOCITOMHOCTU N CTPYKTYpMpOBaHHOM Buae. MNMpegonpeneneHHas nHpopmaums ynpasneHums
MOXeT ObITb nonyyeHa nytem MOHUTOpUHra cetesbix ycTponcTB. ISO ASN.1 onpegenset
ApeBoBUAHYI0 CTPYKTYpY Ana MIB, cooTBeTcTBEHHO Kaxabii MIB opraHusyeT BClO AOCTYNHYHO
WHpopMaumio B Buae Takonm CTpykTypbl. Kaxabii ysen atoro gepesa cogepxut OID
(vaeHTMdMkaTOp 06bEKTA) N KpaTKoe onncaHue yana. OID npeacrasnseT cobon Habop uenbix
yucen, pasgeneHHbIX To4YkaMu, M MOXeT ©OblTb MCMonb30BaH [Ans  onpegeneHus
MeCTOMOMNOXeHUS y3na B ApeBoBUAHON CTPYKType MIB, kak nokaszaHO Ha pUCYHKe HUXe:
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Root
o
Node(1) g @ Node(2)
Node(1) g @ Node(2)
Object(1) ¢ Node(1) g @ Object(2)
Object(1) g

PucyHok 2-1. Mpumep aepesa ASN.1

Ha atom pucyHke OID ob6bekTta A siensetca 1.2.1.1. NMS MOXeT HanuTu 3TOT 06beKT Yyepes 3ToT
yHuKkanbHbin OID 1 nonyynTb CTaHAapTHblE nepeMeHHble obbekTa. MIB onpegenseT Habop
CTaHOapTHbIX NepeMeHHbIX ANA MOHUTOPWUHIa CeTeBbIX YCTPONCTB, Cneays 3TOW CTPYKTYpe.

Ecnv nidopmaumsa o nepemeHHbIx MIB-areHTa gomkHa BbiTb MPOCMOTpeHa, Heo6xoamnm 3anyck
nporpammHoro obecnedyeHns npocmotpa MIB Ha NMS. MIB B areHTe 0Obl4HO COCTOUT U3
nyénuyHoro MIB un 4vactHoro MIB. [My6nuuHbin MIB cogepXut OTKPbITYO MHOPMaLnto
yrnpaBneHns ceTbto, KoTopas MOXET OblTb AocTynHa gnst Bcex NMS, yacTHbin MIB cogepxut
KOHKPETHYI0 MHGOPMaLMIo, KOTopas MOXeT BbITb MPOCMOTPEHA N KOHTPONMPYETCA NOAAEPKKOMN
nponssoauTens.

MIB-I [RFC1156] 6bina nepson peanusauyen nyonuyHbix MIB SNMP, u Gbina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwupsaet MIB-I n coxpandet OID ana MIB-gepesbeB B MIB-I.
MIB-Il, cogepXuT BrOXeHHble OepeBbsi, KOTOpble Takke HasbiBaloTcA rpynnamn. OBbLEKTbI B
3TUX rpynnax OxBaTbiBalOT BCe (PyHKUMOHanNbHble obnactm B ynpasneHuu cetbio. NMS
nony4vaeT uHdopmMaumio 06 ynpaeneHun cetbio npocmatpmeas MIB Ha SNMP -areHTe.

KommyTtatop moxeT paboTtatb B kadectBe SNMP-areHTa, a Takke nogaepxusaet SNMP
v1/0/v2c n SNMP v3. Takke kommyTaTtop noggepxusaeT 6azosbie MIB-1I, RMON ny6nuyHbie
MIB v gpyrme nybnunyHesle MIB, Takue kak Bridge MIB. Kpome Toro, kommyTaTop NnogaepxmeaeT
CaMOCTOSTENbHO onpeneneHHble YacTHole MIB.

2.4.2.1. BBegeHue B RMON

RMON (anrn. Remote Network MONitoring) — ANCTaHUMOHHBLI MOHUTOPUHI CETU) SABNSIETCSA
Hanbonee BaxHbiM pacwunpeHnem crtaHgaptHoro SNMP-npotokona. RMON saenseTtcs
HaGopom onpegenennn MIB n ucnonb3yetca ons onpegerneHvsl ctaHdapTHbIX CPeAcTB U
nHTepcencos Ans HabnwogeHuss 3a CeTblo, MNO3BOMSIET OCYLECTBNATb CBA3b  Mexay
TepmuHanamm ynpasnennda SNMP n yganeHHbiMM ynpaBngembiMn kommyTaTopamu. RMON
obecneymBaeT BbICOKOI((EKTMBHDBIN METOL KOHTPOSISI AEACTBUNA BHYTPU NOACETM.

MIB RMON coctout 13 10 rpynn. KommyTtaTop nogaepxueaeT Hanbonee 4acto Ucnosnb3yemMblie
rpynnbl 1,2,3 1 9:

e Statistics: kOHTpoNMpyeT OCHOBHOE MCMONb30BaHWE U Be4eT CTAaTUCTUKY OWKnBOK aAng
KaXxomn rnoaceTn KOHTPONMPyeMoro areHTa.

e History: nossonsieT nepvoauMyeckn 3anucbiBaTb 06pasubl CTAaTUCTUKM, KOTOpble
AocCTynHbl B CTaTucTuke.
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o Alarm: no3BonsieT NoNb3oBaTeNisiM KOHCONM ynpaeneHna yctaHaBiMBaTb KOJIMYECTBO
NWn 4ncno and nHTepBanoB OOHOBIEHMNS U NMOPOroBbIX 3Ha4YeHN OMNoOBELLEHUs Ans

3anmcenn RMON-areHTa.
e Event: cnucok Bcex cobbiTuin, nponsoweainx 8 RMON-areHTe.

Alarm 3aBucat ot peanu3aumm Event. Statistics n History otobpaxatoT TekyLuyto cTaTUCTUKy
nnn nctopuio nogcetn. Alarm n Event obecneumBaloT metoq KOHTPONSA noboro n3aMeHeHus
AaHHbIX B CETU U NPeJoCTaBNAT BO3MOXHOCTb NoAaBaTb CUTHamMbI MPU HeLUTaTHbIX COBbITUAX

(oTnpaska Trap vnu 3anuck B XXypHarbl).
2.4.3. Hactponka SNMP

2.4.3.1. Cnucok KomaHa ans Hactpoukn SNMP

=

BkntoyeHne n otknoveHne pyHkumm SNMP-areHTa.
HacTpowka cTtpokn coobuiectsa B SNMP.
HacTponka IP-agpeca ctaHumm ynpasneHna SNMP.
HacTtpownka engine ID.

HacTpoika nonb3oBaTens.

HacTtpowuka rpynnbl.

HacTtpoika Buga.

Hactponka TRAP.

BkntoyeHwne/BbikntoveHne RMON.

©e N AN

1. BknwodeHne n otknoveHne pyHkumn SNMP-areHTa.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server enable Bkntouenne  pyHkumn

no snmp-server enable
OYHKUMIO

SNMP-areHTa

Ha

koMMyTaTope. KomaHga «no» BbIKNOYaeT aTy

2. Hactporika cTtpoku coobiectsa B SNMP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHua

access{<ipv6-num-std>|<ipv6- name>}] [read A CTpOKy
<read-view-name>] [write <write-view-
name>]

no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

snmp-server community {rojrw} {0 | 7} | Hactpowka ctpoku coobuiectea B SNMP ans
<string> [access {<num-std>|<name>}] [ipv6- kommyTaTOopa. KomaHaa «no» yaganseTr 3Ty
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3. Hactponka 6e3onacHoro IP-agpeca ctaHumn ynpasneHnss SNMP.
KomaHpa OnucaHue
Pexxum rno6anbHoro koHcgpurypmpoBaHus
snmp-server securityip {<ipv4-address> | | Hactponka 6e3onacHbix IPv4/IPv6-agpecos,

<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

KoTOpble  UMEeT npaBo  gdoctyna K
kommyTaTopy. KomaHga «no» ygandet oTu
HaCTPOMKK

snmp-server securityip enable
snmp-server securityip disable

BknodueHne 1 OTKMHOYEHME
nposepkn 6e3onacHbix IP

dyHKUMK

4. Hactpownka engine ID.

KomaHpa

OnucaHue

Pexum rmob6anbHoro

KOHcpUrypuposaHus

snmp-server engineid <engine-string>
no snmp-server engineid

Hactporka nokanbHoro engine ID Ha
KoMMmyTatope. JTa KOMaHAa WUCNONb3yeTcs
ana SNMP v3

5. HacTtpoiika nonb3oBaTens.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHUrypmpoBaHus
snmp-server user <use-string> <group- | Jo6aeneHune nonb3oBatens 8 SNMP rpynny.

string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6- name>}]

Nno snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

OTa KomMaHAa Mcnonb3yeTcs ANs HaCTPOWMKM
USM ana SNMP v3
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6. Hactponka rpynnebl.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

snmp-server group <group-string> | YcTtaHoBKa WuHdopMauMM O rpynne Ha
{noauthnopriv|authnopriv|authpriv} [[read | koMmyTaTOpe. OTa KOMaHOa WUCNOMb3yeTcd
<read-string>] [write <write-string>] [notify | gna HacTpoinkn VACM gns SNMP v3
<notify-string>]] [access {<num-

std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

no snmp-server group  <group-string>
{noauthnoprivjauthnoprivjauthpriv}  [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

7. Hactpownka suga.

KomaHpa OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

snmp-server view <view-string> <oid-string> | Hactporika BuMga Ha kommyTaTope. 3Ta
{include|exclude} komaHga ncnonbayetca ansg SNMP v3

no snmp-server view <view-string> [<oid-
string>]

8. Hactponka TRAP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server enable traps BkntounTb otnpaeky Trap-coobweHun. 3Ta

T ST eSE e BEl e TR komaHga wucrnonb3yetca gnsa  SNMP
B B v1/0NV2/v3

snmp-server host {<host- ipv4-address> | YcTaHoBKa IPv4/IPv6-agpeca XOCTa,

<host-ipv6- address>} {vl {0|7} <community | KOTOpbIA WCNOMb3yeTca ANs MONyYeHns
string> | v2c {0|7} <community string>  uHpopmaumm SNMP Trap. Ona SNMP
| v3 {noauthnopriv | authnopriv | authpriv} | v1/0/v2, aTa kOMaHOa Tawkke HacTpanBaeT
<user-string> CTPOKy coobulectea ansa Trap; ons SNMP
V3, 3Ta KOMaHga Takke HacTpavBaeT MMs
nonb3oBaTenss U ypoBeHb 6e3onacHocTu
Trap. KomaHga "no" otmeHsieT atoT IPv4-
wnu IPv6-agpec

no snmp-server host {<host- ipv4-address> |
<host-ipv6- address>} {v1 {0|7} <community
string> | v2c {0|7} <community string>
| v3 {noauthnopriv | authnopriv | authpriv}
<user-string> }
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KomaHpa OnucaHue

snmp-server trap-source {<ipv4-address> || YctaHoBka IPv4- wunun IPv6-agpeca
<ipv6- address>} WUCTOYHMKA, KOTOpbIM WUCNONb3yeTcsa Angd
oTnpaBkn Trap-nakeToB, KOMaHZa «no»

no snmp-server trap-source {<ipv4-address> |
yaansieT KoHurypauuo

<ipv6- address>}

9. BknwoyeHune/BbiknoyeHne RMON.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

rmon enable BkntoyeHue/BbiknovyeHme RMON
no rmon enable

2.4.4. Tunn4yHble npumepbl HacTponku SNMP

IP-agpec NMS 1.1.1.5, IP-agpec kommyTaTtopa (areHta) 1.1.1.9.

CueHapwum 1. MNMporpammHoe obecneveHne NMS mcnonbayet npotokon SNMP ana nonyyeHus
AaHHbIX OT KOMMyTaTopa.

KoHcpurypaumsa kommyTaTopa, 3anncaHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT ucnonb3oBaTb YacTHYO CTPOKY coobLiecTBa Anst AOCTyna K KOMMyTaTopy Ans
YTEHMS 1 3anMCcuy paspeLleHUii N NCNonb3oBaTh NYGNNYHYO CTPOKY coobLLecTBa Ans 4ocTyna
K KOMMYTaTOPY TOMbKO AN YTEHWUS pa3peLLeHui.

CueHapun 2. NMS 6yget nonyyatb Trap-coobuieHunsa ot kommyTatopa (MNpumedanue: NMS,
BO3MOXHO, MPOBEPUT 3HAYEHME CTPOKM coobulecTBa ans Trap-coobLennn. B atom cnydae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKM coobLlecTBa usertrap).

KoHdurypaumsa kKommyTaTopa, U3roXKeHa HUXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 1.1.1.5 v1 usertrap
Switch(config)#snmp-server enable traps
CueHapum 3. NMS ucnonbesyet SNMP v3, 4tobbl NonyunMTe MHOPMAaLUMIO OT KOMMYyTaTopa.
KoHdurypaums kommyTaTopa, U3rnoxeHa Huxe:
Switch(config)#snmp-server

Switch(config)#snmp-server user tester UserGroup authPriv aes testerpass auth
md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
max
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Switch(config)#snmp-server view max 1include

CueHapun 4. NMS xo4eT nonyuutb v3Trap-coobLleHne, OTnpaBfieHHOE KOMMYTaTOPOM.
KoHdurypaumst koMmyTaTopa, U3roxeHa HuxXe:

Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester
Switch(config)#snmp-server enable traps

CueHapunn 5. IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kommyTatopa (areHTa)
2004:1:2:3::1. MNonb3osatenn NMS ucnonb3yoT npotokonn SNMP ansa nonyyeHuss JaHHbIX OT
KOMMyTaTopa.

KOH(bI/IpraU,MSI KOMMYTAaTopa, U3JoXXeHa HNXe:!
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 2004:1:2:3::2

NMS MoxeT ucnonb3oBaTb YaCTHY CTPOKYy COOGLLECTBa Ans AOCTyna K KOMMyTaTtopy Anst
YTEHWUS U 3anncu paspeLleHnin Uy Ncnosb3oBaTb NyGMYHYIO0 CTPOKY coobLlecTsa Anst 4ocTyna
K KOMMYTaTOpPY TOJbKO AN YTEHUSI pa3peLleHui.

CueHapun 6: NMS 6yget nonyyatb Trap-coobiieHust oT kommyTaTtopa (MNpumevanune: NMS,
BO3MOXHO, MPOBEPUT 3HaYEHNE CTPOKM coobLiecTBa ang Trap-coobweHun. B atom cnydae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKM coobLlecTBa usertrap).

KoHdurypauusa kommyTaTopa, U3noxeHa HUxXe:
Switch(config)#snmp-server host 2004:1:2:3::2 vl usertrap

Switch(config)#snmp-server enable traps

2.4.5. Nounck HeucnpaBHocTten SNMP

Korga nonb3oBatenu HactpameaioT SNMP, SNMP-cepBep MOxeT He paboTaTb LOSKHbIM
obpasom u3-3a oTkasa (puU3N4ecKoro coeuMHeHUst U HenpaBuUibHOW KOHUrypauum mn T.4.
Monb3oBaTenu MoOryT ycTpaHuTb Npobremsbl, BbINOMHMB TpeboBaHWS, yka3aHHbIe HUKE:

o Y6eauTbCsl B HAQEXHOCTUN (PU3NYECKOTO COEANHEHNS.

o YbeguTtbcs, YTO MHTEpPMEC 1 NPOTOKON nepenavm OaHHbIX HAXOOASATCHA B COCTOSHUM
«up» (ncnonb3ynte komaHay "Show interface"), a Takke cBA3b MEXOY KOMMYTaTOPOM U
XOCTOM MOXET ObITb MpOBEpeHa nNyTeM pinga (Mcnonb3ynTte KomaHay "ping").

o Ybegutbes, 4to BrtoveHa dyHkumMst SNMP-arenTa. (Mcnonb3oBate koMaHay "snmp-
server").

e Ybegutbes, yto 6e3onacHocTb IP ans NMS (Mcnonb3oBaTb koMaHgy “"snmp-server
securityip") n ctpoka coobuecTBa (MCnonb3oBaTb KOMaHAy "snmp-server community™)
npaBurbHO HacTpoeHbl. Ecnn 4To-TO M3 3TOro He HacTpoeHo, SNMP He cMmoXeT
obwartbess ¢ NMS gormkHbim ob6pasom.

e Ecnu Heobxoguma Trap-cyHkumus, He 3abyabTe BKAOUATE Trap (MCnonb3oBaTb
Komangy "snmp-server enable traps"). W He 3abyabTe npaBunbHO HacTpouTtb IP-agpec
X0oCTa u CTpoKy coobulectBa ang Trap (ucnonb3oBaTb kKomaHAgy "snmp-server host”),
4yTObbl 06ecneyvnTb OoTNpaBKy Trap-coobLLEHMN Ha YyKa3aHHbIA XOCT.

e Ecnu Heobxogmma RMON-gyHKUMA, OHa JofmkHa ObiTb BKOYeHa (MCnonb3oBaThb
Komangy "rmon enable").
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e  Wcnonb3ynte Komangy "show snmp», 4To6bl NPOBEPUTL OTNPABMEHHbIE U NOMYyYEHHbIE
coobuwenna SNMP; Ucnonb3ynte komaHay "show snmp status”, 4tobbl NpoBEPUTH
nHdopmaumio o koHdurypaumm SNMP; Ucnonbayte komaHay "debug snmp packet”,
4YTOObI BKMOUNTDL PYHKUMM OTNnagku n nposepkn SNMP.

e [Ecnu nonb3oBaTenb MoO-NpexHemMy He MOXeT pewunTb npobnembl ¢ SNMP,
obpallanTecb B TEXHUYECKUI LIEHTP.

2.5. MogepHu3auusa KommyTaTopa

KommyTtatop npepoctaBnsieT pnBa crnocoba oOHOBRNeHMs nporpaMmmHoro obecneyeHus:
obHoBneHne BootROM u TFTP/FTP-obHoBneHne nopa Shell.

2.5.1. CuctemHble ¢pannbl KOMMyTaTopa

CuctemHble hannbl BKOYalOT B cebsa dannbl obpasa cuctemsbl (image) u 3arpysoyHble (boot)
dannbl. OBHOBNEHNE CUCTEMHLIX (balinoB KOMMyTaTopa nogpasymMeBaeT cobon nepesannchb
cTapbix hannos HOBLIMW.

dann obpasa cuctembl BKNoYaeT B cebs oxkaTtble dhannbl annapaTHbIX ApanBepos, annbl
nporpaMmmMmHoro obecneveHusi U T. 4., 3T0 TO, YTO Mbl 06bI4HO Ha3sbiBaem «IMG filey.

3arpysouHble (boot) dhannbl Heobxoanmbl Ans 3arpy3kn K 3anycka KommyTaTopa, 3To TO, Y4TO
Mbl 06bl4HO HasbiBaem «ROM file» (MoryT ObiTb cxaTbl B IMG-dannbl, ecnv OHU CAULLIKOM
fonblmnx pasmepoB). B kommyTaTope 3arpy3oudHble hannbl pa3pelleHo COXpaHAaTb TOMbKO B
ROM.

KommyTatop onpegensetr nyTb M uMMmeHa pgns daunoB 3arpyskm kak flash:/boot.rom wu
flash:/config.rom.

KommyTaTop npegocTtaBnseT nonb3oBaTento Asa pexuma obHoeneHus: 1. BootROM-pexum;
2. TFTP- n FTP-o6HoBReHne B pexume Shell. 911 gBa cnocoba o6HoBNeHus 6yayT onmcaHbl
noApo6HO B crieaytoLwmx AByX pasgenax.

2.5.2. BootROM-obHOBReHue

Ectb oBa metoga onst BootROM-o6HoBneHus: TFTP n FTP, koTopble MOryT 6biTh BbiOpaHbl B
KoMaHgax HacTponkn BootROM.

MNopkn4veHne
yepes KOHCOmMbHbIN Mogknio4veHne
kabenb Yyepes «naty-kopa»

]

PucyHok 2-2. TunnyHasa Tononorusa ans obHoBnNeHns kommyTtaTtopa B pexxume BootROM
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Mpouenypa oGHOBNEHMSA NepeYncrieHa HUXe:
LWar 1.

Kak nokasaHo Ha puCyHKe, UCNONb3yeTCs KOHCOMNbHbIN Kabenb ana nogkntoveHus MK k nopty
ynpaenenns Ha kommyTtatope. [IK gomkeH uMeTb nporpammHoe — obecneveHune
FTP/TFTP-cepBepa, a Takke dann image Heobxoanumblin Ans o6HOBNEHMS.

LWar 2.

Haxmute "Ctrl + B" BO Bpema 3arpy3km KommyTaTopa [Afs NEPEKOYEHUs B  PEeXUM
BootROM-moHuTOpa. Pesynbtat onepaumm nokasaH HuXe:

Boot#
LWar 3.

B BootROM-pexume, 3anyctute "setconfig", utobbl ycTaHoBuTb |P-agpec wn macky
KommyTaTopa gns pexuma BootROM, IP-agpec n macky cepsepa, a Takke Bblbepute TFTP-
unn FTP-obHoBneHna. [Mpegnonoxum, 4to agpec kommyTtaTtopa 192.168.1.1, a agpec
komnbloTepa 192.168.1.2 u Bblbepute TFTP-o6HOBREHME KoHurypauum. 310 6yget
BbIrNA4ETb Tak:

Boot# config
Host IP Address: [10.1.1.1] 192.168.1.1
Server |IP Address: [10.1.1.2] 192.168.1.2
Boot#

LWar 4.

Bkntountb FTP/TFTP-cepep Ha MNK. ns TFTP 3anyctute nporpammy cepeepa TFTP, gna FTP
3anyctute nporpammy FTP-cepsep. lNpexae, Yyem HadaTb 3arpysky darnna obHOBMEeHMs Ha
KOMMyTaTop, NPOBEPbTE COEAMHEHNE MEXY CEPBEPOM YU KOMMYTAaTOPOM C NMOMOLLbIO YTUIUTbI
ping ¢ cepsepa. Ecnv ping ycneweH, 3anyctute komangy "run tftp://" B BootROM-pexunme.
Mocne yero HavyHETCA 3anyck hanna MO HenocpencTeeHHo ¢ TFTP-cepeepa.

Boot# run tftp:nos.img
Loading nos.img ...
Using rtl9311#0 device
TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'nos.img’".
Load address: 0x81000000
LWar 5.
lMocne ygayHon 3arpysku, nponsseante o6HoBNeEHNe kommyTaTopa ns Shell-pexxmma.

2.5.3. ObHoBneHune FTP/TFTP
2.5.3.1. BBegeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) siBnstoTcsa npoTokonamm
nepegayn cannos, oHn oba npuHagnexart K YeTBepPTOMY YPOBHIO (YPOBHIO MPUIIOXEHUN) B
TCP/IP-cTeke NpOTOKOMOB, MCMONb3yeMoOMy ANs nepegayn annos mexay KomnbrTepamu,
y3namu n kommyTtaTopamn. Oba oHV nepeaatoT hannbl B KNMEHT-CepBepHON Mmoaenu. Pasnunua
MEeXAY HMW OnmcaHa HUxXe.

FTP ocHoBaH Ha npoTokone TCP gns obecneveHust HAOEXHON CBSA3WM M TPAHCMOPTUPOBKU
noToKa JaHHbIX. TeM He MeHee, OH He NpefycmaTpuBaeT npoueaypy aBTopumsauumn ns A4ocTtyna
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K dpbarnam n ucnonb3yeT NPOCTOM MeXaHn3M ayTeHTUdukaumm (nepegaeT nma nonb3oBaTens
W naponb Ons ayTeHTUpMKkaumMm B Buae OTKpbITOro Tekcta). Npu ucnonesosaHum FTP gng
nepeaayn bannos, AOMKHbI ObITb YCTAHOBMEHBI BA COEANHEHUS MEXAY KIMEHTOM U CEPBEPOM:
ynpaenstoLiee coeavHeHne u coeamHeHne nepegadv gaHHbix. [anee gomkeH ObiTb nocnaH
3anpoc Ha nepefadvy oT FTP-knveHTa Ha nopT 21 cepBepa And yCTaHOBMEHWS yNpaBnsaoLwero
COEeUHEHUA N COornacoBaHns nepenayn JaHHbIX Yepes ynpasnsollee coeguHeHue.

CyLLl,eCTByeT ABa Tuna Taknx coeauHEeHNN: akTUBHbIE U NaCCUBHbLIE COeANHEHUS.

Mpun akTMBHOM NOAKITIOYEHUN KNUEHT NepedaeT ero agpec u HoMep nopTa Ansa nepegayn AaHHbIX
cepBepy, ynpasnswollee coeduvHeHVe MNOoJAepXKMBaAEeTCA [0 3aBeplUeHusl nepejaynm aTux
OaHHbIX. 3aTeM, Ucnonb3ys agpec M HoOMep nopTa, NpenoCcTaBfeHHbIX KIMEHTOM, cepBep
yCTaHaBnmBaeT coeguHeHne Ha nopT 20 (ecnu He 3aHAT) Ans nepegadn gaHHblx, ecnu nopt 20
3aHAT, CepBep aBTOMaTMYECKU reHepupyeT Apyron Homep nopTa AN YCTaHOBKM COeAMHEHMS.

I'Ipm naccMBHOM NOOKIMKOYEHUN, KIMUEHT Yepes ynpaBndwouiee coegunHeHune npocuTt cepsep
YyCTaHOBUTb NOAKIKOHYEHNE. 3aTtem cepBep co3gaeTt cBomn nopT Ana npocnywmnBaHUA aHHbIX U
yBeaomMmndaeT KrnmeHta O HOMepe 3TOro nopTa, ganee KrneHT yCtaHaBlimBaeT coeauHeHune C
YKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obGecneuvBatowmm cnyx0y nepegauv OaHHbIX 6e3
noaTBepXaeHna JocTtaBkm n 6e3 ayteHTudukauum un astopmsaumm. OH obecneuvvBaet
npaBuIbHY0 Nepefady AaHHbIX NyTeM MexaHu3ma OTMnpaBkv MOATBEPXAEHUS U MOBTOPHOW
nepegayun tanm-ayTt naketos. lNpeumywectso TFTP nepen FTP B TOM, 4YTO nepBbIn ropasago
npoLie n umeeT HU3KNe HaknagHble pacxodbl nepeaayn OaHHbIX.

KommyTtatop moxeT pabotaTtb kak FTP/TFTP-knueHT nnu cepsep. Korga kommyTtatop paboTtaeT
kak FTP/TFTP-knueHT, bannbl KOHUrypaumm m cuctemHble annbl MOXHO 3arpysuTb C
yoaneHHoro FTP/TFTP-cepBepa (310 MOryT ObiTb Kak XOCTbl, Tak U gpyrne KommyTatopbl) 6e3
ywepba ons ero HopMmanbHoM paboTbl. U Takke MOXeT BbITb NONYyYeH CNUCOK halnoB C cepBepa
B pexume FTP-knueHTa. KoOHEYHO, KOMMYTaATOp MOXET TaKkKe 3arpy3uTb TeKkylime
KOH(pUrypaumoHHble annbl n cuctemuble dannbl Ha yaaneHHein FTP/TFTP-cepep (910
MOryT ObITb Kak XOCTbl, Tak W Apyrme KommyTaTtopbl). Korga kommytatop paboTtaeTt kak
FTP/TFTP-cepBep, OH MOXeT obecneunTb 3arpysky 1 BbIrpy3Ky hainsoB ans aBTOpU30BaHHbIX
FTP/TFTP-knueHTOB.

BoT HekoTopble TEPMUHBI, YacTo ncnonbayemoie B FTP/TFTP.
ROM: cokpaweHHo oT EPROM, CI3Y. EPROM 3ameHseT dnew-namsite B KOMMyTaTope.

SDRAM: O3Y B koMmyTaTope, koTopas MCnosb3yeTcs Ans paboTbl CUCTEMbBI U MPOrPaAMMHOIO
obecneyeHus, a TakKe XpaHUNMLLA NOCNeLOBaTENBHOCTUN KOHUIypaLmN.

FLASH: dnew-namate wucCnonb3yetcsa And XpaHeHus annoB cuctembl M dhanna
KOHdourypaumm.

System file: BkntouaeT B cebst 06pa3 cuctembl 1 3arpy3o4HbIn dan.

System image file: dann obpasa cuctembl Bko4aeT B cebsa cxaTble dannbl annapaTHbIX
ApaneepoB, hannbl NporpammMHoOro obecneveHmst, 3To To, 4TO Mbl 00bIYHO HasbiBaeM «IMG filey.
IMG-cbann moxeT 6bITb COXpaHeH Tonbko B FLASH.

Boot file: HeoOxooum ans 3arpy3ku 1 3anycka KommyTaTopa, 3TO TO, YTO Mbl O6bIYHO Ha3biBaEM
«ROM file» (moryT 6bITb CkaTtbl B IMG-hbannbl, ecnu oHn cnuwkom 6onblimx pasvepos). B
KOMMyTaTope 3arpy3o4Hble hannbl pa3peLlleHo CoXpaHaTb B Tonbko B ROM.

Kommytatop onpegenser nyTb M umeHa Ana cdannoB 3arpysku kak flash:/boot.rom un
flash:/config.rom.

Configuration file: Bknioyaet B cebsa cann HayanbHOM KOHUrypauum u anmn Tekyien
KOoHGurypauun. PasHuua B CBOWCTBax Mexagy 3TuMu pavinamm noseonsetr obneryntb
pe3epBHOE KONMpOBaHWE U 0GHOBMEHME KOHPUIypaumn
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Start up configuration file: aTo nocrnegoBaTenbHOCTL KOMaHA, KOHUrypaumm, ucnonb3yemas
npu 3anycke kommyTtaTopa. ®ann HavyanbHOM KOHUIypaumm XpaHUTCA B SHEProHe3aBUCUMON
namsatu. Ecnu yctponcteo He nogaepxueaeTt CF, ann koHUrypaumm XpaHUTCs TOMbKO BO
FLASH. Ecnn yctponcTeo nogaepxusaet CF, dpann koHdurypaumm xpaHnTcs Bo hneLl-namatu
unn CF. Ecnn ycTponcTBO nogaepXvmBaeT MYNbTUKOHUIYpPaLMOHHBLIN ddaln, OHU OOSMKHbI
umeTb paclumpenue .cfg, nma no-ymonyanuto startup.cfg. Ecnu ycTponcTeo He nogaepxueaeT
MYNbTUKOHUIYPaUMOHHBLIN harn, nMs danna HadvanbHOM KOHdUrypauum OOSMKHO ObiTb
startup-config.

Running configuration file: ato Tekywas (running) nocrnenoBaTenbHOCTb  KOMaHA
KOHUrypauum, ncnonb3yemasi KoMMyTaTopoMm. TeKyLLnA KOHPUIYPaLMOHHbLIA hans XpaHuTcs
B onepaTtuBHOM namaTu. B npouecce paboTbl Tekywaa koHdurypauus running-config moxeTt
ObITb coxpaHeHa 13 RAM Bo chreLu-namMaTb KOMaHOOoM «write» unu «copy running-config startup-
config».

Factory configuration file: d¢ann koHdurypaumm, noctaBnsiemMbld C KOMMYTaTOpOM, Tak
HasbiBaembi factory-config. [lna Toro, 4tobbl 3arpy3nTb 3aBOACKOW (hann KoHdurypaumm m
nepesanuncaTb hann HavanbHON KoHdUrypaumm HeobxoomMmo BBeCTU KoMaHabl «set defaulty n
«writey, a 3aTem nepesarpyanTb KOMMyTaTop.

2.5.3.2. Hactpouka FTP/TFTP

KoHdpurypaumm kommyTtatopa kak FTP- u TFTP-knueHTta no4tM oAWHAKoBbl, MO3TOMY
npoueaypbl HacTponku ansg FTP n TFTP B aToM pykoBOACTBE ONMCaHbl BMECTE.

1. Hactpovika FTP/TFTP-knueHTa.
1.1. 3arpyska davinos FTP/TFTP-knueHToMm.

KomaHaa MosicHeHune

Pexunm agpMuHucTpatopa

copy ftp://luser:password@ip|host- | 3arpy3ka dannos FTP/TFTP-knneHToMm
name/remote-filename <destination
filename> [ascii | binary]

copy tftp://ip|host-name/remote-filename
<destination filename> [ascii | binary]

1.2. MpocmoTp gocTynHbIX dharnos Ha FTP-cepsepe.

KomaHpa MosicHeHune

Pexnm agMmHucTpatopa

ftp-dir <ftpServerUrl> MpocmoTp gocTtynHbix chanoe Ha FTP-cepBepe. dopmat
agpeca B AaHHOM cnyvae BbIrNAONT Tak:
ftp://nonb3oBatenb:napons @IPv4|IPv6-agpec

43
(@ arecy




PykoBogcTeo nonb3oBatens cepus QSW-4530

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA

| www.gtech.ru_|
2. Hactponka FTP-cepBepa.
2.1. 3anyck FTP-cepBepa.
KomaHpa NMosicHeHue
Pexum rno6anbHoro koHcgpurypmpoBaHus
ftp-server enable 3anyck cepBepa, KOMaHOa «NoO» BbIKMHOYaEeT

no ftp-server enable

cepsep

2.2. HacTtpowka nmeHn nonb3oBaTtens u napons anga sxona Ha FTP-cepsep.

KomaHpa

MosicHeHue

Pexum rno6anbHOro KOHUrypmpoBaHus

ip ftp username <username> password
[0 ]| 7] <password>

no ip ftp username<username>

HacTtponka MMeHn nonb3oBaTtena v naponsa ans
Bxoaa Ha FTP-cepsep. KomaHnga «no» yganut nms
nonb3oBaTend 1 naposib

2.3. 'ameHeHune BpemeHu oxungaHus F

TP-cepBepa.

KomaHaa

MosicHeHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

ftp-server timeout <seconds>

BricTaBnsieT BpeMs oxuaaHust o paspbiBa CBS3u

3. Hactponka TFTP-cepsepa.
3.1. 3anyck TFTP-cepBepa.

KomaHaa

MosicHeHue

Pexwum rnob6ansb

HOro KoHdUrypupoBaHus

tftp-server enable
no tftp-server enable

3anyck cepBepa,
cepBep

KOMaHA4a «Nno» BbIKMKO4YaeT

3.2. 'ameHeHune BpemeHun oxnganms TFTP-cepeepa.

KomaHpa NMosicHeHue

Pexnm rmobanbHOro KoHcurypupoBaHus
tftp-server retransmission-timeout | BeicTaBnsieT TavimayT 40 peTpaHCnauun naketa
<seconds>
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3.3. Hactporika konuyecTBa pa3 peTpaHcnsuMm [0 TahmayTa Ans HEenoBpeXAEHHbIX
MakeToB.
KomaHpa NMosicHeHue
Pexxum rmob6anbHOro KoHcpurypupoBaHus
tftp-server retransmission-number | YcTaHaBnNuBaeT YMCNo peTpaHcrsaumm
<number>

2.5.3.3. Mpumepsbl HacTpoukn FTP/TFTP

HacTponkn oguHakosbl gnga IPv4- n IPv6-agpecos. Npumep nokasaH Tonbko ans IPv4-agpeca.

PucyHok 2-3. 3arpy3ska nos.img danna FTP/TFTP-knueHToM

CueHapun 1. Vicnonb3oBaHne kommyTaTopa B kadectBe FTP/TFTP-knuenta. KommyTtatop
coeguHsieTca  OOHMM M3  CBOMX MNOPTOB C  KOMMbIOTEPOM, KOTOpbIA  SABMSIETCS
FTP/TFTP-cepepom c IP-agpecom 10.1.1.1, kommyTaTop gencrteyeT kak FTP/TFTP-knueHT,
IP-agpec nHtepdgenca VLAN1T-kommyTaTopa 10.1.1.2. Tpebyetcsa 3arpyanTb cdann "nos.img" ¢
KOMMbOTEPA B KOMMYTATOP.

2.5.3.3.1. HacTpouka FTP
HacTpoika komnbloTepa:

3anyctute nporpammHoe obecneveHne FTP-cepBepa Ha KOMMbIOTEPE U YCTAHOBUTE WMS
none3oBatena "PC" wn naponb "superuser'. [lomectute danmn "12_30 nos.img" B
COOTBETCTBYOLWMI KaTanor FTP-cepBepa Ha KoMMnblOTEpPE.

[anee onucaHa npouegypa HaCTPOMKN KoMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlanl)#exit
Switch(config)#exit
Switch#copy ftp://PC:superuser@10.1.1.1/0/12_30_nos.img nos.img

CueHapum 2. cnonb3oBaHne komMmyTaTopa B kadyectBe FTP-cepsepa. KommyTtaTop paboTaet
KaKk cepBep W MOAKMIOYAETCA OOHMM U3 CBOMX MOPTOB K KOMMbLIOTEPY, KOTOPbLIN sIBNSETCA
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knneHtoM. TpebyeTca nepegatb hann «nos.img» ¢ KOMMyTaTopa Ha KOMMbIOTEP Y COXPaHUTb
ero kak «12_25 nos.img».

[lanee onvcaHa npoueaypa HaCcTPOWkn KommyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-VlanT)#exit
Switch(config)#ftp-server enable
Switch(config)# username admin password 0 superuser

HacTponka komnbloTepa:

3angute Ha kommyTaTop ¢ nodoro FTP-knueHTa ¢ nmeHem nonb3oBaTtens «admin» n naponem
«superuser», ucrnonb3ynte komaHay «get nos.img 12_25 nos.img» anga 3arpysku channa
«NOS.img» C KOMMyTaTopa Ha KOMMbIOTEP.

CueHapun 3. lcnonb3oBaHne kommyTatopa B kadectBe TFTP-cepepa. KommyTtatop
paboTaet kak TFTP-cepBep u coegmHseTcss O4HMM N3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOPbIN
angetca TFTP-knueHtom. Tpebyetcs nepedate hann «nos.img» € KomMyTatopa Ha
KOMMNbIOTEP.

[anee onvcaHa npoueaypa HacCTPOWKN KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#exit
Switch(config)#tftp-server enable

HacTpoika komnbloTepa:

3angute Ha kommyTatop ¢ nboro TFTP-knneHTa, ncnonb3ynte komaHay «tftp» anga sarpysku
«Nnos.img» panna c koMMyTaTopa Ha KOMMbIOTEp.

CueHapun 4. KommyTatop BbICTynaeT kak FTP-KNMeHT gns npocMoTpa cnucka hannos Ha
FTP-cepepe. YCNoBMA CUHXPOHU3ALMW. KOMMYTATOp COEAMHEH C KOMMbLITEPOM 4epes
Ethernet-nopt, komnbtoTep saensetca FTP-cepsepom c¢ IP-agpecom 10.1.1.1; KommyTaTop
BbicTynaet kak FTP-knueHT ¢ IP-agpecom nHtepdgerica VLAN1 10.1.1.2.

2.5.3.3.2. Hactpouka FTP

HacTpoika komnbloTepa:

3anyctute FTP-cepBep Ha kOMMbLIOTEPE U YCTaHOBUTE UMs nonb3oBatensa «PC», n naponb
«superuser».

HacTpoika kommyTtaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlanl)#exit
Switch#copy ftp: //PC:superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
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150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img nos.rom

parsecommandline.cpp

position.doc gmdict.zip

..(some display omitted here)

show.ixt

snmp.TXT

226 ansfer complete.

2.5.3.4. YcTtaHoBKa npuopuTteToB 3arpy3ku IMG-cdannos

Mocne konupoBaHve IMG-file Ha dnew-namaTe KoMmyTatopa, HeobxoOuUMO BbICTaBUTH
npuoputeT 3arpy3kn (kakon IMG-file 6yaeT 3arpyxatbcs B poniv ocHoHoro 10O, a kakon dyaet
B pOSIN PE3EepPBHOrO).

KomaHpa MosicHeHue

Pexum agMuHucTpartopa

boot img <Img file name> | BeictaBneHme napmetpoB 3arpyskn IMG-canna B kayecTse
primary ocHoBHoro N0, koTopoe ByaeT 3arpyxaTbCsi B NEPBYIO ovepeab

boot img <Img file name> | BoicTaBneHne napameTtpoB 3arpy3kn IMG-garina, KOTOpbIN
backup Oyget BbicTynaTb B ponn pesepsHoro O 1 3arpyxaTtbcsa ecnu
3arpyska ocHoBHoro 10O He yganach

show boot-files MpocmoTp 3arpy3o4Hbix IMG-annos (3arpy>xeH B HACTOSALLNN
MOMEHT, ByaeT 3rpy>KeH B posyiv OCHOBHOTO Mocrie nepesarpysku,
BbICTaBMNEH B PONN PE3EBHOI0), a Takke dpansibl KOHUrypaLumm

2.5.3.5. YcTtpaHeHue HeucnpaBHocten FTP/TFTP
2.5.3.5.1. MNouck HeucnpaBHocTten FTP

lMepen Hayanom npouecca 3arpy3ku/ckadmBaHns CUCTEMHBIX (bainoB ¢ MOMOLLLIO NPOTOKONa
FTP HeobxogumMo NpoBepuTb HaNU4mMe coegmMHEHNS MeXOY KIMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLIEeCTBUTb C MOMOLLbIO KOMaHabl «ping». Ecnu axo-TecTupoBaHwe HeydayHo, crnegyet
YCTPaHWUTb HEMONagKkn ¢ coeguHEHNEM.

Cnepytowee coobuieHne, oTobpaxkaeTcsi nNpu ycrnewHon oTnpaBke dawno. Ecrniv oHO He
NOSIBANOCH, NOXanyncra, NpoBepbTE NOAKIIOYEHNE K CETU N NMOBTOPUTE KOMaHOy «Copy» eLle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.
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nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.

close ftp client.

Ecnn kommyTaTtop obHOBNSET hanin NpowwmnBKM Mnu parn HayvanbHOM KOHUrypaumm yepes
FTP, oH He JommkeH nepesanyckaTbCs Noka He nosiBuTcs coobLueHme “close ftp client» nnun "226
Transfer complete» ykasbiBalowmne Ha ycnewHoe oOHOBNEHVWE, B MPOTMBHOM Criyvyae
KOMMyTaToOp MOXEeT ObiTb MOBpEeXAEeH M ero 3anyck byaet HeBo3MoxeH. Ecnv obHoBReHne
yepe3 FTP He ypaetcqa, nonpobynte ewe pas unm ucnonb3ymte pexum BootROM ansa
obHoBNEHNA.

2.5.3.5.2. MNouck HeucnpaBHocTen TFTP

Mepen Havanom npolecca 3arpy3ku/ckadunBaHns CUCTEMHbBIX (hannoB ¢ MOMOLLBI NPOTOKOMa
TFTP Heo6Xx0AnMO NPOBEPUTL HANMYNE COEOAUHEHNSA MEXAY KITMEHTOM 1 CEPBEPOM, 3TO MOXKHO
OCYLLECTBUTb C NMOMOLLbIO KOMaHabl «ping». Ecnn Ha oTnpasBneHHbin echo-request He Obino
norfy4yeHo OTBETa, creayeT yCTpaHUTb HeNnonagku ¢ CoeANHEeHnEM.

Cnepyowee coobuieHne, oTobpaxkaeTcss nNpu ycnewHon oTnpaeke dawnos. Ecrnv oHO He
NosIBUIIOCb, NOXanyncra, NpoBepbTe NOAKMNIOYEHNE K CETU M NMOBTOPUTE KOMAHAY «COpy» eLle
pas.

Begin to send file, please wait...

HUBHSRGRH GRS RH RS RH RGBS H BB RS R G R RS 1Y
File transfer complete.

close tftp client.

Cnepytowee coobuieHne, oTobpaxkaeTcsl Npu ycnewHom nonyvyeHun dannos. Ecrniv oHo He
NOSIBANOCH, NOXanymncra, NpoBepbTe NOAKNIOYEHNE K CETU U NOBTOPUTE KOMAHAY «COpy» eLle
pas.

begin to receive file, wait...
Get Img file size success, Img file size is:14759737(bytes)
P ——
HURHG RS RH G RGRH R RS RH R HGRG R HG RSB H RGBSR H R HGRHEHGRHRHG AR R R TR TR H
File transfer complete.
Recv total 14759737 bytes
Begin to write local file, please wait...
Write ok.
close tftp client.

Ecnn kommyTaTtop obHOBNSET dhanin NpowmnBkM Mnu harnn HayvanbHOM KOHUrypaumm yepes
TFTP, oH He JOMmKeH nepesanyckaTtbCa Nnoka He nosiBuTcst coobuieHne "close tftp client» nnu
"File transfer complete» ykasbiBawowme Ha ycnewHoe OBGHOBNEHWE, B MPOTUBHOM Cry4ae
KOMMyTaTop MOXeT OblTb NOBpPeXAeH u ero 3anyck bynet HeBo3MoxeH. Ecnn obHoBneHue
yepe3d TFTP He ypaetcs, nonpobynTte ewe pa3 unu mucnonbdymte pexumm BootROM gns
OoGHOBMNEHMS.
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2.5.4. Ucnonb3oBaHne ¢new-Hakonutens USB anAa  obOHoBneHusA
ycTpoucTBa
Kommytatop ocHaweH USB-noptom. [Ona obHoBnenus MO Ha koMmyTaTope, a Takke

3arpysKku-BbIrpy3Kku dannos KOHcpurypauum, MO>HO ncnonb3oBaTb BHELLHNI
dnew-Hakonutens USB.

2.5.4.1. NoaroToBKa chnew-Hakonutens USB kK o6HoBNeHUI0.

Ha dnew-Hakonntene USB aomkHbl 6bITb 3anucaHbl gannsl npowmekm IMG-file, ROM-file nnu
apyrve channbl nst TPAHCNOPTMOPOBKN Ha hrew-naMmsTb KoMMyTaTopa. Takke Heobxoaumo
cBobogHoe MecTo Ha hunew-Hakonutene USB ana BeIrpy3ku annos ms driew-namatu
KommyTaTopa. drieu-HakonuTenb OOMKeH BbITh ycTaHoBMeH B USB-pasbem.

YctaHoBuTe dnew-Hakonmtens USB B USB-pasbem. Cuctema aBTOMaTUYECKU BbIMOSHUT
nouck USB. lMlocne Toro, kak new-Hakonutens USB ycTaHOBMNEeH, Moaynb Aparvieepa
aBToMaTMyeckn wuHuumnanuaupyet gpavesep USB. lNoake cuctema MOXeT npouvtatb WUNu
3anucaTtb 3T0T (hneww-Hakonutens USB.

Ecnu cuctema obHapyxmnt USB-Hakonutenb 1 yCReLLHo 3arpy3nT gpamnsep, dyaet otobpaxeHa
cnegyowas nHgopmaums:

Switch#fill_dyn_drive:dcnDrv=usbO0: pFile=usb0:, transFileName=/media/sdal
fill_dyn_drive:dcnDrv=usbO0: pFile=usb0:, transFileName=/media/sdal

%Jan 01 18:01:26.460 2006 %USB_DISK_FOUND: USB Disk <Mass Storage> has been
inserted to USB port 0!

%Jan 01 18:01:26.460 2006 %USB_DISK_PARTITION_MOUNT: Mount
usbO:(type:FAT),size:29862.0MB

2.5.4.2. KomaHgbl ana paboTbl ¢ ¢hnew-Hakonutenem USB

1.KomaHabl npocMoTpa v nepexoaa no pasgenam

KomaHaa MNosicHeHune

Pexunm agmunHucTpatopa

show usb KomaHga pgns  oTtobpaxeHuss uHdopmaumm o  USB
dnew-HakonuTene ¢ ngeHtudukatopom 0

dir usb0:/ MpocmoTp cogepxumoro USB dneww-Hakonutens
cd ushO0:/ BonTtun B KOpHEBOW pa3gen dnew-Hakonutens USB
dir MpocmoTp cogepxmmoro USB donew-HakonuTens, Haxogsch B

nasgene USB

cd usbO0:/<folder name> lMepexoa B nanky, pacnonoXeHHyo Ha dneww-Hakonutene USB

cd MpOCMOTP TEKYIOLLErO MECTOHAXOXAEHMS
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KomaHpa NMosicHeHue
cd flash:/ BosBpalLleHre B kKOpHEBOW pasaen dreLl-namaTn KoMmmyTaTopa

2. KomaHabl TpaHCnopTUPOBKM (hainoB ¢ UCNonb30oBaHUEM (breLl-HakonMTens

flash:/nos.img

KomaHpa NMosicHeHue
Pexunm agmmHucTpaTopa
copy usb0:/nos.img | Konuposaxue MO (IMG-canna) ¢ USB dnew-Hakonutensa Ha

(*)J'IeLIJ-I'IaMFlTb KOMMYyTaTopa

copy
usbO:/vsf_startup.cfg

vsf_startup.cfg

KonupoBaHune (paina koHdurypaumm un3  dnew-namsaTtu
kommyTaTopa Ha USB dnew-Hakonutenb (HaxogouTbCs
HeobXoaMMO B KOPHEBOM pasferne driew-naMmaTv KommyTaTopa)
Takum xxe obpasom MOXHO ckonmposaTb Nodon cdann

usbO:/vsf_startup.cfg

copy flash:/vsf_startup.cfg

KonupoBaHve (panvna KoHdurypaumm wu3 new-namsaTu
kommyTaTopa Ha USB ¢new-Hakonutens (U3 nrodoro pasgena).
Takum xxe obpasom MOXHO ckonmpoBaTb Ntodon cdann

delete usbO:/<file name>

Yananenue danna c doneww-Hakonutena USB

cd flash:/

BosBpalleHne B KOpHEBOW pasaen greLl-naMmaTn KomMyTatopa

Mocne konupoBaHus IMG-channos B dnew-namarb KOMMyTaTopa HeobXogMMo BbLICTaBUTb
napameTpbl 3arpy3ku dannos (cm. n.2.5.3.4).
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3. KOH®OUT'YPUPOBAHUE NMOPTOB

3.1. BBeageHue

Ecnn nonb3oBaTenb XxodeT CKOHGUrypupoBaTb CETEBOW MOPT, OH MOXET BBECTM KOMaHay
«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYHOLUMN PEXMM KOHpUrypauum
nopta, rae <interface-list> cogepxut oaMH unn Heckonbko nopTtoB. Ecnu <interface-list>
COOEPXUT HECKOSbKO MOPTOB, HOMEpa NOPTOB Pa3deNAlTCsa crneunanbHbIMU CUMBONAMN «,» U
«-», rae «,» UCnornb3yeTcs ANs nepedncrieHns NopToB, a «-» And ykasaHusa guanasoHa HOMepoB
nopToB. NMNonoxum, onepaums AomkHa ObiTb BbiNONHeHa Haa noptamu 2,3,4,5. Toroa komaHaa
Oypet BbimsaaeTb Tak «interface ethernet 1/0//2-5». B pexume KoHurypauum nopta MOXHO
NM3MEHSITb CKOPOCTb, PeXnM Aynrekca M HacTpaumBaTb ynpasreHue Tpadukom, npu 3Tom
OaHHble N3MeHeHnsa TPeBYT COOTBETCTBYIOLLNX U3MEHEHMWI HA OTBETHbLIX CETEBbLIX NopTax.

3.2. Cnucok KomaHAa AnAa KoHpurypmpoBaHusi NOpPToB

1. Bxopa B pexum koHdburypauum Ethernet-nopTa.
2. KoHdwurypaums napameTpoB CETEBOrO nopTa.
2.1. KoHurypaums pexuma combo ansg combo nopTos.
2.2. BKNoYMTL/BBIKNOYUTL NOPTHI.
2.3. KoHurypaumsa nmenn nopra.
2.4. KoHurypaums Tmna kabensa Ha nopry.
2.5. KoHurypaumsa ckopoctu 1 gynnekca Ha nopTy.
2.6. KoHpurypaums KOHTpOns nosockl NponyckaHus:.
2.7. KoHdpurypauus ynpaeneHus Tpadydukom.
2.8. BkntoveHune/BbIkntoveHne OyHKUMN pacrno3HaBaHus NeTnu.
2.9. KoHpurypauus KOHTPOMS LWMPOKOBELLATESbHbLIX LUTOPMOB Ha KOMMYyTaTope.

2.10. KoHdurypaums pexmma ckaHMpoBaHuUd nopTa.
2.11. KoHdurypaumsi KOHTPOMS HapyLUEeHUS CKOPOCTK Ha NOPTY.
2.12. KoHdurypaums nHTepBana cbopa CTaTUCTUKKM MO CKOPOCTM nopTa.

3. BupTtyanbHbin TecT kabens.

1. Bxopg B pexum koHpurypauum Ethernet-nopra.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface ethernet <interface-name> Bxog B peXmm KOHUrypauum
Ethernet-nopta
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2. KoHurypaums napameTpoB CETEBOro nopTa.

KomaHpa

OnucaHue

Pexum KoHdurypaumm noprta

media-type { dac-100cm | dac-300cm |
dac-500cm | dac-50cm | fiber-100m |
fiber-10g | fiber-1g }

YcTaHoBka pexmuma SFP+ nopTos

shutdown
no shutdown

BkntoyeHune/BbIKIIOYEHNE YKa3aHHOMO nopTa

description <string>
no description

HasHauyeHue nnu otmeHa nmeHun nopTa

speed-duplex {auto [10 [100 [1000]] |
forcel0-half | force10-full | force100- half
| force100-full | force100-fx [module-type
{auto-detected | no-phy- integrated | phy-
integrated}] | {{forcelg-half | forcelg-full}
[nonegotiate [master | slave]]}| forcelOg-
full}

no speed-duplex

YcTaHoBKa CKOPOCTV M Aynnekca Ha mopTy Ans
100/1000 BASE-TX wnm 100 BASE-FX. C
onepaTopom «no» AaHHasn KomaHaa
BOCCTaHaBNMBaeT  napameTpbl  nmopta Mo
YMONYaHUo, TO €CTb [OrOBOPHYK CKOPOCTb U
aBTOMaTM4Yeckoe onpeaeneHne gynnekca

negotiation {on|off}

BkntoyeHmne/BbiktoueHne OYHKLMM
aBTOMAaTMYECKOro onpegeneHnsa napameTpoB Ans
1000 BASE-FX

bandwidth control <bandwidth> [both |
receive | transmit]

no bandwidth control

YcraHoBKa WNWM OTMEHa 3HavyeHus Monochl
nponyckaHus, NCronb3yemMon ans
BXoAslero/mcxoasiero Tpacdmka Ans ykasaHHbIX
rnopToB

flow control
no flow control

BkntoyeHne/BbikrtoveHne  yHKUMK
Tpadduka Ansa ykasaHHbIX NOPTOB

KOHTpONS

loopback BknioveHune/BbiknoYeHe  yHKUMK netnn  Ana
no loopback yKa3aHHbIX NopToB
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KomaHpa

OnucaHue

storm-control {unicast |
multicast} <Kbits>

broadcast |

BkntoyeHne yHKUMM KOHTPOMS LITOPMOB AJ1S
LUMpOKOBeLaTenbHbIX, MHOronoNbL30BaTENbCKNX
M nepcoHarnbHbIX MAKeTOB C HEU3BECTHbIM
agpecom Ha3HayeHud (kopOoTKMX ons
LUIMPOKOBELLATENbHOMO) U YCTaHOBKA A40OMYCTUMOro
ymucna LwunpokKoBellaTenbHbIX MNakeTos; dopmar
NO pgaHHOM KOMaHObl OTKoYaeT  (PyHKUMIO
KOHTPONS LUMPOKOBELLAaTENbHbIX LUTOPMOB

Switchport flood-control
{bcast|mcast|ucast}

KoHdpuryprposaHue kommyTaTopa He nepeaasaTb
LUMPOKOBELLIATENbHbIE, MHOIOMNONb30BaTENbCKUE
N NepcoHarbHble

no switchport flood-control
{bcast|mcast|ucast}

[MakeTbl B yKasaHHbIM MOPT, «NOo»

OTKITHOYaEeT OAaHHYO (PyHKLUMIO

KoMaHga

rate-violation {all <200-2000000> |
broadcast <200-2000000> | control
{block | shutdown} | multicast <200-
2000000> | unicast <200-2000000> }
<200-2000000>

no rate-violation

YcTaHaBnMBaeT MakCUMarnbHYy CKOPOCTb NpuemMa
naketoB Ha nopTy. Ecnn ckopocTb npuHATUSA
NnakeToB MpeBbIlaeT paspeLleHHy, KomaHaa
BbIKNOYaAET 3TOT MOPT U KOHUrypupyeT Bpems
BOCCTaHoBreHMs1 nopTta (no ymonyaxuio 300 c).
KomaHga «no» oTKMo4aeT yCTaHOBKY.

Pexum rmo6anbHOro KOHUrypmpoBaHusa

port-rate-statistics interval <5-600>

KoHdurypaumst uHTepBana cbopa ctatMcTukm no
CKOpPOCTU

3. BupTyanbHbin TecTt kabens.

KomaHaa

OnucaHue

Pexnm agMmHucTpatopa

virtual-cable-test  interface ethernet

<IFNAME>

BupTyanbHbIn TecT kabensi Ha nopTe
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3.3. MNpumepbl KOHdUrypauum nopTa

KommyTarop 1

1/0/12

KommyTarop 3

PucyHok 3-1. Mpumep koHdUrypaumm nopTa

VLAN He cKOH(UrypupoBaHbl Ha KOMMYyTaTope.

Mo ymonyaHuto ncnonssyetcs VLANT.

KommyTatop MopT CBoucrtBa
Switchl 1/0/7 JlumnT Bxogsawen nonocbl: 50 Mb
Switch2 1/0/8 3epKkanupoBaHHbI MOPT UCTOYHUKA
1/0/9 100 Mbps full, 3epkanuMpoBaHHbIN MNOPT
NCTOYHMKA
1/0/10 1000 Mbps full, 3epkanupoBaHHbIA MNOPT
HasHa4yeHus
Switch3 1/0/12 100 Mbps full

KoHurypauma npusegeHa Huxe:
Switcht:

Switchl(config)#interface ethernet 1/0/7
Switch1(Config-If-Ethernet1/0/7)#bandwidth control 50000 receive

Switch2:

Switch2(config)#interface ethernet 1/0/9
Switch2(Config-If-Ethernet1/0/9)#speed-duplex force100-full
Switch2(Config-If-Ethernet1/0/9)#exit
Switch2(config)#interface ethernet 1/0/10
Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full
Switch2(Config-If-Ethernet1/0/10)#exit
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Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9

Switch2(config)#monitor session 1 destination interface ethernet 1/0/10

Switch3:

Switch3(config)#interface ethernet 1/0/12
Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12) #exit

3.4. YcTpaHeHue HeucnpaBHOCTEN Ha NOPTY

3necb npnBoanNTCA HECKOJIbKO CVITyaLI,I/IIZ, 4acCTO BCTpEeYalkLmnxca npu KOHCbVIpraLl,I/II/I nopTta, n
npegnaratoTcAa nx peLueHna:

[1Ba coeanHeHHbIX ONTUYEeCKNX nHTepdenca He NOAHMMAIOTCA €Cnu OANH NHTepdenc
HacTpPOEH Ha aBToonpefeneHve, a Ha BTOPOM >XECTKO YCTaHOBMEHbI CKOPOCTb W
aynnekc. 3To onpepensaetca ctaHgaptom IEEE 802.3.

He pekomeHayeTca criegywowlas KOHUrypauus: BKNHOYEHUE KOHTpONs Tpaduka u
O[JHOBPEMEHHO YCTaHOBMEHWE NMMUTA A4S MHOronoNb30BaTeNbCKUX NakeToB HA TOM
Xe [MOopTy; YCTaHOBKa OOHOBPEMEHHO KOHTPOMA 3a LUMPOKOBELLaTENbHbIMMU,
MHOroMnosb30BaTENbLCKMMN N MEPCOHarbHbIMU NakeTaMmn C HEM3BECTHbIM Ha3HaYeHneM
N orpaHu4eHuns nornockl Ha nopTy. Ecnn Takne kKoMBMHaL MK ycTaHOBMNEHbI, MPONYyCKHasA
CNocOBHOCTb MOPTa MOXET OKa3aTbCs MEHbLUE OXUOAEMON.

@
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4. KOHOUTYPALUA dYHKLUWU N30NALWNKA MOPTOB

4.1. BBegeHue B (hyHKLUUIO U30NSILUUN NMOPTOB

N3onaunsa NOpPTOB — 3TO HE3AaBUCUMAA NOPTO-OPUEHTUPOBAHHAA (byHKLWIFI, pa60Ta+ou.|,a;| mMexny
nopTamMmun, KOTopada U30NnpyeTt NOTOKM pa3rinyHbIX NMOPTOB ApYyr OT Apyra. C nomoLubto 3TOM

beHKLI,I/II/I nonb30BaTeslb MOXEeT WU30JINpoBaTb

noptel B npegenax VLAN gna coxpaHeHus

pecypcoB VLAN u ycuneHus cekpeTHocTu cetu. [locne Toro, kak ata dyHkuua Oyaer
CKOH(UryprpoBaHa, MopTbl B rpynne M30NMpoBaHHbIX NOpToB GyayT M30nMpoBaHbl Apyr OT
apyra, B TO BpeMs Kak nopTbl U3 pasnu4HbIX rpynn n3onaumm Unm Hen3onupoBaHHbLIX MOryT
nepecbinatb AaHHble OpYyr Apyry COBEPLUEHHO HOpMarnbHO. Ha kommyTatope MoXeT ObITb
CkoHMrypmpoBaHo He Bonee 16 rpynn nsonaumm nopTos.

4.2. CNMcoK KoOMaHA onsi KoHcurypaumm nsonsim nopTos

1. Cospgatb rpynmny U3onmMpoBaHHbIX NOPTOB.
2. [ob6asutb Ethernet-nopTsl B rpynny.
3. OT1o6pasnTb KoHUrypaLumio rpynnbsl N3015umMmM NopToB.
1. CospgaTtb rpynny U3onmMpoBaHHbIX NOPTOB.
KomaHpa OnucaHue

Pexum rmob6anbHoro

KOHdUrypupoBaHus

isolate-port group <WORD>
no isolate-port group <WORD>

Cospgaet rpynny M30nMpoBaHHbIX nopToB. C
onepaTtopoM «no» 3Ta KoMaHga yganset
rpynny n3onMpoBaHHbIX NOPTOB

2. [obasutb Ethernet-nopTbl B rpynny.

no isolate-port group <WORD> switchport

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus
isolate-port group <WORD> switchport | [JobaBnsieT ognH NOpT Mnu rpynny NOpPTOB B
interface [Ethernet | port-channel] rpynny W30SIMPOBAHHbLIX MOPTOB, KOTOpPLIE
<IENAME> OyayT w3onupoBaHbl OT OpPYyrMx MOPTOB B

rpynne. OnepaTop «no» ydansietT oauH nopt

! nnm rpynny nopToB n3 rpynnebi
interface [Ethernet | port-channel] M30MMPOBAHHbBIX NOPTOB
<IFNAME>
56
@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTeo nonb3oBatens cepus QSW-4530

KOHOUTIYPALMA ¢YHKLINU N30NTALMN TTIOPTOB " www.gtech.ru |

3. OT106pasnTb KoHUrypaLuto rpynnbl U3onsSuumM NopToB

KomaHpa OnucaHue

Pexunm agMUHUCTpPATOpa, Pexum rnob6anbHoro KOHd)VIrypVIpOBaHMFl

show isolate-port group [ <WORD> | lMokasbiBaeT KOHUrypaumio
CKOH(PUIYppPOBaHHbIE

Kaxkgow rpynne

rpynn

N30JIMPOBAHHbLIX  NOPTOB, BKIo4ad BCe

rpynnbl

N30MMpPOBaHHbIX NOPTOB U Ethernet-nopTbl B

4.3. TunoBble npuMepbl PYHKLUUN U30NALUUN NOPTOB

1/0/15 | KommyTatop 1

1/0/10

PucyHok 4-1. Tunoskle npumepbl YHKUUK U3018LMM NOPTOB

Tononorusa 1 KoHUrypaumss KOMMyTaTOpOB NOKa3aHa Ha pucyHke Bbiwwe. MopTel €1/0/1, €1/0/10
n e1/0/15 Bce npuHagnexat Kk VLAN 100. TpeGoBaHune 3akntovaeTcs B TOM, 4Tobbl mocrne
BKIMIOYEHNS DYHKLMM M30M1aUMn NOPTOB Ha kommyTaTtope Switch1-nopTel €1/0/1 n e1/0/10 Ha
3TOM KOMMYTaTOpPE HE MOIMM CBA3bIBATLCA APYr C APYroM 1 o6a MOrnun CBs3bIBaTbCA C NOPTOM
€1/0/15, cmoTpsAWMM B CeTb. TO eCTb CBA3N Mexay Ntobbimn napamu downlink-nopToB — HeT,
N B TO Xe BpeMsi cBA3b Mexay nobbim downlink-noptom un uplink - paboTaeT. BbiwecToswmn

NnopT MOXeT paboTaTtb ¢ NoGbLIM NOPTOM HOPMAITLHO.

4.3.1. KoHdurypauma kommyTtaTtopa Switchl:
Switch(config)#isolate-port group test

Switch(config)#isolate-port group test switchport interface ethernet 1/0/1;1/0/10
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5. KOHOUTYPALUUA DYHKUUNA PACIMO3HABAHUA
NETIIU HA MOPTY

5.1. BBegeHue B pyHKLUIO pacno3HaBaHUA NeTnum

C pasBuTMEeM ceTeBbIX YCTPOWCTB BCce Gonblue M Gonblue nonb3oBaTenei noaknoyaTes K
ceTu yepes Ethernet-kommyTaTopbl. B NPpOMBbILLNEHHbIX CETSX NONb30BaTENN NOMyYaT 4OCTYN
Yyepes3 KOMMYTaTopbl 2-r0 YPOBHSI, YTO NpeabsaBnseT cTporne TpeboBaHNs K B3aMOOENCTBUIIO
MeXy YCTPOMCTBaMM Kak BHELLHEW, Tak U BHYTpeHHel ceTu. Koraa TpebyeTcs B3anMoaencTeme
Ha 2-M ypoBHe, COOOLLEHNE AOMKHO OTMNPAaBATLCA TOYHO B cooTBETCTBUMMN ¢ MAC-agpecom ans
KOPPEKTHOM paboTbl Mexay Mnonb3oBaTensmu. YCTPOUCTBA BTOPOro YPOBHSI 3aroMUHaoT
MAC-agpeca, nsy4dast Bxogsme MAC-agpeca NCTOYHMKOB NakeToB M Npu NOCTYNNEHN NakeTa
C HEN3BECTHbIM aApPecoM UCTOYHMKA OHW 3anucbiBatoT ero MAC-agpec B Tabnuuy, 3akpennsas
ero 3a nopTom, OTKyda npuiuen 3ToT nakeT. Takum obpas3om crneaylolmin nakeT ¢ AaHHbIM
MAC-agpecoM B Ka4ecTBe NnopTa HasHauyeHus OyaeT oTnpaBneH cpasy Ha 3ToT nopT. To ecTb
agpec cpasy puKcMpyeTcs Ha NopTy ANS OTNPaBKM BCEX NaKeToB.

Korga naket ¢ MAC-agpecom UCTOYHMKA, YXKEe M3YYEHHbIM KOMMYTaTOpOM, MPUXOOUT vepes
apyrov nopT, 3anuck B Tabnuue MAC-agpecoB n3MeHdaeTca Takum obpasom, YToObl MakeTbl C
OaHHbIM MAC-agpecoM HanpaBnsnucb Yepes HOBbIM NOpT. B pesynbTaTte, ecnn Ha y4vacTke
Mexay ABYMS agpecaTamu cylecTByeT kakaa-nmbo netns, sce MAC-agpeca ns cetv BTOporo
YPOBHs ByayT nepeckbinatbCcs Ha TOT NOPT, rae cywecTyeT netns (06el4HO MAC-agpeca B 9TOM
Cnyyae C BbICOKOW 4acCTOTOM MEPEKNoYalTCa C OQHOro rnopta Ha Apyron), 4To Bbi3biBaeT
neperpysky u notepto pabotocnocobHocTn cetn 2-ro ypoBHs. BoT nouemy Heobxoammo
nNpoBepATb Hanuvume neTnn Ha ceTeBbiX nopTax. Korga Ha nopTy onpegenseTrcs netns,
obHapyxuBLLee ee YCTPOMUCTBO AOMMKHO MocnaTtb npefynpexnaeHune B CUCTEMY yrpaBneHus
CeTbto, NO3BOJIAA CETEBOMY aAMUHUCTPATOPY OBHapYXWTb, NOKann3oBaTb N pewnTb Npobrnemy
B CeTwu.

MockonbKky cucTeMa OBHapyXeHusi neTerle MOXeT aBTOMaTUYeCKM MPUHUMATb PELUEHWUst O
HanuMuMmM NeTny B COEAVMHEHUN U ee UCYE3HOBEHMU, YCTPOMCTBA C (PYHKUMSIMM KOHTPOMS Ha
nopTax (TakMx Kak U30nsuusi MOPTOB W KOHTPOSfb 3a 3anomuHaHvem MAC-agpecoB) MoryT
3HaYUTENbHO CHU3WUTb Harpysky C CEeTeBOro aJMWHUCTpPATopa, a Takke YMEHbLUUTb BPeMs
peakunn Ha Npobrnemy, MUHUMU3NPYS BO3AENCTBME NeTN Ha ceTb.

5.2. Cnucok KOMaHA ans KOHUrypupoBaHus dpyHKUUN
pacno3HaBaHusA NeTnM Ha NopTy

KoHpurypmpoBaHme BpeMeHHOro nHTepBarna pacno3HaBaHus NeTnu.
BkritoueHne dyHKUMK pacno3HaBaHUs NeTnu.

KoHdurypupoBaHune pexnma nopra npu pacno3HaBaHuUM NeTnu.

BbiBOA 0TNago4vHon nHdopmawmMm No pacrno3HaBaHMIo NeTnu.
KoHpuryprpoBaHue pexnma BOCCTaHOBNEHNSA NPWU pacrno3HaBaHUM NeTnu.

ok owbdE
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1. KoHdurypupoBaHne BpEMEHHOIO MHTEPBana pacrno3HaBaHus NeTNN.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

loopback-detection interval-time  {loopback
interval time range <5-300>s} {no loopback
interval time range <1-30>s}

no loopback-detection interval-time

KoHduryprpoBaHue BpeMeHHOro nHTepeana
pacrno3HaBaHusl NeTnun

2. BknioyeHune beHKLl,I/lI/I pacno3HaBaHNA NeTIn.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

loopback-detection specified-vlan <vlan ID>

no loopback-detection specified-vlan <vlan
ID>

BkntoveHne n BblIKJ1l0O4EeHne
pacno3HaBaHuA NeTnu

YHKLUMN

3. KoHdurypupoBaHue pexmma nopTta npu pacnosHaBaHUn neTnu.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

loopback-detection control {shutdown |block}
no loopback-detection control

BknioyeHne n BbIKMOYEHWE OMpeaAeneHHOro
pexuma nopTa npv pacno3HaBaHUn NeTM

4. BblBog 0TNAg0YHOM MHOPMaLUKM MO pacno3HaBaHUIO NETN.

<interface-list>]

KomaHaa OnucaHue
Pexnm agpMmHucTpatopa
debug loopback-detection BoiBOg oTnagoyHom  mMHcopmauum  no
no debug |00pbaCk—deteCti0n paCI'IO3HaBaHVIIO neTnun. C OnepaTOpOM «NOo»
JaHHas KoMaHda MpekpawaeT  BbiBOA
OoTNnago4vHon nHdopmaumm
show loopback-detection [interface | MNokasbiBaeT cTaTyc " pesynbTaThbl

pacrno3HaBaHusl NeTNM Ha BCex NopTax, ecnm
ApyrMx napameTpoB He BBOAMTCS; B
NMPOTMBHOM CIlyYyae MNokasbiBaeTcs CTaTyC U
pesynbTaT pacrno3HaBaHUs neTnvM  Ans
KOHKPETHbIX NOPTOB
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5. KOH(*)I/IprMpOBaHI/Ie pexnmMma BOCCTaHOBIEHUA MNMPU pacno3HaBaHUK NETIIN.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

loopback-detection control-recovery timeout
<0-3600>

KoHdurypupoBaHue pexnma
BOCCTaHOBMEHWS MPpU pacno3HaBaHuUmM neTnm
(aBTOMaTU4ECKOE BOCCTAHOBMEHNE UMW HET)
U BpeMeHN BOCCTaHOBMNEHNS

5.3. NMpumepsl hyHKUUU pacno3HaBaHUA NETNM Ha NOPTY

1/0/1

PucyHOK 5-1. TunnyHbIn npymep NoaKo4YeH s

B npuBeneHHOM HWxke KOHurypauum, KOMmyTaTop onpefensieT CyleCcTBOBaHWe MNeTnu B
Tononoruun cetu. MNMocne BkNOYEHMS OYHKLMM pacno3HaBaHUsl NETNN Ha NOPTY, CMOTPSILLEM BO
BHELLUHIOI CeTb, KOMMYyTaTop OyaeT yBeAOMNSTb MOACOEAMHEHHYI0 CeTb O CyLLEeCTBOBaHUU
NeTnn N KOHTPONIMPOBaTb MOPT KOMMyTaTopa ANns obecnevyeHns HopMarbHOM paboTbl JaHHOM

ceTn.

lMocnepoBaTenbHOCTbL KOHGUIypaumumM KommyTaTopa:

Switch(config)#loopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#loopback-detection special-vlan 1-3
Switch(Config-1f-Ethernet1/0/1)#loopback-detection control block

Ecnu BibpaH meToa 6noKMpOBKM Npy onpeaenennn NeTnu, 4omkeH bbITb rnodanbHO BKIHOYEH
npoTtokon MSTP Ha Bceli ceTn, a Takke OOMKHbI ObITb CKOHOUIYPUPOBaHbLI COOTBETCTBYHOLLME
CBS3M MeXay NpoTokonom ceasytoulero gepesa n VLAN.

Switch(config)#spanning-tree

Switch(config)#spanning-tree mst configuration

Switch(Config-Mstp-Region)#instance 1vlan 1

Switch(Config-Mstp-Region)#instance 2 vlan 2

Switch(Config-Mstp-Region)#
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5.4. PeweHune npobrnem ¢ hyHKUMEN pacno3HaBaHMA NEeTNU Ha NOPTY

(DyHKLI,I/IFI pacno3HaBaHUA METIIN Ha NOPTY BbIKNKOYEeHa MO yMON4YaHUK U OOJDKHA ObITb
BKI1O4eHa npu HeOGXO,EI,I/IMOCTVI.

61

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTeo nonb3oBatens cepus QSW-4530

KOHOUTIYPALMA ¢YHKLIMW ULDP " www.gtech.ru |

6. KOHOUT'YPALUA PYHKLUUU ULDP
6.1. O6wan nidopmaumsa o ULDP

OpHoHanpaBneHHbIN NIMHK — 3TO pacnpocTpaHeHHast npobnema B ceTu, 0cobeHHO Ans
ONTUYECKMX coeauHeHwid. [og ogHoHanpaBreHHbIM COeAMHEHMEM MOHMMAETCs CUTyauus,
Korga OAIvH NopT COeAMHEHNSI MOXET MPUHUMATbL COOBLLEHUS OT APYroro nopTa, a ToT He MOXeT
nonyyaTb Ux OT nepBoro. Ecnu duanyecknii ypoBeHb cCoeavHeHUss ecTb U paboTaeT
HopMarbHO, Npobrema CBsi3n Mexay YCTPoMCTBaMM He MOXKET ObiTb 0BHapyxeHa. Kak nokasaHo
Ha pucyHKe, npobrema OnNTUYEeCcKOro COeAMHEHUSI He MOXeT ObiTb OGHapy)XeHa NocpeacTBOM
MEeXaHN3MOB (P13NYECKOTO YPOBHS, TaKMX Kak aBTOMaTUYeCKOe CornacoBaHne napameTpos.

KommyTtarop A

1/0/1

1/0/2

KommyTartop B

PucyHok 6-1. [NepekpecTHoe NogKoYeHe OBYHaNPaBNeHHOro onNTMYeCKoro coeamHeHns

KommyTtarop A KommyTartop B
1/0/1 1/0/2

KommyTtatop C

PucyHok 6-2. OanH 13 KOHLIOB Ka)aoro AByXHanpaBreHHOro onTUYecKoro COeAMHEHUs He
NoAKIMoYeH

Takon BMAg NpobrieM 4YacTo BO3HMKAET B cuTyauuu, Korga unm uHtepdpenc, unu GBIC (Giga
Bitrate interface Converter — koHBepTep WHTepdenca €O CKopocTbio 1 [BuMT) nmeroT
nporpaMmMmHble Npobrembl, B 3TOM cryvae obopyaoBaHME CTAHOBUTCS HEOOCTYMHbIM UK
paboTtaeT HenpaBunbHO. OQHOHaNPaBNEHHOE COEOVHEHME MOXET BbI3blBaTb LIENYHO CEPUIO
npobrnem, Taknx Kak 3auuKMBaH1e CBA3YOLLEro AepeBa Ui LUMPOKOBELATENbHBIM LWTOPMaM
(broadcast black hole).

ULDP (Unidirectional Link Detection Protocol — npoTokon obHapy>xeHns ogHOHanpaBrneHHbIX
COEONHEHU) MOXET MOMOYb OOHAPYXXNTb HEUCNPABHOCTb, KOTOPAsA BO3HWKAET B CUTyauusiX,
NnepeyvmcreHHblX Bbilwe. B koMmyTaTope, MOAKMOYEHHOM 4Yepe3 OMTUYECKYHD WU MEAHYHo
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Ethernet-nnHnio (Takyto Kak BuTasa napa naton kateropum), ULDP MoOXeT MOHUTOpUTL cTaTyc
dusnyecknx coeguHeHun. B cniyyae, ecnm obHapy>keHO OgHOHanNpaBrieHHOe CoeaMHeHne, OH
nocelnaeT npegynpexaeHne nonb3oBaTensM 1 MOXET BbIKIMHOUYUTL MOPT aBTOMaTUYECKN, NN
BPYYHYIO, B 3aBUCUMOCTN OT KOHdUrypaLmm nonb3oBaTens.

OyHkuma ULDP B kommyTaTope pacnosHaeT yAdaneHHble YCTpoOMCTBa M npoBepsieT
KOPPEKTHOCTb COEOMHEHWUA, UCMOMb3Ys UHTEPAKTUBHYKD CUCTEMY COOCTBEHHbBIX COOOLLEHMIA.
Korga ULDP BkrntoyeH Ha nopTy, MexaHnsMm onpefeneHus crtatyca nopra 3anyckaeTcs, 4YTo
nogpasymeBaeT NOCbINIKY COOBLLUEHNIN pa3nnYHOro BMAA, KOTOPbIE MOCHINAKTCA pasnnyHbIMM
nognporpamMamMy 3TOr0 MexaHuama Ansa NpoBepku craTyca coefuHeHun nytem obmeHa
WHopmMaumen ¢ yganeHHeiMn yctponctBamu. ULDP mMoxeT AnHamudeckn onpenensTb
WHTepBarn, C KOTOPbIM yaaneHHoe YyCTPONCTBO NOCbINaeT CBOM YBEOOMIMEHUA U NOACTpanBaeT
B COOTBETCTBMM C HMM CBOW nokanbHbin uHTepBan. Kpome toro, ULDP o6GecneunBaet
MexaHM3M pecTtapTa, ecnu nopt 6bin 3abnokmposaH ULDP, Takke coeamHeHne MOXeT ObiTb
NpoOBEPEHO elle pas nocne pecrtapta. BpemeHHoOM uvHTepBan MOCbIIKA yBEAOMMEHUA W
pectapta nopta B ULDP moxeT KoHpurypmpoaTtbCs nonb3osatenamum, Takum odpasom ULDP
MOXeT BbICTpee pearnpoBaTb Ha NpobnemMbl COEANHEHNA B PA3NIMYHOM CETEBOM OKPYXEHUW.
MokasaTenem npaBunbHon paboTbl ULDP gBnsetcsa pabota coeguHeHus B AynneKCHOM
pexume, 310 3HaumT, 4yto ULDP BKNOYEeH Ha 0BOMX KOHLUAX COegMHEHMSt U UCMOMb3yeT
OAMHAKOBbLIN METOA aBTopU3aLmm 1 naporsb.

6.2. Cnncok komaHa Ana KoHcpurypmposaHmua ULDP

BkntoyeHne yHkuumn ULDP Ha kommyTaTope.

BkntoyeHne yHkuumn ULDP Ha noprTy.

KoHcpurypaumsa arpeccrBHOro pexnma Ha KommyTtaTope.

KoHdpurypaLmsa arpeccnBHOro pexvma Ha nopry.

KoHpurypaumsa meTtoaa BbIKMOYEHUS OAHOHANPaBNEHHOro COeAUHEHNS.
KoHdourypaums nHtepsana ysegomneHun (Hello messages).
KoHpurypaumsa nHtepsana BOCCTaHOBMNEHNS.

PecTapT nopTta, Bbikto4YeHHOro doyHkumnen ULDP.

[emoHcTpaumoHHasa n otnagoyHas nHgopmaumsa pyHkumm ULDP.

©® N ~LODdDRE

1. BknwodveHne gyHkumn ULDP Ha KomMmyTaTope.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHusa

uldp enable BkntoyeHne wunu  BbIKNOYEHWE  PyHKLUMK

uldp disable ULDP Ha kommyTaTope
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2. BkmoyeHve dyHkummn ULDP Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

uldp enable BkntoyeHne wunu  BbIKNOYEHWE  (PyHKLUMK

uldp disable ULDP Ha nopt

3. KoHdurypauus arpeccrBHOro pexvma Ha KoMmyTaTope.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

uldp aggressive-mode YcTraHaBnuBaeT pexmm paboTbl PyHKUMKN Ha

no uldp aggressive-mode KOMMyTaTope

4. KoHurypaumsa arpeccuBHOro pexunma Ha nopry.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

uldp aggressive-mode YcTraHaBnuBaeT pexmm paboTbl pyHKUMN Ha

no uldp aggressive-mode nopry

5. KoHdurypaums metoga BbIKMOYEHUS O4HOHAMNPaBNEHHOrO COeaUHEHUS.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

uldp manual-shutdown KoHdourypupyet MeToA BbIKITHOMEHNS

no uldp manual-shutdown OQHOHaMnpaB/ieHHOIro coegnHeHnA

6. KoHdurypaumsa nHtepsana ysegomneHmi (Hello messages).

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

uldp hello-interval <integer> KoHturypauma wvHTEepBana yBeOOMIIEHWUN

no uldp hello-interval (Hello messages), amanasoH ot 5 go 100
cekyHA. 3HadeHue no ymondaHuo — 10
CeKkyHA
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7. KoHdwurypauma nHtepsarna BOCCTaHOBMEHUS.
KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

uldp recovery-time <integer>
no uldp recovery-time <integer>

KoHdourypupyeT nHtepsan
BOCCTaAHOBUTENLHOro pectapta. [ljnanasoH ot
30 no 86400 cekyHa. 3HaveHue no
ymonyaHuio — 0 cekyHA

8.

PecTtapT nopTa, Bblknto4eHHOro dpyHkunen ULDP.

KomaHpa

OnucaHue

PexuM rno6anbLHOro KOHUrypmMpoBaHUs NN PEXUM KOHUrypupoBaHuUs nopTa

uldp reset

PecTtapTyeT Bce nopTbl B pexume rnobansHoro
KOH(UrypupoBaHus. PectapTyeT KOHKPeTHbIN
nopT B peXxunme KOHPUrypmpoBaHus nopta

9. [leMOHCTpauMoHHas 1 OTnagoYHas U

Hpopmaumsa pyHkumm ULDP.

KomaHaa

OnucaHue

Pexunm agpMuHucTpatopa

show uldp interface ethernet <IFNAME>

lMokasbiBaeT uHpopmaunto no ULDP. [Onga
otobpaxeHna obwen ULDP uHdopmaumm
napameTpoB HeT. [lpn 3agaHUM KOHKPETHOro
nopta BbiBOOUTCA obwas wHgopMauma wu
MHopMaums o coceasix No JaHHOMY NopTy

Debug uldp fsm interface ethernet
<IFname>

no debug uldp fsm interface ethernet
<IFname>

BkntoyeHne  vnu  BbIKMNIOYEHME  BbiBOAA
OTNago4vYHON MHGOpMaLMK No onpeneneHHoMy
nopTty

debug uldp error
no debug uldp error

BkrntoyeHne wnm  BbIKIHOYEHWE OTNAA04YHON
nHdopMaumm 06 owmbkax

debug uldp event
no debug uldp event

BkrtoyeHne wnuM  BbIKIIOYEHUE OTNago4YHOMN
MHdopMaumn 0 cobbITUAX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BknoyeHne  unu  BbIKITOYEHWE — BbIBOAA
0TNagoyHOM MHAOPMaLmMmM No TUMNy coobLLeHni
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KomaHpa OnucaHue

debug uldp ({hello|probelecho| unidir|all} | BknioyeHne wunu  BbIKAOYEHME  BbIBOAA
[receive|send] interface ethernet aetanbHon uHdopmaumm 06 onpeaeneHHoOM
TMne coobLLEeHMI, KOTOPblE MOryT MoCbiNaTbCs
U1 NPUHMMAaTbCA Ha onpeaeneHHoOM nopTy

<|Fhame>

no debug uldp {hello|probelecho| unidir|all}
[receive|send] interface ethernet <IFname>

6.3. TunoBbie npumepbl PyHKuuu ULDP

MK 1

il

1/0/1

1/0/3 nK2

Y A4

KommyTtartop B 1/0/4 7

PucyHok 6-3. lNepekpecTHoe NogKtoveHne gByHanpaBneHHoro onTM4YeCckoro coeamHeHns

B ceteBon Tononormn Ha pucyHke nopt 1/0/1 Ha kommyTatope A, a Takke nopt 1/0/3 Ha
koMmmyTaTtope B — ontuyeckue. Yl coeamHeHne nveeT nepekpecTHbIv Tun. PUsnyeckuii ypoBeHb
BKIOYEH 1 paboTaeT HopMarbHO, HO COeAMHEHME Ha YPOBHE AaHHbIX HepaboTocnocobHo. ULDP
MOXeT onpefenutb M 3abnokMpoBaTb TakoW TWUM OWMOKM Ha coeguHeHun. KoHeuvHbIM
pesynbtatom Oyget T0, uTo nopT 1/0/1 Ha kommyTaTope A, a Tarke nopt 1/0/3 Ha komMmyTaTope
B 6yoyr 3abnokupoBaHbl ¢yHkumen ULDP. T[lopTtbl cmoryt pabotate (He 6yayT
3abnoknpoBaHbl) TONbKO €CN coeanHeHne ByaeT KOPPEKTHBIM.

MocnegoBatenbHOCTL KOHGUrypaumm kommyTtatopa A:
SwitchA(config)#uldp enable
SwitchA(config)#interface ethernet 1/0/1
SwitchA (Config-If-Ethernet1/0/1)#uldp enable
SwitchA (Config-If-Ethernet1/0/1)#exit

MocnegoBatenbHOCTL KOHGUIypaumm kommyTtaTtopa B:
SwitchB(config)#uldp enable
SwitchB(config)#interface ethernet1/0/3
SwitchB(Config-If-Ethernet1/0/3)#uldp enable
SwitchB(Config-If-Ethernet1/0/3)#exit
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B pesynbTtate nopt 1/0/1 Ha kommyTatope A 6yaet 3abnokupoBaH dyHkumen ULDP un Ha
aucnnee TepmuHana PC1 noasutca crnegytowasa nHpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/1 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/1 shut down!

MopT 1/0/3 Ha kommyTaTope B ByaeT 3abnokmpoBaH dyHkunen ULDP n Ha gucnnee TepmuHana
PC2 nosiBuTCs cnegytowian nHdopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/3 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/3 shutted down!

6.4. YcTpaHeHue Henonapok pyHkuumn ULDP
3ameyaHns No KoHUrypaumm:

o [1ns yBepeHHoCTH, 4TOo ULDP cmoxeT onpeaenuTb, YTO OAUH N3 ONTUYECKUX NOPTOB He
NOOKIMIOYEH MW MOPTbl HEKOPPEKTHO COEAMHEHbI, MOPTbl LOMKHbI paboTaTb B
OYMMEKCHOM PeXMMe N UMETb OANHAKOBYI CKOPOCTb.

e Ecnu mexaHnam aBTOMaTU4eCKOro onpenerieHns napameTpoB OMTUYECKUX MOPTOB,
OAMH U3 KOTOPbIX BKIHOYEH HEKOPPEKTHO, ornpeaenuT paboyni pexuMm U CKOpOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3@aBUCMMOCTM OT TOMO, BKIOYEH OH Mn
HeT. B AaHHOM cuTyauumn NopT NomMeYvaeTcs Kak BbIKIIOYEHHbIN.

e [Ina yBepeHHOCTM B TOM, YTO OTBETHbIA MNOPT KOPPEKTHO CKOHMUIrypupoBaH W
ofHOHanpasneHHoe coeaiMHeHne CMOXeT BblTb KOPPEKTHO onpeaeneHo, Heobxoanmo,
yToObl Ha oboumx KoHuax coeguHeHusi ULDP ©Obin BkMOYEH M MCMNofb3oBarcs
OJVHaKOBbIV MeTOA aBTOpMU3aLmMn 1 napons. B Hawem npumepe naposns ¢ 06enx CTOpoH
He yCTaHOBIEH.

e WVHtepBan otnpasBku hello coobwieHnn moxeT OblTb M3MeHeH (3To 10 cekyHa no
ymonuyaHmio n konebnetca ot 5 go 100 cekyHa), Tak yto ULDP moryT ObicTpee
pearnpoBaTb Ha OLIMOKN MOAKMYEHUS NMHUIA B PasfnyHbIX YCroBusx paboTbl ceTu.
Ho aToT nHTepBan gomkeH 6biTb MeHbLle 1/0/3 oT BpeMeHn koHBepreHummn STP. Ecnu
WHTepBan CNULIKOM ANWHHbIA, netna STP 6yaet cdhopmupoBaHa o toro, kak ULDP
OBHapPYXUT WM OTKMIOYMT MOPT OAHOHaNPaBMEHHOro coeauvHeHusa. Ecnn mHTepsan
CMNULLKOM KOPOTKUW, ceTeBas Harpy3ka Ha nopT OydeT yBenuyeHa, 4YTO O3Hayaet
CHMXeHne nponyckHon cnocobHoctn. ULDP He obGpabatkiBaeT cobbitus LACP. OH
obpabatbiBaeT kaxgoe coeguHeHne rpynnel TRUNK (Hanpumep, port-channal,
TRUNK-noptbl) Hesasucumo Apyr oT pgpyra. ULDP He paGoTaeT c noxoxumu
npoToKonamMu Apyrux nponssoauTenen. ITo O3Ha4aeT, YTO Nonb3oBaTeNn He MOryT
ncrnone3oBaTtb ULDP Ha ogHOM KOHUE 1 MCnonb3oBaTb Apyrne NogobHble MPOTOKONbI
Ha OpyromMm KoHue coegunHeHusi. ULDP dyHKUMA OTKNtoYeHa no ymonyauuio. locne
BktoueHnsa dyHkumm ULDP B pexume rnobanbHOro KoHdurypmpoBaHusi MOXHO
BKITOMUTb BbIBOA, OTNado4HbIX cooblleHni. CylecTByeT HECKONbKO KOMaHA OTNaaKu
(DEBUG) pna BbiBoga oOTnagoyHon uHdopmaumn. Hanpumep, wuHGopmauuio o
COBbITUAX, COCTOAHUM, owmnbBKax M coobuleHuax. PasnuuHble Tunbl OTNAgOYHbIX
coobLeHnin Takke MOryT ObiTb BbiBE4EHbI B COOTBETCTBMM C PA3NNYHBbIMWN 3HAYEHUSAMU
napameTpoB.

e Tanmep BOCCTAHOBIIEHWS NO YMOYAHMIO BbIKIIOYEH Y MOXET ObITb BKIOYEH TOMBLKO B
crny4ae, Korga nonb3oBaTtenb 3agan Bpems BocctaHoBnenna (o1 30 go 86 400 cekyHA).

KomaHaa pectapTa u MexaHn3M repesarpysku nopTa BO34EeNCTBYIOT TOMbKO Ha NOPT, KOTOPbIA
Ob1n BbIKNtoYeH dyHKkumen ULDP.
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7. HACTPOUKA ®YHKLUWUU LLDP
7.1. O6wme cBegeHns o cpyHkumum LLDP

lNMpoTokon wuccnegosaHusa coeanHuTernbHoro yposHs (Link Layer Discovery Protocol —
LLDP) — aTO HOBbIM NPOTOKOM, oOnucaHHblM B cheundukaumm 802.1ab. OH nossonseT
COCeHMM YCTPOMCTBaM MocbifiaTh YBEAOMIEHNSA O CBOEM CcTaTyce APYrMM YCTPOMUCTBaM U Ha
BCeX noprax noboro ycTponcTea coxpaHaTb MHpopmaumio 06 atom. Ecnv Heobxogmmo, nopThbl
Tak >xe MOryT nocbinaTe MHOpMaLmio 06 M3MeHeHUN ctTaTyca yCTpoOMCTBaM, HeNoCcpeaCTBEHHO
NOAKMOYEHHbIM K HUM. OTa MHdopmaums byaet coxpaHeHa B cTanHAapTHbiXx MIB SNMP.
Cuctema ynpaBneHusi CeTbio MOXeT NPOBEPSATb COCTOSHUE COeUHEHUI BTOPOro YPOBHSA MO
nHdopmaumm ns MIB. LLDP He KoHGUrypupyeT unm KOHTPONMPYET 3NIEMEHTbLI CETU UIN NOTOKN,
OH TOMbKO ONWUCbIBaeT KOHUrypaumio BTOpOro yposBHs. B cneundumkaumm 802.1ab Takxe
OnucbIBaeTcs, kak ucnonb3yetca nHdopmauus, npegocrasnsemas LLDP ans obHapyxeHus
KOHSIMKTOB Ha BTOPOM YypoBHe. WMHCTUTYT ctanHgapTtusaumu (IEEE) B HacTosilwee Bpems
NCNOnb3yeT CyLLECTBYIOLLYIO (OU3NYECKYIO TONOSOMNI0, MHTEepdenchl n Habopbl MIB IETF.

YnpoweHHo, LLDP — npoTokon o6HapyxeHuss cocegHux yctponcts. OH onpegenset
cTaHdapTHbIi MmeToh, nossonsiowmn Ethernet-yctponcteam, Takum, Kak KOMMYTaTopbl,
MapLUpyTM3aToOpPbl U TOYKM 4OCTYyNa yBEAOMIIATbL O CBOEM CYyLLECTBOBAHUM OpYyrue yanbl CeTU K
COXpaHATb WHpopmaumio o060 Bcex cocedHux ycTpoucTBax. Kak creacsue, getanbHas
MHpopMauma O KOHdUrypauum yCTpOMCTBaA M O HaWAEHHbIX coceasdx MOXeT 06bABNATLCA
nocpeacTBOM AAaHHOIo NpoToKonNa.

B uvactHoctn, LLDP onpegensetr coctaB OCHOBHOMO WHMOPMALNOHHOIO 0OObABNEHUS,
nepegady oObsaABNEHMA W MeETOL COXpaHeHust AaHHoW wuHdopmaumn. [Ons obbasneHus
COBCTBEHHOW  MHOPMauMM  YCTPOMCTBO  MOXET  MNocbllaTb  HECKOSNbKO — YacTewn
MHdopmMaumoHHoro obbsiBreHns B ogHom LAN-nakeTe gaHHbIX. Tyun nepegayn onpegensercs
3HayeHnem nona TLV (Type Length value — 3HayeHuMe pgnvHbl TMna). Bce ycTponcTBa,
nogaepxusatowme LLDP, pormkHbl noggepxuBatb onoBelleHns o wugeHtudukatope (ID)
YCTPOMCTBaA U maeHTudmukaTope noprta, HO npegnonaraetcs, YTo OOMbLIMHCTBO YCTPOWCTB
noggepxusatoT onoselleHnss 06 MMEeHW CUCTeMbl, ee OnMcaHuM U MNpPOU3BOAUTENBHOCTU
cucteMbl. OnoBeLLeHMs C OnMcaHneM CUCTEMbI U O NPOU3BOAUTENBHOCTM CUCTEMbI MOTYT TaKXe
copepxaTb NnonesHyo nHdopmaLmio, Heobxoammyto Ans cbopa nHopmMaLmmn 0 NOTOKax B CeTH.
OnucaHne cucteMbl MOXeET BKMNOYaTb TakMe AdaHHble Kak MornHoe ums obbaBnsemMoro
YCTPOWCTBA, TUMN YCTPONCTBA, BEPCUS €ro onepaumMoHHON CUCTEMbI U TaK garnee.

Mpotokon LLDP nossonseTt ynpoCTuUTb NOUCK Npobnem B KOPNopaTUBHOW CETWU, pacluMpuTb
BO3MOXHOCTU WHCTPYMEHTOB YMNpaBrieHNs CeTblo MyTeM onpefeneHus U XpaHeHUs TOYHOW
CeTeBOW CTPYKTYpbI.

MHorve Tunbl nNporpaMm ynpaBrneHUsl CeTblo UCMOMb3yT (YHKUMIO aBTOMAaTUYECKOro
obHapyxeHus («Automated Discovery») onst OTCNeXXmMBaHNS U3MEHEHNN U TEKYLLIETO COCTOSHNSA
TONOJSIOMMN, HO BONBLUMHCTBO N3 HUX paboTaeT TONbKO Ha TPETbEM YPOBHE U B NyYLLEM Cry4vae
KnaccudunuympyeT yCTPONCTBA NO UX NOACETAM. OTU JaHHbIE CAINLLKOM NPUMUTUBHbI, MO3BONSAIOT
oTcnexuBaTb TOSNbKO Ga3oBble COObLITUA, Takne kak gobaBneHue unu yaaneHve YCTPOWCTB
BMECTO AeTarnbHOM MHpopMaLUnmM O HAX U O TOM, KaK YCTPOMCTBA B3aUMOOENCTBYHOT C CETbIO.

NHdopmauus, cobpaHHasa Ha 2 ypoBHe, COOEPXUT CcBedeHust 00 yCTponcTBax, Ux noptax n o
TOM Kakme KOMMYyTaTopbl C Kakumu coeauHeHbl M T. N. OHa Tak e MOXeT MnokasbiBaTb
MapLUPYyTbl MEXAY KNMeHTaMu, KOMMyTaTtopamun, MapLUpyTu3aTopamMmm n ceTeBbIMN CEpBEPaMU.
Takve gaHHble 0YeHb BaXkKHbl AN onpeaeneHnst n uccnegoBaHns MCTOYHMKA NpobremM Ha ceTw.

LLDP 4gBngetcd mMonesHbiM WHCTPYMEHTOM YynpasBneHusd, npeaocTaBnsAlnWnM  TOYHYIO
NH(OPMALMIO O 3epKanupoBaHUN CeTu, OTOBpaKeHWM MOTOKOB AAHHbLIX U MOUCKE CeTeBbIX
npobnem.
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7.2. Cnncok komaHa Ana KoHcpurypmposaHus LLDP

BkntoveHne LLDP Ha ycTponcTse.
BkntoveHne cdyHkuumn LLDP Ha nopTy.

BkntoveHne yHkuumn TRAP Ha noprTy.

©CeNOOO~WODdDRE

=
©

11.

KoHdpurypaumsa ctatyca LLDP Ha nopTy.

KoHdpurypaumsa nHrepeana obHoBneHns coobuennin LLDP.
KoHdpurypaumsa MHOXUTENsI BpEMEHM NoAAEPKKN coobLueHnn LLDP.
KoHdurypauusa sagepxkn otnpaBkm 06HOBNSIOLMX COOOLLEHWIA.
KoHdurypaums nHtepsanos nocbiikn TRAP-nakeTos.

KoHdurypaums AoNONHUTENbHBIX NapamMeTpoB MHGOpMaUun st OTNPaBKM Ha MopTy.
KoHdurypaums pasmepa namatu, MCNosnib3yeMon Ans XxpaHeHms Tabnuu Ha nopTy.
KoHdurypaums aenctenin npy nepenoniHeHMM NaMsaTh 4na Tabnuubl Ha NopTy.

12. OTobGpaxeHne oTnagovHon nHdopmMaumm no yHkummn LLDP.

1. BknioveHue LLDP Ha ycTpouncTse.
KomaHpa OnucaHue
Pexum rmobanbHoro KoHdgpurypupoBaHus
lldp enable OO0LLee BKNHOYEHWE/BbIKNIOYEHME
lidp disable
2. BkntoyeHune yHkumm LLDP Ha nopTy.
KomaHaa OnucaHue
Pexum KoHdurypupoBaHusa nopTa
lIdp enable Bkntouenwne/BbikntoveHne dyHkumm LLDP Ha
lidp disable nopty
3. KoHdurypaums ctatyca LLDP Ha nopty.
KomaHaa OnucaHue
Pexunm KkoHdurypupoBaHusa nopTta
lldp mode (send|receive|both|disable) Eﬁgi)mrypaum pexuma paboTbl PyHKUUN
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4. KoHdurypaumsa nHtepsana obHoBneHns coobwieHnn LLDP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

lldp tx-interval <integer>
no lldp tx-interval

KoHdurypauma wHTepBana o6GHOBRNEHUS
coobuleHnn LLDP kak onpeneneHHou
BESTMYUHBI NN 3HAYEHUS MO YMOSTHaHUIO

5. KoHdurypauma MHOXUTENS BpeMeHU nogaepxkm coobeHmi LLDP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

lldp msgTxHold <value>
no lldp msgTxHold

KoHdwurypaumss  MHOXUTENA  BpPEMEHM
NoAanEePXKKN coobLeHun LLDP Kak
onpeaeneHHoOn BENUYUHBbI UK 3HAYEeHUs
no yMOJS4aHuo

6. KoHdurypaums 3agepxkm oTnpaBkm 06HOBSOLMNX COOOLLEHMIA.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

lIdp transmit delay {<1-8192>second}
no lldp transmit delay

KoHdurypaums 3a4epPXKKN OTnpaBku
OOHOBAAIOLLMX coobLLEeHN Kak
onpeaeneHHon BeNMYMHbI UKW 3HaYeHMUs
no yMonyaHuio

7. KoHdurypaums nHtepsanoB nocoirikn TRAP naketos

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

lIdp notification interval

3600>second}
no lldp notification interval

{interval

time<5-

KoHturypauma  nHTepBanoB  MOCbLISIKA
TRAP-nakeToB Kak onpeaerneHHomn
BENNYMHbI UM 3HAYEHUSA MO YMOSTYaHMUIO

(@ arecy

70



PykoBogcTeo nonb3oBatens cepus QSW-4530

HACTPOWKA ®YHKLN LLDP

8. BknoyeHve dyHkumn TRAP Ha nopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lldp trap <enable|disable>

BkntoveHune/BbiknoveHne gyHkummn TRAP
Ha nopTty

9. KoHdurypauus 4ONONHUTENbHBLIX NapamMeTPoB MHpopMaLMK ANt OTNPaBKK Ha NMOPTY.

KomaHpa

OnucaHue

Pexum KoHdurypupoBaHusa nopTta

lldp transmit optional tlv
{portDesc | sysName | sysDesc | sysCap}
no lldp transmit optional tlv

KoHdurypaums OOMNOSTHNTENBbHbIX
napamMeTpoB MHGOpPMaUUn isi OTAPaBKK
Ha MNOPTY Kak onpegeneHHOW BenUYUHbI
WAN 3HAYEHUS MO YMOMYaHMIO

10. KoHdpurypaumsa pasmepa namsitv, UCNONb3yemMomn AN XpaHeHusa Tabnuy, Ha nopTy.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

lIdp neighbors max-num <5-500>
no lldp neighbors max-num

KoHdurypaums pasmepa namsTu,
NCNosnb3yemMon Ans XpaHeHus Tabnuy Ha
NnopTy Kak onpeaeneHHOW BENUYUHbBI UMK
3HAYeHMs NO YMOMYaHMIO

11. KoHdurypauus gerncTBmi Npy NepenosiHEHNN NnamMaTn ansa Tabnuusl Ha NopTy.

KomaHaa

OnucaHue

Pexunm koHdurypmpoBaHus nopTta

lldp tooManyNeighbors {discard | delete}

KoHdurypaums OEencTeni npu
nepenonHeHnn namsaTn gna Tabnuubl Ha
nopTty
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12. OTobGpaxeHne oTnago4Hon nHpopmaumm no pyHkunmn LLDP.
KomaHpa OnucaHue
Pexunm agmmHucTpatopa

show lidp OTobGpaxeHne Tekywen KoHdUrypauum
dyHkumm LLDP

show lldp interface ethernet <IFNAME> OtobGpaxeHne MHdopmaummn o]
KOH(urypaumm LLDP Ha KOHKpeTHOM
nopTty

show lldp traffic

OTtobGpaxeHne wHdopMaumm o000 Bcex
cyeTymMKax

show lldp neighbors interface ethernet
<IFNAME>

OtobpaxeHne wuHpopmaumm o LLDP

coceaax Ha AaHHOM MopTy

show debugging lldp

OT1obpaxeHne Bcex NOPTOB C BKIMNOYEHHOM
dyHKumen otnagku LLDP

Pexunm agMuHucTpatopa

<IFNAME>
no debug lldp packets interface ethernet
<IFNAME>

debug lldp BkntoyeHune/BbikntoueHNe BblBO4A
no debug Ildp oTnago4vHon nHdopmauum LLDP
debug lldp packets interface ethernet BkntoyeHue/BbikoYeHNe BblBOAA

OTNago4YHoON NHdopMaL MM O OTrpPaBKe UNu
npuveme naketoB LLDP Ha nopTy mnu Ha
KOMMyTaTope

Pexnm KkoHdurypupoBaHus nopTta

clear lldp remote-table

OuwuncTtka Tabnmubl coceaen Ha nopTy
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7.3. TunoBoun npumep dyHkuum LLDP

KommyTarop A

KommyTtatop B

PucyHok 7-1. Tunosow npumep koHdurypaumm pyHkummn LLDP

Ha cxeme ceTeBown Tononornm, npuBeAeHHOM Bbilwe, nopT 1,3 Ha KommyTaTope B nogkntodeH K
nopty 2,4 kommytatopa A. lNMopT 1 kommyTaTopa B ckoHurypupoBaH B pexume npuema
naketoB. Onumsa TLV Ha nopTy 4 kommyTaTopa A ckoHdurypmposaHa kak portDes n SysCap.

KommyTtaTtop A. lNMocnegoBaTenbHOCTb KOMaHA KOHUrypaumu:
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/0/4
SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit
KommyTaTtop B. NocnegoBaTtenbHOCTb KOMaH4, KOHGUIypaunm:;
SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

7.4. YcTpaHeHue HeuncnpaBHocTen cpyHkuum LLDP

®OyHkuma LLDP no ymonuaHuio BbikntoveHa. [locne ee BKAYEHUS B pexume rnobanbHOro
KOHUIrypupoBaHus, MNonb3oBaTeNnM MOryT BKIOYUTL pexum oTtnagkn «debug lldp» ana
NPoBeEPKM OTragoyHon MHopmauun. Mcrnonb3ys komaHgy «show» dyHkuum LLDP mMoxHO
BbIBECTU WMHGOPMALMIO O KOH(UrypMpoBaHuM B rnobanbHOM pexume KOHUIypupoBaHus,
nnbo B pexmme HaCTPOWKM MHTEPGENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. Oowume ceBepgeHun o Port channel

[ns noHnmaHusa TepmuHa nopT-kaHana (Port channel) Hago BBeCTM NOHATME rPyMnbl NOPTOB.
Mpynna noptoB — 37O rpynna usndecknx nopToB Ha KOHAUIypaumoHHOM ypoBHE. TorbKo
dunsnyeckne nopTbl B rpynne nNopToB MOryT ObiTb YacTbo 0ObEAUMHEHHOrO KaHana v cTaTb
yyactHukamum Port channel. Jlornyecku rpynna nopTos ABMAsieTCA He NOPTOM, @ HAGOPOM NOPTOB.
Mpn onpefeneHHbIX YCnoBusax gmsndeckne NopTbl B rpynmne nopToB NO3BOMAAT NOCPEACTBOM
o0beanHeHus noptoB cchopmmpoBaTth Port channel, koTopbii 0bnagaeT BceMu CBOMCTBaMU
fiorM4yeckoro nopta M Takum o0OpasoOM CTaHOBUTCA HE3aBUCUMbIM FIOTMYECKMM  MOPTOM.
Arperauus nopToB — 3TO abCTpakTHOE NOHATUE, NoapasymeBatoLlee no cobor obbeguHeHne
Habopa NopToB C OOUHAKOBLIMW CBOMCTBaAMU B fordeckuin nopt. Port channel — ato Habop
P13MYECKNX MOPTOB, KOTOPbIM JIOTMYECKN UCMONb3YEeTCA Kak 0anH omamyeckuin nopt. OH MoxeT
NCnonb30BaTbCA MNOMb30oBaTeNieM Kak Ob6bluHbIN NOPT. OH HE MOXET He TONnbko [00aBuTb
NPOMNYCKHOM CMOCOBHOCTM Ha CeTb, HO U CNOCOBEH 0BecneynTb pe3epBMpOBaHNE COEANHEHNI.
O6bl4HO ObbeauHEHWE MNOPTOB  MCMOMNb3YeTCHd, Korga KOMMYTaTop  MOAOKIHYEH K
MapLUpyTU3aToOpPy, KNMMEHTCKON CTaHLUK U ApYyruM KOMMyTaTopam.

KommyTtatop A

KommyTtarop B

PucyHok 8-1. ArpermpoBaHne nopTos

Kak nokasaHo Bbiwe, kommyTaTop SwitchA o6beguHun noptbl B Port channel. NMponyckHas
nonoca Port channel paBHa cymme nNponyckHbIX CMOCOBHOCTeN 4deTbipex nopTtoB. Koraga
Heobxoanmo nepegaTb Tpaduk ¢ kommyTaTopa SwitchA Ha SwitchB, pacnpeaenenne Tpaduka
Oypet onpegenaTbca Ha ocHoBe MAC-agpeca UCTOYHMKA U mnagwero 6uta MAC-agpeca
npuemMHuka. B pesynbTaTe Bbl4MCNEHNI ONpeaensieTcsl, kakon nopT OygeT nepegaBaTb TpauK.
Ecnn ognH nopt B Port channel HencnpaseH, Tpaduk OygeT nepepacnpenensitbCs Ha gpyrue
nopTbl MOCPEeACTBOM anroputma pacnpegeneHus. [aHHbin anropuTM nogaepxuBaeTcs
annaparTHo.

KommyTaTtop npegnaraet gsa Metoda koHdurypauum oobeamHeH1st NOpTOB: pyYHOE co3daHne
Port channel n guHammnyeckoe nocpencTBOM NPOTOKOMA KOHTPONS 00beAUHEHUS COEANHEHUI
(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TONbKO AS1S1 MOPTOB,
paboTalowmnx B pexmmMme nomHoro gynnekca.

[nsa npasuneHon paboTtel Port channel Heobxoaumo cobnoaath criegyowmne ycrnoBus:
e Bce noptbl paboTaloT B pexxume nosiHoro gynrekca.
e Bce nopTbl UMEIOT OONHAKOBYH CKOPOCTb.

e Bce nopTthl gaBngoTCa noptamu goctyna u npuHagnexat ogHomy VLAN, unu Bce oHu
ABNATCHA TPAHKOBBLIMW MOPTaMU U OHW BCe MBpraHbIe NOPThI.
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e Ecnn Bce nopTthl SBNSAOTCS  TPAHKOBbIMKA UMM TMOpuAHbIMK,  TOorada
CKOHpurypmpoBaHHbie Ha Hux gonyctumble VLAN n ocHoBHoM VLAN gomkHbl ObiTb Y
BCEX OANHAKOBbLIMMU.

Ecnun Port channel ckoHurypmpoBaH Ha KOMMyTaTope BPYYHYIO UNN AMHAMUYECKNU, cucTeMa
aBTOMaTMYeCKN HasHa4yaeT NopT C HaMMEHbLUMM HOMepOoM MacTep-noptom Port channel’a.
Ecnn Ha komMmyTaTope akTMBUPOBAH MPOTOKOMN spanning tree, NpOTOKOMN MNOCTPOEHUS AepeBa
BocrnpuHumaeT Port channel kak norndeckun nopT wn nocbinaet BPDU-nakeTbl 4epes
MacTep-noprT.

O6begnHeHne NOpPTOB XXECTKO CBSI3aHO C annapaTHOW YacTblo kKoMmyTaTopa. KommyTtatop
NO3BOSISIET arpernpoBaTb COeAMHEHNS Mexay NMobbiIMu ABYMS KOMMyTaTopaMmu. MakcumansHO
BO3MOXHO co3aaTb 128 rpynn no 8 nopToB K KaXKAOWN.

lMocne TOro, kak MOPTbl arperMpoBaHbl, UX MOXHO WCMNOSb30BaTb, Kak OObIYHBLIA MOPT.
KoMmmyTatop MMeeT BCTPOEHHLIN pPeXuMM KOHUIypmpoBaHus uHTepdenca arperauuu,
nosnib3oBaTtesnlb MOXeT CO34aBaTb COOTBETCTBYIOLLYIO KOH(UIypaLMIO B 9TOM pPEXUME TOYHO
Takke, kak npu koHdurypmposaHmm VLAN unn pmsmyeckoro nuHtepgenca.

8.2. Oowue cBepgeHuss o LACP

LACP — npoTokon, 6asupytowwmiica Ha ctangapte IEEE 802.3ad, n peanmsyowmin MexaHnam
OnHamMmmyeckoro oobeanHeHuns kananos. lNMpotokon LACP ncnonb3yeT naketel LACPDU (Link
Aggregation Control Protocol Data Unit) ans obmeHa nHgpopmaumnen ¢ 0oTBETHbIMU MOPTaMU.

Mocne Toro, kak npotokonn LACP BKMOYEH Ha MOPTY, AAHHbLIA MOPT MOCbINaeT MNakeThbl
LACPDU Ha oTBETHbIN NOPT coequHEHMs, YBeaoMIAa o0 npuoputete cuctembl, MAC-agpece
cucTeMbl, NpuopuTeTe nopTa, MaeHTudmkaTope nopta u knwoye onepaumn. Korga oTBeTHbIN
nopT nonyyaeTt 3Ty MHGOPMAaUUIO, OHa CpaBHMBAETCA C WHgopMauuen O Jpyrmx noprax,
KoTopble MOryT 6bITb 06beanHeHbl. COOTBETCTBEHHO, 06€ CTOPOHbI COEAMHEHUS MOTYT 4OCTUYb
cornalleHust O BKITHOYEHUM UM UCKNI0YEHUN NopTa U3 AnHaMmnyeckon o6 beUHEHHOM rpynnbl.

Kntoy onepaummn cosgaetcs MNpPOTOKOSIOM B COOTBETCTBMM C KOMOMHaumMen napameTpoB
KOHpurypauum (CKopocCTb, Aynrnekc, G6as3oBasi KOHUrypauus, K4 ynpaBneHusl) nopTos,
KoTopble ByayT 06beanHATLCS.

lMocne BkMOYEHMS NpOTOKONa AuMHammveckoro obbeguHeHus noptoB (LACP), knou
ynpasrneHuns no ymonyanuto paseH 0. Mocne ctatuyeckoro o6beanHeHMs NopToB NOCPEACTBOM
LACP, kntoy ynpaeneHus nopra Takom Xxe, kak ID o6beanHeHHoM rpynmbi.

Mpwn AMHamMn4eckoM 06 beaUHEHUN NOPTOB BCE YNEHbl OAHOM FPynibl UMEKT OANHAKOBBIN KoY
onepauuu. MNMpu cTaTM4eckomMm 06bEAMHEHMMN TONBKO aKTUBHbIE MOPThlI UMEIOT OANHAKOBbIN KIHOY
onepauuu.

8.2.1. Ctatnyeckoe ooveanHeHmne LACP

Cratuyeckoe ob6beMHEHME BLIMOSHAETCA MYyTEM KOH(UIYpUpOBaHUS MONb30oBaTeNEM U He
Tpebyet npotokona LACP. Tllpu KoHdurypmposaHum ctatndeckoro LACP-o06beanHeHus,
NCMNOMb3yeTCsl PEXMM «ON» OIS BKIIOYEHMSA NOpTa B rpynny arperauuu.

8.2.2. AmHamunyeckoe obeanHeHmne LACP

1. OOwwme nonoxeHnsa guHammnyeckoro ooveanHennsa LACP.

OuHamnyeckoe obbeanHeHnMe — 3TO 0ObeOuHEHWe, co3gaBaemoe/yaansieMoe CUCTEMOWN
aBTomaTtmyeckn. OHO He NO3BOMSET NOMb30BaTENSAM CaMOCTOATENbHO 406aBNATb UK YAANSTb
nopTbl U3 AMHamudeckoro obbegnHeHust LACP. [MopTbl, KOTOpble MMEKT OAMHAKOBbLIE
napameTpbl CKOPOCTU U AynneKkca, NOAKMIOYEHHbIE K OOHUM M TEM e YCTPONCTBaM, UMetoLLme
OLMHAKOBYO KOH(Urypaumo MoryT BbiTb AMHaMUYeCkn oObeanHeHbl B rpynny. B cnyyae, ecnu
TONMbKO OAMH MOPT MOXET co3gaBaTb AWHamuMyeckoe ob6beauHeHue, 3TO Ha3biBaeTcH
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OOHOMOPTOBLIM 06beAMHeHUEM. [Npu auHammnyeckom obbeanmHeHnn LACP-NpoToKon Ha nopTy
[AOMKeH OblTb BKIOYEH.

2. Pexumbl nopToB B ONHaMNYeCKOM rpynne O6'beﬂ,I/IHeHI/IF|.

B ouHamunyeckon rpynne ob6beamMHeHnsa nopTbl UMET ABa cTaTyca — BbliOpaHHbIN (selected)
unn «B oxuganum» (standby). O6a Tuna nopTOB MOryT nocbinate M MPUHUMATL MakeThbl
npotokona LACP, HO nopTbl B cTaTyce «OXuUAAHUA» HE MOTyT nepecbinaTb AaHHbIE.

|_|OCKOJ'Ibe cyuiectsByeTt orpaHnm4yeHme Ha MakCuMalrnibHOe Konn4ecTtBO MOPTOB B rpynne
arperauunm, ecnum TeKyLLI,VIVI HOMeEpP nopTa npesBbllUaeT npenen B rpynne, toraa yCTpOIZCTBO Ha
OQHOM KOHLUEe coeanHeHnd goroeapmBaeTcad C yCTpOVICTBOM Ha ApYyromMm KoHUe And onpeneneHna
cTaTtyCa nopTta B COOTBETCTBUN C I/I}J,eHTVI(bVIKaTOpOM nopTa.

OTanbl cornacoBaHus, cnepyroume:

CpaBHeHne nageHtudumkaTopos (ID) yctponcTs (npuoputeT cuctembl 1 MAC-agpec cucTeMbl).
CHavana cpaBHMBalOTCS NPUOPUTETLI CUCTEM. ECnu OHM oguMHakoBble, TOrAa CpaBHUBAOTCS
MAC-agpeca YCTPOWCTB. YCTPOMCTBO C MEHbLUMM MAEHTUUKATOPOM MMeEET BbICLUMIA
npuopuTeT.

3ateM umgeT cpaBHEeHWe uAeHTUMUKaATOPOB MOPTOB (MpUOPUTET MNopTa U MAeHTUdukaTop
nopta). [Ana Kaxgoro nopta Ha CTOPOHE YCTPOMCTBA C HaMBbLICLUMM MPUOPUTETOM CUCTEMBI
CHayana CpaBHMBAKOTCA MpuopuTeTbl MNOPTOB. Ecnn npuoputeTbl OAMHAKOBbIE, Toraa
CpaBHMBAKOTCA MAEHTUdUKaATOPbl NOPTOB. [1OpT € HaMMEHbLWMM WAEHTUUKATOPOM MopTa
cTaHoBUTCS BblOpaHHbIM (selected), a ocTanbHble CTAHOBATCS B peXUM «oxunaaHue» (standby).
B rpynne ob6beanHeHMs nopT C HaMEHbLUMM MOEHTUMUKATOPOM M CTaTyCOM «BblOpaHHbIN»
CTaHOBUTCHA MacTep-nopToM. [pyrme nopTbl CO CTaTyCOM «BblIOPaHHLINY CTAaHOBATCSH
y4YacTHUKaMu rpynnebl.

8.3. HacTtpouka Port channel

CosgaHuve rpynnbl NOPTOB B pexmMe rrnobanbHOro KOHPUrypmpoBaHus.

[o6asneHne NOpTOB B ONpeaeneHHyo rpynny 13 pexvma KoHpUrypmpoBaHms nopra.
Bxog B pexunm KoHurypuposanusi port-channel.

3agaHue metoda 6anaHcMpoBKKM NS rPynMnbl NOPTOB.

3agaHue npuoputeta cuctemol B LACP-npoTokone.

3agaHue npuoputeTa ans KoHkpeTHoro nopta B LACP-npoTokone.

3agaHue pexnma TanmayTta Ha nopty B LACP-npoTokone.

Noohkowhe

1. CosgaHnue rpynmnbl NOPTOB.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

port-group <port-group-number> CosgaHvie unu yaaneHve rpynnbsl NopToB
no port-group <port-group-number>
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2. [obaBneHwe NOpTOB B ONpeaAeneHHyto rpynny.
KomaHpa OnucaHune
Pexum KoHduUrypupoBaHusa noprta
port-group <port-group-number> mode {active | | JobasnsieT nopThbl B rpynny n

passive | on}
no port-group

yCTaHaBnMBaeT UX pexnm

3. Bxopg B pexum koHturypmpoBaHua port-channel.
KomaHpa OnucaHue
Pexum rmob6anbHOro KoHdUrypmpoBaHus

Interface port-channel <port-channel- number>

Bxon B pexum KoHMrypuposaHus port-
channel

4. 3apaHue metoda 6anaHCcMpOBKKM NSl yCTPOMCTBA
KomaHpa OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus
load-balance {dst-ip | dst-mac | dst-src-ip | dst- | 3agaHne wmeToga GanaHCMpOBKM — ONs
src-mac | dst-src-mac-ip | ingress-port | src-ip | | ycTponcTtBa, N3MEHEHMS Ha4yMHaT
src-mac } JencrsoBatb Ha rpynne nopTtoB U
ECMP-goyHKUMKN cpasy
5. 3apganwne npunoputeTta cuctembl B LACP-npoToKone.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHUrypmpoBaHus
lacp system-priority <system-priority> 3apaHue npuoputeTa CUCTEMBI B
no lacp system-priority LACP-npoTokorne, KomMaHaa «No»
BO3BpaLLAET 3HAYEHNE MO YMOSYaHMIo
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6. 3agaHue npuoputeTa Ans KoHKpeTHoro nopTa B LACP-npoTokorne.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lacp port-priority <port-priority> 3agjaHve npuopuTeTa Ons  KOHKPETHOro
nopta B LACP-npoTokone. komaHga «no»

no lacp port-priorit
b port-p y BO3BpaLLaeT 3HAYEeHNE Mo YMOSTHaHNIO

7. 3apgaHue pexuma TarimayTa Ha nopTy B LACP-npoTokone.

KomaHpa OnucaHue

Pexum KoHdurypupoBaHusa nopTta

lacp timeout {short | long} 3agjaHve pexuma TahmayTta Ha nopTy B
LACP-npoTokorse. KoMaHaa «noy

no lacp timeout
BO3BpaLLaeT 3HaYeHne Mo yMOn4YaHuno

8.4. Mpumepbl ucnonb3oBaHusa Port channel

BapuaHT 1. HacTtpoiika Port channel gnsa npotokona LACP.

MmeeTtcsa gBa kommytatopa SWITCHA u SWITCHB. [lMoptbl 1,2,3,4 Ha KOMMyTaTope
SWITCHA — nopTbl goctyna n gobaeneHnl B rpynny 1 B akTuBHOM pexunme. NMopTel 6,8,9,10 Ha
kommyTaTope SWITCHB — TOXe nopTbl gocTyna v gobaeneHbl B rpynny 2 B MNacCUBHOM
pexume. Bce nopTbl coeanHeHbl kabenamu.

OTanbl KOHUIypauum nokasaHbl HUXeE:
Switchl#config
Switchl1(config)#interface ethernet 1/0/1-4
Switch1(Config-1f-Port-Range)#port-group 1 mode active
Switch1(Config-1f-Port-Range)#exit
Switch1(config)#interface port-channel 1
Switch1(Config-If-Port-Channell)#
Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit

Switch2(config)#interface port-channel 2
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Switch2(Config-If-Port-Channel2)#

KommyTatop A

KommyTarop B

PucyHok 8-2. KoHdpurypaumusa Port-Channel

PesynbTtaT KOHUrypaumm:

KommyTtatop coobwmT, 4To arpernpoBaHue npowno ycnewHo. Moptel 1,2,3,4 kommyTaTopa
SwitchA Bxogat B rpynny Port-Channel1, a noptel 6,8,9,10 kommyTaTopa SwitchB BxoasaTt B
rpynny Port-Channel2.

BapwuaHT 2. KoHdurypaums Port channel B pexvme ON.

Kak nokasaHo Ha pucyHke, nopTbl 1,2,3,4 kommyTaTopa SwitchA — nopTbl goctyna u 6ygyT
pobasneHsbl B rpynny 1 ¢ pexvmom ON. MopTel 6,8,9,10 kommyTaTopa SwitchB — ToXe nopTbl
poctyna n 6yayT gobasneHsl B rpynny 2 ¢ pexumom ON.

OTanbl KOHUIypauum nokasaHbl HUXeE:

Switchl#config

Switchl(config)#interface ethernet 1/0/1
Switch1(Config-If-Ethernet1/0/1)#port-group 1 mode on
Switch1(Config-If-Ethernetl/0/1)#exit
Switchl(config)#interface ethernet 1/0/2
Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/2)#exit
Switchl(config)#interface ethernet 1/0/3
Switch1(Config-If-Ethernet1/0/3)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/3)#exit
Switchl(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/4)#exit

Switch2#config

Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode on
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Switch2(Config-1f-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-1f-Port-Range)#port-group 2 mode on
Switch2(Config-1f-Port-Range)#exit

PeaynbTaT KOH(pUrypauuu:

MopTbl 1,2,3,4 Ha komMmyTaTope SwitchA gobaBneHbl No NOPsIAKY B rpynny NopToB 1 B pexume
ON. KommyTaTtopy Ha yganeHHOM KoHue He Tpebyetca obmeH naketamum LACP pgns
3aBeplUeHna obbeamHeHnsa. Arperaums 3aBeplLlaeTcs cpasy, Koraa BbINOMHAETCS KoMaHaa
nobaeneHus nopta 2 B rpynny 1. MNopTel 1 1 2 06beaunHatoTca B port channel 1. Korga nopt 3
BcTynaet B rpynny 1, port channel 1 3 noptoB 1 n 2 pasbupaeTcs n nepecobnpaeTcs ¢ NIOPTOM
3 onaTb B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 n3 noptos 1,21 3
pa3bupaeTcsa u nepecobupaetca ¢ noptom 4 onate B port channel 1 (Hago OTMETUTL, YTO
Kaxabl pas, korga HoBbIV NOPT BCTyNaeT B rpynny o6beanHeHNa NopToB, rpynna pasbupaeTtca
n cobupaeTcs 3aHOBO). Tenepb Bce 4 nopTa Ha 060MX KOMMYTaTOpax 06beaUHEHbI B peXMME
«ONp.

8.5. YcTtpaHeHue HencnpaBHocTen Port channel

Ecnu Bo Bpems KoHurypauum obbeauHeHUs NopToB BO3HMKIM NPoBreMbl, B NEPBYIO ovepenb
npoBepbTe crieqyoLLee:

e YBeautecb, 4TO BCe MOPTbI B rpynne NMeT OAMHAKOBbIE HAaCTPOWKX, HaNpuMep, OHU

BCE B pexume MOMHOro Aynnekca, MMeT OQUHAKOBYIO CKOPOCTb M HacTponku VLAN.
Ecnu obHapyxeHbl HeCOOTBETCTBUSA, UCMpaBbTe 3TO.

e HekoTopble kOMaHAbl HE MOryT ObITb MCMONB30BaHbl Ha nopTax B port channel. Takue
Kak arp, bandwigth, ip, ip-forward n 1.4.
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9. KOHOPUTYPUPOBAHUE MTU
9.1. O6bwume cBegeHust oo MTU

B Hactoawun mMomeHT Jumbo-dpenim He uMeeT onpedenslowero craHgapta B CeTeBbIX
TexHonormsax (B YaCTHOCTU, He ObINn cTaHgapTU3MpoBaHbl hopmaT naketa u anunHa). ObbIYHO
naket, nmetownin pasmep ot 1519 go 9000 HasbiBaeTcs JUMBO-dbpeiim. MNpu ncnonb3osaHmnn
TaKMX MNakeToB, CKOPOCTb Nepedayn AaHHbIX B ceTh yBenunumeaeTcs Ha 2 % — 5 %. TexHudeckn
JUMBO — 3TO YASNIMHEHHbIN hpenM, NoChbIIaeMbl 1 NPUHUMaeMbIi KomMmyTaTopoM. OgHako,
yunTbiBas ONUHY, Takme permbl He MOryT ObiTb MocraHbl Ha npoueccop ycTpouncTtea. Mol
NCKIoYaeM MNOCbINKy 6onblnx hpenmMoB NPoLECCOpY BO BpEMS NpYema NakeToB.

9.2. KoHdurypuposaHume MTU
1. BkntodeHue cdyHkumm MTU

KomaHpa OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

mtu [MTU size in bytes < 1500-12270 >] | Bkntoyaet yHKUMIO npvemMa/nocbInkn
JUMBO-perimoB. KomaHga «no» BbIKYaeT

no mtu enabl
© dyHKumo npuema/nocsinkm JUMBO-gdperimos
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10. KOHO®UT'YPALIUA EFM OAM
10.1. O6wume cBegeHnsa o EFM OAM

MepBoHavanbHO TexHonorust Ethernet paspabaTbiBanack Ans NoKanbHbIX CETEN, HO AnMHAa
KaHanoB W pasMepbl cCeTern CTPEMUTENBHO YBENUYMBANMUCb, U Tenepb 3Ta TEXHOSormsa
NpUMeEHsieTca Tak e n Ha Metro 1 Ha rnobanbHbix ceTsx. N3-3a oTcyTcTBUS 3hPEKTUBHOrO
MexaHu3ma ynpasreHus, YTo BNusno Ha paboTy TeHonorun Ethernet B MeTpo 1 rmob6anbHbIx
ceTsX, CTano Xn3HeHHO HeobxoammbiM npumeHeHne OAM Ha Ethernet.

CyuwecTByeT YeThipe cTaHgapTa npoTokonos ans Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM n CFM onpegeneHbl MexgyHapoaHbiM KOMUTETOM MO
ctraHgaptam (IEEE). EFM OAM paGoTaeT Ha KaHanbHOM YpPOBHE [AMfs1 KOPPEKTHOro
obHapyxeHus n ynpaeneHus KaHanom pfadHbix. WcnonbsoBaHne EFM OAM nosBsonsieTt
NOBbLICUTbL YNPaBrSeMOCTb U ynpocTutb obcnyxusaHve Ethernet-ypoBHs Ana nosbiweHUs
ycTonumBocTu paboTbl cetn. CFM ncnonb3yeTtcs ong MOHUTOPUHIA 0bLLEel ceTEBON CBA3HOCTU
N nokanusaumm npobnem Ha ceteBomM yposHe. 1o cpaBHeHutio ¢ CFM ctaHngapt Y.1731,
NPUHATBLIA - MeXOYyHapoOHbIM  TENEKOMMYHUKaUMOHHbIM  coto3om  (ITU), 6onee MoOLLHbIN.
CraHgapt E-LMI, npunatein MEF, npumeHseTcsa Tonebko kK UNI (User Network Interface). Tak kak
BblLLeyKa3aHHble NPOTOKOSMbl MOTYT MCMOMb30BaTbCA ANSA Pas3fU4YHbIX CeTeBbIX TOMOMOrMNA U
yrnpasreHns, Mexay HAMW CyLLEeCTBYIOT AOMOSTHUTENbHbIE COrnaLleHus.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
ncnonb3oBaHve, agMUHUCTpUpoBaHne n ynpaenexHve Ethernet Ha nepson mune (umeetcsa B
BUOY OT KnmMeHTa) paboTaeT Ha kKaHanbHOM YypoBHe ceTeBor mogenun OSIl, peanusys
AononHuTenbHble PyHKUMK Yepes nogypoBeHb OAM, kak Noka3aHO Ha PUCYHKE HUXE:

OSl Model
Application LAN
CSMA/CD
i Layers
Presentation
Higher Layers
Session
/
/ LLC
Transport //
-
/
Network /
/
MAC
Data Link B :
Physical Layer
Physical

PucyHok 10-1. MonoxeHne OAM B OSI-mogenu cetn

Maketbl gaHHbix OAM (OAMPDU) wucnonb3yoT B kadectBe MAC-agpeca HasHayeHus
01-80-c2-00-00-02 no npoTokony. CKkopocTb nepegayn He Bbiwe 10 nakeToB B CEKyHAY.

EFM OAM ycraHaBnueaetca Ha 6ase OAM-coeavHeHusa. Ota dyHKumMa obecneunBaeT
MEXaHU3Mbl yMpaBrieHUs KaHanamu, Takue, Kak MOHWTOPUHI KaHamnoB, YyAareHHoe
obHapyxeHne npobnem M yganeHHoe TecTupoBaHMe MopToB. [0BOpS npoLle, OCHOBHblE
noHsatna EFM OAM crneaytowme:
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1. YcraHoeneHue coeguHeHus Ethernet OAM.

Mopynb Ethernet OAM unweT yaaneHHsle OAM-mMogynu n yctaHasnnBaeT C HUMKW CECCUN NMyTeM
obmeHa naketamn OAMPDU. EFM OAM moxeT pabotaTb B OBYX peXuMMax: akTMBHOM W
naccmBHoM. Ceccus yctaHaBnusaetcs Tonbko OAM-mogynem, paboTalowmm B akTUBHOM
pexume, a MO4yNb, paboTaloLnin B NaCCUBHOM peXUME, BbIHYXXAEH XaaTb, Noka He Nony4uT
3anpoc Ha coeguHeHue. lNocne Toro kak Ethernet OAM-coegnHeHune yctaHosneHo, mogynm OAM
c obounx KOHLIOB KaHana nocTtosiHHO obmeHuBatTcs naketamu OAMPDU ans nogaep)kaHus
coeguHeHus. Ecnu mogyne Ethernet OAM He nonyyaeT naketoB OAMPDU B TeueHun 5 cekyHz,
Ethernet OAM-coeanHeHne paspbiBaeTcs.

2.  MoHUTOpUHr KaHana.

Onpegenenuve HeucnpaBHOCTU B cpeae Ethernet 3aTtpygHeHo, 0cobGeHHO korga duaundeckoe
COeJUHEeHNe He paspbiBaeTcs, HO paboTocnocoBHOCTL ceTn HapyleHa. MOHUTOPUHI KaHana
ncnonb3yetca Ans onpeaeneHns n nccrnefoBaHns HEUCNpPaBHOCTEN KaHamnoB B pPasfnyHbIX
cpepax. EFM OAM obecneurBaeT MOHUTOPWHT KaHarna nocpeacTtsoM obmMeHa yBeaoMAEHNSIMN
0 cobbiTnsax OAMPDUSs. MNpu onpegeneHnn HemcnpaBHOCTK KaHana, fiokanbHbii mogyns OAM
noceinaet ysegomrneHne OAMPDU 06 atom cobbitun yaaneHHoMy moaynto. B To xe Bpems oH
3anucbiBaeT 370 cobbiTue B norn u nocbinaet SNMP Trap-cucteme ynpasneHus ceTolo. Korga
yOaneHHbIN Mogynb Nofy4yaeT yBegoMeHne o npobreme, OH Tak ke 3anvcbiBaeT MHOpMaLmo
B fnorm n coobliaeT cucteMe ynpasneHus. AHanuanpys vHopmauumio B riorax, ceTeBou
aAMUHUCTPATOP MOXET OTCNeAnTb COCTOSIHME KaHana B onpeaeneHHbli Nepmuos BpeMEHU.

MonuntopuHr kaHana cpegcteamm EFM  OAM oTcnexmBaeT cregylowue aBapuiHbie
cobbiTna — Errored symbol period event, Errored frame event, Errored frame period event n
Errored frame seconds event.

Errored symbol period event: konnu4ectBo OWMBOYHLIX CUMBOJSIOB HE MOXET OblTb MEHbLUe
HWXHero nopora owunbok (3gecb CMMBOM — MUHUManbHbIM 60K nepedayn nHdopmauun B
dusndeckon cpepge. OH yHUKanNeH Ans cuctemMbl koauposkn. CMMBOSMbI MOFYT OTNMYaTbCs B
pasHbiX usmyecknx cpepgax. CKoOpocTb nepefayn cumBosSia onpegensercs u3ndeckomn
CKOPOCTbIO Nepefayn B JaHHOW cpeae).

Errored frame event: onpegenset N kak nepuog opernmMmoB, YMCNO OWNBOYHBIX dpeENMOB 3a
nepuog npuema N doperiMoB He OOMKHO ObiTb MEHbLUE HUXHETO Nopora ownbokK (OLLNOOYHbIN
dpenm-nprem oMBOYHOro perima onpeaensieTcs No KOHTPONbHOM CyMMe).

Errored frame period event: konmyecTBo onpenenieHHbIX owmMboYHbIX dhperimoB 3a M cekyHA He
AOJMKHO BbITb MEHbLLE HUXXHEro nopora ownbok.

Bpemsa npmHATMSA owmnboYHbIX (OPENMOB: KONMYECTBO CEKYHA npuema OwmnboYHbIX dhpenmos,
3aduKcnpoBaHHbIX 3a M cekyHO He MOXeT BbITb HWXKe nopora OWnBOK (KONMYeCcTBO CEKyHA
OLUNMBOYHBIX PPENMOB — KOrda B TEYEHNN CEKYHAbI MPMHUMAOTCS OLWMOOYHbIE PpENMbI).

3. YpganeHHoe onpegeneHne HencrnpaBHOCTEN.

Korga B ceTv npepbiBaeTcs nepefada gaHHbIX U3-3a cbos yCTponcTea nunm ero He4oCTyNHOCTH,
Ethernet OAM-mogynb YycTaHaBnueaeT cooTeeTcTBytowmn dnar B OAMPDU-nakeTax,
coobuwasa uHdopmaumio o npobneme yganeHHoMy KOHUy. Tak kak mogynm obmeHuBaroTcs
naketamn OAMPDU noctosiHHO npu ycTaHoBuBLIEMCS coeguHeHun, Ethernet OAM-moaynb
MOXeT MHAOPMMPOBaTb OTBETHbIE MOAYM O HEUCTPABHOCTM kaHana Yepes naket OAMPDU.
MO3TOMYy CUCTEMHBIA afMWHUCTPATOP MOXET MNPOCeauTb COCTOsiHME KaHama no fioram u
BOBPEMS YCTPaAHATb HEUCTNPABHOCTH.

CyuwiecTtByeT Tpu Trna npobnem Ha kaHane, KoTopble oTMevatoTcsa B naketax OAMPDU. 3t1o
Critical, Dying Gasp u Link Fault. Ux onpegeneHue 3aBucuT OT peanu3auun pasnnyHbIMU
npoussogutenamn. B naHHom obopyaoBaHum onpegeneHune cnegyroLlee:

Critical event: HeonpegeneHHoOe KpUTHUYECKOEe COObITME.
Link Fault: Ha npnemHunke nokanbHOro HTepdenca BnaeH cbom.
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Dying Gasp: HenonpaBMMoe cobbiTue (B criydae nepesarpysku, OTKIMOYEHUS NWHKa, YaaneHns
KOHoUrypauum).
4. YpaneHHoe TeCTUpOBaHWE NeTenb COeAUHEHMS.

Ecnu pexum ypaneHHonm netnu (loopback) BkmoyeH, paboTalowmii B aKTUBHOM pexume
OAM-mMoAynb nockinaeT 3anpoc yaaneHHon neTny coceay, B 3TOM clydae OH BO3BpallaeT Bce
naketbl, 3a wuckoyeHvem Ethernet OAMPDU, oTtnpaButerntio no TOMy e KaHany.
MNeproauyeckoe BbINOMIHEHWE TECTUPOBaAHUSA MNOMOraeT BOBPEMS ONpedenntb ceTeBble
npobnemsbl 1 nokanusosatb nNpobrnemy. 3amedaHne: HopmanbHas paboTa kaHana B pexunme
yAaneHHoro TeCTMpoBaHNSA HEBO3MOXHA.

Certb NpoBangepa

Cetb KnuneHTta Cetb KnueHTta

AN 802.1ah OAMPDU P
<~ R B «MEPBON MUNEN _ >

PucyHok 10-2. Tunosoe npumeHeHne OAM-Tononorum

Tunosoe npumeHeHne EFM OAM npoucxoguT B cCnegyowmx TOMOMOrMsX: TOYKa-TOYKa W
amynupoBaHHbix |[EEE802.3-coeamHeHnii Tuna Toyka-TOYKa. YCTpPOWCTBA  MonydaroT
BO3MOXHOCTb KOHTPONMpPOBaTb kaHanbHble owmnbku Ha MNepBon mune goctyna vYepes Ethernet
nocpeacteom EFM OAM. [Ins nonb3oBaTens coeguHEHUE MeXOy HUM U CeTblo ABndeTcs
«nepeon murenx». [ina npoBangepa OHO SABMFETCH «nocnegHen Munem».

10.2. KoHdurypuposaHue EFM OAM

1. BkntoueHne EFM OAM Ha nopry.

2. KoHgwurypnpoBaHMe MOHUTOPUHIA COEONHEHNS.

3. KoHdurypmnpoBaHue obHapyXeHns yaaneHHbIX HEUCNPaBHOCTEN.
NMPUMEYAHME: ansa sTtoro HyHo cnepea Bktounte OAM npu rmobanesHo.
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1. Bkniovenne EFM OAM Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

KoHdurypaumsa pexuma pabotel EFM OAM.
Mo yMON4YaHWIO PeXUM — aKTUBHbLIN

ethernet-oam mode {active | passive}

ethernet-oam Bkntovyenne EFM OAM Ha nopty. KomaHpa

no ethernet-oam «no» BblkmoyaetT EFM OAM Ha nopty

ethernet-oam period <seconds> KoHdurypaums WHTepBana nepegauyn
nakeToB OAMPDU. Komanpa «No»

no ethernet-oam period
BO3BpaLlaeT 3HayYeHne No yMOn4aHuo

ethernet-oam timeout <seconds> KoHdpurypauma Ttammayta gna EFM OAM

no ethernet-oam timeout coeavHeHust. KomaHgoa «no» Bo3BpallaeT

3Ha4YeHne nNo ymon4v4aHumro

2.  KoHdurypmpoBaHue MOHUTOPUHIa COeAMHEHUS.

KomaHaa

OnucaHue

Pexunm KkoHdurypupoBaHus nopTta

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoyeHne MOHUTOpPUHra coeguHeHus
EFM OAM, KomaHpa «no» BbiKno4aeT
MOHUTOPUHT

ethernet-oam errored-symbol-period {threshold low
<low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period {threshold
low | window}

KoHurypmpoBaHne HmKHero nopora
OLUMOOK 1 OKHa nKcaL MM OLLUMOOYHBIX
CMIMBOJIOB. KomaHga «No»
BO3BpaLLaeT 3HAa4YeHne No yMon4yaHuio

ethernet-oam errored-frame-period {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold
low | window}

KoHurypmpoBaHne HmKHero nopora
ownboK U OKHa dukcaumm nepuoga
OLWKNOOYHbIX hperimoB. KomaHga «no»
BO3BpaLL@eT 3Ha4YeHMeE MO YMOSTHaHMIO.

ethernet-oam errored-frame {threshold low <low-
frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |
window}

KoHurypmpoBaHne HmKHero nopora
OLUMOOK 1 OKHa hUKCcaLMM OLLUMOOYHBIX
dperimoB. KomaHga «no» Bo3BpalwaeT
3Ha4YeHne no ymMonyaHuio
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KomaHpa

OnucaHue

<low-frame-seconds> | window <seconds>}

low | window}

ethernet-oam errored-frame-seconds {threshold low

no ethernet-oam errored-frame-seconds {threshold

KoHduryppoBaHue HWXHEro nopora
ownboK M OKHa duKcaumm CeKyHA
owmnboyHbIX penmoB. KomaHga «no»
BO3BpaLlaeT 3Ha4YeHne Mo yMon4yaHuo

3. KoHduryprposaHue oGHapyXeHWUsi yaaneHHbIX HEUCNPaBHOCTEN.

KomaHpa

OnucaHue

Pexum KoHdurypm

poBaHuA nopTa

ethernet-oam remote-failure
no ethernet-oam remote-failure

BkntovaeT pexvm yganeHHoW AnarHoCTUKK
EFM OAM (nog  HeucnpaBHOCTLIO
NOHMMaeTCs Kputuyeckoe cobbiTne wunm
HEeNCNpPaBHOCTb COeAMHEHUss Ha BnvxHem

high {<high-symbols> | none}

no ethernet-oam
threshold high

errored-symbol-period

KOHLE), KomaHpa «NO»  OTKM4aeT
PYHKUMIO
ethernet-oam errored-symbol-period threshold | KoHurypuposaHne BepxHero npegena

owmnbok npuema cnmeosioB. KomaHga «no»
BOCCTaHaBMMBaeT 3HaYeHNe Mo yMOos4aHuto

ethernet-oam errored-frame-period threshold
high {<high-frames> | none}

no ethernet-oam
threshold high

errored-frame-period

KoHdurypnpoBaHne BepxHero npegena
owmnbok npmema owmnboyHbIX perMoB 3a
nepuog. KomaHga «no» BoccTaHaBnvBaeT
3Ha4YeHWe NO YMOYaHUIO

ethernet-oam errored-frame threshold high
{<high- frames> | none}

no ethernet-oam errored-frame threshold high

KoHurypmpoBaHne BepxHero npegena
owmnbok npuema ¢perimo. KomaHga «no»
BOCCTaHaBMBaET 3Ha4YeHMEe N0 YMOSYaHWIo

ethernet-oam errored-frame-seconds threshold
high {<high-frame-seconds> | none}

no ethernet-oam errored-frame-seconds

threshold high

KoHurypmnpoBaHne BepxHero npegena
OWMOOYHBIX CEKyHO npuemMa penmoB.
KomaHga «no» BOCCTaHaBnNMBaeT 3HaYeHne
Nno yMOSYaHuIo

10.3. NMpumepbl EFM OAM
CueHapum 1:

KnueHTckoe n ceteBoe yCTPOMCTBA, COEANHEHHbBIE HAMPAMYIO, UMEIOT BKIHOYEHHYIO (DYHKLUNIO
EFM OAM anst MOHUTOPUHra COCTOSIHUS NUHUK. MIHdopmaums o NMMHUM nepeaaeTcs B CUCTEMY
ynpaBrieHNs CeTbio NP BO3HUKHOBEHMM aBapUiHbIX COObITUIA. Tak e UCnonb3yeTcst PyHKUNS
TEeCTMPOBaHWA NeTenb A4S NPOBEPKM NMHUN MO HEOBXOAMMOCTMW.
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Certb NpoBangepa

Cetb KnueHTta

Cetb KnuneHTta

N 802.1ah OAMPDU P
-~ B «NEepBOW MUMe» . >

PucyHok 10-3. Tunosas Tononornsa npumeHeHns OAM

Mpouenypa koHUrypaumm: (onyckas koHdpurypaumo SNMP u norruposaHus)
KoHdpurypauusa knueHTckoro yctponctea (CE):
CE(config)#interface ethernet 1/0/1
CE (config-if-ethernet1/0/1)#ethernet-oam mode passive
CE (config-if-ethernet1/0/1)#ethernet-oam
CE (config-if-ethernet1/0/1)#ethernet-oam remote-loopback supported
[pyrue napameTpbl UCMOMb3YIOTCA MO YMOMYaHUIO.
KoHdurypaums Ha PE:
PE(config)#interface ethernet 1/0/1
PE (config-if-ethernet1/0/1)#ethernet-oam
[pyrvue napameTpbl UCMOMb3YIOTCA MO YMOYaHUIO.
Mpn Heo6XxoaUMOCTM UCNONb30BaHWS YAaneHHOW NeTny UCnonb3yeTca cneayroLas kKomanaa.
PE(config-if-ethernet1/0/1)#ethernet-oam remote-loopback

BbinonHeHne cneaytoLlen kKoMaHabl Bbi3blBAeT NpekpaLLeHe pexuma yaaneHHon netny nocne
3aBepLUEHNsI TECTUPOBaHWS.

PE(config-if-ethernet1/0/1)# no ethernet-oam remote-loopback
BbinonHeHue cneaytowen KomaHabl OTKIYaeT Noaaep KKy yaaneHHon neTnu.

CE(config-if-ethernet1/0/1)#no ethernet-oam remote-loopback supported

10.4. YcTtpaHeHue HencnpaBHocten EFM OAM

Ecnn npn ncnone3zosaHm EFM OAM BO3HMKaOT NpoOnembl, NPOBEPLTE, HE ABMAAOTCS NN OHK
cnefcTBMEM CrieyroLmnX NPUYnH:

e [lpoBepbTe, He HaxogaTca nn oba OAM-moayns coeguMHEHUs B MACCUBHOM pPEXMME.
Ecnu tak, To EFM OAM-coegunHeHne He Byaet yctaHoBneHo mexay OAM-vogynsmu.
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Y6egutecb, 4to SNMP ckoHcurypmpoBaH KoppekTHo. B npoTtvBHOM crnydae
aBapuiiHble coobLeHnsa He ByayT OTNPaBNATLCA B CUCTEMY YNPaBMEHUS CETbHO.

CoegnHenune B pexume OAM-neTnu He paboTaeT. Heob6xooumo BbIKNIOYUTL PEXUM
TECTUPOBaHUS Nocne NPOBEPKN COCTOSHUS NINHUN.

Y6eauTech, 4To 0b6a yCTPONCTBa NOAAEPKUBAKOT PEXMM yaarneHHo! NeTnu.

Ha nopty He AomxHbl GbiTb ckoHgurypupoBaHel STP, MRPP, ULPP, ynpaBneHnue
NMOTOKOM U (PYyHKUMA onpefeneHvss ydaneHHOW neTnn npu BKAKOYEHUN YHKUUK
yoaneHHon netnn OAM, nockonbKy 3T YHKUMWM HE MOryT WCNOoSb30BaThCs
OAHOBPEMEHHO.
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11. BESOMNACHOCTb NOPTOB
11.1. BBepeHue

BesonacHocTb NopTa — 3TO MexaHu3M, OcHoBbIBalowmncs Ha MAC-agpece ons ynpasneHus
AOCTYNOM K ceTW. JTO paclumpeHue cywecTtByowmx ayteHTudpukauymim 802.1x n1 MAC. OH
KOHTpONMpyeT AOCTyNn HeaBTOPWU3MPOBAHHbLIX YCTPOWCTB ceTn, npoeepsaa MAC-agpec
NCTOYHMKA MOSyYEHHOro Kagpa M OOCTYN K HeaBTOPU3MPOBAHHLIM YCTPOWCTBaM, NPOBEpPSiS
MAC-aapec ycTpomncTBa Ha3HaueHus B kagpe. C 6e30nacHOCTbIO0 NOPTOB, NONb30BaTENb MOXET
HacTpaMBaTb pasfuyHble pexumbl 6e3onacHoCTM nopTta Ans Toro, 4YToObl YCTPOMCTBO
obyyanocb Tonbko neransHeiM MAC-agpecam nctovHuka. lNocne BknoYeHus 6e30nacHOCTU
NMOpPTOB YCTPOMCTBO OBOHapy>XMBaeT HeneranbHbIn periM, YTO Bbi3biBAET COOTBETCTBYHOLLYIO
dyHKUMO 6e30nNacHOCTK NopTa U BbINOMHAET NpeaonpeaerneHHble AeNCTBUS aBTOMATUYECKN.
OTO CHWXaeT Harpy3ky nonb30BaTeNbCKOro OOCMYXXMBAHWUS W 3HAYUTENbHO MOBbLILAET
©e30nacHOCTb CUCTEMBI.

11.2. HacTpouka 6e3onacHOCTU NOPTOB

1. BasoBble HacTpoKkM 6e3onacHOCTV NOPTOB

KomaHpa OnucaHue

Pexunm koHduUrypmpoBaHusa nopTta

switchport port-security HacTtponka 6e3onacHOCTM MOPTOB Ha

no switchport port-security MHTepdeice

switchport  port-security mac-address <mac- | Hacpowka ctatudeckoro 6esonacHoro
address> [vlan <vlan-id>] MAC-agpeca Ha uHTepdeice

no switchport port-security mac-address <mac-
address> [vlan <vlan-id>]

switchport port-security maximum <value> [vlan | HacTpoika MakcMmanbHOro 4mcna
<vlan-id>] ©e3onacHbIX MAC-agpecos,

no switchport port-security maximum <value> [vlan | P@3PELIEHHbIX Ha MHTEPCpence

<vlan-id>]

switchport port-security violation {protect | restrict | | Korga npeBbilleHO MakcumarnbHoe
shutdown} yncno HactpoeHHbix MAC-agpecos,
MAC-agpec goctyna K nHtepdency He
NpPUHaaNexXuT 3ToMy WHTepdency B
Tabnuue MAC-agpecos unm
MAC-agpec HacTpoeH Ha HeCKOJIbKO
nHTepdgencos B ogHom VLAN, oHn oba
oyoyT HapyLwaTb ©e3onacHocTb
MAC-agpecos

no switchport port-security violation
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KomaHpa OnucaHue

Pexunm agmMmHucTpaTopa

clear port-security {all | configured | dynamic | sticky} | CTupaet BBeaeHHble 6Ge3onacHble
[[address <mac-addr> | interface <interface-id>] | MAC-agpeca Ha nHTepdence
[vlan <vlan-id> ]]

Show port-security [interface  <interface-id>]  [Nloka3sbiBaeT KOHUrypauuto
[address | vian]

11.3. MpumeTbl HacTponkn PORT SECURITY

WHTepHeT

MK 1
MnK2

PucyHok 11-1. TunnyHasa cxema Tononoruu gnsa 6esonacHocTn nopTa.

Ha nHTepdelice BkntoveHa yHKumMA 6e30nacHOCTU nopTa, HAaCTPOEHO MaKCUMarbHOE YUCHI0
paspeweHHbix uctodHnkoB MAC-agpecoB Ha uHTepdgence pasHoe 10, un umHTEepdenc
paspewaet pgoctyn 10 nonb3oBatensamM B WHTepHeT. Ecnu npeBbilleHO MakcumarbHoe
KONWYeCTBO, TO HOBLIW MOMb30oBaTeNb HE MONYYUT AOCTYM B UHTEPHET, TaK YTO 3TO He TOSIbKO
OTrPaHMYNT YUCNO nonb3oBaTenen, HO N caenaeT AOCTyn B UHTepHeT 6esonacHbiM. Ecnu
caenaTtb HacTpOWMKy MakcmmarbHoOro vmicrna 6esonacHoeix MAC-agpecoB paBHOWM 1, TO TONbKO
PC1 vnn PC2 nony4yat gOCTyMN B CETb.

lMpouecc HacCTPOKKK:
#Configure the switch.
Switch(config)#interface Ethernet 1/0/1
Switch(config-if-ethernet1/0/1)#switchport port-security

Switch(config-if- ethernet1/0/1)#switchport port-security maximum 10
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Switch(config-if- ethernet1/0/1)#exit
Switch(config)#

11.4. YctpaHeHue HencnpaBHocten PORT SECURITY

Ecnu Bo3HukaioT I'IpO6J'IeMbI C HaCTpOVIKOVI Oe3onacHoCTH, npoBepbTe HE ABNAKOTCA JIM1 OHU
cnencrtemvemM cnenywmnx npuynH:

e [lpoBepbTe BktodeH nu PORT SECURITY.
e YbenuTtecb B HAaCTpOMKe MakcumarnbHoro konndyecrsa MAC-aapecos.
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12. HACTPOUKA DDM
12.1. BBepeHue

12.1.1. KpaTkoe BBegeHne B DDM

DDM (Digital Diagnostic Monitor) peanusyeT dyHkumo nogpobHon LmndpoBo ANarHOCTUKK Mo
ctangapty SFF-8472 MSA. DDM koHTponupyeT napamMeTpbl curHana u oumdpoBbIBaET ero Ha
neyaTHoM nnate BHYTpeHHero moayns. [locne aToro npegocTaBnseT pasrpaHUYeHHbIN
pesynbtaT U napameTpbl, KOTOpPbIE COXPAHATCA B CTaHOAPTHbIX pamMKkax NamMsTu Takum
obpasom, 4yTobbl LenecoobpasHo 6biNo YnTaTb NocnegoBaTenbHbIA MHTEPdENC C ABOMHOIO
kabens.

O6bl4HO WHTennekTyanbHble UUMPOBbIE MOLYNU NOAOEPXKMBaAOT (PYHKUMIO LMcpoBON
OWarHoctukn. EAMHMUBI CEeTEeBOro ynpaBfieHMs MMEKT BO3MOXHOCTb KOHTPONMpoBaTb
napameTpbl (TemnepaTtypa, HanpshkeHue, TOK cMmelleHus, TX-MOLWHOCTb U RX-MOLHOCTL)
ONTUYECKUX MOAYNEN ANs NOMyYEeHNs NX NOPOroBbIX 3HAYEHUI B PEXUME pearnbHOro BpeMeHu
Ha Tekywem OnTMYeckoM Moayne. JTO NOMoraeT eguHuLaMm CeTeBOro ynpasfeHus
obHapyxuBaTb HENCNPABHOCTN B OMNTUYECKOW JIMHUWN, COKPATUTL AKCNyaTauMOHHYIO Harpysky
N NOBbLICUTb HAAEXHOCTb CUCTEMBI.

MpumeHenne DDM nokasaHo panee:

1. TporHo3 NPoJOMKUTENBHOCTU XN3HN MOAYNS.

KoHTponupoBaHve TOKOB YyTeyku MO3BONSET caenaTb MPOrHO3 BPEMEHW XM3HM nasepa.
ALMUHACTPATOP MOXET HalTW HECKONbKO MOTeHUManbHblX npobnem no MOHUTOPUHIY
HanpspKeHUs 1 TemnepaTypbl MOAYNS.

1.1. Beicokoe HanpsbkeHue Vcc npueedeT K noniomke CMOS, HM3Koe — K HenpaBubHOMN
paborTe.

1.2. Bbicokass RX-MOLHOCTb MpUBEAET K MOBPEXAEHMIO MPUHUMAIOLLEro MOAyns, M3-3a
HN3KOM RX-MOLLHOCTN MOAYIb HE CMOXET HOopMaribHO paboTaTb.

1.3. Bbicokasi TemnepaTtypa npuBegeT K ObICTpPOMY CTapeHuio annapaTHbIX CpeacTB.

1.4. KOHTpOnb MOLLHOCTM, MOSy4aemol Mo BOMOKHY, MOMOraeT MpOBEPUTb BO3MOXHOCTU
MMHUM 1 yaaneHHoro kommyTaTopa.

2. OnpepaeneHve MecTta NOBPEXAEHMS.

B ONTOBOMOKOHHOM INWHWM OMNpederieHne HEeUCnpPaBHOCTU MMEET BaXHOe 3HadeHue Ans
ObICTPO Nepesarpysku cepBuca, U30NMPOBAHME HEMCNPABHOCTM NMOMOraeT agMUHUCTpaTopy
ObICTPO HAWTU MECTOMOSIOXKEHNE HEUCTPABHOCTU B MoAyrne (NokKanbHbI MNW yaaneHHbIn
MOZYNN) WM Ha JIMHWKM, YTO TaKKe COKpallaeT BPEMSI BOCCTAHOBIIEHWSI CUCTEMbI Mocre
HEeNCNpPaBHOCTMU.

AHanusupysa craTycbl OMOBELWEeHUA W CUrHanmMsaumm B pexumMe peanbHOro BpeMeHu Mo
napameTpamMm (TemrnepaTtypa, HanpsbkeHue, TOK cMelleHusi, TX-MOLWHOCTb U RX-MOLHOCTL)
MOXHO BbICTPO 0BHaPYXMTb HEMCNPABHOCTb C MOMOLLbIO (DYHKUUKN LU POBON ANArHOCTUKN.

Kpome TOro, coctosHume TX Fault 1 RX LOS wumeeT BaxHOe 3HauyeHWe Ans aHanmsa
HEencnpaBHOCTW.

3. [llpoBepka COBMECTUMOCTMW.

lMpoBepka COBMECTMMOCTWU MCMONb3yeTca ANS aHanu3a, SBMsSeTCA NUM OKpyxawwasa cpena
MOAYNSA COrfacoBaHHOW BPYYHYHO WM COBMECTMMa C COOTBETCTBYHOLMM CTaH4apToM,
MOCKOMbKY BO3MOXHOCTU MOAynsi MOryT ObiTb peanu3oBaHbl TOMbKO C COBMECTMMOM
OKpYyXaroLLen cpeomn.
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MHorga napameTpbl Opr)KGIOLLI,GVI cpefbl NpeBbIlakT yCTaHOBIEHHbIEe BPYYHYO UK CTaHO4apT
COOTBETCTBUA, 4YTO nNpmuBeaeT K yMEHbLUEHNIO BO3MOXXHOCTEN Moayna u oLmnbke nepegadn.

Opr)KaI'OLLlaFI cpena He coBMeCcTMa:

3.1 Hanpﬂ>|<eH|/|e npesbillaeT yCTaHOBﬂeHHbIVI anana3oH.

3.2. RX power npuBoOUT K nMNepe3arpy3ke unm K MeHbLLEN YyBCTBUTEJIbHOCTU
npuemMonepeaaTymka.

3.3. TemnepaTypa npeBbllLaeT AnanasoH paboyer TemnepaTypbl.

12.1.2. ®yHKkunn DDM

Onuncanne DDM nokasaHo B cnegytoLlem npumepe:

1. HDOCMOTp I/IHCbOpMaLl,I/II/I MOHUTOPUHIAa Ha npuemMonepenaTvymnke.

AOMUHUCTPATOP MOXET y3HaTb TeKyllee COCTOsiHMe TpaHcuBepa W HauTu noTeHuuanbHble
npobnembl C NOMOLLBID MPOBEPKU Creaylwmx napameTpoB (Bxoaswas TX-MOLWHOCTb,
RX-moLHOCTb, TemnepaTtypa, HanpsikeHue, TOKM YTeykuM) W 3anpocuTb UH(opMaumio
MOHUTOPUHra (Takyl Kak OMoBeLLeHUs, CUrHanu3aums, COCTOSiHWe B pearnbHOM maclitabe
BpemMeHu 1 T.4.). Kpome Toro, nposepka MHopMaLmm 0 HEUCNPaBHOCTSAX ONTUYECKUX MOaYeN
nomoraeT agMWHUCTPATopy ObICTPO OBHAPYXUTb HEUCNPAaBHYK NIMHUIO U COKPaTUTb Bpems
BOCCTaHOBIIEHUS.

2. Onpe,u,eneHvle 3Ha4YeHn4A nopora noJjib3oBaTesieM.

[Ons napameTpoB B peanbHoM MacwTabe BpemeHn (TX-mowHocTn, RX-mowHoCTH,
TemnepaTypbl, HANPSPKEHUS, TOKOB YTEYKM) eCTb PUKCUPOBAHHBLIE 3HAaYEHMsI NOporoB. MoTomy,
YTO NONb30BaTENbCKOE OKPY)XEHME Pa3fMYHO, MOSib3oBaTENlb MOXET OnpeaenvTb 3HadeHue
nopora (BxogsLiasi curHanu3aums ¢ BbICOKUM U HA3KUM NPUOPUTETOM, ONOBELLEHNE C BbICOKUM
N HU3KUM NpUOPUTETOM), TUOKO KOHTpOoNupoBaTb pabouvee COCTOsHME TpaHcmBepa W
HemeIeHHO OBHapyXUTb HEUCMPABHOCTb.

HacTporika 3HayeHus NMOpOroB MPOM3BOAUTCA MONb3OBaTENEM M NPOM3BOAUTENEM U MOXET
ObITb NOKa3aHa B TO e BpeMsi. Korga nopor onpegensieTcs nonb3oBaTenem HepaunoHarnsHo,
OH OygeT 3anpolleH y nonb3oBaTens M CuUrHam TPEBOrM UMM OMOBELLEHMS aBTOMATUYECKU
YyCTaHOBMT MOPOr MO YMOSYaHWKO (nonb3oBaTerNlb MOXET BOCCTAHOBUTb BCE MOPOroBble
3Ha4YeHUs Mo YMOSYaHuIo).

PaunoHaneHoe noporoeoe 3Ha4veHune: BbICOKOE/HM3KOEe 3Ha4eHMe CurHana onoBeLEeHUS
OOJTKHO ObITb mMexay BbICOKMM U HU3KUM CUTHarNIoM CUrHanm3aumm n BbiICOKoOe 3Ha4eHune nopora
OOJTKHO ObiTb BbILIE, YEM HMU3KOE U, @ UMEHHO, BbICOKOE 3HAYEHWE CUrHanm3aumm = BbICOKOE
3HavyeHue onoBeLleHUda = HU3Koe 3HaYeHre onoBeLLeHNda = HU3Koe 3HavYeHne curHanusauum.

[ns onTM4eckoro Moaynsi PeXmMm NPOBEPKM MONy4aeMoro NMTaHUs BKIOYAET BHYTPEHHIOW U
BHELLHIOI NPOBEPKY, KOTOpble onpeaenvnu npoussoauteny. Kpome Toro, pexum npoBepku
napameTpoB B peasibHOM MacluTabe BpeMeHM 1 NOPOroBbIX 3HAYEHWIA MO YMOYaHUIO.

3. KoHTponb TpaHcueepa.

Kpome npoBepkn coctosiHuss paboTbl TpaHcMBepa B peanbHOM MacwTtabe BpemeHwu,
Nnonib30BaTeN0 HY)XHO CrneanTb 3a NoapobHOM MHdopMaunen O COCTOSIHUKM, TakKoW Kak
nocriegHee BpeMs HEMCNpPaBHOCTU U ee Tun. KOHTponb TpaHcMBepa nomoraeT nonb3osaTernto
HaWTK NocrnegHee COCTOSHME HEUCNPABHOCTU Yepe3 NPOBEPKY NOroB U 3anpoCcuUTb nocregHee
COCTOSIHME Henomnagku 4epes3 BbIMONHEHWe koMaHa. Korga nonb3oBaTenb HaxoauT
MHopMaumMIo O Henonagke onNTUYECKOro MoAyns, To MHdopmauna ob onTMYecKkoM Moayrne
MOXeT OblTb nepenpoBepeHa nocne ob6paboTkMm MHOpPMauMMm O HEUCNPaBHOCTW, 34ECb
nonb3oBaTenb MOXET 3HaTb MHOPMALMIO O HEMCNPABHOCTU U BO30OHOBUTbL MOHUTOPUHT.
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HACTPOWKA DDM

12.2. Cnncok komaHa KoHdurypaumm DDM

Hactpowka DDM:

1. TMpocMoTp UHGOPMALIMKN KOHTPOMSA B peanbHOM MacluTabe BpeMeHM.
2. HacTtpoitka 3HaueHWI nopora curHanusauuyv Unu OroBELLUEHWUs Kaxaoro napameTpa Ans

TpaHcusepa.
3. Hactponka coCcTosiHUs MOHUTOPUWHIa TpaHcueepa.

3.1. HacTpolika uHTepBana MOHUTOPUHra TpaHcMBepa.

3.2. HacTpolika COCTOSIHMS! BKITKOYEHUSI MOHUTOPUHIa TpaHcKBepa.
3.3. MpocmoTp NHGOPMALIMN MOHUTOPUHIa TpaHcKBepa.

3.4. OyncTKa NHOPMaLIMN MOHUTOPUHIa TpaHcKBepa.

1. TMpocMoTp MHGOPMALIMK KOHTPOSS B pearnbHOM MacluTabe BpeMeHM!.

KomaHpa

OnucaHue

Pexum KoHdUrypmpoBaHUA nopTa, pexum agMUHUCTPaTopa Uin pexum rnodanbHoro
KOHpUrypuposaHus

Show transceiver [interface ethernet < IFNAME >] [detail] MpocmoTp MOHUTOPUHIa

COCTOSIHUS! TpaHCcMBepa

2. HacTpourka 3HayeHur nopora curHanmsauum unm OMOBELLEHUS Kaxaoro napameTpa ans

TpaHcuBepa.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm | low-
alarm | high-warn | low-warn} {<value> | default}}

YcTaHoBKa onpedeneHHoro nopora
nonb3oBaTenem

3. HacTpouka coCcTosiHUA MOHUTOPUHra TpaHcmBepa.

3.1. HacTtpoika nHtepsana MOHUTOPUHra TpaHcMBeepa.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

transceiver-monitoring interval <minutes>
no transceiver-monitoring interval

YcTaHOBKa WHTEpBana MOHWUTOPWUHra
TpaHcumBepa. KomaHga «No»
ycTaHaBnveaeT NHTepBan no
YMOMNYaHUIO, paBHbIn 15 MUHYT
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3.2. HaCTpOIZKa COCTOAHUA BKITKOYEHUNA MOHUTOPUHIA TpaHCUBEpPa.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

transceiver-monitoring {enable | | YcTaHaBnuMBaeT, BKNHOYEH N MOHUTOPUHI TpaHcuBepa.
disable} [Mocne BKMOYEHUS Ha MopTe MOHUTOPUHra TpaHcuBepa,
cucteMa 3anucbiBaeT COCTOHME HeucnpaBHocTu. lMocne
OTKMOYEHN  PyHKUMM Ha nopTe, WHdopmaums o
HeucnpaeHocTK ByaeT ctepTta

3.3. MNpocmoTp MHOPMALIMKM MOHUTOPUHIa TpaHCUBEpPA.

KomaHpa OnucaHue

Pexum agMuHucTpaTopa, peXxum rnodanbHOro KOHUrypmpoBaHus, pexum
KOH(pUrypupoBaHusi nopta

show  transceiver  threshold-violation | [NokasbiBaeT  uvHpopmauuo  MOHUTOPUHIra
[interface ethernet < IFNAME >] TpaHcuBepa, BkntovatoLuyro NOCEAHIO
NHGOopMaLMIO HapyLueHns NOpPOroBoro
3Ha4YeHWs,, MOHMUTOPMHI MpOTEKaKLWEero ToKa
yepes TpaHCUBEP, BKMOYEH M MOHWUTOPWHI
TpaHcuBepa Ha nopTte

3.4. OuncTka nHopmaum MOHUTOPUHIa TpaHcMBepa.

KomaHaa OnucaHue

Pexunm agmuHucTpatopa

clear transceiver threshold-violation [interface | CTupaeT 3HauyeHne nopora HapyLleHns
ethernet <interface-list>] MOHMTOPWHra TpaHcMBepa

12.3. Npumepbl npumeHeHna DDM
Mpumep 1:

B nHtepdeiicbl Ethernet 1/0/21 n Ethernet 1/0/23 BkntoveHbl ontuyeckne mogynu ¢ DDM, B
nHTepdenc Ethernet 1/0/24 skntoyeH onTtuveckni mopynb 6e3 DDM, B Ethernet 1/0/22 He
BKIOYEH KakoW-NMbo ontuyeckuin mogynb. MNpocmoTp uHdopmaumm o DDM ans onuncaHHoro
cueHapus NpeacTaBrieH HUXe.

e [lpocmoTp MHpopmaLmm 0 Bcex UHTepdencax, Kotopble MOryT YMTaTb napameTpbl B
pexume peanbHOro BpeMeHu (Npy OTCYTCTBMM OMTMYECKOrO MOAYNSA UMM ONTUYECKUN
MOAynb He nogaepXxuneaeTcs, nHdopmaumua He ByaeTt nokasaHa), Ans npumepa:

Switch #show transceiver
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Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/23 46 3,28 26,00 -2,10 -2,21

e [lpocmoTp nHdopmaumm 06 ykazaHHOM uHTepderice (N/A o3HavaeT, YTO ONTUYECKUIA
MOyrb He BCTaBMEH UK He NnogaepXmneaeTcd), Angd npumepa:

Switch #show transceiver interface ethernet 1/0/21-22; 23

Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3,28 26,00 -2,10 -2,21
o [lpocmoTp noapobHoOM uMHGOPMaUMK, BKMAOYAKOLWENW OCHOBHYH  MHGOpMaUuio,

3HaYyeHne napaMeTpoB MOHUTOPMHIa B peanbHOM MacwTabe BpeMeHW, curHan
OMOBELLEHNS, CUrHaNM3aLmio, COCTOSIHME HEUCMNPABHOCTU U MHAOPMAaLIMIO NOPOroBOro
3Ha4yeHus, ans npuvepa:

Switch#show transceiver interface ethernet 1/0/21-22:24 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime High Low Alarm High Warn Low Warn
Value Alarm

Temperature 33,00 70,00 0,00 70,00 0,00

(°C)

Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00

Bias current | 6,11 (W+) 10,30 0,00 5,00 0,00

(mA)

RX Power (dBM) | —30,54 (A-) | 9,00 -25,00 9,00 -25,00

TX Power (dBM) | -6,01 9,00 -25,00 9,00 -25,00

Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.

Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.

Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A
Detail diagnostic and threshold information: N/A
Mpumep 2:

B nopt Ethernet 1/0/21 BkmtoyeH B ontuuveckmi mogynb ¢ DDM. Hactpolika noporoBoro
3HA4YeHNS Ha ONTMYECKOM MoAyrne nocre NnpocMmoTpa nHhopmaunn o DDM.

War 1. NpocmoTp nogpo6Hon nHcopmaumm o DDM.

Switch#show transceiver interface ethernet 1/0/21 detail

Ethernet 1/0/21 transceiver detail information:
Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime High Low Alarm High Low
Value Alarm Warn Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (dBM) -13,00 19,00 -25,00 9,00 -25,00

War 2. Hactporika noporoBoro 3HadeHus TX-power
onoBeLLeHns

3Ha4YeHne

MoOporoBoro

curHanusauum — 10,00.

Switch#config
Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- warning -12

Ha onTtn4eckom MHTepCbeVICG, HUXHEe

12,

HUXHee

3Ha4eHne

NMoporoBoMu

Switch(config-if-ethernetl/0/21)#transceiver threshold tx-power low- alarm -10.00

War 3. NpocmoTp nogpobHon nHdpopmauum o DDM Ha ontudeckom mogyne. CurHanusaums

ncnonb3dyet noporoBoe 3Ha4deHue,

HacTpamnBaemoe noJfib3oBaTtenem,

noporoeoe

3Ha4YeHne, HaCTPOeHHoe nponssoanTenem o6o3HadeHo ckobkamu. CurHanusaums c ‘A-’

kak —13,01 meHbLue, yem —12,00.

Switch#show transceiver interface ethernet 1/0/21 detail

Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high
RX power low

TX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
Realtime High Alarm | Low High Low Warn
Value Alarm Warn

Temperature (°C) 33,00 70,00 0,00 70,00 0,00
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Diagnostic Threshold
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (BM) -13,01(A-) 9,00 -12,00 9,00 -10,00
(-25,00) (-25,00)

Mpumep 3:

B nopt Ethernet 1/0/21 BknoyeH ontuyeckuid moayrnb ¢ DDM. BkroyeHne MOHUTOPUHra
TpaHcMBepa Ha nopTe, nocrie NPOCMOTPa MOHUTOPMHIA Ha ONTUYECKOM Moayre.

LWar 1. NMpocmoTp MOHMUTOpPMHra TpaHcuBepa Ha onuyeckom moayne. Ha Ethernet 21 and

Ethernet 22 He BkntoYeH MOHUTOPUHT TpaHCUBEpPA, yCTaHOBMNEHHbIV MHTepBan 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

LWar 2. BkntoyeHne MoHMTOpMHra TpaHcmBepa Ha Ethernet 21.

Switch(config)#interface ethernet 1/0/21

Switch(config-if-ethernet1/0/21)#transceiver-monitoring enable

LWar 3. NMpocmoTp MOHMTOpMHra TpaHCcMBEpa Ha onTudeckom Mogyne. B crneayrowmx

HacTpoukax, Ha Ethernet 21 BknOYEH MOHUTOPUHT TPaHCKMBEpPaA, NOCNEAHEE HapyLUEHNE
noporosoro 3Hadenust Jan 02 11:00:50 2011, nogpoGHas uHGopmaumm o DDM,
npesblLLaloLLan NoOporoBoe 3HayYeHne Takke nokasaHa:

Switch(config-if-ethernet1/0/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:
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Diagnostic Threshold
Realtime High Low Alarm High Low Warn
Value Alarm Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 10,00 0,00 5,00 0,00
Bias current (mA) 3,11 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) 9,00 -25,00 (-34,00) | 9,00 -25,00
TX Power (dBM) -1,01 9,00 -12,05 9,00 -10,00

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

12.3.1. YcTtpaHHMe HeucnpaBHocten DDM

Ecnn BosHukatloT npobnembl npu HacTtponke DDM, noxanyiicta, npoBepbTE ABNSETCS NU 3Ta
npobnema crnegcTenem crieQyowmx NPUYmH:

Y6eaurtecb, 4TO TpaHCMBEP Ha ONTUYECKOM Mogyrne Obin BKMYEH Ha nopTe, uHadve
KoHpurypauma DDM He BygeT nokasaHa.

Ybeautech, 4to koHdburypauma SNMP paboTtaeT, MHade onoBeLLeHne O CoOBbITUN He
CMOXET OMOBECTUTb CUCTEMY CETEBOIO YNpaBeHus.

He Bce kommyTaTopbl nogaepxusatot SFP ¢ DDM wunn XFP ¢ DDM, ybeantech B
MCNOSib30BaHMM KOMMYyTaTopa C NOAOEPKKON COOTBETCTBYHOLLEN (DYHKLNN.

Ncnonb3oBaHue komaHa show transceiver unm show transceiver detail MmoxeT 3aHATb
MHOFO BPEMEHW, TaK Kak KoMMyTaTtop OydeT npoBepsATb BCE MNOPTbl, MOITOMY
pekomeHayeTcs 3anpalumBaTb MHOPMALUIO O TPaHCMBEPE Ha ONpeaeneHHbINn NopT.

Ybeantechb, YTO yCTaAHOBIEHHLIN NONb30BaTENEM MOPOr ABfeTca gencreyowmm. MNpu
nobon owmbke NOPOroBOro 3HaveHusl TpaHcuBep GyadeT nosbinaTb CUrHanmMsauuio B
COOTBETCTBMM CO 3HAYEHMEM, YCTAHOBIIEHHbLIM MO YMO4YaHUIO.
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13. LLDP-MED

13.1. BBepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegocTtaBnsieT ctaHaapTHbIN pexum Link
Layer Discovery, nocbinatmowero WHgopMaumio O NokKarnbHbIX YCTPOMCTBAX (BKMHOYAOLLYHO
OCHOBHbIE BO3MOXHOCTU, ynpaeneHue IP-agpecamu, ID yctporicTtea 1 ID nopTta) Takon kak TLV
(type/length/value) Tporku B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnsoLmnx
CBSA3bI0O C cocedHummn ycTpomcteamu. [lonyveHHas uHdopmaumss o6 ycTpowncTtBe 6yaeT
XPaHUTbCA CO CTaHgapToHon 6a3on ynpasneHus uHgpopmaumen (MIB). 310 nossonsieT cucteme
CeTeBOro ynpasneHnsi buICTPo obHapyxuBaTb U MOEHTUMULMPOBATL CTATyC CBA3M Ha JIMHUN.

B craHgapte 802.1AB LLDP HeT nepepaun u ynpasneHus mHdopmMaumen O rofiocoOBOM
ycTpoucTtBe. [na npumMeHeHWs wn ynpaBneHuWsi roflocoBOro YCTpPOWCTBa LenecoobpasHo C
nomowbto LLDP-MED TLVs npeaoctaBnsaTb MHOXECTBEHHYIO MHGOPMaLMIO, Takylo kak PoE
(Power over Ethernet), ceteByto NONUTUKY U NokanbHyt MHpopmauuio o6 obcrnyxmBaHUM
HOBOro TenedoHa.

13.2. KoHdurypauuma LLDP-MED

1. bBasoBas KoHUrypauus

KomaHpa OnucaHue

Pexunm koHdurypupoBaHus nopTta

lIdp transmit med tlv all HacTponka ykasaHHOro nopta OTNpaBnsTb BCe

no lidp transmit med tlv all LLDP-MED TLVs. KomaHga «no» oOTMeHseT
OYHKUMIO

lIdp transmit med tlv capability HacTtponka ykasaHHOro nmnopTta OTnpaensATb

LLDP-MED Capability TLV. Komanga «no»

no lldp transmit med tlv capabilit
P P y OTMeHSAET PYHKUUIO

lIdp transmit med tlv networkPolicy HacTtponka ykasaHHOro nmnopTta OTnpaensATb
LLDP-MED Network Policy TLV. KomaHga «no»

no lldp transmit med tlv networkPolicy
OTMEHSET AaHHYI DYHKUMIO

lIdp transmit med tlv extendPoe HacTtponka ykasaHHOro nmnopTta OTnpaensATb
LLDP-MED Extended Power-Via-MDI TLV.

no lldp transmit med tlv extendPoe
KomaHaa «no» OTMEHSIET (PYHKLMIO

lIdp transmit med tlv inventory HacTtponka ykasaHHOro nmnopTta OTnpaensATb
LLDP-MED Inventory Management TLVSs.

no lldp transmit med tlv inventory AR G SRR LIS
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streaming-video | video- signaling} [status
{enable | disable}] [tag {tagged | untagged}]
[vid {<vlan-id> | dotlp}] [cos <cos- value>]
[dscp <dscp-value> ]

no network policy {voice | voice-signaling |
guest- voice | guest-voice-signaling |
softphone-voice | video-conferencing |
streaming- video | video- signaling}

KomaHpa OnucaHune

network policy {voice | voice-signaling | | Hactporika  ceTeBou NOMUTUKN nopra,
guest- voice | guest-voice-signaling | | Bkniovarowaa VLAN ID, nogaepxvsaemble
softphone-voice | video-conferencing | | nNpunoxeHws (TakMe Kak rornoc W BUAEO),

npuopuTeT np|/|r|0>|<eH|/||7| n
MCnonb3oBaHuA, U TakK aanee

NOJINTUKA

civic location {dhcp server | switch |
endpointDev} <country-code>

no civic location

HacTponka Tvna ycTponcTBa M Kofga CTpaHbl B
cootBeTcTBUM C hopmaTom Civic Address LCl u
BkntodeHne pexmma Civic Address LCI.
KomaHga «no» OTMEHSieT BCE HaCTPOWKN B
cooTBeTCcTBUM C popmaTom Civic Address LCI

ecs location < user config ecs formate
address >

no ecs location

Hactponka pacnonoxeHuss ¢ ¢popmatom ECS
ELIN Ha nopte. KomaHga «no» OTMeHseT
KOHoUrypaumio

lIdp med trap {enable | disable}

Bkntoyenne/oTknoueHme nosywkn LLDP-MED
Ha ykasaHHOM rnopTe

Pexwum Civic A

ddress LCl address

{description-language | province-state | city
| county | street | locationNum | location |
floor | room | postal | otherinfo} <address>

no {description-language | province-state |
city | county | street | locationNum | location
| floor | room | postal | otherinfo}

HacTponka nogpobHbIX agpecoB nocrie BBoAa
pexuma Civic Address LCI address Ha nopTte

Pexum rmo6anbHOro KoHUrypmpoBaHus

lldp med fast count <value>
no lldp med fast count

Korga BKMOYEH MexaHu3Mm ObICTporo 3anycka
LLDP-MED, TO pgomkHa npou3BOOUTbLCA
ObicTpada oTnpaska naketoB LLDP ¢ LLDP-MED
TLV, aTa koMaHda ncrnonb3yeTcs Angd yCTaHOBKU
3Ha4veHus BGbICTPON OTNPaBKU NakeToB, KOMaHaa
«No» BOCCTaAHaBNMBaeT  3Ha4YeHue no
YMOJYaHWIO
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KomaHpa OnucaHue
Pexunm agmmHucTpatopa
show lidp MokasbiBaeT HacTponku rnodanbHoro LLDP wn

LLDP-MED

show lidp [interface ethernet <IFNAME>] MokasbiBaeT HacTponkn LLDP n LLDP-MED Ha

TeKyLlleM noprte

show Ildp neighbors [interface ethernet | lNMokasbiBaeT HacTponku LLDP n LLDP-MED Ha
<IFNAME>] COCeHNX YCTPONCTBax

13.3. NMpumep HacTpounku LLDP-MED

KommyTtatop A

MK 1/0/1 ]
YCTpONCTBO
MED

KommyTarop B

PucyHok 13-1. Tononorunsa 6asoson koHgurypaumm LLDP-MED

1. Hactporika Switch A

SwitchA(config)#interface ethernet1/0/1
SwitchA (Config-If-Ethernet1/0/1)# lldp enable

SwitchA (Config-If-Ethernet1/0/1)# lldp mode both (this configuration can be
omitted, the default mode is RxTx)

SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 5 dscp
15

SwitchA (Config-If-Ethernet1/0/1)# exit

SwitchA (config)#interface ethernetl/0/2

SwitchA (Config-If-Ethernet1/0/2)# lldp enable
SwitchA (Config-If-Ethernet1/0/2)# lldp mode both

2. Hacrtponka Switch B

SwitchB (config)#interface ethernetl/0/1
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SwitchB(Config-If-Ethernet1/0/1)# lldp enable

SwitchB (Config-If-Ethernet1/0/1)# lldp mode both

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid cos 4

3. Verify the configuration
MpocmoTp rmobanbHOro ctatyca u ctaTtyca nHrepdenca Ha SwitchA

SwitchA# show lldp neighbors interface ethernet 1/0/1
Port name : Ethernet1/0/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :****

Kkkk

SysName :

Kkkkk

SysDesc:

SysCapSupported :4
SysCapEnabled :4

LLDP MED Information :

MED Codes:

(CAP)Capabilities, (NP) Network Policy
(L) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class Il
Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5 Power Type : PD

Power Source :Primary power source
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Power Priority :low

Power Value :15.4 (Watts) Hardware Revision:
Firmware Revision:4.0.1

Software Revision:6.2.30.0

Serial Number:
Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information :

auto-negotiation support: Supported
auto-negotiation support: Not Enabled

PMD auto-negotiation advertised capability: 1
operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/0/2
Port name : interface ethernet 1/0/2

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernetl1/0/2

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :Ethernet1/0/1

Kkkk

SysName :

Kkkkk

SysDesc :

SysCapSupported :4

SysCapEnabled :4
lMosicHeHwne:

1. Ethernet 1/0/2 kommyTatopa A n Ethernet 1/0/1 kommyTaTopa B siBnstoTcs noptamm
YCTPONCTBA CETEBOIO COEANHEHMS, OHMN HE NEePECLINIAaloT NakeTbl ¢ MHpopmaunen MED
TLV. Xota Ethernet 1/0/2 kommyTaTopa A HaCTPOEH And NOCbINKM MHdopmaumm MED
TLV, oH He ByageT nocbinatb nHcopmauyno MED, 4To npuBeaeT K OTCYyTCTBUIO B
COOTBETCTBYIOLEN yaaneHHon Tabnuue nidopmaumm MED Ha Ethernet 1/0/2
KommyTaTopa A.

2. Yctpoucteo LLDP-MED moxeT nocbkinate naketsl LLDP ¢ MED TLV, noatomy B
COOTBETCTBYIOLLEN yaaneHHon Tabnuue 6yaet nHgpopmaumnsa ob Ethernet 1/0/1
KommyTaTopa A.
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13.4. YcTtpaHeHue HencnpaBHocten LLDP-MED

Ecnu BosHukatoT npobnembl npu Hactpownke LLDP-MED, noxanyncra, npoBepbTe ABNSETCS Nn
aTa npobnema cneacTBMEM CNEAYHOLMX NPUYNH:

e YbepuTtech, 4Yto LLDP BkntoYeH rnobansHo.

e TonbKo yCTPOWMCTBO ceTeBoro coeanHeHnsa nony4yaet LLDP-nakeTsl ¢ LLDP-MED TLV
oT 6nwxanwero yctponctesa MED, oH Tak e nocbinaet LLDP-MED TLV. Ecnu Ha
YCTPOWCTBE CETEBOrO COEANHEHNS HAacTpoeHa koMaHaa ans otnpaskm LLDP-MED TLV,
naketbl 6e3 LLDP-MED TLV nocbinaloTcsi Ha NOPT, YTO O3HA4YaeT, YTO HUKAKOM
WHdopMauMM MNOPT He nofydaeT M Ha nopTe OTKMoYeHa (QYHKUMA MNOCHISIKK
nHdopmaumm LLDP-MED TLV.

o Ecnu cocegHue yctponctea nocbinatot uHdopmaumio LLDP-MED ycTpoicTBy ceTeBoro
COeaUHEeHUs, HO OHa He aBnseTca nHgpopmaumen LLDP-MED, npoBepsiemas KomaHaou
show lldp neighbors, 4yto o3Ha4aeT, 4TO oTnpasnsemas nHgpopmauua LLDP-MED «k
cocefiHMM YCTPOMCTBaM SBNAETCS OLUMOOYHOMN.
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14. HACTPOUKA BPDU-TUNNEL
14.1. BBegeHue B bpdu-tunnel

BPDU-Tunnel siBnsieTcst TEXHONOMMEN BTOPOro YPOBHS. OTO MO3BOMSET naketam npoTOKOMOB
BTOPOro ypoBHS reorpadumyeckn pacnpegeneHHblX YacTHbIX ceTeln npo3pavyHo nepeaaBaThCs
no cneuuyanbHbIM TYHHENSM Yepes ceTb NocTaBLUmKa YCryr.

14.1.1. ®yHkuumn bpdu-tunnel

B npunoxernun MAN, MHOXXECTBEHHbIE BETBM KOPNopaumn MoryT COeANHATBLCS C ApYr C ApYrom
no cetn onepartopa. VPN npegoctaBngeT BO3MOXHOCTb OnepaTopy BKIYaTh reorpaduyecku
pacnpedeneHHble ceTn B OOHY foKamnbHyto ceTb LAN, NO3TOMy MOCTaBLUMKY YCRYr HY>XHO
npenocTaBuTb (PYHKUMIO TYHHENUPOBaHWSA, @ UMEHHO nepedayvy MHAOPMALMOHHBIX AAHHbIX,
nocTynawLwmx OT MONb30BaTENbCKON CeTW, Yepe3 ceTb onepartopa. [Ona nopaepxaHus
nokKanbHOW KOHLenuum, Heobxoamma He TONbKO nepedava AaHHbIX OT MOSb30BaTENbCKNX
YacTHbIX CeTen Yepes TYHHENb, HO Takke nepedadya NakeToB NPOTOKOMOB BTOPOrO YPOBHS OT
NnoJfib3oBaTeNbCKNX CETEN.

14.1.2. Co3pgaHue bpdu-tunnel

CneuuanbHble NYHUM UCMONb3YKTCA ONepaTopoM Afs CO34aHWs MONb30BaTENbCKUX CeTew
BTOPOro ypoBHsi. B pe3ynbTaTte, nonb3oBaTtenbckasi ceTb pa3buBaeTcst Ha YacT No pasnuyHble
CTOPOHbI CeTeBOro nposamgepa. Kak noka3aHo Ha pucyHke, nonb3oBatens A nMeeT ABa
yctponctBa (CE1 n CE2) u oba 3Tux ycTpoucTBa npuHagnexaTt K Hekotopomy VLAN.
Monb3oBaTenbckas ceTb pasgeneHa Ha ceTb 1 U ceTb 2, KOTopble COeAUHAITCH Yepes ceTb
nposangepa. Korga nakeTbl NpoTOKONa YPOBHSA 2 He MOryT ObiTb peann3oBaHbl Yepe3 CeTb
nocTaBlMKa ycryr, TO Monb3oBaTesfibCckasd CceTb He MoxeT obpaboTaTb BblYUCNIEHNE
He3aBMCMMOro NPOTOKOSa BTOPOro YPOBHSA (4519 NpuMepa: BblMUCIEHNE spanning tree), Takum
obpasom ceTv BAUSIOT ApYr Ha gpyra.

Certb NpoBangepa

Knunent A KnueHt A
Cetb 1

VLAN 100

VLAN 100 | ==

PucyHok 14-1. NpumeHeHne BPDU-TyHHeNs

14.2. KoHdurypauma bpdu-tunnel

1. Hacrtpowka rnobansHoro MAC-agpeca TyHHens.
2. HacTtpoiika nopta gnga nogaep>Kkm TyHHENS.
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1. HacTpolika nopTa ansi NoAAepKKN TYHHers.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BknioyeHne/oTkno4eHne rnobdanbHoro
defined-protocol <name>} [protocol-mac <MAC | MAC-agpeca TyHHens
address>] [encape-type { ethernetii | lic | snap}]

{default-group-mac | group-mac <MAC address>} no
bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

2. Hactpoiika nopTta aAns noaaepXxku TyHHens.

KomaHpa OnucaHue

Pexxum koHcurypmpoBaHusa noprta

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BknioyeHMe/OTKNIOYEHNE Ha nopTe
defined-protocol <name>} noanepXkn TYHHens

no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

14.3. NMpumep BPDU-tunnel

CneuuanbHble NMMHUX UCMONb3YHTCA ONepaTopoM AN NOCTPOEHUsT NONb30BaTENbCKUX CETEN
BTOPOro ypoBHsi. B pe3ynbTaTte, nonb3oBaTtenbckasi ceTb pa3buBaeTcst Ha YacTu No pasnuyHble
CTOPOHbI CeTeBOro nposamngepa. Kak nokasaHo Ha pucyHke, nonb3oBatenb A umeeT ABa
yctponctBa (CE1 n CE2) n oba 3Tux ycTpoucTBa npuHagnexaT K Hekotopomy VLAN.
Monb3oBaTenbckasa ceTb pasgeneHa Ha ceTb 1 1 ceTb 2, KOTOPbIE COEAMHATCA Yepes3 CeTb
npoBangepa. Korga nakeTbl NPOTOKOMa YPOBHsi 2 HE MOryT ObiTb peanv3oBaHbl Yepes ceTb
nocTaBLMKa ycnyr, TO MOMb3oBaTenbCkas ceTb He MOoXeT obpaboTaTb BblYUCIIEHME
He3aBMCMMOro NPOTOKOSa BTOPOro YPOBHSA (4119 NpuMepa: BblMMCIEHNE spanning tree), Takum
obpasom ceTv BNUAIOT Apyr Ha gpyra.

MpumeHeHne BPDU-TyHHENSA

C BPDU-Tunnel, nakeTbl NPOTOKONA BTOPOro YPOBHA OT NOMb30BATENbCKOM CETU MOTYT ObITh
nepegaHbl Yepes ceTb onepaTopa B CreaytoLler nocneaoBaTebHOCTU:

1. Tlocne nonyyeHus nakeTa NPOTOKOSIa BTOPOro YPOBHS OT NEPBOM CETW NONb30BaTENS
A, PE 1 B ceTn onepatopa nakeT nHkancynupyetcs, MAC-agpec HasHavyeHns
3aMeHsleTcsa KOHKpeTHbIM multicast MAC-agpecom, 1 3aTeM NakeT nepecbinaeTcs B
ceTn onepartopa.

2. WHKancynupoBaHHbIV NakeT NPOTOKOSia BTOPOro YPOBHS (Ha3blBaeMbli MAKeTOM
BPDU-Tunnel) nepecbinaetca k PE 2 Ha apyrom KoHeL ceTu, rae nakeT
AeunHKancynmpyeTcs, Bo3BpallaeTcs opurmHanbHbli MAC-Ha3HavyeHnsa naketa u
3aTeM nakeT rnocblnaeTcd ceTn 2 nonb3osaTens A.
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Certb MNpoBaigepa

KnueHnt A Knnent A
Cetb 1 Cetb 2

. ]—[: T ]VLAN‘]OO

PucyHok 14-2. lNMpumeHeHne BPDU-TyHHenNs

HacTtponka BPDU-tunnel Ha kommyTtaTopax PE1 n PE2:

Hactpowka PE 1:
PE1(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE1(config)# bpdu-tunnel-protocol stp default-group-mac
PE1(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

Hactponka PE 2:
PE2(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE2(config)# bpdu-tunnel-protocol stp default-group-mac
PE2(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

14.4. YcTtpaHeHue HencnpaBHocTten bpdu-tunnel

Mocne oTknodeHns dyHKUMIA Stp, gvrp, dotlx Ha nopTe, MOXHO HACTPOUTb PYHKLMIO
BPDU-tunnel.
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15. HACTPOMKA BUPTYAIbHbIX JIOKANbHbIX CETEMN
VLAN

15.1. KondurypupoBaHue VLAN

15.1.1. HavyanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas nokanbHas ceTb) — TEXHOOrus,
pasgensowan norndyeckne agpeca yCcTpoucTB B CeTW AN OTAENeHWs CerMeHTOB CeTu B
3aBMCUMOCTM OT (PYHKUWUIA, BbINOMHSAEMbIX YCTPOWCTBAMW, MNPUNOXEHUA unn TpeboBaHui
ynpasnenns. Takum o6pasoMm, BUpTyaribHble JloKanbHble pynnbl MOryT ()OpPMUPOBaTLCH
He3aBUCMMO OT In3nyeckoro pacrnornoxeHusa yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q ana crangapTtusauuun npumeHeHna VLAN. VLAN Ha kommyTtatope paboTaeT B
COOTBETCTBMU C 3TUM MPOTOKOJSTOM.

OcHoBHass uoess TexHornormv VLAN B ToM, 4TOObl pasgenntb OUHAMUYECKU Oonbluyo
NOKanbHYH CeTb Ha HECKONbKO HE3aBUCKMbIX LLUMPOKOBELLATENbHbLIX JOMEHOB B COOTBETCTBUM
¢ TpeGoBaHMAMM, NPeabABNSEMbIMU K CETU.

KommyTtatop A Kommytatop B KommyTtatop C

VLAN 1\
@epaep 1 Cepeep 2 Cepeep 3 Y,
4 VLAN 2\

TenedoH 1 TenedoH 2 TenedoH 3
N P ¢ ¢ 3)
4 VLAN 3 )
Y — F —— (A — Y

\_ MK 1 NnK2 NnK3 /

PucyHok 15-1. Jlorndyeckoe onpegeneHune cetm VLAN

Kaxgbii wmnpokoBeLatenbHbln goMmeH Ha pucyHke ssnaetcs VLAN. VLAN’bI umeloT Te xe
CBOWMCTBA, 4YTO WU uU3N4eckne ceTu, 3a UucCKN4YeHmem Toro, 4yto VLAN — noruyeckoe
ob6beanHeHne, a He usnyeckoe. Noatomy obbeanHeHne VLAN'OB MOXeT co3aaBaTbCs BHE
3aBUCUMOCTM  OT  (PU3MYECKOro  pacrnosioKeHUs YCTPOMCTB U LUMPOKOBeLLaTenbHbIN,
MHOrornonbL30BaTENbLCKNA N O4HOMOMb30BaTENbLCKMA Tpaduk BHYTpU VLAN oTAeneH oT Apyrux
VLAN’oB.
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Erlarop,apﬂ BbllLenepevncrieHHbiM ocobeHHocTaM, TexHonormss VLAN obecneunBaeT
cregywowimne npenmyliecrtea:

L] ynydwaeTca npon3soanUTENIbHOCTb CETU;

° OKOHOMATCA CeTeBble€ peCypChbl;

° ynpoLwlaeTca ynpaBlieHne CeTblo;

L] CHMXXaeTCA CTOMMOCTb CETH;

L] ynyyiliaeTcA ©e30nacHOCTb CeTU.

Ethernet-nopTbl kOMMyTaTOpa MOryT paboTaTb B TpeX pasnuyHblxX pexumax: Access, Hybrid n
Trunk. Kaxxabin pexxum MMeeT CBOW crnocob nepechinky NakeToB, C METKOW unu oes.

MopTbl TMNa Access npuHagnexat Tonbko ogHoMy VLAN. OBbIMHO OHM UCNONL3YKTCA AN
NOAKNIYEHNA K KOMMbIOTEPY.

MopTbl TMNa Trunk no3BONAOT MepecbinaTb nakeTbl Heckonbkux VLANoB. OHu mMoryT
ucrnonb3oBaTbCA  ANA  COEAMHEHUA  Mexay  KommyTaTtopamv  Unu - NOAKMYEeHUA
Nnonb30BaTENbCKUX YCTPONCTB.

MopTbl TMNa Hybrid Takke no3BonstoT nepeckbinatb nakeTbl Heckonbknx VLAN'oB. OHU MOryT
nucnonb3oBaTbCa AN COEAMHEHUs  Mexay  KOMMyTaTopamMu  UNu  NOAKMYeHUs
NnonNb30BaTENbCKUX YCTPOMCTB.

MopTkl TNOB Hybrid 1 Trunk npuHMMaroT AaHHbIE NO OAHOMY anropuTMy, HO MeTOAbl OTMPaBKU
AaHHbIX OTNUYatoTca: nopThl TMNa Hybrid moryT otnpaenaTb nakeTbl B pa3nuyHble VLAN'bI 6e3
meTkn VLAN’a, Torga kak nopTel Tuna Trunk oTnpaBnstoT nakeTbl pasnuyHbix VLAN TOMnbKO C
meTkon VLAN’a, 3a ncknrodeHnem VLAN, NponnucaHHoro Ha nopTy Kak native.

Mpumenenne VLAN n GVRP (GARP VLAN Registration Protocol — npoTokon peructpauum
GARP VLAN) Ha kommyTaTope onucbiBaeTcda B ctaHgapte 802.1Q. [aHHaga rnaBa getanbHO
06bsAcHsEeT ucnonb3oBaHne n koHdurypaumo VLAN oB 1 GVRP.

15.1.2. KondurypuposaHue VLAN

Cospganue vnn yganerHne VLAN.

YcraHoBka unu yganexHme nmenn VLAN'a.
MpucoeamHeHme nopta kommyTaTopa Kk VLAN'y.
YcTaHoBKa Tvna nopta KommyTaTopa.

HacTpoika TpaHkoBoro rnopra.

HacTpoika nopTa goctyna.

HacTtponka rmbpugHoro nopra.
BkntoueHne/BbikItoueHne npasun o0b6paboTkm BXxogHbIix naketoB VLAN Ha nopTax.
KoHdurypaums npmaTtHoro VLAN’a.

10. Hacrtpowka csizen npueaTtHoro VLAN’a.

11. OnpepeneHne BHyTpeHHero ngeHtudgukatopa VLAN a.

=

© XN WD
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1. Cosganve nnu yoaneHune VLAN.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

vlan <1-4094> Cospanuvelyganenne VLAN’a vnn Bxon B
no vlan <1-4094> pexum VLAN'a

2. YcrtaHoBka unu yganeHve umenn VLAN’a.

KomaHpga OnucaHue

VLAN Mode
name <vlan-name> YctaHoBka unu yaanexdve umenn VLAN'a
no name

3. [lpucoeaunHeHne nopta kommyTatopa Kk VLAN'y.

KomaHpa OnucaHue

VLAN Mode

switchport interface { IFNAME | ethernet HasHauyeHue nopta kommyTaTtopa VLAN'y
<IFNAME> | port-channel < IFNAME> }

no switchport interface { IFNAME | ethernet <
IFNAME> | port-channel < IFNAME> }

4. YcTaHOBKa TUNa nopta kKoMmyTaTopa.

KomaHaa OnucaHue

Pexunm koHdurypmpoBaHus nopTta

switchport mode {trunk | access | hybrid} YcraHoBka TEeKyLero nopTta Kak
TPaHKOBOTO, nopta  goctyna nnm
rmépuaHoro
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5. HacTtpolika TpaHKOBOro nopTa.
KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta
switchport trunk allowed vian {WORD | all | add | YcTtaHoBka/yaaneHue VLAN’oB,
WORD | except WORD | remove WORD} NPUNUCaHHbLIX K 3TOMYy TpaHKy. KomaHga
no switchport trunk allowed vian «NO» BOCCTaHaBNMBaeT 3HadyeHue Mo
YMOMYaHUIo
switchport trunk native vlan <vlan-id> YcraHoBka/yganeHue PVID ansi

no switchport trunk native vian

TPaHKOBOro nopTa

6. Hactponka nopta gocryna.

KomaHpa

OnucaHue

Pexxum koHcUrypmpoBaHusa nopTta

switchport access vlan <vlan-id>
no switchport access vilan

[obaBnseT Tekywun nopt K yKkasaHHOMY
VLAN'’y. KomaHga «no» BOCCTaHaBnueaeT
3HayeHune No yMon4yaHuio

7. Hactpoika rubpugHoro nopTa.

KomaHaa

OnucaHue

Pexunm KkoHdurypupoBaHus nopTta

switchport hybrid allowed vlan {WORD | all | add
WORD | except WORD | remove WORD} {tag |
untag}

no switchport hybrid allowed vlan

YcraHoBka/yganeHue VLAN’a,
NpUNUCaHHOro K rmbpugHoMy nopTty C
pPEXMMOM METKM unn 6e3 Hee

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YcraHoBka/yganeHue PVID Ha nopty

8. BktoueHue/BbikntoueHne npaeun o6paboTkm BxogHbix naketoB VLAN Ha nopTax.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

vlan ingress enable
no vlan ingress enable

BkrnitoyeHune/BbIkoYeHWE
npasun Ha VLANe

BXOOALLMX
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9. KoHdwurypaumsa npusaTtHoro VLAN’a.
KomaHpa OnucaHue
VLAN mode
private-vlan {primary | isolated | community} KoHdurypaums Tekywero VLANa kak
no private-vlan ESEEB;:I:E{;.V Lxﬁmama «no» ygansiet
10. Hactpowka ceasen npusaTtHoro VLAN’a.
KomaHpa OnucaHue
VLAN mode
private-vlan association <secondary-vlan-list> YcraHoBka/yganeHue cBA3en
no private-vlan association npusatHoro VLAN'a

15.1.3. TununyHoe npumeHeHue VLAN’a

B cootBeTCcTBMM C TpeboBaHNAMU NPUIIOXKEHUI M 6E30MaCHOCTU CYLLIECTBYHOLLYIO NOKanbHYH0
ceTb Heobxogmmo pasgenutb Ha Tpu VLAN. Tpu VLAN ummetoT maeHtudpumkatopbl VLAN2,
VLAN100 1 VLAN200. 31 Tpn VLAN oxBaTbiBaloT ABa pasfnuyHbIX (PM3MYECKUX MecTa
pasmelleHua: nnowankm A v B.

Ha kaxgow nnowagke umeeTca komMmyTatop, TpeboBaHus K CBA3M Mexady nnowagkamm
YyOOBIETBOPSAOTCS, €CNN KOMMYTaTOPbl MOTYT BbINOMHATL 06MeH Tpadmkom VLAN.

O61beKT KoHduUrypaumm OnucaHue KoHcUrypauum

VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5.
VLAN200 Site A and site B switch port 6-7.
Trunk port Site A and site B switch port 11.

TpaHkoBble NOPTbl C 06eMX CTOPOH NOAKMHYEHBI K TPAHKOBOMY KaHany Ans nepegaym Mexagy
yanamu tpadmka VLAN'a. OcTtanbHble yCTpoMCTBa NogknoveHbl k gpyrum noptam VLAN'oB.

B aaHHom npumepe nopTtbl 1 n 12 cBO60AHBI U MOTYT ObITb UCNOML30BaHbI OS5 YNPaBASIOLLMX
NOpTOB UNN OpYrnx Lenemn.
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VLAN 100

I\ I\
1/0/4 1/0/5
1/0/3[ TITTIT ] 1/0/6
1002 — T, . 1/0/7
KommyTtatop A | 1/0/11
Kommytatop B | 1/0/11
1,0!2 EEEEREDR 11,’0"‘7
| semummm *° }—
L
1/0/4 1/0/5 1/0/6
VLAN2 =
-———e
—\ 1 VA
VLAN|[100

PucyHok 15-2. TunuyHasa tononornsa npumeHenns VLAN'a

LWarn koHdurypaumm onncaHsl HUXe:

KommyTtaTtop A:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
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Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit
Switch(config)#

KommyTaTtop B:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit

15.1.4. Tunu4yHoe npuMeHeHne rMbpuaHbIX NOPTOB

KommyTtatop A

1/0/10

1/0/7 — 1/0/9

AK 1 KommyTtarop B

PucyHok 15-3. TunuyHoe npumeHeHne rubpmaHoro nopra

PC1 nogkntoyeH Kk nHtepdency Ethernet 1/0/7 kommyTtaTtopa B, PC2 nogkntoyeH K nHTepdency
Ethernet 1/0/9 kommyTatopa B. lNMopT Ethernet 1/0/10 kommyTaTopa A k nopTy Ethernet 1/0/10
KommyTaTopa B.
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TpebyeTtcsa, ytobbl PC1 1 PC2 He Bugenu gpyr gpyra no coobpaxeHunam cekpeTHoctn. Ho PC1
n PC2 gOmKHbl MMeTb JOCTYN K APYIrMM CeTEeBbIM pecypcaM vepes L3 kKoMMmyTaTopa A.

Mbl MOXEM peanv3oBaTb 3Ty CXeMy Yepes rmMopuaHbIi NopT.
KoHdpurypauusi o6 bEKTOB Kak ONUCAHO HUXKE:

MopT Twvn PVID | Mponyckaemble VLAN’bI

Port 1/0/10 of Switch A Access 10 Mponyckaet naketol VLAN'a 10 6Ges
MeTOK

Port 1/0/10 of Switch B Hybrid 10 MponyckaeTt naketol VLANoB 7,9, 10
6e3 meToK

Port 1/0/7 of Switch B Hybrid 7 MponyckaeT naketol VLAN’oB 7, 10 6e3
MeTOK

Port 1/0/9 of Switch B Hybrid 9 MponyckaeT naketol VLAN'oB 9, 10 6e3
MeTOK

LLarn KoHdurypaumm onucaHbl HAXe:

KommyTtatop A:
Switch(config)#vlan 10
Switch(Config-Vlan10)#switchport interface ethernet 1/0/10

KommyTaTtop B:
Switch(config)#vlan 7;9;10
Switch(config)#interface ethernet 1/0/7
Switch(Config-If-Ethernet1/0/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/0/7)#exit
Switch(Config)#interface Ethernet 1/0/9
Switch(Config-If-Ethernet1/0/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/9)#switchport hybrid native vlan 9
Switch(Config-If-Ethernet1/0/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-I1f-Ethernet1/0/9)#exit
Switch(Config)#interface Ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/10)#switchport hybrid native vlan 10
Switch(Config-If-Ethernet1/0/10)#switchport hybrid allowed vlan 7;9;10 untag
Switch(Config-If-Ethernet1/0/10)#exit
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15.2. KoHdurypupoBaHue TyHHenst Dot1Q

15.2.1. O6wume cBegeHUA o TyHHensax Dotlq

TyHHenb Dotlg, Tawke HasbiBaembin QinQ (802.109-in-802.1q), siBNAETCH pacluMpeHnem
npoTtokona 802.1q. OcHoBHasA vaesa 3akniyaeTcs B yrnakoBke MeTkM KknueHTckoro VLAN’a
(CVLAN tag) B meTky VLAN’a cepsuc-nposangepa (SPVLAN tag). NakeT ¢ AByMA mMeTKamu
VLAN’a nepepaeTca 4epe3 MarucTpasibHylo CeTb MHTEepHeT-npoBangepa, Takum obpasom
oGecrneyrBasa NpOCTON TyHHENb BTOPOro ypoBHA ANSA Nonb3oBaTtens. ATo NPOCTO U ferko Ans
ynpaBneHnsd, nNpuMMEHMMO TOMbKO Ha CTaTUYECKUX KOHdUrypauusx wu  crneuuanbHO
afanTMpoBaHO Ans HEBONbLUMX OUCHBIX MM METPO-CEeTEN, UCMONb3YHLWMNX KOMMYTATOPbI
TPeTbero ypoBHSA Kak MarnctpansHoe obopyaoBaHue.

Kak nokasaHo Bbilwe, Nocne BKIIOYEHUS Ha KNMEHTCKOM nopTy, TyHHenb Dotlg npucBavsaet
Kaxxgomy nonb3oBatento  uageHtudukatop SPVLAN (SPVID). 3pgecb wuaeHTUdmkatop
nons3oBatens — 3. Takon xxe SPVID mMoxeT BbITb NPUCBOEH TakMM Xe Nonb3oBaTensM Ha
apyrmx PE. Korga naket npumxogut ¢ CE1 Ha PE1, oH HeceT meTkm VLANo 200-300
BHYTPEHHen ceTu nonb3oBaTens. Korga TyHHenb Dotlq BKMYeH, KNnMeHTckun nopT Ha PE1
pobasnseT B nakeT gononHutensHele MeTkn VLAN'OB, Y KOTOPbIX MAEHTUMKATOPOM ABMSETCA
Has3HayeHHbIn nonb3oBaTento SPVID. lMotom naket Oyget HanpaBneH Tonbko B VLANS,
KOTOpbI yXOOUT B CeTb WHTEpHeT-npoBangepa, n Oyger Hectn gse MeTkn VLAN oB
(BHYTpeHHAA MeTka fobasneHa, korga nakeT npuwen Ha PE1, u gpyras asnsetca SPVID), B T0
BpeMs Kak uHepopmaumsa o knneHtckux VLAN oTkpbiTa ang nposangepa cetu. Korga naket
pocturHeT PE2 n nepen otnpaskon Ha CE2 ¢ knneHTCKoro nopta Ha PE2, BHelwHss meTka
VLAN’a ygansietcs n naket, npuwegwmnn Ha CE2, cTaHOBUTCS NOMHOCTBIO NOEHTUYEH NaKeTY,
oTnpasneHHomy ¢ CE1. [na nonb3oBaTtens ponb onepatopa cetn mexay PE1 n PE2
3akntovaeTcsa B obecrneyeHnmn KaHana BTOpOro ypoBHSI.

CeTb lNpoeaiigepa

Knuent A

VLAN 200-300| ==

PucyHok 15-4. MexceTeBoe B3anmogencteme Ha ocHose Dotlg-TyHHens

TexHonorna TyHHena Dotlg nosBonseT cepBuc-npoBangepy nogaepxmBartb MHOXECTBO
knueHTcknx VLAN'oB ¢ nomouwbto ogHoro csoero VLAN'a. [MpoBangep v KAWEHT MOryT
KoHcpurypuposatb cBon VLAN’bI HE3aBMCUMO ApYr OT gpyra.

TexHonorus TyHHensi Dotlq umeeT crnepytoLme XxapakTepucTmku:

e [lpyMeHVMa 4epe3 MNPOCTYD CTATUYECKYD KOHUIrypauuio, He HyXHbl CroXHas
KOHUrypaums n MaHUNynsuum.

e Onepatop npuceamBaet oguH SPVID kaxgomy nonb3oBaTtento, 4To yBENUYMBAET
KONMYecTBO OAHOBPEMEHHO MNOAAEPXKMBAEMbIX MOMb30BaTENEN; B TO Xe Bpems
nonb3oBaTeny MMEKT NOSHy ceoboay nNpu BelGope 1 ynpaBneHnm naeHTngmnkaTopos
VLAN (nonb3oBaTenb BblibupaeT u3 agnanasoHa ot 1 go 4096).

e KnmneHTtckas ceTb NonMHOCTbIO He3aBucuma. Korga cepsuc-nposangep MoaepHusnpyet
CBOIO CETb, KIIMEHTCKME CETU HE TPEeOYIOT M3MEHEHNsT KOHpUrypaumm.

118

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3oBatens cepus QSW-4530

HACTPOWKA BUPTYANbHbLIX NOKAINbHbLIX CETEN VLAN " www.gtech.ru |

15.2.2. KondurypupoBaHue TyHHens Dot1q

1. KoHdurypunposaHue dyHKumMn TyHHena Dotlg Ha noprTy.
2. KoHdwurypuposaHue Tuna npotokona (TPID) Ha nopTy.

1. KoHdurypmpoBaHue dyHKumMn TyHHena Dotlq Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

dotlg-tunnel enable Bxoga/Bbixoq ns pexuma TyHHensa dot1g-Ha

no dotlg-tunnel enable nopty

2.  KoHdwurypuposaHue Tuna npotokona (TPID) Ha nopTy.

KomaHpa OnucaHue

Pexunm kKoHcurypmpoBaHusa noprta

dotlg-tunnel tpid KoHpurypmpoBaHme Tuna npoToKona Ha
{0x8100|0x9100|0x9200|<1-65535>} MarncTpansHoM ropty

15.2.3. TununyHoe npumeHeHune TyHHena Dot1q

CueHapun:

MorpaHnyHble ya3nbl PE1 n PE2 wuHTepHeT-npoBangepa nepecbinalnT gaHHble VLAN oB
200-300. Mexxgy CE1 n CE2 knueHtckon cetn vepe3 VLANS. MNopTt PE1 nogkntodeH k CEL,
nopT 10 nogkntoyeH k nyénmyHon cetn, TPID nogkntodeHHoro obopyanosaHus — 9100; MNopT 1
PE2 nogkntoueH k CE2, nopTt 10 noagkntoveH K nyornmM4yHom ceTu.

O6bekT OnucaHue KoHcUrypauum
KOHcUrypaumm

VLANS MopT 1/0/1 y3anoe PE1 n PE2
dotlg-tunnel MopT 1/0/1 y3anoe PE1 n PE2
tpid 9100
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Mpouenypa KoHUrypauum onmcaHa Huxe:

PE1:

PE2:

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dotlq-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit

Switch(Config)#

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernetl1/0/1)# dotlq-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dotlq-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit

Switch(Config)#

15.2.4. YcTpaHeHne HeucnpaBHocTen TyHHens Dotilq

BkntoveHne TyHHens Dot1q Ha TpaHKOBOM nopTy Aenaet MeTKy naketa AaHHbIX
HenpeackasyeMon, YTO He MOAXOAUT NpunoxeHusm. [loaTomy He pekomeHayeTcs
ncnonb3oBaTh TYHHESNb Dot1g Ha TpaHKOBOM MopTy.

Mcnonb3oBaHne TyHHens coBmecTHO ¢ STP/MSTP He nogoepxuBaeTcs.
Mcnonb3oBaHne TyHHeNs coBmecTHO ¢ PVLAN He noggepxmBaeTcs.

15.3. KoHdurypupoBaHue Selective QinQ

15.3.1. Oowme cBeageHmn o Selective QinQ

Selective QinQ pacwupenne dyHKuMM TyHHenupoBaHus Dotlg. OH TervpyeT nakeTbl (OHW
nony4yarcs No 04HOMY MOPTY) C pasnUYHbIMK BHELWHUMN Teramy VLAN Ha OCHOBE pasnnyHbIX
BHYTPEHHUX TEroB B COOTBETCTBMM C TpeboBaHMAMWM nonb3oBaTens, MO3TOMY MNaKeTbl
pasnuMyHoro Tuna oTHocATCA K pasnuyHbiM VLAN Ha OCHOBe pasfiMyHbIX NyTen nepenayu.
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15.3.2. KoHdurypaums Selective QinQ

1. HacTtpovika rno6anbHO Unu Ha nopTax CBA3M BHYTPEHHENO N BHELLHErO TErMpoBaHUs.
2. Hactpoiika selective QinQ Ha nopTe.

1. HaCTp0|7||<a rnobanbHO Unu Ha nopTtax CBA3N BHYTPEHHETO N BHELLHEro TermpoBaHus.

KomaHpa OnucaHue

PexuM rno6anbHOro KOHUrypMpoBaHusi N KOH(UrypupoBaHus nopra

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c- | BkntoyeHne/oTknoveHne rnobanbHo wnm
vid-list> Ha nopTax CBA3N BHYTPEHHEro N BHELUHEro

no dotlg-tunnel selective s-vlan <s-vid> c-vlan | TEMMPOBaH1sA Ans selective QinQ

<c-vid-list>

2. Hactpoiika selective QinQ Ha nopTe.

KomaHpa OnucaHue

Pexum koHcurypmpoBaHusa nopTta

dotlg-tunnel selective enable BkntoveHne/oTkntoyeHme selective QinQ Ha

no dotlg-tunnel selective enable nopre
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15.3.3. TunuyHoe npumeHeHune Selective QinQ

VLAN 100-200 VLAN 201-300

oco 000
oco 200

— — 888 oo

KommyTatop A

VLAN 100-200 VLAN 201-300

ssss scas
ocoo oo
o000 000
— — 000 000

PucyHok 15-5. NMpumeHeHne Selective QinQ

3. Ethernet1/0/1 kommyTaTtopa A NpedocTaBnseT OCTYN K ceTn obLLEero nonb3oBaHUs
ans nonb3osartenen PC n Ethernet1/0/2 kommyTatopa A npegocTaBnsieT OCTyn K
ceTn obLuero nonb3oBaHus ansi nonb3oeartenemn ¢ IP-tenedoHom, nonb3osatenu PC
npuHagnexat kK VLAN 100-VLAN 200, n nonb3oBatenu ¢ TenedoHamu IP
npuHagnexat K VLAN 201-VLAN 300. Ethernet 1/0/9 kommyTaTopa A coeanHeHa ¢
CceTbio 00LLEero norb3oBaHUS.

4. Ethernet1/0/1 n Ethernet1/0/2 kommyTaTopa B npegocraesnsieT ceTeBon gOCTyn Ans
none3oBaenen PC, npuHagnexawmx VLAN 100- VLAN 200 n nonb3oBaTenem ¢
IP-TtenedoHamu, npuHagnexawmx VLAN 201-VLAN 300 cootBeTcTBEHHO. Ethernet
1/0/9 coegmnHeHa c ceTblo 00LLLEero Nosfib30BaHUS.

5. Certb 0bwero nonb3oBaHns paspellaeT nepecbinaTte naketsl B VLAN 1000 n VLAN
2000.

6. BkmoueH selective QinQ Ha nopTax Ethernet1/0/1 n Ethernet1/0/2 Ha komMyTaTOopax
A n B cootBeTcTBeHHO. INakeTbl VLAN 100- VLAN 200 otmeueHbl Terom VLAN 1000
kak Bbixogsawwmn ter VLAN Ha Ethernet1/0/1, n naketsl VLAN 201- VLAN 300
oTmedeHbl Terom VLAN 2000 kak Bbixogawm Ter VLAN Ha Ethernet1/0/2.

KoHdurypupoaHue:
# CospgaHne VLAN 1000 1 VLAN 2000 Ha SwitchA.
switch(config)#vlan 1000;2000
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# Hacporka Ethernet1/0/1 kak rmbpuaHoro nopta u Hactponka yganeHus tera VLAN npu
nepecsirike naketos B VLAN 1000.

switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag

# Hactpowka npasun otobpaxeHunsa ansa selective QinQ Ha Ehernet1/0/1 ansa nomewenuns tera
VLAN 1000 kak Bbixogsiero Tera VLAN B nakeTbl ¢ Teramu VLAN 100-VLAN 200.

switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 c- vlan 100-200
# BkntoveHue selective QinQ Ha Ethernet1/0/1.
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective enable

# Hactponka Ethernet 1/0/2 kak rubpuaHoro nopta v HacTporka yganenus Tera VLAN npu
nepecsisike naketos B VLAN 2000.

switch(config-if-ethernet1/0/2)#switchport mode hybrid
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag

# Hactpowka npasun otobpaxkeHusa ons selective QinQ Ha Ehernet1/0/2 gna nomelleHuns Tera
VLAN 2000 kak Bbixogsiero Tera VLAN B nakeTbl ¢ Teramm VLAN 201- VLAN 300.

switch(config-if-ethernet1/0/2)#dot1q-tunnel selective s-vlan 2000 c- vlan 201-300
# BkntoueHune selective QinQ Ha Ethernet 1/0/2.
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective enable

# Hactpowika nopTta Ethernet 1/0/9 kak rubpmngHoro nopta 1 HacTporka coxpaHeHuns Tera VLAN
npwu nepecsbinke naketos B VLAN 1000 1 VLAN 2000.

switch(config-if-ethernet1/0/2)#interface ethernet 1/0/9
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

Mocne npoBegeHus koHdwurypaumm, naketel VLAN 100 — VLAN 200 ot Ethernetl/0/1
aBToMaTuyeckm otmevatotcst Terom ¢ VLAN 1000 kak Bbixoasawmm terom VLAN, n naketbl VLAN
201 — VLAN 300 ot Ethernet1/0/2 aBTomatuyeckn otmevatotcss Terom ¢ VLAN 2000 kak
BbixogsaLwwum Terom VLAN Ha SwitchA.

HacTponkn Ha Switch B aHanornyHbl HacTporikam Ha Switch A, koHduUrypaums criegyoLlas:
switch(config)#vlan 1000;2000
switch(config)#interface ethernet 1/0/1
switch(config-if-ethernet1/0/1)#switchport mode hybrid
switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 cvlan 100-200
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective enable
switch(config-if-ethernet1/0/1)#interface ethernet 1/0/2
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective s-vlan 2000 cvlan 201-300
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective enable
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag
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15.3.4. YcTtpaHeHune HeucnpaBHocTen Selective QinQ
o O®yHkumm Selective QinQ wn Dotlg-tunnel He mMoryT ObITb OQHOBPEMEHHO
HacTpoeHbl Ha nopTe.

e Tonbko cBA3b rnobanbHOro oTobpakeHus unu cBA3b OTOOpakeHust nopta MOXHO
HacTpouTb Ans selective QinQ. Hactpowka TpaHcnauun VLAN 0B.

15.4. HacTpouka TpaHcnsauuum VLAN’oB

15.4.1. O6wume ceBepeHus o TpaHcnauum VLAN’oB

TpaHcnauua VLAN'0B, kKak cnegyeT n3 HasBaHus, TpaHCMpyeT OpuUriHarnbHbI naeHTudunkaTop
VLAN’a B HOBbI B COOTBETCTBUM C TpeboBaHUAMM nonb3oBaTens unu ana obmMeHa AaHHbIMU
mMexay pasnuyHbimm VLAN’amu. TpaHcnsaumsa MoXeT NPUMEHATLCA Kak And BXoAsLWen, Tak u
ncxoasien nHdopmaLmn. [aHHoe obopynosaHue nogaepxueaeTt U3MEHEHMEe
naeHTudukatopa VLAN a ToNbKo Ha BXoae.

MpumeHeHne n KoHurypmposanue TpaHcnauun VLAN'oB nogpobHo obbsicHAeTCA nanee.

15.4.2. KoHdurypupoBaHue TpaHcnsaumm VLAN’a

1. KoHdurypupoBaHue dyHKumn TpaHcnaumm VLAN’a Ha nopTy.
2. KoHdurypupoBaHue cootBeTcTBUM TpaHcnauum VLAN’a Ha nopTy.
3. [MpocmoTp koHdUrypaumm cootseTcTemi TpaHcnauum VLANa.

1. KoHdurypuposaHune yHkumm TpaHcnaumm VLAN’a Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHusa nopTa

vlan-translation enable BkntoyaeT nnu Boiknto4vaeT pexum TpaHenaumm VLAN

no vlan-translation enable

2. KoHdurypmpoBaHue cootBeTcTBMI TpaHcnduum VLAN'a Ha nopTy.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

vlan-translation <source-vlan-id> to | [lobaBneHue/yoaneHne CcoOTBETCTBUN TpaHCHSLMM
<out--vlan-id> in VLANoB

no vlan-translation old-vlan-id in
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3. MpocmoTp koHdUrypaumm cootBeTcTBMi TpaHcnauum VLAN'a.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

show vlan-translation MpocMOTP  CKOH(UIypUpoOBaHHbLIX  COOTBETCTBUM
TpaHcnaumm VLAN oB

15.4.3. TunoBoe npumeHeHue TpaHcnsauum VLAN’ oB
CueHapwun:

MorpaHnyHble yanbl PE1 n PE2 uHTepHeT-npoBangepa nogaepxusatoT VLAN gaHHbix 20
mexagy CE1 n CE2 u3 knueHTtckon cetu, Yyepesd VLAN 3. MNopTt 1/0/1 PE1 lMNogkntoyeH k CE1L,
nopt 1/0/10 nogkntoveH k nybnuyHon cetu, nopt 1/0/1 PE2 nogknoveH k CE2, nopt 1/0/10
NOOKITHOYEH K NyBrMyHON ceTu.

CeTb lNpoeaiigepa

KnueHt A
Cetb 1

HE s R s TR - IIIDID om | VLAN20

VLAN 20

PucyHok 15-6. Tononorusa cetn ¢ TpaHcnsaunen VLAN oB

O61beKT KoHdurypaumm OnucaHue KOHcUrypaumm

VLAN-translation MopT 1/0/1 yanoe PE1 n PE2

Trunk port MopTtbl 1/0/1 1 1/0/10 y3noe PE1 n PE2

lMpoueanypa KOHMUIrypnpoBaHUA yKkasaHa HUXe:

PE1, PE2:
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation enable
switch(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/0/1)# exit
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)#exit
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switch(Config)#

15.4.4. YcTtpaHeHne HeucnpaBHocTeun TpaHcnauum VLAN’oB
O6b14HO TpaHcnauusa VLAN npuMeHSeTCst Ha TPaHKOBbIX NMopTax.

Mpuoputetol Mexay TpaHcnaumven VLANoB u  Bxogdwen cdunetpaumen VLAN oB
pacnpegenstoTca Tak: TpaHcnauus VLAN’oB Beile Bxogswen dovnbtpaumm VLAN'0B.

15.5. KoHdurypauma Multi-to-One VLAN-TpaHcnsauum

15.5.1. BeBegeHue B Multi-to-One VLAN-TpaHCcnauuio

TpaHcnauua Multi-to-One VLAN — a1o TpaHcnauusa ncexogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBUMN C TpeboBaHMSAMKU NONb3oBaTenen Ha Bocxoasawmn TpadduKk 1 Bo3BpalleHME
ncxogHoro VLAN ID Ha Hucxogawmmn Tpaduk.

MpumeHeHne n koHpurypauma Multi-to-One VLAN-nepegayv 6yayt nogpobHO onncaHbl B 3TOM
pasgene.

15.5.2. HacTtpouka nepegaum Multi-to-One VLAN

1. Hactporika Multi-to-One VLAN-nepegayun Ha rnopTe.
2. [pocmoTp HacTpoek u Multi-to-One VLAN-nepegau.

1. Hactporika Multi-to-One VLAN-nepegayu Ha rnopTe.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

vlan-translation n-to-1 <WORD> to <new- | BkntoueHue/oTknioyeHne tpaHcnauumn Multi-to-
vlan-id> One VLAN

no vlan-translation n-to-1 <WORD>

2. [MpocmoTp HacTpoek Multi-to-One VLAN-nepegaum.

KomaHaa OnucaHue

Pexunm agMmHucTpatopa

show vlan-translation n-to-1 [MokasbiBaeT CBsA3aHHblIE HACTPOMKM  TpaHCNAUUK
Multi-to-One VLAN

15.5.3. Tunu4yHoe npumeHeHue TpaHcnauum Multi-to-One VLAN
CueHapwui:

MonbsosaTtenn 1, 2 n 3 npuHaganexat VLAN 1, 2 n 3 cootBeTCTBEHHO. Bxoaawmn Tpadpdmk
AaHHbIX, nonb3oBaTtenen 1, 2 n 3 6yaet nepeseneH B VLAN100 Ha nHTepdence Ethernetl/0/1
co cTopoHbl SwitchA. Takum xe obpasom bygeT nepefaH TpadduK AaHHbIX Nonb3oBaTenen 3,
4 nb5.
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AneMeHT KoHduUrypauum OnucaHue
VLAN SwitchA, SwitchB
Trunk Port Hucxoaawmin nopt 1/0/1 n Bocxoaswmin nopt 1/0/5 Ha
SwitchA n SwitchB
Multi-to-One VLAN-TpaHcnsaums Hucxopgsawmin nopt 1/0/1 Ha SwitchA n SwitchB

Mpouenypa HaCTPOWKM:

Switchl, Switch2:
switch(Config)# vlan 1-3;100
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation n-to-11-3 to 100
switch(Config)#interface ethernet 1/0/5
switch(Config-Ethernet1/0/5)#switchport mode trunk
switch(Config-Ethernet1/0/5)#exit

KommyTatop A KommyTatop B

VLAN 1 VLAN 2 VLAN 3 VLAN 1 VLAN 2 VLAN 3
VAR AN PR . . Y L[\ N L_—\ A e W Y P s . Y
MNonb3oBarens 1 [Nonb3oBartens 3 MNonk3oBarens 4 Monk3oBaTens 6
[Monb3oBarens 2 Monb3oBatens 5

PucyHok 15-7. TunnyHoe npumMeHeHne TpaHensaumm VLAN

15.5.4. YcTtpaHeHue HeucnpaBHocTen Multi-to-One VLAN-TpaHcnsauum

e Henb3da ogHoBpeMeHHO ncnonb3oatb ¢ Dot1g-tunnel.
e Henb3da ogHoBpemeHHO ncnonb3oaTtb ¢ VLAN-translation.
e MAC-agpem He JOMKEH CyLecTBOBaTb B OPUrMHANbHOM U TpaHcrmpoBaHHOM VLAN.

e YbBegutecb, YTO anmapaTHbIi YMM MOXeT TMOAAepPXKMBaTb HOpManbHyl paboTy
KIMMEHTOB.

e [IpeBbiweHne npegena obyveHnsa MAC-agpecam MoxeT noBnuaTb Ha Multi-to-One
VLAN-TpaHcnaumio.
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e  Multi-to-One VLAN-TpaHcnsAums gormkHa 6biTb BKtoyeHa nocne MAC-o6yyeHus.
15.6. KoHchurypmuposaHume puHamumyecknx VLAN

15.6.1. O6bwume cBegeHUsA

OuHamnyeckum VLAN HasbiBaeTcsa Tak B npotmeoBec ctatudeckomy VLAN'y (HasbiBaemMoMy
noptom, npunucanHelM K VLAN'y). OuHamnyeckun VLAN, nogaepxvBaembii KOMMYTaTOpOM,
BkntovyaeT B ceba VLAN Ha MAC-agpecax, VLAN-noacetem u npoTokonbHbii VLAN.
MNMogpobHoe onucaHve aanee:

VLAN, Gasnpytowmiica Ha MAC-agpecax npeacraBnsieT cOOON TEXHOMOIMIO, Koraa Kakablii
XOCT ¢ onpeperneHHbiM MAC-agpecoM cooTBeTcTByeT onpegeneHHomy VLAN'’y. 3To no3sonseT
noJsib30BaTesnto CeTU coXpaHuTb cBoe YrieHcTBo B VLANe npu nepemeLleHmnn n3 ogHoro Mecra
B Apyroe. Kak Mbl BuOUM, rnaBHOE MNPEUMYLLECTBO 3TOr0 MeToga B TOM, 4TO HeT
HeobOxoaumocTn  nepekoHurypuposats VLAN, «korga nonb3oBatefb MeEHsieT  CBOe
MeCTOpacnonoXeHne, a MMEHHO MNepekniovYaeTcs C OOHOro KOMMyTaTopa Ha gpyron. 3T1o
cnegcreue Toro, uto VLAN Gasupyetca Ha MAC-agpece nonb3oBaTensl, a He Ha MnopTty
KomMmyTartopa.

VLAN, 6asupytowminca Ha IP-nogceTsix npencrasnset cobon TexHomnoruio, rae metka VLAN
Ha3Ha4aeTcs B COOTBETCTBUU C IP-agpecom NCTovHmKa 1 ero mackon nogcetu. MNpenmyLectso
3TOro MeToga TO Xe, YTo M y npeablaywero, nomnb3oBatento He TpebyeTcss U3MeHATb
KOHpurypaumio npu M3MEHEHUN MECTOHAXOXKAEHWS.

MeTtog VLAN’a Ha 6ase nNpOTOKOSIOB CETEBOr0 YPOBHS HasHadaeT pasfnnyHbiM MNPOTOKONam
pasnuyHble Homepa VLAN'OB. 3TO O4YeHb yOooOHO And Tex CeTeBbIX aAMWHUCTPATOPOB,
KOTopble XOTAT ynopsigoyvBaTb Nosfib3oBaTenien no npunoXeHusm m cepsucam. bonee Toro,
nonb3oBaTenn MorytT cBobogHO nepemMeLlaTbesi Mo CeTw, 3aperncTpMpoBaBLUMCE B HEW OAMH
pa3s. [NpeMmMyLLEeCTBOM OaHHOIO METOAA HE SABMSIETCHA TO, YTO OH MO3BOSISIET MOSb30BaTENSAM
MEHSITb CBOE MecTonosioxeHne 6e3 nameHennst kKoHdurypaumum VLAN'oB, a T0, 4T0 VLAN'bI
pasnuyalTcs No TUMYy NPOTOKOSIOB — OMEHb BaXXHO ANS CETEBOro agMuHucTpatopa. K tomy xe,
OaHHbIN MeTon, He TpebyeT gobaenenns meTkn dpenma ans mgeHtudukaumm VLAN'a, vto
CHMXaeT obwnin Tpaduk B CETW.

3amevaHnue: lNMopThl, KOTOpPbIE HEOOGX0ANMO NpunMcaTb K guHammyeckuMm VLAN OOMmKHbI ObiTh
CKOHMIYPUPOBaHbI Kak rmdpuaHbIe.
15.6.2. KoHdurypuposaHme auHammyeckmnx VLAN

1. KoHdurypuposaHune dyHkummn VLAN a no MAC-agpecam Ha nopTry.

2. Hactponka VLAN kak MAC VLAN.

3. KoHdurypuposaHue cootBeTcTBusA Mexay MAC-agpecamu n VLAN amum.
4. KoHdurypupoBaHme COOTBETCTBUS Mexay npotokornamu n VLAN amu.

1. KoHdurypupoaHune cdyHkummn VLAN a no MAC-agpecam Ha nopry.

KomaHaa OnucaHue

Pexum KoHdUrypupoBaHus nopTta

switchport mac-vlan enable BkntoyeHne/BbiknoveHne yHkumm VLAN’a

no switchport mac-vlan enable no MAC-aapecam Ha nopty
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2. Hactpouka VLAN kak MAC VLAN.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

mac-vlan vlan <vlan-id>
no mac-vlan

KoHdurypaumss onpegeneHHoro VLAN’a
kak MAC VLAN; komaHga «no mac-vian»
ypanset Hactpoukn MAC VLANa Ha
naHHom VLANe

3. KoHdurypuposaHue cootseTcTBua mexay MAC-agpecamu n VLAN amum.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoOHUrypmpoBaHus

no protocol-vlan [all | mode] {etype <etype-id>
vlan <vlan-id>|all}

mac-vlan mac <mac-addrss> vlan <vlan-id> [Jo6aBneHve/yganexHue COOTBETCTBUMN

<mac mask> priority <priority value> mexagy MAC-agpecamn un VLANamu, a

no mac-vlan {mac <mac-addrss>|all} MMEHHO — 3anMChb/uCKIoyeHne
onpegeneHHoro MAC-agpeca "3
onpegenenHoro VLAN'a

4. KoHdurypupoBaHme COOTBETCTBUS Mexay npotokonamu n VLAN amu.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus

protocol-vlan mode [ethernetll {etype <etype- [obaBneHve/yganeHue COOTBETCTBUM

id>} | llc { dsap <dsap ID> ssap <ssap ID>} | mexgy npoTtokonamm u VLANamn, a

shap {etype <etype-id>}] vlan <vlan-id> WMEHHO — BXOXXOEHME/NCKOYEHNE
onpegeneHHoro npoTokona B/13

onpegenenHoro VLAN’a

15.6.3. TunoBoe npumeHeHne auHamu4yeckoro VLAN’a

CueHapwui:

B oducHom cetn otaen A npuHagnexut K VLAN100. Heckonbko COTPYOHUKOB OTAena 4acTto
BbIHY>XAEHbI NepemeLLaTbCcs BHyTpU opucHom cetu. Tak e TpebyeTca obecneuvBaTb JOCTYnN
apyrmx cotpyaHukoB otaena Kk VLAN100. Jonyctnum, 4Tto oamMH n3 cotpyaHukoB — User M.
MAC-agpec ero komnbetoTepa — 08-c¢6-b3-11-22-33, korga M nepekntoyaeTcs B, O4MH 13 MOPTOB
kommyTaTopa A, B unu C, untepdenc aBToMatn4yeckm KOHUIrypnpyeTcs Kak rmépuaHbii u
nogknoyaetca kK VLAN100 B pexume «6e3 meTok». B atom cnyyae aaHHble VLAN100 6yayT
nepeagaBaTbCs Ha MOPT, K KOTOpoMy noakntoyeH M, n obecneunBatb TpeboBaHMSA CBA3HOCTU B

VLAN100.
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O6bekT OnucaHue KoHdurypaumm
KOHdurypaumm
MAC-based VLAN O6wasn koHdurypaums kommyTtatopos A, B, C

Mpumep KoHUrypauuu:
Switch A, Switch B, Switch C:
switch(Config)#mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority 0
switch(Config)#exit

KommyTatop A KommyTtatop B Kommytarop C

. ™
L _ _ VLAN 100
Otnen A
A s, . [ A s N\ V a—Y A s .
UserM L J
08-c6-b8-11-22-33 e ™~
VLAN 200
Otpen B
A s . AR s [ A s—
- 4
' N\
VLAN 300
Otpen C
A .\ A . W, Y AR e N, Y
o J

PucyHok 15-8. Tunosas Tononorus npumeHeHus guHammyeckoro VLAN’a

15.6.4. YcTpaHeHue HeucnpaBHocTen auHamu4veckoro VLAN’a

Ha kommyTaTopax CO CKOHpUrypupoBaHHbIM AuHamudeckum VLANoM, Korga K HuM
NOOKITHIOYEHO HECKONbKO YCTPOWCTB (Hanpumep, ABa KOMMbiOTepa), OblBaeT, 4TO nepBas
nonbITKa CoOegUHEHUA MeXay HUMKU He nony4yaeTcs. PelleHue B JaHHOM crnyyae Takoe — Hago
AaTb BO3MOXHOCTb OBOOMM YCTPOMCTBaAM YCMeELWHO nocnaTb Kakune-nnbo nakeTbl B CeTb
(Hanpumep, ICMP, komaHgon ping), 3TO NO3BONNT KOMMYTaTOPY 3anoMHUTb nx MAC-agpeca, 1
TOrga oHM cMoryT cBo6OAHO CBA3bIBaTLCA Yepes3 anHammyecknii VLAN.

MpuoputeTbl guHammyeckoro VLAN’a n BxogHoro counstpa VLAN 0B ans o6paboTkm naketoB
cnegyowme: npuoputeT guHammnydeckoro VLAN’a Bbilwe, 4eM y BXxogswero punbtpa.
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15.7. KondurypuposaHue GVRP
15.7.1. O6bwan nicdpopmauma o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonesyetca ona gMHaMmn4eckoro
pacnpegeneHnsi, pacnpocTpaHeHus W peructpauum aTtpubyToB UWHoOpMaumMM Mexay
KOMMYyTaTOpaMn-y4acTHUKaMM B CETU KOMMYyTaLun.

ATpnbyTom moxeT 6biTb MHdopmauna VLAN, rpynnoson MAC-agpec u Tak ganee. O4eBugHo,
yTto npoTokonn GARP MOXeT TpaHCNoOpTUPOBaTb MHOXECTBO aTpuMOyTOB Ha KOMMYTAaTop, Ha
KOTOpbIN MX HeobxoamMmo nepepatb (populate). Ha ocHoBe GARP onpeeneHbl pasnuyHble
NPUNoXeHust (HasblBaemMble MNPUNOXeHUsMn-obbektamm GARP), OOHUM M3 HUX SBRSeTcs
GVRP.

Mpotokon GVRP (GARP VLAN Registration Protocol) — 310 npunoxeHune, ucnoneaytoLiee ans
paboTtbl MexaHnam GARP. OHo oTBevyaeT 3a obcnyxmBaHve WHOPMaUMU AUHAMMUYECKOW
pernctpaumm VLAN n nepegady permctpaumMoHHOM MHopmauum Ha gpyrve KoMMyTaTopbl.
KommyTtatopbl, nogaepxusawowme GVRP, mMoryT npvHMMaTb WHMpOpMaLUIO AVMHAMUYECKON
permctpaumm VLAN OT [pyrmx KOMMYTaTtoOpoB M OBHOBNATH noKanbHy MHGOpMaLmio
pernctpaumm VLAN B COOTBETCTBUM C NPUHSITON.

KommyTaTtop, Ha koTopom BKroyeH npoTokon GVRP mMoxeT nepefaBaTb CBOK COOBCTBEHHYHO
nHpopmaumio permctpauun VLAN Ha gpyrme kommyTaTopsl. [prHATas nHopmaums coaepxuT
NOKarnbHY CTaTMYeCcKyto MHAOpMaLMio, 3a4aHHYI0 BPYYHYIO U AVMHAMUYECKY0 MHAOpMaUMIo,
nony4yeHHyto obyyeHnem ot gpyrmx kKoMMyTaTopoB. [loaToMy, 3a cHeT nepegayn nHpopmaumm
pernctpaumm VLAN, cocTodaTenbHas nHpopmaumsa VLAN MOXeT ObITb pacnpocTpaHeHa Ha Bce
KOMMYyTaTOpBbI C BKNo4YeHHbIM GVRP.

KommyTatop C

VLAN 100-1000 VLAN 100-1000
Kommytarop A Kommytartop B KommyTtatop D ommytatop F Kommytatop G

KommyTtartop E

PucyHok 15-9. TunnyHas cxema npuMmeHeHust

KommyTtatopbl A n G He coeauHeHbl Mexay cobon Ha ceTun BToporo ypoeHsi; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYTaTOpbl, MNOAKMOYEHHbIE K A M G. Ha kommyTtatopax A n G
ckoHdurypmposanm VLAN100-1000 spy4Hyto, Torga kak Ha B, C, D, E, F nx HeT. Korga GVRP
BbIKIToYeH, A G HE MOryT HU C KEM COeAMHUTBLCS, MOCKOIbLKY MPOMEXYTOUHbIE Y3rbl HE UMEKT
cootBeTtcTBytowmx VLAN'oB. OgHako nocne BknoyeHna GVRP Ha Bcex y3nax, ero MexaHusm
nepegayn atpmbytoB VLAN no3BonseT NpoOMEXyTOYHbIM y3rnam pernctpupoBaTb VLAN'bI
anHamnyeckn, n VLAN B VLAN100-1000 y3noB A n G MOryT COeaMHATBLCS C NobbiM ApyruMm.
Bce VLAN’bl, OuHaMU4YeCKU 3aperucTpuMpoBaHHble Ha MPOMEXYTOuYHbIX Yy3nax, 6yayT
paspernctpupoBaHbl, korga Ha ysnax A u G BpydHyto yganartca VLAN100-1000. Takum
obpasom oamHakoBble VLAN’bl ABYX HECOCEAHMX Y3M0B MOryT COeAWMHSTLCA NOCPeAcTBOM
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npoTokona GVRP BMECTO py4HOM KOHUrypaLmm BCeX NPOMEXYTOUHbIX Y3I0B AN1s MONyYeHUs

npocTtomn koHdurypaumm VLAN'oB.

15.7.2. Hactponka GVRP

1. KoHdurypuposaHue tanvepa GARP.

2. BknoyeHue/BblknodeHe dyHkummn GVRP Ha nopry.

3. BknoyeHve dyHkummn GVRP B KomMyTaTope.

1. KoHdurypauusa Tanmepa GARP.
KomaHpa OnucaHue

Pexum rmob6anbHoro KoHcgpurypuposaHus

garp timer join <200-500> KoHdurypupoBaHue TanmepoB
garp timer leave <500-1200> éﬂ:lggamg, CMUSHMA U BbIXOoAa Ans
garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)

2. BknoyeHue/BblkntoyveHe dyHkummn GVRP Ha nopry.
KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHus nopTta

gvrp BkntoyeHune/BbikoueHNE OYHKLUMK
no gvrp GVRP Ha nopty

3. Bkntoyenune pyHkummn GVRP B KOMMyTaTope.
KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHua
gvrp BkntoueHune/BbIkIoHEHNE OYHKUUM
no gvrp GVRP B kommyTaTtope
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15.7.3. NMpumepsbl npumeHeHuss GVRP
CueHapun 1:

1/0/10 1/0/11 -
L KommyTtaTtop A KommyTartop B KommyTtartop C L
MK2

PucyHok 15-10. Tunnynasa Tononornsa npumeHeHns GVRP

Ona nonyyeHus MHdopMaumMM OuvHamudeckor peructpaumm VLAN u ee oGHOBMEHUst Ha
KOMMYyTaTopax AOIKeH ObITb CkoHGUrypupoBaH npoTtokon GVRP.

CKoHcpurypuposaHHbii Ha kommyTaTtopax A, B n C npotokon GVRP, no3sonseT AnHaMmuyecku
ckoHdurypmposatb VLAN 100 Ha kommyTaTope B 1 gBym pabounm cTaHUuMsaM, NOAKMOYEHHbIM
K VLAN 100 Ha kommytatopax A mn C cBasatbca Mexgy cobon 6e3 craTtnyeckoro
koHdurypuposaHus VLAN 100 Ha kommyTaTope B.

OGBEKT HACTPOMKH OnucaHne o6 bLEKTa HAaCTPOUKU
VLAN100 MopTbl 2-6 Ha kommyTaTopax A n C
Trunk port MopTbl 11 Ha kommyTaTopax A n C, noptbl 10, 11

Ha kommyTaTope B

GVRP B pexume rnobanbHoro | KommyTtatopsl A, B, C
KOHbUrypupoBaHus

GVRP B pexume koHdurypmposaHus | Moptel 11 kommyTtatopoB A n C, noptel 10, 11
nopToB KoMmmyTaTopa B

Moagkntounm aBe paboune ctaHumm k noptam VLAN 100 Ha kommyTaTopax A u C, NoAKNo4Mm
nopt 11 Ha kommyTaTope A k nopTy 10 Ha kKommyTaTope B n nopTt 11 Ha kommyTaTope B k nopTty
11 Ha kommyTaTtope C.

Larn koHdurypaumm onncaHel HUXe:

KommyTatop A:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-V0an100)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-I1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/11)# gvrp
Switch(Config-I1f-Ethernet1/0/11)#exit
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KommyTaTtop B:
Switch(config)#gvrp
Switch(config)#interface ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode trunk
Switch(Config-If-Ethernet1/0/10)# gvrp
Switch(Config-If-Ethernet1/0/10) #exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

KommyTtatop C:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-V0an100)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

15.7.4. YcTtpaHeHue HeucnpaBHocTten GVRP

Cuetunk GARP, ycTaHOBMEHHbIN Ha TPaHKOBbLIX MOpTax Ha oboMx KoHUax MaructpanbHOWm
NVHUM JOMKEeH ObITb OAMHAaKOBbIM, B NPOTMBHOM cnyvyae GVRP He cmoxeT paboTaTb
HopManbHO. PekomeHnayeTtcsa nsberate ogHOBpeEMEHHOM paboThl npoTokonoB GVRP n RSTP Ha
y3ne. Ecnu TpebyeTca BkntounTb npotokort GVRP, Heob6xoaumo cHavana BbIKIMHOYNTb OYHKLUMIO
RSTP Ha nopTax.

134

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3oBatens cepus QSW-4530

HACTPOWKA TAB/LIbI MAC-AOPECOB " www.gtech.ru |

16. HACTPOMKA TABNNLUbI MAC-AJPECOB

16.1. O6wume cBepgeHnsn o Tabnuue MAC-appecoB

Tabnuua MAC-agpecoB — 310 Tabnuua cootBeTcTBMiA MAC-agpecoB yCTPONCTB Ha3HAYeHMs
noptam kommyTtatopa. MAC-agpeca enaTcs Ha cTaTudeckue n guHammyeckme. Ctatmyeckue
MAC-agpeca Bpy4Hy0 CKOHUIYpMPOBaHbI NOSib30BaTeENEM, MMEIOT HaMBbLICLUMA NPUOPUTET U
OENCTBYIOT MOCTOSIHHO (OHM He MoryT ObiTb 3amelleHbl avHamudeckum MAC-agpecamn).
[OuHamnyeckne agpeca 3anoMmMHaOTCS KOMMYTaAaTOPOM MNpy nepegade nakeToB AaHHbIX, U OHU
OENCTBYIOT oOrpaHnyeHHoe Bpemsi. Korga kommyTtatop nonyvaet dpenm AaHHbIX  Ans
nepecbiniki, oH coxpaHseT MAC-agpec nctodHnka dperiMa nm COOTBETCTBYHOLLMIA eMy MopT
HasHayeHnda. Korgma Ttabnumua MAC-agpecoB onpawmuBaetcsa Ha npeametr MAC-agpeca
npueMHuKa, MpuM HaxXOXAEHUWM HYXHOrOo ajgpeca, MakeT [aHHbIX OTNpaBnseTcs Ha
COOTBETCTBYIOLNA MOPT, B MNPOTUBHOM Cllyd4ae KOMMYTaToOp nepecbinaeT nakeT Ha CBOM
LunpokoBellaTenbHbin gomeH. Ecnn annamnyecknin MAC-agpec He BCTpe4vaeTcs B nakeTax aAns
nepecobifikn  gnuTensHoe Bpemsl, 3anncb O Hem ypansetca u3 tabnuubl MAC-agpecos
KomMmMyTaTopa.

[nsa Tabnmubl MAC-agpecoB onpeaeneHsl ABe onepaumm:

1. Monyyenne MAC-agpeca.

2. OTtnpaBka unu punbTpaumusa naketa AaHHbIX B COOTBETCTBUM C Tabnuuen
MAC-agpecos.

16.1.1. NMony4yeHune Tabnuubl MAC-agpecoB

Tabnnua MAC-agpecoB MOXeT BbITb NOCTPOEHA CTAaTUYECKM NN AMHaMnyeckn. CTaTuyeckum
KOH(purypuposaHmem HactpamBaeTtcss cooTBetcTBue Mexgy MAC-agpecamm n noptamu.
OnHamnyeckoe obyyeHMe — 3TO npouecc, Korga KOMMYTaTop W3y4aeT CBA3U Mexay
MAC-agpecamn n noptamun n perynsipHo obHoenseT Tabnmuy MAC-agpecoB. B aTon cekumm
Mbl OCTAHOBUMCS Ha npoLecce AMHaMUyecKoro noctpoerus Tabnuusl MAC-agpecos.

1/0/5 1/0/12

= [

MK 1 nK2 MK 3 MnK4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

PucyHok 16-1. AuHamnyeckoe noctpoenne Tabnuusl MAC-agpecos

Tononorma Ha pucyHke Bbiwe: 4 KOMMbOTEPa NOAKMNIOYEHbl K kommyTaTopy, rae PC1 n PC2
npuHagnexat O4HOMY (U3MYECKOMY CEerMeHTy (OOMEHy KOMnuM3un), pusnmdeckui cermeHT
nogknoyeH k nopty 1/0/5 kommyTtatopa, PC3 n PC4 npuHagnexart K apyromy usanyeckomy
CerMeHTy, nogkntoveHHomy Kk nopty 1/0/12 kommyTtaTtopa.
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HavanbHasa Tabnuua MAC-agpecoB He COAEPKUT HUKAKMX 3HaYeHnn. Bosbmem onst npumepa
npouecc ceasn mexay PC1 n PC3. lNMpouecc obyveHna MAC-agpecawm, criegyowmi:

1. Korpa PC1 nocbinaet coobuieHne k PC3, MAC-agpec ncrourHmka 08-C6-B3-11-11- 11-
11 v nopt 1/0/5 n3 atoro coobueHnst 3aHocaTcsa B Tabnuuy MAC-agpecoB
KoMMmyTaTopa.

2. B 10 e Bpemsa koMMyTaTopy Hago MOHATb, kKak 4OCTaBUTbL coobleHne Ha agpec 08-
C6-B3-33-33-33. Tak kak Tabnuua cogepXxuTt 3anucb Tonbko aAns agpeca 08-C6-B3-
11-11-11-11 v nopTa 1/0/5, a ans agpeca 08-C6-B3-33-33-33 HMKaKNX 3annucen Her,
KOMMYyTaTOp paccbinaeTt gaHHoe coobLieHre Ha Bce CBOWM NOpPThI (Npeanonaraem, 4to
BCe MOPTbI NpuHaanexat no ymonyaHuio VLANL).

3. PC3 un PC4 nonyyatoT coobuieHne, nocnaHHoe PC1, Ho PC4 He oTBe4vaeT Ha 3To
coobLeHne, Tak kak agpec npuemHuka 08-C6-B3-33-33-33, 1 oTBevaTb Ha Hero byaet
Tonbko PC3. Korga nopt 1/0/12 nony4vaeT coobuleHne, otnpasneHHoe PC3, B
Tabnuuy MAC-agpecos gobasnsetca sanncs 0 MAC-agpece 08-C6-B3-33-33-33 u
cooTBeTCTBYIOLWEM eMy nopTte 1/0/12.

4. Tenepb Tabnmua MAC-agpecoB nveet ase amHamudeckume 3anncu: MAC-agpec 08-
C6-B3-11-11-11-11 — nopT 1/0/5 n 08-C6-B3-33-33-33 — nopT 1/0/12.

5. TMocne obmeHa naketamun mexgy PC1 n PC3, kommyTaTop GonbLle He nony4vaeT
nakeToB, otnpasneHHbix PC1 n PC3. U 3anncu B Tabnuue MAC-agpecos,
COOTBETCTBYIOLLMNE 9TMM ycTporcTBam yaanaotcsa yepes 300 nnm 2x300 cekyHg (T.e.
npocTtoe unu asonHoe BpeMs xnsHn). 300 cekyH 30eCb 3TO BPEMS KU3HU MO
ymMon4yaHuio ang sanmcen B Tabnuue MAC-agpecoB. Bpemsa XnsHm moxeT ObiTb
N3MEHEHO Ha KOMMYyTaTope.

16.1.2. Nepecbinka nnun dunbTpauua Kagpos

KommyTaTtop nocbinaet nnm oTpunbTpoBbIBaET NPUHMMaeMble NakeTbl AaHHbIX B COOTBETCTBUN
¢ Tabnnuen MAC-agpecoB. PaccmaTtpuBas ans npMmepa pucyHoK Bbllle, npegnosiaraem, 4Yto
KommyTaTop uayunn agpeca PC1 n PC3, 1 nonb3oBatesnib BPy4HYO HAacTpoOUi COOTBETCTBUE
noptoB ana PC2 n PC4. Tabnuua MAC-agpecoB komMmyTaTopa byaeT criegytoLlen:

MAC-agpec Homep nopTta Kem po6aBneHa 3anucb
08-C6-B3-11-11-11 1/0/5 OunHamnueckoe obyyeHne
08-C6-B3-22-22-22 1/0/5 CraTtudeckasa koHdurypaums
08-C6-B3-33-33-33 1/0/12 OunHamnueckoe oby4veHne
08-C6-B3-44-44-44 1/0/12 CraTtundeckada koHdUrypaums

1. OTnpaBka nakeToB B cOOTBETCTBMM C Tabnuuen MAC-agpecos.
Ecnn PC1 nocbinaet nakeT k PC3, kKoMMyTaTOp OTNpaBnsieT AaHHbIE, MOMyYeHHble C noprta
1/0/5 Ha nopTt 1/0/12.

2. dunbTpaums gaHHbIX B cOOTBETCTBUM ¢ Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaetr coobuwenne PC2, kommytatop, nposepuB Tabnuuy MAC-agpecos,
HaxoguT PC2 n PC1 B ogHOM (pn3nyeckom cermeHTe n oTpmnbTpOoBbIBaET aTO coobuieHve (To
ecTb cOpacbiBaeT aT0 coobLleHme).
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KOMMyTaTOpOM MOTYT nepecbliatbCA TPU TUMa KaapoB:

e Broadcast frames;
e Multicast frames;
e Unicast frames.
[anee onucbiBaeTcs, Kak kKOMMyTaTop paboTaeT co BCeEMU TPEMSI TUMAMM NaKeTOB:

1. Broadcast frame: KommyTaTop MOXeT onpeaenaTb KONnm3nm B AOMEHE, HO TOMNbKO He
AN wmpokoBelaTenbHbIX 4OMeHOB. Ecniv VLAN’bI He yCTaHOBMEHI, BCE YCTPOWUCTRA,
NOAKIMHOYEHHbIE K KOMMYTATOPY, CHUTAOTCHA HAXOOAWNMUCHA B OAHOM
LnpokoBeLlaTenbHoM gomeHe. Korga kommyTtaTop nonydaet Broadcast frame, oH
nepeckinaet ero Bo Bce noptbl. Ecnn VLAN’bI CKOHpUIypupoBaHsbl, Tabnuua
MAC-agpecoB aganTupyeTcsi B COOTBETCTBUU C AOMNOSNTHUTENBbHOW MHpopMmauuen o
VLAN’ax. B aTom criydyae kommyTaTop oTnpasndeT operim TONbKO Ha MopThl,
Haxogswmeca B ToM ke VLANe.

2. Multicast frame: ecnn MHOronosnb3oBaTeNbCKUA AOMEH HEU3BECTEH, KOMMYTaTOp
paccobinaeT dperim B Tom xxe VLANe, Ho, ecnu BkntodeHa pyHkuma IGMP snooping
Unu CKOHMUrypmpoBaHa ctaTnyeckasl MHOronosb3oBaTesnibckas rpynna, KoMmmyTaTtop
OygeT nockbinatb aTOT openM B NOPTbI MHOrONOSIb30BaTENBCKOM rpynnbl.

3. Unicast frame: ecnn VLAN’bI He ckoHpurypmpoBsaHbl, To, ecnn MAC-agpec
npuemHuka ectb B Tabnuue MAC-agpecoB kKomMyTaTtopa, KOMMyTaTop HanpsMyo
nepecninaeT nakeT B COOTBETCTBYOLWMA NopT. Ecnun e agpec npvemMHuka B Tabnuvue
He HangeH, KOMMyTaTop AenaeT LWMPOKOBELLATENbHYO Pacchifiky 3TOro gperma.
Ecnn VLAN’bl ckOHGUIryprpOoBaHbl, KOMMYTaTop pacceinaet Unicast frame Tonbko
BHyTpu ogHoro VLAN’a. Ecnn MAC-agpec HangeH B Tabnuue, HO NpuHagnexuT
apyromy VLAN’Yy, kOMMyTaTop OenaeT LUMPOKOBELLATENbHYO pacchifiky dperima B
ToM VLANeE, K KOTOPOMY NpUHAANEXUT (Ppenm.

16.2. KoHdurypupoBaHue Tabnuubl MAC agpecoB

1. KoHdurypupoaHune Bpemenmn xun3nn MAC-agpecos.
2. KoHdurypunpoBaHue ctatmyeckon ounbTpaunmn unm nepechbinku.
3. OuucTtka gnHamundeckon Tabnuusl MAC-agpecos.

1. KoHdurypuposaHune Bpemenn xun3Hn MAC-agpecos.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

mac-address-table aging-time <0 | aging-time> KoHdurypnpoBaHne BpeEMEHM XKU3HU

no mac-address-table aging-time MAC-aapecos
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2.  OuucTtka anHammndeckon Tabnuusl MAC-agpecos.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

Clear mac-address-table dynamic [address | OuucTtka ONHaMUYeCKomn Tabnuupl
<mac-addr>] [vlan <vlan-id>] [interface [ethernet | MAC-agpecoB
| portchannel] <interface-name>]

3.  KoHdurypupoBaHue ctatmyeckon unbTpaumumn nnimv nepechisiku.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

mac-address-table {static | blackhole} address | KoHdurypnpoBaHue cratmyeckmx sanucemn

<mac-addr> vlan <vlan-id> interface {ethernet ans MAC-agpecos, CTaTUYECKUX
<IFNAME > | port-channel <IFNAME > | | MHOrononb30BaTeNbCKNX 3anucewn,
<IFNAME>} [source|destination|both] 3anuncen punbTpaumm NakeTos

no mac-address-table {static | blackhole }
[address <mac-addr>] [vlan <vlan-id>] [interface
[ethernet | port-channel] <interface-name>]

4. Hactpoiika obyveHns MAC-agpecoB 4Yepes ynpasrneHne npoueccopom.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

mac-address-learning  {enable | disable} | BkntoueHne/oTknoueHne obyveHus
{interface {ethernet <IFNAME>} <IFNAME> | | MAC-agpecoB 4epe3 ynpasnenne CPU
vlan <Vlan IDs> }

5. HacTpoiika 3awmTbl OT KOSN3NN.

KomaHaa OnucaHue

Pexnm agMmHucTpatopa

show collision-mac-address-table lMokasbiBaeT Tabnuuy KONnmaum
MAC-agpecos

clear collision-mac-address-table Ounctute Tabnuuy MAC-agpecoB
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16.3. NMpumepbl TUNUYHON KOHUrypaumumn
CueHapun:

UeTbipe KOMMbOTEPA, KaK NoKasaHO Ha puUcyHke, nogkntodeHbl K noptam 1/0/5, 1/0/7, 1/0/9,
1/0/11 kommyTaTopa. Bece 4 komnbtoTepa npuHaanexart no ymonyaHuio VLAN1. B cooTBeTCTBUM
¢ TpeboBaHNsIMM K CETU, BKINIOYEHO 00yYeHne anHammnyecknm agpecam. PC1 coaepXxuT BaxHble
OaHHble, N HeOJOCTYNEeH NS APYrMxX KOMMbIOTEPOB U3 APpYrnX unandecknx cermeHToB; PC2 n
PC3 ctaTuyecku npunmcaHbl K noptam 7 1 9, COOTBETCTBEHHO.

Y —
MK 1 MK2 MK3 MK 4
08-C6-B3-11-11-11  08-C6-B3-22-22-22 08-C6-B3-33-33-33  08-C6-B3-44-44-44

PucyHok 16-2. Tunn4yHeln npumep KoHdurypaumm Tabnmusl MAC-agpecos

OTanbl KOHUrypaumMm nokasaHbl HAXE:
1. YcraHoBka MAC-agpeca 08-C6-B3-11-11-11 PC1 kak punbTpyemoro.
Switch(config)#mac-address-table static 08-C6-B3-11-11-11 discard vlan 1
2. YcraHoBka ctaTudeckon ceasm ans PC2 n PC3 ¢ noptamum 7 1 9 COOTBETCTBEHHO.
Switch(config)#mac-address-table static address 08-C6-B3-22-22-22 vlan 1
interface ethernet 1/0/7

Switch(config)#mac-address-table static address 08-Cé-B3-33-33-33 vlan 1
interface ethernet 1/0/9

16.4. YcTpaHeHue HeUCrnpaBHOCTEWN, CBSA3aHHbIX Cc Tabnuuen
MAC-agpecosB
Ecnn npu ncnonb3oBannn komaHgbl show mac-address-table, 6b110 BbISCHEHO, YTO Ha NOPTY
npousowen cbon obyyeHns MAC-agpecam YCTPOWCTB, MOAKIOYEHHBIX K HEMY. Bo3amMoXxHbIe
NPUYUHBI:
e [logkntoyeHHbI kabenb NOBpeXaeH.

e Ha nopty BkmtoueH Spanning Tree B crtaTyce «discarding» mnu nopT TOMNbKO 4YTO
nogknouuncs n Spanning Tree noka B cTatyce BbluMCneHns gepesa. Joxantecs, noka
BblYMCIIEHNE CTPYKTYpPbl 3akoH4MTCS 1 nopTt obyuntca MAC-agpecy.

e Ecnu npo6nembl, onucaHHble Bbille, He 0BHapYKeHbI, NpoBepbTE NOPT KOMMyTaTOpPa U
CBSDKMTECH C TEX.NOAAEPXKKOW AN pelleHns npobnemsi.
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16.5. JononHuTtenbHble hbyHKUuMM Tabnuubl MAC-agpecoB
16.5.1. Npuesaska MAC-agpecoB

16.5.1.1. O6wume cBepeHus o npueaske MAC-agpecoB

BonblINMHCTBO KOMMYTaTOPOB NoaaepXmBatoT pexum obyveHna MAC-agpecam. Kaxabii nopt
MOXEeT AMHaMMYecKM 3anoMHUTb Heckonbko MAC-agpecoB, Takum 06pa3omM BO3MOXHA
nepegada noTOKOB AaHHbIX Mexay u3secTHbiMM MAC-agpecamu BHyTpuM nopta. Ecnu cpok
*n3um MAC-agpeca uWCTeK, NakeT, HanpaBneHHbI Ha 9TOT agpec, OygeT pasocnaH
LUMpoKoBeLlaTesibHO.

Opyrmmn cnosamun, MAC-agpec, kotopomy obyumncs nopT, OyaeT vcnonb3oBaTbCs AN
nepefadm NakeToB K 9TOMYy nopTy. Ecnu coeguHeHMe nepeknoveHo Ha gpyrorM nopr,
KOMMyTaTop CHOBa BbINONHUT oby4vyeHne MAC-agpecy n Gyaet nepefasatb AaHHbIE HOBOMY
nopTy.

OpfHako, B HEKOTOPbIX CRyyasax nonuTuka yrnpasBreHns UM CEeKpeTHOCTU MoXeT TpebosaThb,
yTobbl MAC-agpeca ObiIM NpUKpPenneHbl K MnopTam, WU TOMbKO MOTOKA C NPUBSA3AHHLIX
MAC-agpecoB 0OyayT nponyckaTbCs K Mepecbiike Ha nopT. TO eCcTb, nocne npuBA3KN
MAC-agpeca k nopTy, B 3TOT MOPT MOryT nepefaBaTbCs TOMbKO AaHHble, NpeaHa3Ha4YeHHble
ans gaHHoro MAC-agpeca. NoTokn gaHHbIX, npegHasHadveHHble ans gpyrmx MAC-agpecos, He
NpuBA3aHHbIX K 4aHHOMY MopTy, He ByayT nponyckaTbcs Yepes nopT.

16.5.1.2. HacTtpouka npuBsaskm MAC-agpecoB

BkntoveHnne cdyHkuumn npmeasku MAC-agpecos Ha nopry.

Mpuesaska MAC-agpeca Kk nopTy.

KoHdurypaums napameTpoB oyHKLMM NpuBA3aHHbix MAC-agpecos.
KoHdourypaums nosyLikn gng ysegomneHunn o MAC-agpecax.

i

1. BkntodeHue cdyHkumn npmeaskm MAC-agpecoB Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport port-security Bkntouenne dyHkumm npueaskm MAC-agpeca Ha nopTty u
dukcaumss nopta. Korga nopT 3admkcMpoBaH, YHKULMA
obyueHns MAC-agpecam BbiknoveHa: KomaHga «no
switchport port-security» BbIKo4aeT QYHKUNIO NPUBSA3KM
MAC-agpeca Ha nopTy W BOCCTaHaBnMBaeT (YHKUMIO
oby4yeHna MAC-agpecam Ha nopTy

no switchport port-security
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2. ®ukcaumna MAC-agpeca Ha nopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

switchport port-security aging {static | time
<Interval minutes> | type { absolute | inactivity

1

no switchport port-security aging

BknioyaeT yHKUMO TarMmepa dukcaumm
nopTa;

KomaHga «no switchport port-security aging»
BOCCTaHaBMMBaET 3Ha4YeHVe Mo YMOMYaHUo

switchport port-security mac-address [<mac-
address> | sticky]

no switchport port-security mac-address
[<mac-address> | sticky]

[obasnser Oe3onacHble

MAC-agpeca;

ctaTnyeckune

KomaHnga «no switchport port-security mac-
address» ypanseT ctatuyeckue 6esonacHble
MAC-agpeca

Pexum agMuHucTpaTtopa

clear port-security dynamic [address <mac-
addr> | interface <interface-id>]

Ounwaer agmHammndeckne  MAC-agpeca,
BblyY€HHbIE Ha yKa3aHHOM MOpTY

3. KoHdurypaumsa napameTpoB NpUBA3KK

MAC-agpecos.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport port-security maximum <value>

no switchport port-security maximum

<value>

YcTaHaBnMBaeT  MakCMMarnbHOE  4YUCho
6esonacHbix MAC-agpecoB Ha MopTy;
KoOMaHga «no  switchport  port-security

maximumy BOCCTaHaBNMBaEeT 3Ha4eHue Mo
yMOnYaHuo

switchport port-security violation {protect |
restrict | shutdown} [recovery]

no switchport port-security violation

YcTaHoBKa pexuma HapylleHusi Ha MnopTy;

KOMaHga «no  switchport  port-security
violation» BoccTaHaBnMBaeT 3Ha4YeHue no
YMOJYaHWIO

16.5.1.3. YcTpaHeHue npo6nem npuBasku MAC-agpecoB

BkntoueHve npueaskm MAC-agpecoB Ha MOpTy MOXeT OblTb HeyAauHbIM MO HECKOSbKUM
npuunHam. Huke npMBoaUTCS HECKONBKO BO3MOXHbIX MPUYMH U UX YyCTPaHeHue:

e Ecnu npusssanHbin MAC-agpec HegoCTyneH Ha nopTy, yéeanTech, YTo NOpT HE BXOOUT
B port-aggregation n He CkOH(UrypmpoBaH Kak TpaHkoBbIi. MpueasaHHbin MAC-agpec
YHMKaNeH B KOHKPEeTHOW KoHdurypaumn. Ecnn Bbl xotute npuessate MAC-agpec,
YHKUMN, YNIOMSIHYTbIE BbiLUE, AOMMKHbI ObITb BbIKMHOYEHbI.
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Ecnn 6esonacHbIn agpec yCTaHOBJ1€H KakK cTaTM4ecKui agpec 1 yaaneH, torga 31oT
©e3onacHbIi agpec He MOXeT ObITb MCMOMNb30BaH, XOTS OH U 6y/:|,eT cyulecTtBoBaTb.
Mcxoos ms aToro, pekoMeHayeTcA n3beraTb HasHayYeHUs1 cTaTUYECKNX agpecoB And

NnopToB, AN1s KOTOpbIX BKoYeHa npuesska MAC-agpecos.

16.6. Kondurypauma MAC notification

16.6.1. BBeaeHune B MAC notification

dyHkuna MAC notification npegHasHadeHa ans yBegomneHus. [oGasnsas vnm ygansas
MAC-agpeca, a UMeHHo, Koraa [obaBnaAlTCcs UnNu ygansioTca YCTPOWCTBA, aAMUHUCTPATOp
Oynet yBegomsieH o6 M3MEHMSAX C NOMOLLLIO SNMp trap-CcoolLeHnN.

16.6.2. KoHdurypauusa ysegomneHnm o MAC-agpecax

1. Hactpownka rnobanbHo snmp.
2. Hactpowuka rmobansHoro MAC notification.
3. Hactponka nHtepsana gns otnpasku MAC-yBegOMNEHUNA.
4. HacTporika pa3amepa Tabnuupbl UCTopuu.
5. Hactponka Tuna nosywku MAC-yBegoMMeHUn, NogaepKneaemblx NOPTOM.
6. [pocmoTp KoHdUrypauum n gaHHblx MAC-yBeaOMITEHUN.
7. Owuuctka ctatuctnkm MAC notification.
1. Hactpowka rnobansHoro snmp trap MAC notification.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus
snmp-server enable traps mac-notification Bkntovaet/Bbikntoyaetr  rmobanbHO  snmp
no snmp-server enable traps mac-notification MAC notification
2. Hactpowka rmobansHoro MAC notification.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHUrypmpoBaHus
mac-address-table notification Bkntovaet/BblkntovaeT  rmobansHo  MAC
no mac-address-table notification notification
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3.

HacTponka nHtepana gns otnpasku MAC-yBeJOMNEHUNA.

KomaHpa

OnucaHue

Pexum rmob6anbHoro

KOH(pUrypupoBaHums

mac-address-table notification interval <1-30>
no mac-address-table notification interval

HacTponka nHtepsana ansa otnpaekn MAC-
yBEAOMITEHWHN, KoMaHaa «NO»
BOCCTaHaBMNMBaET HAaCTPOMKM MO YMOSTYAHMIO

4.

HacTpoika pasmepa Tabnuubl UICTOPUN.

KomaHpa

OnucaHue

Pexum rmob6anbHoro

KOH(pUrypupoBaHus

mac-address-table notification history-size <0-
500>

no mac-address-table notification history- size

HacTtponka pasmepa Tabnuubl wnctopum,
KOMaHga «no» BOCCTaHaBMMBAET HACTPOWKM
no yMOnyaHuio

5.

HacTponka tnna nosywkn MAC-yBeqOMNEHUI, NOOEPKNBAEMbIX MOPTOM.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

mac-notification {added | all | removed |

Hactponka wnu cTtupaHve Tuna noBYLUKK

@ §) QTECH
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moved} {log | trap} MAC-yBegomMmneHunn, nogaepXXmMBaeMblx
no mac-notification nopTom
6. [lpocmoTp KOHGUrypaumm n gaHHbix MAC-yBe4OMMNEHU.
KomaHaa OnucaHue
Pexunm agMmHucTpatopa
show mac-notification summary MpocMoTp  KOHdMrypauum 1M OaHHbIX
MAC-yBegomMneHum
7. OuucTtka cTatucTnkm nosyLwkn MAC-yBegOMNEHNN.
KomaHpa OnucaHue
Pexunm agpmMmHucTpatopa
clear mac-notification statistics Ounctka CTaTUCTUKN NOBYLLKM
MAC-yBegoMneHni
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16.6.3. NMpumep MAC notification

IP-agpec ctaHuum cetesoro ynpasnenus (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-coobweHne oT areHTta. ([MpumedaHue: NMS MOXeT yCTaHOBWUTbL MNPOBEPKY
NOAJSIMHHOCTW B CTPOKY XapaKkTep NOBYLLIKN).

Mpoueaypa KoHpUrypauuu:
Switch(config)#snmp-server enable
Switch(config)#snmp-server enable traps mac-notification
Switch(config)# mac-address-table notification
Switch(config)# mac-address-table notification interval 5
Switch(config)# mac-address-table notification history-size 100
Switch(Config-If-Ethernet1/0/4)# mac-notification both

16.6.4. YcTpaHeHne HeucnpaBHocten MAC-yBegomMneHumn

Ybeautecb, 4to cooOLleHMe NOBYLUKA OTNPaBnAeTCs YCMNELWHO KOoMaHgon show wu
OTnagKom kKoMaHgbl snmp.
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17. HACTPOUKA NMPOTOKOJIA MSTP
17.1. O6wume cBegeHnsa o MSTP

MSTP (Multiple STP) — HoBas peanusauua npoTokona spanning-tree, ocHoBaHHas Ha
npotokonax STP n RSTP. OH paboTtaeT Ha nobbix KOMMyTaTOpax NokasnbHbIx ceTten. OH
BbluMcnseT obwee n BHyTpeHHee caasytollee aepeo (CIST — common and internal spanning
tree) ons Bcen ceTun, KOTOPOE COAEPXKUT YCTPOKCTBa, nogaepxueatowme MSTP, STP n RSTP.
OH TaK e BblYNCIISET He3aBUCUMbIE IKIEMMNSAPbI MHOXECTBa CBA3yoWmMX agepeBbeB (MSTI —
multiple spanning-tree instances) ans kaxgon o6nactm MST (MSTP domain). B MSTP
ucnone3yetca agantupoBaHHas Bepcua npoTokona RSTP, obecneuvBatowero 6bICTpyto
CXOOMMOCTb NMpPU NOCTPOEHUN CBA3YIOLLErO AepeBa, NPy 9TOM OAHOMY U TOMY Xe IK3eMMnspy
cBA3ylollero pgepeBa MoOXeT OblTb conoctaBneHo MHoxectBo ceter VLAN. MSTP
obecneumBaeT pasnuuyHble MapLpyThl AMs nepefadn gaHHbIX U No3BonseT GanaHcuposaTtb
Tpaduk. bonee Toro, Tak kak MHoxecTBeHHble VLAN'bI UICNONBb3YIOT OA4MH U TOT Xe 9K3eMnnsp
ceasyowero gepesa, MSTP MOXeT yMeHbllaTb KOMMYECTBO MOCTPOEHHLIX AEPEBLEB, YTO
No3BONSET YMEHbLUNTbL HAarpy3Ky Ha NPOLIECCOP M YMEHbLUUTb CryXeBHY0 NONoCcy Ha KaHanax.

17.2. PermoH MSTP

Tak kak ogHOMY 3K3eMnnspy CBA3yKLWEero gepesa MOXeT OblTb COMOCTaBIIEHO MHOXECTBO
VLAN, komuteT, paspabartbiBatowmn ctaHgapTt IEEE 802.1s npeanoxun pasBuTb KOHUEMNLMIO
MST. MST wucnonb3yetca ans npmeaskn KoHKpeTHoM VLAN K KOHKpPETHOMY 3K3eMnnspy
CBA3ylOLLEro Aepesa.

PervoHn MSTP coctout 13 OOHOrO WM  HECKOMbKMX KOMMYTaTOpPOB C OOWHAKOBbLIM
ngeHtngpukatopom MSID (MST Configuration Identification) n nokanbHom ceTn (KOHKpPETHbIN
KommyTaTop B pernoHe MSTP siBnsieTca HasHayeHHbIM (designated) KOMMyTaTOpPOM fIOKanbHOM
CeTn, Ha KOMMyTaTopax, 3aKpensieHHbIX 3a NokKanbHOW ceTbto, NpoTokon STP He paboTaer).
Bce kommyTaTopbl B ogHoM MSTP pervoHe nvetot ogmH MSID.

MSID cogepxuT Tpn atpmnbyTa:

o  KoHdurypaumoHHoe nms: coctonT 13 umdp u byks.
e Homep Bepcun.

o KpaTtkoe onucaHue koHdurypuposaHus: Cetn VLAN, cooTBETCTBYHOLWME SKIEMMNNAPAM
CBA3ylOLLEero Aepesa.
KommyTaTopbl ¢ OAMHAKOBbLIMU BbILEONUCAHHBIMW aTpnbyTamMmmn cUYMTaloTCA HaxoaawmMMmncs B
OAHOM pernoHe MST.

Korma MSTP Bbumcnsetr CIST B nokanbHOM ceTm € koMmyTatopamu, peroH MST
paccmaTpMBaeTCs Kak OgMH KOMMYTaTop. PaccmMoTpuM prcyHOK HUXE:
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Root KommyTtatop A Root KommyTartop A

KommyTatop M KommyTatop B > <

KommyTtaTop E

pernoH MST KommyTatop D

KommyTtatop D

PucyHok 17-1. Npumep CIST u pernoHa MST

Ha cxeme, ecnn B ogHOM kOMMyTaTope ucnonedyetca STP, a B gpyrom RSTP, To nopT mexay
kommytatopom M u kommyTtatopom B pgomkeH ObiTb 6GrnokupoaH. OpgHako, ecnv B
KoMMyTaTopax 0bnactu, BblgeNeHHON NMyHKTMPOM, ncnonbadyetcsd MSTP n ckoHurypuposaH
OAVH 1 TOT e pernmoH MST, 1o npotokon MSTP ©6ygeT cuntaTb 3TOT PErMoOH KOMMYTaTOPOM.
MoaTomy GrnokupoBaH oguH NOPT MexXay KOMMyTaTtopoMm B 1 KOpHEBbIM y3riOM; Kpome TOro,
6rokupoBaH oauH NopT kommyTaTopa D.

17.2.1.1. Onepauum BHYTpU OOHOIO U TOro Xe pernoHa MSTP

Ok3emnnap ceasytowero gepesa (IST) cBasbiBaeT Bce kommyTaTtopbl MSTP-pernoHa. Korga
IST cowencs, kopHeBoun y3en IST cTaHOBUTCA ynpasnawoLwmm y3rnom IST — B HEM HaxoauTcs
KOMMyTaTop C HaumeHbLWwMM |ID-mMoCcTa n MeTpmkon mapulpyTa k kopHesomy y3ny CST. Ecnu B
CeTM umeeTcs TOMbKO OOWH PervoH, ynpasnswowmi ysen IST ogHoBpeMeHHO fABnsieTcs U
KopHeBbIM y3riom CST. Ecnin kopHeBon y3enn CST HaxoguTca BHE permoHa, ynpasrsowmm
yanom IST aensetcs oguH n3 kommytatopoB MSTP Ha rpaHuue permoHa.

Mpn nuanymnanmsaumm kommytatopa MSTP oH nocbkinaeT naketel BPDU, B KOTOpLIX 06bsiBNISAET
cebs kopHeBbIM y3nom CST n ynpaenaowmm ysnom IST, npyn 3TOM METPUKM MapLUpyTa K 3TUM
y3nam pasHbl Hyn0. Kpome Toro, KoMMyTaTop MHUUuanuanpyeT Bce cBou ak3emnnsapbl MST u
o6baBnseT cebs KOPHEBbLIM Y3rOM. Ecnn koMmyTaTop NnpuHMMaeT MHopMaumio OT KOPHEBOIO
yana MST BepxHero ypoBHsi (C MeHbLMM ID-koMmyTaTopa, MEeHbLUEN METPUKON MapLupyTa
W T. 4.), COXpaHEHHYIO ANnd nopTa, OH nepecTtaeT 00bABNATL cebs ynpasnsaowmm yanom IST.

B pernoHe MST ynpaensatowun y3en IST aBnsieTcss €ANHCTBEHHBIM 9K3EMIMSIPOM CBSA3YIOLLENO
Jepesa, KOTOpbIM MNpuHMMaeT n nocbinaeT naketbl BPDU. Tak kak naketel MST BPDU
cogepxaT nHgpopmauunio 060 BCex IK3eMnnspax, YNCo Takmx naketos, KOTopoe TpebyeTcs
obpaboTaTtb KOMMyTaTOpy AONS NOOLEPXKKA MHOXECTBa 3K3EeMMNIISpOB CBA3YHOLWEro AepeBa,
3HaAYUTENbHO YMEHbLUAETCS.

Bce aksemnnspbl MST ogHOro n TOro e pernoHa COBMECTHO WCMOMb3YT OOHM U Te Xe
Tanmepbl NPOTOKOMA, 04HAKO Kaxabli ak3emnnsap MST nveeT cBouM COOCTBEHHLIE NAapaMeTpbI
Tononornn, Hanpumep, ID KOPHEBOro KOMMyTaTopa, METPUKY MapLupyTa K KOpPHEBOMY Y3ny
nT. A

17.2.1.2. Onepauum mexay permoHamm MST

Ecnu BHYTpM ceTu CyLLeCcTBYET HECKOJIbKO PETMOHOB UMK B HEM YXKE CYLLECTBYHOT KOMMYTaTOPbI
802.1D, MSTP co3gaeT n obcnyxuaet gepeso CST, KOoTopoe BKMoYaeT BCe pernoHbl MST n
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BCE cyllecTByllWmMe kommyTtaTopbl ¢ STP B cetn. [na npeobpasoBaHust B gepeBo CST
ak3emnnspbl MST komGuHupytoTes ¢ IST Ha rpaHuLe pervoHa.

Ok3emnnap MSTI aBnseTcs UCTUHHBIM TONBKO BHYTPY pernoHa MST. Ok3emnnap MSTI Hukorga
He coBepLUaeT HUKakux gencteun ¢ aksemnnapamm MSTI gpyrmnx pernoHos MST. KommyTaTopsbl
B permoHe MST npuHumatrot naketel MST BPDU gpyrux permoHoB Yepes rpaHuyHble nopThl.
OHu mMoryT TONMbKO o06pabaTtbiBaTb MHGOpMaumio, oTHocsawytoca K aepeBy CIST, wu
oTOpacbkiBatoT MHdopmaumo MSTI.

17.2.2. Ponu nopToB

KommytaTtop MSTP npucBavBaeT noptam ponn, KOTOpble OHM AOSMKHbI UrpaTb B NPOTOKONE
MSTP. Ponu noptoB aepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbin nopt MSTI wvmeeT ewe ogHy ponb, 6onee BbiCWEro nopsgka, Yem
BblLLenepeyncneHHsle ponu: Master Port.

Ponu noptos B gepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Ttakue
Xe, YTo 1 npu npoTtokone RSTP.
17.2.3. bBanaHcupoBKa Harpy3ku B MSTP

B pernoHe MSTP cet VLAN MoryT 6bITb NPUBA3aHbl K PasfiyHbiM 3K3eMnnspam, YTo MOXeT
dopmupoBaTb pasnuyHble Tononormn. Kaxaplh ak3emnnsap HesaBucuMM Apyr OoT Apyra u 370
Nno3BoSiieT UM MMeTb COBCTBEHHble aTpubyThl, TakMe Kak NpUopuUTeT YCTPOMCTBA U METPUKY
nopra.

CneposatenbHo, ceTn VLAN pasnunyHbiX 3K3eMnisipoB MMEKT CBOM COOCTBEHHbIE MapLUPyThI.
[nsa Tpaduka ceten VLAN Takum obpasom nogaepxmaetcs 6anaHcMpoBKa Harpysku.

17.3. KoHdurypuposaHue MSTP

=

BkntoueHne npotokona MSTP n ycTaHoBKa paboyero pexunmva.
HacTtpoika napameTpoB 9K3eMNAsipOB CBA3YIOLLErO AepeBa.
HacTponka napameTpos pernoHos MSTP.

HacTpoika BpeMeHHbIX napameTpoB MSTP.

HacTponka cyHkummn 6eictpon murpaumm MSTP.

HacTtpoika dhopmaTa nakeToB Ha nopTy.

HacTponka aTpnbyToB CBA3YHOLLEro AepeBa Ha NopTy.
HacTponka atpnbyToB snooping-kntoya ayTeHTudukauuu.
HacTpoika pexnma FLUSH anst usmeHeHnin Tonosornn.

© XN~ LDN

1. BkntodeHune npotokona MSTP 1 ycTaHoBka paboyero pexuma.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHPUrypmpoBaHUA U PeXUM KOHUIrypupoBaHMA nopTta

spanning-tree Bkntouenwue/BbikntoveHne MSTP
no spanning-tree
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KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHUrypmpoBaHus

spanning-tree mode {mstp|stp|rstp}
no spanning-tree mode

YcTaHoBka paboyero pexuma MSTP

Pexum KoHduUrypupoBaHusa noprta

spanning-tree mcheck

MprHYyanTENbHO YCTaHaBNMBaET ANs NOPTa PEXUM
paboTel no npotokony MSTP

2. Hacrtpoiika napaMmeTpoB 3K3EMMNIAPOB CBA3YHOLLEro AepeBa.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

spanning-tree mst
<priority value>

<instance-id> priority

no spanning-tree mst <instance-id> priority

Mos3BonsieT 3agaTb NPUOPUTET KOMMYTaTopa
ANS  yKa3aHHOrO 3K3eMnmsipa CBA3YHLEro
Aepesa

spanning-tree priority <priority value>
no spanning-tree priority

MosBonsieT HacCTPOUTb npuopuTeT
CBA3YIOLLEro AepeBa Ha KoOMMyTaTope

Pexunm KkoHdurypupoBaHus nopTta

spanning-tree mst <instance-id> cost <path
cost value>

no spanning-tree mst <instance-id> cost

[ns ykasaHHOro 9K3eMnsipa CBSA3YHOLLEro
AepeBa MO3BOSMSIET YCTAHOBUTb  METPUKY
MapLupyTa K nopTy

spanning-tree mst <instance-id> port- priority
<port-priority>

no spanning-tree mst <instance-id> port-
priority

Mos3BonsieT 3agaTb MNpuopuUTET MopTa Aans
yKasaHHOro 3K3eMmnnsipa CBA3YHLLEro Aepesa

spanning-tree mst <instance-id> rootguard

no spanning-tree  mst  <instance-id>

rootguard

Ona ykasaHHOro 9ak3emnnsipa CBA3YHOLLErO
JepeBa no3BonseT 3ajaTb 3alULLEHHbIN
KopHeBon y3en. [lopTel, AnNa KOTOPbIX
yCTaHOBneHa 3awuTta, He MoryT ObiTb
npeobpa3oBaHbl B KOPHEBbIE MOPTbl APYrnx
TMNOB
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KomaHpa OnucaHue

spanning-tree rootguard Ons  Tekywero nopta 3agaeTr pexum
3aLUNLLIEHHOTO KOpHEBOro nopTa B

no spanning-tree rootguard
ak3emnnspe CBA3YIOLLEro Aepesa.

CKOH1rypmpoBaHHbIN 3alLULLEHHBIN NOPT He
MOXeT ObITb Npeobpa3oBaH B KOPHEBOW MOPT
OpyrMx Tunos

spanning-tree [mst <instance-id>] loopguard | BkntoyeHue yHKUMN OTCAeXnBaHNS NeTnun B
KOHKpETHOM YacTHOM aepese. KomaHaa «no»

no spanning-tree [mst <instance-id>] OTKTIOUAET AHHYIO DYHKLMIO

loopguard

3. Hactponka napameTtpos pernoHos MSTP.

KomaHpa OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

spanning-tree mst configuration Bxoao B pexum KOHUrypmpoBaHus pernoHa
MSTP. Komanga «no» BOo3BpaLLaeT 3Ha4YeHne

no spanning-tree mst configuration
no yMOonyaHuio

Pexum koHdurypupoBaHusa permoHa MSTP

instance <instance-id> vlan <vlan-list> [Mo3BongaeT cosgaTb 3K3EMMNSISAP CBA3YHOLLErO
AepeBa M YCTaHOBUTb COOTBETCTBME MEXAY

no instance <instance-id> [vlan <vlan-list>]
VLAN 1 3TUM 3K3eMnnapom

name <name> Mo3BongeT 3agatb ums permoHa MSTP
no name
revision-level <level> Mossonger 3agaTtb Homep peBu3nn

no revision-level KOHoMrypupoBaHusi permoHa MSTP

abort Bbixogq w3 pexuma  KOHGUrypupoBaHuUs
permoHa MSTP wn Bo3BpaT B pexum
rno6anbHoro KOHMrypmnpoBaHus bes
coxpaHeHus KoHdurypauum permoHa MSTP

exit Mo3BonsieT coxpaHUTb caefNaHHbIE HACTPONKM
pervoHa MSTP, BbINTU U3 pexmMma HaCTPOKKN
permoHoB MSTP u© BepHyTbCA B pexum
rno6anbHOro KOHPUrypnpoBaHns
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KomaHpa

OnucaHue

no

OTmMeHa oOaHOM KOMaHAbI
nepBoHa4YanbLHOro 3Ha4YeHns

nnn ycrtaHOBKa

4.

HacTpoinka BpeMeHHbIX napameTpoB MSTP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoOHUrypmpoBaHus

spanning-tree forward-time <time>
no spanning-tree forward-time

lMo3BongeT 3agaTb  Bpemd
nepegayn Ha kommyTaTope

3a1epXKKu

spanning-tree hello-time <time>
no spanning-tree hello-time

YcraHoBka BpemeHu Hello ans  nocbinku
coobLeHnn BPDU

spanning-tree maxage <time>
no spanning-tree maxage

YcTaHoBKu COoOOLLIEHNI

BPDU

BPEMEHN XU3HU

spanning-tree max-hop <Max hop value>
no spanning-tree max-hop

YcTaHoOBKa MakcMMarbHOro Yucra Xornos Ans
coobuwennn BPDU B pernoHe MSTP

5. Hactpoika dpyHKuumM GuicTpor murpaly

mm MSTP.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

spanning-tree
true|force-false}

link-type p2p {autolforce-

no spanning-tree link-type

YcTaHoBKa TMna nuHuMm nopta

spanning-tree portfast [bpdufilter| bpduguard]
[recovery <30-3600>]

no spanning-tree portfast

MosBonsieT 3agaTb NOPT, KaK rpPaHUYHbIN.
Onumsa Bpdufilter cnyxut gns otbpacbiBaHus
npuHaATbIX  coobweHun BPDU.  Onuus
bpduguard npu npueme coobweHns BPDU
3akpbiBaeT nopT. [NapameTp «no» BbIKIOYaeT
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PEXVM MOrpaHUYHOro MnopTa, NpPOUCXoauT
npeobpa3oBaHMe B MNOPT, KOTOPbIM He
Haxo4WTCs Ha rpaHuLe
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6. Hactponika dhopmaTa nakeToB Ha NOpTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

spanning-tree format {standard |
auto }

no spanning-tree format

privacy |

[Mo3BonseT HacTpouTb opmaT nakeTa
cesAsylowero aepesa nopta. [pu Bbibope
onumnm standard naketr cooTBeTCTBYET
craHgaptam |IEEE, npn onummprivacy naket
comectum ¢ CISCO, auto o3HavaeT, 4TO
dopmaT onpeaenseTca No NPUHATOMY NakeTy

7. Hactponika aTpnbyToB CBA3YIOLLErO AepeBa Ha NopTy.

KomaHpa

OnucaHue

Pexxum koHcurypmpoBaHusa nopTta

spanning-tree cost < Path cost value>
no spanning-tree cost

Mos3BonsieT 3agaTb METPUKY MapLlipyTta K
nopTty

spanning-tree port-priority <Priority value>
no spanning-tree port-priority

MosBonseT 3agath NpPMOpPUTET NopTa

count-value>
no spanning-tree transmit-hold-count

spanning-tree rootguard Mo3BonseT yCTaHOBUTL MNOPT, Kak He
no spanning-tree rootguard KOpHEBOU

Pexum rmo6anbHOro KoHUrypmpoBaHus
spanning-tree transmit-hold-count <tx-hold- | YcTtaHoBka MaKCMMarnbHOro 3HayeHns

cyeTYMKa 3afepXKKu nepeaaym Ha nopTy

spanning-tree cost-format {dotld | dotl1t}

YcTaHaBnuBaeT hopmMat METPUKM MapLupyTa
dot1d unun dot1t
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8. Hactponka atpubyToB snooping-knova ayTeHTUdUKaLmm.
KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta
spanning-tree digest-snooping [Mo3BonseT mMopTy MCNOMb3oBaTb CTPOKY
ho spanning-tree digest-snooping ayTeHTM(MKaumMm  napTHepcKoro  nopra.
KomaHnpa «No» BOCCTaHaBnueaet

MCnosb3oBaHne CFeHepMpOBaHHOVI CTPOKHU

9. Hactpoiika pexuma FLUSH ans nameHeHur Tonomnoruu.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoOHUrypmpoBaHus

spanning-tree tcflush {enable| disable|

protect}
no spanning-tree tcflush

Enable: cBssyollee gepeBo cTpouTcs cpasy
npv N3MEHEHUW TOMOJIOMNN;

Disable: cBasyloLee oepeBo He CTPOUTCS Npu
N3MEHEHMM TOMOMNOrnK;

Protect: ceasylowee gepeBo cTpouTcsa pas B
0ecATb CeKyHf,;

KomaHga «no» BOCCTaHaBnMBaeT 3HA4YeHue
no ymMmosn4aHunio — naMmeHeHue npun nameHeHmmn
TOonosnornn

Pexunm KkoHdurypupoBaHus nopTta

spanning-tree tcflush {enable| disable|

protect}
no spanning-tree tcflush

Mo3Bongetr HactpouTb pexum flush ang
nopta. KomaHga «no» BOCCTaHaBnuBaeT
ncnonb3oBaHne obLWMX HaCTpPoeK pexuma Ha
yCTponcTBe
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17.4. NMpumep npumeHeHusa MSTP

KommyTtatop B

KommyTtartop D

Root
KommyTtarop A

KommyTtartop C

PucyHok 17-2. TunuyHbIN cueHapwii npyMeHeHns MSTP

CoegnHeHna Mexay KOMMyTaTtopamu rMokasaHbl Ha pUCYHKe Bblle. Bce kommyTaTopbl
paboTatoT B MSTP-pexume no ymonyaHuo. VX npnoputeTbl MOCTOB, MPUOPUTETLI NOPTOB U
CTOMMOCTb MapLUpPYyTOB 115 MOPTOB CTOAT NO YMONYyaHuto (pasHbl). MapameTpbl No ymonyaHuio

Ona KOMMyTaToOpoOB NMOKa3aHa HMXe:

Mma mocTa SwitchA SwitchB SwitchC SwitchD
Bridge MAC Address | 00-00-01 00-00-02 00-00-03 00-00-04
Bridge Priority 32768 32768 32768 32768
Po_rt _ Port 1 128 128 128
Priority

Port 2 128 128 128

Port 3 128 128

Port 4 128 128

Port 5 128 128

Port 6 128 128

Port 7 128 128
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Uma mocTa SwitchA SwitchB SwitchC SwitchD
Route Port 1 200000 200000 200000
Cost

Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonuanuio npotokont MSTP cosgaeTt Tononormo gepesa ¢ KOpHEM Ha kKommyTaTope 1.

MopTbl, 0603HayYeHHbIE «X» MMelT cocTosHue discarding (6nokMpoBaHbl), Ha OCTarnbHbIX
nopTax nepegada paspeLueHa.

OTanbl HACTPOMKH:
War 1. Hactporika npusasku noptos k VLAN:
e CospgaTtb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC n SwitchD.
e Hactpoutb nopThl 1 — 7 kak TpaHkoBble Ha SwitchB, SwitchC n SwitchD.
War 2. YctaHosutb SwitchB, SwitchC n SwitchD kak npuHagnexaiwmx ogHomy gepesy MSTP:

e YcraHoBuUTb Ha SwitchB, SwitchC 1 SwitchD ogHo 1 To e nmsa permoHa, conagatoilee
C UMeHeM gepeBa MSTP.

e [lpuesszate VLAN 20 n VLAN 30 Ha SwitchB, SwitchC n SwitchD k ak3emnnspy
cBA3yloLero gepesa 3.

e [lpunncate VLAN 40 n VLAN 50 Ha SwitchB, SwitchC n SwitchD k aksemnnspy
cBsa3yloLlero aepesa 4.

War 3. HactponTtb SwitchC kak kopHEBOW KOMMYTATOP 4115 9K3eEMMIsipa CBA3YOLLEro gepesa 3.
HacTtpouTb SwitchD kak kopHEBOM KOMMYTATOP AJ18 3K3eMMNIIsipa CBA3YOLEero gepesa 4:

e HacTtpouTb npuopuTeT KomMmyTaTopa ANSA 3K3emnnsipa CBA3ylllero gepesa 3 Ha
SwitchC kak 0.

e HacTtpouTb npuopuTeT KomMyTaTopa AN 3K3eMmnnsipa cBsa3ylllero gepesa 4 Ha
SwitchD kak 0.

[eTanbHasa KoOHUrypauus npusegeHa HUxe:
SwitchB:
SwitchB(config)#vlan 20
SwitchB(Config-Vlan20)#exit
SwitchB(config)#vlan 30
SwitchB(Config-Vlan30)#exit
SwitchB(config)#vlan 40
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SwitchB(Config-Vlan40)#exit
SwitchB(config)#vlan 50
SwitchB(Config-Vlan50)#exit
SwitchB(config)#spanning-tree mst configuration
SwitchB(Config-Mstp-Region)#name mstp
SwitchB(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchB(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchB(Config-Mstp-Region)#exit
SwitchB(config)#interface e1/0//1-7
SwitchB(Config-Port-Range)#switchport mode trunk
SwitchB(Config-Port-Range)#exit
SwitchB(config)#spanning-tree
SwitchC:
SwitchC(config)#vlan 20
SwitchC(Config-Vlan20)#exit
SwitchC(config)#vlan 30
SwitchC(Config-Vlan30)#exit
SwitchC(config)#vlan 40
SwitchC(Config-Vlan40)#exit
SwitchC(config)#vlan 50
SwitchC(Config-Vlan50)#exit
SwitchC(config)#spanning-tree mst configuration
SwitchC(Config-Mstp-Region)#name mstp
SwitchC(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchC(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchC(Config-Mstp-Region)#exit
SwitchC(config)#interface e1/0//1-7
SwitchC(Config-Port-Range)#switchport mode trunk
SwitchC(Config-Port-Range)#exit
SwitchC(config)#spanning-tree
SwitchC(config)#spanning-tree mst 3 priority 0
SwitchD:
SwitchD(config)#vlan 20
SwitchD(Config-Vlan20)#exit
SwitchD(config)#vlan 30
SwitchD(Config-Vlan30)#exit
SwitchD(config)#vlan 40
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SwitchD(Config-Vlan40)#exit

SwitchD(config)#vlan 50
SwitchD(Config-Vlan50)#exit
SwitchD(config)#spanning-tree mst configuration
SwitchD(Config-Mstp-Region)#name mstp
SwitchD(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchD(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchD(Config-Mstp-Region)#exit
SwitchD(config)#interface e1/0//1-7
SwitchD(Config-Port-Range)#switchport mode trunk
SwitchD(Config-Port-Range)#exit
SwitchD(config)#spanning-tree
SwitchD(config)#spanning-tree mst 4 priority 0

Mocne onuncaHHOM Bbilwe HAcTpourku, SwitchA ByaeT KOpHEBbIM KOMMYTaTOPOM 3K3eMmnnspa
ceasytowlero gepesa 0. B pernoHe MSTP, k kotopomy oTHocATca SwitchB, SwitchC n SwitchD,
SwitchB sBnsieTca KOpHEBLIM KOMMYTaTOPOM pervoHa Ang ak3emnnspa ceasyoulero gepesa 0,
SwitchC aBnseTca KOpHEeBbIM KOMMYTaTOPOM pervoHa Asis aK3emnnsipa ceaAsyoLero gepesa 3
n SwitchD aBnseTcs KopHEBbBIM KOMMYTaTOPOM perMoHa A51s aK3emMnnspa CBA3yLwero aepesa
4. Tpadumk VLAN 20 1 30 nepepaetcd Yepes TONOSOMMIO IK3EMMNAsipa CBA3YHOLEro gepesa 3.
Tpadmk VLAN 40 n 50 nepemaeTtcsa yepe3 TOMOMOMMIO 3K3eMnnsipa CBA3YLWero gepesa 4.
Tpaduk ¢ octaneHbix VLAN nepepaetcsa Yepes TONOMOMMIO aK3eMisipa CBA3YOLWEero gepesa
0. MopT 1 Ha SwitchB gBnsieTca ynpaBnsaloWMM MNOPTOM M5 3K3EMMNSPOB CBA3YHOLLNX
nepesbeB 3 1 4.

MpoTtokon MSTP nyTemM BblMMCIIEHUA TeHepupyeT 3 TOMOMOrMn: 3K3EMMNSAPOB CBA3YOLLNX
nepesbeB 0, 31 4. MNopTbl, 0603HAYEHHbIE «X» UMEIOT cocTosiHMe discarding (6riokuposaHbl). Ha
ocTanbHbIX NopTax nepefaya paspeLueHa.
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————— - - Root

7 ’KammyTaTop B T ~-._ KommyTaTtop A

Root /
KommyTarop G’

PucyHok 17-4. Tononorusa ak3emnnspa ceasytollero gepesa 3 nocne BblumcrneHns MSTP
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_-~ Kommytatop B N

7 7
N Root KommyTtatop C h
!

PucyHok 17-5. Tononorna ak3emnnspa ceasytowero gepesa 4 nocne BbluncrneHns MSTP

17.5. YcTpaHeHue HeucnpaBHocten MSTP

[ns Toro, ytobbl NnpoTokon MSTP Ha nopTe cmor paboTtatb, MSTP gormkeH ObiTb BKIHOYEH B
pexume rnobanbHOro KOHPUrypUpoBaHUS.

Tak kak napameTpbl MSTP B3aumocBsi3aHbl, OHM [OJPKHbI COOTBETCTBOBATb ClELYHOLLMM
TpeboBaHusM:

o 2x(Bridge_Forward Delay — 1,0 cekynga) >= Bridge_Max_Age,;

e Bridge Max_Age >= 2x(Bridge _Hello_Time + 1,0 cekyHaa).
B npoTtuBHOM cny4dae npotokon MSTP moxeT paboTaTb HENpaBUbHO.
Ecnn nonb3oBatenn nameHnnm napametpbl MSTP, oHM JOMmKHBI yOOCTOBEPUTLCA B TOM, YTO
N3MeEHeHbI 1 Tonosnornn. Hactponkn rmobanbHOro pexmma KoOHUIrypupoBaHns BbIMOSTHAKO TCS

Ans kommyTatopoB. OcTanbHble HaCTPOMKWU BBIMOMHATCA AN OTAENbHbIX 3K3eMMNNAPOB
CBSA3ytOLLEero aepesa.
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18. HACTPOUKA QOS
18.1. O6wume cBeaeHus o QoS

QoS (Quality of Service — ka4yecTBO cepBuca) — Habop BO3MOXHOCTEN KOTOPblE NMO3BOMSAIOT
co3gaBaTb pasfeneHHble Nosochbl ANns nepeaaBaeMblX MO CETU OaHHbIX, TEM CaMbiM
obecneyrBas nyyLnii cepeuc anst BblbpaHHoro ceteBoro Tpadmka. QoS — rapaHTus kayecTea
nocregoBaTenbHOM M MNpeAackasyeMon nepedadn gaHHbiX ans obecneveHus TpeboBaHMN
nporpammMm. QOS He co3gaeT AOMONHUTENBHOW NONOChl nepeaayn, Ho obecneunBaeT Gonee
achbdpekTnBHOE ynpaBneHne nonocoM B COOTBETCTBUM C TpeboBaHMAMWU NPUNOXEHUA W
NONMMTMKOWN yNpaBfeHnsa CeTbio.

18.1.1. Tepmunbl QoS

Qo0S: kayecTBO cepBuca, obecneveHne rapaHTUPOBAHHOIO KayecTBa cepBuca Ans
nocregoBaTenbHOM UM NpeackasdyemMol nepefadyv AaHHbIX WM BbIMOMAHEHUs TpeboBaHuiA
nporpamMm.

[omeH QoS: gomeH QoS nogaepxmBaeT ycTporctea ¢ QoS gnd opmupoBaHus ceTeBowm

Tononornn, kotopas obecneynT Ka4ecTBO cepBuca. Takasi TONONOrnst HasblBaeTcs LOMEHOM
QoS.

CoS: knacc cepBuca — KnaccugukaunmoHHas nHdopmaumus, nepegasaemas ppenmamm Q Ha
BTOPOM ypoOBHe. 3aHumaeT Tpu 6uta nons Tag B 3aronoBke perima N Ha3biBaeTCH YPOBHEM
Nnonb30BaTeNbLCKOro npuoputeTa B AnanasoHe ot 0 oo 7.

Layer 2 802.1Q/P Frame

Preamble |Sartframe |, cpa|mac-sa| Tag | PT | Data | Fcs

delimiter
T— 3 6uta ucnoneayTes ana CoS

PucyHok 18-1. MpvoputeTsl Knacca cepsuca

ToS: Tun cepsuca. OgHoGanToBOE Nose, NnepegaBaeMoe B 3aronioBke naketa IPv4 Ha TpeTbem
ypoBHe Ans obbsaABneHus Tuna cepsuca |P-naketa. 3HadveHnem nons ToS moxeT ObiTb
npuoputeT IP (IP Precedence) nnun sHadeHne DSCP.

Layer 3 IPv4 Packet

Version DS Field | Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data
HeadLen

A

—— |P precedence (3 6uta) unn DSCP (8 6uT)
PucyHok 18-2. Mpuoputet ToS

IP Precedence: npuoputeT IP. KnaccudpmkaumoHHass wvHdopMauusa, nepegarowascs B
3arofioBKe NakeTa TPeTbero YpoBHS, 3aHMMaLwas 3 6uta n Morywias NpuHMMaTh 3HaYeHNst OT
Opo7.

DSCP (Differentiated Services Code Point): Koabl pa3gerneHHblX  CepBUCOB,
KnaccudumkaumoHHasa MHkKnaccudmkaunmoHHas uHdopmaumd, nepegarolwascs B 3arofnoBke
IP-nakeTa TpeTbero ypoBHS, 3aHMmaeT 6 O6uT, umeeT 3HaveHume oT 0 go 63 m obpaTHO
coBMecTuMa ¢ npuoputeTtom IP.
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MPLS TC(EXP): none MPLS o3HauaeT knacc obcnyxumBaHus, nmeet 3 buta gna gnanasoHa ot
Opo7.

Layer 2.5 MPLS Packet

MAC-DA | MAC-SA | Tag Ox:;47 Label Tcr;fsf'sc S bit | TTL

L Traffic Class (3 6uta)

Internal Priority: BHYTPEHHWMIA NPUOPUTET, YCTaHaBAMBaEMbIN MPOLECCOPOM KOMMYyTaTopa.
BO3MOXHbIV Auanas3oH 3HadYeHun 3aBUcUT OT Tuna npoueccopa. CokpalweHHo — Int-Prio unu
IntP.

Drop Precedence: npuoputeT cbpoca. Npn obpaboTke nakeToB nepBbiMM cHpackiBaloTCA
naketol ¢ ©GonbwnMm npuoputeTom cbpoca. Mmeet 3Havenne O wnu 1. CokpalleHHO
obo3HavaeTcs Drop-Prec nnn DP.

Classification: ocHOBHOe HasHayeHve MexaHuaMa QOS, knaccuduumpyeT nepegaBaemble
nakeTbl B COOTBETCTBUM C KraccudUKaLMOHHON MHOpMaLMEN, coaepXallencsa B naketax u
cnuckamm koHTponsa goctyna (ACL).

Policing: genctene mexaHmama QoS Ha Bxofe, KOTOpoe yCTaHaBnMBaeT NONUTUKM Tpadimnka v
ynpasnsieT KnaccuuumMpoBaHHbIMN NakeTamu.

Remark: gencrteue mexaHmama QoS Ha BxoAe, BbINOSHSAOLLEE NPOMYCK, OCTAHOBKY Ui copoc
nakeTa B COOTBETCTBMM C NONMTUKAMM Tpadomka.

Scheduling: genctene mexaHmama QoS Ha Bbixoge. [lobaBnseT nakeTbl B COOTBETCTBYOLLME
ncxoasilume odepenun. OCHOBbIBAsiCb Ha BHYTpPEeHHeM npuoputeTe. W npuHumaeT pelleHue o
nocblinke mnm cbpoce nakeToB B COOTBETCBMM C NpUoputeToM cbpoca, anropuTMOM MOCHISKA U
Ba)XHOCTbIO COOTBETCTBYIOLLIEN OYEPEAN B UCXOASILLLEM MOTOKE.

In-Profile: Tpadduk B pamkax nonutmkn QoS (nosoca nponyckaHus unvM OOMOSTHUTENbHON
noniocomn) HasbiBaeTcs In-Profile.

Out-of-Profile: Tpacdduk B pamkax nonntnkm QoS (Nonockl NponyCckaHUs Unm ONONHUTENbHOM
nonocsbl) Ha3biBaeTca Out-of-Profile.

18.1.2. Peanusauuma QoS

[lns BbINONMHEHMST HA KOMMYyTaTope nporpammMmHoro QoS Heo6xoANMMO pacCMOTPETb OCHOBHYHO
6asoByto mogenb. QOS He co3gaeT HOBOM MOMOCHI B KaHame, HO MOXET MaKCMMarnbHO
noacTpamBaTb KOHUIypaumuio TEKYLLINX KaHalbHbIX pecypcoB. [onHasa peanusauusa QoS gaet
BO3MOXHOCTb MOSIHOCTbID YNpaBnsaTb ceTeBbIM TpadukoM. Hwmke, Kak MOXHO TOuYHee,
onuceliBaeTca cam npuHuun QosS.

Cneumndurkaums nepegaydv gaHHbIX B I[P noKpbiBaeT TONMbKO agpecaumio 1 CepBUCHI UCTOYHMKA
N NPUEMHMKA N, KOHEYHO, KOppeKuMo nepefayy nakeToB C NMOMOLLbIO NPOTOKOSOB 4 YPOBHS
mogenu OSI| u Bbiwe, Takmx kak TCP. OpgHako, B GonblMHCTBE criydaeB npotokon [P
ncnonb3yet MakCMManbHO BO3MOXHYH MPOMYCKHYK CMOCOBHOCTb BMECTO MexaHu3ma
noaaepXkM 1 3almTbl NONOChl NAaKeTHOM Nepefaydn. ATo NPUMEHNMO A5 TaKMX CEPBUCOB Kak
noyra u FTP, HO nNpu yBennyeHuu nepefadn MyrbTUMEOUAHbIX KOMMEPYECKUX OaHHbIX W
9NEKTPOHHbIX BU3HEC-CEePBUCOB, METOA MaKCMMarnbHOW 3arpy3kM He MOXET YAOBMeTBOPUTb
TpeboBaHMst HEOOXOONMOW NMOSOCHI N HA3KUX 3aEpXKeK.

Basupysce Ha pasnuyHbix meTogax, QoS onpegenseT NpUOpUTET ANA KaXAOro BXOAALLEro
naketa. KnaccudgpukaumoHHas MHGopMauuns coaepXxutcs B 3arofioBkax |IP-naketoB TpeTbero
ypoBHS 1 B 3aronoBkax dperimoB 802.1Q BToporo ypoBHsi. QoS obecneuvvBaeT OANHAKOBbLIN
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cepBuc O naketoB OAWMHAKOBOro npuoputeta, B TO BpeMA KaK AnA MnaketoB C
pa3nnyarwmmMnca npuopuTeTaMmmn npeanaratoTcA pasnmyaromeca onepauun. MapLupyTwsaTop
nnMm KOMMyTaTop, nogaepxumearlimne cepsuc QoS, MOryT obecneumBaTb pa3nunyHyro nonocy
nepegayvn B COOTBETCTBUU C KJ'IaCCVI(bVIKaLI,I/IeIZ nakeToB, NomMe4aTb NnakeTbl B COOTBETCTBUN C
CKOHd)I/IprI/lpOBaHHbIMVI NONMNTUKaMH, a Takxe 06paCbIBaTb HEeKOTOpbl€ HU3KOMPUOPUTETHbIE
nakeTbl B Cliy4ae neperpy3kn nosioCobl nepegayun.

KoHdurypauma QoS sensietca rnbkon, Gonee nNpocTon unu CNOXHOW B 3aBUCUMOCTU OT
TONOJSIOMMN CETU M YCTPOMCTB, a TakkKe rnyObuHbl aHanu3a Bxoasiero/mcxogsilero Tpaduka.

18.1.3. BasoBasa mogenb QoS

basosas mogenb QoS coctouT 13 4 yacten: Knaccudukauma, lNpumeHeHne nonutuk, NomeTka
n [naHvpoBaHne, rAe kKnaccudukaums, MpUMEHEHWe MNONUTUK U NOMEeTKn —
nocrneaoBartenbHble OENCTBUSA Ha BXode, a paboTta ¢ ouepeasamMm 1 nnaHMpoBaHne — OeNCTBUS
QoS Ha Bbixoge.

@ M ( )
Ingress Egress
YcraHoBka OxpaluvBaHve
Internal Priority naKeToB
Classification > Policing » Remark » Scheduling
CoprypoBka BxoAsLLero PelueHue 0 MexaHu3ame O6paboTka nakeTos MoMeLLeHne nakeTa B
TPachka B 3aBACUMOCTM oKpalumMeahus, Single COFNacHo WX LBeTY: o4epefb COrMacHo ero
OT MexaHusma bucket dual color unu Dual transmit, drop, remark. Internal Priority 1
Knaccupukaumi. bucket three color, B Remark noapasymesaet nocneaytowas o6pabotka
HasHa.qe.)HMe Internal 33BUCUMOCTH OT nepeMapKUpOBKy NaKeTos, ovepeau B COOTBETCTBUM C
pricrity u Drop BLINONHEHHO HACTPOKA n3meHeHwe noneit DSCP, HaCTPOEHHLIM
precedence ToS, CoS. anropuTMoMm
. J . /

PucyHok 18-3. baszoBas mogenb QoS

Knaccudukaumusa: knaccuduumpyet TpadMk B COOTBETCTBMM € KnaccudukauuoHHON
MHPOpMaLmMen NakeToB U reHepupyeT 3HaYeHWe BHYTPEHHero npuopuTeTa, OCHOBaHHOE Ha
KnaccumkaumoHHoOM  MHppMaumn. [Ona  pasnuyHbiXx  TUNOB MNakeToB  Knaccudumkaumsa
obecneymBaeTcs pasnmMyHbiM 00pa3oM. Cxema HKe NokasbiBaeT 3TO.

[MpUMeHeHWe NONNTUK 1 MOMETKA: KaXKAbIN NakeT B KNnacCUUUMpoBaHHOM BXogsLWeM Tpaduke
nonyyaeTt 3Ha4YeHWe BHYTPEHHEro npuopuTeTa U MOXeT Aanee noasepraTbCA AeNCTBUIO
NONNTUK U MOMeYaTbCS.

MpuMeHeHne nonMTUK MOXEeT ObITb BBINOMIHEHO HA MOTOKe [AaHHbIX Ana obecneveHus
pasnMyYHON NOMOChkI NPOMYCKaHUA ANA pasfUyHbIX KNnaccos Tpaduka. HasHayeHHas nponyckHas
nonutuka MoxeT OblTb «OAHa KOp3nHa-ABa uBeTa» (single bucket dual color) nnn «ase
Kop3uHbl-Tpu uBeTa» (dual bucket three color). Tpaduky npuceanearoTca pasnnyHbie LBETa U
B COOTBETCTBUMN C HUMM OH MOXET cbpacbiBaTbCs Unm nponyckaTbes. K nponyLweHHbIM naketam
NPUMEHSIETCS OEeNCcTBME MOMETKM, KOorgaa nakeTy HasHayaeTcsi HOBLbINM, ©onee HU3Kui
BHYTPEHHWUI NPUOPUTET ANSA 3aMeHbl CyLLeCTBOBaBLUErO paHee 6onee BbICOKOrO BHYTPEHHErO
npuoputeta. lMons COS u DSCP 6yoyT mMoauduuMpOBaHbl B COOTBETCTBMM C HOBbLIM
BHYTPEHHUM NpUOpUTETOM Ha Bbixoge. Cneaytollas cxema onucbiBaeT 3TU onepauun.
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Y

Y

Set the packet COS as
the default ingress
COS(*4)

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

A

COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COg value (*5)

Y

!

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

Set the packet COS field
equals Int-Prio

Y

Enter the
policing flow

PucyHok 18-4. MNpouecc knaccudgmkaumm

3amevaHne 1. 3HadeHne CoS paccunTbiBaeTCs UCX0Os M3 CBOMCTB MakeTa U HUKaK He CBA3aHO

CO 3Ha4YeHneM BHYTPEHHEro npunoputeTa, nosiy4eHHbIM A4 NoToKa.

3amevaHnne 2. Ecnn ogHoBpeMeHHO ckoHurypuposaHbl npoeepka DSCP u CoS, 1o nproputeT
DSCP BaxHee COS.
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Whether configure
the policing policy

M | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed
Set Int-Prio: Set internal prionty of the packet

Set Drop-Prec: Set drop precedence of the
packet
Set DSCP/TOS: Set DSCP or TOS filed of the

packet
I h 4

( Enter scheduling ) ( [;;(::F;gt\: )

PucyHok 18-5. Npouecckl PerynnpoBaHusa n noMeTkn

3amevanne 1. BHyTpeHHUIN npnopnTeT BydeT CKpbIT MOCIe YCTAaHOBKN. YCTaHOBKA BHYTPEHHETO
npuoputeTa Ha Tpaduk C onpedeneHHbIM LUBETOM MOKPbIBAET YCTaHOBKY BHYTPEHHEro
npuopuTeTa Ha TpaduK, HE CBA3aHHbIN C LLBETOM.

3ameyaHne 2. COpOC BHYTPEHHEro nNpuopuTeTa NakeToB OCYLLECTBSETCA B COOTBETCTBUM C
KapTon npeobpa3oBaHus «BHYTPEHHWI MPUOPUTET - BHYTPEeHHUN npuoputeT» (IntP-to-IntP).

Mpn knaccudumkaumm NOTOKa BHYTPEHHWA npuoputeT OGepeTca OT UCTOYHMKA Wnn
yCTaHaBnMBaeTCa AENCTBUAMMN, HE CBA3AHHLIMU C LIBETOM.

PaGota Cc ou4epeasMu U NNaHUMPOBaHWE: CYLLECTBYET BHYTPEHHWA nNpuopuTeT Ans
NCXOOALLMX NaKeToB, B COOTBETCTBUM C HUM MNaHWpyeTcs pacnpefernieHve MakeToB Mo
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oyepeasM C pasnuyHbiM MPUOPUTETOM M NakeTbl MOCHLINATCA B COOTBETCTBUM C BECOBbLIM
npuopuTeToM oyepean U npuoputeToM cbpoca. Criegytowiasi cxema OnucbiBaeT onepauuu

naHMpoOBaHKs.
C Start >

MPLS
packet("0)

Remark DSCP and L2 COS Remark EXP field of the

fields of the packets .
according to Int-Prio-to-DSCP [ Inﬁgﬁ.“;ﬂ:&‘%ﬂgﬂ o
Int-Prio-to-COS mapping(*1) PPINg

l

Select queue according to
Int-Pric-to-Queue mapping

lﬂueue Mumber

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queus

Buffer
available

Place the packets into the
specified queue, and forward

the packets according to the
weight priority

¥
- Drop the

PucyHok 18-6. Npouecchl NNaHUpOBKU U yMpaBreHnsa odepeaamu
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18.2. KoHdurypupoBaHue QoS

1. KoHurypupoBaHue KapTbl KIaccos.

YcTaHaBnmnBaeT knaccudukaunmoHHble npaeuna B cooteBetctBunm ¢ ACL, CoS, VLAN ID,
npuoputeTom IPv4, DSCP u IPv6 FL gns knaccndukaumm notoka gaHHbIX. PasnuyHble knaccehl
NMOTOKOB AaHHbIX 06pabaTbiBalOTCS NO pasHbIM NONTUKAM.

2. KoHdurypupoBaHue kapTbl NOMUTHUK.

Mocne KJ'IaCCI/Id)I/IKaLl,I/II/I NOTOKa AOaHHbIX MOXeT ObITb co3gaHa KapTa MONMUTUK, OAnd CBA3N C
KapTOIZ KflaccoB, CO34aHHON paHee n BXo0OOM B peXum Krnacca. Toraa pa3rnnyHble MOJINTUKKN
(TaKI/Ie KaK orpaHm4eHune rnornocbl, NOHMXeHne npunopmuteta Ha3HaydYeHnem HOBOro 3Ha4veHusA
DSCP) MOTYT NPUMEHATBLCA OANA PA3NTIMYHbBIX NOTOKOB AAHHbIX. Takke MOXHO onpenenntb Ha6op
NOJTNTUK, KOTOPbIE MOTYT NPUMEHATLCA ANA HECKOJNTbKNX KNacCOB B KapTe NOJINTUK.

3. MpumeHeHne QoS Ha nopTty unu VLAN-uHTepdeiice.

KoHpurypupoBaHue goseputenbHoro pexvma (trust mode) Ha nopTy nnu npmesa3ka MosIMTUK K
nopty. Monutnkn GyayT 3agencTBOBaHbl Ha NOPTY TOMNBKO eCnin OHWM ByayT NpPMBA3aHbl K HEMY.
Monutnkn Tak xe Moryt ObiTb MNpuBa3aHbl K onpegeneHHomy VLAN. He pekomeHnpyetcs
O[JHOBPEMEHHO Mcnonb3oBaTh KapTy nonutuk Ha VLAN 1 Ha ee nopTtax, B NPOTUBHOM Cry4yae
npuopuTeT KapTbl MOSIMTUK Ha NOPTY ByAeT BoiLle.

4. KoHdurypupoBaHue anroputma ynpasneHust ouepeasamu.

KoHurypvpoBaHme anroputma ynpasreHus odYepeasiMy, Takoro kak sp, wdrr n Apyrux.
KoHdburypupoBaHue pacnpegenennsa QoS.

KoHdpurypuposaHue pacnpegenerus ns CoS 8 DP, nsa DSCP B DSCP, u3 IntP 8 DSCP.

1. KoHdurypmpoBaHme KapTbl KIaccoB.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

class-map <class-map-name> CosgaHve KapTbl KIacCoB M BXO4 B
pPEeXMM KapTbl KNaccoB; KOMaHga «no
class-map <class-map-name>» yganser

yKasaHHyt0 KapTy KraccoB

no class-map <class-map-name>

Pexum HacTporku KapTbl knaccoB QoS

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list> | ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp-list>| ipv6 flowlabel <flowlabel-
list>|vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip precedence
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}

YcTaHOBKa COrnacoBaHHbIX KpUTepues
(knaccndmkaums notoka gaHHbIx no ACL,
CoS, VLAN ID, npuoputeTtom IPv4, IPv6
FL v DSCP, n 1.4.) Ang KapTbl KNaccos;
KOMaHOa «no» ygansieT onpeaeneHHbIn
COrnacoBaHHbIN KPUTEPUNA
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2. KoHdurypupoBaHue kapTbl NONUTUK.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

policy burst {1 | 2} <committed-
burst-size>

CospaHue npodunsa orpaHnYeHnst BCNeckoB Tpadduka
Ons nocnepytoLen HacTponku policier

policy-map <policy-map-name>

no  policy-map
name>

<policy-map-

CosgaHue KapTbl MOJIMTUK W BXOO B PEXUM KapTbl
NOJINTUK; KOMaHOa «NOo» yaandeTt onpeaeneHHy KapTty
NOJNMUTUK

Pexum

HaCTpOﬁKM KapTbl NOJINTUK

class <class-map-name> [insert-
before <class- map-name>]

no class <class-map-name>

Mocne co3gaHusa kapTbl MNOMUTUK, €8 MOXHO CBSA3aTb C
KnaccoMm. PasnuyHble NOMUTUKU UMM HOBblEe 3HaYeHUs
DSCP moryT 6bITb NpUMEHeHbl K pasnuyHbIM NOTOKaMm
AaHHbIX B PpeXuMe KIaccoB; KOMaHga «no» ypanseT
onpegeneHHbIn Knacc

set {ip dscp <new-dscp> | ip
precedence <new- precedence> |
internal priority <new-inp> | drop
precedence <new-dp> | cOS <new-
cos>}

no set {ip dscp | ip precedence |
internal priority | drop precedence
|cos}

MpucBansaet HOBbI BHYTPEHHUIA npuoputeT
knaccudgpuumposaHHomy  Tpadmky; KomaHga  «no»
OTMEHSIeT Ha3Ha4YeHne HOBOW BESTUYMNHBI

Policy <CIR_Kbits_per_second>
burst-group
<bucket_size profile_ID>

KoHurypauma nonutukn gns  KnaccudmumpoBaHHOIo
notoka. OTaenbHble KOMaHAbl MOSIMTUK NOgAepXuBatoT
Tpy uBeTa. AHanmampyeT pabounin pexmm BUpPTyanbHOM

no accounting

no policy KOpP3MHbI, 9TO MOXeT OblTb OfgHa CKOpPOCTb — OAHa
KOp3uMHa, oOfHa CKOpOCTb — [BE KOP3WHbI, [Be
CKOPOCTN — ase KOP3MHBbI. YcTaHaBnvBaeT
COOTBETCTBYIOLME OENCTBUS ANSA PasfU4HbIX LBETOB
naketoB. KomaHga «no» yganset  pexum 13
KOHGoUrypaumm

accounting YcTaHoBKa doyHKUMM CTaTUCTUKN ans

KnaccuduumpoBaHHoro Tpadwmka. [locne BkOYEHUS
3TON (PYHKUUKN B peXNME NONUTUKKU Knaccos, JobaBnsaeT
CTaTUCTUKY Tpadhmka no kapTe MNONUTUKM Knaccos. B
pexume OLHOW KOpP3MHbl MakeT MOXeT ObITb TONbKO
3ereHbIM UNN KpacHbIM Npy NPUMEHEHUM NONUTUKK. B
BblBOAUMON MHopMauumn 6yayT ABa uBeTa (KpacHbI U1
3eneHbi) nakeToB. B pexume OByx KOp3vH OyayT Tpu
uBeTa (3eneHbl, KpacHbIN 1 XXeNnTbi) NakeToB
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KomaHpa OnucaHue
Pexxnm KoHcurypaumm KapTbl NONIMTUK KNaccoB
drop Cb6pacbiBaeT unu nepegaet Tpaduk B AaHHOM Kracce.
no drop KomaHnga «no» OTMEHSIeT NPUCBOEHHYO (OYHKLNIO
transmit
no transmit

3. MpumeHeHne QoS Ha nopTty unn VLAN-uHTepdece.

KomaHpa

OnucaHue

Pexum koHdurypupoBaHusa uHtepcenca

mls qgos trust dscp
no mls gos trust dscp

KoHpurypuposaHue [OBEpUTENBHOIO
nopta. KomaHgoa «no»  OTMeHsieT
TEKYLMN PEeXUM [A0BEPUTENBHOCTUM Ha
nopry

mls gos cos {<default-cos>} KoHdpurypauma  3HadenHns CoS o

no mis gos cos YMOMYaHMIO Ha MOpTy; KOMaHga «no»
BOCCTaHaBnmBaeT 3HayeHue no
YMONYaHMIo

service-policy input <policy-map-name> MpumeHseT KapTy NONNUTUK K

no service-policy input <policy-map-name> KOHKpeTHOMY nopTy; KomaHpa «no»
yoanseT  COOTBETCTBYHWOLLUYHO  KapTy
NOMUTUK, TMPUMEHEHHYIO Ha  MOPTY.
BbixogHasi kapTa MoOnMUTMK MOKa He
noaaepXxuBaeTcs

Pexum rmo6anbHOro KOHUrypmpoBaHua

service-policy
<vlan-list>

input <policy-map-name> vlan

no service-policy input <policy-map-name> vlan
<vlan-list>

MpumeHseT KapTy NONUTUK K
KOHKPETHOMY VLAN-uHTepeicy.
KomaHpa «No» yoanseTt
COOTBETCTBYIOLLYID  KapTy  MOMUTUK,

npumeHeHHyto Ha VLAN-uHTepdence

@ §) QTECH

MUP LOOCTYMHEE

167




PykoBogcTteo nonb3oBatens cepus QSW-4530

HACTPOWKA QOS " www.gtechu |
4. KoHdurypupoBaHue anroputMma ynpasneHusi odepeasamu.
KomaHpa OnucaHune
Pexum KoHduUrypupoBaHusa noprta
mis gos queue algorithm {sp | wrr | wdrr} YcTraHoBka  anroputma  ynpasneHus

no mls gos queue algorithm

oyepegamu. No ymonyaHuo anroputm —
wdrr

mls gos queue
<weight0..weight3>

{fwrr | wdrr} weight

no mils qos queue weight

YcTaHaBnuBaeT Bec odepeaen wdrr ons
Bcex nopTtoB. [lo ymonuyaHuio Beca
oyepenen 1234

5.  KoHdurypuposaHue npeobpasosaHnd QoS.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

mis gos map {cos-intp <intp1...intp8> | dscp-intp
<in-dscp list> to <intp>}

no mls gos map {cos-intp | dscp-intp}

YcraHaBnuBaeT NPUOPUTETHYHO
TpaHcnaumio gns QoS. KomaHga «noy
BOCCTaHaBMMBaeT 3Ha4YeHMe TpaHCcnaunm
no ymMonyaHuio

6. OumncTka cYETUMKOB SaHHbLIX B KapTe NONUTUK Ha onpedeneHHom nopty unn VLANe.

KomaHaa

OnucaHue

Pexunm agmMmHucTpatopa

clear mls qos statistics [interface <interface-name> |
vlan <vlan-id>]

OumncTka cYETUMKOB [aHHbLIX B KapTe
NONIMTUK Ha onpeaeneHHOM NopTy UMK
VLANe. Ecnm y «komaHabl HeT
napamMeTpoB, OYMLLAKTCH CUETUMKU Y
BCEX KapT NOJINUTUK

7. TpocmoTp KoHdurypauum QoS.

KomaHpa

OnucaHue

Pexnm agMmHucTpatopa

show mls gqos maps [cos-dp | cos-intp | dscp-
dscp | dscp- intp | dscp-dp]

lMNokasbiBaeT
QoS-TpaHcnauum

KOHUrypaumio

show class-map [<class-map-name>]

Moka3sbiBaeT kapTy knaccos QoS
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KomaHpa OnucaHue
show policy-map [<policy-map-name>] lMokasbiBaeT kapTy nonuTuk QoS

show mls qos {interface [<interface-id>] [policy | | NMoka3biBaeT koHGUrypauuo QoS Ha nopTy
queuing] | vlan <vlan-id>}

18.3. NMpumep QoS
Mpumep 1:

Heobxoanmo BkntounTb yHKUMIO QOS, M3MEHUTE BeCa BbIXOOHbIX ovepenen Ha nopTty Ethernet
1/0/1 Ha 1:1:2:2:4:4:8:8, TakkKe YCTaHOBUTb Ha MOPTYy pexum poBeputenbHoro CoS 6e3
nameHeHus sHavyeHns DSCP n yctaHoBUTb 3HavyeHne CoS no ymonyaHuio paBHbIM 5.

QTanbl KOHPUIYPUPOBAHMS ONUCAHbI HUXE:
Switch#config
Switch(config)# mls qos queue wrr weight11224 488
Switch(Config-If-Ethernet 1/0/1)#mls qos trust cos
Switch(Config-If-Ethernet1/0/1)#mls qos cos 5
PesynbTaT KOHDUrypaumm:

Korga B obwem pexume BkntodeH QoS, And BbIXOAHbLIX ovepeaen nofoca nponyckaHusa ans
KaXxgoro noprta nogeneHa B nponopumn 1:1:2:2:4:4:8:8. Korga nakeTbl, umerowme napameTp
CoS, npuxogat 4epe3 nopt Ethernet 1/0/1 vm HasHayaeTcs BHYTPEHHWUIA NPUOPUTET B
COOTBETCTBMM CO 3HayeHmem CoS. 3HaueHnsa CoS oT 1 Ao 7 COOTBETCTBYIOT o4vepensm
1,2,3,4,5,6,7.8 cooTBeCcTBEHHO. ECnn BXogAWMN NakeT HE UMEET YyCTaHOBIEHHOIO NapameTpa
CoS, OH Mo ymMonyaHuio cuMTaeTcsl paBHbIM 5 M NakeT nomellaeTcs B odepedb 6. Bo Bcex
npoxoaslmx naketax aHavyeHne DSCP He meHseTcs.

Mpumep 2:

Ha nopty Ethernet 1/0/2 HeoGxognmo yCTaHOBMTL MNOMIOCY AN MAKETOB U3 CErmMeHTa
192.168.1.0 B 10 MGuT/C ¢ gononHuTensHon nonocon B 4 Mout. Bce nakeTbl, NpeBbILIaoLLne
3Ty nonocy, 6yayT copoLLEHbI.

ATanbl KOHUIypauum nokasaHbl HUXeE:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy burst 14000
Switch(config)#policy-map pl
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 burst-group 1
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
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Switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#service-policy input p1

PesynbTaT KOH(pUrypauuu:

Jluct poctyna ¢ nmeHeM 1 HacTpoeH Ansi Bblbopkn cermeHTa 192.168.1.0. ®yHkums QoS
BKrtoyeHa rnobanbHo. Co3gaHa kapTa knaccoB ¢ umeHeM c1, nuct ACL 1 BKMOYEH B KapTy
knaccos. CosgaHa rpynna burst 1 onpegenswowas MakcumanbHbIi Benneck Tpadduka,
npesblLLatoLero rapaHtupoBaHHyto nonocy CIR. CosgaHa gpyras kapta nofiMtuk ¢ UMeHem p1.
Kapta p1 ccbinaetca Ha kapTy c1. YcTaHOBMEHbl COOTBETCTBYHOLIME MOMUTMKU AN
OrpaHMYeHnsa nonocbl U AOMOMHUTENBHbLIX pacluMpeHun. JTa kapTa NOAUTUK NPUMEHEHa Ha
nopty Ethernet 1/0/2. lNMocne Toro, kak BbllleyKka3aHHble HACTPOWKM caenadbl, nonoca And
naketoB 13 cermeHta 192.168.1.0, npoxogawmx vyepes nopT Ethernet 1/0/2, yctaHoBneHa B
10 M6uT/c ¢ gonoNHUTENbHbIM paclumpeHnem B 4 MouT. Bece nakeTsl, NpeBbilaoLwWme gaHHbIe
YCTaHOBKM B AA@HHOM cermeHTe, 6yayT oTOPOLUEHbI.

Mpumep 3:

Kak nokaszaHO Ha puUCyHKe, BHYTpPWM OTMEeYeHHoW obracTtun, Haxoantca QoS gomeH, SwitchA
KnaccuuumnpyeT pasnnyHbiin Tpaguk 1 HasHavaeT pasnuyHble npuoputeThl IP. [Anga npumepa,
yctaHoBuM npuoputeT CoS ana naketoB un3 cermeHta 192.168.1.0 paBHbIM 5 Ha nopTty
Ethernet1/0/1 (yctaHOBMM BHYTPEeHHUI nNpuopuTeT paBHbiM 40 1 MO YMONYaHUIO TPAHCNALMIO
BHYTpeHHero npuoputeTa B dcsp kak 40-40, cootBeTcTBYOWMIN IP-nproputeT pasHbiM 5). [oprT,
nogkntoyeHHbin kK SwitchB — TpaHkosein. Ha SwitchB nopt Ethernet 1/0/1, nogkntoueHHbIR K
SwitchA HacTpoeH kak goseputenbHbii dscp. Takum obpasom BHYTpu obnactn QoS nakeTbl €
pasnuyHbIMK MNpuopuTeTaMmyn OyayT pacnpefenaTbCsa B pasnuyHble odvepeau WM noryyaTb
COOTBETCTBYIOLLYIO NOMOCY nepeaayn.

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
1

PucyHok 18-7. Tunosasi Tononorust QoS
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OTanbl KOHCbI/IpraLl,VIVI OnncaHbl HNXe:

KoHdurypaumsa QoS Ha SwitchA:

Switch#config

Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-cl)#set ip precedence 40
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#service-policy input p1

KoHdpurypauusa QoS Ha SwitchB:

Switch#config
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#mls qos trust cos

18.4. YcTpaHeHue HencnpaBHocTen QoS

JoseputenbHbin  pexum cos M EXP  MoxeT wucnofnb3oBaTbCsad C  ApYyrMmu
A0BEPUTENBHLIMU PEXUMaMM U KapTON NOMNUTUK.

[oBeputenbHbIn pexmm dscp MOXEeT MCNoNb3oBaTbCA C APYrMMU AOBEPUTENbHbLIMA
peXxMmamun UM KapTom NonnTrK. OTa KOHUrypaums npumeHsieTca ansi naketos IPv4 un
IPV6.

[oBeputenbHble pexumbl exp, dscp U cos MoryT ObiTb CKOHOUTYpMPOBaHbI
OAHOBpPEMEHHO. [propuTeThl N0 cTapwnHcTBY: EXP>DSCP>COS.

Ecnn ckoHdurypmposaH anHamuyeckun VLAN (MAC VLAN/ronocoso VLAN/VLAN
nogcetn IP/VLAN-npoTokona), toraa 3HadeHne COS gns makeTa paBHO 3HAYEHMIO
COS gna guHamuyeckoro VLAN.

Kapta nonmuTtukn MoxeT OblTb NpuBSi3aHa TOMbKO KO BXASALWEMY HanpaBrieHuto,
BbIXoAsLLee HanpaBrneH1e He noaaepXxmBaeTcs.

B HacTosilwee Bpemsa He pekoMeHOyeTCs OQHOBPEMEHHO MCMOMb30BaTh KapThl MOUTUK
Ha VLAN 1 Ha ero noprty.
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19. NEPEHAINPABINEHUE NMOTOKOB

19.1. O6wme cBegeHUsA O NepeHanpaBrieHNN NOTOKOB

DYHKUMA NepeHanpaBneHnsa NoTOKOB NO3BOMSET KOMMYyTaTopy nepefasatbh Pperimbl AaHHbIX,
npumeHss Hekune ycrnosua (onpegensemble ACL) Ha gpyroi nopt. dpenmbl co cneLmanbHbIMU
YCrOBMSIMW Ha3bIBAlOTCS KNAcCOM MOTOKa, BXOASALLMWA MOPT OaHHbIX Ha3blBAaeTCs MOPTOM
WUCTOYHUKA MepeHanpaBreHns, a onpenerneHHbIn BbIXOOHOW MOPT — MNOPTOM MPUEMHUKA
nepeHanpaeneHusa. OObIMHO eCTb ABa BuMAA NPUMEHEHMS MepeHanpaBneHus noTokos: 1)
MogkntodeHne aHanuaaTopa MNoToka (Hanpumep, cHuddepa) unu yganeHHoro MoHuTopa K
NopTY NPUEMHMKY NepeHanpaBneHns st KOHTPOS 1 ynNpaBneHns CeThbio, a Takke QNarHOCTUKN
npobnem Ha cetn; 2) CneunansHble NpaBuna nepegavn onsa cneumansHbiX TUNOB hpenmos
OaHHbIX.

KommyTaTop MOXeT Ha3Ha4daTb TOJIbKO OAUWH NOPT — NPUEeMHUK AONA OOMHaKOBbLIX KilaCCoB
NOTOKOB Ha MNOPTY-UCTOYHUKE, B TO BpPEMA KaK ON1A pPa3fiMYHbIX KIacCoOB MNOTOKOB Ha MOpPTY
NCTOYHUKE MOXHO Ha3Ha4YUTb pa3fiMyHblie NopTbl — MPUEMHUKN. OaunHakoBbIN Knacc noToka
MOXET NMPUMEHATLCA Ha Pa3fiMyHbIX NOPTaX — UCTOYHUKAX.

19.2. KoHhurypmpoBaHue nepeHanpaBrieHMsI MOTOKOB

1. KoHdurypuvpoBaHue nepeHanpasneHusi NOTOKOB.
2. [poBepka TekyLlen KoHpUrypaumm nepeHanpasneHs noTokoB.

1. KoHdurypupoBaHue nepeHanpasneHusi NOTOKOB.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

access-group <aclname> redirect to interface [Ethernet | Onpegenexne
<IFNAME>|<IFNAME>] nepeHanpasfieHnsi MOTOKOB Ha
nopTy; KOMaHOa «nNo access-
group <aclname>  redirect»
ncnonb3yetca Ana  yaaneHus
nepeHanpasreHns NOTOKOB

no access-group <aclname> redirect

2. [lpoBepka TekyLien KoOHUrypaummn nepeHanpasneHns noToKoB.

KomaHaa OnucaHue

Pexxum agMnHucTpaTopa/pexum rno6anbHOro KOH(UrypMpoBaHus

show flow-based-redirect {interface [ethernet <IFNAME> | Noka3biBaeT uHGOPMaUMO O
|[<IFNAME>]} TekyLen KOHdpurypaumm
nepeHanpaBrieHnsl MOTOKOB Ha
nopTy/ycTponcTee
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19.3. NMpumepbl nepeHanpaBrieHUA NOTOKOB

Mpumep:

TpeboBaHnsa nonb3oBaTenst K KOHUrypauum COCTOAT B CriegyloleM: nepeHanpasneHvue
dpenmoB ¢ ncxogawmm IP-agpecom 192.168.1.111, npnHnmaemelix Ha nopTy 1, Ha nopT 6.
M3meHeHusa koHdburypaumm:

1. HacTtpolika nucta goctyna. Ycnosus Bbl6opkn — IP-apec UCTOYHMKA —
192.168.1.111.

2. MpumeHnTb NepeHanpasneHne 3Toro NoToka Ha nopTy 1.
Mpouenypa KoHUrypauuu:
Switch(config)#access-list 1 permit host 192.168.1.111
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)# access-group 1redirect to interface ethernet 1/0/6

19.4. YcTpaHeHue HeMcnpaBHOCTEMN NepeHanpaBsieHUA NOTOKOB

Ecnn koHdwWrypaums nepeHanpaBneHnss noToka He paboTaeT, npoBepbTe crneayloLme
MPUYUHBI, KOTOPbIE MOTYT BbI3blBaTh NPOGNEMbI:

e Twvn noToka (NMCT JocTyna) MoXeT ObITb TONbKO Creaylowmx BUOOB — CTaHA4apTHbIN
ACL, pacwupeHHbin ACL, wumeHoBaHHbIM pacwupeHHbin ACL, MMeHOBaHHbIV
ctangapTHbli ACL, ctangapTHbin IPv6 ACL n nmeHOBaHHbIN cTaHgapTHeIn IPve ACL.

e [lapameTpbl BpEMEHHOrO AuanasoHa U guanasoHa MopToB He MOryT ObiTb 3agaHbl
nucTtom goctyna. Tun nucta gocTtyna AormkeH ObiTb permit.

e [lopT nepeHanpaBneHuMsi B QYHKUUW NepeHanpaBreHnss MNOTOKOB [OOSMKeH ObiTb
1000 MowuT.
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20. KOHOUT'YPUPOBAHUE SELECTIVE QINQ

20.1. O6wme cBepeHun o selective QinQ

20.1.1. TexHonorua QinQ

TyHHenb Dot1q, koTopkIn Tak e HasbiBaloT QinQ (802.1Q-in-802.1Q) aBnaeTca paclumpeHnem
ctaHgapta 802.1Q. OcHoBHas uaeda 3akniovaeTcsa B ynakoBke MeTku knueHTtckoro VLAN
(CVLAN tag) B meTky VLAN pepxatens cepsuca (SPVLAN tag). MakeT ¢ osymsa metkamum VLAN
nepefaeTcs Yyepes3 MarucTpanbHyto ceTb npoBangepa NS NpeaocTaBneHns nonb3oBaTensm
NPOCTOro TYHHENS 2-ro YpoBHA. 3TO MPOCTO M Jierko And ynpaBfeHus, peannu3yemo TOSbKO
cTaTn4eckomn KoHgurypaumen n oCoO6eHHO XOPOoLLO NPUMEHMMO AN ManeHbKUX OPUCHbIX ceTen
n HebonbLnx ceten sToporo ypoeHa (METRO) ncnonbayowmx KOMMyTaTopbl 3-ro YPOBHS Kak
MarmcTparsbHble YCTPOMCTBA.

CyuwectByeT gBa Tvna QinQ: Basic QinQ n Selective QinQ. MNpuopuTeT selective QinQ BbliLwe,
yem basic.

20.1.2. BasicQinQ

Basic QinQ 6asupyetca Ha nopty. [llocne koHdurypauum QIinQ Ha nopTy, MMET nn
NpUHMMaeMble nakeTbl METKY UMK HeT, yCTPONCTBO ynakoBbiBaeT VLAN rno ymonyaHuio B naker.
Mcnonb3oBaHme 6a3osoro QinQ npocto, Ho meTog yctaHoBku MmeTkn VLAN'a He selective.

20.1.3. Selective QinQ

Selective QinQ 6a3snpyeTcsa Ha NoToke AaHHbIX. OH NpoBepsieT, COAEPXKNUT NN NakeT BHELLHIO
METKY M YMNakoBblBaeT CTOSIbKO BHELUHMX METOK, CKOMbKO WX MpUCYTCTBYeT B mnoToke. [ns
npumMmepa: peanusaums BO3MoxHocTten selective QinQ B cooTBeTCTBUM C NONb30BATENBCKUMMU
metkamn VLAN’a, MAC-agpecamn, Ipv4/IPv6-agpecamun, Ipv4/IPv6-npoTokonamm wu
noeHTndmKkaTtopaMmm NOpPTOB MPUIIOXEHUA U T.4. TakuMm oBpas3oMm, OH MOXeT ynakoBblBaTb
BHELUHVME METKW ANs NakeToB U MPUMEHSATb pPasfnnyHble CXeMbl 4518 pa3fnyHbIX NoNb3oBaTenen
nnn MeTooB.

20.2. HacTpouka selective QinQ

Mpun ncnonb3osaHun selective QinQ NOTOK AaHHbIX UCNONB3YeET ANS nepegayn npasuna KapThbl
nonntuk QoS.

1. CosaaTb KapTy KnaccoB Ans Knaccudukaumm pasnmyHbIX MOTOKOB AaHHbIX.

2. CospgaTtb kapTy nonuntuk selective QinQ ansa cBaA3n ¢ KapTon KNaccoB U HACTPOUTb
COOTBETCTBYHOLLMNE ONepauum.

3. lMpuessatb KapTy nonuTuk selective QinQ k nopTy.
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1. KoHurypupoBaHue kapTbl KNaccos.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

class-map <class-map-name> CospaHve KapTbl KlacCoB M BXO4 B
pPEeXuM KapTbl KnaccoB, KOMaHaa «no»

no class-map <class-map-name>
yaansieT KOHKPETHY0 KapTy KraccoB

match {access-group <acl-index-or-name> | ip | HacTtponka ctaHgapTHoro Habopa kapTbl
dscp <dscp-list>| ip precedence <ip-precedence- | knaccos (knaccudukauma noToka
list>] ipv6 access-group <acl-index-or-name>| | gaHHbIX nNo nucty goctyna, CoS, VLAN
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel- | ID, npuoputety IPv4 nnun DSCP u T1.4.
list> | vlan <vlan-list> | cos <cos-list>} Ons kaptel knaccoB); KomaHga «no»
yoanset onpenerneHHbIv Habop

no match {access-grou i dsc i
{ group |~ ip p | ip cTaHOapToB

precedencel|ipvé access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

2. KoHdurypupoBaHue kapTbl NonuTuK selective QinQ.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

policy-map <policy-map-name> CosgaHve kapTbl NONMUTUK W BXOL B
PEeXUM KapTbl NOMWUTUK, KOMAHA4A «NO»

no policy-map <policy-map-name>
yAansieT yka3aHHy KapTy NOSINTMK

class <class-map-name> [insert-before <class- | Mocne Toro, Kak KapTta MOMMTUK
map- hame>] co34aHa, oHa MOXET ObITb NpMBs3aHa K
knaccy. KomaHga «no» ypanset

no class <class-map-name>
yKa3aHHy KapTy KIaccoB

set {s-vid <new-vid> | c-vid <new-vid>} YkasaHue BHewHen meTkn VLAN'a gna
KnaccmmunmpoBaHHOro Tpaduka.

no set {s-vid | c-vid
{ | } KomaHga «no» OTMeHsIeT onepaumto

3. [Mpuesska kapTbl nonntuk selective QinQ k nopTy.

KomaHaa OnucaHune

Pexum KoHduUrypupoBaHusa noprta

service-policy input <policy-map-name> MpumeHseT kapTy NONMUTUK K MOPTY.
KomaHga «no» OTMEHSIeT NpUMEHeHne

no service-policy input <policy-map-name> .
YKa3aHHOW KapTbl MONIUTUK K MOPTY
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4. TlokasblBaeT NPUBA3KY KapTbl NONUTUK selective QINQ K nopTy
KomaHpa OnucaHue
Pexunm agmmHucTpatopa
show mils gos {interface [<interface-id>] lMokasbiBaeT KoHUrypauuio selective QinQ
Ha nopTy

20.3. Mpumep npumeHeHus selective QinQ

lopoackas ceTb
YPOBHA Agpa

BKd rOPOACKON CETH
B nnatgopmy

Ter[2001]2001 Ter [2002(2001
Ter|3001 3001\‘ /Tcr 500513001

KommyTatop A | sssaaas - KommyTatop B
/ \ o
Teri2001 Ter [3001

Ter[3001

DSLAM1 DSLAMZ2

=
=
—
=
=
-
=

PucyHok 20-1. Tononorus npumeHeHus selective QinQ

Kak nokaszaHo Ha pucyHke, nepBbl nonb3oBaTenb ucnonb3dyeT Tpu VLAN’a ¢ metkamm 1001,
2001, 3001 cootBetcTtBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTBYeT LUMPOKOBELLATENbHON
cetn, VLAN2001 cootBetctByeT Client Services, VLAN3001 cootBetctByer VOIP. Ha
COOTBETCTBYKOLLEM MOPTY CeTu, umeroweMm dyHkumio QinQ, nakeTbl ByayT ynakoBbIBaTbCS
pasnn4yHbiMK BHELWHMMK MeTkammn B cooTBeTcTBUM ¢ VLAN ID nonb3oBaTens. NakeT ¢ MeTKkom
1001 6ypeT nakoBaTbCA OONONHUTENBbHOW BHewHen meTkon 1001 (3Ta meTka yHuKanbHa Ha
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OaHHOM ceTun), 1 no Hen ByaeTt knaccudpuumpoBaH Ha ycTtporictBe BRAS (ueHTp xpaHeHus
KoHdpurypauum). MakeTbl ¢ meTkammn 2001 (nnm 3001) ByayT nakoBaTbCcs BHelwwHen meTkon 2001
(v 3001) n knaccMdnumMpyroTca Ha ycTporcTBe SR B COOTBETCTBMM C NpaBuiaMuy NOTOKOB.

BTopoi nonb3oBatenb MoOXeT wucnonb3oBatbk pasnuyHele MeTkn VLAN'oB Ha DSLAMZ2.
3ameyvanue: npumeHsemble MeTkn VLAN OB Ansg BTOPOro nonb3oBaTenis MoryT ObiTb Takumm e,
Kak Ons nepBoro nosib3oBatens M nakeTbl C aTUMW METKaMU TaK e MaKytTCs BO BHELLHIOW
MeTKy. Ha pucyHKe Bbllle, BHELUHAS MeTKa A1 BTOPOro nofib3oBaTtenst oTniM4yaeTcs 0T MeTKU
nepBoro nonb3oBaTeNnisi B COOTBETCTBUM C pacnonoxeHnem DSLAM u pacnonoxeHuem
nonb3oBaTens.

Ecnu notok gaHHbix DSLAM1 nget vepes nopt1 Switch A, KoHurypauus, cnegyrowias:
Switch(config)#class-map cl
Switch(config-classmap-cl)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-pl-class-cl)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-pl-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-pl-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0//1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Ecnn notok gaHHbix DSLAM2 nget 4epes nopt1 Switch B, koHdurypauus, cneayowlas:
Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3

Switch(config-classmap-c3)#match vlan 3001
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20.4. YcTtpaHeHue HencnpaBHocTen selective QinQ

Switch(config-classmap-c3)#exit
Switch(config)#policy-map pl
Switch(config-policymap-p1)#class cl
Switch(config-policymap-pl-class-cl)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1

Switch(config-if-ethernet1/0/1)# service-policy input p1

Ecnu npasuna selective QinQ He MoryT 6bITb NpMBSA3aHbI K NOPTY, NPOBEpbLTE HET Nu Npobnem,
BbI3BaHHbIX CrieayroLnMy NpUYnNHaMm:

MNposepbTe, nopaepxvsaetcs nu selective QinQ ckoHUrypnpoBaHHbIMKU KapTamu
KnaccoB 1 NONUTUK.

Y6eautechb, YTO NUCTbI AOCTYNa BKMOYAOT paspeluatollme npasuna B kKapTe Knaccos,
UMeLWNX NNCTbI OCTyNa.

MpoBepbTe, YTO KOMMYTATOP MMeeT goctaTouHo namaT TCAM ans nepegaym ceasen.
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21. KOH®OUTI'YPUPOBAHUE ®YHKLUN 3-I0 YPOBHH

KommyTatop noggepXuBaeT TOSNbKO BTOPOW YpPOBEHb Nepeajpecalmu, HO MOXHO HacTpoUTb
TPeTUiA YpoBEHb YNpaBfeHns NopToMm Ans COeQUHEHNS BCEX BUOOB MPOTOKOSOB YNpaBreHus
Ha ocHoBe |IP-npoTokona.

21.1. UHTepdenc 3-ro ypoBHs

21.1.1. HayanbHble cBeaeHNsA 06 MHTepdencax 3-ro ypoBHs

B kommyTaTopax MoxeT ObITb co3aaH nHtepdenc 3-ro ypoBHsi. OH aBnseTcst He PrU3n4eckum
UHTepdencom, a supTyanbHbiM. HTepdenc 3-ro ypoBHA cTpouTca Ha mHtepderice VLAN.
UHTepdbenc ypoBHa 3 MOXeT coepxaTb OAMH unum 6Gonee wHTEpEncoB YpoOBHA 2,
npuHagnexawmx ogHomy n Tomy xe VLAN, nnbo He copepxaTb UHTepgencos yposHs 2. Mo
KpanHen mepe, OOUH U3 UHTEPdENCOB YPOBHSA 2, coaepXalumxcs B nHtepdence ypoBHsa 3,
OOIKeH ObITb BKIOYEH (HaxoamTbes B cocTosiHum UP) — Torga 6yaeT BknoYeH u nHtepdenc
ypoBHA 3. B npoTnBHOM cry4ae uHTepdenc yposHsa 3 byaeT BblkItoyeH (OyaeT HaxoauTbes B
coctosaHun DOWN). KommyTtaTtop MoxeT ucnonb3oBaTtb |P-agpeca, yCTaHOBMEHHble Ha
nHTepdencax 3-ro ypoBHs, 4519 KOMMYHMKaUUM ¢ Apyrmmm yctporcteamm Yyepes IP-npoTtokon.
KommyTatop moxeT nepecbinaTh IP-nakeTbl Mexay pasHbiMy nHTepdencamm 3-ro ypoBHS.

21.1.2. HacTpouka nitepdenca 3-ro ypoBHs

MNMocnepoBaTenbHOCTL HACTPOMKN MHTEpPderica 3-ro YPOBHS:

1. CosgaHue nHtepderica 3-ro ypoBHsi.
2. Hactponka onmcaHms VLAN-uHTepcenca.

1. CosgaHue nHtepdernica 3-ro ypoBHsi.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CospgaHue VLAN-uHTepdenca (VLAN-nHtepdenc — ato
UHTEpdENC 3-r0 YpPOBHS); KOMaHZa «no» yganser

no interface vlan <vlan-id> . .
VLAN-MHTEP(ENC, CO3AaHHbIN HA KOMMYyTaTOpe

2. Hactpoika onncaHms VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexum koHdurypupoBaHua VLAN-uHTepdenca

description <text> Hactponka onucaHus
VLAN-uHTepgenca. Komanga «no» ybepet

no description
P onncaHne VLAN-uHTepdeica
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21.2. Hactpouka npoTtokona IP

21.2.1. BBepeHue B IPv4, IPv6

IPv4 — ato Tekywasa Bepcusa rnobanbHoro yHuBepcanbHoro HTepHeT-npoTokona. MNpaktuka
nokasana, 4to IPv4 gaBnsietca npocTbiM, MOKUM, OTKPbITbIM, MOLLHbLIM, @ TaKkKe Nerkum B
peanusaumm npotokoriom. OH o0nagaeT Xopolwlel COBMECTMMOCTBIO C  PasnUYHbIMU
NPOTOKONaMM BEPXHETO N HUXHEro ypoBHen. XoTsa IPv4 noyTn He MeHsncs ¢ MOMeHTa ero
nossneHna B 80-x rogax, OH MPOJOSMKAET pPacnpocTpaHATbLCA NO BCEMY MUPY BMecTe C
pacnpocTpaHeHnem UNHTepHeT. OgHako no mepe pocTta MHdpacTpykTypbl VIHTepHeT 1 ycnyr,
ncnonbaywmx VNHTepHeT-NPUNoXeHus!, BbISBNAIOTCA U HEKOTOPble HEeAOCTaTKM MpOoToKona
IPv4, cBsi3aHHble ¢ MacluTaboM M CrOXXHOCTLIO ceroaHsaLlHero MHTepHeTa.

IPv6 — 9310 wecTtas Bepcus WHTepHeT-mMpoTOKOMa, creaywulee ero nokoneHue. |Pv6
paspabotaH IETF 1 [pomkeH 3aMeHUTb UCMOMb3yeMblii B HacTodulee BpeMms
NHTepHeT-npoTokon Bepcun 4 (IPv4). IPv6 6bin paspaboTaH cneunanbHO Ans TOro, YTobbl
NUKBMAMPOBaTbL HexBaTKy agpecoB IPv4, nNpensaTCTBYOLWYO JanbHenwemy pasBuTUIO
NHTepHeT.

Hanbonee BaxHas npobnema, kotopas peweHa B IPv6 — aTto gobaBneHue [oCTaTtovyHOro
konundyectBa |IP-agpecoB. 3anac agpecoB IPv4 no4tu ucyepnaH, B TO BpPeMSA KakK 4uMCroO
nonb3oBatenen  WHTepHeT pacteT B  reometpuyeckon  nporpeccun.  OBbEMBI,
npegocTaBnsiembix WHTEpPHET-yCnyr M 41crno npuknagHblX YCTPOWCTB, MPOAOMKalT pactu
onepexarowumMmm Temnamu (gomallHue n manble oucHble ceTn, IP-TenedoHns, TepMuHansl
©ecnpoBOAHOrO MHOPMaLMOHHOro obcnyxmnBaHus, mucnonbayowme WUHTepHeT u 1. 4.). B
pesynbtate Tpebyetcsa Bce 6Gonblee konunyectBo [P-agpecoB, npedocTaBnsaTb KOTopble
cTaHoBuTCA Bce Gonee 3aTpyaHuTenbHo. PaGoTta no npeogoneHuto HexeBaTku IPv4-agpecos
Benacb Jonroe BpeMs; 6binn NnpeasnioxeHbl pasnuMyHble TEXHOMOrMK, No3BonsLwmMe NpoanuTb
CpOK aKcnnyaTaummn, cywiectsytoen IPv4-nHgpacTpyKkTyphbl, B TOM YMCIIE TPAHCNALMS CETEBBIX
agpecoB NAT (Network Address Translation), TexHonorna CIDR (Classless Inter-Domain
Routing) n . g.

XoTta coyeTtaHne CIDR, NAT 1 4acTHbIX agpecoB BPEMEHHO CMArYMIO nNpobrieMbl HEXBATKU
IPv4-agpecos, NAT-TexHonorus paspyLumna Mogenb «13 KoHua B koHel» (end-to-end), koTopas
ABNANacb NnepBoHavanbHOM Uernbio 3ambicna IP, coenaB Heob6xoamMMbIM 515 TPOMEXYTOYHbIX
MapLUpyTM3aToOpoOB MogAepKaHue cTaTyca KaXgoro COeOMHEHUs,, 4YTO  3Ha4uTerlbHO
yBenuunBaeT 3a4epXKv B CETU Y CHXKaeT NPoU3BOANTENBHOCTL ceTu. KpoMe Toro, TpaHcnauus
ceTeBblX agpecoB NakeToB AaHHbIX NPensaTCTBYeT npoBepke 6e30nacHOCTN COeQUHEHUN «U3
KOHLLa B KOHEL, 3arorioBok ayteHTudukauum IPSec — siBHbIN npumep.

MoaTomy, 4TOObLI KOMMMEKCHO PELUNTL BCE BUAbLI Npobnem, cywecTsyowmx B IPv4, cnegytollee
NMoKosNieHne uHTepHeT-npoTokona |IPv6, paspabotaHHoe IETF, crano eguHCTBEHHbIM
BO3MOXHbIM peLlEHNEM B HACTOSILLIEE BPEMS.

Mpexae Bcero, 128-6utHasa cxema agpecauum npotokona IPv6 rapaHTupoBaHHo obecneynBaeT
JocTaTtoyHoe ymcno rnobanbHo yHMKanbHbIX IP-agpecos ans yanos rnobansHom IP-cetn — n no
BpEMEHU, U B NpocTpaHcTBe. Kpome yBennyeHnss agpecHoro npocTtpaHcTea npotokon IPv6
yrydlwaeT MHOMmMe gpyrne BaxHole acnekTbl |IPv4.

Mepapxudeckaa cxema agpecaumm obnerdaetr obbeduHeHne MapLlipyToB, 3ddEKTUBHO
CHWXaeT KONMMYecTBO 3anucen Tabnuubl maplipytTMsauum wn ynyydwaeT 3(PdeKTUBHOCTb
MapLipyTM3aummn n obpaboTkn NnakeToB OaHHbIX.

Mo cpaBHeHuto ¢ IPv4, koHCTpyKUmSA 3arornoBka IPv6 6onee coBeplueHHa. 3arofiloBOK COOEPXUT
MEHbLUE MNONen AaHHbIX, U3 HEero u3bsTa KOHTPOSibHAs CyMma, YTO yBenuymBaeT CKOPOCTb
0bpaboTkm ocHoBHOro 3arosfioBka |IPv6. B 3aronoeke IPv6 none dparmeHTa MoXeT ObiTb
NMOKasaHO Kak [OMOSIHUTENbHOE paclMpeHHoe none, noatomy 6onbwe He 6Oyaer
HeobxoOuMMOCTM B (parMeHTauMmM nMakeTHbIX [aHHbIX B Mpouecce uX nepejayv B
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mapupyTtnsaTope. Kpome Toro, adpdekTMBHOCTL paboTbl MapLupyTu3aTopa MnoBbIAeTcs 3a
cyeT MexaHusma obHapyxeHua wMapwpyta MTU (Path MTU Discovery Mechanism)
paboTatoLero ¢ MICTOYHUKOM NaKeTHbIX AaHHbIX.

MognepxmBaeTcs aBToMaTuyeckasa HacTporka agpeca un Plug-And-Play. bonblioe konnyecTso
XOCTOB MOTYT JIerkO HaNTU CeTEBbIE MapLUPYTM3aTOPbl UCNONb3YS (PYHKLMIO aBTOMaTUYECKON
KoHgurypauum IPv6, aBTomatMyecks nonyyasa rrnobanbHO yHukanbHble IPv6-agpeca, uyTo
Aenaet ycTpoucTsa, ucnoneayowme npotokon IPv6, yctponcteamu Plug-And-Play. ®yHkums
aBTOMaTM4YeCKONW HACTPOMKM afpeca, TaK Xe JdenaeT MpoLecC CMeHbl afdpecoB B
CyLLieCTBYIOLEN ceTu npoLue 1 yaobHee, agMMHUCTpATOPaM CETU NPOLLE NepexoanTb OT O4HOMO
nposangepa K gpyromy.

Moopepxka IPSec. IPSec obsaszateneH B IPv6, B otnuumne ot IPv4. IPv6 obGecneuymBaet
pacLUMPEHHBbIN 3aronoBok 6e30MacHOCTU, KOTOPbIM obecnevnBaeT cepBuUChLI 6E30MacHOCTU «U3
KOHLIA B KOHEL, Takne Kak KOHTPONb JOCTYNa, KOHUAEHUMANBHOCTb U LLENOCTHOCTb AaHHbIX,
cnegoBaTenbHO, AenaeT npolle peanu3aumio MEeXaHM3MOB LLUMGPOBAHUS, MNPOBEPKUA U
BMPTyanbHbIX YacTHbix ceTen (VPN).

YnydweHa nogaepxka MobunbHbiX |IP-yCTPOUCTB U MOBUIBHBLIX BbIMUCIIUTENBbHBIX YCTPOWCTB.
MobunbHbin  IP-npoTokon, onpegeneHHbin  ctaHgaptom |ETF, obecneunBaet paboty
MOOBUIbHBIX YCTPONCTB B ABWXeHUM 6e3 pa3spbiBa CyLLECTBYIOLLEro coeguHeHus. 3Ta ceTeBas
dyHKUMS NprobpeTaeT cenyvac Bce BOnbLUY BaXHOCTb. B oTnnyne o1 IPv4, mobunsHocTb IPV6
obecne4vmBaeTCsa BCTPOEHHbIM aBTOMaTUYECKUM KOHUIypUpoBaHUeM Ans NoslydeHus agpeca
nepegaun (Care-Of-Address). NMoatomy npu ucnonb3oBaHun IPv6 He Tpebyetca [pyroro
AreHta. bonee ToOro, npum Takom cBA3bIBaHMM BKNoYaetTca KoppecnoHOeHTCKMWA y3en,
cBA3blBaOWMNACA ¢ MobunbHbIM y3NOM HanpsiMyto. OTO MO3BONSeT msbexaTb yoopoXaHus
CUCTEMbI U3-3a TPEYroribHOro MapLlpyTa, Tpebytowerocs npu IPv4.

Yganock u3bexatb M TpaHcnauuu ceTeBblx agpecoB. Llenbto BeBegeHuss NAT  Obino
MCMNOSib30BaHME MeXaHW3Ma COBMECTHOrO M MOBTOPHOrO MCMNOSIb30BaHUS OOHOMo U TOro Xe
a[peCHOro NPOCTPaHCTBA B pasfnnyHbIX CErMEHTax CeTU. ATOT MEXaHM3M BPEMEHHO CMArvyaeT
npobnemy HexsaTku IPv4-agpecoB, ogHako A06aBNATCS OrpaHWYeHusl, HaknagbiBaemble
NPOLIeCCOM TPaHCNSAUMN afpecoB Ha CeTeBble YCTPOMCTBA U NPUNoXeHus. Tak Kak agpecHoe
npoctpaHcTBo IPv6 3HaumTenbHo 6onblle, TO B TpaHcnsumm agpecoB 6onblie HeT
HeobxogumocTn. B pesynbTtaTte, npobnembl ¢ NAT n coO CTOMMOCTbIO €€ pa3BepTbiBaHMS
peLlatoTcs eCTeCTBEHHLIM CMOCOGOM.

IPv6 coxpaHuin u paclumpui nogaepxky CyLLeCTBYIOLWMX MPOTOKOMOB Mapwpytusaumm IGP
(Internal Gateway Protocols) n EGP (Exterior Gateway Protocols). Hanpumep, npotokonsbl
MapwpyTusaumm IPv6, Takune kak RIPng, OSPFv3, IS-ISv6, MBGP4+ un 1.4.

Pacwupena nogaepxka Multicast n ysenmyeHo konmnvectBo Multicast-agpecoB. PaboTtasa ¢
broadcast dyHkumnamn IPv4, Taknmm kak Router Discovery and Router Query, IPv6 multicast
nonHocteto 3ameHun IPv4 broadcast B nnaHe dyHkuui. Multicast He TONbLKO 3KOHOMUT
NPOMYCKHY CNOCOBHOCTb CETU, HO M NOBLILWAET 3PPEKTUBHOCTb CETU B LIENOM.

21.2.2. HacTpouka IP-npoTokona

NHTepdeic 3-ro ypoBHA MoOxeT ObiTb HacTpoeH Kak |Pv4-uHtepdenc nubo kak
IPV6-nHTepdeiic.

21.2.2.1. Hactpouka agpeca IPv4

1. Hactponka IPv4-agpec nHtepdenca 3-ro ypoBHs.
2. Hactpownka wnwo3a no ymonyaHuio.

181

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3oBatens cepus QSW-4530

KOH®UIYPUPOBAHWE ®YHKLIMW 3-TO YPOBHSA " www.gtech.ru |

1. Hacrtpoiika IPv4-agpec nHtepdgenca 3-ro ypoBHs.

KomaHpa OnucaHue

Pexum koHdurypuposaHua VLAN-uHTepdenca

ip address <ip-address> <mask> [secondary] HacTponka IP-agpeca

o adtess (passess>cnase] VA wRsien ovwaa o b

oTmeHsieT IP-agpec VLAN-uHTepenca

2. Hactpownka wno3a no yMonyaHuto.

KomaHpa OnucaHue

Pexum rno6anbHOro KoOHUrypmpoBaHus

ip route 0.0.0.0 0.0.0.0 <A.B.C.D> HacTtporka ctaTu4eckon MmapLipyTusaumu.
no ip route 0.0.0.0 0.0.0.0 <A.B.C.D> KomaHga «no» oTMeHsieT HacTPOnKy

21.2.2.2. Hactpouka agpeca IPv6
lMocnegoBaTenbHOCTL HAcTponku agpeca IPv6:

1. Bbasoas HacTpolika IPv6.
1.1. Hactpownka agpeca IPv6-untepdenca.
1.2. HacTporka cTtaTuyeckon mapupyTtunsaumm IPv6.

2. Hactponka IPv6 Neighbor Discovery.
2.1. HacTtpowika konmyecTtBa coobiieHmin DAD neighbor solicitation.
2.2. Hactpowika nHtepBana otnpasku coobuieHnin neighbor solicitation.
2.3. Hactpowka ctatndeckmx 3anmncen IPv6-cocegein (neighbor).
2.4. YpaneHve Bcex 3anucen B Tabnuue cocenen IPv6.

1. basosas HacTpolika IPv6.
1.1. HacTpoiika agpeca IPv6-nntepgeiica.

KomaHaa OnucaHue

Pexum koHurypupoBaHua uHtepdenca

ipv6 address <ipv6-address/prefix- | Hactpoiika IPv6-agpeca, Bkntovasi 06begnHseMble
length> [eui-64] rnmobanbHble unicast-agpeca, site-local-agpeca un
link-local-agpeca. KomaHga «no ipv6 address
<ipv6- address/prefix-length>» oTmeHnsaet IPv6-
agpec

no ipvé address <ipv6-address/prefix-
length>
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1.2. HacTpouka ctatudeckon mapLipyTtusaumm IPv6.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

ipv6 Kuwr <ipv6-prefix/prefix-length> Hactporka cratuyeckon wmapLpytmusauum |[Pv6.
KomaHga «No» OoTMeHseT CTaTUYECKYIO

{<nexthop-ipv6-address>|<interface- MapLupyTM3aLmio IPV6

type interface-number> | {<nexthop-
ipv6-address> <interface-type interface-
number>}} [distance]

no ipv6 route <ipv6-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> {<nexthop-ipv6-address>

<interface-type interface-number>}}
[distance]

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowika konmyectBa coobiieHmit DAD neighbor solicitation.

KomaHpa OnucaHue

Pexum koHdurypupoBaHus uHtepcenca

ipv6 nd dad attempts <value> YcTtaHoBKa KonuyecTtBa coobLeHun,
OTNpaBnsemMbIX nocrnenosaTenbHO npu
obHapyxeHun nHtepdericom gybnukata agpeca.
KomaHga «no» BoccTaHaBnuMBaeT 3HaJYeHue Mo
ymon4anuto (1)

no ipv6 nd dad attempts

2.2. Hactpowika nHtepBana otnpasku coobuieHnin neighbor solicitation.

KomaHaa OnucaHue

Pexum koHdurypupoBaHua uHtepdenca

ipv6 nd ns-interval <seconds> YcTaHOBKa WHTepBana OTMPaBKA  3anpocoB
cocenam. Komanpa «no»  BoccTaHaBnuBaeT

no ipv6 nd ns-interval
3HayeHune no ymon4yaHuio (1 cekyHga)
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2.3. Hactpoiika ctatnyeckux 3anucen IPv6-cocepen (neighbor).

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHua uHtepdenca

ipv6 neighbor <ipv6-address> YcTaHoBKa cTaTtudeckon 3anucu B Tabnuue
coceaen, BKITOYas IPv6-agpec cocepa,

<hardware-address> interface
MAC-agpec n nopT BTOPOro ypoBHSA

<interface-type interface-name>

no ipv6 neighbor <ipv6-address> Ypanexuwe 3anvcu B Tabnuue cocenen

3. YpaneHue Bcex 3anucen B Tabnuue coceaen IPv6.

KomaHpa OnucaHue

Pexum agMmuHucTpartopa

clear ipv6 neighbors OuncTtka Bcex cTaTvyeckux 3anucen B Tabnuue
cocegen

21.2.3. Nouck HencnpaBHocTen IPv6

HacTtporika BpemMeHuM >XU3HM MaplupyTusaTopa He [ofkHa ObiTb MeHblue WHTepBana
obbaBneHua Mapwpytmusatopa. Ecnm  nogknoveHHbin PC  He nonyunn  IPv6-agpec,
Heobxoanmo npoeepuTb RA-aHOHCMpPOBaHME Ha KOMMYyTaTope (BbIKNMKOYEHO MO YMOMYaHMIO).

21.3. ARP
21.3.1. BBepeHue B ARP

ARP (Address Resolution Protocol — npoTtokon onpegeneHns agpeca) B OCHOBHOM
ucrnonbdyetca gns onpegenenHus Ethernet MAC-agpeca no IP-agpecy. KommyTtatop
noggepXunBaeT CTaTUYeCKyo KOHGUrypauumio.

21.3.2. Cnucok 3apay koHdurypauum ARP

Cnucok 3agay KoHdurypauumn ARP:
1. Hactpontb ctatnyeckmin ARP.

|
KomaHaa OnucaHue

Pexum VLAN-nHtepdcenca

arp <ip_address> <mac_address> {interface | HactpanBaeT crtatudeckyto 3anucb ARP;
[ethernet] <portName>} KomaHga «no» yganseT 3anmcb ARP

no arp <ip_address> ykasaHHoro IP-agpeca
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21.3.3. Nouck HeucnpaBHocTen ARP

Ecnn He npoxoguT ping OT KOMMyTaTopa K yCTPOMUCTBaM, NOAKMIOYEHHLIM HanpsMyto, MOXHO
ncnonb3oBaTh cregyolne oencTBus Ans NOUCKa U YCTPaHEHNSA BO3MOXHOW NMPUYUHBI:
o [lpoBepbTe, ecTb NK cooTBeTCTBYOWAaa ARP-3anuck Ha KomMyTaTope.

e Ecnn ARP-zanucu HeT, BkmounTe otnagky ARP 1M nocmoTpuTe  yCrnoBus
npuema/otnpaskn ARP-nakeToB.

e Camas pacnpocTpaHeHHasi npuinHa npobnembl — AedeKTHbIN Kabenb.
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22. HACTPOUKA  ®YHKUMXW MPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B ¢pyHKUuUuio npegoTBpawieHus ARP-ckaHnpoBaHua

ARP-ckaHnpoBaHMe — 370 00bI4HbIN Cnocob ceTeBon aTaku. [ns Toro, 4Tobbl 0GHaPYXMTb BCe
aKTUBHbIE XOCTbl B CETMEHTE CETU, UCTOYHMK aTakn OyaeT paccbinatb GonbLUOEe KONMMYeCTBO
ARP-coo6LeHui, 4To ByaeT 3aHMMaTb 6ONbLLIYIO YacTb NPONYCKHOM cnocobHOCTM ceTn. MoXHO
Aaxe cpenaTb artaky OonbwmMm  KONMMYECTBOM  Tpadmka MCnonb3ys  noadesbHble
ARP-coo06LLeHMs1, 4TO NPUBEAET K KOMnancy cetTu ns-3a ncyepnaHmsi NponyCckHon cnocobHOCTM.
O6blyHO ARP-ckaHMpOBaHME — 3TO NMPOCTO MpPeAnochinika K Apyron, Gonee onacHoOM aTtake,
TaKkoW, KaKk aBTOMaTU4eckoe 3apakeHue BMPYCOM UIM nocreayoliee CkaHMpoBaHWE MOPTOB,
CKaHUPOBaHWE YA3BMMOCTEN, HALENEHHOe Ha XULieHMe WHopMaumu, aTaka UCKaKeHHbIMU
coobweHnamu, DOS-aTtaka u 1.4.

Mockonbky ARP-ckaHMpoBaHue yrpoxaeT 6e30nacHOCTU N CTabubHOCTU CEeTU, OYEHb BaXKHO
ero npegotepatutb. KommyTtatop obecneunBaeT MNOMHOE pelleHne Ans npeaoTBpalleHus
ARP-ckaHVMpOBaHuA: ecnM B CerMeHTe HauWdeH XOoCT WnM  nopT C  npusHakamu
ARP-cKkaHMpOBaHWS, KOMMYTaTOp OTPEXeT UCTOYHUK aTaku Ansa obecneyeHus Ge3onacHOCTU
ceTun.

Ectb aBa metoga npenotsBpalleHmss ARP-ckaHMpoBaHMs: Ha OCHOBe nopTa M Ha ocHose IP.
MeTog Ha ocHoBe nopTta cuyuTaeT konuvectBo ARP-coobLueHunn, nomydeHHbIX C nopTa 3a
onpegeneHHbld Nepuo, €Ccnu Yncro npesbllaeT 3agaHHbIi nopor, NopT OyaeT BbIKIYEH.
MeTtog Ha ocHoBe IP cuutaet konuyectso ARP-coobuleHnin, nonyyeHHbix oT IP-agpeca B
CermMeHTe 3a onpeaesnieHHbI Nepuog, €Criv YMCno NpesbllLaeT 3agaHHbIA nopor, ndon Tpadumk
oT atoro IP 6yget 3abnoknpoBaH o Tex nop, noka nopT, cBA3aHHbIN ¢ IP-agpecom, He GyaeT
norawieH. OTn Asa MeToda MoryT OblTb BKIIOYEHbl OAHOBPEMEHHO. [locne Toro, Kak nopT nnu
IP-agpec Gbinn 3abnoKMpoBaHbl, Nonb3oBaTeNb MOXET BOCCTAHOBUTbL UX CTATYC, UCMOMb3ysi
YHKLMIO aBTOMATU4ECKOro BOCCTAHOBIEHNS.

YT106bl NOBLICUTL 3PIEKTUBHOCTL, MOSb30BaTENN MOrYT HAaCTPOUTb LOBEPEHHblEe MOPThbl U
IP-agpeca, ARP-coobLueHnsa OT KOTOpbIX He OyayT MNpoBepsTbCA KOMMYTaTOpOM. Takum
06pa3om Harpyska Ha KOMMyTaTop MOXET ObITb 3HAYNTENBbHO CHWXKEHA.

22.2. NocnenoBaTenbHOCTbL 3aAay KOHduUrypaumm npenoTBpalleHus
ARP-ckaHupoBaHusa

1. Bknmountb coyHKUMIO NpegoTepalleHna ARP-CKaHMpoBaHUS.

HactponTb noporoeoe 3HavyeHue ons MeTogda, OCHOBAHHOMO Ha noptax U meToaa,
OCHOBaHHOro Ha IP.

HacTpouTb AoBEepeHHbIE MOPTHI.
Hactpountb goepeHHbie IP.
HacTpouTb Bpems aBTOMaTU4ECKOro BOCCTAHOBIIEHMS.

MocmoTpeTb MHdOpMaUmMto, oTHocALLYCA K ARP-CKaHMpoBaHuUIo, a Takke
OTNafo4YHY0 MHOpMaLnIo.

n
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1. BknounTb dyHKUMIO NpegoTepaleHna ARP-ckaHnpoBaHus.
KomaHpa OnucaHue
Pexxum rmob6anbHOro KoHcurypmpoBaHus
anti-arpscan enable BkntoyeHue/BbiktoueHUe YHKLUMN

no anti-arpscan enable

npegoTBpalleHnss ARP-ckaHMpoBaHus

2. HaCTpOI/ITb noporosoe 3Ha4veHne and metoga, oCHOBaHHOIO Ha nopTtax n metoaa,

OCHOBaHHoro Ha IP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

anti-arpscan port-based threshold | YctaHoBKka  MOpOroBoro  3HayeHus  Ans
<threshold-value> MeTo4a, OCHOBaAHHOIO Ha nopTax
no anti-arpscan port-based threshold
anti-arpscan ip-based threshold <threshold- | YctaHoBka  noporoBoro  3HaveHuss  gns
value> mMeToda, ocHoBaHHoro Ha IP
no anti-arpscan ip-based threshold

3. HacTtpouTb goBepeHHbIe MOPTHI.
KomaHaa OnucaHue

Pexunm koHdurypaumm nopra

anti-arpscan trust <port | supertrust-port> YcTtaHoBKa aTpmbyTOB fOBEpUS NOPTOB
no anti-arpscan trust <port |[supertrust- port>

4. HacTtpouTb gosepeHHsie IP.
KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus
anti-arpscan trust ip <ip-address> | YcraHoBka aTpubytoB gosepus IP
[<netmask>]
no anti-arpscan trust ip <ip-address>
[<netmask>]
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5. HacTtpouTb Bpems aBTOMaTU4eCKOro BOCCTaHOBEHUS.
KomaHpa OnucaHue
Pexxum rmob6anbHOro KoHcurypmpoBaHus
anti-arpscan recovery enable BkntoyeHue/BbiktoueHUe dyHKLUMN

no anti-arpscan recovery enable

aBTOMaTU4eCKOro BOCCTaHOBJIIEHUA

anti-arpscan recovery time <seconds>
no anti-arpscan recovery time

YcTaHoBKa BPEMEHM
BOCCTaHOBNEHUSA

aBTOMaTU4eCKOoro

6. [locmoTpeTb MHOpMaumo, oTHocALytoCcs K ARP-CcKaHMpoBaHuWIO, a Takke
OTagoyHy0 MHAOPMALMIO.
KomaHpga OnucaHue
Pexum rmobanbHoro KoHdgpurypuposaHus

anti-arpscan log enable
no anti-arpscan log enable

BkntoyeHune/BbIkNoYeHNe yHKUMK XypHana
npegotepalleHna ARP-ckaHnpoBaHus

anti-arpscan trap enable
no anti-arpscan trap enable

Bkntoyenue/BbikntoveHne  yHkumm  SNMP
Trap npegoTBpawleHns ARP-ckaHMpoBaHus

show anti-arpscan [trust <ip | port | supertrust- | OTobpaxeHne  coctosHus  paboTbl U
port> | prohibited <ip | port>] KOH(urypaumm  npegotepawiennd  ARP
CKaHMpOBaHUSA
Pexunm agMmHucTpatopa
debug anti-arpscan <port | ip> BkntoyeHune/BbikoueHNe oTnagku

no debug anti-arpscan <port | ip> npegoTBpaweHns ARP-ckaHMpoBaHus

22.3. TunoBble npumMmepsbl npegoTepaweHna ARP-ckaHnpoBaHusa

B cetn, Tononorusa KoTopon nokasaHa Beiwe, nopt E1/0/1 kommyTaTopa B nogkntodeH K nopTty
E1/0/19 kommyTatopa A, nopt E1/0/2 kommyTaTopa A MNOAKMOYEH K hannoBoMy CepBepy
(IP-agpec 192.168.1.100/24), Bce ocTanbHble NOPTbI KOMMYyTaTopa A NOAKITFOYEHbI K 0ObIYHBIM
PC. Cneaytowas koHpurypauus moxeT adpdekTmBHo npegotepatntb ARP-ckaHmMpoBaHue, He
BMUSS HA HOPMarbHYH paboTy CUCTEMBI.

lMocrnenoBaTenbHOCTL HACTPOMKM KOMMYyTaTopa A:
SwitchA(config)#anti-arpscan enable

SwitchA(config)#anti-arpscan recovery time 3600

188

QTECH

MUP LOOCTYMHEE

Q



PykoBogcTteo nonb3oBatens cepus QSW-4530

HACTPOWKA ®YHKLN NPEAOTBPALLEHNA ARP-CKAHMPOBAHUA " www.gtech.ru |

SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA(config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/0/2)#exit
SwitchA(config)#interface ethernet1/0/19
SwitchA (Config-If-Ethernet1/0/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/0/19)#exit

MocnenoBaTenbHOCTL HACTPOVKM KOMMyTaTopa B:
Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernet1/0/1
SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/0/1)exit

KommyTtarop B

1/0/19

KommyTartop A
1/0/4

[

Cepsep MK 1 MNK2
192.168.1.100

PucyHok 22-1. Tunoson npumep KoHpurypauum npegotepaweHmnss ARP-ckaHnpoBaHus

22.4. NMonck HencnpaBHocTen npepoTBpaweHnsa ARP-ckaHMpoBaHus

MpepoTtBpalieHne ARP-ckaHMpOBaHMA MO YMOMYaHUIO BbIKNOYEHO. [locne BKYeHUA
npepoTepalleHnsa ARP-ckaHMpoBaHUS NOfb30BaTeNb MOXET BKNIOUNTL 0Tnaaky («debug anti-
arpscany) ansg npocMoTpa oTrago4yHon MHopMaUun.
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23. KOHOUT'YPALUUA SALLUTBI OT NMOAMEHDbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a CooTHoweHue IP-agpeca
cooTBeTcTBYytOWEeMy 48-O6uTHoMy dmanyeckomy agpecy, 1o ectb MAC-agpecy, Hanpumep,
IP-agpec 192.168.0.1, MAC-agpec ceteBomn kapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLLUEHUSI COCTOMT B TOM, YTO XOCT OTMNPaBNSAEeT LUMPOKOBELLATENbHbIN
(broadcast) nakeT p[aHHbIX, BKMAYawowmi B ceba uHdopmauuio ob IP-agpece xocTta
Ha3HayeHnst (ARP-3anpoc), 3aTeM XOCT Ha3HauyeHusi OTnpaBnsieT UCXOAHOMY XOCTY NakeT
OaHHbIX, BKMoYawwmn B ceba nHgopmaumio o6 IP-agpece n MAC-agpece. Takum obpasom,
OBa xocTa MoryT obmeHnBaTtbes nHdopmaumen no MAC-agpecy.

23.1.2. NMoameHa ARP

C Toukn 3peHua npotokona ARP, ytobbl ymeHbwnTs ARP-Tpadumk B ceTun, ecnmn XocT nony4nT
ARP-0TBET, KOTOPbIN OH HE 3anpalunBan, OH Tak e gobasuT 3anncb B cBon ARP-kew, 4to
aenaet Bo3MoxHbIM nogmeHy ARP (ARP spoofing). Ecnn xakep xoyeT npocnywate obmeH
OaHHbIMM MexXay [ABYMSA XOoCTaMu B OAHOM CeTUM (Jaxe €eCnv OHW MOOKMIYEHbl 4vepes
KOMMyTaTopbl), OH oTnpasBnset naket ARP-oTBeTa ABYM XOoCTaM MO OTAENbHOCTU, 3TO
NPUBOAUT K TOMY, YTO Kaxkabin n3 xoctoB cuntaet MAC-agpec xakepa agpecom gpyroro xocra.
Takum obpasom, BMECTO MpsAMOro obmeHa, XOCTbl OOMeHMBalTCA TpaduKOM 4vepe3 XOCT
Xakepa. Xakepbl He TOMnbKo Mnony4vatoT Heobxoaumyo um nHdopmaumio. UM ang ycnewHown
nepegayn HeobxoaMMO BCEro NULb U3MEHUTb HEKOTOPYK MHGOpMauuo B nakete. B aTom
crny4yae Ha KOMMbIOTEPE Xakepa He HY)XHO HacTpauBaTb CMeLUaHHbIA PeXUM CeTEBOW KapTbl,
T.K. NAaKeTbl AaHHbIX NOCTYMNalT Ha KOMMbIOTEP Xakepa Ha (PU3NYECKOM YPOBHE, KOMMbIOTEP
paboTaeT Kak peTpaHCNATop.

23.1.3. Kak npegoTBpatuth noameHy ARP

EcTb MHOro BngoB atak, OCHOBaHHbIX Ha npoTokone ARP. BonbLUMHCTBO aTak OCHOBaHbI Ha
nogmeHe ARP, Tak 4ToO 04YeHb BaXXHO NpenoTBpaTuTh nogmMmeHy ARP.

MexaHunam nogmeHsl ARP npoHuKaeT B ceTb, B MEPBYIO ovepeb, NyTeM NOAAESNKN fieranbHOro
IP-agpeca, 3atem nocblfiagd MHOro nogaernbHbiX ARP-naketoB koMmyTaTopam, Mnocrie 4Yero
KOMMYyTaToOpbl 3aMeHsT npaBuiibHble cBA3kM |IP-MAC cooTBeTCTBYHOWMMN CBA3KAMKU 13
aTakylwmx naketoB. Takum o6pa3om, KOMMYTaTop OWMOOYHO OTMpaBnsieT NakeThbl
aTakyloLemy XoCTy, U 3TO AENCTBYET Ha BCEN CETW.

OcCHOBHbIM MeTOOOM nNpefoTBpalleHus atak u nogmeHol ARP Ha kommyTatopax siBnseTcs
OTKMNOYEHNE Ha KOMMYyTaTope PYyHKUMM aBTOMaTndeckoro obHoBrneHns. O6maHLLMK He CMOXeT
N3MeHUTbL npaBunbHble cBA3kn IP-MAC Ha kommyTaTtope, TeM camMbiM nNpegoTBpallaeTcs
HenpaBunbHas nepecbifika naketoB. B To >xe Bpema 3TO He npepbiBaeT QYHKUMIO
aBToMaTtmyeckoro obydenms ARP. Takum o00pasom, 3TO 3HAuUMTENbHO NpedoTBpallaeT
nogmeHy ARP.

ND — a1o npoTokon obHapyxeHus coceaen B IPv6, aHanornyHeli npotokony ARP no npuHumny
AEenCcTBMs, NO3ToMy Ans npegoTepallenns nogmeHsl ND Mbl genaem T0 ke camoe, 4To 1 And
ARP.

23.2. KoHdurypaumsa npegorepaweHna nogmeHsl ARP

MocnegoBaTenbHOCTLT HACTPOWKK NpeaoTBpaweHns nogmeHbl ARP:
1. OTknouMTb hyHKUMIO aBTOMaTU4eckoro obHoBneHns ARP.
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2. OTKNOUNTb PYHKUMIO aBTOMaTn4yeckoro obyyenns ARP.
3. [llomeHaTtb guHammnyeckme ARP Ha cTaTtuyeckue.

1. OTknoYMTb PYHKUMIO aBTOMaTu4eckoro obHosneHus ARP.

KomaHpa OnucaHue

Pexum rno6anbHoro koHpurypupoBaHma n Pexum nHtepcenca

ip arp-security updateprotect OTKMOYMTL/BKOYNTE (PYHKLNIO aBTOMATUYECKOrO

no ip arp-security updateprotect obHosneHns ARP

2. OTKMounTb hyHKUMIO aBTOMaTmnyeckoro obyyennss ARP, ND.

KomaHpa OnucaHue

Pexwum rnob6anbHoro koHcdurypmposaHma m Pexum nHtepdenca

ip arp-security learnprotect OTKMAOYMTL/BKOYNTL (PYHKLINMIO aBTOMATUYECKOrO

no ip arp-security learnprotect 0by4eHns ARP

3. [lomeHaTtb anHammdeckme ARP, ND Ha cTtaTtudeckue.

KomaHaa OnucaHue

Pexum rnobanbHoro koHcpurypmupoBaHusa n Pexxum nitepcenca

ip arp-security convert MNomeHaTb anHamndeckme ARP Ha cTaTuyeckme
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23.3. NMpumep npepotBpaweHusa nogmeHbl ARP, ND

MK 1 MK2
192.168.2.1 192.168.2.2

KommyTtatop
08-C6-B3-00-00-01 192.168.2 4 08-C6-B3-00-00-02

08-C6-B3-00-00-04

MK 3
192.168.2.3
08-C6-B3-00-00-03

OnucaHnue obopygoBaHus

O6opyanoBaHue  KoHdurypaums Kon-Bo
Switch IP:192.168.2.4;mac: 08-C6-B3-00-00-04 1

PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1

PC 2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1

PC 3 IP:192.168.2.3;mac: 08-C6-B3-00-00-03 HEeCKOJIbKO

Ha pgunarpamme nokasaHa HopmarnbHas cBadb mexagy PC 2 m PC 3. PC 1 xoueT, 4TOOGbI
KOMMYTaTOp Hanpaensn eMy nakeTbl, oTnpaBneHHble xoctom PC 2. B nepsyto ovepeab PC 1
otnpaenseT naket ARP-oTBeTa Ha kKommyTaTop B chopmarte: 192.168.2.3, 08-C6-B3-00-00-01,
conoctaensasa ero MAC-agpec ¢ IP-agpecom xocta C, kommyTatop o6HoBnsieT ARP-cnuncok m
HauMHaeT oTnpaenaTb naketbl Ans 192.168.2.3 Ha MAC-agpec 08-C6-B3-00-00-01 address
(agpec xocta PC 1).

B panbHenwem xoct PC 1 nepecbinaet npuHATbie nakeThbl XocTy PC 3, MeHsas agpec MCTo4vHMKa
N agpec HasHa4veHus. Tak kak ARP-cnmncok cBoeBpeMeHHO OOGHOBMSIETCA, €LLe OQHOW 3agaqven
anst xocta A siBnsieTcs HenpepbiBHas oTtnpaBka ARP-oTBeTOB M obHoBreHne ARP-cnucka
KoMMyTaTopa.

MoaTtomy oueHb BaHO 3awmTute ARP-cnncok, HacTpouTb 3anpeweHve ARP-ob6ydeHus B
ctrabunbHOM cpege W 3aTeM U3MEHUTbL Bce AuHamumyeckue ARP-3anvcm Ha cTtaTudeckue.
BblydyeHHble ARP He 6yayT o6HOBNATLCA 1 ByayT 3alumLLEHbI.

Switch#config

Switch(config)#interface vlan 1
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Switch(Config-If-Vlan1)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth 1/0/2
Switch(Config-If-Vlan1)#interface vlan 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth 1/0/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth 1/0/2
Switch(Config-If-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnun okpyxatowwana cpefa MeHdaeTcs, aTo no3sondeT 3anpetutb ARP-06HOBRNEHMS, Kak TONbKO
ARP 6ynet nsydyeHo, oHO He MOXeT ObiTb 06HOBNEHO HOBbIM ARP-0TBETOM, AaHHble ByayT
3almLLEeHbl OT NPOCYLLMBAHUS.

Switch#config
Switch(config)#ip arp-security updateprotect
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24. HACTPOUKA ARP GUARD
24.1. BBegeHue B ARP GUARD

CyuiecTByeT cepbesHad ya3BMMocTb B Moaenu ARP-npoTokona, KoTopasi 3akrnoyaeTcsi B TOM,
41O Ntob0OE ceTeBOE YCTPOMCTBO MOXKET oTnpaBnTb ARP-coobLeHne, 4ToObl 0O0bSBUTL O CBS3KE
IP- 1 MAC-agpecoB. 3710 genaet Bo3MoXXHbIM ARP-MOLLIEHHMYECTBO. 3M0YMbILLSIEHHUKA MOTYT
nocnate ARP-3anpoc unu ARP-oTBeT 4TOObl MHOpMMPOBATL O HEBEPHOW CBA3KE MeXAy
IP-agpecom 1 MAC-agpecom, koTopas npuBedeT k npobnemam cessn. EcTb gese dhopmbl
ARP-moweHHnyectBa: 1. PC4 otnpaenset ARP-coobliieHne 4Tobbl coobwimTb, YTo IP-aapec
PC2 npusasaH k MAC-agpecy PC4, aTo npuBeaeT k ToMy, 4TO BCe IP-nakeThl, agpecyembie PC2,
Oyoyt oTtnpaeneHbol kK PC4, Takum obpasom PC4 cmoxeT npocmatpmBaTb BCE MaKeThl,
agpecoBaHHble PC2; 2. PC4 otnpaBnsdet ARP-coobuieHmne 4tobbl coobwmTtb, YTo IP-agpec
PC2 npuBsasaH kK HecywecTteytowemy MAC-agpecy, aTo npusefeT K Tomy, 4to PC2 He ByneT
nony4vyaTb agpecoBaHHbIE eMY NaKeThI.

B yacTtHOCTH, ecnn 3noyMbILWNEHHNK, npuberasg kK ARP-mMoLLeHHNYeCTBY, BblgaeT cebs 3a ko3,
BCS1 CETb BbINOET U3 CTPOS.

KommyTtarop

PucyHok 24-1. CxematuyHas guarpamma ARP GUARD

Mbl ncnonb3yem punbTPyroLLKUE 3rneMeHTbl KomMyTaTopa aAng 3awuTtel ARP-3anucen BaXKHbIX
ceTeBbIX YCTPOMCTB OT nogpaxaHwus apyrumm yctponctsamm. OCHOBHOM Teopuen 3TOro
ABNAETCA WUCNONb30BaHVWE (UNbTPYIOLWMX 3SMEMEHTOB KOMMYyTaTopa Ans MPOBEPKU BCeX
ARP-coobuweHun, npoxoaswmx 4epe3 nopT. Ecnu agpec uctoyHmka ARP-coobuieHus
3awuuleH, coobweHns ByayT oTbpolleHbl U He NepeaanyTcs Aanee.

®dyHkuna ARP GUARD o06bi4HO uvcnonb3dyeTca Ans 3awuTbl wno3a oT atak. Ecnm Bee
OOCTYNHbIEe KOMMNbIOTEPbI B ceTu O6yayT 3awmweHsl dyHkumen ARP GUARD, gna aToro
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notpebyeTcsa HacTpouTb Ha nopTy Gonblioe konnyectBo ARP GUARD-agpecos, 4To 3anmeTr
Gonbwy Yactb FFP-3anucen B umne, n, kak pes3ynbTaT, MOXET OTPa3UTbCA Ha Opyrux
npunoxexuax. Tak 4to aTto ByaeT HenpaBunbHO. PekomeHayeTca agonTupoBaTb CBOOOAHLIE
pecypcbl cornacHo cxeme poctyna. [loxanymcra, obpatutecb 3a nogpoBHOCTAMM K
COOTBETCTBYIOLLIEN AOKYMEHTALMMN.

24.2. Cnucok 3apgay koHdurypaumm ARP GUARD

1. HacTtpouTb 3awmiieHHble IP-agpeca.

KomaHpa OnucaHue

Pexum KoHdurypaumm noprta

arp-guard ip <addr> Hactpoutb/yganute ARP GUARD-agpec

no arp-guard ip <addr>
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25. KOHOUryrpAUNA CAMOOBPALLEHHOIO ARP

(GRATUITOUS ARP)

25.1. BBegeHue B camoobpalueHHbIn ARP

CamoobpalueHHbin ARP — ato Tun ARP-3anpoca, otnpaBnsaemMblii XoctoM 1 ero IP-agpecom B

KayecTBe agpeca HasHa4YeHu4.

Basic pexvm paboTbl KOMMYTaTOPOB, CNeayrLMA: Ha NHTepdercax 3-ro ypoBHS MOXET ObiTb
HacCTpPOEeH WHTepBan paccbilkn camoobpalleHHbix ARP-3anpocoB wmnmM 3T0 MOXeT ObiTb

HacTpoeHo rnobanbHO Ha Bcex nHTepdencax.

HasHauyeHue camoobpalleHHoro ARP crieaytoulee:

o YT100bl YyMeHbwNTb YacTtoTy ARP-3anpocoB XOCTOB K KOMMYyTatopy. XOCTbl B CETU
nepuogmyeckn nocbinaroT ARP-3anpocbl Kk w3y 4tobbl ob6HoBuTb MAC-agpec
wnto3a. Ecnn kommyTaTop pacceinaet camoobpalleHHble ARP-3anpockl, Xxoctam He
HY)XHO OTMPaBnATb 39TWM 3anpocbl. OTO YMEHbLIUT YacTOTy OTNPaBKM XOCTaMu

ARP-3anpocoB Ha wwo3.

o CamoobpaweHHbin ARP — 310 meton npegoTtepaweHuss ARP-molleHHW4ecTBa.
Paccbinaembin kommyTaTopomM camoobpalueHHbin ARP 3acTaBuT XOCTbl OOHOBUTL CBON
ARP-«ew. Takum obpasom nogaencHoii ARP He dyHUMOHMpPYeT.

25.2. Cnucok 3apgay KoHdurypaumm camoobpawieHHoro ARP

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpaekun ARP-3anpocos.

2. Oto6pasnTtb KoHpUrypauuto camoobpatleHHoro ARP.

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpaekn ARP-3anpocos.
KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(UrypmpoBaHusa n pexxmm KoHcpurypauumm nitepdenca

ip gratuitous-arp <5-1200>
no ip gratuitous-arp

ARP n
OTMPaBKM

Bknountb
HacTpouTb
ARP-3anpocos.

camoobpaLLleHHbI
NHTEepBan

KomaHga «no» OTMeEHsIeT camooOpalleHHbIN
ARP

2.

OT1obpasntb koHdUrypaumo camoobpauieHHoro ARP.

KomaHpa

OnucaHue

Pexunm agpmMmHucTpatopa

M peXxumMm KoHdurypauum

show ip gratuitous-arp [interface vlan <1-
4094>]

OT06pasnTb KOHGUrypauuto
camoobpauieHHoro ARP
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25.3. Npumep koH(pUrypauum camoobpawieHHoro ARP

KommyTtarop

MHTepdenc VLAN 1
192.168.14.254
255.255.255.0

Wutepdenc VLAN 10
192.168.15.254
255.255.255.0

— I 1

MK 1 MK 2 MK3

MK5

PucyHok 25-1. lNMpumep HacTpowikn camoobpalueHHoro ARP

[na Tononormn cetu, NokasaHHOW Ha pUCYHKe, HTepdenc kommyTtaTopa VLAN1O umeet
IP-agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpu komnbtotepa — PC3, PC4, PC5 —
noaknoyeHbl K aTomy nHtepdency. NHtepdenc VLANL nmeet IP-agpec 192.168.14.254 n
macky cetn 255.255.255.0. 1sa komnbtoTepa — PC1 1 PC2 nogkntoyeHbl K aToMy UHTepdency.
CamoobpalueHHbIn ARP BknovyaeTcsa cnefyrowmin KoHurypaumen:

O6a nHTepdenca ncnonbayoT camoodpatleHHbIn ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

CamoobpalueHHbIn ARP HacTpouT TONbKo Ans OgHOro nHrepdenca.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. NMounck HencnpaBHOCTEM camoobpaweHHoro ARP

CamoobpalueHHbIn ARP BbikntoveH no ymonyaHuio. Koroa camoobpatueHHbin ARP BkrtoveH,
OTNago4YHY0 MHOPMaUMIO MOXHO NOMyYnTb, ncnonb3ys komangy «debug ARP send». Ecnu
camoobpauleHHbin ARP BkntoveH rnmobanbHO, OH MOXET ObITb BbIKIMIOYEH TOMBbKO rnobanbHo.
Ecnn camoobpalueHHbin ARP BktoueH Ha nHTepdence, OH MOXET ObITb BbIKITIOYEH TOJTbKO Ha
nHTEpdemnce.
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26. KOHOUT'YPALIUA DHCP

26.1.1. Beeaenne DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npotokon
OWHaAMUYeCKOM HaCTPONKN XOCTOB). OTO NPOTOKOS, KOTOPLIN ANHaMUYeckn HasHavaeT IP-agpec
U3 nyna agpecos, Tak Xe yCTaHaBnvBaeT Apyrve ceTeBble napameTpbl, TakMe Kak L3 Mo
ymonyanmio, DNS-cepep 1 pacnonoxeHue B cetu channa obpasa. DHCP — 310 paclumpeHHas
Bepcusi BOOTP. OTo0 OCHOBHasi TEXHOMNOrMs, KOTOpass He TOMbKO MOXEeT obecneunTb
3arpy3o4Hon uHdopmaumen besguckoble paboume cTaHuMM, HO Takke MOXeT ocBoboanUTb
aAMUHUCTPATOPOB OT py4vyHOro BefeHus IP-agpecHoro npocTpaHcTBa W YNpoOCTUTb
nosnb3oBaTtensam npouecc HacTponku. Ewwe ogHo npeumywectso DHCP B TOM, 4TO OH MOXeT
CHM3NTb TpeboBaHusa K konuyecTBy IP-agpecos, korga nonb3oBaTeNib nokuaaeT ceTb, ero IP
MOXeT BbITb Ha3HA4YeH Apyromy.

DHCP gaBndeTca npoOTOKOMOM TuUNa «KnNueHT-cepeep», DHCP-knueHT 3anpawvBaeTt y
DHCP-cepBepa ceTeBouv agpec 1 napameTpbl KOHUrypaumm, cepeep npeaocTaBnseT KIUeHTy
ceTeBOW agpec W napameTpbl KoHdurypauun. Ecnu knveHT n cepBep HaxXoAATCA B pasHbIX
nogceTax, Heobxogumo wucnonb3osBate DHCP-petpaHcnatop (relay) pana nepepayv
DHCP-nakeToB Mexay KnmeHTom un cepepom. Peannsauna DHCP npeacrtaBneHa Huxe:

Discovery
Request

» DHCP-cepBep
Ack

DHCP-knueHT

A

PucyHok 26-1. Baanmogencteue npotokona DHCP

Pa3bscHeHue:

DHCP-knneHT paccbinaeT B JOKanbHYyK) NOACETb  LUMPOKOBELLaTerbHble  MakeTbl
DHCPDISCOVER.

DHCP-cepBep npu nonydeHnn naketa DHCPDISCOVER otnpasndet DHCP-knueHTy naket
DHCPOFFER BwmecTe ¢ IP-agpecamu n gpyrumm ceTeBbIMN NapameTpamu.

DHCP wneTt wupokosewwatenbHbl naket DHCPREQUEST c nHdopmauunen o DHCP-cepsepe,
KoTopbi OH BbiGpan ns DHCPOFFER-nakeToB.

BbiGpaHHbin knneHtom DHCP-cepeep otnpaenseTr naket DHCPACK un knuneHT nonyyaet
IP-agpec v gpyrve napameTpsl.

3T YeTblpe Lwara NponsBoasAT NPoLEecC AMHAaMUYECKON HAaCTPOMKN XOcCTa.

OpHako, ecnn DHCP-cepeep n DHCP-knnMeHT HaxogsTcsl B pasHblX MOOCETSX, CepBep He
nony4uT wunpokoBewaTensHble DHCP-nakeThl, OTNpaBnieHHble KITMEHTOM M HE OTBETUT eMy. B
aToM crniydae Heobxoaum DHCP-petpaHcnaTop (relay) ans nepegaum Takmx DHCP-nakeTtoB
MeXAy KIMMEHTOM U CepBEPOM.

Kommytatop moxeT pabotate u kak DHCP-cepsep, n kak DHCP-petpaHcnstop. DHCP
noagepXunBaeT He TONbKO AUHAMUYECKoe HasHaveHue IP-aapecoB, HO Takke PYYHYHO NPUBSA3KY
agpeca (HanpumMep, ykasaTtb onpegeneHHbln IP-agpec aons onpegenexHHoro MAC-agpeca nnm
onpegenexHoro ID ycTponcTea). Paznuuuna mexagy AMHaMU4eCKUM U CTaTUYECKUM Ha3HaYeHNeM
agpecoB: 1) [uvHamuyeckn nony4aembln agpec MOXeT ObiTb Kaxabli pa3 pasHbIM;
npuBA3aHHbLIN BPYYHYHO agpec Bcerga Oyaet oavHakoBbin. 2) Bpems apenabl IP-agpeca,
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Noy4eHHOro AUHaMUYECKN, OOUHAKOBO AJ1s1 BCEro agpecHoro nyna, u OHo orpaHuyeHo. Bpems
apeHabl IP-agpeca, npvBsiI3aHHOrO BPYYHYK, TEOPETUYECKM GeckoHeuyHo. 3) [uHamuyecku
BblAensieMble agpeca He MoryT OblTb MpUBS3aHbl BPyYHYt. 4) MNyn AMHaMUYecKUX aapecos
MOXeT HacnegoBaTb napaMeTpbl KOH(Urypauum cetu nyna AMHaAMUYECKUX a[pecos,
OTHOCSILLErOCS K CErMEHTY.

26.2. DHCP Server Configuration

Cnucok 3agay koHpurypauun DHCP-cepgepa:

1. BknounTb/BbIKMOYMTL cepauc DHCP.
2. Hactpoutb agpecHbin nyn DHCP.

2.1. Cosgatb/yganutb agpecHsbin nyn DHCP.

2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

2.3. Hactpontb napameTpbl py4HOro agpecHoro nyna DHCP.
3. BxnounTb BegeHue XypHana ang koHIMKTOB agpecos.

1. BxknwounTb/BbIKNOUNTL cepuc DHCP.

KomaHpa OnucaHue

Pexum rmobanbHoro KoHcgpurypupoBaHus

service dhcp Bkntountb/BbikNtounTh cepauc DHCP
no service dhcp

Pexunm koHdurypupoBaHu noprta

ip dhcp disbale OTkntoveHue He nopte DHCP obcnyxmnBaHus,

no Ip dth disable KOMaHAa «No» OTMeHAeT OTKIio4YeHne

2. HactpouTtb agpecHbin nyn DHCP.
2.1. Cosgatb/yganutb agpecHbin nyn DHCP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

ip dhcp pool <name> Hactpoutb agpecHbin nyn DHCP. KomaHga

no ip dhcp pool <name> «no» oTMeHsieT nyn agpecoe DHCP
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.
KomaHpa OnucaHune
Pexum appecHoro nyna DHCP
network-address <network-number> [mask | prefix- | Hactpowka obnactu ajgpecos,

length]
no network-address

KoTopble MoOryT ObiTb BblAENEHbI
agpecHomy nyny. KomaHga «no»
OTMEHSIeT BbldeneHne agpecHoro
nyna

default-router
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no default-router

Hactporka wno3a no ymon4aHuto
anst DHCP-knneHtoB. KomaHga «no»
OTMEHSIET LUMIO3 NO YMOSYaH1Io

dns-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no dns-server

HacTtpouika DNS-cepsepa  ans
DHCP-knueHtoB. KomaHga «no»
oTMeHsieT HacTponky DNS-cepsepa

domain-name <domain>
no domain-name

HacTtporika OOMEHHOro MMeHun Aans
DHCP-knueHtoB. KomaHga «no»
OTMEHSIET JOMEHHOE UMS

netbios-name-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no netbios-name-server

Hactponka agpeca WINS-cepsepa.
KomaHga «no» OTMeHSIeT HaCTPONKy

netbios-node-type
node|<type-number>}

{b-node|h-node|m-node|p-

no netbios-node-type

HacTtpoika TMna
DHCP-knuneHTOB.
OTMEeHsIeT TMn y3na

yana
Komanpa

ans
«No»

bootfile <filename>
no bootfile

HacTtpowka 3arpy3odHoro garnna gng
DHCP-knueHtoB. KomaHga «no»
OTMEHSET 3arpy304HbIi doann

next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

HacTtpoika agpeca cepsepa,
pasMeLlaroLero 3arpy3oyHblin doans.
KomaHgoa «no» OTMeHsieT ypanseT
agpec cepsepa

option <code> {ascii <string> | hex <hex> | ipaddress
<ipaddress>}

no option <code>

HacTtpoika ceTeBoro napameTpa,
onpeneneHHoro Kogom  onuuu.
KomaHga «no» ygoandet ceTeBOW
napameTp
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KomaHpa OnucaHwue
lease {days [hours][minutes] | infinite} HacTponka BpEMEHMU apeHgbl
no lease agpecoB nyna. IfomaHp,a «nNo»
yaanset HaCTPOWKY BpPEMEHU
apeHapl

max-lease-time {[<days>] [<hours>] [<minutes>] |

infinite}
no max-lease-time

HaCTpOVIKa MaKCnMalJibHOro BpemMeHu
apeHabl agpecoB B aapeCcHOM nyrne,
KOMaHga «Nno» BOCCTaHaBIIMBaeT
HaCTpOVIKM no ymon4yaHuto

Pexxum rmob6anbHOro KoHcpurypupoBaHus
ip dhcp excluded-address <low-address> [<high- | WcknioyeHne wun3 agpecHoro nyna
address>] agpecos, KoTOopble He
no ip dhcp excluded-address <low-address> [<high- | MTPEAHA3HA%EHBI ANs AMHAMWHECKoro
BblaeneHud

address>]

2.3. Hactpontb napameTpbl py4Horo agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexunm agpecHo

ro nyna DHCP

hardware-address <hardware-address>
[{Ethernet | IEEE802|<type-number>}]

no hardware-address

3apaTtb/yganutb annapaTtHbIn agpec, npu
pPYYHOM Ha3HayeHuM agpeca

host <address> [<mask> | <prefix-length> ]
no host

3apaTtb/yoanute IP-agpec, kotopbin 6yaet
Ha3Ha4YeH 3aaHHOMY KITMEHTY

client-identifier <unique-identifier>
no client-identifier

3apaTtb/yganntb ID

nosib3oBaTend

YHUKaSbHbIN

3. BknounTb BegeHue XypHana ans KoHINKTOB aapecos.

KomaHpa

OnucaHue

Pexum rmobanbHoro

KOoHdurypupoBaHus

ip dhcp conflict logging
no ip dhcp conflict logging

BKnounTb/BbIKNIOUNTE BEAEHME XypHana ang
DHCP-agpecos, YTOObI 0BOHapyXu1Tb
KOHQONNKTbI agpecoBs
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KomaHpa OnucaHue

Pexunm agmmHucTpatopa

clear ip dhcp conflict <address | all > YoanuTb €ANHNYHYIO 3anucb KOHMnnkTa mnum

yaanntb BCe 3arnmcu

26.3. Kondurypauma DHCP-peTtpaHcnaTopa

Korga DHCP-knuneHT 1 cepBep HaxoaaTcs B pasHbix cermeHTax, anga nepegaydn DHCP-nakeToB
Heobxogum  DHCP-petpaHcnaTtop. Wcnonb3osanne  DHCP-peTpaHcnatopa — genaet
Heobsa3aTenbHbIM HacTponky DHCP-cepBepa anga kaxgoro cermeHta, oanH DHCP-cepsep
MOXeT 0BCnyXmMBaTb HECKOSIbKO CErMEHTOB, YTO 3(P(PEeKTUBHEE HE TONBbKO C TOYKU 3pEeHUs
3aTpar, HO M C TOYKMN 3pEHNS ynpaBneHns.

Discovery (Broadcast) Discovery
P Offer (Unicast) P Offer _m
Request (Broadcast) _I Request ,
* DHCP-petpaHcnaTop DHCP-cepsep
Ack (Unicasat) Ack

A

DHCP-knueHTt

4
<

PucyHok 26-2. DHCP-peTpaHcnaTop

Kak nokasaHo Ha pucyHke, DHCP-knneHT n DHCP-cepBep HaxoasiTCA B pa3HbIX NOLCETSX.
DHCP-knueHT BbINONHAET Te Xe deTblpe wara DHCP, kak o6bl4HO, TOMbKO K Mpoleccy
nobaeneH DHCP-peTpaHcnaTop.

KnueHt wnet wwupokoBewatenbHbin naket DHCPDISCOVER, DHCP-petpaHcnstop
BCTaBnsieT cBon cobcTBeHHbIN IP-agpec B none «relay agent» B nakete DHCPDISCOVER wu
nepecbinaet naket ykasaHHomy DHCP-cepeepy (anss onucanus dopmata DHCP-kagpa
obpatutecb kK RFC2131).

Mpn nonyyeHnn naketa DHCPDISCOVER, nepeckinaemoro udepe3d DHCP-peTpaHcnsitop,
DHCP-cepBep wnet knneHTy naket DHCPOFFER uyepe3 DHCP-peTpaHcnaTop.

DHCP-knueHT BbIOMpaeT cepBep M wneT wupokoBewaTensHbin nakeT DHCPREQUEST,
DHCP-peTpaHcnaTop Takum e 0b6pa3om nepechiniaeT ero cepeepy.

Mpn nonyyeHnn naketa DHCPDISCOVER, nepecbinaemoro 4vepes DHCP-peTpaHcnsitop,
DHCP-cepBep wnet knneHTy naket DHCPACK yepe3 DHCP-peTpaHcnaTop.

Cnucok 3agay koHdurypauum DHCP:

1. Bknounte DHCP-peTtpaHcnartop.

2. Hactpoutb DHCP-peTpaHcnaTop Ang nepechbiniku LWMpoKoBeLLaTenbHbIX
DHCP-nakeToB.

3. Hactporika share-vlan.
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1. Bknounte DHCP-peTpaHcnartop.

KomaHpa OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

service dhcp DHCP-cepBep " DHCP-peTpaHcnaTop

no service dhcp BKMtoYaroTCs npu BrrtoveHumn cepsmuca DHCP

2. Hactpoutb DHCP-peTpaHcnaTop Angd nepecbinku LWMpoKoBeLLaTeNbHbIX
DHCP-nakeToB.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetrcd And nepecbisiku

no ip forward-protocol udp bootps LunpokoseLlatenbHbix naketos DHCP

Pexum koHdurypaumm nitepcenca

ip helper-address <ipaddress> YctaHoBuTb agpec DHCP-cepBepa. KomaHga «no
no ip helper-address <ipaddress> ip herer-address <ipaddress>»  OTMeHsieT
HaCTPOWKyY

3. Hactporika share-vlan.

Korga nomb3oBaTenb  xX04eT  MCMNOMb30oBaTb  YCTPOMCTBO  BTOPOrO  YPOBHA  Kak
DHCP-peTpaHcnaTop, KOMWMYEeCTBO KOTOPbLIX OrpaHuyero, TO nofb3oBaTenb Cco3gaeT
MHTEepENC TPETLErO YPOBHSA Ha YCTPOMCTBE BTOPOro YPOBHS, HO NCMOMb30BaHNE NHTepdienca
TpeTbero ypoBHA ans share-vlan (MoxeT BknovaTb Heckonbko sub-vlan, ogHako sub-vian
Tonbko cooTBeTcTBYeT share-vlan) wmoxet ocywectBnsate DHCP-petpaHcnaTtop, w
O[HOBPEMEHHO Ha YCTPOWCTBE-PETPAHCNATOPE HYXXHO BKITHOUMTL Onumio 82.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

ip dhcp relay share-vlan <vlanid> sub- | Co3gaet/ygansieT share-vlan n sub-vlan
vlan <vlanlist>

no dhcp relay share-vlan

26.4. NMNpumepbl KoHdurypaummn DHCP
CueHapun 1:

YT06bI yNpOCTUTEL HACTPOWKY, KOMNaHUS Ucnonb3dyeT KoMmyTaTop B kadectBe DHCP-cepsepa.
Agpec B VLAN-e ynpaenenna — 10.16.1.2/16. JlokanbHas ceTb pa3geneHa Ha aBe cetm — A
n B, B COOTBETCTBMM C pacnofioxeHnem ocucoB. HacTponku cetn gna pacnonoxexHmi A n B
noKasaHbl HUXe.
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Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YCcTponcTBO IP address YcTponcTeo IP address

LLno3 no ymonyaHuio 10.16.1.200 LLUno3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-ysen

Bpems apeHabl 3 oHsa Bpewms apeHabl 1 neHb

B pacnonoxenun A mawuHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab HasHayeH pukcmpoBaHHbIN
IP-agpec 10.16.1.210 n nmsa xocta «management».

Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbhios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbhios-node-type H-node
Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip 10.16.2.209
Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch(config)#ip dhcp pool Al
Switch(dhcp-Al-config)#host 10.16.1.210
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Switch(dhcp-Al-config)#hardware-address 08-c6-b3-23-dc-ab
Switch(dhcp-Al-config)#exit

PykoBogacTteo no ucnons3osaHuto: Korga DHCP/BOOTP-knuneHT nogkntoyvaeTcs K VLAN1T nopty
KOMMyTaTopa, KIMEHT MOXeT nonyyntb agpec Tonbko u3 cetm 10.16.1.0/24 BwmecTO
10.16.2.0/24. 3710 NoTOMY, YTO LUMPOKOBELLATENbHbIV NakeT OT KNneHTa OyaeT 3anpalmnBatb
IP-agpec B TOM e cermeHTe VLAN-untepcpeinica, a IP-agpec VLAN-uHTepcpenca —
10.16.1.2/24, noaToMy agpec, HazHa4YaeMbIln KNueHTy, byaet npuHagnexats cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knueHT xodeT nonyunte agpec B cetn 10.16.2.0/24, wntos,
nepecbINaoWnin - LUMPOKOBELLLATENbHLIE NaKeTbl KIWEHTa, OOMMKeH npuHaanexaTb ceTu
10.16.2.0/24. Ytobbl knneHT nonyuunn agpec mns3 nyna 10.16.2.0/24, pomxkHa 6bITb obecnedeHa
CBA3HOCTb MEXAY KIMMEHTCKMUM LLSIHO30M U KOMMYTaTOPOM.

CueHapun 2:
Kak nokasaHO Ha puCyHKe, MapLIpyTU3UPYIOLLMIA KOMMYTaTOp HACTPOeH B KadecTBe
DHCP-peTtpaHcngatopa. Appec DHCP-ceppepa — 10.1.1.10. LWarn «koHdurypaumu,
cnegywlowme:

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0 S
witch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/0/2
Switch(Config-Erthernet1/0/2)#switchport access vlan 2
Switch(Config-Erthernet1/0/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch(Config-if-Vlan2)#exit

Switch(config)#ip forward-protocol udp bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address 10.1.1.10
Switch(Config-if-Vlanl)#exit

3ameTka: pekoMeHayeTCsi MCNonb3oBaTb KOMOMHaUKMO komaHng ip forward-protocol udp <port>
nip helper-address <ipaddress>. KomaHga ip help-address mMoxeT ObITb HACTpOEHA TOMNBbKO Ha
noptax 3-ro ypoBHSA 1 He MOXET ObITb HACTPOEHA Ha NOPTax 2-ro YPOBHS.
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DHCP-knueHT
192.168.1.1 10.1.1.1
1/0/1

—— .
[: DHCP-peTtpancnaTtop

DHCP-cepeep
DHCP-knueHT 101.1.10

]

(A e . \

DHCP-knueHT

PucyHok 26-3. KoHdurypauna DHCP peTtpaHcngatopa

CueHapun 3:

— DHCP-peTtpaHcnaTop

DHCP-knueHT DHCP-cepsep

Kak nokasaHo Ha pucyHKe, KnMeHT nonydaet agpec Yepe3 DHCP-peTtpaHcnatop. KommyTtatop
SIBMSIETCA YCTPONCTBOM BTOPOro YPOBHSI AOCTyna ¢ BknoveHHbIM DHCP-peTpaHcnaTopom um
onumen 82. Ethernet1/0/2 siBnaeTcs noptom goctyna, BkntodeHHbIM B VLAN3, Ethernet1/0/3
SBMSETCA TPaHKOBbIM MOPTOM, COeauHHeHbim ¢ DHCP-cepBepom, agpec KOTOporo
192.168.40.199. Ha kommyTaTtope cosgatotcsa vlan 1 n uHtepdenc vlan 1, HacTpanBaeTtcs
IP-agpec 192.168.40.50. Agpec DHCP-peTtpaHcndaTtopa HactpauBaeTcs 192.168.40.199, n
vlan3 HacTpanBaeTcs kak sub-vlan vianl.

KoHdurypaums:
switch(config)#vlan 1
switch(config)#vlan 3
switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport access vlan 3
switch(config)#interface ethernet 1/0/3
Switch(Config-1f-Ethernet1/0/2)#switchport mode trunk
switch(config)#service dhcp
switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1sub-vlan 3
switch(config-if-vlanl)#ip address 192.168.40.50 255.255.255.0
switch(config-if-vlanl)#ip helper-address 192.168.40.199
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26.5. Nonck HencnpaBHocten DHCP

Ecnn DHCP-knueHTbl He nonyyatoT IP-agpeca v gpyrme napameTpbl CeTU, Nocre NpoBepKU
kabenen n knueHTckoro obopyaoBaHus, crieqyeT BbINOMHUTL cregytoLlee:

MpoeepbTe, 3anyweH nu DHCP-cepsep, 3anyctute ero, ecnu OH He 3anyuweH. Ecnu
DHCP-knNueHTbl N cepBepbl HAXOAATCHA He B OAHOW (hmnsmnyeckon ceTn, NpoBepbTe, UMEET nn
MapLupyTmsaTop, oTBevaLnin 3a nepecbInky DHCP-nakeToB, dYHKLMIO
DHCP-peTpaHcngaTopa. Ecnv  Ha NpOMEXyTOuMHOM  MapLupytmsatope HeT  (PyHKuum
DHCP-peTpaHcnaTopa, peKoMeHAyeTCa 3aMeHUTb 3TOT poyTep unum o6HoBuTL ero MMO.

B takom cnyyae, DHCP-cepBep fomxeH 6biTb NpoBEpEH Ha NpeaMeT Hannunsa agpecHoro nyna
B TOM Xe cermeHte, 4yto n VLAN-koMmyTatopa, e€cnv Takon nyn He CylwecTByeT, ero
Heobxoammo gobaBuTb.

AfQpecHbI nyn MmoxeT 6bITb MO0 aAnHamudeckum, NMbo ctatnyeckum. Hanpumep, ecnu B nyne
NpUCYTCTBYIOT KOMaHabl «network-address» n «host», Tonbko ogHa M3 HUX BCTYNUT B CUIy.
Kpome Toro, B py4yHon npmesske TOrbko ogHa npuBsaska IP-MAC moxeT OblTb HacTpoeHa B
Kaxxgom nyne. Ecnn Heob6xoanmo HECKONbKO MPUBA30K, HY)XHO CO34aTb OTAENbHbIN agpeCHbIN
nyn Ans kaxkgon m3 Hux. Hoeas koHdurypaumsa B ctapom nyne nepesanuuieT CTapylo.
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27. KOHOUT'YPALUUNA DHCPV6
27.1. BBepenne DHCPv6

DHCPv6 [RFC3315] ato IPv6-Bepcua npoTokona AUHAMUYECKOW KOHGUrypaumm XOCTOB
(DHCP). 3101 npoTokon HasHavaeT IPv6-agpeca u gpyrue napaMmeTpbl HACTPOWKN CETU Takune
kak: agpec DNS un pomeHHoe wums DHCP-knueHta, DHCPV6 sdaBnsietca ycnoBHOM
aBTOMaTM4yeckon KoHdurypaumen npotokona IPv6. B npouecce HacTponku agpeca
DHCP-cepBep npucsausaeT IP-agpec knneHTy 1 npegoctaenseT DNS-agpec, LOMEHHOe Ums 1
MHdopmaumio apyron HacTponkn, naket DHCP mMoxeT nepefaBaTbCa Yepes genernpoBaHHbIN
peTpaHcnAaTop, HacTponkn agpeca IPv6 n knueHTa 3anmncaHbl Ha cepepe DHCPV6, Bce aTo
nosbiwaeT adhpeKkTMBHOCTL yrnpaeneHust ceTbto. DHCPV6 MoxeT obecneynTb paclUMpeHHYHo
dyHkumMto generaumm npedmnkcos. DHCPV6-cepeep Tak xe obecneumsaet DHCPv6-cepsuc 6e3
OTCNEXMBAHUA COCTOSIHWUA, NPU KOTOPOM Ha3Ha4altTCA TOMbKO MapameTpbl KOHurypauuum,
Takme kak agpec DNS-cepBepa n joMmeHHOE MM4, HO He HasHavaeTcs IPv6-agpec.

Ectb Tpn obbekta B npotokone DHCPv6 — knuneHT, cepBep n petpaHcnatop. [lpotokon
DHCPv6 ocHoBaH Ha npoTtokone UDP. Knnent DHCPv6 otnpaenseT 3anpoc DHCP-cepBepy
unn DHCP-peTpaHcnaTopy Ha nopT HasHadeHusa 547, DHCP-cepsep (nnn petpaHcnaTop)
OTNPaBnAT OTBETbI HA NOPT Ha3HayeHus 546. DHCP-knueHT oTnpasnseT 3anpockl (solicit) n
3asBku (request) DHCP-cepsepy Ha multicast agpec ff02::1:2.

Solicit

v

Advertise

A

Request

v

Reply DHCPvG-cepeep

A

DHCPv6-knueHT

PucyHok 27-1. CornacosaHne DHCPVv6

Korgma DHCPV6-knueHT nbiTaetca 3anpocutb Yy DHCPv6-cepsepa IPv6-agpec u gpyrue
napamMeTpbl, KIWEHT OO/keH cHadana Hantu DHCPv6-cepBep, 3ateM yxe 3anpocutb
KOHdbUrypaums y cepeepa.

Ons obHapyxeHus cepsepa DHCP-knueHT paccobinaetr naketel SOLICIT (3anpoc) Ha
LnpokoBeLlaTenbHbi agpec FF02::1:2.

Kaxagbin DHCP-cepBep, nonyymBlUMiA 3anpoc, OTBETUT KMeHTy coobwennem ADVERTISE
(MpeanoxeHune), KoTopoe coaepxut naeHtudmukaTop cepeepa (DIUD) u ero npuopuTteT.

B03MOXHO, YTO KIMEHT NOMy4nT Heckonbko coobuwennin ADVERTISE. KnveHT gomkeH BbibpaTb
OOVH cepBep U oTBETUTL eMy coobuweHnem REQUEST (3asBka), 4ToObl 3anpocuTb agpec,
npeanoXeHHbl B coobeHnn ADVERTISE.

3atem Bbl6paHHbIn DHCPV6-cepBep coobweHnem REPLY (oTBeT) nogTBEpKOaeT Ha3HavYeHe
knueHTy IPv6-agpeca n gpyrmx HacTpoek.

[aHHble YeTblpe wWara 3aBepLuarT Npouecc AMHaMUYECKOM HAaCTPOMKK XocTa. TeM He MEHee,
ecnu DHCPv6-cepsep n DHCPV6-KNMMEHT He HaxoOATCHA B OAHOW CeTW, cepBep He MonyyuT
LUMpOKOBeLLaTenbHbIA 3anpoc OT KWeHTa U He OTBeTUT emy. B atom cnydae Heobxoamm
DHCPV6-peTpaHcnaTop (relay), 4tTobbl nepecbinarb 3anpochbl MeXAy KIMeHTOM 1 cepBepom. B
KOMMyTaTope peanusoBaHbl ¢yHkuMm DHCPv6-cepBepa, relay wu knueHta penerauum
npedukco. Korga DHCPvV6-peTpaHcnaTop nonyvaet coobuweHne ot DHCPV6-knveHTa, OH
WHkancynupyetr ero B naketr  Relay-forward W  JocTaBngeT  criedyolemy
DHCPv6-peTpaHcnaTopy wunu cepsepy. [puxogsawme oT cepBepa K peTpaHCcnaTtopy
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DHPCv6-coobuieHna  unHkancynupoBaHbl B nakeT Relay-reply. PetpaHcnstop ybupaet
WHKancynaumo n gocraesnget nakeT DHCPV6-kNMeHTy unu cregyowemy peTpaHcrsaTopy B
ceTn.

B cnyyae peneraumn IPv6-npedumkcos DHCPv6-cepBep HacTpoeH Ha Maplupytmsatope
nposangepa, a DHCPvVG-KNMeHT HacTpoeH Ha MapLupyTMsaTope KIvMeHTa, MapLupyTtusaTtop
KNueHTa WwneT maplpyTusaTopy nposanjepa 3anpoc Ha BblaeneHuwe npedukca agpecos n
nony4vaeT npeaBapuTeNibHO HaCTPOEHHbIV NpedUKC, He HacTpaeBasa NPedUKC BPYYHYyH. 3aTem
KNMEHTCKMIN MapLipyTn3aTop AEenWT NosnyyYeHHbIn npedurke (4nmMHa KOTOporo He MOXeT ObITb
MeHble 64) Ha 64 noacetn. [aHHble npedwukcbl GyayT aHOHCUPOBAHbLI COOBLLEHMAMM
o6baBneHnsa mapwpyTtusatopa (RA) xoctam, NOAKMOYEHHLIM HANPSIMYHO K KITMEHTY.

27.2. Kondurypauma DHCPv6-cepBepa

Cnucok 3agay koHdurypauun DHCPV6-cepsepa:
1. BkntounTb/BblkAOYMTL cepauc DHCPVG.
2. Hactpoutb agpecHbinn nyn DHCPvV6.
2.1. CosgaTtb/yganutb agpecHbin nyn DHCPV6.
2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.
3. Bxntountb doyHkumio DHCPvV6 cepBepa Ha nopTy.

1. BknounTb/BblkAO4YMTL cepauc DHCPVG.

KomaHpa OnucaHue
service dhcpv6é Bkntountb/BbikNtounTh cepamuc DHCPvE
no service dhcpv6

2. Hactpoutb agpecHbin nyn DHCPv6.
2.1. Cosgatb/yaanutb agpecHbin nyn DHCPV6.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

ipv6 dhcp pool <poolname> Cospatb/yganutb agpecHbii nynt DHCPv6
no ipv6 dhcp pool <poolname>
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPv6

KomaHpa

OnucaHue

Pexum koHdurypaumum agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefix- length>}
[eui-64]

no network-address

Hactpontb AnanasoH
Has3HavyaeMmblIn Nyrom

IPv6-agpecos,

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoutb  agpec
DHCPv6-knueHTa

DNS-cepsepa anga

domain-name <domain-name>
no domain-name <domain-name>

HacTtpoutb gomeHHoe nmst DHCPVG-knueHTa

excluded-address <ipv6-address>
no excluded-address <ipv6-address>

Wcknountb IPv6-agpec, kotopbln He 6yaeT
HaHayaTbCHA AMHaMUYECKU

Lifetime {<valid-time> | infinity}
{<preferred-time> | infinity} no lifetime

HactpouTb Bpems AencTBms nnu
npeanoYTUTENLHOE BpeMsi afpecHoro nyna
DHCPv6

3. Bxntountb doyHkumio DHCPv6-cepBepa Ha

nopTy.

KomaHaa

OnucaHue

Pexum koHdurypaumm nHtepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolhame>

onpeaeneHHoM

Bkntounte dyHkumio DHCPv6-cepBepa Ha
nopTy n npuBA3aThb
ncnonb3yembin DHCPv6-agpecHbIn nyn

27.3. KoHdurypauma DHCPv6-peTpaHcnsTopa

1. Cnwucok 3agay koHurypaumm DHCPV6-peTpaHcnsTopa.
2. Bxmountb/Boikntountb cepsuc DHCPVG.
3. Hactpoute DHCPV6-peTpaHCnsaTop Ha nopTy.
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1. BknounTb/BblKNOUMTL cepauc DHCPVG.

KomaHpa

OnucaHue

Pexum rmob6anbHoro

KOH(pUrypupoBaHums

service dhcpv6
no service dhcpvé

BkntounTb/BbikNtoUNTL cepamuc DHCPvE

2. Hactpoutb DHCPV6-peTpaHcnsaTop Ha

nopTy.

KomaHpa

OnucaHue

Pexum koHdurypaumum nHtepcgenca

ipv6 dhcp relay destination {[<ipv6-address>]
[interface {<interface-name> | vlan <1-
4096>}]}

no ipv6 dhcp relay destination {[<ipv6-
address>] [interface {<interface-name> | vlan
<1-4096>}]}

HaCTPOWKY

YKasaTb afpec HasHavyeHust Ans nepenaydu
DHCPv6-naketoB. KomaHga «no» yganset

27.4. KoHdurypaumsa cepBepa generaumm npecgpukcos DHCPV6

Cnuncok 3agay KoHdurypauum cepeepa generaumm npedumkcos DHCPV6:

1. BknounTb/BblkNo4uMTL cepauc DHCPVG.
2. HactpouTb nyn generaumm npedunKcos.
3. Hactpoutb agpecHbin nyn DHCPv6.

3.1. CosgaTtb/yaanutb agpecHbin nyn DHCPV6.

3.2. HactpouTb nyn generaumm npeduKkcos,

NCnosb3yeMblii a4pPeCcHbLIM MyfoM.

3.3. HactpouTb ctatnyeckyto NpnBAsKy generaumm npedunKkcos.
3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPv6.
4. BknounTb hyHKUMO cepBepa generaumm npedumkcos DHCPV6 Ha nopTy.

1. BknounTb/BbikntounTb cepauc DHCPVG.

KomaHpa

OnucaHue

Pexum rmobanbHoro

KOoHdurypupoBaHus

service dhcpv6
no service dhcpv6

BkntounTb/BbikNtounTh cepamuc DHCPv6
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2. HactpowuTb nyn generauuv npeduKcos.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

ipv6 local pool <poolname> <prefix|prefix-
length> <assigned-length>

no ipv6 local pool <poolname>

HacTpoutb nyn generaunm npeguKcos

3. Hactpoutb agpecHbin nyn DHCPV6.
3.1. CosgaTtb/yaanutb agpecHbin nyn DHC

Pv6.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

Cospatb/yganute agpecHbii nynn DHCPV6

3.2. HactpouTb nyn generaumy npeguKcoB, UCMOSb3yeMbIN.

KomaHaa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity}

{<preferred-time> | infinity}]
no prefix-delegation pool <poolname>

YkasaTb nyn generauum

npeduKc KNeHTy

npedguKcoB,
ncnonb3yembli agpecHbIM MySioM U Ha3HaYUTb

3.3. HactpouTb ctatnyeckyro NpnBa3sKy generaumm npedmnKkcos.

KomaHaa

OnucaHue

Pexunm koHdurypaummn

appecHoro nyna DHCPv6

prefix-delegation <ipv6- prefix/prefix-length>
<client-DUID> [iaid <iaid>] [lifetime {<valid-
time> | infinity} {<preferred-time> | infinity}]

No prefix-delegation <ipv6- prefix/prefix-
length> <client-DUID> [iaid <iaid>]

HacTpoutb cTaTnyeckyto NpuBsa3sky aerneraumm

npedukcoB

@ §) QTECH

MUP LOOCTYMHEE

212



PykoBogcTteo nonb3oBatens cepus QSW-4530

KOHOUIYPALMA DHCPV6

3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPVG.

KomaHpa

OnucaHue

Pexum koHdurypaumum agpecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoute agpec  DNS-cepsepa

DHCPvV6-knueHTa

ans

domain-name <domain-name>
no domain-name <domain-name>

HacTtpoutb gomeHHoe nmss DHCPVG-knueHTa

4. BknounTb OyHKUMIO cepBepa aeneraumm n

pedukcos DHCPv6 Ha nopTy.

KomaHpa

OnucaHue

Pexum koHdurypaumm nitepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bkntounte  dyHkumo DHCPvV6-cepBepa Ha
onpefeneHHom nopTy n npvBA3aThb
ucnonb3yembli DHCPv6-agpecHbIv nyn

27.5. KoHdurypaumsa knmeHTa aenerauuu npedumkcos DHCPV6

Cnimcok 3agay KoHguUrypauum KnueHTa aenera

uun npedpumkcos DHCPVE:

1. BknounTb/BblIKNOYMTL cepauc DHCPVG.
2. Bxnountb doyHKUMIO KnNneHTa generaumm npedunkcos DHCPV6 Ha npoTy.
1. BknounTtb/BblkNO4MTL cepauc DHCPVG.

KomaHaa OnucaHue

Pexum rmo6anbHor

0 KoHdUrypupoBaHus

service dhcpv6
no service dhcpv6

BkntounTb/BbikNtounTh cepernc DHCPVG
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2. Bxknountb oyHKUMIO KNeHTa aeneraumun npedgpukcos DHCPV6 Ha npoTy.

KomaHpa OnucaHue

Pexum KoHdurypaumm nHtepcgenca

ipv6 dhcp client pd <prefix-name> [rapid- BknounTb @QYHKUMIO KIMeHTa Jdeneraumu
commit] npedukcos DHCPvV6 Ha npoTy 1 accoumauuio
nonyyeHHoro npedukca C HACTPOEHHbLIM

. hep cli
no ipvé dhep client pd yHUBepcanbHbIM NPedUKCOM

27.6. Npumepbl KoHduUurypauum DHCPV6
Mpumep 1:

MNpu pasBepTbiBaHMK ceTen IPV6 kommyTaTopbl cepun MOryT ObiTb HAaCTPOEHbl B KayecTBe
DHPv6-cepBepoB anga ynpasneHus pacnpegeneHnem agpecoB IPv6. MNopaepxunatotca oba
pexuma DHCPV6 — c oTcnexumBaHmeM cocTosHusA 1 6e3 Hero.

Tononorus:

Ha ypoBHe pocTtyna wucnonb3dyeTca kommyTatop 1 AN NOAKMOYEeHWs nonb3oBaTtenen
obwexntna. Ha nepBoM ypoBHe  arperauum  KOMMyTatop 2  HACTPOeH  Kak
DHCPv6-peTpaHcnaTtop. Ha BTOpoM ypoBHE arperaumm KomMyTaTop 3 HaCTPOEH Kak
DHCPv6-cepBep M COeAMHEH C MarucTpanbHOM ceTblo. Ha komnbloTepax AofmkHa ObiTb
yctaHoBrneHa OC He Hwke Windows Vista, nnu niobasa gpyras B kotopon ectb DHCPVG-KNueHT.

KommyTtartop C
VLAN 1: 2001:da8:1:1::1 DHCPv6-cepsep
VLAN 10: 2001:da8:10:1::1

KommyTatop B

VLAN 1: 2001:da8:1:1::2
VLAN 10: 2001:da8:10:1::2
VVLAN 100: 2001:da8:100:1::1

DHCPv6-peTpaHcnsaTop

KommyTtatop A HHHHHHEES

AN —

DHCPv6-knueHT

KoHcpurypauusa SwitchC:
SwitchC>enable
SwitchC#config
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SwitchC(config)#service dhcpvé
SwitchC(config)#ipvé dhcp pool EastDormPool

SwitchC(dhcpvé-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100

SwitchC(dhcpvé-EastDormPool-config)#excluded-address 2001:da8:100:1::1
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::20
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::21
SwitchC(dhcpvé-EastDormPool-config)#domain-name dhcpvé.com
SwitchC(dhcpvé-EastDormPool-config)#lifetime 1000 600
SwitchC(dhcpvé-EastDormPool-config)#exit

SwitchC(config)#interface vlan 1

SwitchC(Config-if-Vlan1)#ipvé address 2001:da8:1:1:1/0/64
SwitchC(Config-if-Vlan1)#exit

SwitchC(config)#interface vlan 10

SwitchC(Config-if-Vlan10)#ipvé address 2001:da8:10:1::1/0/64
SwitchC(Config-if-Vlan10)#ipvé dhcp server EastDormPool preference 80
SwitchC(Config-if-Vlan10)#exit

SwitchC(config)#

KoHdburypaums SwitchB:

SwitchB>enable

SwitchB#config

SwitchB(config)#service dhcpvé

SwitchB(config)#interface vlan 1
SwitchB(Config-if-Vlan1)#ipvé address 2001:da8:1:1::2/64
SwitchB(Config-if-Vlan1)#exit

SwitchB(config)#interface vlan 10
SwitchB(Config-if-Vlan10)#ipvé address 2001:da8:10:1::2/64
SwitchB(Config-if-Vlan10)#exit

SwitchB(config)#interface vlan 100
SwitchB(Config-if-Vlan100)#ipvé address 2001:da8:100:1::1/0/6 4
SwitchB(Config-if-Vlan100)#no ipvé nd suppress-ra
SwitchB(Config-if-Vlan100)#ipvé nd managed-config-flag
SwitchB(Config-if-Vlan100)#ipvé nd other-config-flag
SwitchB(Config-if-Vlan100)#ipvé dhcp relay destination 2001:da8:10:1::1
SwitchB(Config-if-Vlan100)#exit

SwitchB(config)#
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27.7. NMouck HecunpaBHocTen DHCPV6

Ecnn DHCPV6-knneHT He MoxeT nonyuntb |IPv6-agpec n gpyrne ceteBble napameTphbl, nocne
npoBepkn kabenen n KNMeHTcKoro o6opyaoBaHMs CrieayeT BbIMOMHUTD CreaytoLLee:

MpoeepbTe, 3anyweH nu DHCPv6-cepeep, 3anyctnte ero, ecnv oH He 3anyLleH. Ecnn
DHCPV6-KknneHTbl U cepBepbl HAX0OATCS He B OAHOW (PU3NYECKOM CeTU, NpPoBepbLTe,
UMeeT N MapLupyTmsaTop, oTeevaowmn 3a nepecobliky DHCPvV6-nakeToB, yHKLMIO
DHCPv6-peTpaHcnaTopa. Ecnv Ha npomMexXyTo4yHOM mapLupyTu3aTope HeT (hyHKumm
DHCPV6-peTpaHcnaTopa, pekoMeHayeTcs 3aMeHUTb 3TOT poyTep unvM OB6HOBUTL ero
Mno.

MHoraa xocThbl, NOOKMHYEHHBIE K KOMMYyTaTopam co BkNMtodeHHbIM DHCPV6G, He moryT
nonyuntb IPv6-agpec. B aToin cutyaumm B NepByo ovepenb HEOOBX0ANMO NPOBEPUTD,
NOOKIMKOYEHbl NN MOPTbIl, K KOTOPbIM MOAKIMHOYEHbI XOCTbl, K MOPTY, K KOTOPOMY
nogkntoveH DHCPV6-cepBep. Ecnu nogknoyeHo Hanpamyto, yoeanTbCd, YTO agpecHbIn
nyn IPv6 VLAN-a, K KOTOpOMY NPUHAgNEeXuUT MOpT, HaxoguTcs B OAHOW MOACETU C
afdpecHbIM Mynom, HacTpoeHHbiM Ha DHCPv6-cepsepe. Ecnu nogknioyeHbl He Ha
NPsMYI0, U MEXAY XOCTOM 1 cepBepoM HacTpoeH DHCPV6-peTpaHcnaTop, Heobxoanmo
B MepBYyl0 ovepeab NpOBEepUTb, HACTPOEH N NpasunbHbIN IPv6-agpec Ha nHTepdence
KOMMyTaTopa, K KOTOPOMY MOAKM4YalTCA XOCTbl. ECnn He HacTpoeH, HacTpouTb
npasunbHbii IPv6-agpec. Ecnu HacTpoeH, HeobxoaumMo NpOBEpUTb, B OAHOW NN
nogcetm ¢ DHCPv6-cepBepoM HaxoguTca HacTpoeHHbl IPv6-agpec. Ecnn Her,
noxanyncrta, gobasbTe ero B agpecHbIn nyn.
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28. KOHOUT'YPALUA OINMUAN 82 DHCP
28.1. BBegeHue B onuuto 82 DHCP

Onuma 82 DHCP — ato onuus nHdopmaumn petpaHenupytowero areHta (Relay Agent). Onuus
82 DHCP HanpaeneHa Ha ykpenneHue 6e3onacHocTn cepeepoB DHCP n yny4weHns nonntukm
KoHgurypauum IP-agpecoB. PeTpaHcnupyrowmn areHT gobasnset onuuio 82 (BKNHOYAOLLLYHO
du3myeckuin nopT [ocTyna KMeHTa, uaeHTUudpukaTtop yCTpoucTBa AoCTyna W ApYyrywo
uHdopmaumio) B DHCP-3anpoc, nony4veHHbIn OT KNWeHTa, 3aTemM nepecbinaeTr ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbI noagepxusaeT (pyHkUmo onumn 82, nonyyaet
coobuleHne, oH BblgensdeT knueHTy IP-agpec u gpyrme napameTpbl B COOTBETCTBUMM C
npegHacTpOeHHbIMU NoNuTUKamMn 1 nHpopmaumen B onumm 82. B To e Bpems DHCP-cepeep
MOXeT nageHTunumnpoBaTb BCce BO3MOXHble aTakm DHCP-coobueHnammn B cooTBETCTBUUN C
nHdopmaumen B onumm 82 n 3awmtntb oT HUX. DHCP-peTpaHcnmpyloWwmn areHT CHUMET ONuuio
82 ¢ oTBeTHOro coobLleHnsa 1 nepegacT ero onpegeneHHoMy nopTy YCTPoOWCTBa 4OCTyna, B
COOTBETCTBMM C UHhOopMaLmen 0 msmyeckom nopte B onumun. MNpumenenune onumm 82 DHCP
Npo3payvHo ANs KNueHTa.

28.1.1. CtpykTypa coobueHus onuun 82 DHCP

CoobuieHne DHCP moxeT nmeTb HECKOIbKO CErMEHTOB ONuni, onumsa 82 oguH U3 HUX.
OHa pgomkHa ObiTb Nocne Apyrux onuumin, Ho 4o onuum 255. BoT ee hopmar:

Code Length Agent Information Field
82 z Sub Sub sub | | sub
Option 1 | Option 2 | Option 3 Option M

Code: npencraBnsaeT NopsigKoBbIA HOMEP ONUUK MHAOPMALMKM PETPaHCIUPYHOLLEro areHTa,
onums 82 Tak HasbiBaeTcst notTomy, Yto RFC3046 onpeaenseT ee kak 82.

Len: konnyecTtBo 6anT B None nHdopmMaumm areHta, He Bkovasi Apa 6anta B cermeHTte Code
n cermeHTe Len.

Onuna 82 MOXeT UMETb HECKONbKo cyb-onumin, TpebyeTcs Kak MUHMMYM OogHa cyb6-onuus.

RFC3046 onpegensieT cnegyowme ase cyd-onumm, dopmMaTt KOTOPbIX NOKa3aH HUXKE:

SubOpt  Length Sub-option Value

1 N s1 s2 s3 sM
SubOpt  Length Sub-option Value

2 N i1 i2 i3 iM

SubOpt: nopsakosbin Homep cy6-onuuun, nopsakoBbin Homep cy6-onuum Circuit-ID — 1,
nopsiakoBbIi Homep cy6-onumm Remote ID — 2.

Len: konuyecTtBo 6anT B cyG-onuumn, He Bkovas aea GanTta B cermeHTe SubOpt n cermeHTe

Len.
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28.1.2. MexaHu3m paboTbl onuun 82

Discovery JDHCPlOnum 82]
o
Request JDHCPlOI‘ILLMFI 82

A

DHCP-knment  DPHCP-petpancnsTop/

areHT DHCP-cepeep

PucyHok 28-1. inarpamma notokos onumu 82 DHC

Ecnn DHCP petpaHcnvpyowmin areHT nogaepxvsaeT onumio 82, DHCP-knueHT gomxeH
NponTn cregyrowmne 4veToipe wara, 4Tobbl nonyunte IP-agpec ot DHCP-cepsepa: discover,
offer, select n acknowledge. NMpotokon DHCP cneagyeT npuBegeHHoON Hke npouenype:

1. DHCP-KNUeHT Npu MHMUManm3aLmm nocbinaeT LWmMpoKoBeLaTenbHoe coobLueHre
3anpoca. 3To coobLeHne He nveeT onuun 82.

2. DHCP-peTpaHcnupylowmn areHT godasut onumio 82 k coobLyeHmio 3anpoca, KoTopoe
OH nony4uT, 3aTeM nepeLuneT a1o coobweHne DHCP-cepsepy. Mo ymonyaHuto
cy6-onumsa 1 onumn 82 (Circuit ID) 310 nHpopmaums ob nHTepdence, kK KOTOpomy
nogkntoyeH DHCP-knueHT (VLAN 1 dpmnsnyeckorn nopT), HO Nonb3oBaTeNlb MOXET
HacTpouTb Circuit ID no cBoemy ycmoTpeHuto. Cyb-onuusa 2 onumm 82 (Remote ID)
aTto MAC-agpec yctpouctea DHCP-peTpaHcnaTopa.

3. lMocne nony4vernnss DHCP-3anpoca DHCP-cepBep Bblaenut knueHTy IP-agpec n
APYryto MHpopmMaumio, B COOTBETCTBUM C NPeAHaCTPOEHHbIMU NONINTUKaMU U
nHdopmaumen B onumm 82. 3atem oH Hanpaent DHCP-peTpaHcnmpytowemy areHTy
oTBeTHoe coobueHne ¢ DHCP-koHdurypaumen n onuunen 82.

4. DHCP-peTpaHCnmpyloLWwmii areHT O4NCTUT OTBETHOE coobLLeHME OT onumm 82 u
HanpaBWUT €ro KINEHTY.

28.2. Cnucok 3apgay KoHdurypauum onumumn 82 DHCP

1. Bkmountb onuuio 82 DHCP peTpaHCnvpyloLero areHTa.

HactpouTb atpubyThl nHtepderica onumm 82 DHCP.

Bkntountb onumto 82 DHCP-cepeepa.

HacTtpouTb cbopmat no ymonyaHuio onumm 82 DHCP-peTpaHcnupyoLero areHra.
HacTtponTb pasgenutens.

Hactpontb meToq co3gaHus onumm 82.

lMpoBoanNTb AMarHOCTUKY 1 nogaepkky onumm 82 DHCP.

No ok wN
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1. BknounTtb onuuio 82 DHCP-peTpaHcnupytoLero areHTa.
KomaHpa OnucaHue
Pexxnm rmob6anbHOro KoHcpurypmpoBaHus
ip dhcp relay information option BkntovaeTr  dyHkuMmM  onuum 82  Ha
no ip dhep relay information option peTpaHcnMpyloLweM areHTe KommyTaTopa.
KomaHga «no» BbIKMoYaeT yHKLMIO

2.

HacTtpouTb atpmnbyTbl UHTEpPhenca onuumn 82 DHCP.

KomaHpa

OnucaHue

Pexum koHdurypaumum natepcgenca

ip dhcp relay information policy {drop | keep |
replace}

no ip dhcp relay information policy

YcTaHaBnMBaeT MNOMUTUKA  peTpaHcnaumm
COOOLLEHNS, KOTOPOE YXKE COAEPXKUT OMuMI0
82. Pexxum drop o3HavaeT, 4To coobuieHue,
cogepxagee onuuo 82, BygoeTt oTbpoLLeHO
b6e3 kakon-nmbo obpaboTkn. Pexum keep

O3Havaer, 4yTO cuctema oCTaBuUT
opurMHanbHyto onumio 82 K nepepact
coobuweHne cepeepy. Pexum replace
O3Havaer, yTO cuctema 3aMeHuT

CYLLECTBYIOLLYIO onumto 82 cBoen 1 nepegact
coobuweHne cepeepy. KomaHga  «no»
YCT@HOBUT  MOMUTUKY B  PEXUM MO
ymon4aHuio — replace

Ip dhcp relay information option subscriber- id
{standard | <circuit-id>}

No ip dhcp
subscriber-id

relay information option

YcraHaBnueaeT dpopmaTt cyb-onumm 1 onumm

82 (Circuit ID), standard o3HadaeT
CTaHOapTHble Ha3BaHWA VLAN "
dm3nyeckoro nopTa, Hanpumep,
«Vlan2+Ethernet1/0//12», <circuit-id> 310
coXxepxaHue circuit-id, 3agaHHoro
none3oBatenem (cTpoka He 6Gonee 64
cumBosoB). KomaHga «no»  ycTaHOBUT

CTaHOapTHbIN dhopmaT

Pexum rmobanbHoro

KoHdurypupoBaHus

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-id

YctaHaBnuBaeT dopmaT cy6-onumm 1 onuun
82 (Remote ID). KomaHga «no» yctaHOBWUT
CTaHOapTHbIN dhopmaT
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3. Bkntouuntb onumo 82 DHCP-cepBepa.
KomaHpa OnucaHue
Pexum rmo6anbHoro koHurypmpoBaHus
ip dhcp server relay information enable Mossonser DHCP-cepsepy kommyTaTopa

no ip dhcp server relay information enable

vaoeHTuduumposaTte onuno 82. KomaHga
«NO» OTKNtOYaeT 3Ty PYHKLMIO

4. HacTtpouTb hopmaT no ymondaHmo onumm 82 DHCP-peTpaHCnMpytoLwero areHra.
KomaHpa OnucaHue
Pexum rmob6anbHOro KoHdUrypmpoBaHus

ip dhcp relay information option subscriber- id
format {hex | acsii | vs-hp}

YcranasnuaeT coopmat subscriber-id onunn
82 peTpaHcnupytoLero areHTa

ip dhcp relay information option remote-id
format {default | vs-hp}

YcranasnusaeT popmaT remote-id onumm 82
peTpaHCNMpyoLero areHTa

5. HacTpouTb pasgenurens.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus
ip dhcp relay information option delimiter | Hactpansaet pasgenuTtens Kaxkgoro
[colon | dot | slash | space] napametpa cyb6onumin B onuumn 82 B
no ip dhcp relay information option delimiter | [100@nbHOM  pexwme.  Komakpa  «no»
BOCCTaHaBnvBaeT pasgenutenb no

ymMon4yaHuio — slash

6. HacTtpouTb MegoT cosgaHuna onumm 82.

KomaHpa

OnucaHue

Pexum rmobanbHoro

KOoHdurypupoBaHus

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTtaHaBnuBaeT MedoT co3gaHusa onuun 82,
nonb3oBaTenu MOryT  CaMOCTOSITENbHO
onpegenuTb napameTpbl cyb-onuun remote-
id

ip dhcp relay information option self- defined
remote-id format [ascii | hex]

YcTaHaBnuBaeT nosib3oBaTenbCkun dopmat
remote-id gns onumn 82
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KomaHpa OnucaHue

ip dhcp relay information option self- defined | YctaHaBnuBaeT meTtoz co3gaHus onumm 82,
subscriber-id {vlan | port | id (switch-id (mac | | none3oBaTenn  MOryT  CaMOCTOATESNbHO
hostname)| remote-mac)| string WORD} onpeaenuTb NnapameTpbl cyb-onuuum circuit -id

no ip dhcp relay information option self-
defined subscriber-id

ip dhcp relay information option self- defined | YctaHaBnvBaeT nornb3oBaTensckun dopmart
subscriber-id format [ascii | hex] circuit -id gnsa onuun 82

7. TMpoBoanTb ANArHOCTUKY U nogaepxky onunm 82 DHCP.

KomaHpa OnucaHue

Pexum agMuHucTpartopa

show ip dhcp relay information option OTobpaxaeT WHAOPMALMIO O COCTOSAHUM
onumm 82 B cucTeMme, BKMN4Yas Bce
napameTpbl HACTPOWKN

debug ip dhcp relay packet Mcnonbayetcsa ans oToBpaxeHns
nHopmaumm 06 o06paboTke nakeToB B
DHCP-peTpaHcnvpyoLlem areHTe, BKIoYast
aenctemsa «4obaBnTb» U «OYUCTUTBY

28.3. NMpumepbl npumeHeHus onuumn 82 DHCP

KommyTarop A

[ AN —

DHCP-peTtpaHcnaTop
KommyTtatop C

DHCP-knueHT MNMK1 VLAN2:Ethernet1/0/2

VLANZ:Ethernet1/0/3

DHCP-cepeep

KommyTatop B

DHCP-knueHT MNK2

PucyHok 28-2. Tunoson npumep npumeHenuns onummn 82 DHCP

B naHHoOM cxeme oba koMmyTaTopa BTOPOro ypoBHA (A M B) nogkntouveHbl K KOMMyTaTopy
TpeTbero ypoBHs (C), koTopbi nepegaet DHCP-3anpockl oT knneHToB cepsepy. Ecnun onuusa
82 BblknoveHa, DHCP-cepBep He CMOXET pacrno3HaTb, U3 KakoW MOACETM KIUEHT, U BCE
KNWeHTbI, NoaKtoYeHHble K SwitchA 1 SwitchB, 6yayT nony4aTts agpeca 13 obLiero agpecHoro
nyna DHCP-cepBepa. lNocne BkntoveHusa onuun 82, T.K. KommyTaTop 3 gobaBnseT K 3anpocy
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WMHdopMaLMIo 0 NOpTe, CeEpPBEP CMOXET Pacno3HaTb, B KAKOW CETU HaXoaUTCs KNMeHT (SwitchA
unu SwitchB) 1, Takum 06pa3omM, CMOXET BblAENATb pa3HOe agpecHOe NPOCTPAHCTBO ABYM
noaceTam, YToObl yNpOCTUTb yNpaBeHne CeTblo.

KoHdurypaums SwitchC (MAC agpec 08:B6:C3:00:00:01):

Linux

Switch3(Config)#service dhcp

Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3

Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

ISC DHCP-cepep nogaepxumBaeT onuuio 82, ero KOHUrypaunoHHbin pain

/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2ClasSwitchAx{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/2» and option agent.remote-
id=08:B6:C3:00:00:071;

}

class "Switch3Vlan2ClasSwitchBx»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3» and option agent.remote-
id=08:B6:C3:00:00:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {

option routers 192.168.102.2;

option subnet-mask 255.255.255.0; option domain-name "example.com.cn";
option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";
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}

pool {

range 192.168.102.51192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";

}
}

Tenepb DHCP-cepBep 6ygeT BblgensaTb agpeca Ans y3noB ¢ KOMMyTaTopa 2 M3 gnanasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommytaTopa 1 M3 gnanasoHa 192.168.102.51 ~
192.168.102.80.

28.4. Nouck HeucnpaBHocTen onummn 82 DHCP

Onuwna 82 DHCP peanusoBaHa kak noadyHkumna mogyns DHCP-peTtpaHcnsTopa. MNpexae, yem
€€ ncnonb3oBaTtb, Heobxoanmo ybeautbes, 4To DHCP-peTpaHcnupylowmn areHT HacTpoeH
npasunbHO.

Onuwna 82 tpebyet B3anmogenctemss DHCP-peTtpaHcnsaTopa u DHCP-cepsepa. DHCP-cepsep
OOJKEH YCTaHOBUTb MOMUTUKY BblOENEHUsT afpeCcoB OCHOBbLIBAsSICb Ha CETEBOW TOMOSIOMU
DHCP-peTpaHcnaTopa, HO, Aaxe ecnu peTtpaHcnaTop paboTtaeT HopManbHO, BblgereHue
agpecoB MoxeT He nonyuutbcd. Ecnu B ceTn 6Gonblie ogHOro peTpaHcnatopa, yaenute
BHMMaHue nonutuke nepegayn DHCP-3anpocos.

Mpn peanusaumm dyHkumm onuum 82 DHCP-peTpaHcnaTtopa, nogpobHas uHdopmMaumusa o
npouecce paboTbl yHKuMK onummn 82 DHCP-peTpaHcnaTopa MOXeT BbITb NOfy4YeHa KOMaHLOoM
«debug ip dhcp relay packet». 9Ta nHopmaums MOXeT NOMOYb B MOMCKE HEUCTIPABHOCTEN.

Mpn peanusauun dyHkumn onumnmn 82 DHCP-cesepa, nogpobHas uHdopmMaumsi 0 npouecce
paboTbl dyHKLMK onumn 82 DHCP-cepeepa MoxeT ObiTb nonyyeHa komaHgon «debug ip dhep
server packet». 9Ta nHopmaums MOXET MOMOYb B MONCKE HENCTIPABHOCTEN.
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Oorunn 60 N 43 DHCP

29. Onunnm 60 1 43 DHCP

29.1. BBegeHue B onuuu 60 n 43 DHCP

DHCP-cepBep aHanuaupyeT nakeTbl oT DHCP-«nneHTa. Ecnn npuxogut naket ¢ onuuen 60,
cepBep npuHUMaeT peleHne Bosepawate i DHCP-knueHTy naketel ¢ onuuen 43 B
cooTBeTCTBMM C onumen 60 n HacTpameaeT napameTpbl 60 1 43 B agpecHOM NpPOCTpaHCTBe

cepsepa DHCP.

HacTponka cooTBeTcTBYtOWMX onumi 60 1 43 B agpecHom npoctopaHcTee DHCP-cepBepa:

1. B agpecHom npoctpaHcTBe HacTpameatoTcs onuum 60 1 43 0AHOBPEMEHHO.
Mpuxognut DHCP-nakeT ¢ onuunen 60 ot DHCP-knMeHTa, ecnu oH coBnagaeT c
onumen 60 agpecHoro npocTtpaHcTBa DHCP-cepeepa, DHCP-KAMEHT nonyy4mT onuumio
43, HaCTPOEHHYIO B afpeCHOM NpocTpaHcTBe, UHave onums 43 DHCP-KNneHTy He

BO3BpaLlaeTca.

B agpecHOM nNpocTpaHCTBE HAacTpanBaeTcs TONbKO onuus 43, coBnaaaroLas ¢

nto6on onuuen 60. Ecnu nonyyeH DHCP-nakeT ¢ onumen 60 ot DHCP-knueHTa, TO
DHCP-knNueHT nony4ynt onuuio 43, HACTPOEHHYIO B a4peCcHOM NPOCTPaHCTBE.

nonyynT onumio 43.

Ecnn B agpecHoM NpocTpaHCTBE HAacTpoeHa Tonbko onums 60, To DHCP-KAneHT He

29.2. Hactpouka onuuu 60 n 43 Ha DHCP

1. BasoBble HacTporkm onuun 60 n 43.

KomaHaa

OnucaHue

Pexunm koHdurypaumm agpecHoro npoctpaHcTBa

option 60 ascii LINE

HacTponka onummn 60 B CUMBOJSIbHOW CTPOKE B
dopmarte ascii B pexmve
ip-agpecHoro npocTtpaHctea DHCP

option 43 ascii LINE

HacTponka onumn 43 B CUMBOJTbHOW CTPOKE B
dopmarte ascii B pexmve
ip-agpecHoro npoctpaHctea DHCP

option 60 hex WORD

HacTtpoika onumm 60 B CMMBOSIbHOW CTPOKE B
dopmaTe hex B pexume
ip-agpecHoro npoctpaHctea DHCP

option 43 hex WORD

HacTtpoika onunm 43 B CUMBOJSIbHOW CTPOKE B
dopmaTe hex B pexume
ip-agpecHoro npoctpaHctea DHCP

option 60 ip A.B.C.D

HacTtpoika onumm 60 B CMMBOJSIbHOW CTPOKE B
dopmare IP B pexnme
ip-agpecHoro npocTtpaHctea DHCP
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onunm 60 U 43 DHCP W
KomaHpa OnucaHue
option 43 ip A.B.C.D HacTponka onunn 43 B CUMBOJSTbHOW CTPOKE B

dopmarte IP B pexnme
ip-agpecHoro npoctpaHctea DHCP

no option 60 YpaneHne Hactpoek onumm 60 B pexume
agpecHOro NpocTpaHcTea

no option 43 YpaneHne Hactpoek onumm 43 B pexume
aZipecHOro NpocTpaHcTBa

29.3. NMpumep HacTpouku onumm 60 n 43 DHCPV6

KommyTtarop

DHCP-cepBep

Fit AP nonyyaet IP-agpec n onumo 43 — npusHak DHCP-cepBepa pans oTnpaBku
ogHoagpecHoro discovery-3anpoca Ha 6ecnpoBogpbivi koHTponnep. DHCP-cepeep HacTpansaeT
onumto 60 B cooTBeTcTBMM € onumen 60 Fit AP n sosspawaeT 43 onuuto FTP AP.

# Hactpownka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTtpaHeHue HeucnpaBHocTen 60 n 43 onuun DHCP

Ecnn Bo3HukatoT npobnem npu Hactporike DHCP-onumin 60 n 43, noxanyncra yéegurtech, 4To
nNpo6nembl He Bbi3BaHbl CreayHLWMMU NPUYNHAMU:

o [lpoBepbTe BKNtoUeHa M pyHKUmSA cnyxoel DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onumn 60, yéeanTtech, YTO OHO coyeTaeTcs
¢ onumen 60 B nakeTax.
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30. ornuun 37, 38 DHCPV6
30.1. BBegeHue B onuuu 37, 38 DHCPvV6

DHCPv6 (npoTokon AuMHamuyeckon KoHdurypauum xoctoB ansa IPv6) paspabotaH gns
agpecHon cxembl IPv6 M wucnonb3yeTcs [Ans HasHadeHua Xxoctam  |IPv6-npedumkcos,
IPv6-agpecoB 1 gpyrmx KOHOUrypaumoHHbIX NapaMmeTpoB.

Ecnn DHCPvV6-knmMeHT xo4eT 3anpocuTb napameTpbl koHdwurypaumm ot DHCPV6-cepBepa,
Haxogslierocs B APYroM cermMeHte, 10 Anst atoro notpebyetca DHCPV6-peTpaHcnsaTop.
DHCPv6-coobLleHne, MpUHATOE pPeTpaHCrsaTopoM, UWHKancynupyetcs B «relay-forward»
nakeTbl, nepenpaBnsieMble cepBepy, KOTopbli 3aTeM oTBedyaeT DHCPv6-peTpaHcnsaTopy
naketammn «relay- reply». 3aTemM peTpaHCNATOp BOCCTaHaBMMBaeT M3 3TUX MaAKeTOB
DHCPvV6-coobLleHne n NepechiniaeT ero KIMeHTy.

EcTb HekoTopble npobnembl npu mucnonb3oBaHum DHCPV6-peTpaHcnsaTopa, Hanpumep, Kak
HasHaunTb IP-agpec B UKCMPOBAHHOM AMana3oHe KOHKPETHbIM nonb3oBaTenam? Kak
n3bexaTtb HeneranbHOro npuceoeHust |IP-agpecoB, BbI3BAHHOIO aTakoW, HaUeneHHOW Ha
ncyepnaHue cBobogHbix agpecoB? Kak wusbexatb HeneranbHbix DHCPvV6-knneHToB,
ncnoneayowmx MAC-agpec apyrmx KNMeHToB? 3Ty Npobrembl peLuarnTcs NOCpPeaCTBOM ONUUNA
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwnn 37 n 38 DHCPvV6 nogo6Hel onuumn 82 DHCP. DHCPv6-peTpaHcnaTop gobasnsdeT onumm
37 n 38 Kk nepecbinaembiM 3anpocam u ybupaeT 3TM onumuM U3 OTBETOB cepBepa. Takum
obpasom npumeHeHue onuun 37 n 38 Npo3payvyHo ANs KnNueHTa.

Mo onuuam 37 un 38 DHCPv6-cepeep MoxeT ayteHTuduumpoBaTb DHCPV6-knueHTa u
DHCPvV6-peTpaHcnupytoLliee YCTPOMUCTBO, HasHayaTb U yNpaBndATb KIMEHTCKUMU agpecamu,
TeM camMmbIM NpefoTepalwath pas3nmyHele DHCPv6-aTaku. Tak kak cepep onpeaensieT, ¢ Kakoro
nopTta AocTyna npuvwen 3anpoc, OH MOXeET OrpaHNYNTb KONIMYECTBO BblAensieMblX aapecoB Ha
nopT ocTyna, TeM cambiM MpefoTBpaTUTb aTaKy, HaLEeneHHyl Ha ucyeprnaHue agpecos.
OpHako RFC4649 n RFC4580 He onpegenstoT, kak cepeep byaeTt ucnonb3osatb onuun 37 u
38, nonb3oBarterib MOXeT UCMOMb30BaTb UX MO CBOEMY YCMOTPEHUIO.

30.2. Cnucok 3apgayd KoHdurypauum onuum 37, 38 DHCPv6

1. KoHdurypauus 6asosbix onuun Dhepv6 snooping.
2. KoHdurypaums 6asoBbix onumi Dhepv6-peTpaHcnsTopa.
3. KoHdurypaums 6a3oBbix onumn Dhcpv6-cepeepa.

1. KoHdurypauus 6asoebix onuun Dhepv6 snooping.

KomaHaa Description

Pexum rmo6anbHOro KOHUrypmpoBaHus

ipv6 dhcp snooping remote-id option BkntovaeT nogaepxky onummn 37 B DHCPV6
snooping. KomaHga «no»  BblKNYaeT

no ipv6 dhcp snooping remote-id option NOZAEPXKKY
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KomaHpa

Description

ipv6 dhcp snooping subscriber-id option

BkntovaeT nogaepxky onumm 38 B DHCPV6G

no ipv6 dhcp snooping subscriber-id option | SNOOPING.  Komanaa — «no»  BbiKiioaeT
NOLAEPXKKY
ipv6 dhcp snooping remote-id policy {drop | | YcTaHaBnuBaet NONUTUKY nepechbIsiku

keep | replace}
no ipv6 dhcp snooping remote-id policy

nakeToB, yXKe coaepxalmx onumto 37.

drop — cuctema nNpocTo OTOPOCUT nakeTbl C
onuuen 37;

keep — cuctema coOXpaHUT UCXOOHYIO ONUMIO
37 v nepeLwuneT NakeT cepBepy;

replace — cucteMa 3aMeHUT CYLLIECTBYHOLLYHO
onuuto 37 CBOEN 1 NepeLuseT NakeT cepeepy.

KomaHga «no» yctaHaBnuBaeT MNOMUTUKY
replace
ipv6 dhcp snooping subscriber-id policy {drop | YcTaHaBnuBaeT NONUTUKY nepechIsku

| keep | replace}
no ipv6 dhcp snooping subscriber-id policy

nakeToB, y>Ke cogepxawmx onumto 38.

drop — cuctema NpocTo OTOPOCUT NakeThbl C
onunen 38;

keep — cuctema CoXpaHUT UCXOOHYIO OMLMIO
38 1 nepeLuneT NnakeT cepBepy;,

replace — cuctema 3ameHUT CyLLECTBYIOLLYHO
onumio 38 ceoen 1M NepeLuneT NakeT cepeepy.

KomaHga «no» yctaHaBnuMBaeT MONUTUKY
replace
ipv6 dhcp snooping subscriber-id select (sp | | Hactpansaet NoNb30BaTENbCKYHO

sv | pv | spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

KOHGourypaumo onumin subscriber-id, KomaHga
«NO» BOCCTaHaBMMBAET KOHdurypauuo no
YMOJ4YaHu1Io, T.€. 3aBOACKOM HOMEpP BMECTE C
VLAN MAC

ipv6 dhcp snooping subscriber-id select
(splsvlpv|spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

HacTtpaueaeTt NoNb30BaTENbCKYIO
KOHGourypaumo onumin subscriber-id, Komanga
«NO» BOCCTAHaBMMBAET KOHUrypauuo Mo
yMorn4yaHuio, T.e. HasBaHue VLAN BmecTe C
Ha3BaHMEM nopTa
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KomaHpa Description

Pexum KoHduUrypaumm noprta

ipv6 dhcp snooping remote-id <remote-id> 3apaet opmy gobasneHus onuum 37.

no ipv6 dhcp snooping remote-id <remote-id> 310 cogepxaHue nons remote-id
B onpefeneHHon nonb3oBaTtenem onuuun 37,
cTpoka He Gone 128 cumBonoB. KomaHpa
«NO» BOCCTaHaBNUBaeT KOH(Urypauuio mno
YMOMYaHuio, T.e. 3aBOACKON HOMepP BMeCTe C
VLAN MAC

ipv6 dhcp snooping subscriber-id | 3agaet dopmy fobasneHus onumm 38.

< arids _ .
subscriber-id <subscriber-id> 9710 coaepxaHue nons

no ipv6 dhcp snooping subscriber-id subscriber-id B onpegeneHHon
nonb3oBartenem onuun 38, cTpoka He Gone
128 CIMBOJOB. KomaHpa «No»
BOCCTaHaBnvBaeT KOHpurypaumio no
ymon4yaHuio, T.e. Ha3BaHue VLAN BmecTe C
Ha3BaHMeMm nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2"

2.  KoHdurypaumsa 6a3oBbix onumi Dhepv6-peTpaHcnsTopa.

KomaHaa Description

Pexum rmo6anbHOro KoHdurypmpoBaHus

ipv6 dhcp relay remote-id option BkntovaeT nogaepxky onumm 37 B DHCPV6-

no |pV6 dth I‘e|ay remote-id Option peTpaHcnAaTope. KOMaHﬂa «NO» BbIKJTKOYaeT
NoAaaePXKY

ipv6 dhcp relay subscriber-id option BkntouyaeT nogaepxky onumm 38 B DHCPV6-

no |pV6 dth relay subscriber-id Op'[ion peTpaHcnAaTope. KOMaHﬂa «NO» BbIKJTKOYaeT
NoanePXKY

ipv6 dhcp relay remote-id delimiter WORD HacTtpauBaeTt Nonb30BaTENbCKYHO

KOHourypaumo onumn remote-id. KomaHga
«NO» BOCCTaHaBNMBaeT KOHdUrypauuo no
YMOJYaHu1Io, T.e. 3aBOACKOM HOMEP BMeCTE C

no ipv6 dhcp relay remote-id delimiter

VLAN MAC
ipv6 dhcp relay subscriber-id select (sp | sv | | HacTtpauaeTt NoNb30BaTENbCKYHO
pv | spv) delimiter WORD (delimiter WORD |) | koH(purypaumio onumn subscriber-id.
KomaHga no BOCCTaHaBNMBaeT

no ipv6 dhcp relay subscriber-id select

delimiter KOHUrypaumio  No  yMOMYaHuoo,  T.e.

Ha3aHue VLAN BMecTe C HasBaHMeM nopTa
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KomaHpa Description

Pexum koHdurypaumm nHtepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id> 3apaet popmy gobasnenns onuum 37.

no ipv6 dhcp relay remote-id <remote-id> 310 cogep>xaHve nons remote-
id B onpeaeneHHon nonb3oBaTenem onuun
37, ctpoka He bone 128 cumBonoB. KomaHaa
«NO» BOCCTaHaBnuBaeT KOHdurypaumio no
YyMOM4aHuio, T.e. 3aBOACKON HOMEpP BMeCTe C
VLAN MAC

ipv6 dhcp relay subscriber-id <subscriber-id> | 3apgaet doopmy nobasneHuns onumm 38.

no ipv6 dhcp relay subscriber-id <subscriber-id> 3710 copepxaHne nons
subscriber-id B onpeneneHHon
none3oBartenem onumn 38, ctpoka He 6Gonee
128 CUMBOJIOB. KomaHpa «No»

BOCCTaHaBnueaeT KOHdUMrypaumio no
ymornyaHuio, T.e. HasBaHue VLAN BmecTe C
Ha3BaHWeM nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2"

3. KoHdurypaumsa 6asoBbix onumn DHCPv6-cepBepa.

KomaHaa Description

Pexum rmo6anbHOro KoHdurypmpoBaHus

ipv6 dhcp server remote-id option BkntovaeT nogaepxky onumm 37 B DHCPV6-

no ipv6 dhcp server remote-id option cepsepe. KomaHnha  «no»  BbIKNIO4AET
NoAaaePXKY

ipv6 dhcp server subscriber-id option BkntouyaeT nogaepxky onumm 38 B DHCPV6-

no ipv6 dhcp server subscriber-id option cepsepe.  KomaHha  «no»  BbIKNIOYAET
NoanePXKY

ipv6 dhcp use class BknioyaeT  nmoggepxky — MCMNOfb30BaHUSA

DHCPv6-knaccoB rnpu NnpucBOeHUN aapecoB.
KomaHga «no» BbIKNOYaeT 3To, He yaansas
HacTpovikn krnaccoe DHCPv6

no ipv6 dhcp use class

ipv6 dhcp class <class-name> Onpepensier DHCPv6-knacc n BxoguT B
pexum KoHdpurypaumn DHCPvV6- «knacca.

no ipv6 dhcp class <class-name>
KomaHga «no» yaanser knacc
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KomaHpa Description

Pexum KoHdurypaumm nHtepcgenca

ipv6 dhcp server select relay-forward Bknioyaer BbiGOp onuui 37 un 38
no ipv6 dhcp server select relay-forward BHYTPEHHETO  ypOBHA, KOTAa B  TNAaKETe,
npuLeLem oT peTpaHcrsTopa,

CyLlecTBYeT Heckomnbko onuuin 37 unu 38.
KomaHga «no» BO3BpallaeT HACTPOWKY Mo
ymon4yaHuo, T1.e. Bblbop onumni 37 n 38
OpurMHanbHbIX NakeToB

Pexum koHdurypaumm DHCPv6 knacca

{remote-id <remote-id> | subscriber-id | HactpamBaetr onuun 37 un 38, KoTOpbIE
<subscriber-id>} COOTBETCTBYIOT Knaccy

no {remote-id <remote-id> | subscriber-id
<subscriber-id>}

class <class-name> AccouumnpyeT Knacc C nyfnom aapecoB U
BXOAWUT B PEXWUM KOH(purypaumm knacca B
nyne apgpecoB. KomaHga «no» y6upaeTt
accoumaumio

no class <class-name>

address range <start-ip> <end-ip> YcraHaBnuBaeT [guanas3oH agpecoB  AOns
DHCPv6-knacca. KomaHga «no» ypanseTt
AunanasoH. dopma 3anmcu «npedukc/annHa
He nogaepXxvBaeTcs

no address range <start-ip> <end-ip>
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30.3. NMpumepsbl onnumn 37, 38 DHCPV6
30.3.1. Mpumep onuun 37, 38 B DHCPV6 Snooping

KommyTtaTop B

KommyTartop A

1/0/4

1 LI &

MAC-AA MAC-BB MAC-CC

PucyHok 30-1. Cxema onumin B DHCPv6 Snooping

CornacHo cxeme Mac-AA, Mac-BB u Mac-CC — ob6blyHble nonb3oBaTenu, NoAKMoYeHHble K
HegoBepeHHbIM MHTepdencam 1/0/2, 1/0/3 n Va cootBeTcTBeHHO. OHM nonyyawT IP-agpeca
2010:2, 2010:3 u 2010:4 no DHCPv6; DHCPv6-cepBep noAKMO4YEH K [OBEPEHHOMY
nHTepdency 1/0/1. HactpoeHo Tpu NnonuTukK BolgeneHusa agpecos (knaccos), CLASSWITCHA
cootBeTcTByeT onuun 38, CLASSWITCHB cooteetctByeT onumm 37, a CLASSWITCHC —
onumsam 37 u 38. B nyne agpecos EastDormPool 3anpocam, COOTBETCTBYHOLLUMM Kraccam
CLASSWITCHA, CLASSWITCHB n CLASSWITCHC 6yayT Ha3Ha4yeHbl agpeca 13 guanasoHoB
2001:da8:100:1::2—2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 "
2001:da8:100:1::61-2001:da8:100:1::100 cooTBETCTBEHHO. Ha komMmyTaTope A BKIHOYEHa
dyHkumss DHCPvV6 snooping un HacTpoeHbl onuumn 37 u 38.

KoHdburypaums SwitchA:
SwitchA(config)#ipvé dhcp snooping remote-id option
SwitchA(config)#ipvé dhcp snooping subscriber-id option
SwitchA(config)#int e 1/0/1
SwitchA(config-if-ethernet1/0/1)#ipvé dhcp snooping trust
SwitchA(config-if-ethernetl/0/1)#exit SwitchA(config)#interface vlan 1

SwitchA(config-if-vlanl)#ipvé address 2001:da8:100:1::1
SwitchA(config-if-vlani)#exit
SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlan 1

SwitchA(config-if-port-range)#exit
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SwitchA(config)#

KoHdpurypaumsa SwitchB:

SwitchB(config)#service dhcpvé

SwitchB(config)#ipvé dhcp server remote-id option
SwitchB(config)#ipvé dhcp server subscriber-id option
SwitchB(config)#ipvé dhcp pool EastDormPool

SwitchB(dhcpvé-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpvé-eastdormpool-config)#dns-server 2001:1
SwitchB(dhcpvé-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpvé-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpvé-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipvé dhcp class CLASSWITCHA

SwitchB(dhcpvé-class-clasSwitchA-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/1

SwitchB(dhcpvé-class-clasSwitchA-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHB

SwitchB(dhcpvé-class-clasSwitchB-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/2

SwitchB(dhcpvé-class-clasSwitchB-config) #exit
SwitchB(config)#ipvé dhcp class CLASSWITCHC

SwitchB(dhcpvé-class-clasSwitchC-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/3

SwitchB(dhcpvé-class-clasSwitchC-config)#exit
SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHA

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#exit
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHB

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchB-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHC

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config) #exit

SwitchB(dhcpvé-eastdormpool-config)#exit
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SwitchB(config)#interface vlan 1

SwitchB(config-if-vlanl)#ipvé address 2001:da8:100:1::2/64
SwitchB(config-if-vlan1)#ipvé dhcp server EastDormPool

SwitchB(config-if-vlanl)#exit
SwitchB(config)#

30.3.2. NMpumep onuun 37, 38 Ha DHCPv6-peTtpaHcnaTope

Mpumep 1:

Mpu pasBepTbiBaHUKN |IPV6-ceTM ansa BblaeneHus IPv6-agpecoB MoxeT ObiTb MCnonb3oBaHa
dyHkumMsa cepepa DHCPV6 Ha mapLupyTuanpyowem yCTporuCcTBe, ECRK CneunanbHbi cepeep
ncnonb3yeTcsa Ans paBHOMEPHOro pacnpegenennsa un ynpasnexus IPv6-agpecamn. DHCPV6
cepBep noadepxusaetr oba pexuma, C OTcnexumBaHue coctosaHus (stateful) n 6es3 Hero

(stateless).

Ha ypoBHe goctyna ncnonb3yetcs SwitchA gns noaknoveHrs nonb3oBaTenemn obLWwexnTms; Ha
nepsom ypoBHe arrperauun SwitchB, oH HacTpoeH kak DHCPv6-peTpaHcnaTop; Ha BTOPOM
ypoBHe arrperaumm SwitchC HacTpoeH kak DHCPv6G-cepsep, 1 OH COeANHEH C MarncTpanbHOm
ceTbto. Ha komnbloTepax gormkHa ObITb ycTaHoBneHa OC, koTopas nogaepxusaeT yHKUMIO

DHCPvV6 client.

KommyTtatop C
VLAN 1:2001:da8:1:1::1

VLAN 10: 2001:da8:10:1::1 EEEwm

KommyTtatop B

VLAN 1: 2001:da8:1:1::2
VLAN 10: 2001:da8:10:1::2
VVLAN 100: 2001:da8:100:1::1

KommyTtatop A HHHHHET

AN s W Y

DHCPv6-knueHT

DHCPv6-cepsep

DHCPv6-peTpaHcnaTop

PucyHok 30-2. Cxema npumeHenuns onumn B DHCPv6-peTpaHcnsaTope

KoHcpurypaumusa SwitchB:
SwitchB(config)#service dhcpvé

SwitchB(config)#ipvé dhcp relay remote-id option

SwitchB(config)#ipvé dhcp relay subscriber-id option

SwitchB(config)#vlan 10
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SwitchB(config-vlan10)#int vlan 10

SwitchB(config-if-vlan10)#ipvé address 2001:da8:1:::2/64
SwitchB(config-if-vlan10)#ipvé dhcp relay destination 2001:da8:10:1:1
SwitchB(config-if-vlan10)#exit

30.4. Nouck HencnpasHocTten onuun 37, 38 DHCPV6

MakeTbl 3anpocoB, oTcbinaeMble DHCPV6-knneHTOM, 31O multicast-nakeTbl, NOMAyYeHHble
yctponcteom BHyTpM ero VLAN. Ecniv DHCPv6-cepBep xo4yeT nony4vyaTtb NakeThbl OT KMUEHTA,
KNWEHT 1 cepBep O0MKHbI HaxoauTbcst B ogHoM VLAN, MHaye HeobxoaMmo MCronb3oBaTb
DHCPv6-peTpaHcnaTop.

O6paboTka onuun 37,38 npn DHCPV6 snooping MOXeT MpoXoauTb OOHMM W3 Crnenylowmx
0bpa3oB: 3aMeHNTb opuUrnHanbHble onuun 37,38 cBonmu; oTbpocnTb nakeT ¢ onumsamn 37,38;
He BbINONHATL onepaumio gobasneHus, nepegayum unm otépaceiBaHusa nakeTa. Noatomy, ecnm
IPv6-agpec He nony4yeH B COOTBETCTBMM € onumamn 37,38, noxxanyncra, NnpoBepbTe HACTPOMKK
nonntuk DHCPvV6 snooping Ha BTopom ycTponctee. DHCPv6G-cepsep no ymonyaHuio nony4vaet
onumn 37,38 13 naketa, OTNPABIEHHOrO KIIMEHTOM, TaK e MOXET nony4vatb MX U3 NakeTa,
OTNPaBIEHHOIO PETPAHCMASTOPOM.

DHCPv6-cepBep nposepsieT TOSILKO onumm 37,38, pobGaBneHHble nepsbIM
DHCPV6-peTpaHCNATOPOM, 3TO 3HAYUT, YTO B NakeTax peTpaHcnaTopa AencTBUTENbHbI TOSTLKO
onuun 37,38 camoro rry6oKoro ypoBHS.
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31. KOHOUT'YPALIUA DHCP SNOOPING
31.1. BBegenue B DHCP Snooping

DHCP Snooping o03HayaeT, 4TO KOMMYyTaTop HabniogaeT 3a npoueccoM MNpUCBOEHUS
IP-agpecoB no npotokonny DHCP. 3To npegoTtBpawaeT nosiBeHWe HeneranbHbIX
DHCP-cepsepoB n DHCP-atakM nytem HaCTpOMKM LOOBEPEHHbIX U HeAOBEPEHHbLIX MOPTOB.
DHCP-coobuieHne ¢ aoBepeHHbIXx NOpTOB nepepaeTtca 6e3 nposepku. [Mpu  TMNMYHOM
KOH(purypaumm gosepeHHble NOpThbl UCNONb3yTCa Ansa nogknodeHns DHCP-cepeepa unu
DHCP-peTpaHcnaTopa, a kK HegoBepeHHbIM NopTaM NogKNYaTCsa KMeHTbl. C He[oBepEHHbIX
nopToB KommyTaTop OyaeT nepecbinate Tonbko DHCP-3anpockl, HO He oTBeThl. Ecnu ¢
HeoBepeHHoro nopta nomny4veHo coobuieHne DHCP-oTBeTa, KOMMyTaTOp NOAHUMET TPEBOTY
U npeanpumeT onpedesieHHble OeUCTBMS C MOPTOM, COMMacHO HacTponkam, Hanpumep,
BblkntoueHne unu cosganme «black hole». Ecnn BknioyeHa npuesizka DHCP  Snooping,
KOMMYyTaTOp COXpPaHWUT B COOTBETCTBYIOLLEN Tabnuue CBA3YIOLWYIO UHAOPMaUMIO O KaXaoM
DHCP- knueHTe ¢ HepoBepeHHoro nopTta (Bkntovas MAC-agpec, IP-agpec, apengy IP, Homepa
VLAN v nopta). Mimes Takyto uHdopmaumto DHCP Snooping, MOXHO KOMBMHMpPOBAaTL C ApYyriMMun
Moaynsmu, Takumu, kak dot1x n ARP, nnu camoctoatensHO peann3oBaTb KOHTPOSb AOCTyna
nonb3oBaTtenen.

3awmta ot noggenbHoro DHCP-cepBepa: ecnu KOMMYTatop nepexBaTbiBaeT OTBET
DHCP-cepsepa (Bkntovas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHuMeT TpeBory u
npegnpuMeT onpeenieHHble OEWCTBUS, COrMacHO HacTpovkaM (BbIKMKOYEHWE nopTa uim
cosfgaHue «black hole»).

3awwmTta ot neperpy3kn DHCP: 4ytobbl nsbexatb 6onblioro konuyectsa coobuweHnin DHCP,
aTakylLwmx npoueccop, Mofb3oBaTeNb MOXET OrpaHUYUTb  CKOPOCTb  MONyYeHMUs
DHCP-nakeToB Ha OOBEPEHHbIX U HE4OBEPEHHbIX NOpTax.

3anucb gaHHbix npueaskm DHCP (dhcp snooping binding): DHCP snooping npu nepecbinke
DHCP-nakeTtoB 6ygeT 3anucbiBaTb gaHHble (IP + MAC). MOXHO Tak e 3arpy3nTb 3TW JaHHble
Ha cepBep B LeNsiX BOCCTaHOBMEHNS YyTEPAHHOW NHOpMaumn. [lJaHHble NPUBSA3KA, B OCHOBHOM,
NCMNOMb3ylTCS ANA HACTPOMKN AMHAMNYECKMX NOMb30oBaTenbCckmx noptos dot1x. 3a noapo6Hom
nHdopmaumen o dot1x obpaTutech, NoxanyicTta, k rnase «Hactporika dot1x».

[ob6aeneHune caasyowero ARP: moxHO gobaentb ctatnyeckyto cBssky ARP B coOTBETCTBUM C
OVNHAMUYECKMMN OaHHbIMK, YTObbI NpegoTBpaTuTb ARP-MOLLEeHHNYeCTBO.

[obaBneHne OOBEPEHHbIX MONb3oBaTeNen: MOXHO A00aBUTb 3anuUcK B CMIMCOK OOBEPEHHbIX
nonb3oBaTenen B COOTBETCTBUM C NapaMeTpamMu CBSA3YHLWMX AaHHbIX; 3TU MNOMb30oBaTenu
nony4yaT 4OCTyn KO Bcem pecypcam 6e3 dot1x-ayTeHTndumkauuu.

ABTOMaTU4eCKOe BOCCTAHOBIEHME: Yepe3 HEKOTOPOEe BPEMS MOCIe BbIKMOYEHNUS nopTa unu
co3gaHusa «black hole», HyHO aBTOMaTU4eckn ybpaTb 6noknpoBky nopta unu MAC-agpeca n
OTNpaBUTb NP 3TOM MHPOpPMaLMIO Ha cepBep Yepes syslog.

®dyHKuMa xypHana: Korga kommyTtaTop OBHapyxvmBaeT HeHOpManbHble MakeTbl, OH AOIDKEH
OTNpPaBnUTb MHPOPMaLUIO Ha cepBep XypHana Yepes syslog.

LLncdpoBaHme npmBaTHbLIX COOBLLEHMIA: CBS3b MEXOY KOMMYTaTOPOM U BHYTPEHHEN CUCTEMOW
ynpasnennsa 6Ge3onacHocTbio ceTn TrustView npoucxoouT 4yepes npuBaTHble COOBLLEHUS.
Monb3oBaTenu MoryT WKdpoBaTb 3TN coobLLieHns B Bepcun 2.

®dyHKkuna pobasneHne onumn 82: pasnuyHble sub-onuumn 82 gobasnstoTtcs B DHCP-coobuwieHne
B COOTBETCTBMM CO CTaTyCOM ayTeHTUMKaLMM NONb30BaTeNS.
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31.2. MocnepoBaTenbHOCTL 3aaay koHdurypaumm DHCP Snooping

Bkntounts DHCP Snooping.

BknounTb doyHKumio npuesaskn DHCP Snooping.

BknounTb doyHKkumio npuesaskn ARP DHCP Snooping.

BknounTb doyHKkumio onummn 82 DHCP Snooping.

YcTaHoBUTL BEPCUIO NPUBATHbLIX MAKeTOB.

YcTaHoBUTb 3angpoBaHHbIn Koy DES Ana npyBaTHbLIX NakeTos.
YctaHosuTb agpec DHCP-cepBepa.

HacTpouTb AoBepeHHbIE MOPTHI.

BknounTb doyHKumio npuesaskn DHCP Snooping DOT1X.
BknounTb doyHKumio npuesaskn DHCP Snooping USER.

. Jo6aBnTb 3anvcy B CTaTUYECKUIN CNINCOK.

. YCTaHOBUTb OENCTBUA 3aLUUTHI.

. YcTaHOBUTb orpaHnyeHne ckopoctn nepegaydn DHCP-coobeHunn.
BkntounTb oTnaaky.

HactpouTb atpubyTsl onumm 82 DHCP Snooping.

=

©OCXNOOO AN

e e e e e
s wN PO

1. Bxknwoumts DHCP Snooping.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

ip dhcp snooping enable Bkntountb/Bbikntounte DHCP Snooping
no ip dhcp snooping enable

2. Bxknountb doyHkumio npmesskun DHCP Snooping.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

ip dhcp snooping binding enable BkntounTb/BbikNoUNTb YHKUMIO npuBadkn DHCP

no ip dhcp snooping binding enable Snooping

3. Bxmountb doyHkumio npmesskn ARP DHCP Snooping.

KomaHaa OnucaHue

Pexnm rmobanbHOro KoHcurypupoBaHus

ip dhcp snooping binding arp BkntounTb/BbIKMIOUNTE  (pyHKUMIO NpuBA3ku ARP

no ip dhcp snooping binding arp DHCP Snooping
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4.

BknounTb doyHKkumio onummn 82 DHCP Snooping.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

ip dhcp snooping information enable
no ip dhcp snooping information enable

BknounTb/BbIKNIOUNTE pyHKUMIO onuun 82 DHCP
Snooping

5. YcTaHoBUTb BEpPCUIO NPUBATHLIX NMAaKeTOB.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

ip user private packet version two
no ip user private packet version two

HaCTDOVITb/y,ElaJ'IVITb BEPCUIO NPUBATHbLIX NMAaKeTOB

6. YcrtaHoBUTb 3awwmdpoBaHHbIn Koy DES ansa npuBaTHbIX NAKETOB.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

enable trustview key 0/7 <password>
no enable trustview key

HacTtpouTb/yganutb 3awmndpoBaHHbin knod DES
ANSA NpYBaTHBLIX NaKeToB

7.

YcraHoBuTb agpec DHCP-cepeepa.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr> (secondary|)

no ip user helper-address (secondary|)

Hactpoutb/ygannte agpec DHCP-cepBepa

8. Hactpoutb foBEepeHHbIE NOPTLI.

KomaHpa

OnucaHue

Pexum KoHdurypaumum noprta

ip dhcp snooping trust {vlan <vlan-list>}

no ip dhcp snooping trust {vlan <vlan-
list>}

Cpoenatb nopT [oBepeHHbIM. KomaHga «no»

OTMEHSIEeT HaCTPOMKY
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9.

BknounTb dyHKkumio npuesaskn DHCP Snooping DOT1X.

KomaHpa

OnucaHue

Pexum KoHdurypaumm nopta

ip dhcp snooping binding dot1x
no ip dhcp snooping binding dot1x

BknounTb/BbIKNOUNTE YHKUMIO npuBa3kn DHCP
Snooping DOT1X

10. Bkntountb cpyHKumio npmeaskm DHCP Snooping USER.

KomaHpa

OnucaHue

Pexum KkoHdurypaumm noprta

ip dhcp snooping binding user-control

no ip dhcp snooping binding user-
control

BknounTb/BbIKNOUNTE YHKUMIO NpuBa3kn DHCP
Snooping USER

11. Jo6aBuTb 3annucu B CTaTU4YECKUi

CMUCOK.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

ip dhcp snooping binding user <mac>
address <ipAddr> vlan <vid> interface
(ethernet)) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

[obaBuTb/yganntb 3anncK B CTaTUYECKUIA CIMCOK

12. YcTtaHOBUTb AENCTBUA 3aLLUTHI.

@ §) QTECH
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KomaHaa OnucaHue
Pexnm koHdurypaumm nopra
Ip dhcp snooping action | YcTaHOBUTL/OTMEHUTL aBTOMaTun4yeckme
{shutdown|blackhole} [recovery | 3alWnTHbIE AENCTBUA HA NOpPTaX
<second>]
no ip dhcp snooping action
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13. YcraHoBUTb orpaHudeHne ckopocTtu nepenadn DHCP-coobLueHu.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTb OrpaHNYeHMe CKOPOCTM nepenayn
DHCP-coobLeHuit

14. BkniouvTb OTNAAKYy.

KomaHpa

OnucaHue

Pexunm agmmHucTpatopa

debug ip dhcp snooping packet
debug ip dhcp snooping event

debug ip dhcp snooping update
debug ip dhcp snooping binding

Moxanyncra, obpaTuTecb K COOTBETCTBYHOLLEN
rnaBe nomcka HeMcnpaBHOCTEN

15. HactpouTb atpnbyTbl onumm 82 DHCP Snooping.

KomaHaa OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus
ip dhcp snooping information option | YcTtaHaBnuBaeT cdopmat subscriber-id onuum

subscriber-id format {hex | acsii | vs-hp | vs-
huawei}

82 DHCP snooping

Ip dhcp shooping information option remote-id
{<remote-id> | standard | vs-cisco | vs-huawei}
no ip dhcp snooping
remote-id

information option

YcTaHaBnuBaeT cofepxaHue  cy6-onumu
remote-id onuun 82. KomaHpa  «no»
BO3BpallaeT cTaHAapTHbIM oopmaT

ip dhcp snooping information option allow-
untrusted

no ip dhcp snooping information option allow-
untrusted

Paspelwaet HeJoBEepPEHHbIM noptam
npuHumMaTtb DHCP-nakeThl ¢ onumen 82. Ecnn
He BKIIOYEHO, BCE HeAOBEepeHHble MNopThl
OynyT otbpacbkiBate DHCP-nakeTtbl ¢ onumen
82

Ip dhcp snooping information option delimiter | YcranaBnueaeT pasgenuTtenb ans
colon | dot | slash | space napameTpoB cy6-onuuin onuumn 82. KomaHpa
I dot | slash y0 Y 82. K
no ip dhcp snooping information option ¢NO» YCTaHaBnuBaeT  paspenutens o
delimiter ymonyaxuio — slash
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KomaHpa OnucaHue

ip dhcp snooping information option self- | 3agaetT wMeTtog cos3gaHus  onumn 82,
defined remote-id {hostname | mac | string | nonb3oBaTenn  MOryT  CaMOCTOSITENBHO

WORD}

no ip dhcp snooping information option self-
defined remote-id

onpenenuTb napamMeTpbl cyG-onummu remote-
id

ip dhcp snooping information option self-
defined remote-id format [ascii | hex]

Monb3oBaTenbckmi opmat remote-id ans
onuun 82

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id (switch-id
(mac | hostname)| remote-mac) | string
WORD}

no ip dhcp snooping information option type
self-defined subscriber-id

3apaetr wmeTogq co3gaHuMa  onumu 82,
nonb3oBaTenmu MOryT  CaMOCTOATENbHO
onpegenuTb NapameTpbl cyb-onuun circute-
id

ip dhcp snooping information option self-
defined subscriber-id format [ascii | hex]

Monb3oBaTenbckui opmat circuit-id  ans
onuun 82

Pexunm koHdurypaumm nopra

Ip dhcp snhooping information
subscriber-id {standard | <circuit-id>}

option

no ip dhcp snooping
subscriber-id

information option

YcTaHaBnuBaeT codepxaHue  cy6-onuuu
circuit-id  onumm 82. KomaHpga  «no»
BO3BpallaeT cTaHAapTHbIM oopmaT

31.3. TunoBoe npumeHeHmne DHCP Snooping

Ack
DHCP
KommyTtarop x
DHCP-knueHt 1/0/10 DHCP-knuneHT
IP:1.1.1.5 IP:1.1.1.6
MAC:AA 1/0/11 1/0/12 =00 MAC:BB
DHCP-cepBep
PucyHok 31-1. Tunosou npumeHeHue
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Kak nokasaHo Ha pucyHke, ycTponcTBo Mac-AA — 0ObIYHbIV NONb30BaTENb, NOAKMOYEHHbIN K
HegosepeHHomy nopTy 1/0/1 kommyTaTopa, nonyyaet IP-HacTponku yepes DHCP, IP-agpec
knueHTta 1.1.1.5. DHCP-cepBep 1 W03 NOAKNOYEHblI K JOBEPEHHbIM NopTaM KOMMYyTaTopa,
1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noymblneHHuk Mac-BB, nogknoyeHHbIn K HeoBEPEHHOMY
nopty 1/0/1 kommyTaTtopa, neitaetca nogaenats DHCP-cepsep (nockinas naketel DHCPACK).
®yHkuna DHCP Snooping Ha kommyTaTope 3hdeKTUBHO OOHaPYXMUT 1 BNokMpyeT Takon Tun
ceTeBOW aTaku.

MNMocnenoBaTenbHOCTb HACTPOWKY:
switch#
switch#config
switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/0/11
switch(Config-1f-Ethernet1/0/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/11)#exit
switch(config)#interface ethernet 1/0/12
switch(Config-If-Ethernet1/0/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/12) #exit
switch(config)#interface ethernet 1/0/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#
31.4. NMouck HencnpasHocten DHCP Snooping

31.4.1. HabnoaeHue u oTnago4vyHasa uHdopmauyms

KomaHga «debug ip dhcp snooping» MoxeT ObiTb UCMOMb30BaHa Afd NOfyYeHne OTnagouHom
nHdopmaumn.

31.4.2. NMomolb B NOUCKEe HEUCNPABHOCTEN

Ecnn BosHukaeT npobnema c wucnonb3oBaHnem dyHkuum DHCP Snooping, noxanywncrta,
npoBepbTE cregyroLlee:

BknitoueHa nu dyHkumss DHCP Snooping rno6anbHo;

Ecnu nopT He pearnpyet Ha noxHblin DHCP-nakeT, npoBepbTe, HACTPOEH N 3TOT MOPT Kak
HeOBEPEHHLIN.
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32. ObWAA MHOOPMALINA

32.1. NapaHTUA " cepBUC

Mpouenypa n Heobxoaumble AEWCTBUA NO BOMpoOcam rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE O0BCNYKMBAHNE ».

O3HakoMnUTbCs C MHpOpMaLUMen No BoNpocam TeCcTMpoBaHMa 060pyaOBaHNSE MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

32.2. TexHn4yeckKasi noaaepxka

Ecnn Bam Heobxoaumo copencTBuMe B BOMpoOcax, Kacarlwmxcsi Hawero obopyaoBaHusi, TO
MO)KETe BOCMONb30BaTbCs Hallel aBTOMaTU3MPOBAHHOW CUCTEMOW 3amnpOCOB TEXHUYECKOrO
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn oduc +7 (495) 477-81-18

32.3. OneKkTpoHHas Bepcusi AOKyMeHTa
[aTa nybnunkaumn 13.08.2024

https://files.qtech.ru/upload/switchers/QSW-4530/QSW-4530 _user_manual.pdf
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