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1 HA3SHAYEHUE NPOrPAMMDbI
1.1 MporpammHoe obecneyeHne yCTaHABAIMBAETCA HA KOMMYTATOP.

KommyTaTop — YCTPOICTBO, npegHasHa4yeHHoe ana coeguHeHun
HECKO/IbKMX Y3/10B KOMMNbIOTEPHOW CeTU B Npeaenax O4HOro UM HECKOJIbKMX CErMEHTOB CETH.
B oT/iMume oT KoHueHTpaTopa (1 yposeHb OSI), KOTOpbIN pacnpocTpaHAeT TpaduK OT OL4HOro
NOAK/NOYEHHOIO YCTPOMCTBA KO BCEM OCTa/IbHbIM, KOMMYTAaTOp nepefaéT AaHHble TOJ/IbKO
HenocpeaCcTBEHHO NoslyyaTento (MCKAYEeHUe COCTaBNAET WNPOKOBELLATebHbIM TpaduK BCEM
y3nam cetM u TpaduK ANA  YCTPOWUCTB, AN KOTOPbIX HEU3BECTEH WCXOLALMA  MNopT
KOMMyTaTopa). 3TO MOBbIWAET NPOU3BOAUTENBHOCTL W 6He3onacHOCTb ceTu, u3baBnsaA
OCTa/lbHble CErMmeHTbl CeTU OT HeobxoAMMOCTU (M BO3MONKHOCTM) 0b6pabaTbiBaTb AaHHbIE,
KOTOpble MM He NpeHa3HaAYaIUCh.

KommyTaTop XpaHWUT B MamATK (T.H. aCCOLMATMBHON NaMATH) TabanLy KOMMYTaLUK, B KOTOPOW
yKasbiBaeTca cooTtBetrctBue MAC-agpeca y3na nopty Kommytatopa. [lpu BKAOYEHUM
KOMMyTaTopa 3Ta Tabauua nycta m oH paboTaeT B pexume obyyeHua. B aTom pexunme
noctynawowue Ha Kakoh-nmbo nopT JaHHble nepefaroTcA Ha BCe OCTajlbHble NOpPThI
KommyTaTopa. Mpu 3ToM KOMMyTaTop aHanusupyet épeiimbl (Kagpbl) n, onpesenvs MAC-
afipec XOoCTa-OTNpaBuUTENA, 3aHOCUT ero B Tabaunuy Ha HeKoTopoe BpemA. Bnocneactsuum, ecam
Ha O4MH M3 NOPTOB KOMMYTATOpa NOCTYNWUT Kaap, npeaHasHavyeHHbIM gns xocta, MAC-aapec
KOTOPOro yKe ecTb B Tabauue, To 3TOT Kaap byaet nepesaH TONbKO Yepes NopT, yKa3aHHbIM B
Tabnuue. Ecnn MAC-agpec XxOCTa-nonyvatena He acCouMMPOBAH C KakMM-Mbo noptom
KOMMyTaTopa, TO Kaap OyaeT oTnpaB/ieH Ha BCe MOPTbl, 3@ WUCKAOYEHWEM TOro mnopTa, C
KOTOPOro oH 6bin nonyyeH. Co BpemeHeM KOMMYTATOp CTPOMUT Tabauuy ANA BCEX aKTUBHbIX
MAC-agpecoB, B pe3ynbTaTe TpapuK nokanmsyetcs. CTOUT OTMETUTb Manyl NaTEHTHOCTb
(3aeprKKy) M BbICOKYHO CKOPOCTb MEPECHINIKM HA KaXKAOM NOpTy UHTepdeica.

[nAa BpeMeHHOro XpaHeHMA ¢GperMoB M Moc/ieayowen UX OTNPABKM MO HYXXHOMY agpecy
KOMMYTaATOp MOXET Wucnonb3oBatb 6Oydepusaumnto. bydepusauyma moxKeT ObiTb TaKkKe
MCNoNb30BaHa B TOM C/ly4ae, Korga MopT MyHKTA HasHauyeHuA 3aHAT. bydepom HasbiBaetca
061aCcTb NAMATK, B KOTOPON KOMMYTATOP XPaHUT NepesaBaemble AaHHbIE.

Bypep namatM MOXKeET MCNosb30BaTb [JBa METOAA XPAHEHMA U OTMPaBKU  PpPerimoB:
6ydepusauyma no noptam m bydepmusauma ¢ obwen namatblo. Mpu bydepmnsaunm no nopram
MaKeTbl XpaHATCA B odepeaaAx (queue), KOTopble CBA3AHbI C OTAENbHbIMU BXOAHbIMW NOPTAMMU.
MakeT nepefaértca Ha BbIXOAHOM MOPT TONbKO TOrAa, Korga Bce ¢perimbl, HaxoauBLIMecH
Bnepean Hero B oyepeam, bblan ycnewHo nepegaHbl. [pyM 3TOM BO3MOXKHA CUTyaLumA, Korga
oAMH bpenm 3a4epKUBAET BCIO ovepesb M3-3a 3aHATOCTM MOPTa €ro NyHKTa HasHavyeHus. ITa
3a/epKKa MOXKeT NMPOUCXOANUTb OaXKe B TOM Cay4vae, Korga octanbHble dpperimbl moryT b6biTb
nepegaHbl Ha OTKPbITble MOPTbl UX MYHKTOB Ha3HAYeHMUSA.

Mpu bydepmsaumm B obLLen NamaATh Bce ppelimbl XpaHATCA B 0bwem bydepe namsaTn, KOTOPbIN
MCNONIb3yeTCA BCEMWM MOpPTamMuM KommyTaTopa. KosimyecTtBo namsaTW, OTBOAMMON MOPTY,
onpeaenaeTca TpebyembiMm emy KONMYECTBOM. TaKOW MeTOZ Ha3blBAeTCA AUMHAMUYECKUM
pacnpeaeneHnem bydepHoit namatu. Mocne atoro ¢perimbl, Haxogmslumnecs B bydepe,


https://ru.wikipedia.org/wiki/%D0%A3%D0%B7%D0%B5%D0%BB_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D0%B3%D0%BC%D0%B5%D0%BD%D1%82_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BA%D0%BE%D0%BD%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%82%D1%80%D0%B0%D1%84%D0%B8%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D1%81%D1%81%D0%BE%D1%86%D0%B8%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%BF%D0%B0%D0%BC%D1%8F%D1%82%D1%8C
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ANHAMUYECKHN pacnpegenarTca BbIXO4HbIM NOPTaM. 10 no3BonAet nonyyvynTb (I)peﬁM Ha
OAHOM NOpPTE N OTNPAaBUTb €ro C 4pPpyroro nopTa, He yCTaHaB/IMBaA €ro B ovepeb.

KommyTaTop noaaepuBaeTt KapTy NOPTOB, B KOTOpble TpebyeTcs oTnpasuTb Gpperimbl.
OumnCTKa 3TOW KapTbl MPOUCXOAUT TOJIbKO NOCAE TOTO, KaK Gpelim ycnewHo oTnpasieH.

2 OCHOBHbIE HACTPOMKM NMPOTPAMMbI

2.1 Hactpoiika SNMP

2.1.1 BeegeHune B SNMP

SNMP (Simple Network Management Protocol) aBnseTca cTaHAapTHbIM NPOTOKO/IOM
CeTeBOro ynpaBieHMUA, KOTOPbIN LIMPOKO WMCNOAb3YyeTCA B YMNPaBAEHUU KOMMbIOTEPHbIMM
cetamun. SNMP anaetcs passuBatowmmeca npotokonom. SNMP v1 [RFC1157] aBnaeTca nepsou
Bepcuent npotokona SNMP, KoTopas agantMpoBaHa K OrPOMHOMY 4YMUCIY NPOU3BOAUTENEN
CBOEN NPOCTOTOM M NerkocTblo BHeapeHua;, SNMP v2c asnaaetca ynydlweHHon Bepcmeir SNMP
vl

SNMP-npoTokon obecneynsaeT nNpocToit cnocob obmeHa nMHPopmaumein ynpasaeHus
CeTblo mexay ABymA TouKamu B ceT. SNMP mncnonbsyer mexaHM3mM 3anpocoB M nepegaeTr
coobueHunsa yepes UDP (npoToKon 6e3 yCcTaHOBAEHWUA COEAMHEHMUA TPAHCMOPTHOIO YPOBHA),
NOSTOMY OH XOPOLLO NoAAEePKUBAETCA CYLLECTBYIOLNM KOMMbIOTEPHbIMU CETAMM.

SNMP-npoTOKON MCMNOAb3YeT peXMm CTaHUMKW-areHTa. B 3Tol cTpyKType ecTb ABe
coctasnaowme: NMS (Network Management Station) u areHT. NMS aBnsetca pabouei
CTaHUMEN, Ha KOTOPOM CTOUT KAMeHTcKas nporpamma SNMP. 3to sgpo SNMP-ynpasneHus
ceTbto. AreHT cepBepHOro nNporpammHoro obecneyeHna paboTaeT Ha yCTPOMCTBAX, KOTOpble
Hy»KgarTcs B ynpasneHun. NMS ynpasnaetr scemn obbekTamu 4yepes areHToB. lporpamma
noaaep>knsaet GyHKUMM areHTa.

Ceasb mexgy NMS un areHTom npoucxogut B pexmme KnueHt-Cepsep, obMeHMBasCH
CTaHAApPTHbIMK coobweHnammn. NMS nocbliaeT 3anpoc M areHT oTeedvaeT. EcTb cemb TMNoOB
SNMP coobLueHunit:

— Get-Request;

— Get-Response;

— Get-Next-Request;
— Get-Bulk-Request;

— Set-Request;
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— Trap;
— Inform-Request.

NMS cBA3bIiBaeTCA € areHTOM € NomoLlblo 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npy nony4yeHMn 3anpocos, oTBeYaeT coobuweHnem
Get-Response. O HeKOTOpbIX cneumanbHbiX CUTyauuAX, TaKMUX, KaK M3MEHeHMA CTaTycoB
ceTeBblX MOPTOB YCTPOWMCTBA WM M3MEHEHMA TOMONOTMM CEeTW, areHTbl MOryT OTMPaBAATb
cneumanbHble coobueHna o6 aHomanbHbIX cobbiTnax. Kpome Toro, NMS moXeT 6biTb TaKke
YCTaHOB/MEH ANA NpeaynperAeHUA HEKOTOPbIX aHOMasbHbIX CO6bITMI, akTuBMpys RMON
¢yHKumto. Korpga cpabaTbiBaeT onpeaeneHHoOe MPaBuaO, areHTbl OTNPaBAAT COObOLWEeHns B
YKYPHanbl CO6bITUIA B COOTBETCTBMM C HACTPOMKAMM.

2.1.2 BeegeHue 8 MIB

NHdopmauma ynpasneHua ceTtbio goctyna B NMS KOppekTHO onpeaesieHa U
opraHusoBaHa B WMHpoOpmaLMOHHOW 6ase ynpasnaeHusa (MIB). MIB 3to npeponpeneneHHas
MHbOpMaLMA, KOTOpPas MOXKeT ObITb AOCTYMHA Yepe3 NPOTOKONbI YNpPaBAeHUs CeTbo, BO BCEN
CBOEM MHOFOC/IONHOCTM W CTPYKTYpupoBaHHOM Buae. [lpeponpeaeneHHas WHPoOpmaumsa
YNPaB/IEHNA MOMKET ObiTb MNoJsy4eHa MnyTemM MOHMTOPMHra ceTeBbix ycTporicte. ISO ASN.1
onpeaenseT ApPeBOBUAHYIO CTPYKTYpPY Ana MID, cooTBeTcTBEHHO Kaxkabii MIB opraHusyeT Bclo
AOCTYMHYO MHGOPMaLIMIO B BUAE TaKoM CTPYKTYpbl. Kaxkablii y3en atoro gepesa coaepxut OID
(naeHTMdUKaTOP 06BEKTA) M KpaTKoe onucaHue y3na. OID npeactasnseT cobon Habop uenbix
yncen, pasgeneHHblX TOYKAMM U MOXKeT OblTb MCMOb30BaH ANA  onpejeneHus
MECTOMNONOXKEHNSA Y3Na B A4PeBOBUAHOM CTPYKTYpe MID, Kak nokasaHo Ha pucyHKe 1:

Root

Node(2)

Node(2)

Object(2)

Object(1)

PucyHok 1 —MNMpumep gepesa ASN.1

Ha pucyHke 1 OID o6bekta A asnsetca 1.2.1.1. NMS moXKeT HallTK 3TOT 0OBEKT Yepes
3TOT YHUKanbHbIiM OID M NONyYMTb CTaHAapTHble nepemeHHble obbekTta. MIB onpepensier
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Habop CTaHAAPTHbIX MEePEeMEHHbIX AN MOHUTOPUHIa CeTeBbIX YCTPOWCTB, caedys 3TOM
CTPYKTYpe.

Echm uHbopmauma o nepemeHHbix MIB areHTa ponkHa 6ObiTb NPOCMOTPEHa,
HeobxoaMM 3anycK nporpamMmHoro obecneyeHus npocmoTpa MIB Ha NMS. MIB B areHTe
06bI4HO cocTouT U3 nyb6anyHoro MIB u yactHoro MIB. My6anyHbIn MIB copepuT OTKpbITYHO
MHPopMaLMIO YyrNpaBJEHUA CETbIO, KOTOpPasa MOXKeT ObiTb AocTynHa ana scex NMS, yacTHbIN
MIB comep’XMT KOHKpeTHyt MHPOpMaLMio, KOTopadA MOXKeT ObiTb NpPOCMOTPeHa M
KOHTPOAMPYETCA NOAAEPKKON NPOU3BOAUTENA.

MIB-I [RFC1156] 6bina nepson peanmsaumert nybanyHbix MIB SNMP, n 6bina 3ameHeHa
MIB-1l [RFC1213]. MIB-II pacwwnpseT MIB-I u coxpaHsaet OID gns MIB aepesbes 8 MIB-I. MIB-lI,
COLEPKUT BNOXKEHHblE AepeBbfA, KOTOpble TaKKe HasbliBatoTcA rpynnamu. O6beKTbl B 3TUX
rpynnax oxsaTbiBaloT Bce ¢QyHKUMOHanbHble obnactm B ynpasneHun cetbto. NMS nonyyaet
nHdpopmaumo 06 ynpasaeHum cetbto npocmaTtpmean MIB Ha SNMP arenTe.

Mporpamma mokeT pabotaTb B Kayectse SNMP areHTa, a TakXe noggepxusaet SNMP
vl/v2c. Takxe nporpamma nogaep:kunsaet 6asosbie MIB-1l, RMON ny6andHbie MIB n apyrue
ny6nuyHole MID, Takue Kak Bridge MIB. Kpome TOro, nporpamma noanep<uBaet
CaMOCTOATeNbHO onpeaeneHHble YacTHble MIB.

2.1.3 TunnyHble npumepbl HacTponkn SNMP
IP-agpec NMS 1.1.1.5.

KoHdurypauma nporpammel, 3anncaHa HUXe:
snmp-server sysname "MUEV"

]

snmp-server community "read" ro
snmp-server community "write" rw
snmp-server host 1.1.1.5 traps version 2 "read"
snmp trap link-status all

snmp-server sysname voentelecom

NMS MOXeT MCcnoab30BaTb YaCTHYHO CTPOKY coobluecTsa AnA A4OCTyNa K Nporpamme ana
YTEHWA U 3aNNCK PaspeLLeHnit UAN NCNOoNb30BaTb NYBANYHYIO CTPOKY coobLLecTBa ANs A0CTyNa
K Mporpamme TOJIbKO A8 YTEHUS paspeLlleHni.

2.2 MopepHu3aLma cuctemsl

Mporpamma npenocTaBaseT ABa cnocoba obHoBAeHUA: 06HoBNeHMe Yepe3 TFTP n FTP
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2.2.1 CnctemHble dannbl Nporpammbl

®aiin obpasa cuctembl BKAOYaeT B ceba cxkaTtble ¢annbl annapaTHbIX ApaviBepos,
dannbl NporpaMmHoro obecneyeHus U T. 4., 3To To, YTO Mbl 06bIYHO Ha3biBaem «STK file» . STK
dann moxKeT 6bITb coXpaHeH ToNbKo B FLASH c onpeaeneHHbIM HazBaHuem ***** stk,

Mporpamma npeaocTaBfsaeT MNo/sb30BaTeNto ABa pexuma obHosneHus TFTP u FTP
obHoBneHUe B pexkmume Shell.

2.2.2 BeegeHue B FTP/TFTP

FTP (File Transfer Protocol) / TFTP (Trivial File Transfer Protocol) sBnsatoTca
npoTokonamu nepegadn ¢annos, oHUM oba NMpuHaZNEXKAT K YETBEPTOMY YPOBHIO (YPOBHIO
npunoxkeHuit) 8 TCP / IP cTeke NpoOTOKONOB, UCNONAb3yeMOMY A/A nepeaadn Gannos mexay
KOMMNbloTEpPamMm, y3namm mn nporpammamun. Oba oHM nepeaatoT ¢anabl B KANEHT-CEPBEPHOM
Mmozaenu. PasHuua mexay HUMKW onmncaHa HUXKe.

FTP ocHoBaH Ha npotokone TCP pgnAa obecrneyeHMa HaAOEKHOW CBA3M MU
TPaHCNOPTUPOBKU MOTOKA AaHHbIX. Tem He meHee, OH He npeaycmaTpuBaeT npoueaypy
aBTOpM3auMKM Ana goctyna K ¢annam u MCnonb3yeT NPOCTOM MeXaHU3M ayTeHTUdUKauum
(nepepaet UmA nonb3oBaTena M NApoab ANA ayTeHTUPUKALMM B BUAE NPOCTOro TeKcTa). Mpu
ncnonb3osaHun FTP ana nepegaum ¢annos, AOMKHbI ObITb YCTaHOBAEHbI ABa COeAWHEHUA
MeXAy KINEeHTOM U CepBEpOM: yrpaBastolLee coeguHeHne U coeanHeHne nepesadyn AaHHbIX.
[anee poneH 6bITb NOCAaH 3anpoc Ha nepegady ot FTP-KknvMeHTa Ha nopTt 21 cepBepa ana
YCTaHOBNEHUA YNpaBAAlOWEero coeaMHEeHUMA W COrfacoBaHUA nepefayun fAaHHbIX yepes
ynpasnsatowiee coeguHeHune.

CywiecTByeT ABa TMMA TaKMX COeAMHEHWNI: aKTUBHbIE M MACCUBHbIE COEAMHEHMA.

MpY aKTMBHOM MOAK/OYEHUN KAWEHT nepegaer ero agpec M Homep nopTa A4nas
nepegayn AaHHbIX CEepBepy, YNpaBaslolilee coeguHeHue NOAAEPKMBAETCA A0 3aBepllieHun
nepegayn 3TUX [AaHHbIX. 3aTem, WCMNoNb3yA aapec M Homep MnopTa, NpPenocTaBlEHHbIX
KAMEHTOM, cepBep yCTaHaBAMBaeT coeAnHeHWe Ha nopT 20 (ecam He 3aHAT) gna nepepayu
AaHHbIX, ecnn nopT 20 3aHAT, cepBep aBTOMATMYECKU FeHepupyeT Apyroin Homep nopTa Ans
YCTaHOBKM COEANHEHMA.

MpY NaccMBHOM MOAK/OYEHUMN, KAMEHT 4yepes ynpasasalolee COeauHEHME MPOCUT
cepBep YCTaHOBMTb MOAK/OYEHME. 3aTeM cepBep CO34aeT CBOM MOPT A4 NPOCAYLIMBAHUA
OAHHbIX WU yBeAOMASET KAMeHTa O HOMepe 3TOro nopTa, Aajiee KAWEHT ycTaHaB/iMBaeT
CoeiHEHME C YKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npoTtokosne UDP, obecneumBarowmm cnyxby nepenaym gaHHbix 6e3
noATBEPXKAEHMA [OOCTaBKM M 6e3 ayTeHTUOMKaumm u asTopusaumn. OH obecneumsaeT
NPaBU/bHYIO Nepeaady AaHHbIX NyTeM MeXaHU3Ma OTNPABKM U NOATBEPKAEHUA U NOBTOPHOM
nepegaym Tarim-ayT naketos. Mpeumyuwecrso TFTP nepeg FTP B Tom, 4TO Y NepBbiA ropasao
NPOLLE N MMEET HMU3KME HaKNaaHble pacxoabl Nepeaaym JaHHbIX.

Mporpamma moskeT pabotatb Kak FTP / TFTP kaueHT unau cepsep. Korga nporpamma
paboTtaetr Kak FTP / TFTP kaueHT, dainbl KOHOUrypauum U cCUCTEMHblEe Gaiibl MOMKHO
3arpy3uTb ¢ yaaneHHoro FTP / TFTP cepBepa (370 moryT 6biTb Kak XOCTbl, TakK U gpyrue
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nporpammbl) 6e3 yuepba Ana ero HOpManbHOM PaboTbl. U TakkKe MOXKeT 6bITb NOYYEH CMUCOK
dannos c cepsepa B pexkume FTP kaneHTa. KoHeuyHO, nporpamma MOXKeT TaKyKe 3arpysuTtb
TeKyLMe KOHOUTypaunoHHble dalinbl U cucTeEMHbIe dalinbl Ha yaaneHHbii FTP / TFTP cepsep
(3TO MOryT 6bITb KaK XOCTbI, TaK U Apyrie nporpammbl). Koraa nporpamma pabotaet Kak FTP /
TFTP cepBep, OH MOXeT obecneynTb 3arpy3Ky U BbirpysKy ¢aiinos ons aBTopu3oBaHHbIX FTP /
TFTP knneHTOB.

BoT HEKOTOpbIEe TEPMMHbBI YacTo Ucnosiblyembie B FTP/TFTP.
ROM: CokpauwieHHo oT EPROM, CMN3Y. EPROM 3ameHsaeT FLASH namaTb B nporpamme.

SDRAM: 0O3Y B nporpamme, KOTOopas ucnonb3yetca Ana paboTbl cuctembl U
nporpammHoro obecneyeHus, a TakKe XpaHUAULLA NOCeA0BaTeIbHOCTU KOHOUTypauuu.

FLASH: ®nsw-namAtb WCNosb3yeTcs Ans8 XpaHeHua ¢ainoB cuctembl U dalina
KoHUrypauum.

System file: BkntoyaeT B ceba 06pa3 cuctembl U 3arpy3o4Hbii dann.

System image file: paitn obpasa cuctembl BKIOYaET B cebA cxkaTble ¢paisibl annapaTHbIX
Aparisepos, ¢ainbl nporpammHoro obecneyeHms, 3To TO YTO Mbl OObIYHO HasbiBaem «STK
file» . STK ¢aiin moxkeT 6biTb coxpaHeH TosbKo B FLASH. lNporpamma no3BosseT 3arpysutb
daiin obpasa cucrtembl yepes FTP B pexkmme Shell Tonbko ¢ onpeaeneHHbIM Ha3BaHUEM
nos.stk, apyrune ¢annbl STK 6yayT OTKAOHEHDI.

Boot file: HeobxoamMmbl onA 3arpysKM M 3amnycka NpPorpammbl, 3TO TO, YTO Mbl OObIYHO
HasbiBaem «ROM file» (moryT 6bITb cXatbl B STK ¢ainnbl, ecnm oHW CAMWKOM 60/bLINX
pasmepos).

Configuration file: Bkntouaet B ceba ¢dain HavyanbHOM KOHUrypauum 1 dann Tekywen
KOHOUrypaumMn. PasHMUa B CBOWCTBAX MeXay 3STUMM dannamm Mos3BoaAeT obaeryntb
pe3epBHOE KONMpoBaHWE N 06HOBAEHME KOHbUTYpaLmit

Start up configuration file: 3To nocnegoBaTenbHOCTb KOMaHAZ, KOHOUrypauum,
ncnosnblyemasa npu 3anycke nporpammbl. Pann HayanbHOM KOHOUIypaumMm XpaHWUTCA B
3HeproHesaBMcMMoOM nNamsaTU. Ecam yctponctBo He nopgaeprkmaeTt CF, ¢ain KoHpurypaumm
XpaHuTca Tonbko BO FLASH, Ecnm yctpoinctso noapep:kusaetr CF, ¢aiin KoHpurypaumm
XpaHunTCA BO FLASH-namaAtn nnu CF. Ecnn YCTPOWCTBO noagep»msaet
MYNbTUKOHPUTYPALMOHHBIA $ain, OHWU AOMKHbI MMETb paclumnpeHune .cfg, Mma no ymonyaHuto
startup.cfg. Ecamn ycTpoiicTBo He noaaepKMBaeT MynbTUKOHPUIYPaALMOHHbIA daiin, nma danna
Ha4ya/bHOM KOHUrypauum fonxKHO bbiTb startup-config.

Running configuration file: 3To Tekywana(running) nocneaoBaTeNbHOCTb KOMaHA,
KOHOUTYpaLumKn, ncnosblyeman nporpammon. TeKywmn KoHOUrypaumMoHHblii ¢pann xpaHUTCA B
onepaTMBHOM NamATU. B npouecce paboTbl TeKywas KoHdurypauma running-config moxket
6bITb coxpaHeHa M3 RAM Bo FLASH namaATb KomaHZoin «write» uam «copy running-config
startup-config» .

Factory configuration file: daiin KoHUrypaumm, noctaBisemblit C NPOrpammon, Tak
Ha3biBaembl factory-config. [lns Toro, 4tobbl 3arpy3nTb 3aBOACKOM ¢ann KOHGUrypaumum m
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nepesanucatb ¢pani HavanbHON KOHOUrypaLummn, HeobxoaMMo BBECTU KOMAHAbI erase startup-

config, a 3aTem nepesarpysnTtb Nporpammy.

2.2.3 Mpumep obHOBAEHMA NpownBKM Yepe3 FTP/TFTP

Hactponkn ognHakosbl gna IPv4 v IPv6 agpecos. Ha pucyHKe 2 npumep 3arpysKku
nos.stk ¢paina FTP/TFTP KAneHTOM NoKasaH TonbKo ans IPv4 aapeca.

PucyHoK 2 - 3arpy3ka nos.stk ¢aina FTP/TFTP KaneHTOM

CueHapuit 1: Mcnonb3oBaHue nporpammbl B Kayectse FTP/TFTP kaueHTa. Mporpamma
CoeAnHAeTCs OAHMM M3 CBOMX MOPTOB C KOMMbIOTEPOM, KOTOopbi ssnsaetca FTP/TFTP
cepsepom c IP-agpecom 192.168.1.2, nporpamma gencteyet Kak FTP/TFTP knueHT, IP-agpec

nHtepdeinica VLAN1 nporpammbl
KOMMbIOTEPA B MPOrpammy.

192.168.1.2. Tpebyetca 3arpysutb d¢ann

"nos.stk" ¢

[anee onucaHa npoueaypa 06HOBAEHNA NPOrPaMmbl:

switch#tcopy tftp://192.168.1.2/nos.stk backup

MOde. .oviiiiieieeeee e TFTP
SetServerIP......ococcivieeiiiiiieee, 192.168.1.2
Path.ueeeeeeeeiieeeeceeeeee e /

Filename ......coocveeiieiiiiiiiicee, nos.stk
Data TYPe...ooecrrereeee e, Code
Destination Filename. ......ccccccveeeiennnnns backup

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n) — gna FTP
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switch#copy ftp://switch@192.168.1.2/nos.stk backup

Remote Password:*****

Mode. .oviiiieiiee e FTP
SetServer P, 192.168.1.2
(2] 1 o /

Filename ......coooveeiiieeiiiieiecee, nos.stk
Data TYPe..cooecrrereeee e, Code
Destination Filename. ......ccccceveeiieinnnns backup

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n) - ana TFTP

switch #boot system backup

Activating image backup .. — Bbibupaem next-active stk ¢aiin

switch#tshow bootvar

Image Descriptions

active :

backup :

Images currently available on Flash

unit active backup current-active next-active

1 81.03 8.1.0.4 8.1.0.3 8.1.0.4

11
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2.3 KoHdpuryprposaHue noptos

2.3.1 BeegeHue

B nporpamme cywiectBytoT KabenbHble U KOomb60 nopTtbl. Komb6o nopt moxket 6biTb
CKOHOUTrypmpoBaH Kak 1000GX-TX nopT, Tak 1 Kak ontudecknin SFP Gigabit nopr.

Echv nonb3oBaTenb Xo4YeT CKOHPUIypupoBaTb CETEBOW MOPT, OH MOXET BBECTU
KomaHay «interface ethernet <interface-list>«gna Bxoga B COOTBETCTBYIOWUN PEXUM
KOHdUrypaumm nopTa, rae <interface-list> cogep*XUT oauH AN HECKO/IbKO MopToB. Ecan
<interface-list> cogep»XUT HECKONbKO MOPTOB, HOMEpPA MOPTOB Pa3AeNATCA CneunanbHbIMU
CUMBOJIAaMM «,» U «-», TAE «,» UCMOJIb3yeTCA ANA NEePeYNCcIeHns NopToB., a «-» - ANA YKa3aHUA
Avana3oHa HoMepoB NopToB. M0N10XKMM, onepauua A0MKHaA ObiTb BbINOAHEHA Hag NopTamu
2,3,4,5. Torpa KomaHaa byaet Bbirnagetb Tak «interface ethernet 1/0/2-1/0/5» . B pexume
KOHOUIypauumnm mnopta MOXHO W3MEHATb CKOPOCTb, PEXWMM Aynaekca W HacTpauBaTb
ynpaBneHne TpaddMKom, Npu 3TOM AaHHble W3MEHEHUs TPebylT COOTBETCTBYHOLLMUX
N3MEHEHWI Ha OTBETHbIX CETEBbIX NOPTaXx.

2.3.2 Mpumep KOHOUIypnpoBaHMA NopTa

(Config)#interface 1/0/2

(Interface 1/0/2)# bandwidth-control 1024 both / orpaHuyeHne nonocbl NPoONycKaHus
nHtepoeiica B kbps

BkntoueHune pyHKUMOHaNa storm-control :

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/11)#storm-control broadcast
(Switch) (Interface 1/0/11)#storm-control broadcast rate 64
(Switch) (Interface 1/0/11)#storm-control multicast
(Switch) (Interface 1/0/11)#storm-control multicast rate 64
(Switch) (Interface 1/0/11)#storm-control unicast

(Switch) (Interface 1/0/11)#storm-control unicast rate 64
(Switch) (Interface 1/0/11)#exit
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(Interface 1/0/2)#speed 100 full-duplex /KoHPUrypupoBaHME CKOPOCTM U AynaeKca
nHTepdelica

2.4 KoHdpurypmposaHume VLAN

2.4.1 HavanbHble ceegeHua o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas 10KaNbHas CeTb) — TEXHONOIUA,
pa3aenArLLan N1ormyeckne agpeca yCTpomncTs B CETU ANA OTAENEHNA CerMEHTOB CeTU B
3aBMCMMOCTU OT GYHKLMI, BbINONHAEMbIX YCTPOMUCTBAMM, MPUNOKEHUN UK TpeboBaHUI
ynpasneHus. Taknm obpasom, BUPTyanbHble JIOKaNbHbIE FPYNMbl MOFYyT GOPMMPOBATLCA
He3aBUCUMO OT PU3MYECKOTO pacnonoxeHuns yctponcts. IEEE onybamkosan npotokon IEEE
802.1Q gna craHgapTnsaumm npumeHeHma VLAN. VLAN Ha kKommyTaTope paboTaeT B
COOTBETCTBMM C STUM NPOTOKONOM. OCHOBHAA naesa TexHonorun VLAN B TOM, 4TO6bl pasaennTb
ANHAMMYeCKM HONbLLYIO IOKaNbHYO0 CETb HA HECKOJIbKO HEe3aBUCUMbIX LUIMPOKOBELLLATE/IbHbIX
[AOMEHOB B COOTBETCTBMM C TpebOoBaHMAMM, NPpeabABAAEMbIMU K CETU.

Kaxkabli WUMpPOKOBELLATeNbHbIA AOMEH Ha pucyHKe asasetca VLAN. VLANbI umetoT Te
YK€ CBOMCTBA, 4YTO U PpU3nYeckme cetu, 3a nckntodeHnem toro, 4to VLAN — normyeckoe
obbeanHeHune, a He dpusmyeckoe. Moatomy obbegmHeHne VLANOB MOXKET cO34aBaTbCA BHe
33aBUCUMOCTU OT PU3MYECKOTO PACMOJIONKEHMUA YCTPOMCTB M LUMPOKOBELLATE/bHbIN,
MHOrono/1b30BaTENbCKMIA M OAHONONb30BaTENbCKMI TpaduK BHYTpM VLAN oTaeneH oT apyrmx
VLANoB. bnarogaps BbllenepeymcneHHbiM ocobeHHocTam, TexHonorma VLAN obecneunsaet
cneaylouime npenmyLLecTsa:

e YyylaeTca Npon3BOANTENIbHOCTb CETH;
® DKOHOMSATCA CeTeBble Pecypchbl;

* Ynpouiaercs ynpasaeHue ceTbio;

e CHM}KaeTCsA CTOMMOCTb CeTu;

b yl'lyl-ILLIaeTCﬂ 6e3onacHocTb ceTy;

Ethernet nopTbl KommyTaTOopa moryT paboTaTb B Tpex pas3nnyHbIX pexumax: Access,
Hybrid u Trunk. Kaxabin pexnum nmeeTt cBOM cnocob nepecbiikM NakeTos, C METKON nnu bes.
MopTbl TMNa Access npuHaaneskat To/ibko ogHomy VLAN. OBbIYHO OHM MCMOAL3YOTCA ANA
NoAKNYEeHMA K KomnbtoTepy. MopTbl TMNA Trunk NO3BONAIOT NepecbiNaTb NakeTbl HECKONbKUX
VLANoB. OHM MOryT MCNOAbL30BATbCA AN1IA COEOMHEHMA MeXay KOMMyTaTopamum Uaun
NOAKNIOMEHNS NONb30BaTe/NIbCKMX ycTpoicTB. [lopTbl Tuna Hybrid TakKe nossonstoT
nepecbliaTb NakeTbl HeCKObKMX VLANOB. OHM MOTyT MCN0/1b30BaTbCA ANA COegUHEHMA MeXay
KOMMYyTaTOpaMM WM MOAKNOYEHUA MOJIb30BATENbCKUX YCTpoUcTB. MopTbl TMnos Hybrid u
Trunk NPUHUMAIOT AaHHbIE NO O4HOMY AaArOPUTMY, HO METOAbl OTMPABKU AAHHbIX OT/INYAIOTCA:
noptbl TMNa Hybrid moryt oTnpaBnaTe naketbl B pa3nnyHbie VLANbI 6e3 meTkn VLANa, Toraa
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Kak nopTbl TMNA Trunk oTnpasnAlT nakeTbl pa3nnyHbix VLAN Tonbko ¢ meTkoM VLANa, 3a
nckntoveHnem VLAN, nponmncaHHOro Ha NnopTy Kak native.

2.4.2 Mpumep KoHOUrypmposaHma VLAN

(Switch) #vlan database

(Switch) (Vlan)#vlan 1-100

(Switch) (Vlan)#

(Switch) (Vlan)#exit

(Switch) #configure

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#switchport mode trunk

(Switch) (Interface 1/0/1)#switchport trunk allowed vlan 1-100

2.5 KoHpurypmposaHume GyHKLNN M30158LMN NOPTOB
2.5.1 HauyanbHble cBeaeHua o GyHKUUM U30ASLUM NOPTOB

N3051aums NOpTOB — 3TO HE3ABMCMMaAA NOPTO-OPUEHTUPOBAHHAA PyHKLUMA,
paboTalollan mexay NnopTammn, KoTopas U30/IMPYET MOTOKKU Pa3NYHbIX MOPTOB APYr OT Apyra.
C nomoLLbto 3TOMN GYHKLMM NOb30BaTENb MOXKET M30IMPOBaTb NOPTbl B Npeaenax VLAN gna
coxpaHeHusa pecypcos VLAN 1 ycmneHus ceKpeTHocTu ceTu. locne Toro, Kak sta pyHKuuA
6yneT ckoHdUrypmposaHa, NOPTbl B rpynne M30ANMPOBaHHbIX NOPTOB ByAyT M30/MPOBaHbI APYT
OT Apyra, B TO BPeEMSA Kak NOPTbl U3 Pa3IMYHbIX FPYNN U30AALUNM UIN HEM3O0NMPOBAHHbLIX MOTYT
nepecbinaTtb AaHHble APYr APYry COBEPLUEHHO HOPManbHO. Ha KommyTaTope MoXKeT bbITb
CKOHOUrypmpoBaHO He 6osee 3 rpynn N3onALUM NOPTOB.

2.5.2 NMpumep KoHOUTypauumn GyHKLUUN N301ALUN NOPTOB

(Switch) (Config)#switchport protected 0 name group_1
(Switch) (Config)#interface 1/0/1-1/0/10
(Switch) (Interface 1/0/1-1/0/10)#switchport protected 0
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2.4 KoHdurypauma GpyHKLMM M30NALMM NOPTOB

2.4.1 BeegeHune B GYyHKLUMIO N3018UUM MOPTOB

M3onauma noptoB — I3TO HE3aBUCMMAA MOPTOOPUEHTUPOBAHHAA  YHKLMA,
paboTatolLan mexay nopTamu, KOTopasa U30MPYeT NOTOKMU PA3NNYHbIX NOPTOB APYr OT Apyra.
C nomoLLblo 3TOM PYHKLMM NONb30BATEND MOXKET M30AMPOBaTh NoOpTbl B npegenax VLAN ana
coxpaHeHuna pecypcos VLAN n ycmneHuAa cekpeTHOCTU ceTu. [ocne TOro, Kak ata QyHKLMA
6yaeT ckoHPUrypnposaHa, NopTbl B rpynmne M30AMpoBaHHbIX MOPTOB ByAyT M30AMPOBaHbLI APYr
OT Apyra, B TO BpemMs Kak nopTbl U3 PasNYHbIX FPYyNn U30AAUUU UAU HEN3ONUPOBAHHbBIX MOTYT
nepecbinatb [AaHHble APYr APYry COBEPLUEHHO HOpPManbHO. B nporpamme moxeT 6biTb
CKOHOUIypMpoBaHO He 6osee 3 rpynn U30AALMM NOPTOB.

2.4.2 Tunosble Npumepbl GYHKLUM M301ALMN NOPTOB NOKa3aH Ha PUCYHKe 3.

e1/0/15

/0/10

1

Vian
e1/0
S

PucyHok 3 — Tunosble npumepbl PyHKLMN M3018UMM NOPTOB
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MopTtbl €1/0/1, e1/0/10 n el1/0/15 Bce npuHagnexkat K VLAN 100. TpeboBaHue
3aK/oyaeTca B TOM, 4Tobbl Mocne BKAKOYEHMA (YHKLMM M30NAUMM MOPTOB B Nporpamme
switchl noptbl €1/0/1 n e1/0/10 B nporpamme He MOIAKU CBA3bIBATbLCA APYr C Apyrom u oba
MOrAKn cBfA3biBaTbCA ¢ nopTom e1/0/15, cmoTpAWMM B ceTb. TO eCTb, CBA3N Mexay NbbiMu
napamu HU3 NeXKalmx NOPTOB HET, U B TO YKe BPEMSA CBA3b MeXAy N0ObIM HU3 fiexalnm u
BbILECTOALLMM MOPTOM paboTaeT. BbiwecToAWwmMA NOPT MOXKeT paboTaTb C N0bbIM NOPTOM
HOPMa/bHO.

KoHdurypauma nporpammsl S1:
(Config)#tswitchport protected 0
(Config)#tinterface 1/0/2-1/0/10

(Interface 1/0/2-1/0/10)#switchport protected 0O
(switch) #show switchport protected 0

Member Ports :
1/0/2,1/0/3,1/0/4,1/0/5, 1/0/6, 1/0/7, 1/0/8, 1/0/9,
1/0/10

2.5 Kondurypauma dyHKUMM pacno3HaBaHMA NETN Ha NOPTY

2.5.1 BBegeHue B GYHKLMIO pacno3HaBaHMA NeTam

C pa3BUTMEM CceTeBbiX YCTPOWCTB, Bce Oonbwe U 6oabwe nonb3oBaTenem
nogKno4aTca K cetn yepes Ethernet-nporpammbl. B npombilwneHHbIX CETAX MO/b30BaTENN
Nno/sly4aroT AO0CTYN Yyepes NporpamMmmbl 2-r0 YPOBHA, YTO NpeabABAAeT cTporve TpeboBaHMA K
B3aMMOJENCTBUIO MEXAY YCTPOMCTBAaMM KaK BHELWIHeM, Tak U BHyTpeHHen cetu. Koraa
TpebyeTcA B3aMmogencTeue Ha 2-om ypoBHe, coobuieHuMe AOKHO OTNPaBAATbLCA TOYHO B
cootBeTcTBMM ¢ MAC agpecom Ana KOPPeKTHOM paboTbl mexay nosb3oBaTenamu. YCTPOMCTBa
BTOpPOro ypoBHA 3anomuHaioT MAC agpeca, u3dyyaa Bxogawme MAC appeca UCTOYHMKOB
NMakeToB, M NPU NOCTYN/IEHUWN NaKeTa C HEU3BECTHbIM a4 PECOM UCTOYHMKA OHM 3aMUCbIBAOT €ro
MAC agpec B Tabnumuy, 3aKpennsaa ero 3a NOPTOM, OTKyAa NpULLIEN 3TOT NaKeT. Takum obpasom,
cnepyowmi nakeT ¢ AaHHbIM MAC agpecom B KayecTBe MopTa HasHavyeHuA byaeT oTnpasneH
cpasy Ha 3ToT nopT. To ecTb aapec cpasy GMKCMpyeTcA Ha NOPTY ANA OTNPABKM BCEX NMAKETOB.

Korga naket ¢ MAC agpecom MCTOYHMKA, YKe 3aNOMHEHHbIM NPOrpammoin, NpuUxoauT
yepes gpyroi nopt, 3anucb B Tabanue MAC agpecoB nameHseTca Takum obpasom, 4Tobbl
nakeTbl ¢ AaHHbIM MAC agpecom HanpaBAAAUCL Yepe3 HOBbIW NOpPT. B pesynbrate, ecam Ha
yyacTKe Mexay ABYMA afpecaTtamu CyllecTByeT KaKasa-nnbo netnda, sce MAC agpeca us cetu
BTOPOro ypoBHA OyayT nepecbinatbCA Ha TOT NopT, rae cyuwectsyeT netna (obbiiHO MAC
afipeca B 3TOM C/ly4ae C BbICOKOM YAaCTOTOM MEepeK/IoYatoTCA C OAHOMO NopTa Ha APYroi), 4To
BbI3bIBAET Neperpysky 1 notepto pabotocnocobHOCTM ceTn 2-ro ypoBHA. BoT nouemy
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HeobxoaMMOo MpoBepATb Ha/MuMe NeTAn Ha ceTeBbix NopTax. Koraa Ha nopty onpeaensetca
netns, obHapy)uBLIee ee YCTPOMCTBO AO/IKHO NOCAATb MpeaynpexaeHve B cUCTEMY
yNpaB/iieHUs CeTblo, MO3BO/AS CETEBOMY AAMMHUCTPATOPY OOHAPYXKWUTb, JIOKaNN30BaTb M
pewunTb Nnpobiemy B ceTu.

nOCKOﬂbe, cncrema O6Hapy)+(eHMﬂ neTenb MOXET aBTOMATUYECKM NPUHUMATb
peweHna O Haan4mn netTnm B COegUMHEHUN N ee UCHE3HOBEHWUN, YCTpO[;ICTBa C d)yHKLI,MﬂMM
KOHTPO/IA Ha NopTax (TaI-(MX, KakK mn3onaunAa noptoB U KOHTPOJIb 3a 3alOMUHaAHUEM MAC
ap,pecos) MOTYT 3HAYUTE/ZIbHO CHU3UTb HArFpPy3kKy C CeTeEBOro agMUHUCTPATOPA, a TaKXKe
YMEHbLWWTb BPEMA PEAKUNN Ha npo6neN\y, MUHUMU3NPYA BO3Ael‘;1CTBMe NeTnn Ha CEThb.

2.5.2 MNpumepbl GYHKLNM pacno3HaBaHMA NETAN Ha NOPTY NOKa3aHbl Ha PUCYHKe 4.

~

‘a

PUCYHOK 4 — TUNWYHbBI NpUMep NOAKNHOYEHUS

B npuBeAeHHOW HUXe KOHPUrypaumm, NnporpaMma onpenenseT CywecTBOBaHME NeTNM
B TONoNOrMKN ceTu. Mocne BKAOYEHUA GYHKUUKM pacno3HaBaHUA NETIN Ha MOPTY, CMOTPALLEM
BO BHELLHIO CeTb, Mporpamma 6yaeT yBeAOMNATb NOACOEANHEHHYIO CETb O CYL,ECTBOBAaHUMU
NeT/in U KOHTPOAMPOBATb NOPT NporpaMmbl gna obecnevyeHns HopmasabHoON paboTbl AaHHOM
ceTu.

MocnenoBaTeNIbHOCTb KOHOUIYPALIMM NPOrPaMMbl:
(switch) (Config)#spanning-tree

(switch) (Config)#errdisable recovery cause bpdustorm
(switch) (Config)#errdisable recovery interval 300

(switch) (Config)#show errdisable recovery

Errdisable Reason  Auto-recovery Status

dhcp-rate-limit Disabled
udld Disabled

bcast-storm Disabled
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mcast-storm Disabled
ucast-storm Disabled
bpduguard Disabled
bpdustorm Enabled
sfp-mismatch Disabled

Timeout for Auto-recovery from D-Disable state 300

2.6 Hactpoiika Port channel

2.6.1 Obwwme ceegeHns o Port channel

[na noHMMaHWA TepmMMHa NopT-KaHana (Port channel) Hago BBECTM NOHATWE TPYNMbI
noptoB. [pynna nopToB — 3TO rpynna ¢u3nM4eckux NopToB Ha KOHOUIYpaLMOHHOM YypPOBHE.
TonbKo puUanyeckne nopTbl B rpynne NOPTOB MOTryT ObiTb YacTbio 06BEAMHEHHOrO KaHana U
cTaTb yYneHamu Port channel. Jlormyeckn rpynna nopToB ABASETCA He MOPTOM, a Habopom
noptoB. lNpu onpegeneHHbIX ycnoBuax ¢u3MYecKMe MNopTbl B TPynne MopTOB MNO3BOAAKT
nocpeactsom obveanHeHna noptos copmmposatb Port channel, KoTopbin 06nagaeT Bcemun
CBOMCTBAMM /IOTMYECKOrO MOPTAa U TaKMM 06pa3som CTAHOBUTCA HE3aBUCMMbIM JIOTUYECKUM
noptom. Arperauma MNopToB — 3TO abCTpaKTHOe MNOHATWE, MoapasymeBatoliee no cobow
0bbegmHeHMe Habopa NOPTOB C OANMHAKOBLIMM CBOMCTBAMM B sorMyeckmin nopt. Port channel
— 3T0 Habop GM3MYECKMX NOPTOB, KOTOPbIMA IOTMYECKM MUCMOb3YEeTCA KaK OaMH pU3MYECKUI
nopT. OH MOKEeT UCNOb30BaTLCA NONb30BaTENIEM KaK 00bI4HbIN NOPT. OH HE MOXKET He TO/IbKO
[06aBUTb NpPoNycKHOM cnocobHOCTU Ha ceTb, HO M cnocobeH obecneunTb pesepBMpoBaHUE
coeanHeHnn. ObblYHO 0H6beaNHEHNE NMOPTOB UCMONL3YETCA, KOrga NporpamMmma NoAKAYEHa K
MapLpyTN3aTopy, KAMEHTCKON CTAHUMM UAWM APYrMM nporpammam. Ha pucyHKe 5 nokasaHo
arpermpoBaHne NOPTOB.

I~ / S1
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PucyHok 5 — ArpernposaHue noptos

Kak nokasaHo Bbiwe, nporpamma S1 ob6vegmHun noptel B Port channel. MponyckHas
nonoca Port channel paBHa cymme nponyckHbix cnocobHocTel 4YeTbipex nopToB. Koraa
HeobxoanMmo nepepatb TpaduK ¢ nporpammbl S1 Ha S2, pacnpegeneHue Tpaduka byaet
onpeaenatbcA Ha ocHoBe MAC agpeca UCTOYHUKA U maaawero 6uta MAC agpeca npMemMHMKa.
B pe3ynbTaTte BblUMCNEHWUIN OnpenenaeTca, Kakoh nopt byaet nepepasaTb TpaduKk. Ecam oauH
nopt B Port channel HeucnpaseH, Tpaduk byaeT nepepacnpenenATbCa Ha Apyrve nopThbl
nocpeacTBoM anropuTma pacnpegeneHua. JaHHbI aAropuTm NOAAEPKMBAETCA annapaTHoO.

[na npasunbHol paboTbl Port channel Heobxoanmo cobnoaaTh cneayrolime yCnoBUs:

1) Bce nopTbl paboTatoT B pexxnme NosIHOro Aynaekca.
2) Bce nopTbl MMEIOT OA4MHAKOBYHO CKOPOCTb.
3) Bce nopTbl ABAAIOTCA NOpPTaMKM A0CTYNa U NpuHagnexxaTt ogHomy VLAN, namn Bce oHM
ABNAIOTCA TPAHKOBbIMM NOPTAaMU MU OHU BCe TMbpuaHble NopThbI.
4) Echm Bce  MNopTbl  ABAAIOTCA  TPAHKOBbIMM  MAM  TMBpMAHbIMK,  TOrAa
CKOHPUrypmpoBaHHble Ha Hux gonyctumble VLAN mn ocHoBHoM VLAN ponHbl 6biTb y BCex

O/MHaKOBbIMU.

Echm Port channel ckoHdurypuposaH Ha nporpamme BPYYHYO MAN AUHAMWUYECKM,
cMCTeMa aBTOMATMYECKM Ha3HayaeT MopT € HaMMEeHbLMM HOMepom macTep-noptom Port
channela. Echn B nporpamme akTMBMPOBAH MPOTOKOA spanning tree, NPOTOKOA MOCTPOEHUA
Aepesa BocnpuHumaeT Port channel Kak nornyecknit nopT u nocbinaet BPDU naKkeTbl yepes
macTtep-nopT.

Ob6beanHeHMe NOPTOB XKECTKO CBA3aHO C annapaTHOM YacTbio Nporpammel. Mporpamma
NO3BO/SAET arperMpoBaTb COeANHEHUS MeXKAY NtoObIMK ABYMA NPOrpaMmmamu.

Mocne TOro, Kak NMOPTbl arperMpoBaHbl, UX MOXKHO MCMONb30BaTb, KaK 0ObIYHbIN NOPT.
Mporpamma WMeeT BCTPOEHHbIA pPeXUM KOHPUTrypupoBaHMa uHTepdenca arperayumm,
Mo0/Ib30BaTe/lIb MOXKET CO3/4aBaTb COOTBETCTBYIOLLYIO KOHOUIYPALMIO B STOM PEXKMME TOYHO TaK
e, KaK npu KoHdurypmposaHum VLAN nnn ¢mnsunyeckoro nHrepdeica.

2.6.2 Obwwme ceegeHmnsa o LACP

LACP — npotokon, 6asupylowmiica Ha ctaHgapTe |EEE 802.3ad, n peanusyowmit
MEeXaHM3M AMHAaMU4YecKoro obbeauHeHuAa KaHanos. [lpoTokon LACP wmcnosb3yeT naKeTbl
LACPDU (Link Aggregation Control Protocol Data Unit) ana obmeHa wHbopmaumen c
OTBETHbIMM NOPTAMM.

MNMocne Toro, Kak npoTtokon LACP BKAlOYEH Ha MOPTY, AaHHbIM NOPT NOCbINAET NaKeTbl
LACPDU Ha OTBeTHbIA NOPT coeaMHeHUA, yBegomasaa o npuoputete cuctemol, MAC agpece
CUCTEMbI, NpuopuTeTe NopTa, naeHTUdMKaTope NOpTa M KAoYe onepauuun. Koraa oTBeTHbIN
NopT Nony4yaeT 3Ty MHGOPMaLUIO, OHa CpaBHUBAETCA C MHGOPMaLUEN O APYrMX NopTax,
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KoTopble MOryT 6biTb 06beauHeHbl. CoOTBETCTBEHHO, 0bOe CTOPOHbI COEAMHEHMA MOryT
[OCTUYb COTNALLEHNA O BKIKOYEHUU MW UCKIOYEHUW NOPTA M3 AMHAMUYECKON 06besMHEHHOM
rpynnbil.

Kntoy onepaumu cosgaeTtca NPOTOKO/IOM B COOTBETCTBMM C KOMBUHauUMel napameTpos
KOHduUrypaumm (ckopoctb, aynnekc, 6a3oBas KoHOUrypauusa, KAY ynpaBneHua) nopTos,
KOoTopble byayT 06beANHATLCA.

Mocne BKAOYEHMA MNPOTOKONA AMHaMuyeckoro obbvepuHeHua noptosB (LACP), Kntou
ynpasaeHus no ymonyanuto paseH 0. MNocne ctaTnyeckoro o6beAnHEHUA NOPTOB NOCPEeACTBOM
LACP, kKnto4y ynpaB/ieHMA NopTa Takow e, Kak ID o6beanHeHHOoM rpynnbl.

an ANHaMNYECKOM O6'beAMHEHMM nopTOB BCE Y€EHbI O,D,HOﬁ rpynnbl  UMEOT
O,CIMHaKOBbIlZ KN4 onepauunn. an CTaTU4ECKOM 06'beAMHeHMM TOJIbKO aKTUBHbIE NOPTbI
MMET O,CIMHaKOBbII‘;i KN4 onepaunn.

2.6.2.1 Cratnyeckoe obbeamHeHue LACP

CraTnyeckoe obbeanHeHMe BbINONHAETCA NyTEM KOHPUTYPUPOBAHUA NOb30BaTENIEM U
He TpebyeT npotokona LACP. Mpu KoHdurypupoBaHumn crtatudeckoro LACP obbeauHeHus,
NCNOJIb3YETCA PEXMM «ON» A5 BKAOYEHUA NopTa B rpynny arperauuu.

2.6.2.2 AnHamunyeckoe obbeamHeHne LACP
1) O6wue nonoxeHns guHammn4deckoro obbegmHeHusa LACP

[OnHamunyeckoe obbeauHeHMe — 3T0 ob6beanHeHWe, co3gaBaemoe/yaansemoe
cucTtemol aBTomatnyecku. OHO He NO3BO/IAET MO/Nb30BaTE/IAM CaMOCTOSTENIbHO A00aBaATbL
WAW yAanATb MNOPTbl M3 AMHamMyeckoro obbeauHeHua LACP. [MopTbi, KOTopble UMEOT
OAMHAKOBble MNapaMeTpbl CKOPOCTM M AyN/JeKca, NOAKAYEHHble K OAHUM U TemM e
YCTPOMCTBAM, UMEIOLLME OAMHAKOBYIO KOHPUTYPaLIMIO MOTYT BbITb ANHAMNYECKN 0ObeANHEHDI
B rpynny. B cnyyae, eciiv TONbKO OANH NOPT MOMKET CO3/1aBaTb ANHaMUYECKOe 0b6beanHEHNE,
3TO Ha3blBaeTcA OA4HOMOPTOBbIM 0bObeauHeHuem. Mpu AnHamuyeckom obbeguHeHun LACP
NPOTOKO/ Ha NOPTY A0/KeH ObITb BKAKOYEH.

2) PexKMmbl NOPTOB B AUHAMMUYECKOM rpynne obbegmHeHnn

B AuMHamuyeckon rpynne obbeguMHEHUS NOPTbl MMEKT ABa CTaTyca — BblOpPaHHbIN
(selected) nnn «B oxupgaHum» (standby). Oba TMna NOpPTOB MOryT MOCbIIaTb U MPUHUMATb
nakeTbl NpoTokona LACP, HO NOpTbl B CTaTyCe «OXKUAAHUAY» HE MOTYT NepecbiNaTh AaHHbIE.

MOCKONbKY CyW,EeCTBYeT OrpaHMYeHMe Ha MaKCMMabHOe KO/IMYEeCcTBO NOPTOB B rpynne
arperaumm, ecin TeKyLWMin Homep nopTa NpeBsbiWaeT npegen B rpynne, Toraa yCTPOMCTBO Ha
O4HOM KOHLUE COeAMHEHWs [O0roBapuMBAEeTCA C YCTPOWCTBOM Ha APYrom KoHUe Ans
onpeaeneHus ctatyca nopTa B COOTBETCTBUM C MAEHTUPUKATOPOM NopTa.

3Tanbl corsacoBaHmA cnenyouwme:

CpaBHeHne uaeHTudukatopos (ID) yctpoiicte (npuoputer cuctembl 1 MAC agpec
cuctembl). CHavyana CpaBHUBAKOTCA NpUOpPUTETbI cucTtem. Ecanm OHM oauHAKoBble, Toraa
cpaBHuBatotca MAC agpeca ycTpoicTB. YCTPOWUCTBO C MEHbLIMM MAEHTUDUKATOPOM MMeeT
BbICLUMI MPUOPUTET.
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3aTem nAeT cpaBHeHWE MAEHTUPUKATOPOB NOPTOB (NPUOPUTET NOPTa U MAEHTUDUKATOP
nopta). [na Kaxgoro nopta Ha CTOPOHE YCTPOMCTBA C HAMBLICLIMM NPUOPUTETOM CUCTEMDI
CHayafNa CpaBHMBAlOTCA nNpuopuTeTbl NopToB. EcnM npuopuTteTbl OAWMHAKOBblE, TOraa
CpaBHMBaOTCA MAeHTMdUMKATOPbl NopTOB. [MOPT C HAaMMEHbLWMM WAEHTUDMKATOPOM MopTa
CTaHOBUTCA BbIbpaHHbIM (selected), a ocTanbHble CTAHOBATCA B PeXMM «0XKugaHue» (standby).

B rpynne ob6beanHeHMA MNOPT C HAUMEHbLUMM MWAEHTUPUKATOPOM WU CTaTycoOm
«BblOPAHHbIN» CTAHOBUTCA MacTep-nopTom. [lpyrMe nopTbl CO CTAaTyCOM «BblOpaHHbIN»
CTQHOBATCA YEHAMM rpynnbl.

2.6.3 MNpumepbl ncnonb3oBaHua Port channel

BapuaHT 1 — Hactpoiika Port channel gna npotokona LACP. Ha pucyHke 6 nokasaHa
KoHdUrypauma nopTta-KkaHana 8 LACP.

PucyHok 6 — KoHourypauma nopta-kaHana s LACP

MmeeTca ase nporpammbl S1 n S2. MNopTbl 1, 2, 3, 4 Ha nporpamme S1 - NopTbl 4OCTYNa U
nobasneHbl B rpynny 1 B akTMBHOM pexkume. MNoptol 6, 8, 9, 10 Ha nporpamme S2 — TOXKe NopThbI
A0CTyna n gobasneHobl B rpynny 2 B NaCCMBHOM pexume. Bce nopTbl coeanHeHbl Kabenamu.

3T1anbl KOHOUTYPALUM NOKA3aHbI HUXKeE:

Switchl (Config)#interface 1/0/1-1/0/4
Switch1 (Interface 1/0/1-1/0/4)#addport lag 1
Switch1 (Interface 1/0/1-1/0/4)#interface lag 1

Switch1 (Interface lag 1)#no port-channel static

Switch2 (Config)#interface 1/0/6-1/0/10

Switch2 (Interface 1/0/6-1/0/10)#addport lag 2

Switch2 (Interface 1/0/6-1/0/10)#lacp actor admin state passive
Switch2 (Interface 1/0/6-1/0/10)#interface lag 2
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Switch2 (Interface lag 2)#no port-channel static

Switch2 (Interface lag 2)#lacp actor admin state passive

2.7 Be3onacHOCTb NOPTOB

2.7.1 Beeneunne B 802.1x

Mpotokon IEEE 802.1x peanusyeTr meTon ynpasaeHUA AOCTYNOM K CeTM Ha OCHOBe
NnopToB, OH ynpaBAseT ayTeHTUOUKAUMEN U YCTPOMCTBAMM A0CTyNna Ha GpU3MYECKOM ypoBHE
AOCTyna K ceTeBbIM YycTponcTBam. Ha ¢u3mMyeckom ypoBHe [OCTyna B AAHHOM C/yyae
HaxoZATCA NopTbl Nporpammbl. ECiM nonb3oBaTesibCkMe yCTPOMCTBA, NOAKAOYEHHbIE K 3TUM
noptam, yaaetca naeHTMGULMpPoOBaTb, OHM MOYYaAOT AOCTYN K pecypcam JIOKaNbHOM ceTu, B
NPOTUBHOM c/lydae gocTyn bypet 3anpeleH, YTo BO MHOFOM 3KBMBANEHTHO ¢u3nyeckomy
BblKNtoveHuto. CtaHaapTbl IEEE 802.1x onpeaenatoT NPOTOKOAN yNpaB/ieHUa A0CTYNOM K CeTU Ha
OCHOBe MoOpPTOB. [1POTOKON NMPUMEHUMM K COEAMHEHMIO TOYKA-TOYKA MeXAy YCTPOMCTBOM
AOCTyna M NOPTOM [0CTyna, Npu 3TOM MOPT MOXKET ObiTb IOrMyYeckum uan eusmyecknm. B
TUNUYHOM C/ly4ae OAMH GUM3MYECKUI NOPT MPOrpamMmbl MPUCOEANHEH TOJIbKO K OAHOMY
TEPMUHUPYIOLWEMY YCTPOMCTBY (MMetowemy dpr3nyeckme nopTol).

ApxuntekTtypa IEEE 802.1x noKka3saHa Ha pUCYHKe 7.

R | PTT ST es s an an En o e e 9 P e e -
|  Supplicant | | Authenticator System | | Authentication
..l | j| Sowiip—"
I | | Services offered | |
by Authenticator’s , ot
Supplicant PAE Authentcator PAE E
| | ) | e " T Server
3 EAP protocol
| | cdtroted | Unauthorized Uncontroled | €3med in higher |
layer protocol
| | Ptr / Port | |
| | | |
| I | | |
[ [ T T S — J L i omn s o
'EAFDL
P / AN

PucyHok 7 — ApxutekTtypa |IEEE 802.1x noOKa3aHa Ha PUCYHKE HUXKeE.

Hagnucu Ha pucyHke 7:

— Supplicant System — KAneHTCcKas cuctema;
— Supplicant PAE — PAE KNMEHTCKOWN CUCTEMDbI;
— Autenthicator system — cuctema ayteHTUMKaATOPA;

— Autenthicator PAE — PAE ayTeHTUdMKATOPA;
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— Services offered by Autenthicator’s system — ycayrn, npegocraBnfaemblie CUCTEMOM
ayTeHTMdMKaTOpa;

— Controlled Port — ynpasnaemblit nopT;

— Uncontrolled port — HeynpaBnaemblii NoOpT;

— EAP protocol exchanges carried in higher layer protocol — 06meH coobweHnamm
npotokona EAP npoucxoguT Yepes npoToKo 60s1ee BbICOKOFO YPOBHS;

— Authentication Server system — cuctema cepsepa ayTeHTUOUKaLMY;

— Authentication Server — cepsep ayTeHTUdUKaUMWN.

ApxuteKktypa IEEE 802.1x cocTouT U3 Tpex YacTen:
— KJIMEHTCKOM cucTeMbI (MO/Ib30BATE/IbCKOE YCTPOMCTBO A0CTYNa);

— ayTeHTUGMUMpYLOLWEen cnctembl (YCTPOMCTBO yNpaBAeHWUs AOCTYNOM);

— cepBepa ayTeHTUdMKaunN.

B3aumopeictene nonb3oBaTesnbCckoro ycrpoictea goctyna (PC) wm  ycTpolictea
ynpaBneHus goctynom (nporpamma AocTyna) npoucxoaut no npotokony EAPOL,
onpegeneHHoro ctaHgaptamu IEEE 802.1x. B3sammopencteume cepBepa ayTeHTUDMKAUUM C
YCTPOMUCTBOM  ynpaBAeHWA  AOCTYNOM  npoucxogut no npotokony EAP.  [daHHbie
ayTeHTUPMKAUMM MHKancyaupyloTca B nakeTbl EAP. Maker EAP nepepgaetca B naketax
nNpoToKonoB 6osee BbICOKMX YpoBHel, Hanpumep, RADIUS 1, npoias yepes CAOXKHYHO CeTb,
nonaaaeT Ha cepBep ayTeHTUdMKaumun.

MopTbl, KOTOPbIE NPeAOoCTaBAAET YCTPOMCTBO YNPABAEHMA AOCTYNOM HA YPOBHE MOpTa,
MOryT ObITb BMPTya/sibHbIMW NOPTaMKU ABYX TUMOB: ynpasafaemble MOPTbl U HeynpaBasemble
noptbl. HeynpasBnsembl MNOPT BCerga HaxoAUTCA BO BK/AKOYEHHOM COCTOAHMM B 0bHoMX
HanpaB/eHUAX nNepegavyn nNakeToB ayTeHTMdPUKaumm EAP. YnpaBnaemblii NOpT, Korga OH
aBTOPU30BaH Ha nepegavy TpadurKa C KOMMyTaumen NakeTos, Bceraa byaer 8 NOAKAOYEHHOM
COCTOAAHUMU. ECin NOPT He aBTOPM30BaH, TO OH BbIKAOYEH U Nnepeaayda NakeToB HEBO3MOXHA.

Mpu IEEE 802.1x, nporpamma MCMO/b3yEeTCA KaK YCTPOMCTBO YMpaB/ieHUA A0CTYNoMm;
nogKnt4Yaemoe MnoNb30BaTe/NIbCKOe YCTPOMCTBO — 3TO YCTPOMCTBO C KaMeHTckum 10,
nogaepxkmsaowmm 802.1x. Cepsep ayTeHTUPUKauMmM 06blYHO HaxoantcAa B AAA-ueHTpe
onepaTopa 1 0bbluHOo ABnaeTca RADIUS-cepepom.

Ona ynydweHna 6e30nMacHOCTU M yNpaB/ieHMA B NMPOrpaMme pPeasin3oBaHO passvyue
MeXay MNoNb30BaTe/NIbCKMM A0CTynom M ayTeHTudukaumein |EEE 802.1x Ha ocHoBe MAC-
agpecoB. TO/NbKO  ayTeHTUPMUMPOBAHHbIE  MO/Ib30BATE/NIbCKME  YCTPOMCTBA  AOCTyna,
NOAKNIOYEHHbIE K OAHOMY U TOMY e GU3MYecKomy MopTy, MOTyT MOJly4aTb AOCTYN K CeTW.
HeaBTOpM30BaHHbIE YCTPOMCTBA HE MOJy4aT AOCTyna B ceTb. Takum obpa3om, garke ecam K
OfHOMY @U3MYECKOMY NOPTY MOAKAOYEHO MHOFO TEPMWMHANOB, NPOrpaMma MOXKeT
ayTEeHTUOMLUMPOBATD MX W YNPABAATb KaXKAblM MNO/b30BATE/IbCKMM YCTPOMCTBOM A0CTyNna
WHAMBUAYANbLHO.
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Ha ocHoBe ¢yHKUMK ayTeHTUPMKauum 802.1x no MAC-agpecam peannsoBaHa
nosb3oBaTesibckana ayTeHTMdMKaumna 802.1x (IP-agpec + MAC-agpec + nopT). 3To0 no3BoaneT
nosb3oBaTeNAM A0 NPOXOXAEHUA UMW ayTEHTUOUKALUM NONYyYaTb AOCTYN K OrpaHUYEHHbIM
pecypcam. [lpu nonb3oBaTeNbCKOM YNpaBieHUM OOCTYNOM MMeeTcA ABa  pexuma:
CTaHAApTHOe ynpas/ieHne n paclwmpeHHoe ynpasaeHue. lNpun cTaHAapTHOM N0/b30BaTE/IbCKOM
ynpasaeHUn JOCTYyN K OrpaHMyYeHHbIM pecypcam He orpaHUYnBaeTca, BCce Nonb3oBaTein nopTa
MMEeIT K HUM J0CTyn A0 ayTeHTuduKaumu. Mocne ayteHTUPUKaLMmM NoNb30BaATENN NOAYYAOT
[OCTyn KO Bcem pecypcam. [Mpu paclwiMpeHHOM MNONb30BaTe/NIbCKOM YyMNpaBAeHUU A0CTYNOM
TONbKO CreuManbHble NoNb30BaTeNM A0 ayTEHTUOMKALMK NOAyYaT AOCTYN K OrpaHUYEeHHbIM
pecypcam. lMocne npoxoxaeHna ayTeHTUPUKaLMM 3TU cneunanbHble NoNb30BaTeNn Moayyat
OO0CTYN KO BCEM pecypcam.

2.7.2 Npumep KoHdurypaumm 802.1x + RADIUS.

KoHdurypauma 802.1x + RADIUS nokasaHa Ha pucyHke 8.

10112

/
1711

RADIUS Server
L 10.1.1.3

PucyHok 8 — KoHdurypauma 802.1x + RADIUS

KomnbloTep noAakAtodeH K NopTy 2 nporpammoin. Ha nopTty BKAoYeHa ¢yHKUMA
ayTeHTUdMKaunm |EEE802.1, B KayecTBe MeToda AOCTyna MO YMOJMAHUIO WCMOJMb3yeTca
ayTeHTUPMKauma Ha ocHoBe MAC-agpecos. IP-agpec nporpammbl 10.1.1.1. Mo ymonyaHuto
nopTamu ayTeHTUOMKALNKN N yYeTa CETEBbIX CEPBUCOB ABMIAKOTCA COOTBETCTBEHHO NopT 1812 n
nopt 1813. [OnAa BbiNnonHeHWsa ayTeHTUdPUKaumm |EEE802.1x B KOomMNbiOTEPE YCTAHOBAEHO
KnneHTcKkoe MM0O.

(Switch) (Config)#radius server host auth *10.1.1.3" name "Default-RADIUS-Server"

(Switch) (Config)#radius server key auth "10.1.1.3" encrypted
1941ca8d99fc9209eade226bd848b3b7050129ecc6f67cc6efb138ddelb408b7dedb295¢1991feb
b897813fabh859d6d538d52015eb26e45a87h3f1148bbd8686

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#dot1x port-control force-authorized
(Switch) (Interface 1/0/1)#description RADIUS_SERVER
(Switch) (Interface 1/0/1)#exit
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(Switch) (Config)#dotlx system-auth-control
(Switch) (Config)#aaa authentication dot1x default radius

(Switch) (Config)#show dotlx authentication-history 1/0/2
Time Stamp Interface  MAC-Address  VLANID Auth Status

Jan 01 1970 00:23:04 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized

Jan 01 1970 00:22:41 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:19:08 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:15:48 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:14:39 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
(Switch) (Config)#show dotlx clients 1/0/1
Logical Interface ..........ccccocvevveinnnnn, 0
Interface........ccoovveviviiieiieccis 1/0/2
User Name.......coccoevevveeiiieiiieeiie e dotlxuser
Supp MAC AdAress. .....ccccoovrervreneennnn. AC:22:0B:E7:BD:D9
Session TIMEe ...covveveeveecec e 630
VLAN Id. oo 3
VLAN ASSIgNEd. .....ooveieiiiiiiieiiins Default
Session TIMeout. .......cccceeveveevveienen, 0
Session Termination Action. .................... Default
2.8 Hactpoiika Tabaunubl MAC agpecos
2.8.1 Obwwme cBegeHns o Tabanue MAC agpecos
Tabnnua MAC-agpecoB — 370 Tabnuua cootBeTcTBUit MAC-agpecoB YCTPOMCTB

Ha3HavyeHMA noptam nporpammbl. MAC agpeca oenAatca Ha CTaTUYECKUMe U gUHaMUYecKue.
Cratnyeckme MAC agpeca Bpy4YHYO CKOHPUIYPUPOBaAHbI NONb30BaTE/IEM, UMEKOT HauUBbICLLUNIA
NPUOPUTET U [ENCTBYIOT MOCTOAHHO (OHW He MOryT 6biTb 3amelleHbl AMHamuyeckum MAC
agpecamu). [OuHamumyeckMe agpeca 3aMOMMHAIOTCA NPOrpammon Mnpu nepepaye MNaKeToB
OAHHbIX, N OHU OENCTBYIOT OrpaHuYeHHoe Bpemsa. Koraa nporpamma nonyyaeT ppenm gaHHbIX
ONA nepecbinkun, oH coxpaHaeT MAC agpec UCTOYHUKA dperima 1 COOTBETCTBYHOLWMI emMy NOpPT
Ha3sHavyeHus. Korpa Tabamua MAC appecoB onpawmBaetrca Ha npeametr MAC agapeca
npMemMHWKa, MpU HaXOXAEHWUM HYXKHOro ajpeca, nNakeT JAaHHbIX OTNpasBaseTca Ha
COOTBETCTBYIOLLMA NOPT, B MPOTUBHOM C/Ayyae NPOrpamma nepecblsiaeT NakeT Ha CBOM
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LUMpPOKOBELWATeNbHbIN AoMmeH. Ecnn anHamuyeckuii MAC agpec He BCTpeyaeTca B NakeTax Ans
NnepecbiNnkM ANUMTENbHOE BpemA, 3anMcb O Hem yaanaetca w3 Tabauubl MAC apgpecos
Nporpammbil.

Ona Tabnnubl MAC agpecos onpegeneHbl ABe onepauuu:
1) NonyyeHne MAC agpeca;

2) OTnpaBKka wan ¢GuAbTpauMA NakeTa AaHHbIX B COOTBETCTBMM ¢ Tabauuen MAC
afpecos.

Monyyenune Tabanuybl MAC agpecoB

Tabnvua MAC appecoB moxeT ObiTb MOCTPOEHA CTAaTUYECKUM WAU AUHAMUYECKM.
CraTnueckMum KoHUrypmMpoBaHMem HacTpauBaeTca cooTsetcTBue mexay MAC agpecamu um
noptamu. [JuHammyeckoe obyyeHne — 3TO NpPoLECC, KOr4a Nporpamma M3y4yaeT CBA3U MeXAY
MAC agpecamu n nopTamm n perynapHo obHosaaet Tabanuy MAC agpecos. B 3Tol cekumm mbl
OCTAHOBMMCA Ha NpoLecce AMHAMUYECKOro NocTpoeHusa Tabanubl MAC agpecos, NOKA3aHHOTO
Ha pPUCYHKe 9.

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
PucyHok 9 — InHamuyeckoe noctpoeHmne tabanuybl MAC agpecos

Tononorma Ha pucyHKe 9: 4 KomnbtloTepa nogkatoyeHbl K nporpamme, rge PC1 n PC2
npuHagnexat oAHOMY GU3MYECKOMY CErMeHTY(4OMEHY KONU3ui), GU3MYECKUI CermeHT
nogxkatoueH K nopty 1/0/5 nporpammbi, PC3 1 PC4 npuHagnexkat K gpyromy ¢usmnyeckomy
CermeHTy, NoAKAYeHHOMY K nopTy 1/0/12 nporpammsi.

HauanbHaa tabanua MAC afpecoB He COAEPXMUT HUKAKUX 3HavyeHui. Bodbmem pns
npumepa npouecc ceasm mexay PC1 n PC3. MNMpouecc obyyeHna MAC agpecam crenyownia:

1) Korga PC1 nocbinaet coobuieHmne k PC3, MAC aapec uctoydunka 00-01-11-11-11-11 v nopt
1/0/5 n3 3toro coobuieHma 3aHocaTca B Tabamuy MAC aapecos nporpammbl.

2) B TO XXe BpemMs NporpaMmy HaZo NOHATb, KaK A40CTaBUTb coobuieHure Ha agpec 00-01-33-33-
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33-33. TaK Kak Tabnuua coAepKUT 3anucb TonbKo gnsa agpeca 00-01-11-11-11-11 m nopTta
1/0/5, a ana agpeca 00-01-33-33-33-33 HMKaKMX 3anMceit HeT, Nporpamma paccbiiaeT gaHHoe
coobuieHne Ha BCe CBOM NOPTbI (Npeanonaraem, YTo BCe NOPTbl NPUHAANENKAT NO YMONYAHMUIO
VLAN1).

3) PC3 u PC4 nonyyatoT coobuieHne, nocnaHHoe PC1l, Ho PC4 He oTBeYaeT Ha 3TO cooblieHue,
TaK Kak agpec npuemHuka 00-01-33-33-33-33, n oTBevaTb Ha Hero b6yaeT Tonbko PC3. Korga
nopt 1/0/12 nonyyaet coobuieHune, otnpasneHHoe PC3, B Tabanuy MAC agpecos gobasnserca
3anucb o MAC agpece 00-01-33-33-33-33 1 cooTBeTcTBYlOWEM emy nopTe 1/0/12.

4) Tenepb Tabnmua MAC agpecos umeeT ase AnHamunyeckue 3anmncn: MAC agpec 00-01-11-11-
11-11 — nopt 1/0/5 1 00-01-33-33-33-33 — nopT 1/0/12.

5) Mocne obmeHa naketamun mexkay PC1 u PC3, nporpamma 60onblue He NosydYaeT NaKeTos,
otnpasneHHbix PC1 u PC3. U 3anucn B Tabnanue MAC agpecos, COOTBETCTBYIOLLIME 3TUM
ycTpoictBam yaanawtca yepes 300 nam 2*300 cekyHg (T.e. npoctoe MaM ABOMHOE Bpems
*un3Hn). 300 ceKyHA 346eCb 3TO BPEMA XKM3HM NO YMONYAHUIO gnA 3anucen B Tabamue MAC
aapecoB. Bpemsa }KU3HU MOXKET OblTb K3AMEHEHO HA NPOrpaMme.

MepecbliKka Mnn GuUnbTPaLma Kagpos

Mporpamma nocblnaer WMAM OTOUABLTPOBLIBAET MPUHUMAEMbIE MaKeTbl OAHHbIX B
cootBeTcTBMM C Tabnuuenn MAC agpecoB. PaccmaTpuBasa anAa npumepa PUCYHOK Bbille,
npegnonaraem, 4to nporpamma nsyumnn agpeca PC1 n PC3, n nonbsosaTtenb BPYYHYO HacTpoOun
cooTBeTcTBME nopTos ana PC2 n PC4.

MAC apgpeca nporpammbl NokasaHbl B Tabaunue 1.

Tabnnua 1 — MAC agpeca nporpammbl

MAC agpec Homep nopTta Kem gobasneHa 3anucb
00-01-11-11-11-11 1/0/5 OnHamuyeckoe obyyeHune
00-01-22-22-22-22 1/0/5 CraTmnyecKas KoHoUrypaums
00-01-33-33-33-33 1/0/12 [nHamunuyeckoe obyyeHune
00-01-44-44-44-44 1/0/12 CraTmnyecKas KoHpUrypaums

1) OTnpaBKa NnakeToB B COOTBETCTBUM € Tabaunueit MAC agpecos

Ecamn PC1 nocbinaet naket K PC3, nporpamma oTrnpasaseT AaHHble, MOayYeHHble ¢ nopTa
1/0/5 Ha nopt 1/0/12

2) dunbTpaumsa AaHHbIX B coOoTBETCTBUM € Tabauueir MAC agpecos

Ecnn PC1 nocbinaet coobueHmne PC2, nporpamma, npoeepus tabauuy MAC agpecos,
HaxoguT PC2 1 PC1 B ogHOM OU3NYECKOM CErMEHTE U OTPUAbTPOBBLIBAET 3TO coobUEeHMe (To
ecTb cbpacbiBaeT 3To coobuieHme).

Mporpammon moryT nepecblanatbea Tpy TUna ppenmos:
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— LUMpPOKOBeLLaTeNbHble dpelrimbl;
— MHOrono/ib3oBaTeibCckne dpenmol;
— oZHONONb30BaTe/IbCKME Pppenmbl.
[anee onucbiBaeTca, Kak Nporpamma paboTaeT co BCEMM TPEMSA TUMAMM NAKETOB:

1) WunpokoseLlaTensHblt ppelim: MNporpamma MoKeT onpeaensTb KONM3nK B LOMEHE,
HO TO/IbKO He [AndA WupoKoBewaTenbHbiXx gomeHoB. Ecan VLAN He ycTaHOBJIeHbl, Bce
YCTPOMCTBA, MOAKNKOYEHHble K MPOrpamMmmay CYMTAIOTCA  Haxo4AaAWMMMUCA B OLHOM
LWMpoOKoBeLwaTeNnbHOM gomeHe. Korga nporpamma nosyyaeT WMPOKoBeLWaTeNbHbIN dpeim, oH
nepecbinaeTr ero Bo Bce noptbl. Ecam VLANbI ckoHdurypupoBanbl, Tabamua MAC agpecos
aganTUpPYeTCca B COOTBETCTBUM C AOMONAHUTENbHOM MHPopmaumeinn o VLANax. B stom cnydae
nporpamma otnpasaseT Gpenm TO/IbKO Ha NopTbl, Haxogdwmecs B Tom e VLANe.

2) MHorononb3oBaTesibCkMn  dpperm:  Ecnm mMHOronosb3oBaTeNbCKUM  AOMEH
HensBecTeH, nNporpamma paccbinaetr ¢perim B Tom e VLANe, HO ecnn BKAtoYeHa GyHKLUMA
IGMP snooping uan cKoHbUrypupoBaHa CTaTUYeCcKas MHOromno/ib3oBaTtenibckana rpynna,
nporpamma 6yaeT NocbiNaTte 3TOT Gpem B NOPTbl MHOTOMO/1Ib30BaTENbCKOM rPynMbl.

3) OgHononb3oBaTenbckuii pperim: ecnm VLANbI He CKOHGUTrypupoBaHbl, To, ecan MAC
agpec npuvemHuka ectb B Tabavue MAC agpecosB nporpammbl, Mporpamma Hanpamyto
nepecblnaeT MakeT B COOTBETCTBYHOLWMI MOPT. Ecnm Ke agpec npvemHMKa B Tabauue He
HaMgeH, Nporpamma AenaeT LWMPOKOBELW,ATEIbHYI0 pPaccbliky 3Toro ¢perima. Ecam VLANGI
CKOHUrypMpoBaHbl, MPOrpaMmma paccblinaeT 0A4HOMO/b30BATENLCKUIN Gperim TONbKO BHYTPU
opHoro VLANa. Ecnu MAC appec HangeH B Tabauue, HO npuHagnexut gpyromy VLANy,
nporpamma fenaeTt LWMPOKOBELWATENbHYO paccbinky ¢peirima B Tom VLANe, K KoTopomy

NPUHaANEXUT ppeinm.

2.8.2 fononnutenoHble GyHKUNM Tabanubl MAC agpecos.

BONbWMHCTBO Nporpamm noaaep:KuBatoT pexum obydeHna MAC agpecam. Kaxabin
NOPT MOXKET ANHAMMNYECKN 3aMOMHUTL HecKobko MAC agpecoB, Takum 06pa3om, BO3MOXKHA
nepegaya NOTOKOB AaHHbIX mexay mssectHbimM MAC agpecamu BHYTpu nopta. Ecam cpok
*n3Hm MAC agpeca MCTeK, NaKeT, HanpaB/ieHHblIA Ha 3TOoT agpec, byaeTr pasocnaH
LWMPOKOBELLATESbHO.

Opyrumum cnosamun, MAC-agpec, KoTopomy obyumaca nopt, byaeT ncnonb3osatbes 4nA
nepefayn Naketos K 3Tomy nopTy. Ecam coeauHeHue nepekntoyeHO Ha Apyror nopr,
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nporpamma CHoBa BbINoNAHUT 0bydyeHne MAC-agpecy n byaet nepenaBatb AaHHble HOBOMY
nopTy.

OaHaKo, B HEKOTOpbIX CAy4asax MOAUTUKA YNpPaBAE€HUA WAN CEKPETHOCTU MOXKeT
TpeboBatb, 4T06bI MAC agpeca 6blAIM NpUKpenaeHbl K MNOpTam, U TOAbKO MOTOKM C
npusasaHHblx MAC agpecoB byayT nponyckaTbCA K Nepecbiike Ha nopT. To ecTb, nocne
npusasku MAC agpeca K nopTy, B 3TOT NOPT MOTYT nepefasBaTbCA TOJ/IbKO [AaHHble,
npegHasHavyeHHble ana gaHHoro MAC agpeca. lNoTOKM AaHHbIX, NpeaHa3HavyeHHble 4na apyrux
MAC agpecoB, He NPMBA3AHHbIX K A@HHOMY NOPTY, He ByAyT NPONycKaTbCsa Yepes noprT.

Mpumep KOHOUTYpUpoBaHMA NPUBA3KK U orpaHnyeHna MAC agpecos.

(Switch) (Interface 1/0/17)#port-security mac-address 00:01:00:00:00:01 1 - npussizka MAC
azpeca K MHTepQeicy.

(Switch) (Interface 1/0/17)#port-security max-static X — rue X MakcuMalibHOE KOJIMYECTBO MAc
aapecoB Ha MOPTY.

(Switch) (Interface 1/0/17)#interface 1/0/10
(Switch) (Interface 1/0/10)#port-security max-dynamic 10
(Switch) (Config)#show mac-addr-table

VLAN ID MAC Address Interface Ifindex Status

1 00:01:00:00:00:01 1/0/17 17 Static

(Switch) (Config)#show mac-addr-table count

Dynamic Address count. ............cccceevnene 1

Static Address (User-defined) count. ........... 1
Total MAC Addresses in USe. .......cccccueeaee. 2

Total MAC Addresses available. ................. 16384

2.9 Hactpoiika QoS

2.9.1 Obwme cBegeHunsa o QoS

QoS (Quality of Service — KauyecTBo cepBuca) - Habop BO3MOMKHOCTENM, KOTOpble
NMO3BO/IAIOT CO343aBaTb pPa3Ae/ieHHble NONOCHI A5 NepesaBaeMblX NO CETU AaHHbIX, TEM CaMbIM
obecneumnBan nyywunii cepsuc ans BblbpaHHoOro ceteBoro TpadpuKka. QoS - rapaHTUA KayecTBa
nocnefoBaTe/sibHOM M NpeacKasyemon nepedadunm AaHHbIX Ans obecnevyeHusa TpeboBaHUi
nporpamm. QOS He co3paeT AONOAHUTENbHOM MOMOCHI Nepeaadun, HO obecneymsaeT Hosnee
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3pdeKTMBHOE YynpaBieHMe MOJIOCOM B COOTBETCTBMU C TPEOOBAHUAMMU MNPUIONKEHUN U
NOZIMTUKOM yNpaBAeHUA CETbIO.

QoS: KauectBo cepsuca, obecrneyeHve rapaHTMPOBAHHOrO KayecTBa cepsBuca A/
nocnenoBaTesibHOM W MpeacKkasyemoin nepedadn [AaHHbIX M BbiNOAHEHMsA TpeboBaHUi
nporpamm.

OomeH QoS: OomeH QoS noaaeprkuaeT ycTporictBa ¢ QoS ana d¢opmupoBaHus
CeTeBOM TOMNONOrMK, KoTopasa obecneynMT KayecTBO CepBMCA. TaKaA TOMONAOrMA Ha3blBaeTcA
aomeHom QoS.

CoS: Knacc cepBuca - KnaccupuKaumoHHaa mHbopmauma, nepesasaemasn ppenmamm
802.1Q Ha BTOpOM ypoBHEe. 3aHuUMaeT Tpu buTta nona Tag B 3aronoBKe ¢pelima U HasbiBAETCA
YPOBHEM M0/1b30BaTe/IbCKOro NpuopuTeTa B gnanasoHe ot 0 o 7.

Ha pucyHke 10 noKkasaHbl npnoputeTbl Knacca cepsuca.

Layer 2 802.1Q/P Frame

Preamble | Strtframe | ny | s | Tag | PT | Data | FCS
delimiter

L 3 bits used for COS (user priority)

PucyHok 10 — NMpuoputeTbl Knacca cepsuca

ToS: Tun cepeuca. OgHobaliToBoE Nose, NepeaaBaemoe B 3arosioBKe naketa IPv4 Ha
TPeTbeM YPOBHE AnsA 0bbaABnAeHMA TUNa cepBuca IP naketa. 3HavyeHnem nona ToS morKeT bbITb
npuoputeT IP (IP Precedence) nnm sHayeHune DSCP.

Ha pucyHke 11 nokasaH npunopwuteT ToS.

Layer 3 IPv4 Packet

Version ToS

Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data
length (1 byte)

L IP precedence or DSCP

PucyHok 11 — lMpuoputet ToS

IP Precedence: Mpuoputet IP. KnaccndmkaumoHHas mHbopmaumsa nepeaarollancs B
3aro/I0BKe MakeTa TPEeTbero yposHA, 3aHMMatow,an 3 6uta u moryw,aa npMHUMaTb 3Ha4YeHuA oT
Opo7.

DSCP (Differentiated Services Code Point): Koabl pa3fgeneHHbIX CepBUCOB,
KnaccudmKaumoHHaa nHbopmauma, nepeaatowanca B 3aronoBke IP nakeTa TpeTbero ypoBHs,
3aHUMaeT 6 6UT, UmeeT 3HaveHume oT 0 Ao 63 M 06paTHO coBMEcTMMa ¢ NpuopuTeTom IP.

MPLS TC(EXP) :
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Mone MPLS o3HayvaeT Knacc obcnyxKmBaHumsa, umeet 3 buta ana ananasoHa ot 0 go 7. Ha
pucyHKe 12 nsobparkeHo none MPLS.

r‘ pA | sa | vip | oxsssz Label (20-bits) EXP [s

PucyHok 12 —None MPLS

Internal  Priority:  BHYTPEeHHMA NPUOPUTET, YCTAHABAMBAEMbIA  MNPOLLECCOPOM
nporpammaa. Bo3amoXHbI AnanasoH 3Ha4YeHU 3aBUCUT OT Tuna npoueccopa. COKpaLEeHHO -
Int-Prio nawm IntP.

Drop Precedence: [puoputer cbpoca. [Mpu o06paboTke nNaketoB NepBbIMU
cbpacbiBatoTca nakeTbl ¢ 6Honbwum npuoputeTtom cbpoca. MmeeT 3HaveHve 0 wam 1.
CoKpaleHHo o6o3HavaeTca Drop-Prec nnm DP.

Classification:  ocHoBHOe  HasHayeHuMe  mexaHmama QoS,  Knaccuobuumpyet
nepesaBaemble  NakeTbl B COOTBETCTBMM € KNAcCMPUKALMOHHOM  MHPopmaLmen,
cofepKallenca B nakeTax U cnuckamm KoHTpona goctyna(ACL).

Policing: peictBue mexaHuama QOS Ha BXOoZe, KOTOPOE YCTaHaBAMBAET MOJIUTUKM
TpaduKa 1 ynpasaseT KnaccudumumMpoBaHHbIMK NaKETaMM.

Remark: aelictene mexaHnsama QoS Ha BXoZe, BbIMOHAOLLEE NPOMNYCK, OCTAaHOBKY UM
cbpoc nakeTa B COOTBETCTBMM C NONUTUKAMM TpaduKa.

Scheduling: pelictBne mexaHmMama QoS Ha Bbixoge. [lobaBnAeT NakeTbl B
COOTBETCTBYIOLLME WUCXOAAWME O4Yepean OCHOBbIBAACb Ha BHYTpeHHem npuoputete. U
NPUHMMAET peLLeHne O NocbliKke Unm cbpoce NakeToB B COOTBETCTBUM C NpnopuTeTom cbpoca,
aNITOPUTMOM MOCbINIKM M BaXKHOCTbO COOTBETCTBYHOLEN oYepeam B UCXOAALLEM NOTOKE.

In-Profile: Tpaddmk B pamKax noauTukm QoS(nonoca nponyckaHua  wam
JOMONHUTENBHOM Nonocom) HasbiBaeTtca In-Profile.

Out-of-Profile: Tpaddmk B pamkax noautuknm QoS(nonocbl NPOMNYCKaHUA UK
[OMNoNHUTENbHOM nonocbl) Ha3biBaeTca Out-of-Profile.

Ona BbINONHEHUA B Nporpamme nporpammHoro QoS HeobxoaMmMoO pPacCcMOTPETb
OCHOBHYlO 6a3oByl0 mogenb. QOS He co3JaeT HOBOW MO/IOCbI B KaHane, HO MOXKET
MaKCMMaNbHO NOACTPAMBATb KOHPUIypaUMUO TeKYyWMX KaHanbHbIX pecypcoB. [lonHas
peanu3auua QoS AaeT BO3MOMKHOCTb MOJHOCTbIO YNpaBaATb ceTeBbiM TpaPuKom. Huke, Kak
MOXHO TOUYHee, onuncbiBaeTca cam npuHumn QoS.

Cneundukauma nepesaym [aHHbiXx B |IP MOKpbiBaeT TONbKO afpecaumio U CepBuChl
WUCTOYHWMKA N NPUEMHUKA N, KOHEYHO, KOPPEKLUIO Nepesayvm NakeTosB C NOMOLLLIO MPOTOKONO0B
4 yposHa moaenun OSI 1 Bbiwe, Takux Kak TCP. OgHaKo, B 60nblUIMHCTBE C/1y4aeB npoToKon IP
MCNONb3yeT MAKCMMaJIbHO BO3MOMHYIO MPOMYCKHYO CMOCOBHOCTb BMECTO MexaHM3ma
NOALEPKKM M 3aLLMUTbI NONOCHI NAKETHOM Nepegayvn. ITO NPUMEHMMO A/1A TAKMX CEPBUCOB KaK
noyta u FTP, HO npu yBenuyeHWn nepegaym MynbTUMEAUMHDBIX KOMMEPYECKUX AaHHbIX U
3NEeKTPOHHbIX BM3HEC-CEPBMCOB, METOA, MAKCMMaNbHOM 3arpy3kM He MOXKEeT yA0BAeTBOPUTb
TpeboBaHMA HEOHXO4MMOM NONOCHI U HU3KUX 3a[EPIKEK.
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basupyacb Ha pasnnyHbix meTogax, QoS onpegenser nNpuopuTeT ANA  KarKAOro
BxoAawero naketa. KnaccudpurkauymoHHaa nHbopmauma coaeputca B 3aronoskax IP naketos
TPeTbero ypoBHA W B 3aronoBkax ¢permos 802.1Q BTOporo ypoBHA. QoS obecneumsaer
OAMHAKOBbIMA CEepBUC ANA NAKETOB OAMHAKOBOro NpPUOpMTETa, B TO BPEMA KaK ANA MAKeToB C
pasnuyatowmmmca npuopuTeTamm npeanaratoTcA pasnuyatowmecs onepauuu.
MapuwpyTmM3atop MAM Nporpamma, nogaeprkusatowme cepsuc QoS, moryt obecneumaTtb
pPa3NMYHYIO NONOCY Nepefayn B COOTBETCTBUM C KnaccudumKaLumen naketos, NOMeyaTb NakeTbl B
COOTBETCTBMM C CKOHOUIYPUPOBAHHbIMM MNOAUTUKAMM, @ TaKkKe cbpacbiBaTb HeEKOTOpble
HMU3KOMPUOPUTETHbIE NAKETbI B C/ly4ae neperpysku noaockl nepesayn.

KoHourypaumnsa QoS asnsaetca rmbkoi, bonee NnpocTton UAM CNOXKHON B 3aBUCMMOCTU OT
TOMONOTMN CETU U YCTPOICTB U FNYOBUHBI aHaNn3a Bxoaalero/mcxoaawero Tpaduka.

basoBaa mogenb QOS, nNoKasaHHaA Ha pucyHke 13, coctouT M3 4 yacTeit:
Knaccudumkauma, MpumeHeHne nonutuk, MNomeTka u lNnaHupoBaHue, rae KnaccudpuKkauma,
NPUMEHEHWE MOAUTUK U MOMETKM — nocnefoBaTeNbHble AEWCTBMA Ha Bxoge, a pabota ¢
oyepeaAaMU U NNaHMpPOBaHWe — aencTemA QoS Ha Bbixoae.

Ingress Egress
- > _
Generate
Internal
Priority Color
Classification > Policing > Remark > Scheduling

Sort the packet traffic Decide whether the traffic Degrade, discard the different Place packets into priority
according to the classification color is single bucket dual color packets, and remark queues according to internal
info and convert classification color or dual bucket three DSCP, TOS, COS fields priority and service according
info to internal priority value color according to policing to the queue weight and the
and drop precedence value policy drop precedence

PucyHok 13 — basosasa mogenb QoS

Knaccuoumkauyma: knaccuouuympyetr TpaduK B COOTBETCTBMM C KaacCUPUKALMOHHOWM
MHbOPMaL e NAaKeTOB U reHEpUpPyeT 3HAYEHUE BHYTPEHHEro NpUMopuTeTa, OCHOBAHHOE Ha
KnaccuPUKaumoHHo uHbopmaumn. [na pasnyHbIX TUNOB MAKETOB  KnaccuduKauma
obecneuymBaeTca pas3nuyHbiM obpasom. Ha pucyHke 14 nokasaHa cxema npouecca
KnaccnpumKaumm.
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MPLS Y
Packet(*0)
N
Y
Y. IP packet <
= N
_ Y
N
N Set the packet COS as
tag packet the default ingress
COS(*4)
A
COS-to-Int-Prio
Y COS-to-Drop-Prec

conversation according

to the COS value (*5)

DSCP-to-bSCP EXP-to-Int-Prio
DSCP-to-Int-Prio EXP-to-Drop-Prec
DSC_P-to-DropTPrec conversation according to
Conversion according to the the packet MPLS EXP value
packet DSCP

Set the packet COS field
equals Int-Prio

Enter the
policing flow

PucyHok 14 — Cxema npouecca KnaccudpuKkaumm

3ameuaHue 1: 3HayeHne CoS paccunTbiBaeTCA, UCXOAA M3 CBOMCTB MaKeTa, U HUKAK He
CBA3AHO CO 3HAaYeHMEeM BHYTPEHHErO NPUOPUTETA, NOYYEHHbIM 418 NOTOKA.

3ameuaHue 2: Ecam ogHoBpemeHHO cKoHUrypmupoBaHbl nposepka DSCP n CoS, To
npuoputet DSCP BaxkHee COS.
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anIMeHeHMe NONNTUK N MOMETKA: Ka)'l-(ﬁ,blﬁ NaKeT B KI'IaCCMd)MLI,VIpOBaHHOM BXoaAlem
Tpad)vme nony4yaetr 3Ha4YeHUE BHYTPEHHEro npuopuUTeETa U MOXKET Aanee noaBepraTtbCA
AeﬁCTBMIO NOZIMTUK N NOMEYATLCA.

MpuMeHeHWe NOAUTUK MOXKET ObITb BbINOJIHEHO HA MOTOKE AaHHbIX ANA obecneyeHus
pPa3/ZIMYHOM NONOCHI NPOMYCKAHUA ANA PA3/INYHbIX KNAaccoB TpadmKa. HasHaueHHasa NponycKkHas
No/IMTUKA MOXKeT OblTb «OfHa Kop3uHa-gBa useTa» (single bucket dual color) nan «age
Kop3uHbI-Tpu LBeTa» (dual bucket three color). TpaduKy npruceamsatoTca pasnnyHble LBETA, U
B COOTBETCTBMM C HUMM OH MOXKeT cbpacbiBaTbCA UM MPONYCKATbCA. K NponyLweHHbIM NakeTam
NPUMEHAETCA LeNCcTBME MOMETKM, KOorAa MaKeTy HasHavyaeTcA HOBblM, 6onee HU3KWUM
BHYTPEHHWUIN NPUOPUTET ANA 3aMEHbI CYLLECTBOBABLUEro paHee 60s1ee BbICOKOrO BHYTPEHHErO
npuopwuTeTa. MNpoueccbl perynpoBaHnsa U NOMETKM NOKa3aHbl HAa pUCYHKe 15.

( Start )

Whether
configure the
palicing policy

No

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed
Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

v v

Enter scheduling I?)rac::ﬁ:“t;::

PucyHok 15 — lpouecchl peryamMpoBaHnA U MOMETKHU

3ameyaHne 1. BHyTpeHHWIA npuoputeT OyAeT CKPbIT Nocine YCTaHOBKW. YCTaHOBKa
BHYTPEHHEro NpMopuTeTa, YCTAaHOBNEHHOIO Ha TPaduK C onpeaeneHHbIM LBETOM, NOKPbIBAET
YCTAHOBKY BHYTPEHHEro NpuopuTeTa Ha TPaduK, He CBA3AHHOTO C LLBETOM.

3ameuyaHue 2. C6poc BHYTPEHHEro MpPUOPUTETA MAKETOB OCYLLECTBAAETCA B
COOTBETCTBMM C KapToi Npeobpa3oBaHnA «BHYTPEHHWUI MPUOPUTET - BHYTPEHHUI NPUOPUTETY
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(IntP-to-IntP). Mpu KnaccudmKaumm NOTOKa BHYTPEHHUI NPUOPUTET BepeTca OT UCTOYHUKA NN
yCTaHaBAMBAETCA AENCTBUAMM, HE CBA3AHHbBIMM C LLBETOM.

Pabota c ouyepeasmn M NAAHUPOBAHME: CYLLECTBYET BHYTPEHHUN NpUOpPUTET ANs
NCXO4AWMX MAKeToB, B COOTBETCTBUM C HWUM NJAAHUPYETCA pacnpegeneHve naketos no
oyepeasam C PasIMYHbIM MNPUOPUTETOM W MAKeTbl NOCLINAKOTCA B COOTBETCTBMM C BECOBbIM
npMopuUTETOM o4Yepeaun 1 npuopmuteTom cbpoca. Ha pucyHke 16 nokasaHa cxema naaHUPOBKU
M ynpasieHnAa ovepegamm.

MPLS packet(*0)

4

Remark EXP field
Remark DSCP and L2 COS of the packed
fields of the packets | «| @ccording to Int-
according to Int-Prio-to-DSCP Prio-to-EXP
Int-Prio-to-COS mapping(*1) mapping

Select queue according to
IntPrio-to-Queue mapping

Queue Number
v

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

Finish Drop the
packets

PucyHoOK 16 — Cxema nAaHMPOBKM U yNpaBaeHUA ovepegamm

2.9.2 MNpumep HacTopoiikn QoS

HeobxoamMmo BKAOUNTL GYHKLMIO QOS 1 YCTaHOBUTL Ha NOPTY PEXMUM [0BEPUTESIBHOTO
CoS 6e3 nsmeHeHua sHayeHmna DSCP

3Tanbl KOHPUTYPUPOBAHMA ONUCAHbI HUXKE:
(Config)#tinterface 1/0/2
(Interface 1/0/2)#classofservice trust dotlp
(Config)ttinterface 1/0/2
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(Interface 1/0/3)#classofservice trust ip-dscp
(Interface 1/0/3)#classofservice dotlp-mapping 5 7
(Config)#tclassofservice ip-dscp-mapping af41 4

switch# show classofservice dotlp-mapping 1/0/2
User Priority Traffic Class

N oo o W N R O
a uu A W N R O O

switch# show classofservice ip-dscp-mapping

IP DSCP Traffic Class

0(be/cs0) 1

1 1
2 1
3 1
4 1
5 1
6 1
7 1
8(cs1) 0
58 3
59 3

36
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61 3
62 3
63 3

Mpumep KoHPUrypmposaHus anropmtma o6paboTku ouepesei
(switch) (Interface 1/0/3)#cos-queue strict 6
(switch) (Interface 1/0/3)#cos-queue min-bandwidth000000 0

(switch) (Interface 1/0/3)#show interfaces cos-queue 1/0/3

Interface. ..oocoveveeeeeeiiiieiieeeeen, 1/0/3

Interface Shaping Rate. ......cccccceeunneennn. 0

Queue ID Min. Bandwidth Scheduler Type Queue Management Type

0 0 Weighted Tail Drop
1 0 Weighted Tail Drop
2 0 Weighted Tail Drop
3 0 Weighted Tail Drop
4 0 Weighted Tail Drop
5 0 Weighted Tail Drop
6 0 Strict Tail Drop

2.10 KoHdurypmposaHue 3epkanmpoBaHusa NOpTOB
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2.10.1 BBepeHue B 3epKanpoBaHmne NopToB

PyHKUMA  3epKasIMpOBaHMA BK/AKOYAeT B cebA 3epKa/JiMpoBaHME MNOPTOB W
3epKasnpoBaHMe MNOTOKOB. 3epKasMpoBaHMe NOPTOB npeacTaBnsetr cobon aybnvposaHue
KafpoB [aHHbIX, NOCbINAEMbIX/MPUHMMAEMbIX OAHMM MOPTOM, Ha APYrom nopTy.
Oy6nAnpoBaHHbIA NOPT — 3TO NMOPT-UCTOYHUK 3ePKabHOro nopTa, Ay6amMpylowmn ero nopT —
3TO 3epKasibHbl NOPT (MOPT HasHayeHus). K 3epKasnbHOMY MopTy O6bIMHO MOAKAKOYAIOT
aHanu3aTtop npoTokonos (Hanpumep, Sniffer) wanm  cpeactesa  MoHuTOpuHra RMON,
OCYLLECTBAAKOWME MOHUTOPUHT, ANATHOCTUKY U YNpaB/IEHUE CETLIO.

Mpw 3epKannpoBaHMM NOTOKOB NPOrpaMmma TOYHO KOMUPYET MONYYEHHbIE NAKEeTbl UK
nepefaBaemMble B pamKax MpaBuMA OT OAHOro nopTta K apyromy. IddeKTMBHOCTb
3epPKaNIMPOBaHNA MOTOKOB BO3MOXHa B C/ly4ae 3a4aHUA cneumnanbHbiX Npasu.

B HacToAwee Bpema KaxAabli Nporpamma MOXKeT YCTaHaBAMBATb MHOMECTBO
3epKaZIMPOBaAHHbIX Ceccuit. YMcno NOPTOB-UCTOYHMKOB A1A 3€pKaNbHOro nopTa He
OrPaHMYEHO, MOXKET MUCMONb30BaTbCA KaK OAMH MNOPT, TaK U HECKOAbKO. [MOpPTbl-UCTOYHUKMU
MOTYT MPUHaAeKaTb Kak oaHoli u Ton Xe VLAN, Tak u pasHbim VLAN. MMopT HasHayeHus m
NOPTbI-MCTOYHUKN MOTYT NPpUHagNexKaTb pa3Hbim VLAN.

2.10.2 TMpumep KOHPUTIYpaLMM 3epKanMpoBaHNA NOPTOB:
KoHdurypauma cnegyrowan: A1a MOHUTOPUHra Ha uHTepdeiice 1/0/1 dpelimsbi ¢
AaHHbIMK paccbinatoTca uHTepdeicom 1/0/3 n nonyyatotcs uHTepdeicom 1/0/2.

1) HactpowTe nHtepdeiic 1/0/1 Kak nHTepdeic 3epkanmpoBaHma NyHKTa Ha3HauYeHUA.
2) Hactpoite nHtepdeiic 1/0/3 Kak uHTepdeic Bxoaailero notoka n nHtepdeic 1/0/2

KaK MHTepd)el)'IC ncxoaAauwero NoToka AnAa NCTOYHUKa 3epPKainpoBaHUA.

LWarun koHurypauunm cnegyowme:
(Config)#monitor session 1 destination interface 1/0/1
(Config)#monitor session 1 source interface 1/0/3

(Config)#monitor session 1 mode

2.11 Kondurypauma DHCP/ARP Snooping

2.11.1 BeeaeHue B DHCP/ARP Snooping

DHCP Snooping o3HauvaeT, 4To nporpamma HabawogaeT 3a npoueccom npuceoeHus IP
agpecos no npotokony DHCP. 3To npegotepallaet noAasaeHne HeneranbHbix DHCP cepsepos un
DHCP aTaku nyTem HacCTPOMKM OOBEPEHHbIX U HepoBepeHHbix nopToB. DHCP coobuieHune ¢
[0BepeHHbIX NopToB nepeaaetca 6e3 npoBepku. Mpu TUNUYHON KOHOUIypaLMn AOBEPEHHbIE
nopTbl Mcnonb3ykTca gna nogkntoveHma DHCP cepsepa mam DHCP petpaHcnatopa, a K
Hef0BepeHHbIM NOPTaM MNOAKNOYAOTCA KIMeHTbl. C HeA0BEepPEHHbIX NOPTOB Nporpamma byaer
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nepecbinatb Tonbko DHCP 3anpocbkl, HO He oTBeTbl. ECnM ¢ HefAOBEPEHHOro NopTa NOy4eHo
coobuieHme DHCP oTtBeTa, mporpamma NOgHUMMET TpeBOry W npeanpumer onpefeseHHble
AeNCTBUA C NOPTOM, COMNACHO HACTPOMKaM, HaNmpUMep BbIK/JOYEHUE WM CO34aHUE KYEPHOM

AbIpbI».

Ecnn BrkntoveHa npmsaska DHCP Snooping, nporpamma COXpPaHUT B COOTBETCTBYIOLLEN
Tabnuue ceAsyowyo WMHGopmaumio o Kaxgom DHCP KnveHTe C He [0BepeHHOro nopTa
(skntoyaa MAC agpec, IP agpec, apeHay IP, Homepa VLAN 1 nopTta). Mmea Takyto Hpopmaumio
DHCP Snooping MOXXHO KOMBUHMPOBATL C APYrMMU MOAYNAMM, TaKUMMK, Kak dotlx u ARP, nam
CaMOCTOATE/IbHO peasin3oBaTb KOHTPO/Ib AOCTYMNa No/b30oBaTenen

2.11.2 Tunosoe npumeHeHne DHCP Snooping

Tunosoe npumeHeHue DHCP  Snooping NOKa3aHo Ha PUCYHKe 17.
Switch

E1/0/10

DHCP Client DHCPACK DHCP Client
IP:1.1.1.5 IP:1.1.1.6
Mac:AA Mac:BB

Gateway DHCP cepBep

PucyHok 17 — Tunosoe npumeHeHue

Kak nokasaHo Ha pucyHKke 17, yctponctBo Mac-AA — 06blYHbIA M0/Ib30BaATEND,
NOAK/IOYEHHbIW K HegoBepeHHoMy nopTy 1/0/1 nporpammbl, nosayyaet IP HacTpoiku yepes
DHCP, IP agpec knmneHta 1.1.1.5. DHCP cepBep 1 WwA03 NOAKNAOYEHbI K A4OBEPEHHbIM MOPTaM
nporpammbl, 1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3/710yMblNEHHUK Mac-BB, noAKAOYeHHbIA K
HepoBepeHHomy nopTty 1/0/1 nporpammbl, nbiTaetca noggenats DHCP cepsep (nocbinas
naketol DHCPACK). ®yHkuma DHCP Snooping Ha nporpamme 3PpPeKTUBHO OOHAPYKUT U
6/10KMpPYET TaKOM TUN CETEBOMN aTaKM.

MocnenoBaTeIbHOCTb HACTPOMKM:
switch#

switch#config

switch(config)#ip dhcp snooping
switch(config)# ip dhcp snooping vlan 1
switch(config)#ip arp inspection vlan 1
)

switch(config)#interface ethernet 1/0/11
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switch(Config-If-Ethernet1/1/0/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/1/0/11)# ip arp inspection trust
switch(Config-If-Ethernet1/0/11)#exit

2.12 KondurypuposaHue NTP

2.12.1 BeepgeHune B NTP

Mpotokon NTP (Network Time Protocol) BbINONHAET CUHXPOHM3ALMIO XPOHOMETPaAXKa B
LAN/WAN ceTax mexay pacnpeaenéHHbIMU cepBepamm BPEMEHU U KAMEHTAMM C TOYHOCTbIO
00 MUAAnceKyHa. Peannsauma npoToKona onucbisaeTca ctaHgaptom RFC 1305.

Llenbto wucnonb3oBaHua npotokona NTP aBnAeTca COXpaHeHMe MOCTOSHHOrO
XPOHOMETpaKa Ha BCeX CeTeBblX YyCTpoWcTBax pgns  obecneyeHus 3dPEKTUBHOrO
OYHKLMOHMPOBAHMA PA3IMYHBIX MPUNOMKEHUIN, MCNONB3YIOWMX TOYHYHO CUHXPOHWU3AUMIO
BPEMEHMW.

2.12.2 Mpumep ncnonbsosaHmna NTP

KNnMeHTCKaa nporpamMmma CUMHXPOHU3UPYET BPeMs C CEeTeBbIM CEPBEPOM BPEMEHM,
KOTOPbIX B JIOKA/IbHOM ceTu HaxoauTca Asoe. O4MH cepBep BPEMEHU UCNO/b3YeTCs B KAaYecTBe
XOCTa, AOPYron HaxoauTca B peXMMe OXupaHua. Ha pucyHke 18 noKasaH npouecc
CUHXPOHM3aLMM MPOTrPaMMbl.

IP 192.168.1.11

\/ Network
Swnch A £z IP 192.168.1.12

1Switch C

IP:192.168.2.12

SwitchB @

\/‘. .
IP:192.168.2.11

PucyHok 18 — lMpouecc CMHXPOHU3ALMKN NPOrpammbl

Network

LWarn KoHpUrypaumm cneayowme:
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(Switch) (Config)#sntp client mode unicast
(Switch) (Config)#sntp server 192.168.1.12

(Switch) (Config)#clock timezone 3 minutes 0

2.13 Kondurypuposanue SYSLOG

2.13.1 BeepgeHune B SYSLOG

CuctemHble coobuleHMa obecneymBaloT ynpasBaAemMbld BblBOA, Hambosiee BaXKHOM
nHpopmaummn, Kotopasa MOXKeT ObiTb 3PPEKTUBHO OTPUALTPOBAHA 3@ CYET MCMNO/Ib30BAHMUA
Pa3BUTbIX CPeACcTB KnaccudpuKkauum MHbopmaumu. B coyeTaHMM C NpPOrpammort OTNadKw,
BbIBOJ, CUCTEMHbIX coobuweHun obecneumBaeT gna aAMUMHUCTPATOPOB WM pPa3paboTyMKoB
BCECTOPOHHIO NOALEPHKKY MO MOHUTOPUHTY U ANATHOCTMKE Npobsiem B ceTu.

BbIBOA CUCTEMHDIX COO6LLI,€HMI71 nporpammbl MNO3BONIAET.

— nepeAaBaTb CUCTEMHbIE COOBLLEHMA MO YETbIPeM HanpPaBAEHMUAM: Ha KOHCO/b,
TepmuHan Telnet, Dumb-tepmuHan (moHuTop), logbuf n loghost;

— pa3aenaTb MHPOPMALMIO CUCTEMHbBIX COOOLLEHMA B 3aBUCUMOCTUN OT €€ 3HaYMMOCTHU
Ha YeTbIpe YPOBHSA U OCYLLECTBAATL GUAbTPALMUIO MHPOPMALIMKN MO YPOBHAM;

— CTPYKTypMpoBaTb MHPOPMALMIO CUCTEMHbBIX COOBLLEHUIA MO PA3NUYHBIM MOAYAM-
MCTOYHMKAM W OCyLLeCcTBAATb PUNbTPaLMIO MHGOPMaLMM MO MOAY/IAM.

B HacToAlee Bpemsa CUCTEMHbIE COOBLLEHMA NPOrpaMmaa MOMKHO BbIBOAUTb NO NATU
HanpaBaeHUAM (NOrMYECKMM KaHanam):

— Ha JI0KaNbHY KOHCOMb Yepes nopT Console;

— Ha ypaneHHoln TepmuHan Telnet wam Dumb-TepmuHan, wcnonb3yembie pns
yAaNeHHOW 3KcnayaTaumm u o6CcnyKnBaHus;

— Ha 3aKpenneHHbln bydep oTyeToB UM B BydepHyto MamATb MPOrpammbl, pasmep
KOTOPO A0CTaTOUYEH ANs XpPaHEHUS HGOPMALMM CUCTEMHbIX COOBLLEHUIA.

— Ha CKOHPUIYPUPOBAHHbIN XOCT CUCTEMHBbIX cooblueHunin (loghost). Cuctema cosgaHus
CUCTEMHbIX COOOLIEHNIM ByaeT Hanpsmylo OTMNPaBAATb CUCTEMHble cooblieHua Ha loghost u
COXPaHATb MX Ha 3TOM XocTe B BuAe daiina, U3 KoToporo no TpeboBaHMIO MHPOPMALUA MOXKET
6bITb M3BNEYEHA AN1A NPOCMOTPA.

2.13.2 NMpumep HACTPOMKM BbIBOAA CUCTEMHbIX COOOLLIEHMA Ha yAaneHHblt SYSLOG
cepsep

Myctb npu ynpasneHmn VLAN IPv4-agpec nporpammbl paseH 100.100.100.5, a IPv4-
agpec yAaNeHHOro cepBepa CMCTEMHbIX coobueHunii paseH 100.100.100.1. TpebyeTtca nocnatb
CUCTEMHble cOObLWEeHMA Ha 3TOT cepBep M COXPaHUTb UX B 060PYyAOBAHMM 3aMUCU CUCTEMHBDIX
COObLWEHNNA.
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switch(config)# logging syslog
switch(config)# logging host "100.100.100.1" ipv4 514 info
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2.14 KOHOUT'YPUPOBAHUE ACL

2.14.1 Beenenuune 8 ACL

Cnucku ynpasnenua goctynom ACL (Access Control List) — 3To mexaHu3m ¢ounbTpaymm
MakeToB, WCMOJIb3yEMbIA MPOrpamMMon AnAa ynpasBaeHUA ceTeBbiM Tpadukom nytem
pa3pelleHna UauM 3anpeTa NPOXOXKAEHUA ero Yepes NPorpamMmma, YTo 3Ha4YMTEeIbHO MOBbIWAET
6e3onacHocTb ceTu. [Monb3oBaTesib MOXET 3aAaTb Habop npaBun o06pPabOTKM NaAKeTos,
HECYLMX TY UM MHYKO KOHKPETHYI MHPOPMALMIO, B KaXKAOM MpaBu/ie yKasaHbl onepauuu
(paspewnTb UAM 3aNpeTUTb NPOXOXKAEHME NaKeTa), KOTopble HEObX04MMO NPUMEHUTb, €C/U
O6HapyKeHOo, YTO MaKeT COAEP)KUT COOTBETCTBYOWY MHPopmaumio. MNonb3oBaTeNb MOXKET
NPUMEHATb 3TW NpPaBUAa K BXOSAWMM M UCXOAALMM MOTOKAM MOPTOB, MPU 3TOM MNOTOKM
OAHHbIX COOTBETCTBYHOLWMX HaNpaBneHUM B 33agaHHOM nNoOpTy OyayT y[o0BAETBOPATb
Ha3HayeHHbIM ana HMx npasunam ACL.

CnucoK gocTtyna — 3TO Nocnen0BaTe/IbHOCTb YC/I0BUIA, COOTBETCTBYHOLLMX KOHKPETHOMY
npasuny. Kaxaoe npaBuao CcopepXuT OGUAbTpyOWy WHOOPMALMIO W BbIMOJHAEMYIO
onepauuto. MHopmaums npasuna npeacraBaser cobon KOMOMHaLMIO YCNOBUIA BO3AENCTBUA,
Hanpumep, IP-agpeca UCTOYHMKA U HasHaveHua, Homep IP-npoTtokona n TCP nopta. Cnucku
A0CTyna MmoryT bbITb KnaccudpuumMpoBaHbl MO CAEAYIOWUM KPUTEPUAM:

Kputepnin Ha ocHoBe ¢uabTpytowen nHbopmaumun: Cnmcok goctyna no IP-apgpecam
(nHbopmauua ypoBHA 3 n Gonee BbLICOKUX YPOBHelM), cnncok goctyna no MAC-agpecam
(nHdbopmauua ypoBHA 2), cnncok aocTyna Ha ocHoBe MAC- IP- agpecos (ypoBHu 2 unu 3, inbo
6onee BbICOKME YPOBHM).

KpuTepuit CNnoXKHOCTWM HaACTPOMKM: CTaHAApPTHaA, pacliMpeHHas HacTpoiKa. [Mpwu
paclWMpeHHOM HaCcTpolKe NpumeHsaeTca bonee cneunduryeckas ¢uabTpytowan nHbopmauus.

KpuTepunint Ha ocHoBe HOMeHKAaTypbl: [To HOMepam, N0 UMEHaM.

B coaepxaHnm CnNnCKa A0CTyna A01XKHbl ObITb OTpPa*KeHbI TPU aCNEKTa, NepevYncneHHbIe
BbllLE.

MmeeTca Bcero ABe onepaumm CNUCKOB [0CTyrna (OHM Ke ABAAOTCA onepauuamu,
Ha3HaYyeHHbIMM MO yMon4YaHu): “permit” (paspewwnTb) n “deny” (3anpetuTsb). MpumeHsatoTca
cnepyolime npasuna:

CnncoK J0CTyna MOMKeT CoZeprkaTb HEeCKO/bKo npasua. Mpu duabTpauum nakeTbl
NpoOBepAITCA Ha COOTBETCTBME YCNOBUAM MpaBu/, HaunmHaA ¢ nepsoro. Ecan npu nposepke
onpegeneHHoOro npasuia  AOOCTUraeTcA  COOTBETCTBME,  OCTajibHble  npasBuna  He
obpabaTbIiBatOTCA, OHU UTHOPUPYIOTCA.

Onepauumn, onpeaeneHHble rnobanbHO, NPUMEHAKTCS B NOPTax TO/IbKO K BXxogAwmMm IP-
naketam. [na IP-naketoB, He ABAAIOWMXCA BXOAAWMMM, a TaK¥Ke ANA BCEX MUCXOo4ALMX
nakeToB, onepaumen, HasaHaYeHHOM Mo YMOoNYaHuto, sBnseTca “permit”.
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2.14.2 Tlpumeps! koHpurypuposanust ACL

Monb3oBaTenb npeabaABAAeT cnegywowme TpeboBaHMA K KOHOUIypupoBaHMIO: MOPT
1/10 nporpammbl npucoeanHeH kK cermeHTy 10.0.0.0/24, ucnonb3osaHue FTP-npoToKona
HeXXenaTesnbHo.

LWarn KoHPUrypauum cnegytoume:

1) Co3aaTb COOTBETCTBYOWMI CNNCOK gocTyna ACL.

2) Hactpoutb GyHKUMIO GUABTPALLMM MNAKETOB.

3) NpuBsasaTb cnmcok goctyna ACL K nopTy.

Mprmepbl HACTPOIKM:

3anpeTuTb nepegady FTP nakeToB npuHMMaembIx Ha nopt 1/0/2

(Switch) (Config) #ip access-1list ftp

(Switch) (Config-ipv4d-acl)#deny tcp any eq ftp any
(Switch) (Config-ipvéd-acl)#exit

(Switch) (Config) #interface 1/0/2

(Switch) (Interface 1/0/2)#ip access-group ftp in 1
(Switch) (Interface 1/0/2) #exit

3anpetTuTb nepegayy Anobbix NAKeToB € aApecom WCTodHMKa 00:11:22:33:00:01

(Switch)
(Switch)

npuHUMaembIx Ha nopt 1/0/1

(Config) #mac access-list extended src mac

(Config-mac-access-1ist) #deny 00:11:22:33:00:01

00:00:00:00:00:00 any

(Switch) (Config-mac-access-1list) #permit any any

(Switch) (Config-mac-access-1list) #exit

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#mac access-group src mac in 1

(Switch) (Interface 1/0/1) #exit

3anpeTuTb nepegavy naketoB ¢ IP agpecom HasHauyeHua 10.1.1.10 npuHMMaeMbIX Ha
nopt 1/0/10

(Switch) (Config)#ip access-list dest ip

(Switch) (Config-ipvéd-acl)#deny ip any host 10.1.1.10

(Switch) (Config-ipvé4-acl) #permit ip any any

(Switch) (Config-ipvéd-acl) #exit

(Switch) (Config)#interface 1/0/10
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(Switch) (Interface 1/0/10)#ip access-group dest ip in 1
(Switch) (Interface 1/0/10) #exit

1. YNPABJ/IEHME NPOTPAMMOWM

1.1. BapunaHTbl ynpaBneHuna

[na ynpaBneHns HeobXoAMMO HaAcTpPoUTb nporpammy. [porpamma obecneumsBaeTt [ABa
BapuaHTa ynpas/sieHus: BHenonocHoe (out-of-band) nnu BHyTpunonocHoe (in-band).

3.1.1 BHenonocHoe ynpasneHune

BHenosiocHoe ynpaBneHue — 3TO ynpaB/ieHUe Yepes KOHCOJIbHbIM MHTepdeinc. BHenonocHoe
ynpaBneHne, B OCHOBHOM MCMONb3yeTca A/1A Haya/ibHOrO KOHUIypupoBaHMA MPOrpammel,
b0 Korga BHYTPUMOJIOCHOE YynpaB/ieHMe HepocTynHo. Hanpumep, nosib3oBaTeslb MOXKET
yepes KOHCONbHbIN MOPT NPUCBOUTL Nporpamme IP-agpec ana goctyna no Telnet.

Mpoueaypa ynpaBieHUs NPorpaMmoit Yepes KOHCO/bHbIN MHTepdelc, onucaHa HUKe:

War 1: MNogKntouYMTb NEpPCOHANbHbIM KOMMbIOTEP K KOHCOAbHOMY (CcepuiiHOMY) nopTy
nporpammbl.

MogkntoyeHme MK K KOHCONbHOMY MOPTY NPOrPaMMbl NOKA3aHO Ha pUCyHKe 19.

MNopkntoueHune K
CcepuiHoMy NopTy

PucyHok 19 — NoakntouveHue MK K KOHCONBbHOMY NOPTY NPOrpammel

KaKk nokasaHo Bbilwe, cepuiHbii nopT (RS-232) nogkntoueH K nporpamme 4yepes CepUiiHbIN
Kabenb. B Tabnnue 2 ykasaHbl BCe YCTPOWUCTBA, UCNO/b3YIOLWMIACA B MOAKAOYEHWUN.

Tabnumua 2 — YcTpoiicTBa, MCNOMb3yOWMeca B NOAKAOYEHUN
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LWar 2: BKatoyeHue n HacTponka HyperTerminal.
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Mocne ycTaHOBKM coepuHeHus, 3anyctute HyperTerminal, Bxogawmii 8 komnaekt Windows.
Mpumep, NpuBeAeEHHbIV Aanee, ocHoBaH Ha HyperTerminal Bxogawmin 8 komnnekt Windows

XP.

HasBaHue ycTpoicTea

OnucaHue

MepcoHanbHbIN
komnbtoTep (PC)

MmeeT yHKUMOHANbHYIO  KnasmaTypy UM nopt

YCTaHOB/IEHHbIM IMYNATOPOM TEPMUHAANa, TaKUM

RS-232,

C
KaK

HyperTerminal, Bxogawmit 8 komnnekt Windows 9x/NT/2000/XP.

Kabenb cepuinHoro | OAnH KOHeL, NogKA4YaeTcs K cepuitHoMmy nopty RS-232, a apyrom K
nopra NopTY KOHCO/N.
Mporpamma TpebyeTca paboTatowwmMit KOHCONbHbIN NOPT.

1) Haxmute «lMyck» (Start menu) — Bce nporpammbl (All Programs) — CTaHaapTHble
(Accessories) — CBasb (Communication) — HyperTerminal.

Ha pucyHKe 20 noKasaH 3anyck HyperTerminal.

|| @ Colasoft Packet Builder 1.0

| @ Foxit POF Editor

fe VHTepHeT
¢ Internet Explorer

(.| 3nexTpoHHas nouTa
Microsoft Office Outlook|

MpourpeisaTent Windo
Media
‘@ 3HaKoMcTEO © Windows

@) Mactep nepeHoca daring
napaMeTpos

Bce nporpammsi B ‘ o YASNEHHBI NOMOLHHK

% windows Update
@ Buifiop NpOrpat No yMonuaHo

5 Karanor Windows

/@ arvc
@ 7-zip

[@ Filezila FTP Client

[ Foxit Reader
IF) haneWIN Software

|7 Paseneuetma 3

>
»
>
»
»
3
>
[T Kiwi Enterprises | G cesse »| ® HyperTerminal
@ K-Lite Codec Pack » I@ CnyxebHble > ;2 MacTep GecnpoBoAHON ceTH
I Microsoft Office » | @) Creunansnbie sosmosHocTH » Il % Macrep HacTporiki ceTi
\a Nero » w Paint B MaCTep HOBbIX NOAKAKHEHHE
@) QuickTime | 4 wordpad & Ceresbie noaknroueHna
@ VideoLAN » |l ') AapecHas kHura
@ vMware » | & Bnokror
) winDjview Y| & 3HakomcTeo ¢ Windows XP
[ windows Live » | & Kanexynatop
@ WinPcap » KoMaHaHaA cTpoKa
@ WinRAR » t_)) MacTep COBMECTHMOCTH NPOrPaMM
(@ asTosarpyska » || “mu Moaxnrouenme K yaaneHHomy patioueny crony
[ vrper » | &3 Mposoanmk
»

@ CranaapTHee €9 CurxpoHmsauma
BN Adobe Reader X

@ Internet Explorer
@) Windows Movie Maker
47 Windows Search

- Wireshark

e MpourpeisaTtens Windows Media

@] Bbix0A 13 cHCTENb! @ | BoiknatoyeHe

PucyHok 20 — 3anyck HyperTerminal
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2) Habepute nma ana sanyweHHoro HyperTerminal, Hanpumep «Switch».

Ha pucyHke 21 nokasaH 3anyck HyperTerminal.

OnucaHMe noax/awye HUA

“% Hosoe noakniouerue

HazeaHue:

Beegure HasBaHWe NOAKAKDYEHWA U Bbléepme ANA HEr0 SHA4YOK!

‘ Switch

oK

][ OTmeHa J

PucyHok 21— 3anyck HyperTerminal

3) B Bbinagatowem meHto «loakntoyeHne» BbibepuTte, cepuiiHbii nNopT RS-232 KoTopbii

ucnonbsyetca PC, Hanpumep, COM1 n Haxkmute «OK»

HyperTerminal.

lNoaxnwue Hue

% Switch

CTpaHa WK1 peruoH:

Beegure cBEaeHUA O TENEePOHHOM HOMEpE!

Koa ropoaa: [ 4 3!

. Ha pucyHke 22 nokasaH 3anyck

?x

Homep Tenedona: ’

| ok

][ OtmeHa ]

PucyHok 22 — 3anyck HyperTerminal

4) HactpoiTe cBoiictea COM1 cneaytowmm obpasom: Bbibepute ckopocTb «115200» ana
«Baud rate» ; «8» gna» Data bits» ; «none» ana «Parity checksum» ; «1» gns «stop bit» ;
«none» ana «traffic control» ; nan Bbl moxkeTte HaxkaTb» Restore default» , a nocne Haxatb

«OK» .
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Ha pucyHKe 23 — nokasaH HyperTerminal.

Croycrea: COM1 @

7 “I'Iapa—Me'rpbl nop‘ré
1

Cropocte [6ur/c)

Burel gaHHeR: |

YetHocte: | Her v

Cronoeble 6utel |1 v |

!:lnpaBneHue NOTOKO

[ BoceraHoeuTe YMON4aHKA ]

[ 0K ] [ OrmeHa J [HDHMSHMTbr]

PucyHok 23 — HyperTerminal
LWar 3: Bbi3oB KomaHAHoro nHtepdeiica (CLI) nporpammbl.

BkAtounTe nporpammy, nocae yero cnegytowme coobuieHms noasatca B okHe HyperTerminal —
3TO PeXUM KOHPUrypauumn Ana Nporpammbl.

Switch>

Tenepb MOXHO BBOAMTb KOMaHAb! YNpaBAeHUA Nporpammont. [letanbHoe onucaHue KOMaHp,
np1BeAEHO B NOCAEAYHOLMX TNaBax.

3.1.2 BHyTpMNONOCHOE ynpasieHue

BHYTpMNONOCHOE ynpasaeHmne OTHOCUTCA K yNpaBaeHUIO NOCpeaCcTBOM AOCTYNa K Nporpamme ¢
ucnonb3zoBaHuem Telnet, uan HTTP, a Takxke SNMP. BHyTpunonocHoe ynpassieHne BKAKOYAET
YHKUMM ynpaBAeHUA NPOrpammbl 41A HEKOTOPbIX YCTPOMCTB, NOAKAOYEHHbIX K Hemy. B Tex
CNyyanx, Korga BHYTPMMNONAOCHOE yrpaBaeHMe M3-33 USMEHEHWUI, CAENAHHbIX B KOHOUIypaLum
nporpammbl, paboTtaeT co cboamu, ana ynpasBaeHns u KOHGUrypupoBaHMA NPOrPaMMbl MOXKHO
MCMNONb30BaTb BHEMOJIOCHOE yNpaBaeHue.

3.1.2.1 YnpasneHue no Telnet/SSH

YT06bl ynpaBaaTb nporpammoit no Telnet/SSH, 4oMKHbI BbINOAHATLCA CeaytoLLme YCA0BUA:



PykoBogacTBO nonb3osatens
2.14. KoHourypuposaHue ACL 49

1) Mporpamma gonxkeH uMeTb CKoHUrypuposaHHbIi IPv4/IPv6 agpec;

2) IP appec xocTa (Telnet/SSH knueHT) n VLAN uHTepdeinc nporpammbl A0MKHbI UMETb
IPv4/IPv6 agpeca B 04HOM CETMEHTE CeTH;

3) Ecnu BTOPOM MYHKT HE MOXKET 6biTb BbiNonHeH, Telnet/SSH KAneHT gonxkeH 6biTb
noaxatoueH K IPv4/IPv6 agpecy nporpaMmbl C APYrux YyCTPOMCTB, TAKMX KaK MapLUpyTM3aTop.

Mocnepytowme warn onucbiBatoT noakntodeHune Telnet/SSH knneHTa K nHtepdelicy VLAN1
nporpammbl nocpeactsom Telnet/SSH (npumep agpeca IPv4).

Ha pucyHKe 24 nokasaHo ynpasaeHue nporpammolii no Telnet/SSH.

[NopkntoveHune
yepes kabenb

PucyHoK 24 — YnpasneHue nporpammoli no Telnet/SSH

lWar 1: HacTpoiika IP agpecoB ans nporpammbl M 3anyck ¢yHkuumn Telnet/SSH Server B
nporpamme:

— nepBbiM Aesiom maeT HacTpowka IP agpeca xocta. OH gomkeH OblTb B TOM e
cermeHTe ceTu, 4to U IP agpec VLAN1 mnHtepdeica nporpammel. Mpeanonoxumm yto IP agpec
nHtepdeinca VLAN1 nporpammbl 10.1.128.251/24. Torpa IP appec xocta MoOXeT 6biTb
10.1.128.252/24. C nomoulbto KomaHabl «ping 10.1.128.251» MOXHO MNpPOBEPUTb AOCTYMNHa
nporpamma uan Her;

— KOMaHAabl HacTpouku IP agpeca ana uHtepdenca VLAN1 yKasaHbl Humke. [epen
NPUMeHEHNEeM BHYTPUMONOCHOTO ynpasaeHua IP-agpec nporpammbl JoKeH 6biTb HAacTPOEH
nocpeacTBOM BHEMONOCHOrO ynpasaeHua (Hanpumep, yepe3 nopt Console). KomaHabl
KOHOUIypMpoBaHMA cneaylowme (ganee CcyMTaeTcd, 4YTO BCe MNPUINAWIEHMA  peXxuma
KOHOUIypMpoBaHMA NPOrpaMmMbl HAUYMHAKOTCA CO CN0BA «Sswitch» , ecnn oTAeNbHO He yKa3aHo
MHOro):

Switch>
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Switch>enable
Switch#vlan database
Switch (VIan)#vlan routing 1
Switch (Vlan)#exi
Switch #configure
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0

Ona aktmBaummn ¢yHKuMm Telnet/SSH cepsepa nonb3oBaTeNb AO/MKEH BKAUUTL €€,
KaK NOKa3aHOo Huxe:

Switch>enable
Switch# ip telnet server enable
Switch# ip telnet port 23
Switch# show telnetcon
Remote Connection Login Timeout (minutes)...... 5

Maximum Number of Remote Connection Sessions. .. 4

Allow New Telnet Sessions. ........ccceeeeeeeeee. Yes
Telnet Server Admin Mode. .......ccooeeeveeene.. Disable
Telnet Server POrt.....ccoeevvveveneeevennnnn. 23

(switch) (Config)#crypto key generate rsa
(switch) (Config)#crypto key generate dsa
(switch) (Config)#exit

(switch) #ip ssh server enable

War 2: 3anyck nporpammsl Telnet Client

Heobxogmmo 3anyctntb nporpammy Telnet knmeHT B Windows ¢ yKasaHuem agpeca xocTa. Ha
pucyHKe 25 noKasaH 3anyck nporpammesl Telnet knmeHT B Windows.
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Run @

- Type the name of a program, folder, document, or

51

Internet resource, and Windows will open it For you.

—— e . 1

Open: | telnet 10.1.128.251] v

[ OK ][ Cancel ][ Browse... ]

PucyHok 25 — 3anyck nporpammsl Telnet knneHT B Windows.

War 3: Nony4ynTb AOCTYN K Nporpamme.

Onsa Toro 4to 6bl NONYYUTHL AOCTYN K KOHUrypaumm yepes uHtepdeinc Telnet Heobxogmmo
BBECTU AocToBepHbIN norunH (login) u naponb (password). B npotMBHom cnyyae B pgoctyne
6yaeT 0TKasaHo. ITOT MeToZ NomoraeT n3bexatb HEaBTOPM30BAHHOIO NOJyYeHMA AOCTYyNa.

[na poctyna B NpUBENIMrepoBaHHbIM PeXUM HeobXoAMMO 334aTb ypPOoBEHb Npusuaernii 15.

[lonycTum, aBTOPM30BaHHbIN MONb30BaTe/lb MMeeT MMA «test» M naponb «test» , Toraa
npoueaypa 3agaHna UMeHu 1 napona ana aoctyna no Telnet:

Switch>enable

Switch#config
Switch#username test level 15 password
Enter new password:****

Confirm new password:****

Mocne BBOAA MMEHW W napona Ana uHtepdenca KoHdurypmposaHua Telnet,
nosb3oBaTe/lb CMOMET BbI3BaTb KOMaHAHbIM MHTepdenc CLI HacTpoilKkm nporpammbl.
KomaHapl, ucnonb3yemble B KomaHaHoM wHTepdelice Telnet CLI, KoTopble cTaHOBATCA
OOCTYNHbI NOC/Ne BBOAA MMEHM M MAaponA — Te }Ke camble, YTO U B KOHCONbHOM MHTepdeince.
Ha pucyHke 26 nokasaHa HacTponKa Telnet nntepdoerica.
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-EJ,' C:\WINNT' system32'telnet.exe
login:test
password : e

SWITCH>

PucyHok 26 — Hactpoiika Telnet uHtepdeliica

3.1.2.2 YnpasneHue yepe3 HTTP

Ytobbl ynpaBnate nporpammoi uyepesd Web-uHtepdelic O0MmKHbI  ObiTb  BbIMOJIHEHDI
cnepytoume ycioBus:

1) Nporpamma AoKeH MMeTb CKoHdUrypupoBaHHbIN IPv4/IPv6 aapec.

2) IP agpec xocta (HTTP knauneHT) n VLAN nHTepdeiic nporpammsbl, A40AXKHbI nmetb IPv4/IPv6
aZipeca B O4HOM CErMeHTe CeTHu.

3) Eciv BTOPOM NYHKT HEe MOXKeT ObiTb BbiNosiHEH, HTTP KAMEHT A0o/mKeH ObiTb NOAK/IOYEH K
IPv4/IPv6 agpecy nporpammsi C APYrMx yCTPOMCTB, TaKMX, Kak MapLLpyTU3aTop.

Kak 1 B ynpaBneHun nporpammont yepes Telnet, Kak Tonbko yaaetca ping/ping6 xocta K
IPv4/IPv6 agpecam nporpammbl M BBOAMTCA NPaBUAbHbLIA NOTMH WM MNapoab, BO3MOMKHO
NONYYUTb A0CTYN K nporpamme Yepes HTTP. HuxKe onncaH cnocob HacTPOMKMK:

Lar 1: Hactpoiika IP agpecoB ans nporpammbl v 3anyck ¢yHKuum HTTP cepsepa.

O HacTpovike IP-agpeca nporpamMmmbl € MOMOLLbIO BHEMONOCHOTO YNpaBaeHWA, CMOTPU F1aBy O
HacTpoiKe Telnet ynpaBneHus.

LWar 2: 3anyck Web-6pay3epa Ha xocTe.

Heobxogmmo oTkpbiTb Web-6pay3sep Ha xocte M BBecTu IP agpec nporpammbl, WAn
HenocpeAacTBeHHo 3anyctuTb HTTP npotokon B Windows. Ha pucyHKe 27 nokasaH 3anyck HTTP
npoTokona c IP agpecom nporpammsbl «10.1.128.251».
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= Type the name of a program, Folder, document, ar
Inkernet resource, and Windows will open it For vou,

Open: | v|

[ Ok H Cancel H Browse. ., ]

PucyHok 27 — 3anyck HTTP npoTtoKona

Mpn obpauweHnn nporpammbl ¢ IPv6 agpeca pekomeHAyeTcs Mcnosib3oBath b6paysep Firefox
Bepcumn 1.5 unm nosaHee. Hanpumep, ecnmn agpec nporpammbl 3ffe:506:1:2::3. Beeaute agpec
IPv6 nporpammbl http:// [3ffe: 506:1:2:: 3], aapec o6s3aTeNbHO A0/MKEH BbiTb 3aKNOYEH B
KBajpaTHble CKOOKM.

LWar 3: NMonyyeHne goctyna K nporpamme.

Ona Toro 4ytobbl MoAy4YUTb AOCTYN KOHdUrypaumm c mcnonb3oBaHnem WEB wuHTepodelica,
HeobxoaMmo BBeCTU AocToBepHbIN normH (login) n naponb (password), B NpoTMBHOM c/y4yae
6yaeT 0TKa3aHo B A0CTyne. OTOT MeTo4 nomoraeT nsberkaTb HEAaBTOPM30BAHHOTO A0CTyMa.

[nAa poctyna B NPUBENUTepPOBAHHbLIA pPEXUM HeobxoaMmo 334aTb YPOBEHb NpPUBUAErUN
15.[lonycTMm, aBTOPU30BaHHbIM NONb30BaTEb MMeeT UMA «admin» u naponb «admin» , Toraa
npoueaypa HaCTPOMKK cnepytowas:

Switch>enable

Switch#config
Switch#username admin level 15 password
Enter new password:******

Confirm new password:******

Web nHTepodeiic Bxoaa nokasaH Ha pUcyHKe 28.
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Ui Nama

Paswwoid

PucyHok 28 — Web nHTepdeiic Bxoaa

BeeguTe foCTOBEPHbIE MMA NO/Ib30BaTENA M NAapO/ib, 3aTEM Bbl NONALETE B [/TABHOE MEHIO
HacTpoikn Web nHtepdodeiica.

Web nHTepderic HacTpoliKn nopTa NoKasaH Ha pUcyHKe 29.

Edit Port Configuration
Interface 1/0/2
Admin Mode ® Disable Enable
Physical Mode Auto Negotiate v
STP Mode Disable ® Enable
LACP Mode Disable '® Enable
Link Trap Disable '® Enable
Maximum Frame Size 1518 (1518 to 9216)
Broadcast Storm Recovery Level i Disable Enable |5 ® % pps None v
Multicast Storm Recovery Level ® Disable Enable 5 ® % pPps None v
Unicast Storm Recovery Level ® Disable Enable |5 ® % pps None X

Submit Cancel

PucyHok 29 — Web nHTepdeinc HacTpoliku nopTa



PykoBogacTBO nonb3osatens
2.14. KoHdurypupoaHue ACL

3.1.3 Mpumep KOHOUrypupoBaHMA ayTeHTUPUKALUMM U  aBTOPM3ALMUMK

AocTyna

ynpasaeHuo ¢ UCNOJ1Ib30OBaHNEM LLeHTpaJ'IM3OBaHHOlZ W NOKaNbHOM 6a3bl.

(Switch) #enable password

Enter old password:

Enter new password:******

Confirm new password:******

(Switch) #configure

(Switch) (Config)#username admin level 15 password

Enter new password:*****

Confirm new password:*****

(Switch) (Config)#username user level 1 password

Enter new password:****

Confirm new password:****

(Switch) (Config)#radius server host auth 10.1.1.10

(Switch) (Config)#radius server key auth 10.1.1.10

Enter secret (64 characters max):*****

Re-enter secret:*****

(Switch) (Config)#aaa authorization exec default radius local
(Switch) (Config)#aaa authentication login default radius local
(Switch) (Config)#aaa authentication enable default radius enable
(Switch) (Config)#taaa authentication login "networkList" radius local
(Switch) (Config)#show authentication methods

Login Authentication Method Lists

defaultList : radius local
networkList : radius local

Enable Authentication Method Lists

enablelList : radius enable

55

MpumeyaHune: NpM HACTPOMKe NPOrpPaMMbl MMA MPOrPaMMbl NMULLIETCA aHIMACKUMN ByKBamMu.
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enableNetList  : enable deny
Line Login Method List Enable Method List

Console defaultList enablelList
Telnet networkList enablelist

SSH  networkList enablelList

HTTPS :local
HTTP :local
DOT1X

(Switch) (Config)#show authorization methods

Command Authorization Method Lists

dfltCmdAuthList :  nhone
Line Command Method List

Console dfltCmdAuthList
Telnet dfltCmdAuthlList

SSH dfltCmdAuthList

Exec Authorization Method Lists

dfltExecAuthlList :  radius local
Line Exec Method List

Console dfltExecAuthList
Telnet dfltExecAuthList
SSH dfltExecAuthList

56
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o3y
no
ACL
ARP
ASN.1
BPDU

CL

CoS
DHCP
EPROM

LACP

FTP
TFTP

HTTP
IGMP
MAC

OBO3HAYEHUA U COKPAILIEHUA

onepaTMBHOE 3aNOMMHalOLLLEE YCTPONCTBO

nporpammHoe obecneyeHue

Access Control List (cn1cok KoHTpona aocTtyna)

Address Resolution Protocol (npoTokon pa3spelueHus agpecos)

Abstract Syntax Notation One (A3bIK g5 oNMcaHUsA abCTPAKTHOrO CUHTAKCMUCa AaHHbIX)

Bridge Protocol Data Unit (¢peitm npoTokona ynpasieHunsa ceteBbiMn moctamu, |[EEE
802.1d)

Command Line Interface (MHCTpyKUMI1 BBOAA-BbIBOAA)
Class of Service (cnocob ynpaBneHua Tpapukom)
Dynamic Host Configuration Protocol (npoTokon guHamuyeckon KoHouUrypaumum xocTa)

Erasable Programmable Read Only Memory (knacc nonynpoBoAHMKOBbIX 3aNMOMMUHAIOLLLUX
YCTPOWCTB ANA 3anMcu MHopMaLmm)

NaeHTndmKaTop

Institute of Electrical and Electronics Engineers (MHCTUTYT MHXXEHEPOB MO 31EKTPOTEXHUKE
N 3N1EKTPOHUKE)

Internet Protocol (npotokon UHTepHeT)
Internet Protocol version 4 (4eTBépTas Bepcua MHTepHET NnpoTokona (IP))
Internet Protocol version 6 (wecTaa Bepcma MHTepHeT npoTokona (IP))

International Organization for Standardization (mexkayHapoaHaa opraHmsauma n o
CTaHZapTU3aLmmn)

Link Aggregation Control Protocol (npoTtokon ans o6beanHeHns HECKONbKNX PU3UUYECKUX
KaHa/0B B O4MH N0TUYECKUIK)

File Transfer Protocol (npoTtokon nepeaauyn ¢painnos)

Trivial File Transfer Protocol (npoctoit npoToKkon nepeaaun pannos Ansa nepBoHa4Ya bHOM
3arpysku 6e34MCcKoBbIX pabounx cTaHuUmiA)

HyperText Transfer Protocol (npoTokon nepesayuun runepTeKkcToBbIX $panios)
Internet Group Management Protocol (meXceTeBoi NpOTOKOAN ynpaB/ieHUaA rpynnamm)

Media access control (MaHAaaTHOe ynpaBieHMe AOCTYMNOM)
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MIB Management Information Base (6a3a gaHHbIX MHGOPMaLMK ynipaBaeHun)

MID BCTPOEHHan PpyHKUMA 06paboTKKM CTPOK

MPLS Multiprotocol label switching (MHOronpoToKko/sibHaa KOMMyTaUUA NO METKam)

NMS Network Management System (cuctema ceTeBoro ynpasneHus )

NTP Network Time Protocol (ceTeBoli NPpOTOKOAN AN CUHXPOHM3ALMU BHYTPEHHNX YacoB
KOMMNblOTEpPA C UCNONb30BAaHMEM CETEN C NEPEMEHHOM NAaTEHTHOCTbLIO)

QoS Quality of service (KauecTBo 0b6cNyKMBaHMA)

PAE Physical Address Extension (pexnm paboTbl BCTPOEHHOro 6/10Ka yrnpaBaeHua NnamaTbio
X86-COBMECTMMbIX MPOLLECCOPOB)

PC NnepcoHanbHbI KOMMbIOTEP

RAM Random Access Memory (namaATb € NPON3BO/IbHbIM 4OCTYNOM)

SNMP Simple Network Management Protocol (npocToit npoToKon ceTeBoro ynpasaeHusn)

ToS Type of Service (oaHo n3 nonei IPv4-nakera)

TCP Transmission Control Protocol (npoTokon nepenayn gaHHbIX)

uDP User Datagram Protocol (npoToKon nonb3oBaTenbCcKMX gerTarpamm)

VLAN Virtual Local Area Network (nornueckas fokanbHas BblYUCAUTENIbHAA CETb)

WEB World Wide Web (pacnpeaenéHHas cucrema, npeaocTaBaaioLLan 4OCTyn K CBA3aHHbIM

meXay cobol IOKyMeHTam)


https://ru.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%BA%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C

PykoBogacTBO nonb3osatens
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Mopnepxka nutanus kak AC, Tak u DC

Hanuune knemm nubo cKMMOB(BMHTOBBIX, 60NTOBbIX) ANS NOAKIOYEHNS 0B0PYA0BaHUS OT ceTH nocTosHHoro Toka DC, B
cooTtBeTCTBUM ¢ TpeboBaHMaMM [1YD.

lMpousBoauTensHOCTL He MeHee 93,7 Mpps

Monnepxka Tabnuy, MAC agpecos pasmepom He meHee 4000 unicast

Mognepxka QoS

Mopnepxka arperaumm nopToB. [locTaToOuHO BbinoneHne TpebosaHuii ctaHaapTo EEE 802.3ad v IEEE 802.1aq.

Monnepxka 802.1Q (He meHee 4096 VLAN)

Monpnepxka QinQ

Mopnepxka MSTP

Moponepxka SPAN

Moponepxka RSPAN

Mopaepxka AAA yepes RADIUS

Mopaepxka L2 ACL ingress/egress

Mognepxka L3 ACL ingress/egress

lMonHogynnekcHas MpomyckHas CnocoBHOCTb YCTPoCTBa He MeHee 406/c

AnnapatHas nogaepxka |Pv6

Mopaepxka QoS Ha 6ase IPv6 Traffic Class u Flow Label

Mopnepxka flow-based one-rate dual-color Commited Access Rate

Mognepxka Multicast. Mognepxka IGMP Snooping/Filtering v1/v2. Mopaepxka cratnyeckux Multicast rpynn He meHee 512.

lp1UMeHeHe NOAMTUK MapLUpyTU3aLmm, MogynbHoro QoS k cabuHTepdeiicam v uHTepdeicam Vian

3aHumaemoe MecTo B CTOMKe He bonee 1 RU

Moopepxka 802.1x

Pe3epBupoBaHue 6r10KoB NUTaHKS

Bo3MoxHOCTb nuTaHus yCTpOI;ICTBa no ABYM He3aBUCUMbIM NUHUAM

HanpagneHue NpoxoxaeHs BO3fyXa Ans oXNaxaeHnst 060pyaoBaHus (cnepeau Hasag)

Bo3smoxHoCTb pesepeupoBaHus L2 nogkmoueHns 6e3 ucnons3oeanns STP. LACP,LAG, n MRPP.

ObecneyeHue CY6CGKyH,ElHOI7I CX0ANMOCTHK CET Npn eANHUYHOM OTKa3e NNHKa Unn yCTpOVICTBa Ha nobom YpOBHE

Moaaepxka IGMP

lMopepxka/CoBMECTUMOCTb Tacacs+

Bo3MoXHOCTb CO3AaHMs noruyeckoro MHTepdenca L3 Ha 3-x u Gonee vlan'ax

Mopnepxka IGMP snooping and fast leave

Moopepka NoKanbHOro 3epKkanupoBaHWs BXOASLLEro U ucxoasLlero Tpaduka dusndeckux uHtepdencos n VLAN

Moopepxka yoaneHHOro 3epkanupoBaHns BXOAALLETO U UCXOASLLEro Tpaduka dmusndeckux uHtepdencos n VLAN

®uKkcMpoBaHHas MapKUPOBKa 1 NEPEMAapKUPOBKA Ha ocHoBe nonuTuk noneit COS u DCSP

Monnepxka QoS Ha 2-M yposHe (COS)

Mopnepxka QoS Ha 3-m ypoeHe (DSCP)

lMopnepxka He MeHee 8 oyepenien Ha KaxaoM nopTy

lMopnepxka MexaHusma ynpasrnexus neperpyskamu WRED

Moanepxka anroputma 06paboTku ovepeneit WRR/ DRR

Mopnepxka anroputma 06paboTkm ovepeneit SP

Mognepxka anroputma 06pabotkm ovepeseint WRR+SP

Monnepxka nsonsumuu noptoB goctyna B ogHoM VLAN (ucknoueHre BO3MOXHOCTM NPSIMOro B3aMMOLENCTBUS MEXAY NopTamm)

Mognepxka IPv6 Basic specification [RFC2460]




Mopnepxka IPv6 Addressing Architecture [RFC4291]

Monnepxka Default Address Selection [RFC3484]

Moaaepxka [CMPV6 [RFC4443]

Moaaepxka SLAAC [RFC4862]

Monnepxka 1GE uHTepeicos, Ha UP-link untepdeiicax 10GE

Mopoepxka knaccudukaLmm n npodunmpoBaHus Tpadmka Ha 0CHOBaHWM 3aaaHHbIX/NepeonpeaeneHHbix 3HaueHnin nonen COS, ToS,
IPP, DCSP

Monnepxka 6onbLumnx nakeTos (Jumbo Frame) He meHee 9216 6aiT Ha BCex nopTax

Hanuyune cBeToBOM MHAMKaLMK CTaTyca nopTa

Monpepxka SNMP v2

Moaaoepxka SNMP v2c

Monpepxka SNMP v3

Monnepxka SNMP Traps

B0O3MOXHOCTb M3BNEYEHIS KOHAMIYPALIMOHHBIX JaHHbIX U3 06opynoBaHus no npotokory SNMP (MeTtoa snmpget)

B03MOXHOCTb M3BMEYEHNS CTATUCTMYECKNX AaHHbIX U3 060pyaoBaHNa no npotokony SNMP (meTog snmpget)

B0O3MOXHOCTb M3BNEYEHIS MHBEHTAPHBIX JaHHbIX 13 06opyaoBaHus no npotokony SNMP (MeToa snmpget)

Orcbinka yerpoincteamu aBapui B Buge SNMP-Tpanos MuHnmym Ha 2 destination address

MonHas nogaepxka ont. mogyneit SFP/SFP+ ctopoHHux nponssoguteneit(Juniper, Huawei, Cisco, FiberTrade)

Mopnepxka arperaummn noptos LAG

Mopaepxka arperayum noptos LACP

Konnyectso noptoB B LACP LAG He meHee 8

Konnuectso LACP LAG B cucteme He mMeHee 4




