Preface

Objectives

This document describes features and configurations of the QSW-8200 series switch,
including Ethernet, route, reliability, OAM, security, and QoS, and provides configuration

examples.

The appendix lists terms, acronyms, and abbreviations involved in this document.

By reading this document, you can master principles and configurations of the QSW-8200
series switch, and how to network with the QSW-8200 series switch.

Conventions

Symbol conventions

The symbols that may be found in this document are defined as follows.

Symbol

Description

AWarning

Indicate a hazard with a medium or low level of risk which, if
not avoided, could result in minor or moderate injury.

Indicate a potentially hazardous situation that, if not avoided,
could cause equipment damage, data loss, and performance
degradation, or unexpected results.

Provide additional information to emphasize or supplement
important points of the main text.

Indicate a tip that may help you solve a problem or save time.

General conventions

Convention

Description

Times New Roman

Normal paragraphs are in Times New Roman.




Convention Description
Arial Paragraphs in Warning, Caution, Notes, and Tip are in Arial.
Boldface Names of files, directories, folders, and users are in boldface.
For example, log in as user root.
Italic Book titles are in italics.

Lucida Console

Terminal display is in Lucida Console.

Command conventions

Convention Description

Boldface The keywords of a command line are in boldface.

Italic Command arguments are in italics.

1] Items (keywords or arguments) in square brackets [ ] are
optional.

{x|y]|..} Alternative items are grouped in braces and separated by
vertical bars. Only one is selected.

[xX|y]..] Optional alternative items are grouped in square brackets and
separated by vertical bars. One or none is selected.

{x|y|..}* Alternative items are grouped in braces and separated by
vertical bars. A minimum of one or a maximum of all can be
selected.

[x|y]..1* Optional alternative items are grouped in square brackets and

separated by vertical bars. A minimum of none or a maximum
of all can be selected.
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1 Basic configurations

This chapter describes basic configuration and configuration process about the QSW-8200
series switch, and provides related configuration examples, including the following sections:

Accessing device

CLI

Managing files

Managing configuration files
Time management

Interface management
Configuring basic information
Configuring management and auxiliary interfaces
Configuring task scheduling
Watchdog

Auto-loading

Software upgrade
Configuration examples

1.1 Accessing device

1.1.1 Introduction

The QSW-8200 series switch can be configured and managed in Command Line Interface
(CLI) mode or NMS mode.

The QSW-8200 series switch CLI mode has a variety of CLI configuration modes:

Console mode: you must use Console mode for the first time of configuration. The
QSW-8200 series switch supports two types of Console interfaces: RJ45 and USB.

Telnet mode: log on in Console mode, start the Telnet service on the QSW-8200 series
switch, configure the IP address of the Layer 3 interface, user name, and password, and
then you can start remote Telnet configuration.




®  SSHv2 mode: before accessing the QSW-8200 series switch through SSHv2, you need to
log in to the QSW-8200 series switch and start the SSHv2 service through the Console
interface.

When configuring the QSW-8200 series switch in network management mode, you must
configure the Layer 3 interface IP address through CLI first, and then configure the QSW-
8200 series switch through the NMS.

/ Note

The configuration steps in this manual are in CLI mode.

1.1.2 Accessing through Console interface

The Console interface is an interface which is commonly used to connect the network device
with a PC running terminal emulation programs. You can use this interface to configure and
manage local devices. This management method can communicate directly without a network,
so it is called out-of-band management. You can also perform configuration and management
on the QSW-8200 series switch through the Console interface when the network fails.

In the following two conditions, you can only log in to the QSW-8200 series switch and
configure it through the Console interface:

®  The QSW-8200 series switch is powered on to start for the first time.
®  Accessing the QSW-8200 series switch through Telnet fails.

The QSW-8200 series switch supports the RJ45 or USB Console interface. The RJ45 Console
interface is marked "Console" while the USB Console interface is marked "USB".

/ Note

® The RJ45 Console interface and USB Console interface are mutually exclusive,
and cannot be used concurrently.

e Use the CBL-RS232-DB9F/RJ45-2m/RoHS cable delivered with the QSW-8200
series switch when accessing through the RJ45 Console interface. To make the
RJ45 Console cable, see QSW-8200 Series Product Description.

e Use the serial cable delivered with the QSW-8200 series switch when accessing
through the USB Console interface.

Accessing through RJ45 Console interface

If you wish to access the QSW-8200 series switch on a PC through the RJ45 Console
interface, connect the Console interface on the QSW-8200 series switch to the RS-232 serial
interface on the PC, as shown in Figure 1-1. Then run the terminal emulation program such as
Windows XP Hyper Terminal program on the PC to configure communication parameters as
shown in Figure 1-2, and then log in to the QSW-8200 series switch.




Figure 1-1 Accessing device through PC connected with RJ45 Console interface
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Figure 1-2 Configuring communication parameters in Hyper Terminal for RJ45 Console

COM1 Properties

Fort Settings |
Bitz per zecond: |E|EEIEI V|
Data bits: |B v|
Farity: |N|:|r'|e v|
Stop bits: | 1 w |
Flow contral: | v|
[ Feztore Defaults ]
] l [ Caricel ] [ Apply ]

/ Note

Hyper Terminal is not available on Windows Vista or later Windows Operating
Systems (OSs). For these OSs, download Hyper Terminal package and install it. This
program is free for personal application.

Accessing through USB Console interface

When you wish to access the QSW-8200 series switch through the USB Console interface
which connects to a PC, install the driver for converting the USB interface to the serial
interface on the PC, and then use the USB Console cable to connect the USB interface on the
QSW-8200 series switch with the USB interface on the PC, as shown in Figure 1-3.




Figure 1-3 Accessing device through PC connected with USB Console interface
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® The driver for converting the USB interface to the serial interface is burnt on the
CD-ROM delivered with user manuals. Install it in advance.

e Or you can download the driver from http://www.prolific.com.tw (choose the driver
for model PL-2303).

Run the terminal emulation program such as Windows XP Hyper Terminal program on the PC
to configure communication parameters as shown in Figure 1-4, and then log in to the QSW-
8200 series switch.

Figure 1-4 Configuring communication parameters in Hyper Terminal for USB Console

COM1 Properties

Fort Settings |
Bitz per zecond: |E|EEIEI V|
Data bits: |B v|
Farity: |N|:|r'|e v|
Stop bits: | 1 w |
Flow contral: | v|
[ Feztore Defaults ]
] l [ Caricel ] [ Apply ]

/ Note

When configuring Hyper Terminal, choose a COM interface according to Ports
(COM&LPT) in Device Manager in Windows OS.




1.1.3 Accessing through Telnet

Use a PC to log in to the QSW-8200 series switch remotely through Telnet, log in to an QSW-
8200 series switch from the PC at first, and then Telnet other QSW-8200 series switches on
the network. Thus, you do not need to connect a PC to each QSW-8200 series switch.

Telnet features provided by the QSW-8200 series switch are as below:

®  Telnet Server: run the Telnet client program on a PC to log in to the QSW-8200 series
switch, and then configure and manage it. As shown in Figure 1-5, the QSW-8200 series
switch provides the Telnet Server service in the case.

Figure 1-5 Networking with device as Telnet server
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Before accessing the QSW-8200 series switch through Telnet, you need to log in to the QSW-
8200 series switch through the Console interface and start the Telnet service.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#interface ip Enter Layer 3 interface configuration
if-number mode

3 Qtech(config-ip)#ip address | Configure the IP address for the QSW-
Tp-address [ ip-mask ] 8200 series switch and bind the VLAN
[ vian-id 1 ) of specified ID. The interface on which
Qtech(config-ip)#quit the Telnet service is started belongs to

this VLAN.

4 Qtech(config)#telnet-server | (Optional) configure the interface that
accept port-list port-7ist supports the Telnet feature.

5 Qtech(config)#telnet-server | (Optional) disconnect the specified
close terminal-telnet Telnet connection
session-number

6 Qtech(config)#telnet-server | (Optional) configure the maximum
max-session session-number number of Telnet sessions.

®  Telnet Client: when you connect to the QSW-8200 series switch through the PC terminal
emulation program or Telnet client program on a PC, then telnet other QSW-8200 series
switch devices and configure/manage them. As shown in Figure 1-6, Switch A provides
both Telnet Server feature and Telnet Client feature.




Figure 1-6 Networking with device as Telnet client
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Configure the Telnet Client device as below.

Step Command Description
1 Qtech#telnet 7p-address [ port | | ogin other QSW-8200 series switch
port-id ] devices through Telnet.

1.1.4 Accessing through SSHv2

Telnet is lack of security authentication and it transports messages through Transmission
Control Protocol (TCP) which exists with big potential security hazard. Telnet service may
cause hostile attacks, such as Deny of Service (DoS), host IP deceiving, and routing deceiving.

The traditional Telnet and File Transfer Protocol (FTP) transmit password and data in plain
text, which cannot satisfy users' security demands. SSHv2 is a network security protocol,
which can effectively prevent the disclosure of information in remote management through
data encryption, and provides greater security for remote login and other network services in
network environment.

SSHv2 allows data to be exchanged through TCP and it builds up a secure channel over TCP.
Besides, SSHv2 supports other service ports besides standard port 22, avoiding illegal attacks
from the network.

Before accessing the QSW-8200 series switch through SSHv2, you must log in to the QSW-
8200 series switch through the Console interface and start SSH service.

Default configurations for accessing the QSW-8200 series switch through SSHv2 are as

follows.
Function Default value
SSHV2 server status Prohibit
Local SSHv2 key pair length of the device 512 bits
Authentication method of the device Password
SSHv2 authentication timeout of the device 600s

Allowable failure number for SSHv2 authentication of the device 20

SSHv2 snooping port ID of the device 22

SSHv2 session status of the device Enable




Configure SSHv2 service for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#generate | Generate local SSHv2 key pair and designate its
ssh-key Tength length.

3 Qtech(config)#ssh2 Start the SSHV2 server.
server

4 Qtech(config)#ssh2. (Optional) configure SSHv2 authentication
server authentication | method.

{ password | rsa-key |
tacacs }

5 Qtech(config)#ssh2 (Optional) use rsa-key authentication method to
server authentication | tyne the public key of clients to the QSW-8200
pubTic-key series switch.

6 Qtech(config)#ssh2. (Optional) configure SSHv2 authentication
server authentication- | timeout. Authentication fails and the QSW-8200
timeout period series switch is disconnected when the time

expires.

7 Qtech(config)#ssh2 (Optional) configure retry times for SSHv2
server authentication- | gthentication. Authentication will fail and the
retries times QSW-8200 series switch will be disconnected

when the times exceed the upper limit.

8 Qtech(config)#ssh2 (Optional) configure SSHv2 snooping port ID.
server port port-id

/ Note

When you configure SSHv2 snooping port
ID, the input parameter cannot take effect
immediately until the SSHv2 service is
restarted.

9 Qtech(config)#ssh2 (Optional) enable the SSHv2 session function.
server session
session-1ist enable

1.1.5 Configuring Banner MotD

You can set the welcome message and prompt message before logging in to the terminal
interface by Banner Message of the Day (MotD), such as influences of modifying

configurations, alarm message, and exception clause. The message is shown in advance when

you log in to the QSW-8200 series switch through the Hyper Terminal or Telnet.

Configure Banner MotD for the QSW-8200 series switch as below.

Step

Command

Description

1

Qtech#config

Enter global configuration mode.




Step Command Description
2 Qtech(config)#banner motd Configure the prompt information to log
char in to the QSW-8200 series switch.
message . .
e char: information separator, 1 Byte.
You can input any characters except
"?", while the beginning and ending
characters must be the same.
® message: prompt information. You can
input up to 2560 characters.
3 Qtech(config)#banner-motd Enable Banner MotD.
enable
1.1.6 Managing users

When you start the QSW-8200 series switch for the first time, connect the PC through the
Console interface to the QSW-8200 series switch, input the initial user name and password in
HyperTerminal to log in and configure the QSW-8200 series switch.

/ Note

Initially, both the user name and password are Qtech.

If there is not any privilege restriction, any remote user can log in to the QSW-8200 series
switch through Telnet or access the network by establishing PPP (Point to Point Protocol)
connection when the Simple Network Management Protocol (SNMP) interface or other

service interfaces of QSW-8200 series switch are configured with IP address. This is unsafe to
the QSW-8200 series switch and network. So you need to manage login users by creating user

name, password, and privilege on the QSW-8200 series switch.

Configure login user management for the QSW-8200 series switch as below.

Step

Command

Description

1

Qtech#user name user-name
password password

Create or modify the user name and password.

Use the no username to delete an existing
user.

Qtech#user name user-name
privilege privilege-Tevel

Configure login user privilege. The initial user
privilege is 15, which is the highest privilege.

Qtech#user user-name

{ allow-exec | disallow-
exec } first-keyword

[ second-keyword ]

Configure the priority rule for login user to
perform the command line.

The specified allow-exec parameter allows you
to perform commands higher than your
privilege.

The specified disallow-exec parameter allows
you to perform commands lower than the
current privilege only.




1.1.7 Checking configurations

1.2 CLI

Use the following commands to check the configuration results:

No. Command Description

1 Qtech#show user [ detail ] Show the login user information.

2 Qtech#show telnet-server Show Telnet Server configuration.

3 Qtech#show ssh2 public-key Show the public key used for SSHv2
[ authentication ] authentication on the QSW-8200

series switch and client interface.

4 Qtech#show ssh2 { server | Show information about SSHv2 server
session } or session.

5 Qtech(config)#show banner motd | ghow configurations of Banner MotD.

1.2.1 Introduction

1.2.2 Levels

The CLI is a medium for you communicating with the QSW-8200 series switch. You can
configure, monitor, and manage the QSW-8200 series switch through the CLI.

You can log in to the QSW-8200 series switch through a terminal or a PC that runs terminal
emulation program. Enter commands at the system prompt.

The CLI supports the following features:

®  Configure the QSW-8200 series switch locally through the Console interface.

®  Configure the QSW-8200 series switch locally or remotely through Telnet/Secure Shell
V2 (SSHv2).

® Commands are classified into different levels. You can execute the commands that
correspond to your level only.

®  The commands available to you depend on which mode you are currently in.
®  Keystrokes can be used to execute commands.

®  Check or execute a historical command by checking command history. The last 20
historical commands can be saved on the QSW-8200 series switch.

®  Enter a question mark (?) at the system prompt to obtain a list of commands available for
each command mode.

®  The QSW-8200 series switch supports multiple intelligent analysis methods, such as
fuzzy match and context association.

The QSW-8200 series switch uses hierarchy protection methods to divide command line into
16 levels from low to high.

®  (0-4: visitor. Users can execute the ping, clear, and history commands, etc. in this level.




1.2.3 Modes

/ Note

®  5-10: monitor. Users can execute the show command, etc.

e 11-14: operator. Users can execute commands for different services like Virtual Local
Area Network (VLAN), Internet Protocol (IP), etc.

e 15: administrator. Users can execute basic command for operating the system.

Command line mode is the CLI environment. All system commands are registered in one (or
some) command line mode. A command can be run in the corresponding mode only.

Establish a connection with the QSW-8200 series switch. If the QSW-8200 series switch is in
default configuration, it will enter user EXEC mode, and the screen will display:

Qtech>

Input the enable command and correct password, and then enter privileged EXEC mode. The
default password is Qtech.

Qtech>enable
Password:
Qtech#

In privileged EXEC mode, input the config terminal command to enter global configuration
mode.

Qtech#config terminal
Qtech(config)#

The CLI prompts that Qtech is a default host name. You can modify it by executing

the hostname string command in privileged EXEC mode.

e Commands executed in global configuration mode can also be executed in other
modes. The functions vary with command modes.

® You can enter the exit or quit command to return to upper command mode.
However, in privileged EXEC mode, you need to execute the disable command to
return to user EXEC mode.

® You can execute the end command to return to privileged EXEC mode from any

modes but user EXEC mode and privileged EXEC mode.

The QSW-8200 series switch supports the following command line modes.

Mode Enter method Description

User EXEC mode Log in the device, input correct | Qtech>
username and password




Mode Enter method Description
Privileged EXEC mode In user EXEC mode, input the Qtech#
enable command and correct
password.
Global configuration In privileged EXEC mode, input | Qtech(config)#

mode

the config terminal command.

Physical layer interface
configuration mode

In global configuration mode,
input the interface port port-id
command.

Qtech(config-port)#

Layer 3 interface
configuration mode

In global configuration mode,
input the interface ip if-number
command.

Qtech(config-ip)#

VLAN configuration
mode

In global configuration mode,
input the vlan vlan-id command.

Qtech(config-vlan)#

Traffic classification
configuration mode

In global configuration mode,
input the class-map class-map-
name command.

Qtech(config-cmap)#

Traffic policy
configuration mode

In global configuration mode,
input the policy-map policy-
map-name command.

Qtech(config-pmap)#

Traffic policy
configuration mode
binding with traffic
classification

In floe policy configuration
mode, input the class-map class-
map-name command.

Qtech(config-pmap-
CO#

Access control list In global configuration mode, Qtech(config-
configuration mode input the access-list-map acl- aclmap)#
number { deny | permit }
command.
Aggregation group In global configuration mode, Qtech(config-
configuration mode input the interface port-channel | @ggregator)#
port-channel-number command.
Service instance In global configuration mode, Qtech(config-
service)#

configuration mode

input service cisid level level
command.

EVC configuration mode

In global configuration mode,
input the ethernet evc evc-
number evc-name command.

Qtech(config-evc)#

MST region configuration
mode

In global configuration mode,
input the spanning-tree region-
configuration command.

Qtech(config-
region)#

Profile configuration
mode

In global configuration mode,
input the igmp filter profile
profile-number command.

Qtech(config-igmp-
profile)#




Mode Enter method Description
Cluster configuration In global configuration mode, Qtech(config-
mode input the cluster command. cluster)#
Chinese alert mode In any configuration mode, input Qtech#
the language chinese command.

1.2.4 Shortcut keys

The QSW-8200 series switch supports the following shortcut keys.
Shortcut key Description
Up cursor key (1) Show previous command if there is any command input

earlier; the display has no change if the current command is
the earliest one in history records.

Down cursor key ()

Show next command if there is any newer command; the
display has no change if the current command is the newest
one in history records.

Left cursor key («)

Move the cursor one character to left; the display has no
change if the cursor is at the beginning of command.

Right cursor key (—)

Move the cursor one character to right; the display has no
change if the cursor is at the end of command.

Backspace

Delete the character before the cursor; the display has no
change if the cursor is at the beginning of command.

Tab

Press Tab after inputting a complete keyword, and the cursor
will automatically appear a space to the end; press Tab again,
and the system will show the follow-up inputting keywords.

Press Tab after inputting an incomplete keyword, and the
system automatically executes partial helps:

* The system takes the complete keyword to replace input if
the matched keyword is the one and only, and leaves one
word space between the cursor and end of keyword;

® In case of mismatch or matched keyword is not the one and
only, display prefix at first, then press Tab to check words
circularly, no space from cursor to the end of keyword, click
Space key to input the next word;

¢ |f input incorrect keyword, press Tab will change to the
next line and prompt error, the input keyword will not
change.

Ctrl+A

Move the cursor to the beginning of the command line.

Ctrl+C

The ongoing command will be interrupted, such as ping, and
traceroute.

Ctrl+D or Delete

Delete the character at the cursor.

Ctrl+E

Move the cursor to the end of the command line.




Shortcut key Description

CtrI+K Delete all characters from the cursor to the end of the
command line.

Ctrl+X Delete all characters before the cursor (except cursor
location).

Ctrl+z Return to privileged EXEC mode from the current mode
(excluding user EXEC mode).

Spaceor Y Scroll down one screen.

Enter Scroll down one line.

1.2.5 Acquiring help

Complete help

You can acquire complete help under following three conditions:

®  You can enter a question mark (?) at the system prompt to display a list of commands
and brief descriptions available for each command mode.

Qtech>?

The command output is displayed as below.

clear Clear screen

enable Turn on privileged mode command

exit Exit current mode and down to previous mode
help Message about help

history Most recent history command

Tanguage Language of help message

Tist List command

quit Exit current mode and down to previous mode
terminal Configure terminal

test Test command

e  After you enter a keyword, press Space and enter a question mark (?), all correlated
commands and their brief descriptions are displayed if the question mark (?) matches
another keyword.

Qtech(config)#ntp ?

The command output is displayed as below.




peer Configure NTP peer
refclock-master Set local clock as reference clock
server configure NTP server

®  After you enter a keyword, press Space and enter a question mark (?), the value range
and descriptions are displayed if the question mark (?) matches a parameter.

Qtech(config)#interface ip ?

The command output is displayed as below.

<0-14> 1IP 1interface number

Incomplete help

You can acquire incomplete help under following three conditions:

®  After you enter part of a particular character string and a question mark (?), a list of
commands that begin with a particular character string is displayed.

Qtech(config)#c?

The command output is displayed as below.

class-map Set class map

clear Clear screen
Cpu Configure cpu parameters
create Create static VLAN

®  After you enter a command, press Space, and enter a particular character string and a
question mark (?), a list of commands that begin with a particular character string is
displayed.

Qtech(config)#show 1i?

The command output is displayed as below.

Tink-aggregation Link aggregation
Tink-state-tracking Link state tracking




®  After you enter a partial command name and press Tab, the full form of the keyword is
displayed if there is a unique match command. Otherwise, press Tab continuously to
display different keywords and then you can select the required one.

Error message

The QSW-8200 series switch prints out the following error messages according to error type
when you input incorrect commands.

Error message Description
%"*" Incomplete command.. The input command is incomplete.
% Invalid input at "~ marked. The keyword at the position marked by "A" is

invalid or not existing.

Ambiguous input at "' marked, follow | The keyword marked with "A" is unclear.
keywords match it.

% Unconfirmed command. The command input by you is not unique.

% Unknown command. The command input by you does not exist.

% You Need higher priority! Your priority is too low to execute the
command.

/ Note

If there is error message mentioned above, use the CLI help information to solve the
problem.

1.2.6 Display information

Display features
The CLI provides the following display features:

®  The help information and prompt messages displayed at the CLI are in English.

®  When messages are displayed at more than one screen, you can suspend displaying them
with one of the following operations, as listed in Table 1-1.

Table 1-1 Shortcut keys for display feature

Shortcut key Description
Press Space or Y Scroll down one screen.
Press Enter Scroll down one line.

Press any letter key (except Y) Stop displaying and executing commands.




Filtering displayed information

Page-break

The QSW-8200 series switch supports a series of commands starting with show, to check
device configurations, operation and diagnostic information. Generally, these commands can
output more information, and then user needs to add filtering rules to filter out unnecessary
information.

The show command of the QSW-8200 series switch supports three kinds of filter modes:

® | begin string: show all lines starting from the assigned string.
® | exclude string: show all lines mismatching the assigned string.
® |include string: show all lines only matching the assigned string.

Page-break is used to suspend displaying messages when they are displayed at more than one
screen. After page-break is enabled, you can use shortcut keys listed in Table 1-1. If page-
break is disabled, all messages are displayed when they are displayed at more than one screen.

By default, page-break is enabled.
Configure page-break for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#terminal page-break Enable page-break.
enable

1.2.7 Command history

The historical commands can be automatically saved at the CLI. You can use the up arrow (1)
or down arrow () to schedule a historical command. By default, the last 20 historical
commands are saved. You can set the number of commands to be saved at the CLI.

Configure command history for the QSW-8200 series switch as below.

Step Command Description

1 Qtech>terminal history number (Optional) configure the number of
history commands saved in the
system.

2 Qtech>enable Enter privileged EXEC mode.

3 Qtech#history Check the user history commands.

1.2.8 Restoring default value of command lines

The default value of command line can be restored by no option or enable | disable option.

® no option: be provided in front of a command and used to restore the default value,
disable some feature, or delete a configuration. It is used to perform an operation that is
opposite to the command. Therefore, the command with a no option is also called a
reverse command.




® enable | disable option: be provided behind a command or in the middle of a command.
The enable parameter is used to enable some feature or function while the disable
parameter is used to disable some feature or function.

For example:

® In physical layer configuration mode, the description text command is used to modify
descriptions about an interface while the no description command is used to delete
descriptions about the interface and restore to the default values.

® In physical layer interface mode, the shutdown command is used to disable an interface
while the no shutdown command is used to enable an interface.

® In global configuration mode, the shutdown command is used to disable an interface
while the no shutdown command is used to enable an interface.

® In global configuration mode, the terminal page-break enable command is used to
enable page-break while the terminal page-break disable command is used to disable
/ Note

terminal page-break.
Most commands have default values, which are often restored by no option.

1.3 Managing files
1.3.1 Managing BootROM files

The BootROM file is used to boot the QSW-8200 series switch and finish device initialization.
You can upgrade the BootROM file through File Transfer Protocol (FTP) FTP or Trivial File
Transfer Protocol (TFTP). By default, the name of the BootROM file is bootrom or
bootromfull.

After being powered on, the QSW-8200 series switch runs the BootROM file. When the
system prompts "Press space into Bootrom menu", press Space to enter the Bootrom menu.

begin...
ram size:128M testing...done
Init flash ...Done

Bootstrap_5.0.1.Qsw-8200.1.20111018 Compiled oct 18 2011, 17:26:52
Base Ethernet MAC address: 00:1f:ce:00:00:00

Press space into Bootstrap menu...
0

You can perform the following operations in the menu.




Operation Description

? List all executable operations.

b Quick execution for system bootrom software.

h List all executable operations.

L List all system startup software name and related information about
the QSW-8200 series switch.

N Set the Medium Access Control (MAC) address.

R Reboot the device.

S List all system startup software name and related information in the

device and assign system startup software name loaded at the time of
startup device.

T Download and replace system startup software through TFTP.

1.3.2 Managing system files

System files are the files needed for system operation (like system startup software and
configuration file). These files are usually saved in the memory. The QSW-8200 series switch
manages them by a file system to facilitate user managing the memory. The file system can
create, delete, and modify the file and directory.

In addition, the QSW-8200 series switch supports dual-system. There are 2 sets of system
software saved at the memory. These 2 sets of system software are independent. When the
QSW-8200 series switch fails to work due to upgrade failure, you can use another set to boot
the QSW-8200 series switch.

Manage system files for the QSW-8200 series switch as below.

All the following steps are optional and in any sequence.

Step Command Description
1 Qtech#download { bootstrap | (Optional) download the BootROM
system-boot } { ftp | file through FTP or SFTP.

sftp }{ ipv4-address | ipv6-
address } user-name password

f7le-name

2 Qtech#download { bootstrap | (Optional) download the system
system-boot } tftp { 7pv4- startup file through TFTP.
address | ipvé6-address } file-
name

3 Qtech#download startup-config | (Optional) upload the system startup

{ { ftp | sftp }{ 7pvd-address | file through FTP or SFTP.
| 7pv6-address } user-name

password file-name | tftp 7p-
address file-name }
[ reservedevcfg ]




1.4 Managing configuration files

The configuration file is a text file saving configuration CLIs. Through it, you can freely view
and manage configurations of the QSW-8200 series switch.

1.4.1 Introduction

Type of configuration files
Configuration files are classified into the following two types:

®  Startup configuration file: when the QSW-8200 series switch is started, it reads a file,
which is called the startup configuration file (the factory configuration is loaded when
the QSW-8200 series switch is started the first time). The startup configuration file is not
lost upon power failure or restart.

®  Running configuration file: when the QSW-8200 series switch is running, the file being
used is the running configuration file. It contains the validated configurations made by
the user during running. If it is not saved as the startup configuration file, it will be lost
upon power failure or restart.
/ Note

Use the show startup-config command to show information about the startup

configuration file. Use the show running-config command to show information

about the running configuration file.

Before startup, the Flash saves the startup configuration file while the RAM saves

nothing.

e During startup, the RAM reads the startup configuration file from the Flash, and
generates a copy of the startup configuration file. Thus, the running configuration
file is generated. The QSW-8200 series switch initializes itself with the copy of the
startup configuration file, namely, the running configuration file.

e During running, any configurations that have taken effect are written into the
running configuration file.

Format of configuration files

The configuration file has a suffix ".conf”, and can be opened by the text book program in
Windows OS. The contents are in the following format:

®  Saved as Mode+Command format. Just keep the non-defaulted parameters to save space
(see the command reference manual for default values of configuration parameters).

®  Use the command mode for basic frame to organize commands. Put parameters of one
mode together to form a section, and the sections are separated by the exclamation mark
OF

®  The sequence of sections is: global configuration, logical interface configuration,
physical interface configuration, protocol configuration, and so on.

For example:

System current configuration:

Icommand 1in view_mode
I




Icommand in config_mode first-step
Tink-aggregation load-sharing mode smac
lacp system-priority 3

Tlacp timeout fast

ip-access-1list 0 deny ip any any

|

Icommand in aclmap_mode

!

Icommand in enable_mode

radius 192.168.0.2

radius-key "Qtech"

hostname 2800GF-A

!

Icommand in region_mode

!

Icommand in service_mode

!

Icommand in evc mode

|

Icommand in aggregation_mode
|

Location for storing configuration files

The configuration file can be saved in the following location:
® RAM (memory of the QSW-8200 series switch): the running configuration file is saved
in the RAM, and lost upon power failure or restart.

®  Flash (Flash memory of the QSW-8200 series switch): the startup configuration file is
saved in the Flash, and will not be lost upon power failure or restart.

1.4.2 Preparing for configurations

Scenario

Prerequisite

To restore the original startup configuration file or upgrade to the latest one, you can
download it from the server. After modifying the current startup configuration file, upload
original one to the server for backup.

Delete the startup configuration file under following situations:

e  After software upgrade, the system software does not match the configuration file.

®  The configuration file is corrupted.
®  The route between the QSW-8200 series switch and configuration terminal is reachable.
®  The FTP server is available.

/ Note

Before using the FTP server, configure the user name and password. When
uploading or downloading configuration files, input the user name and password
specified on the FTP server.




1.4.3 Saving running configuration file

To make the current configurations take effect upon next restart, save the running
configuration file as the startup configuration file.

/Ncaution

When you save the running configuration file into the Flash, it overrides the original
one. Thus, back up the original one before overriding.

Save the running configuration file for the QSW-8200 series switch as below.

Step

Command

Description

1

Qtech#write

Save the running configuration file into the
Flash as the startup configuration file.

1.4.4 Uploading startup configuration file

Upload the startup configuration file for the QSW-8200 series switch as below.

Step

Command

Description

1

Qtech#upload startup-config

Upload the startup configuration file

tftp tftp{ 7p-address | 7pv6- | from the Flash to the TFTP server.

address } file-name

Qtech#upload startup-config
{ ftp | sftp } { 7p-address
ipv6-address } user-name
password file-name

Upload the startup configuration file
|| from the Flash to the FTP or Secure File
Transfer Protocol (SFTP) server.

1.4.5 Downloading startup configuration file

Download the startup configuration file for the QSW-8200 series switch as below.

Step

Command

Description

1

Qtech#download startup-config | pownload the startup configuration file

tftp 7p-address file-name
[ reservedevcfg ]

from the TFTP server to the Flash.

Qtech#download startup-config | pownload the startup configuration file

{ ftp | sftp } 7p-address
user-name password file-name
[ reservedevcfg ]

from the FTP or SFTP server to the
Flash.

Qtech#reboot [ in period |
now ]

Restart the QSW-8200 series switch. The
new startup configuration file will take
effect.




1.4.6 Deleting configuration files

Delete the configuration file for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#dir

Show information about files in the Flash.

2 Qtech#erase

Delete the configuration file in the Flash.
[ file-name ]

If you do not specify file-name, the startup
configuration file will be deleted.

/ Note

e The suffix of the configuration file does not indicate anything. It is ".conf".
e After the startup configuration file is deleted, the QSW-8200 series switch will use
the factory settings for initialization.

1.4.7 Checking configurations files

Use the following commands to check configuration results.

Step Command Description

1 Qtech#show running-config Show the running configuration file.

2 Qtech#show startup-config Show the startup configuration file.

1.5 Time management

1.5.1 Configuring time and time zone

To coordinate the QSW-8200 series switch to work well with other devices, you must
configure system time and time zone accurately.

The QSW-8200 series switch supports 3 system time modes, which are time stamp mode,
auxiliary time mode, and default mode from high to low according to timing unit accuracy.
You need to select the most suitable system time mode manually in accordance with actual
application environment.

Default configurations of time and time zone are as below.

Function Default value
System time 2000-01-01 08:00:00.000
System time mode Default
System belonged time zone UTC+8




Function

Default value

Time zone offset +08:00

Functional status of Daylight Saving Time Disable

Configure time and time zone for the QSW-8200 series switch as below.

Step Command

Description

second year month day

1 Qtech#clock set hour minute Configure system time.

2 Qtech#clock timezone { + | - }
hour minute timezone-name

Configure the system time zone.

1.5.2 Configuring DST

Daylight Saving Time (DST) is a kind of artificial regulation local time system for saving
energy. At present, there are nearly 110 countries operating DST every summer around the
world, but different countries have different stipulation for DST. Thus, you should consider

the local conditions when configuring DST.

Configure DST for the QSW-8200 series switch as below.

Jast } { fri | mon | sat | sun | thu | tue |

| mon | sat |sun | thu | tue | wed } month
hour minute offset-mm

wed } month hour minute { week | last } { fri

Step Command Description
1 Qtech#clock summer-time enable Enable DST.
2 Qtech#clock summer-time recurring { week | Configure

calculation period
for system DST.

/ Note

® When you configure the system time manually, if the system uses DST, such as
DST from 2 a.m. on the second Sunday, April to 2 a.m. on the second Sunday,

September every year, you have to advance the clock one hour faster during this
period, that is, set the time offset as 60min. So the period from 2 a.m. to 3 a.m. on
the second Sunday, April each year is inexistent. Configuring time manually in this

period will fail.

The DST in southern hemisphere is opposite to the northern hemisphere, which is

from September to April next year. If the start time is later than end time, the

system will suppose that it is in the southern hemisphere. That is to say, the DST

is the period from the start time this year to the end time

next year.




1.5.3 Configuring NTP

Network Time Protocol (NTP) is a time synchronization protocol defined by RFC1305, used
to synchronize time between the distributed time servers and clients. NTP transmits data
based on UDP, using UDP port 123.

The purpose of NTP is to synchronize all clocks in a network quickly and then the QSW-8200
series switch can provide different application over a unified time. Meanwhile, NTP can
ensure very high accuracy, with accuracy of 10ms around.

The QSW-8200 series switch in support of NTP cannot only receive synchronization from
other clock source, but also to synchronize other devices as a clock source.

The QSW-8200 series switch adopts multiple NTP working modes for time synchronization:
®  Server/Client mode

In this mode, the client sends clock synchronization messages to different servers. The servers
work in server mode automatically after receiving the synchronization message and sending
response messages. The client receives response messages, performs clock filtering and
selection, and is synchronized to the preferred server.

In this mode, the client can be synchronized to the server but the server cannot be
synchronized to the client.

®  Symmetric peer mode

In this mode, the active equity sends a clock synchronization message to the passive equity.
The passive equity works in passive mode automatically after receiving the message and
sends the answering message back. By exchanging messages, the two equities build up the
symmetric peer mode. The active and passive equities in this mode can synchronize each
other.

Default configurations of NTP are as below.

Function Default value
Whether the device is the NTP master clock No
Global NTP server Inexistent
Global NTP symmetric peer Inexistent
Reference clock source 0.0.0.0

Configure NTP for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#ntp server 7p- | (Optional) configure NTP server address
address [ version [ v1 | vZ2 | for client device working in server/client
l'v3 1] mode.

3 Qtech(config)#ntp peer 7p- (Optional) configure NTP equity address

address [ version [ vl | v2 | forthe QSW-8200 series switch working
| v3 1] in equity mode.




Step

Command

Description

Qtech(config)#ntp refclock-
master [ 7p-address ]
[ stratum ]

Configure clock of the QSW-8200 series
switch as NTP reference clock source for
the QSW-8200 series switch.

Qtech(config)#ntp poll-
interval number

(Optional) configure the NTP
synchronization internal in stable
synchronization status.

/ Note

If the QSW-8200 series switch is configured as the NTP reference clock source, it
cannot be configured as the NTP server or NTP symmetric peer; vice versa.

1.5.4 Configuring SNTP

Simple Network Time Protocol (SNTP) is used to synchronize the system time of the QSW-
8200 series switch with the time of the SNTP device on the network. The time synchronized
by SNTP protocol is Greenwich Mean Time (GMT), which can be translated into the local

time according to system settings of time zone.

Default configurations of SNTP are as below.

Function Default value
IP address of the SNTP server Inexistent
Configure SNTP for the QSW-8200 series switch as below.
Step Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(configd#sntp | (Optional) configure the IP address of the SNTP server
server 7p-address | for the client device working in server/client mode.

/ Note

After configuring the IP address of the SNTP server, the QSW-8200 series switch
tries to obtain clock information from the SNTP server every 3s, and the maximum
timeout for clock information is 10s.

1.5.5 Checking configurations

Use the following commands to check configuration results.




No. Command Description

1 Qtech#show clock [ summer- | show configurations of the system time,
time recurring ] time zone and DST.

2 Qtech#show sntp Show SNTP configurations.

3 Qtech#show ntp status Show NTP configurations.

4 Qtech#show ntp associations | gnhow information about NTP connection.

1.6 Interface management

1.6.1 Introduction

Ethernet is a very important LAN networking technology which is flexible, simple and easy to
implement. The Ethernet interface includes the Ethernet electrical interface and Ethernet
optical interface.

The QSW-8200 series switch supports both Ethernet electrical and optical interfaces.

Auto-negotiation

Auto-negotiation is used to make the devices at both ends of a physical link automatically
choose the same working parameters by exchanging information. The auto-negotiation
parameters include duplex mode, interface rate, and flow control. Once successful in
negotiation, the devices at both ends of the link can work in the same duplex mode and
interface rate.

Cable connection

Generally, the Ethernet cable can be categorized as the Medium Dependent Interface (MDI)
cable and Medium Dependent Interface crossover (MDI-X) cable. MDI provides physical and
electrical connection from terminal to network relay device while MDI-X provides connection
between devices of the same type (terminal to terminal). Hosts and routers use MDI cables
while hubs and switches use MDI-X interfaces. Usually, the connection of different devices
should use the MDI cable while devices of the same type should use the MDI-X cable.
Devices in auto-negotiation mode can be connected by the MDI or MDI-X cable.

The Ethernet cable of the QSW-8200 series switch supports MDI/MDI-X auto-negotiation.

1.6.2 Default configurations of interfaces

Default configurations of physical layer interface are as below.

Function Default value
MTU on the interface 1526 Bytes
Duplex mode of interfaces Auto-negotiation
Interface rate Auto-negotiation




Function Default value
Flow control status on the interface Disable
Combo interface optical/electrical mode Auto-selection mode
Flow control status on the Combo interface Disable
Time interval of interface dynamic statistics 2s
Interface status Enable

1.6.3 Configuring basic attributes of interface

The interconnected devices cannot communicate normally if their interface attributes (such as
MTU, duplex mode, and rate) are inconsistent. Then you have to adjust interface attributes to
make the devices at both ends match each other.

Configure basic attributes of interface for the QSW-8200 series switch as below.

Step Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(config)# | Configure the Maximum Transmission Unit (MTU) for all
system mtu interfaces. MTU is the maximum number of Bytes allowed
s1ze to pass on the interface (without fragment).

When the length of the forwarded packet exceeds the
maximum value, the QSW-8200 series switch will discard
this packet automatically.

3 QteCh(CO“ﬁg)# Enter physical layer interface configuration mode.
interface port
port-id

4 Qtech(config- | configure interface duplex mode.
port)#duplex

{ auto | full Ethernet physical layer has half-duplex, full-duplex and
| half } auto-negotiation modes.

¢ In half-duplex mode, the interface can only receive or
send packet at any time

¢ In full-duplex mode, the interface can both receive and
send packet at any time

Auto-negotiation indicates that the two devices at both
ends of a link can exchange packets and select duplex
mode automatically. Once negotiation successful, the two
devices can transmit packets in the same duplex mode.

By default, the interface duplex mode is auto-negotiation.




Step Command Description

5 Qtech(config- | Configure the interface rate.

ort)#speed N .
? auto T 10 | For optical interfaces, the interface rate depends on

100 | 1000 } specifications of the optical module.

/ Note

The GE interface supports being configured with
speed 10000.

1.6.4 Configuring flow control on interfaces

IEEE 802.3x is a flow control method for full duplex on the Ethernet data layer. When the
client sends request to the server, it will send the PAUSE frame to the server if there is system
or network jam. Then, it delays data transmission from the server to the client.

Configure flow control on interfaces for the QSW-8200 series switch as below.

Step Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(config)#interface port | Enter physical layer interface
port-id configuration mode.
3 Qtech(config-port)#flowcontrol | Enaple/Disable flow control over
{ r;zcewe | send } { off | 802.3x packets on the interface.
on . .
By default, flow control is disabled on
the interface.

1.6.5 Configuring Combo interface

The Combo interface on the QSW-8200 series switch supports both optical modules and
electrical modules, so transmission media can be optical fiber or cables according to interface
media type supported by the peer device. If both two kinds of transmission media for
connection are used, service transmission can only use one of them at the same time.

The Combo interface selects transmission medium in two modes: mandatory and automatic. If
the configuration mode is automatic and two kinds of transmission medium of optical fiber
and cable connections are normal, the interface will automatically choose one of them as an
effective transmission line as well as automatically select the other for service transmission
when the current one fails.

In auto-selection mode, after the Combo optical interface and Combo electrical interface are
configured respectively, the device automatically use the optical/electrical interface if needed,
without configuring them every time upon use.

Configure the Combo interface for the QSW-8200 series switch as below.




Step Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(config)#interface port Enter physical layer interface
port-id configuration mode.
3 Qtech(config-port)#media type | Configure the optical/electrical mode
{ auto | fiber | copper } for the Combo interface.
* auto: automatic selection mode
e fiber: force to use optical interface.
e copper: force to use electrical
interface.
media-type { fiber | copper } | gpticallelectrical attributes of the
word Combo interface.
5 Qtech(config-port)#speed { auto | configure the optical/electrical
| 10 | 100 | 1000 | 10000 } transmission rate of the Combo
interface. The interface rate also
depends on specifications of the
selected module.
6 Qtech(config-port)#duplex Configure Combo interface
{ auto | full | half } optical/electrical duplex mode.
7 Qtech(config-port)#mdi { auto | | Configure MDI mode of the electrical
normal | xover } Combo interface.
8 Qtech(config-port)#flowcontrol | configure optical/electrical bi-
media-type { fiber | copper } direction or Rx/Tx flow control for
[ send | receive ] { on | off } | the Combo interface.

1.6.6 Configuring interface statistics

Configure interface statistics for the QSW-8200 series switch as below.

Step Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(config)#dynamic Configure interface dynamic statistics time
statistics time period interval.
By default, the dynamic statistics is taken
every 2s on the interface.
3 Qtech(config)#clear Clear the interface statistics saved on the
interface port-Tlist port- QSW-8200 series switch.
/ist statistics

1.6.7 Enabling/Disabling interface

Enable/Disable an interface for the QSW-8200 series switch as below.




Step

Command

Description

Qtech#config

Enter global configuration mode.

Qtech(config)#interface

port port-id mode.

Enter physical layer interface configuration

Qtech(config-
port)#shutdown

Disable the current interface.
By default, the interface is enabled.

Use the no shutdown command to re-enable
the disabled interface.

1.6.8 Checking configurations

Use the following commands to check configuration results.

No.

Command

Description

1

Qtech#show interface port-Tlist port-
list

Show interface status.

Qtech#show interface port-list port-
J7ist statistics

Show interface statistics.

Qtech#show interface port-1ist port-
7ist flowcontrol

Show interface flow control.

Qtech#show system mtu

Show system MTU.

Qtech#show combo description port-Tlist
[ port-Tist ]

Show description of the
Combo interface.

Qtech#show combo configuration port-
Tist [ port-Tist ]

Show configurations of the
Combo interface.

1.7 Configuring basic information

Configure basic information about the QSW-8200 series switch as below.

terminal prompt.

Step Command Description
1 Qtech#hostnam | (Optional) configure the device name.
e name

By default, the device name is Qtech.

The system supports changing device name to make users
distinguish different devices on the network. Changing
device name take effect immediately, which can be seen in




Step Command Description

2 Qtech#languag | (Optional) configure language mode.
e { chinese | . .
english } By default, the language is English.
The system supports displaying help and prompt information
in both English and Chinese.
3 Qtech#write Save configurations.

Save configurations to the QSW-8200 series switch after
configuration, and the new saved configurations will
overwrite the original configuration.

Without being saved, the new configuration will be lost after
rebooting, and the QSW-8200 series switch will continue
working with the original configuration.

/ Note

Use the erase file-name command to delete the
configuration file. This operation cannot be rolled
back, so use this command with care.

4 Qtech#reboot
. od .
Cineriod || /A caution

Rebooting the QSW-8200 series switch will interrupt
services, so do this with care. Save the configuration
before rebooting to avoid losing configurations.

(Optional) configure reboot options.

When the QSW-8200 series switch fails, reboot it to try to
solve the problem according to actual condition.

1.8 Configuring management and auxiliary interfaces

1.8.1 Configuring SNMP interface

You can configure the IP address of the SNMP interface to connect the QSW-8200 series
switch to the NMS or use Telnet login from the SNMP interface to achieve the connection
between the QSW-8200 series switch and the NMS, the QSW-8200 series switch and user PC.

Configure the SNMP interface for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#management-port ip | Configure the IP address of the
address 7p-address [ i1p-mask ] SNMP interface.

3 Qtech(config)#management-port dhcp Enable DHCP Server on the
server { enable SNMP interface.




Step Command Description

4 Qtech(config)#exit _ Show configurations of the IP
Qtech#show management-port ip- address of the SNMP interface.
address

5 Qtech#show management-port dhcp Show status of DHCP Server on
server the SNMP interface.

1.8.2 Configuring Console interface

Configure the Console interface for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#console (Optional) enable the Console interface.
open

Use this command in non-Console command
lines only.

ACaution

Using the console close command to
disable the Console interface causes the
QSW-8200 series switch to be out of
control. Use it with care.

3 Qtech(config)#login-trap | (Optional) enable sending Trap upon user login
enable or exit.

1.9 Configuring task scheduling

When you need to use some commands periodically or at a specified time, configure task
scheduling.

The QSW-8200 series switch supports realizing task scheduling by combining the program
list to command lines. You just need to specify the start time of the task, period, and end time
in the program list, and then bind the program list to command lines to realize the periodic
execution of command lines.

Configure task scheduling for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration
mode.




Step Command Description

2 Qtech(config)#schedule-1ist 77st-number Create a scheduling list,
start { date-time mm-dd-yyyy hh:mm:ss and configure it.

[ every { day | week | period
hh:mm:ss } 1 stop mm-dd-yyyy hh:mm:ss |
up-time period hh:mm:ss [ every period
hh:mm:ss 1 [ stop period hh:mm:ss ] }
3 Qtech(config)#command-string schedule- Bind the command line

Tist Tist-number which needs periodic
execution and supports
scheduling list to the
scheduling list.

4 Qtech#show schedule-Tist [ 77st-number ] Show configurations of
the scheduling list.

1.10 Watchdog

External electromagnetic field interferes with the working of single chip microcomputer, and
causes program fleet and dead circulation so that the system cannot work normally.
Considering the real-time monitoring of the running state of single chip microcomputer, a
program is specially used to monitor the running status of switch hardware, which is
commonly known as the Watchdog.

The QSW-8200 series switch will be rebooted when it fails due to task suspension or dead
circulation, and without feeding the dog within a feeding dog cycle.

The Watchdog function can prevent the system program from dead circulation due to
uncertain fault, thus improving stability of the system.

Configure Watchdog for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#watchdog enable Enable Watchdog.

Use the watchdog disable command to
disable this function.

2 Qtech#show watchdog Show Watchdog status.

1.11 Auto-loading

1.11.1 Introduction

Traditionally, configuration files are loaded by the serial interface, which takes a long time, is
loaded at a low rate, and fails to support remote loading. Auto-loading modes, such as FTP
and TFTP, can solve those problems.




The QSW-8200 series switch supports TFTP auto-loading mode.

TFTP auto-loading means that users obtain configuration files from the server to the QSW-
8200 series switch, and then configure the QSW-8200 series switch. Auto-loading allows
configuration files to contain related commands for multiple configuration loadings to meet
file auto-loading requirements in complex network environment.

When configuring auto-loading, specify the name of the file to be automatically loaded in the
following ways:

®  Obtaining the file name from the DHCP server to the DHCP client (QSW-8200 series
switch)
®  Manually specifying

®  Specifying the naming convention: determining the file name by attributes of the QSW-
8200 series switch (such as device model, MAC address, and software version).

/ Note

During auto-loading, the priorities of the previous three ways are in ascending order.

The naming convention number is composed of 5 digits, and ranges from 80001 to 89999.
Figure 1-7 and Table 1-2 describe naming convention rules.

Figure 1-7 Naming convention for auto-loading
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Table 1-2 Naming convention for auto-loading rules

Domain | Meaning Value Description
A - 8 No special meaning
Device 0-9 ¢ 0: the file name does not contain the device model.
B model ¢ 1: the file name contains the device model.
e 2-9: reserved for extended rules




Domain

Meaning

Value

Description

MAC
address rule

0-9

Take 001F.CE08.5118 for example:

¢ 0: the file name does not contain the MAC address.

¢ 1: the file name contains the first 2 characters of the MAC
address, namely, containing "00".

¢ 2: the file name contains the first 4 characters of the MAC
address, namely, containing "000E".

 3: the file name contains the first 6 characters of the MAC
address, namely, containing "001F.CE".

¢ 4: the file name contains the first 8 characters of the MAC
address, namely, containing "001F.CE08".

¢ 5: the file name contains the first 10 characters of the MAC
address, namely, containing "001F.CE08.51".

¢ 6: the file name contains all characters of the MAC address,
namely, containing "001F.CE08.5118".

e 7-9: reserved for extended rules

Software
version rule

Take QSW-8200_REAP_1.2.278_2014022 for example:

* (: the file name does not contain software version.

e 1: the file name contains complete software version, namely,
containing "QSW-8200_REAP_1.2.278 2014022".

¢ 2: the file name contains complete software version excluding
device model, namely, containing "REAP_1.2.278_2014022".

¢ 3: the file name contains complete software version excluding
device model and date, namely, containing "REAP_1.2.278".

e 4: the file name contains the first 3-digit software version,
namely, containing "REAP_1.2.278".

¢ 5: the file name contains the first 2-digit software version,
namely, containing "REAP_1.2".

¢ 6: the file name contains the first 1-digit software version,
namely, containing "REAP_1".

e 7-9: reversed for rule expansion

Extended
rule

0-9

* 0: not supporting extended rules
® 1-9: reserved for extended rules

The file name with the previous naming conventions is in the following format:

(device model) M(MAC address) (software version)

For example, rule 81650 indicates a file name of:

QSW-8200_MOO01F.CE08.5118_REAP_1.2

1.11.2 Preparing for configurations

Scenario

The QSW-8200 series switch needs to update the configuration file through TFTP auto-

loading.




Prerequisite

A TFTP environment is established to make the QSW-8200 series switch and TFTP server
reachable.

1.11.3 Configuring auto-loading

/Ncaution

® The file version is "year-month-day-time", which is automatically generated during
loading and needless of your configuration.

e After the system startup file and system bootstrap file are automatically loaded,
the QSW-8200 series switch will be restarted to make these files take effect. Thus,
you must configure local file overriding in advance.

Configuring naming convention through CLI

Configure naming convention through CLI for the QSW-8200 series switch as below.

No. Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(config)#service config | Configure the IP address of the TFTP
tftp-server ip-address Sserver.

By default, it is not configured.

3 Qtech(config)#service config | configure naming convention for files.

filename rule [ rulenumber o .

[ prefix prefix ] [ postfix By default, it is not configured. The

postFix 11 QSW-8200 series switch uses the
default file name "startup_config.conf".

Qtech(config)#service config Specify the name of the file to be

filename f77e-name loaded.

4 Qtech(config)#service config | (Optional) configure the file version.
version startup-config
version

5 qQtech(config)#service config | (Optional) enable local file overriding.
overwrite enable

6 Qtech(config)#service config Enable auto-loading.

7 Qtech(config)#service config | (Optional) enable sending Trap upon
trap enable updating file.

/ Note

® [or auto-loading, the priority of configuring the IP address through CLlI is higher
than that of obtaining the IP address as a DHCP client.

e |[f local file overriding is not enabled, the startup configuration file to be loaded will
be lost after reboot.




Configuring naming convention through DHCP

Configure naming convention through DHCP for the QSW-8200 series switch as below.

No. Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(config)#service config (Optional) enable local file
overwrite enable overriding.
3 Qtech(config)#service config Enable auto-loading.
4 Qtech(config)#service config (Optional) enable sending Trap
trap enable upon updating file.

/ Note

The file name must comply with the resolution rules of the DHCP server.

1.11.4 Checking configurations

Use the following commands to check configuration results.

No.

Command

Description

1

Qtech#show service config

Show information about
configured auto-loading.

Qtech#show service config filename rule
[ rulenumber [ prefix prefix ]
[ postfix postfix ] ]

Show naming convention
for files.

1.12 Software upgrade

1.12.1 Introduction

System software includes BootROM and system software:

® BootROM: used to guide and initialize the QSW-8200 series switch.

®  System software: used to provide drivers for hardware and guide the QSW-8200 series
switch to enter CLI.

/ Note

The device that supports dual systems can save two sets of system software
simultaneously in the memory. When software upgrade fails and consequently the

QSW-8200 series switch crashes, you can use another version of system software to

start the QSW-8200 series switch.




To add a new feature, optimize existing functions, or clear a bug of the current software
version, you can upgrade the device software.

Software upgrade contains the following two types:

Upgrade through BootROM
Upgrade through CLI

1.12.2 Preparing for configurations

Scenario

Software upgrade is required.

Prerequisite

A TFTP/FTP environment is established to make the QSW-8200 series switch and TFTP/FTP

server reachable.

1.12.3 Upgrading system software through BootROM

/ Note

Only when software upgrade through CLI is unavailable can you use this method.
This method is hot recommended.

Step

Command

1

Log in the QSW-8200 series switch through the serial interface as the
administrator, enter Privileged EXEC mode, and reboot the QSW-8200 series
switch by the reboot command.

Qtech#reboot

Please input 'yes' to confirm: yes
Rebooting ...

begin...

ram size: 256M testing...done
Init flash ...Done

QSW-8200_Bootstrap_5.1.1_20121123, Qtech Compiled May 26
2012,12: 44: 09
Base Ethernet MAC address: 00: 1f: ce: 00: 00: 00

Press space into Bootstrap menu...
0




Step

Command

Click Space key to enter the Qtech interface when the system displays "Press
space into Bootstrap menu...", then input "?" to display command list:

BIG BOOT
8200_Bootstrap_5.1.1_20121129(22:47:01)
- List all available commands
- List all available commands
- Show bootstrap version
Boot an executable image
- Download system program
- XMODEM download system boot image
- select boot system sofware
- Reboot

A nc 4o< oS> wN
I

ACaution

The input letters are case sensitive.

Input "T" to download the system boot file through FTP and replace it, the
displayed information is as below.

[Qtech]:T

Index Name Size

1% QSW-8200-28F_REAP_1.2.52_20121210 536bf3
2 ————me——— 0

Current selected version is 1
Please select a version to overwrite:1l

dev name: QSW-8200-28F-4C

unit num:1

file name: system_boot.z QSW-8200-28F_REAP_1.2.52_20121210
Tocal 1ip: 192.168.1.1 192.168.18.250

server ip: 192.168.1.2 192.168.18.33

user:1l

password:123456

Loading... Done

Saving file to flash... Done

ACaution

Ensure the input file name here is correct. The file name should not
be longer than 80 characters.

Local IP is the IP address of the QSW-8200 series switch, and the
server IP is the IP address of the PC. They must be in the same
network segment.

Input "b" to quickly execute the bootstrap file, reboot the QSW-8200 series
switch, and load the downloaded system boot file.




Commands in the BootROM menu are described as below.

Command Description

? List all available operations.
u - XMODEM download system boot image
S - select boot system sofware
R - Reboot

h List all available operations.

\Y Show BootStrap version.

b Fast execute the system bootstrap file.

T Download the system startup file.

u Download system startup file through the XMODEM protocol.

S Choose a version of system software to be started.

R Restart the QSW-8200 series switch.

1.12.4 Upgrading system software through CLI

Before upgrading system software through CLI, you should establish a FTP/SFTP/TFTP
environment, take a PC as the FTP/SFTP/TFTP server and the QSW-8200 series switch as the
client, and make the PC and QSW-8200 series switch reachable.

No. Command Description
1 Qtech#download bootstrap { { ftp | | pownload the system
sftp } [ 7p-address user-name bootstrap file through

password file-name ] | tftp [ 7p- FTP/SETP/TETP.
address file-name ] }
2 Qtech#download system-boot { { ftp | pownload the system boot file

| sftp } [ 7p-address user-name through FTP/SFTP/TFTP.
password file-name ] | tftp [ 7p-

address file-name ] }

3 Qtech#reboot [ in period | now ] Restart the QSW-8200 series
switch. It will automatically
load the downloaded system
boot file.

1.12.5 Checking configurations

Use the following commands to check configuration results.

No. Command Description

1 Qtech#show version Show system version information.




1.13 Configuration examples
1.13.1 Exampe for configuring TFTP auto-loading

Networking requirements

As shown in Figure 1-8, connect the TFTP server with the Switch, configure auto-loading
function on the switch to make the switch automatically load configuration file from TFTP
server. Hereinto, the IP address of the TFTP server is 192.168.1.1 and the naming convention
for configuration file name meet the following conditions:

The device model is included in the name of the configuration file.

The complete MAC address is included in the name of the configuration file.

First 2 digits of software version are included in the name of the configuration file.

No extension rules are supported.

Figure 1-8 Configuring auto-loading

192.168.1.1/24 Y

Switch TFTP Server

Configuration steps

Step 1 Configure the IP address of the TFTP server.

Qtech#config
Qtech(config)#service config tftp-server 192.168.1.1

Step 2 Configure naming convention for the file name.

Qtech(config)#service config filename rule 81650

Step 3 Configure the file name.

Qtech(config)#service config filename ABC

Step 4 Enable overwriting local configuration file.

Qtech(config)#service config overwrite enable




Step 5 Enable auto-loading configuration.

Qtech(config)#service config

Checking results

Use the show service config command to show auto-loading configurations.

Qtech(config)#show service config

Auto upgrade : enable
Config server IP address: 192.168.1.1
Config filename rule: 81650
Config file name: ABC
System boot file version: 1107290
Bootstrap flie version : :48:050
Startup-config file version: 0000000
overwrite local configuration file: enable
Send Completion trap: disable
Current File Type: none
Operation states: done

Result: none




2 Ethernet

This chapter describes basic principles and configurations of Ethernet, and provides related
configuration examples, including the following sections:
MAC address table

VLAN

Customer VLAN

QinQ

VLAN mapping

STP

RSTP/MSTP

Interface protection

Port mirroring

L2CP

Layer 2 protocol transparent transmission

GARP

2.1 MAC address table

2.1.1 Introduction

The MAC address table records mappings between MAC addresses and interfaces. It is the
basis for an Ethernet device to forward packets. When the Ethernet device forwards packets
on Layer 2, it searches the MAC address table for the forwarding interface, implements fast
forwarding of packets, and reduces broadcast traffic.

The MAC address table contains the following information:

Destination MAC address

Destination MAC address related interface number
Interface belonged VLAN ID

Flag bits




Classification of MAC address entries

The MAC address table contains static address entries and dynamic address entries.

/ Note

Static MAC address entry: also called the permanent address, added and removed by the
user manually, not aged with time. For a network with stable topology, adding static
address entries manually can reduce broadcast traffic. The priority of static MAC address
entries is higher than that of dynamic MAC address entries, which prevents unauthorized
users to access the network by forging themselves as authorized users, and improves
network security. After configurations are saved, static MAC address entries will not be
lost even though the QSW-8200 series switch is restarted.

Blackhole MAC address entry: a special type of static MAC address entry. When the
destination or source MAC address of a packet matches the blackhole MAC address,
the packet will be discarded.

Dynamic MAC address entry: added by the QSW-8200 series switch through MAC
address learning, aged according to the configured aging time, and automatically updated
by the QSW-8200 series switch, and making the QSW-8200 series switch better adapt to
network changes. After the QSW-8200 series switch is restarted, dynamic MAC address
entries will be lost.

MAC address forwarding modes

Ethernet device adopts following forwarding modes according to MAC address entry:

Unicast: when a MAC address entry, related to the destination MAC address of a packet,
is listed in the MAC address table, the QSW-8200 series switch will directly forward the
packet to the receiving interface through the egress port of the MAC address entry. If the
entry is not listed, the QSW-8200 series switch broadcasts the packet to other devices.

Broadcast: when the QSW-8200 series switch receives a packet with an all-F destination
address, or its MAC address is not listed in the MAC address table, the QSW-8200 series
switch forwards the packet to all ports except the port that receives this packet.

Dynamic MAC address entry learning

Dynamic MAC address entries can be learned through the dynamic MAC address entry
learning mechanism. For example, port 1 on the QSW-8200 series switch receives packets
from VLAN 2 of PC A. The QSW-8200 series switch checks whether there are entries of
MAC A+VLAN 2+port 1:

Aging time of dynamic MAC address entries

There is limit on the capacity of the MAC address table on the QSW-8200 series switch. To
maximize the use of the MAC address table, the QSW-8200 series switch uses the aging
mechanism to update the MAC address table. For example, when the QSW-8200 series switch
creates a dynamic entry, it starts the aging timer. If it does not receive packets from the MAC
address in the entry during the aging time, the QSW-8200 series switch will delete the entry.

MAC address limit

MAC address limit is to limit the number of MAC addresses, avoid extending the searching
time of forwarding entry caused by too large MAC address table and degrading the




forwarding performance of the Ethernet switch, and it is effective to manage the MAC
address table.

MAC address limit improves the speed of forwarding packets.

2.1.2 Preparing for configurations

Scenario

When you configure the MAC address table, configure static MAC address entries for the
devices that are fixed in location and important. This prevents unauthorized users from
accessing the network by forging a MAC address from other locations.

To prevent a device from accessing the network, configure its MAC address as a blackhole
MAC address entry so that all packets with its MAC address as the destination or source
MAC address will be discarded.

Configure the aging time of dynamic MAC addresses to avoid saving excessive MAC address
entries in the MAC address table and running out of MAC address resources, and to achieve
aging of dynamic MAC addresses.

Prerequisite

N/A

2.1.3 Default configurations of MAC address table

Default configurations of the MAC address table are as below.

Function Default value
MAC address learning status Enable
MAC address aging time 300s
MAC address learning limit Unlimit
Global MAC address drift inhibition Disable
Global MAC address drift alarm Disable

2.1.4 Configuring static MAC address

/ Note

e Before configuring the static unicast MAC address, create a VLAN for it, activate
the VLAN, and associate related interfaces with the VLAN.

e Before configuring the blackhole MAC address, create a VLAN for it, and activate
the VLAN.

Configure static MAC addresses for the QSW-8200 series switch as below.




Step

Command

Description

Qtech#config

Enter global configuration mode.

Qtech(config)#mac-address-table
static unicast mac-address vlan
vian-id port port-id

Configure static unicast MAC
address entries.

Qtech(config)#mac-address-table
static multicast mac-address
vlan vian-id port-Tlist port-7/ist

Configure the static unicast MAC
address.

Qtech(config)#mac-address-table
blackhole mac-address vlan vian-
7d

Configure blackhole MAC address
entries.

Qtech(config)#mac-address-table
multicast filter { all | vlan
vian-71ist }

(Optional) configure multicast
filtering mode for the MAC
address table.

2.1.5 Configuring dynamic MAC address

Configure dynamic MAC address for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#mac-address-table Configure dynamic MAC address
learning enable { port-Tlist entry learning.
port-1list | vlanlist vian-Tist }

3 Qtech(config)#mac-address-table (Optional) configure the aging
aging-time { 0 | period } time of dynamic MAC address

entries. The value 0 indicates no
aging.

4 Qtech(config)#interface port Enter physical layer interface
port-id configuration mode.
Qtech(config-port)#mac-address- . . .
table threshold threshold-value | (OPtional) configure dynamic

MAC address limit on the
interface.

2.1.6 Configuring drift control over MAC addresses

Configure drift control over MAC address for the QSW-8200 series switch as below.

Step Command Description
1 Qtech#config Enter global configuration mode.
2 Qtech(config)#mac-address-table | Enaple global drift control over
mac-move enable MAC addresses.
trap enable drift control over MAC addresses.




2.1.7 Checking configurations

Use the following commands to check configuration results.

No. Command Description

1 Qtech#show mac-address-table Show static unicast MAC address
static [ port port-id | vlan vian- | entries.
id ]

2 | Qtech#show mac-address-table Show Layer 2 multicast addresses
multicast [ vlan vian-id ] or the number of existing multicast
[ count ] MAC addresses.

3 | Qtech#show mac-address-table Show blackhole MAC address

4 | Qtech#show mac-address-table 12- Show all Layer 2 unicast addresses
address [ count ] [ vlan v/an-7d | | and the current unicast MAC
port port-id ] address limit.

5 | Qtech#show mac-address-table Show dynamic MAC address entry
lTearning [ port port-id ] learning.

6 | Qtech#show mac-address-table Show dynamic MAC address limit.
threshold [ port-l1ist port-7ist ]

7 Qtech#show mac aging-time Show the aging time of dynamic

MAC address entries.
2.1.8 Maintenance
Maintain the QSW-8200 series switch as below.

Command Description
Qtech(config)#clear mac-address-table { all | Clear MAC address
blackhole | dynamic | static } entries.
Qtech(config)#search mac-address mac-address Search for a MAC
{ all | dynamic | static } [ port port-7d ] address entry.

[ vlan vian-7d ]

2.1.9 Example for configuring MAC address table

Networking requirements

As shown in Figure 2-1, PC 1 and PC 2 belong to VLAN 10. The MAC address of PC 1 is
001F.CE01.0105 while the MAC address of PC 2 is 001F.CE02.0207. PC 2 once used the

MAC address of PC 1 to maliciously access the network. To prevent PC 2 from accessing the
network without affecting other PCs to access the network from Port 2, configure the network

as below.




®  Set port 1 on Switch A with a static MAC address entry corresponding to the MAC
address of PC 1, and disable dynamic MAC address learning.

®  Setthe MAC address of PC 2 as a blackhole MAC address entry, enable dynamic MAC
address learning, and set the aging time to 400s.

Figure 2-1 MAC address table networking
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Configuration steps

Step 1 Create VLAN 10, active it, and add interfaces into it.

Qtech#config

Qtech(config)#create vlan 10 active
Qtech(config)#interface port 1
Qtech(config-port)#switchport mode access
Qtech(config-port)#switchport access vlan 10
Qtech(config-port)#exit
Qtech(config)#interface port 2
Qtech(config-port)#switchport mode access
Qtech(config-port)#switchport access vlan 10
Qtech(config-port)#exit

Step 2 Configure a static unicast MAC address on Port 1, and disable dynamic MAC address
learning.

Qtech(config)#mac-address-table static unicast 001F.CE01.0105 vlan 10
port 1
Qtech(config)#mac-address-table learning disable port-list 1




Step 3 Configure a blackhole MAC address for Port 2, enable dynamic MAC address learning, and
set the aging time of dynamic MAC addresses to 400s.

Qtech(config)#mac-address-table blackhole 001F.CE02.0207 vlan 10
Qtech(config)#mac-address-table Tearning enable port-list 2
Qtech(config)#mac-address-table aging-time 400

Checking results

Use the show mac-address-table 12-address port port-id command to show configurations
of the MAC address table.

Qtech#show mac-address-table 12-address port 2
Aging time: 400 seconds

Mac Address Port Vlan Flags
001F.CE01.0105 Pl 10 static
001F.CE02.0207 -- 10 blackhoTe

22 VLAN

2.2.1 Introduction

Overview

Virtual Local Area Network (VLAN) is a protocol to solve Ethernet broadcast and security
problem. It is a Layer 2 isolation technique that partitions a LAN into different broadcast
domains logically rather than physically, and then the different broadcast domains can work as
virtual groups without any influence from one another. In terms of functions, VLAN has the
same features as LAN, but members in one VLAN can access one another without restriction
by physical location, as shown in Figure 2-2.




Figure 2-2 Partitioning VLANSs
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VLAN technique can partition a physical LAN into different broadcast domains logically.
Hosts without intercommunication requirements can be isolated by VLAN, so VLAN
partitioning improves network security, and reduces broadcast flow and broadcast storm.

The QSW-8200 series switch supports partitioning VLANSs based on interface.
The QSW-8200 series switch complies with IEEE 802.1Q standard VLANS and supports
4094 concurrent VLANS.
Interface modes and packet forwarding
The QSW-8200 series switch has two interface modes: Access mode and Trunk mode.

Table 2-1 lists interfaces modes for processing packet.

Table 2-1 Interface modes and packet forwarding

Interface Processing ingress packets Processing egress packets
e
P Untag packet Tag packet
ACCESS Add Access VLAN ¢ If VLAN ID of the packet isequal | ® If the VLAN ID of the packet
Tag into the packet. to Access VLAN ID, receive the is equal to Access VLAN ID,
packet. remove Tag and send the

¢ If VLAN ID of the packet is not packet.

equal to Access VLAN ID, discard ¢ If the packet VLAN ID is not
the packet. included in the VLAN ID list
allowed to pass by the
interface, discard the packet.

Trunk Add Native VLAN e |f the packet VLAN ID is included | ® If the VLAN ID of the packet
Tag into the packet. in the VLAN ID list allowed to pass | is equal to Native VLAN ID,
by the interface, receive the packet. remove Tag and send the

e |f the packet VLAN ID is not packet.

included in the VLAN ID list ¢ If the VLAN ID of the packet
allowed to pass by the interface, is not equal to Native VLAN
discard the packet. ID and the interface allows the

packet to pass, keep the
original Tag and send the
packet.




/ Note

e By default, the default VLAN of the QSW-8200 series switch is VLAN 1.
e By default, the Access VLAN of the Access interface is VLAN 1, and the Native

VLAN of the Trunk interface is VLAN 1.

By default, VLAN 1 is in the list allowed by all interfaces. Use the switchport
access egress-allowed vlan {{ all | vlan-list} [ confirm ]| { add | remove } vlan-
list } command to modify the VLAN list allowed to pass by the Access interface.
Use the switchport trunk allowed vian { { all | vlan-list } [ confirm ] | { add |
remove } vlan-list } command to modify the VLAN list allowed to pass by the
Trunk interface.

2.2.2 Preparing for configurations

Scenario

The main function of VLAN is to partition logic network segments. There are 2 typical
application modes:

One kind is that in a small LAN several VLANS are created on a device, the hosts that
connect to the device are divided by VLAN. So hosts in the same VLAN can
communicate, but hosts between different VLANSs cannot communicate. For example,
the financial department needs to be separated from other departments and they cannot
access each other. Generally, the interface to connect host is in Access mode.

The other kind is that in bigger LAN or enterprise network multiple devices connect to
multiple hosts and the devices are cascaded, and data packets carry VLAN Tag for
forwarding. The interfaces in the same VLAN on multiple devices can communicate, but
the interfaces in different VLANSs cannot communicate. This mode is used in enterprise
that has many employees and needs a large number of hosts, in the same department but
different position, the hosts in one department can access one another, so users have to
partition VLANs on multiple devices. Layer 3 devices like router are required if users
want to communicate among different VLAN. The cascaded interfaces among devices
are set in Trunk mode.

When configuring the IP address for VLAN, you can associate a Layer 3 interface for it. Each
Layer 3 interface corresponds to one IP address and one VLAN.

Prerequisite

N/A

2.2.3 Default configurations of VLAN

Default configurations of VLAN are as below.

Function Default value
Create VLAN VLAN 1
Active status of static VLAN Suspend
Interface mode Access
Access VLAN VLAN 1




Function Default value
Native VLAN of Trunk interface VLAN 1
Permitted VLAN in Trunk mode All VLANs
Permitted Untag VLAN in Trunk mode VLAN 1
VLAN mapping table number VLAN ID

2.2.4 Configuring VLAN attributes

Configure VLAN attributes for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration
mode.

2 Qtech(config)#create vlan vian-7ist Create VLANS.

{ active | suspend }
P The command can also be used

to create VLANS in batches.

3 Qtech(config)#vlan vian-id Enter VLAN configuration
mode.
4 Qtech(config-vlan)#name vian-name (Optional) configure VLAN
name.
5 Qtech(config-vlan)#state { active | Configure VLAN in active or
suspend } suspend status.
6 Qtech(config-vlan)#fid vian-7id Configure the VLAN mapping

table number.

The VLAN created by the vlan vlan-id command is in suspend status, you need to
use the state active command to activate the VLAN to make it take effect in the
system.

By default, there are two VLANS in system, the default VLAN (VLAN 1) and cluster
VLAN (VLAN 2). All interfaces in Access mode belong to default VLAN. Both
VLAN 1 and VLAN 2 cannot be created and deleted.

By default, the default VLAN (VLAN 1) is called Default; cluster VLAN (VLAN 2) is
called VLANOOO2. Other VLAN is named as "VLAN+4-digit VLAN ID". For
example, VLAN10 is named VLANOO10 by default, and VLAN4094 is nhamed
VLAN4094 by default.

All configurations of VLAN do not take until the VLAN is activated. When VLAN
status is Suspend, you cannot configure the VLAN, such as deleting/adding
interface, setting VLAN name. The system will save the configurations. Once the
VLAN is activated, the configurations will take effect in the system.




2.2.5 Configuring interface mode

Configure interface mode as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#interface port Enter physical layer interface
port-id configuration mode.

3 Qtech(config-port)#switchport Configure the interface to Access or
mode { access | trunk } Trunk mode.

2.2.6 Configuring VLAN on Access interface

Configure VLANS on the Access interface for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#interface port Enter physical layer interface
port-id configuration mode.

3 qQtech(config-port)#switchport Configure the interface in Access
mode access ) mode, and add the Access interface
Qtech(config-port)#switchport into the VLAN.
access vlan vian-id

4 Qtech(config-port)#switchport (Optional) configure the VLAN
access egress-allowed vlan { all allowed to pass by the Access
| [ add | remove ] vian-Tist } interface.

The interface allows Access VLAN packets to pass regardless of configuration for
VLAN allowed by the Access interface. The forwarded packets do not carry VLAN
Tag.

When setting Access VLAN, the system creates and activates VLAN automatically
if you have not created and activated VLAN in advance.

If you delete or suspend Access VLAN manually, the system will set the interface
Access VLAN as default VLAN automatically.

When configuring interface Access VLAN as non-default Access VLAN, default
Access VLAN 1 is Access the egress interface allowed VLAN, you can delete
Access VLAN 1 from allowed VLAN list of Access the egress interface by deleting
this VLAN.

If the configured Access VLAN is not default VLAN and there is no default VLAN
in allowed VLAN list of Access interface, the interface does not permit default
VLAN packets to pass.

The allowed VLAN list of the Access interface is only effective to static VLANS,
and ineffective to cluster VLANs, GVRP dynamic VLANS, etc.




2.2.7 Configuring VLAN on Trunk interface

Configure VLANS on the Trunk interface for the QSW-8200 series switch as below.

untagged vian { all | [ add |

remove ] v/an-7ist }

Step Command Description

1 Qtech#config Enter global configuration mode.

configuration mode.

3 Qtech(config-port)#switchport mode Configure the interface in Trunk

4 Qtech(config-port)#switchport trunk | configure interface Native
native vlan vian-id VLAN.

5 Qtech(config-port)#switchport trunk (Optional) configure VLANSs
allowed vian { all | [ add | allowed to pass by the Trunk
remove ] v/an-7ist } interface.

6 Qtech(config-port)#switchport trunk (Optional) configure VLANSs

from which the Trunk interface
can remove Tag.

The interface allows Native VLAN packets to pass regardless of configuration on

Trunk interface allowed VLAN list and Untagged VLAN list, the forwarded packets
do not carry VLAN Tag.
® The system will create and activate the VLAN if no VLAN was created and

activated in advance when setting Native VLAN.

e System set the interface Trunk Native VLAN as default VLAN if you have deleted
or blocked Native VLAN manually.
® The interface allow incoming and outgoing VLAN packet allowed by the Trunk

interface. If the VLAN is Trunk Untagged VLAN, the packets remove VLAN TAG at

the egress interface, otherwise, do not modify the packets.

e |[f the configured Native VLAN is not default VLAN, and there is no default VLAN in

Trunk interface allowed VLAN list, the interface will not allow default VLAN
packets to pass.
® \When setting Trunk Untagged VLAN list, system automatically adds all Untagged
VLAN into Trunk allowed VLAN.
® Trunk allowed VLAN list and Trunk Untagged VLAN list are only effective to static
VLAN, and ineffective for cluster VLAN, GVRP dynamic VLAN, etc.

2.2.8 Checking configurations

Use the following commands to check configuration results.

No.

Command

Description

1

Qtech#show vlan [ vian-77ist |
static ]

Show VLAN configurations.




No. Command Description

) Qtech#show interface port-Tist | ghow VAN configuration on the
[ port-Tist ] switchport interface.

2.2.9 Configuring VLAN and interface protection

Networking requirements

As shown in Figure 2-3, PC 1, PC 2, and PC 5 belong to VLAN 10, PC 3 and PC 4 belong to
VLAN 20; Switch A and Switch B are connected by Trunk interface; PC 3 and PC 4 cannot
communicate because VLAN20 is not allowed to pass in the link; PC 1 and PC 2 under the
same Switch B are enabled with interface protection function so that they cannot
communicate with each other, but can respectively communicate with PC 5.

Figure 2-3 VLAN and interface protection networking
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Configuration steps

Step 1 Create VLAN 10 and VLAN 20 on the two Switch devices respectively, and activate them.
Configure Switch A.

Qtech#hostname SwitchA
switchAa#config
switchA(config)#create vlan 10,20 active

Configure Switch B.




Qtech#hostname SwitchB
switchB#config
SswitchB(config)#create vlan 10,20 active

Step 2 Add port 2 and port 3 as Access mode on Switch B into VLAN 10, add port 4 as Access mode
into VLAN 20, set port 1 to Trunk mode, and allow VLAN 10 to pass.

switchB(config)#interface port 2
SwitchB(config-port)#switchport mode access
SswitchB(config-port)#switchport access vlian 10
switchB(config-port)#exit
SswitchB(config)#interface port 3
switchB(config-port)#switchport mode access
SswitchB(config-port)#switchport access vlan 10
switchB(config-port)#exit
SswitchB(config)#interface port 4
switchB(config-port)#switchport mode access
switchB(config-port)#switchport access vlan 20
switchB(config-port)#exit
switchB(config)#interface port 1
switchB(config-port)#switchport mode trunk
SwitchB(config-port)#switchport trunk allowed vian 10 confirm
switchB(config-port)#exit

Step 3 Add port 2 as Access mode on Switch A into VLAN 10, add port 3 as Access mode into
VLAN 20, set port 1 to Trunk mode, and allow VLAN 10 to pass.

SwitchA(config)#interface port 2
switchA(config-port)#switchport mode access
switchA(config-port)#switchport access vlian 10
switchA(config-port)#exit

SwitchA(config)#interface port 3
switchA(config-port)#switchport mode trunk
SswitchA(config-port)#switchport trunk native vlan 20
switchA(config-port)#exit

switchA(config)#interface port 1
switchA(config-port)#switchport mode trunk
SwitchA(config-port)#switchport trunk allowed vlian 10 confirm

Step 4 Enable interface protection on port 2 and port 3 on Switch B.

switchB(config)#interface port 2
SwitchB(config-port)#switchport protect
SswitchB(config-port)#exit
switchB(config)#interface port 3
SwitchB(config-port)#switchport protect




Checking results

Use the show vlan command to show VLAN configurations.

Take Switch B for example.

SwitchB#show vlan
Switch Mode: --

VLAN Name State Status Priority Member-Ports
1 Default active static -- P 1-6

2 VLANO00O2 active other -- P 1-28

10 VLANOO10 active static -- P 1,3-4

20 VLANO0020 active static -- P5

Use the show interface port port-id switchport command to show configurations of the
interface VLAN.

Take Switch B for example.

SwitchB#show interface port-Tist 2 switchport
Interface: port2

Reject frame type: none

Administrative Mode: access

Operational Mode: access

Access Mode VLAN: 10

Administrative Access Egress VLANs: 1
Operational Access Egress VLANs: 1,10
Trunk Native Mode VLAN: 1

Administrative Trunk Allowed VLANs: 1-4094
Operational Trunk Allowed VLANs: 1,10,20
Administrative Trunk Untagged VLANs: 1
Operational Trunk Untagged VLANs: 1
Vlan-mapping-miss Mode:Forwording

Use the show switchport protect command to show configurations of interface protection.

SwitchB#show switchport protect

Port Protected State
P1 enable
P2 enable
P3 enable
P4 enable
P5 disable

P6 disable
P7 disable




Check whether the Trunk interface permitting VLAN passing is correct by making PC 1 ping
PC 5, PC 2 ping PC 5, and PC 3 ping PC 4.

® PC 1 can ping through PC 5, so VLAN 10 communication is normal.
® PC 2 can ping through PC 5, so VLAN 10 communication is normal.
®  PC 3 fails to ping through PC 4, so VLAN 20 communication is abnormal.

Check whether interface protection is correct by making PC 1 ping PC 2.
PC 1 fails to ping through PC 2, so interface protection has taken effect.

2.3 Customer VLAN

2.3.1 Introduction

The customer VLAN is the service VLAN provided by the device. The unknown multicast
and broadcast packets in the customer VLAN are directly forwarded without being processed.
The unknown multicast and broadcast packets out of the customer VLAN are flooded to the

CPU.

2.3.2 Configuring customer VLAN

2.4 QinQ

Configure customer VLAN for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#customer-vlan Configure customer VLAN.
vian-Tist

3 Qtech(config)#exit Show customer VLAN configurations.
Qtech#show customer-vlan

2.4.1 Introduction

Basic QinQ

QinQ (also known as Stacked VLAN or Double VLAN) technique is an extension to 802.1Q
defined in IEEE 802.1ad standard.

Basic QinQ is a simple Layer 2 VPN tunnel technique, which encapsulates outer VLAN Tag
for user private network packets at carrier access end, then the packet takes double VLAN Tag
to transmit through backbone network (public network) of the carrier. On the public network,
packets are transmitted in accordance with outer VLAN Tag (namely the public network
VLAN Tag), the user private network VALN Tag is transmitted as data in packets.

Figure 2-4 shows typical networking of basic QinQ. Wherein, the QSW-8200 series switch is
the PE.




Figure 2-4 Principle of basic QinQ
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Packets are transmitted from the user device to the PE, and the VLAN ID of packet tag is 100.
Packet will be added with outer tag with VLAN 1000 when traversing from the PE device at
the network side interface to the carrier network.

Packets with the VLAN 1000 outer Tag are transmitted to PE device on the other side by the
carrier, and then the PE will remove the outer tag VLAN 1000 and send packets to the user
device. Now the packets return to carrying only one tag VLAN 100.

This technique can save public network VLAN ID resources. You can plan private network
VLAN ID to avoid conflict with public network VLAN ID.

Selective QinQ

Selective QinQ is an enhancement to basic QinQ, which classifies flow according to user data
features, then encapsulates different types flow into different outer VLAN Tags. This
technique is realized by combination of interface and VLAN. Selective QinQ can perform
different actions on different VLAN Tags received by one interface and add different outer
VLAN IDs for different inner VLAN IDs. According to configured mapping rules for inner
and outer Tags, you can encapsulate different outer Tags for different inner Tag packets.

As shown in Figure 2-5, selective QinQ makes structure of the carrier network more flexible.
You can classify different terminal users on the access device interface by VLAN Tag and
then, encapsulate different outer Tags for users in different classes. On the public network,
you can configure QoS policy according to outer Tag and configure data transmission priority
flexibly to make users in different classes receive corresponding services.

Figure 2-5 Principle of selective QinQ
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TPID

Tag Protocol Identifier (TPID), a field in the VLAN Tag, indicates the protocol type of the
VLAN Tag. IEEE 802.1Q defines its value as 0x8100.

The default TPID of packets of different vendors' devices may be different. To interconnect
with other vendors' devices, set the TPID of the outer VLAN Tag of an interface to the TPID
that can be identified by the connected device.

2.4.2 Preparing for configurations

Scenario

Prerequisite

Basic QinQ configuration and selective QinQ configuration for the QSW-8200 series switch
are based on different service requirements.

®  Basic QinQ

With application of basic QinQ, you can add outer VLAN Tag to plan Private VLAN ID
freely to make the user device data at both ends of carrier network transparently transmitted
without conflicting with VLAN ID on the service provider network.

®  Selective QinQ

Different from basic QinQ, outer VLAN Tag of selective QinQ can be selectable according to
different services. There are multiple services and different private VLAN ID on the user
network which are divided by adding different outer VLAN Tag for voice, video, and data
services etc., then realizing different distributaries and inner and outer VLAN mapping for
forwarding different services.

®  Connect interfaces.
®  Configure physical parameters to make interfaces Up at the physical layer.
® Create VLANS.

2.4.3 Default configurations of QinQ

Default configurations of QinQ are as below.

Function Default value
Outer VLAN Tag TPID 0x8100
Basic QinQ status Disable
Selective QinQ status Disable

2.4.4 Configuring basic QinQ

Configure basic QinQ on the ingress interface for the QSW-8200 series switch as below.




Step

Command

Description

Qtech#config

Enter global configuration
mode.

Qtech(config)#interface port port-id

Enter physical layer interface
configuration mode.

Qtech(config-port)#switchport qinq
dotlg-tunnel [ default-cvlan vian-
id ]

Enable basic QinQ functions on
the interface.

Qtech(config-port)#switchport reject-
frame { tagged | untagged }

Configure the type of packets
that are forbidden from being
forwarded.

/ Note

® To use basic QinQ functions on an interface, configure its attributes first by setting
it to the Access or Trunk interface and configuring the default VLAN.
® When basic QinQ is enabled on the interface, all packets are processed as

Untagged packets. If you configure the Untagged packets to be discarded, Tagged

packets are discarded as well.

2.4.5 Configuring selective QinQ

Configure selective QinQ on the ingress interface for the QSW-8200 series switch as below.

Step

Command

Description

1

Qtech#config

Enter global configuration
mode.

Qtech(config)#interface port port-id

Enter physical layer interface
configuration mode.

Qtech(config-port)#switchport qing
dotlg-tunnel [ default-cvlan v7an-
id ]

Enable basic QinQ on the
interface.

Qtech(config-port)#switchport vlan-
mapping cvlan custom-vian-1ist [ cos
cos-value ] add-outer outer-vian-id
[ cos cos-value ] [ translate custom-
vian-id ]

Configure selective QinQ, add
VLAN ID based on inner
VLAN, and map the VLAN ID
of inner VLAN.

Qtech(config-port)#switchport vlan-
mapping cvlan custom-vian-1ist [ cos
cos-value ] add-outer outer-vian-id
[ cos cos-value ] [ remove ]

Configure selective QinQ, add
outer VLAN ID based on inner
VLAN, and delete the inner
VLAN.

Qtech(config-port)#switchport vlan-
mapping ip-access-1list 7p-access-7ist
add-outer outer-vian-id [ cos cos-
value ]

Configure selection QinQ based
on IP-ACL.




Step

Command

Description

Qtech(config-port)# switchport vlan-
mapping mac-access-1ist mac-access-
77st add-outer outer-vian-id [ cos
cos-value ]

Configure selection QinQ based
on MAC-ACL.

Qtech(config-port)#switchport vlan-
mapping cvlan untag add-outer outer-
vian-id [ cos cos-value ]

Configure rules for adding outer
VLAN Tag to Untag packets.

Qtech(config-port)#switchport vlan-
mapping cvlan priority-tagged [ cos
cos-value ] add-outer outer-vian-id

[ cos cos-value ] [ translate custom-
vian-id | remove ]

Configure mapping rules for
Tag VLAN of selective QinQ.

Qtech(config-port)#switchport vlan-
mapping-miss discard

Configure the interface to
discard packets that do not
match selective QinQ or VLAN
mapping rules.

/ Note

e Before configuring selective QinQ, configure basic QinQ.
® Do not configure cos-value and translate custom-vlan-id concurrently. Do not

configure cos cos-value and remove concurrently.

2.4.6 Configuring network side interface to Trunk mode

Configure basic QinQ or selective QinQ on the network side interface for the QSW-8200
series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#interface port Enter physical layer interface
port-id configuration mode.

3 Qtech(config-port)#switchport | configure interface trunk mode, and
mode trunk permit double Tag packet to pass.

2.4.7 Configuring TPID
Configure TPID on the network side interface for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration mode.

2 Qtech(config)#interface port Enter physical layer interface
port-id configuration mode.




Step Command Description

3 Qtech(config-porti#mls double- | configure the TPID of the outer
tagging tpid tp7d VLAN Tag on the interface.

2.4.8 Checking configurations

Use the following commands to check configuration results.

No. Command Description
1 Qtech#show switchport port port-77st qinq Show configurations of
basic QinQ and TPID.
2 Qtech#show switchport port port-7ist vlan- Show configurations of
mapping add-outer selective QinQ.
3 Qtech#show switchport port-list port-7ist Show configurations of
vlan-mapping acl add-outer selective QinQ based on
ACL.

2.4.9 Example for configuring basic QinQ

Networking requirements

As shown in Figure 2-6, Switch A and Switch B are connected to VLAN 100 and VLAN 200
respectively. Department C and Department D need to communicate through the carrier
network, but their networks are isolated from each other. The carrier TPID is 9100.

Configure basic QinQ on Switch A and Switch B to implement normal communication
through the carrier's network.

Figure 2-6 Basic QinQ networking
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Configuration steps for switch A and Switch B are the same. Take Switch A for example.

Step1 Create VLAN 100, VLAN 200, and VLAN 1000, and activate them.

Qtech#config

Qtech(config)#create vlan 100,200,1000 active
Qtech(config)#interface port 1
Qtech(config-port)#switchport mode trunk
Qtech(config-port)#switchport trunk allowed vlan 1000
Qtech(config-port)#mls double-tagging tpid 9100
Qtech(config-port)#exit

Step 2 Enable basic QinQ.

Qtech(config)#interface port 2
Qtech(config-port)#switchport mode trunk
Qtech(config-port)#switchport trunk native vlan 1000
Qtech(config-port)#switchport qinq dotlg-tunnel
Qtech(config-port)#exit

Checking results

Use the show switchport ging command to show QinQ configurations.

Qtech#show switchport port-Tlist 1 qinq
Interface QinQ Status Outer-TPID Default-CVlan

pl Disable 0x9100 -
Qtech#show switchport port-Tlist 2 qinq
Interface QinQ Status Outer-TPID Default-CVlan

p2 Enable 0x8100 -

2.4.10 Example for configuring selective QinQ

Networking requirements

As shown in Figure 2-7, the carrier network carries common PC Internet service and IP phone
service; PC Internet service is assigned to VLAN 1000; IP phone service is assigned to VLAN
2000. Configure Switch A and Switch B as below to make client and server communicate
through carrier network:

Configure selective QinQ on Switch A and Switch B.

Add outer Tag VLAN 1000 to the VLAN 100 assigned to Internet service by the PC.
Add outer Tag 2000 for VLAN 200 for IP phone service.

The carrier TPID is 9100.




Figure 2-7 Selective QinQ networking
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Configuration steps
Configure Switch A and Switch B.
Configuration steps for Switch A and Switch B are the same. Take Switch A for example.

Step 1 Create and activate VLAN 100, VLAN 200, VLAN 1000, and VLAN 2000. The TPID is
9100.

Qtech#hostname SwitchA

SwitchA#config

SswitchA(config)#create vlan 100,200,1000,2000 active
SswitchA(config)#interface port 1
switchA(config-port)#switchport mode trunk
switchA(config-port)#switchport trunk allowed vlian 1000,2000
switchA(config-port)#mls double-tagging tpid 9100
switchA(config-port)#exit

Step 2 Enable selective QinQ on port 2.

switchA(config)#interface port 2

SswitchA(config-port)#switchport mode trunk
switchA(config-port)#switchport qing dotlg-tunnel
SwitchA(config-port)#switchport vlan-mapping cvlan 100 add-outer 1000
SwitchA(config-port)#switchport vlan-mapping cvlan 200 add-outer 2000
switchA(config-port)#exit

Checking results

Use the show switchport port-list port-list vlan-mapping add-outer command to show
configurations of selective QinQ.

Take Switch A for example.




SswitchA#show switchport port-Tlist 2 vlan-mapping add-outer

Based inner VLAN flexible QinQ mapping rule:

Interface CVLAN Add-svlan cos CVvlan-Action Translate-CVlan Hardware
p2 100 1000 0 Reserve - Yes

p2 200 2000 0 Reserve - Yes

2.5 VLAN mapping

2.5.1 Introduction

VLAN mapping is used to replace the private VLAN Tag of Ethernet packets with carrier's
VLAN Tag, making packets transmitted according to carrier's VLAN forwarding rules. When
packets are sent to the peer private network from the ISP network, the VLAN Tag is restored
to the original private VLAN Tag according to the same VLAN forwarding rules. Therefore
packets are correctly sent to the destination.

Figure 2-8 shows the principle of VLAN mapping.

Figure 2-8 Principle of VLAN mapping
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After receiving a VLAN Tag contained in a user private network packet, the QSW-8200 series
switch matches VLAN Tag of the user private network packet according to configured VLAN
mapping rules. If successful, it replaces the VLAN Tag according to configured VLAN
mapping rules. By supporting 1: 1 VLAN mapping, the QSW-8200 series switch replaces the
VLAN Tag carried by a packet from a specified VLAN with the new VLAN Tag.

Different from QinQ, VLAN mapping does not encapsulate packets with multiple layers of
VLAN Tags, but needs to modify VLAN Tag so that packets are transmitted according to the
carrier's VLAN forwarding rule.

2.5.2 Preparing for configurations

Scenario

Different from QinQ, VLAN mapping is to change the VLAN Tag without encapsulating
multilayer VLAN Tag so that packets are transmitted according to the ISP's VLAN mapping
rules. VLAN mapping does not increase the frame length of the original packet. It can be used
in the following scenarios:




Prerequisite
[ ]
[ ]

A user service needs to be mapped to a carrier's VLAN ID.
Multiple user services need to be mapped to a carrier's VLAN ID.

Connect interfaces.
Configure physical parameters to make interfaces Up at the physical layer.
Create VLANS.

2.5.3 Configuring VLAN mapping

Configure VLAN mapping for the QSW-8200 series switch as below.

Step Command Description

1 Qtech#config Enter global configuration

mode.

2 Qtech(conﬁ'g)#‘i nterface port port- | Enpter physical layer interface
7d configuration mode.

3 Qtech(config-port)#switchport (Optional) configure outer-Tag-
vlan-mapping outer outer-vian-id based VLAN mapping rule to
translate outer-new-vian-id [ cos translate outer VLAN only.
cos-value ]

vl an—ma.pp'i ng outer‘_ outer-vian-id based VLAN mapping; namely,
inner 7nner-vian-id translate configure both outer-Tag-based
outer-new-vian-id inner-new-vian- and inner-Tag-based VLAN
7d [ cos cos-value ] mapping. Configure both outer
VLAN mapping and inner
VLAN mapping.
2.5.4 Checking configurations
Use the following commands to check configuration results.
No. Command Description
1 Qtech#show switchport port-list port-7ist Show VLAN mapping

vlan-mapping translate rules of the interface.

2.5.5 Example for configuring VLAN mapping based on single Tag

Scenario

As shown in Figure 2-9, Switch A and Switch B are connected to VLAN 100 and VLAN 200
respectively. Department C and Department D need to communicate through the carrier's
network, but their networks are isolated from each other.




Between Switch A and Switch, 1: 1 VLAN mapping is configured to implement normal
communication inside the department.

Figure 2-9 VLAN mapping networking
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Configuration steps
Configure Switch A and Switch B.
Configuration steps for Switch A and Switch B are the same. Take Switch A for example.

Step 1 Create VLANSs 100, 200, 1000, and 2000, and activate them.

Qtech#config
Qtech(config)#create vlan 100,200,1000,2000 active

Step 2 Set port 1 to Trunk mode, allowing VLAN 1000 and VLAN 2000 packets to pass.

Qtech(config)#interface port 1

Qtech(config-port)#switchport mode trunk
Qtech(config-port)#switchport trunk allowed vlan 1000,2000 confirm
Qtech(config-port)#exit

Step 3 Set port 2 to Trunk mode. Enable VLAN mapping.

Qtech(config)#interface port 2

Qtech(config-port)#switchport mode trunk
Qtech(config-port)#switchport vlan-mapping outer 100 translate 1000
Qtech(config-port)#switchport vlan-mapping outer 200 translate 2000
Qtech(config-port)#exit




Checking results

2.6 STP

Use the show switchport port-list port-list vlan-mapping translate command to show
configurations of VLAN mapping.

Qtech#show switchport port-list 2 vlan-mapping translate
original oOriginal New New
Interface Outer VLAN Inner VLAN Outer-VID Inner-VID Hardware

2.6.1 Introduction

STP

With the increasing complexity of network structure and growing number of switches on the
network, the Ethernet network loops become the most prominent problem. Because of the
packet broadcast mechanism, a loop causes the network to generate storms, exhaust network
resources, and have serious impact to forwarding normal data. The network storm caused by
the loop is shown in Figure 2-10.

Figure 2-10 Network storm due to loop
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Spanning Tree Protocol (STP) is compliant to IEEE 802.1d standard and used to remove data
physical loop in data link layer in the LAN.




The QSW-8200 series switch running STP can process Bridge Protocol Data Unit (BPDU)
with each other for the election of root switch and selection of root port and designated port. It
also can block loop interface on the QSW-8200 series switch logically according to the
selection results, and finally trims the loop network structure to tree network structure without
loop which takes an QSW-8200 series switch as root. This prevents the continuous
proliferation and limitless circulation of packet on the loop network from causing broadcast
storms and avoids declining packet processing capacity caused by receiving the same packets
repeatedly.

Figure 2-11 shows loop networking running STP.

Figure 2-11 Loop networking with STP

X Block

I
Foot eu

|

(-

Although STP can eliminate loop network and prevent broadcast storm well, its shortcomings
are still gradually exposed with thorough application and development of network technology.

The major disadvantage of STP is the slow convergent speed.

2.6.2 Preparing for configurations

Networking situation

In a big LAN, multiple devices are concatenated for accessing each other among hosts. They
need to be enabled with STP to avoid loop among them, MAC address learning fault, and
broadcast storm and network crash caused by quick copy and transmission of data frames.
STP calculation can block one interface in a broken loop and ensure there is only one path for
the data flow to be transmitted to the destination host t, which is also the best path.

Preconditions

Configure interface physical parameters to make it Up.




2.6.3 Default configurations of STP

Default configurations of STP are as below.

Function Default value
Global STP status Disable
Interface STP status Enable
STP priority of device 32768
STP priority of interface 128
Interface path cost 0
max-age timer 20s
hello-time timer 2s
forward-delay timer 15s

2.6.4 Enabling STP
Configure STP for the QSW-8200 series switch as below.

Step Command Des