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1. OBLLEE ONMUCAHMUE

KommyTtaTop cepun QSW-6410 npepactaBnatoT coboli yCTPOMCTBO HOBOrO MNOKOJIEHMSA.
KommyTtaTop QSW-6410 ABNatOTCA HageKHbIM GyHAAMEHTOM A8 NOCTPOEHWUA BbICOKOCOPTHbIX
peLeHnin onepaTopcKoro 1 KOPMOpPaTMBHOIO KNAcCcoB.

OcHoBHble ocobeHHOCTM KommyTaTopa QSW-6410:

o Hebnokunpytowana KOMMyTaLmaA ¢ MOLLHbIMW BO3MOXHOCTAMM K3LWMPOBAHMUA
o 48 ontnyeckmx 10G u 4 ontuyeckux 40G
o PacwmpeHHan nogaeprkka mapLipyTnsaumm yposHa L3
o MNMoaneprkka pes3epBMpPoOBaHMA NUTAHUA N BEHTUNATOPOB
. MoaynbHoe MO
48 10 Gigabit Ethers 4 40 Gigabit Ethers

Console SFP+ Ports QSFP+ Ports
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Modular Power Supply
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2. BO3SMOXHOCTU NPOAYKTA

2.1. TexHonorua VSU

Onupascb Ha nepegosyto TexHonoruwo VSU 2.0 (Virtual Switch Unit 2.0), kommyTaTopbl cepum
QSW-6410 obecneunBatoT yHUPUUMPOBAHHOE CeTEBOE AAMMHUCTPUPOBAHME, CNOCOOCTBYHOT
CHUMKEHMIO 4YMCNA CETEBbIX Y3/10B W MOBBIWEHUIO HAAEXKHOCTU ceTell. Bpems aBapuiHoro
nepekNtoyeHna B CAy4vae OTKasa AuHUM coctasBndetr oT 50 go 200 mc, 4To rapaHTupyet
b6ecnepeboiHyto paboTy MPUIOKEHUIN BbICOKOM OTBETCTBEHHOCTU. ArperMpoBaHMe KaHanoB
MeXAy YCTPOWCTBAMM MNO3BOASET MNOAy4aTb AOCTYM K CepBepaM WAM KOMMyTaTopam C
OYHKUMOHNPOBAHMEM BOCXOAALLUMX KaHANO0B B PeXMME KaKTUBHbIN-aKTUBHbINY

2.2. MHOoroyposHeBaa KommyTauusa

AnnapaTHoe obecneyeHne kommyTtatopoB QSW-6410 no3sondeT um noaaepknsaTb
MHOrOypOoBHEBYIO KOMMYyTauuto IPv4/IPv6 Ha IMHENHOM CKOpOoCTH, pa3indaTb n obpabaTbiBaTb
naketbl IPv4 u IPv6. B KoHTeKcTe IPv6 ycTpolictea cepum QSW-6410 obecneumnBatoT rmbKyro
OPraHM3aLMIo MeXXCeTeBOro B3anMoAeNCTBUA, UCNOJIb3yA BO3MOXHOCTM NPOTOKoa IPv6

. KommyTtatopbl cepun QSW-6410 nogxomat gna npumeHeHma B IPv4-ceTax, IPve-cetax u B
rmépunaHbix cetax IPv4/IPv6, 4To N03BONAET MCNONb30BaATb €ro ANA NAaBHOW MUrpaumu c IPv4 Ha
IPv6.

KommyTatopbl QSW-6410 noaaepKMBatoT LWUMPOKUIA CNEKTP NPOTOKON0B MapLlpyTulaumm IPv4
(cTaTnueckana mapupyTtmsaums, RIP, OSPF, BGP4), KoTopble MCNONb3YIOTCA B 3aBUCMMOCTU OT
CEeTEeBOM apXUTEKTYpbI.

MepeyeHb NOAAEPKMBAEMbIX MPOTOKO/I0B MapLUpyTM3auum IPv6 Takxke Becbma obwmpeH
(cTaTnyeckana mapwpyTtmnsaums, RIPng, OSPFv3 n BGP4+). 3To npeaocTaBnseT rubkume
BO3MOXHOCTUK Ana nepexoga oT IPv4 K IPv6, nnbo noctpoeHma HoBbIX ceTen IPv6. —
MoanepKKa pas/IMYHbIX NPOTOKO/I0B MapLipyTh3aLumm IPv6 (cTaTuueckaa maplipytusaums,
RIPng, OSPFv3 n BGP4+) no3sonseT ocywectBuTb becnpobnemHblii nepexosn ot
TexHonoruu IPv4, nnbo ncnonb3osatb AaHHbIE NPOTOKO/bI NPU NEPBOHAYA/IbHOM
NPOEKTUPOBAHUUN CETU

2.3. BbiCOKaa HaaeXHOCTb

Kommytatop QSW-6410 wumeloT pesepBUpoBaHME NO MUTAHUIO MNUTAHUA MOAY/IbHYIO
nogcuctemy oxnaxaeHua. MHTepdericHblie nnatobl, MOAYAN NMUTAHUA U BEHTUNATOPHbIE MOAYN
noaaeprusatot "ropaudyto” 3ameHy ana obecneyeHua becnepeboiiHoit pabotbl. Kpome Toro,
nsagenus cepum QSW-6410 npeaoctasaatoT pyHKUMM OOHAPYKEHUS OTKA30B M aBTOMATUYECKOM
aBapUMHOM CUTHANN3AUMN ANA MOAYEN NMUTAHMA U BEHTUIATOPHbIX MOAYNEN.
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HapéKHoCTb paboTbl ONONHUTENIbHO NOBLIWEHA 33 CYET NOAAEPKKN QYHKLMM OOHAPYKeHUS
OTKa30B M aBTOMATUYECKON aBaPMIMHOM CUTHANU3ALUMKN ANA MOAYNe MUTaHNA U
BEHTUNATOPHBIX MOLYNEN

[octynHbl GYHKUMKM mArkoro nepesanycka (Graceful Restart - GR) u aByHanpaB/neHHOro
npoasukeHusa (Bidirectional Forwarding - BFD). Bce 3T mepbl Npu3BaHbl rapaHTMPOBATb
HOpManbHYyO paboTy ceTelt ¢ BbICTPOM CXOAMMOCTbIO AaxKe npu 60abLIOM YMUCAe CEPBUCOB U
WHTEHCMBHOM TpaduKe.

2.4. T'MbKne NnoAUTUKU 6e3onacHOCTU

B kommyTtaTope QSW-6410 npesycmoTpeHbl MexaHu3mbl, 3PPeKTMBHO 3almwatrowme ot
NPOHMKHOBEHMA BUPYCOB U XaKepCKUX aTak. K Takoro poaa mexaHM3amam OTHOCATCA 3almTa oT
DoS-aTakK, npoBepKa KoppeKTHOCTU ARP-nakeToB Ha nopTax u MHOXeCTBeHHble noantmukm ACL
Ha annapaTHOM YpOBHe.

KommyTaTopbl noaneprkMBalOT annapaTHble CNUCKM pgoctyna |IPv6, 4To nNO3BOJISET JIEerKo
KOHTPO/AIMPOBATb AOCTYN Mosb3oBateneit IPv6 K rpaHMYHbIM YCTPOMCTBAM, AAXKE €CAu 3TU
nonb3osBaTenn pabotatoT B cetn IPv4. [onyckaeTca cywecTBOBaHME B OAHOM CETUM Kak
nonb3osaTenen |IPv4, Tak u nonbsosaTtenen IPv6, npu sTom nonbsosatenam IPv6 moxert bbiTb
OFpaHMYEH A0CTYN K YYBCTBUTE/IbHbIM CETEBbLIM Pecypcam.

Ha annapaTHOM ypoBHe NoAAep*KMBaeTcs nepenoBas TEXHONOMMA NOAUTMK 3awmTtbl LM (CPU
Protection Policy - CPP), pasrpaHuMumMBatow,as MOTOKM [OaHHbIX, HanpasBaeHHble B LM, u
obecneuymBatowan Mx 06paboTKy B COOTBETCTBMM C NPUOPUTETHOCTbIO/OYepeaHOCTbO. B
ycTponcTeax QSW-6410 peannsoBaHa PyHKLUMA yNPaBAEHMSA MOA0COM NPONYCKaHUA ANA 3alUTbI
UM oT HeaBTOpPM30OBAHHOro TpaduKa, LeNeHanpaB/eHHbIX aTak M 4YpPEe3MepHOro pacxoza
pecypcos, noBbllwatowan 6esonacHocTb 06opyaosaHusa. [ina 6onee cTPOroro KOHTPOAA A0OCTyNa
nosb3oBaTenielr BO3MOXHA rMbOKaA npuBA3Ka nosb3oBaTenbcknx IP- n MAC-agpecoB K
KOHKPETHbIM MOpPTamMm M KommyTatopam. [ocTynHa ¢yHKumAa oTcnexkmBaHma naketos DHCP,
3anpewatowme DHCP oTBeTbl C HeAOBEPEHHbIX MOPTOB BO M3berKaHMe HECAHKLLMOHMPOBAHHOIO
B3aMMOAENCTBMA C HeaBTOpu3oBaHHbIMM DHCP-cepBepamu. lNpu 3aaeincTBOBaHUN AaHHOM
byHKuMM KommyTtatop QSW-6410 cnocobeH ocywecTBaATb AMHAMUYECKUMA MOHUTOPUHT
naketoB ARP, nposepaTb IP-agpeca nonb3oBatenen u cxogy oTbpacbiBaTb HeAOMyCTUMble
naketbl. QSW-6410 a¢pPpekTnBHO 3awmuaet ot ARP-cnypuHra u IP-cnydpumHra.

QSW-6410 nopaepunBatoT KOHTPOAb gocTtyna yepes Telnet no IP-agpecam. MpepoTtspallas
aTaKM M 3aXBaT KOHTPO/A HaZ YCTPOMCTBOM CO CTOPOHbl HEABTOPM30OBAHHbIX NO/Ib30BaTENEN U
XaKepoB, QMAaHHaA OJYHKUMA MOBbIWAET CTeneHb 3alMLWEHHOCTM NOACUCTEMBI CETEBOTO
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ynpasneHus. Mpu pabote yepes Telnet 1 SNMP wudposaHune SSH (Secure Shell) 1 SNMPv3
Aenaet ynpasnsawowyo MHPopmauuio ewe 6Honee 3alUMLEHHON OT XaKEpPOB, MKenalowmx
MaHUNYAMPOBaTb €l C Uenbld MNPOBEAEHUA aTakKM MAM  NONAYYEHUA KOHTPOANA Hap,
obopypoBaHMeEM.

QSW-6410 3awmuiatoT ceTb OT HEAaBTOPM3OBAHHbLIX NONb30BaTENEN MHOXECTBOM PA3/INYHbIX
cnocobos. K gaHHOM KaTeropum GyHKUMM OTHOCATCA MHOrO3NEMEHTHAA MPMBA3KA, 3alLMUTa
NMopTOB, CMUCKU KOHTPOANA AOCTYNa C OrpaHUYeHnem No BPEMEHU U OrpaHUYeHMe NPOMNyCKHOM
CNOCOB6HOCTM B 3aBMCMMOCTM OT Tpaduka. ObopyaoBaHMe M3 AnHenkn QSW-6410moxkeT
CYyLLECTBEHHO MOBbICUTHL 3aALLMLEHHOCTb AOCTYMA M KakK Henb3A aydwe noaxoguT AnA
NPUMEHEHMA B KPYMHbIX CETAX.
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3. TEXHUYECKUE XAPAKTEPUCTUKU

Mogpenb

QSW-6410-52F

MopTbl

48 noptos 10G SFP+,4 nopta 40GE QSFP+

MopTbl ynpasneHua

1 nopt MGMT, 1 KOHcoAbHbIM nopT, 1 nopT USB 2.0

NMpousBoauTeNnbHOCTb
KommyTaumoHHas 2,56Tbps
€MKOCTb
CKopocTb nepegayn 960 Mpps
Tabnnua MAC no 128K
Tabnuua VLAN 4K
Jumbo frame 9K
Tabnnua ACL o 1500K
Tabnnuya ARP Jo 16K

Tabnunua o 16K (IPv4/IPv6)
MapLpyTU3aLmnmn

Kon-Bo ouepenei 8

Ha nopT

bydep nopTos 9 Mb

dusunyeckmne napamertpbl

Pasmepbl (LLIXI'xB)

440 x 440 x 42 mm

QN
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Macca 9,85Kr (€ 3 mogynaMm oxnaxaeHua n 6e3 610K0B NUTaAHKUSA)
dneKTponuTaHue MoaynbHbI 610K nuTaHna AC:
100 - 240 B, 50/60 'y,
MouwHocTb 460 BT, nogaepxuneaet pesepsnposaHme 1+1,
MoaynbHbI 610K nuTaHmna DC:
MowHocTtb 460 BT, nogaepxnsaet pesepsunposanHme 1+1, 36 — 72B DC
(MoaynbHble 610KM NUTAHUA B KOMMNJIEKT He BXOAAT)
MNoTpebnaemasn <180 Bt
MOLLHOCTb
OxnaxpeHue AKTMBHOE
MTBF 200 000 yacos
Temnepatypa Paboyaa temnepatypa: ot 0 °C go 50 °C
TemnepaTtypa xpaHeHusa: oT -40 °C go 70 °C
OTHOCUTEeNbHaA 10~95%, 6e3 KoHAeHcaTa
B/1AXKHOCTb
EMC safety CE, RoHS
Cnotbl pacwmnpenms HeT
Cnotbl 3
BEHTU/IATOPOB
MoaynbHble CNoTbI 2
nUTaHnsA
MakcumanbHoe 4
KOJINYECTBO NOPTOB
40GE
OYHKLMOHANbHOCTb
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MeTog, Storage and Forwarding
KOMMyTaumm
VLAN 4K 802.1q VLANS,

Port-based VLAN,

MAC-based VLAN,

Super VLAN
Protocol-based VLAN,
Private VLAN,
QinQ
IP subnet-based VLAN, GVRP, Super Vlan
DHCP DHCP-cepsep
DHCP-knneHT
DHCP snooping
DHCP relay
IPv6 DHCP relay
QinQ Basic QinQ, Flexible QinQ
3epKanupoBaHue Many-to-one mirroring, One-to-many mirroring, Flow-based mirroring,
noprtos Over devices mirroring , VLAN-based mirroring, VLAN-filtering mirroring,
AP-port mirroring, RSPAN, ERSPAN

MpoToKonbl Cratnyeckaa mapwpytmsauyma, RIP, OSPF, OSPFv3, IS-IS, IS-IS v6,RIPNng,
MapLpyTusauum BGP,BGP4+, ECMP

IPv4 ¢pyHKUMOHAN

Equal-cost routing, URPF, IPIP, GRE tunnel, VRF

MpoToKonbI
MapLIpyTU3aumm
IPv6

Cratnyeckas mapuwpyTtusauma, Equal-cost routing, Policy routing, RIPng,
OSPFv3, BGP4+, IS-IS

OcHoBHble |Pv6-
NPOTOKO/Ibl

ICMPv6, IPv6 Ping, IPv6 Tracert, Manually configure local address,
Automatically create local address, Neighbor Discovery, 0-64 bit mask,
65-128 bit mask, 6 over 4 manual tunnel, 6 to 4 auto tunnel, ISATAP,
IPv4 over IPv6 tunnel, IPv6 over IPv6 tunnel, GRE tunnel (4 over 6), GRE
tunnel (6 over 6), IPv6 VRF, IPv6 extender option head

Data Center

Virtual Switch Unit (VSU, OpenFlow)

@ J) QTECH |

MWP OOCTYMNHEE

www.qgtech.ru




TexHnyeckoe onucaHue
TexHnYecKne xapakTepucTukm

mnmnfﬂfﬂm%

10

Multicast

IGMP v1/v2/v3, IGMP proxy, MSDP, PIM-DMv4 (PIM-DM), PIM-SMv4
(PIM-SM, PIM-SSM), PIM-SM v6, MLD, MLD Proxy

ACL

CTaHaapTHbIN/PacwmpeHHbin/3KkecnepTHbIn ACL
PacwupeHHbin ACL no MAC
IPv6 ACL
ACL-normpoBaHue
ACL counter
ACL remark
rnobanbHbii ACL
ACL redirect
ACL ¢ aMana3oHOM BpemeHHU

QOsS

Knaccudpumrauma tpadpuka 802.1p/DSCP/TOS;

Anroputmbl 06paboTkmn ouepeaen SP, WRR, DRR, SP+WRR, SP+DRR;
RED / WRED;

OrpaHunyeHune TpaduKa Ha nopTax;
OnpeaeneHne TpadmKa Ha NOPTax;
8 ouepesieit ¢ pa3IMYHbIMU NPUOPUTETAMM A8 KaXKAOro nopTa

DyHKUNK
6e3onacHocTM

MpusasKa IP-agpeca, MAC-agpeca u agpeca nopta lNpusaska IPv6,
MAC-aapeca n agpeca nopta PunbTpaumsa HesepHoix MAC-agpecoB
802.1x Ha ocHoBe nopTtoB U MAC-agpecos MAB

AyTeHTUOMKaLMA Ha nopTane n noptane 2.0
Mposepka ARP
DAI

OrpaHuyeHune Ha ckopocTb nakeToB ARP LLUnto3 aHTUcnyduHra ARP
MNopasneHue WNpPOKOBeELLAHUA

Mepapxnyeckoe ynpasieHne agMMHUCTPATOPaMM U Ha OCHOBE naposew
RADIUS n TACAS+

Be3sonacHan ayTeHTUOMKaUMA no npoTtokony AAA (IPv4/IPv6) ans
ynpasneHua

YyCTPOMCTBOM
SSHv1 SSH V2.0
BPDU Guard
IP Source Guard
CPP, NFPP
3awmTa nopToB
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YnpasneHue n
obcnyxumBaHue

SNMP v1/v2c/v3, CLI (Telnet/koHconb), RMON (1, 2, 4, 9), SSH, Syslog,
NTP/ SNTP, SNMP uyepes IPv6, nogaepka IPv6 MIB ana SNMP, SSHv6,
Telnetv6, FTP/ TFTv6, DNS v6, NTP ansa v6, Traceroute v6
Mopaeprkka sFlow; BbIGOPKY TpadnKa Ha KOMMYTATOPE MOXKHO
NPOM3BOAMUTb C MOMOLLbIO TEXHOJ/IOTUM MPON3BO/IbHON BbIOOPKM AAHHbIX
13 NoToKa.

HapeXHocTb

CreknposaHue

Jo 8 KOMMYTATOPOB B CTEKE, PEKOMEHO0BAHHOE KO/IMYECTBO A0 4

MpoTokonbl
Spanning Tree

IEEE802.1d STP, IEEE802.1w RSTP, Standard 802.1s MSTP, Port fast,
BPDU filter, BPDU guard, TC guard, TC protection, ROOT guard

MSTP Instances

64

arperMpoBaHHbIX
noptos (AP)

ArpervpoBaHue MNopaeprkka LACP
KaHanos

MaKcumanbHoe [o 256
KON-BO

MpoToKkonbl
pe3epBupoBaHUA

GR gns OSPF / 1S-IS / BGP
O6HapyeHune BFD
ERPS (G.8032)

TexHonorma 6bicTporo nepekatodeHns REUP
RLDP (Rapid Link Detection Protocol)
PesepsupoBaHue nutaHma 1 +1
Moaynm NUTaHMA C BOSMOXKHOCTbIO ropaYelt 3amMeHbl
PesepsupoBaHune sBeHTUNATOpPa 2 + 1
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4. AHOOPMALUA ANA 3AKA3A

Mogpgenb

OnucaHue

QSW-6410-52F

YnpaBnsembiii CTeKMpyemblit KommyTaTop ypoBHa L3, 48 noptos 10GbE
SFP+, 4 nopta 40GbE QSFP+, 4K VLAN, 96K MAC agpecos, 1 nopt USB
2.0, 1 nopt Micro-USB (Ha 3agHel naHenun), KOHCO/IbHbIMA NOPT, NopT
ynpasnennas MGMT, 2 cmeHHbIx Bl (noctaBnaiTca oTAENbHO) pasbem
NUTaHMA Ha 3agHel naHenn, pasmepbl LLUXIXB (440x420x44 mm)

QSW-M-6410-PWR-AC

CmeHHbIN 610K nuTaHua ana QSW-6410, 460BT, 100-240B AC

QSW-M-6410-PWR-DC

CMmeHHbIN 610K nuTaHus ana QSW-6410, 460BT, 36-72B DC

QN
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