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ST o F= 1 o 3N (10 0 T=Y g o)1 o FO PP PPOPPPPPUPPPTTRT 393

NO SEt GAID HIMEE JOIN.......coi ittt ettt e e e e e e e e s e re e e e e e e e e e e e 393

SEE AP HIMEE IEAVE......co it e e e e ne e e e 393

NO S€t GArP HIMEI IQAVE. ...ttt a e e e e e e 394

Set garp IMEr 1€AVEAL ... ..o i e e e e e e e e e e e 394

No St Qarp HMEI 18AVEAI................ccuueiiiiiiiiiii et 394

LS g Lo} A o =Ty o PP POTPPPPPUPPPPTR 394

GVRP COMMANAS........uiiiiiiiiiiiie ettt e et e e s e e s sttt e sa s e e e san et e aasee e e be e e e be e e e aneeeeann e e e anreeenaneeeanns 395
SEE GVIP AAMINMOUE.....ccc ittt ettt e e e e ab e e e e e e bbb e e e e e enb e e e e e aneeeeeeeaanee 395

NO Set QVIP AAMINIMOUE............ueiiiiiiiiee ettt e e e e enneeeas 395

Set GUIP INTEITACEMOUE. ... ...eiiiiiiiie e et e e s s e e e s sbeee e e e e e 395

NO St QUIP INTEITACEMOUE. ..........oooiieiiiiii et 396

ShOW gVIP CONFIQUIATION ... . e ne e e e 396

GIMBP COMMANGS ...ttt e st s et e s s e e s b et e st e e e be e e e be e e e amee e e snne e e anreeenaneeeanne 396
St gMIP AAMINMOME ...t e e e e e e e nbe e e e e e nere e e e eanee 397

NO SEt GMIP AAMINMOUE ...t e e anneeeas 397

St gMIP INTEACEMOTE .....eeiiiieeie e e e e e et e e e s eb e e e e e s nere e e e e e 397

Nno set gMIP INTEITACEIMOUE ............ocuueiiii it 397

ShOW gMIP CONFIGUIATION ......eeiiiiie e e 398

Show mac-address-table gMIP ... e e 398
Port-Based Network Access Control COmMmMAaNdS ..............ccoooiiiiiiiii i 399
aaa authentication dot1X default.............oooiiiiii e 399

Clear dOtTX STALISTICS ... ..cii e e e 399

clear dot1x authentication-hiSTOrY ...........eeiiiiiiii e 399

Clear radius STAtISTICS ... ... e e e e e e e e e an 399

o [0 DT Q= =T o o] [0 oo SRS 400

NO AOtTX @APOIIOOM..........eeiiiiieiiii et e e 400

AOTTX QUEST-VIAN ... e e b e e e e e e e b e e e e e eanee 400

NO AOHTX QUEST-VIAN ...ttt e e e e e e e e e e e e e e 400

Lo [0 Q1 011 7= -2 Y P URUPRST 400

Lo oy a4 F= D =T P PP PPIPP 401

Lo Lo R0 (018 D g 1= - o PSSR 401

o [0 D 1.0 = 01l U 1= = USRS 401

D10 AOETX IMAX-USELS.c.ceeeeeeeeeeeeeteeee e e e e e e ettt et e e e e e e e ea e s e nsteeeeeeeeeaeeeeeeaaannnsaenaeeeaaaaeeeanaanns 401

o [o ] i Qg o o] 1 2oo] o ¥ i £ | 401

NO AOETX POIT-CONIION ...ttt e e e e e e e annneeas 402
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dot1x port-control all............ooeereiiiiii e
no dot1x port-control all................ccccccceeeeiiiiinieieieiiinnnn,
dot1x mac-auth-bypass.........cccvuiieiiiiiiii e
Nno dot1x mac-auth-Bypass.........cccccceeeeeiieiciciiiiieeeeeeen
dot1x re-authenticate ...
dot1x re-authentication............coooeiiiiiiiiiiie e
no dot1x re-authentication...............cccccccoeuivccuineeeennenn.n.
dot1x system-auth-Control.............cccoviiiiiiiiiiiin e
no dot1x system-auth-control...............ccccueviiiiiiencnns
dot1x system-auth-control monitor...........cccccevviiiiiiiiiieennen.
no dot1x system-auth-control monitor.................ccc........

(o (o) D' 11141 To 11 | SR
NO dOtTX HMEOUL.......cooiiiiiiiieeee e
dot1x unauthenticated-vlan ...,
no dot1x unauthenticated-vian...............cccccceovueeeennen...

o (o) 0 D QT =1 SRR
N0 AOTX USE ...t
show authentication methods. ...
SNOW AOTTX ciiiiieii i
show dot1x authentication-history.............cccccciiiiiiiiiiiee
ShOW dOtTX ClIENTS ...
SNOW AOTTX USEIS ...t
802.1X Supplicant Commands ...........ccccceeeeeeiiiiiiiiiieeeeee e
AOTX PAE .o
dot1x supplicant port-control..........ccccoeceeiiiiiiiiii e,
no dot1x supplicant port-control..............cccccoveeveverevnnnnn.
dot1x supplicant max-start ..........cccccoiiiei i,
no dot1x supplicant max-start ...........ccccccovveeeiiiiiencnns
dot1x supplicant timeout start-period ...........ccccceeeieiiiiiieeennnnn.

no dot1x supplicant timeout start-period

dot1x supplicant timeout held-period .........ccccccoiiiiiiiiiieen.n.

no dot1x supplicant timeout held-period

dot1x supplicant timeout auth-period .........ccccccooiiiiiiiieen.n.

no dot1x supplicant timeout auth-period

dot1X SUPPlICANT USEN ...

Show dot1X statiStiCS ......vvveeiiiieieiei e
Storm-Control Commands...............ccccceeveiiiiie i
storm-control broadcast ............ooooiiiiiiiiiii

no storm-control broadcast ............ccccccceeveiieciiiiieeeenannn.
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Storm-control broadCast ACON............uuuiiiiieie e 417
Nno storm-control BroadCast ACHON..............ccccuuuuiiiiiiii e 417
StOrm-control broadCast 1BV ... e e e 418
No Storm-control BroadCast [EVEl ... 418
StOrm-control broadCast rate ........cooeeeeeiiiei e 418
NOo StOrm-control BroAdCaSE FATE .............ooii it e e e e e e e 418
STOrM-CONEIOI MUIICAST ......eeiiiiiie e e e e e e 419
NO STOrM-CONIION MUIHICAST ...........eeeiiiiiiei et e e e 419
storm-control MUItICast aCHON ... 419
Nno storm-control MUILICAST ACHON ...........oooiiiieiieieeee e 419
StOrm-control MUIICAST IEVEL........ooi e 420
NO StOrm-Control MUIHCAST IQVEL..............cooo e e e 420
StOrmM-CoNntrol MUIICAST rate.......oo i 420
NO StOrM-CONtrol MUIHICAST FALE..........c.cooiii it e e 420
STOIM=CONEIOI UNICAST ... .. et e e e e e e e e e s e e e e e eeeaeeeeean 421
NO STOIM-CONIION UNICAST ...ttt e e e e e e e e e e eeeeeeeaaeeee s 421
STOrmM-CONErol UNICAST ACHON ....ocoiiiee e e e e e 421
NO Storm-control UNICASE @CHON ............oooii ittt e e e e e e e 421
STOrM-CONLrOl UNICAST IEVEI ...t e e e e e e e 422
NO StOrM-CONIrol UNICASTE IQVEI ..........c.oooiiiiiiiiieieeee e e e 422
STOrM-CONEIOl UNICAST FATE. ....eeiiieiee e e e e e e e e e s 422
NO StOrM-CONIIOI UNICASE FATE. .........ueeeeiiieei et e e e e e e e e e e aaaeeee s 422
SNOW STOIM=CONTION ...t e e e e e e e e e s e e e e e e e e aeeaaaans 423
Link Dependency COMMANGS .............ocuiiiiiiiiiii e e e e e e s s e e e e e ene e e e e nanes 425
N0 NINK STAE FTACK ..ottt ettt e e e e e e e e e e e eeeeaaaaeeeanenn 425

101y F= (=Y o[ (o 10 o J PP PUPPPPPPPPP 425
NO [INK STAE GIOUD .......oueeeeiii ettt e et e et e e e sbne e e e e annnneeas 425

link state group dOWNSIIEAIM ......ccoiiiiiiii e e e e e eeas 425
No link state group AOWNSIIEAIM .............oou ittt e e e e e 425

[INK State groUp UPSTIEaIM ... e e e e e 426
No link State groUp UPSIIOAIM .........cc..ueiii ittt e e 426
SNOW TINK STAE GIOUD ... e e e e e e s e et e e e e e e e e e e e eaeans 426
show link state group detail............ooo i e 427
Port-Channel/LAG (802.3ad) COMMANMS ............ccoouuiiiiiiiiiiiiieiie e e e e e eee e eae e see e e neeeseeas 428
o o o 7= o T 1= 0 428
=T [0 oo« ST P PP PP PP PPIPPP 428
deleteport (INterface CONFIQ) ...c.iieii i s b eeee e 429
(o [o1=) (=Y o o] g A (C1o] o F= 1 M @7o] ¢ o ) PRSP 429
= Te o= To [0 o1 o I (=TSO PP PPPPUPPI 429
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NO 1aCP @AMIN KEY .....ocooviiiiiiiieieeee e
lacp collector max-delay..........ccoeeeeeieiiiiiiiiiieee e
no lacp collector max delay..............coocceviiceiiiniiennanns
lacp actor admin KeY .......oooeueiiiiiiiieieie e
no lacp actor admin KeY ..........cccccuveeeeeeiiiiiiiiiiiiiieeeeen
lacp actor admin state individual..............cccoiiiiiiiiiiiee
no lacp actor admin state individual................................
lacp actor admin state longtimeout .............ccccceeeeeiiiiiiiiiinns
no lacp actor admin state longtimeout ................cc........
lacp actor admin state passive.........cccccceeeeeeeee e,
no lacp actor admin state passive............cccccueeeeeevuvnnnnn.
lacp actor admin state ..........ccceeeiiiiiiiiiiii e
no lacp actor admin state...........cccccceeeiiiiiiiiiiieneee
lacp actor port Priority........cccueueeeeieiie e
no lacp actor Port Priority.........cc.cocoueeueeeiiiiieeii e
lacp partner admin KeY ........occcueeiiiiiiieiiiiiiieeee e
no lacp partner admin KeYy .............ccccceveiiiiiiciieneeeeneennnn
lacp partner admin state individual.............cccccoiiiiiiiiiiiienen.
no lacp partner admin state individual...........................
lacp partner admin state longtimeout............ccccccceeeeeiiiiiiinns

no lacp partner admin state longtimeout

lacp partner admin state passive .........cccocveeiiiiiiieeeiiciieeeee
no lacp partner admin state passive ............cccccceeevuuunnn.
l[acp partner POrt id ..........oeeveiiiiieie e
no lacp partner Port id ............cccceeevivieeiiiiiiee e
lacp partner port Priority ......c.eeeeeeeeeieiiieeeeeeee e
no lacp partner Port Priority .............ccooeeeveiieeeeiiicineenenns
lacp partner system-id..........cccueeeiiiiiiiiiiiiiee e
no lacp partner System-id.............cccccccceeiiiiiiiinieeennennnn.
lacp partner system priofity ........cccoecveeeeiiiiiiieee e
no lacp partner system Priority ...........cccccouueeeeeiiiiueenenns
19) C=Y a=Tor =N =T O USRS
port-channel Static...........ccoeveiiiiii e,
no port-channel StatiC.............ccccceeuieeeiiiiiieiiieieeee e
oo B F=Tor o] o o T -
NO POIt1ACPMOME .......ccceueeeiiiiiiiieii e
port lacpmode enable all...........cccoiiiiiiiiinii e,
no port lacomode enable all.................ccccouvvveeeeeeernnnnnn.
port lacptimeout (Interface Config).......ccccvevviiieiiiiiiiieeen,
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N0 POIT IACPHMEOUTL........eeeeeeeee ettt s e s e s e s e e e e e eaaaaaaeaeeeeeaeeeeeerasennnnnns 438

port lacptimeout (GIObal CONFIG) ....cuiiiiriiiriiiiiie e e e e 438
NO POITIACPTIMEOUL..........eeiiiiiieeee et e st e e e e e annneeas 438

oo Bod g =TT Y=Y = To [ 11 ] .0 o [ Y 438
no port-channel admMiNMOGE .............coooeee oo e e e e e e e e e e 439
POI-ChANNET TINKEFAP. ... e e e e e e e 439
NO POIT-CRANNE! INKEIAP. ... ..ot r e s e s e s e e e e e e e e e e e e e aeeeee e eeeeereeenannnns 439
port-channel 10ad-balanCe............cooo oo —————————— 439
no port-channel 10a0-DalANCE...................oocueiiiiiiii e 440
port-channel 10Cal-PrEfEIENCE ..........eiiiiiie e e e e e e e e e s eeeeeees 440
NOo Port-channel I0CAI-PrEFEIENCE .............cccccuuuueeeieeie et e e e e e e 440
PO-ChanNEl MIN-TINKS .......eeiii e e e e e e e 441
POM-CRANNEI NAIME ..ot e b e et e e e e b e e e e e e nabe e e e e e e nanes 441
POrt-Channel SYSEM PrIOKITY ........eeeiiieeiiie e e e e e e e e e e e e e 441
NO Port-channel SYSEIM PIIOKILY ............couiiiuuiiiiiiiieie ettt 441

] el = Lo oI Tex (o GO PP PPIPP 441
L= o1V = o7 o I o 7=V 1 1= S 442
ShOW POM-ChanNel DHEf..... ..o e 442
ShOW POM-CRANNEL. ...t e e e e e e b ee e e e 443
show port-channel SYSteM PriOFitY........ccc.eeieiiiee e 444
ShOW POM-ChanNEl COUNTEIS ... e e e e 444
clear Port-ChanNEl COUNTEIS. .........uuiiiiiiiii et e e e e e sne e e e 445
clear port-channel all COUNTEIS ........uuuiuei e e e e e e e e e e e eeees 445
Port Mirroring COMMAaNAS ...........uoiiiiiiiiiie ettt e et e e a e e e rae e e e s abe e e sabe e s ebe e e snbeeeaaeeeaneeas 446
(gaTe] a1 (o] gRST=To T (o] o IK=To 11 (o= TSP 446
N0 MONITOE SESSION SOUICE ...ttt e e e ettt e e e e e e e e e e e e re e e e e aaeeean e 447
MONItOr SESSION AESHNAION........eiiiiiiee e e e e eeee s 447
NO MONItOr SESSION AESTINALION. .......cooeiiiiiiiieeeeee et a e e e e e e 448
MONITOr SESSION FIEET ... et e e s e e e e e e e e e s nnes 448
NO MONITOE SESSION FIlLOF ..ot e e e e e e e e e e e e aaaaeee s 449
(gaTe] o Ty (o] gR=T=T-T: o) o I o Lo T = SR 449
NO MONITOr SESSION MO ...ttt e e e e e e e e e e e e e 450

aTo TN g o] 0T (o] g =T= 1= (o o SR 450
T3 4o 1 (o SR 450
SNOW MONITOT SESSION.....eetiiiiiiiie ittt e e e e e e e e e e e e e e st bbb e e e e eeeaeeeeeaaannnrnnbeeeeeaaeeaanaanns 451
ShOW VIAN FEMOLE-SPAN ......eeiiiiiie ettt e e e e e e e s b e e e e ebe e e e e e eanee 452
Static MAC Filtering COMMAaNAS ...........cooiiiiiii et sbe e e sbe e e sbe e e eneeeeaees 454
LA F= Loz 11 L= USSP 454
0T 0T To 1 = SO PURRRTR 454
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macfilter adddest.........coocuiiiiiiii
no macfilter adddest..............cocoeeiiiiiiiiiiiee e
macfilter adddest all ...
no macfilter adddest all ...............cccocoeeiiniiiiieniienenn,
MACTIter addSIC.......coiiiiiiiiiiceie e
no macfilter addsre.............ooueieeoeiiiiiie e
macfilter addsrc all ...........oooiviiiiiii i
no macfilter addsrc all .............ccccccovceiiiiiiiiieiiiieenn,
show mac-address-table static.........ccoccceeiiniieiiiii e
show mac-address-table staticfiltering..........cccccoevvnennnnee.
DHCP L2 Relay Agent Commands...........c...occcceeeiniiienenniiiene e,
ANCP 12re1aY .. ..o
No AdhCP 12relay ...........coocoueeeiiiiiiiiiii e
dhcp 12relay circuit-id subscription ...
no dhcp [2relay circuit-id subscription ...............ccc.c......
dhep 12relay circuit-id vian ...
no dhcp 12relay circuit-id vian.................ccccooeieeinenenne.n.
dhcp 12relay remote-id subscription ........cccoocveeeeiiiie e

no dhcp I2relay remote-id subscription

dhcep 12relay remote-id vIan ...
no dhcp 12relay remote-id vian...............ccccccceeveninnenenn.
dhep [12relay subscription...........oceveeeiiiiiii e
no dhcp 12relay subsCription...............cccccccuueieccieneeenn.n.
dhep [2relay trust......eeeee e
no dhcp 12relay trust............coooveveiiiiiii e
dnep 12relay VIaNn ...
no dhcp 12relay vian ...
show dhep 12relay all........ooeeeeeiiiiiii e
show dhcp 12relay circuit-id vlan ...
show dhcp 12relay interface..........cccooiieiiiii e
show dhcp 12relay remote-id vlan..........ccccooviieiiniie e,
show dhcp 12relay stats interface.........ccccceeveeeiiiiiiicciiiienee,
show dhcp 12relay subscription interface ...........ccccociiiieee
show dhcp 12relay agent-option vlan...........ccceeeiiiennnee
show dhcp 12relay vian...........cooooveieiiiiiiiicc e
clear dhcp 12relay statistics interface ...,
DHCP Client Commands..............ccoooiiiiiiiiiiiie e
dhcp client vendor-id-Option ...........eeeeeveveiiiiiiiiiiieeee e
no dhcp client vendor-id-option...............cccccceeevcnnenenn.
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dhcep client vendor-id-0ptioN=StriNg ..........ccoeei i 465
no dhcp client vendor-id-OptioN-STriNG ...........c..uueeueeii it 465
show dhcep client vendor-id-OptioN. ...........eeeei i 465
DHCP Snooping Configuration Commands..............ccccooiuiiiii i 467
ol [gTel o JE=] g oTo] o] oo RN TP PP PRSPPI 467
NO iP ARCD SNOOPING ..ot e e e e e e e e e e e 467

IP ANCP SNOOPING VIAN ...t e e e e e e e e e e e e n e e eeaeeeeas 467
NO P ANCP SNOOPING VIAN ...ttt a e e e e e 467

ip dhcp SNOOPING VErify MAC-aAAIESS. ...ccoiuuiiiiiiiiie i e s 467
no ip dhcp snooping Verify MAac-adaresSs. ...........ccuueuiiiicuiiiiiiiiiee et 468

ip dhcp SNOOPING AAtADASE .......eeeiiiiiee e 468
ip dhcp snooping database WHte-Aelay ..o 468
no ip dhcp snooping database Write-delay ... 468

ip dhcp SNOOPING DINAING ... e e e e e e e e e e e e e e eas 468
no ip dhcp SNOOPING DINAING ........coooiieiii it 468

IP ANCP fIEING TrUST ... e e e ennneeas 469
NO iP ARCP FIlfEIING TIUST.....coci it e e e e bae e e e e aneeeeas 469

[Tole | aTesoI=] aTeTe] o] (oY I 10011 SO PPFPPI 469
NO ip ARCP SNOOPING HIMIL.......oceeeeiiiie e e e e eaneeeas 469

ip dhcp SNOOPING 10G-INVALIA........eeiiiieie e e eeeee s 469
no ip dhcp SNooping 10G-INVANIQ................occuiiiiiiiiii e s 470

iP ANCP SNOOPING TFUST ...t e e e e e e be e e e e e s aanr e e e e e aannneeas 470
NO P ANCP SNOOPING TIUST ...ttt e e e e e e e e e e e e e e 470

] el VT o Je | g o7 o =T ToTo] o] [ o Vo PP PPI PP 470
show ip dncp SNOOPING DINAING .....eeiiei e 471
show ip dncp SNOOPING AtADASE ..........uiiiiiiiieiiie e e e e e e 471
show ip dncp SNOOPING INTEITACES ....cocoiiiiiiii e 472
show ip dhcp SNOOPING SALISHCS .....cciiiiiiiii e 472
clear ip dhcp SNOOPING DINAING......coieeiie e e e e e e e e 473
clear ip dhcp SNOOPING STALISTICS ....eeeiiiiiiie e 473
IGMP Snooping Configuration CoOmMmaNnds.................cooiiiiiiiiiiiiiiiiii e e 474
LS T] T 0] o PP PP P PRPPPUPPPPTPP 474
LT 1= o 1] o O TP PSPPI 474

set igmp header-validation .............ooo i 475
no set igmp header-vValidation ... 475

Set igmP INTErfaCEMOE........ooo e 475
Nno Set igMmpP INTEITACEIMOUE.............occuueiiiiiie et 475
SELIGMP FAST-IEAVE ...t 476
NO SEEIGMP TASIIEAVE ... et 476
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set igmp groupmembership-interval..........ccccccccooiiiiiiiiiineen.

no set igmp groupmembership-interval

SEt igMP MAXIESPONSE ....ceeuieieiiieeiieaeeitieeeiee e eieeeeeeeeeaee e
No Set igMP MAaXIESPONSE .........ccevceeeiceeerieeesiee e

set igmp mcertrexpiretime.... ..o
no set igmp MCrtrexpiretime. ............cccocceeveeeeeieninnenenn.
SetigMP MIOULEN ..o
NO SEL IGMP MIOULEN .....c.coveiiiiiiiiieeeee e

set igmp mrouter interface ..........ccccoviiii e
no set igmp mrouter interface ............cccccovvceeeeencnnenenn.

set igmp report-SUPPreSSION.......oooviuviiiiiieeeee e
no set igmp report-SUPPreSSioN...........ccccuceeeeecoeeenaenanne
ShOW igMPSNOOPING ...eeeeiiiiiieeiiiiiee e
show igmpsnooping mrouter interface ..........cccccceevcceeeeenee
show igmpsnooping mrouter vIan ............ccccoveeeeeniiieeeeennns
ShOW igMPSNOOPING SSM.....eiiiiiiiiiiie e
show mac-address-table igmpsnooping.......cccccceeeeiiirienneee.
IGMP Snooping Querier Commands ..............cccocoeieiiernnieeenineenne
SELIGMP QUETIET .o
NO SELIGMP QUENIEL ........ccoeeiiaiiiieeeeae e

set igmp querier query-interval..........cococeeiiiiiii i
no set igmp querier query-interval...............c.ccccooeeuuee...

set igmp querier timer eXpiry ...
no set igmp querier tiMmer eXPIry...........ccccueveveeencueenenn

set igmp qQUErier VEIrSION........ccooiiiiiii i
Nno set igMmp QUEHEE VEISION.............eeeveeiiiiiiiiaiiiieieeeeen

set igmp querier election participate ...........ccccceeeeiiiieiennee.

no set igmp querier election participate

Show igmpSNOOPING QUETIET ...cceeieiiiiiiieeeeee e
MLD Snooping Commands.............ccccceeiiiiriiieniiiee e
SEEMIA. ..
NO SEEMIA......iiiiei e

set mid interfacemode........coovviiiiiiiiiii
no set mid interfacemode.............ccccccceiiiiiiiiiiiiiiieee.

set mld fast-1eave .......ccoooviee i
no set mid fast-leave............cccccceeeveeiiiiiiiieiecceeee

set mld groupmembership-interval............ccoocoeeiiiie e,
no set groupmembership-interval...............c.cccccooueeee...

set MId MaXrESPONSE .....cuuvieeeiiiiiee e
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no set mld MmaxreSpPONSe.........ccueeeeeeeeeeeeeeeeeeeeeeeeeeiaaans

set mld mertexpiretime ........oooevevee e
no set mld mertexpiretime............ccccovveeeevieiiencnnennn.

Set MId MIOULET ...
NO SEt MIA MIOULES ..........ovvviiiieiiieeee e

set mld mrouter interface ..o
no set mid mrouter interface ..............ccccccoevevicinnninenn,
ShOW MIASNOOPING ...
show mldsnooping mrouter interface ..........cccoeeviiieennns
show midsnooping mrouter vlan ..........cccccceeeeeeiiiiiiiiieeeeennn.
show mldsnooping SSmM entries ..........ceeeeevieeiiiiiiiiiiiiieeeeenn.
show mldsnooping ssm stats ..........cceeviiieeiiiiii e
show mIdsnoopiNg SSM GroUPS......cceeviieeererriiirieeeiieeeea e
show mac-address-table mldsnooping.........ccccoeecuiiiieeeenen.
clear MIASNOOPING .....uveeiiiiiee et
MLD Snooping Querier Commands..............cccooociereiieeiiieneneeeene
St MIA QUEKIEY ...
NO SEt MIA QUETIEN ...........eeeiiiiiiiiieeee e

set mld querier query_interval.............ocooeeiiiiiiieiiiiiieee s
no set mid querier query_interval...............ccccccceuuunneen.

set mld querier timer eXpPiry........ccccc v
no set mid querier timer eXpiry............ccccuceeeeeencnnennn.

set mld querier election participate ..........ccccecveiiiiiciiiiieneennn.

no set mid querier election participate

show mIdsSNOOPING QUETIEN .......cocuueeeiiiiieee e
Port Security Commands...............ccccooviiieiiiniiiie e
POM=SECUNILY ...eeiiiiiiiiiee ittt
NO POIT=SECUILY ...
port-security max-dyNamiC.........cc.uuueeeeeieiieiiniiiieeeieeeee e
no port-security max-dynamic ............cccccouuceeeeeeencnnennn.
port-security max-statiC..........oocceeeiiiiiiiiiiii
no port-security Max-static...........cccoceeeeeeeeiiniicnciniienenn.
port-security Mac-address.........cueevviriiereriniieee e
no port-security mac-address...........ccccccueeeeeeeeiccnennnnnn.
port-security mac-address MOVE..........ccevveeeeeiieiiiiiniiieeeeeeenn.
port-security mac-address Sticky..........cccceviiiieeiiiiiiienenee,
no port-security mac-address StiCKY............cccceeeuuuenenn.
SHOW POM-SECUNLY .....euviiieiiiiiei i
show port-security dynamicC............eeeeiiiiieeiiiiiiiee e
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SHOW [IAP STALISTICS ....eveieeiiiiee et e et e e e e e e e sarere e e e nnnes 506
L= o X TN T [ I =T 0 4T (=Ko [= Y o 507
show lldp remote-device detall...........ooueiiiiiiiiie e 508
ShOW [IAP [OCAISAEVICE ...t e e e e e e 509
Show [Idp [0cal-deVviCe detall...........uurereeeeiie e e e e e e e e e e e eees 509
LLDP-MED COMMANTS .........ooiiiiiiiiiiiaiieie et ieaiee e ettt e tee e e aatee e aaeae s saee e s sabe e s aabeesanbeeaanbeeaasbeeessbeeeanseeesnseeann 511
1o ] o 41 T=To PP PP P PTPPPPPPP 511
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lldp med configNotifiCatiON ..........coo i e 511
no Idp med configNOHFICALION. ...........cccuuuii i e 511

1L T oI g =Y 4= V1= o T PSPPSR 511
NO NAP MEA IrANSIMIT-IV .......cooiiiiiii e e e 512

To o g aT=To I | HS PSP PPRPPP 512
lldp med confignotification @ll ............c.ueiiiiiiiei e 512
[ldp Med faststartrepeatCOUNT ... ... e 512
no lldp med fastStartrepEAICOUNL...............oocueiii e 512

lIdp Med tranSMIt-tIV @ll ......... s e e e e e e e e e e e e e e e e e e e raraa——_ 513
NO AP MEA IrANSIMIT-IV .......cooiiiiiii et e e 513

CLI Command Reference
Page 50



Software User Manual

Table of Contents

show lldp Med ...
show Illdp med interface .......cccccceeeeevvcciciiieiieeee e
show lldp med local-device detail............cccceeiiienennneen.
show lldp med remote-deviCe ..........uueeeeeeeriiiiciiiiiiieeeen.

show lldp med remote-device detail

Denial of Service Commands..............cccoeviiiiiineniee e
doS-CONtrol @ll........coceeeieiei e
no dos-control all..............ccccoocovviiiniieeinicee e
doS-CONrOl SIPAIP .
no dos-control SipAip........cccccueeeieieiiieiiiieieeeeeeeeiaa,
dos-control firstfrag .......cooeceeeerini e
no dos-control firStfrag ............cocccoviveiiniiiine e
dos-control tePfrag .......coevieeeeiiiiii e
no dos-control ICpfrag ...........ccceevveeveveneeneiiene e
dos-control tepflag........coov e
no dos-control tepflag.............ccoceeivieiiiiiiiine i
dos-control 14port ..o
Nno dos-control 14port ..............ccceeeivieieiniieee e
dos-control SMacdmac..........cceeveeieieriniiee e
no dos-control smacdmac...............ccccceeveiveneennnn.
doS-control tCPPOIT .....eeeeiiiiiiiie e
Nno dos-control ICPPOIt ..........ccccevviiiiiieiiiiiiieee e
dos-control UdPPOrt......ccoo e
no dos-control UdPPOIt ...........ccceveiiiieiiiiiiieee e
dos-control tepflagseq.......cvveeveiiieieiiii
no dos-control tcpflagseq..........c..coocveeeeeveiceneeennne.
dos-control tepoffset........ooiiiiiii
no dos-control ICPOFfSEL..........cccvviiiiiieiiiiiieie e
dOS-CONIOl tCPSYN ...
No dos-CoNtrol ICPSYN .......cccovvieeiiiiiiiiiieeiiee e
dos-control tepSYNFin ..o
no dos-control ICPSYNTiN .........cccoeeeeiiiviieeeiiiiieeeens
dos-control tepfinurgpsh.........coooiiiii e
no dos-control tepfinurgpsh.............ccccceeviiineiennn.
dos-CoNtrol iICMPVA4 ...
No dos-control ICMPVA4 ............cccceeeeiieieiiiieie e
doS-CONLrOl ICMPVB ......coiiiiiiiiieiiiee e
no dos-control icmpVe6..........ccccceeeeeeeeeeeeeeeeeeeeaae,
dos-control icmpfrag.........occeeeveiiiiein e
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bootpdhcprelay CIdOPIMOE .........eiiiiiiiiie e 561

no bootpdhcprelay CIdOPIMOUE................ooiueeiiiiiiiiei et 561
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no bootpdhcprelay MaxNOPCOUNT ..............ccueiii ittt 561
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NO DOOIPANCPIEIAY SEIVEIIP........ceeiiiieiiie ettt 562
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Show interface I00PDACK.........ooo e 584
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About This Document

Purpose and Audience

This document describes command-line interface (CLI) commands you use to view and configure Switch
software. You can access the CLI by using a direct connection to the serial port or by using telnet or SSH over
a remote network connection.

This document is for system administrators who configure and operate systems using Switch software. It
provides an understanding of the configuration options of the Switch software.

Software engineers who integrate Switch software into their hardware platform can also benefit from a
description of the configuration options.

This document assumes that the reader has an understanding of the Switch software base and has read the
appropriate specification for the relevant networking device platform. It also assumes that the reader has a
basic knowledge of Ethernet and networking concepts.

Refer to the release notes for the Switch application-level code. The release notes detail the platform-specific
functionality of the Switching, Routing, SNMP, Configuration, Management, and other packages. The suite of
features the Switch packages support is not available on all the platforms to which Switch software has been
ported.
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Section 1: About Switch software

About Switch software

The Switch software has two purposes:

e Assist attached hardware in switching frames, based on Layer 2, 3, or 4 information contained in the
frames.

* Provide a complete device management portfolio to the network administrator.

Scope

Switch software encompasses both hardware and software support. The software is partitioned to run in the
following processors:

« CPU

This code runs the networking device management portfolio and controls the overall networking device
hardware. It also assists in frame forwarding, as needed and specified. This code is designed to run on
multiple platforms with minimal changes from platform to platform.

* Networking device processor

This code does the majority of the packet switching, usually at wire speed. This code is platform dependent,
and substantial changes might exist across products.

Product Concept

Fast Ethernet and Gigabit Ethernet switching continues to evolve from high-end backbone applications to
desktop switching applications. The price of the technology continues to decline, while performance and feature
sets continue to improve. Devices that are capable of switching Layers 2, 3, and 4 are increasingly in demand.
Switch software provides a flexible solution to these ever-increasing needs.

The exact functionality provided by each networking device on which the Switch software base runs varies
depending upon the platform and requirements of the Switch software includes a set of comprehensive
management functions for managing both Switch software and the network. You can manage the Switch
software by using one of the following three methods:

¢ Command-Line Interface (CLI)
e Simple Network Management Protocol (SNMP)
* Web-based

Each of the Switch management methods enables you to configure, manage, and control the software locally or
remotely using in-band or out-of-band mechanisms. Management is standards-based, with configuration
parameters and a private MIB providing control for functions not completely specified in the MIBs.
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Section 2: Using the Command-Line
Interface

The command-line interface (CLI) is a text-based way to manage and monitor the system. You can access the
CLI by using a direct serial connection or by using a remote logical connection with telnet or SSH.

This chapter describes the CLI syntax, conventions, and modes. It contains the following sections:
e “Command Syntax” on page 67

e “Command Conventions” on page 68

e “Common Parameter Values” on page 68

e “unit/slot/port Naming Convention” on page 69

e “Using the “No” Form of a Command” on page 70

e “Switch SMB Modules” on page 72

e “Command Modes” on page 73

¢ “Command Completion and Abbreviation” on page 75
e “CLI Error Messages” on page 76

e “CLlI Line-Editing Conventions” on page 76

e “Using CLI Help” on page 78

e “Accessing the CLI” on page 78

Command Syntax

A command is one or more words that might be followed by one or more parameters. Parameters can be
required or optional values.

Some commands, such as show network or clear vlan, do not require parameters. Other commands, such as
network parms, require that you supply a value after the command. You must type the parameter values in a
specific order, and optional parameters follow required parameters. The following example describes the
network parms command syntax:

network parms ipaddr netmask [gateway]

* network parms is the command name.

e ipaddr and netmask are parameters and represent required values that you must enter after you type the
command keywords.

e [gateway] is an optional parameter, so you are not required to enter a value in place of the parameter.

The CLI Command Reference lists each command by the command name and provides a brief description of
the command. Each command reference also contains the following information:

¢ Format shows the command keywords and the required and optional parameters.
¢ Mode identifies the command mode you must be in to access the command.
* Default shows the default value, if any, of a configurable setting on the device.
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The show commands also contain a description of the information that the command shows.

Command Conventions

The parameters for a command might include mandatory values, optional values, or keyword choices.
Parameters are order-dependent. Table 1 describes the conventions this document uses to distinguish between
value types.

Table 1: Parameter Conventions

Symbol Example Description

[ square brackets [value] Indicates an optional parameter.

italic font in a value or [value] Indicates a variable value. You must replace the italicized text

parameter. and brackets with an appropriate value, which might be a
name or number.

{} curly braces {choicel | choice2} Indicates that you must select a parameter from the list of
choices.

| Vertical bars choicel | choice2 Separates the mutually exclusive choices.

[{}] Braces within  [{choicel | choice2}] Indicates a choice within an optional element.

square brackets

Common Parameter Values

Parameter values might be names (strings) or numbers. To use spaces as part of a name parameter, enclose
the name value in double quotes. For example, the expression “System Name with Spaces” forces the system
to accept the spaces. Empty strings (““) are not valid user-defined strings. Table 2 describes common parameter
values and value formatting.

Table 2: Parameter Descriptions

Parameter Description

ipaddr This parameter is a valid IP address. You can enter the IP address in the following
formats:
a (32 bits)

a.b (8.24 bits)
a.b.c (8.8.16 bits)
a.b.c.d (8.8.8.8)

In addition to these formats, the CLI accepts decimal, hexadecimal and octal formats
through the following input formats (where n is any valid hexadecimal, octal or
decimal number):

oxn (CLI assumes hexadecimal format.)

on (CLI assumes octal format with leading zeros.)

n (CLI assumes decimal format.)

CLI Command Reference
Page 68



Software User Manual

unit/slot/port Naming Convention

Table 2: Parameter Descriptions (Cont.)

Parameter

Description

ipv6-address

FE80:0000:0000:0000:020F : 24FF : FEBF : DBCB, or
FE80:0:0:0:20F : 24FF : FEBF : DBCB, or

FE80: :20F24FF:FEBF:DBCB, or
FE80:0:0:0:20F:24FF:128:141:49:32

For additional information, refer to RFC 3513.

Interface or
unit/slot/port

Valid slot and port number separated by a forward slash. For example, 0/1 represents
slot number 0 and port number 1.

Logical Interface

Represents a logical slot and port number. This is applicable in the case of a port-
channel (LAG). You can use the logical unit/slot/port to configure the port-channel.

Character strings

Use double quotation marks to identify character strings, for example, “System Name
with Spaces”. An empty string (“”) is not valid.

unit/slot/port Naming Convention

Switch software references physical entities such as cards and ports by using a unit/slot/port naming
convention. The Switch software also uses this convention to identify certain logical entities, such as Port-

Channel interfaces.

The slot number has two uses. In the case of physical ports, it identifies the card containing the ports. In the
case of logical and CPU ports it also identifies the type of interface or port.

Table 3: Type of Slots

Slot Type

Description

Physical slot numbers

Physical slot numbers begin with zero, and are allocated up to the maximum
number of physical slots.

Logical slot numbers

Logical slots immediately follow physical slots and identify port-channel (LAG)
or router interfaces. The value of logical slot numbers depend on the type of
logical interface and can vary from platform to platform.

CPU slot numbers

The CPU slots immediately follow the logical slots.

The port identifies the specific physical port or logical interface being managed on a given slot.

Table 4: Type of Ports

Port Type

Description

Physical Ports

The physical ports for each slot are numbered sequentially starting from one/
For example, port 1 on slot 0 (an internal port) for a stand alone (nonstacked)
switch is 1/0/1, port 2 is 1/0/2, port 3 is 1/0/3, and so on.
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Table 4: Type of Ports

Port Type Description

Logical Interfaces Port-channel or Link Aggregation Group (LAG) interfaces are logical interfaces
that are only used for bridging functions.

VLAN routing interfaces are only used for routing functions.
Loopback interfaces are logical interfaces that are always up.

Tunnel interfaces are logical point-to-point links that carry encapsulated
packets.

CPU ports CPU ports are handled by the driver as one or more physical entities located on
physical slots.

E I Note: In the CLI, loopback and tunnel interfaces do not use the unit/slot/port format. To specify a
loopback interface, you use the loopback ID. To specify a tunnel interface, you use the tunnel ID.

Using the “No” Form of a Command

The no keyword is a specific form of an existing command and does not represent a new or distinct command.
Almost every configuration command has a no form. In general, use the no form to reverse the action of a
command or reset a value back to the default. For example, the no shutdown configuration command reverses
the shutdown of an interface. Use the command without the keyword no to re-enable a disabled feature or to
enable a feature that is disabled by default. Only the configuration commands are available in the no form.

Executing Show Commands

All show commands can be issued from any configuration mode (Global Configuration, Interface Configuration,
VLAN Configuration, etc.). The show commands provide information about system and feature-specific
configuration, status, and statistics. Previously, show commands could be issued only in User EXEC or
Privileged EXEC modes.

CLI Output Filtering

Many CLI show commands include considerable content to display to the user. This can make output confusing
and cumbersome to parse through to find the information of desired importance. The CLI Output Filtering feature
allows the user, when executing CLI show display commands, to optionally specify arguments to filter the CLI
output to display only desired information. The result is to simplify the display and make it easier for the user to
find the information the user is interested in.

The main functions of the CLI Output Filtering feature are:
e Pagination Control
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— Supports enabling/disabling paginated output for all show CLI commands. When disabled, output is
displayed in its entirety. When enabled, output is displayed page-by-page such that content does not
scroll off the terminal screen until the user presses a key to continue. --More-- or (q)uit is displayed at
the end of each page.

— When pagination is enabled, press the return key to advance a single line, press g or Q to stop
pagination, or press any other key to advance a whole page. These keys are not configurable.

z@l Note: Although some Switch show commands already support pagination, the
implementation is unique per command and not generic to all commands.

e OQutput Filtering
— “Grep”-like control for modifying the displayed output to only show the user-desired content.
e Filter displayed output to only include lines containing a specified string match.
e Filter displayed output to exclude lines containing a specified string match.
¢ Filter displayed output to only include lines including and following a specified string match.

¢ Filter displayed output to only include a specified section of the content (e.g. “interface 0/1”) with a
configurable end-of-section delimiter.

e String matching should be case insensitive.
e Pagination, when enabled, also applies to filtered output.

Example: The following shows an example of the extensions made to the CLI show commands for the
Output Filtering feature.
(Routing) #show running-config ?

<cr> Press enter to execute the command.

| Output filter options.

<scriptname> Script file name for writing active configuration.

all Show all the running configuration on the switch.

interface Display the running configuration for specificed interface on the switch.

(Routing) #show running-config | ?

begin Begin with the line that matches
exclude Exclude lines that matches
include Include lines that matches
section Display portion of lines

For new commands for the feature, see “CLI Output Filtering Commands” on page 194.
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Section 3: Switch SMB Modules

Switch SMB software consists of flexible modules that can be applied in various combinations to develop
advanced Layer 2/3/4+ products. The commands and command modes available on your switch depend on
the installed modules. Additionally, for some show commands, the output fields might change based on the
modules included in the Switch SMB software.

The Switch SMB software suite includes the following modules:
e Switching (Layer 2)
* Routing (Layer 3)

E@I Note: Only static routing is available. Dynamic Routing protocols are not available in Switch SMB
software.

* Quality of Service
¢ Management (CLI, Web Ul, and SNMP)

* |Pv6 Management—Allows management of the Switch SMB device through an IPv6 through an IPv6
address without requiring the IPv6 Routing package in the system. The management address can be
associated with the network port (front-panel switch ports), a routine interface (port or VLAN) and the
Service port.

e Secure Management

Not all modules are available for all platforms or software releases.
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Command Modes

The CLI groups commands into modes according to the command function. Each of the command modes
supports specific Switch SMB software commands. The commands in one mode are not available until you
switch to that particular mode, with the exception of the User EXEC mode commands. You can execute the User
EXEC mode commands in the Privileged EXEC mode.

The command prompt changes in each command mode to help you identify the current mode. Table 5 describes
the command modes and the prompts visible in that mode.

z I Note: The command modes available on your switch depend on the software modules that are
installed.

Table 5: CLI Command Modes

Command Mode Prompt Mode Description

User EXEC Switch> Contains a limited set of commands to view basic
system information.

Privileged EXEC  Switch# Allows you to issue any EXEC command, enter the
VLAN mode, or enter the Global Configuration
mode.

Global Config Switch (Config)# Groups general setup commands and permits you to
make modifications to the running configuration.

VLAN Config Switch (Vlan)# Groups all the VLAN commands.

Interface Config ~ Switch (Interface unit/slot/ Manages the operation of an interface and provides

port)# access to the router interface configuration
commands.

Switch (Interface Loopback id)#  ysge this mode to set up a physical port for a specific
logical connection operation.

You can also use this mode to manage the operation
of a range of interfaces. For example the prompt
may display as follows:

Switch (Interface Tunnel id)#

Switch (Interface unit/slot/port
(startrange)-unit/slot/
port(endrange)# Switch (Interface 1/0/1-1/0/4) #

Switch (Interface lag lag-intf- Enters LAG Interface configuration mode for the
num)# specified LAG.

Enters VLAN routing interface configuration mode
Switch (Interface vlan vlan-id)# forthe specified VLAN ID.

Line Console Switch (config-line)# Contains commands to configure console interface
settings, as well as to configure console login/enable
authentication.

Line SSH Switch (config-ssh)# Contains commands to configure SSH login/enable
authentication.

Line Telnet Switch (config-telnet)# Contains commands to configure telnet login/enable
authentication.
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Table 5: CLI Command Modes (Cont.)

Command Mode Prompt

Mode Description

AAA |AS User Switch (Config-IAS-User)# Allows password configuration for a user in the IAS
Config database.

Mail Server Config Switch (Mail-Server)# Allows configuration of the email server.

Policy Map Switch (Config-policy-map)# Contains the QoS Policy-Map configuration

Config commands.

Policy Class Switch (Config-policy-class-map)# Consists of class creation, deletion, and matching
Config commands. The class match commands specify

Layer 2, Layer 3, and general match criteria.

Class Map Config Switch (Config-class-map)#

Contains the QoS class map configuration
commands.

Radius Dynamic  (Config-radius-da)

Authorization

Contains the Radius Dynamic Authorization
commands.

Config
MAC Access-list  Switch (Config-mac-access-list)# Allows you to create a MAC Access-List and to enter
Config the mode containing MAC Access-List configuration

commands.

TACACS Config ~ Switch (Tacacs)#

Contains commands to configure properties for the
TACACS servers.

DHCP Pool Switch (Config dhcp-pool)# Contains the DHCP server IP address pool
Config configuration commands.
Support Mode Switch (Support)# Allows access to the support commands, which

should only be used by the manufacturer's technical
support personnel as improper use could cause
unexpected system behavior and/or invalidate
product warranty.

Table 6 explains how to enter or exit each mode.

Table 6: CLI Mode Access and Exit

Command Mode Access Method

Exit or Access Previous Mode

User EXEC This is the first level of access.

To exit, enter logout.

Privileged EXEC From the User EXEC mode, enter
enable.

To exit to the User EXEC mode, enter exit or press
Cctrl-z.

Global Config From the Privileged EXEC mode, To exit to the Privileged EXEC mode, enter exit, or
enter configure. press Ctrl-zZ.
VLAN Config From the Privileged EXEC mode, To exit to the Privileged EXEC mode, enter exit, or

enter vlan database.

press Ctrl-z.
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Table 6: CLI Mode Access and Exit (Cont.)

Command Mode Access Method

Exit or Access Previous Mode

Interface Config

From the Global Config mode, enter:

interface unit/slot/port Or
interface loopback id or
interface tunnel id
interface unit/slot/
port(startrange) - unit/slot/
port(endrange)

interface lag Llag-intf-num
interface vlan vlan-1id

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter ctrl-z.

Line Console From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
line console. return to the Privileged EXEC mode, enter ctrl-z.
Line SSH From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
line ssh. return to the Privileged EXEC mode, enter Ctrl-z.
Line Telnet From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
line telnet. return to the Privileged EXEC mode, enter Ctrl-z.
AAA IAS User From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
Config aaa ias-user username name. return to the Privileged EXEC mode, enter Ctrl-z.
Mail Server From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
Config mail-server address return to the Privileged EXEC mode, enter Ctrl-z.
Policy-Map From the Global Config mode, enter To exit to the Global Config mode, enter exit. To
Config policy-map. return to the Privileged EXEC mode, enter Ctrl-z.

Policy-Class-Map
Config

From the Policy Map mode enter
class.

To exit to the Policy Map mode, enter exit. To return
to the Privileged EXEC mode, enter ctrl-z.

Class-Map
Config

From the Global Config mode, enter
class-map“class-map” on page 616.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-z.

MAC Access-list
Config

From the Global Config mode, enter
mac access-list extended name.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter Ctrl-z.

TACACS Config

From the Global Config mode, enter
tacacs-server host ip-addr, where
ip-addr is the IP address of the
TACACS server on your network.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter ctrl-z.

DHCP Pool
Config

From the Global Config mode, enter
ip dhcp pool pool-name.

To exit to the Global Config mode, enter exit. To
return to the Privileged EXEC mode, enter ctrl-z.

Support Mode

From the Privileged EXEC mode,
enter support.

Note: The support command is
available only if the techsupport
enable command has been issued.

To exit to the Privileged EXEC mode, enter exit, or
press Ctrl-z.

Command Completion and Abbreviation

Command completion finishes spelling the command when you type enough letters of a command to uniquely
identify the command keyword. Once you have entered enough letters, press the SPACEBAR or TAB key to
complete the word.
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Command abbreviation allows you to execute a command when you have entered there are enough letters to
uniquely identify the command. You must enter all of the required keywords and parameters before you enter
the command.

CLI Error Messages

If you enter a command and the system is unable to execute it, an error message appears. Table 7 describes
the most common CLI error messages.

Table 7: CLI Error Messages

Message Text Description

% Invalid input detected at '~' Indicates that you entered an incorrect or unavailable command. The
marker. carat () shows where the invalid text is detected. This message also
appears if any of the parameters or values are not recognized.

Command not found / Incomplete Indicates that you did not enter the required keywords or values.
command. Use ? to list commands.

Ambiguous command Indicates that you did not enter enough letters to uniquely identify the
command.

CLI Line-Editing Conventions

Table 8 describes the key combinations you can use to edit commands or increase the speed of command entry.
You can access this list from the CLI by entering help from the User or Privileged EXEC modes.

Table 8: CLI Editing Conventions

Key Sequence Description

DEL or Backspace Delete previous character.
Ctrl-A Go to beginning of line.

Ctrl-E Go to end of line.

Ctrl-F Go forward one character.
Ctrl-B Go backward one character.
Ctrl-D Delete current character.
Ctrl-U, X Delete to beginning of line.
Ctrl-K Delete to end of line.

Ctrl-W Delete previous word.

Ctrl-T Transpose previous character.
Ctrl-P Go to previous line in history buffer.
Ctrl-R Rewrites or pastes the line.
Ctrl-N Go to next line in history buffer.
Ctrl-Y Prints last deleted character.
Ctrl-Q Enables serial flow.
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Table 8: CLI Editing Conventions (Cont.)

Key Sequence Description

Ctrl-S Disables serial flow.

Ctrl-Z Return to root command prompt.

Tab, <SPACE> Command-line completion.

Exit Go to next lower command prompt.

? List available commands, keywords, or parameters.
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Using CLI Help

Enter a question mark (?) at the command prompt to display the commands available in the current mode.
(switch) »>?

enable Enter into user privilege mode.

help Display help for various special keys.

logout Exit this session. Any unsaved changes are lost.
password Change an existing user’s password.

ping Send ICMP echo packets to a specified IP address.
quit Exit this session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

Enter a question mark (?) after each word you enter to display available command keywords or parameters.
(switch) #network ?

ipvé Configure IPv6 parameters for system network.

javamode Enable/Disable.

mac-address Configure MAC Address.

mac-type Select the locally administered or burnedin MAC
address.

mgmt_vlan Configure the Management VLAN ID of the switch.

parms Configure Network Parameters of the device.

protocol Select DHCP, BootP, or None as the network config
protocol.

If the help output shows a parameter in angle brackets, you must replace the parameter with a value.
(Routing) #network parms ?

<ipaddr> Enter the IP Address.
none Reset IP address and gateway on management interface

If there are no additional command keywords or parameters, or if additional parameters are optional, the
following message appears in the output:
<Ccr> Press Enter to execute the command

You can also enter a question mark (?) after typing one or more characters of a word to list the available
command or parameters that begin with the letters, as shown in the following example:
(switch) #show m?

mac mac-addr-table mac-address-table
mail-server mbuf monitor

Accessing the CLI

You can access the CLI by using a direct console connection or by using a telnet or SSH connection from a
remote management host.
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For the initial connection, you must use a direct connection to the console port. You cannot access the system
remotely until the system has an IP address, subnet mask, and default gateway. You can set the network
configuration information manually, or you can configure the system to accept these settings from a BOOTP or
DHCP server on your network. For more information, see “Network Interface Commands” on page 98.
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Section 4: Stacking Commands

This chapter describes the stacking commands available in the Switch SMB CLI. The

Stacking Commands chapter includes the following sections:
¢ “Dedicated Port Stacking” on page 80
e “Stack Port Commands” on page 89

Caution! The commands in this chapter are in one of two functional groups:
e Show commands display switch settings, statistics, and other information.

¢ Configuration commands configure features and options of the switch. For every configuration
command, there is a show command that displays the configuration setting.

z@l Note: The Primary Management Unit is the unit that controls the stack.

Dedicated Port Stacking

This section describes the commands you use to configure dedicated port stacking.

stack

This command sets the mode to Stack Global Config.

Format stack
Mode Global Config
member

This command configures a switch. The unit is the switch identifier of the switch to be added/removed from the
stack. The switchindex is the index into the database of the supported switch types, indicating the type of the
switch being preconfigured. The switch index is a 32-bit integer. This command is executed on the Primary
Management Unit.

Format member unit switchindex
Mode Stack Global Config
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E@I Note: Switch index can be obtained by executing the show supported switchtype command in User
EXEC or Privileged EXEC mode.

no member

This command removes a switch from the stack. The unit is the switch identifier of the switch to be removed
from the stack. This command is executed on the Primary Management Unit.

Format no member unit
Mode Stack Global Config

switch priority

This command configures the ability of a switch to become the Primary Management Unit. The unit is the
switch identifier. The value is the preference parameter that allows the user to specify, priority of one backup
switch over another. The range for priority is 1 to 15. The switch with the highest priority value will be chosen to
become the Primary Management Unit if the active Primary Management Unit fails. The switch priority defaults
to the hardware management preference value 1. Switches that do not have the hardware capability to become
the Primary Management Unit are not eligible for management.

Default enabled
Format switch unit priority value
Mode Global Config

switch renumber

This command changes the switch identifier for a switch in the stack. The oldunit is the current switch identifier
on the switch whose identifier is to be changed. The newunit is the updated value of the switch identifier. Upon
execution, the switch will be configured with the configuration information for the new switch, if any. The old
switch configuration information will be retained, however the old switch will be operationally unplugged. This
command is executed on the Primary Management Unit.

z@l Note: If the management unit is renumbered, then the running configuration is no longer applied (i.e.
the stack acts as if the configuration had been cleared).

Format switch oldunit renumber newunit
Mode Global Config
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movemanagement

This command moves the Primary Management Unit functionality from one switch to another. The fromunit is
the switch identifier on the current Primary Management Unit. The tounit is the switch identifier on the new
Primary Management Unit. Upon execution, the entire stack (including all interfaces in the stack) is unconfigured
and reconfigured with the configuration on the new Primary Management Unit. After the reload is complete, all
stack management capability must be performed on the new Primary Management Unit. To preserve the current
configuration across a stack move, execute the copy system:running-config nvram:startup-config (in
Privileged EXEC) command before performing the stack move. A stack move causes all routes and layer 2
addresses to be lost. This command is executed on the Primary Management Unit. The system prompts you to
confirm the management move.

Format movemanagement fromunit tounit
Mode Stack Global Config
standby

Use this command to configure a unit as a Standby Management Unit (STBY).

z@l Note: The Standby Management Unit cannot be the current Management Unit. The Standby unit
should be a management-capable unit.

Format standby unit number
Mode Stack Global Config
Parameter Description

Standby Management Unit Number Indicates the unit number which is to be the Standby Management
Unit. unit number must be a valid unit number.

no standby

The no form of this command allows the application to run the auto Standby Management Unit logic.

Format no standby
Mode Stack Global Config
slot

This command configures a slot in the system. The unit/slot is the slot identifier of the slot. The cardindex is
the index into the database of the supported card types, indicating the type of the card being preconfigured in
the specified slot. The card index is a 32-bit integer. If a card is currently present in the slot that is unconfigured,
the configured information will be deleted and the slot will be reconfigured with default information for the card.
Format slot unit/slot cardindex

Mode Global Config
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n Note: Card index can be obtained by executing show supported cardtype command in User EXEC or
Privileged EXEC mode.

no slot

This command removes configured information from an existing slot in the system.

Format no slot unit/slot cardindex
Mode Global Config

z | Note: Card index can be obtained by executing show supported cardtype command in User EXEC or
Privileged EXEC mode.

set slot disable

This command configures the administrative mode of the slot(s). If you specify [all], the command is applied to
all slots, otherwise the command is applied to the slot identified by unit/slot.

If a card or other module is present in the slot, this administrative mode will effectively be applied to the contents
of the slot. If the slot is empty, this administrative mode will be applied to any module that is inserted into the
slot. If a card is disabled, all the ports on the device are operationally disabled and shown as “unplugged” on
management screens.

Format set slot disable [unit/slot] | all]
Mode Global Config

no set slot disable

This command unconfigures the administrative mode of the slot(s). If you specify all, the command removes
the configuration from all slots, otherwise the configuration is removed from the slot identified by unit/slot.

If a card or other module is present in the slot, this administrative mode removes the configuration from the
contents of the slot. If the slot is empty, this administrative mode removes the configuration from any module
inserted into the slot. If a card is disabled, all the ports on the device are operationally disabled and shown as
“unplugged” on management screens.

Format no set slot disable [unit/slot] | all]
Mode Global Config

set slot power

This command configures the power mode of the slot(s) and allows power to be supplied to a card located in
the slot. If you specify all, the command is applied to all slots, otherwise the command is applied to the slot
identified by unit/slot.
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Use this command when installing or removing cards. If a card or other module is present in this slot, the power
mode is applied to the contents of the slot. If the slot is empty, the power mode is applied to any card inserted
into the slot.

Format set slot power [unit/slot] | all]
Mode Global Config

no set slot power

This command unconfigures the power mode of the slot(s) and prohibits power from being supplied to a card
located in the slot. If you specify all, the command prohibits power to all slots, otherwise the command prohibits
power to the slot identified by unit/slot.

Use this command when installing or removing cards. If a card or other module is present in this slot, power is
prohibited to the contents of the slot. If the slot is empty, power is prohibited to any card inserted into the slot.

Format no set slot power [unit/slot] | all]
Mode Global Config

reload (Stack)

This command resets the entire stack or the identified unit. The unit is the switch identifier. The system
prompts you to confirm that you want to reset the switch.

Format reload [unit]
Mode Priviledged EXEC

stack-status sample-mode

Use this command to configure global status management mode, sample size. The mode, sample size
parameters are applied globally on all units in the stack. The default sampling mode of the operation is
cumulative summing.

% Note: This configuration command is implemented as part of serviceability functionality and therefore
is not expected to be persistent across reloads. This configuration is never visible in the running
configuration under any circumstances. It is the responsibility of the user to switch the sample mode
on-demand as per the requirement. This configuration is applied to all the members that are part of
the stack when the command is triggered. This configuration cannot play onto cards that are part of
the stack at later point of the time.

Default Cumulative Summing
Format stack-status sample-mode {cumulative | history} [max-samples 100 - 5600]
Mode Stack Global Config Mode
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Keyword Description
sample-mode Mode of sampling
cumulative Tracks the sum of received time stamp offsets cumulatively.
history Tracks history of received timestamps
max-samples Maximum number of samples to keep
Example:

The following command sets the sampling mode to cumulative summing.
(Routing) #configure

(Routing) (Config)#stack

(Routing) (Config-stack)# stack-status sample-mode cumulative

Example:

The following command sets the sampling mode to history and the sample size to default (that is, 300).

(Routing) #configure
(Routing) (Config)#stack
(Routing) (Config-stack)#stack-status sample-mode history

Example:

The following command sets the sampling mode to history and sample size to 100.

(Routing) #configure
(Routing) (Config)#stack
(Routing) (Config-stack)#stack-status sample-mode history max-samples 100

show slot
This command displays information about all the slots in the system or for a specific slot.

Format show slot [unit/slot]

Mode e User EXEC
* Privileged EXEC

Term Definition

Slot The slot identifier in a unit/slLot format.

Slot Status The slot is empty, full, or has encountered an error
Admin State The slot administrative mode is enabled or disabled.
Power State The slot power mode is enabled or disabled.

Configured Card The model identifier of the card preconfigured in the slot. Model Identifier is a 32-character
Model Identifier field used to identify a card.

Pluggable Cards are pluggable or non-pluggable in the slot.
Power Down Indicates whether the slot can be powered down.

If you supply a value for unit/slot, the following additional information appears:
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Term Definition

Inserted Card The model identifier of the card inserted in the slot. Model Identifier is a 32-character field
Model Identifier used to identify a card. This field is displayed only if the slot is full.

Inserted Card The card description. This field is displayed only if the slot is full.
Description

Configured Card 10BASE-T half duplex
Description

show stack-status

Use this command to display the stack unit’s received HB message timings, and the dropped/lost statistics for
the specified unit.

Format show stack stack-status [1-n | all] [clear]

Mode Privileged EXEC

Keyword Description

Current Current time of heartbeat message reception

Average Average time of heartbeat messages received

Min Minimum time of heartbeat messages received

Max Maximum time of heartbeat messages received

Dropped Heartbeat message dropped/lost counter
Example:

This example dumps the stack unit heartbeat status information of the specified unit.
(Routing) #show stack-status

Stack Unit 1 Status
Sampling Mode: Cumulative Summing

Unit Current Average Min Max Dropped

show supported cardtype

This commands displays information about all card types or specific card types supported in the system.

Format show supported cardtype [cardindex]

Mode e User EXEC
e Privileged EXEC

If you do not supply a value for cardindex, the following output appears:
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Term Definition

Card Index (CID) The index into the database of the supported card types. This index is used when
preconfiguring a slot.

Card Model The model identifier for the supported card type.
Identifier

If you supply a value for cardindex, the following output appears:

Term Definition

Card Type The 32-bit numeric card type for the supported card.
Model Identifier The model identifier for the supported card type.
Card Description The description for the supported card type.

show switch

This command displays information about all units in the stack or a single unit when you specify the unit value.

Format show switch [unit]

Mode Privileged EXEC

Term Definition

Switch The unit identifier assigned to the switch.

When you do not specify a value for unit, the following information appears:

Term Definition
Management Indicates whether the switch is the Primary Management Unit, a stack member, a configured
Status standby switch, an operational standby switch, or the status is unassigned.

Preconfigured  The model identifier of a preconfigured switch ready to join the stack. The Model Identifier
Model Identifier is a 32-character field assigned by the device manufacturer to identify the device.

Plugged-in The model identifier of the switch in the stack. Model Identifier is a 32-character field
Model Identifier assigned by the device manufacturer to identify the device.

Switch Status The switch status. Possible values for this state are: OK, Unsupported, Code Mismatch,
Config Mismatch, or Not Present. A mismaich indicates that a stack unit is running a
different version of the code, SDM template, or configuration than the management unit. If
there is a Stacking Firmware Synchronization operation in progress status is shown as
Updating Code.

Code Version The detected version of code on this switch.

Example: The following shows example CLI display output for the command.
(Switching) #show switch

Management  Standby Preconfig Plugged-in Switch Code
SW Switch Status Model ID Model ID Status Version
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1 Mgmt SW BCM-56224 BCM-56224 OK M.3.22.1
2 Stack Mbr Oper Stby BCM-56224 BCM-56224 OK M.3.22.1

When you specify a value for unit, the following information appears.

Term Definition

Management Indicates whether the switch is the Primary Management Unit, a stack member, or the status
Status is unassigned.

Hardware The hardware management preference of the switch. The hardware management
Management preference can be disabled or unassigned.

Preference

Admin The administrative management preference value assigned to the switch. This preference
Management value indicates how likely the switch is to be chosen as the Primary Management Unit.
Preference

Switch Type The 32-bit numeric switch type.

Model Identifier The model identifier for this switch. Model Identifier is a 32-character field assigned by the
device manufacturer to identify the device.

Switch Status The switch status. Possible values are OK, Unsupported, Code Mismatch, Config
Mismatch, or Not Present.

Switch The switch description.

Description

Expected Code The expected code type.

Type

Expected Code The expected code version.

Version

Detected Code The version of code running on this switch. If the switch is not present and the data is from

Version preconfiguration, then the code version is “None”.

Detected Code in The version of code that is currently stored in FLASH memory on the switch. This code

Flash executes after the switch is reset. If the switch is not present and the data is from
preconfiguration, then the code version is “None”.

SFS Last The stack firmware synchronization status in the last attempt for the specified unit.

Attempt Status
Serial Number  The serial number for the specified unit.
Up Time The system up time.

Example: The following shows example CLI display output for the command.

(Switching) #show switch 1

Switch.o.ooviiiiiiiiiiiiiiiiiii, 1

Management Status................. Management Switch

Hardware Management Preference.... Unassigned

Admin Management Preference....... Unassigned

Switch Type.....coiiiiiiiiinnnnnn. 0xb6240001

Preconfigured Model Identifier.... Platform v1

Plugged-in Model Identifier....... Platform v1

Switch Status.............ooiit STM Mismatch

Switch Description................ 56624 Development System -
48 GE, 4 TENGIG

Expected Code Type.....vvvvvvnnnns 0x100b000o
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Detected Code Version............. 10.17.15.8

Detected Code in Flash............ 10.17.15.8

SFS Last Attempt Status........... None

Up Time. ... iiiiiiiiiinnnnnnnns 0@ days 3 hrs 15 mins 50 secs

show supported switchtype

This commands displays information about all supported switch types or a specific switch type.

Format show supported switchtype [switchindex]

Mode User EXEC
Privileged EXEC

If you do not supply a value for switchindex, the following output appears:

Term Definition

Switch Index The index into the database of supported switch types. This index is used when
(SID) preconfiguring a member to be added to the stack.

Model Identifier The model identifier for the supported switch type.

Management The management preference value of the switch type.

Preference

Code Version The code load target identifier of the switch type.

If you supply a value for switchindex, the following output appears:

Term Definition

Switch Type The 32-bit numeric switch type for the supported switch.
Model Identifier The model identifier for the supported switch type.

Switch The description for the supported switch type.
Description

Stack Port Commands

This section describes the commands you use to view and configure stack port information.

stack-port

This command sets stacking per port or range of ports to either stack or ethernet mode.

Default stack
Format stack-port unit/slot/port [{ethernet | stack}]
Mode Stack Global Config
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show stack-port

This command displays summary stack-port information for all interfaces.

Format show stack-port
Mode Privileged EXEC

For Each Interface:

Term Definition

Unit The unit number.

Interface The slot and port numbers.
Configured Stack or Ethernet.

Stack Mode

Running Stack Stack or Ethernet.

Mode

Link Status Status of the link.

Link Speed Speed (Gbps) of the stack port link.

show stack-port counters

This command displays summary data counter information for all interfaces.

Format show stack-port counters [1-n | all]

Mode Privileged EXEC

Term Definition

Unit The unit number.

Interface The slot and port numbers.

Tx Data Rate Trashing data rate in megabits per second on the stacking port.

Tx Error Rate Platform-specific number of transmit errors per second.

Tx Total Errors  Platform-specific number of total transmit errors since power-up.
Rx Data Rate Receive data rate in megabits per second on the stacking port.
Rx Error Rate Platform-specific number of receive errors per second.

Rx Total Errors  Platform-specific number of total receive errors since power-up.
Link Flaps The number of up/down events for the link since system boot up.

Example: This example shows the stack ports and associated statistics of unit 2.

(Routing) #show stack-port counters 2

CLI Command Reference
Page 90



Software User Manual Stack Port Commands

Rate Rate Total Rate Rate Total Link
Unit  Interface (Mb/s) (Errors/s) Errors (Mb/s) (Errors/s) Errors Flaps
2 0/53 0 0 %] 0 0 0 0
2 0/54 0 0 0 0 0 0 0
2 0/55 0 0 0 0 0 0 0
2 /56 0 0 0 0 0 0 0

(Routing) #

show stack-port diag

This command shows stack port diagnostics for each port and is only intended for Field Application Engineers
(FAEs) and developers. An FAE will advise on the necessity to run this command and capture this information.In
verbose mode, the statistics and counters for RPC, transport, CPU, and transport RX/TX modules are
displayed.

Format show stack-port diag [1-n | all] [verbose]
Mode Privileged EXEC

Term Definition

Unit The unit number.

Interface The slot and port numbers.

Diagnostic Entry1 80 character string used for diagnostics.
Diagnostic Entry2 80 character string used for diagnostics.
Diagnostic Entry3 80 character string used for diagnostics.
TBYT Transmitted Bytes

TPKT Transmitted Packets

TFCS Transmit FCS Error Frame Counter
TERR Transmit Error (set by system) Counter
RBYT Received Bytes

RPKT Received Packets

RFCS Received FCS Error Frame Counter
RFRG Received Fragment Counter

RJBR Received Jabber Frame Counter
RUND Received Undersize Frame Counter
ROVR Received Oversized Frame Counter
RUNT Received RUNT Frame Counter

Example: This example displays the stack ports and associated statistics of specified unit or all units.
(Routing) #show stack-port diag 1

1 - 0/53:
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RBYT:27ed9a7b RPKT:bcalb TBYT:28a0739e TPKT:c93ee
RFCS:0 RFRG:0 RIBR:© RUND:© RUNT:©
TFCS:0 TERR:©

1 - 0/54:

RBYT:8072ed RPKT:19a66 TBYT:aecfb80 TPKT:66e4d
RFCS:6e RFRG:4414 RJIBR:© RUND:c19 RUNT:af@29bl
TFCS:0 TERR:0

1 - 0/55:

RBYT:0 RPKT:0 TBYT:ae8 TPKT:23
RFCS:0 RFRG:0 RJIBR:0@ RUND:@ RUNT:©
TFCS:0 TERR:©

1 - 0/56:

RBYT:0 RPKT:0 TBYT:ae8 TPKT:23
RFCS:0 RFRG:0@ RIBR:@ RUND:© RUNT:©
TFCS:0 TERR:0

Example 2: ‘show stack-port diag [<1-n> | all] [verbose]’ transport etc module statistics of

specified unit or all units.

In this example, It dumps RPC, Transport (ATP, Next Hop, and RLink), and CPU Transport Rx/Tx modules

Statistics of Unit 2.

(Routing) #show stack-port diag 2 verbose

Registered Functions.......ccovviiiiinnnnneenns 58
Client Requests....iiiiiiiiiiiiiiiinnnneens 0

Server Requests. . v ittt eennns 0
Server Duplicate Requests......ovvviiiinennnnns (%]
Server Replies......ciiiiiiiiiiininnennnnnnnnns (%]
Client Remote TX....vtittiiiiiinninennennnnnnnnns (%]
Client Remote Retransmit Count................. 0
Tx without Errors.... ..ot (4]
TX With Errors....oeiiii ittt (]
RX TAMEOUTS. ot i iiitteiennnnnnsenensosssocnnnns 0
RX EQrly EXitS..uiuueienenninnnnenennenenoennnns (%]
RX QUL Of SYNC.uuiiiiiiiiinineenennenenoennnns (%]
NO BUFfer. ittt it iiiiiiiiienneennns 0
Collect Sem Wait Count........covviiiiinninnns 0
Collect Sem Dispatch Count............cccvnnn. 0

Client RPC Requests Count........covvveivnnnnnn 3
Client RPC Reply Count...vvviiiiinnnneennnnnn 0
Client RPC Fail to xmit Count.................. 0
Client RPC Response Timedout Count............. 3
Client RPC Missing RequestS......vvviiineennnns (%]
Client RPC Detach/Remove Count............c.u.. 0
Client RPC Current Sequence Number............. 3
Server RPC Request Count........cociiiiivennnn (4]
Server RPC Reply Count....ovviviiinnnnnnnnnnnns (%]
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Server RPC Processed Transactions.............. 0
Server RPC Received Wrong Version Req.......... 0
Server RPC No Handlers.......oviiiiiinnnnnnnnns (%]
Server RPC Retry Transmit Count................ 0
Server RPC Repetitive TX Errors........c.ceeee.. (4]

Transmit Pending Count......coiviiiiininnnnnnns 2
Current number of TX waits.....ovvvviiinennnnns 2
Rx transactions created.......... ..o, 145
Rx transactions freed.........ccvviiiiiinnnn. 145
Rx transactions freed(raw)........cceveevvuenn. 0
--More-- or (q)uitATP: TX timeout, seq 74. f:cc cli 778. to 1 tx cnt 21.
Tx transactions created......covviiiiiineennnns 290
BET Rx Dropped Pkts Count.........ccviiiiiinnnns (%]
ATP Rx Dropped Pkts Count...........cvvvvuvinnn 0
Failed to Add Key Pkt Count............coovvn 0
Source Lookup Failure Count..........ccvvvennnn 0
0ld Rx transactions Pkts drop Count............ (%]
Nr of CPUs found in ATP communication.......... 2

State Initialization.............ciiiiiiiiinnn. Done
RX SetUp...iiiiii ittt i ittt iannnnes Done
10 = f o Done
TX COS[O] RESEINVE. ..ttt tinnetrenneneeosennns 100
TX COS[1] RESEINVE. ..ttt tinnretrennenesssennns 100
TX COS[2] RESEINVE. ettt tittenneetrennenessosnnns 100
TX COS[3] RESEINVE. .ttt itreeneeeseennenssssannns 100
TX COS[4] RESEINVE. .ttt itrreneeesssnsenssssannns 60
TX COS[5] RESEINVE. .ttt itnenneeereensenasssannns 40
TX COS[6] RESEINVE. ..ttt tinneetrenneneesoannns 20
TX COS[7] RESEINVE. ettt tinnetrenneneesnannns 0

Tx Pkt POOl Size.. .. iiiiiinniiiiennnneeennnnns 200
Tx Available Pkt Pool Size................cu... 198
Tx failed/error Count.......ccoiiiiiiiiennnnn. 0

RX Pkt Pool Size......oeiiiiiiiiiiiiiiinnnnenns 8

State Initialization............ i, Done
Component Setup.....coviiiiiiiiiiiiieiinneennnn Done
Thread Priority...ccoeiiiiiiiiiiiiinnneennnnns 100
RX PPriority..ceeeeieiiineiiiinnnnneiiennnnnennns 105
LOCALl CPU K@Y . it vvennereoonnnnoesonnosnnsssoonns 00:24:81:d0:0f:c7
MTU SizZEB..itiiiiinineenensensnoeaeasososoennnns 2048
Vian Id...iiiiiiinnneenennenesoeacasesosonnnnns 4094
[0 1 I 7
Internal Priority for pkt transmission......... 7

RX PKt QUEUE SizZ€...'iiiiiiieieeeeeeeeeeeonannns 256
TX Pkt Queue Size......viiiiiinnnnnnnnnnennnnns 64
Rx Pkt Dropped Count......ovvvienenneneneeeenns 0
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State Initialization...............
L2 Notify In Pkts........ccvvvvnnn
L2 Notify In Pkts discarded........
L2 Notify Out Pkts ......ccvvvvnnn
L2 Notify Out Pkts discarded.......
Linkscan In Pkts.......ccoiviiennn.
Linkscan In Pkts discarded.........
Linkscan Out Pkts ....ceeviiinennns
Linkscan Out Pkts discarded........
Auth/Unauth In Callbacks...........
Auth/Unauth In Callbacks discarded.
Auth/Unauth Out Callbacks..........
Auth/Unauth Out Callbacks discarded
RX Tunnelling In Pkts..............
RX Tunnelling In Pkts discarded....
RX Tunnelling Out Pkts.............
RX Tunnelling Out Pkts discarded...
OAM Events In....civviennenernnnnnns
OAM Events In discarded............
OAM Events Out......oovvivernnnnnns
OAM Events Out discarded...........
BFD Events In.....c.cviiiiienennnnns
BFD Events In discarded............
BFD Events Out..........coivvivnnn
BFD Events Out discarded...........
Fabric Events INn.......ovvvvenennns
Fabric Events In discarded.........
Fabric Events Out..................
Fabric Events Out discarded........
Scan Add Requests In........cceuu..
Scan Del Requests In......ceevvennn
Scan Notify(Run Handlers) Out......
Scan Notify(Traverse Processing)...

(Routing) #

show stack-port stack-path

This command displays the route a packet will take to reach the destination.

............

............

............

............

............

............

............

............

............

............

............

............

............

............

Format show stack-port stack-path {1-8 | all}

Mode Privileged EXEC
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Stack Firmware Synchronization Commands

Stack Firmware Synchronization (SFS) provides the ability to automatically synchronize firmware for all stack
members. If a unit joins the stack and its firmware version is different from the version running on the stack
manager, the SFS feature can either upgrade or downgrade the firmware on the mismatched stack member.
There is no attempt to synchronize the stack to the latest firmware in the stack.

boot auto-copy-sw

Use this command to enable the Stack Firmware Synchronization feature on the stack.
Default Disabled

Format boot auto-copy-sw
Mode Privileged EXEC

no boot auto-copy-sw
Use this command to disable the Stack Firmware Synchronization feature on the stack

Format no boot auto-copy-sw
Mode Privileged EXEC

boot auto-copy-sw trap

Use this command to enable the sending of SNMP traps related to the Stack Firmware Synchronization feature.
Default Enabled

Format boot auto-copy-sw trap
Mode Privileged EXEC

no boot auto-copy-sw trap
Use this command to disable the sending of traps related to the Stack Firmware Synchronization feature.

Format no boot auto-copy-sw trap
Mode Privileged EXEC

boot auto-copy-sw allow-downgrade

Use this command to allow the stack manager to downgrade the firmware version on the stack member if the
firmware version on the manager is older than the firmware version on the member.

Default Enabled

Format boot auto-copy-sw allow-downgrade

Mode Privileged EXEC
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no boot auto-copy-sw allow-downgrade

Use this command to prevent the stack manager from downgrading the firmware version of a stack member.
Format no boot auto-copy-sw allow-downgrade

Mode Privileged EXEC

show auto-copy-sw

Use this command to display Stack Firmware Synchronization configuration status information.
Format show auto-copy-sw

Mode Privileged EXEC

Term Definition

Synchronization Shows whether the SFS feature is enabled.

SNMP Trap Status Shows whether the stack will send traps for SFS events.

Allow Downgrade Shows wether the manager is permitted to downgrade the firmware version of a

stack member.
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Section 5: Management Commands

This chapter describes the management commands available in the Switch SMB CLI. The

Management Commands chapter contains the following sections:
¢ “Network Interface Commands” on page 98

e “Console Port Access Commands” on page 103

e “Telnet Commands” on page 105

e “Secure Shell Commands” on page 107

e “Management Security Commands” on page 110

e “Hypertext Transfer Protocol Commands” on page 111

e “Access Commands” on page 118

e “User Account Commands” on page 120

e “SNMP Commands” on page 148

¢ “RADIUS Commands” on page 163

e “TACACS+ Commands” on page 181

e “Configuration Scripting Commands” on page 186

e “Prelogin Banner, System Prompt, and Host Name Commands” on page 188

Caution! The commands in this chapter are in one of three functional groups:
e Show commands display switch settings, statistics, and other information.

¢ Configuration commands configure features and options of the switch. For every configuration
command, there is a show command that displays the configuration setting.

¢ Clear commands clear some or all of the settings to factory defaults.
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Network Interface Commands

This section describes the commands you use to configure a logical interface for management access. To
configure the management VLAN, see “network mgmt_vlan” on page 370.

enable (Privileged EXEC access)

This command gives you access to the Privileged EXEC mode. From the Privileged EXEC mode, you can
configure the network interface.

Format enable
Mode User EXEC

do (Privileged EXEC commands)
This command executes Privileged EXEC mode commands from any of the configuration modes.

Format do Priv Exec Mode Command

Mode ¢ Global Config
* Interface Config
* VLAN Config
* Routing Config

Example: The following is an example of the do command that executes the Privileged EXEC command
script list in Global Config Mode.

(Routing) #configure

(Routing) (config)#do script list

Configuration Script Name Size(Bytes)
backup-config 2105
running-config 4483
startup-config 445

3 configuration script(s) found.
2041 Kbytes free.

Routing(config)#

serviceport protocol dhcp

This command enables the DHCPv4 client on a Service port. If the client-id optional parameter is given, the
DHCP client messages are sent with the client identifier option.
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Default none
Format serviceport protocol dhcp [client-id]
Mode Privileged EXEC

There is no support for the no form of the command serviceport protocol dhcp client-id. To remove the
client-id option from the DHCP client messages, issue the command serviceport protocol dhcp without the
client-id option. The command serviceport protocol none can be used to disable the DHCP client and client-
id option on the interface.

Example: The following shows an example of the command.

(Routing) # serviceport protocol dhcp client-id

network parms

This command sets the IP address, subnet mask and gateway of the device. The IP address and the gateway
must be on the same subnet. When you specify the none option, the IP address and subnet mask are set to the
factory defaults.

Format network parms {ipaddr netmask [gateway]| none}

Mode Privileged EXEC

network protocol

This command specifies the network configuration protocol to be used. If you modify this value, change is
effective immediately. If you use the bootp parameter, the switch periodically sends requests to a BootP server
until a response is received. If you use the dhcp parameter, the switch periodically sends requests to a DHCP
server until a response is received. If you use the none parameter, you must configure the network information
for the switch manually.

Default none
Format network protocol {none | bootp | dhcp}
Mode Privileged EXEC

network protocol dhcp

This command enables the DHCPv4 client on a Network port. If the client-id optional parameter is given, the
DHCP client messages are sent with the client identifier option.

Default none
Format network protocol dhcp [client-id]
Mode Global Config
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There is no support for the no form of the command network protocol dhcp client-id. To remove the client-
id option from the DHCP client messages, issue the command network protocol dhcp without the client-id
option. The command network protocol none can be used to disable the DHCP client and client-id option on
the interface.

Example: The following shows an example of the command.

(Routing) # network protocol dhcp client-id

network mac-address

This command sets locally administered MAC addresses. The following rules apply:

¢ Bit 6 of byte 0 (called the U/L bit) indicates whether the address is universally administered (b'0') or locally
administered (b'1").

* Bit 7 of byte 0 (called the I/G bit) indicates whether the destination address is an individual address (b'0') or
a group address (b'1").

¢ The second character, of the twelve character macaddr, must be 2, 6, A or E.

A locally administered address must have bit 6 On (b'1') and bit 7 Off (b'0").
Format network mac-address macaddr

Mode Privileged EXEC

network mac-type

This command specifies whether the switch uses the burned in MAC address or the locally-administered MAC
address.

Default burnedin
Format network mac-type {local | burnedin}
Mode Privileged EXEC

no network mac-type

This command resets the value of MAC address to its default.
Format no network mac-type

Mode Privileged EXEC

network javamode

This command specifies whether or not the switch should allow access to the Java applet in the header frame
of the Web interface. When access is enabled, the Java applet can be viewed from the Web interface. When
access is disabled, the user cannot view the Java applet.

Default enabled
Format network javamode
Mode Privileged EXEC
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no network javamode

This command disallows access to the Java applet in the header frame of the Web interface. When access is
disabled, the user cannot view the Java applet.
Format no network javamode

Mode Privileged EXEC

show network

This command displays configuration settings associated with the switch's network interface. The network
interface is the logical interface used for in-band connectivity with the switch via any of the switch's front panel
ports. The configuration parameters associated with the switch's network interface do not affect the
configuration of the front panel ports through which traffic is switched or routed. The network interface is
always considered to be up, whether or not any member ports are up; therefore, the show network command
will always show Interface Status as Up.

Format show network
Modes e Privileged EXEC
e User EXEC
Term Definition
Interface Status The network interface status; it is always considered to be “up”.
IP Address The IP address of the interface. The factory default value is 0.0.0.0.
Subnet Mask The IP subnet mask for this interface. The factory default value is 0.0.0.0.
Default Gateway The default gateway for this IP interface. The factory default value is 0.0.0.0.
IPv6 Administrative Mode Whether enabled or disabled.
IPv6 Address/Length The IPv6 address and length.
IPv6 Default Router The IPv6 default router address.

Burned In MAC Address The burned in MAC address used for in-band connectivity.

Locally Administered MAC If desired, a locally administered MAC address can be configured for in-band

Address connectivity. To take effect, 'MAC Address Type' must be set to 'Locally
Administered'. Enter the address as twelve hexadecimal digits (6 bytes) with a
colon between each byte. Bit 1 of byte 0 must be settoa 1 andbitOto a0, i.e.
byte 0 should have the following mask 'xxxx xx10'. The MAC address used by
this bridge when it must be referred to in a unique fashion. It is recommended
that this be the numerically smallest MAC address of all ports that belong to this
bridge. However it is only required to be unique. When concatenated with
dot1dStpPriority a unique Bridge Identifier is formed which is used in the
Spanning Tree Protocol.

MAC Address Type The MAC address which should be used for in-band connectivity. The choices
are the burned in or the Locally Administered address. The factory default is to
use the burned in MAC address.

Configured IPv4 Protocol = The IPv4 network protocol being used. The options are bootp | dhcp | none.
Configured IPv6 Protocol  The IPv6 network protocol being used. The options are dhcp | none.
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Term

Definition

DHCPv6 Client DUID

The DHCPv6 client’s unique client identifier. This row is displayed only when the
configured IPv6 protocol is dhcp.

IPv6 Autoconfig Mode

Whether IPv6 Stateless address autoconfiguration is enabled or disabled.

DHCP Client Identifier

The client identifier is displayed in the output of the command only if DHCP is
enabled with the client-id option on the network port. See “network protocol
dhcp” on page 99.

Example: The following shows example CLI display output for the network port.

(admin) #show network

Interface Status.......
IP Address......ooevun.
Subnet Mask............
Default Gateway........
IPv6 Administrative Mode
IPv6 Prefix is ........
IPv6 Prefix is ........
IPv6 Default Router is

Burned In MAC Address

........................ Up
........................ 10.250.3.1

........................ 255.255.255.0
........................ 10.250.3.3
....................... Enabled
........................ fe80::210:18ff:fe82:64c/64
........................ 2003::1/128
........................ fe80::204:76ff:fe73:423a
........................ 00:10:18:82:06:4C

Locally Administered MAC addresS.........ccee.. 00:00:00:00:00:00

MAC Address Type.......
Configured IPv4 Protocol
Configured IPv6 Protocol
DHCPv6 Client DUID ....
IPv6 Autoconfig Mode...
Management VLAN ID.....
DHCP Client Identifier

show serviceport

........................ Burned In

...................... None
...................... DHCP

........................ 00:03:00:06:00:10:18:82:06:4C
........................ Disabled

......................... Ofastpath-0010.1882.160B-v11

This command displays service port configuration information.

Format show serviceport
Mode e Privileged EXEC

e User EXEC
Term Definition

Interface Status

The network interface status. It is always considered to be up.

IP Address

The IP address of the interface. The factory default value is 0.0.0.0.

Subnet Mask

The IP subnet mask for this interface. The factory default value is 0.0.0.0.

Default Gateway

The default gateway for this IP interface. The factory default value is 0.0.0.0.

IPv6 Administrative
Mode

Whether enabled or disabled. Default value is enabled.

IPv6 Address/Length

The IPv6 address and length. Default is Link Local format.

IPv6 Default Router

ThelPv6 default router address on the service port. The factory default value is an
unspecified address.
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Term Definition

Configured IPv4 The IPv4 network protocol being used. The options are bootp | dhcp | none.
Protocol

Configured IPv6 The IPv6 network protocol being used. The options are dhcp | none.
Protocol

DHCPv6 Client DUID The DHCPV6 client’s unique client identifier. This row is displayed only when the
configured IPv6 protocol is dhcp.

IPv6 Autoconfig Mode Whether IPv6 Stateless address autoconfiguration is enabled or disabled.
Burned in MAC Address The burned in MAC address used for in-band connectivity.

DHCP Client Identifier = The client identifier is displayed in the output of the command only if DHCP is
enabled with the client-id option on the service port.

Example: The following shows example CLI display output for the service port.
(admin) #show serviceport

Interface StatusS...oiiiiiiiiinieniiiereenenns Up

IP AdAreSS .. vii it iiiiiteeeeeeneeeenneeeanaenns 10.230.3.51

Subnet Mask......oiiiiiiiiiiiiniiininnnnnnnnnns 255.255.255.0

Default Gateway......civiiiiiiiiiinnnneeeennnns 10.230.3.1

IPv6 Administrative Mode.........ciiiiiinnnn.. Enabled

IPVE PrefiX 1S .iiiiiiiiiiiieiieneernnnenonnnnns fe80::210:18ff:fe82:640/64
IPVE PrefiX 1S ..iieiiiiiiiiiiieneernnnenonnnnns 2005::21/128

IPv6 Default Router is .....iiiiiiiiinnnnnnnnns fe80::204:76ff:fe73:423a
Configured IPv4 Protocol ...........cveivvennn. DHCP

Configured IPv6 Protocol .........civvvuiuvennnn DHCP

DHCPVE Client DUID ....iiviieerennnrnnnnanannns 00:03:00:06:00:10:18:82:06:4C
IPv6 Autoconfig Mode......vvvvienenrerennennnns Disabled

Burned In MAC Address.......ceeeereenenennaannns 00:10:18:82:06:4D

DHCP Client Identifier...........cciivieiiinnnn. @fastpath-0010.1882.160C

Console Port Access Commands

This section describes the commands you use to configure the console port. You can use a serial cable to
connect a management host directly to the console port of the switch.

configure

This command gives you access to the Global Config mode. From the Global Config mode, you can configure
a variety of system settings, including user accounts. From the Global Config mode, you can enter other
command modes, including Line Config mode.

Format configure
Mode Privileged EXEC
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line

This command gives you access to the Line Console mode, which allows you to configure various Telnet
settings and the console port, as well as to configure console login/enable authentication.

Format line {console | telnet | ssh}

Mode Global Config

Term Definition

console Console terminal line.

telnet Virtual terminal for remote console access (Telnet).

ssh Virtual terminal for secured remote console access (SSH).

Example: The following shows an example of the CLI command.
(Routing) (config)#line telnet
(Routing) (config-telnet)#

serial baudrate

This command specifies the communication rate of the terminal interface. The supported rates are 1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200.

Default 9600
Format serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 | 115200}
Mode Line Config

no serial baudrate

This command sets the communication rate of the terminal interface.
Format no serial baudrate

Mode Line Config

serial timeout

This command specifies the maximum connect time (in minutes) without console activity. A value of 0 indicates
that a console can be connected indefinitely. The time range is 0 to 160.

Default 5
Format serial timeout 0-160
Mode Line Config

no serial timeout

This command sets the maximum connect time (in minutes) without console activity.
Format no serial timeout
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Mode Line Config

show serial

This command displays serial communication settings for the switch.

Format show serial
Modes e Privileged EXEC
e User EXEC
Term Definition
Serial Port Login The time, in minutes, of inactivity on a serial port connection, after which the switch will
Timeout (minutes) close the connection. A value of 0 disables the timeout.
Baud Rate (bps) The default baud rate at which the serial port will try to connect.
Character Size (bits) The number of bits in a character. The number of bits is always 8.
Flow Control Whether Hardware Flow-Control is enabled or disabled. Hardware Flow Control is
always disabled.
Stop Bits The number of Stop bits per character. The number of Stop bits is always 1.
Parity The parity method used on the Serial Port. The Parity Method is always None.

Telnet Commands

This section describes the commands you use to configure and view Telnet settings. You can use Telnet to
manage the device from a remote management host.

ip telnet server enable

Use this command to enable Telnet connections to the system and to enable the Telnet Server Admin Mode.
This command opens the Telnet listening port.

Default enabled
Format ip telnet server enable
Mode Privileged EXEC

no ip telnet server enable

Use this command to disable Telnet access to the system and to disable the Telnet Server Admin Mode. This
command closes the Telnet listening port and disconnects all open Telnet sessions.
Format no ip telnet server enable

Mode Privileged EXEC
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transport input telnet

This command regulates new Telnet sessions. If enabled, new Telnet sessions can be established until there
are no more sessions available. An established session remains active until the session is ended or an abnormal
network error ends the session.

E@I Note: If the Telnet Server Admin Mode is disabled, Telnet sessions cannot be established. Use the ip
telnet server enable command to enable Telnet Server Admin Mode.

Default enabled
Format transport input telnet
Mode Line Config

no transport input telnet

Use this command to prevent new Telnet sessions from being established.
Format no transport input telnet

Mode Line Config

telnetcon maxsessions

This command specifies the maximum number of Telnet connection sessions that can be established. A value
of 0 indicates that no Telnet connection can be established. The range is 0-5.

Default 5
Format telnetcon maxsessions 0-5
Mode Privileged EXEC

no telnetcon maxsessions

This command sets the maximum number of Telnet connection sessions that can be established to the default
value.
Format no telnetcon maxsessions

Mode Privileged EXEC

telnetcon timeout
This command sets the Telnet connection session timeout value, in minutes. A session is active as long as the
session has not been idle for the value set. The time is a decimal value from 1 to 160.

E I Note: When you change the timeout value, the new value is applied to all active and inactive sessions
immediately. Any sessions that have been idle longer than the new timeout value are disconnected

immediately.
Default 5
Format telnetcon timeout 1-160
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Mode Privileged EXEC

no telnetcon timeout

This command sets the Telnet connection session timeout value to the default.

E I Note: Changing the timeout value for active sessions does not become effective until the session is
accessed again. Also, any keystroke activates the new timeout duration.

Format no telnetcon timeout
Mode Privileged EXEC

show telnetcon

This command displays the current inbound Telnet settings. In other words, these settings apply to Telnet
connections initiated from a remote system to the switch.

Format show telnetcon
Modes e Privileged EXEC

e User EXEC
Term Definition
Remote Connection This object indicates the number of minutes a remote connection session is allowed
Login Timeout to remain inactive before being logged off. May be specified as a number from 1 to
(minutes) 160. The factory default is 5.

Maximum Number of This object indicates the number of simultaneous remote connection sessions
Remote Connection allowed. The factory default is 5.

Sessions
Allow New Telnet New Telnet sessions will not be allowed when this field is set to no. The factory default
Sessions value is yes.

Secure Shell Commands

This section describes the commands you use to configure Secure Shell (SSH) access to the switch. Use SSH
to access the switch from a remote management host.

E@I Note: The system allows a maximum of 5 SSH sessions.

ip ssh

Use this command to enable SSH access to the system. (This command is the short form of the ip ssh server
enable command.)
Default disabled

Format ip ssh
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Mode Privileged EXEC

ip ssh protocol

This command is used to set or remove protocol levels (or versions) for SSH. Either SSH1 (1), SSH2 (2), or both
SSH 1 and SSH 2 (1 and 2) can be set.

Default 2
Format ip ssh protocol [1] [2]
Mode Privileged EXEC

ip ssh server enable

This command enables the IP secure shell server. No new SSH connections are allowed, but the existing SSH
connections continue to work until timed-out or logged-out.

Default enabled
Format ip ssh server enable
Mode Privileged EXEC

no ip ssh server enable

This command disables the IP secure shell server.
Format no ip ssh server enable

Mode Privileged EXEC

sshcon maxsessions

This command specifies the maximum number of SSH connection sessions that can be established. A value of
0 indicates that no ssh connection can be established. The range is 0 to 5.

Default 5
Format sshcon maxsessions 0-5
Mode Privileged EXEC

no sshcon maxsessions

This command sets the maximum number of allowed SSH connection sessions to the default value.
Format no sshcon maxsessions

Mode Privileged EXEC

sshcon timeout

This command sets the SSH connection session timeout value, in minutes. A session is active as long as the
session has been idle for the value set. The time is a decimal value from 1 to 160.
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Changing the timeout value for active sessions does not become effective until the session is re accessed. Also,
any keystroke activates the new timeout duration.

Default 5
Format sshcon timeout 1-160
Mode Privileged EXEC

no sshcon timeout

This command sets the SSH connection session timeout value, in minutes, to the default.

Changing the timeout value for active sessions does not become effective until the session is re accessed. Also,
any keystroke activates the new timeout duration.

Format no sshcon timeout
Mode Privileged EXEC
show ip ssh

This command displays the ssh settings.
Format show ip ssh

Mode Privileged EXEC

Term Definition

Administrative This field indicates whether the administrative mode of SSH is enabled or disabled.
Mode

Protocol Level The protocol level may have the values of version 1, version 2 or both versions 1 and version
2.

SSH Sessions  The number of SSH sessions currently active.
Currently Active

Max SSH The maximum number of SSH sessions allowed.
Sessions
Allowed

SSH Timeout The SSH timeout value in minutes.
Keys Present Indicates whether the SSH RSA and DSA key files are present on the device.

Key Generation Indicates whether RSA or DSA key files generation is currently in progress.
in Progress

CLI Command Reference
Page 109



Software User Manual Management Security Commands

Management Security Commands

This section describes commands you use to generate keys and certificates, which you can do in addition to
loading them as before.

crypto certificate generate

Use this command to generate a self-signed certificate for HTTPS. The generated RSA key for SSL has a length
of 1024 bits. The resulting certificate is generated with a common name equal to the lowest IP address of the
device and a duration of 365 days.

Format crypto certificate generate

Mode Global Config

no crypto certificate generate

Use this command to delete the HTTPS certificate files from the device, regardless of whether they are self-
signed or downloaded from an outside source.
Format no crypto certificate generate

Mode Global Config

crypto key generate rsa

Use this command to generate an RSA key pair for SSH. The new key files will overwrite any existing generated
or downloaded RSA key files.
Format crypto key generate rsa

Mode Global Config

no crypto key generate rsa

Use this command to delete the RSA key files from the device.
Format no crypto key generate rsa

Mode Global Config

crypto key generate dsa

Use this command to generate a DSA key pair for SSH. The new key files will overwrite any existing generated
or downloaded DSA key files.
Format crypto key generate dsa

Mode Global Config

no crypto key generate dsa

Use this command to delete the DSA key files from the device.
Format no crypto key generate dsa
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Mode Global Config

Hypertext Transfer Protocol Commands

This section describes the commands you use to configure Hypertext Transfer Protocol (HTTP) and secure
HTTP access to the switch. Access to the switch by using a Web browser is enabled by default. Everything you
can view and configure by using the CLI is also available by using the Web.

ip http accounting exec, ip https accounting exec

This command applies user exec (start-stop/stop-only) accounting list to the line methods HTTP and HTTPS.
Note: The user exec accounting list should be created using the command “aaa accounting” on page 142.

Format ip {http|https} accounting exec {default|Llistname}

Mode Global Config

Parameter Description

http/https The line method for which the list needs to be applied.

default The default list of methods for authorization services.

listhame An alphanumeric character string used to name the list of accounting methods.

no ip http/https accounting exec

This command deletes the authorization method list.

Format no ip {http|https} accounting exec {default|Llistname}
Mode Global Config

ip http authentication

Use this command to specify authentication methods for http server users. The default configuration is the local
user database is checked. This action has the same effect as the command ip http authentication local.
The additional methods of authentication are used only if the previous method returns an error, not if it fails. To
ensure that the authentication succeeds even if all methods return an error, specify none as the final method in
the command line. For example, if none is specified as an authentication method after radius, no authentication
is used if the RADIUS server is down.

Default local
Format ip http authentication methodl [method2...]
Mode Global Config
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Parameter Description

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Example: The following example configures the http authentication.
(switch)(config)# ip http authentication radius local

no ip http authentication

Use this command to return to the default.

Format no ip http authentication
Mode Global Config

ip https authentication

Use this command to specify authentication methods for https server users. The default configuration is the local
user database is checked. This action has the same effect as the command ip https authentication local.
The additional methods of authentication are used only if the previous method returns an error, not if it fails. To
ensure that the authentication succeeds even if all methods return an error, specify none as the final method in
the command line. For example, if none is specified as an authentication method after radius, no authentication
is used if the RADIUS server is down.

Default local

Format ip https authentication methodl [method2...]

Mode Global Config

Parameter Description

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Example: The following example configures https authentication.
(switch)(config)# ip https authentication radius local

no ip https authentication

Use this command to return to the default.
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Format no ip https authentication
Mode Global Config

ip http server

This command enables access to the switch through the Web interface. When access is enabled, the user can
login to the switch from the Web interface. When access is disabled, the user cannot login to the switch's Web
server. Disabling the Web interface takes effect immediately. All interfaces are affected.

Default enabled
Format ip http server
Mode Privileged EXEC

no ip http server

This command disables access to the switch through the Web interface. When access is disabled, the user
cannot login to the switch's Web server.
Format no ip http server

Mode Privileged EXEC

ip http secure-server

This command is used to enable the secure socket layer for secure HTTP.

Default disabled
Format ip http secure-server
Mode Privileged EXEC

no ip http secure-server

This command is used to disable the secure socket layer for secure HTTP.
Format no ip http secure-server

Mode Privileged EXEC

ip http java

This command enables the Web Java mode. The Java mode applies to both secure and un-secure Web
connections.

Default Enabled
Format ip http java
Mode Privileged EXEC
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no ip http java

This command disables the Web Java mode. The Java mode applies to both secure and un-secure Web
connections.
Format no ip http java

Mode Privileged EXEC

ip http session hard-timeout

This command configures the hard timeout for un-secure HTTP sessions in hours. Configuring this value to zero
will give an infinite hard-timeout. When this timeout expires, the user will be forced to reauthenticate. This timer
begins on initiation of the web session and is unaffected by the activity level of the connection.

Default 24

Format ip http session hard-timeout 1-168
Mode Privileged EXEC

no ip http session hard-timeout
This command restores the hard timeout for un-secure HTTP sessions to the default value.

Format no ip http session hard-timeout
Mode Privileged EXEC

ip http session maxsessions

This command limits the number of allowable un-secure HTTP sessions. Zero is the configurable minimum.
Default 16

Format ip http session maxsessions 9-16
Mode Privileged EXEC

no ip http session maxsessions

This command restores the number of allowable un-secure HTTP sessions to the default value.
Format no ip http session maxsessions

Mode Privileged EXEC

ip hitp session soft-timeout

This command configures the soft timeout for un-secure HTTP sessions in minutes. Configuring this value to
zero will give an infinite soft-timeout. When this timeout expires the user will be forced to reauthenticate. This
timer begins on initiation of the Web session and is restarted with each access to the switch.

Default 5

Format ip http session soft-timeout 1-660
Mode Privileged EXEC
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no ip http session soft-timeout
This command resets the soft timeout for un-secure HTTP sessions to the default value.

Format no ip http session soft-timeout
Mode Privileged EXEC

ip http secure-session hard-timeout

This command configures the hard timeout for secure HTTP sessions in hours. When this timeout expires, the
user is forced to reauthenticate. This timer begins on initiation of the Web session and is unaffected by the
activity level of the connection. The secure-session hard-timeout can not be set to zero (infinite).

Default 24

Format ip http secure-session hard-timeout 1-168
Mode Privileged EXEC

no ip http secure-session hard-timeout
This command resets the hard timeout for secure HTTP sessions to the default value.

Format no ip http secure-session hard-timeout
Mode Privileged EXEC

ip http secure-session maxsessions

This command limits the number of secure HTTP sessions. Zero is the configurable minimum.
Default 16

Format ip http secure-session maxsessions 0-16
Mode Privileged EXEC

no ip http secure-session maxsessions

This command restores the number of allowable secure HTTP sessions to the default value.
Format no ip http secure-session maxsessions

Mode Privileged EXEC

ip http secure-session soft-timeout

This command configures the soft timeout for secure HTTP sessions in minutes. Configuring this value to zero
will give an infinite soft-timeout. When this timeout expires, you are forced to reauthenticate. This timer begins
on initiation of the Web session and is restarted with each access to the switch. The secure-session soft-timeout
can not be set to zero (infinite).

Default 5
Format ip http secure-session soft-timeout 1-60
Mode Privileged EXEC
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no ip http secure-session soft-timeout

This command restores the soft timeout for secure HTTP sessions to the default value.
Format no ip http secure-session soft-timeout

Mode Privileged EXEC

ip http secure-port

This command is used to set the SSL port where port can be 1025-65535 and the default is port 443.
Default 443

Format ip http secure-port portid
Mode Privileged EXEC

no ip http secure-port

This command is used to reset the SSL port to the default value.
Format no ip http secure-port

Mode Privileged EXEC

ip http secure-protocol

This command is used to set protocol levels (versions). The protocol level can be set to TLS1, SSL3 or to both
TLS1 and SSLS.

Default SSL3 and TLS1
Format ip http secure-protocol [SSL3] [TLS1]
Mode Privileged EXEC

show ip http

This command displays the http settings for the switch.

Format show ip http
Mode Privileged EXEC
Term Definition

HTTP Mode (Unsecure) The unsecure HTTP server administrative mode.

Java Mode The java applet administrative mode which applies to both secure and un-secure
web connections.

Maximum Allowable The number of allowable un-secure http sessions.

HTTP Sessions

HTTP Session Hard The hard timeout for un-secure http sessions in hours.

Timeout

HTTP Session Soft The soft timeout for un-secure http sessions in minutes.

Timeout

HTTP Mode (Secure) The secure HTTP server administrative mode.
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Term Definition

Secure Port The secure HTTP server port number.

Secure Protocol Level(s) The protocol level may have the values of SSL3, TSL1, or both SSL3 and TSLA11.
Maximum Allowable The number of allowable secure http sessions.

HTTPS Sessions

HTTPS Session Hard The hard timeout for secure http sessions in hours.

Timeout

HTTPS Session Soft The soft timeout for secure http sessions in minutes.

Timeout

Certificate Present Indicates whether the secure-server certificate files are present on the device.

Certificate Generation in Indicates whether certificate generation is currently in progress.
Progress
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Access Commands

Use the commands in this section to close remote connections or to view information about connections to the
system.

disconnect

Use the disconnect command to close HTTP, HTTPS, Telnet or SSH sessions. Use all to close all active
sessions, or use session-1id to specify the session ID to close. To view the possible values for session-1id, use
the show loginsession command.

Format disconnect {session_id | all}

Mode Privileged EXEC

show loginsession

This command displays current Telnet, SSH and serial port connections to the switch. This command displays
truncated user names. Use the show loginsession long command to display the complete usernames.

Format show loginsession

Mode Privileged EXEC

Term Definition

ID Login Session ID.

User Name The name the user entered to log on to the system.

Connection IP address of the remote client machine or EIA-232 for the serial port connection.
From

Idle Time Time this session has been idle.

Session Time Total time this session has been connected.

Session Type Shows the type of session, which can be HTTP, HTTPS, telnet, serial, or SSH.
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show loginsession long

This command displays the complete user names of the users currently logged in to the switch.

Format show loginsession long
Mode Privileged EXEC

Example: The following shows an example of the command.
(switch) #show loginsession long
User Name
admin
testlllltestlllltestlllitestlllltestlllltestlllltestlllltestllll
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User Account Commands

This section describes the commands you use to add, manage, and delete system users. Switch SMB software
has two default users: admin and guest. The admin user can view and configure system settings, and the guest
user can view settings.

z I Note: You cannot delete the admin user. There is only one user allowed with level-15 privileges. You
can configure up to five level-1 users on the system.

aaa authentication login

Use this command to set authentication at login. The default and optional list names created with the command
are used with the aaa authentication login command. Create a list by entering the aaa authentication login
list-name method command, where 1ist-name is any character string used to name this list. The method
argument identifies the list of methods that the authentication algorithm tries, in the given sequence.

The additional methods of authentication are used only if the previous method returns an error, not if there is an
authentication failure. To ensure that the authentication succeeds even if all methods return an error, specify
none as the flnal method in the command line. For example, if none is specified as an authentication method
after radius, no authentication is used if the RADIUS server is down.

Default * defaultList. Used by the console and only contains the method none.
* networkList. Used by telnet and SSH and only contains the method local.

Format aaa authentication login {default | List-name} methodl [method2...]

Mode Global Config

Parameter Definition

default Uses the listed authentication methods that follow this argument as the default list of
methods when a user logs in.

list-name Character string of up to 15 characters used to name the list of authentication methods
activated when a user logs in.

method1... At least one from the following:

[method2...] » enable. Uses the enable password for authentication.

¢ line. Uses the line password for authentication.

¢ local. Uses the local username database for authentication.

¢ none. Uses no authentication.

¢ radius. Uses the list of all RADIUS servers for authentication.
e tacacs. Uses the list of all TACACS servers for authentication.

Example: The following shows an example of the command.
(switch)(config)# aaa authentication login default radius local enable none
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no aaa authentication login

This command returns to the default.

Format aaa authentication login {default | Llist-name}
Mode Global Config

aaa authentication enable

Use this command to set authentication for accessing higher privilege levels. The default enable list is
enablelist. It is used by console, and contains the method as enable followed by none.

A separate default enable list, enableNetList, is used for Telnet and SSH users instead of enableList. This list
is applied by default for Telnet and SSH, and contains enable followed by deny methods. In Switch, by
default, the enable password is not configured. That means that, by default, Telnet and SSH users will not get
access to Privileged EXEC mode. On the other hand, with default conditions, a console user always enter the
Privileged EXEC mode without entering the enable password.

The default and optional list names created with the aaa authentication enable command are used with the

enable authentication command. Create a list by entering the aaa authentication enable list-name method
command where 1ist-name is any character string used to name this list. The method argument identifies the list
of methods that the authentication algorithm tries in the given sequence.

The user manager returns ERROR (not PASS or FAIL) for enable and line methods if no password is configured,
and moves to the next configured method in the authentication list. The method none reflects that there is no
authentication needed.

The user will only be prompted for an enable password if one is required. The following authentication methods
do not require passwords:

1. none

2. deny

3. enable (if no enable password is configured)
4. line (if no line password is configured)

Example: See the examples below.

a. aaa authentication enable default enable none

b. aaa authentication enable default line none

c. aaa authentication enable default enable radius none
d. aaa authentication enable default line tacacs none

Examples a and b do not prompt for a password, however because examples ¢ and d contain the radius and
tacacs methods, the password prompt is displayed.

If the login methods include only enable, and there is no enable password configured, then Switch does not
prompt for a username. In such cases, Switch only prompts for a password. Switch supports configuring
methods after the local method in authentication and authorization lists. If the user is not present in the local
database, then the next configured method is tried.
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The additional methods of authentication are used only if the previous method returns an error, not if it fails. To
ensure that the authentication succeeds even if all methods return an error, specify none as the final method in
the command line.

z@l Note: Requests sent by the switch to a RADIUS server include the username $enabx$, where x is the
requested privilege level. For enable to be authenticated on Radius servers, add $enabx$ users to
them. The login user ID is now sent to TACACS+ servers for enable authentication.

Default default

Format aaa authentication enable {default | list-name} methodl [method2...]

Mode Global Config

Parameter Description

default Uses the listed authentication methods that follow this argument as the default list of
methods, when using higher privilege levels.

list-name Character string used to name the list of authentication methods activated, when using
access higher privilege levels. Range: 1-15 characters.

method1 Specify at least one from the following:

[method2...] * deny. Used to deny access.

e enable. Uses the enable password for authentication.

¢ 1line. Uses the line password for authentication.

¢ none. Uses no authentication.

e radius. Uses the list of all RADIUS servers for authentication.
e tacacs. Uses the list of all TACACS+ servers for authentication.

Example: The following example sets authentication when accessing higher privilege levels.
(switch)(config)# aaa authentication enable default enable

no aaa authentication enable

Use this command to return to the default configuration.

Format no aaa authentication enable {default | Llist-name}
Mode Global Config

aaa authorization

Use this command to configure command and exec authorization method lists. This list is identified by default
or a user-specified 1ist-name. If tacacs is specified as the authorization method, authorization commands are
notified to a TACACS+ server. If none is specified as the authorization method, command authorization is not
applicable. A maximum of five authorization method lists can be created for the commands type.
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z@l Note: Local method is not supported for command authorization. Command authorization with
RADIUS will work if, and only if, the applied authentication method is also radius.

Per-Command Authorization

When authorization is configured for a line mode, the user manager sends information about an entered
command to the AAA server. The AAA server validates the received command, and responds with either a
PASS or FAIL response. If approved, the command is executed. Otherwise, the command is denied and an error
message is shown to the user. The various utility commands like tftp, and ping, and outbound telnet should also
pass command authorization. Applying the script is treated as a single command apply script, which also goes
through authorization. Startup-config commands applied on device boot-up are not an object of the authorization
process.

The per-command authorization usage scenario is this:

1. Configure Authorization Method List
aaa authorization commands Listname tacacs radius none

2. Apply AML to an Access Line Mode (console, telnet, SSH)
authorization commands Listname

3. Commands entered by the user will go through command authorization via TACACS+ or RADIUS server
and will be accepted or denied.

Exec Authorization

When exec authorization is configured for a line mode, the user may not be required to use the enable command
to enter Privileged EXEC mode. If the authorization response indicates that the user has sufficient privilege
levels for Privileged EXEC mode, then the user bypasses User EXEC mode entirely.

The exec authorization usage scenario is this:

1. Configure Authorization Method List
aaa authorization exec Llistname methodl [method2....]

2. Apply AML to an Access Line Mode (console, telnet, SSH)
authorization exec Listname

3. When the user logs in, in addition to authentication, authorization will be performed to determine if the user
is allowed direct access to Privileged EXEC mode.

Format aaa authorization {commands|exec} {default|List-name} methodl[method2]
Mode Global Config

Parameter Description

commands Provides authorization for all user-executed commands.

exec Provides exec authorization.

default The default list of methods for authorization services.
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Parameter Description
list-name Alphanumeric character string used to name the list of authorization methods.
method TACACS+/RADIUS/Local and none are supported.

Example: The following shows an example of the command.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa authorization exec default tacacs+ none
(Routing) (Config)#aaa authorization commands default tacacs+ none

no aaa authorization

This command deletes the authorization method list.

Format no aaa authorization {commands|exec} {default|list-name}
Mode Global Config

authorization commands

This command applies a command authorization method list to an access method (console, telnet, ssh).

Format authorization commands [default|list-name]

Mode Line console, Line telnet, Line SSH

Parameter Description

commands This causes command authorization for each command execution attempt.

no authorization commands

This command removes command authorization from a line config mode.

Format no authorization {commands]|exec}

Mode Line console, Line telnet, Line SSH

Example: The following shows an example of the command.

(Switching) (Config)#line console
(Switching) (Config-line)#authorization commands list2

(Switching) (Config-line)#
(Switching) (Config-line)#exit

(Switching) (Config)#
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authorization exec

This command applies a command authorization method list to an access method so that the user may not be
required to use the enable command to enter Privileged EXEC mode.

Format authorization exec List-name

Mode Line console, Line telnet, Line SSH
Parameter Description

list-name The command authorization method list.

no authorization exec

This command removes command authorization from a line config mode.

Format no authorization exec

Mode Line console, Line telnet, Line SSH

authorization exec default

This command applies a default command authorization method list to an access method so that the user may
not be required to use the enable command to enter Privileged EXEC mode.

Format authorization exec default
Mode Line console, Line telnet, Line SSH

no authorization exec default

This command removes command authorization from a line config mode.

Format no authorization exec default
Mode Line console, Line telnet, Line SSH

show authorization methods

This command displays the configured authorization method lists.

Format show authorization methods
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Switching) #show authorization methods
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Command Authorization List Method

dfltCmdAuthList tacacs none
list2 none undefined
list4 tacacs undefined
Line Command Method List

Console dfltCmdAuthList

Telnet dfltCmdAuthList

SSH dfltCmdAuthList

Exec Authorization List Method

dfltExecAuthlList tacacs none

list2 none undefined
list4 tacacs undefined
Line Exec Method List

Console dfltExecAuthList

Telnet dfltExecAuthList

SSH dfltExecAuthList

enable authentication

Use this command to specify the authentication method list when accessing a higher privilege level from a
remote telnet or console.

Format enable authentication {default | list-name}

Mode Line Config

Parameter Description

default Uses the default list created with the aaa authentication enable command.
list-name Uses the indicated list created with the aaa authentication enable command.

Example: The following example specifies the default authentication method when accessing a higher
privilege level console.

(switch)(config)# line console

(switch)(config-line)# enable authentication default

no enable authentication

Use this command to return to the default specified by the enable authentication command.

Format no enable authentication
Mode Line Config

CLI Command Reference
Page 126



Software User Manual User Account Commands

username (Global Config)

Use the username command in Global Config mode to add a new user to the local user database. The default
privilege level is 1. Using the encrypted keyword allows the administrator to transfer local user passwords
between devices without having to know the passwords. When the password parameter is used along with
encrypted parameter, the password must be exactly 128 hexadecimal characters in length. If the password
strength feature is enabled, this command checks for password strength and returns an appropriate error if it
fails to meet the password strength criteria. Giving the optional parameter override-complexity-check disables
the validation of the password strength.

Format username name {password password [encrypted [override-complexity-check] | level Level
[encrypted [override-complexity-check]] | override-complexity-check]} | {level Level
[override-complexity-check] password}

Mode Global Config

Parameter Description

name The name of the user. Range: 1-64 characters.

password The authentication password for the user. Range 8-64 characters. This value

can be zero if the no passwords min-length command has been executed. The
special characters allowed in the password include ! # $ % & ' () * +, - .
/1 <=>@ [\]~A_"{]|}~

level The user level. Level 0 can be assigned by a level 15 user to another user to
suspend that user’s access. Range 0-15. Enter access level 1 for non-privileged
(switch> prompt) or 15 for highest privilege (switch# prompt) Access. If not
specified where it is optional, the privilege level is 1.

encrypted Encrypted password entered, copied from another switch configuration.
override-complexity-check Disables the validation of the password strength.

Example: The following example configures user bob with password xxxyyymmmm and user level 15.
(switch)(config)# username bob password xxxyyymmmm level 15

Example: The following example configures user test with password testPassword and assigns a user level
of 1. The password strength will not be validated.
(switch)(config)# username test password testPassword level 1 override-complexity-check

Example: A third example.
(Switching) (Config)#username test password testtest

Example: A fourth example.
(Switching) (Config)# username test password

e8d6367774143111419e39a853al15e8fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be84
2278e5e970dbfc62d16dcd13cOb864 level 1 encrypted override-complexity-check
(Switching) (Config)# username test level 15 password

Enter new password:****xi**

Confirm new passwonrd:¥¥¥*****
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Example: A fifth example.
(Switching) (Config)# username test level 15 override-complexity-check password

Enter new passwonrd:****xi**

Confirm new passwonrd:¥¥¥¥****

no username

Use this command to remove a user name.

Format no username name
Mode Global Config

username nopassword

Use this command to remove an existing user’s password (NULL password).

Format username name nopassword [level Llevel]

Mode Global Config

Parameter Description

name The name of the user. Range: 1-32 characters.

password The authentication password for the user. Range 8-64 characters.

level The user level. Level 0 can be assigned by a level 15 user to another user to suspend that

user’s access. Range 0-15.

username unlock

Use this command to allows a locked user account to be unlocked. Only a user with Level 1 access can
reactivate a locked user account.

Format username name unlock
Mode Global Config

username snmpv3 accessmode

This command specifies the snmpv3 access privileges for the specified login user. The valid accessmode values
are readonly or readwrite. The username is the login user name for which the specified access mode applies.
The default is readwrite for the “admin” user and readonly for all other users. You must enter the username in
the same case you used when you added the user. To see the case of the username, enter the show users
command.

Defaults e admin - readwrite
e other - readonly
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Format username snmpv3 accessmode username {readonly [ readwrite}

Mode Global Config

no username snmpv3 accessmode

This command sets the snmpv3 access privileges for the specified user as readwrite for the “admin” user and
readonly for all other users. The username value is the user name for which the specified access mode will apply.
Format no username snmpv3 accessmode username

Mode Global Config

username snmpv3 authentication

This command specifies the authentication protocol to be used for the specified user. The valid authentication
protocols are none, md5 or sha. If you specify md5 or sha, the login password is also used as the snmpv3
authentication password and therefore must be at least eight characters in length. The username is the user
name associated with the authentication protocol. You must enter the username in the same case you used when
you added the user. To see the case of the username, enter the show users command.

Default no authentication
Format username snmpv3 authentication username {none | md5 | sha}
Mode Global Config

no username snmpv3 authentication

This command sets the authentication protocol to be used for the specified user to none. The username is the
user name for which the specified authentication protocol is used.

Format no username snmpv3 authentication username
Mode Global Config

username snmpv3 encryption

This command specifies the encryption protocol used for the specified user. The valid encryption protocols are
des Or none.

If you select des, you can specify the required key on the command line. The encryption key must be 8 to 64

characters long. If you select the des protocol but do not provide a key, the user is prompted for the key. When
you use the des protocol, the login password is also used as the snmpv3 encryption password, so it must be a
minimum of eight characters. If you select none, you do not need to provide a key.

The username value is the login user name associated with the specified encryption. You must enter the username
in the same case you used when you added the user. To see the case of the username, enter the show users
command.

Default no encryption

Format username snmpv3 encryption username {none | des[key]}
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Mode Global Config

no username snmpv3 encryption

This command sets the encryption protocol to none. The username is the login user name for which the specified
encryption protocol will be used.
Format no username snmpv3 encryption username

Mode Global Config

username snmpv3 encryption encrypted

This command specifies the des encryption protocol and the required encryption key for the specified user. The
encryption key must be 8 to 64 characters long.

Default no encryption

Format username snmpv3 encryption encrypted username des key
Mode Global Config

show users

This command displays the configured user names and their settings. The show users command displays
truncated user names. Use the show users long command to display the complete usernames. The show users
command is only available for users with Level 15 privileges. The SNMPv3 fields will only be displayed if SNMP
is available on the system.

Format show users

Mode Privileged EXEC

Term Definition

User Name The name the user enters to login using the serial port, Telnet or Web.

Access Mode Shows whether the user is able to change parameters on the switch (Level 15) or

is only able to view them (Level 1). As a factory default, the “admin” user has Level
15 access and the “guest” has Level 1 access.

SNMPv3 Access Mode The SNMPv3 Access Mode. If the value is set to ReadWrite, the SNMPv3 user is
able to set and retrieve parameters on the system. If the value is set to Readonly,
the SNMPv3 user is only able to retrieve parameter information. The SNMPv3
access mode may be different than the CLI and Web access mode.

SNMPv3 Authentication The authentication protocol to be used for the specified login user.
SNMPv3 Encryption The encryption protocol to be used for the specified login user.

show users long

This command displays the complete usernames of the configured users on the switch.
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Format show users long
Mode Privileged EXEC

Example: The following shows an example of the command.
(switch) #show users long
User Name

guest
testlllltestlllltestlllltestllll

show users accounts

This command displays the local user status with respect to user account lockout and password aging.This
command displays truncated user names. Use the show users long command to display the complete
usernames.

Format show users accounts [detail]

Mode Privileged EXEC

Term Definition

User Name The local user account’s user name.

Access Level The user’s access level (1 for non-privilege (switch>prompt) or 15 for highest privilege

(switch# prompt).
Password Aging Number of days, since the password was configured, until the password expires.

Password Expiry The current password expiration date in date format.
Date

Lockout Indicates whether the user account is locked out (true or false).

If the detail keyword is included, the following additional fields display.

Term Definition

Password Override Displays the user's Password override complexity check status. By default it is disabled.
Complexity Check

Password Strength Displays the user password's strength (Strong or Weak). This field is displayed only if
the Password Strength feature is enabled.

Example: The following example displays information about the local user database.
(switch)#show users accounts

UserName Privilege Password Password Lockout
Aging Expiry date

CLI Command Reference
Page 131



Software User Manual User Account Commands

guest 1 --- --- False

console#tshow users accounts detail

UserName. .ottt iiniiitiiinnnneeeeennnnneeeennns admin
Privilege. o iiii it ittt 15
Password Aging.......viiiiiiiiiinnnnereennnnnns ---
Password EXPiry.....ieeiineieeennnneeeennnnnns ---

1o ol o U False
Override Complexity Check......cvvvviiineennnns Disable

Password Strength......... .o, ---

USerName. vttt ittt tiieieneenneenneenans guest
Privilege. . ivuiiiiii ittt 1
Password Aging.......eveiiiiiiienennnnnnnnnnns ---
Password EXpiry..oeeee ettt nnnnnnnnns ---

o Y of 1o U False
Override Complexity Check............ccivvnnn. Disable
Password Strength........cciiiiiiiiiiiiiiinnn., ---

show users login-history [long]

Use this command to display information about the login history of users.

Format show users login-history [long]
Mode Privileged EXEC

show users login-history [username]

Use this command to display information about the login history of users.

Format show users login-history [username name]
Mode Privileged EXEC

Parameter Description

name Name of the user. Range: 1-20 characters.

Example: The following example shows user login history outputs.
Console>show users login-history

Login Time Username Protocol Location
Jan 19 2005 08:23:48 Bob Serial

Jan 19 2005 08:29:29 Robert HTTP 172.16.0.8
Jan 19 2005 08:42:31 3John SSH 172.16.0.1
Jan 19 2005 08:49:52 Betty Telnet 172.16.1.7
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login authentication

Use this command to specify the login authentication method list for a line (console, telnet, or SSH). The default
configuration uses the default set with the command aaa authentication login.

Format login authentication {default | List-name}

Mode Line Configuration

Parameter Description

default Uses the default list created with the aaa authentication login command.
list-name Uses the indicated list created with the aaa authentication login command.

Example: The following example specifies the default authentication method for a console.
(switch) (config)# line console
(switch) (config-line)# login authentication default

no login authentication

Use this command to return to the default specified by the authentication login command.

password
This command allows the currently logged in user to change his or her password without having Level 15

privileges.

Format password cr
Mode User EXEC

Example: The following is an example of the command.
console>password
Enter old passwonrd:******xx
Enter new password:****xi*x*

Confirm new passwonrd:¥¥¥*****

password (Line Configuration)

Use the password command in Line Configuration mode to specify a password on a line. The default
configuration is no password is specified.

Format password [password [encrypted]]
Mode Line Config
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Parameter Definition
password Password for this level. Range: 8-64 characters
encrypted Encrypted password to be entered, copied from another switch configuration. The encrypted

password should be 128 characters long because the assumption is that this password is
already encrypted with AES.

Example: The following example specifies a password mcmxxyyy on a line.
(switch)(config-line)# password mcmxxyyy

Example: The following is another example of the command.
(Switching)(Config-1line)# password testtest

(Switching) (Config-1line)# password
€8d63677741431114f9e39a853a15e8fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be84
2278e5e970dbfc62d16dcd13cOb864 encrypted

(Switching) (Config-1line)# password

Enter new password:****xi**

Confirm new passwonrd:¥¥¥¥****

no password (Line Configuration)

Use this command to remove the password on a line.

Format no password
Mode Line Config

password (User EXEC)

Use this command to allow a user to change the password for only that user. This command should be used
after the password has aged. The user is prompted to enter the old password and the new password.

Format password
Mode User EXEC

Example: The following example shows the prompt sequence for executing the password command.
(switch)>password
Enter old password:*****k*x
Enter new password:****xii*
Confirm new password:********

password (aaa IAS User Config)

This command is used to configure a password for a user. An optional parameter [encrypted] is provided to
indicate that the password given to the command is already preencrypted.
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Format password password [encrypted]
Mode aaa IAS User Config

no password (aaa IAS User Config)

This command is used to clear the password of a user.

Format no password
Mode aaa IAS User Config

Example: The following shows an example of the command.

(Routing) #

(Routing) #configure

(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#password client123
(Routing) (Config-aaa-ias-User)#no password

Example: The following is an example of adding a MAB Client to the Internal user database.

(Routing) #

(Routing) #configure

(Routing) (Config)#taaa ias-user username 1f3ccb1157
(Routing) (Config-aaa-ias-User)#password 1f3ccbl157
(Routing) (Config-aaa-ias-User)#texit

(Routing) (Config)#

enable password (Privileged EXEC)

Use the enable password configuration command to set a local password to control access to the privileged
EXEC mode.

Format enable password [password [encrypted]]

Mode Privileged EXEC

Parameter Description

password Password string. Range: 8-64 characters.

encrypted Encrypted password you entered, copied from another switch configuration. The encrypted

password should be 128 characters long because the assumption is that this password is
already encrypted with AES.

Example: The following shows an example of the command.
(Switching) #enable password testtest

(Switching) #enable password
€8d63677741431114f9e39a853a15e8fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be84
2278e5e970dbfc62d16dcd13cOb864 encrypted
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(Switching) #enable password
Enter old passwonrd:******xx
Enter new password:****xi**

Confirm new password:********

no enable password (Privileged EXEC)

Use the no enable password command to remove the password requirement.

Format no enable password
Mode Privileged EXEC

passwords min-length

Use this command to enforce a minimum password length for local users. The value also applies to the enable
password. The valid range is 8-64.

Default 8
Format passwords min-length 8-64
Mode Global Config

no passwords min-length
Use this command to set the minimum password length to the default value.

Format no passwords min-length
Mode Global Config

passwords history

Use this command to set the number of previous passwords that shall be stored for each user account. When
a local user changes his or her password, the user will not be able to reuse any password stored in password
history. This ensures that users don’t reuse their passwords often. The valid range is 0-10.

Default 0

Format passwords history @-10
Mode Global Config

no passwords history

Use this command to set the password history to the default value.
Format no passwords history

Mode Global Config
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passwords aging

Use this command to implement aging on passwords for local users. When a user’s password expires, the user
will be prompted to change it before logging in again. The valid range is 1-365. The default is 0, or no aging.

Default 0
Format passwords aging 1-365
Mode Global Config

no passwords aging

Use this command to set the password aging to the default value.

Format no passwords aging
Mode Global Config

passwords lock-out

Use this command to strengthen the security of the switch by locking user accounts that have failed login due
to wrong passwords. When a lockout count is configured, a user that is logged in must enter the correct
password within that count. Otherwise the user will be locked out from further switch access. Only a user with
Level 15 access can reactivate a locked user account. Password lockout does not apply to logins from the serial
console. The valid range is 1-5. The default is 0, or no lockout count enforced.

Default 0
Format passwords lock-out 1-5
Mode Global Config

no passwords lock-out

Use this command to set the password lock-out count to the default value.

Format no passwords lock-out
Mode Global Config

passwords strength-check

Use this command to enable the password strength feature. It is used to verify the strength of a password during
configuration.

Default Disable
Format passwords strength-check
Mode Global Config
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no passwords strength-check

Use this command to set the password strength checking to the default value.
Format no passwords strength-check

Mode Global Config

passwords strength maximum consecutive-characters

Use this command to set the maximum number of consecutive characters to be used in password strength. The
valid range is 0-15. The default is 0. Minimum of 0 means no restriction on that set of characters.

Default 0
Format passwords strength maximum consecutive-characters 0-15
Mode Global Config

passwords strength maximum repeated-characters

Use this command to set the maximum number of repeated characters to be used in password strength. The
valid range is 0-15. The default is 0. Minimum of 0 means no restriction on that set of characters.

Default 0
Format passwords strength maximum consecutive-characters 0-15
Mode Global Config

passwords strength minimum uppercase-letters

Use this command to enforce a minimum number of uppercase letters that a password should contain. The valid
range is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.
Default 2

Format passwords strength minimum uppercase-letters

Mode Global Config

no passwords strength minimum uppercase-letters

Use this command to reset the minimum uppercase letters required in a password to the default value.
Format no passwords minimum uppercase-letter

Mode Global Config

passwords strength minimum lowercase-letters

Use this command to enforce a minimum number of lowercase letters that a password should contain. The valid
range is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.
Default 2

Format passwords strength minimum lowercase-letters
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Mode Global Config

no passwords strength minimum lowercase-letters

Use this command to reset the minimum lower letters required in a password to the default value.
Format no passwords minimum lowercase-letter

Mode Global Config

passwords strength minimum numeric-characters

Use this command to enforce a minimum number of numeric characters that a password should contain. The
valid range is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.
Default 2

Format passwords strength minimum numeric-characters
Mode Global Config

no passwords strength minimum numeric-characters
Use this command to reset the minimum numeric characters required in a password to the default value.

Format no passwords minimum numeric-characters
Mode Global Config

passwords strength minimum special-characters

Use this command to enforce a minimum number of special characters that a password should contain. The
valid range is 0-16. The default is 2. Minimum of 0 means no restriction on that set of characters.
Default 2

Format passwords strength minimum special-characters
Mode Global Config

no passwords strength minimum special-characters

Use this command to reset the minimum special characters required in a password to the default value.
Format no passwords minimum special-characters

Mode Global Config

passwords strength minimum character-classes

Use this command to enforce a minimum number of characters classes that a password should contain.
Character classes are uppercase letters, lowercase letters, numeric characters and special characters. The
valid range is 0-4. The default is 4.

Default 4
Format passwords strength minimum character-classes
Mode Global Config
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no passwords strength minimum character-classes

Use this command to reset the minimum number of character classes required in a password to the default

value.
Format

Mode

no passwords minimum character-classes

Global Config

passwords strength exclude-keyword

Use this command to exclude the specified keyword while configuring the password. The password does not
accept the keyword in any form (in between the string, case in-sensitive and reverse) as a substring. User can
configure up to a maximum of 3 keywords.

Format
Mode

passwords strength exclude-keyword keyword
Global Config

no passwords strength exclude-keyword

Use this command to reset the restriction for the specified keyword or all the keywords configured.

Format
Mode

no passwords exclude-keyword [keyword]
Global Config

show passwords configuration

Use this command to display the configured password management settings.

Format show passwords configuration
Mode Privileged EXEC
Term Definition

Minimum Password
Length

Minimum number of characters required when changing passwords.

Password History

Number of passwords to store for reuse prevention.

Password Aging

Length in days that a password is valid.

Lockout Attempts

Number of failed password login attempts before lockout.

Minimum Password
Uppercase Letters

Minimum number of uppercase characters required when configuring passwords.

Minimum Password
Lowercase Letters

Minimum number of lowercase characters required when configuring passwords.

Minimum Password
Numeric Characters

Minimum number of numeric characters required when configuring passwords.

Maximum Password

Consecutive Characters

Maximum number of consecutive characters required that the password should
contain when configuring passwords.

Maximum Password
Repeated Characters

Maximum number of repetition of characters that the password should contain
when configuring passwords.

Minimum Password
Character Classes

Minimum number of character classes (uppercase, lowercase, numeric and
special) required when configuring passwords.
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Term Definition
Password Exclude- The set of keywords to be excluded from the configured password when strength
Keywords checking is enabled.

show passwords result

Use this command to display the last password set result information.

Format show passwords result
Mode Privileged EXEC
Term Definition
Last User Whose Shows the name of the user with the most recently set password.
Password Is Set
gzssvlzord Strength Shows whether password strength checking is enabled.
ec

Last Password Set Result Shows whether the attempt to set a password was successful. If the attempt failed,
the reason for the failure is included.

aaa ias-user username

The Internal Authentication Server (IAS) database is a dedicated internal database used for local authentication
of users for network access through the IEEE 802.1X feature.

Use the aaa ias-user username command in Global Config mode to add the specified user to the internal user
database. This command also changes the mode to AAA User Config mode.

Format aaa ias-user username user
Mode Global Config

no aaa ias-user username

Use this command to remove the specified user from the internal user database.

Format no aaa ias-user username user

Mode Global Config

Example: The following shows an example of the command.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#texit
(Routing) (Config)#no aaa ias-user username client-1
(Routing) (Config)#
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aaa session-id

Use this command in Global Config mode to specify if the same session-id is used for Authentication,
Authorization and Accounting service type within a session.

Default common

Format aaa session-id [common | unique]

Mode Global Config

Parameter Description

common Use the same session-id for all AAA Service types.
unique Use a unique session-id for all AAA Service types.

no aaa session-id

Use this command in Global Config mode to reset the aaa session-id behavior to the default.

Format no aaa session-id [unique]

Mode Global Config

aaa accounting

Use this command in Global Config mode to create an accounting method list for user EXEC sessions, user-
executed commands, or DOT1X. This list is identified by default or a user-specified list_name. Accounting
records, when enabled for a line-mode, can be sent at both the beginning and at the end (start-stop) or only at
the end (stop-only). If none is specified, then accounting is disabled for the specified list. If tacacs is specified
as the accounting method, accounting records are notified to a TACACS+ server. If radius is the specified
accounting method, accounting records are notified to a RADIUS server.

z@l Note: Please note the following:

¢ A maximum of five Accounting Method lists can be created for each exec and commands type.

¢ Only the default Accounting Method list can be created for DOT1X. There is no provision to create
more.

¢ The same list-name can be used for both exec and commands accounting type
¢ AAA Accounting for commands with RADIUS as the accounting method is not supported.

e Start-stop or None are the only supported record types for DOT1X accounting. Start-stop enables
accounting and None disables accounting.

* RADIUS is the only accounting method type supported for DOT1X accounting.

Format aaa accounting {exec | commands | dotlx} {default | list_name} {start-stop | stop-
only |none} methodl [method2..]
Mode Global Config
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Parameter Description

exec Provides accounting for a user EXEC terminal sessions.

commands Provides accounting for all user executed commands.

dot1x Provides accounting for DOT1X user commands.

default The default list of methods for accounting services.

list-name Character string used to name the list of accounting methods.

start-stop Sends a start accounting notice at the beginning of a process and a stop accounting notice
at the beginning of a process and a stop accounting notice at the end of a process.

stop-only Sends a stop accounting notice at the end of the requested user process.

none Disables accounting services on this line.

method Use either TACACS or radius server for accounting purposes.

Example: The following shows an example of the command.
(Routing) #
(Routing) #configure
(Routing) #aaa accounting commands default stop-only tacacs
(Routing) #aaa accounting exec default start-stop radius
(Routing) #aaa accounting dotlx default start-stop radius
(Routing) #aaa accounting dotlx default none
(Routing) #exit

For the same set of accounting type and list name, the administrator can change the record type, or the methods
list, without having to first delete the previous configuration.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting exec ExeclList stop-only tacacs

(Routing) #aaa accounting exec ExeclList start-stop tacacs

(Routing) #aaa accounting exec ExeclList start-stop tacacs radius

The first aaa command creates a method list for exec sessions with the name ExecList, with record-type as
stop-only and the method as TACACS+. The second command changes the record type to start-stop from
stop-only for the same method list. The third command, for the same list changes the methods list to
{tacacs,radius} from {tacacs}.

no aaa accounting

This command deletes the accounting method list.

Format no aaa accounting {exec | commands | dotix} {default | list_name default}
Mode Global Config

Example: The following shows an example of the command.
(Routing) #
(Routing) #configure
(Routing) #aaa accounting commands userCmdAudit stop-only tacacs radius
(Routing) #no aaa accounting commands userCmdAudit
(Routing) #exit

CLI Command Reference
Page 143



Software User Manual User Account Commands

password (AAA IAS User Configuration)

Use this command to specify a password for a user in the IAS database. An optional parameter encrypted is
provided to indicate that the password given to the command is already preencrypted.

Format password password [encrypted]

Mode AAA IAS User Config

Parameter Definition

password Password for this level. Range: 8-64 characters

encrypted Encrypted password to be entered, copied from another switch configuration.

no password (AAA IAS User Configuration)

Use this command to clear the password of a user.
Format no password

Mode AAA |AS User Config

Example: The following shows an example of the command.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#password client123
(Routing) (Config-aaa-ias-User)#no password

Example: The following is an example of adding a MAB Client to the Internal user database.
(Routing) #
(Routing) #configure
(Routing) (Config)#taaa ias-user username 1f3ccb1157
(Routing) (Config-aaa-ias-User)#password 1f3ccb1157
(Routing) (Config-aaa-ias-User)#exit
(Routing) (Config)#

clear aaa ias-users

Use this command to remove all users from the IAS database.

Format clear aaa ias-users

Mode Privileged EXEC

Parameter Definition

password Password for this level. Range: 8-64 characters

encrypted Encrypted password to be entered, copied from another switch configuration.

Example: The following is an example of the command.
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(Routing) #
(Routing) #clear aaa ias-users
(Routing) #

show aaa ias-users

Use this command to display configured IAS users and their attributes. Passwords configured are not shown in
the show command output.
Format show aaa ias-users [username]

Mode Privileged EXEC

Example: The following is an example of the command.
(Routing) #
(Routing) #show aaa ias-users

UserName

Client-1
Client-2
Example: Following are the IAS configuration commands shown in the output of show running-config

command. Passwords shown in the command output are always encrypted.

aaa ias-user username client-1
password a45c74fdf50a558a2b5cf05573cd633bac2c6c598d54497ad4c46104918f2c encrypted
exit

accounting

Use this command in Line Configuration mode to apply the accounting method list to a line config (console/
telnet/ssh).

Format accounting {exec | commands } {default | Listname}

Mode Line Configuration

Parameter Description

exec Causes accounting for an EXEC session.

commands This causes accounting for each command execution attempt. If a user is enabling
accounting for exec mode for the current line-configuration type, the user will be logged out.

default The default Accounting List

listname Enter a string of not more than 15 characters.

Example: The following is a example of the command.
(Routing) #
(Routing) #configure
(Routing) (Config)#line telnet
(Routing) (Config-1line)# accounting exec default
(Routing) #exit
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no accounting

Use this command to remove accounting from a Line Configuration mode.

Format no accounting {exec|commands]

Mode Line Configuration

show accounting

Use this command to display ordered methods for accounting lists.

Format show accounting
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Routing) #show accounting
Number of Accounting Notifications sent at beginning of an EXEC session:
Errors when sending Accounting Notifications beginning of an EXEC session:
Number of Accounting Notifications at end of an EXEC session:
Errors when sending Accounting Notifications at end of an EXEC session:
Number of Accounting Notifications sent at beginning of a command execution:
Errors when sending Accounting Notifications at beginning of a command execution:
Number of Accounting Notifications sent at end of a command execution:
Errors when sending Accounting Notifications at end of a command execution:

OO0

show accounting methods
Use this command to display configured accounting method lists.

Format show accounting methods
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Routing) #
(Routing) #show accounting methods

Acct Type Method Name Record Type Method Type
Exec dfltExeclist start-stop TACACS
Commands dfltCmdsList stop-only TACACS
Commands UserCmdAudit start-stop TACACS
DOT1X dfltDotlxList start-stop radius
Line EXEC Method List Command Method List

Console dfltExeclList dfltCmdsList

Telnet dfltExeclList dfltCmdsList

SSH dfltExeclList UserCmdAudit
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clear accounting statistics

This command clears the accounting statistics.

Format clear accounting statistics
Mode Privileged EXEC

show domain-name

This command displays the configured domain-name.

Format show domain-name
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) #
(Routing) #show domain-name

Domain : Enable
Domain-name :abc

CLI Command Reference
Page 147



Software User Manual SNMP Commands

SNMP Commands

This section describes the commands you use to configure Simple Network Management Protocol (SNMP) on
the switch. You can configure the switch to act as an SNMP agent so that it can communicate with SNMP
managers on your network.

snmp-server

This command sets the name and the physical location of the switch, and the organization responsible for the
network. The parameters name, Loc and con can be up to 255 characters in length.

Default none
Format snmp-server {sysnhame name | location Lloc | contact con}
Mode Global Config

z@l Note: To clear the snmp-server, enter an empty string in quotes. For example, snmp-server {sysname
““} clears the system name.

snmp-server Community
This command adds (and names) a new SNMP community, and optionally sets the access mode, allowed IP

address, and create a view for the community.

z I Note: Community names in the SNMP Community Table must be unique. When making multiple
entries using the same community name, the first entry is kept and processed and all duplicate entries

are ignored.
Default Two communities are created by default:
e public, with read-only permissions, a view name of Default, and allows access from all IP
addresses
* private, with read/write permissions, a view name of Default, and allows access from all IP
addresses.
Format snmp-server community community-string [{ro | rw |su }] [ipaddress ip-address]
[view view-name]
Mode Global Config
Parameter Description
community-name A name associated with the switch and with a set of SNMP managers that manage

it with a specified privileged level. The length of community-name can be up to 16 case-
sensitive characters.

ro|rw|su The access mode of the SNMP community, which can be public (Read-Only/RO),
private (Read-Write/RW), or Super User (SU).
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Parameter Description

ip-address The associated community SNMP packet sending address and is used along with the
client IP mask value to denote a range of IP addresses from which SNMP clients may
use that community to access the device. A value of 0.0.0.0 allows access from any
IP address. Otherwise, this value is ANDed with the mask to determine the range of
allowed client IP addresses.

view-name The name of the view to create or update.

no snmp-server community

This command removes this community name from the table. The name is the community name to be deleted.

Format no snmp-server community community-name

Mode Global Config

snmp-server community-group

This command configures a community access string to permit access via the SNMPv1 and SNMPv2c
protocols.

Format snmp-server community-group community-string group-name [ipaddress ipaddress]

Mode Global Config

Parameter Description

community- The community which is created and then associated with the group. The range is 1 to 20

string characters.

group-name The name of the group that the community is associated with. The range is 1 to 30
characters.

ipaddress Optionally, the IPv4 address that the community may be accessed from.

snmp-server enable traps violation

The Port MAC locking component interprets this command and configures violation action to send an SNMP
trap with default trap frequency of 30 seconds. The Global command configures the trap violation mode across
all interfaces valid for port-security. There is no global trap mode as such.

E@I Note: For other port security commands, see “Port Security Commands” on page 498.

Default disabled

Format snmp-server enable traps violation
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Mode * Global Config
* Interface Config

no snmp-server enable traps violation

This command disables the sending of new violation traps.

Format no snmp-server enable traps violation

Mode Interface Config

snmp-server enable traps

This command enables the Authentication Flag.

Default enabled
Format snmp-server enable traps
Mode Global Config

no snmp-server enable traps

This command disables the Authentication Flag.

Format no snmp-server enable traps
Mode Global Config

snmp-server port

This command configures the UDP port number on which the SNMP server listens for requests.

Default 161
Format snmp-server port 1025-65535
Mode Privileged EXEC

no snmp-server port

This command restores the SNMP server listen port to its factory default value.

Format no snmp-server port
Mode Privileged EXEC

snmp trap link-status

This command enables link status traps on an interface or range of interfaces.
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% Note: This command is valid only when the Link Up/Down Flag is enabled.

Format snmp trap link-status
Mode Interface Config

no snmp trap link-status

This command disables link status traps by interface.

% Note: This command is valid only when the Link Up/Down Flag is enabled.

Format no snmp trap link-status
Mode Interface Config

snmp trap link-status all

This command enables link status traps for all interfaces.

z@l Note: This command is valid only when the Link Up/Down Flag is enabled.

Format snmp trap link-status all
Mode Global Config

no snmp trap link-status all

This command disables link status traps for all interfaces.

% Note: This command is valid only when the Link Up/Down Flag is enabled.

Format no snmp trap link-status all
Mode Global Config
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snmp-server enable traps linkmode

z@l Note: This command may not be available on all platforms.

This command enables Link Up/Down traps for the entire switch. When enabled, link traps are sent only if the
Link Trap flag setting associated with the port is enabled. See “show snmp” on page 158.

Default enabled
Format snmp-server enable traps linkmode
Mode Global Config

no snmp-server enable traps linkmode

This command disables Link Up/Down traps for the entire switch.

Format no snmp-server enable traps linkmode
Mode Global Config

snmp-server enable traps multiusers

This command enables Multiple User traps. When the traps are enabled, a Multiple User Trap is sent when a
user logs in to the terminal interface (EIA 232 or Telnet) and there is an existing terminal interface session.

Default enabled
Format snmp-server enable traps multiusers
Mode Global Config

no snmp-server enable traps multiusers

This command disables Multiple User traps.

Format no snmp-server enable traps multiusers
Mode Global Config

snmp-server enable traps stpmode

This command enables the sending of new root traps and topology change notification traps.

Default enabled
Format snmp-server enable traps stpmode
Mode Global Config
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no snmp-server enable traps stpmode

This command disables the sending of new root traps and topology change notification traps.

Format no snmp-server enable traps stpmode

Mode Global Config

snmp-server enginelD local

This command configures the SNMP engine ID on the local device.

Default The enginelD is configured automatically, based on the device MAC address.
Format snmp-server engineID local {engineid-string|default}

Mode Global Config

Parameter Description

engineid-string A hexadecimal string identifying the engine-id, used for localizing configuration. Engine-id
must be an even length in the range of 6 to 32 hexadecimal characters.

default Sets the engine-id to the default string, based on the device MAC address.

ﬁ Caution! Changing the engine-id will invalidate all SNMP configuration that exists on the box.

no snmp-server enginelD local

This command removes the specified engine ID.

Default The enginelD is configured automatically, based on the device MAC address.
Format no snmp-server engineID local
Mode Global Config

snmp-server filter

This command creates a filter entry for use in limiting which traps will be sent to a host.

Default No filters are created by default.
Format snmp-server filter filtername oid-tree {included]|excluded}
Mode Global Config
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Parameter Description

filtername The label for the filter being created. The range is 1 to 30 characters.

oid-tree The OID subtree to include or exclude from the filter. Subtrees may be specified by
numerical (1.3.6.2.4) or keywords (system), and asterisks may be used to specify a subtree
family (1.3.*.4).

included The tree is included in the filter.

excluded The tree is excluded from the filter.

no snmp-server filter

This command removes the specified filter.

Default
Format
Mode

No filters are created by default.

snmp-server filter filtername [oid-tree]

Global Config

snmp-server group

This command creates an SNMP access group.

Default Generic groups are created for all versions and privileges using the default views.
Format snmp-server group group-name {vl | v2c | v3 {noauth | auth | priv}} [context context-
name] [read read-view] [write write-view] [notify notify-view]

Mode Global Config

Parameter Description

group-name The group name to be used when configuring communities or users. The range is 1 to 30
characters.

vi This group can only access via SNMPv1.

v2 This group can only access via SNMPv2c.

v3 This group can only access via SNMPv3.

noauth This group can be accessed only when not using Authentication or Encryption. Applicable
only if SNMPv3 is selected.

auth This group can be accessed only when using Authentication but not Encryption. Applicable
only if SNMPv3 is selected.

priv This group can be accessed only when using both Authentication and Encryption.

Applicable only if SNMPv3 is selected.

context-name

The SNMPv3 context used during access. Applicable only if SNMPv3 is selected.

read-view The view this group will use during GET requests. The range is 1 to 30 characters.
write-view The view this group will use during SET requests. The range is 1 to 30 characters.
notify-view The view this group will use when sending out traps. The range is 1 to 30 characters.
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no snmp-server group

This command removes the specified group.

Format
Mode

no snmp-server group group-name {vl|v2c| 3 {noauth|auth|priv}} [context context-name]

Global Config

snmp-server host

This command configures traps to be sent to the specified host.

Default No default hosts are configured.
Format snmp-server host host-addr {informs [timeout seconds] [retries retries]|traps version
{1 | 2c¢ }} community-string [udp-port port] [filter filter-name]

Mode Global Config

Parameter Description

host-addr The IPv4 or IPv6 address of the host to send the trap or inform to.

traps Send SNMP traps to the host. This option is selected by default.

version 1 Sends SNMPv1 traps. This option is not available if informs is selected.

version 2 Sends SNMPv2c traps. This option is not available if informs is selected. This option is
selected by default.

informs Send SNMPv2 informs to the host.

seconds The number of seconds to wait for an acknowledgement before resending the Inform. The
default is 15 seconds. The range is 1 to 300 seconds.

retries The number of times to resend an Inform. The default is 3 attempts. The range is 0 to 255
retries.

community- Community string sent as part of the notification. The range is 1 to 20 characters.

string

port The SNMP Trap receiver port. The default is port 162.

filter-name The filter name to associate with this host. Filters can be used to specify which traps are

sent to this host. The range is 1 to 30 characters.

no snmp-server host

This command removes the specified host entry.

Format
Mode

no snmp-server host host-addr [traps|informs]

Global Config

snmp-server user

This command creates an SNMPv3 user for access to the system.
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Default No default users are created.

Format snmp-server user username groupname [remote engineid-string] [ {auth-md5 password |
auth-sha password | auth-md5-key md5-key | auth-sha-key sha-key} [priv-des password
| priv-des-key des-key]

Mode Global Config

Parameter Description

username The username the SNMPv3 user will connect to the switch as. The range is 1 to 30
characters.

group-name The name of the group the user belongs to. The range is 1 to 30 characters.

engineid-string The engine-id of the remote management station that this user will be connecting from. The
range is 5 to 32 characters.

password The password the user will use for the authentication or encryption mechanism. The range
is 1 to 32 characters.

md5-key A pregenerated MD5 authentication key. The length is 32 characters.

sha-key A pregenerated SHA authentication key. The length is 48 characters.

des-key A pregenerated DES encryption key. The length is 32 characters if MD5 is selected, 48

characters if SHA is selected.

Nno snmp-server user

This command removes the specified SNMPv3 user.

Format no snmp-server user username

Mode Global Config

snmp-server view

This command creates or modifies an existing view entry that is used by groups to determine which objects can
be accessed by a community or user.

Default Views are created by default to provide access to the default groups.

Format snmp-server viewname oid-tree {included|excluded}

Mode Global Config

Parameter Description

viewname The label for the view being created. The range is 1 to 30 characters.

oid-tree The OID subtree to include or exclude from the view. Subtrees may be specified by

numerical (1.3.6.2.4) or keywords (system), and asterisks may be used to specify a subtree
family (1.3.*.4).

included The tree is included in the view.
excluded The tree is excluded from the view.
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no snmp-server view

This command removes the specified view.

Format
Mode

no snmp-server view viewname [oid-tree]

Global Config

snmp-server v3-host

This command configures traps to be sent to the specified host.

Default No default hosts are configured.
Format snmp-server v3-host host-addr username [traps | informs [timeout seconds] [retries
retries]] [auth | noauth | priv] [udpport port] [filter filtername]

Mode Global Config

Parameter Description

host-addr The IPv4 or IPv6 address of the host to send the trap or inform to.

user-name User used to send a Trap or Inform message. This user must be associated with a group
that supports the version and access method. The range is 1 to 30 characters.

traps Send SNMP traps to the host. This is the default option.

informs Send SNMP informs to the host.

seconds Number of seconds to wait for an acknowledgement before resending the Inform. The
default is 15 seconds. The range is 1 to 300 seconds.

retries Number of times to resend an Inform. The default is 3 attempts. The range is 0 to 255 retries.

auth Enables authentication but not encryption.

noauth No authentication or encryption. This is the default.

priv Enables authentication and encryption.

port The SNMP Trap receiver port. This value defaults to port 162.

filter-name The filter name to associate with this host. Filters can be used to specify which traps are

sent to this host. The range is 1 to 30 characters.

snmptrap source-interface

Use this command in Global Configuration mode to configure the global source-interface (Source IP address)
for all SNMP communication between the SNMP client and the server.

Format

Mode

snmptrap source-interface {unit/slot/port | loopback Loopback-id|tunnel tunnel-
id|vlan vlan-id}

Global Configuration
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Parameter Description

unit/slot/port The unit identifier assigned to the switch.

loopback-id Configures the loopback interface. The range of the loopback ID is 0 to 7.

tunnel-id Configures the IPv6 tunnel interface. The range of the tunnel ID is 0 to 7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID
is 1 to 4093.

no snmptrap source-interface

Use this command in Global Configuration mode to remove the global source-interface (Source IP selection) for
all SNMP communication between the SNMP client and the server.

Format no snmptrap source-interface

Mode Global Configuration

snmptrap ipaddr snmpversion

This command modifies the SNMP version of a trap. The maximum length of name is 16 case-sensitive
alphanumeric characters. The snmpversion parameter options are snmpv1 or snmpv2.

z@l Note: This command does not support a “no” form.

Format snmptrap ipaddr snmpversion name snmpversion

Mode Global Configuration

snmptrap ip6addr snmpversion

This command modifies the SNMP version of a trap. The maximum length of name is 16 case-sensitive
alphanumeric characters. The snmpversion parameter options are snmpv1 or snmpv2.

E@I Note: This command does not support a “no” form.

Format snmptrap ip6addr snmpversion name snmpversion
Mode Global Configuration
show snmp

This command displays the current SNMP configuration.
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Format show snmp
Mode Privileged EXEC
Term Definition
Community Community- The community string for the entry. This is used by SNMPv1 and SNMPv2
Table: String protocols to access the switch.
Community- The type of access the community has:
Access e Read only
* Read write
e su
View Name The view this community has access to.
IP Address Access to this community is limited to this IP address.
Community Community- The community this mapping configures
Group Table: String
Group Name The group this community is assigned to.
IP Address The IP address this community is limited to.
Host Table:  Target The address of the host that traps will be sent to.
Address
Type The type of message that will be sent, either traps or informs.
Community  The community traps will be sent to.
Version The version of SNMP the trap will be sent as.
UDP Port The UDP port the trap or inform will be sent to.
Filter name  The filter the traps will be limited by for this host.
TO Sec The number of seconds before informs will time out when sending to this host.
Retries The number of times informs will be sent after timing out.

show snmp enginelD

This command displays the currently configured SNMP enginelD.

Format show snmp enginelID
Mode Privileged EXEC
Parameter Description

Local SNMP EnginID The current configuration of the displayed SNMP enginelD.

show snmp filters

This command displays the configured filters used when sending traps.
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Format show snmp filters [filtername]

Mode Privileged EXEC

Parameter Description

Name The filter name for this entry.

OID Tree The OID tree this entry will include or exclude.

Type Indicates if this entry includes or excludes the OID Tree.

show snmp group

This command displays the configured groups.

Format show snmp group [groupname]

Mode Privileged EXEC

Parameter Description

Name The name of the group.

Security Model Indicates which protocol can access the system via this group.
Security Level Indicates the security level allowed for this group.

Read View The view this group provides read access to.

Write View The view this group provides write access to.

Notify View The view this group provides trap access to.

show snmp-server

This command displays the current SNMP server user configuration.

Format show snmp-server
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Routing)#show snmp-server

SNMP Server Port.......ciiiiiiiiiiiiiiieneenns 161

show snmp source-interface

Use this command in Privileged EXEC mode to display the configured global source-interface (Source IP
address) details used for an SNMP client.

Format show snmp source-interface
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Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing)# show snmp source-interface
SNMP trap Client Source Interface.............. (not configured)

show snmp user

This command displays the currently configured SNMPv3 users.

Format show snmp user [username]

Mode Privileged EXEC

Term Definition

Name The name of the user.

Group Name The group that defines the SNMPv3 access parameters.
Auth Method The authentication algorithm configured for this user.

Privilege Method The encryption algorithm configured for this user.

Remote Engine The enginelD for the user defined on the client machine.
ID

show snmp views

This command displays the currently configured views.

Format show snmp views [viewname]

Mode Privileged EXEC

Parameter Description

Name The view name for this entry.

OID Tree The OID tree that this entry will include or exclude.
Type Indicates if this entry includes or excludes the OID tree.

show trapflags

This command displays trap conditions. Configure which traps the switch should generate by enabling or
disabling the trap condition. If a trap condition is enabled and the condition is detected, the SNMP agent on the
switch sends the trap to all enabled trap receivers. You do not have to reset the switch to implement the
changes. Cold and warm start traps are always generated and cannot be disabled.

Format show trapflags
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Mode

Privileged EXEC

Term

Definition

Authentication
Flag

Can be enabled or disabled. The factory default is enabled. Indicates whether
authentication failure traps will be sent.

Link Up/Down
Flag

Can be enabled or disabled. The factory default is enabled. Indicates whether link status
traps will be sent.

Multiple Users
Flag

Can be enabled or disabled. The factory default is enabled. Indicates whether a trap will be
sent when the same user ID is logged into the switch more than once at the same time
(either through Telnet or the serial port).

Spanning Tree
Flag

Can be enabled or disabled. The factory default is enabled. Indicates whether spanning tree
traps are sent.
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RADIUS Commands

This section describes the commands you use to configure the switch to use a Remote Authentication Dial-In
User Service (RADIUS) server on your network for authentication and accounting.

aaa server radius dynamic-author

This command enables CoA functionality and enters dynamic authorization local server configuration mode.

Default None
Format aaa server radius dynamic-author
Mode Global Config

Example:

(Routing) #configure
(Routing) (Config)#aaa server radius dynamic-author
(Routing) (Config- radius-da)#

no aaa server radius dynamic-author

This command disables CoA functionality.

Default None
Format no aaa server radius dynamic-author
Mode Global Config

Example:

(Routing) #configure
(Routing) (Config)#no aaa server radius dynamic-author

auth-type

Use this command to specify the type of authorization that the device uses for RADIUS clients. The client must
match the configured attributes for authorization.

Default All
Format auth-type { any | all | session-key }
Mode Dynamic Authorization

Example:

(Routing) (Config- radius-da)#auth-type all

no auth-type

Use this command to reset the type of authorization that the device must use for RADIUS clients.
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Default None

Format no auth-type

Mode Dynamic Authorization
Example:

(Routing) (Config- radius-da)#no auth-type

clear radius dynamic-author statistics

This command clears radius dynamic authorization counters.

Default None
Format clear radius dynamic-author statistics
Mode Privileged EXEC

Example:

(Routing) #clear radius dynamic-author statistics
Are you sure you want to clear statistics? (y/n) y

Statistics cleared.

client

Use this command to configure the IP address or hostname of the AAA server client. Use the optional server-
key keyword and string argument to configure the server key at the client level.

Default None
Format client { ip-address | hostname } [server-key [@|7] key-string]
Mode Dynamic Authorization

Example:

(Routing) (Config- radius-da)#client 10.0.0.1 server-key 7 devicel

no client

Use this command to remove the configured Dynamic Authorization client and the key associated with that
client in the device.

Default None
Format no client { ip-address | hostname }
Mode Dynamic Authorization

Example:
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(Routing) (Config- radius-da)#no client 10.0.0.1

debug aaa coa

Use this command to display Dynamic Authorization Server processing debug information.

Default None

Format debug aaa coa

Mode Dynamic Authorization
debug aaa pod

Use this command to display Disconnect Message packets.

Default None
Format debug aaa pod
Mode Dynamic Authorization

ignore server-key

Use this optional command to configure the device to ignore the server key.

Default Disable

Format ignore server-key

Mode Dynamic Authorization
Example:

(Routing) (Config- radius-da)#ignore server-key

no ignore server-key

Use this optional command to configure the device not to ignore the server key (that is, it resets the ignore server
key property on the device).

Default Disable

Format no ignore server-key

Mode Dynamic Authorization
Example:

(Routing) (Config- radius-da)#no ignore server-key

ignore session-key

Use this optional command to configure the device to ignore the session key.

CLI Command Reference
Page 165



Software User Manual RADIUS Commands

Default Disable

Format ignore session-key

Mode Dynamic Authorization
Example:

(Routing) (Config- radius-da)#ignore session-key

no ignore session-key

Use this optional command to configure the device to not ignore the session key (that is, it resets the ignore
session key property on the device).

Default Disable

Format no ignore session-key

Mode Dynamic Authorization
Example:

(Routing) (Config- radius-da)#no ignore session-key

port

Use this command to specify the UDP port on which a device listens for RADIUS requests from configured
Dynamic Authorization clients. The supported range for the port-number is 1025 to 65535.

Default 3799

Format port port-number

Mode Dynamic Authorization
Example:

(Routing) (Config- radius-da)#port 1700

no port

Use this command to reset the configured UDP port on which a device listens for RADIUS requests from
configured Dynamic Authorization clients.

Default 3799

Format no port

Mode Dynamic Authorization
Example:

(Routing) (Config- radius-da)#no port
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radius accounting mode

This command is used to enable the RADIUS accounting function.

Default disabled
Format radius accounting mode
Mode Global Config

no radius accounting mode
This command is used to set the RADIUS accounting function to the default value - i.e. the RADIUS accounting

function is disabled.

Format no radius accounting mode
Mode Global Config

radius server attribute 4

This command specifies the RADIUS client to use the NAS-IP Address attribute in the RADIUS requests. If the
specific IP address is configured while enabling this attribute, the RADIUS client uses that IP address while
sending NAS-IP-Address attribute in RADIUS communication.

Format radius server attribute 4 [ipaddr]

Mode Global Config

Term Definition

4 NAS-IP-Address attribute to be used in RADIUS requests.
ipaddr The IP address of the server.

no radius server attribute 4

The no version of this command disables the NAS-IP-Address attribute global parameter for RADIUS client.
When this parameter is disabled, the RADIUS client does not send the NAS-IP-Address attribute in RADIUS
requests.

Format no radius server attribute 4 [ipaddr]
Mode Global Config

Example: The following shows an example of the command.
(Switch) (Config) #radius server attribute 4 192.168.37.60
(Switch) (Config) #radius server attribute 4
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radius server host

This command configures the IP address or DNS name to use for communicating with the RADIUS server of a
selected server type. While configuring the IP address or DNS name for the authenticating or accounting
servers, you can also configure the port number and server name. If the authenticating and accounting servers
are configured without a name, the command uses the Default_RADIUS_Auth_Server and
Default_RADIUS_Acct_Server as the default names, respectively. The same name can be configured for more
than one authenticating servers and the name should be unique for accounting servers. The RADIUS client
allows the configuration of a maximum 32 authenticating and accounting servers.

If you use the auth parameter, the command configures the IP address or hostname to use to connect to a
RADIUS authentication server. You can configure up to 3 servers per RADIUS client. If the maximum number
of configured servers is reached, the command fails until you remove one of the servers by issuing the “no” form
of the command. If you use the optional port parameter, the command configures the UDP port number to use
when connecting to the configured RADIUS server. The port number range is 1 - 65535, with 1812 being the
default value.

z@l Note: To reconfigure a RADIUS authentication server to use the default UDP port, set the port
parameter to 1812.

If you use the acct token, the command configures the IP address or hostname to use for the RADIUS
accounting server. You can only configure one accounting server. If an accounting server is currently configured,
use the “no” form of the command to remove it from the configuration. The IP address or hostname you specify
must match that of a previously configured accounting server. If you use the optional port parameter, the
command configures the UDP port to use when connecting to the RADIUS accounting server. If a port is already
configured for the accounting server, the new port replaces the previously configured port. The port must be
a value in the range 0 - 65535, with 1813 being the default.

E@I Note: To reconfigure a RADIUS accounting server to use the default UDP port, set the port parameter

to 1813.
Format radius server host {auth | acct} {ipaddr[dnsname} [name servername] [port @-65535]
Mode Global Config
Field Description
ipaddr The IP address of the server.
dnsname The DNS name of the server.
0-65535 The port number to use to connect to the specified RADIUS server.
servername The alias name to identify the server.
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no radius server host

The no version of this command deletes the configured server entry from the list of configured RADIUS servers.
If the RADIUS authenticating server being removed is the active server in the servers that are identified by the
same server name, then the RADIUS client selects another server for making RADIUS transactions. If the 'auth’
token is used, the previously configured RADIUS authentication server is removed from the configuration.
Similarly, if the 'acct' token is used, the previously configured RADIUS accounting server is removed from the
configuration. The ipaddr [dnsname parameter must match the IP address or DNS name of the previously
configured RADIUS authentication / accounting server.

Format no radius server host {auth | acct} {ipaddr/dnsname}
Mode Global Config

Example: The following shows an example of the command.
(Switch) (Config) #radius server host acct 192.168.37.60
(Switch) (Config) #radius server host acct 192.168.37.60 port 1813
(Switch) (Config) #radius server host auth 192.168.37.60 name Networkl_RS port 1813
(Switch) (Config) #tradius server host acct 192.168.37.60 name Network2_RS
(Switch) (Config) #no radius server host acct 192.168.37.60

radius server key

This command configures the key to be used in RADIUS client communication with the specified server.
Depending on whether the 'auth’ or 'acct' token is used, the shared secret is configured for the RADIUS
authentication or RADIUS accounting server. The IP address or hostname provided must match a previously
configured server. When this command is executed, the secret is prompted.

Text-based configuration supports Radius server’s secrets in encrypted and non-encrypted format. When you
save the configuration, these secret keys are stored in encrypted format only. If you want to enter the key in
encrypted format, enter the key along with the encrypted keyword. In the show running-config command’s display,
these secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

E@I Note: The secret must be an alphanumeric value not exceeding 16 characters.

Format radius server key {auth | acct} {ipaddr|dnsname} encrypted password
Mode Global Config

Field Description

ipaddr The IP address of the server.

dnsname The DNS name of the server.

password The password in encrypted format.

Example: The following shows an example of the CLI command.
radius server key acct 10.240.4.10 encrypted encrypt-string
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radius server msgauth

This command enables the message authenticator attribute to be used for the specified RADIUS Authenticating
server.

Format radius server msgauth ipaddr[dnsname
Mode Global Config

Field Description

ip addr The IP address of the server.
dnsname The DNS name of the server.

no radius server msgauth

The no version of this command disables the message authenticator attribute to be used for the specified
RADIUS Authenticating server.
Format no radius server msgauth ipaddr|dnsname

Mode Global Config

radius server primary

This command specifies a configured server that should be the primary server in the group of servers which
have the same server name. Multiple primary servers can be configured for each number of servers that have
the same name. When the RADIUS client has to perform transactions with an authenticating RADIUS server of
specified name, the client uses the primary server that has the specified server name by default. If the RADIUS
client fails to communicate with the primary server for any reason, the client uses the backup servers configured
with the same server name. These backup servers are identified as the Secondary type.

Format radius server primary {ipaddr|dnsname}

Mode Global Config

Field Description

ip addr The IP address of the RADIUS Authenticating server.
dnsname The DNS name of the server.

radius server retransmit

This command configures the global parameter for the RADIUS client that specifies the number of transmissions
of the messages to be made before attempting the fall back server upon unsuccessful communication with the
current RADIUS authenticating server. When the maximum number of retries are exhausted for the RADIUS
accounting server and no response is received, the client does not communicate with any other server.
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Default 4

Format radius server retransmit retries

Mode Global Config

Field Description

retries The maximum number of transmission attempts in the range of 1 to 15.

no radius server retransmit

The no version of this command sets the value of this global parameter to the default value.

Format no radius server retransmit
Mode Global Config

radius source-interface

Use this command to specify the physical or logical interface to use as the RADIUS client source interface
(Source IP address). If configured, the address of source Interface is used for all RADIUS communications
between the RADIUS server and the RADIUS client. The selected source-interface IP address is used for filling
the IP header of RADIUS management protocol packets. This allows security devices (firewalls) to identify the
source packets coming from the specific switch.

If a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as
the source address. If the configured interface is down, the RADIUS client falls back to its default behavior.

Format radius source-interface {unit/slot/port | loopback Loopback-id | vlan vlan-id}

Mode Global Config

Parameter Description

unit/slot/port The unit identifier assigned to the switch.

loopback-id Configures the loopback interface. The range of the loopback ID is 0 to 7.

vlan-id Cc;nfigzge;sthe VLAN interface to use as the source IP address. The range of the VLAN ID
is1to .

no radius source-interface

Use this command to reset the RADIUS source interface to the default settings.

Format no radius source-interface
Mode Global Config
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radius server timeout

This command configures the global parameter for the RADIUS client that specifies the timeout value (in
seconds) after which a request must be retransmitted to the RADIUS server if no response is received. The
timeout value is an integer in the range of 1 to 30.

Default 5

Format radius server timeout seconds

Mode Global Config

Field Description

retries Maximum number of transmission attempts in the range 1-30.

no radius server timeout

The no version of this command sets the timeout global parameter to the default value.

Format no radius server timeout
Mode Global Config
server-key

Use this command to configure a global shared secret that is used for all dynamic authorization clients that do
not have an individual shared secret key configured.

Default None

Format server-key [7] key-string

Mode Dynamic Authorization

Term Definition

0 An unencrypted key is to be entered

7 An encrypted key is to be entered

string The shared secret string. Maximum length is 128 characters for unencrypted
key and 256 characters for encrypted key. Overrides the global setting for this
client only. Enclose in quotes to use special characters or embedded blanks.

Example:

(Routing) (Config-radius-da)# server-key encrypted mydevice

no server-key

Use this command to remove the global shared secret key configuration.
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Default None

Format no server-key

Mode Dynamic Authorization
Example:

(Routing) (Config-radius-da)#no server-key

show radius servers

Use this command to display the authentication parameters.

Default Not applicable
Format show radius servers { serverIP | name serverName }
Mode User EXEC

Example:

(Routing)# show radius servers name Default-RADIUS-Server

RADIUS Server Name....viieieieeeeeeeeeeeannnnns CoA-Server-1
Current Server IP Address........covvieeeeennn. 1.1.1.1

Number of Retransmits.............coiiiiininnnn. 3

Timeout Duration.......c.eeiiiiiiiiiiiinneennns 15

Deadtime. . vttt ittt i i it 0

0 o PP 3799

SOUPCE TPttt ittt iiieieieeneeenneennns 10.27.9.99 <- switch
RADIUS Accounting Mode......vvvevenrerennennnns Disabled
Secret Configured.......ccviiiiiiiinnnnnnnnnnnns Yes

Message Authenticator..........ccovviiiiivnnnn, Enable

Number of CoA Requests Received.........vvveiivvnnnn. 203
Number of CoA ACK Responses Sent..........ocevvennnn. 111
Number of CoA NAK Responses Sent..........eeeivenennnns 37
Number of Coa Requests Ignored.........eieveveenennnns 55
Number of CoA Missing/Unsupported Attribute Requests..... 18
Number of CoA Session Context Not Found Requests......... 5
Number of CoA Invalid Attribute Value Requests... 11

Number of Administratively Prohibited Requests......... 3

show radius

This command displays the values configured for the global parameters of the RADIUS client.

Format show radius
Mode Privileged EXEC
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Term Definition

Number of Configured The number of RADIUS Authentication servers that have been
Authentication Servers configured.

Number of Configured The number of RADIUS Accounting servers that have been configured.

Accounting Servers

Number of Named Authentication The number of configured named RADIUS server groups.
Server Groups

Number of Named Accounting The number of configured named RADIUS server groups.
Server Groups

Number of Retransmits The configured value of the maximum number of times a request packet
is retransmitted.

Time Duration The configured timeout value, in seconds, for request retransmissions.

RADIUS Accounting Mode A global parameter to indicate whether the accounting mode for all the
servers is enabled or not.

RADIUS Attribute 4 Mode A global parameter to indicate whether the NAS-IP-Address attribute has
been enabled to use in RADIUS requests.

RADIUS Attribute 4 Value A global parameter that specifies the IP address to be used in the NAS-

IP-Address attribute to be used in RADIUS requests.

Example: The following shows example CLI display output for the command.
(Switch) #show radius

Number of Configured Authentication Servers............. 32

Number of Configured Accounting Servers..........ceeeee.. 32

Number of Named Authentication Server Groups............ 15

Number of Named Accounting Server Groups................ 3

Number of Retransmits.........ccoiiiiiiiiiiiiiiiniiinnnn, 4

Time DUration. vttt ittt ettt ennnnas 10

RADIUS Accounting Mode......cctitiiuinunnnnnnnnnnnnnnannns Disable
RADIUS Attribute 4 Mode......iiiiiiiiiiiiiiiiiinnnnnenns Enable

RADIUS Attribute 4 Value .......ciiiiiiiiiiiiiiiiinneenns 192.168.37.60

show radius servers

This command displays the summary and details of RADIUS authenticating servers configured for the RADIUS
client.

Format show radius servers [{ipaddr|dnsname | name [servername]}]

Mode Privileged EXEC

Field Description

ipaddr The IP address of the authenticating server.

dnsname The DNS name of the authenticating server.

servername The alias name to identify the server.

Current The * symbol preceding the server host address specifies that the server is currently active.
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Field

Description

Host Address

The IP address of the host.

Server Name

The name of the authenticating server.

Port

The port used for communication with the authenticating server.

Type Specifies whether this server is a primary or secondary type.

Current Host The IP address of the currently active authenticating server.

Address

Secret Yes or No Boolean value that indicates whether this server is configured with a secret.
Configured

Number of The configured value of the maximum number of times a request packet is retransmitted.
Retransmits

Message A global parameter to indicate whether the Message Authenticator attribute is enabled or

Authenticator

disabled.

Time Duration

The configured timeout value, in seconds, for request retransmissions.

RADIUS A global parameter to indicate whether the accounting mode for all the servers is enabled
Accounting or not.

Mode

RADIUS A global parameter to indicate whether the NAS-IP-Address attribute has been enabled to

Attribute 4 Mode

use in RADIUS requests.

RADIUS

A global parameter that specifies the IP address to be used in NAS-IP-Address attribute

Attribute 4 Value used in RADIUS requests.

Example: The following shows example CLI display output for the command.

(Switch) #show radius servers

Cur Host Address Server Name Port Type

* 192.168.37.200 Networkl_ RADIUS_Server 1813 Primary
192.168.37.201 Network2_RADIUS_Server 1813 Secondary
192.168.37.202 Network3_RADIUS_Server 1813 Primary
192.168.37.203 Network4 RADIUS_Server 1813 Secondary

(Switch) #show radius servers name

Current Host Address Server Name Type
——————————————————————————————————————————————————————————————————— 192.168.37.200
Networkl_ RADIUS_Server Secondary

192.168.37.201 Network2_ RADIUS_Server Primary
192.168.37.202 Network3_ RADIUS_Server Secondary
192.168.37.203 Network4 RADIUS_Server Primary
(Switch) #show radius servers name Default_RADIUS_Server

Server Name........coeetennnnnnnnnnnnns Default_RADIUS_Server

Host Address......ceeiiiiiiiiiiinnnnnns 192.168.37.58

Secret Configured........cvvviiivnnnnn. No

Message Authenticator ................. Enable

Number of Retransmits.................. 4

Time Duration.........ciiiiiiiinnnnnn. 10

RADIUS Accounting Mode.......ovvveevnns Disable
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RADIUS Attribute 4 Mode..........c...... Enable

RADIUS Attribute 4 Value .............. 192.168.37.60

(Switch) #show

radius servers 192.168.37.58

Server Name....veeviiiini i enneennns Default_RADIUS_Server
Host Address......cooviiiiiiiienneennns 192.168.37.58

Secret Configured........vviiivvnnnnn. No

Message Authenticator ................. Enable

Number of Retransmits.................. 4

Time Duration........cciiiiiiiiinnnnnns 10

RADIUS Accounting Mode........vvvevvnnn Disable

RADIUS Attribute 4 Mode............... Enable

RADIUS Attribute 4 Value .............. 192.168.37.60

show radius accounting

This command displays a summary of configured RADIUS accounting servers.

Format show radius accounting name [servername]

Mode Privileged EXEC

Field Description

servername An alias name to identify the server.

RADIUS A global parameter to indicate whether the accounting mode for all the servers is enabled
Accounting or not.

Mode

If you do not specify any parameters, then only the accounting mode and the RADIUS accounting server details

are displayed.

Term

Definition

Host Address

The IP address of the host.

Server Name

The name of the accounting server.

Port

The port used for communication with the accounting server.

Secret
Configured

Yes or No Boolean value indicating whether this server is configured with a secret.

Example: The following shows example CLI display output for the command.

(Switch) #show

Host Address

radius accounting name

Server Name

Secret
Configured

192.168.37.200
192.168.37.201
192.168.37.202
192.168.37.203

Networkl RADIUS_Server
Network2_ RADIUS_Server
Network3_RADIUS_Server
Network4_RADIUS_Server

Yes
No
Yes
No
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(Switch) #show radius accounting name Default_RADIUS_Server

Server Name.................
Host Address................
RADIUS Accounting Mode
Port ..o
Secret Configured ..........

........... Default_RADIUS_Server
........... 192.168.37.200
................. Disable

........... 1813

show radius accounting statistics

This command displays a summary of statistics for the configured RADIUS accounting servers.

Format show radius accounting statistics {ipaddr[dnsname | name servername}
Mode Privileged EXEC

Term Definition

ipaddr The IP address of the server.

dnsname The DNS name of the server.

servername The alias name to identify the server.

RADIUS Accounting Server Name

The name of the accounting server.

Server Host Address

The IP address of the host.

Round Trip Time

The time interval, in hundredths of a second, between the most recent
Accounting-Response and the Accounting-Request that matched it from
this RADIUS accounting server.

Requests

The number of RADIUS Accounting-Request packets sent to this server.
This number does not include retransmissions.

Retransmission

The number of RADIUS Accounting-Request packets retransmitted to
this RADIUS accounting server.

Responses

The number of RADIUS packets received on the accounting port from
this server.

Malformed Responses

The number of malformed RADIUS Accounting-Response packets
received from this server. Malformed packets include packets with an
invalid length. Bad authenticators or signature attributes or unknown
types are not included as malformed accounting responses.

Bad Authenticators

The number of RADIUS Accounting-Response packets containing
invalid authenticators received from this accounting server.

Pending Requests

The number of RADIUS Accounting-Request packets sent to this server
that have not yet timed out or received a response.

Timeouts

The number of accounting timeouts to this server.

Unknown Types

The number of RADIUS packets of unknown types, which were received
from this server on the accounting port.

Packets Dropped

The number of RADIUS packets received from this server on the
accounting port and dropped for some other reason.
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Example: The following shows example CLI display output for the command.
(Switch) #show radius accounting statistics 192.168.37.200

RADIUS Accounting Server Name..........eeeeens Default_RADIUS_Server
HOSt Address. .. .viiiii it iinnnneeeeenns 192.168.37.200
Round Trip Time. .. i i iiiieeee oo ennnnns 0.00

RequUeSTS. ittt i i i it e i 0
Retransmissions.......cciiiiiiiiiiiinnnnnnnns 0

RESPONSES . ittt ittt ittt ittt 0

Malformed RESPONSES. ...t ttiivinnneeriennnnnenns 0

Bad Authenticators...........ccoiiiiiiiiiinn.. (4]

Pending Requests......civiiiiiiiiinnnnnnnnnnnns 0

=T o U o (4]

UnKNOWN TYPeS .ttt vttt iennnnneeesennnneeessnns 0

Packets Dropped......coviiiiiiiiiiiiiiiiennnns 0

(Switch) #show radius accounting statistics name Default_ RADIUS_Server

RADIUS Accounting Server Name..........covuun. Default_RADIUS_Server
Host Address......ciiiiiiiiiiiiiiniieneennnenns 192.168.37.200
Round Trip Time....vviietiiiiiiniiiiennnnnnens 0.00

RequUESTS. .t ittt ittt i it ittt et 0
Retransmissions........cciiiiiiiiiiiiiiinnnns (4]

RESPONSES . v ittt it it ittt ittt 0

Malformed RESPONSES. .. iiiienenennenensennns 0

Bad Authenticators...........coiiiiiiiiiiiin, 0

Pending Requests.....cvviiiiiiiiiiinennnnnns 0

L 11T o T & o= 0

UnKnown TypesS. ...ttt nensnossansenens 0

Packets Dropped......oiiiiiiiiinennnnnnnnnnns 0

show radius source-interface

Use this command in Privileged EXEC mode to display the configured RADIUS client source-interface (Source
IP address) information.

Format show radius source-interface
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing)# show radius source-interface
RADIUS Client Source Interface.............. (not configured)

show radius statistics

This command displays the summary statistics of configured RADIUS Authenticating servers.

Format show radius statistics {ipaddr[dnsname | name servername}
Mode Privileged EXEC
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Term Definition

ipaddr The IP address of the server.

dnsname The DNS name of the server.

servername The alias name to identify the server.

RADIUS Server The name of the authenticating server.

Name

Server Host The IP address of the host.

Address

Access The number of RADIUS Access-Request packets sent to this server. This number does not
Requests include retransmissions.

Access The number of RADIUS Access-Request packets retransmitted to this RADIUS

Retransmissions authentication server.

Access Accepts The number of RADIUS Access-Accept packets, including both valid and invalid packets,
that were received from this server.

Access Rejects The number of RADIUS Access-Reject packets, including both valid and invalid packets,
that were received from this server.

Access The number of RADIUS Access-Challenge packets, including both valid and invalid packets,
Challenges that were received from this server.

Malformed The number of malformed RADIUS Access-Response packets received from this server.
Access Malformed packets include packets with an invalid length. Bad authenticators or signature
Responses attributes or unknown types are not included as malformed access responses.

Bad The number of RADIUS Access-Response packets containing invalid authenticators or
Authenticators  signature attributes received from this server.

Pending The number of RADIUS Access-Request packets destined for this server that have not yet
Requests timed out or received a response.

Timeouts The number of authentication timeouts to this server.

Unknown Types The number of packets of unknown type that were received from this server on the
authentication port.

Packets Dropped The number of RADIUS packets received from this server on the authentication port and
dropped for some other reason.

Example: The following shows example CLI display output for the command.
(Switch) #show radius statistics 192.168.37.200

RADIUS Server Name....veeeeeeeroreroeeeonnnnns Default_RADIUS_Server
Server Host Address......oeeeeeiiinnnneeeennns 192.168.37.200
Access Requests. . v iii it iiinnnneiriennnnnenns 0.00

Access Retransmissions.........oeeiiiiiinnnnns 0

Access AcceptsS. ...ttt ittt i i e, 0

Access RejJeCTS. . it iiiiiiininnennnnenennenens 0

Access Challenges...vviiiiiiinnnnnnnenennennns 0

Malformed Access ReSpONSEeS......eevivinunnenns 0

Bad Authenticators...........coiiiiiiiiiiiiat, 0

Pending Requests.....cvviiiiiiiininnienennnns 0

L 111 T U 0

UnKnown TypesS. ...ttt nnnnnnensnossnnsonens 0

Packets Dropped......civiiiiiiiinennnnnnnannns 0

(Switch) #show radius statistics name Default_RADIUS_Server
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RADIUS Server Name.....veeeeeerierereeeeonnnnns Default_RADIUS_Server
Server Host Address.......oveeiiiiiinneeeennnn 192.168.37.200
Access RequestsS. .. .viiiiiiiii it inneeennnns 0.00

Access Retransmissions.........ccoiiiiiiineenn 0

Access AcCCepltS. . ittt it it 0

Access RejectsS. . iviiiii it iiinnnneiiennnnnenns 0

Access Challenges....veeiiiiinnneeriennnnnnnns 0

Malformed AcCCesS RESPONSES.....vvvveeeenrerens 0

Bad Authenticators...........coiiiiiiiiiiinn.. (4]

Pending Requests. ... ..ot nnnnnnnnns 0

L 1T o T & o~ 0

UNKNOWN TYPeS .ttt ittt ieennnneeesensnneeenonns 0

Packets Dropped......coviiiiiiiiiiiiiiiiennnns 0
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TACACS+ Commands

TACACS+ provides access control for networked devices via one or more centralized servers. Similar to
RADIUS, this protocol simplifies authentication by making use of a single database that can be shared by many
clients on a large network. TACACS+ is based on the TACACS protocol (described in RFC1492) but additionally
provides for separate authentication, authorization, and accounting services. The original protocol was UDP
based with messages passed in clear text over the network; TACACS+ uses TCP to ensure reliable delivery and
a shared key configured on the client and daemon server to encrypt all messages.

tacacs-server host

Use the tacacs-server host command in Global Configuration mode to configure a TACACS+ server. This
command enters into the TACACS+ configuration mode. The ip-address [hostname parameter is the IP address
or hostname of the TACACS+ server. To specify multiple hosts, multiple tacacs-server host commands can be
used.

Format tacacs-server host ip-address [hostname

Mode Global Config

no tacacs-server host

Use the no tacacs-server host command to delete the specified hostname or IP address. The ip-
address [ hostname parameter is the IP address of the TACACS+ server.

Format no tacacs-server host ip-address|[hostname
Mode Global Config

tacacs-server key

Use the tacacs-server key command to set the authentication and encryption key for all TACACS+
communications between the switch and the TACACS+ daemon. The key-string parameter has a range of O -
128 characters and specifies the authentication and encryption key for all TACACS communications between
the switch and the TACACS+ server. This key must match the key used on the TACACS+ daemon.

Text-based configuration supports TACACS server’s secrets in encrypted and non-encrypted format. When you
save the configuration, these secret keys are stored in encrypted format only. If you want to enter the key in
encrypted format, enter the key along with the encrypted keyword. In the show running-config command’s display,
these secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

Format tacacs-server key [key-string | encrypted key-string]
Mode Global Config
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no tacacs-server key

Use the no tacacs-server key command to disable the authentication and encryption key for all TACACS+
communications between the switch and the TACACS+ daemon. The key-string parameter has a range of O -
128 characters This key must match the key used on the TACACS+ daemon.

Format no tacacs-server key key-string
Mode Global Config

tacacs-server keystring

Use the tacacs-server keystring command to set the global authentication encryption key used for all
TACACS+ communications between the TACACS+ server and the client.

Format tacacs-server keystring
Mode Global Config

Example: The following shows an example of the CLI command.

(Switching)(Config)#tacacs-server keystring
Enter tacacs key:*¥¥*kkix
Re-enter tacacs key:****x*xxxx

tacacs-server source-interface

Use this command in Global Configuration mode to configure the source interface (Source IP address) for
TACACS+ server configuration. The selected source-interface IP address is used for filling the IP header of
management protocol packets. This allows security devices (firewalls) to identify the source packets coming
from the specific switch.

If a source-interface is not specified, the primary IP address of the originating (outbound) interface is used as
the source address.

Format tacacs-server source-interface {unit/slot/port|loopback Loopback-id|vlan vlan-id}

Mode Global Config

Parameter Description

unit/slot/port The unit identifier assigned to the switch, in unit/slot/port format.

loopback-id The loopback interface. The range of the loopback ID is 0 to 7.

vlan-id C%nfigzgegssthe VLAN interface to use as the source IP address. The range of the VLAN ID
is 1to .

Example: The following shows an example of the command.

(Config)#tacacs-server source-interface loopback ©
(Config)#tacacs-server source-interface 1/0/1

CLI Command Reference
Page 182



Software User Manual TACACS+ Commands

(Config)#no tacacs-server source-interface

no tacacs-server source-interface

Use this command in Global Configuration mode to remove the global source interface (Source IP selection) for
all TACACS+ communications between the TACACS+ client and the server.

Format no tacacs-server source-interface

Mode Global Config

tacacs-server timeout

Use the tacacs-server timeout command to set the timeout value for communication with the TACACS+
servers. The timeout parameter has a range of 1-30 and is the timeout value in seconds. If you do not specify
a timeout value, the command sets the global timeout to the default value. TACACS+ servers that do not use
the global timeout will retain their configured timeout values.

Default 5
Format tacacs-server timeout timeout
Mode Global Config

no tacacs-server timeout

Use the no tacacs-server timeout command to restore the default timeout value for all TACACS servers.

Format no tacacs-server timeout
Mode Global Config
key

Use the key command in TACACS Configuration mode to specify the authentication and encryption key for all
TACACS communications between the device and the TACACS server. This key must match the key used on
the TACACS daemon. The key-string parameter specifies the key name. For an empty string use “”. (Range:
0 - 128 characters).

Text-based configuration supports TACACS server’s secrets in encrypted and non-encrypted format. When you
save the configuration, these secret keys are stored in encrypted format only. If you want to enter the key in
encrypted format, enter the key along with the encrypted keyword. In the show running-config command’s display,
these secret keys are displayed in encrypted format. You cannot show these keys in plain text format.

Format key [key-string | encrypted key-string]
Mode TACACS Config
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keystring

Use the keystring command in TACACS Server Configuration mode to set the TACACS+ server-specific
authentication encryption key used for all TACACS+ communications between the TACACS+ server and the
client.

Format keystring
Mode TACACS Server Config

Example: The following shows an example of the command.

(Switching)(Config)#tacacs-server host 1.1.1.1
(Switching)(Tacacs)#keystring

Enter tacacs key:*¥¥*xk*xx
Re-enter tacacs key:*****i*x
port

Use the port command in TACACS Configuration mode to specify a server port number. The server port-
number range is 0 - 65535.

Default 49
Format port port-number
Mode TACACS Config

priority (TACACS Config)

Use the priority command in TACACS Configuration mode to specify the order in which servers are used,
where 0 (zero) is the highest priority. The priority parameter specifies the priority for servers. The highest
priority is O (zero), and the range is 0 - 65535.

Default 0

Format priority priority
Mode TACACS Config
timeout

Use the timeout command in TACACS Configuration mode to specify the timeout value in seconds. If no timeout
value is specified, the global value is used. The timeout parameter has a range of 1-30 and is the timeout value
in seconds.

Format timeout timeout
Mode TACACS Config
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show tacacs

Use the show tacacs command to display the configuration, statistics, and source interface details of the
TACACS+ client.

Format show tacacs [ip-address|hostname|client|server]
Mode Privileged EXEC
Term Definition

Host address The IP address or hostname of the configured TACACS+ server.

Port The configured TACACS+ server port number.
TimeOut The timeout in seconds for establishing a TCP connection.
Priority The preference order in which TACACS+ servers are contacted. If a server connection fails,

the next highest priority server is contacted.

show tacacs source-interface

Use the show tacacs source-interface command in Global Config mode to display the configured global
source interface details used for a TACACS+ client. The IP address of the selected interface is used as source
IP for all communications with the server.

Format show tacacs source-interface

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Config)# show tacacs source-interface

TACACS Client Source Interface : loopback ©
TACACS Client Source IPv4 Address : 1.1.1.1 [UP]
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Configuration Scripting Commands

Configuration Scripting allows you to generate text-formatted script files representing the current configuration
of a system. You can upload these configuration script files to a PC or UNIX system and edit them. Then, you
can download the edited files to the system and apply the new configuration. You can apply configuration scripts
to one or more switches with no or minor modifications.

Use the show running-config command (see “show running-config” on page 215) to capture the running
configuration into a script. Use the copy command (see “copy” on page 245) to transfer the configuration script
to or from the switch.

You should use scripts on systems with default configuration; however, you are not prevented from applying
scripts on systems with non-default configurations.

Scripts must conform to the following rules:

* The file extension must be “.scr”.

* A maximum of ten scripts are allowed on the switch.

¢ The combined size of all script files on the switch shall not exceed 2048 KB.
e The maximum number of configuration file command lines is 2000.

You can type single-line annotations at the command prompt to use when you write test or configuration scripts
to improve script readability. The exclamation point (!) character flags the beginning of a comment. The
comment flag character can begin a word anywhere on the command line, and all input following this character
is ignored. Any command line that begins with the “!” character is recognized as a comment line and ignored by
the parser.

The following lines show an example of a script:
! Script file for displaying management access

show telnet !Displays the information about remote connections
I Display information about direct connections
show serial

I End of the script file!

% Note: To specify a blank password for a user in the configuration script, you must specify it as a space
within quotes. For example, to change the password for user jane from a blank password to hello, the
script entry is as follows:
users passwd jane

hello
hello

script apply

This command applies the commands in the script to the switch. The scriptname parameter is the name of the
script to apply.
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Format script apply scriptname
Mode Privileged EXEC

script delete

This command deletes a specified script where the scriptname parameter is the name of the script to delete.
The al L option deletes all the scripts present on the switch.

Format script delete {scriptname | all}
Mode Privileged EXEC

script list

This command lists all scripts present on the switch as well as the remaining available space.

Format script list

Mode Privileged EXEC
Term Definition
Configuration Name of the script.
Script

Size Privileged EXEC

script show

This command displays the contents of a script file, which is named scriptname.

Format script show scriptname
Mode Privileged EXEC
Term Definition

Output Format 1line number: Line contents

script validate

This command validates a script file by parsing each line in the script file where scriptname is the name of the
script to validate. The validate option is intended to be used as a tool for script development. Validation identifies
potential problems. It might not identify all problems with a given script on any given device.

Format script validate scriptname
Mode Privileged EXEC
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Prelogin Banner, System Prompt, and Host Name Commands

This section describes the commands you use to configure the prelogin banner and the system prompt. The
prelogin banner is the text that displays before you login at the User: prompt.

copy (pre-login banner)
The copy command includes the option to upload or download the CLI Banner to or from the switch. You can

specify local URLs by using FTP, TFTP, SFTP, SCP, or Xmodem.

E@I Note: The parameter ip6address is also a valid parameter for routing packages that support IPv6.

Default none
Format copy <tftp://<ipaddr>/<filepath>/<filename>> nvram:clibanner

copy nvram:clibanner <tftp://<ipaddr>/<filepath>/<filename>>
Mode Privileged EXEC

set prompt

This command changes the name of the prompt. The length of name may be up to 64 alphanumeric characters.

Format set prompt prompt_string
Mode Privileged EXEC
hostname

This command sets the system hostname. It also changes the prompt. The length of name may be up to 64
alphanumeric, case-sensitive characters.

Format hostname hostname
Mode Privileged EXEC

show clibanner

Use this command to display the configured prelogin CLI banner. The prelogin banner is the text that displays
before displaying the CLI prompt.

Default No contents to display before displaying the login prompt.
Format show clibanner
Mode Privileged EXEC
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Example: The following shows example CLI display output for the command.

(Routing) #show clibanner

Banner Message configured :

set clibanner

Use this command to configure the prelogin CLI banner before displaying the login prompt.

Format set clibanner Lline

Mode Global Config

Parameter Description

line Banner text where ““ (double quote) is a delimiting character. The banner message can be

up to 2000 characters.

no set clibanner

Use this command to unconfigure the prelogin CLI banner.

Format no set clibanner
Mode Global Config
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Section 6: Utility Commands

This chapter describes the utility commands available in the Switch SMB CLI. The

Utility Commands chapter includes the following sections:

e “Autolnstall Commands” on page 191

e “CLI Output Filtering Commands” on page 194

e “Dual Image Commands” on page 196

e “System Information and Statistics Commands” on page 197
* “Logging Commands” on page 225

e “Email Alerting and Mail Server Commands” on page 233
e “System Utility and Clear Commands” on page 239

¢ “Simple Network Time Protocol Commands” on page 255
e “Time Zone Commands” on page 261

e “DHCP Server Commands” on page 265

* “DNS Client Commands” on page 277

e “|P Address Conflict Commands” on page 282

e “Serviceability Packet Tracing Commands” on page 283
e “Cable Test Command” on page 308

e “Green Ethernet Commands” on page 309

¢ “Remote Monitoring Commands” on page 318

* “Statistics Application Commands” on page 333

ﬁ Note: The commands in this chapter are in one of four functional groups:
e Show commands display switch settings, statistics, and other information.

¢ Configuration commands configure features and options of the switch. For every configuration
command, there is a show command that displays the configuration setting.

e Copy commands transfer or save configuration and informational files to and from the switch.
¢ Clear commands clear some or all of the settings to factory defaults.
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Autolnstall Commands

The Autolnstall feature enables the automatic update of the image and configuration of the switch. This feature
enables touchless or low-touch provisioning to simplify switch configuration and imaging.

Autolnstall includes the following support:

* Downloading an image from TFTP server using DHCP option 125. The image update can result in a
downgrade or upgrade of the firmware on the switch.

* Automatically downloading a configuration file from a TFTP server when the switch is booted with no saved
configuration file.

e Automatically downloading an image from a TFTP server in the following situations:
¢ When the switch is booted with no saved configuration found.
¢ When the switch is booted with a saved configuration that has Autolnstall enabled.

When the switch boots and no configuration file is found, it attempts to obtain an IP address from a network
DHCP server. The response from the DHCP server includes the IP address of the TFTP server where the image
and configuration flies are located.

After acquiring an IP address and the additional relevant information from the DHCP server, the switch
downloads the image file or configuration file from the TFTP server. A downloaded image is automatically
installed. A downloaded configuration file is saved to non-volatile memory.

E@I Note: Autolnstall from a TFTP server can run on any IP interface, including the network port, service
port, and in-band routing interfaces (if supported). To support Autolnstall, the DHCP client is enabled
operationally on the service port, if it exists, or the network port, if there is no service port.

boot autoinstall

Use this command to operationally start or stop the Autolnstall process on the switch. The command is non-
persistent and is not saved in the startup or running configuration file.

Default stopped
Format boot autoinstall {start | stop}
Mode Privileged EXEC

boot host retrycount

Use this command to set the number of attempts to download a configuration file from the TFTP server.

Default 3
Format boot host retrycount 1-3
Mode Privileged EXEC
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no boot host retrycount

Use this command to set the number of attempts to download a configuration file to the default value.

Format no boot host retrycount
Mode Privileged EXEC

boot host dhcp

Use this command to enable Autolnstall on the switch for the next reboot cycle. The command does not change
the current behavior of Autolnstall and saves the command to NVRAM.

Default enabled
Format boot host dhcp
Mode Privileged EXEC

no boot host dhcp

Use this command to disable Autolnstall for the next reboot cycle.

Format no boot host dhcp
Mode Privileged EXEC

boot host autosave

Use this command to automatically save the downloaded configuration file to the startup-config file on the
switch. When autosave is disabled, you must explicitly save the downloaded configuration to non-volatile
memory by using the write memory or copy system:running-config nvram:startup-config command. If the
switch reboots and the downloaded configuration has not been saved, the Autolnstall process begins, if the
feature is enabled.

Default disabled
Format boot host autosave
Mode Privileged EXEC

no boot host autosave

Use this command to disable automatically saving the downloaded configuration on the switch.

Format no boot host autosave
Mode Privileged EXEC
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boot host autoreboot

Use this command to allow the switch to automatically reboot after successfully downloading an image. When
auto reboot is enabled, no administrative action is required to activate the image and reload the switch.

Default enabled
Format boot host autoreboot
Mode Privileged EXEC

no boot host autoreboot

Use this command to prevent the switch from automatically rebooting after the image is downloaded by using
the Autolnstall feature.

Format no boot host autoreboot
Mode Privileged EXEC

erase startup-config

Use this command to erase the text-based configuration file stored in non-volatile memory. If the switch boots
and no startup-config file is found, the Autolnstall process automatically begins.

Format erase startup-config
Mode Privileged EXEC

erase factory-defaults

Use this command to erase the text-based factory-defaults file stored in non-volatile memory.

Default Disable
Format erase factory-defaults
Mode Privileged EXEC

show autoinstall
This command displays the current status of the Autolnstall process.

Format show autoinstall
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(switch) #show autoinstall

AutoInstall Mode.......oviiiiiiiniiiennnnneenns Stopped
AutoInstall Persistent Mode.............coue.. Disabled
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AUtOoSaVve MOdEe. .o vii ittt iineeeeenenenanonnnnns Disabled
AutoReboot Mode....ovviii i eennnns Enabled
AutoInstall Retry Count.....covvvvviinnennnnns 3

CLI Output Filtering Commands

show xxxlinclude “string”

The command xxx is executed and the output is filtered to only show lines containing the “string” match. All
other non-matching lines in the output are suppressed.

Example: The following shows an example of the CLI command.
(Routing) #show running-config | include “spanning-tree”

spanning-tree configuration name "©0-02-BC-42-F9-33"
spanning-tree bpduguard

spanning-tree bpdufilter default

spanning-tree forceversion 802.1w

show xxx|include “string” exclude “string2”

The command xxx is executed and the output is filtered to only show lines containing the “string” match and
not containing the “string2” match. All other non-matching lines in the output are suppressed. If a line of output
contains both the include and exclude strings then the line is not displayed.

Example: The following shows example of the CLI command.

(Routing) #show running-config | include “spanning-tree” exclude “configuration”

spanning-tree bpduguard
spanning-tree bpdufilter default
spanning-tree forceversion 802.1w

show xxx|exclude “string”

The command xxx is executed and the output is filtered to show all lines not containing the “string” match.
Output lines containing the “string” match are suppressed.

Example: The following shows an example of the CLI command.
(Routing) #show interface 0/1

Packets Received Without Error................. 0
Packets Received With Error........ ..o 0
Broadcast Packets Received.........ccvviiinnnn. (%]
Receive Packets Discarded.........ccvvvviunnnn.. 0
Packets Transmitted Without Errors............. 0
Transmit Packets Discarded..............ccuunn. 0
Transmit Packet Errors......cceeiiiiiiinennnnns 0
Collision Frames.......cceeeeeenenennnnnnennnnns 0
Time Since Counters Last Cleared............... 281 day 4 hr 9 min @ sec

(Routing) #show interface 0/1 | exclude “Packets”
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Transmit Packet Errors........ccciiiiiiiiennnn. (4]
Collision Frames.......ceiiiiinennnnennnnnnnnns (4]
Time Since Counters Last Cleared............... 20 day 21 hr 30 min 9 sec

show xxx|begin “string”
The command xxx is executed and the output is filtered to show all lines beginning with and following the first
line containing the “string” match. All prior lines are suppressed.

Example: The following shows an example of the CLI command.
(Routing) #show port all | begin “1/1”

1/1 Enable Down Disable N/A N/A
1/2 Enable Down Disable N/A N/A
1/3 Enable Down Disable N/A N/A
1/4 Enable Down Disable N/A N/A
1/5 Enable Down Disable N/A N/A
1/6 Enable Down Disable N/A N/A

(Routing) #

show xxx|section “string”

The command xxx is executed and the output is filtered to show only lines included within the section(s)
identified by lines containing the “string” match and ending with the first line containing the default end-of-
section identifier (i.e. “exit”).

Example: The following shows an example of the CLI command.
(Routing) #show running-config | section “interface 0/1”

interface 0/1
no spanning-tree port mode
exit

show xxx|section “string” “string2”’

The command xxx is executed and the output is filtered to only show lines included within the section(s)
identified by lines containing the “string” match and ending with the first line containing the “string2’ match. If
multiple sessions matching the specified string match criteria are part of the base output, then all instances are
displayed.

show xxx|section “string” include “string2”

The command xxx is executed and the output is filtered to only show lines included within the section(s)
identified by lines containing the “string” match and ending with the first line containing the default end-of-
section identifier (i.e. “exit”) and that include the “string2” match. This type of filter command could also include
“exclude” or user-defined end-of-section identifier parameters as well.
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Dual Image Commands

E@I Note: These commands are only available on selected Linux-based platforms.

Switch SMB software supports a dual image feature that allows the switch to have two software images in the
permanent storage. You can specify which image is the active image to be loaded in subsequent
reboots. This feature allows reduced down-time when you upgrade or downgrade the software.

delete
This command deletes the backup image file from the permanent storage or the core dump file from the local
file system.
Format delete backup
delete core-dump-file file-name | all
Mode Privileged EXEC

boot system

This command activates the specified image. It will be the active-image for subsequent reboots and will be
loaded by the boot loader. The current active-image is marked as the backup-image for subsequent reboots. If
the specified image doesn't exist on the system, this command returns an error message.

Format boot system {active | backup}
Mode Privileged EXEC

show bootvar

_ This command displays the version information and the activation status for the current active and backup
images. The command also displays any text description associated with an image. This command displays the
switch activation status.

Format show bootvar
Mode Privileged EXEC
filedescr
This command associates a given text description with an image. Any existing description will be replaced.
Format filedescr {active | backup} text-description
Mode Privileged EXEC

update bootcode

This command updates the bootcode (boot loader) on the switch. The bootcode is read from the active-image
for subsequent reboots.

Format update bootcode
Mode Privileged EXEC
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System Information and Statistics Commands

This section describes the commands you use to view information about system features, components, and
configurations.

show arp switch

This command displays the contents of the IP stack’s Address Resolution Protocol (ARP) table. The IP stack
only learns ARP entries associated with the management interfaces - network or service ports. ARP entries
associated with routing interfaces are not listed.

Format show arp switch

Mode Privileged EXEC

Term Definition

IP Address IP address of the management interface or another device on the management network.
MAC Address Hardware MAC address of that device.

Interface For a service port the output is Management. For a network port, the output is the unit/slot/

port of the physical interface.

show eventlog

This command displays the event log, which contains error messages from the system. The event log is not
cleared on a system reset.

Format show eventlog

Mode Privileged EXEC

Term Definition

File The file in which the event originated.
Line The line number of the event.

Task Id The task ID of the event.

Code The event code.

Time The time this event occurred.

E@I Note: Event log information is retained across a switch reset.

show hardware

This command displays inventory information for the switch.
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z I Note: The show version command and the show hardware command display the same information. In
future releases of the software, the show hardware command will not be available. For a description of
the command output, see the command “show version” on page 198.

Format show hardware
Mode Privileged EXEC

show version

This command displays inventory information for the switch.

z | Note: The show version command will replace the show hardware command in future releases of the
software.

Format show version
Mode Privileged EXEC
Term Definition

System Description Text used to identify the product name of this switch.

Machine Type The machine model as defined by the Vital Product Data.
Machine Model The machine model as defined by the Vital Product Data
Serial Number The unique box serial number for this switch.

FRU Number The field replaceable unit number.

Part Number Manufacturing part number.

Maintenance Level Hardware changes that are significant to software.
Manufacturer Manufacturer descriptor field.

Burned in MAC Universally assigned network address.

Address

Software Version The release.version.revision number of the code currently running on the switch.
Operating System The operating system currently running on the switch.

Network The type of the processor microcode.

Processing Device

Additional The additional packages incorporated into this system.
Packages

show platform vpd

This command displays vital product data for the switch.
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Format show platform vpd
Mode User Privileged

The following information is displayed.

Term Definition

Operational Code Build Signature loaded into the switch
Image File Name

Software Version Release Version Maintenance Level and Build (RVMB) information of the switch.
Timestamp Timestamp at which the image is built

Example: The following shows example CLI display output for the command.
(Routing) #show platform vpd

Operational Code Image File Name..........eu... Switch-Ent-esw-xgs4-gto-BL20OR-CS-6AIQHSr3v7ml14b35
Software Version.......ciiiiiiiiiiiiinieeeeennns 3.7.14.35
L =3 o T Thu Mar 7 14:36:14 IST 2013

show interface

This command displays a summary of statistics for a specific interface or a count of all CPU traffic based upon
the argument.

Format show interface {unit/slot/port | switchport}
Mode Privileged EXEC

The display parameters, when the argument is unit/slot/port, are as follows:

Parameters Definition

Packets The total number of packets (including broadcast packets and multicast packets) received

Received by the processor.

Without Error

Packets The number of inbound packets that contained errors preventing them from being

Received With  deliverable to a higher-layer protocol.

Error

Broadcast The total number of packets received that were directed to the broadcast address. Note that

Packets this does not include multicast packets.

Received

Receive Packets The number of inbound packets which were chosen to be discarded even though no errors

Discarded had been detected to prevent their being deliverable to a higher-layer protocol. One possible
reason for discarding such a packet could be to free up buffered space.

Packets The total number of packets transmitted out of the interface.

Transmitted
Without Error
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Parameters Definition

Transmit The number of outbound packets which were chosen to be discarded even though no errors
Packets had been detected to prevent their being deliverable to a higher-layer protocol. A possible
Discarded reason for discarding a packet could be to free up buffer space.

Transmit The number of outbound packets that could not be transmitted because of errors.
Packets Errors

Collisions The best estimate of the total number of collisions on this Ethernet segment.

Frames

Time Since The elapsed time, in days, hours, minutes, and seconds since the statistics for this port were
Counters Last  last cleared.

Cleared

The display parameters, when the argument is “switchport” are as follows:

Term Definition

Packets Received Without The total number of packets (including broadcast packets and multicast
Error packets) received by the processor.

Broadcast Packets Received The total number of packets received that were directed to the broadcast
address. Note that this does not include multicast packets.

Packets Received With Error The number of inbound packets that contained errors preventing them from
being deliverable to a higher-layer protocol.

Packets Transmitted Without The total number of packets transmitted out of the interface.
Error

Broadcast Packets The total number of packets that higher-level protocols requested to be

Transmitted transmitted to the Broadcast address, including those that were discarded or
not sent.

Transmit Packet Errors The number of outbound packets that could not be transmitted because of
errors.

Time Since Counters Last The elapsed time, in days, hours, minutes, and seconds since the statistics for

Cleared this switch were last cleared.

show interfaces status

Use this command to display interface information, including the description, port state, speed and auto-neg
capabilities. The command is similar to show port all but displays additional fields like interface description and
port-capability.

The description of the interface is configurable through the existing command description <name> which has a
maximum length of 64 characters that is truncated to 28 characters in the output. The long form of the
description can be displayed using show port description. The interfaces displayed by this command are
physical interfaces, LAG interfaces and VLAN routing interfaces.

Format show interfaces status [{unit/slot/port | vlan id}]
Mode Privileged EXEC
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Field Description

Port The interface associated with the rest of the data in the row.

Name The descriptive user-configured name for the interface.

Link State Indicates whether the link is up or down.

Physical Mode The speed and duplex settings on the interface.

Physical Status Indicates the port speed and duplex mode for physical interfaces. The

physical status for LAGs is not reported. When a port is down, the physical
status is unknown.

Media Type The media type of the interface.
Flow Control Status The 802.3x flow control status.
Flow Control The configured 802.3x flow control mode.

show interfaces traffic

Use this command to display interface traffic information.

Format show interfaces traffic [unit/slot/port]

Mode Privileged EXEC

Field Description

Interface Name The interface associated with the rest of the data in the row.

Congestion Drops  The number of packets that have been dropped on the interface due to congestion.
TX Queue The number of cells in the transmit queue.

RX Queue The number of cells in the receive queue.

Color Drops: Yellow The number of yellow (conformed) packets that were dropped.
Color Drops: Red The number of red (exceeded) packets that were dropped.
WRED TX Queue The number of packets in the WRED transmit queue.

show interface counters

This command reports key summary statistics for all the ports (physical/CPU/port-channel).

Format show interface counters

Mode Privileged EXEC

Term Definition

Port The interface associated with the rest of the data in the row.
InOctects The total number of octets received on the interface.
InUcastPkts The total number of unicast packets received on the interface.
InMcastPkts The total number of multicast packets received on the interface.
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Term Definition

InBcastPkts The total number of broadcast packets received on the interface.
OutOctects The total number of octets transmitted by the interface.
OutUcastPkts The total number of unicast packets transmitted by the interface.
OutMcastPkts  The total number of multicast packets transmitted by the interface.
OutBcastPkts The total number of broadcast packets transmitted by the interface.

Example: The following shows example CLI display output for the command.
(Routing) #show interface counters

InOctets

InUcastPkts

InMcastPkts

InBcastPkts

InOctets

InUcastPkts

InMcastPkts

0

0
359533

OutOctets

OutUcastPkts

0

0
3044

OutMcastPkts

0

0
217

OutBcastPkts

chl
ch2
che4
CPU

show interface ethernet

131369

0

0
4025293

32910

120

This command displays detailed statistics for a specific interface or for all CPU traffic based upon the argument.

Format
Mode

show interface ethernet {unit/slot/port | switchport | all}
Privileged EXEC
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When you specify a value for unit/slot/port, the command displays the following information.

Term Definition

Packets o
Received

Total Packets Received (Octets) - The total number of octets of data (including those
in bad packets) received on the network (excluding framing bits but including Frame
Check Sequence (FCS) octets). This object can be used as a reasonable estimate of
Ethernet utilization. If greater precision is desired, the etherStatsPkts and
etherStatsOctets objects should be sampled before and after a common interval. The
result of this equation is the value Utilization which is the percent utilization of the
Ethernet segment on a scale of 0 to 100 percent.

Packets Received 64 Octets - The total number of packets (including bad packets)
received that were 64 octets in length (excluding framing bits but including FCS octets).

Packets Received 65—-127 Octets - The total number of packets (including bad packets)
received that were between 65 and 127 octets in length inclusive (excluding framing bits
but including FCS octets).

Packets Received 128-255 Octets - The total number of packets (including bad
packets) received that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Received 256-511 Octets - The total number of packets (including bad
packets) received that were between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Received 512-1023 Octets - The total number of packets (including bad
packets) received that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Received 1024—-1518 Octets - The total number of packets (including bad
packets) received that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Received > 1518 Octets - The total number of packets received that were
longer than 1522 octets (excluding framing bits, but including FCS octets) and were
otherwise well formed.

Packets RX and TX 64 Octets - The total number of packets (including bad packets)
received and transmitted that were 64 octets in length (excluding framing bits but
including FCS octets).

Packets RX and TX 65—127 Octets - The total number of packets (including bad
packets) received and transmitted that were between 65 and 127 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 128-255 Octets - The total number of packets (including bad
packets) received and transmitted that were between 128 and 255 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 256-511 Octets - The total number of packets (including bad
packets) received and transmitted that were between 256 and 511 octets in length
inclusive (excluding framing bits but including FCS octets).
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Term

Definition

Packets
Received

(con't)

Packets RX and TX 512—-1023 Octets - The total number of packets (including bad
packets) received and transmitted that were between 512 and 1023 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 1024-1518 Octets - The total number of packets (including bad
packets) received and transmitted that were between 1024 and 1518 octets in length
inclusive (excluding framing bits but including FCS octets).

Packets RX and TX 1519-2047 Octets - The total number of packets received and
transmitted that were between 1519 and 2047 octets in length inclusive (excluding
framing bits, but including FCS octets) and were otherwise well formed.

Packets RX and TX 1523-2047 Octets - The total number of packets received and
transmitted that were between 1523 and 2047 octets in length inclusive (excluding
framing bits, but including FCS octets) and were otherwise well formed.

Packets RX and TX 2048-4095 Octets - The total number of packets received that
were between 2048 and 4095 octets in length inclusive (excluding framing bits, but
including FCS octets) and were otherwise well formed.

Packets RX and TX 4096-9216 Octets - The total number of packets received that
were between 4096 and 9216 octets in length inclusive (excluding framing bits, but
including FCS octets) and were otherwise well formed.

Packets
Received
Successfully

Total Packets Received Without Error - The total number of packets received that
were without errors.

Unicast Packets Received - The number of subnetwork-unicast packets delivered to a
higher-layer protocol.

Multicast Packets Received - The total number of good packets received that were
directed to a multicast address. Note that this number does not include packets directed
to the broadcast address.

Broadcast Packets Received - The total number of good packets received that were
directed to the broadcast address. Note that this does not include multicast packets.

Receive Packets The number of inbound packets which were chosen to be discarded even though no errors

Discarded had been detected to prevent their being deliverable to a higher-layer protocol. One possible
reason for discarding such a packet could be to free up buffer space.

Packets ¢ Total Packets Received with MAC Errors - The total number of inbound packets that

Received with contained errors preventing them from being deliverable to a higher-layer protocol.

MAC Errors .

Jabbers Received - The total number of packets received that were longer than 1518
octets (excluding framing bits, but including FCS octets), and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad FCS with
a non-integral number of octets (Alignment Error). Note that this definition of jabber is
different than the definition in IEEE-802.3 section 8.2.1.5 (10BASES5) and section
10.3.1.4 (10BASE2). These documents define jabber as the condition where any packet
exceeds 20 ms. The allowed range to detect jabber is between 20 ms and 150 ms.

Fragments/Undersize Received - The total number of packets received that were less
than 64 octets in length (excluding framing bits but including FCS octets).

Alignment Errors - The total number of packets received that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had
a bad Frame Check Sequence (FCS) with a non-integral number of octets.

FCS Errors - The total number of packets received that had a length (excluding framing
bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad
Frame Check Sequence (FCS) with an integral number of octets.

Overruns - The total number of frames discarded as this port was overloaded with
incoming packets, and could not keep up with the inflow.
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Term

Definition

Received
Packets Not
Forwarded

Total Received Packets Not Forwarded - A count of valid frames received which were
discarded (in other words, filtered) by the forwarding process

802.3x Pause Frames Received - A count of MAC Control frames received on this
interface with an opcode indicating the PAUSE operation. This counter does not
increment when the interface is operating in half-duplex mode.

Unacceptable Frame Type - The number of frames discarded from this port due to
being an unacceptable frame type.

Packets
Transmitted
Octets

Total Packets Transmitted (Octets) - The total number of octets of data (including
those in bad packets) received on the network (excluding framing bits but including FCS
octets). This object can be used as a reasonable estimate of Ethernet utilization. If
greater precision is desired, the etherStatsPkis and etherStatsOctets objects should be
sampled before and after a common interval. -----

Packets Transmitted 64 Octets - The total number of packets (including bad packets)
received that were 64 octets in length (excluding framing bits but including FCS octets).

Packets Transmitted 65-127 Octets - The total number of packets (including bad
packets) received that were between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Transmitted 128-255 Octets - The total number of packets (including bad
packets) received that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Transmitted 256-511 Octets - The total number of packets (including bad
packets) received that were between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Transmitted 512-1023 Octets - The total number of packets (including bad
packets) received that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Transmitted 1024-1518 Octets - The total number of packets (including bad
packets) received that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets Transmitted > 1518 Octets - The total number of packets transmitted that
were longer than 1518 octets (excluding framing bits, but including FCS octets) and were
otherwise well formed.

Max Frame Size - The maximum size of the Info (non-MAC) field that this port will
receive or transmit.

Packets
Transmitted
Successfully

Total Packets Transmitted Successfully- The number of frames that have been
transmitted by this port to its segment.

Unicast Packets Transmitted - The total number of packets that higher-level protocols
requested be transmitted to a subnetwork-unicast address, including those that were
discarded or not sent.

Multicast Packets Transmitted - The total number of packets that higher-level
protocols requested be transmitted to a Multicast address, including those that were
discarded or not sent.

Broadcast Packets Transmitted - The total number of packets that higher-level
protocols requested be transmitted to the Broadcast address, including those that were
discarded or not sent.

Transmit
Packets
Discarded

The number of outbound packets which were chosen to be discarded even though no errors
had been detected to prevent their being deliverable to a higher-layer protocol. A possible
reason for discarding a packet could be to free up buffer space.
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Term

Definition

Transmit Errors

Total Transmit Errors - The sum of Single, Multiple, and Excessive Collisions.

FCS Errors - The total number of packets transmitted that had a length (excluding
framing bits, but including FCS octets) of between 64 and 1518 octets, inclusive, but had
a bad Frame Check Sequence (FCS) with an integral number of octets.

Underrun Errors - The total number of frames discarded because the transmit FIFO
buffer became empty during frame transmission.

Transmit
Discards

Total Transmit Packets Discards - The sum of single collision frames discarded,
multiple collision frames discarded, and excessive frames discarded.

Single Collision Frames - A count of the number of successfully transmitted frames on
a particular interface for which transmission is inhibited by exactly one collision.
Multiple Collision Frames - A count of the number of successfully transmitted frames
on a particular interface for which transmission is inhibited by more than one collision.

Excessive Collisions - A count of frames for which transmission on a particular
interface fails due to excessive collisions.

Port Membership Discards - The number of frames discarded on egress for this port
due to egress filtering being enabled.

Protocol
Statistics

802.3x Pause Frames Transmitted - A count of MAC Control frames transmitted on this
interface with an opcode indicating the PAUSE operation. This counter does not
increment when the interface is operating in half-duplex mode.

GVRP PDUs Received - The count of GVRP PDUs received in the GARP layer.
GVRP PDUs Transmitted - The count of GVRP PDUs transmitted from the GARP layer.

GVRP Failed Registrations - The number of times attempted GVRP registrations could
not be completed.

GMRP PDUs Received - The count of GMRP PDUs received in the GARP layer.

GMRP PDUs Transmitted - The count of GMRP PDUs transmitted from the GARP
layer.

GMRP Failed Registrations - The number of times attempted GMRP registrations
could not be completed.

STP BPDUs Transmitted - Spanning Tree Protocol Bridge Protocol Data Units sent.
STP BPDUs Received - Spanning Tree Protocol Bridge Protocol Data Units received.

RST BPDUs Transmitted - Rapid Spanning Tree Protocol Bridge Protocol Data Units
sent.

RSTP BPDUs Received - Rapid Spanning Tree Protocol Bridge Protocol Data Units
received.

MSTP BPDUs Transmitted - Multiple Spanning Tree Protocol Bridge Protocol Data
Units sent.

MSTP BPDUs Received - Multiple Spanning Tree Protocol Bridge Protocol Data Units
received.

Dot1x Statistics

EAPOL Frames Transmitted - The number of EAPOL frames of any type that have
been transmitted by this authenticator.

EAPOL Start Frames Received - The number of valid EAPOL start frames that have
been received by this authenticator.

Time Since
Counters Last
Cleared

The elapsed time, in days, hours, minutes, and seconds since the statistics for this port were
last cleared.

If you use the switchport keyword, the following information appears.
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Term Definition

Packets Received The total number of packets (including broadcast packets and multicast packets)
Without Error received by the processor.

Broadcast Packets The total number of packets received that were directed to the broadcast address.
Received Note that this does not include multicast packets.

Packets Received With The total number of packets with errors (including broadcast packets and multicast
Error packets) received by the processor.

Packets Transmitted The total number of packets transmitted out of the interface.
without Errors

Broadcast Packets The total number of packets that higher-level protocols requested be transmitted to
Transmitted the Broadcast address, including those that were discarded or not sent.

Transmit Packet Errors The number of outbound packets that could not be transmitted because of errors.

Time Since Counters The elapsed time, in days, hours, minutes, and seconds, since the statistics for this
Last Cleared switch were last cleared.

If you use the all keyword, the following information appears for all interfaces on the switch.

Term Definition

Port The Interface ID.

Bytes Tx The total number of bytes transmitted by the interface.
Bytes Rx The total number of bytes transmitted by the interface.
Packets Tx The total number of packets transmitted by the interface.
Packets Rx The total number of packets transmitted by the interface.

show interface ethernet switchport

This command displays the private VLAN mapping information for the switch interfaces.

Format show interface ethernet interface-id switchport
Mode Privileged EXEC

Parameter Description

interface-id The unit/slot/port of the switch.

The command displays the following information.

Term Definition
Private-vlan host- The VLAN association for the private-VLAN host ports.
association

Private-vlan mapping The VLAN mapping for the private-VLAN promiscuous ports.
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show interface lag

Use this command to display configuration information about the specified LAG interface.

Format show interface lag lag-intf-num

Mode Privileged EXEC

Parameters Definition

Packets Received The total number of packets (including broadcast packets and multicast packets)

Without Error received on the LAG interface

Packets Received With The number of inbound packets that contained errors preventing them from being

Error deliverable to a higher-layer protocol.

Broadcast Packets The total number of packets received that were directed to the broadcast address.

Received Note that this does not include multicast packets.

Receive Packets The number of inbound packets which were chosen to be discarded even though no

Discarded errors had been detected to prevent their being deliverable to a higher-layer
protocol. One possible reason for discarding such a packet could be to free up buffer
space.

Packets Transmitted The total number of packets transmitted out of the LAG.
Without Error

Transmit Packets The number of outbound packets which were chosen to be discarded even though
Discarded no errors had been detected to prevent their being deliverable to a higher-layer
protocol. A possible reason for discarding a packet could be to free up buffer space.

Transmit Packets Errors The number of outbound packets that could not be transmitted because of errors.
Collisions Frames The best estimate of the total number of collisions on this Ethernet segment.

Time Since Counters The elapsed time, in days, hours, minutes, and seconds since the statistics for this
Last Cleared LAG were last cleared.

show fiber-ports optical-transceiver

This command displays the diagnostics information of the SFP like Temp, Voltage, Current, Input Power, Output
Power, Tx Fault, and LOS. The values are derived from the SFP's A2 (Diagnostics) table using the 1°C interface.

Format show fiber-ports optical-transceiver {all | unit/slot/port}
Mode Privileged EXEC

Field Description

Temp Internally measured transceiver temperature.
Voltage Internally measured supply voltage.

Current Measured TX bias current.

Output Power Measured optical output power relative to TmW.
Input Power Measured optical power received relative to 1TmW.
TX Fault Transmitter fault.
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Field Description

LOS Loss of signal.

Example: The following information shows an example of the command output:
(Switch) #show fiber-ports optical-transceiver all

Output Input

Port Temp Voltage Current Power Power TX LOS
[C] [Volt] [mA] [dBm] [dBm] Fault

0/49 39.3 3.256 5.0 -2.234 -2.465 No No

0/50 33.9 3.260 5.3 -2.374 -40.000 No Yes

0/51 32.2 3.256 5.6 -2.300 -2.897 No No

show fiber-ports optical-transceiver-info

This command displays the SFP vendor related information like Vendor Name, Serial Number of the SFP, Part
Number of the SFP. The values are derived from the SFP's A0 table using the I°C interface.

Format show fiber-ports optical-transceiver-info {all | slot/port}

Mode Privileged EXEC

Field Description

Vendor Name The vendor name is a 16 character field that contains ASCII characters, left-

aligned and padded on the right with ASCII spaces (20h). The vendor name
shall be the full name of the corporation, a commonly accepted abbreviation
of the name of the corporation, the SCSI company code for the corporation,
or the stock exchange code for the corporation.

Length (50um, OM2) This value specifies link length that is supported by the transceiver while
operating in compliance with applicable standards using 50 micron multimode
OM2 [500MHz*km at 850nm] fiber. A value of zero means that the transceiver
does not support 50 micron multimode fiber or that the length information
must be determined from the transceiver technology.

Length (62.5um, OM1) This value specifies link length that is supported by the transceiver while
operating in compliance with applicable standards using 62.5 micron
multimode OM1 [200 MHz*km at 850nm, 500 MHz*km at 1310nm] fiber. A
value of zero means that the transceiver does not support 62.5 micron
multimode fiber or that the length information must determined from the
transceiver technology

Vendor SN The vendor serial number (vendor SN) is a 16 character field that contains
ASCII characters, left-aligned and padded on the right with ASCII spaces
(20h), defining the vendor's serial number for the transceiver. A value of all
zero in the 16-byte field indicates that the vendor SN is unspecified.

Vendor PN The vendor part number (vendor PN) is a 16-byte field that contains ASCII
characters, left aligned and added on the right with ASCII spaces (20h),
defining the vendor part number or product name. A value of all zero in the 16-
byte field indicates that the vendor PN is unspecified.
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Field Description

BR, nominal The nominal bit (signaling) rate (BR, nominal) is specified in units of 100 MBd,
rounded off to the nearest 100 MBd. The bit rate includes those bits necessary
to encode and delimit the signal as well as those bits carrying data
information. A value of 0 indicates that the bit rate is not specified and must
be determined from the transceiver technology. The actual information
transfer rate will depend on the encoding of the data, as defined by the
encoding value.

Vendor Rev The vendor revision number (vendor rev) contains ASCII characters, left
aligned and padded on the right with ASCII spaces (20h), defining the
vendor's product revision number. A value of all zero in this field indicates that
the vendor revision is unspecified.

Example: The following information shows an example of the command output:
(Switch) #show fiber-ports optical-transceiver-info all

Link Link Nominal

Length Length Bit

50um 62.5um Rate
Port Vendor Name [m] [m] Serial Number Part Number [Mbps] Rev
0/49 Switch 8 3 2018414 761 10300 10
/51 Switch 8 3 2018472 761 10300 10
0/52 Switch 8 3 2018501 761 10300 10

show mac-addr-table

This command displays the forwarding database entries. These entries are used by the transparent bridging
function to determine how to forward a received frame.

Enter all or no parameter to display the entire table. Enter a MAC Address and VLAN ID to display the table
entry for the requested MAC address on the specified VLAN. Enter the count parameter to view summary
information about the forwarding database table. Use the interface unit/slot/port parameter to view MAC
addresses on a specific interface.

Instead of unit/slot/port, lag Lag-intf-numcan be used as an alternate way to specify the LAG interface. lag
Lag-intf-num can also be used to specify the LAG interface where Lag-intf-num is the LAG port number. Use
the vlan vlan_id parameter to display information about MAC addresses on a specified VLAN.

Format show mac-addr-table [{macaddr vlan_id | all | count | interface {unit/slot/port | lag
lag-id | vlan vlan_id} | vlan vlan_id}]
Mode Privileged EXEC

The following information displays if you do not enter a parameter, the keyword all, or the MAC address and
VLAN ID.

Term Definition

VLAN ID The VLAN in which the MAC address is learned.
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Term Definition

MAC Address A unicast MAC address for which the switch has forwarding and or filtering information. The
format is 6 two-digit hexadecimal numbers that are separated by colons, for example
01:23:45:67:89:AB.

Interface The port through which this address was learned.
Interface Index This object indicates the ifindex of the interface table entry associated with this port.
Status The status of this entry. The meanings of the values are:

e Static—The value of the corresponding instance was added by the system or a user when
a static MAC filter was defined. It cannot be relearned.

e Learned—The value of the corresponding instance was learned by observing the source
MAC addresses of incoming traffic, and is currently in use.

e Management—The value of the corresponding instance (system MAC address) is also the
value of an existing instance of dot1dStaticAddress. It is identified with interface 0/1. and is
currently used when enabling VLANS for routing.

e Self—The value of the corresponding instance is the address of one of the switch’s physical
interfaces (the system’s own MAC address).

* GMRP Learned—The value of the corresponding was learned via GMRP and applies to
Multicast.

* Other—The value of the corresponding instance does not fall into one of the other
categories.

If you enter vian vlan_id, only the MAC Address, Interface, and Status fields appear. If you enter the interface
unit/slot/port parameter, in addition to the MAC Address and Status fields, the VLAN ID field also appears.

The following information displays if you enter the count parameter:

Term Definition

Dynamic Number of MAC addresses in the forwarding database that were automatically learned.
Address count

Static Address  Number of MAC addresses in the forwarding database that were manually entered by a
(User-defined) user.
count

Total MAC Number of MAC addresses currently in the forwarding database.
Addresses in use

Total MAC Number of MAC addresses the forwarding database can handle.
Addresses
available

process cpu threshold

Use this command to configure the CPU utilization thresholds. The Rising and Falling thresholds are specified
as a percentage of CPU resources. The utilization monitoring time period can be configured from 5 seconds to
86400 seconds in multiples of 5 seconds. The CPU utilization threshold configuration is saved across a switch
reboot. Configuring the falling utilization threshold is optional. If the falling CPU utilization parameters are not
configured, then they take the same value as the rising CPU utilization parameters.

Format process cpu threshold type total rising 1-100 interval
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Mode Global Config

Parameter Description

rising threshold The percentage of CPU resources that, when exceeded for the configured rising interval,
triggers a notification. The range is 1 to 100. The default is 0 (disabled).

rising interval The duration of the CPU rising threshold violation, in seconds, that must be met to trigger a
notification. The range is 5 to 86400. The default is 0 (disabled).

falling threshold The percentage of CPU resources that, when usage falls below this level for the configured
interval, triggers a notification. The range is 1 to 100. The default is 0 (disabled).

A notification is triggered when the total CPU utilization falls below this level for a configured
period of time. The falling utilization threshold notification is made only if a rising threshold
notification was previously done. The falling utilization threshold must always be equal or

less than the rising threshold value. The CLI does not allow setting the falling threshold to
be greater than the rising threshold.

falling interval  The duration of the CPU falling threshold, in seconds, that must be met to trigger a
notification. The range is 5 to 86400. The default is 0 (disabled).

show process app-list

This command displays the user and system applications.

z@l Note: This command is available in Linux 2.6 only.

Format show process app-list

Mode Privileged EXEC

Parameter Description

ID The application identifier.

Name The name that identifies the process.

PID The number the software uses to identify the process.

Admin Status The administrative status of the process.

Auto Restart Indicates whether the process will automatically restart if it stops.

Running Status Indicates whether the process is currently running or stopped.

Example: The following shows example CLI display output for the command.

Admin Auto Running
ID Name PID Status Restart Status
1 dataplane 15309 Enabled Disabled Running
2 switchdrvr 15310 Enabled Disabled Running
3 syncdb 15314 Enabled Disabled Running
4 lighttpd 18718 Enabled Enabled Running
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5 syncdb-test 0 Disabled Disabled Stopped
6 proctest 0 Disabled Enabled Stopped
7 user.start @ Enabled Disabled Stopped

show process app-resource-list

This command displays the configured and in-use resources of each application.

E@I Note: This command is available in Linux 2.6 only.

Format show process app-resource-list

Mode Privileged EXEC

Parameter Description

ID The application identifier.

Name The name that identifies the process.

PID The number the software uses to identify the process.

Memory Limit The maximum amount of memory the process can consume.

CPU Share The maximum percentage of CPU utilization the process can consume.

Memory Usage The amount of memory the process is currently using.
Max Mem Usage The maximum amount of memory the process has used at any given time since it started.

(Routing) #show process app-resource-list

Memory CPU Memory Max Mem
ID Name PID Limit Share Usage Usage
1 switchdrvr 251 Unlimited Unlimited 380 MB 381 MB
2 syncdb 252 Unlimited Unlimited 0 MB 0 MB
3 syncdb-test © Unlimited Unlimited 0 MB 0 MB
4 proctest 0 10 MB 20% 0 MB 0 MB
5 utelnetd © Unlimited Unlimited 0 MB 0 MB
6 lxshTelnetd ® Unlimited Unlimited 0 MB 0 MB
7 user.start © Unlimited Unlimited 0 MB 0 MB

show process cpu

This command provides the percentage utilization of the CPU by different tasks.

E@I Note: It is not necessarily the traffic to the CPU, but different tasks that keep the CPU busy.
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z@l Note: This command is available in Linux 2.6 only.

Format show process cpu [1-n | all]

Mode Privileged EXEC

Keyword Description

Free System wide free memory

Alloc System wide allocated memory (excluding cache, file system used space)
Pid Process or Thread Id

Name Process or Thread Name

5Secs CPU utilization sampling in 5Secs interval

60Secs CPU utilization sampling in 60Secs interval

300Secs CPU utilization sampling in 300Secs interval

Total CPU Utilization Total CPU utilization % within the specified window of 5Secs, 60Secs and 300Secs.

Example: The following shows example CLI display output for the command using Linux.
(Routing) #show process cpu
Memory Utilization Report
status bytes

free 106450944
alloc 423227392

CPU Utilization:

PID Name 5 Secs 60 Secs 300 Secs
765 _interrupt_thread 0.00% 0.01% 0.02%
767 bcmL2X.0 0.58% 0.35% 0.28%
768 bcmCNTR.© 0.77% 0.73% 0.72%
773 bcmRX 0.00% 0.04% 0.05%
786 cpuUtilMonitorTask 0.19% 0.23% 0.23%
834 dotls_task 0.00% 0.01% 0.01%
810 hapiRxTask 0.00% 0.01% 0.01%
805 dtlTask 0.00% 0.02% 0.02%
863 spmTask 0.00% 0.01% 0.00%
894 ip6MapLocalDataTask 0.00% 0.01% 0.01%
908 RMONTask 0.00% 0.11% 0.12%
Total CPU Utilization 1.55% 1.58% 1.50%

show process proc-list

This application displays the processes started by applications created by the Process Manager.
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z@l Note: This command is available in Linux 2.6 only.

Format show process proc-list

Mode Privileged EXEC

Parameter Description

PID The number the software uses to identify the process.

Process Name The name that identifies the process.
Application ID- The application identifier and its associated name.

Name

Child Indicates whether the process has spawned a child process.

VM Size Virtual memory size.

VM Peak The maximum amount of virtual memory the process has used at a given time.
FD Count The file descriptors count for the process.

Example: The following shows example CLI display output for the command.
(Routing) #show process proc-list

Process Application VM Size VM Peak

PID Name ID-Name Chld (KB) (KB) FD Count

15260 procmgr @-procmgr No 1984 1984 8
15309 dataplane 1-dataplane No 293556 293560 11
15310 switchdrvr 2-switchdrvr No 177220 177408 57
15314 syncdb 3-syncdb No 2060 2080 8
18718 lighttpd 4-lighttpd No 5508 5644 11
18720 lua_magnet 4-lighttpd Yes 12112 12112 7
18721 lua_magnet 4-lighttpd Yes 25704 25708 7

show running-config

Use this command to display or capture the current setting of different protocol packages supported on the
switch. This command displays or captures commands with settings and configurations that differ from the
default value. To display or capture the commands with settings and configurations that are equal to the default
value, include the all option.

E@I Note: Show running-config does not display the User Password, even if you set one different from the
default.
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The output is displayed in script format, which can be used to configure another switch with the same
configuration. If the optional scriptname is provided with a file name extension of “.scr”, the output is redirected
to a script file.

z@l Note: If you issue the show running-config command from a serial connection, access to the switch
through remote connections (such as Telnet) is suspended while the output is being generated and
displayed.

% Note: If you use a text-based configuration file, the show running-config command only displays
configured physical interfaces (i.e. if any interface only contains the default configuration, that interface
will be skipped from the show running-config command output). This is true for any configuration
mode that contains nothing but default configuration. That is, the command to enter a particular config
mode, followed immediately by its exit command, are both omitted from the show running-config
command output (and hence from the startup-config file when the system configuration is saved.)

Use the following keys to navigate the command output.

Key Action

Enter Advance one line.

Space Bar Advance one page.

q Stop the output and return to the prompt.

Note that --More-- or (q)uit is displayed at the bottom of the output screen until you reach the end of the
output.

Format show running-config [all | scriptname]
Mode Privileged EXEC

show running-config interface

Use this command to display the running configuration for a specific interface. Valid interfaces include physical,
LAG, loopback, tunnel and VLAN interfaces.

Format show running-config interface {interface | lag {lag-intf-num} | loopback {loopback-
id} | tunnel {tunnel-id} | vlan {vlan-id}}

Mode Privileged EXEC

Parameter Description

interface Running configuration for the specified interface.

lag-intf-num Running configuration for the LAG interface.

loopback-id Running configuration for the loopback interface.
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Parameter Description
tunnel-id Running configuration for the tunnel interface.
vlan-id Running configuration for the VLAN routing interface.

The following information is displayed for the command.

Parameter Description

unit|slot|port Enter an interface in unit/slot/port format.

lag Display the running config for a specified lag interface.
loopback Display the running config for a specified loopback interface.
tunnel Display the running config for a specified tunnel interface.

vian Display the running config for a specified vlan routing interface.

Example: The following shows example CLI display output for the command.
(Routing) #show running-config interface 0/1
ICurrent Configuration:
!
interface 0/1
addport 3/1
exit
(Routing) #

show

This command displays the content of text-based configuration files from the CLI. The text-based configuration
files (startup-config, backup-config and factory-defaults) are saved compressed in flash. With this command, the
files are decompressed while displaying their content.

Format show { startup-config | backup-config | factory-defaults }
Mode Privileged EXEC
Parameter Description

startup-config  Display the content of the startup-config file.
backup-config Display the content of the backup-config file.
factory-defaults Display the content of the factory-defaults file.

Example: The following shows example CLI display output for the command using the startup-config
parameter.
(Routing) #show startup-config

ICurrent Configuration:
!

ISystem Description "Switch 56218 Development System - 50 GE, 2 HGL, R.5.5.1, Linux 2.6.34.6"
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ISystem Software Version "R.5.5.1"

ISystem Up Time "@ days 2 hrs 47 mins 59 secs"”
ICut-through mode is configured as disabled

IAdditional PackagesSwitch QOS,Switch IPv6 Management,Switch Stacking,Switch Routing
ICurrent SNTP Synchronized Time: SNTP Client Mode Is Disabled
|

vlan database

exit

configure

stack

member 2 4

exit

slot 2/0 5

set slot power 2/0

no set slot disable 2/0

line console

exit

line telnet

exit

--More-- or (q)uit

line ssh

exit

!

exit

(Routing) #

Example: The following shows example CLI display output for the command using the backup-config
parameter.
(Routing) #show backup-config

ICurrent Configuration:

!

ISystem Description "Switch 56218 Development System - 50 GE, 2 HGL, R.5.5.1, Linux 2.6.34.6"
ISystem Software Version "R.5.5.1"

ISystem Up Time "@ days 2 hrs 47 mins 59 secs"
ICut-through mode is configured as disabled

IAdditional PackagesSwitch QOS,Switch IPv6 Management,Switch Stacking,Switch Routing
ICurrent SNTP Synchronized Time: SNTP Client Mode Is Disabled
|

vlan database

exit

configure

stack

member 2 4

exit

slot 2/0 5

set slot power 2/0

no set slot disable 2/0

line console

exit

line telnet

exit

line ssh

exit

|
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exit

(Routing) #

Example: The following shows example CLI display output for the command using the factory-defaults

parameter.

(Routing) #show factory-

ICurrent Configuration:
]

defaults

ISystem Description "Switch 56218 Development System - 50 GE, 2 HGL, R.5.5.1, Linux 2.6.34.6"
ISystem Software Version "R.5.5.1"

ISystem Up Time

|
vlan database

exit

configure

stack

member 2 4

exit

slot 2/0 5

set slot power 2/0

no set slot disable 2/0
line console

exit

line telnet

exit

--More-- or (q)uit

line ssh

exit

!

exit

(Routing) #

dir

"@ days 2 hrs 47 mins 59 secs"
ICut-through mode is configured as disabled
IAdditional PackagesSwitch QOS,Switch IPv6 Management,Switch Stacking,Switch Routing
ICurrent SNTP Synchronized Time: SNTP Client Mode Is Disabled

Use this command to list the files in the directory /mnt/switch in flash from the CLI.

Format dir

Mode Privileged EXEC

(Routing) #dir

drwx
drwx
-PWX
-PWX
-PwX
-PwX

OO0

2048
2048

592

72

0
13376020

May
May
May
May
May
May

09

09
09
09

2002
2002
2002
2002
2002
2002

16:
16:
14:
16:
14:
14:

47
45:
50:
45:
46:
49:

30 .

28
24
28
36
10

slog2.txt
boot.dim
olog2.txt
imagel
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0 -rwx @ Apr 06 2001 19:58:28 fsyssize

0 -rwx 1776 May 09 2002 16:44:38 slogl.txt

0 -rwx 356 Jun 17 2001 10:43:18 crashdump.ctl

0 -rwx 1024 May 09 2002 16:45:44 sslt.rnd

0 -rwx 14328276 May 09 2002 16:01:06 image2

0 -rwx 148 May 09 2002 16:46:06 hpc_broad.cfg

@ -rwx @ May 09 2002 14:51:28 ologl.txt

0 -rwx 517 Jul 23 2001 17:24:00 ssh_host_key

0 -rwx 69040 Jun 17 2001 10:43:04 log_error_crashdump
0 -rwx 891 Apr 08 2000 11:14:28 sslt_keyl.pem

0 -rwx 887 Jul 23 2001 17:24:00 ssh_host_rsa_key
0 -rwx 668 Jul 23 2001 17:24:34 ssh_host_dsa_key
0 -rwx 156 Apr 26 2001 13:57:46 dh512.pem

0 -rwx 245 Apr 26 2001 13:57:46 dh1024.pem

0 -rwx @ May 09 2002 16:45:30 slogd.txt

show sysinfo

This command displays switch information.

Format show sysinfo

Mode Privileged EXEC

Term Definition

Switch Text used to identify this switch.
Description

System Name Name used to identify the switch.The factory default is blank. To configure the system name,
see “snmp-server’ on page 148.

System Location Text used to identify the location of the switch. The factory default is blank. To configure the
system location, see “snmp-server” on page 148.

System Contact Text used to identify a contact person for this switch. The factory default is blank. To
configure the system location, see “snmp-server” on page 148.

System ObjectlD The base object ID for the switch’s enterprise MIB.
System Up Time The time in days, hours and minutes since the last switch reboot.

Current SNTP The system time acquired from a network SNTP server.
Synchronized
Time

MIBs Supported A list of MIBs supported by this agent.

show tech-support

Use the show tech-support command to display system and configuration information when you contact
technical support. The output of the show tech-support command combines the output of the following
commands and includes log history files from previous runs:

* show version
¢ show sysinfo
e show port all
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¢ show logging

e show event log

¢ show logging buffered
* show msg-queue

¢ show trap log

¢ show running-config

Format show tech-support
Mode Privileged EXEC

length value

Use this command to set the pagination length to value number of lines for the sessions specified by configuring
on different Line Config modes (telnet/ssh/console) and is persistent.

Example: Length command on Line Console mode applies for Serial Console session.

Default 24
Format length value
Mode Line Config

no length value

Use this command to set the pagination length to the default value number of lines.

Format no length value
Mode Line Config

terminal length

Use this command to set the pagination length to value number of lines for the current session. This command
configuration takes an immediate effect on the current session and is nonpersistent.

Default 24 lines per page
Format terminal length value
Mode Privileged EXEC

no terminal length
Use this command to set the value to the length value configured on Line Config mode depending on the type

of session.

Format no terminal length value
Mode Privileged EXEC
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show terminal length

Use this command to display all the configured terminal length values.

Format show terminal length
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(Routing) #show terminal length
Terminal Length:
For Current Se€SSiON.s . 24
For Serial Console... . 24
For Telnet Sessions.. e o0 24
For SSH Sessions... . 24

memory free low-watermark processor

Use this command to get notifications when the CPU free memory falls below the configured threshold. A
notification is generated when the free memory falls below the threshold. Another notification is generated once
the available free memory rises to 10 percent above the specified threshold. To prevent generation of excessive
notifications when the CPU free memory fluctuates around the configured threshold, only one Rising or Falling
memory notification is generated over a period of 60 seconds. The threshold is specified in kilobytes. The CPU
free memory threshold configuration is saved across a switch reboot.

Format memory free low-watermark processor 1-1034956
Mode Global Config
Parameter Description

low-watermark When CPU free memory falls below this threshold, a notification message is triggered. The
range is 1 to the maximum available memory on the switch. The default is O (disabled).
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Box Services Commands

This section describes the Box Services commands. Box services are services that provide support for features
such as temperature, power supply status, fan control, and others. Each of these services is platform
dependent. (For example, some platforms may have temperature sensors, but no fan controller. Or, others may
have both while others have neither.)

E@I Note: The bootloader version can only be supported on PowerPC platforms that use the u-boot loader.

show version bootloader
Use this command to display Uboot version information.

Format show version bootloader
Mode Privileged EXEC

Example: The following example shows the output of the command:
(Switching) #show version bootloader
Querying Active and Backup Software, please wait ....

RUNNING VErSioN. . vt iiiiiinineenenrenenoennnns B1.0.0.5
Active Version......oeeiiiiiiiineiiiennnnneenns B1.0.0.5
Backup Version.......coiiiiiiiiininniennnnnnes B1.90.0.2

environment temprange

Use this command to set the allowed temperature range for normal operation.

Format environment temprange min -100-100 max -100-100

Mode Global Config

Parameter Definition

min Sets the minimum allowed temperature for normal operation. The range is between
—100°C and 100°C. The default is 0°C.

max Sets the maximum allowed temperature for normal operation. The range is between

—100°C and 100°C. The default is 0°C.

environment trap

Use this command to configure environment status traps.

Format environment trap {fan|powersupply|temperature}
Mode Global Config
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Parameter Definition

fan Enables or disables the sending of traps for fan status events. The default is enable.

powersupply Enables or disables the sending of traps for power supply status events. The default is
enable.

temperature Enables or disables the sending of traps for temperature status events. The default is
enable.
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Logging Commands

This section describes the commands you use to configure system logging, and to view logs and the logging
settings.

logging buffered

This command enables logging to an in-memory log.

Default disabled; critical when enabled
Format logging buffered
Mode Global Config

no logging buffered

This command disables logging to in-memory log.

Format no logging buffered
Mode Global Config

logging buffered wrap

This command enables wrapping of in-memory logging when the log file reaches full capacity. Otherwise when
the log file reaches full capacity, logging stops.

Default enabled
Format logging buffered wrap
Mode Privileged EXEC

no logging buffered wrap

This command disables wrapping of in-memory logging and configures logging to stop when the log file capacity
is full.

Format no logging buffered wrap
Mode Privileged EXEC

logging cli-command

This command enables the CLI command logging feature, which enables the Switch SMB software to log all
CLI commands issued on the system. The commands are stored in a persistent log. Use the show logging
persistent command to display the stored history of CLI commands.

Default enabled
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Format logging cli-command
Mode Global Config

no logging cli-command

This command disables the CLI command Logging feature.

Format no logging cli-command
Mode Global Config

logging console

This command enables logging to the console. You can specify the severitylevel value as either an integer
from 0 to 7 or symbolically through one of the following keywords: emergency (0), alert (1), critical (2), error
(3), warning (4), notice (5), info (6), or debug (7).

Default disabled; critical when enabled
Format logging console [severitylevel]
Mode Global Config

no logging console

This command disables logging to the console.

Format no logging console
Mode Global Config

logging host

This command configures the logging host parameters. You can configure up to eight hosts.

Default e port—514
¢ level—critical (2)
Format logging host {hostaddress|hostname} addresstype {port severitylevel}
Mode Global Config
Parameter Description
hostaddress|hos The IP address of the logging host.
tname
address-type Indicates the type of address ipv4 or ipv6 or dns being passed.
port A port number from 1 to 65535.
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Parameter Description

severitylevel Specify this value as either an integer from 0 to 7, or symbolically through one of the
following keywords: emergency (0), alert (1), critical (2), error (3), warning (4), notice (5),

info (6), or debug (7).

Example: The following shows examples of the command.

(Routing) (Config)# logging host google.com dns 214
(Routing) (Config)# logging host 10.130.64.88 ipv4 214 6
(Routing) (Config)# logging host 2000::150 ipv6 214 7

logging host reconfigure

This command enables logging host reconfiguration.

Format logging host reconfigure hostindex

Mode Global Config

Parameter Description

hostindex Enter the Logging Host Index for which to change the IP address.

logging host remove

This command disables logging to host. See “show logging hosts” on page 230 for a list of host indexes.

Format logging host remove hostindex

Mode Global Config

logging syslog

This command enables syslog logging.

Format logging syslog
Mode Global Config

no logging syslog

This command disables syslog logging.

Format no logging syslog
Mode Global Config
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logging syslog port

This command enables syslog logging. The portid parameter is an integer with a range of 1-65535.

Default disabled
Format logging syslog port portid
Mode Global Config

no logging syslog port

This command disables syslog logging.

Format no logging syslog port
Mode Global Config

logging syslog source-interface

This command configures the syslog source-interface (source IP address) for syslog server configuration. The
selected source-interface IP address is used for filling the IP header of management protocol packets. This
allows security devices (firewalls) to identify the source packets coming from the specific switch. If a source-
interface is not specified, the primary IP address of the originating (outbound) interface is used as the source
address.

Format logging syslog source-interface {unit/slot/port|{loopback Loopback-id}|{vlan vlan-
id}}

Mode Global Config

Parameter Description

unit/slot/port VLAN or port-based routing interface.

loopback-id Configures the loopback interface to use as the source IP address. The range of the
loopback IDisOto 7.

tunnel-id Configures the tunnel interface to use as the source IP address. The range of the tunnel ID
is0to 7.

vlan-id Configures the VLAN interface to use as the source IP address. The range of the VLAN ID
is 1 to 4093.

Example: The following shows examples of the command.

(config)#logging syslog source-interface loopback ©
(config)#logging syslog source-interface tunnel ©
(config)#logging syslog source-interface 0/4/1
(config)#logging syslog source-interface 1/0/1

no logging syslog source-interface

This command disables syslog logging.
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Format no logging syslog
Mode Global Config
show logging

This command displays logging configuration information.

Format show logging
Mode Privileged EXEC
Term Definition

Logging Client  Port on the collector/relay to which syslog messages are sent.
Local Port

Logging Client  Shows the configured syslog source-interface (source IP address).

Source Interface

CLI Command  Shows whether CLI Command logging is enabled.

Logging

Console Logging Shows whether console logging is enabled.

ConsoleLogging The minimum severity to log to the console log. Messages with an equal or lower numerical
Severity Filter  severity are logged.

Buffered Shows whether buffered logging is enabled.

Logging

Persistent Shows whether persistent logging is enabled.

Logging

Persistent The minimum severity at which the logging entries are retained after a system reboot.
Logging Severity

Filter

Syslog Logging Shows whether syslog logging is enabled.

Log Messages = Number of messages received by the log process. This includes messages that are dropped
Received or ignored.

Log Messages = Number of messages that could not be processed due to error or lack of resources.
Dropped

Log Messages  Number of messages sent to the collector/relay.
Relayed

Example: The following shows example CLI display output for the command.

(Routing) #show logging

Logging Client Local Port : 514

Logging Client Source Interface : (not configured)
CLI Command Logging : disabled
Console Logging : enabled

Console Logging Severity Filter . error

Buffered Logging : enabled
Persistent Logging : disabled
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Persistent Logging Severity Filter : alert
Syslog Logging : disabled
Log Messages Received : 1010
Log Messages Dropped : 0

Log Messages Relayed : 0

show logging buffered

This command displays buffered logging (system startup and system operation logs).

Format show logging buffered

Mode Privileged EXEC

Term Definition

Buffered (In- Shows whether the In-Memory log is enabled or disabled.
Memory)

Logging

Buffered The behavior of the In Memory log when faced with a log full situation.
Logging

Wrapping

Behavior

Buffered Log The count of valid entries in the buffered log.

Count

show logging hosts

This command displays all configured logging hosts. Use the “|” character to display the output filter options.

Format show logging hosts

Mode Privileged EXEC

Term Definition

Host Index (Used for deleting hosts.)

IP Address / IP address or hostname of the logging host.
Hostname

Severity Level The minimum severity to log to the specified address. The possible values are emergency
(0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

Port The server port number, which is the port on the local host from which syslog messages are
sent.

Host Status Status field provides the current status of snmp row status. (Active, Not in Service, Not
Ready).
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Example: The following shows example CLI display output for the command.
(Routing) #show logging hosts ?

<cr> Press enter to execute the command.
| Output filter options.

(Routing) #show logging hosts

Index IP Address/Hostname Severity Port  Status
1 10.130.64.88 critical 514 Active
2 2000: :150 critical 514 Active

show logging persistent

Use the show logging persistent command to display persistent log entries. If log-files is specified, the
system persistent log files are displayed.

Format show logging persistent [log-files]

Mode Privileged EXEC

Parameter Description

Persistent If persistent logging is enabled or disabled.
Logging

Persistent Log The number of persistent log entries.
Count

Persistent Log The list of persistent log files in the system. Only displayed if 1og-files is specified.
Files

Example: The following shows example CLI display output for the command.
(Switching) #show logging persistent

Persistent Logging : disabled
Persistent Log Count : ©

(Switching) #show logging persistent log-files
Persistent Log Files:

slogo.txt

slogl.txt

slog2.txt

ologd.txt

ologl.txt
olog2.txt

show logging traplogs

This command displays SNMP trap events and statistics.
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Format show logging traplogs
Mode Privileged EXEC
Term Definition

Number of Traps Since Last Reset The number of traps since the last boot.
Trap Log Capacity The number of traps the system can retain.

Number of Traps Since Log Last The number of new traps since the command was last executed.
Viewed

Log The log number.
System Time Up How long the system had been running at the time the trap was sent.
Trap The text of the trap message.

clear logging buffered

This command clears buffered logging (system startup and system operation logs).

Format clear logging buffered
Mode Privileged EXEC
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Email Alerting and Mail Server Commands

logging email

This command enables email alerting and sets the lowest severity level for which log messages are emailed. If
you specify a severity level, log messages at or above this severity level, but below the urgent severity level, are
emailed in a non-urgent manner by collecting them together until the log time expires. You can specify the
severitylevel value as either an integer from 0 to 7 or symbolically through one of the following keywords:
emergency (0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

Default disabled; when enabled, log messages at or above severity Warning (4) are emailed
Format logging email [severitylevel]
Mode Global Config

no logging email

This command disables email alerting.

Format no logging email
Mode Global Config

logging email urgent

This command sets the lowest severity level at which log messages are emailed immediately in a single email
message. Specify the severitylevel value as either an integer from 0 to 7 or symbolically through one of the
following keywords: emergency (0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or debug
(7). Specify none to indicate that log messages are collected and sent in a batch email at a specified interval.

Default Alert (1) and emergency (0) messages are sent immediately.
Format logging email urgent {severitylevel | none}
Mode Global Config

no logging email urgent

This command resets the urgent severity level to the default value.

Format no logging email urgent
Mode Global Config

logging email message-type to-addr

This command configures the email address to which messages are sent. The message types supported are
urgent, non-urgent, and both. For each supported severity level, multiple email addresses can be configured.
The to-email -addr variable is a standard email address, for example admin @ yourcompany.com.
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Format logging email message-type {urgent |non-urgent |both} to-addr to-email-addr
Mode Global Config

no logging email message-type to-addr

This command removes the configured to-addr field of email.

Format no logging email message-type {urgent |non-urgent |both} to-addr to-email-addr
Mode Global Config

logging email from-addr

This command configures the email address of the sender (the switch).

Default switch @ switch.com
Format logging email from-addr from-email-addr
Mode Global Config

no logging email from-addr

This command removes the configured email source address.

Format no logging email from-addr from-email-addr
Mode Global Config

logging email message-type subject

This command configures the subject line of the email for the specified type.

Default For urgent messages: Urgent Log Messages

For non-urgent messages: Non Urgent Log Messages
Format logging email message-type {urgent |non-urgent |both} subject subject
Mode Global Config

no logging email message-type subject
This command removes the configured email subject for the specified message type and restores it to the

default email subject.

Format no logging email message-type {urgent |non-urgent |both} subject
Mode Global Config
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logging email logtime

This command configures how frequently non-urgent email messages are sent. Non-urgent messages are
collected and sent in a batch email at the specified interval. The valid range is every 30—1440 minutes.

Default 30 minutes
Format logging email logtime minutes
Mode Global Config

no logging email logtime

This command resets the non-urgent log time to the default value.

Format no logging email logtime
Mode Global Config
logging traps

This command sets the severity at which SNMP traps are logged and sent in an email. Specify the
severitylevel value as either an integer from 0 to 7 or symbolically through one of the following keywords:
emergency (0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7).

Default Info (6) messages and higher are logged.
Format logging traps severitylevel
Mode Global Config

no logging traps

This command resets the SNMP trap logging severity level to the default value.

Format no logging traps
Mode Global Config

logging email test message-type

This command sends an email to the SMTP server to test the email alerting function.

Format logging email test message-type {urgent |non-urgent |both} message-body message-body
Mode Global Config

show logging email config

This command displays information about the email alert configuration.
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Format show logging email config
Mode Privileged EXEC

Term Definition

Email Alert Logging The administrative status of the feature: enabled or disabled
Email Alert From Address The email address of the sender (the switch).

Email Alert Urgent Severity The lowest severity level that is considered urgent. Messages of this type are
Level sent immediately.

Email Alert Non Urgent The lowest severity level that is considered non-urgent. Messages of this
Severity Level type, up to the urgent level, are collected and sent in a batch email. Log
messages that are less severe are not sent in an email message at all.

Email Alert Trap Severity Level The lowest severity level at which traps are logged.
Email Alert Notification Period The amount of time to wait between non-urgent messages.
Email Alert To Address Table The configured email recipients.

Email Alert Subject Table The subject lines included in urgent (Type 1) and non-urgent (Type 2)
messages.

For Msg Type urgent, subject The configured email subject for sending urgent messages.
is

For Msg Type non-urgent, The configured email subject for sending non-urgent messages.
subject is

show logging email statistics

This command displays email alerting statistics.

Format show logging email statistics

Mode Privileged EXEC

Term Definition

Email Alert Operation  The operational status of the email alerting feature.

Status

No of Email Failures The number of email messages that have attempted to be sent but were
unsuccessful.

No of Email Sent The number of email messages that were sent from the switch since the counter was
cleared.

Time Since Last Email The amount of time that has passed since the last email was sent from the switch.
Sent

clear logging email statistics

This command resets the email alerting statistics.
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Format clear logging email statistics
Mode Privileged EXEC
mail-server

This command configures the SMTP server to which the switch sends email alert messages and changes the
mode to Mail Server Configuration mode. The server address can be in the IPv4, IPv6, or DNS name format.

Format mail-server {ip-address | ipv6-address | hostname}
Mode Global Config

no mail-server

This command removes the specified SMTP server from the configuration.

Format no mail-server {ip-address | ipv6-address | hostname}
Mode Global Config
security

This command sets the email alerting security protocol by enabling the switch to use TLS authentication with
the SMTP Server. If the TLS mode is enabled on the switch but the SMTP sever does not support TLS mode,
no email is sent to the SMTP server.

Default none

Format security {tlsvl | none}
Mode Mail Server Config

port

This command configures the TCP port to use for communication with the SMTP server. The recommended port
for TLSv1 is 465, and for no security (i.e. none) it is 25. However, any nonstandard port in the range 1 to 65535
is also allowed.

Default 25
Format port {465 | 25 | 1-65535}
Mode Mail Server Config

username (Mail Server Config)

This command configures the login ID the switch uses to authenticate with the SMTP server.

Default admin
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Format username name
Mode Mail Server Config
password

This command configures the password the switch uses to authenticate with the SMTP server.

Default admin
Format password password
Mode Mail Server Config

show mail-server config

This command displays information about the email alert configuration.

Format show mail-server {ip-address | hostname | all} config
Mode Privileged EXEC
Term Definition

No of mail servers configured The number of SMTP servers configured on the switch.

Email Alert Mail Server The IPv4/IPv6 address or DNS hostname of the configured SMTP server.
Address

Email Alert Mail Server Port The TCP port the switch uses to send email to the SMTP server
Email Alert Security Protocol The security protocol (TLS or none) the switch uses to authenticate with the

SMTP server.
Email Alert Username The username the switch uses to authenticate with the SMTP server.
Email Alert Password The password the switch uses to authenticate with the SMTP server.
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System Utility and Clear Commands

This section describes the commands you use to help troubleshoot connectivity issues and to restore various
configurations to their factory defaults.

traceroute

Use the traceroute command to discover the routes that IPv4 or IPv6 packets actually take when traveling to
their destination through the network on a hop-by-hop basis. Traceroute continues to provide a synchronous
response when initiated from the CLI.

The user may specify the source IP address of the traceroute probes. Recall that traceroute works by sending
packets that are expected not to reach their final destination, but instead trigger ICMP error messages back to
the source address from each hop along the forward path to the destination. By specifying the source address,
the user can determine where along the forward path there is no route back to the source address. Note that
this is only useful if the route from source to destination and destination to source is symmetric.) It would be
common, for example, to send a traceroute from an edge router to a target higher in the network using a source
address from a host subnet on the edge router. This would test reachability from within the network back to hosts
attached to the edge router. Alternatively, one might send a traceroute with an address on a loopback interface
as a source to test reachability back to the loopback interface address.

In the CLI, the user may specify the source as an IPv4 address, IPv6 address, or as a routing interface. When
the source is specified as a routing interface, the traceroute is sent using the primary IPv4 address on the source
interface. With SNMP, the source must be specified as an address. The source cannot be specified in the web
UL

Switch will not accept an incoming packet, such as a traceroute response, that arrives on a routing interface if
the packet’s destination address is on one of the out-of-band management interfaces (service port or network
port). Similarly, Switch will not accept a packet that arrives on a management interface if the packet’s
destination is an address on a routing interface. Thus, it would be futile to send a traceroute on a
management interface using a routing interface address as source, or to send a traceroute on a routing interface
using a management interface as source. When sending a traceroute on a routing interface, the source must
be that routing interface or another routing interface. When sending a traceroute on a management interface,
the source must be on that management interface. For this reason, the user cannot specify the source as a
management interface or management interface address. When sending a traceroute on a management
interface, the user should not specify a source address, but instead let the system select the source address
from the outgoing interface.

Default e count: 3 probes
e interval: 3 seconds
e size: 0 bytes
e port: 33434
e maxTtl: 30 hops
e maxFail: 5 probes
e initTtl: 1 hop
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Format traceroute {ip-address | [ipv6] {ipv6-address | hostname}} [initTtl initTtlL]
[maxTtl maxTtl] [maxFail maxFail] [interval interval] [count count] [port port]
[size size] [source {ip-address | | ipv6-address | unit/slot/port}]

Mode Privileged EXEC

Using the options described below, you can specify the initial and maximum time-to-live (TTL) in probe packets,
the maximum number of failures before termination, the number of probes sent for each TTL, and the size of
each probe.

Parameter Description

ipaddress The ipaddress value should be a valid IP address.

ipv6-address The ipv6-address value should be a valid IPv6 address.

hosthame The hostname value should be a valid hostname.

ipv6 The optional ijpv6 keyword can be used before ipv6-address or hostname. Giving the
ipv6 keyword before the hostname tries it to resolve to an IPv6 address.

initTtl Use initTt1 to specify the initial time-to-live (TTL), the maximum number of router hops
between the local and remote system. Range is 0 to 255.

maxTtl Use maxTtle to specify the maximum TTL. Range is 1 to 255.

maxFail Use maxFail to terminate the traceroute after failing to receive a response for this
number of consecutive probes. Range is 0 to 255.

interval Use the optional interval parameter to specify the time between probes, in seconds. If

a response is not received within this interval, then traceroute considers that probe a
failure (printing *) and sends the next probe. If traceroute does receive a response to a
probe within this interval, then it sends the next probe immediately. Range is 1 to 60

seconds.

count Use the optional count parameter to specify the number of probes to send for each TTL
value. Range is 1 to 10 probes.

port Use the optional port parameter to specify destination UDP port of the probe. This
should be an unused port on the remote destination system. Range is 1 to 65535.

size Use the optional size parameter to specify the size, in bytes, of the payload of the Echo
Requests sent. Range is 0 to 65507 bytes.

source Use the optional source parameter to specify the source IP address or interface for the
traceroute.

The following are examples of the CLI command.

Example: traceroute Success:

(Routing) # traceroute 10.240.10.115 initTtl 1 maxTtl 4 maxFail © interval 1 count 3 port 33434 size
43
Traceroute to 10.240.10.115 ,4 hops max 43 byte packets:
1 10.240.4.1 708 msec 41 msec 11 msec
2 10.240.10.115 @ msec 0 msec @ msec

Hop Count = 1 Last TTL = 2 Test attempt = 6 Test Success = 6

Example: traceroute ipv6 Success
(Routing) # traceroute 2001::2 initTtl 1 maxTtl 4 maxFail @ interval 1 count 3 port 33434 size 43

CLI Command Reference
Page 240



Software User Manual System Utility and Clear Commands

Traceroute to 2001::2 hops max 43 byte packets:
1 2001::2 708 msec 41 msec 11 msec

The above command can also be execute with the optional ipv6 parameter as follows:

(Routing) # traceroute ipv6 2001::2 initTtl 1 maxTtl 4 maxFail @ interval 1 count 3 port 33434 size 43
Example: traceroute Failure:
(Routing) # traceroute 10.40.1.1 initTtl 1 maxFail @ interval 1 count 3

port 33434 size 43
Traceroute to 10.40.1.1 ,30 hops max 43 byte packets:

1 10.240.4.1 19 msec 18 msec 9 msec

2 10.240.1.252 0 msec 0 msec 1 msec

3 172.31.0.9 277 msec 276 msec 277 msec

4 10.254.1.1 289 msec 327 msec 282 msec

5 10.254.21.2 287 msec 293 msec 296 msec
6 192.168.76.2 290 msec 291 msec 289 msec
7 0.0.0.0 O msec *

Hop Count = 6 Last TTL = 7 Test attempt = 19 Test Success = 18

Example: traceroute ipv6 Failure
(Routing)# traceroute 2001::2 initTtl 1 maxFail @ interval 1 count 3 port 33434 size 43

Traceroute to 2001::2 hops max 43 byte packets:

1 3001::1 708 msec 41 msec 11 msec
2 4001::2 250 msec 200 msec 193 msec
3 5001::3 289 msec 313 msec 278 msec
4 6001::4 651 msec 41 msec 270 msec
5 (%] 0 msec *

Hop Count = 4 Last TTL = 5 Test attempt = 1 Test Success = 0

clear config

This command resets the configuration to the factory defaults without powering off the switch. When you issue
this command, a prompt appears to confirm that the reset should proceed. When you enter y, you automatically
reset the current configuration on the switch to the default values. It does not reset the switch.

Format clear config
Mode Privileged EXEC

clear counters

This command clears the statistics for a specified unit/slot/port, for all the ports, or for an interface on a
VALN based on the argument.

Format clear counters {unit/slot/port | all | vlan id}
Mode Privileged EXEC
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clear igmpsnooping

This command clears the tables managed by the IGMP Snooping function and attempts to delete these entries
from the Multicast Forwarding Database.

Format clear igmpsnooping
Mode Privileged EXEC

clear ip access-list counters

This command clears the counters of the specified IP ACL and IP ACL rule.

Format clear ip access-list counters acl-ID | acl-name rule-id
Mode Privileged EXEC

clear ipv6 access-list counters

This command clears the counters of the specified IP ACL and IP ACL rule.

Format clear ipv6 access-list counters acl-name rule-id
Mode Privileged EXEC

clear mac access-list counters
This command clears the counters of the specified MAC ACL and MAC ACL rule.

Format clear mac access-list counters acl-name rule-id
Mode Privileged EXEC
clear pass

This command resets all user passwords to the factory defaults without powering off the switch. You are
prompted to confirm that the password reset should proceed.

Format clear pass
Mode Privileged EXEC

clear traplog

This command clears the trap log.

Format clear traplog
Mode Privileged EXEC
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clear vian

This command resets VLAN configuration parameters to the factory defaults. When the VLAN configuration is
reset to the factory defaults, there are some scenarios regarding GVRP that happen due to this:

1. Static VLANSs are deleted.

2. GVRP is restored to the factory default as a result of handling the VLAN RESTORE NOTIFY event. Since
GVRP is disabled by default, this means that GVRP should be disabled and all of its dynamic VLANs should
be deleted.

Format clear vlan
Mode Privileged EXEC
logout

This command closes the current telnet connection or resets the current serial connection.

E@I Note: Save configuration changes before logging out.

Format logout

Modes e Privileged EXEC
e User EXEC

ping

Use this command to determine whether another computer is on the network. Ping provides a synchronous
response when initiated from the CLI and Web interfaces.

E@I Note: For information about the ping command for IPv6 hosts, see “ping ipv6” on page 580.

Default e The default countis 1.
* The default interval is 3 seconds.
e The default size is 0 bytes.

Format ping {address| hostname | {ipvé {interface {unit/slot/port | vlan 1-4093 | loopback
Loopback-id | network | serviceport | tunnel tunnel-id } Link-local-address} | ipvé-

address | hostname} [count count] [interval 1-60] [size size] [source ip-address |
ipv6-address | {unit/slot/port | vlan 1-4093 | serviceport | network}]

Modes e Privileged EXEC
e User EXEC
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Using the options described below, you can specify the number and size of Echo Requests and the interval
between Echo Requests.

Parameter Description

address IPv4 or IPv6 addresses to ping.

count Use the count parameter to specify the number of ping packets (ICMP Echo requests) that
are sent to the destination address specified by the ip-address field. The range for count
is 1 to 15 requests.

interval Use the interval parameter to specify the time between Echo Requests, in seconds.
Range is 1 to 60 seconds.

size Use the size parameter to specify the size, in bytes, of the payload of the Echo Requests
sent. Range is 0 to 65507 bytes.

source Use the source parameter to specify the source IP/IPv6 address or interface to use when
sending the Echo requests packets.

hostname Use the hostname parameter to resolve to an IPv4 or IPv6 address. The ipv6 keyword is
specified to resolve the hostname to IPv6 address. The IPv4 address is resolved if no
keyword is specified.

ipvé The optional keyword ipv6 can be used before the ipv6-address or hostname argument.
Using the ipv6 optional keyword before hostname tries to resolve it directly to the IPv6
address. Also used for pinging a link-local IPv6 address.

interface Use the interface keyword to ping a link-local IPv6 address over an interface.

link-local- The link-local IPv6 address to ping over an interface.

address

The following are examples of the CLI command.

Example: IPv4 ping success:
(Routing) #ping 10.254.2.160 count 3 interval 1 size 255
Pinging 10.254.2.160 with 255 bytes of data:

Received response for icmp_seq
Received response for icmp_seq = 1. time

275268 usec
274009 usec

0. time

Received response for icmp_seq = 2. time = 279459 usec

----10.254.2.160 PING statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (msec) min/avg/max = 274/279/276

Example: IPv6 ping success
(Routing) #ping 2001::1
Pinging 2001::1 with 64 bytes of data:

Send count=3, Receive count=3 from 2001::1
Average round trip time = 3.00 ms

Example: IPv4 ping failure:

In Case of Unreachable Destination:

(Routing) # ping 192.168.254.222 count 3 interval 1 size 255
Pinging 192.168.254.222 with 255 bytes of data:

Received Response: Unreachable Destination

Received Response :Unreachable Destination
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Received Response :Unreachable Destination
----192.168.254.222 PING statistics----

3 packets transmitted,3 packets received, 0% packet loss
round-trip (msec) min/avg/max = 0/0/90

In Case Of Request TimedOut:
(Routing) # ping 1.1.1.1 count 1 interval 3
Pinging 1.1.1.1 with @ bytes of data:

----1.1.1.1 PING statistics----
1 packets transmitted,® packets received, 100% packet loss
round-trip (msec) min/avg/max = ©/0/0
Example: 1Pv6 ping failure
(Routing) #ping ipv6 2001::4
Pinging 2001::4 with 64 bytes of data:

Send count=3, Receive count=0 from 2001::4
Average round trip time = 0.00 ms

quit

This command closes the current telnet connection or resets the current serial connection. The system asks you
whether to save configuration changes before quitting.

Format quit

Modes e Privileged EXEC
e User EXEC

reload

This command resets the switch without powering it off. Reset means that all network connections are
terminated and the boot code executes. The switch uses the stored configuration to initialize the switch. You are
prompted to confirm that the reset should proceed. The LEDs on the switch indicate a successful reset.

Format reload [configuration [scriptname]]

Mode Privileged EXEC

Parameter Description

configuration Gracefully reloads the configuration. If no configuration file is specified, the startup-config
file is loaded.

scriptname The configuration file to load. The scripthname must include the extension.

copy

The copy command uploads and downloads files to and from the switch. You can also use the copy command
to manage the dual images (active and backup) on the file system. Upload and download files from a server
using FTP, TFTP, Xmodem, Ymodem, or Zmodem. If FTP is used, a password is required.
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Format copy source destination {verify | noverify}
Mode Privileged EXEC

Replace the source and destination parameters with the options in Table 9 on page 246. For the url source or
destination, use the following value:

{xmodem | tftp://ipaddr|hostname | ip6address|hostname/filepath/filename [noval] | ftp://
user@ipaddress | hostname/filepath/filename}

verify | noverify is only available if the image/configuration verify options feature is enabled (see “file verify”
on page 249). verify specifies that digital signature verification will be performed for the specified downloaded
image or configuration file. noverify specifies that no verification will be performed.

The keyword ias-users supports the downloading of the IAS user database file. When the IAS users file is
downloaded, the switch IAS user’s database is replaced with the users and its attributes available in the
downloaded file. In the command copy url ias-users, for url one of the following is used for IAS users file:

{ { tftp://<ipaddr | hostname> | <ipv6address | hostname> /<filepath>/<filename>} | { sftp | scp://
<username> @ <ipaddress>/<filepath>/<filename>} }

For FTP, TFTP, SFTP and SCP, the ipaddr[hostname parameter is the IP address or host name of the server,

z@l Note: The maximum length for the file path is 160 characters, and the maximum length for the file
name is 31 characters.

filepath is the path to the file, and filename is the name of the file you want to upload or download.

E@I Note: ip6address is also a valid parameter for routing packages that support IPv6.

Caution! Remember to upload the existing switch.cfg file off the switch prior to loading a new
release image in order to make a backup.

Table 9: Copy Parameters

Source Destination Description

nvram:application: url Filename of source application file.

sourcefilename

nvram:backup-config nvram:startup-config  Copies the backup configuration to the startup
configuration.

nvram:clibanner url Copies the CLI banner to a server.
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Table 9: Copy Parameters (Cont.)

Source

Destination

Description

nvram: cor‘e—dump

tftp://
<ipaddress|hostname>/
<filepath>/<filename> |
ftp://
<user>@<ipaddr|hostnam
e>/<path>/<filename> |
scp://
<user>@<ipaddr|hostnam
e>/<path>/<filename> |
sftp://
<user>@<ipaddr|hostnam
e>/<path>/<filename>}

Uploads the core dump file on the local system to an
external TFTP/FTP/SCP/SFTP server.

nvram:cpupktcapture.pcap url Uploads CPU packets capture file.

nvram:crash-log url Copies the crash log to a server.

nvram:errorlog url Copies the error log file to a server.
nvram:factory-defaults url Uploads factory defaults file.

nvram:switch.cfg url Uploads the binary config file to a server.

nvram:log url Copies the log file to a server.
nvram:operational-log url Copies the operational log file to a server.
nvram:script scriptname  url Copies a specified configuration script file to a server.

nvram:startup-config

nvram:backup-config

Copies the startup configuration to the backup
configuration.

nvram:startup-config url Copies the startup configuration to a server.
nvram:startup-log url Uploads the startup log file.

nvram: tech-support [unit url Uploads the system and configuration information for
unit id] technical support.

nvram:traplog url Copies the trap log file to a server.

system:running-config

nvram:startup-config

Saves the running configuration to NVRAM.

system:running-config

nvram:factory-defaults

Saves the running configuration to NVRAM to the
factory-defaults file.

system:image

url

Saves the system image to a server.

url nvram:application Destination file name for the application file.
destfilename

url nvram:clibanner Downloads the CLI banner to the system.

url nvram:switch.cfg Downloads the binary config file to the system.

url nvram:publickey-config Downloads the Public Key for Configuration Script

validation.
url nvram:publickey-image Downloads Public Key for Image validation.
url nvram:script Downloads a configuration script file to the system.

destfilename

During the download of a configuration script, the copy
command validates the script. In case of any error, the
command lists all the lines at the end of the validation
process and prompts you to confirm before copying the
script file.
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Table 9: Copy Parameters (Cont.)

Source Destination Description
url nvram:script When you use this option, the copy command will not
destfilename noval validate the downloaded script file. An example of the

CLI command follows:
(Routing) #copy tftp://1.1.1.1/file.scr nvram:script file.scr noval

url nvram:sshkey-dsa Downloads an SSH key file. For more information, see
“Secure Shell Commands” on page 107.

url nvram:sshkey-rsal Downloads an SSH key file.

url nvram: sshkey-rsa2 Downloads an SSH key file.

url nvram:sslpem-dhweak Downloads an HTTP secure-server certificate.

url nvram:sslpem-dhstrong Downloads an HTTP secure-server certificate.

url nvram:sslpem-root Downloads an HTTP secure-server certificate. For

more information, see “Hypertext Transfer Protocol
Commands” on page 111.

url nvram:sslpem-server Downloads an HTTP secure-server certificate.
url nvram:startup-config Downloads the startup configuration file to the system.
url ias-users Downloads an IAS users database file to the system.

When the IAS users file is downloaded, the switch IAS
user’s database is replaced with the users and their
attributes available in the downloaded file.

url nvram:tech-support- Downloads the file containing list of commands to be
cmds displayed using the show tech-support command.
url {active | backup} Download an image from the remote server to either
image.
{active | backup} url Upload either image to the remote server.
active backup Copy the active image to the backup image.
backup active Copy the backup image to the active image.

Example: The following shows an example of downloading and applying ias users file.
(Routing) #copy tftp://10.131.17.104/aaa_users.txt ias-users

o T T TFTP

Set Server IP.....c.iiiiiiiiiiiiiiiiiiinnenenens 10.131.17.104
2 o ./

Filename. ... iiiieienennenennenensonosoennnns aaa_users.txt
Data Type. .ttt ittt ittt eannns IAS Users

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer operation completed successfully.

Validating and updating the users to the IAS users database.

Updated IAS users database successfully.
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(Routing) #

file verify

This command enables digital signature verification while an image and/or configuration file is downloaded to
the switch.

Format file verify {all | image | none | script}

Mode Global Config

Parameter Description

All Verifies the digital signature of both image and configuration files.

Image Verifies the digital signature of image files only.

None Disables digital signature verification for both images and configuration files.
Script Verifies the digital signature of configuration files.

no file verify
Resets the configured digital signature verification value to the factory default value.

Format no file verify
Mode Global Config

write memory

Use this command to save running configuration changes to NVRAM so that the changes you make will persist
across a reboot. This command is the same as copy system:running-config nvram:startup-config. Use the
confirm keyword to directly save the configuration to NVRAM without prompting for a confirmation.

Format write memory [confirm]
Mode Privileged EXEC

Power Over Ethernet Commands

This section describes the commands used to configure and monitor Power Over Ethernet (PoE). POE allows
IP telephones, wireless LAN access points, and other appliances to receive power as well as data over existing
LAN cabling without modifying the existing Ethernet infrastructure. PoE is only available on switches that contain
a PoE controller.
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PoE implements the PoE+ specification (IEEE 802.3at) for power sourcing equipment (PSE). IEEE 802.3at
allows power to be supplied to Class 4 PD devices that require power greater than 15.4 Watts and up to 34.2
Watts. This allows the PoE+ enabled network switches and routers to be used for deployment with devices that
require more power than the 802.3AF specification allows. PoOE+ 802.3at is compatible with 802.1AF.

Flexible Power Management

PoE provides power management that supports power reservation, power prioritization and power limiting. The
operator can assign a priority to each PoE port. When the power budget of the PoE switch has been exhausted,
the higher priority ports are given preference over the lower priority ports. Lower priority ports are forcibly
stopped to supply power in order to provide power to higher priority ports.

The static power management feature allows operators to reserve a guaranteed amount of power for a PoE port.
This is useful for powering up devices which draw variable amounts of power and provide them an assured
power range within which to operate. Class-based power management allocates power at class limits as
opposed to user defined limits.

In the Dynamic Power management feature, power is not reserved for a given port at any point of time. The
power available with the PoE switch is calculated by subtracting the instantaneous power drawn by all the ports
from the maximum available power. Thus, more ports can be powered at the same time. This feature is useful
to efficiently power up more devices when the available power with the PoE switch is limited.

PoE also provides a global usage threshold feature in order to limit the PoE switch from reaching an overload

condition. The operator can specify the limit as a percentage of the maximum power.

E@I Note: POE commands are only applicable to copper ports.

poe high-power

Use this command to enable high power mode for all ports in all units (Global Configuration) or for a specific unit
(Interface Configuration mode). In high power mode, the switch negotiates the power budget with the powered
device (PD). The maximum power a POE port is capable of delivering is 32W in dot3at mode and 60W in upoe
mode.

Default Disable
Format poe high-power {dot3at | legacy | pre-dot3at | upoe}
Mode ¢ Global Configuration

* Interface Configuration

Parameter Description

dot3at High power device with LLDP support

legacy Powered device with a high-inrush current

pre-dot3at Powered device without LLDP support

upoe Forces power to be delivered using four pairs of the cable.
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no poe high-power

Disables high power mode.

Format no poe high-power

Mode ¢ Global Configuration
¢ Interface Configuration

poe power limit

Use this command to configure the type of power limit for all ports in all units (Global Configuration) or a specified
port (Interface Configuration).

Default User-defined value
Format poe power limit {none| value | class-based}
Mode ¢ Global Configuration

¢ Interface Configuration

Parameter Description

none There is no power limit.

value A user-defined power limit from 3000 mW to 60000 mW power per port.
class-based The power limit is class-based.

no power power limit

Use this command to set the power limit type to the default.

Default User-defined value
Format no poe power limit
Mode ¢ Global Configuration

* Interface Configuration

poe power management

Use this command to set up the power management type.

Default Dynamic

Format poe power management {unit/slot/port | all} {dynamic | static}
Mode Global Configuration

Parameter Description

unit Configures power management for an individual port.
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Parameter Description

all Configures power management for all ports.

dynamic Power management is done by the POE controller and the maximum power for a port is not
reserved for each port.

static Power n(;lanagement is done by the POE controller and maximum power for a port is
reserved.

no poe power management

Use this command to set the management mode to the default.

Format no poe power management

Mode Global Configuration

poe priority

Use this command to configure the port priority level for the delivery of power to an attached device. The switch
may not be able to supply power to all connected devices, so the port priority is used to determine which ports
will supply power if adequate power capacity is not available for all enabled ports. For ports that have the same
priority level the lower-numbered port has higher priority.

For a system delivering peak power to a certain number of devices, if a new device is attached to a high-priority
port, power to a low-priority port is shut down and the new device is powered up.

Default Low
Format poe priority { Crit | Hig | Low }
Mode Interface Configuration

no poe priority

Use this command to return the port priority level to the default value.

Default Low
Format no poe priority
Mode ¢ Global Configuration

¢ Interface Configuration

poe reset

Use this command to reset all ports.

Default Disable
Format poe reset
Mode Global Configuration
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poe traps

Use this command to enable/disable traps that indicate changes in the PoE status for the port.

Default Enable
Format poe traps
Mode Global Configuration

poe usagethreshold

Use this command to configure the system power usage threshold level at which a trap is generated. The
threshold is configured as a percentage of the total available power.

Default 90%

Format poe usagethreshold {unit | all} 1-99

Mode Global Configuration

Parameter Description

unit Sets the threshold for the unit.

all Sets the threshold for all units.

1-99 The power threshold at which a trap is generated. The range is 1-99%.

no poe usagethreshold

Use this command to set the threshold to the default value.

Format no poe usagethreshold
Mode Global Configuration
show poe

Use this command to display the current POE configuration and status information for all ports.

Format show poe
Mode Privileged EXEC
Example:

(Switching) #show poe

Firmware Version.......ieeeeeeeeeeeeenenonnnans 1.3.0.7
PSE Main Operational Status............ccviunn OFF
Threshold POWer......coiiiiiineieeenrennnannnnns 459000 mW
Total Power Consumed. ......coviieeenrennnnnnnnns 0

Usage Threshold........coiiiiiiiiiininneeennnnn 90
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Power Management Mode........covviiinininennnns Dynamic
LI = 51 Enable
show poe mpsm

Use this command to display the current MPSM and Power Bank values. If a slot is selected, only the MPSM
and Power Bank Values for that slot are displayed.

Format show poe mpsm [slot]
Mode Privileged EXEC
Example:

(Switching)# show poe mpsm

Current Active MPSM = 1

Slot Power Bank
Value (W)
1 580
2 610
3 550

(Switching) show poe mpsm 2
Slot = 2
Current Active MPSM =1

MPSM Number: 0 1 2 3 4 5 6 7
Power Bank Value (W): 260 610 1080 1430 1780 2130 2480 2830

show poe port configuration

Use this command to display POE port configuration information for individual ports or all ports.

Format show poe port configuration { all | unit/slot/port }
Mode Privileged EXEC
Example:

(Switching) #show poe port configuration @/1

Admin Power  Power Limit High Power Detection Timer Schedule
Intf Mode  Priority Limit Type Mode Type
(mi)
0/1 Enable Low 60000 User Defined UPOE auto None

show poe port info

Use this command to display PoE port information
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Format show poe port info { all | unit/slot/port }
Mode Privileged EXEC
Example:

(Switching) #show poe port info all

High
Intf Power
2/0/1 Yes
2/0/2 Yes
2/0/3 Yes
2/0/4 Yes
2/0/5 Yes
2/0/6 Yes
2/0/7 Yes
2/0/8 Yes
2/0/9 Yes
2/0/10 Yes
2/0/11 Yes
2/0/12 Yes
2/0/13 Yes
2/0/14 Yes
2/0/15 Yes
2/0/16 Yes
2/0/17 Yes
2/0/18 Yes

Max

Power
(m)

Class

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

OO0 OO0 OOGOO

Power
(m)

Output Output
Current Voltage

OO0 OO0 OOOO®OO

(mA)

V)

OO0 00PN OOOOOOGOOO

Status

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Simple Network Time Protocol Commands

Fault
Status

This section describes the commands you use to automatically configure the system time and date by using
Simple Network Time Protocol (SNTP).

sntp broadcast client poll-interval

This command sets the poll interval for SNTP broadcast clients in seconds as a power of two where polL-
interval can be a value from 6 to 10.

Default 6
Format sntp broadcast client poll-interval poll-interval
Mode Global Config

no sntp broadcast client poll-interval

This command resets the poll interval for SNTP broadcast client back to the default value.
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Format no sntp broadcast client poll-interval
Mode Global Config

sntp client mode

This command enables Simple Network Time Protocol (SNTP) client mode and may set the mode to either
broadcast or unicast.

Default disabled
Format sntp client mode [broadcast | unicast]
Mode Global Config

no sntp client mode

This command disables Simple Network Time Protocol (SNTP) client mode.

Format no sntp client mode
Mode Global Config

sntp client port

This command sets the SNTP client port ID to 0, 123 or a value between 1025 and 65535. The default value is
0, which means that the SNTP port is not configured by the user. In the default case, the actual client port value
used in SNTP packets is assigned by the underlying OS.

Default 0
Format sntp client port portid
Mode Global Config

no sntp client port

This command resets the SNTP client port back to its default value.

Format no sntp client port
Mode Global Config

sntp unicast client poll-interval

This command sets the poll interval for SNTP unicast clients in seconds as a power of two where poll-interval
can be a value from 6 to 10.

Default 6
Format sntp unicast client poll-interval poll-interval
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Mode Global Config

no sntp unicast client poll-interval

This command resets the poll interval for SNTP unicast clients to its default value.

Format no sntp unicast client poll-interval
Mode Global Config

sntp unicast client poll-timeout

This command sets the poll timeout for SNTP unicast clients in seconds to a value from 1-30.

Default 5
Format sntp unicast client poll-timeout poll-timeout
Mode Global Config

no sntp unicast client poll-timeout

This command will reset the poll timeout for SNTP unicast clients to its default value.

Format no sntp unicast client poll-timeout
Mode Global Config

sntp unicast client poll-retry

This command will set the poll retry for SNTP unicast clients to a value from 0 to 10.

Default 1
Format sntp unicast client poll-retry poll-retry
Mode Global Config

no sntp unicast client poll-retry

This command will reset the poll retry for SNTP unicast clients to its default value.

Format no sntp unicast client poll-retry
Mode Global Config

sntp server

This command configures an SNTP server (a maximum of three). The server address can be either an IPv4
address or an IPv6 address. The optional priority can be a value of 1-3, the version a value of 1-4, and the port
id a value of 1-65535.
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Format sntp server {ipaddress | ipvé6address | hostname} [priority [version [portid]]]
Mode Global Config

no sntp server

This command deletes an server from the configured SNTP servers.

Format no sntp server remove {ipaddress | ipvé6address | hostname}
Mode Global Config

sntp source-interface

Use this command to specify the physical or logical interface to use as the source interface (source IP address)
for SNTP unicast server configuration. If configured, the address of source Interface is used for all SNTP
communications between the SNTP server and the SNTP client. The selected source-interface IP address is
used for filling the IP header of management protocol packets. This allows security devices (firewalls) to identify
the source packets coming from the specific switch. If a source-interface is not specified, the primary IP address
of the originating (outbound) interface is used as the source address. If the configured interface is down, the
SNTP client falls back to its default behavior.

Format sntp source-interface {unit/slot/port | loopback Loopback-id | vlan vlan-id}

Mode Global Config

Parameter Description

unit/slot/port The unit identifier assigned to the switch.

loopback-id Configures the loopback interface. The range of the loopback ID is 0 to 7.

tunnel-id Configures the IPv6 tunnel interface. The range of the tunnel ID is 0 to 7.

vlan-id pan{igzge;sthe VLAN interface to use as the source IP address. The range of the VLAN ID
is 1to .

no sntp source-interface

Use this command to reset the SNTP source interface to the default settings.

Format no sntp source-interface
Mode Global Config
show sntp

This command is used to display SNTP settings and status.

Format show sntp
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Mode Privileged EXEC

Term Definition

Last Update Time of last clock update.

Time

Last Attempt Time of last transmit query (in unicast mode).

Time

Last Attempt Status of the last SNTP request (in unicast mode) or unsolicited message (in broadcast
Status mode).

Broadcast Count Current number of unsolicited broadcast messages that have been received and processed
by the SNTP client since last reboot.

show sntp client

This command is used to display SNTP client settings.

Format show sntp client
Mode Privileged EXEC
Term Definition

Client Supported Modes Supported SNTP Modes (Broadcast or Unicast).
SNTP Version The highest SNTP version the client supports.

Port SNTP Client Port. The field displays the value 0 if it is default value. When the
client port value is 0, if the client is in broadcast mode, it binds to port 123; if the
client is in unicast mode, it binds to the port assigned by the underlying OS.

Client Mode Configured SNTP Client Mode.

show sntp server

This command is used to display SNTP server settings and configured servers.

Format show sntp server

Mode Privileged EXEC

Term Definition

Server Host Address IP address or hostname of configured SNTP Server.

Server Type Address type of server (IPv4, IPv6, or DNS).

Server Stratum Claimed stratum of the server for the last received valid packet.

Server Reference ID Reference clock identifier of the server for the last received valid packet.
Server Mode SNTP Server mode.

Server Maximum Entries Total number of SNTP Servers allowed.
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Term Definition

Server Current Entries Total number of SNTP configured.

For each configured server:

Term Definition

IP Address / Hosthame  |P address or hostname of configured SNTP Server.

Address Type Address Type of configured SNTP server (IPv4, IPv6, or DNS).

Priority IP priority type of the configured server.

Version SNTP Version number of the server. The protocol version used to query the server
in unicast mode.

Port Server Port Number.

Last Attempt Time Last server attempt time for the specified server.

Last Update Status Last server attempt status for the server.

Total Unicast Requests  Number of requests to the server.
Failed Unicast Requests Number of failed requests from server.

show sntp source-interface

Use this command to display the SNTP client source interface configured on the switch.

Format show sntp source-interface

Mode Privileged EXEC

Field Description

SNTP Client Source The interface ID of the physical or logical interface configured as the SNTP client
Interface source interface.

SNTP Client Source IPv4 The IP address of the interface configured as the SNTP client source interface.
Address

Example: The following shows example CLI display output for the command.

(Routing) #show sntp source-interface
SNTP Client Source Interface.........eceeeennnn (not configured)

(Routing) #
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Time Zone Commands

Use the Time Zone commands to configure system time and date, Time Zone and Summer Time (that is,
Daylight Saving Time). Summer time can be recurring or non-recurring.

clock set

This command sets the system time and date.

Format clock set hh:mm:ss
clock set mm/dd/yyyy
Mode Global Config
Parameter Description
hh:mm:ss Enter the current system time in 24-hour format in hours, minutes, and seconds. The range
is hours: 0 to 23, minutes: 0 to 59, seconds: 0 to 59.
mm/dd/yyyy Enter the current system date the format month, day, year. The range for month is 1 to 12.

The range for the day of the month is 1 to 31. The range for year is 2010 to 2079.

Example: The following shows examples of the command.

(Routing) (Config)# clock set ©3:17:00

(Routing) (Config)# clock set 11/01/2011

clock summer-time date

Use the clock summer-time date command to set the summer-time offset to Coordinated Universal Time (UTC).
If the optional parameters are not specified, they are read as either 0 or\0, as appropriate.

Format clock summer-time date {date month year hh:mm date month year hh:mm}[offset offsef] [zone
acronym|

Mode Global Config

Parameter Description

date Day of the month. Range is 1 to 31.

month Month. Range is the first three letters by name; jan, for example.

year Year. The range is 2000 to 2097.

hh:mm Time in 24-hour format in hours and minutes. The range is hours: 0 to 23, minutes: 0 to 59.

offset The number of minutes to add during the summertime. The range is 1 to 1440.
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Parameter

Description

acronym

The acronym for the summer-time to be displayed when summertime is in effect. The range

is up to four characters are allowed.

Example: The following shows examples of the command.

(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18
(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18 offset 120 zone INDA

clock summer-time recurring

This command sets the summer-time recurring parameters.

Format clock summer-time recurring {week day month hh:mm week day month hh:mmj [offset offsef]
[zone acronym]

Mode Global Config

Parameter Description

EU The system clock uses the standard recurring summer time settings used in countries in the
European Union.

USA The system clock uses the standard recurring daylight saving time settings used in the
United States.

week Week of the month. The range is 1 to 5, first, last.)

day Day of the week. The range is the first three letters by name; sun, for example.

month Month. The range is the first three letters by name; jan, for example.

hh:mm Time in 24-hour format in hours and minutes. The range is hours: 0 to 23, minutes: 0 to 59.

offset The number of minutes to add during the summertime. The range is 1 to 1440.

acronym The acronym for the summertime to be displayed when summertime is in effect. Up to four

characters are allowed.

Example: The following shows examples of the command.

(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18
(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18 offset 120 zone INDA

no clock summer-time

This command disables the summer-time settings.

Format
Mode

no clock summer-time
Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no clock summer-time
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clock timezone

Use this command to set the offset to Coordinated Universal Time (UTC). If the optional parameters are not
specified, they will be read as either 0 or \0 as appropriate.

Format clock timezone {hours} [minutes minutes] [zone acronym]

Mode Global Config

Parameter Description

hours Hours difference from UTC. The range is -12 to +13.

minutes Minutes difference from UTC. The range is 0 to 59.

acronym The acronym for the time zone. The range is up to four characters.

Example: The following shows an example of the command.

(Routing) (Config)# clock timezone 5 minutes 30 zone INDA

no clock timezone

Use this command to reset the time zone settings.

Format no clock timezone
Mode Global Config

Example: The following shows an example of the command.

(Routing) (Config)# no clock timezone

show clock

Use this command to display the time and date from the system clock.

Format show clock
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) # show clock

15:02:09 (UTC+0:00) Nov 1 2011
No time source

Example: The following shows example CLI display output for the command.

With the above configuration the output appears as below:

(Routing) # show clock
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10:55:40 INDA(UTC+7:30) Nov 1 2011
No time source

show clock detail

Use this command to display the detailed system time along with the time zone and the summertime

configuration.

Format show clock detail
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(Routing) # show clock detail

15:05:24 (UTC+0:00) Nov 1 2011
No time source

Time zone:
Acronym not configured
Offset is UTC+0:00

Summertime:
Summer-time is disabled

Example: The following shows example CLI display output for the command.

With the above configuration the output appears as below:

(Routing) # show clock detail

10:57:57 INDA(UTC+7:30) Nov 1 2011
No time source

Time zone:
Acronym is INDA
Offset is UTC+5:30

Summertime:

Acronym is INDA

Recurring every year

Begins on second Sunday of Nov at ©3:18
Ends on second Monday of Nov at 03:18
Offset is 120 minutes

Summer-time is in effect.
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DHCP Server Commands

This section describes the commands you to configure the DHCP server settings for the switch. DHCP uses
UDP as its transport protocol and supports a number of features that facilitate in administration address
allocations.

ip dhcp pool

This command configures a DHCP address pool name on a DHCP server and enters DHCP pool configuration
mode.

Default none
Format ip dhcp pool name
Mode Global Config

no ip dhcp pool

This command removes the DHCP address pool. The name should be previously configured pool name.

Format no ip dhcp pool name
Mode Global Config

client-identifier

This command specifies the unique identifier for a DHCP client. Unique-identifier is a valid notation in
hexadecimal format. In some systems, such as Microsoft DHCP clients, the client identifier is required instead
of hardware addresses. The unique-identifier is a concatenation of the media type and the MAC address. For
example, the Microsoft client identifier for Ethernet address ¢819.2488.f177 is 01¢8.1924.88f1.77 where 01
represents the Ethernet media type. For more information, refer to the “Address Resolution Protocol
Parameters” section of RFC 1700, Assigned Numbers for a list of media type codes.

Default none
Format client-identifier uniqueidentifier
Mode DHCP Pool Config

no client-identifier

This command deletes the client identifier.

Format no client-identifier
Mode DHCP Pool Config
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client-name

This command specifies the name for a DHCP client. Name is a string consisting of standard ASCII characters.

Default none
Format client-name name
Mode DHCP Pool Config

no client-name

This command removes the client name.

Format no client-name
Mode DHCP Pool Config

default-router

This command specifies the default router list for a DHCP client. {address1, address2.. address8} are valid IP
addresses, each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Default none
Format default-router addressl [address2....address8]
Mode DHCP Pool Config

no default-router

This command removes the default router list.

Format no default-router
Mode DHCP Pool Config
dns-server

This command specifies the IP servers available to a DHCP client. Address parameters are valid IP addresses;
each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Default none
Format dns-server addressl [address2....address8]
Mode DHCP Pool Config

no dns-server

This command removes the DNS Server list.
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Format no dns-server
Mode DHCP Pool Config
hardware-address

This command specifies the hardware address of a DHCP client. Hardware-address is the MAC address of the
hardware platform of the client consisting of 6 bytes in dotted hexadecimal format. Type indicates the protocol
of the hardware platform. It is 1 for 10 MB Ethernet and 6 for IEEE 802.

Default ethernet
Format hardware-address hardwareaddress type
Mode DHCP Pool Config

no hardware-address

This command removes the hardware address of the DHCP client.

Format no hardware-address
Mode DHCP Pool Config
host

This command specifies the IP address and network mask for a manual binding to a DHCP client. Address and
Mask are valid IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is
invalid. The prefix-length is an integer from 0 to 32.

Default none

Format host address [{mask | prefix-length}]
Mode DHCP Pool Config

no host

This command removes the IP address of the DHCP client.

Format no host
Mode DHCP Pool Config
lease

This command configures the duration of the lease for an IP address that is assigned from a DHCP server to a
DHCP client. The overall lease time should be between 1-86400 minutes. If you specify infinite, the lease is
set for 60 days. You can also specify a lease duration. Days is an integer from 0 to 59. Hours is an integer from
0 to 23. Minutes is an integer from 0 to 59.
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Default 1 (day)

Format lease [{days [hours] [minutes] | infinite}]
Mode DHCP Pool Config

no lease

This command restores the default value of the lease time for DHCP Server.

Format no lease
Mode DHCP Pool Config

network (DHCP Pool Config)

Use this command to configure the subnet number and mask for a DHCP address pool on the server. Network-
number is a valid IP address, made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.
Mask is the IP subnet mask for the specified address pool. The prefix-length is an integer from 0 to 32.

Default none

Format network networknumber [{mask | prefixlength}]
Mode DHCP Pool Config

no network

This command removes the subnet number and mask.

Format no network
Mode DHCP Pool Config
bootfile

The command specifies the name of the default boot image for a DHCP client. The filLename specifies the boot
image file.

Format bootfile filename
Mode DHCP Pool Config
no bootfile

This command deletes the boot image name.

Format no bootfile
Mode DHCP Pool Config
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domain-name

This command specifies the domain name for a DHCP client. The domain specifies the domain name string of
the client.

Default none
Format domain-name domain
Mode DHCP Pool Config

no domain-name

This command removes the domain name.

Format no domain-name
Mode DHCP Pool Config

domain-name enable

This command enables the domain name functionality in Switch.

Format domain-name enable [name name]

Mode Global Config

Example: The following shows an example of the command.
(Switching) (Config)#domain-name enable
(Switching) (Config)#exit

no domain-name enable

This command disables the domain name functionality in Switch.

Format no domain-name enable

Mode Global Config

netbios-name-server

This command configures NetBIOS Windows Internet Naming Service (WINS) name servers that are available
to DHCP clients.

One IP address is required, although one can specify up to eight addresses in one command line. Servers are
listed in order of preference (address1 is the most preferred server, address2 is the next most preferred server,
and so on).

Default none
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Format netbios-name-server address [address2
Mode DHCP Pool Config

no netbios-name-server

This command removes the NetBIOS name server list.

Format no netbios-name-server
Mode DHCP Pool Config

netbios-node-type

...address8]

The command configures the NetBIOS node type for Microsoft Dynamic Host Configuration Protocol (DHCP)

clients.type Specifies the NetBIOS node type. Valid types
* b-node—Broadcast

e p-node—Peer-to-peer

¢  m-node—Mixed

¢ h-node—Hybrid (recommended)

Default none
Format netbios-node-type type
Mode DHCP Pool Config

no netbios-node-type

This command removes the NetBIOS node Type.

Format no netbios-node-type
Mode DHCP Pool Config

next-server

are:

This command configures the next server in the boot process of a DHCP client.The address parameter is the IP

address of the next server in the boot process, which is typically a TFTP server.

Default inbound interface helper addresses
Format next-server address
Mode DHCP Pool Config

no next-server

This command removes the boot server list.
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Format no next-server
Mode DHCP Pool Config
option

The option command configures DHCP Server options. The code parameter specifies the DHCP option code
and ranges from 1-254. The ascii string parameter specifies an NVT ASCII character string. ASCII character
strings that contain white space must be delimited by quotation marks. The hex string parameter specifies
hexadecimal data. In hexadecimal, character strings are two hexadecimal digits. You can separate each byte
by a period (for example, a3.4f.22.0c), colon (for example, a3:4f:22:0c), or white space (for example, a3 4f
22 9c).

Default none

Format option code {ascii string | hex stringl [string2...string8] | ip address1
[address2...address8]1}

Mode DHCP Pool Config

no option

This command removes the DHCP Server options. The code parameter specifies the DHCP option code.

Format no option code
Mode DHCP Pool Config

ip dhcp excluded-address

This command specifies the IP addresses that a DHCP server should not assign to DHCP clients. Low-address
and high-address are valid IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address
0.0.0.0 is invalid.

Default none
Format ip dhcp excluded-address Llowaddress [highaddress]
Mode Global Config

no ip dhcp excluded-address
This command removes the excluded IP addresses for a DHCP client. Low-address and high-address are valid

IP addresses; each made up of four decimal bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Format no ip dhcp excluded-address lowaddress [highaddress]
Mode Global Config
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ip dhcp ping packets

Use this command to specify the number, in a range from 2-10, of packets a DHCP server sends to a pool
address as part of a ping operation. By default the number of packets sent to a pool address is 2, which is the
smallest allowed number when sending packets. Setting the number of packets to 0 disables this command.

Default 2
Format ip dhcp ping packets 9,2-10
Mode Global Config

no ip dhcp ping packets

This command restores the number of ping packets to the default value.

Format no ip dhcp ping packets
Mode Global Config

service dhcp

This command enables the DHCP server.

Default disabled
Format service dhcp
Mode Global Config

no service dhcp

This command disables the DHCP server.

Format no service dhcp
Mode Global Config

ip dhcp bootp automatic

This command enables the allocation of the addresses to the bootp client. The addresses are from the automatic
address pool.

Default disabled
Format ip dhcp bootp automatic
Mode Global Config

no ip dhcp bootp automatic

This command disables the allocation of the addresses to the bootp client. The address are from the automatic
address pool.
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Format no ip dhcp bootp automatic
Mode Global Config

ip dhcp conflict logging

This command enables conflict logging on DHCP server.

Default enabled
Format ip dhcp conflict logging
Mode Global Config

no ip dhcp conflict logging

This command disables conflict logging on DHCP server.

Format no ip dhcp conflict logging
Mode Global Config

clear ip dhcp binding

This command deletes an automatic address binding from the DHCP server database. If “” is specified, the
bindings corresponding to all the addresses are deleted. address is a valid IP address made up of four decimal
bytes ranging from 0 to 255. IP address 0.0.0.0 is invalid.

Format clear ip dhcp binding {address | *}
Mode Privileged EXEC

clear ip dhcp server statistics

This command clears DHCP server statistics counters.

Format clear ip dhcp server statistics
Mode Privileged EXEC

clear ip dhcp conflict

The command is used to clear an address conflict from the DHCP Server database. The server detects conflicts
using a ping. DHCP server clears all conflicts If the asterisk (*) character is used as the address parameter.

Default none
Format clear ip dhcp conflict {address | *}
Mode Privileged EXEC
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show ip dhcp binding

This command displays address bindings for the specific IP address on the DHCP server. If no IP address is
specified, the bindings corresponding to all the addresses are displayed.

Format show ip dhcp binding [address]
Modes e Privileged EXEC
e User EXEC
Term Definition
IP address The IP address of the client.
Hardware Address The MAC Address or the client identifier.
Lease expiration The lease expiration time of the IP address assigned to the client.
Type The manner in which IP address was assigned to the client.

show ip dhcp global configuration

This command displays address bindings for the specific IP address on the DHCP server. If no IP address is
specified, the bindings corresponding to all the addresses are displayed.

Format show ip dhcp global configuration
Modes e Privileged EXEC

e User EXEC
Term Definition

Service DHCP  The field to display the status of dhcp protocol.

Number of Ping The maximum number of Ping Packets that will be sent to verify that an ip address id not
Packets already assigned.

Conflict Logging Shows whether conflict logging is enabled or disabled.
BootP Automatic Shows whether BootP for dynamic pools is enabled or disabled.

show ip dhcp pool configuration

This command displays pool configuration. If all is specified, configuration for all the pools is displayed.

Format show ip dhcp pool configuration {name | all}
Modes e Privileged EXEC
e User EXEC
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Field Definition

Pool Name The name of the configured pool.

Pool Type The pool type.

Lease Time The lease expiration time of the IP address assigned to the client.

DNS Servers The list of DNS servers available to the DHCP client.
Default Routers The list of the default routers available to the DHCP client

The following additional field is displayed for Dynamic pool type:

Field Definition

Network The network number and the mask for the DHCP address pool.

The following additional fields are displayed for Manual pool type:

Field Definition

Client Name The name of a DHCP client.

Client Identifier The unique identifier of a DHCP client.

Hardware The hardware address of a DHCP client.

Address

Hardware The protocol of the hardware platform.

Address Type

Host The IP address and the mask for a manual binding to a DHCP client.

show ip dhcp server statistics

This command displays DHCP server statistics.

Format show ip dhcp server statistics
Modes e Privileged EXEC
e User EXEC
Field Definition
Automatic The number of IP addresses that have been automatically mapped to the MAC addresses
Bindings of hosts that are found in the DHCP database.
Expired The number of expired leases.
Bindings
Malformed The number of truncated or corrupted messages that were received by the DHCP server.
Bindings

Message Received:
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Message Definition
DHCP The number of DHCPDISCOVER messages the server has received.
DISCOVER

DHCP REQUEST The number of DHCPREQUEST messages the server has received.
DHCP DECLINE The number of DHCPDECLINE messages the server has received.
DHCP RELEASE The number of DHCPRELEASE messages the server has received.
DHCP INFORM The number of DHCPINFORM messages the server has received.

Message Sent:

Message Definition
DHCP OFFER The number of DHCPOFFER messages the server sent.
DHCP ACK The number of DHCPACK messages the server sent.

DHCP NACK The number of DHCPNACK messages the server sent.

show ip dhcp conflict

This command displays address conflicts logged by the DHCP Server. If no IP address is specified, all the
conflicting addresses are displayed.

Format show ip dhcp conflict [ip-address]
Modes e Privileged EXEC
e User EXEC
Term Definition
IP address The IP address of the host as recorded on the DHCP server.
I?Ilet?'lthi:Ion The manner in which the IP address of the hosts were found on the DHCP Server.
etho

Detection time The time when the conflict was found.
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DNS Client Commands

These commands are used in the Domain Name System (DNS), an Internet directory service. DNS is how
domain names are translated into IP addresses. When enabled, the DNS client provides a hostname lookup
service to other components of Switch.

ip domain lookup

Use this command to enable the DNS client.

Default enabled
Format ip domain lookup
Mode Global Config

no ip domain lookup

Use this command to disable the DNS client.

Format no ip domain lookup
Mode Global Config

ip domain name

Use this command to define a default domain name that Switch software uses to complete unqualified host
names (names with a domain name). By default, no default domain name is configured in the system. name

may not be longer than 255 characters and should not include an initial period. This name should be used only
when the default domain name list, configured using the ip domain list command, is empty.

Default none
Format ip domain name name
Mode Global Config

Example: The CLI command ip domain name yahoo.com will configure yahoo.com as a default domain
name. For an unqualified hostname xxx, a DNS query is made to find the IP address corresponding to
xxx.yahoo.com.

no ip domain name

Use this command to remove the default domain name configured using the ip domain name command.

Format no ip domain name
Mode Global Config
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ip domain list

Use this command to define a list of default domain names to complete unqualified names. By default, the list
is empty. Each name must be no more than 256 characters, and should not include an initial period. The default
domain name, configured using the ip domain name command, is used only when the default domain name list
is empty. A maximum of 32 names can be entered in to this list.

Default none
Format ip domain list name
Mode Global Config

no ip domain list

Use this command to delete a name from a list.

Format no ip domain list name
Mode Global Config

ip name server

Use this command to configure the available name servers. Up to eight servers can be defined in one command
or by using multiple commands. The parameter server-address is a valid IPv4 or IPv6 address of the server.
The preference of the servers is determined by the order they were entered.

Format ip name-server server-addressl [server-address2...server-address8]
Mode Global Config

no ip name server

Use this command to remove a name server.

Format no ip name-server [server-addressl...server-address8]

Mode Global Config

ip name source-interface

Use this command to specify the physical or logical interface to use as the DNS client (IP name) source interface
(source 