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PykoBoacTBO nonb3oBatena

1. HazHayeHue n aygutopua

06 3Tom fOKymeHTe

1. HASHA4YEHUE U AYAUTOPUA

B 3ToM AOKymeHTe onwucbiBaeTcs MHTepdeic KomaHaHoi cTpoku (CLI), ncnonbsyemsbiit gnn
HACTPOMKM U MOHWUTOPUHIra pPaboTbl NMPOrpammHoOro obecneyeHns KommyTtaTopa. JocTyn K
KOMaHAHOW CTPOKE MOXHO MOMYYUTb MPUM  MOMOWM MNPSAMOro  MOAK/AYEHUs K
nocnefoBaTeslbHOMY MOPTY KommyTatopa aAmbo no Telnet mam SSH yepes yaaneHHoe
NOAK/OYEHMeE.

OTOT A[OKYMEeHT npegHasHayeH AnA CUCTEMHbIX agMUHUCTPATOPOB, HACTpauBaloOWUX U
akcnayaTupytowmx KommyTtatopbl QTECH. [loKYMeHT cogepuT onncanme KoHurypauum MO
KOMMYyTaTopa.

Mpegnonaraetca, 4TO 4uTaTe/lb NOHMMaeT 6as3oBble MPUHUMMLI PaboTbl MPOrpaMmMHOro
obecneyeHMs KOMMyTaTopa W  O3HAKOMJEH C TEeXHUMYECKMMW  XapaKTepuUCTUKaMM
COOTBETCTBYIOLLEro ycTpoicTBa. TakKe npegnonaraeTca, Yto ymMtatenb obnagaetr 6a3oBbiMU
3HaHMAMM O TexHonorum Ethernet v noHMmaHmem mexaHM3MoOB PabOTbl KOMMbIOTEPHbIX
ceTen.

MoKanyincrta, O3HAKOMbTECb C TEXHMYECKMM OMNUCaHMEM KOMMYTATOpPOB. TexHW4yeckoe
OnucaHue COAEPXUT MHPOPMALMIO O XaPaKTEPHbIX ANA KOHKPETHbIX KOMMYTaTOpPOB
OYHKUMAX  mapwpyTmMsaumumn, KommyTauuu, SNMP, HacTpoek, ynpaBneHWs W Apyrux
OyHKUMAX. HeKoTopble OYHKLMM He NOAAep’KMBAOTCA B  ONPeAeNeHHbIX MOAEensx
KOMMYTaTOPOB.

. QTECH | www.qtech.ru
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PyKOBO,EI‘CTBO no/ib3oBaTenA

2. OnucaHue NO KommyTaTopa

2. ONUCAHUE NO KOMMYTATOPA

Onucaxue MO KommyTaTopa
MporpammHoe obecrneyeHne KOMMYTaTOpPa BbINONHAET ABe QYHKUMU:

«» ObecneuymBaeT pasNyHble BO3MOXKHOCTM KOMMyTaumMuM ¢peinmoB, OCHOBbLIBAACb Ha
cogepKalenca B HUX nHpopmaumm 2,3 n 4 yposHei OSI.

« lpeanocTaBnser ceTeBOMY aAMWHUCTPATOPY BO3MOXKHOCTM A/  MOHWUTOPUHIA MU
KOHOUTYypUpOBaHUA.

2.1. OnucaHuMe npoAayKra

Pa3BuTHE ceTeBbIX TEXHONOIMMI NepeBeno KommyTauuto Fast Ethernet n Gigabit Ethernet 13 knacca
MarmcTpanbHbIX NPUIOXKEHUI ypoBHA high-end B pa3psaa HeZoOpOrMx NOTPeOUTENbCKUX PELLEHUN.
CTOMMOCTb peLleHnit NPOAONNKAET CHUMKATLCA, U B TO Ke BPEMA MOBbILAETCA NPOM3BOAUTENIbHOCTb
N pacwmpseTca Habop A0CTYNHbIX GYHKLUMA. YCTPOMCTBA, CNOCOOHbIE OCYLLECTBAATE KOMMYTaLMIO
ypoBHelt 2, 3 n 4 OSI, crtaHoBATcA Bce bonee BocTpeboBaHbl. [lporpammHoe obecreyeHue
KoMmyTaTopa obecneyumnsaeT rMbKoe pelueHne 4na 3TUX BCe BO3pacTatloWmx noTpebHocTen.

TouHble QYHKLMOHANbHbIE BO3MOXHOCTU KaXAOro CeTeBOro YCTPOMCTBA, Ha KOoTopom paboTtaer
6a3o0Boe 10 KommyTaTopa, OT/INYAKOTCA B 3aBUCUMOCTM OT mogenu. B ntobom cayyae, MO BKAoYaeT
B ceba Habop PyHKUMI ANa ynpaBneHUA KaK CaMMM KOMMYTATOPOM, TakK U ceTblo. Bbl moxeTe
ynpasnatb MO ogHUM U3 cnepytowmx Tpex cnocobos:

®,

< WHTepdenc KomaHaHoM cTpoku (CLI)

RS

% Simple Network Management Protocol (SNMP)

®,

¥ Beb-uHTepdeiic

X/

Kaxablit U3 AaHHbIX cnocoboB No3BonseT paboTaTb Kak /SIOKaAbHO, TakK M yAaNEHHO, UCMOJb3YA
MEXaHW3Mbl YMNpPaB/ieHUss MO BHYTPEHHEMY WM MO BCMOMOraTe/bHOMYy KaHany. YnpasieHue
OCHOBbIBAeTCA Ha CTaHAapTax, C napameTpamu KoHburypauum u npusatHon MIB,
obecneymBalOWMMN BO3MOXKHOCTb YNpPaBAeHUs GYHKUMAMKU, He MNOJIHOCTbIO OMUCAHHbIMU B
ny6an4yHbIX MIB.

. QTECH | www.qgtech.ru

MWP [OCTYMNHEE

PyKoBOACTBO MO KOMaHZaM Aaa KommyTaTopoB cepmn QSW-3300



L bk

PyKOBO,EI‘CTBO no/ib3oBaTenA

3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

3. PABOTA C UHTEP®EMCOM KOMAHAHOMN CTPOKU

NHTepdelic KomaHaHoi cTpokn (CLI) npeactaBnset cobol CTpencTBo KOHPUIypUpOBaHUA W
MOHWUTOPUHIA COCTOSAAHUA CUCTEMbI, OCHOBAHHOE Ha TEKCTOBbIX KOMaHAaXx. [loCcTyn K KOMaHLHOM
CTPOKE MOHO NOAYYUTb MNPU MNOMOLM NPAMOrO MOAKAOYEHUA K NoOcCiefoBaTeNbHOMY
(KoHCONbHOMY) NopTy, MMBO NPM NOMOLIM YAANEHHOTO NIOTMYECKOTro COeAMHEHUA MOCPEACTBOM
Telnet nnaun SSH.

[laHHbIN pa3aen onucbiBaeT CUHTAKCUC KOMaHAHOW CTPOKM, YCI0BHble 0603HaUYeHMA U KOMaHAHble
pexumbl. Pasgen cogepskut cnegyowme cekumm:

X/
o

"CuHTaKcMc KomaHg" Ha cTp. 8

X/
o

"YcnoBHble 0603HaveHMA KomaHA'" Ha cTp. 9

X/
o

"O6wme 3HayeHna napameTpos” Ha cTp. 10

X/
X4

"MpaBuna HaumeHoBaHUA unit/slot/port" Ha cTp. 12

L)

X/
o

"Mcnonb3zoBaHue «No»-popmbl KomaHA" Ha cTp. 14

X/
o

"PeXMmbl KOMaHAHOM CTPOKKN" Ha cTp. 16

X/
o

"CoKkpauleHHasa ¢opma 1 aBTO3aBepLUeHNe KomaHa'" Ha cTp. 22
% " CoobueHuna o6 owmnbKax CLI" Ha cTp. 22

X/

% " KombuHaumm knasuw ana paboTbl B KOMaHAHOM cTpoKe" Ha cTp. 23

X/

% " CnpaBKa 1 nogaep»Ka B KOMaHAHOM cTpoke" Ha cTp. 24

®,

< "MonyuyeHune poctyna K CLI" Ha cTp. 25

3.1. CMHTaKCUC KOMaHA,

KomaHza - 3To 04HO MM HECKONbKO C/I0B, 32 KOTOPbIMW MOTYT CNefoBaTb OAMH UAWN HECKOJ/IbKO
napameTpos. MapameTpbl MOryT 6bITb 06A3aTENBHBIMU UM HEOBSA3aTEIbHBIMM.

HEKOTOpre KOMaHAbl, HAaNnpUMep show network WAU clear vlan, He Tpe6y+0T YKa3aHuA
napameTpos. C APYrMMn KOMaHAaMU, TaKUMU KaK network parms, Tpe6yeTCF| YKa3aTb
ob6A3aTenbHbIV NapameTp. NapameTpbl cieayeT ykasbiBaTb B CTpOrom nopsaake. CHavana
yKa3sblBatoTcAa obA3aTenbHble NapaMeTpbl, 3aTem - HeobasaTenbHble. HUkKe npuBeaeH npumep,
Mnnl-OCTpVIpyI-OLLI,VIVI CUHTAKCUC KOMaHObl network parms:

network parms ipaddr netmask [gateway]

. QTECH | www.qtech.ru
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PyKOBO,EI‘CTBO no/ib3oBaTenA

3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

*%* network parms-3TO UMA KOMaHAbI.

% ipaddr m netmask - 3TO MapamMeTpbl, BMECTO KOTOpPbIX HeO6XO,CI,VIMO BBECTU HYXHbIE

3Ha4YeHnA, nocae seBoAa KAKOYEBbLIX C/1I0OB KOMaHbI.

*%* [gateway]

- 3T0 HeobA3aTeNbHbIM NapameTp. Bbl MoMKeTe yKasaTb ero 3HauyeHue, a

MOXeTe He YKa3biBaTb.

CnpaBOYHMK KOMaHA, COAEPKUT BCE KOMaHAbl, BMECTE C UMEHEM KOMaHAbl M KPaTKUM ONMUCAHUEM
eé paboTbl. ONMcaHWe KaxAol KOMaHAbl COAEPKUT CAeAYHOLYI0 MHDOPMaLMIO:

X/

% dopmar -

Heobs3aTe/ibHble napameTpbl.

X/

NMOKa3blBae€T K/Ak4YyeBble C/N10Ba KOMaHAbI, a TaKXe HGO6XO,D,MMbIe n

[AHHOM KOMaHAbl.

+* Pexum - yKkasbiBaeTcs pexkum CLI, Heobxoanmblit AN1A UCNONHEHUA KOMaHAbI.
+* [0 YyMONYaHUIO — YKa3blBAlOTCA 3HAYEHMA NO YMOJIYAHUIO, €CNU TaKoBble MMEITCA, ANA

KomaHabl show coaep:KaT TakXke onucaHne WHPopmauMu, KOTOPYH AaHHAs KOMaHZa MOXKEeT

BbIBECTU Ha 3KPaH.

3.2. YcnoBHble 0603Ha4YeHUA KOMaHA,

MapameTpbl KOMaHA MOTYT BKNtOYaTb B cebs 06a3aTeNIbHble 3HAaUYeHUs, HeobsA3aTeIbHble 3HAaYEeHUS
NMbo o4HO M3 KAKYeBbIX CNoB. MMapameTpbl yKasbiBaloTcA B CTporom nopsake. Tabauua 1
ONUCbIBAET YCNOBHble 0O03HAYeHWs, NPUHATbIE B AAHHOM [OOKYMEHTe A/A pasrpaHuYyeHus
3HAYeHWUIN PA3INYHbIX TUMOB.

Tabnunua 1: O603Ha4YeHUe

Cumson Mpumep OnucaHue
[ KBagpaTtHble | [value] HeobAa3aTenbHbIN NapameTp.
CKOOKM
. QTECH | www.qtech.ru
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3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

Cumson Mpumep OnucaHue

Kypcus value nau [value] 3HayeHMe nepemMeHHOW. TeKCT, BblAEe/IEHHbIN
KYpCMBOM, HeOBXOAMMO 3aMeHUTb Ha HYXKHOe
3HauYeHMe, KOTOpPOEe MOKEeT npeacTaBaaTb cobow
CTPOKY TEKCTa AW YnUCNO.

{} ¢éurypHble | {choicel | choice2} | Heobxoaumo BbIOpPaTb OAMH M3 MNEPEYUC/IEHHbIX
CKOBKM napameTpos.

|  BepTuKanbHas | choicel | choice2 PaszenseTt B3aMMOUCKAOYAOLLME BaPUAHTbI.

yepTa

[{H ¢urypHble | [{choicel | choice2}] | Bbibop oaHOro ns HeobAsaTenbHbIX NAPaMeTPOB.
CKOBKM BHYTpU

KBaA4pPaTHbIX

3.3. O6wme 3HaUEeHMA NapameTpPOB

3HayeHWsA MapameTpoB MOFyT NPeAcTaBAATb COBOM CTPOKY TeKcTa uaum uyucno. Ecam B coctase
TEKCTOBOrO 3HAYeHMA MapameTpa NPUCYTCTBYET Npoben - 3aKNuuTe 3HAYEHWE B KaBbIYKM.
Hanpumep, BbiparkeHne “System Name with Spaces” 3acTaBAAeT CUCTEMY MPUHATb 3HAYEHME C
npobenamu. Onpepensemble NONb30BATENEM 3HAYEHUA HE MOTYT NpeacTaBasTb cobon nmycTyro
CTpoKy (""). Tabnuua 2 onucbiBaeT o06LWME 3HAYEHUA MAPAMETPOB M PA3/IMYHbBIE TUMbI
dopmaTmpoBaHus.

. QTECH | www.qtech.ru

MWP [OCTYMNHEE

PyKoBOACTBO MO KOMaHZaM Aaa KommyTaTopoB cepmn QSW-3300

10



S

PyKOBO,EI,CTBO no/ib3oBaTenA

3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

Tabnnuya 2: OnucaHWe napameTpoB

Mapametpbl OnucaHue

ipaddr JenctButenbHbit IP-agpec. IP-agpec BBOAUTCA B O4HOM M3 CAeAyHOLLMUX
dopmarTos:
(32 6uTa)
(8.24 6uTa)
(8.8.16 6uT)
a.b.c.d (8.8.8.8)
B pononHeHuMe K 3TUM dopmaTam, KOMaHOHAA CTPOKa MpPUHMMAET
OECATUYHbIN, LWeCTHAAUATEPUYHbIA M BOCbMEPUYHDBIN dOopmaTbl, 4Yepes
cnegyrowme ¢dopmatbl BBoaa (rae n - nwboe  aencTButTenbHoe
LecTHaauaTepUYHOE, BOCbMEPUYHOE NN AEeCATUYHOE YMCNO):
Oxn (KOMaHAHaA CTpoOKa MpWHMMaeT WecTHaAUaTepuyHbll dopmaT).
On (KOMaHAHasA CTpoKa MPUHWMAET BOCbMEPUYHbIAH GOpMaT C HynamMM). n (KOMaHAHas
CTpPOKA NPUHUMAET [eCATWUYHbLIA popmaT).

Agpec IPv6 FE80:0000: 0000 : 0000 : 020F : 24FF : FEBF :DBCB, wu

FE80:0:0:0:20F : 24FF : FEBF : DBCB, wnu
FE80: :20F24FF:FEBF :DBCB, wuau
FE80:0:0:0:20F :24FF:128:141:49:32

JononHutensbHble ceegeHna cm. B RFC 3513.

NHTepdelic nnm

Homepa cnota u noprta pasgenstorca Kocon uepTton. Hanpumep, 0/1

unit/slot/port 0603Ha4vaeT Homep cnoTta 0 n Homep nopta 1.
Nornyecknin MpeacTtaBnaeT coboi normyeckme Homepa €10Ta U NopTa. ITO NPUMEHUMO
nHTepdeic B C/lyyae arperMpoBaHHbix KaHanoB (LAG). Bbl moeTe WMCNo/b30BaTb

noruyeckuii unit/slot/port gnsa HacTpoWKM arperMpoBaHHOro KaHana.

CTpoKku cnmeonos

Mcnonb3yiite ABOWHbIE KaBblYKM AN1A 0603HAYeHUs CTPOKM CUMMBOJIOB,
Hanpumep, "System name with Spases". Mycrtas cTpoka ("") HegonycTuma.
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PyKOBO,EI‘CTBO no/ib3oBaTenA

3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

3.4. Npasuna HaumeHoBaHuA unit/slot/port

MO kommyTaTopa obpawaetcs K ¢GU3MYEeCKMM 06beKTamM, TaKMM KaK naaTbl M MOPTbl, C
MCNONb30BaHMEM MpaBuaa unit/slot/port. [aHHOE nNpPaBUNO NPUMEHAETCA W ANA
NAeHTUPMKALUM NTOTNMYECKUX 0OBEKTOB, HANPMMep, MHTEpPdENCOB arperMpoBaHHOro KaHana.

Homep cnota moKeT 03Ha4yaTb O4HO M3 ABYX, B 3aBUCMMOCTM OT C/ly4asa npumeHeHus. B caydae ¢
dU3NYECKMM MOPTOM OH YKa3blBaeT Ha MAATy, COAEPKALLYIO AaHHbIM NOPT. B cayyae ¢ normyecknm
nopTom u noptom CPU OH TakKe naeHtuduumpyert Tun nHtepoeiica Mam nopr.

Tabnuua 3: Tunbl cnoToB

Tun cnhota OnucaHue

Hymepauyma Hymepauma ¢u3MYEeCKMX CNOTOB HAYMHAETCA C HyNs W 3aKaH4YMBaAeTCA

dUn3nYeckmx HOMEpPOM NOoC/eAHEr0 HYMEPYEMOro NopTa Ha YCTPOMCTBE.

Cc/NoTOB

Hymepauymus Jlornyeckme cnotbl HEMeA/IEHHO cneaytoT 3a GU3MYECKMMU CAOTaMU U

JIOTUYECKUX MAEHTUOUUMPYIOT arperMpoBaHHble KaHanbl (LAG) wunm  umHTepdelicobl

Cc/NoTOB MapLpyTnsaTtopa. 3Ha4yeHne Homepa NIOTMYECKOro ca0Ta 3aBUCUMT OT TUMaA
JIOTMYecKoro uHTepdenca M MOMKEeT OoTan4YatbCa OT naathopmbl K
nnatpopme.

Hymepaumsa Cnotbl CPU HemepgieHHO cnegytoT 3@ 1I0TMYECKMMM COTaMMU.

cnotos CPU

MopT NAEHTUPUUNPYET KOHKPETHDLIN GU3UYECKUI NOPT UAM NOTUYECKUI MHTepdeNC, ynpaBaeHne
KOTOPbIMM OCYLLLECTBAAETCA, HA AaHHOM CNOTe.
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3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

Tabnunuya 4: Tunbl NnopToB

Tun nopra OnucaHue
®dusnyeckune ®dusnyeckne nopTbl ANA BCeX CAOTOB HyMepyloTcA nocaenoBaTesibHoO,
nopTbl HauMHasa ¢ eanHULbl. Hanpumep, nopt 1 B cnote O (BHYTPEHHMI NopT) Ans

OTAe/IbHO CTOALLEro (He COCToALLero B CTEKe) KommyTaTtopa ) byaet meTb
Homep 1/0/1, nopT 2 - 1/0/2, nopT 3 - 1/0/3, u TaKk ganee.

Noruyeckne MHTepdeicbl  arperMpoBaHHOro  KaHana (MAM  rpynnbl  KaHanos)
NHTepdenchbl npeacTaBnaoT coboit normyeckne MHTepdeicbl, KOTopble MCNOb3yoTCA
TO/IbKO Ans GYHKUMM MOCTa.

VLAN-unHTepdeiic ncnonb3yeTca ToNbKo AN GYHKLMA MApLLPYTU3aLUK.

Loopback-uHtepdencbl ABASOTCA NOFMYECKUMU UHTepdeicammn, NOTOAHHO
HaxoAadALwMmeca B paboyem COCTOAHUN.

TyHHenbHble UMHTeppencbl - 3TO JIOTMYECKME JIMHKM  TOYKa-TOYKa,
nepecbiNaoLwme MHKaNCcyIMPoBaHHbIE MaKeTbI.

MopTtbl CPU MopTtel CPU wucnonb3yioTca ApaneBepom aAnbo apyrum  GU3NYECKUM
06BEKTOM, PACNONOMKEHHBIM HA GU3NYECKMX CNOTAX.

Dﬁ MpumeyaHue: B KomaHgHoM cTpoke loopback-uHtepdeiicbl U TyHHENbHblE MHTEPdENCHI He
ncnonb3yT ¢opmaT  unit/slot/port. Ana BbigeneHnsa loopback-uHtepoerica
ncnonbsyete loopback ID. na BbiaeneHns TyHHeNbHOTO MHTEpPdeica ucnonb3yiTte tunnel
ID.
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3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

3.5. Ucnonb3oBaHue «No»-popmbl KOmaHpa,

KntoueBoe €10BO «no» NMO3BOAET UCMONb30BaTb CeuunanbHyto Gopmy CylLecTByOLEn KOMaHAbI (U He
ABIAETCA KOMaHA0M camoCToATeNbHO). [oYTK Kaxkaas KoMaHga KoHdUrypauumn nmeeT popmy «no». B
06LeM cnyvae KOMaHAa € KNHOUYEBLIM CIOBOM «NnoO» AeNnaeT NPoTMBOMOIOXKHOE 3TOM Ke KomaHae 6e3
K/JIl0YEBOTO C/10Ba «NO», NMH60 BO3BpALLLAET 3HaYeHMe No yMoNYaHuio. Hanpumep, KomaHga no shutdown
OTMEHSIET BblKNOUYeHMe MHTepdeica. Mcnonb3yiite KomaHay 63 KoYeBoro C/I0Ba «Nno», YTobbl MOBTOPHO
BK/IHOUNTb OTKAIOYEHHbIV GYHKLMOHAN UK BKAKOOYUTb GYHKLMOHAA BbIK/IOYEHHDBIN MO yMmoaYaHuio. . «No»-
dopMy MMEIOT TONIbKO KOHPUIYpaLMOHHbIE KOMaHAbI.

3.6. BbinonHeHue komaHg "show"
A

Bce KomaHAabl «show» MOMHO BbI3BaTb B Ntobom pexume (pexkunme Global Configuration, Interface
Configuration, VLAN Configuration u 1.n.). KomaHabl «show» BblIBOAAT UHbOpMauuio o6 onpeaeneHHom
napameTpe CUCTEMbI, €0 COCTOAHWUW, TEKYLEN KOHOUTypaumMm M cTaTUCTUKe. PaHee KOMaHAbl « show»
MOTN BbITb BbINOAHEHbI TONLKO B pexkumax User EXEC u Privileged EXEC

3.7. dPunbTpayua BbiIBOAA KOMAaHAHOW CTPOKU

MHorne KomaHapl « show» BblAAlOT N0Ab30BaTENO 3HAaYMTENbHOE KomyecTBo MHGoOpMaumMn. ITo MoXKeT
NOKa3aTbCA CZIULLKOM 3anyTaHHbIM U CI0XKHbIM ON1A BOCNPUATUA. CDYHKLI,VIFI d)VIﬂpraLI‘VIVI Bblaa4yn no3BonAeT
MoNb30BaTeO YKa3blBaTb ONpesesieHHble apryMeHTbl, YTO NMOMOraeT No/1b30BaTesto ierye HalTh HYXKHYHo
MHbOpMaLMio.

lnaBHble PYKHUMMN PUNBTPALINM BblAA4M KOMAHAHON CTPOKM:

¢ TocTpaHMyHan pa3buBKa CTpaHUL,
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3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

> MoppepsknBaeTca BKAOYEHMEe/OTKAoYeHMe pa3buBKM Bblgaun MO CTpaHMUAM ANSA Bcex
KOoMaHAa «show». Ecan ¢yHKUMA OTKAOYEHa, BbiBOA, OoTObpakaeTcs eAuHbIM 6/10KOM.
Ecnun GpyHKUMA BKAKOYEHa, BbIBOA O0TOBpaXKkaeTca cTpaHuLa 3a CTpaHuLeld Takum obpasom,
yTo MHPOPMALIMA HEe NMPOKPYUYMBAETCA HA 3KpaHe A0 Tex Mop, MOoKa No/sb3oBaTesb He
HaXXMET KnasBuly ANA NpoAo/KeHuA. B KoOHUe Ka)kaoW cTpaHuubl oTobparkaeTca
cnepytowan noackasKka: --More-- or (q)uit

> Knasuwmu, ncnonb3yemble Npu BKAOYEHHON PYHKLMM MOCTpaHWUYHOM pa3buekuM: Return
(Enter) ocywecTtBnseT oTobparkeHMe HOBOW CTPOKM, g MAM Q OTKAKOYAIOT NOCTPAHUYHYIO
pa3busky, nwbas Apyraa  KAaBuWaA NEepeBOAUT Ha  CAedylolyl  CTpaHuuy.
MepeHasHaunTb GYHKLMM Ha ApYyr1Me KNaBULIN HeNb3A.

% MpumeyaHne: XoTA HEKOTOpble KOMaHAbl «show» camu no cebe noaaepvsatoT
MOCTPaHMYHYIO PasbuBKY, MPUHUMN Pa3sOMBKM MOKET OTAMYATLCA AN PA3/INYHbIX
KOMaHZ, 3TOro Tmna.

R/

< OunbTpauma sbiBoga

> “Grep”-nogobHble KoMaHAbl, moaudUuMpylowmMe BbiBOA, TaKMM 06pPasom, YTO MO/SIb30BaTE/Nb
BUANT NINLLb XeNaeMbliA KOHTEHT.

« OunbTpaumsa, NOKasblBalOLWLAA TO/MbKO Te CTPOKM, KOTOpble coAeprKaT COBMageHua C 3a4aHHbIM
3HauyeHueMm.

¥ PunbTpauma, CKPbIBaloOWas M3 BblAaYM CTPOKM, KOTOPblE COAEP’KaT COBNafdeHWa C 3af4aHHbIM

3HayeHuem.

dunbTpauma, NOKasbiBalOWaAA TOJbKO Te CTPOKW, KOTOpble COAEP)KAT COBMAZLEHWUA C 3afaHHbIM

3HaYeHneMm, U creayoLLme 3a HUMU.

®OunbTpauma, TMOKasbIBAOWAA TO/MbKO  YKasaHHble pasfesibl  COOAEPXMMOro  (Hanpumep,

“interface 0/1”)cHacTpanBaembim pasaennTesieM KOHUa pasaena.

»  OunbTpauUMA NO TEKCTOBOMY 3HAYEHUIO He YYBCTBUTENbHA K PErUCTPY.

PasbuBKa Ha CTpaHWUbl (B CydYae, eCAn OHa BK/KOYEHA) TaKXKe NPUMEHAETCA K OTOUAbTPOBAHHOM

BblAave.

7
0.0

7
0.0

oo

R/
0‘0

I'Ipumep: B AaHHOM  npumepe paccmaTpmBaeTca UCNOAb30BaHUME  KAKOYEBbLIX CNOB,
OUABTPYIOLWNX BbIBOA KOMAHAHOM CTPOKN, B MPUMEHEHNWN K OAHOM M3 KOMaHg, «show.
(Routing) #show running-config ?
<cr> Press enter to execute the command.
| Output filter options.

<scriptname> Script file name for writing active configuration.
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all Show all the running configuration on the switch.
interface Display the running configuration for specificed interface on the switch.

(Routing) #show running-config | ?

begin Begin with the line that matches
exclude Exclude lines that matches
include Include lines that matches
section Display portion of lines

HoBble KomaHAbl AaHHOM GYHKLMM NOAPOO6HO paccmoTpeHbl B rnase “KomaHapl dunbTpaumm
BbIBOAA” Ha CTpaHuue 164.

3.8. Pe}XKMMbl KOMAHAHOW CTPOKM

B KOMaHAHOI CTpOKe KOMaHAbl CrPYyNNUPOBaHbl B Pa3/IMYHbIE PEXMMbI, B 3aBUCMMOCTM OT BbINONHAEMbIX
OYHKUMA. Kaxkablii pexxum nopaepusaer onpegeneHHbli KomnoHeHT MO. KomaHgbl onpepeneHHoro
peXKnma He AOCTYMHbI A0 TeX Nop, NOoKa COOTBETCTBYIOWMIA PEXMM He BbyaeT 3aAeicTBoOBaH (e AMHCTBEHHOE
OTK/IIOYEHME - KOMaHAb! pexkuma User EXEC, KOTopble MOryT BbINONHATLCS U B pexkmume Privileged EXEC).

B KaXAoM U3 PeMMOB MHTepdeNC BbIFAAMT HECKOIbKO MHa4e, YTO NO3BO/ISET MTHOBEHHO OMpeaenunTb
TERYLWMIA pexkum. Tabanua 5 cogepRnT onUcaHna PeXKMMOB M MX BU3YasibHbIX PasANUYnUiA.

% I'IpwmeanMe: Ha6op KOMaHAHbIX PEXWMMOB, AOOCTYNHbIX HAa KOHKPETHOM KOMMYTATOpPE,
MOXeT OT/ZINYaTbCA, B 3aBUCUMOCTUN OT BEPCUN YCTAHOBIEHHOIO no.

Tabnnuya 5: PexkMmbl KOMaHAHOM CTPOKM

PexXum KomaHpg Bupg, OnucaHue

User EXEC Switch> CopepUT  OrpaHWYeHHbIr Habop KomaHg, Ana
npocmoTpa 6a30BoOMN cMCTEMHOWN MHPOPMALIUN.

Privileged EXEC Switch# MNo3BonseT BbinoaHeHWe nboi KomaHabl EXEC, Bontn
B pexkumbl VLAN Config u Global Config.
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3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

S

PexXxum KomaHp,

Bupg,

OnucaHue

Global Config Switch (Config)# CoaepsnT KoMaHAbl 0bLieil HacTPOMKM M nossonset
MOANDULMPOBATH yxKe paboTaloLLyio KOHPUIypaLuio.
VLAN config Switch (Vlan)# CoaepunT KomaHabl KoHdurypaumm VLAN.

Interface Config

Switch (Interface
unit/slot/port)#

Switch (Interface
Loopback id)#

Switch (Interface
Tunnel id)#

Switch (Interface
unit/slot/port(star
trange) -
unit/slot/port(endr
ange)#

Switch (Interface

lag Llag-intfnum)#
Switch (Interface
vlan vlan-id)#

YnpasneHne pabotoii uHTepdeica.
AOCTYN K KOMaHAAM  HACTPOWMKM
MHTePENCOB MapLLPYTU3ALLUMN.

Tak Xe paet
BUPTYANbHbIX

Mcnonb3yhite OaHHBIA  PEXWUM, ANA  HACTPOMKMK
dun3nyeckoro noprta MAM  33a[AHHOTO NIOTUYECKOTO
nHtepdelica.

TaK »Ke B JAHHOM peXMMe Bbl MOXKETe HacTpaumBaTb
AnanasoH uHTepoelicos. Hanpumep:
Switch (Interface 1/0/1-1/0/4) #

Mepexon B pexum KOHOUrypaumm nutepodeiica LAG

Mepexon B pexum VLAN pgna

yKasaHHoro VLAN ID

KOHpUrypaumm

Line Console i‘f’itsz (config- | CopepMT KOMaHAbl AR HACTPOMKM KOHCOAbHOIO
ine o ~

nHTepodeiica, B TOM uncne HaCTPOVKK
ayTeHTUDMKAUMUN.

Line SSH Swﬁ';;h (config- | CopepMT KOMaHAbI ANA HAaCTPOMKM nNpoToKkona SSH, B

SS v

TOM YMCae HaCTPOWKM ayTeHTUdMKaLMN.

Line Telnet Switch (config- CofepXXMUT KOMaHAbI ANA HACTPOMKKM NpoTokona Telnet,

telnet)#

B TOM YMC/Ie HAaCTPOMKM ayTEHTUDMKALMMN.
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3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

mmunum%

PexXxum KomaHp,

Bupg,

OnucaHue

AAA IAS User | Switch (Config-IAS- | Mo3gonAeT HaCTPOWUTb MONb30BATENbCKMIA Naponb B
. User)#

config 6ase IAS.

Mail Server | Switch (Mail- | Mo3BonAeT HaCTPOUTL CepBep 31EKTPOHHOWM MOYTHI.

Config Server)#

Policy Map | Switch (Config- | Copep»’MT KOMaHAbI HACTPOWMKM KapTbl NOAUTUK QOS.

Config policy-map)#

Policy Class | Switch (Config- | Peyxum co3gaHMA, YAaANeHMA U HACTPOMKM  KapTbl
- policy-class-map)#

Config NoANTMK KnaccoB. KomaHapl oTbopa no Knaccam

KnaccoB paboTatoT Kak C 06WMMM KpUTEPUAMM, TaK U C
KpUTEPUAMM YPOBHEN 2 1 3.

Class Map Config

Switch
class-map)#

(Config-

PexXnum BKIHOYAET KOMaHAblI HAaCTPOMKN KapTbl KIaccoB
QosS.

Radius Dynamic
Authorization
Config

(Config-radius-da)

Pexnm AMHaMUNYECKON

RADIUS.

HACTPOMKMU aBTOpU3aLUU

MAC Access-list
Config

Switch (Config-mac-
access-list)#

Mo3BonaeT co3aaTb CMWUCKOK gocytna ¢ duabTpaunen
no MAC, a TaKKe BOWTM B pPEXMM KOHUrypauumm,
CoAEeprKalMM KOMaHAbl, OTHOCAWMECA K CMNUCKam
TaKoro poja.

TACACS Config

Switch (Tacacs)#

CoaepKUT KomaHabl AnA HacTpoliku cepsepa TACACS.

DHCP Pool Config

Switch
dhcp-pool)#t

(Config

CopepKUT KoMaHAbl HacTpolkK nyna IP-agpecos DHCP
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S

PexXxum KomaHp,

Support Mode

Bupg, OnucaHue
Switch (Support)# Ob6ecrneumBaeT AOCTYyN K KOMaHAAM MOAAEPMKKM
(pexkmm LONIKEH MCNONb30BaTbLCA TONbKO
cneumanuctamm  cayXbbl  TEXHUYECKON MNOAAePHKKM
npoussBoAnTeNs, TaK KaK HenpaBu/bHOE

MCMNO/Ib30BaHME MOXKET CTaTb NPUYNHON HEKOPPEKTHOM
paboToi cucTeMbl U/MNM NPEKPaLLEHUA TapaHTUIHbIX
obssarenbcrTs).

Tabnuvua 6 onucbiBaeT NpoLeaypy BXOAa B KaXKAblii PeXUM U BbIXo4a U3 Hero.

Tabnnua 6: PexXMmbl KOMAaHAHOM CTPOKK, BXOZ M BbIXOZ,

PexXum KomaHpg

MeTtop, aoctyna

BbIXog MK BXOA B NpeablayLnil pexxmum

User EXEC

MepBblit ypoBEHb A0CTYNA

[na Bbixoda BBeAUTE logout.

Privileged EXEC

B pexume User EXEC

BBeAUTE enable.

Ana sbixoga B pexkum User EXEC BBeguTe exit
nUnn Haxmumte Ctrl-Z.

Global Config B pexxume Privileged EXEC | Ona Bbixoga B pexxum Privileged EXEC BBegute
BBeAMTe configure. exit AN HaxmuTe Ctrl-Z.
VLAN Config B pexxume Privileged EXEC | OnAa Bbixoga B perkum Privileged EXEC BBeguTe

BBeAUTe vlian database.

exit , AN HaxmuTe Ctrl-Z

Interface Config

B pexume Global Config
BBEAMUTE:

interface
unit/slot/port Jubo
interface loopback id
anbo interface tunnel
id interface
unit/slot/port (startr
ange) —unit/slot/

port (endrange)

Ona Bbixoga B pexum Global Config BBeaute
exit. Ana Bbixoga B pexum Privileged EXEC
BBeAMTE exit UAN HaxkmuTe Ctrl-Z.
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S

PexXxum KomaHp,

MeTtop, goctyna

BbIXoA, UNKM BXOA B NpeablayLMii pexxum

interface
intf-num
vlan vlan-id

lag lag-
interface

Line Console B pexume Global Config | Ana Bbixoga B pexum Global Config BBegute
BBEAMUTE line console: exit. Ana Bbixoaa B pexum Privileged EXEC
HaxkmuTe Ctrl-Z..
Line SSH B pexume Global Config | Ana sbixoga B pexum Global Config BBegute
BBeAUTE line ssh: exit. Ana Bbixoaa B pexum Privileged EXEC
HaxkmuTe Ctrl-Z..
Line Telnet B pexume Global Config | Ons BbIxo4a B pPeXUM rnobanbHoM
BBeAMTE line telnet: KoHdUrypauum seeaute exit. [nAa Bbixoda B
pexxum Privileged EXEC HaxkmuTe Ctrl-Z..
AAA IAS User | B pexxkume Global Config | na Bbixoga B pexkum Global Config BBeaute
Config BBEAUTE aaa ias-user | exit. [N Bbixoga B pexum Privileged EXEC
username name. HaxxmuTe Ctrl-Z..
Mail Server | B pexxume Global Config | Ansa Bbixoga B pexum Global Config BBeaute
Config BBEAUTE mail-server | exit. [nA Bbixoga B pexum Privileged EXEC
address. HaxXmuTe Ctrl-Z..
Policy-Map B pexume Global Config | Ona sbixoga B pexum Global Config BBegute
Config BBEAUTE policy-map. exit. [na Bbixoga B perum Privileged EXEC

HaxkmuTte Ctrl-Z..

Policy-Class-Map
Config

B pexume Policy Map
BBeAguTe class.

Ona Bbixoga B pexum Policy Map BBeagute exit.
Ona Bbixoga B pexkmm Privileged EXEC HaxkmuTe
Ctrl-Z..

Class-Map Config

B pexume Global Config
BBEAUTE class-map”class-

Ona Bbixoga B pexum Global Config BBeaute
exit. Ana Bbixoga B pexum Privileged EXEC
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mmnuhu%

PexXxum KomaHp,

MeTtop, goctyna

BbIXoA, UNKM BXOA B NpeablayLMii pexxum

map” Ha cTpaHuue 610.

HaxkmuTte Ctrl-Z..

MAC Access-list
Config

B pexxmme Global Config
BBEAMUTE

list extended name.

mac access—

Ons Bbixoga B pexum Global Config BBeaute
exit. OnAa Bbixoga B pexkmm Privileged EXEC
HaxxmuTe Ctrl-Z..

TACACS Config

B pexmme Global Config
BBeAUTe tacacs-server
host roe ip-
addr - aTo IP-agpec

TACACS-cepBepa
ceTu.

ip-addr,

Bawen

Ons Bbixoga B pexum Global Config BBeaute
exit. [na sbixoga B perxum Privileged EXEC
HaxxmuTe Ctrl-Z..

DHCP Pool Config

B pexxmme Global Config
BBeanTe ip dhcp pool

pool-name.

Onsa Bbixoga B pexum Global Config BBeaute
exit. Ona Bbixoga B pexum Privileged EXEC
HaxxmuTe Ctrl-Z..

Support Mode

B pexxume Privileged EXEC
BBeAUTE support.

MpumevaHue: KomaHpa
support goCTynHa TOJbKO
nocne npeagapuUTeNbHO
BbIMOJIEHHHOM  KOMaHAbl
techsupport enable.

Ona Bbixoga B perum Privileged EXEC BBeguTe
exit MAK HaxkmuTe Ctrl-Z.
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3.9. CokpauweHHaa ¢opma U aBTO3aBepLUEHNE KOMaHA,

ABTO3aBeplUeHMe KOMaH/ 3aKaHYMBaeT HanucaHne KomaHabl NPy BBOAE A0CTaTOYHOroO KOAMYecTBa
CMMBO/108B, NO3BO/IAOLMX OAHO3HAYHO MAEHTMOULMPOBATL K/AloUYeBoe C/10BO. [oc/ie Toro Kak Bbl BBENU
[OCTaTOYHO BYKB, HarkMuUTe KnaBuwy npoben unm TAB ans 3aBepLueHUn ciosa.

COKpaLLI,eHHaFI cbopma NO3BOJIAET BbIMNO/IHUTL KOMAHAY nocne BBoAa AOCTATOYHOIo Kosinm4yecrea CMMBOJ10B,
nosponALWMX O4HO3HA4YHO €ee MAEHTMd)MLI,MpOBaTb. I'Iepep, BbIMO/IHEHNEM KOMaAHAbI HEO6XO,D,MMO BBECTH
Bce obasaTesibHble ANnAa Hee Kt4deBble C/1I0Ba U NapaMeTpbl.

3.10. CoobuweHuna 06 owmnbkrax CLI

BBo4 KOMaHAbl, KOTOPYIO CUCTEMA HE MOMKET BbIMNOJ/IHUTb, Bbi3biBaeT cooblieHne ob owmnbke. Tabamua 7
onucbiBaeT Hauboee pacnpocTpaHeHHble cooblueHns 06 owmnbKax nHTepdeinca KoMaHAHON CTPOKU.

Tabnuua 7: CoobuweHnsa ob owmbkrax CLI

TeKcT coobueHuna OnucaHue

% Invalid input detected at 'A' marker. | Yka3biBaeT Ha BBOA HEBEPHOM WAM  HeAOCTYMHOWM
KoMaHAabl. CMMBOA KapeT (A) NoKasblBaeT, r4e UMEHHO
0bHapyXeH HEeKOPPEKTHbIA TEKCT. ITO Ke cooblieHune
NMOABNAETCA, €C/AN KAKOM-TO W3 MapameTpoB WU
3HAYeHWN He pacno3HaéTca.

Command not found / Incomplete | Yka3biBaeT Ha OTCyTCTBME 0653aTENbHbIX KAKOUYEBbIX C/10B

command. Use ? to list commands. UM 3HAYEHUN.

Ambiguous command OnoBewaer O TOM, UYTO BBEAEHHbIX CMMBOJIOB
HeAOoCTaTO4HO A/ OAHO3HAYHOW  MAEeHTUPMKALUUK
KOMaHAbl.
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mmunum%

3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

3.11. KombuHauuu Knasuw ana pabotbl B KOMaHAHOM CTPOKe

B Tabnvue 8 npuBeaeHbl KOMOMHAUMM KNaBWLW, KOTOPble MOXHO WCNONb30BaTb ANA
penakTMPOBAHUA KOMaHA, UM YBENMYEHUA CKOPOCTM BBOAA KOMaHZ,. Bbl TakxKe moxKeTe Nonyuyntb
AOCTyNn K 3TOMY CMUCKY U3 MHTepdeinca KOMaHAHOW CTPOKM, BBeAA help B pexumax User nam

Privileged EXEC.

Tabnuua 8: KnaBmaTypHble COKpaLLEHNss KOMaHAHOM CTPOKM

CouyeTtaHue KnaBuLl

OnucaHue

DEL nnn BACKSPACE

YaanuTtb npeablaywmnin CMMBO.

Ctrl-A MepenTn K Havany CTPOKM.

Ctrl-E MepenTh B KOHEL, CTPOKM.

Ctrl-F MepeiTn Ha 0AMH CMMBOJI BNepea.

Ctrl-B MepeliTh Ha 0AMH CMMBOJ Ha3ag,

Ctrl-D YaaneHue TeKyLwero cMMBona.

Ctrl-U, X Yanutb Ha4ano CTPOKMU.

Ctrl-K Ypanutb KoHew, CTPOKM.

Ctrl-w Yaanutb npegblaylwiee c0BO.

Ctrl-T MomeHATb MecTamMu TEKYLLUIM U cneayoLWwmii CUMBO/bI.
Ctrl-P MepeiiTn K NpeaplayLlen cTpoKke B bydepe nctopumm.
Ctrl-R 3aMeHUTb NN BCTaBUTb CTPOUKY.

Ctrl-N MepeiiTn K cneayoLen cTpoke B bydepe ncropum.
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mmunum%

3. PaboTa c UHTEphENCcoOM KOMAHAHOM CTPOKM

CoueTaHue KnaBuLl

OnucaHue

Ctrl-Y HanevataTb nocnegHWin yaaneHHbl CUMBOA.

Ctrl-Q BKkAtOUMTbL NOCNEA0BaTENbHbIV NOTOK.

Ctrl-S OTKNIOYNTDL NOC/NeA0BaTeNbHbIN MOTOK.

Ctrl-Z BbIMTK B NpeaLecTBYHOWMIA PEXUM KOMaHAHOM CTPOKM.

Tab, npoben

ABTO3a BepweHne KomaHabl.

Exit

BosBpalyeHue B NpeablayLLmii PeXxMm.

Cnucok AO0CTYNMHbIX KOMaHA, KNko4YeBbiX CN10B U1K NAapPaMETPOB.

3.12. CnpaBKa 1 noaaepKa B KOMaHAHOM CTPOKe

BeBeguTe BOMpoCUTE/NbHbIM 3HAK (?) B KOMaHAHOW CTPOKe A5 OTOOpaKeHMa CnMCKa AOCTYMHbIX
KOMaHZA, B TEKYLLEM peXxuMme.

(switch) >?

enable

help
logout
password
ping
quit
show
telnet

Enter into user privilege mode.

Display help for various special keys.

Exit this session. Any unsaved changes are lost.
Change an existing user’s password.

Send ICMP echo packets to a specified IP address.
Exit this session. Any unsaved changes are lost.
Display Switch Options and Settings.

Telnet to a remote host.

BBeauTe BOoNpocuTeNbHbIM 3HaK (?) nocne cnosa, YTobbl yBUAETb AOCTYMNHbIE A8 HETO NapamMeTpbl

nan Knro4yesble CnosBa.

(switch) #network ?
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PyKOBO,EI,CTBO no/ib3oBaTenA

3. PaboTa c MHTEpHENCcoOM KOMAHAHOM CTPOKK

ipvée Configure IPv6 parameters for system network.

javamode Enable/Disable.

mac-address Configure MAC Address.

mac-type Select the locally administered or burnedin MAC address.
mgmt_vlan Configure the Management VLAN ID of the switch.

parms Configure Network Parameters of the device.

protocol Select DHCP, BootP, or None as the network config protocol.

Ecam cnpaBouyHas uHGOPMALMA COAEPKUT NapameTp, 3aK/OYEHHbI B yrnoBble CKOBKWM, Heobxoanmo
3aMeHUTb ero Ha 3HadeHune. (Routing) #network parms ?

<ipaddr> Enter the IP Address.
none Reset IP address and gateway on management interface

Ecnn y KomaHAbl HET AONONHUTENbHbLIX K/HOYEeBbIX C/IOB U MapameTpos, nmnbo ecnu napameTpbl HE ABNAIOTCA
O6F|33T€I'IbeIMM, Bbl yBUAUTE cneaytouiee COOGLLI,EHMEZ

<cr> Press Enter to execute the command

MOXHO TaKXe BBeCTW 3HaK BOMpoca (?) nocne eBoga oAHOro Unn HECKOJZIbKUX CMMBO10B B C/10BE,
YTOObI BbIBECTM CMMCOK AOCTYNHbIX KOMaHA UIN NMAapaMeTpoB, KOTOpblE HAYNHAKOTCA C BBep,eHHOlz
nocnenoBaTeNlbHOCTU CMMBOJ10B, KaK MOKa3aHO B caeAyloWwemM npnmepe:

(switch) #show m?

mac mac-addr-table mac-address-table
mail-server mbuf monitor

3.13. NonyyeHune aocryna K CLI

[ocTyn K KOMaHAHOM CTPOKE MOMKHO MOAYYMTb MPU NOMOLLM MPAMOrO MOAKAOYEHMA K KOHCOAbHOMY
nopTy, M60 NPU NOMOLLM YAANEHHOTO COeANHEHUA NOCPeACTBOM NpoTokonos Telnet nam SSH.
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Mdddbii

PykoBoacTBO nosib3oBaTens
3. PaboTa c nHTepdelicom KOMaHAHOM CTPOKM

[Ons nepBoHaYyaNbHOro NOAK/AOYEHUS, Bbl AOMKHbI MCNOAb30BaTh NPAMOE NOAKAOYEHME K KOHCO/IbHOMY
nopTy. Bbl He MoXKeTe NoyYnTb JOCTYN K yAa/EHHOW CUCTEME, B CUCTEME He HAcTpoeHbl IP-agpec, macka
NoACeTH M W03 NO YMONYaHMIO. Bbl MOXKeTe BBECTU 3TW HACTPOMKKU BPYUHYHO, IMBO NOYYUTb UX C cepBepa

BOOTP nan DHCP B Bawweli cetTn. ns nonyyeHUsa A0NOAHUTENbHOW MHPOopMaLmn cm. pasgen "CeTeBble
KomaHgb!" Ha cTp. 53.
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mmunum%

PyKOBO,EI,CTBO no/ib3oBaTenA

4. Pazgen: KomaHAbl CTEKMPOBAHUA

4. PASAEN: KOMAHAbI CTEKUPOBAHUA

B aToli rnaBe onucbiBaloTCA KOMaHAbl CTEKMPOBAHUA, OOCTYNHbIE B CLI.

Pasgen coctouT U3 cneayowmx rnas:

X/

«» "CrekmpoBaHue BblgeneHHbIx nopTos" Ha cTp. 27

X/

+» "KomaHAabl cTeKMpoBaHMA NopToB" Ha cTp. 41

ABHmmaHme! B maHHOM pa3gene KomaHAabl AenaTtca Ha Ase GYHKUMOHANbHbIE rpynbl:

*

%+ KomaHabl HPopmMaLMmn oTOOParkatoT HACTPOMKN KOMMYTATOPa, CTaTUCTUKY U MPOYYIO
nHpopmauymto.

+* KomaHpgbl KoHUrypaLmm BHOCAT U3IMEHEHMA B HAaCTPOMKM KommyTaTopa. Kaxaoi KomaHae

KOHOUrypaumnm cooTBeTCTBYET KOMaHAa MHOPMaLUM, NOKa3bIBatOLLAnA TEKYLLMNE

HACTPOMKM.

Dgnpumeqawe: OCHOBHOM KOMMYTATOP YNPaBAEHUA - KOMMYTATOP, YNPABAAIOLLUIA CTEKOM.

4.1. CteKnpoBaHu1e BblAe/IeHHbIX NOPTOB

B aTom pasgene onucaHbl KOMaHApbl, KOTOprVI ncnonbsyertca AnAd HaCTpOVIKM CTEKMpPOBaHUA
BblAeNeHHOro NopTa.

stack
3Ta KomaHaa ycTaHaBauBaeT pexxkum Stack Global Config.
dopmart stack

Pexxum Global Config
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PyKOBO,EI‘CTBO no/ib3oBaTenA

4. Pazgen: KomaHAbl CTEKMPOBAHUA

member

KomaHaa KoHpurypauumn. unit - naeHTMdMKaTop KOMMyTaTopa, KOTOPLIA A0MKEH ObITb A06ABAEH B CTEK
WAW yOANnéH ns Hero. switchindex - MHAEKC U3 6asbl JaHHbIX NOALEPHKMBAEMBIX TUMOB KOMMYTATOPOB.
UHpekc npeactasnsetr cobon 32-6utHoe uenoe uymcno. [aHHAaa KOMaHAA BbINOJHAETCA Ha OCHOBHOM
KOMMYTaTOpe ynpaBaeHus.

dopmar member unit switchindex

Pexxum Stack Global Config

% MpumeuaHue: BbIACHUTb NOAAEPKUBAEMbIE MHAEKCbI KOMMYTAaTOPa MOKHO BbIMOJIEHUEM HA
Hem KomaHabl «show supported switchtype» B pexkumax User EXEC nnu Privileged EXEC.

no member

3Ta KOMaHZa yAansaeT YCTPONCTBO U3 CTeKa. unit - MAeHTUPMKATOP KOMMYTATOPa, KOTOPbIM A0MKEH ObITb
YOANEH U3 cTeka. [JaHHaA KoMaHAa BbINOJHAETCA Ha OCHOBHOM KOMMYyTaTOpe yrnpaBaeHus.

dopmar no member unit

Pexxum Stack Global Config

switch priority

[aHHas KomaHZa NO3BOAAET HACTPOUTb MapamMeTp, COrMacHO KOTOPOMY OnpeaeseHHOMY YCTpOMCTBY
Ha3HayaeTcA PO/b rMaBHOTO KOMMYTAaTOpPa yNpaBAeHUa. unit - ugeHTMoUKaTOp KommyTaTopa. Value -
napameTp, NO3BOAAIOWMIA YKa3aTb NPUOPUTET, KOTOPbIA HA3HAUYUT NOPAJOK, B KOTOPOM KOMMYTaTOpbI
6yayT CTaHOBWUTLCA aBHbIMM KOMMYTaTopaMu YNpaBAeHWUA B Cly4ae HegoCTYMHOCTU CyLLEeCTBYIOLWLEro.
[vanasoH 3HauyeHult - oT 1 go 15. KommyTaTop c 60/iee BbICOKMM MpUOpPUTETOM ByAeT BbibpaH Ha posb
OCHOBHOrO KOMMYTaTOpa yNpaB/JeHUs B TOM C/y4ae, eC/IM aKTUBHbI OCHOBHOM KOMMYTATOp ynpaBieHus
Bbl4eT M3 cTpos. M0 YyMONYaHUIO KOMMYTaTopbl MMeElOT 3HadeHue 1. KommyTaTopbl, He umetowme
annapaTHOM BO3MOHOCTM CTaTb rNaBHbIM 6/10KOM yYNpaBAeHMsA, HE MOTYT Ha3HaYaTbCA Ha 3Ty POib.

Mo ymonuaHuio BK/IIOYEH
dopmar switch unit priority value

Pexxum Global Config

switch renumber

. QTECH | www.qtech.ru

MWP [OCTYMNHEE

PyKoBOACTBO MO KOMaHZaM Aaa KommyTaTopoB cepmn QSW-3300

28



PyKOBOACTBO no/ib3oBaTenA

4. Pazgen: KomaHAbl CTEKMPOBAHUA

3Ta KOMaHZA NO3BOAAET WM3MEHUTb WAEHTUPMKATOP KOMMyTaTopa B cTeke. oldunit - Tekywwui

NMOEHTUOMKATOP KOMMYTATOpa, KOTOPbIA NAAHUPYETCA M3MEHUTb. newunit - HOBOE 3HayeHue

naeHtTudmKatopa. B pesynbrTate  BbINOJHEHMA  KOMaHAbl, KommyTaTop OyaeT HacTpoeH

KOHPUTypaUMOHHO MHOpMaUMen gna HOBOrO KOMMYTATOpa, €cin TakoBas umeeTca. [lpepgblaywias

KOHdUrypaumsa, ogHaKko, byaeT XpaHUTbCA 4O OTKAOYEHUA KOMMyTaTopa. [JaHHaA KOMaHAA BbINOAHAETCA
Ha OCHOBHOM KOMMYTaTOpe yNnpaB/ieHus.

% MpumeyaHue: Ecan M3MeHEHUM WAEHTUOMKATOP KOMMYTATOpaA YMpPaB/EHUA, TeKyluan
KOHdUrypauma nepectaér ucnonb3oBaTbcA (TO ecTb CTeK paboTaeT Tak, Kak byaTo
KoHdUrypaums 6bina ounileHa).

dopmar switch oldunit renumber newunit
Pexxum Global Config
movemanagement

9Ta KOMaHAa nepemeLlaeT posib MMaBHOrO KOMMYyTaTOpa YNpaBieHUA C OAHOr0 KOMMyTaTopa Ha Apyroi.
fromunit - wuaeHTUPMKATOP TEKyLLero KOMMyTaTopa ynpasaeHua. tounit - maeHTMdMKaTOp HOBOTO
KOMMyTaTopa ynpasaeHus. Mocae UCNONHEHMA, BECb CTEK B LesoM (BKAtoYas Bce MHTepdelicobl B CTeKe)
OyLeT HacTpOeH C MCMONb30BAHMEM KOHOUIYpaLMM Ha HOBOM F1aBHOM KOMMYTATOpe ynpasaeHusa. MNocne
nepesarpysku Bce GyHKUMM KOMMyTaTopa ynpasieHusa ByayT BbINOAHATLCA HA HOBOM YCTpoKcTBe. [ns
COXpaHeHUA TeKylen KOHUrypaummn cTeka, nepes cmeHoin 610Ka ynpaBieHUs BbINONHUTE CAeAyHOLLYHO
KomaHay (B pexume Privileged EXEC): «running-config nvram:startup-config». NameHeHue
rMaBHOroO KOMMYTATOpa YynpaB/iieHMs BAeYeT 3a cobOi MOTEpHd BCEX MApLUPYTOB M afpecoB 2 YPOBHA.
[aHHaA KomaHAa BbINOMHAETCA Ha F1IaBHOM KOMMyTaTope ynpasaeHua. [epen BbiNOfeHMEM KOMaHAbI
cMcTema NpeanoXXuT Bam NoATBEPAUTL CBOE peLleHue.

dopmar movemanagement fromunit tounit
Pexxum Stack Global Config
standby

JTa KOMaHZa MCNOAb3YETCA ANA HACTPOMKM YCTPOMCTBa B KAUecTBe pe3epBHOro KOMMyTaTopa ynpasaeHus
(STBY).

% MpumeyaHue: TeKyLMIA FNABHbIN KOMMYTATOP YNPaBAEHUA HE MOXKET ObiTb Ha3HAYEH TaKkKe
N pesepBHbIM. KOMMyTaTOp, Ha3HAYaeEMbIN Ha PO/Ib PE3EPBHONO KOMMYTATOpPa YNpaBAeHUs,
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

[AOJ/IKEH NoAAEePKUBATb COOTBETCTBYHOLWMIA GYHKLMNOHAN.

dopmar standby unit number
Pexxum Stack Global Config

Mapametpbl OnucaHue
Standby Homep (naeHTUdMKaTOp) YCTPOMCTBA, KOTOPbLIN A0/MKEH ObiTb Ha3HaYeH Ha
Management Unit | ponb pe3epBHOro ynpaBaAOWEro KommyTaTopa. Heobxoammo ykasaTb
Number AEeNCTBUTE/IbHbI HOMEP CYLLLECTBYIOLLENO YCTPOMCTBA.

no standby

«No»-popma AaHHOWM KOMaHAbl 3anycKaeT /IOTMKY aBTOMaTMYecKoro Bbibopa KommyTaTopa Ha ponb
pe3epBHOro yNpasAAoLWEero KOMMyTaTopa.

dopmar no standby
Pexxum Stack Global Config
slot

[aHHas KomaHAa No3BoAAeT CKOHOUIypMUpoBaThb CMOT B cUCTEME. unit/slot - MAeHTUOUKATOp coTa.
Cardindex - wHAEKC v3 6a3bl AaHHbIX MOAAEPNKMBAEMbIX TUMOB M1aT, YKa3blBaloOWMIN TN MAaThl,
HaCTPOEHHbI Ha KOHKpeTHOM cnoTte. MHAeKC npeacTasnset coboi 32-6uTHoe Lenoe yucno. Ecam nnata
NOAK/oYeHa B HEHACTPOEHHbI CNOT, TeKylan nHdopmauma byaet yaaneHa u cnot 6yaeT nepeHacTpoeH
COrNacHO KOHOUrypaumum No yMoNYaHUIo 4N8 AaHHOM NaaThbl.

dopmar slot unit/slot cardindex

Pexxum Global Config

% MpumeuaHue: BbICHUTL NOAAEPIKMBAEMbIE MHAEKCbI MOMKHO BbIMOJIHEHUEM KOMaHAbI
«show supported cardtype» B pexxkumax User EXEC nnu Privileged EXEC.

no slot

[laHHaa KoMaHAa yaanseT HaCTPOMKM U3 CYLLLECTBYIOLLEro C10Ta B CUCTEME.
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

dopmar no slot unit/slot cardindex

Pexxum Global Config

% MpumeyaHue: BbIACHUTL NoAAEpPKMBAEMble WHOEKCbl MOMKHO BbINOJIHEHMEM KOMaHAbI
«show supported cardtype» B pexkumax User EXEC nnu Privileged EXEC.

set slot disable

[laHHasa KoMaHAa No3BOAAET HAaCTPOUTb aAMUHNCTPATUBHbIA PEXKMM C10Ta (O4HOr0 UK HECKONbKMX). Ecin
ykasaTb [all], kKomaHAa npumeHseTca AnAa BCeX CNOTOB, B MPOTUBHOM C/lyyae KOMaHAa MPUMEHAETCA K
cnoty, onpeaeneHHomy B unit/slot.

Ecnv nnata nam apyro mogynb NPUCYTCTBYIOT B CNOTE, 3TOT agMUHUCTPATUBHDBIN pexunm byaeTt npumeHeH
K HMUM. ECAm cNOT NycT, 3TOT aAMUHUCTPATUBHbIA pPeXum byaeT NPUMeHATbCA K Ntobomy BCTaBNEHHOMY B
cnoT mogynto. Ecam nnata oTKAOYeHa, BCe MOPTbl Ha YCTPOMCTBE OMEepPaTMBHO OTK/OYAKOTCA M HauMHaloT
0TO6paKaTbCA Ha IKpaHe ynpaBJeHUs KaK HeakTueHble («unplugged»).

dopmar set slot disable [unit/slot] | all]

Pexxum Global Config

no set slot disable

[aHHas KoMaHAa No3BOAsAET OTMEHUTb KOHUIypaLuio afMUHUCTPATUBHOTO peXKMMa coTa (OAHOro uam
HecKonbkux). Ecin ykasaHTb all, KomaHga npumeHsAeTcA AnA BCeX C/I0TOB, B MPOTMBHOM Ciy4Yae KOMaHAa
NPUMEHSAETCA K CN0TY, onpeaeneHHoMy B unit/slot.

Ecnv nnata uaum apyroi moaynb NPUCYTCTBYIOT B C/I0TE, 3TOT ag4MUHUCTPATUBHBIN PeXKMM ygansaet
KOHdUrypaLmio U3 coaepuKMmMoro caoTa. Ecam cnoT nycT, 3ToT agMUHUCTPATUBHBIN PEXUM yaanaeT
KOHdUrypaLmio ¢ 1to60ro BCTaBAEHHOIO B CI0T MoAyAs. Ecnv naaTa oTKAOYEHA, BCe MOPTbI Ha YCTpoicTee
onepaTMBHO OTKKOYAIOTCA M HAYMHAOT OTOBPAXKaTLCA Ha IKPaHe YyNpaBAEHUA KaK HEAKTUBHbIE
(«unplugged»).

dopmar no set slot disable [unit/slot] | all]

Pexxum Global Config

set slot power
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

JaHHaa KomaHaa no3sonser HACTPOUTb PEXUM NMUTAHUA CI'IOTa(-OB) M NOo3BONAET yCTpOﬁCTBy noaaBaTb
NMNTaHWe Ha NaaTy, Haxo4ALWlykoCA B CNOTE. Ecan yKa3aTtb all, KOMaHAa NnpumeHAeTcA 417 BCeX C/IOTOB B
NPOTUBHOM C/ly4ae KOMaH4a NPUMEHAETCA K C/1I0TY, onpegeneHHomy B unit/slot.

Mcnonb3yiite 3Ty KOMaHZy NpW YCTaHOBKE WAW yaaneHuu naatbl. Ecav nnata wam gpyron moaynb
NPUCYTCTBYIOT B C/OTE, PeXUM ByaeT nNpuMMeHeH K HUM. ECan cnoT nycT, pexum bygeT npumeHATbea K
Ntobomy BCTaBNEHHOMY B C/1OT MOAYIO.

dopmar set slot power [unit/slot] | all]

Pexxum Global Config

no set slot power

[aHHan KoMaH4a yaansaeT HaCTPOMKY peXkMma NUTaHua cnoTa(-0B) 1 3anpeLLaeT nodadyy NUTaHUa Ha naaty,
HaxoAaAwytocs B cnote. Ecnm ykasatb all, KOMaHAa NpMMeHsAeTcA ANs BCEX C0TOB, B MPOTUBHOM C/yyae
KOMaHZa NPUMEHAETCA K C0TY, onpeaeneHHomy B unit/slot.

Ucnonb3yiite 3Ty KOMaHAy NpW YCTaHOBKE WAM yAaneHuu nnatel. Ecan nnata wam apyro moaynb
NPUCYTCTBYIOT B CN0TE, KOMaHaa byaeT npumeHeHa K HUM. Ecaum cnoT nycT, nutaHue He ByaeT noaasaTtbhes
Ha Nto60ol BCTaBNEHHbIW B COT MOAY/b.

dopmar no set slot power [unit/slot] | all]

Pexxum Global Config

reload (Stack)

[aHHas KomaHAa nepesarpy)kaeT Becb CTeK AMBO OTAEeNbHbIA KOMMyTaTop. unit - ugeHtTuduKatop
KommyTaTopa. CMCTema NonpocuT Bac NOATBEPAMTb CBOWN AeNCTBUA.

dopmar reload [unit]
Pexxum Priviledged EXEC

stack-status sample-mode

[aHHan KomaH4a UCMONb3YeTCa A1 HAaCTPOMKM r06aNbHOro CTaTyca pesknma ynpasieHus u,

OnuUMOHaNbHO, pa3smep BbIGOPKKU. MapameTpbl pexxmma 1 pasmepa BblIbOPKM NpUMeHsatoTcA rnobasnbHO Ko

BCEM KOMMYTaTOpPam B CTeKe. PeXKnm no BbIBOPKKM MO YMOYAHUIO — KYMYIATUBHOE CymMMpoBaHue. The
default sampling mode of the operation is cumulative summing.

% MpumeyaHue: [laHHaA KOMaHAA KOHOUIypaUUKM, MPUMEHAETCA KaK YacTb GyHKLUMOHaNa
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

obcnyXKuMBaHUA, U, cneaoBaTeslbHO, HE COXPaHAETCA NPKU nepesarpyskax. 3Ta KOMaHaa He
OoTOOparKaeTca B TEKYLLEN KOHPUTYPALUM HU MPU KaKKX ycaoBusix. [onb3oBaTenb A0MKeEH
CaMOCTOATE/IbHO NEPEK/YATb PeXUM BbIOOPKM Npu HeobxoanmocTu. MNpu BBOAE 3Ta KOMaHAA
NPUMEHSETCA KO BCEM Y/leHaM CTeKa. [JaHHaa KoMaHAa He NPUMEHAETCA Ha KOMMyTaTopax
BOLLEALLINX B CTEK, NOC/IE ee BBOAA.

Mo ymonyaHuio Cumulative Summing

®dopmar stack-status sample-mode {cumulative | history} [max-samples 100 - 500]
Pexxum Stack Global Config Mode
MapameTpbi OnucaHue

sample-mode Pexknm BbI6OPKM
cumulative OTcnenBaHMe CyMmMbl NOYYEHHbIX CMELLLEHNI BPEMEHbIX METOK.
history OTcnexnsaHMe UCTOPUMN NONYHEHHbIX BPEMEHHbIX METOK.
max-samples MaKcMManbHbI XPaHUMbIA pa3mep BbIGOPKHK

Mpumep:

Cnepytowme KomaHAbl NEPEKAIOYAIOT PEKUM BbIOOPKU Ha KYMYyNATUBHOE CYMMMUPOBAHME.
(Routing) #configure

(Routing) (Config)#stack

(Routing) (Config-stack)# stack-status sample-mode cumulative

Mpumep:

Cnepytolie KOMaHAbl NMEPEKIOYAoOT PEXKUM BbIDOPKM Ha PeUM UCTOPUM, M COpAcbiBAaeT MaKCMMabHbIN
pa3mep BbI6OPKU Ha 3HaYeHMe No ymoadaHuio (300).

(Routing) #configure

(Routing) (Config)#stack

(Routing) (Config-stack)#stack-status sample-mode history

Mpumep:
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

C}'IE,D,YI-OLLI,ME KOMaHAbl NEPEKNYAT pPexXnm BbI60pKM Ha pexumm uctopmn, w”m YCTaHaBIUBAET
MaKCMMasbHbI pa3mep Bbibopku 100.

(Routing) #configure

(Routing) (Config)#stack

(Routing) (Config-stack)#stack-status sample-mode history max-samples 100

show slot
3T1a KomaHAaa oTobparkaeT MHPopmaLumio INH60 060 Bcex cnoTax B cucteme, M60 0 KOHKPETHOM C/oTe.

dopmat show slot [unit/slot]

R/

Pexxum s User EXEC
¢+ Privileged EXEC

TepmuH 3HauyeHue
Slot NaeHTndumkatop cnota B popmare unit/slot.
Slot Status CocTtosaHuMe: cnoT MmoxeT b6biTb nyctbim (empty), 3aHATeIM (full) nan B

COCTOAHUM OWNBKM (error).

Admin State AOMUHUCTPATUBHbIN PEXUM CN0Ta MOXKeT ObiTb BKAtoueH (enabled) wnan
oTko4eH (disabled).

Power State PexXMm nuTaHMA cnota MoxKeT ObiTb BKAOYeH (enabled) waun oTkatoyeH
(disabled)..

Configured  Card | MpeHTUdUMKaTOp MoZenu naatbl B COOTBETCTBMM C HACTPOMKAMWM CAOTa.
Model Identifier NpeHTUdPUKaTop moaenm coctouTt u3 32 CMMBOJIOB M UCMONb3yeTCcs AN
MHAEHTUOMKALUMM NAaTbl.

Pluggable MnaTta B cnoTe MoXeT bbiTb CbemHas b0 He CbeMHasn.

Power Down YKa3sblBaeT, MOXeT 1 CNoT 6bITb OTKNKOUYEHHbIM U HET.
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MNocne BBOAA 3HAaYeHUA unit/slot NOABUTCA cnegywouan VIHd)OpMaLI,MFlI

TepmuH

3HayeHue

Inserted Card
Model Identifier

NaeHTndukaTop mogenu nnatbl, NOAKNIOYEHHOW B cnoT. MaeHTuduMKaTop
MOZENN CoCTouT 13 32 CMMBOJIOB. ITO MoJsie 0TOBPaXKaeTca TO/IbKO B TOM
C/ly4ae, CNOT 3aHAT NOAKAOYEHHON NNATON.

Inserted Card | OnucaHMe NOAKAOYEHHON NAaTbl. ITO None O0TOOpaXKaeTcs TONbKO B TOM
Description cny4yae, CNOT 3aHAT NOAKAOYEHHOW NIATON.

Configured Card | OnnMcaHMe HaCTPOEHHOM NNaThbl.

Description

show stack-status

[aHHas KomaHAa MnoKasbiBaeT TalMUHIU heartbeat-coobLLeHNt, NOAYYEHHbIX KOMMYTaTOPOM B CTEKE, U
CTaTUCTUKY NoTepb/0TOPOLLEHHbIX COOBLLEHNN.

dopmar

Pexxum

show stack stack-status [1-n | all] [clear]

Privileged EXEC

Kniouesoe cnoBo

OnucaHue

Current Tekyuiee Bpems npmema heartbeat-coobuieHuns

Average CpeaHee Bpemsa noay4deHHbIx heartbeat-coobuieHuni

Min MwuHMManbHOE Bpema nosydyeHHbix heartbeat-coobuieHni

Max MaKcumanbHoe BpemMs NosydeHHbIx heartbeat-coobuieHni

Dropped CuéTunk noTepAHHbIX/oTOpoLLEeHHbIX heartbeat-coobuieHni
Mpumep:
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[aHHbI  NpuMep NOKasblBaeT CTAaTUCTMKY heartbeat-coobuweHnit  gns  onpeaeneHHoro
KOMMyTaTopa B CTEKe.
(Routing) #show stack-status

Stack Unit 1 Status

Sampling Mode: Cumulative Summing

Unit Current Average Min Max Dropped

show supported cardtype
,ﬂ,aHHaﬂ KOMaHAa MNOKa3biBaeT MHd)OpMaLI,MI'O o060 Bcex Tunax nnat, nnbo o6 onpeneneHHbIX nx
TMMNaxX NOAAEPKNUBAEMbIX CUCTEMOWN,.

dopmar show supported cardtype [cardindex]

0,

Pexxum % User EXEC
¢ Privileged EXEC

Ecnuv He YKa3aTb 3Ha4YeHUA ONA cardindex, Bbl NONY4YUTE cne,u,yrou.l,mﬁ BblBO/4,.:

TepmuH 3HayeHue

Card Index (CID) NHpekc B 6a3e nogaep’KMBaembix TUNOB NAaTt. 3TOT MHAEKC UCMOb3yeTcs
BO BpeMs NpeaBapuTeNbHOM HaCTPOIMKKU CAoTa.

Card Model | UgeHTUdUKaTOp moaenu Ana noaaep>KMBaemoro Tuna naatbl.
Identifier

Ecnv yKasaTb 3HayeHUs Ans cardindex, Bbl MOAyYUTE CAEAYHOLLUIA

BbIBOA,;:
TepmuH 3HayeHue
Card Type Tun nnatol, NpeacTaBaaOWMiA cobol 32-6utHoe ymcno.
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TepmuH

3HayeHue

Model Identifier

MAGHTMd)MKaTOp moaenn anAa nogaepxmnBaemoro Tuna naatbl.

Card Description

Onucanune noaggepxmBaemoro Tmuna naaTbl

show switch

dTa KomaHaa otobparkaeT MHPopmaumio 060 BCeX YCTPOMCTBAX B CTEKE, IMBO O KOHKPETHOM
KOMMYTATOpe, eC/IM YKa3aHO COOTBETCTBYIOLLEE 3HAYEHMeE.

dopmar show switch [unit]
Pexxum Privileged EXEC

TepmuH 3HayeHue
Switch NaeHTUPMKATOpP, Ha3HAYEHHbIN KOMMYTATOPY.

Ecnu He yKa3aTb 3HaYeHUa Ana unit , Bbl NOAYyYMTE CAeAyIOWME BbIXOAHbIE AaHHbIE:

TepmuH 3HayeHue
Management YKasblBaeT Ha TO, ABASAETCA M KOMMYTATOP: /IAaBHbIM KOMMYTAaTOPOM
Status YNPaBNEHUA, YIEHOM CTEKAa, HACTPOEHHbIM pPEe3epPBHbIM KOMMYTAaTOPOM,
pabounm pesepBHbIM KOMMYTATOPOM, MO0 e ero CTaTyC He Ha3HAYeH.
Preconfigured NaoeHTUdMKATOp  mMogenu  KoMMyTaTopa, npeAHa3HayeHHblt  ans

Model Identifier

BKNOYEHMA B CTeK. MpaeHTuduKatop momenun npeacrasnaetr cobon 32-
CMMBOJ/IbHOE NOJIe, Ha3HAa4YeHHOEe MNPOM3BOAUTENEM ANA UAEHTUDUKaALMM
YyCTpOMCTBa.

Plugged-In
Model Identifier

NaeHTUdMKaTOp mMoaenun nnatbl, NoAKAOY4EHHOW B cnoT. NaeHTuduKkaTop
MOAEeNN npeactaBnfder cobon 32-cMMBOJIbHOE MoOJie, Ha3Ha4YyeHHoe
npousBoguTenem ansa naeHTMdUKaLmMm ycTpomncrsaa.
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TepmuH

3HayeHue

Switch Status

CoctoaHMe  KommyTatopa. Bo3moxHble coctoAaHma  Takosbl:  OK,
Unsupported, Code Mismatch, Config Mismatch nan  Not Present.
Mismatch yKasbiBaeT, YTO KOMMyTaTOp B CTeKe paboTaeT c Apyroi Bepcuen
npowwuskn, wabnoHa SDM nmbo c ppyrot KoHoUrypauumen, Hexenm
rNaBHbIA KOMMYyTATOp ynpasneHua. [pwu 3anyweHHOW CUHXPOHM3ALMK
NPOLUMBOK B CTEKE NOKa3biBaeTca ctaTyc «Updating Code».

Code Version

Ob6HapyXeHHan Ha KOMMyTaTope Bepcua NPOLINBKM.

Mpumep: Boioa K
(switch) #show switch

OMaHHOM CTPOKMN ANA AaHHOW KOMaHAb!.

Management Standby PreconfigP lugged-in Switch Code
SW Switch Status Model ID Model ID Status Version
1 Mgmt SW BCM-56224 BCM-56224 0K M.3.22.1
2 Stack Mbr Oper Stby BCM-56224 BCM-56224 OK M.3.22.1

Ecnv yKasaTb 3HaYeHUs gaa unit , Bbl NOAYYUTE CAEAYIOLME BbIXOAHbIE AaHHbIE.

TepmuH

3HaueHue

Management Status

YKa3blBaeT Ha TO, ABAAETCA NuU KOMMYTATOP: NMaBHbIM KOMMYTAaTOPOM
ynpasaeHnAa nan YneHom Cteka, nbo XKe ero CTaTyC HE HAa3Ha4eH.

Hardware AnnapaTHoe 3Ha4yeHWe, COrNacHO KOTOPOMY KOMMYTaTop Moay4YaeT

Management YyMNpaBAAoLWY posib. MOXeT 6bITb OTK/AOYEHHbBIM UM HE HAa3HAYEHHbIM.

Preference

Admin AQMWHUCTPATMBHOE  3HAYEHME, COMMACHO  KOTOPOMY  KOMMYTATOp

Management noJly4aeT ynpaBAAoLWyo posib. YKasbliBaeT Ha BEPOATHOCTb Bbibopa 3TOro
KOMMyTaTOpa Ha PO/b IM1aBHOrO YNPaBAAIOLLErO KOMMYyTaTopa.

Preference Y p p ynp LL y p

Switch Type Tun KommyTaTopa (32-6uTHoe uncno)
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

TepmuH

3HaueHue

Model Identifier

NpoeHTudukatop mopenu Kommytatopa. WaeHTMdUMKaTop moaenu
npepcrasnaeTr coboi 32-cumBONbHOE none, Ha3HayeHHoe
npoussoguTenem Ana naeHTUPUKaLmm ycTponcTea.

Switch Status

CoctoaHMe KommyTaTopa. BoamoxkHble 3HadyeHua: OK, Unsupported, Code
Mismatch, Config Mismatch nan Not Present.

Switch
Description

OnucaHne KoMmmyTaTopa.

Expected Code Type

OXngaemblii TN NPOLUNBKM.

Expected Code | Oxkuaaemas Bepcus NPOLLMBKM.

Version

Detected Code | Bepcus npowuBku, paboTatowiaa Ha KommyTtatope. Ecanm kommyTtaTop
Version OTCYTCTBYET M [OaHHble MOJly4YeHbl OT NpPeABapPUTENbHON HACTPOMKM,

BEepCcUen NPoLnBKM cunTaeTcs 3HaYeHne “None”.

Detected Code in | Bepcus npoOWMBKK, B HACTOAWMN MOMEHT XpaHMmasa Ha FLASH-namsTtu

Flash KommyTaTtopa. [laHHaa npoWwMBKa 3arpyaetcAa nocnae nepesarpysku
KommyTtaTtopa. Ecnm KommyTaTop OTCYTCTBYET M AaHHble MOJyvyeHbl OT
npeaBapuUTeNbHOM HACTPOMKWM, BepcMer KoAa CUYMTAeTCA 3HayeHue
“None”.

SFS Last Attempt | Pe3ynbTat nocnesgHen NonbITKM CUHXPOHM3ALMM NPOLUMBOK BHYTPU CTEKA,

Status 17 KOHKPETHOro YCTPOMCTBA.

Serial Number

CepuitHbli HOMep ANA YKa3aHHOIo YCTPOMCTBA.
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TepmuH 3HayeHue

Up Time Bpema HenpepbIBHOM paboTbl CUCTEMDI.

Mpumep: BbiBog KOMaHAHOW CTPOKM A8 AaHHON KOMaHApbl.
(Switching) #show switch 1

Switch...ovviiiiiiiiiiiiiiiiiii, 1

Management Status................. Management Switch

Hardware Management Preference.... Unassigned

Admin Management Preference....... Unassigned

Switch Type...vviviiiiiiiiiiine, 0xb6240001

Preconfigured Model Identifier.... Platform vi

Plugged-in Model Identifier....... Platform v1

Switch Status.............ooint STM Mismatch

Switch Description................ 56624 Development System 48 GE, 4 TENGIG
Expected Code Type....ovveievnnnn. 0x100b00o0o

Detected Code Version............. 10.17.15.8

Detected Code in Flash............ 10.17.15.8

SFS Last Attempt Status........... None

Up Time. i vttt ieieieenennnnns @ days 3 hrs 15 mins 50 secs

show supported switchtype
3Ta KomaHAa oTobparkaeT nHbopmauuto 060 Bcex NoAAEpPHKUBAEMbIX TUNAX KOMMYTATOPOB (1Mbo
06 onpeaeneHHOM TUNe KOMMYTaTOPOB).

dopmar show supported switchtype [switchindex]

®,

Pexxum s User EXEC
¢ Privileged EXEC

Ecnu He yKasaTb 3HaYeHMA gNA switchindex, Bbl MOAYyYUTE Cneayolne AaHHble:
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TepmuH 3HayeHue

Switch Index (SID) | MHAeKc B 6a3e AaHHbIX NoAAepKMBAaEMbIX KOMMYTATOPOB. JJaHHbIN MHAEKC
ncnonbyetca Npu Aob6aBNeHNM NPesHACTPOEHHOrO0 KOMMYTAaTOpPa B CTEK.

Model Identifier NpeHTudMKaTOp Mmogenu Ana NoaaepKMBaemMmoro Tuna KOMMyTaTopa.
Management MeTpurKa npuopuTeTa ynpasaeH1a Ana 3TOro TMna KOMMYTaTopPOB.
Preference

Code Version Bepcusa NpoLwmMBKK, OXKMaaeman oas 3Toro Tuna KOMMyTaToOpOB.

Ecnu ykasaTb 3HaveHnAa gna switchindex, Bbl noAyymUTe cnegytowme AaHHble:

TepmuH 3HauyeHue
Switch Type Tun KommyTaTopa, NpeacTaBAALWNI cobolt 32-6uTHOe Ymcno.
Model Identifier NaeHTndmKkaTop moaenu ana nogaepKMBaemoro Tmna KommyTaTopa.
Switch OnucaHne noaaepKMBaemMoro Tuna KOMMyTaTopa.
Description

4.2. KomaHAbl CTEKMPOBAHUA NOPTOB

B aTom pasgene onucaHbl KOMaHAbl, KOTOPblE MCMO/b3YHOTCA AN HACTPOMKM CTEKMPOBAHWUA MOPTOB U
noay4YyeHuUa nHoopmaumm 06 3TUX NopTax.

stack-port

JaHHaa KomaHOa HacTpauBaeT peXXMm CTeKMPOBaHWA ONA MNopTa WUAM Auana3oHa nopTtoB. [ocTynHble
pexumbl stack mnm ethernet.

Mo ymonuaHuo  stack

dopmar stack-port unit/slot/port [{ethernet | stack}]
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Pexxum Stack Global Config

show stack-port

[aHHaa KomaHaa oTobparkaeT CBOAHYI0 MHOOPMALLMIO O CTEKMPYEMbBIX MOPTAxX 4/1A BCeX UHTepdelicoB.
®dopmar show stack-port

Pexxum Privileged EXEC

[na kaxporo nHtepdenca:

TepmuH 3HauyeHue

Unit Homep ycTpolicTsa.

Interface Homepa cnota n nopTa.

Configured  Stack | Stack nnu Ethernet.

Mode

Running Stack Stack nnu Ethernet.

Mode

Link Status CocTosiHMe NuHKa.

Link Speed CKOPOCTb IMHKA CTEKUPOBAHHbIX NOPTOB, B [6MT/C.

show stack-port counters

[aHHas KomaHZa oTobparkaeT CBOAHYI0 MHPOPMALMIO O CYETUMKAX AAHHbIX 418 BCEX MHTEPENCOB.

dopmar show stack-port counters [1-n | all]
Pexxum Privileged EXEC

TepmuH 3HayeHue
Unit Homep ycTpomncTaa.
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TepmuH

3HayeHue

Interface

Homepa cnota v nopra.

Tx Data Rate

CKOpOCTb Nepesayn AaHHbIX HAa CTEKMPOBAHHOM nopTe, B MbuT/c.

Tx Error Rate

3aBMcumoe oT NaTGopPMbl KOSIMHECTBO OLLIMBOK NpU Nepesaye, B CEKYHAY.

Tx Total Errors

3asucmmoe ot I'IﬂaTd)OprI KONMYecTBO OWMBOoK npu nepegayvye, C MOMEHTa
BK/IIOYEHMUA.

Rx Data Rate

CKOpOCTb NpMema AaHHbIX Ha CTEKMPOBAHHOM nopTe, B MbuT/c.

Rx Error Rate

3aBMcumoe OT NAaTGOPMbl KOSIMHECTBO OLLUMBOK NPU NpUeme, B CEKYHAY.

Rx Total Errors

3aBucumoe ot I'IJ'IaTd)OprI KONMYecTBO OLWMOOK npun npuneme, C MOMEHTA
BK/THOYEHMUA.

Link Flaps

KonnyectBo M3MeEHEHWIA COCTOAHMA JIMHKA
MOMEHTA 3arpy3kmn CUCTEMbI.

(pabouee/Hepabouee), c

Mpumep: B satom

npmumepe MnoKasaHbl CTEKMPYyEMbBbIE MOPTbl U CBA3AHHAA C HUMU CTATUCTUKA

YCTPOICTBa C HOMEPOM 2.

(Routing) #show stack-port counters 2

------------ TX-==meemmemcace ccccecmccccoRXmmmmmmmmemeeeeae eeee-

Data Error Data Error

Rate Rate Total Rate Rate Total Link

Unit  Interface (Mb/s) (Errors/s) Errors (Mb/s) (Errors/s) Errors Flaps
2 0/53 0 0 0 0 0 0 0
2 0/54 0 0 0 0 0 0 0
2 0/55 0 0 0 0 0 0 0
2 0/56 0 0 0 0 0 () 0
(Routing) #
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show stack-port diag

JaHHas KomaHAa MOKas3biBaeT AMArHOCTUYECKYD MHOOPMALMIO O KaXKAOM MOpTe U npefHa3HadeHa anAa
WHXXEHEepoB TexHMYecKon nogaep:Kkn. OHa BbIMOAHAETCA MO YyKasaHuto cneuuwanucta TN 1 coaepkuT
cyéTtumkm ana RPC, TpaHcnopTa, CPU, moayneit RX u TX.

dopmar show stack-port diag [1-n | all] [verbose]
Pexxum Privileged EXEC

TepmuH 3HauyeHue
Unit Homep ycTpolicTsa.
Interface Homepa cnota n nopta.

Diagnostic Entryl

Crpoka u3 80 cumBoN0B, UCNOAb3yemMan ana ANarHoCTUKN.

Diagnostic Entry2

Crpoka u3 80 cumBonoB, UCNOAb3yemas g1a ANAarHOCTUKM.

Diagnostic Entry3

Crpoka u3 80 cumBoN0oB, UCNOAb3yemMan ana ANarHoCTUKN.

TBYT KonnuectBo nepeaaHHbIX 6anT

TPKT Konunuectso nepegaHHbIX NaKeToOB

TFCS CyeTumK OWMNBOK KOHTPOIbHOM CyMMbI NepeaaHHbIX GperimoB
TERR CyeTumnK owMbOK Npu nepeaaye (yctaHaBAMBAETCA CUCTEMOM)
RBYT KonunyectBo nonyveHHbIx 6anT

RPKT Konunuyectso nonyyeHHbIX NakeToB

RFCS CYeTuyMK OWMNBOK KOHTPOJIbHOM CYMMbI NONYYEHHbIX GpenmoB
RFRG CYeTUYMK NoNyYeHHbIX pparmMeHTOB

RIBR CyeTumnK nony4veHHbIx Jabber-dpeiimos
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TepmuH 3HayeHue
RUND CyeTuymnK nonyveHHbIX ppenmoB HENONHOTO pasmepa
ROVR CyeTumMK nonyyYeHHbIX dperimoB n3bbITOYHOro pasmepa
RUNT CYeTUYMK NONYYEHHDIX KapANKOBbIX GpeimoB

Hpumep: B aTtom npnmepe NokKasaHbl CTEKMPYyeMblE NMOPTbl U CBA3AaHHAA C HUMWM CTAaTUCTUKA.

(Routing) #show stack-port diag 1

1 - 0/53:

RBYT:27ed9a7b
RFCS:0 RFRG:0
TFCS:0 TERR:0

1 - 0/54:

RPKT:bcalb TBYT:28a0739e TPKT:c93ee
RIBR:© RUND:© RUNT:©

RBYT:8072ed RPKT:19a66 TBYT:aecfb80 TPKT:66e4d
RFCS:6e RFRG:4414 RJIBR:9 RUND:c19 RUNT:af©29bl

TFCS:0 TERR:0

1 - 0/55:

RBYT:0 RPKT:0
RFCS:0 RFRG:0
TFCS:0 TERR:©

1 - 9/56:

RBYT:0 RPKT:0
RFCS:0 RFRG:0
TFCS:0 TERR:0

Mpumep 2: ‘show stack-port diag [<1-n> | all] [verbose]’ cTaTucTuka transport u T.4. Moagyneil

TBYT:ae8 TPKT:23
RIBR:© RUND:© RUNT:©

TBYT:ae8 TPKT:23
RIBR:© RUND:© RUNT:©

yKa3aHHOrO YCTpoMUCTBa WAM BCeX YCTPOUCTB.

B atom npuMmepe NoKasaHa CTaTUCTUKA RPC, Transport (ATP, Next Hop, u RLink), CPU Transport u

Rx/Tx mogyneii YCTPOWMCTBA C HOMEPOM 2..
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

(Routing) #show stack-port diag 2 verbose -

Registered Functions........covviiiiiinnnnnnnns
Client Requests....viiiiiiiiiii e
Server Requests. .. ..ttt nnneennns
Server Duplicate Requests.........cvvviiiiinnnn.
Server RepliesS.. vt iiiiiineeeieennneneeronnnnans
Client Remote TX...veiviieiininneinneenneennns
Client Remote Retransmit Count.................
Tx without Errors.......ccoiiiiiiiiiiiiiieennn.
TX with Errors. ...ttt iiiiiiiieeennn,
RX TIMEOUELS. .o v ittt iiiiiiii i iiiinnnnens
RX EQrly EXitS.uiueeeieieeeneneerereeeeononnnnans
RX OUt Of SyNC...iiiiiiiiiiiinnnneieennnnnnns
NO BUFfer. ittt ittt iiineanns

Client RPC Requests Count......ovvvvvvenennnnns
Client RPC Reply Count...ovviiiiiinnnnnnnnnnnnns
Client RPC Fail to xmit Count..................
Client RPC Response Timedout Count.............
Client RPC Missing Requests..............c.cun.
Client RPC Detach/Remove Count.................
Client RPC Current Sequence Number.............
Server RPC Request Count........ccvvveiiiennnnn
Server RPC Reply Count.....cviiiniiniiennnnns
Server RPC Processed Transactions..............
Server RPC Received Wrong Version Req..........
Server RPC No Handlers.........covviiiiiinennnns
Server RPC Retry Transmit Count................

Server RPC Repetitive TX Errors................

.mnnm%
preveans
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Transmit Pending Count.........ccvviiiinennns
Current number of TX waits...........ovvvvvn
Rx transactions created............ .. ciunt
Rx transactions freed..........ccviiiiiinnn,

Rx transactions freed(raw)..........ccovvvuuen

.mnnm%
preveans

--More-- or (q)uitATP: TX timeout, seq 74. f:cc cli 778. to 1 tx cnt 21.

Tx transactions created..............ocovuutn.
BET Rx Dropped Pkts Count.......covvvvvinnnnn
ATP Rx Dropped Pkts Count...........ccvvuunnn
Failed to Add Key Pkt Count..................
Source Lookup Failure Count.........covvuvunnn
0ld Rx transactions Pkts drop Count..........
Nr of CPUs found in ATP communication........

RX Setup....coiiiiiiiii it ittt
LD = o o
TX COS[O] RESEIVE. .ttt iitnnnneerrennnnnnsns
TX COS[1] RESEIVE. . ittt itrnnnnetssennnnnnsns
TX COS[2] RESEIVE. .ttt ievnnnneessennnnnssns
TX COS[3] RESEIVE. .ttt ittnnnneessennnnnnsns
TX COS[4A] RESEIVE. .ttt ietnnnneessennnnnsnns
TX COS[5] RESEIVE. ittt ittt eesennnnesssnns
TX COS[6] RESEIVE. .ttt iitnnnnetssennnnnnsns
TX COS[7] RESEIVE. vttt ienennnesssennnnnnnas
Tx Pkt Pool Size.....cviiiiiiiiiiiiiinnnnenns
Tx Available Pkt Pool Size...........cvveennn
Tx failed/error Count.......coviiiiiiinnnnns
RX Pkt Pool Size......vviiiiiiiiiiiiinnnnnn.

Next Hop statistics/counters from unit..2

290

. QTECH | www.qtech.ru

MWP [OCTYMNHEE

PyKoBOACTBO MO KOMaHZaM Aaa KommyTaTopoB cepmn QSW-3300

47



.mnnm%
preveans

PyKOBO,EI,CTBO no/ib3oBaTenA

4. Pazgen: KomaHAbl CTEKMPOBAHUA

State Initialization...........ccvviiiiiiininnnn. Done
Component Setup.....coiiiiiiiiiiiiiiiineeennnns Done
Thread Priority.....cciiiiiiiiiiiiiiiineenn. 100
RX Priority...eeeetiiiiiiiiiiiiiiniiieennnnnnns 105
LOCAl CPU K@Y . ittt iiietitennnneessennnneeennns 00:24:81:d0:0f:c7
MTU SizZEe..iiiiiiiiienenneeeeoeeroroessanannnnans 2048
Vian Td. .. .iiiiiinnenenneeeeseesesosssanannnnans 4094
COS Td.iuiie it iiinnneeeeeeennnneeeeennnnneeenns 7
Internal Priority for pkt transmission......... 7

Rx Pkt Queue Size......ciiiiiiiniriinnnnennannns 256
TX Pkt QuUEUE Size....iiiiiiiininnneronnennnanns 64
Rx Pkt Dropped Count......ccovviiiiiininnnnnnnns 0

Tx Failed Pkt Count.......cciviiiiiiiiiiienn. 0
—————————————————————————————————————— RLink

State Initialization...........coviiiiiiiinnnn. Done
L2 Notify In PKES. .t iiiiiiiiinnennnnnnnnnns 0
L2 Notify In Pkts discarded........ccvvvvvvvnn. 0
L2 Notify Out PKES ..vviiiiiiiininnnnnnnnnnnnns 0
L2 Notify Out Pkts discarded.........ccvvvvvnnn 0
Linkscan In PKES...vvitiiiiiiii it ennenns 0
Linkscan In Pkts discarded.........ccvvvvunenn. 0
Linkscan Out PKEtS ....viiiiiiiiiiiiiiiiiinnenn. 0
Linkscan Out Pkts discarded.................... 0
Auth/Unauth In Callbacks.........covvviiinnann. 0
Auth/Unauth In Callbacks discarded............. 0
Auth/Unauth Out Callbacks.........ccovvvinnann. 4]
Auth/Unauth Out Callbacks discarded............ (4]
RX Tunnelling In Pkts........covviiiiiiiinnnann (4]
RX Tunnelling In Pkts discarded................ (4]
RX Tunnelling Out Pkts......... .ot (4]
RX Tunnelling Out Pkts discarded............... (4]
OAM Events TNn.....iieiiiniiiinennneennneeennnns 0
OAM Events In discarded..........ccvviiieeennn. (4]
OAM Events Out.....civtiiiiiiiiiiiiiinereeennns 0
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OAM Events Out discarded............ccvvvevvnnn. (4]
BFD Events INn.....iiiiiiiiiiiieeiiineeennneennns 0
BFD Events In discarded..........ccvvviiiininnnn. (4]
BFD Events Out......ciiiiiiiiiiiiiiieinrnnnnnns 0
BFD Events Out discarded...........ccciiivnnnn. (4]
Fabric Events INn......oeetiiiiinniirennnnnnens (4]
Fabric Events In discarded...........ccvvuueenn 0
Fabric Events Out.....ccvtiiiiiiiiiiiiinnnnnnns (4]
Fabric Events Out discarded.................... (4]
Scan Add Requests INn.......ccviiiiinnnnnnnnnnns 0
Scan Del Requests IN.....covitiiiinnnnnennnnnnns 0
Scan Notify(Run Handlers) Out.........ccevvuunn 0
Scan Notify(Traverse Processing)........cceeeue. 0

(Routing) #

show stack-port stack-path

[laHHas KomaHAa oTobparkaeT MapLpPyT, KOTOPbIA NoTpebyeTca Naketam, YTobbl AOCTUYL agpeca
Ha3HayeHuA.

dopmar show stack-port stack-path {1-8 | all}
Pexxum Privileged EXEC

4.3. KomaHAabl CUHXPOHU3aL MU NPOLUMBOK BHYTPU CTEKa

CWHXpOHU3auma BHYTpM cTeKa (SFS) no3BonAeT aBToMaTUYECKM NOAAEPKNBATb OAHY U Ty XKe BepCUto
NPOLLMBKM AR BCEX YCTPOWCTB B CTEKe. EC/IM yCTPOMCTBO BKIOYAETCA K CTEK M €0 BepCus NPOLLMBKY
OT/IMYaEeTCA OT Bepcum, paboTaloLei Ha ynpaBaaioLeM YCTPOUCTBE, SFS yCTaHOBMT Ha HEro HY}KHYH BEPCUIO
NpoLWmMBKK. Mpun 3TOM, cucTeMa He ByaeT NbITaTbCA NCNO/b30BaTb MOC/NEAHIOK BEPCUIO MPOLLMBKU U3 TEX,
YTO BCTPEYAKOTCA Ha YCTPOWCTBAX BHYTPU CTEKA.

boot auto-copy-sw
Ncnonb3yiite 3Ty KOMaHAy 418 BKAOYEHUA GYHKLMU CUHXPOHM3ALUMM NPOLLUMBOK BHYTPU CTEKa.

Mo ymonuaHuwo  Disabled (OTkntoueHo)
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

dopmar boot auto-copy-sw

Pexxum Privileged EXEC

no boot auto-copy-sw
Ncnonb3yiite 3Ty KOMaHAy A1A OTAOYEHNA QYHKUNN CUHXPOHU3ALUMM NPOLUMBOK BHYTPU CTEKA.

dopmar no boot auto-copy-sw

Pexxum Privileged EXEC

boot auto-copy-sw trap
Mcnonb3yiTte 3Ty KOMaHA4y ANA BKAtOUYeHUA oTnpasaeHna SNMP-trap, oTHocAwmxca K GyHKumm SFS.

Mo ymonuaHuio Enabled
dopmar boot auto-copy-sw trap

Pexxum Privileged EXEC

no boot auto-copy-sw trap
Mcnonb3yiTte 3Ty KOMaHA4y ANA oTKAoYeHUA oTnpasaeHna SNMP-trap, oTHocAwmxcA K GyHKuum SFS.
¢OpM3T no boot auto-copy-sw trap

Pexxum Privileged EXEC

boot auto-copy-sw allow-downgrade

Mcnonb3yiite 3Ty KOMaHZy [ANA TOro, 4ytobbl ynNpaBAsAioliee YCTPOWCTBO CTeKa MOHWXKaNo Bepcuio
NPOLLMBOK, eC/IM UX Bepcua 6onee HOBas, YeM Ha YNpaBAAoLLEM YCTPOICTBE.

Mo ymonuaHuio Enabled
dopmar boot auto-copy-sw allow-downgrade
Pexxum Privileged EXEC

no boot auto-copy-sw allow-downgrade

Mcnonb3syiite 3Ty KomaHAy, 4ToObl 3anpeTuTb YNpaBAAlOWEMY YCTPOWCTBY CTeKa MNOHWMMKATb BEPCUIO
NPOLUMBKM.

dopmar no boot auto-copy-sw allow-downgrade
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4. Pazgen: KomaHAbl CTEKMPOBAHUA

PexXum

Privileged EXEC

show auto-copy-sw

JaHHaa KomaHga 0To6pa)+<aeT Tekyuiee CoCTtoAHune un HaCTpOﬁKM (I)YHKLI,MM CUHXPOHM3aUMN NPOLWNBOK

BHYTPM CTeKa.

dopmar show auto-copy-sw
Pexxum Privileged EXEC
TepmuH 3HayeHue

Synchronization

MoKa3biBaeT, BKAOYEHA AN yHKLMA SFS.

SNMP Trap Status

MokasbiBaeT, byaeT nn ctek otnpasnate SNMP-trap.

Allow Downgrade

MoKasblBaeT, paspeleHo /AW  ynpaBAAloOWeMy YCTPOMCTBY MOHMUXKATb
BEPCUIO NPOLLMBOK YCTPOMCTB B CTEKE.
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PyKOBO,EI,CTBO no/ib3oBaTenA

5. Paspgen: KomaHabl ynpaBneHuns

5. PASOEN: KOMAHAbI YINPAB/IEHUA

B 37Ol rnaBe onuMCbIBalOTCA YNpaBAAloLWLMEe KOMaHAbI, AocTynHble B SMB CLI.

Pasgen coctouT U3 cneayowmx rnas:

< "KomaHgpb! ceTeBbix MHTEpdencos" Ha cTp. 53
"KomaHabl A0CTyna KOHCONbHOro nopTta" Ha cTp. 58
"Komanabl telnet" Ha cTp. 61

< "KomaHgp! Secure Shell" Ha cTp. 64

+» "KomaHgabl 6e3onacHocTM ynpasaeHua" Ha cTp. 66

+ “KomaHapl HTTP” Ha cTp. 68

+» "KomaHgabl goctyna" Ha cTp. 76

% "KomaHgapl y4eTHbIx 3anmcen” Ha cTp. 77

< "KomaHapl SNMP" Ha cTp. 110

% "KomaHgpbl RADIUS" Ha cTp. 128

«»» "KomaHgabl TACACS+" Ha cTp. 150

"KomaHabl KOHPUrypmposaHua ckpuntos" Ha cTp. 155
“KomaHgapl Prelogin Banner, System Prompt n Host Name” Ha cTp. 158

ABHmmaHme! B faHHOM pasgene KoMaHAbl AeNATCA Ha TTPU GYHKUMOHANbHbIE Fpynbi:
»  KomaHabl Show 0To6paKatoT HaCTPOMKM KOMMYTaTOpa, CTaTUCTMKY M NPOYYI0 MHPOPMaLMIO.

o

7
0.0

KomaHZbl KOHOUIypaumMm BHOCAT U3MEHEHMS B HAaCTPOMKM KomMyTaTopa. Kaxkaoin KomaHae
KOH}UrypaLmm cOOTBETCTBYET KOMaHAa MHPopMaumn (show), NoKasbIBatOLLAA TEKYLLME HACTPOMUKM.
KomaHgpl Clear cbpacbiBatoT onpegeneHHble HaCTPOMKM Ha 3aBOACKME 3HAYEHWA.

7
0.0
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5.1. KomaHpgbl ceTeBbix UHTEpdeicoB

B 3TOM pasgene onNMCbIBAlOTCA KOMaHAbl, KOTOpble WCMOb3YIOTCA ANA HACTPOWKU  JIOFMYECKOro
nHTepdelica ana AocTyna K ynpasneHuto. [na HacTponku ynpasneHua VLAN cm. pasgen "YnpasneHue
vlan" Ha cTpaHuue 361.

enable (Privileged EXEC access)

[aHHaa KomaHaa npegocTtasaseT goctyn B pexxum Privileged EXEC. B pexkume Privileged EXEC Bbl moxkeTe
KOHUIrypupoBaTb ceTeBble MHTEPdENCHI.

dopmar enable

Pexxum User EXEC

do (Privileged EXEC commands)

[aHHas KomaHAa BbINOAHAET KOMaHAb! perkmuma Privileged EXEC n3 nto60oro gpyroro pexxkmma.

dopmar do Priv Exec Mode Command
Pexxum +» Global Config

¢ Interface Config

+* VLAN Config

>

X/
*

Routing Config

L)

Mpumep: Huxke npueeaeH npumep KomaHabl «do», KOTOpasa BbINOMHAET KOMaHAy script list
pexxknma Privileged EXEC B perkume Global Config.

(Routing) #configure

(Routing)(config)#do script list

Configuration Script Name Size(Bytes)

backup-config 2105
running-config 4483
startup-config 4453

configuration script(s) found.
2041 Kbytes free. Routing(config)#

network parms
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5. Paspgen: KomaHabl ynpaBneHuns

dTa KomaHAa ycTaHaBauBaeT IP-agpec, Mmacky nogcet v wato3. IP-agpec n WAo3 AoMKeH 6biThb B TOM Ke
noacetun. MapameTp none ycTaHaBamBaeT |P-agpec M Macky noAceTM Ha 3aBoACKME 3HayeHua no
YMOYaHMIO.

dopmar network parms {ipaddr netmask [gateway]| none}

Pexxum Privileged EXEC

network protocol

[aHHaa KomaHAa No3BONAET BbIOPaTbh 0OAMH U3 NPOTOKO/I0B KOHOUTYypaumumn ceTun. U3ameHeHHble HacTPOIKK
BCTYMAlOT B CUAY HEMEeOJIEHHO. bootp - KOMMYTAaTOp HauyMHaeT NepuogMyecku OTNPaB/ATb 3anpoc Ha
BootP-cepBep, A0 Tex nop, Noka He byaeT nosyyeH oTBeT. dhcp - KOMMYTaTOp HAYMHAET NepUoaNYECcKU
oTnpasnaTb 3anpoc Ha DHCP-cepBep, A0 Tex nop, NoKa He OyaeT MoJjiyyeH OTBET. none - HacTPoMKa
napameTpoB CETU MPOU3BOAMUTCA BPYUHYIO.

Mo ymonuaHuio  none
dopmar network protocol {none | bootp | dhcp}

Pexxum Privileged EXEC

network protocol dhcp

3Ta KoMmaHZa BKAoYaeT DHCPvA-KnueHT Ha ceTeBoM nopTe. client-1id - HeobA3aTeNbHbIA NapameTp,
3actasnatowmit DHCP-KAMEHT oTNPaBAATb COOBLEHNA C MAEHTUUKATOPOM K/IMEHTA.

Mo ymonyaHuio none
dopmar network protocol dhcp [client-id]
Pexxum Global Config

dPopma no KOMaHZoM network protocol dhecp client-id He noaaeprkmusaetca. s Toro, Yytobbl
OTMEHUTb onumuio clientid, NPOCTO BbINOJHUTE KOMaHAy network protocol dhcp (6e3 onuun
client-1id). KomaHga network protocol none OTK/AOYAET Ha UHTepdelice Kak onumio client-
id, Tak n cam DHCP-KnuneHT.

Mpumep: Huxke npmusegeH npumep KOMaHAabl.
(Routing) # network protocol dhcp client-id

network mac-address

3Ta KOMaHAa YCTAaHAB/AMBAET JIOKA/IbHO aaMUHUCTpUpyembli MAC-agpec. MpumeHsoTca crepyrowme
npasuna:
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< Butr 6 6anWta 0 (tak HasbiBaemblin 6ut U/L) yKasbiBaeT Ha TO, ABAAETCA /AU  agpec
aAMUHUCTPUPYEMbIM YHMBEpPCanbHO (b'0') nam ke aamMMHUCTpUpPYeMbIM NoKanbHo (b'1').

« but 7 6aiita O (TaK HasbiBaembli 6BUT |/G) yKa3biBaeT Ha TO, ABAAETCA U agpec UHAMBUAYANbHbIM
(b'0") nau rpynnosbim (b'1').

*» BTopoii cumBon u3 12 gonKeH 6bITb 0AHUM U3 cneayowmx: 2, 6, A, E.

JNlokanbHO agmuHUCTpUpyembii MAC-agpec AoMKeH UMETb BKAOUYEHHbIV 6UT 6 (b'1l') 1 BbIK/IOYEHHbIN BUT
7 (b'0").
dopmar network mac-address macaddr

Pexxum Privileged EXEC

network mac-type

dTa KOMaHpa onpegensdeT, OyAeT KOMMYTATOp WCMONAb30BaTb 3aBOACKOM WAWM  Ke  JIOKasbHO
agMuHUCTpupyemblit MAC-agpec.

Mo ymonuaHuio  burnedin
dopmar network mac-type {local | burnedin}

Pexxum Privileged EXEC

no network mac-type
JTa KomaHaa Bo3BpaLLaeT 3HavYeHne MAC-agpeca Ha 3aBoACKOe.
dopmart no network mac-type

Pexxum Privileged EXEC

network javamode

JTa KOMaHAa YKa3bIBaeT, AO/IXKEH I KOMMYTATOpP pa3pewnTs JOCTyn K Java-annaety 8 Web-uHtepdelice.
BK/loYeHHas onuua No3BoAAeT BUAETb Java-annset B Beb-nHTepdeiice. OTKAOUEHHasA onums,
COOTBETCTBEHHO, HE NO3BONAET.

Mo ymonuyaHuio  BK/IOYEH
dopmar network javamode

Pexxum Privileged EXEC

no network javamode

3Ta KoMaHga 3anpelwaeT JocTyn K Java-annnaety B Web-uHtepdeiice. Nonb3oBatens He BUAUT annnerT,
€C/IN JOCTYN OTKHOYEH.
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dopmar no network javamode

Pexxum Privileged EXEC

show network

3Ta KoMaHAa oTobpaxkaeT napameTpbl KOHPUTYPaALMK, CBA3AHHbIE C CETEBBIM MHTEPdENCOM KOMMYTATOpa.
CeteBoM MHTEpPdENC - 3TO SIOFNYECKUIA UHTEpPdENC, MCNONb3YEMbBIN ANA BHYTPMUMONOCHOMO MOAKNOYEHNA
KoMMyTaTopa 4Yepes ntobon M3 NopToB Ha nepegHei naHenu. MapameTpbl KOHOUrypaUnUn, CBA3aHHbIE C
ceTeBbIM MHTEpPdENCOM KOMMyTaTopa, He BAUAIOT Ha KOHOUIypaLmio Tex NOPTOB HA NepeaHen naHenwm, ¢
MOMOLLbIO KOTOPbIX MPOUCXOAUT KOMMYTaUMUS M Mmapwpytusauma Tpaduka. CeTteBo MHTepdeinc Bcerga
CYUTAETCA 3anyLEeHHbIM, HE3aBUCUMO OT COCTOAHUA NPUHAANEXKALWMX K HEMY MOPTOB; NO3TOMY KOMAHAA
show network Bcerga byaet nokasbiBatb Interface Status Kak Up.

dopmar show network

CAR)

Pexkumbl %+ Privileged EXEC
% User EXEC

TepmuH 3HauyeHue
Interface Status CocToAHMe ceTeBoro nHTepdeica; scerga cumtaertcs "up".
IP Address IP-agpec nHTepdeica. 3HaveHme no ymondanuto - 0.0.0.0.
Subnet Mask Macka noacetu nHtepdeica. 3HayeHme no ymondanuto - 0.0.0.0.
Default Gateway LWnto3 no ymonyaHuto. 3HavyeHme no ymondanuio - 0.0.0.0.
IPv6 MoKeT 6bITb BKAHOYEHHbIM UM OTKAKOUYEHHbIM.
Administrative
Mode
IPvb Appec IPvé 1 gnunHa.
Address/Length
IPv6 Default | Aapec mapuwpyTtusatopa IPv6 no ymonyaHuto.
Router
Burned In MAC | 3aBoackon  MAC-agpec, WCNONb3yembl AN BHYTPUNOJIOCHOIO
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TepmuH 3HayeHue
Address coeAnHeHus.
Locally B cnyyae HeobxoauMMoOCTM, ANA BHYTPUMNONOCHOIO COEAUHEHUA MOMKHO

Administered MAC
Address

Ha3Ha4YMTb JIOKaNbHO agMuHUcTpupyembin MAC-agpec. [na 3Toro
Heobxoammo, 4tobbl onuma «MAC Address Type» umena HaACTPOMKY
«Locally Administered». BBeante agpec, 12 wectHaguatepuyHbix umudp (6
6aliT) ¢ ABoeTouMmem nocne Kaxgoro b6anta. but 1 6aiita 0 Heobxoaumo
YCTaHOBUTb Ha 1, 6uT 0 — Ha 0, Takum obpasom, 6anT 0 AONKEH UMETL
cnegyrowyo Mmacky: 'xxxx xx10'. MAC-agpec, ncnonb3yemblit TaKOM MOCTY,
OOMKEH  ObiTb  YHUMKaNbHbIM.  Yucnosoe 3HayeHne MAC-agpeca
peKkomeHAyeTcA YCTaHaBAMBATb MeHblle, 4yem 3HavyeHne MAC-agpecos
Kaxaoro nopta, npuHagnexkawero mocTty. OpfgHako, eAUHCTBEHHbIM
06s3aTeNbHbIM  TpeboBaHMEM ABAAETCA YHWKANbHOCTb agpeca. [pu
obbeanHeHun o dot1dStpPriority, dopmupyetca YHUKa/IbHbIM
NaeHTndumkatop MocTa, KoTopblt cnonb3yetca B Spanning Tree Protocol.

MAC Address Type | MAC-agpec, KoTopbii OyaeT WMCcnonb3oBaTbCA AAA BHYTPUNOJIOCHOTO
nogKno4eHma. BO3MOXKHble BapuaHTbl: 3aBOACKOM WAM  IOKAJIbHO
agMUHUCTPUpPYeMbIn agpec. Mo ymonyaHuio BbIGpaH 3aBOACKOM agpec.

Configured IPv4 | CeTeBoit npoTokon IPv4. BoamoskHble BapuaHTbl: bootp | dhcp | none.

Protocol

Configured IPv6 | CeTeBoi npoToKkon IPv6. BoamoskHble BapuaHTbl: dhcp | none.

Protocol

TepmuH 3Ha4yeHune

DHCPv6 Client | YHUKanbHbI naeHTUdMKaTop KnmeHta DHCPv6. 3Ta cTpoka oTobparkaeTca

DUID TO/IbKO B TOM C/ly4ae, eC/IN B HAaCTPOMKax npoTokona IPv6 BbibpaHo DHCP.

IPv6  Autoconfig | ABTokoHdurypaumnsa IPv6 Stateless agpeca - BKAOYEHA UK OTKAOYEHA.

Mode

DHCP Client | WpeHTUPUKaTOp KAMeHTa oTobparkaeTcad TOMIbKO B TOM CAyyae, eciau

Identifier npotokon DHCP BkatoyeH ¢ onuueit client-id Ha ceteBom nopTte. Cm. pasaen

"ceteBon npoTokon dhcp" Ha cTp. 54.
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MNpumep: Mpumep BbiBoga CLI oTob6parkaroLwmii HACTPOMKKN ceTEBOro NopTa.

(admin) #show network

Interface Status.....vviiiiiiiinniiiiennennnnns Up

IP AdAresSS . i vt iiiiiineteennnnseeseennnnnnns 10.250.3.1

Subnet Mask.....oeieiiiiiiiiiinnenneneannnnanns 255.255.255.0

Default Gateway......ovviiiiiiiiinnnniiennnnns 10.250.3.3

IPv6 Administrative Mode..........cciiiiiinnnnnn Enabled

IPV6 PrefiX 1S .iviiiiiiiiiiiiiiniiiiennnnnnnns fe80::210:18ff:fe82:64c/64
IPV6 PrefiX 1S ..viiiiiiiiiiiiiiniiiiennnnnnens 2003::1/128

IPv6 Default Router is ........cciiiiiiiiinnnn. fe80::204:76ff:fe73:423a
Burned In MAC Address.......cceiiiiieeennnnnns 00:10:18:82:06:4C

Locally Administered MAC addressS...........o... 00:00:00:00:00:00

MAC Address TYpPe..ueeeeeeeeeoeesesoeseonnnnnnns Burned In

Configured IPv4 Protocol .........cvvvvvennnnns None

Configured IPv6 Protocol .........ccvvvvevvnnns DHCP

DHCPV6 Client DUID ....ivvveetvinnnnneeennnnnns 00:03:00:06:00:10:18:82:06:4C
IPv6 Autoconfig Mode......vvveriireerrnnnnnnnns Disabled

Management VLAN ID......ciiittiiiirinneeenneenns 1

DHCP Client Identifier.........ccvvvieiiiennnnns ofastpath-0010.1882.160B-v11

5.2. KomaHpgbl A0CTYyNa KOHCO/IbHOrO NopTa

B aTom pasgene onucaHbl KOMaHAbl, UCMOAb3YeMble AN HACTPOMKM KOHCO/MbHOro nopTa. Bbl moxkeTe
MCMNONb30BaTb KOHCO/bHbIA Kabenb ANA MNOAK/AYEHUA HENOCPEACTBEHHO K KOHCO/bHOMY MOPTY
KOoMMyTaTopa.

configure
[aHHaa KomaHaa npegocTtasnseTt gocTyn B pexum Global Config. U3 pexunma Global Config mokHo

HaCTPOWUTL CaMble PasHble MapaMeTpbl CUCTEMbI, B TOM YMC/Ie YYeTHble 3anucK nosb3osateneil. M3 atoro
peXXunma BO3MOXKHO BOWTU B gpyrue, Hanpumep, B pexxkmm Line Config.

dopmar configure
Pexxum Privileged EXEC
line
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[aHHas KoMaHaa AaeT AocTyn K pexxumy Line Console, No3Bonatowemy HacTPOUTb Pas/IMyHble NapameTpbl
Telnet M KOHCONBLHOIO MNOPTa, a TaK¥Ke A/19 HACTPOWMKM aBTOPM3aLMM B KOHCOM.

dopmar line {console | telnet | ssh}
Pexxum Global Config
TepmuH 3HayeHue
console KoHCONbHbIM TEpMUHaAnN.
telnet BupTyanbHbIN TEpMUHAA ANS YAAJIEHHOTO KOHCobHOro aoctyna (Telnet).
ssh BupTyanbHbii TepMWHan Ana 3aWMLWEHHOTO YAA/NIEHHOTO KOHCOJIbHOTO
poctyna (SSH).

Mpumep: HuKe npmuBeaeH Nnpumep KOMaHAbI.
(Routing) (config)#line telnet
(Routing) (config-telnet)#

serial baudrate

3Ta KOMaHZa 3a4aéT cKkopocTb obmeHa AaHHbIMU WHTepdelica KoHCoNbHOrO nopTa. MNoaaeprkMBaemble
3HaueHwun: 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200.

Mo ymonyaHuio 9600
dopmar serial baudrate {1200 | 2400 | 4800 | 9600 | 19200 | 38400 | 57600 | 115200}

Pexxum line Config

no serial baudrate
9Ta KOMaH/Aa YCTaHaB/1IMBae€T CKOPOCTb obmeHa AaHHbIMWN MHTEpd)eVIca KOHCOJ1IbHOTIO NMOpTa NO yMO/14aHUIO.

dopmar no serial baudrate

Pexxum Line Config

serial timeout

3Ta KOMaHAa YKa3blBaeT MaKCUMa/ibHOe Bpems coeaUMHEeHUs (B MMHyTax) Npu OTCYTCTBMMU aKTUBHOCTM B
KOHcoNU. 3HayeHne 0 O3HayaeT, YTO KOHCO/Ib MOXKeT ObITb MOAK/AOYEHA HA HeonpenesieHHbIN CPOK.
Onana3oH spemenn - 0 go 160.

Mo ymonyaHuio 5
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dopmar

PexXum

no serial timeout

JTa KOMaH4a yCcTaHaBA
B KOHCOAMN.

dopmart

PexXum

show serial

serial timeout 0-160

Line Config

MBaeT MaKCMMasibHOE BPeMS coeguHeHUn (B MUHYTaxX) NPU OTCYTCTBMM aKTUBHOCTU

no serial timeout

line Config

OJTa KOMaHaa 0To6pa>KaeT napamMeTpbl NOAKNHOYEHNA Yepe3 I'IOCI'IELI,OBaTeJ'IbeIﬁ noprT.

dopmar show serial
Pexxumbl ¢ Privileged EXEC
% User EXEC
TepmuH 3HayeHue
Serial Port Login | Bpems (B MMHyTax) OTCYTCTBMA aKTUBHOCTW, NOC/JE KOTOPOM KOMMYyTaTop

Timeout (minutes)

pa3pbiBaeT coeguHeHue. Mpu 3HaveHmnn 0 KommyTaTop He ByaeT pas3pbiBaTb
KOHCONbHOE COeAMHEHNE U3-3a OTCYTCTBMA aKTUBHOCTY.

Baud Rate (bps)

CKkopocTb Mo ymonyaHuio (B 604ax), ¢ KOTOPOW Moc/neaoBaTesibHbIM NOpPT
6yAeT NbITaTbCA OCYLWECTBUTbL NOAKNIOYEHME.

Character Size | KonnyecTtso 6MTOB Ha cumBoa. CUMBOA BCerga cCocTouT U3 8 6UTosB.

(bits)

Flow Control BknloyeHa uam ke oTkawodeHa onuua Hardware Flow-Control. ®yHKuUuA
Hardware Flow-Control Bcerga otkntoueHa.

Stop Bits Konnuectso Stop-6butoB Ha cumBon. Konunyectso Stop-6MTOB BCeraa paBHO
1.

Parity MeToa, NpoBepKn YETHOCTU, NPUMEHAEMbIN NOC/eA0BaTENbHbIM MOPTOM.
3HaveHue Bcerga None.
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5.3. KomaHpapbi Telnet

B 3TOM pasaenie onmMcaHbl KOMaHAbl, UCMO/b3yeMble AN NPOCMOTPa U U3MeHeHMsA KoHdurypauum Telnet.
Telnet ucnonb3yeTcsa gna AUCTAaHLMOHHOTO YNPaBAEHNA YCTPONCTBOM.

ip telnet server enable

[aHHaa KoMaHaa Ucnonb3yeTca ANA 3anycka Telnet-coeAguHeHUA U ANA BKAOYeHUA pexkmuma Telnet Server
Admin. KomaHaa oTKpbIBaeT nopT, caywatowmii Telnet.

Mo ymonyaHuio BK/lOYEH
dopmar ip telnet server enable

Pexxum Global Config

no ip telnet server enable

[aHHaa KomMaHAa Ncnosb3yeTcs aaa oTkaoueHuAa Telnet-coegmnHerna n pexxuma Telnet Server Admin. 31a
KOMaH/Aa 3akpbiBaeT caywatowmii Telnet nopT 1 paspbiBaeT Bce cecum Telnet.

dopmar no ip telnet server enable

Pexxum Global Config

transport input telnet

3Ta KOMaHAZa peryampyeT HoBble ceaHcbl Telnet. Ecam aTa PpyHKLMA BKAOYEHA, HOBble ceaHcbl Telnet moryT
6bITb YCTAHOB/EHbI A0 TEX MOP, NMOKa He McYepnaeTca AMMUT AOCTYMHbIX CeccuMi. YCTaHOBMEHHAA ceccun
CYMTAETCS aKTMBHOM A0 TeX NOp MOKa He 3aKOHYUTCA CeaHC (B TOM Ymc/ie 13-3a ownbOoK ceTu).

Dﬁ MpumeyaHume: Ecnm otkaoveH pexxum Telnet Server Admin Mode, ceaHcbl Telnet He moryT
6bITb yCTaHOBAEHbI. [JNA BK/AKOYEHMA 3TOrO PEXMMA BOCMNONb3YWTECb KOMAHZOW  ip
telnet server enable.

Mo ymonuaHuio  BK/OYEH
dopmar transport input telnet

Pexxum Line Config

no transport input telnet

Mcnonb3yiite 3Ty KOMaH4y, 4Tobbl 3anNpeTnTb HoBble ceaHcbl Telnet.
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dopmar no transport input telnet

Pexxum line Config

telnetcon maxsessions

3Ta KOMaHAa YKasblBaeT MaKcMMasibHoe KosmyecTBo ceccun Telnet, KoTopblie MOryT 6biTb YCTAaHOBAEHbI
ogHoBpemeHHo. 3HadyeHue 0 yKasbiBaeT, YTo Telnet-coeanHeHne He MOXKeT BbiTb YCTaHOB/IEHO. [JMana3oH:
0-5.

Mo ymonyaHuio 5

dopmar telnetcon maxsessions 0-5

Pexxum Global Config

no telnetcon maxsessions

JTa KomaHga c6pacuBaeT MaKCMMa/ibHOE KO/IM4eCTBO OAHOBPEMEHHDbIX ceccunt Telnet Ha 3aBoACKHe
3Ha4YeHuA.

dopmar no telnetcon maxsessions

Pexxum Global Config

telnetcon timeout

3Ta KoOMaHAa ycTaHaBAMBaeT TaimayT Telnet-ceccun, B MnHyTax. CeccmMa oCTaéTca aKTMBHOM A0 Tex nop,
NMoKa BPeMA HEaKTUBHOCTWM He AOCTUIHET YKa3aHHOro 3HayeHuA. TaMMayT yKasblBaeTcA AeCATUYHbIM
ymcnom B AnanasoHe 1 -—160.

% MpumeuyaHue: Mpu M3MEHEHMM 3HAYEHUA OHO MNPUMEHAETCA HemMeANeHHO KO BCeM
aKTMBHbIM M HeaKTMBHbIM ceccuam. Ceccuu, TeKkylllee BPemMs OXMAAHMA KOTOPbIX
npesbllWaeT HOBOE 3HaYeHue TamayTa, byayT npekpalleHbl aBTOMATUYECKM.

Mo ymonyaHuio 5
dopmar telnetcon timeout 1-160

Pexxum Global Config

no telnetcon timeout

JTa KOMaHAa C6paCbIBaeT 3Ha4yeHune Tai/'wtayTa Telnet-ceccumn Ha 3aBOACKME YCTAaHOBKW.

D‘ MpumevaHue: WMN3meHeHMe BpemeHW Cceccum BCTYNUT B CUAY TONbKO A1 HOBbIX
COGAVIHGHVIVI. Kaxaaa HaxkaTaa KnasBuLa 3aHOBO HauYMHAET OTCYET TaVIMBYTa.
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dopmar no telnetcon timeout

Pexxum Global Config

show telnetcon

3Ta KOMaHAa oTobpakaeT Tekyline BxoAsuime coeauHeHusa Telnet. Opyrumum cnosamu, oTobparkaTbea
6yayT TonbKo Te Telnet-coeanHeHus, KOTopbie BbINU UHULIMMPOBAHbI C YAANEHHbIX YCTPOWCTB.

dopmar show telnetcon

0,

PexXnmbl % Privileged EXEC
«» User EXEC

TepmuH 3HaueHue
Remote YKa3blBaeT Ha KONMYECTBO MUHYT B PeXMMe OXKMAaHWA, nocie KOTopbIX
Connection coefuHeHne byaeT pasopsaHo. MoxeT 6biTb yKa3aHO Kak uncno ot 1 go
Login Timeout 160. 3HayeHMe No ymonyaHuo - 5.
(minutes)

Maximum Number | 3To 3Ha4YeHWe yKa3blBaeT Ha pa3pelleHHOe KO/JMYeCcTBO O4HOBPEMEHHbIX
of NOAKNOYEHMN. 3HAYEHME MO YMONYAHWUIO - 5.

Remote
Connection

Sessions

Allow New Telnet | HoBble ceaHcbl Telnet He pa3pelaeTtcs, ecam B 3TOM NoOAe 3aA4aHo
Sessions 3HaYeHMe «NOo». 3HAUYEeHUE MO YMONYAHUIO - Kyes».

5.4. KomaHpgbi Secure Shell

B 3TOM pasaene onmcaHbl KOMaHAbl, KOTOPbIN MCNOb3YETCA AA HACTPOMKM A0CTYNa K KOMMyTaTopy Yepes
SSH. Ucnonb3ynte SSH ana 3alWmMWEHHOrO AOCTYNa K KOMMYTATOPY C YAa/IEHHOTO YCTPOCTBA.

% MpumeuaHue: Cuctema paspeluaet 4o 5 ceaHcos SSH.
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ip ssh

Mcnonb3yiiTe 3Ty KOMaHAy O/18 BKAKOYEHUA AOCTyNa K cucTeme no SSH. [laHHasa KomaHAa - KpaTKas Bepcus
KoMaHgabl ip ssh server enable.

Mo ymonuanuio  disabled
®dopmar ip ssh

Pexxum Global Config

ip ssh protocol

3Ta KOMaHA4a MCNo/b3yeTca ANA YCTAaHOBKU MAWN yaaneHua ypoBHel (Man Bepcuii) npoTokona SSH. Moryt
6bITb ycTaHOBAEHbI MnM60 SSH1 (1), b0 SSH2 (2), nnbo SSH 1 1 SSH 2 ogHOBpEMEHHO.

Mo ymonyaHuio 2
dopmar ip ssh protocol [1] [2]

Pexxum Global Config

ip ssh server enable

JaHHaa komaHaa sKkAtoyaeT IP-cepsep SSH. HoBble SSH-coegmMHeHMa He pa3peLlatoTca, HO CyLecTeyowme
NPOoAO/IKAOT PaboTaTbh A0 NPEKPALLEHUA CECCUMN NONb30BATENEM UN MO TaMayTy.

Mo ymon4yaHuio BK/IHOYEH

dopmar ip ssh server enable

Pexxum Global Config

no ip ssh server enable
[JaHHaa KomaHaa oTKAtodaeT IP-cepsep SSH.

dopmar no ip ssh server enable

Pexxum Global Config

sshcon maxsessions

3Ta KOMaHAA YKasblBaeT MAKCMMAJIbHO BO3MOXKHOE KO/AM4ecTBO ceccuit SSH, KoTopble MoOryT 6biTb
YyCTaHOB/IEHbl OAHOBPEMEHHO. 3HaveHne O yKasbIBaeT, YTo ssh-coeaMHEHUE He MOXKET BbiTb YCTAaHOB/IEHO.
OnanasoH - ot 0 8o 5.

Mo ymonyaHuio 5
dopmar sshcon maxsessions 0-5

Pexxum Global Config
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no sshcon maxsessions
3Ta KOMaHAa C6paCbIBaET MaKCMMasibHO BO3MOXHOE KO/IMYecTBo ceccnit SSH Ha 3aBO4CKUE 3HAYEHNUA.

dopmar no sshcon maxsessions

Pexxum Global Config

sshcon timeout

JTa KOMaHAa ycTaHaBAMBaeT TamayT SSH-ceccum, B MMHyTax. Ceccns O0CTaETCA aKTUBHOM 40 TeX NOpP, NOKa
BPeMA HEaKTUBHOCTM He JOCTUTHEeT YyKa3aHHOro 3HayeHuA. TalmayT yKa3blBaeTcA AEeCATUYHBIM YNC/IOM B
Anana3oHe 1 —160.

N3meHeHMEe BPEMEHWN CECCUMN BCTYMUT B CUAY TONIbKO A5 HOBbIX coeanHeHui. Kaxkaasa HarkaTas Knasuwa
3aHOBO Ha4YMHaEeT OTCYET TaMMmayTa.

Mo ymonyaHuio 5
dopmar sshcon timeout 1-160
Pexxum Global Config

no sshcon timeout

JTa KOMaHAa C6paCbIBHET 3HayeHune TaﬁmayTa SSH-ceccmu Ha 3aBoAaCKMe YCTaHOBKM.

M3meHeHne BpemeHn ceccum BCTYMUT B CUNY TONIbKO AJ1IA HOBbIX COE,D,MHeHVIﬁ. Karkpaa Harkataa Knasuwa
3aHOBO HAYMHAET OTCYET TaﬁmayTa.

dopmar no sshcon timeout

Pexxum Global Config

show ip ssh
3Ta KOMaHAa NOKa3blBAaeT HAaCTPOMKM ssh.
dopmar show ip ssh

Pexxum Privileged EXEC

. QTECH | www.qtech.ru

MUP NOCTYNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

65



mmunum%

PyKOBO,EI,CTBO no/ib3oBaTenA

5. Paspgen: KomaHabl ynpaBneHuns

TepmuH 3HayeHue
Administrative 3To none yKasblBaeT, BKAOYEH WAM OTKAOYEH ALMUHUCTPATUBHO PEXUM
Mode SSH.
Protocol Level Bepcusa npoTtokona: 1, 2 nimbo 1 m 2.
SSH Sessions | KOAMYecTBO TEKYLWMX aKTUBHbIX ceaHCcoB SSH.

Currently Active

Max SSH MaKcumanbHOe KONMYeCcTBO paspeLleHHbIX ceaHcoB SSH.

Sessions

Allowed

SSH Timeout 3HauyeHue TamayTa SSH, B MUHYTax.

Keys Present YKasbIBaeT, NPUCYTCTBYIOT N Ha ycTponcTee Karoun SSH RSA n DSA.

Key Generation | Yka3biBaeT Ha TO, 4TO reHepauma Kawouen RSA umnm DSA npoucxoauT B
in Progress HaCTOALLUIA MOMEHT.

5.5. KomaHpabl 6e30nacHOCTU ynpaBaeHus

B aTom pa3gene onncaHbl KOMaHAbI, UCNOJIb3yemble ONA reHepaumnmn KNtoYen n CepTMd)MKaTOB.

crypto certificate generate

Mcnonb3yiite 3Ty KOMaHAy, 4ToObl CO34aTb CaMonoAnMcaHHbIn cepTuduKat ans HTTPS. CreHepunpoBaHHbIN
Knod RSA ana SSL wmmeetr anvHy 1024 6ut. MNonydeHHbI cepTUdUKAT reHepupyetTca C UMEHEM,
cosnagatowmm ¢ IP-agpecom € HaMMEHbLWMM YUCNOBbLIM 3HAYEHMEM Ha YCTPOWCTBE, WU C
NPOAO/IKUTENbHOCTbIO 365 AHEN.

dopmar crypto certificate generate

Pexxum Global Config

no crypto certificate generate

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

66



S

PyKOBO,EI,CTBO no/ib3oBaTenA

5. Paspgen: KomaHabl ynpaBneHuns

[aHHasa KomaHaa yganaet ceptudukatbl HTTPS ¢ ycTpoiicTBa, KaK 3arpy*KeHHbIe, Tak U CaMonoAnucaHHble.

dopmart no crypto certificate generate

Pexxum Global Config

crypto key generate rsa

Ucnonb3yiiTe 3Ty KoMaHAy, 4Tobbl creHepupoBaTb napy Kawouyelr RSA gns SSH. HoBble ¢dainbl Knwouei
3aMEHMUT BCe CYLLEeCTBYIOLWME UK 3arpyKeHHble Katoum RSA.

dopmart crypto certificate generate rsa

Pexxum Global Config

no crypto key generate rsa
JaHHas KomaHga ucnosb3yeTcs Ana yaaneHma pamnos Katoua RSA u3 ycTpoiicTea.

dopmar no crypto key generate rsa

Pexxum Global Config

crypto key generate dsa

Ucnonb3yiite 3Ty KOoMaHAy, 4Tobbl creHepupoBaTb napy Katoueit DSA ana SSH. Hosble ¢ainbl Kawouel
3aMeHMUT BCe CYLLEeCTBYIOLLME NN 3arpyKeHHble Kntoun DSA.

dopmar crypto certificate generate dsa

Pexxum Global Config

no crypto key generate dsa
JaHHas KomaHga ncnonb3yeTcs Ana yaaneHma dpannos karoda DSA 13 ycTpoliicTsa.

dopmar no crypto key generate dsa

Pexxum Global Config

5.6. KomaHab! HTTP

B sTOom pasaene onuvcaHbl KOMaHAbl, KOTOPbIE UCMOAL3YIOTCA A1A KOHOUIypaLumMm JOCTYNa K KOMMyTaTopy
no npotokosam HTTP u secure HTTP. [Joctyn K KommyTaTopy 4Yepe3 Beb-uHTepdelc BKAOYEH MO
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yMOAN4YaHWo. Bonblian 4acTb TOro, YTO Bbl MOXETe MPOCMOTPETb U HACTPOUTb C MOMOLLbIO KOMaHAHOM
CTPOKM, TaKXKe AOCTYNHOo Yyepes Beb.

ip http accounting exec, ip https accounting exec

[aHHaa KoMaHaa NpUMeHAeT npaBuaa CNMCKa ydyeTa user exec accounting (ToNbKo Ans Havyana M KoHua
ceccumn) K HTTP n HTTPS.

MpumeuaHue: Cnucok yyeTa user exec accounting pomkeH ObiTb CO34aH C UCMONb30BAaHWEM
KOMaHAbl “aaa accounting” cm. ctp. 104.

dopmar ip {http| https} accounting exec {default|listname}
Pexxum Global Config
MapameTpbl OnucaHue
http/https MeTog, AOCTYNa K KOTOPOMY A0/IKEH NPUMEHATLCA CMUCOK yYeTa.
Mo ymonyaHuto Bk/toueHMe meToza yyeTa No yMOoN4YaHWIo
listname Lndpo-bykBeHHan CTPOKa coaeprKallas MMA CNMCKa MeTA0B yyeTa.

no ip http/https accounting exec

JTa KOMaHAa yAanAaeT CNNCoK MeToA0B y4eTa.

dopmar no ip {http | https} accounting exec {default|listname}

Pexxum Global Config

ip http authentication

Mcnonb3yiiTe 3Ty KOMaHAy A8 YKa3aHus MeTOA0B ayTeHTUdUKALUM ana nonb3oBaTteneit http-cepsepa.
KoHourypauma no ymonyaHuto - sioKanbHasa 6asa gaHHbIX nosib3oBaTesieid. ITO AEWCTBUE UMEET TOT XKe
addekT, uto M KomaHga ip http authentication local.

[ononHuTtenbHble MeToabl ayTeHTUdMKALMM UCNONb3YIOTCA TO/IbKO B TOM Cay4vae, ecau npenblaylwimi
MeTo/, BO3BPALLAET OWMOKY (He B TOM C/y4ae, eciu ayTeHTUOMKaumMs He npoxoamT). YKaxute none B
KOMaHAHOM CTPOKE B KayecTBe OKOHYATE/NbHOro MeToa, YTOoObl ayTEHTUOMKALMA NPOXoAnaa ycnewHo
Jaxe B TOM C/ly4ae, ec/iv Bce MeToAbl BO3BPaALLAOT OWKMBKY. Hanpumep, ecim none yKasaHO Kak MeToz,
ayTeHTUdUKaumm nocne radius, To B ciyyae otkasa RADIUS-cepeepa nonb3oBaTenu byayt 3axoauTtb 6e3
ayTeHTUPUKaumK.
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Mo ymonuaHuo  local

dopmar ip http authentication method1 [method?2...]
Pexxum Global Config
Mapametp OnucaHue
local Ncnonb3yeTca noKanbHan 6a3a AaHHbIX NOJb30BaTeNein.
none bes ayTeHTUPUKaumn.
radius Ons ayTeHTUdMKaUUM NCNoNb3yeTca CNUCcoK cepsepoB RADIUS.
tacacs Onsa ayTeHTUdMKaUMM ncnonb3yetca cnncok cepsepos TACACS+.

MNpumep: Chegyrowmin NpUMep UANKOCTPUPYET HACTPOMKY ayTeHTUdMKaumm http.
(switch)(config)# ip http authentication radius local

no ip http authentication
[laHHan KOMaHAa BO3BPALLAET 3aBOACKME 3HAYEHUA.
dopmar no ip http authentication

Pexxum Global Config

ip https authentication

Ucnonb3yiite 3Ty KOMaHAy ANA yKa3aHWA MeTOAO0B ayTeHTudMKauMm Ana nonb3osateneit https-cepsepa.
KoHdurypauma no ymonyaHuto - noKanbHasa 6asa AaHHbIX NO/Ab30BaTeneil. 3To AeNCcTBME UMEET TOT Ke
apdeKkT, yto M KOmMaHAa 1ip https authentication local. [JononHuWTenbHble MeTOAbI
ayTEHTUOUKALMM NCNONBL3YIOTCA TOIbKO B TOM C/lydae, eciv npeablaywmii MeTos, Bo3BpaLlaeT owmnbky (He
B TOM C/ly4ae, ecan ayTeHTUOUKAUMA He NPOoXoauT). YKaXKMTe none B KOMaHAHOM CTPOKe B KauyecTse
OKOHYaTe/IbHOro MeToZa, YTobbl ayTeHTUdMKaLMA NPOXOoAMAa YCNEWHO AaxKe B TOM C/yyae, ecin Bce
MeToAbl BO3BpaLWalOT OWwMbKy. Hanpumep, ecanm none yKasaHO KaK MeTof ayTeHTUMKaumm nocne
radius, To B cnyyae oTkasa RADIUS-cepBepa nosib3oBatenu byayT 3axoautb 6e3 ayTeHTUdUKaLmK.

Mo ymonuauuo  local
dopmar ip https authentication method1 [method2...]

Pexxum Global Config
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Mapametp OnucaHue
local Mcnonb3yetca nokanbHaa 6a3a AaHHbIX NONb30BaTENEMN.
none bes ayteHTUPUKaumn.
radius Ona ayTeHTUOMKauMm ncnonb3yeTtca cnncok cepsepos RADIUS.
tacacs Ona ayTeHTUOMKauMm ncnonb3yetca cnncok cepsepos TACACS+.

MNpumep: Cheayowmin NpUMepP UANOCTPUPYET HAaCTPOMKY
ayTeHTUPUKaumm  https.  (switch)(config)#  ip  https

authentication radius local

no ip https authentication
[aHHasa KomaHaa BO3BpaLLaeT 3aBOACKMNE 3HAYEHUA.
dopmar no ip https authentication

Pexxum Global Config

ip http server

[aHHas KomaHAa No3BOAIAET NOAYYUTb AOCTYN K KOMMyTaTopy Yepes Web-nHtepdeiic. BKkatoueHHaa onuma
no3Bo/seT No/b30BaTe/Nl0 aBTOPM30BaTbCA Ha KOMMyTaTope yepes Be6-MHTepdenc. OTKAOYEHHAA ONUMS,
COOTBETCTBEHHO, /INLWIAET NO/Ib30BaTeNA TaKOM BO3MOXKHOCTM. OTKAloYeHMe Beb-uHTepdeiica BCTynaeT B
cuny HemeaneHHo. [leicTenme KOMaHAbl PAacnpPOCTPaHAETCA Ha Bce MHTepdEenchbl.

Mo ymonyaHuio BK/IIOYEH
dopmart ip http server

Pexxum Global Config

no ip http server

[aHHas KomaHZa OTKAYaeT AOCTYyn K KommyTtaTopy yepe3 Web-uHTepdelic. Korga onuus oTKAOYEH],
No/ib30BaTe/lb He MOXKET aBTOPM30BaTbCA Ha KOMMyTaTope Yepes Beb-cepaep.

dopmar no ip http server

Pexxum Global Config

ip http secure-server
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JaHHasa KomaHda BK/OYaeT 3alMileHHbIN cokeT ana 6esonacHoro HTTP.
Mo ymonuanuio  disabled
dopmar ip http secure-server

Pexxum Global Config

no ip http secure-server
JaHHas KomaHda OTK/oYaeT 3alMieHHbIN coKkeT ana 6esonacHoro HTTP.

dopmar no ip http secure-server

Pexxum Global Config

ip http java

[aHHas KomaHZa BKAto4aeT Java pexxum Web. Pexum Java npumeHsieTcs Kak K 6e30nacHbiM, Tak M
06bI4HbIM BED-COEANHEHUAM.

Mo ymonuanuio  Enabled
dopmar ip http java

Pexxum Global Config

no ip http java

[aHHaa KomaHpa oTkAtouyaeT Java pexkum Web. Pexkum Java npumeHAeTcs Kak K 6e30nacHbiM, Tak M
06bIYHbIM BEO-COEANHEHUAM.

dopmar no ip http java

Pexxum Global Config

ip http session hard-timeout

[aHHas KomaHAa HacTpamBaeT KeCTKWUii TalimayT ana HebesonacHbix HTTP-ceccuid, B yacax. Hynesoe
3HauyeHue BbI3blBAaeT HECKOHEYHbIW KeCcTKUI TalimayT. Mpu HacTynaeHun TalimayTa nosnb3oBaTtento byaer
HeobXoAMMO NOBTOPHO MPOWNTU aBTOPU3aLMIO. Bpema OTCUMTLIBAETCA OT Hayana CeccMu U He 3aBUCUT OT
Ha/IMYNA UAKN OTCYTCTBUSA aKTUBHOCTMU.

Mo ymonyaHuio 24
dopmar ip http session hard-timeout 1-168

Pexxum Global Config

no ip http session hard-timeout
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[JaHHas KomaH4a BO3BPaLLaeT 3aBOACKME 3HAYEHMA }KECTKOro TamMayTa ans HebesonacHbix HTTP-ceccui.

dopmar no ip http session hard-timeout

Pexxum Global Config

ip http session maxsessions

3Ta KOMaHZa oOrpaHuM4YMBaeT KOJIMYECTBO AONyCTUMbIX HebesonacHblx HTTP-ceccuit. MuHMManbHO
A0MYCTUMOE 3HAYEeHME PABHO HYHO.

Mo ymonyaHuio 16
dopmart ip http session maxsessions 0-16

Pexxum Global Config

no ip http session maxsessions

JaHHaa KomaHAa BO3BpaLLaeT 3aBOACKME 3HAYeHNA MAaKCUMAJIbHOMO KONMYeCcTBa

A0nycTUMbIX Hebe3sonacHbix HTTP-ceccuin.

dopmart no ip http session maxsessions

Pexxum Global Config

ip http session soft-timeout

[aHHaA KoMaHZa HacTpanBaeT MArKMI TalimayT ansa HebesonacHbix HTTP-ceccuid, B MuHyTax. Hynesoe
3HaYeHMe BbI3blBaeT HECKOHEUYHbIN MATKKIA TalmayT. [py HacTynieHMM TaiimayTa nonb3oBaTento byaet
Heobxo4MMO NOBTOPHO NPONTM aBTOPU3aLMIO. Bpemsa oTcuMTbIBAEeTCA OT Havana ceccuun. Kaxkaoe
obpaleHne K KOMMYTATOPYy COPACcbIBAaET OTCYET BPEMEHM W HAYMHAET €ro 3aHOBO.

Mo ymonyaHuio 5
dopmar ip http session soft-timeout 1-60

Pexxum Global Config

no ip http session soft-timeout
[aHHaA KoMaHaa BO3BpallaeT 3aBOACKME 3HaYeHMA MAMKOro TaimayTa ans HebesonacHbix HTTP-ceccuii.

dopmar no ip http session soft-timeout

Pexxum Global Config

ip http secure-session hard-timeout
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[aHHaa KoMaHZa HacTpanBaeT KeCcTKuii TanmayT ana 6esonacHblix HTTP-ceccuid, B Yacax. MNpu HacTynneHum
TaimayTa nosib3oBaTtento byaet Heob6xoAMMO NOBTOPHO NPONTM aBTOPMU3aLMI0. Bpemsa oTcunTbiBaeTcs oT
Hayana Ceccum n He 3aBUCUT OT HAZIMYUA UIN OTCYTCTBUA aKTUBHOCTU. HyneBoe 3HaveHne HegonycTMmo.

Mo ymonyaHuto 24
dopmar ip http secure-session hard-timeout 1-168

Pexxum Global Config

no ip http secure-session hard-timeout

JaHHaA KomaHaa Bo3BpalllaeT 3aBOACKME 3HAaYEeHNA MATKOTO Tai/’w\ayTa AanAa

6e3onacHbix HTTP-ceccun.

dopmar no ip http secure-session hard-timeout

Pexxum Global Config

ip http secure-session maxsessions

JTa KOMaHAa OrpaHNYMBAET KONNYECTBO A0NYCTUMBbIX 6esonacHbix HTTP-ceccuit. MUHUManNbHO
Aonyctnmoe 3Ha4YeHUne paBHO HYHO.

Mo ymonyaHuio 16

dopmart ip http secure-session maxsessions 0-16

Pexxum Global Config

no ip http secure-session maxsessions

JaHHaa KomaHAa BO3BpaLlaeT 3aBOACKME 3HAYEHMA MAaKCMMaNbHOIO KOMYeCTBa
aonyctnmbix 6esonacHbix HTTP-ceccuii.

dopmart no ip http secure-session maxsessions

Pexxum Global Config

ip http secure-session soft-timeout

[aHHaa KomaHAa HacTpamMBaeT MATKMA TaMmayT ans besonacHbix HTTP-ceccuid, B MuHyTax. Hynesoe
3Ha4YeHMe BbI3bIBAeT BECKOHEYHbIM MArKMIM TalimayT. Mpu HacTynneHun TalimayTa nosib3oBaTento byaer
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H606XOAVIMO NOBTOPHO ﬂpOl)'ITM aBTOpPU3auUUio. BDEMH OTCYMTbIBAETCA OT Ha4vana ceccuun. Kaxpgoe
o6pau.|,eHme K KOMMYTaTopy C6paCbIBaET OTCYHET BpeMeHU U HaYMHaEeT ero 3aHoBO. HYJ'IEBOE 3Ha4yeHune
HeaAonyCctumo.

Mo ymonyaHuio 5
dopmar ip http secure-session soft-timeout 1-60

Pexxum Global Config

no ip http secure-session soft-timeout
JaHHas KomaH4a BO3BpaLlaeT 3aBOCKME 3HAYEHMA MATKOTO TaimayTa ansa HebesonacHbix HTTP-ceccuin.

dopmar no ip http secure-session soft-timeout

Pexxum Global Config

ip http secure-port

3Ta KOMaHAa MCNo/b3yeTcs A5 HacTpolku nopta SSL. MopT gosixkeH BbibMpaTbca U3 AnanasoHa 1025 —
65535. Mo ymonyaHuio yctaHosneH nopt 443.

Mo ymonyaHuio 443
dopmar ip http secure-port portid

Pexxum Global Config

no ip http secure-port
[aHHaa KomaHaa cbpacbiBaeT Homep nopTa SSL Ha 3aBOACKME 3HAYEHUS.

dopmar no ip http secure-port

Pexxum Global Config

ip http secure-protocol

3Ta KOMaHZA UCMO/Ib3YeTCa ANA YCTAHOBKM YPOBHEN NpoToKoAa. MNPOTOKOA MOXKET ObITb HAaCTPOEH KakK TLS,
SSL3 nan Kak TLS1 un SSL3.

Mo ymonyaHuto SSL3 n TLS1.
dopmar ip http secure-protocol [SSL3] [TLS1]

Pexxum Global Config

show ip http
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3T1a KomaHaa oTobparkaeT napameTpsl http.

dopmar show ip http
Pexxum Privileged EXEC
TepmuH 3HayeHue
HTTP Mode | Hebe3onacHbIM aaAMUHUCTPATUBHbIN pexkum HTTP-cepsepa.
(Unsecure)
Java Mode AOMUHUCTPATUBHbIM  peXMM Java, KOTOpbIM MNPUMEHSETCA KaK K

6e3OI'IaCHbIM, Tak 1 Hebe3onacHbIM Be6-COG,D,MHeHMﬂN\.

Maximum Allowable
HTTP Sessions

[onyctnmoe Konmnyectso HebesonacHbix HTTP-ceccuit.

HTTP Session Hard | *ectkuit TalimayT ansa HebesonacHbix HTTP-ceccuit, B Yacax.
Timeout

HTTP Session Soft | Markuin TaimayT ans HebesonacHbix HTTP-ceccuit, B MUHYTaXx.
Timeout

HTTP Mode (Secure)

BesonacHbIM agMUHNCTPATUBHbLIN pexum HTTP-cepsepa.

TepmuH

3HayeHune

Secure Port

Homep nopta 6e3onacHoro HTTP-cepBepa.

Secure Protocol

Level(s)

YpoBeHb NPOTOKOAa MOXKeT MMeTb 3HaveHuA: TLS, TSL1 , nam SSL3 n TSL1.

Maximum Allowable
HTTPS Sessions

Jonyctumoe Konmyectso 6e3onacHbix HTTP-ceccuit.

HTTPS Session Hard
Timeout

ecTkmin TalimayT gna 6esonacHbix HTTP-ceccuit, B yacax.

Session Soft Timeout

Msarkuit TanmayT gna 6esonacHbix HTTP-ceccuii, B MUHYTax.

Certificate Present

YKa3sblBaeT, NPUCYTCTBYIOT I Ha YCTPOWCTBE CEPTUPUKATLI 3aLLMLLEHHOTO

cepsepa.
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TepmuH 3HayeHue
Certificate YKa3bIBaeT Ha TO, reHEPUPYETCA N CEPTUPUKAT B HACTOALLLEE BPEMS.
Generation in
Progress

5.7. KomaHab! gocryna

V|CI'IOJ'Ib3yf;ITe KOMaHAbl, OMMUCaHHblE B 3TOM pasgene, ANA 3aKpbiTUA yAaneHHOro coeauHeHUnA Waun
npocmMmoTpa MH(I)OpMaLI,MM O NOAKNKYEHUAX K CUCTEME.

disconnect

[aHHaa KomaHAa 3akpbiBaeT ceccum HTTP, HTTPS u SSH. all - 3akpbITb Bce ceccuun. YTobbl 3aKpbITbh
onepefeneHHytlo ceccuto, BeeguTe ee session-id. YTobbl NPOCMOTPETb BO3SMOMHbIE 3HAYeHWUA ANA
session-1id, ucnonbyiTte KOMaHgy show loginsession.

®dopmar disconnect {session_id | all}

Pexxum Privileged EXEC

show loginsession

[aHHaa KomaHZa oTobOparkaeT TeKylune NOAKAOYEHMA K KOMMyTaTopy no npoToKosam Telnet u SSH, a
TaKKe K KoHcosbHOMYy nopTty. KomaHaa oTobparkaeT coKpallleHHble MMeHa nosb3oBaTesnei. KomaHaa
show loginsession long nO3BOJIAET NOJy4aTb NOJIHbIE UMEHA NOJIb30BaTENEN.

dopmar show loginsession
Pexxum Privileged EXEC
TepmuH 3HauyeHue
ID NaeHTndmKaTop ceccum
User Name MmA nonb3oBaTens, OCyLLECTBUBLLETO BXOZ, B CUCTEMY.
Connection IP-agpec KomnbloTepa KaveHTa Jnbo EIA-232  ans  KOHCONbHOTO
From NOAKNOYEHMS.
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TepmuH 3HayeHue
Idle Time Bpemsa HeaKTMBHOCTM AaHHOM ceccum.
Session Time Obuee BpemMa CyLLECTBOBaHMA CECCUM.
Session Type Tun ceccnn: HTTP, HTTPS, Telnet, SSH nnu nocnepoBatenbHbIN NOPT.

show loginsession long

STa KOMaHAa 0TOBPAXKAET MOJIHOE MMS MO/b30BATE/IA, BOLIEALLETO B CUCTEMY.
dopmar show loginsession long
Pexxum Privileged EXEC

Mpumep: HuKe npmuBeseH Nnpumep KOMaHApbl.

(switch) #show loginsession long

User Name

testlllltestlllltestlllltestlllltestlllltestlllitestlllltestllll

5.8. KomaHpabl yueTHbIX 3anucen

B sToM pasgene onucaHbl KOMaHAbl, WCNonb3yemble AAA A06aBAeHWA, YyNpaBAeHUA W yaaneHus

nonb3oBaTenei cuctembl. MO KOMMyTaTopa UMeeT ABYX NOJ/ib30BaTeNel N0 YMOAYAHWIO: aAMUHUCTPATOP

(admin) u rocTb (guest). ADMMHUCTPATOP MOXKET NPOoCcMaTpMBaTb M HACTPauBaTb NapaMeTpbl CUCTEMbI, U
rOCTb MOXET TO/IbKO NPOCMaTPMBaTh.

% MpumeyaHue: Monb3oBaTena admin yaannTb HEBO3MOXKHO. MOXKeT CyLecTBoBaTb TO/IbKO
OAMH NONb30BaTe/ib C YPOBHEM MNpuBUAEHM 15. MOXHO HacTpouTb A0 5 nonb3oBaTenemn
ypoBHA 1.

aaa authentication login

Mcnonb3syiite 3Ty KOMaHAy A1A HACTPOWMKWM ayTeHTUdUKaumm npu Bxode B cuctemy. CnMCKM MMeH (no
YMOYaHMIO U OMNUMOHANbHbIA) CO34at0TCA NPM NOMOLLM KOMaHAbI, UCNOAb3yeMO COBMECTHO C KOMaHAOM
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aaa authentication login. Co3panTe CNWUCOK, BbINOAHMB KOMaHAy aaa authentication
login list-name method, rme list-name - 3TO MMA CMMUCKA, KOTOPOE MOXKET BbiTb 06O
TEKCTOBOM CTPOKOW. AprymeHT method onpegenser nepeyeHb M NOPAAOK METOAOB ayTeHTUPUKAUUMN, B
3a/l@aHHOM NocneaoBaTeNbHOCTY.

[JononHuTenbHble MeToAbl ayTEHTUDMKALMU UCNONb3YIOTCA TOJIbKO B TOM CAyyae, ecin npeaplayLmin
MeTo/, BO3BPaLLAET OWMOKY (He B TOM C/y4ae, eciu ayTeHTUOMKaumMs He npoxoamT). YKaxute none B
KOMaHAHOM CTPOKe B KayecTBE OKOHYaTe/NbHOrO MeToAa, YTobbl ayTeHTUdMKaLMA Npoxogmna ycnewHo
JarKe B TOM C/lyvae, ecv BCe MeTOAbl BO3BPALLAIOT OWMOKY. Hanpumep, ecim none ykasaHo Kak MeTop,
ayTeHTUdUKaumm nocne radius, To B ciyyae otkasa RADIUS-cepsepa nonb3osaTenu byayt 3axoautb 6e3
ayTeHTUPUKaLUN.

Mo ymonuaHuio % defaultList. MCNONb3yeTCcA KOHCO/bIO U COAEPXHUT TONbKO
METOo/, «none».

% networkList. Wcnonb3yetca Telnet m SSH u cogepxut
ToNbKo meTopa, «local».

dopmar aaa authentication login {default | list-name} method1
[method?2...]
Pexxum Global Config
Mapametp 3HauyeHue
default Mcnonb3syeT nepeyncneHHble MeToabl ayTeHTUPUKaALUKM, KOoTopble

cneayrT 3a 3TUM aprymeHTom, B Ka4vectBe CnCKa METoAOoB Mo
YMON4aHUIO NPU NONbITKE NOJ/1Ib30BaTENA BOWTU B cncremy.

list-name MmAa cnvcka meToaoB ayTeHTUGUKALMKM NpU BXoAe No/b30oBaTens B
cuctemy (TekctoBana cTpoKa Ao 15 cumsonos).

methodl... Mo KpaliHen mepe 04HO U3 CAEAYIOLNX:
[method2...] enable. Ucnonb3syeT naponb enable ans npoBepkn NOAMHHOCTM.
+» line. Ucnonb3yeT naposb line ana ayteHTuduKaumm.

% local. Ucnonb3ayeTcs JIOKanbHaA basa JaHHbIX
nosb3oBaTesien.

** none. be3 ayTeHTUPUKauUW.

+* radius. [lna ayteHTUdMKALUM UCNONb3YETCSA CMUCOK CEPBEPOB

RADIUS.
** tacacs. [na ayTeHTMdMKAUMM  UCNONb3YeTCA  CMUCOK
cepsepos TACACS.
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Mpumep: HnxKe npmuBeaeH npumep KOMaHabl.

(switch)(config)# aaa authentication login default radius local enable none

no aaa authentication login
[aHHaa KomaHAa BO3BpaLLAET 3aBOACKME 3HAYEHMA.
dopmar aaa authentication login {default | list-name}

Pexxum Global Config

aaa authentication enable

,ﬂ,aHHaﬂ KOMaHAa ncnosb3yetca ana HaCTpOVIKM ayTEHTMd)MKaLI,MM AanAa Aoctyna K ypoBHAM C BbICOKMMU
npuesenernamun. enablelist. - cnucok no YMO/T4YaHUIO. OH MCNONb3yeTCA KOHCO/IbO, N COOEPKUT Takne
MeToabl Kak enable, 3a KoTopbiM ciegyeTt none.

Ewe ogMH cnucok no ymondaHuto, enableNetlList, ncnonbsyetcs no ymonuyaHuto ana Telnet n SSH.
Cnucok copeput meTtog enable, 3a Kotopbim cneayeT metog deny . Mo ymonyaHuio naponb enable He
HacTpoeH. COOTBETCTBEHHO, MO YMONYaHWUIO nosb3oBaTenn Telnet u SSH He MoryT noayunTb AocCTyn K
pexumy Privileged EXEC. C apyroii CTOPOHbI, C HacTpoOMKamM MO YMOJIMAHUIO MOJIb30BaTeNb KOHCOAM
Bcerga BxogmT B pexkum Privileged EXEC 6e3 BBOAa Napons.

CnMckn umeH (MO  yMOJlMaHUIO M OMUMOHA/NbHbLIA) co3gatoTca  MNpyM  MOMOLWM  KOMaHAbl aaa
authentication enable, UCNO/b3yeMOlM COBMECTHO C KOMaHAoM enable authentication.
CospaitTe CNUCOK, BbIMOJHUB KOMaHAQy aaa authentication enable list-name method, rae
list-name - 3TO Has3BaHMWe cnucka (nobas TeKcToBas CTpPoKa). AprymeHT method onpeaenset
nepeyeHb M NOPALOK METOLO0B ayTEHTUDMKALMU B 334aHHON NOC/eL0BATENIbHOCTY.

MeHepnKep y4eTHbIX 3anuceit Bo3Bpawaer ERROR (a He PASS uam FAIL) B TOM cny4dae, ecam naposb He
HaCTPOeH, MOC/ae Yero nepexoamT K cneayrollemy Mo Cnucky meTtoay ayTepHTudumkauumu. MeTtoa none
03HayaeT, YTo ayTeHTUdUKALMA He TpebyeTcs.

Cuctema 3anpocuT No/Ib30BaTeNbCKUN napo/ib Inib B TOM C/aly4ae, eC/11 OH Tpe6yeTCFI. He Tpe6yr0T naponAa
cnepyowme MeToabl ayTeHTUPUKALMK:

1. none

2. deny

3. enable (ecnu He HacTpoeH naponb enable)

4. line (ecnn He HacTpoeH napossb line)

MNpumep: ObpaTTEe BHUMAHNE Ha NMPUMEP HUXKE.
a. aaa authentication enable default enable none
b. aaa authentication enable default line none

C. aaa authentication enable default enable radius none
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d. aaa authentication enable default line tacacs none

Mpumepbl 2 M b He 3anNpawwKnBatoT NAapoab, 04HAKO, MOCKOAbKY NpMMepbl ¢ U d coaepkaT radius u tacacs,
naposib oTobparkaeTcs.

Ecnv B cnMcKe MeToL0B ayTeHTMOUKALMM NPUCYTCTBYET To/IbKO enable, n naponb enable He HacTpoeH,
KoMMyTaTop He 6yaeT 3anpalunBaTb MMA MOAb30BaTeNd. B Takux c/lyyasx 3anpalwmBaeTcA TOJ/IbKO
naponb. B cnuckax aBTopu3auMu U ayTeHTUPUKALMM KOMMYTATOp NOAAEPKMBAET METOAbl HACTPOWMKU
nocsae NoKasnbHbIX MeToaoB. ECnn nonb3oBaTeNib OTCYTCTBYET B /IOKabHbIX 6a3ax AaHHbIX - npobyeTca
cneayowmii metog,

[ononHuTenbHble METOoAbl ayTEHTUOMKALMU WMCNOMb3YIOTCA TO/IbKO B TOM C/y4ae, ecau npeablaywnii
MeToA, BO3BpallaeT ownbKy (He B TOM c/iyyae, eciu ayTeHTMdUKauMsa He npoxoamT). YKaxute none B

KOMaHZHOMN CTPOKe B Ka4yecTBe OKOHYaTeNbHOro MeToAa, YTobbl ayTeHTUGUKAUMA Npoxoamaa YCrnewHo
[JaXe B TOM C/ly4ae, ec/iv Bce MeTOoAbl BO3BPaLLAtOT OWKBKY.

% Mpumeuanme: 3anpocbl KommyTatopa cepBepy RADIUS BkatoyaloT B cebs  wma
no/ib3oBaTensa Senabx$, rAe x - 3TO Tpebyembl ypoBeHb npusunernin. na BKAOYEHMUA

ayTeHTUPUKaumm enable Ha cepsepax RADIUS, pobasbTe nonb3oBaTenel Senabxs$.

NaeHTudMKaTop Nosib3oBaTe A oTrnpasaseTca Ha cepsepa TACACS+ ans BKAOYEHMA ayTeHTUdUKaumK.

Mo ymonuaHuio default

dopmar aaa authentication enable {default | list-name} method1 [method?...]
Pexxum Global Config
Mapametp OnucaHue
default Mcnonb3yeT nepeyncieHHble MeToabl ayTeHTUPUKALMM, KOTOpble cneayoT

33 3TMUM aprymeHTOM B KayecTBe CNUCKa MeTOA0B MO YMOAYAHWIO, MpU
MCNOIb30BaHMM BbICLUMX YPOBHEN NPUBUIETUN.

list-name HasBaHMe cnMCKa aKTUBMPOBAHHbIX METOA0B ayTeHTUPUKaUMn B popmaTe
TEKCTOBOM CTPOKM, MPU WUCMNONb30BaHUWN BbICIINX YPOBHEN NpPUBUAETUIA.
AwnanasoH: 1 —15 cumBonos.

method1 Mo KpaliHel mepe 04MH U3 CNeayroLmMX:
[method2...] ¢ deny. [locTyn 3anpeLueH.
¢ enable. Mcnonb3yeT naponb enable ana npoBepku NOAJANHHOCTY.

+»* line. Mcnonb3yeT naponb line ana ayteHTuduKkaumm.
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Mapametp OnucaHue

X/

¢ none. bes ayTeHTUPUKaL UK.

** radius. [na ayTeHTMOMKAUMUM WCNOJSIb3YETCA CMUCOK CepBepos
RADIUS.

* tacacs. [NA ayTeHTMOMKAUMWM WCNONb3YeTCA CMNUCOK CepBepoB
TACACS+.

MNpumep: Cnegyowmii npumep UANKOCTPUPYET HACTPOMKY ayTeHTUOMKaUMKM Npu Joctyne K
BbICLUMM YPOBHAM NPUBUAETNIA.
(switch)(config)# aaa authentication enable default enable

no aaa authentication enable
[aHHasa KomaHaa BO3BpalLaeT 3aBOACKNE 3HAYEHMA.
dopmar no aaa authentication enable {default | list-name}

Pexxum Global Config

aaa authorization

[aHHaa KomaHAa UCMONb3YeTCa ANA HAaCTPOMKM CMMCKOB METOA0B aBTOPU3aLMMN KOMaHA, U PEXKMMOB exec.

Cnncok umeert Ha3BaHue default nnbo 3apaBaemoe nonb3osatenem HasaHne list-name. Ecam gns

aBTopu3aumm BbibpaH meTog tacacs, KomaHabl aBTopusaunm byayT nepenaHol Ha cepsep TACACS+. Ecan

ON1A aBTOpM3auMn BbibpaH MeTo4 none, aBTopM3aLma KOMaHa He npoussoauTca. s aBTopusaumm
KOMaHA MOXHO €c034aTb A0 MNATU (BKAOUYUTENbHO) CMMCKOB METO/0B aBTOpPM3aLIUu.

% MpumeyaHume: JIoKanbHble MeTOAbl He NOALEPMKMBAKTCA ANA ABTOPM3ALMM KOMAHA.
AsTopusaums ¢ RADIUS byaeT paboTaTb TONbKO B TOM C/ly4ae, ec/i NPUMEHEHHbIN MeTos,
ayTeHTUPUKaLUUM - TakxKe radius.

ABTOpPM3aLMA KOMAaHI

Ecnum aBTOpMU3aLMA HACTpoeHa ANA pexnma line, meHeaKep y4eTHbIX 3anucen oTnpasaseT MHGOPMALMIO O
BBEeAEHHbIX KOMaHaax Ha cepsep AAA. Cepsep AAA noaTsBepKaaeT NONYYEHHYO KOMaHAY M BO3BpaLLaeT
nmbo  PASS, nmbo FAIL. OpobpeHHble KomaHAbl BbinosiHAKOTCA. KomaHabl, He noJsyyusluMe
NoATBEPKAEHNA, COOTBETCTBEHHO, HE BbIMOJIHAIOTCA, @ NOJIb30BaTeNb MNoJyYaeT coobuweHne o6 olwmnbKe.
KomaHZbl pasnunyHbIX yTUAWUT (Takue Kak tftp 1 ping, a TakKe ucxoasawme KomaHabl telnet) TakKe AONKHbI
NpoWTK aBTopu3aLmio. [IpUMeHeHWe CKPMNTa PacCMATPUBAETCA KaK O4HAa KOMaHOA M TOXKe HyXAaeTcs B
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NPOXOXKAEeHUN aBTOpM3aLLMK. KoMaHabl KOHPUIypaLMmM Npu 3arpyske NPMMEHSAIOTCA OTAENbHO U NoA0bHYo
NPOBEpPKY aBTOPM3aLLMM HE NPOXOAAT.

CueHapuit UICNO/Ab30BaHMA NO-KOMAHAHOM aBTOPM3aLMM CAEAYOLLNIA:

1. Hactpolika CcrucKa MeToa0B aBTOpM3aLUNM aaa
authorization commands listname tacacs radius
none

2. [MpumeHeHWe cnucKka K KaHany goctyna (KoHconb, telnet, SSH)
authorization commands listname

3. BBeaeHHble Nonb3oBaTeNeM KOMaHAbl MPUXOAAT aBTOpM3auUMIo
npn nomowmn cepsepos TACACS+ wam RADIUS, B pesynbrate
KOTOPOW NPUHMMALOTCA IMO0 OTKAOHSAIOTCA.

ABTOpM3aLMAa PexrMoB Exec

Ecnm aBTOpU3aLMA pexuma exec HacTpoeHa A4na perkmma line, nosb3oBaTento MoXKeT He noTpeboBaTbes
NCno/sib30BaTb KOMaHAy enable ans Bxoga B pexxum Privileged EXEC. B cnyyae, Koraa oTBeT aBTopusauumm
YKa3blBaeT Ha A0CTaToOYHble npusuaern ans pexxkuma Privileged EXEC, nonb3oBatesib nonagaer cpasy B
Hero, a He B peXxum User EXEC.

CueHapuii MCNONb30BaHWA aBTOPU3ALMKN PEKMMOB Exec cneayowmi:

1. HacTpoika cnucka meToaoB aBTopu3aumMm aaa authorization
exec listname methodl [method2....]

2. MpumeHeHMe cMWCKa K KaHany JocTyna (KoHconb, telnet, SSH)

authorization exec listname

3. Korga nonb3oBatenb BXOAMT B CUCTEMY, B [OOMOJIHEHME K
ayTeHTUPUKaumm 6yaeT BbINOJIHEHA AOMNOJHUTENbHAA aBTOpPM3aLMA,
KOoTopasa onpeaenuTt, MMeeT AWM NOAb30BaTeNb [OCTYN K pPeXumy
Privileged EXEC.

dopmar aaa authorization {commands|exec} {default|list-name} method1[method2]
Pexxum Global Config
Mapametp OnucaHue
commands ObecneumBaeT aBTOpM3aUMIO AN BCEX KOMaHZ,  BbIMOJIHAEMbIX
Nno/ib30BaTeNeM.
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Mapametp OnucaHue
exec ObecneynBaeT aBTOPM3aLMIO PEXMMOB eXec.
default CnnCcoK meToA0B A/1a CEPBUCOB aBTOPU3aALLMMN MO YMOIYAHUIO.
MapameTp OnucaHue
list-name Ctpoka u3 OykB U uudp, CAy)KaWasa HasBaHUEM CIUCKA METOA0B
aBTOpMU3aLUN.
method MNopaneprkmnsatotrca TACACS+, RADIUS, Local 1 none.

Mpumep: HuxKe NnprBeseH NpUMep KOMaHAbI.

(Routing) #

(Routing) #configure

(Routing) (Config)#aaa authorization exec default tacacs+ none

(Routing) (Config)#aaa authorization commands default tacacs+ none

no aaa authorization

[aHHaA KomaHAaa yaanseT CNMCOK MeTO40B aBTOPU3aLLUK.

dopmar

Pexxum

no aaa authorization {commands|exec} {default|/list-name}
Global Config

authorization commands

OJTa KOMaHAa NMPUMEHAET CNMNCOK METOA0B aBTOpPU3UaUNN KOMaHAO K MEeToAaM AO0CTyna (KOHCOI'Ib, telnet,

SSH).
dopmar authorization commands [default|/ist-name]
Pexknm Line console, Line telnet, Line SSH
Mapametp OnucaHue
commands BkntoyaeT KOMaHAHYIO aBTOPMU3ALMIO ANA KaXKAOW MNOMbITKM BbIMNOJHUTD
KOMaHAay.
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no authorization commands

[laHHasa KomaHaa OTKIIOYaEeT aBTOPM3aLIMIO KOMaH pexnma line config.
dopmar no authorization {commands|exec}

Pexxum Line console, Line telnet, Line SSH

MNpumep: HuKe npmuBeaeH Npumep KOMaHAbI.
(Switching) (Config)#line console

(Switching) (Config-line)#authorization commands list2

(Switching) (Config-line)#
(Switching) (Config-line)ttexit

(Switching) (Config)#

authorization exec

[laHHaa KomaH4a NPUMEHSIET CMCOK METOA0B aBTOPU3aLMM KOMaHA K MeToZy AO0CTyrna Takum obpasom,
YTO MO/Ib30BaTENIAM MOMET He TpeboBaTbCsA MCMONb30BaTb KOMaHAy enable ans Bxoaa B pexkmm Privileged
EXEC.

dopmar authorization exec list-name
Pexxum Line console, Line telnet, Line SSH

Mapametp OnucaHue
list-name CnN1CcoK KOMaHAHbIX METOA0B aBTOPMU3aLUM.

no authorization exec
[aHHas KomaHZa yaanseT KoMaHAHYI aBTOpM3aLLMio U3 pexkuma line config.
dopmar no authorization exec

Pexxum Line console, Line telnet, Line SSH

authorization exec default

[aHHana KoOMaHZa NPUMEHAET CMMCOK METOLO0B aBTOPM3aLMM KOMaHZ MO YMOJMaHMIO K MeTody [0CTyna
TaKum 06pa3om, YTO NOJIb30BATENAM MOXKET He NoTpeboBaTbCA MCNO/Ib30BaTb KOMaHAY enable ana Bxoaa
B pexum Privileged EXEC.

dopmar authorization exec default
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mmunum%

Pexxum Line console, Line telnet, Line SSH

show authorization methods

JaHHaa KomaHaa 0T06pa>KaeT HACTPOEHHbIE CMUCKN METOA40B aBTOPU3aLLUN.

®dopmar show authorization methods

Pexxum Privileged EXEC

Mpumep: BbiBog, KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

(Switching) #show authorization methods

Command Authorization List Method
dfltCmdAuthList tacacs
list2 none
list4 tacacs
Line Command Method List
Console dfltCmdAuthList

Telnet dfltCmdAuthList

SSH dfltCmdAuthlList

Exec Authorization List Method
dfltExecAuthlList tacacs
list2 none
list4 tacacs
Line Exec Method List
Console dfltExecAuthlList
Telnet dfltExecAuthlList

SSH dfltExecAuthList

enable authentication

none
ndefined

ndefined

none

undefined
undefined

Mcnonb3yiite 3Ty KOMaHAy ANA YKa3aHWA CMMCKA METOAO0B ayTeHTUdMKauMM Npu A0CTyne Ha ypoBEHb C
60/1ee BbICOKMMM NMPUBUNETMAMMN NPU YAANEHHOM NOAKAOYEHUN Telnet uam KoHconu.

dopmar enable authentication {default | list-name}
Pexxum line Config
Mapametp OnucaHue
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Mapametp OnucaHue

default Mcnonb3yeT cnMcok No YyMONYaHUIO, CO34aHHbIM NPW NMOMOLLM KOMaHAbl aaa

authentication enable.

list-name Mcnonb3yeT nonb30BaTeNbCKMI  CMMCOK, CO34aHHbIA  KOMaHAOM  aaa

authentication enable.

Mpumep: B cnegyolem npumepe yKasbiBaeTca MeTod ayTeHTUOUKaLMKN MO YMOJIHaHUIO Npu
O0CTYNe K BbICLLUMM YPOBHAM NPUBUNETNI Yepe3 KOHCOb.

(switch)(config)# line console

(switch)(config-line)# enable authentication default

no enable authentication

Ucnonb3yite 3Ty KomaHAy, 4ToObl BEPHYTbCA K 3HAYEHWUAM MO YMONYAHUIO, YKA3aHHbIMM KOMaHAOM
enable authentication.

dopmar no enable authentication

Pexxum line Config

username (Global Config)

Ucnonb3yiiTe KomaHay username B pexume Global Config ana nobasneHua HoBoro nosb3oBaTens K
JIOKaNIbHOWM NOJ/Ib30BaTeNbCKOM 6a3e AaHHbIX. YpOBeHb NpMBUAErniA Mo ymondaHuto - 1. Kntouesoe €n10BO
encrypted nosBonsetr agMWHUCTPATOPY MEPEHOCUTb JIOKa/bHblE MNOJIb30BATENbCKME MAPOAM MEXAY
ycTpolictBamu 6e3 3HaHWs camux naponeni. Ecnn napameTtp password MCNOb3yeTca C NapameTpom
encrypted, naponb fAokKeH cocTosTb M3 128 wecTHaguaTePUYHbIX CUMBOJIOB (He 60/iblle U HE MeHbLLE).
Ecnn BrAtoveHa ¢yHKUmMa password strength, KomaHga npoBepuT CTOMKOCTb NApoasA, U B C/yyae
HecoBMageHua napons C KPUTEPUAMM BblgacT owunbKy. OnuMoHaNbHbIA napameTp override-
complexity—-check OTKAO4YaeT NPOBEPKY HALEKHOCTN NAapoA.

dopmar username name {password password [encrypted [override-complexity-check] |
level level

[encrypted [override-complexity-check]] | override-complexity-check]} | {level
level

[override-complexity-check] password}

Pexxum Global Config
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Mapametp OnucaHue
name MUma nonb3osaTena. AunanasoH: 1 — 64 cumsona.
password Maponb nonb3osatena. AmanasoH 8 — 64 cumsona. Ecam BbinosHeHa

KOMaHAa no passwords min-length, 3HayeHUE MOXKeT 6bITb HyneBbIM.
CI'IeLI,CMMBOﬂbI,KOTOpre pa3peweHo ncnosib3oBaTtb NP Co3gaHUn NaponA,
BKAloyatoTBCceba: | # S % & ' () *+,-./:;<=>@ [\ 1" _ " {

|}~

level YpoBeHb nonb3oBaTena. YposeHb O MoOXKeT 6bITb Ha3Ha4yeH Mo/ib3oBaTeNnem
C ypoBHem 15, 4yTob6bl BpeMEHHO NPUOCTAaHOBUTb AOCTYN AN 3TOro
nonv3osaTtena. AuanasoH 0 — 15. Beegute yposeHb pgoctyna 1 ana
HenpuBMAErMpoBaHHOro aoctyna (npurnawenue switch>) n 15 - ans
npusuaernpoBaHHoro (npurnaweHue switch#). Ecan yposeHb He 3agaH, To
NPUHMMAETCA 3HaAYeHMe 1.

encrypted BeegeH 3awndpoBaHHbIN Naposb, CKOMUPOBAHHbLIA W3 KOHPUrypauum
APYroro KOMMyTaTopa.

override- OTK/OYEeHME NPOBEPKU HAZEKHOCTM Naposieit.
complexity-check

Mpumep: Cneayowmin NnpuMep WANIOCTPUPYET HACTPOMKY MNO/Mb30BaTeNs bob C maponem
XXxyyymmmm U YypoBHem 15.

(switch)(config)# username bob password xxxyyymmmm level 15

Mpumep: Cneayrowmii npumep UANKOCTPUPYET HAaCTPOIMKY Noab3oBaTens test ¢ naponem test u
ypoBHem 1. CTOMKOCTb Napo/iA He NpoBepAeTcs.

(switch)(config)# username test password testPassword level 1 override-complexity-check

MNpumep: TpeTnit npumep.

(Switching) (Config)#username test password testtest

Mpumep: YetBepTbin Nnpumep.
(Switching) (Config)# username test password

e8d6367774143111419e39a853a15e8fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab9lbe4
2278e5e970dbfc62d16dcd13coOb864 level 1 encrypted override-complexity-check

(Switching) (Config)# username test level 15 password
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Enter new password:**x¥**kx

Confirm new password:*¥#¥ixix
MNpumep: MNaTtbi npumep.

(switching) (Config)# username test level 15 override-complexity-check password
Enter new password:¥¥¥xxkx

Confirm new password:***x*kkk

no username
[aHHas KomaHaa yaanset MM Nosb30BaTens.
dopmar no username name

Pexxum Global Config

username nopassword

JaHHaa KomaHaa yaanaeTt naposb CyLWeCTBYIOWEro noab3osaTtens.

dopmar username name nopassword [level level]
Pexxum Global Config
Mapametp OnucaHue

name MUma nonb3oBaTena. AunanasoH: 1 — 32 cumsona.

password MNaponb nonb3osatena. JunanasoH 8 — 64 cumeona.

level YpoBeHb nosb3oBaTend. YposeHb 0 moxeT bbITb Ha3HAYeH NoNb30BaTENEM
c ypoBHem 15, 4yTo6bl BpPEMEHHO MPMOCTAHOBUTL AOCTYyN AN 3TOro
nosnb3osaTena. AnanasoH 0 —15.

username unlock

[aHHas KomaHZa pa3bioKuMpyeT nonb3oBaTens, 3ab/OKMPOBAHHOIO paHee. TONbKO MO/b30BaTENb C
YpPOBHEM A0cTyna 15 MoKeT MOBTOPHO aKTMBMPOBATb 3a6/I0KMPOBAHHDBIN aKKaYHT.

dopmar username name unlock

Pexxum Global Config
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show users

3Ta KOMaHAa oTobparkaeT HaCTPOEHHbIE MMEHa Mo/sib3oBaTeielt U UX HacTponkK. KomaHga show users
MOKa3blBaeT COKpallleHHble MMeHa nosb3oBaTene. UYtobbl yBMAETb NOJIHbIE MMEHa MOJib30BaTeNelN,
BOCMO/Ib3yTECH KOMaHZoi show users long. KomaHga show users pgoctynHa To/bKO Ans
nosib3oBatenemn ¢ yposHem 15.

dopmar show users
Pexxum Privileged EXEC
TepmuH 3HauyeHue
User Name Mma nonb3osBatens (ans nocnegosatesnibHOro nopta, Telnet nan Beb-

nHtTepdelica).

Access Mode

Moka3blBaeT, MOMET /M MONb30BaTe€/lb BHOCUTb W3MEHEHUA B
napameTpbl KOMMmyTaTopa (ypoBeHb 15) uan TONbKO MpPOCMaTpPUBaTb
TeKywme napameTpbl (ypoBeHb 1). o ymonyaHuio nonb3oBaTesb
“admin numeeT yposeHb 15 1 nosb3oBatenb “guest” umeet yposeHb 1.

show users long

[aHHaa KomaHaa oTobparkaeT NOMHbIE MMEHa NOJ/Ib30BaTENel KOMMYTaTOPA.

dopmar

Pexxum

show users long

Privileged EXEC

Mpumep: Huxke npuseseH Nnpumep KOMaHAbI.

(switch) #show users long

User Name

admin guest

testlllltestlllltestlllltest111l

show users accounts

OJTa KomaHaa 0T06pa)K36T NIOKanbHbIM CTaTyC N0/1b30BATE/IA B KOHTEKCTE 6J'IOKMpOBKVI dKKayHTa "

yCTapeBaHMA NaponA. JTa KOMaHaa 0To6pa>|<aeT COKpalleHHble MMEHa nonb3osatenen. YTobwl YBUAETb

noJiHble UMeHa Nosib3oBaTenel, BOCNOb3yTecb KOMaHAolM show users long.
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®dopmar show users accounts [detail]
Pexxum Privileged EXEC
TepmuH 3HayeHue
User Name Nms nonb3oBaTena (noKanbHoe)
Access Level YpoBeHb gocTyna: 1 gns HeNnpuBWUIErMPOBAHHOIO AOCTyna (npurnaleHue

switch>) n 15 - ana npusunerMpoBaHHoro (NnpurnaweHune switch#).

Password Aging KonuuectBo gHel ¢ MOMeEHTa CO34aHMA NapoAs, 4O TeX Nop MoKa Napoib
He yTpaTUT CUAY B CBA3U C UCTEYEHNEM CPOKa AENCTBUA.

Password Expiry | [laTta ycTapeBaHmA TeKyLLero napons
Date

Lockout YKasbiBaeT, 3a6/10KMPOBaH NM aKKayHT MNo/ab3oBaTena uUan Het (true or
false).

Mcnonb3oBaHuMe KntoyeBoro cnosa detail nossonser nony4ynTb AONONHUTENBbHYIO MHd)OpMaLI,MIO.

TepmuH 3HauyeHue

Password Override | OTob6pakaeT pe3ynbTaT MPOBEPKU HAAEKHOCTM napons. OTKAYEHO no
Complexity Check | ymonuanuio.

Password Strength | OTobparkaeTr HagexHocTb napona (Strong wan Weak). 3710 none
oTObpaXkaeTcs TONbKO B TOM C/Ay4Yyae, eCNv BKAoYeHa ¢yHKuma Password
Strength.

MNpumep: Cneaywowmii Npumep BbIBOAUT WMHPOPMAUMIO O NOKanbHOM 6ase AaHHbIX
nosb3oBaTenen.

(switch)#show users accounts

UserName Privilege Password Password Lockout

Aging Expiry date

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

90



mmunum%

PyKOBO,EI,CTBO no/ib3oBaTenA

5. Paspgen: KomaHabl ynpaBneHuns

guest 1 --- --- False
console#tshow users accounts detail

USEPNAME . o v ettt eeeeeeeeeeoennnnnnnnennnannns admin
Privilege. . iviiiiiiiiiiiiineiiieenteneetonnnnas 15

Password Aging.....cvieiiiiieriennnnnneeronnnnas ---
PassSWoOrd EXPiry..eeeieeereneeeeennneneesonnnnans ---
LOCKOUET . s ittt ittt ittt it iiiiieeeeens False

Override Complexity Check......covivviiveevnnn. Disable
Password Strength...........ciiiiiiiiiiinnnnnn. ---

UserName. . . ov ittt ittt ittt etneeeannneanns guest
Privilege. . iviiiii it ittt ittt 1
Password Aging......iviiiiiiiiiinnnnerennnnns ---
Password EXPiry....ooieeiiiieiiiennnnneerennnnas ---
[0 T 140 ¥ & o False

Override Complexity Check.........coviviieinnn Disable
Password Strength...........iiiiiiiiiiiinnnnnn. ---

show users login-history [long]
JaHHas KomaHga oTobparkaeT nHpopmauuio 06 NCTOPUKN BXO40B NO/Ib30BATENEN B CUCTEMY.
dopmar show users login-history [long]

Pexxum Privileged EXEC

show users login-history [username]

[aHHas KomaHaa oTobparkaeT MHPopMaumio 06 UCTOPUM BXOAOB NOb30BaTENEN B CUCTEMY.

dopmar show users login-history [username name]
Pexxum Privileged EXEC

Mapametp OnucaHue
name MUmsa nonb3osatens. uanasoH: 1 — 20 cumBONOB.

MNpumep: B cnegyowem npumepe NoKasbiBaeT UCTOPUA BXOL0B B

cucremy.
Console>show users login-history
Login Time Username Protocol Location
Jan 19 2005 08:23:48 Bob Serial
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Jan 19 2005 08:29:29 Robert HTTP 172.16.0.8
Jan 19 2005 08:42:31 3John SSH 172.16.0.1
Jan 19 2005 08:49:52 Betty Telnet 172.16.1.7

login authentication

Mcnonb3ayiiTe 3Ty KOMaHAY ANA YKa3aHWA CMMCKa METOA0B ayTeHTUPMKauuKn A8 BXO4a B CUCTEMY Yepes
KOMaHZHYIO CTPOKy (KoHcosb, telnet mnam SSH). B 3aBopacKoi KOHQUrypauuu MCNOAb3yeTcs CNUCOK Mo
YMONYAHMIO, HACTPOEHHbIV KOMaHAoM aaa authentication login.

dopmar login authentication {default | list-name}
Pexxnm Line Configuration
Napametp OnucaHue
default Mcnonb3yeT CnMcoK Mo YMOAYaHUIO, CO3A4aHHbIA MPU MOMOLLN KOMaHAbI

aaa authentication login.

list-name Mcnonb3yeT mnosib30BaTeNbCKUIA  CMUCOK, CO34aHHbIM  KOMaHAOM aaa
authentication login.

Mpumep: B creaywolem nNpumepe MOKasaHa HacTpoilKka MmeToda ayTeHTUdMKauum no
YMO4aHUIO NPKN AOoCTyne Yyepes KOHCO/1b.
(switch) (config)# line console

(switch) (config-1line)# login authentication default

no login authentication

Ucnonb3yiite 3Ty KOMaHAy, 4TODObl BEPHYTHCA K 3HAYEHUAM MO YMOAYAHWIO, YKa3aHHbIMM KOMAHAOWM
authentication login.

password

[JaHHaAa KomaHga no3BOJIAET MOJIb30BaTe/Nlo, BOleAlemMy B CUCTEMY, MOMEHATb Mapo/ib He wumes
npusuaernin yposHs 15.

dopmar password cr
Pexxum User EXEC

Mpumep: Huxe NnpuBegeH Nnpumep KOMaHAbl. console>password
Enter old password:*****xxxx

Enter new password:*****xxxx
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Confirm new password:***x*kk*

password (Line Configuration)

KomaHga password B pexume Line Configuration 3aaét naponb pexkmma line. Mo ymonyaHuio naponb He
3a4aH.

®dopmar password [password [encrypted]]
Pexxum line Config
Napametp 3HaueHue

password Maponb ana atoro yposHA. [lnanasoH: 8 — 64 cmumBona

encrypted 3awndpoBaHHbIN Napo/ib, CKOMMPOBAHHbIA M3 KOHPUIypauuu Apyroro
KOMMyTaTopa. 3awndpoBaHHbIM Maponb AoMKeH 6biTb 128 cumBONOB,
NMOCKONbKY NpeanoniaraeTca YTo 3TOT NApPO/ib yKe 3alndpoBaH C NOMOLLbHO
anroputma AES.

Mpumep: Chegyowmii npumep UANKOCTPUPYET HACTPOIMKY NAapPONA mcmxxyyy Pe¥mnma line
(switch)(config-line)# password mcmxxyyy

Mpumep: HnxKe npmBeaeH ewe ogmMH Npumep KOMaHabl.
(Switching)(Config-1ine)# password testtest

(Switching) (Config-line)# password

e8d63677741431114f9e39a853a15e8fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be4
2278e5e970dbfc62d16dcd13cOb864 encrypted

(Switching) (Config-line)# password
Enter new password: ¥k k**ik

Confirm new passwonrd:¥¥******

no password (Line Configuration)
[NaHHaa KomaHaa yaanseT naponb pexkuma line.
dopmar no password

Pexxum Line Config
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password (User EXEC)

[aHHas KomaHZa No3BO/IAET M0/1b30BaTE/0 NOMEHATb CBOM Naposb. OHA A0NKHA UCMOb30BaTbCA Nocne
yCTapeBaHuWA TeKyLero napons. Cuctema TpebyeT BBECTM CHayaa CTapblil Naposib, @ 3aTEM HOBbIN.

®dopmar password
Pexxum User EXEC

MNpumep: Cnegyownii NpMMep WANOCTPUPYET NOCNEA0BATENbHOCTb 3aNpPOCOB MPU CMEHEe
napons.

(switch)>password

Enter old passwonrd:*¥*****x

Enter new passwonrd:*¥*****x

Confirm new password:****kx*x

password (aaa IAS User Config)

[aHHaa KomaHAa WCronb3yeTca A/1A HACTPOWKW napons nosb3oBatens. [OonoSHUTeNbHbIA napameTp
[encrypted] ucnonb3yeTtca ana yKasaHWs Ha TO, YTO MapPOJib Y)Ke NpeaocTaBnaseTca B 3alndpoBaHHOM
dopme.

dopmar password password [encrypted]

Pexxum aaa IAS User Config

no password (aaa IAS User Config)

[aHHaA KOMaHAa MCNO/b3YeTCA 41 OYMCTKM NapossA NoAb3oBaTens.
®dopmar no password

Pexxum aaa IAS User Config

I'Ipumep: Huke npueegeH npmmep BbiMoJIHEHMA KOMaHAbI.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#tpassword client123

(Routing) (Config-aaa-ias-User)#no password

MNpumep: MNpumep gobasneHusa knmeHtTa MAB BO BHYTpeHHIOK 6a3y AaHHbIX NOb30BaTeNEMN.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa ias-user username 1f3ccb1157
(Routing) (Config-aaa-ias-User)#password 1f3ccb1157
(Routing) (Config-aaa-ias-User)#texit
(Routing) (Config)#
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enable password (Privileged EXEC)

Ucnonb3yiite KomaHay enable password gns ycTaHOBKM /IOKA/IbHOTO NapoAs, 3alMlLaowero 4ocTyn B
pexxum privileged EXEC.

dopmar enable password [password [encrypted]]
Pexxum Global Config
Mapametp OnucaHue

password Ctpoka naponsa. AnanasoH: 8 — 64 cumsona.

encrypted BeeseH 3awmdpoBaHHbIA Napo/sib, CKOMUPOBAHHLIA M3 KOHOUIypauum
ApYyroro KOMmyTaTopa. 3awmndpoBaHHbIM NAPOAb AONKEH COCTOATL M3 128
CMMBO/I0B, MOCKO/IbKY NpeAnoiaraeTca, YTo 3TOT Napo/ib yKe 3awmndpoBaH
€ nomolbio anroputma AES.

Mpumep: HuxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Switching) #enable password testtest

(Switching) #enable password

e8d6367774143111419e39a853a15e8fd35ad059e2e1b49816c243d7e08152b052eafbf23b528d348cdbalblb7ab91be4
2278e5e970dbfc62d16dcd13cOb864 encrypted

(Switching) #enable password
Enter old passwonrd:*¥*****x
Enter new passwonrd:*¥¥****x

Confirm new password:*¥**kx*x*

no enable password (Privileged EXEC)

[aHHaa KomaHaa oTMeHAeT TpeboBaHMe Napons.
dopmar no enable password

Pexxum Global Config

passwords min-length

Mcnonb3yiite 3Ty KOMaHAy ANA HAaCTPOMKU MMHUMAbHOM A/IMHbI MApOAA ANSA NOKaAbHbIX NO/b30BaTeNeN.
3HauyeHMe NPUMEHAETCA TaKXKe K naponam enable. [lnanasoH: 8 — 64,

Mo ymonyaHuio 8
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dopmar passwords min-length 8-64

Pexxum Global Config

no passwords min-length
Mcnonb3yiTe 3Ty KOMaHAay A1a copoca 3HaYeHUA MUHUMANAbHOW ANMHbBI NAPOAA Ha 3aBOACKME HACTPOMKMU.
dopmart no passwords min-length

Pexxum Global Config

passwords history

[aHHan KomaHAa 3a4aeT KOIMYeCTBO NpeablayLimx naposiein, KoTopble A0NXHbI XPaHUTLCA B cUCTeMe Ann
KaXaon yyeTHoW 3anucu. Koraa soKaibHbIM NO/b30BaTelb U3MEHAET CBOM Maposib, CMCTEMA HE MO3BOUT
MCMNONb30BaTb MapoAW, y:Ke b6biBwKMe B ynoTpebnaeHun. ITO rapaHTUpYeT, YTO MNosb30oBaTeNn He 6yayT
MCMNo/ab30BaTb CBOM MapPOAN NOBTOPHO CAMLWKOM YacTo. [AnanasoH: 0 — 10.

Mo ymonyaHuio 0
dopmar passwords history 0-10

Pexxum Global Config

no passwords history

JaHHaa KomaHaa C6paCbIBaeT KOIn4eCcTBOo npeablaywmnx naponeﬁ, KOTOpble AONXKHbI XPaHUTLCA B CUCTEME,
Ha 3aBOACKME 3HAYEHUA.

dopmar no passwords history

Pexxum Global Config

passwords aging

[aHHaa KomaHAa HacTpauMBaeT CPOK yCTapeBaHWA Naponen AN NIoKalbHbIX Nosb3oBaTeneit. Kak TonbKo
CPOK WCTeKaeT, no/sib3oBaTenb OyaeT A0/KEH BBECTM M3MEHUTb Napoab nepes ciefylowym BXOLOM B
cuctemy. inanasoH: 1 —365. 3HayeHMe No ymonyaHuio - 0 (naponb He ycTapeBaeT HUKOraa).

Mo ymonyaHuio 0
dopmar passwords aging 1-365
Pexxum Global Config

no passwords aging

JaHHaa KomaHaa C6paCbIBaET CPOK yCTapeBaHuA naponeﬁ Ha 3aBOACKMe 3Ha4YeHuUA.
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dopmar no passwords aging

Pexxum Global Config

passwords lock-out

[JaHHas KomaHaa ucnosb3yeTca a9 6J10KMPOBKU YYETHBIX 3aNMCEl, KOTOPbIE HE CMOI/IN BOATU B CUCTEMY
M3-3a HenpaBWJbHOrO BBOAA Maposeil. Kak TONbKO CYETYMK HenpaBW/IbHbIX MOMbITOK BKAKOYAEeTCs,
nosb3oBaTeNb AO/IKEH BBOAUTb MPaBW/IbHBLIM Mapo/b 3a ONpeAefieHHOe KOJMYecTBO MOMbITOK. B
NPOTUBHOM Cay4ae, Nonb3oBaTeNto OyaeT OTKa3aHO B aBTOpM3auMWU. TONbKO MO/Ib30BaTE/Nb C YPOBHEM
poctyna 15 moxeT NOBTOPHO aKTMBMPOBaTb 3a6/I0KMPOBAHHbIN aKKAayHT. BAOKMPOBKa M3-3a NpeBbIEeHUSA
KO/MYeCTBA MOMbITOK HE PACNpPOCTPAHAETCA Ha MOMbITKM BXO4Ad 4Yepes3 Moc/ief0BaTefibHbI KOHCOJbHbIN
nopt. AnanasoH: 1 — 15. 3HayeHMe no ymonyaHuio - 0 (CHEeTYMK HEMpPABU/bHbLIX NOMbITOK He 3a4eicTByeTcA).

Mo ymonyaHuio 0
dopmar passwords lock-out 1-5

Pexxum Global Config

no passwords lock-out

JaHHaa KomaHaa C6paCbIBaeT HaCTPOﬁKM 6J'IOKMpOBKM no npnynHe BBOA4a HEBEPHOIO NaposaAa Ha 3aBoACKue
3Ha4YeHuA.

dopmar no passwords lock-out

Pexxum Global Config

passwords strength-check

[aHHaA KomaHZa BK/IOYAEeT GpYHKLMIO NMPOBEPKU HaAeKHOCTM napons. OHa Mcnonb3yetca An8 NPOBEPKM
CTOMKOCTM BBOAMMOTO Napo/iA K BO3MOMKHbIM NOMbITKaM B3/10Ma.

Mo ymonuaHuio  disabled
dopmar passwords strength-check

Pexxum Global Config

no passwords strength-check

[aHHas KomaHga cbpacbiBaeT HACTPOMKM GYHKUMM NPOBEPKU HALEKHOCTM MNaposied Ha 3aBOACKUE
3HayeHus.

dopmar no passwords strength-check

Pexxum Global Config
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passwords strength maximum consecutive-characters

[aHHaA KomaHAa HacTpamBaeT MaKCMMaJ/IbHOe pa3pelleHHOe KOJIMYECTBO MCMOJIb30BaHWUA Caedyowmx
ApPYr 3a Apyrom CMMBONOB Npu co3gaHum napond. OmuanasoH: 0 — 15. 3HaveHne no ymondaHuto - O.
3HavyeHne 0 03HayvaeT, YTO OrpaHMYEHMA Ha KOJIMYECTBO CAeayroWwuX ApYr 3a APYrOM CMMBOJIOB B napose
MO/IHOCTbIO CHATBI.

Mo ymonyanuwo O
dopmar passwords strength maximum consecutive-characters 0-15

Pexxum Global Config

passwords strength maximum repeated-characters

JaHHaa KomaHAa HacTpamBaeT MaKCMMaJibHOe paspelleHHOe KOIMYeCTBO MCMO0Ab30BaHMA OAHOMO U TOro
»Ke CMMBOJ1a HECKOJIbKO pa3 nogpag nNpu co3gaHum napona. [AnanasoH: 0 — 15. 3HayeHwne no YMOTYaHUIO -
0. 3HayeHne 0 03Ha4vaeT, yTo OrpaHn4eHnA Ha KOJIMYECTBO OAMNHAKOBbLIX NocseaoBaTe/ibHbIX CUMBOJIOB B
naposie NO/THOCTbHO CHATbI.

Mo ymonyaHuio 0
dopmar passwords strength maximum repeated-characters 0-15
Pexxum Global Config

passwords strength minimum uppercase-letters

[aHHas KomaHA4a yCTaHaB/AMBaeT MMHMMAJIbHOE KOJIMYECTBO MPOMUCHBIX CUMBOJIOB (B BEPXHEM Perncrpe),
KOTOpble AO0NXHbI cogeprkaTbca B napone. AuanasoH: 0 — 16. 3HayeHMe NO ymonyaHuio - 2. 3HadvyeHue O
CHUMaEeT orpaHnyeHue.

Mo ymonyaHuio 2
dopmar passwords strength minimum uppercase-letters

Pexxum Global Config

no passwords strength minimum uppercase-letters

JaHHaa KomaHaa C6paCbIBaeT MWHUMA/IbHO O0CTAaTO4YHOE KO/1IN4eCTBO NPOMUCHbIX CMMBOJIOB B NMapose Ao
3aBOACKUX 3HaAYEeHUN.

dopmar no passwords minimum uppercase-letter

Pexxum Global Config

passwords strength minimum lowercase-letters
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[aHHaa KomaHAa YCTaHaBAMBAeT MUHMMANbHOE KOJMYECTBO CTPOYHbLIX CUMBO/IOB (B HUMKHEM perucrpe),
KOTOpble AO0NXKHbI cogeprkaTbca B napone. AuanasoH: 0 — 16. 3HayeHMe NO ymonyaHuio - 2. 3HaveHune O
CHMMAaET OrpaHuyeHue.

Mo ymonyaHuiwo 2
dopmar passwords strength minimum lowercase-letters

Pexxum Global Config

no passwords strength minimum lowercase-letters

[aHHaa KomaHpa cbpacbiBaeT MUHMMANIbHO AOCTAaTOMHOE KOJIMYECTBO CTPOYHbIX CMMBOJIOB B Mapose [0
3aBOACKNX 3HAYEHUN.

dopmar no passwords minimum lowercase-letter

Pexxum Global Config

passwords strength minimum numeric-characters

[aHHaA KomaHAa yCTaHaBAMBAeT MWHMMA/JbHOE KOAMYecTBO LMp, KOTOopble AO/KHbI COAEPXKATbCA B
napone. AnanasoH: 0 — 16. 3HaYeHne No ymon4aHuto - 2. 3HavyeHne 0 CHUMAET orpaHMyeHume.

Mo ymonyaHuio 2
dopmar passwords strength minimum numeric-characters

Pexxum Global Config

no passwords strength minimum numeric-characters

[aHHaa KomaHpa cbpacbliBaeT MMHMMAJIBHO A0CTaTOMHOE KO/MYecTBO uudp B naposie A0 3aBOACKMX
3HaAYEeHUMN.

dopmart no passwords minimum numeric-letter

Pexxum Global Config

passwords strength minimum special-characters

[JaHHaA KomaHAa YCTaHaBAMBAeT MMHMMAJbHOE KOAMYECTBO CMELCMMBO/IOB, KOTOpPble  AOJIKHbI
coaepKatbca B napone. OuanasoH: 0 — 16. 3HavyeHMe no ymon4vaHuto - 2. 3HayeHume O CHuMmaeT
orpaHuyeHue.

Mo ymonyaHuto 2
dopmar passwords strength minimum special-characters

Pexxum Global Config
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no passwords strength minimum special-characters

JaHHaa KomaHaa C6paCbIBaeT MWHUMA/ZIbHO AO0CTAaTO4YHOE KO/M4yecTBO cCneucmmeosioB B napone no
3aBOACKUX 3HaYeHU.

®dopmar no passwords minimum special-letter

Pexxum Global Config

passwords strength minimum character-classes

[JaHHaa KomaHAa yCTaHABANMBAET MUHMMAIbHOE KOJIMYECTBO Pa3HbIX K1aCcCOB CMMBOJIOB, KOTOPbIE AOJIXKHbI
coaepKatbcA B Mapose. CyliectsyeT 4 Knacca: NPONUCHbIE U CTPOYHble BYyKBbI, LMdPbI U CNELCUMBOIbI.
Onana3oH: 0 — 4. 3HayeHMe No YMONYAHMIO - 4.

Mo ymonyaHuwo 4
dopmar passwords strength minimum character-classes

Pexxum Global Config

no passwords strength minimum character-classes

[aHHaa KomaHAa cbpacbiBaeT MMHMMA/IbHO 4OCTAaTOMHOE KOJIMYECTBO PasHbIX KAaccoB CMMBOJIOB B Napone
[0 3aBOACKMX 3HAYEHWUIA.

dopmar no passwords minimum character-classes

Pexxum Global Config

passwords strength exclude-keyword

[aHHas KoMaHA4a UCKoYaeT onpeaesieHHble KNoYeBble CN0Ba NPU HacTpolike napons. Knlouesble cioBa B
noboi popme (MexKay 4acTAMM CTPOKM, B pa3HOM pernctpe, B 06paTHOM HanpnasAeHUKN) He NPUHMMAKOTCA
B KayecTBe NOACTPOKU. M0/1b30BaTENN MOTYT HACTPaMBaTh A0 3 KNHYEBbIX C/10B.

dopmar passwords strength exclude-keyword keyword

Pexxum Global Config

no passwords strength exclude-keyword

JaHHaa KomaHpa cHumaer OorpaHn4yeHnA Ha WUCNoJsib3oBaHME KAKYEBLIX C/N0OB UM OYUWAET paHee
HaCTpOEHHbe/‘I CMUCOK CnoB.

dopmar no passwords exclude-keyword [keyword]

Pexxum Global Config

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

100



PyKOBO,EI,CTBO no/ib3oBaTenA

mmunum%

5. Paspgen: KomaHabl ynpaBneHuns

show passwords configuration

[aHHas KomaHZa oTobparkaeT TeKyLmMe HAaCTPOWKM yNpaBAeHUA NapoasaMu.

dopmar show passwords configuration
Pexxum Privileged EXEC
TepmuH 3HauyeHue
Minimum MWHMMaNbHOE KOJIMYECTBO CMMBOJIOB, Tpebyemoe Mpu U3IMEHEHUU
Password Length naponen.

Password History

KonnuyectBo naponen, XpaHMMbIX B MamaATM ANa 3aliUTbl OT MOBTOPHOrO
NCMNOJIb30BaHUA OAHUX U TEX XKe Naponen.

Password Aging

CpOK, B Te4eHMe KOTOPOro Naposib OCTaHETCA AeNCTBUTENbHbBIM.

Lockout Attempts | KonnyecTBo HeyaauHbIX MOMNbITOK BXOAa B CUCTEMY A0 6/IOKUPOBKM.
Minimum MWHMMaNbHOE KO/IMYECTBO MPONUCHbIX BYKB, Tpebyemoe npu cos3gaHum
Password napons.

Uppercase Letters

Minimum
Password
Lowercase Letters

MUWHMMaNbHOE KO/IMYECTBO CTPOYHbIX OYyKB, Tpebyemoe npu co3gaHuu
napons.

Minimum MuHUManbHOEe KonnyecTso unop, Tpebyemoe nNpu co3gaHUm naponen.
Password Numeric

Characters

Maximum MaKcMmanbHOe KO/AMYecTBO CMMBOJIOB, MAYWMX MOAPA4, paspeleHHoe
Password O UCNONb30BaHMA NPU CO34aHUKM Napos.

Consecutive

Characters

Maximum MaKcumanbHOEe KOAMYECTBO MNOBTOPEHMA CUMMBOJ/A, pPa3pelleHHoe npu
Password CO3,aHuKM napons.

Repeated

Characters
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TepmuH 3HayeHue
Minimum MWHUMaNbHOE KOJIMYECTBO KAcCOB CMMBONOB (MPOMUCHble OYKBbI,
Password CTPOYHble BYKBbI, LMIPbI U CNELCUMBO/IbI), HEODXOAMMOE NPU CO34aHUK

Character Classes

napons.

Password
ExcludeKeywords

Ha6op K/IIO4YEBLIX C/10B, KOTOpPbIE 6yp,yT UCKNHOYEHbI M3 HACTPOEHHOro
napona npu npoBepKe HagexXHOCTU.

show passwords result

[aHHas KomaHZa oTobparkaeT MHPOPMaLUMIO O pe3ynbTaTax NocieaHel YCTaHOBKKM Napons.

dopmar show passwords result
Pexxum Privileged EXEC
TepmuH 3HaueHue

Last User Whose
Password Is Set

MokasbiBaeT WMA MOCNeAHEro MoAb30BaTeNs, HacTPauBaBLIEro CBOM
naposnsb.

Password Strength
Check

lNMoKasbliBaeT, BKAKOYEHa /i d)yHKLI,VIﬂ NPOBEPKN HAAEXKHOCTU NaponA.

Last Password Set
Result

MokasbiBaeT, 6bl1a AN yCnewHoW NocaeaHAsA NonbiTka HACTPOMKKM Napos.
Ecnun nonbITKa He yAanach, yKasbiBatOTCA NPUUMHBI.

aaa las-user username

BblaeneHHas BHYTpeHHAA 6a3a AaHHbIX BHyTpeHHero cepBepa ayTeHTMdMKauum (Internal Authentication
Server, uau IAS) ucnonb3yetcAa AaA JIOKaNbHOM ayTeHTUOMKALMM MONb30BaTeNle CeTM MOCPenCcTBOM

¢byHKumm IEEE 802.1X.

Mcnonb3yiiTe KomaHabl aaa ias-user username B pexume Global Config gna pobasneHus
onpeaeneHHoro nonb3oBaTeNa K BHYTPeHHel 6a3e gaHHbIX. JaHHas KOMaHAa TaKXKe MeHAEeT peskum Ha

AAA User Config.

dopmart aaa ias-user username user

Pexxum Global Config

no aaa las-user username
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,ﬂ,aHHaﬂ KOMaHAa yganAaeT onpeageneHHoro nosib3osarena n3 BHyTpEHHeﬁ 6asbl A3dHHDbIX.
dopmar no aaa ias-user username user
Pexxum Global Config

MNpumep: HuKe npmnBeaeH Npumep BbINOJHEHUA KOMAHAbI.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#texit

(Routing) (Config)#no aaa ias-user username client-1
(Routing) (Config)#

aaa session-id

Ucnonb3yiite 3Ty KomaHay B pexume Global Config, uTobbl onpegennTb, 4YTO TOT e session-id
ncnonbayeTtcs Ana ayTeHTudbMKaumm, asTopmnsaumm n ydeta (Authentication, Authorization and Accounting).

Mo ymonyaHuio common

dopmar aaa session-id [common | unique]
Pexxum Global Config
Mapametp OnucaHue
common OAaunH U TOT e session-id ncnonb3yeTca ansa Bcex cepsmcoB Tuna AAA.
unique Ona Bcex cepsmcoB Tuna AAA ncnonb3yeTtca pasHblit session-id.

no aaa session-id

Ucnonb3yiite 3Ty KomaHay B pexknume Global Config ana cbpoca nosegeHuns aaa session-id Ha yCTaHOBKM Mo
YMOTYaHMIO.

dopmar no aaa session-id [unique]

Pexxum Global Config

aaa accounting

Ucnonb3yiite 3Ty KomaHay B pexkmme Global Config, uTobbl co34aTh CNMCOK METOA0B y4yeTa
NosIb30BaTeNbCKUX ceccuin pexkmma EXEC, BbinosHAEeMbIX Nonb3oBaTeneM KomaHg anbo DOT1X. Cnucok
MoXKeT bbiTb default, nMbo Noa NoONb30BaTENbCKMM Ha3BaHMeM 11ist-name. 3anucu yyeTa,
BK/IOYEHHbIE A/1a pexuma line, moryT 6bITb OTNpaBAEHbI KaK NPW Havane, Tak U Npu KoHue (start-stop),
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Mbo TONbKO B KOHUE (stop—-only) ceccun. Ecnm yKasaHo none, y4eT 414 AaHHOTO CNIMCKa OTKK0YaeTcs.
Ecan gna yyeta BbibpaH meToa tacacs, 3anucuK yyeta byayt nepeaaHbl Ha cepep TACACS+. Ecam gna
y4yeTa BblbpaH meTog radius, 3anucu yyeta byayT nepenaHol Ha cepsep RADIUS.

%I‘Ipumeqanue: ObpaTtute BHMMaHMeE Ha cnepytowee:

< [na Kaxporo TMna exec M ydyeTa KOMaHAZ MOXKHO €034aTb A0 NATU (BKAOUYMTENbHO) CMUCKOB
MeToA0B y4eTa.

< [Ona DOT1X moKeT 6bITb CO34aH TONIbKO CMMCOK METOA0B y4YeTa No ymondaHuio. CosgaHue apyrux

CMUCKOB ANA 3TOr0 He NpeayCMOTPEHO.

Of4HO M TO e HasBaHMe CMMCKa MOMKeT bblTb MCMOJIb30BAHO A1 060MX TUMOB ydeTa: exec U yyeTa

KOMaHA,

Yyet AAA ona KomaHA He noggepmeaerca ¢ metogom yyveta RADIUS.

MNopaepknBaemble TUMbl 3anucen ana ydeta DOTIX: Start-stop mam None. Start-stop Bkaouaer

Yy4€T, a None - oTKAtoYaeT.

RADIUS asndaeTtca eAMHCTBEHHbIM NoAAaepXmnBaembim TUNOM ydyeTta gna DOT1X.

7 7 7
0.0 0.0 0.0

7
0.0

dopmar aaa accounting {exec | commands | dotlx} {default | list_name} {start-stop |
stoponly |none} method1 [method2...]
Pexxum Global Config
NapameTp OnucaHue

exec ObecneynBaeT y4eT 4214 N0/Ib30BATENbCKUX TEPMUHANbHbIX ceccnit EXEC.

commands ObecneynBaeT yyeT 4/1A BCEX KOMaHA, BbIMO/IHAEMbIX NO/Ib30BaTENEM.

dotlx ObecneuymBaeT yyeT A1s Nosb30oBaTeNbCKNX KomaHa DOTI1X.

default CnMCcoK MeToA0B A/1A CEPBMUCOB YYeTa No YMOHAHMIO.

list-name CTpoKa 13 6yKB 1 unop, cay»Kalaa HasBaHMEM CNMCKA METOA0B y4YeTa.

start-stop OTtnpaBnAeT HayanbHOoe yBegomieHuMe o6 yyeTe B Hayane npouecca M
KOHEYHOoe - B KOHLe.

stop-only OTnpaBnaeT KOHeYHoe yBegoMAeHUe 06 yyeTe B KOHLLE M0/Ib30BATE/IbCKOTO
npouecca.

none OTKNKOYAET CNYKObl yYeTa Ha 3TOM AUHUM.
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Mapametp OnucaHue

method Ncnonb3osaTb ceBpep TACACS nau Radius ans yyera.

Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Routing) #
(Routing) #configure
(Routing) #aaa accounting commands default stop-only tacacs
(Routing) #aaa accounting exec default start-stop radius
(Routing) #aaa accounting dotlx default start-stop radius

(Routing) #aaa accounting dotlx default none
(Routing) #exit

,ﬂ,nﬂ OANHAKOBOIo Ha6opa TUNOB y4eTa U UMEH CNMNCKOB aAMUHUCTPATOP MOXKET USMEHUTb TUN 3aNNUCU NNn
CNMUCOK meToaoB 6e3 HEOGXOAMMOCTM CHa4ana yaanutb npeablayuyro KOHd)MpraLI,MIO.

(Routing) #

(Routing) #configure

(Routing) #aaa accounting exec ExeclList stop-only tacacs

(Routing) #aaa accounting exec ExeclList start-stop tacacs

(Routing) #aaa accounting exec ExeclList start-stop tacacs radius

MepBana KOMaHAA aaa co34aeT CNUCOK METOA0B ANA ceccuit exec ¢ UmeHem Execlist, ¢ Tunom
3anucu record-type - stop-only n metogom method - TACACS+. BTopaa KomaHAa nsmeHaeT Tvn
3anucu record type Ha start-stop BmecTo stop-only ana Toro ke cnucka metoaoB. TpeTbAa KOMaHAA
AN TOTO e CrUCKa MeHsieT cnMcoKk meTtogos methods list Ha {tacacs,radius} BmecTo {tacacs}.

no aaa accounting

[laHHas KomaHAa yaansaeT CNMCOK MEeTOZL0B y4eTa.

dopmar no aaa accounting {exec | commands | dotlx} {default | list_name default}
Pexxum Global Config

Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Routing) #
(Routing) #configure
(Routing) #aaa accounting commands userCmdAudit stop-only tacacs radius

(Routing) #no aaa accounting commands userCmdAudit
(Routing) #exit

password (AAA IAS User Configuration)
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[JaHHas KomaHAa yKasblBaeT naposib ANA nosab3oBatensa 6asbl AaHHbix |AS. [lonoaHUTENbHbIN
napameTp encrypted WUCNOJIb3YeTCA AJIA YKA3aHMA HA TO, YTO MApOJib yXKe NpefoCTaBAAeTCcA B
3awndpoBaHHOM popme.

dopmar password password [encrypted]
Pexxum AAA IAS User Config
Mapametp 3HayeHue
password Maponb gna satoro yposHA. [AnanasoH: 8 — 64 cmmeona
encrypted 3awndpoBaHHbIM Napo/ib, CKOMMPOBAHHbLIA M3 KOHPUIrypauuu AOpyroro
KoMmyTaTopa.

no password (AAA IAS User Configuration)
JaHHaA KomaHaa YOANAET Napo/ib N0/1b30BATENA.

dopmar no password
Pexxum AAA IAS User Config

Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa ias-user username client-1
(Routing) (Config-aaa-ias-User)#tpassword client123

(Routing) (Config-aaa-ias-User)#no password

MNpumep: MNpumep aobasneHns KnneHTa MAB Bo BHYTpeHHIOO 6a3y AaHHbIX NO/b30BaTENEN.
(Routing) #
(Routing) #configure
(Routing) (Config)#aaa ias-user username 1f3ccb1157
(Routing) (Config-aaa-ias-User)#tpassword 1f3ccb1157
(Routing) (Config-aaa-ias-User)#texit
(Routing) (Config)#

clear aaa ias-users
[aHHaa KomaHaa yganaeT Bcex Nonb3oBaTenei us 6asbl gaHHbIX IAS.

dopmar clear aaa ias-users
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Pexxum Privileged EXEC

MNpumep: HuKe NnpmuBeaeH Npumep KOMaHAbI.
(Routing) #
(Routing) #clear aaa ias-users
(Routing) #

show aaa ias-users
[aHHas KomaHAa TMOKa3blBaeT HACTPOEHHbIX Mnosb3oBaTenen IAS mn ux aTpubyTbl. [Maponn He
oTobparkatoTcs.

dopmar show aaa ias-users [username]
Pexxum Privileged EXEC

Mpumep: Huxke NnpmuBeaeH NPUMEP BbINOJHEHUSA KOMAHAbI.
(Routing) #

(Routing) #show aaa ias-users

UserName
Client-1
Client-2

MNpumep: KomaHabl KoHurypauum IAS, noKasaHHble B BbIBOZAE KOMaHAbl «show running-
config». Maponu, otobparkaemble B BbIBOAE KOMaHAbI, BCeraa 3awmndpoBaHbl.
2aa ias-user username client-1

password a45c74fdf50a558a2b5cf05573cd633bac2c6c598d54497ad4c46104918f2c encrypted
exit

accounting

[daHHaa komaHaa B pexume Line Configuration npumeHseT cnMCoK mMeToAoB yyeTa K pexumy line config
(koHconb/telnet/ssh).

dopmar accounting {exec | commands } {default | listname}
Pexxum Line Configuration

Mapametp OnucaHue
exec Bkntovaet yuet ana ceccmm EXEC.
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Mapametp OnucaHue

commands Bkntovaer ydetr Aana Ka)K,D,OVI NONbITKN BbLIMNO/IHATL KOMaHAY.
nonb3oBaTesib BKAKOYAET Y4YET ANA pPeEXMMa €exeC ONAA TeKywero Tuna

KOHdUrypaumm, ero ceaHc byzeT NnpeKkpaLLeH.

Ecnn

default CnncoK yyeTa No yMmo4aHuIo.

listname HasBaHue cnucka, He bonee 15 cMmBOOB.

Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Routing) #
(Routing) #configure
(Routing) (Config)#line telnet

(Routing)(Config-1line)# accounting exec default
(Routing) #exit

no accounting
[aHHaa KomaHaa yganaet yyet us pexkmma Line Configuration.
dopmar no accounting {exec|commands]

Pexxnm Line Configuration

show accounting

[aHHaA KomaHaa 0TobparkaeT MeToAbl CNUCKOB yuYéTa.
dopmart show accounting

Pexxum Privileged EXEC

Mpumep: BbiBog KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

(Routing) #show accounting

Number of Accounting Notifications sent at beginning of an EXEC session:
Errors when sending Accounting Notifications beginning of an EXEC session:
Number of Accounting Notifications at end of an EXEC session:

Errors when sending Accounting Notifications at end of an EXEC session:

Number of Accounting Notifications sent at beginning of a command execution:

Errors when sending Accounting Notifications at beginning of a command execution:

Number of Accounting Notifications sent at end of a command execution:
Errors when sending Accounting Notifications at end of a command execution:
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show accounting methods

JaHHaa KomaHaa 0To6pa>|<aeT HACTPOEHHbIE CMTNUCKN METOA0B Y4ETa.

dopmar show accounting methods

Pexxum Privileged EXEC

Mpumep: BbiBog KOMaHAHOW CTPOKM A8 AaHHON KOMaHApbl.
(Routing) #

(Routing) #show accounting methods

Acct Type Method Name Record Type Method Type ----------
Exec dfltExeclList start-stop TACACS

Commands dfltCmdsList stop-only TACACS

Commands UserCmdAudit start-stop TACACS

DOT1X dfltDotlxList start-stop radius

Line EXEC Method List Command Method List

Console dfltExeclist dfltCmdsList

Telnet dfltExeclist dfltCmdsList

SSH dfltExeclist UserCmdAudit

clear accounting statistics
[JaHHaa KomaHaa oumLLaeT CTaTUCTUKY y4eTa.
dopmart clear accounting statistics

Pexxum Privileged EXEC
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5.9. KomaHgbl SNMP

B aTom pasaene onucaHbl KOMaHAbl, KOTOPbIM UCNONb3YETCA AN HACTPOMKM AOCTyNa K KOMMyTaTopy no
npotokony SNMP. KommyTaTop MOMKET 6biTb HacTpoeH B KayecTBe areHTa SNMP, yTobbl ocyliecTBasATb
KOMMYyHUKauuto ¢ SNMP-agmunHucTpaTtopamm cetu.

snmp-server

3Ta KOMaHAa YCTaHaB/IMBAET MMA U MECTOHAXOXAEHNe KOMMyTaTopa M OpraHu3aumio, OTBEYaloLWyo 33
ceTtb. MapameTpbl name, Loc u con moryt UMeTb AJINMHY 40 255 cMMBONOB.

Mo ymonuaHuio  none
®dopmar snmp-server {sysname name | location loc | contact con}

Pexxum Global Config

% MpumevaHue: [NA OYMCTKM snmp-cepBepa WMCMONb3yWTe MyCTyl0 CTPOKY B KaBbl4YKax.
Hanpumep, snmp-server {sysname “ “} oumwaeT cuctemHoe ums.

snmp-server community

JaHHas komaHaa co3gaet HoBoe SNMP-coobuecTBo 1 HasbiBaeT ero. ONUMOHa/IbHO YKa3bIBAOTCA PEXUM
[0CTyna, paspeLlleHHbIl IP-agpec 1 co3gaeTca npeactaBneHne ana coobuiecrsa.

% MpumeuaHune: Mma coobuiectBa AO0/MKHO 6biTb YHMKaNAbHbIM B npegenax Tabauubl

Coobuiects. Mpu BbINOAHEHUM HECKO/NbKUX 3anuceid U UCMNOSb30BaHUM TOTO e MMEHM
coobuiectBa, XpaHUTCA M obpabaTbiBaeTcA TO/MbKO nepBaA 3anucb. Adybavpytowme 3anucu
UrHopupytoTcA.

Mo ymonuanuiwo  Cospgaetca Aga coobuiecrsa:

+* public, ¢ paspelleHNAMN TONbKO ANA YTEHMA, UMEHEeM npeacTaBAeHus
Default, pa3pewatowee goctyn co Bcex IP-agpecos.

¢ private, c pa3spelweHMAMM A1A YTEeHUA U 3aNUCKU, UMEeHeM NpeacTaBaeHnn
Default, pa3pewatoliee goctyn co Bcex IP-agpecos.

dopmar snmp-server community community-string [{ro | rw |su }] [ipaddress ip-
address] [view view-name]

Pexxum Global Config
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Mapametp OnucaHue

community-name | Uma, accoummpyemoe C AaHHbIM KOMMYTAaTOpoM M ¢ Habopom SNMP-
aAMUHUCTPATOPOB, YNPABAAIOLLMUX CO CMeLnanbHbIM YPOBHEM NPUBUIETUNA.
ANVHA community-name MOXeT 6biTb A0 16 CMMBONIOB (4yBCTBUTE/NbHO K

perncrpy).

ro|rw|su MeTtog goctyna SNMP-coobuiectBa, KOTopbii MoXKeT bbiTb: public (Read-
Only/R0O), private (Read-Write/RW) nnbo Super User (SU).

MNapameTp OnuncaHune

ip-address CBsA3aHHbIN C coobuecTBom aapec otnpasknm SNMP-naketa. Ucnonb3yetca
BMeCTe CO 3HAYeHMEeM MACKM KaMeHTcKoro IP-agpeca, v cnyxut pna
0603HayeHMA amanasoHa IP-agpecos, ¢ KoTopbix KaneHTbl SNMP moryt
Mcnonb3oBaTb 3TO coobWEecTBO ANA AOCTyna K YCTPOMCTBY. 3HayeHue
0.0.0.0 paspewaet goctyn c nwboro IP-agpeca. B npoTUBHOM c/iydae 3TO
3HayeHue paBHo AND c mackon ana onpeaeneHuns gmManasoHa gonycTUmMbIX
IP-agpecos KnmneHTa.

view-name Nma npeacTtaBneHns gns co3gaHusa uam obHosaeHusA.

no snmp-server community

[aHHaa KomaHpa yaanser onpegeneHHoe mma coobuwectBa mM3 Tabauubl. name - uma coobliecTsa,
KoTopoe caeayeT yaaauTb.

dopmart no snmp-server community community-name

Pexxum Global Config

snmp-server community-group

[aHHaa KOoMaHZa HacTpamBaeT CTPOKY AOCTyna coobliectBa access ANs MNOJAyYeHWUs AOCTyna yepes
npotokonbl SNMPv1 n SNMPv2c.

dopmar snmp-server community-group community-string group-name [ipaddress
ipaddress]
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Pexxum Global Config

MapameTtp OnucaHue

communitystring | CoobLiecTBo, KOTOpoe CO34aHO M accoUMMpyeTcs C onpeneneHHON rpynnon.
OnanasoH - ot 1 go 20 cMumBoNOB.

group-name Mms rpynnbl, ¢ KOTOpoW accounmnpyetca coobuectso. AuanasoH - oT 1 go 30
CMMBOOB.

ipaddress OnumoHanbHO - agpec IPv4, ¢ KOTOPOro MorKeT OCYLLeCcTBAATbCA AO0CTyN K
coobuiecTsy.

snmp-server enable traps violation

KomnoHeHT 6/10kMpoBkn MAC Ha NOpPTY MHTEPNPETUPYET 3TY KOMaHAY M HacTpamBaeT oTnpasky SNMP-trap
B C/lydae HapylweHusa c 4Yactoton no ymonyanuio 30 cekyHa. KomaHpa B Global pexume HacTtpausaer
peXMMm OTMpPaBKWU trap Ha Bcex WHTepdelicax, ANA KOTOPbIX MOKET ObiTb NMPMMEHEHA 3almTa NOpPTOB.
FnobanbHOro pexnuma HaCTPOMKM OTNPABKK trap Kak TAKOBOIO He CyLLECTBYET.

%I‘Ipumeqawe: [pyrne KomaHAbl 3alLMUTbl NOPTOB CMOTPUTE B pasgene “KomaHabl 3aWwmThl
noptos” Ha cTp 494.

Mo ymonuaHuio  disabled

dopmar snmp-server enable traps violation

%

% Global Config
» Interface Config

Pexxum

X3

no snmp-server enable traps violation
dT1a KOMaHAa OTK/ZIKOYaET OTNPaBKY HOBbIX trap.

dopmar no snmp-server enable traps violation
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Pexxum Interface Config

snmp-server enable traps
[aHHasa KomaHaa akTusmpyeT Authentication Flag.
Mo ymonyaHuio BKJ/ItOYEH
dopmar snmp-server enable traps

Pexxum Global Config

no snmp-server enable traps
[aHHaa KomaHaa oTKAtoyaeT Authentication Flag.
dopmar no snmp-server enable traps

Pexxum Global Config

snmp-server port

JaHHas KomaHga nossosiAeT HacTpoutb UDP-nopT, Ha KoTopom SNMP-cepBep b6yaeT caywaTb 3anpochl.
Mo ymonyaHuwo 161

dopmar snmp-server port 1025-65535

Pexxum Global Config

no snmp-server port

[aHHaa KomaHAa BO3BpallaeT 3aBoACKME 3HaYeHns Homepa UDP-nopTa, Ha KoTopom SNMP-cepsep byaeT
CNnyLwaTb 3anpochl.

dopmar no snmp-server port

Pexxum Global Config

snmp trap link-status

[aHHas KomaH4a BK/OYAeT OTMPaBKy trap O COCTOAHWWM JIMHKA Ha WHTepodelice aMbo Ha rpynne
nHTepdelicos.

D‘gﬂpumeqanue: [aHHaa KomaHAa paboTaeT AULWb B TOM C/ly4Yae, ecv akTUBMpPOoBaH Link
Up/Down Flag.
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dopmar snmp trap link-status

Pexxum Interface Config

no snmp trap link-status

[JaHHaa KomaHaa oTKAKoYaeT trap 0 COCTOAHUU NNHKA.

D‘gnpumeqanue: [JaHHaA KomaHAaa paboTaeT Mwb B TOM CAy4vae, eCan akTuBupoBaH Link
Up/Down Flag.

dopmar no snmp trap link-status

Pexxum Interface Config

snmp trap link-status all

[laHHan KomaHAa BKAOYaeT OTNPaBKy trap 0 COCTOAHUM NIMHKA Ha Bcex MHTepdeiicax.

Dﬁnpumeqal-me: [aHHaa KomaHaa paboTaeT AnLWb B TOM CNy4Yae, eC/iM aKTUBMPOBaH Link
Up/Down Flag.

dopmar snmp trap link-status all

Pexxum Global Config

no snmp trap link-status all

JaHHaA KomaHaa OTKAOYaeT OTMPaBKY trap O COCTOAHUM JIMHKA Ha BCeX MHTepd>el‘z'1cax.

Dél'lpumeqauue: [aHHaAa KomaHaa paboTaeT Wb B TOM Cayvae, ecam akTuBupoBaH Link

Up/Down Flag.

dopmar no snmp trap link-status all

Pexxum Global Config
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snmp-server enable traps linkmode

Dgnpumeqanue: STa KOMaHAa MOXKeT bbITb AOCTYMNHA He Ha Bcex naatdopmax.

KomaHga BkatoyaeT SNMP-trap Link Up/Downans Bcero KommyTtatopa. Koraa ata dyHKUMA BKAtOYEH], trap
OTNPABAAOTCA TONbKO €C/AM CBA3aHHbIA C NopToM napameTtp Link Trap flag BrkatodeH. Cm. “show
snmp” Ha cTp 123.

Mo ymonyaHuio BKJIIOYEH
dopmar snmp-server enable traps linkmode

Pexxum Global Config

no snmp-server enable traps linkmode
KomaHga oTkatoyaet trap Link Up/Down ana scero KommyTaTtopa.
dopmar no snmp-server enable traps linkmode

Pexxum Global Config

snmp-server enable traps multiusers

JaHHas KomaHaa BKAtoYaeT oTnpasBky trap Multiple User. Multiple User trap otnpasnsieTcs, Korpga
no/sib30BaTe/lb BXOAMT B MHTepdelic TepmmHana (EIA 232 uam Telnet) npu yxe cyliecTsyloweit ceccum
nHTepdelica TepMmHana.

Mo ymonuaHuio BK/IIOYEH
dopmar snmp-server enable traps multiusers

Pexxum Global Config

no snmp-server enable traps multiusers

[aHHasa KomaHaa oTkAtodaeT Multiple User trap.
dopmar no snmp-server enable traps multiusers

Pexxum Global Config

snmp-server enable traps stpmode
ﬂ,aHHaﬂ KOMaHA4a akTUBUpPYET OTNpPaBKy trap o HOBOM root KommyTaTope U trap 06 N3MeHeHUM ToNoAornNn.
Mo ymonyaHutio BK/OYEH

dopmar snmp-server enable traps stpmode
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Pexxum Global Config

no snmp-server enable traps stpmode
,ﬂ,aHHaﬂ KOMaHA4a OTK/IKOYaEeT OTNPaBKYy trap 0 HOoBOM root KOMMYTaTOpe U trap 06 n3meHeHUn TonosNorun.
dopmar no snmp-server enable traps stpmode

Pexxum Global Config

snmp-server enginelD local

[aHHaa KomaHaa HacTpansaeT SNMP engine ID Ha IoKanbHOM yCTpoicTBE.

Mo ymonuaHuio Engine ID HacTpanBaeTcAa aBTOMaTMyeckn Ha ocHoBe MAC-agpeca ycTpoincTsa.

dopmar snmp-server enginelD local {engineid-string | default}
Pexxum Global Config
Mapametp OnucaHue
engineid-string WecTHaguaTepuyHasn CTPOKaQ, naeHTMPUUMpyowan engine-id,

nucnosb3lyemasa gns Niokanusaumm KoHourypauuu. Engine-id gonxkeH 6biTb
YeTHOW A/IMHbI B AManasoHe oT 6 A0 32 wecTHaAuaTePUYHbIX CUMBOJIOB.

default Engine ID HacTpamBaeTcA aBTOMaTM4YeCcKM Ha ocHoBe MAC-agpeca
YyCTpOWMCTBa.
A BHumaHue! MameHeHMe engine-id aHHyAMpyeT Bce HacTporkn SNMP.

no snmp-server engineID local

KomaHpaa yaanaet ykasaHHbIN engine ID.

Mo ymonyaHuio Engine ID HacTpanBaeTca aBToMaTU4eckM Ha ocHoBe MAC-aapeca ycTpoKcTaa.
dopmar no snmp-server enginelD local

Pexxum Global Config

snmp-server filter
ﬂ,aHHaﬂ KOMaHAa co34aeT 3anuncb dwmpra ONA orpaHWYeHnA Tmna trap, oTnpas/AaeMblX Ha XOCT.

Mo ymonuaHuwo  PunbTpbl HE co3aatoTcs.
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®dopmar snmp-server filter filtername oid-tree {included | excluded}
Pexxum Global Config
Mapametp OnucaHue
filtername Co3pgaétca Ha3BaHue ana punbtpa. AmanasoH - ot 1 4o 30 cumBoONOB.
oid-tree MNopapeso OID ans BKAWOYEHUA B PUALTP WAM UCKIKOYEHUE W3 HEro.

Mogapesa moryT 6biTb 3agaHbl uncneHHo (1.3.6.2.4) nubo Knwo4YeBbIM
cnoBom (system). 3Be3404YKM MOTYT MCNONbL30BaTbCA ANA OnNpeaeneHua
cemelt noggpes (1.3.*.4).

included [peBo BKAKOYEHO B GUABTP.

excluded [ peBo UCKAOYEHO 13 PUNBLTPA.

no snmp-server filter

KomaHaa yaansaer yKasaHHbIN GpuabTp.

Mo ymonuanmio  PunbTpbl He CO34atOTCA.

dopmar snmp-server filter filtername [oid-tree]

Pexxum Global Config

snmp-server group

[aHHaa KomaHaa co3gaet rpynny goctyna SNMP.

Mo ymonuaHuio  O6wue rpynnbl CO34at0TCA A/1A BCEX BEPCUIA U NPUBUAETUN C UCNO/Ib30BAHUEM
npeAcTaBAeHUI MO YMONYAHUIO.

dopmar snmp-server group group-name {v1 | v2c | v3 {noauth | auth | priv}} [context
contextname] [read read-view] [write write-view] [notify notify-view]

Pexxum Global Config
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Mapametp OnucaHue

group-name MmA rpynnbl UCNOIb3yemMoe Npu HAcTPOMKe coobLLECTB M NO/Ib30BaTENEN.
Anana3soH - ot 1 go 30 cumBonoB.

vl JTa rpynna MoXeT NoAy4YmUTb 4OCTYN TONLKO Yepe3 NpoToKoa SNMPv1.

v2 OTa rpynna mMoXeT NoAy4YnTb A0CTYN TONbKO Yepes npoTokoa SNMPv2c.

v3 JTa rpynna MmoKeT NoJly4nTb A0CTYN TOAbKO Yepe3 npoTokon SNMPv3.

noauth [ocTyn K AaHHOM rpynne MOXKHO MOJy4YUTb TONbKO B TOM C/yyae, ecnu
ayTeHTUPUKauma m wndposaHMe He UCNOoNb3YTCA. MpuMmeHaeTca TONbKO
B cnly4yae Bbl6opa npoTokona SNMPv3.

auth [ocTyn K AaHHOM rpynne MOXKHO MOJYy4YUTb TONbKO B TOM C/lyyae, ecnu
ncnonblyetrca ayteHTUOMKauma, HO He wudposaHue . [pumeHAeTca
TONbKO B c/ly4ae Bblbopa npotokosa SNMPv3.

priv [ocTyn K AaHHOM rpynne MOMKHO MOJy4YUTb TONbKO B TOM C/y4yae, ecnu

MCMONb3YOTCA U ayTeHTUUKaUUA, U WndppoBaHue. NMpMmMeHAeTCA TONbKO B
cnyyae Bblbopa npoTokosia SNMPv3.

context-name

KoHtekct SNMPv3, ucnonb3yemblii B npouecce goctyna. lNpumeHsertca
TOJIbKO B C/ly4ae Bbibopa npotokona SNMPv3.

read-view MpeacTtasneHMe 3ToM rpynnbl 6yaetT wucnonb3oBaTbcs GET-3anpocamu.
OwnanasoH - ot 1 o 30 cumBOIOB.

write-view MpeactaBneHne 3Tol rpynnbl 6yaeT ucnosnb3oBatbea SET-3anpocamu.
OwnanasoH - ot 1 o 30 cumBoOIOB.

notify-view MpeacTaBneHme 31oi rpynnbl 6yaeT MCNoAb30BaTbCA BO BPeMA OTMPaBKM

trap. AmanasoH - ot 1 go 30 cumBONOB.

no snmp-server group

KomaHza yaansaet ykasaHHyto rpynny.
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dopmart

Pexxum

no snmp-server group group-name {v1l|v2c| 3 {noauth|auth|priv}} [context
context-name]

Global Config

snmp-server host

JaHHaa KomaHaa HacTpauBaeT oTnpaBKy trap Ha Oﬂpe,D,EHEHHbIVI XOCT.

Mo ymonyaHuio

XocTbl no YMOI4aHUIO HE HAaCTPOEHDbI.

dopmar snmp-server host host-addr {informs [timeout seconds] [retries retries]|traps
version {1 | 2c }} community-string [udp-port port] [filter filter-name]
Pexxum Global Config
Mapametp OnucaHue

host-addr Appeca IPv4 n IPv6 xocTa, ans otnpasku trap nam inform coobuwieHunii.

traps Otnpaska SNMP-trap Ha xOCT. 3TOT napameTp BbIGpPaH NO YMOYaHWIO.

version 1 Otnpasnsetr SNMPv1 trap. 3Ta onums HeAOCTYMNHa, ecaum BbibpaHbl informs.

version 2 Otnpasnser SNMPv2c trap. 3Ta onuua HeaoCTynHa, €c/in BblbpaHbl
informs. 9ToT napameTp BbIOpPaH NO YMO/IYAHUIO.

informs Otnpaska SNMPv2 informs Ha xocT.

seconds KonnuyectBo CeKyHA OXWAAHWA MOATBEPXKAEHMA nNepes MNOBTOPHOM
oTnpaskoi Inform. 3HaueHMe no ymonyanuio - 15. inanasoH - ot 1 go 300
CEeKyHA,

retries KonnuyectBo MOBTOPHbIX MOMbITOK oOTnpaBku Inform. 3HauyeHue no

ymon4daHuio - 3. [inanasoH - ot 0 go 255 nonbITOK.

communitystring

Ctpoka coobuiecTtBa, OTNpaBAeHHadA B KayecTBe YacTu trap. AmanasoH - ot 1
40 20 cumBONOB.
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Mapametp OnucaHue
port MopT, npuHumatowmnit SNMP trap. MopT no ymonyanuio - 162.
filter-name Mma owunbTpa pana accoumaumm c 3TMM  XoCTOM. PunbTpbl  MmoryT

Mcnonb3oBaTbCA ANA Bblbopa trap, nocblnaeMbix Ha XOCT. [ManasoH - oT 1
0o 30 cmmBonoB.

no snmp-server host

JaHHaa KomaHaa yaanaeT yKka3aHHYo 3anmcb XocTa.

dopmar

Pexxum

snmp-server user

no snmp-server host host-addr [traps|informs]

Global Config

[aHHaa KomaHaa co3aaet noab3osaTtenda SNMPv3 gna goctyna B cucremy.

Mo ymonyaHuio

NMonb3oBaTenb nNo YMOH4aHUIO HE CO34a€ETCA.

dopmar snmp-server user username groupname [remote engineid-string] [ {auth-md5
password | auth-sha password | auth-md5-key md5-key | auth-sha-key sha-
key} [priv-des password | priv-des-key des-key]
Pexxum Global Config
Mapametp OnucaHue
username Uma nonb3osaTtena SNMPv3. [lnanasoH - ot 1 go 30 cumBonos.
group-name HasBaHwue rpynnbl, K KOTOPOW NPUHAANENKNUT NONb30BaTENb. [AManasoH - oT

1 no 30 cumBonos.

engineid-string

Engine-id ypaneHHoro ycTpoMcTBa, C  KOTOPOro  noAKawo4aerca
nonb3oBaTenb. AnanasoH - ot 5 4o 32 cumsonos.

password Monb3oBaTeNbCKUI NAPOAb WMCNONb3YEMbIN ANA ayTeHTUDUMKAUUKU UK
wndpoBaHua. manasoH - ot 1 go 32 cumBoIOB.

md5-key CreHepupoOBaHHbIN  3apaHee KAy ayTeHTuduKauum MD5. [OdnuHa
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Mapametp OnucaHue

cocTtaBnsaeT 32 cMmBoAa.

sha-key CreHepupoBaHHbIA 3apaHee KoY  ayTeHTUOMKaumm SHA.  [OauHa
coctaBnaet 48 cMMBO/IOB.

des-key CreHepupoBaHHbIM 3apaHee Katod wudposaHua DES. AnnHa coctasnaet 32
cumBosia npm Bbibope MD5 1 48 cumBonos npu Bbibope SHA.

no snmp-server user

KomaHgaa yganaet ykazaHHoro nonb3osarena SNMPv3.
dopmar Nno snmp-server user username

Pexxum Global Config

snmp-server view

3Ta KOMaHAa CO343eT MAN M3MEHAET CyLLEeCTBYIOWYIO 3anucb NpPeacTaBleHUA, KoTopas MCMo/b3yeTcs
rpynnamu ansa onpeaeneHus Toro, K Kakum obbekTam MoXKeT 0bpaluaTbcs COObLLECTBO AN NO/Ib30BATEb.

Mo ymonuaHuio  [peactasieHns €O34aKOTCA MO YMOAYAHUIO A/1A AOCTyna K rpynnam no

YMONYaHUIO.
®dopmar snmp-server viewname oid-tree {included | excluded}
Pexxum Global Config
Mapametp OnucaHue
viewname HassaHne pna cosgaBaemoro npeacrtasaeHmA. OmanasoH - ot 1 go 30
CMMBO/OB.
oid-tree MNoaapeso OID ansa BKAKOYEHUA B NpeacTaB/IEHUE UIN UCKAOYEHNA N3 HETO.

MopapeBa MoryT ObiTb 3afaHbl 4YncneHHo (1.3.6.2.4) nnbo Kao4YeBbIM
cnoBom (system). 3Be3404YKM MOTYT MCNONb30BATbCA AAs ONpeaeneHun
cemelt noagpes (1.3.*.4).

included [peBo BKAKOYEHO B NpeAcTaB/eHUe.

excluded [ peBo UCKIOYEHO U3 NpeaCcTaBIEHMA.
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no snmp-server view

KomaHga YAaNnAeT yKasaHHOe npeacraBsieHune.

dopmar

Pexxum

no snmp-server view viewname [oid-tree]
Global Config

snmp-server v3-host

[laHHaa KomaHaa HacTpauBsaeT trap, KOTopble A0/KHbI BbITb OTNPaBAEHbI Ha OnpeaeNeHHbI XOCT.

Mo ymonyaHuio

XocTbl Mo YMONYaHUIO HE HAaCTPOEHbI.

dopmar snmp-server v3-host host-addr username [traps | informs [timeout seconds]
[retries retries]] [auth | noauth | priv] [udpport port] [filter filtername]
Pexxum Global Config
NapameTp OnucaHue

host-addr Appeca IPv4 n IPv6 xocTa, ans otnpasku trap nam inform coobuieHunii.

user-name Monb3oBaTenb, oTnpaBaswowmi  trap wmanm  inform  coobuwieHune.
Monb3oBaTesnb OOMKEH 6bITb accounmnpoBaH C rpynnoi,
NoAAEepPKUBAIOLLNI BEPCUIO M MeToa, AocTyna. OuanasoH - ot 1 go 30
CMMBO/IOB.

traps OtnpasuTb SNMP trap Ha XOCT. 9TO HAcTPOIKa NO YMOAYAHMUIO.

informs Otnpaeutb SNMP inform Ha xocT.

seconds KonnyectBo CeKyHA OXMAaHWA NoATBEpXAEeHMA nepes NOBTOPHOWM
oTnpskom informs coobuieHnA. 3HavyeHMe No ymonyaHuio - 15. inanasoH -
ot 1 o 300 ceKkyHa,.

retries KonnyectBo MNOBTOPHbIX MOMbITOK oOTnpaBku informs coobuweHus.
3HayeHue No ymonyaHuio - 3. lnanasoH - ot 0 4o 255 nonbITOK.

auth BKkntoyaeT ayTeHTUPMKaUUIO, HO He wWndpoBaHue.

noauth bes ayTeHTUOMKaUMK nnun WndpoBaHMA. ITO HACTPOMKA MO YMOAYAHMIO.

priv BkntoyaeT 1 ayTeHTUIMKauuto, n wndposBaHUe.
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Mapametp OnucaHue
port MopT, npuHumatowmin SNMP trap. MopT no ymonyaHuto - 162.
filter-name Uma dunbtpa pna accoumaumm € 3TUM  XocToM. PunbTpbl MmoryT

ncnonb3oBaTbCcA Ans Bblbopa trap, nocblnaemMbix Ha XocT. lnanasoH - ot 1
0o 30 cmmBonoB.

snmptrap source-interface

Ucnonb3yiite faHHylO KoMaHay B pexume Global Configuration pgns kKoHourypaumm rnobanbHoro
nHTepderca-ucTtouHmMKa ana scex SNMP-kommyHUKaumin mexkay SNMP-kaneHTOM 1 cepBepom.

dopmar snmptrap source-interface {unit/slot/port | vlan vian-id}
Pexxum Global Configuration
Napametp OnucaHue
unit/slot/port NaeHTMdMKATOP, Ha3HAYEHHbIA KOMMYTATOPY.
vlan-id HacTtpausaeT uHTepdenc VLAN ana vcnonb3oBaHusa B Kayectse IP-agpeca
MCcToYHMKa. AnanasoH VLAN ID - ot 1 no 4093.

no snmptrap source-interface

Ucnonb3yiite aaHHyo KomaHay B pexxmnme Global Configuration ana yaaneHus rnobanbHoro nHtepdelica-
ncToYyHmKa gna scex SNMP-kommyHUKaumnii mexay SNMP-KNMeHTOM 1M cepBEPOM.

dopmar no snmptrap source-interface

Pexxum Global Configuration
show snmp

3Ta KOMaHAa oTobparkaeT TekyLuyto KoHduUrypaumo SNMP.

dopmar snmp
Pexxum Privileged EXEC
TepmuH 3HauyeHue

Community | Community-String | CTpoKa coobuwecTBa ana 3anmcu. Micnonb3yetca NpoToKonamm
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mmnuhu%

TepmuH 3HayeHue
Table: SNMPv1 n SNMPv2 ona gocrtyna K KommyTaTopy.
CommunityAccess | Tun goctyna, KOTOpPbIM pacrnonaraeT coobLlecTBo:
Read only
Read write
su
View Name MpeacTBNEHNE, K KOTOPOMY MMEET A0CTYN COOOLLECTBO.
IP Address JocTyn K 3ToMy coobLLecTBy orpaHu4eH asTum IP-agpecom.
Community | Community-String | CoobLecTBo, HacTpanBaemoe 3TOM CXeMOW.
Group
Table: o
Group Name lpynna, K KOTOPOW NPUNUCaHO JaHHOe coobuecTso.
IP Address IP-agpec, KOTopbIM 3TO COOBLLECTBO OrPaHUYEHO.
Host Table: | Target Address Appec xocTa, Ha KoTopbln ByayT oTnpasaeHsbl trap.
Type Tun nocblnaemoro coobuweHus: trap nam inform.
Community CoobuwectBo, Ha KOTOpoe byayT oTnpasaeHsbl trap.
Version Bepcma SNMP gna otnpasku trap.
UDP Port UDP-nopT, Ha KoOTOpbii 6OyayT oTnpaBaeHbl trap wam
nHopmauyms.
Filter name ®unbTp, OrpaHNYMBAOLWLNI trap ANA AAaHHOTO XOCTa.
TO Sec KonnuyecTtBo ceKyHA, nocae KOToporo OTnpas/ieHHble Ha 3TOT
XocT coobuweHuns inform byayT cunMTaThCA YCTapeBLLUMMMU.
Retries KonnyectBO NOBTOPHbLIX MNOMbITOK OTNPaBKU COOBLLEHWNI
inform nocne TaimayTa.
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5. Paspgen: KomaHabl ynpaBneHuns

show snmp engineID

3Ta KOMaHAa oTobparkaeT TekyLuyto KoHourypaumo SNMP enginelD.

dopmar show snmp enginelD
Pexxum Privileged EXEC

Mapametp OnucaHue
Local SNMP | Tekywas kKoHpurypauma SNMP enginelD.
EnginID

show snmp filters

3Ta KomaHAa oTobparkaeT HacTpoeHHble GUALTPbLI, UCNOb3yemble NPU OTNPaBKe trap.

dopmar show switch filters [filtername]
Pexxum Privileged EXEC
NapameTp OnucaHue
Name Nmsa dunbTpa ana gaHHOM 3anumcu.
OID Tree Apeso OID, KoTopoe gaHHaA 3anucb byaeT BKAOYATb UM UCKAOYATD.
Type YKasblBaeT Ha To, BKAtOYaeT 3Ta 3anucb gpeso OID nnu ncknovaer.

show snmp group

JTa KOMaHAa NoKa3blBaeT HaCTpPOEHHbIEe rpynnbl.

dopmar show snmp group [groupname]
Pexxum Privileged EXEC
Mapametp OnucaHue
Name Uma rpynnbl.
Security Model YKa3blBaeT Ha TO, KAaKOW MPOTOKO/A MOMET MOAYyYMTb [OCTyn K cucteme
yepes 3Ty rpynny.
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Mapametp OnucaHue

Security Level YKa3blBaeT ypoBeHb 6€30MacHOCTH, pa3peLleHHbI A8 3TOW rpynnbl.

Read View MpeacTaBneHre, K KOTOpOMY 3Ta rpynna obecneymBaeT AOCTYN C NPaBOM
yTeHMUA.

Write View MpeacraBneHne, K KOTOPOMY 3Ta rpynna obecneynBaeT AOCTyN C NPaBoOM
3anucum.

Notify View MpeacraBneHMe, K KoTopomy 3Ta rpynna obecneynBaeTr AoOCTyn Ans
OTnpaBKM trap.

show snmp-server

3Ta KoMaHAa oTobparkaeT TEKYLLYIO MOJIb30BaTeNbCKYIO KOHbUrypauuto SNMP-cepsepa.
dopmar show snmp-server

Pexxum Privileged EXEC

Mpumep: BbiBog KOMaHAHOW CTPOKU A8 AaHHON KOMaHApbI.
(Routing)#show snmp-server

SNMP Server Port....ciiiiiiiineinennnennonsnnns 161

show snmp source-interface

Ucnonb3yiite 3Ty KomaHay B pexkume Privileged EXEC pna oTobpakeHusa petane HACTPOEHHbIX
rnobanbHbiX HTEPPENCOB-UCTOUHUKOB (IP-aapecoB NCTOYHUKOB), UCNoib3yeMbix SNMP-KAneHToM.

dopmar show snmp source-interface
Pexxum Privileged EXEC

Mpumep: BbiBoA KOMaHAHOW CTPOKU A5 AaHHON KOMaHApbI.

(Routing)# show snmp source-interface

SNMP trap Client Source Interface.............. (not configured)

show snmp user

3Ta KoMaHAa oTobpaxkaeT nonb3oBateneit SNMPv3, HaCTPOEHHbIX B HACTOALLLEE BPEMSA.
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5. Paspgen: KomaHabl ynpaBneHuns

®dopmar show snmp user [username]
Pexxum Privileged EXEC
TepmuH 3HayeHue
Name Nma nonb3osarens.
Group Name lpynna, KoTopasa onpegenaet napameTpbl goctyna SNMPv3.

Auth Method

Anroputm ayTeHTUGMKALUUM, HACTPOEHHbIN ANA AaHHOTO NOJib30BaTeNs.

Privilege Method

ANroput™ WNppPoBaHNA ANA AAHHOrO Noab30BaTeN .

Remote Engine ID

EnginelD ans nonboBaTtens, onpegenaemblii Ha KNIMEHTCKOW MaLLUHe.

show snmp views

JTa KOMaHaa 0To6pa>KaeT npeacraBneHnA, HaCTpoOeHHbIE B HACTOALLLEE BPEMA.

dopmar show snmp views [viewname]
Pexxum Privileged EXEC
Mapametp OnucaHue
Name Nmsa npepcraBneHma gns gaHHOM 3anucu.
OID Tree Apeso OID, KoTopoe gaHHaA 3anucb byaeT BKAOYATb UM UCKAOYATD.
Type YKasbIBaeT Ha TO, BKAOYAeT 3Ta 3anucb Apeso OID nnaum ucknroyaer.

show trapflags

[aHHas KomaHZa oTobpa)kaeT yc/noBMA OTNpaBKu trap. HacTpolite trap, KOTOpble KOMMYTaTOp [LOJIKEH
reHepvMpoBaTb NMyTem BK/OYEHUS UM OTKIIOYEHMA YCIOBUI OTNpaBku trap. Ecam ycnosue otnpasku trap
aKTUBMPOBAaHO W o6HapyKeHo, SNMP-areHT Ha KOMMyTaTope MOoCblLIaeT trap BCEM BO3MOMKHbIM
nosydyatenam. BHeceHne M3mMeHeHWid He TpebyeT nepesarpyskn KOMMYTaTopa. «XONoAHbIe» U «Tenabie»
CTapToBble trap reHepupyroTCs BCerga U He MoryT 6bITb OTMEHEHbI.

dopmat show trapflags
Pexxum Privileged EXEC
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TepmuH

3HayeHue

Authentication
Flag

MOKHO BK/IOUYUTD AU OTKNHOUMTb. [0 YMONYAHMIO - BKAOYEHO. YKa3blIBaeT,
6yneT v oTnpas/eH trap OWNBKM ayTeHTUOUKALMMK.

Link Up/Down Flag

MOHO BKAKOUYUTb UAN OTKAKOUYNTD. 0o YMOH4aHUIO - BKZTIOYEHO. YKa3blBaeT,
6yAET N oTnpas/ieH trap COCTOAHMA IMHKA.

Multiple Users Flag

MOKHO BK/IOUYUTb AW OTKNHOUUTb. [0 YMONYAHMIO - BKAKOYEHO. YKa3bIBaeT,
b6ynet nn oTnpasBneH trap  Korga nosnb3oBaTesnb € Tem e user ID,
aBTOPU3yeTCs Ha KommyTaTope 6osee OAHOrO pasa B OAMH U TOT Xe
MOMeHT (n1bo no Telnet, (6o no nocnepoBaTenbHOMY NOPTY).

Spanning Tree Flag

MOKHO BK/IOUYUTbL MU OTKNHOUMTb. [0 YMONYAHMIO - BKAKOYEHO. YKa3bIBaeT,
OTNPaBAATCA N spanning tree traps.

5.10. KomaHpgbl RADIUS

B aTom pasgene onucaHbl KOMaHAbl, WCMNOJib3yemble A/a HacTpoMku cepsepa RADIUS (Remote
Authentication Dial-In User Service) ana ayteHTuduKaumm 1 yyeTa.

aaa server radius dynamic-author

[aHHas KomaHga akTuBMpyeT OyHKumoHan COA M NepeBOAUT B PEXMM KOHOUrypauuu JIOKaNbHOTO
cepBepa AnHamuuyeckol asTopusaumm (Dynamic Authorization).

Mo ymonyaHuio
dopmar

PexXum

Mpumep:

None
aaa server radius dynamic-author

Global Config

(Routing) #configure

(Routing) (Config)#aaa server radius dynamic-author

(Routing) (Config- radius-da)#
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no aaa server radius dynamic-author
JaHHas KomaHga OTKAYaeT QYHKUMOHaAbHOCTb COA.

Mo ymonyaHuio None

®dopmar no aaa server radius dynamic-author
Pexxum Global Config
Mpumep:

(Routing) #configure

(Routing) (Config)#no aaa server radius dynamic-author

auth-type

[JaHHas KomaHaa yKasblBaeT TUN aBTopPU3aLMn, UCNOJIb3yeMblA YCTPONCTBOM aAsia KameHTtoB RADIUS. Ona
yCnewHOoN aBTopU3aLum KANEHT A0KEH YAOBNETBOPATL aTPpUbyTam, yKasaHHbIM Npu KOHUrypaumu.

Mo ymonuanuwo  All

dopmar auth-type {any | all | session-key }
Pexxnm Dynamic Authorization
Mpumep:

(Routing) (config- radius-da)#auth-type all

no auth-type
[aHHaa KomaHaa cbpacbiBaeT TMN aBTOPU3aLLMK, UCMOJIb3YEMbIN YCTPOMCTBOM A1a KaneHTos RADIUS.

Mo ymonyaHutio None

dopmar no auth-type
Pexxnm Dynamic Authorization
Mpumep:

(Routing) (Config- radius-da)#no auth-type

clear radius dynamic-author statistics
ﬂ,aHHaﬂ KOMaHAa O6Hyl1ﬂeT CYETYUKU AMHaMM‘-IeCKOﬁ dBTOpPU3aLUUnNN.

Mo ymonyaHuio None
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dopmar clear radius dynamic-author statistics
Pexxum Privileged EXEC
Mpumep:

(Routing) #clear radius dynamic-author statistics
Are you sure you want to clear statistics? (y/n) y

Statistics cleared.

client

3Ta KOMaHAa WuCnosib3yetca A/Aa HacTpoMku |P-agpeca waM MMeHM XOoCTa KauMeHTa cepBepa AAA.
Ucnonb3yiiTe HeobA3aTelbHOE K/IlOYEeBOE C/I0BO serverkey M CTPOKOBbLIMA aprymeHT A8 HacTPOMKKN Ktoya
cepBepa Ha YPOBHE KAMEHTa.

Mo ymonyaHuio None

®dopmar client { ip-address | hostname } [server-key [0|7] key-string]
Pexxnm Dynamic Authorization
Mpumep:

(Routing) (Config- radius-da)#client 10.0.0.1 server-key 7 devicel

no client

3Ta KOMaHAA yAanseT HAaCTPOEHHbIN KAWMEHT AMHAaMWYECKOW aBTOPM3aLMWM U K/OY, acCOUMMPYEMbIN Ha
YCTPOMCTBE C 3TUM KINEHTOM.

Mo ymonyaHuio None

dopmar no client { ip-address | hostname }
Pexxnm Dynamic Authorization
Mpumep:

(Routing) (Config- radius-da)#no client 10.0.0.1

debug aaa coa

ﬂ,aHHaﬂ KOMaHAa OTO6pa)KaET MHd)OpMaLI,MIO OoTNaA4nKa gUHaMMU4YECKOro cepBepa aBTopmn3auunn.
Mo ymonuanuwo  None

dopmar debug aaa coa

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

130



T “unnuhu%

PyKOBO,EI,CTBO no/ib3oBaTenA

5. Paspgen: KomaHabl ynpaBneHuns

Pexxum Privileged EXEC

debug aaa pod

[aHHaA KomaHza oTobparkaeT nakeTbl Disconnect Message.
Mo ymonyaHuio None

dopmar debug aaa pod

Pexxum Privileged EXEC

ignore server-key

[JaHHas HeobA3aTeNbHasA KOMaHAa HacTpaMBaeT YCTPOMCTBO TakKMM 06pPasoM, YTO OHO UFHOPUPYET KoY
cepBepa.

Mo ymonyaHuio OTKAOYeHO

dopmar ignore server-key
Pexxnm Dynamic Authorization
Mpumep:

(Routing) (Config- radius-da)#ignore server-key

no ignore server-key

[aHHaa Heobs3aTeNbHAA KOMAHZA HACTpPaMBaeT YCTPOMCTBO TakKMM 06pasom, 4YTO OHO nepecTaér
UIrHOPUPOBATb K/tOY cepBepa (BO3BPALLAACh Ha HACTPOMKM MO YMOJIYAHUIO).

Mo ymonyaHuto OTKAOYeHO

dopmart no ignore server-key
Pexxnm Dynamic Authorization
Mpumep:

(Routing) (Config- radius-da)#no ignore server-key

ignore session-key

[aHHas HeobsA3aTe/IbHasA KOMaHAA HacTPauMBaeT YCTPOMCTBO TaKMM 06pa3om, YTO OHO UFHOPUMPYET KJtod
ceccum.

Mo ymonuanuw  OTKAOYEHO
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dopmar ignore session-key
Pexxnm Dynamic Authorization
Mpumep:

(Routing) (Config- radius-da)#ignore session-key

no ignore session-key

NaHHaa HeobA3aTe/ibHasA KOMaHAa HacTpauMBaeT YCTPOMCTBO TakMm 06pasom, 4TOo OHO MepecTaér
MIHOPUPOBATb K/HOY ceccum (BO3BPaLLLafACh Ha HACTPOMKM MO YMOIYaHMIO).

Mo ymonyaHuio OTKAOYeHOo

dopmar no ignore session-key
Pexxum Dynamic Authorization
Mpumep:

(Routing) (Config- radius-da)#no ignore session-key

port

Ucnonb3yite 3Ty KOmaHay ana ykasaHusa UDP-nopTta, Ha KOTOPOM ycTponcTBo byaeT caywatb RADIUS-
3anpochbl OT K/AMEHTOB AMHaMMYecKol aBTopusaumnn. Noaaepxusaemblii AManasoH noptos: 1025 — 65535.

Mo ymonyaHuio 3799

¢0pM3T port port-
number
Pexxum Dynamic

Authorization
Mpumep:
(Routing) (Config- radius-da)#port 1700

no port

Ucnonb3yiite 3Ty KomaHay Ana cbpoca Hactpoek UDP-nopta gns RADIUS-3anpocoB Ha 3aBogcKue
HACTPOMKM.

Mo ymonyaHuio 3799

dopmar no port
Pexxum Dynamic Authorization
Mpumep:
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(Routing) (Config- radius-da)#no port

radius accounting mode

JaHHas KomaHga BKAoYaeT pyHKLMIO ydeTa RADIUS.
Mo ymonuaHuwo  disabled

dopmar radius accounting mode

Pexxum Global Config

no radius accounting mode
[aHHan KomaHaa cbpacbiBaeT pyHKUMIO yyeTa RADIUS Ha 3aBoACKMe 3HAUYeHUA (TO ecTb, OTK/OYaET ee).
dopmar no radius accounting mode

Pexxum Global Config

radius server attribute 4

[aHHaa KomaHaa HacTpauaeT KaneHT RADIUS ans ucnonb3osaHua atpubyTta NAS-IP Address B RADIUS-
3anpocax. EcnmM onpepeneHHbit |IP-agpec HacTpoeH npu  BKAOYEHHOM aTpubyte, RADIUS-KaneHT
ncnonbayert aToT IP-aapec npu otnpaske aTpnbyTa NAS-IP Address B RADIUS-KOMMYHUKaLMK.

dopmar radius server attribute 4 [ipaddr]
Pexxum Global Config
TepmuH 3HauyeHue
4 ATpunbyt NAS-IP Address ana ncnonbsosaHus B 3anpocax RADIUS.
ipaddr IP-agpec cepBepa.

no radius server attribute 4

«No»-Bepcus 4aHHOM KOMaHAbl OTKAtoYaeT rnobanbHble napameTpbl aTpnbyta NAS-IP Address gns
KnneHToB RADIUS. Ecam 3ToT napameTp oTKAtoYeH, KameHT RADIUS He oTtnpasnset aTpubyT NAS-IP-Address
8 RADIUS-3anpocax.

dopmar no radius server attribute 4 [ipaddr]

Pexxum Global Config
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Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Switch) (Config) #radius server attribute 4 192.168.37.60
(Switch) (Config) #radius server attribute 4

radius server host

[aHHaa KomaHaa no3sonseT HacTpouTb IP-agpec nunn DNS-uma ana ssanmopgeinctens ¢ RADIUS-cepeepom
BblbpaHHOro TmMna. Mpwu HacTpomke IP-agpeca nnn DNS-umeHn ana cepBepoB MAEHTUPUKALUMM MM yYeTa
MOXHO TaKMKe HacTpouTb HOMep nopTa M umA cepsepa. Ecan cepsepa uaeHTMdOMKaAUMM U yyeTa
CKOHUrypmpoBaHbl 6e3 UMeHK, TO KomaHaa ncnosbsyet nmeHa Default_RADIUS_Auth_Server u

Default_RADIUS_Acct_Server cooTBeTcTBEHHO. MmeHa cepBepoB ayTeHTUOUKALMM MOTYT MOBTOPATHCS,
MMeHa CepBEPOB Y4YETa AOJIKHbI ObiTb YHUKanbHbiMW. KnneHt RADIUS nossonser HacTpauBaTtb A0 32
cepBepoB ayTeHTUDMKALMMK U yyeTa.

Ecnu Bbl Ucnonb3yeTe napameTp auth, komaHga HacTpameaeT IP-agpec uam uMaA xocta AaA NOAKAIOYEHUA
K cepBepy ayteHTUdMKaumm RADIUS. Bbl morXKeTe HacTpouTb A0 3 cepBEPOB Ha Kaxkaoro KameHta RADIUS.
Ecnm JOCTUTHYTO MaKCMManbHOE KOMYECTBO CEPBEPOB, KOMaHAa He BbIMOMHAETCA A0 Tex Nop, NOKa Bbl He
yAanuTe oauH U3 cepBepoBs npu nomowy «No»-Bepcumn KomaHabl. Eciv Bbl Mcnonb3yeTe Heoba3aTeNbHbIN
napameTtp port, KomaHga HacTpamsaeT Homep nopTta UDP gna ucnonb3oBaHWA NpU NOAKAOYEHUU K
HacTpoeHHoMmy cepsepy RADIUS. mnana3oH noptos: 1 — 65535, nopTt no ymonyaxuio: 1812.

% Mpumeuanue: [na nepeHacTporku cepsepa ayteHTUdPUKaumm RADIUS Ha mcnonb3oBaHue
nopta UDP no ymonyaHutio, HacTpolTe napameTp port Ha 1812.

Ecnun Bbl cnonb3yeTe napameTp acct, KOMaHAa HacTpausaeT IP-agpec nnn nma xocta gna NOAKAIOYEHUA
K cepsepy y4dyeta RADIUS. Bbl moKeTe HaCTpOUTb TONBbKO OAMH cepBep y4yeTa. Ecan cepsep y4verta yxe
HacTpoeH, ncnosb3yite «No»-Bepcuto KoMaHabl, YTOObI YAaNTb TEKYLLYO KOHOUIypaumio. YKasaHHbIN IP-
agpec UNM MMA XOCTa AONXKHbI COBNAafaThb C NpeaBapuTe/IbHO HACTPOEHHbIM cepBepom yyeTa. Ecan Bbl
ucnonb3yete HeobA3aTeNbHbIM NapameTp port, KOMaHZa HacTpauBaeT Homep nopTta UDP ana
MCNONb30BaHUA NPU NOAKAOYEHUU K HacTpoeHHOMY cepBepy yyeTa RADIUS. Ecam port y»Ke HacTpoeH
ONA cepBepa y4yeTa, HOBOe 3HAyeHMe port 3aMeHUT npegblayuiee. 3HadeHne port [OMKHO ObiTb B
npegenax gnanasoHa 0 — 65535, nopt 1813 BbIGpaH Mo ymon4aHuto.

% MpumeyaHume: [na nepeHacTpoikn cepsepa yvyeta RADIUS Ha ncnonb3osaHune nopta UDP
NO YMONYAHUIO, YCTAHOBUTE NapameTp port Ha 1813.

dopmar radius server host {auth | acct} {ipaddr|dnsname} [name servername] [port
0-65535]
Pexxum Global Config
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Mone OnucaHue
ipaddr IP-agpec cepsepa.
dnsname DNS-uma cepsepa.
0-65535 Homep nopTta, Mcnonb3yemblii Ansa coeAMHEHNA C yKa3aHHbIM cepsepom RADIUS.
servername Mmsa, ucnonbsyemoe gna naeHtmduKaunm cepsepa.

no radius server host

«No»-Bepcua JaHHON KOMaHAbl yAanAeT HAaCTPOEHHYHO 3aMMCb cepBepa M3 CNUCKA HAaCTPOEHHbIX CEPBEPOB
RADIUS. Ecnu cepsep ayTeHTUdMKaumm RADIUS yaaneH, HO CyWwecTBYET APYroi CEPBEP C TEM Ke UMEHEM,
RADIUS-knneHTbl 6yayT ucnosib3oBaTb ero. Ecam ucnonbsyerca kawoyesoe cnoso 'auth’, npegblaywimin
cepsep ayteHTuduKaumm RADIUS byaeT yaaneH us KoHdurypaumun. Kntoyeesoe cioBo 'acct’ noxoxum
obpasom ygansaet cepsep ydyeta RADIUS. Mapametp ipaddr | dnsname gonxeH coBnagatb ¢ IP-agpecom
nnu nmeHem DNS paHee HacTpoeHHoro cepsepa RADIUS (yueta nnbo ayTeHTUGUKaLMM).

dopmar no radius server host {auth | acct} {ipaddr/dnsname}
Pexxum Global Config

Mpumep: HnxKe npmBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Switch) (Config) #radius server host acct 192.168.37.60
(Switch) (Config) #radius server host acct 192.168.37.60 port 1813
(Switch) (Config) #radius server host auth 192.168.37.60 name Networkl_ RS port 1813
(Switch) (Config) #radius server host acct 192.168.37.60 name Network2_RS
(Switch) (Config) #no radius server host acct 192.168.37.60

radius server key

[aHHaA KOMaHAa HacTPanBaET K4, UCNOIb3yeMblA NPU KOMMYHUKaLMK KMEHTa U ONpeaeNeHHoro
cepsepa RADIUS. B 3aBUCMMOCTM OT TOFO, KaKoe K/toueBoe C/I0BO ncnosb3yeTcsa: 'auth' nam 'acct' - obwmin
CeKpeTHbI Kntod HacTpamsaeTca gns RADIUS-cepBepa ayTeHTUdUKaUUM b0 yyeTa. YKasaHHbIN IP-agpec
WKW MMA XOCTA AOJIKHbI COBNAaAaTh C NpeaBapuUTe/ibHO HaCTPOEHHbIM cepBepom. Mpu BbINOAHEHUN
KOMaHZbl 3aMNpaLllnBaAETCA CEKPETHbIN KoY.

TeKkcTOBanA KOHPUrypauusa nogaepKMBaeT CEKpeTHble Katoum cepeepa RADIUS KaK B 3awimMdpoBaHHOM, Tak
M B He 3awmndpoBaHHOM popmaTax. [Mpr coxpaHeHUU KOHOUrypaLmm SaHHbIE CEKPETHbIE KAKOUYM XPaHATCA
TONbKO B 3aWwMdpoBaHHOM BuAe. Ecam Bbl XOTUTe BBECTM Koy B 3awmndpoBaHHOM dopmaTte, BBeAUTE
K04 BMECTe C K/atoYeBbiM CNnoBom «encrypted». Mpu BbINOAHEHUM KOMaHAabl show running-config

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

135



S

PyKOBO,EI,CTBO no/ib3oBaTenA
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3TW CEKPETHble KAtoun oTobparkatoTcs B 3awndpoBaHHOM dopmaTe. Bbl He MOXKeTe NoKasaTb 3TW K/ouuM B
dopmate 06bIYHOTO TEKCTA.

Dél'lpumeqanue: CeKpeTHbIM KoY [0/1KeH CoCToATb U3 He 6osiee yem 16 undp n/vmnn byks.

dopmar radius server key {auth | acct} {ipaddr[dnsname} encrypted password
Pexxum Global Config
Mone OnucaHue
ipaddr IP-agpec cepBepa.
dnsname DNS-ums cepsepa.
password Maponb B 3awmndppoBaHHOM dopmare.

Mpumep: HnxKe npmuBeaeH npumep KOMaHAbl.
radius server key acct 10.240.4.10 encrypted encrypt-string

radius server msgauth

[aHHaa KomMaHAa aKTuBMpyeT O¢YHKLUMIO MNPOBEPKU MNOAMHHOCTM COOOLWEHMA, MCNOAb3YEMOro ANs
onpegeneHHoro RADIUS-cepBepa ayTeHTUdMKALMN.

dopmar radius server msgauth ipaddr|[dnsname
Pexxum Global Config

Mone OnucaHue
ip addr IP-agpec cepBepa.
dnsname DNS-umsa cepsepa.

no radius server msgauth

[aHHaa KoMaHZa OTKAYaeT OQYHKLUMIO NPOBEPKM MNOANMHHOCTM COODOLEHMA, WCMNOb3yeMoro Ans
onpegeneHHoro RADIUS-cepBepa ayTeHTUdMKALMN.

dopmar no radius server msgauth ipaddr[dnsname

Pexxum Global Config
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radius server primary

[aHHaa KomaHAa No3BosAeT Bbi6paTb NEPBUYHbIN CEPBEP M3 TPYMMbl HACTPOEHHbIX CEPBEPOB C OAHUM U
TEM e uMeHemM. MOXHO HacTPOUTb HECKOJ/IbKO MEPBUYHbBIX CEPBEPOB, MO OAHOMY AJA KaXKAOW TaKoW
rpynnbl. Korga knneHT RADIUS poneH BbINOAHATL OMepaumu c cepBepom ayteHTudukaumm RADIUS,
UMELMM YKA3aHHOE WMA, KIMEHT WMCMONb3yeT MEPBUYHbLIA CepBeEp, MMELWMI yKa3aHHOE MMA No
ymon4yaHuto. Eciv B3anmoseincrene mexay KNMeHTOM U NepBUYHBIM CEPBEPOM MO KAaKMM-IMB0 NPpUYMHAM
HEBO3MOXHO, KJ/IMEHT MCNOJIb3yeT pe3epBHble CepBepbl, Ha KOTOPbIX HACTPOEHO TO e UMA. ITu
pe3epBHble cepBepbl CYUTIOTCA BCMOMOraTeibHbIMM.

dopmar radius server primary {ipaddr[dnsname}
Pexxum Global Config

MNone OnucaHue
ip addr IP-agpec cepBepa ayTeHTMdPUKaunm RADIUS.
dnsname DNS-uma cepsepa.

radius server retransmit

3Ta KOMaH4a HacTpauBaeT r/106asibHbIA NapameTp ana kameHTta RADIUS, 3agatowmin KoamyecTso nepeaad
CoObLLEHNI, KOTOpble A0/KHbI ObITb cAenaHbl, Npexae yem byaet npovsseseHa MOMbITKA CBA3ATbCA C
BCMNOMOTaTe/IbHbIM cepBepom ayTeHTUdUuKaumm RADIUS. Ecnm maKkcMmanbHOe KOAMYecTBO MOMbITOK A/
cepsepa yyeta RADIUS 6yaeT ncuepnaHo U OTBET He ByAET NOyYeH, KNTUEHT HE CBA3bIBAETCA C KAKUM-TN60
ApPYyrMm cepBepom.

Mo ymonyaHuio 4

dopmart radius server retransmit retries
Pexxum Global Config
MNone OnucaHue
retries MaKcumanbHOe KOIMYeCcTBO NOMbITOK Nepesayn B gManasoHe ot 1 go 15.

no radius server retransmit
«No»-Bepcua AaHHOW KOMaHAbl COpacbiBaeT 3HaYeHNe NnapaMeTpa 3HaYeHUA Mo YMOAYAHMIO.
dopmart no radius server retransmit

Pexxum Global Config

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

137



PykoBogacTBO nonb3osaTens
5. Paspgen: KomaHabl ynpaBneHuns

radius source-interface

Ucnonb3yiite 3Ty KOMaHAY, YTOObl YKa3aTb GU3UYECKMIA MU NIOTUYECKUI UHTepdENC ANA UCNONb30BaHMA B
KauecTBe WHTepdenca UcToyHMKa KameHta RADIUS (IP-agpec wucTtoyHuKa). Ecnm agpec wmcxogHoro
nHTepdelica HaCcTpoeH, OH ucnonbsyetca ana scex RADIUS-KOMMYHUKaLMI mexay CepBepoOM U KAUEHTOM.
BbibpaHHbIli IP-agpec uHTepdeinca-UCTOYHUKA WMCMONb3yeTcA ANA 3anosiHeHus |P-3arofioBKa NaKeToB
npotokona ynpasneHus RADIUS. 3To nossonsieT ycTpolicTBam 6e30nacHOCTU (MeXKCeTeBblM 3KpaHaM)
onpeaenstb UCXOAHbIE MAKEeTbl, UCXOAALLME OT KOHKPETHOTO KOMMYyTaTopa.

Ecnn MHTepENC-UCTOYHUK He yKasaH, NepBuYHbIA IP-agpec ucxoasuwero uHtepdenca ncnoab3yerca B
KayecTBe MCXOA4HOro agpeca. Ecan CKOHOUIypupoBaHHbIA WHTepdeic He paboTaeT, KameHT RADIUS
BO3BPALLAETCA K €ro NOBEAEHMIO MO YMONYAHMIO.

®dopmar radius source-interface {unit/slot/port | loopback loopback-id | vlan vian-id}
Pexxum Global Config
MNapametp OnucaHue
unit/slot/port NaeHTMdMKATOP, Ha3HAYEHHbIA KOMMYTATOPY.
loopback-id HacTtpoiika loopback-uHtepdeliica. lnanasoH loopback ID - ot 0 go 7.
vlan-id HactpavBaetr wuHTepdeiic VLAN pgna  wucnonb3oBaHuAa ¢ IP-agpecom
MCToYHMKa. AnanasoH VLAN ID - ot 1 no 4093.

no radius source-interface

[daHHaas KomaHga wucnonb3yetrcA ana cbpoca wuHTepdelica-uctoyHnka RADIUS Ha HacTpoiku no
YMOANYAHUIO.

dopmar no radius source-interface

Pexxum Global Config

radius server timeout

3Ta KOMaHA4a HacTpamBaeT rnobanbHbIN NapameTp 4nsa KameHta RADIUS, yKasbiBatowuii 3HaYeHne
TalimayTa (B CeKyHAax), Nocsie KOTOPOoro 3anpoc fo/KeH 6bITb NOBTOPHO NepeaaH Ha cepeep RADIUS, ecau
OTBET He MoJly4YeH. 3Ha4YeHMe TalmayTa - LLenoe Yncao B ananasoHe ot 1 o 30.

Mo ymonyaHuio 5

dopmar radius server timeout seconds
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Pexxum Global Config

Mone OnucaHue

retries MaKcrmManbHOE KOIMYECTBO NOMNbITOK Nepeaayn B guanasoHe ot 1 go 30.

no radius server timeout
«No»-Bepcua faHHOM KOMaHAbl cOpacbiBaeT TalMayT Ha 3HAYEHMA MO YMOAYAHUIO.
dopmar no radius server timeout

Pexxum Global Config

server-key

Mcnonb3yiite 3Ty KOMaHA4y AN HACTPOMKM 06LLero 0bLLEro CEKPETHOTo KAtoYa, KOTOPbIM MCNoIb3yeTca Ans
BCEX K/MEHTOB AMHAMWYECKON aBTOpPU3aLMKM, AN KOTOPbIX HE HACTPOEH WHAMBUAYANbHbIA CEKPETHBbIN
K/toY.

Mo ymonyaHuio None

dopmar server-key [7] key-string
Pexxum Dynamic Authorization
TepmuH 3HaueHue

0 Heobxoammo BBeCTM He3aWMPPOBAHHbIN Katoy

7 Heobxoammo BBecTM 3aIMPPOBAHHbIN KoY

string Obwan cekpeTHas CTpoKa. MaKcMmanbHas pAauHa coctaBaset 128
CMMBONOB Ans He3awndpoBaHHOrO Kawuya M 256 cumBonos - AnAa
3awmndposaHHoro. MepeonpeaensaeT rnobanbHble HAaCTPOMKM TONBKO ANA
3TOro KnAveHTa. [nA MCnonb3oBaHWA CMNeLCcMMBONOB uauM npobenos
3aK/0UMTE UX B KaBbIYKMU.

Mpumep:

(Routing) (Config-radius-da)# server-key encrypted mydevice

no server-key

JaHHaa KomaH4a ncnonb3yeTca ANA yaaneHua KOHd)MI'ypaLI,MM rno6anbHOro O6LU,eFO CEKPETHOro K/to4a.
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Mo ymonyaHuio
dopmar
Pexxum

Mpumep:

None
no server-key

Dynamic Authorization

(Routing) (Config-radius-da)#no server-key

show radius

JaHHas KomaHda oTobparKaeT 3HaYeHMA HACTPOEHHbIX INMobanbHbIX MapaMeTpoB AaA KaneHTa RADIUS.

dopmar show radius
Pexxum Privileged EXEC
TepmuH 3HaueHue
Number of | KonnyecTBo HacTpoeHHbIX cepBepoB ayTeHTUduKaumm RADIUS.
Configured

Authentication
Servers

Number of
Configured
Accounting Servers

Konunuectso HacTpoeHHbIX cepBepoB y4yeta RADIUS.

Number of Named
Authentication
Server Groups

Konunuectso rpynn RADIUS-cepBepoB ayTeHTUDUKALMUN, UMEIOLLUX UMS.

Number of Named
Accounting Server
Groups

Konunuectso rpynn RADIUS-cepBepoB y4eTa, MMEHLWNX NMA.

Number of
Retransmits

HacTpoeHHOe 3HayeHMe MaKCMMasbHOro KoaM4yecTBa NMOBTOPHbIX nepegay
nakKeTa 3anpoca.

Time Duration

HacTpoeHHoOe 3HayeHMe TailimayTa (B CeKyHAax) ANs NOBTOPHOM nepenayn
3anpoca.
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eHunAa

TepmuH

3HaueHue

RADIUS
Accounting Mode

FnobanbHbIi NapameTp, YKA3blBAOLLMIA, BKKOYEH /IM PEXMM yyeTa And
BCEX CepBepOB.

RADIUS Attribute 4
Mode

FnobanbHbI NapameTp, YyKasblBaloWMi, paspewweH an aTpubyt NAS-IP-
Address gna ncnonb3osaHua B RADIUS-3anpocax.

RADIUS Attribute 4
Value

FnobanbHbI NapameTp, KOTOpbIn onpeaenseT IP-agpec, Ucnonb3yemblii B
atpmbyTte NAS-IP-Address ana ncnonbsosaHua B RADIUS-3anpocax.

Mpumep: BoiBo K
(Switch) #show radius

Number of Con
Number of Con
Number of Nam
Number of Nam
Number of Ret
Time Duration
RADIUS Accoun
RADIUS Attrib
RADIUS Attrib

OMaHHOM CTPOKN AN1A AaHHOW KOMaHAbI.

figured Authentication Servers............. 32

figured Accounting Servers..........ceeveu. 32

ed Authentication Server Groups............ 15

ed Accounting Server GroupS........eeeeeees 3

L= T T 11 o~ 4
........................................... 10

ting Mode. ..ottt ittt Disable

ute 4 Mode. ... viiiiii it ittt Enable

ute 4 Value ..itiiiiiiii i it 192.168.37.60

show radius servers

3Ta KOMaHZA oTobparkaeT CBOAHYHO MHbOPMAUMIO M NoApPObHbIe CBEAEHUA O cepBepax ayTeHTUdMKaLUK
RADIUS, HacTpoeHHbIX ana RADIUS-knuneHTa.

dopmar show radius servers [{ipaddr/dnsname | name [servername]}]
Pexxum Privileged EXEC
MNMone OnucaHue
ipaddr IP-agpec cepBepa ayTeHTUPUKALNMN.
dnsname DNS-ums cepBepa ayTeHTUPUKALNMN.
servername Nma, ncnonbsyemoe ana naeHTMdUKaumm cepeepa.
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Mone OnucaHue
Current CumBon * nepen agpecom cepBepa YKasbiBaeT, YTO B AaHHbI MOMEHT
cepBep ABNAETCA aKTUBHbIM.
Mone OnucaHue
Host Address IP-agpec xocTa.

Server Name

Nma cepsepa ayTeHTUDUKaLMN.

MopTbl MopT, UCNONb3YEMbIN ANA CBA3WN C CEPBEPOM ayTEHTUOUKALMMN.

Type YKasbiBaeT, OydeTr M  AaHHbIM  cepBep SABAAETCA MNEPBUYHbIM UK
BCMOMOTraTe/IbHbIM.

Current Host | IP-agpec cepBepa ayTeHTUIUKALUKN, AKTUBHOIO B HACTOSLLMA MOMEHT.

Address

Secret JNlornyeckoe 3HauyeHue "[Oa" mam "Het", ykasbiBatoliee, CKOHOUIYypMpoBaH

Configured /I JaHHbIM CEPBEP C CEKPETHLIM NMapoeM.

Number of | HacTpoeHHOe 3HayeHMe MaKCMMa/IbHOro Ko/IMYecTBa MOBTOPHbIX nepenad

Retransmits

NMakKeTa 3anpoca.

Message
Authenticator

FnobanbHbli  NapameTp, YKa3blBaOLWWM,
NPOBEPKM NOAMHHOCTU COOBLLEHUA.

aKTUBUpPOBAH /M aTpubyT

Time Duration

HacTpoeHHoe 3HauyeHWe TamayTa (B CeKyHAax) ANA NOBTOPHOMN nepenayu
3anpoca.

RADIUS
Accounting
Mode

FnobanbHbI NapaMeTp, yKa3blBaKOLWMIA, BKAOYEH 1N PEKMM yYeTa AN BCeX
cepBepos.

RADIUS Attribute 4
Mode

nobanbHbIN NapameTp, YKasbiBalOWMWM, BKAOYEeH nu aTpubyt NAS-IP-
Address gna ncnonb3soBaHma B 3anpocax RADIUS.
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mmunum%

Mone

OnucaHue

RADIUS Attribute 4 | TnobanbHbIi NapameTp, KOTopbIn onpeaenseT IP-agpec, ncnonb3yemblii B
Value atpmbyTte NAS-IP-Address ana ncnonbsoBaHMa B 3anpocax RADIUS.

Mpumep: BbiBog KOMaHAHOW CTPOKM A8 AaHHON KOMaHApbI.

(Switch) #show radius servers

Cur Host Address Server Name

* 192.168.37.200 Networkl RADIUS_Server

192.168.37.201 Network2_ RADIUS_Server
192.168.37.202 Network3_RADIUS_Server
192.168.37.203 Network4 RADIUS_Server

(Switch) #show radius servers name

Current Host Address Server Name Type
Networkl_ RADIUS_Server Secondary

192.168.37.201 Network2_RADIUS_Server Primary
192.168.37.202 Network3_RADIUS_Server Secondary
192.168.37.203 Network4 RADIUS_Server Primary
(Switch) #show radius servers name Default_RADIUS_Server

Server Name.....vveeeeee oo eonnnnnnans Default_RADIUS_Server

Host Address.......cciiiiiiiiinneennnn. 192.168.37.58

Secret Configured.......cvviivinnnnnnns No

Message Authenticator ................. Enable

Number of Retransmits.................. 4

Time Duration..........coiiiiiiiiinnnnn. 10

RADIUS Accounting Mode..........cvuvn Disable
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RADIUS Attribute 4 Mode................ Enable
RADIUS Attribute 4 Value .............. 192.168.37.60

(Switch) #show radius servers 192.168.37.58

Server Name......ooiiiiiiiiiinnennnnnnn Default_RADIUS_Server
Host Address........cciiiiiiiiinnnnnnnns 192.168.37.58

Secret Configured........ccivivviinnnnns No

Message Authenticator ................. Enable

Number of Retransmits.................. 4

Time Duration........coviiiiiiiinnnnn 10

RADIUS Accounting Mode........ccvvuvuennn Disable

RADIUS Attribute 4 Mode................ Enable

RADIUS Attribute 4 Value .............. 192.168.37.60

show radius accounting

3Ta KomaHaa oTobparkaeT cBOAHYHO MHPOPMALMIO O HACTPOEHHbIX cepBepax yyeTta RADIUS.

dopmar show radius accounting name [servername]
Pexxum Privileged EXEC
Mone OnucaHue
servername Nma, ncnonbsyemoe ana naeHtudmKaumm cepsepa.
RADIUS lnobanbHbIN NapameTp, YKa3biBatOLWMIA, BKOYEH 1M PEXUM yUYETa ANA BCEX
Accounting cepsepos.
Mode

Ecnm Bbl He yKarkeTe KaKue-nbo napameTpbl, 0TOOPA3UTCA TONIbKO PEXMM ydeTa U AaHHble
cepsepa yyeTta RADIUS.

TepmuH 3HauyeHue
Host Address IP-agpec xocTa.
Server Name NUma cepBepa yyeTa.
MopTol MopT, ncnonb3yemblit ANA CBA3U C CEPBEPOM y4YeTa.
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TepmuH 3HayeHue
Secret JNlornyeckoe 3HaveHue "Oa" nam "Het", yKasbiBatolee, CKOHOUIYpMpoBaH
Configured N JaHHbIM cepBep C CEKPETHLIM NMaposem.

Mpumep: BbiBog, KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

(Switch) #show radius accounting name

Host Address Server Name Port Secret
Configured
192.168.37.200 Networkl RADIUS_Server 1813 Yes
192.168.37.201 Network2 RADIUS_Server 1813 No
192.168.37.202 Network3_RADIUS_Server 1813 Yes
192.168.37.203 Network4 RADIUS_Server 1813 No

(Switch) #show radius accounting name Default_ RADIUS_ Server

Server Name.....vveeeeen e ononnnnans Default_RADIUS_Server
Host Address........cciviiiiiiinneennnn. 192.168.37.200

RADIUS Accounting Mode........ccvvuvuennn Disable

o 1813 Secret
Configured ....vvvitiiiiinnnennnnnnns Yes

show radius accounting statistics

3Ta KOMaHAZa oTobparkaeT CTaTUCTMKY cepBepoB yyeTa RADIUS.

dopmar show radius accounting statistics {ipaddr[dnsname | name servername}
Pexxum Privileged EXEC
TepmuH 3HaueHue
ipaddr IP-agpec cepBepa.
dnsname DNS-uma cepsepa.
servername Nms, ncnonbsyemoe ans naeHTudUKaumm cepeepa.
RADIUS NUma cepBepa yyeTa.
Accounting Server
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TepmuH

3HaueHue

Name

Server Host

Address

IP-appec xocTa.

Round Trip Time

NHTepBan BpemeHM, B COTbIX [AONAX CEKyHAbl, MeXay nocaegHum
Accounting-Response u Accounting-Request, KOTOpbIi COOTBETCTBOBAN eMY
C AaHHoro cepsepa ydyeta RADIUS.

Requests

Konnuyectso naketos Accounting-Request RADIUS, oTnpaBnaeHHbIX Ha 3TOT
cepBep. ITO YNCNO He y4YUTbIBaeT MOBTOPHYIO Nepeaayy nakeTos.

Retransmission

Konunyectso nakeTos Accounting-Request
OTNpaB/iIeHHbIX Ha 3TOT cepBep.

RADIUS, NOBTOPHO

Responses Konnyectso RADIUS-nakeToB, NONYYEHHbIX HA NOPT y4yeTa C 3TOro cepsepa.

Malformed KonnyectBo  owmnbouHbix naketoB  RADIUS  Accounting-Response,

Responses NMosly4YeHHbIX C 3Toro cepsepa. OwwnboyHble NaKeTbl BKAKOYAOT B cebA
NnakeTbl HEKOPPEKTHOM A/NWHbl. HeKkoppeKTHble ayTeHTUOUMKATOPbl UK
aTpubyTbl NOANUCK, A TaKXKe HEU3BECTHbIE TUMbl HE YYUTbIBAKOTCA.

Bad Konnuecteo naketoB RADIUS Accounting-Response, coaepKawmx

Authenticators

HEKOPPEKTHbIE ayTEHTUPUKATOPLI U MOAYHEHHDBIX C 3TOrO cepeepa.

Pending Requests

Konnuectso naketoB RADIUS Accounting-Request, oTnpaBneHHbIX Ha 3TOT
cepBep, BpeMA 0XMUOAHUA KOTOPbIX HE UCTEK/IO, NN KOTOPbIE HE MOAYyYnIu
oTBeT.

Timeouts

Konunuyectso TaliM-ayToB y4yeTa 414 3TOro cepsepa.

Unknown Types

Konnyectso RADIUS-nakeTtoB HEW3BECTHbIX 6binun

nosy4yeHbl C 3TOro cepesepa Ha NopT y4yeTa.

T™MNoB, KOTOpPbIE

Packets Dropped

Konnuectso RADIUS-nakeToB, NOAy4YeHHbIX C AQHHOro cepsepa Ha nopT
yyeTa, KoTopble BblM OTKNAOHEHbI NO KaKo NGO MHOM NpUYKnHe.

Mpumep: BbiBoa KOMaHAHOM CTPOKM ANA AaHHOM KOMaHAbl.
(Switch) #show radius accounting statistics 192.168.37.200

@ J) QTECH |

MWP HOCTYMNHEE

www.qtech.ru

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

146




T “unnuhu%

PyKOBO,EI,CTBO no/ib3oBaTenA

5. Paspgen: KomaHabl ynpaBneHuns

RADIUS Accounting Server Name........ceoeuuess Default_RADIUS_Server
Host Address.......ciiiiiiiiiiiiiinnnneerennnns 192.168.37.200
Round Trip Time... ..ot iiiiiiiiiiieennnnnns 0.00

RequestS. . ittt ittt ittt 0
Retransmissions.......coieiiiiiiiiiiiiinnnnnns (%]

2= o ] = 0

Malformed RESPONSES. ...t iiiiinneeereennnnnns (%]

Bad Authenticators............ciiiiiiiiiiinnn, (4]

Pending Requests.....vviiiieiiinnnnnneerennnns 0

L 11T o T o (4]

UnKnOown TypeS. . vttt nenenensnssenensssnnns 0

Packets Dropped.....c.civieierennnnnenennnnnans 0

(Switch) #show radius accounting statistics name Default_RADIUS_Server

RADIUS Accounting Server Name.........coveueen Default_RADIUS_Server
Host Address.......c.iiiiiiiiiiiiiinnieeennnns 192.168.37.200
Round Trip Time....vviie ittt nnnnnnns 0.00

ReqUeSTS. . ittt i i i i i i 0
Retransmissions.......coviiiiiiiiiiiiiiinnnnns 0

RESPONSES .« ittt i ittt i it it 0

Malformed RESPONSES. ...t iiinnnneeerennnnnnns (]

Bad Authenticators...........coiiiiiiiiiiiinn, 0

Pending RequestsS. ... viiiiiiiiininnnnerennnns 0

LT 0T & o~ 0

UnKNOWN TYPeS. v viiint it iennnnneessennnnesssns 0

Packets Dropped.....c.vviiiieiiininnnneerennnns 0

show radius source-interface

Ucnonb3yiite 3Ty KOomaHay B pexume Privileged EXEC ana otobpaxkeHus nHGopmaumMm O HacTPOEHHOM
KJMEHTCKOM MHTepdelice uctouHmnka RADIUS (IP-agpec ucToyHMKa).

dopmar show radius source-interface
Pexxum Privileged EXEC

Mpumep: BbiBOA KOMaHAHOMN CTPOKWN ANS AaHHOW KOMaHAbI.

(Routing)# show radius source-interface

RADIUS Client Source Interface.............. (not configured)

show radius statistics
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3Ta KOMaHAa oTobparKaeT CTaTUCTUKY HAaCTPOEHHbIX CepBepoB ayTeHTUduKaumm RADIUS.

dopmar show radius statistics {ipaddr|[dnsname | name servername}
Pexxum Privileged EXEC
TepmuH 3HayeHue
ipaddr IP-agpec cepBepa.
dnsname DNS-ums cepsepa.
servername Mms, ucnonbayemoe ana naeHTMdbuKaumm cepeepa.

RADIUS Server
Name

Nma cepsepa ayTeHTUDUKaLMN.

Server Host
Address

IP-agpec xocTa.

Access Requests

Konnyectso naketoB Access-Request RADIUS, oTnpaBneHHbIXx Ha 3TOT
cepBep. ITO YNCNO He y4YUTbIBaeT MOBTOPHYIO Nepeaayy nakeTos.

Access
Retransmissions

Konunyectso naketos Access-Request RADIUS, noBTOpHO oTnpaB/ieHHbIX Ha
3TOT cepBep ayTeHTUdPUKaumm RADIUS.

Access Accepts

Konunyectso nakeTos RADIUS Access-Accept (Bkntovan KaK
AeNCTBUTENbHbIE, TaK U HEAEeNCTBUTE/IbHbIE NAKETbI), MONYYEHHbIX C 3TOFO
cepsepa.

Access Rejects

Konunuyecteo naketos RADIUS Access-Reject (BKtouan Kak AeNCTBUTENbHbIE,
TaK U HeAeNCTBUTEIbHbIE MaKeTbl), MOYYEHHbIX C 3TOro cepBepa.

Access
Challenges

Konnyecteo  naketoB  RADIUS  Access-Challenge  (Bkatouyas  Kak
AEeNCTBUTENbHbIE, TaK U HEAEeNCTBUTE/IbHbIE NAKETbI), MONYYEHHbIX C 3TOFO
cepBepa.

Malformed Access

Konnuecteo ownbouHbix naketoB RADIUS Access-Response, noayyeHHbIX €

Responses sToro cepsepa. OwunboyHble NakeTbl BK/AOYAOT B ceba nakeTbl
HEKOPPEKTHOMN ANINHbI. HeKoppeKTHble ayTeHTUPUKATOPbl MAN aTPUOYTbI
NnoANnCK, A TaKKe HEM3BECTHbIE TUMbl HE YYUTbIBAOTCA.

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

148




S

PyKOBO,EI,CTBO no/ib3oBaTenA

5. Paspgen: KomaHabl ynpaBneHuns

TepmuH 3HayeHue
Bad Konunyectso nakeTos RADIUS Access-Response, coaeprkaLunx
Authenticators HEKOPPEKTHble ayTeHTUPUKATOPbI WU CUFHATYpPbl, NOAYYEHHbIX C 3TOro
cepBepa.

Pending Requests | Konanyectso naketoB RADIUS Access-Request, oTnpaBneHHbIX Ha 3TOT
cepBep, Bpema OXMOaHUA KOTOPbIX He UCTEKN0, UK KOTOpble He NOAYYUIn

oTBeT.
Timeouts Konunuyectso Talim-ayToB ayTeHTUPUKALMM oNa STOFO cepsepa.
Unknown Types KonnuyectBo-nakeToB HEM3BECTHbIX TMNOB, KOTOpble 6blM MNOMYYeHbl C

3TOro cepsepa Ha NOPT ayTeHTUDMKALUMN.

Packets Dropped Konnyectso RADIUS-nakeToB, NOAy4YeHHbIX C AAaHHOrO cepsBepa Ha nopT
ayTeHTUOMKaUMKM, KOTOopble OblIM OTKNOHEHbI MO KaKoW AMB6O WHOM
npu4ynHe.

Mpumep: BbiBog KOMaHAHOW CTPOKM A8 AaHHON KOMaHApbI.
(Switch) #show radius statistics 192.168.37.200

RADIUS Server Name......eeeererereoononnnnnens Default_RADIUS_Server
Server Host Address......coveiiiiiinennneenns 192.168.37.200
Access RequestS. .. vttt it inneeennnens 0.00

Access Retransmissions..........coviiiieennn. 0

Access AcCeptS.. ittt it it 0

Access Rejects. .. viiiiiiii it iiiinnnnnns 0

Access Challenges.....coeiiiiiiiiiinennnnnns 0

Malformed ACCESS RESPONSES...iiver e ennns 0

Bad Authenticators.............ciiiiiiiiiinnn. 0

Pending Requests.......cciiiiiiiiiiiiiiiiinnnn. 0

=T o o (4]

UNKNOWN TYPES . vt vttt iennnnneeesssnnnneesosnnns (4]

Packets Dropped......vviiiieiiinnnnnneerennnns (4]

(Switch) #show radius statistics name Default RADIUS_ Server

RADIUS Server Name....ueeeeeeeennooesoennnnnss Default_RADIUS_Server
Server Host Address.......eeiiiiinnnneerennnns 192.168.37.200
AcCcess RequestS. .. vttt iiieiennneennnens 0.00
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Access Retransmissions.........oveiiiiiinnnnnn (4]
AcCCesS ACCEPES. . ittt ittt eannnns 0
Access Rejects. v iiniiiiiiiiiiiniiiieennnnnns (4]
Access Challenges....ovveiiiiiinnereennnnnns (%]
Malformed Access ReSpONSesS.......cevvivnunnnns 0
Bad Authenticators............ciiiiiiiiiiinnn. (4]
Pending Requests......coviiiiiiiiiiiiniiinnnnns (%]
=T o (4]
UNKNOWN TYPeS .t vttt et eeeeenonnnnnensnsssssns 0
Packets Dropped......civiiiiieinnnnennnnnnnnns 0

5.11. KomaHnpgbl TACACS+

TACACS + obecneumBaeT KOHTPOAb A[OCTYNa ANs CETEBbIX YCTPOWUCTB Yepe3 OAMH WMAU HECKOJIbKO
LEeHTPann3oBaHHbIX cepepos. MogobHo RADIUS, 3TOT NpoTOKOA ynpowaeT ayTeHTUPUKALMIO, UCNOb3YA
eanHyto 6asy AaHHbIX, KOTOPaa MOXKET UCNO/Ib30BATLCA MHOTMMW KaMeHTamu B H6osbwon cetn. TACACS +
ocHoBaH Ha npoTtoKose TACACS (onucaHHom B RFC1492), HO A0OMNO/MHUTENbHO npeaycMaTpuBaeT
oTAenbHble CAYKObl ayTeHTUOUKAUWMKW, aBTOpPU3aLMM WU y4yeTa. McxogHbiM npoTokosiom 6bin UDP,
OCHOBaHHbIM Ha coobuleHUsX, nepedaHHbIX NO CETU B BUAE OTKpbIToro Tekcra. TACACS + mucnonb3syet TCP
ANna obecneyeHNn HageKHOM AOCTAaBKM U OBLWMIA KoY, HAaCTPOEHHDbIW Ha K/MEHTe U AeMOHe cepBepa g
WwndpoBaHNs BCex COOBLLEHUA.

tacacs-server host

Ucnonb3yiiTe pAaHHylo KomaHay B pexume Global Configuration ana Hactpitoku cepsepa TACACS+.
KomaHga aktusumpyet pexunm koHourypaumm TACACS+. MNapameTtp ip-address|hostname - 3to IP-
agpec manm mma xocta cepsepa TACACS+. [na yKasaHMA HECKOJIbKMX XOCTOB WCMOJIb3yMTe KOMaHAy
tacacs-server host HeckonbKo pas.

dopmar tacacs-server host ip-address [hostname

Pexxum Global Config

no tacacs-server host

NaHHas KOomMaHaa yaanseT yKkasaHHoe uma xocTa uam IP-agpec. NMapametp ip-address [hostname - 3to
IP-agpec nan nma xocta cepsepa TACACS+.

dopmar no tacacs-server host ip-address [hostname
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Pexxum Global Config

tacacs-server key

[aHHaa KomMaHZa HacTpamBaeT KoY ayTeHTUGUKauMM 1 WindpoBaHUS ANs BCEX KOMMYHMKaumii TACACS+
mexagy kommytatopom u aemoHom TACACS+. MMapameTp key-string wumeeT agmanasoH 0 — 128
CMMBOJIOB W 33aZaeT KoY ayTeHTudMKaumMm M wnudpoBaHUAa Ana Bcex KoOMMmyHuKaumii TACACS+ mexay
KommyTatopom mn cepsepom TACACS+. Kntou gokeH cOOTBETCTBOBATbL TOMY, YTO MCMOJIb3yeTCcA B AEMOHe
TACACS+.

TeKcToBana KoHPUrypaums noanepxmBaeTt cekpeTHble Katoum cepsepa TACACS Kak B 3alundpoBaHHOM, TaK
M B He 3awmndpoBaHHOM dopmaTax. Mpu coxpaHeHMM KOHPUIypaLMKM OaHHbIE CEKPETHbIE KAOUYM XPaHATCS
TONbKO B 3aWMdpoBaHHOM BUAE. ECnm Bbl XOTUTE BBECTM KAtoY B 3ainMdpoBaHHOM dopmaTe, BBEAMUTE KoY
BMECTe C KNo4YEBbIM C/1IOBOM «encrypted». Mpu BbINONHEHUM KOMaHAbl show running-config aTu
CeKpeTHble Kaoun oTobparkatoTca B 3awmdpoBaHHOM dopmaTte. Bbl HE MOKeTe MoKasaTb 3TU K/uu B
dopmate 0b6bIYHOTO TEKCTA.

dopmar tacacs-server key [key-string | encrypted key-string]

Pexxum Global Config

no tacacs-server key

[aHHaa KomaHAa LeaKTUBUPYET KAtoY ayTeHTUPUKaLMK 1 WndpoBaHMA ANna BCeX KOMMYyHMKaunin TACACS+
MeXKAYy KOMMYTaTopom 1 aemoHom TACACS+. MapameTp Rey-string nmeet guanasoH 0 — 128 cumsonos.
Knto4 Jo/1KeH cCoOTBETCTBOBATbL TOMY, YTO ucnonb3yerca B gemoHe TACACS+.

dopmar no tacacs-server key key-string

Pexxum Global Config

tacacs-server keystring

[aHHaa KoMaHZa HacTpamBaeT r06anbHbIN KAloY ayTeHTUdMKauMmM u  WndpoBaHMa Ans  BCeEX
KomMmmyHUKaunin TACACS+ mexay cepsepom u kKnmeHtom TACACS+.

dopmar tacacs-server keystring
Pexxum Global Config

Mpumep: Huxke npmusegeH npumep KOMaHAabl.
(Switching) (Config)#tacacs-server keystring
Enter tacacs key:*¥*kkk**

Re-enter tacacs key:******xx

tacacs-server source-interface
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Ncnonb3yiiTe AaHHY0 KoMaHAay B pexume Global Configuration ana HacTpolikn nHTepdeica-mcTouHmKa (IP-
aapeca UCTOYHMKA) ans KoHdurypaumm cepsepa TACACS+. BbibpaHHbIl IP-aapec nHTepdeiica-ucTouHUKa
ncnonb3yeTcs /s 3ano/iHeHus IP-3aros0BKa NakeToB NPOTOKOAA YNpPaBAeHUs. ITO NO3BOSET YyCTPONCTBAM
6€30MacHOCTM (MeXKCETEBBIM 3KpaHaM) onpeaenaTb NakeTbl, UCXOSALLME OT KOHKPETHOIO KOMMYyTaTopa.

Ecnn nHTepdenc-ucTodHMK He yKasaH, nepBuYHbIN IP-agpec ucxogauwero mHtepdeinca MCnosib3yerca B
KauyecTBe UCXO4HOro aapeca.

dopmar tacacs-server source-interface {unit/slot/port|loopback loopback-id|vlan vian-
id}
Pexxum Global Config
Mapametp OnucaHue
unit/slot/port NaeHTMdMKaTOp, NPUCBOEHHbI KOMMYTaTOpy, B dopmaTe unit/slot/port.
loopback-id Loopback-mnHtepdeiic. AnanasoH loopback ID - o1 0 go 7.
vlan-id Hactpausaetr wuHTepdennic VLAN ans wucnonb3oBaHuma ¢ |P-agpecom
MUCTOYHMKA. AnanasoH VLAN ID - ot 1 go 4093.

Mpumep: Huke NnpmBeaeH NpUMep BbINOJHEHNA KOMaHAbI.

(Config)#tacacs-server source-interface loopback @
(Config)#tacacs-server source-interface 1/0/1

(Config)#no tacacs-server source-interface

no tacacs-server source-interface

Ucnonb3yiite gaHHyto KomaHay B pexxmme Global Configuration ans yaaneHus rnobanbHoro nHTepoeiica-
WCTOYHUKA A8 BCeX KOMMYHMKauni TACACS+ mexay KNMEeHTOM U CEPBEPOM.

d>opmaT no tacacs-server source-interface
Pexxum Global Config
tacacs-server timeout

Ucnonb3yiiTe AaHHYIO KOMaHAY A1A HaCTPOWMKM 3HAYeHMA TalMayTa A1A KOMMYHUKaLMN B Npeaenax
cepsepoB TACACS+. NapameTp timeout nmeet gnanasoH 1 —30. U3mepsaeTtca B cekyHaax. Ecav He 3aaaTb
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3HauYeHuWe TaliM-ayTa, KOMaHA4A YCTaHaBAMBAET FNobanbHble TaMM-ayT No ymondyaHuio. Cepsepa TACACS+, He
ncnonbsytowme rnobanbHble TaliMayTbl, COXPAHAT COBCTBEHHYO KOHPUIYPaLMIO TaMMayTOB.

Mo ymonyaHutio 5
dopmar tacacs-server timeout timeout

Pexxum Global Config

no tacacs-server timeout

Ucnonb3yihTe gaHHYIO KOMaHAY ANA 3HaYeHUA TaMmMmayTa AN KOMMYHMKauum B npegenax cepsepos TACACS
Ha HACTPOMKM MO YMOHAHUIO.

dopmar no tacacs-server timeout
Pexxum Global Config
key

Ucnonb3yiite KomaHay key B pexkmme TACACS Configuration, utobbl yKasaTb K4 ayTeHTUdUKaLMK U
wudpoBaHns ana Bcex coobuweHnit TACACS mexay yCTpoWcTBOM W cepBepom. Knou  ao/KeH
COOTBETCTBOBATb TOMY, 4YTO ucrnonbsyerca B agemoHe TACACS. NapameTp key-string 3agaeT MMa Kao4a.
[ns nyctoro umeHn ncnonbsynte “”. (AnanasoH: 0 — 128 cumBooB).

TeKcToBan KoHOUrypauma noanepunBaeT cekpeTHble Katoun cepsepa TACACS Kak B 3awndpoBaHHOM, TaK
M B He 3awmndpoBaHHOM popmatax. Mpn coxpaHeHUU KOHUTYpPaLUUKM AaHHbIE CEKPETHbIE KAUYM XPaHATCA
TONbKO B 3aWwndpoBaHHOM BUAE. ECam Bbl XOTUTE BBECTU KAtOY B 3awindpoBaHHOM popmaTe, BBEAMUTE KoY
BMeCTe C K/lo4eBbiM C/10BOM «encrypted». Mpu BbINOAHEHUM KOMaHAbl show running-config aTu
CeKpeTHble K/ouM oTobparkaloTca B 3awudpoBaHHOM ¢opmaTe. Bbl He MOXKeTe MoKasaTb 3TW KAouu B
dopmate 06bI4HOrO TEKCTA.

dopmar key [key-string | encrypted key-string]
Pexxum TACACS Config
keystring

Ucnonb3yiite KoMaHay keystring B pexkume TACACS Server Configuration, 4Tobbl yCTaHOBUTb
cepBepHbIl KoYy ayTeHTUdUKauum u wndposaHmns TACACS+ ana Bcex coobuieHnit TACACS mexay
KMEHTOM U CEPBEPOM.

dopmar keystring
Pexxum TACACS Server Config

Mpumep: Huxke npuseaeH NpMmep BbINONHEHUA KOMaHAbI.
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(Switching) (Config)#tacacs-server host 1.1.1.1
(Switching)(Tacacs)#keystring

Enter tacacs key:**¥kikkx

Re-enter tacacs key:******xx

port

Ucnonb3yiTe AaHHyto KomaHay B pexkmme TACACS Configuration, ytobbl yKa3aTb HOMep nopTa cepBepa.
3HauyeHune portnumber npuHagnexut guanasoHy 0 - 65535.

Mo ymonyaHuio 49

dopmar port port-number

Mode TACACS Config

priority (TACACS Config)

Ncnonb3yiite KomaHay priority B pexume TACACS Configuration, 4Tobbl yKazaTb NopsfoK, B KOTOPOM
[OJIXKHbI MCMOIb30BaTbCA cepBepa. 0 (HoAb) - BbICLWWIM NnpuopuTeT. MNMapameTp priority yKasbiBaeT
npuopuTeT cepeepos. Boicwmn npuoputeT - 0, ananasoH: 0 — 65535.

Mo ymonyaHuio 0

dopmar priority priority
Pexxum TACACS Config
timeout

Ucnonb3yiite aaHHyto KomaHay B pexume TACACS Configuration, 4ytobbl yKasaTb 3HayeHue TalmayTa B
cekyHaax. Ecam 3HayeHue TalimayTa He onpegeneHo, OyAeT MCNoab3oBaTbCA FNobanbHOE 3HAYeHue.
MapameTp timeout umeet gnanasoH 1 —30. M3mepAeTca B CeKyHAAX.

dopmar timeout timeout
Pexxnm TACACS Config

show tacacs
[aHHan KomaHAa oTo6parkaeT KOHGUrypaLuumio, CTaTUCTUKY U MHTePdENC-UCTOYHMK KamneHTa TACACS+.
dopmar show tacacs [ip-address | hostname]

Pexxum Privileged EXEC
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TepmuH 3HayeHue
Host address IP-agpec namn nma xocta HactpoeHHoro cepsepa TACACS+.
Port Homep nopta HacTpoeHHoro cepsepa TACACS+.
TimeOut 3Ha4yeHne TanmayTa npum yctaHoBke TCP-coegmMHeHUA.
Priority MpegnoytuTenbHbin nopagok cepsepoB TACACS+. Ecnn coeauHeHue ¢
CepBepoM HeyAayHo, OyaeT WMCNo/b30BaTbCA CAEAYHOWMA B MNoOpALKe
npuopwureTa.

show tacacs source-interface

KomaHga show tacacs source-interface B pexume Global Config otobparkaetr pgetanu
HACTPOEHHOro rnobanbHOro MHTEepderca-UCToYHMKA, Mcnoablyemoro ana kKaveHta TACACS+. IP-agpec
BbIOpaHHOro MHTEepdelica NCNONb3YEeTCA Kak afpec MCTOYHUKA AJ1A BCeM KOMMYHUKaLMKN C CEPBEPOM.

dopmar show tacacs source-interface
Pexxum Privileged EXEC
Mpumep: MNprmep BbIBOAA KOMAHAbI:

(Config)# show tacacs source-interface

TACACS Client Source Interface : loopback ©
TACACS Client Source IPv4 Address : 1.1.1.1 [UP]

5.12. KomaHpabl CKpUNTOB HAaCTPOMKMU

CKpUNTbI HACTPOMKM MO3BO/AIOT CO34aBaTb TEKCTOBble Galinbl MCMNOJb3YETCA AAF—HERSALIOBIHHAR,
oTObOparKaloLLMe TeKYLLYIO KOHOUIypaLmMio cucTembl. Bbl MmoxeTe 3arpy»KaTb 3TM ckpunTbl Ha MK nam UNIX
ONA pefaKTUPOoBaHMA. 3aTeM Bbl MOXKETE 3arpy3uTb UcnpasaeHHble ¢aibl B CUCTEMY U NPUMEHUTb HOBYIO
KOHOUrypaumio. OAMH M TOT e CKPUNT MOXHO MPUMEHUTb K pPasnyHbIM KOoMMmyTaTopom 6e3
OO0MNOIHUTENbHOM HAaCTPOMKM (NM60 ¢ HEBONbLIMMM U3MEHEHUAMM).

Ucnonb3yiite KomaHgy show running-config (cm. “show running-config” Ha cTp. 195) Ansa BbIrpy3Ku
TeKylWwen KoHoUrypaumMm B Buae ckpunrta. Mcnonb3yhte KomaHay copy (cm. “copy” Ha cTtp. 228) gns
nepeaayun CKpUnTa c KOMMyTaTopa UAM Ha KoMMyTaTop.
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PekomeHAayeTcA NPUMEHATb CKPWUNTbl HA CUCTEMAX C KOHOMUrypaumeir nNo YMOSYAHWUIO, OAHAKO, He
3anpeLLeHo NPUMEHATb UX U Ha U3SMEHEHHble KOHOUTypaLmu.
CKpuNTbl AOMKHbI COOTBETCTBOBATbL CAEAYHOLWMM NPaBUIaM:

«» PacwupeHue palina AoMKHO 6biTh ".scr'.

¢ PaspeleHHblt MaKCUMYM - AeCATb CKPUMTOB Ha KOMMYTATOp.

+«» CoBOKYMHbIN pa3mep Bcex $paiiioB CKPUNTOB Ha KOMMYTaTOpP He Ao/XKeH npesbiwaTb 2048 Kb.
+» MaKcumanbHoe KONMYecTBo CTPoK Ha dain - 2000.

Bbl MoOXeTe MCMo/b30BaTb OAHOCTPOYHbIE KOMMEHTapuu, 4Tobbl NOBbLICUTL YAOBCTBO UTEHMA CKpuMTa.
KomMmeHTapuin HauMHaeTcs ¢ BocKkauuaTenbHoro 3Haka (!). [laHHbIA CMMBOA MOXeT bBbiTb PaCnoNONKeH B
Ntobom MecTe CTPOKM, NPU 3TOM BeCb TEKCT crlpasBa OT cMmBoia byaeT urHopuposaTtbea. Jliobas cTpoKa,
HaYMHaIOLLAACA C « | », BOCMPUHUMAETCA NAaPCePOM KaK KOMMEHTapUii U UTHOPUPYETCA.

Huxe npuseneH npumep cKkpunTa:

I Script file for displaying management access show

telnet !Displays the information about remote connections

| Display information about direct connections

show serial

I End of the script file!

% Note: YTo6bl yKa3aTb NycToi Naponb 4NA NOAb30BaTeNs B KOHPUIYPALMOHHOM CKPUNTE, Bam
HY)KHO YKas3aTb ero Kak npoben B KaBbluKax. Hanpumep 4TO6bl M3MEHUTb Maponb ANA
nonb3oBaTens jane c nycroro napons Ha hello, ckpunt 6yaeT BbirnaaeTs cneayowmm obpasom:

users passwd jane

non

hello
hello

script apply
[aHHaA KoMaH4a NPUMEHAET KOMaHAbI CKPUMTA Ha KOMMYTaToOpe. sCriptname - UMA HYXKHOTO CKPUNTa.
dopmar script apply scriptname

Pexxum Privileged EXEC

script delete
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[aHHaA KoMaHZa yaanaeT yKasaHHbIA CKPUNT, MapameTp scriptname - UMA CKPMNTA 4NA yaaneHma. all
- YAANWTb BCE CKPUNTbI, UMEIOLLMECA HAa KOMMYTATOpE.

®dopmar script delete {scriptname | all}

Pexxum Privileged EXEC

script list

JTa KoMmaHaa nepevyncnAaeTr BCe CKpuNTbl, NPUCYTCTBYHOLUME HaA KOMMYTATOPE, a TaKXKe OcCTaBlleecA
CBO60,£I,H0€ NPOCTPaHCTBO.

dopmar script list
Pexxum Privileged EXEC
TepmuH 3HauyeHue
Configuration Nmsa ckpunTa.
Script
Size Privileged EXEC

script show

[aHHana KomaHaa oTobpaxaeT cogepkmmoe daina CKpMnTa, Ha3BaHWe KOTOPOro 3a4aeTcA MapameTpom
scriptname.

dopmart script show scriptname
Pexxum Privileged EXEC

TepmuH 3HauyeHue
Output Format line number: Line contents

script validate

3Ta KOMaHA4a npoBepAeT dalin CKPUNTa, aHANU3MPYA KaxKaylo CTPOKY B daliae CKpunTa, rae scriptname -
UMA CKPUNTa ANA NpoBepku. [aHHaa GyHKUMA UCNOAb3YETCA ANA UCMO/b30BaHNA B KAYecTBe MHCTPYMEHTA
AnA pa3paboTku ckpunToB. MpoBepKa BbIABAAET NOTEHUMANbHbIE NPobaembl. PYHKUMA HE MOKET BbIABUTb
BCE BO3MOMKHble Npobaiembl CKpuUnTa Ans Ntoboro ycTpoicTaa.

dopmar script validate scriptname

Pexxum Privileged EXEC
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5. Paspgen: KomaHabl ynpaBneHuns

5.13. KomaHpgbi Prelogin Banner, System Prompt n Host Name

B atom pa3gene onncaHbl KOMaH4bl, UCNo/sib3yemble ONA HaCTDOﬁKM CUCTEMHOIO npurnaweHna mn 6aHHepa
KOM&HAHO% CTPOKMU. EaHHepOM B AdHHOM CJ/ly4ae Ha3blBa€TCA TEKCT, OTO6p3H3€MbM nepeg BXxogom
NnoNb30BaATENA B CUCTEMY.

copy (pre-login banner)

[aHHaa KOMaHAa BKAOYAeT B cebsA onuuu 3arpyskuM WAW BbIrpy3kM OaHHepa KOMaHAHOW CTPOKWU Ha
KOMMYTaToOp AMbBo ¢ KommyTaTopa. Bbl MoXKeTe yKasaTb nokanbHble URL ¢ ucnonososaHmem FTP, TFTP,
SFTP, SCP an6o Xmodem.

D& Mpumeuanue: [lMapameTp ipbaddress TaKkKe ABAAETCA AONYCTUMbIM MapameTpom Ans
NakeToB MapLIPyTU3aLMK, NOAAEPXKMBAIOLLNX MPOTOKOAN IPV6.

Mo ymonvyaHuio none

dopmar copy <tftp://<ipaddr>/<filepath>/<filename>> nvram:clibanner

copy nvram:clibanner <tftp://<ipaddr>/<filepath>/<filename>>

Pexxum Privileged EXEC

set prompt

3Ta KOMaHAa U3MEHSAET UMA NpUrAaWeHnn. MmMa MoKeT coaepraTb 40 64 byks u umuodp.

dopmart set prompt prompt_string
Pexxum Global Config
Hostname

3Ta KOMaHAa YCTaHaB/MBAET CUMCTEMHOE MMSA XOCTa. TaKXe OHa M3MeHseT npurnaweHve. Mms moxket
cogepkaTb 40 64 6yKB 1 Ldp (4yBCTBMTENBHO K PErmcTpy).

dopmar hostname hostname

Pexxum Global config

show clibanner
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5. Paspgen: KomaHabl ynpaBneHuns

[aHHas KomaHpa oTobpaxkaeT Tekylwmi 6aHHep KOMaHAHOW CTPOKM. BaHHepom B AaHHOM C/yyae
Ha3bIBAETCA TEKCT, 0Tobpakaemblii Nepes BXO40M M0/1b30BaTeNs B CUCTEMY.

Mo ymonuaHuio Mepea cMCTEMHbBIM NpUrnaweHnem He oTobpaxkaeTca HUKAKOro TEKCTa.
dopmart show clibanner
Pexxum Privileged EXEC

Mpumep: BbiBog, KOMaHAHOW CTPOKU ANA AaHHON KOMaHAbI.

(Routing) #show clibanner

Banner Message configured :

set clibanner

[JaHHaa KomaHaa HacTpameaeT 6aHHep KOME]H,[],HOVI CTPOKMU, OTO6pa)-KaEMbIﬁ nepeg sxogom nosib3oBaTtenAd
B CUCTEMY.

dopmart set clibanner line
Pexxum Global Config
Mapametp OnucaHue
line TeKkcT 6aHHepa, rae ““ (ABOMHbIE KaBblYKW) CTaBATCS CneBa W cnpasa oOT
coobuieHns. bBaHHep moxKeT coaeprKaTb A0 2000 cumBoNOB.

no set clibanner
[aHHaa KomaHaa cbpacbiBaeT HAacTPOIMKM BaHHepa KOMAHAHOM CTPOKM.
dopmar no set clibanner

Pexxum Global Config
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6. Paspen: KomaHgbl ytunut

6. PASAE/1: KOMAHAbI YTUNTUT

B aTOM pasgene onucbiBalOTCA KOMaHAbl YTUAUT, AocTynHble B SMB CLI. The

Paspen coctouT 13 cneayrowmx rnas:

®,

% "KomaHgpb! Autolnstall" Ha cTp. 161
“KomaHabl dunbTpaumm BbIBOAA KOMaHAHOM CTPOKKU” Ha cTp. 164

7
0.0

+ "Komangbl Dual Image" Ha cTp. 167

< “KomaHgpl cUCTEMHON MHPOPMALIUN M CTATUCTUKK” Ha cTp. 168

« "KomaHgapl skypHanuposaHua" Ha cTp. 204

+» “KomaHgpl NoYTOBOro cepsepa U ysegomneHnin no Email” Ha ctp. 213
*  “KoMaHAbl CUCTEMHBbIX YTUAUT M O4MUCTKM” Ha cTp. 220

% “Komangabl npotokona Simple Network Time Protocol” Ha cTp. 240
¢ "KomaHzbl yacoBoro nosca" Ha ctp. 246

% "KomaHgabl cepsepa DHCP" Ha cTp. 251

s "KomaHgbl knveHTta DNS" Ha cTp. 264

«  “KomaHgap! KoHdAuKTa IP-agpecos” Ha cTp. 269

%  “KomaHZbl TpaccMpoBKM NakeToB 06cnyKkmuBaHMs” Ha cTp. 270

+»» "KomaHapl npoBepKku Kabens" Ha cTp. 295

« "KomaHapl yaaneHHoOro MoOHUTOpuHra" Ha cTp. 296

+ "KomaHabl NpUI0XKEHMA CTaTUCTMKK" Ha cTp. 318

Anpumeqaﬂue: B naHHOM pasaene KoOMaHZAbl AeNATCA Ha YeTblipe GyHKUMOHANbHbIE rpynbi:
¢ KomaHgbl Show oTobparkaloT HaCTPOMKM KOMMYTaTOPa, CTaTUCTUKY U NPOYYHO

nHpopmauymto.

¢ KomaHgbl KOHOUIYpaLUmM BHOCAT U3MEHEHMA B HACTPOMKM KOMMYyTaTopa. Kaxaol KomaHae
KOHPUIrypaumm cOOTBETCTBYET KOMaHAa MHGOPMaLLMKM, NOKa3blBatoLLaA TEKYyLLMNE
HACTPOMKM.

+»» KomaHgbl Copy nepecbinatoT Ui CoOXpPaHAT KOHPUTYPaLMOHHbIE NN MHGOPMALIMOHHbIE
daiinsbl.

+* KomaHpgpl Clear cbpacbiBatoT onpeseneHHble HaCTPOMKM Ha 3aBOACKME 3HAYEHUA.

. QTECH | www.qtech.ru

MUP NOCTYNHEE

PykoBoacTso no KomaHgam ana KommyTtatopos cepum QSW-3300

160



PyKOBO,EI‘CTBO no/ib3oBaTenA

6.1. KomaHabi Autolnstall

dyHKuma Autolnstall akTuBmMpyeT aBTomaTnyeckoe obHOBNAEHME 0Opas3a M KOHPUrypauum KommyTaTopa.
JaHHas ¢yHKuMA obecneunmBaeT KOHPUIypupoBaHMe M obHOBeHWEe obpa3a KommyTaTtopa 6e3 yyactua
yenosBeKa Mbo ¢ MMHMMA/IbHBbIM YYacTUEM.

Autolnstall Bkntouaet B cebs cneaytollee:

+» 3arpyska obpasa c TFTP-cepsepa c nomouibio onumm DHCP 125. O6HoBneHue obpasa moXeT
NPUBECTU K NOBbILEHUIO MW MOHUMKEHWNIO BEPCUMN MPOLUMBKM KOMMYTaTOPa.

< ABTOMaTMYecKan 3arpyska ¢aina KoHdurypaumm ¢ TFTP-cepsepa B TOM C/ly4ae, ECAM KOMMYTATOP

3arpy»aerca 6e3 coxpaHeHHOro ¢aia KoHdUrypaumm.

ABTOMaTMYecKan 3arpyska obpasa c TFTP-cepsepa B CneayroLLmMX CUTYaUUAX:

Koraa kommyTaTop 3arpyaetca 6e3 coxpaHeHHOM KoHUrypauuu.

7 7 R/
0.0 0.0 0.0

Korga KommyTaTop 3arpy)KaeTcs C COXpPaHeHHOW KoHdurypauuen, KoTopasa npeaycmaTpuBaeT
BK/ItOUYEHHYI0 PpyHKUMIo Autolnstall.

Korga kommyTaTop 3arpykaetcs, U ¢ann KoHdurypaumm okasbiBaeTcs He HanaeH, MPOM3BOANTCA MOMbITKA
nonyuntb IP-agpec ot DHCP-cepsepa cetn. OTtBeT cepsepa DHCP skatouaeT IP-agpec TFTP-cepsepa, Ha
KOTOPOM PacrnonoxeHbl 06pas NPOLWMBKN 1 Gainsibl KOHOUTYypaLmK.

Mocne nonyyenusa IP-agpeca n gonoaHutTenbHo nHpopmaumm ¢ cepsepa DHCP KommyTaTop 3arpyKaet
daiin obpasa nnm dann KoHpurypauum c TFTP-cepBepa. 3arpyKeHHblit 0b6pas ycTaHaBAMBaeTCA
aBTOMATMYECKN. 3arpyKeHHbIn paiii KOHOUTYpaLIMKM COXPaAHAETCA B SIHEProHE3aBUCMMOM NamATH.

% MpumeyaHume: ABTomaTUYecKana ycTaHOBKa ¢ TFTP-cepBepa MOMKET BbINOAHATLCA Ha itobom

IP-uHTepdeice, BKAOYAs CETEBOM MOPT, CAYXKEOHbIA NOPT U BHYTPEHHUE WHTepdelichl
MapLlpyTnsaummn (ecnm TakoBsble noaaeprkusattca). Ans nogaep:kku Autolnstall knment DHCP
bYHKLMOHANbHO BKOYEH Ha cnyXebHom nopTy, ecnm OH cywectsyeT, IMBO Ha ceTeBOM MOpPTY,
€C/IN CNyXKebHbIN NOPT OTCYTCTBYET.

boot autoinstall

Ucnonb3yite 3Ty KomaHay A8 GYHKUMOHANBLHOIO 3aMyCcKa WM OCTAHOBKM MPOLLECCa aBTOYCTAaHOBKM Ha
KommyTaTope. [lJaHHAaA KOMaHZa@ He TMOCTOAHHA WM He COXPaHAeTcA B CTApTOBOW MWW  TeKyluen
KoHUrypaumu.

Mo ymonuaHuio  ycTaHOBJ/IEHO
dopmar boot autoinstall {start| stop}

Pexxum Privileged EXEC
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boot host retrycount

[laHHas KomaHAa yCTaHaBAMBAET KONMYECTBO MOMbITOK 3arpy3ku KoHoUrypaumoHHoro ¢alina ¢ cepsepa
TFTP.

Mo ymonyaHutio 3
dopmar boot host retrycount 1-3

Pexxum Privileged EXEC

no boot host retrycount

[laHHan KomaHAa BO3BpallaeT KONMYECTBO MOMbITOK 3arpy3kn KoHdUrypaumMoHHoro ¢aiina K 3Ha4YeHuto no
YMOYaHMIO.

dopmar no boot host retrycount

Pexxum Privileged EXEC

boot host dhcp

[aHHas KomMaHAa aKTMBMPYET aBTOMAaTMYECKYl0 YCTAHOBKY MNocne cneaylolein nepesarpysku. [aHHas
KOMaHZa He 3aTparMBaeT TeKyLy KOHOUIypaLmio aBTOYCTaHOBKN M coxpaHseTtca B NVRAM.

Mo ymonyaHuio BKJIIOYEHO
dopmat boot host dhcp
Pexxum Privileged EXEC

no boot host dhcp

[laHHan KOMaHAa OTKNKOYAeT aBTOMATUYECKYIO YCTAaHOBKY NOC/IE CAeAytoLLel nepesarpysKu.
dopmar no boot host dhcp

Pexxum Privileged EXEC

boot host autosave

[aHHaa KomaHAa aBTOMATUYECKM COXPAHAET 3arpyeHHblil KOHPUrypauumoHHbid ¢aitn, 3ameHAa UM
nmetowmnca damn cTapToBoi KOHOUrypauum Ha KommyTtatope. Mpu OTKAOYEHHOM aBTOCOXPAHEHUU Bbl
OO/MKHbI ABHO COXPaHMUTb 3arpyKeHHyt0 KOHPUrypauuio B SHEProHE3aBUCMMYO NAaMATb KOMaHAOM write
memory oOr copy system:running-config nvram:startup-config. Ecam kommytaTtop
nepesarpy»KaeTtca, U 3arpy’keHHas KoHMrypaums He bOblia COXpaHeHa, NPouEecCc HauyMHaeTca npoLuecc
aBTOYCTAHOBKM, eCn 3Ta GYHKUMA BKAKOYEHA.

Mo ymonuaHuio  OTK/OYEHO
dopmar boot host autosave

Pexxum Privileged EXEC
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no boot host autosave
[laHHan KOMaHAa OTMeHsieT aBTOMATUYECKOe COXPaHEHWe 3arpy>KEHHON KOHOUIYpaLMM Ha KOMMYyTaTOpE.
dopmar no boot host autosave

Pexxum Privileged EXEC

boot host autoreboot

[aHHaA KomaHAa NO3BOIAET KOMMYTATOPY aBTOMATUYECKM Nepe3arpyXKatbCa nocne 3arpyskun obpasa. Mpu
BK/IIOYEHHOW aBTOMNEpe3arpyske He TpebyeTca Kakoro-1Mbo agMUHUCTPATUBHOIO AENCTBMA AN1A aKTUBaLMK
obpasa n nepesarpyskM KommyTtaTopa.

Mo ymonyaHuio  BKJIIOYEHO
dopmar boot host autoreboot

Pexxum Privileged EXEC

no boot host autoreboot

[aHHan KoMaHAga 3anpeLlaeT KOMMYTaTOPY aBTOMATUYECKU Nepes3arpy*Katbcsa Nocsie Toro Kak obpas byaer
3arpy»<eH npu nomoLum GyHKLMM aBTOMaTUUYECKON YCTaHOBKU.

dopmar no boot host autoreboot

Pexxum Privileged EXEC

erase startup-config

[JaHHas KOmaHAa CTMpaeT TEKCTOBbIN KOHOUrypauMOHHbIA ¢ain, XpaHMMbIA B 3HEProHe3aBUCMMOM
namatv, Ecam npu 3arpyske KOMMYTaTop He MOXKET OOHApyKUTb KOHPUrypaumoHHbIi dalin, npouecc
aBTOMATMYECKOM YCTAHOBKM HAaYHETCA HEMeA/IeHHO.

dopmar erase startup-config

Pexxum Privileged EXEC

erase factory-defaults

[aHHaA KomMaHAa CTUpaeT TeKCTOBbIM ¢aia 3aBOLACKON KOHOUIypaLmm, XpaHUMbIA B SHEPrOHE3aBMCHMMOIA
namaATK,

Mo ymonuaHuiwo  OTKAOYEHO
dopmar rase factory- defaults

Pexxum Privileged EXEC
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show autoinstall

,ﬂ,aHHaﬂ KOMaHAa 0T06pa)+(aET TeKyuliee CoOCToAHMe npotecca aBTOMaTMyecKon YCTaHOBKMU.
dopmar show autoinstall

Pexxum Privileged EXEC

Mpumep: BbiBog KOMaHAHOW CTPOKM A8 AaHHON KOMaHApbl.
(switch) #show autoinstall

AutoInstall Mode......ovviiiiiiiniiireennnnnnns Stopped
AutoInstall Persistent Mode.............ccvvut Disabled
CLI Output Filtering Commands

AutoSave Mode. ... .viiiiiiiiiiiiniei e Disabled
AutoReboot Mode.......cviiiiiiiiiiii i Enabled
AutoInstall Retry Count......cvvvveiiiinnnnnnns 3

6.2. KomaHgbl punbTpauum BbiIBOAa KOMaHLHOWU CTPOKU

show xxx|include “string”

KomaHp,a XXX BbINONHAETCA, N BO3Bpallaeman €t MHd)OpMaU,MFI d)MﬂpryeTC‘r'l TaK, YTO NOKa3blBakOTCA
TONbKO Te CTPOKM, KOTOpble coAepraT TeKCT “string”. [dpyrMe CTPOKKW, COOTBETCTBEHHO, He
MOKa3bIBAakOTCA.

Mpumep: HnxKe npmuBeaeH npumep KOMaHAbl.

(Routing) #show running-config | include “spanning-tree”

spanning-tree configuration name "00-02-BC-42-F9-33"

spanning-tree bpduguard

spanning-tree bpdufilter default

spanning-tree forceversion 802.1w

show xxx|include “string” exclude “string2”

KomaHZa xxx BbINO/HAETCA, M BO3Bpallaemasn et MHpopmauma OUALTPYETCA TaK, YTO MOKa3blBatoTCA
TONbKO T€ CTPOKW, KOTOpble coaep:KaT TeKCT “string” W npu 3TOM He cogepkaT TeKCT “string?”.
[pyrve cTpoKn, COOTBETCTBEHHO, HEe MOKa3blBatoTcA. Ecnm cTpoka cofepKuT oba obpasua TeKcTa (1 include,
n exclude), To 3Ta CTPOKa TaKKe He NOKa3biBaeTcA.
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Mpumep: HnxKe npmuBeaeH npumep KOMaHabl.
(Routing) #show running-config | include “spanning-tree” exclude “configuration”
spanning-tree bpduguard
spanning-tree bpdufilter default

spanning-tree forceversion 802.1w

show xxx|exclude “string”

KomaHga xxx BbINOJIHAETCA, U BO3Bpalaemas e MHbopmaumsa GuAbTpyeTcAa Tak, YTO MOKa3biBatOTCA
TONbKO Te CTPOKM, KoTopble HE copgep:kaT TekcT “string”. CTpoKku, cogeprkawme “string”,
COOTBETCTBEHHO, HE NOKa3blBalOTCA.

Mpumep: HnxKe npmuBeaeH npnumep KOMaHAbl.
(Routing) #show interface 0/1

Packets Received Without Error................. (4]
Packets Received With Error.............covuue. (4]
Broadcast Packets Received............... ...t (4]
Receive Packets Discarded...........covvvuuennn (4]
Packets Transmitted Without Errors............. 0
Transmit Packets Discarded.................. ... 0
Transmit Packet Errors........ccciiiiiiieenn. (4]
Collision Frames.......coiiiiiieeeiennnnneeeenns (4]
Time Since Counters Last Cleared............... 281 day 4 hr 9 min 0@ sec

(Routing) #show interface 0/1 | exclude “Packets”

CLI Output Filtering Commands

Transmit Packet Errors.......ceeiiiiiinneneenn. 0
COllision FramesS......eiieeeeeeeeooennnnessenns 0
Time Since Counters Last Cleared............... 20 day 21 hr 30 min 9 sec

show xxx|begin “string”

KomMaHga xxx BbINOAHAETCA, U BO3BpaLaemas eto nHpopmauma GpuabTPyeTcsa TaK, YTO NOKA3bIBAOTCA BCe
CTPOKM, HAYMHAA C MepBOM CTPOKM, cogepxKawenm TeKkcT “string”. lMpegplayline CTPOKM He
MoKasblBatoTcA.
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Mpumep: HnxKe npmuBeaeH npumep KOMaHabl.
(Routing) #show port all | begin “1/1”

1/1 Enable Down Disable N/A
N/A

1/2 Enable Down Disable N/A
N/A

1/3 Enable Down Disable N/A
N/A

1/4 Enable Down Disable N/A
N/A

1/5 Enable Down Disable N/A
N/A

1/6 Enable Down Disable N/A
N/A

(Routing) #

show xxx|section “string”

KomaHpaa xxx BbINONHAETCSA, U BO3Bpallaeman et MHpopmaumsa GpuUnbTpyeTca Tak, UTo
MOKa3bIBaOTCA TONbKO T CEKLUMM KOPUTypaL MM, KOTOPbIE HAYMHAIOTCA CO CTPOKM CoAep Kallen
“string” 1 3aKaHYMBAOTCA NEPBbIM NAEHTUDMKATOPOM KOHLLA CeKumm (To ecTb “exit”).

Mpumep: HnxKe npuBeaeH npumep KOMaHAbl.
(Routing) #show running-config | section “interface 0/1”

interface 0/1 no spanning-tree port mode exit

show xxx|section “string” “string2”

KomaHpa xxx BbINOMHAETCA, W BO3Bpaliaemas e uHOopmauma OUNbTPYETCA TaK, uTo
MOKa3bIBAOTCA TO/MIbKO Te CEKLMM, KOTOPblE HAUYMHAKOTCA C TEKCTa “string” M 3aKaH4MBatOTCA
NnepBOM CTPOKOM copeprKallein TeKcT “string2”. MoxeT OblTb OTOOpaXKeHO HECKOAbKO TaKMX
CEKUNIN, e OHU YA0BAETBOAIOT 3343aHHbBIM YCNOBUAM.

show xxx|section “string” include “string2”

KomaHaa xxx BbINONHAETCA, W BO3BpaliaeMaa el WHPopmauusa unbTpyeTca TaK, u4TO
NMOKa3bIBalOTCA TONIbKO T€ CEKUMM, KOTOPbIE HAUYMHAOTCA C TeKCTa “string” WM 3aKaHumMBatoTCA
nepBbiIM MAEHTUPUKATOPOM KOHLA CeKummn (To ecTb “exit”), M MpWM 3TOM codeprKaT TeKCT
“string2”. KomaHabl OaHHOrO TUMA TaKXe MOryT BKAoYaTb B ceba “exclude” wn 3agaHHbIN
nosb3oBaTesieM NAeHTUPUKATOP KOHLA CEKLMN.
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6.3. Komanpgbi Dual Image

Dgnpumeqauue: 3TM KOMaHAbl AOCTYMHbI TO/IbKO HA OTAENbHbIX NAaTdopPMax, OCHOBaAHHbIX Ha
Linux.

MO KommyTaTopa noaaepxusaeTt ¢pyHKuMio Dual Image, No3BonAOLLYI0 KOMMYTaTOPY MMETb ABa
nporpaMmHbIX 06pasa B NOCTOAHHOW NamATU. Bbl moxeTe BblbpaTb, Kakol u3 obpasos byaer
3arpyeH npu cneaytollen 3arpyske. 3ta GyHKUMA NO3BONAET COKPaATUTb BPEMA MPOCToA Npu
obHosneHuun MO.

delete
[aHHaA KomaHaa yaanseT pe3epBHbIi 06pa3 U3 NOCTOAHHOM NAaMATW.

dopmar delete backup

Pexxum Privileged EXEC

boot system

[JaHHas KomaHAa aKTMBMPYET BblOpaHHbIA 06pa3. ITOT 0bpa3 byaeT akTUBHbIM NpU cleaytowen
3arpyske. Ob6pas, aKTUBHbIN B AaHHbIA MOMEHT, OTMEYAeTCA KaK pe3epBHbIN Ans nocneayroulen
nepesarpyskn. Ecnm yKkasaHHbii aiin OoTCYTCTBYET B CUCTEME, KOMaHAa BepHeT coobuweHne ob
owwmnbKe.

dopmar boot system {active | backup}

Pexxum Privileged EXEC

show bootvar

[laHHas KomaHpa oTobpaxkaeT WMHPOPMALMIO O BEPCUMM W TEKyWEem CTaTyce aKTMBHOIMo M
pesepBHOro obpasoB. KomaHaa TaKke OTOOpakaeT TEKCTOBble OMNWCaHWA, OTHOCAWMECA K
obpaszam. KomaHaa oTobparkaeT coCToAHME aKTMBALMKM KOMMYTATOPa.

dopmar show bootvar

Pexxum Privileged EXEC
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filedescr

JaHHaa KomaHaa aCCounmnpyeT 3agaHHOE TEKCTOBOE ONncaHne C o6pa30M. CyU.LeCTByIOU.LMe

onncaHumA 6y,D,YT 3adMEHEHbI.

®dopmar filedescr {active | backup} text-description

Pexxum Privileged EXEC

update bootcode

[laHHas KomaHaa obHoBAAET 3arpy3kuk (boot loader) kommyTatopa. 3arpysumk ana cnegytollei
3arpy3Ku CYMTbIBAETCA C aKTUBHOMo 0bpasa.

dopmar update bootcode

Pexxum Privileged EXEC

6.4. KomaHpabl cucTeMHO MHPOPMALIMKN U CTAaTUCTUKMU

B 3TOM pasgaene OMUCbIBAOTCA KOMaHAbl, UCMO/b3yemMble A1A MPOCMOTPa MHOOPMAaLMU O CUCTEMHbIX
bYHKUMAX, KOMNOHEHTaX U KOHbUIypaumax.

show arp switch
JTa KoOMaHAaa oTobparkaeT coaepXumoe Tabauubl NpoToKona npeobpasoBaHus agpecos (ARP) IP-cTeka. IP-

CTeK y3HaeT To/IbKo Te 3anuncu ARP, KoTopble cBAi3aHbl ¢ UHTepdencammn ynpasaeHuUA - CETEBbIMU UK
cepBUCHbIMKM nopTamu. 3anucu ARP, cBA3aHHble ¢ UHTepdelricamm mapLIpyTM3aLMm, He YKa3blBatoOTCA.

dopmar show arp switch
Pexxum Privileged EXEC
TepmuH 3HauyeHue

IP Address IP-agpec wuHTepdelica ynpaBneHUs WAWM APYroro YCTPOMCTBA B CETU
ynpasaeHus.

MAC Address AnnapaTHbiit MAC-agpec ycTponcTsa.

Interface [na cepBMCcHOro nopTta BbIBOA — Management. [onA ceTeBOro nopTta, BbIBOA, -
Unit/slot/port ¢usmnueckoro nHtepdelica.
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show eventlog

[aHHas KomaHAa oOTobpakaeT KypHan cobbiTWUM, cofeprKawmuii MHOOPMALMIO O CUCTEMHbIX OWMBKax.
ypHan He ounLaeTca nocne nepesarpyskn KOMmyTaTopa.

dopmar show eventlog
Pexxum Privileged EXEC
TepmuH 3HayeHue
File ®aiin, B KOTOPOM NPOM30LWNO0 CObbITHE.
Line Homep cTpoku.
Task Id Task ID cobbiTuA.
Code Kog, cobbiTus.
Time Bpema ob6HapyKeHns cobbiTmA.

Dél'lpumeqame: NHdopMaLmsa KypHana XpaHUTCA M Nocsie nepesarpyskn KOMMyTaTopa.

show hardware
3Ta KOMaHAa oTobparkaeT MHBEHTapHYO MHPOPMaLMIO KOMMyTaTopa.

% MpumeyaHme: KomaHAbl show version W show hardware OTOOpPaXKaAlOT Ty Xe camylo
nHpopmauymto. B 6yaywmx sepcmax O KomaHpa show hardware paboTtatb He 6yaert.
OnucaHuMe BbIBOAA KOMaHAbl CM. B pasgene “show version” Ha cTp. 169.

dopmar show hardware

Pexxum Privileged EXEC

show version

3Ta KoMaHAa oTobparkaeT MHBEHTAPHYI0 MHOPMALMIO KOMMYTaTOpPA.

% I'IpumeanMe: B 6y,CI,yLLI,VIX Bepcuax no KOMaHAa show version 3aMEHUT KOMaHAY show
hardware.

dopmar show version
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PexXum

mmnuhu%

Privileged EXEC

TepmuH

3HaueHue

System Description

TeKCT, UICNONb3yeMblli B Ka4eCcTBe Ha3BaHMA 3TOr0 KOMMyTaTopa.

Machine Type

Tun obopypoBaHuMA, cornacHo gaHHbim Vital Product Data.

Machine Model

Mogaenb ob6opynoBaHua, cornacHo gaHHbim Vital Product Data.

CepuitHbli HOMep

YHMKaNbHbIN CEPUIAHBIN HOMEpP AAaHHOTO KOMMYTaTOpa.

FRU Number

Homep cmeHHoro 610kKa (field replaceable unit).

Part Number

Homep AeTann nponssogunTena.

Maintenance Level

M3meHeHWs annapaTHOM NNaTPopMmbl, 3aTPOHYBLUME NPOrPAMMHYIO YacTb.

Manufacturer Mone onucaHua NpoussBoguUTeNs.
Burned in MAC | TnobanbHO Ha3HaYeHHbI ceTeBoM aapec.
Address

Software Version

PennsHana Bepcua MO, paboTatowero Ha KOMMyTaTope B AaHHbIN MOMEHT.

Operating System

Onepa UMOHHaA CUCTEMa,
MOMEHT.

paboTatolWaa Ha KOMMYyTaTOpe B [AaHHbIN

Network
Processing Device

Tun MMKpPOKoaa npoueccopa.

Additional
Packages

JononHnTtenbHble NaKeTbl, BKAOYEHHblE B 3Ty CUCTEMY.

show platform vpd

JTa KomaHga oTobparkaeT gaHHble Vital Product Data.

dopmar

Pexxum

show platform vpd

User Privileged

OTobparkaeTca cneaytowan MHbopmaumsa.
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TepmuH 3HayeHue

Operational Code | MNoanucbk c6opKu, 3arpy*keHHon Ha KommyTaTope File Name

Software Version Bepcua pennsa, yposHs obcnykmeaHua n cbopkmn MO KommyTaTopa.

Timestamp Bpems cbopkm obpasa

Mpumep: BbiBog KOMaHAHOW CTPOKMU A8 AaHHON KOMaHApbI.

(Routing) #show platform vpd

Operational Code Image File Name............... Switch-Ent-esw-xgs4-gto-BL2OR-CS-6AIQHSr3v7ml14b35
Software Version......cooiiieiiiiiiiiniiennnnns 3.7.14.35
Timestamp. ..ottt i it ittt Thu Mar 7 14:36:14 IST 2013

show interface

[JaHHas KomaHda oTobpaXKaeT obLLyo CTaTUCTUKY A1A onpeaesieHHoro uHtepdelica, AMbO NoacyYeT BCEro
Tpadwmka LLM Ha ocHoBe aprymeHTa.

dopmar show interface {unit/slot/port | switchport}
Pexxum Privileged EXEC

Mpu aprymenTe unit/slot/port oTobparkatoTca ciesyolwme napameTpbl:

Mapametpbl 3HayeHue
Packets Ob6liee KonMyecTBo nNakeTtoB (BKAOYaa naketbl broadcast u multicast),
Received NOJIyYEHHbIX MPOLLECCOPOM.

Without Error

Packets KonunuyectBo BXoAALWMX NAKETOB, coAeprKalmx owmnbku, He nossonstowme
Received With nx nepeaadvy NnpoTokosam 6osiee BbICOKOrO ypOBHS.

Error

Broadcast ObLiee KONMYECTBO NOJIy4YEHHbIX MAaKeTOB, KOTOPble BblM HanpaBaeHbl Ha
Packets LWMpPOKOBeLWATeNbHbIN agpec. ObpaTtuTe BHUMaAHME, YTO MHOroagpecHble

. NMaKeTbl NPU 3TOM He yYUTbIBAKOTCA.
Received
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Mapametpbl 3HayeHue
Receive Packets | KonnyectBo BXxoaALWMX NaKeToB, KOTOpble Dbl OTKAOHEHbI, HECMOTPA Ha
Discarded TO,4TO B HUX He 6blI0 OBHapy)KEHO OWMOOK He MO3BONAKWMX Nepenady
NpoToKonam 6Gonee BbICOKOrO YpOBHA. OAHOW M3 BO3MOMKHbIX MPUYMH
OTKasa OT TaKoro naketTa MOMeT ObiTb 0CBODOOXAEHME NPOCTPaHCTBA
6ydepa.
Packets ObLee KONMYECTBO NAKETOB, NepeaaHHbIX U3 HTepdelica.

Transmitted
Without Error

MNapameTpbl 3HayeHue

Transmit Konnyectso ncxoaawmx naketos, KOTopble BblIM OTKAOHEHbI, HECMOTPA Ha

Packets TO,4TO B HUX He 6biN0 0B6HapyXeHO OWMOOK He MO3BONAILWMX Nepeaady

Discarded npoTokonam 6onee BbICOKOrO ypoBHA. OAHOM M3 BO3MOXHbIX MPUYMH
OTKa3a OT TaKOro naketa MoOXeT ObiTb 0cBO6OXAEHWe NPOCTPaHCTBa
6ydepa.

Transmit Konnuectso mcxogawmx naketos, KOTOpble He morau bbiTb nepeaaHbl Mo

Packets Errors

npMYMHe oWmnOOoK.

Collisions Haunyuylwaa oueHKa OBLLEro KOAMYeCTBa KOMM3WIA B 3TOM CermeHTe
Time Since Bpema B [AHAX, 4YacaX, MMHYTax W CeKyHAax, Mpollefliee C MOMEHTa

Counters Last
Cleared

nocnegHero ovynuweHunAa CTatTuCTukn gna gaHHoOro nopTa.

show interface status

Ucnonb3yite 3Ty KOMaHAy, 4Tobbl 0To6pasnTb MHbOpMaLMIO 06 MHTepdencax, B TOM YMCAe OMNUcaHue,
COCTOsIHME MOPTa, CKOPOCTb M NOAAEPMKKY auto-negotiation. [laHHas KOMaHAa CXOXKa C KOMaHAOW show
port all, Ho oTobparkaeT 6osblue MHGOPMALUMK.

OnucaHne wuHTepdeiica HacTpamMBaeTcd KOMaHgoW description <name>. OnucaHMe MOXKeT
cogepkaTb 40 64 CMMBOJIOB, KOTOPbIE COKPALLLAOTCA B BbIBOAE A0 28 cMMBO/IOB. MosHaA ¢dopma onucaHus
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MOXeT ObITb Bbi3BaHa KOMaHAoW show port description. KomaHga otobpaxkaeT ¢usmnyeckue
nHTepdelicol, a TakKe nHTepdeicbl LAG n VLAN.

®dopmar show interface status {unit/slot/port | vlan id [ lag lag-intf-num [ err-disabled
[ all}
Pexxum Privileged EXEC
MNMone OnucaHue
Port NHTepdelic, AaHHble KOTOPOro NPUBELEHDLI B CTPOKE.
Name Nma-onucaHne nHtTepodeiica, HacTpaMBaeMoe No/ib30BaTeNEM.
Link State CocTtoaHue nnHka. Up nam Down.

Physical Mode

HacTpoikun gynnekca n ckopocTn nHTepodeliica.

Physical Status

YKa3blBaeT CKOPOCTb MOPTa W  AYNJEKCHbIN pexum ana  ¢u3n4eckoro
uHTepdeiica. He nokasbiBaetcA ana wuHTepodericos LAG. Ecam nopT B
cocTofHum down, pmsnyecknii ctatyc — unknown.

Media Type

Tun cpeabl nepesayn AaHHbIX MHTepdelica.

Flow Control
Status

Pexkmum 802.3x flow control.

Flow Control

HactpoeHHbIi pexmm 802.3x flow control.

show interface

counters

[aHHaa KomaHaa oTobpaskaeT K/lYeBble CTaTUCTMYECKME MoKasaTenn nas BCeX NopToB
(dm3unueckmx/LUMN/port-channel).

dopmar show interface counters
Pexxum Privileged EXEC

TepmuH 3HauyeHue
Port NHTepdelic, AaHHble KOTOPOro NpMBeAEHbI B CTPOKE.
InOctects ObLuee KONNYECTBO OKTETOB, NONYYEHHbIX HA MHTepdeice.
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TepmuH 3HayeHue

InUcastPkts Ob6Liee KoNMYecTBO O4HOAAPECHbIX MAKETOB, NOJIy4EHHbIX Ha UHTepdelice.

InMcastPkts Ob6lLee KONMYECTBO MHOTOAAPECHbIX MAKETOB, NOAYYEHHbIX Ha MHTepdeice.

TepmuH 3Ha4yeHune

InBcastPkts Obuiee KOMMYECTBO LUMPOKOBELW,ATENbHbIX MNAKETOB, MOJIyYEHHbIX Ha
nHTepodelice.

OutOctects ObLee KONNMYECTBO OKTETOB, NepeaaHHbIX MHTEPPENCOM.

OutUcastPkts Obuiee KONNMYECTBO OAHOAAPECHbIX MAKETOB, NepeaaHHbIX MHTepdencom.

OutMcastPkts ObLee KONNMYECTBO MHOTOaAPECHbIX NAKETOB, NepeAaHHbIX MHTepdencom.

OutBcastPkts Obuiee KO/NMYECTBO  LUMPOKOBELLATENbHbIX  MaKeToB, MepedaHHbIX
nHTepdelricom.

Mpumep: BbiBoa KOMaHAHOM CTPOKKU A9 AAHHON KOMaHAbI.

(Routing) #show interface counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
0/1 0 0 ] 0
Port InOctets InUcastPkts InMcastPkts InBcastPkts
e/1 0 0

/2 0 0

e/3 15098 0 31 39

0/4 0 0

0/5 0 0

chl

ch2

ch64 0 0 0 0

CPU 359533 0 3044 217

. QTECH | www.qtech.ru

MUP NOCTYNHEE

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

174



S

PyKOBO,EI,CTBO no/ib3oBaTenA

OutOctets OutUcastPkts OutMcastPkts
Port OutBcastPkts
0/1 (%] (%]
0/2 (%] (%]
0/3 131369 (7] 11 89
0/4 0 0
0/5 0 0
chl
ch2
chée4 %] %] %] 0
CPU 4025293 %] 32910 120

show interface ethernet

[aHHaa KoMaHAa oTobpaKaeT AeTaNbHYHO CTAaTUCTUKY A4 onpeaeneHHoro uHtepderica, nMbo ansa scero
Tpadwmka LLM Ha ocHoBe aprymeHTa.

dopmar show interface ethernet {unit/slot/port | switchport | all}
Pexxum Privileged EXEC

Korga Bbl yKasbiBaeTe 3HavyeHue pgna unit/slot/port, KomaHga BO3BpalLaeT C/leayloLLyto
nHpopmaumto:

TepmuH 3HauyeHue

ts Received ¢ Total Packets Received (Octets) - ObLiee KONMYECTBO OKTETOB AaHHbIX (Y4MTbIBAA
«MNJIOXMe» NaKeTbl), NONYYEHHbIX B CETU (MCKIOYasA BUTbI KaZpMPOBaHUSA, BKIOYas
okTeTbl Frame Check Sequence (FCS)). 3TOT 06bEKT MOMKET UCNO/b30BaTbCA Kak
pasymHas oueHKa 3arpy3km Ethernet. Ecnn Tpebyetrca 60nbwasa TOYHOCTb,
O0MKHbI BbITb 0TOBpaHbl 06beKTbl etherStatsPkt u etherStatsOctets, no 1 nocne
obliero uHTepsana. Pe3ynbTaToOM 3TOr0 ypaBHEHUA ABASETCA HeKoe 3HauyeHue,
KoTopoe npeacTaBnseT coboit NpoueHT 3arpyskn cermeHTa Ethernet no wkane ot
0 po 100 npougeHTOB.

X3

%

Packets Received 64 Octets - Obuiee KONMYECTBO MPUHATbLIX NaKeToB (y4uTbiBan
«MIOXME» MaKeTbl), KOoTopble WMenu AAMHY 64 oKTeTa (McKAoYasa 6uTbl
KaApupoBaHMsA, HO BKAtoYana oKTeTbl FCS).

+» Packets Received 65-127 Octets - O6llee KOAMYECTBO MPUHATLIX MaKeToB
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TepmuH 3HayeHue

(yumTbiBan «nnoxme» naketbl), KoTopble 6bIIM OT 65 00 127 OKTETOB B AJIMHY
BK/IIOUMTEIbHO (UCKtOYaa BUTbI KaapupoBaHUs, HO BKAtoYan okTeTbl FCS).

7
0.0

Packets Received 128-255 Octets - Obuiee KOAMYECTBO NPUHATbIX MAKETOB
(yuntbiBaA «nioxme» nakeTbl), KoTopble Bbin OT 128 Ao 255 OKTETOB B AJINMHY
BK/IIOUUTE/IbHO (MCK/toYas BUTbI KagpupoBaHMa, HO BK/toYas okTeTbl FCS).

+» Packets Received 256-511 Octets - O6uwee KO/NMYECTBO MNPUHATBLIX MNAKETOB
(yumTbiBan «nnoxme» nakeTtbl), KOTopble 6blaM OT 256 Ao 511 OKTeTOoB B AJIMHY
BK/IIOUMTEIbHO (UCKtOYaa BUTbI KaapUpPOoBaHUSA, HO BKIoYan okTeTbl FCS).

7
0.0

Packets Received 512-1023 Octets - Obuiee KO/JMYECTBO MPUHATbLIX MNAKeTOB
(yumTbiBan «nnoxme» naketbl), KoTopble 6bian oT 512 ao 1023 OKTeTOB B AJINHY
BK/IIOUUTENBHO (MCKNtoYas BUTbI KagpupoBaHMA, HO BKAtoYas okTeTbl FCS).

7
0.0

Packets Received 1024-1518 Octets - Obuiee KOAMYECTBO MPUHATbIX MAKETOB
(yumntbiBan «nnoxme» naketbl), KoTopble 6bin oT 1024 ao 1518 OKTETOB B AJIMHY
BK/IIOUYUTEIbHO (UCKAtOYaA BUTbI KaZipUPOoBaHUSA, HO BK/oYan okTeTbl FCS).

+» Packets Received > 1518 Octets - O6uiee KO/JMYECTBO NPUHATbIX MNAKETOB,
KOoTopble 6bliM AnnHHee 1518 oKTeToB (MUCKAoYas OWUTbl KagpupoBaHMA, HO
BK/ItoYan okTeTbl FCS), 1 66111 NpaBUAbHO CHOPMUPOBAHBI.

7
0.0

Packets RX and TX 64 Octets - Obuiee KoAMYECTBO NPUHATbIX M NepesaHHbIX
NaKkeToB (yuMTbiBas «MOXMe» MNaKeTbl), KOTOpble MMenn ANUMHY 64 oKTeTa
(McKntovas 6UTLI KaapUPOBaHKUA, HO BKAKOYan oKTeTbl FCS).

7
0.0

Packets RX and TX 65-127 Octets - Obwee KOAMYECTBO NPUHATLIX U NepeaaHHbIX
NnakeToB (y4yuTbIBas «MAOXME» MaKeTbl), KoTopble 6biM OT 65 A0 127 OKTeTOB B
OJIVHY BKAIOUYUTENbHO (MCKAoYasa 6BUTbl KaapMpOBaHUs, HO BK/OYas oKTeTbl FCS).

+» Packets RX and TX 128-255 Octets - Obliee KOMYECTBO NPUHATLIX U NepedaHHbIX
NnakeToB (y4MTbIiBan «MNJOXME» NaAKeTbl), KOTopble HbiM OT 128 A0 255 OKTeTOB B
OJIVHY BKAOYUTENIbHO (MCKAOYaa BUTbl KaApMpPOBaHUS, HO BKAOYas oKkTeTbl FCS).

7
0.0

Packets RX and TX 256-511 Octets - ObuLiee KOMYECTBO NPUHATLIX U NepefaHHbIX
NaKkeToB (y4uTbiBan «Ma0XMe» MakeTbl), KoTopble 6bian OoT 256 Ao 511 oKTeToB B
OJINHY BKAOYUTENbHO (MCKAtoYaa BUTbl KaapupoBaHUSA, HO BKIoUYan okTeTbl FCS).
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TepmuH

3HayeHue

Packets
Received

(npoponkeHue)

B

X/
L X4

Packets RX and TX 512-1023 Octets - Obuiee KOAMYECTBO NPUHATbIX W
nepesaHHbIX NAaKeTOB (Y4YUTbIBAA «MNOXMEN NAKETbI), KOTOpble Hblan oT 512
80 1023 oKTeTOB B A/IMHY BKAKOYUTENBHO (MCKAtOYasa BUTbI KaApUpoBaHUA,
HO BK/Ito4an okTeTbl FCS).

Packets RX and TX 1024-1518 Octets - Obuiee KONMYECTBO MPUHATLIX U
nepeAaHHbIX NAKeToB (y4yuTbiBas «Naoxue» MaKeTbl), KOTopble OblAn OT
1024 po 1518 OKTeTOoB B AO/MHY BKAKYUTENbHO (MCKAtoYaa 6uTbI
KagpupoBaHUA, HO BKAtoYas oKTeTbl FCS).

Packets RX and TX 1519-2047 Octets - Obwiee KONMYECTBO MPUHATLIX U
nepeaaHHbIX NakeTos, KoTopble 6bian oT 1519 go 2047 oKTeToB B AJIMHY
BK/IIOUYNTENbHO (MCKAtOYan BUTbI KaapUPOBaHUSA, HO BKItoYaa oKTeTbl FCS),
M 6bIAM NPaBUILHO CPOPMMPOBAHDI.

Packets RX and TX 1523-2047 Octets - Obuiee KONMYECTBO MPUHATLIX U
nepeaaHHbIX NakeToB, KoTopble 6bian oT 1523 ao 2047 OKTeTOB B AJINMHY
BK/IOUYUTENBHO (MCKAtOYaA BUTbI KAaAPUPOBAHUSA, HO BKAOYAA oKTeTbl FCS),
1 6blN NPaBUAbHO CPOPMUPOBaAHDI.

Packets RX and TX 2048-4095 Octets - Obwiee KONMYECTBO MPUHATLIX U
nepeaaHHbIX MakeToB, KoTopble O6bian oT 2048 ao 4095 OKTeTOB B AJIMHY
(Mckntoyas O6UTbI KAaApPWUPOBAHWMA, HO BKAOYAA oOKTeTbl FCS), u 6binu
npaBuAbHO CHGOPMMUPOBAHDI.

Packets RX and TX 4096-9216 Octets - Obwiee KONMYECTBO MPUHATLIX U
nepeaaHHbIX NakeTos, KoTopble 6bianM oT 4096 A0 9216 OKTETOB B AJIMHY
BK/IIOYMUTENBHO (MCKAtOYas BUTbI KagpPUPOBAHUA, HO BKAtOYas okTeTbl FCS),
1 6b11M NPaBUIbHO CHOPMUPOBAHDI.

Packets
Received
Successfully

X/
L X4

X/
°

0

Total Packets Received Without Error - O6uiee KonuMyectBo MaKeToB,
nosy4yeHHbIx 6e3 ownboK.

Unicast Packets Received - KosanyectBo ogHOaApecHbiX MNaKeTOB W3
noaceTu, nepeaaHHbIX NPOTOKO/1aM BbICLIEro YPOBHS.

Multicast Packets Received - Obujee KoMYeCcTBO NOSYYEHHbIX NPaBUIbHO
chopmMMpOBaHHbIX MHOroaapecHbix naketoB. ObpaTuTe BHMMaAHWE, YTO B
3TO KOJIMYECTBO HE BXOAAT LWMPOKOBELLATE/IbHbIE NAKETbI.

Broadcast Packets Received - Qb6liee KoMYECTBO NOJYYEHHbIX NPaBUIbHO
chopMMpPOBaAHHBIX LWIMPOKOBELLATENbHBLIX MaKeToB. O6paTuTe BHUMaHMe,
YTO MHOTOAAPECHbIE NAKeTbl MPM 3TOM HE Y4MTbIBatOTCA.
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TepmuH

3HayeHue

Receive Packets
Discarded

Konnyectso BXxoAALWMX NAaKeTOB, KOTOPble OblIM OTKNOHEHbI HECMOTPA
Ha To,

YTO B HUX He 6blno 0H6HApYKEHO OWKNOOK, He NO3BONAOWMX Nepesavy
NpoToKonam 6osiee BbICOKOrO ypoBHA. OAHON U3 BO3MOMKHbIX NMPUYMH
OTKa3a OT TAKOro makeTa MOeT OblTb 0CBOOOXAEHWE MPOCTPAHCTBA
6ydepa.

Packets
Received with
MAC Errors

X/
L X4

X/
L X4

L)

X/
L X4

Total Packets Received with MAC Errors - 0bllee KonM4ecTso BXoOAALMUX
MakeToB C OWMOKOM, KOTOpas Nomellana wmx nepegadve MNpPoOTOKO/MaM
6onee BbICOKOro ypoBHS.

Jabbers Received - Obuiee KONMYECTBO MOJIYyYEHHbIX MAKETOB, AJMHA
KOTOpPbIX NpeBbllwaeT 1518 okTeToB (MCKAOYan Kagpupylouwme butbl, HO
BKAtoYan oKteTbl FCS), n umena nnbo HesepHyto Frame Check Sequence
(FCS) c uenbim uncnom oktetoB (FCS Error), nmbo HesepHyto FCS ¢
Heuenbim yncno oktetos (Alignment Error). O6paTuTe BHUMaAHUE, YTO
AaHHOe onpeaeneHue TepMUHa «jabber» oTanyaeTcsa oT onpeaeneHus
B IEEE-802.3, pa3aenax 8.2.1.5 (10BASE5) n

10.3.1.4 (10BASE2). 3T poKymeHTbl onpegenstoT jabber Kak
COCTOAHME, KOoraa Kakon-nnbo naket npesbiwaet 20 mc. [lonycTMmblit
Avana3oH obHapyXeHua jabber coctasnaet ot 20 go 150 mc.

Fragments/Undersize Received - O6uwee KOAMYECTBO MNPUHATbHIX
MaKeToB, KOTOpble MMENW AAMHY MeHee 64 OKTeToB (MCKAto4vas
KagpupytoLlme butbl, Ho BKAOYasa oKTeTbl FCS).

Alignment Errors - Obuiee KONMYECTBO MPUHATBLIX MaKeTOB, MMEBLUUX
ANVHY (McKAoYan Kagpupyolwime 6utbl, HO BKAtoYaa okTeTbl FCS)
mexay 64 n 1518 okTteTamum BKAKOUYUTENBHO, HO MMEBLUMX MPU 3TOM
HeBepHyto Frame Check Sequence (FCS) ¢ Heuenbim KO/JMYECTBOM
OKTETOB.

FCS Errors - Obuiee KONNYECTBO NMPUHATbIX MNAKETOB, MMEBLUUX AJINHY
(ucknouan Kagpupytowme 6UTbI, HO BKAOYasa oKTeTbl FCS) mexay 64 n
1518 oKTeTamu BKAKOYUTENbHO, HO MMEBLUMX MNPU 3TOM HeEBEPHYIO
Frame Check Sequence (FCS) ¢ uenbim KonnM4yecTBOM OKTETOB.

Overruns - Obuwee KonmMyectso GPeNMOB, OTKJAOHEHHbIX MO MNPUYUHE
neperpyXeHHOCTU NopTa BXOAALMMM NAKETAMMU.
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TepmuH 3HaueHue
Received % Total Received Packets Not Forwarded - KonuuyecTBo NpUHATbLIX
Packets Not BEPHbIX PpeiimoB, KoTopble bblv OTOpOLIEHbI (ApyrMmu cnosamm,
OTPUNLTPOBAHbI) NPOLLECCOM MEPECHISIKMN.
Forwarded ¢ P ) npou P
+» 802.3x Pause Frames Received - Konnyectso kagpos MAC control,
NMONYYEeHHbIX Ha 3TOM uWHTepdeince, C KOAOM onepauum,
yKasbiBaowmm onepaumto PAUSE. CyeTunmK He MHKpemeHTupyeTcA,
ecnv nHTepdeinc paboTtaeT B NONyAYNAEKCHOM pPeXxUME.
+» Unacceptable Frame Type - Konnuectso ¢ppelimos, OTOPOLLEHHbIX NO
NPUYMHE HENpMemMnemoro Tmna.
Packets % Total Packets Transmitted (Octets) - Obliee KOAMYECTBO OKTETOB

Transmitted
Octets

AaHHbIX (BKAOYAA «NIOXME» NAKETbI), MONYYEHHbIX B CETU (MCKAKOYanA
Kagpupytowme 6uTbl, HO BKAtOYasa oKTeTbl FCS). 3TOT 06beKT moxKeT
MCNONb30BaTbCA KaK pa3yMHas oueHKa 3arpysku Ethernet. Ecaum
Tpebyetca 60nblIaa TOYHOCTb, AONXKHbI OblTb OTOOPAHbI OOBLEKTDLI
etherStatsPkt n etherStatsOctets, o 1 nocne obuwero MHTepBana.

Packets Transmitted 64 Octets - Ob6lee KONMYeCcTBO nepefaHHbIX
naKeToB (y4MTbiBasi «MOXME» MaKeTbl), KOTOpble UMenu AAuNHy 64
OKTeTa (MCKAYasa bUTbl KaApPUPOBaHMA, HO BKAtOYan oKTeTbl FCS).

Packets Transmitted 65-127 Octets - Ob6uiee KoAnMYecTBO NepenaHHbIX
nakeToB (y4MTbiBas «MNjaoxme» nakeTbl), KoTopble 6blan OT 65 go 127
OKTETOB B AJINHY BKAOYUTENbHO (MCKAKOYasa BUTbI KagpupoBaHUA, HO
BK/toYan okTeTbl FCS).

Packets Transmitted 128-255 Octets - 0Obuiee Koan4ectso
nepeAaHHbIX MaKeToB (Y4UTbIBaAsA «M/IOXME» MaKeTbl), KOTOpble ObiAn
oT 128 no 255 OKTeTOB B AJIMHY BKAKOYUTENbHO (MCKAtOYaa 6uThbl
KagpupPOBaHUSA, HO BKAtoYas oKTeTbl FCS).

Packets Transmitted 256-511 Octets - O6buwee KoAM4ecTBo
nepeAaHHbIX MaKeToB (y4YUTbiBaA «MNIOXME» MaKeTbl), KOTopble Oblan
oT 256 o 511 OKTeTOB B AJINHY BKJIOYUTENbHO (MCKAOYaa GuThl
KagpupOoBaHMSA, HO BKAtoYan okTeTbl FCS).

Packets Transmitted 512-1023 Octets - 0Ob6buiee Koan4ecTso
nepeAaHHbIX MaKeToB (YYUTbIBAsA «M/IOXMEY MaAKETbl), KOTOpble Bbian
oT 512 go 1023 OKTETOB B A/IMHY BK/IOUYUTENIbHO (MCKAOYaA GUTBI
KaapupPOBaHUSA, HO BKIoYan okTeTbl FCS).

Packets Transmitted 1024-1518 Octets - 0O6uwee KoanMyectso
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TepmuH

3HayeHue

X/
°

nepeAaHHbIX MaKeToB (YYMTbIBAA «MNAOXME» MaAKeTbl), KOTopble Oblan
oT 1024 po 1518 OKTeTOB B A/IMHY BKAOYUTENbHO (MCKAOYas GUTbI
KagpupOoOBaHUSA, HO BKAtoYan okTeTbl FCS).

Transmitted > 1518 Octets - Obuwee KonuMyecTBO nepeaaHHbIX
NnakeToB, KoTopble 6binM AAMHHee 1518 oOKTeTOoB (MCKAo4as 6uUTbl
KagpupoBaHUA, HO BKAYaa okTeTbl FCS), n 6blnM npaBUAbHO
cbopMUpPOBaHbI.

Max Frame Size - MakcumanbHbili pasmep nonsa Info (6es MAC),
KOTOpoOe 3TOT NopT byAeT NPUHMMATb UK NepenaBathb.

Packets
Transmitted
Successfully

Total Packets Transmitted Successfully- Konuuectso ¢peiimos,
nepenaHHbIX 3TUM MOPTOM B €r0 CErMEHT.

Unicast Packets Transmitted - O6uiee KO/JNYECTBO MNAKETOB,
3aMNpOLLEHHbIX NPOTOKOMaMM bonee BbICOKOro YPOBHA AR OTNPaBKM
Ha MHOMBMAYANbHLIN agpec B NOACETU, BKAOYAA Te, KOTopble Obian
OTOPOLLEHbI NN HE OTNPABAEHbI.

Multicast Packets Transmitted - O6uee KoanMyecTBO NaKeToB,
3aMNpOoLLUEHHbIX NPOTOKONaMM 6onee BbICOKOrO YPOBHA ANS OTNPaBKU
Ha TrpynnoBoi aapec B MOACETH, BKAYAA Te, KOTopble 6bian
OTHPOLLEHbI NN HE OTNPABAEHbI.

Broadcast Packets Transmitted - O6uee KonM4yecTBO NAKETOB,
3aMpOLLEHHbIX NPOTOKOMaMM bonee BbICOKOro YPOBHA ANA OTMPaBKU
Ha LWMPOKOBELATE/IbHbIM aapec B MOACETU, BKAKOYAA Te, KoTopble
6b11M OTOPOLIEHbI MM HE OTNPABAEHDI.

Transmit
Packets
Discarded

KonnuectBo UCXofAwMX MNaKeToB, KoOTopble 6blM  OTKNOHEHDI
HECMOTPA Ha TOMTO B HWX He OblN0 OOHApyKeHO OWWOOK, He
NO3BONAOIWMX Nepefayy NpoTokosam 6onee BbICOKOrO YPOBHA.
OAHOW 13 BO3MOXKHbIX MPUUYMH OTKa3a OT TaKOro MaKeTa MOKeT bbITb
ocBoboKaeHWe npocTpaHcTea bydepa.

Transmit Errors

o
S

K/
X4

)

Total Transmit Errors - Cymma OAMHOYHbIX, MHOECTBEHHbIX M
yepe3mMepHbIX KONTU3UN.

FCS Errors - Obuwee KONM4YecTBO nepenaHHbIX MaKeToB, MMEBLUMX
ANNHY (MCKAoYan Kagpupylowme 6utbl, HO BKAlo4Yasa oKTeTbl FCS)
mexay 64 n 1518 oKTeTamMm BKAKOYUTENBbHO, HO MMEBLLUUX NPU ITOM
HeBepHytlo Frame Check Sequence (FCS) ¢ HeuenbiM KOAMYECTBOM
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TepmuH

3HayeHue

X/
°e

OKTETOB.
Underrun Errors - Obuee konmyectso ¢ppenimos, oTOPOLLIEHHbIX MO
npuYmMHe onycToweHns nepegatowero 6ydepa FIFO BO Bpemsa
nepegauu.

Transmit Discards

X/
°

Total Transmit Packets Discards - Cymmbl ¢peiimoB, oTOpOLIEHHbIX
N3-3a KOJIIN3UIN: OAMHOYHbBIX, MHOMECTBEHHbIX U YepPe3MEpPHbIX.

Single Collision Frames - HKoauyectBo ¢penimoB, YycnewHo
nepegaHHbIX Ha onpeaeneHHbi nHTepdenc, Ana KoTopbix nepeaaya
6bln1a 32a6/10KMpPOBaHa €AUHCTBEHHOM KONIU3MEN.

Multiple Collision Frames - KonuyectBo ¢peiimos, ycnewHo
nepegaHHbIX Ha onpeaeneHHbli MHTepdenc, ANA KOTopbix nepesaya
6blna 3a610KMpPOBaHA HECKOIBKMMU KONTU3UAMMU.

Excessive Collisions - Konnyectso ¢peiimoB, nepegaya KOTOPbIX Ha
onpeaeneHHbli MHTepdenc 3aBeplunaacb HeyaayHo MO MNpUYMHE
yepesmMepHbIX KOJTU3NA.

Port Membership Discards - Konnyectso ¢peiimos, oTbpacbiBaembix
npu BbIXO4e AN 3TOr0 MNOPTA M3-3a BK/IKOYEHHOM UCXOZALLEN
duneTpaymmn.

Protocol
Statistics

K/
X4

)

X/
o

802.3x Pause Transmitted - KoauuyectBo Kagpos MAC Control,
nepeAaHHbIX 3TUM UHTepdencom, C KOAOM Onepaumnm, YKasblBaOLUM
onepaunto PAUSE. CyeTyMK He MHKpeMeHTUpyeTca, ecnn uHtepdeic
paboTaeT B NONYAYNNEKCHOM peXume.

GVRP PDUs Received - Konuyectso GVRP PDU, nosy4yeHHbIX Ha
yposHe GARP.

GVRP PDUs Transmitted - Konnyectso GVRP PDU, nepegaHHbIX Ha
yposHe GARP.

GVRP Failed Registrations - KoanuyectBo 6e3ycnelwwHbiX MOMbITOK
peructpaummn GVRP.

GMRP PDUs Received - KonuyectBo GMRP PDU, nosy4YeHHbIX Ha
yposHe GARP.

GMRP PDUs Transmitted - KonnyecteBo GMRP PDU, nepegaHHbIX Ha
yposHe GARP.

GMRP Failed Registrations - KosnnuyectBo 6e3ycneliHbIX MOMNbITOK
pernctpaumn GMRP.
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TepmuH

3HayeHue

X/
X4

L)

STP BPDUs Transmitted
npoToKkoaa Spanning Tree.

Konnyectso otnpasneHHbix BPDU

STP BPDUs Received — KonuuyectBo npuHATbix BPDU
Spanning Tree.

NPOTOKO/1a

% RST BPDUs Transmitted - Konuuyectso oTnpasnieHHbix BPDU
npoTtoKkona Rapid Spanning Tree.
+* RSTP BPDUs Received - Konuuyectso npuHATbIX BPDU npoToKona

Rapid Spanning Tree Protocol.

MSTP BPDUs Transmitted - KonuyectBo otnpaBneHHbix BPDU
npoTtokona Multiple Spanning Tree.

MSTP BPDUs Received - KonnuectBo npuHAaTtbix BPDU
Multiple Spanning Tree.

npoToKona

Dotlx Statistics

EAPOL Frames Transmitted - Konnuecteo ¢peinnmos EAPOL noboro
TUNa, NnepeaaHHbIX 3TUM ayTEHTUPUKATOPOM.

EAPOL Start Frames Received - KonunuectBo AeicTBUTENbHbIX
cTapToBbIX PppeiimoB EAPOL, Nony4YyeHHbIX STUM ayTEHTUPUKATOPOM.

Time Since
Counters Last
Cleared

BpeMﬂ B AHAX, YaCaX, MWHYTaX W CeKyHOaX, npouweguwee C MOMEHTa
nocneaHero ovynuweHmAa CTatTMCTUKM Ha gaHHOM MOpPTYy.

Mpu ncnonb3osaHum

KNHO4YEeBOro CNoBa switchport NOABAAETCA Caeaytowan VIHd)OpMaLI,MH.

TepmuH

3HaueHue

Packets Received
Without Error

Obuiee KoNMYecTBO NaKeToB  (BKAKOYas
MHOroaZpecHble), NONYYEHHbIX MPOLECCOPOM.

wnpoKkoBeLwaTe/ibHble n

Broadcast Packets
Received

O6u.|,ee KONIMYECTBO MOJZTy4YEHHbIX NAaKeTOB, KOTOpble 6b1nn Hanpas/ieHbl Ha
IJJMpOKOBeLLI,aTe]'IbeIlz ajgpec. O6paTVITe BHUMaHME, 4YTO MHOroagpecHble
NaKeTbl NPU 3TOM HE Y4YUTbIBAKOTCA.

Packets Received | Obliee KONMYECTBO NAKETOB C OWMBKaMU (BAKIOYaA LUMPOKOBeLLLaTe/IbHbIe
With Error M MHOroaapecHble NaKeTbl), MO/ly4eHHbIE NPOLLECCOPOM.
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PyKOBO,EI‘CTBO no/ib3oBaTenA

TepmuH 3HayeHue

Packets Obuiee KOANYECTBO NAKETOB, NepeaaHHbIX U3 HTepdelica.
Transmitted
without Errors

Broadcast Packets | O6uee KonMYeCTBO NaKeTOB, 3aNpPOLLEeHHbIX MPOTOKoAaMK 6osiee BbICOKOro
Transmitted YPOBHA ANA OTNPaBKM Ha LWMPOKOBELLATE/IbHbIA aZpec, BKAWO4YaA Te,
KOTOpblie OblM OTOPOLLEHDBI NN HE OTNPaB/EHbI.

Transmit  Packet | KonnyectBo mcxoadawmx NakeTos, KOTOpble HE MOrau 6biTb nepegaHbl No
Errors npuYMHe OWNHBOK.

Time Since | Bpems B AHAX, 4Yacax, MMHYTax W CeKyHAax, npowejlee C MOMEHTa
Counters Last | nocneaHero oYnLEHNA CTaTUCTUKN A8 JAaHHOTO KOMMYyTaTopa.
Cleared

Mpu ncnonb3oBaHUM KAoUYeBoro ciosa all nossasetca ciegytolwan MHbopmaLms.

TepmuH 3HaueHue
Port NaeHTndunkatop nHTepdenca.
Bytes Tx Ob6Lee KonmyecTso 6anT, nepeaaHHbIX UHTephENCcom.
Bytes Rx Ob6lee KonnMyecTso 6anT, NOy4EHHbIX UHTEPdENCOM.
Packets Tx Obuiee KONNMYECTBO NAKETOB, NepeaaHHbIX MHTepPpencom.
Packets Rx Obuiee KONNMYECTBO NAKETOB, NONYYEHHbIX MHTEPPENCOM.

show interface ethernet switchport

[aHHaa KomaHaa oTobparkaeT MHbopmaumio o cxeme private VLAN gns nHtepdelicos KommyTaTopa.

dopmar show interface ethernet interface-id switchport
Pexxum Privileged EXEC

Mapametp OnucaHue
interface-id Unit/slot/port kommyTaTopa.
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L bk

KomaHzaa oTobpaxkaeT cneaytouyto MHbopmMaLuumio.

TepmuH

3HaueHue

Private-vlan
hostassociation

CootBetcteue VLAN pana private-VLAN xocT nopTos.

Private-vlan
mapping

Cootsetcteue VLAN gna private-VLAN cmellaHbix NOPTOB.

show interface lag

[aHHaa KomaHaa oTobparkaeT MHGOPMALMIO O KOHDUTYpaLum onpegeneHHoro nHtepdeica LAG.

dopmart show interface lag lag-intf-num
Pexxum Privileged EXEC
Mapametpbl 3HayeHue
Packets Received | Obwee KonMYecTBO NakKeToB  (BKAOYAsA  LUMPOKOBELWATE/IbHble W

Without Error

MHOraZipecHble NakeTbl), NoJly4eHHbIX Ha uHTepdelice LAG.

Packets Received
With Error

Konnyectso BXOZALMX NAKETOB, COAEPMKALMX OLIMOKKM, He No3Bo/AOLLME
MX Nepegady NPOToKo1lam 6onee BbICOKOTO YPOBHS.

Broadcast Packets
Received

ObLee KONMYECTBO MONYYEHHbIX MNAKETOB, KOTOPble HblAM HanpaBaeHbl HA
LWUMpOKoBeLWaTeNbHbIM agpec. ObpatuTe BHMMaHWE, YTO MHOroaapecHble
NakeTbl NPU 3TOM He YYMTbIBAOTCA.

Receive  Packets | KonmuectBo BXoAALMX NMAKeTOB, KOTOpble OblM OTKNOHEHbI HECMOTPA Ha

Discarded TO, YTO B HMX He OblI0 0OHapYKEHO OLWNOOK, He NO3BONAIOLWMNX Nepeaady
npotokonam 6osiee BbICOKOro ypoBHA. OAHOM M3 BO3MOMHbIX MPUYUH
OTKa3a OT TaKOro nakeTa MOXeT OblTb 0CBOOOXAEHME MPOCTPaAHCTBA
6ydepa.

Packets Ob6Liee KONMYECTBO NAKeTOB, NepeaaHHbIX 13 LAG.

Transmitted
Without Error

@ J) QTECH |

MWP HOCTYMNHEE

www.qtech.ru

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

184



PyKOBO,EI,CTBO no/ib3oBaTenA

S

Mapametpbl 3HayeHue

Transmit Packets | Konnuectso ncxoaswmx naketos, KOTopble OblIM OTKAOHEHbI HECMOTPSA Ha

Discarded TO,UTO B HUX He OblI0 OOHapyXeHOo OWNOOK, HEe MO3BOAAOWMX Nepeaady
npotokonam 6osnee BbICOKOro ypoBHA. OAHOM M3 BO3MOMKHbIX MPUYMH
OTKa3a OT TaKOro naketa MOMKeT OblTb 0cBOOOXKAEHME NPOCTPaHCTBA
6bydepa.

Transmit Packet | KonnuectBo ncxoaswmx nakeToB, KOTOPble HE MOMAM ObiTb NepegaHbl Mo

Errors npuymHe oWwmnboK.

Collisions Frames

Hannyywas oueHKa obLiero Ko/auyecTBa KOMIM3UA B 3TOM CErmeHTe
Ethernet.

Time Since
Counters Last
Cleared

Bpema B AHAX, 4acax, MMUHYTAX M CEKyHZaAX, npoweawee C MOMEHTa
nocnegHero OUYnLEHUA CTaTUCTUKK aNna aToro LAG.

show fiber-ports optical-transceiver

JaHHaA

KomaHZa oTobparkaeT AuarHocTMueckylo uHbopmaumio SFP,

TaKylo Kak TemnepaTypa,

Hanps)eHne, TOK, BXOAHaA MOLLHOCTb, BbIXOAHasA MOLLHOCTb, KOMYECTBO ownboK npu nepeaade m LOS.
3HauyeHnA BbIBOAATCA U3 AMarHocTmyeckom Tabamubl SFP A2 ¢ ucnonbsosaHmem uHtepdeiica 12C.

dopmar show fiber-ports optical-transceiver {all | unit/slot/port}
Pexxum Privileged EXEC

Mone OnucaHue
Temp BHyTpeHHAA TemnepaTypa TpaHcueepa.
Voltage BHyTpeHHee Hanps)KeHne NUTaHuA TpaHcuBepa.
Current ToK cmeLLeHMA TPaHCMUTTEpa.

Output Power

MN3mepeHHaa onTUYecKasa MOLWHOCTb, OTHOCUTENbHO 1 MBT.

Input Power

N3mepeHHaa nony4yeHHaa onTUYeCcKasa MOLWHOCTb, OTHOCUTENbHO 1 MBT.

TX Fault

OwnbKa TpaHCMUTTEpAa.

@ J) QTECH |

MWP HOCTYMNHEE

www.qtech.ru

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

185




PyKOBO,EI,CTBO no/ib3oBaTenA

mmunum%

Mone

OnucaHue

Mone

OnwucaHue

LOS

MNoTepsa curHana

Mpumep: Huke npuBeseH Npumep BbIMOJIHEHUSA KOMaHAbI:

(Switch) #show

fiber-ports optical-transceiver all

Port Temp
[c]
0/49 39.3
0/50 33.9
0/51 32.2

Output Input
Voltage Current Power Power  TX LOS
[Volt] [mA] [dBm] [dBm] Fault
3.256 -2.234 -2.465 No No
3.260 -2.374 -40.000 No Yes
3.256 -2.300 -2.897 No No

show fiber-ports optical-transceiver-info

[aHHan KomaHza oTobparkaeT nHPopmaumto SFP, OTHOCALLYIOCA K MPOU3BOAUTENIO YCTPOMCTBA, @ UMEHHO:
Ha3BaHWe Npon3BoAUTENA, CEPUIHBIA HOMep SFP 1 HoMmep geTanun. 3HavyeHus BblBOAATCA M3 Tabauubl SFP
A0 ¢ cnonb3zoBaHmem nHTepdeiica 1°C.

dopmar show fiber-ports optical-transceiver-info {all | slot/port}
Pexxum Privileged EXEC
MNone OnucaHue

Vendor Name

MNone emkoctbto B 16 cumeonos ASCIl, BbipaBHEHHOE MO /IeBOMY Kpato U
cABUHYTOEe BnpaBo npu nomowm npobenos ASCIl (20h). JaHHas cTpoKa
OONXKHa  npeacTaBnAte  cobolt  MNosHOe  Ha3BaHWE  KOMMAHWUK-
npousBoguTens, obWwenpuHATOEe COKpalleHMe 3Toro HasBaHus, Kog SCSI
N60o BMpPKEeBON KOA KOMNAHMN-NPOM3BOAUTENA.

QTECH |

MWP HOCTYMNHEE

www.qtech.ru

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

186




PyKOBO,EI‘CTBO no/ib3oBaTenA

Mone

OnucaHue

Length (50um,
oM2)

JTO 3HAYeHMe YKasblBAEeT AJINHY JINHUMK, NOALAEPHKMBAEMYIO TPAHCMBEPOM,
npu pabote B COOTBETCTBMU C MNPUMEHUMbIMM  CTaHAAPTaMMU C
ncnosb3oBaHnem 50-MWMKPOHHOrO MHOromoZoBoro BosoKHa OM2 [500
Mlu*km Ha 850 Hm]. HyneBoe 3HayeHMe roBOPUT O TOM, YTO TPAHCUMBEP He
nogaeprkunsaer 50-MUKPOHHOE MHOroMOAOBOE BOJIOKHO, /NGO AAMHY
KaHana HeobxoAMMO BbIACHUTbL U3 TEXHONOMMKN TPaHCMBEpa.

Length  (62.5um,
oM1)

3TO  3HayeHue  YyKasblBaeT  AJWHY  JIMHUK,  NOAAEPKUBAEMYIO
npuemonepesaTynmkom, npu pabote B COOTBETCTBUM C MPUMEHUMbIMU
CTaHAapTaMM C  MCNONb30BaHMEM 62,5-MUKPOHHOrO MHOrOMOAOBOrO
BosIoKHa OM1 [200 MTu*km Ha 850 Hm, 500 MTu*km Ha 1310 Hm].
Hynesoe 3HayeHMe roBOPUT O TOM, YTO TPaAHCUBEP He Noadep>kuBaeT 62,5-
MWKPOHHOE MHOrOMOZOBOE BOJIOKHO, NMBO A/NMHY KaHana HeobxoAumo
BbIACHUTb U3 TEXHO/IOTMW TPaHCUBEpPa

Vendor SN

CepwinHbI Homep npounssoauTens. MpeactaBaseT cobon Nofe eMKOCTbIO B
16 cmmsonos, cogepxawee cumaonbl ASCll, BblpaBHEHHOe NO /eBoMy
Kpalo M cABMHYTOe BnpaBo npu nomowmn npobenos ASCIl (20h),
onpegensollee CepurHbIN HOMep MPOU3BOAUTENA ANA TpaHcuBepa.
Hynesoe 3Ha4YeHWe roBOPUT O TOM, YTO CEPUNHBIN HOMEP NPOM3BOAUTENA
He yKasaH.

Vendor PN

Homep pgetann npoussogutena (vendor PN) 16-6aiTHoe none,
copepralwee cmmaonbl ASCII, BbipaBHEHHOE MO IEBOMY Kpato U cABUHYTOE
Bnpaso npu nomoim npobenos ASCIl (20h). Onpeaenser Homep AeTanun m
Ha3BaHWe NpoayKta. Hynesoe 3HaYeHMe roBOPUT O TOM, YTO HOMEp AeTanu
Npou3BOAMUTENA HE YKa3aH.

BR, nominal

HomunHanbHaa cKopocTb nepegaym AaHHblX (BR) yKasbiBaeTcs B eguHMLAX
100 Mbog, okpyrneHHas go 6aumxkanwero 100 Mbog,. BennumHa Brkatoyaet
B cebs Te OWTbl, KOTOpble HeobXoAuMbl AONA  KOAMPOBAHUA WU
pasrpaHMYeHMA CUrHanNa, a TaKke OuTbl, copeprkawme MHOOPMALUIO O
OaHHbIX. HyneBoe 3HayeHWe roBOpUT O TOM, 4YTO CKOPOCTb Mnepeaayu
AaHHbIX He 3afaHa M A0/KHA ObiTb onpeaeneHa UCXoaa M3 TEXHOIOTUM
TpaHcuBepa. ®PaKTuyeckada CKOpoOCTb nepefayn WHPopmauum bypet
3aBMCeTb OT KOANPOBAHMA AAHHbIX.
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Mone OnucaHue

Vendor Rev Homep peBusuu npoussoautens (vendor rev), cogepawmini CUMBO/bI
ASCIl, BbIpOBHEHHbIN NO 1€BOMY Kpalo U CABUHYTbIA BNPABO NPU NMOMOLLU
npob6enos ASCIl (20h). OnpegenseT peBnsnio NpoayKTa. Hynesoe 3HaYeHue
roBOPUT O TOM, YTO HOMEP PEBU3UM HE YKaA3aH.

Mpumep: Huxke npuBegeH Npumep BbINOJHEHUA KOoMaHAbl: (Switch) #show
fiber-ports optical-transceiver-info all

Link Link Nominal

Length Length Bit

50um 62.5um Rate
Port Vendor Name [m] [m] Serial Number Part Number [Mbps] Rev
0/49 Switch 8 3 2018414 761 10300 10
0/51 Switch 8 3 2018472 761 10300 10
0/52 Switch 8 3 2018501 761 10300 10

show mac-addr-table

[aHHas KoMaHAa BbIBOAMT 3anucy Tabavubl Kommytaumu (FDB). 3Tu 3anucu mcnonb3yrotea GyHKUmen
NpPO3paYyHOro MOCTa A4/1A onpeaeNeHna Toro, KakKum obpa3om NepeHanpPaBUTb NOAYYEHHbBIV dperim.

KntoueBoe cnoso all unu oTcyTcTBME NapameTpoB - NoKasaTb BClo Tabanuy. Beeaute MAC-agpec u VLAN
ID, uTobbl 0TO6pPasnTb 3anucK Tabnuubl ans Tpebyemoro MAC-agpeca Ha ykasaHHom VLAN. MapameTtp
count - noka3atb CcBOAHy0 uHboOpmauuio o Tabavue KommyTaumm. [MapameTp interface
unit/slot/port - nokasatb MAC-agpec Ha ykazaHHOM uHTepdelice.

Ona ykazaHuAa uHTepderica LAG Bmecto unit/slot/port MOXHO ucnonb3oBatb lag-intf-num.
Takxke ana onpegenenuns nHtederica LAG MOXKHO Mcnonb3oBath lag-intf-num, rae lag-intf-num-
Homep nopTa LAG. NapameTp vlan vlan_id otobpaxkaeT nHpopmaunto o MAC-agpecax B yKasaHHOM
VLAN.

dopmar show mac-addr-table [{macaddr vilan_id | all | count | interface
{unit/slot/port | lag lag-id | vlan vlan_id} | vlan vlan_id}]

Pexxum Privileged EXEC

Cnepytowwan nHpopmauma otobparkaeTcs, ec/in Bbl He BBedeTe napamertp, Katoyesoe cnoso «all», MAC-
aapec ambo VLAN ID.
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TepmuH 3HayeHue
VLAN ID VLAN, B KoTopoi nsyvyeH MAC-agpec.
MAC Address OpHoagpecHbin  MAC-agpec, A4nAa KOTOPOro KOMMYyTaTop WUMeeT

nHbopmaumio o nepeHanpasneHun wuan oéunbtpaummn. dopmat - 6
ABYX3HAUHbIX LWeCTHaAUaTepUYHbIX YmMcen, pasgeneHHbIX ABOeTOYMUAMMN,
Hanpumep: 01:23:45:67:89:AB.

Interface MopT, yepes KoTopbIl OblN U3yYeH aapec.

Interface Index [aHHbIn  06bEeKT MoKa3blBaeT MHAEKC UMHTepdelica  Tabauupl
MHTepdENCcoB, aCCOLMMPOBAHHOM C STUM NOPTOM.

Status CraTtyc 31Ol 3anncK. 3HayeHus:

o

%+ Static—3HaueHune COOTBETCTBYHOLLETO aKzemnaapa 6b1210
nobaBneHo cuctemolt  WAM  Nosb3oBatesnem, Korga  6bin
onpeaeneH cratuyecknin ¢ounbtp MAC. OH He MoOXKeT ObITb
nepeyyeH.

X/

* Learned—3HauyeHWe COOTBETCTBYIOLWErO 3K3emnaapa 6biio
nM3yyeHo nytem HabnwogeHns  MAC-agpecoB  UCTOYHMKA
BXoAALWero TpaduKa 1 UCNONb3yeTCA B HACTOALLEee BpeMA.

+* Management—3HayeHune COOTBETCTBYIOLLETO aK3emnasapa
(cnctemHoro MAC-agpeca) TakXke  ABASETCA  3HAYEHUEM
CYLLECTBYIOLLLEro 3K3emMnasapa dotldStaticAddress. OH

naeHtudnumnpyetca mHtepdeiicom 0/1. n B HacToAlee Bpema
ncnonb3syeTca npu BrAYeHUn VLAN ana mappytusaumu.

+ Self—3HauyeHne COOTBETCTBYIOWErO 3K3emnaspa - 3TO agpec
OZIHOTO M3  PpU3nYECKnx nHTepdeiicos KoMMyTaTopa
(cobcTBeHHbIM MAC-aapec cuctemsl).

% GMRP Learned—3Ha4yeHune cooTBETCTBYHOLWEN MHDOPMALUKN BblNO
nonyyeHo ¢ nomouwbio GMRP 1 npumeHseTcs K MHOroagpecHom
paccblnke.

+* Other—3HayeHne COOTBETCTBYHOLLErO 3K3EMMNAAPA HE OTHOCUTCA
K O4HOW U3 APYrMX KaTeropui.

Echn Bbl BBepeTe vlan vlan id, 6yayT nokasaHbl Tonbko nona MAC-agpeca, uHTepdeica u
coctosiHuA. Ecamn Bbl BBegeTe napametp interface unit/slot/port, TO B AONONHEHWE K NOAAM
MAC-agpeca n coctoaHua noasutca none VLAN ID.

. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

189



PyKOBO,EI‘CTBO no/ib3oBaTenA

Cnepytolwan nHoopmaumsa oTobparkaercs, ecnu Bbl BBeAeTe napameTp count:

TepmuH 3HauyeHue

Dynamic Address | Konnyecteo MAC-agpecoB B Tabauue KomMmyTauuu, KoTopble Obiau
count aBTOMAaTUYECKN N3YYEHbI.

Static Address (User- | KonnuectBo MAC-agpecoB B Tabnuue KOMMyTaUMW, BBEAEHHbIX
defined) count BPY4YHYO NO/Ib30BaTENEM.

Total MAC Addresses | KonnuectBo MAC-agpecoB, HaxoAAWMXCA B HacTosllee Bpems B
in use Tabauvue KommyTauuu.

Total MAC Addresses | KonnyectBo MAC-agpecoB, KoTopoe cnocobHa noanepueaTb Tabauua
available KOMMYyTaLUmu.

process cpu threshold

[aHHaA KoMaHAa HacTpanBaeT NOPOrn NUCMosib3oBaHUA L. BepXHUIA U HUXKHMIA NOPOTY U YKa3bIBaOTCA B
BMAE onpeaeneHHoOro NpoLeHTa ot pecypcos LM, MOHUTOPUHT MCMOb30BAaHNA MOKET ObITb HACTPOEH OT 5
cekyHZ Ao 86400 ceKyHA, YMHOXeHHble Ha 5 ceKyHA,. [Moporosoe 3HayeHne ncnoabsosaHua LM
COXpaHsAeTcA nocse nepesarpyskm KommyTaTopa. HactpamsaTtb HUKHUIA Nopor HeobasaTenbHo. Ecnu
3HaAYeHMe HUXKHEro NOPOra He HaCTPOEHO, OHO CYMTAETCA COBMALAIOLLMM CO 3HAYEHMEM BEPXHErO Nopora.

dopmar process cpu threshold type total rising 1-100 interval
Pexxum Global Config
Mapametp OnucaHue
rising threshold BepxHuit nopor - npoueHTHoe 3HayeHue pecypcosB LM, npesbiweHne

KOTOPOTO Ha YKa3aHHbI BpemeHHOW uHTepBan («rising interval») Bbi3biBaeT
yBegomneHune. OmanasoH - ot 1 go 100. 3HayeHue no ymon4vaHuw - 0
(oTKkNtoYeHo).

rising interval OnntenbHOCTb npeBbiweHna pecypcoB LM B cekyHaax, KOTopasa AONAXKHA
nosseyb 3a coboi oTnpaBKy yBegomaeHua. Amnana3oH - ot 5 ao 86400.
3HayeHue No ymonyaHuio - 0 (OTK/OUYEHO).
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Mapametp

OnucaHue

falling threshold

Hu»XHWiM nopor - npoueHTHoe 3HadyeHue pecypcos LM. YsegomneHue
NpPOUCXOANT, Koraa ucnonb3osaHue LM nagaeTt HUXKe AaHHOro 3HaYeHUA Ha
YKa3aHHbIN BpemeHHOW uHTepBan. [nanasoH - ot 1 go 100. 3HayeHune no
ymonyaHuio - 0 (OTKNYEHO).

YBeaoOM/IeHMEe NPoOUCXoauT B TOM C/ydae, Korga obuwmii KoadpoduumeHT
ucnonb3osaHma LM nagaeT HWMKe 3TOrO0 YPOBHA B TeyeHWe nepuoaa
BPEMEHM, YKa3aHHOro B HaCTPOMKax. YBeAOM/IEHNE O HUKHEM NOPOroBOM
3HaYeHUM NaZeHuA NPOU3BOAUTCA TONbKO B TOM Cay4yae, ecn paHee 6bi10
NoJiy4eHO YBEAOM/IEHME O BEepXHEeM MOPOroBOM 3HayeHun. HukHee
noporoBoe 3HauyeHWe Bceraa [AOMKHO ObiTb HUKe BepxHero. He
[ONYCKAEeTCA HUXKHEee NOPOroBoe 3HaYeHMe, NpeBbIWaloLEee BepXHee.

falling interval

OANTenbHOCTb MCNoNb30BaHUA pecypcoB LIM HMKe noporoBoro 3HayYeHus (B
CeKyHAax), KoTopaa AO0/iKHa NoB/eYb 3a coboit OTNpaBKy yBeAOM/IEHMUA.
[Anana3oH - oT 5 go 86400. 3HayeHMe No ymonyaHuio - 0 (oTKAOYEHO).

show process app-list

[aHHan KomaHaa oTobpaXkaeT No/1b30BaTe/IbCKMUE U CUCTEMHbIE MPUIOXKEHMA.

dopmar show process app-list
Pexxum Privileged EXEC
Mapametp OnucaHue
ID NaeHTUdMKATOP NPUNOKEHNUSA.
Name NUma, onpegenstolLee npouecc.
PID Yucno, kotopoe ncnonbayetcs MO gna naeHTMPpUKaumm npouecca.

Admin Status

AZLMUHUCTPATMBHBIM CTATyC NpoLecca.

Auto Restart

YKasblBaeT Ha TO, nepesanyckaeTca /M npouecc aBTomatTuyeCKu nocne
OCTaHOBKMW.

Running Status

YKa3blBaeT Ha TO, 3anyLLeH UM OCTaHOBEH NPOLECC B HACTOALLMIA MOMEHT.
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Mpumep: BbiBOA KOMaHAHOW CTPOKU AN1A AaHHOM KOMaHAbI.

Admin Auto Running ID Name PID

Status Restart Status

1 dataplane 15309 Enabled Disabled Running
2 switchdrvr 15310 Enabled Disabled Running
3 syncdb 15314 Enabled Disabled Running
4 lighttpd 18718 Enabled Enabled Running
5 syncdb-test @ Disabled Disabled Stopped
6 proctest © Disabled Enabled Stopped
7 user.start @ Enabled Disabled Stopped

show process app-resource-list

JaHHaa KomaHaa 0To6pa>KaeT HACTPOEHHbIE N NUCNOIb3yemble peCypcCbl ANA KaXX40ro NpuaoxKeHuA.

dopmar show process app-resource-list
Pexxum Privileged EXEC
Mapametp OnucaHue

ID NaeHTUPUKATOP NPUNOKEHMUSA.

Name Nma, onpeaenatouLee npotiecc.

PID Yucno, kotopoe ucnonosyetca MO ana naeHTMdUKaumm npouecca.

Memory Limit MaKcnMmanbHOEe KOAMYeCcTBO NaMATH, KOTOPOe MOXKeT NOoAYy4YUTb npouecc.

CPU Share MaKcumanbHbiA  MNpoueHT pecypcoB LM, KoTopbii MOMET nonyyuTb
npouecc.

Memory Usage Konnyectso namaTn, UCNONb3yemoe NPOoLLeCCOPOM B HacToALLee BpeMs.

Max Mem Usage MaKkcMmanbHoe KOAMYeCcTBO MNaMATU, BblaenABWIEeCA Ha npouecc C
MOMEHTa ero 3anycka.

(Routing) #show process app-resource-list

Memory CPU Memory Max Mem
ID Name PID Limit Share Usage Usage
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S

switchdrvr
syncdb
syncdb-test

1

2

3

4 proctest
5 utelnetd

6 1lxshTelnetd
7 user.start

show process cpu

251 Unlimited
252 Unlimited
® Unlimited
0 10 MB
@ Unlimited
@ Unlimited
@ Unlimited

Unlimited
Unlimited
Unlimited

20%
Unlimited
Unlimited
Unlimited

380 MB
@ MB
0 MB
0 MB
0 MB
0 MB
0 MB

[aHHaa KomaHza npeaocTaBnfer UHGOPMALMIO O NPOLEHTHOM COOTHOLUEHUM UCMO/b30BAHUA PECYPCOB
LM pasnnyHbimm 3agavamu.

% MpumeyaHue: 3agauu, 3arpyawume pecypcbl LM, He orpaHnymBatoTcs 06paboTKoi

TpadduKa.
dopmar show process cpu [1-n | all]
Pexxum Privileged EXEC

KntoueBoe cnoso

OnucaHune

Free CBoboaHaA NamaTb BCEM CUCTEMbI

Alloc BblaeneHHas namsaTb BCel cUCTEMbl (He BKAKOYaA K3W M MPOCTPAHCTBO,
NCNO/Ib3yeMoe CUCTEMOM)

Pid NaoeHTndmKaTOp Npouecca Nam Lenoykm npoLeccos

Name Nma npouecca namn uenoykm NpoLeccos

5Secs CratncTuKa ncnonb3oBaHua LM 3a 5-cekyHAHbIN MHTepBan

60Secs CratncTuKa ncnonb3oBaHuma LM 3a 60-ceKyHAHbIN MHTEpPBaAn

300Secs CratuctuKa ncnonb3oBanHua LN 3a 300-cekyHAHbIN MHTepBan

Total CPU O6wuit npoueHT ncnonb3osBaHua LM B npegenax ykasaHHOro okHa B 5, 60

Utilization nnm 300 cekyHA,.

Mpumep: BoinosHeHWe KOMaHAbI € UCNOJIb30BaHWeM Linux.

(Routing) #show process cpu
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Memory Utilization Report status

bytes ------ --------- free

106450944 alloc 423227392 CPU

Utilization:
PID Name 5 Secs 60 Secs 300 Secs
765 _interrupt_thread 0.00% 0.01% 0.02%
767 bcmL2X.0 0.58% 0.35% 0.28%
768 bcmCNTR.© 0.77% 0.73% 0.72%
773 bcmRX 0.00% 0.04% 0.05%
786 cpuUtilMonitorTask 0.19% 0.23% 0.23%
834 dotls_task 0.00% 0.01% 0.01%
810 hapiRxTask 0.00% 0.01% 0.01%
805 dtlTask 0.00% 0.02% 0.02%
863 spmTask 0.00% 0.01% 0.00%
894 ip6MapLocalDataTask 0.00% 0.01% 0.01%
908 RMONTask 0.00% 0.11% 0.12%

Total CPU Utilization 1.55% 1.58% 1.50%

show process proc-list

3To npuaoKeHue oTobparkaeT NPoLecchl, 3anyLWeHHble NPUIOKEHUAMM, KOTOPbIE, B CBOIO oYepesb, Oblan
co3gaHbl MeHeaxepom lMpoLeccos.

dopmar show process proc-list
Pexxum Privileged EXEC
Mapamertp OnucaHue
PID Yucno, kotopoe ncnonbsyetca MO ansa naeHTMdGUKauum npouecca.
Process Name UmsA, onpeaendarowee npouecc.
Application ID- NaeHTMPMKATOP NPUNOKEHUA U €r0 CBA3AHHOE MMSA.
Name
Child YKasbIBaeT, 3anycTuUA I 3TOT NPOLLECC AOYEPHUI NpoLecc.
VM Size Pasmep BUpTyanbHON NamaTu.
VM Peak MaKcumanbHbIM 06bem BUPTYasIbHOM MaMATH, UCMOAb30BAHHbINA AaHHbIM
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Mapamertp OnucaHue

MPOLECCOM 3a YKa3aHHOe Bpems.

FD Count HeckpunTopbl panna, noacynTaHHbIe 4NA npoLlecca.

Mpumep: BbiBog KOMaHAHOM CTPOKM ANA AaHHON KOMaHAbI.

(Routing) #show process proc-list

Process Application VM Size VM Peak
PID Name ID-Name Chld (KB) (KB) FD Count
15260 procmgr @-procmgr No 1984 1984 8
15309 dataplane 1-dataplane No 293556 293560 11
15310 switchdrvr 2-switchdrvr No 177220 177408 57
15314 syncdb 3-syncdb No 2060 2080 8
18718 lighttpd 4-lighttpd No 5508 5644 11
18720 lua_magnet 4-lighttpd Yes 12112 12112
18721 lua_magnet 4-lighttpd Yes 25704 25708

show running-config

Mcnonb3yiiTe 3Ty KOMaHAy 415 OTOOpaXKeHUA UM 3aXBaTa TEKYLLEM HACTPOMKM Pa3/INyHbIX NaKeToB
NPOTOKO/I0B, NOAAEPKMBAEMbIX KOMMYTAaTOPOM. ITa KOMaHAa OTODpParkaeT MK 3axXBaTblBaeT KOMaHAbI C
HACTPOMKaMM M KOHPUTYpaLMAMM, KOTOPbIE OTAINYAIOTCA OT 3HAYEHMIA NO yMoA4YaHMIO. YToObl 0To6parkaThb
WM 3aXBaTbiBaTb KOMaHAbl, COBNaZatoLMe ¢ HaCTPOMKaMM M KOHPUIypaumusammn no ymonyaHuto, fobasbTe

onumio all.

% MpumeyaHue: show running-config He OTOBpPA*KaeT MONb30BATENbCKMI MapoNb, AaxKe
€C/IY OH He COBMaZaeT C Mapoaem No YMONYaHMIO.

KomaHpa Bo3Bpawaer pesynbtaT B dopmaTe CKPUNTA, KOTOPbIM MOXKET WMCMO/b30BaTbCA ANA

HaCTPOMKM ApYrMX KOMMYTATOPOB TOM e KOoHdurypauuei. Ecnv npuseseHO ONUMOHaNbHOE

3HAYeHMe scriptname C pacwmpeHnem damna “.scr”, pesynbTaT nepeHanpasnferca B dann
cKpunTa.

% MpumeuyaHme: Ecam KomaHpa show running-config 3aMnyCKaeTcA Yepes3 KOHCO/b,
yAaneHHbI AOCTyNn K KomMmyTatopy (Hanpumep, no Telnet) npuocTtaHaBAMBaeTCs Ha Bpems

reHepaumn um OTO6pa)KeHMF| BblBO4A KOMaHAbI.
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% MpumeyaHue: Ecnm Bbl MCMNo/b3yeTe TEKCTOBbIM ¢ain KoHbUrypaumm, KomaHAa show

running-config OTOBPaA*KaeT TO/NIbKO HACTPOEHHble Ppusnyeckme nHTepdeincol (T. e. ecau
KaKOM-TNB0 WHTepdEenc coaepXUT TONbKO KOHOMrypauuio No yMONYaHUIO, €ero B BbiBOAE
KOMaHAbl show running-config He 6yaeT). ITo BepHO Ana NbOro pexmma KoHoUrypauuu,
KOTOPbI HE COAEPKUT HUYEro, Kpome KoHdUrypaumm no ymonyaHuto. Takum obpasom, ecnu
cnegomM 3a KOMaHAOM BXoZa B OnNpegeneHHbl peXum KoHurypauuu cpasy e nocnegyet
KOMaHZa BbIX04a, 3TWM KOMaHAbl He OyayT OTmeyeHbl B BbiBOAE (M, COOTBETCTBEHHO, B
KOHUrypaumoHHom ¢daliie, ecnm TakoBOM CO34aeTcA Ha OCHOBE AAaHHOM BbiBOAA KOMaHAbl show

r‘unning—config).

V|CI'IOJ'Ib3yf;ITe cneapyrouwme KHONKM anAa Hasuraunn B BbiBoA4e KOMaH4bl.

Knasuwa JenctBue

Enter Ha ogHy cTpoKy Bnepea.

Mpoben Ha ogHy cTpaHuuy Bnepea,.

q MpepBaTb BbIBOA, M BbIATU B KOMAHAHYIO CTPOKY.

O6patute BHMMaHME Ha TO, YTO BHU3Y 3KpaHa BbiBoAa oTobpaxkatotca ciosa --More-- or (q)uit,
NoKa He byAeT OCTUTPYT KOHEL, BbiBOAA.

dopmar show running-config [all | scriptname]

Pexxum Privileged EXEC

show running-config interface

[aHHaa KomaHga oTobparkaeT TeKyLLYO KOHOUIypaLmio yKasaHHOro nHTepdenca. MoxKeT NpumMeHATbCA K
du3snyeckum nHTepoeicam, LAG, netnam, TyHHenam mn nntepdericam VLAN.

dopmar show running-config interface {interface | lag {lag-intf-num} | vlan {vlan-
id}}
Pexxum Privileged EXEC
Mapamertp OnucaHue
interface TeKylwan KOHPUrypauua ykasaHHOro nHtepdeica.
lag-intf-num TekyLwana KoHpurypauma nHtepodeiica LAG.
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MNapameTp

Onuncanune

vlan-id

TeKywwan KoHPUrypauma mappytusmpyemoro nHrepodemnca VLAN.

Mo KomaHae oTobparkaeTca cnegytolas MHGopPMaLMS.

Mapametp

OnucaHue

unit|slot|port

Hoctyn Kk nHtepdelicy B popmarte unit/slot/port.

lag

OTobparkeHune TekyLen KoHoUrypaLumm ykazaHHoro nHtepdeiica LAG.

vlan

OTobparkeHne TeKyLen KOHOUTYpPaLUM YKa3aHHOrO MapLIPyTU3UPYEMOTO
nHTepoerica VLAN.

Mpumep: BbiBog KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

(Routing) #show running-config interface 0/1

ICurrent Configuration:

!

interface 0/1
addport 3/1
exit

(Routing) #
show

[aHHan KOMaHAa OTODOpParKaeT COAEPKMMOE TEKCTOBbIX KOHOUIYPALMOHHBIX PpaiinoB B KOMaHLHOM CTPOKe.
TeKcToBble KOHPUIypaLMoHHble dainbl (KoHOUTypaLma Npu 3arpyske, pesepsBHan U 3aBOACKME 3HAYEHUSA)
XpaHaATca Ha flash B cxkaTom Buae. Mpu BbINONHEHUM AaHHOW KOMaHAbl Galifibl pacnaKkoBbIBAOTCA.

dopmar show { startup-config | backup-config | factory-defaults }
Pexxum Privileged EXEC
Mapametp OnucaHue

startup-config

MoKasaTb KOHPUIypaLMIo NPU 3arpysKe.

backup-config

MoKasaTb pe3epBHYO KOHOUTYypauuio.

factory-defaults

MoKasaTb KOHGUIYpaLMIO NPU COPOCE Ha 3HAYEHUSA NO YMONYAHUIO.

@ J) QTECH |

MWP HOCTYMNHEE

www.qtech.ru

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

197




dddisiinin

PyKOBO,EI,CTBO no/ib3oBaTenA

Mpumep: MpocmoTp KOHPUrypaLmMm Npu 3arpysKe.
(Routing) #show startup-config
ICurrent Configuration:
1
ISystem Description "Switch 56218 Development System - 50 GE, 2 HGL, R.5.5.1, Linux 2.6.34.6"
ISystem Software Version "R.5.5.1"
ISystem Up Time "@ days 2 hrs 47 mins 59 secs"
ICut-through mode is configured as disabled
IAdditional Packages Switch QO0S,Switch IPv6 Management,Switch Stacking,Switch Routing
ICurrent SNTP Synchronized Time: SNTP Client Mode Is Disabled
! vlan database
exit
configure
stack
member 2 4
exit
slot 2/0 5
set slot power 2/0
no set slot disable 2/0
line console
exit
line telnet
exit
--More-- or (q)uit
line ssh
exit
!
exit

(Routing) #

Mpumep: NpocmoTp pe3epBHOM KOHPUTypaLUK.
(Routing) #show backup-config

ICurrent Configuration:
!
ISystem Description "Switch 56218 Development System - 50 GE, 2 HGL, R.5.5.1, Linux 2.6.34.6"

ISystem Software Version "R.5.5.1"
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ISystem Up Time "@ days 2 hrs 47 mins 59 secs"
ICut-through mode is configured as disabled
IAdditional Packages Switch QOS,Switch IPv6 Management,Switch Stacking,Switch Routing
ICurrent SNTP Synchronized Time: SNTP Client Mode Is Disabled
!
vlan
database
exit
configure
stack
member 2 4
exit
slot
2/0 5
set slot power 2/0
no set slot disable 2/0
line console
exit
line telnet
exit line ssh
exit
!
exit
(Routing) #
Mpumep: NpocMmoTp KOHOUTYPALMKN NO YMOAYAHUIO.
(Routing) #show factory-defaults
ICurrent Configuration:
|
ISystem Description "Switch 56218 Development System - 50 GE, 2 HGL, R.5.5.1, Linux 2.6.34.6"
ISystem Software Version "R.5.5.1"
ISystem Up Time "@ days 2 hrs 47 mins 59 secs"
ICut-through mode is configured as disabled
IAdditional Packages Switch QOS,Switch IPv6 Management,Switch Stacking,Switch Routing
ICurrent SNTP Synchronized Time: SNTP Client Mode Is Disabled
!
vlan
database

exit
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configure

stack

member 2 4

exit

slot 2/0 5

set slot power 2/0
no set slot disable 2/0
line console

exit

line telnet

exit

--More-- or (q)uit
line ssh

exit

!

exit

(Routing) #

dir

Mcnonb3yiite 3Ty KOmaHay, 4Tobbl
flash-namaTn.

dir

Privileged EXEC

dopmar

Pexxum
(Routing) #dir

dddisiinin

MOpOCMOTPETb CNUCOK dainoB B Katanore /mnt/switch Bo

0 drwx 2048 May 09 2002 16:47:30 .

0 drwx 2048 May 09 2002 16:45:28 ..

0 -rwx 592 May 09 2002 14:50:24 slog2.txt

0 -rwx 72 May 09 2002 16:45:28 boot.dim

0 -rwx @ May 09 2002 14:46:36 olog2.txt

0 -rwx 13376020 May 09 2002 14:49:10 imagel

0 -rwx @ Apr 06 2001 19:58:28 fsyssize

0 -rwx 1776 May 09 2002 16:44:38 slogl.txt

0 -rwx 356 Jun 17 2001 10:43:18 crashdump.ctl

0 -rwx 1024 May 09 2002 16:45:44 sslt.rnd

0 -rwx 14328276 May 09 2002 16:01:06 image2

0 -rwx 148 May 09 2002 16:46:06 hpc_broad.cfg

0 -rwx @ May 09 2002 14:51:28 ologl.txt

0 -rwx 517 Jul 23 2001 17:24:00 ssh_host_key
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PykosoacTBO nosb3osartens
0
0
0
(]
(]
(]
(]

show sysinfo

-rwXx

-rwXx

-rwx

-rwx

-rwx

-rwx

-rwx 69040 Jun 17 2001 10:43:04 log_error_crashdump

891 Apr 08 2000 11:14:28 sslt_keyl.pem
887 Jul 23 2001 17:24:00 ssh_host_rsa_key
668 Jul 23 2001 17:24:34 ssh_host_dsa_key
156 Apr 26 2001 13:57:46 dh512.pem
245 Apr 26 2001 13:57:46 dhl1024.pem

@ May 09 2002 16:45:30 slog@.txt

[JaHHaa KomaHaa npefocTaBnAeT CUCTEMHYIO MH(bOpMaLI,MIO O KOMMYTaTOpe.

dopmar show sysinfo
Pexxum Privileged EXEC
TepmuH 3HauyeHue
Switch TeKcT, nAEHTUOUUNPYIOLWMUIA AAaHHbIM KOMMYTaTOP.
Description

System Name

NmaA, ncnonbsyemoe gns naeHTMdmMKaumMm Kommytatopa. Mo ymonyaHuio -
nycroe uma. Onsa Hactpolku System Name cm. pasgen "snmp-server" Ha
cTpanuue 110.

System Location

TeKCT, ONUCbIBAOWMIN  MECTOHAXOMXKAEHMe 3TOro KommyTtatopa. [lo
YMONYAHUIO - MYCTOM TeKcT. [na HacTpoiKkm System Location cm. pasgen
"snmp-server" Ha cTpaHuue 110.

System Contact

TekcT, wcnonb3yembih pna  onpeaeneHus  KOHTaKTHoro auua. [lo
YMONYAHUIO - MYCTOM TeKcT. [Ana HacTpoiKkm System Location cm. pasgen
"snmp-server" Ha cTpaHuue 110.

System ObjectID

Basosbili object ID ana MIB kommyTaTopa.

System Up Time

Bpema B gHAX, Yacax U MUHyTax, Npolelwee c NocneaHeln nepesarpysku
KOomMMyTaTopa.

Current SNTP
Synchronized

Time

CucrtemHoe Bpems, noaydeHHoe oT cepsepa SNTP.

MIBs Supported

Cnucok MIB, nogaepmBaemblix 4aHHbIM areHTOM.
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show tech-support
[aHHasa KomaHaa 0TO6parkaeT CUCTEMHYIO M KOHGUTYPALMOHHY0 MHbOPMaLIMIO, KoTopan TpebyeTcsa npu

06LLeHMM C COTPYAHMKaMM NoaaepKKku. MHPopmauma, Bo3Bpawaemasn kKomaHaon show tech-support,
COCTOWT U3 BbIBOZA HECKOJIbKMX KOMAHZ, U BKAtOYaeT B ceba dalinibl *KypHana npeablayLimx 3anyCcKos:

3

¢

show version
show sysinfo
show port all
show logging

7 7 7
0.0 0.0 0.0

R/
0.0

show event log

R/
0.0

show logging buffered
show msg-queue
show trap log

show running-config

7 7 7
0.0 0.0 0.0

dopmar show tech-support

Pexxum Privileged EXEC

length value

Ucnonb3syiite 3Ty KOMaHAy, YTObbl YCTAHOBUTb AJIMHY Pa3sOMBKM Ha CTpaHMLpl (KONMYECTBO CTPOK) Ans
CeaHCoB, YKa3aHHbIX NPU HacTPoOMKe B pasHbix pexkmmax Line Config (telnet / ssh / console). KomaHga
[AeNCTBYeT NOCTOAHHO.

MNpumep: KomaHpa Length B pexume Line Console npumeHaeTca Ana NoAKAOYeHMA yepes
KOHCO/IbHbIN NOPT.

Mo ymonyaHuwo 24
dopmar length value

Pexxum Line Config

no length value
[aHHan KomaHaa c6pacbiBaeT A/IMHY CTPaHMLbI HA 3aBOACKME 3HAYEHUS.
dopmar no length value

Pexxum Line Config

terminal length
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Mcnonb3yiiTe 3Ty KOMaHAy, YTo6bl 3a4aTh ANMHY Pa3bUBKM Ha CTPaHMLUbl A4S TeKyllero ceaHca. KomaHaa
BCTYNaeT B CUNY HemeaneHHO, U paboTaeT TONbKO ANA TEKYLEN ceccuu.

Mo ymonuyaHuio 24 CTPOKM Ha CTpaHMLe

dopmar terminal length value

Mode Privileged EXEC

no terminal length

Mcnonb3yiiTe 3Ty KomaHAy ana cbpoca A/IMHbI CTPaHULbI Ha 3HAYeHMUsA, HAaCTPOEeHHbIe B pexkume Line Config
B 3aBMCMMOCTM OT TUMa CeaHca.

dopmar no terminal length value

Pexxum Privileged EXEC

show terminal length

Mcrnonb3yiite 3Ty KOMaHAy 415 0TO6pasKeHMA BCEX HACTPOEHHbIX 3HAYEHUIA AJ/IMHbI CTPAHUL, TEPMUHANA.
dopmar show terminal length

Pexxum Privileged EXEC

Mpumep: BbiBog KOMaHAHOW CTPOKM ANS AAaHHON KOMaHApbl.
(Routing) #show terminal length

Terminal Length:

For Current Session........c.ccceueeunes 24
For Serial Console...........cccceenuveenn. 24
For Telnet Sessions.........ccccevvvene.n. 24
For SSH Sessions.........cccccveevinnnine. 24

memory free low-watermark processor

Mcnonb3yiite 3Ty KOMaHAy ANA MOJYYeHWUA yBeLOMIEHWA B Tex caydasx, Korga csobogHas namaATb
npoueccopa NajaeT HUMKe YCTAaHOBNEHHOro nopora. YBeAOMAeHue reHepupyeTcsa, Korga ceBobogHas
NamATb OMYCKAETCA HWXKe MOPOroBOro 3HauvyeHus. [pyroe yBeLoOM/IeHWE TEHEepUPYETCs MNocae TOro Kak
AOCTYMHasA NamATb MOAHMMaeTcA A0 3HayeHuss B 10 MpOUEHTOB Bbie yKasaHHOro nopora. Ytobbl
npegoTBpPaTUTL reHepaumio U3ObITOYHbIX YBEAOMNEHWW, Korga cBobogHas namATb npoueccopa
KosiebieTca BOKPYr HAaCTPOEHHOro MOPOra, reHepupyeTcs TOJIbKO OAHO YBEAOMJIEHME O BEPXHEM WM
HUKHEM Mopore nNamaT B TeyeHue 60 ceKyHA. 3HayeHWa noporos yKasbiBatoTca B KB (Kunobaiitax).
Moporoeoe 3HaYeHne Ucnoab3osaHua LM coxpaHaeTca nocae nepesarpysku KOMMyTaTopa.

dopmar memory free low-watermark processor 1-1034956
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Pexxum Global Config
Mapametp OnucaHue
low- Korga ceBoboaHana namATb Npoueccopa nagaeT HUXKe 3TOro Nopora, 3anycKaeTcs
watermark yBegomneHue. [Amnana3oH coctaBnaseT OoT 1 A0 MaKCMManbHOW AO0CTYMNHOM
NamsATU Ha KOMMyTaTope. 3HaYeHne No yMmon4vaHuio - 0 (OTK/IOUYEHO).

6.5. KomaHabl XXypHannpoBaHuA

B 3TOM pasgene onmMcaHbl KOMaHAbl, UCMOb3yeMble 415 HACTPOMKM 1 NPOCMOTPA XKypHana CUCTEMbI.

logging buffered

3Ta KOMaHAa BKJIOYAET }KYPHANMPOBAHUE.

Mo ymonuaHuIo OTKAOYEHO, critical npu BKAOYEHUM
dopmar logging buffered

Pexxum Global Config

no logging buffered
3Ta KOMaHAA OTKAtOYaeT BydepHoe XKypHannpoBaHume.
dopmar no logging buffered

Pexxum Global Config

logging buffered wrap

[aHHas KomaHZa paspeluaeT nepesanucbiBaHWe ¢aina KypHana. B NpoTMBHOM c/yyae NOrMpoBaHUe
npekpaTnTCa Toraa, Korga ¢gpain KypHana gocTuraet npegenbHoro obbema.

Mo ymonuaHuio  BKIOYEHO
dopmar logging buffered wrap
Pexxum Privileged EXEC

no logging buffered wrap

[aHHas KomaHZa 3anpeLiaeT nepesanucbiBaHne KypHana (Takum obpasom, NorMpoBaHMe Npekpallaercs
Nno JOCTUKEHWUU NpesenbHOro obbema daiina KypHana).
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®dopmar no logging buffered wrap

Pexxum Privileged EXEC

logging cli-command

3Ta KOMaHga BKAOYaeT QYHKLUIO BegeHUA KypHana KomaHg, CLI. ypHan no3sonseT KommytaTopy
pernctpupoBaTtb Bce KomaHabl CLI, 3anyweHHble B cucteme. KomaHabl XpaHATCA B NOCTOAHHOM }KypHane.
KomaHga show logging persistent oTobparkaeT COXpaHEHHYI MCTOPUIO KOMAHA,.

Mo ymonyaHuio  BK/IHOYEHO
dopmar logging cli-command

Pexxum Global Config

no logging cli-command
JaHHaa KomaHaa OTKAIoYaeT XKypHanmposaHue CLI.
dopmar no logging cli-command

Pexxum Global Config

logging console

3Ta KOMaHZa BK/IOYAET XKypPHaAMpPOBaHME B KOHCO/b. Bbl MOXKeTe yKa3aTb 3HaUYeHUe YPOBHA KPUTUYHOCTM
severitylevel (uenoe uucno ot 0 go 7), imb6o0 UCNONBL30BATb OAHO W3 CAEAYIOLLUX K/OYEBBIX C/IOB:
emergency (0), alert (1), critical (2), error (3), warning (4), notice (5), info (6), or
debug (7).

Mo ymonuaHuioo  oTKAlO4YeHO, critical (2) npu BKAOYEHMN

dopmar logging console [severitylevel]

Pexxum Global Config

no logging console
3Ta KOMaHAa OTK/NHOYAET XKYPHANMPOBAHNE B KOHCO/Ib.
dopmar no logging console

Pexxum Global Config

logging host

JaHHaa KomaHaa HAaCTpanBaeT NapamMeTpbl Yy4a1EHHOIO XXypHaaa. Mo*KHOo HAaCTpPOUTb A0 8 xocToB.
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Mo ymonyaHuio

% nopt—>514

< ypoBeHb—critical (2)

dopmar logging host {hostaddress|hostname} addresstype {port severitylevel}
Mode Global Config
Mapametp OnucaHue
hostaddress| IP-agpec xocTa.
hostname

address-type

YKasbIBaeT TMnN agpeca, ipv4, ipvé nam dns.

port

Homep nopTa, ot 1 o 65535.

severitylevel

YpOBeHb KPUTUYHOCTU. YKaXKuTte 3To 3Ha4YeHne B Bnae uenoro 4ymcna ot 0 Ao
7, U1 B BUAE OAHOIO U3 CAEAYIOWMX KNIOUEBbIX CN0B: emergency (0), alert
(1), critical (2), error (3), warning (4), notice (5), info (6), or debug (7)

MNpumep: HuKe npmuBeseH Npumep BbIMOJIHEHUA KOMAHAbI.

(Routing) (Config)# logging host google.com dns 214
(Routing) (Config)# logging host 10.130.64.88 ipv4 214 6
(Routing) (Config)# logging host 2000::150 ipvé6 214 7

logging host reconfigure

ITa KOMaHAa BK/OYAeT NepeHacTPOMKy XOCTa yAANEHHOrO KypHana.

dopmar logging host reconfigure hostindex
Pexxum Global Config
Mapamertp OnucaHue
hostindex BBegute WHAOEKC XOCTa BeAEHUA XKypHana, ANA KOToporo Heobxoammo
nameHuTsb IP-agpec.

logging host remove

3Ta KOMaHAA OTKOYaeT yaaneHHoe *KypHannMpoBaHMe Ha xocT. Cm. “show logging hosts” Ha cTpaHuue 210
ANA NONYYEeHUA CNMCKa MHOEKCOB XOCTOB.
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dopmar logging host remove hostindex

Pexxum Global Config

logging syslog
,ﬂ,aHHaﬂ KOMaH/Ada BK/KO4YaeT CUCTEMHBbIN KypHan.
dopmar logging syslog

Pexxum Global Config

no logging syslog
[aHHaA KOMaHZa OTKNOYAeT CUCTEMHbIN XKypHan.
dopmar no logging syslog

Pexxum Global Config

logging syslog port

[aHHaa KomaHAa BKAOYAET CUCTEMHbIN KypHan. MapameTp portid - uenoe ymcno B ananasoHe 1 — 65535.
Mo ymon4yaHuUio OTKAKOYEHO

dopmar logging syslog port portid

Pexxum Global Config

no logging syslog port
[aHHasa KomMaHZa OTKAKOYAET CUCTEMHBIN KYpPHa.
dopmar no logging syslog port

Pexxum Global Config

logging syslog source-interface

3Ta KOmaHAa HacTpauBaeT agpec-UcTouHMK syslog (IP-agpec McTouHMKa) Ana KoHdurypauum cepsepa
syslog. BbibpaHHbIl IP-agpec HTepdeica-UCTOYHNKA MCNONb3YeTcA A1A 3anoHeHus |P-3aronoBKa NakeTos
NpoTOKONa ynpaB/ieHna. ITO No3BOAAET YCTPOMCTBaM 6e30MacHOCTM (MeKCceTeBbiM 3KpaHam) onpeaenatb
NakKeTbl, MCXOAALME OT KOHKPETHOrO KomMMyTaTopa. Ecan nHTepdeinc-McTouHUK He yKasaH, nepBudHbIii IP-
afipec UcxoanLLero nHTepdeica MCNoNb3yeTCA B KayecTBe aapeca UCTOUYHMKa.

dopmar logging syslog source-interface {unit/slot/port |{vlan vianid}}

Mode Global Config
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Mapametp OnucaHue

unit/slot/port NHTepdelic mapwpyTU3MpoemMbi Ha OCHOBE NOPTa.

vlan-id Hactpaueaet uHtepdeiic VLAN gna ncnonb3oBaHus B Kadectse |IP-agpeca

MCTOYHMKA. AunanasoH VLAN ID - ot 1 go 4093.

Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(config)#logging syslog source-interface loopback 0
(config)#logging syslog source-interface tunnel 0

(config)#logging syslog source-interface 0/4/1 (config)#logging syslog source-interface 1/0/1

no logging syslog source-interface
[aHHaA KoMaHZa OTKNOYaeT CUCTEMHbIN XKypHan.
dopmar no logging syslog

Pexxum Global Config

show logging

[aHHas KomaHZa npeaocTaBnseT MHGOPMALMIO O HACTPOMKaX KypPHANMPOBAHMA.

dopmar show logging
Pexxum Privileged EXEC
TepmuH 3HayeHue
Logging Client | NMopT Ha NpMemMHUKe/peTpaHCAATOPE, Ha KOTOPbIV OTNPaBAATCA coObLWeHMA
Local Port syslog.
Logging Client | MoKka3biBaeT  HACTPOEHHbIN  UHTepdenc-uctouHMK  syslog  (IP-agpec

Source Interface

NCTOYHMKA).

CLI
Logging

Command

lMoKa3bIBaeT, BKAKOYEHO /N BegeHue KypHana KomaHg, CLI.

Console Logging

lNoKa3biBaeT, BKAOYEHO NN BeAeHMe KYPHa/sia KOHCO/N.
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TepmuH

3HauyeHue

Console Logging
Severity Filter

MuHMManbHaa cteneHb KPUTUYHOCTKN ANnA 3anuncu B KOHCO/IbHbIN KypHan.
COO6LLI,eHMF| C paBHbIM WUAKN npeBbliWaOWMM  YPOBHEM KPUTUYHOCTU
3anuncbiBatoTCA.

Buffered Logging

MoKa3bIBaeT, BKNOUEHO N bydepHOoe KypHannpoBaHue.

Persistent
Logging

MoKa3bIBaET, BKNHOYEHO /I NOCTOAHHOE KYPHA/IMPOBAHME.

Persistent Logging
Severity Filter

MUWHUMaNbHbIA YPOBEHb KPWUTMYHOCTM, MPW KOTOPOM 3anuCK KypHana
XpPaHATCA nocse nepesarpyskn CUCTEMbI.

Syslog Logging

MoKasbIBaeT, BKAOYEHO M BEAEHUE KypHana syslog.

Log Messages | KonnuyectBo COOOLLEHUI, MNOMYYEHHbIX B MPOLLECCE KYPHANMPOBAHMUA.
Received BK/toYaeT oTOPOLLEHHbIE U NPOUTHOPUPOBAHHbIE COObLLLEHUA.

Log Messages | KonnuyectBo coobLieHuin, KoTopble He 6binn 0b6paboTaHbl BBUAY OWNOKKN Uan
Dropped HEexXBaTKWN pPecypcos.

Log Messages | KonmuectBo coobLLEeHNI, OTNPABAEHHbIX Ha NPUEMHUK/PeTPaHCAATOP.
Relayed

Mpumep: BbiBog KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

(Routing) #show logging

Logging Client Local Port
Logging Client Source Interface

CLI Command Logging

Console Logging

Console Logging Severity Filter

Buffered Logging

Persistent Logging

Persistent Logging Severity Filter

Syslog Logging

Log Messages Received

Log Messages Dropped

: 514
(not configured)
: disabled
: enabled
: error
: enabled
: disabled
: alert
: disabled

: 1010
. 0
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Log Messages Relayed : 0

show logging buffered

[laHHas KoMaHpa oTobpaykaeT bydepHoe KypHanuMpoBaHue (KypHanbl CUCTEMHOM 3arpysku M
cucTeMHOM paboTbl).

dopmar show logging buffered
Pexxum Privileged EXEC
TepmuH 3HayeHue
Buffered (In- | NokasbiBaeT, BKAOYEHO NN BydepHOoe KypHanMpoBaHue.

Memory) Logging

Buffered Logging | MoKa3biBaeT BbIGPaHHbIM BapMaHT NOBEAEHUSA CUCTEMbI NPU NPEBbILEHUM

Wrapping daltnom }KypHasia MaKCMMabHO AOMNYCTUMOro ob6bema.
Behavior

Buffered Log | CueTumK AencTBMTEIbHbIX COODLLLEHWNI B KypHane (bydpepHom).
Count

show logging hosts

JaHHasa KomaHaa oTobparkaeT BCe HACTPOEHHbIE KYPHANMPYHOLME XOCTbl. MIcnonb3ynTte cMMBO/
“|” nna oTobpaxeHus onunii GuabTPaLMM BbiBOAA.

dopmar show logging hosts
Pexxum Privileged EXEC
TepmuH 3HauyeHue

Host Index (Mcnonb3yeTtca oA yaaneHus xocTos).

IP Address / IP-agpec nnm uma xocta yaaneHHoro KypHana.

Hosthame

Severity Level MuWHMManbHan cTteneHb KPUTUYHOCTM AAS 3aNMCM HA YKa3aHHbIA agpec.
Bo3amorkHble cTeneHn KputudHocTu: emergency (0), alert (1), critical (2),
error (3), warning (4), notice (5), info (6), or debug (7).
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Port

Homep nopTa cepBepa HAa /IOKa/ZIbHOM XOCTe, C KOTOPOro OTNPaBAAOTCA
coobuieHus syslog.

Host Status

Mone Status npeaocCTaBNsfeT TEKyllee COCTOAHMEe cTaTyca CTPOKM snmp.
(Active, Not in Service, Not Ready).

Mpumep: BbiBOA KOMAHAHOM CTPOKW AN AAHHOM KOMaHAbl. (Routing) #show

logging hosts ?

<cr> Press enter to execute the command. |
Output filter options.

(Routing) #show logging hosts

Index IP Address/Hostname Severity Port  Status
1 10.130.64.88 critical 514 Active
2 2000: :150 critical 514 Active

show logging persistent

[JaHHaa KomaHpaa MoKa3sbiBaeT 3anmcuM MNOCTOAHHOIO XKypHana. C Knw4veBbIM CNOBOM log—'Files -
BbIBOAATCA (I)aﬁflbl NOCTOAHHOIO CUCTEMHOTIO KYpPHana.

dopmar show logging persistent [log-files]
Pexxum Privileged EXEC
Mapametp OnucaHue

Persistent Logging

lNoKa3bliBaeT, BKAKOYEHO /I NOCTOAHHOE KYPHaanposaHume.

Persistent Log
Count

CYETUYMK COOBLLEHWNI B NOCTOAHHOM }KypHane.

Persistent Log Files

Cnucok cbaﬁnos MNOCTOAHHOIO CUCTEMHOTIO XXYypaHnaa. OTO6pa>KaeTCFI TO/NIbKO
B TOM C/ly4ae, eC/iM YKa3aHO log-files.

Mpumep: Boisog
(Switching) #show lo

Persistent Logging

Persistent Log Count :

(Switching) #show lo

Persistent Log Files

KOMaHZAHOM CTPOKWN A1 AaHHOW KOMaHAbI.
gging persistent
: disabled
0
gging persistent log-files
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slogo.txt

slogl.txt slog2.txt
olog@.txt ologl.txt
olog2.txt

show logging traplogs
[aHHaA KomaHaa oTobparkaeT cobbitna u ctatnctuky SNMP trap.
dopmar show logging traplogs

Pexxum Privileged EXEC

TepmuH 3HauyeHue

Number of Traps Since | Koanyectso SNMP trap co BpemMeHu nocieaHemn 3arpysKu.
Last Reset

Trap Log Capacity Konunyectso trap, KoTopoe MoXeT NoAAepKMBaTh CUCTEMA.

Number of Traps Since | Konnyectso HOBbIX trap C MOMEHTA NOC/AeAHEro 3anycka KomaH4pl.
Log Last Viewed

Log Homep *KypHana.
System Time Up Bpema HenpepbIBHOM paboTbl cMcTeMbl BO Bpemsi oTnpaBku SNMP trap.
Trap TekcT coobweHna SNMP trap.

clear logging buffered
laHHaa KomaHaa oumnuaeT BydepHble sKypHanbl (}ypHaabl CUCTEMHOM 3arpy3Kun U CUCTEMHOM paboTbl).
dopmar clear logging buffered

Pexxum Privileged EXEC

6.6. KomaHpgbl noutoBOro cepsepa u ysegomneHuu no Email

logging email
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3Ta KOMaHAa BK/IOYAET OMNOBELLEHWE MO 3/IEKTPOHHOM MOYTe U YCTaHABAMBAET CaMblii HU3KUIN YPOBEHb
KPUTUYHOCTU OTNPABKU COOBLLEHUI KypHana. Ecin Bbl ABHO YKaXKeTe YypoBEHb KPUTUYHOCTU, COOBLLEHNS
JKYPHana 3Toro ypoBHA M Bbllle, HO HUXKe YPOBHSA urgent (cm. ganee) byayT oTnpaBieHbl NO 3N1EKTPOHHOM
noyTe Mo pacrnmncaHuio, cobpaHHble BMECTe K MOMEHTY UCTEYEHUS BPEMEHWN OXMUAAHWUA KypHana. Bbl
MOMKeTe yKas3aTb 3HaYeHWe YPOBHA KPUTMYHOCTM severitylevel (uenoe umcno ot 0 mo 7), nmbo
MCNONb30BaTb OAHO U3 CNeayroLWMX KatoueBbix cnos: emergency (0), alert (1), critical (2), error (3),
warning (4), notice (5), info (6), or debug (7).

Mo ymonuaHuio OTK/IIOYEHO; MPW BKAOYEHUM MO NOYTE OTNPABAAKOTCA COOOLLEHNA
KputnyHoctn Warning (4) v Bblwwe.
dopmar logging email [severitylevel]

Pexxum Global Config

no logging email
[aHHaa KomaHaa oTKAtoYaeT email-onoseleHue.
dopmar no logging email

Pexxum Global Config

logging email urgent

[aHHaa KomaHAa YCTaHaB/AMBAET HU3LWMWIN YPOBEHb KPWUTUYHOCTU, HA KOTOPOM COOBLIEHMA KypHana
OTMNPaBAAIOTCA NO Mo4YTe HemeaneHHO (oTaenbHbiM coobuieHnem). Bbl mMoKeTe yKas3aTb 3HauyeHwue
KpuUTUYHOCTU severitylevel (uenoe umucno ot 0 go 7), ambo MCNoNb30BaTb OAHO M3 CAEAyHOLLMX
KntoueBblX cnoB: emergency (0), alert (1), critical (2), error (3), warning (4), notice (5),
info (6), or debug (7). none — Bce coobuweHua KypHana byayT OTNPaBAATbLCA NO BPEMEHHOMY
WHTepBany (a He HemMeaNeHHO).

Mo ymonuaHuwo  CoobuieHua kputruyHoctu Alert (1) u Emergency (0) otnpasnstoTtcs

HemegeHHO.
dopmar logging email urgent {severitylevel | none}
Pexxum Global Config

no logging email urgent
[JaHHas KomaHga Bo3BpallaeT PyHKLUMN HACTPOMKM MO YMOAYAHMIO.
dopmar no logging email urgent

Pexxum Global Config

logging email message-type to-addr
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[aHHaa KomaHAaa HacTpauBaeT email-agpeca, Ha KOTopble OTNPaBAAITCA cooblleHUs. MNoaaepkMBaemble
TUNbl co0bWeHunit: urgent (cpoyHble), non-urgent (HecpouHble), u both (oba Tmna). Ana Kaxkaoro
noafepKMBAEMOro YPOBHA KPUTUUHOCTU MOXKHO HaCTPOUTb HECKOJIbKO aapecos. NepemeHHan to-
email-addr —3To cTaHAAPTHbIM agpec email, Hanpumep, admin@yourcompany.com.

®dopmar logging email message-type {urgent |non-urgent |both} to-addr to-email-
addr
Pexxum Global Config

no logging email message-type to-addr

[aHHaa KomaHAaa yaanseT HacTpoeHHoe nose «to-addr».

dopmar no logging email message-type {urgent |non-urgent |both} to-addr to-
email-addr
Pexxum Global Config

logging email from-addr

3Ta KOMaHAa HacTpamnBaeT apec 3/1EKTPOHHOW NOYTbl OTNPABUTENS (KOMMYTATOpPa).

Mo ymonyaHuwo switch@switch.com
®opmar logging email from-addr from-email-addr

Pexxum Global Config

no logging email from-addr
[aHHan KomaHAa yAanseT HaCTPOEHHbI agpec OTNPaBuTeNs.
®dopmar no logging email from-addr from-email-addr

Pexxum Global Config

logging email message-type subject
ﬂ,aHHaﬂ KOMaHA4a HaCTpanBaeT Temy NMCbMa ANAa onpegeneHHoro tmna COO6LLI,EHMI‘;1.

Rl

Mo ymonyaHuwo % [1na cpouHbIx («urgent») coobuweHmin: Urgent Log Messages
s [na HecpouHbIx coobueHnin: Non Urgent Log Messages

L)

e

®dopmar logging email message-type {urgent |non-urgent |both} subject
subject
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Pexxum Global Config

no logging email message-type subject

[laHHaA KomMaHAa BO3BpalllaeT HacTPOMKM TeMbl MUCbMa Ha 3HAYEHUA MO YMOJIYaHUIO, ANS OonpeaeeHHOro
TMNa coobuleHun.

®dopmar no logging email message-type {urgent |non-urgent |both} subject

Pexxum Global Config

logging email logtime

[aHHas KomaHZa HacTpauMBaeT 4acToTy OTNPAaBKM HECPOYHbIX COo0bLEeHUA. HecpouHble coobLueHus
cobupatoTca M OTNPaBAAOTCA OA4HMM MUCbMOM MO PACMMCaHWUI0. BO3MOMKHbIWM AnannasoH 3HadyeHuit: 30 —
1440 (B mMHyTaXx).

Mo ymonyauuio 30 MUHYT
dopmar logging email logtime minutes

Pexxum Global Config

no logging email logtime

[aHHas KomMaHAa BO3BPALLAET HACTPOMKM MO YMOAYAHUIO ANA BPEMEHHOIO MHTepBasa OTMNPaBKM
HECPOYHBIX COOBLLLEHWN.

dopmar no logging email logtime

Pexxum Global Config

logging traps

JaHHaa KomaHAa HacTpauBaeT ypoBeHb KPUTUMYHOCTU, npu KoTopom SNMP trap 3aHOCATCA B KypHan u
oTnpasastoTcsa no email. Bbl MoXKeTe yKasaTb 3HauyeHue KputuuHoctu severitylevel (uenoe uucno ot 0
0o 7), nnbo ncnonb3osBaTb O4HO U3 CIEAYIOLIMX KAtoUeBbIX c/oB: emergency (0), alert (1), critical
(2), error (3), warning (4), notice (5), info (6), or debug (7).

Mo ymonuanuwo CoobuieHus Info (6) 1 Bbile 3aHOCATCA B XKypHan.
dopmar logging traps severitylevel

Pexxum Global Config

no logging traps

[aHHas KomaHZa BO3BpaLLAeT GPYHKLMUM HACTPOMKM MO YMONYAHUIO.
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dopmar

PexXum

no logging traps
Global Config

logging email test message-type

[aHHasa KomaHaa otnpasnset Ha SMTP-cepBep NMCbMO A1a TECTUPOBaHMA GYHKLMKN onoBeLLeHuMi no email.

dopmar

Pexxum

logging email test message-type {urgent |non-urgent |both} message-body
message-body

Global Config

show logging email config

[aHHas KomaHZa BbIBOAMT Ha 3KpaH MHGOPMALLMIO O HACTPOMKe GYHKLMM ONoBeLLEeHN Nno email.

dopmar show logging email config
Pexxum Privileged EXEC

TepmuH 3HaueHue
Email Alert | CocToAHME PYHKLMKN: BKAKOYEHA NN BbIKAKOYEHA.
Logging

Email Alert From
Address

AZipec 3/1eKTPOHHOM NoYTbl OTNPaBUTeNs (KommyTaTopa).

Email Alert
Urgent Severity
Level

HU3WKNIN ypoBEHb KPUTUYHOCTM U3 TeX, KOTOPble CYMUTAIOTCA CPOUYHbIMM
(«urgent»). CpouHble coobLLeHMA OTNPaBAAIOTCA HEMEAEIEHHO.

Email Alert Non
Urgent Severity
Level

Hu3wWKit ypoBeHb KPUTUYHOCTU, KOTOPbIMA CHUTAETCA HECPOUYHbIM. HecpouHble
coobLLeHmnl cobUpaloTCs M OTNPABAAKTCA OAHMM NMUCbMOM MO PACMUCAHUIO.
CoobuieHuna XypHana c ewe 6onee HU3KUM YPOBHEM KPUTUYHOCTU (HUXKe
HECPOYHOro) He OTNPABAAITCA NO 3NEKTPOHHOM NoYTe BoobLLe.

Email Alert Trap
Severity Level

HW3WKIA ypoBEHb KPUTUYHOCTM, Ha KOTOPOM trap 3aHOCATCA B XKypHall.

Email Alert | BpeMeHHOM MHTEPBAN MeXAY OTNPaBKaMM HECPOUHbIX COODLLLEHNIA.
Notification

Period
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TepmuH 3HayeHue

Email Alert To | HacTpoeHHble agpeca noayyaTenen onoBeLLEHNA.
Address Table

Email Alert | CTpOKM Tembl NMUCbMa, BKAKOYEHHble B coobuieHua cpoyHble (Tun 1) u
Subject Table HecpouHble (Tun 2).

For Msg Type | HacTpoeHHasa Tema nMcbma A5 CPOYHbIX COODLWEHUN.
urgent, subject is

For Msg Type | HacTpoeHHasa Tema nucbma A HECPOUHbIX COODLLEHMIA.
non-urgent,
subject is

show logging email statistics

JaHHas KomaHda oTobpaXKaeT cTaTUCTMKY email-onoBeweHui.

dopmar show logging email statistics
Pexxum Privileged EXEC

TepmuH 3HayeHue
Email Alert | CocToAHME PYHKLMKN: BKAKOYEHA NN BbIKAOYEHA.

Operation Status

No of Email | Koanyectso email-coobuieHnit, nonbiTka OTNPaBKU KOTOPbIX HE yBEHYaNacb
Failures YCNEXom.

No of Email Sent | KonnyectBo coobLIEHUIA, OTNPAB/IEHHbIX KOMMYTaTOPOM C MOMEHTa
nocnegHero cbpoca aToro cyeTYMKa.

Time Since Last | Bpems, npolwegliee ¢ MOMeHTa OTNPaBKU NocaeaHero coobuieHus.
Email Sent

clear logging email statistics
[aHHasa KomaHaa cbpacbiBaeT CTaTUCTUKY email-onoBseleHnii.

dopmar clear logging email statistics
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Pexxum Privileged EXEC

mail-server

3Ta KOMaHAZa HacTpausaeT SMTP-cepBep, Ha KOTOPbLIA KOMMYTAaTOP OTNPABAAET COOOLLEHNA SNEKTPOHHOM
noyTbl M akTMeBMpyeT pexmm Mail Server Configuration. Agpec cepsepa moxeT bbiTb B dpopmate IPv4,
IPv6 wam DNS.

dopmar mail-server {ip-address | ipv6-address | hostname}

Pexxum Config

no mail-server

[aHHaA KoMmaHaa yaanaeT yKkasaHHbIn cepsep SMTP 13 KoHbUrypaumm.

dopmar no mail-server {ip-address | ipv6-address | hostname}
Pexxum Global Config
security

3Ta KOMaHAa yCTaHaB/AMBAET MPOTOKON 6E30MacCHOCTM YBEAOMIEHWN MO 3NEKTPOHHOM MoyTe, MO3BO/AA
KOMMYTATOpPYy WCNONb30BaTb ayTeHTUGMKauuio TLS ¢ SMTP-cepsepom. Ecam pexkmm TLS BKAOYEH Ha
KommyTatope, HO SMTP-cepBep He NogaepXKMBaAET peXum TLS, aneKkTpoHHble nncbma Ha SMTP-cepsep He
OTNpPaBAAOTCA.

Mo ymonyaHuwo  HeTt

dopmar security {tlsvl | none}
Pexxum Mail Server Config
port

3Ta KomaHAa HacTpausaeT TCP-nopT, ncnonb3yemblit ans cesasm ¢ SMTP-cepBepom. PekomeHayemblid nopT
ana TLSvl — 465, a gna HesawMlLEeHHOTo coeguHeHun (T.e. none) - 25. Tem He meHee, pa3peLleH Nobol
HecTaHZApPTHbIM NOPT B Anana3oHe oT 1 go 65535.

Mo ymonyanuwo 25
dopmar port {465 | 25 | 1-65535}

Pexxum Mail Server Config

username (Mail Server Config)

3Ta KOMaHAa HacTpanBaeT MMA NO/b30BaTeNsA, UCNOJb3yemMoe A41A ayTeHTMdUKaumm Ha SMTP-cepsepe.

Mo ymonuaHuwo  admin
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dopmar username name
Pexxnm Mail Server Config
password

3Ta KOMaHAa HacTpamMBaeT Napo/b, UCNOJb3yeMbIN ans ayTeHTUudUKauum Ha SMTP-cepsepe.
Mo ymonuaHuiwo  admin
dopmar password password

Pexxum Mail Server Config

show mail-server config

[aHHaA KoMaHAa BbIBOAUT Ha 3KPaH MHPOPMaALLMIO O HAacTpoliKe GyHKLUMM ONoBeLLeHU no email.

®dopmar show mail-server {ip-address | hostname | all} config
Pexxum Privileged EXEC
TepmuH 3HauyeHue

No of mail servers | Konnyectso cepBepoB SMTP, HacTpOEHHbIX Ha KOMMYyTaTope.
configured

Email Alert Mail | IPv4/IPv6-agpec nnm DNS-umsa xocta HacTpoeHHoro cepsepa SMTP.
Server

Address

Email Alert Mail | TCP-nopT, ncnonb3yemblii KOMMYTAaTOPOM ANA OTNPaBKM NUCEM Ha cepBep

Server Port SMTP.

Email Alert | MpoTokon 6e30MacHOCTM, UCNONb3YEMbIN ANA ayTeHTUDMKauuM Ha SMTP-
Security Protocol cepsepe (aoctynHbl TLS n paboTa 6e3 npoToKosia 6e3onacHocTH).

Email Alert | Uma nonb3oBaTtens, UCNoAb3yemoe KOMMYTAaTOPOM ANA ayTeHTUPUKaLmm
Username Ha SMTP-cepsepe.

Email Alert | Maponb, UCNONb3YyEMbI KOMMYTAaTOPOM ANA ayTeHTudMKaumum Ha SMTP-
Password cepsepe.
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6.7. KomaHAabl CUCTEMHDbIX YTUAUT U KOMaHAbI Clear

B aTom pasgene onncbiBakoTCA KOMaHAbl, KOTOPblE NCNO/1b3YHOTCA, 4yTO6bI NOMOYb YCTPaHUTb I'IpO6ﬂ€MbI C
noagKNto4YeHNEM N BOCCTAHOBUTDL pPa3/itdHble KOH(bMI'ypaLI,MM No YMO/T4aHUIO.

traceroute

Ucnonb3yiite KomaHay traceroute gns obHapyReHUs maplpyTa cnegoBaHua naketos IPv4 nan IPv6 no
NPUHUMNY «Wwar 3a waromy». Traceroute npoaonkaet obecneuymBaTb CUHXPOHHbLIM OTBET, KOrAa OH
nHuunmpyetca ns CLI.

Monb3oBaTeNb MOMKET YKasaTb MCXOAHbIM IP-agpec nposepku traceroute. O6paTute BHUMAHME, 4YTO
npuHUMN paboTbl traceroute 3aKNt0Y4aeTca B OTNPaBKe MaKeTOB, KOTOPble, KaK OXKMAAETCH, He AOCTUrHYT
CBOEro KOHEYHOro agpecaTa, a BMECTO 3TOro 3anycTaT coobuieHna 06 owmnbkax ICMP 06paTHO Ha UCXOAHBIN
aZlpec, M TaK C KaXKAoro nepexoga no NpaAMOMYy MyTW K agapecy HasHauyeHusA. YKas3aB afpec MCTOYHMKA,
NoNb30BaTe/lb MOXKET ONpPeaeIUTb, r4e No NPAMOMY NyTU HET 06PaTHOro MapLIPyTa K UCXOAHOMY agpecy.
Ob6paTuTe BHMMaHWE, YTO 3TO MOJIE3HO TOJIbKO B TOM C/yyae, eClM MapLpyT OT MCTOYHMKA K TOUKe
Ha3sHayeHMs M O06paTHbIM MapLIPYT OT TOYKM HA3HAYEHMSA K WMCTOUHMKY ABAAIOTCA CUMMETPUYHBLIMM.
PacnpocTpaHeHHOW NPaKTUKON ABAAETCA, HAaNnpUMMeEp, OTNPaBUTb TRPACCUPOBKY C

rPaHUYHOro MapLIPYTU3aTOPa Ha LeNeBYo CTaHUMIO Bbille B CETU, UCMO/b3yS afpec UCTOYHMKA U3 NoACceTH
XOCTa Ha rPaHMYHOM MapLUpyTM3aTope. ITO NO3BOAUT NPOBEPUTL AOCTYNHOCTb MapLIPYTa BHYTPU CETH
06paTHO Ha XOCTbl, NOAKAOHYEHHbIE K TPaHMYHOMY MapLIpyTM3aTopy. TakKe MOXHO oTnpaBuTb traceroute ¢
agpecom uHTepodelica loopback B KauecTse NCTOYHMKA A5 NPOBEPKU AOCTYNHOCTU MapLUpyTa 0 ajpeca
nHtepoderica loopback.

MNMonb3oBaTe/ib MOXET YKa3aTb UCTOYHUK B BUAe aapeca IPv4, IPvb-agpec nam nHtepdeirc mapupytnsaumm.
Korga MCTOYHMK yKa3aH KaKk MHTepdenc maplpyTmM3aumm, TpacCMpOBKa OTNPABAAETCA C UCMO/b30BaHMEM
nepeuyHoro agpeca IPv4 Ha uHTepdelice nctoyHmnka. C SNMP UCTOYHMK O0/MKEH ObITb yKasaH B Buae
afpeca. IcToYHMK He MorKeT 6biTb YKa3aH B BeO-UHTepdelice.

KommyTaTop He NpuMMmeT BXOAALMIA NMaKeT, B TOM YMC/le OTBET traceroute, eciiv 3TOT NaKeT MOCTynaeT Ha
MHTepdelic MaplwpyTM3auMM, a afpec HasHayeHWs MaKeTa HaxoAWuTCA Ha OAHOM U3 WHTepdelicos
ynpaBneHua BHe AnanasoHa (cnyxebHblii NopT uan ceteBoit Nopt). AHaNOrMUYHO, KOMMYTATOP He NpUMmeT
MaKeT, KOTOPbIV NOCTyNaeT Ha UHTepdelc ynpasaeHus, eciv agpec HasHavyeHWs NakeTa ABASETCA afpecom
Ha WHTepdeice mapwpyTmMsaumn. Takmm o06pas3om, He MMEeT CMbIC/Ia OTNPAaBAATb TPACCUPOBKY HA
nHTepdelic ynpaBaeHMa c UCNOb30BaHNEM agpeca UHTepdenca MapLLpyTU3aLMM B KauecTBe UCTOYHMKA,
W/IN Ke OTNPaBAATb TPACCUPOBKY Ha MHTEpPENC MAPLLPYTM3aLMKM C UCMOIb30BaHWEM B KAYeCcTBE MCTOYHUKA
nHTepdeiic ynpasneHus. MNpu oTNpaBKe TPACCUPOBKMN Ha MHTEPDEC MapLIPYTU3aLMM UCTOYHNKOM AO/KEH
6bITb 3TOT UM APYrOM UHTEPDEC MapLLpyTU3aumn. MNpn oTNpaBKe TPACCMPOBKM Ha MHTepdelic ynpaBaeHums
MCTOUYHUK AONKEH HAxoAUTbCA Ha 3TOM WHTepdelice ynpasaeHua. Mo 3TOM NpUUYMHE MNOJb3oBaTesb He
MOXET YKa3aTb UCTOYHUKOM MHTEpdEC ynpaBaeHna nnun agpec uHtepdeiica ynpasaeHus. Mpu otnpaske
TPaCCMPOBKM Ha MHTepdeic ynpaBaeHUa Noab30BaTeb He A0/XKEH YKa3blBaTb agpec UCTOYHMKA, @ BMECTO
3TOro N03BO/IMTb CUCTEME BblIBUPATbL aApec UCTOYHMKA U3 UCXOAALLErO MHTepdeiica.
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Mo ymonyaHuio

dopmar

Pexxum

** count: 3 nonbITKK
*» interval: 3 cekyHAbI

% size: 0 6anT.

«» port: 33434

% maxTtl: 30 nepexogos
* maxFail: 5 nonbIToK

% initTtl: 1 nepexog

traceroute {ip-address | [ipv6] {ipv6-address | hostname}} [initTtl initTtl]

[maxTtl maxTtl] [maxFail maxFail] [interval interval] [count count] [port
port]

[size size] [source {ip-address | | ipv6-address | unit/slot/port}]

Privileged EXEC

Mcnonb3ya napameTpbl, ONUCaHHbIE HUXE, Bbl MOMKETE YKa3aTb Haua/ibHOE M MaKCMMa/ibHOE BPEMSA KU3HU
(TTL) B npobHbIX NakeTax, MakCMManbHOE KOJIMUYECTBO OTKa30B [0 3aBEpPLUEHWUSA, KOJIMYECTBO NPOBEPOK
OTNpaBAEHHbIX 418 Kaxkaoro TTL, n pasmep Kaxkaoro npobHoro nakera.

Mapametp

OnucaHue

ipaddress

DevictButenbHbIl IP-agpec.

ipv6-address

JevictBuTenbHbIV agpec IPv6.

hostname [encTeutenbHoe nmsa xocTa.

ipv6 HeobAsaTenbHOe K/OYEBOE C/IOBO «ipv6» MOXKET MCMOoJib30BaTbCA nepen,
agpecom IPv6 nnbo nepep umeHem xocTa. Bo BTopom cnyyae 3TO Bbi3OBET
nonbITKY NnpeobpasoBaTb UMA XocTa B agpec IPv6.

initTtl initTtl onpepgensaeT HayanbHoe TTL, TO eCTb MaKCMMaJsIbHOE KOJIMYecTBO
nepexoAoB Ha NYTU MeXAY SIOKaNbHON M yaaneHHoW cuctemamu. [inanasoH
-ot1 0 po 255.

maxTtl maxTtl onpegenaetr makcmmanoHoe TTL. [lnanasoH - ot 1 go 255.
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Mapametp

OnucaHue

maxFail

maxFail OCTaHaB/AMBaeT npouecc traceroute nocne onpeaeneHHoro
KO/IMYeCcTBa MNOCNeAO0BATE/IbHbIX HeyAayHblX MNOMbITOK MOJy4YUTb OTBET.
AwnanasoH - ot 0 go 255.

interval

HeobAsaTenbHbIn  nNapameTp interval onpegenser Bpema  Mexay
nonbITKaMu, B CeKyHAax. Ecan oTBeT He NoJslyYeH 3a yKa3aHHbI BPEMEHHOM
WHTepBaN, YTUANTA CYMTAET AAHHYIO MOMbITKY HeyaayHowu (Bo3Bpalwas *) u
coBepLuaeT cneayouyto. Ecnum traceroute He NnosyyaeT oTBeTa 3a YKa3aHHbIN
BPEMEHHOM WHTepBasn, CAeaylowas MOMbiTKa COBEepLIAeTcs HemenleHHO.
AnanasoH - oT 1 po 60 ceKyHA.

count

Heoba3aTenbHblit nNapameTp count YKasblBaeT KO/AMYECTBO MOMbITOK ANA
Kaxgoro 3HadyeHmnAa TTL. AmnanasoH - oT 1 go 10 nonbITOK.

port

HeobasaTenbHblit napameTp port yKasbiBaeT NopT HasHaveHua UDP. dtor
MOPT Ha YCTPOMCTBE HAa3HAYEHUA AO/IKEH 6bITb cBO6OAHBIM. JManasoH - oT
1 no 65535.

size

Heoba3aTenbHbI NapaMeTp size yKa3blBaeT 06BbEM M01I€3HOM Harpy3Ku 3xo-
3anpocos, B 6anTax. lnanasoH - ot 0 go 65507 6alT.

source

Heobs3aTenbHbli NapameTp source ykasbiBaeT IP-agpec WCTOYHMKA AnA
traceroute.

Hu>ke npnBeaeH npumep KOMaHAbl.

Mpumep: YcnewHas TpaccMpoBKa:
(Routing) # traceroute 10.240.10.115 initTtl 1 maxTtl 4 maxFail O interval 1 count 3 port 33434 size

43

Traceroute to 10.240.10.115 ,4 hops max 43 byte packets:
1 10.240.4.1 708 msec 41 msec 11 msec

2 10.240.10.115

0 msec 0 msec 0 msec

Hop Count = 1 Last TTL = 2 Test attempt = 6 Test Success = 6

Mpumep: YcnewHaa TpaccupoBKa IPv6:
(Routing) # traceroute 2001::2 initTtl 1 maxTtl 4 maxFail © interval 1 count 3

port 33434 size 43

Traceroute to 2001::2 hops max 43 byte packets:
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1 2001::2 708 msec 41 msec 11 msec

BbiwenpmneegeHHaa KOMaHAA TaKKe MOXeT BbIMOAHATLCA C Heobs3aTeNbHbIM NnapameTpom «ipveé»:

(Routing) # traceroute ipvé 2001::2 initTtl 1 maxTtl 4 maxFail @ interval 1 count 3
port 33434 size 43

Mpumep: OwnbKa traceroute:

(Routing) # traceroute 10.40.1.1 initTtl 1 maxFail © interval 1 count 3

port 33434 size 43

Traceroute to 10.40.1.1 ,30 hops max 43 byte packets:

1 10.240.4.1 19 msec 18 msec 9 msec
2 10.240.1.252 0 msec 0 msec 1 msec
3 172.31.0.9 277 msec 276 msec 277 msec
4 10.254.1.1 289 msec 327 msec 282 msec
5 10.254.21.2 287 msec 293 msec 296 msec
6 192.168.76.2 290 msec 291 msec 289 msec
7 0.0.0.0 O msec *

Hop Count = 6 Last TTL = 7 Test attempt = 19 Test Success = 18

Mpumep: OwnbKa traceroute IPv6:
(Routing)# traceroute 2001::2 initTtl 1 maxFail @ interval 1 count 3
port 33434 size 43
Traceroute to 2001::2 hops max 43 byte packets:

1 3001::1 708 msec 41 msec 11 msec
2 4001::2 250 msec 200 msec 193 msec
3 5001::3 289 msec 313 msec 278 msec
4 6001: :4 651 msec 41 msec 270 msec
5 (4] 0 msec *

Hop Count = 4 Last TTL = 5 Test attempt = 1 Test Success = 0

clear config

[aHHas KomaHaa cbpacbiBaeT KOHOUrypauuio Ha 3aBOACKME 3HaueHWA 6e3 OTKAIYEHMA NUTaHUA
KommyTaTopa. lMocne 3anycka KOMaHAbl CMCTEMA 3anMpocuUT NOATBep:KAeHWe. Beeas y, Bbl cbpacbiBaeTe
KOH}UrypaLmMio KOMMYyTaTOpa Ha HACTPOMKKM MO ymonyaHuio. lMepesarpysku KommyTatopa Mpu 3TOM He
NpoMCXoauT.

dopmar clear config

Pexxum Privileged EXEC

clear counters

[aHHaa KOMaHAa@ OuYMWAeT CTAaTUCTMKY YKasaHHbIX unit/slot/port, Ana Bcex noptoB nvbo ans
yKa3zaHHoro uHtepdeiica VLAN.

dopmar clear counters {unit/slot/port | all | vlan id}
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Pexxum Privileged EXEC

clear igmpsnooping

3Ta KOmaHZa ouuwaeT Tabaunubl, ynpasnsemble pyHKUMen IGMP Snooping, U npegnpuMHUMaeT NonbITKY
YyOANnUTb 3T 3anuncun ns 6assl gaHHbIX Multicast Forwarding (nepeagpecaumm mHoroagpecHomn nepegaum).

dopmar clear igmpsnooping

Pexxum Privileged EXEC

clear pass

[aHHan KomaHaa cbpacbiBaeT BCce N0/b30BaTe/IbCKME MNapON Ha 3HAYEHUSA MO YMOAYAHUIO 6€3 OTKI0UYEHUA
nUTaHMA KommytaTtopa. Moce 3anycka KOMaHAbl CUCTEMA 3anNpPOCUT MOATBEPKAEHME.

dopmar clear pass

Pexxum Privileged EXEC

clear traplog
,ﬂ,aHHaﬂ KOMaHAa ouunLaeT XKypHan trap.

dopmar clear traplog

Pexxum Privileged EXEC

clear vlan

[aHHaa KomaHaa cbpacbiBaeT KoHpurypaumnto VLAN Ha 3HauyeHus no ymondaHuio. Korga KoHdurypaums
VLAN cbpacbiBaeTca 40 3aBOACKUX 3HAYeHMM MO YMONYAHWUIO, 3TO BbI3bIBAET HEKOTOPbIE CLEeHapuu,
cBA3aHHble ¢ GVRP:
1. Ypanatorca ctatuyeckme VLAN.
2. B pesynbtate 06paboTku cobbiTua VEST RESTORE NOTIFY, GVRP BoccTaHaBAMBaETCA 40 3HaYeHun
no ymonyaxHuo. GVRP no ymonyaHuio geaktmBmposaH. 3To o3HavaeT, 4to GVRP ponkeH 6biTb
OTK/IIOYEH, U BCe ero aAnHammyeckne VLAN f0KHbI ObITb yAaneHsl.

dopmar clear vlan
Pexxum Privileged EXEC
logout

JTa KomaHaa 3aKpblBaeT TeKyuwee coegunHeHue telnet naun C6paCbIBaeT Tekyuiee nocsenosartesibHoe
coeanHeHue.
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Dgnpumeqanue: CoxpaHuTe M3MeHeHUA KOHPUrypaumm nepegs, BbIXOLOM.

Format logout

Pexxumbl ++ Privileged EXEC
+» User EXEC

ping
,ﬂ,aHHaﬂ KOMaHA4a MNO3BOJIAET onpeaesintb AOCTYNHOCTb APYroro KOmMnbkoTepa B CETU. Muur nHNUMmnpyeTca
N3 KOMaHAHOW CTPOKM b0 Beb-nHTepdeiica, U NnpeanonaraeT CUHXPOHHbIN OTBET.

%I‘Ipumeqanue: NHdopmauma o KomaHae ping Ansa xoctos |IPv6 goctynHa B pasaene “ping ipve”

Ha cTp. 587
Mo ymonyaHuio < count: 1
+» interval: 3 (cekyHapbl)
+» size: 0 (6anT).
®dopmar ping {address| hostname | {ipv6 {interface network link-local-address |
ipvbaddress | hostname}} [count count] [interval 1-60] [size size] [source
ip-address | ipv6-address | {unit/slot/port | vlan 1-4093 | network}]
Pexxumbli ¢ Privileged EXEC

« User EXEC

MCI‘IOI‘Ib3yFI HBCTpOVIKVI, OnncCaHHble HUXe, Bbl MOXeTe onpenenntb KONN4YeCTtBO U pasmep NakeTtoB 3XO-
3aMNpoCOoB, a TaKXe UHTepBal Mmexay HUMN.

Mapamertp OnucaHue
address Appeca IPv4 nnn IPv6 gnsa oTnpaBKKM 3X0-3anpocos.
count KonnyectBo nakeToB ping, KoTopble HeobxoAMMoO nocnatb Ha agpec

Ha3HayeHuA (onpeaensaemblii NONEeM ip-address). JMana3oH 3Ha4YeHUN - OT
1 po 15 3anpocos.

interval Bpems mexay nonbiTKamu, B ceKyHaax. [lnanasoH - ot 1 go 60 cekyHa,
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Mapametp

OnucaHue

size

O6bem nosie3HOM HarpysKkM 3xo-3anpocos, B banTax. AnanasoH - ot 0 go
65507 6aunT.

source

Agpec uHTepdenca-uCTOYHMKA, WCNONAb3yeMbIt MpPW  OTNpPaBKe 3XO-
3anpocos.

hostname

Nms xocta ans npeobpasosaHua B agpec IPv4 nam IPv6. Kntouesoe cnoso
«ipv6» yKasbiBaeTcs, ecnn TpebyetcAa npeobpasoBaTb agpec MMEHHO B
IPv6. B npoTuBHOM cnyyae byaeTt ncnosb3oBaH agpec IPv4,

ipve

Heobs3aTenbHoe KAtoYeBOe C/I0BO «ipvb» MOMXKET MCNONb30BaTbCA Nepes
agpecom IPv6 nnbo nepen nmeHem xocta. Mcnonb3yinte onumMoHabHOE
KAlOYeBOE C/I0BO «ipvb» nepes WMMeEHEeM XOCTa, 4TOBbl NOMbITATHCA
npeobpas3oBaTb ero B agpec IPv6 Hanpamyto. Takke mMcnonb3yerca Ans
BbI30Ba NOKasnbHoOro IPvb-agpeca.

interface

KntoyeBoe €/n0BO, ucnonb3yemoe AnA MNUHra AoKanbHOro agpeca IPvé
yepes nHTepdeiic.

link-localaddress

JNloKanbHbIN agpec IPv6 gna nuHra yepes nHtepoeiic.

Hue npuseaeH Nnpumep KOMaHAbl.

Mpumep: YcnewHbin nuHr IPv4:
(Routing) #ping 10.254.2.160 count 3 interval 1 size 255 Pinging 10.254.2.160 with 255 bytes of data:

Received response for
Received response for

Received response for

----10.254.2.160 PING

icmp_seq = 0. time = 275268 usec
icmp_seq = 1. time = 274009 usec
icmp_seq = 2. time = 279459 usec

statistics----

3 packets transmitted, 3 packets received, 0% packet loss
round-trip (msec) min/avg/max = 274/279/276

Mpumep: YcnewHbln nuHr IPv6:

(Routing) #ping 2001::

1

Pinging 2001::1 with 64 bytes of data:

Send count=3, Receive count=3 from 2001::1 Average round trip time = 3.00 ms

Mpumep: HeyaauHbiii nuHr IPV4:

B cnyyae HeA4OCTYNHOro agpeca Ha3HaueHuUA:
(Routing) # ping 192.168.254.222 count 3 interval 1 size 255
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Pinging 192.168.254.222 with 255 bytes of data:

Received Response: Unreachable Destination

Received Response :Unreachable Destination

Received Response :Unreachable Destination

----192.168.254.222 PING statistics----

3 packets transmitted,3 packets received, 0% packet loss round-trip (msec) min/avg/max = 0/0/0
B cnyyae TaiimayTa 3anpoca:

(Routing) # ping 1.1.1.1 count 1 interval 3

Pinging 1.1.1.1 with @ bytes of data:

----1.1.1.1 PING statistics----

1 packets transmitted,0 packets received, 100% packet loss round-trip (msec) min/avg/max = 0/0/0

Mpumep: HeycnewHbIr NUHF IPv6
(Routing) #ping ipv6 2001::4
Pinging 2001::4 with 64 bytes of data:
Send count=3, Receive count=0 from

2001::4 Average round trip time = 0.00 ms

quit
JTa KOMaHA4a 3aKpblBaeT TeEKyUlee coegunHeHune telnet nnn C6paCbIBaET Tekywee

nocnepoBsartesibHoe coeguHeHume. I'Iepe,u, BbIXOAOM CUCTEMA NPEOSIOXUT BaM COXPaAHUTb
M3IMeHEeHUA B HaCTpOVIKaX.

dopmar quit

Pexxumbli ¢ Privileged EXEC
% User EXEC

reload

[aHHas KomaHga nepesarpykaeT KommyTaTop 6e3 oTKA4YeHMs MuTaHuA. lepesarpyskoli B AaHHOM
C/lyYyae CcuuMTaeTcs paspblB BCEX CETEBbIX COEAMHEHWUA WM UCMONAHEHME 3arpysoyHoro Koga. [ns
MHUUMANM3ALMMU UCMONb3YETCA XPaHMMaa B KOMMYyTaTope KoHourypauua. Nocne 3anycka KomaHapl
cucTema 3anpocuT NoATeepKAeHMe. Ha ycnelwHyto nepesarpysKky yKasbiBatoT CBETOAMOAHbIE MHAMKATOPbI.

dopmar reload [configuration [scriptname]]
Pexxum Privileged EXEC
Mapametp OnucaHue
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configuration KoppeKTHO nepesarpyxaeT KoHdurypaumo. Ecam KOHOUIrypauMOHHbIV
dalin He yKasaH - UICNONb3YyeTCA 3arpy304Hbii pain KoHGUrypaumu.

scriptname daiin KoHPUrypauumn ansa 3arpysku. Uma daina foNKHO 6bITb YKa3aHO ¢
pacwmnpeHunem.

CcCopy

[aHHaa KomaHaa 3arpy:KaeT ¢aiibl HA KOMMYTaTOP M BbIrPYKAEeT C KOMMYTaTOpa. TaKKe KOMaHAa MOXKET
NCNob30BaTbCA ANs yNpaBaeHns obpaszamu (pesepBHbIM 1 akTUBHbIM) B cucteme dual image. 3arpyska u
BbIrpy3Ka $painioB c cepsepa, ¢ ucnosbzosaHnem FTP, TFTP, Xmodem, Ymodem nnbo Zmodem. Mpwu
ncnonb3oBaHMK NpoTokona FTP TpebyeTca BBoA Napons.

dopmar copy source destination {verify | noverify}

Pexxum Privileged EXEC

3ameHuTe napameTpbl source u destination sHayeHuammn mn3 Tabauubl Ha cTpaHuue 229. BmecTo
napameTpa url (HasHaYeHUa NI UCTOYHMKA), UICMONb3YITE CleayloWme 3HaYeHUs:

{xmodem | tftp://ipaddr|hostname | ip6address|hostname/filepath/filename
[noval] | ftp:// user@Ripaddress | hostname/filepath/filename}

Mapametp verify | noverify [ocTyneH TO/NbKO €C/iM  BKAOYEHA GYHKUMA  MPOBEPKM
obpasa/koHdurypaumn. (cm “file verify” on page 233). verify ykasbiBaeT, 4YTO A48 YKa3aHHOMO
3arpy»KeHHoro nsobparkeHma nnun danna KoHpurypaumnm byaeT BbiNONHEHA NPOBEPKA LMPPOBON NOAMMUCH.
noverify, cOOTBETCTBEHHO, YKA3blBAET, YTO TaKas NPOBEPKa BbINOHATLCA He ByaeT.

KntoueBoe €N0oBO ias-users BKAOYAET NOAAEPHKKY 3arpy3Kku ¢pannos Nonb3oBaTeIbCKMX 6a3 AaHHbIX |AS.
Korgaa 3arpy»aeTca nosib3oBaTtenbckuii dann IAS, nonb3oBaTenbckan 6asa gaHHbix IAS Ha KommyTaTope
3aMEHAETCA Ha 3arpy*KeHHYIo, BMECTEe C N0Nb30BaTeNsAMMU M aTpubyTamu. B KomaHge copy url ias-
users, ana URL-agpeca daiina nonb3osatenei |IAS ncnonb3yercs o4HO U3 ceayowmx::

{{ tftp://<ipaddr | hostname> | <ipvb6address | hostname> /<filepath>/<filename>} | {sftp | scp://
<username>@<ipaddress>/<filepath>/<filename>} }

Ona FTP, TFTP, SFTP n SCP napameTp ipaddr | hostname - 3TO IP-agpec uanM mMma xocta

% cepsepa,

MpumeyaHume: MaKkcumanbHaa anvHa nytm ¢anna — 160 cMMBONOB, MaKCMMAbHAA A/IMHA
mmeHu dainna — 31 cumson.

filepath — NyTb K ¢aliny, KOTOPbIN HY}KHO 3arpy3anTb WUAM BbIrPY3UTb, @ filename - WUMSA 3TOrO
daiina.
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mmunum%

D& MpumeyaHue: ipcaddress — 3TO TAKXKe AEUCTBUTENbHbIN NapameTp A8 NaKeToB

MapLpyTmnsaummn, nogaepxmsatowmx IPvé.

BHumaHue! He 3abyabTe BbIrpysuTb cyuwiecTByowmii dainn switch.cfg ¢ kommyTtatopa
nepeg, 3arpy3koi HoBoro obpasa, 4Tobbl caenaTb Pe3epBHYO KOMUIO.

UcTouHuk Ha3sHaueHue OnucaHue
nvram:application: url Nms dpainna ncxogHOro NPUNONKEHUS.
sourcefilename
nvram:backup- nvram:startup-config Konupyetr pesepBHyt0 KOHOUrypaumio B
config 3arpy3o4Hyto.
nvram:clibanner url Konupyetr 6aHHep KOMaHAHOW CTPOKM Ha

cepsep.
nvram:cpupktcaptur | url 3arpy»aeT ¢ainbl 3axBata naketos L.
e.pcap
nvram:crash-log url KonunpyeT aBapuiiHbIN *KypHan Ha cepsep.
nvram:errorlog url KonupyeT *KypHan ownboK Ha cepBep.
nvram:factory- url Bbirpy:kaeT dpaiinbl 3aBOACKNX HACTPOEK.
defaults
nvram:log url Konupyet ¢ainn }KypHana Ha cepsep.
nvram:operational- | url Konupyet ¢ainn pabouero xypHana Ha cepsep.
log
nvram:script url KonupyeT  yK3aHHbI1  KOHOUIypaLMOHHbIN

scriptname CKPUNT Ha cepBep.

nvram:startup- nvram:backup-config Konupyet 3arpys3ouyHyto KOH(I)VII'ypaLI,M}O B
config pe3epBHYIO.
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UcTouHUK Ha3sHaueHue OnucaHue
nvram:startup- url KonupyeT 3arpy3ouHyto KoOHUrypauuio Ha
config cepsep.
nvram:startup-log url Bbirpy:kaeT dpaiin KypHana 3arpysKku.

nvram: tech-support

[unit url unit id]

Bbirpy:kaeT cuCTeMHyto UHbOpMaUUD ¢
KOHPUIypauuto ansa TEXHUYECKOW NOAAEPKKN.

nvram:traplog

url

Konupyet dainn *KkypHana trap Ha cepsep.

system:running-
config

nvram:startup-config

CoxpaHsieT 3anylleHHY KOHdUrypauuwo B
NVRAM.

system:running-

nvram:factory-defaults

CoxpaHseT 3anyleHHyl KoHoUrypauuio B

config NVRAM, B ¢ain factory-defaults.
url nvram:application Uma  ¢alina HasHavyenma pgna  ¢aina
destfilename NPUNOMXKEHUA.
url nvram:clibanner 3arpy)kaeT 6aHHep KOMaHAHOW CTPOKU B
cuctemy.
url nvram:publickey-config 3arpyaeT nyb6/AnYHbIA KAoY AN NPOBEPKMU
KOHOUIYpPaLMOHHOTO CKpMnTa.
url nvram:publickey-image 3arpy»aeT nyb6/AnYHbIA KAoY AN NPOBEPKMU
obpasa.
url nvram:script 3arpy:kaet B cuctemy dann
destfilename KOHPUrypauuMoHHOro cKpunta. Bo Bpema
3arpy3kM KOMaHZa npoBepseT CcKpunT. B
cyyae  Kakoh-nmbo  ownbKM  KoMaHAa
nepeyncnseT BCce CTPOKM B KOHLE npouecca
NPOBEPKM W 3anpalmBaeT MNOATBEPXKAEHUE
nepepg, KonuposaHuem daiina ckpunra.
url nvram:script Mpn Mcnonb30BaHUM JAHHOW OMLMW KOMAHAA
destfilename noval «COpY» He npoBepAeT 3arpy)KeHHblh ¢ann
cKpunTa. HuxKe npmseaeH npumep:
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mmunum%

UcTOUYHUK

Ha3HauyeHue

OnucaHue

(Routing) #copy tftp://1.1.1.1/file.scr nvram:script file.scr noval

url nvram:sshkey-dsa 3arpyxaet dann knoda SSH. [ns nonyyeHus
AONONHUTENbHOM MHPOPMALMK CM. pasaen
"KomaHapl SSH" Ha cTp. 64.

url nvram:sshkey-rsal 3arpy»aet ¢aiin Kaoda SSH.

url nvram:sshkey-rsa2 3arpy»aet ¢anin Kaoda SSH.

url nvram:sslpem-dhweak 3arpyaet ceptnudmkat HTTP secure-server.

url nvram:sslpem-dhstrong | 3arpykaeT ceptudurat HTTP secure-server.

url nvram:sslpem-root 3arpyxaet ceptnomkat HTTP secure-server.
Ona nonyyeHua O0NONHUTENBHOM
nHbopmauum cm. pasgen "Komangbl HTTP” Ha
cTp. 68.

url nvram:sslpem-server 3arpyaet ceptnudmkat HTTP secure-server.

url nvram:startup-config 3arpyrkaet B cuctemy 3arpy3oyHbli
KOHPUIYPaUUOHHbIN daiin.

url ias-users 3arpyaet B cuctemy ¢ann 6asbl [aHHbIX
nonb3oBatenenn |IAS. HKoraa 3arpyrkaetca
nonb3oBaTenbcknit ¢ann IAS, 6a3a AaHHbIX
nonb3oBaTenen IAS Ha KommyTaTope
3aMeHAeTCA Ha 3arpyeHHyl, BMmecTe ¢
nonb3oBaTeNAMU U UX aTPUbyTamu.

url nvram:tech-supportcmds | 3arpy>kaet  ¢ain, cogepXawmih  CIUCOK
KOMaHA4, KoTopble  oTobpakalTca  npu
BbINOJIHEHUM KOMaHAbl show tech-support.

url {active | backup} 3arpy»kaetT 06pa3 ¢ yaaneHHoro cepsepa (B

KauyecTBe ntoboro 13 aByx o6pasos).

{active | backup}

url

Bbirpy»KaeT aKTMBHbIA UAN pe3epBHbIN 06pa3
Ha y4aneHHbI cepBep.
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UcTOUYHUK Ha3HauyeHue OnucaHue

active backup 3ameHseT  pes3epBHbIn  06pa3  Konwuewn
aKTMBHOro obpasa.

backup active 3ameHseT aKTUBHbIM obpas Konuen
pesepBHOro obpasa.

MNpumep: Huxke nnntocTpmpyeTca 3arpyska U npumeHeHune 6asbl 4aHHbIX Nonb3oBaTenei IAS.
(Routing) #copy tftp://10.131.17.104/aaa_users.txt ias-users

T o P TFTP

Set Server IP.. ...ttt ittt inieeeanns 10.131.17.104
2 o o /

Filename. . ...t iiiiiiieiinnnnneeereennnnnnns aaa_users.txt Data
57/ 51 P IAS Users

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer operation completed successfully.

Validating and updating the users to the IAS users database.
Updated IAS users database successfully.

(Routing) #

file verify

3Ta KOMaHAa Mo3BO/AET BbIMNONHATL NPOBEPKY LUMPPOBON MOANMCK Npu 3arpyske obpasa u/uam daina
KOHOUrypaLmm Ha KOMMyTaTop.

$dopmarT file verify {all | image | none | script}
PexumM Global Config

Mapametp OnucaHue
All MpoBepseT umMdpposyto nognucb pannos 1 obpasa, U KOHOUrypaumm.
Image MpoBepsAeT umMdpposyto nognucs ¢pannos obpasa.
None He nposepsaeT umdposyo noanucb HU y 06pasa, HYU Yy KOHOUTypauuu.
Script MpoBepsaeT yumdposyto nognucb ¢annos KOHPUrypauum.
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no file verify
C6pacblBaeT HAaCTPOMKM NPOBEPKM LidPOBOIM NOAMUCK HA 3aBOACKME 3HAYEHUS.
dopmar no file verify

Pexxum Global Config

write memory

Ucnonb3yiite 3Ty KOMaHAZY, 4TOObl COXpPaHUTb TeKywMe M3MeHeHua KoHdurypaumm B NVRAM, 4yTobbI
U3MEHEHMA, KOTOpble Bbl BHOCUTE, COXPaHAAUCb Npu nepesarpy3ke. KomaHga paboTaeT TaK Ke, KaK
KOMaHga copy system:running-config nvram:startup-config. Mcnonb3yinte Kawouesoe
cnoBo confirm, 4yTobbl HANPAMYHO coXpaHUTb KoHPUrypaunio B8 NVRAM 6e3 3anpoca noaTeBeprKaeHums.

dopmar write memory [confirm]

Pexxum Privileged EXEC

6.8. KomaHabl Power over Ethernet

B aTom paspgene onucbiBalOTCA KOMaHAbl, UCMOAb3yemMble ANA HACTPOMKWM U MOHUTOpuHra Power Over
Ethernet (PoE). PoE nossonset IP-tenedpoHam, Toukam goctyna Wi-Fi n gpyrum ycTpoicTBam nosny4yatb
NUTAHWE W fJaHHble MO CYWECTBYHOLWMM Kabenam NOKaNbHOW ceTn 6e3 M3MEHEHMUs CyLLecTBYHOLLEN
NMHpacTpyKTypbl Ethernet. PoE noaaeprkmMBaeTca TONbKO Ha KOMMYTATOpPax, MMeOLWMX KoHTpoanep PoE.

PoE peanusyet cneumdukauuio PoE+ (IEEE 802.3at) gnsa obopyaoBaHua MCTOYHUKA nuTaHusa (PSE). IEEE
802.3at no3BonseT noAaBaTb NUTaHWE Ha NuTaemble ycTpoicTea (PD) 4 knacca, Ansa KoTopbix TpebyeTcs
mouHocTb oT 15,4 no 34,2 BT. 3T0 N03BO/IAET UCNOJIb30BaTb CETEBbIE KOMMYTATOPbI M MapLLUPYTU3aTOPbI C
noanep:kko PoE+ anAa passepTbiBaHMA C YCTPOMCTBAMM, KOTOPbIM TpebyeTcs 60nblue MOLLHOCTM, Yem
nossonseT cneundumkauma 802.3AF. PoE+ 802.3at coBmectm c 802.1AF.

T'mbxoe YIpaBJIeHVe MOIHOCTBIO

PoE obecneumBaeT ynpasaeHMe NUTaHUEM, C MOAAEPIKKOM pe3epBMPOBaHMA, NPUOPUTU3ALUIO U
OrpaHMYyeHre MOLLHOCTU. OnepaTtop MOMKET HAa3HAYUTb NpuMopuTeT Kaxkaomy nopty PoE. Koraa
bloyKeT MoLLHOCTM KommyTaTopa PoE mcyepnbiBaeTcs, 6osee NPMOPUTETHbIM NOPTam OTAAETCs
npeAnoyYTeHMe No CPaBHEHWUIO C MOPTaMM € bosiee HU3KMM npuoputeTom. [logaya MOLLIHOCTM Ha
NopTbl ¢ 60/1e€ HU3KUM MPUOPUTETOM NPUHYAUTEIbHO NPEKpaLLaeTcs, YTobbl 0becneynTb NuTaHue
NOpPTOB C 60/1e€ BbICOKMM MPUOPUTETOM.

Cratnyeckas  QYHKLUMA  ynpaBAeHUs NUTaHMEM MNO03BOJIAET onepaTtopam  pes3epBUMpPoBaThb
rAPaHTUPOBAHHYK MOLLHOCTL A4 rnopTta PoE. 3To nonesHo Ana nuTaHWA YCTPOMCTB, KoTopble
I'IOTpe6}1FHOT nepemeHHoe KOJIM4eCTBO 3Heprmn w obecneunBaloT UM I'apaHTVIDOBaHHbIﬁ AnanasoH
MOLWHOCTN AnAa pa6OTbI. [ToMMMO NONbL30BATENLCKOTO ynpasaeHna MOWHOCTbIO, No44epPKNBAETCA d)yHKLI,MFI
pacnpeaeneHna mowHOCTN Ha OCHOBE Kacca.
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B ¢yHKUMM AMHAMUYECKOTO YNPaBAEeHUSA MOLLHOCTbIO MUTaHWE HEe pe3epBUpyeTcs ANA Kakoro-1nbo nopra B
onpeaeneHHblI MOMEHT BpeMeHU. MOLWLHOCTb, AOCTYNHas ¢ nomolbio PoE-KommyTaTopa, paccunTbiBaeTcs
NyTeM BblYMTAHUA MFHOBEHHOM MOLLHOCTU, NOTpebaseMoin BCeMU NOPTamMM, U3 MaKCMMAaIbHOM AOCTYMHOM
MOLHOCTU. Takmm 06pa3om, OAHOBPEMEHHO BO3MOXKHO obecneynTb nNUTaHMEM 6osibliee KONYecTBO
noptoB 3Ta GYHKUMA Nosie3Ha Ana apdeKTUBHONO NMTaHMA 60/bLIEro KONMYECTBA YCTPOMCTB B TEX CAyYasX,
Korga AOCTYNHAaA MOLLHOCTb Ha POE-KommyTaTOpe orpaHmyeHa.

PoE Take npeaoctaBasieT rnobanbHyto GyHKLMIO NOpPOra UCNoab3oBaHUA, YTOBbl OrPaHUUYUTb KOMMYTATOP
PoE oT neperpy3ku. OnepaTop MOXKET yKasaTb JIMMUT B MPOLIEHTaX OT MaKCUMabHOM MOLLIHOCTHU.

Dﬁnpumeqauue: KomaHgbl POE npMeHMMO TO/IbKO K MeHbIM NOpTam.

poe high-power

Ucnonb3yhte 3Ty KOMaHAYy A0S BK/AKOYEHMA PEXMMA BbICOKOW MOLWLHOCTM A1a onpeneneHHoro
KommyTaTopa (pexum Interface Configuration). B pexnme BbICOKO MOLLHOCTUM KOMMYTaTOP COr/1acoBbIBAET
61043KeT MOLIHOCTM C NUTaemMbim ycTpoiicteom (PD, powered device). MakcumanbHaa MOLLIHOCTb, KOTOPYHO
MmoxeT obecneunTb PoE-nopT, coctasnset 32 BT B pexkume dot3at n 60 BT B pexkume upoe.

Mo ymonyaHuto OTKAOYEHO

dopmar poe high-power {dot3at | legacy | pre-dot3at}
Pexxum Interface Configuration
Mapametp OnucaHue
dot3at YCTpoicTBa BbICOKOM MOLLIHOCTU € noaaep»Koi LLDP.
legacy YCTPOICTBA C BbICOKMM NMYCKOBbIM TOKOM.
pre-dot3at YctpoiictBa 6e3 noaaep»ku LLDP.

no poe high-power
OTK/IHO4aET PEXKUM BbICOKON MOLLHOCTM.
dopmar no poe high-power

Pexxum Interface Configuration

poe power limit
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Mcnonb3yiite 3Ty KOMaHAy [O1A HACTPOMKM OrpaHUMYeHWs MOLLHOCTM A1a BCEX MOPTOB Ha Bcex
KommyTaTopax (pexum Global Configuration) unm Ha onpegeneHHom nopTte (pexum Interface
Configuration).

Mo ymonyaHutio
MNonb3oBaTenbCcKoe 3HayeHune

dopmar poe power limit .{dot3af | none | userd-defined [3000-30000]}

Pexxum ¢ Global Configuration
¢ Interface Configuration

Mapametp OnucaHue
none HeT AMmmnTa MOLLHOCTH.
userd-defined OrpaHnyeHne MOLLHOCTM 3ajaHHOe nonb3osaTenem. [manasoH 3000-
60000mBT Ha nopT.

no power power limit

[aHHan KomaHaa cbpacbiBaeT HAaCTPOMKM IMMMUTA MOLLHOCTM Ha 3aBOACKME 3HAYEHUA.

Mo yMmon4yaHuio MNonb3oBaTenbcKoe 3HaYeHue

dopmar no poe power limit

X/

Pexxum ** Global Configuration

¢ Interface Configuration
poe power management
[aHHaA KoMaHAa HacTpanBaeT TN yNpaBaAeHUs nogadvein NUTaHus.

Mo ymonyaHuto  Dynamic

dopmar poe power management {unit/slot/port | all} {dynamic | static}
Pexxum Global Configuration

Mapamertp OnucaHue
unit HactpauBaeT ynpasneHue NUTaHUEM AN OTAENbHOro nopTa.
MapameTp OnucaHue
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all HacTpauBaeT ynpasneHve NMTaHUEM AN BCEX MOPTOB.

dynamic YnpasneHue nUTaHKem ocyliecTsaseTca POE-KOHTpoNNepom,
MaKCMMa/IbHaA MOLLHOCTb A1 NOPTA He pe3epBUpyeTCs.

static YnpasneHue nUTaHUem ocyliecTBaseTca POE-KOHTpoNNepom,
MaKCMMa/IbHan MOLLHOCTb A1 NOPTa pe3epBupyeTcs.

no poe power management
NaHHas KomaHaa copacbiBaeT HAaCTPOMKM PEXKMMA YNPaB/IEHUA Ha 3aBOACKME 3HAYEHUS.
dopmar no poe power management

Pexxum Global Configuration

poe priority

Ucnonb3yite 3Ty KOMaHAy A/ HACTPOMKM YPOBHA MNpuopuTeTa nopTta A8 NoAayu MNUTaHuA Ha
NOAKNOYEHHOE YCTPOMCTBO. KOMMYyTaTOp MOMKET He CnpaBuUTbCA C obecneyeHMem NUTaHUA BcCex
NMOAK/OUYEHHbIX YCTPOMCTB, NO3STOMY NMPUOPUTET NOPTa UCMONb3YETCA A8 ONpefesieHUst TOro, Kakue nopThbl
6yayT obecneyeHbl NMTAaHMEM B C/ly4ae HEXBaTKM 06LLer MowHOCTU. 1A NOPTOB C OAUHAKOBbLIM YPOBHEM
npuopuTeTa NopT ¢ 60/1ee HU3KUM HOMEPOM MMeeT Bonee BbICOKMIA NPUOPUTET.

Ecnm cuctema yxke obecneymBaeT MaKCMMasbHO BO3MOXKHYIO MOLLHOCTb, U MpK 3TOM K nopTy c bonee
BbICOKMM MPUOPUTETOM MOAK/IOHYAETCA HOBOE YCTPOMCTBO - nojada MuUTaHWA Ha MopT C 6onee HU3KUM
NPMOPUTETOM NpPEKpaLLAeTca B Nob3y 6oaee NPUOPUTETHOTO NopTa.

Mo ymonuaHuio Low (HM3KMN)

dopmar poe priority { Crit | High | Medium | Low }

Pexxum Global Configuration

Interface Configuration

no poe priority

[aHHaa KomaHaa cbpacbiBaeT HAaCTPOWMKKN NpUopUTETa NopTa (MM NOPTOB) Ha 3HAYEHUSA MO YMONYAHMIO.
Mo ymonuaHuio Low (HU3KKN)
dopmar no poe priority

Pexxum +* Global Configuration
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X/

+ Interface Configuration

poe reset
,ﬂ,aHHaﬂ KOMaHAa C6paCbIBaET BCe NMopTbl.

Mo ymonyaHuio OTKNO4YEeHO

dopmar poe reset

R/

Pexxum +* Global Configuration
++ Interface Configuration

poe traps

Mcnonbsyiite 3Ty KOMaHAy ANA BKAKOYEHMA / BbIKJOYEHUR
n3meHeHua ctatyca PoE ana nopra.

Mo ymonvyaHuio BK/IKOYEHO

dopmar poe traps

Pexxum Global Configuration

poe usagethreshold

oTnpaBKK trap, KoTopble yKas3blBalOT Ha

V|CI'IO/'II:>3YV1TG 3TY KOMaHA4y AnA HaCTpOﬁKM Nnoporosoro yposHA UCNosib3oBaHNA MOLWHOCTU CUCTEMDI, NpU
KOTOpoMm co3gaeTca trap. lNopor HacTpanBaeTcA Kak NPOLEeHT OT O6U.I,Ei;1 AOCTynHOﬁ MOLHOCTH.

Mo ymonuyanuiwo 90%

dopmar poe usagethreshold {unit | all} 1-99
Pexxum Global Configuration
Mapametp OnucaHue
unit YcTaHaB/MBaeT NOPOroBoe 3HayeHua aaa KommyTaTopa.
all YcTaHaB/MBaeT NOPOroBoe 3Ha4YeHUsA aaa BCex KOMMYTaTOPOB.
1-99 Noporosoe 3HayeHMe MOLLHOCTWU, MPU KOTOPOM reHepupyetca trap.
OnanasoH: 1 —99%.
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no poe usagethreshold

[aHHan KomaHaa cbpacbiBaeT NOPOr Ha 3aBOACKME 3HaYEHUA.

dopmar no poe usagethreshold
Pexxum Global Configuration
show poe

[aHHas KomaHZa oTobpakaeT TeKylylo KoHourypaumio POE M MHPOpmauMio O COCTOAHWMM ANA BCEX
nopToB.

dopmar show poe
Pexxum Privileged EXEC
Mpumep:

(Switching) #show poe

Firmware Version........oeeiiiiiiiiiiinnnnnnnns 1.3.0.7
PSE Main Operational Status.................... OFF
Threshold Power.......viiiiiiiiiii i ennns 459000 mW
Total Power Consumed......covtiiueinneenneennns (7]

Usage Threshold.........iiiiiiiiiiinnnneeeenns 920

Power Management Mode..........coviiiiiiinnnnn. Dynamic
1= 013 Enable

show poe port configuration

Ucnonb3yiite 3Ty KomaHAy aas otobpaxkeHus nHdopmaumm o KoHdurypaumm nopta PoE ana otgenbHoro
nopta mbo ans BCcex NopTos.

dopmar show poe ports configuration {all | unit/slot/port}
Pexxum Privileged EXEC
Mpumep:
(Switching) #show poe port configuration 0/1
Admin Power  Power Limit High Power Detection Timer Schedule
Intf Mode  Priority Limit Type Mode Type
(mi)
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0/1 Enable Low 60000 User Defined UPOE auto None

show poe port info

[laHHas KomaHAaa oTobparkaeT MHbopmaumto o PoE noprax.

dopmart show poe port info { all | unit/slot/port }
Pexxum Privileged EXEC
Mpumep:
(Switching) #show poe port info all
High Max Output Output
Intf Power  Power Class Power Current Voltage Status Fault
(mi) (mW) (mA) (V) Status
2/0/1 Yes 32000 Unknown @ 0 0 Disabled No Error
2/0/2 Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/3 Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/4 Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/5 Yes 32000 Unknown © 0 0 Disabled No Error
2/0/6 Yes 32000 Unknown © 0 0 Disabled No Error
2/0/7 Yes 32000 Unknown @ 0 (%] Disabled No Error
2/0/8 Yes 32000 Unknown @ 0 (%] Disabled No Error
2/0/9 Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/10  Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/11  Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/12  Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/13  Yes 32000 Unknown @ 0 (4] Disabled No Error
2/0/14 Yes 32000 Unknown @ 0 (%] Disabled No Error
2/0/15 Yes 32000 Unknown @ 0 (%] Disabled No Error
2/0/16 Yes 32000 Unknown @ 0 (%] Disabled No Error
2/0/17 Yes 32000 Unknown @ 0 (%] Disabled No Error
2/0/18  Yes 32000 Unknown @ 0 (4] Disabled No Error
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6.9. KomaHgbl SNTP

B 3TOM pasaene onucaHbl KOMaHAbl, UCNO/b3yemble A8 aBTOMATUYECKOM HACTPOMKM BpemeHu U AaThl
cucTembl npu nomolm npoTtokona SNTP (Simple Network Time Protocol).

sntp broadcast client poll-interval

3Ta KOMaHZa yCTaHaB/MBAET MHTEpPBa/ OMpoca ANs KAMEHTOB LUMPOKOBeWaTenbHolM nepegayun SNTP B
cekyHaax, rge pollinterval moxKeT bbIiTb 3HaYeHWem oT 6 go 10.

Mo ymonyaHuiwo 6
dopmar sntp broadcast client poll-interval poll-interval

Pexxum Global Config

no sntp broadcast client poll-interval
[laHHan KomaHAa BO3BpaLLAeT 3aBOACKME 3HAYEHUA MHTEPBaAJa onpoca.
dopmar no sntp broadcast client poll-interval

Pexxum Global Config

sntp client mode

[JaHHaa KoMaHZa aKTUBMPYET KAMEHTCKUA pexum npotokona SNTP, M Takke MOXKET BKAUYUTb
0AHOAAPECHbI MO0 LWMPOKOBELLLATENbHbINA PEXKUM.

Mo ymonuaHuio  OTK/AOYEHO
dopmar sntp client mode [broadcast | unicast]

Pexxum Global Config

no sntp client mode

[aHHaA KoMaHZa OTK/OYaEeT KMEHTCKUIM perkum SNTP,
dopmar no sntp client mode

Pexxum Global Config

sntp client port

3Ta KomaHaa yctaHasnmsaeT ID nopta KamveHTta SNTP pasHbiMm 0, 123, aMbo 3HauyeHuto mexxkay 1025 u
65535. 3HayeHMe nNo ymonyaHuio pasHo 0, 4To o3Ha4vaeT, 4to nopT SNTP He HacTpoeH nonb3osaTenem. B
3TOM cny4vae @aKTMYecKoe 3HayeHMe nopTa KAMeHTa, ucnosablyemoe B SNTP-nakeTax, Ha3HadaeTcA
6a3sosoi OC.
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Mo ymonuanuro O
dopmar sntp client port portid

Pexxum Global Config

no sntp client port
[aHHaA KoMaHAa BO3BpaLLAeT HAaCTPOMKM KAnMeHTCKoro nopTta SNTP Ha 3HauyeHMA Mo yMOAYaHMUIO.
dopmar no sntp client port

Pexxum Global Config

sntp unicast client poll-interval

3Ta KOMaH/Aa YCTaHaB/IMBAET MHTEPBA OMnpoca AJ1A KANEHTOB ogHoaapecHoli nepegaym SNTP B ceKyHaax,
rae- interval mo<eT 6bITb 3HaueHnem ot 6 ao 10.

Mo ymonyaHuto 6
dopmar sntp unicast client poll-interval poll-interval

Pexxum Global Config

no sntp unicast client poll-interval

[aHHaA KoMaHAa BO3BPALLAET 3aBOACKME 3HAYEHUA MHTEPBANA ONpoca.
dopmar no sntp unicast client poll-interval

Pexxum Global Config

sntp unicast client poll-timeout

3Ta KOMaHAa yCTaHaB/AMBaeT TalMm-ayT onpoca ANA oAHoadpecHbix KnmeHToB SNTP B cekyHAax, B
Anana3soHe ot 1 go 30.

Mo ymonyaHuwo 5

dopmar sntp unicast client poll-timeout poll-timeout

Pexxum Global Config

no sntp unicast client poll-timeout

[aHHaa KomaHZa BO3BpallaeT HaCTPOMKM TallmayTa onpoca Ana 00AHOaApPecHbIX KaneHToB SNTP Ha
3aBOACKME 3HAYEHMA.

dopmar no sntp unicast client poll-timeout

Pexxum Global Config
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sntp unicast client poll-retry

JTa KOMaH4a HacTpaMBaeT KOAMYECTBO MOBTOPOB ONPOCa A/1A O4HOAAPECHDBIX KANMEHTOB NPOTOKoa SNTP,
B gnanasoHe ot 0 go 10.

Mo ymonyanuio 1
dopmar sntp unicast client poll-retry poll-retry

Pexxum Global Config

no sntp unicast client poll-retry

[aHHaa KoOMaHAa BO3BpallaeT HACTPOMKM KOAMYECTBA NMOBTOPOB OMPOCA ANA OAHOALPECHBIX KAWEHTOB
npotokosaa SNTP Ha 3aBoACKUE 3HAYeHUA.

dopmar no sntp unicast client poll-retry

Pexxum Global Config

sntp server

[aHHaa KomaHaa HacTpamsaeT SNTP-cepsep (40 3 cepsepoB). Agpec cepBepa MOXKET ObITb Kak IPv4, Tak u
IPv6. [lnana3oHbl BO3MOXHbIX 3HA4YeHM: npuopuTeT - oT 1 Ao 3, Bepcua - ot 1 go 4, ID nopta - ot 1 go
65535.

dopmar sntp server {ipaddress | ipvb6address | hostname} [priority [version [portid]]]

Pexxum Global Config

no sntp server
JaHHaa KomaHaa yaanaeTt cepsep M3 CIMCKA HacTPOeHHbIX cepsepoB SNTP.
dopmar no sntp server remove {ipaddress | ipv6address | hostname}

Pexxum Global Config

sntp source-interface

Mcnonb3yiiTe 3Ty KOMaHAy, YTo6bl yKa3aTb PUINYECKUIA MW IOTUYECKUI MHTepdEC AN UCNONb30BaHMA B
KayecTBe ucxofHoro uHTepdelica (IP-agpeca MCTOYHMKA) AN KOHOUIypauumM OAHOALPECcHOro cepsepa
SNTP. Ecnmn agpec mcxogHoro uHTepdelica HacTpoeH, OH mcnonab3lyetca ana Bcex SNTP-kommyHMKaumm
MeXAy CepBepoM U KAMEHTOM. BbibpaHHbI |IP-agpec UHTepdeica-uCcToYHMKA WUCNoAb3yeTcs  Ans
3anonHeHun IP-3aro/sioBKa NakeToB NPOTOKONA YrNpaB/eHUs. ITO MO3BOJSAET YCTPOMCTBaM 6e30MacHOCTU
(merKceTeBbIM 3KpaHam) onpeaensaTb NaKeTbl, UCXOAALLME OT KOHKPETHOrO KOMMyTaTopa. Ecnm nHtepdelic-
WCTOMHUWK He yKasaH, nepBuYHbIi IP-agpec ncxoaawero nHrepdeiica UCnonb3yerca B Ka4ecTBe UCXOLHOIo
agpeca. Ecnn ckoHduUrypupoBaHHbIM MHTepdeinc He pabotaeT, kaveHT SNTP Bo3BpallaeTcA K ero
noBeAeHM o MO YMOHAHMUIO.
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®dopmar sntp source-interface {unit/slot/port | vlan vian-id}
Pexxum Global Config
Mapametp OnucaHue

unit/slot/port

NaeHTndUKaTop, Ha3HAYEHHbIV KOMMYTATOPY.

vlan-id

Hactpausaetr wuHTepdenc VLAN agns  wmcnonb3oBaHua C
MCTOYHMKA. Anana3oH VLAN ID - ot 1 go 4093.

IP-agpecom

no sntp source-interface

[aHHas KomaHZa ucnonb3yercs gna cbpoca nHTepdelica-uctouHmnka SNTP Ha HacTPOMKM MO YMONYaHMIO.

dopmar

Pexxum

show sntp

no sntp source-interface

Global Config

[JaHHas KomaH4a Ucnosib3yeTcs AJ1a 0TobpaXKeHUsa HacTpoekK u coctoaHmns SNTP.

dopmar show sntp
Pexxum Privileged EXEC
TepmuH 3HauyeHue

Last Update Time

BpeMFI I'IOC}'Ie,CI,HEI';I CUHXPOHU3aAUNN CUCTEMHDbIX YaCOB.

Last Attempt Bpema nocneaHero 3anpoca Ha nepegadvy (B og4HOa4PECHOM peXUME).
Time

Last Attempt | Ctatyc nocnegHero SNTP-3anpoca (B OAHOAaApeCHOM pexume) wuam
Status He3anpoLeHHOro coobLeHma (B pexmme LUIMPOKOBELLAHMA).

Broadcast Count

TeKyllee KOMYeCTBO HEe3anpoLIEHHbIX WMPOKOBELLATENbHbIX COOBLEHNN,
KoTopble 6blAM nonyyeHbl M obpaboTaHbl KaveHTom SNTP ¢ MomeHTa
nocnegHen nepesarpysku.

show sntp client

[aHHaa KomaHaa ncnosb3yetcs gnsa oTobpaxeHus HacTpoek SNTP-kaneHTa.
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dopmar show sntp client
Pexxum Privileged EXEC
TepmuH 3HayeHue

Client Supported
Modes

MNopaep:kunsaemble pexkumbl SNTP (ogHOaapeCHbIE U LUMPOKOBELLATE/IbHbIE).

SNTP Version Hausbicwas sBepcma SNTP, noggeprknBaemasn KIMEHTOM.

Port MopT SNTP-knneHTa. 0 o3HayaeT 3HayeHUe no ymonyanumio. Korga 3HavyeHue
nopTta KaneHTta pasHo 0, KNMEHT B pexMme WNPOKOoBeLLaTeIbHON nepeaaymn
npueAsbiBaeTcA K nNopTy 123; KAMEHT e B OAHOAAPECHOM peXxume
NpMBA3bIBAETCA K NOPTY, Ha3HaYeHHoMY H6a3osoi OC.

Client Mode HacTpoeHHbIi pexknm SNTP-kauneHTa.

show sntp server

[JaHHas KomaHaa wucnosb3yetca ana otobparkeHus HacTpoekK SNTP-cepBepa M cCnMCKa HaCTPOEHHbIX

cepsepos.
dopmar show sntp server
Pexxum Privileged EXEC

TepmuH 3HaueHue
Server Host | IP-agpec nam nma xocta HacTpoeHHoro cepsepa SNTP.
Address
Server Type Tun agpeca cepsepa (IPv4, IPv6, nnu DNS).

Server Stratum

3anBNEeHHbIN YpOBEeHb CTPaTyM cepBepa A4 Noc/iegHero npPUHATOro
AeNCTBUTENbHOTO NakKerTa.

Server Reference

ID

M,D,eHTVId)I/IKaTOp CNCTemMHbIX 4aCcoB cCepBepa a4 nocnegHero nNpuHATOro
AGVICTBMTeﬂbHOFO nakeTa.

Server Mode

Pexknm cepsepa SNTP.

Server Maximum | Obuiee gonycTumoe Kosndectso cepepos SNTP.
Entries
. QTECH | www.qtech.ru

MWP HOCTYMNHEE

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

244




PyKOBO,EI,CTBO no/ib3oBaTenA
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TepmuH 3HayeHue
TepmuH 3Ha4yeHune
Server Current | ObLiee KONMYECTBO HAacTpOeHHbIX SNTP.
Entries

[N KaXporo CKOHGUIrypMpoBaHHOTO cepsepa:

TepmuH

3HaueHue

IP Address /

IP-apgpec nan nma xocta HactpoeHHoro cepsepa SNTP.

Hosthame

Address Type Tun agpeca cepsepa (IPv4, IPv6, nnn DNS).

Priority Tun IP-npnopuTeTa HACTPOEHHOrO cepaepa.

Version Bepcua npotokona SNTP Ha cepBepe. Bepcua npoTokona ncnonblyerca ana
3anpocoB K cepBepy B 04HO3AAPECHOM peXUME.

Port Homep nopTa cepsepa.

Last Attempt Time

Bpemsa nocnegHei NonNbITKM ANA YKa3aHHOro cepsepa.

Last Update Status

CocrtoaHue I'IOCJ'IQAHEVI NonNbITKKN ANA cepBepa.

Total Unicast | Konnuectso 3anpocos Ha cepsep.

Requests

Failed Unicast | KonnyecTtBo HeyaauHbIX 3aNpocoB OT cepBepa.
Requests

show sntp source-interface

[aHHasa KomaHAa Mcnonb3yeTca ana oTobpaxkeHusa MHTepdeica-ucTouHnka SNTP-KaneHTa, HaCTPOEHHOro

Ha KOMMyTaTope.

dopmar show sntp source-interface

Pexxum Privileged EXEC
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Mone OnucaHue

SNTP Client | MgeHTUdUKaTOp MHTepdelica PUIMYECKOFO UAN NIOTUYECKOTO, HACTPOEHHOIO
Source Interface | B KauyecTBe MHTepdelica-UCTOYHMKA KaneHTa SNTP.

SNTP Client | IP-agpec uHTepdenca, HACTPOEHHOrO B KayecTBe MHTEpPPENCca-UCTOYHMKA
Source IPv4 | knueHTa SNTP.
Address

Mpumep: BbiBog KOMaHAHOW CTPOKM A8 AaHHON KOMaHApbl.

(Routing) #show sntp source-interface
SNTP Client Source Interface........cceieeuunns (not configured)

(Routing) #

6.10. KomaHpabl 4YacoBOro nosca

3TN KOMaHAbl MO3BO/AKOT HACTPOUTb CUCTEMHbIE AATy M BPeEMsA, 4acOBOM NOAC M Mepexos Ha neTHee
Bpems. MNepexos Ha feTHee BpeMsa MOMKET ObITb NOBTOPAIOLWMMCA MO0 e4MHOKPATHBIM.

clock set

JTa KOMaHAa yCTaHaBAMBAET CUCTEMHbIE BPEMA U AaTy.

dopmar % clock set hh:mm:ss
** clock set mm/dd/yyyy
Pexxum Global Config
MNapameTtp Onucanune
hh:mm:ss Beegute Tekywee Bpema B 24-yacoBom dopmaTte: 4acbl, MUHYTbl U

CeKyHAbl. Bo3mOKHble gmManasoHbl: Yacbl oT 0 go 23, muHyThl: oT 0 go 59,
cekyHapl: ot 0 oo 59.

mm/dd/yyyy Beeante paty B cneayiowem dopmate: mecdal, AeHb U roa. OmuanasoH
mecAaues - ot 1 ao 12. inanasoH gHen - ot 1 go 31. [lnanas3oH roaos - oT
2010 go 2079.

Mpumep: Huxke nprusegeH npumMmep BbINOSIHEHUA KOMaHAbI.
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(Routing) (Config)# clock set ©3:17:00

(Routing) (Config)# clock set 11/01/2011

clock summer-time date

Ucnonb3yiite KomaHay «clock summer-time date» ana yctaHoBKM nepexoga Ha feTHee Bpemsa. Ecau
HeobA3aTebHble NapameTpbl He yKasaHbl, OHW NPUHUMAaOTCA Kak ambo 0, nambo \ 0, B 3aBUCMMOCTU OT
CUTYaLmu.

dopmar clock summer-time date {date month year hh:mm date month year
hh:mmj}[offset offset] [zone acronym]

Pexxum Global Config
Mapametp OnucaHue
date [JeHb mecaua. AvanasoH - ot 1 go 31.
month Mecsu. Beeaute nepsble TPU OYKBbl Ha3BaHWS MecALA Ha aHIIMIACKOM

A3blKe (Hanpumep, «jan»).

year log. AnanasoH - ot 2000 go 2097.

hh:mm Bpema B 24-yacoBom ¢opmaTe B Yacax M  MUHYTax. BO3MOMKHble
AnanasoHbl: Yacbl ot 0 go 23, muHyTbl: o1 0 go 59.

offset KonnyectBo MUHYT, KOTOpble Heobxoaumo n06aBuUTb Npu nepexoae Ha
netHee Bpemsa. nanasoH - ot 1 go 1440.

acronym CoKpallleHne Ans 4acoBOro rnosca, KOTOPbIA UCNONb3yeTcA KOMMYTaTOPOM
npu nepexoe Ha neTHee spems. Jonyctmmo A0 4 CMMBO/IOB.

Mpumep: HuxKe NnpmBeaeH NpUMep BbINOJHEHNA KOMaHAbI.

(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18
(Routing) (Config)# clock summer-time date 1 nov 2011 3:18 2 nov 2011 3:18 offset 120 zone INDA

clock summer-time recurring

OJTa KoOmaHAaa YCTaHaB/IMBAET NapaMeTPbl NOBTOPOWEroCA nepexoa Ha JIeTHEE BpemA.

dopmar clock summer-time recurring {week day month hh:mm week
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day month hh:mm} [offset offset] [zone acronym]

Pexxum Global Config

MapameTp OnucaHue

EU Cuctema Mcnonb3yeT npasuia Nepexoga Ha seTHee BpemA, NPUHATbIE B
Esponeickom Coto3e.

USA Cuctema mcnonb3yeT nNpaBuaa Nepexoga Ha feTHee BpemA, NPUHATbie B
CLUA.

week Hepena mecaua. AuanasoH - oT 1 ao 5, a Takke «first» (nepsas) u «last»
(nocnegHsan).

day [eHb Hepenwn. Beegute nepsble Tpu OyKBbl Ha3BaHMA AOHA Hepenn Ha
aHIIMMCKOM A3blKe (Hanpumep, «sun»).

month Mecau. BeeauTte nepsblie TPU OyKBbl Ha3BaHMA MecCALA Ha aHMIMNCKOM
A3blKe (Hanpumep, «jan»).

hh:mm Bpema B 24-yacoBom ¢opmaTte B Yacax M MMUHyTax. Bo3moxKHble
AnanasoHbl: Yacbl ot 0 go 23, muHyTbl: o1 0 4o 59.

offset KonnyectBo MUHYT, KOTOpble Heobxoammo A06aBuUTb Npu MNepexone Ha
neTHee Bpema. nanasoH - ot 1 go 1440.

acronym CoKpalleHne a5 4acoBOro nosca, KOTOpbI MCMNONb3YeTcs KOMMYTaTOPOM
npu nepexoae Ha feTHee Bpems. JJonyctTumo 40 4 CMMBO/IOB.

MNpumep: HuKe npmBeseH Npumep BbIMOJIHEHUA KOMAHAbI.

(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18

(Routing) (Config)# clock summer-time recurring 2 sun nov 3:18 2 mon nov 3:18 offset 120 zone

INDA

no clock summer-time

JTa KOMaHAa OTK/Ito4aeT nepexon Ha neTHee Bpema.

dopmar no clock summer-time

Pexxum Global Config
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Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.

(Routing) (Config)# no clock summer-time

clock timezone

JaHHaa KomaHaa nossondaer HACTpPOUTb yacoson nosic UTC. Ecnm HeobnasaTenbHble napameTpbl He
YKa3aHbl, OHN NPUHUMAIOTCA KaK nmbo 0, nnbo \0 B 3aBUCMMOCTU OT CUTyauunun.

dopmar clock timezone {hours} [minutes minutes] [zone acronym]
Pexxum Global Config
MapameTp OnucaHue
hours OTKnoHeHue yacosoro nosaca ot UTC. lnanasoH - ot-12 go +13.
minutes OTKnoHeHne B MnHyTax ot BpemeHn UTC. imanasoH - ot 0 go 59.
acronym CoKpaueHune, obo3Havatowee 4acoBom noac. lonyctmumo Ao 4 cMMBO/OB.
Mpumep: HuKe npuBeseH NPUMEpP BbINOJAHEHMA KOMaHAbl. (Routing) (Config)#

clock timezone 5 minutes 30 zone INDA

no clock timezone

[aHHaA KomaHAa ucnonblyeTca ans obHyIeHMA NapaMeTPOB YaCoOBOrO Mosca.
dopmar no clock timezone

Pexxum Global Config

Mpumep: HuxKe NnpmBeseH NpUMep BbINOJHEHNA KOMaHAbI.

(Routing) (Config)# no clock timezone

show clock
[aHHan KomaHaa oTobparkaeT AaTy M BPEMS CUCTEMHbIX YaCoB.
dopmar show clock
Pexxum Privileged EXEC
Mpumep: BbiBOA KOMaHAHOM CTPOKM ANS JAHHOM KOMAHAbI.

(Routing) # show clock

15:02:09 (UTC+0:00) Nov 1 2011

No time source

Mpumep: BbiBOA KOMaHAHOMN CTPOKWN ANS AaHHOW KOMaHAbI.
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C npuBeaeHHO Bbile KOHdUrypaLmei BbIBOA BbIrIAANT CAeAytoLlmMm obpasom:

(Routing) # show clock
10:55:40 INDA(UTC+7:30) Nov 1 2011
No time source

show clock detail

Mcnonb3yiTe 3Ty KOMaHAy A/1A OTObpa)keHWa NogpobHOro CUCTEMHOTO BPEMEHW BMecCTe C
4aCcoBbIM NOACOM M HACTPOMKAMM Mepexona Ha IeTHee Bpems.

dopmar show clock detail
Pexxum Privileged EXEC

Mpumep: BbiBoa KOMaHAHOW CTPOKMU A8 AaHHON KOMaHApbI.

(Routing) # show clock detail

15:05:24 (UTC+0:00) Nov 1 2011

No time source

Time zone:
Acronym not configured
Offset is UTC+0:00

Summertime:

Summer-time is disabled

Mpumep: BbiBog KOMaHAHOW CTPOKU ANA AaHHON KOMaHAbI.

C npuBeAeHHOM Bbille KOHOUTypaLmen BbIBOA, BbIrAAMT Cleayowmm obpasom:

(Routing) # show clock detail

10:57:57 INDA(UTC+7:30) Nov 1 2011

No time source

Time zone:

Acronym is INDA
Offset is UTC+5:30

Summertime:

Acronym is INDA

Recurring every year

Begins on second Sunday of Nov at ©3:18
Ends on second Monday of Nov at ©3:18
Offset is 120 minutes

. QTECH | www.qtech.ru

MUP NOCTYNHEE

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

250



PyKOBO,EI‘CTBO no/ib3oBaTenA

Summer-time is in effect.

6.11. KomaHabl DHCP-cepBsepa

B aTOM pasgesie onmcaHbl KOMaHAbI, KOTOPbIM UCMob3yeTcs An1a HacTpoliku DHCP-cepBepa Ha
KommyTaTtope. DHCP ncnonbsyet UDP B KauecTse TPaHCMOPTHOrO NPOTOKOAA U NOALEPKUBAET PAL
bYHKLMNA, KoTOpble o6aeryatoT aaMUHUCTPUPOBAHWE pacnpeneneHns agpecos.

ip dhcp pool

[aHHaa KoMmaHZa nNo3BosseT HacTpouTb Ny agpecos DHCP u aktusmpyet pexum DHCP pool configuration.
Mo ymonyaHutio HeT

dopmar ip dhcp pool name

Pexxum Global Config

no ip dhcp pool

[aHHA KomaHaa ygansaet nyn DHCP. «Name» - paHee HacTpoeHHOe Ha3BaHue nyna.
dopmar no ip dhcp pool name

Pexxum Global Config

client-identifier

3Ta KOMaHAa No3BOJIAET YKa3aTb YHUKaNbHbIN naeHtTudukatop ans DHCP-knneHTa. YHUKaNbHbIN
MAEHTUPMKATOP - 3TO JONYCTMMaA HOTauuMA B LWeCTHaguatepuyHom dopmate. B HeKoTOpbIX
cuctemax (Hanpumep KnveHTbl Microsoft DHCP), npgeHTuduKatop KnmeHTa Tpebyetca BmecTo
annapaTHOro agpeca. YHUKanbHbIN naeHTUGMKaTop npeacrasndaet coboi coyetaHme Tuna cpegbl
nepeaayn gaHHboix 1 MAC-agpeca. Hanpumep, naeHtudukatop kameHta Microsoft gns Ethernet-
aapeca ¢819.2488.f177 sbirnaauT Kak 01¢8.1924.88f1.77, rae 01 roBopuT 0 TMME cpeabl Nepeaadm
AaHHbIX Ethernet. Ons nonyyeHma fononHUTENbHOM MHPOPMALMKM O HYMepauuu PasHbIX TUNOB
cpeabl obpatuTech K pasgeny "Address Resolution Protocol Parameters” RFC 1700.

Mo ymonyaHuio HeT
dopmar client-identifier uniqueidentifier

Pexxum DHCP Pool Config

no client-identifier
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JaHHaa KomaHaa YOanAaeT M,D,EHTVI(I)VIKaTOp K/IMeHTa.

dopmar no client-identifier

Pexxum DHCP Pool Config

client-name

JTa KOMaHAa no3soasaeT ykasatb mma gna DHCP-knaneHTa. MmAa - TeKCToBaA CTPOKa, COCToAWAA M3
CTaHAApTHbIX cumeonos ASCII.

Mo ymonyaHuto HeT
dopmar client-name name
Pexxum DHCP Pool Config

no client-name
[aHHasa KomaHA4a yaansaeT UMs KIMEHTa.
dopmar no client-name

Pexxum DHCP Pool Config

default-router

JTa KOMaHAa Mo3BOAAET YKas3aTb CMNMCOK MapLlpyTu3aTtopoB no ymondaHuto pana DHCP-knueHTa.
{addressl, address?2.. address8} - gencTteuTenbHble IP-agpeca, cocToAwMme M3 AeCATUYHDIX
yumncen ot 0 go 255. IP-agpec 0.0.0.0 He AaBNsAeTCA AEACTBUTE/IbHbIM.

Mo ymonyaHuio HeT
dopmar default-router address1 [address2....address8]
Pexxum DHCP Pool Config

no default-router
[laHHaA KomaHAaa yaanaeT CNMCOK MapLIpyTM3aTOPOB MO YMOIYaHMUIO.
dopmar no default-router

Pexxum DHCP Pool Config

dns—-server

3Ta KoMaHAa No3BOANSET YKa3aTb AoCTynHble ans DHCP-knneHTa DNS-cepBepa. MNapameTp «address» - aTo
aevictButenbHole IP-agpeca, coctoswme 13 gecatnyHbix Ymncen ot 0 go 255. IP-agpec 0.0.0.0 He aBnseTca
OeNCTBUTENbHbIM.

Mo ymonyaHuio HeT
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dopmar dns-server address1 [address2....address8]

Pexxum DHCP Pool Config

no dns-server
JaHHaa KomaHaa yganaet cnucok DNS-cepsepos.
dopmar no dns-server

Pexxum DHCP Pool Config

hardware-address

3Ta KOMaHAa No3BOJIAET YKa3aTb annapaTHbln agpec DHCP-knneHTa. AnnapatHbii agpec - ato MAC-agpec
annapatHoM nnathopmbl KAMEHTa, CcocToswMin u3 6 6aiiToB B LWecTHaguaTepuyHom dopmate ¢
pasgeneHmem TouKamu. «Type» - NPOTOKOJ annapaTHoi niatpopmbl. OH pasHseTca 1 ana 10 Mb Ethernet,
n 6 — ana IEEE 802.

Mo ymonuaHuio ethernet

dopmar hardware-address hardwareaddress type

Pexxum DHCP Pool Config

no hardware-address

JaHHas KomaHAa yganaeT annapaTHbin agpec DHCP-knueHTa.

®dopmar no hardware-address
Pexxnm DHCP Pool Config
host

JaHHaa KomaHaa ykKasbiBaeT IP-agpec M macky noacetm ana nNpumsBA3KM K KameHTy DHCP BpyyHyto.
MapameTpbl «kaddress» n «masky» - 3To AencTBuTENbHbIE IP-aapeca, cocToalme U3 AeCATUYHbIX YNCen OT
0 po 255. IP-agpec 0.0.0.0 He aBnAeTca AencTBuTeNbHbIM. «Prefix—-1length» — uenoe yncno ot 0 go 32.

Mo ymonyaHuio HeT

dopmar host address [{mask | prefix-length}]
Pexxum DHCP Pool Config

no host

JaHHaa KomaHaa ypanaet IP-agpeca DHCP-knauneHTa.

dopmar no host
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Pexxum DHCP Pool Config

lease

[aHHaa KoMaHZa HacTpanBaeT NPoAONKUTENbHOCTb apeHab! IP-agpeca, Bbl4aBaemMoro KAMeHTy cepBepom
DHCP. Obuee Bpems apeHAbl fOKHO bbITb B npeaenax 1-86400 muH. Infinite — yctaHoBUTL Bpems
apeHabl B 60 aHel. Bbl TakKe MOXKeTe HaCTpoUTb Apyroe Bpems apeHgpl. Days (aHu) — uenoe uncno ot 0
0o 59. Hours (4acbl) — uenoe uyncno ot 0 go 23. Minutes (MnHyTbl) — uenoe uncno ot 0 go 59.

Mo ymonyaHuio 1 peHb

dopmar lease [{days [hours] [minutes] | infinite}]
Pexxum DHCP Pool Config
no lease

[aHHaa KomaHaa cbpacbiBaeT Bpems apeHabl DHCP Ha 3HAaYeHWs MO yMOIYaHUIo.
dopmar no lease

Pexxum DHCP Pool Config

network (DHCP Pool Config)

Ucnonb3yihte 3Ty KOMaHAy A5 HAaCcTPOMKKU agpec noaceTM U macku ans nyna agpeca DHCP Ha cepsepe.
«networknumber» — gonyctumsbli IP-agpec, COCTOALLMMA U3 YeTbIpeX AECATUYHbIX YUCEN B AMana3oHe oT
0 po 255. IP-agpec 0.0.0.0 He aBnAeTca AeACTBUTENbHbIM. «mask» — 3TO Mmacka noacetu IP ana ykasaHHoro
nyna agpecos. «xprefix-length» —uenoe uncno ot 0 go 32.

Mo ymonyaHuwo  HeTt
dopmar network networknumber [{mask | prefixlength}]

Pexxum DHCP Pool Config

no network

JaHHaa KomaHaa yaanaet agpec noAcCeTU U MacKy.

dopmar no network
Pexxum DHCP Pool Config
bootfile

3Ta KOMaHAa NO3BOMAET YKasaTb MMA 3arpy3ovyHoro obpasa no ymonuyauuto pna DHCP-kaveHTa.
filename — ¢alin 3arpysoyHoro obpasa.

dopmar bootfile filename
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Pexxum DHCP Pool Config

no bootfile

JaHHaa KomaHaa YAanAaetT UMaA 3arpy3oqyHoro o6pa3a.

dopmar no bootfile

Pexxum DHCP Pool Config

domain-name

3Ta KOMaHAa NO3BOJIAET YKa3aTb AoMmeHHoe uma ansa DHCP-kaneHTa. domain — noMeHHoe UMA.
Mo ymonyaHuo  Her

dopmar domain-name domain

Pexxum DHCP Pool Config

no domain-name
[laHHan KoMaHAa yaanseT LOMeHHOoe UMA.
dopmar no domain-name

Pexxum DHCP Pool Config

netbios-name-server

3Ta KoMaHAa HacTpauBaeT cepBepbl uMmeH NetBIOS Windows Internet Naming Service (WINS),
[OCTyNHble gna Knmentos DHCP.

TpebyeTca oauH IP-aapec, XxoTa B KOMaHAHOW CTPOKE MOKHO yKa3aTb A0 BOCbMM afpecos 3a pas.
CepBepa yKasbiBaloTcA B nopsgake npuoputeTta (addressl - camblii npeanoyYTUTENbHbIA cepBep,
address2 - cneayoulmMii 33 HAM MO NMPEANOYTEHUIO, U T.4.).

Mo ymonyaHuo  HeTt
dopmar netbios-name-server address [address2...address8]

Pexxum DHCP Pool Config

no netbios-name-server
[aHHaa KomaHaa yganaet cnmucok cepsepos NetBIOS.
dopmart no netbios-name-server

Pexxum DHCP Pool Config
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netbios-node-type

[aHHaa KomaHAa HacTpamBaeT Tvn y3na NetBIOS ana Microsoft DHCP-knneHToB. «Type» yKasbiBaeT TUN
y3na NetBIOS. JonycTtumeble Tunbl:

+ b-node—LUnpokoBeLaTenbHbIl

+* p-node—OaHOpaHroBsbIi (peer-to-peer)
+* m-node—CMmelLaHHbIN

+ h-node—ImbpunaHbIn (pekomeHayeTcs)

Mo ymonuaHuio  Het
dopmar netbios-node-type type
Pexxnm DHCP Pool Config

no netbios-node-type

JaHHaa komaHaa yaanaet tun y3na NetBIOS.
dopmar no netbios-node-type
Pexxum DHCP Pool Config

next-server

3Ta KOMaHZa HacTpPaMBaEeT C/eAyIOLWNI cepBep B NpoLecce 3arpy3kn knmeHta DHCP. MapameTtp address
— 3710 IP-agpec cneaytowero cepsepa (0bbiuHO 310 TFTP-cepBep).

Mo ymonuaHuio  BcnomoraTesibHble agpeca BXo4ALwero nHTepdeica
dopmar next-server address

Pexxum DHCP Pool Config

no next-server

JaHHaa KomaH4a yaanaeT CNUCOK 3arpy304HbIX CepBepos.

dopmar no next-server
Pexxum DHCP Pool Config
option

[aHHaa KomaHAa HacTpamBaeT onuuu cepsepa DHCP. MapameTtp code ykasbiBaeT Kog onuun DHCP u
HaxoauTca B AnanasoHe oT 1 go 254. MapameTp ascii string ykasbiBaeT cTpoKy cumeosioB NVT ASCII.
CumsosbHble cTpoku ASCII, copeprrawme npobensbl, 40NKHbI ObITb 3aK/AOYEHbI B KaBbl4KKW. MNapameTp hex
string ykasblBaeT LWeCTHagLaTePUUHble AaHHble. B WwecTHaauaTepuMYHOM CTPOKE CMMBOJIbHbIE CTPOKM
npeacrasnsatoT coboi aBe wecTHagLaTepuyHble Undpbl. Bbl MoXKeTe pasfennTb Kaxablii 6alT TOYKoM
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(Hanpumep, a3.4f.22.0c), asoetounem (Hanpumep, a3: 4f: 22: Oc) nan npobenom (Hanpumep, a3 4f 22
0c).

Mo ymonyaHuio Het
dopmar option code {ascii string | hex stringl [string2...string8] | ip addressl
[address2...address8]}

Pexxum DHCP Pool Config

no option
[aHHasa KomaHaa ygansaet onumn cepsepa DHCP. MapameTp code yKasbiBaeT Ko onummn DHCP.
dopmar no option code

Pexxum DHCP Pool Config

ip dhcp excluded-address

JTa KomaHAa yKa3sbiBaeT IP-agpeca, Kotopble DHCP-cepBep He ao/KeH HasHayaTtb KameHTam DHCP.
MapameTpbl «low—address» n «high—-address» - 3To gaencreuTenbHble IP-agpeca, cocrtoAawme u3
AecaTnUHbIx umcen ot 0 go 255. IP-agpec ©.0.0.0 He ABNAETCA AENCBUTENbHDBIM.

Mo ymonyauuio HeT
dopmar ip dhcp excluded-address lowaddress [highaddress]

Pexxum Global Config

no ip dhcp excluded-address

JaHHas KomaHaa yaanseT yaanaet IP-agpeca 13 cnnucka aApecoBs, KOTOpble CepBEP He AOIKEeH Ha3Ha4aTb
KnmeHTam DHCP. NapameTpbl «low-address» u «khigh-address» - 3To gencreutenpHble IP-agpeca,
cocToAalme 13 gecatnuHbix uncen ot 0 go 255. IP-agpec 0.0.0.0 He saBAseTcA AeNCTBUTENbHbBIM.

dopmar no ip dhcp excluded-address lowaddress [highaddress]

Pexxum Global Config

ip dhcp ping packets

Mcnonb3yiite 3Ty KOMaHAy, YTobbl yKa3aTb KOAMYECTBO NakeToB (B AvanasoHe ot 2 ao 10), Kotopble DHCP-
cepBep OTNPaBAAET Ha af4pec Nyna Kak 4acTb onepauum ping. Mo ymoaYaHUIO KOAMYECTBO NaKeToB,
OTNpPaBNEHHbIX B agpec Nysa, PaBHO 2, YTO ABAAETCA HAMMEHbLIUM A0MYCTUMbIM KOJIMYECTBOM. YCTaHOBKa
KO/IMYecTBa NakeToB HAa O OTK/OYAET 3Ty KOMAHAY.

Mo ymonyaHuio 2

dopmar ip dhcp ping packets 0,2-10
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Pexxum Global Config

no ip dhcp ping packets
,ﬂ,aHHaﬂ KOMaHAa BO3BpPaALWAET 3aBOACKNE 3HAYEHNA KOZTUHECTBA NAKETOB ping.
dopmar no ip dhcp ping packets

Pexxum Global Config

service dhcp

[aHHaa KomaHga aktneupyet DHCP-cepsep.
Mo ymonyaHuio OTK/IOYEHO

dopmar service dhcp

Pexxum Global Config

no service dhcp
JaHHaa KomaHaa oTkntovaeT DHCP-cepsep.
dopmar no service dhcp

Pexxum Global Config

ip dhcp bootp automatic

JTa KOMaHAa NO3BO/IAET HA3HAYUTb aZpeca KAMeHTy bootp. Aagpeca 6epyTca U3 aBTOMATUYECKOro
nyna aApecos.

Mo ymonuaHuio  OTK/OYEHO
dopmar ip dhcp bootp automatic

Pexxum Global Config

no ip dhcp bootp automatic
3Ta KOMaHAA OTKAOYAET BblAady afpecoB KANeHTy bootp.
dopmar no ip dhcp bootp automatic

Pexxum Global Config

ip dhcp conflict logging
[JaHHas KomaHaa akTUBMPYET BegeHMe KypHana o KoHbamkTax Ha DHCP-cepBepe.

Mo ymonyaHuio BK/IKOYEHO
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dopmar ip dhcp conflict logging

Pexxum Global Config

no ip dhcp conflict logging
JaHHaa KomaHga OTKAKYAET BeAeHUe KypHana o KoHdanktax Ha DHCP-cepsepe.
dopmar no ip dhcp conflict logging

Pexxum Global Config

clear ip dhcp binding

[aHHaA KoMaHAa yAanaeT aBTOMATMYECKYI0 NPUBA3KY agpecoB M3 6asbl gaHHbix DHCP-cepBsepa.
Echm yKkasatb “*”, ypanaioTca NPUBA3KKM, COOTETCTBYlOWME Bcem agpecam. address —
aonyctumbin IP-agpec, cocToAWwmMn U3 YeTbipex AecATUYHbIX YyMcen B avanasoHe ot 0 go 255. IP-
agpec 0.0.0.0 He aBnAeTcA AENCTBUTENBbHbIM.

dopmar clear ip dhcp binding {address | *}
Pexxum Privileged EXEC

clear ip dhcp server statistics
[aHHaA KomaHaa 06HyNAEeT CYETYMKM cTaTUCTUKKM DHCP.
dopmar clear ip dhcp server statistics

Pexxum Privileged EXEC

clear ip dhcp conflict

[JaHHas KomaHpa yaandeT KOHOAMKT agpecoB M3 6asbl AaHHbix DHCP-cepsepa. Cepsep
o6HapyKunBaeT KOHGAMKTbI NnocpeacTBom nuHra. DHCP-cepsep ounwaet Bce KOHPAUKTbI, €can K
napameTpy «address» fob6aBNEH CUMBON « * ».

Mo ymonyaHutoHet
dopmar clear ip dhcp conflict {address | *}

Pexxum Privileged EXEC

show ip dhcp binding

3Ta KOMaHAa oTobparKaeT NPMBA3KM aapecoB AnAa onpeaeneHHoro IP-agpeca Ha DHCP-cepsepe.
Ecnu IP-agpec He yKasaH, 0TobparkatoTca NPUBA3KM, COOTBETCTBYIOLLME BCEM aZpecam.

dopmar show ip dhcp binding [address]
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S

PexXnmbl % Privileged EXEC
¢ User EXEC
TepmuH 3HayeHue
IP address IP-agpec KnneHTa.

Hardware Address

MAC-agpec nan naeHTMPUKaTop KAneHTa.

Lease expiration

Bpema ncteyeHuma cpoka apeHapl BblaaHHoOro IP-agpeca.

Type

Cnocob, koTopbim IP-aapec 6bi1 HA3HAYEH KANEHTY.

show ip dhcp global configuration

3Ta KOmaHAZa oTobparkaeT rnobanbHble HacTpolriku DHCP cepsepa.

dopmart show ip dhcp global configuration
Pexkumbl +¢ Privileged EXEC
% User EXEC
TepmuH 3HaueHue

Service DHCP

Mone, oTobparkatowee cocTtoaHne npoTtokona DHCP.

Number
Packets

of Ping

MaKcMMmanbHoe KOAMYEeCTBO MaketoB Ping, KoTopble 6yayT oTnpaBAsaTbCA,
4yTObbl NPOBEPUTH, YTO IP-aapec ele He BblaaH.

Conflict Logging

lMoKasbiBaeT, BKAKOYEHO N BeJeHUe XKypHasa KOH(I)J'IMKTOB.

BootP Automatic

MNMoKa3bIBaeT, BKAKOYEH UK OTKAOYeH BootP ana guHamunyeckunx nynoes.

show ip dhcp pool

[JaHHaAa KomaHAa

configuration

npegoctasnfer MHGOpPMaumMlo O HacTpolhkax nyna all noKasaTb

KOHOUIypaunio BCeX Nynos..

dopmart show ip dhcp pool configuration {name | all}
PeXkumbl «* Privileged EXEC
% User EXEC
MNone 3HayeHue

@ J) QTECH |

MWP HOCTYMNHEE

www.qtech.ru

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

260




PyKOBO,EI,CTBO no/ib3oBaTenA

mmunum%

Pool Name MUma HacTpoeHHOro nyna.

Pool Type Tun nyna.

Lease Time Bpemsa ucrteueHuna cpoKa apeHabl BbligaHHoro IP-agpeca.

DNS Servers Cnucok DNS-cepBepoB, AOCTYNHbIX ANA KaneHTa DHCP.

Default Routers Cnucok mapupyTtusaTtopos no ymondanuto ana DHCP-knueHTa.

Cnepytowme nons - 4ONONHUTENbHbIE, OHM OTOBpaKatoTca Ana nynos Tvna Dynamic.

Mone

3HaueHue

Network

Appec cetT n macka gna nyna agpecos DHCP.

Cnepytoume nons - 4ONOAHUTENbHbIE, OHW OTOBpaXKatoTca gna nynos Tuna Manual.

Mone

3HaueHue

Client Name

Mma knmneHTta DHCP.

Client Identifier

YHUKaNbHbIN naeHTudmKkatop KnneHta DHCP.

Hardware Address

AnnapaTHbit agpec DHCP-KaneHTa.

Hardware MpoToKon annapaTHoi naatdopmbl.
Address Type
Host IP-apgpec 1 macka noacety anAa NpmBA3KK K KnneHTy DHCP spyuHyto.

show ip dhcp server statistics

JaHHas KomaHga otobparkaeT ctatuctuky DHCP-cepBepa.

dopmar show ip dhcp global statistics

Pexxum +* Privileged EXEC
«» User EXEC
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Mone

3HayeHue

Automatic
Bindings

Konnuectso IP-agpecoB, aBTOMamyeckm npusAsaHHbiXx K MAC-agpecam
XOCTOB, KOTOpble HaxoaAaTca B 6ase aaHHbix DHCP.

Expired Bindings

KonnyecTBo MCTEKLLIMX CPOKOB apeHAbl.

Malformed
Bindings

KonnyectBo HEMO/IHbIX WAW MNOBPEXKAEHHbIX COOBOWEHUN, MNOAYYEHHbIX
cepsepom DHCP.

MonyyeHHble coobLLeHUs:

CoobuieHue 3HauyeHue
DHCP Konunyectso coobuweHnin DHCPDISCOVER, nony4yeHHbIX cEpBEPOM.
DISCOVER

DHCP REQUEST

Konunuyectso coobueHnin DHCPREQUEST, nonyyYeHHbIX cepBepom.

DHCP DECLINE

Konunuyectso coobueHnin DHCPDECLINE, nonyyYeHHbIX CepBEPOM.

DHCP RELEASE

Konnuectso coobueHnit DHCPRELEASE, nony4eHHbIX cepBepom.

DHCP INFORM

Konnuectso coobueHniit DHCPINFORM, nonyyeHHbIX CEPBEPOM.

OTI'IpaB/'IEHHbIe COO6LU,EHVIFIZ

CoobuweHune 3HauyeHue
DHCP OFFER Konunuectso coobuiennit DHCPOFFER, oTnpaBieHHbIX CEPBEPOM.
DHCP ACK Konunuectso coobuieHnit DHCPACK, oTnpaBieHHbIX CEPBEPOM.
DHCP NACK Konnuectso coobuiennii DHCPNACK, oTnpaBaeHHbIX CEpBEPOM.

show ip dhcp conflict

[aHHaa KomaHZa oTobpakaeT 3anncK o KoHGNKTaxX afpecos B KypHane DHCP-cepsepa. Ecau IP-agpec He
yKa3aH - oTobpaxkatotca 3anmcy 060 Bcex KOHOMKTaxX apecos.

dopmart

show ip dhcp conflict [ip-address]
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Pexxnm % Privileged EXEC
s User EXEC

TepmuH 3HayeHue
IP address IP-agpec xocTa, cornacHo 3anucu xypHana DHCP-cepsepa.
Detection Cnocob, koTopbiMm Ha DHCP-cepBepe 6bi1 06HapyeH IP-agpec xocTa.
Method
Detection time Bpema obHapykeHns KOHPANKTA.

6.12. KomaHpabl KaneHta DNS

3Tn KomaHabl ucnonbaytotca B DNS (Domain Name System). DNS nossonsieT npeo6pa3oBbiBaTb 4OMEHHblE
nmeHa B IP-agpeca. Mpwu BkAtoYeHUM KaneHT DNS npeaoctasnaeT cayKby noncka Xxocta Apyrnm
KOMMNOHEHTamM KoMMmyTaTopa.

ip domain lookup

JaHHaa KomaHaa BrkAtoYaeT DNS-KkauneHrT.
Mo ymonyaHuto  BK/IKOYEHO
dopmar ip domain lookup

Pexxum Global Config

no ip domain lookup

JaHHaa KomaHaa oTkatoyvaeT DNS-kKaneHT.
dopmar no ip domain lookup

Pexxum Global Config

ip domain name

[aHHaa KomaHAa onpeaenAer [AOMEHHOE MMA MO0  YMOJYAHWUIO, WCNOb3yemMoe MPOrpammMHbIM
obecneyeHMem KommyTaTopa [A1A 3aBeplieHUA HENoJIHbIX MMEH XOCTOB. [JOMEHHOro MMEHM no
YMONYaHMIo HeT. MapameTp AOMEHHOIO UMEHMW NAmMe He MOXeT 6bITb A/IMHHEE 255 CUMBOJ/IOB U HE MOXeT
HauMHaTbCA C TOYKWU. [apameTp name cnepayeT UCMONb30BaTb TONBKO B TOM C/aydae MycTOro Crmcka
AOMEHHbIX UMEH (HacTpavMBaemoro KomaHgoi ip domain list).
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Mo ymonuaHmio  Hert
dopmar ip domain name name
Pexxum Global Config

Mpumep: KomaHpa ip domain name yahoo.com YCTaHaB/MBaAeT «yahoo.com» B KayecTse
AOMEHHOI0O MMEHU NO YMOJIHaHUIO. AnAa HenonHOro MMeHu «xxx» ocyuwecTenAaeTcAa DNS-
3anpoc, KOTOPbIN NonbITaeTca HalTh IP-aapec, COOTBETCTBYIOWMNM «xxx . yahoo . com.

no ip domain name
[aHHana KomaHaa yaanseT LOMEHHOE UMA NO YMOIHaHWUIO, YCTAHOBNEHHOE KOMaHAoM 1p domain name.
dopmar no ip domain name

Pexxum Global Config

ip domain list

JaHHaa KomaHga No3BonAeT co3a4aTb CMUCOK AOMEHHbIX UMEH N0 YMOAYaHUIO AN1A 3aBepLleHNA HeNOJTHbIX
MMeH XocToB. 1o yMo4YaHMIO AaHHbBIA CIUCOK NYCT. Kaxpoe AoOMeHHOe MMS HE MOXKET ObITb A/IMHHee 256
CMMBOJIOB U HE MOXET HaYMHATbCA C TOYKU. JJOMEeHHOe UMA MO YMOJYaHWUIO, CO34aHHOE KOMaHAoW ip
domain name command, MCNOAb3YETCA TONbKO NPU NYCTOM CMUCKe AOMEHHbIX UMEH. CIMCOK MOXKeT
coaepaTtb 40 32 AOMEHHbIX UMEH.

Mo ymonyaHuto HeT
dopmar ip domain list name

Pexxum Global Config

no ip domain list
[aHHaA KomaHaa yaanseT SOMEHHOe MMA U3 CMIUCKA.
dopmar no ip domain list name

Pexxum Global Config

ip name server

[aHHaa KOMaHOa HacTpauBaeT AOCTYMHble cepBepbl MMeH. MOMXKHO HacTpouTb 40 8 cepBepoB, OAHOM
KOMaHOOM WAM B HECKO/IbKO NpUémoB. server—-address — geuctButenbHbln IPv4 unun IPv6 agpec
cepsepa.

Bbibop cepBepoB onpeaenseTca NopaaKoOM M3 yKasaHuA.

dopmart ip name-server server-address] [server-address2...server-address8]

Pexxum Global Config
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no ip name server
[laHHan KoMaHAa yaanseT cepsep UMeH.
dopmar no ip name-server [server-addressl...server-address8]

Pexxum Global Config

ip name source-interface

Mcnonb3yite 3Ty KOMaHAy, YTobbl YKa3aTb GU3NYECKUI MU NOTUYECKUI MHTepdENnC ANA UCNO/Ib30BaHUA B
KayecTBe MHTepdeica-ucTouHnKa DNS-knmenTa (IP-agpec MCTOYHUKA) AN NpUAoXKeHus ynpasaeHmsa DNS-
KnmeHTamun. Ecan  agpec uHTepdeinca WCTOMHMKA HACTPOEH, OH uchnosb3dyeTca ana Bcex DNS-
KOMMYHUKaLMIA  MeXKay CepBepoM WU  KAMeHTOM. BblbpaHHbIi  IP-agpec uHTepdelica-UcTouyHMKa
ucnonb3yeTcA AnAa  3anosHeHua |P-3aronoBKka nakeToB NPOTOKO/sA ynpaB/ieHuA. 3TO NO3BOAAeT
ycTpolicTBam 6e30nacHOCTU (MeKCeTeBbIM 3KpaHam) onpeaenatb NakeTbl, UCXoAAWME OT KOHKPETHOro
KommyTatopa. Ecin MHTepdenc UCTOYHMKA He YKa3aH, B Ka4YeCcTBe Hero Mcnosib3yeTcs NepBUYHbIN
IP-aapec ncxoaaulero nutepderica. Ecam ckoHdurypuposaHHbiil HTepdelic He paboTtaeT, KaneHT DNS
BO3BPALLLAETCA K ero NoBeAeHUI0 N0 YMOAYAHMUIO.

dopmar ip name source-interface {unit/slot/port | network | vlan vian-id}

Pexxum Global Config

no ip name source-interface

[aHHas KomaHZa ucnonb3yetcs ona cbpoca nHTepdelica-ucTouHMKa DNS Ha HaCTPOMKM NO YMONYAHWIO.

dopmar no ip name source-interface
Pexxum Global Config
ip host

Ucnonb3yiite 3Ty KOMaHAy A4 OnpeaeneHnsa CTaTMY4eCKOro CONOCTaBNEHNA MMEH M apecoB B K3lle XOCTa.
MapameTp name — MMA XocTa, ip address — IP-agpec xocta. MImA xocTa MoXKeT coaepxatb 1 — 255
CMMBONOB: OYKB, LMdpP, ToUeK, AedUCoB, CMMBOJIOB NOAYEPKMBAHMA U NPobenoB (He Maywmx Apyr 3a
apyrom). Ecnm nma xocta cogepKut npobesnbl - ero HE0BX0AMMO 3aK0UUTb B KaBbl4KM, Hanpumep, “lab-
pc 45",

Mo ymonyaHuio HeT
dopmar Ip host name ipaddress
Pexxum Global Config

no ip host

[laHHaa KomaHA4a yaanseT conocTaBNeHne UMEH U apecos.
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dopmar no ip host name
Pexxum Global Config
ipv6 host

Ucnonb3yiite 3Ty KOMaHAy 418 onpeaeneHmnsa CTaTUYeCKoro ConocTaBAeHNA MMeH M aapecos IPv6 B Kawe
XocTa. [MapameTp name —nMmA XocTa, vo address — IPvb-agpec xocta. Mma xocTa MoXKeT cogepKatb 1 —
255 cumsonos: bykB, umdp, Touek, aedpucos n npobenos. EcAn MmA XxocTa cogepKUT npobensbl - ero
HeobX04MMO 3aK/IOUYUTb B KaBblYKM, Hanpumep, “lab-pc 45”.

Mo ymonuyaHuio HeT
dopmar ipv6 host name v6 address
Pexxum Global Config

no ipv6 host

Ucnonb3yite 3Ty KOMaHAy AN YOANEHMA CTAaTUYECKOrO COMOCTaB/leHUMA MMeH W agpecoB IPv6 B Kawe
XOCTa.

dopmar no ipv6 host name

Pexxum Global Config

ip domain retry

Ucnonb3yiite 3Ty KOMaHAy, 4Tobbl yKasaTb KOJIMYECTBO MOMbITOK MOBTOPHOM OTNpaBKu 3anpocos DNS.
MapameTp number — KOANYECTBO NOMbITOK. [AnanasoH 3HaveHmi: 0 — 100.

Mo ymonyaHuio 2
dopmar ip domain retry number

Pexxum Global Config

no ip domain retry
[laHHan KOMaHAa BO3BPALLAET 3aBOACKME 3HAYEHUA.
dopmar no ip domain retry number

Pexxum Global Config

ip domain timeout

Ucnonb3yiiTe 3Ty KOMaHAy, YToObl YKa3aTb Bpems OXUAAHUA nepes NOBTOPHOW OTNpaBKoi 3anpoca DNS.
MapameTp seconds — BpeMa OXKuAaHUA (B ceKyHAax). [ManasoH 3HadyeHui: 0 — 3600.
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3

ip domain timeout seconds

Mo ymonyaHuio

dopmart

Pexxum Global Config
no ip domain timeout
[aHHaa KomaHaa BO3BpaLLAeT 3aBOACKME 3HAYEHMA.

dopmar no ip domain timeout seconds

Pexxum Global Config
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clear host

Ncnonb3yiTe 3Ty KOMaHAy AAS yAaNeHUa 3anucel U3 Kewa COMoCTaB/ieHMA UMEH W agpecoB XocTa. ITa
KOMaHAa ouuwaeT 3anuMcu u3 Kawa DNS, nopaepkuBaemblie nporpaMmmHbiMm obecneyeHnem. KomaHaa
OYULLAET 3anmcK Kak IPv4, Tak n IPv6.

dopmar clear host {name | all}
Pexxum Privileged EXEC
Mone OnucaHue
name MUma xocta gna yaaneHua. NapameTp name MOXET umeTb B ganHy 1 — 255
CMMBONOB.
all Ypanntb Bce 3anmncu.

show hosts

JaHHas KomaHda oTobpaxKaeT JOMEHHOE MMSA MO YMOIYaHUIO, CIIMCOK CEPBEPOB MMEH XOCTOB, CTaTUYECKNIA
N KELMPOBAHHbIN CIIMCOK MMEH XOCTOB M aapecoB. MNapameTp name moxeTt MmeTb B AInHY 1 — 255
cumBonoB. KomaHga nokasbiBaeT KakK 3anucu IPv4, Tak u IPv6.

®dopmar show hosts [name]

Pexxum ¢ Privileged EXEC
¢ User EXEC

Mone OnucaHue
Host Name JomeHHOEe nma xocTa.
Default Domain JomeeHHOe MMA N0 YMONYAHWIO.

Default Domain | CNn1ucok 4OMEHOB NO YMOJIHaHUIO.
List

Domain Name | CoctosiHne DNS-KnmneHTa: BKAOYEH WU BbIK/IHOYEH.
Lookup

Number of Retries | KonnyecTBo NonbITOK NOBTOPHOM OTNpaBKu 3anpocos DNS.

Retry Timeout | Bpemsa oxuaaHua nepesn NOBTOPHOM oTnpaBKon 3anpoca DNS.
Period
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Mone OnucaHue

Name Servers HacTpoeHHble cepBepa UMEH.

DNS Client Source | HacTpoeHHbIl MHTepdeic-UcTOYHUK (IP-agpec NCTOYHMKA), MCNONb3YEMbI
Interface KnneHTtom DNS. IP-agpec BblbpaHHOro WHTepdelica Mcnonb3yeTca Kak
aApec UCTOYHMKA ANA BCEN KOMMYHUKALMK C CEPBEPOM.

Mpumep: BbiBog, KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

<Switching> show hosts

Host name.......coviiiiiiinnnnnnns Device

Default domain...........ccvvvennn. gm.com

Default domain list............... yahoo.com, Stanford.edu, rediff.com
Domain Name lookup................ Enabled

Number of retries................. 5

Retry timeout period.............. 1500

Name servers (Preference order)... 176.16.1.18 176.16.1.19

DNS Client Source Interface....... (not configured)

Configured host name-to-address mapping:

Host Addresses

——————————————————————————————————————————————————————————— accounting.gm.com
176.16.8.8

Host Total Elapsed Type Addresses

www . stanford.edu 72 3 IP 171.64.14.203

6.13. KomaHpabl KoHPauKTa IP-agpecos

KomaHabl AaHHOro pasgena MNoOMOraltT YCTPaHATb Npobnembl, CBsi3aHHble C KOHbAMKTOM |P-
agpecos.

ip address-conflict-detect run

[aHHaa KomaHAa 3anyckaeT QYHKLMIO aKTUBHOrO obHapy:eHuAa KoHdAuKToB IP-appecoB KOMMyTaTopa,
nyTem PaccbiIKM HMYem He Bbi3BaHHbIX ARP-nakeToB Ha IPv4-agpeca Ha KommyTaTope.
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dopmar

PexXum

ip address-conflict-detect run
Global Config0

show ip address-conflict

3Ta KomaHAa oTobparkaeT MHGOPMALMIO O COCTOAHMM, COOTBETCTBYIOLLYIO Noc/iegHeMY O0BHapyKeHHOMY

KOH}AMKTY afpecos.

dopmar show ip address-conflict
Pexxumbl Privileged EXEC
TepmuH 3HaueHue

Address  Conflict
Detection Status

Onpegaenset, 06HapyXua M KoMmmyTaTop KOHGAUKT IP-agpecos.

Last Conflicting IP
Address

nHTepdelice.

MNocneaHwii IP-agpec, 3ameYeHHbI B CUTyauuu KOHOAMKTa Ha tobom

Last Conflicting
MAC Address

nobom nHtepoderice.

MAC-agpec nocnegHero ob6HaypyKeHHOro KOHQ/IMKTYIOLWEro XocTa Ha

Time Since Conflict
Detected

BpeMﬂ B AHAX, YaCaX, MWUHYTaxXx U CeKyHOAaxX C MOMeHTa rnocaeaHero

0bHapy:KeHUsa KOHPAMKTA.

clear ip address-conflict-detect

[aHHaA KomaHZa ounLLaeT HGOPMALUMIO O KOHAMKTAX afpPecos.

dopmar clear ip address-conflict-detect

Pexxum Privileged EXEC

6.14. KomaHpabl TPacCMPOBKU NAKETOB 06CnyKuBaHUA

[aHHble KOMaHAbl MO3BO/AIOT CETEBbIM ALAMMHUCTPATOPAM LUAHTOCTUPOBATbL YCI0BUA, BAMAOWME Ha
paboTy KommyTaTopa.

A BHumaHue! BbiBog, KomaHapl “debug’

U
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nponsBoanTE/NIbHOCTb CUCTEMDI.

capture start

JaHHaa KomaHaa BPYYHYIO 3anyCKaeT Npouecc 3axBaTa NakeTos un ana TPaCCNPOBKMU.

I'Ipou,ecc 3axBaTa MPOUCXOAUT B TPEX PEXMUMAX:

3axsat ¢aiina
YpaneHHbI 3axsaTt

7 7 7
0.0 0.0 0.0

JINHenHbIN 3axBaT

[elicTBMe 3TOI KOMaHAbI NPEKpPaLLLAeTCs NPU Nepesarpyske KoOMmyTaTopa.

dopmar capture start [{all | receive |transmit}]
Pexxum Privileged EXEC

Mapametp OnucaHue
all 3axsar Bcero TpadduKa.
receive 3axBaT TO/IbKO MNO/IYy4EHHOTO TpadumKa.
transmit 3axaT To/1bKO nepeaaBaemoro Tpaddumka.

capture stop

JaHHaa KomaHAa ocTaHaBAMBAET Npouecc 3axeaTta naketos LM ana TpaccupoBKu.

dopmat capture stop

Pexxum Privileged EXEC

capture file|remote|line

[aHHaa KomaHAa HacTpamMBaeT NapaMeTpbl 3axBaTa ¢aiinos. Mepesarpyska He NpekpaLaeT A4encTBne 3Toi
KOMaHZbI.

dopmar capture {file|remote|line}

Pexxum Global Config
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Mapametp

OnucaHue

file

B pexume 3axsBata ¢danna 3axBayeHHble MaKeTbl COXPaHAKTCA B $ann Ha
NVRAM. MaKkcuMmanbHbin pasmep ¢aina no ymonyaHuto - 524288 6aitT.
KommyTtaTtop morKeT nepeaatb ¢aiin Ha TFTP-cepsep yepes TFTP, SFTP, SCP,
CLI n SNMP.

daiin  otdopmatupoBaH B  dopmate  pcap, UMeeT  Ha3BaHue
cpuPktCapture.pcap ¥ MmoXeT OblTb NpPOBEPEH C MCNONb30BAHMEM
WHCTPYMEHTOB CETEBOro aHaNM3a, Takmnx Kak Wireshark nam Ethereal. 3anyck
3axBaTa $ansioB aBTOMATMYECKM MpeKpawaet nobble ceccun 3axsaTa WU
yOaneHHble, U AnHenHble. Nocne akTMBaLUMM 3axBaTa MaKeToB npoueaypa
npoAo/XKaeTca [0 Tex nop, noka ¢aiin 3axBaTa He AOCTUTHET CBOero
MaKCMManbHOro pasmepa MM MoKa 3axBaT He byaeT OCTaHOBAEH BPYYHYIO C
nomMoLLbio KoMaHAbl capture stop.

remote

B peume ypaneHHoro 3axaTa MaKeTbl NepeHanpaBAAlTcA B peasbHOM
BpeMeHM Ha BHewHKM MK, Ha KoTopom 3anyueH uHctpymeHT Wireshark ans
Microsoft Windows. CepBep 3axBaTa NaKeToB paboTaeT CO CTOPOHbI
KOMMYyTaTopa W OTNPaBAAEeT 3axBadyeHHble nakeTbl Yepe3 TCP-coeagnHeHMe Ha
Wireshark.

YOaneHHbld 3axBaT MOXHO BKAKOYUTb WAWU OTKAOUYUTL 4Yepe3 WUHTepdeiic
KOMaHZHOW CTPOKU. A oTobpaxKeHus 3axBadeHHoro ¢amna Heobxoamm MK
¢ Windows u yctaHoBneHHol nporpammoit Wireshark. Mpu ncnonb3oBaHum
peXMMa y[aZeHHOro 3axBaTa KOMMYTATOpP He COXPaHAEeT 3axBayeHHble
AaHHble NIOKaJIbHO B cBOEM $Hali/IoBOMN CUCTEME.

Bbl morkeTe HacTpouTb Homep nopTta IP ana nogknoueHna Wireshark K
KommyTaTtopy. Homep nopta no ymonuvanumiwo - 2002. Ecam mexgy MK
Wireshark n KomMyTaTOpOMm YyCTaHOBNEH MEKCETEBOM 3KPaH, MOPTY A0/KHbI
6bITb paspeweH A0CTyn. Bbl A0MKHbI HACTPOUTL CETEBOM 3KpaH, 4TOObI
KomnbtoTep ¢ Wireshark mor wuHuummposaTb TCP-nogkntoveHua K
KOMMYTATOPY.

Ecan  KAMEeHT ycnewHO MOAKAKYAeTCA K KOMMyTaTtopy, naketbl LI
oTnpasaatoTca Ha KaneHtckui MK, 3atem Wireshark nonyyaer naketbl u
oTobparkaeT ux. ITO NPOAO/IKAETCA A0 Tex MNop, NOKa ceaHC He byaer
3aBepLUeH O4HOWN U3 CTOPOH.

3anyckK ceaHca yAa/IeHHOro 3axBaTa aBTOMaTMYecKM 3aBepLuaeT 3axsar daina
M IMHENHbIN 3axBaT.
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Mapametp OnucaHue

line B pexume NMHENMHOro 3axsaTa 3axBayeHHble MaKeTbl coxpaHATcAa 8 O3Y u
moryT oTobpaxatbca B CLI. 3anyck nuMHeMHOro 3axBaTa aBTOMATUYECKM
3aBeplwaeT NtoboI ceaHC yAaneHHOro 3axBaTa M 3axsBata B ¢ann. B atom
peXKnme MoryT 6bITb 3axXBayeHbl 40 128 nakeToB pasmepom Ao 128 6aiT.

capture remote port

[JaHHaa KOmMaHZa HacTpauBaeT NapamMeTpbl yAaNeHHOro 3axBaTa. KomaHAa coxpaHAeTca nocne
nepesarpysku. MNapameTp id — Homep nopta TCP B AMana3oHe 1024 — 49151.

dopmar capture remote port id

Pexxum Global Config

capture file size

[aHHan KomaHaa HacTpauBaeT napameTpbl 3axeaTa ¢aiios. KomaHaa CoXpaHAeTCsa noc/ie nepesarpysku.
MapameTp maxfile—-size — MaKCMMa/bHbIA pasmep, AOCTUXKUMBbIN dainom pcap, B AnanasoHe 2 — 512
KB.

dopmar capture file size max file size

Pexxum Global Config

capture line wrap

OTa KOMaHaa nossoaAeT nepe3anncbiBaTb 3aXBa4Y€HHbIE MAKETbl B pPEXMUME Iine, Koraa 06|J.|,VIV1
06beM 3axBayeHHbIX MAKETOB AOCTUIAET NPeLe/IbHON EMKOCTU.

dopmar capture line wrap

Pexxum Global Config

no capture line wrap

JTa KomaHaa 3anpewaeT nepe3anncbiBaTb 3axBa4eHHbIE MAKETbl B pexXunme line, Korga 06LLI,MVI obbem
3aXBa4€HHbIX MaKeToOB AOCTUTaEeT npep,eanoﬁ E€MKOCTWU.

dopmar no capture line wrap

Pexxum Global Config

show capture packets
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Ucnonb3yiite 3Ty KOMaHAY A1a 0TOOparkeHUs NaKeToB, 3aXBaYeHHbIX U COXpaHeHHbIX B O3Y. 3anucbiBaTb U1
coxpaHaTb B O3Y MOXHO Te nakeTbl, KOTOpble NPUHUMAKOTCA UAKM NepepatoTca yepes LM, 3a oamH ceaHc
3axBaTta B O3Y moxKeT 6bITb coxpaHeHo Ao 128 nakeTos, pasmepom Ao 128 6aiT. Ecan nakeTt cogeput
6onee 128 6aiT, coxpaHAOTCA TONbKO NepBble 128; AaHHble, NpeBblwatowme 128 6aliT, NponycKaloTcs U He
moryT oTobparkatbca B CLI.

3axBaT NakeTos npexkpawaeTcaA aBTomaTh4eCkun nocne 128 naketos, He 0T06pa)+(EHHbIX BO BpemA CeaHCa
3axBaTa. 3axBavyeHHble NAKeTbl He COXPaHAKTCA NOCne nepe3arpysku.

dopmar show capture packets

Pexxum Privileged EXEC

debug aaa accounting

[JaHHas KomaHga nosiesHa A1a OTAaAKM KoHourypauum n ¢GyHKUMOHANbHOCTM y4yeTa B MeHearkepe
noJsib3oBaTeneu.

dopmar debug aaa accounting

Pexxum Privileged EXEC

no debug aaa accounting

JaHHaa KomaH4a OTKNYaeT OT/IagKy d)yHKLI,MOHaJ'IbHOCTM yqéTa meHezaxepa nonb3oBaTesien.

dopmar no debug aaa accounting
Pexxum Privileged EXEC
debug arp

[aHHaA KoMaHZa BK/OYAEeT OT/1af04Hble coobuieHma npotokona ARP.
Mo ymon4yaHuilo  OTKIOYEHO

dopmar debug arp

Pexxum Privileged EXEC

no debug arp

[aHHaa KoMmaHZa OTK/toYaeT oT/1ag04uHble coobueHunsa npoTokona ARP.
dopmar no debug arp

Pexxum Privileged EXEC

debug auto-voip
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[aHHaa KomaHAa BK/OYaeT oTnagouHble coobuweHuns Auto VOIP. HeobssaTenbHble MapameTpbl NO3BONAIOT
oTcnexmnsaTb naketbl H323, SCCP nan SIP.

Mo ymonyaHuio OTK/OYEHO
®dopmar debug auto-voip [H323|SCCP|SIP]
Pexxum Privileged EXEC

no debug auto-voip
JaHHas KomaHda OTK/o4YaeT oT/1afo4Hble coobueHuma Auto VOIP.
dopmar no debug auto-voip

Pexxum Privileged EXEC

debug clear

JaHHaa KomaHAa OTKAIOYAeT BCe paHee aKTUBMPOBAHHbIE OTNaA04YHble TPACCUPOBKMU.

Mo ymonuyaHuio OTK/IIOYEHO
dopmar debug clear
Pexxum Privileged EXEC

debug console

JTa KOMaHAa No3Bo/AET 0TObParKaTb BbIBOA, KOTNAA0YHON» TPACCUPOBKM HA aBTOPU3OBAHHOM Ceccuu, B
KOTOPOI OHa BbINOAHAETCA. BbIBOA OTN1aAKM B KOHCOb A0/XKEH 6bITb BKAKOYEH A4/1A NpocMoTpa Atoboro
BbIBOAA TPACCMPOBKK. BbiBOA KOMaHA, OTNa404HOM TPAacCMpPOBKK ByaeT oTobparkaTbcs BO BCex
aBTOPM30BaHHbIX CECCUI, ANA KOTOPbIX Bbl1a BKAOYEHA KOHCO/b OTNaAKU. KoHdUrypauma sToi KomaHapl
0CTaeTcA B CU/ie A0 3aBepLUeHUsA ceaHca BXxoaa B cuctemy. dPPeKT 4aHHON KoMaHAabl He COXpaHAeTca nocne
nepesarpysKu.

Mo ymonyaHuio OTK/IIO4EHO

dopmar debug console

Pexxum Privileged EXEC

no debug console

OTa KOMaH4a OTKAYaeT OT06pa)'KEHVIe BblBOAa «omap,quoﬁ» TPaCCNPOBKU Ha aBTOpM3OBaHHOI7I ceccun,
B KOTOpOVI OHa BbINOJTHAETCA.

dopmar no debug console

Pexxum Privileged EXEC
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debug crashlog

Mcnonb3yiite 3Ty KOMaHA4y AN NPOCMOTPa MHPopMaumn, coaepskateiics B danne xypHana cboes,
KOTOPbIN cMCTEMA NOAAEPKMBAET NPU HeNpeaBUAEHHOW nepesarpyske. Palin xypHana cboes
COAEPKUT cneaytoLlyto MHbopmaumio:

* WHbopmaums Bbi3oBa cTeKa B popmax primitive u verbose
+ CocTosiHMe KypHana

« bBbydepHoe KypHanuposaHue

«*» ypHan cobbiTuit

MocToAHHOE XypHanupoBaHue

CuctemHas nHdopmaums (Bbieog sysapiMbufDump)
OTnapoyHas nHpopmauma odepeamn cooblieHmi
NHbopMauma oTaaaKku namaTtu

CocTosiHMe OTNaAKM NaMATH

NHudopmaumsa o OC (BbiBoa osapiShowTasks)
NHdopmaumsa /proc (meminfo, cpuinfo, interrupts, version u net/sockstat)

3

¢

R/
0.0

R/
0.0

R/
0.0

7 7 7
0.0 0.0 0.0

Mo ymonyaHuio OTK/IlOYEHO

dopmar debug crashlog {[kernel] crashlog-number [upload url] | proc | verbose |
deleteall}
Pexxum Privileged EXEC
Mapametp OnucaHue
kernel MpocmoTp daina *KypHana cboes agpa

crashlog-number YKasblBaeT Homep ¢anna ana npocmortpa. Cuctema noaneprkuBaeT Ao
yeTblpex Konui, a 4ONYyCTUMbIN AnanasoH 1 —4.

upload url YTobbl BbIrPY3nUTb KypHan cboes (Mam aBapuiHbl gamn) Ha TFTP-cepsep,
MCNONIb3YATE K/AOYEBOE C/NOBO upload W YKaXuTe Heobxogumyro
nHpopmauymto o TFTP-cepsepe.

proc MpocmoTp KypHana cboes npouecca NPUIOKEHMUS.
verbose AKTMBaums noapobHoro KypHana cboes.

deleteall Ypanset Bce ¢ainbl *ypHanos c60eB U3 CUCTEMBI.
data PerncrpaTtop AaHHbIX XXypHana cboes.
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Mapametp OnucaHue
crashdump- YKasbiBaeT Homep gamna cboa ana npocmoTpa. JuanasoH: 0 — 2.
number
download url YT106bl 3arpy3nTb aBapunHbIN Aamn B KOMMYTATOpP, UCNOb3yATe KNtoYeBoe

CNOBO download W yKakute Heobxoammyto nHoopmaumto o TFTP-cepsepe.

component-id ID KOMMNOHeHTa, Bbl3BaBLIEro cHom.
item-number Homep anemeHTa.

additional- JononHuTeNbHble NAapPaMeTpbI.
parameter

debug debug-config

Mcnonb3yite 3Ty KoMaHay AnsA 3arpysku uam Boirpysku danna debug-config.ini. ®ain debug-config.ini
BbINonHAeT KomaHapbl CLI (Bkatouas komaHabl devshell u drivshell) ana onpeaeneHHbix NpeaBapuTenbHO
YKa3aHHbIX cobbiTuiA. OTNagouHbIi KOHPUIYpauMOoHHbIA dalil co34aéTcA BPYYHYIO M 3arpyKaeTtca Ha
KOMMyTaTop.

Mo ymonuaHuio OTK/IIOYEHO
dopmar debug debug-config {download <url> | upload <ur/>}

Pexxum Privileged EXEC
debug dhcp packet

dTa KOMaHAa oTobpakaeT OTNaAO0YHYI MHbOpMauuio o aeicTeuax KaveHTa DHCPv4 u TpaccupoBsKy
naketos DHCPv4 Ha nokanbHbI KnneHT DHCPv4 1 obpaTHo.

Mo ymonyaHuio OTK/Z1IIO4EHO

dopmar debug dhcp packet [transmit | receive]

Pexxum Privileged EXEC

no debug dhcp

JTa KOMaHAa OTKAto4YaeT 0To6pa>+<eHv1e BblBOAa omap,quoﬁ TPACCUMPOBKU AONA AKTUBHOCTU KINEHTa
DHCPv4.

dopmar no debug dhcp packet [transmit | receive]

Pexxum Privileged EXEC
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debug dotlx packet

Mcnonb3yiiTe 3Ty KOMaHAy, YTOBbl BKIOYMTb OTNIAL04HYH TPACCUPOBKY NakeTos dotlx.
Mo ymonuaHuio  OTK/IOYEHO

dopmar debug dot1x

Pexxum Privileged EXEC

no debug dotlx packet

Mcnonb3yiiTe 3Ty KOMaHAy, YTOBbl OTKNIOUMTL OTNAA0UHYIO TPACCMPOBKY NakeTos dotlx.
dopmar no debug dotlx

Pexxum Privileged EXEC

debug igmpsnooping packet

OTa KOMAHZa nNO3BONAET OTC/AexKmBaTb naketbl IGMP Snooping, nonyyeHHble W nepegaHHble
KOMMYTaTOpPOM.

Mo ymonyaHuio  OTKAOYEHO
dopmar debug igmpsnooping packet
Pexxum Privileged EXEC

no debug igmpsnooping packet

[aHHaa KomaHAa OTKAKOYAeT oTcnexmeaHne naketos IGMP Snooping.
dopmar no debug igmpsnooping packet

Pexxum Privileged EXEC

debug igmpsnooping packet transmit

3Ta KOMaHAa MO3BO/AET OTC/eXMBaTb naketbl IGMP Snooping, nepegaHHble KOMMyTatopom. Snooping
JO/MKeH ObITb BK/IOYEH HA YCTPOMCTBE M UHTepdeice gnA MOHUTOPMHIA NAKETOB AN onpenesieHHOro
nHTepdelica.

Mo ymonuaHuio  OTKAHOYEHO
dopmar debug igmpsnooping packet transmit
Pexxum Privileged EXEC

anMepBbBOAaCOOGMﬁHMHTpaCCMpOBKMHOK33&4HMM€.

<15> JAN @1 ©2:45:06 192.168.17.29-1 IGMPSNOOP[185429992]: igmp_snooping_debug.c(116) 908 % Pkt
X

- Intf: 1/0/20(20), Vlan_Id:1 Src_Mac: ©0:03:0e:00:00:00 Dest_Mac: 01:00:5e:00:00:01 Src_IP:
9.1.1.1 Dest_IP: 225.0.0.1 Type: V2_Membership_Report Group: 225.0.0.1
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B coobLeHUN TPacCMPOBKKM 0TOBPaXKalTCA caeaytoLimMe NapameTpbl:

Mapametp 3HayeHue
X MaKeT, NnepeaaHHbI YCTPONCTBOM.
Intf NHTepdelic, yepe3 KOTOpbIA Bbllwen MakeT. YKa3sbiBaetcA B dopmaTte

unit/slot/port (BHyTpeHHWUIA HOMmep UHTepdelica). 3HauyeHWe «unit» anAa
KOMMYTaTOPOB He B CTEKE BCErga nokasbiBaeTcs Kak 1.

Src_Mac MAC-agpec UCTOYHMKA NaKeTa.

Dest_Mac MHoroaapecHbit MAC-agpec HasHayeHuA nakeTa.

Src_IP IP-agpec MCTOYHMKA B 3aro/I0BKe NakeTa.

Dest_IP MHoroaapecHbii IP-aapec HazHayeHUsA NaKkeTa.

Type Tun nakeTta IGMP. Tun moKeT 6bITb OAHUM U3 CAeAYIOLNX:

Membership Query - 3anpoc uyneHcTtsa IGMP

V1 _Membership_Report — oTyét o uneHax rpynnsl IGMP v 1
V2_Membership_Report — ot4éT o uneHax rpynnol IGMP v 2
V3 Membership_ Report —otuért ouneHax rpynnbi IGMP v 3
V2_Leave_Group — ot4yet o Bbixoae u3 rpynnbl IGMP v 2

Group MHoroaapecHbIi agpec rpynnbl B 3aronoske IGMP.

no debug igmpsnooping transmit
JaHHasa KomaH4a OTK/IIOYAET OTC/IeKMBaAHME NepesaHHbix nakeTos IGMP Snooping.
dopmar no debug igmpsnooping transmit

Pexxum Privileged EXEC

debug igmpsnooping packet receive

JTa KoOmMaHga NO3BOAAET OTCAeXKMBaTb NakeTbl IGMP Snooping, nony4yeHHble KOMMYTAaTOpOM. Snooping
OO/IKeH OblTb BK/OYEH Ha ycTponcTBe U MHTepdeice ANA MOHUTOPUHIa NAKeTOB A/1A OonpeaeseHHOro
nHTepoelica.

Mo YMON4YaHUo OTK/TIIOYEHO

dopmar debug igmpsnooping packet receive
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PexXum

Privileged EXEC

Mprmep BbIBOAA COOBLLEHNA TPACCUPOBKM NOKA3aH HUXKE.

<15> JAN 01 02:45:06 192.168.17.29-1 IGMPSNOOP[185429992]: igmp_snooping_debug.c(116) 908 % Pkt
RX - Intf: 1/0/20(20), Vlan_Id:1 Src_Mac: 00:03:0e:00:00:10 Dest_Mac: 01:00:5e:00:00:05 Src_IP:

11.1.1.1 Dest_IP: 225.0.0.5 Type: Membership_Query Group: 225.0.0.5

B coobLeHUN TPAacCMPOBKKM 0TOBpaKalTCA caeaytoLimMe NapameTpbl:

Mapametp 3HayeHue

RX MaKeT, NONy4eHHbIN YCTPOMUCTBOM.

Intf UHTepdeiic, yepes KoTopbli npuwen nakeT. YKasbiBaetcA B dopmaTte
unit/slot/port (BHyTpeHHWUIA HOmep UHTepdelica). 3HayeHWe «unit» anAa
KOMMYTaTOpPOB He B CTEeKe BCeraa NoKasblBaeTca Kak 1.

Src_Mac MAC-agpec UCTOYHMKA NaKeTa.

Dest_Mac MHoroagpecHbiit MAC-agpec HasHa4YeHMA NakeTa.

Src_IP IP-agpec MCTOYHMKA B 3aroqI0oBKe nakeTa.

Dest_IP MHoroaapecHbliit IP-agpec HazHauyeHUA NaKeTa.

Type Tun nakeTta IGMP. Tun moKeT 6bITb OAHUM U3 CAEAYIOWNX:
Membership Query — 3anpoc uneHcrsa IGMP
V1 _Membership_Report — ot4ét o uneHax rpynnbl IGMP v 1
V2_Membership_Report — oTyét o uneHax rpynnbl IGMP v 2
V3_Membership_Report — ot4éT o uneHax rpynnol IGMP v 3
V2 Leave_Group —otyeT 0 Bbixoae 13 rpynnbl IGMP v 2

Group MHoroagpecHbIit agpec rpynnbl B 3aronoske IGMP.

no debug igmpsnooping receive
[laHHaa KoMaHa OTKNIOYaeT OTCAEKMBaAHME NOyYeHHbIX Naketos IGMP Snooping.
dopmar no debug igmpsnooping receive

Pexxum Privileged EXEC

debug ip acl
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MCI'IOIIb3yﬁTE 3TY KOMaHAYy ANA BKAKOYEHNA OT/1IaAKN NAKETOB |P-I'Ip0TOKOﬂa, COOTBETCTBYHOLUNX KpUTEPUAM
ACL.

Mo ymonyaHuio  OTK/AOYEHO
dopmar debug ip acl acl Number

Pexxum Privileged EXEC

no debug ip acl

MNcnonb3yiite 3Ty KOMaHAy ANA OT/0YeHNA OTAaAKM nakeTos |IP-npoToKoa, COOTBETCTBYIOWMX KPUTEPUAM
ACL.

dopmar no debug ip acl acl Number

Pexxum Privileged EXEC

debug lacp packet

dTa KOMaHAa NO3BOAAET OTCNEXKMBATb NakeTbl LACP, No/lyyeHHble U nepegaHHbie KOMMYTaTOPOM.
Mo ymonuaHuio  OTK/AOYEHO

dopmar debug lacp packet

Pexxum Privileged EXEC

Mpumep BbIBOAA COO6LI.I,EHMF| TPACCUPOBKU NMOKa3aH HUXKeE.

<15> JAN 01 14:04:51 10.254.24.31-1

DOT3AD[183697744]: dot3ad_debug.c(385) 58 %% Pkt TX - Intf: 1/0/1(1), Type: LACP,
Sys: 00:11:88:14:62:el1, State: 0x47, Key: 0x36

no debug lacp packet
JaHHaa KomaHAa OTKAKOYaeT oTcnexmsaHue naketos LACP.
dopmar no debug lacp packet

Pexxum Privileged EXEC

debug ping packet

3Ta KOMaHAa aKTUBMPYET OTC/EXMBaAHME 3X0-3anpocos 1 oTeeTos ICMP. KomaHAaa OTcneKMBaeT NUHT Ha
CETEBOM MW CYKeBHOM NopTe NPU KOMMYTaLMK NaKeToB. [N MapLUPyTM3aLMKN MUHT OTCIEKNBAETCA
TaKXe Ha NopTax MapLupyTU3aLmu.

Mo ymonuaHuio  OTK/IOYEHO
dopmar debug ping packet
Pexxum Privileged EXEC
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Mprmep BbIBOAA COOBLLEHNA TPACCMPOBKM MOKa3aH HUKe.

<15> JAN @1 00:21:22 192.168.17.29-1 SIM[181040176]: sim_debug.c(128) 20 % Pkt TX - Intf:
1/0/1(1), SRC_IP:10.50.50.2, DEST_IP:10.50.50.1, Type:ECHO_REQUEST

<15> JAN @1 00:21:22 192.168.17.29-1 SIM[182813968]: sim debug.c(82) 21 % Pkt RX - Intf:
1/0/1(1), S RC_IP:10.50.50.1, DEST_IP:10.50.50.2, Type:ECHO_REPLY

B coobLeHUN TPAcCMPOBKKM 0TOBpPaXKalTCA caeaytoLime NapameTpbl:

Mapametp 3HayeHue
TX/RX TX - nakeT, nepegaHHblii ycTponctBOomM. RX - MaKeT, NOAyYeHHbIM
YCTPOWMCTBOM.
Intf NHTepderic, yepe3 KOTOpPbIN Npuwen UAn Bblwen nakeT. YKasbiBaeTca B

ANA KOMMYTaTOPOB He B CTEKE BCerda MOKa3bIBAETCA KaK 1.

dopmate unit/slot/port (BHyTpeHHWU HOMep MHTepdelica). 3HaueHne «unit»

SRC_IP IP-agpec MCTOYHMKA B 3aroaI0oBKe nakeTa.
DEST_IP IP-agpec Ha3HavYeHMA B 3aroN0BKe NnakeTa.
Type Onpepenser, anaerca an ICMP-coobuweHmne REQUEST nan RESPONSE.

no debug ping packet

OJTa KOMaH4a OTK/IIoYaeT OTCAeXKMBaHMe 3X0-3anpocos un oteeTos ICMP.
dopmar no debug ping packet
Pexxum Privileged EXEC

debug spanning-tree bpdu

dTa KOMaHAa NO3BOAAET OTCNEXKMBATL spanning tree BPDU, nosiy4eHHble U nepeaaHHbie KOMMYTaTOPOM.
Mo ymonuaHuio  OTKAHOYEHO

dopmar debug spanning-tree bpdu

Pexxum Privileged EXEC

no debug spanning-tree bpdu
[aHHaa KoMaHAa OTKAKOYAET OTCAeXMBaHMe spanning tree BPDU.

dopmar no debug spanning-tree bpdu
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Pexxum Privileged EXEC

debug spanning-tree bpdu receive

JTa KOMaHAa NOo3BOAAET OTC/AEeXMBATb spanning tree BPDU, nonyyeHHble KommyTaTopom. DyHKUMA
Spanning Tree AoAXKHA ObiTb BK/AKOYEH HA yCTpPoOMCTBE U WUHTepdelice AN MOHUTOPUHIA NAKETOB ANs
onpeaeneHHoro nHTepoeiica.

Mo ymonyaHuio  OTKAKOYEHO

dopmar debug spanning-tree bpdu receive
Pexxum Privileged EXEC

Mpumep BbIBOAA COOBLLEHMA TPACCUPOBKM MOKA3aH HUMKE.

<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S[191096896]: dotls_debug.c(1249) 101 % Pkt RX - Intf:
1/

0/9(9), Source_Mac: 00:11:88:4e:c2:10 Version: 3, Root Mac: ©0:11:88:4e:c2:00, Root Priority:
0x8000 Path Cost: ©

B coobLueHnn TpaccMpoBKM 0ToBpakaloTcA cneaytolme napameTpb:

Mapametp 3HayeHue

RX MakeT, NoAy4YeHHbIN YCTPONCTBOM.

Intf UHTepdelic, yepe3 KoTOpbli npuwen nakeT. YKasbiBaeTcA B dopmaTe
unit/port/slot (BHyTpeHHWIN HOmep uHTepdelica). 3HaueHMe «unity Aans
KOMMYTaTOPOB He B CTEKE BCErAa NokasbiBaeTcA Kak 1.

Source_Mac MAC-agpec UCTOYHMKA NaKeTa.

Version Bepcus spanning tree protocol (0-3). 0 o3Hayaet STP, 2 — RSTP, u 3 — MISTP.
Root_Mac MAC-agpec KopHeBoro mocta CIST.

Root_Priority Mpuoputer KopHeBoro mocta CIST. AuanasoH 3HauveHuit: 0 — 61440.

OTtobparkaeTca B wWecTHaguatepnyHom popmare, KpaTHo 4096.

Path_Cost KomnoHeHT BPDU — BHeLWHAA CTOMMOCTb NMYTU A0 KOPHA.

no debug spanning-tree bpdu receive

JaHHaA KOMaHAaa OTKAYaeT OTCAEXKUBAHME NMONYYEHHbIX spanning tree BPDU.
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dopmar no debug spanning-tree bpdu receive

Pexxum Privileged EXEC

debug spanning-tree bpdu transmit

JTa KOMaHAa MNO3BOAET OTCAEXMBATb spanning tree BPDU, oTnpaBneHHble KommyTaTopom. PyHKUMA
Spanning Tree Ao/*KHa ObITb BK/AKOYEHA Ha YCTPOMCTBE M MHTepdeice Ana MOHUTOPUHIra NakeToB AN
onpezeneHHoro nHtepdeica.

Mo ymonyaHuio  OTKAKOYEHO
dopmar debug spanning-tree bpdu transmit
Pexxum Privileged EXEC

Mpumep BbIBOAA COO6LI.I,€HMF| TPACCUPOBKU NMOKa3aH HUXKeE.

<15> JAN 01 01:02:04 192.168.17.29-1 DOT1S5[191096896]: dotls_debug.c(1249) 101 % Pkt TX - Intf:
1/ 0/7(7), Source_Mac: 00:11:88:4e:c2:00 Version: 3, Root_Mac: 00:11:88:4e:c2:00, Root_Priority:
0x8000 Path_Cost: @

B coobLeHUN TpacCcMpPoBKKM 0TOBpaKaloTCA caeaytolimMe napameTpbl:

Napametp 3HaueHue
X MakeT, nepeAaHHbIN YCTPONCTBOM.
Intf UHTepdelic, 4yepe3 KOTOPbIN BbLIXOAUT MNaKeT. YKasbiBaeTcA B dopmarte

unit/port/slot (BHyTpeHHWIN HOmep uHTepdelica). 3HaueHMe «unity Aans
KOMMYTAaTOpPOB He B CTEKe BCerga nokasbiBaeTcs Kak 1.

Source_Mac MAC-agpec UCTOYHMKA NaKeTa.

Version Bepcua spanning tree protocol (0-3). 0 o3HauaeT STP, 2 — RSTP, 1 3 — MSTP.
Root_Mac MAC-agpec kKopHeBoro mocra CIST.

Root_Priority MpuoputeT KopHeBoro Mmocta CIST. [duanasoH 3HayeHuin: 0 — 61440.

OTobparkaeTca B WiecTHaauatepuyHom popmare, KpaTHo 4096.

Path_Cost KomnoHeHT BPDU — BHeLWHAA CTOMMOCTb NYTWU A0 KOPHA.

no debug spanning-tree bpdu transmit
JaHHaa KomaHAa OTKAKOYAeT OTCAeXMBaHWe nepeaHHbix spanning tree BPDU.

dopmar no debug spanning-tree bpdu transmit
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PexXum

debug tacacs

Privileged EXEC

JaHHaa KomaHAa ncnonbayetca gnAa aktmeaumm otnagkm TACACS+.

dopmar debug tacacs {packet | authorization | accounting | authentication}
Pexxum Global Config

Mapametp OnucaHue
packet BkntoueHue otnagku naketos TACACS+.

authorization

BkntoueHne otnagku astopmusaumm TACACS+.

accounting

BkntoueHne otnagku ydyeta TACACS+.

authentication

BkntoueHune otnaaku ayteHTUdUuKaumm TACACS+.

debug transfer

JaHHas KomaHga BK/OYaEeT OT/NIaAKY Ana nepegaym ¢aiiios.

dopmart

Pexxum

debug transfer
Privileged EXEC

no debug transfer

[aHHaA KoMaHZa OTK/OYaeT OT/IagKy Ana nepesaym ¢anios.

dopmart

Pexxum

show debugging

JaHHaa KomaHaa 0To6pa>KaeT KOHd)MI'ypaLI,MIO adKTUBUPOBAHHDbIX OTC/NEXNBAHUIN NAKETOB.

dopmar

Pexxum

no debug transfer

Privileged EXEC

show debugging
Privileged EXEC

Mpumep: BbiBog KOMaHAHOW CTPOKM AN1A AaHHON KOMaHAbI.
console# debug arp Arp packet

tracing enabled.

console# show debugging Arp
packet tracing enabled.
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exception protocol

Ncnonb3yite 3Ty KomaHAy, YTobbl YKa3aTb NPOTOKO/, UCMOJIb3yeMbI AN XpaHeHnsa ¢anna gamna
Aaapa.

Mo ymonyaHuwo Het
dopmar exception protocol {nfs | tftp | ftp | none}

Pexxum Global Config

no exception protocol

Ncnonb3yiTe 3Ty KoMaHAy Ana cbpoca KoHGUrypaLUm NPOTOKONA A0 3HAYEHUA NO YMOHYaHUIO.
Mo ymonuaHuw  Hert

dopmar no exception protocol

Pexxum Global Config

exception dump active-port

3Ta KOMaHA4a yKasblBaeT WHTepdeic ana gamna agpa. ITO eAMHCTBEHHbIA MOPT, MCNOAb3yeMbln ANs
BbIFPY3KM Aamna agpa.

Mo ymonyaHuio Het
dopmart exception dump active-port unit/slot/port

Pexxum Global Config

no exception dump active-port

3Ta KoMaHAa cbpacbiBaeT HaCTPOMKK UHTepdelica gna Aamna a4pa Ha YCTaHOBKM MO YMOYAHUIO.
Mo ymonyaHuio HeTt

dopmar no exception dump active-port

Pexxum Global Config

exception dump tftp-server

Ucnonb3yiiTe 3Ty KOMaHAy AN HacTpolku IP-agpeca yaaneHHoro TFTP-cepBepa, 4ToObl BbIrpy»KaTb AamMibl
daiinoB agpa Ha BHELLIHWI cepBep.

Mo ymonyaHuio HeTt

dopmar exception dump tftp-server {ip-address}

Pexxum Global Config
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no exception dump tftp-server

Mcnonb3yiite 3Ty KOoMaHay, 4Tobbl cOpoCUTb KOHOUIypauMio yaaneHHoro cepeepa gaa aamnos daiinos
A4Pa Ha 3HAYEHMA NO YMONYAHUIO.

Mo ymonyaHuio HeTt
dopmar no exception dump tftp-server

Pexxum Global Config

exception dump nfs

Mcnonb3yite 3Ty KOMaHAY ANA HACTPOMKM TOYKM MOHTUPOoBaHMA NFS, yTobbl BbIrpy3ntb daiin sapa
B ¢annosyto cuctemy NFS.

Mo ymonyaHuio  Het
dopmar exception dump nfs ip-address/dir

Pexxum Global Config

no exception dump nfs

Mcnonb3yiite 3Ty KOMaHAy, 4Tobbl COPOCUTL KOHPUIYpaLMIO TOYKM MOHTMpPOBaHMA NFS Ha 3HauyeHusa no
YMONYaHMIO.

Mo ymonyaHuio  Het
dopmar no exception dump nfs

Pexxum Global Config

exception dump filepath

Ncnonb3yite 3Ty KoMaHAy, 4Tobbl HAacTpouTb NyTb K Aamny dainna agpa npu Bbirpyske Ha TFTP
unu FTP-cepsepa, noaxkaTanor To4KM moHTMpoBaHuA NFS.

Mo ymonyaHuio HeTt
dopmar exception dump filepath dir

Pexxum Global Config

no exception dump filepath

Mcnonb3yiite 3Ty KOMaHAy, 4YTo6bl COPOCUTL KOHOUrypauuio nytv K damny d¢aiina agpa Ha
3Ha4YeHnA No ymon4aHuto.
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Mo ymon4yaHum HeTt
dopmar no exception dump filepath
Pexxum Global Config

exception core-file

Ucnonb3yiite 3Ty KOMaHAy A5 HAacTPOMKKU npeduKca gna umeHun daiina agpa. Uma ¢aiina reHepupyetca ¢
npedukcom cnegytowmm obpasom:

Ecnum BbIGpaHO MmA xocTa:

file-name-prefix hostname Time Stamp.bin

Ecnn nmsa xocta He Bbl6paHO:
file-name-prefix MAC Address Time Stamp.bin

Ecin nms xocTta HacTpoeHo, nms daina agpa COAEPKUT MMA XOCTa, B MPOTUBHOM C/ly4ae Mpu CO34aHUM
daiina gamna agpa B umeHu ncnonbsyetcs MAC-agpec. invHa cocrtasaseTt 15 cumBoios.

Mo ymonyaHuio Core
®dopmar exception core-file {file-name-prefix | [hostname] | [time-stamp]}

Pexxum Global Config

no exception core-file

Ucnonb3yiite 3Ty KOMaHZy, 4Tobbl cOpocuTb KOHdUrypauuto npedukca ¢aiina agpa Ha 3HAYeHUs no
YMON4YaHUIO. Mmsa xocta n BpemMeHHaA OTMEeTKa OTK/IKOYEHbI.

Mo ymonyaHutio Core
®dopmar no exception core-file

Pexxum Global Config

exception switch-chip-register

JaHHaa KomaHAa BKAOYAET M OTKAOYAET Aamn pPerncrTpa 4mna KOMMyTaTopa B C/1y4ae UCKIHYEHNUA. Jamn
PEerncTpa 4Ymna KOMMyTaTopa CHMMAETCA TOJIbKO AN1A yNpPaBaAAKOLWeEro YCTpOﬁCTBa B CTeKe.

Mo ymonuaHuio  OTKOYEHO
dopmar exception switch-chip-register {enable | disable}

Pexxum Global Config
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exception dump ftp-server

Ncnonb3yiiTe 3Ty KOMaHAy Ana HacTponku IP-agpeca yaaneHHoro FTP-cepBepa, 4Tobbl cbpacbiBaTh gamnbl
daitnos agpa Ha BHeLWHKI cepsep. Ecan nma nonb3oBaTena M Naposib He HACTPOEHbI, KOMMYTATOP
ncnonb3yet aHoHUMHbIW FTP. (Onsa aToro FTP-cepBep A0/1XKeH 6biTb HACTPOEH Ha NPUEM aHOHUMHOro FTP-
coeauHeHus).

Mo ymonyaHuio HeTt

dopmar exception dump ftp-server ip-address [{username user-name password
password}]
Pexxum Global Config

no exception dump ftp-server

Ucnonb3yiite 3Ty KOMaHAy, 4Tobbl COPOCUTL KOHOUrypauuto yaaneHHoro FTP-cepsepa gns pamna
MCKAIOYEHMA HA 3HAYEHMA MO YMONYaHUIO. ITa KOMaHAA TaKKe cOpacbiBaeT MMA MOb30BaTENA M Naposb
FTP Ha nycTbie CTPOKM.

Mo ymonyaHuio Het
dopmar no exception dump ftp-server

Pexxum Global Config

exception dump compression

JaHHaa KoMaHAa BKAOYAET PeXMM CKaTuA.

Mo ymonyaHuto  BKatoyeHoO

dopmart exception dump compression

Pexxum Global Config

no exception dump compression

[aHHan KOMaHAa OTKAOYAET PEKUM CHKATUA.

Mo ymonyaHuio Hert

dopmar no exception compression

Pexxum Global Config

exception dump stack-ip-address protocol

3Ta KOMaHAga HacTpausaeT IP-npoTokon (DHCP uau static), KoTopbi ByaeT MCNONb30BaTLCA 419 HACTPONKM
cnyxebHoro nopta npu cboe ycTpoiictea. Ecnm oH HacTpoeH Kak DHCP, To ycTpoicTeo nosiyyaet IP-agpec ¢
cepsepa DHCP, gocTtynHoro B cetu.
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Mo ymonuanuwo dhcp
®dopmar exception dump stack-ip-address protocol {dhcp | static}

Pexxum Global Config

no exception dump stack-ip-address protocol

dT1a KOMaHAa cbpacbiBaeT HacTponKmM IP-npoTokona (DHCP nau static) Ha 3Ha4YeHMA MO YMONYAHUIO.
Mo ymonyaHuio HeTt

dopmar no exception dump stack-ip-address protocol

Pexxum Global Config

exception dump stack-ip-address add

JTa KomaHga fAobaBnfeT cTaTMyeckuit IP-agpec, KOTOpbIM AO0MKEH 6biTb Ha3HAYeH cayKebHomy MnopTy
OTAENbHOro YyCTpoicTBa B CTeKe npu cboe KommyTtaTopa. [aHHbii IP-agpec ucnonb3yetca npu
BbINOJIHEHUW Aamna agpa.

Mo ymonyaHuio Het
dopmar exception dump stack-ip-address add ip-address netmask [gateway]

Pexxum Global Config

exception dump stack-ip-address remove

[aHHA KoMaHAa yaanseT HacTponku IP-agpeca crteka. Ecam a1oT IP-agpec HasHayeH tobomy yCcTponcTey B
CTeKe, 3TOT IP-agpec yaanserca U3 ycTpoicTea.

Mo ymonyaHuio  Het
dopmar exception dump stack-ip-address remove ip-address netmask

Pexxum Global Config

write core

[aHHana KoMaHAa Mcnonb3yeTca Aas reHepauum daiina gamna agpa no TpeboBaHUio. KomaHaa nosesHa

npwu TeCTUMPOBAHMWM HACTPOMKKM gamna Agpa. Hanpumep, ecnm HactpoeH TFTP-npoTtokon, write core

test ceAsbiBaeTcA ¢ cepepom TFTP u nHPpopmupyeT nosnb3osBaTens o AOCTYNHOCTU AAHHOFO cepsepa.

AHANOMMYHO, eCIM HACTPOEH NPOTOKOA nfs, 3Ta KOMaHAa MOHTUPYET U PAa3MOHTUPYET GaNOBYIO CUCTEMY U
MHPOPMMpPYET NOIb30BaTENA O CTaTyce.

% MpumeyaHue: write core NepesarpyaeT KOMMYTaTOp, YTO MOXKET ObITb MOIE3HbIM NPU
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HeKoppeKTHoM paboTe ycTpolictBa (HO He ero cboe).

Ons komaHabl write core test, umsa dalina HasHaueHua ncnonbsyetcs ans Tecta TFTP. Mpu KenaHuu
Bbl MOKETe yKa3aTb MMsA palina HazHauYeHWA, eCNN HacTpoeH npoTokon TFTP.
Mo ymonyaHuio HeTt
write core [test [dest_file_namel]]

Privileged EXEC

dopmart

Pexxum

debug exception
JaHHas KomaHga oTobparkaeT noaaepKy GyHKUMA gamna sagpa.

Mo ymonyaHuwo  Hert

debug exception

Privileged EXEC

dopmar

Pexxum

show exception

Mcnonb3yiite 3Ty KOMaHAy, YTo6bl 0TO6Pa3nUTL NapameTpbl KOHGUIypaumum gna reHepaumm daiina
Aamna agpa.

Mo ymonyaHuio Het

dopmar show exception
Pexxum Privileged EXEC
I'Ipumep: Huxke npueegeH npumep BbINO/IHEHMUA  KOMaHAPbI. show
exception
Coredump file name core
Coredump filename uses hostname False
Coredump filename uses time-stamp TRUE

TFTP Server Address

FTP Server IP

FTP user name

FTP password

NFS Mount point

File path

Core File name prefix
Hostname

Timestamp

Switch Chip Register Dump

Compression mode

TFTP server configuration

FTP server configuration

FTP user name

FTP password

NFS mount point configuration
Remote file path

Core file prefix configuration.

Core file name contains hostname if enabled.

Core file name contains timestamp if enabled.

Switch chip register dump configuration
TRUE/FALSE
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Active network port 0/28
Stack IP Address Protocol DHCP/Static
Stack IP Address List of IP addresses configured

show exception log

STa KOMaHAa OToBpasKaeT KypHaa AaMMOB AAPa B NOKasbHOMN daitnoBoi cucteme.
Mo ymonyaHuio HeTt

®dopmar show exception log [previous]

Pexxum Privileged EXEC, Config Mode

logging persistent

[laHHaA KoMaHAa HacTpauBaeT MOCTOAHHOE XYPHaAMpoBaHME Ha KoMMyTaTope. YpOBeHb KPUTUYHOCTU
PerucTpupyembix CcooblleHMn yKasbiBaeTca MapameTpom «severity level». BoO3MOMKHble cTeneHu
KputuuHoctu: (emergency |0, alert|1, critical|2, error|3, warning|4, notice|5, info| 6, debug]|7).

Mo ymonyaHutio OTKAOYeHO
dopmar logging persistent severity level

Pexxum Global Config

no logging persistent

JaHHaAa KomaHaa OTKAYaeT MOCTOAHHOE XKYPHA/IMPOBaHME Ha KOMMYTaTope.

dopmart no logging persistent
Pexxum Global Config
mbuf

Ucnonb3yite 3Ty KOMaHAy [N HACTPOMKM MOPOroBbIX 3HauyeHWn 6Oydepa namsatm (MBUF) wu
reHepupoBaHMA yBeAOMAEHWUIA NpU AoCTUNKeHMM npeaenos MBUF.

dopmar mbuf {falling-threshold | rising threshold | severity}
Pexxum Global Config
MNMone OnucaHue
Rising Threshold BepxHuMit nopor - nNpoOUEHTHOe 3HayeHWe pecypcoB Oydepa namaTH,

NPeBbIlEHME KOTOPOro Ha YKas3aHHbl BpPeMeHHOW WHTepBan («rising
interval») Bbi3biBaeT ysegomneHue. [nanasoH - ot 1 go 100. 3Ha4yeHue no
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Mone OnucaHue

ymoyaHuio - 0 (oTKNYEHO).

Falling HUXHUIA nopor - npoueHTHoe 3HayeHue pecypcoB bydepa namaATwn.

Threshold YBeaoMAEeHME NPOUCXOAUT, KOr4a NCNOAb30BaHWE PeCYPCOB NagaeT HUXKe
[OAHHOrO 3HAYeHMA Ha YKa3aHHbIA BPeMEHHOM MHTepBan. AmanasoH - oT 1
00 100. 3HayeHuMe no ymonyaHuio - 0 (0TKAKOYEHO).

Severity YpoBeHb KpUTUYHOCTM, Npu KoTopom Mbuf peructpupyetr coobuieHums.
[dnanasoH - oT 1 go 7. 3HayeHne no ymonyaHuto — 5 (notice).

show mbuf

[aHHan KomaHaa oTobparkaeT NnapameTpbl MOHUTOPUHIA UCNob30BaHMA bydepa namaTtu (MBUF).

dopmar show mbuf
Pexxum Privileged EXEC
Mone OnucaHue

Rising Threshold

BepxHnit nopor - nNpoUEeHTHOe 3HayeHWe pecypcoB Oydepa namaTH,
NpeBblleHMe KOTOPOro Ha YKas3aHHbli BpeMeHHOW WHTepBan («rising
interval») Bbi3biBaeT yBegomaeHue. [lnanasoH - ot 1 ao 100. 3HayeHne no
ymonyaHuio - 0 (OTKNYEHO).

Falling HuxXHWi1 nopor - nNPOUEHTHOE 3HayeHMe pecypcoB bydepa namaATw.

Threshold YBegomneHne nponcxoamT, KOr4a MCNoNb30BaHWE PECYPCOB MafaeT HUXKe
OAHHOTO 3HAaYEeHMA Ha YKa3aHHbI BPEMEeHHOW MHTepBan. [ManasoH - oT 1
00 100. 3HayeHuMe no ymonyaHuio - 0 (OTKAOYEHO).

Severity YpoBeHb KPUTUYHOCTH.

show mbuf total

[aHHaa KomaHAaa oTobpaxkaeT MHPopmaumio o bydpepe namatn (MBUF).

dopmar show mbuf total
Pexxum Privileged EXEC
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S

MNone OnucaHue
Mbufs Total Ob6uwee Konnyectso bydepos coobuieHnit B cucteme.
Mbufs Free Konunuyectso 6ydepos coobLyeHmin, JOCTYMNHbIX B HACTOALLEE BPEMS.

Mbufs Rx Used

Konuuectso 6ydepos coobLeHN, MCNONb3yEMbIX B HAaCTOALLEE BPEMS.

Total Rx Norm Alloc | KoanyecTtBo nonbITOK cUcCTeMbl NpeaocTaBUTb KBOTY Bydepa coobuieHui
Attempts Knacca RX Norm.
Total Rx Mid2 Alloc | ]
Attempts
Total Rx Midl Alloc | KoanyecTBo nonbITOK cucTeMbl NpeaocTaBuTb KBOTY Bydepa coobuieHui
Attempts Knacca RX Mid1.
Total Rx Mid0 Alloc | KoanyecTBo nNonbITOK cUCTEMbl NpeaocTaBUTb KBOTY Bydepa coobuieHui
Attempts Knacca RX MidO.
Total Rx High Alloc | KonnyecTBo nonbITOK cucTeMbl NpeaocTaBUTb KBOTY Bydepa coobuieHui
Attempts knacca RX High.
Total Tx Alloc KonnuyectBo nonbITOK CUCTEMbI NPeaoCcTaBUTb KBOTY bydepa coobuieHui
Attempts Knacca TX.
Total Rx Norm Alloc | KonnyecTtBo 0OTKa3oB npepocTaBieHMA KBOTbl bydepa ans coobuieHui
Failures Knacca RX.
Total Rx Mid2 Alloc | KosinuectBo 0OTKasoB npeaocTaBieHUa KBOTbl bydepa ana coobuieHui
Failures Knacca RX Mid2.
Total Rx Midl Alloc | KosinuectBo 0OTKasoB npeaocTaBieHUa KBOTbl bydepa ana coobuieHui
Failures Knacca RX Mid1.
Total Rx Mid0 Alloc | KonnyectBo OTKa3oB npenocTaBieHMAa KBOTbl bydepa Ana coobuieHui
Failures knacca RX MidO.
Total Rx High Alloc | KoanyectBo 0TKasoB npeaocTaBieHUA KBOTbl bydepa ana coobuweHui
Failures knacca RX High.
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Mone OnucaHue

Total Tx Alloc Failures | KonnyectBo 0TKa3oB npenocTaBieHMAa KBOTbl bydepa Ana coobuieHui
Knacca TX.

show msg-queue

[aHHasa KomaHaa oTobparkaeT ouepeamn coobLLeHUN.
Mo ymonyaHuio HeTt

dopmar show msg-queue

Pexxum Privileged EXEC

6.15. KomaHpa npoBepKu Kabensn

dDyHKUMA TecTMpoBaHMA Kabena no3BONAET ONPeaenuTb COCToAHME (U3MYECKOr0 COegUHEHMA Ha
BblIBpaHHOM NOPTY.

% MpumeuyaHme: PyYHKUMOHANBHOCTL [aHHOM KOMaHAbl MNOAAEP’KUBAETCA TOJNIbKO A/A
MefHoro Kabena. s onTMyeckmx Kabenen KomaHaa He NoAAEePXMBatOTCA.

Echm Ha nopTe BO BpemA MNPOBEPKMU Kabenn YCTaHOB/NIEHO aKTUMBHOE CoeagUMHEHNE, OHO MOXKET
NPeKpPaTUTbCA Ha BpeMA TeCTa.

cablestatus
NaHHas KoMaHAa BO3BPaLLaeT COCTOAHME YKa3aHHOro nopra.
dopmart cablestatus unit/slot/port

Pexxum Privileged EXEC
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Mone OnucaHue
Cable Status KomaHga Bo3BpalLaeT 04HO U3 CeAyoWwmX COCTOAHWNIA:
¢ Normal: Kabenb paboTtaer KOppeKTHO.
++» Open: Kabenb otcoegnHeH nMbo pasbem HeUCNpPaBEH.
¢ Short: Ha kKabene o6Hapy>KeHO KOPOTKOE 3aMblKaHMeE.
+» Cable Test Failed: He ypanocb onpeaenuTb cocCToAHWE Kabens.
Kabenb npu sToM MoKeT 6bITb B paboyem COCTOAHUMN.
¢ Crosstalk: Ha Kabene obHapy»KeHbl NepeKkpecTHble NOMEXMU.
** No Cable: Kabenb oTtcytcTyerT.
Cable Length Echn sta ¢yHKUMA noppeprkmBaetca PHY gnAa Tekywel CKOPOCTM CBA3M,
ONVHa Kabensa oTobpaxkaeTcA Kak [AManasoH MeXKay HauMeHbluen WU
Hanbonbliel PacyETHbIMU ganHamK. ObpaTuTe BHUMAHWUE, YTO €CAN INHUA
cBA3M OTKAOYeHa M Kabenb noaxntouveH K agantepy 10/100 Ethernet, To
COCTOsIHME Kabena moxeT oTobpaxkatbcs Kak «Open» uam «Shorty», notomy
4YTO HekoTopble aganTtepbl Ethernet octaBnAwT Heucnonb3lyemble napbl
NPOBOAOB PA3OMKHYTbIMW WAM  3a3eMaeHHbIMWU. Ecan  annHy Kabens
onpeaenvTb He yaaéTca, KoMmaHaa Bo3BpaLLaeT ctatyc «Unknown».

6.16. KomaHAab! yaaneHHOro MOHUTOPUHra

YaaneHHblit moHuTopuHr (RMON) npeactasnseT coboit metos cbopa pPas/IMyHbIX AAHHLIX O CETEBOM
Tpadpuke. RMON nogaepkunsaet 64-6utHble cyeTunkn (RFC 3273) u Tabaunubl aBapuiiHbIX ONOBELLEHWI
BblcOKOM emKocTu (RFC 3434).

% MNpumeyaHue: KoHoUrypaumoHHON KomaHAabl ans cratuctuku Ethernet m High Capacity
Ethernet He cywecTtByeT. NCTOYHMK paHHbIX ana ctatuctukm Ethernet u High Capacity
Ethernet HacTpanBaeTca B npouecce MHMLMANM3ALMN.

rmon alarm

[aHHaa KomaHaa HacTpauBaeT 3anucb alarm RMON B rpynne RMON alarm MIB.

dopmar rmon alarm alarm number variable sample interval {absolute|delta} rising-
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threshold

value [rising-event-index] falling-threshold value [falling-event-index] [startup
{rising|falling | rising-falling}] [owner string]

Pexxum Global Config
Mapametp OnucaHue
Alarm Index NHAeKc, KoTopbl 0AHO3HAYHO MAEHTUOUUMPYET 3anNUChb B Tabanue aBapUnHbIX

onoselleHni. Kaxpas 3anucb onpegensetr AMArHOCTUYECKUn obpaseu, B
onpeneneHHoM UHTepBane Ana obbeKkTa Ha ycTpolcTee. [manasoH - oT 1 go
65535.

Alarm Variable

NoeHTUdMKaTOp 0ObeKTa KOHKPETHOW nepeMeHHOn ana Bbl6OpKU. To/bKO
nepemMmeHHble, KoTopble NpeobpasyoTca B NpocTon Tun ymcia ASN.1.

Alarm Interval

KOTOpPOro [JaHHble oOTbupatTca u
OnanasoH ot 1 po

MHTepBan B CeKyHOax, B TeyeHue
CPaBHMBAKOTCA C BEPXHUM U HUKHMM MOPOramm.
2147483647. 3HayeHune No ymonyaHuio - 1.

Alarm  Absolute
Value

3HayeHMe CTAaTUCTUKM B TEYeHue nocnegHero nepuoga BblbOpkU. Ob6BEKT
AOCTYMNEH TO/MbKO ANA uTeHus, 32-6MTHOe 3HaYeHMe 3HAaKOBOro TMUMa.

Alarm Rising | BepxHuit nopor gna BbI6BOPOYHOM CTAaTUCTUKKU. [uana3oH oT -2147483648 no
Threshold 2147483647. 3HauyeHMe No ymonyaHuto - 1.

Alarm Rising | UIHaeKc 3anucy cobbiTuA, KOTOPOE MUCMONb3YETCA NMPU MPEBbLILEHUN BEPXHETO
Event Index nopora. JnanasoH - ot 1 go 65535. 3HaueHne no ymonyaHuto - 1.

Alarm Falling | HW»KHWIM nopor ana BbIGBOPOYHOM CTaTUCTUKK. [lnanasoH - oT -2147483648 no
Threshold 2147483647. 3HauyeHMe No ymonyaHuto - 1.

Alarm Falling | UHAeKc 3anmcK cobbiTMA, KOTOPOe MCNONAb3YeTCA NPW NPEBbIWEHUU HUMKHETO
Event Index nopora. JnanasoH - ot 1 o 65535. 3HaueHMe No ymonyaHuio - 2.

Alarm Startup | OnoBelleHNe, KOTOPOE MOXKeT ObiTb OTnpaB/ieHO. Bo3MOXHble 3Ha4YeHUs:
Alarm rising, falling nn6o rising-falling. Mo ymonuyaHuto — rising-falling.

Alarm Owner

CTpoKa Bnagenbua, CBA3aHHasA C 3anucbio onoselleHus. Mo ymonyaHuio:
monitorAlarm.

Mpumep: Huxke npuseaeH NpMmep BbINONHEHUA KOMaHAbI.
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(Routing) (Config)# rmon alarm 1 ifInErrors.2 30 absolute rising-threshold 100 1 falling-

threshold 10 2 startup rising owner myOwner

no rmon alarm

[aHHaa KomaHga yaanaet 3anmcb onoseweHna RMON.

dopmart

Pexxum

no rmon alarm alarm number

Global Config

Mpumep: Huxke NnprBeseH NpUMep BbINOJHEHNA KOMaHAbI.

(Routing) (Config)# no rmon alarm 1

rmon hcalarm

[aHHasa KomaHaa HacTpamnBaeT 3anucb hcalarm RMON B rpynne High Capacity RMON alarm MIB.

dopmar rmon hcalarm alarm number variable sample interval {absolute|delta} rising-
threshold high value low value status {positive|negative} [rising-event-index]
fallingthreshold high value low value status {positive|negative} [falling-event-
index] [startup {rising|falling | rising-falling}] [owner string]

Pexxum Global Config

Mapametp OnucaHue
High Capacity | Mpon3BONbHOE LLENOYUCNEHHOE 3HAYEeHME WHAEKCA, WCNoNb3yemoe Ans
Alarm Index YHUKaNIbHOWN MAeHTUOUKALMMN 3annUcK TPEBOMN BbICOKOM e€MKOCTU. [lnanasoH -
ot 1 no 65535.
High Capacity | UgeHTudmKaTop ObObEKTa KOHKPETHOM nepemeHHOn ana BblbOpKU. TONbKO

Alarm Variable

nepemMeHHble, KoTopble NpeobpasytoTca B NpocToi Tmn ymcna ASN. 1.

High Capacity
Alarm interval

KOTOpPOro [AaHHble oTbupatoTca u
- ot 1 po

MHTepBan B CeKyHOax, B TeyeHue
CPaBHUBAOTCA C BEPXHUM M HUKHUM noporamu. [uanasoH
2147483647. 3Ha4yeHMe NO ymon4daHmio - 1.

High Capacity
Alarm Sample
Type

MeToq, BbIOOPKM KOHKPETHOM NepeMeHHOM W BblYMCNEHWE 3HAYeHUs AanA
CpaBHeHMA ¢ noporamu. BoamoxkHble Tunbl: Absolute Value nnbo Delta Value.
3HauyeHue no ymondaHuto — Absolute Value.

High Capacity
Alarm Absolute

AbcontoTHoe 3HayeHue (T.e. 6e3 3HaKa) ctatnctmkm hcAlarmVariable B TeueHne
nocseAHero nepuvoga BbIOOPKWU. 3HAYEHME TeKylwero nepuoaa BblOOPKU He
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Mapametp

OnucaHue

Value

byaeT AOCTYNHO A0 OKOHYaHMA nepunoga. O6BbEKT AOCTYNEH TONbKO 418 UTEHUS,
64-6UTHOE 3HaYeHue 6e3 3HaKa.

High Capacity
Alarm Absolute
Alarm Status

3TOoT 0ObEKT yKasblBaeT Ha [AOCTOBEPHOCTb WM 3HAK AaHHbIX Ans 0b6bekTa
abcontoTHOro 3HaYeHusA onoseLeHuA BbICOKOM €MKOCTHU
(hcAlarmAbsValueobject). BoamorkHble Tunbl: valueNotAvailable, valuePositive
nmbo valueNegative. Mo ymonuaHuto — valueNotAvailable.

High Capacity
Alarm Startup
Alarm

OnoBeleHNe BbICOKOM €MKOCTM, KOTOPOE MOXeT OblTb OTNpaB/eHO.
Bo3amorkHble 3HauyeHus: rising, falling nmbo rising-falling. Mo ymonyaHuio —
rising-falling.

High Capacity
Alarm Rising-
Threshold
Absolute Value
Low

Hu»kHne 32 6uTta abCcoNOTHOro 3HaYeHMA Nopora AN BblIOOPOYHOM CTaTUCTUKN.
AnanasoH ot 0 o 4294967295. 3HaueHWe NO yMmonyaHuto - 1.

High Capacity
Alarm Rising-
Threshold
Absolute Value
High

BepxHue 32 61Ta abcoNtoTHOro 3Ha4YeHMA NOpPora ANa BbIBOPOYHOM CTAaTUCTUKM.
Anana3oH ot 0 go 4294967295. 3HaueHune no ymondanuio - 0.

High Capacity
Alarm

RisingThreshold
Value

Status

I3TOT 06BEKT yKa3blBAaeT 3HAK AaHHbIX AN BEPXHEro nopora, onpeaensiemblit
obbeKkTamm hcAlarmRisingThresAbsValueLow n
hcAlarmRisingThresAbsValueHigh. Bo3amoxHble Tunbl:  valueNotAvailable,
valuePositive nmbo valueNegative. Mo ymonyaHuio — valuePositive.

High Capacity
Alarm Falling-
Threshold
Absolute Value

Low

HukHne 32 6uta abcoNoTHOro 3HaYeHMA nopora Ana BblIOOPOYHOM CTaTUCTUKM.
AnanasoH - ot 0 4o 4294967295. 3HavyeHMe NO ymoa4vaHuio - 1.
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Mapametp

OnucaHue

High Capacity
Alarm Falling-
Threshold
Absolute Value
High

BepxHue 32 61Ta abCcoNtOTHOrO 3Ha4YeHMA Nopora ANa BbIBOPOYHOM CTAaTUCTUKN.
Onanas3oH - ot 0 go 4294967295. 3HadyeHme No ymonyanumio - 0.

High Capacity
Alarm

FallingThreshold
Value

Status

ITOT 06BEKT YKasblBaeT 3HAK AaHHbIX ANA HWKHEro nopora, onpeaensiemblit
ob6beKkTamm hcAlarmFallingThresAbsValueLow n
hcAlarmFallingThresAbsValueHigh. Bo3amoxHble Tunbl: valueNotAvailable,
valuePositive ain6o valueNegative. Mo ymonyaHuio — valuePositive.

High Capacity
Alarm Rising
Event Index

NHaeKc 3anucm cobbiTvA, KOTOpPOe MCMNO/b3yeTcs NPWU NPEeBblEHUN BEPXHErO
nopora. JnanasoH - ot 1 go 65535. 3HaueHne no ymonyaHuio - 1.

High Capacity
Alarm Falling

Event Index

MHaeKkc 3anncu cobbiTUA, KOTOPOE UCMOJIb3YETCA NMPU MPEBLIWEHUN HUKHETO
nopora. JnanasoH - ot 1 go 65535. 3HaueHMe No ymonyaHuio - 2.

High Capacity
Alarm Failed
Attempts

KonnuectBo pas, Koraa cBaAsaHHbIM ak3emnaap hcAlarmVariable 6611 onpouieH
OT umeHn hcAlarmEntry (B aKTMBHOM COCTOSIHUM), U 3HAYeHWe He 6bino
AocTynHo. OO6bBEKT AOoCTyneH TO/bKO Aas uTeHuAa, 32-6uTHoe 3HauyeHue
CYeTymKa.

High Capacity
Alarm Owner

Ctpoka BnagenbLa, CBA3aHHasA C 3anucbio onoselleHudA. Mo ymosyaHuIo:
monitorHCAlarm.

High Capacity
Alarm Storage
Type

Tun 3HEpProHe3aBMCMMOrO XpPaHUAWULLA, HACTPOEHHOrO ANA 3STOW  3anucw.
O6BEKT A0CTYNEH TONBbKO Ans YteHua. Mo ymonyaHuto — volatile.

Mpumep: Huxke npuseaeH NpMmep BbINONHEHUA KOMaHAbI.

(Routing) (Config)# rmon hcalarm 1 ifInOctets.l 30 absolute rising-threshold high 1 low 100

status positive 1 falling-threshold high 1 low 10 status positive startup rising owner myOwner

@ J) QTECH |

MWP HOCTYMNHEE

www.qtech.ru

PykoBoacTBO N0 KOMaHAaM Aaa KommyTaTopos cepmn QSW-3300

300




PyKOBO,EI‘CTBO no/ib3oBaTenA

no rmon hcalarm

L bk

[aHHaa KomaHaa ygansaet 3anucek rmon hcalarm.

dopmar no rmon hcalarm alarm number

Pexxum Global Config

Mpumep: Huxke NnprBeseH NpUMep BbINOJHEHNA KOMaHAbI.

(Routing) (Config)# no rmon hcalarm 1

rmon event

JaHHas KomaHga HacTpamBaeT 3anucb cobbiTns RMON event B rpynne RMON event MIB.

dopmar rmon event event number [description string|log|owner string|trap
community]
Pexxum Global Config
Mapametp OnucaHue
Event Index MHAEKC, KOTOpbIA OAHO3HAYHO WAeHTUPUUMPYET 3anucb B Tabauue

cobbiTMn. Kaxkaaa Takaa 3anucb OMUCbIBaeT OAHO COObITUE, KOTOpoe
OONKHO reHepupoBaTbCs NPU BOSHUMKHOBEHMWN COOTBETCTBYHOLLMX YCAOBUIA.
AnanasoH - ot 1 o 65535.

Event KommeHTapuii c onncaHmem cobbitua. Mo ymonyaHuio — alarmEvent.
Description
Event Type Tun yBegomneHns o agaHHOM cobbITun. Bo3amorkHble 3HaYeHuA: None, Log,

SNMP Trap, Log and SNMP Trap. Mo ymonyaHuio — None.

Event Owner

CTpOKa Bnagesibua, CBA3aHHaA € 3anucbto. 1o ymonyaHuio — monitorEvent.

Event

Community

SNMP-coobuwectso, cneumpuyHoe ANAa  AAHHOW CTPOKM  OKTETOB,
ncnonbzyemoe ana otnpaskm SNMP trap. Mo ymonyaHuto — public.

Mpumep: Huxke npruBegeH NnpuMep BbINOJIHEHUA KOMaHAbI.

(Routing) (Config)# rmon event 1 log description test

no rmon event

JaHHaa KomaHaa yaanaet 3anmcb rmon Event.

dopmar no rmon event event number
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PexXum

Global Config

Mpumep: Huxke NnprBeseH NpUMep BbINOJHEHNA KOMaHAbI.

(Routing) (Config)# no rmon Event 1

rmon collection history

JaHHaa KomaHaa HacTpauBaeT MapameTpbl ynpasaeHMA XKypHana yaaneHHoro KoHtponda rpynnsl MIB
RMON historyControl.

% MpumeyaHue: KomaHaa He NOAAEPIKUBAETCA AN1A AMana3oHa UHTepdelico. Kaxkaan 3anmcb
ynpaBsiieHns cbopom KypHana yaaneHHoro KoHTpoaa RMON moxKeT BbiTb HAaCTPOEHA TONbKO

Ha ogHOM MHTepdeice. Ecnm Bbl NonbITaeTecb HACTPOUTbL €€ Ha HECKONbKUX MHTepdeincax, DUT

BblAacT coobueHne 06 owmnbke.

dopmar rmon collection history index number [buckets number|interval interval in
sec|owner string]
Pexxum Interface Config
Mapametp OnucaHue

History Control | MHAEeKCc, KOTOpbI OAHO3HA4YHO UMAEHTUOUMUMPYET 3anncb B Tabauuye

Index historyControl. Karkgas Takaa 3anucb onpegensetr Habop BbIGOPOK Ha
onpeaeneHHOM UHTepBasie ANA UHTepdenca Ha ycTponcTee. [lnanasoH - ot
1 po 65535.

History Control | UHTepdenc-UCTOYHUK, AN KOTOPOro cobmpatoTca AaHHble UCTOPUN.

Data Source

History Control

3aI'IpOLLIEHHOG KONMn4yectBO AUCKPETHbLIX BpPeMeHHbIX WHTEPBAJIOB, IO

Buckets KOTOPbIM A0/IXHbl 6bITb COXpaHeHbl AaHHble. [lnanasoH - ot 1 go 65535.
3Ha4yeHue no ymonyaHwuto - 50.

Requested

History Control | Konnyectso AMCKpeTHbIX MHTEPBANOB BbIOOPKM, Yepe3 KOTOpble AO/KHbI

Buckets Granted

6bITb COXpaHeHbl AaHHble. O6bEKT AOCTYNEH TONbKO ANA YTEeHUA. 3HayeHune
no ymonyanwuio - 10.
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Mapametp OnucaHue

History Control | UHTepBan B CeKyHAax, MO KOTOPOMY NPOU3BOAUTCA BblOOPKA LAHHbIX.

interval Anana3oH - ot 1 o 3600. 3HayeHne no ymonvaHuto - 1800.
History Control CtpoKa Bnagenbua, CBA3aHHaA C 3aMMCbO XKypHana KOHTPOAA. 3HaYeHMe No
Owner ymondaHuio - monitorHistoryControl.

Mpumep: HMKe npmnBeaeH Npumep BbINOJAHEHMA KOMAHAbI.
(Routing) (Interface 1/0/1)# rmon collection history 1 buckets 10 interval 30 owner myOwner

Mpumep: HnxKe npmuseaeH npumep BbINOAHEHMA KOMaHAbI.
(Routing) (Interface 1/0/1-1/0/10)#rmon collection history 1 buckets 10 interval 3@ owner

myOwner Error: 'rmon collection history' is not supported on range of interfaces.

no rmon collection history

3Ta KOMaHA4a yaanuT 3anucb rpynbl yNpasBaeHUA XKypHana KOHTPOIA C YKa3aHHbIM HOMEPOM MHAEKCA.
dopmar no rmon collection history index number
Pexxum Interface Config

Mpumep: HnxKe npmuBeaeH npumep BbINOJAHEHMA KOMaHAbI.
(Routing) (Interface 1/0/1-1/0/10)# no rmon collection history 1

show rmon

3Ta KOmaHAaa oTobparkaeT 3anucu 8 RMON alarm table.

dopmar show rmon {alarms | alarm alarm-index}
Pexxum Privileged EXEC
Mapametp OnucaHue
Alarm Index MHAoeKc, KoTopbiM OAHO3HA4yHO MAeHTUOUUMPYET 3anucb B Tabauue

aBapMMHbIX onoBeleHnn. Kaxkaaa 3anucb onpependetr AMarHOCTUYECKUI
obpasel, B onpeaeneHHOM WHTepBase ANsA OObEKTa Ha YCTPoKCTBe.
OnanasoH - ot 1 go 65535.

Alarm Variable NaeHTUPMKaTOp 06beKTa KOHKPETHOM nepemeHHon Ana BblIbopKK. TONIbKO
nepemMeHHble, KoTopble NpeobpasykoTcsa B NPOcToi Tun Yncia ASN.1.
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Mapametp

OnucaHue

Alarm Interval

MHTepBan B CEKyHOAX, B TeyeHMe KOTOPOro JAaHHble OTOMpatTCa U
CPaBHMBAOTCA C BEPXHUM W HWMKHMUM noporamu. [manasoH - ot 1 po
2147483647. 3HayeHne No ymonvaHuto - 1.

Alarm Absolute
Value

3Ha4yeHMe CTAaTUCTUKU B TedeHue nocneaHero nepmnoia BH60pKM.()6beKT
AOCTyneHTOHbWDAﬂﬂHTeHMﬂ,32-6MTHO€3HaquMe3HaKOBOFOTMHa.

Alarm Rising
Threshold

BepxHuit nopor ans BbIGOPOYHOM CTAaTUCTUKK. [Mana3oH - oT -2147483648
00 2147483647. 3HavyeHne NO ymonvaHuto - 1.

Alarm Rising Event
Index

MHOeKkc cobbiTMA - 3anucb, KOTOpas MCMOAb3yeTcA Mpu NpeBblWeHUN
BepxHero nopora. nanasoH - ot 1 go 65535. 3HaueHMe no ymonyaHuio - 1.

Alarm Falling
Threshold

HuHWIA nopor ana BbIBOPOYHOM CTAaTUCTUKK. [AManasoH - oT -2147483648
00 2147483647. 3HayeHUe NO ymonyaHuio - 1.

Alarm Falling Event
Index

NHpoeKc cobbiTma - 3anucb, KOTOPaa WMCMNOb3yeTcA MNpPWU MpPeBblWeHUN
HUXHero nopora. JmanasoH - ot 1 go 65535. 3HaueHne no ymonyaHuto - 2.

Alarm Startup
Alarm

OnoseleHne, KOTOPOE MOKET BbiTb OTNpaB/ieHO. BO3MOXKHble 3HAYeHUA:
rising, falling nn6o rising-falling. Mo ymonuanuio — rising-falling.

Alarm Owner

CtpoKka Bnagenbla, CBA3aHHAs C 3anucblo onoselleHus. Mo ymonyaHuwo —
monitorAlarm.

MNpumep: BbiBOA KOMaHAHOM CTPOKU ANA AL@HHOM KOMaHAbI.

(Routing) #show rmon

1 alarmInterval.
2 alarmInterval.

alarms

Owner
1 MibBrowser
1 MibBrowser

Npumep: BbiBOA KOMaHAHOM CTPOKKU ANA A@aHHOW KOMaHAbl.

(Routing) #show rmon

Alarm 1

OID: alarmInterval.l
Last Sample Value: 1

alarm 1
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Interval: 1

Sample Type: absolute

Startup Alarm: rising-falling

Rising Threshold: 1

Falling Threshold: 1

Rising Event: 1
Falling Event: 2

Owner: MibBrowser

show rmon collection history

3T1a KomaHaa otobparkaet 3anncu 8 RMON History Control table.

dopmat show rmon collection history [interfaces unit/slot/port]
Pexxum Privileged EXEC
Mapametp OnucaHue

History  Control | MIHaoeKc, KOTOpbIM OAHO3HAYHO MAeHTUOMUMPYET 3anucb B Tabauue

Index historyControl. Kaxpaa Takaa 3anucb onpegensetr Habop BbIOGOPOK Ha
onpeaeneHHoOM UHTepBane gns nHTepdeiica Ha yctponctsee. JManasoH - oT 1
[0 65535,

History  Control | UHTepdeic-UcTouYHUK, A58 KOTOPOro cobmnpatoTca gaHHbIE UCTOPUN.

Data Source

History Control

3aI'IpOUJEHHOG KOMM4eCTBO AOUCKPETHbIX BpPEMEHHbLIX WHTEPBANOB, NoO

Buckets KOTOPbIM A0/MKHbI BbITb COXpaHeHbl AaHHble. [lnanasoH - ot 1 go 65535.
3Ha4veHune no ymonyaHutio - 50.

Requested

History  Control | KoanuecTBo AMCKPeTHbIX MHTEpBasoB BbIGOPKM, Yepe3 KOTOpble AO0/KHb

Buckets Granted

HbITb COXpaHeHbl AaHHble. O6BbEKT AOCTyNeH TONbKO ANA YTEHUA. 3HAYeHue
no ymonyanwutio - 10.

History  Control

interval

NHTepBan B CeKyHZax, MO KOTOPOMY MPOM3BOAMUTCA BblOOPKa AaHHbIX.
OnanasoH - ot 1 go 3600. 3HaueHMe no ymonyaHuto - 1800.

History Control
Owner

CTpoKa BnagenbLa, CBA3aHHaA C 3aNMCbiO XXYPHana KOHTPOANA. 3HAYeHMe Mo
ymon4yaHuio - monitorHistoryControl.

Mpumep: BbiBOA KOMaHAHOW CTPOKWN ANS AaHHOW KOMaHAbl.

(Routing) #show rmon collection history
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Index Interface Interval Requested Granted Owner Samples Samples
1 1/0/1 30 10 10 myowner

2 1/0/1 1800 50 10 monitorHistoryControl
3 1/0/2 30 50 10 monitorHistoryControl
4 1/0/2 1800 50 10 monitorHistoryControl
5 1/0/3 30 50 10 monitorHistoryControl
6 1/0/3 1800 50 10 monitorHistoryControl
7 1/0/4 30 50 10 monitorHistoryControl
8 1/0/4 1800 50 10 monitorHistoryControl
9 1/0/5 30 50 10 monitorHistoryControl
10 1/0/5 1800 50 10 monitorHistoryControl
11 1/0/6 30 50 10 monitorHistoryControl
12 1/0/6 1800 50 10 monitorHistoryControl
13 1/0/7 30 50 10 monitorHistoryControl
14 1/0/7 1800 50 10 monitorHistoryControl
15 1/0/8 30 50 10 monitorHistoryControl
16 1/0/8 1800 50 10 monitorHistoryControl
17 1/0/9 30 50 10 monitorHistoryControl
18 1/0/9 1800 50 10 monitorHistoryControl
19 1/0/10 30 50 10 monitorHistoryControl

--More-- or (q)uit
Mpumep: BbiBog KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

(Routing) #show rmon collection history interfaces 1/0/1

Index Interface Interval Requested Granted Owner

Samples Samples
___________________________________________________________________ 1
1/e/1 30 10 10 myowner
2 1/0/1 1800 50 10 monitorHistoryControl

show rmon events

3T1a KOmaHAaa oTobparkaeT 3anucn B8 RMON Event table.

dopmar show rmon events
Pexxum Privileged EXEC
Mapametp OnucaHue
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Mapametp OnucaHue

Event Index MNHAEKC, KOTOPbIM OAHO3HAYHO WAEeHTUOMUMPYET 3anucb B Tabauue
cobbiTnin. Kaxkaana Takaa 3anmcb onmncbiBaeT o4HO CobbITUE, KOTOPOE AOMKHO
reHepMpoBaTbCA NPU BO3HUKHOBEHNU COOTBETCTBYHOLLMX YCNOBUN. [mnana3oH
-oT 1 p065535.

Event KommeHTapwuit c onvcaHmem cobbitns. Mo ymonyaHuto — alarmEvent.

Description

Event Type Tun yBeaoM/IEHNA, KOTOPOE 30HA, AeNaeT O AaHHOM COObITUM. BO3MOXKHbIE
3HayeHua: None, Log, SNMP Trap, Log and SNMP Trap. Mo ymonyaHuio —
None.

Event SNMP-coobuwectBo, cneunduryHoe ANA  AaHHOW  CTPOKU  OKTETOB,

Community ncnonbsyemoe gna otnpaskm SNMP trap. Mo ymonuaHuio — public.

Owner Bnagenew, cobbiTna. CTpoKa Bnagebla, CBA3aHHAA C 3aMUChHO.

Last time sent

MocneaHwniA pas, Koraa reHepMpoBaNUCh 3aNUCh XKypHana nam coobuweHme SNMP trap.

Mpumep: BbiBoa, KOMaHAHOW CTPOKM ANA AaHHON KOMaHAbI.

(Routing) # show rmon events

Index Description

Type Community  Owner Last time sent

log public MIB @ days © h:0 m:0 s

show rmon history

3Ta KOMaHAa oTobparkaeT ykasaHHble 3anucu B Tabanue RMON History table.

dopmar show rmon  history index {errors [period seconds]|other [period
seconds]|throughput [period seconds]}
Pexxum Privileged EXEC
Mapametp OnucaHue

History  Control
Index

MNHOEeKC, KOTOopbl OAHO3HAYHO MAEHTUPUUMPYET 3anucb B Tabauue
historyControl. Ka)kgasa Takaa 3anucb onpeaenser Habop BbIGOPOK Ha
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Mapametp OnucaHue
onpefeneHHOM UHTepBane Ana nHtepderica Ha yctpoiicTee. JuanasoH - ot 1
[0 65535.
History  Control | UHTepdelnc-ucTouYHUK, A5 KOTOPOro cobmnpatoTca gaHHbIe UCTOPUN.

Data Source

History  Control | 3anpoweHHOe KOAMYECTBO AUCKPETHbIX BPEMEHHbIX WHTEPBANOB, NO
Buckets KOTOPbIM A0/IKHbl ObITb COXpPaHeHbl AaHHble. Anana3oH — oT 1 ao 65535.
Requested 3HayeHune no ymonyaHuio - 50.

History  Control | KonnyectBo AMCKPETHLIX MHTEPBANOB BbIOOPKM, MO KOTOPbLIM AONXHbI ObITb

Buckets Granted

COXpaHeHbl AaHHble. OBBEKT [OCTYNeH TOIbKO ANA YTeHUA. 3HauyeHue no
ymon4vanmio - 10.

History  Control

interval

MHTepBan B CeKyHAaAx, NO KOTOPOMY MpPOM3BOAMTCA BbIOOPKA AaHHbIX.
AnanasoH - ot 1 go 3600. 3HayeHMe no ymonyaHuto - 1800.

History Control
Owner

CTpokKa BnagenbLa, CBA3aHHAA C 3aNMCbIO KypHana KOHTPoANA. 3HavyeHue no
ymon4yaHuio - monitorHistoryControl.

Maximum Table
Size

MaKkcnmanbHoe KONnyecTeo 3aﬂMCEVI, KOTOPblE MOXET XPaHNTbLCA B Ta6m/|u,e
NUCTOPUMN.

Time Bpems, B TeueHne KoToporo cobupaetca obpasel, (B ceKyHaax)

CRC Align Konunuyectso owmnbok CRC align.

Undersize O6uee KONMYECTBO NAaKETOB HEMOIHOrO pa3mepa. akeTbl AMHON MeHee 64
Packets OKTETOB (He BK/toYan 6UTbl KagpMpOoBaHUSA, BKAtOYas oKTeTbl FCS).

Oversize Packets

O6uee KONNMYECTBO NAaKETOB M3ObITOYHOrO pa3mepa. MakeTbl gAnMHOM 6onee
1518 okTeTOB (He BKAOYas 6UTbl KaapUpPoBaHMA, BKAoYaa okTeTbl FCS).

Fragments

Obuwee KonunyectBo ¢parMeHTMPOBAHHbIX NakeToB. [lakeTbl, umewuwme B
AZIMHY Helenoe KOIMYECTBO OKTETOB, 60 nmetolmne HesepHyto FCS (Frame
Check Sequence), a TakKe nmelolwme aanMHy meHee 64 OKTETOB (He BK/OYan
H6