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YMNPABJIEHVE KOMMYTATOPOM

1. YMIPABNEHUE KOMMYTATOPOM

1.1. BapnaHTbl YnpaBrneHus

Ana ynpaBneHns Heobxogumo HacTpouTb kommyTtatop. KommyTtaTop obecneuyuBaeT aBa
BapuaHTa ynpasneHuna: BHenosriocHoe (out-of-band) unu BHyTpunonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBrieHue

BHenonocHoe ynpaesneHne — 310 yrpasrieHue Yyepes KOHCOSbHbIN MHTepdenc. BHenonocHoe
yrnpaBfieHNne B OCHOBHOM WCMOMb3yeTCca AN HayarbHOro KOHUrypMpoBaHUS KOMMYTaTopa,
nnbo, Korga BHYTPUMONOCHOE yMpaBreHWe HeAoCTynHO. Hanpumep, nonb3oBaTenb MOXET
Yyepes KOHCOSbHbIN MOPT NPMCBOUTL KOMMYyTaTopy IP-agpec ans goctyna no Telnet.

lNpoueaypa ynpasneHns KOMMyTaTOpoM HYepes KOHCOSbHbIN MHTEPKENC, OnMcaHa HUXe:

War 1: [llogknounTb NepcoHasnbHbIA  KOMMbITEP K KHCOMbHOMY (CEPUMHOMY) MNOpTY

KOMMYyTaTopa.

MogKkntoueHue
yepes KOHCOJbHbIH
Kabenb

=

] 1 1

PucyHok 1. NMogkntoveHue MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bbiwe, cepuiHbin NopT (RS-232) nogknioyeH K KOMMYyTaTopy 4Yepe3 CepuUnHbIv
kabenb. B Tabnvue HWXe ykasaHbl BCe YCTPOMUCTBA UCMONb3YHOLWNNCS B NOAKNHOYEHNN.

HasBaHue
ycTpoucTBa

OnucaHue

[MepcoHanbHbIN
komnbtotep (PC)

NmeeT pyHKUMOHanNbHYO knaeuaTtypy u nopt RS-232, c
YCTQHOBMEHHbIM  3MYMATOPOM TepMuHana, TaknMm  Kak
HyperTerminal, BXOOALLMN B komnnekt  Windows
9x/NT/2000/XP.

Kabenb  cepuiHoro
nopta

OaunH KoHeu nogkroyaeTcsa K cepunHomMy nopty RS-232, a
APYron K NOPTY KOHCOMMW.

(@ arecy
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HasBaHue OnucaHue
yCcTpoUcCTBa
KommyTtaTtop TpebyeTcs paboTaroLwmnin KOHCONbHbIN NOPT.

LWar 2: BkntoyeHne n HacTponka HyperTerminal.

Mocne ycTtaHoBKM coeauHeHusi, 3anyctute HyperTerminal, Bxogawun B komnnekt Windows.
Mpumep npuBedeHHbIV Aanee ocHoBaH Ha HyperTerminal Bxogawun B komnnekt Windows XP.

1. Haxmute «llyck» (Start menu) — Bce nporpammebl (All Programs) — CTaHgapTHble
(Accessories) — Cesasb (Communication) — HyperTerminal.

% windows Update
@ Buifiop Nporpa NO YMONUaHHIO

> Karanor Windows

@ 2rmc
i@ 7zp
@) Colasoft Packet Buider 1.0
) Filezila FTP Client

I7 Foxit PDF Editor

@ Foxit Reader

\53 haneWIN Software

[ Kiwi Enterprises @ Cease

<2, MacTep BecnpoBoaHOi ceTh

(@) K-Lite Codec Pack M| ) Crywetise
I Microsoft Office M| IE) Creuvanenbie sosmosHoCTH MacTep HacTpoiikK ceTh
@ Mero Y Paint MaCTep HOBbIX NOAKAKOUEHNH
) QuickTime I (4 wordpad CeTeBble NoAKNHEHNA
i@ videolan Y|l L) Aapechan kHura
g MHTepHeT @ W A
Internet Explorer i) ¥Mware | @ BnokHor
73 3nexTponnan noural| ) WinDjview M| @ 3wakomcreo c Windows XP
Microsoft Office Outlookll ~ It
eroseit DTS DUEES ) Windows Live | & Kanekynatop
@ MporrpsisaTens Windol @) winPeap » KoMaHaHan cTpoka
Media i) WinRAR » || @) Macrep cosmecTimocTy Nporparm
@ ShakoncTeo ¢ Windows 4| [0 ABTOsarpYsKa » || “mu Noaxnrouenme K yaanenHany patiodeny ctony
@ Wrpb! » | 53 Mposoarmk

b | MacTep neperoca daring D, 5 =
NapaMeTpos fa@ Cranasprrele ) Cvrxpormsauns

Adobe Reader X

@ Internet Explorer
@) Windows Movie Maker
47 Windows Search

- Wireshark

@ MpourpeieaTent Windows Media

Bce nporpammbl 3l ¥ A3NEHHBIA NOMOLWHKK

B
cvcTemsl (D) I BuIKntOHEHHE

PucyHok 2. 3anyck HyperTerminal.

2. Habepute ums ansa sanyweHHoro HyperTerminal, Hanpumep, «Switch».
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Onpucanne nogx/wye HUA 24 @

g HoBoe nogknioyerme

BeeauTe HasBaH1e NOAKMKDYEHWA W EbIGEPUTE ANA HEMD SHAYOK!

HazBaHue:
| Swiitch |

S3HavoK:

PucyHok 3. 3anyck HyperTerminal.

3. B Bbinagatouwem meHo «lMogkniodeHne» BolbepuTte, cepuinHbii NOpT RS-232, KOTOpbIN
ncnonedyet PC, Hanpumep, COM1 n HaxxmuTe «OK».

[Noaxnwue Hue @

% Switch

Beegure cEEaeHUA O TENEePOHHOM HOMEpE:

CTpaHa uam pervoH: oo 7]

Koa ropoaa: 44" ]

Homep TenedoHa: ‘ }

Mogknoyatbes Dt-.-ﬂ vt
e

[ 0K ][ OtmeHa ]

PucyHok 4. 3anyck HyperTerminal

4. HacTtpowTe ceonctBa COML crnegytowmnm obpasom: Beibepute ckopoctb «9600»
ans «Baud rate»; «8» ans «Data bits»; «none» ans «Parity checksumy»; «1» ans
«stop bit»; «none» gna «traffic control»; nnu Bl MoxxeTe HaxaTb «Restore default», a
nocne Haxatb «OK».
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Croucrea: COM1

B MNapameTpbi nopTa |

‘ CropocTb (Gur/ C]Klgfs_ai_

Burbl gaHHeIx: | 8

I
YerHocTe: | Her

Cronoebie Guter: |1

!:IHDGBI'IBHHE NOTOKOI

[ BoccraHoeute YMON4aHUA ]

[ 0K ] [ OTmeHa ] [ anMeHMTbV]

PucyHok 5. 3anyck HyperTerminal.

LWar 3: BbizoB komaHgHoro nHrepdenica (CLI) kommyTtartopa.

Bkntounte KOMMyTaTtop, nocne 4yero cneaywwmne

coobLLeHus

HyperTerminal — aTo pexum KoHdUrypauum ana kommyraropa.

Testing RAM...
0x08000000 RAM OK.

Loading flash:/nos.img ...

### JFFSWITCHB loading 'nos.img' to 0x81000000

noABATCA

### JFFSWITCHB load complete: 10235495 bytes loaded to 0x81000000
## Booting kernel from Legacy Image at 81000100 ...

Image Name:
Image Type: MIPS Linux Kernel Image (gzip compressed)
Data Size: 10157391 Bytes = 9.7 MiB

Load Address: 80000000

Entry Point: 80003710

Verifying Checksum ... OK

Uncompressing Kernel Image ... OK
Starting kernel ...
Current time: Sun Jan 01 00:00:00 2006 [UTC]
Switch>

B

OKHE

QTECH

MWP OOCTYMHEE
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Tenepb MOXHO BBOAUTb KOMaHAb! yNpaBneHns KoMmyTaTopoMm. [leTansHoe onvcaHve KoMaHg
npuBeAEeHO B NOCNeayoLMX rnaBax.

1.1.2. In-band ynpaBneHue.

In-band ynpaBneHune OTHOCMTCA K yOanéHHOMY YMNpaBfieHuio nocpeacTBOM AocTyna K
KOMMYTaToOpy C MCMOfb30BaHMEM Takux NpoTokonos kak Telnet, SSH, HTTP, a takke SNMP. B
Tex cny4yadax, korga In-band ynpasneHve u3s-3a uM3MeHeHW, caoenaHHbIX B KOHJUrypaumm
koMMmyTaTopa, pabotaeT co cbosamu, ANA ynpaBreHus U KOHUIYpPUpOBaHWS KOMMyTaTopa
MOXHO mcnonb3oBatb Out-band ynpaenenune (Console/Management port).

1.1.2.1. YnpaBneHue no Telnet
YTto6bl ynpaensTe KoMMyTaTopoM Mo Telnet, 4OMKHbI BbINOMHATLCA CrieaytoLye yCroBus:

1. KommyTaTop SOMmMKEH UMETb CKOHUrypupoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocTa (Telnet-knneHTt) n VLAN-UHTepdenc kommyTtaTopa, OOMKHbl UMETb
IPv4/IPv6-agpeca B 0OQHOM CErMEHTE CETW.

3. Ecnu BTOpOM NYHKT HE MOXET ObITb BbINOMNHEH, Telnet-knueHT aormkeH ObiTb
nogkntoyeH K IPv4/IPv6-agpecy kKoMmmyTaTopa ¢ ApYrMx yCTPOMUCTB, TakMX Kak
MapLupyTmMsaTop.

e KommyTatop TpeTbero YpOBHA MOXeT OblTb HACTPOEH C  HECKOMbKUMM
IPv4/IPv6-agpecaMmn, MeTod HACTPOWMKM OnMcaH B MOCBSILEHHOW 3TOMY T[raBe.
Cnegylowmin npumep npegnonaraeT COCTOSHME KOMMYyTatopa nocrie MnocTaBku C
3aBOACKMMW HacTpomrKamu, rae npucyTcTeyeT Tonbko VLANL.

e [locnegywowme warn onucbiBaloT nogknodeHne Telnet-knueHTa K WUHTepdency
VLAN1 kommyTaTopa nocpenctsom Telnet (npumep agpeca IPv4).

1/0/1

NoaknwyeHue
yepes «natu-Kopa»

PucyHok 6. YnpasneHue kommyTtaTopom o Telnet

War 1: Hactpovika IP-agpecoB ana kommyTtatopa u 3anyck ¢yHkuum Telnet Server Ha
KomMMyTaTope.

o [lepBbiM genom naet HacTponka IP-agpeca xocTta. OH JOmKeH BbITb B TOM XXe CEerMeHTe
cetn, uyto u IP-agpec VLAN1-nHTeppenca kommytatopa. Npeanonoxum, 4yto IP-agpec
nHtepdenca VLANI1-kommyTaTtopa 10.1.128.251/0/24. Torga IP-agpec xocta MOXeT
6b1Tb 10.1.128.252/24. C nomoLbto koMmaHabl «ping 10.1.128.251» MOXHO NpoOBEPUTD,
AOCTYyNEeH KOMMYTaTOp UMK HET.

e KomaHgpl HacTpoviku IP-agpeca ana uHTepdenca VLAN1 ykasaHbl Hwxe. [lepen
Hayanom In-band ynpaenenus, IP-agpec KommyTaTopa AOMKeH ObITb HACTPOEH
nocpeactsom Out-band-ynpasnenuna (Hanpumep, 4yepe3 nopt Console). KomaHgbl
KOHUrypuposaHusa cnegyrowme (Janee cumtaercs, 4To BCe NpuUrnalleHns pexuma
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KOHOUIypUpOBaHNSA KOMMyTaTopa HauMHaloTCs CO crioBa «Switch», ecnn oTaensHO He
yKasaHO MHOro):

Switch>enable

Switch#config

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-if-Vlan1)#no shutdown

Ana aktmBaummn cyHkumMm Telnet cepBepa nonb3oBaTenb LOMKEH BKIIOYUTbL €€ B pexume
rnoGarnbHOro KOHPUrypupoBaHUsl, Kak MOKa3aHO HUXKE:

Switch>enable
Switch#config
Switch(config)# telnet-server enable
War 2: 3anyck nporpammbl Telnet Client.
Heobxoanmo 3anyctutb nporpammy Telnet-knueHT B Windows ¢ ykasaHnem agpeca xocTa.

Run @@

= Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | telnet 10.1.128.251| v

[ OK ][ Cancel ” Browse... ]

PucyHok 7. 3anyck nporpammbl Telnet-knveHT B Windows

War 3: MonyuynTtb AOCTYN K KOMMYyTaTOpPY.

Anga Toro 4to 6bl NONYYNTbL AOCTYN K KOH(urypaumm yepes nHTepdenc Telnet Heobxogumo
BBECTU OOCTOBEpHbIN norvH (login) u naponb (password). B npoTuBHOM criyyae B focTtyne
OyneTt oTkasaHo. JTOT MeTo rnomMoraeT u3bexarb HeaBTOPU3OBAHHOIO MOMyYeHUs AOCTyna.
Kak pesynbTaT, korga Telnet BknioyeH Ons HaAcTpOWKM M ynpasBrneHWs KoMmyTaTopa, UMSA
nonb3oBatensa (username) m naponb (password) ANS aBTOPM3OBaHHLIX MOMb30OBaTENEN
AomkeHbl OblTb HACTPOEHbl Cregylolen KOMaHOOW: «username <username> privilege
<privilege> [password (0|7) <password>]».

[na nokanbHON ayTeHTMdUKaLunm MOXHO NCNOSMb30BaTh CeAYOLLYI0 KOMaHAY:
authentifcation line vty login local.
[nga pocTtyna B NpuBEnNMrepoBaHHbIA PEXMM HEOOX0AMMO 1 3a4aH YpoBEHb NpuBunerni 15.

[donyctnm, aBTOpPM3OBaHHLIN MNonb3oBaTenb MMeeT umA «test» M naponb «test», Torga
npoueaypa 3agaHusa MMeHn 1 naponsa ansa goctyna no Telnet:

Switch>enable

Switch#config

Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

Mocre BBOA4A MMeHW M Naponsa Ana uHtepdenca KoHpurypuposaHua Telnet, nonb3oBaTerb
CMOXeT Bbl3BaTb KOMaHOHbIN uWHTepdenc CLI HacTponknm kommyTaTopa. KomaHabl,
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ncnonb3yemble B koMaHgHoM uHTepdence Telnet CLI, koTopble CTaHOBATCHA AOCTYMHbI NOcne
BBOZA MMEHU U Naposisl — Te Ke camble, YTO U B KOHCOSTbHOM UHTepdence.

8 C\WINNT!system32'telnet.exe -

login:test
pas sword 3

SWITCH>

PucyHok 8. Hactpoiika Telnet-uHtepdeiica

1.1.2.2. YnpaBneHue 4yepe3 HTTP

UTo6bl ynpaBnsiTb KOMMyTaToOpoMm Yepe3 Beb-uHTepdenc [omkHbl OblTb  BbIMNOSHEHDI
cnenyoLmne ycrnoBus:

1. KommyTaTop SOMmMKEH UMETb CKOHUrypupoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knueHT) n VLAN-uHTEpdEenc KommyTtaTopa, AOMKHbI UMETb
IPv4/IPv6-agpeca B 0OQHOM CErMEHTE CEeTW.

3. Ecnu BTOpOW NYHKT HE MOXET ObITb BbINONHEH, HTTP-knNneHT JormkeH ObiThb
nogkntoyeH K IPv4/IPv6-agpecy koMmyTatopa ¢ ApYrMx yCTPOMUCTB, TakuX, Kak
MapLupyTmMsarTop.

Kak n B ynpaeneHuu, kommyTtaTtopom 4vepes3 Telnet, kak Tonbko ygaetcs ping/ping6-xocta K
IPv4/IPv6-agpecam KomMmyTatopa W BBOOAMTCS MpPaBWIbHbLIA JIOTMH W Maponfb, BO3MOXHO
NoNy4nTb AOCTYN K KOMMyTaTopy Yeped HTTP. Huke onucaH cnocob HacTponku:

War 1: HacTtpowka IP-agpecos anga kommyTtatopa u 3anyck dyHkuum HTTP-cepsepa.

O HacTpovike IP-agpeca kommyTaTopa C NMOMOLLbIO BHEMNOSIOCHOMO YNpaBneHus, CMOTpY rnaBy
0 HacTpowke Telnet-ynpaBneHus.

YUT06bI KOHPUryprpoBaHue no Beb ctano BO3MOXHbBIM, HY)KHO BBECTM KOMaHAy ip http server B
rnobanbHOM pexnumMe KOHPUrypupoBaHUS:

Switch>enable

Switch#config

Switch(config)#ip http server
LWar 2: 3anyck Be6-6paysepa Ha xocTe.

Heobxoanmo oTKpbiTb Beb-6paysep Ha xocte wm BBectu IP-agpec kommyTatopa, wnu
HenocpeacTBeHHO 3anyctutb HTTP-npotokon B Windows. K npumepy, IP-agpec kommyTtatopa
«10.1.128.251».
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Run E| E|

- Type the name of a program, Folder, document, or
T Internet resource, and Windows will open it For you,

Cpen: kbpefi10.1.128,251 w

[ Ok H Cancel H Browse. ..

PucyHok 9. 3anyck HTTP-npoTokona

Mpun obpalleHnn kommyTaTopa ¢ IPv6-agpeca pekomeHayeTca ncnonb3oBatb 6payaep Firefox
Bepcum 1.5 nnun nosgHee. Hanpumep, ecnn agpec kommyTtartopa 3ffe:506:1:2::3. Beeante agpec
IPv6-kommyTaTopa http:// [3ffe: 506:1:2:: 3], agpec ob6A3aTenbHO OOMKEH ObITb 3aKMYeH B
KBagpaTHble CKOOKM.

War 3: lNony4yeHne gocTyna K KoOMMyTaTopy.

Ana Toro 4To6bl NONYyYUTb AOCTYN KOH(purypaumm c ucnonb3oBaHneMm Beb-uHTepdenca,
HeobXxoaMmMo BBECTU OOCTOBEpPHLIN norvH (login) n naponb (password), B NPOTMBHOM Crnyyae
OypeT oTkasaHo B JOCTyne. ATOT METOA NOMOraeT usbexaTb HeaBTOpU3oBaHHOro goctyna. Kak
pesynbTaTt, korga Telnet BkMoYeH ANsi HACTPOMKM M ynpaBfeHUs KoMMmyTaTopa, UMs
nonb3oBartens (username) u naponb (password) Ana aBTOPM3OBaHHLIX MNOSib3oBaTENEwn
AOJIDKHbI ObITb HACTPOEHBI CrieayoLLLEN KOMaHOOoMN:

username <username> privilege <privilege> [password (0]7) <password>].
[na nokanbHOM ayTeHTUMKaLMN MOXHO MCNOMb30BaTh CReayoLLy KOMaHay:
authentication line vty login local.

[nsi goctyna B NpUBENUIrepoBaHHbIN PEXUM HeobXoanMo M 3afaH ypoBeHb npusunermn 15.
[onycTnm, aBTOpPU30BaHHbIN NOMNb3oBaTenb MMeeT uMs «adminy 1 napone «adminy, Torga
npoueaypa HacTponkW, cneayroLlas:

Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line Be6 login local
Beb-uHTepdenc ctpaHmubl BBOAA YYETHBIX aHHbIX BbIFNAAMT cnegyowmm o6pasom:
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@QTECH — WEB Interface

e QTECH switches series

usename |
Password |

Copyright (C) 2021 by QTECH LLC
http://www.qtech.ru/

Mocne BBOAa KOPPEKTHBIX YYETHLIX AaHHbIX, Bbl NONagaeTe B rnaBHoe MeHo Beb-nHtepdeliica,
KaK 9TO MoKa3aHO HWXe:

Can't recognize this card type! =-Up == Down

@oarcx

System [P address: 04420 | Current system time: Sun Jan 1 02.46:22 2006 System description: QSW-4530-54TX-AC | Bt |
& QSW-4530-54Ti-AC | Client IP address:10.34 70,99

@ Switch basic config
3 Module manageme
0 Port configuration
21 MAC address table
23 VLAN configuratior
@ 1GMP Snooping cor
1 MLD Snooping con
X Time Range config
@ AcL configuration
@ 1Pv6 ACL configurs,
2 AM configuration
Q@ port channel config
1 DHCP configuration
1 DHCP Snooping co!
21 SNTP configuratior
2 NTP configuration
3 QoS configuration
@3 L3 forward configu
2 Route configuratior
21 1pv6 Route configL
21 DCSCM configurati
2 spanning-tree con
0 MRPP configuratior
2 ULPP configuration
23 ULSM configuratior
T1_Authentication con T

System Version Information
Device: QSW-4530-54TX-AC, sysLocation: Russia, Moscow, Ryabinovaya st, 26 bid 2.

CPU MAC 00-1f-ce-00-00-33

VLAN MAC 00-1f-ce-00-00-32

Software Version 8.2.3.75-dirty

BootRom Version 2011.12.4

HardWare Version N/A

CPLD Version  N/A

Serial No.:N/A

Last reboot was cold reset.

Uptime is 0 weeks, 0 d

1.1.2.3. YnpaBneHue KOMMyTaToOpoOM 4yepe3 ceTeBoe ynpasneHune SNMP

Heobxoanmble TpeboBaHUs:

1. KommyTaTop AOMKEH MMETb CKOHGUrypupoBaHHbiv IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-uHTEpdenc kommyTtaTopa, SOMMKHbI UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETW.

3. Ecnu BTOpOI NYHKT HE MOXET ObITb BbINONHEH, HTTP-knnMeHT gomkeH ObiTb
noakntoyeH K IPv4/IPv6-agpecy kommyTaTopa € ApYyrMx YCTPOWUCTB, TaKMX Kak poyTep.

XocT ¢ nporpammHbiM obecneveHrneM SNMP onsa ynpaeneHus ceTblo AOMMKEH YMeTb ping'oBaTb
IP-agpec kommyTaTopa Tak, 4Tobbl Npy paboTe nporpammHoro obecnedeHms SNMP, oHo 6bino
AOCTYNHO AN OCYLUECTBMEHNS onepauun YTteHus/3anmcn Ha Hem. MogpoBHOCTM O ToMm, Kak
ynpaensate kommyTatopamu vyepe3d SNMP, He ByayT paccMOTpeHbl B 3TOM PYKOBOACTBE, UX
MOXHO HanTu B «Snmp network management software user manual» (MHCTpyKuusi o ceTeBoMy
ynpasneHunto SNMP).
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1.2. CLI-nHTepdenc

KommyTtatop obecneunBaeT Tpu nHTepdenca ynpasnenuns ans nons3osatens: CLI-uHTepdeinc
(Command Line Interface), BebG-uHTepdenc, ceTeBoe ynpaBrneHue nNpPOrpaMmHbIM
obecneyeHnem SNMP. Mbl nosHakomum Bac ¢ CLI (KoHconbio), Beb-uHtepdencom un umx
KoHdurypauuamm B getanax, SNMP noka He OygeT paccmatpuatbes. CLI-nHTepdenc 3Hakom
BGonblMHCTBY nonb3oBaTtenen. Kak ynomsHyToO Bbilwe, NpyU yrnpaBfieHUun Mo He3aBUCUMbIM
kaHanam cea3n n Telnet-ynpaBneHve KOMMYTaTOpoOM OCYLUECTBNSAETCA Yepe3 uHTepdenc
komaHgHom ctpokm (CLI).

CLI-unTepgenc nopaepxmaet obonodky Shell, koTtopaa coctout nM3 Habopa komaHg
KOH(purypauuun. 3TM KOMaHObl OTHOCATCA K pasHbIM KaTeropusiM B COOTBETCTBUMM C WX
PYHKUMAMK B KOHUrypaumm kommyTtaTopa. Kaxgas kateropus npefcrasnsieT CBOW, OTIINYHbIN
OT BCEX, PEXNM KOHDUTypaLUW.

BoamoxxHocTu Shell onsi KOMMYyTaTOPOB ONUCaHbI HAXKE:
®  PEXMUM HACTPOWKW;
e  HACTpOMKa CMHTaKCUCa;
e nogaepkka coueTaHus KIaBULL;
e  Crnpaeka;
e MpoBepKa BBOAA,
e roaAepxka A3blk HeyeTkon nornkn (Fuzzy math).

1.2.1. PeXXum HacTpoOnKu

User Mode
Admin Mode
Global Mode
5 O =
b o 1=
[} 8_ o = iel
-8 [ 7] = E E
= k=] N 3 5
= £ 25 £ 59
o =i =] c o = 5
= 8 © 3 © 8
o > % = e —
c c > O
= I o =] =
oo o

PucyHok 10. Pexumbl HacTpoiku Shell

1.2.1.1. Pexum nonb3oBaTens

Mpy BXoOe B KOMaHAHYIO CTPOKY B MepByl0 ovepedb Mofib3oBaTeNlb OKa3blBAaETCA B pexume
nonb3oBaTens. Ecnn oH BxoguT B KayecTBe OObIYHOrO MoNb3oBaTens, KOTOPbI CTOUT MO
yMOmn4aHuio, Toraa B CTpoke oTobpaxaeTcs «Switch>», roe cumBon «>» ABNSIETCS 3aMpoCOM
ONsS  pexuMa nonb3oBaTens. Korga KomaHga Bbixoda 3anyckaeTcs nog  PexvMoM
aJMUVHMCTpaTopa, OHa ByaeT Takke BO3BpaLleHa B pexum nosib3oBaTens.
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B pexunme nonb3oBaTtens, 0e3 OoNONHNTENBHbIX HaCTpOeK, Nonb3oBaTesito OOCTYMHbl TOJIbKO
3anpocbl, HAaNpnMep, BpemMsa Uin I/IH(*)OpMaLl,I/IFl O BepCunn KOMMyTaTopa.

1.2.1.2. Pexxknm agMuUHUCTpaTopa

Ana Toro 4tobbl MonacTb B pexum AaMuHucTpaTopa (NpYMBUNErMPOBaHHbLIN) CyLlecTByeT
HeCKomnbKo cnocoboB: BXO C MCMOSb30BaHNEM B Ka4eCTBe MMEHW norib3oBatens « Adminy; BBoA
KomMaHgbl «enable» 13 HenpuBMIErMpoBaHHOro (NONb30BaTENbCKOro) UHTepdenca, nNpm 3Tom
Heobxoaumo 6yaeT BBECTU Napornb agMUHUCTpaTopa (ecnu yctaHoBneH). MNpu paboTe B pexvume
agMuUHUCTpaTopa npurnawleHne KomaHOHOW CTPOKM KOMMyTaTopa OyaeT BbIrnsageTb Kak
«Switch#». KommyTtaTtop Takke nogaepxusaet komounHauuio knasuw «Ctrl + Z», yto nossonsiet
NPOCTbIM CNOCOGOM BbINTU B PEXMM agMUHUCTPaTOpa M3 Noboro pexunma KoHgpurypaumm (3a
NCKITIOMEHUEM MOMb30BaTENBLCKOrO).

Mpu paboTe c npuBUnersSMM agMuHMCTpaTopa Mofib3oBaTeNlb MOXET AaBaTb KOMaHAbl Ha
BbIBO4 KOH(UIrypauUMOHHOW WHAMOPMauuM, COCTOSIHUM COEAMHEHUS W CTaTUCTUYECKOM
MHpopmaumm 060 Bcex nopTtax. Takke Nonb3oBaTenb MOXET NEPENTU B PEXUM rnoGanbHOro
KOH(UIYPUPOBaHNS U M3MEHUTb 1Oy YacTb KOHduUrypauum kommyTtatopa. [loatomy,
onpegeneHve nNaponsa Ans AocTyna K NpUBUNernpoBaHHOMY PeXxnMy siBnsieTcs 06s13aTenbHbIM
ANS  NpedoTBpalleHUsi HeaBTOPM3OBAHHOrO [AOCTyna W 3MOHAMEPEHHOro  M3MEHEHUS
KOHdUrypaumm kommyTaTopa.

1.2.1.3. Pexxum rnobanbHOro KoHUrypmpoBaHus.

Habepute komaHay «Switch#config» B pexunme agmuHucTpartopa Ans Toro, Ytodbl BOWTU B
pexunm rnobanbHoro KoHdurypmpoBaHusi. Mcnonb3ynte KomaHay BbiXxO4a B COOTBETCTBMM C
ApYyrMMn pexmnmMamm KoHurypauuun, Takmmm, kak pexum nopta, VLAN-pexunm, BepHyTCcHa B
pexum rnobanbHOro KoHgUrypupoBaHus. [lonb3oBaTenb MOXET BbINOMHATL rrnobanbHble
HaCTPOMKN KOHUrypaumMm B 3TOM pexume, Takme Kak HacTtpomka Tabnuy MAC-agpecos,
3epkanvpoBaHune noptos, co3gaHue VLAN, sanyck IGMP Snooping n STP, n 1. . Takke
nonb3oBaTerlb MOXET BOWTU B PEXUM KOHPUIypupoBaHWA MopTa A HaCTPOMKU BCeX
NHTEpencos.

1.2.1.3.1. Pexxum KoHdurypupoBaHua nHTepdenca

VMcnonb3oBaHne KomaHabl HTepdenca B pexmme rnobanbHoro KoHUrypmposaHusi No3BonseT
BXOOMWTb B PEXUM KOHUrypupoBaHusa ykasaHHoro nHrepderca. Kommytatop nogoepxmeaet
Tpn Tna nHtepdencos: 1. VLAN; 2. Ethernet-nopT; 3. MNopT-KaHan, COOTBETCTBYOLLNA TPEM
pexnmam KoHdurypaumm nHtepgenica.

Tun KomaHpa HenctBue komaHabl | Bbixopg

UHTepcenca

VLAN Habepute komangy | Hactponika Wcnonb3ynte
interface vlan IP-agpecoB KoMaHgy exit ans
<Vlan-id> B pexxume | KomMmyTaTopa u T.4. BO3BpaLLEeHUs B
rno6anbHoro rnoGanbHbIA PEXnM.
KOHpUrypmpoBaHums.
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Tun KomaHpa OencrtBne komaHabl | Bbixoa
UHTepcenca
Ethernet-nopt | Habepute komaHay | Hactponka Wcnonb3ynTte
interface ethernet noaaep>XMBaemMoro KomaHay exit ansa
<interface-list> B OYNSIEKCHOro pexuma, | BO3BpalleHUs B
pexume CKOPOCTU rnobanbHbIN PeXnM.
rno6anbHOro Ethernet-nopTa 1 1.0.
KOHQoMrypmpoBaHUs.

MopT-kaHan

Habepute komaHay
interface port-
channel <port-
channel-number> B
pexume
rnobansHoro
KOHQOMrypmpoBaHUsi.

KoHurypmnposaHue
nopT-KaHana:
AYNNEKCHbIN Pexum,
CKOpPOCTb U T.4.

Wcnonb3ynte
KomaHay exit ana
BO3BpaLleHNs B
rnobanbHbIN peXxum.

1.2.1.3.2. Pexxum VLAN

Mcnonb3oBaHne komaHabl <vlan-id> B pexume rnobanbHOro KoHUrypmpoBaHusi, nomoraet
BOWTW B COOTBETCTBYHOLLMI pexum koHdurypuposaHma VLAN. B aTom pexxume agMuHUCTpaTop
MOXET HacTpauBaTb BCe nNopTbl nornb3oBatenen cooteetcTBytowero VLAN. BbinonHute
KOMaHAy BbixoAa, YTobbl BbInTy 13 pexkuma VLAN B pexxmm rnobanbHOro KoHmrypuposaHus.

1.2.1.3.3. Pexxum DHCP Address Pool

Beeaute komaHay ip dhcp pool <name> B pexxmme rnobansHOro KOHUrypnpoBaHus Ans Bxoaa
B pexxum DHCP Address Pool. MNMpurnaweHue atoro pexuma «Switch(Config-<name>-dhcp )#».
B atom pexume npoucxoaut koHdpurypmposaHme DHCP Address Pool. BeinonHute komangy
BbIxoga, 4TOObl BbIATM U3 pexuma KoHdurypuposaHms DHCP Address Pool B pexum
rno6anbHOro KOHPUrypUpPOBaHWS.

1.2.1.3.4. ACL-pexum

Tun ACL KomaHpa dencrtBne komaHabl Bbixon

CranpaptHbin | Habepute komaHay @ Hactporika Mcnonbsynte

pexum IP ACL | ip access-list  napameTtpoB KomMaHagy exit ans
standard B pexume | gnsctaHgapTHOro BO3BpaLLEeHNs B
rno6anbHOro pexunma IP ACL rnob6anbHbI PEXUM.
KOHGOMrypmpoBaHUsi.

PacwupeHHbin | Habepute komangy | HacTtponka Wcnonbsyinrte

pexum IP ACL | ip access-list | napameTtpos Ana | kKomaHgy exit gns
extended B pexume | pacLUMpeHHOoro BO3BpaLLeHns B
rnobanbHoro pexuma IP ACL rnobanbHbIA PEXUM.
KOH(OMIyprpOoBaHUS.
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1.2.2. HacTtponka cuHTakcuca

KommyTaTop pasnnyaeT MHOXECTBO KOMaHZ KoHdurypauumn. HecMoTpss Ha TO, 4YTO BCe
KOMaHObl pasHble, Heobxogmmo cobnwgaTb CUMHTAKCMC WX HanucaHnus. OOwmin dopmart
KOMaHAbl KOMMyTaTopa NPUBEAEH HMKE:!

cmdtxt <variable> {enum1 | ... | enumN} [option1] ... | optionN]
Pacwundposka: cmdtxt >KMpHbIM LWIPUATOM YKa3bliBaeT Ha KIOYEBOE CI0OBO KOMaHAbI;

<variable> ykasbiBaeT Ha usMmeHdemblin napameTp; {enum1 | ... | enumN} o3Ha4vaet
obsi3aTenbHbIN  NapamMeTp, KOTOpPbIM [OMmkeH ObiTb BbiOpaH M3 Habopa napameTpoB
enumi~enumN, a B kBagpaTHble ckobku «[]»[option1 | ... | optionN] 3akniouaroT

HeobsA3aTenbHbIM NapameTp. B aTom cnyvyae B KOMaHAHOW CTPOKE MOXET ObITb KOMOMHALMSA
"< n "], Hanpumep: [<variable>], {enum1 <variable>| enum2}, [optionl1 [option2]], n Tak
Aanee.

Bot npuMepbl HEKOTOPbLIX aKTyalibHbIX KOMaHO KOHd)MpraLlVII/lZ

show version, napameTpbl He TpebyeTca. OTO komaHaa, COCTosILas TONMbKO W3
KItoYeBbIX CroB 1 6e3 napameTpoB;

vlan <vlan-id>, HeoGxoanm BBOA 3HAYEHMSI NAPaMETPOB NOCIIE KIOYEBOro CrioBa.

firewall {enable | disable}, atoi komaHOON Monb3oBaTeNb MOXET BKMOYUTL MK
BbIKMOYNTL OpaHamayap, cnegyeT nvwb BbIbpaTh HY>XHbIA NapameTp.

snmp-server community {ro | rw} <string>, HMXe npuBeOeHbl BO3MOXHblE
BapnaHThbI:

shmp-server community ro public

shmp-server community rw private

1.2.3. CoyeTaHuA KnaBuLl

KommyTatop noagepXvmBaeT MHOXECTBO COYeTaHun knasuw pAns obnerdyeHns BBoAa
KOHUrypauum nonb3oaTtenem. Ecnv komaHaHas CTpoka He NpU3HaeT HaXXaTus BBEPX U BHUS,
70 Ctrl + P 1 Ctrl + N moryT 6bITb MCNOMb30BaHbl BMECTO HUX.

KnaBuwa (v) ®PyHKUuA

Back Space | YoanuTb cumBon nepen kypcopoM. Kypcop nepemellaeTtcsa Ha3a.

Beepx «1» MokasaTb npeablayllyld BBeAEHHY komaHay. OTobpaxkeHue [0
[AecaTn HejaBHO HabpaHHbIX KOMaHA,.

BHU3 «|» MokasaTb crepyowyo BBedAeHHY KomaHay. [lpyn ucnonb3oBaHUK
KnaBuLLM BBEPX «T», Bbl NOfy4yaeTe paHee BBeAEHHbIe KOMaHabl, Npu
MCMOMb30BaHMM  KMaBUWKM BHU3 «|», Bbl BO3BpallaeTecb K
cnegyloLwen komaHae.
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BneBo ««—» Kypcop nepemeliaeTcs Ha oguH | Bebl MoXeTe ncrnosnb3oBaTtb
CYMBOI BNEBO. KNnaBuLWWKN BMEBO «<«—» W BMNpaBo
«—» Ons U3MEHEeHUs1 BBeAEHHbIX
KOMaHz.

BnpaBo «—»

Kypcop nepemelyaeTtcs Ha oauH
CMMBOI BMNpaBso.

Ctrl +p Takas xe, Kak 1 y KnaBuLn BBEPX «T».

Ctrl +n Takasi e, Kak 1 y KnaBuLIN BHU3 « | ».

Ctrl +b Takas e, Kak U Y KnaBuLLM BIEBO «<«—».

Ctrl +f Takas e, Kak 1 y KnaBuLIN BMPaBO «—».

Ctrl +z BepHyTbca B Pexum agMuHmucTpaTopa HenocpeacTBEHHO U3
APYrMX PeXmMOB HACTPOWMKM (3a MCKITHOYEHWEM MOSIb30BATENbCKOro
pexuma)

Ctrl +c OcTtaHoBKa HenpepbIBHbIX MPOLIECCOB KOMaHA, TakMX Kak ping u T.4.

Tab B npouecce BBoga koMmaHabl Tab MOXeT ObiTb MCNOMb30BaH A4 ee

3aBEpLUEHMNS], ECNN HET OLIMOOK.

1.2.4. CnpaBKa

CywecTtBytoT ABa cnocoba nonyy4nTb JOCTYN K CpaBoYHON MHopMaumn: Komangamu «help»

n«?».

Hoctyn Kk Wcnonb3oBaHue u hbyHKUUU

cnpaBke

Help Mon nobon komaHaHon cTpokon BBeauTe "help" n Haxmute Enter, Bbl
nosly4nTe KpaTkoe onmcaHue nu3 CcnpaBoYHOM CUCTEMBI.

«?» 1. MNog nwbon KomaHAHOW CTpokon BBeauTe "?", 4YTOObLI MONYYUTb

CMMUCOK KOMaH A5iAa TEKYLLEero pexmnmMma Cc KpaTtkum ornnmcaHmemMm.
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cnpaBke

Doctyn Kk Wcnonb3oBaHue U pyHKUUMU

«?» 2.

Beegute "?" nocne komaHabl. Ecnu no3uvuma gomkHa ObiTb
napamMeTpoMm, onMcaHuMe 3TOro napameTpa Tuna, macwraba un T.4.,
OyayT oTobpakeHbl, ecnu no3nuus [ormkHa OblTb  KMYeBbIM
cnosoMm, To ByaeT oTtobpakeH Habop KNHYEBBLIX CIIOB C KpaTKUM
onucaHueMm, ecnu BbILWMO "<cr>", To KoMaHAa BBedeHa NOMHOCTLIO,
HaxxMnTe Knasuwy Enter, 4ToObl BbINONHUTL KOMaHAY.

Beegute "?" cpasy nocrne CTpokM. OTO MNOKaXeT BCe KOMaHAabl,
KOTOpble HAYMHAKOTCS C 3TON CTPOKMN.

1.2.5. NpoBepka BBOAA

1.2.5.1. Oto6paxaemas nHdopmauusa: ycnewHoe BbinonHeHue (successfull)

Bce komaHgpbl, BBOAMMbIE YEpE3 KaBmaTypy, NpoxoaaT NpoBepKy cuHTakcuca B Shell. Huuero
He OygeT oTobOpaxaTbCsd, ecnu nonb3oBaTenb BBEN NpPaBWbHbIE KOMaHAbl Npu
COOTBETCTBYIOLLMX PEXMMAX M YTO MPUBENO K UX YCMELUHOMY BbINONTHEHWIO.

1.2.5.2. OTo6paxaemas nHdopmauusa: ouMOGO4YHbIN BBOA (€rror)

OTtob6paxaemoe
OLUMOKMN

coobweHne [lMoscHeHue

Unrecognized command or illegal  BeBeaeHHoOW KOMaHAbl HE CyLLeCTBYeT Un ecTb

parameter! owunbka B napameTpe MacwTaba, TMna wunm
dopmara.

Ambiguous command HocTtynHo no KpanHen mMepe nse
WHTepnpeTaumm cMmbicna Ha OCHOBE
BBEJEHHOro TeKkcTa.

Invalid command or parameter KomaHpa cyuwectByeT (Mpu3HaeTcs), Ho3aaaH

HenpaswUIibHbIN NapamMeTp.

This command
current mode

is not existing in | KomaHga cyuwlectByeT (Npu3HaeTcsl), HO He
MOXET ObITb MCNOMb30BaHa B AAaHHOM pexXnme.

Please configure precursor | KomaHaa  cyuwlectByeT  (Mpu3HaeTcs), HO
command "*»at first! OTCYTCTBYET YCNoOBUEe KOMaHabl.

syntax error: missing "™ before the | Owwnbka cuHTakcuca: KaBblMKM He MOoryT
end of command line! MCNonb3oBaTbCA B Nape.
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1.2.6. Nopaepxka si3blka HeyeTKkon nornku (Fuzzy math)

Shell Ha kOMMyTaTOpPe UMEET NOAOEPXKKY A3blKa HEYETKOW NTOTMKN B MOMCKE KOMaHZ, U KIto4YEBbIX
cnos. Shell 6ygeT pacno3HaBaTb KOMaHAbl U KMOYeBblE CrioBa B TOM Cry4ae, ecnv BBeAeHHas
CTPOKa He BbI3bIBaET HUKAKNX KOH(IUKTOB.

Hanpumep:
1. KomaHga «show interface ethernet status», 6yget pabotaTtb gaxe B Tom crniyyae,
ecnun HabpaTb «sh in ethernet status».

2. OpHako, npu Habope komaHabl «show running-config» kak «show r» cuctema
coobwmnt «%Ambiguous command», T.k. Shell 6ygeT He B COCTOSAHUKN ONpPeaennThb,
4yTO Umenock BBUAy «show radius» nnu «show running-config». Takum obpasom, Shell
CMOXeT MpaBuIibHO pPacno3HaTb KOMaHAy TONbKO ecnu ByaeT HabpaHo «sh rux.
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2. OCHOBHbIE HACTPOMKU KOMMYTATOPA

2.1. OCHOBHbI€ HAaCTPOUKMU

OcCHOBHble HacTpPOMKM KOMMYyTaTopa BKMio4alT B cebs komaHabl NS Bxoda M Bbixoda M3
pexuma agMmuHuUcTpaTopa, KomMaHabl Ans BXoda M Bbixoda M3 pexuma KOHUrypupoBaHusi
MHTepdpenca, ONns HacTpoMkM M OTOBpakeHUs BpPeEMEHVM B KOMMyTaTope, OTOOpaKeHusi
MHCpOpMaLIMK O BEPCUM CUCTEMbI KOMMYTaTOpa 1 Tak Aanee.

KomaHaa lNMosicHeHue

OO6bIYHbIV NONb30BaTeNbCKUN pexum/ Pexxum agMuHucTpatopa

Enable [<1-15>] TlNonb3oBaTenb wucnonb3yeT kKomaHay enable pgna Toro,
disable 4YTOObLI BONTU B peXMM agMnHUCTpaTtopa. A komaHay disable
ANS BbIXxo4a U3 Hero.

Pexxum agMmuHucTpartopa

config [terminal] Bxogut B pexumm rnobanbHOro KoHUrypupoBaHus w3
pexuma agMuHucTpaTopa.

Pa3nunyHble pexumbl

exit BbIxog 13 TEKYLLLErO pexnma 1 BXod B NpeablayLLni pexmm,
HanpuMmep, €ecnv MpUMEHUTb 3Ty KOMaHZy B pexume
rnobanbHOro KOHMUrypupoBaHusi, TO OHa BEPHET Bac B
peXMM agMuHuUCTpaTopa, ecnv HabpaTtb ewe pas (yxe
Haxo4ACb B pexume aaMUHUCTpaTopa), To nonageTe B
Nofib30BaTENbCKUN PEXUM.

show privilege [MokasbiBaeT npusunerum ans onpeneneHHbIX
nonb3oearerneun

PacwupeHHbIn nonb3oBaTenbCKUM pexxnm/Pexxum agMmmHucTpaTopa

end Bbixog n3 Tekywero pexuma M BO3BpalleHUE B PeXuMm
agMUHUCTpaTopa, TOMbKO Korga nonb3oBaTerlb HaxoauTcs
He B Nosib30BaTefbCKOM/aAMUHUCTPATOPCKOM peXnmax.

Pexum agMmmHuUcTpartopa

clock set <HH:MM:SS> | YcTaHoBKa gaTbl U BpEMEHMN.
[YYYY.MM.DD]
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KomaHpa NMosicHeHue
show version OTobpaxeHne Bepcum KommyTaTopa.
set default BosBpalyaeT 3aBoacKMe HAaCTPOMKN.
write CoxpaHseT TekyLyto koHdurypaumio Ha Flash-namatb.
reload [Mepesarpyska KommyTaTopa.
show cpu usage [MokasbiBaeT cTeneHb ncnosibdosaHus CPU.
show cpu utilization [MokasbiBaeT TEKYLLYH CKOPOCTb 3arpy3ku npoteccopa.
show memory usage [MokasbIBaeT cTeNeHb UCMNONb30BaHUA NaAMATW.
Pexum rmno6anbHOro KoOHcurypmpoBaHus
banner motd <LINE>  Hactponka oToOpaxaemon WHgpopMaumm npu ycrewHown
no banner motd aBTOpM3aum nonb3oBatensa 4yepes Telnet nnu koHconbHoe
coeauHeHue.

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBepeHue B Telnet

Telnet — 370 NpocTON NPOTOKON yAaneHHOro 4oCcTyna Ans AUCTaHUMOHHOro Bxoaa. Mcnonb3ys
Telnet, nonb3oBaTesNlb MOXET ANCTAHLMOHHO BONTU Ha XOCT UCnonbays ero IP-agpec nnu nmsi.
Telnet MoOXeT nockbinatbe HaXaTuUs KaBULW yaaneHHOMY XOCTY W BbIBOAUTb AaHHbIE HA 3KpaH
nonb3oBartens mcnonb3ysa npotokon TCP. 370 npo3payvHas npoueaypa, Tak Kak KaxeTtcs To,
YTO MONb30BaTENbCKME KNaBuaTypa MU MOHUTOP MOAKMOYEHbI K yAaneHHOMY Y31y Hanpsmyto.
Telnet ucnonb3yeT KIMEHT-CEPBEPHbIN PEXUM, NoKanbHad CcucTeMa BbICTyNnaeT B pomnu
Telnet-knueHTa, a ypaneHHbln XxocT — Telnet-cepBepa. KommyTtatop MoxeT ObiTb, Kak
Telnet-cepsepom, Tak u Telnet-knueHToM.

Korga kommyTatop ucnonb3yetcs Kak Telnet-cepBep, nonb3oBaTenb MOXET MCMOb30BaTb
Telnet-knueHTckne nporpammebl, BkNoveHHble B OC Windows unu gpyrve onepaumoHHble
cucTeMbl ONA BXoda B KOMMYyTaTop, Kak ONMCaHO paHee B pasfjerie «ynpasrieHne no
He3aBUCUMbIM KaHanam cBaAsu». Kak Telnet-cepsep kommyTaTop nossonseT Ao 5 knveHTam
Telnet-nogkntoveHne ncnone3dya npotokon TCP.

Takke kommyTaTtop pabotas kak Telnet-knueHT, Nno3sonseT Nonb3oBaTEN0 BOWTM B Apyrue
yaaneHHble XocTbl. KommyTatop MoxeT ycTtaHoBuUTb TCP-nogknioveHne TOnbko K OAHOMY
yaaneHHoMy xocTy. Ecnun nosasutcsa Heo6xoAMMOCTb COeAMHEHNS C APYTUM YAaneHHbIM XOCTOM,
Tekywmne coeanHeHma TCP gomkHbl 6biTb pa3opBaHbl.
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2.2.1.2. KomaHabl KoHturypupoBaHus Telnet

1. Hactponka Telnet-cepBepa.

2. Wcnonb3oBaHue Telnet Ana yaaneHHoOro octyna kK KOMMyTaTopy.

1. Hactpowka Telnet-cepepa.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHgpurypupoBaHus

telnet-server enable
no telnet-server enable

AktnBnpyet dyHkumo Telnet-cepepa
Ha KOMMYyTaTope, KOMaH4a «no»
AeakTuBUpyeT 3Ty (PyHKUMIO.

username <user-name> [privilege
<privilege>]

[password [0 | 7] <password>]
no username <username>

HactpanBaeT ums nonb3oBaTens u
naponb gna goctyna no Telnet.
KomaHga «no» yaansaeTt aaHHble
aBTOpM3aunn BblIGpaHHOIo
nonb3oBaTens.

authentication securityip <ip-addr>
no authentication securityip <ip-addr>

HacTtpauBaeT 6e3onacHoCTb
IP-agpecoB ang Bxoga Ha
KommyTaTop no Telnet: komanga «no»
OTMEHSEeT npeablayLLyo KOMaHay.

authentication securityipv6é <ipv6-addr>
no authentication securityipvé <ipv6-addr>

HacTtpanBaeT 6e30nacHOCTb
IPv6-agpecoB gna Bxoaa Ha
kommyTaTop no Telnet: komaHga «no»
OTMEHSIET NpeabIayLLY KOMaHay.

Authentication ip access-class {<num-
std>|<name>}

no authentication ip access-class

CesasbiBaeT ctaHgapTtHbein IP ACL ¢
Telnet/SSH/Beb; komanaa «no»
OTMeEHSeT NpeablayLLy0 KOMaHgy.

Authentication ipv6 access-class {<num-
std>|<name>}

no authentication ipv6 access-class

CesasbiBaeT IPv6 ACL ¢
Telnet/SSH/Beb; komaHga «no»
OTMEHSsIET NpeablayLLy0 KOMaHay.

{local | radius | tacacs}

no authentication line {console | vty | Be6}
login

authentication line {console | vty | Be6} login

HacTpoiika pexuma ayTeHTudukaumm
Telnet.
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KomaHaa

OnucaHue

authentication enable method1 [method?2 ...]
no authentication enable

HacTtponka BKntoYeHUs1 CNNCKOB
MEeTOA0B ayTeHTUUKaLNN.

authorization line {console | vty | Be6} exec
{local | radius | tacacs}

no authorization line {console | vty | Be6}
exec

HacTtponka pexuma asTopmusaumm
Telnet.

accounting line {console | vty} command <1-
15> {start-stop | stop-only | none} methodl
[method2...]

no accounting line {console | vty} command
<1-15>

HacTpoiika cnncka MeTodoB yyeTa.

Pexxnm agMmuHucTparopa

terminal monitor
terminal no monitor

OTobpaxeHne oTnagoyHom
MHpopMaLumn onga Bxoaa Ha
kKommyTaTop Yepes Telnet-knueHT;
KomaHga «no» oTknoyaeT
oTobpaxeHne gaHHOW MHopMaLnu.

2. Wcnonb3oBaHue Telnet Ana yaaneHHoOro octyna kK KOMMyTaTopy.

KomaHga

OnucaHue

Pexxnm agMmuHucTparopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6-
addr> | host <hostname>} [<port>]

Bxoag Ha XxocT kommyTaTtopa u4epes
Telnet-knueHT, BXOAALLMNN B
KOMMNMeKTaumo KoMMmyTaTopa.

2.2.2. SSH
2.2.2.1. BBegeHune B SSH

SSH (aHmn. Secure SHell — «6esonacHas o06oroyka») SBNSIETCA MPOTOKONOM, KOTOPbIV

obecneunBaeT 6e30nacHbIN yaaneHHbIn AOCTyn

K ceTeBbiM ycTpoicTBam. OH OCHOBaH Ha

HagexHom TCP/IP-npoTtokone. OH nopaepxuBaeT Takme MexXaHu3Mbl Kak pacnpegeneHve
Kntoden, npoBepka MNOAMMHHOCTU M wundpoBaHns mexay SSH-cepsepoMm n SSH-knuneHToM,
yCTaHoBKa Ge3onacHoro coeguHeHus. MHdopmaums, nepegaBaemas Yepes 910 coeanHeHne
3awmuieHa oT nepexsarta M pacwmdpoBku. [ns gocTyna K KOMMyTaTopy, COOTBETCTBYOLLEMY
TpeboBaHmsam SSH2.0, Heobxogumo SSH2.0 knMeHTckoe nporpaMmMHoOe obecrneveHune, Takoe,

(@ arecy
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kak SSH Secure Client n Putty. MNonb3oBatenu MOryT 3anyckaTb BblllenepeyvncrieHHoe
nporpammHoe obecneyeHne Ons ynpaBreHns KoMmyTaTopom yaaneHHo. KommyTtatop B
HacTosilee Bpemda nopaepxusaet ayteHTudpukaumio RSA, 3DES u SSH wudgposaHue
NpOTOKOMa, Naposnb Nornb3oBaTensa ayTeHTudukaumum n T.4.

2.2.2.2. Cnucok komaHpa ana koHdpurypupoBaHus SSH-cepBepa

KomaHaa OnucaHue

Pexxum rno6anbHOro KoHgpurypupoBaHus

ssh-server enable AKTMBaUMa  QYHKUMM Ha  KOMMYTaToOpeE;
no ssh-server enable KOMaHga «no» OTMEeHsieT  npeablayLuyto
KomMaHAay.

Username <username> [privilege | HacTpanBaeT vMmsa nonb3oBaTens u naposib
<privilege>] [password [0 | 7] ana poctyna K  KOMMyTaTopy  4epes
<password>] SSH-knneHT. KomaHga «no» yaansaeT AaHHble

no username <username> aBTopusauunmn Bbl6paHHOFO nonb3oBaTend.

ssh-server timeout <timeout> HacTtporka Tanmayta gna ayTeHTudukauum
SSH; KomaHpa «no» BoccTaHaBnuBaeT
3Ha4yeHMss NO YyMOnYyaHWo TarWmayTa Aand
ayTeHTudukaumm SSH.

no ssh-server timeout

ssh-server authentication-retires | Hactpoika 4uicna nNOBTOPHbIX  MOMbITOK
<authentication-retires> SSH-ayTeHTUMKauuu; KomaHpa «No»

no ssh-server authentication-retries BOCCTaHaB/IMBaeT 3HA4YEHNA NO YMOJT4aHUIO.

ssh-server host-key create rsa | CosgaHne HoBoro RSA-kMw4a XocTa Ha
modulus SSH-cepBepe.

<moduls>

Pexnm agMmuHucTparopa

terminal monitor Moka3z oTnagoyHonm wuHGopmaumm SSH Ha
CTOPOHE KMWEHTA; KOMaHOa «No» OTMEHSIeT

npeablayLlyo KoMaHay.

terminal no monitor

30

@ § QTECH

MWP [OOCTYMNHEE



PykoBogctBo nonb3oBatens ans cepmmn QSW-4530 n QSW-4900

OCHOBHbIE HACTPOWKM KOMMYTATOPA " www.gtech.ru |

2.2.2.2.1. Npumep HacTpounkn SSH cepBepa
Mpumep 1:
3apauu:

1. Bknounte SSH-cepsep Ha kKoMMmyTaTope U 3anyctutb SSH2.0 nporpaMmHoe
obecneyeHune knmMeHTa, Takoe kak SSH Secure Client unn Putty Ha TepmuHane. Bontu
Ha KOMMyTaTOop, UCNOJIb3YyS UMS Morb3oBaTeNs 1 Naponb OT KNNeHTa.

2. Hactpoutb IP-agpec, no6aBnte SSH-nonb3oBatenen n aktmeuposatb SSH-cepsuc
Ha kKoMMyTaTope. SSH2.0-KIMMEHT MOXET BOWUTU B KOMMYTATOP, UCNOSb3YSa UMSI
nonb3oBaTend 1 naporb ANg HAaCTPOWKM KOMMyTaTopa.

Switch(config)#ssh-server enable Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0
Switch(Config-if-Vlan1)#exit

Switch(config)#username test privilege 15 password 0 test

B IPv6-ceTax, TepMmHan AOofmkeH 3anycTuTb SSH-kNMMEHT 1 nporpammHoe obecneyeHue,
KoTopoe nopaepxusaet IPv6, Takme kak putty6. lMonb3oBaTenu He [OMKHbI M3MEHSTb
HaCTPOMKM KOMMYyTaTopa, 3a MWCKMNoYeHnem pacnpegeneHunsa IPv6-agpeca Ang nokanbHOro
XocTa.

2.3. HacTpouka IP-agpecoB kKommyTaTopa

Bce Ethernet-nopTbl koOMMyTaTtopa NO YMOMYaHUIO 4ABASOTCA MopTamMmuM [OCTyna And
KaHanbHOro YpOBHSI U BbIMOMHATCA Ha BTOpoM ypoBHe. VLAN-uHTepdenc npencraenser
cobon nHTepdenc TPETbEro YPOBHSA C PYHKUUAMM, OJ1S1 KOTOPbIX MOXET ObITb HasHayeH |P-
agpec, Kotopbin Gymet Takke IP-agpecom kommyTtatopa. Bce cetm VLAN, cBsi3aHHble C
NHTEPdENCOM, N UX KOHUrypaumsa MoryT ObiTb HACTPOEHbI B NoApeXMMe KOHpMrypmpoBaHus
VLAN. KommyTaTop npegocraBnseT Tpu Metoa koHdurypauum IP-agpeca:

e PyyHas
e BOOTP
e DHCP

PyyHas HacTpolika IP-agpeca nossonseT npuceansath |IP-agpec Bpy4Hyio.

B BOOTP/DHCP-pexume, kommyTtaTop pabotaetr kak BOOTP/DHCP-knueHT, otnpasnsaet
LUMPOKOBELLATENbHbIE  MaKEThI BOOTP-3anpoca Ha  BOOTP/DHCP-cepsepa u
BOOTP/DHCP-cepBep HasHa4yaeT agpec OTrnpaBuTEM0 3anpoca, KpoMme TOro, KoMMyTaTop
MOXeT paboTtatb B kadvectBe cepBepa DHCP n gnHamudeckum HasHa4daTb NapameTpbl CeTw,
Takue, Kak IP-agpeca, wno3 n agpeca DNS-cepeepoB DHCP-knuneHTam, 4to nogpobHO onncaHo
B NocreayrLmnx rnasax.

2.3.1. Cnncok KomaHpa AnAa HacTpouku IP-agpecoB

1. BkntodeHne VLAN-pexnma.
2. Py4Has HacTpovika.

3. BOOTP-koHpurypaums.

4. DHCP-koHdurypaums.
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1. BknodeHue VLAN-pexmma.

KomaHaa

OnucaHue

Pexum rno6anbHOro KoHcgpurypmposaHus

interface vlan <vlan-id>
no interface vlan <vlan-id>

CospaHne VLAN-uHTepdenca (MHTepenca
TPEeTbEro YpoBHS); KOMaHZa «nox» yaanser
VLAN-nHTepdenc.

2. Py4Has HacTpovika.

length> [eui-64]

no ipvé address <ipv6-address /
prefix- length>

KomaHpa OnucaHune

VLAN-pexum
ip address <ip_address> <mask>  Hactponka IP-agpeca VLAN-unHTepdeica;
[secondary] no ip address | komaHga «No» yoansiet IP-agpeca
<ip_address> <mask> [secondary] | VLAN-uHTepdeliica.
ipv6 address <ipv6-address / prefix- | Hactpoiika |IPv6-agpecos. KomaHaa «no»

yonanset |IPv6-agpeca.

3. BOOTP-koHGUrypauums.

KomaHga

OnucaHue

VLAN-pexum

ip bootp-client enable
no ip bootp-client enable

BkntoueHne kommyTaTopa Kak
BOOTP-knneHTa gns nonyyenus IP-agpeca u
agpeca wn3a nytem neperosopos BOOTP.
KomaHga «no» Bbikntoyaet BOOTP-knuneHT.
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4. DHCP koHdurypauums.
KomaHpaa OnucaHue
VLAN-pexum
ip dhcp-client enable BkntoyeHne kommyTtaTtopa kak DHCP-knueHta gns

nonyyenuss IP-agpeca v agpeca wnw3a nyTem
3anpocoB DHCP. KomaHga «no» BbIKNtoYaeT
DHCP-knuneHrT.

no ip dhcp-client enable

2.4. Hactponka SNMP
2.4.1. BBegeHne B SNMP

SNMP (Simple Network Management Protocol) sensieTca ctaHgapTHbIM MPOTOKOSIOM CETEBOrO
yrnpaBrieHns, KOTOPbIW LUMPOKO UCMOMb3YeTCs B YNPABEHMN KOMMNbIOTEPHbIMK ceTamu. SNMP
asnseTcs passusatowmmcsa npotokosioM. SNMP v1 [RFC1157] asnsietca nepson Bepcuen
npotokona SNMP, koTtopass aganTupoBaHa K OrpOMHOMY 4MCIy MPOU3BOAUTENEN CBOEN
npocTtoTon n nerkoctbto BHeapeHusi; SNMP v2c sisnsieTca ynydweHHon Bepcnen SNMP vl; B
SNMP v3 ycuneHa 6e3onacHocTb, gobaeneHsl USM n VACM (View-Based Access Control
Model).

SNMP-npoTokon obecneynBaeT NpocTon cnocob obmeHa MHoOpMaUMeEN ynpaBeHUs CeTbHo
mexay AByms Todkamm B cet. SNMP ncnonb3yeTt mexaHnam 3anpoCcoB v nepeaaeT coobLeHns
yepe3 UDP (npoTokon ©6e3 ycTaHOBNEHUs COeANHEHUST TPAHCMOPTHOrO YPOBHS), NOSTOMY OH
XOpOLLO NOAAEPKNBAETCH CYLLECTBYIOLLMM KOMMbIOTEPHBIMU CETAMMN.

SNMP-nNpoTOKON MCMNOMNb3yeT pexum CcTaHumm-areHta. B aTonm CTpykType ectb [nABse
coctasnsawwme: NMS (Network Management Station) n areHt. NMS asnsetca pabouen
CTaHUuen, Ha KOTopoln cTouT knuneHtckaa nporpamma SNMP. 31o aapo SNMP-ynpaBneHus
ceTbto. AreHT cepBepHOro nporpaMmmHoro obecrneveHms paboTaeT Ha yCTPOWCTBaXxX, KOTOpble
HyxgatoTca B ynpasneHmn. NMS ynpasnset Bcemu obbektammn yepes areHToB. KommyTaTop
noaaepXveaeT (PyHKLMKN areHTa.

Cesasb mexgy NMS u areHtom npoucxogut B pexume KnueHT-Cepsep, 0OMeHMBasiCb
ctaHgapTHbeiMK cooblueHnsamn. NMS nocbinaeT 3anpoc, U areHT otBevaeT. ECTb ceMb TMNOB
SNMP-coobLeHuin:

o (Get-Request.

e Get-Response.

o Get-Next-Request.
o Get-Bulk-Request.
e Set-Request.

e Trap.

o Inform-Request.

NMS cBasblBaeTcss C areHToM C nomowbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu Nony4yeH1Mn 3anpocoB, OTBEYaET COObLLEHNEM
Get-Response. O HeKOTOpbIX cneunanbHbIX CUTyauusx, TakuX, Kak M3MEHEHMs1 CTaTycoB
ceTeBbIX MOPTOB YCTPOMCTBA MMM U3MEHEHWSI TOMOSOMMU CETW, areHTbl MOryT OTNpaBnsTb
cneunanbHble cooblleHna 06 aHomarnbHbIX cobbiTuax. Kpome Toro, NMS mMoxeT ObiTb Takke
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YCTAHOBMNEH ANs NpenynpexaeHns HEKOTOPbIX aHoMarbHbIX cobbiTui, akTusmpysds RMON
dyHKkunto. Korga cpabatbiBaeT onpegeneHHoe npaBunio, areHTbl OTNPaBMisaioT COOOLWeHns B
XXypHarnbl cOObITUI B COOTBETCTBMU C HACTPONKaMMU.

USM obecneumBaeT 0e3onacHyio nepegady, XOpowo npogymMaHHoe LwudgpoBaHMe W
ayteHTudpmkaumo. USM  wudpyeT coobuieHnss B 3aBUCUMMOCTM OT BBOZa Mapons
nonb3oBarens.

OTOT MexaHun3am rapaHTupyeT, YTO CcooOLieHnss He MOoryT ObiTb MPOCMOTPEHLI BO BpeEMS
nepegaun. Takke USM AyTeHTudumkaums rapaHTupyeTt, 4To coobuieHne He MoxeT ObiTb
nameHeHo npu nepegade. USM wucnonbdyet DES-CBC-kpuntorpaduio. 1 HMAC-MDS5, n
HMAC-SHA ncnonb3ytoTca ang ayTeHTudmkaumn.

VACM wucnonb3yetca Angd knaccudukaumm npas u AoOCTyna nonb3oBaTtenen. 3To CTaBuT
nonb3oBaTtenen ¢ OOHUM N TEM Xe paspeLleHnem AocTyna B ogHy rpynny. HeaBTopusoBaHHble
nonb30BaTenM He MOryT NPOBOAUTL Onepauun.

2.4.2. BBepeHune B MIB

UHopmauusa ynpasneHns cetbto goctyna B NMS KoppeKkTHO onpefeneHa u opraHnsoBaHa B
MHpopmaumoHHon 6Gase ynpasneHna (MIB). MIB ato npegonpegeneHHas wHdopmauus,
KoTopas MoxeT ObITb OOCTynHa 4Yepe3 NpPOTOKOMbl YMNpaBfieHUA CeTbio, BO BCEW CBOEK
MHOrOCNONHOCTW U CTPYKTYpupoBaHHOM Buae. lNpegonpeneneHHas nHpopmaumsa ynpasneHus
MoXeT ObITb MonyyeHa nyTeM MoOHUTOpuHra ceTeBbix yctponcTB. ISO ASN.1 onpegensier
ApeBoBUaHYO CTpyKTypy anga MIB, cooTBeTCTBEHHO Kaxabih MIB opraHnsyeT BClO AOCTYMHYHO
nHopMaumio B Buae Takon CTpyKTypbl. Kaxabih ysen atoro gepesa copepxut OID
(naeHTMdumkaTop ob6bekTa) n kpaTkoe onucanme ysna. OID npeacTaBnsieT cobon Habop Lenbix
yucen, pasgeneHHbiXx Toykamn, W MoxeT OblTb WMCNONb30BaH AnNd  onpefeneHus
MECTONMOSIOXKEHNSA y3na B ApeBoBMaHON cTpykType MIB, kKak nokaszaHo Ha pUCYHKE HUXKeE:

Root
]
Node(1) g @ Node(2)
Node(1) g @ Node(2)
Object(1) ¢ Node(1) ¢ @ Object(2)

Object(1) ¢
PucyHok 11. Mpumep aepesa ASN.1

Ha atom pucyHke OID ob6bekTta A siBnsetca 1.2.1.1. NMS MOXeT HanTh 3TOT 06 beKT Yepes aToT
yHuKaneHbin OID 1 nony4ntb CTaHAapTHble NepeMeHHble obbekTa. MIB onpegensiet Habop
CTaHAapTHbIX MePeMEHHbIX A1 MOHUTOPUHIa CeTEBbIX YCTPOWCTB, Criefyst 3TOM CTPYKType.

Ecnu nidopmauusa o nepemeHHbix MIB-areHTa gormkHa 6b1Tb TpocMoTpeHa, Heobxoaum 3anyck
nporpammHoro obecrnedeHns npocmotpa MIB Ha NMS. MIB B areHTe 06bl4HO COCTOMT K3
nyénuyHoro MIB un yactHoro MIB. lMy6nuuHbin MIB cogepXut OTKpbITY0 WHGOpMaLmMio
ynpaBrieHnsa ceTbto, KoTopas MoxeT ObiTb gocTynHa Ana Bcex NMS, yactHbii MIB cogepxuT
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KOHKPETHYI0 MHpopMaLmto, KOTOpasi MOXKET ObITb NPOCMOTPEHAa U KOHTPONMPYETCS NOALEPKKOM
npousBoauUTEns.

MIB-I [RFC1156] 6bina nepson peanu3auuen nyonuuHbix MIB SNMP, n Obina 3ameHeHa
MIB-II [RFC1213]. MIB-Il pacwwnpsaet MIB-I n coxpaHnsier OID gns MIB-gepesbes B MIB-I.
MIB-Il, copepXuT BNOXeHHbIE OEpPEBbS, KOTOPbIE Takke HasbiBaloTCA rpynnammn. O6bHEKTbI B
9TUX rpynnax OxBaTbiBalOT BCe (PyHKUMOHanNbHble obnactu B ynpasneHun cetbto. NMS
nonyyaet uHdopmaumo 06 ynpaeneHun cetoto npocmatpmaas MIB Ha SNMP-areHTe.

Kommytatop moxeTt pabotatb B kadectBe SNMP-areHTa, a Takke nogaepxvaetr SNMP
v1/0/v2c n SNMP v3. Takke kommyTaTop noggepxusaeT 6asosblie MIB-II, RMON ny6nnyHble
MIB n gpyrue nybnunyHble MIB, Takue kak Bridge MIB. Kpome Toro, kommyTaTop NnogaepxmBaeT
CaMOCTOATENbHO onpeaeneHHble YacTHble MIB.

2.4.2.1. BBeaeHne B RMON

RMON saensietca Hanbonee BaxHbIM paclumpeHnem ctaHgaptHoro SNMP-npoTtokona. RMON
aBnsieTcss Habopom onpepeneHnn MIB n ucnonb3yetca ans onpeaeneHus CTaHOapTHbIX
CPeAcCTB U nHTepdencoB aAns HabnoaeHns 3a ceTblo, NO3BOMSET OCYLLECTBIATb CBA3b MexXay
TepmuHanamu ynpasnedus SNMP v yaaneHHbiMn ynpasnsemMbiMun kommyTtatopamu. RMON
obecne4vnBaeT BbICOKOI((DEKTUBHbBIV METOA KOHTPOMSI AEACTBUN BHYTPU NOACETH.

MIB RMON coctout 13 10 rpynn. KommyTaTop nogaepxveaeT Hambonee 4acto UCMofb3yemble
rpynnel 1, 2, 31 9:

e Statistics: KOHTpONUPYeT OCHOBHOE MCMONMb30BaHMe U BeaeT CTaTUCTUKY OLIMBOK Ans
Ka)kgol noaceT KOHTPONMPYEMOro areHTa.

° HiStOfyZ no3BondeT nepunoanyeckn 3arnuncbliBaTb o6pasu,b| CTaTUCTUKKN, KOTOpbIe
OOCTYMNHbI B CraTtuctuke.

e Alarm: nosBonsieT NoMb30oBaTENSAM KOHCOMW YNpaBneHnus yCTaHaBnnBaTb KONNYECTBO
UM YUCIO ANS UHTEpPBanoB OOHOBIEHMSI U MOPOroBLIX 3HAYEHUN OMOBELLEHUS OIS
3anncen RMON-areHTa.

e Event: cnncok Bcex cobbiTuin, npomsowenwinx B RMON-areHTe.

Alarm 3aBucat ot peanu3auun Event. Statistics n History otobpaxaloT TekyLuyto CTaTUCTUKY
unn mnctoputo noacetn. Alarm n Event obecneunBaloT MeTon KOHTpPONS nboro namMeHeHus
AaHHbIX B CETU M NPeAoCTaBNAT BO3MOXHOCTb N0AaBaTh CUrHasbl NPW HELLTATHbLIX CODbLITUAX
(oTnpaBka Trap nnu 3anncb B XXypHarbl).

2.4.3. Hactpouka SNMP

2.4.3.1. Cnucok KomaHAa ansi HactTpoukn SNMP

=

BkrntoyeHue n oTkntodeHne pyHkumm SNMP-areHTa.
HacTtpoika cTpokn coobuwectea B SNMP.
HacTtpownka IP-agpeca ctaHuun ynpasnenns SNMP.
HacTtpownka engine ID.

HacTpoika nons3osaTens.

HacTtpowka rpynnbi.

Hactpoiika suaa.

Hactponka TRAP.

BkntoyeHune/BbikntoveHne RMON.

© o N TN
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1. BknwodeHue n oTkntodeHne oyHkumm SNMP-areHTa.
KomaHpa OnucaHue
Pexxum rmo6anbHOro KoHcgurypmposaHus

snmp-server
enable no snmp-server enable

BkntoyeHne dgyHkumm SNMP-areHTa Ha
kommyTatope. KomaHaa «no» BblkNoYaeT
3Ty PyHKUMIO.

2. Hactpolika cTtpoku coobuiectea B SNMP.

KomaHpa OnucaHune

Pexum rmo6anbHOro KoHcpurypmpoBaHus
snmp-server community {rojrw} {0 | 7} HacTpownka cTpoku coobuiectsa B8 SNMP
<string> [access {<num-std>|<name>}] | ana «kommyTtatopa. KomaHga «no»
[ipv6-access {<ipv6-num-std>|<ipv6- yaansieT 3Ty CTPOKY.
name>}] [read <read-view-name>] [write
<write-view-name>|
no snmp-server community <string>
[access {<num-std>|<name>}] [ipv6-
access {<ipv6- num-std>|<ipv6-name>}]

3. Hactponka IP-agpeca ctaHuuu ynpasneHna SNMP.

Komanpa OnucaHune

Pexum rmo6anbHOro KoHcurypmpoBaHus
snmp-server securityip {<ipv4-address> | | Hactpouka 6e3onacHbIX
<ipv6-address>} IPv4/IPv6-agpecoB, KOTOpble  UMEIOT
no snmp-server securityip  {<ipv4- MP@BO AOCTyNa K KOMMyTaTOpY. KomaHga
address> | <ipv6-addl’eSS>} «No» yaandeT 3T HaCTPOUKU
snmp-server securityip enable BknioyeHne u  OTKNOYEHWE  (PYHKUUK
snmp-server securityip disable nposepkn besonacHbix IP.
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4. Hactpowka engine ID.

KomaHaa

OnucaHue

Pexxum rnobanbHoro

KOHdUrypmpoBaHus

snmp-server engineid <engine-string>
no snmp-server engineid

Hactponka nokanbHoro engine ID Ha
KoMMyTaTOpe. OTa KomaHaa
ncnonbsyetcs ansa SNMP v3.

5. Hactponka nonb3oBaTens.

KomaHaa

OnucaHue

Pexum rnob6anbHoro

KOHpUrypmupoBaHus

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md5
| sha} <word>] [access {<num-
std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6- name>}]

no snmp-server user <user-string>
[access {<num-std>|<name>}] [ipv6-
access {<ipv6- num-std>|<ipv6-name>}]

[lobasneHne nonb3oBatena B SNMP
rpynny. 9ta KOMaHga ucnonb3yeTcs Ans
HacTponkn USM gns SNMP v3.

6. Hactpouka rpynnebl.

KomaHga

OnucaHue

Pexum rnobanbHoro

KOHdUrypmpoBaHus

snmp-server group <group-string>
{noauthnoprivjauthnopriv|authpriv} [[read
<read-string>] [write <write-string>] [notify
<notify-string>]] [access {<num-
std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

no snmp-server group <group-string>
{noauthnopriv|authnopriv]jauthpriv}
[access  {<num-std>|<name>}] [ipv6-
access {<ipv6-num-std>|<ipv6-name>}]|

YcTaHoBKa WHGOpMaumnm O rpynne Ha
KoMMyTaTOpe. JTa KomMaHga
ncnonb3yetcs ana Hactponkn VACM ans
SNMP v3.
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7. Hactponka smaa.

KomaHaa

OnucaHue

Pexum rno6anbHOro KoOHcurypupoBaHus

string> {include|exclude}

string>]

snmp-server view <view-string> <oid-

Nno snmp-server view <view-string> [<oid-

Hactponka BMaa Ha kKommyTtaTope. JTa
KomaHaa ucnonbdyetcs ana SNMP v3.

8. Hactporika TRAP.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHcurypmpoBaHus

snmp-server enable traps
no snmp-server enable traps

BkntounTtb oTnpasBky Trap-coobuieHnn. 9Ta KomaHaa
ncnonbsyetcs ana SNMP v1/0/v2/v3.

snmp-server host {<host-
ipv4-address> | <host-ipv6-
address>} {vl | v2c | {v3
{noauthnopriv | authnopriv |
authpriv}}} <user-string>

no snmp-server host {<host-
ipv4-address> | <host-ipv6-
address>} {vl | v2c |{v3
{noauthnopriv | authnopriv |
authpriv}}} <user-string>

YcraHoBka IPv4/IPv6-agpeca xocTa, KOTOPbLIN
ncnonb3yeTcsa Ans nonydeHus mHgopmaumm SNMP
Trap. Ona SNMP v1/0/v2, ata komaHAa Takxke
HacTpamBaeT CTPOKy coobuwectBa ansa Trap; Ans
SNMP v3, aTta KoMaHga Takke HacTpavBaeT UMS
nonb3oBaTtenss WM ypoBeHb 6e3onacHoctn Trap.
KomaHaa "no", otmeHseT aToT IPv4- unu IPv6-agpec.

snmp-server trap-source
{<ipv4-address> | <ipv6-
address>}

no snmp-server trap-source
{<ipv4-address> | <ipv6-
address>}

YcraHoBka |IPv4- wnn IPv6-agpeca WCTOYHMKA,
KOTOPbIN UCNONb3yeTcs ANs oTnpaBku Trap-nakeTos,
KoMaHga «no» yaansieT KoHdurypaumio.
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9. BkntoyeHune/BbikniodeHne RMON.

KomaHaa OnucaHue

Pexum rno6anbHOro KoOHcurypupoBaHus

rmon enable BkntoyeHue/BbiknodeHne RMON
no rmon enable

2.4.4. Tunu4Hble npumepbl HacTponkn SNMP
IP-agpec NMS 1.1.1.5, IP-agpec kommyTartopa (areHta) 1.1.1.9.

CueHapun 1: NMporpammHoe ob6ecneveHne NMS ucnonbayet npotokon SNMP gns nonyyexus
AaHHbIX OT KOMMyTaTopa.

KoHdurypaumnsa kommyTtatopa, 3anmcaHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT mcnonb3oBaTb YaCTHYO CTPOKy coobuiecTBa ans AocTyna K KoMMyTaTopy Ans
YTEHMS U 3anncuy paspeLLeHUii U UCNonb3oBaTh NyBMYHYI0 CTPOKY coobLLecTBa Ans AocTyna
K KOMMYTaTOpPy TOMNbKO AN YTeHUS pa3peLLeHmi.

CueHapun 2: NMS 6yget nonydatb Trap-coobiieHus ot kommyTtatopa (MNpumedaHue: NMS,
BO3MO>XHO, NPOBEPUT 3HAYEHME CTPOKM coobLuecTBa ans Trap-coobuieHnin. B atom cnyyae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKM coobLlecTBa usertrap).

KoHpurypaumsa kommyTtaTopa, U3roxXeHa HUxe:

Switch(config)#snmp-server enable

Switch(config)#snmp-server host 1.1.1.5 v1 usertrap

Switch(config)#snmp-server enable traps
CueHapui 3: NMS ucnonbayet SNMP v3, 4tobbl nony4nte MHOPMaLMIO OT KOMMYTaTopa.
KoHdurypaumnsa kommyTaTopa, U3rnoxXeHa HuXe:

Switch(config)#snmp-server

Switch(config)#snmp-server user tester UserGroup authPriv auth md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
max

Switch(config)#snmp-server view max 1include

CueHapun 4: NMS xouveT nonyuutb v3Trap-coobuieHue, OTnpaBneHHOe KOMMYTaTOPOM.
KoHdurypaumst kommyTaTopa, U3rnoxeHa Huxe:

Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester

Switch(config)#snmp-server enable traps
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CueHapun 5. IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kommyTatopa (areHTta)
2004:1:2:3::1. MNMonb3dosatenun NMS ucnonbaytoT npotokort SNMP ansa nonyyYyeHns AaHHbIX OT
KOMMyTaTopa.

KoHurypaumsa kommyTtaTopa, U3roxXeHa HUxXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 2004:1:2:3::2

NMS moxeT Mcnonb3oBaTb YacTHY CTPOKy coobliecTBa Ans AocTyna K KoMmyTaTopy Anst
YTEHMS U 3anncu paspeLleHunii Unn cnonb3oBaTh Ny6rMYHyI CTPOKY coobLecTBa Ans AocTyna
K KOMMYTaTOpPy TOMNbKO AN YTeHUS1 pa3peLLeHmi.

CueHapumn 6: NMS O6yget nonyyatb Trap-coobuieHunst ot kommyTtaTtopa (MNpumevanne: NMS,
BO3MOXHO, NPOBEPUT 3HAYEHME CTPOKM coobLuecTBa anst Trap-coobuieHnin. B atom cnydae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKM coobLiecTBa usertrap).

KoHdpurypaumsa kommyTtaTopa, U3roxeHa HUxXe:
Switch(config)#snmp-server host 2004:1:2:3::2 v1 usertrap

Switch(config)#snmp-server enable traps

2.4.5. Nounck HeuncnpaBHocTen SNMP

Korga nonb3oBatenu HacTpamBaioT SNMP, SNMP-cepBep mMoxeT He paboTaTb LOMMKHbIM
o6pa3om uM3-3a OTKasza (PU3NYECKOro COeOMHEHUS U HenpaBWUIbHOW KOHUrypaumm un T.A4.
lMonb3oBaTtenu MOryT yCTpaHuTb Npobnemsl, BbINONHMB TpeboBaHNS, yKa3aHHbIE HUXKE:

e Yb6eauTbCsl B HAOEXHOCTU PU3NYECKOro COEOUNHEHUS.

e YBeautbes, YTO MHTEpdENC M NPOTOKON nepefadn LaHHbIX HaxoOATCA B COCTOSAHUW
«up» (ncnonb3dymnTe komaHay "Show interface"), a Takke CBA3b MeXay KOMMyTaTOpPOM U
XOCTOM MOXeT 6bITb NpoBepeHa nyTem pinga (Mcnonb3ynTte komaHay "ping”).

e YBeautbcs, 4TO BKNOYeHa yHKums SNMP-areHTa. (Mcnonb3oBaTb koMaHAgy “"snmp-
server").

e YbBeautbcs, uyto 6esonacHocTb IP gna NMS (sncnonb3oBaTb KOMaHAy “"snmp-server
securityip") n cTpoka coobLiecTtBa (MCnonb3oBaTbh KOMaHAy "snmp-server community")
npaBUbHO HACTPOEeHbl. Ecrnn 4To-TO M3 3TOro He HacTpoeHo, SNMP He cmoxeT
obwartbes ¢ NMS gomkHbiM ob6pasom.

e Ecnu Heobxoguma Trap-cpyHKUMSA, He 3abyabTe BkMYMTL Trap (Mcnonb3oBaTtb
koMaHay "snmp-server enable traps"). N He 3abyabTe npaBunbHO HacTpoutb IP-agpec
XOCTa U CTpoKy coobuectBa ana Trap (Mcnonb3oBaTb KomaHAgy "snmp-server host"),
4YTOOLI 06EecneunTb OTNPaBKy Trap-COOOLLEHMI HA YKa3aHHbIN XOCT.

e Ecnu Heobxognma RMON-yHKUMSA, OHa AOmkHa ObiTb BKMOYEHa (MCMonb3oBaTb
koMaHay "rmon enable").

e  Wcnonb3ynte komangy "show snmp», 4To6bl NPOBEPUTEL OTNPaBEHHbIE N MNOSTyYEHHbIE
coobuweHna SNMP; Ucnonb3ynte komaHgy "show snmp status”, 4tobbl npoBepuTb
nHopmaumio o koHdurypaumm SNMP; Mcnonedynte komaHay "debug snmp packet”,
4TOObI BKMOYNTL PYHKUMM OTraaku n nposepkn SNMP.

e [Ecnu nonb3oBatenb nNo-NpexHemMy He MOXeT pewunTb npobnembl ¢ SNMP,
obpawantecb B TEXHUYECKUIN LEHTP.
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2.5. MogepHu3auma KommyTtartopa

KommyTatop npegocTtaBnder pgea cnocoba o6HoBneHusa: o6HoBneHne BootROM- wu
TFTP/FTP-o6HoBneHue nog Shell.

2.5.1. CucrtemHble ¢hannbl KOMMyTaTopa

CucTtemHble davinbl BKNoYaloT B cebs hannbl obpasa cucteMsl (image) n 3arpy3oyHbie (boot)
dannbl. O6HOBNEHNE CUCTEMHLIX (hannoB KomMyTaTopa nogpasymeBaeT cobor nepesanucb
cTapbix pannos HOBLIMMW.

dann obpasa cucteMbl BkIodaeT B cebsi oxaTble dannbl annapaTHbiX ApanBepos, ansbl
nporpammMmHoro obecneveHms n T. 4., 3To To, YTO Mbl 06bI4HO Ha3biBaeM «IMG filey.

3arpyso4Hble (boot) darinbl HeobxoauMbl ANA 3arpy3kmM U 3anycka kKomMmyTatopa, 3To TO, YTO
Mbl 06bIYHO HasbiBaem «ROM file» (MoryT ObiTb Cxatbl B IMG-dainbl, ecnn OHW CAULLIKOM
bonbwnx pasmepoB). B kommyTaTope 3arpy3oudHble hannbl pa3peLlleH0 COXpaHsaTb B TONbKO B
ROM.

KommyTatop onpegendetr nyTb M umeHa ana davnoB 3arpy3km kak flash:/boot.rom n
flash:/config.rom.

KommyTatop npegocTtaBnsieT nonb3oBaTtento ABa pexuma obHoBnenus: 1. BootROM-pexum;
2. TFTP- n FTP-obHoBneHne B pexume Shell. 3Tn gBa cnocoba o6HoBNeHUs OyayT onucaHbl
noapobHo B criegyowmx AByX pasgenax.

2.5.2. BootROM-o6HOBNneHue

EcTtb oBa metoga anst BootROM-o6HoBneHus: TFTP n FTP, koTopble MoryT 6biTb BblOpaHbl B
KoMaHgax HacTponkn BootROM.

yepes KOHCONbHbIN 1/0/1
Kabenb

MogknwoueHune
yepes «nart4y-Kopa»

=

— =h
PucyHok 12. TunmyHas Tononorusa ans obHoBneHns kommyTatopa B pexvme BootROM

Mpouenypa o6HOBMNEHNS NEpeUYNCiEHa HUXeE:
War 1:

Kak nokasaHo Ha puCyHKe, MCNOSb3yeTCsl KOHCOMbHbIN kabenb ans nogkntodeHus MK k nopty
ynpaeneHns Ha kommyTaTtope. [IK gomkeH wmeTb nporpammHoe  obecnedveHue
FTP/TFTP-cepBepa, a Takke ann image HeobxoamMmbln 4 06GHOBNEHUS.

LWar 2:

Haxmute "Ctrl + B" BO Bpemsa 3arpy3kum kKoMMyTaTopa AMS MNEpPeKOYEeHUss B PEXUM
BootROM-mMoHuTOpa. Pe3ynbTaTt onepaumm nokasaH Huxe:

Boot#
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LWar 3:

B BootROM-pexume, 3anyctute "setconfig", uTobbl ycTaHOBUTH IP-agpec u macky
KommyTatopa ans pexuma BootROM, IP-agpec n macky cepsepa, a Takke Bbldepute TFTP-
unn FTP-obHoBneHus. [Mpegnonoxum, 4to agpec kommyTtatopa 192.168.1.2, a agpec
koMmnbtoTepa 192.168.1.66 u BbiGepute TFTP-o6HOBNEHMe koHurypaumm. 310 Oyaer
BbIrNA4eTb Tak:

Boot# config
Host IP Address: [10.1.1.1] 192.168.1.1
Server |IP Address: [10.1.1.2] 192.168.1.2
Boot#

War 4:

Bkntounte FTP/TFTP-cepsep Ha MK. na TFTP 3anyctute nporpammy cepeepa TFTP, ana FTP
3anyctute nporpammy FTP-cepsep. lNpexae, yem HavaTtb 3arpy3ky ¢pavna oBHOBNEHUs Ha
KOMMYTaTop, NPOBEPbTE COEANHEHNE MEXOY CEPBEPOM M KOMMYTATOPOM C MOMOLLIbIO ping’a ¢
cepBepa. Ecnu ping ycneweH, 3anyctute komangy "run" B BootROM-pexume. Nocne 4ero
Ha4yHéTcA 3anyck danna MNO HenocpeacTeeHHo ¢ TFTP-cepsepa.

Boot# run tftp:nos.img
Loading nos.img ...
Using rtl9311#0 device
TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'nos.img".
Load address: 0x81000000
War 5:
Mocne ygayHon 3arpysku, nponsseante obHoBneHne kommyTtatopa us Shell-pexnma.

2.5.3. ObHoBneHue FTP/TFTP

2.5.3.1. BBepeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sBnstwoTca npoTtokonamu
nepegaun cannos, oHM oba nNpuHaanexart K YeTBEepPTOMY YPOBHIO (YPOBHIO NMPUIIOXKEHWI) B
TCP/IP-cTeke NpOTOKOSOB, MCNOMb3yemMoMy ANs nepedayn pannoB mexagy KomnblTepamu,
y3namu n kommytatopamu. Oba oHn nepeaatoT dhanrnbl B KIMEHT-CEpBEPHON Mogenn. PasHuua
MeXAy HMMK OnuncaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP gna obecneyeHns HageXHOW CBA3N U TPaHCMOPTUPOBKM
NnoToKa AaHHbIX. TeM He MeHee, OH He NpedycMaTpuBaeT npoueaypy asTopusauumn ansa goctyna
K havinam m ncnonb3yeT NPOCTON MeXaHn3M ayTeHTudpurkauum (nepegaeT MMs Nonb3oBaTens
MW Naponb Ana ayTeHTMdUKaumMm B BMAE OTKPbITOro Tekcta). [Npu ncnone3oBanmm FTP gns
nepegaydv ¢arnnos, 4OMKHbI ObITb YCTAHOBMEHbI ABA COEANHEHNSA MEXAY KIMMEHTOM N CEPBEPOM:
yrnpasnswLiee coevHeHne U coeavHeHue nepegayun AaHHbix. Janee gomxeH ObiTb nocnaH
3anpoc Ha nepegady ot FTP-knueHTa Ha nopT 21 cepeepa ANd yCTaHOBMEHUs ynpaBngaoLero
COeQIHEHUS 1 cornacoBaHuA nepefaydn AaHHbIX Yepes ynpasnsioLlee coeguHeHne.

CyLLl,eCTByeT ABa TuUna Taknx COeLI,I/IHeHI/IIZZ aKTUBHbIE N NaCcCMBHbIE COeaNHEHUA.

Mpw aKTMBHOM NOAKIIOYMEHNM KITUEHT NepefaeT ero aapec v HoMep nopTa ans nepegayn AaHHbIX
cepBepy, Yynpaenswllee coeauHeHWe MOAAEPXKMBAETCS 00 3aBeplUeHUs nepegadn aTux
[AaHHbIX. 3aTeM, UCNonb3ysi agpec U HoMmep nopTa, NPedoCTaBIieHHbIX KIMMEHTOM, cepBep
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yCTaHaBnuBaeT coeguHeHne Ha nopT 20 (ecnu He 3aHAT) 4ns nepegaydn gaHHblx, ecnv nopt 20
3aHAT, cepBep aBTOMAaTUYECKN reHepMpyeT APpYron HoOMep nopTa Ans YCTaHOBKM COeAMHEHWS.

Mpy NaccMBHOM MNOAKIOYEHUW, KMMEHT Yepe3 ynpasnsiollee CoeguHeHWe MpocUT cepsep
YyCTaHOBWTb NOAKMOYEHNE. 3aTeM cepBep Co34aeT CBOW MOPT AN NPOCNyLUMBAHMSA AaHHbIX 1
YyBEAOMISIET KINMEHTa O HOMepe 3TOro nopTa, Aanee KIWeHT ycTaHaBnMBaeT coeauHeHue C
yKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obecneumBatowmm cnyxOy nepegaynm AaHHbix ©es
NOATBEPXAEHNA aocTaBkm un 6e3 ayteHTudwmkaumm un astopusaumn. OH obecneumBaeT
npaBunbHy nepefadvy AaHHbIX NyTeM MexaHu3ma OTMnpaBku NOATBEPXAEHUS U MOBTOPHOM
nepega4yn Tanm-ayT naketoB. [Mpemmywiectso TFTP nepen FTP B ToM, 4YTO NepBbIn ropasgo
npoLe N MMeeT HMU3KNE HaKNagHble pacxoabl nepeaayn gaHHbIX.

KommyTtatop moxeT pabotatb kak FTP/TFTP-knueHT nnu cepsep. Korga kommyTtatop paboTtaet
kKak FTP/TFTP-knueHT, channbl koHdUrypaumm u cCUCTEMHbIE hannbl MOXHO 3arpysvTb C
yaaneHHoro FTP/TFTP-cepBepa (3T0 MOryT GbITb Kak XOCTbl, Tak U Apyrne komMMmyTatopbl) 6e3
ywepba onsi ero HopMmarnbHoM paboTkl. U Takke MOXET ObITb NONYy4YeH CNUCOK dhansioB ¢ cepBepa
B pexume FTP-knueHta. KoHEYHO, KOMMYTaTOp MOXET Takke 3arpysuTb Tekylime
KOH(MrypauunoHHble annbl n cuctemHble ¢annbl Ha yaaneHHoin FTP/TFTP-cepeep (31O
MoryT ObiTb KakK XOCTbl, Tak WU gpyrue kommyTatopbl). Korga kommyTtatop pabotaeTr Kak
FTP/TFTP-cepBep, OH MOXeT obecneuntb 3arpy3ky 1 BoIrpy3Ky dhansioB A aBTOPM30BaHHbIX
FTP/TFTP-KnNneHTOB.

BoT HekoTOpble TEPMUHBI, YacTo ncnonb3yemole B FTP/TFTP.
ROM: CokpawieHHo oT EPROM, CI13Y. EPROM 3ameHsieT FLASH-namsaTb B KOMMyTaTOope.

SDRAM: O3Y B kOMMyTaTOpe, KOTOpasa ncnonb3yetcs Ans paboTbl CUCTEMbI U NPOrPaMMHOro
obecneyeHuns, a Takke XpaHUnNuLLa nocrnegoBaTenbHOCTU KOHUIypaLuu.

FLASH: ®nsw-namate ucnonb3yeTca ANns  XpaHeHus (annoB cuctembl U hanna
KOHcpurypauuu.

System file: BkntovaeT B cebs obpas cuctembl 1 3arpy304HbI dans.

System image file: dpann obpasa cuctembl Bko4aeT B ceba cxkaTble dannbl annapaTHbIX
ApaneepoB., dalrbl NPorpamMmmMHOro obecneyeHms, 3To To, YTO Mbl 06bIYHO Ha3biBaeM «IMG filey.
IMG-chbann MoxeT ObITb COXpaHeH Tonbko B FLASH.

Boot file: HeoBxogumbl Onsa 3arpy3ku M 3anycka KoMmyTaTtopa, 3TO TO, YTO Mbl OObIYHO
HasbiBaeM «ROM file» (MoryT GbITb CxaTtbl B IMG-thbannbl, ecnu oHWM cnuwkom 6GonbLunx
pa3smepoB). B kommyTaTope 3arpy3oyHbie dhansbl pa3peLleHo coxpaHaTb B Tonbko B ROM.

KommyTatop onpegendet nyTb M umeHa anga avnos 3arpy3km kak flash:/boot.rom n
flash:/config.rom.

Configuration file: Bkntodaet B ceba ¢anin HavanbHOW KOHurypauum u dann TekyLlen
KOHGurypauun. PasHvua B CBOWCTBax Mexay 3TuMu avinamm nossonsetr obneryntb
pe3epBHOE KONMMpOBaHWE U 0BHOBNEHME KOHGUrypauui

Start up configuration file: 370 nocrnegoBaTenbHOCTb KOMaHA, KOHpUrypawumm, ucnonb3yemasi
npu 3anycke kommyTtatopa. ®ann HavyanbHOW KOHUrypaumm XpaHUTcsa B SHEProHe3aBnUCHMMOMn
namatu. Ecnun yctponctso He nogaepxmsaeT CF, dann KoHpUrypauum XpaHUTCa TONMbKO BO
FLASH. Ecnu yctponcteo nogaepxusaet CF, @ann KoHdpurypauum XxpaHutcs BO
FLASH-namatu nnn CF. Ecnu ycTponcTBo nogaepxumeaet MyrnbTUKOH(UIYpPaLNOHHBLIN chann,
OHW JOMMKHbI MMeTb pacwmpeHue .cfg, uma no-ymonyanuto startup.cfg. Ecnm yctponcteo He
nogaepXmBaeT MyNbTUKOHMUIypaLuMoHHbIM anrn, uma danna HavanbHOW KoHdurypaumu
AOMMKHO BbITh Startup-config.

Running configuration file: 310 Tekywasa (running) nocrnefoBaTeNbHOCTb KOMaHA
KOHUrypaumm, ncnonb3yemMas KoMmMyTaTtopom. TeKyLLnn KOHUIYPaLMOHHbLIN han XxpaHuTcs
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B onepaTtmBHOM nNamaTu. B npouecce paboThbl Tekywas koHdurypaumsi running-config moxert
6bITb coxpaHeHa 3 RAM Bo FLASH-namaTb KomaHaom «write» unum «copy running-config startup-
config».

Factory configuration file: dann koHdurypauum, nocraensiemMbii C KOMMyTaTOpPOM, Tak
HasbiBaembln factory-config. [Ins Toro, 4Tobbl 3arpy3vTb 3aBOACKOW hawnn KoHdurypauum u
nepesanncaTb hann HavanbHOM KoOHdUrypaumm Heobxoammo BBECTU KomaHabl «set default» n
«write», a 3aTeM nepesarpy3mTb KOMMyTaTop.

2.5.3.2. Hactpowuka FTP/TFTP

KoHdurypaumn kommyTtaTtopa kak FTP- un TFTP-knueHTa noytM OOWHAKOBLI, MO3TOMY
npouenypbl HacTponku ana FTP n TFTP B 9TOM pyKoBOACTBE ONUCaHbl BMECTE.

1. Hactpowvika FTP/TFTP-knueHTa.
1.1. 3arpy3ska davnos FTP/TFTP-knueHTOM.

KomaHaa NMossicHeHue

Pexxum agMmuHucTpartopa

copy <source-url> <destination-url> | 3arpyska cdannos FTP/TFTP-knueHToM
[ascii | binary]

1.2. MNpocmoTp gocTynHbIX harnos Ha FTP-cepeepe.

KomaHaa MosicHeHue

Pexxum agMuHucTparopa

ftp-dir <ftpServerUrl> MpocmoTp goctynHbix hannos Ha FTP-cepeepe. ®opmar
agpeca B [AaHHOM cny4vae BbIMAAMT  Tak:
ftp://nonb3oBaTtens:napons @IPv4|IPv6-agpec.

2. Hactponka FTP-cepBepa.
2.1. 3anyck FTP-cepBepa.

KomaHnpa NosicHeHue

FmobanbHbLIN peXxum

ftp-server enable 3anyck cepBepa, KOMaHOa «no» BbIKMOYaeT

no ftp-server enable cepeep
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2.2. HacTtpounka nmeHn nonb3oBaTtend n napona gns sxoga Ha FTP-cepsep.

KomaHaa lMosicHeHue

MoGanbHbLIN pexnum

ip ftp username <username> HacTpovika umeHM nonb3oBaTens M napons
password [0 | 7] <password> ana Bxopga Ha FTP-cepsep. KomaHpa «no»

no Ip ftp username<username> yaoannut nMa nosib3oBaTtesid U naposib

2.3. NameHeHne BpeMeHn oxngaHms FTP-cepsepa.

KomaHaa lNMosicHeHue

FnobanbHbIN peXxum

ftp-server timeout <seconds> BbicTaBnseT Bpemsa oxugaHust OO0 paspbiBa
CBA3N

3. Hactponka TFTP-cepsepa.
3.1. 3anyck TFTP-cepBepa.

KomaHaa lNMosicHeHue

FnobanbHbIN peXxum

tftp-server enable 3anyck cepBepa, kKOMaHOa «nNO» BbIKNKOYaeT

no tftp-server enable cepeep

3.2. 'ameHeHune Bpemenun oxnagaHma TFTP-cepsepa.

KomaHpa NosicHeHue

FMobanbHbLIN peXxum

tftp-server  retransmission-timeout | BeicTaBnseTr TaWmayT OO peTpaHcnsaumm
<seconds> naketa
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3.3. Hactpoika konunyectBa pas peTpaHcnauMm [o TanMayTta Afs HENOBPEXOAEHHbIX
nakeToB.

KomaHaa lMosicHeHue

MoGanbHbLIN pexnum

tftp-server  retransmission-number | YcTaHaBnNuBaeT YNCIO peTpaHCAsaunin
<number>

2.5.3.3. MNpumepbl HacTponkn FTP/TFTP

HacTponkn oguHakosbl ang IPv4- n IPv6-agpecos. Npumep nokasaH Toneko ans IPv4-agpeca.

1/o/1| 10.1.1.2

10.1.1.1

N

Il

PucyHok 13. 3arpyska nos.img ¢aina FTP/TFTP-knveHTom

CueHapun 1: Vcnonb3oBaHue kommyTtaTopa B kadectBe FTP/TFTP-knueHTta. KommyTatop
coeguHsieTca  O4HMM U3 CBOMX MOPTOB C  KOMMbIOTEPOM, KOTOPbLIN  sIBNSieTcA
FTP/TFTP-cepeepom c IP-agpecom 10.1.1.1, kommyTtatop gencteyet kak FTP/TFTP-knueHT,
IP-agpec nHutepdenca VLAN1-kommyTatopa 10.1.1.2. TpebyeTcs 3arpy3utb cann "nos.img" ¢
KOMMblOTEPa B KOMMYTaTOP.

2.5.3.3.1. HacTpouka FTP

HacTtpoika komnbloTepa:

3anyctute nporpammHoe obecneveHne FTP-cepBepa Ha KOMMbHOTEPE WM YCTAaHOBUTE UMS
none3oBatena "PC" u naponb "superuser'. [lomectute ann "12_30_nos.img" B
COOTBETCTBYOWMIA KaTanor FTP-cepBepa Ha koMmmnbloTepe.

[Nanee onvcaHa npoueaypa HaCTPOWKN KoMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
Switch(config)#exit
Switch#copy ftp://PC:superuser@10.1.1.1/0/12_30_nos.img nos.img
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CueHapun 2: Micnonb3oBaHne KomMmyTaTopa B kadectese FTP-cepeepa. KommyTtaTop paboTtaet
Kak cepBep W NogkniovaeTcs OAHMM M3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPbLIA SABMsieTCA
knneHToM. TpebyeTca nepenatb amn «nos.img» ¢ KOMMyTaTopa Ha KOMMbIOTEP U COXPaHUTb
ero kak «12_25 nos.img».

[anee onucaHa npoueaypa HaCTPONKM KoMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
Switch(config)#ftp-server enable
Switch(config)# username admin password 0 superuser

HacTpoiika komnbloTepa:

3ananTte Ha kommyTaTop ¢ noboro FTP-knueHTa ¢ umeHem nonb3oBaTensa «admin» 1 naponem
«superusery», ucnonb3ynte koMmaHay «get nos.img 12_25 nos.img» ansa 3arpysku cauna
«N0S.img» C KOMMyTaTOpa Ha KOMMbIOTEP.

CueHapun 3: Vcnonb3oBaHue kommyTatopa B KadectBe TFTP-cepeepa. KommyTtatop
paboTtaeT kak TFTP-cepBep 1 coeauHSaeTcss OOQHUM N3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOPbIN
anaetca TFTP-knueHToMm. Tpebyetcs nepepaTtb bamn «nos.img» C KOMMyTaTopa Ha
KOMMbIOTEP.

[lanee onucaHa npouenypa HaCTPONKN KoMmmyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
Switch(config)#tftp-server enable

HacTpoika komnbloTepa:

3angute Ha kommyTaTop ¢ nboro TFTP-knneHTa, ucnonbayte komangy «tftp» gnsa sarpysku
«nos.img» panna c koMMyTaTOpa Ha KOMNLIOTEP.

CueHapun 4: KommyTatop BbICTynaeT kak FTP-knueHT ans npocMmoTtpa cnucka annos Ha
FTP-cepBepe. YCNoBusi CUHXPOHM3ALUUKN: KOMMYTATOp COEAMHEH C KOMMbITEPOM 4epes
Ethernet-nopt, komnbtoTep sBnsietca FTP-cepsepom c IP-agpecom 10.1.1.1; KommyTatop
BbICTynaeT kak FTP-knueHT ¢ IP-agpecom nHtepderica VLAN1 10.1.1.2.

2.5.3.3.2. Hactpouka FTP

HacTponka komnbloTepa:

3anyctute FTP-cepBep Ha KOMMbIOTEPE M yCTaHOBUTE MMA nonb3oBatensa «PC», u naponb
«superuser».

HacTtponka kommyTaropa:
Switch(config)#interface vlan1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
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Switch#copy ftp: //PC:superuser@10.1.1.1

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img nos.rom

parsecommandline.cpp

position.doc gmdict.zip

..(some display omitted here)

show.txt

snmp.TXT

226 ansfer complete.

2.5.3.4. YcTtpaHeHue HeucnpaBHocTen FTP/TFTP
2.5.3.4.1. Nouck HeucnpaBHocTen FTP

Mepen Hayanom npolecca 3arpy3ku/ckadnBaHnst CUCTEMHBIX (pannoB ¢ NOMOLLBIO NPOTOKOMa
FTP Heobxogumo NpoBEpUTb HaNMune CoeaANHEHUsST MeXay KIMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLIeCTBMTb C MOMOLLbLIO KOMaHAbl «ping». Ecnn axo-TecTupoBaHWe HeygadHo, crnegyeT
YCTPaHUTb HEMOMNaakn ¢ CoOeanHEHNEM.

Cnepytowee coobueHne, otobpaxaeTcs npu ycrnewHon oTnpaske ¢annos. Ecnn oHo He
NOSIBUIOCH, NOXanymncra, NpoBepbTe NOAKIIOYEHNE K CETU N MOBTOPUTE KOMAHAY «COpy» eLle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCIl mode data connection for nos.img.
226 Transfer complete.

close ftp client.

Ecnn kommyTatop obHOBASAET chain NPOLUMBKA UM pann HadvanbHON KoHdUrypaumm vepes
FTP, oH He gomxeH nepesanyckaTbCs Noka He nosBuTcs cooblleHne "close ftp client» nnu 226
Transfer complete» ykasbiBaowmne Ha ycnewHoe o6HOBMNEeHME, B MNPOTUBHOM cry4ae
KOMMyTaToOp MOXeT ObiTb MOBpEexAeH M ero 3anyck b6yget HeBo3moxeH. Ecnu obHoBneHne
yepe3 FTP He ypaetcqa, nonpobynte ewe pa3 wnu ucnonb3ynte pexum BootROM pnsa
0oBHOBNEHMS.
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2.5.3.4.2. Nouck HeucnpaBHocTen TFTP

Mepen Hayanom npoLecca 3arpysku/ckadnBaHnst CUCTEMHBIX (pannosB ¢ MOMOLLBIO NPOTOKOMNa
TFTP Heo6x0amMmo NpoBEPUTL HANUUMe COeANHEHNA MEXAY KITMEHTOM U CEPBEPOM, 3TO MOXHO
OCYyLLECTBMTb C NMOMOLLbID KOMaHabl «ping». Ecnn Ha oTnpaeneHHbin echo-request He ObINo
nosiydeHo oTBeTa, crieayeT YCTPaHUTb Henonaakn ¢ CoeANHEeHNEM.

Cnegytowee coobuieHne, oTobpaxkaeTcs Npu ycnewHon oTnpasBke dannos. Ecnn oHO He
NOSIBUNOCH, NOXanyncTa, NpoBepbTe NOAKMNIOYEHNE K CETU U NOBTOPUTE KOMAHAY «COpy» elle
pas.

nos.img file length = 1526021
read file ok

begin to send file, wait...

file transfers complete.
close tftp client.

Cneayiouwee coobuieHne, otobpaxkaeTcsi Npu ycnewHoM nonyyvyeHun dannos. Ecnm oHo He
NOSIBUIOCH, NOXanymncra, NpoBepbTe NOAKIIOYEHNE K CETU U MOBTOPUTE KOMAHAY «COpy» eLe
pas.

begin to receive file, wait...
recv 1526037

*kkkkkkkkkkkkkkkkkkkkkkk

write ok
transfer complete
close tftp client.

Ecnn kommyTaTtop obHOBRSET dhann NPOLUMBKM UK (hanin HavanbHOW KOHUrypaumm vyepes
TFTP, oH He JomKeH nepesanyckaTtbcsa noka He nosiBuTcst coobuieHne "close tftp client» unn
"226 Transfer complete» ykasbiBalowme Ha ycnewHoe OOHOBMEHME, B MPOTMBHOM Clyyae
KOMMYyTaTop MOXeT OblTb MOBpexaeH M ero 3anyck byaet HeBo3MoOXeH. Ecnn obHoBneHne
yepe3s TFTP He ypaetcs, nonpobynte ewe pa3 unu ucnonb3ynte pexum BootROM ana
obHoBMEHNS.
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3. KOHOUT'YPUPOBAHUE NMOPTOB

3.1. BBegeHue

Ecnn nonb3oBatenb Xo4eT CKOHUIypnpoBaTb CETEBON NOPT, OH MOXET BBECTU KOMaHAY
«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYIOLLNA PEXUM KOHUrypauum
nopta, roe <interface-list> copgepxut oamMH unmM Heckornbko nopToB. Ecnu <interface-list>
COOEPXMT HECKONbKO MOPTOB, HOMEpPA NOPTOB pasdensarTcs cneunanbHbiMM CUMBOSIAMA «,» U
«-», TAe «,» UCNonb3yeTcs Ansa nepevncrieHns NopTos, a «-» AN yKasaHug guana3oHa HOMepoB
noptoB. [Nonoxum, onepaums AomkHa ObiTb BbINONHEHa Haa noptamu 2,3,4,5. Torga komaHaa
Oypet BbImMAgeTb Tak «interface ethernet 1/0//2-5». B pexume KoHurypauum nopta MOXHO
N3MEHATb CKOPOCTb, PEXMM Aynfiekca M HacTpauBaTb ynpaefieHne Tpadddukom, Mpu 3TOM
AaHHblEe N3MEeHeHMs TpebyoT COOTBETCTBYIOLLMX MUBMEHEHU HA OTBETHbIX CETEBbIX MOPTaX.

3.2. Cnucok KkomaHA AnAa KoHpurypmpoBaHus NnopToB

1. Bxopg B pexum koHdburypauumn Ethernet-noprta.
2. KoHdurypauus napameTpoB CETEBOro NopTa.
2.1. KoHdpurypauusa pexuma combo gns combo nopTos.
2.2. BKMOYMTL/BBIKIOYUTL NOPThI.
2.3. KoHdourypaumsa numeHun nopTa.
2.4. KoHdurypauusa Tuna kabensa Ha nopry.
2.5. KoHdoumrypauma ckopoCTu 1 gynrekca Ha nopry.
2.6. KoHtburypaumnsa KOHTPOMs Nonockl NponyckaHus.
2.7. KoHburypauusa ynpasneHus Tpadpgukom.
2.8. BkntoueHune/BbiknoveHne yHKLUUN pacno3HaBaHus NeTrnu.
2.9. KoHcpurypaumsa KOHTpONs WMpoKoBeLLaTerbHbIX LUTOPMOB HA KOMMYyTaTope.

2.10. KoHurypaums pexmma ckaHupoBaHug nopra.
2.11. KoHurypaums KOHTPOSS HapyLUEeHUA CKOPOCTM Ha NOPTY.
2.12. KoHdurypaums nHtepeana cbopa CTaTUCTUMKM NO CKOPOCTM NopTa.

3. BupTyanbHbini TecT kabens.

1. Bxopg B pexum KoHdurypauumn Ethernet-nopta.

KomaHaa OnucaHue

Pexum rno6anbHoOro KoHgpurypupoBaHus

interface ethernet <interface-list> Bxog B pexxum KoHurypaumm
Ethernet-nopra.
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2. KoHurypauus napameTpoB CceTeBOro nopra.

KomaHaa

OnucaHue

Pexum nopta

media-type {copper | fiber}

YcTaHoBKa pexnma combo-nopTa (TONbKo
Aans combo).

shutdown
no shutdown

BkntoueHne/BbIkNtOYEHME YKa3aHHOMO nopTa.

description <string>
no description

HasHadyeHne nnu oTMeHa uMeHun nopta.

speed-duplex {auto [10 [100 [1000]] |
forcel0-half | force10-full | force100-
half | force100-full | force100-fx
[module-type {auto-detected | no-
phy- integrated | phy-integrated}] |
{{forcelg-half | forcelg-full}
[nonegotiate [master | slave]]}|
forcel0g-full}

no speed-duplex

YcTaHoBKa CKOPOCTU U aynnekca Ha nopTy
ansa 100/1000 BASE-TX nnn 100 BASE-FX.
C onepatopom NO gaHHas komaHaa
BOCCTaHaBNMBaET NapamMeTpbl nopTa no
YMOJT4aHMIo, TO €CTb AOrOBOPHYH CKOPOCTb U
aBTOMaTU4ecKoe onpeaerneHne aynnekca.

negotiation {on|off}

BkrnitoueHune/BbIkntoMeHE PyHKUUK
aBTOMaTUYECKOro onpeaeneHns napameTpos
ana 1000 BASE-FX.

bandwidth control <bandwidth> [both
| receive | transmit]

no bandwidth control

YcTaHOBKa U OTMEeHa 3Ha4YeHUs nosiochl
NponycKaHUsi, UCNonb3yemMon Anis
BXoaswero/ucxoasiiero Tpaduka ans
yKa3aHHbIX NOpPTOB.

flow control
no flow control

BkntoveHune/BbIkntoveHne yHKLUUN KOHTPOMS
Tpadduka Ans ykasaHHbIX NOPTOB.

loopback
no loopback

BkntoueHune/Bbiknto4YeHne q)yHKLI,I/II/I neTnn
OnA YKa3aHHbIX NMOPTOB.
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KomaHaa

OnucaHue

storm-control {unicast | broadcast |
multicast} <Kbits>

BkntoveHne pyHKUNN KOHTPOSIS LUTOPMOB
ANS WnpoKoBeLaTesibHbIX,
MHOronosfb30BaTENbCKNX U NEPCOHANTbHbIX
NakeToB C HEM3BECTHbIM afpecoM
Ha3Ha4YeHNs (KOPOTKMX OIS
LUMPOKOBELLATENBHOMO) U yCTaHOBKa
AO0MNYCTUMOrO YMcna LMpOoKoBeLLaTeNbHbIX
naketoB; oopmat NO gaHHOM KOMaHAabI
OTKMoYaeT PYHKLNIO KOHTPONS
LUMpOKoBeLLaTEeNbHbIX LUTOPMOB.

Switchport flood-control
{bcast|mcast|ucast}

KoHurypmnposaHme kommyTaTopa He
nepefasaTb LUMPOKOBELLATENbHbIE,
MHOrononb3oBaTeNbCKNe N NepCcoHarnbHble

no switchport flood-control
{bcast|mcast|ucast}

[MakeTbl B yKa3aHHbIW MNOPT, KOMaH4a no
OTKIMOYaET AaHHY0 (PYyHKUMIO.

rate-violation <200-2000000>
[recovery <0-86400>|]

no rate-violation

YcTaHaBnuBaeT MakcUMarbHYyH CKOPOCTb
npuema nakeToB Ha nopTy. Ecnu ckopocTb
NPUHATMS NAKEeTOB NpPeBbILLAeT
paspeLUeHHy, KOMaHAa BbIKMYaeT 3TOT
MOPT U KOHUTYPUPYET BpeMSt
BOCCTaHOBIEHMS MopTa (Mo yMONYaHUIo

300c). KomaHga NO oTknoyaeT ycTaHOBKY.

Ooo6wmn pexum

port-rate-statistics interval [<interval -
value>]

KoHdurypauus nHtepeana cbopa CTaTUCTUKK

MO CKOPOCTW.

3. BupTtyanbHbii TecT kabens.

KomaHaa

OnucaHue

Pexum KoHurypauum noprta

virtual-cable-test interface ethernet

TecT BUpTyanbHoro kabens Ha nopTe.
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3.3. NMpumepbl KOH(Urypaumm nopTa

Switch1

Switch3

1/0/12

Switch2

= -

PucyHok 14. Mpumep koHUrypaumm nopta

VLAN He ckoHdUrypupoBaHbl Ha kommyTtatope. o ymonyanuio ncnonsdyetcs VLANT.

KommyTtaTtop MopT CsoucTtBa
Switchl 1/0/7 JlnmunT Bxoasawen nonocol: 50 Mb
Switch2 1/0/8 3epKanupoBaHHbIN MNOPT UCTOYHMKA
1/0/9 100 Mbps full, 3epkanupoBaHHbLIN NOPT
NCTOYHUKA
1/0/10 1000 Mbps full, 3epkanMpoBaHHbIA NOPT
Ha3Ha4yeHus
Switch3 1/0/12 100 Mbps full

KoHdurypaums npmBeneHa HmUxe:

Switchl:

Switchl(config)#interface ethernet 1/0/7
Switch1(Config-If-Ethernet1/0/7)#bandwidth control 50000 receive

Switch2:

Switch2(config)#interface ethernet 1/0/9
Switch2(Config-If-Ethernet1/0/9)#speed-duplex force100-full

Switch2(Config-If-Ethernet1/0/9)#exit
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Switch2(config)#interface ethernet 1/0/10
Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full
Switch2(Config-If-Ethernet1/0/10)#exit

Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9
(

Switch2(config)#monitor session 1 destination interface ethernet 1/0/10

Switch3:

Switch3(config)#interface ethernet 1/0/12
Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12)#exit

3.4. YcTpaHeHMe HeucnpaBHOCTEN Ha NOPTY

34ecb NPUBOAMTCS HECKONBKO CUTYaLMIA, YacTo BCTpeYaloLwmnxcs npy KoHdurypaumm nopTa, u
npeanaratTcs UX peLleHns:

[1Ba coeanHeHHbIX ONTUYECKNX MHTepdenca He NoAHMMAKOTCA ecnn OAUH UHTepdenc
HAacCTPOEH Ha aBToOMNpedeneHne, a Ha BTOPOM >XECTKO YCTaHOBIEHbl CKOPOCTb W
aynnekc. 1o onpepensietca ctangaptom [EEE 802.3.

He pekomeHayeTcs criegytowasi KOHUrypauus: BKIOYEHWE KOHTpons Tpaduka u
OOHOBPEMEHHO YCTaHOBIEHME NMMUTa A1t MHOrOMNoNb30BaTeNbCKMX NAkeToB Ha TOM
K€ TMOpTy; YCTaHOBKA OOHOBPEMEHHO KOHTPONS 3a LUMPOKOBELlaTENbHbIMU,
MHOromnosib30BaTeNbCKMMMN U NEPCOHANbHbLIMU MakeTaMu C HEM3BECTHbLIM Ha3Ha4YeHNeM
1 orpaHMYeHnst nonockl Ha nopTy. Ecnu Takne koMGUHaLMK yCTaHOBMEHbI, NPOMyCKHas
CNOCOBGHOCTb NOpTa MOXET OKa3aTbCs MEHbLLE OXNAaeMOW.
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4. KOHOUTYPALUA dYHKLUUUN N30NALUUUN MOPTOB

4.1. BBegeHue B (pyHKLMIO U3ONALUN NOPTOB

M3onaumsa nopToB — 9TO He3aBUCMMas NOPTO-OpPUEHTUPOBaHHaS (PyHKLMSA, paboTatowasa mexay
noptamu, Kotopas M3onuMpyeT MOTOKU pasnu4dHbIX MNOPTOB Apyr oT gpyra. C NOMOLLbI 3TOM
dyHKUMN nonb3oBaTenb MOXeT usonuposaTb nMopThl B npegenax VLAN ana coxpaHeHus
pecypcoB VLAN un ycuneHusa cekpeTHocTM ceTwu. [locne Toro, kak ata dyHkumst Oyget
CKOH(pUrypmpoBaHa, nopTbl B rpynne M3oNMpOBaHHbIX NOPTOB OyayT M30NMPOBaHbl Apyr OT
Apyra, B TO BpeMsi Kak NOPTbl U3 pasnU4HbIX rpynn M3onaumm Unmnm Hen3onMpoBaHHbLIX MOTYT
nepecbinaTtb AaHHble OpYyr Apyry COBepLUEHHO HopMarnbHO. Ha kommytatope moxeT ObiTb
CkOHUrypmnpoBaHo He 6onee 16 rpynn n3onsuumn nopTos.

4.2. CnUcok KoMaHpg, Ans KoHcpurypauum nsonsiuum nopTos

1. Cospgatb rpynny n3onmpoBaHHbIX MOPTOB.
2. [o6asuTb Ethernet-nopTbl B rpynny.
3. OTtob6pasnTb KOHUrypauumio rpynmnsl N30N8LMM NOpTOB.

1. CospaTtb rpynny n3onmpoBaHHbIX NMOPTOB.

KomaHpa OnucaHue

Pexum rno6anbHoOro KoHgpurypupoBaHus

isolate-port group <WORD> Cospgaet rpynny M3onmpoBaHHbIX NOPTOB.
C onepatopom NO aTa komaHAa yaanseTt

no isolate-port group <WORD>
rpynny M3onMpoBaHHbIX MOPTOB.

2. [Oob6asutb Ethernet-nopTbl B rpynny.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHcurypupoBaHus

isolate-port group <WORD> switchport [Jo6asnseTt oguH nopT unu rpynny NnopToB
interface [Ethernet | port-channel] B rpynny W30AMPOBaHHbLIX  MOPTOB,
<IENAME> KoTopble GyayT M30MMpOBaHbl OT OPYrux

_ _ noptoB B rpynne. Onepatop NO ypanset
no isolate-port group <WORD> switchport OOVMH MOPT UMW rPyNny NOpTOB U3 rpynnbi
interface [Ethernet | port-channel] N30NMPOBAHHBIX MOPTOB.

<IFNAME>
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3. OT06pasuTb kKoHGUrypaLmio rpynnbl N30MsSLMM NOPTOB

KomaHaa OnucaHue

Pexum agMuHucTpatopa, Pexxum rno6anbHOro KoH¢urypmpoBaHus

show isolate-port group [ <WORD> ] [MokasbiBaeT  KOHdUrypauuio rpynn
N30NMPOBAHHbLIX MOPTOB, BKIOYaa Bce
CKOHPMryprpoBaHHbIe rpynnbl

n3onupoBaHHbIX NopToB 1 Ethernet nopThl
B Kaxxgowu rpynne.

4.3. TunoBble NnpuMepbl PYHKLUUN U30MALMU NOPTOB

11015 Switch1

Switch2 Switch3

Sooooooooooa

PucyHok 15. TunoBble npuMepb! (yHKLUM U30MNSILMM NOPTOB

Tononorusa n KoHUrypauusa KOMMyTaToOpOB NokasaHa Ha pucyHke Bbiwe. MopTel €1/0/1, €1/0/10
n el/0/15 Bce npuHagnexat Kk VLAN 100. TpebosaHne 3aknto4vaeTcs B TOM, 4YTOObl nocne
BKITHOYEHUS (PYHKUMM M30Nauumn noptoB Ha kommyTtaTope Switch1-noptel €1/0/1 1 €1/0/10 Ha
3TOM KOMMYTaTope He MOrfuY CBA3bIBaTbCA APYr C APYroM 1 06a MOrnm CBs3biBaTbCA C MOPTOM
€1/0/15, cMOTpALWMM B CeTb. TO eCTb CBA3M Mexay ntobbiMm napamu downlink-nopToB - HET, n
B TO Xe Bpems cBA3b Mexay nobsiv downlink-noptom n uplink - paboTtaeT. BoiwecToawmi nopt
MoxeT paboTaTb ¢ NobbIM NOPTOM HOPMAribHO.

4.3.1. KoHdumrypauua kommytatopa SWITCHA:
Switch(config)#isolate-port group test
Switch(config)#isolate-port group test switchport interface ethernet 1/0/1;1/0/10
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5. KOHOUTYPALUUA DYHKLUUUA PACMNMO3HABAHUA
MNETIIN HA NMOPTY

5.1. BBegeHue B hyHKLUUIO pacrno3HaBaHUA NeTnum

C pasBuTMEM CETEBLIX YCTPOMCTB BCEe Oonblle M Gonblue nonb3oBaTenen NoAK4vaTcs K
ceTun vyepes Ethernet-kommyTaTopbl. B NpOMbILINEHHbIX CETAX NOMb30BaTENU NOMy4aroT AOCTYN
yepes KOMMyTaTopbl 2-f0 YPOBHS, YTO NPEABABNSET CTporne TpeboBaHMsA K B3anmMoaencTeumio
MeXay YCTPOMNCTBaMM Kak BHELLHEN, TaK U BHYTpeHHen ceTu. Koraa TpebyeTcs B3anmogencrane
Ha 2-M ypoBHe, coobLeHne A0MKHO OTNPaBNATLCA TOYHO B cooTBeTcTBMM ¢ MAC-aapecom Ans
KOppeKkTHOM paboTbl Mexay norb3oBaTensaMu. YCTPOMCTBA BTOPOrO YPOBHSI 3anoOMWMHAOT
MAC-agpeca, nsy4das exogsawmne MAC-agpeca MCTOMHUKOB NAKeToB U NP NOCTYNNEHUN NakeTa
C HEN3BEeCTHbIM agpecoM UCTOYHUKa OHU 3anuckiBatoT ero MAC-agpec B Tabnuuy, 3akpennsas
ero 3a nopTtoMm, OTKyAa npuvwen 3ToT nakeT. Takum obpasomMm criedyrowmi naket ¢ AaHHbIM
MAC-agpecom B kadecTBe nopTa HasHayeHus ByaeT oTnpaBneH cpady Ha 3ToT nopT. To ecTb
agpec cpasy ukcupyeTcsa Ha NopTy A51s OTNpPaBKM BCEX NAKETOB.

Korga naket ¢ MAC-agpecoM UCTOYHUKA, YXKe U3YYEeHHbIM KOMMYTaTOpOM, NPUXOAnuT yepes
Apyron nopT, 3anucb B Tabnuue MAC-agpecoB nsMeHseTcs Takmm o6pas3om, 4Tobbl nakeTbl C
AaHHbIM MAC-agpecoM Hanpasnanucb Yepes3 HOBbI MOpT. B pesynbTarte, ecnv Ha yyacTtke
Mexay ABYMS agpecaTamu CyuwlecTByeT kakas-nnbo netns, Bce MAC-agpeca us ceT BTOporo
YypOBHSA 6yayT nepecbinatbesi Ha TOT NOpT, rae cywecTtsyeTt netns (06blvHO MAC-agpeca B 3TOM
CIny4yae C BbICOKOM 4YacCTOTOW MepekniovarTcs C OQHOro nopTa Ha OpYyrow), YTO Bbi3blBAET
neperpysky u notepto paboTtocnocobHOCTM ceTn 2-ro ypoBHS. BoT nmouyemy Heobxoammo
npoBepsiTb HanuuMe neTnuM Ha ceTeBbiX noptax. Korga Ha nopTy onpegensietcsa netns,
obGHapyxuBLLee ee yCTPOMCTBO AOSMKHO MocnaTtb NpeaynpexaeHve B cUCTeMy ynpaBrieHus
CeTbto, NO3BOIAA CETEBOMY aAMUHUCTPATOPY OOHAPYXNUTb, NOKanNM3oBaTb U peLwnTb Npobrnemy
B CEeTuU.

MockonbKy cucTeMa OBHapYXeHMsI NeTernlb MOXET aBTOMaTUYECKU MPUHMMATb PeLleHUst o
HanuuuyM NeTnM B COEAMHEHUN N ee UCYEe3HOBEHUM, YCTPOMCTBA C (PYHKLMSMU KOHTPOSS Ha
noptax (TakMx Kak U30Nsuus NOPTOB W KOHTPONb 3a 3anomuHaHvem MAC-agpecoB) MoryT
3HAYUTENBHO CHU3WUTbL HArpysKy C CETEBOro aAMMHUCTPATOpa, a TakKe YMEHbLUUTb BpPeMs
peakuuy Ha Npobremy, MUHUMU3NPYS BO3AENCTBUE NETNN Ha CETb.

5.2. Cnucok KOMaHz, ans KOH(purypupoBaHus dyHKUUN
pacno3HaBaHUA NeTNM Ha NOpPTy

KoHurypmpoBaHue BpeMeHHOIro UHTepBana pacno3HaBaHus NeTnu.
BkroveHne yHKUUKM pacno3HaBaHus NeTnu.

KoHuryprupoBaHue pexuma rnoprta npu pacrnosHaBaHUn neTnu.

BbiBOA oTnagovHon nHdopmaumm no pacno3HaBaHUo NeTnu.
KoHdurypmpoBaHue pexxuma BOCCTAaHOBIEHUSA NpY pacno3HaBaHUM NETAN.

akrwbde
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1. KoHdurypmpoBaHue BpeMeHHOro MHTepBara pacrno3HaBaHus neTnu.

KomaHaa OnucaHue

Pexxum rno6anbHOro KoHgpurypupoBaHus

loopback-detection interval-time KoHourypupoBaHue BpeMEHHOIO
<loopback> <no-loopback> WHTepBana pacrno3HaBaHus neTnu

no loopback-detection interval-time

2. BknioyeHne pyHKUMM pacno3HaBaHUs neTnu.

KomaHaa OnucaHue

Pexum koHcUrypupoBaHus nopra

loopback-detection specified-vlan <vlan- | BknioyeHne u  BbIKnloYeHME  PYyHKLMK
list> no loopback-detection specified-vlan | pacno3HaBaHna neTnu
<vlan- list>

3. KoHdurypupoBaHue pexnma nopta npu pacno3HaBaHUM NETN.

KomaHpa OnucaHue

Pexum koHcUrypmupoBaHusa nopra

loopback-detection control {shutdown | BkntoyeHwne n BbIKMOYEHME
|block} ONpEeAeneHHoro pexuma noprta npu

no loopback-detection control pacrosHasaHuh NETNu.

4. BbiBOA 0TNAgo4YHOM MHGIOPMAaLMM MO pacno3HaBaHWUIO NETN.

KomaHpa OnucaHue

Pexum agMmmHucTparopa

debug loopback-detection BbiBOO o0OTnagoyHonm WHdopmMauuun no
pacnosHaBaHuio netnu. C onepaTtopomM
NO gaHHasi koMmaHaa npekpallaeT BbiBOA
0TNago4YHON HGOpPMaUUW.

no debug loopback-detection
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KomaHaa OnucaHue

Show  loopback-detection [interface | MNokasbiBaeT cTatyc W pesynbTaThbl
<interface-list>] pacrno3HaBaHuUs NeTniM Ha Bcex nopTax,
ecnuv Apyrux napameTpoB He BBOAWTCS; B
NPOTUBHOM Clny4ae nokasblBaeTcs cTaTyC
N pe3ynbTaT pacrno3HaBaHUsA NeTnu Ans
KOHKPETHbIX NOPTOB

5. KOH(bVIprVIpOBaHMG pexnmMma BOCCTaHOBJI1E€HUA MNMPU pacno3HaBaHU NETIIN.

KomaHaa OnucaHue

o6wmin pexum

loopback-detection control-recovery KoHdourypmposaHue pexuma

timeout <0-3600> BOCCTaHOBMNEHNA MNpu pacno3HaBaHUK
neTnu (aBTOMaTU4ECKOE
BOCCTaHOBMIEHNE UNN HET) U BPEMEHM
BOCCTaHOBIEHUS.

5.3. NMpumepsbl (pyHKLUN pacno3HaBaHUA NeTNU Ha NOpPTy

1/0/1

PucyHok 16. TunuyHbIN NpuMep NoaKmoYeHns

B npvBegeHHOM Huxe KOHdUrypauuu, KoMmyTaTop onpedenseT cywecTBOBaHWE NeTnv B
Tononornun cetu. llocne BKIMOYEHMA (PYHKLMM pacno3HaBaHns NeTnun Ha nopTy, CMOTPSLLLEM BO
BHELLHIOK CeTb, KOMMyTaTop 6yaeT yBeOoOMNATb MOACOEOUHEHHYI0 CeTb O CyLLeCTBOBaHMU
neTnn N KOHTPONMpoBaTb NOPT KOMMyTaTopa Angd obecneyeHms HopmanbHOW paboThbl AaHHOWM
ceTu.

lMocnepoBaTenbHOCTbL KOHGUrypauum KoMmmyTaTopa:
Switch(config)#loopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/0/1
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Switch(Config-If-Ethernet1/0/1)#loopback-detection special-vlan 1-3
Switch(Config-1f-Ethernet1/0/1)#loopback-detection control block

Ecnu BbiGpaH meToa 6NMoKMPOBKU NpW onpeaeneHnn NeTnn, AoMMKeH ObiTb rnobanbHO BKITHOYEH
npotokon MSTP Ha Bcen ceTu, a Takke AO0MKHbI ObITb CKOHPUIypMpOBaHbl COOTBETCTBYHOLLME
CBA3N MexXay npoTokonom ceasytowero gepesa n VLAN.

Switch(config)#spanning-tree
Switch(config)#spanning-tree mst configuration
Switch(Config-Mstp-Region)#instance 1vlan 1
Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#

5.4. PeweHue npo6nem ¢ (pyHKLMEN pacno3HaBaHMUA NeTNUN Ha NOpTy

CDyHKLI,VIFI pacno3HaBaHUA NEeTIn Ha NOPTY BbIKIMKYEeHa Mo yMONYaHUIO U OO0JKHa ObITb
BKIO4eHa npun HeOGXOD,I/IMOCTI/I.
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6. KOHOUT'YPALUUNA OYHKLUWUUN ULDP
6.1. O6wasa nucgpopmauma o ULDP

OpHoHanpaBneHHbIA NIMHK — 3TO pacnpocTpaHeHHasd npobrnema B ceTu, 0cobeHHO Anis
ONTUYEeCKUX coeamHeHun. log OAHOHAMNpPaBIiEHHbIM COEOMHEHWEM MOHMMAETCs CuTyauus,
KOrga oaunH NopT COEANHEHMS MOXET NPMHMMaTb COOBLLIEHNA OT APYroro nopTa, a TOT HE MOXEeT
nonyyatb ux oOT nepsoro. Ecnn dusnyecknin ypoBeHb coeguHeHust ectb un paboTaeT
HOpManbHO, Npobnema cBA3N Mexay YCTPoMCTBamMmn He MoXeT BbiTb 0O6HapyXeHa. Kak nokasaHo
Ha puCyHKe, npobrnema ONTUYECKOro CoeanHEHMT HE MOXET ObiTb 0OHapyXeHa nocpeCTBOM
MeXaHU3MOoB (PM3NYECKOrO YPOBHS, TaKMX Kak aBTOMAaTUYECKOe CorfacoBaHue napaMeTpoB.

SwitchA

SwitchB

PucyHok 17. MepekpecTHoe NoaKnoYeHne AByHanpaBneHHOro onTMYeckoro CoeanHeHns

SwitchA SwitchB

SwitchC

PucyHok 18. OaunH 13 KOHLIOB KaXaoro ByXHanpaBneHHOro onTUYecKoro COeaANHEHUS He
NOAKIIOYEH

Takon Bug npobnem 4acTo BO3HMKAET B CuTyauuu, korga mnu uHtepdenc, nnn GBIC (Giga
Bitrate interface Converter — koHBepTep uWHTepdenca co ckopocTeto 1 [6uT) ummetror
nporpaMmmMmHble npobnembl, B 9TOM criydyae obopyaoBaHMe CTaHOBUTCA HEOOCTYMHbIM UMK
paboTaeT HenpasunbHo. OgHOHaNpaBfeHHOE COeAMHEHNE MOXET Bbi3blBaTb LIENYH Ceputo
npobriem, TakmMx Kak 3auuKiiMBaHue CBA3YHOLEro AepeBa UM LWMPOKOBELLATENbHbIM LUTOPMaMm
(broadcast black hole).

ULDP (Unidirectional Link Detection Protocol — npoTokon obHapyxeHus ogHOHanpaBreHHbIX
COeaUHEHUIN) MOXeT MOMOYb OBHapPY>XUTb HEUCNPABHOCTb, KOTOpas BO3HWKAET B CUTyauuUsX,
nepeyncrieHHblX Bblle. B koMMyTaTope, NOAKMIOYEHHOM 4Yepe3 OMTUYECKY WU MeOHYHo
Ethernet-nuHuio (Takyto kak BuTasa napa naton kateropum), ULDP moxeT MOHMTOpUTL cTaTyc
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dumsmyecknx coeanHenun. B cniyuae, ecnn obHapy>XeHO ogHOHanpaBfieHHOe COeAMHEHME, OH
noceinaeT npegynpexaeHne nonb3oBaTensaM U MOXeT BbIKIHYUTL NOPT aBTOMaTUYECKN, UM
BPYYHYIO, B 3aBMCUMOCTM OT KOHUrypaumm nonb3oBaTens.

OyHkuna ULDP B komMmyTaTope pacnos3HaeT ydaleHHble YCTPOMCTBa M MNpoBepsieT
KOPPEKTHOCTb COEOMHEHUI, UCMNOMNb3ys UHTEPaKTUBHYKD CUCTEMY COOCTBEHHbIX COOOLLEHWIN.
Korga ULDP BkntoyeH Ha nopTy, MexaHu3M ornpefeneHna cratyca noprta 3anyckaeTcsl, YTo
noapasymeBaeT MOCbIfKy COOBLIEHNI pasnnMYHOro BMAa, KOTOpble MOCHINATCA pasnuYHbIMU
nognporpammMamMu 3TOr0 MexaHu3ama Ansa NPOBEepKu cTaTyca COeAuHEeHWn nytem obmeHa
WHpopmaumen ¢ yaaneHHoiMn yctpouctBamu. ULDP mMoxeT AvHamudecku onpenenstb
WHTEepBarn, C KOTOPbIM yAaneHHoe YCTPOMUCTBO MOoChblflaeT CBOU yBeJOMIEHUSA U nogcTpanBaeT
B COOTBETCTBMM C HWUM CBOW nokanbHbii mHTepBan. Kpome Ttoro, ULDP ob6ecneunBaet
MexaHu3m pecTtapTa, ecnu nopt Obin 3abnoknposaH ULDP, Takke coeanHeHne MOXeT ObiTb
npoBepeHO elle pa3s nocne pectapta. BpemeHHoOW WHTepBan NOCbLIKA yBEAOMMEHUA W
pectapta nopta B ULDP moxeT KoHurypupoBaTbcs nonb3oBaTensamMmu, Takum obpasom ULDP
MoXeT ObicTpee pearvpoBaTtb Ha NPobnemMbl COEANHEHMI B PA3fIMYHOM CETEBOM OKPYXKEHWMU.
MokasaTtenem npasunbHon paboTtbl ULDP sBnsetca paboTa coeavHeHust B OyNiIEeKCHOM
pexume, 370 3HaumT, 4to ULDP BKknoyeH Ha 06OMX KOHUAX COEAMHEHUSI U UCMONb3yeT
OAMHAKOBLIN METOA aBTopU3auumn 1 Naporsb.

6.2. Cnncok komaHpa ana koHcpurypuposaHus ULDP

BkntoveHune dyHkumn ULDP Ha KommyTaTope.

BkntoveHune pyHkumn ULDP Ha nopty.

KoHdurypaums arpeccuBHOro pexmnma Ha kKommyTtaTope.

KoHurypaums arpeccuBHoOro pexnma Ha nopry.

KoHdurypaumsa meToaa BbIKNOYEHNS OA4HOHAMNPaBIEHHOrO COeANHEHUS.
KoHdurypaums nHtepsana ysegomnenun (Hello messages).
KoHdurypaums nHtepsana BOCCTaHOBEHUS.

PectapTt nopTa, Bblkno4eHHOro yHkumen ULDP.

[emMoHcTpauuoHHasa n otnagoyHasa nHpopmauusa dyHkumm ULDP.

© o N O rWDNRE

1. BkniodeHue dyHkumm ULDP Ha kommyTaTtope.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHcurypupoBaHus

uldp enable BknioyeHne mnu BbIKNKOYEHUE YHKUUK

uldp disable ULDP Ha kommyTaTope.
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2. BknioyeHne pyHkummn ULDP Ha nopry.

KomaHpa OnucaHue
Pexxum KoHurypupoBaHusa nopra

uldp enable BknioyeHne mnu BbIKNIOYEHUE OYHKUUK
Uldp disable ULDP Ha nopT.

3.  KoHdwurypaums arpeccuBHOro pexxuma Ha KoMmmyTtaTope.
KomaHpa OnucaHue

Pexum rnobanbHOro KoHcurypmposaHus

uldp aggressive-mode
no uldp aggressive-mode

YcTaHaBnuBaeT pexmnm paboTbl yHKLMN
Ha KOMMyTaTope.

4. KoHcurypauus arpeccnBHOro pexmma

Ha nopTy.

KomaHaa

OnucaHue

Pexum koHcUrypupoBaHus nopra

uldp aggressive-mode
no uldp aggressive-mode

YcTaHaBnuBaeT pexmm paboTbl PyHKLMM
Ha nopTy.

5.

KOH(bVIpraLMFI MeToda BbIKIN4YeHna ogHOoHanpaBfieHHOro coeanHeHunA.

KomaHga

OnucaHue

Pexum rnobanbHoro

KOHdUrypumpoBaHus

uldp manual-shutdown
no uldp manual-shutdown

KoHtourypnpyetr MeTo BbIKITHOYEHUS
OAHOHaNpPaBfIEHHOro COeaUHEHMS.
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6. KoHdurypauunsa nHrepeana ysegomneHun (Hello messages).
KomaHpa OnucaHue
Pexum rno6anbHOro KoOHcurypupoBaHus
uldp hello-interval <integer> KoHurypaums WHTepBana
yBEOOMIEHUN (Hello messages),

no uldp hello-interval

AvanasoH oT 5 go 100 cekyHn. 3HayeHue
no ymosnyanuo — 10 cekyHz.

7.

KoHdurypauma nHtepeana BOCCTaHOBSIEHUA.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHcurypmpoBaHus

uldp recovery-time <integer>
no uldp recovery-time <integer>

KoHdurypmpyeT nHtepsan
BOCCTaHOBUTENbHOro pectapTa. [Juana3oH
ot 30 go 86400 cekyHa. 3Ha4yeHue no
ymon4yanuio — 0 cekyHg,.

8.

PectapTt nopTa, Bblkno4YeHHOro yHkumen ULDP.

KomaHga

OnucaHue

Pexum rnmo6anbHOro KOHUrypupoBaHUsi UM PeXUM KOHUrypmpoBaHus

nopra
uldp reset PectaptyeT Bce nopTel B pexume
rno6anesHoro KOHUIypnpOBaHMs.

PectapTyeT KOHKpPeTHbIA MOPT B pexume
KOHUrypmMpoBaHus nopra.

9. [eMoHCTpaLMoHHasa 1 OTnaaoyHasa u

Hpopmaums dyHkumn ULDP.

KomaHaa

OnucaHue

Pexum agMmmHucTparopa

show uldp [interface ethernet IFNAME]

[MokasbiBaeT nHdopmauuto no ULDP. [Ins
oTobpaxeHus obwen ULDP nHdopmauum
napameTpoB HeT. Mpwn 3agaHuu
KOHKPETHOro nopTta BbiBOAUTCA obLias
MHopMaUunsa n HPoOpMauusa o coceasix no
AAaHHOMY MOpPTY.
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KomaHaa

OnucaHue

Debug uldp fsm interface ethernet
<IFhame>

no debug uldp fsm interface ethernet
<IFname>

BkntoyeHne wnm BbIKNIOYEHWE BbIBOAA
oTnagoYHoun nHdopmMauum no
onpeaeneHHoMy nopTy.

debug uldp error
no debug uldp error

BkntoyeHne vnu BbIKNIOYEHWE OTNaa04HON
nHdopmauum o6 owmbkax

debug uldp event
no debug uldp event

BkntoyeHne nnmn BbIKMOYEHME OTNIaa04YHON
MHopMaUUKn 0 COBLITUAX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BkntovyeHve wnu  BbIKNIOYEHWE BbliBOAA
OTNagoyYHOW  MHOpMauuu no  Tuny
coobLLeHnn

debug uldp {hello|probe|echo]| unidir|all}
[receive|send] interface ethernet

<IFname>
no debug uldp {hello|probelecho|
unidirfall}  [receive|send] interface

ethernet <IFname>

BkniodyeHve wnn  BbIKIKOYEHWE BbIBOAA
AeTarnbHON NHpopmMaLmn 06
onpeneneHHoOM Tune coobLeHUn, KoTopble
MOryT MocbiNnaTbCa WU MPUHUMATLCA Ha
onpeneneHHoM nopry.

6.3. TunoBble npumepbl hyHKun ULDP

| PC1
- =
T ==

SwitchB /

SwitchA

1/0/1

1/0/3

1/0/4

PucyHok 19. MepekpecTHoe noaknioyeHne AByHanpasieHHOro onTMYeckoro CoeanHeHns

B ceteBon Tononorum Ha pucyHke nopt 1/0/1 Ha kommyTatope A, a Takke nopt 1/0/3 Ha
koMmmyTaTope B — ontnyeckune. N coegnHeHne nmeeT nepekpecTHbln TUM. Pusnyecknin yposeHb
BKITHOYEH M paboTaeT HopMaribHO, HO COeAMHEHNE Ha YPOBHE AaHHbIX HepaboTocnocobHo. ULDP
MOXeT onpedenutb M 3abnokupoBaTb TakoW TWM OWMOKM Ha coeauHeHun. KoHeuyHbim
pesynbTaTtoM ByaeT To, YTto nopT 1/0/1 Ha kommyTaTope A, a Takke nopT 1/0/3 Ha komMmyTaTope
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B Oyoyr 3abnokupoBaHbl dyHkumen ULDP. T[lopTtbl cmoryt pabotate (He 6yayT
3a6n0KMpPOBaHbI) TONBKO €CNn coeuHeHne OyaeT KOPPEKTHbIM.

MocnepoBaTenbHOCTb KOH(pUrypaumm KommyTtaTtopa A:

SwitchA(config)#uldp enable
SwitchA(config)#interface ethernet 1/0/1
SwitchA (Config-If-Ethernet1/0/1)#uldp enable
SwitchA (Config-If-Ethernet1/0/1)#exit

MocnepoBaTenbHOCTb KOH(Urypaumm KommyTtaTtopa B:

SwitchB(config)#uldp enable
SwitchB(config)#interface ethernet1/0/3
SwitchB(Config-If-Ethernet1/0/3)#uldp enable
SwitchB(Config-If-Ethernet1/0/3)#exit

B pesynbtate nopt 1/0/1 Ha kommyTatope A Oyaet 3abnokumpoBaH gyHkumen ULDP n Ha
aucnnee tepmuHana PC1 noasutca crieayowasa nHgpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/1 need to be

shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/1 shut down!

MopT 1/0/3 Ha kommyTaTope B 6yaeT 3abnoknpoBaH pyHkumern ULDP n Ha gucnnee TepMmunHana
PC2 nogasutcsa cneayowasa nHpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/3 need to be

shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/3 shutted down!

6.4. YcTpaHeHue Henonanok cpyHkuuu ULDP

3ameyvaHusi No KoHUrypauum:

[nsa yBepeHHocTu, 4to ULDP cmoxeT onpegenuTb, YTO OAWH U3 ONTUYECKUX NOPTOB He
NOOKMIYEH MMM MNOPTbl HEKOPPEKTHO COeAMHEHbl, MOpTbl OOMXKHbI paboTaTb B
OYMNIEKCHOM pexuMe N UMeTb OQNHAKOBYK CKOPOCTb.

Ecnn mexaHnsm aBTOMaTU4EeCKOro onpeaeneHns napameTpoB OMTMYECKUX MOPTOB,
OOVH M3 KOTOPbIX BKMOYEH HEKOPPEKTHO, onpeaenuT pabouni pexmm u CKOpOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBMCUMOCTM OT TOrO, BKITKOYEH OH UK
HeT. B gaHHoOM cuTyauum nopT nomevaeTcs Kak BbIKIHOYEHHbIN.

[Ona yBepeHHOCTM B TOM, YTO OTBETHbIA MOPT KOPPEKTHO CKOHAUIrypupoBaH W
OAHOHanpaBneHHOe coegMHEHME CMOXET ObITb KOPPEKTHO onpeadeneHo, Heobxoanumo,
yToObl Ha o000OMX KOHUax coeauHeHnss ULDP ©Obin BKMAKYEH UM KCMNONb3oBarics
OAMHAKOBbLIN MeTO4 aBTOopM3aLun 1 naporb. B Halem npumepe naponb ¢ 00enx CTOpoH
He yCTaHOBIEH.

WHTepBan otnpasku hello coobuieHnii mMoxeT ObiTb uameHeH (310 10 cekyHg no
ymonyaHuio n konebnetcsa or 5 go 100 cekyHa), Tak yto ULDP moryT GbicTpee
pearmpoBaTb Ha OLMOKM MOAKITOYEHUS JIMHUI B Pa3fiMYHbIX YCroBUsix paboTbl ceTu.
Ho aToT MHTepBan AomkeH 6biTb MeHbLle 1/0/3 oT BpemeHu KoHBepreHumn STP. Ecnn
WHTEepBan CNuWKOM ANWHHLIA, netns STP 6yget cpopmmpoBaHa go Toro, kak ULDP
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OBHapY>XMT WM OTKMOYMT MOPT OAHOHanpaBfeHHOro coeauvHeHus. Ecnn mHTepsan
CNULLKOM KOPOTKUI, ceTeBas Harpy3ka Ha nopT OyaeT yBenuyeHa, YTO O3Hayaet
CHWXeHue nponyckHon cnocobHoctn. ULDP He obpabatbiBaeT cobbitua LACP. OH
obpabartbiBaeT kaxgoe coeamHeHnne rpynnbl TRUNK (Hanpumep, port-channal,
TRUNK-nopTbl) He3dasucumo Apyr ot apyra. ULDP He paboTtaeT € MNOXoxumu
nNpoToKoNnamMu Apyrux npoussoguTenen. ATo O3HA4YaeT, YTO Norib3oBaTenn He MoryT
ncnone3osaTte ULDP Ha ogHOM KOHLE M MCnonb3oBaTth Apyrme nogobHble NpOTOKONMbI
Ha Opyrom KoHue coeguHeHusi. ULDP dyHKUMa oTKMo4veHa rno ymonyaHuio. locne
BkrtodeHns yHkumm ULDP B pexunme rnoGanbHOro KOHMUrypupoBaHUA MOXHO
BKITOYUTb BbIBOA OTNaA0YHbIX coobuieHnin. CylecTByeT HECKONbKO KOMaHA OTnagku
(DEBUG) gnga BbiBOga oOTnago4yHon wuHdopmauun. Hanpumep, uHdopmaumio o
COObITUAX, COCTOSHMM, oOwwMbKax WM coobweHunsx. PasnuyHble Tunbl OTNagOYHbIX
cooOLWeHnn Takke MOryT ObiTb BbiBE4EHbBI B COOTBETCTBMM C PA3NIUYHLIMU 3HAYEHNSIMU
napameTpoB.

Tarimep BOCCTaAHOBIEHNS MO YMOSYAHMIO BbIKIOYEH N MOXET ObITb BKITOYEH TOMBKO B
cnyyae, Korga nonb3oBarerb 3agan Bpems BocctaHorneHus (ot 30 go 86400 cekyHa).

KomaHga pectapTa U MexaHuam rnepesarpy3kn nopta BO3AENCTBYHOT TOMNbKO Ha NOPT, KOTOPbIN
ObIn BbikNtoveH dyHkunen ULDP.
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7. HACTPOUKA ®YHKLUMU LLDP
7.1. O6wme cBegeHus o pyHkuum LLDP

MpoTokon uccnegoBanusa coeanHntTensHoro ypoeHs (Link Layer Discovery Protocol — LLDP) —
3TO HOBbIN NPOTOKOS, OMNUCaHHbIM B cneundpukaumm 802.1ab. OH nosBonsieT cocegHnm
YyCTPOWCTBaM NochifiaTb YBeAOMIIEHUSI O CBOEM CTaTyce ApYruM yCTPOMCTBAM U Ha BCeX nopTax
nboro ycTponcTBa cCoxXpaHsTb nHdopmaunio 06 atom. Ecnm Heobxogmmo, NopThl TaK XXe MOryT
nocbinatb WHopmaumio 06 U3MEeHeHMM cTaTyca YCTPOWCTBaM, HenocpeacTBEHHO
NOAKMIOYEHHBIM K HUM. JTa MHpopmaums OGyaeT coxpaHeHa B cTaHaapTHbix MIB SNMP.
Cunctema ynpaBneHusi CeTblo MOXeT MPOBEPSTb COCTOSIHNE COeAUHEHUI BTOPOro YPOBHSA MO
nHgopmaumm n3 MIB. LLDP He koHUryprpyeT nnu KOHTPONMPYET SNIEMEHTLI CETU UINN NOTOKN,
OH TONbKO OMUCbIBAeT KOHMUrypauuio BTOporo ypoBHSA. B cneuudomkaumm 802.1ab Takke
OMUCbIBAETCS, KaK ucnonb3yetcs nHdopMaums, npegoctasnsiemas LLDP aona oBGHapyxeHus
KOH(NMKTOB Ha BTOPOM ypoBHe. WHcTUTYT crtaHgapTusauumn (IEEE) B HacTtosiwee Bpewms
MCNONb3YyeT CYLLECTBYHOLLYH U3NYECKYHO TOMOMOrNI0, MHTEpdencol n Habopbl MIB IETF.

YnpouweHHo, LLDP — npotokon o6HapyxeHus cocegHux yctponcTB. OH onpegender
CTaHOapTHbIM meTod, no3sondawowmnn  Ethernet-ycTtponcteam, Takum, Kak KOMMyTaTopbl,
MapLIpyTM3aToOpPbl U TOYKM OCTYyNa yBe4OMNSATb O CBOEM CYLLECTBOBaHUM Apyrue yanbl CeTn n
COXpaHATb MHopmaumio 060 Bcex cocegHux ycTponctBax. Kak cnepceue, getanbHas
MHpopMaLMsT O KOHUIypaumm yCTPOMCTBA U O HaMAEHHbIX COceasix MOXeT OObsBMATLCA
nocpeacTBOM AaHHOro NpoToKona.

B uyactHoctn, LLDP onpepensier coctaB OCHOBHOrO WMHM(OPMAaLMOHHOIO OOBbABNEHUS,
nepegadyy OObBLSABMEHUA WM METOA4 COXpaHeHus OaHHOW uHdopmauun. [Ona obbasneHus
coOCTBEHHOW  MHGOPMAUUK  YCTPOMCTBO  MOXET  MOocCbifnaTb  HECKONMbKO  YacTewn
NHopMaLMoHHOro oobsaBneHma B ogHom LAN-nakeTe gaHHbIX. Tun nepegayn onpeaensieTcs
3HayeHnem nons TLV (Type Length value — 3HaueHve anuHbl TMna). Bce ycTponcTea,
nogaepxmeatowme LLDP, gomkHbl nogaepxuBatb OnoBelleHna o unaeHTtudukatope (ID)
YCTPOMCTBaA U naeHTUdMKaTope nopTta, HO npeanonaraeTcs, 4YTo OOMbLUMHCTBO YCTPOUCTB
noadepXkmBatoT onoselleHnss o6 MMEeHW CUCTEMbl, €e OnuCaHuM U NPOU3BOAUTENBHOCTU
cuctembl. OnoBeLLeHMS C ONMCAHUEM CUCTEMbI U O MPOU3BOAUTENBHOCTM CUCTEMBI MOTYT TaKke
cogepxatb NonesHy MHopmaLumo, Heobxoanmyto Anst cbopa MHopmaLuumn 0 NOTOKax B CETU.
OnucaHne cuctembl MOXET BKMNIOYATb TakMe pJdaHHble Kak nonHoe ums obbaBngemoro
YCTPOWCTBA, TUMN YCTPONCTBA, BEPCUS €ro ornepaumMoHHON CUCTEMbI U Tak aanee.

Mpotokon LLDP nossonsdeT ynpocTuTb MOMUCK Npobrem B KOPnopaTMBHOW CETU, PacLUMpUTb
BO3MOXXHOCTM MHCTPYMEHTOB YMNpaBfieHWUsi CEeTb0 MyTEM OnpedeneHust U XpaHeHUs TOYHOM
CEeTeBOW CTPYKTYpbI.

MHorve Tunbl NporpaMm ynpaefeHUs CeTbl MCMOSb3ylT (YHKUMIO aBTOMaTUYECKOro
o6HapyxeHusa («Automated Discovery») ns oTcnexvBaHna U3MEHEHWI U TEKYLLEro COCTOSIHUSA
TONONOMMN, HO BONBLUMHCTBO M3 HUX paboTaeT TONMbKO Ha TPETbEM YPOBHE U B NyYLLEM Criyyae
KnaccuguumpyeT yCTponcTBa Mo Ux NoAcCeTAM. 3TV AaHHbIE CAULLKOM NPUMUTUBHBI, MO3BONSOT
oTcnexuBatb TONbKo 6a3oBble COOLITUSA, Takue kak fobaBneHne wWnu ygarneHwe yCTPOWCTB
BMECTO AleTanbHOoM NHOPMaLMN O HUX U O TOM, KaK YCTPONCTBA B3aMOOENCTBYIOT C CEThIO.

UHopmauus, cobpaHHasa Ha 2 ypoBHE, COAEPXKUT cBeaeHnsa ob yCTponcTeax, X noprax u o
TOM Kakue KOMMYTaTopbl C KakMMu coeamHeHbl M T. n. OHa TaK ke MOXeT nokasblBaTb
MapLUpyTbl MEXY KNUeHTamu, KomMmyTaTopamMmu, MapLupyTusaTopaMmm 1 ceTeBbIMU CepBEpPaMU.
Takvne gaHHble 04YeHb BaXkHbl NS onpeneneHns n nccnegoBaHusa NCToUHMKa Npobnem Ha ceTu.

LLDP gaBnseTca nonesHbiM MWHCTPYMEHTOM YMNpasrieHus, NpefocTaBnsioWwnM  TOYHYHO
MHOPMALMIO O 3epKanvpoBaHUM CeTU, OTOBpPaKeHWM NOTOKOB AaHHbIX U MOWUCKE CEeTEBbIX
npobnem.
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7.2. Cnucok komaHpa ana koHdpurypuposaHusa LLDP

© o N OrODNRE

[ER
o

1.

BkntoveHne LLDP Ha ycTponcTtse.

BkntoveHne goyHkunmn LLDP Ha nopty.

KoHdurypaums cratyca LLDP Ha nopTy.

KoHdurypaumsa nHrepsana obHoBneHns coodwennin LLDP.

KoHdurypaumst MHOXUTENS BpEMEHW NogaepXkm coobuleHnn LLDP.

KoHdurypaums 3agepkkm oTnpaBkn 0OHOBMAAOLLMX COOOLLEHWIA.

KoHdurypauna nHtepsanos nocbinikn TRAP-nakeTos.

BkntoveHune pyHkumm TRAP Ha nopty.

KoHdurypaumst 4ononHUTENbHbIX NapameTpoB MHopMauuu Ansg OTApaBky Ha NOpTy.

. KoHdurypaumsa pasmepa namatn, UCNonb3yeMon ans XxpaHeHus Tabnuu Ha nopry.
11.
12.

KoHdurypaums gencteni npy nepenoniHeH Namsitv ans 1abnuvubl Ha nopry.
OTtobpaxeHune oTnago4vHon nHdopmaumm no gyHkumm LLDP.

BkntoveHne LLDP Ha ycTponcTBe.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHcurypmpoBaHus

lIdp enable OO0Lee BKNoYEHNE/BBIKIIOYEHME

lIdp disable

2.

BkntoyeHue pyHkuuu LLDP Ha nopTy.

KomaHaa OnucaHue

Pexxum KoHurypupoBaHua nopra

lIdp enable BkntoyeHue/BbIkntoveHne pyHkumm LLDP
lldp disable e} e nyyk

3.

KoHdurypaums cratyca LLDP Ha noprty.

KomaHaa OnucaHue

Pexum koHcuUrypmpoBaHus nopra

lldp mode (send|receive|both|disable) KoHdourypauus pexuma paboTbl

dyHKumm LLDP
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4. KoHdurypauus nHtepsana obHoBneHns coobweHun LLDP.
KomaHpa OnucaHue
Pexum rno6anbHOro KoOHcurypupoBaHus
lldp tx-interval <integer> KoHdurypaums WHTepBana
no lidp tx-interval obHoBneHus coodbweHnn LLDP kak
onpeneneHHom BENNYUHbI nnm

3Ha4YeHnA Nno ymos4aHuto.

5. KoHdurypaumsa MHOXUTENSI BpEMEHM NOAAEPXKKN coobeHun LLDP.

KomaHaa

OnucaHue

Pexum rno6anbHoOro KoHgpurypupoBaHus

lldp msgTxHold <value>
no lldp msgTxHold

KoHdourypauuss MHOXUTENST BPEMEHMU
nogaepxkm coobweHnn LLDP  kak
onpeneneHHom BEJTUYMHbI unu
3Ha4YeHMsI N0 YMONYaHMIO.

6. KoHdurypauusa 3agepkm oTnpaBky OOHOBMAKOLWMNX COOBLLEHNIA.

KomaHga

OnucaHue

Pexum rno6anbHoOro KoHgpurypupoBaHus

[ldp transmit delay <seconds>
no lldp transmit delay

KoHdurypauus 3agepkkm  oTnpaBku
obHoBNAKOLMX coobLeHunn Kak
onpeneneHHom BESTNYMHbI nnm
3HaYeHUs N0 YMOMYaHMIO.

7. KoHdurypauua nHtepsanos nocbinikn TRAP naketoB

KomaHga

OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

lldp notification interval <seconds>
no lldp notification interval

KoHdpurypauus mHTEpBanoB MOCHLISKM
TRAP-nakeTtoB Kak onpeaenieHHon
BENNYUHbI nnm 3HavYeHus no
YMOS4YaHUIO.

(@ arecy
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8. BkntoyeHne pyHkumn TRAP Ha nopTy.

KomaHaa OnucaHue

Pexxum KoHurypupoBaHusa nopra

lldp trap <enable|disable> BkntoyeHue/BbiktoveHne dyHKUMN
TRAP Ha nopty

9. KoHdgwurypaums oononHUTENbHbLIX NapaMeTpoB MHdopMaLMn Anst OTAPaBKM Ha NOPTY.

KomaHpa Onucaxune

PeXxxum KoHurypupoBaHua nopra

lIdp transmit optional tlv [portDesc] | KoHdurypaums AOMNOSTHUTENbHbIX
[sysName] [sysDesc] [sysCap] napameTpoB MHopMaLmn ans
OTNpPaBKM Ha NOPTY Kak onpeaeneHHon
BEMWYMHBI UMW 3HAYeHuss Mo
YMOJTHYaHUI0.

no lldp transmit optional tlv

10. KoHdurypaums pasmepa namsiti, UCronb3yemMon AN XpaHeHus Tabnuy Ha nopTy.

KomaHaa OnucaHue

Pexxum KoHurypupoBaHusa nopra

lIdp neighbors max-num <value> KoHgwurypauus  pasmepa  namsaTw,
ncnonb3yemMon Ona xpaHeHus Tabnuy,
Ha NOpTY Kak onpeaenieHHOoM BENNYMHbI
UM 3HAYEHUS NO YMOMYaHUIO.

no lldp neighbors max-num

11. KoHdwurypaums 4eNCTBU NpY NepenosTHEHNN NaMaTn Ansa Tabnuubl Ha NopTy.

KomaHpa OnucaHue

Pexxum KoHurypupoBaHusa nopra

lIdp tooManyNeighbors {discard | delete} KoHdourypauus AencTBum npu
nepenoniHeHMn namatv gns tabnuupl
Ha nopTy
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12. OToGpaxeHne oTnagovHon nHcdopmauumn no pyHkummn LLDP.
KomaHpaa Onucanue
Admin, Pexxum rmo6anbHOro KoHcpurypmpoBaHus
show lidp OTobpakeHune TekyLen KoHurypawumm

dyHKumn LLDP.

show lldp interface ethernet <IFNAME>

OTobpaxeHune NHdopMaLmnn o}
KoHurypaumm LLDP Ha KOHKpeTHOM
nopTy

show lldp traffic

OTtobpaxxeHne nHdopmaumm obo Bcex
CYeTUMKaX.

Show lldp neighbors interface ethernet
<IFNAME>

OTtobpaxeHne wuHdbopmauum o LLDP
cocegsix Ha JaHHOM MopTy.

show debugging lidp

OTobpaxxeHne  BcCex MNOPTOB C
BKMOYEHHOWN pyHKUmMen oTnagkm LLDP

Pexxum agMmuHucTpartopa

debug
lIdp no debug lidp

BkntoveHune/BbIkNoYeHne BblBOAA
oTnagoyYHon nHgopmauum LLDP.

Debug lldp packets interface ethernet
<IFNAME>

no debug lldp packets interface ethernet
<IFNAME>

BkntoyeHue/BbIkntoveHne BbIBOOA
OTNago4YHON MHgopMaLmn 0 oTnpaBke
unu npuveme naketos LLDP Ha nopTty
NN Ha KOMMYyTaTope.

PeXxum KoHurypupoBaHua nopra

clear lldp remote-table

OuucTtka Tabnuubl cocegen Ha nopTy
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7.3. TunoBon npumep pyHKumum LLDP
SwitchA

1/0/14

1/0/3

SwitchB

PucyHok 20. Tunoeoi npumep koHUrypaumum dyHkumm LLDP

Ha cxeme ceTeBow Tononornmn, npuBeaeHHoNn Bobiwwe, NnopT 1,3 Ha KoMMyTaTtope B nogkntoyeH K
nopty 2,4 kommytaTtopa A. lNopT 1 kommyTaTtopa B ckoHdurypupoBaH B pexumme npuema
naketoB. Onuna TLV Ha nopTy 4 kommyTaTopa A ckoHdurypmpoBaHa kak portDes n SysCap.

KommyTaTtop A. NocnepoBaTenbHOCTbL KOMaHA KOH(Urypauun:
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/0/4
SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit

KommyTaTtop B. lNocnegoBaTtenbHOCTL KOMaHA KOHUrypaLuuum:
SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

7.4. YcTtpaHeHue HeucnpaBHocTen cbyHKkumun LLDP

®yHkuma LLDP no ymonyaHuio BbiknodeHa. ocre ee BKMAYEHUS B pexnme rnobanbHoro
KOH(bMrypupoBaHus, nonb3oBaTeny MOryT BKMOYUTE pexum oTnagkum «debug lidp» ana
NpoBepKM OTNagoyYHON MHGopMauun. Ncrnonbsys komanay «show» yHkuun LLDP mMoXxHO
BbIBECTU MH(OPMALUNIO O KOHMUrypMpoBaHuM B rnobanbHOM pexunme KOHUrypupoBaHusS,
nnbo B pexnme HaCTPOMKN NHTEPEENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. Obwume cBegeHunn o Port channel

[na noHnmaHusa TepmuHa nopt-kaHana (Port channel) Hago BBeCTM NOHATWE rpynnbl NOPTOB.
pynna nopTtoB — 3TO rpynna u3nMyecknx NOPTOB Ha KOHUrypaumoHHOM ypoOBHeE. TOnbKo
dusnyeckne NopTbl B rpynmne NOpToB MOryT ObiTb YacTblo 06BbEAUMHEHHOrO KaHana M CTaTb
yyacTHukamm Port channel. Jlormyeckm rpynna nopToB SBAAETCH HE NOPTOM, @ HABOPOM NOPTOB.
Mpun onpegeneHHbIX ycnoBusax manyeckme nopTel B rpynne nopToB MNO3BOSSAT NOCPELACTBOM
obbeanHeHns nopTtoB ccopmupoatb Port channel, koTopbii o6nagaet Bcemu cBOMCTBaMMU
fiormyeckoro nopta M TakMMm 06pa3oM CTaHOBUTCH HE3aBUCUMMbIM FOrMYECKMM MOPTOM.
Arperauns noptoB — 3T0 abCTpakTHOE NoHATUE, NodpasymMmeBatoliee no cobon obveanHeHne
Habopa NopToB C OOMHAKOBbLIMW CBOWCTBaMM B nornyeckuii nopt. Port channel — ato Habop
13MYECKNX MOPTOB, KOTOPbIN JTOrMYECKN NCMONb3yeTcst Kak oauH domnamnyeckun nopt. OH MOXeT
MCNoNb30BaTbCA MOMb3oBaTerieM Kak 0b6bl4HbI NOpT. OH He MOXeT He Tonbko A06aBuTb
NPONYCKHON CNOCOBHOCTN Ha CeTb, HO N cnocobeH obecnevnTb pe3epBUpOBaHNE COEQNHEHWIA.
OOblMHO  0O6beauHeHne MnopTOB  MCMOMb3yeTCcs, Koraa KOMMyTaTop  MOAKMHOYEH K
MapLLpyTMU3aTOPY, KNMMEHTCKON CTaHUMWN U ApYrMM KOMMyTaTopam.

SwitchA

SwitchB

PucyHok 21. ArpernposaHue nopTos

Kak nokasaHo Bblwe, kommyTaTop SwitchA ob6begmHmn noptel B Port channel. MNponyckHas
nonoca Port channel paBHa cymme nponyckHbix crnocobHocTen 4eTbipex nopToB. Korga
Heobxoaumo nepenaTb Tpaduk ¢ kommyTaTtopa SwitchA Ha SwitchB, pacnpegenenuve Tpaduka
OypeT onpegendatbcs Ha ocHoBe MAC-agpeca mctodHuka u mnagwero 6uta MAC-agpeca
npuemMHuka. B pesynbTaTte BbluMCNeHU onpeaenseTcsd, kakon nopt 6yaeT nepeaasaTh Tpaduk.
Ecnu oauH nopt B Port channel HeucnpaseH, Tpaduk 6yaoeT nepepacnpeaensiteCa Ha apyrme
nopTbl MOCPEACTBOM anroputma pacnpegeneHus. [daHHbin anropytM nogaepXxuBaeTcs
annapaTHo.

KommyTaTtop npegnaraet ABa Mmetoga KoHUrypaumm o6 beanHeHns nopToB: pyYHoOe co3aaHune
Port channel n gnHamnyeckoe nocpencTBOM NPOTOKONA KOHTPOIst 06beaNHEHNA COEANHEHNI
(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TOSIbKO AS1S1 MOPTOB,
paboTaroLwmx B pexurmMe NorHOro aynnekca.
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[nsa npasunbHon paboTel Port channel Heobxoagnmo cobniogath cnegyrowme yCroBus:

e Bce nopTbl paboTtatoT B pexrme NOHOro gynekca.
e Bce nopTbl nMer0T 0ANHAKOBYHO CKOPOCTb.

o Bce NopThbl ABNAKTCA nopTaMn 4OCTyna U npuHagnexat ogHoMy VLAN, nnn Bce OHU
ABNAKTCA TPaHKOBbIMU NMOPTaMN U OHU BCe FVI6pVID,HbIe nopTbl.

e Ecnm Bce noptbl  ABNAKOTCA  TPaHKOBbIMM  UNM  rMOpuOHbIMK,  Torada
CKOHUrypmpoBaHHble Ha HuX gonyctumble VLAN 1 ocHoBHOM VLAN JOmKHbI ObITh Y
BCEX OMHAKOBbIMMU.

Ecnn Port channel ckoHurypMpoBaH Ha KOMMyTaTope BPYYHYHO MAM ANHAMU4YECKU, cuctema
aBToOMaTMyecku HasHayaeT MopT C HaMMeHbLUMM HoMepoM MacTep-noptom Port channel’a.
Ecnu Ha koMmmyTaTOpe akTMBMpOBaH NPOTOKOS spanning tree, NpOTOKON NOCTPOEHUs Aepesa
BocrnpuHumaet Port channel kak nornmdeckun nopT v nocbinaet BPDU-nakeTbl 4depes
MacTep-nopT.

O6beanHeHne MOPTOB XXECTKO CBA3aHO C arnnapaTHOM 4acTbio koMmyTaTopa. KommyTtartop
NO3BONSET arpernpoBaTb COeAMHEeHNa Mexay NobbiMu ABYMSA KOMMyTaTopaMmu. MakcumansHo
BO3MOXHO co3faTtb 128 rpynn no 8 nopToB K KaXKA0oN.

lMocne TOro, Kak MOPTbl arperMpoBaHbl, UX MOXHO WCMNONb30BaTb, KaK OObIYHbLIA MNOPT.
KoMmyTaTtop MMeeT BCTPOEHHbIN pPEeXUM KOHUIypupoBaHUA WHTepdbernca arperauuu,
nonb3oBaTenb MOXET co3faBaTb COOTBETCTBYIOLLYH KOH(Urypauuio B 9TOM peXUMe TOYHO
Takke, kak npu koHdurypuposaHum VLAN nnm domsndeckoro nHTepgenca.

8.2. Obwume cBegeHust o LACP

LACP — npotokon, 6asupytowminca Ha ctaHgapte |IEEE 802.3ad, n peanusyowmn mexaHnam
AvHamuydeckoro obbeanHeHns kaHanos. MpoTtokon LACP ncnonb3syet naketsl LACPDU (Link
Aggregation Control Protocol Data Unit) ans obmeHa nHdpopmaumnen ¢ OTBETHbEIMM MOPTaMW.

Mocne Toro, kak npotokonn LACP BKM4YeH Ha NOPTY, AaHHbIA MOPT MOCbiNaeT NakeThbl
LACPDU Ha oTBeTHbIN NOpT coedVHEHUs, YBeAOMIIAa O npuoputeTe cuctemsl, MAC-agpece
CUCTEMBI, NPUOPUTETE NMopTa, naeHTUdMKaTope nopta u Krodve onepaunn. Koroa oTBETHbIN
nopT nomnydaet 3Ty WHGOPMaLMIO, OHa CpaBHMBAETCH C WMHopmauven o gpyrux noprax,
KoTopble MOryT 6bITb 06beanHeHbl. COOTBETCTBEHHO, 00E CTOPOHbI COEANHEHNSA MOTYT AOCTUYb
cornalweHusi O BKIOYEHWUM UMW UCKITOYEHUM NopTa U3 AMHAMUYeCKOn 06beaNHEHHON rpynnbl.

Kntou onepaumm co3gaeTcs NPOTOKOSIOM B COOTBETCTBUM C KOMOMHauUMen napameTpoB
KOHUrypaumm (CKoOpoCTb, Aynnekc, 6asoBasi KOHUrypauus, K4 ynpasreHusl) NopTos,
koTopble OyayT 06beanHATLCS.

lMocne BKkMNOYEHMsT NpOTOKOMNa AnHamudeckoro obbeaumHeHnss nopTtoB (LACP), «kntou
ynpasneHusi no ymonyanuio paseH 0. lMocne ctatuyeckoro o6beguHeHs NOpToB NOCPEACTBOM
LACP, kntod ynpaBneHust nopTa Takow xe, kak |ID o6beanHeHHon rpynnebl.

Mpy gnHamuyeckom o6bLEOUHEHUN NMOPTOB BCE YrE€Hbl O4HOM rPYNMbl UMET OANHAKOBbIN KoY
onepauun. NMpu ctatnyeckoM 06bEONHEHNMN TONBKO aKTUBHbIE NOPTbl UMEKOT OANHAKOBLIN KMNHOY
onepaumm.

8.2.1. Ctatnyeckoe ooveanHeHmne LACP

Cratnyeckoe oObeauHeHMe BbINOMHAETCA NyTem KOHUrypupoBaHUs Mofib3oBaTenieM U He
Tpebyet npotokona LACP. [lpu koHdwurypmpoBaHum ctatmdeckoro LACP-06beguHeHus,
MCMNOMNb3YEeTCA PEXMM «ON» OIS BKIIOYEHNS NopTa B rpynny arperaumm.

8.2.2. AuHamuyeckoe oobeauHeHne LACP

1. OO0wue nonoxeHusa guHamm4yeckoro oobeanHenmnsa LACP.
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OunHammyeckoe o0begnHeHMe — 3TO 00beguHeHue, cosgaBaemoe/yaansemMoe CUCTEMOWN
aBTomaTtmyeckn. OHO He NO3BOMSIET NOSb30BaATENSAM CaMOCTOATENbHO [06aBNATL UK yaanaTb
noptel u3 AMHamudeckoro obbeauHeHusi LACP. [MopTbl, KOTOpble MMEWT OAMHAKOBbLIE
napameTpbl CKOPOCTM U Aynsiekca, NOAKMOYEHHbIE K OOHUM M TEM Xe YCTPOMCTBaM, MMEIoLLne
OLMHAKOBYO KOHUMrypauuio MoryT 6biTb AnHaMmnyeckn obbeanHeHbl B rpynny. B cnyyae, ecnm
TONbKO OAMH MOPT MOXEeT co3daBaTb [AMHaMMyeckoe oObednHeHWe, 3TO HasblBaeTcs
ogHonopToBbIM 06beanHeHnem. MNpu gnHammyeckom obbeanHeHnn LACP-npoTokon Ha nopTty
JOJTKEH ObITb BKIIOYEH.

2. Pexnmbl NnopToB B AVHaMU4eCcKomn rpynne O6'beLl,I/IHeHVIF|.

B gmHamuyeckon rpynne o6beamHeHus nNopTbl MMEKOT ABa cTtatyca — BblOpaHHbIv (selected)
unn «B oxugaHum» (standby). Oba Tuna nNopToB MOryT MOCbUIaTb WU MPUMHMMATbL MaKeTbl
npotokona LACP, Ho nopTbl B cTaTyce «OXugaHusi» HE MOTYT Nepechiniatb JaHHbIE.

MockonbKy CyLECTBYET OrpaHUYeHWe Ha MakcMmaribHOe KOnM4ecTBO MOPTOB B rpynmne
arperauun, ecnv TekyLLUMii HoMep nopTa NpeBbIaeT npeaen B rpynne, Toraa YCTPOMCTBO Ha
OOHOM KOHLe COeANHEHUNsI I0rOBapuUBaETCs C YCTPOWCTBOM Ha APYroM KOHLIE ANs onpeaeneHust
cTaTyca nopTa B COOTBETCTBMMN C UAEHTUMKATOPOM nopTa.

OTanbl cornacoBaHus, crieqyloLume:

CpaBHeHune ngeHtudmkaTopos (ID) ycTponcTs (npuoputeT cuctemsl 1 MAC-agpec CUCTEMBI).
CHavana cpaBHMBalOTCS NpUOPUTETLI CUCTEM. ECnn OHM oauHaKOBLIE, TOr4a CpaBHUBAKOTCSA
MAC-agpeca YCTPOWCTB. YCTPOMCTBO C MEHbLUMM WOEHTUMPUKATOPOM MMEET BbICLUNI
npuopuTer.

3areM umgeT cpaBHEHWE WAEHTUMUKATOPOB MOPTOB (NpUOpPUTET nopTa U MAEHTUdUKATOP
nopTa). [ns kaxgoro nopTa Ha CTOPOHE YCTPOWCTBA C HAaMBbICLUMM NMPUOPUTETOM CUCTEMbI
CHayana CpaBHMBAKOTCA npuopuTeTbl NopToB. Ecnn npuopuTeTbl OOuHaKoBble, Torga
CpaBHMBAOTCA MAEHTUdUKATOPbI NOPTOB. [1OPT C HaAUMEHbLUMM WMAEHTUUKATOPOM nopTa
cTaHoBUTCA BblbpaHHbIM (selected), a ocTanbHble CTAHOBATCA B PEXMM «OXnaaHue» (standby).
B rpynne ob6beguHeHMs NOpT ¢ HaMMEHbLUMM WAEHTUMUKATOPOM U CTATyCOM «BblOpaHHbIN»
CTaHOBUTCA MacTep-nopTtoM. [pyrme nopTbl CO CTaTyCOM «BblOpaHHbIN» CTaHOBATCA
y4YacTHMKaMu rpynmbl.

8.3. Hactpowuka Port channel

1. CosgaHue rpynnbl NOPTOB B pexxmMme rnobanbHOro KOHGOUrypmpoBaHms.

[o6aBneHne NopToB B ONpedeneHHyo rpynny 13 pexmnma KoHUrypupoBaHus nopTa.
Bxog B pexum koHurypuposaHus port-channel.

3apaHue metoaa 6anaHCcMpoOBKKU AN rpynnbl NOPTOB.

3apaHne npuoputeta cuctemsl B LACP-npoTokone.

3agaHune npuoputeTa ons KoHkpeTHoro nopta B LACP-npoTokone.

3apaHue pexurma TanmayTa Ha nopty B LACP-npoTokore.

NOoOORAWON
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1. CosgaHwue rpynnbl NOPTOB.

KomaHaa

OnucaHue

Pexum rno6anbHOro KoHcgpurypmposaHus

port-group <port-group-number>
no port-group <port-group-number>

CosgaHve wunu ypaneHve  rpynnbl
NOPTOB.

2. [obaBneHve NOpPTOB B OMNpPEeOENIEHHYIO Fpynny.

KomaHaa

OnucaHue

Pexum koHcuUrypupoBaHus nopra

port-group  <port-group-number> mode
{active | passive | on}

no port-group

[loGaBnseTr nopTel B rpynny wu
yCTaHaBNMBAET UX PEXUM.

3. Bxopg B pexxum koHdurypmpoBaHus port-channel.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHcurypmpoBaHus

Interface  port-channel  <port-channel-
number>

Bxoa B pexxmm KoHGUrypmpoBaHus port-
channel.

4. 3apaHue metoga 6anaHCUpPOBKM ANd yCTPOMUCTBA

KomaHga

OnucaHue

Pexum rno6anbHOro KoHgpurypmpoBaHus

load-balance {dst-src-mac | dst-src-ip | dst-
src-mac-ip}

3apgaHne meToga OGanaHcMpoBKM AN
YCTPOWUCTBA, W3MEHEHUA  HaYMHaKT
AencTBoBaTb Ha rpynne mMnopToB U
ECMP-iyHKuum cpaasy.

@ § QTECH

MWP [OOCTYMNHEE

7



PykoBogctBo nonb3oBatens ans cepmmn QSW-4530 n QSW-4900

HACTPOWKA PORT CHANNEL " www.gtech.ru |

5. 3apaHue npuoputeta cuctemnbl B LACP-npoTokone.

KomaHaa OnucaHue

Pexum rno6anbHOro KoOHcurypupoBaHus

lacp system-priority <system-priority> 3agaHvue npuopuTeTa CUCTEMbI B
LACP-npoTokone, KOMaHaa no
BO3BpaLlaeT 3Ha4YeHNe Mo YMOMYaHUIO.

no lacp system-priority

6. 3apaHue npuoputeTa Ana KoHKpeTHoro nopta B LACP-npoTokorne.

KomaHpa OnucaHune

Pexxum KoHurypupoBaHua nopra

lacp port-priority <port-priority> 3agaHue npuoputeTa ONA KOHKPETHOro
no lacp port-priority nopta B LACP-npoTokone. komaHga no
BO3BpaLlaeT 3Ha4YeHNe No yMOSYaHUIo.

7. 3apaHue pexuma TanmayTa Ha nopty B LACP-npoTokone.

KomaHpa OnucaHune

Pexum koHcUrypupoBaHusa nopra

lacp timeout {short | long} 3agaHuve pexuma TarmayTta Ha nopTy B
no lacp timeout LACP-npoTokone. KoMaHaa no
BO3BpaLlaeT 3Ha4YeHne No yMOS4YaHuio.

8.4. NMpumepbl ncnonb3oBaHusa Port channel

BapuaHnT 1 HacTtpowka Port channel ans npotokona LACP.

Nweetca pBa kommytatopa SWITCHA u SWITCHB. [loptel 1,2,3,4 Ha kommyTatope
SWITCHA — nopTtbl goctyna v gobasrneHsl B rpynny 1 B akTuBHOM pexume. NMoptsl 6,8,9,10 Ha
kommyTaTope SWITCHB — ToXe nopTbl 4ocTyna u AobasneHbl B rpyrnny 2 B NaCCYUBHOM PEXUME.
Bce nopTbl coeanHeHbl kKabenamu.

ATanbl KOHPUrypaLumm nokasaHbl HUXe:
Switchl#config
Switchl(config)#interface ethernet 1/0/1-4
Switch1(Config-1f-Port-Range)#port-group 1 mode active
Switch1(Config-If-Port-Range)#exit
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Switchl(config)#interface port-channel 1
Switch1(Config-If-Port-Channell)#

Switch2#config

Switch2(config)#port-group 2

Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-1f-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit
Switch2(config)#interface port-channel 2
Switch2(Config-If-Port-Channel2)#

SwitchA

SwitchB

PucyHok 22. Kongurypaums Port-Channel

PesynbTaT KOHUrypauuu:

KommyTatop coobwmTt, 4To arpermposaHne npowwno ycnewHo. Moptel 1,2,3,4 kommyTaTopa
SwitchA Bxogat B rpynny Port-Channel1, a noptel 6,8,9,10 kommyTatopa SwitchB BxogaT B
rpynny Port-Channel2.

BapwuaHT 2 KoHdurypauusa Port channel B pexxume ON.

Kak nokasaHo Ha pwucyHke, noptbl 1,2,3,4 kommyTaTopa SwitchA — nopTbl goctyna u 6yayt
pobasnexsbl B rpynny 1 ¢ pexxumom ON. MopTbl 6,8,9,10 kommyTaTopa SwitchB — ToXe nopThbl
poctyna v éyayt gobaeneHsl B rpynny 2 ¢ pexumom ON.

ATanbl KOHUrypaumum nokasaHbl HUXe:
Switch1#config
Switchl(config)#interface ethernet 1/0/1
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Switch1(Config-1f-Ethernet1/0/1)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/1)#exit
Switchl(config)#interface ethernet 1/0/2
Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode on
Switch1(Config-I1f-Ethernet1/0/2) #exit
Switch1(config)#interface ethernet 1/0/3
Switch1(Config-1f-Ethernet1/0/3)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/3)#exit
Switchl(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/4)#exit

Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode on
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode on
Switch2(Config-1f-Port-Range)#exit

Pe3ynbTaTt KOHUrypauum:

MopTel 1,2,3,4 Ha kommyTaTope SwitchA no6asneHbl MO NopsaaKy B rpynny NOpToB 1 B pexume
ON. KommyTatopy Ha yganeHHOM KoHue He Tpebyetca obmeH naketamu LACP pgns
3aBepLlleHnsa obbeamHeHns. Arperauusa 3aBepluaeTca cpasy, Koraa BbIMOMHSAEeTCA KomaHaa
aobasneHus nopta 2 B rpynny 1. MNopTbl 1 n 2 06beguHsatoTea B port channel 1. Korga nopt 3
BCcTynaeTt B rpynny 1, port channel 1 n3 noptos 1 n 2 pasbupaetcsa n nepecobupaetcsi C NOPTOM
3 onaTb B port channel 1. Korga nopt 4 BcTynaet B rpynny 1, port channel 1 n3 noptos 1,21 3
pasbupaeTcs U nepecobupaetca ¢ noptom 4 onate B port channel 1 (Hago OTMeTUTb, YTO
Kaxabl pas, Koraa HoBbIM MOPT BCTyNaeT B rpynny 06beanHeHns NOpToB, rpynna pasbupaetcs
n cobupaeTcsa 3aHoOBO). Tenepb Bce 4 nopTa Ha 0bonx kKommyTaTtopax 06beguHEHbI B pexmme
«ON».

8.5. YcTrpaHeHue HeucnpaBHocTeun Port channel

Ecnu Bo Bpemsi koHurypauum obbeamHeHUst NopToB BO3HMKIM NpobrieMbl, B NepByto ovepesb
npoBepbTe CrieayroLlee:

e YBeautechb, Y4TO BCe MOPThI B rpynne UMerT OAMHaKOBble HAaCTPOMKWU, HanpuMmep, OHK
BCE B peXuMe MOoSIHoro Aynnekca, MMerT OQUHAKOBYHO CKOPOCTb M HacTponku VLAN.
Ecnu obHapyxeHbl HECOOTBETCTBUSA, UCMpaBbTe 3TO.

e HekoTopble KOMaHAbl HE MOTYT ObITb UCMOMb30BaHbI Ha nopTtax B port channel. Takve
kak arp, bandwigth, ip, ip-forward v T.4.
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9. KOHOUTYPUPOBAHUE MTU
9.1. Obwume cBegeHns oo MITU

B Hactosawmn momeHT Jumbo-dhperm He mmeeT onpegendwolero craHgapta B CETEBbIX
TexHonormsax (B 4YaCTHOCTU, He Oblnn cTaHAapTU3NpoBaHbl hopmat naketa un grnvHa). O6bI4HO
naket, nmerownn pasmep ot 1519 go 9000 HasbiBaeTca JUMBO-cperim. Mpn ncnonb3oBaHnn
Takux NakeToB, CKOPOCTb Nepefayn JaHHbIX B ceTh yBennumeaeTcs Ha 2 % — 5 %. TexHndecku
JUMBO — 3TO yANUHEHHbIN (ppenm, nockbifiaeMbli U NpUHUMaeMbIt KoMMyTaTopoM. OgHako,
yunTbiBas ONUHY, Takue permMbl He MOryT OblTb NMOcCnaHbl Ha npoueccop ycTtponctea. Mebl
McKNtoYaeM NocbInKy 6onbLnX PperiMoB NPoLLeccopy BO BpeMs Npuema rnakeTos.

9.2. KoHdwurypupoBaHme MTU

1. BkniodeHue dyHkumm MTU

KomaHaa

OnucaHue

o6wmin pexum

mtu [<mtu-value>]
no mtu enable

BkntovaeTt dYHKUMIO npuema/nocbINKn
JUMBO-tgperimoB. KomaHga NO BblkntovaeT
dyHKumto npuema/nocoinikn JUMBO-dpelnmos.
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10. KOH®OUT'YPALUA EFM OAM
10.1. O6wume cBegeHna o EFM OAM

MepBoHavanbHO TexHonorus Ethernet paspabatbiBanack s NokanbHbIX CETEN, HO AMMHA
KaHanoB M pasMepbl ceTerl CTPeMUTENbHO YyBenuuMBanucb, M Tenepb 3Ta TEXHONorus
NpMMeHsieTCa Tak XXe u Ha Metro 1 Ha rmobBanbHbIX ceTax. N3-3a oTcyTcTBMA 3dEKTUBHOIO
MexaHu3ma ynpasrieHuns, YTo BNUSno Ha paboTy TeHornorun Ethernet B MeTpo 1 rmobanbHbIX
ceTAX, CTano XM3HeHHO HeobxoamMbiM npumeHeHne OAM Ha Ethernet.

CywecTtByeT YeTbipe cTaHgapTa npotokonos ans Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM un CFM onpegeneHbl MexgyHapoOHbIM KOMUTETOM MO
ctaHgaptam (IEEE). EFM OAM pabotaeT Ha KaHanbHOM YpPOBHE ANl KOPPEKTHOro
oBHapyXeHUs W ynpaBneHus KaHanom pAaHHbiX. Wcnonb3oBaHne EFM OAM nossonsiet
NOBbICUTb YNpPaBnAeMOCTb U YyNpoCTUTb obcnyxuBaHue Ethernet-ypoBHs AN NOBbIWEHUS
ycTonumBocTn paboTbl cetn. CFM ncnonb3yeTcsa Ans MOHUTOPUHIa obLLEN CETEBOW CBA3HOCTHU
N nokanusauum npobnem Ha ceteBoM ypoBHe. Mo cpaBHeHnnto ¢ CFM ctangapt Y.1731,
NPUHATBIA  MEXAYHAPOOAHbIM TeNEeKOMMYHUKAUMOHHbIM coto3oM  (ITU), Goree MOLLHbIN.
Crangapt E-LMI, npunatein MEF, npumensieTca Tonbko k UNI (User Network Interface). Tak kak
BblLLEeYyKa3aHHble MPOTOKOSbl MOMYT MCMOSb30BATbCH ANSA PasfUYHbIX CETEBbIX TOMOMOMMA K
ynpaBneHns, Mexay HUMU CyLLeCcTBYHOT AOMOMHUTENbHbIE COrnalleHus.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance -
ncnonb3oBaHve, agMUHUCTpUpoBaHMe n ynpasneHune Ethernet Ha nepBon mune (umeetcsa B
BMOy OT KIvMeHTa) paboTaeT Ha KaHanbHOM YypoBHe ceTeBon mogenun OSIl, peanusys
AONONHUTENbBHbIE PYHKUMM Yepe3 nogypoBeHb OAM, kak NOKa3aHO Ha PUCYHKE HUXE:

OSl Model
Application LAN
CSMA/CD
i Layers
Presentation
Higher Layers
Session
/
/ LLC
Transport //
-
/
Network /
/
MAC
Data Link B :
Physical Layer
Physical

PucyHok 23. MonoxeHvne OAM B OSI-Mozenu ceTu

MakeTbl gaHHLEIX OAM (OAMPDU) ucnonbaytoT B kadectBe MAC-agpeca HazHaveHus 01-80-c2-
00-00-02 no npotokony. CkopocTb nepefaqn He Boiwe 10 NakeToB B CEKyHAY.

EFM OAM yctaHaBnuBaeTcs Ha 6asze OAM-coegmHeHus. Ota dyHKkumMs obecneymBaeT
MEeXaHW3Mbl ynpaBneHWa KaHanamu, TakuMe, KakKk MOHUTOPWUHI KaHaroB, YyAdaneHHoe
obHapyxeHne npobrnem n yganeHHoe TecTupoBaHuMe MopToB. [OBOpPsS npolle, OCHOBHbIE
noHatns EFM OAM cneaytowue:
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1. YcrtaHoBneHue coeauHeHus Ethernet OAM.

Mogynb Ethernet OAM uweT yaaneHHbie OAM-Moaynu n yCTaHaBNMBAET C HUMU CECCUN MYTEM
obmeHna naketamn OAMPDU. EFM OAM wmoxeT paboTaTb B OBYX PEXUMaX: aKkTUBHOM U
naccuBHoM. Ceccus yctaHaBnuBaetca Tonbko OAM-mogynem, paboTtalowmm B akTMBHOM
pexumMme, a Moayrb, paboTalolwmnin B NaCCUBHOM PEXUME, BbIHYKAEH XAAaTb, NMOKa HE MONy4nT
3anpoc Ha coeguHeHue. NMocne Toro kak Ethernet OAM-coegmHeHne ycTtaHoBneHo, mogynv OAM
¢ obonx KOHLOB KaHana nocTtossHHO obmeHumBatoTca naketamm OAMPDU anst nogaepaHuns
coeguHeHus. Ecnu mogyne Ethernet OAM He nonyyvaeTt naketoB OAMPDU B TedeHun 5 cekyHa,
Ethernet OAM-coeanHeHne paspbiBaeTCs.

2.  MoOHUTOPWHr KaHana.

OnpepneneHve HeucnpasHocTu B cpede Ethernet 3atpyaHeHo, ocobeHHO korga duanyeckoe
coeguHeHWe He paspbiBaeTcsi, HO paboToCcnocobHOCTL ceTn HapyweHa. MOHUTOPUHN kaHana
ncnonb3yeTcs AN onpedeneHns U MccnegoBaHUs HEUCNpPaBHOCTEW KaHanoB B pasfUYHbIX
cpepax. EFM OAM obecneunBaeT MOHUTOPUWHI KaHana nocpeacTBoM o6MeHa yBeAOMITEHMAMU
o cobbiTnax OAMPDUs. Npwu onpegeneHnn HencnpaBHOCTU KaHana, nokanbHbii mogynbs OAM
nocbinaet ysegomneHne OAMPDU 06 aTom cobbiTvn yganeHHomy mogynio. B To xxe Bpems oH
3anucbiBaeT 310 cobbiTre B norn 1 nocbinaet SNMP Trap-cucteme ynpaeneHus cetbto. Korga
yAaneHHbIN MO4Y b nosnyyaeT yBeAoMIeHNe 0 Npobrneme, OH Tak e 3anvcbiBaeT MHOopMaLmio
B norn n coobliaeT cucteme ynpaeneHusi. AHanu3npys MHGOpMauuio B norax, CeTeBOu
afMVHUCTPaTOP MOXET OTCNeauTb COCTOSIHNE KaHana B onpeaeneHHbIn Nepuos BpeMeEHN.

MoHuTopuHr KaHana cpegcteamm EFM  OAM oTcnexuBaeT criegyilouwue aBapuiHble
cobbiTua — Errored symbol period event, Errored frame event, Errored frame period event u
Errored frame seconds event.

Errored symbol period event: konnyectBo OLWMBGOYHLIX CUMBOSIOB HE MOXET ObiTb MEHbLUE
HWXKHEro nopora owMboK (34eCb CMMBOM — MWHUMAsbHBIA GOk nepedayn nHgopmMaummn B
dumsnyeckon cpepe. OH yHUKaneH ons cuctembl koanpoBkn. CUMBOSLI MOTYT OTNNYaTLCS B
pasHbiX uandeckux cpegax. CKopocTb nepedayv cuMBona ornpegensietcs UsnMyeckon
CKOPOCTbLIO Nepefayn B JaHHOW cpeae).

Errored frame event: onpegenset N kak nepuog periMoB, YMCIIO OLIMOOYHBIX PENMOB 3a
nepuog npmvema N operMOoB He JOMKHO BbiTb MEHbLUE HVXKHEro nopora owmnbok (OwWmMBoYHbIN
dpenm-npmemM owmboYHOro hpenma onpeensieTca N0 KOHTPOSIbHON CyMMeE).

Errored frame period event: konn4yecTBo onpeneneHHbIX ownbo4YHbIX doperimoB 3a M cekyHA He
AO0IMKHO ObITb MEHbLLIE HMXXHErO Nopora oLwnbok.

Bpemsa npuHATUS OWMBOYHBIX (OPENMOB: KONMYECTBO CEKyHA npuema owmnbo4vHbIX hpenmoB,
3admkcmpoBaHHbIX 3a M cekyHO He MOXeT ObITb HUXKe nopora OWnboK (KONMYECTBO CEKyHA
OLUMBOYHBIX PPENMOB — KOrda B TEYEHUN CEKYHABI MPUHMMAOTCS OWNBOYHBbIE hpeENMbI).

3. YaaneHHoe onpeaernieHne HemcnpaBHOCTEN.

Korga B ceTn npepbiBaeTcsa nepegayva aHHbIX U3-3a c60s1 yCTPOMCTBA UM €ro HeJOCTYMNMHOCTH,
Ethernet OAM-mogynb ycTaHaBnuBaeT cooTtBeTcTBYtowmn ¢nar B OAMPDU-naketax,
coobuasa mHdopmaumo 0 npobneme yganeHHoOMy KOHUY. Tak Kak mMoaynvm obmeHuBaroTCs
naketamn OAMPDU noctosiHHO npu ycTaHoBuBLeMcHa coeguHeHuun, Ethernet OAM-moaynb
MOXET MHCPOPMMPOBaTbL OTBETHbLIE MOAYNM O HEUCMNPABHOCTU KaHana Yepe3 naket OAMPDU.
[Mo3TOMy CMCTEMHBIN aAMWHUCTPATOP MOXET MPOCNeAuUTb COCTOSHME KaHama no noram u
BOBPEMS YyCTPaHATb HEUCNPAaBHOCTMW.

CyuwectByeT Tpu TMna npobnem Ha kaHane, Kotopble oTMeyvatoTca B naketax OAMPDU. 31o
Critical, Dying Gasp u Link Fault. x onpegeneHue 3aBucuT OT peanua3aumm pasnnuyHbIMK
npoussogutenamu. B naHHom o6opyaoBaHum onpegeneHve crnegyoLlee:

Critical event: HeonpegeneHHoe KpuTU4eckoe cobbIThe.
Link Fault: Ha npuemHunke nokanbHOro HTepdenca suaeH coomn.
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Dying Gasp: HenonpaBumoe cobbiTue (B criydyae nepesarpysku, OTKITIOUEHNS NWHKA, YAaneHus
KOHUrypauum).
4. YpaneHHoe TeCTUpOBaHWe neTerib COeqUHEHNS.

Ecnu pexum ypanenHHonm netnu (loopback) BkntoyeH, paboTalowuii B aKkTUBHOM pexume
OAM-MoAyrnb nockinaeT 3anpoc yaaneHHoW neTnu coceay, B 3TOM Crydae OH BO3BpaLlaeT Bce
nakeTol, 3a wuckmodeHnem Ethernet OAMPDU, oTtnpaButento no ToMmy Xe KaHany.
lMepuogunyeckoe BbINOMHEHWE TECTMPOBaHMA MOMOraeT BOBPEMS OnpeaenuTb CceTeBble
npobrembl 1 nokanusoBaTb Npobnemy. 3ameyaHue: HopmanbHasa paboTa kaHana B pexume
yAaneHHoro TeCTMpoBaHUs HEBO3MOXHA.

CeTb NnpoBangepa

Cetb KnueHTa CeTb KnueHra

¢ 802.1ah OAMPDU 3
In The First Mile

PucyHok 24. Tunosoe npumeHeHne OAM-Tononorum

Tunosoe npumeHeHne EFM OAM npoucxogut B crnegyrowmx TOMOMOrvsax: TOYKa-Touka w
amynupoBaHHbix |IEEE802.3-coegmMHeHnit  Tuna Touka-TOuKa. YCTpowcTBa  nonydaror
BO3MOXHOCTb KOHTPONMPOBaTb KaHanbHble owmndkn Ha MNepeo mune goctyna dyepes Ethernet
nocpeacteom EFM OAM. [na nonb3oBaTensd coeguHEHWe Mexay HUM U CeTbio SBMSeTCS
«nepBon Munen». [Ina nposangepa OHO ABMSETCH «nocnegHen Munemns.

10.2. KoHdurypuposaHne EFM OAM

1. BknoyeHne EFM OAM Ha nopry.

2. KoHdurypmpoBaHue MOHUTOPUHIa COeaUHEHUS.

3. KoHdurypupoBaHue obHapyXeHusi yaaneHHbIX HEUCNPaBHOCTEN.
NMPUMEMAHME: onsa atoro HyxHo cnepsa Bkniounte OAM npu rnobansHo.

1. BknioyeHve EFM OAM Ha nopry.

KomaHpa OnucaHue

Pexunm KoHurypupoBaHusa nopTta

ethernet-oam mode {active | passive} KoHdurypauus pexumma pabotel EFM
OAM. Mo ymMonyaHunio pexmm - akTUBHBbIN.
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KomaHpa OnucaHue

ethernet-oam Bknioyenne EFM  OAM Ha noprty.

no ethernet-oam KomaHpga NO Bbikntodaet EFM OAM Ha
nopTy.

ethernet-oam period <seconds> KoHdurypauus uvHTEpBana nepegayv
naketoe OAMPDU. Komanga NO

no ethernet-oam period

BO3BpaLWlaeT 3Ha4yeHne no ymosi4aHuio

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHdurypauus tammayta ans EFM OAM
coeamHeHnusi. KomaHga NO BosBpawiaet
3Ha4eHue Mo YMOsyaHuio

2. KoHdurypmpoBaHMe MOHUTOPUHIa COEANHEHMS.

KomaHaa

OnucaHue

Pexum koHcpUrypupoBaHusa nopra

ethernet-oam link-monitor
no ethernet-oam link-monitor

BknioyeHue MOHUTOpPUHra
coeanHenmna EFM OAM, KomaHpa
NO BbIkNtO4ae€T MOHUTOPUHT.

ethernet-oam errored-symbol-period {threshold
low <low-symbols> | window <seconds>}

KoHpurypuposaHue HWXHero
nopora owmnbOK N OKHa domkcaumm
owmnboyHbIX cumBonoB. KomaHpaa

no ethernet-oam errored-symbol-period N

{threShO|d low | WindOW} @] BO3BpaLWlaeT 3Ha4yeHune no
YMOI4YaHNI0.

ethernet-oam errored-frame-period {threshold = KoHdurypmuposaHue HUXHEro

low <low-frames> | window <seconds>}

no ethernet-oam
{threshold low | window}

errored-frame-period

nopora owmnboK 1 OKHa dmkcauun
nepuoga oOWMNOOYHBLIX pPenmoB.
KomaHga NO BO3BpaLlaeT
3Ha4YeHne no YMO4YaHuIo.

ethernet-oam errored-frame {threshold low

<low- frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |
window}

KoHdurypuposaHue HWXHero
nopora owmnbok MU OKHa dukcauun
owmnboyHbIX dpenmoB. KomaHpa
NO Bo3BpallaeT 3HaveHue Mo
YMOJSTYaHMI0.
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KomaHpa OnucaHue
ethernet-oam errored-frame-seconds {threshold | KoHdurypuposaHue HWXHEero

{threshold low | window}

low <low-frame-seconds> | window <seconds>} | nopora owmnboK 1 okHa dumKcauum
no ethernet-oam errored-frame-seconds

CeKyHA  OWMnBO4YHbIX  bpermoB.
KomaHga NO BO3BpallaeT
3HayeHue rno yMOn4aHuIo.

3. KoHdurypmpoBaHue oGHapyKeHUs1 yaaneHHbIX HEUCNpaBHOCTEN.

KomaHaa

OnucaHue

Pexunm KoHurypupoBaHusa nopTta

ethernet-oam remote-failure
no ethernet-oam remote-failure

BkntovaeTt pexnm yoaneHHom
ANarHoCTUKN EFM OAM (nog
HEeNcnpaBHOCTbLIO NoHMMaeTCs
Kputnyeckoe codbiTne nnm
HencnpaBHOCTb coeNHeHus Ha

onmwkHem  koHue), KomaHga NO
OTKNOYaeT PyHKLUNIO

ethernet-oam errored-symbol-period
threshold high {high-symbols | none}

no ethernet-oam errored-symbol-period
threshold high

KoHurypmnpoBaHme BepxHero npegena
owmnbok npuema cumsonioB. KomaHga
NO BoccTaHaBnNMBaeT 3Ha4YeHue 1o
YMOSYaHMIO.

ethernet-oam errored-frame-period
threshold high {high-frames | none}

no ethernet-oam errored-frame-period
threshold high

KoHurypmnpoBaHue BepxHero npegena
OoWwKnBOoK NpnemMa owmnboYHbIX perimoB

3a nepuog. KomaHga NO
BOCCTaHaBNuBaeT 3HavyeHue no
YMOJTHaHWI0.

ethernet-oam errored-frame threshold high
{high- frames | none}

no ethernet-oam errored-frame threshold
high

KoHdurypmpoBaHue BepxHero npegena
owunbok npuema dpenmoB. KomaHga
NO BoccTaHaBnuBaeT 3HayeHwe no
YMOJSTHaHUI0.

ethernet-oam errored-frame-seconds
threshold high {high-frame-seconds | none}

no ethernet-oam errored-frame-seconds
threshold high

KoHdurypmnpoBaHue BepxHero npegena
OWNBOYHBLIX CeKkyHa npuema perimos.
KomaHga NO BOCCTaHaBnueaeT
3Ha4YeHne Nno YMO4YaHuIo.

(@ arecy
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10.3. Mpumepbl EFM OAM

CueHapun 1:

KnneHTCcKoe 1 ceTeBoe YCTPONCTBA, COEANHEHHbIE HAMPSAMYIO, UMEIOT BKIMIOYEHHYIO (DYHKLINIO
EFM OAM gnst MOHUTOpPUWHIa COCTOSAHUS NTMHUU. IHpopMaLms O NUHUK NepedaeTcst B CUCTEMY
ynpaBfieHns CETbO NPy BO3HUKHOBEHUN aBapUnHbBIX COObITMIA. Tak e ncnonb3yeTcs yHKLMS
TECTMpPOBaHWA NeTenb A8 NPOBEPKM NMMHMK NO HEOBXOANMOCTH.

CeTb NpoBanpgepa

CeTb KnunenTa CeTb KnueHTta

¢ 802.1ah OAMPDU )
In The First Mile

PucyHok 25. Tunoeas Tononorust npumexHenns OAM

Mpouenypa koHpUrypaumm: (onyckast koHdurypaumo SNMP 1 norruposaHns)
KoHdmrypaumsa knueHtckoro yctpounctea (CE):
CE(config)#interface ethernet 1/0/1
CE (config-if-ethernet1/0/1)#ethernet-oam mode passive
CE (config-if-ethernet1/0/1)#ethernet-oam
CE (config-if-ethernet1/0/1)#ethernet-oam remote-loopback supported
[pyrve napameTpbl UCMOMNb3YOTCA NO YMONYaHUIO.
KoHdurypauus Ha PE:
PE(config)#interface ethernet 1/0/1
PE (config-if-ethernet1/0/1)#ethernet-oam
[pyrve napameTpbl UCMOMNb3YOTCA NO YMONYaHUIO.
Mpn He06X04MMOCTM MCNONb30BaHNA yAaneHHoW NeTnNn NCNoNb3yeTcs cneayoLlas KomaHaa.
PE(config-if-ethernet1/0/1)#ethernet-oam remote-loopback

BbinonHeHune cneaytolLen KoMaHbl Bbi3bliBAeT NpekpaLlleHne pexvma yaaneHHon neTnm nocne
3aBepLUEHNst TECTUPOBAHMS.

PE(config-if-ethernet1/0/1)# no ethernet-oam remote-loopback
BbinonHeHne crneaytowen KoMaHabl OTKIIOYaeT NOAAEPXKKY yOaneHHON NeTnn.
CE(config-if-ethernet1/0/1)#no ethernet-oam remote-loopback supported
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10.4. YcTpaHeHue HeucnpaBHocTten EFM OAM

Ecnu npn ncnonesosaHnm EFM OAM Bo3HMKaOT npobnemsbl, NpoBepbTE, HE ABMAATCS MM OHK
crneacTemMemM cneayroLwmx npuYmH:

MpoBepbTe, He HaxoasaTcs nu o6a OAM-mMoaynst COEAMHEHUSA B MACCUBHOM pexume.
Ecnun tak, To EFM OAM-coeguHeHune He ByaeTt ycTaHoBneHo mexagy OAM-vogynamu.

Y6egutecb, 4tO0 SNMP CKOH(UrypypoBaH KOppekTHO. B npoTuBHOM crniyyae
aBapuiiHble coobLleHnsa He ByayT OTNPaBnATbCS B CUCTEMY YNPaBNEeHUst CETbIO.

CoeavHeHne B pexume OAM-neTnn He paboTaeT. Heo6XoAUMO BBIKMHOUYUTL PEXMUM
TECTMPOBaHMS NOCIe NPOBEPKN COCTOSIHUS FTMHUMN.

Y6eaunTech, 4To 06a yCTpOMCTBA NOAAEPKMNBAIOT PEXUM YaAaneHHOW NeTnu.

Ha nopTy He [ormkHbl ObiTb ckoHdurypuposaHel STP, MRPP, ULPP, ynpaeneHue
MOTOKOM M (PyHKUMA onpefeneHvus yganeHHoW neTnu npu BKAKYEHUU (PYHKLUK
yoaneHHon netnnm OAM, NOCKOMNbKY 3TM (QYHKUMKM HEe MOryT WCNoNb30BaTbCs
OHOBPEMEHHO.

Q
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11. BESOINACHOCTb NOPTOB
11.1. BBegeHue

BbesonacHocTb nopTa — 3T0 MexaHu3Mm, ocHoBbiBatowmncss Ha MAC-agpece gnsa ynpaeneHus
AOCTYMNOM K CeTu. JTO pacluMpeHune cyllecTByowmx ayteHtudpukaumm 802.1x n MAC. OH
KOHTpONUpyeT [OOCTyn HeaBTOPU3UPOBAHHbLIX YCTPOMUCTB ceTu, npoeepss MAC-agpec
MCTOYHUKA MOMYYEHHOro Kagpa M AO0CTYn K HeaBTOPWU3MPOBAHHLIM YCTPOWCTBaM, NpOBepSsis
MAC-agpec ycTporcTBa HasHa4yeHus B kagpe. C 6e30nacHOCTbI0 NOPTOB, NOMNb30BaTENb MOXET
HacTpavmBaTb pasnuyHble pexuMmbl 6e3onacHOCTM nopta Ans Toro, 4ToObl YCTPOWCTBO
oby4yanocb Tonbko neranbHeiMm MAC-agpecam mctoudHuka. Nocne BkioveHnst 6esonacHoCTH
NMOpTOB YCTPOMCTBO OOHapyXuBaeT HeneranbHbI penM, YTO Bbi3bIBAET COOTBETCTBYHOLLYIO
dyHKUM0 6e30nacHOCTN NopTa U BbINOMHAET NpeaonpeaeneHHblie AeNCTBMS aBTOMaTUYECKU.
OTO CHWXaeT Harpysky Morb3oBaTeNbCKOro OOCNYXMBAHUS W 3HAYUTENBHO MOBbLIWAET
6e30nacHOCTb CUCTEMBI.

11.2. Hactpounka 6e3onacHOCTU NOPTOB

1. BasoBble HacTpokmM 6e3o0nacHOCTM NOPTOB

KomaHpa OnucaHue

Pexunm KoHurypupoBaHusa nopTta

Switchport port-security Hactporika 6e3onacHocTn nopToB

no switchport port-security Ha uHTepcpeNnce.

Switchport port-security mac-address <mac- | Hacponka CTaTU4eCKoro
address> [vlan <vlan-id>] 6esonacHoro MAC-agpeca Ha

no switchport port-security mac-address <mac- | “HTepderice

address> [vlan <vlan-id>]

switchport port-security maximum <value> [vlan | HacTpolika MakcumanbHOro 4ucra
<vlan-list>] ©e3onacHbIX MAC-agpecos,

no switchport port-security maximum <value> | Pa3PELIEHHbIX Ha UHTepderce

[vlan <vlan-list>]

Switchport port-security violation {protect || Korga npeBbllleHO MakcumanbHoe
restrict | shutdown} 4yncno HaCTPOEHHbIX
MAC-agpecos, MAC-agpec
joctyna K uHTepdency  He
NpPUHaaIexXuT 3ToMy nHTepdency B
Tabnvue MAC-agpecoB nnu
MAC-agpec HacTpoeH Ha
HECKOIbKO MHTEepdencoB B OLHOM
VLAN, oHn oba O6yayT HapywaTtb
6esonacHocTb MAC-agpecos.

no switchport port-security violation
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BE3OMNACHOCTb NOPTOB " www.gtech.ru |

KomaHaa OnucaHue

switchport port-security aging {static | time | Bknio4yaeT BpeMs unm Tmn ctapeHuns
<value> | type {absolute | inactivity}} port-security Ha nHTepderice.

no switchport port-security violation aging {static
| time | type}

Pexxum agMuHucTpaTopa

clear port-security {all | configured | dynamic | CtupaeT BBeaeHHble 6Ge3onacHble
sticky} [[address <mac-addr> | interface MAC-agpeca Ha nHtepdeince.
<interface-id>] [vlan <vlan-id>]]

Show port-security [interface <interface-id>] | Noka3biBaeT KOHUrypaumto.
[address | vlan]

11.3. NMpumeTtbl HacTpoukn PORT SECURITY

PucyHok 26. TunuyHasi cxema Tononorumn ans 6esonacHocTu nopTa.

Ha vHTepdelrice BkroveHa yHKUua 6e3onacHOCTM nopTa, HACTPOEHO MakCUMaribHOe YUCIOo
paspeleHHbiX uctodHukoB MAC-agpecoB Ha wHTepgence pasHoe 10, u uHTepdenc
paspewaet goctyn 10 nonb3oBaTensaM B WHTepHeT. Ecnu npeBbilleHO MakcumaribHoe
KONU4YeCTBO, TO HOBLIN MOSfb30BaTESb HE MONYYUT AOCTYN B MHTEPHET, TaK YTO 3TO HEe TOMbKO
OTrpaHMYUT YMCNO nonb3oBaTenen, HO U caenaeT JOCTyn B MHTepHeT 6e3onacHbiM. Ecnn
caenatb HacTpOMKYy MakcumarnbHOro ymncrna 6esonacHbix MAC-agpecoB paBHOM 1, TO TOMbKO
PC1 vnn PC2 nony4yat 4OCTyn B CETb.

Mpouecc HacTponku:
#Configure the switch.
Switch(config)#interface Ethernet 1/0/1
Switch(config-if-ethernet1/0/1)#switchport port-security
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BESOMACHOCTb MOPTOB

Switch(config-if- ethernet1/0/1)#switchport port-security maximum 10
Switch(config-if- ethernet1/0/1)#exit
Switch(config)#

11.4. YcTpaHeHue HeucnpaBHocten PORT SECURITY

Ecnu Bo3HUKalOT npobnembl ¢ HAacTPONKoN Ge3onacHOCTW, NMPOBEPbTE He ABMAKTCA NN OHU
CrNeACTBUEM CreayLmX NPUYNH:

o [lpoBepbTe BKNtodeH nn PORT SECURITY.
e YBepguTtecb B HAaCTpPOWNKe MakcMMarbHoro konmdectsa MAC-agpecos.
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12. HACTPOUKA DDM
12.1. BBegeHue

12.1.1. KpaTtkoe BBeaeHune B DDM

DDM (Digital Diagnostic Monitor) peanuayeT dyHKLMIO NoAPO6HON LM POBON ANArHOCTUKM MO
craHgapty SFF-8472 MSA. DDM koHTponupyeT napaMeTpbl CUrHana n oungpoBbiBaeT ero Ha
neyaTHonW nnate BHYTPeHHero moaynda. [locrne 3Toro npefocTaBnsieT pasrpaHUYeHHbIN
pe3ynbTaT U napameTpbl, KOTOpble COXPAHAKTCA B CTaHAAPTHbIX paMKax NamATV Takum
obpas3om, 4YToObI LienecoobpasHo ObIIO YMTaTh NocnenoBaTeNbHbIN MHTEPdENC ¢ ABOMHOro
kabens.

O6blMHO  MHTenNekTyanbHble UMpPOBbIE MOOYN MOAAEPXKUBAOT  YHKUMIO LMEPOBON
ANarHoCTMKW. EAMHWMUBI CeTeBOro ynpaBfeHuMs MMEKT BO3MOXHOCTb KOHTPONMpOBaTb
napameTpbl (TemnepaTypa, HanpsikeHue, TOK CMelleHus, TX-MOWHOCTb M RX-MOLWHOCTb)
ONTUYECKUX MOAYyNen Ans NonyyYeHnUs X NOPOroBbIX 3HAYEHUIN B pEXMME pearibHOro BpeMeHmn
Ha TeKywemM OnTudeckoM Moayne. JTO MOMOraetT eguHuLaMm CceTeBOro ynpasneHus
oBHapyxmBaTb HEMCNPABHOCTM B ONTUYECKOM NIMHUM, COKPaTUTb IKCMyaTaLNOHHY0 HarpysKy
1 NOBbICUTb HAOEXHOCTb CUCTEMBI.

MNpumeHeHne DDM nokasaHo ganee:

1. TporHo3 NPOAOIMKUTENBHOCTUN XKMU3HM MOZYIS.

KoHTponupoBaHne TOKOB YTEYKM MO3BONSIET caenaTb NPOrHO3 BPEMEHU XXWU3HWM nasepa.
AOMUHUCTPATOP MOXET HaMTM HECKONMbKO MOTeHUManbHblX MnpobreM no  MOHUTOPUHIY
HanpsKeHUst U TemnepaTypbl MOAYS.

1.1. Boicokoe HanpsbkeHue Vcc npueegeT K nonomke CMOS, HM3KOe — K HerpaBuibHON
paborTe.

1.2. Boicokass RX-MOLHOCTb NPUBEAET K MNOBPEXOEHUIO MPUHMMAaOLWEro mMoaynd, us-3a
HM3KON RX-MOLLHOCTN MOAYNb HE CMOXET HOpMarnbHO paboTaTs.

1.3. Bbicokasi TemnepaTypa npuBeeT K ObICTPOMY CTapeHuto anmnapaTtHbIX CpeacTs.

1.4. KOHTpOJ‘Ib MOLLUHOCTWN, nonyqaeM0|7| no BOJIOKHY, NoOMoraeT npoBepuTtb BO3MOXHOCTU
JIMHWX N yaaneHHOro KommMmyTaTtopa.

2. OnpepgeneHne mecTa NOBpPEXAEHMSI.

B ONTOBONMOKOHHOW NWHWMKX OMpenerneHne HEeUCrnpPaBHOCTM WMEET BakHOe 3HauyeHue Ans
ObICTPOI Nepe3arpy3ku cepBuca, U30NMPOBaHME HEUCMPaABHOCTM MOMOraeT agMUHUCTPaTopy
ObICTPO HaWTX MECTOMOJIOKEHNE HEUCNPABHOCTU B MoZyrne (NOKanbHbIA UnW yaaneHHbIn
MOAYNM) WM Ha NMHWK, YTO TaKkKe COKpallaeT Bpemsi BOCCTaHOBIEHWS CUCTEMbI MNocre
HEWUCNpPaBHOCTY.

AHanuampya cTtaTyCbl OMOBELUEHUS M CUrHanu3aumm B pPexXuMe peanbHOro BPeMEeHU Mo
napameTpam (TemnepaTtypa, HanpsxeHue, TOK CMelleHusi, TX-MOLWHOCTb U RX-MOLHOCTb)
MOXHO BbICTPO OBHaPYXNTb HEMCNPABHOCTb C MOMOLLIbIO (DYHKLMM LMEPOBON ANArHOCTUKK.

Kpome TOro, coctosHme TX Fault 1 RX LOS umeeT BaxHOe 3Ha4yeHue [Ans aHanuaa
HencnpaBHOCTM.

3. TpoBepka COBMECTUMOCTH.

lMpoBepka COBMECTUMOCTWU MCMONb3yeTca ANs aHanusa, ABfseTcs Ny OKpyXawwasa cpega
MOAyfMsl COrNacoOBaHHOM BPYYHYH WM COBMECTMMa C COOTBETCTBYIOLLMM CTaH4apTOM,
MOCKONMbKY BO3MOXHOCTM MOAyns MoryT ObiTb peann3oBaHbl TOMbKO C COBMECTMMOM
OKpY>KatoLLen cpenomn.
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WNHorpa napameTpbl OKpy)KatoLLen cpeabl NPeBbILLAOT YCTaHOBINEHHbIE BPYYHYHO UMK CTaHaapT
COOTBETCTBMS, YTO NPUBEAET K YMEHbLUEHUIO BO3MOXXHOCTEN MOAYNSA U OWNbKe nepeaadm.

OkpyxatoLlas cpena He coBMecTMa:

3.1 HanpﬂmeHme npesbillaeT yCTaHOBJ'IeHHbIIZ Onana3oH.

3.2. RX power npuBOoaUT K nepesarpyske WM K MeHbLlen YyBCTBUTENbHOCTU
npuemonepenaTyuka.

3.3. Temnepatypa npeBbIWAET gnanasoH paboyern Temnepartypsbl.

12.1.2. ®yHKumn DDM

Onucanne DDM nokasaHo B cnegytoLlem npumepe:

1. TlpocMOTp MHdOpMaLMM MOHUTOPUHIA Ha NpuemMonepenaTymnke.

ALMUHMCTPATOP MOXET y3HaTb TeKyllee COCTOsiHME TpaHCMBepa WM HaWTu MnoTeHuuarnbHble
npobrnemMbl C MOMOLLbIO MPOBEPKM credylowmnx napameTpoB (Bxoaswias TX-MOLLHOCTb,
RX-MOLWIHOCTb, TemnepaTypa, HanpsbkeHue, TOKM YTeYkM) W 3anpocuTb UHGOpMaLMIO
MOHUTOPUHra (Takyro Kak OMOBELLEeHWs, CUrHanuMsaumsi, CocTosiHue B pearibHOM maclitabe
BpeMeHu 1 T.4.). Kpome Toro, nposepka MHOpMaLmm 0 HEMCNPABHOCTAX ONTUYECKUX MoaYren
nomMoraeT agMUHUCTPATOPy GbICTPO OGHAPYXUTb HEUCMPABHYIO FIMHUIO U COKPaTUTb BpPeMs
BOCCTaHOBIEHMS.

2. OnpegeneHve 3Ha4YeHUs nopora nosib3oBaTernem.

[Ona napameTpoB B peanbHoM MacwTtabe BpemeHn (TX-mowHocTn, RX-MoLlHoCTH,
TemnepaTypbl, HaNPSXXeHUs1, TOKOB YTEYKN) eCTb (PUKCUPOBaHHbIE 3HA4YEeHUSA NOporoB. [loTomy,
4YTO NONb30BaTENbCKOE OKPY)XXEHME PasnMyHO, MONb3oBaTeNlb MOXET ONpeaennTb 3Ha4YeHune
nopora (BxogsLias curHanmsaumsi C BbICOKUM 1 HU3KUM MPUOPUTETOM, OMNOBELLIEHME C BbICOKUM
N HU3KUM NpUopuUTETOM), TMBKO KOHTponupoBaTb paboyee COCTOSIHME TpaHcmBepa W
HemealeHHO OOHapYXWUTb HEUCMPABHOCTb.

Hactpoiika 3HayeHusi NOpoOroB NMPOM3BOAMTCS MONb30BaTENEM M MPOU3BOAUTENEM U MOXET
ObITb NOKa3aHa B TO e Bpems. Korga nopor onpegensercs nonb3oBaTenemM HepaunoHarnbHo,
OH BygeT 3anpoleH y nonb3oBaTens M curHan TPeBOrM UM OMOBELLEHUS aBTOMAaTUYECKM
yCT@HOBMT MNOPOr MO YyMOMYaHuio (Nnonb3oBaTernb MOXET BOCCTaHOBWUTbL BCE MOPOroBble
3HAYeHUS N0 YMONYaHUIO).

PaunoHnanbHoe noporosoe 3Ha4YeHune: BbICOKOE/HN3KOEe 3Ha4YeHne CurHana OrnoBeELLEeHUs
AOJDKHO ObITb mMexay BbICOKMM U HU3KMM CUTHAJ10M CUrHanm3aumm n BbiICOKoe 3Ha4eHne nopora
AOJIDKHO ObITb BbILLE, YEM HU3KOE U, @ UMEHHO, BbICOKOE 3Ha4YeHMe CUrHanmsauumn = BbICOKOE
3Ha4eHue onoBeLleHUA = HU3Koe 3HavYeHne ONoBEeLLEHNSA = HU3KOe 3Ha4YeHne curHanmsaumm.

[lns onTuyeckoro Moayns peXxvm NpPoBEPKW NOSy4aeMoro NUTaHUsi BKIOYAET BHYTPEHHIOW U
BHELLHIOI NMPOBEPKY, KOTOpble onpeaenunu npoussoautenu. Kpome Toro, pexumM npoBepku
napaMeTpoB B peanbHOM MacluTabe BpeMeHM 1 NOPOroBbIX 3HaYEHUI MO YMOYaHMIo.

3. KoHTponb TpaHcuBepa.

Kpome npoBepkn cocTosiHMst paboTbl TpaHcuMBepa B peanbHOM MacliTabe BpeMeHH,
NOMNb30BaTENO HYXXHO cneantb 3a noapobHom wuHdopMauMen O COCTOSHUW, TaKOW Kak
nocnegHee BpeMsi HEUCNPaBHOCTU U ee Tun. KOHTponb TpaHcBepa nomoraeT nonb3oBaTesto
HaWTK nocnegHee COCTOsIHME HEUCNPAaBHOCTU Yepes MPOBEPKY FOroB U 3anpocuTb nocrneaHee
COCTOSIHME Henonagku 4epes3 BbiMONHeHWe komaHa. Korgaa nomnb3oBaTtenb HaxoguT
MHOpPMaLMIO O Henonagke oNTUYECKOro MOAyns, TO MHdopmauusa o6 onTMYeckoM moayrne
MoOXeT OblTb nepenposBepeHa nocne obpaboTkn MHOpMauUM O HeucnpasBHOCTM, 34eCb
nonb3oBaTesnb MOXET 3HaTb UHPOPMALIMIO O HEUCTNPABHOCTM N BO30OGHOBUTE MOHUTOPWHT.
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12.2. Cnucok KomaHa KoHdpurypauum DDM
HacTtpoika DDM:

1. TpocMoTp UHGOPMaLIMM KOHTPOSSi B pearibHOM MacLuTabe BpeMeHM.

2. Hactpoiika 3HayeHuin nopora CuUrHanusauuv WUnn OMoBEeLLEeHUs1 KaKaoro napameTpa anst
TpaHcuBepa.

3. Hactponka cocTosHUs MOHUTOPUHIa TpaHcueepa.
3.1. HacTtpowka nHtepsana MOHUTOPUHra TpaHcmBepa.
3.2. Hactpoika coCcTosiHUS BKITIOYEHNA MOHUTOPUHIa TpaHcmeepa.
3.3. NpocmoTp MHpopMaLMM MOHUTOPUHIa TpaHcuBepa.
3.4. O4uncTka nHhopmauum MOHUTOPUHIa TpaHcmueepa.

1. lMpocmoTp MHOPMaLMM KOHTPOSS B pearibHOM MacwTabe BpeMeEHN.

KomaHpa OnucaHune

PexXum KoHcUrypmpoBaHusa nopTa, peXxXum agMMHUCTpaTopa Unu rnobanbHbIN
pexum

Show transceiver [interface ethernet <interface-list>] [MpocmoTp  MOHUTOpUWHra
[detail] COCTOSIHMS TpaHcMBepa.

2. HacTpoiika 3HauyeHWit nMopora curHanuMa3auuyM WM OMoBeLLEHUs KaxKOoro napamerpa ans
TpaHcuBepa.

KomaHpa OnucaHue

Pexxnm KoHurypupoBaHusa nopra

transceiver threshold {default | {temperature | YcTaHoBKa onpeaeneHHoOro nopora
voltage | bias | rx-power | tx-power} {high-alarm | nonb3oBarenem.

| low-alarm | high-warn | low-warn} {<value> |
default}}
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3. HacTporka cocToAHNA MOHUTOPUHIa TpaHcMBeEpa.
3.1. HacTtpowka nHTepsana MOHUTOPUHra TpaHcmeepa.
KomaHpa OnucaHue
Pexunm KoHurypupoBaHusa nopra
transceiver-monitoring interval <minutes> YcTaHoBKa WHTepBarna
no transceiver-monitoring interval leliniofplalalre] HpelalelEcloeh
KomaHga no ycTaHaBnvBaeT

WHTepBar Nno YMOJSTYaHWIO, paBHbLIN
15 MUHYT.

3.2. HaCTp0|7||<a COCTOAHUA BKIMKOYEHNA MOHUTOPUHIA TpaHCuBepa.

KomaHaa

OnucaHue

Pexunm KoHurypupoBaHusa nopTta

transceiver-monitoring {enable | disable}

YcTaHaBnuBaeT,  BKMAYEH U
MOHUTOPUHI TpaHcueepa. [locne
BKIMIOYEHNSA Ha NOpTe MOHUTOPUHra
TpaHcuBepa, cuctema 3anucbiBaeT
COCTOHME HewucnpasHocTU. [locne
OTKNIOYEHNST OYHKUMM Ha nopTe,
WHOpMaUUs O HEeucrnpaBHOCTU
Oynet cTepTa.

3.3. MNpocmoTp MHOPMALIMM MOHUTOPUHTa TpaHCUBepA.

KomaHga

OnucaHue

Pexum KoHcpUurypupoBaHusa nopra

[interface ethernet <interface-list>]

show transceiver threshold-violation

lMokasbiBaeT wudopmaumio MoHuTOpUHra
TpaHcuBepa, Bknwovatowyo nocrneaHon
WHOPMAUUIO  HapyLleHuss  MoporoBoro
3Ha4YeHUsi, MOHUTOPUHI NPOTEKAaKLEro Toka
yepes TpaHCcuBEP, BKIOYEH 1T MOHUTOPUHT
TpaHcuBepa Ha nopTe.
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3.4. OuncTka nHopmaunm MOHUTOPMHIa TpaHcmBepa.
KomaHpa OnucaHue
Pexxum KoHurypupoBaHusa nopra
clear transceiver threshold-violation [interface # Ctupaert 3Ha4yeHune nopora
ethernet <interface-list>] HapyLleHus MOHUTOPUHra
TpaHcuBepa.

12.3. NMpumepbl npumeHeHnss DDM
Mpumep 1:

B uHTepdericol Ethernet 1/0/21 n Ethernet 1/0/23 BkntoveHbl ontuyeckne mogynun ¢ DDM, B
nHtepdenc Ethernet 1/0/24 BknioveH ontuyeckun mogynb 6e3 DDM, B Ethernet 1/0/22 He
BKITOMEH KaKoW-NMbOo ontuyeckuii mogynb. NpocmoTp nHdopmaumm o DDM anst onucaHHoro
cueHapus NpeacTaBlieH HUXe.

e [IpocMoOTp MHpbopMaunn O BCex MHTepdencax, KoTopble MOryT YMTaTb NapamMeTpbl B
pexxmme peanbHOro BpemMeHu (Npu oTCYTCTBUM OMTUYECKOro MOAYMS UM ONTUYECKUI

MOAyrb He noaaepXusaeTcsl, MHbopMauus He ByaeT nokasaHa), Ans npumepa:

Switch #show transceiver

Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)

1/0/21 28 3,28 23,34 -3,75 -0,79

1/0/23 46 3,28 26,00 -2,10 -2,21

e [lpocmoTp uHpopmaumm o6 ykazaHHOM uHTepdence (N/A o3HayaeT, YTO ONTUYECKUN

MoOAyJib HE BCTaBJ1€H UNN HE no,u,nepmleaeTCH), ana npunmepa:

Switch #show transceiver interface ethernet 1/0/21-22; 23

Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3,28 26,00 -2,10 -2,21
e [lpocmoTp noOApOGHOM WHGOPMAUUK, BKMIOYAKOLWENA OCHOBHYH MHOPMaLuto,

3Ha4yeHMe napamMeTpoB MOHUTOPMHra B pearlbHOM MaclwTabe BpemMeHu, curHan
OMNOBELLEHNS, CUTHaNM3aLmMo, COCTOSTHUE HENCNPABHOCTU U MHAPOPMAaLUIO NOPOroBOro

3HaYeHus, ans npumepa:
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Switch#show transceiver interface ethernet 1/0/21-22;24 detail

Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold

Realtime High Low Alarm High Warn Low Warn
Value Alarm
Temperature 33,00 70,00 0,00 70,00 0,00
(°C)
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current 6,11 (W+) | 10,30 0,00 5,00 0,00
(mA)
RX Power -30,54 9,00 -25,00 9,00 -25,00
(dBM) (A-)
TX Power -6,01 9,00 -25,00 9,00 -25,00
(dBM)

Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A
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Mpumep 2:

B nopt Ethernet 1/0/21 BknioyeH B onTudecknii mogynb ¢ DDM. HacTtporka noporosoro
3Ha4YeHNda Ha ONTMYECKOM Moayne nocre npocmoTpa nHgopmauun o DDM.

War 1: NMpocmoTp nogpobHomn nHpopmaumm o DDM.
Switch#tshow transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold

Realtime High Low Alarm High Low

Value Alarm Warn Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) 9,00 -25,00 9,00 -25,00
TX Power (dBM) -13,00 19,00 -25,00 9,00 -25,00

War 2: Hactponka noporoBoro 3HadyeHusa TX-power Ha ONTUYECKOM WHTepdhence, HUMXKHee
3HayeHne NOpPOroBOro onoBeLeHns — 12, HUXKHee 3HayYeHne Noporoesor curHanmsaumm —10,00.

Switch#config

Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- warning -12
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- alarm -10.00

War 3: MpocmoTp nogpobHon nHgpopmauum o DDM Ha onTuyeckom mogyne. CurHanusauus
ncnonb3yeT MOPOroBoe 3HaveHue, HacTpamBaemoe MoNnb3oBaTenem, NoporoBoe 3HayeHue,
HACTPOEHHOE npousBoauTenieM o0603HadyeHO ckobkamu. CurHanusaums ¢ ‘A-" kak —13,01
MeHbLue, Yyem —12,00.

Switch#show transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:

Base information:
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Brief alarm information:
RX loss of signal
Voltage high
RX power low
TX power low
Detail diagnostic and threshold information:
Diagnostic Threshold
Realtime High Alarm | Low High Low Warn
Value Alarm Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 | 9,00 -25,00
TX Power (BM) -13,01(A-) | 9,00 -12,00 | 9,00 -10,00
(-25,00) (-25,00)

Mpumep 3:

B nopt Ethernet 1/0/21 BknoyeH onTudeckun mogynb ¢ DDM. BknioveHne MOHUTOpWHra
TpaHcMBepa Ha NopTe, Nocrie NPOCMoTpa MOHUTOPUHIA Ha ONTUYECKOM Moayre.

War 1: NpocMOTp MOHMTOpPWMHra TpaHcuMBepa Ha onuyeckom moayrne. Ha Ethernet 21 and
Ethernet 22 He BKkIOMEH MOHUTOPUHT TpaHCKMBEpPA, YCTaHOBMNEHHbIN MHTepBarn 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22

Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/0/22 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn'’t exist.

LWar 2: BknoueHne MOHUTOPUHra TpaHcmBepa Ha Ethernet 21.
Switch(config)#interface ethernet 1/0/21

Switch(config-if-ethernet1/0/21)#transceiver-monitoring enable
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War 3: lNpocMOTp MOHMTOPUHra TpPaHCMBEpPaA Ha oONTMYEeckoM Mogyne. B cnegyowmx
HacTpounkax, Ha Ethernet 21 BkNOYEH MOHUTOPUHI TpaHcuBepa, nocrnefHee HapylleHue
noporooro 3HavyeHus Jan 02 11:00:50 2011, nogpo6Hasa nHgpopmaumm o DDM, npesbiwatoLasn
NMOPOroBoOe 3Ha4YeHne TaKkke NnokasaHa:

Switch(config-if-ethernet1/0/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22

Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is enabled. Monitor interval is set to 30 minutes.
The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
Realtime High Low Alarm High Low Warn
Value Alarm Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 10,00 | 0,00 5,00 0,00
Bias current (mA) 3,11 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 (-34,00) | 9,00 -25,00
TX Power (dBM) -1,01 9,00 -12,05 9,00 -10,00

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn'’t exist.

12.3.1. YcTpaHHue HeucnpaBHocTen DDM

Ecnu BosHukaoT npobnembl npu Hactponke DDM, noxanyncrta, npoBepbTe sSBNAETCA Ny aTa
npobnema cnegctenem criefyowmx NPUYnH:

e Yb6eautecb, YTO TpPaHCMBEP Ha ONTUYECKOM Moayrne Obin BKIOYEH Ha nopTe, uHaye
koHurypaumnss DDM He ByaeT nokasaHa.

e YbBepgutecb, 4YTO KOHpUrypaumsa SNMP paboTtaeT, nHadye onoseLleHne o cobbiTuM He
CMOXET OMOBECTUTbL CUCTEMY CETEBOrO YNpaBIieHNUS.

e He Bce kommyTtaTtopbl nogaepxusatot SFP ¢ DDM wnn XFP ¢ DDM, y6eautech B
NCNonb30BaHNN KOMMYTaTOpa C NOAAEPXKKOM COOTBETCTBYOLLLEN (PYHKLINN.
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e |cnonb3oBaHue komaHg show transceiver umnu show transceiver detail moxet
3aHATb MHOIO BPEMEHW, TaK Kak komMMyTaTtop OyaeT nNpoBepsATb BCE MOPTbl, NO3ITOMY
pekoMeHAyeTCs 3anpalmnBaTb MHPOPMaLUIO O TPAHCMBEPE Ha ONpeAereHHbIN MopT.

e YbGeguTtechb, YTO YCTAHOBIEHHbIN NOfb30BaTENIEM NOPOr ABMeTCca AencTeyrowmm. MNpu
nobon owmnbke NOpPoroBoro 3HadeHust TpaHcMBep OyaeT nosbinaTb CUrHanu3aumio B
COOTBETCTBMM CO 3HAYEHMEM, YCTAHOBIIEHHbLIM MO YMOJTHaHUIO.
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13. LLDP-MED

13.1. BBepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegocTtaBnsieT ctaHgapTHbIN pexum Link
Layer Discovery, nocbinarwLwero MHOpMaumio O JioKalnbHbIX YCTPOMCTBaxX (BKMOYAOLLYHO
OCHOBHbIE BO3MOXHOCTW, ynpasneHune |IP-agpecamu, ID yctponcTtea u ID nopta) Takon kak TLV
(type/length/value) Tporkn B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnsitoLymx
CBA3bID C cocedHuMu ycTpouctBamu. [lonydeHHas wmHdopmauusa o6 yctponctse Oyaet
XPaHUTbCA CO CTaHg4apToHon 6a3on ynpaeneHus nHdopmaumen (MIB). 3To nossonseT cucrteme
CeTeBOro ynpasneHunst bbIcTpo obHapyxmBaTb U MOEHTUMULMPOBATL CTaTyC CBA3WN HA JIMHUN.

B craHpapte 802.1AB LLDP HeT nepegayn u ynpaBneHna uHdopMaumen O rosioCoBOM
ycTponctee. [nsi NPUMEHEHMSI U ynpaBnNeHUs FONIOCOBOr0 YCTPOWCTBA LEenecoobpasHo C
nomowbto LLDP-MED TLVs npenoctaBnaTe MHOXECTBEHHYIO MHGOPMaLMo, Takyto kak PoE
(Power over Ethernet), ceTeByto NONUTMKY M nokanbHy0 WMHGopmMaumio o6 obcnyxmeaHum
HOBOro TenedgoHa.

13.2. Kondurypauuma LLDP-MED

1. bBasoBas KoHUrypaums

KomaHaa OnucaHue

Pexum KoHcpUurypupoBaHusa nopra

lIdp transmit med tlv all HacTporika ykasaHHOro nopTta OTnpaBnATb
Bce LLDP-MED TLVs. KomanHga no

no lldp transmit med tlv all
OTMEHSET PYHKLMIO.

lIdp transmit med tlv capability HacTpolika ykasaHHOro nopTta OTnpaBnATb
LLDP-MED Capability TLV. KomaHaa no

no lldp transmit med tlv capabilit
P P y OTMEHSIET (PYHKLMIO.

lIdp transmit med tlv networkPolicy HacTpoliika ykasaHHOro nopTta OTnpaBnATb
LLDP-MED Network Policy TLV. KomaHga

no lldp transmit med tlv networkPolicy
NO OTMEHSET AaHHY0 (OYHKUMIO.

lIdp transmit med tlv extendPoe HacTpoiika ykasaHHOro nopTta OTnpaBnATb
LLDP-MED Extended Power-Via-MDI TLV.

no lldp transmit med tlv extendPoe
KomaHaa no oTMeHSAET OYHKLMIO.

lIdp transmit med tlv inventory HacTtpounka ykasaHHOro nopta OTnpaBnsATb
LLDP-MED Inventory Management TLVs.

no lldp transmit med tlv inventory KomaHaa no oTMeHsieT dhyHKLMIo
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LLDP-MED

KomaHaa

OnucaHue

network policy {voice | voice-signaling |
guest- voice | guest-voice-signaling |
softphone-voice | video-conferencing |
streaming-video | video- signaling}
[status {enable | disable}] [tag {tagged |
untagged}] [vid {<vlan-id> | dotlp}] [cos
<cos- value>] [dscp <dscp-value> |

no network policy {voice | voice-
signaling | guest- voice | guest-voice-
signaling | softphone-voice | video-
conferencing | streaming- video | video-
signaling}

HacTtporika ceTeBoW MONUTUKM  MOPTA,
Bkntovatowasa VLAN ID, nogoepxuBaemble
NpuUNoXeHusa (TakMe Kak rornioc u BUAEO),
npuopuTeET  MNPUMNOXEHMN U NONUTUKA
NCnonb30BaHus, U Tak ganee.

civic location {dhcp server | switch |
endpointDev} <country-code>

no civic location

HacTtponka Tvna ycTtponcTea n koga ctpaHbl
B cooTBeTCcTBUMN C popmaTom Civic Address
LCI n BknwoveHne pexumma Civic Address
LCIl. KomaHga no OTMEHSIET BCe HACTPOMKMK
B cooTBeTCcTBUKN ¢ popmaTom Civic Address
LCI.

ecs location <tel-number>
no ecs location

HacTtporika pacnonoxeHna ¢ ¢opmaTom
ECS ELIN Ha nopTte. KomaHga no oTMeHseT
KOHdpUrypauumo

lldp med trap {enable | disable}

BkntoyeHue/oTknoveHne nosywkn LLDP-
MED Ha ykazaHHOM nopTe.

Pexum Civic Address LCIl address

{description-language | province-state |
city | county | street | locationNum |
location | floor | room | postal | otherinfo}
<address>

no {description-language | province-
state | city | county | street | locationNum
| location | floor | room | postal |
otherinfo}

HacTtporika nogpoOHbIX agpecoB nocne
Beoga pexuma Civic Address LCI address
Ha nopre.
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LLDP-MED

KomaHaa OnucaHue

Pexum rno6anbHOro KoHgpurypmupoBaHus

lldp med fast count <value> Korma BKknM4Y4eH MexaHuM3M  ObICTporo
3anycka LLDP-MED, TO JOImKHa
npoun3BoanTbCA BbICTpas oTrnpaBka NakeToB
LLDP c¢ LLDP-MED TLV, ata komanHaa
ncnonb3yeTca Ans yCTaHOBKM 3HA4YeHus
ObICTPON OTMpPaBKM MNAKeToB, KOMaHAa no
BOCCTaHaBNMBaeT 3Ha4YeHune no
YMOSYaHUIO.

no lldp med fast count

Pexxum agMuHUcTpaTopa

show lidp MokasbiBaeT HacTpowku rnobansHoro LLDP
n LLDP-MED

show lldp [interface ethernet | lNoka3sbiBaeT HacTporku LLDP n LLDP-MED

<IFNAME>] Ha TeKkyLlem nopre

show lldp neighbors [interface ethernet  [MokasbiBaeT HacTponku LLDP n LLDP-MED
<IFNAME>] Ha cocelHNX YCTPOUCTBaXx.

13.3. NMpumep HacTpouku LLDP-MED

SwitchA

PC

=
YcTponcTtBo
MED

SwitchB

PucyHok 27. Tononorusa 6asosoin koHdurypaumm LLDP-MED

1. Hactponka Switch A
SwitchA(config)#interface ethernet1/0/1

SwitchA (Config-If-Ethernet1/0/1)# lldp enable
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SwitchA (Config-If-Ethernet1/0/1)# lldp mode both (this configuration can be omitted,
the default mode is RxTx)

SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability

SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy

SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 5 dscp 15
SwitchA (Config-If-Ethernet1/0/1)# exit

SwitchA (config)#interface ethernet1/0/2

SwitchA (Config-If-Ethernet1/0/2)# lldp enable

SwitchA (Config-If-Ethernet1/0/2)# lldp mode both

2. Hactporka Switch B
SwitchB (config)#interface ethernet1/0/1

SwitchB(Config-If-Ethernet1/0/1)# lldp enable

SwitchB (Config-1f-Ethernet1/0/1)# lldp mode both

SwitchB (Config-1f-Ethernet1/0/1)# lldp transmit med tlv capability

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid cos 4

3. Verify the configuration
MpocmoTp rnobansHOro cratyca u ctatyca nHrepderica Ha SwitchA

SwitchA# show lldp neighbors interface ethernet 1/0/1
Port name : Ethernet1/0/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :****

kkkk

SysName :

kkkkk

SysDesc:

SysCapSupported :4
SysCapEnabled :4

LLDP MED Information :
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MED Codes:
(CAP)Capabilities, (NP) Network Policy

(LI1) Location Identification, (PSE)Power Source Entity

(PD) Power Device, (IN) Inventory
MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class llI
Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5 Power Type : PD
Power Source :Primary power source

Power Priority :low

Power Value :15.4 (Watts) Hardware Revision:

Firmware Revision:4.0.1
Software Revision:6.2.30.0
Serial Number:
Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information :

auto-negotiation support: Supported
auto-negotiation support: Not Enabled

PMD auto-negotiation advertised capability: 1

operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/0/2

Port name : interface ethernet 1/0/2
Port Remote Counter : 1
Neighbor Index: 1

Port name : Ethernet1/0/2
Port Remote Counter : 1
TimeMark :20
ChassisldSubtype :4
Chassisld :00-03-0f-00-00-02
PortldSubtype :Local

Portld 1

PortDesc :Ethernet1/0/1
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SysName ****
SysDesc *****
SysCapSupported :4
SysCapEnabled :4

MNoscHeHue:

1.

Ethernet 1/0/2 kommyTaTtopa A n Ethernet 1/0/1 kommyTaTopa B siBnstoTcs noptamm
YCTPOMWCTBA CETEBOro COeAMHEHMNS, OHWN HE NepechInatoT nakeTbl ¢ Hopmaumen MED
TLV. Xota Ethernet 1/0/2 kommyTaTtopa A HAaCTPOEH AN NockbIkn nHpopmauum MED
TLV, oH He BygeT nockinatbe MHdopmaumo MED, 4To npuBegeT K OTCYTCTBUIO B
COOTBETCTBYIOLWEN yaaneHHon Tabnmue nHgpopmaumm MED Ha Ethernet 1/0/2
KommyTartopa A.

Yctponcteo LLDP-MED moxeT noceinate naketel LLDP ¢ MED TLV, nostomy B

COOTBETCTBYIOLLIEN yaaneHHon Tabnmue oyaeT nHgpopmaumsa o6 Ethernet 1/0/1
KoMmmyTartopa A.

13.4. YcTpaHeHue HeucnpaBHocTen LLDP-MED

Ecnu Bo3HukatoT npobnembl npu HacTponke LLDP-MED, noxanyncra, npoBepbTe ABNAETCS N
aTa npobriema cneacTBMEM CNeayoLNX NPUYNH:

Yb6egutecb, 4yto LLDP BkntoveH rmobansHo.

Tonbko YCTPOWUCTBO ceTeBoOro coeanHeHust nonydaet LLDP-nakeTbl ¢ LLDP-MED TLV
oT Gnmkanwero yctponctesa MED, oH Tak e nocbinaet LLDP-MED TLV. Ecnu Ha
YCTPOWCTBE CETEBOrO COeANHEHNS HAaCTpOeHa koMaHaa anga otnpasku LLDP-MED TLV,
naketol 6e3 LLDP-MED TLV nocbinatTcs Ha MOPT, YTO O3HAYaeT, YTO HUKAKOM

WHopMaLMM MNopT He nosyyaeT W Ha nopTe OTKMYeHa QYHKUUSA MOChINKN
nHgpopmaumm LLDP-MED TLV.

Ecnu cocegHue ycTponcTsa nocbinawT uHdopmaumio LLDP-MED ycTpoicTBy ceTeBoro
COeUHEeHUs1, HO OHa He aBnsieTcs uHpopmaumen LLDP-MED, npoBepsiemas komaHaom
show lldp neighbors, 4to o3HauaeT, 4To oTnpaensemas MHpopmaums LLDP-MED k
coceHMM YyCTpoNCTBaM SBNSAETCS OLUIMOGOYHOMN.
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14. HACTPOUKA BPDU-TUNNEL
14.1. BBegeHue B bpdu-tunnel

BPDU Tunnel aBngeTca TEXHOMOMMeNn BTOPOro ypoBHA. 3TO NO3BONSET NakeTam NpOoTOKOMOB
BTOPOro YPOBHS reorpadpuyeckn pacrnpeneneHHblX YacTHbIX CeTel Npo3pavyHo rnepeadaBaThbCs
no cneumnarnbHbIM TYHHENAM Yepes3 ceTb MocTaBLLMKa YCNYT.

14.1.1. ®yHKuum bpdu-tunnel

B npunoxeHnn MAN, MHOXXeCTBEHHbIE BETBM KOPHopauumn MoryT COeANHATBLCS C ApYr C APYroM
no cetun onepatopa. VPN npegocTtaBnseT BO3MOXHOCTb OnepaTopy BKNYaTb reorpaunyecku
pacnpefeneHHble ceTU B OOHY IoKanbHY ceTb LAN, NMo3TOMYy MOCTaBLUMKY YCMYr HY>XHO
npepoctaBuTb PYHKUMIO TYHHENMPOBaHUS, a UMEHHO nepedayvy MHMOOPMALNOHHBIX OaHHbIX,
nocTynarwLMx OT Monb3oBaTeNbLCKON CeTu, Yepe3 ceTb onepaTtopa. [Ona nogaepxaHus
NIoKanbHOM KoHUenuuu, HeobxoauMma He TONbKOo nepefada AaHHbIX OT MOMb30BaTeSbCKUX
YacTHbIX CeTen Yepes TyHHeSb, HO TakkKe nepefada nakeToB NPOTOKOIOB BTOPOro YPOBHS OT
nonb3oBaTenbCKUX ceTen.

14.1.2. Co3paHue bpdu-tunnel

CneumnanbHble NUHUM UCMONb3YIOTCS OnepaTopoM Afs CO34aHMsA NOSib30BaTeNbCKUX ceTewn
BTOPOro YpOBHS. B pe3ynbTtaTe, nonb3oBaTenbckas ceTb pa3dbrBaeTcs Ha YacTu NO pasnuyHble
CTOPOHbI CeTeBOro npoBangepa. Kak nokasaHo Ha puCyHKe, nonb3oBaTeflb A MMeeT fBa
yctponctea (CE1 u CE2) u oba 3Tux yCTpOWCTBa MpuHagnexaTt K Hekotopomy VLAN.
lNonb3oBaTenbckasn ceTb pasfeneHa Ha ceTb 1 1 ceTb 2, KOTOpble COEaMHSAITCS Yepes CeTb
npoBangepa. Korga naketbl NpoOTOKOMNa YPOBHA 2 He MOryT ObiTb peanu3oBaHbl Yepes3 CeTb
nocTaBLUMKa ycnyr, TO MONnb3oBaTefbCkad CeTb He MOXeT obpaboTaTb BblUMCNEHME
He3aBMCMMOro NPOTOKOSIa BTOPOro YPOBHSA (419 NpyMepa: BbluMCIeHe spanning tree), Takum
o6pasom ceTu BNUSIOT APYr Ha apyra.

CeTb npoBangepa

KnuenTt A KnueHt A

PucyHok 28. NpumeHeHne BPDU-TyHHens

14.2. Kondurypaumsa bpdu-tunnel

1. Hactpowika rnobansHoro MAC-agpeca TyHHens.
2. Hactporika nopTa ons nogaepXkn TyHHens.
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1. Hactponka nopTa ans nogaepXkm TyHHens.

KomaHaa OnucaHue

Pexum rnobanbHOro KoHpurypmpoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BknioveHune/oTknoyeHmne
defined-protocol <name>} [protocol-mac <MAC | rnob6anbHoro MAC-agpeca
address>] [encape-type { ethernetii | lic | snap}] | TyHHens.

{default-group-mac | group-mac <MAC
address>} no bpdu-tunnel-protocol {dotlx | gvrp
| stp | user- defined-protocol <name>}

2. HacTtpoiika nopta ans nogaepku TyHHens.

KomaHpa OnucaHue

Pexxum KoHcpUurypupoBaHusa nopra

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | Bkno4YeHNE/OTKNIOYEHNE Ha NopTe
defined-protocol <name>} NoaaepXKN TYHHenNs.

no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

14.3. Mpumep BPDU-tunnel

CneuuarnbHble NMUHUN NCNOSb3YOTCSA ONepaTopoM AN NOCTPOEHUSA NMonb3oBaTENbCKUX CeTeNn
BTOPOro YpOBHS. B pe3ynbTaTe, nonb3oBaTenbckas ceTb pa3brBaeTcs Ha YacTu NO pasnuyHble
CTOpPOHbI ceTeBOro nposavgepa. Kak nokasaHo Ha pucyHke, nonb3oBatenb A umeeTt Aga
yctponctea (CE1 u CE2) u oba 3Tux ycTpoMCTBa npuHagnexaTt K Hekotopomy VLAN.
Monb3oBaTenbckas ceTb pasferneHa Ha ceTb 1 U ceTb 2, KOTOpblE COEOMHAIOTCH Yepes CeTb
npoBangepa. Korga nakeTbl NpOTOKOMa YPOBHSA 2 HEe MOryT OblTb peann3oBaHbl Yepe3 ceTb
NMocTaBLUMKa YCNyr, TO MOMnb30OBaTeNnbCkasi CeTb He MOXeT o0paboTaTb BblUUCIEHME
He3aBMCUMOro NPOTOKOMa BTOPOro YPOBHSA (419 npMMepa: Bbl4MCNEHUe spanning tree), Takum
obpasom ceTu BAMSIOT APYr Ha apyra.

MpumeHeHue BPDU-TyHHenNs

C BPDU-Tunnel, nakeTbl NpoTOKOMa BTOPOro YpOBHS OT MOSIb30BATENbCKON CEeTU MOryT 6biTb
nepefaHbl Yepes ceTb ornepaTtopa B CrneayoLLlen nocrnefoBaTenbHOCTH:

1. TNocne nonyyeHnsi nakeTa NPOTOKONa BTOPOro YPOBHA OT NepBOM CETU Nofb3oBaTerns
A, PE 1 B ceTu onepaTopa nakeTt nHkancynupyetcda, MAC-agpec HasHavyeHus
3aMeHdaeTCcsa KOHKpeTHbIM multicast MAC-agpecoM, 1 3aTeM NakeT nepechbinaercs B
ceTn oneparopa.

2. WHKancynupoBaHHbIV NakeT NPOTOKOS1a BTOPOro YPOBHS (Ha3biBaeMbI NakeToMm
BPDU-Tunnel) nepecbinaetcs k PE 2 Ha apyron KoHew, ceTw, rae naket
AevHKancynmpyeTcs, Bo3spallaeTtcs opurnHanbHbii MAC-Ha3HavyeHnsa naketa u
3aTeM NakeT nocblnaeTca ceTu 2 nonb3oBartens A.
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CeTb npoBangepa
Knuent A

CeTb 2

KnueHnt A

PucyHok 29. NpumeHeHne BPDU-TyHHeNA

Hactponka BPDU-tunnel Ha kommyTaTtopax PE1 n PE2:

HacTtpowuka PE 1:
PE1(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE1(config)# bpdu-tunnel-protocol stp default-group-mac
PE1(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

Hactponka PE 2:
PE2(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE2(config)# bpdu-tunnel-protocol stp default-group-mac
PE2(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

14.4. YcTtpaHeHue HeucnpaBHocTeun bpdu-tunnel

Mocne oTkntoyeHna dyHkuMA stp, gvrp, dotlx Ha nopTe, MOXHO HACTPOUTb (YHKLUMIO

BPDU-tunnel.
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15. HACTPOUKA BUPTYAJIbHbIX JIOKANbHbIX CETEMN
VLAN

15.1. KoHdurypuposanue VLAN

15.1.1. HayanbHble cBegeHnsa o VLAN

VLAN (Virtual Local Area Network — BupTyanbHasi rokanbHasi ceTb) — TEXHOmorus,
pasgensowas nornyeckne agpeca YCTPOWCTB B CETU ANA OTAEeNeHWsi CerMeHTOB ceTu B
3aBUCMMOCTM OT (PYHKUMIA, BbIMOMHSEMbIX YCTPONCTBaAMMW, MNPUNOXKEHUMN unn TpeboBaHui
ynpaerneHus. Takum obpa3oMm, BUpPTyanbHble NOKanbHble rpynnbl MOryT (POPMUPOBATLCH
He3aBMCMMO OT (bM3NYecKoro pacrnonoxeHus yctponcts. |IEEE onybnukosan npotokon |IEEE
802.1Q ana crangaptmsauun npumeHennsa VLAN. VLAN Ha kommyTtatope paboTaeTr B
COOTBETCTBMM C 3TUM MPOTOKOSIOM.

OcHoBHast uaes TexHomormv VLAN B ToMm, 4ToObl pasgenntb OuHaMUYeckn OGonbluyto
noKarnbHyl CeTb Ha HECKOIbKO HE3aBMCUMBIX LLUMPOKOBELLATENbHbIX JOMEHOB B COOTBETCTBUU
¢ TpeboBaHMAMK, NpeabABNAEMbIMU K CETU.
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SwitchA SwitchB SwitchC
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4 VLAN 3
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PC1 PC2 PC3
AN J

PucyHok 30. Jlornyeckoe onpeaenexmve cetn VLAN
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Kaxabii wrpokoBellaTenbHbld gomeH Ha pucyHke saensietca VLAN. VLAN'bl umetoT T1e xe
CBOWCTBA, 4TO WU U3MYECKMEe CeTU, 3a UuckndeHnem Toro, 4Tto VLAN — norudeckoe
ob6beanHeHve, a He umsmdeckoe. Noatomy obbeamHeHne VLAN' OB MOXET co3aaBaTbCs BHE
3aBMCUMOCTM  OT  (PU3NYECKOrO  PacnosiokeHus YCTPOMCTB W LUMPOKOoBeLlaTenbHbIN,
MHOronosib3oBaTenbCKNn U 04HOMOMNb30BaTeNLCKNA Tpadhuk BHYTpU VLAN oTAeneH oT Apyrux
VLAN’oB.

bnarogapsi Bbillenepe4vnmcneHHbiM  ocobeHHocTaMm, TexHomnormss VLAN  obecneumBaet
cnegywoLine npenmyLLecTea:

e  yny4ylwaeTcd NPoM3BOAUTENBHOCTb CETY;

®  3KOHOMSATCSH CeTeBble Pecypchbl;

e yrpouwlaeTcs ynpaBreHne CeTblo;

e  CHWXaeTcsl CTOMMOCTb CeTH;

e yny4waeTtcd 6e30MacHOCTb CETU.
Ethernet-nopTbl KOMMyTaTOpa MOryT paboTaTb B Tpex pasnuyHbix pexxmmax: Access, Hybrid n
Trunk. Kaxkabii pexxnm MMeeT CBOM cnocob nepechinkv NakeToB, C METKON unu oes.

MopTbl TMNa Access npuHagnexaT Tonbko ogHoMy VLAN. OObIMHO OHM MCMOMb3yTCA OIS
NOOKMHOYEHUS K KOMIMbIOTEPY.

MopTbl TMnNa Trunk no3BOMAKT nepecbinate naketbl Heckonbknx VLAN'oB. OHu moryT
MCNONb30BaTbCA  ANSt  COEAMHEHWsT  MexXay  KOMMyTatopamMyv  UNU  MOAKIOYEHMS
NOfb30BaTENbCKNX YCTPONCTB.

MopTbl TMNa Hybrid Takke no3BonsoT nepecbinatb nakeTbl Heckonbknx VLAN oB. OHM moryT
MCNONb30oBaTbCA  ANSt  COEAMHEHWsT  MexXay  KOMMyTatopamMyv  MNU  MOAKIOYEHMS
NOfb30BaTENbCKNX YCTPONCTB.

MopTbl TMNOB Hybrid 1 Trunk npMHUMaloT AaHHbIE NO OAHOMY anropuTMy, HO MeTOAblI OTNPaBKK
AaHHbIX OTNMYalTCsa: NnopThl TMNa Hybrid moryT oTnpaBnAaTe nakeTbl B pa3nuyHble VLAN'bI 6e3
meTkn VLAN’a, Torga kak noptbl Tuna Trunk oTApaensoT nakeTbl pasnnyHbix VLAN Tonbko ¢
meTkon VLAN’a, 3a nckniodeHnem VLAN, nponncaHHOro Ha nopTy Kak native.

MpumeHeHne VLAN n GVRP (GARP VLAN Registration Protocol — npoTtokon perncrpauuu
GARP VLAN) Ha kommyTatope onucbiBaeTcs B ctaHgapte 802.1Q. [daHHas rnasa getanbHO
00bscHseT ncnonb3oBaHue n koHdurypauuo VLAN oB n GVRP.

15.1.2. KoHcurypuposaHme VLAN

1. CosgaHue unu yganenme VLAN.

YcTtaHoBka unu yganexue nmenn VLAN'a.
MpucoeamHeHne nopta kommyTatopa K VLAN'y.
YcTaHoBKa Tvna nopTa kommyTaTopa.

HacTpoWka TpaHkoBOro nopTa.

HacTpownka nopta goctyna.

HacTtponka rubpuaHoro nopra.
BkntoyeHue/BbikntoveHne npasun obpaboTku BxoaHblx naketoB VLAN Ha nopTax.
9. KoHdurypauusa npusatHoro VLAN'a.

10. Hactpownka ceasen npusatHoro VLAN'a.

11. Onpegenexne BHyTpeHHero naeHtugpukatopa VLAN'a.

©ONOOOAEWN
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1. Cosganve nnu yganenue VLAN.

KomaHpa Onucanune
Pexum rmno6anbHOro KoHcurypmpoBsaHus

vlan WORD Cospganuel/yganernne VLAN’a unn sxog
no vlan WORD B pexxum VLAN’a

2. YcrtaHoBka unu yganesue umexnn VLAN’a.
KomaHpa Onucanune

VLAN Mode

name <vlan-name> YcTaHoBKa uWNu  ygarneHne UMEHMU
no name VLAN'a

3. [llpucoeauHeHune nopta kommyTatopa K VLAN'y.
KomaHpa Onucanune

VLAN Mode

switchport interface <interface-list> HasHauyeHne nopta  kKomMmyTaTopa
no switchport interface <interface-list> VLAN'y

4. YcTtaHoOBKa TUNa nopta KOMMyTaTopa.
KomaHpa Onucanune

Pexxum KoHurypupoBaHusa nopra
switchport mode {trunk | access | hybrid} YcTaHoBKa  Tekywlero nopTta  Kak
TPaHKOBOro, MnopTa goctyna Wunu
rmbépumaHoro.
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5. HacTpoika TpaHKoBOro nopra.
KomaHpa OnucaHue
Pexxum KoHurypupoBaHusa nopra
switchport trunk allowed vian {WORD | all | | YcTtaHoBKa/yaaneHue VLAN’oB,
add WORD | except WORD | remove  nNpunucaHHbIX K  9TOMY  TpaHKYy.
WORD} KomaHpa  «no»  BoccTaHaBnuBaeT
no switchport trunk allowed vlan Sl Al ey jhutemielalaliox
switchport trunk native vlan <vlan-id> YcTaHoBKa/yganeHue PVID ans
no switchport trunk native vlan TPaHKOBOTO MopTa.
6. Hactporika nopTa goctyna.
KomaHpa OnucaHue
Pexxum KoHurypupoBaHua nopra
switchport access vlan <vlan-id> HobGasnset TEKyLLNI nopT K

no switchport access vian

ykaszaHHoMmy VLAN’y. KomanHga NO

add WORD | except WORD | remove
WORD} {tag | untag}

no switchport hybrid allowed vian

BOCCTaHaBnuBaet 3HaveHue no
YMOSYaHUIO.
7. Hactponka rubpugHoro nopta.
Komanpa OnucaHue
Pexum koHcUrypupoBaHusa nopra
switchport hybrid allowed vlan {WORD | all | | YcTtaHoBKka/yaaneHue VLAN’a,

NPUNUCAHHOrO K rmbépugHoMy MOpTy C
PEXUMOM MeTKM unn 6e3 Hee.

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YcTtaHoBka/yganenue PVID Ha nopTy.
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8. BknoueHue/BbiknoveHme npaeun o6paboTkm BxoaHbix naketoB VLAN Ha nopTax.

KomaHaa

OnucaHue

Pexxum KoHurypupoBaHusa nopra

vlan ingress enable
no vlan ingress enable

BkntoveHune/BbikntoyYeHne BXoOALWmnX

npasun Ha VLANe.

9. KoHdwurypauusa npmsatHoro VLAN'a.

KomaHaa

OnucaHue

VLAN m

ode

private-vlan {primary | isolated | community}
no private-vlan

KoHdurypauusa Tekywiero VLAN’a kak
npuBatHoro. Komanga NO ypanser

npuBaTHbIn VLAN.

10. Hactpoitka ceasen npmeaTHoro VLAN'a.

KomaHaa

OnucaHue

VLAN mode

no private-vlan association

private-vlan association <secondary-vlan-list>

YcTtaHoBKa/yganeHue cBsi3en
npusaTtHoro VLAN’a.

11. OnpepeneHue BHyTpeHHero naeHtugpukatopa VLAN'a.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHcurypmpoBaHus

vlan <2-4094> internal

Onpepenset
BHyTpeHHero VLAN'a.

noeHTudukaTop

15.1.3. TunuyHoe npumeHeHne VLAN’a

B cooTtBeTcTBUMN C TpeboBaHUSAMN MPUNOXEHUA N 6€30NacHOCTU CyLLECTBYIOLLYIO NTIOKanbHYO
ceTb Heobxogmmo pasgenutb Ha Tpu VLAN. Tpu VLAN umewT maeHTudpmkatopbl VLANZ,
VLAN100 1 VLAN200. 311 Tpn VLAN oxBaThbiBalOT ABa pasfuyHbIX (PM3MYeckmx MecTa

pasmelleHus: nnowaakm A n B.

Ha kaxpgow nnowagke mMmeeTcs KommyTaTtop, TpeboBaHus K CBA3W Mexay nnolagkamu
yAOBMNETBOPSIOTCS, €Crv KOMMYTaTopbl MOTYT BbINOSMHATL 06MeH Tpadukom VLAN.
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O61beKkT KoHdUrypaumm OnuncaHue KoHcpuUrypauum

VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5.
VLANZ200 Site A and site B switch port 6-7.
Trunk port Site A and site B switch port 11.

TpaHkoBble NOPTbl C 06EMX CTOPOH NOAKMNIOYEHbI K TPAHKOBOMY KaHany Ansi nepegadvn mexay
y3namu Tpadmka VLAN’a. OcTanbHble yCTponcTBa nogkntodeHsl k opyrum noptam VLAN'oB.

B maHHom npumepe nopTtbl 1 n 12 cBo60AHbI U MOTYT ObITb MCMONBL30BaHbl 4151 YNPaBAAOLLNX

nopToB UK Opyrmnx uenen.
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SwitchB |1/0/11
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PucyHok 31. TunnyHas tononorus npumeHerHns VLAN’a

LWarn koHdurypaumm onncaHsl HUXe:
KommyTtaTop A:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
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Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-I1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/11)#exit
Switch(config)#
KommyTartop B:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit
15.1.4. Tunu4yHoe npuMeHeHue rmépunaHbLIX NOPTOB
SwitchA
==
1/0/10
_|
Pet _IPCZE
PucyHok 32. TunnyHoe npumeHeHne rubpuaHoro nopTa
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PC1 nogkntoueH kK nHtepdency Ethernet 1/0/7 kommyTtatopa B, PC2 nogkntodeH kK nHrepdenicy
Ethernet 1/0/9 kommyTaTopa B. NMopT Ethernet 1/0/10 kommyTaTopa A k nopty Ethernet 1/0/10
kommyTaTopa B.

TpebyeTcs, utobbl PC1 1 PC2 He BMaenu gpyr gpyra no coobpaxeHusam cekpetHoctn. Ho PC1
n PC2 gomkHbl UMeTb A4OCTYN K APYrMM CETEBbIM pecypcam Yepes LWito3 kommyTatopa A.

Mbl MOXXEM peanu3oBaTtb 3Ty CXeMy Yepe3 rmbpuaHbIi NopT.

Kombmrypau,vm 0O0BEKTOB Kak ONMUCaHO HUXE:

MopT Twun PVID | lMponyckaemble VLAN’bI

Port 1/0/10 of Switch A | Access 10 MponyckaeT nakeTbl VLAN’a 10 6e3
METOK.

Port 1/0/10 of Switch B | Hybrid 10 MponyckaeT naketsl VLAN'oB 7,9,
10 6e3 MeTOK.

Port 1/0/7 of Switch B Hybrid 7 MponyckaeT naketel VLAN’oB 7, 10
6e3 meTok

Port 1/0/9 of Switch B Hybrid 9 MponyckaeT naketel VLAN'oB 9, 10
6e3 mMeToKk.

LLlarn koHdurypaumm onnucaHbl HUXe:

KommyTtaTop A:

Switch(config)#vlan 10
Switch(Config-Vlanl10)#switchport interface ethernet 1/0/10

KommyTtaTop B:

Switch(config)#vlan 7;9;10

Switch(config)#interface ethernet 1/0/7
Switch(Config-I1f-Ethernet1/0/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/0/7)#exit

Switch(Config)#interface Ethernet 1/0/9
Switch(Config-1f-Ethernet1/0/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/9)#switchport hybrid native vlan 9
Switch(Config-If-Ethernet1/0/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-If-Ethernet1/0/9)#exit

Switch(Config)#interface Ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/10)#switchport hybrid native vlan 10
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Switch(Config-If-Ethernet1/0/10)#switchport hybrid allowed vlan 7;9;10 untag
Switch(Config-If-Ethernet1/0/10)#exit

15.2. KoHdurypupoBaHue TyHHena Dot1Q

15.2.1. O6wue cBegeHus o TyHHensax Dotlq

TyHHenb Dotlg, Tawke HasbiBaembin QinQ (802.1g-in-802.1q), sBNSieTCA pacluMpeHnem
npotokona 802.1q. OcHoBHas mMaesl 3akni4vaeTcsa B yrnakoBke MeTKM knuneHTckoro VLAN’a
(CVLAN tag) B meTky VLAN’a cepsuc-nposarngepa (SPVLAN tag). NakeT ¢ gBymsi MeTkamu
VLAN’a nepepaetca 4epe3 MaructpanbHyl CeTb WHTEpHeT-npoBavgepa, Takum obpasom
obecne4ynBas NPOCTON TYHHENb BTOPOro YPOBHS AN Nonb3oBaTens. 3To NPoCcTo U Nerko ang
yrnpaBneHusi, MNPUMEHUMO TOMbKO Ha CTaTUYECKUX KOHUrypaumsx W cneumanbHO
afanTUMpoBaHO ANs HeBOoNbLMX OUCHBIX MM METPO-CEeTEN, MCMONb3YHLWMNX KOMMYTaTOpbI
TPeTbero ypoBHsi Kak MarmctpanbHoe 06opyaoBaHue.

Kak nokasaHo Bbllle, Nocrie BKITHOYEHUA Ha KITMEHTCKOM MNopTy, TyHHenb Dotlq npucBanBaeT
KakgoMy nonb3oBatento ugeHtudpukatop SPVLAN (SPVID). 3pgeck  umaeHTudumkatop
nonb3oBatens — 3. Takon xe SPVID MoxeT ObiTb NPUCBOEH TakUM e Monb3oBaTensam Ha
apyrmx PE. Korga nakeTt npuxogut ¢ CE1 Ha PE1, oH HeceT meTtkm VLANo 200-300
BHYTPEHHeWn ceTu nornb3oBaTens. Korga TyHHenb Dotlq BkMoYeH, KNueHtckun nopT Ha PE1
pobaenseT B nakeT gononHutenbHble MmeTkn VLAN'OB, y KOTOPbIX MOEHTUMKATOPOM ABNsieTCA
Ha3HavyeHHbIN nonb3oBaTento SPVID. lNotom naketT OygeTr HanpaeneH Tonbko B VLANS3,
KOTOpbIA yXoOUT B CeTb WHTEpHeT-npoBangepa, n Oyger Hectn gse MeTkn VLANoB
(BHYTpeHHsIn meTka nobasneHa, korga nakeT npuwen Ha PE1, u gpyras sisnsietcs SPVID), B T0
BpeMs Kak MHgopmaums o knmeHTtckux VLAN oTKpbiTa Ans nposangepa cetun. Korga naket
pocturHeT PE2 n nepen otnpaBkon Ha CE2 ¢ knneHTCKoro noprta Ha PE2, BHeLWHss meTka
VLAN’a ygansetca n naket, npuweawwmi Ha CE2, ctaHOBUTCS NOMHOCTBIO MOEHTUYEH NakeTy,
otnpasneHHomy c¢ CE1. [na nonb3oBatend ponb onepatopa cetu mexgy PE1 u PE2
3akntovaeTcsa B obecrneyeHmmn KaHana BTOPOro YpoBHS.

CeTb npoBangepa

PucyHok 33. MexceTeBoe B3aMmogencTeme Ha ocHoBe Dotlg-TyHHens

TexHonornss TyHHens Dotlg no3BonsieT cepBuC-NMpoOBangepy nogaepKmBaTtb MHOXECTBO
knueHTckux VLAN’oB ¢ nomowbto ogHoro csoero VLAN’a. lNpoBangep v KAWEHT MOryT
KOoHpurypuposaTtb csou VLAN'bI HE3aBMCUMO ApYr OT Apyra.

TexHonorns TyHHensa Dotlq nmeeT cneayowme XxapakTepucTuku:

e [lpumeHuma 4Yepe3 MpPOCTY0 CTAaTUYECKYD KOHUrypaumio, HEe HYXXHbl CroXHas
KOHpMrypaums n maHmnynsaumm.

e Onepatop npuceamBaet oavH SPVID kaxgomy nonb3oBaTtento, 4YTo yBenuumBaeT
KONMUYeCcTBO OOHOBPEMEHHO NoAAepXKMBaeMbIX MNoOrb3oBaTenen; B TO Xe Bpems
nonb3oBaTeny NMEKT MNOSHY cBo6oay npu Boibope 1 ynpaBneHnm naeHTnpnkaTopos
VLAN (nonb3oBaTtenb BbibnpaeT n3 gnanasoHa ot 1 o 4096).
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e KrnineHTCcKasi ceTb MNONHOCTLIO He3aBucuma. Korga cepBuc-nposangep MogepHusmpyeT
CBOIO CETb, KITMEHTCKMNE CETU HE TPeOYIOT N3MEHEHNSA KOHpUrypaumm.

15.2.2. KoHcurypupoBaHue tyHHens Dot1q

1. KoHdwurypuposaHue doyHKUuM TyHHens Dotlq Ha nopry.
2. KoHdurypuposaHue Tuna npoTtokona (TPID) Ha nopTy.

1. KoHdwurypuposaHue doyHKUuM TyHHens Dotlq Ha nopTy.

KomaHpa

OnucaHue

PeXxxum KoHurypupoBaHua nopra

dotlg-tunnel enable
no dotlqg-tunnel enable

Bxopa/Bbixoa n3 pexunma TyHHens dot1qg-
Ha nopTy

2.  KoHdurypupoBaHue Tuna npoTtokona (TPID) Ha nopTy.

KomaHga

OnucaHue

PeXxxum KoHurypupoBaHua nopra

dotlg-tunnel tpid

{Ox8100|0x9100|0x9200|<1-65535>} Ha MarucTpansLHoOM nopry.

KoHgurypnpoBaHne Tuna npoTokosa

15.2.3. Tunu4yHoe npumeHeHue TyHHena Dot1q

CueHapuin:
MorpaHnyHble yanbl PE1

n PE2 wuHTepHeT-npoBamgepa nepechbialT gaHHble VLAN'oOB

200-300. Mexxgy CE1 n CE2 knueHtckon cetn vyeped VLANS. Mopt PE1 noakntoveH k CE1L,
nopt 10 nogkntodeH k nybnmyHon cetn, TPID nogkntodeHHoro obopynosaHms — 9100; MNopT 1
PE2 noakntoyeH k CE2, nopT 10 nogkntoveH K nybnuyHon ceTu.

O6bekT OnucaHue KOHdUrypaumm
KOHduUrypaumm
VLAN3 MopTt 1/0/1 yanos PE1 n PE2.

dotlg-tunnel

MopT 1/0/1 y3anos PE1 n PE2.

tpid

9100
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lNpouenypa KoHpUrypauum onmcaHa Hmxe:

PE1:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1q-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit
Switch(Config)#

PE2:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dotlq-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit
Switch(Config)#

15.2.4. YcTpaHeHMe HeucnpaBHocTen TyHHens Dotlq

e BknoyeHne TyHHena Dot1q Ha TpaHKoBOM nopTy Aenaet MeTKy naketa AaHHbIX
HernpeackasyeMon, YTo He MNOoAXOAUT MpuroXeHusMm. [loaTomy He pekomeHayeTtcsi
ncnonb3oBaTtb TyHHenb Dot1q Ha TpaHkoBOM MOpPTY.

¢ Vcnonb3oBaHue TyHHens coBMmecTHo ¢ STP/MSTP He noggepxunBaeTcs.
¢ Vcnonb3oBaHue TyHHens coBmecTHo ¢ PVLAN He nogaepxusaeTcs.

15.3. KoHdurypupoBaHue Selective QinQ

15.3.1. O6wue ceBegeHu o Selective QinQ

Selective QinQ pacwupeHne gyHkumMmM TyHHenupoBaHus Dotlg. OH TervpyeT nakeTbl (OHM
nosny4arocst No OAHOMY MOPTY) C Pa3nMyHbIMK BHeLWHUMKU Terammn VLAN Ha OCHOBE pasninyHbIX
BHYTPEHHUX TEeroB B COOTBETCTBUM C TpeboBaHMAMM nonb3oBaTens, MNO3TOMYy nakeThbl
PasnMyHOro TMna OTHOCATCA K pa3nuyHbiM VLAN Ha OCHOBE pasnuyHbIX NyTen nepegaqv.
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15.3.2. KoHdurypauusna Selective QinQ

1. Hactpoiika rno6anbHO Unu Ha NopTax CBA3M BHYTPEHHEro U BHELUHEro TermpoBaHus.

2. Hactpotiika selective QinQ Ha nopTe.

1. Hactporika rno6anbHO Unu Ha NopTax CBA3M BHYTPEHHETO M BHELLHEro TErMpoBaHUs.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoOHuUrypmpoBaHusi UnNn KOHUrypmpoBaHusi nopTa

dotlg-tunnel selective s-vlan <s-vid> c-vlan
<c- vid-list>

no dotlg-tunnel selective s-vlan <s-vid> c-
vlan <c-vid-list>

BkrnitoueHue/oTknoueHne rnodanbHO
UMM Ha nopTax CBS3W BHYTPEHHEro U
BHeLlHero termpoBaHna gna selective

QinQ.

2. Hactporika selective QinQ Ha nopTe.

KomaHaa

OnucaHue

PeXxxum KoHurypupoBaHua nopra

dotlg-tunnel selective enable
no dotlg-tunnel selective enable

BkntoyeHue/oTknouYeHmne selective
QinQ Ha noprte.

15.3.3. TunuyHoe npumeHeHue Selective QinQ

VLAN 100-200

VLAN 1000;2000

SwitchA

SwitchB

VLAN 201-300
e0e 00
coe oo
eo0 eoe

VLAN 100-200 VLAN 201-300

SEEEEEERERRR ose

ALEEEEERERRR

PucyHok 34. NpumeHeHne Selective QinQ
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1. Ethernet1/0/1 kommyTaTopa A npegoctaBnsieT 4OCTYN K CeTu obLwero Nonb3oBaHms
ansa nonb3osatenen PC u Ethernet1/0/2 kommyTtaTopa A npegoctaBnsaeTt A4OCTYn K
ceTn obLiero nonb3oBaHMsA Ang nonb3osatenen ¢ IP-tenedoHom, nons3osaTtenu PC
npuHagnexat k VLAN 100-VLAN 200, n nonb3oBatenu ¢ TenedoHamu IP
npuHagnexat K VLAN 201-VLAN 300. Ethernet 1/0/9 kommyTaTOopa A coenHeHa ¢
CeTblo 06OLLEero Nonb3oBaHUS.

2. Ethernet1/0/1 n Ethernet1/0/2 kommyTaTopa B npegoctaBnaeT ceTeBon JOCTYN AN
nonb3oBaenen PC, npuHagnexawmx VLAN 100- VLAN 200 n nonb3oBaTenemn c
IP-tenedoHamu, npuHagnexawmx VLAN 201-VLAN 300 cooTeeTcTBEHHO. Ethernet
1/0/9 coeamHeHa ¢ ceTbio 00OLLEro nonb3oBaHUS.

3. CeTb 06wero nonb3oBaHuns pa3peluaeT nepecbinaTte naketbl B VLAN 1000 n VLAN
2000.

4. BkntoueH selective QinQ Ha noptax Ethernet1/0/1 n Ethernet1/0/2 Ha kommyTaTopax
A n B cootBeTcTtBeHHO. NakeTbl VLAN 100- VLAN 200 otmeyeHbl Terom VLAN 1000
kak Bbixopasawun ter VLAN Ha Ethernet1/0/1, n naketbl VLAN 201- VLAN 300
oTtmedeHbl Terom VLAN 2000 kak Bbixogawmn Ter VLAN Ha Ethernetl1/0/2.

KoHdurypmposaHue:
# CospaHne VLAN 1000 and VLAN 2000 on SwitchA.
switch(config)#vlan 1000;2000

# Hacpovika Ethernet1/0/1 kak rmbpmaHoro nopTta M HacTporka yaanexwus tera VLAN npu
nepecsoinke naketos B VLAN 1000.

switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag

# HacTtpowka npaBun otobpaxeHus ans selective QinQ Ha Ehernet1/0/1 ana nomeweHuns Tera
VLAN 1000 kak Bbixogsawiero Tera VLAN B nakeTbl ¢ Teramm VLAN 100-VLAN 200.

switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 c- vlan 100-200
# BkntoueHune selective QinQ Ha Ethernet1/0/1.
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective enable

# Hacrtpovika Ethernet 1/0/2 kak rmubpuaHoro nopta n HacTtpowka yganeHusa tera VLAN npu
nepecbinke naketos B VLAN 2000.

switch(config-if-ethernet1/0/2)#switchport mode hybrid
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag

# Hactpowka npaBun otobpaxeHus ana selective QinQ Ha Ehernet1/0/2 ansa nomeleHuns Tera
VLAN 2000 kak BbixogsiLuero Tera VLAN B nakeTbl ¢ Teramm VLAN 201- VLAN 300.

switch(config-if-ethernet1/0/2)#dotlg-tunnel selective s-vlan 2000 c- vlan 201-300
# BkntoueHune selective QinQ Ha Ethernet 1/0/2.
switch(config-if-ethernet1/0/2)#dotlg-tunnel selective enable

# Hactpowka nopta Ethernet 1/0/9 kak ru6bpugHoro nopta u HacTpownka coxpaHeHust Tera VLAN
npu nepecsinke naketos 8 VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/0/2)#interface ethernet 1/0/9
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

Mocne npoBegeHus KoHdurypaumm, naketbl VLAN 100-VLAN 200 ot Ethernetl/0/1
aBToMaTuyeckn otmevatrotcs Terom ¢ VLAN 1000 kak Bbixoadaiwmm terom VLAN, v nakeTbl VLAN
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201- VLAN 300 ot Ethernet1/0/2 aBTomaTtm4yeckm otmedarTcss Terom ¢ VLAN 2000 kak
BbixogdaLwwmm Terom VLAN Ha SwitchA.

HacTponkn Ha Switch B aHanornyHbl HacTponkam Ha Switch A, koHdUrypauma crnegyoLlas:
switch(config)#vlan 1000;2000
switch(config)#interface ethernet 1/0/1
switch(config-if-ethernet1/0/1)#switchport mode hybrid
switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 cvlan 100-200
switch(config-if-ethernet1/0/1)#dot1g-tunnel selective enable
switch(config-if-ethernet1/0/1)#interface ethernet 1/0/2
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag
switch(config-if-ethernet1/0/2)#dotlq-tunnel selective s-vlan 2000 cvlan 201-300
switch(config-if-ethernet1/0/2)#dotlg-tunnel selective enable
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

15.3.4. YcTpaHeHue HeucnpaBHocTen Selective QinQ

e OyHkumm Selective QinQ wn Dotlg-tunnel He wMoryT OblTb OOHOBPEMEHHO
HaCTpOeHbI Ha nopTe.

e Tonbko cBA3b rMobanbHOro OTobpaKeHUs UM CBA3b OTOOpaXeHWs nopTta MOXHO
HacTpouTb ans selective QinQ. Hactponka TpaHcnauun VLAN'oB.

15.4. Hactpouka TpaHcnsuum VLAN’oB

15.4.1. O6wue cBegeHusn o TpaHcnauum VLAN’ oB

TpaHcnaums VLAN'0B, Kak crnegyeTt U3 Ha3BaHus, TpPaHCNnpyeT OpUrnHanbHbli MAEHTUUKATOP
VLAN’a B HOBbIi B COOTBETCTBMM C TpeboBaHMsIMI Monb3oBaTens unn angd oomeHa gaHHbIMA
mMexay pasnuyHbiMu VLAN amu. TpaHcnaums MoXeT NPUMEHATHCH Kak NSl BXOASLLEN, Tak u
NcxXoasiLen MHdopmaumn. [aHHoe obopynoBaHve nogaepxmsaeT N3MEHEeHne
noeHtTudukatopa VLAN’a Tonbko Ha BXoge.

MpumeHeHne n koHpurypuposaHue TpaHcnaumm VLAN 0B nogpobHo obbsicHAeTCA nanee.

15.4.2. KoHcurypupoBaHue TpaHcnsumm VLAN’a

1. KoHdurypuposaHue dpyHKumuM TpaHcnauum VLAN'a Ha nopTy.
2. KoHdurypupoBaHue cooTBeTcTBUIA TpaHcnsumm VLAN’a Ha nopTy.
3. [MpocmoTp koHdUrypaumm cooTBeTcTBUA TpaHenauum VLAN a.
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1. KoHdurypupoBaHue pyHkumumn TpaHcnsaumm VLAN’a Ha noprTy.

KomaHaa OnucaHue

Pexxum KoHurypupoBaHusa nopra

vlan-translation enable BkritoyaeT unn BbIKNIOYaET pexuMm TpaHcnsaumm

no vlan-translation enable VLAN

2.  KoHdurypmupoBaHue cooTBeTcTBMIA TpaHcnsauum VLAN'a Ha nopTy.

KomaHaa OnucaHue

Pexxum KoHurypupoBaHua nopra

vlan-translation <old-vlan-id> to | [JobasneHue/yganeHue COOTBETCTBUM
<new-vlan-id> in TpaHcnsumm VLAN'oB.

no vlan-translation old-vlan-id in

3. TpocmoTp koHGUrypauum cootseTcTBUN TpaHcnsaumm VLAN’a.

KomaHpa OnucaHune

Pexum agMmuHucTpartopa

show vlan-translation MpoCcMOTp CKOH(PUIrypuUpOBaHHbLIX COOTBETCTBUM
TpaHcnsaumm VLAN’oB

15.4.3. TunoBoe npumeHeHue TpaHcnsauum VLAN’oB
Cuenapun:

MorpaHnyHble y3nel PE1 1 PE2 uHTepHeT-npoBangepa nogaepxmeatoT VLAN gaHHbix 20
mexay CE1 n CE2 u3 knueHTtckon cetn, yepe3 VLAN 3. Mopt 1/0/1 PE1 MoakntoyeH k CEL,
nopt 1/0/10 nogkntoveH Kk nybnuyHon cetu, nopt 1/0/1 PE2 nogkntoyveH k CE2, nopt 1/0/10
NOOKIHYEH K Ny6nnyHOn ceTu.

CeTb npoBangepa

Knuent A Knunent A

PucyHok 35. Tononorusa cetu ¢ TpaHcnaumen VLAN o
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O61bekT KoHdurypaumm OnucaHue KOHUrypaumm

VLAN-translation MopT 1/0/1 y3nos PE1 n PE2.

Trunk port MopTtbl 1/0/1 n 1/0/10 y3nos PE1 n PE2.

lNpouenypa KOHMUrypnpoBaHUs ykasaHa HUXe:

PEL, PE2:
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation enable
switch(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/0/1)# exit
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)#exit
switch(Config)#

15.4.4. YcTpaHeHue HeucnpaBHocTeun TpaHcnsauum VLAN oB

O6bl4HO TpaHcnsaums VLAN npyMeHsaeTcs Ha TPaHKOBLIX MOpTax.

Mpuoputetol Mexagy TpaHcnsauven VLANoB 1 Bxogsawen dunetpaumen VLANoB
pacnpegenatTca Tak: TpaHcnauma VLAN'oB Bbiwe Bxogswen cunstpauun VLAN'0B.

15.5. Kondurypauma Multi-to-One VLAN-TpaHcnauuu

15.5.1. BBepeHue B Multi-to-One VLAN-TpaHcnsauuio

TpaHcnaumsa Multi-to-One VLAN — 310 TpaHcnsauusa ucxogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBMM C TpeboBaHMsSIMK NONb3oBaTeENeEN Ha Bocxoasawmn Tpadduk 1 Bo3BpalleHne
ncxogHoro VLAN ID Ha Hucxogawmin Tpaddmk.

MpumeHeHune n koHpurypaumsa Multi-to-One VLAN-nepegayum 6yayT noapobHO onncaHbl B 3TOM
pasgene.
15.5.2. HacTtpouka nepegaum Multi-to-One VLAN

1. Hactpownka Multi-to-One VLAN-nepegayu Ha nopre.
2. [MpocmoTp HacTpoek n Multi-to-One VLAN-nepegau.
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1. Hactpowka Multi-to-One VLAN-nepegaym Ha nopte.

KomaHaa OnucaHue

Pexxum KoHurypupoBaHusa nopra

vlan-translation n-to-1 <WORD> to | Bknwo4yeHue/oTknodeHne tTpaHcnsaumm Multi-
<new-vlan-id> to-One VLAN

no vlan-translation n-to-1 <WORD>

2. TpocmoTp HacTpoek Multi-to-One VLAN-nepegaum.

KomaHpa OnucaHune

Pexxum agMuHucTpatopa

show vlan-translation n-to-1 [Moka3biBaeT CBA3aHHblE HACTPOWKN TpaHCRAUMU
Multi-to-One VLAN

15.5.3. Tunu4yHoe npumeHeHune TpaHcnauum Multi-to-One VLAN
CueHapui:

Monb3sosatenun 1, 2 n 3 npuHaganexat VLAN 1, 2 n 3 cootBeTCTBEHHO. Bxoasawmnm Tpadpdmk
AaHHbIX, nonb3osatenen 1, 2 n 3 6yaet nepeseaeH B VLAN100 Ha uHTepcpeince Ethernet1/0/1
CO CTOpPOHbI SwitchA. Takum xxe obpasom byaeTt nepegaH TpaddmKk aHHbIX Nonb3oBaTenen 3,
4nb.

AnemMeHT KoHdurypaumm OnucaHwue
VLAN SwitchA, SwitchB
Trunk Port Hucxogawwmn nopt 1/0/1 n Bocxogsawmi nopt

1/0/5 Ha SwitchA un SwitchB

Multi-to-One VLAN-TpaHcnauus Hucxogawwmin nopt 1/0/1 Ha SwitchA n SwitchB

Mpouenypa HacTpPoOnKu:

Switchl, Switch2:
switch(Config)# vlan 1-3;100
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation n-to-11-3 to 100
switch(Config)#interface ethernet 1/0/5
switch(Config-Ethernet1/0/5)#switchport mode trunk
switch(Config-Ethernet1/0/5)#exit
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PucyHok 36. TunuyHoe npumeHeHune TpaHcnsaumm VLAN

15.5.4. YcTpaHeHue HeucnpaBHocTen Multi-to-One VLAN-TpaHcnsauum

e Henb3sa ogHoBpeMeHHO ncnons3doatb ¢ Dot1g-tunnel.
e Henb3sa ogHoBpemeHHO ncnonbs3oatb ¢ VLAN-translation.
o MAC-agpem He JOSMKEH CyLecTBOBaTb B OPUrMHanNbHOM 1 TpaHcnmpoBaHHoM VLAN.

° Y6eaoutecb, 4TO aﬂﬂapaTHbIVI 4yn MOXeT nogaepXxumsatb HOpPMalribHYHO pa60Ty
KITMEHTOB.

o [lpeBbiweHne npegena obydeHna MAC-agpecam moxeT nonmsaTb Ha Multi-to-One
VLAN-TpaHcnaumio

e  Multi-to-One VLAN-TpaHcnaums gomkHa 6biTb BKtoyeHa nocne MAC-obyyeHus.
15.6. KondourypuposaHme aguHamumyeckmux VLAN

15.6.1. O6bwue cBepgeHUs

AvHamnyecknm VLAN HasbiBaeTcs Tak B npoTuBoBec ctatudeckomy VLAN'y (HasbiBaemomy
noptoM, npunucanHblM K VLAN'’y). InHamunyecknii VLAN, nogaepxmBaemMblii KOMMYTaTOPOM,
Bkntoyaetr B ceba VLAN Ha MAC-agpecax, VLAN-nogcetem u npoTokonbHbii VLAN.
MoapobHoe onucaHne ganee:

VLAN, 6asupytowmiica Ha MAC-agpecax npegcraBndetr cobon TEXHOMOrmo, Koraa Kaxabln
XOCT ¢ onpegeneHHbiMm MAC-agpecom cooTBeTcTBYeT onpeaeneHHomy VLAN'’y. 3To no3sonseT
Nnonb30BaTeso CeTU COXpaHUTb cBoe YneHcTBo B VLANe npu nepemeLleHnm n3 ogHoro mecra
B Apyroe. Kak Mbl BuAUM, rfaBHOE MNPEeUMyLLECTBO 3TOr0 MeToga B TOM, 4YTO HeT
HeobxoaumocTn nepekoHdpurypuposaTb VLAN, korga nonb3oBaTenb MEHSeT CBOe
MEeCTOpacnofioXeHne, a UMEHHO NepeknioYaeTcsa C O4HOro KOMMyTaTopa Ha gpyron. 910
cnegcrteme Toro, 4Yto VLAN ©Gasupyetca Ha MAC-agpece nonb3oBaTtend, a He Ha MNopTy
KoMmyTartopa.

VLAN, 6asupytowminca Ha IP-nogceTax npeacrasnaet cobon TtexHonoruto, rae metka VLAN
Ha3Ha4aeTcsa B COOTBETCTBUM C IP-agpecom ncTovHmka n ero mackon nogceTu. MNMpenmyLectso
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39TOro MeToda TO e, YTO W y npedblayliero, Mnonb3oBaTento He TpebyeTcs M3MEeHsiTb
KOH(Urypaumto Npu N3MEHEHUN MECTOHaXOXOEHNS.

MeTog VLAN'a Ha 6a3e NMpOTOKOSOB CETEBOr0 YPOBHSI Ha3HadaeT pasnUyHbIM MNPOTOKONaMm
pasnuyHble Homepa VLAN'0oB. OTO O4eHb ygoGHO AnNd Tex CeTEBbIX agMMHUCTPATOpPOB,
KOTOpble XOTAT ynopsiAouMBaTh Nosib3oBatenen no npurnoxeHnam n cepsucam. bonee Toro,
nonb3oBaTtenu Moryt cBoBOAHO nepemeLlaTbcs No ceTw, 3aperncTpupoBaBLUUCL B HEW OAMH
pas. lNpeumyLiecTBOM OaHHOro MeToda SBMSETCA TO, YTO OH MO3BOMSET Nosib3oBaTensdm
MEHATb CBOE MecTononoxeHne 6e3 nameHeHus koHdpurypaumm VLAN'oB, a 10, 4TO0 VLAN'bI
pasnuyalTcsa No TMMY NPOTOKOMOB — OYEHb BaXKHO A5 CETEBOro agMuHUcTpatopa. K Tomy xe,
AaHHbIN MeToq He TpebyeT gobaeneHuns meTkn dpenma ana ngeHtudukaumm VLAN'a, yTo
CHWXaeT obLwmn Tpaduk B CETH.

3ameuaHune: [MopTkl, KOTOpblEe HEOOXOANMMO NpunMcaTb K auHaMmmnyeckum VLAN OomkHbl ObITh
CKOHMUIypmnpoBaHbl Kak rmépungHble.
15.6.2. KoHtpurypuposaHme auHammyeckux VLAN

1. KoHdurypupoBaHue pyHkuumn VLAN a no MAC-agpecam Ha nopry.

2. Hactponka VLAN kak MAC VLAN.

3. KoHdurypupoBaHue cootBeTcTBust mexagy MAC-agpecamu n VLAN amu.
4. KoHcurypupoBaHne cooTBETCTBUS Mexay npoTtokonamu n VLAN amu.

1. KoHdurypupoBanune pyHkunmn VLAN'a no MAC-agpecam Ha nopry.

KomaHpa OnucaHune

Pexxum KoHurypupoBaHusa nopra

switchport mac-vlan enable BkritoyeHue/BbIkntoMeHNEe dyHKLMN

no switchport mac-vlan enable VLAN'a no MAC-aapecam Ha nopTy

2. Hactponka VLAN kak MAC VLAN.

KomaHaa OnucaHue

Pexxum rmob6anbHOro KoHturypmpoBaHus

mac-vlan vlan <vlan-id> KoHdpurypauus ornpeneneHHoro
VLAN’a kak MAC VLAN; komaHga «no
mac-vlan» yganaet Hactpounkn MAC
VLAN’a Ha gaHHom VLANe.

no mac-vlan
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3. KoHdurypupoBaHme cootBeTcTBust mexgy MAC-agpecamu n VLAN amum.

KomaHaa OnucaHue

Pexum rno6anbHOro KoHpurypupoBaHus

mac-vlan mac <mac-addrss> vlan <vlan-id> | [lo6baBneHue/yganeHme cooTBETCTBUM
priority <priority-id> mexagy MAC-agpecamn n VLAN’amu, a
no mac-vlan {mac <mac-addrss>|all} itz sl —  3anucb/ucknioyeHmne
onpeneneHHoro MAC-agpeca n3
onpeaeneHHoro VLAN’a

4. KoHcurypupoBaHne cooTBETCTBUS Mexay npotokonamu n VLAN amu.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoOHcurypmpoBaHus

protocol-vlan mode [etherll | lic | snap] etype A Job6aBneHune/yaoaneHme COOTBETCTBUM

<etype-id> vlan <vlan-id> mexagy npotokonamu n VLAN’amu, a
no protocol-vian [all | mode] {etype <etype- “MEHHO ~—  BXOXaeHue/ ”CK”'O”GH/V'G
id> vlan <vIan-id>|aII} onpepneneHHoro NPOTOKOJ1a B/U3

onpegeneHHoro VLAN’a.

15.6.3. TunoBoe npumeHeHne auHamu4yeckoro VLAN’a
CueHapui:

B oducHon cetn otaen A npuHagnexmt Kk VLAN100. Heckornbko COTpyAHUKOB OoTAena 4Yacto
BbIHY>XAEHbI NepemeLLaTbCca BHyTPN odpmncHom cetu. Tak e TpebyeTtca obecneunBatb JOCTYN
apyrmux cotpygHukoB otgena k VLAN100. Jonyctum, 4To oamH 13 coTpyaHukoB — UserM.
MAC-agpec ero komnbetoTepa — 08-c6-b3-11-22-33, korga M nepekrntoyaeTcs B, OANH U3 NOPTOB
kommyTaTopa A, B unu C, nHtepdenc aBToMatu4yeckm KOHUrypupyeTca kKak rubpuaHbin
nogknoyaetca K VLAN100 B pexume «6e3 metok». B atom cnyyae gaHHble VLAN100 6yayT
nepegasaTbCA Ha NOPT, K KOTOpPOMY nogkrtodeH M, n obecneynsatb TpeboBaHMs CBA3HOCTU B
VLAN100.

O6bekT OnucaHue KoOHdUrypaumm
KOHduUrypaumm
MAC-based VLAN O6wasn KoHdurypaums kommyTtaTopos A, B, C.

Mpumep KoHdUrypauum:
Switch A, Switch B, Switch C:
switch(Config)#mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority 0
switch(Config)#exit
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SwitchA SwitchB SwitchC

VLAN 100
Otgen A

/ FEEEEEREERER \ / FE5EEEREERER \
= ==

f=l=l===]=l=\=\=\ ===l SIS IS R
55555888 H5555EEEEEER

UserM
08-c6-b8-11-22-33

VLAN 200
Otpen B

FEEEEERRRRER
SEEE5EEERRER

VLAN 300
Otpen C

PucyHok 37. Tunosas Tononorunst npumeHeHns anHamudeckoro VLAN’a

15.6.4. YcTpaHeHue HeucnpaBHocTen auHamuyeckoro VLAN’a

Ha kommyTaTopax cO CKOHUIypupoBaHHbIM AuvHamudeckum VLANoOM, Korda K HUM
MOAKMOYEHO HECKONbKO YCTPOWCTB (Hampumep, ABa KOMMblkoTepa), ObiBaeT, 4TO nepsBas
nonbITKa COEANHEHUSA MEXAY HUMWN He nony4vaeTcs. PeweHne B 4aHHOM crnyyae Takoe — Hago
AaTb BO3MOXHOCTb 0OOOMM YCTpPOMCTBaAM YCMELIHO MNocnaTb Kakue-nubo nakeTbl B CETb
(Hanpumep, ICMP, koMaHgoM ping), 3TO NO3BONUT KOMMYyTaTopy 3anomMHuTb ux MAC-agpeca, un
TOrga oHW cMoryT cBob6OAHO CBA3bIBaTLCA Yepes AnHammyecknin VLAN.

MpuoputeTbl guHammnyeckoro VLAN’a n BxogHoro cunbtpa VLAN'0B ans o6paboTkn naketoB
cnegyowme: npuoputeT guHamudeckoro VLAN’a Bbllwe, YeM y BXxoadawero punbTpa.

15.7. KoHdurypuposaHme GVRP
15.7.1. O6wan nHdopmaumsa o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonesyetcsa ana guHamMmn4eckoro
pacnpegeneHunsd, pacnpocTpaHeHuss W perucrpaumm atpmbytoB uWHdoOpMauum mexagy
KOMMyTaTOpaMun-y4acTHUKaMM B CETU KOMMYTaLNu.

ATpnbyTom moxeT 6biTb MHdpopmauunsa VLAN, rpynnoson MAC-agpec n Tak ganee. O4eBmaHo,
yTo npoTokonn GARP MOXeT TpaHCnopTMPOBaTb MHOXECTBO aTpubyTOB Ha KOMMyTaTop, Ha
KOTOpbIN MX Heobxoammo nepepatb (populate). Ha ocHoBe GARP onpegeneHbl pasnuyHble
npunoxeHus (HasbiBaemble npunoxeHunamm-obbektamm GARP), ogHMM M3 HUX SABnsieTcs
GVRP.

Mpotokon GVRP (GARP VLAN Registration Protocol) — aTo npunoxeHue, ncrosnbayollee Ans
pabotbl MexaHu3am GARP. OHO oTBevaeT 3a obcnyxuBaHve MHGoOpMaumMM AUHaAMUYECKON
pernctpaumm VLAN 1 nepegadvy pervctpaumoHHOW MHAOPMaUUU Ha Opyrme KOMMyTaTopbl.
KommyTtatopsbl, nogaepxusarwowme GVRP, MoryT npuHuMaTb WUHGOpMaLMIO OUHAMUYECKOMN
pernctpaumm VLAN OT ApyrMx KOMMYTaTopoB M OOHOBMATH fOKanbHyt WH(OopMauumio
pernctpaumm VLAN B COOTBETCTBUM C NPUHSITOMN.
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KommyTaTtop, Ha KOToOpoM BKIoYeH npoTokon GVRP MoxeT nepegaBaTb CBOK COOCTBEHHYHO
nHopmaumio peructpaumm VLAN Ha gpyrne kommytatopsl. MNpuHaTas nHgpopmaums cogepxuT
NOKarbHYyl CTaTUYecKyto MHAPOPMaLMIO, 3alaHHYI0 BPYYHYIO U ANHAMWYECKY0 MHOpMaLMIo,
NoMy4YeHHyo 0ByyeHnem oT Apyrmx KOMMyTaTopoB. [1oaTomy, 3a cyeT nepegayn nHdopmMalmm
pernctpaumm VLAN, coctoaTensHasa nHgopmaumsa VLAN moxeT 6biTb pacnpocTpaHeHa Ha Bce
KOMMYyTaTopbl ¢ BKMoYeHHbIM GVRP.

VLAN 100-1000 VLAN 100-1000

SwitchG

SwitchB

SwitchA

SwitchE

PucyHok 38. TunnyHas cxema npuMeHeHna

KommyTtatopbl A n G He coeavHeHbl Mexay cobor Ha cetu BToporo yposHs; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYTaToOpbl, MoAaKMwo4veHHble kK A M G. Ha kommytatopax A un G
ckoHdurypuposanm VLAN100-1000 spy4Hyto, Torga kak Ha B, C, D, E, F nx HeT. Koraga GVRP
BbIKMNtoYeH, A 1 G He MOTYT HU C KEM COeMHUTBLCHA, MOCKOISTbKY MPOMEXYTOYHbIE Y3I1bl HE UMET
cootBeTcTBYOWMNX VLAN’ 0B. OgHako nocne BknoveHns GVRP Ha Bcex yanax, ero MexaHusm
nepegaun atpmbytoB VLAN no3BonsieT npoMexyToyHbiM y3nam permctpupoBaTb VLAN’bI
AanHamnyeckn, n VLAN B VLAN100-1000 y3noB A n G MOryT coeauHATLCSA C NobbIM ApyruMm.
Bce VLAN’bI, AMHaMU4eCKN 3aperncTpuMpoBaHHbleE Ha MNPOMEXYTOUYHbIX y3nax, oyayT
pasperncTpupoBaHbl, korga Ha ysnax A u G BpydHyto ypanatcs VLAN100-1000. Takum
obpasom oamHakoBble VLAN’bl ABYX HECOCEAHMX Y3r0B MOryT COEeAMHATBCH MOCPEeACTBOM
npotokona GVRP BMeCTO py4HON KOHGUrypaumm BCeX NPOMEXYTOYHbIX Y3S10B A5 NONy4YeHuns
npocTton KoHcpurypauum VLAN'0B.

15.7.2. Hactpouka GVRP

1. KoHdwurypuposaHune Taimepa GARP.
2. Bknoyenwne/BbiknoveHne gyHkunn GVRP Ha noprty.
3. Bknoyenne yHkuun GVRP B KommyTaTope.
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1. KoHdurypaums Tanmepa GARP.

KomaHaa OnucaHue

Pexum rno6anbHOro KoHurypmpoBaHus

garp timer join <200-500> KoHgurypmupoBaHue Tanvepos
garp timer leave <500-1200> yaepXaHus, CMAHUS 1 BbIxoda ang
GARP.

garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)

2. BknoyeHwne/sbiknodveHne dyHkunmn GVRP Ha noprty.

KomaHaa OnucaHue

Pexunm KoHurypupoBaHusa nopTta

gvrp BkntoveHune/BbIknoYeHne qyHKLMK

no gvrp GVRP Ha nopry.

3. Bknoyenne dyHkunn GVRP B KommyTaTope.

KomaHaa OnucaHue

Pexum rnmo6anbHOro KoHgpurypmupoBaHus

gvrp BkntoveHune/BbIkNoYeHne qyHKLMK

no gvrp GVRP B kommyTaTope.

15.7.3. Mpumepbl npumeHeHna GVRP
Cuenapun 1:

:I

[
1/0/12 1/0/11 1/0/11 1/0/2
1/0/10 1/0/11

SwitchA SwitchB SwitchC
PC1 PC2

PucyHok 39. Tunnynas Tononoruns npyumeHeHns GVRP
Ona nonyyeHns uHdopmaumm anHammdeckon peructpauum VLAN n ee obHOBneHus Ha
KOMMyTaTopax AormkeH 6biTb CKoHUrypuposaH npotokon GVRP.

CkKoHdurypupoBaHHbii Ha kommyTtaTtopax A, B u C npotokon GVRP, nossonseT guHammniecku
ckoHdpurypmpoaTtb VLAN 100 Ha kommyTaTope B n aBym pabounm cTaHUmMsM, NOAKMHOYEHHbBIM
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K VLAN 100 Ha kommyTatopax A un C cBgasatbCss Mexgy cobon 6e3 cratnyeckoro
koHpurypuposaHus VLAN 100 Ha kommyTaTope B.

O6BLEeKT HaCTPOMKMU OnucaHue o6 bEeKTa HaCTPOUKM
VLAN100 MopTbl 2-6 Ha kommyTaTopax A n C.
Trunk port MopTbl 11 Ha kommyTaTopax A n C, noptbl 10,

11 Ha KommyTaTope B.

GVRP B pexume rnobansHoro KommyTtatopsl A, B, C.

KOHOMrypmupoBaHus
GVRP B pexume | MopTbl 11 kommyTaTopos A n C, noptel 10, 11
KOHQOMrypmpoBaHUsi NOpPTOB KommyTaTopa B.

Moagkntounm aee paboune ctaHumm k noptam VLAN 100 Ha kommyTaTopax A 1 C, nogknioumm
nopt 11 Ha kommyTaTtope A Kk nopTy 10 Ha kommyTaTtope B n nopt 11 Ha kommyTaTope B Kk nopTty
11 Ha kommyTaTtope C.

Laru koHcurypaumm onmcaHbl HUXe:

KommyTtaTop A:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-Vlan100)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-1f-Ethernet1/0/11)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/11)# gvrp
Switch(Config-1f-Ethernet1/0/11)#exit

KommyTaTtop B:
Switch(config)#gvrp
Switch(config)#interface ethernet 1/0/10
Switch(Config-I1f-Ethernet1/0/10)#switchport mode trunk
Switch(Config-I1f-Ethernet1/0/10)# gvrp
Switch(Config-If-Ethernet1/0/10)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-1f-Ethernet1/0/11)#exit

KommyTtaTop C:
Switch(config)# gvrp
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Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/11)# gvrp
Switch(Config-1f-Ethernet1/0/11)#exit

15.7.4. YcTpaHeHue HeucnpaBHocTten GVRP

Cuetunk GARP, ycTaHOBMEHHbLIN Ha TPaHKOBbIX MOpTax Ha 06OMX KOHUAX MarnctparbHOM
NNHWM OOMMKEH ObITb OAMHAKOBbIM, B NPOTMBHOM crnydyae GVRP He cmoxeT paboTatb
HopmanbHo. PekomeHnayeTca nsberate oagHOBpeMeHHoM paboTel npoTokonoB GVRP n RSTP Ha
yane. Ecnn Tpebyetcsa BkntounTe npoTokont GVRP, Heob6xoanmo cHavana BbIKMoYnMTb QYHKLMIO
RSTP Ha nopTax.
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16. HACTPOUKA TABNULbI MAC-AJPECOB
16.1. O6wme cBegeHusn o Tabnuue MAC-agpecoB

Tabnuua MAC-agpecoB — ato Tabnuua cootsetcTBui MAC-agpecoB yCTPOMCTB Has3Ha4YeHUs
noptam kommyTtaTopa. MAC-agpeca genaTcsa Ha ctatudeckme 1 guHamudeckue. Ctatmyeckune
MAC-agpeca Bpy4YHy0 CKOHPUIYpMUpPOBaHbI NOIb30BaTENEM, MMEIOT HAaUBbLICLLMA NPUOPUTET U
AEVNCTBYIOT MOCTOSIHHO (OHM He MoryT ObiTb 3amelleHbl anHamuyeckum MAC-agpecamn).
AdvHamnyeckne agpeca 3anoMMHAKOTCSA KOMMYTaTOPOM MpuW nepegadve NakeToB AaHHbIX, U OHU
OENCTBYIOT orpaHuMyeHHoe Bpems. Korga kommyTtaTtop nonyyaeT penM gaHHbIX Angd
nepecbisiku, oH coxpaHseT MAC-agpec UCTovHMKa dperiMa M COOTBETCTBYHOLLMIA eMy MopT
Ha3HayeHusi. Korma Tabnuua MAC-agpecoB onpawuvBaeTcss Ha npeameT MAC-agpeca
NPUEMHMKA, TNPU HaxXOXOEHWM HYXHOrO agpeca, NakeT [aHHbIX OTNpaBnseTcs Ha
COOTBETCTBYIOLLUMA MOPT, B MPOTMBHOM Cflydae KOMMYTaTop MepechifiaeT nakeT Ha CBOW
LUnpokoBeLlaTenbHbi gomeH. Ecnn annamnyeckun MAC-agpec He BCTpeyaeTcs B nakeTax ans
nepecbiniku AnuTenbHOe Bpems, 3annucb O HeM ypansetca u3 Tabnuubl MAC-agpecos
KOMMyTaTopa.

Ans Tabnuubl MAC-aapecoB onpeaeneHsl ABe onepauuu:

1. Monyyenne MAC-agpeca.

2. Otnpaeka nnu punbTpaums nakeTa gaHHbIX B COOTBETCTBUM C Tabnuuen
MAC-agpecos.

16.1.1. NonyyeHune Tabnuubl MAC-agpecoB

Tabnuua MAC-agpecoB MOXeT ObITb NOCTPOEHA CTaTUYECKM NN AUHaMmudeckn. Ctatniyeckum
KOHOUrypupoBaHnem HacTtpavmBaeTca cootBeTcTBne mexagy MAC-agpecamm u noptamw.
OnHamnyeckoe oOyyeHne — 3TO nNpouecc, Koraa KOMMYTaTtop W3yvaeT CBA3M Mexay
MAC-agpecamn n noptamm n perynspHo obHoenset Tabnuuy MAC-agpecoB. B aton cekumm
Mbl OCTaHOBMMCS Ha Npouecce ANHaMudeckoro noctpoeHms tabnuusl MAC-agpecos.

1/0/5 E 1/0/12

—

- SEEEEERERERR

2 RN

 I—

=]
I
=

PC1 PC2 PC3 PC4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

P=/=/=i=]=]={=]=1=1=1=\=Y

PucyHok 40. luHamunyeckoe noctpoeHne Tabnuusl MAC-agpecos

Tononorua Ha pucyHke Bbile: 4 KOMMbOTEPa MOAKIOYEHbI K KOMMyTaTopy, rae PC1 n PC2
npuHagnexar O4HOMY (PU3MYECKOMY CerMeHTy (OOMEHY KOonnuaun), U3n4eckun cermeHT
nogkntoyeH k nopty 1/0/5 kommytatopa, PC3 n PC4 npuHagnexat Kk gpyromy cuanyeckomy
cerMeHTy, nogkntoyeHHomy k nopty 1/0/12 kommyTtaTopa.
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HauvanbHasa tabnuua MAC-agpecoB He COAEPKUT HMUKAKMX 3Ha4YeHun. Bosbmem gnst npumepa
npouecc cesasm mexay PC1 n PC3. MNpouecc obyyeHns MAC-agpecam, cnegyowmi:

1.

Korga PC1 nocbinaet coobuwenune k PC3, MAC-agpec nctoyHnka 08-C6-B3-11-11- 11-
11 n nopt 1/0/5 13 atoro coobueHus 3aHocaTca B Tabnuuy MAC-agpecos
KOoMMmyTaTopa.

B T0 Xe Bpems KOMMyTaTOpy Hafo NOHATb, Kak 4OCTaBUTb coobLieHne Ha agpec 08-
C6-B3-33-33-33. Tak kak Tabnuua cogepXuT 3anncb Tonbko anga agpeca 08-C6-B3-
11-11-11-11 n nopta 1/0/5, a anga agpeca 08-C6-B3-33-33-33 HMKaKUX 3anucemn Her,
KOMMYTaTop paccbifiaeT AaHHoe coobLeHMe Ha BCce CBOM MOPThI (Mpeanonaraem, 4to
BCe MOpPTLI NpuHagnexat no ymonyaxnuio VLANL).

PC3 n PC4 nony4atoT coobuieHue, nocnaHHoe PC1, Ho PC4 He oTBevaeT Ha 3T0
coobueHne, Tak kak agpec npuemHuka 08-C6-B3-33-33-33, n otBeyvatb Ha Hero byaer
Tonbko PC3. Koraga nopt 1/0/12 nony4vaet coobuieHne, otnpasneHHoe PC3, B
Tabnuuy MAC-agpecoB gobaensietcsa 3anncb o MAC-agpece 08-C6-B3-33-33-33 u
cooTBeTCTBYOWEM eMy nopte 1/0/12.

Tenepb Tabnuua MAC-agpecoB nmeeT ase agnHamudeckue 3anucu: MAC-agpec 08-
C6-B3-11-11-11-11 — nopT 1/0/5 n 08-C6-B3-33-33-33 — nopt 1/0/12.

Mocne obmeHa naketamm mexay PC1 n PC3, kommyTaTtop 6onbLue He nony4aet
nakeToB, oTnpaeneHHbix PC1 u PC3. M 3anucu B Tabnuue MAC-aapecos,
COOTBETCTBYIOLLME 3TUM yCTporcTBam yganatTtcs yepes 300 nnm 2x300 cekyHa (T.e.
npocToe unu asonHoe BpeMsi Xn3Hn). 300 cekyHa 30eCb 3TO BPEMS XKU3HN MO
ymon4yanuto gns 3anucen B Tabnuue MAC-agpecoB. Bpemsi xn3Hn MmoxeT ObiTb
N3MEHEHO Ha KOMMYyTaTope.

16.1.2. Mepecbinka unu dpunbTpaLmUsa Kagpos

KommyTaTop nocbinaet unu oTunbTpoBbIBaET MPUHUMAEMbIE NaKeTbl 4aHHbIX B COOTBETCTBUM
¢ Tabnuuen MAC-agpecoB. PaccmatpuBas ang npuMmepa puUCyHOK Bbllle, npeanonaraem, 4Yto
kKommyTaTtop uayuun agpeca PC1 n PC3, n nonb3oBaTenb BPy4HYH HAacTpOWi COOTBETCTBUE
noptoB ana PC2 n PC4. Tabnuua MAC-agpecoB kommyTaTtopa 6yaeT cneayoLen:

MAC-agpec Homep nopta Kem po6aBneHa 3anucb

08-C6-B3-11-11-11 1/0/5 OunHamnyeckoe obyyeHme

08-C6-B3-22-22-22 1/0/5 CtaTtuyeckas
KOH(purypaums

08-C6-B3-33-33-33 1/0/12 OunHamnyeckoe obyyeHne

08-C6-B3-44-44-44 1/0/12 Cratnyeckas
KOHoUrypaums

1. OTtnpaBka nakeToB B COOTBETCTBMM C Tabnuuenn MAC-agpecos.

Ecnn PC1 nocbinaet nakeT k PC3, koMmyTaTop OTNpaBnsieT AaHHble, NOSyYEHHbIE C nopTa
1/0/5 Ha nopT 1/0/12.

2.

dunbTpaums gaHHbIX B COOTBETCTBMM ¢ Tabnmuen MAC-agpecos.
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Ecnn PC1 nocbinaet coobuweHne PC2, kommyTaTtop, npoBepuB Tabnuuy MAC-agpecos,
Haxoaut PC2 n PC1 B ogHOM (hn3ndeckoMm cermeHTe 1 oTunbTPOoBbIBaET 3TO coobLieHne (To
ecTb cbpacbiBaeT 370 coobLleHne).

KommyTaTopom MoryT nepecbinatbcsi Tpy TUna Kaapos:

e Broadcast frames;
e Multicast frames;

e Unicast frames.
[anee onucbiBaeTcsl, Kak KOMMyTaTop paboTaeT co BCEMU TPEMS TUNammn NakeToB.:

1. Broadcast frame: KommyTaTtop MOXeT onpeaensiTb KONM3nn B JOMEHE, HO TOMbKO He
Ons wupokoBelaTernbHbIX JoMeHoB. Ecniv VLAN'bI He yCTaHOBMEHbI, BCE YCTPOUCTBA,
NOOKIMHOYEHHbIE K KOMMYTaTOPY, CYUTAIOTCA Haxo4AaWUMNCA B O4HOM
LuMpokoBeLlaTenbHoM gomMeHe. Korga kommyTatop nonyyaet Broadcast frame, oH
nepecbinaeTt ero Bo Bce nopTbl. Ecnu VLAN’bI CKOHGpUrypmpoBaHbl, Tabnuua
MAC-agpecoB agantupyeTcsa B COOTBETCTBMM C JOMNOSTHUTENBHON UHAbOpMaLmMen o
VLAN’ax. B aTom crnyvyae kommyTaTop oTnpaensiet ppenm TONbLKO Ha NOPThI,
Haxogsawmecsi B Tom xe VLANe.

2. Multicast frame: ecnu MHOrononb3oBaTENbCKNA JOMEH HEU3BECTEH, KOMMYTAaTOP
paccbinaeT penim B ToMm e VLANe, Ho, ecniv BkntodeHa pyHkumna IGMP snooping
NN CKOHGUrypmpoBaHa ctaTnyeckass MHOronosnb3oBaTesnbckas rpynna, KoMmmyTaTop
OygeT nockbiatb 3TOT OpENM B NOPTbl MHOIOMNOSIb30BAaTENBCKOW IPynbl.

3. Unicast frame: ecnn VLAN’bl He ckoHdurypupoeaHsl, To, ecnu MAC-agpec
npuemMHuka ectb B Tabnuue MAC-agpecoB kKOMMyTaTopa, KOMMYTaTOP HaNpsaAMyto
nepecbinaeT NakeT B COOTBETCTBYOLWMI NopT. Ecnu xe agpec npuemMHuka B Tabnuue
He HangeH, KOMMyTaTop AenaeT LWMPOKOBELLATENbHYO PacChinky 3Toro perima.
Ecnn VLAN’bI ckOHDUTYprpOBaHbI, KOMMYTaTOp pacchiiaeT Unicast frame Tonbko
BHyTpu ogHoro VLAN’a. Ecnn MAC-agpec HangeH B Tabnuvue, HO NpUHaanexuT
apyromy VLAN'y, koMMyTaTop AenaeT LWMPOKOBeLLaTeNbHY pacchinky dpperiMa B
ToM VLANe, K KOTOPOMY NpUHannexuT ppenm.

16.2. KoHdurypuposaHue tabnuubl MAC agpecoB

1. KoHdurypupoBaHue spemeHun xumsHm MAC-agpecos.
2. KoHdurypupoBaHue cTtaTtnyeckon ounbTpaumm Unm nepecsInku.
3. Ouuctka gnHamudeckon tTabnmusl MAC-agpecos.

1. KoHdurypupoBaHue spemeHu xumsHm MAC-agpecos.

KomaHaa OnucaHue

Pexum rnmo6anbHOro KoHgpurypupoBaHus

mac-address-table aging-time <0|aging-time> | KoHdurypmpoBaHue BpeEMEHMU

no mac-address-table aging-time *usHn MAC-anpecos
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2.  Ouuctka gnHamudeckon Tabnumubl MAC-agpecos.

KomaHaa

OnucaHue

Pexxum agMuHucTparopa

Clear mac-address-table dynamic [address
<mac-addr>] [vlan <vlan-id>] [interface
[ethernet | portchannel] <interface-name>]

Oyuctka AuHammyeckon  TabNUUbI

MAC-agpecos

3.  KoHdgurypupoBaHme ctatnyeckon omnbTpaumm Unmn nepecoIsiku.

KomaHaa

OnucaHue

Oo6wmn pexnm

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vlan-
id> [interface [ethernet | portchannel]

KoHdurypmnposaHue CcTaTUYeCcKnx
3anucen ans MAC-agpecos,
CTaTU4ECKNX MHOronosib3oBaTeNbCKUX

@ §) QTECH

MWP OOCTYMHEE

<interface- name>] | 3anucen, 3anucen dunbTpaumnm

[source|destination|both] NnakeToB.

no mac-address-table {static | static-

multicast | blackhole | dynamic} [address

<mac-addr>] [vlan <vlan-id>] [interface

[ethernet | portchannel] <interface-name>]

4. HacTtpovka oby4yeHns MAC-agpecoB Yepes ynpaseHme npoLecCopoM.
KomaHpa OnucaHue
Pexum rmo6anbHOro KoHurypmpoBaHus

mac-address-learning cpu-control BknitoueHue/oTknoveHne oby4eHunsa

no mac-address-learning cpu-control gﬂé‘g'aﬂpeCOB Hepes  ynpasheHvie
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5. HacTporika 3awmTbl OT KONN3nM.

KomaHaa OnucaHue

Pexum rno6anbHOro KoHhurypmpoBaHus

mac-address-table avoid-collision BkntoyeHue/oTknoveHne dyHKLMN
Tabnuubl konnuamm  MAC-agpecos,

no mac-address-table avoid-collision
BblAaHHbIX ffp

show collision-mac-address-table MNokasbiBaeT  Tabnuuy  KONNU3Wn
MAC-agpecos

Pexum agMmuHucTpartopa

clear collision-mac-address-table Oumnctutb Tabnmuy MAC-agpecos

16.3. NMpumepbl TUNUMYHOU KOHUTrypauum
Cuenapun:

UeTbipe KOMMNbIOTEPA, KaK NokasaHO Ha PUCYHKe, nogkrnodeHsl K noptam 1/0/5, 1/0/7, 1/0/9,
1/0/11 kommyTaTopa. Bece 4 komnbroTepa npuHagnexar no ymonyvaxdmio VLAN1. B cooTBeTcTBUN
¢ TpeboBaHNAMU K CETU, BKINIOYEHO 00yYeHne auHammnyeckum agpecam. PC1 cogepxut BaxHble
AaHHble, N HeOJOCTYMNEeH ANs APYrMX KOMMbITEPOB U3 Apyrnx dunsndecknx cermeHTos; PC2 n
PC3 ctatudeckun npunmncaHbl K noptam 7 n 9, COOTBETCTBEHHO.

1/0/5 1/0/11
1IOIT' B 1/0/9

(=j=]=]=]=]=IS|=\S\=\=Y

— =%
PC1 PC2 PC3 PC4
08-Ce-B3-11-11-11 08-C6-B3-22-22-22 08-C6-B3-33-33-33 08-C6-B3-44-44-44

PucyHok 41. TunnyHbin npymep koHdurypaumm tabnuubl MAC-agpecos

OT1anbl KOHPUrypauumn nokasaHbl HXKE:
1. YcraHoBka MAC-agpeca 08-C6-B3-11-11-11 PC1 kak ounbTpyemoro.
Switch(config)#mac-address-table static 08-C6-B3-11-11-11 discard vlan 1
2. YcrtaHoBka ctatudeckon ceasm ans PC2 n PC3 ¢ noptamn 7 n 9 cOOTBETCTBEHHO.
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Switch(config)#mac-address-table static address 08-C6-B3-22-22-22 vlan 1interface
ethernet 1/0/7

Switch(config)#mac-address-table static address 08-C6-B3-33-33-33 vlan 1interface
ethernet 1/0/9

16.4. YcTpaHeHue HeucnpaBHOCTEW, CBA3aHHbIX C Tabnuuen
MAC-agpecosB

Ecnu npn ucnonb3oBanum komaHabl show mac-address-table, 66110 BbISCHEHO, YTO Ha NOPTY
npomnsowen cbon oby4yeHms MAC-agpecam yCTPOWUCTB, MOAKMOYEHHbIX K HEMY. BO3MOXHble
NPUYUHBI:

o [logkntoyeHHbIN kabernb NOBPEXOEH.

e Ha nopty BkntodeH Spanning Tree B crtatyce «discarding» unvM nopT TONMbKO 4TO
nogkno4ymnncs n Spanning Tree noka B cTatyce BbluUcreHns gepesa. JoxXantecs, noka
BblUYMCNEHNE CTPYKTYPbl 3aKOHYMTCS U nopT o6yuntca MAC-agpecy.

e Ecnu npobnembl, onMcaHHble Bbille, He 0BHapYXeHbl, NPOBEpbTE NOPT KOMMyTaTOpa U
CBSDKMTECH C TEX.NOAAEPXKKOWN AN peLleHusl NpoGnemsi.

16.5. JononHuTtenbHble ¢pyHKumMm Tabnuubl MAC-agpecoB

16.5.1. NMNpueaska MAC-agpecoB

16.5.1.1. O6wume cBengeHun o npuBaske MAC-agpecoB

BonbWNHCTBO KOMMYTaATOPOB NogaepXmnBatoT pexum obydeHns MAC-agpecam. Kaxgbin nopt
MOXET [OMHaMW4YecKM 3anoMHUTb Heckornbko MAC-agpecoB, Takum 06pa3oM BO3MOXHA
nepegada MOTOKOB [aHHbIX Mexay u3secTHbiMn MAC-agpecamun BHyTpu nopta. Ecnun cpok
*m3um MAC-agpeca ucCTek, NakeT, HanpasBneHHbIn Ha JTOT agpec, Oyaetr pasocnaH
LUMpOKOBeLLaTeNbHO.

Opyrmmn  cnosamun, MAC-agpec, koTopomy obyuunca nopt, ©ygaeTr mcnonb3oBaTbCA AN
nepegayn nakeToB K 3ToMy nopTy. Ecnu coeguHeHue nepeknoyeHo Ha Apyron nopr,
KOMMyTaToOp CHOBa BbINOnHUT o6yyeHne MAC-agpecy n Oyaet nepefaBatb LaHHble HOBOMY
nopTy.

OpHako, B HEKOTOPbIX Cryvyasx MOMAuMTMKa YNpaBneHUs NN CEKPETHOCTU MOXeT TpebosaTb,
yTtobbl MAC-agpeca ObIMM NpUKPensnieHbl K NopTaMm, WU TOMbKO MOTOKM C MNPUBHA3AHHbIX
MAC-agpecoB 6yayT nponyckaTbCs K Mepecbiike Ha nopT. To ecTb, nocne npuBA3KK
MAC-agpeca k nopTy, B 3TOT NOPT MOryT nepeaaBaTbCsA TOMbKO AaHHble, NpegHa3Ha4YeHHbIe
ana gaHHoro MAC-agpeca. NoTokn AaHHbIX, NpegHasHaveHHble ons apyrux MAC-agpecos, He
NpmMBSI3aHHbIX K JaHHOMY NopTy, HEe ByayT nponycKkaTbcs Yepes nopT.

16.5.1.2. HacTpownka npuBsasku MAC-agpecoB

1. BknoyeHne gyHkunm npmeaskun MAC-agpecos Ha nopry.

2. Tlpussaska MAC-agpeca Kk noprty.

3. KoHdwurypauunsa napameTpoB dyHKUMM npuBsidaHHbix MAC-agpecos.
4. KoHdurypaumsa noByLikn ansa ysegomnenunin o MAC-agpecax.
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1.

BkntoueHune dpyHkumm npueaskm MAC-agpecoB Ha nopry.

KomaHaa OnucaHue

Pexxum KoHurypupoBaHusa nopra

switchport port-security

no switchport port-securit
POrtP Y dyHKUMSA

dYHKLNIO

Ha rnopTty

BkrnitoweHue dyHkummn npmuesaskm MAC-agpeca Ha nopTy
n dumkcaums nopTa.

KomaHga «no switchport port-security» BbikntoyaeT

BOCCTaHaBnueaeT yHkumo obyveHna MAC-agpecam

Korga nopt 3admkcmpoBaH,

obyyeHns MAC-agpecam BbIKNOYEHA:

npuBaskm MAC-agpeca Ha nopty wu

2. ®ukcauma MAC-agpeca Ha nopTy.

KomaHaa

OnucaHue

Pexum koHcUrypupoBaHus nopra

switchport port-security aging
no switchport port-security aging

BknovaeT yHKuMo Tanmepa doumkcaumm
nopra;

Komanga «no switchport port-security
aging» BOCCTaHaBfiMBaeT 3HayeHue Mo
YMOIYaHMI0.

switchport  port-security mac-address
[<mac- address> | sticky]

no switchport port-security mac-address
[<mac-address> | sticky]

[lobaBnsieT cratuyeckme 6HesonacHble
MAC-agpeca;

Komanga «no switchport port-security
mac- address» ygansieT crTaTudeckue
6e3onacHble MAC-agpeca.

Pexum agMmmnHucTpaTtopa

clear port-security dynamic [address
<mac- addr> | interface <interface-id>]

Ounwaer guHamunyeckne MAC-agpeca,
Bbly4eHHbI€ Ha YKa3aHHOM MNOpPTY.
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3. KoHdurypauusa napameTpoB npuesaskm MAC-agpecos.

KomaHaa OnucaHue

Pexum koHcuUrypupoBaHus nopra

switchport port-security maximum <value> | YctaHaBnuBaeT MaKCUMarnbHOE YUCHO
6es3onacHbix MAC-agpecoB Ha MopTy;
KomaHga «no switchport port-security
maximumy BOCCTaHaBnMBaeT 3HayeHue
MO YMOSYaHMIo.

no switchportport-security maximum
<value>

switchport port-security violation {protect | | YcTaHOBKa pexxuma HapyLUeHWsI Ha NOPTY;

restrict | shutdown} [recovery] KomaHga «no switchport port-security
no switchport port-security violation violation» BoccTaHaBnMBaeT 3Ha4YeHune no
YMOJYaHUIO.

16.5.1.3. YcTpaHeHue npobnem npuBsaskm MAC-agpecoB

BknioueHne npussskm MAC-agpecoB Ha MopTy MOXeT ObiTb HeyAayHbiM MO HECKONbKUM
npuynHam. Huxke NpuBoOaNTCA HECKONBKO BO3MOXHbIX MPUYMH U UX YCTPaHEHUE:

¢ Ecnu npusssanHbin MAC-agpec HegocTyneH Ha nopTy, ybeantech, YTo NOPT HE BXOAMUT
B port-aggregation n He ckoH(UrypupoBaH kak TpaHkoBbIn. [pueasaHHbin MAC-agpec
YHUKaNeH B KOHKPETHOM koHdwurypaumu. Ecnm Bbl xotute npuessatb MAC-agpec,
YHKUMN, YNOMSAHYThIE Bbille, OMMKHbI ObITh BbIKMOYEHbI.

e Ecnu GesonacHbI agpec YCTAaHOBMNEH Kak CTaTMYECKUI adpec v yaaneH, Torga atoT
BGes3onacHbln agpec He MoXeT BbITb UCNONb30BaH, XOTA OH U ByaeT cyuwecTBoBaTb.
Ncxopsa s atoro, pekomeHayeTcs n3beratb HazHavyeHUs1 CTaTUYECKUX aapecoB Ans
NMopToB, ANs KOTOPbIX BKIToveHa npuesska MAC-agpecos.

16.6. Kondurypaumsa MAC notification

16.6.1. BBegeHmne B MAC notification

OyHkuna MAC notification npegHasHadeHa pns ysegomneHud. [Jobaenss wnu yganag
MAC-agpeca, a UMeHHO, Koraa gobaBndAlTCA UNKU yoanawTcs YyCTPOWCTBA, aAMUHUCTpaTOp
OyneT yBeqoMneH 06 M3MEHMSIX C MOMOLLbIO SNmp trap-CooBLLEeHNNA.

16.6.2. Kondurypaumsa ysBegomneHun o MAC-agpecax

1. Hactpowka rnobanbHO snmp.

HacTtpowka rnobansHoro MAC notification.

HacTtpoika nHtepsana ansa otnpasku MAC-yBefOMNEHUN.

HacTtponka pasmepa Tabnuupbl nctopumm.

HacTtpowka Tnna nosywkn MAC-yBegOMNEHUI, NOgOEPXKUBAEMbIX NOPTOM.
MpocmoTp KoHUrypaumm n gaHHbix MAC-yBeaOMIEHUIA.

Ouuctka cratnctukmn MAC notification.
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1. Hactpowka rnobanbHoro snmp trap MAC notification.
KomaHpa OnucaHue
FnobanbHbIN peXnumM KOHhUrypmpoBaHus

snmp-server enable traps mac-notification

BkntovaeTt/BbikntovaeT rnobanbHoO snmp
MAC notification

no snmp-server enable traps mac-
notification
2. Hactponka rno6ansHoro MAC notification.
KomaHpa OnucaHue
FnobanbHbIN peXnumM KOHhUrypmpoBaHus

mac-address-table notification
no mac-address-table notification

BkntoyaeTt/BbikntovyaeT rnobansHo MAC
notification

3. Hactpoiika untepsana gns otnpaekn MAC-yBeaOMITEHUIA.
KomaHpa OnucaHue
FnobanbHbIN peXumM KOHhUrypmpoBaHus

mac-address-table notification interval <O-

Hactponka wHTepBana Aans oTnpaBKu

86400> MAC-yBegoMIIEHUN, KomaHaa no
no mac-address-table notification interval | BOCCTaHaBneaet BB e
YMOSYaHuto
4. HacTtporika pasmepa Tabnuubl UCTOPUMN.
KomaHpa OnucaHune
FnoGanbHbLIN pexnm KOHPUrypmpoBaHus

mac-address-table notification
size <0-500>

no mac-address-table notification history-
size

history-

HacTpoiika pasmepa Tabnuubl uctopum,
KomaHaa no BOCCTaHaBnueaeT
HaCTPOWMKM MO YMOSMYaHUIo
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5. Hactponka Tnna nosywkn MAC-yBegoMMeHUI, nogaepXnsaeMblx NOPTOM.

KomaHaa

OnucaHue

Pexxum KoHurypupoBaHusa nopra

mac-notification {added | all | removed}
no mac-notification

HacTponka unu ctmpaHue Tvna foBYLUKN
MAC-yBegoOMIeHUN, noaaep>XmMBaeMbix
NnopToM

6. [lpocmoTp koHGUrypaumm n gaHHelx MAC-yBeJOMMNEHNIA.

KomaHaa

OnucaHue

Pexxum agMmuHucTpartopa

show mac-notification summary

MpocMOTp KOHMUrypaumm wn  AaHHbIX
MAC-yBegomneHnn

7. OwuuncTtka ctaTUCTUKM nosyLwku MAC-yBefOMMNEHUN.

KomaHaa

OnucaHue

Pexum agMmuHucTpartopa

clear mac-notification statistics

OuuncTtka CTaTUCTUKU
MAC-yBegoMneHnim

NOBYLLKM

16.6.3. Mpumep MAC notification

IP-agpec ctaHuum ceteBoro ynpasneHus (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-cooOuweHne ot areHta. (MpumevaHne: NMS MoXeT yCTaHOBUTb MPOBEPKY

NOASIMHHOCTU B CTPOKY XapakTep NOBYLUKN).
Mpouenypa KoHpUrypaumm:

Switch(config)#snmp-server enable

Switch(config)#snmp-server enable traps mac-notification

Switch(config)# mac-address-table notification

Switch(config)# mac-address-table notification interval 5

Switch(config)# mac-address-table notification history-size 100
Switch(Config-If-Ethernet1/0/4)# mac-notification both

16.6.4. YcTpaHeHue HeucnpaBHocTten MAC-yBegomneHnm

Ybeautecb, 4To coOOLlEeHME NOBYLIKM OTNPaBnseTCs YCMELHO KOMaHgon show wu

oTnagkom komaHgbl snmp.
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17. HACTPOUKA NMPOTOKOJIA MSTP
17.1. O6wume cBepgeHna o MSTP

MSTP (Multiple STP) — HoBas peanu3aumsi NpoToKofa spanning-tree, OCHoBaHHasi Ha
npotokonax STP n RSTP. OH paboTtaeT Ha ntobbix KOMMyTaTopax NokanbHbIXx ceTen. OH
BbluMcnsieT obuee n BHyTpeHHee cBasytowee aepeso (CIST — common and internal spanning
tree) ons BCcen ceTun, KOTOPOe COAEPXUT YCTPoncTBa, nogaepxmnsatowme MSTP, STP n RSTP.
OH TaK e BblMUCNSET HE3aBUCUMbIE IK3EMNIISAPbLI MHOXeECTBa cBaAsyowWmnx aepesbeB (MSTI —
multiple spanning-tree instances) ans kaxgow o6nactm MST (MSTP domain). B MSTP
ncnonb3yeTca agantupoBaHHasi Bepcusi npotokona RSTP, obecneunBatowiero ObiCTpyto
CXOOMMOCTb MpK NOCTPOEHUN CBSA3YIOLLIErO AepeBa, NPy 3TOM OQHOMY U TOMY XXe 3K3eMNIispy
CBA3ylOLEro [fgepeBa MoXeT OblTb conocTaBneHo MHoxectBo ceten VLAN. MSTP
obecneymBaeT pasfnMyHble MapLUpyTbl AN nepedayn OaHHbIX M No3BondeT 6anaHcupoBaTb
Tpaduk. Bonee Toro, Tak kak MHoXXecTBeHHble VLAN'bI UICNOMNb3yT OAMH U TOT Xe 3K3EMMNAP
ceasytowero gepesa, MSTP MoXeT yMeHbllaTb KOSIMYECTBO MOCTPOEHHbIX OepeBbeB, YTO
NO3BONSAET YMEHbLUNTL HAarpy3Ky Ha NpoLLECCOP Y YMEHbLUNTL CriyXebHyt0 NoNocy Ha KaHanax.

17.2. PermoH MSTP

Tak Kak 0gHOMY 9K3eMMNSpy CBA3YIOLEro gepeBa MOXeT OblTb COMOCTaBEHO MHOXECTBO
VLAN, komuTteT, paspabartbiBatowmn ctaHaapTt IEEE 802.1s npeanoxun pasBuTb KOHLIEMLNIO
MST. MST wucnonb3yetca onst npuBsA3kM KoHKpeTHoM VLAN K KOHKPETHOMY 3K3eMnnspy
CBSI3YIOLLIErO AepeBa.

PervoH MSTP coctouT K13 OOHOrO WAW HECKONbKMX KOMMYTATOpOB C OOMHAKOBbLIM
noeHtudukatopom MSID (MST Configuration Identification) n nokanbHon ceTn (KOHKPETHbLIN
koMmmyTaTop B pernoHe MSTP aBnseTca HasHavyeHHbIM (designated) komMyTaTopom nokanbHOM
CeTn, Ha KOMMyTaTopax, 3aKpenseHHbIX 3a JiokanbHOW ceTblo, nNpoTokon STP He pabGoTaerT).
Bce kommyTtaTopbl B ogHoM MSTP pervoxe nmetot oguH MSID.

MSID copepxuT Tpu atpmbyTa:

e  KoHdurypaunmoHHoe nms: COCTouT n3 umdp n 6yks.
e Homep Bepcum.

o Kpatkoe onvcaHue koHdpurypupoaHus: Cetn VLAN, COOTBETCTBYIOLLME IK3EMNISpam
CBA3YIOLLIEro Aepes.a.
KommyTaTopbl C OAMHAKOBbIMU BbILLEONUCAHHBIMU aTpnbyTamMmn CYMTAIOTCH HAXOOALWMMUCS B
ogHoM permoHe MST.

Korga MSTP Bbluucnser CIST B nokanbHOM ceTu C KommyTatopamu, pervoH MST
paccMaTpuBaeTCs Kak O4uMH KOMMyTaTop. PaccMoTpum pucyHOK HUXe:
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Root SwitchA Root SwitchA

SwitchB

SwitchM

N
[

SwitchE

o

\___ SwitchF Switchc  / SwitchD MST Region SwitchD

PucyHok 42. Mpumep CIST n pernoHa MST

Ha cxeme, ecnn B ogHOM KoMMyTaTope ucnonedyetca STP, a B gpyrom RSTP, To nopT mexay
KommyTatopom M un kommytatopom B pgomkeH ObiTb GnokupoBaH. OpHako, ecnu B
KoMMyTaTtopax obnacTtu, BblgereHHOM MyHKTUpOM, ucnonbadyetcss MSTP n ckoHdurypmpoBaH
Oo4MH n TOT Xe pernoH MST, To npoTokon MSTP GyaeT cuntatb 3TOT PErMOH KOMMYTaTOPOM.
MoaTomy GnokmpoBaH oguH NOPT MEeXAy KOMMyTaTopoM B 1 KOpHEBbIM y3rioM; Kpome TOro,
6rnoknposaH oanH NopT kommyTaTopa D.

17.2.1.1. Onepauuv BHYyTpU OOAHOIO U TOro e permoHa MSTP

Ok3emnnisp ceaAsytowero gepesa (IST) cBssbiBaeT Bce kommyTaTtopbl MSTP-pernoHa. Korga
IST cowerncs, kopHeBow y3en IST cTtaHoBUTCA ynpaBnsawmM y3rnom IST — B HEM HaxoauTcs
KOMMyTaTop C HauMeHbLnM ID-mocTa n meTpukon mapLupyTta K kopHeBomy yany CST. Ecnu B
CeTU MMeeTCHa TONbKO OOWMH PervoH, ynpasnsawowunin ysen IST ogHoBpeMeHHO sBndeTtcs u
kopHeBbIM y3rnom CST. Ecnun kopHeBomn y3en CST HaxoauTCcA BHE pervoHa, ynpasnsowmm
y3nom IST asnsaeTca oguH n3 kommyTtatopoB MSTP Ha rpaHuue pervoHa.

Mpwn nHnynanusaumm kommytatopa MSTP oH nocbinaet naketol BPDU, B kOTOpbIX 06bABNSET
ceba kopHeBbIM y3nom CST un ynpasnsawowmnm y3nom IST, npu 9TOM METPUKK MapLUpyTa K 3TUM
y3nam pasHbl Hynt0. Kpome Toro, KoMmMyTaTop UHMUnanmampyeTt Bce ceou ak3emnnspbl MST un
06baBnseT cebsa KOpHEBbIM y3roM. Ecnn kommyTaTop NpUHUMaeT MHGOPMaLNIO OT KOPHEBOTO
y3na MST BepxHero ypoBHs (C MeHbLMM ID-koMmyTaTopa, MEeHbLUEN METPUKOW MapLupyTta
N T. O.), COXpPaHEeHHYo Ans nopTa, OH nepecTtaeT 06baBnATL cebsa ynpasnsatowmnm ysnom IST.

B pernone MST ynpasnstowmn y3en IST aBnseTca eAMHCTBEHHbIM 3K3eMMSPOM CBA3YHOLLLErO
Aepesa, KOTOpbI MpuvHMMaeT u nocbinaet naketol BPDU. Tak kak naketel MST BPDU
cogepxat uHgopmaumio 060 BCeEX IK3eMMNMsipax, YNCMAO TakMxX MaKeToB, KOTopoe Tpebyetca
obpaboTtaTb KOMMYyTaTOpy ANs MOAOEPXKKN MHOXECTBa 3K3EeMMMspOB CBA3YKOLWEro Aepesa,
3HAYUTENbHO YMEHbLUAETCS.

Bce aksemnngapbl MST ogHOro n TOro e pernoHa COBMECTHO MCMONb3yT OAHU U Te Xe
TanMepbl NPOTOKOMA, OQHAKO Kaxabln ak3emnnap MST nmeet cBom cobCcTBEHHbIE NapameTpbl
Tononornn, Hanpumep, ID KOpHEBOro kOMmyTaTtopa, METPUKY MapLupyTa K KOPHEBOMY Yy3ny
nT. A.

17.2.1.2. Onepauuu mexay permoHamu MST

Ecnu BHYTpM ceTu CyLeCTBYET HECKObKO PErMOHOB UM B HEN YXKE CYLLECTBYIOT KOMMYTaTOpbI
802.1D, MSTP cosgaet 1 obcnyxmBaeTt aepeo CST, koTopoe BKkNo4aeT Bce permoHbl MST u
BCe cyllecTBylowme kommyTtatopbl ¢ STP B cetn. [ns npeobpasoBaHua B gepeso CST
ak3emnnapbl MST kombuHmnpytotes ¢ IST Ha rpaHuue pernoHa.
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Ok3emnnsap MSTI aBnsieTCs UCTUHHBIM TONBbKO BHYTPY permoHa MST. Bk3emnnsap MSTI Hukorga
He coBepLUaeT HUKaKux aencteun ¢ aksemnnapamv MSTI gpyrux permoHos MST. KommyTtaTtopsl
B permoHe MST npuHumatot naketel MST BPDU gpyrux permoHoB 4yepes rpaHuvyHble rnopTbl.
OHn moryt TONbko obOpabaTtbiBaTb MHGOpMauuto, oOTHocswytoca K gepesy CIST, un
oTopacbiBatoT nHdopmauuo MSTI.

17.2.2. Ponu nopTtoB

Kommytatop MSTP npucBavBaeT nopTam ponuv, KOTOpbl€ OHW OOSDKHbI UrpaTb B MPOTOKONEe
MSTP. Ponu noptoe gepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbm nopt MSTI wumeeT ewe opgHy ponb, ©Oonee BbiCWero nopsigka, 4em
BbllLenepeyvncrneHHsle ponu: Master Port.

Ponu noptoe B gepeBe CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takne
Xe, 4TO 1 npu npoTtokone RSTP.

17.2.3. bBanaHcupoBKa Harpy3ku B MSTP

B pernoHe MSTP cetn VLAN moryT GbiTb NpMBSA3aHbl K pa3fiMyHbIM 3K3eMMnsipam, YTO MOXET
dopMupoBaTb pasnuyHbie Tononornn. Kaxabin ak3emnnsap HesaBuMCcUM Apyr OT Apyra u 370
NO3BONSAET UM MMETb COOBCTBEHHbIE aTpubyTbl, TakMe Kak NpUOpUTET YCTPOMCTBA U METPUKY
nopra.

CnepoBatenbHo, cetn VLAN pasnmyHbIX 3K3eMNnspoB MMEKT CBOU COBCTBEHHbLIE MAPLUPYThI.
Ona tTpaduka ceten VLAN Takum obpasom nogaepxmaetca 6anaHCMpoBKa Harpysku.

17.3. KondwurypuposaHme MSTP

BkntoyeHune npotokona MSTP n ycTtaHoBKa paboyero pexuma.
HacTpoika napameTpoB 9K3eMNIISIPOB CBA3YIOLLLErO AepeBa.
Hactpowka napameTtpoB permoHos MSTP.

HacTpowka BpeMeHHbIx napameTpos MSTP.

HacTtpowka cdyHKkunm 6eictpon murpaumm MSTP.

HacTpoiika popmaTa nakeToB Ha nopTy.

HacTtponka aTpubyToB CBA3YOLLEro AepeBa Ha MnopTy.
HacTpoinka atpnbyToB snooping-krntoya ayTeHTudmkaumn.
Hactpowika pexvuma FLUSH ans nsmeHeHuin Tononorun.

=

© o N TN

1. BkntodeHne npotokona MSTP n ycTtaHoBKa paboyero pexuma.

KomaHpa OnucaHue

Pexum rno6anbHOro KOHUrypupoBaHUsi U PeXuM KOH(pUrypmpoBaHusa noprta

spanning-tree BkntoveHue/BbikntovyeHne MSTP
no spanning-tree
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KomaHaa

OnucaHue

Pexum rno6anbHOro KoHgpurypupoBaHus

spanning-tree mode {mstp|stp|rstp}
no spanning-tree mode

YcTtaHoBka pabouyero pexvuma MSTP.

Pexxum KoHurypupoBaHusa nopra

spanning-tree mcheck

MpuHYyanTENBHO YyCTaHaBnuBaeT Ans nopTa
pexum paboTbl no npotokony MSTP

2. Hactpoika napaMeTpoB 3K3EMMNIISIPOB CBA3YIOLLENO AepeBa.

KomaHaa

OnucaHue

Pexum rno6anbHoro KoHgpurypupoBaHus

spanning-tree mst <instance-id> priority
<bridge-priority>

no spanning-tree mst <instance-id>

priority

Mo3BonsieT 3agatb npuopuTeT
kKoMMyTaTopa Ans yKa3aHHOro
3K3eMnssipa CBS3YHOLEro AepeBa.

spanning-tree priority <bridge-priority>
no spanning-tree priority

Mo3sonsieT HacTpouTb npuopuTeT
CBA3YIOLLEro AepeBa Ha KOMMyTaTope.

Pexxum KoHurypupoBaHua nopra

spanning-tree  mst <instance-id> cost
<cost>

no spanning-tree mst <instance-id> cost

[N ykazaHHOro ak3eMnsipa CBA3YLLEro
[AepeBa No3BossieT YCTaHOBUTb METPUKY
mMapLupyTa K nopTy.

spanning-tree mst <instance-id> port-

Mo3BonseT 3agaTk NPUOPUTET nopTa Ans

@ §) QTECH
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priority <port-priority> yKa3aHHOTO  SK3EMNMSpa  CBS3YIOLLIETO
no spanning-tree mst <instance-id> port- A A€P€Ba.
priority
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KomaHaa

OnucaHue

spanning-tree mst <instance-id>

rootguard

no spanning-tree mst <instance-id>

rootguard

[lns ykasaHHOro aK3emnnsipa CBSA3YLLEro
[AepeBa No3BosisieT 3afaTb 3alUMLLEHHbIN
kopHeBoW Yy3en. [lopTbl, ANS KOTOPbIX
yCTaHOBIeHa 3aliMTa, He MoryT ObiTb
npeobpa3oBaHbl B KOPHEBble MOPTbI
APYrMX TUMOB.

spanning-tree rootguard
no spanning-tree rootguard

Ana Tekywiero nopTta 3agjaeT pexum
3alUULLEHHOrO0  KOPHEBOro nopta B
aK3emnnspe CBA3YHOLLEro Aepesa.
CKOHurypmpoBaHHbIi 3alUMLLEHHBIN
nopT He MoXeT ObITb NpeobpasoBaH B
KOPHEBOW NOPT APYrnx TUMOB.

no spanning-tree mst configuration

spanning-tree [mst <instance-id>] | BkntodeHne  yHKUMM  OTCREXMBAHUSA

loopguard neTnn B KOHKPETHOM 4YacTHOM [JepeBe.

no spanning-tree [mst <instance-id>] Komanaa NO  oTkniouaet — AaHHyio

loopguard yHKUMEO.

3. Hactpoiika napameTtpoB permoHos MSTP.
Komanpa OnucaHue
Pexum rmob6anbHOro KoHturypmpoBaHus

spanning-tree mst configuration Bxog B pexum  KOHGUrypupoBaHuUs

pervoHa MSTP. KomaHga NO

BO3BpaLlaeT 3Ha4eHne no ymoJsiHaHuio.

Pexum koHcpurypupoBaHusa pernoHa MSTP

show

lMokasblBaeT uWHOpPMaUUIO O TekyLlen
pabouen cucreme.
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instance <instance-id> vlan <vlan-list> No3Bonsiet co3aaTth aK3emnnap

no instance <instance-id> [vlan <vlan- CBf3YylOWeroc —Aepesa 1 yCTaHOBUTbL

list>] cootBetctBne mexgy VLAN wu atum
9K3eMNsipom
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KomaHaa

OnucaHue

name <name>
no name

lMNosBonseT 3agaTb UMa pernoHa MSTP

revision-level <level>
no revision-level

[Mo3BonseT 3agatb HOMeEp  peBusun
KOHoUrypupoBaHus permoHa MSTP

abort

Bbixoq 13 pexuma KoHUrypmpoBaHus
permoHa MSTP u BoO3BpaT B pexum
rmobanbHOro  KoHdurypmposaHuss 6e3
COXpaHeHNss  KOHUrypauum  pernonHa
MSTP.

exit

MosBonseTt COXpaHnUTb cAenaHHble
HacTponkm permoHa MSTP, BbITM K3
pexuma HacTporku permoHoB MSTP n
BEPHYTbCA B  rnobanbHbIN  pexum
KOHOUIypmpoBaHUsI.

no

OTmeHa ogHOW KOMaHabl unn yCTaHOBKa
nepBoHa4aJibHOro 3Ha4eHuA

4. Hactpoiika BpeMeHHbIX napameTpos MSTP.

KomaHga

OnucaHue

Pexum rnmo6anbHOro KoHgpurypmupoBaHus

spanning-tree forward-time <time>
no spanning-tree forward-time

Mo3BonsieT 3agaTb Bpems 3aOepXKu
nepegayv Ha kKommyTaTope

spanning-tree hello-time <time>
no spanning-tree hello-time

YcrtaHoBka BpeMeHun Hello ons nocbinku
coobuweHnn BPDU.

spanning-tree maxage <time>
no spanning-tree maxage

YCTaHOBKM BPEMEHWN >XU3HMU COOBLLEHUN
BPDU

spanning-tree max-hop <hop-count>
no spanning-tree max-hop

YcTaHOBKa MaKCUMMarbHOro 4Mcrna Xoros
ansa coobwennn BPDU B pernoHe MSTP.
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5. Hactporika dyHkumm 6eicTpor murpauum MSTP.

KomaHaa

OnucaHue

Pexum KoHcpUurypupoBaHusa nopra

spanning-tree link-type p2p {auto|force-
true|force-false}

no spanning-tree link-type

YcTaHoBKka Tuna fimHum nopta

spanning-tree portfast [bpdufilter|
bpduguard] [recovery <30-3600>]

no spanning-tree portfast

Mo3BonseT 3agaTb NOPT, KaK rPaHUYHbIN.
Onuwmsa Bpdufilter CNYXuUT ans
oTbpacbiBaHUs MPUHATBLIX  COOBLLEHNN
BPDU. Onuusa bpduguard npu npueme

coobuweHns BPDU 3akpbiBaeT nopr.
MapameTp nNO  BbIKMAKYAET  PeXuMm
NOrpaHUYHOro nopTa, nponcxoguT

npeobpasoBaHMe B MOPT,
HaxoguTCs Ha rpaHuLe

KOTOpbIA He

6. Hactponka bopmarta nakeToB Ha NOPTY.

KomaHga

OnucaHue

Pexxnm KoHurypupoBaHusa nopra

spanning-tree format standard
spanning-tree format privacy
spanning-tree format auto

no spanning-tree format

lMosBongeT HacTpouTb dopmaTt nakeTta
cBsasyoLwero gepesa nopta. Npu Bbibope
onumn standard nakeT CoOOTBETCTBYET
ctraHgaptam |EEE, npu onuunprivacy
naketr coBmectum ¢ CISCO, auto
O3HayvaerT, 4YTo (popmaT onpegensieTcs no
NPUHATOMY NakeTy

7. Hactporika aTpubyTOB CBA3YIOLLErO AepeBa Ha NnoprTy.

KomaHaa

OnucaHue

Pexum KoHcpUurypupoBaHus nopra

spanning-tree cost
no spanning-tree cost

Mo3BonsieT 3agaTb METPUKY MaplipyTa K
nopTy
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KomaHaa

OnucaHue

spanning-tree port-priority
no spanning-tree port-priority

MosBonseT 3agatb NPUOPUTET NopTa

hold- count-value>
no spanning-tree transmit-hold-count

spanning-tree rootguard [Mo3BonsieT ycTaHOBUTb MOPT, KaK He
no spanning-tree rootguard aElplaictziol

Pexnm rmo6anbHOro KOHUrypmpoBaHus
spanning-tree transmit-hold-count <tx- YcTaHOBKa MakCUMarbHOroO 3Ha4YeHusi

cyeTyMKa 3a4epXKKU Nepeadaydn Ha nopTy

spanning-tree cost-format {dot1d | dot1t}

YcTaHaBnuBaet dopmar
mMapupyTa dot1d nnm dot1t

MEeTPUKnN

8. Hactpolika aTpubyToB SNOOpINg-knova ayTeEHTUDMKALMN.

KomaHaa

OnucaHue

Pexum koHcpUrypupoBaHusa nopra

spanning-tree digest-snooping
no spanning-tree digest-snooping

Mo3BonsieT NopTy MCMosfb30BaTb CTPOKY
ayTeHTUMKaLMM napTHEpPCKOro nopTa.
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KomaHnaa NO BOCCTaHaBnuBaeT
NCrnonb30BaHne CreHepMpoBaHHOM
CTPOKM.

155



PykoBogctBo nonb3osatens ans cepun QSW-4530 n QSW-4900

HACTPOWKA MPOTOKOJA MSTP

9. Hactponka pexuma FLUSH ans nsmeHeHuimn Tonosiormun.

KomaHaa

OnucaHue

Pexum rnobanbHOro KoHpurypmpoBaHus

spanning-tree tcflush {enable| disable|
protect}

no spanning-tree tcflush

Enable: cBasylollee p[epeBo cTpouTcs
cpasy npu U3MeHeHUn Tononoruu;

Disable: cBsasytowee gepeBo He cTpouTca
npyv N3MEeHEHNN TOMOMOINK;

Protect: cBasytolLiee aepeBo cTpouTca pas
B [€CATb CEKyHA;

KomaHaa no BoccTaHaBnMBaeT 3HaYeHue
no ymMosrn4yaHumto — U3MEHEeHune T1pu
N3MEHEHWN TOMOJIOTnN.

PexXum KoHcpUurypupoBaHusa nopra

spanning-tree tcflush {enable| disable|
protect}

no spanning-tree tcflush

Mo3sonseT HacTpoutb pexum flush ans
nopta. KomaHga no BoccTaHaBnueaet
Ncrnonb3oBaHMe obLMX HAaCTPOeEK pexnma
Ha yCTpoucCTBe.

17.4. Mpumep npumeHeHusa MSTP

SwitchB

Root
SwitchA

< =)
SwitchD

7

SwitchC

PucyHoK 43. TvnnyHbIi cueHapuin npumeHeHns MSTP
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CoeavHeHua mMexgy KomMyTatopamu roKasaHbl Ha PUCYHKe Bbllwe. Bce kommyTtaTtopebl
pabotatotr B MSTP-pexume no ymonyanuto. VIx npnopuTteTbl MOCTOB, MPUOPUTETbLI NOPTOB U
CTOMMOCTb MapLUPYTOB 4151 NOPTOB CTOAT NO yMOn4YaHuto (paBHbl). MNapameTpbl N0 yMON4aHuio

Ana KOMMYTaTOpOB NOKa3aHa HWMXe:

Mma mocTa SwitchA SwitchB SwitchC SwitchD
Bridge MAC | 00-00-01 00-00-02 00-00-03 00-00-04
Address
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority
Port 2 128 128 128
Port 3 128 128
Port 4 128 128
Port 5 128 128
Port 6 128 128
Port 7 128 128
Route | Port 1 200000 200000 200000
Cost
Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonuyanuio npotokon MSTP cosgaeT Tononornto gepesa ¢ KOPHEM Ha KommyTaTope 1.

MopTbl, 0o603Ha4YeHHble «X» umetT coctosHue discarding (6noKMpoBaHbl), Ha OCTanbHbIX
nopTax nepegava paspeLueHa.
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OTanbl HACTPOMKMU:
War 1. HacTpownka npueaskn noptos kK VLAN:
e Cosgatb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC u SwitchD.

e Hactpoutb nopthl 1 — 7 Kak TpaHKoBble Ha SwitchB, SwitchC n SwitchD.
War 2. YctaHoButb SwitchB, SwitchC n SwitchD kak npuHagnexalux ogHomy aepesy MSTP:

e YcTaHoBUTb Ha SwitchB, SwitchC 1 SwitchD ogHo 1 To ke umsa pernoHa, cosnagaroLiee
C UMeHeM gepesa MSTP.

o [pueasate VLAN 20 n VLAN 30 Ha SwitchB, SwitchC n SwitchD k aksemnnsapy
cBs3ytoLLero gepesa 3.

e [punncate VLAN 40 n VLAN 50 Ha SwitchB, SwitchC n SwitchD k aksemnnsapy
cBa3ytowero gepesa 4.

War 3. Hactpoutb SwitchC Kak KOpHEBOW KOMMYyTaTOp OS1S1 9K3eMMnsipa CBA3YOLWEro gepeBa
3. Hactpoutb SwitchD kak kopHEBOW KOMMYTaTOP AJ1S 3K3eMNisipa CBA3YOLLEro gepesa 4:

e HactpouTb npuopuTeT KOMMyTatopa ANna 3K3emnnspa cBAsyllero gepesa 3 Ha
SwitchC kak 0.

e HactpouTb npuopuTeT KomMMyTaTopa AN 3K3emnnspa cBA3yllero gepesa 4 Ha
SwitchD kak 0.

NeTanbHas KoHUrypauus npuBegeHa HUXe:

SwitchB:
SwitchB(config)#vlan 20
SwitchB(Config-Vlan20)#exit
SwitchB(config)#vlan 30
SwitchB(Config-Vlan30)#exit
SwitchB(config)#vlan 40
SwitchB(Config-Vlan40)#exit
SwitchB(config)#vlan 50
SwitchB(Config-Vlan50)#exit
SwitchB(config)#spanning-tree mst configuration
SwitchB(Config-Mstp-Region)#name mstp
SwitchB(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchB(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchB(Config-Mstp-Region)#exit
SwitchB(config)#interface e1/0//1-7
SwitchB(Config-Port-Range)#switchport mode trunk
SwitchB(Config-Port-Range)#exit
SwitchB(config)#spanning-tree

SwitchC:
SwitchC(config)#vlan 20
SwitchC(Config-Vlan20)#exit
SwitchC(config)#vlan 30
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SwitchC(Config-Vlan30)#exit

SwitchC(config)#vlan 40

SwitchC(Config-Vlan40)#exit

SwitchC(config)#vlan 50

SwitchC(Config-Vlan50)#exit

SwitchC(config)#spanning-tree mst configuration

SwitchC(Config-Mstp-Region)#name mstp

SwitchC(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchC(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchC(Config-Mstp-Region)#exit
SwitchC(config)#interface e1/0//1-7
SwitchC(Config-Port-Range)#switchport mode trunk
SwitchC(Config-Port-Range)#exit
SwitchC(config)#spanning-tree
SwitchC(config)#spanning-tree mst 3 priority 0

SwitchD:
SwitchD(config)#vlan 20
SwitchD(Config-Vlan20)#exit
SwitchD(config)#vlan 30
SwitchD(Config-Vlan30)#exit
SwitchD(config)#vlan 40
SwitchD(Config-Vlan40)#exit
SwitchD(config)#vlan 50
SwitchD(Config-Vlan50)#exit
SwitchD(config)#spanning-tree mst configuration
SwitchD(Config-Mstp-Region)#name mstp
SwitchD(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchD(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchD(Config-Mstp-Region)#exit
SwitchD(config)#interface e1/0//1-7
SwitchD(Config-Port-Range)#switchport mode trunk
SwitchD(Config-Port-Range)#exit
SwitchD(config)#spanning-tree
SwitchD(config)#spanning-tree mst 4 priority 0

lMocne onucaHHOW Bbille HacTponku, SwitchA GyaeT KOpHEBbIM KOMMYTaTOpPOM 3K3emnnapa
ceasytowero gepesa 0. B pernoHe MSTP, k kotopomy oTHocaTca SwitchB, SwitchC n SwitchD,
SwitchB sBnsieTca KOpHEBbIM KOMMYTaTOPOM pervoHa Ans akdemnnsapa ceasyroulero gepesa 0,
SwitchC saBnseTca KOpHEBbLIM KOMMYTaTOPOM pervoHa A5 aKk3emnnsipa ceasyoLero gepesa 3
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HACTPOVIKA MPOTOKOIIA MSTP

n SwitchD aBnseTcs KOpHEBLIM KOMMYTaTOPOM pervoHa Ans aK3emnnspa CBa3syowero gepesa
4. Tpacpmk VLAN 20 1 30 nepenaeTcsa yepes TOMOMNOMMIO 3K3eMnsipa cea3yoLlero gepesa 3.
Tpadmk VLAN 40 u 50 nepepmaetca yepes TOMOMOMMI0 aK3eMnNspa ceAsyloLero gepesa 4.
Tpadmk c ocTtaneHbix VLAN nepenaetcsa 4epes TONOMOrM0 ak3eMnnsipa CBA3yoLero gepesa
0. NMopT 1 Ha SwitchB gaBngetca ynpaBnsawowWmMM NOPTOM ANA 3K3EMNISPOB CBA3YHOLLMX
nepesbeB 3 1 4.

MNpoTokon MSTP nytem BblMMCIIEHUA FeHepupyeT 3 TOMOSIOrMU: 3K3EMMSISIPOB CBA3YHOLLNX
aepesbeB 0, 3 1 4. [NopTbl, 0603Ha4YeHHbIE «X» MMetoT cocTosiHMe discarding (6nokmpoBaHbl). Ha

ocTanbHbIX NOpTax nepeaaya paspeLleHa.

Root
SwitchA

SwitchB

SwitchC

SwitchD

PucyHok 44. Tononorusi sk3emnnsipa cessytowero aepesa 0 nocne BbluucneHus MSTP
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HACTPOVIKA MPOTOKOJIA MSTP

SwitchB

SwitchC
Root

PucyHok 45. Tononorusa ak3emnnsipa ceasytowlero gepesa 3 nocne eblincneHns MSTP

SwitchB

SwitchD
Root

SwitchC

PucyHok 46. Tononorusa ak3eMmnngpa cesa3yoLlero gepesa 4 nocne BobiumcneHna MSTP

17.5. YcTpaHeHue HeucnpaBHocTten MSTP

Ons Toro, yto6bl NnpoTokon MSTP Ha nopTe cmor paboTtaTtb, MSTP gormkeH 6bITb BKNHOYEH B

pexume rnobanbHOro KOHPUryppoBaHUS.
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HACTPOWKA MPOTOKOJA MSTP " www.gtech.ru |

Tak kak napameTtpbl MSTP B3anmocBsi3aHbl, OHW OOMXKHbI COOTBETCTBOBATb CrEAyHLUM
TpeboBaHMAM:

o 2x(Bridge_Forward_Delay — 1,0 cekyHna) >= Bridge_Max_Age,;

e Bridge Max_Age >= 2x(Bridge Hello_Time + 1,0 cekynga).
B npotmBHOM crniyqae npotokon MSTP moxeT pabotaTb HenpaBuIibHO.

Ecnn nonb3oBatenun nameHmnnun napametpbl MSTP, OHM OOMKHbI YOAOCTOBEPUTLCS B TOM, YTO
N3MEHEHbI 1 Tononornn. Hactponkmn rnobanbHOro pexnma KoOHMUrypupoBaHUS BbIMNOSHAOTCS
ana kommyTtatopoB. OcTarnbHble HACTPOMKM BbINOSHAKTCA AN OTAENbHbIX 3K3eMMnnapoB
CBA3YIOLLEro AepeBa.
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18. HACTPOUKA QOS
18.1. O6wme cBepgeHmsa o QoS

QoS (Quality of Service — ka4yecTBO cepBuca) — Habop BO3MOXHOCTEN KOTOpPblE MO3BOMSAOT
co3gaBaTb pasgeneHHble MNoMnocbl ANs fnepedaBaeMblX MO CETM [OaHHbIX, TEM CaMbIM
obecne4vnBas ny4ywnn cepeuc s BblbpaHHOro ceteBoro Tpaduka. QoS — rapaHTUsa kadecTBa
nocrnegoBaTesibHOM M npegckasyemMon nepegadn OaHHbiXx gnst obecneyeHus TpebGoBaHWi
nporpamMm. QoS He co3gaeT AOMOSIHUTENBHOW NONOChl Nepegayn, Ho obecneymBaeT Gonee
ahbpeKkTMBHOE ynpaBneHne MonocoM B COOTBETCTBUM C TPebOBaAHUAMU MPUNOXKEHUA W
NOMUTUKOWN yNpaBieHUs CEThbIO.

18.1.1. TepmuHbl QoS

QoS: kayecTBO cepBuca, obecrieyeHne rapaHTMPOBAHHOrO KadyecTBa cepBuca AONS
nocrnegoBaTtenbHO U NpeackasyeMon nepedady [OaHHbIX W BbINONMHEHUS TpeGoBaHWiA
nporpamm.

DomeH QoS: nomeH QoS noggepxuBaeT yctpoictea ¢ QoS ana dopmMupoBaHus ceTeBOM
Tononoruun, kotopasi obecneynT Ka4yecTBO cepBuca. Takasi TONonorns HasbiBaeTcsl JOMEHOM
QoS.

CoS: knacc cepsuca — knaccudukaumoHHaa nHgopmauma, nepegasaemas ppenmamm Q Ha
BTOPOM ypoBHe. 3aHnumaeT Tpu 6uta nonst Tag B 3aronioBke dperima U Ha3biBaeTCsi ypOBHEM
Nnosib30BaTENbCKOro NpuopuTeTa B AManasoHe ot 0 oo 7.

Layer 2 802.1Q/P Frame

Preamble |Sartframe |, cpa|mac-sa| Tag | PT | Data | Fcs

delimiter
T— 3 6uta ucnoneayTes ana CoS

PucyHok 47. MNpuoputeTsl Knacca cepsuca

ToS: Tun cepuca. OgHobanToBoe none, nepegaBaemMoe B 3arorioBke naketa |IPv4 Ha TpeTbeM
ypoBHe aAna obbsBneHuss Tuna cepsuca |P-naketa. 3HayeHnem nons ToS moxeT ObiTb
npuoputeT IP (IP Precedence) unu 3Hayenne DSCP.

Layer 3 IPv4 Packet

Version DS Field | Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data
HeadLen

A

—— |P precedence (3 6uta) unn DSCP (8 6uT)

PucyHok 48. MpuoputeT ToS

IP Precedence: npuoputeT IP. KnaccudwukaumoHHaa wuvHdpopmMauns, nepefarollascsa B
3arorfoBke nakeTa TPETLEro YPOBHS, 3aHMMatrowasa 3 61Mta u Morywiasa npMHMMaTh 3Ha4YeHus ot
Opo7.

DSCP (Differentiated Services Code Point): kogbl pasferieHHbIX CepBUCOB,
KnaccudukaumoHHast MHdKnaccudukaumoHHas vHdopmauus, nepejaroLllascs B 3arofioBke
IP-nakeTa TpeTbero ypoBHS, 3aHUMaeT 6 OuT, umeeT 3HadeHne ot 0 go 63 m obpaTHo
coBMecTMMa ¢ npuoputeTom IP.
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MPLS TC(EXP): none MPLS o3Ha4aeT knacc obcnyxunsaHusi, umeeT 3 buta ansa gnanasoHa ot
Opo”.

Layer 2.5 MPLS Packet

MAC-DA | MAC-SA | Tag 0x|;;47 Label Tcr;fsf': S bit | TTL

L Traffic Class (3 6uta)

Internal Priority: BHYTPEHHMA NPUOPUTET, yCTaHABAMBAEMbIA MPOLIECCOPOM KOMMYyTaTopa.
BoaMOXHbI Anana3oH 3Ha4YeHUn 3aBUCUT OT Tuna npoueccopa. CokpalweHHo — Int-Prio unu
IntP.

Drop Precedence: npuoputeT cbpoca. Npu obpaboTke nakeToB nepBbiMM cOpacbiBalOTCS
naketel ¢ OGonbwwum npuoputeTtom cbpoca. Mmeetr 3HadeHne 0 wnm 1. CokpalleHHO
o6o3HavaeTcsa Drop-Prec unu DP.

Classification: ocHoBHOe HasHadeHne mexaHumsma QOS, knaccuduumpyeT nepegaBaemble
nakeTbl B COOTBETCTBUN C KNacCcUUKALMOHHOM MHdOpMaLMeENn, cogepxallencs B naketax u
cnvuckamu KoHTpons goctyna (ACL).

Policing: pencrteme mexaHmama QoS Ha Bxofe, KOTOpoe yCTaHaBnMBaeT NONMUTUKN Tpaduka u
ynpaBensieT KnaccumunmpoBaHHbIMM NakeTamu.

Remark: nencteme mexaHnama QoS Ha Bxofe, BbINOMHALLEee NponycK, 0CTaHOBKY Unu cGpoc
nakeTa B COOTBETCTBUM C NONUTUKaMK Tpadomka.

Scheduling: genctene mexaHnama QoS Ha Bbixoge. [lobaBnsaeT nakeTbl B COOTBETCTBYIOLLME
NCXOOSALIME OYepenn. OCHOBbIBasiCb Ha BHYTPEHHeEM npuoputeTe. N npuHUMaeT pelueHue o
nocblfike unu copoce NakeToB B COOTBETCBMM C NpUoputeTomM cbpoca, anropuTMoM NOCHINKA U
Ba)XXHOCTbIO COOTBETCTBYIOLLIEN OYEPEAN B UCXOLSALLEM MOTOKE.

In-Profile: Tpadduk B pamkax nonutnkm QoS (nonoca nponyckaHus Unn AOMOSTHUTENBHON
nonocow) Ha3biBaeTca In-Profile.

Out-of-Profile: Tpadbduk B pamkax nonutukn QOS (nonocbl NPONyckaHus  unu
AOMOonHMTENBHOM Nonockl) HasbiBaeTca Out-of-Profile.

18.1.2. Peanusauusa QoS

[nsa BbINONHEHUS Ha KOMMYyTaTope nporpammHoro QoS HeobxoaAnMMO pacCMOTPETb OCHOBHYHO
GasoBylo mogenb. QOS He co3gaeT HOBOM MOSMOCHI B KaHane, HO MOXET MakCMMarbHO
noAacTpamBaTb KOHUrypauuio TEKYLLMX KaHanbHbIX pecypcos. MonHas peanusauns QoS paet
BO3MOXHOCTb MOMHOCTLIO YNpaBnATb CceTeBbIM TpadukoMm. Huxe, Kak MOXHO TOYHee,
onuceiBaeTcd cam npuHumn QoS.

Cneundukaums nepegaym gaHHbix B [P NoKpbiBaeT TONbKO agpecaumio U CepBUChbl UCTOYHUKA
N NpUeMHUKa W, KOHEYHO, KOpPEeKUUIo nepegaym naketos ¢ NOMOLLLI0 NPOTOKONOB 4 YPOBHSA
mogenn OSI u Bbiwe, Takmx kak TCP. OpgHako, B OOnbLUMHCTBE criyvyaeB npoTokon [P
MCcnonb3yeT MaKkCUMarbHO BO3MOXHYHO MPOMYCKHYD CMOCOBHOCTL BMECTO MexaHu3Ma
NOAAEPXKKM M 3amnTbl NOMOCHI NAaKeTHOM nepegayvn. ATo NPUMEHNMO ANs TakMX CEPBUCOB Kak
noyta u FTP, HO npu yBenuyeHun nepegayn MyrnbTUMEOUNHBIX KOMMEPYECKMX OaHHbIX U
SNEKTPOHHbIX BU3HEeC-cepBNCOB, METOA MaKCUMarbHOW 3arpy3kM HE MOXET YAOBETBOPUTb
TpeboBaHWsi HEOH6XOOUMON NOMOCHI U HU3KUX 3aEPXKEK.

Basupysacbk Ha pasnuuHbix mMeTogax, QoS onpegensieT NPUOPUTET ANS KaK4oro BXOASILLEro
naketa. KnaccudurkaumoHHas nHdopmauusa cogepxmtcsa B 3aronoBkax IP-nakeTtoB TpeTbero
YpOBHSA 1 B 3aronoBkax gperimoB 802.1Q BToporo ypoBHs. QoS obecneumBaeT OAMHAKOBbLIN
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cepBUC NS NaKeTOB OAMHAKOBOro npuopuTeTa, B TO BpeMsi kak [Ansi MakeToB C
pasnuyalLLMMUCs NpuopuTeTaMu NpeanararTcs pasnuyatoLmecs onepauun. MapLipyTtmnsatop
UM KOMMyTaTop, NoAaaepxuBarLLme cepsuc QoS, mMoryT obecneunBaTtbe pPasfnnyHyo norocy
nepegaym B COOTBETCTBUM C Kraccudukaumen naketos, noMevaTb NakeTbl B COOTBETCTBUM C
CKOH(UIypUpOBaHHbIMK NMONUTUKAMK, a Takke cOpacbiBaTb HEKOTOPbIE HU3KOMPUOPUTETHLIE
nakeTbl B Criy4ae neperpysku nonockl nepegayn.

KoHpurypauma QoS sasnsetca rnbkon, Gornee nNpocTton UnM CROXHOW B 3aBUCUMOCTM OT
TONONOMNN CETU U YCTPOMCTB, a Takke rMyObuHbl aHanm3a BXoaawero/mcxoasiero Tpaduka.

18.1.3. BazoBass mogenb QoS

basosas mogenb QoS coctout n3 4 yacten: Knaccudumkaums, NpumeHeHne nonntuk, NMometka
n MNnannpoBaHue, rae knaccudukaumsi, NpMMeHeHne NoNNTUK 1 NOMETKM — NocregoBaTerbHble
AencTBus Ha Bxoae, a paboTa ¢ ovepeassMmn 1 nnaHnpoBaHne — aencTenst QoS Ha BbIXoae.

e ™ Is ™
Ingress Egress
YcTaHoeka OxpaluvBaHve
Internal Priority nakeToB
Classification > Policing » Remark » Scheduling
CopTipoBka BXoAALLETD PelleHue 0 MexaHu3Me O6paboTka nakeTos MomelLeHue nakeTa B
Tpachuka B 3aBUCHMOCTH okpalmeaHus, Single COIMACHO MX LIBETY: o4epefb COrnacHo ero
OT MexXaHuaMa bucket dual color unu Dual transmit, drop, remark. Internal Priority n
Knaccudpmkaumm. bucket three color, B Remark nogpasymeeaet nocnegytowas obpabotka
Hashauenve Internal 33BUCMMOCTH OT nepeMapk/pOBKy NakeTos, 0Yepeay B COOTBETCTBUM C
priority u Drop BbINONHEHHOI HACTPOIKM n3meHeHue nonei DSCP, HaCTPOEHHbIM
precedence ToS, CoS. anropnTMom
\. J - /

Bbasosas mogenb QoS

Knaccudmkauma: knaccuduumpyet Tpaduk B COOTBETCTBUM C  KrnaccudMKauMoHHON
NHOpPMaLMen NakeToB U reHepupyeT 3HavyeHne BHYTPEHHEro npuoputeTa, OCHOBaHHOE Ha
KnaccuukaunoHHon uHppMauun. [Ona  pasnuyHbiX  TUNOB NaKeTOB  Kraccudukaums
obecneynBaeTcs pas3nnyHbiM 06pasom. Cxema HMXKe NoKasbiBaeT 3To.

MpumeHeHne NMONUTUK M MOMEeTKA: KaXObli MakeT B KnaccuULMPOBAHHOM BXOASLLEM
Tpaduke nony4yaeT 3HaAYeHUMEe BHYTPEHHEro npuopuTeTa M MOXET Janee noaBepraTbcs
AEACTBUIO NOMUTUK U NMOMeYaTbCS.

lMpuMeHeHne nonMTUK MOXeT ObiTb BBLINOMIHEHO Ha MOTOKE AaHHbIX And obecnevyeHus
pasnMYHOM NOIOCHI MPONYCKaHUA AN pasNUyYHbIX KNnaccoB Tpaduka. HasHayeHHas nponyckHas
nonuTuka MoxeT OblTb «ofHa Kop3vMHa-gBa useTa» (single bucket dual color) nnn «gse
Kop3uHbl-Tpy useTa» (dual bucket three color). Tpaduky npucBanBaloTCs pasnuyHble LBeTa U
B COOTBETCTBUMN C HUMUN OH MOXET cbpacbiBaTbCs Mnm nponyckatbes. K nponyLieHHbIM naketam
npuMeHsieTcss OencTBuMe MNOMETKM, KOraa nakeTy HasHayaeTcs HOBbl, ©onee HM3Kun
BHYTPEHHUIA NPUOPUTET ANA 3aMeHbl CyLLEeCTBOBaBLLEro paHee 6onee BbICOKOrO BHYTPEHHENO
npuoputeta. lMons COS u DSCP 6yaoyT moouduumpoBaHbl B COOTBETCTBMM C HOBbIM
BHYTPEHHUM NPUOPUTETOM Ha Bbixoge. Creayrowas cxema onucbiBaeT 3TW onepaLmu.
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HACTPOWIKA QOS

Y

MPLS
Packet(*0

Y

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

Set the packet COS as
the default ingress
COS(*4)

A J
COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COg value (*5)

!

Set the packet COS field |

Y

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

equals Int-Prio

Y

Enter the
policing flow

PucyHok 49. Mpouecc knaccudgmkaumm

3ameuaHne 1: 3HavyeHne CoS paccumThiBaeTCs UCX0Os8 M3 CBOMNCTB NakeTa U HUKaK He CBA3aHO

CO 3Ha4YeHneM BHYTpPEHHEro npmnopuTeTa, nofly4eHHbIM O5nd NoToKa.

3amevaHue 2: Ecnvn ogHOBpeEMEHHO ckoHdUryprpoBaHbl npoeepka DSCP n CoS, 1o npuoputet
DSCP BaxHee COS.

QTECH
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Whether configure
the policing policy

M | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal prionty of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

A J

( Enter scheduling ) ( [;;(::F;gt‘r: )

PucyHok 50. MNpouecckl PerynupoBaHust U NOMETKM

3ameyvaHue 1. BHyTpeHHUI npuoputeT ByaeT CKpbIT NOCMe YCTaHOBKN. YCTaHOBKaA
BHYTPEHHEro npuoputeTa Ha Tpadmk ¢ onpeaeneHHbIM LBETOM NOKPbIBAET YCTAHOBKY
BHYTPEHHEro npuoputeTa Ha TpadumK, He CBA3AHHbIV C LBETOM.

3ameyvaHue 2. CHpoc BHYTPEHHErO NpUopuTeTa NakeTOB OCYLLIECTBSIETCA B COOTBETCTBUM C
KapTon npeobpa3oBaHUs «BHYTPEHHWUI NPUOPUTET - BHYTPEHHUI npuoputeT» (IntP-to-IntP).
Mpun kNaccmdpukaumm NOTOKa BHYTPEHHUI NpuopuTeT 6epeTcs OT UCTOYHUKA Unn
yCTaHaBnMBaeTCcs AENCTBUSIMU, HE CBA3aHHbIMU C LIBETOM.
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HACTPOWIKA QOS

Pa6ota c ouepegsiMM U nNNaHMpOBaHMWe: CyLIECTBYET BHYTPEHHUIA NpUOpUTET Ans
NCXOOALMX MNaKkeToB, B COOTBETCTBMM C HMM MfaHUpyeTcs pacnpedernieHne nakeToB Mo
oyepeasam C pasnuyHbIM NPUOPUTETOM M NaKeTbl MOCHLINATCA B COOTBETCTBUM C BECOBbLIM
NpPYOpPUTETOM O4epean U npuoputeTom cbpoca. Crnegyrowas cxema OnucbiBaeT ornepauuu

nraHMpoOBaHMUA.
C Start >

MPLS
packet("0)

Remark DSCP and L2 COS
fields of the packets
according to Int-Pric-to-DSCP
Int-Prio-to-COS mapping(*1)

l

Select queue according to
Int-Prio-to-Queue mapping

lﬂueue Mumber

Read the buffer value
according to the gueue
remove algorithm, the packet
drop priority and the egress
gueue

Remark EXP field of the
+— packed according to
Int-Prio-to-EXP mapping

Buffer
available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

L 4
C Finish )

PucyHok 51. Mpouecchbl NnaHMpoBKK 1 yNpaBreHns ovepeasiMm

168
@ §) QTECH
MWP [OCTYMHEE



PykoBogctBo nonb3oBatens gns cepmmn QSW-4530 n QSW-4900

18.2. KondurypupoBaHue QoS

1. KoHurypmpoBaHue KapTbl KNaccos.

YcraHaBnuBaeT KnaccudukauuoHHble npasuna B cootBetctBum ¢ ACL, CoS, VLAN ID,
npuoputetom IPv4, DSCP u IPv6 FL gnsa knaccudmkaumm notoka gaHHbIX. PasnuyHble knacchl
NMOTOKOB AaHHbIX 00pabaTbiBalOTCA MO pasHbIM MONUTUKAM.

2. KoHdgourypupoBaHue KapTbl NOMUTUK.

Mocne knaccudukauum NOToKa AaHHbIX MOXeT ObITb co3gaHa KapTa NONMUTUK, ONsl CBSA3U C
KapToW KrnaccoB, CO30aHHOW paHee U BXOOOM B pPeXxuM Krnacca. Toraa pasfnuyHble MOSnTUKK
(TakMe Kak orpaHuyeHue Momnochl, NOHWXEHWE MpUopUTETa Ha3HAYEHMEM HOBOMO 3HaYeHUs
DSCP) MOryT NnpUMeHSITbCA A115 Pa3NnYHbIX NOTOKOB AaHHbIX. Takke MOXHO onpeaenuTb Habop
NONUTUK, KOTOPbIE MOTYT NMPUMEHATLCA OJ151 HECKOSbKUX KITAaCCOB B KApPTe NOSNIUTUK.

3. TlpumeHeHune QoS Ha nopTty unmn VLAN-uHTepdence.

KoHpurypmpoBaHve goseputenbHoro pexuma (trust mode) Ha nopTy unu npueBsiaka NOAUTUK K
nopty. MNonuTunkn 6yayT 3agencTBOBaHbl HA NOPTY TOMBKO €CNK OHM ByayT NpuBA3aHbl K HEMY.
Monutukn Tak ke MoryT ObiTb NpuBA3aHbl K onpeaeneHHoMmy VLAN. He pekomengyetcs
OAHOBPEMEHHO Ucnonb3oBaTb KapTy nonntuk Ha VLAN 1 Ha ee nopTax, B NPOTUBHOM criy4yae
NpUoOpUTET KapTbl NONMTUK HA NOPTY OyaeT BhiLe.

4. KoHdurypmpoBaHue anroputMma ynpasreHus ovepeasamu.

KoHduryprpoBaHue anroputMma ynpasreHna odepensmMu, Takoro Kak sp, wdrr v gpyrux.
KoHdurypmposaHue pacnpeagenernnsa QoS.

KoHdurypuposaHue pacnpegenenunsa ns CoS s DP, nsa DSCP 8 DSCP, u3s IntP 8 DSCP.

1. KoHourypmpoBaHue KapTbl KIaccos.

KomaHaa OnucaHue

Pexum rnmo6anbHOro KoHgpurypmupoBaHus

class-map <class-map-name> CosgaHue KkapTbl KnaccoB U BXon B
PEXMM KapTbl KNaccoB; kKoMaH4a «no
class-map <class-map-name>»
yaansieT ykasaHHy KapTy KracCoB.

no class-map <class-map-name>

match {access-group <acl-index-or-name> | | YcTaHoBKa CorflacoBaHHbIX
ip dscp <dscp-list>| ip precedence <ip-| kpuTepueB (knaccudmkaumss MNOTOKa
precedence- list> | ipv6 access-group <acl- | gaHHbix no ACL, CoS, VLAN ID,
index-or-name> | ipv6 dscp <dscp-list>| ipv6 | npuoputetom IPv4, IPv6 FL wnu
flowlabel <flowlabel- list>|vlan <vlan-list> | cos | DSCP, n T1.4.) ANna KapTbl Kaccos;
<cos-list>} komaHgaa No ygansiet onpegeneHHbIn

no match {access-group | |p dSCp | Ip cornacoBaHHbI KPUTEPUN.

precedence | ipv6 access-group | ipv6 dscp |
ipv6 flowlabel | vlan | cos}
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2.  KoHdourypupoBaHue KapTbl NOSIUTUK.

KomaHaa OnucaHue

Pexum rnob6anbHOro KoHurypmpoBaHus

policy burst {1 | 2} <committed-burst-size> CospgaHne npoduna  orpaHuyeHus
BCMEeCKOB Tpadduka ans
nocriegytoLen HacTporku policier.

policy-map <policy-map-name> CospgaHve kapTbl MONUTUK N BXOA B
pexXum KapTbl nonutuk; komaHga NO
yoansetr  onpeeneHHylw  KapTy
NONUTHK.

no policy-map <policy-map-name>

class <class-map-name> [insert-before | Nocne co3gaHua kapTbl NONUTUK, ee
<class- map-name>] MOXHO cBs3aTb C Knaccom.
PasnuyHble NONUTUKA WM  HOBblE
3HayeHns DSCP  moryt  6bITb
MPUMEHEHbI K pasfnuyHbIM MOTOKaM
AaHHbIX B peXMMe Knaccos; KoMaHaa
NO yganseT onpeaeneHHbIn Knacc.

no class <class-map-name>

set {ip dscp <new-dscp> | ip precedence [lpucBavBaeT HOBbIN BHYTPEHHUN
<new- precedence> | internal priority <new- | npuoputeT KnaccuuumMpoBaHHOMY
inp> | drop precedence <new-dp> | cos <new- | Tpacuky; KomanHga NO oTmeHsieT
cos>} Has3Ha4YeHne HOBOW BEITNYMHbI.

no set {ip dscp | ip precedence | internal
priority | drop precedence |cos}

Policy <CIR_Kbits_per_second> burst-group | KoHpurypaums NONMUTUKN ans

<bucket_size profile_ID> KnaccuguumpoBaHHOro noToka.
no policy OTaenbHble KOMaHap! NONUTUK
noaaepxusaroTt yel’ uBeTa.

AHanunaupyet pabounn peXxnm
BUPTyarnbHOMW KOP3WHbI, 9TO MOXEeT
ObITb OQHA CKOPOCTb — OAHA KOP3MWHa,
OfHa CKOPOCTb — ABE KOP3WHbI, OBe
CKOPOCTH - ase KOP3WHBI.
YcTtaHaBnMBaeT  COOTBETCTBYHOLLME
OENCTBUS Ons  pasfUyHbIX LIBETOB
naketoB. KomaHga NO ypanser
PEXMM KOH(pUrypaumn.
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KomaHaa OnucaHue
accounting YcTtaHoBKa QyHKUUW CTaTUCTUKM AN

KraccnuumpoBaHHOro Tpaduka.
[Mocne BkMOYEHUS 3TON PYHKUUN B
pexume NONUTUKM Knaccos,
pobasnsieT cTaTUCTUKY Tpadwuka no
KapTe NOMUTUKM KraccoB. B pexume
OOHOW KOP3WHbl MakeT MoxeT 6biTb
TONbKO 3efeHbIM UM KpacHbIM Mpu
NPUMEHEHNN NOSTUTUKM. B
BbIBOAMMOM UHOopMaunn byayT asa
LBeTa (KpacHbIV 1 3ereHbln) NakeTos.
B pexunme OByx Kop3uH 6yayT Tpu
LBeTa (3ereHbIn, KpacHbIN N XernTbin)
NakeToB.

no accounting

Pexum KoHcurypaumm kapTbl NOSIUTUK KNaccoB

drop CbpacbiBaeT unun nepegaet TpaduK B

no drop pgaHHoMm  knacce. Komanpa NO
_ OTMEHSIET NPUCBOEHHYIO (PYHKLINIO.

transmit

no transmit

3. [lpumeHeHue QoS Ha nopTty unun VLAN-uHTepdence.

KomaHpa OnucaHue

Pexum koHcpurypupoBaHusa nHrepdenca

mls gos trust dscp KoHgurypmupoBaHue goBepuTenbHOro
nopta. KomaHga NO oTmeHseT
TEKYLMIN PEXNM AOBEPUTENBHOCTI Ha
nopTy.

no mls qos trust dscp

mls qos cos {<default-cos>} KoHdurypauusa 3HadveHns CoS no
no mls qos cos ymonyaHuto Ha nopty; komaHga NO

BOCCTaHaBNMBaeT  3HayeHWe Mo
YMONYaHUIo.
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HACTPOWIKA QOS

KomaHaa

OnucaHue

service-policy input <policy-map-name>
no service-policy input <policy-map-name>

MpumeHsieT  kapTy  NOMUTUK

K

KOHKpeTHoMy nopTy; KomanHga NO
yoanseTr COOTBETCTBYIOLLY KapTy
NONUTUK, MNPUMEHEHHYID Ha MopTy.
BbixogHaa kapTta nosMTUK Moka He

NoAAEpXMBaAETCS.

Pexum rno6anbHOro KoHcpurypmpoBaHus

service-policy input <policy-map-name> vlan
<vlan-list>

no service-policy input <policy-map-name>
vlan <vlan-list>

[MpumeHseT kapTy NONNTUK K
KoHkpeTHOMY VLAN-uHTEphency.
KomaHga NO ypangaeTt
COOTBETCTBYHOLLYIO KapTy NOSIUTUK,
NPUMEHEHHYIO Ha
VLAN-uHTepgence.

4. KoHurypupoBaHue anroputma ynpasrneHus odyepeasmu.

KomaHaa

OnucaHue

Pexxnm KoHurypupoBaHusa nopra

mls qos queue algorithm {sp | wrr | wdrr}
no mls gos queue algorithm

YcTaHoBKa anropntma ynpasrieHusa
oyepeadamMu. Mo YMOJTHaHUIO

anroputm — wdrr

Pexum rmob6anbHOro KoHturypmpoBaHus

Mils qos queue {wrr | wdrr} weight
<weight0..weight3>

no mls gos queue weight

YcTaHaBnuBaeT Bec oyepegen wdrr
ansa Bcex noptoB. [lo ymonyaHuio

Beca ovepenen 12 34
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5. KoHdurypmnpoBaHue npeobpasoBaHus QoS.

KomaHaa OnucaHue

Pexum rnobanbHOro KoHpurypmpoBaHus

mls qos map {cos-intp <intp1...intp8> | dscp- | YcTaHaBnmBaeT NPUOPUTETHYIO
intp <in-dscp list> to <intp>} TpaHcnaumo anga QoS. KomanHga NO
BOCCTaHaBNMBaeT 3HayeHune

no mls gos map {cos-intp | dscp-int
g P { P p-intp} TpaHCNALMN NO YMOMYaHUIO

6. OumncTKa CHETUMKOB AAHHbIX B KAPTE NOJNIMTUK Ha onpegeneHHom nopty unm VLANe.

KomaHaa OnucaHue

Pexxum agMuHucTparopa

clear mls qos statistics [interface <interface- | OumcTka CHETYMKOB AaHHbIX B KapTe
name> | vlan <vlan-id>] NoNMTUK Ha onpenesieHHOM MopTy
unn VLANe. Ecnn y komaHgbl HeT
napamMeTpoB, OYMLLAKTCA CHETUUKM
y BCEX KapT MOMUTUK.

7. TlpocmoTp KoHdumrypaumm QoS.

KomaHpa OnucaHue

Pexxum agMmuHucTpartopa

show mls qos maps [cos-dp | dscp-dscp | | NMokasbiBaeT KOHGUrypauuo

dscp- intp | dscp-dp | intp-dscp] QoS-TpaHcnaumm
show class-map [<class-map-name>] lMokasbiBaeT kapTy knaccoB QoS
show policy-map [<policy-map-name>] MokasbiBaeT kapTy nonuTuk QoS.

show mis qos ({interface [<interface-id>] [loka3biBaeT koHdurypaumo QoS Ha
[policy | queuing] | vlan <vlan-id>} nopTy.
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18.3. Mpumep QoS
Mpumep 1:

Heobxoanmo BkMounTb yHKUM0 QOS, M3MeHUTb Beca BbIXOOHbIX ovepenen Ha nopty Ethernet
1/0/1 Ha 1:1:2:2:4:4:8:8, TakKke yCTaHOBUTb Ha MOPTYy pexum goBeputenbHoro CoS 6Ge3s
nameHeHus 3HavyeHns DSCP 1 yctaHoBUTb 3HadeHne CoS No yMOM4YaHWIo paBHbIM 5.

OTanbl KOHPUIYPUPOBaHMS OMUCAHbI HUXKE:
Switch#config
Switch(config)# mls qos queue wrr weight11224 488
Switch(Config-If-Ethernet 1/0/1)#mls qos trust cos
Switch(Config-I1f-Ethernet1/0/1)#mls qos cos 5
PeaynbTaT KOHpUrypaumu:

Korga B obwem pexume BkntodeH QoS, Ans BbIXOAHbIX O4Yepeaden nonoca nponyckaHus ans
Kaykgoro noprta nogeneHa B nponopuun 1:1:2:2:4:4:8:8. Koraa naketbl, uMeloLLne napameTp
CoS, npuxogat uyepes nopT Ethernet 1/0/1 um HasHa4aeTCA BHYTPEHHUW MPUOPUTET B
cooTBeTCTBMM CO 3HayeHmem CoS. 3HaueHuss CoS oT 1 go 7 COOTBETCTBYHOT ovepensm
1,2,3,4,5,6,7.8 cooTBecTBEHHO. ECnn BXxogsawmn nakeT He MMeeT YCTaHOBEHHOro napameTpa
CoS, oH Mo ymonyaHuio cuMTaeTcs paBHbIM 5 M NakeT nomellaeTca B odepenb 6. Bo Bcex
npoxoasiwmx naketax sHadyeHne DSCP He meHsieTcs.

Mpumep 2:

Ha nopty Ethernet 1/0/2 Heobxogumo yCTaHOBWTbL MNONIOCY [AOfs MaKeTOB M3 CErmMeHTa
192.168.1.0 B 10 MbwuTt/c ¢ gononHuTensHon nonocon B 4 M6ut. Bce nakeTbl, NpeBbILIAOLLINE
3Ty nonocy, 6yayT cOpoLLEHbI.

ATanbl KOHUrypaLum nokasaHbl HUXeE:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-c1)#exit
Switch(config)#policy burst 14000
Switch(config)#policy-map pl
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-cl)#policy 10000 burst-group 1
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/0/2
Switch(Config-1f-Ethernet1/0/2)#service-policy input p1

Pesynbtat KoHUrypauum:

Jluct poctyna ¢ nmeHem 1 HacTpoeH Anga Bblbopkn cermeHTa 192.168.1.0. ®yHkums QoS
BkrtodeHa rnobanbHo. Co3gaHa kapTta knaccoB ¢ umeHem c1, nuct ACL 1 BKnoYeH B KapTy
knaccoB. CosgaHa rpynna burst 1 onpegensiowas makcumanbHbI BCnneck Tpadduka,
npesbillatoLLero rapaHtMposaHHyto nonocy CIR. CosgaHa gpyras kapTa nofiMTuk ¢ UMeHem p1.
Kapta p1 ccbinaetca Ha kapTy c1. YcTaHOBNEHbl COOTBETCTBYKOLME MNONUTUKM ANS
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HACTPOWIKA QOS

OrpaHuMyeHus Nonocbl M AOMOMHUTENBHbLIX paclUMpeHuid. OTa KapTa NONUTUK MPUMMEHEHA Ha
nopty Ethernet 1/0/2. MMocne Toro, Kak BbllleyKkasaHHble HACTPOMKW cAenaHbl, nosioca Ans
naketoB u3 cermeHTa 192.168.1.0, npoxogsawmx 4Yepes nopt Ethernet 1/0/2, yctaHoBneHa B
10 M6wuT/c ¢ gononHUTENbLHBIM pacunpeHnem B 4 MouTt. Bce nakeTbl, NpeBbilWaoWmMe gaHHbIe
YCTaHOBKM B J@HHOM cermeHTe, OyayT OTOPOLLEHbI.

Mpumep 3:

Kak nokaszaHO Ha pUCyHKe, BHYTPM OTMEYEeHHoW obnacTtu, Haxogutca QoS gomeH, SwitchA
KnaccuuumnpyeT pasnuyHblin Tpauk 1 HasHavyaeT pasnuyHble npuoputeTsl IP. [nga npumepa,
ycTtaHoBuM npuoputeT CoS ana naketoB u3 cermeHta 192.168.1.0 paBHbIM 5 Ha nopTy
Ethernet1/0/1 (ycTaHOBMM BHYTPEHHUI NPUOPUTET paBHbIiM 40 U NO yMOMYaHMIO TPaHCNAUUIO
BHYTpeHHero npuoputeTa B dcsp kak 40-40, cooTBeTCTBYOWMIA IP-npuoputeT pasHbiM 5). MNopT,
noaknoveHHbIn k SwitchB — TpaHkoBbIn. Ha SwitchB nopt Ethernet 1/0/1, nogkntoveHHbIN K
SwitchA HacTpoeH kak goBeputenbHbi dscp. Takum obpasom BHyTpu obnactn QoS naketbl ¢
pasnMyHbIMK MpuopuTeTamm OyayT pacnpefenaTbCa B pasnuyHbie ovepean U nonyyaTb
COOTBETCTBYIOLLYYIO MOSIOCY nepenayu.

fQoS domain

1102

SwitchA

1/0/1

S [ —

PucyHok 52. Tunosas Tononorus QoS

OTanbl KOHUrypauum onnucaHbl HUXe:
KoHdumrypaumsa QoS Ha SwitchA:
Switch#config
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Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255

Switch(config)#class-map cl

Switch(Config-ClassMap-c1)#match access-group 1
Switch(Config-ClassMap-c1)#exit
Switch(config)#policy-map pl
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-cl)#set ip precedence 40
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#service-policy input p1
KoHndmrypaumsa QoS Ha SwitchB:
Switch#config
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#mls qos trust cos

18.4. YcTpaHeHMe HencnpaBHocTen QoS

o [loBepuTenbHbIn pexmum cos M EXP  MoxeT wucnonb3oBatbCa € ApYrumMu
OOBEPUTENBHBLIMW PEXMMaMM NN KAPTOW NOSTUTUK.

o [loBepuTenbHbIN pexum dsCp MOXET MCNonb3oBaTbCs C APYrMMU OOBEPUTENBHbLIMU
pexXMMammn Unu KapTor NoNMTUK. JTa KOHpUrypauus NnpumeHsieTcs ans naketor IPv4 un
IPv6.

e [loBeputenbHble pexumbl exp, dscp M c0S MoryT OblTb CKOH(UrypvpOBaHbl
ogHoBpeMeHHo. lMNMpuopuTteThl No ctapwuHeTey: EXP>DSCP>COS.

e Ecnu ckoHdurypmpoBaH anHamumyeckun VLAN (MAC VLAN/ronocoson VLAN/VLAN
nogcetn IP/VLAN-npotokona), Toraa 3HadeHne COS gns naketa paBHO 3HAYEHUIO
COS ana auHamuyeckoro VLAN.

e KapTa nonutMkm MoxeT ObiTb NpMBs3aHa TONMbKO KO BXASLLEMY HanpaeBfeHuto,
BbIXOASLLEE HanNpaBrieHne He noaaepkmeaeTcs.

e B HacTosilIee BpeMsi He pekoMeHOyeTCs OQHOBPEMEHHO MUCMONb30BaTh KapThbl MOMUTUK
Ha VLAN v Ha ero noprty.
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NEPEHAMNPABJIEHVE MNMOTOKOB " www.gtech.ru |

19. NEPEHAIMNPABJIEHUE NMOTOKOB

19.1. O6wme cBepeHUsA O nepeHanpaBrieHUN NOTOKOB

DyHKUMA NepeHanpaBneHns NOTOKOB NO3BOMSET KOMMYTAaTopy nepefaBatb PpenMbl 4aHHbIX,
npumMeHsas Hekune ycnosua (onpegensemsle ACL) Ha gpyron nopT. @perimbl co cneumanbHbIMU
YCrNOBMSMWN Ha3blBAlOTCA KMacCoM MOTOKa, BXOAALMA MOPT OaHHbIX HasblBAaeTCA MOPTOM
MCTOYHUKA nepeHanpaBrieHns, a onpedeneHHbln BbIXOOHOW MNOPT — MOPTOM MpUeMHUKa
nepeHanpaeneHusa. OObIMHO ecTb OBa BuMAa NPUMEHEHWSI NepeHanpaBrieHUs MNOTOKOoB: 1)
MogkniodeHne aHanusatopa MNoToka (Hanpumep, cHuddepa) nnn yaaneHHoro MoHuTopa K
NOPTY NPUEMHUKY NepeHanpasneHvs Ans KOHTPOMS 1 yNpaBreHus CeTblo, a TakKe ANarHOCTUKM
npobrnem Ha ceTn; 2) CneumanbHble NpaBunia nepegayvn ans cneumanbHbiX TUNoB penmMos
AaHHbIX.

KommyTaTop MOXeT Ha3Ha4yaTb TOJIbKO OAWH NOPT — NPUEMHUK AONA OAMHAKOBbLIX KIaCcCOB
NOTOKOB Ha MOPTY-UCTOYHUKE, B TO BpPEMA KaK OJ1A pa3finyHbIX KIiaCcCoOB MNOTOKOB Ha MoOpTy
NCTOYHMKE MOXHO Ha3Ha4uUTb pas3rindyHble NopTbl — MPUEMHUKN. OamnHakoBbIM Knacc NoToka
MOXeT NPUMEHATLCA Ha pa3finyHbIX NOPTax — NCTOYHUKAX.

19.2. KoHdurypmupoBaHme nepeHanpaBrieHUs NOTOKOB

1. KoHourypmpoBaHue nepeHanpaBneHns NOTOKOB.
2. [lpoBepka TekyLlen KoHpuUrypauum nepeHanpasneHmsi MOTOKOB.

1. KoHdurypmpoBaHue nepeHanpasneHnsi NOTOKOB.

KomaHaa OnucaHue

Pexum koHcUrypupoBaHusa nopra

access-group <aclname> redirect to interface = OnpegeneHue

[Ethernet <IFNAME>|<IFNAME>] rnepeHanpasrfieHUss  MOTOKOB
no access-group <aclname> redirect e e
access-group <aclname>

redirect» mncnonb3yetcsa ans
yOoaneHnsa nepeHanpasfieHus
NMOTOKOB.

2. TlpoBepka TekyLlen kKoHUrypaumm nepeHanpasnieHnUs NOTOKOB.

KomaHpa OnucaHue

O6wmn pexum/Pexxnm agMmHucTpaTopa

show flow-based-redirect {interface [ethernet  [lokasbiBaeT nHdoOpmauuo o
<IFNAME> |<IFNAME>]} TeKyLen KOHpurypaumm
rnepeHarnpasneHns NoTOKOB
Ha nopTy/ycTponcTae.
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MNEPEHAMPABJIEHVE MOTOKOB " www.gtech.ru |

19.3. NMpumepbl NnepeHanpaBneHUss NOTOKOB
Mpumep:

TpeboBaHna nonb3oBaTena K KOHMUrypauum COCTOAT B CrieAdyloleMm: nepeHanpaBeHune
dpermoB ¢ ncxogswmm IP-agpecom 192.168.1.111, npuHnmaemMbix Ha NopTy 1, Ha nopT 6.

N3meHeHnA KoHdUrypauum:

1. Hactponka nucrta goctyna. Ycnosusi Bbibopkn — IP-agpec nctoyHmka —
192.168.1.111.

2. [MpymeHuTb NepeHanpaBreHmMe 3TOro NOToKa Ha nopTy 1.
Mpouenypa KoHcUrypaumm:
Switch(config)#access-list 1 permit host 192.168.1.111
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)# access-group 1redirect to interface ethernet 1/0/6

19.4. YcTpaHeHue HeMcrnpaBHOCTEN nepeHanpaBsieHUs NOTOKOB

Ecnu koHgurypauusi nepeHanpaBneHusi noToka He paboTaeT, npoBepbTe creaylolime
MPUYKHbI, KOTOPbIE MOTYT Bbi3bliBaTb NPo6rembl:

e Twun notoka (NUCT AocTyna) MOXeT ObiTb TONbKO CreayrLnX BUOOB — CTaHO4APTHbIN
ACL, pacwupeHHbin ACL, WMeHOBaHHbIN pacwmpeHHbin ACL, WMeHOBaHHbIN
cTaHgapTHbIn ACL, ctaHgapTHbIn IPv6 ACL 1 MeHoBaHHbIN cTaHgapTHbIN IPv6 ACL.

e [lapameTpbl BPEMEHHOrO AuanasoHa M Auana3oHa NopToB He MOryT ObiTb 3adaHbl
nncTom goctyna. Tvn nucta gocTtyna JOSmKeH 6bITb permit.

e [lopT nepeHanpaBneHus B QYHKUMX NepeHanpaBneHns MOTOKOB AOSMKEH ObiTb
1000 MowuT.
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KOHPUNTYPUPOBAHWE SELECTIVE QINQ W

20. KOHOUTYPUPOBAHUE SELECTIVE QINQ

20.1. Obwue cBepeHuns o selective QinQ

20.1.1. TexHonorua QinQ

TyHHenb Dot1q, KoTopbIv Tak xe HasbiBaloT QinQ (802.1Q-in-802.1Q) aBnseTcsa pacumpeHnem
craHgapTta 802.1Q. OcHoBHasi naesa 3akniovaeTca B YyrnakoBke MeTku knuveHTtckoro VLAN
(CVLAN tag) B meTky VLAN gepxaTtens cepeuca (SPVLAN tag). MNakeT ¢ oyma metkamu VLAN
nepegaeTcs 4Yepes MarmctpanbHylo ceTb npoBangepa A5ns NpeaocTaBreHns nonb3oBaTensam
MNPOCTOro TyHHENsi 2-ro YpoBHA. OTO NPOCTO WU NErko Ans ynpasrieHus, peanndyemMo TOSbKO
cTaTu4eckom KoHdurypawumen n 0CoO6eHHO XOPOLLIO MPUMEHUMO AN ManeHbKNX OPUCHBIX ceTen
n Hebonbwnx ceten BToporo ypoBHA (METRO) ncnonb3yowmx KOMMyTaTopbl 3-r0 YPOBHS Kak
MarncTpanbHble YCTPONCTBA.

CywecTtByeT gBa Tvna QinQ: Basic QinQ n Selective QinQ. MNpuoputeT selective QinQ Bbiwwe,
yem basic.

20.1.2. BasicQinQ

Basic QinQ 6asupyetcsa Ha nopty. [locne koHdurypaumm QIinQ Ha nopTy, UMewT nu
NPYHMMaeMble NakeTbl METKY Uin HET, yCTponcTBO ynakoBbiBaeT VLAN no ymonyaHuio B naker.
Mcnonb3oBaHue 6a3zosoro QinQ npocto, Ho meTog yctaHoBku MeTkn VLAN'a He selective.

20.1.3. Selective QinQ

Selective QinQ 6a3npyeTtca Ha noToke AaHHbIX. OH NpoBepsieT, COOEPXKUT NN NaKeT BHELLUHIO
METKYy M ynakoBblBA€T CTOSIbKO BHELUHMX METOK, CKOMbKO WX MpUCYTCTBYEeT B mnoToke. [ns
npumMmepa: peanusaums BO3MoxHocTten selective QinQ B cOOTBETCTBUM C NOSb30BaTENBCKMMU
metkamm VLANa, MAC-agpecamn, Ipv4/IPv6-agpecamun, |pv4/IPv6-npoTokonamm u
naeHTndukaTopaMmm NOPTOB MPUITOXEHUA M T.4. Takmm 00Opas3om, OH MOXET ynakoBblBaTb
BHELUHME METKM N1 NaKeTOB U NPUMEHATb pPasfnyHble CXEMbl A1 Pa3fMyHbIX Nonb3oBaTenemn
Unn MeToaoB.

20.2. HacTtpowuka selective QinQ

Mpu ncnonb3oBaHuu selective QiNQ NoTok AaHHbIX UCMONbL3YET AN Nepeaayn npasuna KapThbl
nonutuk QoS.
1. CosgaTb KapTy KnaccoB Ans Krnaccudukaumm pasnmnyHbiX NOTOKOB AaHHbIX.

2. CospaTtb kapTy nonuTuk selective QinQ Anga cBA3N C KAPTOWM KNaccoB N HAaCTPOUTb
COOTBETCTBYIOLLME OMnepaLmu.

3. [lpueasaTb kapTy nonutuk selective QinQ k nopty.
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1. KoHurypmpoBaHue KapTbl KNaccoB.

KomaHaa

OnucaHue

Pexum rnobanbHOro KoHpurypmpoBaHus

class-map <class-map-name>
no class-map <class-map-name>

CosgaHue KkapTbl KNaccoB M BXO4 B
pexum KapTbl knaccos, komaHga NO
yaansieT KOHKPETHYHO KapTy KnaccoB.

match {access-group <acl-index-or-name> |
ip dscp <dscp-list>| ip precedence <ip-
precedence- list>| ipv6 access-group <acl-
index-or-name>| ipv6 dscp <dscp-list> | ipv6
flowlabel <flowlabel- list> | vlan <vlan-list> |

HacTtporika crtaHgapTtHoro Habopa
KapTbl  KraccoB  (Knaccudukaumsa
NOTOKa [AaHHbIX MO NUCTY AocTyna,
CoS, VLAN ID, npuoputety IPv4 nnm
DSCP wn T1.4. Ana kapTbl Knaccos);

COos <cos-list>} KomaHga NO yoansiet

no match {aCCGSS-grOUp | |p dSCp | |p Oﬂpeﬂ,eﬂeHHblf/’I Ha60p CTaHOapTOB.

precedencelipv6 access-group| ipv6 dscp |
ipv6 flowlabel | vlan | cos}

2.  KoHdurypupoBaHue kapTbl NonuTuk selective QinQ.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHcurypmpoBaHus

policy-map <policy-map-name> CospgaHne kapTbl NONMUTUK U BXOA B
PEXMM KapTbl NONUTUK, komaHaa NO

no policy-map <policy-map-name>
yaansieT ykasaHHyt KapTy NOMAUTUK.

class <class-map-name> [insert-before <class-
map- name>]

Mocne ToOro, Kak kapta MNOMUTUK
co3gaHa, OHa MOXeT ObITb
npuBdasaHa kK knaccy. KomaHga NO

no class <class-map-name>
yAansieT ykasaHHy KapTy KIacCoB.

set {s-vid <new-vid> | c-vid <new-vid>} YkasaHvne BHewHen meTkn VLAN’a

no set {s-vid | c-vid} ansa KnaccuguumMpoBaHHOTO
Tpaduka. Komanga NO oTmeHseT
ornepauuio.
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3. [puesska kapTbl nonntuk selective QinQ k nopry.

KomaHaa OnucaHue

Pexunm KoHcurypupoBaHusa nopTta

service-policy input <policy-map-name> MpumeHsieT kapTy NOMIUTUMK K MOPTY.
KomaHaa NO oTMeHsieT npyMMeHeHne

no service-policy input <policy-map-name> .
yKa3aHHOW KapTbl NOMUTUK K MOPTY.

4. Tloka3sblBaeT NpMBA3KY KapTbl NonMTuKK selective QinQ k nopTy

KomaHpa OnucaHue

Pexum agMmuHucTpartopa

show mls qos {interface [<interface-id>] lMokasbiBaeT KoHdpurypaumo selective
QIinQ Ha nopTy.
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20.3. Mpumep npumeHeHunsn selective QinQ

Metropolitan Area
Core Network

TAG [IA[007]
TA{‘:EDEH TAG [I002[T001
TAG B00TE3001] ' TAG [ZI2[Z001)

Al | U UL .
4 TAG 3001

Switch A [R e

TAGHE/ ‘—\\\_\ TAGHO0T
— DSLAM 2 —
TAG 3001

TAG[3001]

(N /N

PucyHok 53. Tononorus npumeHenus selective QinQ

Kak nokasaHO Ha puCyHKe, NepBbii nonb3oBaTtens ucnonb3yeT Tpn VLAN’a ¢ metkamm 1001,
2001, 3001 cootBeTtcTBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTByeT LUMpPOKOBELLATENBHOM
cetn, VLAN2001 cootBetctByeT Client Services, VLAN3001 cootsetctByer VOIP. Ha
COOTBETCTBYIOLLEM MOPTY ceTu, umetowwem dyHkumo QIinQ, naketbl 6yayT ynakoBbiBaTbCA
pasnn4HbiMK BHELWHNUMU MeTkamn B cooTBeTcTBUKM ¢ VLAN ID nonb3oBatens. NakeT ¢ MeTKon
1001 6ygeT nakoBaTbCA AONOMHUTENBHON BHeWwHen meTkon 1001 (aTa mMeTka yHuKanbHa Ha
OaHHOW ceTun), U no Hen BydeT knaccudumumpoBaH Ha yctponctBe BRAS (UeHTp XpaHeHus
KoHdurypauum). MNMakeTbl ¢ meTkamm 2001 (v 3001) 6yayT nakoBaTbcA BHewwHen meTkon 2001
(vnn 3001) n knaccndunumpyroTca Ha ycTponcTee SR B COOTBETCTBUM C NMpaBuiiamMmn NOTOKOB.

BTopon nonb3oBatenb MoxeT ucnonb3oBaTb pasnuyHble MeTkn VLAN'oB Ha DSLAM2.
3ameyvanue: npumeHsemble meTkn VLAN’OB 45t BTOPOro nosib3oBaTens MoryT ObiTb TaKUMu e,
Kak Ons nepBoro norib3oBaTtend u naketbl C 3TUMU METKaMW Tak Xe NaKyrTCH BO BHELLHIOW
METKY. Ha pucyHke Bbllle, BHELLHAS MeTKa AN BTOPOro nosib3oBaTesisa OTAn4aeTcsa OT METKM
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nepBoOro nonb3oBaTensd B COOTBETCTBUM C pacnonoxeHmem DSLAM u pacnonoxeHuem
nonb3oBartens.

Ecnn notok gaHHbix DSLAM1 nget vepes nopt1 Switch A, koHurypaums, cnegyrowias:

Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-c1)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-pl-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0//1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Ecnn notok gaHHbix DSLAM2 nget vepes nopt1 Switch B, koHurypaums, cnegyrowas:

Switch(config)#class-map cl
Switch(config-classmap-cl)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map pl
Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-pl1-class-c2)# set s-vid 2002
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Switch(config-policymap-p1)#class c3
Switch(config-policymap-pl-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)# service-policy input p1

20.4. YcTpaHeHMe HeucnpaBHocTeM selective QinQ

Ecnu npasuna selective QinQ He moryT 6bITb NpMBA3aHbl K NOPTY, MPOBEPbTE HET N Npobnem,
BbI3BaHHbIX CneaylLWnMn NpudnHamu:

MpoBepbTe, nopgaepxusaetca nu selective QinQ cKOHUIypUpOBaHHBLIMKU KapTamu
KIacCoB W MOJSINTUK.

Y6eanTech, YTO NUCTLI AOCTYNa BKIOYaOT paspeluatolne npaeuna B kapTe Kraccos,
MMEILLMNX NUCTbI AoCTyna.

MpoBepbTe, YTO KOMMYyTaTOP MMeeT gocTaTodHo NnamaTn TCAM ona nepefaydn cessen.
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21. KOHOUTI'YPUPOBAHUE ®YHKLUN 3-M0 YPOBHHA

KommyTatop noggepxvMBaeT TONMbKO BTOPOW YPOBEHb nepeagpecaumn, HO MOXHO HacTpOUTb
TPEeTUIA YPOBEHDb YNpaBfeHMsi NOPTOM AN COeAMHEHMST BCEX BMAOB MPOTOKOSIOB yNpaBeHus
Ha ocHoBe IP-npoTokona.

21.1. UHTepcpenc 3-ro ypoBHSA

21.1.1. HayanbHble cBeaeHus 06 nHTepcencax 3-ro ypoBHsA

B kommyTaTtopax mMoxeT ObiTb co3gaH nHtepdenc 3-ro ypoBHs. OH sBNSeTcss He U3NYECKUM
UHTepencom, a BupTyanbeHbiM. NHTepdenc 3-ro ypoBHA cTpoutca Ha nHtepdperice VLAN.
WHTepdenc ypoBHs 3 MOXET coaepxaTb OauH unu 6Gonee WHTEPdENCOB YPOBHS 2,
npuHagnexawmx ogHomy n Tomy xe VLAN, nnbo He cogepxaTb MHTEpPdENCOB ypoBHSA 2. o
KpanHen mepe, OOWH U3 MHTEpPdENCOB YPOBHSA 2, coepXallumxcs B nHTepdence ypoBHs 3,
AOMKeH ObITb BKIOYEH (HaxoanTbesa B cocTosiHumM UP) — Toraa GyaeT BKOYEH M MHTEpdEnc
ypoBHs1 3. B npoTuBHOM cnyyae nHtepdeic ypoHsa 3 GydeT BbikntodeH (byaeT HaxoauTbes B
coctossHun DOWN). KommyTtaTtop MOXeT wucnonb3oBatb |P-agpeca, yCTaHOBMNEHHblE Ha
NMHTepencax 3-ro ypoBHS, AnNd KOMMYHUKALUX C APYrMMUM YCTPOMUCTBaMn Yepes IP-npoTokon.
KommyTatop mMoxeT nepecoinath IP-nakeTbl Mexay pasHbiMu MHTepdencamm 3-ro ypoBHS.

21.1.2. HacTtpouka nHrepcpenca 3-ro ypoBHsi
lNocnenoBaTenbHOCTL HACTPOWKM MHTEPdenca 3-ro YPOBHS:

1. CospgaHue nHtepcpenca 3-ro ypoBHsi.
2. Hactpoiika onncanHmna VLAN-uHTepdeica.

1. CospgaHue nHtepcpenca 3-ro ypoBHsi.

KomaHpa OnucaHue

Pexum rnmo6anbHOro KoHgpurypmupoBaHus

interface vlan <vlan-id> CospaHne VLAN-nHTepdenca (VLAN-untepdenc —
3TO0 WuHTepdenc 3-ro0 YpPOBHs); KOMaHga «no»
yoansetr  VLAN-uHTepdeic, CO3aHHbIN Ha
KOMMyTaTOpe.

no interface vlan <vlan-id>

2. Hactporika onucanums VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexxum koHcurypuposanusa VLAN-uHtepcenca

description <text> Hactpovika onucaHus
VLAN-uHTepgenca. KomaHga  «no»

no description .
y6epet onucaHne VLAN-uHTepdeinca.
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21.2. HacTtpounka npotokona IP

21.2.1. BeegeHue B IPv4, IPv6

IPv4 — 310 Tekywasi Bepcus rnobanbHOro yHuBepcanbHoro VMIHTepHeT-npoTokona. lNMpaktuka
Aokasana, 4to IPv4 gaBnseTca npocTbiM, MMOKUM, OTKPbITbIM, MOLUHbIM, @ TakkKe nerkum B
peanusaumm npotokorioM. OH obnagaet Xxopowen COBMECTMMOCTbIO C  pasfnyHbiMU
NPOTOKOMaMMU BEPXHErO U HWXHEro ypoBHeW. XoTsa IPv4 novTtn He MEHSNCs ¢ MOMEHTa ero
noaesneHns B 80-x rogax, OH MPOAOIPKaAET pacnpocTpaHATbLCA NO BCEMY MUPY BMecTe C
pacnpoctpaHeHueMm UHTepHeT. OgHako No Mepe pocTta MHAPacTpyKkTypbl HTepHeT u ycnyr,
ncnonb3ywmx NHTepHeT-NpUNoXeHns, BbIABMASAIOTCA U HEKOTOpble HedoCTaTKM NpoToKona
IPv4, cBsizaHHble ¢ MaclTaboMm 1 CNOXHOCTLIO CerogHsawHero MHTepHeTa.

IPv6 — 91O wWwecTtaa Bepcusa WIHTepHeT-npoTokona, criegywouwee ero nokoneHune. IPv6
paspabotaH |IETF 1 pomkeH 3aMeHWTb WCMOMNb3yeMbIl B  HACTOsILLEe BpeMS
WHTepHeT-npoTokon Bepcun 4 (IPv4). IPv6 6bin paspabotaH cneuuwanbHO Onsi TOro, Y4Tobbl
NUKBMONPOBaTb HexBaTKy agpecoB |Pv4, npenaATcTBYWOLWY AanbHEnWweMy pasBuUTUIO
WHTepHeT.

Haunbonee BaxHasi npobnema, kotopas peweHa B IPv6 — at0 gobaBneHve AOCTaTOYHOro
konuyecTtBa |P-agpecoB. 3anac agpecoB IPv4 no4tm ucuyepnaH, B TO BpeMS KakK 4MCNO
nonb3oBatenen  WHTepHeT pacTteT B  reomeTtpudeckon  nporpeccun.  OOGbEMBI,
npeaocTaBnsemMbiX VIHTEpHeT-yCcnyr M 4nucno NpuknagHbiX YCTPOWCTB, MPOAOIKakT pactu
onepexarowumm Temnammn (gomaluHme u manble ocucHble cetu, IP-tenedoHus, TepMmmHansl
GecnpoBoAHOro MHoOpMaLMOHHOro ObcnyXuBaHusi, ucnonbayrowme WNHTepHeT 1 T. 4.). B
pesynbtate TpebyeTca Bce 6Gonblwee konudecTBo |P-agpecoB, npenocTaBnsaTb KOTOpble
cTaHoBUTCA BCce Oonee 3aTpyaHuTenbHo. PaboTta no npeogonenunto HexsaTtku IPv4-agpecos
Benacb Aonroe Bpemsi; 6binm npeanoXeHbl pasnuyHble TEXHOMOrMuM, No3BoNsoWmne NPoanTb
CPOK aKcrnyaTauuu, cyectaytoLlen |Pv4-uHdpacTpyKTypbl, B TOM YXCHe TPaHCIALMS CeTEBbIX
agpecoB NAT (Network Address Translation), texHonorua CIDR (Classless Inter-Domain
Routing) n 1. a.

XoTta coyeTaHue CIDR, NAT 1 4acTHbIX agpecoB BPEMEHHO CMSMYMio Npobrembl HEXBATKU
IPv4-agpecos, NAT-TexHOMorms paspyLumna Moaens «u3 KoHua B KoHewy (end-to-end), koTopas
ABMANachb NnepBoHavanbHON Lenblo 3ambicna IP, coenaes HeobxoanmbIM A5t MPOMEXYTOYHbIX
MapLlpyTM3aTOpOB MoAjepXaHue craTtyca Kaxdoro COeAWHEHWd, YTO 3HayuMTerbHO
yBenuuMBaeT 3aZlepXXKnN B CETU U CHUXKaET NPoM3BOAUTENBbHOCTL ceTU. Kpome Toro, TpaHcnauus
CeTeBbIX agpecoB MNakeToB AaHHbIX NPEnSATCTBYET npoBepke 6€e30MacHOCTM COegMHEHUN «U3
KOHLLa B KOHeL», 3arofioBoK ayTeHTudukauum IPSec — aBHbIV npumep.

MoaTtomy, 4To6bI KOMMNMEKCHO PELNTL BCe BUAbI Npobnem, cylecTtsyowmx B IPv4, cnegyiowee
nokoneHne uWHTepHeT-nNpoTokona |IPv6, paspabotaHHoe I|ETF, crtano eauHCTBEHHbLIM
BO3MOXHbIM peLLleHNeM B HacTodLee BpeMS.

Mpexae Bcero, 128-6utHas cxema agpecaumm npotokona IPv6 rapaHTnposaHHo obecnevnBaet
AocTaTo4Hoe Yncno rnobanbHo yHUKanbHbIX IP-agpecos ans yanos rnobansHom IP-cetn — n no
BpeMeHU, U B npocTpaHcTBe. Kpome yBernuvyeHua agpecHoro npoctpaHcTea npotokon IPv6
ynydllaeT MHOrMe apyrve BaxHble acnektsl [Pv4.

Mepapxudeckad cxema agpecauumn obneryaet obObeguHeHMe MapLlipyToB, 3PPEKTUBHO
CHMXXaeT KONMMYecTBO 3anucer Tabnuubl MapwpyTmMsaumm u ynydwaet 3d(eKTUBHOCTb
MapLUpyTM3auumn n o6paboTkm NakeToB AaHHbIX.

Mo cpaBHeHuto ¢ IPv4, KOHCTpYKUMA 3aronoBka IPv6 6Gonee coBeplueHHa. 3arofioBoK COOEePXUT
MeHbLUEe MOfen AaHHbIX, U3 HEro M3bsTa KOHTPOSbHAA CyMMa, YTO YBENMYMBAET CKOPOCTb
obpaboTkM OocHOBHOro 3aronoBka IPv6. B 3aronoske IPv6 none ¢pparmeHTa mMoxeT ObITb
NoKasaHO Kak [OMofHWUTENbHOE paclMpeHHoe norfe, nodTomy Oonblwe He 6yger
Heob6xoouMOCTM B parMeHTauMnm nakeTHbIX [aHHbIX B npouecce WX nepegayn B
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mMapupyTtmsatope. Kpome toro, adhekTMBHOCTE paboThbl MapLupyTu3aTopa MnoBbllaeTcs 3a
cyeT MexaHusMa obHapyxeHus Mapwpyta MTU (Path MTU Discovery Mechanism)
paboTaroLero ¢ MICTOYHUKOM NaKeTHbIX AaHHbIX.

MognepxmBaeTcst aBToMaTUdeckasd HacTpownka agpeca u Plug-And-Play. bonbLioe konm4ecTso
XOCTOB MOrYT ferko HanTn ceTeBble MapLUPyTU3aTOPbl UCNOMb3Ys PYHKUUIO aBTOMaTUYECKON
KoHdurypauumn IPv6, aBTOMatmyeckn nonydvasi rnodanbHO yHukanbHble IPv6-agpeca, 4to
AenaeT ycTponcTea, ucnonb3yowme npotokon IPv6, yctponcteamu Plug-And-Play. ®yHkuus
aBTOMaTMYeCKOW HaCTpPOWMKM ajpeca, TakK >e [Jenaet npouecc CMeHbl agpecoB B
cylecTByloLen ceTu npoe n ygobHee, agMmHUCTpaTopam ceTu NpoLLe nepexoanTb OT OAHOMO
npoBaunaepa K gpyromy.

Moonepxka IPSec. IPSec obsizateneH B IPv6, B otnuune ot IPv4. IPv6 obecneumBaeT
pacLUMpPEHHbIV 3aronoBok 6e3o0nacHOCTH, KOTOpbIN obecnevnBaeT cepBuCbl 6E30MacHOCTU «n3
KOHLIA B KOHEL», TaKne Kak KOHTPOIb AOCTYNa, KOHOMAEHUNANbHOCTb N LENOCTHOCTb OAHHbIX,
cnefoBaTenbHO, OernaeT npolle peanus3auuio MeXaHWsmMoB LIMAPOBAHUA, MPOBEPKN W
BMPTYyarnbHbIX YacTHbIX ceTen (VPN).

YnydweHa nogaepxka MobunbHbix |P-yCcTpoicTB 1 MOOUNBbHBIX BbIYUCIIUTENBHBLIX YCTPONCTB.
MobunbHbin  IP-npoTokon, onpegeneHHbin crtaHgaptom |ETF, obecneumBaet pabGoty
MOBUIbHBIX YCTPONCTB B ABWKEHMN Ge3 paspbiBa CyLLECTBYHOLLEro coeanHeHns. OTa ceTeBas
dyHKUMS NpnobpeTaeT cenyac Bce 60nbLUy0 BaxXHOCTb. B otnnyme ot IPv4, mobunbHocTb IPV6
obecne4vnBaeTCcsa BCTPOEHHbIM aBTOMaTU4ECKUM KOHpUrypnpoBaHMeM ans nonyvyeHns agpeca
nepegaun (Care-Of-Address). lNMoatomy npu mcnonb3oBaHun IPv6 He Tpebyetcs [pyroro
AreHTa. bonee TOro, Npu TakoM CBA3blBaHUM BKroYaeTca KoppecnoHOeHTCKun y3en,
cBA3blBalOWMIACA ¢ MobunbHbIM y310M Hanpsmylo. OTO no3BonseT usbexatb yaopoxaHus
CUCTEMbI MU3-3a TPEYronbHOro MapLupyTa, Tpebytoweroca npu IPv4.

Ypanoce u3bexatb M TpaHcnsumm ceTeBbix agpecoB. Lenbio BBegeHnsa NAT 6bino
NCNonb30BaHNe MexXaHm3ma COBMECTHOIO M MOBTOPHOrO WUCMOJIb30BAHUS OOHOMO U TOrO Xe
agpecHOro NpoCTpaHCTBa B Pa3fiMYHbIX CErMeHTax ceTu. ATOT MEXaHM3M BPEMEHHO cMAr4yaeT
npobrnemy HexeaTkun |IPv4-agpecoB, ogHako A06aBNSAKTCA OrpaHWYeHUs, HaknagblBaeMble
NPOLeCCOM TpaHCNSUMM agpecoB Ha CeTeBblE YCTPOWCTBA M NPUNOXEHUs. Tak kak agpecHoe
npocTtpaHcTBO |IPv6 3HaunTenbHO Oonblie, TO B TpaHCOAUMM adpecoB 6Oonblie HeT
HeobxoanmocTn. B pesynbTtaTte, npobnembl ¢ NAT M CO CTOMMOCTLIO ee pa3BepTbiBaHUSA
peLLaTCs eCTECTBEHHbLIM CMOCOOOM.

IPv6 coxpaHun n paclumvpun nogaepXky CyLLeCTBYIOLWMX MPOTOKONOB Mapwpytusauum IGP
(Internal Gateway Protocols) n EGP (Exterior Gateway Protocols). Hanpumep, npoTokonbl
mapwpyTmsauum IPv6, Takue kak RIPng, OSPFv3, I1S-ISv6, MBGP4+ n 1.4.

PacwupeHa nogoepxka Multicast n yBennyeHo konundectso Multicast-agpecoB. PaboTtasa ¢
broadcast dyHkunamn IPv4, Taknmn kak Router Discovery and Router Query, IPv6 multicast
nonHocteto 3amerHun |Pv4 broadcast B nnaHe dyHkumn. Multicast He TOnbKo 3KOHOMUT
MPOMYCKHYO CMOCOBHOCTb CEeTU, HO M NOBbLILWAET 3PPEKTUBHOCTL CETU B LIEMOM.

21.2.2. Hactpouka IP-npoTokona

WHTepdenc 3-ro ypoBHA MoxeT 6bITb HacTpoeH kak IPv4-uHtepdenc nmbo Kak
IPv6-uHTepdeic.

21.2.2.1. Hactpouka agpeca IPv4

1. Hactpoika IPv4-agpec nHtepderca 3-ro ypoBHsi.
2. HacTtpownka wro3a no ymon4aHuio.

187

@ §) QTECH

MWP OOCTYMHEE



PykoBogctBo nonb3osatens ans cepun QSW-4530 n QSW-4900

KOH®UIYPUPOBAHWE ®YHKLMI 3-TO YPOBHS " www.gtech.ru |

1. Hactpowka IPv4-agpec nHtepderica 3-ro ypoBHsi.

KomaHaa OnucaHue

Pexum koHdpurypupoBaHunsa VLAN-uHTepcenca

ip address <ip-address> <mask> [secondary] | HacTpoika IP-agpeca
VLAN-nHTEepdenca; komaHga no ip
address [<ip-address> <mask>]
OTMEHSIeT IP-agpec
VLAN-nHTepemca.

no ip address [<ip-address> <mask>]

2. Hactpoika wni3a no ymon4yaHuio.

KomaHaa OnucaHue

FnobanbHbIN peXnumM KOHhUrypmpoBaHus

ip route 0.0.0.0 0.0.0.0 <A.B.C.D> HacTtpouka cTaTn4eckom

no ip route 0.0.0.0 0.0.0.0 <A.B.C.D> maplpytusauim.  Komawga — no
OTMEHSIET HACTPOWIKY.

21.2.2.2. HacTtpownka agpeca IPv6
lMocnepoBaTenbHOCTb HACTPOKkK agpeca IPV6:

1. BbasoBas HacTpolika IPv6.
1.1. Hactpowuka agpeca IPv6-uHtepdeica.
1.2. Hactponka ctatmdeckon mappyTtmsaumm IPv6.

2. Hactpowika IPv6 Neighbor Discovery.
2.1. Hactpoiika konuyecTtBa coobueHnin DAD neighbor solicitation.
2.2. HacTtporika nHTepBana otnpasku coobLueHnin neighbor solicitation.
2.3. Hactpowuka ctatuyeckux 3anucen IPv6-cocenen (neighbor).
2.4. YpaneHue Bcex 3anvcen B Tabnuue coceaen IPv6.

188

@ §) QTECH

MWP OOCTYMHEE



PykoBogctBo nonb3oBatens gns cepmmn QSW-4530 n QSW-4900

KOH®UIYPUPOBAHWE ®YHKLIM 3-TO YPOBHS " www.gtech.ru |

1. Bbasoas HacTpovika IPv6.
1.1. Hactporika agpeca IPv6-untepdeica.

KomaHpa OnucaHune

Pexum koHcpurypupoBaHus nHrepdenca

ipv6 address <ipv6-address/prefix- | HacTporika IPv6-agpeca, BKIoYas
length> [eui-64] obbeanHsemble rnobanbHble unicast-agpeca,
no ipve address <ipv6- site-local-agpeca n link-local-agpeca.

KomaHga no ipv6 address <ipv6-

address/prefix- length>
prefix g address/prefix-length> otmeHsieT IPv6-agpec.

1.2. HacTpolika ctaTmyeckon mapipyTtusaumm IPv6.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoOHcurypmpoBaHus

ipv6 route <ipv6-prefix/prefix-length> | Hactporika ctatuyeckon MapLipyTusaumum
IPv6. KomaHga no OTMeHsieT cTaTU4ecKyro

<nexthop-ipv6-address>|<interface-
{ b | MapLpyTusauuto IPv6.

type interface-number> | {<nexthop-
ipv6-address> <interface-type
interface-number>}} [distance]

no Iipv6 route <ipv6-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> |[{<nexthop-ipv6-address>

<interface-type interface-number>}}
[distance]

2. Hactpowka IPv6 Neighbor Discovery.
2.1. Hactpoiika konuyecTtBa coobueHnin DAD neighbor solicitation.

KomaHpa OnucaHue

Pexxum koHcpurypmuposaHusa nHtepcenca

ipv6 nd dad attempts <value> YcTtaHoBKa KornumyecTBa coobLeHnn,
OTnpaBNsAeMbIX nocnegoBaTesnibHO npwu
obHapyxeHun  uHTepcpericom  gybnukata
agpeca. KomaHga no BoccTaHaBnuBaeT
3Ha4yeHune no ymonyanuto (1).

no ipv6 nd dad attempts
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2.2. HacTtpoiika nHTepBana otnpasku coobLueHnin neighbor solicitation.

KomaHaa OnucaHue

Pexum koHcurypupoBaHusa nHrepdenca

ipv6 nd ns-interval <seconds> YcTaHoBKa WHTepBana oOTnpaBkM 3anpocoB
no ipvé nd ns-interval cocegam. KomaHga no BoccTaHaBnuBaet
3Ha4veHue rno ymonyanuio (1 cekyHaa).

2.3. Hactpowuka ctatunyeckux 3anucen IPv6-cocenen (neighbor).

KomaHpa OnucaHune

Pexum koHcpurypupoBaHus nHrepdenca

ipv6 neighbor <ipv6-address> YcTtaHoBKa crtaTuyeckon 3anvcu B Tabnvue

<hardware-address> interface cocepen, Bkmovas IPv6-agpec  cocepa,

) _ MAC-agpec 1 nopT BTOPOro ypOBHS.
<interface-type interface-name>

no ipv6 neighbor <ipv6-address> YpaneHuve 3anvcu B Tabnuvue cocenen.

3. YpaneHue Bcex 3anucen B Tabnuue cocenen IPv6.

KomaHpa OnucaHue

Pexum agMmuHucTpatopa

clear ipv6 neighbors Oumnctka BCeX CTaTMYECKMX 3anucen B
Tabnuue cocenen.

21.2.3. Nouck HeucnpaBHocTen IPv6

HacTtporika BpemMeHV >XU3HM MapLlupyTusatopa He [OSKHa ObiTb MeHblue WHTepBana
o6bsaABneHna mapwpyTtu3atopa. Ecnu  nogkntoyeHHbin PC  He nonyyun IPv6-agpec,
Heobxoanmo nposepnTb RA-aHOHCUMPOBaHWE Ha KOMMYTaTope (BbIKITHOYEHO NO YMOMYaHUIo).

21.3. ARP
21.3.1. BBegeHue B ARP

ARP (Address Resolution Protocol — npoTokon onpegeneHna agpeca) B OCHOBHOM
ucnonbdyetca pans onpegeneHua Ethernet MAC-agpeca no IP-agpecy. KommyTtatop
nogaepXnBaeT CTaTn4eckyto KOHUrypaumio.
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21.3.2. Cnucok 3apay koHdurypaumm ARP

Cnuncok 3agay koHdurypauumn ARP:
1. HactpouTtb ctatuyeckun ARP.

{interface [ethernet] <portName>}
no arp <ip_address>

KomaHpa OnucaHue
Pexum VLAN-uHtepcenca
arp <ip_address> <mac_address> | HacTpauBaeT ctatnyeckyto 3anncb ARP;

KomaHga no ypansetr 3anuck ARP
yKkasaHHoro |P-agpeca.

21.3.3. Nouck HeucnpaBHocten ARP

Ecnu He npoxoauT ping OT KOMMyTaTopa K yCTPOMCTBaM, NOAKIOMEHHBIM HaNPSIMY0, MOXHO
Mcrnonb3oBaTh crieaylowmne 4encTBUS Arsi Moucka 1 yCTpaHeHUst BO3MOXHOW MPUYUHDI:

o [lpoBepbTe, ecTb NN cooTBeTCTBYOWAaa ARP-3anmMcb Ha KOMMyTaTope.

e Ecrin ARP-3anucm HerT,
npuema/otnpaskm ARP-nakeToB.

Bktounte otnagky ARP n

NnocMOTpUTE  YCroBus

e Cawmas pacnpocTpaHeHHasi MpuynHa npobnemMsl — gedekTHbIN Kabenb.

QTECH

MWP OOCTYMHEE

Q
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22. HACTPOUKA  ®YHKUMM MPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B pyHKUuuo npeaotBpaweHns ARP-ckaHupoBaHusa

ARP-ckaHnpoBaHue — 370 0b6bIYHbIN cnocob ceTeBow ataku. [Ansa Toro, YTodbbl 0OHapYXUTb BCE
aKTVBHble XOCTbl B CErMEHTe CeTW, UCTOYHUK aTakn ByaeT paccbinatb 6oMblioe KOnM4ecTBo
ARP-coobLeHuni, 4To ByaeT 3aHMMaTb 60NbLUYH0 YacTb NPONYCKHOM CnocoBHOCTM ceTn. MOXHO
Aaxe cgenatb artaky 6Gonbwum  KONMYEeCTBOM  Tpadhmka wucnonb3yss nogaeribHble
ARP-coobLeHns, 4To NpMBEOET K KOMNancy cetn n3-3a ucyepnaHmnsa nponyckHOM cnocobHoCTH.
O6blvHO ARP-ckaHMpoBaHMEe — 3TO MPOCTO MPeAnochbinka K Apyron, Gonee onacHow aTake,
TaKkow, KaKk aBTOMaTM4eckoe 3apaxeHne BUPYCOM WUn Nocneayrollee ckaHmpoBaHue nopTos,
CKaHMpOBaHWe yA3BMMOCTEMN, HaUENeHHOe Ha XULeHWe MHAOopMaunn, ataka UCKaXeHHbIMU
coobweHnammn, DOS-ataka 1 1.4.

Mockonbky ARP-ckaHMpoBaHue yrpoxaeT 6e30MnacHOCTU U CTabWUMbHOCTU CETU, O4EeHb BaXKHO
ero npepoTeBpatuTb. Kommytatop obecrneuymBaeT MofHoe pelleHve Ans NpegoTBpalleHus
ARP-cKaHWpOBaHMS: €CnM B CEerMeHTe HaldeH XocT WnM  MNopT C  Mpu3Hakamu
ARP-cKaH/pOBaHMsl, KOMMYTaTOp OTPEXeT UCTOYHWK aTaku ans obecneveHus 6esonacHoOCTU
ceTu.

Ectb oBa metoga npepotepalleHns ARP-ckaHMpoBaHus: Ha OCHoBe nopTta M Ha ocHose IP.
MeTton Ha ocHoBe nopTa cuuTaeT konuyectBo ARP-coobLieHui, nonydeHHbIX C nopTta 3a
onpeaeneHHbI NEpPUOA, €CN YMCHO MpPEeBbIWAET 3adaHHbIA nopor, NopT OyaeT BbIKMIOYEH.
MeTtoan Ha ocHoBe IP cunTaeT konmyectBo ARP-coobuieHun, nomnyyeHHbix oT IP-agpeca B
CErmMeHTe 3a onpeaeneHHbI Nnepnoa, eCriv YACNO NpeBbILLIAET 3adaHHbIN NOpor, Ntobdon Tpaduk
oT atoro IP 6ynet 3abnokupoBaH Ao Tex nop, noka nopT, CBsA3aHHbIN ¢ IP-agpecom, He ByaeT
noraweH. AT ABa MeToda MOryT BbITb BKNHOYEHbI OOQHOBPEMEHHO. [locne Toro, kak nopT unu
IP-agpec 6binn 3abnoKMpOBaHbI, NOSb30oBaTENb MOXET BOCCTAHOBUTb WX CTATyC, UCMOSb3yS
GYHKLMIO aBTOMaTUYECKOro BOCCTAHOBIIEHNS.

YT06bl NOBbICUTL 3PEKTUBHOCTb, MONb3OBATENN MOFYT HACTPOUTL AOBEPEHHbIE MOPThl M
IP-agpeca, ARP-coobLleHnsi OT KOTOpbIX He OyayT MpOBEPSATbCS KOMMYTaToOpoM. Takum
06pa3om Harpyska Ha KOMMYTaTop MOXET OblTb 3HAYMTENBHO CHUXKEHA.

22.2. NocnepoBaTtenbHOCTbL 3agad KOHdurypauum npepoTBpalleHus
ARP-ckaHnpoBaHus

1. Bknountb yHKUMIO NpegoTepaleHna ARP-ckaHnpoBaHus.

HacTpontb noporosoe 3Ha4yeHne onsi MetToga, OCHOBAHHOMO Ha noptax U meTtoaa,
OocHoBaHHoro Ha IP.

HacTpouTb AoBepeHHbIE NOPThI.
HacTtpoutb goBepeHHbie IP.
HacTpouTb BpeMsa aBTOMaTU4eCcKoro BOCCTaHOBMEHUS.

MocmoTpeTb nHopMauuio, oTHocsLyca K ARP-ckaHMpOBaHMIo, a Takke
0TNago4Hy0 MHOopMAaLMIO.

N
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1. BknounTb pyHKUMIO NpeoTBpalleHns ARP-ckaHMpoBaHus.

KomaHaa OnucaHue

O6wmin pexxum KoHcurypaumm

anti-arpscan enable BkritoueHue/BbIktoveHne dyHKUMN

no anti-arpscan enable npegoTBpalleHns ARP-ckaHMpoBaHUS.

2. HacTtpouTb noporoBoe 3HayeHue Ans MeToda, OCHOBAHHOMO Ha noptax U meTtoaa,
OCHoBaHHoro Ha IP.

KomaHaa OnucaHue

O6wwmn pexxum KoHdpurypaumm

anti-arpscan port-based threshold | YctaHOBKka nOpOroBoro 3HayveHusa Aans
<threshold-value> MeToAa, OCHOBAHHOIO Ha nopTax.

no anti-arpscan port-based threshold

anti-arpscan ip-based threshold | YctaHoBka nNoOporoBoro 3HaveHusa Ans
<threshold- value> mMeToda, OCHOBaHHOro Ha IP.

no anti-arpscan ip-based threshold

3. HacTtpoutb foBEpEHHbIE NOPThI.

KomaHpa OnucaHue

Pexum KoHurypauum noprta

anti-arpscan trust <port | supertrust-port> | YcraHoBka aTpnbyToB 0OBEPUS NMOPTOB.

no anti-arpscan trust <port |supertrust-
port>
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4. Hactpoutb goBepeHHble IP.

KomaHaa OnucaHue

O6wWwmn pexmm KoHcpurypaumm

anti-arpscan trust ip <ip-address>  YcTtaHoBka aTpubytoB gosepus IP.
[<netmask>]

No anti-arpscan trust ip <ip-address>
[<netmask>]

5. HaCTpOVITb BpeMA aBTOMaTU4ECKOro BOCCTaHOBIIEHUA.

KomaHpa OnucaHune

O6wun pexum KoHdpurypaumm

anti-arpscan recovery enable BkntoueHune/BbIkNtoueHNE dYHKLMN

no anti-arpscan recovery enable aBToOMaTNU4e€CKOro BOCCTaHOBJIEHUA.

anti-arpscan recovery time <seconds> YcTaHOBKa BpeMeHW aBTOMaTU4eCcKoro

no anti-arpscan recovery time BOCCTAHOBIEHWS.

6. [locmoTpeTb MHOPMaLMIO, OTHOCALLYOCA K ARP-CKaHMPOBaHUIO, a Takke
0TNago4Hy UHopMaLuio.

KomaHaa OnucaHue

O6wun pexum KoHdpurypaumm

anti-arpscan log enable BkntoyeHune/BbIkntoveHNE dyHKLMN
XypHana npegoTBpaLleHns

no anti-arpscan log enable
ARP-ckaHnpoBaHus.

anti-arpscan trap enable BkrntoyeHune/BbIkntoveHNE dyHKLMN
SNMP Trap npegoTepaLLleHns

no anti-arpscan trap enable
ARP-ckaHupoBaHus.

show anti-arpscan [trust <ip | port | OTtobpaxeHne coOCTOAHUSA paboTbl U
supertrust-port> | prohibited <ip | port>] KOHurypaumm npegotepaweHms ARP
CKaHNPOBaHWA.
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KomaHaa OnucaHue

Pexxum agMmuHucTpatopa

debug anti-arpscan <port | ip> BkntoyeHue/BbiktoveHne oTnagku

no debug anti-arpscan <port | ip> npepoTBpalleHna ARP-ckaHMpoBaHUS.

22.3. TunoBble npuMmepbl npeagoTepawieHua ARP-ckaHMpoBaHus

B cetn, Tononornsa KkotTopon nokasaHa Beiwe, nopT E1/0/1 kommyTatopa B nogkntoyeH K nopty
E1/0/19 kommyTatopa A, nopT E1/0/2 kommyTaTopa A MOAKMOYEH K (DaNNOBOMY CepBepy
(IP-appec 192.168.1.100/24), Bce ocTanbHble NOPTbl KOMMyTaTopa A NOAKNOYEHbI K OBbIYHBIM
PC. Crneaytowas koHpurypaumsi MoxeT adheKkTMBHO npeaoTBpatutb ARP-ckaHMpoBaHue, He
BMNUSS HA HOPMarbHYI0 paboTy cUCTEMBI.

lNocnenoBaTenbHOCTb HACTPOMKM KOMMYTaTopa A
SwitchA(config)#anti-arpscan enable
SwitchA(config)#anti-arpscan recovery time 3600
SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA(config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/0/2)#exit
SwitchA(config)#interface ethernet1/0/19
SwitchA (Config-If-Ethernet1/0/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/0/19)#exit

MocrnenoBaTenbHOCTL HACTPOMKU KOMMyTaTopa B:

Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernet1/0/1

SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/0/1)exit
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PucyHok 54. Tunoson npumep KoHdurypaumm npegotepaileHna ARP-ckaHnpoBaHus

22.4. Nouck HencnpaBHOCTeN NpeaoTBpaweHna ARP-ckaHupoBaHua

MpepoTBpaiieHne ARP-ckaHMpOBaHUA MO YMOMYaHUIO BbIKAOYEHO. [locne BKOYEHUA
npepotepalleHns ARP-ckaHMpoBaHWs Nonb3oBaTterib MOXET BKIMOYMTL oTnagky («debug anti-
arpscan») Ans npocMoTpa OTnago4yHon nHdopmaumnu.
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23. KOHOUTYPALIUA 3AWLNTBI OT NOOMEHbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B oCHOBHOM, OTBEYaeT 3a CooTHowleHue IP-agpeca
cooTBeTcTBytoweMy 48-6uTHomy duanyeckomy agpecy, 7o ectb MAC-agpecy, Hanpumep,
IP-agpec 192.168.0.1, MAC-agpec ceteBou kapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLLIEHMSI COCTOUT B TOM, YTO XOCT OTMNpaBnseT LUMPOKOBELLATESbHbIN
(broadcast) nakeT p[aHHbIX, BKMYawowmm B ceba wmHpopmauuo o6 IP-agpece xocta
HasHavyeHnst (ARP-3anpoc), 3aTem XOCT Has3HauyeHusi OoTnpaBnAeT WCXOAHOMY XOCTY MakeT
AaHHbIX, BKMNovaowmi B cebsa nHdpopmaumio 06 IP-agpece n MAC-agpece. Takum obpasom,
ABa xocTa MoryT obmeHuBaTbest MHpopmaumern no MAC-agpecy.

23.1.2. NMoameHa ARP

C To4KmM 3peHunsa npotokona ARP, 4ytobbl ymeHblwnTb ARP-Tpaduk B ceTn, ecnmn XocT NonyyvuT
ARP-0OTBET, KOTOPbLIN OH He 3anpaluMBar, OH Tak e gobaeuT 3anucb B cBol ARP-kaww, 4To
AenaeT Bo3MOXxHbIM noameHy ARP (ARP spoofing). Ecnu xakep xoyeT npocnywatb 06mMeH
AaHHbIMWU MeXay ABYMS XOCTaMW B OAHOW CeTU (Jae ecrnv OHW MNOOKIYEHbl 4Yepes
KomMmyTaTopbl), OH oTnpaBnsetr nakeT ARP-oTBeta ABYM XOCTaM MO OTAENbHOCTM, 3TO
NPUBOANT K TOMY, YTO KaXabii n3 xoctos cuntaet MAC-agpec xakepa agpecom OpYyroro Xxocra.
Takum obpasom, BMecTo npsmoro obmeHa, XOCTbl OOMeHMBaloTCs TpaduKoM 4Yepe3 XOCT
Xakepa. Xakepbl HEe TONbKO Mosy4darT Heobxogumyto um mHdopmauuio. im ons ycnewuHom
nepegayn HeobxoAMMO BCEro NUlb U3MEHUTb HEKOTOPYK MHGOPMauuo B nakete. B aTom
Crny4yae Ha KOMMblOTEPE Xakepa He HY)XHO HacTpavBaTb CMELLUaHHbI PEXUM CEeTEBOW KapThbl,
T.K. MaKeTbl AaHHbIX MNOCTYNalT Ha KOMMbIOTEP Xakepa Ha PU3NYECKOM YPOBHE, KOMNbIOTEP
paboTaeT Kak peTpaHCnsaTop.

23.1.3. Kak npegoTtBpatutbh noameHy ARP

EcTb MHOro BMOOB atak, OCHOBaHHbIX Ha npoTtokone ARP. BONbLUMHCTBO aTak OCHOBaHbI Ha
nogmeHe ARP, Tak 4To o4yeHb BaXXHO NpenoTBpaTuTb nogmeHy ARP.

MexaHu3m nogmeHsl ARP nNpoHuKaeT B ceTb, B NEPBYIO odepeb, NyTem nogaenky neransHoro
IP-agpeca, 3aTtem nocbinasa MHoro nogaesibHolx ARP-nakeToB kOomMMyTaTtopam, fnocre 4ero
KOMMYTaTopbl 3aMeHsT npaBunbHble cBA3ku IP-MAC cooTBeTCTBYIOWMMKU CBA3KaMU U3
aTakylowmx nakeTtoB. Takum oOpa3om, KOMMYTaTop OLWMOOYHO OTNpaBndAeT MakeThbl
aTakytoLemMy XoCTy, U 3TO JeNCTBYeT Ha BCEN CETHU.

OCHOBHbIM METOAOM MNpeaoTBpalleHMs aTak U nogMeHbl ARP Ha koMmyTatopax siBnsetca
OTKMNOYEHNE Ha KOMMYTaTope PYHKLMN aBTOMaTnYeckoro obHoBneHms. OBMaHLLIMK He CMOXET
N3MeHUTb npaBunbHble cBA3kn IP-MAC Ha kommyTatope, TeM caMbiM NpegoTBpallaeTcs
HenpaBuibHasi MNepecbifika naketoB. B TO ke BpemMss 3TO He npepbiBaeT (QYHKUMIO
aBTomatmyeckoro obydeHms ARP. Takum o06pas3om, 3TO 3HAUMTENbHO MpegoTBpawaeT
noameHy ARP.

ND — aTo npoTokon obHapyxeHus cocegen B IPv6, aHanornyHbin npotokony ARP no npuHumny
AEeNCTBUSA, NO3TOMY AnA npefoTepalleHns nogMeHsl ND Mbl Aenaem TO xe camoe, YTO U Ang
ARP.
23.2. KoHdmrypauumsa npegorepaiieHmsa nogmeHol ARP
lNocnenoBaTenbHOCTLT HACTPOKMKK NpeaoTepalleHnsa nogmeHsl ARP:

1. OTknounTb QYHKLMIO aBTOMaTnyeckoro obHoBneHus ARP.
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2. OTKMo4YMTb PyHKLUNIO aBTOMaTU4ecKoro obydeHnsa ARP.
3. T[lomenatb auHamunyeckne ARP Ha cTaTudeckne

1. OTknounTb QYHKLMIO aBTOMaTMyeckoro o6HoeneHus ARP.

KomaHaa OnucaHue

Oo6wmn pexxum n Pexxum noprta

ip arp-security updateprotect OTKNIOYNTL/BKITHOYUTD PYHKLUMIO

no ip arp-security updateprotect aBTomartmdeckoro obHosnenus ARP.

2.  OTkMo4YnTb hyHKUMIO aBToMaTu4eckoro obyyenna ARP, ND.

KomaHaa OnucaHue

O6wunn pexxum u Pexxum nHrepcpenca

ip arp-security learnprotect OTKMIOYNTL/BKNIOYNTL dYHKUMIO

no ip arp-security learnprotect aBToMaTmn4yeckoro obyyeHmst ARP.

3. [MomeHaTtb guHammyeckne ARP, ND Ha cTtaTun4yeckue.

KomaHaa OnucaHue

O6wunn pexxum u Pexxum noprta

ip arp-security convert [MomeHsTb ANHaMn4eckme ARP Ha
cTaTuyeckue.
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23.3. NMpumep npeanoTBpaweHns nogmeHbl ARP, ND

PC 2
PC1 192.168.2.2
192.168.2.1 Switch 08-C6-B3-00-00-02

08-C6-B3-00-00-01 192.168.2.4
08-C6-B3-00-00-04

o o ] o i el E
[=[={={=\

=
I

gggggg:ngu%%\
| I—
I | =
PC 3
192.168.2.3
08-C6-B3-00-00-03
Onucanne obopynoBaHus
O6opyanoBaHue  KoHdurypaums Kon-Bo
Switch IP:192.168.2.4;mac: 08-C6-B3-00-00-04 1
PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1
PC 2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1
PC3 IP:192.168.2.3;mac: 08-C6-B3-00-00-03 HECKOJ1bKO

Ha guwarpamme nokasaHa HopmanbHas cBadb mexgy PC 2 m PC 3. PC 1 xoueT, 4TOoGbI
KOMMYTaTOp Hanpaensan eMy nakeTbl, oTnpaBneHHble xoctom PC 2. B nepeyto ovepens PC 1
otnpasnseT nakeT ARP-oTBeTa Ha kommyTaTop B popmaTte: 192.168.2.3, 08-C6-B3-00-00-01,
conoctasndasa ero MAC-agpec ¢ IP-agpecom xocta C, kommyTtaTop obHoBnset ARP-cnncok u
HauyMHaeT oTnpaBnATb naketbl Ansa 192.168.2.3 Ha MAC-agpec 08-C6-B3-00-00-01 address
(appec xocta PC 1).

B nanbHenwem xocTt PC 1 nepecbinaeT npuHsaTbie nakeTbl XocTy PC 3, MeHAa agpec NCTOYHUKa
n agpec HasHa4veHus. Tak kak ARP-cnncok ceoeBpemMeHHO OOHOBMSIETCS, €LLE OOHON 3ajaden
Ansa xocta A sBnsietca HenpepbiBHas oTnpaeBka ARP-oTBeToB 1 obHOBneHne ARP-cnvcka
KoMMyTaTopa.

MoaTomy o4eHb BaxHO 3awmTuTb ARP-cnncok, HacTpouTb 3anpeweHve ARP-obyveHus B
crabunbHOM cpede M 3aTeM M3MEHUTb Bce auMHammydeckne ARP-3anmcu Ha craTtudeckue.
BblyyeHHble ARP He 6yayT obHOBNATLCS U ByayT 3allmLLeHbl.
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Switch#config

Switch(config)#interface vlan 1

Switch(Config-If-Vlan1)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth 1/0/2
Switch(Config-If-Vlanl)#interface vlan 2

Switch(Config-1f-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth 1/0/2
Switch(Config-1f-Vlan2#interface vlan 3

Switch(Config-1f-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth 1/0/2
Switch(Config-1f-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnu okpyxatowasn cpega MeHsieTcsl, 3T0 No3BonsieT 3anpetutb ARP-0OGHOBMNEHNS, KaK TONbKO
ARP ©Oyget nsydeHo, oHO He MOXeT ObiTb 06HOBNEHO HoBbiIM ARP-oTBETOM, AaHHbIE OyayT
3alUMLLEHbI OT NPOCNYLUMBaHUS.

Switch#config
Switch(config)#ip arp-security updateprotect
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24. HACTPOUKA ARP GUARD
24.1. BeegeHne B ARP GUARD

CywecTtByeT cepbesHas ya3BMMocTb B Mogenn ARP-npoTokona, KoTopasi 3akroyaeTcsi B TOM,
41O NtoboE ceTeBOE YCTPONCTBO MOXET oTnpaBnTb ARP-coobLeHne, 4ToObl 06BABUTL O CBA3KE
IP- n MAC-agpecoB. 3710 genaet BO3MOXHbIM ARP-MOLLEHHNYeCTBO. 3M0YMbILLEHHUKA MOTYT
nocnate ARP-3anpoc unn ARP-oTBeT 4T0GbI MHGOPMMPOBATL O HEBEPHOW CBA3KE MeExXay
IP-agpecom 1 MAC-agpecom, KoTopas npuBedeT Kk npobnemam cBssn. EcTb gese copmbl
ARP-moweHHnyecTBa: 1. PC4 otnpaBnsiet ARP-cooblieHne 4Tobbl coobwmTb, YTo IP-agpec
PC2 npuesasaH k MAC-agpecy PC4, aTo npuBegeT Kk ToMy, 4To Bce IP-nakeTbl, agpecyembie PC2,
Oyoyt otnpaeneHbl kK PC4, Takmm obpasom PC4 cmoxeT npocmatpumBaTb BCE NaKeThl,
anpecoBaHHble PC2; 2. PC4 otnpaensiet ARP-coobuieHme 4Ttobbl coobmnTtb, 4To IP-agpec
PC2 npuBsisaH k HecywecTtByowemy MAC-agpecy, aTo npuBegeT K Tomy, 4to PC2 He OyneTt
nony4aTtb aApecoBaHHbIe eMy NakeThbl.

B yacTtHoCTH, ecnu 3noymbiluneHHuK, npuberas k ARP-moLlueHHUYecCTBY, BblaaeT cebs 3a Lwito3s,
BCSl CETb BbINAET U3 CTPOSI.

Switch

== EEEEER
I=1=)

P=/=/=l=1=|=]=]

PucyHok 55. CxemaTnuHas guarpamma ARP GUARD

Mbl ncnonbsyem unbTpyloLmne anemMeHTbl KoMMyTaTopa ansa 3awmtel ARP-3anvcen BaXHbIX
ceTeBbIX YCTPOWCTB OT nogpaxaHwus apyrumm yctponcteamm. OCHOBHOWM Teopuen 3TOro
ABNSAETCH WCMNOMNb3oBaHWe MUIbTPYIOLWNX SMNEMEHTOB KOMMYyTatopa Ans MpPOBEpKM BCEX
ARP-coobuwieHnn, npoxogsawmx depes nopT. Ecnu agpec wuctoyHuka ARP-coobuieHuns
3awmueH, coobueHns ByayT oTOpoLLeHbl U He NnepeganyTca garnee.

®yHkuma ARP GUARD 06blMHO ucnonb3yeTcd Ans 3awuTbl wWi3a oT atak. Ecnn Bce
AOCTYMNHble KOMMbloTepbl B ceTn 6yayt 3sawmuieHsl dyHkumen ARP GUARD, gna atoro
notpebyetcs HacTpouTb Ha nopTy Gonbwoe konmyectBo ARP GUARD-agpecoB, 4To 3anmeTr
Gonbwyo 4vacte FFP-zanucen B umne, n, kak pesynbTar, MOXET OTPa3nTbCs Ha ApYyrux
npunoxeHusax. Tak 4To 310 ByaeT HenpaBurbHO. PekomeHayeTca agonTupoBaTtb CBOOOAHbIE
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pecypcbl corflacHo cxeme gocTyna. [oxanyicta, obpaTuTecb 3a MOAPOBHOCTAMM K
COOTBETCTBYHOLLEV JOKYMEHTaLN.

24.2. Cnucok 3apa4 koHdurypaumm ARP GUARD

1. HactpouTb 3awmieHHble IP-agpeca.

KomaHpa OnucaHue

Pexxum KoHurypauum noprta

arp-guard ip <addr> Hactpoute/ynanute ARP GUARD-agpec
no arp-guard ip <addr>
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25. KOHOUINYPALUSI CAMOOBPALLEHHOIO ARP
(GRATUITOUS ARP)

25.1. BBepaeHue B camooGpalieHHbin ARP

CamoobpaweHHbin ARP — a1o Tun ARP-3anpoca, otnpasnsiemMblii XoctoM u ero |IP-agpecom B
KayecTBe agpeca HasHa4YeHus.

Basic pexum paboTbl KOMMYTaTOPOB, CreayLWwuin: Ha MHTepdencax 3-ro ypoBHs MOXeET ObiTb
HacCTPOEH WHTepBasn paccbinkn camoobpaweHHbix ARP-3anpocoB unmM 310 MOXeET ObiTb
HacTpoeHo rnobanbHO Ha BCcex nHTepdencax.

HasHayeHune camoobpaiieHHoro ARP cnegyioulee:

e YT100bl yMeHbwWNTb YacTtoTy ARP-3anpocoB XOCTOB K KOMMYTaTopy. XOCTbl B CETHU
nepuogmyeckn nocbinatT ARP-3anpocbl K wnto3dy 4tobbl 06HOBMTL MAC-agpec
wnto3a. Ecnu kommyTaTtop paccbinaetr camoobpalleHHble ARP-3anpockl, XocTam He
HY)XHO OTNpaBnsiTb 3TW 3anpocbl. 3TO YMEHbLUMT YacToTy OTMPaBKM XOCTaMu
ARP-3anpocoB Ha wrio3.

e CamooOpauweHHbin ARP — aTto meToa npepotBpaweHuss ARP-MoOLIEeHHU4YecTBa.
Paccbinaembin kKommyTaTtopom camoobpatleHHbin ARP 3acTaBuT XOCTbl 0GHOBUTL CBOW
ARP-kaw. Taknm obpasom nogaensHbii ARP He byHUMOHMpYeT.

25.2. Cnucok 3agayd KoHdurypauum camoobpawieHHoro ARP

1. Bknwountb camoobpalleHHbin ARP n HacTpouTb nHTepBan otnpaBku ARP-3anpocos.
2. Otobpasntb KoHpUrypaumto camoobpaiieHHoro ARP.

1. Bkntountb camoobpalleHHbIn ARP 1 HacTpouTb nHTepBan otnpaBku ARP-3anpocos.

KomaHaa OnucaHue

Pexum rmob6anbHOM KoOHdUrypaumm n pexum KoHcdpurypauum nitepcenca.

ip gratuitous-arp <5-1200> Bkntountb camoobpauieHHbin  ARP  u
HacTpouTb nHTepBan OTnpaBku

no ip gratuitous-arp ARP-3anpocos

KomaHga no OTMEHseT
camoobpalueHHbIn ARP.

2. Otobpasntb koHuUrypaumo camoobpatleHHoro ARP.

KomaHpa OnucaHue

Pexum agMUHUCTPATOpPa N PeXnm Koudmrypauuu

show ip gratuitous-arp [interface vlan <1- | OTobpa3snTb KOH(purypaumto
4094>] camoobpatieHHoro ARP.
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25.3. NMpumep koHdUrypaumm camoobpaiieHHoro ARP

Switch

Interface vlan 1
192.168.14.254
255.255.255.0

Interface vlan 10
192.168.15.254
255.255.255.0

SEEEEEREERRR\ EEEEEEERERR\ SEEEEE AEEEEERRERRR AEEEEEERERRR
DDDDDDDDD R RN o RN o RN
PC1 PC 2 PC3 PC4 PC5

PucyHok 56. MNpumep HacTporikn camoobpatlieHHoro ARP

[na Tononorun ceTtu, NokasaHHOW Ha puUcyHke, MHTepdernc kommytatopa VLAN1O mnmeet
IP-agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpn komnbtoTepa — PC3, PC4, PC5 —

NoaKMYeHbl K aToMy uHTepdency. NHtepdenc VLANL nmeet IP-agpec 192.168.14.254 un

mMacky cetn 255.255.255.0. [isa komnbtotepa — PC1 n PC2 - nogkntoveHbl K 3TOMy MHTepdency.
CamoobpalueHHbIn ARP BkntovaeTcs crnegyowmin KoHurypaumen:

O6a nHtepderica ncnonbayoT camoobpaleHHbIn ARP.

Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

CamoobpalueHHbIn ARP HacTpouT TONbKo Afst 0gHoro nHrepderica.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. Nounck HencnpaBHOCTEN camoobpalteHHoro ARP

CamoobpaueHHbin ARP BbiknoyeH no ymonyaHuio. Korga camoobpalueHHbin ARP BKITHOYEH,
OTNafo4uHYy0 MHAOPMALMIO MOXHO Mosy4nTb, ucnonb3yst komangy «debug ARP send». Ecnn
camoobpauleHHbIn ARP BkntoveH rnobanbHO, OH MOXET ObiTb BLIKITHOYEH TONBLKO rrnobarnsHo.

Ecnu camoobpalleHHbin ARP BkntodeH Ha HTepdence, oH MOXeT ObiTb BbIKMOYEH TOMNBbKO Ha
NHTEpdence.
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26. KOHOUT'YPALIUA DHCP

26.1.1. BeeaeHue DHCP

DHCP [RFC2131] cokpaweHHo ot Dynamic Host Configuration Protocol (npotokon
ANHaAMMYECKON HACTPONKMN XOCTOB). TO NPOTOKO, KOTOPbLIN ANHaAMUYECKN HasHa4vaeT IP-agpec
13 nyna agpecoB, Tak e ycTaHaBnvBaeT Apyrve ceTeBble MapameTpbl, Takme Kak L3 no
ymonyaHuto, DNS-cepBep 1 pacnonoxeHue B cetn dpanna obpasa. DHCP — a1o paclumpeHHas
Bepcuss BOOTP. 37O OCHOBHasi TEXHOMOrMs, KOTopasl He TOfbKO MOXET obecneuntb
3arpy3o4Hon uHdopmaumen 6esguckoBblie paboune cCTaHuMM, HO Takke MOXET 0cBo6oaUTb
afMVHUCTPATOPOB OT pYy4yHoOro BepeHus |P-agpecHoro npocTpaHcTBa M yNpoCTUTb
nonb3oBaTensiMm npouecc HacTponku. Ewe ogHo npemmywectso DHCP B TOM, 4TO OH MOXET
CHM3UTb TpeboBaHusa Kk KonuyecTtBy |P-agpecoB, korga nonb3oBaTenb NoKMaaeT ceTb, ero IP
MOXeT ObITb Ha3Ha4YeH gpyromy.

DHCP 4dBngetca npoTOKONOM Tuna «KIneHT-cepsep», DHCP-knneHT 3anpawuvBaeTr Yy
DHCP-cepBepa ceTeBoW agpec 1 napameTpbl KOHUrypawumm, cepeep NpeocTaBnseT KINeHTy
CeTeBOM agpec U napameTpbl KOHdUrypaumn. Ecnm KNUeHT n cepBep HaxogaTcs B pasHbIX
nogcetsix, Heobxogmmo wucnonb3oBaTtb DHCP-peTtpaHcnatop (relay) ans nepegaym
DHCP-nakeTtoB Mexay KnueHtom u cepsepom. Peanunsauma DHCP npeacrtaBneHa HUXe:

— :
g Discover >

< Offer
Request >
| — < Ack DHCP server

DHCP client

PucyHok 57. BaaumogerictBue npotokona DHCP

PasbsicHeHue:

DHCP-knueHT paccbinaet B foKanbHyl  MOACeTb  LIMpOKOBeLlaTernbHble  NakeTbl
DHCPDISCOVER.

DHCP-cepBep npu nonyyeHnn naketa DHCPDISCOVER otnpasnset DHCP-knueHTy naket
DHCPOFFER BmecTe ¢ IP-agpecamu 1 gpyrumm ceteBbiMy napameTpamu.

DHCP wneTt wupokosewwatenbHbii nakeT DHCPREQUEST ¢ uHdpopmaumen o DHCP-cepBepe,
koTopbIvi OH Bbibpan n3a DHCPOFFER-nakeToB.

BbibpaHHbin knneHtom DHCP-cepsep otnpaenseTr naket DHCPACK u knueHT nonyyaet
IP-agpec v gpyrve napameTpbl.

OTu YeTbIpe LWwara NPon3BoAdAT NPoLECC ANHAMMUYECKON HACTPOMKKN XOCTa.

OpHako, ecnn DHCP-cepsep 1 DHCP-knneHT Haxoadatcs B pasHbIX MOACETSX, CepBep He
nony4uT wmpokosewaTensHble DHCP-nakeTbl, OTNpaBneHHbIe KNMEHTOM U HE OTBETUT emy. B
aToM cnyyae Heobxoanum DHCP-petpaHcnatop (relay) ana nepegaum takux DHCP-naketos
MeXay KIMEHTOM N CEPBEPOM.
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KommyTtatop moxeT pabotatb u kak DHCP-cepeep, n kak DHCP-petpaHcnatop. DHCP
nogaepXxmBaeT He TONbKO AMHaMU4ecKoe HasHayeHue IP-agpecoB, HO Takke pyYHYH NPUBSA3KY
agpeca (Hanpumep, ykasaTb onpeaeneHHbln IP-agpec ansa onpegeneHHoro MAC-agpeca nnm
onpegeneHHoro ID ycTponcTea). Pasnnuunsa mexagy uHaMu4eckum U CTaTU4eCKUM Ha3HaYeHnem
agpecoB: 1) [dnHammnyeckn nonyyaembli agpec MOXeT ObiTb KaXabll pa3 pasHbiM;
NPYBSA3aHHbIA BPYYHYH agpec Bcerga OGyaet oamHakoBbin. 2) Bpemsi apenapbl IP-agpeca,
NOMy4YeHHOro AMHaMMUYeCKn, OAMHAKOBO ANS BCEro aApecHoro nyna, u OHo orpaHu4eHo. Bpems
apeHabl IP-agpeca, npuBsi3aHHOro Bpy4YHYH, TeopeTudeckn OeckoHeyHo. 3) [duHamudeckn
Bblaensiemble agpeca He MOryT ObiTb NpuBsi3aHbl Bpy4Hyto. 4) Nyn AnHammnyeckux agpecos
MOXeT HacnegoBaTb MapaMeTpbl KOHurypauum cetn nyna AUHAMWYEeCKUX aapecos,
OTHOCSILLIErocsi K CEerMeHTYy.

26.2. DHCP Server Configuration

Cnuncok 3agay koHdurypauun DHCP-cepsepa:

1. BknounTb/BbikNo4MTb cepeuc DHCP.
2. HactpouTb agpecHbin nyn DHCP.

2.1. Cospatb/yganutb agpecHsbin nyn DHCP.

2.2. HactpouTb napameTpbl agpecHoro nyna DHCP.

2.3. HactpouTb napameTpbl py4Horo agpecHoro nyna DHCP.
3. BknounTb BegeHue XypHana anst KOHANKTOB afpecos.

1. BknounTb/BblKMOYMTL cepauc DHCP.

KomaHaa OnucaHue

o6wmin pexum

service dhcp BkntounTs/BbiknounTh cepsnc DHCP.
no service dhcp

Pexxum KoHurypupoBaHu nopTta

ip dhcp disbale OTknoveHne He nopTe DHCP
no ip dhcp disable obcnyxmMBaHUs, kKOMaHga nO OTMeHseT
OTKIIOYEHME.
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2. HactpouTb agpecHbin nyn DHCP.
2.1. Cosgatb/yganutb agpecHbin nyn DHCP.

KomaHpa OnucaHue

Oo6wmn pexum

ip dhcp pool <name> Hactpoute agpecHbin nyn  DHCP.
no ip dhcp pool <name> KomaHga no oTmMeHsieT nyn agpecos
DHCP.

2.2. HactpouTb napameTpbl agpecHoro nyna DHCP.

KomaHaa OnucaHue

Pexum agpecHoro nyna DHCP

network-address <network-number> [mask || Hactponka o6nactu agpecos,
prefix- length] KOTopble MOryT ObiTb BblOENEHDI
agpecHomy nyny. KomaHnpa no
OTMEHSIET BblOerNeHne agpecHoro

no network-address

nyna.
default-router HacTtpowka wno3a no ymonyaHuo
[<addresSwitchA>[<addresSwitchB>[...<address | pna DHCP-knuentoB. KomaHaa
8>]]] no OTMeHsIeT LSo3 no
no default-router yMon4aHuio.

dns-server Hactporika DNS-cepBepa Aans
[<addresSwitchA>[<addresSwitchB>[...<address | DHCP-knueHTtoB. KomaHga no
8>]]] OTMEHSsIET HaCTPOWKY

no dns-server DNS-cepsepa.

domain-name <domain> HacTtponka OMEeHHOro MMeHn ans
DHCP-knuenToB. Komanga no
OTMEHSIET JOMEHHOE UMS.

no domain-name

netbios-name-server HacTtpouka agpeca
[<addresSwitchA>[<addresSwitchB>[...<address | WINS-cepsepa. @ KomaHgaa no
8>1]] OTMEHSIET HAaCTPOWKY.

no netbios-name-server
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KomaHpa OnucaHue

netbios-node-type {b-node|h-node|m-node|p- HacTtporika Tuna ys3na Aans
node|<type-number>} DHCP-knueHTtoB. KomaHga no

no netbios-node-type

OTMEeHAEeT TN y3na.

bootfile <filename>
no bootfile

HacTtpovnka 3arpysoyHoro davna
ans DHCP-knunentoB. KomaHpga
NO OTMEHSAET 3arpy304HbIv chan.

next-server
[<addresSwitchA>[<addresSwitchB>[...<address
8>]]]

no next-server

[<addresSwitchA>[<addresSwitchB>[...<address
8>]]]

HacTtporika apgpeca cepsepa,
pasmMeLLatoLLEero 3arpy3o4Hbii
dann. KomaHga no oOTMeHsieT
yoansieT agpec cepsepa.

option <code> {ascii <string> | hex <hex> |
ipaddress <ipaddress>}

no option <code>

HacTtponka ceTteBoro napametpa,
onpegeneHHoro KoAom  Onuuwn.
KomaHaa no ypansetr ceTeBow
napameTp.

lease {days [hours][minutes] | infinite} HacTtpoiika BpeMeHn apeHabl

no lease agpecoB nyna. UKomaHp,a no
yoanseT HaCTpoOWKy  BpeMeHU
apeHabl.

max-lease-time {[<days>] [<hours>] [<minutes>] | | HacTporika MakcumMarbHOro

infinite} BPEMEHN apeHabl adpecoB B

no max-lease-time

agpecHoM nyne, KoMaHga no
BOCCTaAHaBNMBAET HACTPOWKM MO
YMOMYaHMIo.

O6wun pexnm

ip dhcp excluded-address <low-address> [<high-

McknodeHne n3 agpecHoro nyna

address>] agpecos, KoTopble He
no ip dhcp excluded-address <low-address>  MPEeAHasHa4€HbI AnA
[<high- address>] AVNHaMWUYECKOro BblAeneHus.
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2.3. Hactpoutb napameTpbl py4Horo agpecHoro nyna DHCP.

KomaHaa OnucaHue

Pexum agpecHoro nyna DHCP

hardware-address  <hardware-address> | 3agaTb/yganuTbe annapaTtHbli  agpec,
[{Ethernet | IEEE802|<type-number>}] npwu py4HOM HasHadYeHun agpeca.

no hardware-address

host <address> [<mask> | <prefix-length>] | 3agaTte/yganute |IP-agpec, KoOTOpbIN

no host OyaeT Ha3HayeH 3aJaHHOMY KIUEHTY.
client-identifier <unique-identifier> 3apaTtb/yganutb YHUKanbHbIN ID
no client-identifier Ol

3. BkniounTb BegeHue XypHana and KOH(bJ'II/IKTOB ajpecos.

KomaHaa OnucaHue

o6wmin pexum

ip dhcp conflict logging BkntounTh/BbIKIIOUNTE BeAeHne XypHana

no ip dhcp conflict logging ﬂgﬁq}g?ﬁ:gggzggs’ YTOBbI OBHaPYXMTb

Pexxum agMmuHucTpartopa

clear ip dhcp conflict <address | all > Ypanutb €AWHUYHYH 3anncb KOHQNMKTA
Unu yaanuTb BCe 3anucu.

26.3. Kondurypaumsa DHCP-peTpaHcnaTopa

Korga DHCP-knueHT n cepBep HaxoaaTcs B pa3Hblx cermeHTax, ans nepegayun DHCP-nakeTtoB
Heobxogum  DHCP-petpaHcnatop. Wcnonb3oBaHne  DHCP-peTpaHcnatopa  genaet
Heobsa3aTenbHbIM HacTponky DHCP-cepBepa gnsa kaxgoro cermeHTta, ogmH DHCP-cepsep
MOXeT 06CnyXmBaTb HECKOSIbKO CErMEHTOB, YTO 3(PEKTMBHEE HE TOMbKO C TOYKU 3PEHUS
3aTparT, HO M C TOYKU 3peHNd ynpaBneHns.
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—J Discover (Broadcast) . Discover -
. Offer (Unicast) > Offer
Request (Broadcast) , Request >
T = < Ack (Unicast) DHCP relay <« Ack DHCP server
DHCP client

PucyHok 58. DHCP peTHaHcnaTop

Kak nokasaHo Ha pucyHke, DHCP-knueHT n DHCP-cepBep HaxogsaTca B pasHbiX NoaceTdax.
DHCP-knueHT BbINONHSAET Te Xe 4eTblpe wara DHCP, kak obbl4HO, TOMBKO K npoueccy
no6asneH DHCP-peTtpaHcnsaTop.

KnneHt wnet wwupokoBewartensHbln naket DHCPDISCOVER, DHCP-peTtpaHcnatop
BCTaBnsieT cBon cobctBeHHbIV IP-agpec B none «relay agent» B nakete DHCPDISCOVER n
nepecbiiaet naket ykaszaHHoMmy DHCP-cepsepy (onss onucanusi cdopmata DHCP-kagpa
obpatutecb kK RFC2131).

Mpn nonyyeHnn naketa DHCPDISCOVER, nepeckinaemoro 4vepes DHCP-petpaHcnaTop,
DHCP-cepBep wnet knueHTy naket DHCPOFFER 4epe3 DHCP-peTpaHcnsitop.

DHCP-knueHT BblbMpaeT cepBep M wWneT wupokoBewaTeneHbin naket DHCPREQUEST,
DHCP-peTpaHcnaTop Takum e obpa3om nepechiriaeT ero CepBepy.

Mpn nonyyeHun naketa DHCPDISCOVER, nepeckinaemoro 4vepes DHCP-petpaHcnaTop,
DHCP-cepBep wnet knueHTy nakeT DHCPACK yepe3 DHCP-peTpaHcnaTop.

Cnuncok 3agay koHdurypauun DHCP:

1. Bkntounte DHCP-peTpaHcnaTop.

2. Hactpontb DHCP-peTpaHCcnaTop Ans Nepechisiku LNPOKOBELLATENbHbIX
DHCP-nakeToB.

3. HacTtporiika share-vlan.

1. Bkntounte DHCP-peTpaHcnaTop.

KomaHaa OnucaHue

Oo6wmn pexnm

service dhcp DHCP-cepBep n DHCP-peTpaHcnaTop

no service dhcp BKIIOYAKOTCA Npu BKNoYeHun cepsuca DHCP.
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2. Hactpoutb DHCP-peTpaHcnaTop Ans nepechiiku LNPOKOBELLaTEeNbHbIX
DHCP-nakeToB.

KomaHaa OnucaHue

O6wun pexnm

ip forward-protocol udp bootps Mopt UDP 67 ncnonb3dyetca Ans nepecbisiku
no ip forward-protocol udp bootps LuMpokoBeLLaTenbHblix naketos DHCP.

Pexum koHcburypauum nitepdenca

ip helper-address <ipaddress> YcraHosutb agpec DHCP-cepsepa. KomaHga
no ip helper-address <ipaddress> oTMeHseT

no ip helper-address <ipaddress> b
HaCTPOWKY.

3. Hactponka share-vian.

Koroaa nonb3oBaTeflb  XO4YeT  WUCMOMb30BaTb  YCTPOMCTBO  BTOPOrO  YPOBHSA  Kak
DHCP-peTpaHcnaTop, KOMMYECTBO KOTOPbIX OrpaHudero, TO MoOfb3oBaTeflb co3gaeT
NHTEPMENC TPETLEIO YPOBHSA Ha YCTPOMUCTBE BTOPOro YPOBHS, HO NUCMOSb30BaHNe uHTepdenca
TpeTbero ypoBHS Ans share-vlan (MoxeT BknoYaTb HECKONbKO sub-vlan, ogHako sub-vian
TONbKO cooTBeTCcTBYeT share-vlan) moxetT ocywectenate DHCP-peTtpaHcnatop, w
OAHOBPEMEHHO Ha YCTPOMCTBE-PETPAHCAATOPE HYXXHO BKMIOYMUTL ONuuio 82.

KomaHaa OnucaHue

o6wmin pexum

ip dhcp relay share-vlan <vlanid>  Cosgaet/yganset share-vlan n sub-vlan.
sub- vlan <vlanlist>

no dhcp relay share-vlan

26.4. NMpumepbl KoHpUrypauum DHCP
Cuenapun 1:

YT106bI YNPOCTUTL HACTPOWKY, KOMNaHWA Ucnonb3yeTt kKommyTaTop B kadectse DHCP-cepsepa.
Appec B VLAN-e ynpasnenus - 10.16.1.2/16. JlokanbHas ceTb pasgeneHa Ha aBe cetm— A u
B, B COOTBETCTBMM C pacnonoxeHnem ocucos. HacTporku cetn gns pacnonoxeHun A n B
rnokasaHbl HUXe.
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Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YcTponcteo IP address YCTponcTBo IP address

LLno3 no ymonyaHuio 10.16.1.200 L3 no ymonyanuio | 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-y3en

Bpems aperabl 3 AHA Bpems apeHnabl 1 oeHb

B pacnonoxeHun A mawmHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab HasHaueH hmkcnpoBaHHLIN
IP-agpec 10.16.1.210 n umsa xocta «management».

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch(Config-Vlan-1)#exit
Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbios-name-server 10.16.1.209

Switch(dhcp-A-config)#netbios-node-type H-node
Switch(dhcp-A-config)#exit
Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202

Switch(dhcp-B-config)#option 72 ip 10.16.2.209

Switch(dhcp-config)#exit
Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch(config)#ip dhcp pool Al
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Switch(dhcp-Al-config)#host 10.16.1.210
Switch(dhcp-Al-config)#hardware-address 08-c6-b3-23-dc-ab
Switch(dhcp-Al-config)#exit

PykoBoacTBOo no ucnonb3oBaHuto: Koroa DHCP/BOOTP-knueHT nogkntoyaeTtca kK VLAN1
nopTy KOMMYyTaTopa, KIMEHT MOXET MofyyYnTb agpec Tonbko n3 cetn 10.16.1.0/24 Bmecto
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATENbHbIN NAKET OT KNueHTa OyaeT 3anpawunBaTb
IP-agpec B TOM e cermeHTe VLAN-uHTepdenca, a IP-agpec VLAN-uHTepcpenica —
10.16.1.2/24, noaToMy agpec, HazHa4YaembIn KIMeHTyY, byaeT npuHagnexartb cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knneHT xoueT nonyuntb agpec B cetn  10.16.2.0/24, wnio3,
nepechbINnaWmi  LLMPOKOBELLLATENbHbIE MNaKeTbl KIMEHTa, [OOIMKEH MpuHaanexatb ceTu
10.16.2.0/24. Ytobbl knneHT nonyuunn agpec uns nyna 10.16.2.0/24, gomxHa 6biTb 0becnedeHa
CBSI3HOCTb MEXAY KMMEHTCKUM LUSIFO30M Y KOMMYTaTOPOM.

Cuenapun 2:

Kak nokasaHO Ha puUCYHKE, MapLUpyTUSMPYIOWNA KOMMYTATOp HacTpOeH B KadecTBe
DHCP-peTpaHcnaTopa. Aapec DHCP-cepsepa - 10.1.1.10. Warn koHdurypauum, cneagyrowme:

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0 S
witch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/0/2
Switch(Config-Erthernet1/0/2)#switchport access vlan 2
Switch(Config-Erthernet1/0/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch(Config-if-Vlan2)#exit

Switch(config)#ip forward-protocol udp bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address 10.1.1.10
Switch(Config-if-Vlan1)#exit

3ameTka: PekomeHgyeTcst ncnonb3oBaTb kKoMOMHauuto komaHa ip forward-protocol udp <port>
nip helper-address <ipaddress>. KomaHga ip help-address moxeT 6bITb HACTpOEHa TOSbLKO Ha
nopTax 3-ro YpoBHS 1 HE MOXeT ObITb HACTPOEHa Ha NopTax 2-ro YpOBHS.
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PucyHok 59. KoHdurypauns DHCP peTtpaHcnaTopa
Cuenapun 3:

1/0/2 1/0/3

o o |
0 o o
10 o o |
1 [ o o o |
I o o |

DHCP relay

Il

DHCP Server

Kak nokasaHo Ha puCyHKe, KnueHT nony4yaet agpec Yepe3d DHCP-petpaHcnatop. KommyTtaTtop
ABNSETCA YCTPOWCTBOM BTOPOro YPOBHA AOCTyna ¢ BktoveHHbIM DHCP-peTpaHcnaTopom u
onumuen 82. Ethernet1/0/2 asnsetca noptom goctyna, skntoveHHbiM B VLAN3, Ethernet1/0/3
ABMSAETCS TPaHKOBbIM MOPTOM, coeanHHeHbiM ¢ DHCP-cepBepomMm, agpec KOTOpOro
192.168.40.199. Ha kommyTaTope cosgatoTca vlan 1 n uHTepdenc vian 1, HacTpauBaeTtcs
IP-agpec 192.168.40.50. Agpec DHCP-peTtpaHcnatopa HacTpauBaeTca 192.168.40.199, wu
vlan3 HacTpamnBaeTcs kak sub-vlan vianl.

KoHdurypaums:
switch(config)#vlan 1

switch(config)#vlan 3
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switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport access vlan 3
switch(config)#interface ethernet 1/0/3
Switch(Config-If-Ethernet1/0/2)#switchport mode trunk

switch(config)#service dhcp

switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1 sub-vlan 3
switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
switch(config-if-vlan1)#ip helper-address 192.168.40.199

26.5. Nouck HeuncnpaBHocTten DHCP

Ecnu DHCP-knneHTbl He nony4atT IP-agpeca v gpyrne napameTpbl CETU, NOCNE NPOBEPKU
kabenen n knneHTckoro obopyaoBaHus, crnegyeT BbiMONHUTL CreaytoLlee:

MpoBepbTe, 3anyweH nu DHCP-cepBep, 3anyctute ero, ecnu oOH He 3anyweH. Ecnu
DHCP-knueHTbl 1 cepBepbl HAaXoaAaTCs He B O4HON hM3MYECKON CETWN, NPOBEPbTE, UMEET NK
MapLupyTumsaTtop, oTBevaroLwmi 3a nepechbInky DHCP-nakeToB, dyHKUMIO
DHCP-peTpaHcngaTtopa. Ecnv  Ha NpOMEXyTOMHOM  MapLupyTusatope HeT  (pyHKuum
DHCP-peTpaHcnaTopa, peKoOMeHAyeTCa 3aMeHUTb 3TOT poyTep unu obHoBuTb ero MO.

B Takom cnyyae, DHCP-cepBep gomkeH ObiTb MPOBEPEH HA NPeaMET HaNMYnsa agpecHoro nyna
B TOM Xe cermeHte, 4yto M VLAN-koMmyTatopa, ecnum Takon nyn He CyllecTByeT, ero
Heobxognmo nobaBuTb.

AppecHbi nyn MoxeT 6bITb MO0 AnHaMu4ecknm, nMbo ctatnyeckum. Hanpumep, ecnu B nyne
NPUCYTCTBYIOT KOMaHabl «network-address» n «host», Tonbko ogHa U3 HUX BCTYNUT B CUIy.
Kpome Toro, B py4yHon npmBsiske Tonbko ogHa npuesska IP-MAC moxeT ObiTb HacTpoeHa B
Kaxxgom nyne. Ecnn Heobxoanmo HECKONbKO NPUBA30K, HYXXHO CO34aTb OTAENbHbIN agpecHbIn
nyn Aansa Kaxgon ua HuX. Hosaga koHdUrypaums B CTapom nyne nepesanuuiet ctapylo.
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27. KOHOUT'YPALLILUA DHCPV6
27.1. BBepgeHue DHCPv6

DHCPv6 [RFC3315] ato IPv6-Bepcus npoTokona AuUHaMMYECKOM KoHduMrypauum XocToB
(DHCP). 3T0T npoToKon HasHavaeT IPv6-agpeca v apyrue napaMmeTpbl HACTPONKN CeTU Takne
kak: agpec DNS u pomeHHoe wumsa DHCP-knuenHta, DHCPvV6 4dBndetca ycrnoBHOW
aBToMaTMyeckonm KoHdurypaumen npotokona IPv6. B npouecce HacTponkm agpeca
DHCP-cepBep npucsauBaeT IP-agpec knueHTy 1 npegoctasnseT DNS-agpec, LOMeHHOe UMs U
NMHopmaLmio apyron HacTponku, naket DHCP mMoxeT nepefasatbca Yepes AenermpoBaHHbIN
peTpaHcnsaTop, HacTponkn agpeca IPv6 n knueHTa 3anucaHbl Ha cepBepe DHCPV6, Bce aTo
noBbiwaeT apdekTMBHOCTb ynpasneHus cetbto. DHCPvE moxeT obecneuntb pacluMpeHHyo
dyHKkumo generauumn npecumkcos. DHCPv6-cepsep Tak e obecnevnsaetr DHCPv6-cepsuc 6e3
OTCNEXMBaHUS COCTOSIHWS, MPUM KOTOPOM Ha3HA4yalTCa TONMbKO NapamMeTpbl KOoHdurypauumu,
Takme kak agpec DNS-cepBepa n gOMeHHOe nms, HO He HasHa4vaeTcsa |IPv6-agpec.

Ectb Tpn obbekta B npotokorie DHCPv6 — knueHT, cepBep n peTpaHcnsaTop. [poTtokon
DHCPv6 ocHoBaH Ha npoTtokone UDP. Knnent DHCPv6 otnpaensiet 3anpoc DHCP-cepBepy
unn DHCP-peTpaHcnaTtopy Ha nopT HasHadeHus 547, DHCP-cepBep (unu petpaHcndatop)
OTNPaBnAT OTBETHI HA NOPT HasHayeHus 546. DHCP-knueHT oTnpasnseT 3anpocs! (solicit) n
3aaBku (request) DHCP-cepsepy Ha multicast agpec ff02::1:2.

I Solicit g
— Advertise
<
Request >
Repl
e < By DHCPv6 server

DHCPvV6 client

PucyHok 60. CornacosaHne DHCPv6

Korga DHCPvV6-knmneHT nbiTaetca 3anpocutb y DHCPv6G-cepsepa IPvG-agpec u gpyrue
napameTpbl, KNWEHT JofmkeH cHavyana Hantm DHCPv6-cepBep, 3ateM yxe 3anpocuTb
KOHpurypauus y cepaepa.

Ona obGHapyxeHuna cepsepa DHCP-knueHT paccbinaetr naketel SOLICIT (3anpoc) Ha
luMpokoBeLlaTenbHbi agpec FF02::1:2.

Kaxabin DHCP-cepBep, nonyyusBlumMi 3anpoc, OTBETUT KnuneHTy coobueHnem ADVERTISE
(NnpeanoxeHune), koTopoe coaepxnT ngeHtndukatop cepsepa (DIUD) n ero nproputer.

B0O3MOXHO, YTO KIMEHT Nony4mT Heckornbko coobuieHnn ADVERTISE. KnueHT gomnmxeH BolbpaTb
OOVH cepBep M oTBETUTL eMy coobuweHnem REQUEST (3asBka), 4ToObl 3anpocutb agpec,
npeanoXeHHbI B coodbuweHn ADVERTISE.

3atem BbibpaHHbIi DHCPV6-cepBep coobuweHnem REPLY (oTBeT) noaTeBepxaaeT HasHayveHne
knuneHTy IPv6-agpeca n gpyrmx HacTpoex.

[aHHble YeTbipe Wara 3aBepLuarT Npouecc ANHAMUYECKON HAaCTPONKN XocTa. TeM He MeHee,
ecnu DHCPv6-cepep n DHCPV6-KMMEHT HE HaxogsaTCs B OAHOW CEeTW, CEpBEP HEe MOoNyyuT
LUMpOKOBeLLaTeNbHbIA 3anpoc OT KNMeHTa U He oTBeTUT emy. B 3aTom cnydae Heobxoaum
DHCPv6-peTpaHcnaTop (relay), 4Tobbl nepecbinartb 3anpochbl MeXAy KIMeHTOM 1 cepeepoM. B
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KomMyTaTtope peanu3oBaHbl dyHkumn DHCPv6-cepBepa, relay u knueHTa generauuu
npedukcoB. Korga DHCPvV6-peTpaHcnaTop nonydaet coobuweHne ot DHCPv6-knueHTa, OH
WHKancynmpyet  ero B naket Relay-forward W  JoctaBnseTr  criegyolemy
DHCPv6-peTpaHcnaTopy wnu cepsepy. [llpuxogswme oOT cepBepa K peTpaHCcnsaTopy
DHPCv6-coobuieHna uvHkancynupoBaHbl B nakeT Relay-reply. PetpaHcnstop ybupaet
nHKancynsuuio n goctaenset naket DHCPvV6-knueHTy nnn cregyrowemy peTpaHcraTopy B
ceTun.

B cnyvae penerauumn IPv6-npedukcos DHCPv6-cepBep HacTpoeH Ha MaplipyTtusaTtope
nposangepa, a DHCPV6G-KNUeHT HacTpoeH Ha MapLupyTusaTtope KruveHTa, MapLupyTmsatop
KNUeHTa LWeT mapllpyTu3aTopy npoBangepa 3anpoc Ha BblgeneHue npedukca agpecos U
nony4aeT NnpeaBapuUTENbHO HACTPOEHHbIV NpedurKe, He HacTpaeBasi NpeduKCc BpyYHyto. 3aTtem
KMMEHTCKUI MapLUpyTU3aTop AEnUT NoslyYeHHbIn npedurke (4nmMHa KOTOporo He MOXET ObIiTb
MeHble 64) Ha 64 nogcetn. [aHHble npedukcbl OyayT aHOHCMPOBAHbI COOGLLEHNAMMU
obbsaBneHus mapwpyTtmsatopa (RA) xoctam, NOAKMIOYEHHLIM HAMPSIMYIO K KITUEHTY.

27.2. Koncdpurypaumsa DHCPv6-cepBepa
Cnuncok 3agay koHdurypaumm DHCPv6-cepepa:
1. BknounTtb/BblknounMTb cepeuc DHCPV6.
2. Hactpoutb agpecHbin nyn DHCPv6.

2.1. Cospatb/yganutb agpecHsin nyn DHCPVE.

2.2. HactpouTb napameTpbl agpecHoro nyna DHCPV6.
3. Bxntouuntb cpyHkumo DHCPvV6 cepBepa Ha nopTy.

1. Bknountb/Bbiknountb cepeuc DHCPV6.

KomaHpa OnucaHue

Oo6wmn pexnm

service dhcpv6 BkntounTb/BbiknounTh cepsnc DHCPV6.
no service dhcpv6

2. Hactpoutb agpecHbii nyn DHCPV6.
2.1. Cosgatb/yganutb agpecHsbii nyn DHCPV6.

KomaHpa OnucaHue

O6wun pexnm

ipv6 dhcp pool <poolname> CospgaTtb/yganutb aZlpeCHbIN nyn

no ipvé dhcp pool <poolname> DHCPV6.
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2.2. HactpouTb napameTpbl agpecHoro nyna DHCPv6

KomaHaa OnucaHue

Pexum koHdurypaumum agpecHoro nyna DHCPv6

network-address <ipv6-pool-start- Hactpoute  guanasoH |Pv6-agpecos,
address> {<ipv6-pool-end-address> | HasHa4aeMmbIn Nynom
<prefix- length>} [eui-64]

no network-address

dns-server <ipv6-address> Hactpoute agpec DNS-cepepa ans

no dns-server <ipv6-address> DHCPv6-knuenTa.

domain-name <domain-name> HacTtpouTtb JOMEHHoe nms

no domain-name <domain-name> DHCPv6-knuenTa.

excluded-address <ipv6-address> WNckniounts IPV6-agpec, KoTopbin He ByaeT

no excluded-address <ipv6-address> HaHa4aTbCA AINHAMUHECKM.

Lifetime {<valid-time> | infinity} Hactpoute  Bpems  OenuctBus  unm
npeanoyTuTenbLHOE BpemMsi  afpecHOro

<preferred-time> | infinity} no lifetime
t<p | v} nyna DHCPVG6.

3. Bxnountb cyHkumo DHCPvV6-cepBepa Ha nopTy.

KomaHpa OnucaHue

Pexum koHdpurypauum nitepcenca

ipv6 dhcp server <poolname> | Bkntountb dpyHkunto DHCPv6-cepBepa Ha
[preference  <value>] [rapid-commit] | onpegeneHHoMm nNopTy W  NpuUBA3aTb
[allow-hint] ncnonb3dyembln DHCPV6-agpecHbiv nyn.

no ipv6 dhcp server <poolname>

27.3. Kondurypauma DHCPv6 peTtpaHcnaTopa

1. Cnuncok 3agad koHdpurypaumm DHCPV6-peTpaHcnsTopa.
2. Bknouunte/BbiKntounTb ceparuc DHCPVG.
3. Hactpoute DHCPV6-peTpaHcnaTop Ha nopTy.
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1.

Bkntountb/BbIKNOUNTL cepBruc DHCPVG.

KomaHaa

OnucaHue

Ooowun

pexum

service dhcpv6
no service dhcpv6

Bkntountb/BbIkNtouNTL cepasuc DHCPVG.

address>] [interface {<interface-name> |
vlan <1- 4096>}]}

no ipve dhcp relay destination {[<ipv6-
address>] [interface {<interface-name> |
vlan <1-4096>}]}

2. Hactpoutb DHCPV6-peTpaHcnaTop Ha nopTy.
KomaHpa OnucaHune
Pexum koHcurypauum nitepdenca
ipv6é dhcp relay destination {[<ipv6- YkaszaTb agpec HasHayeHus  AOns

nepegayn DHCPv6-naketoB. KomaHga
No ygansieT HacTPOWKY.

27.4. Kondurypauumsa cepBepa aeneraumm npedumkcos DHCPV6

Cnucok 3agay koHdurypaumm cepsepa generaummn npecpumkcos DHCPVG:

1. BkntounTtb/BbiKNOUMTL cepuc DHCPVG.

2. HactpouTb nyn generaumm npedunKcos.

3. Hactpoutb agpecHbin nyn DHCPV6.
3.1. Cosgatb/yganutb agpecHsin nyn DHCPVE.
3.2. HactpouTtb nyn generaumm npeduKcoB, UCMOMb3yeMbIN agpeCcHbIM MySIoM.
3.3. HactpouTtb ctatnyeckyto NpmBs3ky generauumn npeukcos.
3.4. HactpouTb apyrue napameTpbl agpecHoro nyna DHCPV6.

4. Bknountb yHKUMIO cepBepa generaumm npedukcos DHCPV6 Ha nopTy.

1. BxnounTb/BbikNOUMTL cepuc DHCPVE.

KomaHpaa OnucaHue

Oo6wmin pexum

service dhcpv6
no service dhcpv6é

BkntounTb/BbiknounTh cepsnuc DHCPV6.
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2. HactpouTb nyn generaumm npedmKcos.

KomaHpaa Onucanue
O6owun pexnm
ipv6 local pool <poolname> | HacTtpouTb nyn generaumm npedunKcos.
<prefix|prefix- length> <assigned-
length>
no ipv6 local pool <poolname>

3. Hactpoutb agpecHsin nyn DHCPV6.

3.1. Cosgatb/yganutb agpecHsin nyn DHCPVE.

@ §) QTECH

MWP OOCTYMHEE

KomaHpaa OnucaHue
o6wmin pexum
ipv6 dhcp pool <poolname> CospgaTtb/yganutb afpecHbIN nyn
no ipv6 dhcp pool <poolname> DHCPV6.
3.2. HactpouTtb nyn generaumm npeduKcoB, UCMOMb3yeMbIiA.
KomaHpaa OnucaHue
Pexum koHdurypauum agpecHoro nyna DHCPv6
prefix-delegation  pool <poolname> | YkazaTb nyn Ageneraumm npeuKcos,
[lifetime {<valid-time> | infinity} NUCnonb3yemMbli  adpecHbIM  NyfioM W
{<preferred-time> | |nf|n|ty}] Ha3HaA4YnUTb ﬂpe(bl/lKC KINEeHTY.
no prefix-delegation pool <poolname>
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3.3. HactpouTb cTatnyeckyo NpuBA3Ky generaumm npedmKkcos.
KomaHpaa Onucanue
Pexum koHdurypauum agpecHoro nyna DHCPv6
prefix-delegation <ipv6- prefix/prefix- | HactpouTb CTaTU4eCKyto NPUBA3KY
length> <client-DUID> [iaid <iaid>] | generaumu npedukcos.
[lifetime  {<valid-time> | infinity}

{<preferred-time> | infinity}]

No prefix-delegation <ipv6- prefix/prefix-
length> <client-DUID> [iaid <iaid>]

3.4. HactpouTtb gpyrue napameTpbl agpecHoro nyna DHCPvV6.

KomaHaa

OnucaHue

Pexum koHdurypauum

appecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoute agpec DNS-cepsepa ang
DHCPv6-knueHTa.

domain-name <domain-name>
no domain-name <domain-name>

Hactpoutb
DHCPV6-knueHTa.

OJOMEHHOoe NMA

4. Bknountb yHKUMIO cepBepa generaumm npedgukcos DHCPV6 Ha nopTy.

no ipv6 dhcp server <poolname>

Komanpa OnucaHue

Pexum koHdpurypauum nitepcenca
ipv6 dhcp server <poolname> | Bkntountb yHkuno DHCPVv6-cepBepa Ha
[preference <value>] [rapid-commit] | onpegeneHHom nNopTy W  NpuUBA3aTb
[allow-hint] ncnonb3yembin DHCPv6-agpecHbin nyn.

27.5. Koncdpurypauumsa knmeHTa aeneraumm npecdumkcos DHCPv6

Cnuncok 3agad koHdurypaumm knnenTa generaumm npegukcos DHCPVG:

1.
2.
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BkntounTb/BbikNtounTh cepanc DHCPVG.
BkntounTb yHKUMIO KNneHTa generaumm npegukcos DHCPV6 Ha npoTy.
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1. Bknountb/BblkntounTh cepauc DHCPVE.

KomaHaa OnucaHue

Oo6wmn pexnm

service dhcpv6 BkntounTs/Bbiknounte cepsnuc DHCPV6.
no service dhcpv6

2. BkmounTb hyHKUMIO KNneHTa generaumm npedgukco DHCPV6 Ha npoTy.

KomaHaa OnucaHue

Pexum koHdpurypauum nitepcenca

ipv6 dhcp client pd <prefix-name> [rapid- | Bknounte yHKUMIO KNWEHTa generauuu

commit] npecpukcoe DHCPv6 Ha npoty wm

no ipvé dhcp client pd accoumaumio nofnyyYeHHoro npedukca c
HaCTPOEHHbIM YHUBEpCasnbHbIM
npeguKkcom.

27.6. Mpumepbl koHcpurypaumm DHCPV6
Mpumep 1:

Mpn pasBepTbiBaHUKM ceTen IPV6 KomMMyTaTopbl cepum MOryT ObiTb HaCTPOEHbl B KavyecTBe
DHPv6-cepBepoB and ynpaeneHus pacnpegenexHvem agpecos IPv6. Mogaepxusatotcs oba
pexxuma DHCPvV6 — ¢ oTcnexunsaHnem cocTtosiHust 1 6e3 Hero.

Tononorus:

Ha ypoBHe pocTyna wucnonb3yetcd KoMmyTatop 1 Ans nogknioyeHWsa rnorb3oBaTenen
obwexuntns. Ha nepBom ypoBHe arperauuMm  KOMMyTatop 2  HacTpOeH  Kak
DHCPv6-peTpaHcnaTtop. Ha BTOpom ypoBHe arperaummM KoMMyTatop 3 HaCTPOeH Kak
DHCPv6-cepBep M COeguHEH C MarucTpanbHOM ceTbio. Ha komnbtoTepax gormkHa ObiTb
yctaHosneHa OC He Huwke Windows Vista, nnu nobas gpyras B kotopont ectb DHCPVG-KNneHT.
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DHCPv6
SwitchC Vo server

Vian1: 2001:da8:1:1::1
Vlan 10: 2001:da8:10:1::1

DHCPvV6 rela
SwitchB y

Jlan1: 2001:da8:1:1::2
/lan 10: 2001:da8:10:1::2
Jlan 100: 2001:da8:100:1::1

S— | E:
DHCPv6 client

Il

SEEEEEEERERR

KoHdurypauusa SwitchC:
SwitchC>enable
SwitchC#config
SwitchC(config)#service dhcpvé
SwitchC(config)#ipvé dhcp pool EastDormPool

SwitchC(dhcpvé-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100

SwitchC(dhcpvé-EastDormPool-config)#excluded-address 2001:da8:100:1::1
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::20
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::21
SwitchC(dhcpvé-EastDormPool-config)#domain-name dhcpvé.com
SwitchC(dhcpvé-EastDormPool-config)#lifetime 1000 600
SwitchC(dhcpvé-EastDormPool-config)#exit

SwitchC(config)#interface vlan 1

SwitchC(Config-if-Vlan1)#ipvé address 2001:da8:1:1::1/0/64
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SwitchC(Config-if-Vlan1)#exit

SwitchC(config)#interface vlan 10

SwitchC(Config-if-Vlan10)#ipvé address 2001:da8:10:1::1/0/64
SwitchC(Config-if-Vlan10)#ipvé dhcp server EastDormPool preference 80
SwitchC(Config-if-Vlan10)#exit

SwitchC(config)#

KoHdmrypauumsa SwitchB:

SwitchB>enable

SwitchB#config

SwitchB(config)#service dhcpvé

SwitchB(config)#interface vlan 1
SwitchB(Config-if-Vlan1)#ipvé address 2001:da8:1:1::2/6 4
SwitchB(Config-if-Vlan1)#exit

SwitchB(config)#interface vlan 10
SwitchB(Config-if-Vlan10)#ipvé address 2001:da8:10:1::2/64
SwitchB(Config-if-Vlan10)#exit

SwitchB(config)#interface vlan 100
SwitchB(Config-if-Vlan100)#ipvé address 2001:da8:100:1::1/0/6 4
SwitchB(Config-if-Vlan100)#no ipvé nd suppress-ra
SwitchB(Config-if-Vlan100)#ipvé nd managed-config-flag
SwitchB(Config-if-Vlan100)#ipvé nd other-config-flag
SwitchB(Config-if-Vlan100)#ipvé dhcp relay destination 2001:da8:10:1:1
SwitchB(Config-if-Vlan100)#exit

SwitchB(config)#

27.7. NMouck HecunpaBHocTten DHCPv6

Ecnn DHCPV6-knueHT He moxeT nonyunTtb |IPv6-agpec n gpyrne ceteBblie napaMmeTphbl, Nocne
npoBepkn Kabenen n KNMeHTCKoro o6opyaoBaHus crieayeT BbINOMHUTE cnegytoLlee:

MpoBepbTe, 3anyweH nu DHCPvV6-cepBep, 3anycTuTe ero, ecnu oH He 3anyLeH. Ecnu
DHCPV6-knueHTbl 1 cepBepbl HAXOAATCHA He B ogHOM oM3nMyeckon cetu, NnpoBepbTe,
nveeT N MapLupyTmusaTop, oTBevarLwmn 3a nepecblriky DHCPV6-nakeToB, yHKUMIO
DHCPv6-peTpaHcnaTopa. Ecnn Ha npoMexyTodHOM MapLupyTusatope HeT gYHKLMU
DHCPV6-peTpaHcnaTopa, pekoMeHAYeTCss 3aMeHUTb 3TOT poyTep MM oBHOBUTL ero
Mno.

MHoraa xocTbl, NOOKIOYEHHbIE K KOMMYyTaTopaM cO BKItoYeHHbIM DHCPVG, He moryT
nonyyuts IPv6-agpec. B aton cutyaumm B NepByto ovepedb HEOOX0AMMO NPOBEPUTD,
NOOKIMHOYEHbI N MOPTbI, K KOTOPbIM MOAKMOYEHbI XOCTbI, K MOPTY, K KOTOPOMY
noakntoyeH DHCPV6-cepBep. Ecnv noakntoyeHo Hanpsmyto, ybeanTecs, 4TO agpecHblv
nyn IPv6 VLAN-a, K KOTOPOMY MPUHAOSIEXUT MOPT, HAXOOUTCS B OO4HOM MOACETU C
adpecHbIM MynoM, HacTpoeHHbiM Ha DHCPv6-cepepe. Ecnu nogknoyeHbl He Ha
NPsiMyt0, U MEXAY XOCTOM U cepBepom HacTpoeH DHCPV6-peTpaHcnsaTop, Heob6xoaumo
B NepBY0 ovepeb NPOBEpUTb, HACTPOEH N NpaBunbHbIA IPv6-agpec Ha uHTepdence
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KOMMyTaTopa, K KOTOPOMY MOAKMIYaTCa XOCTbl. ECnu He HacTpoeH, HacTpouTb
npaBunbHbIN IPv6-agpec. Ecnu HacTpoeH, HeobxoaumMo MpPOBEepUTb, B OAHOW K
nogcetm ¢ DHCPv6-cepBepoM HaxoaUTCs HacCTpoeHHbin |Pv6-agpec. Ecnn Her,
noxanyncra, gobaBbTe ero B agpecHbIin nyn.
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28. KOHOUT'YPALIUA OINMUMNN 82 DHCP
28.1. BBegeHue B onuuto 82 DHCP

Onumns 82 DHCP — ato onumsa nHdopmMaunn petpaHenupytowlero areHta (Relay Agent). Onuuns
82 DHCP HanpaeneHa Ha ykpenneHue 6e3onacHocTu cepsepoB DHCP u ynyJlweHns nonutmkm
kKoHurypauumn IP-agpecoB. PeTpaHcnupyowmin areHT gobasnset onuuio 82 (BKNHOYAOLLYHO
dm3ndecknn nopT [OCTyna KNueHTa, WOeHTUUKaATop YCTPOMCTBaA AocTyna u Opyryko
nHpopmaumio) B DHCP-3anpoc, nonyyvyeHHbIn OT KNWEeHTa, 3aTeM MepecbinaeT ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbIn nogaepxmaeT dyHKUMIO onumm 82, nony4vaeT
coobuleHne, OH Bblaendet knueHTy IP-agpec u gpyrvme napameTpbl B COOTBETCTBUWN C
npegHacTpOEHHbIMM NONUTUKaMKn 1 nHpopmaumen B onumn 82. B 10 ke Bpemst DHCP-cepsep
MOXeT naeHTMdUUMpoBaTb BCce BO3MOXHble aTakm DHCP-coobuieHmsamm B COOTBETCTBMM C
nHpopmaumen B onumm 82 1 3awmtnTb oT HUX. DHCP-peTpaHcnmnpytowmm areHT CHAMET ONuuMIo
82 ¢ oTBeTHOro coobLeHns 1 nepedacTt ero onpegeneHHoOMy NopTy YCTPOMCTBA AOCTyna, B
COOTBETCTBUM C UHhopMaLmen o bmsmyeckoM nopte B onumn. NpumeHeHne onuun 82 DHCP
npo3payvyHo Ang KnneHTa.

28.1.1. CtpykTypa coobweHuns onuum 82 DHCP
CoobuweHrne DHCP moxeT nMeTb HECKONbKO CErMEHTOB OMnLuuiA, onumsa 82 oaMH U3 HUX.
OHa pomkHa 6bITb Nocne apyrux onumim, Ho oo onummn 255. Bot ee hopmar:

Code Length Agent Information Field
82 z Sub Sub sub | | sub
Option 1 | Option 2 | Option 3 Option M

Code: npegcraBnseT NOpPsiAKOBbIA HOMEP OMUMM MHOPMaLMM PETPaHCNNPYIOLWEro areHTa,
onuus 82 Tak HasbiBaeTcs notomy, Uto RFC3046 onpenenseT ee kak 82.

Len: konnyecTBo 6anT B nore MHopmMaumm areHTa, He BKtovasi Aa 6anTa B cermeHTe Code
n cermeHTe Len.

Onuua 82 mMoxeT UMeTb HEeCKONbKOo cyb-onuun, TpebyeTca Kak MUHUMYM ofHa cyb-onuus.

RFC3046 onpepensieT cneaytowme ase cy6-onumm, opmaT KOTOPbIX MOKa3aH HUXeE:

SubOpt  Length Sub-option Value

1 N s1 s2 s3 sM
SubOpt  Length Sub-option Value

2 N i1 i2 i3 iM

SubOpt: nopsigkoBbin HOMep cy6-onuun, nopagkoBbin Homep cy6-onumm Circuit-ID — 1,
nopsakoBbIN HOMep cy6-onumm Remote ID — 2.

Len: konuyecTtBo 6anTt B cyB-onuun, He Bknoyasa gea banta B cermeHTe SubOpt n cermenTe

Len.
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28.1.2. MexaHnam pab6oTtbl onuum 82
DHCP Discover DHCP | Option 82
DHCP DHCP
< Offer
DHCP DHCP | Option 82
R t
eques >
DHCP DHCP
< Ack
goooo
gogogo
ggagooao
aoooono
goooog
gogoogo
googooao
ooooo
55555580000 DHCP Relay, %
DHCP client Agent

DHCP Server

PucyHok 61. narpamma notokos onuun 82 DHC

Ecnn DHCP petpaHcnupylowmin areHt nogaepxmsaet onumo 82, DHCP-knueHT aosmmkeH
nNponTn criegylowmne Yetoipe wara, Ytobbl nonyunth IP-agpec ot DHCP-cepBepa: discover,
offer, select n acknowledge. NpoTtokon DHCP cnegyeTt npuBeaeHHON HWXe npouenype:

1. DHCP-KNMeHT Npu nHMumanmsauum nocbifiaeT LWMpoKoBeLLaTenbHOe coobLieHne
3anpoca. JTo coobLeHne He nMmeeT onuumn 82.

2. DHCP-peTpaHcnmpyrowmin areHT obaeuT onuuio 82 K coobLLeHnIo 3anpoca, KoTopoe
OH MOMy4uT, 3aTem nepeLuneT ato coobuweHne DHCP-cepsepy. Mo ymonyaxuio
cy6-onuua 1 onuum 82 (Circuit ID) aTo nHcpopmauma o6 nHtepdeince, K KOTOPOMy
nogkntoyeH DHCP-knueHT (VLAN 1 douanyeckon nopT), HO NOMnb3oBaTerb MOXeET
HacTpouTb Circuit ID no ceoemy ycmoTpeHuto. Cyb-onumsa 2 onuumn 82 (Remote ID)
aTo MAC-agpec yctponctsa DHCP-peTpaHcngaTopa.

3. lMocne nonyvyeHns DHCP-3anpoca DHCP-cepBep BblAenuT KNUeHTy IP-agpec u
ApYryto MHpopmaumio, B COOTBETCTBUN C NPEAHACTPOEHHBLIMU NONUTUKAMU U
nHpopmaumen B onumm 82. 3atem oH HanpasuT DHCP-peTpaHcnvpylowemy areHTy
oTBeTHoe coobuieHne ¢ DHCP-koHdurypaumen n onuunen 82.

4, DHCP-peTpaHCnupylowmn areHT o4nCTUT OTBETHOE CoobLLeHne OT onunn 82 n
HanpaBWT ero KNneHTy.
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28.2. Cnucok 3apa4 koHdurypauumm onumun 82 DHCP

1. Bknountb onumio 82 DHCP peTpaHCnMpyoLLero areHTa.

BkntounTs onumo 82 DHCP-cepBepa.

HacTtpoutb pasgenutens.

No oprwDd

HacTtpoutb meTog cosgaHus onumm 82.
MpoBoanTb AMArHOCTUKY 1 nogaepxky onummn 82 DHCP.

HacTtpoutb atpmbyTbl nHtepdenica onuun 82 DHCP.

HactpouTtb chopmat no ymonyanuio onumm 82 DHCP-peTpaHCnMpyoLero areHra.

1. Bknountb onumto 82 DHCP-peTpaHCcnupytoLero areHTa.

KomaHaa

OnucaHue

Oo6wmn pexnm

ip dhcp relay information option
no ip dhcp relay information option

Bkniovaetr  doyHKumn 82 Ha
peTpaHcnupytowem areHTe
KommyTatopa. KomaHga no BbIKYaeT

YHKLUMIO.

onuuu

2. Hactpoutb aTpnbyThl MHTEPpdenca onumm 82 DHCP.

KomaHga

OnucaHue

Pexum koHcurypauum nitepdenca

ip dhcp relay information policy {drop |
keep | replace}

no ip dhcp relay information policy

YcTaHaBnvBaeT NOAUTMKN peTpaHCraumm
COOOLLEHNS, KOTOPOE YXE COOEPXUT
onunio 82. Pexunm drop o3HayaeT, 4To
coobuleHne, copepxagee onuuio 82,
Oyoetr otbpoweHo ©6e3 kakou-nmbo
obpaboTkn. Pexunm keep o3HayaeT, 4To
CUCTEMA OCTaBWUT OPUIMHAIbHYH OMLMIO
82 wn nepepact coobuieHne cepBepy.
Pexum replace o3HavaeT, 4TO cucrtema
3aMEHUT CYyLWEeCTBYIOLWWY onuuo 82
CBOEN U nepegacT coobLieHne cepsepy.
KomaHga no ycTaHOBUT MONUTUKY B
pexum no ymonyanuto — replace.
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KomaHaa

OnucaHue

Ip dhcp relay information option
subscriber- id {standard | <circuit-id>}

No ip dhcp
subscriber-id

relay information option

YctaHaBnuBaeT dopmat cyb-onumn 1
onummn 82 (Circuit ID), standard o3Ha4aeT

CcTaHgapTHble  HasBaHua  VLAN "
domsnyeckoro nopTa, Hanpumep,
«Vlan2+Ethernet1/0//12», <circuit-id> 310
coxepxxaHue circuit-id, 3ajaHHoro

nonb3oBaTenem (cTtpoka He 6Gonee 64
cumBonoB). KomaHga no  ycTaHOBUT
CTaHOapTHbIN hopmar.

Oo6wmn pexnm

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp
remote-id

relay information option

YcrtaHaBnueaeT dopmat cyb-onummn 1
onumn 82 (Remote ID). KomaHga no
YCTaHOBUT CTaHA4apTHbIM hopmar.

3. Bkntouuts onumto 82 DHCP-cepsepa.

KomaHaa

OnucaHue

Oo6wmn pexnm

ip dhcp server relay information enable
no ip dhcp server relay information enable

Mo3sonset DHCP-cepBepy kommyTaTopa
naeHTudomumposatb onumto 82. KomaHaa
NO OTKIMOYaET 3TY PYHKLMIO.

4. HacTtpoutb chopmaT Mo ymon4daHuto onuum 82 DHCP-peTpaHCnMpyHoLLEro areHTa.

subscriber- id format {hex | acsii | vs-hp}

Komanpa OnucaHue
Oo6wmin pexum
ip dhcp relay information option | YctaHaBnuBaet opmaTt subscriber-id

onumn 82 peTpaHCNUPYIOLLIErO areHTa.

ip dhcp relay information option remote-id
format {default | vs-hp}

YcTtaHaBnuBaeT oopmat remote-id onumm
82 peTpaHcnupyoLlero areHTa.
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5. HacTtpouTtb pasgenuTtens.
KomaHpa OnucaHue
Oo6wmn pexnm
ip dhcp relay information option delimiter | HactpanBaet pasgenutenb  Kaxgoro
[colon | dot | slash | space] napameTtpa cybonumn B onumn 82 B
no ip dhcp relay information option [M100anbHom  pexuve. Komawaa no
delimiter BOCCTaHaBnNuBaeT  pasgenurtens  No

ymornyaHuio — slash.

6. HacTtpoutb meaoT co3gaHus onuun 82.

KomaHaa

OnucaHue

oowun

pexum

ip dhcp relay information option self-

YcTtaHaBnuMBaeT MegoT co3gaHus onuum

defined remote-id {hostname | mac | string | 82, nosib3oBaTenu MOryT
WORD} CaMOCTOATENBHO onpenennTb
no ip dhcp relay information option self- = N@PaMeTPbI Cyb-onumn remote-id.
defined remote-id

ip dhcp relay information option self- | YctaHaBnuBaet NoNb30BaTENbCKUM

defined remote-id format [ascii | hex]

dopmat remote-id gna onumn 82.

ip dhcp relay information option self-

YcTtaHaBnuMBaeT MeToq co3faHus onumm

defined subscriber-id {vlan | port | id | 82, nosib3oBaTenu MoryT
(switch-id (mac | hostname)| remote-mac)| | camoCTOATENBHO onpeaenuTb
string WORD} napameTpbl cyb-onumu circuit -id.
no ip dhcp relay information option self-
defined subscriber-id
ip dhcp relay information option self- | YctaHaBnuBaet NnoJsib30BaTESIbCKUN
defined subscriber-id format [ascii | hex] dopmar circuit -id gna onuumm 82.
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7. TlpoBoguTb ANMarHOCTUKY M nogaepxky onuumn 82 DHCP.

KomaHaa OnucaHue

Pexum agMmuHucTpartopa

show ip dhcp relay information option OTobGpaxaeT MHOopMaLMIO O COCTOAHUU
onumn 82 B cucTteme, BKIYasas Bce
napamMmeTpbl HACTPOMKM.

debug ip dhcp relay packet Wcnonbayetca ans oTobpaxeHus
nHdopmauum o6 obpaboTke nakeToB B
DHCP-peTpaHcnupyoLiem areHTe,
BKMOYass OencrtBus  «obaBuTb» U
«OYMCTUTBLY.

28.3. NMpumepbl npumeHeHusa onuun 82 DHCP

o RN SwitchC

SwitchA
‘-

-

Vian2:Ethernet1/0/2 | DHCP relay

DHCP Client PC1

[ o o [ o [
o o o o o o
o o o o
o o o o o

o
[m]
u]
[m]
[u]
[u]
[m]
[m]

Vian3
 — | Vlan2:Ethernet1/0/3 %
—T =5 SwitchB

DHCP Client PC2
PucyHok 62. Tunoson npumep npumeHeHus onumm 82 DHCP

B paHHom cxeme oba kommyTaTtopa BTOpPOro ypoBHA (A v B) nogkntoyeHbl K KOMMyTaTopy
TpeTbero yposHs (C), kotopbii nepegaet DHCP-3anpockl 0T kKnueHToB cepeepy. Ecnu onuua
82 BblkntoveHa, DHCP-cepBep He CMOXeT pacno3HaTb, M3 KaKOW MOACETU KIMEHT, U BCe
KIMWEeHTbI, NOAKNIoYeHHble K SwitchA n SwitchB, 6yayT nonyyaTtb agpeca ns obLiero agpecHoro
nyna DHCP-cepBepa. Nocne BkntoyeHnsa onumm 82, T.K. kommyTatop 3 gobaensieT K 3anpocy
NMHOPMALMIO O MOPTE, CEPBEP CMOXET pacno3HaTb, B KAKOW CETU HAXOAUTCA KNNEHT (SwitchA
nnn SwitchB) 1, Takum o6pas3om, CMOXeT BblAeNsATb Pa3HOe afgpecHoe NMPOCTPaHCTBO OBYM
noaceTsiM, YToObl YNIPOCTUTb YNpaBfeHne CeTblo.

KoHdpurypaumsa SwitchC (MAC agpec 08:B6:C3:00:00:01):
Switch3(Config)#service dhcp
Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
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Switch3(Config)#interface vlan 3

Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP-cepBep nogaoepxmBaeT onuuio 82, ero KoHurypauuoHHbin avn
/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2ClasSwitchA»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/2» and option agent.remote-
id=08:B6:C3:00:00:01;

}

class "Switch3Vlan2ClasSwitchBx»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3» and option agent.remote-
id=08:B6:C3:00:00:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {

option routers 192.168.102.2;

option subnet-mask 255.255.255.0; option domain-name "example.com.cn";
option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";
}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";

}
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}

Tenepb DHCP-cepBep 6yaeT Bblaenatb agpeca Ansi y3noB ¢ KOMMyTaTopa 2 U3 avanasoHa
192.168.102.21 ~ 192.168.102.50, a gna kommyTtaTopa 1 n3 guanasoHa 192.168.102.51 ~
192.168.102.80.

28.4. Nouck HeucnpasHocTten onuun 82 DHCP

Onumnsa 82 DHCP peanusoBaHa kak nogdyHkumsa mogyna DHCP-peTpaHcnsaTopa. MNpexae, yem
ee ucnonb3oBaTb, Heobxogmmo ybeantbes, Yto DHCP-peTpaHcnmpyowmn areHT HacTpoeH
NpaBUIbHO.

Onuusa 82 TpebyeT B3aumogencteua DHCP-petpaHcnaTopa n DHCP-cepsepa. DHCP-cepBep
AOIDKEH YCTAHOBWUTb MOSIUTMKY BblOENEHMS agpecoB OCHOBLIBAsSICb Ha CETEBOW TOMOOrmn
DHCP-peTpaHcnaTopa, HO, gaXe €ecrnv peTpaHcnaTop paboTtaeT HoOpMarbHO, BblOeneHue
afpecoB MOXET He nonyuuTbes. Ecnu B ceTu Gonblie ogHOro peTtpaHcnaTopa, yaenute
BHMMaHue nonutuke nepega4m DHCP-3anpocos.

Mpn peanusaumm dyHkuumn onumm 82 DHCP-peTpaHcnaTopa, nogpobHast nHdopmaums o
npouecce paboTtbl yHKUmm onumm 82 DHCP-peTpaHcnaTopa MoXeT ObiTb NOfy4YeHa KomaHaom
«debug ip dhcp relay packet». 3ta nHopmauunsa MOXeT MOMOYb B MOUCKE HENCTIPABHOCTEN.

Mpn peanusauuun dyHkumm onuum 82 DHCP-ceBepa, nogpobHasi MHdopMaumsa o npouecce
paboTbl yHKUMM onumm 82 DHCP-cepBepa MmoxeT 6bITb NnonydeHa komaHgon «debug ip dhep
server packet». 9Ta nHdopmaums MoXXeT MOMOYb B NMONCKE HEUCMPABHOCTEN.
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29. Ornuwnnm 60 1 43 DHCP

29.1. BBegeHue B onuun 60 u 43 DHCP

DHCP-cepBep aHanuaupyeT naketbl oT DHCP-knneHTa. Ecnn npuxogut nakeT ¢ onumein 60,
cepBep npuHUMaeT peweHne BosepawaTtbe M DHCP-knneHTy nakeTbl ¢ onuuen 43 B
cooTBeTCcTBMM C onuunen 60 n HacTpamBaeT napameTpbl 60 n 43 B agpecHOM NPOCTPaHCTBE

cepsepa DHCP.

HacTponka cooTtseTcTBYlOLWMX onumin 60 n 43 B agpecHoM npoctopaHcTee DHCP-cepBepa:

1. B agpecHom npocTpaHCcTBe HacTpamBatoTcs onumm 60 n 43 0gHOBPEMEHHO.
Mpuxognt DHCP-nakeT ¢ onumnen 60 ot DHCP-knneHTa, ecnu oH coBnagaet ¢
onumen 60 agpecHoro npocTtpaHcTea DHCP-cepsepa, DHCP-KNMEHT nony4uT onuumio
43, HaCTPOEHHYIO B agpeCHOM NpocTpaHcTBe, nHadve onuuns 43 DHCP-KNNeHTy He

BO3BpallaeTcH.

2. B appecHoOM nNpocTpaHCTBE HacTpamBaeTCs TomMbKo onuna 43, coBnagatowas ¢
no6on onuuwen 60. Ecnu nonyyeH DHCP-nakeT ¢ onuuen 60 ot DHCP-knneHTa, To
DHCP-KNUeHT nonyyuT onuuio 43, HaCTPOEHHYO B aApeCcHOM MPOCTPaHCTBE.

3. Ecnu B agpecHOM nNpocTpaHCTBe HacTpoeHa Tonbko onuns 60, To DHCP-KNWUEHT He

nony4ut onuuio 43.

29.2. Hactpouka onuumn 60 u 43 Ha DHCP

1. basoBble HacTponkn onumn 60 n 43.

KomaHaa

OnucaHue

Pexxum KoHurypaumm agpecHoro npocTpaHcTea

option 60 ascii LINE

Hactponka onumm 60 B CUMBOSbHOM
cTpoke B dopmate ascii B pexume
ip-agpecHoro npoctpaHctea DHCP

option 43 ascii LINE

Hactponka onummn 43 B CUMBOSIbHOM
cTpoke B opmate ascii B pexume
ip-agpecHoro npoctpaHcTtea DHCP

option 60 hex WORD

Hactponka onumm 60 B CUMBOSIbHOM
cTpoke B dopmate hex B pexume
ip-agpecHoro npoctpaHcTtea DHCP

option 43 hex WORD

Hactponka onuun 43 B CUMBOJSILHOM
cTpoke B dopmate hex B pexume
ip-agpecHoro npoctpaHcTtea DHCP
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KomaHpa OnucaHue
option 60 ip A.B.C.D Hactporika onuum 60 B CUMMBOSBLHOWM

ctpoke B dopmate IP B pexume
ip-agpecHoro npoctpaHcTtea DHCP

option 43 ip A.B.C.D Hactporika onuum 43 B CUMMBOJSbHOM
cTpoke B (opmate I[P B pexnme
ip-agpecHoro npoctpaHcTtea DHCP

no option 60 YpaneHue HacTpoek onumn 60 B pexume
aZlpecHOoro npocTpaHcTBa

no option 43 YpaaneHue HacTpoek onumn 43 B pexuve
aZipecHOoro npocTpaHcTBa

29.3. NMpumep HacTpoukn onumm 60 u 43 DHCPV6

o o
o o
o o
o i o o [ o
o i o o o

Switch g
Host
DHCP server
Fit AP nonyyaer IP-agpec u onumo 43 — npusHak DHCP-cepsepa pnns oTnpasku

opHoagpecHoro discovery-3anpoca Ha 6ecnpoBoabin koHTponnep. DHCP-cepsep HacTpanBaeT
onuwuto 60 B cooTBeTcTBUM C onunen 60 Fit AP n Bo3epallaet 43 onuuio FTP AP.

# Hactpownka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTpaHeHue HeucnpasHocTen 60 n 43 onuuun DHCP

Ecnu BosHukatoT npobnem npu HacTponke DHCP-onuun 60 n 43, noxanyincta ybeanteck, 4To
npobnembl He Bbi3BaHbl CrieayoLwmMMm NpUYMHaMu:

e [lpoBepbTe BKMOYEHa Ny yHKUMA cnyx6ul DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onuun 60, ydeamTech, 4TO OHO coveTaeTcH
c onuwmen 60 B nakeTax.
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30. ornuun 37, 38 DHCPV6
30.1. BBeaenue B onuumn 37, 38 DHCPv6

DHCPv6 (npoTtokon AavHamudeckon KoHdurypauum xoctoB ans |IPv6) paspabotaH ans
agpecHon cxembl IPv6 wn wucnonbayetca pnnsg HasHadyeHus xoctam IPv6-npedukcos,
IPv6-agpecoB 1 Apyrnx KOHUrypaumMoHHbIX NnapaMeTpoB.

Ecnn DHCPV6-knMeHT xo4eT 3anpocuTb napameTtpbl koHdwurypaumm ot DHCPv6-cepsepa,
Haxogsweroca B OpyroM cermeHte, 10 gns atoro notpebyetca DHCPv6-peTpaHcnaTop.
DHCPvV6-coobLieHne, NpUHATOE peTPaHCnATOPOM, MHKancynupyetca B «relay-forward»
nakeTbl, nepenpasnsemMble cepBepy, KOTopbi 3aTeM oTBedaeT DHCPv6-peTpaHcnsaTopy
naketammn «relay- reply». 3aTtem peTpaHCNSTOp BOCCTaHaBnMBaeT W3 3TUX MNAKETOB
DHCPV6-coobLeHne n nepecbiniaeT ero KNneHTy.

EcTb HekoTopble npobnembl Npu ucnonb3oBaHun DHCPv6-peTpaHcnaTopa, Hanpumep, Kak
HasHaunTb |P-agpec B (pukcMpoBaHHOM [AmanasoHe KOHKPEeTHbIM nonb3oBaTenam? Kak
nsbexatb HeneranbHOro npucBoeHusi |P-agpecoB, BbI3BAHHOrO aTakowW, HaLUEeneHHoW Ha
ncuyepnaHme cBobogHbix agpecoB? Kak wusbexartb HeneranbHbix DHCPv6-knneHTOB,
ncnoneayowmx MAC-agpec opyrmx KNMeHToB? ATy Npobriembl peLlatoTcs MocpeacTBOM ONuMN
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwmn 37 n 38 DHCPv6 nogo6Hel onuun 82 DHCP. DHCPv6-peTpaHcnaTop gobaensaeT onumm
37 n 38 k nepecbinaemMbiM 3anpocam M ybupaeT 3Tm onumMm u3 OTBETOB cepBepa. Takum
o6pasom npumeHeHune onumi 37 n 38 Npo3payvHo ANa KNUEeHTa.

Mo onuuam 37 n 38 DHCPv6-cepBep moxeT ayteHTudumumpoBate DHCPV6-knueHTa u
DHCPV6-peTpaHcnvpytoLiee yCTPOMCTBO, HasHa4vyaTb M YyNpaBnATb KINMEHTCKMMU agpecamu,
TeM camblM NpeaoTBpalaTh pasnmyHble DHCPv6-aTaku. Tak kak cepBep onpeaensieT, ¢ Kakoro
nopTa AoCTyna npuLen 3anpoc, OH MOXET OrpaHMYNTb KONMYECTBO BblAensieMbiX aapecoB Ha
nopT AoCTyna, TeM cambiM MPefoTBpPaTUTb aTaKy, HaLENEeHHY Ha ucdepnaHve agpecos.
OpHako RFC4649 n RFC4580 He onpeaenstoT, kak cepsep Oyaet ucnonb3osatb onuum 37 n
38, nonb3oBaTesib MOXET MCMNOMb30BaTb UX MO CBOEMY YCMOTPEHUIO.

30.2. Cnucok 3apgay koHdurypauum onumm 37, 38 DHCPV6

1. KoHdwurypaums 6asosbix onuun Dhcpv6 snooping.
2. KoHdpurypaumsa 6a3osbix onumi Dhepv6-peTpaHcnsTopa.
3. KoHdurypaumsa 6a3osbix onumi Dhepv6-cepsepa.

1. KoHdurypaumusa 6a3sosbix onuuin Dhepv6 snooping.

KomaHpa Description

O6wun pexnm

ipv6 dhcp snooping remote-id option Bkntovyaet nogaepxky onumn 37 B
DHCPv6  snooping. KomaHga no

no ipv6 dhcp snooping remote-id option
BbIKIOYaET NOAOEPXKKY.
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KomaHaa

Description

ipv6 dhcp snooping subscriber-id option

no ipv6 dhcp snooping subscriber-id
option

38 B
no

BkntovyaeT nogaepxky  onumm
DHCPv6  snooping. KomaHga
BbIKNHOYAET NOAAEPXKKY.

ipv6 dhcp snooping remote-id policy {drop
| keep | replace}

no ipv6 dhcp snooping remote-id policy

YcTaHaBnMBaeT MONMUTMKY MepechbInku
NaKkeToB, YXke coaepxalLmx onumto 37.

drop — cuctema npocTo oTbpocuT nNakeTbl
c onuuen 37;

keep — cucTtema COXpaHUT WCXOAHYIO
onuwmio 37 1 nepeLuneT NakeT cepBepy;

replace - cuctema 3aMeHUT
cywiecteyowyto onuuto 37 cBoen U
nepewneT naket cepsepy. KomaHaa no
ycTaHaBnmBaeT NONUTUKY replace.

ipv6 dhcp snooping subscriber-id policy
{drop | keep | replace}

no ipv6 dhcp snooping subscriber-id
policy

YcTtaHaBnMBaeT MNOMUTUKY  MEpPechbiiku
NakeToB, yXXe cogepXalumx onumto 38.

drop — cuctema npocTo oTbpocnT nakeTobl
c onumen 38;

keep — cucTtema COXPaHWUT WCXOAHYHO
onuuio 38 1 NepeLUneT NakeT cepBepy;

replace - cuctema 3aMeHuT
cyuiecTeyowyto onuuto 38 cBoen U
nepewneT nakeT cepsepy. KomaHga no
yCTaHaBnmMBaeT NONUTUKY replace.

ipv6 dhcp snooping subscriber-id select
(sp | sv | pv | spv) delimiter WORD
(delimiter WORD |)

no ipvé dhcp snooping subscriber-id
select delimiter

HacTtpauBaet NOonb30BaTENbCKYHO
KOHpurypaumio  onuum  subscriber-id,
KomaHga no BOCCTaHaBnuBaeT
KOH(Mrypaumio No  yMOMYaHuoo, T.e.

3aBoackon Homep BmecTte ¢ VLAN MAC.

ipv6 dhcp snooping subscriber-id select
(sp|sv|pv|spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id
select delimiter

HactpanBaeTt Nonb30BaTENbCKYIO
KOHurypaumio  onumn  subscriber-id,
KomaHga no BOCCTaHaBnuBaeT
KOH(purypaumio no  ymomn4yaHuio, T.e.

Ha3BaHMe VLAN BMecTe C Ha3BaHueEM
nopra.
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KomaHaa

Description

Pexum nopta

ipv6 dhcp snooping remote-id <remote-
id>
no ipv6 dhcp snooping remote-id

3apaet popmy fobasneHus onumm 37.

<remote-id> 9TO cogepxaHue nons
remote-id B onpeneneHHomn
nonb3oBartenieMm onuun 37, CTpoKa He
oone 128 cumBonoB. KomanHga no
BOCCTaHaBnNuBaeT  KOHurypauuwo o
YyMOSl4aHMo, T.e. 3aBOACKOWM  HOMep

BmecTe ¢ VLAN MAC.

ipv6  dhcp subscriber-id

<subscriber-id>

shooping

no ipv6 dhcp snooping subscriber-id

3apaet oopmy gobaesneHms onumm 38.

<subscriber-id> ato cogepxaHvne nons
subscriber-id B onpeaeneHHomn
nonb3oBateniem onuun 38, CcTpoka He
oone 128 cumBonoB. Komanga no
BOCCTaHaBNMBaeT KOHUrypauuw no
yMosiyaHuio, T7.e. HaszBaHne VLAN BmecTe
c Ha3BaHMEM nopra, Hanpumenp,
"Vlan2+Ethernet1/0/2".

2. KoHdurypauuma 6asoBbix onumin Dhcpv6-peTpaHcnsTopa.

KomaHaa

Description

Oo6wun

pexum

ipv6 dhcp relay remote-id option
no ipv6 dhcp relay remote-id option

BknovyaeTr nopaepxkky onumn 37 B
DHCPvV6-peTpaHcnaTope. KomaHga no
BbIKNKOYaeT NogOEPXKKY.

ipv6 dhcp relay subscriber-id option
no ipv6 dhcp relay subscriber-id option

Bkniovaetr nopgoepxkky onumm 38 B
DHCPv6-peTpaHcnaTope. KomaHga no
BbIKIOYaET NOAOEPXKKY.

no ipv6 dhcp relay remote-id delimiter

ipv6 dhcp relay remote-id delimiter WORD

HactpavBaeTt NOnNb30BaTENbCKYHO
KOHpUrypauumo onuum remote-id.
KomaHnpa no BOCCTaHaBnueaet
KOHUrypaumio Mo ymomnyaHu, T.e.

3aBoackon Homep BmecTte ¢ VLAN MAC.
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KomaHpa Description

ipv6 dhcp relay subscriber-id select (sp | sv | HactpanBaet NoNb30BaTENbCKYHO

| pv | spv) delimiter WORD (delimiter | koHdurypauuio  onuun  subscriber-id.

WORD |) Komanpga no BOCCTaHaBnueaeT
KOHUrypaumio no yMmomnyaHuio, T.e.

no ipv6 dhcp relay subscriber-id select
delimiter

Ha3BaHne VLAN BMecTe C HasBaHuMEM
nopTa.

Pexum koHdurypaumum nitepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id>
no ipv6 dhcp relay remote-id

3apaet opmy gobasneHums onumm 37.

<remote-id> 3TO cogepxaHue nons
remote-id B onpeneneHHomn
nonb3oBarteniem onuun 37, CTpoKa He

oone 128 cumBonoB. KomaHga no
BOCCTaHaBnNMBaeT KoHdwurypauuio no
YyMOSl4aHMO, T.e. 3aBOACKOM HOMep

BmecTe ¢ VLAN MAC.

ipv6 dhcp relay subscriber-id <subscriber-
id>
no ipv6 dhcp relay subscriber-id

3apaet cbopmy aobaeneHus onumn 38.

<subscriber-id> ato cogepxaHue nons
subscriber-id B onpeaesnieHHon
nonb3oBarteniem onuunm 38, CTpoka He
donee 128 cumBonoB. KomaHga nho
BOCCTaHaBNMBaeT KOHQUrypauuwo no
ymorn4yanuto, T.e. Ha3eaHue VLAN BmecTte
C HasBaHMEM nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2".

3.  KoHdwurypauma 6asosbix onumin DHCPv6-cepaepa.

KomaHaa

Description

O6wun pexnm

ipv6 dhcp server remote-id option
no ipv6 dhcp server remote-id option

BknovaeT nopaepxkky onumn 37 B
DHCPv6-cepBepe. KomaHga no
BbIKNOYaET NOLOEPXKKY.

ipv6 dhcp server subscriber-id option
no ipv6 dhcp server subscriber-id option

Bkniovaetr nopgepxkky onumm 38 B
DHCPv6-cepBepe. KomaHpa no
BbIKIOYaET NOAOEPXKKY.
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KomaHpa Description
ipv6 dhcp use class BknoyaeT nognepxky MCNonb30BaHUS

DHCPv6-knaccoB npu  nNpuMcBOEHUA
agpecoB. KomaHaa no BbIKIOYaeT 3To,
He yaansas HacTponky knaccos DHCPVG.

no ipv6 dhcp use class

ipv6 dhcp class <class-name> Onpepensetr DHCPv6-knacc n BxoauT B
pexum KoHdurypauun DHCPv6- knacca.

no ipv6 dhcp class <class-name>
KomaHaa no yganser knacc.

Pexum koHdurypauum nitepcenca

ipv6 dhcp server select relay-forward Bkntovyaetr BbIGOp onumn 37 wn 38
no ipv6 dhcp server select relay-forward | BHYTPEHHEro ypoBHs, Kkorda B nakete,
npvlleAeM  OT  peTpaHCrsTopa,

CyLLeCTBYeT HECKOSbKO onunn 37 nnu 38.
KomaHga no BosBpaljaeT HacTpoKrKy Mo
yMon4yaHuto, T.e. Bblbop onuun 37 n 38
OpPUrMHanbHbIX NAKETOB.

Pexum koHdurypaumm DHCPv6 knacca

{remote-id <remote-id> | subscriber-id | HactpanBaeT onumn 37 n 38, koTopbIE
<subscriber-id>} COOTBETCTBYHOT Kraccy.

no {remote-id <remote-id> | subscriber-id
<subscriber-id>}

class <class-name> AccouumpyeT Knacc ¢ nysiom agpecos n
BXOAMWT B PEXNM KOHUrypauum knacca B

no class <class-name>
nyne apgpecoB. KomaHga no y6upaet

accoumaumio.
address range <start-ip> <end-ip> YcTaHaBnmBaeT guanasoH agpecoB Ans
no address range <start-ip> <end-ip> DHCPv6-knacca. KomaHga no ypansert
AnanasoH. dopma 3anucu

«npeduKc/annHa» He NogaepXnBaeTcs.
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30.3. Mpumepbl onuumn 37, 38 DHCPV6

30.3.1. NMpumep onuun 37, 38 B DHCPV6 Snooping
SwitchB

101 | SwitchA

1/0/2 1/0/4
1/0/3

 —

=]

SE5E5E8BEBRR
] I I HE5HHEEHERRRR

MAC-BB MAC-CC
PucyHok 63. Cxema onuuii B DHCPv6 Snooping

CornacHo cxeme Mac-AA, Mac-BB 1 Mac-CC — o06bl4Hble nonb3oBaTenu, NoAKmtoYeHHble K
HepoBepeHHbIM UHTepdencam 1/0/2, 1/0/3 n Va cootBeTcTBeHHO. OHM nony4atoT IP-agpeca
2010:2, 2010:3 u 2010:4 no DHCPv6; DHCPv6-cepBep NOAKMOYEH K [OBEPEHHOMY
nHtepdgency 1/0/1. HactpoeHo Tpu nonuTukK BblgeneHns agpecos (knacco), CLASSWITCHA
cootBetcTtByeT onumn 38, CLASSWITCHB cootBetctByeT onumm 37, a CLASSWITCHC -
onumam 37 n 38. B nyne agpecos EastDormPool 3anpocam, COOTBETCTBYIOLMM Khaccam
CLASSWITCHA, CLASSWITCHB n CLASSWITCHC 6yayT HazHa4yeHbl agpeca 13 gnanasoHoB
2001:da8:100:1::2—2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 7]
2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTcTBEHHO. Ha kommyTaTope A BKNOYeHa
dyHKuns DHCPV6 snooping 1 HacTpoeHs! onuun 37 u 38.

KoHdurypauusa SwitchA:
SwitchA(config)#ipvé dhcp snooping remote-id option
SwitchA(config)#ipvé dhcp snooping subscriber-id option
SwitchA(config)#int e 1/0/1
SwitchA(config-if-ethernet1/0/1)#ipvé dhcp snooping trust
SwitchA(config-if-ethernetl/0/1)#exit SwitchA(config)#interface vlan 1

SwitchA(config-if-vlan1)#ipvé address 2001:da8:100:1::1
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SwitchA(config-if-vlan1)#exit

SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit

SwitchA(config)#

KoHdmrypauumsa SwitchB:

SwitchB(config)#service dhcpvé

SwitchB(config)#ipvé dhcp server remote-id option

SwitchB(config)#ipvé dhcp server subscriber-id option
SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#network-address 2001:da8:100:1::2

2001:da8:100:1::1000

SwitchB(dhcpvé-eastdormpool-config)#dns-server 2001::1
SwitchB(dhcpvé-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpvé-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpvé-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipvé dhcp class CLASSWITCHA
SwitchB(dhcpvé-class-clasSwitchA-config)#remote-id a0-12-34-00-00-01

subscriber-id vlanl+Ethernet1/0/1

SwitchB(dhcpvé-class-clasSwitchA-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHB
SwitchB(dhcpvé-class-clasSwitchB-config)#remote-id a0-12-34-00-00-01

subscriber-id vlanl+Ethernet1/0/2

SwitchB(dhcpvé-class-clasSwitchB-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHC
SwitchB(dhcpvé-class-clasSwitchC-config)#remote-id a0-12-34-00-00-01

subscriber-id vlan1+Ethernet1/0/3

SwitchB(dhcpvé-class-clasSwitchC-config)#exit
SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHA

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#address range

2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config) #exit
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHB

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchB-config)#address range

2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHC
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SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#exit

SwitchB(dhcpvé-eastdormpool-config)#exit
SwitchB(config)#interface vlan 1
SwitchB(config-if-vlan1)#ipvé address 2001:da8:100:1::2/64
SwitchB(config-if-vlan1)#ipvé dhcp server EastDormPool
SwitchB(config-if-vlan1)#exit

SwitchB(config)#

30.3.2. NMpumep onuun 37, 38 Ha DHCPv6-peTpaHcnaTope
Mpumep 1:

Mpun pasBepTbiBaHMM IPV6-ceTM anga BbigeneHus IPv6-agpecoB MoXeT ObiTb MCNONb3oBaHa
dyHkumst cepepa DHCPV6 Ha mapLupyTU3npyoweM yCTPONCTBE, eCin crieumarnbHbI cepBep
ncnonb3yeTca Ang paBHOMEPHOro pacnpegeneHunsa n ynpaesneHus IPv6-agpecamn. DHCPV6G
cepBep nopaepxusaetr oba pexuma, C oTcnexumBaHue coctosHusa (stateful) n 6e3 Hero
(stateless).

Ha ypoBHe goctyna ncnonb3dyetcs SwitchA ansa nogkntovyeHnsa nonb3oBaTtenemn obLexnTms; Ha
nepBoMm ypoBHe arrperaumm SwitchB, oH HacTpoeH kak DHCPv6G-peTpaHcnsaTop; Ha BTOPOM
ypoBHe arrperaumn SwitchC HacTpoeH kak DHCPv6-cepBep, 1 OH COeaANHEH C MarncTparnbHOn
ceTbto. Ha komnbloTepax gomkHa ObiTb ycTaHoBneHa OC, koTopasa noaaepXvmBaeT (OyHKLMIO
DHCPv6 client.
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SwitchC
Vlan1: 2001:da8:1:1::1 E
Vian 10: 2001:da8:10:1::1

SwitchB

Jlan1: 2001:da8:1:1::2 %
/lan 10: 2001:da8:10:1::2

/lan 100: 2001:da8:100:1::1

swion =23

—

DHCPv6 client

DHCPv6 server

DHCPvV6 relay

SEEEEEREERR

SoooSocoonoan

PucyHok 64. Cxema npumeHeHus onumii B DHCPV6-peTpaHcnaTope

KoHdpurypauma SwitchB:
SwitchB(config)#service dhcpvé

SwitchB(config)#ipvé dhcp relay remote-id option

SwitchB(config)#ipvé dhcp relay subscriber-id option

SwitchB(config)#vlan 10
SwitchB(config-vlan10)#int vlan 10

SwitchB(config-if-vlan10)#ipvé address 2001:da8:1:::2/64

SwitchB(config-if-vlan10)#ipvé dhcp relay destination 2001:da8:10:1::1

SwitchB(config-if-vlan10)#exit

30.4. NMouck HencnpaBHocTen onuun 37, 38 DHCPv6

MakeTbl 3anpocoB, oTchinaemble DHCPV6-knneHToMm, 31O multicast-nakeTbl, NomnyYeHHbIe
yctponcTteoM BHYyTpu ero VLAN. Ecnu DHCPV6-cepBep xo4eT nonyyatb nNakeTbl OT KIWEHTA,
KNMWEHT 1 cepBep OOMKHbI HaxoauTbea B ogHoM VLAN, mHaye HeobGxoaumo MCnonb3oBaTth

DHCPvV6-peTpaHcnaTop.

O6paboTka onuun 37,38 npu DHCPV6 snooping MOXeT MpOXOAWUTb OOHUM U3 CReayroLnx
obpa30B: 3aMeHUTb OpuUrMHaneHble onumn 37,38 cBoumMK; OTOpPOCUTL NakeT ¢ onumammn 37,38;

@ §) QTECH

MWP OOCTYMHEE

244



PykoBogctBo nonb3osatens ans cepun QSW-4530 n QSW-4900

oruwnmn 37, 38 DHCPV6 | www.gtech.ru |

He BbINOSHATL onepauunio gobaeneHus, nepegadn unu otbpaceiBaHms naketa. [loatomy, ecnu
IPv6-agpec He nonyyeH B COOTBETCTBMM € onuuamu 37,38, noxanyncra, npoBepbTe HAaCTPONKN
nonutuk DHCPv6 snooping Ha BTopoM ycTponctee. DHCPvV6-cepBep no ymonyaHuio nony4vaet
onumn 37,38 13 nakeTa, OTNPABNEHHOrO KMMEHTOM, TaK XX& MOXeT MosflydaTtb UX M3 nakera,
OTNPaBIIEHHOIO PeTPaHCAATOPOM.

DHCPv6-cepBep npoBepsieT  TOMbKO  Onuuu 37,38, nobGaBneHHble nepsbIM
DHCPvV6-peTpaHCnATOPOM, 3TO 3HAYUT, YTO B NakeTax peTpaHcnaTopa 4enCcTBUTENbHbI TOMBKO
onuwuun 37,38 camoro rry6oKoro ypoBHSi.
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31. KOHO®OUT'YPALUA DHCP SNOOPING
31.1. BeepaeHue B DHCP Snooping

DHCP Snooping o03Ha4aeT, 4TO KOMMYyTaTop HabnwgaeT 3a MNpouecCcoM MPUCBOEHMS
IP-agpecoB no npotokonly DHCP. 3T0 npepoTtepawaeT nodBfneHWe HeneranbHbIX
DHCP-cepsepos u DHCP-aTtaks nytem HacTpoOWMKM OOBEPEHHbIX U HeOOBEPEHHbLIX MOPTOB.
DHCP-coobLieHne ¢ [oBepeHHbIX MNOpPTOB nepegaetcs ©e3 nposepku. [pu TUNu4HOM
KOHdMrypauum OOBEpPEHHbIE MOPThI UCNONb3yTCs Ans nogkntodeHns DHCP-cepsepa unu
DHCP-peTpaHcnaTopa, a K HegoBepeHHbIM MopTaM NogxktoyaloTcs KnmeHTbl. C HeoBEepPEeHHbIX
nopToB KoMmyTaTop GyaeT nepecbinatb Tonbko DHCP-3anpockbl, HO He oTBeTbl. Ecnu ¢
HeJOBEpPEHHOro nopta nony4veHo coobweHne DHCP-oTBeTa, KOMMyTaTop NOAHMMET TPEBOTY
N npeanpuMmeT onpefeneHHble OencTBUS C MOPTOM, COrNacHO HacCTpoWKam, Hanpumep,
BblkrtoyeHne wnun cosgaHue «black hole». Ecnn BkniodeHa npuesska DHCP  Snooping,
KOMMYyTaTOp COXPaHWUT B COOTBETCTBYOLLEN Tabnuue CBA3YIOLLYIO MHOPMALUMIO O KaXKAOM
DHCP-knueHTe ¢ HegoBepeHHoro nopta (Bkntodas MAC-agpec, IP-agpec, apenay |P, Homepa
VLAN u nopta). Umes Takyto nHgpopmaumo DHCP Snooping, MOXXHO KOMBGUHMpOBATL C APYrMMU
MoaynaMun, Takmmu, kak dot1x n ARP, Unmn camocTosTENbHO peann3oBaTb KOHTPOMb A4oCTyna
nonb3oBaTeren.

3awuta ot nopgenbHoro DHCP-cepBepa: ecnu KommyTaTtop nepexBaTbiBaeT OTBET
DHCP-cepBepa (Bkntovas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHMMET TpeBory u
npeanpuMeT onpendenieHHble OEWCTBUSA, COrMacHO HacTpovkaM (BbIKITHOMEHME MopTa Wnu
cosfaHue «black hole»).

3awuTta ot neperpy3ku DHCP: 4yToObl n3bexartb 6onbLluoro konmyectea coobweHunn DHCP,
aTakyloWmx Mpoueccop, Mnosfb3oBaTeNb  MOXET  OrpaHU4MTb  CKOPOCTb  MONyYeHUst
DHCP-nakeToB Ha AOBEPEHHbLIX U HEAOBEPEHHbIX MOpTaXx.

3anucb paHHbIX npuBsAskn DHCP (dhcp snooping binding): DHCP snooping npwu
nepecbirike DHCP-nakeTtoB 6ygeT 3anuceiBaTh AaHHble (IP + MAC). MOXHO Tak e 3arpy3uTb
9TM aHHble Ha CepBep B LieNsiX BOCCTAaHOBEHWUSI yTEPSAHHOMN MHopMauun. [JaHHble NPUBA3KN,
B OCHOBHOM, UCMOMb3YylOTCH ANA HACTPONKM OUHAMUYECKUX MONb30BaTenNbCkux nopTos dotlx.
3a nogpobHon nHdopmaumen o dot1x obpaTutech, Nnoxanyncta, k rmaee «Hactpovika dot1x».

Ho6aeneHue cBasyowero ARP: moxHo 4o6aBuTb cTaTudeckyto cBsa3ky ARP B cOOTBETCTBUM
C OVHaMMNYECKMMN OaHHbIMK, YTOObI NpegoTBpatuTh ARP-MOLIEHHNYECTBO.

[o6aBneHne foBepeHHbIX NOfIb3OBaTeNen: MOXHO 406aBUTb 3arnncy B CNUCOK OBEPEHHbIX
nonb3oBaTternien B COOTBETCTBMM C MapamMeTpamMm CBA3YILMX AaHHbIX; 3TWU MNonb3oBaTtenu
nony4ar 4OCTyn KO BceM pecypcam 6e3 dot1x-ayTeHTudmkaumm.

ABTOMaTMYeCKOe BOCCTaHOBIEHME: Yepe3 HEKOTOPOE BPEMS MOCIE BbIKIMIOYEHNUS nopTa unm
cosgaHus «black hole», Hy>xHO aBTOMaTtu4ecku ybpaTtb 6r1oknpoBky nopta nnn MAC-agpeca u
OTNpaBuUTb Npu 3TOM MHOPMaLINIO Ha cepBep vepes syslog.

PyHKUMA KypHana: Korga kommyTaTop OOHapyXuBaeT HEHopMaribHble NMakeTbl, OH AOJPKEH
oTnpaBuTb NHOPMALNIO Ha cepBep XypHana vepes syslog.

lUndpoBaHme npuBaTHbIX COOOLWIEHMIA: CBA3b MeXdy KOMMYTaTOpoOM W BHYTPEHHeu
cuctemMon ynpaerieHus 6esonacHocTbio ceTu TrustView npoucxoouT 4Yepes npuBaTtHble
coobuweHnsa. Nonb3oBaTenu MoryT WNdpoBaThb 3TN COOOLLEHUSA B BEpcumn 2.

PyHKUMA pobaBneHue onuuu 82: pasnuyHble sub-onumm 82 pobasndwTca B
DHCP-coobueHne B COOTBETCTBUU CO CTAaTyCOM ayTeHTUdMKaL MM Nonb3oBaTens.
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31.2. MocnepoBaTtenbHOCTL 3afaa4y KoHdurypaumm DHCP Snooping

1. Bknwounte DHCP Snooping.
2.  Bkmouutb hyHkumo npmssskun DHCP Snooping.
3.  Bkmounts dyHkumio npussaskm ARP DHCP Snooping.
4. BknounTb doyHKumio onumm 82 DHCP Snooping.
5. YcTaHoBUTL BEPCUIO NPUBATHBLIX MAKETOB.
6. YcTaHOBMTb 3awiMdpoBaHHbIN KNtod DES gnga npuBaTHbLIX NAKETOB.
7. YcrtaHoBuTb agpec DHCP-cepeepa.
8. HacTtpouTb oBepeHHble NOPThI.
9. Bkmountb dyHKumio npuesaskn DHCP Snooping DOT1X.
10. Bkntountb doyHkumto npmesaskm DHCP Snooping USER.
11. Job6aBuTb 3annucu B cTaTU4ECKUIA CMINCOK.
12. YcTaHoBUTbL OENCTBUS 3aLUUTDI.
13. YcTaHOBUTb orpaHudeHne ckopocTtu nepegadn DHCP-coobLueHni.
14. BkniounTb oTNagky.
15. Hactpoutb atpmbyTbl onumnmn 82 DHCP Snooping.
1. Bkniounte DHCP Snooping.
KomaHpa OnucaHwue

FMobanbHbLIN peXxum

ip dhcp snooping enable
no ip dhcp snooping enable

BkntounTtb/Bbikntounts DHCP Snooping.

2.

BkntounTb doyHKumio npueasku DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

DHCP Snooping.

ip dhcp snooping binding enable BKNOYNTL/BBIKMIOYNTE  DYHKUUIO  MPUBA3KK
no ip dhcp snooping binding enable
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3. Bkmtountb pyHkumo npmeaskn ARP DHCP Snooping.

KomaHaa

OnucaHue

FnobanbHbLIN peXxum

ip dhcp snooping binding arp
no ip dhcp snooping binding arp

BKMOUYMTL/BBIKNIOYNTE  OYHKLUMIO  NPUBA3KK
ARP DHCP Snooping.

4. BknounTb dyHKumio onumm 82 DHCP Snooping.

KomaHaa

OnucaHue

FnobanbHbLIN peXxum

ip dhcp snooping information enable

no ip dhcp snooping information
enable

BKOYMTL/BBIKNIOYNTE - PYHKUMIO onumn 82
DHCP Snooping.

5. YcTaHoBUTb BEPCUIO NpuUBaTHbIX MAKETOB.

KomaHaa

OnucaHue

FmobanbHbIN peXxum

ip user private packet version two
no ip user private packet version two

HacTpouTb/yganutb  Bepcuio  NpUBaTHbIX
nakeToB.

6. YcTaHoBUTb 3aluMdpoBaHHbIN Knod DES Ana npuBaTHbLIX NakeToB.

KomaHga

OnucaHue

FmobanbHbIN peXxum

enable trustview key 0/7 <password>
no enable trustview key

HacTtpouTb/yaanutb 3awinMdpoBaHHbIN KoY
DES ans npuBaTHbIX MNakeTos.
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7. YctaHoBuTb agpec DHCP-cepsepa.

KomaHaa

OnucaHue

FnobanbHbLIN peXxum

ip user helper-address A.B.C.D [port

<udpport>] source <ipAddr>
(secondary|)
no ip user helper-address
(secondary|)

Hactpoutb/ypnanute agpec DHCP-cepsepa.

8. HacTpoutb foBEpEHHbIE MNOPTHI.

KomaHaa

OnucaHue

Pexum nopta

ip dhcp snooping trust {vlan <vlan-
list>}

no ip dhcp snooping trust {vlian <vlan-
list>}

Cpoenatb nopT AoBepeHHbIM. KomaHga no
OTMEHSIET HACTPOMKY.

9. Bkmountb dyHKumo npussaskn DHCP Snooping DOT1X.

KomaHga

OnucaHue

Pexum nopta

ip dhcp snooping binding dotlx
no ip dhcp snooping binding dotlx

BKMOUYNTB/BBIKNIOYNTL  PYHKLMIO  MPUBS3KU
DHCP Snooping DOT1X.

10. BkntounTb pyHKumio npusaskm DHCP Snooping USER.

KomaHaa

OnucaHue

Pexum nopta

ip dhcp snooping binding user-
control
no ip dhcp snooping binding user-
control

BKMOUYNTB/BBIKNIOYNTL  (PYHKLMIO  MPUBSA3KK
DHCP Snooping USER.
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11. Jo6aBuTb 3annucu B CTaTUYECKUIA CMINCOK.

KomaHaa

OnucaHue

MoGanbHbLIN pexnum

ip dhcp snooping binding user <mac>
address  <ipAddr> vlan <vid>
interface (ethernet|) <ifname>

no ip dhcp snooping binding user
<mac> interface (ethernet|) <ifname>

Hob6aBuTb/yganutb 3anucm B CTaTUYECKUN
CMNCOK.

12. YcTtaHoBUTbL AENCTBUS 3aLUMUTDI.

no ip dhcp snooping action

KomaHpa OnucaHue
Pexum nopta
Ip dhcp shooping action | YcTaHOBUTL/OTMEHUTb aBTOMaTn4eckune
{shutdown|blackhole} [recovery | 3aWmMTHbIE 4ENCTBUS Ha NopTax.
<second>]

13. YctaHoBuUTb orpaHmyeHmne ckopocTtn nepegadn DHCP-coobLeHunn.

KomaHga

OnucaHue

FMobanbHbLIN peXxum

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTb OrpaHNUYEHNE CKOPOCTU Nnepeaayn
DHCP-coobuieHun.

14. BkniounTb OTNaaKy.

KomaHaa

OnucaHue

Pexum agMmuHucTpartopa

debug ip dhcp snooping packet
debug ip dhcp snooping event

debug ip dhcp snooping update
debug ip dhcp snooping binding

MoxanyncTta, o6paTuTech K COOTBETCTBYHOLLEN
rnaBe noucka HeMcnpaBHOCTEN.
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15. Hactpoutb atpmbyTbl onumnm 82 DHCP Snooping.

KomaHaa

OnucaHue

MoGanbHbLIN pexnum

ip dhcp snooping information option
subscriber-id format {hex | acsii | vs-hp |
vs- huawei}

YctaHasnueaeTt ¢opmaTt subscriber-id
onuuun 82 DHCP snooping.

Ip dhcp snooping information option

YcTaHaBnueaeT copepxaHue cy6-onuum

untrusted

no ip dhcp snooping information option
allow-untrusted

remote-id {<remote-id> | standard | vs- remote-id onuun 82. KomaHga no
cisco | vs-huawei} BO3BpallaeT cTaHA4apTHbIN hopmar.

no ip dhcp snooping information option

remote-id

ip dhcp snooping information option allow- | Paspelsaetr  HegoBepeHHbIM — nopTam

npuHumate DHCP-nakeTbl ¢ onunen 82.
Ecnn He BkNOYeHO, BCe HeOOBEPEHHbIE
nopTbl oyayT oTbpackiBaTb
DHCP-nakeTbl ¢ onunen 82.

Ip dhcp snooping information option
delimiter [colon | dot | slash | space]

no ip dhcp snooping information option
delimiter

YcTtaHaBnvBaet pasgenutens  Ang
napameTpoB cy6-onuun onuumn  82.
Komanga no yCcTaHaBnueaeT

pasgenntens No ymonyanuio — slash.

ip dhcp snooping information option self-
defined remote-id {hostname | mac | string

3apaetr wmeTon cos3gaHuMa  onuun 82,
NoNb30oBaTeENM MOryT CaMOCTOATENbHO

defined remote-id format [ascii | hex]

WORD} onpegenuTb  napameTpbl  cyb-onuuu
no ip dhcp snooping information option  fémote- id.

self- defined remote-id

ip dhcp snooping information option self- | Nonb3oBatensckun ¢opmart remote-id

ans onuumn 82.

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id

3apaetr wmeTon cos3gaHuma  onuum 82,
nosib3oBaTeniM MOryT CaMOCTOSATESNbHO
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no ip dhcp snooping information option
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KomaHaa

OnucaHue

ip dhcp snooping information option self-
defined subscriber-id format [ascii | hex]

Monb3oBartenbckun popmar circuit-id gna
onuuu 82.

Pexum nopta

Ip dhcp snooping information option | YcTtaHaBnuBaeT cogepxaHue cy6-onuum
subscriber-id {standard | <circuit-id>} circuit-id  onumm 82. KomaHga no
no ip dhcp snooping information option  BO3BPALIAET CTAHAAPTHLIN (PopmaT.
subscriber-id
31.3. TunoBoe npumeHeHne DHCP Snooping
Ack

—

= Switch X«——

DHCP Client | 1/0/1 1/0110 DHCP Client
IP:1.1.1.5 IP:1.1.1.6
MAC: AA —— 1om1]| | 1012 FRsEeee\ MAC: BB

88888
ooooa
Gateway

—

DHCP server

PucyHok 65. TunoBow npuMeHeHune

Kak nokasaHo Ha pucyHke, yctponcteo Mac-AA — 06blYHbIV NOSb3oBaTeNb, NOAKMIOYEHHbIN K
HegoBepeHHomy nopty 1/0/1 kommyTaTopa, nonyyaet IP-HacTponkn yepes DHCP, IP-agpec
knueHTta 1.1.1.5. DHCP-cepBep 1 N3 NOOKIOYEHbI K JOBEPEHHBIM NopTaM KoOMMyTaTopa,
1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noymbllwneHHUK Mac-BB, noakntoyeHHbIn K HeaoBEPEHHOMY
nopty 1/0/1 kommyTaTtopa, neitaetcs nogaenate DHCP-cepsep (nockinas naketsl DHCPACK).
®yHkuma DHCP Snooping Ha kommyTatope adhdekTMBHO 0BHApPYXUT 1 BRoknpyeT Takon Tun

CeTeBON aTaKu.
lMocnepoBaTenbHOCTb HACTPOWKK:
switch#

switch#config

switch(config)#ip dhcp snooping enable

switch(config)#interface ethernet 1/0/1

switch(Config-If-Ethernet1/0/11)#ip dhcp snooping trust

switch(Config-1f-Ethernet1/0/11)#exit
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switch(config)#interface ethernet 1/0/12
switch(Config-If-Ethernet1/0/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/12)#exit

switch(config)#interface ethernet 1/0/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#
31.4. Nouck HeucnpaBHocTen DHCP Snooping

31.4.1. HabnopeHne n oTnagoyHaa nHdopmaums

KomaHnga «debug ip dhcp snooping» MoXeT ObiTb MCMONb30BaHa Ans NonyvYeHne oTnago4yHon
NHopmMaLmK.

31.4.2. NMomMoLwb B NOUCKe HEUCNPABHOCTEN

Ecnn Bo3HMkaeT npobnema c¢ ucnonb3oBaHueM dyHkumm DHCP Snooping, noxanyncta,
npoBepbTE criegyroLlee:

BkntoueHa nu pyHkuma DHCP Snooping rnobanbHo;

Ecnu nopT He pearnpyet Ha noxHblin DHCP-nakeT, npoBepbTe, HACTPOEH NN 3TOT MOPT Kak
HeOBEPEHHbIN.
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32. ObWWAA NHOOPMALIUA

32.1. 3ame4yaHus U npeanoXxeHus

Mbl Bcerga CTpeMUMCSl YNyudlWTb Haly AOKYMEHTAUMIO M MOMOYb BaM paboTaTb nydlle,
NO3TOMY Mbl XOTUM YycnbilwaTh Bac. Mbl Bcerga pagbl o6paTHOM CBSI3W, B 0COGEHHOCTU:

e  OLUMOGKM B coAEpPXXaHUU, HEMOHATHLIE UMW NPOTMBOpEeYalle MecTa B TEKCTE;
e uaeu rno yny4yweHuto JoKyMeHTaumm, YTobbl HAXoAUTb MHpopMaLuio BbicTpee;
e HepaboTaloLme CCbINKM U 3aMeYaHunst K HaBuraumm no AOKYMEHTY.

Ecnu Bbl X0TUTE HanncaTtb HaM No NOBOAY AaHHOIro AOKYMEHTA, TO UCMONb3ynTe, NoXxanyncra,
dopmy obGpaTHOM CBA3WN Ha gtech.ru.

32.2. FapaHTNA u cepBUC

Mpouenypa n HeobxooMMble AENCTBUSA MO BONpOcaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «[ogaepxka» —> «[ apaHTUHOE 0BCNYXXMBAHUEY.

O3HakoMnTbCA C MHCpOpMaLmen No BoNpocam TeCTupoBaHmsi 060pya0BaHUA MOXHO Ha cante
QTECH B pa3sgene «[logaepxka» —> «B3aTb 060pyaoBaHMe Ha TECT».

Bbl MOXeTe HanucaTtb HanpAamyro B CJ'Iy)K6y cepsuca no SﬂeKTpOHHOIZ no4rte sc@gtech.ru.

32.3. TexHu4yeckasa nogaepxka

Ecnn Bam Heobxogumo cogencTeBme B BOMpOCax, KacalwlMXCsl Hawero obopydoBaHusa, TO
MOXEeTe BOCMNOSb30BaTbCA Hallel aBTOMaTU3NMPOBaAHHOW CUCTEMOWM 3arnpocoB TEXHUYECKOro
cepBuc-ueHTpa helpdesk.qtech.ru.

TenedoH TexHudeckon nogaepxkn +7 (495) 797-33-11 go6. 0

32.4. dneKTpoHHas BepCUA AOKYMeHTa
HaTta ny6nukaumm 03.11.2022

https://files.qtech.ru/upload/switchers/QSW-4530/QSW-4530 _user_manual.pdf
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