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HaCTpOVIKa CLI W

1. HACTPOMKA CLI
1.1. O630p

NHTepdperic komaHaHon cTpokn (CLI) — aTo TepMuHan, ucnonb3yemoe Ans B3auMoaencTeus
TEKCTOBbIX KOMaHA Mexay nonb3oBaTensaMuM U ceTeBbiMM ycTponcTBamn. B TepmuHane
NUHTepdenca KOMaHOHON CTPOKN MOXHO BBECTM KOMaHAbl ANS HACTPOWMKM CETEBbLIX YCTPOUCTB
W ynpasneHus UMN.

1.2. NMpumeHeHne

NMpumeHeHune OnucaHue

HacTtpowka ceteBbix | B TepMmuHane nHtepdenca kKomaHaHOM CTPOKN MOXHO BBECTU
YCTPOWCTB U yNpaBfieHne nMu | KoMmaHapl 4515 HAaCTPOMKM CeTeBbIX YCTPOWCTB M ynpaBrneHns
C MOMOLWIBbK  uHTepdenca | umm

KOMaHOHOW CTPOKK

1.2.1. HacTponka ceTeBbIX YCTPOMCTB WU ynpaBfieHWe UMU C MNOMOLLbIO
MHTepcenca KoMaHAHOU CTPOKMU

1.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 1-1, nonb3oBaTenb NonyvaeT JOCTyn K CeTeBOMY YyCTpoOMCTBY A C
nomowbto K M B TepmMuHane KomMaHOHOW CTPOKM BBOAWT KOMaHAbl ANA HACTPOWKU U
yrnpasrieHNs ceTeBbIM YCTPONCTBOM.

Al

-

>

PucyHok 1-1.

A — 3TO CeTeBOe YCTPOWCTBO, KOTOPbIM HEOOXOAMMO YNpPaBNSTh.

MK — 310 TepmuHan.

1.2.1.2. OnucaHue

Kak nokasaHo Ha PucyHke 1-2, nonb3oBaTenb ncnonb3yeT Secure CRT, yctaHoBneHHbIn Ha [1K,
OI1s1 yCTaHOBKWN COEOUHEHUS1 C CETEBLIM YCTPONCTBOM A, 1 OTKpbiBaeT TepMmnHan CLI ansa Beoga
KoMaHp, koHdurypaumm.
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Hactpoliika CLI

[ Serial-CON1 — SecureCRT

File  Edit View Options  Transfer  Script  Tools  Help
WILUP woBBod SBE € &

| serial-com1

1.3. dyHKUMUp
1.3.1. O630p

QTECH »enable

QTECH #configure terminal
Enter configuration commands,
QTECH (config)#

one per line. End with CNTL/Z.

PucyHok 1-2.

PyHKLUMA

OnucaHue

HocTtyn K nHrepdency
KOMaHOHOW CTPOKU

[lns HAaCcTpoOWKM 1 ynpaBneHUsi MOXXHO BOMTU B CETEBOE YCTPOMCTBO

Pexvmbl komaHAa

WHTepderic komaHaHOM CTPOKM NPeaoCTaBNsAeT HECKOSbKO PEXMMOB
koMmaHg. KomaHabl, KOTOpble MOXHO MCNONb30BaTh, pasnuyanTCcs B
3aBMCMMOCTU OT PEXMMOB KOMaHA

CnpaBka no cucteme

CnpaBo4Hyo MHOPMaLMIO O CUCTEME MOXHO MOMy4YMTb BO BpeEMS
HaCTPOWKN MHTepenca KOMaHAHON CTPOKU

CokpalleHHble

Ecnn BBegeHHasa CcTpoka [doctatodHa AOnsg  uaeHTMduKaumm

Mo yMmon4yaHuio 1 cobpoc
KOMaHabl

KOMaHObl yHI/IKaJ'IbHOI7I KOMaHAbl, BBOOAUTb MOJIHYIO CTPOKY KOMaHAbl HE HY>XXHO
MapameTpbl komaHzg | MoxHO ncnornb3oBaTb KOMaHAay Nno Angd OTKIHYeHUA q.)yHKLI,I/II/I nnn

BbINOMIHEHNST  onepauuu, NPOTMBOMOSIOXKHOM  KOMaHae, Wiu
ucrnonb3oBaTb napameTp default komaHgbl Ons BOCCTaHOBEHMS
HACTPOEK MO YyMOSYaHMIo

[Noackasku c
yKa3aHWeM HeBEepHbIX

KOMaHO

Mpn BBOOE HeBepHOW KoMaHAbl OToOpaxaeTcsi cooblieHne 06
owmnbke

XypHana

KomaHabl
loggin

Onsa oTobpaxeHus unM Bbi30Ba KOMaHA >KypHama MOXHO
ncnonb3oBaTh kKnaeuwm GbICTporo goctyna

3ameHeHne doyHKUMM

Cuctema npepocTtaBsnset
peaakTMpoBaHUS KOMaHA

KnaBuwKM OGbiCTporo gocTyna Ans
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PykoBogcTteo no Hactporike QSW-4700

HaCTpOVIKa CLI W

DPyHKUUA OnucaHue

[Monck 1 cunetpaumsa | MoOXHO BbINOMHUTL KOMaHdy show ans novcka unm dunbTpauun

BblBOAA KOMaHAb! | yKa3aHHbIX KOMaHS,
show

Alias (nceBaooHuM) | MoxHO HacTpouTb alias komaHabl ANs 3aMeHbl KOMaHabl
KoMaHg

1.3.2. NocTyn K MHTepchency KomaHOHON CTPOKU

lMepen ncnonb3oBaHMeM MHTepdEca KOMaHOHOW CTPOKN HEOBX0AMMO NOAKIIOYUTL TEPMUHAN
unu MK k ceteBomy ycTponcTtsy. VHTepdenc KomaHgHOM CTPOKN MOXHO MCMNONb30BaTb Nocne
3anycka CeTeBOro YCTPOMCTBA W 3aBepLleHNa WHUUmanuMsaumMm obopyaoBaHus, a Takke
nporpaMmmMmHoro obecneyeHus. Npu NepeBoM UCMNONb3OBaHUN CETEBOE YCTPONCTBO MOXET ObITh
NOAKMNIOYEHO TOMbKO 4Yepe3 KOHCOMbHLIM MOPT, KOTOPbIA Ha3blBAETCA BHEMNOMOCHLIM
ynpaeneHnem. lNocne BbINOSIHEHNS COOTBETCTBYIOLLLEN HACTPOMKM MOXHO NOAKMNIOYNTEL CETEBOE
YCTPOWCTBO M yNpaBnsaTb UM Yepes Telnet.

1.3.3. PexxuMbl KomaHA

N3-3a 6onbLuoro konmyecTsa KoMaHpbl KrnaccuuuupyoTes no yHKUMAaM ana obneryeHns mnx
ncnonb3oBaHus. MIHTepdenc komaHgHOW CTPOKM NpeaoCcTaBnsieT HECKOMBbKO PEXMMOB KOMaH,
N BCE KOMaHObl PErmcTpupytoTCs B OOHOM WITM HECKONbKMX KOMaHOHbIX pexumax. lNepen
ncnonb3oBaHveM KomaHabl Heo6XoaAMMO BOWTU B peXuM KomaHA. PasHble pexvmbl KoMaHg
CBsi3aHbl ApYr C APYroM, HO B TO Xe BpeMs 1 OTNnyarTcs Apyr oT Apyra.

Kak TonbKko HOBbI ceaHC OydeT HaAcTPOeH C MOMOLLBIO MHTepdenca ynpaBneHns ceTeBbiMU
yCTpOMCTBaMK, Bbl BOWAETe B [MOMb30BaTENbCKUA pexmMm. B aTOM pexume MOXHO
ncnonb3oBaTh TOMbKO HeBOMbLIOE KONMMYECTBO KOMaHA, W (PYHKUMM KOMaHA OrpaHU4YeHbl,
HanpvmMep, B JaHHOM peXxmMMe MOXHO UCMNonb3oBaTb komaHay show. PesynbTaTbl BbINONHEHUS
KOMaHZ B NONb30BaTENbCKOM PEXUME HE COXPAHAIOTCS.

Ona wncnonb3oBaHMs  OOMOMHUTENbHBIX  KOMaH4  HeobxoaMmo CcHayana BOWTU B
NPUBUNErMpoBaHHbIM pexuM. Kak npaeBuno, Ans Bxoa B MPUBUNIETMPOBAHHBLIN  PEXUM
Heobxogumo BBeCTW naponb. B npuBmnerMpoBaHHOM pexmnme MOXHO WCMNOMb30BaTb BCe
KOMaHAbl, 3aperMcTpupoBaHHble B 3TOM KOMAaHOHOM pexuMme, U Janee nepenitun B pexuvm
rno6anbHOM KoHUrypaumm.

Mcnonb3oBaHue KomaH OnNpedeneHHOro pexuma KoHgurypauuu (Hanpumep, pexuma
rno6anbHOM KOHUIypauum n pexuma koHdurypaumm nHitepdenca) BNMAeT Ha UCMOoSb3yeMble
HacTpoviku. [Npn coxpaHeHUn KOHUrypaumm 3T kKomanabl 6yayT cOXxpaHeHbl 1 BbINOSIHEHbI NPX
cneaylowlemM nepesanycke cuctembl. lNepen nepexogom B OpYron pexum KoHdurypaumn,
Hanpumep, B peXuM KoHUrypaumm nHtepdenca, HeobxogmMmo BOWTK B PeXUM rnobanbHon
KOHdpurypaumm.

B crnepyowen Ttabnuue npuBedeHbl peXuMMbl KOMaHg, npegnonarasi, YTO UMS CETEeBOro
yctponctea — "QTECH".
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PykoBogcTteo no Hactporike QSW-4700

Hactpoia CL | wngtechru |
Pexunm MeTon aoctyna KomaHaHasa cTpoka
KOHdurypaumm
MNMonb3oBaTenbCKU Mpu poctyne k ceteBoMy yctponctey no | QTECH>
pexunum YMOJTHYaHUIO BoMauTe B
lMNonb3oBaTenbLCKU pexmm
MpuBMNErnpoBaHHbLIN B Nonb30BaTENIbCKOM pexume @ QTECH#
pexunum BbIMOMHUTE KOMaHgy enable, 4TOObI

BOWTW B NPVBUIETMPOBAHHBIN PEXUM

Mmo6anbHas B Nnonb30BaTeNbCKOM pexvme | QTECH (config)#

KOHcpurypaums BbINOMHUTE KOMaHAy configure, 4TOObI

(PexuM  rnoGanbHol BOWTHN B pexum rno6ansHou

KOHcpurypawmm) KOHEPUrypaLmK

KoHdburypaums B pexume rnobanbHon koHdurypaumm | QTECH(config-if)#

UHTepdenca BbIMNOMHNTE KOMaHAy interface ons Bxoaa

(Pexium KoHdpurypauum | B PEXAM KOHUrypaumm nHtepdenca

NUHTepdenca)

Config-vlan B pexume rnobanbHon koHdurypaumm | QTECH(config-vian)#

(Pexvm BbINOMHUTE KoMaHay Vvlian vlan_id gns

KOHCPUryYPUPOBAHNS BXo4a B pexum koHdpurypaumm VLAN

VLAN)

Pexum Bbixoa n3 paHHoro pexuma unu [on. uncdopmaums

KOHcUrypaumm BXOA, B APYrov pexum

Nonb3oBaTenbCcKMn Ona Bbixoga M3 nonb3oBaTtensbckoro | icnonbaynte aToT

peXnm pexuma BbIMOSTHATE KOMaHAy exit. pexuMm  KOMang — ans
BbinonHUTe KomaHay enable, uyToBbl | POBEAEHWA 6asoBbix
BOWTM B MPVBUMNEMVPOBAHHBIN PEXUM MPOBEPOK n

oToOpaxeHus

MHdOpMaLMK O cucTeme

@ §) QTECH

MWP [OOCTYNHEE

MpuBMNErnpoBaHHLIN Boinonnunte komangy disable, uto6bl | Micnonbaynte aToT
pexnm BEPHYTbLCS B Monb3oBaTeNbCKNN | KOMaHOHbLIN pexunm,
pPEXNM. YTOObI NnpoOBEPUTD,

BbinonHuTe komanay configure, utoGer | AEVICTBYET 3 v

BOWTM B pexum  rrobanbHoin | KoHPUrypauus. Liols

KOHEDUrypaLM peXxmm 3almLLEeH

naponem
16




PykoBogcTteo no Hactporike QSW-4700

Hactpoliika CLI

Pexum Bbixoa n3 gaHHoro pexuma vunu | Oon. uHdopmaums
KOHdurypaumm BXOA B APYron pexum
Mmo6anbHas BeinonHute komangpl exit unu end, unu | Micnonb3oBaHne koMang
KOHpurypaums HaxmuTte Ctrl+C  gna BosBpaTa B | B 3TOM pexume noBnmseT
(PeXxum  rnoGanbHol NPUBUNErMPOBAHHbINA PEXUM. Ha rnobanbHble
KOHcpurypawmm) BbinonHute komaHgy interface, 4ToObI napameTpeol CeTeBoro

BOWTM B  pPeXuMM  KOHdurypaumm yctponcrea

UHTepdenca. [lpu  ucnonb3oBaHUK

KOMaHabl interface HeobxoaMmo

yKasatb uHTepdeic.

BeinonHute komangy vlan vilan_id,

4YTOObI BOWMTM B PEXUM KOHGUrypaumm

VLAN
KoHdburypaums BbinonHute komaHay end vnn Haxxmuite | Micnonbaynte 3TOT
nHTepdenca Ctrl+C ans BO3BpaTta B | peXvM  KOH(urypaumm
(Pexum KoHUrypaLmm NPUBUIIEMMPOBAHHLIN PEXMM. ans HaCTPONKN
nHTepdeiica) BuiMonHUTE  kOMaHay exit, uTobbl = Pa3MM4HbIX

BEPHYTbCA B pexum  rnobanbHon ”HTepfpe”COB ceresoro

KoHdurypaumn. [Mpu  ucnonb3osanuym | YCTPOVCTBA

KoMaHAabl interface Heobxoanmo

yKasaTb UHTEepenc
Config-vlan BeinonHuTte komanay end vnu Haxmute | Vicnonb3ynte aToT
(Pexxum Ctri+C aons Bo3BpaTa B | peXXuMm  KOHdMrypaumm
KOHUTYPUPOBAHIAS NPUBUNErMPOBAaHHBIN PEXUM. ans Vtizcr:\lTpOMKm
VLAN) BbimonHWTe  komMaHgy exit, u4Tobbl | M@PaMeTpoB

BEPHYTbCA B  pexuMm  rnobanbHom

KOHGoUrypaumm

1.3.4. CnpaBka no cucteme

Mpn BBOOE KOMaHL B TepMuHane WHTepdenca KOMaHAHOWM CTPOKAM MOXHO NOSyYnTb
CrpaBOYHYI MH(POPMaLMIO, UICNONb3Yys cneayoLlme cnocobbi:

1. B komaHgHOWM CTpoke B NIOOOM pexume BBeAUTE BOMPOCUTENbHbIN 3HaK (?) ans
BbIBOZA CNMCKa KOMaHA, NOAAEPKNBAEMbIX TEKYLLMM KOMAHAHbLIM PEXMMOM U
COOTBETCTBYIOLLMM ONUcCaHMeEM KOMaHabl. Hanpumep:

QTECH>?
commands:
<1-99>
disable
disconnect
enable

exit

help

Session number to resume

Turn off privileged commands

Disconnect an existing network connection

Turn on privileged commands

Exit from the

Description of the interactive help system

@ §) QTECH
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PykoBogcTteo no Hactporike QSW-4700

Hactpoliika CLI W
lock Lock the terminal
ping Send echo messages
show Show running system information
telnet Open a telnet connection
traceroute Trace route to destination

2. Beepgute npoben 1 BonpocuTenbHbIN 3HAK (?) nocne Knio4eBoro crioBa KOMaHabl Ans
BbIBOAA CreAyoLEero Knio4eBoro crnosa unimn nepemMeHHomn, CBA3aHHON C KoYeBbIM
CITOBOM.

Hanpuwmep:
QTECH(config)#interface ?

Aggregateport Aggregate port interface
Dialer Dialer interface
GigabitEthernet Gigabit Ethernet interface
Loopback Loopback interface
Multilink Multilink-group interface
Null Null interface

Tunnel Tunnel interface
Virtual-ppp Virtual PPP interface
Virtual-template Virtual Template interface
Vlan Vlan interface

range Interface range command

MPUMEMAHUE: ecnn 3a Kkno4eBbiM CIOBOM crieyeT 3HavyeHWe napameTpa, TO AuanasoH
3Ha4YeHU 1 onucaHme 3Toro NnapameTpa oTobpakaroTcs cnegyoLwmm o6pasom:

QTECH(config)#interface vlan ?
<1-4094> Vlan port number

3. Beepgute 3Hak Bonpoca (?) nocrne HENOJTHOW CTPOKU C KIOYEBLIM CITOBOM KOMaHAbl
AN BbIBOAA CMNCKa BCEX KIMHOYEBbLIX CMOB KOMaHAbI, HAYMHAsA C KOHLA HEMOJTHOM
CTPOKM.

Hanpumep:
QTECH#d?
debug delete diagnostic dir disable disconnect

4. Tlocne BBOAA HEMOSIHOIO KMOYEBOrO CroBa KOMaHabl, ecnn cydduKe aToro
KrNOYEBOro CroBa YHUKaneH, HaxxmuTe knaesuwy Tab ons otobpaxeHns nofHoro
KritoueBoro crnosa. Hanpumep:

QTECH# show conf<Tab>
QTECH# show configuration

5. B no6om koMaHaHOM pexume BbinonHuTe komanay help, 4tobbl nony4nTb KpaTKoe
onncaHue cnpaBoYHON cuctemsl. Hanpumep:

QTECH(config)#help

18
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PykoBogcTteo no Hactporike QSW-4700

HaCTpOVIKa CLI W

Help may be requested at any point in a command by entering a question mark '?". If
nothing matches, the help list will be empty and you must backup until entering a'?*
shows the available options.

Two styles of help are provided:

1. Fullhelp is available when you are ready to enter a command argument (e.g.
'show ?') and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you
want to know what arguments match the input (e.g. 'show pr?'.)

1.3.5. CokpallueHHble KOMaHAbI

Ecnu KomaHaa AnvMHHaA, MOXHO BBECTM YacTb KOMaHAbl, OOCTaTOYHYO ONnA onpeneneHud
KIno4eBoro crioBa KOMaHAbl.

Hanpumep, 4tobbl 3anyctuTb KomaHay interface gigabitEthernet 0/1 B pexxume koHdUrypaumm
nHTepdenca GigabitEthernet 0/1, BBeanTe cokpalLeHHy0 KoMaHay cnegylowmm obpasom:

QTECH(config)#int g0/1
QTECH(config-if-GigabitEthernet 0/1)#

1.3.6. MapameTpbl KOMaHA MO YMOJTYaHUIO U COPOC KOMaHAbI

BonbwnHCTBO KOMaHL wumeroT onuuio no. Kak npaBuno, onuud No uMcnonb3yetcs Ans
OTKMIOYEHNS CBOWCTBA MMM  (PYHKUMM, WNU  BbINOMHEHMS oOnepauun, MPOTUBOMNONOXHOM
KomaHge. Hanpumep, BbinonHute komaHgy no shutdown, 4ToObl BbLINONHUTBL OMepauuto,
NPOTUBOMNOSIOXKHYIO KOMaHge shutdown, To ecTb BKMOUNTbL MHTEpdenc. Kntouesoe crnoso 6e3
napamMeTpa No UCMNOSb3YyeTCs A8 BKMOYEHMS OTKNIOYEHHOrO CBOMCTBA M DY HKUUKN, KOTOpast
Nno YMOJSTHaHMIO OTKIOYEHA.

BonbwunHcTBO KOMaHg wmetoT onumio  default. Onuma default wucnonb3yetca ans
BOCCTaHOBIEHUSA HACTPOEK KOMaHAbl MO YMOMYaHUI0. 3HAa4YeHUst MO YMOSYaHMIo BONbLUMHCTBA
KOMaH MCMonb3yloTcs ANA  OTKMYEHUs CBA3aHHbIX  yHKUMin. Takum obpas3om, B
fonblnHcTBE criyvaeB yHKumnsa onumn default Takas e, kak u gnst napameTtpa no. OgHako
AN HEKOTOPbIX KOMaHA 3HAYeHUs NO YMOSTYaHMIO UCMONb3YOTCA ANS BKIOYEHUSI CBA3aHHbIX
dyHKuMA. B atom cnyyae dyHkumsa napameTpa default npotuBononoxHa napameTtpy no. B
HacTosiwee Bpemsa napameTtp default mcnonb3ayeTcss Onsi BKAOYEHUS COOTBETCTBYIOLLEWN
YHKUMM 1 YCTAHOBKN NEPEMEHHbIX B 3HAYEHWNE MO YMOSYaHUIO.

[ns nonyyenus nHdpopmauum o dpyHkummn no unu default gns kaxxgon komaHabl CM. CNpaBKy
no KoMaHge.

1.3.7. NoAackaskn ¢ ykazaHneM HeBepHbIX KOMaHA

Mpn BBOAE HEBEPHOWN KOMaHAbl 0ToOpaxaeTcs coobLueHne o6 owmnbke.

B crneayowen Tabnuue nepeyvncrnieHbl pacnpocTpaHeHHble coobuieHnst 06 owmbkax
MHTEepenca KoMaHOHOM CTPOKN.
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Hactpoliika CLI

CooOuweHue o6
oLmobke

3HayeHue

Kak nony4utb nomoub

% Ambiguous
command: "show c"

BBeaeHHble cMMBO-bI
HegocTaTOYHbI Ans
naeHTudurkaumm
YHUKanNbHOM KOMaHabI

MoBTOPHO BBEAUTE KOMAHAY M 3HaK
BOMpoOca Nnocre Kni4eBoro Croea,
CMbICIT KOTOPOrO HESICEH.
OTobpassaTcsa Bce BO3MOXHbIe
Knto4eBble cnosa

% Incomplete command

Oba3aTenbHOe Knto4eBoe
CNOBO NN NepemMeHHas
He NpUMeHMMa K kKoMaHae

nOBTOpHO BBeANTE KOMaHOy U
BBeOguTe npo6er| M 3HaK BOrMnpoca.
Ey,El,yT NMoKa3aHbl BC€ BO3MOXHblE
Krno4veBble CrioBa Ui nepemMeHHbie

% Invalid input detected
at ‘ marker

BBeneHa HenpasunbHas
komanga. 3Hak (")
yKasblBaeT NnornoxeHve
CrnoBa, BbI3bIBaOLLErO
oLmnbKy

B cTpoke TekyLlero kKomaHaHOro
pexuma BeeauTe 3HaK Bonpoca.
ByayTt otobpaxeHbl BCe KroyeBble
crnoBa KOMaHbl, pa3peLLeHHble B
AaHHOM KOMaHAHOM pexume

1.3.8. KomaHabl xypHana (logging)

Cuctema aBTOMaTUYECKN COXpaHdaeT HeaaBHO BBedEHHble KOMaHAbl. Ons OTO6pa)KeHVIFI nnn
Bbl30OBa KOMaHA >XypHalia MOXXHO MUCMNOJ1b30BaTb KrnaBULLA 6bICTpOI'O aoctyna.

MeTogbl onncaHbl B criegytoLulen Tabnuue.

Onepauus

PesynbTaTt

Ctrl+P unu
knasuwa BBEPX

OTob6pakaeT npeablayLLyo KoMaHay B CNMCKe KOMaHA XypHana. HaunHas
C nocnegHen 3anucu, MOXHO MOBTOPHO BbIMOMHWTL 3Ty Onepauuio Ans
3anpoca 6onee paHHUX 3anucei

Ctrl+N unm
knasuwa BHA3

Mocne Haxatua Ctrl+N wnm knasuwm BHWN3 MoxHO BepHyTbCHA K
cnegywoulen KOMaHae M3 Cnmcka KoMaHz XypHana. 3Ty onepaumio MOXHO
BbIMOMHUTL HECKONbKO pas3, YTOObl 3anpOCUTb HEAABHO BbINOMHEHHbIE
KOMaHAbl

NMPUMEMAHUE: ctaHgapTHble TepMuHanel, Takme kak VT100, nogaepXnBatT yKkasaTesbHble

KnaBULLWN.

1.3.9. UameHeHue hyHKUMA

Mpn pepakTMpoOBaHWM KOMaHOHOW CTPOKM MOXHO WCMOMb30BaTh KMaBuLUM WINW  KNaBuLIK
ObICTpOro AocTyna, nepeyncrneHHbie B crieaytowen Tabnuue:
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PyHKUMA KnaBuwa nnu OnucaHue
KnaBuLia
ObicTpoOro
AaocTtyna
MepensuxeHne Knasuwa BJIEBO | lNepegswxkeHne Kypcopa Ha OOMH CUMBOS
Kypcopa B unun Ctrl+B BIEBO
pedakTupyemomn
CTpoke Knaeuwa BIMPABO | MNepeaswxeHne Kypcopa Ha OOMH CUMBON
mnn Ctrl+B BNpaBo
Ctri+A MepensumkeHne Kypcopa B Ha4ano KoMaHaHOM
CTPOKM
Ctri+E MepenswmxeHne Kypcopa B KOHEL, KOMaHZAHOWM
CTPOKM
Ypaanenne Knasuwa YpanseT cMMBON CrieBa OT Kypcopa
BBEAEHHbIX Backspace
CUMBOJIOB

Knasuwa Delete

YaanseT cMmBO cripaBa OT Kypcopa

MpokpyTka BBEpPX Ha
O[lHY CTPOKY UIN OAHY
cTpaHuuy

Knasuwa Return

Mpun oToOOpaXXeHUn COoAEPXKUMOrO HaKMUTe

knaeuwy  Return, 4T0GbI  NEpemecTuTb
BbIXOOHYHO CTPOKYy BBepX M 0Tobpasntb
cnegyoLLlyro CTPOKY. OT1a onepaums

BbIMOMHAETCH, KOrda BbIXOAHble AaHHble eLle
He 3aKOHYMIUCh

Knaeuwa npobena

Mpn oTOBpaxeHnn COOEPXKMMOrO HAXMUTE
knaBuwy  [NpobGen, 4TO0ObI  OTOGpPa3UTL
cnegywuwyl  cTpaHudy. OTa  onepauus
BbIMOMHAETCS, KOrga BbIXOAHbIE AaHHbIE eLle
He 3aKOHYMIUCb

Korga Kypcop peaakTupoBaHUsl HAXOAUTCS PSAOM C NpaBon rpaHuLEN, BCS KOMaHAHasa CTpoKa
nepemecTutcs Bneso Ha 20 CMMBOIOB, a OCTarnbHasi YacTb KOMaHabl OyaeT CKpbiTa 3Hakamu
ponnapa ($). Ons nepemelueHnst Kypcopa K CKPbITbIM CMMBOSIaM WM BO3BpaTta K Haudany
KOMaHOHOW CTPOKM MOXXHO UCNONb30BaTh COOTBETCTBYOLLME KNABULIN MW KIaBuLKn BbICTPOro

poctyna.

Hanpumep, Becb cnMcok gocTyna (koMaHga access-list) MoxeT npeBbiWwaTh LWMPUHY SKpaHa.
Korga kypcop pefgaktupoBaHuUs HaxoauTcs psSaoM C NpaBon rpaHuLUen, BCA KOMaHaHas CTpoka
nepemecTutcsa Bneeso Ha 20 CMMBOMOB, a OCTalnbHAsa 4YacTb KOMaHAbl ByoeT CKpbiTa 3HaKoM
ponnapa ($). Korga kypcop penakTMpoBaHUSi OOCTUFHET MpaBoW rpaHuubl BCS KOMaHaHas
CTpoka caBuHeTcd Bneso Ha 20 CMMBOJSIOB.

access-list 199 permit ip host 192.168.180.220 host
$0st 192.168.180.220 host 202.101.99.12
$0.220 host 202.101.99.12 time-range tr
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Tenepb HaxkmuTe codeTaHune Ctrl+A ons Bo3BpaTa B Ha4ano KOMaH4HOM CTpoku. B 3To Bpewms
YyacTb KOMaHAHOMN CTPOKK B KOHLE ByaeT ckpbiTa 3Hakamu gonnapa (9).

access-list 199 permit ip host 192.168.180.220 host 202.101.99.$

1.3.10. Nouck u bunbTpauma BbiBoga KomaHabl show

Ana noucka yka3aHHOro COOEPXXMMOTO U3 BbIXOAHbLIX AaHHbIX KOMaHabl Show BbINOMHUTE
CreayoLLyo KoMaHay:

KomaHpa OnucaHue

show any-command | begin | Monck ykazaHHONO COLAEPXUMOrO U3 BbIXOAHbLIX AaHHbIX
regular-expression komanabl show. ByaeT BbIBOAUTLCS NepBas CTPOKa, a Takke
BCS UHAhOpMaLMs, KOTopad crieayeT 3a 9TOM CTPOKON

NMPUMEMAHUE: komaHaa show MoxeT ObITb BbINOMHEHA B NIOOOM pexxmme.

NPUMEYAHUE: cogepxumoe ansa nomcka YyBCTBUTENBHO K PETUCTPY.

[na noucka ykasaHHOro COAEPXXMMOrO M3 BbIXOAHbIX AAHHbIX KOMaHAbl Show BbINOMHUTE
crieaytoLLyo KoMaHay:

KomaHpa OnucaHue

show any-command | exclude | dunbTpyeT BbIXOAHble [AaHHble KomaHabl show. Byayt
regular-expression BbIBOOAWUTLCS BCE CTPOKM, KPOME Tex, KOTopble coepxat
yKasaHHOe coaepXxmmoe

show any-command | include | dunbTpyeT BbIXOOHblIE AdaHHble KOMaHgbl show. byayt
regular-expression BbIBOAMTBCS TONMbKO CTPOKM, BKIOYaOWMe YyKa3aHHOe
copepxvmoe

Ona novcka wnu unbTpaumm BbIXOOHbIX AaHHbIX KOMaHAbl show Heobxoaumo BBeCTU
BepTuKanbHyto nuHuio (|). lMNMocne BepTuKanbHOW nMHMM BbiIGEpUTE NpaBuia MNoucka unn
dunbTpaumMm M BBEAUTE coAdepxumoe (cumBon wunmu cTpoka). [Mouck u  unbTpaums
COAEPXMMOro YyBCTBUTESbHbI K PpErncTpy.

QTECH#show running-config | include interface
interface GigabitEthernet 0/0
interface GigabitEthernet 0/1
interface GigabitEthernet 0/2
interface GigabitEthernet 0/3
interface GigabitEthernet 0/4
interface GigabitEthernet 0/5
interface GigabitEthernet 0/6
interface GigabitEthernet 0/7

interface Mgmt 0

22
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1.3.11. Alias (nceBAOHUM) KOMaHA

Bbl MoxeTe HaCTpoOUTb noboe cnoBo B kayecTBe alias (I'ICGB,EI,OHVIM) KOMaHAbl 454 YCKOPEHHOro
BBOOa KOMaHAbl.

1.3.11.1. Pe3ynbTaT KOHdUrypaumm

1. 3ameHuTe KOMaHZy CNoBOM.
Hanpumep, HacTtponte "mygateway" B kadecTBe alias komaHabl ip route 0.0.0.0 0.0.0.0
192.1.1.1. NS BbINONHEHMSA 3TON KOMaHAbl HEO6X0ANMMO BBECTU TONbKO "mygateway".
2. 3ameHuTe Ha4varnbHy YacTb KOMaHAbl KIOYeBbIM CFIOBOM 1 BBEAUTE NapamMeTphbl
KOMaHAbl.
Hanpumep, HacTponTe "ia" B kadecTtBe alias komangbl ip address. [na BbINOMHEHUS 3TOWN

KomaHabl Heobxoaumo BeecTM "ia", a 3aTeM ykasaHHbIn IP-agpec n macky nogcetu.
1.3.11.2. 3Ttanbl KOHUrypaumm
OTtobpaxeHune alias No ymonyaHuio.

B nonb3oBaTenbCKOM pexvMme UM MpUBUIErMPOBaHHOM peXume AN HEKOTOpbIX KOMaH4
JoctyneH alias no ymonuyanuo. [Ina otobpaxeHust aTux alias no yMon4aHUIO MOXHO BbINOSTHUTL
komaHgy show aliases.

QTECH(config)#show aliases

mode alias:

h help

p ping

s show

u undebug
un undebug

NMPUMEYAHMUE: 1K alias no ymon4yaHuio He MOryT ObITb yaaneHsbl.
HacTpoika alias komaHabl:

KomaHpa alias mode command-alias original-command
Onuncanne mode: yka3bleaem KOMaHOHbIN pexum ans alias.
napameTpoB

command-alias: ykasbieaem alias kKomaHgbl.
original-command: yka3bieaem komaHay, npeacraensemyto alias

Pexnm Pexunm rmobanbHon KoHdurypaumm

KOHdourypaumm

BcTpoeHHas B pexume rnobanbHom koHdurypaumm BbinonHuTe alias ? gns

noackaska OoTOOpaXeHnsi BCEX PEXMMOB KOMaHA AN KOTOPbIX MOXHO HacTpOUTb
alias

OtobpaxeHne HacTpoek alias komaHza
BbinonHuTe komaHay show aliases ana otobpaxeHusa HacTpoek alias B cucteme.

23

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo no Hactporike QSW-4700

Hactpoliika CLI

NPUMEYAHUE:

o KomaHga, 3ameHeHHas alias, gorkHa HadMHaTbCs C nepsoro cnMMBoOIia KOMaHAaHOW

CTPOKM.

¢ KomaHnpa, 3ameHeHHas alias, gomkHa ObITb NONTHOLLEHHON.

¢ [lpu ncnonb3oBaHum alias Heo6xoaMmMo BBECTM BECb CNNCOK alias; B NPOTUBHOM Criyyae
alias He MoxeT ObITb MAEHTUNLNPOBAH.

1.3.11.3. NMpumep KoHdUrypaumm

OnpepeneHue alias Ans 3amMeHbl BCeW KOMaHAbI

OTansl
KOHUrypauum

B pexume rnobanbHoM KoHGMUrypaumm HactpouTte alias "ir" gng
npeacTaBneHnss KoOMaHabl KOHUrypauMm mapLlipyta no yMondaHuio ip
route 0.0.0.0 0.0.0.0 192.168.1.1

QTECH#configure terminal
QTECH(config)#alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

MpoBepka
KOHUrypauum

e Bbinonnute komaHay show alias, 4Tobbl NPOBEPUTbL, HACTPOEH N
alias.

QTECH(config)#show alias
mode alias:
h help
p ping
s show
u undebug
un undebug
Global configuration mode alias:
ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

e lMcnonb3ynte HacTpoeHHbIn alias ans BbINOSIHEHWA KOMaHAbl U
BbIMOMHUTE KomMaHay show running-config, 4tobbl NpoBepuTsb,
YCMELLHO N1 HacTpoeH alias

QTECH(config)#ir

QTECH(config)#show running-config

Building configuration... !

alias config ir ip route 0.0.0.0 0.0.0.0 192.168.1.1

//Configuring an alias

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
is entered !
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OnpepneneHue alias Ans 3amMeHbl Ha4YanbHOW YacTU KOMaHAbI.

JTansl
KOHUrypauum

B pexume rnobanbHon KoHdwurypauum HactpouTte alias "ir" gna
npeacraesneHns Yactu "ip route" komaHgbl KOHUrypauumn mapLipyTa no
YMOM4YaHuo

QTECH#configure terminal
QTECH(config)#alias config ir ip route

MpoBepka
KOHUrypauum

e Bbinonnute komaHgy show alias, 4ToObl NpoBEpUTb, HACTPOEH
nn alias.

QTECH(config)#show alias
mode alias:
h help
p ping
(5 show
u undebug
un undebug
Global configuration mode alias:

ir ip route

e Beegute alias "ir", a 3aTem nocrneaywLylo 4acTb KOMaHAbl
"0.0.0.0 0.0.0.0 192.168.1.1"

e Bobinonunte «komangy show ap-config running, 4TOobGbI
NPOBEPUTL YCNELLIHOCTb KOH(bUrypaumm

QTECH(config)#ir 0.0.0.0 0.0.0.0 192.168.1.1
QTECH(config)#show running

Building configuration...

!

alias config ir ip route //Configuring an alias
I

ip route 0.0.0.0 0.0.0.0 192.168.1.1 //Configuration result after the alias "ir"
and the later part of the command are entered

1.3.11.4. CnpaBKa no cucteme

1. Cwuctema npegoctaBnseT cnpaBoYHyo MHopMaumio ang alias komanapl. MNepe alias
oTobpaxaeTtca 3Be3gouyka (*). dopmart BbIrNSANT cneayowmm obpasom:

*command-alias=original-command
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Hanpumep, Ana npyBnnerMpoBaHHOro pexuma alias s o6o3HavaeT knoveBoe cnoso show. Mpu

BBOAE "s?" 0TOOpaXkaloTCs KroYeBble CIoBa, HauMHatowmecsa ¢ "s" n nHdopmaums o alias.
QTECH#s?

*s=show show start-chat

start-terminal-service

2. Ecnu komaHaa, npeacTtaBneHHas alias, coaepxnt 6onee ogHoro cnoea, komaHaa
oToOpaXkaeTcs B Nape KaBblYeK.

Hanpumep, ons npuBunerMpoBaHHOro pexuma alias sv o6o3Ha4yaeT komaHgy show version.

Mpwn BBOAOE "s?" OTOOPaXkaloTcsl KNOYEBLIE CIOBA, HaYMHalLwmecs ¢ 's" 1 nHdopmaums o alias.
QTECH#s?
*s=show *sv="show version” show start-chat
start-terminal-service

3. Alias MOXHO ucnonb3oBaTb AN NONyYeHN CNPaBOYHON MHOpMaLMKM O KOMaHAE,
npegcraeneHHou alias.

Hanpumep, Hactponte alias "ia" gns npegctaeneHust komangbl ip address B pexume
KoHUrypauum nHtepdenca. Ecnu Bbl BBegete "ia?" B pexume KoHdUrypauum nHtepdgenca

OyneTt oTobpaxeHa cnpaBoyHas MHdopMauwms no "ip address?", a alias 3ameHsieTCst KOMaHOOW.
QTECH(config-if)#ia ?
A.B.C.D IP address
dhcp IP Address via DHCP
QTECH(config-if)#ip address

NMPUMEYAHME: npu BBOoge npobena B Havane CTpokn koMaHga, npedcTaBieHHas aTuM alias,
He OygeT oTobpaxeHa.
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2. HACTPOUKA BA30BOIO YIMNPABJIIEHUA
2.1. O630p

[aHHbIi OOKYMEHT npeacTaBnsieT coboi PYKOBOACTBO MO Havany paboTbl C cUCTEMOW
ynpaBneHnss ceteBbiMM YCTpoWCTBaMW. B HeM onucbiBaeTcs ynpaBneHue, MOHUTOPUHI U
o6cnyxnBaHne ceTeBbIX YCTPOUCTB.

2.2. MNpumeHeHne

NMpumeHeHune OnucaHue

YnpasneHue ceTeBblMM | Monb3oBaTenb BbLIMNOMHAET BXO4 B CETEBOE YCTPOWCTBO C

yCTponcTBamu TepMuHana v 3anyckaeT KOMaHabl UHTepdenca KomaHOHOW
ctpoku (CLI) gna ynpaBneHus KoHUrypaumsaMmm yCcTpoucTs

2.2.1. YnpaBneHue ceteBbIMU YCTPOUCTBaAMM

CueHapuu

YnpaBneHue ceTeBbIMWN YCTPOMCTBAMM, ONMMCAHHOE B 3TOM IOKYMEHTE, OCYyLLeCTBNseTCs Yepes
NMHTepdenc KomaHagHoM CTpoku. [Nonb3oBaTenb BXOAUT B ceTeBOe YCTPOMCTBO A € TepMuHana
N 3anyckaeT KoOMaHObl MHTepdenca KOMaHOHOW CTPOKU ANS ynpasfieHUs KOHUrypauusamm
ycTponctea (PucyHok 2-1).

< 7

PC A

PucyHok 2-1.
2.3. PyHKUUN

2.3.1. bBaszoBble KOHUenuuu

TFTP

Mpotokon TFTP (Trivial File Transfer Protocol) — ato npotokon TCP/IP, nossonswowwumi
KITMEHTY nepegasaTb (hann Ha cepeep Unu nonyyaTb dann ¢ cepsepa.

AAA
AAA — 37O ayTeHTUMkauus, asTopmsaumsa n peructpaumsa (accounting).

AyTeHTuurKaumns o3HayaeT NPOBEPKY YYETHbIX AaHHbIX NOMb30BaTeNen U CBA3aHHbIX CETEBbIX
cnyx®6.

ABTOpI/I3aLI,VI$I O3Ha4aeT npenocrtaBrieHne CceTeBbIX yCnyr nonb3oBaTendaM B COOTBETCTBUU C
pe3ynbTataMu NpoBepPKn NOAJNTMHHOCTU.

Peructpaums (accounting) — oTcnexvsaHve noTpebneHns ceTeBbIX YCryr nonb3oBaTensiMu.
BunnuHroBasa cuctema B3nmaeT nNnaty € nonb3oBaTenen Ha OCHoBe 3anucein o NnoTpebneHnn.

AAA npepoctaBnsaeT adhdeKkTUBHbIE CPEeCTBa YNpaBrneHUs CeTblo U 3aLUUThI.
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RADIUS

Monb3oBaTenbckas cnyxba yaaneHHoro Habopa gns ayteHtudukaumm (RADIUS) sensietca
Hanbonee WNPOKO ncnosnb3yembiM npoTokonoMm AAA B HacTosiLLee BpeMS.

Telnet

Telnet — 31O NpOTOKON amMyndaAuMM TepMuHana B cTeke npoTtokonioB TCP/IP, koTopbin
obecneymBaeT AOCTYN K yaaneHHOMY XOCTYy Yepes NOAKMYEHNE K BUPTYanbHOMY TepMUHany.
OTO cTaHOApTHbIN NPOTOKOS, PACMONOXEHHbIN Ha YPOBHE 7 (YPOBEHb NPUNOXEHUS) MOAenu
OSI (Open System Interconnection) 1 ucnonbdyembli B IHTepHeTe ONs yoaneHHOro Bxoda.
Telnet yctaHaBnmBaeT coeanHeHne mexay nokanbHbiM K 1 yaaneHHbIM XOCToM.

UHcopmauusa o cucteme

CucteMHas MH(*)OpMaLl,I/IFI BKIMtOYMaeT onncaHmne cuctemsbl, BpemMa BKIMIOYEeHNUA NTaHnA, BepCcumn
annapartHoro n nporpamMmmMmHoro obecneveHuns, BEPCUIO NMporpaMmmMmHOro obecneyeHuns YPOBHA
ynpasieHna n sepcuio nporpaMmMHoOro obecneyeHus YPOBHA 3arpy3ku.

UHcopmauusa o6 o6opyaosaHumn

NHudopmauusa 06 obopygoBaHnn BKoHaeT MHoOpMaLmio 0 PU3NYeCcKoOM YCTPOUCTBE, a TakkKe
MHpopMaumio o crnotax M moaynax. MHpopmaumsa o6 yCTpoOMCTBE COOEPXWUT OnucaHue
YCTPOMCTBA M KONMYeCTBO crnoToB. MHdopmMaums o0 crnoTe BKAYaeT uaeHTudukatop cnota,
onucaHve moayns (gaHHoe none nycToe, ecriv B CrOTE HET MOAYIA), a Takke dpakTnyeckoe u
MaKCMMarnbHOe KONmM4ecTBO (hn3MYECKUX NOPTOB.

2.3.2. 0630p

DyHKUMSA OnucaHune

KoHTpoSlb JocTyna | YnpaBneHne [JOoCcTynoM TepMuHana K ceTeBblM YCTPOWCTBaM B

nonb3oBaTens MHTepHeTe Ha ocHOBEe Naposien n npusunieruin

KoHTponb BbinonHseT ayTeHTUdMUKaLMIO N0 UMEHW NOMb30BaTenNs 1M Naponto Ans

ayTeHTudmkaumm npegocTaBneHns gocTyna K ceTeBbiM YCTPOWCTBaM, €CNu BKIHOYeHa

npu Bxoge GyHkumMss  AAA  (AyTeHTudmMKaums  BbINMOSTHSETCA  BblOENIEHHbIM
cepBepoOMm)

OcHoOBHbIE CmM. napameTpbl cMCTEMbI, Takne kak vacbl, CoobuieHme npu Bxoge u

napameTpbl CKOPOCTb Nepeaayv AaHHbIX KOHCOMU

CUCTEMbI

OTobpaxxeHune OTtobpaxkaeT KOHduMrypauum cuctembl, BKIlo4as KoHdUrypaumm,

KOHpurypaumm KoTopble B HacTosdllee BpeMs BbINOJSHAIOTCA  CUCTEMOW, U

KOHoMrypaumm YCTPOMCTB, XpaHsIWMecss B 3HEProHe3aBUCUMOM
onepatmeHon namaTn (NVRAM)

Telnet Telnet — 3TO NPOTOKON NPUKIAQHOIO YPOBHHA B CTEKEe MPOTOKOMOB
TCP/IP. OH obGecneuvMBaeT cTaHOapTHOE YynpaBreHve yaaneHHbIM
BXOAOM B CWUCTEMY W MOAKIIOYEHWEM K BUPTYyaribHOMY TepMuHany
yepes NHTepHeT

[Mepesanyck lMepesanyck cucTemsbl
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2.3.3. KonTtponb goctyna nonb3oBartens

YHpaBneHme OO0CTynom nonb3oBaTenenn OTHOCUTCHA K ynpasneHn AOOCTYyNnoOM TepMuHala K
ceTeBbIM yCTpOIZCTBaM B VlHTepHeTe Ha OCHOBE napone|7| n I'IpI/IBI/IJ'IeFI/II7I.

2.3.3.1. MpuHUMN paboTbl

YpoBeHb npuBunerum

16 ypoBHeln npmBuniernin onpenenstoTcs B guanasoHe ot 0 go 15 ansa nHrepderica kKomaHgHoON
CTPOKM Ha CeTeBbIX YCTPONCTBAX AN NpeAocTaBneHns nonb3oBaTensdam JOCTyNa K pasnnyHbIM
KomaHgam. YpoeeHb 0 — caMbll HA3KUIW YPOBEHb, NPEAOCTaBMSIOWMNA OOCTYN K HECKONBKUM
KOMaHgaMm, a ypoBeHb 15 — caMblii BbICOKMA YPOBEHb, NPeoCTaBAsOWMIA OCTYMN KO BCEM
kKomaHgam. YposHu 0 1 1 asndatoTca obwmmn ypoBHAMMK Nonb3oBatensa 6e3 paspelleHus Ha
KOHcpurypaumio yctponctea (M0 yMOMYaHUIO NOMb30BaTeNsaM 3anpeLleHO BXOAUTb B PEXMM
rnobanbHon KoOHdUrypaumm). YpoBHu 2—15 aBNAOTCA MNPUBUNIErMPOBAHHBIMU  YPOBHSMMN
nosib3oBaTens C paspeLlleHneM Ha HaCTPONKY YCTPONCTBa.

Knaccudmkauusa naponeun

Maponu gensaTtcsa Ha ABa Tuna: NpocTble M 6e3onacHble naponu. NepBbii TMA OTHOCUTCS K
NPoCTbiM 3aliMdpPOBaHHBIM NaponsaM Ha ypoBHe 15. BTOpon Tvn OTHOCUTCS K 3alUULLEHHBIM
3awmdpoBaHHbIM Naponam Ha ypoBHAX 0—15. Ecnun ypoBeHb HACTPOEH Kak C NPOCTbIM, TaKk U C
3alUULLIEHHbIM  3aWM@POBaHHBLIM  MaponeM, MpoCTOM  3alWM@POBaHHbIA  Maposib  He
aencteuteneH. [lNpu HacTporike nNpocToro 3awmndpoBaHHOrO naposis He Ha ypoBHe 15,
oTobBpaxaeTcsa npeaynpexaeHne, u naponb aBTomaTu4eckn npeobpasyeTcs B 3alUMLLEHHbIV
3aWmndpoBaHHbIn naponb. Npn HacTponke OAHOMO M TOrO Xe MPOCTOro 3almndpoBaHHOIO
napons 1 3aluWeHHOro 3awndpoBaHHOIrO napons Ha ypoBHe 15 oTobpaxaeTcs
npegynpexgexHuve.

3awuTta naponem

Kaxxabli ypoBEHb NPUBUIIEMMIA CETEBONO YCTPOMCTBA MMeEET Naposib. s NOBbILEHNS YPOBHS
npusunernin TpebyeTtcs BBOA napons TpebyeMoro ypoBHS, B TO BpeMs Kak Af1s1 yMeHbLUEeHNUs
YPOBHS NpuBunerun He Tpebyetcsa BBOA Naponsi.

Mo ymonyaHuio TONbKO ABa YPOBHSA MpUBUNErii 3alumieHbl naponeM: ypoeeHb 1 (ypoBeHb
00bI4HOrO Nonb3oBaTenNs) U ypoBeHb 15 (ypoBEHb NPUBMIIENMPOBAHHOIO nonb3osaTens). Ans
A0CTyna K pasnnyHbIM KOMaH4aM B KaXOOM pexXMMe MOXHO Ha3HauuThb WecTHaguaTb YPOBHEN
NPUBUNEINN C 3aLUMTON Naponem.

Ecnu naponb He HacTpoeH Ans NPUBWIIErMPOBAHHOIO YPOBHSA MOSb3oBaTens, Ans AocTyna K
3TOMYy YPOBHIO He TpebyeTcs BBOA napons. PekomeHayeTcs HacTpouTb Maponb B LEensx
Oe3onacHocCTH.

KomaHaHas aBTOpU3auums

Kaxgas komaHOa WMMeeT MUHMMAanbHbId  YpOBEHb MPUBWUIErUA  ANst  BbINOJSIHEHUS.
Monb3oBaTento C YpOBHEM NPUBUNEMA HWXKE 3TOTO YPOBHS HE paspeLleHO BbIMOMHSATbL
komaHay. Mocrne HaszHayeHuss KOMaHAe YPOBHSI NPUBWUMErUiA NONb3oBaTenyM 3TOr0 YPOBHS U
Goree BbICOKOro YPOBHS MMEIOT [OCTYN K KOMaHAE.

2.3.3.2. CBsAi3aHHblIe HACTPOMKN CUCTEMbDI

Hactpowka npoctoro 3awmdpoBaHHOro napons

e BbinonHute komangy enable password.

HacTpo#uka 3awmieHHoro 3awmcpoBaHHOro napons
e BbinonHute komaHgy enable secret.
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e bBesonacHbli  3aWwmMdpoBaHHbLI  Maponb  MCMonb3yeTcs AN yrnpasBneHus
nepektoYeHneM Mexay YpoBHAMU nornb3oBaTens. OH UMeeT Ty ke (PYHKUMIO, YTO U
NPOCTOM  3alUMPOBAHHBLIA  Maposflb, HO WUCMONb3YeT YIYYLIEHHbI  anropuTm
wudpposaHmsa  napons. MoaToMy  3alMLUEHHble  3alIMEPOBaHHbIE  MapOnu
pekoMeHAyTCs U3 coobpaxkeHuin 6e3onacHoOCTy.

Hactpoika ypoBHen npuBunerum KomaHg
e BbinonHuTte koMaHay privilege, 4ToBbl HA3HAYNTL YPOBEHb NPUBUIETNIA KOMaHAE.

° KomaHaa Ha ©onee HU3KOM YpPOBHE OOCTYyMNHa 60]'IbLLIeMy KOJnn4ecTBy nonb3oBaTenen,
yeM koMaHAa Ha 6onee BbICOKOM YPOBHE.

MoBbiweHne/noHMXeHue YPOBHSA anBMnerMﬁ nonb3oBaTensa

e BbinonHute komangy enable nnn komaHgy disable, 4To6bI NOBBLICUTL UMM NOHU3UTL
YPOBEHb NPMBUIIENMIA NOSb30BaTENSA COOTBETCTBEHHO.

° Mocne Bxooa B ceTeBoe yCTDOVICTBO nonb3oBaTefb MOXET U3MEHUTb CBOW YPOBEHb
AocTtyna K KoMaHgam C pas3fnnyHbiMn YPpOBHAMU I'IpI/IBI/IJ'IeFI/IIZ.

Bknro4yeHune 3awmTbl coeAMHEHUA Naposiem
o [lns yganeHHoro Bxoga TpebyeTcs 3awmTa naponem (Hanpumep, Bxog Yepes Telnet).

e BbinonHute komaHay password [ O | 7 ] line, 4yTtoBbl HacTpouTb naponb Ans
coefIMHeHus, a 3aTeM BbINONHUTE KomaHAy login, 4Tobbl BKNIOYUTL 3aLUUTY Naposiem.

e [lo ymonuaHuio TepMmnHanbl He NOAOEPKMBaOT komaHAay lock.

2.3.4. KoHTponb ayTeHTU(hbuKaumm npm Bxoae

Mpn ayTteHTUMKauum ¢ OTKMIYeHHBIM  AAA  naponb, BBeAEHHbIM MNOJSib30BaTENEM,
NpoBepPSETCH Ha COOTBETCTBME HACTPOEHHOMY Naposiio coegmHeHus. Ecniv oHn cornacoBaHbl,
nosnb3oBaTteslb MOXET MOMyYMTb OOCTYN K CETEBOMY yCTpoucTBy. [pu nokanbHOW NpoBepke
NoafMHHOCTN MUMSI NONb30BaTeNs M Napofib, BBEAEHHbIE MOMNb30BaTENEM, NMPOBEPSIOTCHA Ha
COOTBETCTBME C AaHHbIMW, XPaHSLLMMNCS B fnoKanbHOM 6a3e AaHHbIX nonb3oBaTtenen. Ecnn
OHM COBMAaJalT, Monb3oBaTeflb MOXET MOoNydYnTb OOCTYNM K CETEBOMY YCTPOMCTBY C
COOTBETCTBYIOLLMMM NPaBaMun yrnpaBreHus:.

B AAA nmsa nonb3oBatens M Naposfib, BBEAEHHble MNOSfib3oBaTeneM, ayTeHTUUUMPYHOTCSA
cepsepoMm. Ecnu npoBepka MOASMHHOCTA BbIMNOMHEHA YCMNELWHO, MOoNfb3oBaTeNlb MOXET
nonyyYnTb AOCTYM K CETeBOMY YCTPOMCTBY M BOCMOMb30BaTbCA ONpeAeneHHbIMU npaBamu
yrnpasreHuns.

Hanpumep, RADIUS-cepBep MOXeET UCNOMb30BaTbCA ANA  ayTeHTMdUKauunm MMeH
nornb3oBaTenemn 1 Naposien, a Takke ynpasneHms paspeLlleHnsamMn nosib3oBaTernen Ha ceTeBble
ycTponctBa. CeTeBble yCTponcTBa 60NbLUIE HE XPAHAT NAaponM Nonb3oBaTenen, a oTNPaBnsioT
3awmndpoBaHHyl0 MHGOpMauMio O nonb3oBaTenax Ha cepeep RADIUS, Bkniovad nmeHa
nonb3oBaTtesnien, Nnaponu, odwme naponu n NonMTUKK goctyna. 910 obecneunBaeT yaobHbIn
crnocob ynpaBneHus 1 KOHTPONS AOCTyna nonb3oBaTenien, a Takke nosbiwaeT 6e30nacHoCTb
MHdopMaLmn Nosnb3oBaTenen.

2.3.4.1. MprHUMN paboTbI

Maponb coeanHeHUs

Ecnn doyHkumsa AAA OTKIOYEHa, MOXHO HaCTpPOUTb Naporib CoOeAMHEHUS, UCNOSTb3yeMbIA ANg
NPOBEPKM YYETHbIX AaHHbIX MoMb30BaTenia BO BpeMs Bxoda. Nocne BknovyeHus AAA npoBepka
npy NOMOLUM Naporns COeaUHEHUST HE OEeNCTBUTENbHA.

INokanbHasa ayTeHTUPUKaumus

Ecnn dyHkuna AAA OTKIOYEHa, MOXHO HACTpoOUTb FOKamnbHyK ayTeHTudukaumo Ons
NPOBEPKN Y4YeTHbIX AaHHbIX MOfb3oBaTernen W ynpasneHWs paspelueHUsiMU C MOMOLLbIO
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nokanbHoM ©asbl [JaHHbIX nonb3oBatenen. [locne BkodeHuss AAA  nokanbHas
ayTeHTUMKaums He JeACTBUTENbHA.

AAA

AAA npepfocTtaBnseT Tpy He3aBUCUMbIX PYHKUUKN 6e30NacHOCTN, @ UMEHHO: ayTeHTuduKaumto,
aBTopu3aunto u peructpaums (accounting). Cepep (unu nokanbHas 6asa AaHHbIX
nonb3oBaTtenen) WUCNonb3yeTca ANd BbINOMHEHUS MNPOBEPKM MNOAMMHHOCTM Ha OCHOBE
HaACTPOEHHOIO Cnucka MeTOA4OB MPOBEPKU MOASIMHHOCTU MpU BXOAE M YNpaBrieHus npaBamu
nonb3oBatenen. NMNoapobHee 06 AAA cMm. aanee.

2.3.4.2. CBsi3aHHble HACTPOUKN CUCTEMDI

HaCTpOﬁKa CBeeHUN O NoKarbHOM nosnb3oBartene

° BbinonHute KOMaHAy username, 4YTOObI HaCTpOUTb YYETHYK 3anuncCb, UCMNOJ1b3yeMyro
Onsa nokanbHon ayTeHTI/Id)I/IKaLl,VIVI n aBTOpU3auUunun, BKIHOHaA MMeHa nonb3oBaTernen,
naponun n oonosfiHNTerNbHYyHO VIH(*)OpMaLI,I/IPO 06 aBTopusaunn.

HaCTpOﬁKa NoKanbHoOU ayTeHTM(*)VIKaLIMI/I Ansa Bxoaa B CUCTeMy Ha OCHOBe
coeanHeHusA

e 3anyctute komaHgy login local (B cnyyae otkmodeHns AAA).
e  BbIiNnonHWTE 3Ty HACTPOMKY Ha KaXXAOM YCTPOUCTBE.

Hactponka AAA ayteHTUdMKaumm pAOnsa Bxoga B CUCTEMY Ha OCHOBe
coeauHeHus

e MeTog ayTeHTUdMKALMKN NO YMOMYaHMIO UCNOoNb3yeTcsa nocne BkItoyeHnsa AAA.

e BbinonHWTe KOMaHOy MPOBEPKM MOAMMHHOCTM ANs BXo4a, YTo6bl HACTPOWUTL CMMCOK
METOAO0B NPOBEPKM NOAMMHHOCTM AN COEANHEHMS.

o BbinonHuTe 3Ty HaAcCTpouKy, ecnun TpebyeTca nokanbHasi ayteHTudmkaums AAA.
Hactpoika BpeMeHUn oXXuaaHusa NoaKnYeHus
e Bpewmsa oxugaHusa coegnHeHnsa no ymonvaHuio coctasnseT 10 MUHYT.

e 3anyctute KomaHgy -timeout, 4TOObl M3MEHUTb BPEMS OXWOAHUS COEAMHEHMUST MO
yMo-n4yaHuio. YCTaHOBNEHHOEe coeanHeHne OGyaeT 3akpbiTo, eCnn B TeYeHMEe BPEMEHM
oXuMaaHusa He 0BHapyKeHbl BbIXOAHbIE AaHHbIE.

e BbinonHuTe 3Ty HacTpoOKKy, ecrnv HeobXoauMo YyBEenUYMTb WM YMEHbLUUTL BPEMS
OXWAaHWUS COeaUHEHMS.

HacTpoiika BpemMeHM OXnaaHusa ceaHca

e Bpemsa oxuaaHua ceaHca Mo ymonuyaHuio coctasnset 0 MUHYT, YTO yKasblBaeT Ha
OTCYTCTBUE TanM-ayTa.

e 3anyctuTte KoMaHAy session-timeout, 4TOObI UIBMEHUTL BPEMSI OXXNOAHWSI COEANHEHWS
MO YMOMYaHMIO.

e CeaHc, yCTaHOBIEHHbIV ANA yAaneHHoro Xocrta vyepes coeavHeHune, byaeT OTKIIOYEH,
ecnv B Te4YeHne BpeMeHu Tarim-ayTa He ByayT oGHapyXeHbl BbIXOOHbIE AaHHbIE. [locne
3TOr0 yAaneHHbl XocT OygeT BOCCTaHOBMEH B cocTosHuu |dle. BbinonHuTte 3Ty
HaCTPOWKY, eCnv He0BXOAMMO YBENUYUTD UM YMEHBLLUTL BPEMS OXMAAHUS CeaHca.

BnokunpoBka ceaHca
e [lo ymonyaHuio TepMuHarnbl He NOAAEPXKUBAOT KoMaHay lock.

e Bbinonnute komangy lockable, 4Tobbl 3abnokmpoBaTb TEPMUHANDI, NOAKMIOYEHHBIE K
TeKyLLeMy COeaUHEHNIO.
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° Ytobbl SGGHOKMDOBaTb CeaHC, CHa4alla BKIio4nTe 6J'IOKVIpOBKy TEPMUHANa B pexnme
KOH(*)I/IpraLl,I/lI/l TepMUHAribHOro ocTtyna, a 3atemM 3anyctute KomaHay lock B pexume
TepMMHana gnsa 6J'IOKI/IDOBKVI TEPMUHanNa.

2.3.5. OCHOBHbIe NapameTpbl CUCTEMbI

CucrtemHoe Bpemsi

CuctemMHble 4acbl CETEBOro YCTPOMCTBA PErMcCTpUpyrOT BpeMsi COObITU Ha YCTPOWMCTBE.
Hanpumep, Bpemsi, nokazaHHOE B CUCTEMHbIX XypHanax (syslog), 6epeTtcsa M3 cUCTEMHbIX
yacoB. Bpema 3anucbiBaeTca B dopmate 200-mecsy-0eHb, 4ac.MuHyma:.cekyHOa, OeHb
Hedenu.

Mpv NEPBOM MCMONb30BaHNM CETEBOIO YCTPOWCTBA BPYUYHYHO YCTAHOBUTE €r0 CUCTEMHbIE Yachbl
Ha TeKyLLyo AaTy 1 BpeMsi.

HacTponka umeHn cuctemMbl U KOMaHOAHOW CTPOKMU

MO>HO HacTpoUTb UMSA CUCTEMbI ANS MaeHTMdMKaLMM CeTeBOro yctponctaa. CuctemHoe nms
no ymonyaHnwo — QTECH. Nmsa c Gornee yem 32 cumBonamm Oyaet obpesaHo, 4TOObI
cogepxaTb TONbkKO nepBble 32 cumBonoB. OToOpaxeHWe KOMaHOHOW CTPOKM MEHSeTCs B
3aBMCMMOCTU OT UMEHMU CUCTEMBI.

Coo06weHue npu Bxoae

CoobLieHne npu Bxode ucnonb3yeTcsa Ang otobpaxeHus nHopmauum o 3anpoce Ha Bxof B
cuctemy. CyuliecTByeT ABa Tvna coobLeHnin: Ans exeqHEeBHOro yBe4OMIEeHUs U Npu BXxoade B
cucTemy.

e ExegHeBHOe yBegomneHue oToOpa)kaeTcs Ha BCEX TepMUHanax, NOAKMYEHHbIX K
ceTeBbIM YCTpOMCTBaM, BCKOpe nocrne Bxoda B cuctemy. CpoyHble coobLieHus
(Hanpumep, HeMeaneHHoe OTKMYEHME CUCTEMbI) MOryT ©OblTb AOCTaBMEHbI
Nnonb30BaTENsM C MOMOLLBIO €XXeAHEBHOMO YBEAOMIIEHMS.

e [locne exegHeBHOro yeegomneHus nosisnsietca CoobLueHre npu Bxoge n otobpaxkaeT
MHopMaumto onst Bxoga B CUCTEMY.

HacTpoiika ckopocTu nepegaymn AaHHbIX KOHCONU

YnpaBneHue ceteBbiM YCTPOMCTBOM MOXHO OCYLLECTBAATL Yepes3 KOHCOSbHbIWM nopT. [epsas
KOHUrypauus ceTeBoro YCTPOMCTBA [AOSMKHA BbIMOMHATLCA Yepe3 KOHCOSbHbIN  MOpT.
CkopoCcTb nepedayn [aHHbIX MocnegoBaTernbHOro nopta MoXeT ObiTb M3MeHeHa B
3aBMCMMOCTM OT dhakTudecknx TtpebosaHuin. OOGpatuTe BHMMaHWE, YTO Ha TepMUuHane
ynpasrieHns JomkHa ObITb yCTaHOBMEHA NOCTOSAHHAs CKOPOCTb Nepeaayvn AaHHbIX C KOHCOMNM
yCTpOWNCTBA.

HacTpoiika BpeMeHU oXxnpgaHusi coeguHeHust

Bpemsi oxungaHusa coeguHeHust UCMonb3yeTcs Ans ynpaBieHUs MOOKIOYEHUSIMU YCTPONCTB
(BKMOYasi yCTaHOBMEHHBIE COEAMHEHMSA U CEaHCbl, YCTAHOBIEHHbIE AN yAaneHHbIX Y3roB).
CoeanHeHne OygeT 3akpbITO, ecnv BO BpeMsi TanM-ayTa He OyaeT oGHapy)XeHO HUKaKuX
BXOAHbIX AaHHbIX.

2.3.5.1. CBsAiI3aHHble HACTPOMUKN CUCTEMbDI

HacTpoiika cucteMHbIX 4YacoB 1 aaThbl

e BbinonHnte komaHay clock set, 4yTtoBGbl HACTPOUTb CUCTEMHOE BpEeMsi CETEBOro
YCTPOMCTBaA BPYYHYK. Yacbl yCTpoOMCTBa 3anyckalTCA C 3aJaHHOMo BpPEMEHU W
npogosnxkaroT paboTtaTb gake NPy BbIKITKOYEHHOM COCTOSHUMN YCTPONCTBA.
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OGHOBINeHMe annapaTHbIX YacoB

e Ecnu wuvacbl annapatHoro obecneyeHuss W nNporpamMMmHOro obecneveHus He
CMHXPOHM3NPOBaHbI,  BbiMONHUTE  komangy clock update-calendar, 4TOGbI
CKONMpOBaTb AaTy M BPEMS YacOB NporpammMHoOro obecneyeHnst Ha annapaTHble Yachl.

HaCTpOVIKa UMEeHUN CUCTeMbl
° BeinonHnte KOMaHAay hostname, 4TOObl UBMEHUTbL UMS CUCTEMbI NO YMO4aHuio.

e CucremHoe nmsa no ymondaxuio — QTECH.

Hactpoinka kKomaHAHOW CTPOKMU

e  BbinonHuTe komManay prompt.

Hactpouka exxeqHeBHOro yBeOMIeHuUs1

e [lo ymMonyaHuto exxeqHeBHOE YBELOMIIEHNE HE HACTPOEHO.

e BbinonHuTe komaHay banner motd, 4ToGbl HACTPOUTL EXXEAHEBHOE YBEAOMITEHME.

e ExegHeBHOe yBegoMneHve oToOpaXkaeTcsl Ha BCeX TepMUHanax, NoAKMHYEHHbIX K
ceTeBbIM YCTPOWCTBAM, BCKope nocrne Bxoga B cuctemy. CpouHble coobLieHus
(Hanpumep, HemeaneHHoe OTKMYEeHWEe CUCTEMbl) MOryT ObiTb [OCTaBMEHbI
Nosfib30BaTENsIM C NMOMOLLbIO EXXeQHEBHOMO YBEAOMIIEHUS.

HacTponka CoobweHus npm Bxoge
o [lo ymonuaHuio CoobLieHre npu BXO4E HE HACTPOEHO.

e BbinonHute komaHngy banner login, 4ToGbl HacTpouTb CoobLieHne npu Bxode U
0T0OpasnTb MHPOPMALMIO AN BXO4A B CUCTEMY.

Hactpoika ckopocTu nepegaym gaHHbIX KOHCOMU
¢ BruinonHute komaHgy speed.
e CKOpoCTb Nepegayun gaHHbIX MO ymMonyaHuio coctasndet 9600 6ut/c.

2.3.6. OTOOpaxxeHne KoOHcUrypaumm

OTobpaxkaeT KOHpUrypaumm CMCTEMbI, BKINOYas KOHUrypaumm, KOTopble B HacTosiLLiee BpeMs
BbINOSTHAIOTCS CUCTEMOM, U KOHUrypaunmn yCcTporcTs, XpaHawmecss B NVRAM.

2.3.6.1. MprHUMN paboTbl

3anyck KoHdurypaumm

3anyLeHHble KoHdUrypauumn, a UMeHHo running-config, npeacraenaT cobon KoHdurypauum,
KOTOpble OTAENbHbIE MOAYM KOMMOHEHTOB 3anyCcKalT B PEXMME pearlbHOro BpemeHu. [Ons
BCEX 3anyLLEeHHbIX KOMMOHEHTOB MOXET ObiTb cAenaH 3anpoc Ha cbop KoHUrypauui, KoTopble
OyoyT opraHuM3oBaHbl neped WX OToOpaXeHMeMm nonb3oBaTensM. TOMbKO 3anylleHHble
KOMMOHEHTbI MOTYT NPeAoCTaBNsATb KOHPUrypauumn B pearibHOM BPEMEHU, B TO BPEMS Kak
He3arpy>XeHHble KOMMOHEHTbI HEe OTOOpaxarT KoHdurypauuin. B cnyyae 3anycka CUCTEMBbI,
nepesanycka npouecca KOMMOHEHTA W BbINOSIHEHUSA TFOPSYEro MCNPaBIiEHUS CUCTEMBbI,
KOHpurypauum, cobpaHHble B 3TOT nepuon, MoryT ObiTb HETOYHBIMK M3-3a HECTAOWUNBHOro
COCTOSIHMS KOMMOHeHTa. Hanpumep, M3HayanbHO KOHGUrypauum KOMMOHEHTaA He MOryT
OTCYTCTBOBATb, HO MOryT BblTb OTOOPaXKEHbI NO3XeE.

HavyanbHble KOH(Urypaumm

KoHdpurypaummn, xpaHswmeca B NVRAM, a wumenHo, startup-config, saBnswoTcs
KOHJUrypauusmu, BbIMOMHEHHBIMW BO BPEMS 3anycka ycTponcTsa. [pu nepesanycke cuctembl
3arpyxaetca dawnn startup-config, koTopbli cTaHOBUTCA HOBbIM runningconfig. [[Ons
oTOBpaXeHnst MOCTOSAHHbBIX KOHUrypauum cuctema oSmbkHa npounTaTh hanmn startup-config
B NVRAM.
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2.3.6.2. CBsi3aHHble HACTPOMUKN CUCTEMDI

OToGpaxeHune 3anyLeHHbIX KOHpUrypaumm

3anyctnte komangy show running-config [ interface interface ], 4To6bl 0TOGpPa3nTL
KOHpurypaumm, KoTopble B AaHHbIN MOMEHT BbINOSHAKTCSA CUCTEMOW, MU KOHdUrypaumm
UHTepdenca.

OTobpaxeHune KOHpUrypaumm yctpomcrTaea
3anycTtute komangy show startup-config.

CoxpaHeHue KoHdUrypauumm sanycka

3anyctute komaHgy write mnu copy running-config startup-config, 4ToGbI CcoxpaHUTb
TeKyLume KoHdUrypaumm B kKa4ecTBe HOBbIX KOHOUIypaLmi 3anycka.

2.3.7. Telnet
2.3.7.1. MprHUMN paboTbI

Telnet — 370 NpOTOKON MPUKNAAHOro YpoBHSA B cTeke npotokonoB TCP/IP. OH obecneunsaet
cTaHgapTHOe ynpasrfieHne yganeHHbIM BXOAOM B CUCTEMY U NOOKITOYEHNEM K BUPTYaribHOMY
TepMmuHany yepes VIHTepHer.

Cnyxb6a «knueHTa Telnet nos3BonseT nokanbHOMY WM yganeHHOMY MNofb3oBaTento,
BbIMOSHMBLLEMY BXO B CETEBOE YCTPOMCTBO, MCMONb30BaTb KMMEHTCKY0 nporpammy Telnet
Ons Joctyna K Apyrum pecypcam yganeHHom cuctembl B MIHTepHeTe. Ha U3obpaxenun 2-2
none3osaternb MK nogknoyaeTcsa kK ceTeBoMy YCTPOUCTBY A C MOMOLLbIO 3MYMALMM TepMUHania
unn nporpammbl Telnet, a 3atemM BbINOMHAET BXO4 B ceTeBoe YCTpoMcTBO B ¢ nomoubio
KomaHabl telnet gns ynpaesneHns kKoHdUrypaumen.

Telnet B o6opynosaHun QTECH nogaepxusaet IPv4 u IPv6 agpeca. Cepsep Telnet npuHumaet
3anpocbl Ha nogkrtodeHne Telnet ¢ agpecamun IPv4 n IPv6. KnneHt Telnet moxeT oTnpaenath
3anpocbl Ha NOAKMYEHME K XOCTaM, MaAeHTMdMUMpyembiM No agpecam IPv4 n IPV6.

lelnet chent elnet server

WorkStation

PucyHok 2-2.

2.3.7.2. CBAA3aHHbIe HACTPOMUKN CUCTEMbDI

Bknro4yeHue knueHTckon cnyx6bl Telnet

e Brinonnute komaHay telnet ons Bxoga B yaaneHHoe yCTPOMCTBO.
BoccTtaHoBneHue ceaHca knueHTa Telnet

e  BhinonHute komaHgy <1-99>.

OTKNnoO4YeHne NPUOCTaHOBJIEHHOro ceaHca Telnet-knueHTa

e 3anyctute komaHgy disconnect session-id.

Bknro4yeHue cnyx6bl Telnet-cepBepa

¢ BbinonHute komaHagy enable service telnet-server.

e BbinonHuTe 3Ty HACTPOWKY, ecrnn HeoBXxoAMMO BKIIOYMTL BXOA B cuctemy Telnet.
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HacTporka 6a3oBoro ynpaBneHus " www.atech.ru |
2.3.8. Nepe3anyck

®yHKUMA BpeMEHHOro nepesanycka obnerdyaet paboTy nonb3oBaTens B HEKOTOPbIX CLieHapUAX
(Hanpumep, B TecTax).

o [lpn HacTporke uWHTEpBana BpeMeHW cucTema nepesanycTuTcs mocrne 3Toro
uHTepBana. NHtepsan nmeeT oopmat mmm mnm hhh:mm B muHyTax. MoXxHO ykasaTb
UMSA MHTEepBana, YTobbl OTPa3nTb Ha3Ha4YeHWe nepesanycka.

° npl/l onpegeneHnn BpemMeHn B 6y,u,yu_|,eM cucrtema nepes3anyctutcAa no AOCTUXEHUAU
3alaHHOro BpemMeHu.

NMPUMEMAHUE: ecnu Bbl XxoTuTe ucnonb3oBaTb napameTp at, cuctema [OorkHa
nogaepxmeatb QYHKLMIO YacoB. PekomeHayeTcs 3apaHee HaCTpOUTb CUCTEMHbIE Yackl. HOBbIN
nnaH  nepesanycka nepesanqueT  CyLeCTBYHOLLMIA. MnaH nepesanycka  ©ygeT
HeOenCTBMTENbHBLIM, ECNN cMCTeMa DyaeT nepesanyLleHa 4o TOro, Kak niaH BCTYNUT B CUIy.

NMPUMEYAHUE: nHTepBan mexay BpeMeHeM nepesanycka 1 TeKYLLMM BPpEMEHEM He OOKEeH
npesbiwaTe 31 AeHb, U BpeMs nepesarnycka AOSMKHO ObiTb MO3Xe TeKyLero CUCTEMHOro
BpeMeHu. [locne HacTpoKrKK NnaHa nepesanycka He U3MeHSANTE CUCTEMHbIE Yachl; B MPOTUBHOM
cny4ae nnaH mMoxeT OblTb HeyAayHbIM (HanpuMep, CUCTEMHOE BPeEMS U3MEHSeTCA Ha BpeMs
nocrie nepesanycka).

2.3.8.1. CBsi3aHHble HACTPOMUKN CUCTEMbDI

Hactpoika nepe3sanycka
¢ BbinonHute komaHgy reload, 4Tobbl HACTPOUTL NONNTUKY Nepesanycka.

e BbinonHute 9Ty HacTponky, ecnu HeobxoouMMo MepesanyCTuTb YCTPOWCTBO B
onpegeneHHoe BpeMs.

2.4. KoHdurypauus

HacTtponka (Heobs3aTenbHO) Mcnonb3dyeTcs Onsi HACTPOWKM Maponen u ypoBHEN
naponen u NpUBUNENMn KOMaHg,
npuBUNernn
enable password HacTtpanBaeT npocTton 3awmndpoBaHHbIN
napornb
enable secret HacTtpaueaeTt 3aLUULLEHHbBIN
3aLmpoBaHHbIN Naposib
enable YBenuumBaeT  ypOBEHb  MNpUBUNETNN
nonb3oBaTens
disable CHmxaet YPOBEHb npusmnernn
nonb3oBaTens
privilege HactpamBaeT ypoBeHb MpuBunerni Ons
KOMaHg
password YKasblBaeT naponb CoeAMHEHNSA
login BknioyaeT 3aumMTy coenHeHNs napornem
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HaCTpOVIKa ©a3oBoro ynpaslieHus
HacTtponka Bxoga n | (HeobasatenbHo) Mcnonb3dyeTca ANs HACTPOMKN PasfUYHbIX PEXMMOB
ayTeHTudmkaumm BXO4a M METOAOB ayTeHTUMKaLUmn

username HactpavBaeT cBegeHuMss O rOKarbHOM
y4YeTHOW  3anMcyM  nonb3oBaTtensa MU
OOMNOSTHUTENBbHON NMHopMaLmu
aBTOpM3aLmUn
login local HacTtpauBaeTt nokanbHyto
ayTeHTUdmkaumio ansa Bxoga B CUCTEMY
Ha OCHOBE COeaUHEHNS
login authentication HactpauBaet ayteHtudpukaunio AAA ons
BXOJa B CUCTEMY Ha OCHOBE COeAUHEHUS
telnet BkntovaeT cnyx0y knneHTta Telnet
enable service telnet- | Bknoyaet cnyx0y Telnet-cepBepa
server
-timeout HacTtpavBsaet Bpems oXugaHus
noaKnoYeHns
session-timeout HacTtpaunBaeT Bpems oxugaHus ceaHca
lockable BkntoyaeT 6MOKMPOBKY TepMMHana Ha
OCHOBE COeANHEHUS
lock brokupyeT TepmuHarn, MOAKMYEHHbIA K
TeKyLemMy CoOeAMHEHWNIO
HacTtponka (Heobsi3aTenbHo) Mcnonb3yeTcsa Ans HACTPOWKM OCHOBHBIX MapamMeTpoB
OCHOBHbIX CUCTEMbI
napameTposB
CUCTEMDI clock set HacTpauBaeT cucTeMHble Yachl U gaTy
clock update-calendar O6HoBNsIET annapaTHble Yacbl
hostname HactpauBaeTt nms cuctembl
prompt HactpavBaeT KOMaHOHY CTPOKY
banner motd HacTtpauBaeT exegHeBHOe yBeJOMIeHMEe
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HacTtpowka bannerlogin HactpaunBaeTt CoobLieHre npu Bxoge npu
OCHOBHbIX BXoae
napameTpoB
crcTemMbl speed HacTpamBaeT ckopocTb nepeaaym AaHHbIX
KOHCONM
BkntoyeHue un (HeobGsizaTtenbHO) Wcnonb3yetcs ONs  BKAKYEHMS M OTKIHOYEHUSA
BbIKNIOYEHME onpeaeneHHon cnyxobl
onpeaeneHHoum
cnyxbBeil enable service BkntouaeT cryx6y
HacTtpowka (HeobssatenbHo) [aHHas KomaHga WCMonb3yeTcd And HaCTPOWKK
3annaHvpoBaHHOM | MOSIUTMKKU Nepesanycka CUCTEMbI
nepesarpysku
reload lMepes3anyckaeT yCTPONCTBO

2.4.1. HacTtpowuka naporsnen n npuBunerum

24.1.1.

2.4.1.2.

2.4.1.3.

Pe3ynbTaTt KOHJUrypaumm
Hactponte naponu Aana ynpasfeHuss OOCTYNOM Mofib3oBaTenien K CeTeBbIM
YCTPOUCTBaM.

HasHaubTe ypoBeHb MpuBMMErnii komange, YTobbl NpeaocTaBUTb AOCTYMN K KOMaHae
TONbKO MONb30BaTENSM AaHHOIO YPOBHS UMW BbILLE.

YMeHbLINTE YpPOBEHb MNPUBUIErUMA  KOMaHAbl, 4TOObl nNpegocTaBuTb Gonbluemy
KONMMYecTBY Nonb3oBaTernen 4OCTYN K KOMaHae.

YBenuybTe ypoBEHb NPUBUNEMMIA KOMaHAbl, YTOBbl OrpaHMYMTbL AOCTYN K KOMaHae Ao
HEeCKONbKUX Nosib3oBaTenem.

MpumeyaHus

Mo>HO ncnonb3oBaTb KOMaHAY HACTPOWKM Napond ¢ napaMmeTpom level onsa HacTporkn
napons Ans onpeaeneHHoro ypoBHA npusunerui. lNocne ykasaHusa ypoBHSA M Napons
OH ByaeT paboTaTb 414 NoNb3oBaTesnen, KOTOpbIM HEOOX0AUM JOCTYN K 3TOMY YPOBHIO.

Mo ymonyaHuio naposib He HAacCTPOEH ANs MGOro ypoBHs. YPOBEHb MO YMOMYaHUIO —
15.

Mpn HacTponke NPOCTOro 3alMdpPOBAHHOIO Naposis He Ha ypoBHe 15, oTobpaxkaeTcs
npegynpexgeHve u naponb asToMaTMyeckum npeobpasyetcsd B 3aLUMULLEHHbIN
3alndpPOBaHHbIN Naporb.

Cuctema BblOMpaeT 3alWMLWEHHBbIN 3aNMPOBaHHLIN Naposflb MOBEPX MNPOCTOro
3awmncpoBaHHOro Napons, ecnv oba Naposis HAaCTPOEHBI.

ATanbl KOHdUrypaumm

Hactpowka npoctoro 3awmcgppoBaHHOro napons

(Heob6sa3aTenbHO) BbinonHUTE 3Ty HACTPOWKY, €CN HEOBXOAMMO YCTAaHOBUTbL NPOBEPKY
NPOCTbIM 3aLIM@PPOBaAHHBIM NaporiemM Npu NepeknioYeHnn nonb3oBaTenen Ha pasHble
YPOBHW NpUBUIErvn.
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UToObl HACTpPOUTbL NPOCTOM 3alUMPOBaHHbLINA Maposb, BbINOMHUTE KOMaHAy enable
password.

HacTpouka 3awmieHHoro sawmdpoBaHHOro napons

(Heobsa3atenbHO) BbinonHuTe aTy HAaCTPOWKY, ecnv He06X04UMO YCTaHOBUTL NPOBEPKY
3alMLLEHHbIM 3alMdPOBaHHBLIM Naponem npu nepeknioyeHn nonb3oBaTternen Ha
pasHble YPOBHU NPUBUIIETUNA.

UToObl HacTpOUTb 3alUMLLEHHbIA 3aWMPOBaHHbIA Napofib, BbLINOMHUTE KOMaHAy
enable secret.

3almLeHHbIn 3andpoBaHHbIA Naposib BINOMHAET Ty Xe (PYHKUMIO, YTO 1 NPOCTON
3aWndpoBaHHbLIN MNapoflb, HO WCMNONb3yeT YMYYLWEHHbIA anroputM LWNgpoBaHUS.
MoaTomMy 3alumLLeHHble 3alwmndpoOBaHHbIE MNApPOfM PEKOMEHAYHTCA U3 COOBpaKeHWI
BesonacHocTu.

Hactpoika ypoBHen npuBunerum KomaHa

OnuuoHanbHo.

KomaHga Ha Bonee HM3KOM YpOBHE AOCTyrnHa 6onblueMy KONMMYECTBY NOSb3oBaTenen,
YyeMm KomMaHa Ha 6oriee BbICOKOM ypoBHe. [oBblLeHne/NoOHMXEHNEe YPOBHS NpuBUNEri
nonb3oBaTerns

lMocne Bxoaa B ceTeBOe YCTPOWCTBO MOMb30BaTESb MOXET U3MEHUTb CBOW YPOBEHb
[OCTyna K KOMaHAam C pasfnmMyHbIMU YPOBHSIMU NPUBUIIErNNA.

BbinonHute komaHabl enable nnn disable, 4ToObl NOBBLICUTL UMM MOHU3UTL YPOBEHb
npuBunIernin nonb3oBaTens.

Bknro4yeHune 3awmTtbl coeagnHeHUs naponem

(HeobsizatenbHo) [na yoaneHHOro Bxoga TpebyeTcs 3awuTta coeguHeHus naporem
(Hanpumep, Bxog yYepes Telnet).

BoinonHute komaHgy password [ O | 7 ] line, 4tobbl HacTpouTb naponb Ans
COeOWHEeHUs, a 3aTeM BbINOMHUTE KOMaHgy login, 4ToGbl BKMOYUTL MNPOBEPKY
NOANMHHOCTM NpU BXOZE.

NMPUMEYMAHWE: ecnn naponb Ansi COeaUHEHNA HAaCcTPOEH, HO ayTeHTUMKauuns npu Bxoae He
HacTpoeHa, cuctemMa He oTobpaxxaeT 3anpoc Naporssi.

2.4.1.4. NMpoBepka KOHUrypaumum

BoinonHunte komaHay show privilege, 4tobObl 0TOOpPasWTb TEKYLMN YPOBEHb
nonb3oBaTtens.

BbinonHute komangy show running-config gns otobpaxeHnuns koHdbuUrypaumm.

2.4.1.5. CBA3aHHbIe HAaCTPOUKM

Hactpowka npoctoro 3awmdpoBaHHOro napons

KomaHga enable password [ level level ] { password | [0 | 7 ] encrypted-password
Onucanue level: ykasbiBaeT onpeaeneHHbIn ypoBeHb MNonb3oBaTens.
napameTpoB

password: ykasblBaeT Naponb, WCMOnb3yemblil Ans  Bxoda B
NPUBUNETMPOBAHHbLIN PEXUM.

0: ykasbiBaeT, 4TO Naposib BBEAEH B BUAe NPoCToro Tekcrta (plaintext).
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7: ykasblBaeT, YTO Maponb BBeAeH B BuAE 3alM@POBAHHOIO TeKCcTa
(cyphertext).

encrypted-password: ykasblBaeT TeKCT Maposis, KOTOpbld OOSIKEH
coaepxatb B6ykBbl U LMKPLI, YYBCTBUTENbHbIE K PETUCTPY.

NMPUMEYAHUE: npobenbl B Havane nons paspelleHbl, HO OyayT
npourHopupoBaHbl. OQHaKO NPOMEXYTOYHbIE W KOHeYHble npobensbl
pacno3HatoTcs

Pexum Pexunm rnobanbHon koHdurypauum

KOHcpurypaumm

BcTpoeHHas B HacToslee Bpems MpocCTble 3almMppoBaHHbIE Maponn MoryT ObiTb
noackaska HaCTPOEHbI TOMBbKO C YPOBHEM 15 1 BCTYNAT B CUITY TOSLKO B TOM Crny4ae,

€CJin He 3a4aH naposib C 3alULLEeHHbIM IJJVI(prBaHI/IeM.

Mpn HacTporke NPOCTOro 3awwmMdpOBaHHOIO Naposia He Ha ypoBHe 15,
oTobpaxaetca  npedynpexaeHne W Naporib  aBTOMaTUYeCKu
npeobpasyeTcs B 3aMLLEHHbIV 3aWIM(POBaHHBIN Naporsib.

Ecnv naponb ypoBHA 15 C MpocTbiM LMdpOBaHMEM M Naporib C
3alMLLEHHBIM WMdPOBaHMEM HaCTpPOEeHbl OAMHAKOBO, OTobpaxaeTcs
npegynpexaexHve.

NMPAMEYAHUE: npu ykaszaHum Tuna wnMpoBaHna 1 BBoAe MNaposis B
dopmate MNpoCTOr0 TEeKCTa HEBO3MOXHO [MOBTOPHO BOWTM B
NPUBUIIEMMPOBAHHBIA peXuM. 3amngpoBaHHbIN Naposib HE MOXET ObiTb
BOCCTaHOBIEH nocne notepu. Bam 6ygeT Heo6xoanmo HaCTpPOUTb HOBbIN
napornb

HacTtpouka 3awmieHHoro 3awmcgppoBaHHOro napons

KomaHga enable secret [ level level ] {secret | [ O | 5] encrypted-secret }

Onuncanne level: ykasblBaeT onpeaeneHHbINn ypoBeHb Norib3oBaTens.

EfeELLSU ek secret:  ykasblBaeT nNapofb, WCMONMb3yeMbll AN Bxoda B
NPUBUNErMPOBAHHbBIN PEXUM.
0 | 5: ykasbiBaeT Tvn wundposaHusa napons. 0 ykasbiBaeT Ha OTCyTCTBUE
wndppoBaHusi, a 5 — camoe Ge3onacHoe WwnpoBaHue.
encrypted-password: yka3biBaeT TEKCT Naposis

Pexnm Pexunm rmobanbHon koHdurypauum

KOHpurypaumm

BcTtpoeHHas OTa KomaHda Mcrnonb3yeTcs AN HACTPOWKM Maporien Ana pasnuyHbiX

noackaska YPOBHEW NpuBUnerum

@ §) QTECH

MWP OOCTYNHEE

39




PykoBogcTteo no Hactporike QSW-4700

MNMoBbiweHue YPOBHSA I'IpVIBVIﬂerI/IVI nonb3oBaTtens

KomaHga enable [ privilege-level ]

Onucanue privilege-level: ykasbiBaeT onpeaeneHHbIn ypoBeHb NpUBMMIErum
napameTpoB

Pexum MpuBMNErMpOBaHHbLIN PEXUM

KOHcpurypaumm

BcTpoeHHas [Ona noBbleHnss YypOBHA npuBunerMn Tpebyetca BBOA Mapons
noackaska Tpebyemoro ypoBHs

NMoHunxeHue YPOBHSA anBMnerMﬁ nonb3oBaTens

KomaHnga disable [ privilege-level ]

Onucanue privilege-level: ykasbiBaeT onpeaeneHHbI ypoBeHb NpUBMMIerum
napameTpoBs

Pexnm MprBUNErMPOBAHHBIN PEXNM

KOHdourypaumm

BcTtpoeHHas lMoHWMXeHNe ypoBHS NpuBUerMi He TpedyeT BBOL4A Naposisi.
noackaska

Ncnonb3ynTe 3Ty KOMaHgy ANs BbIXo4a U3 NPUBUNETNMPOBAHHOIO pexmma
1 Bo3BparTa B [Nonb3oBatenbckui pexxum. Ecnu 3agaH napameTp privilege-
level, Tekywmin ypoBEHb NPUBUNEMMIN NOHMXKAETCS A0 YKA3aHHOTO YPOBHS.

NMPUMEYAHMUE: privilege-level gomkeH OblTb HUXKE TEKYLLIETO YPOBHS

Hactpoika ypoBHen npuBunerum KomaHg

KomaHga

privilege mode [ all ] { level level | reset } command-string

Onucanne
napameTpoB

mode: ykasblBaeT pexunM KOMaHOHOW CTPOKW Anst KOMaHAbI.

Hanpumep, config BbiGupaeT pexmm rrnobanbHOro KoOHUryprupoBaHuS,
NPUBUIIEMMPOBAHHLIA KOMaHOHbIN pexnmM, a interface BbiGnpaeT pexumm
KOHdoUrypaumm nHtepdenica.

all: nameHsieT ypoBeHb NpMBUNErMin NOAKOMaH onpeaeneHHon KoMaHabl
Ha TOT e YpPOBEHb.

level level: ykasbiBaeT ypoBeHb npusunerun B gnanasoHe ot 0 go 15.
reset: BOCCTaHaBMMBAaET YPOBEHb NPUBUMETMIA KOMaHAbI MO YMOMYaHWIO.

command-string: ykasbiBaeT KomaHAy, KoTtopon TpebyeTca HasHauuTb
YPOBEHb NpUBUNErnn

Pexvm
KOHdUrypauum

Pexwum rnobanbHon koHUrypaumm
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BcTpoeHHas
noackaska

YT0o6bl BOCCTAHOBUTL YPOBEHb MPUBUMErNNA KOMaHAbl, BbINOMHUTE
komaHgy no privilege mode [ all ] level level command B pexume
rno6anbHOM KOHdUrypauum

Yka3zaHue naponsa coeaunHeHuUA

KomaHga password [0 | 7] line

Onucanue 0: yka3blBaeT Ha HacCTPOWKY Mapons B BUAE NPOCTOro TeKCTa.

napameTpos 7: yKa3blBaeT Ha HAaCTPOWKy napons B BuAe 3awmdpoBaHHOIO TEKCTa.
line: ykasbiBaeT CTPOKY naporsis

Pexum Pexum koHdurypaumm coegmHeHns

KOHcpurypaumm

Bknro4yeHune 3awmTtbl coeagnHeHUs naponem

KomaHpa login
Pexunm Pexum koHdUrypaumm coegnHeHus
KOHUrypauum

NMpumep KoHUrypauum
HacTpowka aBTopusaumm KomaHg

CueHapun HasHauybTe ypoBeHb npusunermn 1 komaHge reload n ee nogkomangam,
3aTeM HacTponTe ypoBeHb 1 kak ypoBeHb AgocTtyna (Habpas naponb test)

JTansbl e HasHaubTe ypoBeHb npuBunermin 1 komaHge reload un ee
KOHpurypaumm nogkoMaHgam.

QTECH# configure terminal

QTECH(config)# privilege all level 1reload

QTECH(config)# enable secret level 10 test

QTECH(config)# end
MpoBepka e Ybegutecb, 4To KOMaHaa reload n ee nogkomaHgbl 4OCTYMHbI Ha
KOHdourypaumm ypoBHe 1.

QTECH# disable 1

QTECH> reload ?

at reload at

<Cr>

QR
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2.4.2. HacTtpouka Bxoga v aytTeHTU(pUKaumm

2.4.2.1. PesynbTaTt KOHUrypaumm
e YcTaHOBUTE ayTeHTUMMKALMIO YYeTHbIX AaHHbIX AN BXOA4a B CUCTEMY Ha OCHOBE
coeaviHeHus.
e BbinonnuTe komaHay telnet Ans Bxoga Ha yaaneHHoe YyCTPOMCTBO.

° 3a|<p0|7|Te yCTaHOBJIIEHHOE coeadunHeHune, ecln B TedYeHune BpemMeHu OXunaaHua He
06Hapy)KeHbI BbIXOOHbIE AAaHHbIE.

° OTkntounte yCTaHOBJ'IeHHbII;I CeaHc, coeavHsaLWnNnca ¢ yaaneHHbIM  y3rioMm, «"
BOCCTAHOBMTE XOCT B coOcCTosiHMe Idle, ecnn B TeueHue BpeMeHn oXunaaHua He
06Hapy>|<eHo BbIXOOHbLIX OAHHbIX.

o 3abnokupynte TepmuHan, YTobbl oTkasaTtb B gocTtyne. Korgaa nonb3oBatens BBOAUT
Kakon-nmbo cnmBeos Ha 3abnoknpoBaHHOM TepMUHane, otobpakaeTcst 3anpoc Naponsi.
TepmuHan 6yget aBToMaTnyeckm pasbrnokMpoBaH, ecnv BBeAeH NpaBuiibHbIN Naponb.

2.4.2.2. dtanbl KOH(Urypaumum

HacTponka cBeaeHnm o nokanbHOM nonb3oBartene
e (ObGasaTenbHo.

e BbinonHuTe KOMaHAQy username, YToObl HACTPOUTL YYETHYH 3amnncCb, UCMONb3YEMYIO
ANs NoKanbHOM ayTeHTUdUKauMm 1 aBTopM3aumm, BKNOYas MMeHa norb3oBaTenen,
naponv u A4oNoNHUTENbHYI MHopMaumo 06 aBTopum3aLuu.

e  BbINOMHUTE 3Ty HACTPOWKY Ha KaXkOOM YCTPOUCTBE.

Hactpoika nokanbHou ayTeHTU(MKauUuMM ANA BXoAa B CUCTEMY Ha OCHOBe
coeAuHeHunsA

e OOsa3aTenbHoO.

e HacTpoiika nokanbHOW ayTeHTUUKaLMM 4Ns Bxoda B CUCTEMY Ha OCHOBE COeUHEHMUS
B cnyyae oTknoyeHus AAA.

e  BbINOMHMTE 3Ty HACTPOMKY Ha KaXkOOM YCTPOWCTBE.

Hactponka AAA ayteHTUdMKaumMm pAOnsa Bxoga B CUCTEMY Ha OCHOBe
coeAuHeHunsA

e (HeobsizatenbHo)  BbinonHWTE  OaHHYyK  KOHurypauuio  gns HaCTpPOKKN
ayTeHTMdomkaumn AAA ans Bxoda B CUCTEMY Ha OCHOBE COeMHEHNS.

e Hactporka ayteHTudumkaumm AAA Ons Bxoga B CUCTEMY Ha OCHOBE COEAUHEHMWS B
cnyyae, ecnu BkntodeHa oyHkumns AAA.

e  BbINOMHUTE 3Ty HACTPOMKY Ha KaXkQoOM YCTPOWCTBE.
Bknro4yeHue knueHTckon cnyx6bl Telnet

e BuinonHuTe KomaHgy telnet onsa Bxoga B yaaneHHOe YCTPOUCTBO.
BoccTtaHoBRneHue knmeHTckoro coeguHeHus Telnet

e (HeobsizatenbHO) BbinonHMTE OaHHYO  KOHUrypaumio AnS  BOCCTaHOBEHUSA
coeaNHEeHUsa ¢ KnmeHTom Telnet.

OTKNno4YeHne NpUocTaHOBIIEHHOro coeanHeHusa Telnet-knueHTa

e (HeobsizatenbHo) BbinonHMTe  gaHHYyO  KOHUrypaumio,  4ToObl  3aKpbiTb
NpUoCcTaHOBIEHHOE coeanHeHne Ha Telnet-knueHTe.

Bknro4yeHue cnyx6bl cepBepa Telnet
e  OnuuoHanbHo.
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Bkntounte cnyxby Telnet-cepBepa, ecnm Heobxoanmo BKNMOUNTL Bxog vepes Telnet.

HaCTpOVIKa BpeMeHUn oxXxnaaHnsa noakKnr4vyeHus

OnuuoHanbHo.

YcTaHOBMNEHHOEe coeanHEHne 6y,qu 3aKpbITO, €CJ/1In B Te4YeHNe BpeMeHN OXnaaHnAa He
06Hapy>|<eHb| BbIXOOHbIE AaHHbIE.

BeinonHnte Ty HaCTpOIZKy, ecnu HeO6XO,EI,I/IMO yBeNM4YNTb UM YyMEHbLLNTb BpeMd
OXunaaHma coeamnHeHus.

Hactpoika BpeMeHU oXXuaaHusa ceaHca

OnuuoHanbHo.

CeaHC nogknyYeHUa K yaaneHHOMy XocTy OyaeT OTKMA4YeH, U xocT Oyaer
BOCCTaHOBMeH B cocTtosHue Idle (B pexum npocTosi), ecriv B TeYeHMe BpPEMEHU
oXunaaHua He BygeTt obHapy>KeHO BbIXOOHbIX AaHHbIX.

BbinonHute Ty HaCTpOI‘fle, ecnn Heobxogmmo yBENMYNTb UMM YMEHbLLINTb BpeMd
OXunaaHumAa ceaHca.

BnokunpoBka ceaHca

2.4.2.3.

(HeobsazaTtenbHO) BbinonHnTe 3Ty HAaCTPOWKY, ecriv Heo6XxoAnMO BPEMEHHO BbINTU U3
ceaHca Ha yCcTponcTse.

YTo6bI 3abnoknpoBaTh CeaHc, cHavyana BKNoYMTe BNOKMPOBKY TEpMUHANa B pexume
KOHUrypauum TepMuHansHoro ocTyna, a 3ateM 3anyctute komanay lock B pexume
TepMuHana gns 6roKMpoBKM TepMuHana.

lNMpoBepka KoHcpUrypaumm
BbinonHute komangy show running-config gns otobpaxeHuns koHdurypaumm.

B cnyyae oTtknodeHna AAA nocrne HacTpPoWKM CBeAEHUIN O SIOKanbHOM Nnosib3oBaTene n
NoKanbHOW NpOoBEpPKM MOASMIMHHOCTM Ha OCHOBE TepMWHanbHOro gocrtyna ybeauTecs,
yTO ANs Aoctyna K MHTepdency KoMaHOHOW CTPOKM Monb3oBaTesniaiM npeanaraeTtcd
BBECTW UMS NOMb30BaTeENs U Naporsib.

Ecnn dyHkuna AAA  BKOYEHaA, MOCMe HACTPOMKM CBeOEeHWA O  JfloKaribHOM
nonb3oBaTtesie U nokanbHoW ayteHTudukauunm AAA ybeamtecb, 4TO Ans gOCTyna K
MHTEpgency KoMaHOHOM CTPOKM Mofib3oBaTensM npegnaraeTcs BBECTU  UMSA
nonb3oBaTens n naporsb.

BbinonHnte komaHgy show user, 4tobbl 0To6pasnTe MHAOPMaLMIO O NONb30BaTENSX,
BOLeALMX B MHTEpPdENC KOMaHLHOM CTPOKM.

Telnet-knMeHTbl MOryT MNOAKNIOYATBCS K YCTPOWCTBAM, BKIMHOYEHHBIM C MOMOLLBHO
cnyx6bl Telnet-cepeepa.

Mpn HaxaTum knaeuwn Enter B 3abrOKMPOBaHHOM MHTepdence KOMaHOHOW CTPOKMU
nonb3oBaTtento OyoeT npeanioXxeHo BBECTU naposb. CeaHc pa3bnoknpyeTcsi TONbKO B
TOM cny4yae, ecnv BBeAeHHbIV Naposib COBMNagaeT C HACTPOEHHbIM NaporeM.

3anyctnte komangy show sessions pgns oTobpaxeHuss BCeX YCTaHOBMEHHbIX
Telnet-knueHTOB.
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2.4.2.4. CBsAi3aHHble HACTPOUKU

HaCTpOVIKa CcBeieHUN O NoKasribHOM nosb3oBarerne

KomaHpa

username name [ login mode {console | ssh | telnet } ][ online amount
number ] [ permission oper-mode path ] [ privilege privilege-level ] [ reject
remote-login ] [ web-auth ][ pwd-modify ] [ nopassword | password [ 0
| 7] text-string ]

OnwucaHue
napamMmeTpoB

name: ykasbiBaeT UMs norib3oBaTens.
login mode: ykasbiBaeT pexxMm BXo4a B CUCTEMY.

console: yctaHaBnuBaeT pexum Bxoga kak Console (KoHcorb).
ssh: yctaHaBnnBaeT pexvma Bxoda kak SSH.

telnet: yctaHaBnueaeT pexum Bxoga kak Telnet.

online amount number: ykasbiBaeT MakCMMarnbHOE KONMMYECTBO YYETHbIX
3anncen B akTUBHOM COCTOSIHUW.

permission oper-mode path: HacTpanBaeT paspeLleHne Ha onepaumio ¢
dannom. op-mode ykasbiBaeT Ha pexum paboTbl, a path ykasbiBaeT Ha
KaTasnor unu nyTb K onpeaeneHHomy canny.

privilege privilege-level: ykasbiBaeT ypoBeHb NpUBUNETNA YH4ETHON 3annucu
B Ananas3oHe ot 0 go 15.

reject remote-login: OTKNOHSIET yAaneHHbI BXO4 C MOMOLLLH YYETHON
3anucu.

web-auth: paspewaet Tonbko WEB-ayTeHTMdMKaUUO Ona  yy4eTHOMn
3anucu.

pwd-modify: no3sonseTt BnagenbLy Y4€THON 3annucu U3MEHATb Naporsib.
OTOT napameTp SOCTYNeH, TONbKO ecnu web-auth ckoHurypupoBaHa.

nopassword: ykasbiBaeT, YTO A/ YYETHOW 3anu1cK He HacTPOEH Naporb.

password [ O | 7 ] text-string: ykasbiBaeT Maposib, HACTPOEHHbIN ANs
yyeTHon 3anucu. O ykasbiBaeT, YTO Mapoflb BBeAEeH B BuAe MNpOCTOro
TEKCTa, a 7 yKkasblBaeT Ha TO, YTO Naposfb BBOAUTCS KaK 3alumMppoBaHHbIN
TeKCT. [1o yMmonyaHuio NCnosnb3yeTcsl MPOCTON TEKCT

Pexum
KOHdourypaumm

Pexunm rmobanbHon koHdurypauum

BcTpoeHHas
noackaska

Mcnonb3ynte 3Ty kOMaHZy ANs CO34aHus JokanbHOW 6asbl OaHHbIX
nonb3oBaTtenien, kotopad OygeT wuCNonb30BaTbCA MNPU  NPOBEPKe
NOAJIMHHOCTW.

Ecnn agna Tuna wudpoBaHua BbIOpaHO 3HaveHMe 7, BBeAEHHas
3awmnpoBaHHasa CTPOKa AOIMKHA COCTOATb U3 YETHOrO YnCria CMMBOJIOB.

OTOT NMapameTp MPUMEHWM K CLEHapuio, B KOTOPOM 3alundpOBaHHbIE
naponu MoryT ObiTb CKOMMPOBaHbI M BCTaBneHbl. B apyrux cnyyasx
3Ha4veHue 7 He BblbnpaeTcs
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HacTtponka nokanbHou ayTeHTMdUKauum Ansi Bxoga B CUCTEMY Ha OCHOBe
coeAnHeHus
KomaHpa login local
Pexum Pexum koHdurypaumm coegnHeHns
KOHcpurypaumm
BcTpoeHHas OTa KomMaHAa ucnonb3yeTcs A5S HACTPOWKU NOKanNbHOW ayTeHTudunkauum
noackaska ANS BXoa B CUCTEMY Ha OCHOBE COeJMHEHUS B cryyae oTkodeHus AAA.
NHpopmauusa o nokanbHOM nonb3oBaTene HacTpamBaeTCs C NMOMOLLbIO
KOMaHAbl username
Hactponka AAA ayteHTUbMkaumm pAnsa Bxoga B CUCTEMY Ha OCHOBe
coeAnHeHuUs
KomaHga login authentication { default | list-name }
Onucanue default: ykasbiBaeT uWMs cChvMcka MeTOAOB ayTeHTudukauum no
napameTpoB YMOSYaHMIo.
list-name: ykasbiBaeT AONOMHUTENBHOE MMS CMMCKa METOO0B
Pexnm Pexnm koHdurypaumm coeguHeHns
KOHdourypaumm
BcTtpoeHHas OTa KkoMaHda Mcrnonb3yeTcs ANns HaCTPoWKn ayTeHTudukauun AAA ans
nogckaska BXO4a B CUCTEMY Ha OCHOBE COEAMHEHUs B Clnyyae, ecnu BKIoYeHa

OyHKUMSA AAA. MeToabl ayTeHTudurKaumm AAA, BKNtoYad
ayTeHTndmkaumto RADIUS, nokanbHyt0 NpoBEPKY MOANMHHOCTM U Mpw
OTCYTCTBYIOLLEN MpOBeEpKe MNOAMMHHOCTM, WCMNOMb3YKTCA B npouecce
ayTeHTMdmKaumn

Bknro4yeHune knueHTckon cnyx6bl Telnet

KomaHga telnet [ oob ] host [ port ] [ /source { ip A.B.C.D | ipv6 X:X:X:X::X |
interface interface-name } ] [ /vrf vrf-name ] [ via mgmt-name ]

Onucaxve oob: ynaneHHoe nogkntoveHne Kk cepsepy Telnet yepe3 BHENONOCHYHO

napamMmeTpoB CBA3b (4Yepe3 NopT ynpaeneHns). AToT napaMmeTp JOCTYMNEH TOSbKO B TOM

crny4vae, ecnv yCTPOMCTBO UMEET NOPT ynpaBreHus.
host: ykasbiBaeT IPv4-agpec, IPv6-agpec nnmn nma xocta Telnet-cepsepa.

port: ykasbiBaeT Homep TCP-nopta Telnet-cepBepa. 3HayeHve no
ymMon4aHuio: 23.

/source: ykasbiBaeT |IP-agpec MWCTOYHMKA Wnn
ucrnonb3yemoln Telnet-knneHTom.

nopT WCTOYHUKA,

ip A.B.C.D: ykasbiBaeT IPv4-agpec ucTouHuka, ucnonb3yembii Telnet-
KINEHTOM.
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ipv6e X:X:X:X::X: ykasbiBaeT IPv6-agpec WCTOYHMKA, WCMNOMNb3yeMbln

Telnet-knueHTOM.

interface interface-name: ykasbiBaeT NOPT WUCTOYHUKA, WUCMONb3YyeMbIN
Telnet-knneHTOM.

Ivrf vrf-name: ykasbiBaeT umsa Tabnuubl BUPTyanbHOW MapLUpyTU3auum um
Tabnuuy nepecbinikn (VRF), koTopyto HE06X0AUMMO 3anpoCuTb.

via mgmt-name: ykasbiBaeT NopT ynpasneHus, ucnonbdyemoln Telnet-
KNWEeHTOM Mpu BbIOOpe napameTpa 0ob

Pexum MpuBMNErMPOBaHHbLIN PEXNUM

KOHcpurypaumm

BcTpoeHHas lMonb3oBaTenb MOXeT NOAKMYMTLCA No NpoTokony Telnet Kk yganeHHoMy
nozackaska YCTPOWCTBY, yKasaHHOMY MO MMeHn xocta IPv4 unum umenm xocta IPv6,

agpecy IPv4 unu agpecy IPv6

BoccTtaHoBneHue ceaHca Telnet-knueHTta

Komanpa <1-99>

Pexnm Monb3oBaTeNbCKNN peXnm

KOHdourypaumm

BcTpoeHHas Mcnonb3ynTte aTy KoMaH4y 4SS BOCCTaHOBNeHUs ceaHca Telnet-knmeHTa.

noackaska Nonb3oBaTeflb MOXeT Ha)aTb codeTaHue knasuw Ctrl+Shift+6 X ans
BPEMEHHOro BbIxoda U3 ceaHca Telnet, ycTaHOBNEHHOro C MOMOLLBIO
KomaHnapbl telnet, BbINOMHWUTL kOMaHZy <1-99> Ana BOCCTAHOBNEHWUS
ceaHca W 3anyctuTtb KomaHay show sessions ana oToGpaxeHus
nHdopmMaummn o ceaHce

OTKNnO4YeHne NpUoCcTaHOBIIEHHOro coeanHeHusa Telnet-knueHTa

KomaHpa disconnect session-id

Onuncanne session-id: yka3blieaem WOEHTUUKATOP MPUOCTAHOBMEHHOIO CeaHca

napamMmeTpoB Telnet-knueHTa

Pexnm Monb3oBaTeNbCKNN PeEXNM

KOHdourypaumm

BcTtpoeHHas OTa koMaH4a Mo3BOJIIET 3aKPbITb ONpedeNnieHHbIN ceaHc Telnet-knneHTa,

noackaska BBEASA naeHTndukaTop ceaHca
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BknioyeHue cnyx6bl Telnet-cepBepa

KomaHnpa enable service telnet-server

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas OTa komaHAa no3BonseT BkNounTb cnyxby Telnet-cepsepa. Cnyx6bl IPv4
noackaska n IPv6 Takke BKMNOYaoTCA NOCNE BbINOMHEHUA KOMaHAbI

HaCTpOﬁKa BpeMeHn oxXxnaaHnsa noaKnr4vyeHus

KomaHga timeout minutes [ seconds ]

Onucanue minutes: ykasbigaem BpeMsi OXXUAaHUA COEANHEHNSA B MUHYTaXx.
fnapameTpos seconds: ykasbiBaeT BPEMS OXWAAHIS COEAVHEHNS B CeKyHaax

Pexnm Pexum KoHdUrypauum coeguHeHus

KOHUrypauum

BctpoeHHas Mcnonb3ynte 3Ty koMaHay Ans HACTPOMKU BPEMEHU OXWUOAHUA ONs
nogckaska YCTaAHOBIEHHbIX MOAKNIOYeHM B coeavHeHun. CoeguHeHve 6yaet

3aKpbITO, €cnv BO Bpemsi TalM-ayTa He OyaeT OOHapyXeHO HUKaKux
BXOAHbIX JAHHbIX.

Utobbl ypanuTb KOHdUrypauuio Tanm-ayTa COEOUHEHUs, 3anyctute
KOMaHZy no timeout B pexvMme KoHpuUrypaumm coeguHeHuns

HacTpoiika BpemMeHM 0OXXnaaHusa ceaHca

KomaHga session-timeout minutes[ output ]

Onuncanne minutes: ykasblBaeT BpeMs OXnaaHUs ceaHca B MUHYyTax.

EfeELLSU ek output: ykasbiBaeT, criefyeT M A0GaBNsTb BbIXOAHblE [aHHbIE B
KayecTBe KpUTepusi BpEMEHU OXNOaHNS

Pexnm Pexnm koHdurypaumm coeguHeHns

KOHdourypaumm

BcTpoeHHas Mcnonb3ynte 9Ty KOMaHLy Ans HacTPOWMKUM BPEMEHWM OXMUOAHUS Ans

noackaska CeaHCOB yAarneHHoro xocta B coeamHeHnn. CeaHc 6yaeT OTKMYeH, ecnum

BO BPEMS OXXMaaHus He ByaeT oGHapy>KEHO HUKAKUX BXOAHbLIX AaHHbIX.

YT10Obl OTMEHMTb BPEMSI OXWAAHUSA CeaHca, 3anycTuTe KomaHay no
session-timeout B pexunme KOHUrypaumm coeanHeHns
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BknroyeHne 6NMOKMPOBKM TepMUHANA HA OCHOBE COeaUHEHUS
KomaHpa lockable
Pexum Pexum koHdurypaumm coegnHeHns
KOHcpurypaumm

BHOKVIpOBKa TepMuHana, nogknrw4YeHHOro K Tekyuwemy coeamHeHuio

Komanpa lock
Pexum Pexum koHdurypaumm coegmHeHns
KOHcpurypawmm

2.4.2.5. Mpumep KoHcuUrypaumum

YcTtaHoBKa ceaHca Telnet gns yAarieHHoOro ceteBoro yCTPOﬁCTBa

JTansbl e YcTaHoBuTe ceaHc Telnet ¢ yaaneHHbIM ceTeBbIM YCTPONCTBOM C
KOHcpurypaumm IP-agpecom 192.168.65.119.
e YcTtaHoBuTe ceaHc Telnet ¢ yaaneHHbIM ceTeBbIM YCTPONCTBOM C
IPv6-agpecom 2AAA:BBBB::CCCC

QTECH# telnet 192.168.65.119

Trying 192.168.65.119 ... Open

User Access Verification

Password:

QTECH# telnet 2AAA:BBBB::CCCC

Trying 2AAA:BBBB::CCCC ... Open

User Access Verification

Password:
lMpoBepka lMpoBepbTe, yCcTaHOBNEHLI N ceaHcbl Telnet ons yoaneHHbIX CeTeBbIX
KOHdourypaumm YCTPOWNCTB

HacTpoiika BpemMeHu oxungaHusi NoaKnoYeHUs

OTanbl
KOHpurypaumm

YcTtaHoBuTe BpeMs OXnaaHua nogknoveHus Ha 20 MUHYT

QTECH# configure terminal rnobanbHou

KOHpurypaumm.

QTECH# line vty O
TepMuHarnbHOro gocryna.

QTECH(config-line)# timeout 20
coeavHeHuns Ha 20 MUHYT

/[Bxognt B pexum
//[BXoOnT B pexmMm KOHUrypaumm

/lYcTaHaBnMBaeT BpeMs OXuaaHusi
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MpoBepka Y6eoutecb, 4YTO COEOUHEHME MexXOy TEepMMHANoOM W JoKanbHbIM

KOHcpurypaumm YCTPOMUCTBOM 3aKpbITO, €CnvM B TeYeHue BpeMeHU OXuaaHus He
0BHapy>XeHO HMKaKMX BXOAHbIX AaHHbIX

Hactpoika BpeMeHU oxuaaHus ceaHca

SAT1ansbl YcTaHoBuTe BpeMs OXnaaHua nogknoveHns Ha 20 MUHYT

KOHcpurypaumm
QTECH# configure terminal //Bxognt B pexum rnobansHom
KOHUrypauuu.
QTECH(config)# line vty 0 //BxoguT B pexmm KoHdurypaumm
TEepPMUHanbLHOro gocTyna.
QTECH(config-line)#session-timeout 20 //YcTaHaBnueBaeT BpeMs
oXunaaHusa coegmHeHus Ha 20 MUHYT

MpoBepka Ybeautecb, 4YTO COeAMHEHME MEXZy TEePMUHANoOM W JloKasibHbIM

KOHpurypawmm YCTPOMCTBOM OTKIKOYEHO, €Crln B TeYEeHWE BPEMEHU OXUOAHUA He

06Hapy>|<eHo HUKaKNX BXOAHbIX AAaHHbIX

2.4.3. HacTponka OCHOBHbIX NapaMmeTpoB CUCTEMbI

2.4.3.1. PesynbTaT KOH(pUrypaumum

HacTtpoika OCHOBHbIX NapaMeTpoB CUCTEMBI.

2.4.3.2. dTtanbl KOH(Urypauum

HacTpoika cucteMHbIX YacoB U Aatbl
e O0Osa3aTenbHO.

e HacTpoiika cMCTEMHOrO BpEMEHM Ha CETEBOM YCTPOMCTBE BPYYHYL0. Yackl ycTponcTea
3anycKkarTcs C 3a4aHHOIO BPEMEHN U NPOAOIKaoT paboTaTth Aaxe Npy BbIKITHOYEHHOM
COCTOSAAHUWN YCTPOUCTBA.

NMPUMEYAHUE: HacTpoiika BpeEMEHU MPUMEHSIETCA TONMbKO K MporpaMMHbIM 4Yacam, ecru
ceTeBoe YCTPOMCTBO He MNpefocTaBnseT annapaTHble 4vackl. [1pyn BbIKNOYEHMM YCTPOKWCTBA
KOHUrypauus He ByaeTt coxpaHeHa.

O6HoBNEeHMe annapaTHbIX YacoB

e  OnuuoHanbHo.

e BbimonHMTe 3Ty HacTpoKMKy, ecnM HeobXxoaMMO CKOMMpOBaTb [AaTy W Bpems
nMporpamMMHbIX 4YacoB Ha annapaTtHble 4Yacbl, 4YTOObl annapaTHble 4Yachbl
CUHXPOHM3NPOBANNCh C NPOrpamMMHbIMK YacaMmu.

Hactpoinka umeHu cuctemsl
(Heobsa3aTenbHO) BeinonHMTe 3Ty HACTPONKY, YTOObI KBMEHUTBL MMSI CUCTEMbI MO YMOSTHAHMIO.

Hactpoinka KomaHAHOW CTPOKM

(HeobsasatenbHo) BbinonHWTe 3Ty HaCTPOWKY, YTOObl M3MEHUTb KOMaHAHYK CTPOKY MO
YMOMYaHuIo.
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Hactpouka exxeqHeBHOro yBeoMIeHuUA

(Heob6s3aTenbHO) BbinonHuTe 3Ty HacTpoOKKy, ecnn Heob6xoaumMo 0TobpasnTb BaXHbIE

NoACKa3Kn nnun npegynpexageHna and nonb3oBaTenen.

YBegomMneHme MOXHO HacTpouTb B OAHY WIMM HECKOJIbKO CTPOK, KOTOpble 6y,EI,yT

0T06pa)KaTbC$l anda nonb3oBaTenen nocne BXO4a B CUCTEMY.
HacTponka CoobweHuns npu Bxoae

(Heobsa3atenbHO) BbinonHanTe 3Ty HACTPOMKY, e€cnm HeobxoamMmo oTobpaxaTb BaXHble
coobueHns ans nonb3oBaTernen Npu BXoae Unm BbIXoae 13 CUCTEMbI.

HacTtpoiika ckopocTy nepegayum AaHHbIX KOHCONM

(HeoGsi3aTenbHO) BbinonHUTe 3Ty HACTPOVKY, YTOObl M3MEHUTL CKOPOCTb Nepeaayn AaHHbIX
KOHCO/M MO YMOYaHUIo.

2.4.3.3. NpoBepka kOH(puUrypaumm

[ ]
BEPCUN.

3anyctute komaHay show clock, 4ToObl 0TOBPa3anTb CUCTEMHOE BpEMS.
MpoBepbTe, oToGpaxaeTca nn CoobLieHre Npu BXOAE NOcrne BXxoda B CUCTEMY.
BoinonHnte komaHgy show version gns otobpaxeHusa uHdopmaumm O cucteme u

2.4.3.4. CBAA3aHHbIe HAaCTPOUKMU

HacTpomnka cMcTteMHbIX YacoB U AaTtbl

KomaHga clock set hh:mm:ss month day year
Onuncanne hh:mm:ss: nokasbiBaeT Tekywee Bpems B popmaTte yac (24-4acoBou
napameTpos dopmarT):MUHyTa:CeKyHaa.
day: ob6o3sHavaeT geHb Mecsua (1-31).
month: o6o3HavaeT mecs roga (¢ aHBaps No gekabpob).
year: o6o3HavaeT rog ¢ 1993 no 2035. CokpalleHnsi He NoaaEePXKMBAKOTCA
Pexnm MpuBUNErnpoBaHHbLIN PeXnm
KOHdourypaumm
BcTpoeHHas Mcnonb3ynTe aTy KOMaHay Ans HaCTPONKN CUCTEMHOIO BPEMEHN.
MOACkaska Ecnu yCTpOICTBO He NpemoCTaBnsieT annapaTHble Yackl, HacTpoiika
BpeMeHU He ByaeT coxpaHeHa npu BbIKIFOYEHUN YCTPONCTBA
O6HoBNEeHMe annapaTtHbIX YacoB
KomaHga clock update-calendar
Pexnm MpuBUNErMpoBaHHLIN PEXNM
KOHpurypaumm
BcTpoeHHas lMocne HacTpoOWku BpeMeHW MporpamMHbIX YacoB OyaeT nepesanucaHo
noackaska BpeMS annapaTtHbIX 4acoB
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HaCTpOVIKa UWMEeHUN CUCTEMbI

Komanpga hostname name

Onucanwne name: ykasblBaeT UMSA CUCTEMbI, KOTOPOE OOITKHO COCTOSATb M3 MeYaTHbIX
napamMmeTpoB CVYMBOJIOB U HE AOMKHO NpeBbIwaTh 63 banTa

Pexum Pexwum rnobanbHon KoHUrypaumm

KOHcpurypaumm

BcTpoeHHas UTtobbl BOCCTAHOBUTHL CUCTEMHOE MMSA MO YMOMYaHMUIO, BbINOSHUTE
nozackaska KomMaHgy no hostname B pexume rinobanbHON KOHUrypaumm

Hactpoinka kKomaHAHOW CTPOKMU

KomaHnga prompt string

Onuncanne string: ykasbiBaeT WMMs KOMaHgHow cTpokn. UMma ¢ Gonee uvem 32

napameTpoB cumBonamn BygeT ycedeHo, 4ToObl cogepxaTtb TOMbko nepsble 32
CYMBOJI0B

Pexnm MpuBunernpoBaHHbIN pPexnm

KOHdourypaumm

BcTpoeHHas UTob6bl BOCCTAHOBUTL HACTPOMKM KOMAaHOHOW CTPOKM MO YMOSTYaHWto,

nogckaska BbINOMIHNTE KOMaHAY N0 prompt B pexume rnobansHom KoHurypaumm

HacTpoiika exxeqHeBHOro yBeoMrneHus

KomaHpa banner motd ¢ message ¢

Onucanne c: obo3HavaeT pasgenurtenb, KOTOpbiA MOXET OblTb M0ObIM CMMBOSIOM,
napamMmeTpoB Hanpumep "&"

Pexnm Pexunm rnobanbHomn koHdurypauum

KOHdourypaumm

BctpoeHHast CoobLleHne [OMKHO HavMHATLCS M 3akaHYMBATbLCS pasgenuTenem C
noackaska nocregyroLwmMm BBOAOM CTPOKU. Bce cumBonbl, cnegyowime 3a KOHEYHbLIM

pasgenutenem, OyoyT nponyweHbl. Jllobas OykBa, coaepxallasicd B
COoObLLIEHNN, He [OOfKHA MCMoNb30BaTbCA B Ka4yecTBe pasgenurtens.
[nvHa coobLleHnsa He gommkHa npeebiwaTth 255 6ant

Hactponka Coo6weHunsa npu Bxoge

KomaHga banner login ¢ message ¢
Onucanue C: o6o3HavaeT pasgenuTenb, KOTOPbI MOXET ObiTb NtoObIM CMMBOMOM,
napameTpoB Hanpumep "&"
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Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas CoobLieHne [OMKHO HayMHaTbCA W 3akaH4MBaTbCs pasgenuTenem c
noackaska nocneyroLMMm BBOAOM CTPOKU. Bce cumBonebl, cnegytolime 3a KOHEYHbIM

pasgenutenem, 6yayTt nponyuweHbl. Jllobas OykBa, cogepkallasics B
coobLUeHnn, He [OofmKHa MCMNoNb30BaTbCA B KayecTBe pasdenurtens.
[nnHa cooblleHnsa He AomkHa npeBbllaTth 255 6anT.

Utobbl ymanutb CooOleHne npu BXoAe, MCMOMb3ymTte KomMaHgy no
banner login B pexume rmobansHON KOHUIypaLmm

HacTpoiika ckopocTu nepenayum faHHbIX KOHCONMU

KomaHga speed speed

Onuncanne speed: ykasblBaeT CKOPOCTb Mnepefadn AaHHbIX KOHConuM B Gutax.

napameTpoB CkopocCTb nocnegoBaTeNbHOro MopTa MOXeT ObiTb YCTaHOBMEHa Ha
9600 6uTt/c, 19200 6uTt/c, 38400 6ut/c, 57600 6ut/c nnmn 115200 Gut/C.
3HayeHwne no ymonyanumo — 9600 6ut/c

Pexnm Pexum KoHdUrypaumm coeanHeHus

KOHdourypaumm

BcTpoeHHas MOXHO HacTpoUTb CKOPOCTb Mepefadv  [OaHHbIX  aCUHXPOHHOMO

noackaska KOHCOMbHOro goctynas 604ax B COOTBETCTBUM € TpeboBaHnamMu. KomaHga

speed vcnonb3yeTca Ans HaCTPOMKM CKOPOCTU Mpuema v nepegayvv ans
ACUHXPOHHOW INHUK

2.4.3.5. Npumep KoHcpUrypaumm

HacTpoiika cucteMHoOro BpemMeHu

ST1ansbl N3meHuTe cuctemHoe Bpems Ha 2003-6-20, 10:10:12
KOHdoUrypaumm
QTECH# clock set 10:10:12 6 20 2003 /[KoHdurypupyeT cuctemHoe
Bpems u gaty
MpoBepka 3anyctute komaHay show clock B npuBmMnerMpoBaHHOM pexume, 4Tobbl
KOHUrypauum oTO6pa3nNTb CUCTEMHOE BpeMS

QTECH# show clock
BCTYNWIO B CUny.

clock: 2003-6-20 10:10:54

/[MMoaTBepxaaeT, YTO M3MEHEHHOE BpPEMS
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Hactpouka exxeqgHeBHOro yBeoMIeHus

JTansl Hactponte exenHesHoe yBegomneHue "Notice: system will shutdown on
KOHcpurypaumm July 6th." ¢ nomoLLblo cumBona pelleTkn (#) B kayecTBe pasgenurens
QTECH(config)# banner motd #//HauyanbHblli pasgenvTens
Enter TEXT message. End with the character '#'
Notice: system will shutdown on July 6th.# //KoHeuHbIN pasgenuTens
QTECH(config)#
MpoBepka e Bobinonnute komangy show running-config ana otobpakeHus
KOHcpurypaumm KOHpurypaumm.

e [logkntounTech K fiokaribHOMY YCTPOMCTBY Yepes KoHcornb, Telnet
unn SSH un npoepbTe, oTOOpaxaeTca nn exegHEBHOE
yBedoMIeHne nepeq oTtobpaxkeHneM uHTepdenca KoOMaHLHOM
CTPOKM

C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.
User Access Verification

Password:

HacTtponka CoobweHuns npu Bxoae

OTansl
KOHdourypaumm

Hactponte CoobuweHne npu Bxoge npu Bxoge B cuctemy "Access for
authorized users only. Please enter your password." ¢ TOMOLLbIO CMMBONa
peweTkn (#) B kadecTBe pasgenurens

QTECH(config)# banner login #//HayanbHbIn pasgenutens
Enter TEXT message. End with the character '#'.

Access for authorized users only. Please enter your password.
#
/IKoHeu4HbI pasgenuTenb

QTECH(config)#

MpoBepka
KOHpurypaumm

e Bbinonnute komaHgy show running-config ona otobpaxeHus
KOH(purypaumm.

e [logkniounTecs K riokaribHOMY YCTPOMCTBY Yepes KoHcorb, Telnet
unn SSH n npoeepbTe, 0TOGpaxaeTca nn CoobLieHne npu Bxoge
nepen otobpaxeHnem nHTepdenca KOMaHOHON CTPOKM
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C:\>telnet 192.168.65.236

Notice: system will shutdown on July 6th.

Access for authorized users only. Please enter your password.
User Access Verification

Password:

HaCTpOVIKa CKOpPOCTU nepenavn gaHHbIX nocriegoBaTtesibHOro nopTta

OTanbl YcTaHOB/TE CKOPOCTb Nepedayun AaHHbIX NocnefoBaTenibHOro noprta Ha
KOHcpurypaumm 57600 6ut/c
QTECH# configure terminal //Bongute B pexum rnobanbHom
KOHUrypauuu.
QTECH(config)# line console 0  //BoiauTe B pexum KOHUrypaumm
KOHCONbHOro AocTyna.
QTECH(config-line)# speed \57600 //YcTaHOBWTE CKOPOCTb Mepedayn
JaHHbIX No KoHconu Ha 57600 ouT/c.
QTECH(config-line)# end //Bos3BpaliaeT B NpUBMMIErMpoBaHHbIN
peXunm
MpoBepka BbinonHuTe komaHagy show ansa otobpaxxeHnsa kKoHdurypaumm
KOHdourypaumm

QTECH# show line console 0  //Displays the console configuration.
CON Type speed Overruns

*0 CON 57600 0

Line 0, Location: "*, Type: "vt100"

Length: 25 lines, Width: 80 columns

Special Chars: Escape Disconnect Activation

X none *M
Timeouts: Idle Idle Session
never never

History is enabled, history size is 10.
Total input: 22 bytes

Total output: 115 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

Modem: READY
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2.4.4. BknroYeHue n BbIKNKOYeHUe onpeneneHHon Cnyxobl

2.4.4.1. PesynbTaT KOHUrypauum

[dvHamunyeckass HacTporka CUCTeMHbIX Cryx6 BO BpeMs paboTbl CUCTEMbI, BKMHOYEHWE U
oTKntoyeHne onpeaerneHHbix crnyx6 (SNMP Agent, SSH Server nTelnet Server).

2.4.4.2. dtanbl KOH(Urypaumum
BkntoueHne SNMP-areHTa, SSH-cepBepa n cnyx6bl Telnet-cepsepa

o (HeobszatenbHO) BbINONHUTE 3Ty HACTPOWMKY, €Cnum HeobXoaMMO MCMONb30BaTb 3TU
Cnyx6sbl.

2.4.4.3. NpoBepka KOH(puUrypaumm

e BbinonHute komaHgy show running-config ana otobpaxeHus KOHUrypaumm.

e BbinonHnte  komaHgy  show  services, 4ToObl  OTOGpa3nTb  COCTOSHWE
BKITHOYEHUS/OTKIMIOYEHNS CYXObI.

2.4.4.4. CBAA3aHHble HACTPOUKU

BkntoueHne SSH-cepBepa, Telnet-cepsepa u cnyx6 SNMP-areHTa.

KomaHnga enable service { ssh-server | telnet-server | snmp-agent }
Onuncanne ssh-server: BknoyaeT unu oTknYaeT cnyxby SSH-cepsepa. Cryx6bl
napamMmeTpoB IPv4 n IPv6 Takke BKOYAOTCHA BMECTE C 3TOWN Cry>KO0oMN.

telnet-server: BknoyaeT unu otknoyaeT cnyxby Telnet-cepsepa.
Cnyx6bl IPv4 1 IPv6 Takke BKIOYAKOTCSA BMECTE C 3TOM CryX6on.
snmp-agent: BknoyaeT unu otkntodaet cnyxby SNMP-areHTa.

Cnyx6bl IPv4 1 IPv6 Takke BKIOYaKOTCS BMECTE C 3TOM Cnyxbom

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mcnonb3ynTe 3Ty KOMaHAy AnS BKIOYEHUS U OTKITHOYEHUS onpeaeneHHbIX
noackaska cnyx6

2.4.4.5. NMpumep KoHcUrypaumm

BkritoueHune cnyx6bl SSH-cepeepa

OTanbl Bkntounte cnyxby SSH-cepsepa

KOHpurypaumm
QTECH# configure terminal /[Bongute B pexum rnobanbHon
KOHpurypaumm.

QTECH(config)#enable service ssh-server  //Bkniouute cnyx6y SSH-
cepsepa
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MpoBepka e Bbinonuute komaHgy show running-config gna otobpaxeHus
KOHcpurypaumm KOHpurypaumm.

e 3anyctute «komangy show ip ssh, 4t06GbI OTOGpas3uTbL
KOHMrypauuio n CoctosiHne BbINOnHeHus cnyxobel SSH-cepeepa

2.4.5. HacTtpo#ka 3anfiaHMpoBaHHOMN nepe3arpysKku

2.4.5.1. PesynbTaTt KOHpUrypaumm

HacTpoiTe 3annaHupoBaHHyl nepesarpys3ky, 4ToObl nepes3anycTuUTb YCTPOWCTBO B
COOTBETCTBMW C pacnucaHuem.

2.4.5.2. dtanbl KOH(Urypauum

Hactpoika nepe3sarpy3ku

3anyctute «komaHgy reload B NpUBUIErMPOBaHHOM  peXxume, YTOObl HemeareHHO
nepesanyctuTb CUCTEMY.

Hactpounka 3annaHupoBaHHOW nepe3arpy3ku reload at hh:mm:ss month day
year [string]
Ecnu Bbl HacTpouTe onpeaeneHHoe BpeMs, cuctema byaeT nepesanylieHa B 3T0 BpeMs. Bbl
OOJKHbI yKasaTb BpeMs, koTopoe byaet B byaywem. MapameTpbl mecdua (month), gHa (day)
n roga (year) HeobGsizaTenbHbl. Ecnv gaHHble napamMeTpbl He YKasaHbl, MO YMOMYaHMWIO
NCMNonb3yeTcsl BpEMS CUCTEMHbIX YaCOB.

NMPUMEMAHUE: ecnu Bbl XOTUTe WcMonb3oBaTb napaMmeTp at, cuctema [OrKHa
noagepXxmeaTtb PyHKLUMIO YacoB. PekoMeHayeTcH 3apaHee HaCTPOUTb CUCTEMHbIE Yackl. HoBbIN
nnaH nepesanycka nepesanuweT  cywectsylowmn. [naH  nepesanycka  Oyget
HeJencTBMTENbHBIM, eCnn cucTtema byaeT nepesanyLleHa 40 Toro, Kak nnaH BCTYNUT B CUry.

NMPUMEYAHUE: Bpemsa nepesanycka OOMKHO ObiTb MO3XKE TEKYLLEro CUCTEMHOIO BPEMEHW.
lMocne HacTpoWku NnaHa nepesarnycka He U3MEHSANTEe CUCTEMHbIE Yachl; B MPOTUBHOM Criyyae
nnaH MoXeT BbiTb He BbINOMHEH (HanpuMep, CUCTEMHOE BPeEMSA U3MEHSAETCH Ha BpeMs nocrne
nepesanycka).

2.4.5.3. CBAA3aHHbIe HAaCTPOUKU

Mepesarpyska ycTponcTsa

KomaHga reload [at { hh [:mm[:ss]]}[month[day[year]]]]
Onuncanne at hh:mm:ss: ykasbiBaeT BpeMs nepesarpy3km cuctembl. month:
napameTpoB yKasblBaeT Mecsl roga B guanasoHe ot 1 0o 12. day: ykasbiBaeT gaty B

avanasoHe ot 1 go 31. year: ykasbiBaeT rog ¢ 1993 no 2035. CokpalueHus
He nogaepXuearoTcs

Pexnm MpuBUNErMpPOBaHHbLIN PEXNM

KOHpurypaumm

BcTpoeHHas OTa KOMaHga no3BONSAEeT BKMOYMTbL MNepesanyck yCcTpoucTBa B
nojckaska onpegeneHHoe BpeMs
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2.5. KOHTponb cocTosiHus

2.5.1. OToOpaxeHue

OnucaHue

KomaHpa

show clock

OTobparkaeT TekylLee CUCTEMHOE BpeMms

show line { console line-num | vty line-num

OTobpaxaeT kKoHGUrypaumm coeanHeHns

| line-num }

show reload OTtobpaxaeTt napameTpsbl nepesanycka
cuCTeMbI

show running-config [ interface interface ] | OTobpaxaeT Tekywme KOHurypaumm

yCTpOWCTBa UIn KoHdUrypauun nHtepderca

show startup-config

OTtobpaxaeT KOHUrypaumm
coxpaHeHHble B NVRAM

YCTPONCTB,

show this

OTobpaxaeT TekyLumMe KoOHUrypaumm CMCTEMbI

show version [ devices | module | slots ]

OTobpaxaeT nHgopmaLmio o0 cucteme

show sessions

OTobpaxaeT  WHpopmMaLMIO O  KaKAOM
yCTaHOBSIEHHOM 3k3emnndape Telnet-knneHTa

QR
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HaCTpOVIKa TepMUHalNbHOro AocTtyna W

3. HACTPOUKA TEPMUHANBHOIO AOCTYNA
3.1. O630p

Ha ceTteBbiX yCTpOMCTBax MMEKTCH pasfnuyHble TUMbl TepMUHanbHOro goctyna. MOoXHO
ynpaenaTe TepMUHaNaMyM no rpynnaMm Ha OCHOBe WX TUMNOB. Ha ceTeBbIX YyCTpoOWCTBaXx
TepMUHanbHbIA AocTyn gendarca Ha asa tmna, CTY n VTY.

3.2. NpumeHeHue

NMpumeHeHune OnucaHue

Ooctyn Kk yctpornctBy npu | Bxog B wuHTepgenc komaHgHonm ctpoku (CLI) ceteBoro
nomoLum koHconu (CTY) YCTPOMCTBA C NMOMOLLIbIO KOHCONK

OocTtyn K ycTponcTBy Yepes | Bxog B nHTEpdenc KoMaHOHOW CTPOKM CETEBOr0 YCTPOMCTBA
VTY yepes Telnet unn SSH

3.2.1. OocTyn K ycTpOMUCTBY npu nomolum koHconu (CTY)

CueHapuu

I

PC

>

PucyHok 3-1.

A — 3TO ceTeBO€e YCTPOWCTBO, KOTOPbIM HEOBXOANMO YyNpaBnsThb.
MK — 370 cTaHuus ynpaBneHns ceThblo.

OnucaHue

CTtaHumsa ynpasneHus ceTbio NOAKMYaeTCsa K KOHCONTbHOMY MOPTY CETEBOrO YCTPOMCTBA Yepes
nocnegoeartenbHbin  kabenb. C  nomMowbid  MporpaMMHOrO  obecnevyeHust  KOHCOMn
(HyperTerminal nnn gpyroro nporpammMmHoro obecrneyeHns onsi MogennpoBaHusl TEpMUHana)
Ha CTaHUUWM ynpaBreHUs CeTb0 MOXHO MOMy4MTb OOCTYN K KOHCOMNW CEeTEeBOro YCTPOMCTBA U
BOWTMW B MHTEP(ENC KOMAHOHOW CTPOKM AN HACTPOWKN U yNpaBfieHNUs1 CETEBbLIM YCTPONCTBOM.

3.2.2. focTyn K ycTpoucTtBy 4epe3 VTY
CueHapun

I

PC A

PucyHok 3-2.

A — 3TO ceTeBO€e YCTPOWNCTBO, KOTOPbIM HEOHXOANMO YyNpaBnsTh.
MK — 3TO cTaHuuA ynpaBneHns ceTbio.
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HaCTpOVIKa TepMUHalNbHOro AocTtyna W

OnucaHue

CtaHuusa ynpaBneHna ceTbio NOAKII0YaeTcs K CETEBOMY YCTPONCTBY Yepes ceTb. C NOMOLLbIO
knueHTta VTY (Hanpumep, Putty) Ha cTaHuMM ynpaBneHnsa ceTbio MOXHO MOMyYUTb OOCTYN K
ceTeBOMy ycTponcTtey yepes Telnet unm SSH n Bontn B MHTEpenc KOMaHOHON CTPOKM Angd
HaCTPOMKM U yNpaBneHnsi CETEBbIM YCTPONCTBOM.

3.3. DyHKUUMU

3.3.1. ba3oBble KOHUenuuu

CTY

Jinina CTY coeamHsieTcs C CeTEBbIM YCTPOMCTBOM 4Yepe3 MnopT KOHconu. BonblumMHCTBO
CeTEBbIX YCTPOMUCTB MMEIOT KOHCOSbHbIN NOPT. [JOCTYN K NOKanbHOM CUCTEME MOXHO MOMYy4UTb
yepes KOHCOSbHbIV MOpT.

VTY

Jivhna VTY aBnsetcsa BUPTyanbHOW TepMUHANbHOM JIMHWEW, KOTOpasi He OTHOCUTCA K
annapaTtHomy obecneyeHutio ycTponcTe. OHa ucnonb3yetca ans nogkntodeHuss Telnet nnn
SSH.

3.3.2. 0630p

PyHKLUMA OnucaHue

basoBble HacTtponka TepmuHana, oTobpaxeHne W ypaneHue wHdgopmauum o
dyHKLMK NoAKmnYeHnn TepMmmHana

3.3.3. basoBble pyHKUUMN

3.3.3.1. CBsi3aHHble HAaCTPOMUKN CUCTEMbI

HacTpoiika TepMrMHanbHoro gocryna

BeinonHute komaHay line B pexume rnobanbHOW KoHdurypauum, 4tobbl BOWTUM B PEXUM
KOHpMrypaumum ykazaHHOro pexmma TepMUHaNbHOro AocTyna.

HacTponka atpnbyToB TepmMmMHanbLHOro gocTyna.

Ouunctka TepMMHaNbHbIX COeAUHEHUN

Korga TepmuHan nogkntovaeTcs K ceTeBOMY YCTPONCTBY, COOTBETCTBYIOLLASA NMMHUSA TepMMHana
3aHATa. BbinonHuTe koMaHaQy show user gns otobpaxeHus COCTOSHUSA NOOKMIOYEHUSA ATUX
TepMUHanbHbIX NUHWA. EcCnyv Bbl XOTUTE OTKMIOYUTb TEPMMHAN OT CEeTeBOro YCTPOMCTBA,
BbIMONHUTE KOMaHAy clear line, 4ToGbI CcbpocuTb nuHMKO TepmuHana. [locne cbpoca
TEPMUHANbHOrO OOCTyna COOTBETCTBYHOLLME nogkmntodeHust (Hanpumep, Telnet n SSH) 6yayt
npepsaHbl, UHTEPEENC KOMaHAHOW CTPOKM BbINOET M3 CUCTEMblI U JIMHAW TepMmuHana
BOCCTAHOBATCS B HE3aHATOE cOCTosAHME. [1onb3oBaTenm MoryT BOCCTaHOBUTb COEANHEHMS.

Yka3aHue konunyectBa TepmuHanoB VTY

BbinonHute komaHay line vty, 4tobbl BOWTM B pexum HacTponku nuHum VTY un ykasaTb
Konmn4yecTtBo TepMuHanos VTY.

Mo ymonyaHuio nmeetcsa 5 TepmmHanoB VTY, npoHymepoBaHHbIX oT 0 oo 4. KonunvecTtBo
TepmuHanos VTY MOXHO yBenuunTb A0 36, HOBble TepMUHarbl HyMmepytoTcs oT 5 Ao 35. MoXHo
yAanuTb TONbKO HOBblE TEPMUHArbI.
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HaCTpOVIKa TepMUHalNbHOro AocTtyna

3.4. KoHdmrypaums

KoHdurypauus OnucaHue u KomaHaa
Bxon B pexum (ObBsasatenbHo) [aHHaa KOMaH4a MCNonb3yeTcs AN BXOAa B PEXUM
KOHuMrypaumm KOHurypauum TepMmHansHoro goctyna
TEPMWHANbLHOIO
gocTyna line [console | vty [first-line | BxoauT B ykasaHHblii  PEXUM
[ last-line ] KOHUrypauum TepMUHanbLHOro
goctyna
line vty line-number YBenuumsaet unu yMeHbLUaeT

KONMYeCTBO AOCTYMNHbIX NHU VTY

3.4.1. Bxoa B peXum KOH(purypauum TepMmuHanbHoOro gocrtyna

3.4.1.1. PeaynbTaT KOHhUrypauum

Bxoa B pexunm KoHUrypaumm TepMuHanbHOro ocTtyna Ans HaCTPOMKM APYrnX dOYHKLUNNA.

3.4.1.2. dtanbl KOH(Urypaumum

Bxoga B pexuM KoHUrypaLum TepMuHanbsHoOro Aoctyna

e O0bOsa3aTenbHoO.

e Ecnu He ykasaHO MHOe, BONOUTE B PEXUM KOH(pUIypaumm TepMuHanbHOro 4octyna Ha

Kaxgom  ycTpomctee  angd

HaCTPOWKMN

atpubyTtos

TEPMUHaNbLHOrO  JocTyna.

YBenuyeHne/yMmeHbLUeHNe KonudecTtsa nuHnn VTY

e  OnuyuoHankeHo.

e BuinonHute komaHgy (no) line vty line-number, 4Tob6bl yBENUUNTE MW YMEHBLLUNTD

konnyectso nuHum VTY.

3.4.1.3. NpoBepkKa KoHdUrypauumm

BreinonHute komaHgy show line gnst otobpaxeHnns koHUrypaumm TepMuHanbHOro goctyna.

3.4.1.4. CBAA3aHHble HAaCTPOMUKMN

Bxopa B pexum KoHdurypaumm TepMmHanbHOro aocryna

@ §) QTECH
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KomaHga line [ console | tty | vty ] first-line [ last-line ]
Onucanue console: yka3blBaeT KOHCOMNbHbIV NOPT.
nte[preLilu] el vty: yKkasblBaeT BUPTYanbHYld TEPMUHANbHY  JIMHWIO,  KOTOpas
nogaepxnaet Telnet nnn SSH.
first-line: ykasbiBaeT HOMep NepBOV NMUHUM.
last-line: ykasbiBaeT HOMep nocneaHen NMHUm
Pexum Pexwum rnobanbHon koHUrypaumm
KOHUrypauum
60




PykoBogcTteo no Hactporike QSW-4700

HaCTpOVIKa TepMUHalNbHOro AocTtyna

YBennyeHue/ymeHblweHue konuyectsa nuHumn VTY

KomaHga line vty line-number

Onucanwne line-number: ykasbiBaeT KonuyecTtso nMHun VTY. dnanasoH 3HavyeHun ot 0
napameTpoB no 35

Pexum Pexwum rnobanbHon KoHUrypaumm

KOHcpurypaumm

BcTpoeHHas BoinonHute komangy no line vty line-number, 4yToGbLl yBENMMUUTL WK
noackaska YMEHbLUNTb KONMYecTBO NuHum VTY

OTOﬁpa)KeHVIe KOHd)MrypaLWIVI TepMUHaribHoOro gocrtyna

KomaHnga show line { console line-num | vty line-num | line-num }

Onucanue console: ykasblBaeT KOHCOJTbHbIN NOPT.

fnapameTpos vly: yKasblBaeT BUPTyanbHYl0 TEpPMUHANbHYIO  JMHWIO,  KOTopas
nogaepxmsaet Telnet nnn SSH.
line-num: ykasbIBaeT JIMHMIO, KOTOPYHO HEOBX0aUMO 0TOOpPasnTb

Pexnm MpuBunernpoBaHHbIN pPexnm

KOHdourypaumm

3.4.1.5. Npumep KoHcpUrypaumm

CueHapun
I\\
PC A
PucyHok 3-3.
OTanbl o [logkntoumnTe NK K ceTeBOMY YCTPOMNCTBY A Yepes NUHUI0 KOHCOSN
KOHdourypaumm v BoanTe B CLI Ha TK.

e BbinonHute komaHgy show user ans otobpakeHns COCTOSIHUSA
NOAKIMIOYEHNST IMHUM TEpMUHana.

e 3anyctute komaHgy show line console 0 gna otobpaxeHus
COCTOSIHWS! FIMHUM KOHCOMM.

e Bovgute B pexumm rnobanbHOW KOHGUrypauum u BbINOSHUTE
Komangy line vty, 4yToGbl yBENNYMTL KONMMYECTBO TEPMMHANOB
VTY po 36
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A QTECH#show user
Line User  Host(s) Idle Location
*0con0 - idle 00:00:00 -

QTECH#show line console 0

CON Type speed Overruns

*0 CON 96000

Line 0, Location: "*, Type: "vt100"

Length: 24 lines, Width: 79 columns

Special Chars: Escape Disconnect Activation

**x “D M

Timeouts: Idle Idle Session
00:10:00 never

History is enabled, history size is 10.

Total input: 490 bytes

Total output: 59366 bytes

Data overflow: 0 bytes

stop rx interrupt: 0 times

QTECH#show line vty ?

<0-5> Line number

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#line vty 35

QTECH(config-line)#

*Oct 31 18:56:43: %SYS-5-CONFIG_l: Configured from console by
console

MpoBepka
KOHpurypaumm

e [locne BbiNonHeHns kKomaHabl Show line MOXXHO 0BHapyXuTb, 4TO
KONMMYECTBO TEPMUHAIOB YBENNYNIIOCH.

e Bbinonnute komangy show running-config ana otobpaxeHns
KOHpurypaumu

@ §) QTECH

MWP OOCTYNHEE

62




PykoBogcTteo no Hactporike QSW-4700

HaCTpOVIKa TepMUHalNbHOro AocTtyna

A QTECH#show line vty ?

<0-35> Line number

QTECH#show running-config

Building configuration...

Current configuration : 761 bytes

version 11.0(1C2B1)(10/16/13 04:23:54 CST -ngcf78)
ip tcp not-send-rst
vlan 1
|
interface GigabitEthernet 0/0
!
interface GigabitEthernet 0/1
ip address 192.168.23.164 255.255.255.0
!
interface GigabitEthernet 0/2
!
interface GigabitEthernet 0/3
!
interface GigabitEthernet 0/4
!
interface GigabitEthernet 0/5
|
interface GigabitEthernet 0/6
!
interface GigabitEthernet 0/7
!
interface Mgmt 0
!
line con 0
line vty 0 35

login
!

end
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3.5. KoHTponb cocTosiHuA

3.5.1. OuncTtka

NMPUMEYAHMUE: BbiNONHEHWEe KOMaHS, clear MOXeT NPMBECTM K NOTepe BaXKHON MHGopMaLmm
n, cnegoBaTenbHO, NpepbiBaHUo paboTbl cryx6.

OnucaHue

KomaHpa

CbpacbiBaet cocTosiHMe
CoeaNHeHns
TepMMHanbHOro JocTtyna

clear line { console line-num | vty line-num | line-num }

3.5.2. OTobpaxeHue

OnucaHune KomaHpa

OtobpaxaeT show line { console line-num | vty line-num | line-num }
KOHUrypauumio

TepPMMUHaNbLHOro JocTyna
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4. HACTPOUKA OUAMNA3OHA BPEMEHU
4.1. O630p

Time Range (Odvana3oH BpemeHu) — 3TO cryxba ynpaBneHns Ha OCHOBE BPEMEHMU, KoTopas
npenocTaBnsieT HEKOTOPbLIM NPUMOXEHUSIM BO3MOXHOCTb YrpaBreHus BpemeHem. Hanpumep,
MOXXHO HAaCTpOUTb Ananas3oH BpeMEHU 1 CBSA3aTb €ro CO CNUCKOM ynpasrneHus goctynom (ACL),
4yT106bl ACL-Cnncok BCTynui B CUiy B Te4eHMe onpeaerneHHbIX AHEN 1 BPEMEHWN Heenu.

4.2. BapuaHTbl npyumMeHeHus

BapuaHTbl npumeHeHuss CueHapuu

[NpumeHeHne ananasoHa | NpumeHnte pauanasoH BpemeHn Kk moayno ACL, 4Tobbl
Bpemenun Kk ACL-cnncky ACL-cnvcok 3anyckancs rno BpemMeHu

4.2.1. NpumeHeHne anana3soHa BpemeHu K ACL-cnucky

4.2.1.1. NMpumep npumMeHeHUNA

OpraHu3auma no3sonseT nonb3oBaTensam nonyvaTe Aoctyn k cnyxbe Telnet Ha yaaneHHOM
xocTe Unix Tonbko B paboyee Bpems (PncyHok 4-1).

192.168 202,207

UNIX Server

192.168.12.0/24

PucyHok 4-1.

NMPUMEYMAHUE HacTtponte ACL-cnmucok Ha ycTtporncTtBe B ans peanmsaumm criegyrollen
dyHKUMM B6e3onacHoCTH:

Xoctbl B cermeHTte cetn 192.168.12.0/24 moryT nonyuuTb goctyn Kk cnyxbe Telnet Ha
yaaneHHom xocte Unix Tonbko B pabo4ne vacsbl.

4.2.1.2. DyHKUMOHaNbHOE pa3BepTbiBaHNE

Ha yctpoictee B npumenute ACL-cnucok Ans ynpaBneHuss OOCTYNOM nofb3oBaTernen K
cnyx6e Telnet B cermeHTte cetn 192.168.12.0/24. Cespkmte ACL-cnmcok € amana3oHoM
BpeMeHu, 4Tobbl 4OCTyN nonb3oBaTtenen k xocTy Unix 6bin paspeLueH Tonbko B paboyee Bpems.
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4.3. CBegeHusA o (pyHKLUN

4.3.1. basoBble KOHUenuuun

4.3.1.1. HacTtponka abconoTHOro AnanasoHa BpeMeHuU

AGCOnNIOTHLIA Anana3oH BpeMeHn npeacTaensieT cobor nepuoa Mexay BpeMeHeM Hadana m
BpemMeHeM okoH4YaHus. Hanpumep, [12:00 1-ro aHBaps 2000, 12:00 1-ro sHeapa 2001] anseTcs

TUMWYHBIM abCoNIOTHLIM Anana3oHoM BpeMeHM.ECHM npunoxeHme oCHOBaHO Ha Auana3oHe
BpeMeHN, onpeaeneHHasa @yHKU,VIFI MOXeT ObITb Sd)d)eKTMBHOVI B 3TOM AMana3oHe BpEMEHMN.

4.3.1.2. NMepuoaunyeckoe Bpems

Meproanyeckoe Bpemsi OTHOCUTCS K Nepuoanyeckomy MHTepBarny BpeMeHn. Hanpumep, «c 8:00
Kaxabll noHedenbHUK A0 17:00 kaxayt NATHULY» SBNSETCS TUMUYHBIM NEePUOANYECKUM
NHTepBanom BpemeHu. Korga npunoxeHue, 0CHOBaHHOE Ha BPEMEHMU, CBSA3aHO C Avana3oHOM
BPEMEHW, onpedeneHHass QYHKUUS MOXeT nepuoauMyeckyn [AelcTBoBaTb C  Kakaoro
noHeaenbHUKa Mo NATHULLY.

4.3.1.3. DyHKUUN

PyHKLUMA PyHKLUMA

cnonb3oBaHue YcrtaHaBnuBaeT abConioTHbIM gMana3oH BPEMEHU ANs NPUIOXEHUS,
abconTHOro OCHOBaHHOIO Ha BpeMeHu, YToObl onpeaeneHHas yHKUMS gencTeoBana
ananasoHa B abCOMOTHOM guana3oHe BpeMEHM

BpemMeHu

Vlcnonb3oBaHue 3agaeT nepuoauMyeckoe BpeMsSt UNU NPUNOXEHME, OCHOBAHHOE Ha
nepuoanyeckoro BpeMeHu, 4Tobbl onpefeneHHass OyHKUMS OeNcTBoBana B TedeHue
AvanasoHa onpeaeneHHoro nepMoga BpeEMeHun

BpPEMEHM

4.3.2. Ucnonb3oBaHue abCONTHOro aguana3oHa BpeMeHU

4.3.2.1. MpuvHUMN paboTbl

Korga npunoxeHue, OCHOBaAHHOE Ha BPEMEHW, BKIOYAET onpedeneHHy (YHKUUIO, OHO
onpegenseT, ABNAETCS NM Tekyllee Bpems B abCoOnoTHOM Aunana3oHe Bpemenwu. Ecnu fa,
YHKUMS OEeNCTByeT MMM OTKMYEHa B HacTosiee BPeEMsS B 3aBUCMMOCTU OT KOHKPETHOW
KOHdpurypaumm.

4.3.2.2. CBA3aHHble HACTPOMUKUN CUCTEMBI
Hactpowka guanasoHa BpeMeHu
Mo ymonyaHuto gnana3oH BpEMEHU He HAaCTPOEH.
Ncnonb3ynTte komaHgy time-range time-range-name 4nAsi HACTPOWKN Anana3oHa BPEMEHM.

Hactpowka abcontoTHOro gnanasoHa BpeMeHu

ABCOnIOTHBIN Anana3oH BpemMeHn no ymonyanuto: [00:00 1-ro sHBapsa 0 r., 23:59 31-ro gekabps
9999 r.].

Wcnonb3ynte komaHaoy absolute { [start time date] | [end time date] } Aana HacTpouku
abCcontoTHOro AvanasoHa BPeEMEHN.
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4.3.3. Ucnonb3oBaHue nepMoanvecKoro Amana3oHa BpeMeHun

4.3.3.1. MpuHUMN paboTbl

Korga npunoxeHue, OCHOBaHHOE Ha BPEMEHW, BKMOYaeT onpeneneHHy (QyHKUMo, OHO
onpegensdeTt, ABNAETCA N1 TeKyLlee BpemMs B nepnogndeckom guanasoHe spemenu. Ecnu ga,
dYHKUMS OEWACTBYET MM OTKMAKYEeHa B HacCTosWwee Bpemsl B 3aBUCMMOCTU OT KOHKPETHOW
KOHcpurypaumu.

4.3.3.2. CBAA3aHHbIe HAaCTPOMNKUN CUCTEMbI

Hactpouka guanasoHa BpeMeHU

Mo ymonyaHuto ananasoH BpEMEHU He HaCTPOEH.

Mcnonb3ynte KomaHgy time-range time-range-name gng HaCTPOWKM AnanasoHa BPEMEHM.
Hactpoika nepmoamnyeckoro BpeMeHu

Mo ymon4aHuio He HaCTPOEeHO nepuogndeckoe BpeMsi.

[lns HacTponkn nepnognyeckoro BpeMeHn Ncnonb3ynte komaHay periodic day-of-theweek time
to [day-of-the-week] time.

4.4. NMogpobHble cBegeHUst 0 KOHdUrypaumm

KoHdurypaumoHHbin  CnpaBka 1 cBSi3aHHblIe HAaCTPOMKMU
3anemMeHT

HacTtponka guanasoHa | ObssatenbHas KoHdurypaumsa. [Ons ucnonb3oBaHUa  yHKUMK
BpPEMEHMU AnanasoHa BpeMeHn TpebyeTcs HacTponka AvanasoHa BpeMeHu

time-range time-range-name | HacTpaueaeT AvanasoH BpeMeHU

HononHutenbHas KoHdurypauusa. [Mpy HeobXxoguMoCTU MOXKHO
HaCTPOUTb pasfnMyHble napameTpbl

absolute { [start time date] | HactpauBaet abConoTHbIN
[end time date] } AnanasoH BpeEMEHN

periodic day-of-the-week time ' HactpauBaet nepnoanyeckuin
to [day-of-the-week] time AnanasoH BpeEMEHN

4.4.1. HacTtponka gnanasoHa BpeMeHu

4.4.1.1. Pe3ynbTaTt KOHduUrypaumm

HacTponTe guanasoH BpPEMEHU, KOTOPbIA MOXET ObiTb abCOMOTHBIM MM MEPUOANYECKAM
MHTEpBarioMm BpEeMEHMN, YTOODI npunoxexHne, oCHoBaHHOE Ha Auana3oHe BpeMeHWU, MOITIo
BKMIOYNTE onpefeneHHy QyHKUU0 B Npeaenax AaHHOro AnanasoHa BpeMeHW.

4.4.1.2. MeToa KOoHUrypaumm

HacTtponka auanaszoHa BpemMeHu
e ObgaszaTtenbHas KOHUrypauus.
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o BeinonHute HaCTpOIZKy Ha yCTpOVICTBe, K KOTOPOMY NpuUMeHAeTCA Anana3oH BpeMeHN.

HaCTpOVIKa abconTHOro Aunana3oHa BpeMeHu
[ononHuTtenebHasa koHUrypaums.

HacTponka nepunognyeckoro guana3oHa BpeMeHu
[ononHuTtenebHasa koHUrypaums.

4.4.1.3. NMpoBepka KoHdUrypaumm

Wcnonb3ynte komaHay show time-range [time-range-name] Ans nposBepkM MHgopmaumm o

KOHd)MpraLlMI/I Anana3oHa BpeMEHN.

4.4.1.4. CBA3aHHbIe HACTPOUKMU

Hactpoika gunanasoHa BpeMeHuU

KomaHga time-range time-range-name

Onucanue time-range-name: uMs AuanasoHa BpeMeHW, KOTopbiM Heobxoaumo

napameTpoB co3naTb

Pexnm Pexwum rnobansHon koHUrypaumm

KOHUrypauum

BcTpoeHHas HekoTopble npunoxeHus (Hanpumep, ACL) moryT paboTtaTth B 3aBUCUMOCTHU

noackaska oT BpemeHun. Hanpumep, ACL-cnucok moxeT ObiTb 3ddekTuBeH B
onpedeneHHblX Auana3oHax BpeMeHu Hegenu. [na 3Toro cHadvana
HeobxoOUMMO HacTpoUTb [AuanasoH BpeMeHW, a 3aTeM HacTpouTb
COOTBETCTBYIOLLMIN KOHTPOSIb BPEMEHU B PEXUME HACTPOMKN BPEMEHHOIO
AnanasoHa

Hactpoika abcontoTHOro ananasoHa BpeMeHu

KomaHga absolute { [start time date] | [end time date] }

Onucanne start time date: Bpemsi Ha4ana gruanasoHa.

ntelprElluiiels end time date: BpeMsi OKOHYaHVS AnanasoHa

Pexnm Pexnm HacTpoikiu gnanasoHa BpeEMEHU

KOHdourypaumm

BctpoeHHast Ncnonb3ynTte komaHay absolute gns HacTponku abcontoTHOro AnanasoHa

noackaska BPEMEHU MEXOYy BpPEeMEHEM Havana U BpeMEeHEM OKOHYaHWUS, 4TOObI
onpegeneHHass yHKuMs pgenctsoBana B abCcontoTHOM Auanas3oHe
BpPEMEHM
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HacTpounka nepunognyeckoro guana3oHa BpeMeHu
KomaHpa periodic day-of-the-week time to [day-of-the-week] time
Onucanne day-of-the-week: geHb Hegenwu, kKorga HauMHaeTCs UMM 3akaH4YMBaeTCs
napamMmeTpoB nepuogmyeckoe Bpems
time: TO4YHOE BpeMs Hayarna unm OKOHYaHNsa NePMoaANYECKOro BpeMeHu
Pexum PexnMm HacTponkn guanasoHa BpeMeHu
KOHcpurypaumm
BcTpoeHHas Ucnonb3ynte komaHgy periodic gnss  HaCTpPOWKA  Nepuoguyeckoro
noackaska WHTepBana BpeMeHu, 4TOObl onpeeneHHas dyHKUMA OencTBoBana B
TeyeHne Nepnoanyeckoro UHTepBana BpeMeHu

4.5. KoHTponb COCTOSIHUA U noaaepXaHue BpeMeHHOro amana3oHa

OTobpaxeHune crtatyca BbIMOJSIHEHUSI

PyHKLUMA

KomaHpa

OtobpaxaeT

BPEMEHMU

KOHUrypaumio guanasoHa

show time-range [time-range-name]
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5. HACTPOUKA USB
5.1. O630p

YHuBepcanbHasa nocrneposartenbHasa wuHa (USB) siBnsieTca ctaHgapToOM BHELWHEWN WnHbl. B
OaHHOM JokymeHTe TepMuH USB oTHocuTCAa K nepmdepuimHoMy YCTPONCTBY, COBMECTUMOMY C
USB, Hanpumep, K drew-Hakonutenio USB.

USB — 3T0O yCTPONCTBO C BO3MOXHOCTLIO FOpsiyen 3ameHbl. Ero MOXXHO mMcnonb3oBaTtb Ans
KonmnpoBaHus hannos (Hanpumep, hannos KOHUrypauumn 1 xxypHana) ¢ yCTPONCTBa CBA3U Uin
KOMMPOBaHWS BHELLHUX JaHHbIX (Hanpumep, dannos oOHOBNEHMS CUCTEMBI) Ha doneLl-namaTb
YCTPOWCTBA CBA3MW.

KoHkpeTHble cueHapun uncnonb3oBaHmsa USB nogpobHO onucaHbl B PyKOBOACTBax Mo
HacTpoOMKe COOTBETCTBYHOLUMX (yHKUMA. B 9TOM [OKYMEHTEe OnuCbiBaeTcs  TOMbKO
naeHTudurKaums, ncnonb3oBaHe n nspnedeHne USB-Hakonutens n npocMoTp nHdpopmauum o
USB-ycTpolicTae.

5.2. MpumeHeHne

NMpumeHeHne OnucaHue

Vicnonb3oBaHue drew- | Pannbl 0GHOBMEHUA XpaHATCA Ha dnew-Hakonutene USB.
HakonuTens USB  gnga | MNocne BKNOYEHUS YCTPOWNCTBO obHapyxuBaeT
0BHOBNEHMS YCTPONCTBA dnewHakonutens USB 1 3anyckaeT komaHgy 06HOBNEHUS ans

3arpysku cannos obHoeneHus. Nocne 3aBepLUeHUsT 3arpy3ku
YCTPOWUCTBO NepesarpyxaeTcsa W 3anyckaeT OOHOBEHHYHO
BEPCUIO

5.2.1. Ucnonb3oBaHue c¢new-Hakonutena USB pgna  oOHoBneHus
ycTponcTBa

5.2.1.1. CueHapum

dannbl 06HOBNEHUA XpaHATCs Ha dnew-HakonuTene USB. lNocne BkA4eHMs1 YCTPOMCTBO
obHapyxuBaeT cnew-Hakonutens USB 1 3anyckaeT komaHdy OOGHOBREHMS ONs 3arpy3ku
dannoB obHoBNeHus. lNocrne 3aBepLUeHNs 3arpy3kn YCTPOMCTBO Nepesarpy)kaeTcs 1 3anyckaeT
obHoBneHHyt0  Bepcuto.  [lpumep  komaHgbl  obHoBnewusa:  upgrade  usbO0:/s12k-
ppc_11.0(1B2) 20131025 main_install.bin

Ecnn dann asnsaetca BanuaHbIM M 3Ta KOMaHAA BbIMNOMIHEHA KOPPEKTHO, YCTPOWUCTBO GyaeT
aBTOMaTM4ecku nepesanyLieHo ¢ obHoBneHHon sepcuen IMO.

5.2.1.2. OnucaHue

e  Wcnonb3ynte npedukc "usb0:/" gns goctyna k USB 0. BeinonHute komanay show usb
anst otobpaxeHust nHgopmaumm o USB ¢ naeHtmudukatopom 0.

e Bbinonnute komaHgy upgrade ons obHOBREHUS.

5.3. PyHKUUMN

Ucnonb3oBaHue USB

BcraBbTe USB-Hakonutenb B pasbem USB. Cuctema aBToMaTU4eCKn BbINONHUT nonck USB.
Mocne obHapyxeHus USB moaynb ApariBepOB aBTOMAaTMYECKM MHUUMAnNu3vpyeT ApanBep
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USB. lNocne nHnumnanusaumm cuctema aBToMaTuyeckn 3arpyxaet pannosyto cuctemy Ha USB.
Mo3xe cuctema CMOXeT CYMTbIBaThb UMK 3anuckiBaTh AaHHble ¢ USB-HakonuTens.

e Ecnu cucrtema ob6Hapyxut USB wn ycnewHo 3arpy3ut Aparveep, OTobpasntcs
cnegyouwasa nHgopmauns:

*Jan 100:09:42: %USB-5-USB_DISK_FOUND: USB Disk <Mass Storage> has been
inserted to USB port 0!

*Jan 1 00:09:42: %USB-5-USB_DISK_PARTITION_MOUNT:
Mount usb0(type:FAT32),size : 1050673152B(1002MB)

NMPUMEYAHUE: "Mass Storage" ykasbiBaeT MMA WUCKOMOro ycTtpouctBa, a "usb0:" —
yKasbIBaeT, 4YTO 370 nepBbin USB-HakonuTenb. "Size" ykasbiBaeT pa3vep pasgena. Hanpumep,
B COOTBETCTBUMU C NpeablayLlen otobpaxaemon nHpopmaumen dnew-Hakonmtens USB nmeet
obbvem namatn 1002 MB. "Size" ykasbiBaeT pa3mep pasgena.

N3BneueHune USB-Hakonutens

CHavana n3neknte USB 13 cuctembl C NOMOLLBIO KOMaHObLlI MHTepdenca KOMaHAHOW CTPOKU
(CLI); B IpOTMBHOM criy4ae MOXeT BO3HUMKHYTb owmnbka, ecnu cuctema BCe elle Ucrnonb3yeT
USB.

e Ecnu USB-HakonuTenb ycnewHo nsernedeH, otobpasntcs cneayowas nHpopMmaums:
OK, now you can pull out the device 0.
USB-Hakonutenb MOXHO BblIHYTb M3 pa3bema TONbKO Mocfe OToOpaxeHus npeablayLien
nHdopmaumn.

5.4. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa

Ncnonb3oBaHne USB Ob6sa3aTenbHO

M3BneyeHne USB- | (O6sasaTenbHo) Ncnonb3yeTcsa ans naenedvenna USB
HakonuTens

usb remove MN3BnekaeT USB-HakonuTenb U3 cuctemsl

5.4.1. U\cnonb3oBaHue USB

5.4.1.1. Pe3ynbTaT KOHUrypaumm

Mocne 3arpy3kn USB-Hakonutenss MOXHO BbINOSIHUTL KOMaHAbl (anfioBOA CUCTEMBI
(Hanpumep, dir, copy un del) ons BbiNonNHeHUs onepaunn Ha USB-HakonuTene.

5.4.1.2. MpumeyaHun

e O6was onepaumoHHas cuctema QTECH (QTOS) nopaepxuBaeT TONbKO yCTPOWUCTBa
(T.e. 0bblyHble new-HakonuTenu USB), koTopble COBMECTUMbI CO CTaHAAPTHbIM
Habopom KomaHg wHTepderca ManblX KOMMbOTepHbIX cuctem (SCSI). [Opyrue
YyCTPOWCTBA, Takne Kak cpnew-Hakonutenbs USB, BCTpoeHHbI B ceTeByto kapTy USB
(NIC) n dnew-Hakonutens USB c BupTyanbHbiMm guckosogom CD-ROM, He moryT
ncnonb3oBatbcs B QTOS. HekoTopble ycTponcTBa HacTpoeHbl Ha npeobpasoBaHue
nopta USB B nocnegoBaTenbHbIv NopT.
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e USB nogaepxusaet Tonbko dannosyo cuctemy FAT. [pyrne dannosblie cCUCTEMbI Ha
USB gomxHbl 6biTb 0TdhopmaTpoBaHbl B dhannosyto cuctemy FAT Ha MK, npexae yem
USB moxHo 6yaeT ncnonb3oBaTb Ha YCTPOMCTBE.

e QTOS nogoepxusaet USB-koHueHTpaTopbl. [pn noaknodeHnn donelu-Hakonutens
USB k nopTy KOHUeHTpaTopa nyTb AocTyna MeHsieTcda. Ecnu dnew-HakonuTtens USB
nogkntoyeH k nopty USB yctponctea, nytb goctyna — usbX:/, rae X obosHavaet
noeHTndumkaTop ycTtponctea. [na oTtobpaxeHuss 3TOro nyTU MOXHO BbIMNOSHUTD
kKomaHgy show usb. Ecnu dnew-Hakonutens USB nogkntoyeH k nopty USB uepes
KOHUeHTpaTop, nyTb goctyna — ushbX-Y:/, rae X o6o3HavaeT wuaeHTndukatop
yCTpOWCTBa, a Y — uaeHTudumkaTop nopta KoHueHTpatopa. Hanpumep, usb0-3:/
yKasblBaeT NopT 3 Ha KOHLeHTpaTope, nogkrtoyeHHom k nopty USB 0 ycTponcTea.

5.4.1.3. dtanbl KOH(Urypaumm

NoeHtudumkaumna USB
USB-HakonuTenb MOXHO HanpsiMyto noaknounte kK USB-pasbemy 6e3 mncnonb3oBaHus
NMHTepdenca KOMaHAHOW CTPOKW.

Ucnonb3oBaHue USB
[nsa konnposaHus dannos ¢ USB Ha (nelu-HakonuTenb BbINOSTHUTE criegylowme 4enCcTBUS:

¢ BbinonHute komaHgy cd, 4ToObI BBECTU pasgen USB.

e BbinonHute komaHgy copy, 4Tobbl ckonuposaTh dannbl ¢ USB-HakonuTtensa Ha drneL-
HakonuTenb yCTPONCTBA.

e  BbinonHute komaHgy dir, 4ToOblI NPOBEPUTDL, KONUPYIOTCS N balnbl HA YCTPONCTRO.

NMPUMEYAHUE: ecnn USB nmeeT HECKONbKO pa3gernoB, MOXHO MONYYMTb OOCTYN TOMbKO K
nepsomy pasgeny FAT Ha ycTponcTse.

NMPUMEYAHMUE: nytb USB He comepXmT HM OOQHOrO Katanora BepxHero ypoBHs. [locne
BbINnofHeHnsa komaHabl ¢d usbX:\ ana goctyna k USB moxHo 3anyctutb komaHgy cd flash:\
04 Bo3BpaTta K pannoBon cucteme qorieLl-HakonuTens.

5.4.1.4. NMpoBepkKa KoHdUrypauumm

BbinonHute komaHgy show usb gna otobpaxenuss mHdopmauun o USB-Hakonutene,
BCTaBfIEHHOM B YCTPOWCTBO.

5.4.1.5. NMpumep KoHcpUrypaumm

Ucnonb3oBaHue c¢new-Hakonutensa USB

CueHapun ABTOHOMHas cpeaa
OTanbl e Bcrabre hnew-Hakonutens USB B USB-pasbem ycTponcTea.
KOHCpUrypaumm e  BbinonHuTe komMaHay show usb B KOHCONM ycTponcTBa.

e Ckonupynte danmn config.txt ¢ dnew-Hakonutena USB Ha
doreLHakonnTenb YCTPOMUCTBA

QTECH#show usb
Device: Mass Storage
ID: 0

URL prefix: usb0
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CueHapum ABTOHOMHas cpena
Disk Partitions:
ushO(type:vfat)
Size:15789711360B(15789.7MB)
Available size:15789686784B(15789.6MB)
QTECH#
QTECH#
QTECH#dir usb0:/
Directory of usb0:/
1-rwx 4 Tue Jan 100:00:00 1980 fac_test
2 -rwx 1 Mon Sep 30 13:15:48 2013 config.txt
files, 0 directories
15,789,711,360 bytes total (15,789,686,784 bytes free)
QTECH#
QTECH#
QTECH#copy usb0:/config.txt flash:/ Copying: !
Accessing ush0:/config.txt finished, 1 bytes prepared
Flushing data to flash:/config.txt...
Flush data done
QTECH#
QTECH#
MpoBepka MpoBepbTe Hanuune anna config.txt B pnew-namsTu
KOHdourypaumm
QTECH#
QTECH#dir flash:/
Directory of flash:/
1 drw- 160 Wed Mar 31 08:40:01 2010 at
2 drwx 160 Thu Jan 1 00:00:1 1970 dm
3  drwx 160 Thu Jan 1 00:00:05 1970 rep
4  drwx 160 Mon Apr 26 03:42:.00 2010 scc
5 drwx 160 Wed Mar 31 08:39:52 2010 ssh
6 drwx 224 Thu Jan 1 00:00:06 1970 var
7 d--- 288 Sat May 29 06:07:45 2010 web
8 drwx 160 Thu Jan 1 00:00:1 1970 addr
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CueHapun ABTOHOMHas cpefa
9 drwx 160 Sat May 29 06:07:44 2010 cwmp
10 drwx 784  Sat May 29 06:07:47 2010 sync
n --w- 92 Tue Feb 2 01:06:55 2010 config_vsu.dat
12 -rw- 244 Sat Apr 3 04:56:52 2010 config.text
13 -rwx 1 Thu Jan 1 00:00:30 1970 .issu_state
14 -rw- O Tue Feb 2 01:.07:03 2010 ss_ds_debug.txt
15 -rw- 8448 Thu Jan 1 00:01:41 1970 .shadow
16 -rwx 268 Thu Jan 1 00:01:41 1970 .pswdinfo
17 -rw- 4 Tue May 25 09:12:01 2010 reload
18 drwx 232 Wed Mar 31 08:40:00 2010 snpvéa
19 drwx 6104 Sat May 29 06:10:45 2010 .config
20 ---- 1 Thu Jan 1 00:04:51 1970 config.txt
21 d--- 160 Thu Jan 1 00:00:12 1970 syslog
22 drwx 160 Tue May 25 03:05:01 2010 upgrade_ram
23 drwx 160 Tue Feb 2 01:06:54 2010 dm_vdu
24 -rwx 16 Thu Jan 1 00:01:41 1970 .username.data
9 files, 15 directories
5,095,424 bytes total (4,960,256 bytes free)
QTECH#

5.4.1.6. TUNUYHbIE OLLNOKU

e B yctponcteo BcTaBneH dnew-Hakonutens USB, nogaepXxuBalowmi KOMaHAbl,
oTnn4Hble ot SCSI.

e USB-HakonuTenb He wucnonb3dyeT dannosyto cuctemy FAT u He MOXeT ObiTb

naeHTUUUNpoOBaH CUCTEMON.
5.4.2. U3Bne4yeHue USB-HakonuTtens

5.4.2.1. Pe3ynbTaT KOHUrypauumm

N3eneknte USB n ybeguTtech, 4To USB 1 yCTpONCTBO NONMHOCTBLIO pa3beaNHEHDI.

5.4.2.2. NMpumeyaHun

Mepen wussneyenvem USB-HakonuTens BbINONHMTE kKOMaHgZy usb remove; B NPOTUBHOM
crny4ae NnpounsonaeT cucteMHas owmnbka.

5.4.2.3. dtanbl KOH(Urypaumum

BbinonHeHune komaHabl Remove (M3Bneyb)

e O0Oga3aTenbHO.

e [lepen nssneyeHnem USB-Hakonutens BbINONHUTE kKOMaHAy usb remove.
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N3BneueHne USB-Hakonutens
[Mocne BbiNOSIHEHUSA KOMaHAbl remove U3BrekuTe USB-Hakonutens ns3 pa3bemMa.

5.4.2.4. NpoBepKa KoHdUrypaumm

BbinonHute komaHay show usb ana otobpaxeHuss mHdopmaumm o USB-Hakonutene,
BCTaBNEHHOM B YCTPOWCTRO.

5.4.2.5. CBAA3aHHble HAaCTPOMUKMN

N3BneueHne USB-Hakonutens

KomaHnoa usb remove device-id

Onucanne device-id: ykasbiBaeT ngeHtudmkatop nopta USB Ha yctponctee. Ong

napamMmeTpoB oTobpaxeHust aToro ID MOXXHO BbINONMHUTL KOMaHay show usb

Pexnm MprBUNErMPOBAHHBIN PEXUM

KOHUrypauum

BcTpoeHHas Mepen wu3BnevyeHnem USB BbinonHuTe KomaHgy usb remove; B

noackaska npotmBHOM cnyyae, ecnn USB wncnonb3yetcs, ©Oyner BbiBEOAEHO
coobuleHne o6 ownbke. Ecnm KomaHga BbINOMHEHa, oTobpakaeTcs
COOTBETCTBYIOLAA MHopMaLus, 1 MOXHO nsenedyb USB-Hakonutens ms
pasbema. Ecnn BbinonHenne komaHabl He yganocb, USB Bce eule
ncnonb3dyetcs. B atom cnyyae He nssnekante USB-Hakonutesb, Noka OH
He BydeT ncnonb3oBaTbCs

5.4.2.6. NMpumep KoHcpUrypaumm

N3BneyeHne USB-HakonuTensa

CueHapun ABTOHOMHas cpega
OTansbl 3anycTtute komangy show usb, 4tobbl oTobpa3uTe nageHTndukatop USB.
KOHdourypaumm

Mepen n3eneveHnem USB-HakonuTens BbINONHUTE KOMaHQy usb remove

QTECH#show usb

Device: Mass Storage

ID: 0

URL prefix: usb0

Disk Partitions: ush0(type:vfat)
Size:15789711360B(15789.7MB)

Available size:15789686784B(15789.6MB)
QTECH#

QTECH#

QTECH#usb remove 0
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OK, now you can pull out the device 0
MpoBepka CHoBa 3anyctute komaHgy show usb, 4yTobbl NnpoBepuTb, M3BNEYEH NN
KOHUrypauum USB-HakonuTens. Ecnn yctponctBo € uaeHTudgpukatopom 0 He

oTobpaxkaeTCcsi B BbIXOAHbIX AaHHbIX KOoMaHnAbl show usb, 3Hauut
USB-HakonuTernb yaaneH

QTECH#show usb
QTECH#

5.5. KOHTpOonb cocTosiHus

OToGpaxeHue

OnucaHue KomaHpa

OtobpaxaeT NMHopmaLmo o | show usb
Tekywem USB-yctponcTtee
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6. HACTPOUKA UFT
6.1. O630p

YHuduumposaHHas Tabnuua nepecbinku (UFT) nossonser KoMmyTatopy AvHaAMUYECKU
pacnpefensitb 3anucu annapaTHOW NepechINnKu.

6.1.1. MpoToKonbl U cTaHAAPTbI

HepocTtynHo

6.2. MpumeHeHne

BapuaHTbl npumeHeHuss  CueHapumn

OunHamnyeckoe Ecnn  yctponctBo  pabotaer B obOwem pexunme
pacrnpeneneHve sanvcemn mMapLpyTmsauumn, metka MPLS He TpebyeTcs Ons nepecbinku,
N COOTBETCTBYIOLLEE MECTO ANs 3anucu He MCnosib3yeTcs.
Ecnn BxogHaa emkocTb MeTkn MPLS moxeT ncnonb3oBatbCs
apyrmmu - 3anucamu,  Hanpumep,  3anucamm  ARP/ND,
YCTPOMCTBO MOXET 06yunTbCca 6onbLUeMy KONMMYECTBY 3anmcen
ARP/ND

6.2.1. AMHamun4yeckoe pacnpepeneHue sanuceun

6.2.1.1. CueHapum

Ha crnegytowem m3o0paxeHuM nokasaHa obuias ToMonornms KamnycHOW CeTWU. YCTPOWCTBO
YPOBHA siApa MoxeT OblTb pa3BepHyTO B HebomnblioW 06racTM KOHBEpPreHuun B KayvecTBe
Manoro CBOAHOrO ycTpoucTBa. PYHKUMM YPOBHA 2 SOPOBOrO  YCTPOWCTBA BKIIOYEHDI.
YCTPOWNCTBO YPOBHSA siApa Takke MOXeT ObiTb pa3BepHyTO B 60nbLUon 06nact KOHBEpPreHuum
B kayecTBe OOMbLIOrO CBOAHOrO ycTpomcTtBa. B aTom cnydae ycCTpOMCTBO YPOBHSA siapa
paboTaeT Kak wnto3. Koraa ycTponcTBO YPOBHS siApa BbICTynaeT B Ka4ecTBe Marnoro CBO4HOMo
YCTPOWCTBA, eMy TpebyeTcsa gocTaTtouHo GonbLion pasmep Tabnuubl MAC-agpecos.

[pyron cueHapui ncnonb3oBaHNA yCTPONCTBA YPOBHSA Si4pa, KOrga OHO BbICTYNaeT B KayecTBe
60nbLIOro CBOAHOMO YCTPONCTBA, @ UMEHHO, BONbLUIOTO Wo3a. BOo3MOXHOCTM AOCTYNa 3aBUCAT
oT emkoct ARP n ND, a MMeHHO OT KonnyecTtBa OOCTYnNHbIX TepMmuHanos IPv4 n IPv6. B
KadecTBe nNpumMmepa BO3bMEM YCTPONCTBO, YCTAaHOBIIEHHOE C onepaunoHHon cuctemon Windows
7. Takoe yCTpONCTBO nogaepxmneaeT Asa cteka IPv4 n IPv6. Korga TepmnHan nonydaeT gocTyn
K YCTpOWCTBY, OH 3aHMMaeT ogHy 3anucb ARP un ogHy 3anmce ND. B atom cueHapum
npumMeHeHus TpebyeTtca 6onbluoe konmyecTso 3anncenn ARP n ND.
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Large Aggregation Area

Small Aggregation Ared

v Access Area

PucyHok 6-1.

6.2.1.2. OnucaHue
e Bknounte kommyTtatop B pexume mocta UFT, ytobbl yBENNUMTH €MKOCTb Tabnuubl
MAC-agpecos.

o  Bkntounte kommyTaTop gnda pabotsl B pexxume wnto3a UFT, 4ToObl yBENUUNTL EMKOCTb
ARP n ND-3anucen.

6.3. PyHKLUN
6.3.1. O630p
PyHKUMA OnucaHue
Pexum pabotbl UFT UFT npepocTtaBnseT nonb3oBaTensm mMexaHn3m Bbibopa pabouero
pexvmMa B COOTBETCTBMM C NOTPEOHOCTAMU CLieHapUs MPUMEHEHNS

6.3.2. Pexxum pabotbl UFT
6.3.2.1. MprHUMN paboTbI

UFT npepocTtaBnsieT Nofnb3oBaTeNsaM MexaHM3M Bbibopa pabo4dero pexunma B COOTBETCTBUU C
noTpebHOCTAMU cLueHapusi NPUMEHEHNS.

UFT nopoepxuBaeT 0o BOCbMU paboymx pexnmoB. BeiOpaHHbI pexmm paboTbl MOXeET ObiTb
aKTMBMPOBAaH MOCNEe COXPaHEHWUsI U Nepe3anycka yCTPoNCcTBa. 3Ha4YeHNe No yMOYaHuio

B Hauane ons kommyTtaTtopa yctaHosrieH pexum UFT no ymonyaHuio. B pexume no ymon4aHuio
Kaxgas annapatHas 3anucb KOMMyTatopa npuMeHsieTcda K BOonbLUMHCTBY CuLeHapueB
NPUMEHEHUS.

MocT

Pexunm mocta — 3710 pexnm nepecbinkn ypoBHA 2. OH NPUMEHSETCS K CLLEHAPUAM NPUMEHEHMS,
B KOTOPbIX JZOMUHUPYIOT TOSNbKO CepBUCHI YPOBHS 2. B pexxnme mocta emkocTb ARP, ND n MPLS
3HaAYMTENbHO CHWXaeTcs, U Bonbluas YacTb EMKOCTM BblaensieTca Tabnuue MAC-agpecos.
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WWnio3

PexuvM Wwnto3a nogpasfensercs Ha Tpy pexuma: pexum gateway (Luno3), pexxum gateway-max
N pexum gateway-ndmax.

Pexum wno3a npuMeHsieTcsl K CUEHapUsM MPUMNOXEHUIN, B KOTOPbIX AOMUHUPYIOT CryXObl
ypoBHs 3. Pexum gateway-max MpUMEHSIETCH K CLEHapusiMm MNpPUINOXeHWA, B KOTOPbIX
pa3BepHyTO OonblUOe KONMMYECTBO TepmuHanoB. Pexum gateway-ndmax npumeHsieTcs K
CLUEeHapuaM NPUIOXKEHWUI, B KOTOPbIX Pa3BepPHYTO GOSbLLOE KONMYEeCTBO TepMuHarnos IPv6.

MapuwpyT

Pexnm MapLlpyTta — 3TO peXunm ceTeBoMn MapLipyTusauun. OH NPUMEHAETCA K CUeHapudam, B
KOTOPbIX AOMUHUPYET ©onbLLoe KONMYecTBo MapLwpyTmnsaumn n nepecbisikn.

Pexum maplipyta nogpasgensercs Ha pexumbl route-vdmax u route-vbmax. B atmx aByx
pexmmax eMKoCTb ceTeBbIX Tabnuy MmapLupyTtusaumm IPv6 n IPv4 cooTBETCTBEHHO BblaenseTcs
B MaKCMMarnbHOMN CTENEHMU.

6.4. KoHdurypauusa

KoHdurypa- @ CnpaBka n cBA3aHHble HACTPOWUKU
LUOHHbIW
3aneMeHT

Hactpouika [ononHutenbHasa koHdUrypaums. Nepekniounte Tekywmn pexmmMm paboTbl
pexvma UFT-kommyTaTopa

pabotbl UFT

switch-mode mode_type slot slot_num | NMepeknioyaeT pexnm paboTbl
UFT B aBTOHOMHOM pexnme

switch-mode mode_type switch | MNepeknioyaeT pexum pabdoThbl
switch_num slot slot_num UFT B pexume VSU

6.4.1. Hactpounka pexuma pabotbl UFT

6.4.1.1. PeaynbTaT KOH(pUrypaumum

e Hactponte pexum mocTta, 4Tobbl YBENMUUTL pasMep 3anncu ypoBHA 2. Pexum mocTa
NPUMEHSIETCA K CUEHApPUAM, B KOTOPbIX AOMUHUPYIOT CNY>XObl YPOBHS 2.

e Hactponte pexum wno3a gnsa ysenuvexHust pasmepa tabnuubl ARP 1 ND. Pexum
LUS03a NPUMEHSAETCS K CLIeHapUsIM, B KOTOPbIX JOMUHUPYIOT Cry6bl YpOBHS 3.

e HactpoiTe pexum MaplupyTa Ans yBenuyeHusi pasmepa Tabnuvubl MapLipyTusaumm.
Pexum maplipyta npuMeHsieTcsl K cleHapusiM, Ons KoTopbix TpebyeTtcs Gonbluoe
KONMYECTBO MapLUpyTM3aLmMn U NepPECHISIKN.

6.4.1.2. NMpumeyaHunsn

e [locne 3aBepLUeHUsA HACTPOMKU COXpaHUTE ee N nepesanycTuTe YCTPOUCTBO AMK TOro,
4yTOBbI KOH(Urypauusa BCTynuna B AeNCTBME.

o UV3meHute pexum UFT n coxpaHuTe nameHeHus. lNpn nepBom nepesarnycke yCTponcTea
nocne obHoBneHnsa yHkuna UFT MoxXeT npuBecTn K aBToMaTU4eCKOMY nepesanycky
NMHENHOW KapTbl OAMH pas.
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6.4.1.3. MeTtoa KoHcurypauum

MepekntoveHune pexmma pabotbl UFT B aBTOHOMHBIN pexnm ObsizaTenbHas KOHUrypaums.

Ncnonb3ynte komaHay switch-mode mode_type slot slot_num gns nepeknoyeHus pexuma

UFT kommyTaTtopa.

CuHTakcuc switch-mode mode_type slot slot_num
KOMaHabl

Onucanne mode_type: pexum pabotbl UFT.
napameTpoB

slot num:  ofo3HayaeT  COOTBETCTBYIOLUYIO  JIMHEWHYIO KapTy,
YCTaHOBMEHHYO B LLIACCK

Mo ymonyaHuo

Pexum no ymonyaHuio

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

BcTpoeHHas B aBTOHOMHOM pexunme nuMHenHas kapTa MoxeT paboTtaTb criefyowmm
nogckaska obpasom:

default: pexxum nNo yMomnyaHuio, KOTOpbIM MPUMEHSAETCH K BOSbLUMHCTBY
cLueHapueB NpYMEeHeHuNs.

bridge: pexum MocTa, NpUMEHSIEMbIN K CLEHapusiM, B KOTOPbIX
OOMVHUPYIOT CEPBUCHI YPOBHS 2.

gateway: pexum Lwno3a, MPUMEHSIEMbIA K CLEHapuo, B KOTOPOM
OOMUHUPYIOT Cry>KObl YPOBHSA 3.

gateway-max: pexuMm gateway-max, NpUMEHsiEMbIi K CLeHapusM, B
KOTOPbIX pa3BepHYTO GOMbLIOE KONTMYECTBO TEPMUHAIIOB.

gateway-ndmax: pexum gateway-ndmax, NpuMEHsIEMbIV K CLieHapusim, B
KOTOpbIX pa3BepHYTO GONbLIOE KONMYECTBO TepMuHarnos IPv6.

label: pexvm MeTKM, NpUMEHSIEMbIA K CUEeHapusam, Ons KOTOpPbIX
TpebyeTcs 6onboe konnyectso MPLS.

route-vdmax: pexum MapLupytusauun IPv4, npuMmeHseMbIn K CLLEHapUAM,
O5s1 KOTOpbIX TpebyeTca 60NnbLLIOE KONMYECTBO MapLpyToB IPv4.,

route-vémax: pexum MapLupytusauum IPv6, npuMeHseMbIn K CLLEHapUAM,
O5s1 KOTOpbIX TpebyeTca 6oNnbLLIoe KONMYECTBO MapLlpyToB IPv6

MepekntoveHne pexuma pabotsl UFT B pexnme VSU

Ob6sa3aTenbHaa KOHUrypauus.

Wcnonb3ynte komangy switch-mode mode_type switch switch_num slot slot_num gns
nepekntodeHna pexvma UFT kommyTaTopa.
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CuHTakcuc switch-mode mode_type switch switch_num slot slot_num
KOMaHabl
Onucanne mode_type: pexum paboTbl UFT.
napameTpoB

switch_num: B aBTOHOMHOM pexuMme Kr4yeBoe croBo switch He
ucrnonbyetcs. B pexume VSU knioyeBoe cnoBo switch ykasbiBaeT Ha
wiacecu nnm otgenbHoe yCTPOMUCTBO.

slot_num: o6o3HavaeT kapTy, yCTaHOBIIEHHYIO B LLACCH

Mo ymonyaHuo

Pexum no ymonyaHuio

Pexunm
KOHUrypauum

Pexum rnobanbHon koHdurypauum

BcTpoeHHasa noackaska
B pexunme VSU nuHeriHas kapta MoXeT paboTaTtb cregylowmm obpasom:

default: pexum nNo ymonyaHuio, KOTOPbIA MPUMEHAETCH K BONbLUMHCTBY CLeHapueB
NPUMEHEHUS.

bridge: pexum mMocTa, NpUMEHsieMbIA K CLeHapusaM, B KOTOPbIX AOMUHUPYIOT CEPBUCHI
YPOBHS 2.

gateway: pexum L3a, NPMMEHSAEMbIV K CLIEHAPUIO, B KOTOPOM AOMUHUPYIOT CIyXObl
ypoBHsi 3.

gateway-max: pexuMm gateway-max, MNpUMEeHsIEMbIA K CLEeHapusm,
pasBepHyTO 6OsbLLOE KONMYECTBO TEPMUHATIOB.

gateway-ndmax: pexum gateway-ndmax, NpUMEHSIEMbIA K CLEHapWsiM, B KOTOPbIX
pa3BepHyTO bonbLUOE KONMYEeCTBO TepMmnHanos IPv6.

label: pexum MeTkun, NpUMEHsIEMbIN K CLEeHapusaM, O KOTopbix TpebyeTtcs bonbLioe
konunyectso MPLS.

route-v4dmax: pexum mapLupytusaumm IPv4, npumMmeHsieMbIn K CLLeHapusaM, 49 KOTOPbIX
TpebyeTcs 6onblioe KonnyecTeso mapLupyTos IPv4.

route-vémax: pexum mappyTtusauum IPv6, npuMmeHseMbli K cLueHapusam, 45is KOTopbIX
TpebyeTcst 6onbLoe KonnyecTeso MapLupyToB IPv6.

B KOTOPbIX

6.4.1.4. NMpoBepka KOHUrypaumum
e [locne nepesarpy3kn yCTPONCTBA MCNOSb3ynTe KomaHay Show run ans otobpaxeHus
TeKyLlero COCTOSIHUSA NIMHEMHOWN KapTbl U NPOBEPKN BCTYMNMEHUSA KOHUIypaumm B CUny.
e Vcnonb3ynte komaHgy show switch-mode status gns oToGpakeHusi COCTOSIHUS
pexnma UFT.
CwuHTakcmuc show switch-mode status
KOoMaHabl
Pexnm MpmBUNErMPOBAHHBLIN PEXUM, pPeXum rnobanbHOM KoHdurypauumu,
KOHpurypawmm pexum KoHdUrypaummn nHtepgenca
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Mpumep
KOHUrypauum

QTECH(config)#show switch-mode status
Slot No Switch-Mode
switch 1slot 3  bridge

6.4.1.5. Mpumepbl KOHDUrypaumm

MepekntoyeHune pexnma pabotobl UFT B aBTOHOMHOM pexume

CeTeBas cpena

HepoctynHo

MeTon
KOHUrypauum

Mepekntounte pexum pabotbl UFT nuHenHom nnaTtel B cnote 3
KOMMyTaTopa Ha pexum mMocTa

QTECH(config)#switch-mode bridge slot 3
Please save current config and restart your device!
QTECH(config)#show run

Building configuration...

Current configuration : 1366 bytes

version 11.0(1B2) ! cwmp

!

install 3 M8600E-24XS4QXS-DB

!

sysmac 1414.4b34.5624

!

nfpp

!

switch-mode bridge slot 3

MeToa npoBepku

Mcnonb3ynte komangy show switch-mode status gna otobpakeHus
nHdopMaumn o KoHdurypaumm

QTECH(config)#show switch-mode status
Slot No Switch-Mode
3 bridge
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6.5. KOHTpOonb cocTosiHUSA

6.5.1. OTo6paxeHune ctaTyca BbINOSIHEHUA

OnucaHue KomaHaa

OToGpaxaeT pexum paboTbl | show switch-mode status
UFT kommyTaTopa

NMPUMEYAHUE: npegbloylime  KoMavgbl  MOHUTOpUMHra K OBCnyxmBaHusa  Takke
OENCTBUTENbHbI A4S YCTPOMCTB Ha WAaCCK U OTAENbHbIX YCTPOUCTB B aBTOHOMHOM PEXUME U
pexnme VSU.

NMPUMEYAHUE: B aBTOHOMHOM pexume KroveBoe CroBo switch He ucnonbsyetcs. [Ons
YCTPOMCTB Ha LLaccK Kno4eBoe CrnoBo Slot ykasbiBaeT Ha yKa3aHHYH NIMHENHYIO KapTy.
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7. HACTPOMKA PE3EPBUPOBAHUA KAPT
YMNPABINEHUA

7.1. O630p

Pe3epBMpOBaH|/|e KapT ynpaBneHnAa — 3TO MeXaHU3M, KOTOprIZ ncnonb3yeT pe3epBnpoBaHuNe
B peaJibHOM BpeMeHU (TaK)Ke Ha3biBaeMoe «ropAavmm» pe3epBV|pOBaH|/|eM) COCTOAHUA pa6OTbI
CJ'Iy)K6bI Mop,yne|7| ynpasneHuna ona noBbllUeHUA AOCTYNMHOCTA yCTpOIZCTBa.

B ceTeBoM ycTpomnCTBE C NIIOCKOCTLIO ynpasreHus (control plane), oTaeneHHoM OT NNOCKOCTU
nepecbinkn (forwarding plane), nnockocTb ynpaeneHus pabotaeT Ha moayre ynpasneHus, a
NMOCKOCTb Nepecbinkn pabotaeT Ha kapTax. [JaHHble NIIOCKOCTN ynpaBrieHnsa yrnpasnsaoL,ero
MOAYNSA KOMUPYKOTCHA B Pe3epBHbIN MOAYMb YNPaBfieHUs B pexume pearnbHOro BpeMeHU BO
Bpems paboTbl ycTporcTtea. Korga Ynpasnswowmin Mmogynb OTKIHYaeTcs A0MKHbIM 06pasom
(Hanpumep, 13-3a 0GHOBMNEHMSA NPOrPamMMHOro obecnevyeHns) N HeoXMaaHHO (Hanpumep, ns-
3a NporpaMMHbIX UK annapaTHbIX UCKIMIOYEHUI), YCTPONCTBO MOXET aBTOMatu4eckn BbICTpO
NepeknioyYnTbCAa Ha pes3epBHbI MoAdyNnb ynpaBneHns 6e3 noTepn MOnb3oBaTENbCKOW
KOHUrypauum, Tem cambim obecneunsas HopmarnbHy paboTy ceTu. [1NocKoCTb NepechInku
npoJoskaeT nepefady naketoB BO BpeMs rnepeknoyveHus. Nepecobinka He ocTaHaBnMBaeTCs U
He MPOUCXOANT U3MEHEHWUI TONOMOMMK BO BpeMsi nepesanycka nnockoCTU yrnpasBneHus.

TexHomnorns pesepsnpoBaHuA Moayns ynpasneHns obecneynsaeT cnegyowme ygobersa ans
ceTeBbIX Cnyx6:
1. TloBblleHVe JOCTYNHOCTU CETU.

TexHonorus pesepBMPOBaHNA MOAYNS ynpaBreHusi obecneyvBaeT nepedady [AdaHHbIX W
MHPOPMaLMIO O COCTOSIHUW CeaHCOB MOMb3oBaTerNe BO BPEMS NEPEKIOYEHMSI.

2. [lpepoTBpalleHne NpocTosa B COeANHEHNN COCEAHUMUN YCTPOMUCTBaAMMU.

Bo Bpems nepeknoyeHus He BbinosnHseTca nepesanycka forwarding plane. Noatomy cocean He
MOIyT OGHapPYXUTb U3MEHEHME COCTOSIHNA KaHana n3 coctosiHua "Down" Ha "Up".

1. TlpepoTtBpaweHmne blackhole Ha mapwpyTe.

Forwarding plane nogaepxueaeT nepegady AaHHbIX BO BpeMsi nepekntoyeHnd, a Control plane
ObICTpO co3gaeT HoBylo Tabnuuy nepecbinikv. Npouecc 3ameHbl cTapon Tabnuubl NEPECHINKN
Ha HOBYIO NpeJoTBpaLLaeT NosiBeHne 3agepXXek Ha MapLupyTe.

2. [llpepoTBpalleHne NnoTepu Nonb30BaTESNbCKUX CEAHCOB.

Bnaro,u,apﬂ CUHXPOHN3aLUUN COCTOAHUA B pealibHOM BpEeMEHU MNoJib30BaTEJIbCKME CEeaHChl,
COo3aaHHble OO0 nepekniyYeHnd, He TepATCA.

7.2. lpumeHeHuUue

MpumeHeHune OnucaHue

Pe3epBurpoBaHue Ha kommyTatope YypoBHA 4apa, rae ycTaHOBMeHbl [Ba MOAYIS
MOQYJ’IGM ynpaBlneHus, TexHonoruna pe3epBnpoBaHUA MOXeT ynyyquwnTb
ynpaBneHuda cTabunbHOCTb CETU U AOCTYNHOCTb CUCTEMBbI
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7.2.1. PesepBupoBaHue moayneun ynpaBneHus

7.2.1.1. CueHapuun

Kak nokasaHo Ha cnegylowem m3obpakeHuu, B 3TOW TOMOSMOMMM CEeTU NPWU HEUCMNPaBHOCTU
KOMMyTaTopa YpOBHS f4pa, CeTW, NOAKMHYEHHbIe K Hemy, pacnagytcd. [Ons noBblweHus
CcTabunbHOCTN ceTn HEOBXOAMMO HAaCTPOUTL ABa MOAYNA YNpaBreHNs Ha KOMMYTaTOpPe YPOBHS
Aapa ana peanusauuun pesepBrMpoBaHus. YrpasnsoLwmn Moaynb onepupyeT BCeN CUCTEMON, a
pe3epBHbIi MOAYNb YNpaBneHus pe3epBupyeT MHAOPMAaLMIO O COCTOSTHUM paboTbl CryXoObl
ynpaBnsaloLwWoro Moayns B pexmnme pearnibHOro BpemMeHu. Npu pydHOM MepeknoyeHun unm
NPUHYANTENBHOM MEPEKMOYEHUN N3-3a HEMCMNPABHOCTU YNPAaBASAOLWOr0 MOOyNsa pe3epBHbIn
MOAynb ynpaeBneHns HemeaneHHo 6epeT Ha ceba dyHKuMM ynpaenawoworo moayns. Ha
nnockoctn nepecobinkn (forwarding plane) MOXXHO NPOAOCIKUTL Nepefadvy AaHHbIX U NOBbLICUTb
OOCTYMHOCTb CUCTEMBI.

he core switch uses a
redundancy of two
supervisor modules.

-
-

PucyHok 7-1.

7.2.1.2. OnucaHue

Ons ycTpomctB Ha waccm cucrema obopygoBaHa MEXaHM3MOM — pe3epBMPOBaHMS
ynpaensowmn/pesepBHbin. Cnuctema nogaepxuneaeTt dyHkumio plug-and-play oo Tex nop, noka
yNpaBnsitoLLMIA U pe3epPBHbIN MOAYNW YNpaBeHnst COOTBETCTBYHOT YCIIOBUSIM PE3EPBMPOBAHMS.

Kaxgoe 13 OoTAenbHbIX YCTPOWCTB 9KBMBANEHTHO OA4HOMY MOAYM YNpaBfieHUsi C OfHOW
NMHENHoN KapTon. BupTyanbHbin mogynb kommyTaumm (VSU), cobpaHHbIA M3 HECKOMbKUX
OTAENbHbIX YCTPONCTB TaKKe MMEET MEXAHMU3M Pe3EePBUPOBAHMSA YNPaBNSOLLMIA/PE3EPBHbIN.

7.3. PYyHKUUMN

7.3.1. BaszoBble KOHUenuuu

YnpaBnsiowmin moaynb, pe3epBHbIA MOAY b yNpaBrieHUs

Ha ycTpoiicTe, roe ycTaHOBIEHbI Ba MOAYNSA yNpaBreHus, cucteMa BblbrvpaeT oanMH Moayrb
ynpaBneHUsi B Ka4yecTBE aKTUBHOIO, KOTOPbIA ABNSIETCS ynpaensolwmm. [pyroi moaynb
ynpaBneHusi pyHKUMOHMPYET Kak pe3epBHbIA. [pu HEUCNPABHOCTW YNPaBMSHOLWOro Moayns
WnK, Koraa OH 3anpaluMBaeT NepekniYeHne, pe3epBHbI MOAY b ynpaBreHus 6epeT Ha cebs
hYHKLMM YNpaBnsitoLL0oro Moayns 1 CTAaHOBUTCS HOBbIM YNpaBnsoLLMM Moaynem. Kak npasuno,
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pe3epBHb||7| MOAyrIb ynpaslieHNA He y4HaCTBYyeT B yrnpaBlieHMN KOMMYTaTOpPOM, a OTCNexXneaeTt
COCTOAHME pa6OTbI ynpasnanoworo Moayn4.

MmoGanbHbIN YnpaBnsawwMU Moaynb, rnodanbHbIN pe3epBHbIA MOAYNb
ynpaBrneHu s, rnobanbHbIA KaHAUWAAT B MOAYIU ynpaBrieHus

B cucteme VSU, coctosien n3 asyx unu 6onee yCTpoOMCTB Ha LUACCH, KaXX4oe Laccu umeet
OBa MOAyns ynpasneHus: Ynpasnsawwmin Mogynb OnepupyeT BCEM LIACCU, a pPe3epBHbIN
MOAynb ynpaeneHus paboTaeT kak pesepBHbI. [Ana Bcen cuctembl VSU mnmeetca gsa mnu
G6onee mopgynewn ynpaeneHus. OguH Ynpasnsawwmnin moaynb BbiOMpaeTca M3 Bcex mopyremn
ynpasneHnsa ons onepupoBaHusa Bcen cuctemon VSU, Takke oguH BcnoMoraTenbHbIn Mody b
ynpaeneHnsa BblbnpaeTcs B Ka4eCTBe pe3epBHOro Ang Bcen cuctembl VSU, a gpyrme moaynum
yrnpaBneHnsa NCnosb3ylTCs B Ka4yecTBe Moaynen-kaHamaaToB. Moaynb-kaHanaaT ynpaBneHus
3aMeHdeT YNpaBnsloWUN UM pe3epBHbI MOLYMNb YNpaBfieHMs B Criyvae HeWcnpaBHOCTU
nepBoOHaYanbHOMO YNPaBsAOLWOro WKW pes3epBHOro MOAynda ynpaeneHus. Kak npaswuno,
MoAdynu-KaHaugaTtbl B ynpaBfeHWe He Yy4yacTBYHT B pe3epBMpoBaHMM. YTOObI OTAMYUTL
ynpaensaoLmMe n pes3epBHble MOAYNM yNpasneHnsa B Lwaccu ot moaynen B cucteme VSU, oHu,
a Takke Moaynu-kaHgmgatbl B cucteme VSU, HasbiBaloTcs "rnmoGanbHO Ynpaenswowuin
moaynb", "rmobanbHO pes3epBHbIN MOAYNb ynpaeneHus" u "rnobanbHbi KaHangaT B Mogynu
ynpasneHns". MexaHuam pesepBUpOBaHUA MoAynen ynpaBneHus BrvseT Ha rnobanbHbiv
Ynpasnsowmin mModyrnb U rnobanbHO pe3epBHbIA MOAyNb yrnpasneHus. Takum obpasom,
OCHOBHOMW W pe3epBHbIM Moaynu ynpaereHns B cpege VSU aBnsawTcsa  rnobanbHo
Ynpasnsowmin Mmogyrb 1 rnobansHo pe3epBHbI MOAYIb yNpaBneHus.

B cucteme VSU, cocTosiuen ns asyx unum 6onee oTAenbHbIX YCTPONCTB, KaXxaoe YCTPOMCTBO
9KBMBANIEHTHO OOHOMY MOAYMNI0 YNpaBneHuUs U OOHOW nuHenHon kapTte. CucTtema Bblbupaet
OOHO YCTPOMCTBO B KayecTBe rnobanbHO YNpaBnsawwWworo Mogynsi, U O4HO YCTPOWCTBO B
KayecTBe rnobanbHO pe3epBHOr0 MOAYNSA YNpaBfeHus, a OpyrMe YCTpPOWCTBa cnyxaTt B
KayecTBe rnobanbHbIX KAaHAMAATOB B MOAYNN YNpaBeHus.

Heo6xoaumble ycnoBua onsi pesepBUpoBaHUs Moayrnen ynpasneHus

B cucteme ycTpoircTB annapaTtHoOe 1 nporpammMHoe obecneyeHne BCeEX MOAYIEN ynpaBneHus
AOJMKHO OblTb COBMECTMMO, YTOObI pe3epBupoBaHne Moayren ynpasneHnsa yHKUNOHMPOBaso
OOJTKHbIM 0Bpasom.

Bo Bpems 3anycka TpebyeTcs nakeTHas CUHXPOHU3aUna Mexay ynpaBnsiowmMM U pe3epBHbIM
MOAyNaAMW ynpaBneHus, 4Tobbl ABa MoAynsa ynpasneHuss Obliv B O4HOM COCTOSHMM.
PesepBupoBaHne mogynen ynpasreHns HeakTUBHO nepen CUHXPOHU3aUNEN.

CocTosiHue pe3epBMpOBaHUA MoAyen ynpaBneHus

Bo Bpemsi pe3epBMPOBaHUS YNpaBnsioLOro/pe3epBHOr0 MOAYMS ynpaBreHus NpoucxoauT
criegytolee 3MeHeHue ctaryca:

e CoctosiHMe alone (0anH): B 3TOM COCTOSIHUM B cUCTEME paboTaeT TONbKO O4MH MOAYIb
YyNpaBneHnsi, UNn nepekrnoyeHne Mexay Yynpaensowmm/pe3epBHbIM MOAYEM He
3aBEPLUEHO, N MEXAY HOBbIM YNPAaBMAOLWMUM MOAYIEM U HOBbIM PE3EPBHBLIM MOAYIEM
yrnpaBneHnsi He yCTaHOBMNEHO pPe3epBUpPOBaHME.

e CocTosHMe batch (nakeT): B 3TOM COCTOSIHUM MexAy YNpaBhsitoLMM U pe3epBHbIM
MOAYNEeM YNpaBMeHWs YCTaHaBMMBAKTCS OTHOLUEHWUSI pe3epBMpPOBaHUs, a 3aTeMm
BbINOMHSETCS MAKETHOE PE3EPBMPOBAHNE.

o CocTosiHue realtime (B peanbHOM BpeMEHW): yNpaBnsowWmin Moy Nb NEPEXOanT B 3TO
COCTOSIHME MOCIe 3aBEPLUEHNSI MAKETHOrO PE3EpPBMPOBaHUS MEXAY YNpPaBnsioLWMM U
pe3epBHbIM MOAYNAMKU ynpaBneHusi. PesepBuMpoBaHMe B peanbHOM BpPEMEHMU
BbINONIHAETCA MEeXAy YNpaBnsiowmM U pe3epBHbIM MOAynAMU ynpasneHus. PydyHoe
nepeknioyYeHe MOXET BbINONTHATLCSA TONbKO B 3TOM COCTOSHMM.
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7.3.2. 0630p

DPyHKUUA Onucanue

Buibop YCTPOMCTBO MOXET aBTOMAaTMYEeCKM BblOMpaTb YnpaBnsAwWMNn W
ynpaBnsoLIoro W | pe3epBHbI MOOYNU YyhpaBfeHuss B 3aBUCUMOCTM OT TeKyLlero
pe3epBHOr0 MOAYEN | COCTOSIHUS CUCTEMBI. Takke nogaep>KnBaeTcs pyyHon Bolbop
ynpasneHus

CuHXpOHM3aLMS B cpene pesepBuMpoBaHUS Mogynen ynpaeneHus YnpaBngaoLwmim
nHdopmaLmm MOAYMb CUHXPOHU3NPYET WHAOPMaUMIO O COCTOAHUM K dharnax
Moayneu KOH(purypaumm C pesepBHbIM MOAYMEM YNpaBneHus B peanibHOM
ynpasneHuns BpeEMEHMU

7.3.3. BbiGop ynpaBnawoLworo u pesepBHOoro Moayrnen ynpasrneHus

7.3.3.1. MprHUMN paboTbl

ABTOMaTUYEeCKMN BbIOOP YNPaBrsioLWOro U pe3epBHOro Moaynen ynpasneHvus Ans yCTponucTs
Ha waccu

Monb3oBaTenu MOryT BCTaBNATb UMM yganaTb MOLYNW ynpasreHusa BO Bpems paboTbl
yCTponcTBa. YCTPOMCTBO, B 3aBUCMMOCTU OT TEKyLLEero COCTOSHUS CUCTEMbl, aBTOMaTU4ECKU
BblOMpaeT pabouylo cuctemy, He BMAUSAS Ha OObIYHYKD KOMMYTaUMIO OaHHbIX. BO3MOXHbI
crnegylowme criydaum, npy KOTopbIX YNpasnswowmMin Moayfb BbiOUMpaeTcs COOTBETCTBYHOLLUM
obpasom:

Ecnn Bo Bpems 3anycka yCTpOWCTBa BCTaBfieH TOSIbKO OOAWH MOAYNb ynpaBneHus,
YCTPOWUCTBO BblOMpaeT 3TOT MOAYIb YNpaBneHUs B Ka4ecTBe ynpaBnsitoLoro Moayns
He3aBMCUMO OT TOro, BcTaBneH v oH B crnoT M1 nnn M2.

Ecnn Bo Bpemsi 3anycka yCTpoOWCTBa BCTaBreHbl ABa MoAyns ynpaBreHusi, Mo
yMOMn4YaHuio Moayrsb yrnpasneHusi B cnote M1 BbibupaeTcs B ka4yecTBe ynpaBnsioLoro
Moaynsi, a Moayfb ynpaBneHust B cnote M2 BbibupaeTcs B KayecTBe pe3epBHOro
MoAynsi ynpaBrneHust Ons Lenen pesepBMpoBaHMS, U B TepMuHane BbIBOAATCS
COOTBETCTBYHOLLME 3aMpPOChl.

Ecnu Bo Bpemsa 3anycka yCTpoOWMCTBa BCTaBMEH OOMH MOLYSb YNpaBreHud, a apyrom
MOAYNb ynpaBfeHnsa BCTaBfieH BO BpeMs paboTbl yCTPOWCTBA, MOAYISb yNpaBneHus,
BCTaBIIEHHbIV NO3XeE, UCMONb3yeTCA B KaYeCTBE pe3epBHOro MOAYNS ynpaBneHus ang
pe3epBMpPOBaHNA HE3ABMCUMO OT TOro, BCTaBMEH N1 OH B cnnoT M1 unu cnot M2, n B
TepMuHarne BbIBOOAATCS COOTBETCTBYHOLLME 3anpocChl.

MNpepnonoxum, 4YTO BO BPeMsi 3anycka YCTPOWCTBa BCTaBMeHbl ABa MoOAZyns
ynpaBneHusi, 1 OAMH MOAYNb ynpaBrieHVs u3BreyYeH BO BpemMs paboTbl yCTPOMCTBa
(vnun ogvH MoayNb ynpaBneHns HencnpaseH). Ecrnn naBneyeHHsIn Moaynb ynpaBneHus
ABMAETCA pe3epBHbIM MOAyNeM ynpaBreHus, nepen M3BrevYeHvem (Mnmm  npu
HencnpaBHOCTK), NOCNE n3BnevYeHns (Mnu annapaTHoOM ownbkn) oTobpakaeTcs TONbKO
KOMaHAHasi CTPOKa, yKka3blBatloLlasi Ha TO, YTO BCOMOraTernbHbI MOAYrb YNpaBreHns
n3BneyeH (unu He paboTtaeT). Ecrnn n3BneyeHHbI MOAYMb YNpaBreHWs ABMsSeTCS
ynpaensawoWmMM MogyneMm nepea M3BrevYeHueMm (Mnu npu HEeMcnpaBHOCTW), ApYrow
MOAYyIb ynpaBneHUs CTaHOBUTCA yNpaBnsaloLWmMM ModyneM U B TEpMUHane BbIBOASATCA
COOTBETCTBYHOLLME 3anpoChI.
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BbiGop ynpaBnsaoLwWoro u pesepBHOro Moayrien ynpasreHUsi BPy4YHYHO

Monb3oBaTenyu MoryT BpPYYHYH BbINOMHWUTL BbIGOP YMPaBMsIOWONO U pe3epBHOro Moaynew
ynpaeneHusi, KOTopble BbIOMpatoTCsi B 3aBUCUMOCTY OT paboyent cpeapl crieayowmnm o6 pasom:

° B aBTOHOMHOM pexunmMme nonb3oBaTesin MOrytT BPY4YHYH BbIMNOJIHATL NepeKknio4veHne
mMexay  ynpaeBndarownm n pe3epBHbIM yCTpOIZCTBOM. MOD,yJ'II/l ynpaBneHus
AKTUBUPYIKOTCA NOCIe nepesanycka.

o B pexume VSU nonb3oBaTeny MOryT BPYYHYH BbINOMNHATH NEpPeKnioYeHne Mexay
yNpaBnsowWmMM 1 pe3epBHbIM MOAYNEM ynpaBreHus, 4Tobbl rnobanbHO pe3epBHbI
MOAynNb ynpaeneHus ctan rmobansHo ynpaensawowmm mogynem. Ecnu B cucteme VSU
uMeeTca TOMbKO ABa MOLYyNA ynpaBreHus, Mnocre nepesanycka nepBoHavanbHbIN
rnmobanbHO Ynpaenswwun Mogyfnb CTAaHOBUTCA HOBbIM 06anbHO pe3epBHbIM
Moaynem ynpasneHus. MNpy Hanuunm Bonee AByxX MoAyrnen ynpasreHus B KayecTse
HOBOro rnobanbHO pesepBHOr0 MoAyNsA ynpaeneHus BblbupaeTcs OAWH MOOYINb
yrnpaBneHns, KOTopbI ABNAETCA HOBbIM rnobansbHO pe3epBHbIM ModyeM ynpaBreHus,
a UCXOoAHbI rnobanbHO YnpaBngawwmMi MOAYMb CTaAHOBUTCH MOCne nepesanycka
rnobanbHbIM MogyNemM-KaHangaTOM B yripaBrieHue.

7.3.3.2. CBAAI3aHHble HACTPOUKN CUCTEMbDI

Py4yHoe nepekntoyeHue ynpaBnsoLworo/pesepBHOro yctpomcTaea
e [lo ymonyaHuio yCTPONCTBO MOXET aBTOMaTMyeCckn BblbpaTh YnNpasnsowmin Moayrb.

e B aBTOHOMHOM pexume u pexmme VSU nonb3oBaTtenu MOryT BbIMOfHUTH KOMaHAy
redundancy forceswitch gnga py4Horo nepeknoyeHns.

7.3.4. CuHXpoHu3aumsa nHcpopmaumm moayrnen ynpaBrneHus

7.3.4.1. MpuHUMN paboTbl

o CVIHXpOHVIBElLI,VIFI COCTOAHUA

Ynpaenswowun Mogynb CUHXPOHM3UPYET CBOEe pabouvee COCTOSIHME C pe3epBHbIM MOLYSEM
yrnpaeneHns B peanibHOM BpeMeHW, 4YTOObl pe3epBHLIM MOLYNb YNpaBreHust Mor B noboe
BpeMsi B3ATb Ha cebs yHKUMM YyNpaBnslowWoro Mogynsi, He BbI3biBas HUKAKUX BUAMMbIX
U3MEHEHUN.

e CUHXpOHM3aLMs KOHpUIypaLmm

Bo Bpemsi paboTbl yCTpOMCTBA CyLLeCTBYET ABa hanna KoHpurypauum cuctemol: running-config
n startup-config. Running-config — aT0 dann koHdUrypaumm CcuUCTEMbI, ANHAMUYECKN
reHepupyemMbii BO BpeMsi paboTbl, U N3MEHSETCA BMECTe C KOHdurypaumen cnyxobl. Startup-
config — 31O dpann KoHdUrypaumm CcuUCTEMbl, MMMOPTMPOBAHHBLIA BO BpPEMS 3arnycka
ycTponcTBa. MoxHO BbIMOMHUTL KOMaHAy Write ansa 3anmcu running-config B startup-config nnm
BbINOSIHNTE KOMaHAY COPY ANS BbINOMHEHMS onepauumn KOnmpoBaHUS.

[N HEKOTOPbLIX YHKLNIN, KOTOPbIE HE CBA3aHbl HEMOCPEACTBEHHO C MOCTOSIHHOM NEPECHISTKON,
CMHXpOHM3auna annoB KOHUrypaumm cucteMbl MOXeT obecneunTb COrnacoBaHHYHO
NonNb30BaTENbCKY KOHUIypauuo BO BPEMS NEPEKIIOYEHNS.

B cnyyae pesepBupoBaHus Mofyren ynpaBrneHus Ynpasnsawwmin Moaynb nNepuoauyecku
CMHXpOHM3npyeT cannsbl startup-config n running-config ¢ pesepsHbiM MOAyNeM ynpaBneH s un
BCEMU MOAyNnaAMU-kaHangaTamm B ynpaBneHne. CUHXPOHM3aUMs KOHUrypaumm Takke
3anyckaeTcs Npuv BbINOSTHEHWM CREAYOWNX Onepaunii:

1. ®ann running-config CMHXPOHN3NPYETCH, Koraa yCTPONCTBO NEPEKIToYaeTcs n3
pexuma rnobanbHON KOHUrypauum B NpUBMUIErMPOBaHHbIN PEXNM.
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7.3.4.2.

dann startup-config CUHXPOHN3NPYETCH MPU BbINOMHEHUN KOMaHA write unu copy ans
COXpaHeHus1 KoHdUrypaumu.

MHdopmauus, HacTpoeHHasa no npotokony SNMP, He CMHXPOHU3MpyeTCS
aBTOMATMYECKN, MOITOMY CUHXPOHM3aLMa arna running-config gormkHa ObiTb
3anyLieHa ¢ NOMOLLbO KOMaHa nHTepdenca KoMaHgHOW CTPOKM.

CBs3aHHblIe HAaCTPOUKU CUCTEMBI
Mo ymonyanuio  dpannbl  startup-config  ©n  running-config aBTOMaTU4ecCKu
CMHXPOHM3NPYIOTCS OOMH pas B Yac.

BeinonHute komaHay auto-sync time-period, 4Tto6bl HacTpoUTb WHTEpBan Ans
CYHXPOHM3aunn hannos KOHMUIypaumun ynpasnstoLero Moayns.

7.4. KoHdurypauusa

KoHdurypauus OnucaHue u KomaHaa
HacTtpovika py4Horo | OnumoHanbHo
nepekntyeHns
YNPaBNAIOLUEr0/PESEPBHONO | gh gy OTob6paxaeT COCTOsIHUE ropsyero
ycTpovicTea redundancy | pesepBupOBaHUS
states
redundancy | MNepekniovaeT ynpasnsoLlee/pesepBHoe
forceswitch | ycTpocTBO Bpy4HYytO

HacTtpovika mHTepBana | OnumMoHanbHO
aBTOMaTUYeCcKom
=LA S redundancy | BxoguTt B pEXUM KOHpMrypaLumm
pe3epBnpoBaHUA
auto-sync HacTtpanBaeT WHTepBan  aBTOMaTM4eCKOWM

time-period | cMHXpoHM3auuK annoB KoHdUrypaumm B
crnyyae  pes3epBMPOBaHUSI  YNpaBnsAOLLEro
moayns

[lepesarpyska moaynen | OnumoHanbHO

ynpaBneHuda

redundancy | CbpacbiBaeT pes3epBHbIA MOAYNb YnpaBneHns

reload unm cbpacbiBaeT OHOBPEMEHHO n
ynpasnsoLLmmn, " pe3epBHbIf Moaynu
ynpasneHns

7.4.1. HacTpoka py4YHOro nepeKknYeHusi ynpasnsrowero/pesepBHOro

7.4.1.1.

ycTponcTBa

Pe3synbTaTt KOHhUrypauum

McxoagHbii Ynpaenawowmn Moayrb nepesanyckaeTcs, a pesepBHbIn MOoAyNb yrnpaBneHus
CT@HOBUTCHA HOBbIM YNPaBAOLLMM MOAYIEM.
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Ecnn B cucteme nmeetcs 6onee OBYyX Mop,yne|7| ynpaslieHud, NCXOOHbIN pesepBHbM mMmoaynb
ynpaslieHnda CTaHOBUTCA ynpaslidalWwWmM Moaynem; oanH Moayrb ynpaBrneHus BbI6VIpaeTCFI n3
Yyuycna MOD,yJ'IeVI-KaHLI,I/ID,aTOB B ynpaslrieHne Aand pa6OTbI B Ka4yecCcTBe HOBOIo pe3epBHOro
mMoayna ynpaslieHusa, a NCXOOHbIN yl'lpaBJ'IFII'OLLl,I/IIZ MoAayJib CTaHOBUTCA MoAynemM-KaHanaaTtomMm
B ynpaslieHne nocre nepesanycka.

7.4.1.2. NpumeyaHus

Ytobbl n3bexaTtb BO30ENCTBUA Ha nepecbiyiky AaHHbIX BO BpeM4A NepeKrito4YeHns, HeO6XO,EI,I/IMO
CHa4ana BbINOJIHUTb MNAKETHYH CUHXPOHU3AUMKO MeXay ynpasndwownmmMm n pe3epBHbIM
MoaynamMn ynpasneHus, yTOObLI ABA mMoayna ynpasrieHuda Obin B 0OHOM COCTOSIHUW. TO ecTb
py4yHOE nepeknyvYeHne MOXXeT BbINOJNHATLCA TONbKO B TOM Cllyvae, eCnn pes3epBupoBaHue
MOLI,yJ'IeIZ ynpaBieHna HaxognuTtcd B COCTOAHUN pe3epBUpPOBaHNA B pealibHOM BpEMEHN. Kpome
Toro, Ansi obecnevyeHnsa NOMHOTLI CUHXPOHM3aunn KOH(*)I/IpraLl,I/IOHHbIX cbaﬂnoa cepBUCHbIE
moadynnm  BpeMeHHO  3anpewaroT pydHOEe  nepeknryeHue ynpaBJ'lmou.l,oro/pesepBHoro
yCTpOIZCTBa BO BpemMA CUHXPOHU3aLNN. |_|03TOMy Ona pydyHOro nepekn4yeHud HeobxoaMmo
OQHOBpPEMEHHO BbINOJIHUTb cleayune yCcrnoBua:

e Py4yHOoe nepekmnoveHne ynpaBnsoLLero/pe3epBHOro yCTPONCTBa BbIMOMHAETCA Ha
ynpaBnswoLWOM MoZyne YnpaBreHusi, U Korda pes3epBHbIi MOAYMb YNpaBeHus
[AOCTYMEH.

e Bce yctpowncTtea BupTyaneHon kommyTtaumm (VSD) B cucteme HaxogdaTcs B COCTOSIHUM
ropsiyero pesepBMpoBaHMs B pearibHOM BPEMEHM.

o [opsdee nepekniodeHne scex VSD B cucteme npomcxoamt 6e3 BpeMeHHOro 3anpeTa
CEPBUCHBLIMN MOAYNSMM.

Ecnun yctpoincTtea BUpTYannanpoBaHbl kak Heckornbko VSD, pydHoe nepekntoyeHne MoxXeT ObiTb
YCMeLLHO BbINOSIHEHO TOMBLKO B TOM Crnyyae, ecnv moaynu ynpasneHus Bcex VSD HaxoasaTcs B
COCTOSIHUM pe3epBUPOBaHNS B pearilbHOM BPEMEHM.

7.4.1.3. dTtanbl KOH(Urypauum
e  OnuyuoHarnkeHo.

e  BbINOMHMTE HACTPOMKY Ha ynpasBnsowemM mMmogyre.

7.4.1.4. NMpoBepka KOHUrypaumum

3anyctute komaHgy show redundancy states, 4TtoObl MpoOBEPUTb, MNEPEKMOYUMINCH U
ynNpasnsaoLwWnn n pe3epBHbIN MOAYN yripaBreHus.

7.4.1.5. CBA3aHHbIe HAaCTPOUKMN

MpoBepKa COCTOSIHUSA ropsivero pesepBMpPOBaHUS

KomaHga show redundancy states
Pexnm MprBUNENMPOBAHHBIN PEXUM NN PEXUM rNoBanbHON KOHUIypaumum
KOHpurypaumm

Py4yHoe nepekntoyeHue ynpaBnsioLwero/pe3epBHOro ycTponcrea

KomaHga redundancy forceswitch
Pexum MpnBMNErMpoOBaHHbLIN PEXUM
KOHpurypaLmm
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7.4.1.6. Mpumep KoHcuUrypauum
Py4yHoe nepeknroyeHue ynpasnsrowero/pe3sepBHOro yCtpomcTea

OTansl B cpene VSD, roe uMs ogHOro M3 yCTpOMCTB BUPTYanbHON KOMMYTaUuWK -
KOHUrypauum staff, BbINONMHUTE nNepeknoYyeHne Mexay ynpasnsroWwUM U pe3epBHbIM
YCTPONCTBOM

QTECH> enable

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime
QTECH# redundancy forceswitch

This operation will reload the master unit and force switchover to the
slave unit. Are you sure to continue? [N/y] y

MpoBepka Ha ncxogHom pesepBHOM MoAyre ynpasneHus BbINoNHUTE KomaHay show
KOHpurypawumm redundancy states, 4To6bl NPOBEPUTHL COCTOSIHNE pe3epBUPOBaHUS

QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime

Auto-sync time-period: 3600 s

VSD staff redundancy state: realtime

7.4.2. HacTponka UHTepBana aBTOMaTu4eCKOMN CUHXPOHU3aLUN

7.4.2.1. PeaynbTaT KOHhUrypauum

M3meHuTe nHTEpBan aBTomaTU4eCckon CMHXpoHn3aumnmn darnos startup-config n running-config.
Ecnun wHTEepBan aBTOMATMYECKOW CUHXPOHW3aUUW YCTAHOBMEH Ha MEHbLUEE 3HAYEeHWue,
N3MEHEHHas KOHMUrypaums CUHXPOHU3MPYETCA C APYrMMUM MOAZYNSMW yNpaBneHUs 4acTo,
npegoTBpallas noTep  KOHUrypauuu, KoTopasi BO3HMKAeT npu  NPUHYAUTENbHOM
nepekntyeHMn cnykb n gaHHbIX Ha Pe3epBHbI MOAYNb YNpPaBNEHUSA NMPU HEUCNPABHOCTU
ynpaBnsioLLEero Moaynsi.

7.4.2.2. dtanbl KOH(Urypauum

e OnuuoHanbHO. BbINOMHUTE HaCTPOWKY, KOrda HeoOXOAMMO W3MEHWUTb WHTepBar
CUHXPOHM3ALIMMN.

e  BbINOnHWTE HACTPOViKy Ha ynpasnsiloLemM Moayre ynpaBrneHus.
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7.4.2.3. NpoBepka KOH(pUrypaumm

npOCMOTpMTe XypHarlbl (|Og) BbIXOAHbLIX [OaHHbIX, 4YTOObI NpPOBEPUTb, BbLINOJTHAETCA JIN
CUHXPOHN3aLINA MO BpEMEHN.

7.4.2.4. CBAA3aHHble HACTPOUKU

Bxoa B pexunm pe3epBupoBaHus KOH(t)MrypaLWIVI

KomaHga redundancy
Pexum Pexum rnobanbHon koHdurypauum
KOHcpurypawmm
Hactpoka wuHTepBana aBTOMaTU4eCKOW CUHXpPOHM3auun  annos
KOHdUrypaumm
KomaHga Auto-sync time-period value
Onuncanne time-period value: yKasbiBaeT NMHTepBan aBTOMaTUYECKOMN
napameTpoB CYHXPOHM3aUMN C eauMHMUEN WU3MEpeHUss B CekyHaax. 3HayeHue
BapbupyeTcsa oT 1 cekyHabl Ao 1 mecsaua (2678400 cekyHa)
Pexnm Pexnm pesepBnpoBaHus KoHUrypaumm
KOHdourypaumm
BcTtpoeHHas HactpanBaeT wHTepBan aBTOMAaTM4YECKOW CUHXPOHM3aumn dannos
nogckaska startup-config 1 running-confiy B cnyyae pe3epBUpoOBaHUS

ynpaBnsoLLoro Moayns

7.4.2.5. NMpumep KoHcpUrypaumm

Hactpoika uHTepBana aBToMmatu4eCKkom CUHXPOHU3aLUn

OTansl B pexunme pesepBupoBaHuUS KOH(Urypauum ynpasnsaiowero Moayns
KOHdourypaumm HaCTpPOWTE MHTEpPBar aBTOMaTMYECKON CUHXPOHM3aUmMn Ha 60 cekyHa
QTECH(config)# redundancy
QTECH(config-red)# auto-sync time-period 60
Redundancy auto-sync time-period: enabled (60 seconds).
QTECH(config-red)# exit
MpoBepka BeinonHute komaHgy show redundancy states, 4Tobbl npoBepuTb
KOHpurypaumm KOHpurypauuio

QR
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QTECH# show redundancy states
Redundancy role: master
Redundancy state: realtime
Auto-sync time-period: 3600 s

7.4.3. MNepe3arpy3ka moayrneun ynpaBneHus

7.4.3.1. PesynbTaTt KOHpUrypauum

C6poc TOJIbKO pe3epBHOIro MoAynAa ynpasiieHUA He BITUAET Ha NepechblSiKy AaHHbIX, nepecblyika
He NpepbiBaeTCA, a TakxKe I/IHCbOpMaLI,I/IFI O CeaHce noJib3oBaTena He TepAeTCA BO BpEMA c6poca
pe3epBHOro Moaynd ynpasneHus.

B aBTOHOMHOM pexume BbINONHeHWe komaHabl redundancy reload shelf npuBepeT K
OAHOBpPEMEHHOMY COpoCy BCeX MOAYNEN ynpaBreHust U NMHENHbIX KapT B waccu. B pexume
VSU yCcTpoWCTBO C yKasaHHbIM MAEeHTUMKATOpOM cOpacbiBaeTcs NpwW BbINOMIHEHUU 3TOW
KomaHabl. Ecrnim B cucteme mmeeTca gBa unum 6onee yCTPOWCTB, U YCTPOWCTBO, KOTOpOe
HeobXxoOuMo COpoCUTb, SBRSIETCS YCTPOMCTBOM, B KOTOPOM HaxoguTtca rrnobanbHo
Ynpaenswowun Moayrnb, CUCTEMA BbIMOMHAET MEPEKYEeHNe Mexay Ynpaenswowmum u
pe3epBHbIM MOAYIIEM yNpaBneHus.

7.4.3.2. NMpnmeyaHunn

B pexume VSU, ecnm mogynu ynpasBreHUs CUCTEMbl HE HaxogsaTCss B COCTOSIHUK
pe3epBUpPOBaHUA B peasnibHOM BpeMeHu, cOpoc YCTPONCTBA, HA KOTOPOM HaxoauTcs rnobanbHo
Ynpasnswowun mogynb, npueeneT kK copocy Bcen cuctembl VSU.

7.4.3.3. dTanbl KOH(Urypauum

OnumoHanbHo. BobinonHute cbpoc, ecnn Moaynu ynpaeneHuMs UM YCTPOMCTBO paboTatoT
HenpaBuIbHO.

7.4.3.4. CBAA3aHHbIe HAaCTPOUKU

KomaHga redundancy reload {peer | shelf [switchid]}
Onwucaxve peer: cbpacbiBaeT TONMbKO pe3epBHbIN MOAYMb YyNPaBreHNs.
napameTpoB

shelf [switchid]: yka3biBaeT Ha TO, YTO YNPaBMAALWUA U PE3EPBHbLIN
MOLYNM  YMPaBfeHWst YCTaHOBIMEHbl B ABTOHOMHOM pexume, a
naeHTumkaTop yCTpomcTBa, KOTOPOE HEOOXoAMMO COPOCUTb, OOJIKEH
ObITb yKa3aH B pexnme VSU

Pexnm MpuBUNErnpoBaHHbIN PEXNM

KOHpurypaumm

BcTtpoeHHas B aBTOHOMHOM pexume komaHoom cbpoca YCTpoMCTBa 4ABMsieTCA
noackaska redundancy reload shelf, To ecTb gaHHas komaHAa BbINOMHSET cbpoc

BCero ycrtpounctaa. B pexume VSU komaHaa cbpoca ycTponctea aBnsieTcs
redundancy reload shelf, TO ecTb ycTpoMcTBO C YyKa3aHHbIM
naeHTndurkaTopom cbpacniBaetcd
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7.4.3.5. Mpumep KoHcuUrypauum

C6poc yctpouncrtea B pexume VSU

OTanbl B npuBunermpoBaHHOM pexume rnobanbHO ynpaBnswLWero Moayns
KOHcpurypaumm BbINOSIHNTE COPOC yCTPONCTBA C MAEHTUUKATOPOM 2
QTECH# redundancy reload shelf 2
This operation will reload the device 2. Are you sure to continue? [N/y] y
Preparing to reload device 2!
MpoBepka lMpoBepbTe, nepesanylieH N1 COOTBETCTBYIOLWMMA MOAYNb ynpasrieHus
KOHcpurypaumm U yCTPONCTBO

7.5. KOHTponb cocTtosiHUA

7.5.1. OTOoGpaxeHune

OnucaHue

KomaHpa

pe3epBUpoBaHUS
mMoaynsi

OtobpaxaeT Tekyuwlee cocTtosHue | show redundancy states

ynpaensooLero

@ §) QTECH

MWP OOCTYNHEE

94




PykoBogcTteo no Hactporike QSW-4700

KoHdurypaums cuctemHoro xypHana (syslog) | www.gtech.ru |

8. KOHOUINYPALMA  CUCTEMHOIMO  XXYPHAIA
(SYSLOG)

8.1. O630p

N3meHeHnsa coctosiHua (Hanpumep, coctosHue kaHana Up/Down) nnu HewTaTHble cobbiTuA
MoryT npousontn B ntoboe Bpems. O6opyaoBaHne QTECH npegoctaBnsieT MexaHU3m
CMCTEMHOIO XXypHanupoBaHUSA [N aBTOMATUYECKOro co3aaHusa coobueHun (syslog) B
dmkcmpoBaHHOM bopmaTte MpU M3MEHEHUN COCTOSIHUSA UMW BO3HWKHOBEHWUU COObITUA. JTn
coobLieHns oTobpaxalTcsa B COOTBETCTBYHOLUMX TepMuHanax, TakMx Kak KOHCOMb Wnu
TePMWHaN MOHUTOPUWHIA, 3anUCbIBAOTCS Ha HOCUTENW, Takme kak Bydep namaTv unmn dannsl
XypHana, wnu OTNpaBnsAlOTCA rpynne CcepBepoB >XypHanupoBaHus (syslog), 4TOGbI
agMUHUCTPaTOP MOT aHanu3nMpoBaTb MPON3BOANTENBHOCTb CETU U BbISBNATb HEUCNPABHOCTH
Ha OCHOBe 3TUX XypHarnoB. CoolLeHnsa XypHana cobbiTUn MOXHO [06aBnNATb C MeTKamu
BPpEMEHN M NOpSOKOBbIM HOMEPOM M KnaccuguuupoBaTb MO YPOBHIO BaXXHOCTWU, YTOObI
agMUHUCTpaTop MOr yaobHO YMTaTth 1 yNpasnaTb UMW.

8.1.1. NMpoToKonbl U cTaHAAPTbI

RFC3164: npoToKkon cuctemMHoro xypHana BSD.

8.2. MpumeHeHne

NMpumeHeHne OnucaHue

Otnpaeka cucTeMHbIX | KOHTponb COCTOSAAHMSI CUCTEMHbIX XypHanoB (syslog) c
XypHanoB (syslog) B | MOMOLLbIO KOHCOMKU

KOHCOMb

Otnpaeka coobuieHnsi | KoHTponb COCTOSIHMA CUCTEMHBbIX XypHanoB (syslog) uepes
CUCTEMHbIX XXYpHanos | cepeep

(syslog) Ha cepsep

XXYpHanoB

8.2.1. OTnpaBKa CUCTEeMHbIX XXypHanoB (Syslog) B KOHCONb

8.2.1.1. CueHapum

OTnpaBbTe cOOOLWEHMA CUCTEMHBIX >XypHanoB (syslog) B koHcomb, 4TOObI 06GRerynTb
afMVHUCTPATOPY KOHTPOSfb COCTOSIHUA  MNPOM3BOAUTENBHOCTM cuUCTeMbl. TpeboBaHus
cnegyowme:
1. OtnpaBbTe COOBLLEHNSA CUCTEMHBIX XypHanoB (syslog) ypoBHSA 6 nnu Bbilwe B
KOHCOfb.
2. OtnpaenaTb COOOLWEHNS CUCTEMHBIX XXypHanoB (syslog) Tonbko 06 ARP- 1
IP-mogynsax B KOHCOIb.

PucyHok 8-1 nokasbiBaeT TOMOMOMIO CETU.
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PC Device

PucyHok 8-1.

8.2.1.2. OnucaHue
HacTpowiTte ycTponcTBo cneayoLwmnm obpasom:
e YCTaHOBUTE YpOBEHb COOOLLEHUS CUCTEMHbIX >XypHanoB (syslog), koTopble MOXHO
OTNPaBUTb B KOHCOMb, HA MHOPMAaLNOHHBIN (YPOBEHD 6).

e 3apante nony4vaTtensa unbTpaumm coobLieHus CUCTEeMHbIX XypHarnoB (syslog) Ha
TepMuHan.

e YcTaHoBUTE ONA pexuma unbTpauum coobLLeHNn CUCTEMHBbIX XypHanoB (syslog)
3Ha4YeHne «CoAEPXMUT TOSbKO...».

e YcTaHoBWTE npaBuno unbTpaumMm COOBLEeHNn CUCTEMHbIX XypHarnoB (syslog) Ha
oanHo4Hoe coBnageHve. Mima mogyna cogepxumt Tonbko ARP vnm IP.

8.2.2. OTnpaBKa coOOLEeHMA CUCTEeMHbIX XypHanoB (syslog) Ha cepBep
XypHanos

8.2.2.1. CueHapun

OTtnpaBbTe COOBLLEHNSA CUCTEMHBIX XXYpPHANOoB (syslog) Ha cepBep KypHanoB, YTobbl 06nerynTb
agMUHUCTPATOPY KOHTPOSIb COCTOSIHUSA >KypHanoB YCTPOMCTB Ha cepBepe. TpeboBaHus
cnepywowme:

1. OTtnpaBbTe coobLUeHMsT CUCTEMHLIX XXypHanoB (syslog) Ha cepBep »xypHanos (syslog
server) 10.1.1.1.

2. OTtnpaBbTe COOBLLEHNSA CUCTEMHBIX KypHanoB (Syslog) ypoBHSA 7 unu Bblle Ha
CepBEP KypHanMpoBaHus.

3. OTtnpaBbTe COOOLIEHNSA CUCTEMHBIX XXYpHarnoB (syslog) ¢ ncxogHoro nHrepdelrica
Loopback O Ha cepBep >KypHarioB.

PucyHok 8-2 nokasbiBaeT TOMOSOrMIO CeTH.

Sysiog

3 Server ;
10.1.1.1/24 1031224

PucyHok 8-2. Tononorus cetn

8.2.2.2. OnucaHue
HacTtponTe ycTponcTeo cneayowwmm obpasom:

e 3apante ons IPv4-agpeca cepBepa 3HadeHne 10.1.1.1.

e YcTaHOBMTE YpPOBEHb XYpHanoB, KOTOpble MOryT ObiTb OTMpaBneHbl Ha cepBep
XypHanupoBaHud, Ha 0TNnaaky (YpoBeHb 7).

e YCTaHOBUTE UCXOOHLIN UHTEPMENC XypHAroB, OTNpaBnNAeMblX Ha CepBep XypHaros,
Ha Loopback 0.
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8.3. DyHKUUMn

8.3.1. ba3oBble KOHUenuuu

Knaccudmkaumsa cucteMHbIX XXypHanoB (syslog)
CuCTeMHbIe XKypHarnbl MOXHO pa3fenuTb Ha ABa Tvna:

1. KypHnan.

2. OTtnagka.

YpoBHU cUCTEMHbIX XXypHanoB (syslog)
Bocemb ypoBHEN Cepbe3HOCTU CUCTEMHBIX XypHanoB (Syslog) onpegensawTcs B nopsgke
ybblBaHMs, BKNHOYad aBapuiHbI, OMOBELLEHME OMAaCHOCTW, KPUTUYECKUK, oLnbka,
npegynpexgeHune, ysegoMneHne, UHPOPMaLMOHHbIN U oTnagka. OTN YPOBHM COOTBETCTBYHOT
BOCbMM YNCIOBbIM 3Ha4yeHMsM oT 0 o 7. MeHbluee 3HaveHne ykasbiBaeT Ha 6onee BbICOKMN
YPOBEHb CEPbE3HOCTMU.

BbiBOA4, BO3MOXEH TOMbKO ANSA XYpPHanoB C YPOBHEM, 3KBMBANEHTHLIM WUIM NPEBbILLAKLLUM
yKasaHHbI ypoBeHb. Hanpumep, ecnv ypoBeHb >XypHanoB YCTaHOBMNEH Ha UH(POPMALMOHHbIN
(ypoBeHb 6), 6yayT BbIBOOUTBLCA XXYpHarbl YPOBHS 6 UNK BblLLE.

B cneayowen Tabnuue onmcaHbl YpOBHU XXYPHAaroB.

YpoBeHb Yucnosoe  OnwucaHue
3HavyeHue
aBapUNHbLIN 0 YKkasblBaeT Ha TO, YTO CMCTEMa He MOXeT paboTaTtb
HOpManbHO
onoseLleHne 1 YKkasblBaeT Ha TO, YTO Mepbl JOSDKHbI ObITb MPUHSATHI
OnacHocTn HemMe[1eHHO
KpUTMYeCKni 2 YKasblBaeT Ha KPUTUYECKOE COCTOSIHNE
ownbka 3 YkasbiBaeT Ha OwnOKy
npegynpexaexHve 4 YkasblBaeT Ha npeaynpexaeHue
yBeoMIeHve 5 YkasbiBaeT Ha coobuieHve yBeOoMMeHus,
Tpebylowee BHUMaHUS
MHAOPMAaLMOHHbIN 6 O603HavaeT MHOpMaLUMOHHOE COobLLEHNE
oTnagka 7 Obo3HayvyaeT coobLLeHne oTnagku

Monyyatenu BbIBOAA CUCTEMHbIX XypHanoB (syslog)

MonyyaTenu BbIBOA4A CUCTEMHbIX XYypHanoB (Syslog) BKIHOYaKOT KOHCOSMb, MOHUTOP, CepBep,
Oydep n ann. YpoBeHb 1 TUM XXypHANoB MO YMOMYaHWIO 3aBUCAT OT MofyvaTenen BbiBoAa.
MoXXHO HacTpouTb NpaBuna punbTpauun Ans pasnuyHbliX NonyvaTenen BolBoaa.

B cniepytoLen Tabnuue onncaHbl NonyyYaTenu BblIBOAa CUCTEMHbIX XXypHanos (syslog).
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Nonyyatenun OnucaHue YpoBeHb BbiBoAa no OnucaHue
BbiBOAa yMon4yaHuro
console KoHconb OTnagka (ypoBeHb 7) BbiBOAATCA XypHans! 1
oTrnagoyHas uHgopmaums
monitor TepmuHan Otnagka (ypoBeHb 7) BbiBOAATCA XypHans!
KOHTpOns oTragoyHas uHgpopmaums
COCTOSIHUSA
server Cepsep MHdopmaLMoHHbIN BbiBOOATCA XXypHanbl
XypHanvpos (ypoBeHb 6) oTrnagoyHas uHgpopmaums
aHus
buffer KypHan B | Otnagka (ypoBeHb 7) BbiBOOATCA XypHans! v
Bydepe oTnagouvHasi nHgopmauus.
KypHan B 6ycepe
ncnonb3yeTcs ANs XpaHeHUs
CUCTEMHbIX XypHanos (syslog)
file dann MHdbopmaLMoHHbIN BbiBOogATCS XypHanbl "
XypHana (ypoBeHb 6) oTnagouvHasi nHgopmauus.
KypHanbl B Bydepe xypHanos
NepuoanYeCK/ 3anncbiBalOTCA B
tannsl

Popmat xypHana RFC3164

dopmaTbl CUCTEMHbLIX XypHanoB (Syslog) MoryT oTnmyaTbCs B 3aBUCUMOCTU OT Ha3HA4eHUs
BbIBOJA CUCTEMHOIO XypHana.

e Ecnu nonyyatenb BbiIBOg4A — KOHCOfb, MOHUTOP, Bydep unu dann, dopmaTt 3anmcu
XypHana BbIrnaanT cnegyowmnm obpasom:

seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep, npu Bbixoge M3 pexrMa KOHUrypauum Ha KOHCONM OoToOpaXkaeTcsl crieaytowwmmn
XypHan:

001233: *May 22 9:44:36: QTECH %SYS-5-CONFIG_I: Configured from console by
console

e Ecnu nonyuyatenb BbiBoga SIBMSIeTCS CEPBEPOM XKypHanMpoBaHusi, dopmaT 3anvcu
XypHana BbIrnsaaunT crieayowmmM o6pasom:

<priority>seq no: *timestamp: sysname %module-level-mnemonic: content

Hanpumep, npu Bbixoge Y3 pexuma KoHUrypauum Ha cepBepe KypHarvpoBaHUS
oTOGpaxaeTcs CrieayroLLMA XXypHan:

<189>001233: *May 22 09:44:36: QTECH %SYS-5-CONFIG_I: Configured from console
by console

Hwxe npuBeaeHo onvcaHne Kaxgoro nons B pasgene ceeeHuin 0 BXO4e B CUCTEMY.
1. T[lpuopwuTerT.
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3T0 Nnone AeENCTBUTENBHO TOSBbKO npu oTnpaBKe XypHarioB Ha cepBep XypHarmpoBaHUA.

MpuroputeT paccunTbiBaeTcsa no criegytoulen gopmyne: O6beKT X 8 + ypoBeHb, rAe YpoBEHb
yKa3blBaeT Ha YMCITOBOM KO YPOBHS XypHana, a 0O6beKkT — Ha YMCIOBOW KOA4 YYpeXaeHus.
3HayeHne obbekTa no ymonyaHuio — local7 (23). B cneaytowen Tabnuue npuBedeH ananasoH

3Ha4YeHNn ans gaHHoro yypexnoeHus.

YucnoBon kog  KnroueBoe cnoBo OnucaHue o6bekTa
ob6bekTa
0 kern Co0bLLEHNS yPOBHS sapa
1 user coobLeHns Ha ypoBHE Nonb3oBaTenst
2 mail noyTosas cuctema
3 daemon OEMOHCTpaTopbl CUCTEMbI
4 authl coobueHnsa 6esonacHocTW/aBTopusaumnm
5 syslog COOOLLEeHNs, CreHepupoBaHHble BHYTPEHHE
NOCPeACTBOM XXypHanoB
6 lpr nogcucTemMa NMHEMHOro NpuHTepa
7 news ceTeBas NogcMCTEMA HOBOCTEN
8 uucp nogcuctema UUCP
9 clockl OEMOHCTPaToOp CMHXPOHM3aUMn
10 auth2 coobueHnsa 6esonacHocTW/aBTopusaumnm
11 ftp pemMoHcTpatop FTP
12 ntp nogcuctema NTP
13 logaudit ayauT XXypHana
14 logalert onoBeLleHne XypHana
15 clock2 OEMOHCTPaTOp CMHXPOHM3aLUMn
16 local0 nokanbHoe ucrnosnb3oBaHue 0 (local0)
17 locall nokaneHoe ucnone3osaHue 1 (local1)

@ §) QTECH

MWP OOCTYNHEE

99




PykoBogcTteo no Hactporike QSW-4700

KoHdurypaumsa cuctemHoro »ypHana (syslog) " www.gtech.ru |
Yucnoson ko  KnioueBoe cnoBo OnucaHue o6beKkTa
obbekTa

18 local2 nokarnbHoe ucrorb3osaHue 2 (local2)
19 local3 nokanesHoe ncnonb3oBaHue 3 (local3)
20 local4 nokansHoe ncnonb3oBaHue 4 (local4)
21 local5 nokanesHoe ncnonb3oBaHue 5 (locald)
22 local6 nokanbHoe ncnonb3oBaHue 6 (local6)
23 local7 nokanbHoe ucrnosb3oBaHue 7 (local7)

2. Howmep nocnenoBaTtensHOCTU.

lMopsaKoBLIN HOMEP CUCTEMHOIO XypHana npeacTtaBnseT cobon 6-3Ha4yHOE Lerioe 4ncno wm
yBENMYMBaAETCA C Kaxgoh HOBOM 3anucbio. 1o ymonyaHuioo nOpsAKoBbIN HOMEpP He
oTobpaxkaeTcsi. MOXXHO 3anyCTuTb KOMaHAy AN OTOOpPaXEeHUS UK CKPbITUSE ATOrO NONS.

3. MeTka BpemeHn.

MeTka BpemMeHW 3anucbiBaeT BpeMsA CO3L4aHUS CUCTEMHOro XypHana, 4Tobbl MOXHO 6bIno
yoobHo oTobpasntb M NpoBepUTbL cMCTEMHOe cobbiTue. Yctporctea QTECH nogaepxusatot
nBa doopmaTa BpeMeHu B XypHane: datetime u uptime.

NMPUMEYAHMUE: ecnun ycTpomncTBOo He MMeeT 4vacoB peanbHoro BpemeHun (RTC), koTopble
ncnonb3yTca Ans 3anvcu abCcornioTHONO BPEMEHW CUCTEMbl, YCTPOMCTBO MO YMOSYaHWUIO
ncnonb3yeT BpeMs 3anycka (Bpems 6e30TkasHom paboThl - uptime) B Ka4ecTBe METKM BPEMEHU
cUCcTeMHOro XypHana. Ecnu yctporncteo umeet RTC, no ymonyaHuioo yCTPONCTBO UCMONb3yeT
cBoe abconoTHoe BpeMms (aata n Bpems — datetime) B kauecTBe METKN BPEMEHU CUCTEMHOIO
XypHana.

[1Ba doopmaTa METOK BpEMEHWN ONMUCAHbI HUXE.

o  Gopmart gaTbl n BpeMmeHu (datetime)
dopmat gaTbl U BpEMEHM Crieay LWL

Mmm dd yyyy hh:mm:ss.msec
B cneaytowen Tabnuue onmcaHbl Bce NapaMeTpbl AaTbl U BpEMEHM.

MapameTp MeTkn WMwms OnucaHue
BpeMeHu napameTpa
Mmm Mecsuy, Mmm - ato abbpeBunaTypa TekyLiero mecsua.

12 wmecaueB B rogy oTtobpaxalTca Ha
aHrmuMnckom 4sbike kak Jan, Feb, Mar, Apr,
May, Jun, Jul, Aug, Sep, Oct, Nov n Dec

dd OeHb dd ykasblBaeT TekyLlyto gaty
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MapameTp MeTKu WNwmsna OnucaHune

BpeMeHu napameTpa

yyvyy o YYYY YyKasblBaeT TeKywuMhA rog WU He

oToGpakaeTcs No yMO4aHuto

hh Yac hh ykasbiBaeT TekyLumin yac

mm MuHyTa MM yKa3blBaeT TEKYLLYIO MUHYTY

SS CekyHoa SS YKa3blBaeT TEKYLLYIO CEKYHOY

msec MunnucekyHga | msec ykasblBaeT Ha TeKyllee 3HayeHue B
MUINNCEKYHAAxX

Mo yMON4YaHUIO MeTKa OaTbl U BpEMEHMU, 0To6pa>|<ael\na;| B CUCTEMHOM XypHarne, He CoOepXnTt
rog n MmnnnucekyHay. MoxxHo 3anyCtnTe KoOMaHay Ana 0T06pa)KeHVIF| nnn CKpbiThA roga u
MUNNnNCeKyHObl METKN OaTbl U BPEMEHW.

o  dopmat BpeMeHn 6e30TkasHoM padoTel (uptime)
dopmaT BpemeHn 6e30TkasHON paboTbl:

dd:hh:mm:ss

CTpOKa MEeTKN BpeMeHU MNOoKa3blBaeT KOJIMYeCTBO OHeNn, 4yacos, MUWHYT N CeKyHO C MOMeEHTa
3anycka CUCTeMbl.

4. Wmsa cuctembl.

B aTomM none ykasbiBaeTcs WMMsI YCTPOWCTBA, CO3LAlOLLEro >XypHarm, 4ToObl cepBep
XXYpHanMpoBaHUsi MOT MAEHTUDULMPOBATbL XOCT, KOTOPLIN OTNPAaBNSET XypHar. Mo ymonyaHuto
3TO nose He oTobpaxkaeTcs. MOXHO 3anycTUTb KOMaHAY A1 OTOOPaXKEHUS UM CKPbITUS 3TOrO
nonsi.

5. Moayneb.

B aTom none ykasbiBaeTcst UMst MOAYIS1, KOTOPbIV CO34aeT XypHan. ima mogynsa npeacrasnsieT
cobon CTpoKy B BEpPXHEM pernctpe annHon ot 2 go 20 cMMBOMOB, KOTOpas COAEPKUT ByKBbl
BEPXHEro perucrpa, uudpbl UNM CUMBOSBI NogyepkuBaHus. [lone mogyns siBNsSeTcs
obsa3aTenbHbIM ANA MHpopMaumM Tuna XXypHana u HeobsizaTenbHbIM AN MHPopMaumm Tuna
oTNnagku.

6. YpoBeHb.

OnpegeneHbl BOCEMb YPOBHEW CUCTEMHOrO >xypHana ot 0 go 7. YpOBEHb CUCTEMHbIX
XypHanos(syslog), reHepupyembIx KaxabiM MogyneMm, ABnseTcs MUKCUPOBAHHLIM U HE MOXET
ObITb N3MEHEH.

7. MHeMmoHM4yeckasa cTpoka.

B aToM none ykasblBaeTca kpaTkas MHopMauus o xxXypHane. MHeMoHW4eckas CTpoka COCTOUT
13 4—32 cMMBOMOB B BEPXHEM PETNCTPE, KOTOPbIE MOTyT cogepXaTb ByKBbl BEPXHETO PerncTpa,
unpbl MM CUMBON NoavepkMBaHnA. MNone MHEMOHNYECKON CTPOKN ABNSieTCs 0b6a3aTenbHbIM
ANa nHopMaLmn TMna xXypHana u HeobsizaTenbHbIM 418 MHpopMaLmMn Tuna oTragku.

8. CopepxaHue.
B aTom none ykasbiBaeTcs nogpobHOE coaepKMMOoe CUCTEMHOTO XypHana.
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0O630p
DPyHKUMA Onucanue

Beaenue xypHana BkrntoueHne nnm oTknioyeHne (*)yHKU,VIIZ CUCTEMHOIO XXypHana

dopmaTt cuctemHoro | Hactponka gpopmaTta CMCTEMHOIO XypHana
XypHana

MonyyaTens BbiBoAa | HacTponka napameTpoB AN OTNPaBKM CUCTEMHbIX XXypHaroB (syslog)

XypHana B pa3fiM4yHbIX HanpaBneHnsax
dunbTpaums HacTponka napameTpoB OyHKLMK (PUNbTpaLmm CUCTEMHBIX XKXypHanoB
CUCTEMHbIX (syslog)

»KypHanoB (sysloq)

PekomeHagyemble HacTtporka napameTpoB yHKUUN BeOeHUS XypHana
XypHansl

KoHTporsb HacTtporka napameTpoB yHKLUN MOHUTOPUHIA CUCTEMHOIO XypHana
COCTOSHUSA
CUCTEMHbIX
XypHanos (syslog)

8.3.2. BegeHue xypHana

BkntoueHve vnu oTkMoYeHe DYHKUUA BeAEeHMS XXypHana, nepeHanpaBneHust XXypHana w
CTaTUCTUKN XXypHana.

8.3.2.1. CBsi3aHHble HAaCTPOMUKN CUCTEMbI

BkrnroyeHne BeaeHUs XXypHana
Mo ymonyaHuio BegeHWE XXypHara BKIHYEHO.

BreinonHute komaHgy logging on, 4To6bl BKIIUYNTD XYpHANUMPOBaHNE B pexmume rnobansHom
KoHdurypaumm. [locne BKKOYEHMS XKYpHANMpoBaHWSA 3anucu, co3faHHble CUCTEMOWN,
OTNPaBnATCA  aAMUHUCTPATOPY Ha  pasnuMyHble  Ha3HayeHus AN MOHUTOpUHra
Npov3BOAUTENBHOCTN CUCTEMBI.

Bknro4yeHne nepeHanpaBneHus XXypHana
Mo ymonyaHuio nepeHanpasrieHne )XypHarnoB BKIIOYEHO Ha Moayne BUPTyarbHON KOMMYyTaLum
(VSU).

3anyctute komaHgy logging rd on, 4Tobbl BKMOYNTL NepeHanpaBrieHne XypHana B pexvme
rnobanbHOM KoHUrypaumu. [locne BKOYEHUS nNepeHanpaBneHus >XypHaroB 3anucwy,
CO3[daHHble  pe3epBHbIM  YCTPOMCTBOM  UNW  pe3epBHbIM  MoAyneM  ynpaBlieHus,
nepeHanpaBnslTCA Ha aKTUBHOE YCTPOMCTBO UMW akTUBHbIA MOAYNb ynpasneHus Ha VSU, yto
obneryaet agMMHUCTPATOPY yNpaBrieHne XXypHanamu.

BknioyeHue CTaTUCTUKMU XKypHaNMpoBaHUs
Mo yMonyaHuio, CTaTUCTMKA XKYPHaNIMPOBaHUS OTKITHOYEHa.
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3anyctuTe komaHay logging count, YToBbl BKMHOYUTL CTATUCTMKY XKYPHANMPOBaHUS B peXnUme
rnobanbHoi KoHdurypaumn. [locne BKOYEHUS CTAaTUCTUMKM KYpHanNMpOBaHUS cuctema
3anucbiBaeT KONMYECTBO pa3 Co3aaHus XXypHarna 1 Bpemsi NocneaHero cosaaHns xypHana.

8.3.3. dopmaT cMCTeMHOro XxypHana

HacTtponte copmat CUCTEMHOro XypHana, Bkrtoyas copmat xypHana RFC5424, dopmart
METKN BPEMEHN, UMSI CUCTEMbI U MOPSAKOBbLIN HOMEP.

8.3.3.1. CBsi3aHHble HAaCTPOMUKN CUCTEMBDI

HacTponka cbopmaTta MeTKn BpeMeHMn

Mo yMosn4yaHuto CUCTEMHbIN XypHan ncnonb3yet cbopmaT OaTtbl 1 BPpEMEHNU, a MEeTKa BPpEMEHU
HEe COOEPXKUT roga n MUNInNCeKyHay.

BbinonHute komaHay service timestamps B pexume rnobanbHON KoHUrypauum, 4ToObl
ucnonb3oBaTb opmaTt AaTbl U BPEMEHU, COOAepXallMi rog U MUMMUCEKYHOY B CUCTEMHOM
XypHane, nnum nameHute popmat gaTbl U BpeMeHn Ha coopmaTt BpeMeHn 6e30TkasHon paboThl.

D,OGaB.ﬂeHVIe CUCTEMHOIro UMEeHN B CUCTEMHbIN XypHan
Mo yMON4YaHUI0 CUCTEMHbIV XXypHan He COAEPXXUT UMEHN CUCTEMBI.

BbinonHute KomaHgy sService syshame B pexume rrnobanbHOW KoHdurypaumu, 4ToObl
Ao6aBuUTb UMSI CUCTEMbI B CUCTEMHbIN XypHan.

[No6GaBneHne NopAAKOBOro HoMepa B CUCTEMHbIN XKXYpHan
M0 ymMOn4YaHMIO CUCTEMHBIN XXYpHan He COAEPXUT NOpPaaKOBOro HoMepa.

BeinonHute komaHay service sequence-numbers B pexume rnobanbHon KoHdurypauum,
4yTObbl A06aBUTL MOPSOKOBLIN HOMEP B CUCTEMHbIN >XypHan. BkrioyeHve cTaHgapTHOro
dopmarta XKypHana

Mo ymonuaHmio XXypHanbl oTobpakatoTcs B criegyrowem gpopmare:
*timestamp: %module-level-mnemonic: content

BreinonHuTte komaHgy service standard-syslog B pexume rnobanbHOn KoHUrypaumm, 4tobsl
BKMIOYNTb CTaHAAPTHbLIA dopMaT XXypHara, KOTopbI oTobparkaeTcsi cnegyowmm obpasom:

timestamp %module-level-mnemonic: content

B cranHgapTHOM dhopmaTe XypHarna no CpaBHEHMIO C (POpMaTOM XypHana Mo YMOMYaHuio
3Be3gouka (*) oTCyTCTBYET Nepen METKOW BPEMEHU, a ABOETOUME (1) OTCYTCTBYET B KOHLIE METKM
BPEMEHM.

BkrntoyeHune chopmaTta 4YacTHOroO XXypHana
Mo ymonuaHmio XXypHarnbl oTobpaxkatoTcs B criegyrowem opmare:
*timestamp: %module-level-mnemonic: content

BeinonHuTe komangy service private-syslog B pexume rrnobanbHon KoHdurypauum, 4Tobbl
BKIIOYMTb hOpMaT YaCTHOTIO XXypHara, KOTOpbI oTobpaxaeTcs cneayowmm obpa3om:

timestamp module-level-mnemonic: content

B yacTHOM (popmaTe XKypHara no cpaBHeHUIO ¢ opMaToM XXypHana rno yMonyaHuo 3se3foydka
(*) oTcyTCcTBYET NEepea MeTKOM BpeMeHU, ABoeToumne (:) OTCYTCTBYET B KOHLIE METK/ BPEMEHM,
1 3HaK npoueHTa (%) OTCYTCTBYET B KOHLIE UMEHN MOLYIIS.
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8.3.4. Nony4yaTenb BbIBOAA XypHana

Hactponte napameTpbl Ansi OTNPaBKM CUCTEMHBbIX XypHanos (syslog) Ha pasnuyHble
Ha3Ha4yeHwus1, BKMYas KOHCOMb, TepMMUHAN MOHUTOPUHra, Bydep, cepBep XypHanupoBaHus u
dannbl XypHana.

8.3.4.1. CBsizaHHble HAaCTPOMKN CUCTEMbI

CMHXpOHMSHLWIFl noJfib3oBaTeNIbCKOro BBoAa C BbiIBOAOM XypHana
Mo ymon4yaHuio ata (pyHKUMA OTKOYEHA.

3anyctute komaHgy logging synchronous B pexume HacTPOWKM TepMUHANbHOro AOCTyna,
4YTOObl CUHXPOHW3MPOBATL MOMb30BaTENbLCKME BXOAHbIE OAHHbIE C BbIXOAHLIMU AAHHLIMU
XypHana. Nocne BknNoYeHUs 3aTon PyHKUUN BBOA AaHHbLIX Nonb3osBaTenem He byaeT npepsaH.

HaCTpOﬁKa orpaHn4yeHus CKOpoCTu XypHannpoBaHus
Mo yMOn4YaHUK orpaHn4YeHne CKOpoCTU XXypHanmpoBaHnAa HE HACTPOEHO.

BeinonHuTe komaHay logging rate-limit { number | all number | console {number | all number
} } [ except [ severity ] ] B pexume rnobanbHoOn koHdUrypaumm, 4tobbl HacTpouTb NUMUT
CKOPOCTM XypHana.

HacTpoika orpaHn4eHMsA CKOPOCTU NepeHanpaBrieHUs XXypHanoB
Mo ymonyaHumio M3 pes3epBHOrO YCTPOMCTBA B akTMBHOe ycTponmctBo VSU B cekyHay
nepeHanpasnseTca makcumym 200 xypHarnos.

BeinonHuTte komaHgy logging rd rate-limit number [ except severity | B pexume rnobansHon
KOHpurypauum, 4tobbl HaCTPOUTb OrpaHMYeHne CKOPOCTM NepeHanpaBneHus XypHanos, TO
€CTb MaKkcumarsribHOe KOMMYECTBO XXypHaroB, KOTOpble MepeHanpaBnslTCA C pe3epBHOro
YCTPOMCTBA Ha aKTUBHOE YCTPOWCTBO UMM C PE3EPBHOIO MOAYMSA YNpPaBneHWs Ha aKkTUBHbIN
MOAYIb YyNpaBneHnsi B CEKyHAY.

HacTpoiika ypoBHS XXypHanoB, OTNpaBfieHHbIX B KOHCONb

Mo ymMoOn4YaHuio ypOBEHb XXypHAaroB, OTMPAaBMSEMbIX B KOHCOMb, — 3TO YPOBEHb OTMaAKu
(ypoBeHb 7).

BreinonHute komangy logging console [ level ] B pexxume rnobanbHon KoHdUrypaumm, 4Tobsl
HaCTPOUTb YPOBEHb >KYPHArioB, KOTOPbIE MOXHO OTNPaBUTb Ha KOHconb. OTnpaBka XypHanos
Ha TepMWHAN KOHTPOIb COCTOSIHUSA

Mo ymonyaHuio oTnpaBka )XypHanoB Ha MOHUTOPMHIOBLIV TEPMUHAN 3anpeLueHa.

3anyctute komaHgy terminal monitor B npuBUIErMpoBaHHOM peXxume, 4TobObl OTNpaBuUTb
XXypHarbl HA MOHUTOPVHIOBbIV TEPMUHATT.

Hactpoiika ypOBHSI XypHanoB, OTNpPaBNAeMbiX Ha MOHUTOPMUHIOBbLIN
TepMuHan

Mo ymonyaHuio ypoOBEHb >XypHanoB, OTNpPaBfsieMblX Ha MOHUTOPWHIOBBIN TEpPMWHAnN, - 3TO
YpOBEHb OTragku (YpoBeHb 7).

BbinonHuTte komaHgy logging monitor [ level | B pexxume rnobanbHOM KoHUrypauum, 4Tobbl
HaCTPOUTb YPOBEHb XXyPHAIOB, KOTOPbIE MOXHO OTMPaBUTb HA MOHUTOPUHIOBbLIA TEPMUHAT.

3anucb XypHanoB B 6ycdep namaTtu

Mo ymonuyaHuio XypHanbl 3anucbiBaloTcs B Oydep namsATv, a ypOBEHb XXypHanoB Mo
YMOJSTYaHMIO — 3TO YPOBEHb OTNaaKM (YpoBeHb 7).

3anyctute komaHay logging buffered [ buffer-size ] [ level ] B pexume rnobanbHou
KOHdUrypaumm, 4tobbl HACTPOUTbL NMapaMeTpbl 3an1cu XypHanoBs B Oydep namsTv, BkIoyas
pa3mep Gydepa 1 ypoBeHb XypHana.
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OTnpaBKa XXypHarnoB Ha cepBep XypHanupoBaHus
Mo yMonyaHuio ypHaribl He OTNPaBATCSA Ha CePBEp XypHANMPOBaHUs.

3anyctuTte komaHay logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via mgmt-name
] [ udp-port port ] [ vrf vrf-name ] B pexume rnobanbHOW KOHurypaumm Ons oTnpa.ku
XKYPHaroB Ha yKa3aHHbI CepBep XypHanmpoBaHus.

HaCTpOVIKa YPOBHSA XypPHanoB, oTnpaBJisieMbIX Ha cepBep XypHanunpoBaHus

Mo ymonyaHuio ypoBeHb XXypHanoB, OTMNPaBNseMblX Ha CepBep XypHanupoBaHUs, ABNSETCS
MH(POPMaLIMOHHBIM (YPOBEHb 6).

BeinonHute komaHay logging trap [ level |1 B pexume rnobanbHoOM KoHurypauum, 4Tobbl
HaCTPOMUTbL YPOBEHb XXypHAroB, KOTOPbIA MOXHO OTNPaBUTb HA CEPBEP >KYPHANMPOBaHUSI.

HacTtpoiika ypoBHs XypHanoB, OTrpaBfisieMbIX Ha CepBep XypHanupoBaHUs

Ecnu cbopmart xypHana RFC5424 oTkntoveH, 3HauyeHne obbekTa XXypHanoB, OTNpaBnisieMbIX Ha
cepBep XypHanupoBaHus, Mo ymondaHuio asnsietca local7 (23). Ecnv BknoveH copmaTt
xypHana RFC5424, 3HayeHne ob6bekTa KypHanoB, OTApaBnseMblX Ha cepsep
XypHanupoBaHus, no ymonyanuio sensetca local0 (16).

BeinonHute komaHgy logging facility facility-type B pexume rnobanbHOW KOHUrypaumw,
4YTOObl HACTPOUTL 3HaYeHNEe OBBbEKTA XKypHANOB, OTNPABIISEMbIX HA CEPBEP XKYpHaNMPOBaHUS.

HaCTpOﬁKa ncxogHoro appeca XypHanoB, oOTnpaBlideMbIX Ha cepBep
XypHanupoBaHus

Mo ymonyaHuio UCXOOHbI adpec XXypHaroB, OTMPaBsieMbIX Ha CepBep >KypHanMpoBaHUS,
sasndaeTcs IP-agpecom nHTepgenca, oTnpasnsaoLwero XypHarnbl.

3anyctute komaHay logging source [ interface ] interface-type interface-number, 4TOGbI
HaCTpPOUTb MHTEepP(enc NCTOYHMKA XypHanoB. Ecnu nHTepdenc NcTtoyHMKa He HacTPOeH Unu
IP-agpec He HacTpoeH Ansa aToro nHtepdenca, agpec NCTOYHMKA XypHanoB — aTo IP-agpec
MHTepdenca, oTNpaBnALLEro XypHarsbl.

BbinonHnte komaHay logging source { ip ip-address | ipv6 ipv6-address } Ons HacTpounku
IP-agpeca nctoyHuka xypHanos. Ecnn aTtoT |IP-agpec He HAacTpOeH Ha YCTpOMCTBe, agpec
WCTOYHMKA XXypHanoB — aTo IP-agpec nHtepderica, oTnpaBndaloLwero XXypHarbl.

3anucb XypHanoB B (hannbl XXypHana

Mo ymon4yaHmio XypHarnbl He 3anUCbiBalOTCA B doannbl XXypHanoB. ocne BKYeHU A OYHKLUK
3anMcK XKypHanoB B annbl XKypHanoB YpPOBEHb XYpHaroB, 3anucbiBaembld B hansibl
XXypHanos, No yMONYyaHuio ABNAeTCS MH(POPMaLMOHHBIM (YPOBEHb 6).

3anyctute komaHay logging file {flash:filename | usbO:filename | usb1:filename } [ max-file-
size ] [ level ] B pexxume rnobanbHoOM KoHUrypauum, 4Tobbl HAaCTPOUTb NapameTpbl 3anucu
XXypHanoB B hansbl XXypHanoBs, BKNYas TN YCTPONCTBA, HA KOTOPOM XpaHUTCS dansn, nms
danna, pasmep danna n ypoBeHb XXypHarna. HacTpolika nHtepsana 3anucu XypHanos B doann
XypHana.

Mo ymonyaHumio XypHanbl 3anMcbiBaoTCA B hanrnbl )XypHanos ¢ uHtepsanom 3600 ¢ (oauH 4ac).

BeinonHute komaHay logging flash interval seconds B pexume rnobansHOn KOHUrypaumw,
4yTOObl HACTPOWUTbL MHTEpPBan 3anucu XypHanoB B awnnbl XXypHanoB. HacTpowka BpemMeHu
XpaHeHua annos XypHarna Mo ymonyaHuio BpemMs XpaHeHUst He HaCTPOEHO.

BeinonHuTe komaHgy logging life-time level level days B pexxume rnobansHON KOHUIypaumm,
4YTOObl HAaCTPOUTb BPEMSI XPAHEHWUS >XYpHAroB. AAMWHUCTPATOP MOXET yKa3aTb pasnuyHoe
KONMMYeCTBO AHEN XPaHEHWs AN XKypHanoB pasHbIX ypOBHEN. HeMeaneHHas 3anvch KypHanos
n3 6ydepa B haninbl )XypHanos
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Mo yMonuyaHuio CUCTEMHbIE XXYpHamnbl XpaHsATcs B Oydepe cucTeMHbIX XypHanos(syslog), a
3aTeM NepuoanYeckn 3anucbiBatoTcs B dhaiinbl XXypHanoB unu, korga ydep 3anosHeH.

3anyctnte komaHgy logging flash flush B pexume rnobanbHon KoHdurypaumm ans
HeMeaneHHOM 3anucK XXypHanoB 13 bydepa B dannbl XypHanos, YTOObl MOXHO 6bino yaqo6HO
cobupaTthb XypHansbl.

8.3.5. dunbTpaumna cMcTeMHbIX XXypHanoB (syslog)

Mo yMOn4aHuKo XypHarbl, CO34aHHble cucTtemon, oTNnpaBnAlTCA Ha BCE HA3HA4YEeHUA.

8.3.5.1. MpuHUMN paboTbl

PunbTpauna HasHa4YeHUn
OnpeneneHbl NATb Ha3HaYeHWUI PUNbTPALUN XXYPHAOB:

o buffer: oTdunbTpoBbIBaET XypHanbl, oTnpaensemMble B Bydep XypHanupoBaHus, TO
€CTb XypHansl, oTobpaxaemble kKomangon show logging.

e file: oTchunbTpOBLIBAET XypHarnsbl, 3anicbiBaeMble B (haiinbl XXypHaros.
e server: OTUNbTPOBBLIBAET XYypHaribl, OTPaBEHHbIE Ha CepBep XypHanNMpoBaHUS.

e terminal: oT(MNLTPOBLIBAET >XypHasribl, OTNPaBfieHHble Ha KOHCOMb W TepMuHarn
MOHUTOpUHra (Bknoyas Telnet u SSH).

UeTbipe HasHaveHus dunbTpauum MOryT Wucnonb3oBatbCad nMbo B KOMOUHauun ons
unbTpaLmmn XypHanoB, OTNPaBASEMbIX Ha pasfnuyHble Ha3HavyeHusl, NMbo OTAeNnbHO Ans
dunbTpaLmm XXypHanos, OTNpaBniseMblX Ha OAHOro nonyyatens. Pexvm dounbTpaumm

[ocTynHel ABa pexnma ovnbTpaumnm:

e contains-only: yka3blBaeT, YTO BbIBOAATCH TOSbKO XYypHarbl, cogepXalume KroyeBble
CrnoBa, ykasaHHble B npasunax unbtpauun. Bo3moxHo, BaCc MHTepecyeT TOSbKO
yKasaHHbIA TUN XypHanoB. B aToM criydae MOXHO NpUMEHNTb pexmnm contains-only Ha
YCTPOWCTBE AN OTOOpaXKeHWss Ha TepMuHarne TOMbKO >XYpPHaroB, COOTBETCTBYIOLLMX
npasunam @unbTpaumm, 4YTO MNOMOXET NPOBEpPUTb, MPOUCXOAUT NU  Kakoe-nmbo
cobbiTne.

o filter-only: ykasbiBaeT, 4TO XypHanbl, cogepXallume Kro4veBble CroBa, yKa3aHHble B
npasunax unbTpaunn, oTunbLTpoBaHbl U He B6yayT BbiBOAUTbCA. Ecnv moagynb
reHepupyeT CIMLIKOM MHOrO XYPHarnoB, Ha nHTepdence TepMmnHana MoXxeT NOSABUTLCA
dnya. Ecnv Bam He Hy)XXeH gaHHbIN TUM XKYPHAaroB, Bbl MOXeTe NpUMeEHNTL pexnm filter-
only ¢ npasunamu ana mx unbTpaumm (Hanpumep, AN UIbTPaUMK XypHaroB,
KOTOpble MOryT Bbi3blBaTb ONyAa).

[Ba pexvmMa cunbTpauum sBRAOTCA B3aMMOMUCKIIOYAOWMMMN, TO €CTb MOXHO HacTpOUTb
TONBbKO OAMH PeXunM unbTpaLMmn O4HOBPEMEHHO.

MpaBuna dounbTpaummn
[ocTynHbl ABa npasuna unbTpaumm:

e exact-match: ecrim BbiOpaHO exact-match, Heobxoammo BbIGpaTb BCE TpU OMNUUK
dunbTpaumn (Moaynb, ypoBeHb M MHeMOHuKa). Ecnn Tpebyetca oTdunbTpoBaTbh
onpeaerneHHbI XXypHar, Ucnonb3ynTe npasuno dunbTpaumm exact-match.

e single-match: ecnn BbiIGpaHO COOTBETCTBME MO OAHOMY U3 KPUTEPUEB, HEOOXOAUMO
BblOpaTb TONbKO OAHY M3 Tpex onuui punbtTpauun (Mogynb, YypOBEHb U MHEMOHUKA).
Ecnn Tpebyetca oTumnbTpoBaTb XypHanbl OnpenerieHHOro Moayns, YPOBHA WIu
MHEMOHWKN NCNOSMb3ynUTe Npasuno punestpaumm single-match.
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Ecnu oaunH u TOT Xe MOAyrIb, YPpOBEHb UMM MHEMOHMKA HACTPOEHbI KaK B nNnpaBuiiax 0gnHO4YHOIo
COOTBETCTBUA, TAK U B NMpaBuinax TO4HOro COoTBeTCTBUA, NMPaBmnino oanMHOYHOro COOTBETCTBUA
MMeeT npenmyuleCTBeHHy Cuny Hag npaBuiioMm TOMHOIo COOTBETCTBUA.

8.3.5.2. CBsi3aHHble HAaCTPOMUKN CUCTEMDI

Hactpouka Ha3Ha4yeHus1 hbunbTpaLmm XXypHana

Mo yMOn4aHUIo nony4yartenu d)I/IJ'IpraLI,I/II/I XypHalna — BCe, TO €CTb XYypHarlbl, OTrnpaBiideMble
Ha BCE Ha3Ha4YeHwuA, d)I/IJ'IpryI'OTCFI.

3anyctute komaHay logging filter direction { all | buffer | file | server | terminal } B pexume
rnobanbHoOM KoHdwUrypaumm, 4tobbl HacTpouTb nonyyatenen unbTpaumm XypHana gns
dunbTpaumMn KypHanoB Ha Yyka3aHHble HasHaveHusi. Hactpourka pexuma dunbTpaumm
XypHanos

Mo ymonuaHuio pexum punbTpaumm xypHana — filter-only.
3anyctute KomaHgy logging filter type { contains-only | filter-only } B pexxume rnobanbHomn
KOHUrypauum onsa HacTponkn pexmma unbTpauum xxypHana.

Hactpowka npaBuna cunbTpauunm XXypHanos

Mo ymonyaHWi Ha YCTPOMCTBE HE HACTPOEHO NPaBWUno unbTpauuu XypHanoB, TO €CTb
XXypHarbl He OTUNbTPOBAHbI.

3anyctute komaHgy logging filter rule exact-match module module-name mnemonic
mnemonic-name level level B pexume rnodanbHon KoHpUrypauum, 4tobbl HACTPOUTL NPaBMUIIO
TOYHOro COOTBETCTBUS.

3anyctute komaHgy logging filter rule single-match { level level | mnemonic mnemonic-
name | module module-name } B pexunme rnobanbHOn koHdUrypaumm, 4Tobbl HAaCTPOUTb
npaBunno OOUHOYHOIO COBMAaAEHUS.

8.3.6. KoHTpOnb COCTOAHUA CUCTEMHbIX XXYpHanoB (syslog)

Mocne BKMOYEHUST MOHUTOPWMHIA CUCTEMHBIX XXypHamnoB (syslog), cuctema oTcrnexvBaeT
NOMbITKM AOCTyNa nonb3oBaTenen U Co34aeT COOTBETCTBYOLLME XXypHarbl.

8.3.6.1. MpuHUMN paboTbl

Mocne perMctpauumM nOMbITOK BXOAa/BbiXxog4a cUCTEMA 3anvcbiBaeT MOMbITKM  JOCTyna
nonb3oBaTtenei. XXypHan cogepXuT UMs NoNb3oBaTenNs U agpec MCTOYHMKA.
MNMocne BKMOYEHMS BeOEHMSI >KypHamna orepauui cucTema 3anucbiBaeT W3MEeHeHus B

KOHdUrypaumm YCTPOWCTB, >XypHarn COAepXWUT MMs Mosfb3oBaTtensi, agpec WUCTOYHMKA U
onepaumio.

8.3.6.2. CBsi3aHHble HAaCTPOMUKN CUCTEMbI

Bknro4veHune perucTpaumnm NnonbIiTOK BXo4a U BbiXoaa

Mo ymonyaHuo yCTPOMCTBO He COo3daeT KypHarnbl Npy AOCTyrne nonb3osaTerien K yCTPoOnCcTBy
WNN BbIXOAE U3 HEro.

3anyctute komaHay logging userinfo B pexxmme rnobansHON KOHUrypaumm, Ytobbl BKITHOYNTD
perncTpaumio  NonbITOK Bxoga/Bbixoda. [locne BKNOYEHUS 3TOM  PYHKUUMW  YCTPOMCTBO
oTobpaxaeT XypHanbl, Koraa nonb3oBaTenn nony4vatoT 4OCTYN K ycTponcteam vepes Telnet,
SSH nnn HTTP, 4to6bl agMUHUCTPATOP MOT OTCIEXMBATb NOAKIIOYEHUST STUX YCTPOWCTB.

BknioueHue BefeHUA XXypHana onepauum

Mo ymonyaHuo YCTPOMCTBO He CO3faeT XypHarbl Npu U3MEeHeHUU KoHJUrypaumm ycTporucTB
nonb3oBaTensmMu.
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3anyctute komaHay logging userinfo command-log B pexume rnobanbHOM KOHUrypaumu,
yToObl BKMNIOYMTL permctpauuto onepauun. llocne BkMYEHUs 3TOM YHKUMM cucTema
oToOpaxkaeT CBA3aHHbIE >XypHanbl AN yBeOOMMEHMS aaMUHMUCTpatopa 00 W3MEHeHMAX

KOHcpurypaumm.

8.4. KoHdurypauusa

»XypHanoB (syslog) B
KOHCO/b

KoHdurypaums OnucaHue u KomaHaa
HacTtponka dhopmata | (HeobssatenbHo) Vicnonb3yeTcsa Ana HacTporku dhoopmaTta CUCTEMHOO
CUCTEMHOro XypHana
XXypHana
service timestamps [ message- | Hactpoiika dopmata METKU
type [ uptime| datetime [ msec |  BpeMeHM CUCTEMHbLIX >XypHanoB
[year]]] (syslog)
service sysname HobGaBnsetr cuctemMHoe uMA B
CUCTEMHbIN XXypHan
service sequence-numbers [obasnseT nopsiakoBbIi HOMEP B
CUCTEMHbIN XXypHan
service standard-syslog BkntoyaeT crtaHgapTHbIn dhopmart
CUCTEMHOrO XXypHana
service private-syslog Bknioyaetr  dopmat  yacTHOro
CMCTEMHOrO XXypHana
Otnpaeka (HeobsizaTtenbHo) [aHHbIM METOA4 WCNoNb3yeTcsa Ans HACTPOWMKK
CUCTEMHbIX napamMeTpoB OTNPaBKM CUCTEMHbIX XXypHarnoB (Syslog) B KOHCOSb

logging on

BknovaeT BegeHue xypHana

logging count

BkntoyaeT cTaTUCTUKy XXypHana

logging console [ level ]

HacTtpanBaeT ypoBeHb >XypHarnos,
oTOOpaXkaembix B KOHCONMN
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logging rate-limit { number | all | Hactpoika npegena  ckopocTu
number | console {number | all | )xypHanupoBaHus
number } } [ except [ severity ] ]
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KOHTPOJ1b COCTOAHUA

KoHdurypauus OnucaHue u KomaHaa

BbiBog cuctemHblx | (HeobaszatenbHo) [aHHbI MeTod WCNonb3yeTcs AN HaCTPOWMKM
XypHanos  (syslog) | napaMeTpoB OTNpPaBKM CUCTEMHbLIX XypHaroB (Syslog) B TepmuHan
Ha TepMuHan | KOHTPONS COCTOSAHUSA

terminal monitor

MNosBonsieT TepMUHaINny KOHTPOIA
COCTOAHUA OTO6pa)KaTb XypHarbl

logging monitor [ level ]

HaCTpaVIBaeT YPOBEHb XypHaros,
0To6pa>|<aeMb|x B TEPMUHane
KOHTPOJ1A COCTOAHUA

3anucb  CUCTEMHbIX
>KypHanoB (syslog) B
oydep namaTtu

(Heobs3aTtenbHo) [aHHbIN METO4 WCNoNb3yeTca Ans HACTPOWKK
napameTpoB 3anncu CUCTEMHBIX XXypHarnos (syslog) B 6ydep namsaTtn

logging buffered [ buffer-size ]
[level ]

HacTtpanBaet napameTpbl 3anucu
CUCTEMHbBIX XypHanos (syslog) B
Oycbep namsaTn, BKNoYasa pasmep
Oydepa n ypoBeHb XypHana

Otnpaeka
CUCTEMHBbIX
XypHanoB _ (syslog)
Ha cepBep
XYpHanupoBaHus

(Heobsi3aTtenbHo) [aHHbIN METOA4 WCNonb3yeTcss ANs HaCTPOWKM
napamMeTpoB OTNPaBKM CUCTEMHbIX XypHanoB (syslog) B TepmuHan

KOHTPOA COCTOAHUA

logging server [ oob ] { ip-
address | ipv6 ipv6-address } [
via mgmt-name ] [ udp-port port
][ vrf vrf-name ]

OTtnpasnseTt XypHansl Ha
yKa3aHHbIN cepsep
XypHanupoBaHus

logging trap [ level ]

HacTpanBaeT ypoBeHb XypHaros,
oTnpaBnsiemMblx Ha cepBep
)XypHanMpoBaHusi

logging facility facility-type

HacTpanBaeT 3HaueHusi xypHana,
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oTnpaensiemMmble Ha cepsep
XYpHanupoBaHus
logging source [ interface ]| HactpauBaet UHTepenc
interface-type interface-number | ncroyHuka XXypHaros,
OTNpaBnsieMbIX Ha cepBsep
XXYpHanupoBaHus
logging source {ip ip-address | HacTtpanmBaeT agpec WCTOYHUKA
ipv6 ipv6-address } XypHanoB, OTnpaBnsgeMbiXx Ha
cepBep XypHanupoBaHus
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KoHdurypauus

OnucaHve n kKomaHAaa

3anucb  CUCTEMHbIX
XypHanoB (syslog) B
dhannbl }KypHanos

(HeobGszatenbHo) [aHHbIA MeTod MCMonb3yeTcs AN  HaCTPOMKM
napameTpoB 3anncu CUCTEMHBIX XXypHanoB (syslog) B pann

logging file { flash:filename |
usbO:filename | usb1:filename }
[ max-file-size ] [ level ]

HacTtpauBaeT napameTpbl 3anucu
CUCTEMHBIX XypHanos (syslog) B
dann, BKMAYas TUN XpaHuNULia
dannos, wuma danna, pasmep
darina n ypoBeHb XXypHana

logging flash interval seconds

HactpavBaeT wHTepBan 3anucu
XypHanoB B dannbl KypHana.
3HayeHwue no ymonyanuio: 3600

buffer | file | server | terminal }

logging life-time level level | HacTtpamBaeT Bpemsi XxpaHeHus
days dannoB XypHana
HacTtpownka (HeobsazatenbHo)  Wcnonb3dyeTca  Ons  BKMOYEHUA  PyHKUMU
dunbTpauum unbTpaLmMn CUCTEMHbIX XXypHaros (syslog)
CUCTEMHbIX
XKypHanos (syslog) | |ogging filter direction { all | HacTpavsaet nonyvatens

unbTpaumm XxypHana

logging filter type {
containsonly | filter-only }

HactpanBaeT pexum cunbTpaumm
XypHanos

logging filter rule exact-match | HactpanBaet npasuno
module module-name dunbTpaumm TOYHOro
mnemonic mnemonic-name COOTBETCTBASA
level level
logging filter rule single-match | Hactpauaet npasuno
{level level | dunbTpaumu O[MHOYHOTO
mnemonic mnemonic-name | COBMaAeHNA
module module-name }
HacTtponka (HeobsazatenbHo)  Wcnonb3dyeTca  Ons BKOYEHUA  PyHKUMK
nepeHanpaBneHn nepeHanpaBneHnst XxypHana
CUCTEMHOIo
SEGEEENN logging rd on BkntouaeT yHKLMIO

nepeHanpaBeHus xypHana
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logging rd rate-limit number [ | HacTtpaneaet orpaHuyeHve

except severity | CKOpOCTH nepeHanpasneHns
XypHana
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KoHdurypauus OnucaHue u KomaHaa

HacTtpowka (HeobGsizaTtenbHo) Wcnonb3yetcss Ans  HaCTpOMKA  NapamMeTpoB
MOHUTOpPMHra PYHKLMN MOHUTOPUHIa CUCTEMHOIO XypHana
CUCTEMHOro

XKypHana logging userinfo MossonsieT permcTpuposaTb
NoMbITKV BxoZda/Bbixoaa

logging userinfo command- | Bkntovaet XypHanvpoBaHue
log onepauumn
CuHXpoHM3aLms (Heobsa3aTenbHO) NcnonbayeTtca ans CUHXPOHMN3aLmmn

NoJib30BATEN1bCKOIro NnoNb30BaTENIbCKOro BBOAA C BbIBOAOM XypHana

BBOAA C BbiBOAOM

XKypHana logging synchronous CUHXpOHM3MpyeT
Nonb30BaTEeNbCKUN BBO/, c
BbLIBOJIOM XypHana

8.4.1. HacTpouka ¢popmaTa CUCTEMHOIO XypHana

8.4.1.1. PeaynbTaT KOHUrypauumum

HacTponka popmaTa cucTeMHbIX XXypHanos (syslog).

8.4.1.2. NpumeyvaHun

Popmart xypHana RFC3164

e Ecnu yctpoiicTBO He nmeeT YacoB pearnbHoro Bpemerun (RTC), koTopble MCNONb3yOTCS
ANnsa 3anMcyn abcostoTHOrO BpeMEeHU CUCTEMbI, YCTPOMUCTBO MO YMOSYaHUIO UCNONb3yeT
BpemMsi 3anycka (Bpemsi 6e3oTkasHou paboTtbl - uptime) B kayecTBe METKU BPEMEHU
cuctemHoro xypHana. Ecnm yctponctBo umeet RTC, no ymomnyaHuio YCTPOWCTBO
ncnonb3yet ceBoe abCcontoTHOE BpeMs (aaTta v Bpems - datetime) B kauecTBe MeTKM
BPEMEHM CUCTEMHOrO XypHana.

o [lopsgkoBbI HOMEp XXypHana npencraBnseT cobon 6-3HavyHoe uenoe uncno. Kaxabin
pas npu reHepauumm XypHarna nopsiakoBblA HOMepP yBenuynmeaeTca Ha oauH. Kaxabin
pas, korga nopsgkoBbin Homep ysenuumeaeTtca ¢ 000000 go 1000000 wnn gocTuraet
2732, nopsigkoBbIi HOMep cHoBa HavmMHaeTcs ¢ 000000.

8.4.1.3. dTtanbl KOH(Urypaumum

Hactpoika chopmaTta MeTKM BpeMeHU CUCTEMHbIX XXypHanoB (syslog)
e (OononHuteneHo) o ymonyaHuio ncnonb3yeTca oopmaTt MeTKM BpemeHn datetime.

e Ecnu He ykasaHO MHOe, BbIMNOMHUTE 3Ty HACTPOMKY Ha YCTPOMUCTBE, YTOObI HACTPOUTb
dopmart timestamp.

[Jo6aBneHne CMCTEMHOIO UME@HU B CUCTEMHbIWN XXypHan
e (JononHuteneHo) 1o yMONYaHWUIO CUCTEMHBIN XypPHaN He COAEPXXUT UMEHN CUCTEMBI.

e Ecnu He ykasaHO MHOe, BbINOMHWUTE 3TY HACTPOWKY Ha YyCTPOMCTBE, Y4TOObLI A06aBUTbL
UMS CUCTEMbI B CUCTEMHbBIN XXypHarn.
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HNo6aBneHne NopsiAKOBOro HoMepa B CUCTEMHbIN XypHan

[ )
HoMep.

(JdononHutenbHo) Mo yMONMYaHUIO CUCTEMHBIA XYpHan He COOEepXUT MNOPSAKOBbLIN

Ecnu He YKa3aHO MHOE, BbINOJIHUTE 3TY HaCTDOIZKy Ha yCTpOIZCTBe, YTOOBbI ,D,O6aBVITb

I'IOpFILI,KOBbIIZ HOMep B CUCTEMHBbIN XypHarn.
BknioyeHue cTaHgapTHOro popmara XypHana

°
CTaHOaApPTHbI

(dononHuTensHo) Mcnonb3yeTca popmat KypHana no ymonyaHuio.
Ecnu He yka3aHO uHOe, BbIMOMHUTE 3Ty HAacTPOWKY Ha YCTPOMCTBE, YTOObI BKIMIOYUTL

n chopmart xypHana. BkrouyeHue chopmaTa 4acTHOro XypHana

(JononHutenesHo) Mo ymonyaHuto ncnonbdyetca dopmaT CTaH4APTHOMO XypHana.
Ecnn He ykasaHO MHOE, BLINOMHUTE 3Ty HACTPOWKY Ha YCTPOWMCTBE, YTOObI BKIIHOUYUTL

dopmaT YacTHOro XypHana.

8.4.1.4. NpoBepka

KOHUrypauum

Cospavite cMCTEMHbBIN XXypHan v NnpoBepbTe ero opmar.

8.4.1.5. CBA3aHHbI

€ HaCTpPOWKHM

Hactpoika chopmaTta MeTKM BpeMEHU CUCTEMHbIX XXYpPHarnoB (syslog)

KomaHga service timestamps [ message-type [ uptime | datetime [ msec ] [ year
11]
Onucaxune message-type: ykasbiBaeT Tun XypHana. CyuwectByeT pABa Tuna
napameTpoBs XYPHaroB: XypHan u otnagka.
uptime: ykasbiBaeT Bpems 3anycka ycTponcTea B popmarte 4a:44:MM:Cc,
Hanpumep 07:00:10:41.
datetime: ykasbiBaeT Tekyllee Bpemsi ycTponcTtea B popmate MM [
Yy4y:MM:cc, Hanpumep, Jul 27 16:53:07.
MmsSec: ykasblBaeT, 4YTO TeKyllee BpemMsa YCTPOWCTBA COAEPXUT
MUMUCEKYHADI.
year: ykasblBaeT, YTO TeKyLliee BpeMsi YCTPOMUCTBA COOAEPXKNUT roA
Pexnm Pexunm rmobanbHon koHdurypauum
KOHdourypaumm
Mcnonb3oBaHne JocTynHbl ABa dopmaTa BPEMEHW CUCTEMHOMO XXypHana, a WMEHHO:
KOHpurypaumm BpemMsi 6e3oTka3Hom paboTbl (uptime) u parta-epems (datetime). MNpwu

HeobOX0ONMMOCTI MOXHO BblIOpaTb hopmaT METKN BPEMEHMU

Hdo6aBneHue c

MCTEMHOIro UMEeHN B CUCTEMHbIN XypHan

KomaHnga service sysname
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypawmm
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Wcnonb3oBaHue
KOHUrypauum

OTa KomaHaa ncnonb3yeTca and ﬂ,06aBJ'IeHI/I9-| MMEeHU CUCTEMbI B XXYypHar,
4YTOOLI Bbl MOrMN I/ID,eHTI/leI/ILl,VIpOBaTb yCTpOVICTBO, KOTOpOE oTnpaBndaeT
CUCTEMHbIE XypHalibl Ha cepBep

Job6aBneHune n

opAaKoBOro Homepa B CUCTEMHbIN XypHan

KomaHga service sequence-numbers

Pexum Pexwum rnobansHom KoHUrypauum

KOHcpurypawmm

WMcnonb3oBaHue OTa komaHga mcnonbadyetcs Ansa gobasneHns nNopsakoBOro Homepa B
KOHcpurypaumm XypHan. lMopsgkosbli HOMep HauymHaeTtcs ¢ 1. lNocne pobGaeneHus

nopAaKoBOro HomMepa MOXHO Y4YeTKO Yy3HaTb, NMOTEPAH Ik Kakon-nmbo
XypHan, a Takke nocneaoBaTesibHOCTb CO34aHUA XypHarnos

BknioyeHue cTaHgapTHOro popmarta CUCTEMHOIO XXypHana

KomaHga service standard-syslog

Pexunm Pexum rnobansHon koHdurypaumm

KOHdourypaumm

Mcnonb3oBaHne Mo ymonuaHuio XypHanbl oTobpaxatoTcss B cregywoowem dopmarte
KOHpurypawumm (dbopmaT No ymon4yaHuio):

*timestamp: %module-level-mnemonic: content

Ecnu BkntoveH ctaHgapTHbIN chopmaT syslog, XKypHarnbl oTobpakaroTcs
B cneayouwem dopmare:

timestamp %module-level-mnemonic: content

B craHgapTHOM dhopmaTe XypHana MO CpaBHEHUIO € opmMaTom

XypHana no ymonyaHuio 3Bes3goyka (*) OTCyTCTBYyeT nepen MeTKOM
BpPEMEHW, a ABOETOoUME (:) OTCYTCTBYET B KOHLE METKN BPEMEHM

BkntoyeHne yactHoro chopmarta CUCTEMHOrO XypHana

KomaHga service private-syslog

Pexnm Pexunm rnobanbHon koHduUrypauum

KOHdourypaumm

Mcnonb3oBaHne Mo ymonuaHuo XypHanbl oToBpaxaloTcs B cneaywowem dopmaTe
KOHUrypauum (dbopmaT No ymon4aHuio):

*timestamp: %module-level-mnemonic: content

Ecnu BknoyeH yacTHbIM dpopmat syslog, XypHanbl oTobpaxarTca B
cneaywouwem dpopmare:

timestamp module-level-mnemonic: content
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B yacTtHOM chopmaTe XKypHarna no cpaBHeHUo ¢ hopmMaToM XKypHarna no
yMOn4aHuio 3Be3godka (*) OTCyTCTBYeT nepes MeTKOW BpeMeHM,
OBoeToume (:) OTCYTCTBYET B KOHLIE METKN BPEMEHM, U 3HAK npoueHTa (%)
OTCYTCTBYET B KOHLIe UMEHU MOAYNs

8.4.1.6. NMpumep KoHduUurypaumumn

Bknro4yeHune cpopmaTta xypHana RFC3164

CueHapun

Heobxoammo HacTponTb hopmaT METKN BpEMEHM CriedyroLwmmMm obpasom:

e Bknwounte popmat RFC3164.

e U3meHute cdopmat mMeTku BpemeHu Ha datetime n gobasbTe
MUNNNCEKYHAY U rO4 K METKE BPEMEHW.

e [lobaBbTe CUCTEMHOE MMS B CUCTEMHBbIV XXYpHar.
e [lo6aBbTe NOPSIAKOBLIN HOMEP B CUCTEMHbIV XXypHarn

OT1ansl
KOHUrypauum

HacTponka popmaTa CMCTEMHOIO XXypHana

QTECH# configure terminal

QTECH(config)# no service log-format rfc5424

QTECH(config)# service timestamps log datetime year msec
QTECH(config)# service timestamps debug datetime year msec
QTECH(config)# service sysname

QTECH(config)# service sequence-numbers

lMpoBepka
KOHdourypaumm

Mocne HacTpomkn chopmaTa MeETKM BpemMeHu ybeguTecb, YTO HOBblE
CUCTEMHbIE XypHanbl oTobpakatoTca B hopmate RFC3164.

e Buinonuute komaHgy show logging config ana otobpaxeHus
KOHdoUrypaumm.

e Bongurte B pexum rmobanbHOM KOHUrypaumm nnu BelngnuTe m3
Hero, 4tobbl co3gaTb HOBbLIA XXypHarn, U npoBepbTe dopmar
METKN BPEMEHN B HOBOM XypHarne

QTECH(config)#exit
001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_L:
Configured from console by admin on console
QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged

Buffer logging: level informational, 1306 messages logged
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File logging: level informational, 121 messages logged

File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: enable

Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 121 message lines logged,0 fail

8.4.2. OTnpaBKa CUCTEMHbIX XXypHanoB (Syslog) B KOHCOSb

8.4.2.1. PeaynbTaT KOHpUrypauum

OTI'IpaBbTe CUCTEMHDbIE XypHalibl B KOHCOJIlb, 4YTOObLI OBnerynThb aOMUHUCTPATOPY KOHTPOJ1b
COCTOAHUA Npon3BOONUTESNTBHOCTU CUCTEMDbI.

8.4.2.2. NpumeyaHun

Ecnu creHepupoBaHO CRMULLKOM MHOMO CUCTEMHbIX >KypHasnoB (syslog), MOXHO OrpaHU4nTb
CKOPOCTb KypHanuMpoBaHusi, 4TOObl YMEHbLUMTb KOMMYECTBO >XypHaroB, oTobpa)kaembix B
KOHCOMMW.

8.4.2.3. dtanbl KOH(Urypauum

BkrnroyeHne BegeHUs XXypHana
(JononHutenbHo) Mo ymonyaHuio pyHKUNS XKypHanmnMpoBaHus BKIKOYEHa.

BknroyeHne CTaTUCTUKM XXypHanNuMpoBaHus
e (JononHuTenbHo) Mo ymonuyaHuio, CTaTUCTIKA KyPHANMPOBaHUS OTKITIOYEHA.

e Ecnu He ykasaHO MHOE, BbIMOSTHUTE 3Ty HACTPOWMKY HA YCTPOWCTBE, YTOObI BKITHOUNTD
CTaTUCTUKY XXYpHaNMpoBaHUS.

HacTpoika ypoBHS XXypHanoB, oToOpa)xaeMbIX B KOHCONU

e (JdononHutenbHo) Mo ymonyaHmio ypoBEHb XXypHAoB, OTNPaBAseMbIX B KOHCOJb, - 9TO
YPOBEHb OTNadkn (YpoBeHb 7).

e Ecnn He ykaszaHO WHOe, BLINOMHUTE 3Ty KOHUIypauuml Ha YCTPOMCTBE, 4YTOObI
HaCTPOMTb YPOBEHL XXYPHAIoB, oToOpaXkaembli B KOHCONN. HacTponka orpaHnyveHus
CKOPOCTW XXypHanmpoBaHusi

e (OJononHuTenbHo) o yMmOM4YaHWIO OrpaHWYEeHVE CKOPOCTU >KypHanvMpoOBaHWs He
HaCTPOEHO.

e Ecnu He yka3aHO MHOeE, BbINOMHUTE 3Ty HACTPOWMKY Ha YCTPOMCTBE, YTOBbl OrpaHNynTb
CKOpPOCTb perncrpauum.
8.4.2.4. NMpoBepkKa KoHdUrypauumm

Bbinonnute komaHgy show logging config, 4to6bl 0TOBGpas3WTb YpPOBEHb >XYpHaros.,
oTOOpaXkaeMbIxX B KOHCOIN.
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8.4.2.5. CBAA3aHHble HAaCTPOMUKHU

BknroyeHne BegeHus XypHana

KomaHga logging on

Pexum Pexwum rnobanbHon KoHdUrypauum

KOHcpurypaumm

Wcnonb3oBaHne | o ymonyaHuio BegeHue XypHana Bko4YeHo. OObIMHO OTKIYeHue
KOHcpurypaumm XypHana He TpebyeTca. Ecnu creHepMpoBaHO CAINMLLIKOM MHOFO CUCTEMHbIX

XypHanoB (syslog), MOXXHO OrpaHU4UTb UX KOFIMYECTBO, HACTPOUB YPOBHM
)KypHanMpoBaHus

BkrnroyeHne CcTaTUCTUKN XypHanunpoBaHus

KomaHga logging count

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

Wcnonb3oBaHue | 1o ymonyaHuio, CTaTUCTUKa XKypHanupoBaHus OTKMYeHa. Ecnu
KOHpurypaumm BKNIOYEHA CTaTUCTMKA >KypHanoB, CUCTEMHble XypHanbl OyayT

knaccudpmumpoBaHbl 1 noacuuTaHbl. Cuctema 3anucbiBaeT KONM4ecTBO
pa3 co3faHus XXypHarna 1 Bpemsi NocrneaHero cosgaHus XxypHana

HacTpoika ypoBHS XXypHanoB, oToOpa)kaeMbIX B KOHCOM

KomaHga logging console [ level ]

Onuncanne level: ykasbieaem Tvn xypHana

napameTpos

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

Wcnonb3oBaHue | 1o ymMon4aHuioO Ha KOHCOMNM OTOBpaXkaeTcs ypOBEHb OTNAaAKM XXypHanoB
KOHpurypaumm (ypoBeHb 7). BbimonHute komaHgy show logging config B

NPUBUNErMPOBAHHOM pexuMMe, 4Tobbl 0TOOpa3vWTb YPOBEHb XKYPHAIoB,
oTOoOpaXkaembix B KOHCOJM

HacTtpoiika orpaHu4YeHusi CKOPOCTU XXypPHanMpoBaHuA

KomaHga logging rate-limit { number | all number | console {number | all number }
} [ except [ severity ] ]

Onucaxune number:  yka3blgaem = MakCMManbHOE  KOMMYEeCTBO  XXYpHaros,

napamMmeTpoB obpaboTaHHbIX B cekyHay. [mana3oH 3HaveHun ot 1 go 10 000.

all: yka3biBaeT, 4TO orpaHuMyeHne no CKopocTy 06paboTkn NPUMEHSIETCA KO
BCEM XXypHaram B Auana3oHe oT ypoBHSA 0 0 YpOBHsS 7.
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console: yka3blBaeT KONMYECTBO XXypHaroB, 0TOOpaXKaeMbIX Ha KOHCOMM
B CEKYHAY.

except severity: OrpaHn4yeHMe CKOPOCTU HE NPUMEHSETCS K XXypHanam c
YPOBHEM, 3KBUBASIEHTHBLIM UMW HWXE, YKa3aHHOIo YPOBHS BaXHOCTU. Mo
YMOMYaHUIO YpPOBEHb BaXHOCTM — owunbka (ypoBeHb 3), TO ecCTb
OrpaHMyeHne CKOpoCTU HE NPUMEHSIETCS K >XKYpHanam YPOBHS 3 UIKN HUXE

Pexum Pexwum rnobanbHom KoHUrypauum
KOHcpurypaumm

Wcnonbs3oBaHne | o ymonyaHuio orpaHuyeHne cKopocTu He HAaCTPOEHO
KOHUrypauum

8.4.2.6. NMpumep KoHdurypaumumn

OTnpaBKka CUCTEMHbIX XXypHanoB (syslog) B KOHCOMNb

CueHapun Heobxoanmo HacTpouTb OYHKLUMIO OTOBpaXeHUs CUCTEMHbLIX XypHanos
(syslog) B koHCONM cregytowmm obpasom:

e  BknounTte cTtatucTuky XypHana.

e YCTaHOBUTE YPOBEHb XXYpPHANOB, KOTOPbIE MOXHO 0TOOpasvTbL B
KOHCOMN, Ha MHGPOPMALMOHHBIN (YPOBEHDL 6).

e HacTtponte npegen ckopoCTU XXypHanunposaHus Ha 50

OTansbl HacTtponTte napameTtpbl OTOOpaXXeHUss CUCTEMHBIX XypHanoB (syslog) B
KOHdourypaumm KOHCOSN

QTECH# configure terminal

QTECH(config)# logging count
QTECH(config)# logging console informational
QTECH(config)# logging rate-limit console 50

MpoBepka BoinonHute komangy show logging config gns otobpaxeHus
KOHdourypaumm KOHGoMrypaumm

QTECH(config)#show logging config

Syslog logging: enabled
Console logging: level informational, 1303 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 1303 messages logged
File logging: level informational, 118 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false

Timestamp debug messages: datetime
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Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 118 message lines logged,0 fail

8.4.3. BbiIBog cUCTEeMHbIX XypHanoB (Syslog) Ha TepMUHan KOHTPOJSib
COCTOSIHUA

8.4.3.1. PeaynbTaTt KOHhUrypauum

BbIBOA CMCTEMHBIX XypHanoB (Syslog) Ha yaaneHHbIn TepMuHan KOHTPONSA COCTOAHUS, YTOObI
obreryiTb agMUHNCTPATOPY MOHUTOPWUHI NPON3BOANTESNTBHOCTU CUCTEMBI.

8.4.3.2. NpumeyaHun

e Ecnu creHepuMpoOBaHO CRAUWKOM MHOMO CUCTEMHbIX XXypHanoB (syslog), MOXHO
OrpaHN4YnTb CKOPOCTb KYpPHaNMpPOBaHUS, YTOObl YMEHbLUNTb KONMYECTBO XypHAaros,
oToOpaXkaemblx B TepMUHANE KOHTPONSA COCTOSHUS.

o [lo ymMOn4YaHMIO TEKyWM TepMMHan KOHTPOMSA COCTOSHMA He MOXeT oTobpaxaTtb
XYypHanbl nocne yaaneHHoro JocTtyna K ycTponctay. Heobxoanmo BpyYHyto 3anycTuTb
KomaHgy terminal monitor, 4ToGbl paspewnTb TekywemMy TEepMUHany KOHTpOsSis
COCTOSIHUSA oTOBpaxaTb XypHarbl.

8.4.3.3. dtanbl KOH(Urypaumum

PaspelumTe TepMuHany KOHTPOSS COCTOSIHUSA OToBpaaTb >KypHanbl

o (OGsizatenbHo) [lo ymonuaHuMilO TEpMWHANM MOHUTOPUHIA HE MOXET oTobpakaTb
XypHanbl.

e Ecnn He ykasaHO WHOe, BbLIMONMHWTE 3Ty OMNEpPaUMI0 Ha KaXgom TepMmuHane
MOHMUTOPWHra, NOAKITIOYEHHOM K YCTPOWCTBY.

HacTtpowiTe ypoBeHb ypHarnoB, oTobpa)xaeMblx Ha TeEpMUHANE KOHTPONS COCTOSIHUS

e (dononHutenbHo) [lo yMoOM4YaHUIO YPOBEHb >KypHAroB, OToOpaxaemblXx Ha
MOHUTOPVMHIOBOM TEPMMHAnE, ABNSAETCA YPOBHEM OTNaAKN (YPOBEHD 7).

e Ecnu He ykasaHO MHOE, BbINOSIHUTE 3Ty HACTPOWKY Ha YCTPOWMCTBE Of9 HaACTPOMKM
YPOBHS XypHanos, oTobpakaeMblx Ha MOHUTOPUHIOBOM TepMUHarne.

8.4.3.4. NpoBepkKa KoHdUrypauumm

BuinonHute «komaHgoy show logging config, 4toObl BbIBECTM YpPOBEHb XXypHaroB,
oTobpa)kaeMblX B MOHUTOPUHIOBOM TEPMUHArE.

8.4.3.5. CBsA3aHHbIe HAaCTPOMUKMU

PaspeluMte TepMnHany KOHTPONSA COCTOSAHUA OTOGpaXaTb XypHanbl

Komanpa terminal monitor
Pexum MpnBMNErMpoBaHHLIN PEXUM
KOHpurypaumm
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Wcnonb3oBaHue
KOHUrypauum

Mo ymMonyaHuio TeKyWnn TepMUHam KOHTPOMSA COCTOSIHUA He MOXeT
oTobpaxaTb KypHanbl Mocfne YyAaneHHoro AocTyna K YCTPOWCTBY.
Heobxoammo Bpy4YHyto 3anycTuTb koMaHgy terminal monitor, 4To6bI
paspewwnTb TeKyLlemy TepMuHany KOHTPOMs COCTOSIHUS OoToOpaaTb
XypHanbl

HaCTpOVITe YPOBEeHb XypHanos, OTO6pa)KaeMbIX Ha TepMUHare KOHTpons

COCTOSIHUA
KomaHga logging monitor [ level ]
Onuncanwne level: ykasbiBaeT ypOBEHb XXypHana
napameTpoB
Pexum Pexunm rnobanbHon koHdurypauum
KOHUrypauum
Wcnonb3oBaHue (dononHuTensHO) Mo ymonyaHuioo ypoBEHb XXypHarnoB, oToBpa)kaemblx
KOHpurypaumm Ha TepMUHane KOHTPONSA COCTOSIHWSA, SBMSIETCS YPOBHEM OTNagKu

(ypoBeHb 7).

MoxHo 3anycTntb komaHgy show logging config B npuBMriernpoBaHHOM
pexvmMe Ans BbiBOAA YPOBHS XXypHanoB, oTobpaxaeMblX Ha TepMuHane
KOHTPOMS COCTOSAHUS

8.4.3.6. MNpumep KoHcpUrypaumm

OTnpaBka CUCTEMHBbIX XXYpHanoB (syslog) Ha TepMmMHa KOHTPOMNS COCTOSAHMS

CueHapun Heobxoammo HacTpouTb OYHKLUIO OTOBPaKeHNST CUCTEMHbIX >XYPHanoB
(syslog) Ha TepmuMHane KOHTPOSI COCTOSIHUA criedyroL M obpasom:
e OT106pa3uTb XXypHarbl Ha TepMUHane KOHTPONSA COCTOSHUS.
e YCTaHOBMWTE YPOBEHb XYypPHANoB, KOTOPble MOryT OTOBpaxaTbCcs
Ha TepMuHane KOHTPOMs COCTOSIHUA, Ha WH(OPMaLMOHHbLIV
(ypoBeHb 6)
OTansbl HacTponTe napameTpbl 0TOGpaXKeHNs1 CUCTEMHBIX XXypHarnoB (syslog) Ha
KOHUrypauum TepMuHarne KOHTPOSA COCTOSHUS
QTECH# configure terminal
QTECH(config)# logging monitor informational
QTECH(config)# line vty 0 4
QTECH(config-line)# monitor
MpoBepka BoinonHute komangy show logging config ana oTtobpaxeHus
KOHpurypawmm KOHpurypaumu
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QTECH#show logging config
Syslog logging: enabled
Console logging: level informational, 1304 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level debugging, 1304 messages logged
File logging: level informational, 119 messages logged
File name:syslog_test.txt, size 128 Kbytes, have written 5 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable

Trap logging: level informational, 119 message lines logged,0 fail

8.4.3.7. TNUYHbIE OLLNOKU

UTo6bl OTKIOUNTL 3TY (PYHKUMIO, BbINOMIHUTE KOMaHAy terminal no monitor, a He komaHgy no
terminal monitor.

8.4.4. 3anucb cUCTeMHbIX XypHanoB (syslog) B 6ycep namatm

8.4.4.1. PesynbTaT KOHUrypauumm

3anuwnTe cucteMHbIe XXypHanbl B 6ydep namaTi, 4To6bl agMUHUCTPATOP MOr NpocMaTtpuBaTb
nocrnegHne CMCTEMHbIE XXypHarbl, BbIMOMHUB kKOMaH4y show logging.

8.4.4.2. NMpumeyaHuna

Ecnu 6ydep 3anonHeH, ctapble XypHarnbl 6yayT nepesanucaHbl HOBbIMW XXypHanamu B 6ydepe
namsaTu.

8.4.4.3. dtanbl KOH(Urypauum

3anucb XypHanoB B 6ycdep namaTtu

e (JononHutensHo) Mo ymonyaHuio cuctema 3anucbiBaeT AaHHble B Oydep namsaTu, a
YPOBEHb XXypHANOB N0 YMOMYaHWIO — OTNaA0uHbIN (YPOBEHD 7).

e Ecnu He ykasaHO WHOe, BbINOMHUTE 3Ty HACTPOWMKY Ha YCTPOMUCTBE AN 3anucu
XypHanos B 6ydep namaTu.

8.4.4.4. NMpoBepkKa KOHdUrypauumm
e Bbinonunte komaHgy show logging config, 4Tobbl BbIBECTM YpPOBEHb XYpPHamnoB,
3anncaHHbix B bydbep namaTw.

e BbinonHute komaHgy show logging, 4TOBbI BLIBECTU YPOBEHb XXYPHArOB, 3anncaHHbIX
B Bycbep namaTn.
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8.4.4.5. CBAA3aHHble HAaCTPOMUKU

3anucb XXypHanoB B 6ycep namatm

KomaHga logging buffered [ buffer-size ] [ level ]

Onucanwne buffer-size: ykasbiBaeT pasmep Oydepa namatu.

napameTpoB .
level: ykasbiBaeT ypoBEHb >XypHanoB, KOTOpble MOryT ObiTb 3anMcaHbl B
Oydep namaTn

Pexum Pexunm rnobanbHon koHdurypauum

KOHcpurypaumm

Wcnonb3oBaHue Mo ymonyaHuio ypoBeHb XXypHaroB, 3anucbiBaemblx B Bydep namsTu,

KOHcpurypawmm SABMSETCHA YPOBHEM OTNagku (YPOBEHDb 7).
3anyctnte komaHgy show logging B MpuBMIErMPOBAHHOM peXnmve,
4YTOObI 0TOBPA3NTL YPOBEHL XXYPHASOB, 3anMcaHHbIX B Bydep namaTu, u
pasmep bydepa

8.4.4.6. Npumep KoHcpUrypaumm

3anucb cMCTEeMHbIX XypHanoB (syslog) B bydep namaTu

CueHapun Heobxoammo HacTpouTb OYHKLUMIO 3aMMCK CUCTEMHBIX XXypHanos (syslog)
B Bydhep namsTu cnegyowmm obpasom:
e YcTaHoBuTe pasmep Gydepa xypHana pasHbiM 128 kb (131072
Ganr).
e YCTaHOBMWTE YPOBEHb XYPHanoB, KOTOpble MOryT ObITb 3anucaHbl
B 6ydhep namsitv, Ha MHOOPMAaLMOHHbBIN (YPOBEHDb 6)
OTansbl HacTtponTte napameTpbl 3anMcu cUCTEMHLIX XXypHanoB (syslog) B 6ydep
KOHoUrypauum namsaTu
QTECH# configure terminal
QTECH(config)# logging buffered 131072 informational
MpoBepka BoinonHute komaHgy show logging config ana oTtobpaxeHus
KOHpurypaumm KOHpurypaumm 1 nocnegHnx CMCTEMHbBIX XKypHanoB (syslog)

QTECH#show logging

Syslog logging: enabled
Console logging: level informational, 1306 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1306 messages logged
File logging: level informational, 121 messages logged

File name:syslog_test.txt, size 128 Kbytes, have written 5 files

@ §) QTECH

MWP OOCTYNHEE

121




PykoBogcTteo no Hactporike QSW-4700

KoHdurypaums cuctemHoro xypHana (syslog) | www.gtech.ru |

Standard format:false

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: enable

Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 121 message lines logged,0 fail
Log Buffer (Total 131072 Bytes): have written 4200
001301: *Jun 14 2013 19:01:09.488: QTECH %SYS-5-CONFIG_L:
Configured from console by admin on console

001302: *Jun 14 2013 19:01:40.293: QTECH %SYS-5-CONFIG_I: Configured
from console by admin on console

/PKypHanbl oTobpaxalrTcs B COOTBETCTBMM C (PAKTUYECKMM BbIBOAOM
Komangbl show logging

8.4.5. OTnpaBkKa CUCTEMHbIX  XXypHanoB (syslog) Ha cepBep
XypHanMpoBaHuA

8.4.5.1. PeaynbTaT KOHUrypauumm

OTnpaBbTe CUCTEMHblE >KypHanbl Ha CepBeEp >KypHanupoBaHusi, 4TobObl 0bnerynTtb
aaMVHUCTPATOPY MOHUTOPUHT XXYpPHaroB.

8.4.5.2. NpumeyaHun

e Ecnn yctponctBo wumeetr wuHTepdenic MGMT wu  nogknoyeHo K  cepBepy
XypHanupoBaHusi Yepes nHtepdenc MGMT, Heobxogumo goGaeuTb napameTp oob
(YkasblBaloLWMn, 4TO CUCTEMHbIE XXypHanbl OTNPaBAITCA Ha CepBep XypHanMpoBaHUS
yepes uHTepdenc MGMT) npu HacTporke komangpl logging server.

e [Ins oTnpaBKku XXypHanoB Ha CepBep >XypHanupoBaHWs HeobxoaMmo A06aBUTbL METKY
BPEMEHWN N NOPSAKOBLIA HOMEP B XXypHanbl. B npoTMBHOM criydae >xypHanbl He OyayT
OTNpPaBIEHbl Ha CepBep >KypHaNMPoBaHMSI.

8.4.5.3. dTtanbl KOH(uUrypauum

OTnpaBKa XXypHanoB Ha yKa3aHHbI cepBep XypHanupoBaHUs

o (OGsizaTenbHo) o ymMonyYaHUIO CUCTEMHbLIE XXYpHarbl HEe OTMPAaBMSIOTCA Ha cepBep
XypHanupoBaHwusi.

e Ecnu He ykasaHO MHOe, BbIMOJTHUTE 3Ty HACTPOWKY Ha BCEX YCTPOMCTBAX.
HacTtpoika ypoBHSA XXypHanoB, OTrpaBnsieMbiX Ha CepBep XXypHanupoBaHUA

e (OononHuTtenbHo) Mo ymMoOnYaHUIO YpPOBEHb XypHarioB, OTMNPaBRsieMblX Ha cepBep
XXypHanvpoBaHusi, sBnsieTcs UHPMOPMaLMOHHbIM (YPOBEHD 6).

e [Ecnu He ykasaHO WHOe, BbINOMHUTE 3Ty KOHUIypaumo Ha YCTPOWCTBE, 4TOObI
HaCTPOMUTb YPOBEHb XXypHaroB, OTNpaBnseMbIX Ha CepBep XXYpHanuMpoBaHus.
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HaCTpOVIKa 3Ha4YeHUs1 oObBbeKTa XypHanoB, oTnpaBlsieéMblIX Ha cepBep
XypHannpoBaHus

(QononHutenbHo) Ecnn cdopmat xypHana RFC5424 oTknoyeH, 3HaveHne obbekTa
XypHanos, OTMpaBseMblX Ha CepBep XypHanMpoBaHWUA, MO YMOMYaHUIO SBNAETCH
local7 (23). Ecnn BkntoveH dpopmar xypHana RFC5424, s3HavyeHne o6bekTa XXypHanos,
OTNpaBriiemMbIX Ha CepBep XypHanupoBaHus, nNo ymonyanuio sensetcsa local0 (16).

Ecnn He YKa3aHO WHOe, BbINOJTHUTE 3TY KOHCbI/IpraLl,I/II'O Ha yCTpOVICTBe, 4yTOObI
HaCTpOUTb 3Ha4YeHne obbekTa XypHanos, oTnpaBndeMblX Ha CepBep XypHarmpoBaHUA.

HaCTpOVIKa MHTepcbeﬁca UCTOYHUKA XypHarnoB, oTrnpaBlisseMblX Ha cepBep
XypHannpoBaHus

(JononHutenesHo) Mo ymonyaHuio MHTEPMENC UCTOYHMKA XYPHanoB, oTnpaBnsaemMbIX
Ha cepBep XypHanuUpoBaHus, SBMSETCA MHTEPGENCOM, OTNPABASIOLLMM XypHanbl.

Ecnn He ykaszaHO WHOe, BbIMOMHUTE 3Ty KOHUrypaumio Ha YCTPOWCTBE, YTOObI
HacTpouTb MHTepdEeNc UCTOYHMKA KypHaroB, OTNpaBMnsieMblX Ha cepsep
XXYpHanMpoBaHus.

HaCTpOﬁKa uncxogHoro apgpeca XypHanoB, oOTnpaBndAeMbiIX Ha cepBep
XypHannpoBaHus

(dononHutensHo) Mo ymMonyaHuio agpec MCTOYHUKA XypHanoB, OTMpaBnseMblX Ha
cepBep KypHanupoBaHus, aBnsieTca |P-agpecom wuHTepdeinica, OTnpaBnsoLLero
XypHansbl.

Ecnn He ykasaHO WHOe, BbLINOMHUTE 3Ty KOHUrypauuo Ha yYCTPOMCTBE, 4TOObI
HacCTpPOUTb  WHTEPdENC UCTOMHMKA KypHarnoB, OTMpaBnseMblXx Ha cepsep
XYPHanupoBaHus.

8.4.5.4. NpoBepkKa KoHdUrypauumm

BeinonHute komaHgy show logging config ansa otobpakeHns KoHUrypauun, 0THOCALLNXCS K
CepBEPY >XypHaNMpoBaHusI.

8.4.5.5. CBsi3aHHble HAaCTPOMUKMN

OTnpaBKa XXypHasrioB Ha YKa3aHHbIW cepBep XypHanupoBaHUA

KomaHga logging server [ oob ] { ip-address | ipv6 ipv6-address } [ via mgmt-

name ] [ udp-port port ] [ vrf vrf-name ]
unu logging { ip-address | ipv6 ipv6-address } [ udp-prot port ] [ vrf vrf-

name |
Onucanue oob: ykasbiBaeT, 4TO >KypHanbl OTNPaBRsOTCA Ha cepsep
napameTpoB XXypHanupoBaHusi Yepes nHrepderc MGMT.

ip-address: ykasbiBaeT IP-agpec xocTa, KOTOPbIN NOMy4aeT XypHarnbl.

ipv6 ipv6-address: ykasbiBaeT IPv6-agpec xocTa, KOTOpbIM nonyvaeT
XypHanbl.

via mgmt-name: yka3dbigaem wuHTepdenc MGMT, wucnonb3yembiv
CEPBEPOM XXypPHanMpoBaHWs, Korga napameTp 00b BKIYEH B KOMaHAY.

vrf vrf-name: ykasbiBaeT 06bekT mapLlpytmusaunm n nepecbinikn VPN
(VRF), nogknoyeHHbIN K cepBepy XXypHanmpoBaHuS.
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udp-port port: ykasblBaeT uaeHTMdUKaATOp MnopTta  cepsepa
XypHanupoBaHus (syslog server). UoeHTudurkaTop nopta no ymon4aHuio
-514

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

Wcnonb3oBaHue OTa KOomaHga wucrnonb3yeTca Ans  ykasaHus agpeca  cepsepa
KOHUrypauum XypHanupoBaHus (syslog server), KOTOpbI Nony4aeT XypHarbl

MoxxHo YKa3aTb HECKOJIbKO CepBepOB XypHarnnpoBaHUd, U XypHarbl
6y,EI,yT OQHOBpPEMEHHO  OTNpPaBIIATbLCA Ha BCE 3TU cepBepbl
XypHannpoBaHuA.

NMPUMEYAHMUE: MmoxxHO ykasaTb napameTp Via, TONIbKO €Crin B KOMaHay
BKMoYeH napameTp o0ob. B 9atom cnyyae wucnonb3oBaHue vrf
HEBO3MOXHO.

Onsa yctponcte QTECH MOXHO HacTpouTb OO0 NATUM CepBeEpOB
XXypHanupoBaHusi

HaCTpOﬁKa YPOBHSA XYPHaNoB, oTnpaBJifieéMbIX Ha cepBep XypHanunpoBaHus

KomaHga logging trap [ level ]

Onucanne level: ykasblBaeT ypOBeHb XypHana

napameTpoBs

Pexnm Pexunm rmobanbHon KoHdurypaumm

KOHdourypaumm

Wcnonb3oBaHne | [lo  ymon4aHuIO YpOBEHb KypHarnoB, OTNpaBfseMblX Ha cepsep
KOHUrypauum XypHanupoBaHud, SBnseTca WHMOPMaLUUOHHbIM (YpoBeHb 6). MoxHO

3anyctuTb kKomaHagy show logging config B npuBnnermpoBaHHOM pexnme
ONs  BblBO4A YPOBHSA  XXypHanoB, OTNpaBnseMblX Ha cepBep
XXypHanmpoBaHus

HacTtponka 3Ha4yeHuss oOObBLEKTa XKypHanos,

OoTNpaBnsieMbiX Ha cepBep

XypHanupoBaHus
KomaHga logging facility facility-type
Onuncanne facility-type: ykasbiBaeT 3HayeHne o6beKTa A4S KypHanos
napameTpoBs
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypaumm
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Wcnonb3oBaHue
KOHUrypauum

Ecnn dopmatr xypHana RFC5424 otkniodeH, 3HavyeHne obbekTa
XXypHanoB, OTNpaBsieMblX Ha CepBep XKypHanMpoBaHUd, N0 yMOMYaHUIO
asnsetca local7 (23). Ecnn BkmoveH copmaT xypHana RFC5424,
3HayeHne obbekTa  KypHanoB, OTNpaBnsieMblX Ha  cepBep
XypHanMpoBaHus, no ymondaHuio aensietcs local0 (16)

HaCTpOVIKa MHTep(beﬁca UCTOYHUKA XypHaroB, oTrnpaBlisdseMblX Ha cepBep

XypHanupoBaHus
KomaHga logging source [ interface ] interface-type interface-number
Onucanwne interface-type: ykasbiBaeT Tun nHtepdenca.
el interface-number: yka3biBaeT HomMep WHTepdeiica
Pexnm Pexwum rnobansHon koHdurypaumm
KOHUrypauum
Mcnonb3oBaHue (JononHutenbHo) Mo ymonyaHmio MHTEPGENC WUCTOYHUKA >XYPHAoB,
KOHdUrypaumum OTNPaBsieMbIX HAa CEPBEP XXypHanNMpoBaHus, ABNSiETCA MHTepderncom,

oTnpaBnALLWLNM XypHarlibl.

Mo)xXHO wucnosnb3oBaTb 3Ty KOMaHgy Ana YCTaHOBKM WHTepdenca
NCTOYHMKA BCEX XXYpHAroB Ha MHTepdenc, 4Tobbl agMUHUCTPATOP MOT
noeHTMMLUMpoBaTb YCTPOMCTBO, KOTOPOE OTMpaBnseT XypHanbl Ha
OCHOBE YHMKarnbHOro agpeca

HacTpoilka agpeca WCTOYHMKa >XypHanos,

OoTNpaBnsieMbiX Ha cepBep

XypHanupoBaHus

KomaHga logging source { ip ip-address | ipv6 ipv6-address }

Onuncanne ip ip-address: HacTpauBaeT |Pv4-agpec WCTOYHWMKA KypHarnos,

napameTpoB OTNpaBnNseMbIX Ha cepBep XypHanuposaHus |IPv4.
ipv6 ipv6-address: HacTpamBaeT |Pv6-agpec WMCTOYHMKA KypHaros,
OoTNpaBnNseMbIX Ha cepBep XypHanupoBaHus IPv6

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

Wcnonb3oBaHue Mo ymonyaHuio agpec MCTOYHUKA XXypHaroB, OTNpaBnseMbIX Ha cepBep

KOHpurypaumm XypHanupoBaHus, aenseTcs |IP-agpecom nHTepdenca, oTnpaBnsaoLero

XypHansbl.

MoxHO ncnonb3oBaTh 3Ty KOMaHA4y A58 ycTaHoBKM IP-agpeca nctoyHuka
BCeX XypHanoB Ha IP-agpec uHTepdenca, 4tobbl agMUHUCTPaATOP MOT
naeHtTuguumpoBaTb YCTPOWCTBO, KOTOpPOE OTNPaBnseT >XypHanbl Ha
OCHOBE YHWUKanbHOro agpeca
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8.4.5.6. NMpumep kKoHdpuUurypauumn

OTnpaBKa cUCTEMHbIX XXYypHanoB (Syslog) Ha cepBep XypHanupoBaHus

CueHapui Heobxoanmo HacTpouTb QYHKUMIO OTMNPaBKW CUCTEMHbIX >KypHarnoB
(syslog) Ha cepBep XypHanupoBaHus criegyowmm obpasom:
e 3apante ansa IPv4-agpeca cepBepa XypHanupoBaHusa (syslog
server) 3Ha4eHue 10.1.1.100.
e YCTaHOBMTE YpPOBEHb XKypHanoB, KoTopble MoOryT ObiTb
OTNpaBrieHbl HA CEepBEp KYPHANMPOBaHUS, Ha YPOBEHb OTNAaAKU
(ypoBeHb 7).
e YcTaHoBUTE MHTEpPdEeNnc nctovHmka Ha Loopback O
OTanbl HacTtponTte napameTpbl Ans OTNpaBKkM CUCTEMHBIX XypHanoB (syslog) Ha
KOHUrypauum cepBep XypHanupoBaHusi
QTECH# configure terminal
QTECH(config)# logging server 10.1.1.100
QTECH(config)# logging trap debugging
QTECH(config)# logging source interface Loopback 0
MpoBepka BoinonHnte komaHgy show logging config pgna otobpakeHus
KOHdourypaumm KOHourypaumm

QTECH#show logging config

Syslog logging: enabled

Console logging: level informational, 1307 messages logged

Monitor logging: level informational, 0 messages logged

Buffer logging: level informational, 1307 messages logged

File logging: level informational, 122 messages logged

File name:syslog_test.txt, size 128 Kbytes, have written 5 files

Standard format:false

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: enable

Sysname log messages: enable

Count log messages: enable

Trap logging: level debugging, 122 message lines logged,0 fail
logging to 10.1.1.100

@ §) QTECH

MWP OOCTYNHEE

126




PykoBogcTteo no Hactporike QSW-4700

KoHdurypaumsa cuctemHoro >xypHana (syslog) | www.gtech.ru |

8.4.6. 3anucb cUCTEMHbIX XXypHanoB (syslog) B dhannbl XypHanos

8.4.6.1. PeaynbTaT KOHpUrypauum

3anucbiBaeT CUCTEMHbIE XXypHarnbl B ansbl XypHanoB C yKa3aHHbIM WHTEpBasniom, YToObl
agMuMHucTpaTop Mor B noboe BpemMsi npocmaTpuBaTb >KypHamnbl UCTOPUM Ha JOKanbHOM
YCTPOWUCTBE.

8.4.6.2. NMpumeyvaHusn

CuctemHble >XypHanbl He cpasy 3anucbiBaloTcs B pannbl kypHanoB. OHM cHadana
Oydepusnpytotca B bydepe namdAtv, a 3aTeM 3anucbiBalOTCA B (pannbl XypHanos nnbo
nepuogmyeckun (N0 yMon4aHUIo C MHTEPBANoM B OAMH Yac), Nnbo npu 3anonHeHnn bydepa.

8.4.6.3. dTtanbl KOH(Urypauum

3anucb XypHanosB B hannbl XXypHana

o (ObGsizaTenbHO) Mo yMON4YaHMIO CUCTEMHbIE XXypHamnbl He 3anucbiBalOTCA B dhansibl
XypHarnos.

e Ecnu He ykasaHo MHOe, BbINOMHWUTE 3Ty HACTPOWKY Ha BCEX YCTPOMCTBAX.
HacTtpoika uHTepBana, ¢ KOTOpPbIM XYypHasibl 3anucbiBalOTcA B ¢aunbl
XXypHarnosB

e (JononHutenbHo) Mo yMONYyaHUIO CUCTEMHbIE XXypHarbl 3anvcbiBaloTcA B hansbl
XKypHaroB Kaxabl 4ac.

e Ecnu He ykaszaHO WHOe, BLINOMHUTE 3Ty KOHUrypaumd Ha YCTPOMCTBE, 4TOObI
HacCTpPOUTb WHTEpBasn, C KOTOPbIM >XypHarbl 3anucbiBaloTCA B dawfbl XypHaros.
HacTtpowka BpeMeHn xpaHeHns dhannos XypHana

e (OononHuTtenbHo) Mo yMoOn4YaHWiO OrpaHUYeHUe BPEMEHM XPaHEHUS! XXYpHaNoB He
HaCTpOEeHo.

e Ecnn He ykasaHO MHOE, BbINOSIHATE 3Ty HACTPOMKY Ha YCTPOMCTBE AS11 HACTPOWKK
BpPEMEHU XpaHeHus hannoBs XypHana.

HemepneHHas 3anucb XXypHanoB u3 6ycepa B hannbl XXypHanoB

e (JononHutenbHo) Mo ymMmonyaHMio CMCTEMHbIE XXypHarbl XpaHAaTcsa B Oydepe, a 3atem
nepnoanyeckn 3anuceiBatoTcs B hannbl XKypHanoB unu, korga 6ydep 3anosnHeH.

e [Ecnn He ykasaHO WHOE, BbINOSIHUTE 3Ty HACTPOWMKY AN9 HEMeaNeHHOM 3anmcu
XXypHanoB B 6ydepe B dainbl XypHanoB. ATy KOMaHOY HY>XHO HaCTpPOUTb BCErO OOMVH
pas.

8.4.6.4. NpoBepkKa KoHdUrypauumm

BeinonHuTe komaHay show logging config ona otobparkeHns KOHUrypauuin, OTHOCALLIMXCS K
CEpBEPY >XypPHaNMpOBaHWSI.

127

@ §) QTECH

MWP OOCTYNHEE



PykoBogcTteo no Hactporike QSW-4700

KoHdurypaumsa cuctemHoro >xypHana (syslog) | www.gtech.ru |

8.4.6.5. CBsi3aHHble HAaCTPOMUKU

3anuchb XypHarnoB B hannbl XXypHanos

KomaHpa

logging file { flash:filename | usbO:filename | usb1:filename } [ max-file-
size | [ level ]

OnwucaHue
napamMmeTpoB

flash: ykasbiBaeT, 4TO dpannbl XypHana OyayT coOxpaHeHbl Ha
pacLlmpeHHon new-namsTu.

usbO: ykasbiBaeT, YTO dhannbl XXypHana 0yayT coxpaHeHbl Ha USB

0. OT1O0T MapameTp NOAOEPXKMBAETCA TONbKO B TOM Ccriyvae, ecnu
ycTponcTBO nmeet ogmH nopt USB n USB (hnew-Hakonutens BCTaBneH
B nopT USB.

usbl: ykasbiBaeT, 4TO hannbl XypHana 6yayT coxpaHeHbl Ha USB

1. 3T10T napameTp noagepXmBaeTCs TOMbKO B TOM Criyyae, ecnwu
ycTponcTBOo umeeT pgesa nopta USB u USB dnew-Hakonutenu
BCTaBreHb! B noptbl USB.

filename: ykasbiBaeT nmsa parina xxypHarna, KoTopoe He COAEePXUT NUMEHU
paclmpeHusa danna. ima pacumpenus danna Bcerga siensietcs txt.

max-file-size: ykasblBaeT MakcuMarnbHbI pasmep anna >xypHana.
[wnana3oH 3HaveHnn oT 128 K6 go 6 M6. 3HadyeHmMe no ymonyaHuio —
128 K6.

level: ykasbiBaeT ypoBEHb XXypHAroB, KOTOpble MOryT ObiTb 3anvcaHbl B
dhansn xypHana

Pexum
KOHdourypaumm

Pexunm rnobanbHon koHdurypauum

Mcnonb3oBaHue
KOHdourypaumm

OTa KomaHga wucnonb3yeTcss And co3gaHust danna  XKypHana C
yKa3aHHbIM UMEHEM M YCTPONCTBOM XpaHeHus dhannos. Paamep danna
yBenMYnBaeTCsl BMECTE C KONMMYECTBOM 3anucen XXypHana, HO He MOXeT
npesbillaTb 3aJaHHbI  MakcUMarnbHbI  pasmMep. Ecnm He ykasaH
MaKkcuMMarbHbIWM pa3Mmep anna xxypHana, no yMon4aHuo OH cocTaBngaeT
128 kb.

[Mocne HacTpoKKM 3TOM KOMaHAbl CUCTEMA COXPaHSAET XKypHasibl B hannbl
XXypHanoB. ViMs anna XypHana He COOEPXUT MMEHWU paclunpeHus
danna. ms paclwumpeHuns danna Bcerga siensetcs txt u He MoxeT ObITb
N3MEHEHO.

[Mocrne HacTporkM 3TOM KOMaHAbl >KypHanbl OyayT 3anucbiBaTbCA B
hannbl XXypHanoB Kaxabli Yac. NMpu BeinonHeHUn komaHapsl logging flie
flash:syslog 6yaeTt co3gaHo B o6Len crnoxHocTn 16 dannos XypHana,
a uMeHHo: syslog.txt, syslog_1.txt, syslog 2.txt, ..., syslog 1l4.txt un
syslog_15.txt. >KypHansl 3anucsiBatoTca nocrneaosaTensHo B 16 darinos
XypHanos. Hanpumep, cuctema 3anucbiBaeT gaHHble B syslog 1.txt
nocrie 3anonHeHunsa syslog.txt. Koraa syslog_15.txt 3anonHeH, XypHanbl
3anucbiBatoTcs B syslog.txt cHoBa
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HaCTpOVIKa UHTEepBana, C KOTOpPbIM XypHalibl 3aniCbiBalOTCA B d)aﬁnbl

XXypHanos

KomaHga logging flash interval seconds

Onucaxve seconds: HacTpaMBaeT UHTEpPBA 3anucu XXypHanos B hannbl XXypHana.

napameTpoB [unana3soH 3HaveHun oT 1 go 51840 cekyHn

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

Wcnonb3oBaHue OTa KOMaHga wucnonb3yeTcsa [Ans HacTpPOWMKUM MHTepBana 3anucu

KOHcpurypawmm XypHanoB B ¢hannbl xypHanoB. OBpaTHbIN OTCYET HaYMHAEeTCs nocne
BbINOSIHEHWSI KOMaHAbI

Hactpoika BpemeHu xpaHeHuUsi hannos XypHana

KomaHga logging life-time level level days

Onuncanne level: ykasbigaem ypoBeHb XypHana.

napameTpos days: HacTpauBaeT BpeMs XpaHeHUs aiirioB XypHana. EavHuua
n3mepeHuss — aeHb. Bpems xpaHeHus He meHee ceMu gHen

Pexnm Pexunm rnobanbHon KoHurypawmm

KOHdourypaumm

Mcnonb3oBaHne lMocne HacTponku BpeMeHU XpaHEHUS XXypHara cuctema 3anucbiBaeT

KOHUrypauum XypHanbl 0QHOro YpOBHS, KOTOpPble co34aHbl B OAMH AEHb, B OOUH U TOT
xe davn  kypHana. ®awnn  KypHana HasbiBaeTcd  yyyy-mm-
dd_filename_level.txt, roe yyyy-mm-dd — 3T0 QeHb co3gaHus
XXypHana oT nporpamMmmHbIX Yacos, filename — aTo uma dpanna xxypHana,
HacTpoeHHoe komaHgon logging file flash, a level — ypoBeHb xxypHana.
[Mocne ykasaHWA BpeMEHW XpaHeHUs AN XKypHanoB onpeaeneHHOro
YPOBHA cuUCTeMa yaanuT [AdaHHble XXypHarnbl MO WUCTEYEHUU 3TOro
BpemMeHu. B HacTosiwee BpemMsi NPOAOIKUTENbHOCTb XpPaHEHUs
cocTaBnseT ot 7 oo 365 gHen.
Ecnu Bpems xpaHeHus XXypHana He HaCTPOEHO, XXypHarbl XPaHATCHA B
COOTBETCTBMM C pa3MepoM panna, 4tobbl obecneymTb COBMECTUMOCTb
CO CTapblMK KOMaHAaMWN KOHUrypaumm

HemepgneHHas 3anucb XypHanoB u3 6ycgepa B hannbl XypHanos

KomaHga logging flash flush

Pexum Pexum rnobanbHo KoHgUrypaumm

KOHpurypaumm
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Wcnonb3oBaHue
KOHUrypauum

[Mocrne HacTpoOMKWM 3TOWM KOMaHObl CUCTEMHbIE XXypHambl XpaHATCA B
Oydepe, a 3aTemM nepuoanyeckn 3anucbiBaloTCA B ansbl KypHanos
unu, korga Oydep 3anonHeH. 3Ty KOMaHZy MOXHO 3anycTuTb Ans
HeMeIeHHOW 3anncu XXyYpHanoB B doalsibl XXypHanos.

NPUMEYAHUE: komanga logging flash flush aktueupyetca cpasy
nocrie BbINOMHEHUs. TO €eCTb, MOCMe BbINOMHEHNA 3TOW KOMaHAbI
XypHansl B 6ycepe HemeaneHHO 3anuckiBatoTCs B dhawinbl XKypHanos

8.4.6.6. NMpumep KoHcurypaumumn

3anucb CUCTEMHbIX XypHarnoB (syslog) B dpannbl XXypHanos

CueHapui Heobxoanmo HacTpouTb (PYHKUMIO 3anMCKh CUCTEMHBIX XXypHanoB (syslog)
B (pansnibl )XypHana cregytowmnm obpasom:
e YcTaHoBUTE UMSA (parna xypHarna Ha syslog.
e YCTaHOBWTE YPOBEHb XXypHasioB, OTMPaBAseMbIX B KOHCOfMb, Ha
YpOBEHb OTnaaku (YpoBeHb 7).
e YCTaHOBWTE WHTEpBArN, C KOTOPbIM JXypHanbl YCTpOWCTBa
3anucbiBaloTcs B dhansibl, paBHbiM 10 muHyTam (600 c)
OTanbl HacTtponTte napameTpbl 3anncu CUCTEMHBIX XypHanoB (syslog) B dawnsnbl
KOHoUrypauum XypHanos
QTECH# configure terminal
QTECH(config)# logging file flash:syslog debugging
QTECH(config)# logging flash interval 600
MpoBepka Boinonunte komangy show logging config pgns  oTobGpaxkeHus
KOHdourypaumm KOHGoMrypaumm

QTECH(config)#show logging config

Syslog logging: enabled
Console logging: level informational, 1307 messages logged
Monitor logging: level informational, 0 messages logged
Buffer logging: level informational, 1307 messages logged
File logging: level debugging, 122 messages logged
File name:syslog.txt, size 128 Kbytes, have written 1 files
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable

Sysname log messages: enable
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Count log messages: enable
Trap logging: level debugging, 122 message lines logged,0 fail
logging to 10.1.1.100

8.4.7. HacTpouka ¢punbTpaumm cMcTeMHbIX XXypHanoB (syslog)

8.4.7.1. PeaynbTaT KOHhUrypauum

e  OTUNbTPOBbLIBAET YyKasaHHbIA  TUM  CUCTEMHbIX KypHanoB (syslog), ecnu
agMVHUCTPATOP He XO4YeT OTOGPaXaTb 3TV CUCTEMHBIE XKYpHarbI.

° Mo yMon4aHuio KypHarnbl, CoO3aHHble BCEMU MOOYINAMMU, OTO6pa)Ka|'OTCFI Ha KOHCOJIN
nnn apyrux tTepmMmuHanax. MoxxHOo HaCTpOUTb MnpaBuna CbI/IJ'IpraLl,I/II/I XypHanoB And
0T06pa)KeHI/IFI TONbKO HEOBXOOUMBIX XypHanos.

8.4.7.2. NpumeyaHun

e [locTynHbl ABa pexuma dunbtpauumn: contains-only (tonbko cogepxut) u filter-only
(Tonbko oTdunbTpoBaHHbIE). OQHOBPEMEHHO MOXHO HACTPOUTb TOMBbKO OOUH PEXUM
dunsTpaumu.

° Ecnu oouH n 10T Xe mMoaynb, ypoBeHb UMM MHEMOHUKa HAaCTpOeHbl KakK B npaBuiax
OOMHOYHOIo COOTBETCTBUA, TaK MU B NpaBuiiax TOYHOIO COOTBETCTBUA, NpaBUIo
OOMHOYHOIo COOTBETCTBMA UMEeEeT NpenmMyLleCTBeHHY0 Cuiy Haa npaBuiioMm TOYHOIO
COOTBETCTBUA.

8.4.7.3. dtanbl KOH(Urypaumm

Hactpoika Ha3Ha4yeHus hunbTpaLmm XXypHana

e (dononHutenbHo) o ymonyaHuio nonydvatens dunbTpaumMm - BCe, TO €CTb BCe
XypHanbl OTUNbTPOBbLIBAKOTCA.

e Ecnu He ykasaHO MHOe, BbIMOSIHUTE 3TY KOHUrypaunio Ha yCTpONCTBE 4S5l HACTPOMKMK
Ha3HayYeHWss unbTpauun XypHasnos.

Hactpouka pexunma punbTpaumm XXypHanoB

e (JononHutenbHo) Mo ymonyaHuio pexum dunbTpauumn xypHana — filter-only (tonbko
OTUILTPOBAHHbBIE).

e Ecnu He yKkasaHo MHOeE, BbIMOSIHUTE 3TY KOHUrypaunio Ha yCTPONCTBE AS1st HACTPOMKMK
pexuma unbTpaunm XypHarnos.

Hactpowka npaBuna cpunbTpaumm XXypHanos
o (OGsazaTenbHo) No ymonyaHuio NpaBuio ounbTpaumMm He HaCTPOEHO.

e Ecnu He ykaszaHO MHOeE, BbIMOSIHUTE 3TY KOHMUIypauuo Ha YCTPONCTBE A9 HAaCTPOMKN
npasuna punbTpaLun XypHanos.

8.4.7.4. NMpoBepkKa KoHdUrypauumm

BbinonHuTe komaHay show running gns otobpaxeHns KoHUrypaumm.
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8.4.7.5. CBAA3aHHble HAaCTPOMUKU

Hactpowka Ha3Ha4yeHuUs hbunbTpaLmm XypHana

KomaHpa logging filter direction { all | buffer | file | server | terminal }

Onucanwne all: oT1NbTPOBbLIBAET BCE XYypHAsbI.

napameTpos buffer: oTdunbTpoBLIBaET XKypHanbl, oTnpaBnsemble B Oydep
XXYpHanupoBaHus, TO eCTb XypHarnbl, oTobpaxaemble koMaHaon show
logging.
file: oTUNLTPOBBLIBAET XXypHarbl, 3anMcaHHbIe B (hansbl XXypHasnos.
server: OTUNbTPOBLIBAET XypHanbl, OTNPaBfEHHblE Ha cepBep
XYpHanupoBaHus.
terminal: oTUNILTPOBLIBAET XypHaribl, OTNPaBiEHHbIE HA KOHCOMb U
TepmuHan VTY (Bkmoyaa Telnet n SSH)

Pexnm Pexwum rnobansHon koHdurypaumm

KOHUrypauum

Mcnonb3oBaHue MonyyaTtene dunbTpauum no ymonyanuto: all, To ecTb BCe XypHanbl

KOHUrypauum OTUNBTPOBLIBAIOTCA.

Boinonunte komangy default logging filter direction, 4TOObI
BOCCT@HOBUTb nosfyyaTenen punbTpauum no ymonyaHuo

Hactpouka pexunma punbTpaumm XXypHanoB

KomaHga logging filter type { contains-only | filter-only }

Onuncanne contains-only: ykasbiBaeT, 4TO BbIBOOATCA TOSMbKO >KypHanbl,

napameTpos coAepxalyue KrnoyeBble CrioBa, ykasaHHble B NpaBunax gunbTpauun.
filter-only: ykasbiBaeT, UTO XXypHanbl, cogepXxalme KiodeBble CroBa,
yKasaHHble B npasunax unbTpaumm, oTuUnbTPOBbLIBAKOTCH, U He ByayT
BbIBOAUTHLCS

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

Mcnonb3oBaHne HoctynHbel gBa pexunma dunbTpaumm: contains-only u filter-only. Mo

KOHdourypaumm YMOM4YaH1Io ncnonb3yetcs pexmm dounetpaumm filter-only
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Hactpowka npaBuna unbTpauum XXypHasnos

KomaHpa

logging filter rule { exact-match module module-name

mnemonic mnemonic-name level level | single-match { level level |
mnemonic mnemonic-name | module module-name } }

OnwucaHue
napamMmeTpoB

exact-match: ecnu BbibpaHo exact-match, HeobxoamMmo BbiOpaTb Bce
Tpy onumn ounbTpaLmn.

single-match: ecnu BbibpaHo single-match, MoXHO yka3aTb TONbKO OAMH
13 Tpex BapuaHToB punbTpaumnn.

module module-name: ykasbiBaeT umsa Moayns. >KypHarnbl 3T0ro Mmoayns
OyayT OT(MNbTPOBaHbI.

mnemonic mnemonic-name: 0603Ha4YaeT MHEMOHUKY. YKypHarbl ¢ 3Town
MHEMOHUKOM ByayT OT(PUIbTPOBaHSI.

level level: ykasbiBaeT ypoBeHb XypHana. >KypHarnbl 3Toro yposHs 6yayT
OTPUNBTPOBaHLI

Pexnm
KOHUrypauum

Pexwum rnobansHon koHdurypaumm

Mcnonb3oBaHue
KOHdourypaumm

MpaBuna unbTpaumm XypHanoB BkMtovaT exact-match (ToyHoe
cooTBeTCcTBME) U single-match (cooTBeTCTBYET OAMH M3 BapUaHTOB).

KomaHnga no logging filter rule exact-match [ module module-name
mnemonic mnemonic-name level level ] ucnone3yetca ons yganeHus
npasvn unbTpaumm TOYHOrO CooTBETCTBUSA. Bbl MOXeTe yaansTb Bce
npasuna hunbTpaunmm TOYHOro COOTBETCTBMSA CPa3y Un No OAHOMY.

Komanga no logging filter rule single-match [ level level | mnemonic
mnemonic-name | module module-name ] ucnonb3dyeTtcsa ona yganeHus
npaBun C OOHWM COOTBETCTBMEM. Bbl MOXeTe ygoansATb BCe npaBuna
dunbTpauMmn ¢ 0 gHMM COOTBETCTBMEM CPa3y MMM MO OQHOMY

8.4.7.6. NMpumep KoHcpUrypaumm

Hactpoika hmnbTpaumm cucteMHbIX XypHanoB (syslog)

CueHapun

Heobxoanmo HacTpontb OYHKUMIO DUNbTPaLUUN CUCTEMHBIX XXYPHaroB
(syslog) cnegytowmm obpasom:

3apanTe nonyvartens dounbTpaumm XXypHaroB Kak terminal n server.
3apanTe pexum hunbTpaumm XypHana Ha filter-only.

YctaHoBuTE npaBuno dunbTpaummn XypHana Ha (single-match) ogHo
COOTBETCTBME, YTOObI OTMNLTPOBATL KypHambl, COAEPXallmMe KMs
moayna "SYS"

JTansl
KOHUrypauum

HacTtponTe pyHKLUMIO hnnbTpauumn CUCTEMHbIX XypHanoB (Syslog)
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QTECH# configure terminal

QTECH(config)# logging filter direction server
QTECH(config)# logging filter direction terminal
QTECH(config)# logging filter type filter-only
QTECH(config)# logging filter rule single-match module SYS

MpoBepka e Buinonnute komaHay show running-config | include loggging
KOHcpurypawmm Ons otobpaxeHust KOHUrypaumm.

e Bongute n BbinguTe 13 pexxmma rnobanbHOn KoHdUrypauum un
ybenuTecs, 47O cuctema oTobpaxaeT XypHanbl
COOTBETCTBYIOLLMM 0Opa3om

QTECH#configure

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#exit

QTECH#

QTECH#show running-config | include logging

logging filter direction server

logging filter direction terminal

logging filter rule single-match module SYS

8.4.8. HacTpoiika nepeHanpaBrieHU CUCTEMHOIO XypHana

8.4.8.1. PeaynbTaT KOHUrypauumm

B VSU xypHanbl Ha OOMOMHUTENBHOM UM PEe3epPBHOM YCTPONCTBE OTOOpaxarTcs B
TepMuHarne KOHCONN U NepeHanpaBnAtoTCA Ha aKTUBHOE YCTPOMCTBO ANS OTOBpaxeHns
Ha KoHconu unu TepMmunHane VTY, a Takke XxpaHeHun B Bydepe namaTn, paclumMpeHHON
drew-namaT UK Ha cepBepe CUCTEMHONO XXypHanNUMpoBaHuS.

Ha otgenbHom VSU nocne BKIOYEHUS QyHKUMW MepeHanpaBeHust, KypHarnbl Ha
OOMNOMHUTENBbHOM UNKU pe3epBHOM YCTponcTBe ByayT nepeHanpaBneHbl Ha akTUBHOE
YCTPOWCTBO, a B Kaxdbli XypHan 6yget pobaeneH cnar ponm (*ID yctpowncTea),
YKasblBalOLWNA Ha TO, YTO XypHan nepeHanpasneH. [Mpeanonoxum, 4TO 4eTbipe
ycTponcTBa o06pasyloT O0OHO YCTPOWCTBO BupTyanbHom kommyTtaumm  (VSU).
NoeHTndukatop aktmBHoro yctpomctea — 1, naeHTUukaTop AONOSHUTESNLHOIO
YCTPOWCTBA — 2, a AEHTUMUKATOPbI ABYX Pe3epBHLIX yCTponcTe — 3 1 4. dnar ponu
He goGaBnseTcsa B XXypHanbl, CO34aHHble aKTUBHbIM yCTpoucTBOoM. dnar ponu (*2)
aobaBnsieTca B XypHanbl, NepeHanpasBneHHble C OOMOMHUTENbHOrO yCTPOMCTBA Ha
akTmBHoe yctpounctBo. ®narn ponen (*3) n (*4) pobaBnsAwTCA COOTBETCTBEHHO K
XypHanam, nepeHanpaBfneHHbIM C [OBYX pe3epBHbIX YCTPOMCTB Ha aKTMBHOE
YCTPOWCTBO.

Ha yctponctee VSU c mogynamum pacluMpeHus nocre BKMOYeHUs  yHKUMK
nepeHanpaseHns, XXypHarbl Ha AONOMHUTENbHOM U pe3epBHOM YCTpPoWCTBe ByayT
nepeHanpasreHbl Ha akTMBHBLIN MOAYNb YNpaBneHus, a B KaxAbli XypHan 6yaet
pobasneH cnar ponu (*ID ycTporcTea/vmMa MOAynsa ynpasreHus ), ykasbiBatloLwuii Ha To,
YTO XypHan nepeHanpasneH. Ecnu yeTblpe moayns ynpasneHus obpasyoT OAHO
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YCTPOMUCTBO BUpTyanbHou kommyTauumn (VSU), dnarm ponu nepedncrneHbl HUXe:
(*1/M1), (*1/M2), (*2/M1) n (*2/M2).

8.4.8.2. NMpumevaHusn

o OyHKUMA NepeHanpaBneHns CUCTEMHbIX XypHanoB (syslog) aencteyeT Tonbko Ha VSU.

o MOXHO orpaHN4MTbL CKOPOCTb NepeHanpaBrneHns XXypHanoB Ha akTUBHOE YCTPOMCTBO,
4yToObl NPEaOTBPaTUTL CO34aHNe BONbLUOrO KONMYECTBA XXYPHANOB Ha Pe3epBHOM Mnn
pe3epBHOM YCTPONCTBE.

8.4.8.3. dtanbl KOH(uUrypauumn

BknroyeHune nepeHanpaBneHuUs XypHana
e (OononHuteneHo) o ymonyaHuio nepeHanpasneHne xypHana sknio4eHo Ha VSU.

e Ecnu He ykasaHO MHOE, BbINOSTHUTE 3Ty HACTPOMKY Ha akTMBHOM ycTpounctee VSU unu
aKTUBHOM MOAyre ynpasreHus.

YcTtaHOBKa orpaHM4yeHUn Ha KONIM4eCTBO COOOLLIEeHMI XXypHana

e (JononHutensHo) Mo ymonyaHuioo M3 pe3epBHOro YCTPOMCTBA B aKTUBHOE YCTPOWCTBO
VSU B cekyHay nepeHanpasnseTcs makcnumym 200 KypHarnos.

e Ecnu He ykasaHO MHOe, BbINOMHUTE 3TY HACTPOWKY Ha akTMBHOM ycTponcTtee VSU nnu
aKTMBHOM MoAyne ynpasrieHus.

8.4.8.4. NpoBepkKa KoHdUrypauumm

BbinonHuTte komaHgy show running ans otobpakeHus KoHdurypauuu.

8.4.8.5. CBA3aHHbIe HACTPOUKM

BknioyeHue nepeHanpaBneHus XypHana

KomaHga logging rd on
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

Mcnonb3oBaHne | [lo ymonyaHuioo nepeHanpasrieHne XypHarna BktodeHo Ha VSU
KOHdourypaumm

YcTtaHOBKa OrpaHM4YeHun Ha KOJIM4eCTBO COOOLLIEeHNI XypHana

KomaHga logging rd rate-limit number [ except level ]
Onuncanne rate-limit number: ykasbiBaeT MakcMmanbHOE KONMMYECTBO >XYpPHaros,
napameTpoB nepeHanpasneHHbIX B cekyHay. AnanasoH 3HayeHun oT 1 go 10000.

except level: orpaHnyeHue cCKOpoCTM HE MPUMEHSIETCS K XXypHanam c
YPOBHEM, 3KBMBAIEHTHBIM UMW HWXE, YKa3aHHOTO YPOBHS BaxXHOCTU. [1o
YMOJSYaHUIO YpPOBEHb BaXHOCTM — owwnbka (ypoBeHb 3), TO eCTb
OrpaHMYeHne CKOPOCTU He MPUMEHSETCS K XXypHarnam ypoBHS 3 UMK HuKe

Pexum Pexwum rmobanbHon koHUrypaumm
KOHdUrypauum
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Mcnonb3oBaHue | 1o ymon4yaHuio U3 pe3epBHOro YCTpoMCTBa B akTMBHOe ycTponcTeo VSU B
KOHUrypauum cekyHAay nepeHanpasnsetcsa makcumym 200 xypHanos

8.4.8.6. NMpumep KoHdpuUurypaumumn
Hactpoika nepeHanpaBfieHUM CUCTEMHOrO XypHana

CueHapun Heobxoanmo HacTpouTb (QYHKUMIO NepeHanpaBneHus CUCTEMHbIX
XypHanoB(syslog) Ha VSU cnegytowum ob6pasom:

1. BkntounTte hyHKLMIO NepeHanpaBrieHns XXypHanos.

2. YcTaHoBUTE MakCMMarbHOE KOMMYECTBO XXYpPHANoOB C YPOBHEM Bbille
KpuTudeckoro (ypoBeHb 2), KOTOPbIN MOXeT ObITb nepeHanpasfieH B
cekyHay Ha 100

OT1ansl HacTtponTe (pyHKLMIO NepeHanpaBrieHns CUCTEMHbIX XypHanos (Syslog)
KOHUrypauum

QTECH# configure terminal
QTECH(config)# logging rd on
QTECH(config)# logging rd rate-limit 100 except critical

MpoBepka e Bowinonnute komangy show running-config | include loggging
KOHdourypaumm Onst oTobpaxkeHust KOHUrypaumm.

e CosganTe XypHan Ha pe3epBHOM YCTPOMUCTBE U ybeauTechb, YTO
XypHan nepeHanpaBnseTca Ha aKTMBHOE YCTPOMCTBO W
oTobpaxkaeTcsi Ha ero aKpaHe

QTECH#show running-config | include logging logging rd rate-limit 100
except critical

8.4.9. HacTponka MOHMTOpPUHIa CUCTEMHOIO XXypHana

8.4.9.1. PesynbTaT KOHUrypaumm

e 3anuwwute nonbiTkM Bxoda/Bbixoda. [locne BKNOYEHUS perMcTpaumMm MonbITOK
BXOAa/BbIxo4a COOTBETCTBYHLUME XXypHamnbl OTOOpa)akTcsa Ha YCTPOMCTBE, Koraa
nosib3oBaTenn nosny4aroT JOCTYN K ycTponcTBy Yepes Telnet unm SSH. 310 nomoraet
agMUHUCTPATOPY OTCEXUBaTh NOAKIHOYEHNS YCTPOWCTB.

e  3anuwuTe nameHeHus KOHUrypauumn yctponcTs. [Nocne BKOYEHWs BeOEHWS XXypHana
onepauuii COOTBETCTBYHOLLME XKypHaribl 0TOBpaxarTCs Ha YCTPOMUCTBE NPU U3MEHEHUM
KOHUrypauum ycTpoucTBa nonb3oBaTtensamu. 3OTO NomMoraetT agMuUHUCTpaTopy
OTCNnexumBaTb NU3MEHEHNA KOHUrypaumi ycTponucTBs.

8.4.9.2. NpumeyaHumn

Ecnu Ha ycTponcTBe HacTpoeHbl 1 komaHaa logging userinfo, n komanga logging userinfo
command-log, To nNpu BbINONHEHUM KoMaHabl show running-config oTobpaxaeTca TONbKO
pesynbTaT KOHUrypauum komaHabel logging userinfo command-log.
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8.4.9.3. dtanbl KOH(uUrypauum
BknroyeHune perncrtpaumm nonbITOK BXoaa/Bbixoaa

o (JononHutenbHo) Mo ymonyaHuo pernctpawms nonbITOK BXoAa/BbiXxoAa OTKMAOYEHA.

° Ecnu He YKa3aHO WMHOe, BbINOJTHUTE 3Ty HaCTDOIZKy Ha Kakgou INUHUK yCTpOVICTBa,
YTOObI BKMIOYNTb permcTpauuio nonbIToOK BXoAa/Bbixoaa.

Bknro4yeHne BeaeHUs XXypHana onepauumn
o (JononHutenebHo) Mo ymonyaHuio BeeHWe XXypHana onepaunin OTKMYEHO.

° Ecnu He YKa3aHO WMHOe, BbIMNOJIHUTE 3Ty HaCTDOIZKy Ha KaXgou INUHUK yCTpOVICTBa,
YTOObI BKMIOYNTb perncrtpauunto onepau,mﬁl.

8.4.9.4. NpoBepka KoHhUrypauum

BbinonHuTe komaHay show running ans otobpaxeHus KoHUrypaumm.

8.4.9.5. CBsi3aHHble HaCTPOMUKMN

Bknro4yeHune perncTpaumm nonbITOK BXxoAaa/Bbixoaa

KomaHga logging userinfo
Pexunm Pexum rnobansHon koHdurypaumm
KOHUrypauum

Mcnonb3oBaHne | 1o ymMonyaHuo yCTPOMCTBO HE CO34aeT COOTBETCTBYIOLLME XKypHarbl Npu
KOHUrypauum BXOAe W BbIXOo4e U3 ero onepaumoHHON CUCTEMBbI

BknioyeHue BeAeHUsA XypHana onepayum

KomaHga logging userinfo command-log
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

Mcnonb3oBaHne Cuctema co3gaeTt CBA3aHHbIE XypHarnbl npun BbIMOJIHEHUN

KOHdourypaumm nonb3oBaTeENAMMN KOMaHL KOHUrypauuun. o ymonyaHuo yCTPOUCTBO He
co3gaeT  KypHanbl MpU  M3MEHEHUW  KOH(uUrypaumm yCTPOWCTB
nonb3oBaTensiMu

8.4.9.6. Npumep KoHcpUrypaumm

Hactpoiika MOHUTOPUHIa CUCTEMHOrO XXypHana

CueHapun Heobxoanmo HacTpouTb (PYHKUMIO MOHUTOPMHra CUCTEMHOIO XypHana
cnegyowmm obpasom:

BkntounTe perncrpaumio nonbITOK BXo4a/BbixoAa.
Bkntounte xypHannpoBaHue onepauun

OTanbl HactponTe pyHKLMIO MOHUTOPMHIa CUCTEMHbIX XXypHaroB (Syslog)
KOHpurypaLmm
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QTECH# configure terminal
QTECH(config)# logging userinfo
QTECH(config)# logging userinfo command-log

MpoBepka e Buinonnute komangy show running-config | include loggging
KOHUrypauum Ansa otobpaxkeHus KoHurypaumm.

e BbinonHuMTe komaHOy B pexume rrnobanbHon KoHUrypaumum u
y6eanTech, YTO cucTema co3gaeT XypHan

QTECH#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface gigabitEthernet 0/0

*Jun 16 15:03:43: %CLI-5- _CMD: Configured from console by admin
command: interface GigabitEthernet 0/0

QTECH#show running-config | include logging

logging userinfo command-log

8.4.10. CuHXpOHM3aLms Nonb3oBaTesIbCKOro BBoAa C BLIBOAOM XypHana

8.4.10.1. PesynbTaT KOHUrypaumm

Mo ymon4yaHuio, nonb30oBaTeNbCKMM BBOA CUMHXPOHM3MPOBAH C BbIBOAOM XypHana. [locrne
BKITOYEHNS 3TOM (DYHKUMM BBOL, COAEPXMMOro BO BpeMs BblBOAA XXypHana npoaormkaeTcs
nocrie 3aBepLUeHUs BblBOAA XypHana, 4To obecneyvMBaeT HeENpPepbIBHOCTb M LENOCTHOCTb
BXOAHbIX AAHHbIX.

8.4.10.2. NMpumeyaHun

[daHHaa KomaHOa BbINOMHAETCA B pexume KOHUrypauum TepMUHanbHOro AocTyna.
Heobxoanmo HacTpouTb 3Ty KOMaHAy ANs KaXAoW NMHUKM No TpeboBaHuio.

8.4.10.3. dTtanbl KOH¢Urypauum

CuHXpOHM3aLMA NONb30BaTeNIbCKOro BBoAa € BbIBOAOM XypHana
e (JononHutenbHo) Mo ymonyaHuio PyHKUUS CUHXPOHM3aUMM OTKIOYEHa.

e Ecnu He ykazaHo MHOe, BbINOMHUTE 3Ty HACTPOWMKY Ha KaXXaow NMUHUM coeanHEHUs Ans
CMHXPOHM3aLMM NONb30BaTENBCKOrO BBOAA C BbIBOAOM XXypHara.

8.4.10.4. NpoBepkKa KoHdUrypaumm

BbinonHuTe komaHay show running gns otobpaxeHns KoHUrypaumm.
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8.4.10.5. CBsizaHHble HAaCTPOMUKMU

CI/IHXpOHVI3aL|VIF| noJib3oBaTeJiIbCKOro BBoAga C BbiIBOAOM XypHana

KomaHga logging synchronous

Pexum Pexum koHdurypaumm coegnHeHns

KOHUrypauum

Wcnonb3oBaHne | 3Ta koMaHga WCNonb3yeTcs ANs CUHXPOHW3auMK Mofb30BaTerbCKOro

KOHcpurypaumm BBOA4A C BbIXOAHBIMW [aHHbIMK >XypHana, 4Tobbl npegoTBpaTUTh
npepbiBaHWe BBOAA AaHHbIX Nofb3oBaTenem

8.4.10.6. Mpumep KoHcpuUurypauumn

CMHXpOHI/I3aL|VIF| noJyib30BaTeJNIbCKOro BBoAa C BbiIBOOAOM XypHana

CueHapun HeobxogMmo  CMHXpPOHM3MpOBaTb  MOMb30OBaTeNlbCKME  OaHHble  C
BbIXOAHbLIMU JA@HHbIMW XXypHana cnegyrowmm obpasom:
1. Bkntounte dyHKUMIO CUHXPOHM3aUnn
OT1ansl HactponTe pyHKLUMIO CUHXPOHU3aLMK
KOHdourypaumm
QTECH# configure terminal
QTECH(config)# line console 0
QTECH(config-line)# logging synchronous
MpoBepka Beinonuute komangy show running-config | begin line ana otobpaxkeHus
KOHdourypaumm KOHGoUrypaumm

QTECH#show running-config | begin line
line con 0

logging synchronous

login local

Kak nokasaHo B crnegyloLlmMx BbIXOOHbIX OaHHbIX, KOrda nonb3oBaTenb
BBOAMUT "vlan" coctosiHne wuHtepdenca 0/1 nameHsieTcsi, 1 BbIBOAUTCS
COOTBETCTBYIOLLNI XXypHan. [locne 3aBepLUeHUs BbIBOAA XXypHana Moaynb
XypHana aBTOMaTMyecknm oTobpaxaeT BBOAMMBbIE MOfb30BaTeENEM
AaHHble "vlan", yTobbl Nonb3oBaTeNbL MOr NPOAOIKNTL BBOA,.

QTECH(config)#vlan

*Aug 20 10:05:19: %LINK-5-CHANGED: Interface GigabitEthernet 0/1,
changed state to up

*Aug 20 10:05:19: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet 0/1, changed state to up

QTECH(config)#vlan
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8.5. KoHTponb cocTosiHus

OumcTKa

NMPUMEYAHMUE: BuinonHeHMe KOMaHL, clear MOXeT NpUBECTU K NOTepe BaXKHOW MHopMauum

n, cnegoBaTtesibHO, NpepbiBaHUIO pa6OTbI CJ'Iy)K6.

OnucaHue KomaHaa

Ounwaet xypHan B 6ydepe | clear logging
namstu

OToGpaxeHue

OnucaHue

KomaHpa

OTobpaxxaeT CTaTUCTUKY XKypHana v xypHanbl B
Oydepe namsiTu Ha OCHOBE METKM BPEMEHU OT
nepBon o nocnegHemn

show logging

OtobpaxaeT KOH(Urypaumm u CTaTUCTUKY
CUCTEMHbIX XypHanos (syslog)

show logging config

OTtobparkaeT CTaTUCTUKY XypHamna Kaxgoro
Moayrns B cucteme

show logging count

QR
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9. HACTPOUKA KOHTPOIA COCTOAHUA

9.1. O630p

KOHTpOJ‘Ib COCTOAHNA — 3TO WHTEeNIeKTyaribHoe annapatHoe ynpaBneHune AOna CeTeBblX
yctponctB QTECH, Bknwoyaa perynvpoBKy CKOPOCTU BEHTMNATOPA W MOHUTOPUHI

TemMmnepartypbl. KOHTpOJ'Ib COCTOAHUA BbINOJITHAET crnieayouine 3agadn:

° ABTOMaTU4eckas perynmpoBka 4acCTtoThbl BpalleHUA BEHTUNATOpPa B 3aBUCUMOCTU OT
N3MEHEHNA TEMNEPATYPbI 0pr>|<a|ou_|,e|7| cpeabl

e  MoOHUTOPMHI TemnepaTypbl NnaT B peXume pearnbHOro BpEMEHM ANS OMnoBeLLEeHUs
nonb3oBaTenen

Mo ymonuyaHunio yHKUMsE KOHTPONb COCTOSIHUS aKTUBUPYETCS NOCIeE BKIHOYEHUS YCTPOMCTBA.
[lnsa aToro He TpebyeTcs py4yHas HacTpolika.

9.2. PyHKUUMN
9.2.1. ®yHKUUMN

BEHTUNATOPOB

PyHKLUMA OnucaHue

MHTennekTyanbHasa CkopocCTb BpalleHNst BEHTUNATOPOB perynupyeTcs asToMaTuyecku no
perynvmpoBka Mepe M3MEeHeHus TemnepaTtypbl B COOTBETCTBMM C NOTPEOHOCTSAMU
CKOpocCTHn CUCTEMbI B paccenBaHun Tenna

NHTennekTyanbHbIn

MOHUTOPWUHI
TemMmnepartypbl

Temnepartypy. Ecnn
nopor, cuctema

Cuctema aBTOMaTMYECKM KOHTpoOnupyeT
TemnepaTtypa nNpeBbilAaeT  onpeaeneHHbIi
aBTOMaTU4YeCKN reHepupyeT curHan TpeBoru

KoHTponb nutaHus

Cuctema aBTOMaTU4eCkn KOHTPONMpyeT nuTaHue. Ecnn molHocTb
HegocTaToOyHa WM He MoxeT OblTb onpedeneHa, cuctema
aBTOMAaTUYECKN CreHepupyeT CUrHan TpeBorun

9.2.2. UHTenneKkTyanbHasa peryrimpoBKka CKOPOCTU BEHTUNATOPOB

Mo Mepe MOBLILEHUS UMM MOHWXKEHUS TemnepaTypbl OKpyXKatolleh cpeabl BEHTUNSTOPbI
aBTOMaTU4YeCkN NOAHMMAIOT UMM YMEHbLUAKT CKOPOCTb BpaLLeHUsi, YTobbl pacceaTb Tenmo u
obecneynTb HU3KNIA YPOBEHDb LUYMA.

MpuHUMN paboThbl

lNMpoBepka KoHcUrypaumm
e 3anyctute komaHgy show fan ana otobpaxeHnsa paboyero COCTOSIHUSA BCex

BEHTUINATOPOB.

e Bbinonnute komaHgy show fan speed ans otobpaxxeHnsa CKOPOCTU BpaLLEHUS.

9.2.3. UHTennekTyanbHbIM MOHUTOPUHI TemnepaTypbl

Cuvctema aBToMaTM4eCKkM KOHTPONMpYyeT TeMmnepaTtypy. MNpy n3mMeHeHn TeMnepaTypbl cucTema
aBTOMaTU4YeCKN yBEAOMISET MNofb3oBaTeren.
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9.2.3.1. MpuHUMN paboTbl

Cuctema 3amepsieT TemnepaTypy OAUH pa3 B MuHyTy. Ecnu TemnepaTtypa npeBbilaeT
onpeferneHHbIN NOpor, CMCTEMa BbLIMOMHAET COOTBETCTBYHOLlEEe AeicTBMe. TemnepaTtypa M
[AeNCTBME pasHble Ha PasnnUYHbIX YCTPOUCTBAX.

9.2.3.2. NpoBepka KoHhUrypauum

BbinonHute KOMaHAOy show temperature an4a 0To6pa>|<eH|/|;| TemMnepaTtypbl CACTEMBbI.

9.2.4. KoHTponb nutaHusA

Cucrtema aBToMaTUYECKM KOHTpONMpyeT nnTaHne. Ecnu MowHOCTL NMMTaHUA HegocTaTouHa Unm
He MOXeT ObITb onpeageneHa, cuctemMa aBToMmaTu4eCKmn CreHepupyeT CUrHan TpeBoru.

9.2.4.1. NMpnHUMN paboTbl

Cuctema 3amepsieT MOLWHOCTb OAWH pa3 B MuHyTy. Ecnm cuctema o6GHapyxuBaeT
HEAOCTATOYHY0O MOLLUHOCTb, WHAMKATOP TPEBOrM CTAHOBUTCS KEMTbIM, W MNOsiBNsieTcs
cooblUeHne cuctemMHoro ypHana. [locne ycTpaHeHusi cobbiTUs TpeBOorM cuctema
BOCCTaHaBnumBaeTcs. Ecnu cuctema He MoOXeT uaeHTUdMUMpoBaTb MNOAAHHOE MUTaHue,
WHOMKATOP TPEBOMM CTAHOBUTCA XenTbiM. [locne OTKNIYEeHWss nuTaHus  cucTema
BOCCTaHaBMMBaeTCS.

9.2.4.2. lNpoBepkKa KoHdUrypaumm

BbinonHnte komaHgy show power ansi otobpaxeHns UHopMaLMmn O NUTaHUM.
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10. HACTPOUKA PKG_MGMT
10.1. O630p

YnpaBneHue naketamu (pkg_mgmt) — 370 MoAaynb NPOBEPKM KOHUrypaumm n obHOBNEHUN
annapaTtHoro obecneveHusi. JTOT MoAyNb OTBEYaeT 3a YCTaHOBKY, OOHOBMeHue/oTKaT
CUCTEMbI, 3anpocbl U 0BGCNy>XMBaHME PasfMYHbIX KOMMOHEHTOB YCTPOMCTBA, CPean KOTOPbIX
oGHOBMNeHVEe ABNsieTCA OCHOBHOW (byHKumen. bnarogaps o6HOBNEHWO nonb3oBaTenn MoryT
YCTaHOBUTb HOBYKD BEPCUIO MPOrpammHoOro obecneveHus, 6onee ctabunbHYO UM MOLLHYHO.
Bnarogapst moayneHon cTpyktype cuctema QTOS nogaepxmBaeT NofiHoe 0GHOBMNEHME.

NMPUMEYAHUE: naHHbLIN SOKYMEHT OTHOCUTCS TONbKO K Bepcun 11.0 n 6onee nosgHux.

10.2. MNpumeHeHne

NMpumeHeHune CueHapuu
O6HoBnenne/OTKaT O6HoBneHne BcTpoeHHoro 1O noacuctembl, Hanpumep,
NOACUCTEMbI 3arpy304HOro CekTopa, sapa v KOpHEBbIX NMPaB Ha YyCTPOWCTBE

O6HoBnenne nogcucrtembl B | OB6HOBREHWe nakeTa ¢ ogHOW PYHKUMEN HA YCTPONCTBE
0lHO AencTsme

YcTaHoBKa natya YctaHoBMTE natd M oBHOBWUTE oOnpederneHHyl 4acTb
KOMMOHEHTa qoyHKLNK

ABTOCUHXPOHMN3ALMS ana | Hactponte nonnTuky aBTOMaTUYECKOW  CUMHXPOHM3aLuu,
obHoBREHMA OnanasoH 1 nNyTb

10.2.1. ObHoBneHue/OTKaT NoaACUCTEMbI

10.2.1.1. CueHapun

Mocne 3aBepLueHns 06HoBNEeHNUst BCTpoeHHOoro O nogcmctembl BCe CUCTEMHOE MPOrpaMmmMHoOe
obecnevyeHne ycTponctea obHoBNSIETCS, a 0bLee NnporpammMmHoe obecneveHme ynydlaeTcs.
Kak npaBuno, MwukponporpaMMmHoe obecneyeHne MOACMCTEMbI OTAENbHOrO YCTPOWCTBA
Ha3bIBaeTCS OCHOBHbIM MAKETOM.

OcHoBHble hyHKLMK 3TOTO pexunma 0OHOBIEHMS criefyroLme: Bce NporpaMmmHoe obecnevyeHne
Ha yCTponcTBE OOHOBMSETCS NOCNE 3aBepLleHUs anrperga; Takum obpasom, MCMpaBnsaoTCs
BCE W3BECTHble OWMbOKM nporpammHoro obecneveHusi. [nsi 3aBeplleHnss OOBHOBMNEHUS
TpebyeTcsi MHOro BpEMEHM.

10.2.1.2. OnucaHue

OCHOBHOW NakeT MOXHO COXpaHUTb B KOpHEBOM KaTanore TFTP-cepBepa, 3arpy3vTb NakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuUTb KOMaHOy OOHOBNEHUSA AN NnokanbHOro OOGHOBMEHMS NakeTa.
OcHOoBHOM MakeT Takke MOXHO COXpaHuTb Ha dnew-Hakonutene USB wnn SD-kapre,
noaknounTb prew-Hakonutens USB K yCTPOMCTBY M BbINOMHUTL KOMaHay OBGHOBReHus Ans
o6GHOBMNEHMA NakeTa.

MNepen BbINONHEHNEM OBHOBNEHNS HEOBXOONMMO COXPaHWUTbL NakeT Ha dnew-Hakonutene USB,
TaKk Kak pa3mep OCHOBHOIO Mnaketa CrWLIKOM BeNUK, YTOObl ero MOXHO ObINo COXpaHWUTb B
namMmsiTu yCTpomncTea.
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10.2.2. ObHOBNEeHue noacucTeMbl B O4HO AencTBue

10.2.2.1. CueHapuun

O6HoBMTE MUKpONPOrpaMmmy aBToMmaTnyeckmn 6e3 npepbiBaHnsA paboTbl cnyxb B cucteme VSU
C ABymMs moaynsmu ynpasneHusa. B pexume VSU mnn B aBTOHOMHOM pexunme nocre aTown
KOHMrypauum ogHo 13 yCTponcTs ByaeT nepesanyLeHo, YTo NpuBeaeT K NpepbiBaHnio paboThbl
cnyx6.

10.2.2.2. OnucaHue

OcHOBHOWM NakeT MOXXHO COXpaHUTb B KOpHEBOM kaTanore TFTP-cepsepa, 3arpy3nTb NakeT Ha
YCTPOWCTBO, a 3aTeM 3anyCTuUTb KOMaHay OOHOBNEHUNA ANS NOKanbHOro OBHOBNEHNA nakeTa.
OcHOBHOM NakeT Takke MOXHO CcOXpaHuTb Ha dnew-Hakonutene USB wunu SD-kapte,
NOOKMHOUYNTL K YCTPOWCTBY pnew-Hakonutens USB unu SD-kapTy, a 3aTem BbINONHUTb
KomaHay obHoBneHua ons obHOBMNEHMs nakeTa.

10.2.3. YcTaHOBKa natya

10.2.3.1. CueHapuu

UTo6bl ycTpaHuTb OWKNGKM nporpaMmHoro obecneveHns 6e3 nepesarpysku ycTpoMCTBa, MOXHO
yCTaHOBUTb natyuu. lMaTtum NpMMeHUMbl TOMbKO ANSA UCMPaBreHUs OnpeaeneHHOW Bepcum
nporpaMmmMHoro obecneyennd. Kak npaBuno, natyn MPUMEHSIIOTCA ANd  UCnpaBnieHus
nporpaMmmHoro obecneyeHnss onpegeneHHon Bepcumn ToNbKo B TOM Criyyae, ecnv yCTPOMUCTBO
He MoxeT ObITb 3anyLeHo B cpefe nonb3oBaTtens.

Camasa BaxHas yHKUMS OOHOBMEHMA MOCPeaCTBOM NaTya 3aknyaeTcsas B TOM, YTO Bce
ownbkn moryt 6bITb ucnpaBneHbl 6e3 nepesarpyskM YCTPOWCTBA MOCMe 3aBepLUEHMS
OoBHOBMNEHMS.

10.2.3.2. OnucaHue

Bbl MOXeTe coxpaHUTb JaHHbIM NakeT B KOPHEBOM KaTasnore TFTP-cepsepa, 3arpy3untb naket
Ha YCTPOMCTBO W BbINOAHUTL OOHOBMNeHMe. [laty Tawke MOXHO COXpaHUTb Ha
dnew-Hakonutene USB nnn SD-kapTe, NogkniounTb K YCTPONCTBY hneLw-Hakonutens USB vunn
SD-kapTy, a 3aTeM 3aBepLnTb 0GHOBMEHME.

10.3. PyHKUUHN

10.3.1. ba3oBble KOHLUenuun

NMoacucrtema
Moacmctema HaxoauMTCs Ha ycTponcTee B Buae obpasos. MNogcuctema QTOS BknoYaeT:
e boot: lNMocne BKNOYEHUS YCTPOMCTBO CHavana 3arpy)kaeT M 3arnyckaeT 3arpy304Hyio

nogcucteMy. OTa noacucrtemMa oTBeYaeT 3a MHMUManmn3aumio YCTPOMCTBA, 3arpy3ky u
3anyck obpa3oB CMCTEMBI.

e kernel: agpo sBNSieTCSA OCHOBHOW YaCTbiO ONEPALMOHHON CUCTEMBI. OTa nogcuctema
3awmwaeT coctaB o0bopydoBaHMS CUCTEMbI WM MNPEeOCTaBnseT  MPUIOXKEHUAM
abcTpakTHyto pabouyio cpeqy.

e rootfs: rootfs — 310 Habop NpUNoXeHNn B CUCTEME.
OcHoBHOM nakeT

OcCHOBHOWM nakeT 4acTo Ucnonb3yeTcs Ans OBHOBNEHWsi/oTKata NOACUCTEMbI OTAENbHOro
ycTponictBa. OCHOBHOWM NakeT — 3TO KOMOWHMPOBAHHbLIM NakeT NOACUCTEM 3arpysku, sapa u
rootfs. OCHOBHOW NMakeT MOXET UCMOoNb30BaTbCA ANis obLero obHoBneHMsi/oTkaTa CUCTEMBI.
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10.3.2. O630p

DPyHKUUA OnucaHue

O6HoBnenne/OTKaT n O6HoBnseT/OTKaTbIBAET NOACUCTEMY

ynpasnexHune
KOMNOHEHTAMWU

noAaCUCTeEMbI

10.3.3. O6HoBnNeHue/OTKaT U ynpaBrneHue KOMMNOHEHTaMU NOACUCTEMbI

O6HoBneHne/oTkaT NOACUCTEMBbI HanpasBneHo Ha OBHOBNEeHWe nporpamMHOro obecnevyeHus
nyTemM 3ameHbl KOMMOHEHTOB MOACUCTEMbI YCTPOMCTBA KOMMOHEHTaMu MOACUCTEMbl B
MuKpornporpamme. KOMMOHEHT NOACUCTEMbI BLINOMIHEH C Yy4eTOM pe3epBupoBaHus. B
OOMbLIMHCTBE Crly4yaeB MNOACUCTEMbl YCTPOMCTBA HE 3aMEHSIIOTCS HEenocpeACcTBEHHO Ha
nogcuctembl B nakeTe BO Bpems oOOHoBneHus/oTkata. BmecTo 3TOro Ha YCTPOWCTBO
Ao6aBnsaTCA NOACUCTEMBI, @ 3aTEM OHU aKTUBMPYIOTCS BO BpeMs obHOBreHus/oTkaTa.

10.3.3.1. NMpuHUKUN paboTbl

OoHoBneHue/OTKaT

Ha ycTponctBe cCyLecTBYylOT pasnuyHble MOACUCTEMbI B pasnuyHbix dopmax. [loatomy
obHoBneHne/oTKaT 3aBUCUT OT pasfIMYHbIX NOACUCTEM.

e boot: kak npaeBuno, aTa noagcuctema CyLlecTByeT Ha ycTpowncTtee norflash B Buge
obpaszoB. [loaTomy o6GHOBMEHME/OTKAT 3TOM MNOACUMCTEMbI 3aKno4aeTcsi B 3anucu
obpasa Ha ycTponcTteo norflash.

e Kkernel: ata nogcuctema cywecTByeT B onpefeneHHOM pasgerne B Buae ansnos.
lMoaToMy oGHOBNEHNE/OTKAT 3TON NOACMCTEMbI 3aKMovaeTcd B 3anncu annos.

e rootfs: kak npaBuno, aTa NogcucTema cyllectsyeT Ha ycTponctee nandflash B Buae
obpaszoB. [losTomy o6GHOBMEHME/OTKAT 3TOW MNOACMCTEMbI 3aK/O4YaeTcs B 3anncu
obpasa Ha ycTponcTteo nandflash.

YnpaBneHue

BbinonHuTe 3anpoc KOMMOHEHTOB MNOACUCTEMbI, AOCTYMHbLIX B [AaHHbIA MOMEHT, a 3aTeM
3arpy3vTe KOMMNOHEHTbl MOACUCTEMbI NPY HEOBXOAMMOCTH.

Kaxablh KOMMOHEHT MOACUCTEMbl BbIMOSIHEH C Yy4YeToM pesepBupoBaHus. Bo Bpems
obHoBneHusa/oTKaTa:

e boot: 3arpysoyHas noacucTtema Bcerga COOEPXKMT YMNpaBnsioLLy0 3arpy3oyHyto
NMOACUCTEMY W PE3epBHYI0 3arpy3odHyl0 noacuctemy. B npouecce o6HOBReHUs
3agencTBoBaHa TOMbKO YMpaBnsoLWas 3arpys3odHas nogcucTema, a pesepBHas
3arpysoydHas nogcucTema CnyxuT 4ns pe3epBHOro KonmpoBaHus.

e Kkernel: nogcnctema sgpa cogepxuT XoTs Obl O4HY pe3epBHyo konuto. [py Hanu4mm
AOCTaTOYHOro NPOCTPAHCTBA AonyckaeTcs 6onbluee KONMYECTBO PE3EPBHbBIX KOMUNA.
e rootfs: nogcucrtema rootfs Bcerga cooepxuT pe3epBHY KOMKUIO.

KoMMOHEHT 3arpy3kn He BXoauT B cpepy ynpasneHnsa nogcnucreMamm ns-3a ero cneumdukun. Bo
BpeMsa OBGHOBMEHMS f4pa UinM KOMMOHEeHTa nogcuctemMbl rootfs mogynb obGHoBReHus/oTkaTa
BCerga 3anucbiBaeT WCMNOMb3yeMbl KOMMOHEHT MNOACUCTEMbl, W3ObITOYHBIA KOMMOHEHT
nogcuctemMbl U MHGOPMaLMIO YNPaBieHUs O PasfnYHbIX BEPCUAX.
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10.3.3.2. CooTBeTCTBYIOLWAsA KOHUrypaums

O6bHoBnReHue

CoxpaHuTe hainn 06HOBEHMS Ha NOKanbHOM YCTPOWCTBE U BbINOMHUTE KOMaHay upgrade ans
obHOBMEHNS.

10.3.4. O6HoBnNeHue/OTKaT U ynpaBrnieHue nakeTaMmu ropsaumx ucnpasreHUmn

10.3.4.1. NMpuvHUKUN paboTbl

O6HoBMNEHNE KOMMOHEHTa 3aMeHsieT dyHKUMoHanbHble dannbl Ha ycTponcTee dannamm
KOMMOHEHTa B NakeTe.

O6HoBMNEHNE NakeTammn ropsunx UCNpaBneHnin aHanorm4yHo obHOBNEHNIO OYHKLMW. PasHuua
3aKn4yaeTcd B TOM, YTO BO Bpemsi OOHOBMEHMSI NAKETOM ropsiyero UcrnpaBrieHnst 3aMeHsTCA
TONbKo pannbl, noanexaiwume obOHoOBMNeHu. Kpome TOro, nocrnie 3amMeHbl HoOBble dansbl
BCTYNatoT B CUNY aBTOMaTUYECKN.

[Nocne nakeTHoro o6HOBNEHUS OTAENMbHbBIM KOMIOHEHT HE MOXET ObITb OOHOBNEH.

YnpaBneHue

AHanorn4yHo ynpaBieHnto KOMMOHEHTaMu, ynpaBrieHune natdaMum TakKkKe BKIH4YaeT B cebs
onepaunn 3anpoca, yCTaHOBKU U yOaneHusd, KoTopble ABNAKTCA pe3ysibTaToOM nobaBneHus,
3anpoca 1 yganeHuna gaHHbIX COOTBETCTBEHHO.

YnpaeneHne nat4amm M KOMMOHEHTaMW OCYLLECTBSETCS Ha OCHOBE OOHOW W TOW Xe
TexHosormn. PasHuua 3aknoyaeTcss B TOM, YTO MaTYM BKAOYAKOT TPU Pa3fiMyHbIX COCTOSHUS:
He YCTaHOBMEHbI, YCTAHOBIEHbI N aKTUBMPOBAaHbI. DTN COCTOSHNSA ONMUCaHbl HUXE:

MaTty B COCTOSIHUM YCTAHOBMEHO YyKa3blBaeT TOMbKO Ha TO, YTO 3TOT MaTy CylecTByeT Ha
YCTPOWCTBE, HO OHO elle He BCTynuno B cuny. [onycTMM TOMbKO Naty B aKTMBMPOBAHHOM
COCTOSIHUM.

10.3.4.2. CooTBeTCTBYIOLWAsA KOHdUrypaumsa

OOHoBINeHue

CoxpaHuTte dann obHoBneHMst B NnokanbHOW ansioBON CUCTEME W BbINOMHUTE KOMaHAy
upgrade anst obHoBNEHMS.

AKTBauma natya

e [Ina BpeMeHHON aKTMBauMM UCNPaBfEHUS MOXHO 3anyCcTuTb KoMaHay patch active.
McnpaBneHne CTaHOBUTCA HeOEeWUCTBUTENbHLIM MOCMe nepesanycka YCTPOKMCTBA.
UTto6bl Mcnonb3oBaTb 3TO WUCNpaBneHue Mnocrne nepesarpyskn YCTPOWCTBaA, €ero
Heo6X0OUMO aKTMBMPOBaTb NOBTOPHO.

¢ MoxHo Takke 3anycTnuTb koMaHay patch running, 4ToObl aKkTMBMPOBATL UCMIPABIIEHME
Ha NOCTOSAHHOWM OcHOBe. [locrie aToro UcnpaBreHne OCTaeTca AeNCTBUTENbHLIM daXe
nocre nepesarnycka yCTpoOnCTBa.

e  HeakTMBMPOBaHHOE UCNPABIEHNE HUKOTAA HE CTaHEeT AENCTBYOLNM.
JeaktnBauus natya

UToObl AeakTMBMpPOBaTL UCNpaBneHne, BbINONHUTE KOMaHnay patch deactive.
YnaneHue natyam

[nsa yoaneHus ropsyero ncnpasneHns MOXHO BbIMOMHUTL KOMaHAay patch delete.
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10.4. Kondourypauusa

KoHdumrypauus

OnucaHue U KOMaHAaa

O6HoBneHne/OTKaT

BcTpoeHHoro N0

OcCHOBHOM  (DYHKUMEN KOH(pUrypauum SBNAETCA YCTaHOBKa U
o6HoBneHne/oTkaT BCTpoeHHoro MO noacuctembl, NnakeTa yHKUMIA K
nakeTa ropsiyero ucnpasneHuns. 3Ta KoMaHga OencTBUTeNbHa Kak Ha
YCTPOWCTBE OTAENBLHOIO TUNAa, Tak U Ha YCTPOMCTBE TMMa Laccu

upgrade url [ force ] url — 3TO nokanbeHbIA NyTb, rae
XpaHuTCca MuKponporpamma. dta
KOMaHga wucrnonb3yetcs  AnA
OGHOBMNEHNsT  MWUKPOMpPOrpamMMbl

yCTpONCTBa
upgrade download tftp:/ path [ | path — aTo nyTb K
force] MUKpOMporpaMme Ha cepBepe.

OTa KomaHga ucnonb3yeTtcsa Ans
3arpy3kM  MUKpOnporpaMmmbl  C
cepBepa U aBTOMaTU4ECKOro
oOHoBMEeHWs nakeTa

upgrade download path — 37O nyTb K
MUKpOMNpoOrpaMme Ha cepBepe.
via mgmt number: Ecnn pexum
nepegadn oob tftp n unmeetca
Heckorbko noptoB MGMT, MOXHO
BblIOpaTb ONpeaeneHHbIn noprT.

oob_tftp://path [ force ]

OTa KomaHga ucnonb3yeTcsa Ans
3arpy3kM  MUKpOMNporpaMmmbl  C
cepBepa U aBTOMaTU4YECKOro
obHOBNEHNA nakeTa

patch active BpemeHHo aKkTusupyeTt
ncnpaeneHue
patch running AKTUBMpPYET WUCMpaBreHME Ha

MOCTOSAHHON OCHOBE,

HeaktnBaumus

n

yaanedue

ropga4yero

(QononHutensHo) JeakTvBMpyeT Unu yaansieT ropsiuee ucnpasneHue

ncnpasneHna

patch delete YpansieT ropsyee ucnpaerneHme

10.4.1. O6HoBneHne/OTKaT BCTpOoeHHoro MO

10.4.1.1. Pe3ynbTaT KOHdUrypauum

JocTynHble MUKpONpPOrpaMmbl BKMAOYAKOT OCHOBHOW NakeT.
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e [locne 3aBeplieHnsi OGHOBMEHNA OCHOBHbIM MAKETOM BCE CUCTEMHOE MporpammHoe
obecrneyeHne Ha nNUHENHOW kapTe OOHOBMsEeTcA, a nporpaMmmHoe obecnedeHve B
Lenom ynydwaeTtcs.

NMPUMEMYAHMUE: kak npaBuno, Ans o6HOBMNEHMS yCTPOMCTBA OTAESNbHOro Tvna BbiMycKaeTcs
OCHOBHOW Naker.

10.4.1.2. dTtanbl KOHUrypaumm

OGHOBNEHMe OCHOBHOrO NakeTa Afifa 0aHOro yCTpOﬁCTBa

e [lononHuTenbHaa koHdurypaumsa. 3Ta KoHpurypauus Heobxoamma, ecnu TpebyeTtcs
0BHOBUTbL BCE CUCTEMHOE MporpaMMHoe obecreyeHme ycTponcTBa.

e 3arpyaute MUKpPOMNpOrpamMMy Ha JloKanbHOEe YCTPOWCTBO M BbINOSIHUTE KOMaHAy
upgrade.

NMPUMEYAHME: kak npaBuno, onsa o6HOBMNEHWs YCTPONCTBA OTAESbHOrO TuMna BbiMycKaeTcs
OCHOBHOW Naker.

10.4.1.3. NMpoBepka KoHcpUrypaumm

e [locne OGHOBMEHUA KOMMOHEHTa MOACUCTEMbI MOXHO 3anyCTUTb koMaHgy show
upgrade history, 4Tobbl NPoBEPUTDL, YCNELLHO SN BLINOSTHEHO OOHOBIEHME.

e [locne o6HOBNEHUA NAKETOM ropsYnX UCMPaBRAEHUIA MOXHO 3anyCTUTb KOMaHay show
patch, 4To6bl NPOBEPUTL, YCMELLHO NN BbINOAHEHO OBGHOBMEHME.

10.4.1.4. KomaHAabl

O6HoBNEHNe
KomaHga upgrade url [ force ]
Onuncanne force ykasbiBaeT Ha NpUHyauTenbHoe obHOBMEHNe
napameTpos
Pexnm MpuBUNernpoBaHHbIN PeXnm
KOHdourypaumm
KomaHga upgrade download tftp:/path [ force ]

upgrade download oob_tftp:/path [ force ]

Onuncanne url - ykasblBaeT NyTb K MuKponporpamMme B (annioBon cucrteme
napameTpoB ycTpouncTea. force ykasblBaeT Ha NpuMHyAUTENbHOE OBHOBMNEHME
Pexnm MpuBUNErMpOBaHHbLIN PEXNM
KOHpurypaumm
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OToGpaxxeHne MUKPONPOrpamMMbl, COXPaHeHHOW Ha YCTpoOUCTBe

KomaHga show upgrade file url

Onucanwne url: ykasblBaeT nyTb K MMKpornporpamme B ¢annoBon cucteme
napameTpoB yCTponcTBa

Pexum MpuBMNErMPOBaHHbLIN PEXUM

KOHcpurypaumm

OToGpaxeHne uctopun o6HOBINEHUN

KomaHga show upgrade history
Pexum MpBMNErNMPOBaHHbLIN PEXUM
KOHUrypauum

OTobpaxeHue yxe yCTaHOBIIEHHbIX KOMIMNOHEHTOB

KomaHga show component [ component _name ]

Onuncanne [ component _name ]: M KOMNOHEHTA

napameTpos Ecrnu 3HayeHWe 3Toro napamMeTpa He ykasaHo, KOMaHAa UCToSb3yeTcs
Ana  oTobpaxeHuss BCEX KOMMOHEHTOB, Y& YCTaHOBMIEHHbIX Ha
YCTPOWCTBE, U OCHOBHOM MHGOpMaLmn 06 3TUX KOMMOHEHTaX.
Ecnv 3HayeHve aToro napameTpa ykasaHo, KOMaHaa ncnonb3yeTcs ons
oToOpaxeHns nogpobHoM  MHGopMauunm O  COOTBETCTBYHOLLEM
KOMMOHEHTE, MPOBEPKU LIENIOCTHOCTU KOMMOHEHTa W MNPOBEPKU €ro
NCNpaBHOCTU

Pexnm MpuBUNErnpoBaHHLIN PeXnm

KOHdourypaumm
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10.4.1.5. NMpumep KoHdUrypaumm

Mpumep o06GHOBMEHUA MUKpoOMporpaMmbl MNOACUCTEMbI Ha YCTPOWUCTBE

oTAeNnbHOro Tuna

CeTeBad cpeaa

Mepen oGHOBNEHMEM HEOGXOAMMO CKOMMPOBATb MUKPOMPOrpaMMy Ha
ycTponictBo. Moaynb OGHOBNEHUs nNpedocTaBnsieT  crepylolme
peLleHuns.

3anycTuTe HeKoTopble KOMaHAbl (hannoBON CUCTEMBI, TAKNE Kak
copy tftp n copy xmodem, 4ToObl cCKONMPOBaTb MUKPOMPOrpaMmmy
Ha cepBepe B annoByld CUCTEMY YCTPOWCTBA, a 3aTeMm
3anyctute  komaHgy upgrade url, 4tOBbl  OBHOBUTH
MUKpONporpaMmmy B fioKarbHOW hannoBon CUCTEME.

3anyctuTte KomaHay upgrade download tftp://path
HenocpeacTBeHHO ans obHoBNEHMA dannom
MUKponporpamMmebl, XxpaHslmmcs Ha tftp-cepsepe.

Ckonupynte mukponporpammy Ha USB dnel-Hakonutens,
BcTaBbTe USB (pnew-Hakonutenb B yCTPOMCTBO M 3anyctute
komangy upgrade url, 4ToBbbl OB6HOBUTL MUKpOMporpamMmmy Ha
USB dnew-Hakonutene nnn SD-kapTe

OTansl
KOHdourypaumm

BbinonHute komaHgy upgrade.
lMocne o6HOBREHMS NOgCUCTEMBI NEpe3anyCcTuTe YCTPONCTBO

QTECH# upgrade download
tftp://192.168.201.98/ main_1.0.0.0f328e91.bin
Accessing

tftp://192.168.201.98/ main_1.0.0.0f328e91.bin...

Transmission finished, file length 21525888 bytes.
Upgrade processing is 10%

Upgrade processing is 60% Upgrade processing is 90%

Upgrade info [0K]

Kernel version[2.6.32.91f9d21->2.6.32.9f8b56f]
Rootfs version[1.0.0.2ad02537->1.0.0.1bcc12e8]

Upgrade processing is 100%

Reload system to take effect!
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Reload system?(Y/N)y

Restarting system

MpoBepka
KOHUrypauum

e [lpoBepbTe BeEpCUIO CUCTEMbI Ha Tekyllem ycTpouctse. [pu
M3MEHEHUN VMH(OPMaLMN O Bepcun OGHOBIEHWE BbINOHEHO
yCneLHo

QTECH#show version detail

System description

System start time :1913-10-19 02:25:28
System uptime : 0:00:00:50
System hardware version : 1.00

System software version : 0S11.0(1C2)
Release(20131022)

System boot version :1.0.0.e7a1451
System core version :2.6.32.9f8b56f
System main version :1.0.0.1bcc12e8
System boot build : unknown

System core build : 2013/10/22 04:54:03
System main build : 2013/10/22 5:33:38

Mpumep ycTaHOBKM NakeTta OOHOBJIEHMIW HA YCTPOUCTBE OTAENLHOro Tuna

CeTteBas cpena

Mepen oGHOBNEeHMeM HeobBXoauMO cCKOMMpOBaTb MUKPOMPOrpaMMy Ha
ycTporictBo. Mogayne OGHOBNEHWst npefocTaBnsieT  crnepyrolime
peLleHuns.

e 3anyctute komaHabl hannoBoN CUCTEMBI, Takne Kak copy tftp n
copy xmodem, u4TOoObl CKOMMpPOBaTb MUKPOMpPOrpamMmMy Ha
cepsepe B hanroByo CMCTEMY YCTPOMCTBA, a 3aTeM 3anycTute
komaHgy upgrade url, 4yToGbl OOHOBUTL MMKPOMpPOrpamMmy B
nokarneHOM (hannoBon cucteme.

e 3anyctute KomaHay upgrade download tftp://path
HenocpeacTBEHHO AN 06HOBNEHMSA daiyfioM MUKPOMNPOrpaMmbl,
xpaHsilmmces Ha tftp-cepsepe.

e Ckonupynte Mukponporpammy Ha dnew-Hakonutens USB,
nogknouuTe driewl-Hakonuternb USB K yCTPONCTBY 1 3anyctute
komangy upgrade url, 4yToBGbl OBHOBUTL MWMKpPOMNPOrpaMmy Ha
dnew-Hakonutene USB

OT1anbl
KOHpurypaumm

e BbinonHute komaHagy upgrade.
e  AKTMBMpYWNTE ropayee ucnpasneHne
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QTECH#upgrade download
tftp://192.168.201.98/0511.0(1C2)_20131008_patch.

bin

Accessing tftp://192.168.201.98/0511.0(1C2)_20131008_patch.

bin...
T e

Transmission finished, file length 9868 bytes.
Upgrade processing is 10%
Upgrade processing is 60%

Upgrade info [0K]
patch_bridge version[1.0.0.1952]
Upgrade processing is 90%

Upgrade info [0K]
patch_install version[1.0.0.192e353]
QTECH#patch running

The patch on the system now is in running status

lMpoBepka [MpoBepbTe HanMUuue ropsaYnX UCMIPaBNEHUW, YCTAHOBMEHHbLIX Ha
KOHdourypaumm TEKYLLEM YCTPOUCTBE

:patch package patch_install installed in the system, version:pal
Package : patch_bridge
Status : running
Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277 Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None

10.4.1.6. TNUYHbIE OLLNOKU

Ecnu Bo Bpemsi o6HOBReHus npomsowna owmnbka, mogynb o6HOBRNEHNs oTobpasnT coobLieHne
00 owmbke. Hmxe npuBeneH npumep:

Upgrade info [ERR]

Reason: create config file err(217)
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[ HI/I)Ke anBeneHo onmncaHmne HeCKOINbKMUX TUNOB paCI'IpOCTpaHeHHbIX COO6LLI,eHVIl7I 06
oLwmbkax:

e Invalid firmware (HegonycTumasi MUKponporpamma): FMpuydMHa B TOM, 4TO
MUKponporpammMa MOXeT ObiTb NnoBpexaeHa unn HeBepHa. PekomeHayeTcs cCHoBa
NonyYnTb MUKPOMPOrpaMmmy 1 BbINONHNUTL OGHOBNEHME.

e Firmware not supported by the device (Mukponporpamma He nopaepXuBaeTcs
yctponctBoM): [lpuumHa B TOM, 4YTO Bbl MOXeTe MO owubke uncnonbL3oBaTb
MUKpoOMporpammy  OpyrMx  yCTpoucTB.  PekomeHayetca  cHoBa  Mony4uTb
MUKpONporpamMmmy, NPOBEPUTL NaKeT U BbINOMHUTL onepaLmio 06HOBNEHUS.

o Insufficient device space (HegocTaTouyHO MecTa Ha YCTPOMCTBE): Kak MpaBumno, aTa
owmnbka BO3HMKAET Ha YCTPOMCTBE Tuna waccu. PekomeHagyeTcsa nNpoBeEpUThb,
NocTaBnsieTCs NI yCTPONCTBO € hnelu-HakonuTenem USB unu SD-kapton. OBbIYHO 9TO
YCTPOWCTBO OCHaLLeHOo ¢nell-Hakonutenem USB.

10.4.2. leakTUBaLUUA U yaaneHue ropsiyero ncnpaBneHus

10.4.2.1. Pe3ynbTaT KOHUrypauum

AKTUBMPOBAHHOE ropsiyee UcnpaBreHne eakTUBUPYeTCs UNn yaansieTcs.

10.4.2.2. NMNpumeyaHne

HeaKTVIBI/IpOBaHHOG ropadee ncnpasrnieHne Hernb3da AeaKTUBUPOBaTh.

10.4.2.3. OTtanbl KOHUrypaumm

HeaktnBauma ncnpaBneHusd

HononHutensHasa koHpUrypauus. Ytobbl 4eakTMBMpOBaTh UCMPABIEHNE, BbIMOMTHUTE KOMaHay
patch deactive.

YaaneHuwe ropsiyero ucnpasneHus

HononnutensHasa KoHpurypauusi. Ytobbl yaanuTb yxe yCTaHOBIEHHOE ropsyee ucnpasneHue,
BbINOSHUTE kKOMaHAy patch delete.

10.4.2.4. NMpoBepkKa KOHcpUrypaumm

MoxHo 3anyctnte komaHgy show patch, 4yTobbl NPoOBEPUTbL, aKTUBMPOBAHO NN NCNPaBNEHNe
U yaaneHo nm oHo.

10.4.2.5. KomaHpa

YpaaneHue ropsyero ucnpaBneHus

KomaHga patch delete

Pexnm MpuBUNErMpOBaHHLIN PEXNM

KOHpurypaumm

BcTpoeHHas OTa KomMaHga wucnonb3yetca ANs YyAaneHus MUKpOonporpamMmmbl U3
noackaska yCcTpouncTBa
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10.4.2.6. Npumep KoHdUrypaumm

deaktuBauua n yaarneHue ucnpaBrieHUsA Ha yCTpOﬁCTBe oTAeNNbHOro Tuna

OTansl
KOHUrypauum

. 3aI'IyCTVITe KOMaHAOy AeaktnBauun ncnpasrieHUA.
. 3aI'IyCTVITe KOMaHA4y yaaneHuna ncnpasneHund

QTECH#patch deactive

Deactive the patch package success
QTECH# patch delete

Clear the patch patch_bridge success

Clear the patch success

MpoBepka
KOHUrypauum

OT1obpakeHne coCTOsAHUS MCNpaBneHns

QTECH#show patch

No patch package installed in the system

10.4.2.7. TUNUYHbIE OLLNOKU

Ecnn ncnpaeneHne He akTMBMPOBaHO, BLINOMHUTE KOMaHAgy patch deactive. PekomeHgyeTtcs
NpoBepuTb COCTOsIHME ucnpaeneHus. Komangy patch deactive MoXHO 3anyCTUTb TOMBbKO B TOM
cnyyae, ecnv ucnpasneHne HaxoguTcsa B COCTOSHMM status:running.

10.5. KOHTpOnb COCTOAHUSA
10.5.1. OuuncTtka
OnucaHue KomaHaa

nakeT ucnpassieHnmn

YpanseT ycTtaHoBneHHblh | patch delete [ slot { num | M1 | M2 | all }]

10.5.2. OToGpaxeHune

OnucaHue

KomaHga

YCTaHOBJIEHHbIE

YCTPOWCTBE, U UX MHPOpMaLMIO

OTobpaxaeT BCe KOMMOHEHTbI, yXe | show component [component _name ]

Ha TEKyLLEM

OTtobpaxaeT NCTOp1o OOHOBITEHWN show upgrade history
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11. HACTPOUKA OPENFLOW
11.1. O630p

OpenFlow — 9TO ceTeBOM NPOTOKON Nepefdayn AaHHbIX, KOTOPbIA OTAEeNnseT MNNOCKOCTb
nepechbinikn (forwarding plane) oT NocKoCTM ynpaBreHnst ceTeBbIX YCTPOMUCTB (control plane),
4yTOObl OHM MOrnM ObiTb 3a4eNCTBOBaHbI TOMbKO ANsl NEPECLINKM. YNpaBneHne BCen CeTblo
3aTeM CKOHLUEHTPMPOBAHO Ha OOHOM KOHTpOsriepe, KOTOPbIA reHepupyeT u oTnpaBnsaet
npaBuna nepecbinkyn B Tabnuuy NOTOKOB Ha ceTeBble YCTPOMCTBA C MOMOLLBIO NPOTOKOMa
OpenFlow, Tem cambiM LEHTPann3oBaHHO KOHTPOMNMPYSA MMOCKOCTb YNPaBrieHUA U CHUXas
3aTpaTbl Ha obcrnyxuBaHue.

11.1.1. Cneundcdumkaumm npoToKosna

Cneuundukaumnsa kommytatopa OpenFlow Bepcun 1.0.0

11.2. BapnaHTbl NpUMeHeHuUsA

BapuaHTbl npumeHeHua CueHapun

LleHTpanu3oBaHHoOe BbinonHeHne LEeHTpanM3oBaHHOIo yrnpaBneHus
ynpasneHue ayTeHTudukaumen

11.2.1. LleHTpanM3oBaHHOe ynpaBrneHne

11.2.1.1. Mpumep NnpMeHEHUA

Mpotokon OpenFlow MoXeT uWCnonb3oBaTbCA ANS  LEHTPann3oBaHHOIMO  ynpasreHus
ayTeHTMdMKaumen Ha ycTpomcTeax gocTyna.

Kak nokasaHo Ha MN300paxkeHun Hmxe, YCTaHOBUTE KOHTPOSINEpP Hag yCTponmcTBaMu OCTyna
Ons ynpaBneHns dyHKumMen ayTeHTndmkaumm ycTpoucTs gOocTyna, YTobbl ayTeHTudunkaumus (8
NAOCKOTK yNpaBfeHus) nepemMecTunach OT YCTPOMUCTB JOCTYyrNa K KOHTPOnepy.

e KoHTponnep 3sanpawmBaeT YCTPOWCTBO [OCTyrna [Anfs OTNpaBKM MakeTa NpOBEPKU
NoafIMHHOCTN caMomy cebe ¢ nomoLLbio npoTokona OpenFlow.

e KoHTponnep 3aBepLluaeT NpoLecc NPOBEPKN MOAMMHHOCTM U OTNPaBnsieT pesynbTaTbl
NPOBEPKM NOASTMHHOCTM Ha YCTPOMCTBO AOCTYNa ¢ noMoLbio npoTokona OpenFlow ans
KOHTPOIS JOCTyna KOHEYHbIX NoNb30oBaTenemn.

155

@ §) QTECH

MWP OOCTYNHEE



PykoBogcTteo no Hactporike QSW-4700

HacTtpoiika OpenFlow

Controllers

&

{115

&7y

3
PucyHok 11-1.

11.2.1.2. OnucaHue hbyHKLUN

¢ 3anyctute knmeHT OpenFlow Ha ycTporcTBax gocTyna, 4Tobbl CoOeaAnHNTL YCTPONCTBA
[OCTyna C KOHTPOMNIepomMm.

e 3anyctute cepsep OpenFlow Ha KoHTponnepe, 4ToObl BbINOAHUTE OOHapyXeHune
YCTPOWCTB 1 ynpaBfneHne NMu.

11.3. CBeaeHust o hyHKLUN

11.3.1. Ba3oBble KOHLUenuun

Tabnuua noTokoB

Tabnuua noTokos NpeacTaBnseT cobor 6a30ByI0 CTPYKTYPY AaHHbIX Ansi CETEBOro YCTPONCTBA,
KOHTponupyloLiee nonutukn nepecbinkn. CeTeBoe YCTPOWCTBO onpedensieT, Ha OCHOBe
Tabnvubl NOTOKOB, COOTBETCTBYIOLLEEe AeNCTBME, KOTOpoe ByaeT BbINOMHATLCA ANS CETEBOrO
Tpadmka, NoCTynaroLero B CaMo CETEBOE YCTPOUCTBO.

CornacHo npotokony OpenFlow, Tabnuua NOTOKOB COCTOMT M3 TPexX 4YacTen: 3arorioBka,
cyeTynKka 1 OencTBuUS.

e Header (3aronoBok): 3arofiloBOK onpenensieT MHAEKC Tabnuubl NOTOKOB U COCTOUT U3
pPasnMYHbIX MOMEN MaKeTOB, COOTBETCTBYHOLUMX ONpenerieHHbIM MOToKaM. OTU Mons
BKMo4aoT, nommmo npoyvero, MAC-agpec nctouHuka, MAC-agpec HasHadeHus, TUM
Ethernet-npoTtokona, IP-agpec ncrouHuka, IP-agpec HasHadenusi, Tun IP-npoTtokona,
NOpPT UCTOYHMKA 1 MOPT HAa3HAYEHMSI.

e Counter (c4yeTumk): Ucronb3yeTcs ANns NoacyeTa AaHHbIX BblAeneHHoro Tpaduka.

e Action (gencteue): gencteue npencrasnaet cobow Tpurrep ANs NEpecblkv npu
coBnageHun Tpaduka, KOTOpPOe BK/OYAET, HO He OrpaHu4MBaeTCsd OTMEHOWN,
TpaHCNALMEN N NEPECHINKON.
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CooOueHue

Mpotokon OpenFlow noggepxuBaet Tpu KaTeropum coobuweHun: controller-to-switch,
asynchronous n symmetric. Kaxgaa kateropms COOOLLEHWIA BKMOYAET HECKONbKO TMMNOB
noacoo6LeHnin. Huxke onucaHbl TpU KaTeropmm coooLLeHNI:

e controller-to-switch: uHUUMMpPYETCA KOHTPOMMNEpPOM ANsa ynpaBfeHUst N NosyvyeHus
COCTOSIHUSA CETEBOro YCTPOMCTBA.

e asynchronous: MHMUMMPYETCA CEeTEBbIM YCTPOMCTBOM ANs OOHOBMNEHWSI CETEBbIX
COObITUI MM 3MEHEHWIN COCTOSIHUS CETEBbLIX YCTPOWCTB (Yalle BCero, NnoaknoyeHme
CEeTEeBOro nopTa) K KOHTponnepy.

e symmetric: MHUUMMPYETCS KOMMYTaTOPOM UIIN KOHTPOIMEPOM AN NepBOHaYanbHOro
YCTaHOBIEHMWS CBA3N U ONpeaenieHnst COCTOSIHUA CoeQMHEHUs NPOTOoKoMa.

PYHKLNMN

PyHKLUMA OnucaHue

Pasgenenve OTaensieT ypoBeHb AaHHbIX OT YPOBHS YNpaBlieHNs CETEBOro YCTPOMCTBA

ynpaBneHna 1
nepecbuiku

YnpasneHnue Ykaxute, BbINOMHAETCA  Nn ynpasneHve STP-koHTponnepom
STP nporpammHo-onpegensemon cetm (SDN) nnm nokanbHbIM YCTPONCTBOM

11.3.2. PaspgeneHue ynpaBneHuUs U nepecbisikn

BbinonHseT ueHTpanu3oBaHHOE ynpasfieHWe MIOCKOCTbI0 ynpaeneHusa ceTtu (control plane),
NO3BOMSIOLLEE NETKO YNPaBnsATb BCEN CETbIO (MO CPABHEHMIO C CyLLECTBYIOLMUM COCTOSTHUEM
CeTH), YTO NO3BONSAET COKPATUTL pacxodbl Ha 0BCNyXMBaHWE 1 yNpaBreHue.

11.3.2.1. NMpuHUKMN paboTbl

Mpotokon OpenFlow pa6Gotaetr no coeanHenmto TLS (Transport Layer Security) wnm
He3awmweHHbIM TCP-nogknioveHnsam 1 onpegenseT B3anMogencTane Mexay KOHTPOepom
n ceTeBbiMK ycTporcTBamn. KoHTponnep otnpaensaeT uHdopmaumio o Tabnvue NoToOKOB Ha
ceTeBble YCTPOWCTBA, YTOObI yNpaBnATb METOOOM MEPECLISIKM CeTEBbIX NMAKeTOB AAHHbLIX U
HeKoTOpbIMK NapamMeTpamn KoOHdurypauun. Kaxgoe ceTteBOe YCTPOWCTBO OTNpaBndeT Ha
KOHTpOnnep yBedOMISIEHNe, Koraa ero CBsA3b NnpepbiBaeTca Wnn, Korga ceTeBoe YCTPOMCTBO
nonyyaeTt nakeT OaHHblX, B KOTOPOM He yKas3aHO OeWCTBME Nepechifiku. Takum obpasom,
B3aMMOAENCTBUE MeXOy KOHTPOSNEpOM W CeTeBbiMU YCTPOMCTBAMU OCYLLECTBMASETCH ANS
ynpasneHnsa nepegayven BCcen ceTu.

Mpouecc obHapyxeHust opyr Apyra OOfkeH ObiTb 3aBeplueH A0 TOro, Kak KOHTponnep u
ceTeBOe YCTPOWCTBO B3aMMOAENCTBYIOT APYr € Apyrom. PucyHok 11-2 nokasbiBaeT KOHKPeTHbIe
AENCTBUS, CBSI3aHHbIE C 3TUM MPOLIECCOM.
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Controller Net device

Feature Reques

Fealure Reply

Set Config

PucyHok 11-2.

MakeTol Hello oTnpaBnsalTCA MeXAy KOHTPONSEpOM U CeTeBbIM YCTPOMCTBOM ANiS
yCTaHOBNEHUs1 coeanHeHus. Ilocne KBUTUPOBaHUSI KOHTPOMMEp 3anpalunmBaeT onpeaeneHHyo
MHOpMaLMIO O CETEBOM YCTPOMCTBE, BKNoYas (HO HE OrpaHn4YMBasiCb) KOSIMYECTBOM NOPTOB
Ha CeTEeBOM YCTPONCTBE M BO3MOXHOCTSMU KaXXgoro nopTa (Hanpumep, 3anpoc/oTeBeT pyHKUMU
(PucyHok 14)). 3aTteM KOHTponnep 4OCTaBnaeT onpeneneHHble KOHUrypaunm nonb3oBaTenen
(TakMe kak yctaHoBoYHasa koHdwmrypaumst (PucyHok 11-2)) Ha ceTeBoe ycTpoucTBo. [locne
YCTaHOBIIEHUSA COEANHEHWSI KOHTPOMNep onpeaenseT pasfnyHble NOTOKU U COOTBETCTBYHOLLNE
AencTBMa OANna noTokoB, W nepefaet ux B Tabnuuy noTokoB Ha ceTeBoe ycTponcTteo. Korga
nakeT AaHHbIX NOCTyrnaeT B CeTeBOe YCTPOMCTBO, CETEeBOE YCTPOWCTBO COMOCTaBMseT nakeT
AaHHbIX ¢ Tabnuuen NOTOKOB B COOTBETCTBMU C AEMCTBYOLUMUN NpaBuniamMmm Tabnuusl NOTOKOB
1 BbINOMHSAET COOTBETCTBYIOLLEE AeNCTBME (BKMOYasa NepechIniky, oTopacbiBaHNe 1 U3MEHeHne
naketa). B 1o xe Bpems 06GHOBNSIETCA COOTBETCTBYOLWMI cHeTYnK. Ecnv B Tabnuue noTokos He
HangeHo coBnageHumn, ceTeBoe YCTPONCTBO NepenaeT NakeT AaHHbIX HAa KOHTponnep.

CeTeBoe YCTPOMCTBO JOKanbHO noadepxuBaeT Tabnuuy NOTOKOB, MNOCTynaemyk OT
KOHTponnepa. Ecnu nepecbinaembll nakeT AaHHbIX YXe onpegeneH B Tabnuue MnOTOKOB,
CeTeBOE YCTPOMCTBO HanpsiIMyto MepechbiniaeT naketT AaHHblX. B npoTvBHOM cnyyae naket
AaHHbIX OTMNPABISAETCS HA KOHTPONNep Ans NoaTBEPXAEHMSA NyTn nepedayn (KOTopbIA MOXHO
NOHMMAaTb, KaK aHamuM3 NnockocTu ynpaenenusa (control plane) gna cosgaHust Tabnuubl
MOTOKOB), @ 3aTeM MepecbiflaeTca Ha OCHOBE Tabmnuubl MOTOKOB, MNOCTaBNSEMON C
KOHTPOMEepPoMm.

11.3.2.2. CBAA3aHHbI€ HACTPOWUKN CUCTEMbI

KoHdurypaums no ymonyaHuio
MpoTtokon OpenFlow N0 yMON4YaHUIO OTKIHOYEH.

Bknro4yeHune/BbiknoyeHne OpenFlow agna  nogknioyYeHUA/OTKNIOYEHUNA
KOHTponsnepa

e 3anyctute komaHgy of controller-ip, 4to6bl BkNOUMTL OpenFlow.
e Bbinonnute komaHay no of controller-ip, 4To6bl oTkNOUNTE OpenFlow.
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11.3.3. YnpaBnenue STP

B cooTtBeTcTBUM € npoTokonom OpenFlow yHkuma npoTtokona STP ceTeBOro ycrpomcrtsa
NO3BONSET YNPaBnsaTb CETEBLIM YCTPOMCTBOM fOKanbHO nnn Yyepes koHTponnep SDN. Moatomy
AN NepeknoyYeHns Mexay AByMsa MeTofgamum ynpasneHus Tpebyetcs komanaa KoHdurypauumu.
KomaHaa koHdurypaumm gencTeyeT TOMbKo Npu BKto4eHHOM ynpasneHun OpenFlow.

Ecnn Ha KOHTpomnnepe BKMOYEHO YyrpaBreHue KOHTYPOM, He BKMovanTe dyHkumio STP Ha
CEeTEeBOM YCTPOWCTBE; B NPOTUBHOM criyyae ABe hyHKUMM ByayT KOHNMKTOBATL APYr C APYrOM.
Bkritounte pyHkumio STP Ha ceTeBOM YCTPOMCTBE TOMBbKO B TOM Cryyae, eCnu Ha KoHTpornnepe
OTKIIIOYEHO YyMNpaBneHne KOHTYPOM UM B CETEBOM YCTPOWCTBE, BEPOSTHO, MMeeTca netns
obpatHon cBasu. [Mocne BkntodeHns ¢yHkumm STP Ha ceTeBoM ycTpoKncTBe Tpebyetca
JononHuTtenbHaa Hactponka STP Ha ceTeBom ycTtponcTee. [logpobHee cMm. B pasgene o
KOHcpurypaumm STP.

11.3.3.1. NMpuHUUN paboTbl

CeTeBoOe yCTPOWCTBO CBA3bIBAETCHA C KOHTpomnnepom ¢ nomowbio nona OFPC-STP, kotopoe
nepegaetca B coobweHnn OFPT_FEATURES REPLY npotokona OpenFlow, 4ToOGbI
onpeaennTb, Kakon M3 UCMbITyeMbIX OOBbEKTOB B HACTOsILLEE BPEMS BbINOSHAET ynpasneHue
STP. Korga KoHTponnep ocylwecTBnsaeT ynpaeneHne STP B COOTBETCTBUM C KOHpurypauuen,
BCcA obpaboTka, cBasaHHasa ¢ STP, BbINOMHAETCS KOHTPONIIEPOM; B MPOTUBHOM Ciydae camo
CeTeBOE YCTPONCTBO BbINOMHAET 06paboTKy 06bI4HBIM CMOCOBOM.

11.3.3.2. CBAA3aHHbI€ HACTPOWUKU CUCTEMbI

KoHdumrypaumsa no ymon4yaHuio
dyHKuMa STP npegocTaBnseTcst KOHTPOIEPOM MO YMOSTHaHUIO.

BknroyeHne ynpaBneHusa STP Ha kKoHTponnepe SDN wnu nokanbHOM
ycTpoucTee

e 3anyctute komaHgy of stp, 4ToObl HacTpouTb ynpaeneHne STP, BbinonHAemoe
KoHTposnnepom SDN.

e BbinonHute komaHgy no of stp, ytobbl HacTpouTb ynpaeneHme STP, BbINONHAEMOe
nokasnbHbIM CETEBbLIM YCTPONCTBOM.

11.4. NMoppobHbIe cBeaAeHUs 0 KOHdUrypauum

OdencrtBue CnpaBkKa u cBA3aHHble HACTPOWKU
HacTpoiika Ob6ga3atenbHasl KOHUrypauusi, KOTopasi UCMONb3yeTcd AN BKIYEHUS
OpenFlow OpenFlow

of controller-ip BkntouaeT pyHkumo OpenFlow

no of controller-ip OTkntovaeT pyHkumto OpenFlow
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Hencrteune CnpaBka u cBA3aHHble HAaCTPOMWKM
HacTtpownka [ononHuTenbHaa KoHUrypaums, Kotopas MCMonb3yeTcs AN BKNOYEHUS
OpenFlow dyHKkumn STP koHTponnepa SDN npu HeobxogmMmocTun
of stp BkntovaeT dyHkuuio ynpaeneHna STP Ha

KoHTponnepe SDN

no of stp BkntovaeT dyHkumio ynpasnenns STP Ha
nokanbHOM YCTPOMCTBE

11.4.1. Hactpounka OpenFlow

11.4.1.1. Pe3ynbTaT KOHdUrypaumum
3anyckaeT ceTeBoe YCTPOWCTBO A1 YCTaHOBIEHUSI COeANHEHMS C YKa3aHHbIM KOHTPOIIEPOM
N, B KOHEYHOM cYeTe, yCcTaHaBnuBaeT kaHan ynpasneHnsa OpenFlow.
11.4.1.2. NMNpumeyaHus
Mepen nepeknioyeHMEM afpeca KOHTpONiepa OTKIYATE W CHOBA BKMHOYMTE  DYHKLMIO
OpenFlow.
11.4.2. MeToa KOHuUrypauumm
Bknro4yeHune ¢pyHkumm OpenFlow
OTa KoHpurypauus Heobxoamma ongd sknrodeHns OpenFlow.

OTtknroyeHue cpyHkuumn OpenFlow

OTa koHurypaums Heobxoamma Ansi NEPEKNOYEHNSA KOHTPOSNEPa MU OTKIMKOYEHNST PYHKLUN
OpenFlow.

OTobpaxeHne cocTosiHUA coeauHeHust mexay ycTpouctsom OpenFlow wm
KOHTPOIepom

OTo6paxkeHne COCTOSIHUS COEAMHEHUSI MEXAY TEKYLLUMM YCTPOMCTBOM U KOHTPOMNEPOM.

11.4.2.1. NMpoBepkKa KOHcpUrypaumm

BbiBeanTe Ha akpaH COCTOSIHNE COeaNHEHNS TEKYLLIErO NPOTOKOMNA C NMOMOLLBI KOMaHAdbl show
of.

11.4.2.2. CBA3aHHbI€ HACTPOWKM
Bknro4yeHune ¢pyHkumm OpenFlow

KomaHga of controller-ip ip-address [ port port-value ] interface [ interface-id ]
Onuncanne controller-ip ip-address: IP-agpec koHTponnepa.
napameTpoB

port port-value: nopT, KOTOPbIN MNOOKMHOYAETCA K KOHTpOmnepy.
3Ha4veHue no ymonyaHuio: 6633.
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Interface interface-id: ngeHTudmkaTop NopTa, KOTOPbIA MOXET ObiTb
nmbo BHEMONOCHBIM  WMHTEPdENCOM ynpaBneHus, nubo obwmm
BHYTPUNOMOCHBIM (huandeckum nHtepdgencom Ethernet

Pexum
KOHpurypaumm

Pexwum rnobanbHon koHUrypaumm

OTknro4veHue ¢y

yHKUMKM OpenFlow

Komanpa no of controller-ip

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

BcTpoeHHas BbinonHuTe aTy KOMaHgy nepes nepeknovyeHnemM KoHTponnepa
noackaska

BknroyeHune unu otkntoyeHune ¢pyHkuum Local STP Ha yctponcTtee OpenFlow

KomaHga of stp

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHuTe aTy KomaHay, YTobbl BKIOUYMTL PYHKLUMIO NoKkanbHoro STP
noackaska Ha CeTeBOM YCTPOMCTBE U BKITOUNTL OyHKUMIO STP Ha KOHTponnepe

OpenFlow

OTobpaxeHne cocTosiHUA coeauHeHUst Mexay yctpouctBom OpenFlow u

KOHTpoOsnnepom
KomaHpa show of
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

OTobpaxeHue 3

anuceun Tabnuubl NoTokoB ycTponctea OpenFlow

Komanpa show of flowtable
Pexnm Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm

OTob6paxeHune nHhpopmaumm o noprte ycrtpoucrsa OpenFlow

KomaHga show of port
Pexum Pexwum rnobanbHon koHUrypaumm
KOHpurypawmm
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11.4.2.3. NMpumepbl KOHUrypaumum

HacTponka IP-agpeca v nopta goctyna (6633 no ymonyaHuto) KoHTpornepa Angd noaknoveHus
CeTeBOro yCTponcTBa

CeTeBasi cpena

. Mgmt O Eth0

Switching Device Controller

PucyHok 11-3.

MeTon
KOHUrypauum

Bkntounte dpyHkumto OpenFlow Ha ceTeBOM yCTPOUCTBE U YKkaxuTe IP-agpec
KOHTposnepa

QTECH# configure terminal

QTECH(config)# interface mgmt 0

QTECH(config-if)# ip address 172.18.2.36 255.255.255.0

QTECH(config-if)# exit

QTECH(config)# of controller-ip 172.18.2.35 interface mgmt 0
nunu

QTECH(config)# of controller-ip 172.18.2.35 port 6633

interface mgmt 0

MpoBepka
KOHdourypaumm

OT1obparkeHne coCcTosdHUA coeauHeHus mexay yctponctesom OpenFlow un
KOHTPOINEPOM, COCTOSIHWS NopTa U COCTOSHMSA Tabnuubl NOTOKOB

QTECH# show of

Controller is 172.18.2.35 port 6633,connected.
QTECH#show of port

STP is controlled by SDN Controller.

PORTID IFX COFIG STATE LINK  SPEED
DUPLEX

1 1 0x0000 0x0001 0 0 0
2 2 0x0000 0x0001 0 0 0
3 3 0x0000 0x0001 0 0 0
4 4 0x0000 0x0001 0 0 0
5 5 0x0000 0x0001 0 0 0
6 6 0x0000 0x0001 0 0 0
7 7 0x0000 0x0001 0 0 0
8 8 0x0000 0x0001 0 0 0
9 9 0x0000 0x0001 0 0 0
10 10 0x0000 0x0001 0 0 0
mnm n 0x0000 0x0001 0 0 0
12 12 0x0000 0x0001 0 0 0
13 13 0x0000 0x0001 0 0 0
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14 14 0x0000 0x0001 0 0 0
15 15 0x0000 0x0001 0 0 0
16 16 0x0000 0x0001 0 0 0
QTECH#show of flowtable
openflow flow count =1
e o\
GTARTH*HHFHkkkkkh kAR KRREA KKK R HNK
KEY:
SMAC DMAC SIP DIP
00:d0:f8:56:d3:22  00:d0:f8:a3:62:13 NA NA
INPORT VLANID ETYPE VLAN_PRIORITY
26 NA NA NA
TCP/UDP_SPORT TCP/UDP_DPORT DSCP IP_PROTOCOL
NA NA NA NA
WILDCARD SIP_MASK DIP_MASK
3ffff2 NA NA
PRIORITY IDLE_TIMEOUT HARD_TIMEOUT SEND_FLOW_REM
120 0 0 0
ACTION:
ACTION_SIZE = 8

OUTPUT_PORT =7

****************************FLOW

E N D*********************************

11.4.2.4. TUNUYHbIE OLLNOKU

e IP-agpec koHTponsiepa HaCTPOEH HeMNpPaBUIbHO.
e [lopT TCP koHTponnepa HaCTPOEH HEMPAaBUITLHO.
e  Bbl 3a6bnn HacTpouTh IP-agpec nokanbHOro kaHana ynpasneHus.

11.4.3. Hactpouka OpenFlow STP
11.4.3.1. Pe3ynbTaT KOH(pUrypaumm

Bkntounte dpyHkumio STP Ha koHTponnepe SDN unu dyHkunio STP Ha nokanbHOM yCTPOWCTBE,
4106kl KOHTpOnnep SDN unu nokanbHoOe YCTPONCTBO BbINOMHANM 06paboTtky STP.

11.4.3.2. NMpumeyaHunsn

[aHHaa KkoHurypauuMs [OenctByeT TOMbKO BO Bpems Ccrneaylowero nogkrmoyYeHna K

KOHTponnepy nocne BkntoyeHnsa gyHkummn OpenFlow.
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11.4.3.3. MeToa KoHduUrypaumm

BknroyeHue ¢pyHkumm STP Ha yctponctese OpenFlow
O6s3aTenbHasn koHurypaumsa. PyHkuma STP BkntoveHa Ha koHTponnepe SDN no ymonyaxmio.

Bknro4yeHue ynpasneHusa STP Ha koHTponnepe SDN
KoHdpurypaumsa no ymonyaHuio.

OTob6paxeHue TeKywen KoHduUrypaumm
OTobpakeHne TeKyLLero COCTosiHUA nopTa.

11.4.3.4. NMpoBepka KOHUrypaumm

OTtobpakeHne TekyLlen KoHdurypaumm ¢ noMoLLbio komaHabl show of port.

11.4.3.5. CBAA3aHHbIE€ HAaCTPOMKMU

BknroyeHune nnu otknroveHme ¢pyHkumm Local STP Ha ycTpoucTtBe OpenFlow

KomaHga [no]of stp

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

BcTpoeHHas BbinonHuTe aTy KOMaHgy, YToObl BKITHOYMTL PYHKLMIO NokanbHoro STP Ha
noackaska CEeTEBOM YCTPOWCTBE MM BKNHOUUTL QyHKUMIO STP Ha KoHTponnepe

OpenFlow

OTtob6paxeHune nHpopmaumm o noprte ycrtpoucrsa OpenFlow

KomaHpa show of port
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

11.4.3.6. NMpumepbl KOHhUrypaumum

Bknro4yeHune nokanbHoro STP unu STP ana OpenFlow
CeTeBas cpepa

Switching Device Controller

PucyHok 11-4.

MeTtog
KOHpurypaumm

e Bkntounte STP gns OpenFlow.
QTECH(config)#of stp

e  Bkntounte nokanbHbin STP.
QTECH(config)#no of stp
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MpoBepka o
KOHdbUrypauum QTECH(config)#of stp

QTECH(config)#no of stp

Otobpasute coctosHme STP ycTtporictBa OpenFlow.

QTECH(config)#show of port
STP is controlled by SDN Controller.
e OTo0OpasunTte NokanbHoe cocTosHne STP.

QTECH(config)#show of port

STP is controlled by local device

11.5. KOHTpOsnb COCTOSAHMA U noaaepXxKa

OuucTtka pasnuyHon uHcopmaumum

OTob6paxeHue crtatyca BbINOJSIHEHUA

KomaHpa

OnucaHue

show of

OTtobpaxaeTt COCTOSIHNE
coeguHeHus mexgy OpenFlow

TEeKyLLero

YCTPONCTBOM U KOHTPONIEPOM

show of port

OTobpaxaeT COCTOSHME MnopTa TeKyLlero
yctporictea OpenFlow

show of flowtable

OTtobpaxaeT Tabnuuy MOTOKOB TEKYLLEro
yctponctea OpenFlow
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12. ObWUAA NTHPOPMALIUA

12.1. NapaHTKAa n cepBuc

Mpouenypa 1 Heobxoaumble AEACTBUA MO BOMpocaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHpOPMaLMe No BONpocaM TeCTUPOBaHUS 060pya0BaHNSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

12.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoaumo cogencTBvMe B BOMpoOcax, Kacawlmxcs Hawero obopyaoBaHusi, ToO
MOXXKeTe BOCMONb30BaTbCA pas3fnenoM TexXHM4Yeckon noaaepxku nonb3oBaTenen QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

12.3. AneKTpoHHaA Bepcusa AOKYMEHTa
[aTa nybnunkaumn 07.03.2025

https://ffiles.qtech.ru/upload/switchers/QSW-4700/QSW-4700_sys_config_config_guide.pdf
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