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1. HACTPOUKA REUP
1.1. O630p

MpoTokon Rapid Ethernet Uplink Protection Protocol (REUP) o6ecneunBaeT dyHKUMIO BbICTPOW
3awmTbl uplink-kaHana.

B cetn ¢ gByms uplink-kaHanamm REUP uncnonb3yetcs gns obecnevyeHns HopManbHOW CBA3N
MexXay kaHanamm, 6roKMPOBKN M3ObITOYHBIX KaHanoB, NpeaoTBpalleHns obpa3oBaHMsa neTenb
1 BbICTPOro pe3epBHOrO KONMMPOBAHUS.

Upstream-uHtepdencel REUP HacTpausatoTcs napamu. Ecnm oba umHTepdenca B Hopwme,
UHTepdenc paboTaeT B pe3epBHOM COCTOSHUM. WVHTepcenc B pe3epBHOM COCTOSHUW He
nepecninaeT naketbl AaHHbiX. Korga nepecbinawowmin nMHTepdenc HemcnpaseH, pe3epBHbIN
UHTepdeNnc HemMeLNeHHO NepekntoyaeTcs B COCTOSIHME NepPechInki U obecnednBaeT nepegady
haHHbix. Kpome Toro, REUP Takke oTtnpaBnsieT naketbl OOHOBNEHWA agpeca
upstream-ycTtponcTBam, 4YTOOblI upStream-ycTpoMcTBa MOMM HemeaneHHO OBHOBUTH CBOM
MAC-agpeca. 9ta ¢yHkums REUP rapaHTUpyeT, YTO MOTOKM OAHHbIX YPOBHA 2 MOryT ObiTb
BOCCTaHOBMEHLI B TeveHne 50 Mc nocne oTkasa kaHana.

REUP gBnsietcs B3aumoucknovawwmm co Spanning Tree Protocol (STP) Ha ocHoBe
UHTepdencos. B aTtom cnyvae yctponcteo 3anyckaet STP Hmxke u 3anyckaeT REUP nosepx,
yTOObl peanu3oBaTbh pe3epBupoBaHMEe M 3awmTy OT cboeB and upstream-kaHana. REUP
obecneumBaeT 6a30BYyI0 N3OLITOYHOCTL KaHana, korga STP OoTkntoYeH, a Takke obecneumBaeT
BOCCTaHOBMEHME nocrne cbosi BbiCTpee Ha ypoOBHE MUMMNCEKYHA, YeM STP.

MpoToKonbl U cTaHAapThbI

REUP — 3T10 nponpuetapHbin npotokon QTECH Network, n gna cnpaBku He cyllecTByeT
cTaHgapTa unv npoTokona.

1.2. MpunoxeHusn

MpunoxeHue OnucaHue

Cesasb B cetn c gBywms | [lepechbinika nakeToB B ceTu ¢ AByMms uplink-kaHanamm
uplink-kaHanamwu

1.2.1. CBsA3b B ceTu ¢ AByMmA uplink-kaHanamu

1.2.1.1. CueHapuu

[lna cBasu B ceTu ¢ ABONHLIM uplink-kaHanom kKoMMyTaTop OOCTyna MMeeT AaBa nyTn upstream-
KaHana, Kak nokasaHo Ha PucyHke 1-1.
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PucyHok 1-1. CeTb ¢ aBymsa uplink-kaHanamm

1.2.1.2. Pa3BepTbiBaHue

o Bknounte REUP Ha uHTepdeice 1 n nHrepderice 2 kommyTtatopa goctyna D/E, 4ToObl
peanu3oBaTb BbICTPOE nepeknyeHne npu cboe kaHana.

e Bknwounte nonyyeHne coobwennsa o6 obHoeneHun MAC-agpeca REUP Ha
MHTepdencax, MOOKMYEHHbIX K kommyTatopam A/B/C, 4ToGbl ObICTpO ouuwwaTtbh
MAC-agpeca Ha uHTepdencax npu cboe kaHana.

1.3. dyHKUUMN

1.3.1. basoBble KOHUenThbl

Mapa REUP

Ykaxute nHtepdenc B Ka4ecTBe pe3epBHOro nHTepdenca gpyroro MHTepdenca asnst HACTPONKN
napbl REUP. OagnH nHTepdenc siBNsieTca akTUBHbIM WMHTEpdenicoM, a apyron uHTepdenc
SBNsieTCA pe3epBHbIM MHTepdencom. Koroa gBa mHTepdperica paboTaloT HOpManbHO, OOWMH
MHTEpP(ENC HacTpamBaeTCca KaK MWHTEPdENC Nepechbisiki, Toraa Kak Opyron WHTepdenc
HacTpamBaeTCHa KakK pe3epBHbI MHTepdenc. Bbl MoXeTe onpenennte UHTEPGENC, KOTOPbIN
OygeT HacTpoeH B kayecTBe pe3epBHOro nHrepdenca. Cm. COOTBETCTBYHOLLYIO MHGOPMaLMIO B
pasgene Preemption mode (NpUOPUTETHLIN PEXUM) U Bpems 3agepxkmu REUP.

CoobuweHue 06 o6HoBneHnn MAC-agpeca

CoobuweHus 06 o6HoeneHun MAC-agpeca oTHocATed kK naketam FLUSH, otnpaBnsemMbiM ceTbio
QTECH Ha uplink-ycTporictBa 4epe3 npuBaTHYHO MHOroagpecHyt paccoinnky. Korga B
uplink-yctporictBo  QTECH Network BknoyaeT QyHKUMIO nonyvyeHuss coobueHnn o6
o6HoBneHnn MAC-agpeca u nony4daet coobuweHns 06 obHoBneHun MAC-agpeca, yCTpOMCTBO
o6HoBnsieT MAC-agpeca COOTBETCTBYHOLLNX UHTEPEENCOB.
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pynna o6HoBneHna MAC-apgpeca

Heckonbko nHTepdencos aobasnsaioTca B rpynny. Ecnu oguH nHtepdeinc B rpynne nonyyaet
coobuweHne 06 o6HoBneHnn MAC-agpeca, MAC-agpeca apyrmx nHtepdencos B rpynne oyayt
o6GHoBNeHbI. B aToM cny4vae rpynna HasbiBaeTcs rpynnon obHoeneHns MAC-agpeca.

NMakeT o6HOBNeHns MAC-agpeca

MakeTbl, oTNpaBnsemble ans obHoBneHus MAC-agpecoB gns nogaepxkum uplink-ycTponcTs,
Ha3sblBaloTCA NakeTamn obHoBneHns MAC-aapecos.

Link Tracking Group (rpynna oTcrexuBaHusi KaHana)

Uplink- n downstream-uHTepdencel ycTtponctsa pobasnstotcs B rpynny. Ecnn  Bce
upstream-nHTepcdpericel B rpynne OTKMAOYeHbl, Bce downstream-uHTepdEencbl B 3TOW rpynne
NPUHYANTENBLHO OTKIOYalOTCA. B aToM cnyyae ata rpynna HasbiBaeTcs Link Tracking Group.

1.4. O630p

Oco6eHHOCTb OnucaHue

[ByxKaHanbHoe Korga «kaHan HewucnpaBeH, [Apyron KaHan MoXeT 6bICTpo
pe3epBUpoBaHue NepeKniYNTLCA B COCTOSIHME nepeaaydn

REUP

Preemption mode | Korga oba kaHana paboTatoT HopmarbHO, preemption mode MOXHO
(NPUOPUTETHBIN nucnonb3oBaTb ANs ONPeAeNneHnst KaHama, WCnonb3yemoro Ans
pexum) 1 Bpems | Nepecbifiki AaHHbIX, U BPeMeHW 3aJepXKW, UCMoNb3yemoro Ans
3agepxkn REUP orpegernieHns BpeMeHn oXXnaaHua nepen nepexkrnodeHmem

O6HoBnenne  MAC- | Bo Bpemsa nepekniodeHus kaHanos MAC-agpec wHTepdelica

agpeca obHoBnsieTCH, YTOObI YCKOPUTH CXOOUMOCTb NakeToB

banaHc Harpysku | Korgma pgBa kKaHana paboTalT HOpMarnbHO, WCMNoMb3oBaHue
VLAN NPOMNYCKHOM CMOCOBHOCTM KaHarna MOXeT OblTb MakCUMarbHbIM
OTtcnexwuBaHue Korga upstream-kaHan HeucnpaseH, downstream-kaHan
COCTOAHUA KaHana nepekntovaeTca

1.4.1. IByxkaHanbHoe pe3epBupoBaHne REUP

Korga akTuBHbIN KaHan HeucnpaBeH, KaHan B pe3epBHOM COCTOSIHMM ObICTPO NepekniovaeTcs B
COCTOSIHME nepedaun U HayMHaeT nepecbinaTb AaHHble, CBOAA K MWUHMMYMY MpepbiBaHue
obcnyxueaHusi, BbiaBaHHOE cOo0eM kaHana.

1.4.1.1. NMpuHUKMN paboTbl

YKkaxuTte nHTepenc B kauectse pes3epBHOro nHTepdenca Apyroro uHTepdenca s HaCTPONKK
napbl REUP. Korga gBa mHTepdenca paboTtatoT HOpManbHO, KaHam HaxoguTcsi B COCTOSIHUM
nepecbifikn (Nepecobifnika NakeToB AaHHbIX), @ APYron KaHan Haxo4uTCS B pe3epBHOM COCTOSIHUN
(He nepecbinaeT gaHHble). Korga akTMBHbIM KaHan HencnpaBeH, KaHan B pe3epBHOM COCTOSAHUM
ObICTPO MepeknoyaeTcs B COCTOSHME nepefadyM M HavmHaeT nepechiiky AaHHbiX. Korga
HeuncnpaBHbI KaHan BOCCTAHaBMNMBAETCS, OH MNEpexoauT B pe3epBHOE COCTOSAHME U He
nepeckbiiaeT nakeTbl AaHHbIX. KOHEYHO, Bbl MOXETEe HacTpouTb preemption mode, 4TOObLI
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YKa3aTb, 6y/:1,eT N KaHan, BOCCTaHOBMEHHbIN Nocre cOosi, BLITECHATb KaHarl, KOTOprVI B AaHHbIN
MOMEHT HaxognTCA B COCTOAHUU nepenadun.

- = — Backup Link
Server

Normal Link

Core Switch A

Convergence
Switch B

Convergence
Switch C

Port 1
(primary)
‘N

Convergence Accaess Switch D

Switch E

User 4 User 3 User 2 User 1

PucyHok 1-2. Tornonorusi ¢ AByMsi HOpMarbHbIMW KaHanamm

Kak nokasaHo Ha PucyHke 1-2, coeguHuTe wuHTepdencbl 1 n 2 kommytatopa D (E) ¢
kommyTaTopamm uplink B n C (C u B) n HacTporTe REUP Ha unTtepdencax 1 n 2. Korga kaHansl
paboTatoT HopmarnbHO, MHTEPMENC 1 HAXOANTCA B COCTOSTHUM NEPECHINKU U NepechIniaeT NnakeTbl
AaHHbIX, @ MHTEPdENC 2 HAXOANUTCS B PE€3EPBHOM COCTOSIHUM U HE NepeckinaeT NakeTbl JaHHbIX.
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PucyHok 1-3. Tononorusa ¢ untepdencom 1 kommytatopa D (E) HeucnpasHa

Kak Tonbko nHTepgenc 1 BbIXOAUT U3 CTPOSI, HTepPdENC 2 HEMEANEHHO HaYMHaEeT NepechiniaTb
nakeTbl [AdaHHbIX W BoccTaHaBnmBaeT uplink-nepegadvy kommyTtatopa. B pexume 6es
BbITECHEHUS, Korga KaHan uHTepdenca 1 BoccTaHaBnuBaeTcs, MHTepdenc 1 HaxoauTca B
pe3epBHOM COCTOSIHUM W He MepecblnaeT nakeTbl OaHHbIX, B TO BPeMs Kak uMHTepdenc 2
npoJoskaeT nepecbinatb NakeTbl AaHHbIX.

1.4.2. CBsizaHHaA KoHcurypaums

1.4.2.1. BknoyeHue AByXKaHanbHOro pe3epBupoBaHUA Ha uHTepdence

Mo ymonyaHuio gByxKkaHanbHOE pe3epBMpOBaHNE Ha MHTepence OTKNIOYEHO.

Bbl moxeTe 3anyctuTb KomaHgy switchport backup interface, 4ytobbl HacTpouTb dr3ndeckunin
nHTepdenc yposHs 2 (unv mHTepdenc AP ypoBHSA 2) B kayecTBe UHTepdenca pe3epBHOro
KONUPOBaHUS N BKIMIOYNTb (PYHKLMIO ABYXKaHanbHOro pesepsupoBaHna REUP.

Bbl JOMKHbI BKIOUMTE (DYHKUMIO ABYXKaHanbHOro pesepsupoBaHns REUP Ha nHTepdelice.
DyHKUMA BKITIOYaET nepekntoveHne kaHana REUP Tonbko npu HencnpaBHOCTU MHTepdeica.

NMPUMEYAHMUE: REUP, ERPS n RERP He ucnonbaytot obwime nHrepdencsi.

NMPUMEMAHUE: yctpoinctea, nogaepxueatowme REUP, 0OMmMKHbI OTKOYMTE OYHKLUMIO Sstorm
control Bcex MHTEpdENCOB YPOBHSA 2.

1.4.3. Preemption mode (NpUOpUTETHbLIA PeXnUM) U Bpemsa 3agepxku REUP

1.4.3.1. NMpuHUKMN paboTbl

Bbl MOXeTe onpefenuTb, Kakasa cebifika A0MMKHa UCMONb30BaTbCA NEPBOW, HACTPOMB preemption
mode REUP.Ecnu anga preemption mode cHadana 3agaHa nponyckHas cnocobHoctb, REUP
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CHayana BblOMpaeT kaHanm C BbICOKOW MPOMYCKHOW CMOCOGHOCTLI0. Bbl Takke MoxeTe
yCTaHOBUTL preemption mode, 4ToObl cHayana MPUHYAUTENbHO BbIOPATb CTAOWUNbHYI U
HaOEXHYH CCbINKY.

UTo6bl M36exaTb 4acToro MnepekroYeHus akTUBHOIO/Pe3epBHOrO KaHamna, BbI3BAHHOIO
aHomarnbHbIMK oTkazamu, B REUP npefycmoTpeHa hyHKUMS 3aaepkkv npepbiBaHus. Korga asa
KaHana BOCCTaHOBIIEHbI, NEPEKIOYEHNEe KaHanoB BbIMOMHAETCS, KOrAa HeucrnpaBHbIA kaHan
CTaHOBUTCS CTabUIbHBLIM NOCe 3aaepPXKkM (Mo ymonyaHuto 35 cekyHa).

1.4.3.2. CBAA3aHHas KOHcurypaums

Hactpouka preemption mode n BpemeHu 3agepxkm REUP
Mo ymonuyaHuio preemption mode OTKMOYEH, @ BpeMS 3agepKkn coctaBnseT 35 cekyHa.

Bbl moXeTe 3anyctuTb komaHngy switchport backup interface preemption mode, 4TOObI
HacTpouTb preemption mode.

Bbl MoxeTe 3anyctuTb KomaHagy switchport backup interface preemption delay, 4TOOGbI
HaCTPOUTb BPEMS 3a4EPXKKN.

MeHsbLuas 3afepXKa oO3Ha4aeT bonee u4actoe ynpexagawuiee nepexknyvyeHne nocrne
BOCCTaHOBJ1IEHNA HENCNPABHOIO KaHana.

NPUMEYAHUE: REUP ncnonbe3yeT 3HavyeHue atpubyta Bandwidth anga uHtepdenca AP kak
dhakTUYECKyt0 MPONYCKHYIO CNOCOBHOCTL MHTepdenca AP, kKoTopasi paBHa 3Ha4YeHuo aTpmbyTa
Speed (konunyecTBO NOAKMYEHHbIX NHTepdEencoB-y4acTHUKOB X KOnM4ecTBO
NHTepdencoB-y4aCcTHUKOB).

NMPUMEYAHME: korga uplink-nuHna ceasm BkntovaeT STP, BpeMs 3agepkun preemption mode
REUP npeBbiwaeT 35 cekyHA.

1.4.4. OoHoBneHne MAC-agpeca

Bo Bpems nepekntoveHns kaHanoe MAC-agpec nHtepdenca obHOBRsIETCs, YTOObI YCKOPUTL
CXOOUMOCTb MakeToB.

1.4.4.1. NMpuHUKMN paboTbl

Kak nokasaHo Ha PucyHke 1-2, nntepdenc 1 n untepdenc 2 kommytatopa D (E) BKAOYEHBI C
OBYXKaHanbHbIM pesepBupoBaHnem REUP. NHTepdenc 1 paboTaeT kak akTUBHbIN MHTepAENC.
Bo Bpemsi o6blvHOM cBA3M KommyTaTop A y3HaeT MAC-agpeca nonb3oBatenem 1 un 2
(mnonb3oBatenen 3 u 4) ns nHTepdencos, NOAKMIOYEHHbIX K KomMyTaTopy B (C).

Korga nHtepdeiic 1 kommyTtatopa D (E) HeucnpaBeH, nHTepdenc 2 BbICTpO NepekovaeTcs B
COCTOSIHWE NMEePEChINIKM U HAYMHAET nepecbinaTtbh NakeTbl AaHHbIX. B aTOM cnyvae kommyTtaTop A
He y3HaeT MAC-agpeca nonb3oBatenen 1 n 2 (nomnb3oBatenen 3 n 4) Ha uHTepdencax,
nogknovawwmxca Kk kommytatopy B (C). [lMakeTbl AaHHbIX, OTNpaBrisiemMble CEepBEPOM
none3oBatenam 1 m 2 (nonb3oBatenam 3 u 4), nepecbinawtca Ha kommyTtatop C (B)
KOMMYTaTOpOM A, B pe3yrbTaTte Yero nakeTbl OT cepBepa nonb3osatensam 1 un 2 (nonb3oBaTensam
3 n4) TepstoTcs.

Utobbl n3bexaTb onucaHHbIX Bbille Npobnem, Bbl MOXETE BKMOYMTb (PYHKLMIO OOHOBEHMS
MAC-agpeca Ha kommyTatope D (E). Koraa nHTepdenc 2 HauvmHaeT nepecbinatb NakeTbl,
kommyTtaTop D (E) otnpaBnset coobweHne o6 obHoBneHun MAC-agpeca Ha uHTepdenc 2.
Monyuyme coobueHne 06 obHoBneHnn MAC-agpeca, kommytatop A obHoBnsieT MAC-agpec Ha
nHtepcence kommytatopa A. Takum obpasom, kommyTaTop A nepeHanpaBnsieT nakeThbl,
OTMNpaBrieHHblE CEepBEpPOM Mofib3oBaTeNsAM, Ha WHTepdencbl kommyTtatopa B (C), uTObbI
YCKOPUTb KOHBEPIreHLMI0 NakeToB.
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Kpome TOro, mmnoptupymTe HacTpomky rpynnbl obHoBneHus MAC-agpecoB, TO €CTb
Knaccuuuupyinte Heckonbko MHTepdencos B ogHy rpynny. Korga nHtepdenc B aton rpynne
nony4yaet coobueHne 06 obHoBneHnn MAC-agpeca, MAC-agpeca Ha gpyrux nHtepdencax B
rpynne o6HOBNATCA, YTOObl YMEHbLNTL NOBOYHBIN 3 AEKT NABUHHOM PACChINKN, BbI3BaHHbIV
o6HoBneHnem MAC-aapeca.

YT106bl ObITb COBMECTUMbLIM C UpPStream-yCTpOMCTBaMW, He MoAAEepPXMBAKOLMMKU COOBLLEHMS
obHoBneHns MAC-agpeca, kommytatop D (E) OGyaeT otnpaBnaTtb nakeTbl OGHOBNEHMSA
MAC-agpeca aona nonb3oBatenen 1 n 2 (nonb3oBatenenn 3 u 4) BBepx, Korga uHTepdenc 2
nepeknyaeTcs B COCTOsIHME Nepechbiiki. Takum obpa3om, kommyTaTop A MOXeT OBHOBUTL
MAC-agpeca nonb3oBatenen 1 n 2 (none3osatesnien 3 1 4) Ha COOTBETCTBYHOLLME MHTEPENCHI
1 BOCCTAHOBUTbL Nepeaady AaHHbIx no downlink-kaHany kommyTtaTopa A.

1.4.4.2. CBAA3aHHasa KOHcurypaums

BknroyeHne otnpaBkun coobweHMn o6 obHoBneHun MAC-agpeca Ha
UHTepcpence

Mo ymonuyaHunio oTnpaBka coobuweHnn o6 obHoBneHnn MAC-agpeca Ha uwHTepdence
OTKNtoYeHa.

Bbl MmoxeTe 3anycTuTb KomaHgy mac-address-table move update transit, 4yTobbl BKNOUMTL
oTnpasky obHoBrneHnn MAC-agpecoB Ha BCe MHTepdenchl yCTPOUCTBA.

Ecnn otnpaeka coobweHun o6 obHoBneHnn MAC-agpeca He BK4veHa, cooblueHna ob
o6HoBneHnn MAC-agpeca He OyayT OTNPaBNATbLCA MNPU  BbIMOSHEHUN  MEPEKYEHNS
ABYyxKaHarnbHoro pesepsuposaHua REUP.

BknroyeHne nonyyeHus coobOweHMn o6 obOHoBneHun MAC-appeca Ha
nHTepdence

Mo ymonuaHumio nony4veHne coobuweHnn o6 obHoBneHnn MAC-agpeca Ha uHTepdence
OTKIMHYEHO.

Bbl MOXeTe 3anyctuTb komaHgy mac-address-table move update receive, 4ToObl BKMOYUTb
nony4yeHue obHoeneHnn MAC-agpeca Ha Bcex uHTepdencax ycTponcTaa.

Ecnu nonyyeHmne coobuieHnin o6 obHoBneHnn MAC-agpeca He BKIHOYEHO, YCTPOUCTBO HE MOXKET
nony4yatb coobuweHna o6 obHoeneHun MAC-agpeca oT downlink-yCcTponcte BO Bpewms
nepekntoyeHnsa gByxkaHanbHoro pesepsmpoaHns REUP n He Gyget o6HoBnATe MAC-agpeca.

Hactpouka VLAN ans otnpaBku coobweHun o6 oobHoBneHun MAC-agpeca

Mo ymonyanuio VLAN gnst oTnpaeku coobieHmin o6 obHoeneHnn MAC-agpeca siensietca VLAN
No YMOSYaHMIO, K KOTOPOW NPUHAONEXUT MHTEP(ENC.

Bbl moxeTe 3anyctmtb komaHgy mac-address-table move update transit vlan, 4TOObI
HacTpouTb VLAN, B KOTOpOM WHTepdencbl OTNpaBnsalT coobuweHns o6 obHoBneHUM
MAC-agpecos.

Ecnn HactpoeHa VLAN, B KOTOpOM WHTepdencbl OTNpaBnsitoT CoobLlieHnss OOHOBEHUs
MAC-agpeca, coobLleHna oTnpaeBnalTca B HacTpoeHHoW VLAN; B MNpPOTMBHOM crydae
coobueHna otnpasnstoTcsa B VLAN no ymonyaHuto, K KOTOPOW NpUHaANexuT nurepdenc.

Hactpounka VLAN ans nony4yeHus coobweHun o6 ooHoBneHun MAC-agpeca
Mo ymonuyaHuto coobuieHns o6 obHosneHnn MAC-agpeca npuHumatroTcs Bo Bcex VLAN.

Bbl MOXeTe 3anycTutb koMaHgy no mac-address-table move update receive vlan, 4ToGbl
HacTpouTb VLAN, B KkoTopon uHTepdencbl He nony4darT coobuweHnss 06 OOHOBMEHUM
MAC-agpecoB. CoobLieHnst 06 obHoBneHnn MAC-agpeca npuHnmatoTest B octaBwmxca VLAN.

Ecnn He HacTpoeHa VLAN, B KOTOpPOW MHTEpdEenchbl nony4varT coobueHns o6 obHoBneHun
MAC-agpeca, coobuweHus 06 obHoeneHnn MAC-agpeca NpUHUMAKTCA BO BCEX HACTPOEHHbIX
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VLAN; B NpOTMBHOM crny4yae coobuweHuns o6 obHoBneHun MAC-agpeca npuHUMAOTCA B
ocTasnbHbiX VLAN.

HacTtpowka rpynnbl o6HoBneHus MAC-agpecoB
Mo ymonyaHwuio rpynna o6HoBrneHust MAC-aapecoB OTCYTCTBYET.

Bbl moxeTe 3anyctutb komaHgy mac-address-table update group, 4TO6bHI [OGaBUTH
nHtepdenc B rpynny obHoeneHns MAC-agpecos. Mo ymonyaHuio nHtepdenc nobasnsaetcs B
nepByto rpynny 06HOBNEHWUNA.

Ecnu rpynna o6HoBneHns MAC-agpecoB He HacTpoeHa, obHoBneHne MAC-agpeca He bygeT
BbINONIHATLCA NpY NonyyYeHnn naketos obHoeneHns MAC-agpeca.

Hactponka makcumanbHOro konu4yectsa naketoB obHoBneHnsas MAC-agpeca,
oTnpaBnsieMbiX B CEKyHAY

Mo ymonyaHuio MakcMmanbHoe KonM4ecTBo nakeToB o6HoBneHnst MAC-agpeca, oTnpaBnsieMblx
B CekyHAay, paBHo 150.

Bbl MOXeTe 3anyctutb komaHgy mac-address-table move updatemax-update-rate, 4ToObI
HacCTpPOUTb MakCMMarnbHOe KOnM4yecTBO nakeToB obHoBnenns MAC-agpeca, oTnpaBnsiembix B
CeKyHay.

Yem GonblUue KONMYECTBO MakeToB, TeM Oonblue MNPOLECCOPHOrO BPEMEHN UCMNONb3yeTCs Ans
OTNpaBku NakeToB N TeM MeHbLue downlink-nakeToB TepsieTcs.

1.4.5. BanaHc Harpy3ku VLAN
1.4.5.1. NMpuHUKMN paboTbl

dyHKuMa GanaHcupoBku Harpysku VLAN nossonsieT REUP nepecbinate nakeTbl AaHHbIX
B3anmowucknovatowmx VLAN gna gByx WHTepdencoB, 4YTOObI MOSTHOCTBLH MCMONb30BaTb
NPOMYCKHY CNOCOBHOCTb KaHana.

Kak nokasaHo Ha PucyHke 1-4, HAacTpouTb OByXkaHanbHoe pe3epsupoBaHme REUP 1 BkounTb
©anaHcupoBky Harpyskn VLAN REUP Ha unHTepderice 1 n nHtepdence 2 kommytatopa D, a
Takke conoctasutb VLAN 1 ¢ aksemnnsipom 1 n VLAN 2 ¢ ak3emnnspom 2. daHHble VLAN 1
(ak3emnnisip 1) nepegatotes Yepes nHTepdenc 1, a Bce octanbHble gaHHble VLAN 2 (3k3emnniap
2) nepepatoTcs Yepes nHrepdenc 2. BeinonHuTe Ty Xe onepaunto Ha kommyTtaTtope E.

Korpa uHTepdenc HencnpaseH, apyron nHtepdenc bepet Ha cebs nepepadvy Ha Bcex VLAN.
Korga HeucnpasHbI MHTEPGIENC BOCCTAHOBIIEH M HE CTAHOBUTCHA HEUCMpaBHbIM B TeYeHne
3agepxkun preemption mode, nepegada VLAN nepekntodaetcs o6paTHO Ha BOCCTAHOBIIEHHbIN
nHTEepdeic.
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- = = Backup Link
Server
Normal Link

P

Core Switch A

Convergence V w2y Convergence
Switch C % Switch B
Fword vlan 1
Fword vlan 2fword \l.m 1
Port 1 l Port 1
(primary |pr|mury1
Port 2 Port 2 ‘

Convergence =1
Switch E ‘\/ backup) lbackup Accass Switch D

Vlan 2 Vian 2 Vian 1

< 3 < <
User 4 User 3 User 2 User 1

PucyHok 1-4. Tononorus ¢ AByMsi HOpMarnbHbIMU KaHanamn 6anaHCMpPOBKU Harpy3ku

1.4.5.2. CBAA3aHHasA KOHcurypaums

BknroyeHne 6anaHcupoBku Harpy3km VLAN Ha nHtepdence
Mo ymonuaHuio dyHkums 6anaHcuposkm Harpy3km VLAN Ha nHTepdence oTknoyeHa.

Bbl moxeTe 3anyctuTb KomaHgy switchport backup interface prefer instance, 4TOObI
BKMOUNTb dOyHKUMIO BanaHcupoBky Harpy3km VLAN.

Ecnu ata (yHKUMA He BKIOYeHa, nofioca nponyckaHus KaHana He MOXEeT ObiTb MOSTHOCTbIO
ncnonb3oBaHa Npu nepecbinike NakeToB, Korga ABa kaHana paboTtatloT HopMarnbHO. Bbl AOMKHbI
BKMOUNTE PyHKUMO GanaHcumpoBku Harpy3km VLAN Ha nopTy, 4ToGbl UHTEepdenc mor
yyacTBoBaThb B 6anaHcmpoBke Harpy3km VLAN.

NMPUMEYAHMUE: oTobpaxeHne ak3emnnapoB 6anaHca Harpy3km REUP VLAN ynpaensietcs
moaynem MSTP yHudumumpoBaHHbiM 06pa3om. [OnonHWUTENbHLIE CBEAEHUSS O HACTPOWKe
3K3eMNIIsPoOB CM. B onucaHun B pa3gene Ethernet Switching/Hactponka MSTP.

NMPUMEYAHMUE: dyHkunio 6anaHcmpoBkn Harpy3km VLAN MOXHO HacTpouUTb TOMbKO Ha trunk-,
uplink- nnn rnbpumaHeix nHTepdercax.

1.4.6. OTcneXxnBaHue COCTOAAHUA KaHana

OTcnexnBaHue kaHana o3HadaeT, YTo Npu OoTKase upstream-kaHana cnyxbbl nepeknyaTcs
Ha downstream-kaHar, 4ToObl pe3epBHLIN MHTEPdENC MOT NPOAOIKaTL NepechinaTb NakeThbl.

1.4.6.1. NMpuHUKMN paboTbl

OTcnexnBaHue CoCcToAHMS KaHana obecneumBaeT yHKumo yBegomnenns downlink-yctponcTs
OIS NepeknioYeHns kaHana, Korga upstream-kaHan HeucnpaBeH. Bbl moxeTe HacTpouTb uplink-
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n downstream-nHTepdenchbl rpynmnbl OTCNEXNBaHUS COCTOAHNA KaHarna U NpuBa3aTh COCTOAHME
KaHana Heckonbkux downlink-uHTepdencoB K uUHTepgencam HeckonbkMx upstream-kaHanoB
OnNs peanu3aummM CUHXPOHM3auUM COCTOsIHMSA KaHana. Korga Bce upstream-kaHanbl B rpynne
OTCNexXuBaHua HeuncnpasHbl, UHTepdenchl downstream-kaHanos NPUHYOUTENBHO
OTKNto4alTCs, YToObI 06ecneunTb NepekntoveHne nepegadn downstream-kaHanoB C aKTUBHOIO
KaHana Ha pe3epBHbI.

Kak nokasaHo Ha PucyHke 1-5, korga upstream-kaHan KommyTaTopa B HeucnpaBse,
OTCNeXnBaHMe COCTOSIHMS KaHarna ObICTpo oTkNoYaeT downstream-uHTepdeinc kommyTaTopa B,
Tak 4yTo nepenadya no uplink-kaHany kommyTatopa D nepeknioyaeTcs Ha kommyTaTop C.

« = = Backup Link
Server
Normal Link

Faulty Link

Core Switch A @

Convergence g&s Q = Convergence
Switch C N Switch B
{fown shutdown
Port 1 Port 1
(primary (primary)
Convergence gt Port 2

Switch E lbackup) (backup (.:_::} Access Switch D

PucyHok 1-5. Tononorus, B KOTOPOKM upstream-kKaHan akTUBHOIO KaHarna HemcrnpaseH

1.4.6.2. CBA3aHHasA KOHcurypaums

Bkno4yeHune oTcnexmBaH1Msa KaHanoB
OTcnexnBaHme kaHarnoB no yMONM4aHUO OTKIMHOYEeHO.

Bbl moxeTe 3anyctntb komaHgy link state track [number], 4to6bl BkMouMTh Link Tracking
Group. 3HaueHne number Bapbupyetcst oT 1 go 2. lNepeas Link Tracking Group BkrtoYeHa no
YMOSYaHMIO (3HA4YEHME YNCa NO YMOSHaHUIo paeHo 1).

Ecnu oTtcnexmnsaHne kaHanoB He BKMNIOYEHO, CTaTyC COOTBETCTBYIOLLErO upstream-nHTepgerica
He MOXeT ObITb OBGHapyXXeH, MU NepeknioyYeHne nepeagpecaumm nakeToB He MoXeT ObiTb
peann3oBaHO BOBPEMSI.

Bknro4yeHune cyHkumm sagepxkm downlink-kanana gnsa Link Tracking Group
Mo ymonuaHuto 3agepxka downlink-kaHana gnsa orcnexuBaHusa kaHana pasHa 0 cekyHa.

Bbl moxeTe 3anyctntb kKomaHay link state track number up-delay timer, 4To6bl BkntouMTb Link
Tracking Group. 3HadeHne number Bapbupyetca oT 1 go 2. lNepsasg Link Tracking Group

23

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

HaCTpOVIKa REUP W

BKMOYEHa MO YMON4YaHuIo (3HavyeHe 4yucra no ymon4yaHuio pasHo 1). 3HayeHue Tanmepa
HaxoauTcsa B agnanasoHe oT 0 go 300 cekyHA, 4YTO NO yMonyaHuto paBHo O cekyHA.

BkntoumB gyHKUMIO yBenuueHus 3agepxkkn downlink-kaHana, Bbl MoxeTe m3bexaTb 4YacTbIX
nepekntodeHmn downlink-kaHana, BbI3BaHHbIX HECTabMNbHOCTBLIO upstream-kaHana B Link
Tracking Group. To ecTb, Korga upstream-kaHan CTaHOBUTCHA aKTMBHbIM, downstream-kaHan
CTAHOBUTCSH aKTUBHbIM NOCNEe 3a4ePXKKN.

Ho6aBneHune nutepcpenca B Link Tracking Group
Mo ymon4yaHuio nHtepdenc He gobaesnseTca B Link Tracking Group.

Bbl moxeTe 3anyctutb komaHgy link state group [number] {upstream | downstream} ans
HacTpomrku upstream- n downstream-untepcpencos Link Tracking Group. 3HaveHne number
HaxoauTcsa B AnanasoHe oT 1 oo 2. UHtepdenc aobaesngaetcs B nepsyto Link Tracking Group no
YMOM4YaHMIO (3Ha4YEeHME Yncna no ymondyaHuio pasHo 1).

Ecnn wHTepdenc He pobaBneH B rpynny OTCREXWBaHWS, CTaTyC COOTBETCTBYHOLLErO
upstream-nHtepcderica He MOXeT BbITb OBHapYXKEH, 1 NepekntoYeHne nepeagpecasmm nakeTos
He MoXeT OblTb peann3oBaHO BOBPEMSI.

1.5. KoHdurypauusn

KoHdurypaums OnucaHue u KOMaHAa

HacTponka ocHoBHbIX | (OBsa3aTenbHO) Wcnonb3yeTcsa [Ons  BKAKYEHUA  OBYXKaHarbHOMO

dyHkum REUP pesepsupoBaHua REUP
switchport backup interface BkntovaeTt OBYXKaHarnbHe
pe3epBupoBaHne REUP
HacTtpowka (OnuuoHanbHo) Ncnonb3yeTcsa ansa onpegeneHus preemption mode u

preemption _mode ¥ | BpeMeHN 3adep>Kkn. 3HAYEHMS MO YMOMYaHMI0 UCNOMb3YKTCH, ecnm
bYHKUMN  3a0EPXKKMA | OHM HE HACTPOEHBbI

REUP
switchport backup interface | YcraHaBnuBaet preemption
preemption mode mode
switchport backup interface | YcraHaBnuaet Bpems
preemption delay 3agepxkn ana preemption mode
HacTtponka (OnuuoHanbHo)  Wcnonb3yetca  onst ObicTporo  OOHOBIEHMUS
obHoBnexnns ~ MAC- | MAC-agpecoB
agpeca

mac-address-table update group | YctaHaBnuBaeT ngeHTudmkaTop
rpynnobl obHoBNEHNS
MAC-agpeca kommyTaTopa

24

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

HaCTpOVIKa REUP W
KoHdurypauus OnucaHue u KomaHaa
HacTtponka mac-address-table move update | BkntoyaeT oTnpaBky cOOOLLEHNI
obHoBneHna  MAC- | transit 06 obHoBneHnn MAC-aapeca
agpeca
mac-address-table move update | BkniovyaeT oTnpaBkKy
transit vlan naeHTudmnkaTopa VLAN
coobLeHU obHoBNEeHus
MAC-agpeca
mac-address-table move update | HactpaMBaeT  makcumarnbHoe
KONN4ecTBo nakeToB
obHoBMNEeHUS MAC-agpeca,
OTNpaBnsieMbIX B CEKYHAY.
3HaueHne HaxoauTca B
ananasoHe ot 0 po 32 000.
3HayeHwne no ymonyaHuo — 150
mac-address-table move update | BkniovaeT nonyyeHue
receive coobuweHnn 06 obHoBNEHUU
MAC-agpeca
mac-address-table move update | HactpanBaetr pguanasoH VLAN
receive vian onst obpaboTtkn coobuieHnn o6
obHoBneHnn MAC-agpeca
HacTtponka (OnuuoHanbHo) Wcnonb3yeTcss Ana  BKNOYeHUst  HanaHCMpPOBKK
©anaHcMpoBKu Harpy3kn VLAN
Harpysku VLAN
switchport backup interface HactpauBaet 6anaHc Harpysku
prefer instance kanana VLAN gnsa REUP
HacTtponka (OnuuoHanbHO) Wcnonb3yeTca LA BKIKOYEHUS  OTCREXMBaHMUS
OTCrneXuBaHns KaHanos
link state track up-delay Bkntovaet 3aepXkKy
downlink-kanana gna rpynnbl
OTCNeXnBaHus COCTOSIHUSA
KaHana
link state track BkntovaeTt rpynny
OTCNeXnBaHUA COCTOSIHUSA
KaHanoB
25
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KoHdurypauus OnucaHue u KomaHaa

HacTtponka link state group Ho6aBbTe UHTepgenc B

OTCNEeXMBaHUA KayecTBe upstream- nnm
downstream-uHTepdenca
yKa3aHHOM rpynnol
OTCneXvnBaHus COCTOSIHUSA
KaHana

1.5.1. HacTtpoinka ocHOBHbIX pyHKUun REUP

1.5.2. 3cpdheKkT KOHpUrypaumm

Korga kaHnan HeuncrnpaBeH, ,El,perVI HOpMaJ'IbeIIZ KaHan HemeaneHHO nepexkrnio4vyaeTcHd B
COCTOAHME NepechbisikKN AnA nepecbiyikn NakeToB.

MHTepdeic npnuHaanexuT Tonbko oaHon nape REUP. Kaxabin akTUBHbIM KaHan nmeet
TONbKO OAWH pe3epBHbI KaHan. Pes3epBHbIM KaHam MOXET MCMOoNb30BaTbCA Kak
pe3epBHbI YBHBMN TOSMbKO ANA O4HOrO akTMBHOMO KaHana. AKTMBHbIE U pe3epBHble
KaHanbl JOMMKHbI MCMONb30BaTb pasHble MHTEPAENCHI.

REUP nogaepxwusaeT uanyeckme nHtepdencol ypoBHs 2 n nHtepdencel AP, HO He
nogaepxunBaeT UHTEPdENCHI y4acTHMKOB AP.

AKTMBHBIN U pe3epBHbIN UHTEPdENCbI MOryT ObiTb pa3HbIX TUMOB M MMETb PasHyIo
ckopocTb. Hanpumep, wuHTepdenc AP MOXET WCMNonb30BaTbCA KakK aKTUBHbIN
MHTepenc, Toraa kak unsnmyeckmin MHTepdenc HacTpoeH Kak pe3epBHbIA NHTEPdIENC.

NHTepdencel, ckoHpurypupoBaHHble ¢ REUP, He yyacTeytoT B pacyeTte STP.
Kaxxgoe ycTponcTBO MOXeT ObITb HACTPOEHO MakcnmMym Ha 16 nap REUP.

MHTepdencbl, ycnewHo HacTpoeHHble ¢ nomowbio REUP, He MOryt m3aMeHuTb
NMHTepdencobl Ha MHTepdENChI YpoBHA 3 nNn ObiTb gobaBneHbl kK AP.

1.5.2.1. larn HacTpounkKu

BkrnroyeHne gByxKaHanbHoro pesepsuposaHusa REUP

Ob6sa3aTenbHbIN.

Ecnu HeT ocobbix TpeboBaHui, cnegyeT BKIKOYUTL ABYXKaHanbHOE pe3epBuMpoBaHue
REUP Ha nHtepderce npMHMMatoLero Kommyrtaropa.

1.5.2.2. NpoBepka

3anyctute komaHgy show interfaces switchport backup [detail], 4To6bl npoBepwuTsb,
HaCTPOEHO Nu AByxKaHarnbHoe pe3epsupoBaHne REUP.
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1.5.2.3. CBA3aHHble KOMaHAbI

BknroyeHne aByxKaHanbHoro pesepBupoBaHma REUP

KomaHga switchport backup interface interface-id

Onucanne interface-id: ykasblBaeT naeHTUUKaTOp pe3epBHOro UHTepgenca
napameTpoB

KomaHaHbIn Pexum koHdurypaumm nHtepderica

PEeXUM

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnu nHTepdenc, B KOTOPOM HaxoauTCs PEXUM, ABMNAETCS aKTUBHbLIM
UHTepdencom, nHTepdenc, CoOTBETCTBYOLWMIA napameTpy interface-id,
ABNAeTCs  pe3epBHbIM  uHTepdencom. Ecnm  akTMBHbIA  KaHan
HeucrnpaeeH, GbICTPO BOCCTaHaBNUBAETCA MNepedada Mo pe3epBHOMY
KaHany

1.5.2.4. Npumep koHdUrypaumm

BkrnroyeHne gByxKaHanbHoro pesepsuposaHusa REUP

CueHapui:

- = — Backup Link Switch A

Normal Link @

Switch C Switch B

oy Gi0i2

v

Switch E

= Switch D

PucyHok 1-6. [1BoriHas uplink-ceTb

Kak nokaszaHo Ha PucyHke 1-6, oT kommyTaTopa D Kk kommyTaTopy A BeayT Aga
upstream-kaHana: kommytatop D > kommyTtatop B > kommyTatop A M
kommyTaTop D > kommyTtaTtop C > kommyTaTop A. EcTb ABa upstream-kaHana oT
kommyTaTopa E Kk kommyTtatopy A: kommyTtatop E > kommyTtatop B >
kommyTaTop A n kommyTatop E > kommyTtatop C > kommyTatop A

Warn HactponTte aByxkaHanbHoe pesepBupoBaHue (MHTepdenc Gi0/1 — akTuMBHbIN
HacTpovikn | uHtepcenc, a Gi0/2 — pesepBHbIn uHTepdenc) REUP Ha kommyTatope
poctyna D (E)
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SwitchD> enable

SwitchD# configure terminal

SwitchD(config)# interface GigabitEthernet 0/1
SwitchD(config-if-GigabitEthernet 0/1)# switchport mode trunk

SwitchD(config-if-GigabitEthernet ~ 0/1)#switchport  backup interface
GigabitEthernet 0/2

SwitchD(config-if-GigabitEthernet 0/1)# exit

SwitchE> enable

SwitchE# configure terminal

SwitchE(config)# interface GigabitEthernet 0/1
SwitchE(config-if-GigabitEthernet 0/1)# switchport mode trunk

SwitchE(config-if-GigabitEthernet  0/1)#switchport backup interface
GigabitEthernet 0/2

SwitchD(config-if-GigabitEthernet 0/1)# exit

MpoBepka | NpoBepbTe MHMPOPMaLMIO O ABYXKaHarbHOM pe3epBUPOBaHUN, HACTPOEHHYHO

ansa kommyTtatopa D (E)

D SwitchD#show interfaces switchport backup detail
Switch Backup Interface Pairs:
Active Interface  Backup Interface State
Gi0/1 Gi0/2 Active Up/Backup Standby
Interface Pair : Gi0/1, Gi0/2
Preemption Mode : off
Preemption Delay : 35 seconds
Bandwidth : Gi0/1(100000 Mbits), Gi0/2(100000 Mbits)
E SwitchE#show interfaces switchport backup detail
Switch Backup Interface Pairs:
Active Interface  Backup Interface State
GioN Gi0/2 Active Up/Backup Standby
Interface Pair : Gi0/1, Gi0/2
Preemption Mode : off
Preemption Delay : 35 seconds
Bandwidth : Gi0/1(100000 Mbits), Gi0/2(100000 Mbits)
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1.5.2.5. PacnpocTpaHeHHble OLNOKK

o [pyrne napbl REUP HacTpanBaloTCca Ha CKOHUIypupoBaHHOM UHTepence.

o  CKOHUrypmpoBaHHbIN UHTEPdENC HE ABNAETCA (PU3NYECKUM NHTEPKENCOM YPOBHS 2
unu nHtepdgencom AP.

1.5.3. Hactpouka preemption mode n ¢pyHKuum 3agepxxkm REUP

1.5.3.1. dphekT KOHUrypauum
OrpaHnybTe preemption mode 1 Bpems 3agep>kkn ons nepeknioyeHnsa kaHana REUP.

1.5.3.2. NpumeyaHus

Heobxoammo HacTpouTb AByXxKaHarnbHoe pesepsupoBaHne REUP.

1.5.3.3. llarn HacTpounku

e  OnuuoHarnbHo.

e Ecnu aktmBHbIN KaHan [JoOrmKeH Bcerga mnepecbinatb MNakeTbl WM NPOMyCKHas
CrnocobHOCTbL KaHana [OorhKHa WCnonb3oBaTbCA [ANS onpederneHus KaHana pAans
nepechISiki NakeToB, HEOHXO4MMO HACTPOUTL COOTBETCTBYHOLLMI preemption mode u
BpeMsI 3a4EPXKKM.

1.5.3.4. NMpoBepka

3anyctute komaHay show interfaces switchport backup [detail], 4TOObI npoBepuTh,
COOTBETCTBYIOT N1 preemption mode 1 BpeMs 3agepkn KoHUrypaumsam.

1.5.3.5. CBA3aHHble KOMaHAbI

Hactpowka preemption mode REUP

KomaHga switchport backup interface interface-id preemption mode
{forced|bandwidth|off}

Onuncanne interface-id: ykasbiBaeT naeHTMUKaTOp pe3epBHOro uHTepdenca.
napameTpos mode: ycTaHaBnvBaeT preemption mode:

forced: ykasbiBaeT 0OpPCMPOBAHHbBIN PEXUM.
bandwidth: yka3sbiBaeT pexunm nonockl NponycKaHus.

off: ykasbiBaeT, 4To preemption mode BbIKMOYEH

KomaHaHbIn Pexnm koHdurypaummn nHtepdenca
peXunm

PykoBogcteo no | Preemption mode BknovaeT (©OPCUPOBAHHBLIA PaXKUM, PEXUM MOSOChI
MCNONb30BaHMIO | NPOMNYCKaHUS U BbIKMOYEHNe. B pexrme nonockl nponyckaHus cHavana
BblOMpaeTca MHTepdenc C BbICOKOW MNPOMYCKHOW CNOCOBHOCTbIO Ans
nepedadn AaHHbIX; B (POPCMPOBAHHOM pPEXUME aKTUBHbIN MHTEPdENC
BblOMpaeTca nepBbIM ANA Nepefadv AaHHbIX; B BbIKIIOYEHHOM pexume
preemption (npuopute3aums) He BbINONHAETCHA. Pexum no ymonyaHuto
BbIKINOYEH
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HacTtpounka BpemeHu 3apepxxku REUP
KomaHpa switchport backup interface interface-id preemption delay delay-time
Onucanne interface-id: ykasblBaeT ngeHTUduKaTop pe3epBHOro MHTepgenca.
fnapameTpos delay-time: yka3biBaeT Bpems 3a4epXKu
KomaHaHbIn Pexum koHdurypaumm nHtepderica
PEeXNM

MCnoJsib30BAaHUIO

BbIMNOJIHAETCA NepeKrtvYeHne KaHanonB

PykoBoACTBO No | 3agepxkka  preemption  ykasbiBaeT  Bpemsi  3adepXkku  nocre
BOCCTAHOBMNEHUS] HEUCNPAaBHOrO KaHana [0 BpPeMeHW, Korga CcHoBa

1.5.3.6. Npumep KoHdUrypaumm

Hactponka

preemption mode u BpemeHu 3agepxkm REUP

CueHapun | Kak nokasaHo Ha PucyHke 1-6, oT kommyTaTopa D k kommyTaTopy A BeayT Asa
upstream-kaHana: kommytatop D > kommyTtatop B > kommyTtatop A M
kommyTtaTtop D > kommyTaTop C > kommyTtaTop A. ECTb ABa upstream-kaHana ot
kommyTaTopa E k kommyTaTopy A: kommyTaTop E > kommyTaTop B > kommyTatop
A n kommyTaTtop E > kommyTtatop C > kommyTatop A

LWarn HacTponTe preemption mode Ha nonocy NponyckaH1si Ha KOMMyTaTope 4OCTyna
HacTporku | D (E) n Bpemsa 3agepxkn Ha 40 cekyHA

D

SwitchD> enable

SwitchD# configure terminal

SwitchD(config)# interface GigabitEthernet 0/1
SwitchD(config-if-GigabitEthernet 0/1)#switchport backup interface gi 0/2
preemption mode bandwidth

SwitchD(config-if-GigabitEthernet 0/1)#switchport backup interface gi 0/2
preemption delay 40

SwitchD(config-if-GigabitEthernet 0/1)# exit

SwitchE> enable

SwitchE# configure terminal

SwitchD(config)# interface GigabitEthernet 0/1
SwitchD(config-if-GigabitEthernet 0/1)#switchport backup interface gi 0/2
preemption mode bandwidth

SwitchD(config-if-GigabitEthernet 0/1)#switchport backup interface gi 0/2
preemption delay 40
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SwitchD(config-if-GigabitEthernet 0/1)# exit

MpoBepka | NpoBepbTe MHMOPMaLMIO O ABYXKaHanbHOM pe3epBUPOBaHUN, HACTPOEHHYHO
ansa kommyTtatopa D (E)

D SwitchD#show interfaces switchport backup detail

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GioN Gi0/2 Active Up/Backup Standby
Interface Pair : Gi0/1, Gi0/2

Preemption Mode : bandwidth

Preemption Delay : 40 seconds

Bandwidth : Gi0/1(100000 Mbits), Gi0/2(100000 Mbits)

E SwitchE#show interfaces switchport backup detail
Switch Backup Interface Pairs:

Active Interface  Backup Interface State

GioN Gi0/2 Active Up/Backup Standby
Interface Pair : Gi0/1, Gi0/2

Preemption Mode : bandwidth

Preemption Delay : 40 seconds

Bandwidth : Gi0/1(100000 Mbits), Gi0/2(100000 Mbits)

1.5.3.7. PacnpocTpaHeHHble OLMOKHK

CKOHpurypupoBaHHbii MHTEpENC He ABNAeTCH PU3NYECKMM MHTEPEENCOM YPOBHA 2 Win
nHTEepencom AP.

1.5.4. Hactponka obHoBneHua MAC-agpeca

1.5.4.1. 3dphbeKkT KOHUrypauum

BeicTpo ymanswTtca n obHoenstTcs MAC-agpeca mHTepdernica BO BPEMS MEPEKITHOYEHUS
KaHanoB, YTOObl YCKOPUTb KOHBEPreHUMI0 NakeToB.

1.5.4.2. NMNpumeyaHunsn

¢ HeobGxoanmo HacTpouTb ABYXKaHanbHoe pe3epBupoBaHne REUP.

e [Inda kaxxgoro yCTpoMCTBa MOXHO HacTpouTb 40 8 rpynn obHoBneHus agpecos. Kaxaas
rpynna obHOBMEHNS aapecoB MOXET UMETb MaKCUMyM 8 NHTePdENCoB-y4aCTHUKOB, U
NMHTepdenc MoXeT NpMHaANexXaTb HECKONMbKMM rpynnam obHOBNEHUSA aapecos.
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1.5.4.3. llarn HacTpounkun

e (ObOga3aTenbHbIN.

e Ecnu Her o0cobbix TpeboBaHum,

crnegyet HacTpouTb (QYHKUMIO OGHOBMEHMS

MAC-agpeca.

1.5.4.4. NMpoBepkKa

3anyctnte komaHgy show mac-address-table update group [detail], 4To6bI NpocmoTpeTb
KOHUrypauuto rpynnsl O6HOBNEHUIA.

1.5.4.5. CBA3aHHble KOMaHAbI

Hactpounka naeHtucpukatopa rpynnol ooHoBneHusa MAC-agpeca kKommyTaTopa

KomaHga mac-address-table update group [group-num]

Onucanwne group-num: ykasblBaeT ngeHtudukatop rpynnesl o6HoBneHns MAC-agpeca
napameTpoB

KomaHaHbIN Pexum koHdurypaumm nHtepenca

pexvm

PykoBoacteo no

Y1obbl yMeHbWwWUTb Gonblwon  dnyA, Bbi3BaHHLIN  OBHOBIEHWEM

ucnonb3oBaHnto | MAC-agpeca, KOTOPbIi MOXET MOBMMATb Ha HOpPManbHyl nepegadvy
AaHHbIX KOMMyTaTopa, Mbl Ao6aBnsieM HaCTPOMKy rpynnbl 06HOBMNEHUS
MAC-agpeca. Tonbko nocre TOro, Kak BCe WHTepdenCbl Ha nyTu
KommyTaumm 6yoyt gobaBneHbl B OQHY M Ty e rpynny OOGHOBMEeHus
MAC-agpecoB, downlink-nepegaya pfaHHbIX MOXeT ObiTb ObICTPO
BOCCTaHOBIEHa

BknioyeHne oTnpaBku coobweHmnn o6 oobHoBneHnn MAC-agpeca

KomaHga mac-address-table move update transit

KomaHaHbIn KomaHaHbIN pexnm

pexmm

PykoBoacteo no
NCNOSb30BaHMIO

YT106bl YMEHBLMTL NEPEKMOYEHME KaHANOB M MOTEPK MOTOKOB AaHHbIX
downlink-kaHana, HeobxoaMmO BKMOYMTL OTMApPaBKy coobleHnn o6
obHoBNEHN MAC-agpeca Ha KommyTaTope, BbIMOJTHAOLWEM
nepekmnyeHme
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Bknro4yeHune otnpaBku ngeHtudgpukatopa VLAN B coobweHusax o6 ooHoBneHun
MAC-agpeca
KomaHga mac-address-table move update transit vlan vid
Onucanwne vid: ykasbiBaeT ungeHtndukatop VLAN ans otnpaBku coobuieHuin o6
napamMmeTpoB o6HoBneHnn MAC-agpeca
KomaHaHbIn Pexum koHdurypaumm nitepderica
pPEeXNM
PykoBogcteo no | MNMocne Toro, kak otnpaBka coobuweHnn o6 obHoeneHun MAC-agpeca
NCNONb30BaHUIO | BKMNtoYeHa, coobuweHna o6 obHoeneHun MAC-agpeca moryT ObiTb
oTnpasrieHsbl Ha uplink-ycTponcTBa BO BpeMs NepeknioYeHns kaHana

oTnpaBlifAeMbIX

Hactponka makcumanbHOro konu4yectsa naketoB obHoBneHns MAC-agpeca,
B CeKyHAay

KomaHga mac-address-table move update max-update-rate pkts-per-second

Onuncanne pkts-per-second: ykasblBae€T MaKkCMMasibHOE KONIMYECTBO MaKeToB

napameTpoB obHoBneHns MAC-agpeca, oOTnpaBnsemMblXx B CeKyHOy. 3HayeHve
HaxoauTcsa B gnanasoHe ot 0 go 32 000. 3HayeHne no ymonyaHmio — 150

KomaHgHbIn Pexunm koHurypaumm

pexum

PykoBoacteo no

Bo Bpems nepeknoveHmns kaHana REUP oTtnpaenseT nakeTbl 0GHOBNEHUS

ncrnonb3oBaHuo | MAC-agpeca € 3agaHHbIM KONMYecTBOM Ha uplink-ycTponcTBa Kaxayto
CEKyHAy, YyTOObI BOCCTaHOBUTb downlink-nepegavy JaHHbIX
uplink-yctponicTtea
Bknro4yeHune nony4vyeHus coobueHnm o6 obHoBneHnn MAC-agpeca
KomaHga mac-address-table move update receive
KomaHaHbIn Pexnm koHdurypaumm
pexmm

PykoBoacteo no
NCNOSb30BaHMIO

Bo Bpemsa aByxkaHanbHoro pesepBupoBaHus downlink-noTokn AaHHbIX
MOryT ObITb noOTepsaHbl, MNOCKonbKy Tabnuua MAC-agpecoB uplink-
KOMMyTatopa He OOHOBMSETCA B pPEXUME pearlbHOro BpemeHu. YTobbl
YMEHbLUNTL MNOTEPM MOTOKOB [AaHHbLIX YPOBHS 2, BaM Heobxoanmo
o6HoBuTb Tabnuuy MAC-agpecos uplink-kommyTtaTopa. B atom cnydae
BaM HeobXxoOMMO BKMIOYMTL MNofyyeHve coobueHnn o6 obHoBNEeHUn
MAC-agpeca Ha uplink-kommyTaTope
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Hactpownka amanaszoHa VLAN ana obpabotkm coobleHun o6 obHoBneHuun
MAC-agpeca
KomaHpa mac-address-table move update receive vlan vlan-range
Onucanwne vlan-range: ykasbiBaeT guanaszoH VLAN ana obpaboTku coobLueHun
napameTpoB obHoBneHnss MAC-aapeca
KomaHaHbIn Pexum koHdurypaumm
pPEeXUM

PykoBoactBo no | Ota KOMaHga WUCNONb3yeTcsl ANs OTKMOYeHUsA yHKumMM obpaboTku
ncnonb3oBaHuto | coobueHnin 06 obHoeneHnn MAC-agpeca B onpegeneHHbix VLAN. [Ons

VLAN, oTkntoyeHHon ¢ pyHKumen obpaboTkm cooblieHnn obHOBREHUS
MAC-agpeca, nakeTbl 06HoBReHna MAC-agpeca MOryT UCnorib3oBaThCs
ans  BocctaHoBneHuss downlink-nepegayn uplink-ycTponcTts; ogHako
Npon3BOANTENBHOCTb CXOAMMOCTM Ansi cOoeB kaHana byaeT CHuxeHa

1.5.4.6. NMNpumep koHdUrypaumm

Hactpounka obHoBneHusa MAC-appeca

CueHapun | Kak nokasaHo Ha PucyHke 1-6, oT kommyTtaTopa D k kommyTaTopy A BeayT Asa
upstream-kaHana: kommytatop D > kommyTtatop B > kommyTatop A M
kommyTaTop D > kommyTtaTtop C > kommyTaTtop A. ECcTb ABa upstream-kaHana oT
kommyTaTopa E k kommyTtaTopy A: kommyTaTop E > kommyTaTop B > KommyTaTop
A n xommyTaTop E > kommyTtaTtop C > kommyTaTop A

Larn e Bknwounte otnpaBky coobuwieHnii o6 obHoeneHun MAC-agpeca Ha

HaCTPOMKK kommyTaTope goctyna D (E).

e Bkniounte nonyveHne naketoB o6HoBneHns MAC-agpeca Ha
kommyTaTope B (C).

e [loGaBbTe Bce nHTepdencol Ha Nyt kommyTaumm REUP B ogHy 1 Ty xe
rpynny o6HoBneHnst MAC-agpecos.

e B cpege Gi0/1 n Gi0/3 kommyTaTtopa B — 310 uUHTEpdENCHI Ha NyTH
kommyTaumm uplink kommyTtatopa D, a Gi0/3 n Gi0/2 — nHtepdeiicbl Ha
nytn kommyTtauum uplink kommytatopa E. Bbl mMoxeTe [ob6aBuTb
nHTepdencel Gio/1, Gi0/2 n Gi0/3 B ogHy n Ty e rpynny o6HOBNEHNS
agpeca. AHanorMyHbiM 06pasoM MOXHO MOMYyYUTb KOHMUrypaumo
kommyTaTopa C.

e Bkniounte nonyveHne naketoB o6HoBneHns MAC-agpeca Ha
KommyTaTope A.

e [lobaBbTe Bce UHTepdenchbl Ha nyTn kommyTaumm REUP kommyTtaTopa
A B oaHy 1 Ty xe rpynny obHoBneHua MAC-agpecos

D SwitchD> enable

SwitchD# configure terminal
SwitchD(config)# mac-address-table move update transit
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SwitchD(config)# exit

SwitchE> enable

SwitchE# configure terminal

SwitchE((config)# mac-address-table move update transit
SwitchE(config)# exit

SwitchB# configure terminal

SwitchB(config)# mac-address-table move update receive
SwitchB(config)# interface range gigabitEthernet 0/1 -3
SwitchB(config-if-range)#switchport mode trunk
SwitchB(config-if-range)# mac-address-table update group 1

SwitchB(config-if-range)# end

SwitchB# configure terminal

SwitchB(config)# mac-address-table move update receive
SwitchB(config)# interface range gigabitEthernet 0/1 -3
SwitchB(config-if-range)#switchport mode trunk
SwitchB(config-if-range)# mac-address-table update group 1

SwitchB(config-if-range)# end

SwitchA# configure terminal

SwitchA(config)# mac-address-table move update receive
SwitchA(config)# interface range gigabitEthernet 0/1 -2
SwitchA(config-if-range)# switchport mode trunk
SwitchA(config-if-range)# mac-address-table update group 1

SwitchA(config-if-range)# end

lMpoBepka

MpoBepbTe MHGOpPMaLMIO O rpynnax 0OHOBNEHMS agpecoB Ha komMmyTaTopax D,
E,C,BuA

SwitchD# show run | incl mac-ad

mac-address-table move update transit

SwitchE# show run | incl mac-ad

mac-address-table move update transit

SwitchB# show mac-address-table update group detail
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show mac-address-table update group detailMac-address-table Update
Group:1

Received mac-address-table update message count:0

Group member Receive Count  Last Receive Switch-ID Receive Time

Gi0/1 0 0000.0000.0000
Gi0/2 0 0000.0000.0000
Gi0/3 0 0000.0000.0000

C SwitchC# show mac-address-table update group detail
Mac-address-table Update Group:1
Received mac-address-table update message count:0
Group member Receive Count Last Receive Switch-ID Receive Time
Gi0/1 0 0000.0000.0000
Gi0/2 0 0000.0000.0000
Gi0/3 0 0000.0000.0000

A SwitchA# show mac-address-table update group detail

Mac-address-table Update Group:1

Received mac-address-table update message count:0

Group member Receive Count Last Receive Switch-ID Receive Time
Gi0/1 0 0000.0000.0000
Gi0/2 0 0000.0000.0000

1.5.4.7. PacnpocTpaHeHHble OLUMOKHK

CKOHpurypupoBaHHbIi MHTEpENC He ABNAeTCS PU3NYECKMM MHTEPEENCOM YPOBHA 2 Win
nHTEepdencom AP.

1.5.5. HacTtpounka 6anaHcupoBku Harpy3ku VLAN

1.5.5.1. OdphbeKkT KOHUrypauum

MakcumanbHO MCnonb3ynTe NPOMYCKHYK CNOCOBHOCTL KaHana.

1.5.5.2. NMNpumeyaHunsn

Heobxoammo HacTpouTb AByXKkaHarbHOe pe3epBupoBaHne REUP.
WHTepderic goctyna He MOXeT COBMECTHO MCMONb30BaTbCA 6anaHCMPOBKOW Harpy3ku

VLAN n STP.

QTECH
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1.5.5.3.

1.554.

[nsa nHtepderncos, ycnewHo HacTPOeHHbIX ¢ GanaHcuposkon Harpy3skn VLAN, Bbl He
MOXEeTe U3MEHSITb aTpubyTbl MHTEPEENCOB, HO MOXeTe M3MeHATb aTpubyTbl VLAN
UHTepdencos.

LWarn HacTponku

Ecnn makcMmanbHOoe wucnonb3oBaHWe MNONOCbl MNponyckaHus He Tpebyetca, aTa
KOHUrypauus He saBnsieTcst 06a3aTenbHOMN.

Ecnn Tpebyetca 6GanaHcupoBka Harpy3km VLAN, Heo6xogumo  BbINOMHUTL
COOTBETCTBYIOLLYYIO HACTPOWKY.

MpoBepka

3anyctuTte komaHay show interfaces switchport backup [detail], 4ToOblI NpOBEPUTL, HACTPOEH
nn 6anaHc Harpy3sku VLAN.

1.555.

CBsizaHHble KOMaHAbI

Hactpouka 6anaHcupoBku Harpy3sku VLAN

KomaHga switchport backup interface interface-id prefer instance instance-range
Onuncanne interface-id: ykasbiBaeT ngeHTudukaTop pe3epBHOro MHTepdenca.
napameTpoB

instance-range: ykasblBaeT gManas3oH 3arpy3ku ak3emnnspa mHrepdenca
pe3epBHOro KONMPOBaHUS

pPEeXUM

KomaHgHbIn Pexunm koHdurypaumm nHtepdenca

PykoBoacteo no | Bl MOXeTe M3MeHUTb conocTaBreHne mexay aksemnnspamu n VLAN,
NCMNONb30BaHUIO | MCNONb3yd PYHKLUMIO conocTaBneHus aksemnnsgpos MSTP

1.5.5.6.

NMpumep KoHUrypauum

Hactpowka 6anaHcupoBku Harpy3ku VLAN

CueHapun | Kak nokasaHo Ha PucyHke 1-6, oT kommyTaTtopa D kK kommyTaTopy A BegyT ABa

upstream-kaHana: kommytatop D > kommyTtatop B > kommyTatop A M
kommyTaTop D > kommyTtaTtop C > kommyTaTop A. EcTb ABa upstream-kaHana oT
KommyTaTopa E k kommyTaTopy A: kKommyTaTop E > kommyTaTop B > KommyTaTop
A n xommyTaTop E > kommyTtaTop C > kommyTaTop A

LLarn

HacTponku | conoctaBuTb VLAN 1 ¢ aksemnnapom 1, VLAN 2 ¢ ak3emnnspom 2, VLAN 3 c

HacTtponTte conoctaBneHusi ak3eMnnapoB Ha kommytatope D (E), 4ToObI

akzemnnapomMm 3 u VLAN 4 ¢ aksemnnspom 4. [IonofiHUTENbHbIE CBEAEHUS CM. B
Ethernet Switching/PykoBoactse no Hactponke MSTP.

HacTtponTe cpyHkumio 6anaHcuposku Harpysku VLAN Ha kommyTaTope D (E)

SwitchD> enable

SwitchD# configure terminal
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SwitchD(config)# interface GigabitEthernet 0/1
SwitchD(config-if-GigabitEthernet 0/1)# switchport mode trunk
SwitchD(config-if-GigabitEthernet 0/1)#switchport backup interface gi0/2
prefer instance 2
SwitchD(config-if-GigabitEthernet 0/1)# exit

E SwitchE> enable
SwitchE# configure terminal
SwitchE(config)# interface GigabitEthernet 0/1
SwitchE(config-if-GigabitEthernet 0/1)# switchport mode trunk
SwitchD(config-if-GigabitEthernet 0/1)#switchport backup interface gi0/2
prefer instance 4
SwitchD(config-if-GigabitEthernet 0/1)# exit
MpoBepka | NpoBepbTe MHMPOPMaLMIO O ABYXKaHanbHOM pe3epBUPOBaHUN, HACTPOEHHYHO
ansa kommyTatopa D (E)
D SwitchD#show interfaces switchport backup detail
Switch Backup Interface Pairs:
Active Interface Backup Interface State
Gi0/1 Gi0/2 Active Up/Backup Up
Instances Preferred on Active Interface: Instance 0-1,3-64
Mapping VLAN 1,3-4094
Instances Preferred on Backup Interface: Instance 2
Mapping VLAN 2
Interface Pair : Gi0/1, Gi0/2
Preemption Mode : balance
Preemption Delay : 35 seconds
Bandwidth : Gi0/1(800 kbits), Gi0/2(100000 kbits)
E SwitchE#show interfaces switchport backup detail
Switch Backup Interface Pairs:
Active Interface Backup Interface State
GioN Gi0/2 Active Up/Backup Up
Instances Preferred on Active Interface: Instance 0-3,5-64
Mapping VLAN 1-3,5-4094
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Instances Preferred on Backup Interface: Instance 4
Mapping VLAN 4

Interface Pair : Gi0/1, Gi0/2

Preemption Mode : balance

Preemption Delay : 35 seconds
Bandwidth : Gi0/1(800 kbits), Gi0/2(100000 kbits)

1.55.7.

PacnpocTpaHeHHble OWMNGKU

ConocrtaBneHus mexay naeHtudgpukatopamm VLAN 1 3K3eMMNsipamMmmn He HaCTPOEH®I.

1.5.6. HacTtpouka oTcnexvBaHus KaHanoB

1.5.6.1.

AdhekT KOHpUrypaumum

O6HapyxuB, 4YTO upstream-kaHan OTKIHOYEH, NPUHYAUTENBHO OTKMYMTEe downstream-kaHarn,
4YTO6bl MOXXHO ObINO BbINOMTHUTL NEPEKOYEHMNE KaHASOB.

1.5.6.2.

1.5.6.3.

1.5.6.4.

MpumevaHun

Heobxoammo HacTpouTb ABYxKaHarnbHoe pe3epBupoBaHme REUP.

Ona dyHKUMK OTCNeXmnBaHUSA COCTOSIHUSA CBA3W KaXAbl MHTepdenc npuHaanexut
TOMbKO K OAHOM rpynne OTCREeXMBAHUA COCTOAHUSA CBA3W, U ONSA KaXXOoro yCTpomucTBa
MOXHO HacTpouTb A0 2 rpynn OTCMEXUBaHUSA COCTOSHWUA cBA3W. Kaxpgas rpynna
OTCNexunBaHWA COCTOSHMA KaHana MoXeT umeTb 8 upstream-uHTEpPdENCOoB WU
256 downstream-uHTepdencos.

Larn HacTpoukun

Ob6sa3aTenbHbIN.

Ecnn HeT ocobGbix TpeboBaHui, criegyeT HacTpouTb (PYHKUMIO OTCREXUBaHUSA
upstream-kaHana.

lNMpoBepka

3anyctute komaHngy show link state group, 4Tobbl NPOCMOTPETL HACTPOEHHY0 MHOPMALMIO
06 oTCnexXmBaHWM KaHanos.

1.5.6.5. CBsi3aHHbIe KOMaHAbI
BkrnroyeHue rpynnbl oTCNeXMBaHUA COCTOSAHUA KaHanoB
KomaHga link state track [ num]
OnucaHue NnuM: yKa3biBaeT MAeHTUMUKATOP rpynnbl OTCREXUBAHUSA COCTOSIHUSA CBA3N
napameTpoB
KomaHaHbIn Pexum koHdurypaumm
pexXvm
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PykoBoactso no
NCNOSb30BaHMIO

Bbl MOXeTe co3faTtb rpynny OTCREXMBaHUS kaHanoB, a 3ateM [06aBUTb
NHTEpENC B YKa3aHHyt0 rpynny OTCreXMBaHUs

BkniouyeHue

3apgepxku downlink-kaHana Ana rpynnbl  OTCrEeXWBaHUSA

COCTOSAAHUA KaHana

KomaHga link state track num up-delay timer
Onucanwne num: ykasblBaeT wuaeHTudukaTop rpynnbl OTCHEXMBaHUS COCTOSAHUS
napameTpoB CBA3MN.
timer: ykasbiBaeT Bpems 3agepxkm downlink-kaHana, KoTopoe no
ymornyaHuio pasHo 0 cekyHA
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexmm

PykoBoacteo no
NCMNOMb30BaHUIO

Bbl 4OMKHBI BKITHOUYNTL YHKLMIO 3a4ePXKKK, YTOObI downstream-kaHan mMor
paboTaTb Nocne 3agepxku

Ho6aBneHne nHtepcpenca B Link Tracking Group

KomaHga link stategroup num {upstream | downstream}

Onucanne num: ykasblBaeT ngeHtudgukatop coctosHusa Link Tracking Group.

napameTpos upstream: [oGaBnsieT MHTEpENC B KayecTBe upstream-uHTEpdeiica
rpynnbl OTCAEXMBAHWS.
downstream: pobasnsiet nHTepdenc B KauecTBe
downstream-nHtepdenca rpynnbl OTCNEXMBAHUSA

KomaHaHbIn Pexnm koHdurypaumm nutepdenca

pexunm

PykoBoacteo no
MCNONb30BaHNIO

Bbl moxeTe cosgatb Link Tracking Group, a 3atem fo6aBuTtb nHTEPdENC
B YKa3aHHYH0 rpynny OTCNeXMBaHUs

1.5.6.6. NMpumep koHdUrypaumm

Hactponka Link Tracking Group

CueHapun

Kak nokasaHo Ha PucyHke 1-6, oT kommyTaTopa D Kk kommyTaTopy A BeayT Aga
upstream-kaHana:
kommyTtaTtop D > kommyTaTop C > kommyTtaTop A. ECcTb ABa upstream-kaHana ot
kommyTaTopa E k kommyTaTopy. A, TO ecTb kommyTtatop E > kommyTtaTop B >
kommyTaTop A 1 KommyTaTop E > kommyTtatop C > kommyTaTop A

kommytatop D > kommyTtatop B > kommytatop A un
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Warn
HaCTPOMKK

e Cospawnrte Link Tracking Group 1 Ha kommyTaTope B (C).

e Ha kommytatope B (C) pobaebte uHTepdencol GiO/1 n Gi0/2 B
kayectBe downlink-nHtepdencos Link Tracking Group n gob6aBbTe
uHTepdenc Gi0/3 B kavecTtBe upstream-uHTepdernca Link Tracking
Group

SwitchB> enable

SwitchB# configure terminal

SwitchB(config)# link state track 1

SwitchB(config)# interface GigabitEthernet 0/1
SwitchB(config-if-GigabitEthernet 0/1)#link state group 1 downstream
SwitchB(config-if-GigabitEthernet 0/1)#exit

SwitchB(config)# interface GigabitEthernet 0/2
SwitchB(config-if-GigabitEthernet 0/2)# link state group 1 downstream
SwitchB(config-if-GigabitEthernet 0/2)#exit

SwitchB(config)# interface GigabitEthernet 0/3
SwitchB(config-if-GigabitEthernet 0/3)#link state group 1 upstream
SwitchB(config-if-GigabitEthernet 0/3)#exit

SwitchC> enable

SwitchC# configure terminal

SwitchC(config)# link state track 1

SwitchC(config)# interface GigabitEthernet 0/1
SwitchC(config-if-GigabitEthernet 0/1)#link state group 1 downstream
SwitchC(config-if-GigabitEthernet 0/1)#exit

SwitchC(config)# interface GigabitEthernet 0/2
SwitchC(config-if-GigabitEthernet 0/2)# link state group 1 downstream
SwitchC(config-if-GigabitEthernet 0/2)#exit

SwitchC(config)# interface GigabitEthernet 0/3
SwitchC(config-if-GigabitEthernet 0/3)#link state group 1 upstream
SwitchC(config-if-GigabitEthernet 0/3)#exit

lMpoBepka

MpoBepbTe wWHopmauuto o Link Tracking Group, HaCTPOEHHyl Ans
kommyTaTopa B (C)

SwitchB#show link state group
Link State Group:1 Status: enabled, Down
Upstream Interfaces :Gi0/3(Down)

Downstream Interfaces : Gi0/2(Down)
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1.5.6.7. PacnpocTpaHeHHble OLNOKKN

NuTepdenicel gobasnstotca B Link Tracking Group, korga Link Tracking Group He BkntoyeHa.
1.6. MoHUTOpPUHr

1.6.1. OToGpaxeHue

OnucaHue KomaHaa

OtobpaxaeT wuHpopmaumio o | show interfaces[ interface-id]switchport backup [detail]
ABYXKaHanbHOM
pesepsupoBaHum REUP

OtobpaxaeT koHgurypauun | show mac-address-table update group [detail]
rpynnbl 0o6HOBNEHNs
MAC-agpecoB

OtobpaxaeT cratuctuky REUP | show mac-address-table move update
06 oTnpaBneHHbIX COOBLLEHUAX
06 o6HoBneHnn MAC-agpeca

OtobpaxaeT wuHpopmaumio o  show link state group
coctosHug Link Tracking Group

1.6.1.1. OTnagka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPpU BbIBOAE OTNag04HOM HdopManmu. lNoatomy
OTKMNtoYanTe OTNaAKy cpasy nocne UCMosib30BaHUS.

OnucaHue KomaHga

BknitoyaeT Bcto otnagky REUP debug reup all

Otnagka HopmanbHoro pabodero npouecca @ debug reup process
REUP

Otnagka  coobuweHnss 06  obHoeneHwun  debug reup packet
MAC-agpeca REUP

Otnagka nakeTtoB o6HoBneHus MAC-agpeca | debug reup macupdt
REUP

OTtnagka onepaTBHOIO pe3epBUPOBaHNUS debug reup ha

Otnagka ownbku, Bo3HMKatowern npu pabote  debug reup error
REUP
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HaCTpOVIKa REUP
OnucaHune KomaHaa
Otnagku nony4mnm cobbiTna debug reup evnet
OTtnagka cTtaTUCTMKM  npu  BbiNnonHeHun | debug reup status
onepauui show
43
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2. HACTPOUKA RLDP
2.1. O630p

MpoTokon Rapid Link Detection Protocol (RLDP) o6ecneunBaeT 6bicTpoe 0OHapykeHne 0TKa3oB
OflHOHanpaBfieHHbIX KaHanoB, OTKAa30B HanpaBfeHHoOW nepeagpecaumMm W oOTkas3oB loop
downlink-kaHana Ethernet. [llpun o6HapyxeHun cbos cooTBeTCTBYylOWME MNOPTLI OyayT
aBTOMaTUYECKM 3aKpbiTbl B COOTBETCTBMM C KOHdurypaumen obpabotkm cbos, wnu
nonb3oBarternb 6yaeT yBeAOMIEH O HEOOXOAMMOCTY BPYYHYIO 3aKpbITb NOPThI, YTOOLI M36exaTb
HenpasunNbHOW Nepeazpecaumm notoka unu netnu Ethernet yposhs 2.

2.2. MNpunoxeHus

MpunoxeHune OnucaHue
O6HapyxeHue O6HapyxeHune oTkasa ogHOHanpaBreHHOro kKaHana

oHOHanpaBfIEHHOW CBA3N

O6HapyxeHue gByHanpaneHHon | OBHapyxeHne cbosi AByHaNpaBfeHHOro kKaHana
NnepechbInku

O6HapyxeHue netenb downlink- | OBHapyXeHne NeTnun kaHana
KaHana

2.2.1. O6HapyXeHne ogHOHanNpaBneHHON CBA3U

2.2.1.1. CueHapun

Kak nokasaHo Ha cnegyowem pucyHke, A NOAKMYEH K B Yepe3 onTOBOMOKHO. 3TU ABE NMHUK
ABNATCA NUHMAMKU TX U RX onTudeckoro BorokHa. OB6HapyXeHue OAHOHanpaBieHHOro
coeguHeHus BKIOYeHO Ha A n B. Ecnn kakon-nnbo n3 Tx nopta A, Rx nopta B, Tx nopta B u
Rx nopta A oTkasbiBaeT, OgHOHanpaBneHHbli cbon GyaoeT obGHapyxeH u obpaboTaH B
cootBeTcTBMM ¢ RLDP. Ecnn cbon ycTpaHeH, agMMHUCTPATOp MOXET BPYYHYHO BOCCTAHOBWUTb
RLDP Ha A n B 1 B0306HOBUTEL OOHapyXeHue.

TA

RX
@ ForA For A’@
TX B

Iy Rx

PucyHok 2-1.

A 1 B — KOMMyTaTOpbl YPOBHS 2 UK YPOBHSA 3.

Tx nopTta A ycTtponcTBa A noaknoYeH K Rx nopta B ycTponcTtea B.
Rx nopTa A ycTtponcTtsa A nogkntoyeH kK Tx nopta B ycTponcTea B.
2.2.1.2. PasBepTbiBaHue

e [nobanbHbin RLDP BKMoYeH.

44

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

HacTtpoiika RLDP W

e HacTtponte obGHapyxeHue ogHOHamNpaBEHHOro coeavHeHus Ans nopToB A M B un
onpeaennte meTton 06paboTku cboeB.

2.2.2. ObHapyxeHue ABYHanpaBrfieHHON NepechbINnKn

2.2.2.1. CueHapuu

Kak nokasaHO Ha cnefyloLliem pucyHke, A nogkniodeH Kk B yepes ontudeckoe BOMOKHO, a ABe
NMMHUM  GBMIAKOTCA  MHMAMM  TX U RX  ONTOBOSIOKOHHOrO  Kabensi.  OGHapyxeHue
OAHOHanpaBfeHHOro coeanHeHnsa BkodeHo Ha A 1 B. Ecnu Tx nopTta A, Rx nopTta B, Rx nopta
A n Tx nopta B He paboTtatoT, AByHanpaBneHHbin cbon ByaeTt obHapyxeH u obpaboTtaH B
cootBeTcTBMM ¢ RLDP. Ecnn cbon ycTpaHeH, agMMHUCTPATOP MOXET BPYYHYIO BOCCTAHOBUTb
RLDP Ha A n B 1 B0O306HOBUTE OOHapyXeHue.

TX N/ R
| S i — — =
L. ]
A Rx B
PucyHok 2-2.

A n B — KOMMyTaTOpbl YPOBHS 2 UK YPOBHS 3.
Tx nopta A ycTporctsa A noakntoyeH kK Rx nopta B yctponctea B.
Rx nopta A yctponcTtea A nogknoveH K Tx nopTa B yctpowncTsa B.
2.2.2.2. PasBepTbiBaHue
e [nobanbHbin RLDP BkrtoyveH.
e Hactponte BFD ans noptoB A n B n onpegennte metog ob6paboTkun cboes.

2.2.3. O6HapyxeHue netenb downlink-kaHana

2.2.3.1. CueHapun

Kak nokasaHo Ha cnepytowem pucyHke, A, B n C coeguHeHsl B netno. O6HapyxeHne netenb
downlink-kaHana BkMOYEHO Ha A, 1 NeTnst obHapyxueaeTca u obpabaTtbiBaeTcs.

SW A SWB

SWC

Gi 0/49 = = a Gi Va0

Gi 0/1 Gi 02
PucyHok 2-3.
A, B n C — KommyTaTopbl YPOBHSA 2 Unn ypoBHS 3.

2.2.3.2. PasBepTbiBaHue

e [nobGanbHbin RLDP BKntoyeH Ha A.
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e Hactponte obHapyxeHune netenb downlink-kaHana Ha noptax Gi 2/0/1 n Gi 2/0/9 A n
onpegenute MeToa ycTpaHeHus cboes.

2.3. DyHKUUN

BonblwMHCTBO MexaHu3mMoB 06HapyxeHusi kaHanoB Ethernet oBHapyxvBaloT BO3MOXHOCTb
NOAKMIYEeHNsT Yyepe3 aBTOMaTUYECKOe cornacoBaHve Ha duanyeckom yposHe. OaHako B
HEKOTOPbIX Cy4asx yCTPONCTBA NOAKMOYEHbI HA (PU3NYECKOM YPOBHE U paboTaroT HOpManbHO,
HO CBA3b NO KaHany YpOBHA 2 OTKMYeHa unv HeHopmanbHa. RLDP pacnosHaeT cocenHee
YyCTPONCTBO 1 06Hapy>xuBaeT oTka3 kaHana nytem obmeHa ¢ ycTporcTBoM naketamu Prob, Echo
unu Loop.

2.3.1.1. Ba3zoBble KOHUeNnTbl

C6omn ogHOHanNpaBreHHON CBA3M

OTka3 ogHOHaNpaBneHHOro COEAMHEHNSA MPOUCXOAUT B CryYyae NepekpecTHOro OonTUYEeCKOoro
BOJIOKHA, OTCOEOMHEHHOIO ONTUYECKOro BOSIOKHA, O6pbiBa Lenn OnNTUY4EeCKOro BOMOKHA, OOHOW
Pa30OMKHYTOM fIMHMM B BUTOW Mape wunu ogHoHanpaBneHHoro obpbiBa Lieny NpoMeEXyTOYHOro
YCTPOWCTBa MEXAy OBYMsl YCTPOMCTBaMU. B Takmx criydyasix oguMH KOHEL, KaHana noAKmMYeH, a
OPYron OTKMoYEH, MO3TOMY NOTOK NepeHanpaBnseTcsl HenpaBMbHO MW NPOTOKON 3aLlMThbl OT
netenb (Hanpumep, STP) gaet cbon.

C6on aoByHanpaBrieHHOW CBSA3U

OTka3 gByHanpaBneHHOro COeANHEHNSI MPONCXOANT B Ciydae ABYX ONTUYECKUX BOFIOKOH, ABYX
Pa30OMKHYTbIX JfMHWA B BUTOM nNape WU [OByHanpaBieHHOro obpbiBa NPOMEXYTOYHOro
YCTPOWCTBa MeXay OBYyMsi yCTponcTtBamu. B Takmx cniydasix ob6a koHUa kaHana OTKIYalTCs,
No3TOMY NOTOK NepeHanpasnseTcs HenpaBuibHO.

Coou netnu

Downlink-yCTpOMCTBO HEMpaBuIIbHO MOAKMOYEHO, obpasys neTn, 4YTo nNpuBOAUT K
wnpokoBeLlaTensHomy wtopmy (broadcast storm).

Maket RLDP
RLDP onpegensieT Tpy Tuna nakeTos: nakeTbl Prob, naketol Echo n nakeTbl Loop.

e [laketol Prob npegcraBnsoT coboi MHOroagpecHble NakeTbl YPOBHA 2 4ONis
cornacoBaHus cocegen n obHapyXeHus ogHOHanpaBfeHHbIX UK ABYHaNpPaBieHHbIX
kaHanos. dopmart MHKancynaumMmM no ymonvaHmio — SNAP, KOTOpLIM aBTOMaTUYeCKu
MeHsieTcs Ha Ethernetll, ecnn coceg oTnpasndeT nakeTol Ethernetll.

e [laketbl Echo npepgcraBnsoT cobon ogHOaapecHble NakeTbl YPOBHS 2 B OTBET Ha
naketbl Prob u wucnonb3ytloTca Ons  obHapyXeHWs OA4HOHaMnpaBrieHHbIX  WUNn
OBYHanpaerieHHbIX kaHanoB. PopmaT MHKaANCyNALUUKM No ymonvaHuto — SNAP, KOTOpbIN
aBToMaTnyeckn MmeHsieTca Ha Ethernetll, ecnu coceq otnpaBndaeT nakeTol Ethernetll.

e [laketbl Loop npenctaBnsalT cobon MHOroagpecHble nakeTbl YPOBHA 2 AONis
obHapyxeHus netnn downlink-kaHana. WIx MOXHO Tomnbko nonyuntb. Popmart
VMHKancynauum no ymonyaxHmio — SNAP.

MHTepBan ob6HapyxeHna RLDP n makcnmanbHoe BpeMst OOHapyXeHusA

NHTepBan obHapyXeHus 1 MakcumanbHoe Bpems 0BHapyXeHWUs MOXXHO HacTpouTb Ans RLDP.
NHuTepBan ob6HapyxeHus onpegenset nepuog oTnpaeBku naketoB Prob u Loop. Korga
YyCTPOMCTBO nony4yaeT nakeT Prob, oHO HemegneHHo oTBevaeT naketom Echo. WHTepsan
oBHapyXeHna n MmakcumanbHoe BpeMs OBHapyXeHus onpefenstT MakCMMarbHOe Bpems
oBHapyxeHunsa (paBHOe MHTepBany obHapyXeHus X MakcMmanbHoe BpeMsi obHapyxeHus + 1)
Ansa obHapyXeHus ogHOHanNpaBNEHHOro Unu AByHANpPaBrieHHOro coeauHeHns. Ecnn Hu naket
Prob, Hu nakeT Echo oT coceaa He MOryT ObiTb MOSTyYeHbl B TEYEHNE MaKCUMaribHOro BpEMEHU
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obHapyxeHusi, byaeT nHmummnposaHa obpaboTka ogHOHaNpPaBNeHHOro UK ABYHaNpaBneHHOro
cbos.

CornacoBaHue cocegeunn RLDP

Mpun HacTporke oBHapy>XeHUs1 OAHOHaNPaBEHHOro U ABYHaNPaBneHHOro CoeaUHEHNs NOPT
MOXeT y3HaBaTb YCTPOMCTBO peer-end kak csoero cocega. OanH NOpPT MOXET y3HaTb OLHOrO
cocena, KOTopbI siBNsieTcA nepemMeHHbIM. Ecnu cormacoBaHue BKOYEHO, OOHapyxeHue
O[HOHanpaBfeHHOro UM ABYyHaNPaBliEHHOr0 COeAMHEHUA HayMHaeTcs nocre Toro, Kak nopT
HaxoguT coceaHUn y3en nocpeacTBOM COrflacoBaHUs, KOTOPOE 3aBepLuaeTcsl YCrneLwHo, Koraa
nopT nony4aet naket Prob oT coceaHero yana. OgHako, ecnn RLDP BkntoyeH npu cboe, nopT
He MOXEeT y3HaTb COCeAHWI y3en, N03ToMy obHapyXeHne He MOXeT HayaTbcs. B aTom cnyyae
BOCCTaHOBMUTE COCTOAAHME KaHana nepen BknioveHnem RLDP.

O6paboTka HeucnpaBHOro nopta B cooTBeTCTBUMU ¢ RLDP

° I'Ipe,u,ynpemp,eHme: MeyaTanTe CUCTEMHBIN XypHaln TONbKO AJ1A YKa3aHuA OTKa3aBLlero
nopTa n Tuna oTkasa.

e 3aBeplueHuve paboTbl SVI: pacneyatante CUCTEMHbBIN XypHan, a 3atem 3anpocute SVI
B cooTBeTcTBUMN ¢ Access VLAN unu Native VLAN nopTa 1 Beikntounte SVI, ecnu nopt
ABNAETCHA NOPTOM (pm3myeckoro obmeHa nnm nopTom-4yneHom AP ypoBHS 2.

e HapyweHue nopta: pacrneyatanMTe CUCTEMHbIA >XypHan WU HacTPOWTE HeucnpaBHbIv
NopT KakK HaxOoAsWMWNCA B COCTOSIHUM HapyLUEeHWs, Mocre 4ero nopT duanyecku
nepenget B coctosiHme Linkdown.

e bnokupoBka: pacneyatante CUCTEMHbIN XypHan U HaCTpOMUTE COCTOSIHWE Mepechisiku
nopta kak Block, n nopt He ByaeT nepecbinatb NakeTbl.

BocctaHoBneHune HencnpaBHoro nopta no RLDP

e PyuHol cbpoc: Bpy4Hyt cOpOCUTL BCE HEMCNPaBHbIE MOPTbI 40 MHULMANN3MPOBAHHOIO
COCTOSIHUS U Nepe3anycTuTb OBHapyXeHne coeauHeHUs.

e PyyHOe unn aBTOMaTU4eCKOE aBapuMHOE BOCCTAHOBMEHME: BOCCTaHaBNUBaET BCe
HeucnpaBHble MOPTbl A0 WHULMANM3MPOBAHHOTO COCTOSIHUSI  BPYYHYHO Wnn  C
nepuognyHocTbto (30 CekyHA MO yMOMYaHWMK M HacTpavMBaeTcsl) M nepesanyckaet
obHapyxeHne KaHanos.

e ABTOMaTMYECKOE BOCCTAHOBMIEHME: MPW OOHAPYXEHUW OOHOHAMNPAaBMIEHHOrO WK
ABYyHanpaBfieHHOro kaHana, ecnv obpaboTka OTkasaBLUMX MOPTOB HE ykasaHa Kak
HapyLleHne nopTa, BOCCTaHaBNMBanuTe NopThl 40 MHULNANN3MPOBAHHOIO COCTOSIHUSA Ha
ocHoBe nakeToB Prob n nepesanyckante obHapyxeHue kaHana.

CocTtosiHue nopTta B cooTrBeTcTBUM ¢ RLDP

e HopmanbHbli: yKka3blBaeT COCTOSIHME TMNopTa Mocne BKIOYEHUss OGHapyXeHus
coeaVHeHMsI.

e Owwubka: ykasbiBaeT COCTOSIHME MopTa nocrie obHapyXeHnsa ogHOHaNpPaBeHHOIO Uin
OBYyHanpaBrieHHoro cbosi coeguHeHns nnu coost NeTnu.

2.3.2. 0630p

Ocob6eHHOoCTb OnucaHue

PasBepTbiBaHne | BkntoyaeT oBGHapyXeHue ofHOHaMpPaBIEHHOrO MW ABYyHanpaBreHHOro

obHapyxeHus KaHana, nnun obHapyxeHue netnu downlink-kaHana Ha Hanu4me c6oeB K
RLDP peanuayeT 06paboTky
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2.3.3. Pa3BepTbiBaHue o6HapyxeHus RLDP

RLDP  obecneunBaetr oOHapyXeHWe  OAHOHAMPaBfEHHOrO  KaHana, OOHapyeHune
ABYHanpasneHHon nepeagpecaumm n obHapyxerue netnun downlink-kaHana.

2.3.3.1. MpuHUMN paboTbl

O6HapyxeHne ogHOHanpaBfieHHON CBA3U

Korga ata doyHKUMA BKIOYEHA, MOPT PErynsapHo oTnpasBnseT nakeTbl Prob u nonyyaeTt nakeTbl
Echo ot cocegHero y3na, a Takke nonyyaeT naketbl Prob oT cocegHero ysna u oteBedvaet
naketamn Echo. B TeuyeHnme MakcMmanbHOro BpeMeHu OBHapyXeHusi, ecrnn nopT nony4vaeT
naketol Prob, HO He nakeTbl EcCho vnn HM oguH M3 HUX, ByaeT MHMUMMpOBaHa obpaboTka
OoAHOHanpasneHHoro c6o4, n obHapyXeHne npekpaTuTcs.

O6HapyxeHue ABYyHarnpaBreHHON NepechbINKu

Korga ata (pyHKUMA BKNtOYEHa, NOPT perynsapHo oTrnpasnaeT nakeTsbl Prob n nonyyaeT nakeThbl
Echo ot cocepHero ysna, a Takke nornyyaet naketbl Prob oT cocefHero yana n oteBevaet
naketamu Echo. B TeyeHrne makcumansHOro BpeMeHn oBHapy>XeHUs1, eCnu nopT He NoslyYaeT HK
naketoB Prob, Hn naketoB Echo ot cocegHero ysna, Oyger uHuMuMupoBaHa obpaboTka
ABYyHanpasneHHoro cbos, n obHapyxxeHne npekpaTuTcs.

O6HapyxeHue netenb downlink-kaHana

Korga ata dgyHKUMS BKIHOYEHa, MOPT perynsdpHo otnpasnseT naketol Loop. B cnegyrowmx
cny4asix oTkas neTnu 6yaeT MHULUMMPOBAH MOCHe TOro, Kak TOT Xe WUnv ApYron nopTt nosnyymTt
nakeTbl: B OAHOM Crlyyae BbIXOAHOMW W BXOAHOW MOPTbl SABASIOTCA OOHUM W TEM Xe
MapLUpyTU3MpYyEMbIM NOPTOM UMW MNOPTOM-yvacTHUKamu AP ypoBHA 3; B OpyroMm cry4vae
BbIXOAHbIE W BXOAHbIE MOPThbl ABASATCA noptamm obMmeHa wunv nopTamu-yyactHukamm AP
YPOBHS 2 B ogHou 1 1o e VLAN no ymonyaHuo n B coctosiium Forward. byget peanusosaHo
ncnpaeneHne cbos, n oGHapyXeHue npekpaTUTCs.

2.3.3.2. CBAizaHHasA HacTpounkKa
Hactpownka obHapyxeHusa RLDP
Mo ymonuaHuio obHapyxeHne RLDP oTknto4veHo.

Bbl MmoxeTe 3anyctutb rnobanbHyto komaHgy rldp enable wnu nHtepdericHyto komangy rldp
port, 4yTobbl BKMtOUNTL 06HapyxeHne RLDP u ykazaTb Tvn obHapyxeHus n o6paboTky.

Bbl moxeTe 3anyctutb komaHay rldp neighbor-negotiation gns cormacosaHusi cocegen, rldp-
detect-interval gna ykasaHus wHTepBana o6GHapyxXeHus, rldp-detect-max ans ykasaHus
BpeMeHu obHapyxeHus nnu rldp reset ans BOCCTaHOBNEHUSI HEUCNPABHOIO NopTa.

2.4. KoHchurypauus

KoHdurypaumsa OnucaHue u KomaHga

HacTponka ocHOBHbIX | (O6si3aTenbHo) OH ucnonb3yetcs Ofsl BKIIOYEHUS OOHapyXeHus

doyHkumn RLDP RLDP B pexume rnobanbHom KoHurypauum
ridp enable BkntovaeTt rnobanbHoe
obHapyxeHne RLDP Ha Bcex
noprtax
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KoHdurypauus OnucaHue u KomaHaa

HacTtporika ocHoBHbIX | (OBsi3aTenbHo) OH  ucnonb3yeTcss ANs yKasaHuss B pexume
dyHkumn RLDP KoHGurypauum nHtepdenca tuna obHapyxeHus n obpabotkmn cboes

ana nHtepdelica

ridp port BkntovaeTt obHapyxeHne RLDP
Ha nopTy W YykasbiBaeT Tun
obHapyxeHnss wn  obpaboTky
OTKasa

(OnumoHanbHo) OH  wucnonb3yetcs ANA  HaCTPOWKM  MHTepBana
obHapyxeHus, BpeMeHn OBHapyXeHUs U corrnacoBaHus cocefen B
pexume rnobanbHOn KoHurypauum

ridp detect-interval N3meHseT rnobanbHble
napametpel RLDP Ha Bcex
nopTax, Takue Kak uHTepBan
OOHapyXeHunsi, MakcumarbHoe
Bpems obHapyxeHus "
cornacoBaHune cocenem

ridp detect-max

ridp neighbor-negotiation

(OnuuoHanbHo) cnonb3yeTcs B NPUBUIErMPOBAHHOM peEXUME

ridp reset BoccraHaBnueaeT Bce NopThl

2.4.1. HacTponka oCHOBHbIX ¢pyHKUMKn RLDP

2.4.1.1. AcpdeKkT kKoHdUrypaumm

BkrnitounTte oGHapyxeHne ogHoHanpasneHHoro kaHana RLDP, o6HapyxeHne gByHanpaBneHHom
nepecbinikn unm obHapyxenue netnu downlink-kaHana gnst obHapyxeHus cooes.

2.4.1.2. NMpumeyaHuns

O6HapyxeHue netenb 3PEKTUBHO AN BCeX MOPTOB-yYyacTHUKOB AP, ecnu OHO
HacCTpPOeHO Ha ogHOM K3 noptoB. OBHapyxeHne ogHOHanNpPaBneHHOro COeAUHEHUS U
obOHapyxeHne  gByHanpaBi€HHON nepecbinkn  ap@eKTUBHbI  TOMBKO Ha
nopTe-y4yactHuke AP.

O6HapyxeHne neTnn Ha duanmdeckom nopTy, AobaeneHHoM K AP, OOMmKHO ObiTb
HACTPOEHO TaK Xe, KaK U Ha Apyrmx noptax-yvyactHukax. ECcTe Tpu cnyyas. Bo-nepsbix,
ecnn obHapyxeHue neTerlb HaCTPOEHO He AN BHOBb JoGaBneHHOro nopra, a Ans
CYLLECTBYIOWMNX MNOPTOB-y4aCTHUKOB, HOBbIN MOPT MNPUHMMAET KOHUrypauuwo u
pesynbTatbl OOHapYyXeHMS CyLIEeCTBYIOLWMX NOPTOB. BO-BTOPLIX, €CnNn TOMbKO 4TO
AobaBneHHbIn  NOPT WM CYWEeCTBYHWOLWME  MOPTbl-y4aCTHUKM  UMEKT  pasHyto
KOHUrypauuto obHapyXeHusi neterib, HOBbIA MOPT NPUHMMAET KOHMUrypauuio w
pesynbTaTbl O6HapyXeHus CyLLEeCTBYHOLLMX NOPTOB.

Mpun HacTporike RLDP Ha nopTy AP Bbl MOXeTe HacTpoutb 06paboTky cboeB TOMNbKO
Kak «shutdown-port» («MOpT BbIKIOYEHUSA»), HA KOTOPOM OyayT M3MEHeEHbI apyrve
HaCTPOWKH.
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e Korga ansa nopTa HacTtpoeH «shutdown-port», obHapyxeHne RLDP He mMoxeT ObiTb
BOCCTaHOBMEHO B criyvae cbosi. [locne ycTpaHeHns Henonagok Bbl MOXETE 3anyCTUTb
komangy rldp reset wnu errdisable recovery, 4ToObl BOCCTAHOBUTH MOPT W
BO306HOBUTL OBHapyXeHue.

2.4.1.3. LLlarn HacTpounku

BknioyeHne RLDP

e OObGs3aTtenbHbIN.

e  Bkntounte obHapyxeHne RLDP Ha Bcex nopTax B pexvme rnobanbHon KoHpurypaumm.
BknroyeHne cornacoBaHus cocenen

e  OnuuoHanbHo.

o Bknounte byHKUMIO B pexmme rnobanbHON KOHurypauumn, n obHapyxeHne nopTos
OyaeT 3anyLyeHo npu ycnewHoM CornacoBaHnn cocenen.

Hactpoika uHTepBana ob6HapyxeHus
e  OnuuoHarnbHo.

e YKaxute nHTepBan obHapyxeHus B pexume rnobanbHon KOHUrypaumm.
Hactpoika makcMmanbHOro BpeMeHn o6HapyXeHus

e  OnuuoHanbHo.

e YKaxuTe MakcumanbHoe BpeMsi OBHapyXeHusi B pexnme rnobanbHon KOHpUrypaumm.
Hactpoika obHapyxeHus1 B nopTty
e O6GnAzaTenbHbIN.

e Hactponte

O HOHanpaBneHHoe obHapyxxeHne RLDP, ABYyHanpasneHHoe

obHapyxeHne RLDP mnnu obHapyxeHne NeTnn HUCXOZALWEN NIMHAN CBA3U B peXnme
KOHpurypaumm nHtepdpenca n ykaxmte ob6paboTky coos.

BoccTtaHoBneHne Bcex HeMcnpaBHbIX MOPTOB
e  OnuuoHanbHo.

e  Bknounte 3ty yHKUMIO B NPUBUIEMMPOBAHHOM peEXMME, YTOObl BOCCTAHOBUTL BCE
HeucrnpaeHble NOPTbl U BO30OHOBUTL OOHapyXeHue.

2.4.1.4. NpoBepka

OTtobparkeHne nHdopmaumm o rnobansHom RLDP, nopTe n cocege.

2.4.1.5. CBA3aHHble KOMaHAbI

Bknro4yeHune rnobanbHoro o6HapyxeHmna RLDP

KomaHga ridp enable
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexXunm

PykoBoacteo no
NCMNOMb30BaHUIO

Bkntountb rmobanbHoe obHapyxeHne RLDP

@ §) QTECH
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BknioyeHune obHapyxeHusa RLDP Ha nHtepcpence

KomaHga rldp port { unidirection-detect | bidirection-detect | loop-detect } {
warning | shutdown-svi | shutdown-port | block }

Onucanwne unidirection-detect: ykasbiBaeT Ha OOHapyXeHWe OAHOHanpaBrneHHOWN

napameTpoB CBSA3N.
bidirection-detect: ykasbiBaeT Ha oOHapyXeHue AByHanpaBreHHOWN
nepeagpecauuu.
loop-detect: ykasbiBaeT Ha obHapyxeHne netnm downlink-kaHana.
warning:  ykasblBaeT, 4YTO  UCNpaBneHMe  OTkas3a  sBNsieTca
npeaynpexaeHnem.
shutdown-svi: ykasbiBaeT, 4TO ucnpasneHne cbos 3akpbiBaeT SVI, Ha
KOTOPOM BKIHOYEH MHTEPdENC.
shutdown-port: ykasblBaeT, 4TO ucnpaeBneHMe cbos aBnseTcs
HapyLueHnem nopra.
block: ykasbiBaeT, 4TO wucnpaBneHne cHOS OTKNHYAET M3y4yeHue W
nepeagpecaumio nopta

KomaHaHbIn Pexwum koHdurypaumm nHtepderica

PEXUM

PykoBoacteo no
MCNONb30BaHNIO

MHTepdbericbl BkMoYaldT B ceba nopTbl KOMMyTaTopa YPOBHSA 2,
MapLUpyTU3MpyeMble NopTbl YPOBHA 3, NOPTbI-y4acTHUKN AP ypOBHA 2 n
nopTbl-y4acTHkM AP ypoBHs 3

M3meHeHne rnobanbHbIX napameTpoB o6HapyxeHuss RLDP

KomaHga ridp {detect-interval interval | detect-max num | neighbor-negotiation }

Onuncanne detect-interval interval: ykasbiBaeT nHtepsan obHapyxeHus.

jelpe el poe detect-max num: ykasbiBaeT BpeMsl 0GHapYXEHUS.
neighbor-negotiation: yka3biBaeT Ha cornacoBaHue cocenemn

KomaHaHbIn Pexunm rmobanbHon KoHdurypauum

peXnm

PykoBoacteo no
NCNOSb30BaHMIO

Mpn HeobxoommocTn nameHnTe Bce napameTpbl RLDP Ha Bcex nopTtax
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BocctaHoBneHne HeucnpaBHOro nopTa
Komanpga ridp reset
KomaHaHbIn MpBMNErMPOBaHHbLIN PEXUM
pexum
PykoBogcteo no | BocctaHOBUT Bce HeucnpaBHble MNOPTbl B MHUALMANU3NPOBAHHOE

NCNONb30BaHNIO | COCTOSAAHME U BO30OOHOBUT OGHapyXeHne

OToGpaxeHune nHcpopmauyum o coctosstHum RLDP

KomaHga show rldp [ interface interface-name |

Onucanwne interface-name: ykasbliBaeT nHtepdenc onsa otobpaxxeHns nHpopmaLmm
napameTpoB

KomaHaHbIv MpuBUNErMPOBAHHBLIN PEXNM, pexum rnobanbHoOn KoHUrypaumm unu
pexum pexum KoHdUrypauun nHtepderica

PykoBoacteo no
NCMNOmMb30BaHUIO

OTtobpakeHne nHgopmarmm o coctosaHnm RLDP

2.4.1.6. Npumep KoHcpUrypaumm

BknroyeHne obHapyxeHns RLDP B konbLeBOW TONOMOrMm
CueHapun:

(= 2/01

Gi 2049

S G

Gi 0/49 ﬁ = a Gi V50

a1 0N (a1 OV

PucyHok 2-4.

Kak nokasaHo Ha PucyHke 2-4, cekumn arperaumm M OOCTyna HaxoasaTcs B
KonbueBow Tomonormn. STP  BKkNOYMEH Ha BCeX YCTPOWCTBax Ans
npegoTBpalleHna obpasoBaHus neTenb WM obecnevyeHus 3awMTbl  OT
n36bITOYHOCTU. YTOBBI N3bexaTb O4HOHANPaBNEHHOIO MW ABYHanNpaBneHHOro
cbosi coeamHeHus, npusogsuwiero Kk cboto STP, BknyeHO o6HapyxeHue
OfHOHaNpaBneHHOro U [AByHanpasneHHoro coeauMHeHns RLDP  mexay
YyCTPOMCTBaMM arperaumm, a Takke MexXay YCTPOWCTBOM arperMpoBaHus u
YyCTPOMCTBOM AocTyna. YTtobbl n3bexatb 3aunKnMBaHNA U3-3a HEMPABUIIBHOIO
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downlink-coegnHennst yCTpPOMCTB arperaumn, BKoUMTe OBGHapyxeHue netnu
downlink-kaHana RLDP Ha nopTtax downlink-kaHana yCTpOWCTB arperaumm u
ycTponctBa poctyna. Ytobbl wu3bexatb oOpasoBaHuMs neTenb K3-3a
HenpasunbHoro downlink-NOAKNIYEHNA YCTPOWCTBA [O0OCTyna, BKOYUTE
o6HapyxeHune netnu downlink kaHana RLDP Ha downlink-noptax yctponcrtsa
jocTtyna

Warn
HaCTPOMKK

e SW A un SW B aenatTcsa ycTporictBamu arperauun, a SW C aengetca
yCTponcTBOM goctyna. MNonb3oBatenu, nogkntoyeHbl kK SW C. SW A,
SW B 1 SW C nmeloT KOmbLEBYIO TOMOMOIMIO, U Ha KaXAOM U3 HUX
BkrtodeH STP. [ina HacTporikn STP obpatutech K COOTBETCTBYIOLLEMY
PYKOBOACTBY MO HAaCTPONKe.

e Bkntounte RLDP Ha SW A, Bkouate  oBHapyxeHue
OAHOHaMNpaBneHHbIX N ABYHaNpaBeHHbIX KaHaNoB Ha ABYX MopTax u
BKMtoUnTE OBHapyxeHne netenb Ha downlink-nopTy.

e Bknounte RLDP wHa SW B, Bkmouate — obHapyxeHue
OflHOHanpaBrieHHbIX U ABYHanpaBreHHbIX KaHarnoB Ha ABYyX nopTax u
BKITOUMTE OBHapyxeHue netenb Ha downlink-nopTy.

e Brmwouite RLDP wa SW C, Bkiwounte  obHapyxeHue
O[lHOHaMNPaBIieHHOro W [AByHANpPaBfEeHHOro COoeAMHEeHWss Ha [OBYyX
uplink-noptax n BknuYuTe obHapyxeHue netenb Ha AByx downlink-
noprax

A#configure terminal
A(config)#rldp enable
A(config)#interface GigabitEthernet 2/0/1

A(config-if-GigabitEthernet 2/0/1)#rldp port unidirection-detect shutdown-
port

A(config-if-GigabitEthernet 2/0/1)#rldp port bidirection-detect shutdown-port
A(config-if-GigabitEthernet 2/0/1)# exit
A(config)#interface GigabitEthernet 2/0/9

A(config-if-GigabitEthernet 2/0/1)#rldp port unidirection-detect shutdown-
port

A(config-if-GigabitEthernet 2/0/1)#rldp port bidirection-detect shutdown-port
A(config-if-GigabitEthernet 2/0/1)#rldp port loop-detect shutdown-port
A(config-if-GigabitEthernet 2/0/1)#exit

MpumeHuTe KoHUrypauuo Ha SW A

C#configure terminal
C(config)#rldp enable
C(config)#interface GigabitEthernet 0/49

C(config-if-GigabitEthernet 0/49)#rldp port unidirection-detect shutdown-
port
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C(config-if-GigabitEthernet 0/49)#rldp port bidirection-detect shutdown-port
C(config-if-GigabitEthernet 0/49)# exit
C(config)#interface GigabitEthernet 0/50

C(config-if-GigabitEthernet 0/50)#rldp port unidirection-detect shutdown-
port

C(config-if-GigabitEthernet 0/50)#rldp port bidirection-detect shutdown-port
C(config-if-GigabitEthernet 0/50)#exit

C(config)#interface GigabitEthernet 0/1

C(config-if-GigabitEthernet 0/1)# rldp port loop-detect shutdown-port
C(config-if-GigabitEthernet 0/1)#exit

C(config)#interface GigabitEthernet 0/2

C(config-if-GigabitEthernet 0/2)# rldp port loop-detect shutdown-port
C(config-if-GigabitEthernet 0/2)#exit

MpoBepka | lNpoBepbTe nHopmaumo RLDP Ha SW A, SW B n SW C. Bosbmewm, K npumepy,
SW A
A A#tshow rldp

rldp state: enable

rldp hello interval: 3

rldp max hello : 2

rldp local bridge: 08c6.b322.33aa

Interface GigabitEthernet 2/0/1

port state : normal
neighbor bridge: 08c6.b300.51b1
neighbor port : GigabitEthernet 2/0/1

unidirection detect information:
action: shutdown-port
state : normal
bidirection detect information:
action: shutdown-port
state : normal
Interface GigabitEthernet 2/0/9
port state: normal
neighbor bridge: 08c6.b300.41b0
neighbor port: GigabitEthernet 0/49
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unidirection detect information:
action: shutdown-port
state : normal

bidirection detect information:
action: shutdown-port
state : normal

loop detect information:
action: shutdown-port

state : normal

2.4.1.7. PacnpocTpaHeHHble OLMNOKH

o OpHoBpemeHHO BknovatoTes yHkumm RLDP  wn  ayteHTMdwukauus npuBaTHOro
MHoroagpecHoro agpeca vnm TPP.

e CornacoBaHve cocefel  He  BKIWOYEHO MNpuU  HaAcTpovike  OBHapyxeHus
OZlHOHanpaBfieHHOro Ny AByHanpasneHHoro kaHana. RLDP gormkeH ObiTb BKITHOYEH Ha
coceHeEM YCTPOWCTBE, MWHayve OygeT o6HapyxeH OAHOHaNpPaBMEHHbIA  UNK
ABYHarnpasneHHbIn coon.

e EcnuobHapyxeHne RLDP HacTpoeHo Ha peanu3auuio nocne cornacoBaHusi cocegHero
y3na npu HacTporke OBHapy>XeHWst OAHOHAaNPaBIIEHHOrO WNW AByHaNpaBfeHHOro
coeguHeHus, obHapyxeHue HeBO3MOXHO peanu3oBaTb, TaK Kak wu3-3a cbos
coeuHeHns cocefHuWe yanbl He MoryT ObiTb M3yyeHbl. B aTon cutyauum Bam
npeanaraeTcs cHayana BOCCTaHOBWUTbL COCTOSIHME KaHana.

e Bam npegnaraetca He ykasbiBaTb 00paboTky cboa kak Shutdown SVI gns
MapLUpyTU3MpyeMOro nopra.

¢ Bam npegnaraetcsa He ykasbiBaTb 06paboTKy OTkasa Kak Block gnga nopta, Ha kKoTopom
BKMNKOYEH NPOTOKON 3aLlMThl OT NeTesNb, Hanpumep, STP.

2.5. MOHUTOPUHT

2.5.1. OToGpaxeHune

OnucaHue KomaHaa

OTto6paxaeT coctosHue RLDP | show rldp [ interface interface-name ]
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3. HACTPOWUKA DLDP
3.1. O630p

Data Link Detection Protocol (DLDP) — 3TO npoTOKOM, WCMnosfb3yeMbit ans ObicTporo
oGHapyxeHnsa HeucnpasHbIX kKaHanoB Ethernet.

TUNUYHBIA  MexaHu3M OGHapyxeHusi coeanHeHusi Ethernet onpegensieT BO3MOXHOCTb
NOAKIIOYEHNS (PU3NYECKOro CoeanHEHUs MOoCpPeacTBOM aBTOCOINacoBaHUSA Ha (PU3NYECKOM
ypoBHe. Takoii MexaHW3M WMEET OrpaHuYeHust Npu oBHapYXeHWU WCKIYeHWUA nepenaqu
[aHHbIX YPOBHS 3, HECMOTPS Ha HOpMarbHble (OU3NYECKNE COEAMHEHUS.

DLDP npepoctaBnsieT HagexHyro uHgopmauuio o6 obHapyxeHun kaHanos ypoBHsa 3. Nocne
obHapyxeHus HeucnpaBHoro kaHana DLDP oTkno4aeT norndeckoe cocTtosdHue noptoB 3-ro
YPOBHS, YTOObI peanu3oBaTb ObICTPYHO KOHBEPIreHLMIO MPOTOKOSOB 3-r0 YPOBHS.

3.2. MNpunoxeHunsn

MpunoxeHue OnucaHue
O6HapyxeHue NcxogHein IP-agpec obHapyxeHHoro nopta u obHapyXeHHbIV

BHYTPMCETEBOro cermeHTa | IP-agpec HaxogaTcsa B O4HOM CerMeHTe ceTu
DLDP

O6HapyxxeHue UcxoaHbin IP-agpec obHapyxeHHOro nopta n obHapy>XeHHbI
MEXCeTeBOro cermeHTa | IP-agpec HaxoasTcsa B pasHbIX CerMeHTax ceTu
DLDP

3.2.1. ObHapyxeHue BHyTpuceteBoro cermeHta DLDP

3.2.1.1. CueHapum

B aTtom pasgene onucbiBaeTcsl 6a30BbIN cueHapun npunoxeHmsi DLDP, B KOTOPOM UCXOOHbIN
IP-agpec obHapy>xeHHOro nopTta n o6HapyXeHHbIN IP-agpec Haxo4aTcs B OQHOM CETMEHTE CETU.

Ha Pucynke 3-1 nopt Gi 0/1 ypoBHs 3 Ha ycTponctee A n nopT Gi 0/2 ypoBHs 3 Ha yCTponcTBe
C HaxogsiTca B OQHOM cermeHTe ceTu. YTobbl 06HapyXMTb NOAKIIOYEHME KaHana ypoBHSA 3 OT
Gi 0/1 go Gi 0/2, sBkntounte obHapyxeHne DLDP Ha Gi 0/1 nnn Gi 0/2.

A 5 C

PucyHok 3-1.

Gi 0/1 n Gi 0/2 — 310 NOPTbI YPOBHSA 3 B OAHOM CETMEHTE CETMW.
B — 310 ceTb B TOM e cermeHTe ceTu, Yto u Gi 0/1 n Gi 0/2.

3.2.1.2. PasBepTbiBaHue
Bknounte DLDP Ha Gi 0/1 unu Gi 0/2.
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3.2.2. ObHapyxeHue mexceteBoro cermeHta DLDP

3.2.2.1. CueHapun

B aTtom pasgene onucbiBaeTcs cueHapui npunoxenna DLDP, B koTopom ucxogHein IP-agpec
oGHapy>xeHHOro nopta u obHapyXeHHbIN IP-agpec HaxoasaTcsl B pasHbIX cermeHTax ceTu.

Ha PucyHke 3-2 nopt Gi 0/1 ypoBHa 3 Ha ycTponctee A n nopT Gi 0/4 ypoBHA 3 Ha ycTponcTee
D HaxogaTcsa B pasHbIX cermeHTax ceTn. Ytobbl onpeaenntb NOAKMIYEHNE KaHana ypoBHSA 3 OT
Gi 0/1 k Gi 0/4, skntounte DLDP Ha Gi 0/1 n HacTpownTe IP-agpec cnefytowero nepexoga DLDP
(IP-agpec nopTta Gi 0/2 Ha ycTporicTee B).

i 0N Gi 0/ Gi 073

—

N

B

PucyHok 3-2.
Gi 0/1 n Gi 0/4 — 310 NOPTbI YPOBHSA 3 B pa3HbIX CErMeHTax CeTu.

3.2.2.2. PasBepTbiBaHue

Bkntounte DLDP Ha Gi 0/1 n HacTpownTe IP-agpec cnegytowero nepexoga DLDP.
3.3. PyHKUUMU

3.3.1. ba3oBble KOHUEeNTbI

MHTepBan ob6HapyxeHua DLDP 1 BpemMs NnOBTOpHOW nepenayun

NHTepBan obHapyXeHus: yka3biBaeT MHTEPBAr, C KOTOPbIM NepeaarTcs NakeTbl OOHapyXeHus
DLDP (ICMP echo).

Bpemsi noBTOpHOM nepefayn: yKaxuTe MaKCMMarbHOE KONMMYecTBO pa3, Korga nakeThbl
obHapyxeHus DLDP moryT 6bITb MOBTOPHO NepefaHbl B criyvae cbos obHapyxeHns DLDP.

Korga ceTeBoe yCTPOMCTBO HE NoryvaeT OTBETHbIA MakeT OT peer end B TeYeHne nHTepsana
OoBHapyXeHNs, YMHOXEHHOro Ha BpeMs MOBTOPHOW nepefadv, YCTPOMCTBO ornpedensieT, YTo
npowunsowlen cbon kaHana 3-ro ypoBHsl, 1 OTKIOYAET NIOMMYECKOe COCTOsIHME CBOEro nopta 3-ro
YPOBHSA. (HECMOTPS Ha HopMarbHoe m3nyeckoe coeauHeHwe). Korgoa coeguHeHve kaHana
YPOBHS 3 BOCCTaHaBNMBaeTCs, YCTPONCTBO BOCCTaHaBNMBAET CBOM MOPT YPOBHSA 3 B fIOrM4yeckoe
cocTtosHue Up.

Pexumbl o6HapyxeHusa DLDP
AKTUBHbLIN PEXMM N NACCUBHbBIN PEXUM — 3TO ABa pexuma obHapyxeHus DLDP.
AKTUBHbLIN pexunMm (Mo yMmorndaHuio): nakeTbl obHapyxeHus ICMP oTnpaBnsaoTcs akTUBHO.
MaccuBHbIN pexuM: nakeTbl 0bHapyxeHus ICMP npruHMMaloTca naccuBHO.

DLDP next hop

Next hop: ykasbiBaeT crnegyloluin y3ern, NOOKTHYEHHbIN K 0BHapyxeHHOMy |P-agpecy npwu
oBHapyxeHun mexceteBoro cermeHta DLDP.

B HekoTOpbix cnyvasx DLDP Heobxognmo onpenenaTb OOCTYNHOCTb IP B cermeHTax ceTtu, He
NOAKMIOYEHHbIX HanpsMyo. Bam Heobxogumo HacTpouTb IP-agpec next hop pgns
oBHapyxeHHoro nopta, 4tobbl no3sonuTe DLDP nonyunte MAC-agpec next hop yepes naket
ARP nepepg otnpaskor npaBusibHoro naketa ICMP.

B aTon cutyaumm HyxxHo nsberaTb Bo3BpaTa OTBETHOIO NakeTa rno Apyromy kaHarny; B NPOTUBHOM
cny4ae DLDP ownbo4HO OUeHUT, YTO OBHapY>KeHHbIN NopT He nony4vaeT oTeeT ICMP.
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Bpemsa BocctaHoBneHus DLDP

BpeMFI BOCCTAHOBJIIEHUA:  YKaXNTE  BpewmA, Heobxoaumoe DLDP pans nony4vyeHus
nocrniegoBaTesibHbIX MNMakeToOB OTBETa (OTBeT |CMP), npexage 4eM OH CMOXeT onpeaenntb
BOCCTaHOBMEHMe nocne cbosi kaHana.

B HEKOTOpPbIX Cly4daax 06Hapy>|<eHV|e KaHana MoXeT OblTb HECTAOMMbHbLIM. Hanpmmep, KaHan
TOJNbKO nepnoan4eckn nnuHryeTcs. B atom cny4yae DLDP HeOOHOKPAaTHO MEeHAET CTaTyC KaHana
mMexay Up n Down, 4TO MOXeET eLe Oonblue ﬂeCTa6VIJ'IVI3VIpOBaTb KOIbLUEBYH CETb.

Bpems BoccTaHOBNeHUst ykasbiBaeT Bpemsi, Heobxoaumoe DLDP gns  nonyyeHust
nocneaoBaTenbHbIX OTBETHbIX MakeToB, npexae 4Yem DLDP cMoxeT nepeBecTU KaHan u3
cocTosiHua Down B cocTosiHve Up. Bpemsi BOCCTaHOBMEHMS MO YMOMYaHUIO — TpU pasa, YTo
yKasblBaeT Ha TO, YTO KaHamn JOMKeH OblTb YCMELHO NPONMHIroBaHa Tpuy pasa, Npexane Yem OH
OynoeT ycTaHoBneHa B cocTosiHMe Up. HacTpoillka BpeMeHM BOCCTaHOBMEHWUSI CHUXaeT
YyBCTBUTENbHOCTb OOHapYXeHWsl KaHamnoB, HO MOBbIWAeT CcTabunbHoCTb. CBsi3aHHble
napameTpbl HacTpanBalTCA B 3aBUCMMOCTU OT COCTOSIHUSA CETW.

MAC-agpec, npuBsa3aHHbIK K DLDP
MpuBasaHHbIn MAC-agpec: ykasbiBaeT MAC-agpec, cBA3aHHbIN C 0bHapyXeHHbIM IP-agpecom.

B cnoxHon ceteBon cpepe DLDP moxeT nonyduTb Hegonyctumbin MAC-agpec, ecnv no
obHapy>xeHHOMY KaHarny nepegarTcs aHomMarbHble nakeTbl ARP (Bbi3biBatowme cnyduHr ARP),
4YTO NpuBeAET K aHoOManbHoMy obHapyxxeHuto DLDP.

UToObI pelwmnTb 3Ty NpobriemMy, Bbl MOXeTe NpuBsa3aTb obHapyxeHHbIn IP-agpec (vnu IP-agpec
next hop) k ctatnyeckomy MAC-agpecy, 4tobbl nsdexats cbosst DLDP B cnyyae cnyduHra ARP.

3.3.2. 0630p

OcobeHHOCTb OnucaHue

O6HapyxeHue O6HapyxmBaeT coegmHeHne kaHana ypoBHs 3. Korga kaHan ypoBHsa 3
DLDP HeucnpaeeH, DLDP oTknovaeT nopT ypoBHA 3

MpuBsaska MAC- | MNMpuessbiBaeT obHapyxeHHbIn IP-agpec k MAC-agpecy oGHapyXeHHOro
agpeca YCTPOWCTBA, UTObbI M3bexatb ncknodeHnin DLDP, B npotnBHoM cnyvae
BbI3BaHHbIX cnyunHrom ARP

[laccuBHoOE Korga o6a koHua o6Hapy»xeHHOro kaHana BkrtodeHbl ¢ DLDP, Bbl MoxeTe
obHapyxeHue HaCTPOUTb OOWH KOHELL B MACCMBHOM pPEXMME OJ151 SKOHOMUM MPOMNYCKHOM
DLDP cnocobHocTtn 1 pecypcos LI

3.3.3. ObHapyxeHue DLDP

DLDP obGHapyxmBaeT nogkntoyeHne K kaHany ypoBHsi 3. Korga kaHan ypoBHsi 3 HEMCMpaBEH,
DLDP oTknto4aeT cCOOTBETCTBYIOLNIN MOPT YPOBHSA 3.

3.3.3.1. MpuHUMN paboTbl

Mocne BkoveHMst obGHapyxeHns DLDP oHo otnpaensiet naket ARP gns nonyyenus
MAC-agpeca 1 ucxogsuwero nopta obBHapy>XeHHOro yCTpOMCTBa MMM YCTpoucTBa next-hop.
3atem DLDP nepuoagnyeckn otnpaBnsieT axo-naketsbl IPv4 ICMP Ha MAC-agpec n ncxogswun
nopTt ansa obHapyxeHus coeagnHeHuns. Ecnv DLDP He nony4daet oTBeTHbIN nakeT IPv4 ICMP ot
oBGHapy>XeHHOro YCTPONCTBA B TeYEHME onpeaeneHHoro nepnoaa spemenn, DLDP onpegenser,
4YTO KaHan HeucnpaseH, N ycTaHaBnMBaeT AN nopTa ypoBHA 3 3HavyeHue Down.
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3.3.3.2. CBsAA3aHHaA KOHUrypauusa

e  BknioueHue obHapyxeHus DLDP
Mo ymonuyaHuto obHapyxeHne DLDP Ha nopTax OTKMOYEHO.

3anyctute komaHgy dldp ¢ ykasaHHbIM OGHapyXeHHbIM |P-agpecom, 4TOObI BKMOYAUTbL
oGHapy»xeHune DLDP.

Bbl moxeTe HacTpouTb IP-agpec next-hop, MAC-agpec oGHapy>KeHHOro yCTpOMCTBa, MHTEepBan
nepefadn, BpemMsi MOBTOPHOW nepedayn M BpPeMS BOCCTAHOBIEHUS B 3aBUCMMOCTM OT
drakTu4eckom cpenbl.

3.3.4. Npuenaska MAC-agpeca

®yHKumna npusaskm MAC-agpeca ncnonb3dyeTcs Ans npuBaskn obHapyxeHHoro IP-agpeca (Mnu
IP-agpeca next-hop) k MAC-agpecy obHapy>XeHHOro yCTponcTea (unu yctporctea next-hop),
4yTO6bI N3bexaTtb ucknoveHnn DLDP, B NpOTUBHOM Crny4yae Bbl3BaHHbLIX crnyduHrom ARP.

3.3.4.1. MpuHUMN paboTbl

Bbl MOxeTe npuBsizaTb 0bHapyxeHHbI IP-agpec (unu IP-agpec next-hop) k ctatnyeckomy
MAC-agpecy, 4Ttobbl nsbexatb cbosa DLDP B cnydae cnyduHra ARP.

3.3.4.2. CBsA3aHHaA KOHdUrypauusa

Mo ymonyaHuto MAC-agpeca He npuBsidaHbl K 06HapyxeHuto DLDP.

Mpuesxmte MAC-agpec obHapyXeHHOro ycTpoucTBa npu 3anycke komaHabl dldp, 4TOObI
BKMoUNTL OGHapyxeHne DLDP. Ecnn ykasaH IP-agpec next-hop, npusskute MAC-agpec
ycTpouncTBa next-hop.

Mocne BknoyeHus obHapyxeHns DLDP oHo otnpaensetr naketel ARP un ICMP c
dumkcupoBaHHbIM [P-agpecomM nonyyaTtens v dmkcmpoBaHHbiM MAC-agpecom nonydaTens.
Ecnu ncxogHein IP-agpec 1 MAC-agpec B nofly4eHHOM NakeTe He COOTBETCTBYIOT CBA3AHHbLIM
IP-agpecy n MAC-agpecy, DLDP He 6ygeT obpabaTbiBaTh nakeT.

3.3.5. MaccuBHoOe o6HapyxeHue DLDP

Korga oba koHua obHapyxeHHOro kaHana BkmtouyeHbl ¢ DLDP, Bbl MOXeTe HacTpouTb OAMH
KOHeL, B MACCMBHOM peXnme Ansi 3KOHOMUKN NPOMNyCKHOM cnocobHocTn n pecypcos LM,

3.3.5.1. MpuHUMN paboTbl

lMocne Toro, kKak yCTPOMCTBO Ha foKanbHOM KOHUE oTrnpaBuT axo-naket ICMP, peer-yCcTponcTeBo
onpegenseT BO3MOXHOCTb MOAKMYEHUSI K KaHany B COOTBETCTBMM CO BpeEMeHeM npuema
nakerta, ucCnonb3ysd oOnpedeneHHble napaMeTpbl OBHapyXeHWs, KOTopble coBnagawT C
napameTpamMm Ha floKaribHOM KOHLE, TEM CaMbIM 3KOHOMSI NOSIOCY NponyckaHusa u pecypcbl LITM.

3.3.5.2. CBsA3aHHasA KOHdUrypauus

Mo ymonuaHuio naccueHoe obHapyxeHne DLDP oTknoyeHo.
3anyctute komaHay dldp passive, 4ToObl BKMOYMTL NaccMBHOe 0OHapyxeHne DLDP.

Mocne BkItoYeHUs naccmMBHOro obHapyxennda DLDP oHo GydeT Bo3BpalwaTb OTBETHLIN NakeT
ICMP npu nony4veHun axo-naketa ICMP BMeCTO akTMBHOW OTnpaBku axo-naketoB ICMP Ha
peer end. Ecnin DLDP He nony4yaeT axo-nakeT ICMP B TeyeHve onpegeneHHoro nepuoaa, oH
onpegendeT, YTO CBA3b C NOPTOM peer HeHopMaribHa.
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3.4. KoHdmrypaums

KoHdurypauus OnucaHune n kKomaHaa

BknioyeHne (ObBsasatenbHO) Ncnonb3yeTtcs Ans BknoyYeHus obHapyxeHns DLDP

obHapyxeHus DLDP | B pexume KoHdurypauum nHtepdenca

didp BkntovaeT obHapyxeHne DLDP

(ObBsazaTenbHO) Wcnonb3yeTca ANS  BKAKYEHUS  NACCUMBHOTMO
obHapyxeHus DLDP B pexunme KoHurypauumn nHtepdeinca

dldp passive BkntovaeT naccusHoe
obHapyxxeHne DLDP

(OnuuoHanbHo) OH wucnonb3yeTcsa [Af9 HaACTPOMKM WHTepBana
obHapyxeHus, BpeMeHM [MOBTOPHOW nepefayv W  BpPeMeHu
BoccTaHoBreHnst obHapyxeHnss DLDP B pexume rrnobanbHom

KOHpurypauum

didp interval mobanbHo n3meHsieT
napameTpbl DLDP, YTOOBbI

didp retry MPUMEHNUTb N3MeHeHus K

obHapyxeHuto DLDP Ha Bcex
nopTtax

didp resume

3.4.1. BknoyeHue obHapyxeHusa DLDP

3.4.1.1. 3chdeKT KoHduUrypaumm

O6HapyxeHne coeanHeHus kaHana ypoBHst 3. Korga kaHan ypoBHst 3 HeucnpaBeH, DLDP
OTKITKOYaeT NopT yPOBHS 3.

3.4.1.2. NMpumeyaHun

DLDP nogoepxvmBaeT HacTpOWKy Heckonbkmx IP-agpecoB Ha nopty ypoBHsa 3. DLDP
yCTaHaBnMBaeT 4n4a nopta 3HavyeHne Down, korga H1 ogvH 13 IP-agpecos He nonyyaer
oteeTa ICMP. Ecnu oanH IP-agpec Bo30OHOBNSIET CBA3b, DLDP cHoBa ycTaHaBnueaeT
Ansa nopTa 3HadeHue Up.

DLDP ucnonbayeT nepBbli IP-agpec nopTa ypoBHSA 3 B KadecTBe ucxogHoro IP-agpeca
nakeToB OOHapy>XeHus.

3.4.1.3. llarn HacTponku

BknroyeHne ob6HapyxeHnsa DLDP

O06sa3aTenbHbIN.

Korga Bbl BkntovaeTe obHapyxeHne DLDP B pexume koHdurypauumn nHtepdenca, Bbl
MoxeTe HacTpouTb |P-agpec next-hop, MAC-agpec, uHTepBan nepegayv, BpeMs
NOBTOPHOM nepedadn U BpeMsi BOCCTAHOBIIEHWA B 3aBMCUMMOCTW OT (PaKTUYECKOW
cpenbl.
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HacTtpownka pexuma obHapyxeHus DLDP

OnuuoHarnbHo.

Bbl MOXeTe HacTpouTb aKkTMBHOE WM naccvBHoe obHapyxeHve DLDP B pexume
KOHpurypaumm nHtepdenca B 3aBUCMMOCTA OT (paKTUYeCKon cpeabl.

Ecnu HeoGxoanmo BkNounUTb 06HapyxeHne DLDP Ha 06oux KoHUAax kaHana ypoBHs 3,
Bbl MOXeTe HacTpouTb naccuBHoe obHapyxeHne DLDP Ha oOHOM KOHUE, 4TOObl
C3KOHOMWUTbL pecypchbl Nonockl nponyckaHus n L.

Fmob6anbHaa HacTpouka napameTpoB DLDP

OnuuoHanbHo.

Bbl MOXeTe nameHUTb napameTpbl oOHapyxkeHus DLDP Ha Bcex nopTtax B pexume
rnobanbHOM KOHUrypaumMm B 3aBUCUMOCTU OT TpeboBaHui. [NapameTpbl BKNOYaoT
MHTEpBaN nepegavn MNakeToB, BpeMsi MOBTOPHOM nepedadn NakeToB U BpeMms
BOCCTaHOBMNEHUS.

3.4.1.4. MNpoBepka

OTtobpaxeHne wuHdbopmauum o6 yctponctee DLDP, Bknuyass COCTOsSiHUE W CTATUCTUKY
obHapyxeHus DLDP Ha Bcex nopTtax.

3.4.1.5. CBsAA3aHHble KOMaHAbI

BknioyeHune obHapyxeHusa DLDP

KomaHga dldp ip-address [ next-hop-ip ] [ mac-address mac-addr | [ interval tick ] [

retry retry-num ] [ resume resume-num ]

Onuncanne ip-address: ykasbiBaeT obHapyxeHHbI IP-agpec.
napameTpoB

next-hop-ip: ykasbiBaeT IP-agpec next-hop.

mac-addr: ykasbiBaeT MAC-agpec oGHapyXeHHOro yCTpomncTBa, KOTopoe
Heobxogumo cBsA3aTb. Ecnu ykasaH |P-agpec next-hop, npuBskute
MAC-agpec ycTtponcTtea next-hop.

tick: ykasblBaeT MHTEpBaUl, C KOTOPbIM NepenarnTcs NakeTbl OOHApPYKEHMS.
[wnanasoH 3HaveHun coctaenseT oT 5 go 6000 TnkoB (1 Tk = 10 mc).
3HaveHue no ymonyanuo — 100 Tmkos (1 c).

retry-num: amanasoH 3HaveHui ot 1 go 3600. 3HadyeHne No ymonyaHuwo —
4,

resume-num: ykasblBaeT BpEMS BOCCTAHOBMNEHMUS. [JManasoH 3Ha4YeHu oT
1 po 200. 3HayeHne nNo ymonyaHmio — 3

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
peXunm

PykoBoacteo no | MopT, Ans KoToporo Heo6xoanmo BKNOYMTL 06HapyxeHne DLDP, gormxeH
NCNonb30BaHMO | OblTb MOPTOM YPOBHA 3, Hanpumep, NOPTOM MapLUpyTM3aTopa, NOPTOM

L3AP v noptom SVI
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HacTtpownka pexuma obHapyxeHus DLDP
KomaHga dldp passive
KomaHaHbIn Pexum koHdurypaummn nHtepdenca
pexum

PykoBoacteo no

Mepen HacTpownkon pexunma obHapyxeHus DLDP Heob6xoamMmMo BKMOUMTL

ncnonb3oBaHuio | obHapyxeHue DLDP
FmobanbHoe nameHeHue napameTpoB obHapyxeHust DLDP

KomaHga didp {interval tick | retry retry-num | resume resume-num }

Onucaxuve tick: ykasbiBaeT MHTEpBar, C KOTOPbIM NepeaatrTCs nakeTbl OBHapYXeHUS.

napamMmeTpoB [wnana3oH 3HayeHun coctasnseT oT 5 go 6000 Tukos (1 TMK = 10 Mmc).
3HayeHwne no ymonyanuo — 100 Tmkos (1 c).
retry-num: ykasbiBaeT WHTepBan MOBTOPHOW nNepedayv nakeToB
obHapyxeHusi. 3HadeHue konebrnetca ot 4 pgo 3600. 3HayeHwe no
ymornyaHuio — 4.
resume-num: ykasblBaeT BpEMS BOCCTAHOBMNEHMS. [luanasoH 3Ha4YeHu ot
1 po 200. 3HayeHne nNo ymonyaHmw — 3

KomaHgHbIn Pexunm rnobanbHon koHdurypauum

pexvm

PykoBoacteo no
MCNONb30BaHNIO

Wcnone3ynte 3Ty KoOMaHay pAns ObICTpOro WM3MeHeHus napamMeTpoB
obHapyxeHus DLDP Ha Bcex nopTax npu u3MeHeHUn dhaktn4eckomn cpeabl

OTtob6paxeHue cocrtossHusa DLDP

KomaHga show dldp statistic [ interface interface-name |

Onuncanne interface-name: ykasblBaeT MopT ypoBHA 3, Ha KoTopom 6GygeT
napameTpoB oTobpaxartbes ctatyc DLDP

KomaHaHbIn MpBMNErMPOBaHHbLIN PEXNM, PEXUM rNMobanbHOM KOHUrypaunm n pexmm
pexnm KOHdourypaumm nHtepderica

PykoBoacteo no
NCNOSb30BaHMIO

Mcnonb3ynte STy KomaHLy pAns oTobpaxeHust coctodHmss DLDP Ha
onpegeneHHoOM MnopTy.

Bbl Takke MoxxeTe MCNonb3oBaTh ATy KOMaHAY Ans OTobpaxeHus crtaTtyca
DLDP Ha Bcex noptax
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3.4.1.6. NMpumep KoHcpuUrypauum

BknioyeHne o6HapyxeHuss DLDP Ha nopTtax ypoBHA 3 Ha ycTpouctBe A u
ycTpoucTtBe B B ceTu ypoBHA 3

CueHapun:
- B
FH92168.1.1 IP:192.168.1.
P19 168,23
G G0
c =y Gi 012 Py — i
@r’ 192 168.3.1 P19z 1683 %P
PucyHok 3-3.
MpoBepka e Bknounte obHapyxeHne DLDP Ha nopTtax mapwpyTtusatopa Gi 0/1 n
Gi 0/2 Ha ycTponctBe A, 4TObbl OBHapyXMTb MOAKMYEHWE KaHana
YpOBHS 3 Mexay ycTpoucTBoM A 1 yCcTponcTBoM B, a Takke mexay
ycTporctBoM A 1 yctponctsom D.
e YT006bLI Ynpaenatb noptom MapwpyTtusatopa Gi 0/2 yctponctea B,
BKITOUMTE naccnBHoe obHapyxeHne DLDP Ha nopTy
A A#configure terminal
A(config)#interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)#dldp 192.168.1.2
A(config-if-GigabitEthernet 0/1)# exit
A(config)#interface GigabitEthernet 0/2
A(config-if-GigabitEthernet 0/1)#dldp 192.168.3.4 192.168.2.3
B B#configure terminal

B(config)#interface GigabitEthernet 0/2
B(config-if-GigabitEthernet 0/1)#dldp 192.168.1.1
B(config-if-GigabitEthernet 0/1)#dldp passive

Mpoeepka | OTobpasnte coctosiHme DLDP Ha yctpomctBe A mn yctponctee B, 4ToGbI
NpPoOBEPUTb, BKNKOYEHO N 06HapyxeHne DLDP 1 paboTaeTt nn oHO HOpMarnbHO

A A# show dldp
Interface Type Ip Next-hop Interval Retry Resume State
Gi0/1 Active 192.168.1.2 100 4 3 Up
Gi0/1 Active 192.168.3.4192.168.2.3 100 4 3 Up
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B B# show dldp
Interface Type Ip Next-hop Interval Retry Resume State

Gi0/2 Passive 192.168.1.1 100 4 3 Up

3.4.1.7. PacnpocTpaHeHHble OLWNOKKN

e Hepoctmxmmbin ogHoagpecHbin MapwpyT IPv4 ownboyHO npuHMMmaeTtca 3a cbou
obHapyxeHus DLDP.

o OOGHapyxeHne DLDP 3aBepwwaetcs oOWMUOKOW, TakK KakK peer-yCTpoOMCcTBO He
nogaepxneaet oteeTsl ARP/ICMP.

o IP-agpec next-hop He HacTpoeH npu obHapyxeHun DLDP B MeXCeTEBOM CErMeHTE.
3.5. MOHUTOPUHr

3.5.1. Ouuctka

OnucaHue KomaHpa

Oumnwaet ctatuctuky DLDP clear dldp [ interface interface-name [ ip-address | ]

3.5.2. OTobOpaxeHune

OnucaHue KomaHga

OtobpaxaeT ctatyc DLDP show dldp [ interface interface-name ]

Otob6paxaet ctatuctuky DLDP no | show dldp statistic
coctosiHuam noptoB Up/Down
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4. HACTPOUKA VRRP
4.1. O630p

MpoTokon pesepBUpoOBaHUS BUPTyanbHOro mapwpyTtusatopa (VRRP) — oTkasoycTon4ymBbIn
NPOTOKOT MapLUPyTM3aLmK.

VRRP ucnonb3syeT cxemy Master-backup (rmaBHbIi-pe3epBHbIf), YTOObl 0becneunTb nepeHoc
dyHKUMA ¢ Master-mapLupytu3aTopa Ha pe3epBHbI B criydae cbos Master-mapLupyTtumsaTopa,
He BNWAA Ha BHYTPEHHIO W BHELLHIOW nepedadvy AaHHbIX UMK U3MEHAS KOHUrypaumto
nokaneHou cetn (LAN). Npynna VRRP conocTtaBngeT HECKOSIbKO MapLUpyTU3aToOpoB C OOHUM
BUpPTyanbHbIM Maplipytnsatopom. VRRP rapaHTUpyeT, 4TO TOMbKO OOAMH MapLupyTusaTtop B
OAHHbIN MOMEHT OT MMEHW BUPTyarbHOIMO MapLupyTMsaTtopa nepedaeT nakeTbl, KOTOPbIA
saBnseTca BbibpaHHbIM Master. B cnyyae oTkasa Master-mapLipytusaTtopa ero 3aMeHnT OauH 13
pesepBHbIX MapLpyTm3aTopoB. Mpn VRRP kaxeTcs, 4TO XOCT B NIOKANbHON CETU UCMNONb3yeT
TONbKO OOWH MapLIpyTU3aTop, U MapLLpyTM3aums octaeTca paboTocnocobHon aaxe B crnydae
cbos first-hop mapLipyTmsaTopa.

e VRRP npumeHum Kk cueHapuam LAN, koTopble TpebyioT M3BbITOYHOCTM BbIXOLOB
MapLupyTmMsauuu.

4.1.1. NMpoTokonbl U cTaHAApPTHI

o RFC2338: npoTokon pe3epBnpoBaHUSA BUPTYyarbHOro MapLupyTmMsaTopa.
e RFC3768: npoTokon pesepBMpoBaH1sa BUPTYyanbHOro Mmappyrtusatopa (VRRP).

¢ RFC5798: npoTtokon n3bbiTOMHOCTU BUpPTYyanbHoro mappytunsatopa (VRRP) Bepcun 3
ansa IPv4 n IPv6.

4.2. MpunoxeHus

MNMpunoxeHue OnucaHue

N36bITOYHOCTb HacTtponTte MapuwpyTmsaTtopbl B JOKanNbHOW CETU KaK OAHY

MapLupyTM3aumm rpynny VRRP, 4T0o6bl 06ecneunTb MpocCTyio M3OLITOYHOCTb
MapLupyTM3aumm

banaHcupoBka Harpy3ku HacTtpoinTe mapLupyTnsaTopbl B fIOKaribHON CETU Kak HECKOSbKO
rpynn VRRP gna 6anaHcMpoBku Harpy3km Tpadumka

4.2.1. N36bITOMHOCTb MapLUpyTM3aLKn

4.2.1.1. CueHapum

Hactponte mapwpytmnsaTtopel B LAN kak ogHy rpynny VRRP, roe XoCTbl MCNOMb3ykoT
BUPTYanbHbIA IP-agpec aTon rpynnbl B Ka4ecTBe agpeca Lnt3a no yMon4aHuio.

e [lakeTbl OT x0CTa 1, x0oCcTa 2 1 xocTa 3 B Apyrve ceTn nepeHanpasnaoTCs BbiIOpaHHbIM
Master-mapLupyTtmsaTopomM (MapLipyTtmnsatop A Ha PucyHke 4-1).

Ecnn mapwpyTtmsatop A BbIxoauT U3 cTpos, Master Oygetr nepeusbpaH Mexay
mMapLipyTsaTopoMm B 1 mapupyTtmusaTtopom C ansi nepecbisiki nakeToB, obecrneymBas npocTyo
N36bITOYHOCTb MapLUPyTU3aLUN.
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Virtual Router Group, IP Address 192,168,121
[ o o o e o -
Router A Router B Router C
Master Backup Backup

LAN,Default Gateway = 192.168.12.1

PucyHok 4-1.

4.2.1.2. PazBepTbiBaHue

e Mapuwpytnsatop A, mapipytusaTtop B n mapwpytnsatop C nogkntodeHsl K LAN 4yepes
nHTepdencol Ethernet.

e Ha mapuwpyTtusaTtope A, mapLipyTtusatope B n mapwpytmnsatope C VRRP HacTpoeH Ha
nHTepdencax Ethernet, nogkntoyeHHbIx kK LAN.

e OTn uHTepdpercbl Ethernet Haxogatca B ogHow rpynne VRRP ¢ BupTyanbHbIM
IP-agpecom 192.168.12.1.

e Agppec wnto3a gnsi xocta 1, xocta 2 n xocta 3 — ato IP-agpec rpynnsl VRRP, a uMeHHO
192.168.12.1.

4.2.2. BanaHcpoBKa Harpysku

4.2.2.1. CueHapum

HacTtponte mapuwpyTtnsatopbl B LAN kak Heckonbko rpynn VRRP. XocTbl B LAN MCnonb3yoT
BMpTyanbHble IP-agpeca rpynn B KayecTBe CBOMX LUMO30B, WM Kaxdbli MapLupyTM3aTop
BbINOSIHAET pe3epBHOE KONUPOBaHWe AN ApYrnx MapLLpyTM3aToOpOB B APYrov rpynne.

e [lakeTbl OT xocTa 1 N xocTa 2 B ApyrMe CeTu C agpecoMm LumM3a Nno yMONMYyaHuio B
KayecTBe  BupTyanbHoro |IP-agpeca  BupTyanbHOro  Mapwpytusatopa 1
nepeHanpaensaTcss  Master-yCTpOMCTBOM — BUPTyanbHOro  mapuwpytusatopa 1
(mapwpyTtusatopom A Ha PucyHke 4-2).

e [lakeTbl OT xocTa 3 U XocTa 4 B ApyrMe CeTu C adpecoM LWI3a N0 yMOSYaHui B
KayecTBe  BupTyanbHoro  IP-agpeca  BuWpTyanbHOro  MapwpyTtmsatopa 2
nepeHanpaensiTca  Master-ycTponcTBOM  BUMPTyanbHOro  mapLlipytusaTtopa 2
(mapwpyTtusaTtop B Ha PucyHke 4-2).

e 36bLITOYHOCTL  MapwpyTu3aumm  OoCTUraeTcs Ha  Mapwpytusatope A M
MapwpyTtmusaTtope B, a Tpaduk LAN wucnonbL3yetcss COBMECTHO AN AOCTUXKEHMUS
GanaHCMpOBKM Harpy3Kku.
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Router A Router B
Master for virtual router 1 Master for virtual router 2
Backup for virtual router 2 Backup for virtual router 1
Gi0/0
2 ]| 192.168.12.0/24
i:) i:I

Host 1 Host 2 Ho
Default Gateway = Default Gateway = Default Ga

192.168.12.1 192.168.12.1 192.168.12.2 192.168

PucyHok 4-2.

4.2.2.2. PazBepTbiBaHue

e MapuwpyTtuzatop A n mapuwpytmusatop B nogknioveHbl k LAN yepes mHTepdenchl
Ethernet.

e Ha mapwpytnsatope A n maplpyTtnsatope B gBa BupTyarnbHbIX MapLipyTu3aTtopa
HacTpoeHbl Ha UHTepdencax Ethernet, nogknoyeHHbIx K LAN.

MapuwpyTtusatop A npuHumaet IP-agpec 192.168.12.1 untepcenca Ethernet GiO/0 B kavecTse
IP-agpeca BupTyanbHOro mapuwpytudatopa 1. Takum obpasom, 4Ana BUpTyanbHOro
MapLupyTmusatopa 1 mappyTtmnsatop A ctaHoBuTca Master, a maplipytunsatop B — Backup.

e MapwpyTtusatop B npuHumaet IP-agpec 192.168.12.2 nHtepdenca Ethernet GiO/0 B
kayectBe IP-agpeca BupTyanbHOro MaplwpyTtudatopa 2. Takum obpasom, Ans
BMPTYyanbHOro Maplpytmusatopa 2 MapuwpyTtusatop B craHoButca Master, a
MapLupyTmsatop A ctaHoBuTcs Backup.

e B LAN vyzen 1 wun y3en 2 wucnonb3ytwT IP-agpec 192.168.12.1 BupTyanbHOro
mMaplpyTtnsaTopa 1 B kayecTBe agpeca Lun3a no ymonyaHuo, a y3en 3 u ysen 4
ncnonb3yoT IP-agpec 192.168.12.2 BupTyanbHOro MapLupytmsatopa 2 B KayecTBe
agpeca Lwno3a no YMOnYaHuio.

4.3. DyHKUUMU

4.3.1. ba3oBble KOHLUEeNnTbl

BupTyanbHbIW MapLpyTusaTop

BupTyanbHbli MaplupyTu3aTop, Takke HasblBaeMbln rpynnon VRRP, cuMTaeTcsa Wno30M no
ymonyanuio ana xoctoB B LAN. 'pynna VRRP cogepxut uaeHTUdUKaTop BUPTYyanbHOro
mapwpyTtmsatopa (VRID) n Habop BMpTyanbHbIX IP-agpecos.

BupTyanbHbin IP-agpec

YkasbiBaeT |IP-agpec BMpTyanbHOro MapLupytusatopa. BupTyanbHbI MapLupyTU3aTtop MoXeT
ObITb HACTPOEH C OAHUM UI HEeCKOMbkuMKn IP-agpecamu.

Bnapeneuy IP-agpeca

Ecnn rpynna VRRP nmeeT BupTyaneHbin IP-agpec, kak y nHTepdenica Ethernet Ha ogHom
peanbHOM MapwpyTusatope, MapLipyTu3aTop CcuuTaeTcda Bragenbuem BupTyarbHOro
IP-agpeca. B Takom cnyyae npuopuTeT MaplipyTusaTopa paseH 255. Ecnu pgoctyneH
cobcTBeHHbI MHTepdenc Ethernet, VRRP rpynna aBTOoMaTtuMyecku nepenger B COCTOSIHME
Master. Bnageneuy IP-agpeca nonyyaet n obpabartbiBaeT nakeTbl € IP-agpecom Ha3HayeHus kak
y BUPTyanbHOro MapLupyTmsaTtopa.
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BupTtyanbHbin MAC-aapec

BuptyansHein MAC-agpec rpynnel VRRP — 310 MAC-agpec IEEE 802, oTdhopMaTUpOBaHHbIN
kak 00-00-5E-00-01-{VRID} ¢ HasHa4YeHHbIMW NEPBbIMWN NATLIO OKTETaMW, a nocrnegHne aga —
rpynnosbiM VRID. MNpynna VRRP oTBevyaeT Ha 3anpoc NpoTokona paspelleHns agpecos (ARP)
csBomM BupTyansHeiM MAC-agpecom BMmecTo peansHoro MAC-agpeca.

Master-maplwpyTusatop

B rpynne VRRP Tonbko Master-maplupytnsatop oteedaeT Ha 3anpocbl ARP u nepecbinaet
IP-nakeTbl. Ecrin peanbHbIn MapLupyTH3aTop aBngeTcd Brnagensuem IP-agpeca, OH CTaHOBUTCS
Master-mapLpyTmM3aTopom.

Backup-mapwpytusartop

B rpynne VRRP Backup-mapLlipyTnsatopbl  KOHTPONUPYKT  TOMbKO  COCTOSIHME
Master-mapLipyTusaTtopa, HO He oTBeYaloT Ha 3anpocbl ARP 1 He nepecbinatoT IP-nakeTbl. B
cnyyae cbos Master Backup-maplpyTusaTopbl BOCMOMNb3YHOTCA LWaHCOM nobopoThbecs 3a
nosnumio.

Preemption Mode

Ecnu rpynna VRRP pabotaet B preemption mode, Backup-mapLpyTtusatop ¢ 6onee BbICOKAM
npuopuTeToM 3amMeHUT Master-mapLupyTnsaTtop ¢ 6onee HU3KUM NPUOPUTETOM.

4.3.2. O630p

OcobeHHOCTb OnucaHue

VRRP VRRP obGecneunBaet u30OLITOYHOCTb LUMAO30B  TEPMUHANOB MO
YMOSYaHMIO B Cpefie C MHOXECTBEHHbIM JOCTYyNoM (Hanpumep, Ethernet).
910 nosBonsieT Backup-maplupytnsatopy nepecbinatb MakeTbl, Korga
Master-mapwpyTtnsatop He paboTtaet, obecnedvnBasi npo3payvyHoe
nepekmnyeHe MapLipyTM3aumm 1 NoBblLas Ka4ecTBO CETEBbLIX YCIyr

4.3.3. VRRP

B cnyyae, ecnn Master-maplpytmnsatop HencnpaseH, VRRP obecneumBaeT nepeHoc yHKUMI
¢ Master-mapwpyTtnsatopa Ha Backup, He BnMAS Ha BHYTPEHHIOD M BHELLHIOW nepegavy
AAHHBIX NN U3MEHAS KOHUrypauuio NTIoKanbHOW CeTu.

4.3.3.1. MpuHUMN paboTbl

R1

PC1

— —’\:ﬁ]

192.168.12.0/24 PC2

PucyHok 4-3. MpuHuun pabotel VRRP
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Pexum pa6otbl VRRP

MpoTtokonbl RFC2338, RFC3768 n RFC5798 onpegenstoT ¢dopmaT M mMexaHuam paboTbl
naketoB VRRP. MHoroagpecHble naketel VRRP  nepuogudeckn  oTnpaBngawTcA
Master-mapLupyTM3aTtopoM C yKa3aHHbIMW agpecamu HasHaveHuss gns  obbsABneHus
HopmanbHon paboTbl nnn ons Boibopa Master. VRRP no3sonsieT MmapLupyTM3aTopy B NIOKanbHON
ceTu aBTOMaTU4eCKM 3ameHsTb Master, koTopbii nepecbinaeT IP-nakeTbl B criydyae cbos
nocrniegHero. 3To NnoMoraeT obecneynTb onepaTMBHOE pe3epBUPOBaAHNE N OTKA30yCTOMYMBOCTb
MapLUpyTM3aummn Ha ocHoBe IP, a Takke obecneuntb HeNnpepbIBHOCTbL U HAAEXHOCTb CBA3W ANA
XOCTOB B NokanbHow cetn. pynna VRRP oGecneunBaeT n3bbiTOYHOCTb 3a CYET HECKOSbKUX
pearnbHbIX MapLupyTu3aTopoB. OgHaKO TOMbLKO OOUH MapLIpyTU3aTop AencTByeT kKak Master ans
nepechIsiki NakeToB, a ocTanbHble ABnslTCA Backup-maplwpyTtusatopamu. [epeknioyeHune
MapLupyTmusatopa B rpynne VRRP nosHOCTBIO Npo3payYyHO Ans XOCTOB B SIOKaNbHOW CETH.

Master Election Process (npouecc Bbi6bopa Master)
CranpapTel RFC onpegenstoT npouecc Bbibopa Master cneyrowmm obpasom:

e VRRP obGecneunBaetr npocton MexaHuM3m Bblbopa Master. CHavana cpaBHUTE
npuoputeTsl VRRP, HacTpoeHHble Ha MWHTepdencax MapLipyTus3aTtopoB B rpymnne
VRRP. MapLupyTtusatop ¢ HavmBbICLLMM NPUOPUTETOM BblbUpaeTcs B kavyecTBe Master.
Ecnm 9TM npuopuTeTbl paBHbl, CpaBHUTE nepBuYHble IP-agpeca  aTmx
MapLipyTusatopoB. Mapuwpytmusatop ¢ Hambonbwum |IP-agpecom Bbibupaetcss B
kadyectse Master.

e [locne BbibOpa Master-maplwpytmu3atopa [Apyrme MapLipyTM3aTopbl CTaHOBATCA
Backup-mapLupyTtnsaTopamu (M Nepexoasit B pe3epBHOE COCTOAHME) U KOHTPONMPYHOT
cocTtosHne Master-mapLupytusartopa ¢ nomollbto naketoB VRRP, koTopble oTnpasnsaet
Master-mapwpyTtusaTtop. Ecnn Master-mapuwpytunsatop paboTtaeT, OH perynspHo
oTnpaBnsieT MHoroagpecHble naketTol VRRP, n3BecTHble kak Advertisement-nakeTbl
(o6bsiBneHunst), 4ToObI yBEAOMUTL Backup-mapLupyTmsatopbl 0 CBOEM COCTOSAHUN. Ecnin
Backup-mapLupytusaTopbl He nofyyat Takve nakeTbl B Te4YeHue YCTaHOBMEHHOro
nepvoga BpeMeHW, BCe OHU nepengyT B cocTosHue Master. B Takom cnydvae
npedplaywmin atan Belbopa Master nosTopsieTcs. Takum obpasom, MapLupyTnsaTop c
HauBbICLUMM NpuopuTeTom OyaeT BbiOpaH B KayecTBe HoBOro Master, yto obecneunt
pesepsuposaHe VRRP.

Mocne Bbibopa Master-mapwpyTtunsaTtopa rpynnel VRRP OH oTBe4aeT 3a Nepechifniky NakeToB
[OJ5151 XOCTOB B NIOKarbHOW CETMU.

KoMMyHMKaLMOHHbIN Npouecc

Mpouecc cBssn VRRP moxHO nodAcHuTe Ha PucyHke 4-3. MapuwpyTtusatopsl R1 n R2
nogkmoyeHbl kK cermeHty LAN 192.168.12.0/24 uyepe3 wuHTepdencol Ethernet Gi0/0 c
nogaepxkon VRRP. XocTbl B SflokanbHOW CETU UCMNOMbL3YIOT BUPTyanbHblA IP-agpec rpynnbl
VRRP B KayecTBe agpeca LW3a N0 yMomyYaHuio. ToMbKo BUPTYanbHbIM MapLipyTusaTop
pacnosHaeTca xoctamun. OgHako Master-maplupyTusaTop B rpynne HemssecTeH. Hanpumep,
korga MK 1 nnaHnpyet B3ammogencteoBaTh ¢ K 2, K 1 oTnpaBnseT nakeTbl Ha W3 MO
YMOM4YaHuIo € BUpTyanbHbIM IP-agpecom; Master-mapLupytmusaTtop B rpynne nonyyaeT nakeTbl U
nepecoiniaet mx Ha K 2. B atom npouecce K 1 BocnpvHUMaeT TONbLKO BUpTyasnbHbIN
MapLpyTmsaTtop, a He R1 nnn R2. Master-mapwpyTtusaTtop B rpynne Bbibupaetcst mexay R1 n
R2. B cny4yae cbos Master oH GyaeT aBTOMatuyeckm 3aMeHeH Apyrmm MapLUpyTU3aTOpOM.

4.3.3.2. CBA3aHHaA KoHduUrypaumsa

BkntoyeHne VRRP
Mo ymonuaHuio VRRP oTkroueH Ha nHtepdeiice.
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B pexume koHdwurypaumm uHTepdoenca 3anyctute KomaHgy vrrp group ip ipaddress |
secondary ] or vrrp group ipv6 ipv6-address, 4To6bl ycTtaHoBUTE VRID ©n BMpTYyanbHbI
IP-agpec ons skntoyeHna VRRP.

VRRP gomxeH ObiTb BKMOYEH Ha UHTepdeice.

Hactpouka ctpoku ayteHTucpukauumm IPv4 VRRP
Mo ymonuanuto VRRP HaxoguTcsa B pexume 6e3 ayTeHTudmkaumm.

3anyctute KomaHngy Vvrrp group authentication string, 4TOGbl YCTAHOBUTL CTPOKY
ayTeHTUMKaumMm B pexume ayTeHTudukaumm MDS unm npocTton TeKCTOBbIM Mapofb B
TEKCTOBOM pexume anga rpynnel IPv4 VRRP. B pexxume npoCcTon TEKCTOBOW ayTeHTUMKaLmm
naponb CoaepXnT He bonee 8 GanT.

UneHbl rpynnbl VRRP MoryT obwaTtbca apyr ¢ ApYyromM, TONIbKO eCriv OHU HaXO4ATCa B O4HOM U
TOM >Xe pexume ayTeHTudwmkauum. B pexmme NpoCTOn TEKCTOBOW ayTeHTudmkaumm Bce
Mapwpytmusatopbl B rpynne VRRP O0MKHbI MMETb OAMHAKOBbLIA Mapofb ayTeHTudukaumun.
lMpocTon TeKCTOBbIN MapOfb ayTEeHTUMMKAUMM He MOXET rapaHTMpoBaTb Ge3onacHoCTb, a
TONbKO NpefoTBpaLLaeT/noackasbiBaeT HenpasunbHble KOHUrypaumum VRRP.

HacTponka uHtepBana o6basneHns VRRP
Mo ymonyaHuio nHTepBan oobsABNeHns Master-maplupyTtusaTtopa cocTaBnseT 1 cekyHay.

3anycTtute komaHay vrrp [ ipv6 ] group timers advertise { advertise-interval | csec centisecond-
interval } ans n3ameHeHnsa nHTepsana.

Ecnn Tanmep obyveHnss VRRP He HacTpoeH, Takon e nHTepBan o6bsBneHns OOfmkKeH ObiTb
yctaHoBrneH ans rpynnel VRRP, uHave MapwpyTtusatopbl B coctosHum Backup 6yayt
oTbpacbiBaTb Nony4YyeHHble nakeTbl VRRP.

Hactpowka preemption mode VRRP
Mo ymonuanumio rpynna VRRP paboTtaeT B preemption mode.

YTtobbl BKNounTh preemption mode gns rpynnsl VRRP, BbINONHUTE KOMaHAy vrrp [ ipv6 ] group
preempt [ delay seconds ]. Heo6sa3aTenbHbii napameTp delay seconds no ymonyaHuio paBeH
0.

Ecnn rpynna VRRP paboTtaeT B preemption mode, maplpyTtusaTop ctaHeT Master rpynnbl,
Korga obHapyXuT, 4TO ero npuopuTeT Bbilwe, Yem y Tekywero Master. Ecnm rpynna VRRP
paboTtaeT B pexume 6e3 npuopuTeTa, MapLpyTu3aTtop He cTaHeT Master, gaxe ecnu
OBHapyXUT, YTO ero npuopuTeT Bbiwe, 4YeM y Tekywero Master. Het 6onbloro cmbicrna
HacTpamBaTb preemption mode, «korga rpynna VRRP  wucnonb3yetr IP-agpec
Ethernet-nHtepdenca, B 3ToM criydae rpynna UMeeT HamBbICLUNI NPUOPUTET M aBTOMaTUYECKN
ctaHoBuTCcA Master B rpynne. HeobsizaTenbHbli napameTp delay seconds onpegenser
3adepxky neped Tem, kak Backup-mapwpyTtusatop VRRP o00baBut cBor mgeHTudmnkatop
Master.

Bknro4yeHune pexuma Accept (pexxuma npuema) IPv6 VRRP
Mo ymonyaHuio pexxum Accept oTknodeH ans rpynnel IPv6 VRRP.
YUTtobbl BKIOUNTL pexnm Accept, 3anyctute komaHay vrrp ipv6 group accept_mode.

Mocne BkntodeHna pexuma Accept BUpTyanbHbln Maplupytusatop IPv6 VRRP B cocToaHun
Master nonydaeTt n obpabaTbiBaeT nakeTbl C IP-agpecoMm BUpTyanbHOro mMaplupyTtu3atopa B
KayecTBe NyHKTa HasHayeHus; koraa pexum Accept OTKMNYeH, BUPTyarbHbIN MapLupyTu3aTop
oTObpacbiBaeT Takme nakeTbl, kpome nakeToB Neighbor Advertisement (NA) mn Neighbor
Solicitation (NS). Kpome Toro, Master BuptyanbHbii MapwpyTtunsatop IPv6 VRRP B cocTtosiHum
Owner nonyyaet u obpabaTbiBaeT nakeTbl ¢ IP-agpecoMm BUpTyanbHOro maplupytmsatopa B
KayecTBe MyHKTa HasHa4yeHUs Nno yMOIYaHWio, He3aBUCMMO OT TOro, HacTpoeH pexum Accept
UInu Her.
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Hactpowka npuoputeta mapwpyTtmusatopa VRRP
Mo ymon4yaHuio Bce npuopuTeThl MappyTu3datopa B rpynne VRRP pasHbl 100.

YT06bl HACTPOUTL NPUOPUTET, 3anyCcTUTe KOMaHAy vrrp [ ipv6 ] group priority level.

Ecnu maplpyTtmusatop B preemption mode Bnageet BupTyanbHbiM |IP-agpecomM rpynnbl u
HauBbLICLLUMM MPUOPUTETOM, OH CTaHOBMTCS Master B rpynne, a Apyrve MapLipyTusatopbl C
Gonee HW3KMM MNPUOPUTETOM B [pynne cTaHoBsATcA Backup (MMM MOHWUTOPUHIOBBLIMU)
MapLipyTusaTopamu.

HacTtpouka otcnexunsaemoro nHtepcenca VRRP
Mo ymon4yaHuio HM oanH nHTEepdenc He oTcrnexmeaeTca rpynnon VRRP.

Utobbl HacTpouTb Takom MHTepdenc, 3anyctute komaHgy vrrp group track { interface-type
interface-number | bfd interface-type interface-number ipv4-addess } [ priority ] or vrrp ipv6
group track interface-type interface-number [ priority ].

lMocne HacTponku nHtepdenca anga MoHUTopuHra rpynnel VRRP npuopuTteT mapLlipytusaTtopa
OyoeT AMHaMM4ecKku perynupoBaTbCH B 3aBUCMMOCTU OT COCTOSHUA nHTepdenca. Kak Tonbko
WHTepdeNnc cTaHeT HeAOCTYMHbIM, NPUOPUTET MapLupyTmMsatopa B rpynne OyaeT CHUMXEH Ha
3ajaHHOe 3HadeHune, a Aapyron QYHKUMOHAmMbHbLIN MaplipyTu3aTop C 0Oonee BbICOKMM
npuopmuTeToM B 3TOM rpynne ctaHeT Master.

Hactpouka otcnexmnsaemoro IP-agpeca VRRP
Mo ymonuanumio rpynna VRRP He oTcnexuBaeT IP-agpeca.

UToObl HacTpouTb TakoW agpec, 3anyctute KomaHay vrrp group track ip-address [ interval
interval-value ] [ timeout timeout-value ] [ retry retry-value ] [ priority ] or vrrp ipv6 group track
{ ipv6-global-address | { ipv6-linklocal-address interface-type interface-number } } [ interval
interval-value ] [ timeout timeout-value ] [ retry retry-value ] [ priority ].

Mocne HacTponkun IP-agpeca ona moHuTopuHra rpynnsl VRRP npuoputeT mMaplupyTtusaTtopa
OyneTt perynupoBaTbCs AMHAMMYECKM B 3aBMCMMOCTU OT AOCTYNHOCTUM agpeca. Ecnun agpec
HegoCTyneH (koMaHda ping He yganachk), NPUopuTeT MapLupyTu3aTopa B rpynne 6yaeTt CHUMXeH
Ha 3ajaHHOe 3HadeHwe, a Opyro mMapLupytnusatop ¢ 6ornee BbICOKM NPUOPUTETOM B 3TOW
rpynne ctaHeT Master.

Hactpouka Taumepa obyyeHnsa VRRP
Mo ymonuaHuio Tanmep obyyeHnsa oTknodeH ana rpynnel VRRP.
YTo6bl BKNIOUNTL €ro, 3anycTnte komangy vrrp [ ipv6 ] group timers learn.

lMocne HacTponkn Tammepa obydeHnsa Backup-mapwpyTtmnszatop VRRP y3HaeT uHTepBan
obbasneHus naketoB NA oT Master-yctponctea. Ha OCHOBaHWM 3TOrO0 BMECTO JIOKaIlbHO
YCTaAHOBIEHHOrO  UWHTepBana Backup-mapwpyTtusatop paccuuTbiBaeT uWHTepBan Ans
onpegeneHns Bbixoga M3 cTposi Master. OTa Komanga obecneuvMBaeT CUHXPOHWU3ALMIO
MHTepBanoB o6bsBneHnn mexay Backup-maplipyTtnsatopamm n Master.

Hactpowka onucaHus rpynnbl VRRP
Mo ymonyanuo gnga rpynnel VRRP He HacTpoeHo onncaHume.
UTo6bl HACTPOUTb Takyto CTPOKY, 3anycTuTe komaHay vrrp [ ipv6 ] group description text.

Onuncanne VRRP nomoraet pasnuyaTth rpynnel VRRP. OnncaHve nmeet He 6onee 80 6anT, B
NPOTUBHOM Cy4ae npeariaraeTcsa HenpaBuibHast KOHpUrypaums.

Hactpowka 3apepxku VRRP
Mo ymonuaHuio anga rpynnel VRRP He HacTpoeHa 3agepxka.

UTo6bl BKMOUNTE €€, 3anycTtute komaHnay vrrp delay { minimum min-seconds | reload reload-
seconds }. [1ea Tvna 3agepxku Bapbupytotcs oT 0 go 60 cekyHa.
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KomaHaa HacTpauBaeT 3agepxky 3anycka rpynnbl VRRP Ha uHTepdence. CylwiecTtByeT aga
Tmna 3agepxkn VRRP: 3agepxka nocne 3anycka CUCTEMbI U 3adepkka nocrne BO30OHOBNEHWS
paboTbl MHTEpdenca. Bbl MOXXeTe HaCTpOUTb MX COOTBETCTBEHHO MM O4HOBPEMEHHO. ocne
TOro, Kak 3agepka HactpoeHa ansa rpynnesl VRRP Ha nHTepdence, rpynna VRRP 3anyckaeTcs
nocrne 3afepXku, a He cpasdy mnocne 3anycka CUCTEMbl WM BO30OHOBNEHMS paboTbl
nHTepdenca, Yto obecneunBaeT OTCyTCTBME preemption. Ecnu nHTepdenc nonyvaert naket
VRRP B0 Bpems 3agepxku, 3agepxka byget otTmeHeHa, u VRRP 6ygeT 3anyueH HeMeaneHHo.
OTta koHgurypaumsa byaeT addektmBHa kak ans rpynn VRRP IPv4, Tak n gna rpynn IPv6
UHTepdenca.

Hactpouka Bepcum IPv4 VRRP
Mo ymonuanuio IPv4 ucnoneayet ctangapt VRRPV2.
YT1o6bI yKasaTb Bepcuio Ansa IPv4 VRRP, 3anyctute komaHay vrrp group version {2 | 3 }.

Korga 3HaveHve napameTpa ycCTaHOBNEHO Ha 2, npuHumaetca VRRPV2; korgoa 3HadeHue
napameTpa yCTaHOBMNeHo Ha 3, npuHumaeTcs VRRPvV3.

YkazaHue Sub VLAN B Super VLAN ansa nony4yeHus naketoB |IPv4 VRRP

Mo ymonuanuio naketbl IPv4 VRRP oTtnpasnsatotca Ha nepsbii Up Sub VLAN-uHTepdenc B
Super VLAN.

YT1o6bl ykasatb nepeyto Sub VLAN B coctosiHum Up Super VLAN gns npuema naketos |1Pv4
VRRP, BbinonHute komaHay vrrp detection-vlan first-subvlan; 4tobbl ykasate Sub VLAN,
3anyctute komangy vrrp discovery-vlan subvlan-id. Ecnn VRRP 1 VRRP Plus BkntoYeHbl
OQHOBpeMeHHO Ha wuHTepdpence Super VLAN, naketel VRRP oTnpaBnsaioTcs Ha Bce
Up-uHtepdpencel Sub VLAN B pamkax Super VLAN.

O6e nprBeaeHHbIe Bbille KOHUrypaumum ymeHbLaoT konmyecTBo naketoB VRRP 1 nossonsioT
nsbexatb BNUSHMSA Ha MPOU3BOAMTENBHOCTL MapLUpyTM3aTopa M UCMOMb30BaHUA MPONYCKHON
cnocobHocTn ceTn. Tem He MeHee, MapLlpyTM3aTopbl, cocTaensawowme rpynny IPv4 VRRP,
OOIKHbI BbITb CBSA3aHbl Mexay cobon B npegenax nepsoro nHrepderica UP Sub VLAN wnn
ykasaHHon Sub VLAN Super VLAN.

HacTtponka nogaepxku BFD ansa IPv4 VRRP Ha nHtepcence

Mo ymonyaHuio nogaepkka NpoTokona AByHanpaBneHHoro obHapyxeHnsa nepecoinku (BFD) ans
VRRP He BKNtoYeHa Ha nHTepdence.

YTo6bl BKNIOUNTL €ro, 3anycTute komangy vrrp group bfd ip-address.

[ns Backup-mapwpyTtusaTtopa 3anyctuTte 3Ty KomaHgay, Ytobbl conoctasuTb rpynny IPv4 VRRP
¢ BFD, He 3aboT1scb 0 HacTpoeHHoM IP-agpece. [na Master, nockornbKy nepeuyHbIn IP-agpec
Backup-mapLupyTtnsaTtopa HensBecTeH, IP-agpec mapLupyTnsaTopa MOXeT OblTb yKa3aH TONbKO
aiMUHUCTPaATOPOM.

Yrtobbl BKNtounTh Nogaepxky BFD, ybeanTtech, 4to napameTpbl ceaHca |P n BFD HacTpoeHbl Ha
LeneBoM NMHTepdgerice.

Mocne Toro, kak nogaepxka BFD BkroveHa ansa ykasaHHou rpynnel IPv4 VRRP, npu oTkase
Master-mapLpyTtmsaTopa Backup-mapLupytmsatop MOXeT OBHapyXuTb 3TO B TeYEeHWe OOHOW
CEKYHObI.

Hactpowka rmo6ansHoro IPv4 VRRP BFD

Mo ymonyanuio VRRP He ucnonb3yeT rnobanbHbii pexum IPv4 VRRP BFD npu onpegeneHum
coctodHua Master.

YTto6bl BKNoUMTh rnobaneHbii IPv4 VRRP BFD, BbinonHuTe Komangy vrrp bfd interface-type
interface-number ip-address.
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Mocne BkntoyeHus rnmobansHoro IPv4 VRRP BFD Heckonbko rpynn IPv4 VRRP MoryT coBMeCTHO
ncnonb3oBaTb ceaHcbl BFD, o6ecneunBas ObicTpoe 0GHapy>XeHNe 1 aBapuiHOE NepekntoveHne

Master-backup.

YTto6bI BKNOUMTL Noaaepxky BFD, ybeanteck, 4to napameTpbl ceaHca IP n BFD HacTpoeHb! Ha

LeneBoM nHTepderice.

4.4. KoHdurypaums

KoHdurypauus OnucaHue u KomaHaa
HacTtpowka IPv4 | (OB6sasaTenbHO) OH ncnonb3yetcs ansa skrtoveHus IPv4 VRRP
VRRP

vIrp  group ip ipaddress [
secondary |

BkntovaeT IPv4 VRRP

(OnuunoHanbHO) OH Mcnonb3yeTcs ANs HacTponku napameTposB |Pv4

VRRP

vrrp group authentication string

HactpauBaet CTPOKY
ayteHTudukaumm IPv4 VRRP

vrrp group timers advertise {
advertise-interval | csec
centisecond interval }

HacTtpauBaeTt WUHTepBan
obbsaeneHus IPv4 VRRP

vrrp  group preempt [ delay
seconds ]

HacTtpauBaet preemption mode
IPv4 VRRP

vrrp group priority level

HactpaunsaeTt npuoputeT
MapLwpyTtusatopa IPv4 VRRP

vrrp group track { interface-type
interface-number | bfd interface-
type interface-number ipv4-addess }

[ priority ]

HactpanBaeT oTcnexuBaembin
nHtepdemnc IPv4 VRRP

vrrp group track ip-address |
interval interval-value ] [ timeout
timeout value ] [ retry retry-value ] |

priority ]

HactpanBaeT oTcnexuBaembli
IP-agpec IPv4 VRRP

vrrp group timers learn

HacTtpauBaet Tanmep obyyeHus
IPv4 VRRP

vrrp group description text

HacTtpauBaeT onucaHue rpynnbi
IPv4 VRRP
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KoHdurypauus OnucaHue u KomaHaa
HacTtponka IPv4 | vrrp delay { minimum min-seconds | HacTpanBaeT 3agepxky IPv4
VRRP | reload reload-seconds } VRRP
vrrp group version {2]3} HacTtpauBaetr Bepcuio  IPv4
VRRP
vrrp detection-vlan {first-subvlan | Yka3seiBaeT sub VLAN super
| subvlan-id} VLAN ans nonyyeHus nakeToB
IPv4 VRRP
vrrp group bfd ip-address HacTtpauBaet nogaepxky BFD
ans IPv4 VRRP Ha nHtepdelice
vrrp bfd interface-type interface | HactpamBaeT rnobGanbHein IPv4
number ip-address VRRP BFD
HacTtponka IPv6 | (OB6sasaTtenbHo) OH ncnonb3yetcs ang skrtoyveHus IPvé VRRP
VRRP

vIrp group ipv6 ipv6-address

BkntovaeT IPv6 VRRP

(OnuunoHanbHo) OH Mcnonb3dyeTcsl ANs HacTponkn napameTpoB |IPv6

VRRP

vrrp ipv6 group timers advertise {
advertise-interval | csec
centisecond interval }

HactpaunsaeTt
obbsaBneHus IPv6

WHTepBan

vrrp ipv6 group preempt [ delay
seconds ]

HacTtpauBaet preemption mode
IPv6 VRRP

vrrp ipv6 group accept_mode

Bkntoyaet Accept mode Aans
rpynnsbl IPv6 VRRP

vrrp ipv6 group priority level

Hactpaunsaet npuoputeT
MapLpyTtumsatopa IPv6 VRRP

vrrp ipv6 group track interface-type
interface-number [ interface—priority

]

HactpanBaeT oTcnexuBaembli
nHTepdemc IPv6 VRRP
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KoHdurypauus OnucaHue u KomaHaa

HacTtpowka IPv6 | vrrp ipv6 group track { ipv6-global | HacTtpaMBaeT oTcnexuBaembii

VRRP

address | { ipv6-linklocal-address | IP-agpec IPv6 VRRP
interface-type interface-number } } [
interval interval-value ] [ timeout
timeout-value ] [ retry retry-value ] [

priority ]

VIrp ipv6 group timers learn HactpauBaeTt Tarimep oby4eHus
IPv6é VRRP

vIrp ipv6 group description text HactpavBaeT onucaHwe rpynnol
IPv6 VRRP

vrrp delay { minimum min-seconds | HactpanBaet 3agepxky |IPv6
| reload reload-seconds } VRRP

Hactponka VRRP- | KoHdurypauns aHanornyHa koHdurypauum IPv4 VRRP

MSTP

4.4.1. Hactpouka IPv4 VRRP

44.1.1.

44.1.2.

44.1.3.

Ad ekt KOHpUrypaumum
HacTtpownTte rpynny VRRP Ha nHTepdgence onpeneneHHoro cermeHTa fiokanbHOM ceTu,
3apas VRID v BnpTyansHbein IP-agpec.

HacTtponte Heckonbko rpynn VRRP Ha mHTepdence, 4tobbl goCcTndb GanaHCMpOBKK
Harpysku u npeanoxmntb 6onee crabunbHble U HAOEXHbIE CceTeBble YCNyru.

HacTtponte otcnexnBaemble nHtepdgencel VRRP gns moHutopuHra cboes B pexume
peanbHOro BPEMEHW, W3MEHEHUS MPUOPUTETOB WHTEP(EeNcoB U peannsauumio
OVHaMmyeckoro nepekniodeHnsa Master-backup.

MpumeyaHus
Ons poctmxkenns VRRP mapwpyTtmsaTtopsl B rpynne VRRP gomkHbl ObiTb HACTPOEHDI
C OHUM 1 TeM e BUpTyarnbHbIM IPv4-agpecom.

UTobbl OOGUTLCA B3aMMHOIO pe3epBMPOBaHMSA MeXdy Heckonbkumu rpynnammn VRRP
IPv4, HacTpownTe Heckonbko rpynn VRRP IPv4 ¢ ognHakoBow koHpurypaunen VRRP Ha
OPYrom nHTepdence n HaCTPoOMTE ANsl HUX pa3Hble MPUOPUTETLI, YTOOLI OHM COBMECTHO
nencreoBanu kak Master n backup-rpynnbi.

Bkntounte VRRP Ha nHTepdoencax ypoBHs 3.

LWarn HacTponku

BknioyeHue IPv4 VRRP

Mo ymonuaHuio IPv4 VRRP oOTknoyeH Ha wuHTepdence. Bbl MoXeTe BKMOUUTL €ro B
3aBMCUMOCTK OT Bawlero TpeboBaHus.
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Hactpouka cTtpoku ayteHTUdmkauumm IPv4 VRRP

Mo ymonuaHutio VRRP HaxoguTcs B pexume 6e3 ayTeHTMdukaumn. Bbl MoxeTe BKNIOYUTb
PEXUM MPOBEPKM MNOANIMHHOCTM C MOMOLLUbID MPOCTOr0 TEKCcTa B 3aBUCMMOCTM OT BalUUX
noTpebHoCTEN.

HacTponka uHtepBana o6baBnenus IPv4 VRRP

Mo yMOn4aHuno Master-mapmpmiaTop oTnpasnAeT nakeTbl obbaBneHus KaXayro CeKkyHay. Bbl
MOXeTe N3AMEeHNUTb MHTEpPBaJl B 3aBUCUMOCTU OT BaLUUX I'IOTpe6HOCTeI7I.

Hactpouka preemption mode IPv4 VRRP
Mo ymonyaHuio rpynna VRRP paboTaeT B preemption mode ¢ HyneBown 3a4ep>KKon.

Hactpouka npuoputeTta mapwpytusartopa IPv4 VRRP

MpuopnteT maplpyTtusaTopa no ymonyanuwo and rpynnel VRRP paseH 100. Bbl moxeTte
M3MEHUTb NPUOPUTET B 3aBUCMMOCTU OT BaLUMX NOTPEBHOCTEN.

Hactpouka otcnexunsaemoro nHrtepcgenca IPv4 VRRP

Mo ymonuanuio rpynna IPv4 VRRP He oTtcnexuBaeT uHTepdenc, a 3HavyeHue U3MeHEHUs
npuvoputeTta paBHo 10. YTo6bl 0becneynTs MOHUTOPUHI COOEB NOCPEACTBOM MOHUTOPUHra
NMHTepdenca, HaCTPOMUTE ITOT ANEMEHT.

Hactpounka Taumepa obyyeHus IPv4 VRRP

Mo ymonyaHuio Tanmep obyyveHus oTkntodeH ansa rpynnel VRRP. Bkntounte a1y doyHKUMIO, ecnn
Backup-mapwpyTtnsatopam  HeobxogumMo  y3HaTb  WHTepBan  oObsABneHuda  Master-
MapLupyTmsaTopa.

Hactponka rpynnsbi IPv4 VRRP OnucaHue

Mo ymonuanuio gna rpynnel VRRP He HacTpoeHo onucaHme. YTobbl YeTKO pasnuyath rpynnbl
VRRP, HacTponTe onncaHus.

HacTtponka 3apgepxku IPv4 VRRP

Mo ymonuaHuio 3agepxka IPv6 VRRP He HacTpoeHa. YTobbl rapaHTupoBath 3EKTUBHbLIN
pexum 6e3 preemption mode, HAaCTponTe 3aL4epPXxKy.

Hactpowka Bepcuu IPv4 VRRP

Mo ymonuanuio IPv4 wucnonbadyet crtangapT VRRPV2. [Ons ero namMeHeHust MCnonb3ynte
COOTBETCTBYIOLLYIO KOMaHAY.

YkasaHue Sub VLAN Super VLAN ana nony4yeHusa naketoB |IPv4 VRRP

Mo ymonyanuto nakeTbl IPv4 VRRP oTnpaensitoTca TONbKO Ha nepBbin MHTepdenc UP Sub VLAN
Super VLAN, HO Bbl MOXETE HaCTpOUTb KOHKpeTHyo Sub VLAN.

Hactpownka nogaepxku BFD ansa IPv4 VRRP Ha uHTepcpence

Mo ymonuanunio nopaepxkka BFD He HacTpoeHa Ha WHTepdoence. [Onss ero HacTpoWKu
NCNOoNb3ynTe COOTBETCTBYIOLLYIO KOMaHAY.

Hactpowka rmo6ansHoro IPv4 VRRP BFD

Mo ymonuyanmio rmo6anbHei IPv4 VRRP BFD He BkntoueH. [ns ero peanusauum Ucnosnb3ynte
COOTBETCTBYIOLLYIO KOMaHAy.

4.4.1.4. MNpoBepKa
3anycTtute komangy show vrrp, 4ToGbl NPOBEPUTL KOHPUIrypaumtio.
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4.4.1.5. CBA3aHHbIe KOMaHAbI
BkniouyeHue IPv4 VRRP

KomaHga vrrp group ip ipaddress [ secondary ]
Onucanue group: ykasbiBaeT VRID rpynnel VRRP, ananasoH KOTOpbIX 3aBUCUT OT
napameTpoB MoZenu npoaykTa.

ipaddress: ykasbiBaeT IP-agpec rpynnsl VRRP.

secondary: ykasblBaeT gononHuTenbHbln IP-agpec rpynnsl VRRP
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexunum

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnn BupTtyanbHbii IP-agpec He ykasaH, MapLipyTusaTtopbl HEe MOryT
npucoeanHnteca k rpynne VRRP. Ecnv gononHuteneHbin IP-agpec He
NpUMeHsieTcs, HacTpoeHHbI [IP-agpec 6ygeTt ocHOBHbIM IP-agpecom
rpynnel VRRP

Hactpouka ctpoku ayteHTudmkaumm IPv4 VRRP

KomaHga vrrp group authentication string

Onucanne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpos string: yka3blBaeT CTPoky ayTeHTudukaLmm rpynnsl VRRP (naposb B BuAe
NPOCTOro TEKCTa COCTOUT He Bonee Yyem 13 8 6anToB)

KomaHgHbIn Pexnm koHdurypaumm nHtepdenca

pexunum

PykoBoacteo no
MCNONb30BaHNIO

B rpynne VRRP gns mappyTmMsaTopoB SOMKeH ObiTb HACTPOEH OOUH U
TOT Xe napofib ayTeHTuukauuu. [lpocToM TEKCTOBbIM  Maposib
ayTeHTUuumkaumm He MOXeT rapaHTupoBaTb 6e30macHOCTb, a TOSbKO
npegoTepallaeT/noackasbiBaeT HenpaBuibHble koHdurypauun VRRP.
OTa komaHga npumeHnma Tonbko kK VRRPvV2 Bmecto VRRPV3.

AyTteHTndukaums otmeHeHa gnd naketoB VRRPv3 (IPv4 VRRP un IPv6
VRRP). Ecrnn gna rpynnel IPv4 VRRP BbibpaH VRRPv2, komaHga
pencrteyeT; ecnu BbibpaH VRRPV3, komaHaa HeadhdekTmBHaA
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Hactpowka uHtepBana o6basnenus IPv4 VRRP

KomaHga vrrp group timers advertise { advertise-interval | csec centisecond-
interval }

Onucanwne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpos advertise-interval: ykasbiBaeT uHTepBan ob6bsasneHnsa rpynnol VRRP
(eQnHULA n3MepeHunst: CekyHaa).
csec centisecond-interval: WHTepBan, yepes KOTOpbI
Master-mapLipyTusaTop B pe3epBHOW rpynne otnpasnseT naketsl VRRP.
910 uenoe umcno ot 50 pgo 99. EamHnuen wunamepeHusi apnsieTca
CaHTUCeKkyHAa. 3HayeHue no yMOM4YaHuMK He YykasaHo. KomaHga
adbdektnBHa Tonbko Ans naketoB VRRPv3. Ecnu oH HacTpoeH ans
naketoB VRRPV2, nHtepsan no ymonyaHuto paBeH 04HOWN cekyHae

KomaHaHbIn Pexum koHdurypaunm nHtepderica

pexmm

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnn mapwpyTtmusatop BbiGpaH B kadyectBe Master B rpynne VRRP, oH
oTnpasnseT naketbl 06HoBNeHns VRRP ¢ 3agaHHbIM HTEpBanom, 4Ytoobl
06bsABUTL 0 cBOoeM cocTtosHun VRRP, npuoputeTe 1 gpyron nHcdopmaumu.

CornacHo ctaHgaptam RFC, ecnu rpynna IPv4 VRRP wucnonbayet
VRRPvV3 pgnsi oTnpaBkM MHOroadpecHblX MakeToB, MaKCUMarsibHbIN
UHTepBan obbsaBneHnsa coctasnseT 40 cekyHa. Takum obpasom, ecnu
3agaH wuHTepBan 6Gonee 40 cekyHa, OydeTr nNPUMEHSITbCSA  3TOT
MakcuMarsibHbIM MHTEpPBar, HECMOTPS Ha TO, YTO KOHUrypaums gencresyeT

Hactpowka preemption mode IPv4 VRRP

KomaHga vrrp group preempt [ delay seconds ]

Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpos delay  seconds:  ykasblBaeT  3agepxky  preemption  ans
Master-mapLupyTtumsaTopa, 4Tobbl 3asiBUTb O CBOEM cTaTyce. 3HayeHune no
ymMmon4yaHmio — 0 cekyHg

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca

peXnm

PykoBoactBo no
NCNOSb30BaHMIO

Ecnn rpynna VRRP pabotaet B preemption mode, MapLpyTtusaTop C
©onee BLICOKMM MpPUOPUTETOM 3anMMeT MecTto Master ¢ 6onee HU3KNM
npuoputetoM. Ecnn rpynna VRRP paboTaeT B pexume 6e3 preemption
mode, mapwpyTtnsatop ¢ 6onee BbICOKMM npuoputeTom, Yem y Master,
octaetcsa Backup. Het 6onblioro cmeicna HacTpamBaTb Preemption mode,
korga rpynna VRRP ucnone3yeT IP-agpec Ethernet-nHtepderica, B 3ToM
criydae rpynna MMeeT HavBbICWIMA NpUopuTeT U aBTOMaTUYECKU
ctaHoBuTcA Master B rpynne
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Hactpouka npuoputeta mapuwpytusartopa IPv4 VRRP

KomaHga vIrp group priority level

Onucanwne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpos level: ykasbiBaeT npuoputeT nHtepdgenca B rpynne VRRP
KomaHaHbIn Pexum koHdurypaumm nHtepderica

pexmm

PykoBoacteo no
NCMNOMb30BaHUIO

OTa KOMaHga ucnonb3yeTcs AN PYYHOW HaCTPOWMKM npuoputeTa
mMapLpytmnsatopa VRRP

Hactpouka otcnexunsaemoro nHrtepcgenca IPv4 VRRP

KomaHga vrrp group track { interface-type interface-number | bfd interface-type
interface-number ipv4-addess } [ priority ]

Onucanue group: ykasbiBaeT VRID rpynnbsl VRRP.

napameTpos interface-type  interface-number:  ykasblBaeT ~ WHTepdeiic  Ans
OTCINeXXnBaHUA.
bfd interface-type interface-number: ykasaHHbIn cocegHun |P-agpec,
oTcnexueaeMbin Yepes BFD.
priority: ykasbiBaeT MacwTtab wu3meHeHuss npuoputeta VRRP npu
N3MEHEHUUN COCTOSIHUSI KOHTPONMPYeMoro WHtepdenca. 3HaveHue no
ymosnyanuio — 10

KomaHgHbIn Pexunm koHdurypaumm nHtepdenca

pexunum

PykoBoacteo no
MCNONb30BaHNIO

OTtcnexnBaembli  MHTEpdENC [OMKEH ObiTb  MapLUpyTU3NPyeMbIM
NOrN4YeCcKNM UHTepdencom YPOBHS 3 (Hanpumep, Routed
(mapwpyTtuaupyembin) nopt, nutepdenc SVI, nurepdenc Loopback nnm
Tunnel (TYHHeNbHLIN) NHTEPdENC).

MpropnteT MapLwwpyTM3aTopa, KOTOPOMY MNPUHALMEXUT BUPTYyasbHbIN
IP-agpec, cBsazaHHbIi ¢ rpynnor VRRP, gomkeH 6biTb 255, 1 Ha Hewm
Hemnb3s1 HACTPOUTb OTCNEXUBaEMbIN NHTEPdENC
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Hactpouka otcnexuBaemoro IP-agpeca IPv4 VRRP

KomaHpa

vrrp group track ipv4-address [ interval interval-value ] [ timeout timeout-
value ] [ retry retry-value ] [ priority ]

OnwucaHue
napamMmeTpoB

group: ykasbiBaeT VRID rpynnsl VRRP.
ipv4-address: ykasbiBaeT oTcnexusaemoin IPv4-agpec.

interval interval-value: ykasbiBaeT WHTepBan npoBepkn. EanHuua
CeKyHabl. Ecrnn He HacTpOeHO BPYYHYH, 3HA4YEHME NO YMONYaHMIO paBHo 3
CeKyHOaMm.

timeout timeout-value: ykasblBaeT TauM-ayT faTynka OXnaaHusa OTBETOB.
Ecnn no ucrevyeHnn BpemeHn oxunaaHust OTBET HE MOJSTyYeH, cuMTaeTcs,
YTO MECTO HasHayeHusi HedocTynHo. EamHuMua cekyHabl. Ecnn He
HaCTPOEHO BPY4HYIO, 3HA4YEHME MO YMOMYaHMIO paBHO 1 cekyHae.

retry retry-value: ykasbiBaeT Ha MOBTOPHbIE MOMbITKM Aatyuka. Ecnn
TECTOBbIM NakeT OTNPaBSETCA HENPEPLIBHO B TEHEHNE BPEMEHN, PABHOMO
3HaAYEeHU0 NMOBTOPHOWM MOMLITKA, HO OTBETA HE MOJSTYyYEHO, CYMTAETCH, YTO
NYHKT HasHayeHus HepocTyneH. EguHuua dakt nonbitkn. Ecnv He
HaCTPOEHO, 3HAa4YeHNe Mo yMOMYaHUIo paBHo 3 pasa.

priority: ykasbiBaeT MacwTab wuameHeHus npuoputeta VRRP npwu
N3MEHEHUMN COCTOSIHUSI KOHTPONMpPYyeMoro wHtepdenca. 3HavyeHue no
ymosnyanuio — 10

KomaHgHbIn
PEXNM

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

[na moHuMTOpKHra xocta ykaxute ero IPv4-agpec ans rpynnel IPv4 VRRP.

Ecnu rpynna VRRP Bnageet daktudeckum IP-agpecom uHTepdenca
Ethernet, nprnoputeT rpynnel paBeH 255, a otcnexusaembin IP-agpec He
MOXeT BbITb HACTPOEH

Hactpoika Tanmepa obyyeHus IPv4 VRRP

KomaHga vrrp group timers learn

Onuncanne group: ykasbiBaeT VRID rpynnesl VRRP
napameTpoBs

KomaHaHbIn Pexnm koHdurypaumm nutepdenca
peXunm
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PykoBoactso no
NCNosb30BaHNIO

Kak Tonbko Tammep oby4veHus BknoveH Ha mapwpyTtudatope VRRP,
Backup-mapLupyTtusaTop y3HaeT WHTepBan o6bsBneHus
Master-ycTponctBa B TeyeHuMe Taummepa. Ha ocHoBaHuM aTOro
Backup-mapLipytnsaTop paccuyuTbiBaeT WHTepBan pnns onpeneneHus
oTkasa Master-mapLipytnsatopa BMECTO WCMNOSIb30BaHUS JOKarbHO
HaCTPOEHHOro MHTepBana obObsBneHns. 3Ta komanda obecneunBaeT
CYHXPOHM3aUMIO C TanMepom OOyyYeHWss Mexay [naBHbiIM W
Backup-mapLupyTtunsatopamu

HacTtpownka onucaHusa rpynnsel IPv4 VRRP

KomaHga vrrp group description text

Onucanwne group: ykasbiBaeT VRID rpynnesl VRRP.
el 2ol text: ykasbiBaeT onucanue rpynnsl VRRP
KomaHaHbIv Pexum koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
NCMNOMb30BaHUIO

Onucanne VRRP nomoraet pasnuyatb rpynnel VRRP. OnucaHve nveet
He 6onee 80 GanT, B NPOTMBHOM Criyyae npepanaraeTcs HenpasuibHas
KOHUrypauus

HacTtponka 3apgepxku IPv4 VRRP

KomaHga vrrp delay { minimum min-seconds | reload reload-seconds }
Onucanne minimum min-seconds: yka3biBaeT 3agepxKy VRRP nocne nameHeHus
napameTpoB COCTOSAAHUNA UHTepdenca.
reload reload-seconds: ykasbiBaeT 3agepxky VRRP nocne 3anycka
CUCTEMbI
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
NCNOSb30BaHMIO

Mocne Toro, Kak 3agepxka HacTtpoeHa ans rpynnel VRRP Ha nHTepdeiice,
rpynna VRRP 3anyckaeTcs nocne 3agepxku, a He cpasy nocne 3anycka
cUCTEeMbl MM BO306HOBNEHUS paboTbl MHTEpdenca, 4YTo obecneynBaeT
otcytcTtBue preemption. Ecnm mHTepdenc nonydaet naket VRRP Bo
BpeMs1 3a0epXKu, 3agepxka Oyaet otmeHeHa, 1 VRRP 6yaoet 3anywieH
HemMmenneHHo. [1ea TMna 3agepXXkm UMetoT o0LwmMi oMana3oH 3HaveHui ot 0
no 60 cekyHO. OTa koHdwurypauusi 6yaeT adppekTMBHA Kak Onst rpynn
VRRP IPv4, Tak n gnsa rpynn IPv6 nHtepdeiica
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Hactpownka Bepcuu IPv4 VRRP

KomaHga vrrp group version {2 | 3}
Onucanwne 2: ykasbiBaeT Ha VRRPv2.
fnapameTpos 3: ykasbiBaeT Ha VRRPvV3
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexmm

PykoBoacteo no
NCMNOMb30BaHUIO

YuutbiBas coemectumoctb Mexay VRRPvV2 n VRRPvV3, ykaxute ctangapt
anga IPv4d VRRP Ha ocHoBe dakTudeckoro coctosiHusi cetn. VRRPv2
pas3paboTtaH B RFC3768, a VRRPv3 onncan B RFC5798.

OTa komaHaa npumMeHnma Tonbko K IPv4 VRRP

YkazaHue Sub VLAN Super VLAN ans nonyvyeHus naketoB IPv4 VRRP

KomaHga vrrp detection-vlan {first-subvlan | subvlan-id}
Onuncanne first-subvlan: otnpasnseTt naketbl IPv4 VRRP Tonbko Ha nepsbii UP Sub
napameTpoB VLAN-uHTepdenc B Super VLAN.

subvlan-id: otnpasnseT nakeTbl IPv4 VRRP B ykazaHHyo Sub VLAN
KomaHgHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
MCNONb30BaHNIO

OTa komaHga ucnonb3yetca ansa ykasaHua Sub VLAN Super VLAN ans
nonyyeHus naketoB IPv4 VRRP. lMakeTtol IPv4 VRRP oTnpasndawTcs B
Super VLAN c ucnonb3oBaHMeEM criegylowmnx Tpex metonos. [lakeTbl
otnpaenatTcs Ha nepsbin UP Sub VLAN-unTepdenc B Super VLAN, nnu
Ha ykasaHHbin WHTepdenic Sub VLAN B Super VLAN, unm Ha Bce
nHtepdencel Sub VLAN B Super VLAN. Ecnn VRRP un VRRP Plus
BKIOYEHbI 0QHOBPEMEHHO Ha mHTepderice Super VLAN, naketsl VRRP
otnpaensatoTcs Ha Bce Up Sub VLAN-nHTepdelicel B pamkax Super VLAN.

OTa KomaHga HacTpamBaeTca Ha uHTepdernce VLAN un addektnsHa
Tonbko ang nHrepdencon Super VLAN

Hactpownka nogaepxku BFD ansa IPv4 VRRP Ha uHTepcpence

KomaHga vrrp group bfd ip-address
Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.
IRl ok ip-address: ykasbiBaeT IP-agpec uHTepdeiica
KomaHaHbIn Pexum koHdurypaumm nHtepderica
peXunm
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PykoBoactso no
NCNOSb30BaHMIO

Ona Backup-mapwpyTtnsatopa 3anyctute 3Ty KOMaHgy, u4Tobbl
conoctasutb rpynny IPv4 VRRP c¢ BFD, He 3a60TACb O HacTpOEHHOM
IP-agpece. Onsa Master, NOCKONbKY nepBUYHbIN IP-agpec
Backup-mapLupytusaTtopa HensBecTteH, IP-agpec mapwpyTtunsartopa MoxeT
ObITb yKa3aH TONbKO afiMMHUCTPATOPOM.

Ecnn HacTtpoeH rno6anbHbii IPv4 VRRP BFD, ata koHdurypaums He
MOXET ObITb BbINOSIHEHA.

YTto6bI BKMtounTb Nnogaepxky BFD, ybeguTech, 4To napameTpbl ceaHca IP
n BFD HacTpoeHbl Ha LeneBom uHtepdence

Hactpouka rmo6ansHoro IPv4 VRRP BFD

KomaHga vrrp bfd interface-type interface-number ip-address
Onucanwne interface-type interface-number: ykasbiBaeT Tun WHTepcperica wn
napameTpoB noeHTndmrkaTop.
ip-address: ykasbiBaeT IP-agpec nHtepdenca
KomaHaHbIn Pexwum rnobansHon koHurypaumm
pexvm

PykoBoacteo no
NCMNOnb30BaHUIO

Ecnun HacTtpoeH rmobanbHeii IPv4 VRRP BFD, HacTpoeHHas noggepikka
BFD 6ynet yaaneHa.

YTtobbl BkntounTb nogaepxky BFD, ybeguTtech, 4To napameTpbl ceaHca IP
n BFD HacTpoeHbl Ha LeneBom nHtepdence.

Mmo6anbHbin ceaHc IPv4 VRRP BFD npumenum Tonbko k rpynne IPv4
VRRP, cocTosiLen n3 asyx mapLipytnsatopos
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4.4.1.6. NMpumep KoHdUrypauum

Hactpouka rpynnsi IPv4 VRRP n otcnexuBaemoro nHrepdenca

CueHapun:

192.168,12.216/24
WorkStation B

%l
IG'F'-’f? 192.168.12.0/24

R3§ ; 192.168.12.217/24
202.101.90.61/24 Gi2/1 \ Gt

Gi 11 60.154.101.5/24

Gi 1/1 60.154.101.3/24

192.168.201.217/24 | Gi0/0 Gi0/0 192.168.201.213/24

192.168.201.0/24
i\s'

WorkStation C

192.168.201.227/24

202.101.90.63/24 Gi 21

PucyHok 4-4.

Warn
HaCTPOWNKK

e Knactep pabouen ctaHumm A n paboyen ctaHumm B (192.168.201.0/24)
ucnonb3yet BupTyanbHbli IP-agpec 192.168.201.1 rpynnbl VRRP,
cocrosLen n3 mapwpytmsatopoB R1 n R2, B kauecTtBe agpeca wnto3sa
Ons cBasu ¢ paboyen ctaHumen B (192.168.12.0). /24).

e GigabitEthernet 2/1 Ha R1 HacTpoeH kak oTcrnexmnBaembin MHTEpdencC.
e HeT VRRP, HO Ha R3 HacTpoeHa 00blyHast OyHKUMS MapLupyTu3auum

R3

R3#configure terminal
R3(config)#interface GigabitEthernet 0/0

/I KomaHga «no switchport» TpebyeTcsa Tonbko sl KOMMyTaTopa.
R3(config-if-GigabitEthernet 0/0)#no switchport
R3(config-if-GigabitEthernet 0/0)#ip address 192.168.12.217 255.255.255.0
R3(config-if-GigabitEthernet 0/0)#exit
R3(config)#interface GigabitEthernet 1/1

/I KomaHga «no switchport» TpebyeTcs Tonbko Ang kKoMMmyTaTopa.
R3(config-if-GigabitEthernet 1/1)#no switchport
R3(config-if-GigabitEthernet 1/1)#ip address 60.154.101.5 255.255.255.0
R3(config-if-GigabitEthernet 1/1)#exit
R3(config)#interface GigabitEthernet 2/1
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/I KomaHga «no switchport» TpebyeTcs ToONbko AN KoMMyTaTopa.
R3(config-if-GigabitEthernet 2/1)#no switchport
R3(config-if-GigabitEthernet 2/1)#ip address 202.101.90.61 255.255.255.0
R3(config-if-GigabitEthernet 2/1)#exit
R3(config)#router ospf
R3(config-router)#network 202.101.90.0 0.0.0.255 area 10
R3(config-router)#network 192.168.12.0 0.0.0.255 area 10
R3(config-router)#network 60.154.101.0 0.0.0.255 area 10

R1

R1#configure terminal

R1(config)#interface GigabitEthernet 0/0

R1(config-if-GigabitEthernet 0/0)#ip address 192.168.201.217 255.255.255.0
R1(config-if-GigabitEthernet 0/0)#vrrp 1 priority 120
R1(config-if-GigabitEthernet 0/0)#vrrp 1timers advertise 3
R1(config-if-GigabitEthernet 0/0)#vrrp 1ip 192.168.201.1
R1(config-if-GigabitEthernet 0/0)#vrrp 1track GigabitEthernet 2/1 30
R1(config-if-GigabitEthernet 0/0)#exit

R1(config)#interface GigabitEthernet 2/1

R1(config-if-GigabitEthernet 2/1)#ip address 202.101.90.63 255.255.255.0
R1(config-if-GigabitEthernet 2/1)#exit

R1(config)#router ospf

R1(config-router)#network 202.101.90.0 0.0.0.255 area 10
R1(config-router)#network 192.168.201.0 0.0.0.255 area 10

R2

R2#configure terminal
R2(config)#interface GigabitEthernet 0/0
R2(config-if-GigabitEthernet 0/0)#ip address 192.168.201.213 255.255.255.0
R2(config-if-GigabitEthernet 0/0)#vrrp 1ip 192.168.201.1
R2(config-if-GigabitEthernet 0/0)#vrrp 1timers advertise 3
R2(config-if-GigabitEthernet 0/0)#exit
R2(config)#interface GigabitEthernet 1/1

/I KomaHga «no switchport» TpebyeTcsa Tonbko sl KOMMyTaTopa.
R2(config-if-GigabitEthernet 1/1)#no switchport
R2(config-if-GigabitEthernet 1/1)#ip address 60.154.101.3 255.255.255.0
R2(config-if-GigabitEthernet 1/1)#exit
R2(config)#router ospf
R2(config-router)#network 60.154.101.0 0.0.0.255 area 10
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R2(config-router)#network 192.168.201.0 0.0.0.255 area 10

MpoBepka | 3anycTuTte komaHay show vrrp, 4YToObl NPOBEPUTL KOH(UIYpaLIMIO.

e [lpoBepbTe, cHwkaeT nu R1, BbicTynawowmin B ponu Master, cBown

npuwoputetr VRRP ¢ 120 po 90,

korga GigabitEthernet2/1,

noakntoveHHbIn K rmobaneHom cetn (WAN), HepocTtyneH. Ecnn ga, R2

ctaHoBuTca Master.

e [lpoBepbTe, BoccTaHaBnueaeT nu R1 ceon npuoputet VRRP ¢ 30 go
120, korga GigabitEthernet 2/1, nogkntoveHHbIM K rnobanbHon ceTw,

BoccTaHaBnuBaetcd. Ecnu ga, R1 nepensbupaetcsa Master

R1

R1#show vrrp

GigabitEthernet 0/0 - Group 1

State is Master

Virtual IP address is 192.168.201.1 configured
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 3 sec

Preemption is enabled

min delay is 0 sec

Priority is 120

Master Router is 192.168.201.217 (local), priority is 120

Master Down interval is 10.59 sec
Tracking state of 1interface, 1up

up GigabitEthernet 2/1 priority decrement=30

R2

R2#show vrrp

GigabitEthernet 0/0 - Group 1

State is Backup

Virtual IP address is 192.168.201.1 configured
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 3 sec

Preemption is enabled

min delay is 0 sec

Priority is 100

Master Router is 192.168.201.217 , priority is 120

Master Down interval is 10.82 sec
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4.4.1.7. PacnpocTpaHeHHble OWnOKK

Ha wmapwpyTtusatopax B rpynne VRRP HacTpamBaloTCs pasHble BUpTyanbHble
IP-agpeca, B pesynbTaTe yero B rpynne mmeeTcs HECKONbKO
Master-mapLupyTnsaTopos.

Ha mapwpyTtumsatopax B rpynne VRRP HacTpoeHbl pasHble UHTepBanbl 00bsBNEeHWU
VRRP, a Tanmep o006y4yeHuss He HaCTpPOEH, 4YTO MNPUBOAUT K MHOXECTBY
Master-mapLipyTn3aTopoB B rpymnne.

PasnunyHble Bepcun VRRP HacTpoeHbl Ha MapupyTtusaTtopax B rpynne VRRP, B
pesyrnbTaTe Yero B rpynne uMeeTcsl HeCKorbko Master-mapLupyTn3aTopos.

Ons VRRPV2 Bce nHtepdencel Ethernet mapwpyTtusatopos B rpynne VRRP Haxogatcs
B peXume npoCTOM TEKCTOBOW ayTeHTMdUuKaumn, HO HECOBMECTMMbI B CTPOKax
ayTeHTUMKaLumm, 4To NPUBOANT K MHOXeCTBY Master-mapLupyTn3aTopoB B rpynne.

4.4.1.8. NMpumep KoHbUrypauum

HacTtponka Heckonbkux rpynn IPv4 VRRP

CueHapu:
192.168.12.216/24
WorkStation B
192.168.12 lil"/‘-'l\l\/
RS 492 168.12.217124
202.101.90.61/24 Gi 2 A i
e Gi1/1  60.154.101.5/24
202.101,90.63/24 GI 21 Gi1/1 60.154.101.3/24
192.168.201.217/24 Gi0/0 Gi)/0192.168.201.213/24
Virtual Gateway Virlual Gateway 2
192.168 201 lﬁl.’}‘v'ir 192.168.201.1 192.168.201.2
S5
WorkStation A WorkStation C
192.168.201.221/24 192.168.201.227/24
PucyHok 4-5.
Larn e Knactrep pabounx craHuunm nonb3oBaTenen (192.168.201.0/24)
HaCTPONKK ncrnonb3yet Backup-rpynny, coctosuwyo n3 mapwpyTtmsatopoB R1 u

R2. lWUnto3 ang YacTnyHblx pabounx ctaHumm (Hanpumep, A) ykasbiBaeT
Ha BupTyanbHbIn IP-agpec 192.168.201.1 Backup-rpynnbl 1, a w3
ANa Apyrmx YacTudHbIX pabounx ctaHuun (Hanpumep, C) ykasbiBaeT Ha
BUPTYarbHbIN IP-agpec 192.168.201.2 Backup-rpynnbl 2.
MHoroagpecHas  mapwpytnsauua IPv4  BknodeHa Ha — Bcex
MapLupyTusaTopax.
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e R1 peinctByeT Kak Master-mapwpytusatop B rpynne 2 ” Kak
Backup-mapLpyTtnsatop B rpynne 1.
e R2 pencrteyer kak Backup-mapwpyTtusatop B rpynne 2 u Kak
Master-mapLipyTtusatop B rpynne 1
R3 R3#configure terminal

R3(config)#interface GigabitEthernet 0/0

/I KomaHga «no switchport» TpebyeTca Tonbko Ana KommyTaTopa.

R3(config-if-GigabitEthernet 0/0)#no switchport
R3(config-if-GigabitEthernet 0/0)#ip address 192.168.12.217 255.255.255.0
R3(config-if-GigabitEthernet 0/0)#exit

R3(config)#interface GigabitEthernet 1/1

/I KomaHga «no switchport» TpebyeTca ToNbKO And kKommyTaTopa.

R3(config-if-GigabitEthernet 1/1)#no switchport
R3(config-if-GigabitEthernet 1/1)#ip address 60.154.101.5 255.255.255.0
R3(config-if-GigabitEthernet 1/1)#exit

R3(config)#interface GigabitEthernet 2/1

/I KomaHga «no switchport» TpebyeTca ToNbKO Angd kKommyTaTopa.

R3(config-if-GigabitEthernet 2/1)#no switchport
R3(config-if-GigabitEthernet 2/1)#ip address 202.101.90.61 255.255.255.0
R3(config-if-GigabitEthernet 2/1)#exit

R3(config)#router ospf

R3(config-router)#network 202.101.90.0 0.0.0.255 area 10
R3(config-router)#network 192.168.12.0 0.0.0.255 area 10
R3(config-router)#network 60.154.101.0 0.0.0.255 area 10

R1

R1#configure terminal

R1(config)#interface GigabitEthernet 0/0

R1(config-if-GigabitEthernet 0/0)#ip address 192.168.201.217 255.255.255.0
R1(config-if-GigabitEthernet 0/0)#vrrp 1timers advertise 3
R1(config-if-GigabitEthernet 0/0)#vrrp 1ip 192.168.201.1
R1(config-if-GigabitEthernet 0/0)#vrrp 2 priority 120
R1(config-if-GigabitEthernet 0/0)#vrrp 2 timers advertise 3
R1(config-if-GigabitEthernet 0/0)#vrrp 2 ip 192.168.201.2
R1(config-if-GigabitEthernet 0/0)#vrrp 2 track GigabitEthernet 2/1 30
R1(config-if-GigabitEthernet 0/0)#exit

R1(config)#interface GigabitEthernet 2/1

R1(config-if-GigabitEthernet 2/1)#ip address 202.101.90.63 255.255.255.0
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R1(config-if-GigabitEthernet 2/1)#exit
R1(config)#router ospf
R1(config-router)#network 202.101.90.0 0.0.0.255 area 10
R1(config-router)#network 192.168.201.0 0.0.0.255 area 10
R2 R2#configure terminal

R2(config)#interface GigabitEthernet 0/0

R2(config-if-GigabitEthernet 0/0)#ip address 192.168.201.213 255.255.255.0
R2(config-if-GigabitEthernet 0/0)#vrrp 1ip 192.168.201.1
R2(config-if-GigabitEthernet 0/0)#vrrp 1timers advertise 3
R2(config-if-GigabitEthernet 0/0)#vrrp 1 priority 120
R2(config-if-GigabitEthernet 0/0)#vrrp 2 ip 192.168.201.2
R2(config-if-GigabitEthernet 0/0)#vrrp 2 timers advertise 3
R2(config-if-GigabitEthernet 0/0)#exit

R2(config)#interface GigabitEthernet 1/1

R2(config-if-GigabitEthernet 1/1)#ip address 60.154.101.3 255.255.255.0
R2(config-if-GigabitEthernet 1/1)#exit

R2(config)#router ospf

R2(config-router)#network 60.154.101.0 0.0.0.255 area 10
R2(config-router)#network 192.168.201.0 0.0.0.255 area 10

MpoBepka | 3anyctute komaHay show vrrp, 4To6bl NPOBEPUTL KOHMUIYpauuio.

e [lpoBepbTe, cHwkaeT nn Mapwpytmsatop R1, BbicTynawowun B
KayecTBe Master-maplipytmusatopa B rpynne 2, npuopuTteT rpynnbl
VRRP c¢ 30 pgo 90, korga o6HapyxuBaeT, 4TO WHTepdenc
GigabitEthernet 2/1, nogkntoYeHHbIN K rMobanbHON ceTn, HeQOCTYMNEH.
Ecnu ga, To R2 B rpynne 2 ctaHoBuTCA Master-mapLupytnsaTopom.

e [lpoBepbTe, yBennumeaeT nn R1 npuoputeT rpynnel VRRP ¢ 30 go 120,
Korga OH oOHapyxuBaeT, 4to uHTepdenc GigabitEthernet 2/1,
NOAKMIOYEHHbIN K rnobanbHOW ceTu, CHOBa CTAHOBUTCA AOCTYMHbIM.
Ecnn pa, 10 R1 cHoBa craHoBUTCA Master-maplpyTnsatopom B
rpynne 2

R1

R1#show vrrp

GigabitEthernet 0/0 - Group 1

State is Backup

Virtual IP address is 192.168.201.1 configured
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 3 sec

Preemption is enabled
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min delay is 0 sec

Priority is 100

Master Router is 192.168.201.213 , priority is 120
Master Advertisement interval is 3 sec
Master Down interval is 10.82 sec
GigabitEthernet 0/0 - Group 2

State is Master

Virtual IP address is 192.168.201.2 configured
Virtual MAC address is 0000.5e00.0102
Advertisement interval is 3 sec

Preemption is enabled

min delay is 0 sec

Priority is 120

Master Router is 192.168.201.217 (local), priority is 120
Master Advertisement interval is 3 sec
Master Down interval is 10.59 sec

Tracking state of 1interface, 1 up:

up GigabitEthernet 2/1 priority decrement=30

R2

R2#show vrrp

GigabitEthernet 0/0 - Group 1

State is Master

Virtual IP address is 192.168.201.1 configured
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 3 sec

Preemption is enabled

min delay is 0 sec

Priority is 120

Master Router is 192.168.201.213 (local), priority is 120
Master Advertisement interval is 3 sec
Master Down interval is 10.59 sec
GigabitEthernet 0/0 - Group 2

State is Backup

Virtual IP address is 192.168.201.2 configured
Virtual MAC address is 0000.5e00.0102
Advertisement interval is 3 sec

Preemption is enabled
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min delay is 0 sec

Priority is 100

Master Router is 192.168.201.217 , priority is 120
Master Advertisement interval is 3 sec

Master Down interval is 10.82 sec

4.4.2. Hactpouka IPvé VRRP

4.4.2.1. ddhceKkT KOHpUrypaumm
e Hactpowute rpynny IPv6 VRRP Ha nHTepdence onpeaeneHHoro cermeHTa fokansHon
cetn, 3agas VRID u BupTyanbHbin IPv6-agpec.

e Hactponte Heckonbko rpynn IPv6 VRRP Ha uHTepdence ana goctuwxkeHus danaHca
Harpysku n obecneyeHuns bonee CTaburbHbIX N HAOEXHbLIX CETEBbIX YCAYT.

e Hactponte otcnexunsaemble nHtepdencel VRRP ana MoHuTopuHra cboesB B pexnme
peanbHOro BPEMEHW, W3MEHEHUS NPUOPUTETOB WUHTEP(ENCOB M OUHAMMUYECKOrO
nepekntoYeHns Ha pesepBHbIe KOMUMN.

4.4.2.2. NMpumeyaHus
e [Ina poctwxkeHua VRRP mapwpyTtusatopsl B rpynne VRRP JOmKHbI OblTb HACTPOEHDI
C OOHUM 1 TEM Xe BUpPTyanbHbIM IPv6-agpecom.

e YT06bl 0OOBUTBECS B3aMMHOIO Pe3epBHOrO KOMMPOBAHUSA OS1 HECKOMbKUX pe3epBHbIX
rpynn IPv6é VRRP, Bam HeobxoouMmo HacTpouTb Heckonbko rpynn IPv6 VRRP c¢
MAeHTUYHON KoHdurypaumen VRRP Ha uHTepdence n HacTpouTb ANA HUX pasHble
npuvopuTeTbl, 4TOObI caenaTtb MapLupyTm3aTopbl Master u Backup B3anMHbIMW.

o VRRP gomxeH 6bITb BKNOYEH Ha MHTEpdencax ypoBHs 3.

4.4.2.3. lWarn HacTpoukn

BknroyeHue IPv6 VRRP

Mo ymonyanuio IPv6 VRRP He BKMOYEH Ha WHTepdbence. Bbl MOXeTe BKMIOYUTbL €ro B
3aBMCUMOCTK OT Bawlero TpeboBaHus.

Hactpouka uHtepBana o6bsaBneHus IPv6 VRRP

Mo ymonyaHuio Master-mapLupyTnuaaTop OTrnpaBnsieT nakeTbl 00bABMNEHWI KaXayo cekyHay. Bbl
MOXXeTe M3MEHUTb MHTepBan B 3aBMCMMOCTM OT BaLLMX NOTPeBHOCTEN.

Hactpowka preemption mode IPv6 VRRP
Mo ymonuaHuio rpynna VRRP paboTtaeT B preemption mode ¢ HyneBon 3agep>xkoi.

BkntoyeHune pexuma Accept ansa rpynnbl IPv6 VRRP

Mo ymonuanuto pexum Accept otkntodeH ans rpynnel IPv6 VRRP. YTo6bl noTpeboBaTh, 4TOGLI
rpynna IPv6 VRRP VRRP B cocTtosiHum Master nony4dana n obpabaTtbiBana naketbl ¢ IP-agpecom
Ha3HaYeHWs KaK y BUpPTyanbHOro MapLupyTm3aTopa, Bkiouute pexum Accept.

Hactpownka npuoputeTa mapwpytusartopa IPv6 VRRP

Mprnoputetr maplpyTtusaTopa no ymonyaHuwo anga rpynnsl VRRP paseH 100. Bbl moxeTte
N3MEHUTb NPUOPMUTET B 3aBUCUMOCTU OT BaLLUMX NOTPEBHOCTEN.
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Hactpouka otcnexunsaemoro nHrtepcgenca IPv6 VRRP

Mo ymon4aHuo OTCreXneaeMbli MHTep(beVIC HE HaCTpPOEH. Bbl MOXeTe U3MEHUTb MHTEpBas B
3aBNCUMOCTKN OT BalLnX I'IOTpe6HOCTel7I.

Hactpouka otcnexunBaemoro IP-agpeca IPv6 VRRP

Mo ymonyaHuio oTcnexvsaembi agpec IPV6 He HacTpoeH, a 3HavYeHne U3MeHeHns npuopuTeTa
pasHo 10. Bbl MOXeTe HacTponTb 3Ty PYHKLMIO MO CBOEMY YCMOTPEHMIO.

HactpauBaeTt Taumep obyyeHus IPv6 VRRP

Mo ymon4yaHuto Tanmep obyyeHust oTkmnodeH ansa rpynnbl VRRP. BkrounTe 3Ty doyHKUMIO, ecnu
Backup-mapwpytusatopam  Heob6xoaAMMO  y3HaTb  WHTepBan  obbsiBneHuss  Master-
mMapLipytusaTopa.

HacTtpowka onucaHusa rpynnsel IPv6 VRRP

Mo ymonuanuio gnga rpynnel VRRP He HacTpoeHo onucaHme. YTobbl YeTKO pasnuyath rpynnbl
VRRP, HacTponTe onncaHus.

Hactpowka 3apepxku IPv4 VRRP

Mo ymonuyaHuo 3agepxka IPv6 VRRP He HacTpoeHa. YTobbl rapaHTMpoBaTbh 3(hEKTUBHbIN
pexum 6e3 preemption mode, HaCTpPoWTE 3a0epPXKKY.

4.4.2.4. NpoBepKa

3anycTtute komangy show vrrp, 4Tobbl NPOBEPUTL KOHPUrypaumio.

4.4.2.5. CBA3aHHble KOMaHAbI
BknroyeHue IPv6 VRRP

KomaHga vrrp group ipv6 ipv6-address
Onuncanne group: ykasbiBaeT VRID rpynnel VRRP, gnanasoH KOTOpbIX 3aBUCUT OT
napameTpoBs MoZenu npoaykTa.

ipv6-address: yka3biBaeT |IPv6-agpec rpynnbl VRRP

KomaHaHbIn Pexnm koHdurypaumm nutepdenca
pexunm

Pykoeogcteo no | Mpynnbl VRRP IPv6 u rpynnel VRRP IPv4 nvetot o6wimn gnanasoH VRID
ncrnonb3oBaHuio | ot 1 go 255. OguH VRID npumennm k rpynne VRRP IPv4 n rpynne VRRP
IPv6 opgHoBpemeHHO. [lepBbii HACTPOEHHbIN agpec OOJMKeH ObiTb
noKanbHbIM agpecoM KaHamna, KOTOpbIi MOXHO yAanuTb TOMbKO Nocrne
ApYyrmx BUpTyanbHbIX agpecoB
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Hactpownka nHtepBana o6basneHus IPv6 VRRP

KomaHpa

vrrp ipv6 group timers advertise { advertise-interval | csec centisecond-
interval }

OnwucaHue
napamMmeTpoB

group: ykasbiBaeT VRID rpynnsl VRRP.

advertise-interval: ykasbiBaeT uHTepBan ob6bsasneHnsa rpynnol VRRP
(eauHULa n3MepeHns: cekyHaa).

csec centisecond-interval: WHTepBan, yepes KOTOpbI
Master-mapLipyTusaTop B pe3epBHOW rpynne otnpasnseT naketsl VRRP.
910 uenoe umcno ot 50 pgo 99. EamHnuen wunamepeHusi apnsieTca
CaHTUCeKyHaa. 3HayeHue Mo yMOM4YaHuMK He YkasaHo. KomaHga
adbdektnBHa Tonbko Ansa naketoB VRRPv3. Ecnu oH HacTtpoeH ans
naketoB VRRPV2, nHtepsan no ymonyaHuto paBeH 04HOWN cekyHae

KomaHgHbIn
pexmm

Pexum koHdurypaunm nHtepderica

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnn mapwpyTtmusatop BbiGpaH B kadyectBe Master B rpynne VRRP, oH
oTnpasnseT naketbl 06bsBneHns VRRP ¢ 3agaHHbIM MHTepBanom, 4tobbl
06bsABUTL 0 cBOoeM cocTtosHun VRRP, npuoputeTe 1 gpyron nHcdopmaumu.

CornacHo ctaHgaptam RFC, ecnu rpynna IPv6 VRRP wucnonbayet
VRRPvV3 pgnsi oTnpaBkM MHOroadpecHblX MakeToB, MaKCUMarsibHbIN
UHTepBan obbsaBneHus coctasnseT 40 cekyHd. Takum obpasom, ecnu
3agaH wuHTepBan 6Gonee 40 cekyHa, OydeTr nNPUMEHSITbCSA  3TOT
MakcuMarsibHbIM MHTEpPBar, HECMOTPS Ha TO, YTO KOHUrypaums gencresyeT

Hactpowka preemption mode

KomaHga vrrp ipv6 group preempt [ delay seconds ]

Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpos delay  seconds:  ykasblBaeT  3agepxky  preemption  ans
Master-mapLupyTtumsaTopa, 4Tobbl 3asiBUTb O CBOEM cTaTyce. 3HayeHune no
ymMmon4yaHmio — 0 cekyHg

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca

peXnm

PykoBoactBo no
NCNOSb30BaHMIO

Ecnn rpynna VRRP pa6otaet B preemption mode, MapLpyTtusaTop C
©onee BLICOKMM MpPUOPUTETOM 3anMMeT MecTto Master ¢ 6onee HU3KNM
npuoputeTom. Ecnn rpynna VRRP paboTaeT B pexmme 6e3 BbITECHEHWS,
MapLipyTusatop C 6ornee BbICOKMM MNPUOPUTETOM, YEM Yy BedyLlero,
ocTaeTca pe3epBHbIM. HeT 6onblOro cmbiCria HacTpamBaTb PeEXuM
Preemption, Korga rpynna VRRP ucnone3yet IP-agpec
Ethernet-uHtepcpernica, B 3TOM cnydae rpynna MMeeT HauBbICLUWUA
npuopuTeT N aBTOMaTUYECKN CTaHOBUTCA Master B rpynne
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BknroyeHune pexuma Accept ansa rpynnel IPv6 VRRP

KomaHga vrrp ipv6 group accept_mode
Onucanwne group: ykasbiBaeT VRID rpynnesl VRRP
napameTpoB

KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexmm

PykoBoacteo no
NCMNOMb30BaHUIO

Mo ymonuanuto rpynne IPv6 VRRP B coctosaHun Master He paspelueHo
nonyyatb naketbl ¢ IPv6-agpecom HasHayeHus, kak y rpynnsl VRRP.
OpHako oH nonyyaet naketbl NA n NS He3aBUCMMO OT TOro, HAaCTPOEH N
pexum npuema. Kpome Toro, Bnageney IP-agpeca B coctosaHum Master
nony4yaet u obpabaTtbiBaeT nakeTbl C uUenesBbiM IPv6-agpecom kak C
agpecom rpynnbl VRRP, He3aBUCMMO OT TOro, HactpoeH pexum Accept
Unu Het

Hactpowka npuoputeTta mapuwpytusartopa IPv6 VRRP

KomaHga vrrp ipv6 group priority level

Onucanue group: ykasbiBaeT VRID rpynnsl VRRP.

napameTpos level: ykasbiBaeT npuopuTeT MapLupyTusatopa VRRP
KomaHgHbIn Pexnm koHdurypaumm nHtepdenca

pexunum

PykoBoacteo no
MCNONb30BaHNIO

OTa KoMaHda WCnonb3yeTcs ANs PYyYHOW HaACTPOMKM npuopuTteTa
mMappyTtmsaTtopa VRRP

Hactpouka otcnexunsaemoro nHrtepcgenca IPv6 VRRP

KomaHga vrrp ipv6 group track interface-type interface-number [ priority ]

Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.

ntelprElleuiiels interface-type  interface-number:  ykasblBaeT  WHTepdeiic  Ans
OTCNEXMBaHWSI.
priority: ykasbiBaeT MacwTtab wu3meHeHuss npuoputeta VRRP npu
N3MEHEHUN COCTOSIHUSI KOHTPONMPYeMOro WHTepdgenca. 3HayeHue no
ymonyanuio — 10

KomaHaHbIn Pexum koHdurypaumm nHtepderica

pexnm
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PykoBoactso no
NCNOSb30BaHMIO

OTtcnexuBaemMblin  MHTEpdENC OoKeH OblTb  MapLpyTU3MpyembiM
NOrnyeckum UHTepdencom YPOBHSA 3 (Hanpumep, Routed
(mMapwpyTtuaupyemblin) nopt, nHtepdenc SVI, Loopback-nHtepdenc nnm
Tunnel (TyHHernbHbIN) MHTEepdenc.

MpuopnteT MapLupyTMsaTopa, KOTOPOMY MNpUHAOMNEXUT BUPTYarnbHbIN
IP-agpec, cBsizaHHbIi ¢ rpynnon VRRP, gomkeH 6biTb 255, 1 Ha Hem
Hemnb3s1 HACTPOUTb OTCNEXNBaEMbI NHTepPdENC

Hactpouka otcnexunBaemoro IP-agpeca IPv6 VRRP

KomaHpa

vrrp ipv6 group track { ipv6-global-address | ipv6-linklocal-address
interface-type interface-number } [ interval interval-value ] [ timeout
timeout-value ] [ retry retry-value ] [ priority ]

OnwucaHue
napamMmeTpoB

group: ykasbiBaeT VRID rpynnsl VRRP.

ipv6-global-address: ykasbiBaeT rnobanbHbil UMHOMBUAYANbHLIA agpec
IPVv6.

ipv6-linklocal-address: ykasbiBaeT fokanbHbI agpec kaHana IPv6.

interface-type interface-number: yKasbiBaeT UHTepdenc  gns
OTCNEXMBaHWSI.

interval interval-value: ykasbiBaeT WHTepBan npoBepkn. EamHnua
CeKyHabl. Ecnn He HacTpOeHO BPYYHYHO, 3HAYEHNE MO YMOSIYaHMIO PaBHO
3 cekyHgam.

timeout timeout-value: ykasblBaeT TaM-ayT gaTynka OXungaHus OTBETOB.
Ecnn no ucrevyeHnn BpemeHn oxugaHus OTBET He MONy4YeH, cyMTaeTcs,
YTO MECTO HasHayeHus HedocTynHo. EamHmMua cekyHabl. Ecnn He
HaCTPOEHO BPY4HYIO, 3HA4YEHNE MO YMOMNYaHMIO paBHO 1 cekyHae.

retry retry-value: ykasbiBaeT Ha MOBTOPHblE MOMbITKM gatynka. Ecnu
TECTOBbIV NAKET OTNPaBNSAETCA HEMPEPBLIBHO B TEYEHNE BPEMEHN, PABHOIO
3HAYEHUIO NOBTOPHOW MOMbLITKA, HO OTBETA HE MOMYYEHO, CYMTAETCS, YTO
NYHKT Ha3HayeHna HepoctyneH. EauHuua dakt nonbitkn. Ecnu He
HaCTPOEHO, 3HAa4YEeHNE MO YMOMYaHWIo paBHO 3 pasa.

priority: ykasbiBaeT MacwTtab u3meHeHuss npuoputeta VRRP npu
N3MEHEHUMN COCTOSIHUSI KOHTPONMPYeMOro WHTepdenca. 3HavyeHue no
ymonyanuio — 10

KomaHgHbIn
pPeXnm

Pexnm koHdurypaumm nHtepdenca

PykoBoactBo no
NCNOSb30BaHMIO

[lna MmoHMTOpKHra xocTa ykaxute ero IPv6-agpec ans rpynnel IPv6 VRRP.

Ecnn oTtcnexusaembin IP-agpec y3na ABndeTcsd NokanbHbIM agpecom
KaHana, ykaxxute ceTeBoun uHTtepdgenc.

Ecnn rpynna VRRP Bnageet aktuyeckum |P-agpecom uHTepdenca
Ethernet, nproputeT rpynnel paBeH 255, a otcnexuBaemblvi IP-agpec He
MOXeT ObITb HACTPOEH
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HactpauBaeT Tanmep o6y4yeHus IPv6 VRRP

KomaHpa vIrp ipv6 group timers learn
Onucanwne group: ykasbiBaeT VRID rpynnesl VRRP
napameTpoB

KomaHaHbIn Pexum koHdurypaumm nHtepdenca
pexunum

PykoBoacteo no
NCMNOMb30BaHUIO

Kak Tonbko Tamep obyyeHusa BKMAoYeH Ha MapwpyTtmusatope VRRP,
Backup-mapLupyTtusaTop y3HaeT WUHTepBan 00bABNEHUN
Master-yctponctea B TedeHuMe TaWmepa. Ha ocHoBaHuMM 3TOro
Backup-mapLipytusaTop paccuuTbiBaeT WHTepBan pnns onpeneneHns
oTkasa Master-maplipyTnsatopa BMECTO WCNOMb30BaHUS  NOKaNbHO
HaCTPOEHHOro WHTepBana obbaABNeHus. JTa kKomaHaa obecneudnBaeT
CMHXpOHM3aUM0 C  TanMmepoM  0OyyeHms  mexagy  Master wu
Backup-mapLupyTtunsatopamu

HacTtpowka onucaHusa rpynnsl IPv6 VRRP

KomaHga vrrp ipv6 group description text
Onucanne group: ykasbiBaeT VRID rpynnbl VRRP.
napameTpos text: yka3blBaeT onucanue rpynnsl VRRP
KomaHgHbIn Pexnm koHdurypaumm nHtepdenca
pexunum

PykoBoacteo no
MCNONb30BaHNIO

Onuncanne VRRP nomoraet pasnuuyate rpynnel VRRP. OnucaHne nmeet
He Gonee 80 6anT, B NPOTUBHOM Crlyvae 3anpaluvBaeTcs HenpasunbHas
KOHdourypaumsi

Hactpowka 3apepxku IPv4 VRRP

KomaHga vrrp delay { minimum min-seconds | reload reload-seconds }
Onuncanne minimum min-seconds: yka3biBaeT 3agepxKy VRRP nocne nameHeHus
napameTpoB COCTOSHNA UHTepdenca.
reload reload-seconds: ykasbiBaeT 3agepxky VRRP nocrne 3anycka
CUCTEMbI
KomaHaHbIn Pexum koHdurypaumm nHtepderica
peXunm
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PykoBogcteo no | MNMocne Toro, Kak 3agepxka HacTtpoeHa ang rpynnel VRRP Ha nHtepdeiice,
ucrnione3oBaHuto | rpynna VRRP 3anyckaeTca nocne 3agepXku, a He cpasy nocrne 3anycka
cucTeMbl MnuM Bo306HOBNEHMst paboTbl nHTEpderica, YTo obecneunBaeT
oTcyTcTBue preemption. Ecnm mHTepdenc nonydaet naket VRRP Bo
BpeMs 3adepXXku, 3agepxka 6yaet oTmeHeHa, n VRRP 6ygeT 3anyuieH
HemenneHHo. [1Ba Tvna 3agepXkn MMetoT oOLwmin aAnanasoH 3HaveHun ot 0
0o 60 cekyHa. OTta koHdurypauma OyaeT adbdekTMBHA kak Ans rpynn
VRRP IPv4, Tak n gnsa rpynn IPv6 nHrepderica

4.4.2.6. NMpumep KoHhUrypaumum

Hactpouka rpynnsbi IPv6 VRRP n otcnexuBaemoro nHrepdenca
CueHapwun:

GigabitEthernet 0/2 GigabitEthernet 0/2

QTECHA QTECH B
Virtual Gateway
GigabitEthernet 0/1 FEB0::1/64 GigabitEthernet 0/1
IP Address 2000::2/64 )+1/64 IP Address2000::3/64

l

<
Host
PucyHok 4-6.
Larn e Y3en A uysen B nony4daloT goctyn K IHTEpHeT-pecypcam Yepes L3
HaCTPOWKK no ymonyanuto 2000::1/64.

e QTECH A v QTECH B npuHagnexat k rpynne IPv6 VRRP 1, un ux
BUpTyanbHble agpeca 2000::1/64 n FE80::1 cooTBeTCTBEHHO.

e QTECH A otcnexuBaeTr wuHTepdenc  GigabitEthernet  0/2,
nogknoyeHHbin K MHTepHeTy. Korga GigabitEthernet 0/2 HegocTyneH,
QTECH A cHwxaeT cBou npuoputeT, a QTECH B gencTByeT Kak Wwnto3

QTECH A QTECH A#configure terminal

QTECH A(config)#interface GigabitEthernet 0/1

QTECH A(config-if-GigabitEthernet 0/1)#no switchport

QTECH A(config-if-GigabitEthernet 0/1)#ipvé address 2000::2/64
QTECH A(config-if-GigabitEthernet 0/1)#vrrp 1ipvé FE80:1

QTECH A(config-if-GigabitEthernet 0/1)#vrrp 1ipvé 2000:1

QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 priority 120
QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 1timers advertise 3
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QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 1track GigabitEthernet 0/2
50

QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 accept_mode

QTECHB

QTECH B#configure terminal

QTECH B(config)#interface GigabitEthernet 0/1

QTECH B(config-if-GigabitEthernet 0/1)#no switchport

QTECH B(config-if-GigabitEthernet 0/1)#ipvé address 2000::3/64
QTECH B(config-if-GigabitEthernet 0/1)#vrrp 1ipvé FE80:1

QTECH B(config-if-GigabitEthernet 0/1)#vrrp 1ipvé 2000:1

QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 priority 100
QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 1timers advertise 3
QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 accept_mode

MpoBepka

3anycTtute komangy show vrrp, 4Tobbl NPOBEPUTL KOHMPUrypaLuuio.

e [lpoBepbTe, cHuxaer M QTECH A, BbicTynawowmi B ponuv
Master-mappyTtusatopa, npuoputet rpynnsl VRRP co 120 go 70,
Korga obHapyxumBaeT, uJTOo uHTepdenc GigabitEthernet 0/2,
nogkntoyeHHbin kK WAN, HegoctyneH. Ecnu ga, QTECH B ctaHoBuTcA
Master.

e [lpoBepbTe, yBenuumnsaeT nn QTECH A npuoputeT rpynnsl VRRP ¢ 50
no 120, korga obGHapyxuBaeT, UTo uHTepdenc GigabitEthernet 0/2,
nogkntoyeHHbln kK WAN, cHoBa cTaHoBUTCA AocTynHbiM. Ecnun ga,
QTECH A cHoBa ctaHoBuTCcA Master

QTECH A

QTECH A#show ipvé vrrp 1
GigabitEthernet 0/1 - Group 1
State is Master
Virtual IPv6 address is as follows:
FES80:1
2000:1
Virtual MAC address is 0000.5e00.0201
Advertisement interval is 3 sec
Accept_Mode is enabled
Preemption is enabled
min delay is 0 sec
Priority is 120
Master Router is FE80::1234 (local), priority is 120
Master Advertisement interval is 3 sec

Master Down interval is 10.59 sec
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Tracking state of 1interface, 1 up:

up GigabitEthernet 0/2 priority decrement=50

QTECH B QTECH B#show ipvé vrrp 1
GigabitEthernet 0/1 - Group 1
State is Backup
Virtual IPv6 address is as follow:
FE80::1
2000:1
Virtual MAC address is 0000.5e00.0201
Advertisement interval is 3 sec
Accept_Mode is enabled
Preemption is enabled
min delay is 0 sec
Priority is 100
Master Router is FE80::1234, priority is 120
Master Advertisement interval is 3 sec

Master Down interval is 10.82 sec

4.4.2.7. NMpumep KoHUrypauum

Heckonbko pe3epBHbIX rpynn VRRP (nog IPv6)
CueHapwun:

GigabitEthemet 0/2
GigabitEthermnet (/2

QTECHA

Virtual Gateway 1 Virtual Gateway 2
FE80::1/64 FEB80::100/64
2000::1/64 2000::100/64

GigabitEthernet 0/1
IP Address 2000::2/64

s

PucyHok 4-7.

GigabitEthernet 0/1
IP Address2000::3/64
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Warn
HaCTPOMKK

Xoct A u Xoct B nonyyawT goctyn K WMHTepHeT-pecypcam uepes
wnto3bl 2000::1/64 n 2000::100/64 cooTBETCTBEHHO.

QTECH A n QTECH B npuHagnexat k rpynne IPv6 VRRP 1, n ux
BupTyaneHble agpeca 2000::1/64 n FE80::1 cooTBETCTBEHHO.

QTECH A u QTECH B npuHagnexaT K pesepBHOW rpynne 2
BUpPTyarnbHOro mappytunsatopa IPv6, n nx supTyanbHble agpeca —
2000::100/64 v FE80::100 cooTBETCTBEHHO.

QTECH A n QTECH B pencTByloT Kak LWMAO3bl U NpAMble MOTOKU,

ABNAACH pe3epBHbIM MapLUPYyTU3aTOPOM OPYr OnA apyra

QTECH A

QTECH A#configure terminal

QTECH A(config)#interface GigabitEthernet 0/1

QTECH A(config-if-GigabitEthernet 0/1)#no switchport

QTECH A(config-if-GigabitEthernet 0/1)#ipvé address 2000::2/64
QTECH A(config-if-GigabitEthernet 0/1)#vrrp 1ipvé FE80::1

QTECH A(config-if-GigabitEthernet 0/1)#vrrp 1ipvé 2000::1

QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 priority 120
QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 1timers advertise 3
QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 accept_mode
QTECH A(config-if-GigabitEthernet 0/1)#vrrp 2 ipvé FE80:100

QTECH A(config-if-GigabitEthernet 0/1)# vrrp 2 ipvé 2000:100

QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 2 priority 100
QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 2 timers advertise 3
QTECH A(config-if-GigabitEthernet 0/1)#vrrp ipvé 2 accept_mode

QTECH B

QTECH B#configure terminal

QTECH B(config)#interface GigabitEthernet 0/1

QTECH B(config-if-GigabitEthernet 0/1)#no switchport

QTECH B(config-if-GigabitEthernet 0/1)#ipvé address 2000::3/64
QTECH B(config-if-GigabitEthernet 0/1)#vrrp 1ipvé FE80::1

QTECH B(config-if-GigabitEthernet 0/1)#vrrp 1ipvé 2000:1

QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 priority 100
QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 1timers advertise 3
QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 1 accept_mode
QTECH B(config-if-GigabitEthernet 0/1)#vrrp 2 ipvé FE80:100

QTECH B(config-if-GigabitEthernet 0/1)# vrrp 2 ipvé 2000:100

QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 2 priority 120
QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 2 timers advertise 3
QTECH B(config-if-GigabitEthernet 0/1)#vrrp ipvé 2 accept_mode
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MpoBepka

3anycTtute komaHgy show vrrp, 4Tobbl NPOBEPUTL KOHMUYpaLmio

QTECH A

QTECH A#show ipvé vrrp
GigabitEthernet 0/1 - Group 1
State is Master
Virtual IPv6 address is as follows:
FE80::1
2000:1
Virtual MAC address is 0000.5e00.0201
Advertisement interval is 3 sec
Accept_Mode is enabled
Preemption is enabled
min delay is 0 sec
Priority is 120
Master Router is FE80::1234 (local), priority is 120
Master Advertisement interval is 3 sec
Master Down interval is 10.59 sec
GigabitEthernet 0/1 - Group 2
State is Backup
Virtual IPv6 address is as follows:
FE80:100
2000::100
Virtual MAC address is 0000.5e00.0202
Advertisement interval is 3 sec
Accept_Mode is enabled
Preemption is enabled
min delay is 0 sec
Priority is 100
Master Router is FE80::5678, priority is 120
Master Advertisement interval is 3 sec

Master Down interval is 10.82 sec

QTECHB

QTECH B#show ipvé vrrp

GigabitEthernet 0/1 - Group 1

State is Backup

Virtual IPv6 address is as follow:
FE80::1
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2000:1
Virtual MAC address is 0000.5e00.0201
Advertisement interval is 3 sec
Accept_Mode is enabled
Preemption is enabled
min delay is 0 sec
Priority is 100
Master Router is FE80::1234, priority is 120
Master Advertisement interval is 3 sec
Master Down interval is 10.82 sec
GigabitEthernet 0/1 - Group 2
State is Master
Virtual IPv6 address is as follows:
FE80:100
2000::100
Virtual MAC address is 0000.5e00.0202
Advertisement interval is 3 sec
Accept_Mode is enabled
Preemption is enabled
min delay is 0 sec
Priority is 120
Master Router is FE80::5678(local), priority is 120
Master Advertisement interval is 3 sec

Master Down interval is 10.59 sec

4.4.3. Hactponka VRRP-MSTP
4.4.3.1. 3dhdeKkT KOHpUrypaumum

Mpn ogHoBpeMeHHOM npuMeHeHun MTSP n VRRP gocturaeTcst pe3epBHOE KOMMPOBaHUE Ha
YPOBHEe KaHana u Wno3a, a HaAeXHOCTb CETU 3HAYUTENBLHO MOBbLILLIAETCA.

4.4.3.2. NMpumeyaHus

e HacTponte mapwpyTtusatopbl B pesepBHOW rpynne VRRP C ogHMM N TeM Xe
BUpTyarnbHbiM IPv4-agpecom.

o BkrnoueH VRRP Ha nHTepderice ypoBHa 3.

4.4.3.3. llarn HacTpounKu

BknroyeHue IPv4 VRRP

Mo ymonuyanuio IPv4 VRRP He BknoyeH Ha uHTepdgence. Ytobbl Bknoumtb IPv4 VRRP,
HaCTPONTE 3TOT ANIEMEHT.
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Hactpouka cTtpoku ayteHTUdmkauumm IPv4 VRRP

Mo ymonyaHuto VRRP Haxogutca B pexume 6e3 ayTeHTUdUMKaumm. YToGbl BKMHOYUTb
ayTeHTUMKALUMI0O C MOMOLLbIO MPOCTOro TekcToBoro napons ans VRRP, HacTpoiiTe aToT
3MEMEHT.

HacTponka uHtepBana o6baBnenus IPv4 VRRP

Mo ymonyaHuio Master-mapLupytusatop otnpasnseT naketel VRRP GWADV Ha nHtepdelice B
ofHY cekyHay. YTobbl Bpy4HYO YCTAHOBUTL 3HAYEHNE, HACTPONTE ITOT ANIEMEHT.

Hactpouka preemption mode IPv4 VRRP
Mo ymonyaHnuio rpynnel VRRP paboTtatoT B preemption mode ¢ HyneBon 3aaep>KKon.

Hactpouka npuoputeTta mapwpytusartopa IPv4 VRRP

MpuopnteT maplpyTtusatopa no ymonyauHuio ana rpynnsl VRRP paseH 100. Bbl moxeTte
M3MEHUTb NPUOPUTET B 3aBUCMMOCTU OT BaLUMX NOTpebHocTen.

Hactpouka otcnexunsaemoro nHrtepcgenca IPv4 VRRP

Mo ymonuanuio rpynna IPv4 VRRP He oTtcnexuBaeT wuHTepdenc. Ytobbl obecneyuntb
MOHUTOPUHI OTKa30B NOCPEACTBOM MOHUTOPUHIa nHTepderica, HaCTPONTE 3TOT ANIEMEHT.

Hactpounka Taumepa obyyeHus IPv4 VRRP

Mo ymMOn4YaHUIO CUMHXPOHM3NPOBaAHHOE OBy4yeHue He Bkro4YeHo ans Backup-rpynnbl VRRP.
YTto6bl Backup-maplpytusatopbl Mornu nonyyate naketel VRRP GWADV ot Master-
MapLupyTM3aTopa, HaCTpoMTe 3TOT ANEMEHT.

HacTtpowka onucaHusa rpynnsel IPv4 VRRP

Mo ymonuanuio gna rpynnel VRRP He HacTpoeHo onucaHme. Ytobbl Obino yaobHo pasnuyatb
rpynnsl VRRP, HacTponTe 3TOT MYHKT.

HacTtponka 3apgepxku IPv4 VRRP

Mo ymonuaHuio 3agepxka VRRP gna rpynnel VRRP He HacTpoeHa. HacTpowuTe 3agepky,
4YTOObI rapaHTMpPOBaTL CTAbWIbHLIN NEpexos U3 pexmnma 6e3 preemption B preemption mode.

HacTtpounka Bepcuum IPv4 VRRP

Mo ymonuanuto ansa naketoB IPv4 VRRP ucnonb3yetca ctaHgapT VRRPV2. YTo6bl nameHuTb
ero BPY4Hy0, HACTPOWTE 3TOT SNIEMEHT.

YkasaHue Sub VLAN Super VLAN ana nony4yeHus naketoB |IPv4 VRRP

Mo ymonyanuto nakeTbl IPv4 VRRP oTnpaensitoTca TONbKO Ha nepBbin MHTepdenc UP Sub VLAN
B Super VLAN, HO Bbl MOXXeTe HacTpouTb onpeaenerHbii nHtepdenc Sub VLAN ang otnpasku
Takunx NakeToB..

Hactpownka nogaepxku BFD ansa IPv4 VRRP Ha uHTepcpence

Mo ymonuyaHuio cBaA3b mexay IPv4 VRRP n BFD He HacTpoeHa Ha uHTepdence. YToGbl
BKITHOUNTb TaKyto CBS3b, HACTPONTE ITOT AIEMEHT.

Hactpowka rmo6ansHoro IPv4 VRRP BFD

Mo ymonuanumo rnobaneHbin IPv4 VRRP BFD He ucnonb3yetcs And onpegeneHusl Toro,
aKkTMBeH nn Master-mapLupyTtmsaTtop. YTobbl BKNIOYUTL 3TO, HACTPOMTE STOT ANIEMEHT.

4.4.3.4. NMpoBepKa
3anycTtute komangy show vrrp, 4ToGbl NPOBEPUTL KOHPUIrypaumtio.
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4.4.3.5. CBA3aHHbIe KOMaHAbI
BkniouyeHue IPv4 VRRP

KomaHga vrrp group ip ipaddress [ secondary ]
Onucanue group: ykasbiBaeT VRID rpynnel VRRP, Anana3oH KOTOpbIX 3aBUCUT OT
napameTpoB MoZenu npoaykTa.
ipaddress: IP-agpec rpynnsl VRRP.
secondary: ykasblBaeT BTOpuYHbIN IP-agpec VRRP-rpynnbl
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexunum

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnn BupTyanbHbii IP-agpec He ykasaH, MapLipyTusaTtopbl HEe MOryT
npucoeanHnteca k rpynne VRRP. Ecnv gononHuteneHbin IP-agpec He
NpUMeHsieTcs, HacTpoeHHbI [IP-agpec 6ygeTt ocHOBHbIM IP-agpecom
rpynnel VRRP

Hactpouka ctpoku ayteHTudmkaumm IPv4 VRRP

KomaHga vrrp group authentication string

Onucanne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpos string: yka3blBaeT CTpoky ayTeHTUdukaumm rpynnsi VRRP (naporns B Buae
NPOCTOro TEKCTa COCTOUT He Bonee Yyem 13 8 6anToB)

KomaHgHbIn Pexnm koHdurypaumm nHtepdenca

pexunum

PykoBoacteo no
MCNONb30BaHNIO

B rpynne VRRP gns mappyTmMsaTopoB SOMKeH ObiTb HACTPOEH OOUH U
TOT Xe napofib ayTeHTuukauuu. [lpocToM TEKCTOBbIM  Maposib
ayTeHTUuumkaumm He MOXeT rapaHTupoBaTb 6e30macHOCTb, a TOSbKO
npegoTBpallaeT/noackasbiBaeT HenpasBuibHble kKoHdwurypaumm VRRP.
OTa komaHga npuMmeHnma Tonbko K VRRPV2 Bmecto VRRPV3.

AyTeHTudukaumsa otmeHeHa onsa naketoB VRRPV3. Ecnu gnga rpynnel IPv4
VRRP BbibpaH VRRPV2, komaHga genctByeT; ecniv BblibpaH VRRPV3,
KoMaHga HeadbdeKTMBHaA

Hactpowka uHtepBana o6bsaBneHus IPv4 VRRP

KomaHga vrrp group timers advertise { advertise-interval | csec centisecond-
interval }

Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpoBs

advertise-interval: ykasblBaeT uHTepBan ob6basneHna rpynnsl VRRP
(eavHMUa n3amepeHus: cekyHaa).
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csec centisecond-interval: WHTepBan, yepes KOTOpbI
Master-mapLipyTusaTop B pe3epBHoOM rpynne otnpasnseT nakeTsl VRRP.
910 uenoe umcno ot 50 pgo 99. EamHnuen wunamepeHus saBnsieTca
CaHTUCekyHAa. 3HayeHMe Mo yMOM4YaHuMK He YykasaHo. KomaHga
adbdektmBHa Tonbko Ans naketoB VRRPv3. Ecnn oH HacTtpoeH ans
naketoB VRRPV2, nHtepsan no ymon4aHuio paBeH 0gHOWN CekyHae

KomaHgHbIn
peXxnm

Pexum koHdurypaunm nHtepderica

PykoBoacteo no
NCMNomnb30BaHUIO

Ecnn mapwpyTtmusatop BbibpaH B kadyectBe Master B rpynne VRRP, oH
otnpaBnseT nakeTbl 06bsaABNeHns VRRP ¢ 3agaHHbIM MHTepBanom, Ytobsbl
06baBuTb 0 cBoem cocToaHnn VRRP, npuoputete n gpyron nHgopmaumu.

CornacHo ctaHgaptam RFC, ecnu rpynna IPv4 VRRP wucnonbayet
VRRPvV3 gna oTnpaBkn MHOroagpecHbiX MNakeToB, MaKCUMarbHbIN
UHTepBan obbasBneHuns coctaenseT 40 cekyHa. Takum obpasom, ecnu
3agaH wuHTepBan 6Gonee 40 cekyHa, OygeT MpUMEHATbCA  3TOT
MakcuMaribHbIM MHTEpPBar, HECMOTPS Ha TO, YTO KOHUrypauns oencTeyeT

Hactpouka preemption mode IPv4 VRRP

KomaHga vrrp group preempt [ delay seconds ]

Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.

napameTpos delay  seconds:  ykasblBaeT  3agepxky  preemption  ans
Master-mapLupyTtumsaTopa, YTobbl 3asiBUTb O CBOEM cTaTyce. 3HayeHune no
ymonyaHuio — 0 cekyHg

KomaHgHbIn Pexunm koHdurypaumm nHtepdenca

pexunum

PykoBoacteo no
MCNONb30BaHNIO

Ecnn rpynna VRRP pabotaet B preemption mode, mMapLipytusaTtop C
Bornee BbLICOKMM NpuopuTETOM 3anMMeT MecTto Master, y koTtoporo 6onee
Hu3kmn npuoputet. Ecnu rpynna VRRP pa6otaetr B pexuve 6e3
preemption, mapwpytu3aTop ¢ 6onee BbICOKMM MPUOPUTETOM, YEM Y
Master, octaetca Backup. HeT 6onbloro cmbicna HacTpamBatb pexvm
Preemption, Korga rpynna VRRP ncnosnbayer IP-agpec
Ethernet-uHtepdenca, B STOM cnyyae rpynna WMMEET HaMBbICLLWN
npuopuTeT N aBTOMaTUYECKN CTaHOBUTCA Master B rpynne

Hactpowka npuoputeTta mapwpytusartopa IPv4 VRRP

KomaHga vrrp group priority level
Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.
napameTpoBs

level: ykasbiBaeT npuoputeT nHtepderica B rpynne VRRP
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KomaHgHbIn
pexnm

Pexum koHdurypaunm nitepderica

PykoBoacteo no
NCNONb30BaHMIO

OTa komaHga MUcnonb3yeTcs Ans PYYHON HACTPOWMKM mpuopuTeTa rpynnbi
VRRP

Hactpouka otcnexunBaemoro nHrtepcgenca IPv4 VRRP

KomaHga vrrp group track { interface-type interface-number | bfd interface-type
interface-number ipv4-addess } [ priority ]

Onucanwne group: ykasbiBaeT VRID rpynnesl VRRP.

napameTpos interface-type interface-number: yKasblBaeT WHTepenc  ans
OTCNEeXMBaHWUS.
bfd interface-type interface-number ipv4-addess: ykasaHHbI COCEQHUI
IP-agpec, otcnexuBaembiv Yepes BFD.
priority: ykasbiBaeT MacwTab wuameHeHus npuoputeta VRRP npwu
N3MEHEHUMN COCTOSIHUSI KOHTPONMpPYyeMoro uHtepdenca. 3HavyeHue no
ymosnyanuio — 10

KomaHaHbIn Pexum koHdurypaumm nHtepenca

pexum

PykoBoacteo no
MCNONb30BaHNIO

OTtcnexnBaembli  MHTepdenc [OMMKeH ObiTb  MapLUpyTU3NpyeMbIM
norn4yecknm uHTEpPdENCcom ypoBHs 3 (HanpuMmep, MapLUpyTU3MPYEMbIN
(Routed) nopT, nHtepdenc SVI, untepgenc Loopback nnn TyHHENbHbIN
(Tunnel) nHTepdenc).

MpuopnteT MapLpyTMsaTopa, KOTOPOMY MNPUHALMEXUT BUPTYasbHbIN
IP-agpec, cBsazaHHbIi ¢ rpynnon VRRP, gomkeH 6biTb 255, n Ha Hem
Hemnb3s1 HACTPOUTb OTCEXUBaeMbI NHTEPdENC
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Hactpouka otcnexuBaemoro IP-agpeca IPv4 VRRP

KomaHpa

vrrp group track ipv4-address [ interval interval-value ] [ timeout timeout-
value ] [ retry retry-value ] [ priority ]

OnwucaHue
napamMmeTpoB

group: ykasbiBaeT VRID rpynnsl VRRP.
ipv4-address: ykasbiBaeT oTcnexusaemoin IPv4-agpec.

interval interval-value: ykasblBaeT WHTepBan npoBepkn. EamHuua
CeKyHabl. Ecrnn He HacTpOeHO BPYYHYH, 3HA4YEHME NO YMONYaHMIO paBHO 3
CeKyHOaMm.

timeout timeout-value: ykasblBaeT TauM-ayT faTynka OXnaaHusa OTBETOB.
Ecnn no ucrevyeHnn BpemeHn oxunaaHust OTBET HE MOJSTyYeH, cuMTaeTcs,
YTO MECTO HasHayeHusi HedocTynHo. EamHuua cekyHabl. Ecnn He
HaCTPOEHO BPY4HYIO, 3HA4YEHME MO YMOMYaHMIO paBHO 1 cekyHae.

retry retry-value: nokasblBaeT MOBTOPHbIE MONbITKA faTtymka. Ecnm
TECTOBbIM NakeT OTNPaBSETCA HENPEPLIBHO B TEHEHNE BPEMEHN, PABHOMO
3HAYEHU0 NMOBTOPHOM MOMbITKA, HO OTBETA HE MOMNYyYEHO, CYMTaeTCs, YTO
NYHKT HasHayeHus HepocTyneH. EguHuua dakt nonbitkn. Ecnv He
HaCTPOEHO, 3HAa4YeHNe Mo yMOMYaHUIo paBHo 3 pasa.

priority: ykasbiBaeT MacwTab wuameHeHus npuoputeta VRRP npwu
N3MEHEHUMN COCTOSIHUSI KOHTPONMpPYyeMoro uHtepdenca. 3HavyeHue no
ymosnyanuio — 10

KomaHgHbIn
peXnm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

[na moHuMTOpKHra xocta ykaxute ero IPv4-agpec ans rpynnel IPv4 VRRP.

Ecnu rpynna VRRP Bnageet daktudeckum IP-agpecom uHTepdenca
Ethernet, npmnoputeT rpynnel paBeH 255, a otcnexunsaembin IP-agpec He
MOXeT ObITb HACTPOEH

Hactpoika Tanmepa obyyeHus IPv4 VRRP

KomaHga vrrp group timers learn

Onuncanne group: ykasbiBaeT VRID rpynnesl VRRP
napameTpoBs

KomaHaHbIn Pexnm koHdurypaumm nutepdenca
peXunm
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PykoBofacTteo no Hactponke cepus QSW-4700

Hactpoiika VRRP

PykoBoactso no
NCNOSb30BaHMIO

Kak Tonbko Tammep obydeHus BknodeH Ha mapupytmsatope VRRP,
Backup-mapLupyTtusaTop y3HaeT WHTepBan o6bsBneHus
Master-ycTponctBa B TeyeHMe TauWmepa. Ha ocHoBaHuM aTOro
Backup-mapLipytnsaTop paccuyuTbiBaeT WHTepBan pnns onpeneneHus
oTkasa Master-mapLlipytnsatopa BMECTO WCMNOSIb30BaHUS JOKanbHO
HaCTPOEHHOro MHTepBana ob6bsiBNeHna. 3Ta komanda obecneunBaeT
CMHXpOHM3aUM0 C  TahMmepoM  oOyuveHma  mexagy Master u
Backup-mapLupyTtunsatopamu

HacTtpownka onucaHusa rpynnsel IPv4 VRRP

KomaHga vrrp group description text

Onucanwne group: ykasbiBaeT VRID rpynnesl VRRP.
MElptEhi i el text: ykasbiBaeT onucanue rpynnsl VRRP
KomaHaHbIv Pexum koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
NCMNOMb30BaHUIO

Onucanne VRRP nomoraet pasnuyate rpynnel VRRP. A onucaHve nveet
He 6onee 80 GanT, B NPOTMBHOM Clyyae 3anpawmBaeTcs HernpasuibHas
KOHUrypauus

HacTtpounka 3apepxku IPv4 VRRP

KomaHga vrrp delay { minimum min-seconds | reload reload-seconds }
Onucanne minimum min-seconds: yka3biBaeT 3agepxKy VRRP nocne nameHeHus
napameTpoB COCTOSAAHUNA UHTepdenca.
reload reload-seconds: ykasbiBaeT 3agepxky VRRP nocne 3anycka
CUCTEMbI
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
NCNOSb30BaHMIO

Mocne Toro, Kak 3agepxka HacTtpoeHa ans rpynnel VRRP Ha nHTepdeiice,
rpynna VRRP 3anyckaeTcsi nocrne 3agepXku, a He cpasdy nocne 3anycka
cUCTEMbl UM BO306HOBNEHUS paboTbl MHTEpdelica, YTo obecnevmBaeT
otcytcTtBue preemption. Ecnm mHTepdenc nonydaet naket VRRP Bo
BpeMs1 3a0epXKu, 3agepxka Oyaet otmeHeHa, 1 VRRP 6yaoet 3anywieH
HemMmenneHHo. [1ea TMna 3agepXXkm UMetoT o0LwmMi oMana3oH 3HaveHui ot 0
no 60 cekyHO. OTa koHdwurypauust 6ygeT addekTMBHA kak Ans rpynn
VRRP IPv4, Tak n gnsa rpynn IPv6 nHtepdeiica
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Hactpoiika VRRP

Hactpownka Bepcuu IPv4 VRRP

KomaHga vrrp group version {2]3}
Onucanwne 2: ykasbiBaeT Ha VRRPv2.
fnapameTpos 3: ykasbiBaeT Ha VRRPvV3
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexunum

PykoBoacteo no
NCMNOMb30BaHUIO

YuutbiBas coemectumoctb Mexay VRRPvV2 n VRRPvV3, ykaxute ctangapt
anga IPv4d VRRP Ha ocHoBe dakTudeckoro coctosiHusi cetn. VRRPv2
pas3paboTtaH B RFC3768, a VRRPv3 onncan B RFC5798.

OTa komaHga npumMmeHnma Tonbko K IPv4 VRRP

YkazaHue Sub VLAN Super VLAN ans nonyvyeHus naketoB IPv4 VRRP

KomaHga vrrp detection-vlan {first-subvlan | subvlan-id}
Onucanue first-subvlan: otnpaenser naketol IPv4 VRRP Tonbko Ha nepsblv
napameTpoB nHtepcenc UP Sub VLAN B Super VLAN.

subvlan-id: otnpasnsieT nakeTbl IPv4 VRRP B ykazaHHyto Sub VLAN
KomaHgHbIn Pexnm koHdurypaumm nHtepdenca
pexvm

PykoBoacteo no
MCNONb30BaHNIO

OTa komaHga ucnonb3yetca ansa ykasaHua Sub VLAN Super VLAN ans
nonyyeHus naketoB IPv4 VRRP. lMakeTtol IPv4 VRRP oTnpasndawTcs B
Super VLAN c wncnonb3oBaHMEM cnefylowmx Tpex MeTogdoB. [lakeThbl
oTnpaenalTcs Ha nepBbint MHTepdenc UP Sub VLAN B Super VLAN, nnn
Ha ykasaHHbin WHTepdenic Sub VLAN B Super VLAN, unm Ha Bce
nHTepdenceol Sub VLAN B Super VLAN. Ecnun Ha untepdeince Super VLAN
BkrtoveHbl 1 VRRP, n VRRP PLUS, naketol VRRP oTnpaBnsaoTcsa Ha Bce
nHtepdencel UP Sub VLAN nHTepdenca Super VLAN.

OTa KomaHga HacTpamBaeTca Ha uHTepdernce VLAN un addektnsHa
Tonbko ang nHrepdencon Super VLAN

Hactpownka nogaepxku BFD ansa IPv4 VRRP Ha uHTepcpence

KomaHga vrrp group bfd ip-address
Onuncanne group: ykasbiBaeT VRID rpynnbl VRRP.
IRl ok ip-address: ykasbiBaeT IP-agpec uHTepdeiica
KomaHaHbIn Pexum koHdurypaumm nHtepderica
peXunm
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PykoBofacTteo no Hactponke cepus QSW-4700

Hactpoiika VRRP

PykoBoactso no
NCNOSb30BaHMIO

Ona Backup-mapwpyTtnsatopa 3anyctute 3Ty KOMaHgy, u4Tobbl
conoctasutb rpynny IPv4 VRRP c BFD, He 3a6oTacb 0 HacTpOeHHOM
IP-agpece. Ons Master, NOCKONbKY nepBUYHbLIN IP-agpec
Backup-mapLupytusaTtopa HensBecTteH, IP-agpec mapwpyTtunsartopa MoxeT
ObITb yKa3aH TONbKO afiMMHUCTPATOPOM.

Ecnn HacTtpoeH rno6anbHbii IPv4 VRRP BFD, ata koHdwurypaumsa He
MOXET ObITb BbINOSIHEHA.

YUTto6bl BKNounTb Nnogaepxky BFD, ybeguTech, 4To napameTpbl ceaHca IP
n BFD HacTpoeHbl Ha LeneBom uHtepdence

Hactpouka rmo6ansHoro IPv4 VRRP BFD

KomaHga vrrp bfd interface-type interface-number ip-address
Onucanwne interface-type interface-number: ykasbiBaeT Tun WHTepdenca wn
napameTpoB noeHTndmrkaTop.
ip-address: ykasbiBaeT IP-agpec nHtepdenca
KomaHaHbIn Pexwum rnobansHon koHurypaumm
pexvm

PykoBoacteo no
NCMNOnb30BaHUIO

Ecnun HacTtpoeH rmobanbHein IPv4 VRRP BFD, HacTpoeHHas noggepxka
BFD 6ynet yaaneHa.

YTtobbl BkntounTb nogaepxky BFD, ybegutech, 4To napameTpbl ceaHca IP
n BFD HacTpoeHbl Ha LeneBom nHtepdence.

Mmo6anbHbin ceaHc IPv4 VRRP BFD npumenum Tonbko k rpynne IPv4
VRRP, cocTosiLen n3 asyx mapLipytnsatopos

4.4.3.6. NMpumep KoHUrypaumum
Hactponka VRRP+MSTP

CueHapun:

Gi OV1

Se Switch C Switch D Switch E Switch F s

L
-
-~ -

PucyHok 4-8.

(@ arecy
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Warn Bkntounte MSTP Ha mapuwpyTusaTopax (B 4aHHOM NpuMepe 3T0 KOMMYTaTopbl
HacTpourku | A, B, C, D, E un F). Hactponte conoctasneHne VLAN-Instance (conoctasneHue
VLAN 10 n VLAN 20 c aksemnngapom 1, VLAN 30 n VLAN 40 c ak3emnnsapom 2,
a octanbHble VLAN ¢ ak3emnnsipom 0) n HacTponTe winto3bl (KommyTaTop A n
KommyTaTop B B 3TOM npumepe) B KayecTtBe root bridge COOTBETCTBYHOLUMX
3K3eMNIIsPoB.

Ho6asbte SVI Bcex VLAN B cootBeTctBytowme Backup-rpynnel VRRP wu
HaCTPOWTE LUMO3bl B KAYECTBE MaBHOro U Pe3epBHOro MapLUpyTM3aTopoB Ans
COOTBETCTBYIOLMX [Pynn pesepBHOro kKonvpoBaHus. CM. cBedeHus O
KOHpurypaumm B cnegytowlen tTabnuue.

Linto3 VLAN | SVI Backup- | BuptyanbHbih | CoctosiHue
ID rpynna IP-appec

Switch A | 10 192.168.10.2 | VRRP 10 | 192.168.10.1 Master

Switch B 192.168.10.3 Backup

Switch A | 20 192.168.20.2 | VRRP 20 | 192.168.20.1 Master

Switch B 192.168.20.3 Backup

Switch A | 30 192.168.30.2 | VRRP 30 | 192.168.30.1 Backup

Switch B 192.168.30.3 Master

Switch A | 40 192.168.40.2 | VRRP 40 | 192.168.40.1 Backup

Switch B 192.168.40.3 Master

War 1.

LWar 2.

LWar 3.

Lar 4.
Lar 5.

Lar 6.

HacTtponte Bocxogswumn nopt (nopT Gi 0/1 kommyTatopa A n kommyTtatopa B)
Master-
Master-

MapLUpyTU3aTOpPOB B Ka4yeCTBe KOHTpoOnMpyemoro uHTepdenca
MapLipyTusaTtopa.

Cospante VLAN. Cosgante VLAN 10, VLAN 20, VLAN 30 n VLAN 40
COOTBETCTBEHHO Ha kKOMMYyTaTope A 1 KoMmyTaTope B.

Hactponte permoHsl MST. ConoctaBeTe VLAN 10 n VLAN 20 c
akzemnnsgpom 1, VLAN 30 n VLAN 40 c ak3emMnngapom 2, a ocTasnbHble
VLAN c ak3emnnsipom 0.

Hactponte kommyTatop A B kadecTBe root bridge gns MST 0 n MST 1,
a kommyTaTop B — B kayecTtBe root bridge gns MST 2.

Bkntounte MSTP.

Hactponte SVI Bcex VLAN, pobasbte SVI B cooTBeTCTBYOLME
pesepBHble rpynnbl U HAacTpouTe BUpTyarbHble IP-agpeca ansa rpynn.
Cwm. KoHGwMrypaumio B Tabnuue BbiLe.

HacTpoiite Master-maplupytusatopbl 1 Backup-mapLupyTtusatopsl Ans
BCEX rpynn.
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War 7. Hactponte uplink-nopTel  Master-mapLupytnsatopos B KadecTBe
KoHTponupyemblx noptos rpynn VRRP. BHumaHue: KoHTponupyemble
NnopTbl JOSMKHbI ObITb MOPTaMKN YpPOBHSA 3.

LWar 8. HactponTe WHTEpHET-UHTEPdENCHI OCHOBHbLIX MapLUPYTU3aTOPOB Kak
nHTepgencel AP

Switch A

/I Cosgatb VLAN 10, VLAN 20, VLAN 30 n VLAN 40 Ha kommyTaTope A.
SwitchA#configure terminal

Beegute KomaHabl KOHUrypauum, no ogHon B ctpoke. KoHeu, ¢ CNTL/Z.
SwitchA(config)#vlan range 10,20,30,40
SwitchA(config-vlan-range)#exit

/I ConoctaBbTe VLAN 10 u VLAN 20 c ak3emnnspom 1, VLAN 30 n VLAN 40 ¢
ak3eMnnsapom 2, a octanbHble VLAN ¢ aksemnnisipom O.

SwitchA(config)#spanning-tree mst configuration
SwitchA(config-mst)#instance 1 vlan 10,20

%lMpepynpexgeHne: Bbl OOMKHbl co3gaTb VLANbLI neped HacTponKowm
OoTHoLLeHnA ak3emnnap-VLAN

SwitchA(config-mst)#instance 2 vlan 30,40

%lMpepynpexgeHne: Bbl [OMKHbl co3gaTb VLANbLI neped HacTpoOWKowm
OTHoLeHnA ak3emnap-VLAN

SwitchA(config-mst)#exit

/I Ha kommyTtatope A Hactpownte npuoputeT MST 0 n MST 1 Ha 4096, a
npuoputeT MST 2 Ha 8192.

SwitchA(config)#spanning-tree mst 0 priority 4096

SwitchA(config)#spanning-tree mst 1 priority 4096

SwitchA(config)#spanning-tree mst 2 priority 8192
[/l BkntoyeHne MSTP

SwitchA(config)#spanning-tree

Enable spanning-tree.

/I Hactponte SVI Bcex VLAN, go6aBbTe SVI B COOTBETCTBYIOLLINE pPE3EPBHLIE
rpynnbl 1 HACTPOWTe BUPTYanbHble IP-agpeca ans rpynn.

SwitchA(config)#interface vlan 10

SwitchA(config-if-VLAN 10)#ip address 192.168.10.2 255.255.255.0
SwitchA(config-if-VLAN 10)#vrrp 10 ip 192.168.10.1
SwitchA(config-if-VLAN 10)#exit

SwitchA(config)#interface vlan 20

SwitchA(config-if-VLAN 20)#ip address 192.168.20.2 255.255.255.0
SwitchA(config-if-VLAN 20)#vrrp 20 ip 192.168.20.1
SwitchA(config-if-VLAN 20)#exit
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SwitchA(config)#interface vlan 30
SwitchA(config-if-VLAN 30)#ip address 192.168.30.2 255.255.255.0
SwitchA(config-if-VLAN 30)#vrrp 30 ip 192.168.30.1
SwitchA(config-if-VLAN 30)#exit
SwitchA(config)#interface vlan 40
SwitchA(config-if-VLAN 40)#ip address 192.168.40.2 255.255.255.0
SwitchA(config-if-VLAN 40)#vrrp 40 ip 192.168.40.1
SwitchA(config-if-VLAN 40)#exit

/I YBennubTe npnoputet VRRP 10 n VRRP 20 kommyTtaTtopa A o 120.
SwitchA(config)#interface vlan 10
SwitchA(config-if-VLAN 10)#vrrp 10 priority 120
SwitchA(config-if-VLAN 10)#exit
SwitchA(config)#interface vlan 20
SwitchA(config-if-VLAN 20)#vrrp 20 priority 120
SwitchA(config-if-VLAN 20)#exit

/I Hactponte nopt Gi 0/1 kommyTaTtopa A kak nopt Route u ero IP-agpec kak
10.10.1.1/24.

SwitchA(config)#interface gigabitEthernet 0/1
SwitchA(config-if-GigabitEthernet 0/1)#no switchport
SwitchA(config-if-GigabitEthernet 0/1)#ip address 10.10.1.1 255.255.255.0
SwitchA(config-if-GigabitEthernet 0/1)#exit

/I HactponTte nopt Gi 0/1 kommyTaTopa A B Ka4eCcTBE KOHTPONMPYEMOrO nopTa
ans VRRP 10 u VRRP 20 n ymeHbLumnTe npuoputet go 30.

SwitchA(config)#interface vlan 10

SwitchA(config-if-VLAN 10)#vrrp 10 track gigabitEthernet 0/1 30
SwitchA(config-if-VLAN 10)#exit

SwitchA(config)#interface vlan 20

SwitchA(config-if-VLAN 20)#vrrp 20 track gigabitEthernet 0/1 30
SwitchA(config-if-VLAN 20)#exit

/I Hactponte noptel Gi 0/2 n Gi 0/3 kak noptel AP, KOTOpble SIBMSIHOTCSA
TPaHKOBLIMW NMOPTaAMM.

SwitchA#configure terminal

Beegute komaHObl KOHUIypauum, no ogHon B ctpoke. KoHew, ¢ CNTL/Z.
SwitchA(config)#interface range gigabitEthernet 0/2-3
SwitchA(config-if-range)#port-group 1
SwitchA(config)#interface aggregateport 1
SwitchA(config-if-AggregatePort 1)#switchport mode trunk
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Switch B

/I Cosgante VLAN 10, VLAN 20, VLAN 30 un VLAN 40 Ha kommyTaTOope B.
SwitchB#configure terminal

Beegute KomaHabl KOHUrypauum, no ogHon B ctpoke. KoHeu, ¢ CNTL/Z.
SwitchB(config)#vlan range 10,20,30,40
SwitchB(config-vlan-range)#exit

/I ConoctaBbTe VLAN 10 n VLAN 20 ¢ ak3emnnsipom 1, VLAN 30 n VLAN 40 ¢
ak3eMnnapom 2, a octanbHble VLAN ¢ aksemnnisipom O.

SwitchB(config)#spanning-tree mst configuration
SwitchB(config-mst)#instance 1vlan 10,20

Y%lMpepynpexgerHne: Bbl OOMKHbl co3gaTb VLANBLI neped  HacTpoOWKowm
OTHoLeHnA ak3emnnap-VLAN

SwitchB(config-mst)#instance 2 vlan 30,40

Y%lpepynpexgerHne: Bbl [OMKHbl co3gaTb VLANBLI neped  HacTpoWKowm
oTHoLeHna ak3emnnap- VLAN

SwitchB(config-mst)#exit

/I Ha kommyTaTope B HacTponTe npuoputetr MST 2 Ha 4096, a nproputeT MST
0 n MST 1 Ha 8192.

SwitchB(config)#spanning-tree mst 2 priority 4096

SwitchB(config)#spanning-tree mst 0 priority 8192

SwitchB(config)#spanning-tree mst 1 priority 8192
/l BkntoyeHne MSTP

SwitchB(config)#spanning-tree

Enable spanning-tree.

/I Hactponte SVI Bcex VLAN, gobasbte SVI B COOTBETCTBYIOLLINE pE3EPBHLIE
rpynnbl N HaCTponTe BUPTYanbeHble IP-agpeca ans rpynn.

SwitchB(config)#interface vlan 10

SwitchB(config-if-VLAN 10)#ip address 192.168.10.3 255.255.255.0
SwitchB(config-if-VLAN 10)#vrrp 10 ip 192.168.10.1
SwitchB(config-if-VLAN 10)#exit

SwitchB(config)#interface vlan 20

SwitchB(config-if-VLAN 20)#ip address 192.168.20.3 255.255.255.0
SwitchB(config-if-VLAN 20)#vrrp 20 ip 192.168.20.1
SwitchB(config-if-VLAN 20)#exit

SwitchB(config)#interface vlan 30

SwitchB(config-if-VLAN 30)#ip address 192.168.30.3 255.255.255.0
SwitchB(config-if-VLAN 30)#vrrp 30 ip 192.168.30.1
SwitchB(config-if-VLAN 30)#exit

SwitchB(config)#interface vlan 40
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SwitchB(config-if-VLAN 40)#ip address 192.168.40.3 255.255.255.0
SwitchB(config-if-VLAN 40)#vrrp 40 ip 192.168.40.1
SwitchB(config-if-VLAN 40)#exit

/I YBennubTe npuoputet VRRP 30 n VRRP 40 kommyTaTtopa B oo 120.
SwitchB(config)#interface vlan 30
SwitchB(config-if-VLAN 30)#vrrp 30 priority 120
SwitchB(config-if-VLAN 30)#exit
SwitchB(config)#interface vlan 40
SwitchB(config-if-VLAN 40)#vrrp 40 priority 120
SwitchB(config-if-VLAN 40)#exit

/I Hactponte nopt Gi 0/1 kommyTaTtopa B kak nopt mapwpyTa un ero IP-agpec
kak 10.10.1.1/24.

SwitchB(config)#interface gigabitEthernet 0/1
SwitchB(config-if-GigabitEthernet 0/1)#no switchport
SwitchB(config-if-GigabitEthernet 0/1)#ip address 10.10.2.1 255.255.255.0
SwitchB(config-if-GigabitEthernet 0/1)#exit

/I HactpownTte nopt Gi 0/1 kommyTaTopa B B kadecTBe KOHTpOnMpyemoro noprta
ans VRRP 30 u VRRP 40, a npuoputeT nutepderica — 30.

SwitchB(config)#interface vlan 30

SwitchB(config-if-VLAN 30)#vrrp 30 track gigabitEthernet 0/1 30
SwitchB(config-if-VLAN 30)#exit

SwitchB(config)#interface vlan 40

SwitchB(config-if-VLAN 40)#vrrp 40 track gigabitEthernet 0/1 30
SwitchB(config-if-VLAN 40)#exit

/I Hactponte noptbl Gi 0/2 n Gi 0/3 kak noptel AP, koTopble sABNSAOTCA
TPaHKOBLIMU NMOPTaAMM.

SwitchB #configure terminal
BeeguTe komaHabl KOHUIypaumm, no ogHon B ctpoke. KoHel, ¢ CNTL/Z.
SwitchB (config)#interface range gigabitEthernet 0/2-3
SwitchB (config-if-range)#port-group 1
SwitchB (config)#interface aggregateport 1
SwitchB (config-if-AggregatePort 1)#switchport mode trunk

Switch A

[MpoBepbTe KOHUrypauuto.

SwitchA#show running-config
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I

vlan 10

!

vlan 20

|

vlan 30

!

vlan 40

!

spanning-tree

spanning-tree mst configuration
instance 0 vlan 1-9, 11-19, 21-29, 31-39, 41-4094
instance 1vlan 10, 20

instance 2 vlan 30, 40
spanning-tree mst 0 priority 4096
spanning-tree mst 1 priority 4096
spanning-tree mst 2 priority 8192
interface GigabitEthernet 0/1

no switchport

no ip proxy-arp

ip address 10.10.1.1 255.255.255.0

!

interface GigabitEthernet 0/2
port-group 1

!

interface GigabitEthernet 0/3
port-group 1

!

interface AggregatePort 1
switchport mode trunk

!

interface VLAN 10

no ip proxy-arp

ip address 192.168.10.2 255.255.255.0
vrrp 10 priority 120

vrrp 10 ip 192.168.10.1
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vrrp 10 track GigabitEthernet 0/1 30

|

interface VLAN 20

no ip proxy-arp

ip address 192.168.20.2 255.255.255.0
vrrp 20 priority 120

vrrp 20 ip 192.168.20.1

vrrp 20 track GigabitEthernet 0/1 30

!

interface VLAN 30

no ip proxy-arp

ip address 192.168.30.2 255.255.255.0
vrrp 30ip 192.168.30.1

!

interface VLAN 40

no ip proxy-arp

ip address 192.168.40.2 255.255.255.0
vrrp 40 ip 192.168.40.1

/I MpoBepuTb cTatyc VRRP.

SwitchA#show vrrp brief

Interface Grp Pri timer Own Pre State Master addr Group addr
VLAN 10 10 120 3 - P Master 192.168.10.2 192.168.10.1

VLAN 20 20120 3 - P Master 192.168.20.2 192.168.20.1

VLAN 30 30100 3 - P Backup 192.168.30.3 192.168.30.1

VLAN 40 40100 3 - P Backup 192.168.40.3 192.168.40.1

/I OTknounTe upstream-kaHan kommyTtatopa A n npoeepbTe cTaTyc VRRP.

SwitchA#show vrrp brief

Interface Grp Pri timer Own Pre State Master addr Group addr
VLAN 1010 90 3 - P Backup 192.168.10.3 192.168.10.1

VLAN 20 20 90 3 - P Backup 192.168.20.3 192.168.20.1

VLAN 30 30100 3 - P Backup 192.168.30.3 192.168.30.1

VLAN 40 40100 3 - P Backup 192.168.40.3 192.168.40.1

Switch B // TlpoBEpUTb KOHUrypaumtio.

SwitchB#show running-config
!

vlan 10
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I

vlan 20

!

vlan 30

|

vlan 40

!

spanning-tree

spanning-tree mst configuration
instance 0 vlan 1-9, 11-19, 21-29, 31-39, 41-4094
instance 1vlan 10, 20

instance 2 vlan 30, 40
spanning-tree mst 0 priority 8192
spanning-tree mst 1 priority 8192
spanning-tree mst 2 priority 4096
interface GigabitEthernet 0/1

no switchport

no ip proxy-arp

ip address 10.10.2.1 255.255.255.0

!

interface GigabitEthernet 0/2
port-group 1!

interface GigabitEthernet 0/3
port-group 1

!

interface AggregatePort 1
switchport mode trunk

!

interface VLAN 10

no ip proxy-arp

ip address 192.168.10.3 255.255.255.0
vrrp 10 ip 192.168.10.1

!

interface VLAN 20

no ip proxy-arp

ip address 192.168.20.3 255.255.255.0

@ §) QTECH

MWP [OOCTYNHEE

118



PykoBofacTteo no Hactponke cepus QSW-4700

HacTtpoiika VRRP W

vrrp 20 ip 192.168.20.1
|
interface VLAN 30
no ip proxy-arp
ip address 192.168.30.3 255.255.255.0
vrrp 30 priority 120
vrrp 30ip 192.168.30.1
vrrp 30 track GigabitEthernet 0/1 30
!
interface VLAN 40
no ip proxy-arp
ip address 192.168.40.3 255.255.255.0
vrrp 40 priority 120
vrrp 40 ip 192.168.40.1
vrrp 40 track GigabitEthernet 0/1 30

/I MpoBepuTb cTatyc VRRP.
SwitchB#show vrrp brief
Interface Grp Pri timer Own Pre State Master addr Group addr
VLAN 1010 100 3 - P Backup 192.168.10.2 192.168.10.1
VLAN 20 20100 3 - P Backup 192.168.20.2 192.168.20.1
VLAN 30 30120 3 - P Master 192.168.30.3 192.168.30.1
VLAN 40 40120 3 - P Master 192.168.40.3 192.168.40.1

/I OTknrounTe upstream-kaHan kommyTtatopa B 1 npoeepbTe ctatyc VRRP.
SwitchB#show vrrp brief
Interface Grp Pri timer Own Pre State Master addr Group addr
VLAN 1010 100 3 - P Master 192.168.10.3 192.168.10.1
VLAN 20 20100 3 - P Master 192.168.20.3 192.168.20.1
VLAN 30 30120 3 - P Master 192.168.30.3 192.168.30.1
VLAN 40 40120 3 - P Master 192.168.40.3 192.168.40.1
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4.5. MOHUTOPUHT

4.5.1. OTo6paxeHue

OnucaHue

KomaHpa

OTtobpaxaeT KpaTKyto nnu
nogpobHyio  uMHdopmaumio 0
IPv4/IPv6 VRRP

show [ipv6 ] vrrp [ brief | group ]

OTobpaxaeT  uHpopmMauuiww 0
roynne  IPv4/IPv6  VRRP Ha
yKasaHHOM UHTepdence

show [ipv6 ] vrrp interface type number [ brief ]

OtobpaxaeT CTaTUCTUKYy MaKkeToB
VRRP

show vrrp packet statistics [ interface-type interface-

number ]

45.1.1. Otnagka

NPUMEYAHMUE: cucteMHble pecypcbl 3aHATbI NPU BbIBOAE OTNagovHon nHpopmaumu. NMoatomy
OTKIoYanTe OTnagKy cpasy nocrne Ucnosb3oBaHus.

OnucaHue KomaHpa

naketos u ctatyca VRRP

OTtnagka owwnbok, cobbitui, | debug [ipv6 ] vrrp

Otnagka owmnbok VRRP debug [ ipv6 ] vrrp errors
Otnagka cobbituii VRRP debug [ ipv6 ] vrrp events
Otnagka naketoB VRRP debug vrrp packets [ acl acl-id | [ icmp | protocol ]

interface type number [ group ] ]

debug ipv6 vrrp packets [ acl acl-name | [ icmp |
protocol ] interface type number [ group ] ]

Otnagka ctatycoB VRRP debug [ ipv6 ] vrrp state
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5. HACTPOUKA VRRP PLUS
5.1. O630p

Virtual Router Redundancy Protocol Plus (VRRP Plus) sensetcsa pacwuperHmem VRRP. OH
ncnonbdyetr VRRP ana peanu3aumm pesepBHOrO KOMMPOBAHUA LWM03a M GanaHCMpOBKM
Harpysku B nokanbHou cetu IEEE 802.3 (LAN).

Hepoctatkom VRRP aBnsietca T0, 4TO MapLipytusatop B cocTtosiHuM Backup He moxeT
nepecbinatb nakeTbl. YTo6bl ncnonb3osatb VRRP ana peanusaummn 6anaHCMpOBKU Harpysku,
BaM Heo6X0AMMO BPYYHYHD HACTPOUTL HecKonbko rpynn VRRP 1 ycTaHOBUTL agpeca L30B8
XOCTOB B fIOKanbHOW CeTu Ha BUpTyanbHble IP-agpeca pasHbix rpynn VRRP. 310 yBenuumnBaeT
Harpysky Ha agMmuHuctpatopa cetu. VRRP Plus npegHasHavyeH ang pelueHns aton npobnemsi.

B VRRP Plus aBToMaTtnyecku peanuayetcsa 6anaHcupoBKa Harpysku. To ecTb Tpadumk pasHbix
XOCTOB aBTOMaTU4YeCKn pacrnpegenserca mexay yyacTtHukamu rpynnsl VRRP Plus, u HeTt
HeobxoOMMOCTM HacTpavBaTb Heckonbko rpynn VRRP vnn yctaHaeBnveaTb agpeca LUMo308B
xoctoB B LAN Ha BupTyanbHble IP-agpeca pasHbix rpynn VRRP. 970 3Ha4UnTenbHO CHWXKaeT
Harpysky Ha agMnHucTpaTopa ceTu.

5.2. MNpunoxeHus

MpunoxeHue OnucaHue

Bkntoyenne GanaHcupoBku | Peanusymnte ©GanaHcupoBky Harpysku B rpynne VRRP 6es
Harpy3ku B rpynne VRRP HaCTPOWKN HECKONbKMX rPYMN U HACTPOWMKN pasHbIX LUIT30B
Nno YMOJS4YaHuIo A58 XOCTOB

5.2.1. BknoyeHue 6anaHcupoBKM Harpy3ku B rpynne VRRP

5.2.1.1. CueHapun

Bknitounte 6anaHcupoBky Harpy3ku B rpynne VRRP 6e3 HacTpoliku Heckonbkux rpynn VRRP nnn
HaCTPOMKU PasriMyHbIX LUNKO30B N0 YMOMYaHUIO AN XOCTOB.

Kak nokasaHo Ha PucyHke 5-1, HacTpownTe OaHHble criegyowmm obpa3om:

o Hactponte rpynny VRRP, cocTosilyo n3 mapLipytmsatopa A u mapuipytmsaTopa B, n
BktounTe dyHkumo VRRP Plus.

e HacTpounTe W03 Mo yMONYaHMio A8 Kaxaoro Xocta B kadectTse Master BUpTyansHOro
IP-agpeca rpynnsl VRRP.
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Virtual Router Group,IP address 192,168,121
T T T T T T T T e ETEE e b
Routar A Router B
BV BYWF

Wirtual MAC: vmac

Gi D0

Host2 Host 3 Host
Gateway MAC: Gateway MAC: Gateway MAC: Gateway MAC:
__ymael ____ wmacl __ v mac2 _ __ _ vmac2_ _,

LAN, Default Gateway = 192 168.12.1

PucyHok 5-1. Tononorus npunoxerus IPv4 VRRP Plus

1. [ea yctponctsa ypoBHs 3 (L3), mapwpyTtusatop A n mapipytmsatop B, obpasytoT
rpynny VRRP Plus, a BupTyansHbin IP-agpec rpynnsl — 192.168.12.1.
MapwpyTtunsatop A asnsetca Master-yctponctsoM VRRP 1 (pyHKLMOHUPYET Kak
BanaHcMpOoBOYHbIV BUPTYanbHbIn W3 (BVG). MapwpyTtusatop B asnseTcs
Backup-yctponicteBom VRRP 1 pyHKUMOHMPYeET kak 6anaHCpOBOYHbIN BUPTYaribHbIN
cepep nepecbinkm (BVF).

2. XocTtbl ¢ 1 M0 4 — 37O XOCTbl B JIOKaNIbHOW CETU C CETEBLIM CETMEHTOM
192.168.12.0/24. x agpeca wnto3a no yMonyaHumio yCTaHOBIEHbI HA BUPTYarbHbIN
IP-agpec 192.168.12.1 rpynnbl VRRP Plus.

3. Monutuka GanaHCMPOBKU Harpy3KkM HACTPOEHA Ha YCTPONCTBE Afs OTBETA Ha 3anpochl
ARP, oTnpaBneHHble ¢ pa3Hbix XocToB. Hanpumep, korga Xoct 1 n XocT 2
3anpawwueatoT ARP wnto3a, MAC-agpec 0000.5e00.0101 Bo3BpaLLaeTcd Ha XocT 1 u
XocT 2. Korga XocTt 3 n XocTt 4 3anpawmsatoT ARP wnto3a, MAC-agpec
08c6.b316.0201 BepHyncs Ha XocT 3 n XocT 4. Takum obpas3om, nakeTbl, KOTOPbLIMU
obmeHmnBaTCa XOCT 1/XOCT 2 1 BHELUHSISI CETb, OTNPAaBNATCA HA MapLipyTmu3aTtop A,
a nakeTbl, KOTOPbIMW OOMEHNBAKOTCH MEXAY XOCTOM 3/XOCTOM 4 1 BHELLHEN CEThIO,
OTNPaBATCA Ha MapLpyTu3atop B, Tem cambiM peanuays 6anaHCUPOBKY Harpysku.
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HaCTpOVIKa VRRP Plus
Virtual Router Group, |Pvb addrass FES0:-8
2000::8
T TRouer A RouterB |
BVG BWF :
|

Ilii‘}’ II\?&“ Ilc;::\ff

Gateway MAC: Gateway MAC: Gateway MAC:

LAMN Default Gateway = 2000::8

PucyHok 5-2. Tononorus npunoxerus IPvé VRRP Plus

1. [Oea yctponctea L3, mapwpyTtnsatop A n mappytusatop B, o6pasytoT rpynny IPv6
VRRP Plus, a BupTyanbeHble IPv6-agpeca — fe80::8 n 2000::8. Mapwwpytnsatop A
asnsaetca Master-yctponctsom IPv6 VRRP 1 doyHKumMoHupyeT kak BVG.
MapwpyTtusatop B saBnsietca Backup-yctponcteoM IPv6 VRRP 1 pyHKUMOHUPYET Kak
BVF.

2. XocTbl ¢ 1 N0 4 aBRAIOTCA XOCTaMuM B FIOKaNbHOW CETU, U ANd BCEX UX adpecoB
wnto3oB. IPv6 yctaHoBneHo 3HadeHne 2000::8.

3. Korga xocT 1 1 xocT 2 3anpaiumBatoT obHapyxeHune cocegen (ND) wnto3a,
MAC-agpec 0000.5e00.0201 Bo3BpaLyaeTcd Ha xocT 1 n xocT 2. Korga xocT 3 1 xocT
4 3anpawwmsatoT ND wnto3a, MAC-agpec 08C6.B372.7701 Bo3BpaLlaeTcs Ha XocT 3 u
XocT 4. Taknm obpas3om, nakeTbl, KOTOPbIMM OBMEHNBAKOTCS XOCT 1/XOCT 2 1 BHELUHSS
CeTb, OTNPaBNSATCS Ha MapLLpyTu3aTop A, a NakeTbl, KOTOPbIMM 0OMeHMBatOTCA
MeXay XOCTOM 3/XOCTOM 4 1 BHELUHEN CeTbto, OTNPaBNATCA Ha MapLwpyTnsatop B,
TEeM cambIM peannaysi 6anaHCMpOBKY Harpy3Ku.

5.2.1.2. PasBepTbiBaHue

PassepHnte VRRP Plus Ha mapupyTtusatope A n mapupyTtusatope B, 4tobbl peanusoBaTb
BGanaHCMpOBKY Harpysku Ha fiokanbHOM XOCTe.

5.3. PyHKUUMN

5.3.1. Ba3oBble NOHATUA

BVG

BVG BbigensieT BupTtyansHble MAC-agpeca ydactHukam rpynnbl VRRP Plus. OH oTBevaeT Ha
3anpocsl wno3a ARP/ND B nokanbHOM ceTu 1 NepechbiniaeT NakeTbl XOCTOB B NTOKANbHOW CETH.

BVF

BVF nepecbinaeTt nakeTbl XOCTOB B flokanbHon ceTn. Ecnm BupTtyanbHein MAC agpec BbigeneH
B BVF, BVF yyacTtByeT B nepecbinike MnaketoB; B MPOTUBHOM criydyae BVF He y4dacteByeT B
nepechblrike NakeToBs.
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5.3.2. 0630p

OcobeHHOCTb OnucaHue

VRRP Plus PacwupbTe BoamoxHocTn VRRP n ncnonebsynte VRRP ansa peanusauumm
pe3epBHOrO KOMMPOBaHWA LWM03a W GanaHCUMPOBKM Harpys3ku B
nokanbHon cetn |IEEE 802.3

5.3.3. VRRP Plus

B VRRP Plus aBToMaTtuyeckun peanuayetcsa banaHcnpoBka Harpy3ku. To ecTb Tpaduk pasHbiX
XOCTOB aBTOMaTU4YeCKn pacnpegenserca mexay yyacTtHukamu rpynnsl VRRP Plus, u HeTt
HeobxoOMMOCTM HacTpavBaTb Heckonbko rpynn VRRP vnu yctaHaeBnveaTb agpeca LUM308B
xocTtoB B LAN Ha BupTyanbHble IPv4-agpeca pasHbix rpynn VRRP.

5.3.3.1. OCHOBHbIE NMPUHUMNBI

XoCTbl B loKanbHoON cetn ucnonb3yloT IPV4/IPv6-agpec yHUULUMPOBaAHHOIO LWro3a (To ecTb
BMpTyaneHblv IP-agpec rpynnel VRRP). Korga pasHble xocTbl 3anpawmsatoT ARP wrnto3a, BVG
oTBeYaeT pasHbiMu BUpTyanbHeiMM MAC-agpecamu. Takum obpasom, Tpadmk pasHbiX XOCTOB
pacnpegensetcsa no pasHblM YyyacTHukam rpynnsl VRRP Plus, Tem cambiM peanuays
BGanaHCMpOoBKY Harpysku.

Cesasb mexay VRRP Plus n VRRP
VRRP Plus onupaetca Ha VRRP n paboTtaeT criegyowwmm obpasom:

Master-yctponcteo B VRRP cootBetctByeT BVG B VRRP Plus, a Backup-yctponcteo B VRRP
cootBeTcTBYeT BVF B VRRP Plus. Agpeca wito30B XOCTOB B fIOKaribHOM CETW YCTaHaBNMBaOTCSA
Ha BupTyanbHbi IPv4-agpec VRRP.

MpaBuna pacnpegenedna MAC-agpecoB BVG n BVF

BVG Bbigensiet supTyanbHble MAC-agpeca ana BVF. Ona rpynnel IPv4 VRRP Plus BVG
Hanpsmyo mcnonb3dyeT BupTyanbHbin MAC-agpec VRRP gns obecneyeHusi COBMECTUMOCTH
mexgy IPv4 VRRP Plus u VRRP. To ectb BupTyanbHbii MAC-agpec, ncnonbdyemoii BVG, —
00-00-5E-00-01-{VRID}, roe VRID — Homep rpynnbl VRRP. BuptyanbHein MAC-agpec,
uncrnonedyembin BVF, — 08-C6-B3-16-{MemberlD}-{VRID}, roe MemberlID — 3710
noeHtTndukaTop yvyactHmka BVF B rpynne VRRP Plus. B HacTosiwee Bpemsi B rpynne VRRP Plus
MOXeT ObITb 40 YeTbIpex yyacTHUKOB. BVG ncnonb3yeT ngeHtndukatop ydactHuka 01, a gpyrve
BVF ncnonb3ayloT ngeHtudunkatopbl y4actHmkos oT 02 go 04. Ansa rpynnel IPv6 VRRP Plus BVG
Hanpsmy ucnonb3yeT BupTyanbHbii MAC-agpec IPv6 VRRP gna obecneyeHus
coBmectumoctn mexagy IPv6 VRRP Plus n1 VRRP. To ectb BupTyanbHbii MAC-agpec,
ncrnone3yembin BVG, — 00-00-5E-00-02-{VRID}, rae VRID — 310 HOomep rpynnbl IPv6 VRRP.

MonunTtnka 6anaHcupoBku Harpy3ku VRRP Plus

BVG otBevaeT Ha 3anpochl wito3a ARP/NS, oTnpaBneHHbIe C XOCTOB B JlOKanbHOW ceTtn. B
3aBMCUMOCTM OT KOHKPETHOM MONMMTMKM GanaHCMpoBKM Harpyskm BVG oTBevaeT ysnam c
pasHbiMn BUpTyanbHbIMM MAC-agpecamn. CyuwiectByeT TpuM Tuna nNONMTUK BGanaHCUPOBKK
Harpysku:

e Host-dependent policy (Monntuka, 3aBucAlasl OT XOCTa): yKasaHHbIN BUPTYasbHbIN
MAC-agpec wucnonb3dyetca [Ond OTBeTa Ha 3arnpochbl, OTNpaBlieHHble YyKa3aHHbIM
XOCTOM.
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e Round-robin policy (Monutuka umknuyeckoro nepebopa): BupTyaneHele MAC-agpeca B
pe3epBHOW rpynne WCMoNb3yTCA LUMKNMYECKW AN OTBEeTa Ha 3anpochl Luo3a
ARP/NS, oTnpaBnsiemMble XOCTaMW.

o Weighted policy (BsseweHHaa nonuTtuka): oTBeTbl Ha 3anpocbl ARP/NA
nNpefoCcTaBnslTCa B 3aBUCUMOCTU OT BO3MOXXHOCTEN NEPECHINTKN KaXKOoro yCTPOUCTBa.

Mpn wn3MeHeHMn pexmma OanaHCMpOBKM Harpyskum GanaHCMpOBKa Harpysku Bcerga
BbINONHAETCA B HOBOM pexume 6GanaHCUpOBKM Harpysku. Hanpumep, ecnu paHee
NCMONb30BasiCa pPeXxunm onpoca OTBeTa, a MO3XKe WCMNOMb3yeTCs B3BELUEHHbIA PEXnUM, TO
GanaHcMpoBKa Harpysku peanusyeTcs B B3BELUEHHOM pPEeXMMe BHE 3aBMCMMOCTM OT Gonee
paHHMX OTBETOB YycTpolcTBa. Ecnu umcnonb3yetca B3BelleHHas nonuTMka U obwui Bec
BUpTYyanbHbIX MapwpyTr3aTopos B rpynne VRRP Plus paeeH 0, 3anpockl ARP/NS He oTBevaloT.

Mpokcu-BuptyansHoro MAC-agpeca

Korga yctponcTteo ¢ BupTyanbHbiM MAC-agpecom BbIXoguT n3 ctpos B Backup-rpynne, Tpaduk
XOCTOB, UCMNONb3YIOLWMX 3TOT BUpTYanbHbli MAC-agpec B kadectBe MAC-agpeca wnio3sa, byget
npepsaH.

BVG B Backup-rpynne VRRP Plus MoxeT ObICTPO 0OHapyXuTb HEUCNPaBHOCTb W
aBTOMaTMYeCKN BblAenuTb BUpTYyanbHbli MAC-agpec HeucnpasHoro BVF gpyromy ycTponcTey
B Backup-rpynne. HoBoe ycTpoMCTBO SEWCTBYET Kak MPOKCU HEWCNPaBHOrO YCTPOMCTBA AN4
nepechbInk1 naketos BUpTyansHoro MAC-agpeca. Kpome Toro, 3To NpoKCK-yCTPONCTBO B6epeT Ha
cebs Tpaumk UCXoaHbIX XOCTOB, YTOObLI NpefoTBpaTUTL NpepbiBaHne Tpaduka. BupTyanbHbin
MAC-agpec, HasHadeHHbI YycTpoucTBy B Backup-rpynne, moxeT HasbiBaTbca Master
BMpTyaneHbiM MAC-agpecoM, a BupTyarnbHblin MAC-agpec, Ucnonb3yemMbl 3TUM YCTPONCTBOM
OT UMEHW APYroro yCTpoMCTBa, Ha3blBaeTCH NPOKCU-BUPTyanbHbiM MAC-agpecom.

Bpems nepeHanpaBneHus WU BpeMs OXWAaHUA MPOKCU-BUPTYyaribHOro
MAC-agpeca

VRRP Plus obecneunBaeT dyHKLMIO Npokeyn ansa supTyanbHoro MAC-agpeca, 4tobbl gpyroe
YCTPONCTBO MO0 3aMEHUTb HeucnpaBHOE YCTPOWUCTBO C BupTyanbHblM MAC-agpecom ans
nepecbinkn naketoB. Ecnu BVF BoccTaHaBnuBaeTcsi nocne cb6osi, ero posnb MNepecbiniku
BocCcTaHaBnuBaeTcd, U BVF npogomkaeT nepecbinate nakeTbl BupTyansHoro MAC-agpeca,
BblgeneHHoro ans atoro BVF. Ecnn HeucnpaBHbin BVF He BoccTaHoBneH, Backup-rpynna
npekpawlaeT nepeHanpasneHne Tpadmka Ha 9TOT BupTyanbHblh MAC-agpec. To ecTb npwu
NOBTOPHOM nony4yeHumn 3anpocoB ARP aToT BupTyanbHbin MAC-agpec 6onblle He oTBeYaeT.
Mo npowecTBun OOCTAaTOMHO ANUTENBHOIO Nepuoaa BpeMeHW CYMTaeTCs, YTO XOCTbl, KOTOpble
ncnone3ytoT MAC-agpec B kadectBe MAC-agpeca wnio3a, yke oOHOBMAKT 3anvcb Tabnuupl
ARP/ND c¢ agpecom wnto3a, 1 TpaduK yKe nepexsartbiBaeTcs ApyrMmmn yctponcteamu. B ato
BpeMs 3T70T BMpTYyanbHbln MAC-agpec MoxeT ObITb yaaneH, U nakeTbl, OTNpaBeHHble Ha 3TOT
BupTyanbHbin MAC-agpec, oTGpacbiBaloTCS.

VRRP Plus noggepxvBaeT HaCTPOMKY BPEMEHW MNepeHanpaBneHns U BPEMEHU OXUOAHUS
Backup-rpynnbel. Korga ycTpoWcTBO HeucnpaBHO, Backup-rpynna BbigenseT BUpTyarnbHbI
MAC-agpec HeucnpaBHOro YCTpPOWCTBA [OpPYyroMy YCTpoucTBy. B TeuyeHne BpemeHu
nepeHanpasneHnsa Backup-rpynna npogosikaeT ucnonb3oBatb 3TOT BUpTYyanbHbeli MAC-agpec
anst oteeTa Ha 3anpocbl ARP/NS. Mo ncreveHnn BpemeHn nepeHanpaenennsa Backup-rpynna
BornbLue He ncnonb3yeT aTOT BUpTYyanbHbin MAC-agpec Ansa oteeTa Ha 3anpocsl. [1o ncreyeHmm
TanM-ayta Backup-rpynna yganseT 9ToT BupTyanbHbin MAC-agpec u npekpawaet
ucrionb3oBaTb 3TOT BupTyanebHbln MAC-agpec Ond nepeagpecauuMm npokcu-cepsepa. Ha
PucyHke 5-3 nokasaHbl uamMeHeHus ponu BupTyanbHoro MAC-agpeca B 3aBUCUMOCTU OT
BpeMEHU nepeHanpasBneHns U BpeMeHU OXnaaHu4.
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PucyHok 5-3. 3ameHeHusi ponu BupTyansHoro MAC-agpeca B 3aBUCUMOCTU OT BPEMEHM
nepeHanpaBieHUs U BpEMEHU OXUAaHUS

NMepeapgpecauunsa Ha oOCHOBe Beca

VRRP Plus noggepxuBaet KoHdwurypauuto Beca Backup-rpynnel. [Ons pasHbIX yCTPOWUCTB
HacCTpPOEeHbI pasHble Beca. Takum obpasom, 6onblue Tpaduka pacnpegensdeTcsa Ha yCTPOMUCTBO
¢ 60nbLLMM BECOM, @ MEHbLUE Tpaduka pacnpeaenseTcs Ha yCTPONCTBO C MEHbLUUM BECOM, TEM
CaMbIM MOSIHOCTBIO MCNOSb3YS NPOM3BOANTENBHOCTL NEPECHISIKM pa3nnyHbIX YyCTponcTs. Korga
Bec BVF B Backup-rpynne meHblle HwxHero nopora, BVF aBToMatnyeckn BbIXOAUT U3 poin
nepecbinkn. Korga Bec BOCCTaHaBNMBaeTCH U NpeBblllaeT BepxHuUi nopor, BVF aBTomatuyecku
NPUMEHSIET Porib NepecbInku. Ponb nepeckinikn MoxeT BblTb BOCCTaHOBMEHA, Koraa cylectsyeT
OOMH WM HECKONbKO OCTaBLWMXCA BMpTyanbHblX MAC-agpecoB unn MpoKCU-BUPTYaribHbIX
MAC-agpecos.

Accoumnaumna VRRP Plus ¢ BFD

VRRP Plus noggepxmBaeT accoumaumio ¢ obHapyxeHnem aByHanpaBrneHHon nepeckiniku (BFD)
OIS HAaCTPOMKM Beca Ha OCHOBE COCTOsIHMA kaHana. Kaxgoe yctponctso B Backup-rpynne
MOXeT CBsi3aTb CBOM BeC CO cTaTycoMm cBA3u. Korga cBA3b HeHopMarnbHa Wnu npepsaHa,
YCTPONCTBO aBTOMaTUYECKM YMeEHbLUaeT cBOM Bec. Korga BeC CRAMWIKOM Mar, YCTPOMCTBO
aBTOMaTMYECKN BbIXOAUT M3 ponu nepecbinkn. Ecnu Backup-rpynna B HacTosiwee Bpems
ncnonb3yeT B3BELUEHHYIO NONUTUKY BanaHCUpPOBKM Harpy3ku, Tpaduk MOXXHO pacnpeaenntb Ha
OCHOBe HOBOro Beca. Koraga CoOoTBETCTBYIOLLMIA KaHamn BOCCTaHaBNMBAETCs, YCTPONCTBO MOXET
aBTOMaTM4YeCKNn BOCCTAHOBUTb CBOW MepBOHa4YasibHbIN BEC W pofib nepecbinkn. Ecnu
Backup-rpynna B HacTosilee Bpems WCMNONb3yeT B3BELUEHHYK MNONuTUKY 6anaHCcupoBKu
Harpysku, Tpadmk MOXXHO pacnpeaensaTb Ha OCHOBE BOCCTaHOBEeHHoro Beca. IPvé VRRP Plus
B HacTosLLEee BpeMd He nogaepxmsaeT accoumnaumio ¢ BFD.

3axBart (Seizure) nepeagpecauum Ha OCHOBe Beca

VRRP Plus nogaoepxumBaeT dyHKUNIO 3axBaTa ponu nepecbinki. B VRRP Plus B 6anaHcupoBke
Harpysku MOryT y4acTBoBaTb He 6onee YeTbipex ycTponcTB. To ectb Backup-rpynna VRRP Plus
co3sgaet He 6onee yeTbipex BUpTyanbHbix MAC-agpecos. Ecnu B rpynny VRRP Plus po6asneHo
bonee 4eTblpex YCTPOWCTB, TOMbKO 4YeTbipe YCTPOWCTBA Y4aCTBYKOT B MNEpPEeChIfike MakeToB.
OcTanbHble YCTPONCTBA TONBKO MPOCAYLUNMBAKOT COCTOAHME APYrnX YCTPOWUCTB U HE y4acTBYIOT
B nepecblfike naketoB. TONbKO KOraa YCTPOMCTBO, y4acTBylLlee B MNepecbisike MNakeTos,
HencnpasHO, ApYroe yCTPOMCTBO, KOTOPOE N3Ha4YanbHO He y4acTBOBAIIO B NEPECHISIKE NAKETOB,
3aMMeT MECTO HeWCnpaBHOrO YCTPOWCTBA 4N Nepecbliku naketoB. [Mpegnonoxum, 4To B
Backup-rpynne VRRP Plus yxxe eCcTb YeTblpe YCTPOMCTBA, U BCE 3TW YCTPOMCTBA Y4acCTBYIOT B
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nepecbifnike nakeToB; nAToe ycTponcTBo AobaeneHo B rpynny VRRP Plus, u BO3MOXHOCTU
nepechIfikM 3TOro YCTPONCTBA CUNMbHbI, NN UCXOAHAs POfb NEPECHINKN CTanknBaeTCs C OTKa3oM
KaHana u, cnegoBaTenbHO, yXyAlweHUeM Npou3BOANTENBHOCTN Nepechinkn. B aTom cnydvae,
€CNU BKIIOYEH pexnMm 3axBaTa, NAToe YCTPOMCTBO MOXET 3axBaTUTb POfb MEPECHINKA Y
YCTPOWCTBA C MEHbLLUNM BECOM (TO €CTb C MEHbLUMMW BO3MOXHOCTAMM NEPECHIIKN). BonbLunin
BEC HacTpamBaeTcs Ans yctponctsa ¢ 6onee cunbHbIMM BO3MOXHOCTAMU Nepeagpecaumn.
Korga Bec ycTponcTBa B COCTOSSHUM MpOCnylMBaHMS oOkKasbiBaeTcs 6onble Beca
nepecbinaroLwero yCcTponctea, YCTPOMCTBO B COCTOSIHUM MPOCAYLUMBAHUA aBTOMaTUYECKU
3axBaTblBaeT pOSib NEPECHINIKM Yy Nepechiniatollero YyCTpoucTBa. To eCTb YCTPOMCTBO ¢ Gonee
CUIbHBbIMW BO3MOXXHOCTSIMM MEPECHINIKN NepecbinaeT nakeTbl, Toraa Kak yCTpoucTeo ¢ bonee
HU3KNMM BO3MOXHOCTAMW MEPECHISIKU HAXOAUTCA B COCTOSIHUM NPOCAYLUIMBaHUSA. OTO MOXET
CBECTU K MUHUMYMY TpaTy pecypCoB.

BVG B Backup-rpynne otBevaeT 3a BblaeneHue supTyanbHbix MAC-agpecoB. Takum obpasom,
porb BVG He MOXeT ObITb 3aHATA, M MOXET BbITb 3aHATa TONbKO Porb nepecbiikn BVF. Ecnn
ycTponcTteo BVG HencnpasHo, VRRP noBTOpHO BbIGUpaeT HOBoe Master-yCTponcTBo, KOTopoe
BepeT Ha ceba ponb BVG.

¢aKTOpr, Brndowme Ha NoJINTUKY nepecChbIiNikKn

1. MMocne HacTporkn VRRP Plus Ha 3anpockl ARP/NS, nony4YeHHble OT XOCTOB, MOXHO
OoTBeYaTb Ha OCHOBE PasfNUYHbIX NONUTUK BanaHCUPOBKN Harpy3Kkn Ana peanvsauum
©anaHCcMpOoBKM Harpysku mexagy aTumm xoctamn. OgHako 6anaHCMpoBKa Harpyskn He
MOXeT ObITb peanu3oBaHa Ansd XOCTOB, KOTOPbIe y3Hanu agpeca BUpTyanbHbIX
wnto3oB VRRP go HacTporikn VRRP Plus. CnegoBaTteneHo, ecnn VRRP Plus
HacTpoeH nocrie nameHeHns coctosHna VRRP Ha Master, peanbHasa 6anaHcMpoBka
Harpysku He MoxeT 6bITb peanu3oBaHa o yctapeBaHua ARP/ND, nony4YeHHbIX
xocTamn. banaHcmpoBka Harpyskm peanuayeTtcd Tonbko nocne Toro, kak ARP/ND
LUSIH03a 3anncbiBaloTCA No BO3PacTy XOCTOB, W XOCThI 3anpaluvBaloT HOBble agpeca
Lo3a.

2. Mepuogunyeckasa otnpaeka gratuitous ARP Ha nHtepdenc Takke BAMseT Ha YHKLMIO
6anaHcupoBkn Harpy3kn VRRP Plus. Korga VRRP Plus BkntodeH, oyHKUNSA OTIpaBkn
gratuitous ARP BupTyanbHbix IP-agpecoB VRRP Gyaget oTtkntodeHa. Korga
BUpTyanbHbI IP-agpec nepekpbiBaeTcs ¢ paktuyeckum IP-agpecom, gratuitous ARP
3TOro agpeca 6ornbLue He OTNPaBnSTCS.

3. Korga mexgy XoCToM 1 nokanbHbIM YCTPONCTBOM BO3HUKAET KOHMONNKT agpecos,
moaynb ARP/NA OygeT nepegaBaTb nakeTbl gratuitous ARP/NA ¢ aTum agpecom.
Ecnn Bo3HMKaeT KOHNUKT BUpTYyanbHoro agpeca VRRP Plus, oTnpaBka nakeTa
gratuitous ARP/NA npuBegeT k noBTopHOMY n3ydeHmto MAC-agpeca wnto3a xocTa,
4YTO HEraTUBHO MOBMMSAET Ha yHKUMIO BanaHcupoBku Harpy3kn VRRP Plus. MNMoatomy
dyHKUMs BanaHcupoBku Harpy3kn VRRP Plus B HacTosiLee Bpems He
nogaepXmnBaeTcya B 3TOM CLeHapun.
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5.4. KoHdurypauusa

dnemeHT
KOHduUrypaumm

OnucaHve n kKomaHAaa

Hactponka VRRP
Plus

(O6si3atenbHO) OH mcnonb3yetcsa Anga BkodeHus yHkummn VRRP

Plus

vrrp balance

Bknovaetr  dyHkumo  VRRP Plus
Backup-rpynnel  VRRP ¢ ykasaHHbIM
NOeHTUMMKATOPOM [pynnbl B pexunme
KOHpurypaumm nHtepdenca

(OnumoHanbHo) OH uncnonb3dyeTca A HacTPOWKM napamMeTpoB
Backup-rpynnel VRRP Plus

vrrp load-balancing

HactpavBaetr nonutuky 6GanaHCUpoBKU
Harpy3skm VRRP Plus B  pexume
KOHUrypauum nHtepdenca

vrrp timers redirect

HacTtpauBaeT BpeMsi nepeHanpaBnieHust un
BPEMS OXWOAHWUS MPOKCU-BMPTYarnbHOro
MAC-agpeca B Backup-rpynne VRRP Plus
B peXxnme KOHpurypaumm nHtepdenca

vrrp weighting

HacTpanBaeT Bec, a TaKke BEpPXHUA W
HWKHMA noporn Backup-rpynnel  VRRP

Plus B pexnme KOHdourypaumm
MHTepgenca

vrrp forwarder preempt | Hactpaueaet dyHKLMIO 3axBaTa
nepeagpecauun Backup-rpynnel  VRRP
Plus B pexnme KOHdpurypaumm
nHTEepgenca

vrrp weighting track

HacTpanBaeT o6beKT OTCnexnBaHns Beca
Backup-rpynnel VRRP Plus B pexume
HaCTPOWKN MHTEpenca

5.4.1. HacTtpounka VRRP Plus

5.4.1.1. 3dhdeKT KoHduUrypaumm

e  Bknounte doyHkumio VRRP Plus. (Mo ymonyaHuio ata oyHKUMS OTKoYeHa)
e HactponTe 06bekT oTcnexmnBaHus Beca Backup-rpynnel VRRP Plus.

5.4.1.2. MpumeyaHun

YT1o6bI BKNOUMTL byHKUMo VRRP Plus, Heob6xoamMmo HacTpouTb BUpTYyanbHbiv IP-agpec VRRP
Ans cooTBeTCTBYOWeN Backup-rpynnbi.
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5.4.1.3. lWarn HacTponku

BkntoyeHne VRRP Plus Ha uHTtepdence
Mo ymonyaHuio VRRP Plus BkntodeH. BeinonHuTe 3Ty HacTpouiky, ecnu Tpebyetcs VRRP Plus.
Hactpouka nonutuku 6anaHcupoBku Harpy3ku VRRP Plus

Mocne BkniodeHnss VRRP Plus no ymomnyaHuio ucnonb3dyeTcs umknuyeckas (round-robin)
nonuTuka GanaHcMpoBKN Harpy3Kku.

HacTtponka BpeMeHM nepeHanpaBrieHUs ] BpeMeHU oxXuaaHuaA
npokcu-euptyanbHoro MAC-agpeca B Backup-rpynne VRRP Plus

Mocne BkntodeHns VRRP Plus Bpems nepeHanpasneHus yctaHaBnmBaetca Ha 300 c, a
TanM-ayT no ymonyaHuio — Ha 14 400 c.

HacTtpownka Beca, a Takke BepXHero u HuxHero noporos Backup-rpynnel VRRP
Plus

Mocne BkntoveHna VRRP Plus Bec Backup-rpynnel yctaHaBnusaeTtcs paBHbiM 100, HWKHWUIA
nopor paseH 1, a BepxHui nopor paseH 100 no ymonyaHuio.

Hactponka  cyHKkuMn 3axBata nepecbinikmu  (Forwarding  Seizure)
Backup-rpynnsl VRRP Plus

Mocne BkntoveHus VRRP Plus dyHKUMA 3axBaTa nepecbisiki BKNOYEHa N0 YMOMYaHMIO.
Hactponka o6bekTa otcnexumBaHus Beca Backup-rpynnel VRRP Plus

O6bekT oTcnexnBaHus Beca Backup-rpynnel VRRP Plus no ymonyaHuio oTknoYeH. BeinonHute
3Ty HaCTPOWKY, ecnu TpebyeTcs PyHKUMS OTCreXnBaHUS.

5.4.1.4. NpoBepka

3anyctute komaHgy show [ ipv6 ] group vrrp balance, 4tobbl 0TO06pasnTb KOHMrypauuio
Backup-rpynnel VRRP. Ecnun y Backup-rpynnbl eCTb 3aga4yn Nepecbifikn naketos, B ctonbue
cepBepoB nepecbinkn oTobpaxaeTtcs «localy», a Tawkke oTobpaxaeTcss BUPTYyanbHbIN
MAC-agpec, HasHa4eHHbIM 3Ton Backup-rpynne.

5.4.1.5. CBsAA3aHHble KOMaHAbI

Bknro4yeHne VRRP Plus Ha nHtepdence

KomaHga vrrp [ ipv6 ] group balance
Onuncanne ipv6: ykasblBaeT, 4YTO aTa KOHUrypaums npumensietca kK IPv6. [lo
napameTpoB YMOSTHaHUIO KOHUrypauusa npumeHseTcs K IPv4.

group: ykasblBaeT naeHtudukatop rpynnel VRRP. [uanasoH 3HaveHui
ngeHTudmkaTopa rpynnbl 3aBMCUT OT MOAENN NPOAYKTa

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
peXunm

PykoBogcteo rno | VRRP Plus MOXHO BKIIOUYNTb TOMNBKO Nocre HacTporkuy rpynnesl VRRP
NCMNOMb30BaHUIO
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HacTpouka nonutukm 6anaHcupoBKu Harpy3ku Backup-rpynnsl VRRP Plus
KomaHga vrrp [ ipv6 ] group load-balancing {host-dependent | round-robin |

weighted }
Onucanwne ipv6: ykasblBaeT, 4YTO 3Ta KOHdurypaumsa npumeHsaeTca K IPv6. To
napameTpoB YMOMN4YaHUIo KoHdUrypaums npumeHseTcs K IPv4.
group: ykasbiBaeT ngeHtudukatop rpynnsl VRRP.
host-dependent: ykasbiBaeT nonuTuky 6GanaHCUPOBKM  Harpysku,
3aBMCSLLYIO OT XOCTa.
round-robin: ykasbiBaeT nonutnky 6anaHcnpoBku Harpysku round-robin
(umknunyeckoro nepebopa).
weighted: ykasbiBaeT B3BELUEHHYIO MOMAUTUKY BanaHCMPOBKU Harpy3Ku
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexum
Pykosoacteo no | Mocne BknoveHns VRRP  Plus nonutuka 6anaHcMpoBKM  Harpysku,
MCNOMb30BaHMIO | 3aBUCALLAS OT XOCTa, WCMNonb3yeTcs no ymonyaHuo. [lonuTuka
BGanaHcMpoBKM Harpysku Bcen Backup-rpynnbl onpegenserca nosimTukon,
HacTpoeHHon Ha BVG. Ecnu Bbl XOTUTE UCNONb30BaTb OOHY U Ty Xe
nonuTUKy 6anaHCUpOBKM Harpysku nocrie M3MEHEeHWs ponu ycTponcTea
BVG, HacTtpomTte OgHY WM Ty Xe MOAUTUKY Ha BCEX YCTPOMCTBax B
Backup-rpynne
Hactponka BpeMeHM nepeHanpasneHusa 7] BpeMeHU oXupaHuvsa

npokcu-euptyanbHoro MAC-agpeca B Backup-rpynne VRRP Plus

KomaHga vrrp [ ipv6 ] group timers redirect redirect timeout
Onuncanne ipv6: ykasblBaeT, 4YTO aTa KOHUrypaumss npumensietca kK IPv6. [lo
napameTpoB YMOJTHaHUIO KOHUrypauusa npumeHsaeTcs K IPv4.
group: ykasbiBaeT ngeHTtudukatop rpynnsl VRRP.
redirect: ykasbiBaeT Bpems nepeHanpasneHus. [nanasoH 3HavyeHun ot 0
0o 3600 c. 3HaveHune no ymonyanuo — 300 ¢, TO eCTb 5 MUHYT.
timeout: ykasbiBaeT BpeMsa OXugaHua. 3HadeHue BapbupyeTcs OT
(nepeHanpaeneHne + 600) oo 64 800 c. 3HayeHMEe MO yMOMYaHUIO —
14 400, To ecTb 4 yaca
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
peXunm
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PykoBoactso no
NCNOSb30BaHMIO

Mocne BKNIOYEHUS VRRP Plus BpeMS nepeHarnpasneHns
yctaHaenueaeTcs Ha 300 ¢, a Tam-ayT no ymonyaHuio — Ha 14400 c.
Korga ycTpoicTBO HewcnpasHo, Backup-rpynna Bbligendet BUpTyanbHbIn
MAC-agpec HencnpaBHOro yYCTPOWCTBA APYroMy ycTpoucTBy. B TeyeHue
BpeMeHU nepeHanpasneHna Backup-rpynna npoaosmkaeT MCnofb30oBaTh
aT0T BupTyanbHbli MAC-agpec ona oteBeta Ha 3anpocbl ARP/NS. Tlo
ncTedeHMn BpeMeHu nepeHanpasnenns Backup-rpynna 6onbwe He
ncnonb3yet 3T0T BUpTYyanbHbln MAC-agpec ans oreeta Ha 3anpochl. 1o
UCTEYEeHUN BpemMeHu oxuaaHna Backup-rpynna yganget 3707
BupTyaneHblin MAC-agpec

HacTtpownka Beca, a Takke BepXHero u HuxHero noporos Backup-rpynnel VRRP

Plus

KomaHnga vrrp [ ipv6 ] group weighting maximum [ lower lower ] [ upper upper ]

Onucanue ipv6: ykasblBaeT, 4YTO aTa KOHUrypaumss npumensietca kK IPv6. [lo

napameTpoB YMOJYaHUIO KOHUrypauusa npumeHsietcs K IPv4.
maximum: ykasbiBaeT Bec Backup-rpynnbl. 3HavyeHue HaxoguTca B
AnanasoHe oT 2 o 254. 3HayeHne no ymonyaxumio — 100.
lower lower: ykasbiBaeT HWXHWA nopor Backup-rpynnbl. 3HadeHue
BapbupyeTcsa oT 1 o (makcumym - 1). 3HayeHue no ymonyarvuio — 1.
upper upper: ykasbiBaeT BepxHuh nopor Backup-rpynnbl. 3HaveHve
BapbupyeTCs OT HUXHEro 4o MakcumarbHOro. 3HavyeHune no yMonyaHuo —
100

KomaHgHbIn Pexnm koHdurypaumm nHtepdenca

pexvm

PykoBoacteo no
MCNONb30BaHNIO

Mocne BknoveHna VRRP Plus Bec, a Takke BEPXHUA N HWXHUI NOPOrU
Backup-rpynnel VRRP Plus HacTpamBatoTca no ymonyaHuio. Bel moxeTe
ncnonb3oBaTb 3Ty KOMaHOy ANs HACTPOMKU pasHbIX BECOB NS pasHbIX
YCTPOWCTB, 4TObbI Gonblue Tpaduka pacnpedensnocb Ha YCTPOMCTBO C
BonblWKMM BECOM U MeHbLUe Tpaduka pacnpenensanocb Ha YyCTPONCTBO C
MeHbLwnm BecoM. Korga Bec BVF B Backup-rpynne Huke HUXHero nopora,
BVF aBtomatmyeckun BbIXOOMT K3 ponu  nepecbinkn. Korga Bec
BOCCTaAHaBMMBaeTCA W CTaHOBUTCHA Bbllle BEPXHEro nopora, posb
nepecoisikn BVF aBToMatnyeckn BocCcTaHaBnMBaeTCcsl

Hactponka

¢yHKkumMn  3axBata nepecbinkn  (Forwarding  Seizure)

Backup-rpynnbl VRRP Plus

KomaHga vrrp [ ipv6 ] group forwarder preempt
Onuncanne ipv6: ykasblBaeT, 4YTO 3aTa KOHUrypaums npumensietca K IPv6. [lo
napameTpoB YMOMN4YaHUIO KoHUrypauma npumeHseTcs K IPv4.

group: ykasbiBaeT nageHtudpukatop rpynnsl VRRP
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KomaHgHbIn
pexnm

Pexum koHdurypaunm nitepderica

PykoBoacteo no
NCNONb30BaHMIO

Mocne skntoveHnst VRRP Plus dyHKLMS 3axBaTa NepechIfnikn BKIIKOYEHA MO
ymonyaHuio. VRRP Plus nogaepxvBaeT HacTponKy yHKUMM 3axBaTa
nepecbinikn  Backup-rpynnel. Korga Bec YycCTpoWctBa B COCTOSHWM
npocnywmBaHnua  okasblBaeTca  Oonblie Beca nepecbinakLero
YCTPOWCTBA, YCTPOMCTBO B COCTOAHUWM MPOCNYLUMBAHUS aBTOMAaTUYECKU
3axBaTblBaeT POSib MEPECHLUIKN Y MepechinaroLlero ycTponctea. To ecTb
YCTPOWCTBO C 6oree cunbHbIMM BO3MOXHOCTSIMM NEPECHINKN NepecbinaeT
nakeTbl, TOrga Kak YCTPOMCTBO C ©Oonee HU3KUMW BO3MOXHOCTAMM
NnepechIfik HAXOANTCA B COCTOSIHUN NPOCHYLUNBAHUS

Hactponka o6bekTa otcnexumBaHus Beca Backup-rpynnel VRRP Plus

KomaHga vrrp [ ipv6 ] group weighting track object-number [ decrement value ]
Onuncanne ipv6: ykasbiBaeT, 4YTO 3Ta KoHdurypaumsa npumeHdetca k IPv6. [Mo
napamMmeTpoB YMOJTHYaHUIO KOHUrypauusa npumensietcs K IPv4.
group: ykasbiBaeT ngeHtudukatop rpynnsl VRRP.
object-number: ykasbiBaeT HOMep OTcnexuBaemoro obwvekTa. [uanasoH
3HadeHun ot 1 go 700.
decrement value: yka3biBaeT BEC YMEHbLUEHMsI, Korda OObekT
OoTCrnexuBaHuss B HepaboyeM COCTOSHUM. 3HayeHue YMeHbLUeHUS
HaxoauTcsa B gnanasoHe ot 1 go 255. 3HayeHne no ymonyaHuio — 10
KomaHgHbIn Pexunm koHdurypaumm nHtepdenca
pexunum

PykoBoacteo no
MCNONb30BaHNIO

Mocne BkntoueHna VRRP Plus 06bekTbl OTCREXMBaAHUS NO YMOYAHUIO HE
HacTpavBatoTcs. [locne HacTpovku oObekTa OTCReXMBaHWUS 3Ha4YeHue
YMEHbLUEHMS MO YMOnyaHuo pasHo 10
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5.4.1.6. NMpumep KoHcpuUurypauum

BknroyeHne 6anaHcuMpoBKM Harpy3ku B rpynne IPv4 VRRP

CueHapun:
E}ill1.-'1-1_ _ _-Z.‘:!_U."f.
Router A Raouter B
BVG BVF
Wirtwal MAC:vmaci | Gi D0 G Wirtwal MAC vmac2
9 192168120124 4
1 e e |
| |
L 3 P i I
: = & = | - [ :
i HostT Hosts H.;s:?’ H‘-\:% :
IE.';.'-llr-;w.'-]y MAC: Gateway MAC: Gateway MAC: Gateway \-'IA(;':
I _¥macl __ __ wvmecl _ __wmac2 _ __ vmacZ _,
LAN,Default Gateway = 192.168.121
PucyHok 5-4.
LWaru e HactpownTte 0bbekT OTCNEXMBaHUSA COOTBETCTBEHHO Ha
HaCTPOMKK Mapwpytnsatope A u Mapwpytusatope B gns  oTtcnexueaHus
CoCTOsAHUA nokanbHoro nHrtepdgenca GigabitEthernet 0/14.

e Hactpoute rpynny VRRP n Bkntounte VRRP Plus cooTBeTCTBEHHO Ha
MapuwpyTtmsaTtope A n mapupytusatope B. HactponTe nokanbHble
IP-agpeca Tak, 4TobObI MapwpyTusatop A crtan ycrtponcteom BVG
(Master), a mapwpyTnsatop B ctan yctponctsom BVF (Backup).

e HacTtponte B3BELIEHHYIO MOMUTUKY  GanaHCMPOBKM  HarpysKku.
HacTtponte 0OOBLEKT OTCNexuBaHUS BecCa W YCTaHOBUTE 3HadeHue
yMmeHbLeHust Ha 100.

e CoxpaHunTe HACTPOMKKU MO YMOSYaHUIO NS Beca, BEPXHErO N HUXKHErO
noporos, BpeMeHW nepeHanpaBneHvs, TaWMm-ayTa W 3axeBaTa
nepeckbinkn Backup-rpynnbi.

e YCcTaHOBWTE agpeca LUM30B MO yMoOnyaHuio and xoctoB 1 n 4 B
nokaneHoM ceTu Ha BupTyanoHbin |P-agpec VRRP, 10 ecTb
192.168.12.1

MapLpy- QTECH A#config
TR QTECH A(config)#track 1interface GigabitEthernet0/14 line-protocol
QTECH A(config)#interface GigabitEthernet0/0
/I Ha kommyTaTtope ncnonb3yetcsa “no switchport”.
QTECH A(config-if-GigabitEthernet 0/0)#no switchport
QTECH A(config-if-GigabitEthernet 0/0)#ip address 192.168.12.3 255.255.255.0
QTECH A(config-if-GigabitEthernet 0/0)#vrrp 1ip 192.168.12.1
QTECH A(config-if-GigabitEthernet 0/0)#vrrp 1 balance
QTECH A(config-if-GigabitEthernet 0/0)#vrrp 1load-balancing weighted
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QTECH A(config-if-GigabitEthernet 0/0)#vrrp 1 weighting track 1 decrement
100
Mapuwpy- QTECH B#config

Tm3atop B QTECH B(config)#track 1interface GigabitEthernet0/14 line-protocol

QTECH B(config)#interface GigabitEthernet0/0

QTECH B(config-if-GigabitEthernet 0/0)#no switchport

QTECH B(config-if-GigabitEthernet 0/0)#ip address 192.168.12.2 255.255.255.0
QTECH B(config-if-GigabitEthernet 0/0)#vrrp 1ip 192.168.12.1

QTECH B(config-if-GigabitEthernet 0/0)#vrrp 1 balance

QTECH B(config-if-GigabitEthernet 0/0)#vrrp 1 load-balancing weighted

QTECH B(config-if-GigabitEthernet 0/0)#vrrp 1 weighting track 1 decrement
100

MpoBepka | 3anyctute komaHay show vrrp balance, 4Ttobbl 0TO6pa3nTb KOHMUrypawmo
rpynnbl VRRP Plus. Ecnn y Backup-rpynnbel ecTb 3agayn nepecbinkn naketos, B
cTonbue cepBepoB nepechisikn otobpaxaeTtcd «local», a Takke otobpaxaeTtca
BupTyanbHbii MAC-agpec, HasHavyeHHbIM 3aTon Backup-rpynne

Mapuwpy- QTECH A# show vrrp balance interface GigabitEthernet0/0
TM3aTop A State is BVG

Virtual IP address is 192.168.12.1

Hello time 1 sec, hold time 3 sec

Load balancing: weighted

Redirect time 300 sec, forwarder time-out 14400 sec
Weighting 100 (configured 100), thresholds: lower 1, upper 100
Track object 1, state: up, decrement weight: 100

There are 2 forwarders

Forwarder 1 (local)

MAC address:

0000.5e00.0101

Owner ID is 0000.0001.0006

Preemption disabled (BVG cannot be preempted)
Forwarder 2

MAC address:

08c6.b316.0201

Owner ID is 08c6.b322.33a3

Preemption enabled
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Mapuipy-
Tnsatop B

QTECH B# show vrrp balance interface GigabitEthernet0/0
State is BVF

Virtual IP address is 192.168.12.1

Hello time 1 sec, hold time 3 sec

Load balancing: weighted

Redirect time 300 sec, forwarder time-out 14400 sec
Weighting 100 (configured 100), thresholds: lower 1, upper 100
Track object 1, state: up, decrement weight: 100

There are 2 forwarders

Forwarder 1

MAC address:

0000.5e00.0101

Owner ID is 0000.0001.0006

Preemption disabled (BVG cannot be preempted)
Forwarder 2 (local)

MAC address:

08c6.b316.0201

Owner ID is 08c6.b322.33a3

Preemption enabled

BknroyeHne 6anaHcuMpoBKU Harpy3ku B rpynne IPv6 VRRP

CueHapun:

Gi 0414 Gi 014
Router A Router B
BWG BWF

Wirtual Gateway
Gioo FEBOUB oo
20008 "

2000164

Wirtual MAC vmac2
20000 TG4

YWirtual MAC wmac
2000:-6/64
1

Haost Host Hast Host 4
Gateway MAC: Gateway MAC: Gateway MAC: Gateway MAC:
__ymacl __ _ A vmacl ____vmacz _ ___ vmacZ _ _|

LAN Default Gateway = 2000::8

PucyHok 5-5.
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Larn

e Hactponte rpynny IPv6 VRRP wn Bknwounte IPv6 VRRP Plus

HaCTPOWMKU COOTBETCTBEHHO Ha MapupyTtusaTope A ©n MapwpyTtmsatope B.
HactponTte npuoputeTbl Takum obpas3om, 4ToObl MapwpyTtnsatop A
ctran yctpouctBom BVG (Master), a wmapwpytmsatop B cTan
yctponcteom BVF (Backup).

e HacTtponTe B3BELUEHHYIO MOMUTMKY OGanaHCMPOBKM Harpy3kv Aans
Backup-rpynns! IPv6 VRRP Plus.
e CoxpaHuTe HaCTPOMKM NO YMOMYaHUIO ON1S1 Beca, BEPXHErOo N HUXHEro
NnoporoB, BPEMEeHW nepeHanpasneHns, TanWM-ayTa W 3axeaTa
nepechbinkn Backup-rpynmbi.
e YcTaHOBWUTE agpeca LUM30B N0 YMOMYaHuMo Ans XoctoB ¢ 1 Mo 4 B
nokaneHou ceTn Ha 2000::8
Mapuwpy- RouterA#config
Tn3atop A

RouterA(config)#interface GigabitEthernet0/0

/I Ha kommyTaTtope ucnonb3yetca “no switchport”.
RouterA(config-if-GigabitEthernet 0/0)#no switchport
RouterA(config-if-GigabitEthernet 0/0)#ipvé address 2000:6/64
RouterA(config-if-GigabitEthernet 0/0)#vrrp 1ipvé fe80:8
RouterA(config-if-GigabitEthernet 0/0)#vrrp 1ipv62000::8
RouterA(config-if-GigabitEthernet 0/0)#vrrp ipvé 1 priority 120
RouterA(config-if-GigabitEthernet 0/0)#vrrp ipvé 1 load-balancing weighted
RouterA(config-if-GigabitEthernet 0/0)#vrrp ipvé 1 balance

MapLupy-
Tnsartop B

RouterB#config

RouterB(config)#interface GigabitEthernet0/0
RouterB(config-if-GigabitEthernet 0/0)#no switchport
RouterB(config-if-GigabitEthernet 0/0)# ipvé address 2000:7/64
RouterB(config-if-GigabitEthernet 0/0)#vrrp 1ipvéfe80:8
RouterB(config-if-GigabitEthernet 0/0)#vrrp 1ipv62000::8
RouterB(config-if-GigabitEthernet 0/0)#vrrp ipvé 1 load-balancing weighted
RouterB(config-if-GigabitEthernet 0/0)#vrrp ipvé 1 balance

lMpoBepka

3anyctute komangy show ipv6 vrrp balance, u4ToGbl 0OTOOpasnTb
koHdurypaumio rpynnel VRRP Plus. Ecnn y Backup-rpynnbl ectb 3agauqn
nepecbIfikiu NakeToB, B cTonbue cepBepoB nepechbinkn otobpaxaeTcs «localy, a
Takke oTobpaxaeTca BupTyanbHbii MAC-agpec, HasHaYeHHbI 3TOW
Backup-rpynne

MapLupy-
Tnsatop A

RouterA# show ipvé vrrp balance interface GigabitEthernet0/0
GigabitEthernet 0/0 - Group 1
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State is BVG

Virtual IPv6 address is as follows:

FE80:8

2000:8

Hello time 1 sec, hold time 3 sec

Load balancing: weighted

Redirect time 300 sec, forwarder time-out 14400 sec
Weighting 100 (configured 100), thresholds: lower 1, upper 100
There are 2 forwarders

Forwarder 1 (local)

MAC address:

0000.5e00.0201

Owner ID is 08c6.b3fb.96f3

Preemption disabled (BVG cannot be preempted)
Forwarder 2

MAC address:

08C6.B372.7701

Owner ID is 08c6.b3fb.6c42

Preemption enabled

MapLupy-
Tnsartop B

RouterB# show ipvé vrrp balance interface GigabitEthernet0/0
GigabitEthernet 0/0 - Group 1

State is BVF

Virtual IPv6 address is as follows:

FE80:8

2000::8

Hello time 1 sec, hold time 3 sec

Load balancing: weighted

Redirect time 300 sec, forwarder time-out 14400 sec
Weighting 150 (configured 150), thresholds: lower 1, upper 100
There are 2 forwarders

Forwarder 1

MAC address:

0000.5e00.0201

Owner ID is 08c6.b3fb.96f3

Preemption disabled (BVG cannot be preempted)

Forwarder 2 (local)
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MAC address:
08C6.B372.7701

Owner ID is 08c6.b3fb.6c42
Preemption enabled

5.4.1.7. PacnpocTpaHeHHble OWNOKKN

VRRP Plus He pencTtByeT, MockornbKy BupTyanbHbln |IP-agpec VRRP He HacTpoeH ans
CBSA3aHHOW rpynnbl.

5.5. MoHUTOpPUHr

5.5.1. OTobpaxeHue

OnucaHue KomaHga

OTobpaxaeT KpaTkyto unu nogpobHyto | show [ ipv6 ] vrrp balance
koHdurypauuto VRRP Plus

Otobpaxaet pencteus rpynnel VRRP | show [ ipv6 Jvrrp balance interface
Plus Ha yka3aHHOM UHTepdence

5.5.2. OTnagka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MpU BbIBOAE OTNag04YHOM MHdopMaumun. Noatomy
OTKMNtoYanTe OTNagaKy cpasy nocne UCMnosib30BaHUS.

OnucaHue KomaHga

Otnagka dyHkunn VRRP Plus debug [ ipv6 ] vrrp balance
OTtnagka owmnbkok debug[ ipv6 ] vrrp balance error
Otnagka cobbitui rpynnel VRRP Plus debug [ ipv6 Jvrrp balance event

Otnagka coobuweHnn mexay moaynem | debug[ ipv6 ] vrrp balance messages
VRRP 1 mogynem otcnexunsaHus

Otnagka naketoB VRRP Plus debug[ ipv6 Jvrrp balance packets

Otnagka ctatyca rpynnsl VRRP Plus debug [ ipv6 ] vrrp balance state

Otnagka Tanvepos rpynnel VRRP Plus debug vrrp balance timer
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6. HACTPOUKA BFD
6.1. O630p

C6owu cBsA3n npepbiBatoT paboTy ceTv U, Takum obpasom, BNMsT Ha ycnyru. MoaTomy oveHb
BaXKHO ObICTPO OGHapyxmBaTb COOM CBSI3W Ha KaHanax C COCeaHUMW YCTpoWCTBamu, YTOObI
obecneynTb CBOEBPEMEHHbIE AENCTBUA U AOCTYNHOCTL ycnyr. OBHapykeHue ABYyHanpaBneHHo
nepecbinku (BFD) obecneunBaeT MeTon ObICTPOro OGHapYXeHUsI BO3MOXXHOCTU COeAUHEHUSI
NyTU NepPechbINKN Mexay OBYMS COCEAHMMM MapLUPyTM3aTOpaMu C He MOMHON Harpyskon. OH
MOXeT ObIcTpo OBGHapyxuBaTb COOM Ha MyTU ABYHaNpaBfieHHOW MEPECHINKW MeXay ABYMs
MapLupyTU3aTopamn s NPOTOKONIOB BEPXHETO YPOBHSI, TAKUX KaK NPOTOKOSbI MapLUpyTU3aLmm
M MHOronpoTOKOSbHas kKoMMyTaumsi no meTkam (MPLS). B pesynbtate Ansi nopepkaHusi
NPOM3BOANTENBHOCTY CYLLIECTBYIOLLEN CETU UCMOMNb3YEeTCS PE3EPBHLIN NyTb NEPECHISKA.

6.1.1. NMpoToKonbl U cTaHAAPTDI

o draft-ietf-bfd-base-09: obHapyxeHWe AByHanpaBneHHOW NePecChIsKu.
e draft-ietf-bfd-generic-05: o6wwee npumeHeHne BFD.

e draft-ietf-bfd-mib-06:  uHdopmaumoHHas  Gasa  ynpaBneHus  obHapyxeHuem
ABYyHanpaBeHHOW NePECHISKM.

e  draft-ietf-bfd-v4v6-1hop-09: BFD ans IPv4 n IPv6 (Single Hop).
e draft-ietf-bfd-multihop-07: BFD ans IPv4 v IPv6 (Multi-hop).
e draft-ietf-bfd-mpls-07: BFD gna LSP MPLS.

NMPUMEYAHMUE: B HacTtosiwee Bpems draft-ietf-bfd-mib-06 n draft-ietf-bfd-multihop-07 He
NOAAEPXKNBAIOTCS.

6.2. NMpunoxeHusn

MpunoxeHue OnucaHue

Mogoepxka BFD  gna | OSPF mncnonb3yet BFD gnsa 6bicTporo onpegeneHus cratyca
OSPF cocena

Mogoepxka BFD  gnga | Ctatnyeckas mapLlupyTusaumns ncnonos3yet BFD gns 6eictporo
CcTaTn4eCckon onpegeneHns JOCTYNMHOCTU MapLupyTa next-hop
MapLipyTM3aumm

6.2.1. Noppepxka BFD gna OSPF
6.2.1.1. CueHapun

Mpotokon Open Shortest Path First (OSPF) guHamnyeckn obHapyxuBaeT coceaHun ysen c
nomowibto naketoB npueetcTBusa (hello packets). MNMocne BkntoyeHuss BFD yctaHaBnuBaeTcs
ceaHc BFD c cocegom, Haxogawmmcs B nonHon 6nmsoctu, Anga onpegenenns cratyca cocefa.
Korga cocegHun yaen BbIxoguTt n3 ctposi, OSFP HeMeaneHHO BbINOSTHAET KOHBEPreHLUMIO CETU.
Bpems cxoanmocTn MOXXHO cokpaTuTb co 120 cekyH (N0 YMONYaHUIO B HELLMPOKOBELLATENTbHON
ceTn npmuBeTCcTBeHHbIe NakeTbl OSPF nepepatTca ¢ uHTepsanom B 30 cekyHA, a BpemMs oTkasa
cocefHero y3na B YeTblpe pa3a npesblwaeT nHTepsarn, To ecTb 120 cekyHA) 40 1 ceKyHAabl.

B kauecTtBe npumepa npusedeH cnegyowmin pucyHok. Mappytmnsatop A n mapipytmsatop B
NoaKIMtoYeHbl Yepe3 KommyTaTtop ypoBHA 2, OSPF HacTpoeH Ha MaplipyTtusatopax and

139

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

HaCTpOVIKa BFD W

yCTaHOBMEHMA MapupyToB, a noggepxka BFD ana OSPF BknwyeHa Ha WHTepdpencax
MapLwpytusatopa A M mapuwpyTtusatopa B. Korga cBaAsb mexay MapupyTtusatopoMm B wu
KOMMYTaTOPOM YPOBHS 2 BbIXOAUT U3 cTposi, BFD moxeT GbICTpO 06HapYXnTb HEMCNPAaBHOCTb
n coobwmtb 06 aTomM B OSPF, 4To6bI MHNMUMMPOBaTL GbICTPYIO KOHBEpreHumio OSPF.

e —————

.J"J-r i
| GE11 7 g GE 2/1

[ -
|1:_2.163 | 124 ‘,\Ng 192,168.3.1/24

PucyHok 6-1.

A 1 B aBnsalTcs maplupytmnsatopamu.
KoMmmyTaTtop — 3TO KOMMYTaTOP YPOBHSA 2.
A 1 B nogkntoyeHbl Yepes koMMyTaTop YPOBHSA 2.

6.2.1.2. PasBepTbiBaHue

e Hactponte IP-agpeca gnsi B3anmocCBs3aHHbIX MHTEPKENCoB MapLupyTusatopa A u
MapLupyTusaTopa B.

o 3anyctute OSPF Ha mapwpyTusatope A n mapipyTtumsaTtope B.

e YcTtaHoBuTe napameTpbl BFD Ha B3aMMoCBs3aHHbIX MHTepdencax mappyTtnsatopa A
M MapLpyTtmnsartopa B.

o Bkntouute nogaepxky BFD gns OSPF Ha maplpyTtusatope A n maplipytmusaTtope B.
6.2.2. Moppepxka BFD ansa ctatu4yeckon mapipytusauum

6.2.2.1. CueHapum

Mopaepxka BFD gna  craTuyeckoun MapLpytmsaumMm  npegoTBpawiaeTr  Bblbop
MapLupyTM3aTopamMmm OLMBOYHOro CTaTUYECKOro MapLipyTta B KavecTBe MyTW MNepecblsikn u
obecrneymBaeT ObICTPOE OTKMOYEHVE MapLUpyTU3auum npu oTKase, UCMNONb3ys OOCTYMNHbIN
pe3epBHbI MyTb MNePechInKu.

B oTnuuyme oT NpOTOKONOB AMHAMUYECKOW MapLllpyTusaumu, ctatmdeckas MapLipyTmsaumns He
nmeet mexaHmama obHapyxeHus cocegen (ND). Korga BFD noggepxvBaeT cTaTU4ecKyto
MapLUpyTM3aLmio, JOCTYMHOCTb CTAaTMYECKOro MapLipyTa ang next-hop 3aBMCUT OT COCTOSIHUSA
ceaHca BFD. B cnyyae cbosi ceaHca BFD next-hop cratuyeckoro mapupyTta cuyumTaeTcs
HegOCTWXUMBLIM 1 He ByaeT gobaeneH B 6a3y nHgpopmaumm o mapipytnsauum (RIB).

B kayecTBe npuMmepa npusedem crieayrowmnn pucyHok. MapwpyTtmnsaTtop A 1 mapipytusatop B
NOOKIMIOYEHbl Yepe3 KOMMYTaTop YPOBHS 2, Ha MapLllpyTusaTtopax HacTpoeHa cTaTudeckas
MapLpyTMsaums AN YCTaHOBMNEHWA nyTerd nepecbiriki, a noadepxka CTaTUdecKon
MapLwpyTtmsauum BFD BknoveHa Ha MHTepdencax MapLlupytmusatopa A n maplipyTtusatopa B.
Korga cBsisb Mexay MapLlpyTnsaTtopom B 1 koMmyTaToOpoM YpOBHSA 2 HeucnpaBHa, BFD moxeT
ObICTPO 0BHaPYXUTb HEUCMPABHOCTb M COOBLNTE O HEW CTaTUYECKON MapLipyTusaumm, 4tobbl
3acTaBUTb CUCTEMY yaanuTb cTaTMyecknii mapLipyT n3 RIB, Tem cambiM npegoTepaluasi owmnbkm
MapLUpyTM3aLnn.
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192 168.2.1/24

1/24

182 .168.3

192 168.1.1/24
Switch

Area 0

PucyHok 6-2.

A 1 B aBnsaloTcs mapLupytmusatopamu.
KoMmmyTaTtop — 3TO KOMMYTaTOP YPOBHSA 2.
A 1 B nogkntoyeHbl Yepes KOMMYTaTop YPOBHS 2.

6.2.2.2. PasBepTbiBaHue

e HactponTte IP-agpeca Ans B3anMMOCBSI3aHHbIX MHTepdeiicoB maplupytusaTopa A u
mMapLupytusaTopa B.

e HacTtponTte  cTaTudeckylo — MaplipyTMsauuio  Ha  Mapwpytusatope A wn
MapLupyTusaTope B.

e YcTtaHoBuTe NnapameTpbl BFD Ans B3anmMocBsA3aHHbIX MHTEpPdencoB MapLupyTnsaropa
A v mapupyTtusartopa B.

e Bknounte nogaepxky BFD ansa ctatnyeckon MapLupyTmnsaumm Ha maplipytusatope A
n mapupyTtusaTope B.

6.3. PyHKLUMN

6.3.1. BasoBble KOHUEeNnTbl

dopmaT nakeTa

MakeTbl OGHapyxeHusi, nepefaBaemble BFD, npeacrtaensaioT cobor nakeTbl NpoToOkona
nonb3oBartenbckux gatarpamm (UDP), KoTopble nogpasgensaoTca Ha ynpaBnsowme nakeTol 1
3X0-NakeTbl. OXO-MakeTbl KacalTCA TOMbKO NOKanbHOM cuctembl ceaHca BFD. [Moatomy ux
dopmaThl He ykasaHbl. BFD onpegensieT popmMat TONbKO YNpaBnsaoLLmMX NakeToB. B HacTosiwee
Bpemsi cywiecTtByeT aBe Bepcum (Bepcusi 0 1 Bepcusa 1) cdopmata ynpaBnsowmMx MakeToB.
Bepcna 1 ncnonb3yetcsa No ymOn4YaHUIO And ycTaHoBneHus ceaHca BFD. Ecnum ycTponcTteo
nonyyaet nakeTbl Bepcun O OT peer-cUCTeMbl, OHO aBTOMATUYECKM MepeknyaeTca Ha
Bepcuto 0.

0 1 2 3
012345678901 23456789012345678901
+—+—t—F—F b~~~ b+
|[Vers | Diag [StalPIFIC|AIDIN] Detect Mult | Length |
+——t—F—F—t—+ b+~~~ b~~~ ——+
| Mv Discriminator |
+———————
| Your Discriminator |
+———————
| Desired Min TX Interval |
e L O S O S e L .
| Required Nin EX Interval |
+—+—t—F—F b+~~~ b+
| Required Min Echo EX Interwval |
b+~~~ b~~~ ——+

PucyHok 6-3.
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MNMone OnucaHue

Vers Yka3sbiBaeT Homep Bepcun npoTtokona BFD, koTopbin B HAcTosiLLiee BpeMs
paBeH 1

Diag YKkasbiBaeT MNpUYMHY NOocCneaHero W3MEHEHMsI COCTOSHMS CceaHca
NOKanbHOM CUCTEMbBI, B TOM YMCHE:
0 — HeT gmnarHocTtukm.
1 — Bpemsi 06Hapy>XeHUs1 KOHTPOMSA UCTEKNO.
2 — ®yHKums axa (Echo) He yaanace.
3 — Coceq coobLumn 006 OTKIIIOYEHUN ceaHca.
4 — COpoc NiocKocTM Nepeaapecaumn.
5 —lNMyTb He B pabo4em COCTOSAHMM.
6 — O6beaANHEHHbIV NYTb He B paboyeM COCTOSHUN.
7 — AOMUHUCTPATMBHO He B paboyem COCTOSHUK

Sta YKka3blBaeT COCTOSAHME nokanbHoro ceaHca BFD, Bkntoyas:
0 — AdminDown.
1 - Down.
2 — Init.
3-Up

P YkasblBaeT, 4To nepegatyuk B ceaHce BFD gobaenseT aToT 61T B 3anpoc
NPOBEPKM MpU UBMEHEHMN NapaMeTpa, OXunaas oTBeTa peer-ysna

F YkasbiBaeT OuT, KOTOPbIN AOJIKEH OblTb YCTAHOBMNEH B OTBETHOM MakeTe
ans oteeTa Ha out P

C YkasbiBaeT, 4To control plane HesaBucuma. Ecnm  yctaHoBRneHo,
n3mMeHeHusi control plane He BnusAlT Ha oGHapyxeHne BFD. Hanpumep,
ecnu control plane saensetca OSPF, npu nepesanycke OSPF wunu
nnaBHoM nepes3anycke (GR) BFD moxeT npogomkatb onpenensitb
COCTOSIHME KaHana

A YkasblBaeT Ha Hanuuue ayteHTudukaumum. Ecnu yctaHoBneHo, ceaHc
[OIKeH ObITb ayTEHTMULMPOBAH

D YkasbiBaeT Ha 3anpoc no TpeboBaHuto. Ecnv aTOT napameTp yCTaHOBNEH,
nepeaaTtyuk xxenaet obHapyxmBaTb COEQNHEHMS B pEXMME NO 3anpocy

M YKkasbiBaeT  MHOrotodeyHbln  (multipoint) 6ut, kKoTOopbIN  OBygeT
MCnonb3oBaTbCsl B pacCLUMPEHUsIX  «TOYKa-MHOrotodka»  (point-to-
multipoint). B HacTosiLee Bpemsi OH OOIKeH BbITb yCTaHOBMNEH Ha 0
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Mone OnucaHue

Detect Mult YKkasbiBaeT MHOXMTENb BpeMeHn oxugaHmsa obHapyxeHusa. OH
ncnonb3yetTca  OEeTEeKTOPOM AN pacyeTa BPEMEHM  OXuaaHust
oBHapyxeHns

Length YKkasblBaeT ASIMHy nakeTa

My Discriminator

YkasbiBaeT guckpnmmHatop local end, nogkntoyeHHoro ceaHcom BFD

Your
Discriminator

YKasblBaeT guckpuMmHaTop remote end, noakntoyeHHoro ceaHcom BFD

Echo RX Interva

Desired Min Tx | Yka3blBaeT MWHMManbHbIA  MHTEpBan nepegadnm naketos BFD,
Interval nogaepxneaembl local end
Required Min RX | Yka3blBaeT MUHUMarnbHbIM WHTEepBan nonyyeHus naketos BFD,
Interval nogaepxunsaemobin local end
Required Min | YkasbiBaeT MUHUMaIbHBIN NMHTepBan npuema 39X0-NaKeToB.,

nogaepxusaemsblin local end. OH ycTaHaBnuBaeTcsa paBHbiM 0, ecnv local
end He nogaepxmBaeT PYHKUMIO axa

Auth Type

(OnuunoHanbHO) YKasbiBaeT TMM ayTeHTUMKALMMK, B TOM YUCTIE:
e [IpocTon naponb (Simple Password)
e Keyed MD5
e Meticulous Keyed MD5
e Keyed SHA1
e Meticulous Keyed SHAL

Auth Length

YKasblBaeT ANVHY AaHHbIX ayTeHTUdUKauum

Authentication
Data

YkasbiBaeT 06nacTb JaHHbIX ayTEHTMdMKaLUK

CraTtyc ceaHca
CeaHc BFD moxeT HaxoguTbcs B flo6OM M3 YeTbIpEX OCHOBHBIX cocTosiHMIA: Down, Init, Up u

AdminDown.

1. Down: yka3sbiBaeT, YTO CeaHC HaxoOMUTCHA B COCTOAHMN Down nnu TOSIbKO YTO
YCTaHOBIIEH.

2. Init: ykasblBaeT, YTO floKanbHasi CMCTEMa CBsi3anach C PEer-ccTeMomn 1 XoueT
nepeBecTy ceaHc B cocTosiHue Up.

3. Up: ykasbiBaeT, YTO CeaHC yCreLHO cornacoBaH.

4. AdminDown: yka3blBaeT, 4TO CeaHC HaxoamTcs B cocTosiHumM AdminDown.

BFD nepeHocuT state machine Ha OCHOBE COCTOSIHMS NOKanbHOrO ceaHca M MNOJTyYEeHHbIX
naketoB BFD oT peer end.
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State machine BFD ycTaHaBnuBaeTcs v OTKIIIOYAETCS C UCMOoSb3oBaHNEM MexaHn3ma three-way
handshake (TpexcTopoHHero pykonoxartusi), 4ToObl rapaHTUpoOBaTb, YTO 06a KoHua 3HatT 06
n3MeHeHuu cTaTtyca.

MHTepBan nepeaaum u Bpems oGHapyXeHus

O6a KoHua cornacoBbiBalOT napameTpbl BFD BO Bpemsi yctaHoBneHusa ceaHca BFD, y4TtoGbl
onpeaennTb MHTEpBan nepeaayn n Bpems obHapyXeHus.

MNMocne ycTaHoBneHuss ceaHca BFD 06e CTOpPOHbI MOryT AMHAaMMW4YECKM COrnacoBbiBaTb
napameTpbl BFD (Hanpumep, MUHUManbHbIA MHTEPBanN nepegayn U MUHUMAarnbHbIA UHTEpBarn
npuema). Mocrne Toro, Kak NPOTOKOIbl HA 06OMX KOHLAX NepeaatoT COOTBETCTBYIOLME MaKeTbl
COrnacoBaHusi, OHM NPVHUMAOT HOBbIN UHTEPBAN nepeaayYn u Bpems 0GHapyXeHUs, He BrNuss
Ha TeKyLlee COCTOsIHMe ceaHca.

6.3.1.1. O630p

Ocob6eHHOCTb OnucaHue

YcTaHoBneHue YcTtaHasnusaeT ceaHc BFD
ceaHca BFD

O6HapyxeHue BbicTpo o6HapyxuBaeT AByHaNpaBeHHbIN NyTb NePeChINKU
ceaHca BFD

Mogoepxka  BFD | BeicTpo o6bsaBnsAeT pesynbtat obHapykeHua BFD
ON9 NPUIIOXKEHUN

3awmTa BFD 3awuuaet BFD ot aTtak anga ctabunbHocTU
BFD Flapping | 3awuwaer CcrabunbHOCTb CBSI3A@HHbIX MPUITOXEHWA B criydae
Dampening HecTabunNbHOCTM NUHUU

6.3.2. YcTaHoBneHue ceaHca BFD

O6HapyxeHne BFD HaunHaeTcs ¢ ycTaHoBneHus ceaHca BFD.

6.3.2.1. MprHUMN paboTbl

Mpouecc ycTaHOBNeHUs ceaHca

Cam BFD He moxeT obHapyxunTb cocefen. EMy Hy)XeH MpOTOKON BEPXHEro YpOBHSI, YTOObI
ykasaTb cocefia Af1s yCTaHOBMNEHUSA CeaHca.

Kak nokasaHo Ha cnegyrowem pucyHke, Asa mapwpytusatopa ¢ OSPF 1 BFD nogknto4deHbl
yepes KOMMyTaTop YPOBHS 2.
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OSsPF O5PF
DSPF
-
2 1 3
k|
| GE 1/1 g GE 2/1
| 192 168.1. |-'2—'$ 192.168.3.1/24 192 168.2.1/24
A Switch

PucyHok 6-4.

Mpouecc yctaHoBneHus ceaHca BFD:

o  OSPF obHapyxunBaeT cocefa v yctaHaBnmMBaeT C HUM COeAMHEHME.
o  OSPF uHcTpykTMpyeT BFD ycTaHOBUTbL CeaHC C COCEAHNM YCTPOMCTBOM.
e BFD yctaHaBnueaeT ceaHC C coceaoM.
Pexxum yctaHoBneHusi ceaHca BFD
MpoTtokon BFD ykasbiBaeT, 4To ceaHC BFD MoOXeT ObITb YCTAHOBMNEH B IBYX PEXUMaX:

e AKTUBHbIN pexunm

lMepen ycrtaHoBneHvem ceaHca BFD aktuBHO nepedaeT ynpaBnsalowWMA  NakeT nng
yCcTaHoBreHusa ceaHca BFD He3aBMCMMO OT TOro, Mony4aeT fiv OH ynpaBnswoWwmMin nakeT Ans
ycTaHoBneHus ceaHca BFD ot peer end.

e [laccuBHbIN pexum

BFD He nepefaeT akTUBHO ynpaBnsoWMn NakeT ansa ycraHoBneHmsa ceaHca BFD go Toro, kak
ceaHc OygeT yCTaHOBMEH, a X4EeT, NoKa He Mony4vuT ynpaBnslowWwmi nakeT gns yCTaHOBNEHUS
ceaHca BFD ot peer end.

MPUMEYAHUE: naccmBHbIN peXUM B HAcTosLLiee BpeMsi HE NoAAepKMBaeTCs.

CornacoBaHue napameTpoB ceaHca BFD

O6a koHua cornacoBbiBalOT nNapaMeTpbl ceaHca BFD Bo Bpems ycTaHoBneHusa ceaHca BFD,
yTOObl ONpenenuTb UHTepBan nepegaun n Bpemsi obHapyxeHus. ObpaTuTe BHMMaHME Ha
cnegyowme MOMEHTbI:

e [lapameTpbl ceaHca BFD (Bkntouasa Desired Min Tx Interval, Required Min RX
Interval, n Detect Mult) gomkHbl OblTb yCTaHOBMEHbLI ANS UHTEPdENCOB Ha 06OMX
KoHUax. B npoTtnBHOM crniydae ceaHc BFD He MOXeT OblTb YCTaHOBIIEH.

e VHTepdencbl Ha 000MX KOHUAxX COrfacoBbiBalOT MapaMeTpbl ceaHca BFD wu
ornpenensT ceaHC Ha OCHOBE NapamMeTpoB BO BpeMs yCcTaHOBNeHUA ceaHca BFD.

e [locne ycraHoBneHnunsa ceaHca BFD o6e CTOpOHbI MOryT AMHAMWYECKN COrnacoBbIBaTb
napameTpbl BFD (Hanpumep, MMHMManbHbIA WUHTEpPBaN nepegayn 1 MUHUMAaIbHbIN
nHTepsan npuema). [locne TOro, kak MPOTOKOMbl Ha OBOMX KOHUax nepenatT
COOTBETCTBYIOLLME NaKeTbl COrnacoBaHWs, OHY NPUHUMAKOT HOBbLIV MHTEpBan nepeaayu
1 BpeMsi OGHapy>XeHusi, He BN Ha TeKyLlee COCTOsIHMe ceaHca.

6.3.3. ObHapyxeHue ceaHca BFD

O6HapyxeHne kaHana HadvMHaeTcsa nocrne yctaHoBrneHusa ceaHca BFD. BFD nepuoguyecku
nepepaet nakeTbl ynpasneHms BFD. Ecnn emy He yaaeTtcs nonyyunTb naketsl BFD oT peer end
B TeYeHWe BpeMeHN OBHapyXXeHUs, OH CYATaET, YTO CeaHC OTKIYEH, 1 YBeAOMISEeT CBA3aHHOe
npunoxeHve o6 yCKoOpeHUN KOHBEPreHLUMN.
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6.3.3.1. MprHUKMN paboTbl

Mpouecc obHapyxeHusn

Kak nokasaHo Ha cnefywollem pucyHke, Asa mapuipytusatopa ¢ OSPF u BFD nogkntoyeHsb!
yepes KOMMYyTaTop YPOBHS 2.

OSPF OSPF
QSPF
-4 >
3 4 3
BFD
< 2
| GE 1/1 g S GE 2/1 -
| 192 168.1. I-'E—’g 152.168.3.1/24 V 192 168.2.1/24
A Switch

PucyHok 6-5.

Mpouenypa o6paboTkm nocne oTkNoveHus ceaHca BFD:

o (CbHon cBA3n Mexay MapLIpyTn3aTopoM A n KOMMYTaToOpPOM.
e CeaHc BFD mexay mapLupytusaTopoMm A 1 MapLUpyTU3aTopom B oTknoYeH.

e BFD yeegomnseT nokanbHbin OSPF 0 TOM, 4YTO NyTb NEPECLISIKU K COCeAHEMY Y3y
HeucrnpaeeH.

e OSPF ykasbiBaeT cocega B ctaTyc «He ucnpaseH» (Down). Ecnv pesepBHbI NyTb
nepecbinikn OCTYMNeH, OH 3anyckaeT KOHBEpPreHuM npoToKona, YTobbl BKMOYUTH
anbTepHaTUBHbIN NyTb NEPECHISKN.

Pexxum oGHapyxeHus
BFD noggepxuBaeT criegytoLmne pexxumbl 0OHapyXeHns:

o ACMHXPOHHbIN pPeXUM

B acuHXpoOHHOM pexume CUCTEMbI Nepuoauyeckn nepenaroT Apyr Apyry NakeTbl yrnpasreHus
BFD. Ecnn cucteme He ygaeTcsa nonyynTb nakeTobl ynpaeneHus BFD oT peer end B TeyeHne
BpeMeHN 0OHapy>KeHUs, OHa OODBSBIISET, YTO CEaHC OTKITHOYEH.

e Pexum 3anpoca

B pexume 3anpoca npeanonaraetcd, YTO Kaxdas cuctemMa WMMeeT He3aBUCUMMbIA MeTo[q
NnoATBEepXXAeHNA CBOEW CBA3WM C ApyrMMmun cuctemamu. [locne ycrtaHosrnenus ceaHca BFD
cucTemMa npekpawaeT nepegady ynpaensawowmx naketoB BFD, ecnu Tonbko en He TpebyeTtcs
siBHasi NpoBepka nogkroveHnd. B Takom cnydyae cuctema nepegaet naket ynpasneHus BFD c
nocnegoBaTenbHOCTbIO KagpoB. Ecnn cucteme He yaaeTcs NOnyyYnTb BO3BPaLLEHHLIN MakeT B
TeyeHne BpeMeHu OOHapyXeHusi, oHa 0ObABMSET, YTO CeaHC OTKMYeH. Ecnn oH nony4vaet
OTBET OT peer end, NyTb NepPechbISIKN AOCTYMNEH.

e Pexum axa

B axo-pexume nokaneHasi cuctemMa nepuoamndeckn nepenaet axo-naketol BFD, a yganeHHas
cucTema nornyyaeT v BO3BpallaeT nakeTbl NO NyTW nepecbiniku. Ecnn nokanbHas cuctema He
MOXET MOMy4YuTb HECKONbKO MocrnedoBaTeslbHbIX 3XO-MakeToB B TeYeHWe BpeMeHU
oBGHapyxeHnsa, oHa Ob6bABMSET, YTO CeaHC OTKIYEH. PyHKUMIO 3Xa MOXHO WMCMONb30BaTb
BMeCTe C ABYMS NpeabiayLmnMmn pexxmmamMmm obHapyxeHns. PyHKumna obHapyKeHNs 3X0-NakeToB
He TpebyeT yyactua control plane ypaneHHom cucTtembl. [MakeTbl BO3BpawialTCa 4Yepes
forwarding plane yganeHHom cuctemsbl, YTO CHUXaAET 3a4epXKy n obecneunBaeT 6onee 6bicTpoe
obGHapyxeHne ownboKk MO CpaBHEHUIO C Nepedaden KOHTPOSNbHbIX MakeToB. BkntouveHune
YHKUMM  3Xa B ACUHXPOHHOM pEeXMME MOXET 3HaYUTeNbHO YMEHbLWUTb nepefadvy
YyNpaBnsoWmx NakeToB, NOCKONbKY OOHapyxeHue BbINONHAETCS yHKUMen axa. BknoyeHue
bYyHKUMM 3Xa B pexMMe 3anpoca MOXET MOSTHOCTBIO OTMEHUTL Nepeaavy yrnpasnsaoLwmx NakeTos
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nocne yctaHoBneHus ceaHca. OyHKUMA 9xa AOMmKHa ObiTb BKNOYEHa Ha 060MX KOHLax ceaHca
BFD. B npoTuBHOM cnyyae yHKUNSA 3xa He AenCTByeT.

NMPUMEYAHMUE: pexum 3anpoca He NoadepXkmBaeTcsa U B HacTosiLee BpeMsi He MOXET ObITb
HaCTPOEH.

NMPUMEYAHMUE: Tonbko ceaHc BFD Bepcun 1 nogaepkmeaeT axo-pexum BFD.

MPUMEMAHUE: sxo-pexunm He nogaepxuBaeTcs ans ceaHca IPv6 BFD ¢ nokanbHbIM agpecom
KaHana B Ka4eCcTBe UCXOAHOro uUnm LeneBoro agpeca.

6.3.4. Noppepxka BFD ana npunoxeHun

Bnarogaps nopoepxke BFD cBA3aHHble MPUNOXEHUS MOMYT WCMNOMb3oBaTh ObICTpoe
obHapyxeHue owmnbok BFD gnga noBbILWEHWS] NPOU3BOAUTENBHOCTM KOHBEPTrEHLMM MPOTOKOSIOB.
Kak npasuno, Bpemsi 0bHapy>KeHUs HEeUCnpaBHOCTM MOXET ObITb COKpalweHo B npeaenax
1 cekyHabl.

6.3.4.1. MpuHUMN paboTbI

Mocne BkntoyeHna nogdepxkn BFD  gna  onpegeneHHoro npunoxeHuss ceaHc BFD
yCTaHaBnMBaeTCs Ha OCHoBe KoHdurypauum BFD. lNpu BO3HMKHOBEHUWM cOos kaHana BFD
MOXeT BbICTPO naeHTUMUMpoBaTb c6oM 1 yBeJOMUTL CBSA3aHHOE NpuUnoxeHue Ans obpaboTku,
TEM cambiM yny4Llas ero koHsepreHumto. B HacToswee Bpemsa BFD nogaepxueaet cnegyowime
NPUNOXEHUS:

NMoppepxka BFD gna RIP

Mocne Toro kak nogaepxka BFD ans npotokona uHgopmauum o MapuwpyTtmsaumm (RIP)
BkMoveHa, RIP moxeT ucnomnb3oBaTtb obOHapyxeHue owmnbok BFD, koTtopoe 6bicTpee, vem
mexaHnam ND RIP, gns ynydyweHus KOHBepreHuum npoTtokornoB. Kak npaBuno, Bpems
oBHapy>XeHns HencnpaBHOCTU MOXET OblTb COKpaLLeHo B npedenax 1 cekyHabl.

NMPUMEMYAHME: gononHutenbHble cBegeHus o nogaepxke BFD gna RIP cm. B IP Routing
Configuration pasgene Hactpoiika RIP.

Moppepxka BFD gna OSPF

Mocne BkmoveHus nogaepxkn BFD gns OSPF OSPF moxeT ucnonb3oBaTb OOHapyXeHue
owmnbok BFD, koTtopoe ObicTpee, yeM mexaHuam ND OSPF, onst ynyyleHus KOHBepreHuun
npoTokonoB. Kak npaBuno, Bpemsi 06Hapy>XeHUs1 HEMCMPaBHOCTM MOXET ObiTb COKpaLleHO B
npegenax 1 cekyHabl.

NMPUMEMYAHME: pononHutenbHble cBegeHus o nogaepxke BFD gns OSPF cm. B IP Routing
Configuration pasgene Hactponka OSPF.

NMopnepxka BFD ana OSPFv3

Mocne BkntoueHna nogaepxkn BFD ans OSPFv3 OSPFv3 MoxeT ncnonb3oBaTb 0bHapyxeHne
owmnbok BFD, koTopoe 6bicTpee, Yem mexaHnam ND OSPFv3, onga ynyyweHnsa KoHBepreHumum
npoTokonoB. Kak npaBuno, Bpems OBHapy>XeHUS HEeUCnpaBHOCTM MOXET ObiTb COKpalleHO B
npegenax 1 cekyHabl.

NMPUMEYAHME: gononHuTenbHble cBegeHus o nogaepxke BFD gns OSPFv3 cm. B IP Routing
Configuration pasgene Hactporika OSPFv3.

NMopnepxka BFD ana BGP

Mocne BknoyeHusa nogaepxkn BFD ansg npoTtokona norpaHnyHoro wrto3a (BGP) BGP moxeT
ncnonb3oBaTb obHapyxeHue owmnbok BFD, koTopoe 6GbicTpee, yem mexaHnam ND BGP, ons
yNy4dleHnsa KOHBepreHuun npoTtokonoB. Kak npasuno, Bpemsa obHapyXeHus HeMcnpaBHOCTU
MOXeT ObITb COKpaLleHo B npeaenax 1 cekyHabl.
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NMPUMEYAHUE: nononHutenbHble cBefeHus o nogaepxke BFD gna BGP cm. B IP Routing
Configuration pasgene Hactpoiika BGP.

NMoppepxka BFD ana I1S-IS

[MpOTOKON MPOMEXYTOYHOW CUCTEMbI K MNPOMeXyToyHon cucteme (IS-IS) anHammnyeckn
oGHapyxuBaeT coceaa ¢ nomolbto Hello-naketoB. MNocne BkntoveHns BFD IS-IS ucnonb3syet
BFD pgna yctaHoBneHuss ceaHca BFD ¢ cocepgom, Haxogswmmcs B coctosiHuu Up, u
onpeneneHuna cocrtosiHns cocena. Korga coceq BFD BbixoguT u3 cTpos, IS-IS HemeaneHHo
BbINONHAET KOHBepreHuuio cetn. Bpemsi cxogmmoctn MOXHO cokpatutb ¢ 30 cekyHn (no
YMOJ4YaHUIO B CeTU «TOoYKa-Touka» Hello-nakeTsl IS-IS nepepatotcsa ¢ uHtepsanom B 10 cekyHA,
a BpeMs OTKasa cocefia yTpOeHo nHTepsarom, To ecTb 30 cekyHA) Ao 1 ceKyHAabl.

NMPUMEYAHMUE: fononHutenbHble cBeeHus o nogaepxke BFD gns 1S-IS cm. B IP Routing
Configuration pasgene Hactpounka IS-IS.

Moppepxka BFD ana ctaTMyeckon mapLipyTtusauum

lMocne BKMAOYEHMA MOAOEPXKKM cTaTudeckon mapuwpytusaumm BFD BFD He nossonseT
MapLupyTM3aTopam BblbupaTe HEAOCTYMHbLIN CTaTUYECKUA MapPLLUPYT B Ka4eCTBe NyTW NepechIkn
BO BpeMs MapLipyTu3auum M MNo3BONsSeT Maplpytmsatopam ObICTPO nepeknioyaTbCa Ha
OOCTYNHbIV pe3epBHbIV MYTb NEPECHISKA.

B oTnnume OT NpOTOKOSIOB AMHAMUYECKOW MapLUpyTU3auumn, ctatmyeckas MapLupyTmsaums He
nmeet mexaHuama ND. Takum obpas3om, nocrne HacTponkn nogaepkkm BFD ana ctatmyeckomn
MapLUpyTM3aumm OOCTYMHOCTb CTAaTUYECKOro MapLupyTa ans next-hop 3aBUCUT OT COCTOSIHUSA
ceaHca BFD. Ecnu ceaHc BFD oGHapyxuBaeT owunbky, next-hop cratmdeckoro mapLipyTa
HeJOCTYMNeH, 1 cTatudyeckun MappyT He fobasnseTcs B RIB.

Ecnu yoaneHHasa cuctema ygandeT ceaHc BFD BO BpemMsa ycTaHoBreHns ceaHca BFD, ceaHc
BFD cTaHoBUTCA OTKNOYEHHBIM (cocTosiHe Down). B aToM criydae cuctema rapaHTupyeT, 4To
noBefeHne NepechbInkn CTaTM4eckon MapLipyTnsaumm He 6yaeT 3aTpoHYTO.

NMPUMEMAHUE: pononHuTenbHble cBefdeHns o nogaepxke BFD  gna  cratnyeckon
Mapwpytmsaumm cm. B IP  Routing Configuration pasgene HacTtpoika cratudeckomn
MapLupyTM3aLmu.

NMoanepxka BFD ana PBR

Mocne HacTponkn nogaepxkn BFD gns PBR BFD He no3eonsieT mapLupyTusatopam BblbupaTb
HeJOCTYNHbIA MapLUpyT NOSIMTUKN B KayecTBe MyTWU Nepechbirikn BO BPEMSA MapLupyTusauumn u
no3BonseT mMapLlipytTusaTopam ObICTPO MepeknoyaTbCd Ha [AOCTYMNHbIN pe3epBHbIA MyTb
nepechbISIku.

Moppepxka BFD onsa PBR akBMBaneHTHa cTtatuyeckon mapuwpytmsaumn. BFD otcnexmnBaeT n
obHapyxmBaeT NyTb NEPECHISIKM K YkazaHHOMY coceay. [pu cboe ceaHca BFD BFD yesegomnsieT
PBR o TOM, 4TO creayowwmin nepexo HegocTyneH. B aToM crniydae MapLlipyT NONUTUKM K next
hop He BCcTynaeT B cuny.

Ecnu yoaneHHas cuctema ygandeT ceaHc BFD BoO Bpemsa ycTaHoBrneHus ceaHca BFD, ceaHc
BFD cTaHoBUTCA OTKMOYEHHBIM. B 9TOM crnyyae cuctema rapaHTuUpyeT, 4YTO noBeAdeHue
nepecbinikn PBR He BygeT 3aTpOHYTO.

NMPUMEMYAHME: oononHutenbHble cBegeHust o nogaepxke BFD gna PBR cm. B IP Routing
Configuration pasgene Hactporika PBR.

NMoannepxka BFD ana VRRP

Moppepxka BFD ana npotokona pesepBuMpOBaHMS BUMPTyanbHbiXx MapwpyTtusatopo (VRRP)
MOXeT 3ameHuTb mexaHmam ND VRRP gns ObicTporo onpegenennsa pabovero CocTtosiHusS
aKTMBHbIX W pe3epBHbIX MapwpyTtusatopoB. Korga npoucxogut cbon, OH yckopsieT
nepekntodeHne Mexagy akTMBHbIMU W pe3epBHbIMUM - MapLupyTmsaTtopamMm U MnoBbllaeT
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NPOVN3BOAMTENBHOCTb ceTu. Kak npaeuno, Bpemsi 0GHapy>KeHMS1 HEMCNPABHOCTU MOXET OblTb
COKpalLeHo B npeaenax 1 cekyHabl.

VRRP Takke moxeT ucnonb3oBaTb BFD gna otcrnexvsaHus ykasaHHoro cocepa. Ecrnv nytb
nepecbISikM K coceny BbIXOOUT U3 CTPOSA BO BpeMsa ceaHca BFD, oH aBToMaTuyeckun cHuxaeT
npvoputeT VRRP 00 onpegeneHHown crtenenHu, Ytobbl MHMUMMPOBATb MEpeKnyeHne mexay
aKTVBHBIMW N pe3epBHLIMU MapLUpyTU3aTopaMn. JTa KOHUrypauusa BCTynaeT B CUNY TONbKO
Torga, Korga npoTOKON AUHAMUYECKON MapLupyTusaumm unu gpyrue npunoxeHus yBegomnsioT
BFD 0 Heo6x04MMOCTH YyCTaHOBUTbL CeaHC C COCEAHUM YCTPONCTBOM.

NMPUMEMAHUE: nononHutenbHble cBegeHust o nogaepxke BFD ana VRRP cm. B pa3sgene
Hactponka VRRP.

Moanepxka BFD ana VRRP Plus

Mogoepxka BFD pgna VRRP Plus moxeT 3ameHuTb oOHapyxeHne BVF, nposogumoe
GanaHcupylowmm BupTyanbHbiM Wwnto3oM (BVG) VRRP Plus, ang 6eiCTporo onpegeneHus
paboyero coctosaHus 6GanaHcupyoLwmx BupTyarnbHblX pyHkunn (BVF). Korga Bo3HukaeT owwmbka,
OHa ycKopsieT nepeknoyeHne obbekTa NepechInky 1 NOBbILLIAET MPOU3BOAUTENBLHOCTL ceTh. Kak
npaBuo, Bpems 0bHapyXeHUst HeMCNPaBHOCTM MOXeT BbITb COKpaLLeHo B npedenax 1 cekyHabl.

VRRP Plus ocHoBaH Ha npoTtokone VRRP. Takum obpasom, ona nogaepxkn BFD He TpebyeTca
OOMNOSTHUTENBbHON HAaCTPOWMKN, U HEOBXO0AMMO TONBKO BKNOUMTL VRRP Ha ycTporcTBax Ha ob6omnx
KoHuUax, a ceaHc BFD npaBusbHO cBA3aH.

NMPUMEYAHME: nononHutenbHble cBefgeHus o nogaepxke BFD ana VRRP Plus cm. B pasagene
Hactpoika VRRP Plus.

Mopapepxka BFD gna MPLS

Mognepxka BFD onsa koMmyTaumm no MeTkam C HECKOMNbKMMK npoTokonamu (MPLS) o3HavaerT,
Y7o NyTM C KoOMMmyTaumen no metkam (LSP) ucnonbayior BFD gns Obictporo onpegeneHus
ctatyca cocefa. NMoggepxusaroTcs criegyowme pexmmbl 06HapyXeHus:

1. BFD obHapyxusaet ctatudeckme LSP.

2. BFD obHapyxuBaeT LSP, co3gaHHble MPOTOKONOM pacnpoctpaHeHns meTtok (LDP).
3. BFD moxeT obHapyxusatb obpaTtHble ccbiikn LSP ¢ nomoLubto npoTtokonos IP.
Moppepxka BFD ansa nHtepcgencoB ypoBHA 3

BFD noggepxmBaeT n3MeHeHMe COCTOSIHUA MHTepdericoB ypoBHs 3. B pexxnme KoHurypauum
UHTepdenca ucnonb3ynte komaHay bfd bind peer-ip, 4Tobbl ONpegenuTb NpsAMon agpec
yKasaHHoro nHtepdenca yposHsi 3. [Nocne BbinonHeHus aton komaHabl CLI co3gaeTtcs ceaHc
BFD, n coctosiHne nHrepderica ypoBHst 3 MOXeT OblTb MIBMEHEHO B 3aBUCMMOCTU OT pe3yrbTaTta
obHapyxeHusi ceaHca BFD, Hanpumep, BFD Down wnn BFD Up. 3Ta ¢yHKUMa 4vacto
ncnonb3yeTcsa B pasnuyHbIX Tunax beicTporo nepeHanpasnenuns (FRR), KOTopble NCNOMNb3yoT
BFD ans onpegeneHnst COCTOSIHUA MHTepdenca ans peanvsaumm GbICTPOro nepeknoveHus
FRR.

NMPUMEMAHUE: B nogaepxke BFD ana uHTepdencoB ypoBHS 3 NOOAEPXKMBAETCS TOMbLKO
kommyTtaumsa LDP FRR.

NMoanepxka BFD ana noptoB-y4yacTHUKOB L3AP

Mocne BknoyeHns nogaepxkn BFD ans nopTos-4neHoB ToYkM goctyna yposHs 3 (L3AP) BFD
MOXeT ObICTPO 0BGHapyXmnBaTb COON, BO3HMKAIOLLNIA HA KaHane nopTa-y4yacTHuKa, YToObl Tpadmk
Ha 9TOM KaHane 6bICTPO pacnpenensanca no Apyrum AenNCcTBYOWMM KaHanam-yd4acTtHukam. Kak
npaBuIio, Bpems 06Hapy>XeHNst HeMCNPaBHOCTM MOXET BbITb COKpaLLeHo B Npeaenax 1 cekyHabl.

NMPUMEMAHUE: nononHutensbHble cBeaeHus o nogaepxke BFD anga noptoB-yneHoB L3AP cwm.
B Ethernet Switching pasgene Hactporika AP.
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6.3.5. 3awmTta BFD

3awmTta BFD wncnonb3yeTtca gns 3awmtbl BFD OT HectabunbHOCTM CeaHCoB, BbI3BAHHOIO
aTakamu (Hanpumep, aTakon 60nbLIOro KONM4YecTBa NakeToB pPing Ha YCTPONCTBA).

6.3.5.1. MpuHUKMN paboTbI

MpoTtokon BFD o4yeHb YyBCTBUTENEH. ECnK yCcTpONCTBO ¢ nogaepxkon BFD nogsepraeTca atake
(Hanpumep, aTake ¢ NOMOLLbIO BONBLIOro KONMYecTBa NakeToB ping) u ceaHckl BFD cTaHoBATCA
HeCcTabunbHbIMW, MOXHO HacTpouTb 3awmTty BFD gna obGecneyenus 3awmtbl. Ecnn Ha
ycTpoucTBe BKNtoveHbl U BFD, n 3awmta BFD, yctponctBo oTbpacbiBaeT naket BFD ot
previous-hop, 4YToO BNMSET Ha ycTaHoBneHue ceaHca BFD mexay ycTponcTBoM previous-hop u
OpYrMMKn yCTpomucTBaMu.

6.3.6. BFD Flapping Dampening

CeaHc BFD wmoxeT 4acto nepeknoyateca mMexgy Down u Up u3-3a HecTtabunbHOCTU
coeavHeHus. B pesynbTaTte cBA3aHHOE NpuUroxeHue (HanpumMep, ctatmyeckas MmapLupytusauns)
MOXET 4acToO MnepeknoYaTb MyTU Nepecbifiki, YTO BruseT Ha paboTarwwme cnyxbbl. BFD
Flapping Dampening MOXeT pewu1Tb 3Ty Nnpobnemy.

6.3.6.1. MpuHUKMN paboTbl

CeaHc BFD moxeT 4acto nepekntoyatbes mexgy Down u Up. 3Ta dyHKUMs no3Bonset
nonb3oBaTensM ycTaHaBnvBaTb 3afepxKy o0bsaAsneHns ob nameHeHun cratyca. [locne Toro,
Kak ceaHc BFD Haxogntca B paboyeM COCTOSAHMM B TeYEHMe onpeaerieHHOro nepuoga BpeMeHu,
BFD yBepomnsieT cBsizaHHoe npunoxeHne o6 oTkpbltum BFD. B npotuBHOM criyyae BFD
yBeloMJIAeT CBA3aHHOE NpuUnoXeHue o HegocTtynHocTn BFD.

6.4. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa

HacTponka ocHoBHbIX | (OBsizaTenbHO) McnonbdyeTca ansa ycraHoBneHust ceaHca BFD

dyHkumn BFD

bfd interval YcraHaBnusaeT napameTtpbl BFD
N/A HacTtpauBaeTt noaaepxKy BFD ans
NPUNOXEHNIA.

NMPUMEYAHUE: komaHOa HAacTPOWKN 3aBUCUT
OT CBA3aHHbIX NpunoxeHui. NMogpobHee cMm. B
MX PYKOBOACTBaX MO HACTPOVKe

(OnuuoHanbHo) OH  wucnomnb3yeTcsd O HACTPOMKU  pexuma
obHapyxeHus BFD, meaneHHoro Tanmepa un nogaepxkum BDF gns
MHTEpdEeNCcoB ypoBHA 3

bfd echo HacTtpaueaeT pexum axa BFD

bfd slow-timer HacTtpaueaeT Tanmep 3ameanenus BFD
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KoHdurypauus OnucaHue u KomaHaa
HacTtpoka ocHoBHbIX | bfd bind peer-ip HacTtpauBaeTt noaaepxKy BFD ans
dyHkumn BFD UHTEepPdENCOB YPOBHA 3
Hactpounka 3awumtsel | (OnumoHansHo) Mcnonb3yetca ansa 3awmuTel BFD ot aTtak
BFD
bfd cpp BkntovaeT sawmnty BFD
HacTtponka BFED | (OnumoHanbHo) McnonbayeTcs And 3awmuTbl CBA3aHHbIX NPOTOKOSOB

Flapping Dampening | oT HecTtabunbHocTn BFD

bfd up-dampening | Hactpansaet BFD Flapping Dampening

6.4.1. HacTtponka ocHOBHbIX hyHKUun BFD

6.4.1.1. AcpdeKkT KoHdUrypaumm

e Hactponte nogaepxky BFD ansa npunoxeHun.
e YcTtaHoBuTe ceaHc BFD.
e CeaHc BFD obHapyxunBaeT cbon kaHana.

6.4.1.2. NMNpumevaHun

e OO6paTuTe BHMMaHWe Ha crefylolime MOMEHTbl MpU HacTporike NMapaMeTpoB ceaHca
BFD:

PekomeHayeTcs, 4TOObl HacTponky napameTpoB 6blnMv O4MHAKOBbIMM Ha O6OMX KOHUAX
ceaHca BFD, 4tobbl NpoTOKOMblI MPUIIOXKEHWUA, cBA3aHHble ¢ BFD, BcTtynanu B cuny
OAHOBpPEMEHHO, W npefoTBpaLlanocb BO3HWKHOBEHWE OOHOCTOPOHHEW Mepeagpecauunu
n3-3a pas3HoOro BpeMeHu nogasneHus Ha 06oMx KoHUax.

YunTbiBanTe pasHuLy B MPOMYCKHOW CNOCOOHOCTU pasHbIX MHTEPdENCOB MpU HACTPONKe
napameTpoB. Ecnv ona MMHMManbHOro nHTepBana nepegadv u MMHUMarbHOro MHTepBana
npuema YCTaHOBMEHbl OYeHb MarieHbKMe 3HadeHus, nepefadya AaHHbIX MOXeT ObiTb
3aTpygHeHa u3-3a o4eHb 60NbLUIOK 3aHATOCTM Nonockl nponyckaHna BFD.

e (OOGpatuTe BHMMaHWE Ha criegylowme MOMEHTbI NpU HacTporke nogaepXkm BFD gns
NPUNOXEHWIA:

Y6eantech, 4TO OH BKINOYEH ANga cocenen ceaHca BFD. B npotuBHoM cnyyae ceaHc BFD He
MOXeT ObITb ycTaHOBReH. Ecnv npotokon AuHamMuyeckon mapLupyTu3aumm wunu apyroe
npunoxeHue Tpebyet, utTobbl BFD ycTaHOBUN ceaHc ¢ coceagHnM yCTPOMCTBOM, ceaHc BFD
TaKke MoxeT BblTb YCTaHOBIEH.

Ecnu nHTepdenc, ykasaHHeln B ceaHce BFD, oTnMyaeTcsa oT (hakTU4eCcKoro Mcxogsilero
nHTepdenca naketos BFD n3-3a IP-mapLpyTnsaumm nnm ecnv nHTepdenc, ykasaHHbln Npu
cosgaHun ceaHca BFD, oTnuyaeTca oT ¢hakTMYeCcKOro BXOAsLEro MHtepdenca nakeTtos
BFD, ceaHc BFD yctaHOBUTb HEBO3MOXHO.

e O6paTtuTe BHMMaHWE Ha criegylowme MOMEHTbI MPU HAaCTPOMKe pexrnma obHapyXeHus
BFD:

B npouecce, korga forwarding plane peer-yctpoiictBa BO3BpallaeT 3XO-NakeThl,
nepegaHHble NoKasnbHbIM KOHLOM, Ha JIOKaIbHbIA KOHEL,, 3X0-NakeTbl MOTyT ObiTb NOTEPSIHbI
n3-3a neperpysku peer-ycTpomcTBa, YTo NpmBoauT K cboto obHapyxeHus ceaHca. B atom
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criydae HacTpoWTe NonuTMKM KavecTBa obcnyxuBaHus (Qo0S), 4ToObl 0GecneyvnTb
npeanoYTUTEnbHY0 06paboTKy 3X0-NaKeToB, UMK OTKIIOYMTE PYHKLMIO 3Xa.

dyHKunA obHapyxeHns axa BFD He nogaepxuBaeT obHapyxeHue multi-hop. Y6eauntecs,
4YTO PYHKUMSA 3Xa OTKMAYEHa NpU HacTporke multi-hop.

Pexunm axa BCTynaeT B CUIy TONbKO MOCME BKITOYEHUSI 3TOrO pexuma Ha obomx KoHuax
ceaHca BFD.

Mepen BknoYveHnem axo-pexuma BFD 3anyctute komaHay no ip redirects Ha coceasix
ceaHca BFD, 4tobbl oTkNtouMTb PyHKUMIO nepeHanpaeneHuns naketo ICMP, n 3anyctute
komaHgy no ip deny land, 4ToGbl OTKMIOYMTL (OYHKUMIO pacnpenerieHHoro oTkasa B
ob6cnyxumBaHun (DDOS) (NpeaoTBpaTUTb HA3EMHYHO aTaky).

6.4.1.3. LLlarn HacTpounku

HacTponka napameTtpoB BFD

e (O0bOa3aTenbHbIN.

o [lapametpbl BFD pgomkHbl ObiTb YCTaHOBMEHbI Ha Bbixoge ceaHca BFD
MapLUpyTM3aTOPOB Ha 000MX KOHLUax, obHapyxeHHbIX BFD, ecnv He npeabasnsatoTcs
ocobble TpeboBaHus.

e YynTbiBaTe pasHULy B MPOMNYCKHOW CrNOCOBHOCTU pasHbiX WHTEpdENncoB npu
HacTpovike napameTpoB. Ecnn ana MuHMManbHOro uWHTepBana nepegayun u
MUWHUMarNbHOrO WHTEpBana mnpuemMa YCTaHOBMEHbl OYEeHb MarieHbKMe 3HaveHus,
nepegada gaHHbIX MOXET ObITb 3aTpyAHEHA M3-3a OYEeHb BOSbLLION 3aHATOCTM MNOMOCHI
nponyckaxuusa BFD.

KomaHga bfd interval milliseconds min_rx milliseconds multiplier interval-multiplier
Onuncanne interval milliseconds: ykasblBaeT MWHMManbHbLIN UHTEPBaN nepegayn B
napameTpoB MUIIMCEKYHAAX.

min_rx milliseconds: ykasblBaeT MWHUMAasbHbLIA WHTEPBAN npuemMa B
MUINIMCEKYHAAX.

multiplier interval-multiplier: ykasbiBaeT MHOXUTENb BPEMEHN OXUOAHUS
obHapyxeHus

Mo ymonyaHuio

MapameTp ceaHca BFD He HacTpoeH

KomaHaHbIn
pPeXnUMm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCNOSb30BaHMIO

DyHKUMA ObICTpOM nepeagpecaumMm OOfkHa ObiTb  BKIIOYEHA o
BKNtoyeHna pyHkumm BFD Ha maplupyTtmsatopax

BknroyeHue pexnma axa BFD

¢  (OnuuoHanbHo) Mo ymonyaHuio NopTbl paboTakoT B aCUHXPOHHOM pexume. Ecnn ceaHc
BFD gomkeH BbIMOMHATLCA B 9X0-PEXUME, STOT 3XO-PEXMM HEOOXOAMMO HACTPOUTD.

e  3aBepluMTe HACTPONKY NOPTOB KOMMYTaATOPOB U MapLLPYTU3aTOPOB.

e CeaHcC BbINOMHAETCS B aCUHXPOHHOM pexume, noka fobon n3 mapLpytn3atopos Ha
060unx KOHLax HacTpoeH Anst paboTbl B aCUHXPOHHOM pexume. Ecnv mapipyTtmsaTopbl
Ha 0BOMX KOHLaxX no yMOnyaHuio HacTpoeHbl Ha paboTy B axo-pexume, ceaHc BFD B
KOHEYHOM UTOre BbINOMHAETCS B 3X0-peXnme.
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KomaHpa

bfd echo

Mo ymonyaHuio

Pexum axa BFD oTkntoueH

KomaHgHbIn
peXxnm

Pexum koHdurypaumm nHtepderica

PykoBoacTeo no
NCNONb30BaHMIO

3Ty KOMaHAYy Helb3d HaCcTpouTb ON1A arpermpoBaHHbIX MOPTOB.

Mo ymonuaHuio npu YycCTaHOBKe napameTpoB ceaHca BFD cuctema
aBTOMATMYECKN BKIIOUAET PEXNM 3Xa.

MuHuMmanbHbIn MHTepBan TX n MMHUManbHbIM MHTEpBan RX axo-nakeToB
npUHUMAalOT napameTpbl ceaHca interval milliseconds u min_rx
milliseconds.

Mepen BkntoyeHnem axo-pexuma BFD 3anyctute komangy no ip redirects
Ha cocefsax ceaHca BFD, 4Tobbl OTKIOUUTE OYHKUUIO NepeHanpaBneHns
naketoB ICMP, n 3anyctute komaHgy no ip deny land, 4To6bl OTKMOYNTL
dyHKUMIO  pacnpegernieHHoro oTkasza B obcnyxmBaHum  (DDoS)
(NnpenoTBpaTUTL Ha3eMHYHO aTaky)

Hactpownka meaneHHoro taumepa BFD

o (OnuuoHanbHo) Tarmep 3amegneHns no ymonyanuio coctasnseT 3000 MunnucekyHa.
3HauveHne MoXxeT ObITb UIBMEHEHO MO Mepe HEOBXOANMOCTM.

e Hactponte 3Ty yHKUMIO B pexnme rnobanbHon KoHdUrypaumm KOMMyTaTOpPOB Win
MapLUpyTU3aTopOB.

e B axo-pexume BFD unm noCTpoeHun ceaHca ansa ynpasneHna naketamm ncnosnb3yeTca
MeaNeHHbIn Tarmep. Ecnn 3HauyeHue yBenuumBaeTcs, Bpemsd, Heobxogumoe Ans
cornacoBaHus u ycTaHoBNeHusa ceaHca BFD, yBenuunsaeTcs, a Bpemsi, Heobxognmoe
OnAa nepefavn megneHHbIx naketos BFD B axo-pexnme, yBenmymBaeTcs.

KomaHga bfd slow-timer [ milliseconds ]
Onucanne milliseconds: ykasbiBaeT Ha MeaneHHoln Tammep BFD ¢ eguHuuen
napamMmeTpoB N3MepeHnst B MunnucekyHgax. [unanasoH 3HadeHun coctaensieT ot 1000

no 30000, a 3HayeHne no ymonyaHuo 3000 npuHMMaETCs, €CNKU OHO He
yCTaHOBIEHO

Mo ymonyaHuio

MHTepBan nepegadv MeaneHHbIX YNpaBnaloWMX MNakeToB COCTaBnsaeT
3000 munnucekyHa

KomaHgHbIn
pexmm

Pexunm rmobanbHon koHdurypauum

PykoBoacteo no
NCMNOMb30BaHUIO

OTa KOMaHZa ucnosnb3yeTcs AN yKasaHWs MeafieHHoro Tanmepa B
3X0-pexnve
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Hactpownka noaaepxku BFD ansa nitepcgencoB ypoBHs 3

e (OnuuoHanbHO) B HacTosilee Bpems aTa (PyHKUMS UCNONb3yeTes TOMNbKO Toraa, Koraa
MPLS LDP ucnons3syetca ansa FRR.

o Hactponte aTy hyHKUMNIO HA UHTEpPdEeNCcCax KOMMYTAaTOPOB UM MapLLPYTU3aTOPOB.

KomaHga bfd bind peer-ip src-address [source-ip dst-address] process-pst
Onucanne src-address: ykasblBaeT peer IP-agpec nHtepdenca.
napameTpoB

dst-address: ykasblBaeT nokanbHbIn IP-agpec nHtepdenca

Mo ymonuanuio | Mopgepxka BFD gna wvHTepdencoB ypoBHA 3 MO YyMOMYaHUIO He
HacTpoeHa

KomaHaHbin Pexum koHdurypaummn nHtepderica
peXxnm

PykoBogctBo no | Ota KomaHga wucnonb3yetcsa Ans BkAYveHus nogagepxknm BFD gns
NCNONb30BaHNIO | MHTepdencoB ypoBHA 3, 4YTOOblI BbICTPO OBHapyXMBaTb BO3MOXHOCTb
NoAKmnYeHns HTepdencos ypoBHS 3

HacTtponka nogaepxku BFD gna npunoxeHunn
o OObGszaTenbHbIN.
e OTa yHKUUA OTKMOYEHA MO YMOSYAHMUIO.

e KomaHga HacTporkym 3aBUCUT OT CBSA3aAHHbLIX MpuioxeHun. NMogpobHee cMm. B uX
pyKoBOACTBax Mo HaCTpPOUKe.

e JTa (yHKUMA pomkHa ObiTb HacTpoeHa Ha 0BOMX KOHUAX, YTOObl MOXHO 6bIno
yCcTaHOBUTbL ceaHc BFD.

o B pexume koHdurypaumm mapwpyTtusauumn RIP 3anyctute komaHay bfd all interfaces,
4yTOGbI BKMOUMTL Nogaepxky BFD ons RIP Ha Bcex uHtepdencax. [JononHntenbHble
cBegeHnd cm. B pasgene IP Routing Configuration/Hactporika RIP.

e B pexume KoHdurypauum mapwpyTtusauun OSPF 3anyctute komangy bfd all
interfaces, uToGbI BKMOUMTL nogaepkky BFD gns OSPF Ha Bcex uHTepdencax.
[ononHuTteneHble ceBegeHust cM. B pasgene IP Routing Configuration/Hactpownka OSPF.

e B pexunme koHpurypauumn mapwpytmsaumm OSPFv3 3anyctute komaHgy bfd all
interfaces, 4tobbl BkNOuUNTL nogaepxky BFD aona OSPFv3 Ha Bcex uHTepdencax.
HononHuteneHble cBegeHust cm. B pasgene IP Routing Configuration/HacTtporika
OSPFv3.

e B pexume HacTponkn mapwpytmsaumm BGP 3anyctute komangy bfd ons nepexoga k
cocegHeMy agpecy, 4Ttobbl BkouUnTb nogaepxky BFD aons BGP. JononHuTenbHble
cBegeHuns cMm. B pasgene Hactponka BGP.

e B pexnme «koHdurypaumm mapwpyTtusauum IS-IS 3anyctute komaHagy bfd all
interfaces, 4tobbl BKMOUNTL noadepxky BFD gna IS-IS Ha Bcex wuHTepdencax.
[ononHuTtenbHble cBegeHus cM. B pasgene IP Routing Configuration/HacTtporika 1S-IS.

e B pexume rmobanbHON KOHpUrypaumm sanyctute komaHay ip route static bfd [ vrf vrf-
name ] interface-type interface-number gateway [ source ip-address ], 4ToGbl BKIIOUNTb
noaaepxky BFD ons ctatnyeckon mapLipytu3aumm. JononHUTenbHbIe CBEAEHUSA CM. B
pasgene IP Routing Configuration/HacTporka ctatnyeckon MmapLupyTusaumm.
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B pexuvme rmobanbHoM koHUrypaumm 3anyctute komaHagy ipve route static bfd [ vrf
vrf-name ] interface-type interface-number gateway [ source ip-address ], 4TOOGbI
BKMOYNTL nogaepxky BFD onga ctatudeckon mapLupytusauum IPv6. [lononHuTensHble
ceegeHna cm. B pasgene IP Routing Configuration/HacTtponka cratndeckomn
MapLupyTM3aunn.

3anycTtute komangy set ip next-hop verify-availability next-hop-address bfd [ vrf vrf-
name ] interface-type interface-number gateway, 4to6bl BKNtounTb nogaepxky BFD ans
PBR. [lononHutenbHble cBeaeHns cMm. B pasgene IP Routing Configuration/HacTtpolika
PBR.

3anycTtute KomaHay set ipv6 next-hop verify-availability next-hop-address bfd [ vrf
vrf-name ] interface-type interface-number gateway, 4ToObl BKNOUNTE Noaaepxky BFD
ansa IPvé PBR. [JononHutenbHble cBegeHusas cM. B pasgene |IP Routing
Configuration/Hactpoiika PBR.

3anyctute komangy vrrp bfd interface-type interface-number ip-address, 4TOGbI
BKMoUNTL nogaepxky BFD ana VRRP. [JononHutensHble CBeAEHUs CM. B pasgene
Hactponka VRRP.

VRRP Plus ocHoBaH Ha npoTokone VRRP. MNoatomy ana nogaepxkn BFD gns VRRP
Plus He TpebyeTcsa gononHuTensHas HacTponka. Tornbko VRRP gormxeH 6biTb BKMOYEH
Ha YCTpOMCTBax Ha 0bomMx KoHUax, n ceaHc BFD npaBunbHO cBA3aH.

6.4.1.4. NpoBepka

KomaHnga npoBepku 3aBUCUT OT CBA3aHHbIX NpunoxeHui. NMogpobHee cM. B X pykoBOACTBaX No
HaCcTpoWKe.

6.4.1.5. MNpumep KoHcpUrypaumm

HacTtponka nogaepxku BFD gna OSPF

CueHapun:
T e T
GE 111 rf’f- e GE 21 -
102 |EE.1.1.'.24'|I".\$ 192 168.3.1/24 @
. Switcl
1‘-1“""-.._,__ Area O
PucyHok 6-6.
Larn e Hactponte IP-agpeca Ans  B3auMMOCBS3aHHbLIX  MHTEPdENCOoB
HaCTPONKK MapLipyTmsaTopa A n maplipyTtusaTtopa B.
o 3anyctute OSPF Ha mapwpyTtmsatope A 1 mapLupytmnsartope B.
e YcraHoBuTe napameTpbl BFD gna B3anMOCBA3aHHbIX MHTEPdENCOB
MapLipyTmsaTopa A n maplipyTtusaTtopa B.
e Bknwounte nopgaoepxky BFD gana OSPF Ha mapwpytusatope A un
MapLupyTusatope B
A A#configure terminal
A(config)#interface GigabitEthernet2/1
A(config-if-GigabitEthernet2/1)# no switchport
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/I Ha mapwpyTnsaTopax kKoHpurypaumsa He Tpebyetcs.
A(config-if-GigabitEthernet2/1)#ip address 192.168.3.1 255.255.255.0
A(config-if-GigabitEthernet2/1)#bfd interval 200 min_rx 200 multiplier 5
A(config-if-GigabitEthernet2/1)# exit
A(config)#interface GigabitEthernetl/1
A(config-if-GigabitEthernet1/1)# no switchport

/l Ha mapwipyTmnsaTopax kKoHurypaumst He TpebyeTcs.
A(config-if-GigabitEthernet1/1)#ip address 192.168.1.1 255.255.255.0
A(config-if-GigabitEthernet1/1)# exit
A(config)# router ospf 123
A(config-router)# log-adj-changes detail
A(config-router)# network 192.168.3.00.0.0.255 area 0
A(config-router)# network 192.168.1.00.0.0.255 area 0
A(config-router)# bfd all-interfaces

A(config-router)# end

B B#configure terminal
B(config)#interface GigabitEthernet2/1
B(config-if-GigabitEthernet2/1)# no switchport
/I Ha mapwpyTtusaTtopax koHdurypawmsi He TpebyeTcs.
B(config-if-GigabitEthernet2/1)#ip address 192.168.3.2 255.255.255.0
B(config-if-GigabitEthernet2/1)#bfd interval 200 min_rx 200 multiplier 5
B(config-if-GigabitEthernet2/1)# exit
B(config)#interface GigabitEthernet1/1
B(config-if-GigabitEthernetl/1)# no switchport
/I Ha mapuwpyTtusaTtopax kKoHurypaumsi He TpebyeTcs.
B(config-if-GigabitEthernetl/1)#ip address 192.168.2.1 255.255.255.0
B(config-if-GigabitEthernet1/1)# exit
B(config)# router ospf 123
B(config-router)# log-adj-changes detail
B(config-router)# network 192.168.3.00.0.0.255 area 0
B(config-router)# network 192.168.2.00.0.0.255 area 0
B(config-router)# bfd all-interfaces
B(config-router)# end
lMpoBepka | [NokasaTb noaTBEPXKAEHNE
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A A# show bfd neighbors details
OurAddr NeighAddr LD/RD RH/RS Holdown(mult) State Int
192.168.3.1 192.168.3.2 1/2 Up 532 (3) Up Ge2/1

Local Diag: 0, Demand mode: 0, Poll bit: 0

MinTxInt: 200000, MinRxInt: 200000, Multiplier: 5

Received MinRxInt: 50000, Received Multiplier: 3

Holdown (hits): 600(22), Hello (hits): 200(84453)

Rx Count: 49824, Rx Interval (ms) min/max/avg: 208/440/332
Tx Count: 84488, Tx Interval (ms) min/max/avg: 152/248/196
Registered protocols: OSPF

Uptime: 02:18:49

Last packet: Version: 1 - Diagnostic: 0

| Hear You bit: 1 - Demand bit: 0

Poll bit: 0 - Final bit: 0

Multtiplier: 3 - Length: 24

My Discr.: 2 - Your Discr.: 1

Min tx interval: 50000 - Min rx interval: 50000

Min Echo interval: 0

B B# show bfd neighbors details
OurAddr NeighAddr LD/RD RH/RS Holdown(mult) State Int
192.168.3.2 192.168.3.1 2/ Up 532 (5) Up Ge2/1

Local Diag: 0, Demand mode: 0, Poll bit: 0

MinTxInt: 50000, MinRxInt: 50000, Multiplier: 3

Received MinRxInt: 200000, Received Multiplier: 5

Holdown (hits): 600(22), Hello (hits): 200(84453)

Rx Count: 49824, Rx Interval (ms) min/max/avg: 209/440/332 last: 66 ms ago
Tx Count: 84488, Tx Interval (ms) min/max/avg: 153/249/197 last: 190 ms ago
Registered protocols: OSPF

Uptime: 02:18:49

Last packet: Version: 1 - Diagnostic: 0

| Hear You bit: 1 - Demand bit: 0

Poll bit: 0 - Final bit: 0

Multiplier: 5 - Length: 24

My Discr.: 1 - Your Discr.: 2

Min tx interval: 200000 - Min rx interval: 200000
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Min Echo interval: 0

6.4.1.6. PacnpocTpaHeHHble OLNOKH

o [MapameTpbl BFD He ycTaHaBnumBaloTCs A5 MIHTEP(ENCOB YCTPOMUCTB HA OOHOM KOHLE.
e [logoepxka BFD onga npunoXeHun oTkoYeHa.
o [logoepxka BFD ansa npunoXeHun BKAOYEHA TONMbLKO Ha OAHOM KOHLE.

6.4.2. HacTtpouka 3awmntbl BFD

6.4.2.1. AcpdeKkT KoHdUrypaumm

Ecnn ycTtponcteo ¢ nogaepxkon BFD nogBepraetca atake (Hanpumep, aTake c
ncnonb3oBaHnemMm 60NbLIOr0 KonMyecTBa ping-naketoB) M ceaHC BFD COOTBETCTBEHHO
HecTabuneH, ons obecneyvyeHns 3alnTbl MOXKHO BKOYNTL 3awmnTy BFD.

6.4.2.2. Mpume4yaHus

e  OcHoBHble (pyHKLMM BFD 0omkHbI 6bITb HACTPOEHDI.

e EcnuHa ycTtponcTtee BktoyeHbl u BFD, n 3awmta BFD, ycTponcTBo oTbpackiBaeT nakeT
BFD ot previous-hop, 4To BnMseT Ha ycTaHoBNeHne ceaHca BFD mexgy previous-hop
1 OpyrMMu yCTPOMCTBaMM.

e 3JTa pyHKUUSA N OrpaHNYEHNS MPUMEHMMbI TOSTBKO K KOMMYyTaTopam.

6.4.2.3. Llarn HacTpomnkm

BkntoyeHue sawmtbl BFD
e  OnuuoHanbHo.

e Hactponte 3Ty hyHKUMIO B pexmme rnobanbHon kKoHdUrypauum Ha KoMmyTaTopax uinm
MapLupyTMsaTopax.

o ®yHKuMA 3awmThl BFD nosbiwaeT npuopuTteT 06paboTkm naketos BFD 1 o6ecneunBaet
HopManbHyto paboTy cnyx6 BFD B cueHapun, B KOTOPOM YCTPOMCTBa NOABEpPratoTCs
aTake.

KomaHga bfd cpp

Mo ymonuanmio | PyHKumMs 3awmTbl BFD BkNtoueHa no ymonyaHuio

KomaHaHbIn Pexunm rnobanbHon koHdurypauum
peXunm

PykoBogcteo no | Bkntounte dyHkumio 3awmutbl BFD, 4toObl 06ecneunTb 3awuTy, ecnum
NCMONb30BaHUIO | YCTPONCTBO CTasikmBaeTcsl ¢ HecTabunbHocTbio BFD 13-3a aTtak

6.4.2.4. NpoBepka

3anyctute komangy show running-config, 4Tobbl NPoBEPUTL KOHUIypaLmMo MHTepdenca.
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6.4.2.5. Mpumep KoHcpuUrypauum

BknrwoyeHue 3awmTbl BFD

LWarn
HaCTPONKK aTaku.

e HacTtpoiite aTy byHKUMIO HA KOMMyTaTope B CETWU, rae CyLEeCTBYOT

e Hactponte dyHkuuio 3awmntel BFD

QTECH #configure terminal
QTECH (config)# bfd cpp
QTECH (config)# end

6.4.3. HacTtpounka BFD Flapping Dampening

6.4.3.1. AcpdeKkT KoHdUrypaumm

6.4.3.2.

CeaHc BFD moxeT yacto nepekntoyaTbea mexay Down n Up 13-3a HecTabumbHOCTH
coeguHeHus. B pesynbTtaTte COOTBETCTBYHOLLEE MPUIIOXKEHNE (TAaKoe Kak cTaTuyeckas
MapLUpyTM3aumsl) MOXET 4acTO MepeknoyaTb MyTU MNEPECbINKW, 4YTO BIMSIET Ha
paboTatowme cnyxobl.

lMonb3oBaTenu MOryT yCTaHOBUTL 3aZepPXKy AN 06bABneHnsa o6 nameHeHun cratyca,
nocne 4yero BFD yBegomnsieT cBssaHHoe npunoxeHue o BFD Up. MNocne Toro, kak
ceaHc BFD HaxoguTtca B paboyvem coctosiHum (Up) B TedeHue onpeaeneHHoro nepyvoaa
BpemeHu, BFD yBegomnsieT cBazaHHOe npunoxeHue o6 BFD Up. B npoTtneHoM criyvae
BFD yBegomnsieT 06 otkniodeHun BFD (Down). Llenb coctonT B TOM, 4TOObI
YMeHbWNTb KonebaHusi CBA3aHHbIX MNPOTOKOMOB, BbI3BaHHblE HecTabunbHbIMU
coeNHEHUAMN.

MpumevaHun

OcHoBHble hyHKUMM BFD gomkHbI 6bITb HACTPOEHDI.

Ecnn ceaHc BFD He 4yacTto nepekntoyaeTca Mexagy coctosHusamu Down mn Up,
BktoveHne BFD Flapping Dampening npuBeaeT K 3agepke yBeAOMIS1EHUS CBSI3aHHOIO
npunoxexna BFD Up.

6.4.3.3. LLlarn HacTpounku

Hactpownka BFD Flapping Dampening

(OnuuonankHo) Mo ymonuyanuto BFD Flapping Dampening oTkntoueHo Ha nopTtax. Ecrnn
ceaHc BFD vacto nepekntoyaeTtca mexgy Down n Up, pekomeHayeTcsa BKIIOYNTL 3Ty

dOyHKUMLO.
HacTtpoinTe aTy oyHKUMIO HA NopTax KOMMYTaTOPOB UM MapLUPYyTM3aTOpPOB.

Mpn BkntodeHHom BFD Flapping Dampening obnervaetcss To, 4YTO CBsI3aHHble
NPUNOXeHUsi, Takue Kak nepepacyeT MapwpyTa, obpabaTbiBalOT KOMMYECTBO
00BbABNEHUN N3-3@ 4YACTOro uaMeHeHusl coctosHus BFD. Yem Gonblue HacTpoeHHoe
Bpem4, Tem GonbLue Tpebyemoe Bpems ctabunsHoctn BFD. BFD yBegomnsieT mogynb
npunoxexHmst o BFD Up Tonbko nocne Toro, kak Bpemsi CTabuibHOCTM AOCTUraeT
HaCTPOEHHOIo BpEeMEHM.
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KomaHga bfd up-dampening [milliseconds]
Onucanwne milliseconds: ykasbiBaeT 3agepxky Ans obbsiBneHnss 06 M3MeHeHun
napameTpoB cocTosiHus, nocne koTopon BFD yBegomnsieT CBsi3aHHOE MPUIOXEHWe

BFD Up ¢ eguHuuen nsmepennsa B munnucekyHgax. [ljnanasoH sHavyeHun
ot 0 go 300000. 3HaveHve O ykasbiBaetT, 4YT0o BFD HemeaneHHo
yBeaoMMdaeT NPUKNagHoOM YpOBEHb, KOrda ceaHc nepekntoydaetca ¢ Down
Ha Up, 1 3Ha4yeHne no ymonyaHmio pasHo 0

Mo ymonyaHuo

®yHkumna BFD Flapping Dampening no ymMonyaHuio OTKNioYeHa

KomaHgHbIn
pexnm

Pexum koHdurypaummn nHtepdenca

PykoBoacteo no
NCNOmnb30BaHUIO

OTy yHKUMIO HeobxoaMmo BKNOYaTb TONbKO TOrda, Korga CBSA3b
HecTabunbHa.

Ecnu ceaHc BFD He yacTo nepekntovaeTcs Mmexagy coctosHuamum Down n
Up, BkniodeHne BFD Flapping Dampening npuBeoeT K 3agepxke
yBelOMINeHNs cBA3aHHoro npunoxeHua BFD Up

6.4.3.4. NpoBepka

3anyctute komaHay show running-config, 4Tobbl NpoBepUTL KOHUIYPaLMIO MHTEPdENCa.

6.4.3.5. MNpumep KoHcpUrypaumm

Hactponka BFD Flapping Dampening ¢ 3apepXkou oOObABNEHUS, paBHOM
60 000 MunnucekyHa

Warn
HaCTPONKK

Hactponte aty dyHKkuuio B cpeae, rae BFD yacto nepekniodaeTcs
n3-3a HecTabunNbHOCTM KaHana.

YcTaHoBUTE 3afdepXKy Onsi o6bsaABneHnss o6 MaMeHeHun craTyca Ha
60 000 MunnmMcekyHg

QTECH #configure terminal

QTECH (config)# interface fastEthernet 0/2
QTECH (config)# bfd up-dampening 60000
QTECH (config)# end
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6.5. MOHUTOPWUHr

6.5.1. OToOpaxxeHue

OnucaHue KomaHaa

OtobpaxxaeT nHgopmauuto | show bfd neighbors [vrf vrf-name] [ client {ap | bgp | ospf |
o ceaHce BFD rip | vrrp | static-route | pbr| vrrp-balance | Idp-Isp | static-
Isp | backward-Isp-with-ip | pst } ][ipv4 ip-address | ipv6
ip-address][ details]

6.5.1.1. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI NpY BbIBOAE OTNag04HON nHpopmaumu. Moatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCrosib30BaHuS.

OnucaHue KomaHpa

Otnagka cobbituii BFD debug bfd event[interface interface-type interface-number |
ipv4ip-address | ipv6 ipv6-address]

Otnagka naketoB BFD debug bfd packet[interface interface-type interface-number |
ipv4ip-address | ipv6 ipv6-address]
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7. HACTPOUKA NOAABIEHUA IP-COBbITUN
7.1. O630p

Korga nopT ypoBHst 3 Ha YCTPOMNCTBE YPOBHA 3 YacTo nepekntoyaeTcs mexay Up n Down u1s-3a
PYYHOro BKMOYEHUS/OTKIMIOYEHNSA NN OPYTMX BHELLHUX NPUYKMH, Tabnuua mapLupytu3aumm Ha
ycTponcTBe ByaeT NoCcTosiHHO HecTabunbHa. Ecnn HacTpoeH NpoToKon mMapLipyTusaumm, aToT
NPOTOKON MOXET pacrnpoCTPaHATb HeCTabuNbHOCTb Ha BCH CeTb, Bbi3biBas MOBTOPHbIE
OBGHOBMEHMS M MnepepacyeT COCedHWX MapLUpyTOB, YTO MNPMBOAUT K HepaumoHarbHOMY
NCNONb30BaHNIO MPOMYCKHOM CMOCOBOHOCTM ceTn un aectabunusaumm cetn. MHorokpaTtHble
0BOHOBMEHMS MAPLLPYTOB M NepepacyeT Ha YCTPOMUCTBaxX NOTPednsaT MHoro pecypcos LI, yto
BNUSIET HA HOPMarbHYO PaboTy KIIMEHTCKUX CETEN.

MogasneHune IP-cobbITUn OBHapyXMBaeT aHOMarnbHble 3HaYeHUs nepeknyeHnn Up/Down u
aBTOMaTM4yecku NogaBnsieT YacTble U3MEHEHMSI COCTOSIHUA MOpTa, KOTOpbIN npefoTBpallaeT
pacnpocTpaHeHue OTKa3oB single-point-kaHana npoTokonomMm mapuwpyTtudauuun. Korga nopt
BOCCTAHOBMTCH, OH OydeT aBTOMaTMYECKU OTKIOYEH, YTO YMEHbLUMT KONMYECTBO CETEBbIX
cboeB 1 notpebneHme pecypcos npoLeccopa Nnpn ogHOBPEMEHHOM MOBbILLEHUN CTabUNBHOCTH
ceTn.

7.1.1. NMpoToKosbl U CTaHAAPTDI

RFC2439: nogaeneHne HectabunbHocTn mapwpyta BGP (BGP Route Flap Dampening).

NMPUMEYAHUE: no ceoen cytu, anroputMm nogasrneHus IP-cobbituin (IP Event Dampening),
aHanornyeH anroputMy, ncnonsdyemomy B BGP Route Flap Dampening.

7.2. NMpunoxeHune

MpunoxeHue OnucaHue

Routed Port Flap | OTcnexumBaeT W3MEHEHME COCTOsHUSI MopTa yYpoOBHA 3  Ha
Dampening MapLupyTM3aTope 1 nogaBnsieT HecTabubHOCTb MOPTOB

7.2.1. Routed Port Flap Dampening
7.2.1.1. CueHapun

B cet, B KoTopoi paboTaeT MpOTOKON MapLupyTM3auuu, Korga nopT Ha MaplipyTusaTtope,
NOOKMIOYEHHOM K OpPYroMy MaplupyTu3aTopy, YacTo nepekrntovaetcs Up u Down, cocepgHue
MapLUpyTbl 6yayT HEOQHOKPATHO OGHOBMATLCA U NepecynTbIBaTbCS. [MpoTOKON MapLpyTU3aumm
MOXET PacrnpoCTpaHsiTb HECTAOMMbHOCTb Ha BCHO CETb, Bbi3blBasi HECTAOWNbHOCTL ceTu. Ha
NOOKMIOYEHHBIX MapLUpyTM3aTopax MOXHO BKMOYMTL ModasneHne IP-cobbiTuid, 4TOObI
oTCrexvBaTb U3MEHEHUSI COCTOSIHUSI OPTOB M NOAAaBMATb HECTAGUIbHOCTb NOPTOB, TEM CaMbIM
yMeHbLUas HecTabunbHOCTb ceTu M noTpebneHve pecypcoB LM npu ogHoBpeMeHHOM
NOBbILLEHUN CTABUINBHOCTY CETH.
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PucyHok 7-1.
A 1 B aBnaiTca MapLupytusaTtopamu.

7.2.1.2. Pa3BepTbiBaHue

HacTponte nogasnenune IP-cobbitun Ha nopty GEO/1 Ha mapwpyTtusatope A n nopty GEO/1 Ha
MapLupyTmMsaTtope B cOOTBETCTBEHHO.

NMPUMEYMAHUE: noguHTepchencbl ©n  BupTyanbHble  WAabnoHbl  MHTEpdEnCcoB  Ha
MapLUpyTM3aTopax He NOAOEPKMBAKOT PYHKUUIO NOAABEHMS.

7.3. PyHKUUMN

7.3.1. Ba3zoBble KOHLUENTLI

Wrpadc
MopT, KOTOPbIN NepexoaunT B coctosiHne Up nnmn Down, nony4aeT wrpad 3a kaxxgoe nsmMeHeHue

COCTOSIHUSA, HO LUTpad YMEHbLUAETCS 9KCMNOHEHUMArbHO, Koraa nopt ctabuneH. Takum obpasom,
MOXHO pa3yMHO OTCNneXmnBaTb NOBEAEHME NOpTa U yNpaBnsiTb UM.

Mopor nogaBneHus

Koraa coBokynHbI WTpad Anst nopTa NpeBbilaeT Nopor noAasrieHns, CYMTaeTcs, YTo nopt
HecTabuneH n GygeTt 3abnoknpoBaH.

MNMepuoa nonypacnaga

Mepuoa nonypacnaga — 3TO nepuog, HeobXoauMbIA AN yMeHbLUEHMSA WTpada 40 NONOBUHbI
NCXOOHOro 3Ha4yeHus, korga nopt ctabuneH. OH onpegensieT CKOpOCTb, C KOTOPOW LWTpad
3aTyxaeT 3KCNOHeHUManbHo. Yem kopoye nepuog nonypacnaga, TeM obictpee cnagaet wrpad
N TeM ObiCcTpee OOHapyxMBaeTCs CTabUNbHOCTb MOPTA, HO CHWXKAETCS YyBCTBUTENbHOCTb
obHapyxeHus HectabunbHocTtu (flap).

Mopor NnoBTOpPHOro Ucnonb30BaHUA

Korga nopt gonro ctabwuneH u ero wrpad yMeHbLaeTcs 40 ONpeAeNneHHON CTeneHn (Huxe
nopora nogasfieHuns), NOPT cuMTaeTcs CTabnnbHbIM U HE GrIOKUpyeTCA.

MakcumanbHoe BpemMAa noaaBrieHUA

Korga nopT npogomkaeT octaBaTbCsi HECTAOWMbHBLIM M AOCTUraeT Oo4YeHb GonbLUoro WTpada,
nopT Henb3s OyaeT Mcrnonb3oBaTh B TeYEHUE ANUTENbHOro BpemeHu. YTobbl n3bexatb 3Ton
npobnembl, onpegensieTcs MakcumaribHoe Bpemsi 6rokMpoBkM, YTOObI Bcerga noadepvBaThb
NPOOOIPKUTENbHOCTL BIIOKMPOBKM NMOpTa HbKe onpeaerieHHoro 3Ha4eHusl, He3aBUCUMMO OT TOrO,
Kak [oNro nopT HaxXoAMTCs B COCTOSIHAM HECTabUbHOCTMY.
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7.4. O630p

Ocob6eHHOCTb OnucaHue

Port Flap | HactponTe kputepun 1 napameTpsbl flap suppression Ha nopTax, 4YToObI
Suppression KOMMYTaTOpbl MOMKN BbISIBIATL M NOAABNATL YAaCTO Nepeknovatowmecs

nopTbl, 4To obecneynBaeT CTabUbHOCTL MapLIpyTa M npegoTepallaeT
pacnpocTpaHeHne HecTabunbHOCTU MapLupyTa

7.4.1. Port Flap Suppression
7.4.1.1. MprHUMN paboTbl

MopTy, HacTpoeHHOMY C noAdasneHnem |P-cobbiTiA, HasHavaeTca wTpacd. lMopT nonydaet
wrpacd 1000 kakabli pas, kKorga OH BbIXOAUT U3 CTPOS, HO WITpad yMeHbLIAeTCa CO BPDEMEHEM.
Ecnn nopT cHOBa BbLIXOAUT W3 CTPOs, LWWTpad) COOTBETCTBEHHO YyBenuuuBaetcs. Korga
COBOKYMHbIN WTpad npeBbilaeT Nopor nogasneHns, nopT 6yaeTt nogasneH. [ng 3aTpoHyToro
NPOTOKONA BEPXHEr0 YPOBHS MOAABMSIEMbIA MOPT BCErga HaxoauTCca B COCTOsiHMM Down
He3aBMCMMO OT (pakKTUYECKOro coCTosiHMS nopTa. Korga wTpad ymeHbMTcss 40 nopora
NMOBTOPHOIrO MCMNOSb30BaHUA, NOPT He ByaeT nogaBfieH, U NPOTOKON BEPXHErO YPOBHA CMOXET
onpegenntb hakTM4eckoe COCTosiHME nopTa.

Ecnn nopTt ypoBHA 3 He HacTpoeH ¢ nogasneHnem IP-cobbiTii UM He NOLABMSETCS UM,
NMPOTOKOST MapLipyTM3aumm Wnu Opyrod MNpOTOKON, CBSA3a@HHbIN C COCTOSHMEM MopTa,
no-npexHemy paboTtaeT HopmarnbHO. Korgaa nopT noAdaBrieH, NPOTOKON BEPXHEro YpPOBHS
cyuTaeT, YTo MOpT OTKNIoYeH. Jlloboe uamMeHeHne cocTosHMSA nopta A0 TOro, kak oH bygeTt
BOCCTAHOBIIEH, He BNMAeT Ha Tabnuuy maplpyTtusaumy, a Tawkke Ha pacyeT U obbsBneHue
MapLUpyTa, BbINOSTHAEMbIE MPOTOKOSIOM MapLUpyTU3aLmm BEPXHErO YPOBHS.

7.4.1.2. CBA3aHHasA KOH(urypaums

HacTponka nogaBneHus IP-cobbiTumn
o [lo ymonuaHuto nogasneHne IP-cobbITUn OTKMIOYEHO Ha NOpTax YpoBHS 3.

¢ 3anyctute komaHagy dampening [ half-life-period [ reuse-threshold suppress-threshold
max-suppress [ restart [ restart-penalty ] ] ] ], 4ToObl BKNHOUATD MU OTKNHOYNUTD
nogasneHue IP-cobbiTuiA Ha NopTax ypoBHS 3.

7.5. KoHhurypauums

KoHdurypaumsa OnucaHue u KomaHga
Bkntoyenne (O6szaTenbHO) OH Mcnonb3yeTcsa And nogaBneHnss HeCTabunbHOCTH
nogasnieHus IP- | nopToB ypoBHS 3
cobbiTni
dampening HacTtpauBaeTt nogasreHve
IP-cobbITui
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7.5.1. Bknro4veHune nogasneHus IP-cobbiTumn

7.5.1.1. AcpdeKkT KoHDUrypaumm

Ecnu nopT, AJid KOTOPOro HaCTpOoeHO noaaBrneHune |P-CO6bITVIVI, npoaoJnKaeT OCTaBaTbCA
HecTabunbHbLIM 0O Tex nop, noka He 6y,1:|,eT npeBbILLEH nNpeaBapuTesibHO 3aaHHbIN nopor, ansa
nopTa yCTtaHaBMBaeTCA 3Ha4YeHune Down.

7.5.1.2. MNpumeyaHus

Korga nopT ypoBHsi 3 Ha kommyTatope npeobpasyeTcss B MOPT YPOBHS 2 (Hanpumep, 13
MapLUpyTU3MPYEMOro NnopTa B NopT KOMMyTaTopa), KoHdUurypaums nogasneHus IP-cobbiTuin Ha
nopTe GOyaeT yaanexa.

7.5.1.3. LLlarn HacTpounku

HacTponka nogaBneHus IP-cobbiTumn
o OObGsasaTtenbHbIN.

o  BbInonHuTe HaACTPOKKY B peXMMe HaCTPONKN nHtepderca ypoBHs 3.

e Bbl MOXeTe ykasaTb nepuog nonypacnaga, nopor NoBTOPHOIO MCMONb30BaHUs, NOPOr
NoAaBneHusl, MakcMarnbHOe Bpemsl NoAaBMneHnst U HavanbHbIN WwWTpad. Ecnu Bbl He
3aaguTe 3TU napameTpbl, OyayT MCNOMb30BaTLCA MX 3HAYEHMS MO YMOMYaHWIO.

7.5.1.4. NpoBepka

Ncnonb3ynTe niobyto 13 crieqyowmnx Komang, 4tobbl NpoBepuTb, AEUCTBYET NN KOHUrypaums:

e show running-config

e show interfaces [ interface-id ] dampening, koTopoe ucnonb3yeTcsa ANns NpoBEpKu
KOHpurypauum nogasneHums IP-cobbITUIN Ha yka3aHHOM MopTy.

7.5.1.5. CBA3aHHbIe KOMaHAbI

BknroyeHne nogaBneHus IP-cobbIiTM Ha nopTy

KomaHga

dampening [ half-life-period [ reuse-threshold suppress-threshold max-
suppress [ restart [ restart-penalty 1]1] 1]

Onucanne
napameTpoB

half-life-period: ykasbiBaeT nepuog nonypacnaga. [uana3oH 3HAYEHWMN:
<1-30>; 3Ha4YeHMe MO YMONYaHNIO: 5 CeKyHn,

reuse-threshold: ykasbiBaeT nopor NOBTOPHOIO MCMONb30BaHus. [Juana3oH
3HavyeHnn: <1-20 000>; s3HayeHune no ymonyanuto: 1000.

suppress-threshold: ykasbiBaeT nopor nogasneHusi. [JuanasoH 3Ha4YeHUI:
<1-20 000>; 3Ha4yeHune no ymonyanuto: 2000.

max-suppress: ykasblBaeT MakcumarnbHoe Bpems nogasneHus. uanasoH
3Ha4YeHUn: <1-255>; 3HayeHne Mo YMOMNYaHWIO: YeTbIpEXKPATHbIA Nepuos
nonypacnaga.

restart restart-penalty: ykasbiBaeT nepBoHayvanbHbln wTtpad. OuanasoH
3HayeHun: <1-20 000>; 3HayeHune no ymonyaHuio: 2000

KomaHgHbIn
pPEXNM

Pexum koHdurypaumm nHtepderica
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PykoBoactso no
NCNosb30BaHNIO

MopaBnenune |P-cobbITMA MOXET MOBNUATL Ha MpsMble MapLipyThl,
MapLUpyTbl XOCTa, CTaTU4YeCcKne MapLipyThbl, ANHAMUYECKME MapLUPYThI U
VRRP. Korga nopT nogaBnsieTCcs Ha OCHOBE HACTPOEHHLIX KPUTEPUEB,
3aTPOHYTble MOAYNM ONpPefenstoT, YTO MOPT OTKIYEH, M MO3TOMY
yOansawT COOTBETCTBYKOWME MapLlipyThl. [lakeT p[aHHbix He Oyaer
nepegasaTbCs Yepes noprT.

Mpv NOBTOpPHOM 3anycke komaHabl dampening Ans nopTa, HACTPOEHHOIO
c nopasneHvem |IP-cobbiTuin, MHOpMauMsa o nodaeneHun nopta Gyaet
ouuileHa, Ho flap-cyeTunk OyaeT coxpaHeH, ecnu Bbl He UCMonb3yeTe
KOMaHy OYMCTKN CHETUYMKOB Ansi cOpoca CYETUYMKOB Ha MOPTY.

Ecnn napameTp max-suppress YCTaHOBMEH Ha O4YeHb MasieHbKoe
3HayeHWe, 4YTO [JenaeT MakCMmarbHbIM LWTpad MeHblie nopora
nofasneHus, nopT Hukorga He 6ypet nopasneH. [Mpyu BO3HMKHOBEHUM
Takoh owmnbkn  KoHdurypauum 6OygetT HameyaTaHo — crniegyoulee
coobLeHne, ykasbliBatoLee Ha oLWnBbKy KOHurypaumu:

% Maximum penalty (10) is less than suppress penalty (2000). Increase
maximum suppress time

Ecnn goctynHOM CUMCTEMHOW MaMATU HeLOCTaTOMHO Af1S BbINOSTHEHUS
KomaHgbl dampening, OygeT HaneyaTaHo cregytowee cooblieHve,
yKasbiBatoLlee Ha cbor KoHUrypauuu:

% No memory, configure dampening faill

7.5.1.6. NMNpumep KoHcpUrypaumm

Hactpownka nogaBneHus IP-coObITUM Ha NnopTax YpoBHA 3

CueHapun:
romy, GE 0/1 GE 0/1
—— 2
e -
PucyHok 7-2.
Warn Bkntounte nopaeneHne IP-cobbituin Ha nopte GigabitEthernet 0/1 Ha

HacTporku | MmapwpyTtnsatope A n Ha nopty GigabitEthernet 0/1 Ha mapwpyTtusaTtope B
CooTBETCTBEHHO U YycTaHoBuTe half-time-period Ha 30 cekyHa, reuse-
threshold Ha 1500, suppress-thresholdHa 10000 n max-suppress go 120
ceKkyHA

A QTECH (config)#interface GigabitEthernet 0/1
QTECH (config-if-GigabitEthernet 0/1)#dampening 30 1500 10000 100

B QTECH (config)#interface GigabitEthernet 0/1
QTECH (config-if-GigabitEthernet 0/1)#dampening 30 1500 10000 100
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MpoBepka | 3anyctute

komaHgy show interfaces dampening, 4T0Obl NpOBEPUTH
KOHGUrypauuto nogasneHns |IP-cobbiTnin Ha COOTBETCTBYHOLLMX NOpTax

0

0

QTECH #show interfaces dampening
GigabitEthernet 0/1
Flaps Penalty Supp ReuseTm HalfL ReuseV SuppV MaxSTmMaxP Restart

FALSEO 30 1500 1000 100 15119 0

7.5.1.7. PacnpocTpaHeHHble OLMNOKHK

MopT Ha kommyTaTope ypoBHS 3 He npeobpasyeTca B MapLUpyTU3NPYEMbIN NOPT C MOMOLLBIO
KomaHabl no swithport go HacTporikm nogasnexus IP-cobbiTUiA.

7.6. MOHUTOPWHr

7.6.1. OuncTKa

OnucaHue KomaHaa
OunaeT cyeTUnKn MHTEpderica clear counters
NMPUMEMAHUME: pononHuTenbHble cBedeHMss O Komanae clear counter cMm. B

COOTBETCTBYIOLLEN MNaBe, NOCBALLEeHHON koMaHae «HTepdency.

7.6.2. OTOGpaxeHune

OnucaHue

KomaHga

OtobpaxaeT

CYETUMKM Ha | show dampening interface

3abnoknpoBaHHbIX NopTax

OTobpaxaeT koHdurypaumto nogaeneHuss  show interfaces dampening
IP-cobbITnin Ha nopTax

7.6.2.1. OTnapka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NPY BbIBOAE OTNag0uYHOM MHopMauuun. Noatomy
OTKNtoYanTe OTNaaKy cpasy Nocne UCMosib30BaHMS.

OnucaHue

KomaHpa

BkntoyaeTt

oTnagky

nogasnenus IP-cobbiTnin

debug dampening interface
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8. HACTPOUKA VSU
8.1. O630p

YTo06bl NOBLICUTL HaQeXHOCTb ceTen, ABa yCTpOVICTBa Ha ypoBHE AApa U ypoBHE KOHBEPreHunmn
TpaaANUMNOHHbIX ceTen KOH(bVIprVIpyIOTCFI C AByMA dpamMmu onsa obecneyeHus pe3epBunpoBaHUA.
YCTpOIZCTBa OOoCTyna W KOoHBepreHuunm COoOTBETCTBEHHO NOAKMNKHYAKTCA K dAdpamM OBYyMA
kaHanamu. Ha cnepgyouiemM pucyHkKe nokasaHa TunmnyHaa tpagnunoHHaA ceTeBasd apxXuTekTypa.
PGSGDBMDOBaHHaﬂ ceTeBad apXUTEKTypa YyBeln4dmBaeT CIOXKHOCTb MPOEKTUpoBaHNA W
aKCnnyataumnm ceTu. B 10 xe BpeMA OonbllIoe KONMMYEeCTBO pe3epBHbIX KaHaliloB CHUMXaeT
ncnonb3oBaHME CeTeBbIX PECYPCOB N OKYyNnaeMoCTb WHBECTULMIA.

Core Layer

Convergence
Layer

Access E 5,_-_ = : = E
e P P P
PucyHok 8-1. TpaguumMoHHasa ceTeBas apxuTekTypa

Virtual Switching Unit (VSU) — aT0 cBOEro poga TEXHONOIMsi BUpTyanusaumm ceTEBLIX CUCTEM,
KoTopas noagepxveBaeT o6beguHEHNE HECKONbKUX YCTPOWUCTB B OOHO BMPTyanu3npoBaHHOE
ycTponcTBo. Kak nokasaHo Ha PucyHke 8-2, ycTpomcTBa [OCTyna, arperauun n ypoBHS gapa
MOIyT COOTBETCTBEHHO Obpa3oBLbiBaTb VSU, a 3atem atn VSU coeamHsoTca apyr ¢ Apyrom,
obpa3sys ckBo3Hyto ceTb VSU. Mo cpaBHEHMIO C TPAAMLMOHHONM CETBIO 9Ta CETb NPESOCTaBMSET:

e YnpoLleHne TONosornm ceTu.
o CokpalleHue 3aTpaT Ha yrnpaBrieHme u o0CnyXnBaHme ceTu.

e CokpalweHne BpeMEHN BOCCTAaHOBMEHWUS TMPUMOXEHUA W BPEMEHW NpepbiBaHUS
obcnyxuneaHus.

e [loBblweHne adhdEKTMBHOCTN UCMNOSb30BaHUS CETEBbLIX PECYPCOB.
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Core Layer

Convergence
Layer

Access
Layer

PucyHok 8-2. End-to-End ceTtb VSU

8.2. NMpunoxeHusa

MpunoxeHue OnucaHue
EauHoe ynpaeneHue | Mcnonb3yeT HeCKONbKO (OM3MYECKMX YCTPOMCTB B KayecTse
HECKOJbKUMM NOrMYeCcKOro YCTPOoMCTBa ANs YHU(ULMPOBAHHOTO YNpaBreHns

YCTpPONCTBaMM

YnpouieHue ceteBon | Mcnonbayetr VSU B kayecTBe IOrMyeckoro yCTpomcTea Ans
Tononoruun YMPOLLEHNS CETEBOW TONONOMNN

8.2.1. EpnHoe ynpaBrneHue HeCKOfIbKMMMU YCTPpOUCTBaMM

8.2.1.1. CueHapum

Korga Heckonbko hm3nyeckmx ycTponcTB obpasyoT cuctemy VSU, dumamyeckue ycTponcTea
MOXHO paccmaTpuBaTb Kak rnormyeckoe ycTpoucTBo. Bce koHdwurypaumm ynpaBnawoTcsa Ha
rno6anbHOM Master-ycTponcTae.

Kak nokasaHo Ha PucyHke 8-3, 4eTblpe ycTponcTtBa (NpoHymepoBaHHble 1, 2, 3 n 4 cnesa
HanpaBo) obpasytoT cuctemy VSU. YctponcTteo 1 aBnsietcs rnobansHbiM Master-yCcTponcTBoM,
yCTpoucTBO 2 — rnobanbHbiM slave-yctponctsom, a yctponctea 3 n 4 — rnobanbHbiMy
yCTporicTBaMU-KaHanaaTamm.

e Bce ycTponcTtBa HacTpanBarTCs NPOCTO Ha rnobansHOM Master-yctponcTse.
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Glabal Master Global Slave  Global Candidate  Global Candidate

WaL WSL V5L

PucyHok 8-3.

MoapobHee o VSL cm. onucaHne B pasgene Hactporika VSL.

8.2.1.2. PaszBepTbiBaHUue

e [nobanbHoe Master-ycTponcTBO YynpasnseT Bcen cucremon VSU, 3anyckaet
npoTokonbl control-plane n yyacTByeT B NepecbInke AaHHbIX.

e [nobanbHoe slave-yCTpoMCTBO ydacTByeT B MEpecbifike [aHHbIX, He 3anyckaeT
npoTokonbl control-plane, paboTaeT kak pe3epBHoe M OGepeT Ha ceba paboty
rnobansHoro Master-yctponcrtea B criyvae cbosi.

e [nobanbHble yCTPONCTBA-KaHANAATLI yH4aCTBYIOT B NEPECLINKE AaHHbIX U He 3anyckaeT
npoTtokonbl control-plane. Korga rnob6anbHoe slave-yCTpOMCTBO  HeucnpaBHoO,
rnmobanbHOe YCTPOWCTBO-KaHOMAAT MOXET B3sTb Ha cebs paboTy rnobanbHOro
slave-yctponctea. B atom cnyyae, korga rnobanbHoe Master- and slave-yctponcTtea
HeucrnpasHsbl, cuctema VSU nepesanycTtutcs.

8.2.2. YnpolieHne ceTeBoM TONONOrum

8.2.2.1. CueHapun

B TpaaumumoHHbIX ceTsaX, kak nokasaHo Ha PucyHke 8-4, HeobGxogumo gobaBuTb pesepBHble
YCTPOWCTBA W NIMHMK ON1S1 NOBbLILWEHWS] HAOEXHOCTU CEeTU; OQHAKO Takke HeobXxoaMmo BBECTU
MHOXXECTBO anropuTMOB ANs NpefoTBpaLleHnst NeTerb, KOTOpbIE YCNOXHAT paboTy cetn. B
cucteme VSU Bce ycTpomMCcTBa paccMaTpuBalOTCA KaK JIOrMYyecKoe YCTpomMcTBO. PasnuyHble
YCTPOWCTBa AyOnunpyroT Apyr Apyra, U HET Heo6Xo4MMOCTN BBOAUTL aniropuTM NpeaoTBpaLleHus
obpaszoBaHus NeTenb, YTO MOXET YyNPOCTUTbL CETb.

e [lBa kKomMmyTaTopa arperauum obpasyT cuctemy VSU. Het HeobxogmmocTtu
HacTpavBaTb anropuTMm npegoTBpalleHns obpasoBaHusa netenb. [1Ba kommyTaTopa
B3aMMHO pe3epBUPOBaHbI.

¢ KommyTaTop goctyna nogkroyaeTcss K KomMyTaTopam arperaumm Yyepes uplink AP.
o Korga kommyTaTtop B cucteme VSU HencnpaBeH, Apyron kaHan Bce ewe paboTaer.

S

Access Device

PucyHok 8-4.
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8.2.2.2. PaszBepTbiBaHUue

e [nobanbHoe Master-ycTponcTBO YynpaBnsietr Bcen cuctemon VSU, 3anyckaeT
npoTokonbl control-plane n yyacTByeT B nepecbIfnke SaHHbIX.

e [nobanbHoe slave-yCTpoOMCTBO Yy4acTBYeT B MEpPeCbifike [OaHHbIX, He MChnonb3yeT
npoTokonbl control-plane, paGoTaeT kak pe3epBHOoe W OepeT Ha cebs paboTy
rnobanbHoro Master-yctponcTea, korga rnobansHoe Master-ycTponcTBo HeEMCnpasHo.

o KommyTaTtop AocCcTyrna OpMEeHTUPOBAH Ha Mofb3oBaTenien W paspellaet AOCTyn C
YCTPOWCTB norib3oBaTenen.

8.3. PyHKLUUMN

8.3.1.1. BasoBble KOHUenTbl

Cucrema VSU
Cuctema VSU npeactasnsieT cobon eguHbIn norMyeckun o6bekT, COCTOAWMA U3 OBYX UMK
HECKONbKNX YCTPOWCTB B TPaaUUMOHHOM CEeTeBOW apxuTekType. Hanpumep, cuctema VSU
YPOBHS arperauun, nokasaHHasa Ha crneayloLeM pUCYHKE, MOXET pacCMaTpuBaTbCs Kak eanHoe
YCTPOWCTBO, B3aUMOAENCTBYOLLEE C YPOBHEM s4pa U YPOBHEM AOCTyNa.

Physical Logical

Topology Topology

Convergence
Layer

Access
Layer

PucyHok 8-5. YpoBeHb arperaummn VSU

B npuBegeHHoM Bbie ceTeBOW CTpykType VSU yCTponcTBa-yneHbl obpasytoT Jlormdeckui
0OBEKT Yepes BHyTPEHHME KaHarbl, a YCTPOMUCTBA YPOBHSA AOCTyNa nogknoyatTesa kK VSU yepes
arperMpoBaHHble kaHanbl. Takum obpa3om, Mexay YpoBHSAMW JOCTyNa U arperaumm HeT netnu
YPOBHS 2.

Physical Logical
Topology Topology
AV o
Access N -5 o | VSu @
I |
Layer | |
| |
i |
Server g

PucyHok 8-6. YpoeeHb goctyna VSU

[MomMUMO yCTPOMNCTB YPOBHSA Sapa U YPOBHS arperauuun, ycTponcTBa YPOBHS JOCTYMNA Takke MoryT
dopmupoBatb cuctemy VSU. CepBep, koTopoMy TpebyeTcs BbiCOKasi AOCTYMHOCTb, MOXET
NCNonb30BaTbh HECKONBbKO CETEBLIX KapT Ans oOpMUpoBaHUsA arpermposaHHoro nopta (AP) ans
NOOKIMTIOYEHNA YCTPOMUCTB YPOBHSA AocTyna. [MockoribKy Todka AOoCTyrna MOXeT MOoAKNo4aTbCs
TOMNbKO K OQHOMY M TOMY e YCTPOMCTBY QOCTYNa, BO3pacTaeT pUCK OTKa3a OHOro yCTPOUCTBa.
B atom cnyyae aonsa pewenns npobnembl MOXHO ncnonb3oBatb VSU. B pexume VSU cepsep
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NCNONb3yeT HECKOSIbKO CETEBbIX KApT U NPUBSA3bIBAET UX K AP Ans noakmoYeHUst pasnmyHbIX
YCTPOWCTB-YNIEHOB OAHOM U TOW e rpynnbl VSU. Takum o6pa3om MOXXHO NpeaoTBpaTUTb 0TKa3
O[HOW TOYKM U NpepbIBaHNE CETU, BbI3BAHHOE OTKAa30M OAHOrO KaHana.

WpeHtncpmukatop gomeHa VSU

[lomeH VSU wumMeeT Tonbko oauvH uAeHTUdUKaTop. TOMbKO YCTPOWCTBA C OAMHAKOBLIMM
naeHTudMKaTopaMm JoMeHa MoryT popmmpoBaTb cuctemy VSU.

UpeHTncpmukaTop yctponcTea y4yacTHUKaA

Kaxxgoe ycTponcTBo-y4acTHUK B cucteme VSU nmeeT yHUKanbHbIM naeHTugunkaTop, a UMeHHo
noeHtTudgukaTop KommyTaTopa. MaoeHTudukaTopbl KOMMyTatopa MOXHO MCMOMb3oBaTb AN
yrnpaBneHnsa yCcTpoucTBamMn MM HaCTPOWMKN UHTepEencoB Ha ycTponcTBax-yYacTHukax. lMpu
nobaeneHumn yctponctea B cuctemy VSU HeobXoauMo HACTPOUTb MaeHTUdMKaTop yCTPoMCTBa
n ybeanTbcs, 4TO MAEHTUUKATOP yHUKaneH B Ton xe cucteme VSU. B cnyyae koHnvkTa
noeHtudukaTopos cuctema VSU 3apesepBuMpyeT OAHO YCTPOWMCTBO B COOTBETCTBUM C
npuopmnTETOM.

Ponb ycTponcTBa y4yacTHUKa

Cuctema VSU cOCTOUT M3 HECKOSbKMX YCTPONCTB. Npun yctaHoBke cuctembl VSU Heobxoanmo
BblOpaTh rnobanbHoe Master-yctponctBo u rnobanbHoe slave-yctponcTeo. Bce ocTtanbHble
ycTpoucTBa ABMAIOTCA rno6anbHbIMK yCTponCTBaMu-KaHanaaTaMu. Mmo6anbHoe
Master-yCcTponcTBO BbiOMpaeTCcsi U3 HECKOMNbKMX YCTPOMCTB HA OCHOBE NMPOTOKOa Bbibopa. Bece
ocTanbHble YCTpoucTBa SBNATCA rnobanbHbIMK Slave-ycTpocTBaMuM B peXuMMme ropsiyero
pesepsa 1:N. Korga nogaoepxmBaeTcs pexunm ropsidero pesepsa 1:1, 04HO YCTPOWCTBO SBNSAETCA
rno6anbHbIM Master-yCcTponcTeom, O4HO YCTPOWCTBO ABnseTcs rnoGanbHbIM
slave-yctpoctBOM, a BCe  oOCTanbHble  YCTpOWCTBa  ABNATCA  rnobanbHbIMU
yCTpovcTBaMu-KaHaAnAaTaMm.

MmobGanbHoe Master-ycTponCcTBO OTBEYAET 3a ynpaBrieHne Bcen cuctemon VSU, BbINOMHEHME
npoTtokonoB control-plane n yyactme B nepecbifnike AaHHbIX. [pyrne ycTpowncTsa, BKYas
rnobanbHble slave-ycTponcTBa U YCTPOMCTBa-KaHanAaTbl, y4acTBYIOT B Nepechisike AaHHbIX, HO
He MCnonb3ylT NPOTOKOMbl control-plane. Bce nonydeHHble NOTOKM AaHHbIX control-plane
HanpaenATCs Ha rnobanbHoe Master-ycTponcTeo ansi oopaboTku.

mobGanbHoe slave-yCTpoMCTBO Takke mnonyyaeT cTaTtycbl rnobanbHoro Master-yctponcTea B
pexume peanbHoro BpemMeHn n obecneumBaeT u3bbiTouHOCTb 1:1 mnm 1:N ¢ rno6anbHbIM
Master-yctponictBoM. Ecnn rmobanbHoe Master-ycTponCcTBO BbIMOET M3 CTpod, rnobanbHoe
slave-yctponctBo Bo3bMeET Ha cebsa dyHkumMm Master-yctponcTea u 6ygeTt ynpaensiTb BCEN
cucremon VSU.

Hwxe npuBeaeH metoq Bbibopa Master-yctpornictea cuctemol VSU:

1. lNpaBuna Bbibopa Master-yctponcrtBa cuctembl VSU BkntovatoT (mepexoauT K creayoemy
npaeuny, ecnvn npeabigyliee npaBuno He nomMoraeT npu Bbibope Master-ycTtponcTea): a)
Bbi6op ycTponcTBa C BbICLLUMM MPUOPUTETOM U3 3anyLLEHHbIX B JaHHbIN MOMEHT B Ka4yecTBe
Master-ycTpoicTBa (Bce yCTPOMCTBA He sBnsatoTcs Master-yctponcresamm BO BpeMs 3arycka).
©) Bbibop ycTpoincTtea ¢ HaumeHblwnmM HomepoM (No.) ycTponcTtea. B) Beibop ycTponcTea ¢
HammeHbwnMm MAC-agpecom B kadyecTBe Master-ycTponcTaa.

2. B pexume «ropsiyero» pesepBa 1:N Bblbupaetca yCTpOMCTBO C Hambonee nOXOXeMn
KOoHgurypauuen ¢ Master-yctponctBOM B  KadecTBe  Slave-yctponcrtsa, 4TOObI
npeaoTBpaTUTb MCMOSb30BaHNE ABYX aKTUBHbIX YCTPOMCTB. Nopsaaok Boibopa crneayoLwmi:
onvxanwmnn/HamBbICLIMIA NpuopuTeT/HanmMmeHbln MAC-agpec.

3. Cuctema VSU nopgepxuBaeTt «ropsdee» gobasneHne BCMOMOratesibHOro yCTPOWCTBA.
Haxe ecnn «ropsyvo» gobGaBneHHoOe YCTPOMCTBO MMeeT Gonee BbICOKMMA NPUOPUTET, Yem
Master-yctponcTtso, cuctema VSU He BbINONHAET NEPEKOYEHNE aKTUBHbIN/PE3EPBHbIN.
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4. Tlopspok 3anycka yCTpOMCTBa-y4aCTHUKA MOXET MOBNUATH Ha Bbibop Master-yctponcrea.
YCTPONCTBO-YIIEH MOXET He NpUcoeamHUTbLCS K cucteme VSU, NnoTOMY YTO OHO 3anyckaeTca
cnuwkom MeaneHHo. B atom cnydae yctpowncTtBo 6yaet pgobaeneHo B cuctemy VSU B
«ropsvem» pexume. [axe ecnm ycTpoOMCTBO MMeeT Oornee BbICOKAWA MPUOPUTET, YeMm
Master-ycTponcTBo, cuctema VSU He BbINOMHSAET NepeKknioveHne akTUBHbIN/pe3epBHbIN.

8.3.1.2. 0630p
Oco6eHHOCTb OnucaHue
Kanan BuptyansHou | B cucteme VSU ana nogknioyeHUs BCEX YCTPOWCTB UCMOMb3yeTcs

kommyTaumm (VSL)

BU pTyaanb||7| KaHan

Tononorusg

OnucbiBaeT BHYTPEHHIO Tononormio cuctemsl VSU

Dual-Active Detection

(DAD)

MpepoTBpaLwaeT cocylecTBoBaHMe AByx Master-kommyTaTopoB B
pgomeHe VSU

YnpasneHue
CUCTEMOU

OnucbiBaeT  BO3MOXHble  COeOUHEHUS
ycTponcTBamu u yctporcteamm VSU

mMexany BHELLUHMU

Onpenenexve
HaxoXOeHus
YCTpOMCTBa ObICTPbIM
MUFaHNEM (Quick
Blinking Location

YnpaenseT yctponcteamu B cucteme VSU

8.3.2. Kanan BuptyanbHou kommyTauum (VSL)

8.3.2.1. MpuHUMnN paboTbl

VSL

Cuctema VSU npegctaenseTr cobon ceTeBorn 0O6bEKT, COCTOSLUNNA N3 HECKOSbKUX YCTPONCTB.
OTn ycTponcTBa OOSMKHbI OOMEHMBATLCA ynpaBnsAlowen MHpopmaumen M 4acTbio MOTOKOB
JaHHbIX. VSL — 3TO cneumasnbHbI KaHar, MCnofb3yeMbli N8 nepefayn ynpasnstowen
MHdOpMaLmMn 1 NOTOKOB AaHHbIX Mexay ycTponcTsamu cuctembl VSU. Hanpumep, VSL moxeT
OblTb YCTAHOBIEH Mexay OBYMsl ycTponcTBamu yepe3d uHtepdencobl 10 Gigabit Ethernet. Ha
PucyHke 8-7 nokasaHo nonoxenHune VSL B cucteme VSU.

Yirtual Switching Unit

Virtual Switching Link
3L}

PucyHok 8-7. VSL
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VSL cyuwecTtsyeT B Buge rpynn AP. NoTokn AaHHbIX, NnepeaBaeMble Yepe3 VSL, pacnpenenatoT
Harpysky Mexay ydYacTHMKamu nopTa arperauum B COOTBETCTBUM C anropuTMoM HGanaHcupoBku
Tpacdumka.

VSL-tpacumk
lMoTokM ynpaBneHus, nepefaBaemMble Yyepes VSL Mexay yCTPpOMCTBaMu, BKAOYAOT:

1. T[lakeTbl NPOTOKOMOB, NOMyYEHHbIE YCTPONCTBAMM-YHACTHUKAMU: 3TN NaKeThI
NpOTOKONOB HEe0bXxoaMMO nepecbinath Yepes VSL Ha rnobanbHoe Master-ycTponcTBo
ans obpaboTku.

2. [akeTbl npoTokona, obpabaTbiBaemble rnobdanbHbIM MacTep-yCTPONCTBOM: 3TH
nakeTbl NPOTOKOSA AOMKHbI BbITh NepeHanpaBneHbl Yepes VSL Ha nHTepdenchl
OPYrMX YCTPOMCTB- Y4aCTHMKOB, a 3aTeM OTNpaBfieHbl Ha peer-ycTponcTea ¢
NMOMOLLLbIO 3TUX MHTEPPENCOB.

lMoTOKM OaHHBIX, nepegasaemMbie 4Yepes VSL Mexny yCTpOIZCTBaMI/I, BKIMKO4atoT:

1. TloTok gaHHbIX, noctynatoLwme Bo VLAN.

2. TloToKn AaHHbIX, KOTOpPble HEOBXOOUMO NepeckinaTtb Mexay yCTponcTesamm u
nepefasaTtb Yepes VSL.
Kpome TOro, BHyTpeHHME MakeTbl ynpasneHus cuctembl VSU Takke nepeparotcs yepes VSL.
MakeTbl ynpaBneHus BkNo4valwT B ceba MHGopMauuio O NPOTOKONe, MNepPEKoYaeMyro
onepaTtuBHbIM pe3epBMpPOBaHMEM, U MHAOPMAUNIO O KOHGUrypaunm, OOCTaBMSEMYO XOCTOM
OPYrMM yCTPOMCTBaM-ydacTHUKaM.

NMPUMEYAHUE: c ToukM 3peHnsa pyHKUMK aHanuaatopa koMmyTupyembix noptoB (SPAN)

nHTepdenc, ceasaHHbIn ¢ VSL, He MoxeT paccMaTpuBaTbCA Kak UCXOAHbLIM MOPT MUnv nopT
HasHa4veHnss SPAN.

C6omn VSL

Ecnn onpegeneHHbIN kaHan-y4acTHUK, NodknodeHHbIN K rpynne AP VSL, He paboTaeTt, VSU
aBTOMaTM4YeCkn W3MEHUT KOHdUrypauuio nopta arperauum VSL, 4TtoObl nNpenoTBpaTuTh
nepeaadvy Tpadvka yepes HencrnpaeBHbIA KaHas-y4aCcTHUK.

Ecnu Bce kaHanbl cBA3W OTKMOYEHbl OT rpynnel AP VSL, Tononornsa VSU mnameHntcs. Ecnu
ncxogHas tononorus VSU aBngeTcs TONonornemn Kkonbla, konbLo npeobpasyeTcs B nuHuto. [Ans
nonyyYeHns AONOSIHUTENbHOW MHGOPMaLMM CM. pasgen Tononorus.

O6HapyxeHue owmboK Ha nHTepcence VSL

Korga Ha wuHTepdperice VSL obOHapyxmBaeTca 0OonbllOe KOMMYECTBO MnocredoBaTerbHbIX
oLNBOK, MHTEpPdENC OOMKEH OblTb OTKIKOYEH M NEPEKIOYEH Ha apyron nHtepdenc VSL. Metog
obOHapyXeHus cneayoLwunii:

Ecnn Ha uHTepdence VSL o6HapyxeHbl owmbo4Hble Kagpbl, BbINOMIHETCS WCMpaBrieHne
ownBo4HbIX KagpoB. 1o ymonyaHuio cuctema onpegenseT nHrepdenc VSL kaxgble 5 cekyHa,.
Ecnn konudectBo kagpoB C owwnbkamum 6Gonblue, 4Yem 3HaYeHWe Nnum Mo CpPaBHEHMIO C
oBHapy>eHHbIM B NOCneAHWI pas, NpeanonaraeTcd, YTo Kagpbl C onmbKkammn obHapykeHbl OguH
pa3s. Ecnu owmnboyHble Kagpbl 0GHapPY>XMBAKOTCS NOCnefoBaTeNbHO B TeYEHUE 3HAYEHUs pas,
npegnonaraeTcs, YTo UHTepdenc HencnpaeeH. Ecnv npn obHapyXeHnn oWMnOOYHbIX KagpoB
OOCTYMHO Heckosnbko kaHamoB VSL, VSL 6yamet nepekntodeH. NocnegHun VSL He OygeTt
nepeknio4vaTbes, YToObl NpegoTBpaTUTL pasgerieHne Tononornu.

PasnunyHble Nnonb3oBaTesbCKME CLIEHApPMM UMEKOT pasHble TpeboBaHMst K num u times. 3HadyeHne
no ymomnyaHuo Ans num pasHo 3, a ang times — 10. Ecnu y nonb3oBaTtenemn ectb CTporne
TpeboBaHMs K cueHapusaMm, BblIbepnTe MeHbLUME 3HAYEHUs Ans num u times; ecnun HaobopoT,
BblOepuTe BorbLLMe 3HaYEeHUS.
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8.3.3. Tononorusa

Cuctema VSU nogaepxvBaeT NIMHENHYIO U KOMNbLEBYO TOMOSOMI0. YCTPOMUCTBA NOAKI0YaoTCS
yepes VSL ans popM1poBaHUs NMHUM, KOTOPasi Ha3bIBAETCS NMMHENHOW TOMOMOornen.
8.3.3.1. NMpuHUMN paboTbl

Tononorusa

JlnHennas Tononorus npocta. OHa ncnonb3yeT 04eHb Mano NopToB M kabenen. [iBa yctponcTea
COEeJUHEHbI TONbKO OAHMM KaHanom cBasun. CnegoBaTtenbHo, VSL nmeeT HU3KY0 HageXHOCTb.

Wl W Wl

Topology

PucyHok 8-8. JluHenHasa Tononorns

3a MCKNYeHMeM NMHENHOW TOMOMNOrNK, YCTPOMCTBA Takke MOryT 06pa3oBbiBaTb KOMbLIEBYHO
TOMOSOIMIO, Kak nokasaHo Ha PucyHke 8-9. B konbLeBON TONOMOrMM ABa KaHana CBs3W Mexay
yCTpOMCTBaMn MoryT aybnmpoBaTb Apyr Apyra W BbINOMNHATH pe3epBMpOBaHME KaHanos Ang
NOBbILLEHUA HAAEeXHOCTN cuctembl VSU.

WL VSL VSt

Ring
Topology

PucyHok 8-9. KonbueBas Tonosorns

NMPUMEYAHMUE: pekomengyeTcs BbibpaTh KONMbUEBYIO Tononoruio angd cuctemol VSU, 4Tobbl
Ha HopmanbHylo paboTy Bcen cnuctembl VSU He NOBRAMSNO HM O4HO HEUCrNpaBHOE YCTPOWMCTBO
mnun VSL.

NMPUMEYAHMUE: nomumo BbiGOpa ceTu C KOMbLEBOW TOMOMOIMMEN, PEKOMEHOYETCH HACTPOUTb
Heckonbko VSL gns kaxpgoro yyactHuka VSL, 4ToGbl MOBbICUTb HageXHOCTb ogHoro VSL.
PekomeHayeTca Kak MMHUMYM [Ba KaHana, U MOXHO HacTpPOUTb MaKCUMyM 4eTbipe KaHana.
PasymHasa koHdurypaums Bkntodaet 6onee gByx VSL, nepecekarolmnx pasHble KapThbl.

KOHBepreHLIMﬂ Tonosnornu

Mepen cospgaHueMm VSU yCTpOWMCTBa-y4aCTHUKN OOSMKHbI OOHapyXuTb cocenen C MOMOLLbHO
NPOTOKONOB OBGHApy>XeHMUs1 TOMONiorMM M MpoBepuTb ycTponcTea B cucteme VSU, 4ToOGbI
noaTBepaMTb  Ouana3oH OgOMeHa  ynpaeneHuda.  3ateM  BbliOupaeTcss  rnobanbHoe
Master-ycTpoiCcTBO Ans ynpasneHust Bcen cuctemon VSU, a rnobGanbHoe slave-yCTponcTso
BblOMpaeTca ana pesepBHOro konvpoBaHus Master-yctponcTtea. Torga Bcs tononormst VSU
cxoautes. lockonbKy Bpemsi 3anycka pasfnuMyaeTcsa Ons pasHblX YCTPOWUCTB, BPEMSI NepBOn
CXOAMMOCTU TOMONOMU TakKe pasfnyHo.

Npeobpa3zoBaHMe KONbLEBOW U IMHENHOWN TONONOrnNn

B konbueBon Tononoruu, ecnu kaHan VSL OTKMOYEH, KonbueBasi Tononornsa npeobpasyercs B
nuHenHyo Tononoruio. Bea cuctema VSU no-npexHemy Gyaet HopmanbHO pabotath 6e3
OTKNtoYeHnsa ceTn. Ytobbl NpeaoTBpaTUTh OTKa3 ApYrnx KaHanoB v y3noB VSL, pekomeHayeTca
onpegenntb MecToHaxoxaeHne cboeB VSL u BoccTaHOBUTL AocTynHocTb VSL. [locne
BOCCTaHOBIEHNA kaHana VSL Tononornsa nuHum npeobpasyeTcs B TOMOMOMNI0 KomnbLa.
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PucyHok 8-10. Tun npeobpasoBaHus coeanHeHns. KonbLo B NMUHUIO Y NIMHKS B KOMbLO

Pa3pgeneHue Tononornu

B nuHerHon Tononoruu, ecnn kaHan VSL oTKMo4eH, nuHerHas Tonosornsa 6yaet pasgenexa,
Kak nokasaHo Ha PucyHke 8-11. 'pynna VSU pasgeneHa Ha aee rpynnbl. B aToM cny4yae B cetn
MOryT CyLlecTBOBaTb [Ba YCTPOMCTBaA C abCOMOTHO OOWHAKOBLIMU KOHMUIypauusamu, 4YTo
npusedeTr K HeHopmanbHonW pabote cetn. CnepoBaTenbHO, ANs pelleHus npobremsbl
pasgeneHus Tonomormm HeobxoaMmo pas3BepHYTb (YHKLUUIO MHOFOAKTUBHOIO OOHapyXeHust
(MAD).

Splitting

WS

L VSL vsL
I

SO S

PucyHok 8-11. PasgeneHue Tononorum

< 1>

ObbeaguHeHUe Tononoruu

Ecnn gBe rpynnbl VSU coeguHeHbl Yepes kaHan VSL, Tononorust nuHMm 6ygeT o6beanHeHa. Bo
BpeMsa ob6beamMHeHNs TONONOrMn nepesanycTute ogHy rpynny VSU, a 3atem gobasbTe Apyryto
rpynny VSU B «ropsyem» pexmme.

MpvHUMN  KOMOMHWPOBAHMS  TOMOSMIOTUIA:  MUHUMM3AUMS  BRAMSIHUS Ha  CEPBUCHI  MpU
kOoMGUHMpoBaHUK Tonornorui. Mpasuna cneayowme (Beibop npomcxoanTt nocneaoBaTenbHO, No
oaHoMy M3 npaBwunto Ecnv no nepeBomMy npaBuny He nony4vaetcsi BblopaTb ONTUMArbHYH
TOMorornio, NpoaoskaeTcst BbIGOP Mo cnegyroLemy nyHKTY):

e Vcnonb3aynte npuoputeT YCTPONUCTBA B KadeCTBE MEPBOro KpUTEPUS ANA OLEHKU
KoMBuHMpoBaHus Tononoruun. 3apesepsupynte rpynny VSU, cogepikaluyto yCTPOUCTBO
C HauMBbICLLUMM NPUOPUTETOM.

e Ecnv npegblayLlmin NyHKT HE MOXET NOMOYb NPUHATL pelueHune, BoibepuTe rpynny VSU
C MEHblMM naeHTUrkaTopom KommyTatopa (oguMH M3  ABYX rnobanbHbIX
Master-kommyTaTopoB).
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o Ecnu npefblaylinii NyHKT HEe MOXET MOMOYb MPUHATL pelleHune, 3apesepBupynte
rpynny VSU ¢ meHbwnm MAC-agpecom (agpec rmobanbHoro Master-kommyTtartopa).

WSL WSL WEl
TS S S $$
\ V v,

Combining

-

WsL W3L VS S

WSL L WEL
.:. x n .1| n |..| n .,1| ﬂ -+ &
S SIS IS SIS
\J W v/ v

PucyHok 8-12. O6beanHeHne Tononornm

NMPUMEYAHUE: npn o6beanHeHnn Tononorum asyx rpynn VSU Heobxoaumo BbibpaTb OAHY 13
asyx rpynn VSU. MNpynna VSU, koTopas He npowia oTbop, aBToMaTtnyeckn nepesanyctuTcsa u
pobasutcsa B apyryto rpynny VSU.

8.3.4. Dual-Active Detection (DAD)
8.3.4.1. MpuHUMN paboTbl

Korga VSL oTknto4eH, slave-ycTpocTBO nepekntoyaeTcs B pexum Master. Ecnu nexogHoe
Master-ycTponcTBo BCce elwle paboTtaet, pag npobnem, Bknwoyas koHdnukT IP-agpecoB B
nokanbHou ceTn, GyaeT BbI3BaH M3-3a Hanuuusa OByX Master-yCTpoucTB M UX MOSTHOCTbIO
OAMHAKOBbIX KOHdurypauun. B atom cnydyae cuctema VSU pomkHa oOHapyxuTb [fBa
YCTPOMCTBA W MPUHATL Mepbl MO BoccTaHoBrneHutw. Cuctema VSU npepocrtaBnsdeTr aBa
cneayowmx metoga solnonHeHns MAD:

o  OOGHapyxeHue gByHanpasneHHon nepecbinku (BFD)
o  OOGHapyxeHue Ha ocHoBe AP

Mpasuna MAD

1. Bbibepute rpynny VSU ¢ HanBbICLLUMM NPUOPUTETOM.

2. Ecnu npeablayLimi NyHKT He MOXET NMOMOYb MPUHATL peLleHne, BblbepuTe rpynny
VSU c 6onblunm KonmyecTBoM OM3nNYECKUX YCTPONCTB.

3. Ecnu npeablayLimi NyHKT He MOXET NMOMOYb MPUHATL peLleHne, BblbepuTe rpynny
VSU c 6onee Bbicokum ypoBHem CocTtosiHus (CocTtosaHme: obLuasa nponyckHas
CNocobHOCTL BCex hmanmyecknx MHTepdencoB (KpoMe MHTEPENCOB yNpaBneHus un
VSL) B coctosiHun UP B Tononorun).

4. Ecnv npegblaywimii NyHKT HE MOXET NOMOYb NPUHATL peLleHne, BoibupaeTca rpynna
VSU ¢ MeHbWNM naeHTudrKaTopomM KoMMyTaTopa (OauH U3 AByX rnobarnbHbIX
Master-kommyTaTopoB).

5. Ecnuv npegbiayLwmii NyHKT HE MOXET NMOMOYb NPUHATL peLleHne, BbiIbMpaeTcs rpynna
VSU ¢ meHbwmm MAC-agpecom (agpec AByx rnobanbHbix Master-kommyTaTopos).
6. Ecnuv npegbiaylwimii NyHKT HE MOXET NMOMOYb NPUHATL PeLleHne, BbiIOMpaeTcs rpynna

VSU c 6onblimm BpemeHeM 3anycka (Bpems 3anycka rnobanbHbIX
Master-kommyTaTopoB).
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BFD

Cuctema VSU nopgpepxuBaet BFD pgna obHapyXeHust Heckonbkux Master-yCcTponcTs.
PucyHok 8-13 nokasbiBaeT Ttononorunto. KaHan pobaBneH gnsi ABYX YCTPOWCTB MO Kpasm
cneumanbHo ana MAD. Korga kaHan VSL oTtkniodeH mexay rnobanbHbiM Master- n slave-
ycTponucTBamn, Asa Master-yCcTponcTBa CyLecTBYKOT OAHOBpeMeHHo. Ecnu yHkuma BFD
yCcTaHoBrneHa, aBa Master-yctpornictea 6yayT oTnpaBnsTb nakeTel BFD apyr apyry Yepes kaHan
BFD. Takum obGpa3om, B TekyLlen cucteme OOHapy>XMBaKTCS OAHM M Te Xe YCTPOMCTBA.
HakoHel, BblknounTe cuctemy VSU Master-ycTponctea B COOTBETCTBUMM C HEKOTOPbLIMU
npasunamMmm 1 BOMAUTE B COCTOSIHNE BOCCTAHOBMNEHUS, YTOObI 3bexaTb cOoeB B paboTe ceTu.

MAD in BFD links

WSl WEI WSL WEL W5SL ‘

s n n : = :
@ ——9F
\J \J
Global Glakbal
Master Slave

PucyHok 8-13. BFD

NPUMEYAHUE: npu Hanuuum napbl kaHanoB BFD pekomeHayeTcs passBepTbiBaTb KaHanbl
oBHapyXeHNs Ha ABYX KOHLAX TOMosoruu.

NMPUMEYAHUE: Bam HeobxoomMmo wucnonb3oBaTb pacwmpeHne BFD, u Bbl He MoxeTe
HacTpouTb nopT Dual-Active Detection ¢ NMOMOLLBIO CyLLEeCTBYIOLWNX KOHUIrypauum n KomaHz
BFD.

MAD

Cuctema VSU Takke noggepxmBaet mexaHumsm dual-active detection MAD. PucyHok 8-14
nokasbiBaeT Tononornto. M cuctema VSU, 1M upstream-yCTPOMUCTBO OOSMKHbI NOogAepXuBaTb
dyHkumto  MAD. Korpa kaHan VSL oTknioyeH, gBa  Master-ycTpocTBa CyLLECTBYHOT
oAHoBpeMeHHO. [1Ba Master-yCcTponucTBa COOTBETCTBEHHO oOTnpaBnawT naketel MAD Ha
noptel-y4actHukn MAD-AP, a 3ateMm naketel MAD nepecbinalTca gpyr Apyry 4epes
upstream-yctponcteo. Kak nokasaHo Ha PucyHke 8-14, MAD-AP unmeeT YeTblpe
nopTta-yvyactHuka. Kaxabli NopT-y4acTHUK NOOKIMHOYEH K OpPYroMy YCTPOWCTBY cuctembl VSU.
Korga npoucxoguT pasgerieHue Tomnonorun, BCe YeTbipe MnopTa-yvyacTHUKa OTnpaBnsanT u
nony4atot naketbl MAD. Takum o6pa3om, B TEKYLLEN cuCTEME OBHAPYKMBAKOTCH OOHU U Te Xe
ycTponctBa. HakoHeu, BbikntounTe cuctemy VSU Master-yctponctBa B COOTBETCTBUM C
HEKOTOpPbIMW MpaBunaMn U BOMAUTE B COCTOSIHUE BOCCTAHOBMEHUS, 4Tobbl n3bexatb c60eB B
paboTe ceTn.

Upstream
Device

PucyHok 8-14. MAD Ha ocHoBe upstream- n downstream-ycTponcTs

NMPUMEYAHUE: B npuBeaeHHOM Bbile TOMOSMOMMN BOCXOASLLEE YCTPOMCTBO LOSMKHO ObiTb
yctponcteoM QTECH n nogaepxueaTb yHKUMIO Nepeckbinky naketos MAD.
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8.3.5. Nepeaapecauun Tpacpuka VSU

8.3.5.1. MpnHUMnN paboTbl

Fpynna mexay yctpoucts AP
AP cBA3blBaeT HECKONBbKO (PU3NYECKMX KaHaNoB BMecTe, 0bpa3sys normyeckumn kaHan. Cuctema
VSU nogaepxmBaeT TOUKY JOCTYNa Ha YCTPONCTBaX-y4YaCTHUKaX.

Kak nokasaHo Ha PucyHke 8-15, aoBa ycTponcTtBa obpasytoT rpynny VSU. YCTPONCTBO BHELLHETO
poctyna Switch A nogkntodeHo kK VSU B Buae AP. C Touku 3peHns kommyTaTtopa A HET HUKaKOW
pasHuubl mexay AP Ha PucyHke 8-15 n obuen rpynnon AP.

Switch A W

PucyHok 8-15. MNopT arperauumn mexagy yCTponcteamm

Mouck HeucnpaBHoOCTEMN

PekomeHagyeTca HacTpouTb AP Ons HECKONbKMX YCTPOWCTB C (PM3MYECKON CBSA3LI0 MeXay
nepudepuinHblM YCTPOUCTBOM W KaxabiM ycTponctBom VSU. C ogHowW CTOpOHbLI, nonoca
nponyckaHna VSL MoxeT ObITb 3ape3epBupoBaHa (ykaxuTte npuoputeT AP, npuHaanexawmm
TOMYy Xe Llaccu, YTo U BbIXxod, ANA nepedadn Tpadwuka mexagy AP n mexagy waccu u
npegoTBpaLLEHNs nepefadn HeHyXXHOro Tpadwmka no kaHany VSL). C gpyronl CTOPOHBbI,
HaOEeXHOCTb CeTU MOXeT ObiTb MoBblleHa (ecrnM Kakoe-TO  LWaccu  HeucnpasHo,
NOPTbI-y4aCTHUKM OObIYHBIX YCTPOUCTB MOryT paboTaTb HOpMarsbHO).

B cneaytowmx pasgenax onmcaHbl BO3MOXHbIE HeMcnpaBHOCTU AP, paGoTalollero Ha pasHbIX
yCTpOMCTBaxX, U UX NOCNeacTBuSI.

¢ Owmnbka oguHOYHOro KaHana

Ecnn oguH kaHan AP, paboTalowui Ha pasHbiX YCTPOMCTBAX, HEUCMPABEH, a ApYyrne KaHarbl
paboTaloT HopManbHO, AP Ha pa3HbIX YCTPOMCTBAaxX NepepacnpenenuT Tpaduk Ans OCTaBLUMXCA
HOpMarnbHbIX KaHamnoB.

e (CbHon coeanHeHns BCex NOPTOB-y4aCTHNKOB AP Mexady yCTponcTBaMm Ha rnobansHOM
Master-ycTponcrse

Ecnn kaHanbl Bcex MOpTOB-y4yacTHMKOB AP Mexagy YCTpoMcTBamMuM Ha  rnobanbHOM
Master-yctponctBe He paboTalT, TOMbKO MNOPThl-y4ACTHUKN OPYrMX YCTPOWCTB-y4aCTHMKOB
npogosrKaT HopMarnbHO paboTtaTth. YUTo kacaeTcs NoToKka AaHHbIX, NepegaBaemoro Yepes AP B
cuctemy VSU, ecnn BbIXod ANt NEPECHINIKM NOTOKA AaHHbIX HAaXoauTcsa Ha rnobansHomM Master-
YCTPOWCTBE, cucTema OygeT nepecbinatb MOTOK AaHHbIX Ha COOTBETCTBYHOLUMIM BbIXOA4 Ha
rnob6anbHom Master-ycTponctee no kaHany VSL.

Mpotokonbl control-plane Bce ewe paboTtaloT Ha rnobanbHOoM Master-ycTponcTse.
CnepoBatenbHO, NakeTbl NPOTOKOMa, NocTynatowme B cuctemy VSU, Heobxoanmo nepecbinaTb
Ha rmobanbHoe Master-ycTponcTBo no kaHany VSL ans BbluMcneHus npotokona.

e (COon Bcex KaHanoB OpYrmx yCTPOMUCTB-y4aCTHUKOB

Ecnu Bce kaHanbl AP Ha HECKONbKMX YCTPOMNCTBAX M O4HOMO YCTPOMCTBa A He paboTatoT, TONbKO
NOPThbI-y4aCTHUKN OPYrMX YCTPOWCTB-YYACTHMKOB MNPOAOSHKaT HOopManbHO pabotatb. YTO
KacaeTcd noTtoka faHHbIX, nepepasaemoro 4epe3d AP B cuctemy VSU, ecnu Bbixog Ans
nepecbifikn MOTOKa [aHHbIX HaxoAuTCA Ha YCTpPoOWCTBe-yyacTHuke A, cuctema Oyaer
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nepecbiiatb NOTOK AAHHbLIX Ha COOTBGTCTBytOU.l,VIVI BbIXO4 Ha yCTpOIZCTBe-y‘-IaCTHVIKe A yepes
VSL.

e [nobanbHas owmnbka Master-ycTponcrea

Ecnn rnoGanbHoe Master-yCTpOMCTBO HEWUCMNPaBHO, BbIMNOMHAETCA «ropsidiee» pe3epBHOe
nepeknoyeHre, YTobbl NEPEKNYNTL ncxogHoe slave-yctponcteo Ha Master-yctponcteo. Mpu
3TOM MNOPTbl YYACTHUKOB Ha APYrMx YCTPOMCTBax-yvyacTHMKaxX npoorkatoT pabotatb. Coon
coeavHeHus obOHapyXeH Ha peer-ycTponctee, noaknyeHHoMm kK VSU 4yepes atoT AP.
CnepoBatenbHo, anroputm GanaHcupoBkM Tpadmka HeobXoaMMO CKOPPEKTUPOBATb, YTOObI
pacnpeaensaTb NOTOK AaHHbLIX NO 06bIYHBIM KaHanam.

e  Owwubka ycTponcTea-y4acTHuUKa

Ecnn ycTponcTBO-y4aCTHUK HeucnpaBHO, kaHan yvacTHuka AP, MNOAKMIOYEHHbIA K 3TOMY
YCTPOWCTBY-Y4aCTHUKY, OTKMoYaeTcs. OaHako Apyrne KaHamnbl YYacCTHUKOB MO-MpexHemy
paboTatoT HopmarnbHo. Cbon coeauHeHna oBHapyXXeH Ha peer-ycTporCTBe, NMOAKMIOYEHHOM K
VSU uepe3 ator AP. CnepoaTenibHO, anroputm ©OanaHcupoBkM Tpaduka Heobxoammo
CKOPPEKTMPOBATb, YTOObLI BbIAENUTL NYTN NEPECHINIKM NOTOKOB AAHHbLIX AN 00bI4YHbLIX KaHaNoB.

BanaHcupoBka Tpadumka

B cucteme VSU Tpamk MOXET UMETb HECKOMBbKO BbiIxo4oB. AP n ECMP nmetoT cobCTBEHHbIE
anropuTmbl 6anaHcupoBKK Tpadmka, Hanpumep, ¢ ncnosnb3dosaHmem MAC-agpecoB Has3HaYeHUs
nnu nctovHuka. flononHuTensHble cBegeHns cM. B pasgene Ethernet Switching/HacTtpowka AP.
B aTOM pykoBOACTBE MO HACTPOWKE MOXHO NOAPOBHO HACTPOUTL JTOKasbHYH Nepeagpecaumio B
nepsyto odyepedb (LFF). MNakeTbl, nony4YyeHHble YCTPOMCTBOM, CHavyana nepecbinialoTcs Ha 3To
YyCTPOMCTBO. Takum oOpasom, nakeTbl MOryT nepechbinatbCs Ha Apyrne yctponcrtea 6e3
ncrionb3osaHusa VSL.

8.3.6. YnpaBneHune cuctemom

8.3.6.1. MpuHUMN paboTbl

JocTyn K KOHCONU

KoHconb Master-yctponctea cuctembl VSU 0OHOBPEMEHHO YMpaBfsieT HECKONbKUMU
ycTponctBamn B cucteme. KoHCONMM MOOYMHEHHbIX YCTPOWCTB M YCTPOMCTB-KaHOMOATOB He
noggepXuBaloT BBOA KOMaHAHOW cTpokn. OgHako Bbl MOXeTe HacTpouTb cuctemy VSU Ha
Master-ycTponctBe Ond  YKasaHHOMo  yCTPOMCTBA-yv4acTHMKA U BOWMTU B KOHCOSb
Master-yctponctBa 4epes nocrnegoBaTenbHbld NopT slave-yctponctBa. CeaHC MOXHO
ncrnonb3oBaThb AN nepeHanpasrieHs Ha Master-koHConb YCTPOMCTBA.

NMpucBoeHne nMeHu cnoTy

C TO4kM 3peHust yCcTponcTBa wwaccu, B pexume VSU cnoT umeHyeTcs HOMEpPOM YCTPOMCTBa
(Switch ID). NoaTtomy HOMep croTa M3 OQHOMEPHOro NpeBpaLlaeTcs B AByMEpPHbIN. Hanpumep,
kabernbHbIN 3aXnm 1/1 ykasblBaeT Ha CnoT ¢ Homepom 1 cnoTa 1 Ha yCTPONCTBE-y4YaCTHUKE.

MpucBoeHne nmeHn nHTepcency

B pexxume paboTbl VSU HOMeEpP cnoTta MOXET BCTpeYaTbCsl B HECKONbKUX yCTporcTBax. [oatomy
MHTepdEeNC MMEHyETCs No HOMepY ycTporcTea (Switch ID).

Hanpumep, nHTepdenc gigabitEthernet 1/0/1 ykasbiBaeT Ha rurabutHbein nopt 1 B cnote 0
yCTPOWCTBA, naeHTndmkatop Kotoporo paseH 1; interface gigabitEthernet 2/0/2 ykasbiBaeT Ha
rmrabuTHbin nopt 2 B cnoTe 0 ycTponcTea, aeHTUNKaToOp KOTOPOro paBeH 2.

HdocTyn k hannoBomn cucteme

B pabouem pexume VSU Bbl MOXeTe MNOnyuuTb AOCTYN K (pannoBOW cucTteme Ha Apyrnx
yCTpOMCTBax-y4acTHUKax ¢ Master-yctponcrtaa. [ogpobHbin MeTo 4OCTyna Takow e, Kak 1 ang
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nokanbHoOM hannoBon cucteMbl. EAMHCTBEHHOE OTNMYME COCTOUT B TOM, YTO UCMOMb3YHTCA
pasHble npedukcsl URL.

OOHOBIEeHUue cucTeMbl

Kak npaBuno, cucrema VSU TpebyeT cornacoBaHHOCTU BEPCUIA OCHOBHbIX HOMEPOB BepCUii
nporpamMm yCTPpOMCTB-Y4aCTHUKOB. OgHaKO YCTPOMCTB-YYaCTHUKOB Tak MHOIO, YTO BbINOSHEHNE
06GHOBMNEHMS NO OAHOMY B aBTOHOMHOM pPeXMME 3aHMMAaET CITMLLKOM MHOFO BPEMEHMW 1 SHEPTUN,
a Takke nerko gonyctutb owmnbky. Kommytatopbl QTECH npegoctaBnsaT HenpeB3ongeHHoe
pelueHne anst 06HOBNEHMS CUCTEMbI, KOTOPOE MOMOXET BaM BbIMOSTHUTb OBHOBNEHNE CUCTEMBI,
ncnosb3ys ABa cnegylowmx metoaa:

° |_|pI/1 cosgaHum cuctembl VSU: cucrtema aBToMaTUYECKU BbIPOBHAET HOMEpPa Bepcvu7|
OCHOBHbIX nporpamMmm BCeX yCTpOﬁCTB-yHaCTHMKOB. Kak TOnbko OCHOBHble Bepcun
nporpamMmmbl 06Hapy>|<aT HecooTBeTCTBUE, 6y,1:|,eT Bbl6paHa OCHOBHaA nporpamMmma
MaSter-yCTDOIZCTBa Ana CUHXPOHM3aUnn Co BCeMU yCTpOVICTBaMM-yqaCTHMKaMM.

e [locne yctaHoBkM cuctembl VSU: OCHOBHasi Bepcud nporpaMmmbl byaet aBToMaTuyecku
CUHXPOHM3NPOBaHa CO BCEMU YCTPOMCTBaAMMU-yY4aCTHUKaMW C MOMOLLbI dhanna,
3arpyxaemoro no TFTP.

SYSLOG (cucteMHbIn nor)

Bce ycrtponctBa-yyactHuknm cuctembl VSU  moryT otobpaxatb SYSLOG. SYSLOG,
CreHepupoBaHHbIN Master-ycTponcTeoM, oTobparkaeTcst Ha koHconn Master-ycTponctea B TOM
Xe opmate, 4TO M B aBTOHOMHOM pexume. SYSLOG, co3gaHHbIn  ApyruMu
yCTpOMCTBaMU-y4acCTHUKaMK, Takke oTobpaxkaeTca Ha KOHconu Master-ycTponcTtsa, Ho doopmaT
cooblleHna oTtnnyaetcs OT dopmata coobLieHMss B aBTOHOMHOM pPeXuMe, MOCKOSbKY
pobasnseTca nHopmMaLmsa 0 HoMepe YCTPOoMCTBa.

Hanpumep, nHdopmauma SYSLOG, creHepupoBaHHasi B aBTOHOMHOM pexume, BbIrMSanT Tak:
"%VSU-5-DTM_TOPO_CVG:Node discovery done. Topology converged.". WHdpopmaums
SYSLOG, creHepupoBaHHasi YCTPOMCTBOM-Y4aCTHMUKOM C Homepom 3. "%VSU-5-
DTM_TOPO_CVG:(3) Node discovery done. Topology converged.".

8.3.7. OnpegeneHue HaxoXAeHUA YCTPOUCTBA ObICTpbIM MuraHmem (Quick
Blinking Location)

B ceteBOM KabenbHOM NPOCTPaHCTBE annapaTtHas, B KOTOPOW pacnosioeHbl KOMMYTaTophbl, U
onepaumoHHasa KOHCOSb YacTO HaXOAATCA B pasHblX MecTax. Ecnn B cpege MHOro yCTPOWCTB,
ceTeBble aAMUHUCTPATOPbl HE MOryT Nerko onpeaenntb MeCTOHaxoXaeHue onpeaeneHHbIX
YCTPOWCTB.

OnpegeneHne HaxoxXaeHWs ycTponctea ObICTpbIM — MUraHveM  MNO3BONSeT  CeTeBbiM
agMVHUCTpaTOpaM HaxoAuTb YCTPOMCTBA C MOMOLWbK ObICTPOro muranvs. Bkmwoum 3Ty
dOYHKUMNIO AN1s1 YCTPOMCTBA Ha KOHCONU, Bbl MOXETE NIErKO HaMTU COOTBETCTBYIOLLLEE YCTPOMUCTBO
B annapartHon.

NMPUMEYAHMUE: ecnn BkntoueHo OnpeneneHme HaxoxaeHmst yCTponcTea ObICTPbIM MUTaHNEM,
CBETOOANOOHbIV MHONKATOP COCTOSHUS HE MOXET OTOOpaXKaTb MCXOAHOE COCTOsIHME A0 TeX nop,
noka He BbygeT oTknoyeHo OnpeaeneHne HaxoXaeH s YCTponcTBa bbICTpbIM MUraHNEM.

8.3.8. BoccTaHOoBNeHMe yCTPOMCTBA B peXXMMe BOCCTaHOBJIEHUA

Mo ymonyaHuio yCTPOMCTBO B peXnMe BOCCTAHOBMNEHUS aBTOMAaTUYECKU nepesarpyxaeTcd u
cHoBa gobaBnseTca B Tononornto VSU nocne BocctaHoBneHus kaHana VSL.

KomaHga BkftoveHUss aBToMaTUYECKOro nepes3anycka ©e3 BOCCTaHOBMNEHUS npegHa3Ha4veHa ans
OTKIO4YEeHUA (pyHKLl,VIVI aBTOMaTU4YECKOro nepes3anycka W BOCCTAHOBIIEHMA B peXume
BOcCTaHoBMeHus. [ocne BoccTaHoBEHNA KaHana VSL aOMUHUCTPATOP MOXET CHOBA BKITIOYNTb
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(byHKLI,I/II'O aBTOMaATU4eCKOro nepes3anycka n BOCCTaHOBIIEHUA B peXMME BOCCTAHOBNEHUA UIN
BPYy4HYHO BBECTU KOMaHAy nepe3anycka and yCTpOVICTB B peXunmMme BOCCTaHOBIIEHUA.

NMPUMEYAHUE: nocne OTKMIOYEHWA  (PyHKUMKW  aBTOMaTU4EeCKOro  nepesanycka W
BOCCTAHOBIIEHUNSA B pEXMME BOCCTAHOBNEHNS YCTPONCTBO OCTAETCs B PEXMME BOCCTAHOBIIEHUSA
A0 Tex nop, noka agMUHUCTPATOpP CHOBA He BKIOYUT 3TY (OYHKUMIO UMW He nepesarpysut
YCTPOMCTBO BPY4HYIO.

8.3.9. ABTOMaTnyeckoe BOCCTaHOBJIeHMe ©6e3 nepesarpys3ku Ang
YyCTPONUCTBA B peXuMMe BOCCTAaHOBNEHUA MNpPU HEUCNpPaBHOCTU
Master-yctpouctaa

Ccbinka DAD Ha ocHoBe BFD

X

o

o

VSL
Vo
Master Recovery

g,

PucyHok 8-16. ABToMaTnyeckoe BoccTaHOBreHne 6e3 nepesarpysku B pexume
BOCCTaHOBMEHUSA

Mo ymonyaHuio yCTPOMCTBO B PEXMME BOCCTAHOBMIEHUS HE BLINOJSIHAET HUKAKMX onepauumn,
Korga Master-yCcTponcTBO BbIXOAUT U3 CTPOS. YCTPOMCTBO OCTAETCS B PEXMME BOCCTAHOBMNEHUS
00 Tex nop, noka He BOCCTaHOBUTCS kaHan VSL.

AOMUHUCTpaToOpy MpedocTaBnseTcss koMaHda KOoHdurypauumn Ana  BKOYEHUS  yHKUUK
aBTOMaTMYECKOro BOCCTaHOBEHUA 6e3 nepesarpys3km B pexumMe BOCCTaHoOBMeHus. B aTtom
crlydae YCTPOMCTBO B  peXUMe  BOCCTAHOBIIEHMS  MOXeT aBTOMaTUyeckum CcTaTtb
Master-yctponcteom 6e3 nepesanycka W B3ATb Ha cebs  YHKUMM  MCXOOHOrO
Master-ycTponcTea.

NMPUMEYAHUE: nocne BkOYEHMST YHKUMWM aBTOMATUYECKOrO BOCCTaHOBMeHus 6e3
nepesarpyskun B pexvmMme BOCCTAHOBIIEHNSA YCTPONCTBO B PEXMMeE BOCCTAHOBIEHNS CTAHOBUTCSA
Master-ycTponcTteoM npu obHapy>XeHun HeucnpaBHoCcTU Master-ycTponcTsa.

8.4. KoHdhurypauus

KoHdurypaums KoHdurypaumsa n komaHaa
HacTtponka VSU B aBToHOMHOM | (O6si3aTenbHO) McnonbayeTtca anst Hactponkn VSU B
pexvme ABTOHOMHOM pexunme
switch virtual | HactpanBaeT naeHtTudunkaTop
domain JoMeHa
switch HacTtpauBaet naeHTudmkaTop
KOMMyTaTopa
switch priority HacTtpauBaeTt npuopuTeT
KoMMmyTaTopa

182

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

Hactpoiika VSU

KoHdurypauus

KoHdurypaumsa n komaHaa

Hactponka VSU

B aBTOHOMHOM

pexnve

vsl-port Bxog B pexum KoHdurypauum
nHTepdenca VSL
port-member HacTtpauBaeT NUHTepdenc

interface yyacTHuka VSL
switch convert | lameHseT aBTOHOMHbIN PEXNM
mode virtual Ha pexum VSU
(OnumoHanbHO)  Wcnonb3yetcs ANA  HACTPOWKK
aTpmnbyTtoB ycTponcTea B pexvme VSU
switch description | Hactpansaet onucaxve
yCTpoOncTBa
switch crc HacTtpauBaeTt NpoBEpPKY
owmnbok Ha VSL
HacTpownka HacTpownka (OnumoHanbHO)  Wcnonb3yetcs ANA  HaCTPOWKK
VSU B | atpnbyToB aTpmbyToB ycTpoKcTea B pexume VSU
pexumve VSU
switch domain N3meHseT noeHTudukaTop
AoMeHa
switch renumber N3meHseT naeHtudmkaTop
KoMMyTaTopa
switch description | HactpanBaeT ornucaHve
yCTpoOncTBa
HacTtporika Hactporika switch crc HactpauBaet NnpoBepKy
VSu B | atpmubyToB owmnbok Ha VSL
pexume VSU
Hactponka VSL (OnumoHanbHo) McnonbayeTca ana HacTporiku VSL
vsl-port Bxon B pexum koHdurypaumm
nHTepdenca VSL
port-member HacTtpauBaeTt nHTEpdenc
interface yyacTHuka VSL

(@ arecy
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KoHdurypauus KoHdurypaumsa n komaHaa
HacTtpownka Hactpovika  Dual- | (O6s3aTtenbHo) Ncnonb3yeTcs ansa Hactpoviku DAD
VSU B | Active Detection
exuvve VSU dual-active HacTtpansaet DAD
detection
Hactporvika  Dual- | dual-active bfd ' HactpauBaet nHrepdenc BFD
Active Detection interface DAD
dual-active HacTtpauBaeTt AP Kak
interface nHTepgenc DAD
dual-active HacTtpanBaeT  MCKMOYEHHbIN
exclude interface nHTEepdenc
HacTtponka (OnumoHanbHO)  Wcnonb3yetcs ANA  HACTPOWKK
BanaHcMpoBKu BbanaHcupoBku Tpaduka B pexume VSU
Tpadmka
switch virtual | Hactpausaet pexum AP LFF
aggregateport-Iff
enable
switch virtual | HactpavBaet pexum ECMP
ecmp-Iff enable LFF
HacTtponka (OnuuoHanbHo) Wcnonb3dyetcss  Onst HacTPOWKK
BOCCTaHOBIEHMSA BOCCTaHOBIEHNS yCTpoOnCTBa B pexume
YyCTpOMNCTBA B | BOCCTAHOBIEHMS
pexvme
BOCCTaHOBTIEHNA no recovery auto- OTknoyaet DYHKLMIO
restart enable aBTOMaTUYeCKOro
nepesanycka n
BOCCTAHOBIIEHUS B pexume
BOCCTaHOBIEHNS
HacTtponka (OnuuoHanbHo) Wcnonb3dyeTcss  Onst HacTPOWKK
aBTOMaTUYECKOrO PYHKUMN  aBTOMATUYECKOrO BOCCTAHOBNEHUS 6e3
BOCCTaHOBIIEHWS nepesarpysku B peXxmme BOCCTaHOBIEHMS
6e3 nepesarpysku B
pexunvie dual-active  auto- | Bkmiouaet byHKLMIO
BOCCTAHOB/EHNA recovery enable aBTOMaTUYECKOrO
BOCCTaHOBIIEHNS 6es
nepesarpy3km B pexume
BOCCTaHOBIEHWS
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KoHdurypauus KoHdurypaumsa n komaHaa
HacTtpownka N3meHeHve (OnumoHanbHO) Wcnonb3yetcs AN U3MEHEHUst
VSU B | pexuma VSU Ha | pexuma VSU Ha aBTOHOMHBIN PeXUM

pexume VSU aBTOHOMHbIV

bexnm switch convert | Mamensier pexum VSU Ha
mode standalone aBTOHOMHbBIN PEXUM

HacTtpownka Onpegenenns | (OnumoHanbHO) Mcnonb3yeTtcs Anst GbICTpOro novcka
HaxoXaeHnsa yCcTpoucTBa ObICTPbIM | YCTPOMCTBA
MUraHnem
led-blink BkritovyaeTt Onpepenexne
HaxoXxaeHns ycTpoucTBa

6bICprIM MUraHmem

HacTtponka nHrepderica MGMT (OnumoHanbHo) OH wucnonb3yeTca AN HACTPOWKK

YCTPOWCTBA [AN19 CO3JaHusa ofHoro uHtepdenca
MGMT pans kaxgoro wwaccu unm co3gaHusi TONbKO
ogHoro nHrepderica MGMT B pexnve VSU

mgmt_mode HactpavBaet cuctemy nans

unique CO30aHMA  TONMbKO  OAHOrO
nutepdenca MGMT B pexnme
VSuU

no mgmt_mode HactpavBaet cuctemy ans

Cco3aHna oHoro nHTepdenca
MGMT pans kaxgoro wiaccu B
pexume VSU

8.4.1. HacTtponka VSU B aBTOHOMHOM peXxume

8.4.1.1. 3chdeKT KoHduUrypaumm

3anyctute KOMMyTaTop B aBTOHOMHOM peXume, 4YTOObl YCTaHOBUTb COOTBETCTBYHOLLME
napameTpbl VSU gna cosgaHus cuctembl VSU.

8.4.1.2. larn HacTponku

Hactpowka atpubyrtoB VSU

Mo ymonyaHuio kKoMMyTaTOp 3anyckaeTcsd B aBTOHOMHOM pexumMe. Bam Heobxogmmo
YCTaHOBUTb OAUH W TOT Xe MAEeHTUdMKATOP AOMEHa Ha ABYX LLACCU YCTAHOBEHHOW
cuctembl VSU. VpgeHTudukatop AoMeHa AOMmKeH ObiTb yHWKanNbHbIM B npegenax
nokanbHon cetn (LAN). Kpome Toro, Bam Heo6xoauMO yCTaHOBUTb maeHTudmkaTop
Ka)xgoro waccu B VSU.

3anyctnte komaHgy switch virtual domain domain_id, 4TOBbl HaCcTpOUTbL
naeHTudrkaTop JoMeHa. JTa KoMaHaa SBnsieTcsd 0ba3aTenbHON.

3anycTtute komaHay switch switch_id, 4ToGbl HACTPOUTL NAEHTUUKATOP YCTPOUCTBA
B VSU. Ota komaHga gBnsetca obsasatenbHon. [ng yCTpPOMCTB C OAMHAKOBbIMU
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npuoputetamn B cucteme VSU B KadyecTBe

rnobanbHoro Master-yctponcrea

BblOMpaeTCcs YCTPONCTBO C HAUMEHBLLUMM UOEHTU(PMKATOPOM YCTPONCTRA.

e 3anyctute komaHgy switch switch_id priority priority_num,

YTOObI HaCTpOUTb

npuopuTeT yCTPONCTBa. OTa KOMaHAa sBnsieTcs 06s13aTenbHOMN.
e [lManasoH 3HadeHun oT 1 Ao 255. Yem Oonblie 3Ha4YeHne, TEM Bbille NPUOPUTET.

e 3anyctute komaHagy switch switch_id description switchl,

YTOObI HacCTpouUTb

nceBoOHMM YCTPOMCTBA. OTa KOMaH4a onuuoHansHa. Ms no ymonyanmio — QTECH.
[nsa nerkon naeHTnguKaumMm ycTponcTs B CETEBON cpeae 3TOT NYHKT MOXHO BblOpaTb
OISl YCTaHOBKM MCEBAOHMMA YCTPOUCTRA.

e [lonyckaeTcs He 6onee 32 CUMBOOB.

Komanpa switch virtual domain number
Onucanne number: ykasbiBaeT ngeHtudpukaTop gomeHa VSU
napameTpoB

Mo ymonyaHuo

NaoeHTudmkaTop gomeHa no ymonyanumo — 100

KomaHgHbIn
pexum

Pexum koHdurypaumm gomeHa

PykoBoacteo no

Tonbko ABa yCTPONCTBA C OAUHAKOBLIM MOAEHTUUKATOPOM JOMEHA MOTYT

ncnonb3oBaHuio | popmmpoBatb VSU. MaeHTndpumkatop gomeHa gomkeH bbiTb YHUKANbHbLIM
B NnoKarbHoOm ceTu

KomaHpa switch switch_id

Onuncanne switch_id: ykasbiBaeT mgeHTudukatop kommyTtatopa B cucteme VSU.

napameTpos 3HayeHve BapbMpyeTCs B 3aBUCMMOCTU OT NPOAYKTOB

Mo ymonyaHuio

WoeHTndukaTop ycTporncTea no ymonyaHmio — 1

KomaHaHbIn
pexmm

Pexnm koHdurypaummn gomeHa

PykoBoacteo no
NCNOSb30BaHMIO

MpoeHTndukatop ycTponcTBa WOEHTUOUUMPYET KaXKAOro y4yacTHMKa
BUPTyarbHOro yctponcrtea. B pexume VSU dopmaT nmeHn nHtepdenica
MEHSieTCd  Ha  «KOMMyTaTop/cnot/mopT» €  «cnot/mopT», rae
«KOMMYTaTOp» — 3TO MAEHTUdMKATOP YCTPONCTBA.

Ecnn ogHo M3 waccy akTUBHO MU eCnv pPofib TONbKO YTO 3anyLLeHHOro
laccu HesicHa M oba MMEKT OAMHAKOBLIA NPUMOPUTET, TO LIAaccu C
MEHbLUNM MOEHTUUKATOPOM BblOMpPaETCs B Ka4eCTBE akTMBHOIO.

OTy KOMaHZy MOXHO uMCnonb3oBaTb TOMbKO AN U3MEHEeHUs
naeHTudmkaTopa ycTpouctea B aBTOHOMHOM pexume. B pexume VSU
3anyctute komaHgy switch renumber, 4Tobbl M3MEHUTb naeHTUdUKaToOp
ycTponcTBa. VIsaMeHeHHbI naeHTugukaTop ycTporucTea BCTynaeT B cuny
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TONbKO MoOCne mnepesarpyskn YCTPOWCTBA, He3aBUCMMO OT TOro, B
aBTOHOMHOM pexunme nnu B pexume VSU

KomaHpa switch switch_id priority priority_num

Onucanne switch_id: ykasbiBaeT uaeHTUUKATOP KOMMyTaTtopa, ANd KOTOpOro

napameTpoB HeobXoaMMO HaCTPOUTb NPUOPUTET.

priority_num: ykasbiBaeT NnpuopuTeT KOMMyTaTopa B AvanasoHe oT 1 go
255

Mo ymonyaHuo

MpuoputeT ycTporcTBa no ymonyanuto paseH 100

KomaHgHbIn
pexum

Pexum koHdurypaumm gomeHa

PykoBoacteo no
NCMNomnb30BaHUIO

Bonblee 3HavyeHne o3HavyaeT Goree BbICOKUIN MPUOPUTET. YCTPOMUCTBO C
HaMBbICLLMM NPUOPUTETOM BbiBUpaeTcs B kadecTBe Master-ycTponcTrsa.

Bbl MOXeTe 3anyCcTuTb 3Ty KOMaH4y B aBTOHOMHOM peXxumMe Unn B pexvme
VSU. W3MeHeHHbI npuoputeT BCTynaet B CUIly TOMbKO nocre
nepesarpysku yCcTpomncTsa.

OTa KoMaHZa He MCcnonb3yeTcs ANnA U3MEeHeHus 3HadveHus switch_id. B
aBTOHOMHOM pexume, ecnu gns napameTtpa switch_id yctaHoBneHo
3HayeHne 1, 3anyck komangbl switch 2 priority 200 He paGoTaeT. Bbl
MOXeTe cHavarna ycTaHoBWTb Ans switch_id 3HadeHne 2, a 3aTem
3anyctutb koMaHgy switch 2 priority 200. B pexume VSU switch_id
yKkasbiBaeT uaeHtudukatop paboTtarowero B OaHHbIA  MOMEHT
KoMmyTaTopa. Ecnu ngeHTudukaTop He CyLlecTByeT, KOHdurypaumsi He
BCTynaeT B cUny

KomaHga

switch switch_id description dev-name

Onucanne
napameTpoB

switch_id: yka3biBaeT ngeHTndunkaTop yCTponcTea.
dev-name: yka3biBaeT onncaHne yCTponucTea, He 6onee 32 cMmBOsioB

KomaHgHbIn
pPeXnm

Pexnm koHdurypaummn gomeHa

PykoBoacteo no
NCMNOMb30BaHUIO

OTa KOMaH4a HacTpavMBaeTCs Ha YCTPOWCTBE B @BTOHOMHOM peXvme unm
B pexvme VSU 1 BCTynaeT B cuny cpasy nocrne HacTPOnKu

Hactpowka VSL

e Y106kl ycTaHOBUTHL cuctemy VSU, Heo6XoaMMO peLunTb, Kakme NOpTbl HACTPOEHbI Kak
NnopTbl-y4acTHUKM VSL.
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e 3anyctute komaHay vsl-port, 4Tobbl BOWTM B peXmMM KoHurypaumm nHrepderca VSL.
OTa KoMaHaa siBnseTcsa 00sa3aTenbHON.
e 3anyctute komaHgy port-member interface interface-name [copper | fiber ] ana
nobasneHust HTepdenca VSL. 3ta komaHaa aBnsieTca 06s3aTenbHOMN.
Korga yCTponCTBO BXOAUT B PEXMM KOHpurypauumn nHrepderica VSL, nHrepdgenc VSL MOXHO
HaCTPOUTb UMK yaanuThb.

KomaHga vsl-port
KomaHaHbIn Pexum rnobanbHon koHdurypauum
pexmm

PykoBoacteo no | Bbl MoxeTe 3anycTuTb 3Ty KOMaHAay B aBTOHOMHOM PEXUME UMK B peXumMe
ncnonb3oBaHuo | VSU

KomaHnga port-member interface interface-name [ copper | fiber ]

Onucanue interface-name: ykasbiBaeT [OBYMEpHOe MUMSA UHTepdpenca, Hanpumep
napameTpoB Tengigabitethernet 1/1 n Tengigabitethernet 1/3.

copper: ykasbiBaeT aTpnbyT megHoro nHrepderica.
fiber: ykasbiBaeT aTpmbyT onTnyeckoro nHTepdenca

KomaHgHbIn Pexum koHdurypaumm nHtepdperica VSL
pexvm

PykoBoacteo no | [lobaBbTe MHTepdenc yyacTHuka kaHana VSL. interface-name ykasbliBaeT
NCMNOSb30BaHMIO | ABYMEPHOE WMSA UHTepdenca B aBTOHOMHOM pexume. [1BymepHbIn
nHTepdenc moxeT ObiTb 10-rMrabuTHLIM MHTEPAENCOM UK TUrabUTHLIM
nHTepdencom. (MrabutHein mMHTEpdenc MoxeT OblTb OMNTO-MEAHbLIM
nHTepgencom. Ecnm TMR HOCUTENS He YyKasaH, NO YMOJSIYaHWUIO
ncnonb3yetcs rmrabuTHbIn MeaHbli uHTepdbenc.) [ns onTo-megHoro
nHTepdenca Heobxoammo ykasaTb aTpubyT ONTUYECKOro UInM MegHoro
nHTepdenca. NHtepdenc VSL gnst ycTpomncTBa wWaccu OOMKEH ObiTb
10-rrabuntHbiM NHTEPENCOM.

Bbl MoxeTe 3anyctutb 3Ty komaHgy B pexume VSU unm B aBTOHOMHOM
pexume. KomaHga MOXeT BCTYyNUTb B CWy MOCMe COXpaHeHUs
KOHUrypauum KomaHgbl M nepesanycka YCTPOWCTBA, Ha KOTOPOM
HaxoguTcsa nHTepdenc ydactHmka VSL

NMPUMEYAHUE: B aBTOHOMHOM pexume KOoHdwurypauum VSL He MoryT BCTYyNUTb B CuUny
HeMeaneHHo, Noka yCTPONCTBO He nepengeT B pexum VSU 1 He nepesanyctuTcs.

Hactpoika npoBepku oumbokK

e 3anyctute komaHgy switch crc, 4Tobbl HACTPOUTL NPOBEPKY OLIMBOK. Ta KOMaHAa He
aBnsetca obsasatenbHoW. 3anycTute 3Ty KoOMaHay, 4Tobbl M3MeHuTb MeTon Mo
YMOMYaHWIo Onsi NPOBEPKU KaapoB OLLNOOK.
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e Ecnun Ha wuHTepdence VSL o6HapyxeHbl OLWMOOYHbIE Kaapbl, BbIMNOMHAETCA
ncnpaeneHme owmnbo4HbIX KagpoB. Mo ymonyaHuio cuctema nposepsieT MHTepdencol
VSL kaxable 5 cekyHa. Ecnu konmyecTBo kKagpoB ¢ ownbkamm 6onbLue 3 No cpaBHEHUIO
C KOnuyecTBOM, OOHapy)XeHHbIM B MOCNefHUn pas, npegnonaraeTtcs, 4To Kagpbl C
owmnbkamn oOHapyxeHbl oauvH pa3. Ecnm owmnbouyHble Kagpbl OGHapYXMBaKOTCS
nocnepoeartensHo 10 pas, npegnonaraeTcd, 4To UHTepdenc HencnpaseH. Ecnn npu
oGHapyxeHUn ownboYHbIX KagpoB OOCTYMHO HECKONbko kaHanoB VSL, VSL Oyger
nepekntodeH. lNocnegHun VSL He OypeT nepekntovatbcd, 4ToObl NpeaoTBpaTUTb
pasgeneHne Tonosiornn.

Komanpa switch crc errors error_num times time_num
OnucaHve error_num: HacTpamBaeT YyBENU4eHMe KonmyecTBa OLMOOYHbLIX KaapoB
napamMmeTpoB Mexay OBymMs obHapyxeHusmu. Korga konnyectBO OLIMOOYHBLIX KagpoB

npeBbIlaeT NpUMPOCT, npeanonaraeTcd, 4YTO OWwWnbOYHble  Kagpbl
obHapyxuBatoTCs OAMH pas.

time_num: HacTpavBaeT KONMMYeCTBO pas, Mocrne KoToporo Heobxoammo
BbIMOMHUTL OENCTBME (OEeNCTBME MOXET oTobpakaTb NOACKA3Ky wunu
OTKIYaTb MHTEPdENC)

Mo ymonuaHmio | 3HayeHue oWKnBOoK No YMOMYaHUIO PaBHO 3; 3HaYEHWE pas Mo YMOYaHWUIo
pasHo 10

KomaHgHbin Pexnm koHurypaumm gomeHa
pexmm

Pykoeogcteo no | Mo ymonyaHuto cuctema nposepsieT nHtepdencol VSL kaxable 5 cekyHa.
ncnonb3oBaHuo | Ecnmu konmyecTBo kagpoB € owmbkamy Gonblie 3 M0 CPaBHEHWU C
KONM4ecTBOM, OOHapy>XeHHbIM B MocrnedHun pas, npegrnonaraeTcs, 4YTo
Kagpbl ¢ owmbkamn oBHapyxeHbl oguH pa3. Ecnn owmnboyHble kagpbl
obHapyxuBatTca nocnegosatenibHo 10 pas, npegnonaraeTcsi, 4TO
MHTEepgenc HencnpaseH. [lencteme nNo yMon4aHuo Ons HeHopMaribHOro
UHTepdenca — otobpaxeHne 3anpoca xypHana. Bbl MoxeTe ycTaHOBUTD
0encTene Ha OTKNYeHue nHTepgenca. Ecnm nHTepdenc oTKNIYEH, Bhbl
OOJDKHBbI BOCCTAHOBUTbL €ro, OTKIMOYMB U MOAKIHOYMB €ro

NMPUMEYAHMUE: pasHble NpoaykTbl MPeAbsiBhsiOT pasHble TpeboBaHMs K MPOBEpKe kagpa
ownbkn n pasHonm obpaboTke anst mHtepdencoB VSL. B Bepcum 11.0 nposepka owmnbok
HacTpavBaeTcs.

M3mMeHeHMe aBTOHOMHOro pexuma Ha pexum VSU

e Vcnonbaynte komaHay switch convert mode virtual, YyToGbl UI3MEHUTb aBTOHOMHbIN
pexum Ha pexunm VSU.

e B aBTOHOMHOM pexuMe nporpammHoe obecneyeHne BbIMOMHUT criegyoLwmne 4enCcTBrs
nocre 3anycka komaHgbl switch convert mode virtual.

e [lenaetca pesepBHaa konusa danna rnobanbHouM KoHdwurypauum config.text B
aBTOHOMHOM pexuMme kak standalone.text 4ns nocneayLWero NCnonbL30BaHuUs.

e OumwaeTca cogepxmnmoe KoHpUrypaumoHHoro ganna config.text.

e 3anucbiBaeTca cooTBeTCTBYyKOWaa KoHdurypaums VSU B cneumanbHbln - dann
KoHgurypauum config_vsu.dat.
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o [lpy Hanuumm Ha kKomMmyTaTope cparna virtual_switch.text cuctema npeanoXxuT
nepesanuncatb cogepxumoe panna virtual_switch.text B dann config.text (dann
virtual_switch.text aBnsieTca pesepBHbIM pavnom ana ¢anna config.text korga
KOMMyTaTOop nepexoauT us pexxuma VSU B aBTOHOMHbIN pPeXnm). 3aTeM MOXKHO HaxaTb
[a wnn Het. HakoHel koMmyTaTop nepesarpyxaetcda B pexume VSU n cuntbiBaeT
napameTpbl VSU B hanne config_vsu.dat.

KomaHpa

switch convert mode virtual

Mo ymonyaHuio

KommyTaTop no yMOIT4aHUi0 HaxognTcd B aBTOHOMHOM pexunme

KomaHgHbIn
peXnm

MpuBunernpoBaHHbIn pexxum EXEC

PykoBoacTeo no
NCMNOmnb30BaHUIO

M3meHuTe aBTOHOMHBbIN pexnm Ha pexum VSU

8.4.1.3. NpoBepka

3anyctute komaHay show switch virtual config [ switch_id ], 4yTo6bl npoBepunTb KOHUrypaumo
VSU TekyLiero kKommytatopa B aBTOHOMHOM pexuve.

KomaHga show switch virtual config [ switch_id ]

Onucanne switch_id: ykasbiBaeT uaeHTuUdukaTop KommyTtaTtopa. [locne ykasaHus
napameTpoB 3TOro napameTpa oTobpaxaeTcsa Tonbko kKoHdurypaumsa VSU ykasaHHOro

YCTPONCTBa

KomaHgHbIn MpuBnnernpoBaHHbIn pexum EXEC

pexunum

PykoBogcteo no | Micnonb3dynte 3Ty KOMaHLy Ans oTobOpaxeHnuss koHdwurypauum VSU B
NCMOSb30BaHUIO | aBTOHOMHOM pexume unm B pexxume VSU
NMPUMEMAHUE: cooTBeTcTBYlOWME KOHGUrypaumm VSU ycTaHaBnuBaloTCA N8 OOHOro

P13MYECKOrOo KOMMYyTaTopa U XpaHATCS B cneumanbHom danne koHdurypaummn config_vsu.dat.
Takum obpasom, Bbl MOXETE MPOCMOTPETL Tekywme koHdurypaummn VSU, 3anyctmB KOMaHgy
show switch virtual config, a He komaHagy show running config.

B aBTOHOMHOM pexunme paboyasa nHdopmauusa VSU nycta. Korga Bbl BBOOUTE Takue KOMaHgbl,
kak show switch virtual, cuctema coobLKUT Bam, YTO KOMMYTATOP HAXOAUTCA B aBTOHOMHOM
pexume n nHpopmauus o pabote VSU oTcyTCTBYET.
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8.4.1.4. NMpumep KoHcpuUurypaumumn

Hactpounka VSU B aBTOHOMHOM pexume

CueHapun:
Switch=1 Swiich-2
Chassis 1 Chassis 2
Pricrity 200 Priority 100

PucyHok 8-17.

KommyTtatop 1 1 kommyTtatop 2 obpasytoT cuctemy VSU. UpeHtudpukatop gomeHa — 100.
Laccu cneea HactpoeHo kak Chassis 1 ¢ npuoputetom 200, ncesgoHmmoM Switch 1 un
uHTepdencamm VSL 1/1 n 1/2. Waccu cnpaBa HacTpoeHo kak Chassis 2 ¢ npuoputetom 100,
nceesgoHMMom K Switch 2 n nntepdpericamm VSL 1/1 n 1/2.

Warun 1. BbInonHuTE crieayoLLyo HaCTPorKy Ha kKoMmyTaTope 1:
HaCTpOuKy e Hacrtpoiite atpnbyTbl VSU 1 nHtepdeicsl VSL.
e  /I3mMeHnTe aBTOHOMHbIN pexum Ha pexum VSU.
2. BbinonHute cneayroLlyto HACTPOMKY Ha KOMMyTaTope 2:
e Hactponte atpnbyTthl VSU 1 nHtepgencel VSL.
e  /I3mMeHnTe aBTOHOMHbBIN pexum Ha pexum VSU

KommyTatop 1 QTECH # configure terminal

QTECH (config)# switch virtual domain 100

QTECH (config-vs-domain)#switch 1

QTECH (config-vs-domain)#switch 1 priority 200

QTECH (config-vs-domain)#witch 1 description switch-1

QTECH (config-vs-domain)# switch crc errors 10 times 20

QTECH (config-vs-domain))#exit

QTECH (config)#vsl-port

QTECH (config-vsl-port)#port-member interface Tengigabitethernet 1/1
QTECH (config-vsl-port)#port-member interface Tengigabitethernet 1/2
QTECH (config)#exit

QTECH #switch convert mode virtual

KommyTatop 2 QTECH # configure terminal

QTECH (config)# switch virtual domain 100

QTECH (config-vs-domain)# switch 2

QTECH (config-vs-domain)# switch 2 priority 200

QTECH (config-vs-domain)# switch 2 description switch-2

QTECH (config-vs-domain)# switch crc errors 10 times 20
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QTECH (config-vs-domain))#exit
QTECH (config)#vsl-port
QTECH (config-vsl-port)#port-member interface Tengigabitethernet 1/1
QTECH (config-vsl-port)#port-member interface Tengigabitethernet 1/2
QTECH (config-vsl-port)#exit
QTECH #switch convert mode virtual

MpoBepka 3anyctute komaHngy show switch virtual config, 4to6bl nNpocMoTpeTb

atpmbyTbl VSU Switch 1 n Switch 2

KommyTtatop 1

QTECH #show switch virtual config
switch_id: 1 (mac: 0x1201aeda0M)

|

switch virtual domain 100

!

switch 1

switch 1 priority 100

|

switch convert mode virtual

!

port-member interface Tengigabitethernet 1/1
!

port-member interface Tengigabitethernet 1/2
|

switch crc errors 10 times 20
!

KommyTatop 2

QTECH #show switch virtual config
switch_id: 2 (mac: 0x1201aeda0E)

!

switch virtual domain 100

|

switch 2

switch 2 priority 100

|

switch convert mode virtual

|

port-member interface Tengigabitethernet 1/1
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port-member interface Tengigabitethernet 1/2
|

switch crc errors 10 times 20
!

8.4.1.5. PacnpocTpaHeHHble OWNOKKU

NPUMEYAHMUE: vHTepdenc VSL ycTponcTBa Lwaccu JormKeH nmeTb ckopocTb 10 Méut/c nnm
BbiLLE.

8.4.2. Hactpouka VSU B pexxume VSU
8.4.2.1. Hactpouka atpubyTtoB VSU
8.4.2.2. AhdeKT KoHduUrypaumm

Bo Bpems paboTbl cucteMbl VSU Bbl MOXETEe UBMEHATb TakMe napameTpbl, Kak naeHTuukaTop
OoMeHa, ngeHTndukaTop KommyTaTopa n npuoputeT Master-ycTponctea nnum slave-yctponcrea.
OpHako Bbl MOXeTe BOWTU B KOHCOMb Master-yctponctea VSU TOMbKO ANA U3MEHEHUS 3TUX
napamMeTpoB, HO He MOXeTe BOWTU B pexum rnobanbHOW KOHUrypaumm c KOHCOMU
slave-yctpowncTea.

8.4.2.3. NpumeyaHun

Cpeaun npvBeAeHHbIX Bbille KOMaHZ BCE KOMaHAbl KOHMUrypaumm BCTYNaktT B CUIY TOSMbKO
nocrie nepesanycka koMmyTaTopa, 3a WCKNoYeHMem KomaHgbl switch sw_id description
switchl, koTopas MOXeT BCTYNUTb B CUITy HEMEANEHHO.

8.4.2.4. LLlarn HacTpoukKu

Bxopa B peXXum HaCTPpOMKKU fOoMeHa
e OnuyuoHarnkeHo.

e 3anyctute aTy KOMaHay, YTobObl BOUTU B PEXNM KOH(Urypaumm gomeHa. KommyTtaTtopbl
C OOVHAKOBbIM WMOEHTUUKATOPOM AomMeHa obpasylT cuctemy VSU. Bbl moxeTte
M3MEHUTb UMW HACTPOUTb WOEHTUAUKATOP OOMEeHa, MNpUMopuTeT KOoMMyTaTopa W
noeHTudmKaTop KOMMyTaTopa TOMbKO NOCe BXoAa B PeXUM KOHUrypaumm gomeHa B

pexnme VSU.
KomaHga switch virtual domain domain_id
Onuncanne domain_id: ykasblBaeT uaeHTUUKaTop BMPTYanbHOro JOMEHa CUCTEMbI
napameTpoB VSU

Mo ymonuaHuio | igeHTudmkatop gomeHa no ymonyaHmo — 100

KomaHaHbIn Pexwum rnobanbHoOn KoHUrypauum
peXunm

193

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

Hactpoiika VSU

PykoBoactso no
NCNoNb30BaHNIO

TonbKko ABa YCTPOMCTBA C OANHAKOBbLIM UAEHTU(OUKATOPOM AOMEHA MOTyT
obpasoBbiBaTh cucteMmy VSU. VaeHTndukatop gomeHa AormkeH ObiTb
YHUKanbHbIM B NIOKansHOW ceTu

N3meHeHMe naeHTupukaTopa AoOMeHa
e  OnuuoHanbHo.

e  Y10Obl M3MEHUTb 3Ha4YeHnMe domain_id Ans yCTPOWMCTBa, Bbl MOXETE HACTPOUTb ITOT
3feMeHT Ha KoHconu Master-yctponcrea cuctemsl VSU.

KomaHnoa switch switch_id domain new_domain_id
Onucanwne switch_id: ykasbiBaeT ngeHtudmkatop pabotatowero B AaHHbIA MOMEHT
napameTpoB KommyTaTopa B pexume VSU B ananasoHe ot 1 go 8.

new_domain_id: ykasbiBaeT W3MEHEHHbIN WOeHTUUKaATop AOMeHa B
ananasoHe ot 1 go 255

Mo ymonyaHuo

NaoeHTndmkaTop gomeHa no ymonyaHuo — 100

KomaHgHbIn
pexum

Pexum koHdurypaumm gomeHa

PykoBoacteo no
MCNONb30BaHNIO

BoinonHsamnte aty komaHay Tonbko B pexume VSU. Kpome Toro, HacTporika
MOXET BCTYNUTb B CUY TONbKO NOCIe nepesarpyskn yCTponcTea

N3meHeHne naeHTUpukaTopa KommyTaTopa
e  OnuyuoHankeHo.

e YT100bl M3MEHUTL 3HaveHue switch _id ana ycTponcTBa, Bbl MOXETE HACTPOUTb ITOT
areMeHT Ha KOHconu Master-yctponctea cuctemsl VSU.

KomaHga switch switch_id renumber new_switch_id [ force ]
Onuncanne switch_id: ykasbiBaeT umgeHTudpukatop kommyTtaTopa. B cucteme VSU
napamMmeTpoB naeHTMdurKkaTop KOMMyTaTopa HaxoguTcsa B AnanasoHe oT 1 go 16 gns
box-kommyTaTOpPOB.
new_switch_id: ykasbiBaeT N3MEHEHHbIN nOeHTUNKATOP NEPEKIoYaTENS
KomaHaHbIn Pexnm koHdurypaummn gomeHa
peXunm
PykoBogcteo no | BeinonHanTe sty komaHay Tonbko B pexume VSU. Kpome Toro, HacTpovika
NCNONb30BaHNIO | MOXET BCTYNUTb B CUITY TOSIbKO NOCre nepesarpy3ky yCTponUCTBa

MN3meHeHMe npuopuTeTa NepeKknrovYeHus
e  OnuuoHanbHo.

e  YT106bl M3MEHUTb NPUOPUTET YCTPOWCTBA, Bbl MOXETE HacTPOWUTb ITOT SMEMEHT Ha
KoHconn Master-ycTponcTtea cuctemsl VSU.
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e bBonbliee 3HayeHne o3HayaeT Goree BbICOKMI NpuopuTeT. Bbibepnte yCcTpPOMCTBO C
HauMBbICLLUUM NPUOPUTETOM B KayecTBe Master-ycTpoiicTea.

KomaHpa switch switch_id priority priority_num
Onucanwne switch_id: ykasbiBaeT uaeHTUUKATOP KoMMyTaTopa, ANA KOTOPOro
napameTpoB HeobXx0AMMO HaCcTPOUTb NPUOPUTET.

priority_num: yka3biBaeT NpUOpUTET NepekrnoyaTens B gnanasoHe ot 1 o
255 onsa box-kommyTaTtopos

Mo ymonyaHuo

MpuoputeT No ymonyaHuio paseH 100

KomaHgHbIn
pexnm

Pexum koHdurypaumm gomeHa

PykoBoacteo no
NCMNomnb30BaHUIO

Bbonbliee 3HavyeHMe o3Ha4vaeT 6Gornee BbLICOKMA MNpuopuTeT. Bbibepute
YCTPOWCTBO C HaMBbICLLUMM NPUOPUTETOM B KayecTBe Master-ycTponcTaa.

Bbl MOXeTe 3anyCcTuTb 3Ty KOMaH4y B aBTOHOMHOM pexumMe Unn B pexvme
VSU. MW3MeHeHHbIn npuoputeT BCTynaet B CUIly TOMbKO nocre
nepesarpysku yCcTpomncTsa.

OTa KOmMaHga He Mcnonb3yeTcs AN M3MeHeHus 3HadeHus switch_id. B
aBTOHOMHOM pexume, ecnu gna napameTtpa switch_id yctaHoBneHo
3HayeHne 1, 3anyck komangbl switch 2 priority 200 He paGoTaeT. Bbl
MOXeTe cHavarna ycTaHoBUTb Ans switch_id 3HadeHne 2, a 3aTem
3anyctutb komaHgy switch 2 priority 200. B pexume VSU switch_id
yKkasbiBaeT wuaeHtudukatop paboTtarowero B OaHHbIA - MOMEHT
KoMmmyTaTopa. Ecnu ngeHTudukaTop He cyLlecTByeT, KOHdurypaumsi He
BCTynaeT B cuUny

HacTpoika onncaHmsa ycTtpoucTBa
e  OnuyuoHarnkeHo.

e YT0Bbl HAcTpPOUTb ONMCaHWe YCTPOWCTBA, Bbl MOXETE HACTPOUTb ITOT 3fIEeMEHT Ha
KOHcosnM Master-yctponcrea cuctemMmbl VSU.

e 3anyctute komaHgy switch switch_id description switchl, 4ToObl HacTpouTb
onucaHue yctponctea. [lonyckaeTcsi He bonee 32 CMMBOSIOB.

KomaHga switch switch_id description dev-name
Onuncanne switch_id: ykasbiBaeT wugeHTUdumkatop KoMMmyTaTopa, ANs KOTOpOoro
napameTpoBs Heo6Xo0OUMMO HACTPOUTb NPUOPUTET.
dev-name: yka3sbiBaeT MMSA YyCTPOMUCTBA
KomaHgHbIn Pexum koHdurypaumm gomeHa
peXunm
PykoBoactBo no | Bbl MoxeTe 3anyCTUTb 3Ty KOMaHay B aBTOHOMHOM PEXMME UMK B pEXNME
ncnonb3oBaHuio | VSU. KoHdurypaums BcTynaeT B cuny HemeaneHHo B pexxume VSU
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Hactpoika npoBepku KagpoB OWNOOK
e  OnuuoHarnbHo.

e 3anyctute KomaHay switch crc errors error_num times time_num, 4ToGbl HACTPOUTL
yCrnoBus Ans 3anycka npoBepKu Kagpa OLnOKM.

KomaHga switch crc errors error_num times time_num
OnucaHue error_num: HacTpamBaeT yBeNnMYeHMe KOnmMyecTBa OLUIMOOYHbLIX KagpoB
napameTpoB Mexay OByMsi oOHapyxeHusamun. Korga konuyectBo OLIMOOYHBIX KaapoB

npeBbilLlaeT nNpupocCcT, npeanofiaraeTcd, OLLUMOOYHbIE

obHapyxuBatoTCs O4MH pas.

4YTO Kagpbl

time_num: HacTpamBaeT KONMYECTBO pas, Nocrne KOToporo Heobxoaumo
BbIMOMHUTL AEUCTBME (OEeACTBME MOXET oTobpakaTb MOACKa3Ky Wnu
OTKIYaTb MHTEPdENC)

Mo ymonyaHuo

3HayeHne owmnbokK No yMoN4YaHUio paBHO 3; 3HAYeHMe pas Nno yMONYaHuo
pasHo 10

KomaHaHbIv Pexum koHdurypaumm gomeHa
pexnm

YpoBeHb no | 14

yMOn4yaHuio

CoxpaHeHue channa koHdurypaumm

3anyctute koMaHay exit, YTobbl BbIATM N3 peXMMA HACTPOMKM BUMPTyarnbHOro yCTPOWCTBA, U
3anycTuTe KomaHgy write, 4ytobbl COXpaHUTb HacTponkm B dhanne config_vsu.dat.

8.4.2.5. NpoBepka

Ncnonb3ynte komangy show switch virtual [ topology | config ] onst oToGpaxeHust TekyLlen
nHdopmaumm o pabote VSU, Tononorum unv napaMmeTpoB KOHurypauuu.

KomaHga show switch virtual [ topology | config ]

Onuncanne topology: ykasblBaeT nHOpMaLuo O TONOSOMMN.

ntelprElluiiels config: yka3sbiBaeT koHurypaumm VSU

KomaHaHbIn MpuBnnernpoBaHHbIn pexum EXEC

peXnm

PykoBogcteo no | lNpocmoTpute mnaeHtTudmnkaTtop gomMeHa U naeHtudukaTop yCTponCTBa,
NCNONb30BaHNIO | CTaTyC U pOrib KaXk4oro yCTponcTBa
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8.4.2.6. NMpumep kKoHdpuUurypauum

HacTtpownka atpmubyToB VSU
CueHapun:
VSL VSL VSL

Line

Topology

PucyHok 8-18.

KommyTtatop 1 1 KommyTtatop 2 obpasytoT cuctemy VSU. MameHuTe naeHtTudmkaTop waccu
KommyTtatopa 2 Ha 3 u ero npuoputet Ha 150. MNpeanonoxum, yto KommyTtaTtop 1 asnsetca
rno6anbHbIM Master-kommyTaTOpOM, n BbIMOMHNUTE HaCTPONKy rnoGanbHoro
Master-kommyTtaTopa.

Warn N3meHuTe KoHpurypauum KommyTtatopa 2
HaCTPOMKK

KommyTtatop 1 QTECH #config

QTECH (config)# switch virtual domain 100

QTECH (config-vs-domain)# switch 2 renumber 3

QTECH (config-vs-domain)# switch 2 priority 150

QTECH (config-vs-domain)# switch 2 description switch-3

MpoBepka 3anyctute komangy show switch virtual config Ans nposepku

KommyTatop 1 QTECH #show switch virtual config
switch_id: 1 (mac: 0x1201aeda0M)

!

switch virtual domain 100

!

switch 1

switch 1 priority 100

|

switch convert mode virtual

|

port-member interface Tengigabitethernet 1/1
!

port-member interface Tengigabitethernet 1/2
!

switch_id: 3 (mac: 0x1201aeda0E)
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|

switch virtual domain 100

|

switch 3

switch 3 priority 150

!

switch convert mode virtual

|

port-member interface Tengigabitethernet 1/1
!

port-member interface Tengigabitethernet 1/2
!

switch 3 description switch-3
|

8.4.2.7. Hactponka VSL
8.4.2.8. AhdeKkT KoHduUrypaumm

Korga kommyTaTopbl popmupytoT cuctemy VSU unu, korga cuctema VSU paboTtaeT, Bbl MOXETE
nepekntovaTbcst Mexay obwmmn nHtepdencamm n nHtepdericamm VSL. OgHako Bbl MOXeTe
BOWTM TONbLKO B KOHCOMb Master-yctponctea cucteMbl VSU ans BHECEHUA U3MEHEHUN, HO He
MOXXETe BOWTM B PEXUM rnobanbHOM KOHUrypaumm ¢ KOHCONM slave-ycTponcTBaa.

8.4.2.9. NpumeyaHun

e Bbl MOXeTe BOMTK B KOHCOSb cuctembl VSU, MCNONb3ys nocrneaosaTesbHbI NOPT Unn
telnet, 4ytobbl 4OGaBUTL MM yOANUTbL KOHUIypauumn nHTepdencor yyactHmkos VSL.

e  YT06bl NpegoTBpaTUTL HENPaBUITbHbIE MOAKIOYEHUSA B AEUCTBYOWMNX cueHapusx, AP
VSL ncnonb3yeT gnHammnyeckoe cornacosaHne. CHavyana HeobxoamMMo HacTpouTb Myn
nHTepdencos VSL, a 3atem gobasutb nyn nHrepdencos VSL k Tomy xe AP nocne
yCcrewHoro cornacosaHuns. VIHTepdenchl, nogkrnovatrowmecs K OgHOMY U TOMY Xe
YCTPOWNCTBY, HAX0OATCA B npegenax ogHoro AP.

8.4.2.10. llarn HacTponku

Bxopa B pexxum HacTpouku nHrepdenca VSL

e 3anyctute KomaHgy vsl-port, ytobbl BONTU B pexnm KoHdurypauumn VSL-PORT. OT1a
KOMaHaa He siBnsieTcst 06s13aTenbHON.

e Korga ycTponcTBO BXOAUT B pexmm koHdurypaumm VSL-PORT, nuHtepdenc VSL MOXHO
HaCTPOUTb UNK yoanuTb.

KomaHga vsl-port
KomaHaHbIn Pexwum rnobanbHon koHurypaumm
pexnm
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PykoBoacteo no | Bel MoOXxeTe 3anyCcTuTb 9Ty KOMaHay B aBTOHOMHOM pPEXUME UMK B pexxmme
ncnonb3oBaHuo | VSU

Hactpouka uHtepdeinca yyactHuka VSL

e 3anyctute komaHay port-member interface interface-name [ copper | fiber ] ana
nobasneHust HTepdenca VSL. OT1a komaHaa He siBnsieTca 06s3aTenbHOMN.

e 3anyctute komaHgy port-member interface, 4ToObl HACTPOUTL MHTEPENC yHacTHMKA

VSL.
KomaHnga port-member interface interface-name [ copper | fiber ]
Onucaxue interface-name: ykasbiBaeT AByMepHoe WMSA UWHTepdenca, Hanpumep

napameTpoB GigabitEthernet 0/1 n GigabitEthernet 0/3.
copper: ykasbiBaeT aTpubyT MegHoro uHTepdenca.
fiber: ykasbiBaeT aTpmbyT onTnyeckoro nHTepdenca

KomaHaHbIN Pexwum koHdurypaumm nHtepgerica VSL
pexunum

PykoBoacteo no | Bbl MoxeTe 3anycTtuTb 3Ty komangy B pexume VSU unv B aBTOHOMHOM
nucnonb3oBaHuio | pexume. KomaHga MoxeT BCTYNMUTb B CUIly MOCHE COXpaHeHus
KOH(urypauum KomMaHgbl W nepesarycka YCTPOUCTBA, Ha KOTOPOM
HaxoguTcsa nHTepdenc ydactHmka VSL

Bo Bpemsa paboTtbl cuctembl VSU HacTpOeHHble KaHanbl y4acTHMka VSL BCTynawT B cuiy
HemeaneHHo. NHTtepdelicbl VSL HeobxoaumMo HacTponTb ANns BCEX YCTPONCTB.

[ns box-yctponctB nHtepdencobl VSL MoryT 6biTb ONTUYECKMMU U MeLHbIMU UHTepderncamm
Gigabit nnu ebiwe.

NHTtepdeiickl Split 40G «oQuH-4YeThIpe» HENb3A HACTPOUTL Kak nHTepdencol VSL.

NMPUMEMAHUE: ona nopta 40G (HesaBMCMMO OT TOrO, BbINOMHAETCA N pas3bueHne
NMHTepdenca) ero MHTEPAENChI-y4acTHUKKN (@ MUMEHHO, YeTbipe nHtepdenca 10G) He moryT 6bITb
BO3BeeHbl 4O MHTepdencoB yyacTHnka VSL.

NMPUMEMYAHUE: ecnn uHTepdenc HactpoeH kak mHTepdenc NLB reflex, aToT uHTepdenc
MOXHO MEPEKIIIYMTE Ha UHTEPdENC yYacTHMKa VSL TONbKO nocne yganeHus KoHurypaumm
nHTepdenca NLB reflex.

NMPUMEMAHME: onsa npepoTBpalleHns obpasoBaHms NeTNM, KOTopas MOXET BO3HUKHYTb Mpu
BbIxo4e WHTepenca-ydactHmka VSL u3 AP VSL, cuctema aBTOMaTUYECKM nepeBoanT
NHTepdenc-y4acTHUK B COCTOSIHUE BbIKNKOYEHUS NPU BbINOSIHEHUM KOMaHAbl, YTOObI 3aCTaBUTb
nHTepenc-y4actHuk VSL BbinTM n3 AP VSL. lNocne Toro, kak uHtepgenc yvyactHuka VSL
BbIxoauT n3 AP VSL, Bbl MOXeTe MOBTOPHO MOAK/OYATL KaHam M BbIMOMHUTL KOMaHA4y No
shutdown, 4TOGbI CHOBa BKMOYUTL 3TOT MHTepdenc. lpu HacTponke uHTepdenca VSL
cucTeMa CHavana BbIKNoumnT ero. Ecnm koHurypaumsa He yganach, v Bbl XOTUTE MCNOSb30BaTb
ero kak obwun mHTepdenc, Bbl MOXeTe 3anyctutb komaHgy no shutdown, 4ytobbl cHoBa
BKIMIOUNTb 3TOT MHTEpdpelic. [lobaBbTe HOMeEP MHTEpdEnca y4acTHNKA, KOTOPbIA OOMMKEH ObiTb
TpeXMepHbIM HOMEpPOM UHTepdenca. Hanpumep, B pexnme koHdpurypauum VSL-PORT, ecnu
Bbl 3anycTute komaHagy port-member interface Tengigabitethernet 1/1/1, 370 yka3biBaeT Ha ToO,
4YTO Bbl HacTpamBaeTe rnobanbHbI TpEXMEPHbIN nHTepdenc 1/1/1 kak nHtepdenc VSL.
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NMPUMEYAHMUE: ecnn npu nameHeHun nHtepdenca VSL Ha obwmin nHtepdenc npomcxogut

pasgenerHve Ttononormn VSU, uHTepdenc VSL Henb3s ypanutb. Bbl MoxeTe cHadana
OTKITIOUNTL (PM3NYECKUIN UHTEPMENC, a 3aTeM yaanuTb uHTepdenc VSL.

8.4.2.11. NpoBepka

Ncnonb3ynte komaHgy show switch virtual link [ port ], 4ToBbl oTOGpasnTb TeKyLuyto
nHcopmaumto o paboTte kaHana VSL B pexume VSU.

KomaHpa show switch virtual link [ port ]

Onucanwne port: oTobGpaxaeT nHdopmMaLnto 0 COCTOAHUN NHTEPENCOB YyH4aCTHUKOB
napameTpoB VSL

KomaHaHbIn MpuBunernpoBaHHbIn pexxum EXEC

PEeXUM

8.4.2.12. Npumep KoHcpUrypaumm

HacTtponka VSL

CueHapwun:
Switch-1 Switch-2
Chassis 1 Chasgsis 2
Pricrity 200 Pricrity 100
§b? 1174 2111 %
.3
-
17112 20172
PucyHok 8-19.
Warn [ob6aebTe nHTepderic 1/1/3 B kavecTse uHTepdenca VSL gnsa KommyTtatopa
HaCTPOMKK 1 n yganute nutepdeinc 1/1/2 ns nurepdgenica VSL

KommyTaTtop 1

QTECH #config

QTECH (config)# vsl-port

QTECH (config-vsl-port)# port-member interface Tengigabitethernet 1/1/3
QTECH (config-vsl-port)# no port-member interface Tengigabitethernet

1/1/2

MpoBepka

3anyctuTte komaHay show switch virtual config, 4ToGblI NpocmoTpeTh VSL.
Mpeanonoxmm, yTO KommyTaTop 1 ABMSETCS rnobanbHbIM
Master-kommyTatopoM, M 3anyctute KoMaHgy Ha  rnobanbHoM
Master-kommyTtatope

KommyTtatop 1

QTECH #show switch virtual config
switch_id: 1 (mac: 0x1201aeda0M)
!

switch virtual domain 100
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!

switch 1

switch 1 priority 100

!

switch convert mode virtual

!

port-member interface Tengigabitethernet 1/1
|

port-member interface Tengigabitethernet 1/3
|

switch_id: 3 (mac: 0x1201aeda0E)

|

switch virtual domain 100

|

switch 3

switch 3 priority 150

!

switch convert mode virtual

|

port-member interface Tengigabitethernet 1/1
!

port-member interface Tengigabitethernet 1/2
|

switch 3 description switch-3
!

8.4.2.13. Hactponka Dual-Active Detection

8.4.2.14. dcpdeKkT KoHduUrypaumm

HacTponTe COOTBETCTBYHOLWMIA MEXaHM3M OOHapyXeHusl, 4TOObl npenoTBpaTUTb CO34aHuE
Dual-Active.

8.4.2.15. NpumeyaHuna

e DAD MOXHO HacTpouTb TONbkO B pexume VSU. Bam He paspelueHO HacTpamBaTb
MexaHu3m DAD B aBTOHOMHOM pexume.

e Bce koH(urypauun DAD BCTynaloT B cury cpasy Xe rnocne HacTporku Ha Master unu
slave-ycTponcTBax B pexume rnobanbHON KOHUrypaumm ¢ noMoLL b0 KoMaHabl Show
running-config.
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Nudopmauuto o koHpurypaumm obHapyxeHHoro BFD MOXHO oTo6pasuTb TOMbKO C
nomMoLL b0 KoMaHdbl oToOpaxeHusi dual-active detection, a He koMaHAbl OTOOpPaXKeHUs!
BFD.

8.4.2.16. llarn HacTponku
HacTponka BFD DAD

BFD DAD TpebyeT ycCTaHOBNEHUS MNPSIMOM CBSI3W MeXAy ABYMS KOMMyTaTopamu.
WHTepdpericbl Ha [OByX KOHUAX [OSMKHbl ObiTb  MHTepdencammn  usnyeckom
mMapwpyTtnsauun. Cneayowas KoHpurypauma AomkHa ObiTb BbIMONHEHa Ha oboux
Laccwm.

Bongute B pexum koHdurypaumm wuHtepcdpberica DAD-mHTepdenca m HacTponte
DAD-uHTepdenc kak nHTepdenc mapLupyTmsaumn.

Mocne Bbixoda 13 pexunma HacTponKnN nHTepdenca BeINONHUTE KOMaHAy switch virtual
domain domain_id, 4ToObl BONTU B PEXMM HACTPONKN JOMEHA.

B pexunme gomeHa 3anyctute komaHay dual-active detection bfd, 4Tobbl BKNOYMTL
BFD. OTa komanga siBnNgeTca HeobA3aTenbHOM 1 MOXET ucnonb3oBaThcs, korga BFD
DAD Hy»HO HacTpouTb.

B pexume koHcurypaumm gomeHa, 3anyctute komaHgy dual-active bfd interface
interface-name, 4To6bl HacTpouTb BFD DAD-uHTepdheic. 3ta komaHga He siBnsaeTcs
oba3aTenbHON U MOXET MCMNONb30BaTbCA ANA HacTponku nHTepdenca BFD DAD npu
HacTpovike BFD DAD.

Ypanute wuHTepcdenc BFD DAD. Ecnum wuHTepdenic BFD DAD HepocTyneH,
obHapyxeHne BFD ncnonb3oBaTth HEMb34.

KomaHpa switch virtual domain domain_id
Onucanne domain_id: yka3blBaeT naeHTUdmKkaTop JoMeHa
napameTpoB

Mo ymonyaHuio

WpoeHTndukaTtop gomeHa no ymonyanuio — 100

KomaHaHbIn
pexum

Pexunm rnobanbHomn koHdurypauum

PykoBoacteo no

Tonbko gBa yCTpoMUCTBa C O4MHAKOBbLIM MAEHTUNKATOPOM AOMEHA MOryT

ncrnonb3oBaHuo | obpasoBbiBaTh cuctemy VSU. VpeHTudmkatop goMeHa OOMmMKeH ObiTb
YHUKarnbHbIM B FIOKanbHOM CETU

KomaHga dual-active detection { aggregateport | bfd }

Onuncanne aggregateport: ykasbiBaeT pexvm obHapyxeHusa AP.

napameTpoB

bfd: ykasbiBaeT pexvm obHapyxeHusa BFD

Mo ymonyaHuio

DAD oTkntoyeH
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KomaHgHbIn Pexum koHdurypaummn gomeHa
pexnm

PykoBogcteo no | HactponTe aTy KomaHAay TOnbko B pexume VSU

MCNONb30BaHNIO
Komanpa dual-active bfd interface interface-name

Onucanne interface-name: ykasblBaeT TMn nHTepdenca n naeHtTudmkaTop
napameTpoB

KomaHgHbIn Pexum koHdurypaumm goMmeHa

peXnm

Pykosoacteo no | MHtepdenc BFD DAD pomkeH GbITb MHTEpdEencoM mMapLupytusaumm u
NCNONb30BaHNIO | HAXOAUTLCA Ha Pa3HbIX KOMMyTaTopax

NHTepdericbl obHapyxeHus BFD gomkHbl BbITb HANPAMYIO NOAKMYEHbI K PU3nYecKkum noptam
MapLipyTMsaumu. [1sa nopTa AOSMKHbI ObITb HA Pa3HbIX YCTPOUCTBAX.

Tun wHTepdenca He orpaHuyeH. Kanan dual-active detection ucnonb3dyeTca TOMbKO Ans
nepegaun naketoB BFD ¢ HebGomnbwum obbemom Tpadmka. [MoaTomy pekomeHayeTcs
ncnonb3oBaTb rMMrabutHeli nHtepdenc unm nHrtepdgenc 100 Méut/c B kayectTBe MHTEpdeENnca
dual-active detection.

lMocne npeobpasoBaHusi MHTepdenca MapLlpyTusauum ypoBHA 3, HAaCTPOEHHOro C ABYMS
Master-ycTponcTBaMmn, B UHTEPENC KOMMyTaToOpa YPOBHS 2 (BbIMNOMHUTE KOMaHgy switchport
nog atnum nHTepdencom), dual-active detection BFD 6yaeT aBToMmaTU4eckn yganeHo.

PekomeHayeTca HanpsiMyto NoaknovaTb MHTepdencol obHapyxeHnss BFD Tonbko Kk Master m
slave-ycTtponcrteam.

NMPUMEYAHME: korga cuctema VSU obHapyxuBaeT dual-active-KOHNUKT n nepesoaut
apyryto rpynny VSU B COCTOsiIHME BOCCTAHOBIIEHUS, peLUMTb NPOBneMy MOXHO TONbKO NyTem
yCTpaHeHus1 HemcnpaBHOCTU VSL, HO HE NyTEM HENOCPEACTBEHHOIO BOCCTAHOBMEHUS rpyMmbl
VSU B COCTOSIHMM BOCCT@HOBIIEHWSI; B MNPOTMBHOM Criyd4ae B CETU MOXET BO3HUKHYTb
dual-active-KoHNKKT.

Hactpownka DAD Ha ocHoBe AP

e YT100Obl Hactpoutb DAD Ha ocHoBe AP, HeoOxogumo cHauana HacTpouTb
arpervpoBaHHbii nopT (AP), a 3aTem ykasaTb nopT AP B kayecTBe nHTepdenca DAD.

e 3anyctute KomaHgy port-group ap-num, 4ToObl 406aBUTL PU3MHECKUI MHTEpPAENC
yyacTHuKa K AP.

e [locne Bxoga B pexuM KOHuUrypauum AomMeHa 3anyctute komaHgy dual-active
detection aggregateport, 4tob6bl BKIOUNTE pexnm obHapyxeHnsa AP. 3Ta komaHaa He
aBnsieTca obsizaTenbHOW. Bbl MOXeTe 3anycTutb 3Ty KOMaHgy, koraa Heobxoanmo
HacTponTb O6HapyxeHue AP.

e 3anyctute komaHgy dual-active interface interface-name, 4yto6bl HacTpouTb AP B
kayectBe DAD-umHTepdberica. OTa KOoMaHOoa He sBnseTcs obdAszatenbHon. MoXHO
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3anycTuTb 3Ty KOMaHAy, 4Tobbl HacTpouTb AP B kavecTBe MHTepdernica DAD, korga
Heo6xoaumMo HacTpouTb obHapyxeHue AP.

e 3anyctute komaHgy dad relay enable, 4yToGbl BKMOYMTL pETPaAHCHALMIO NAKETOB
dual-active detection anga upstream- n downstream-nHtepcencos. Ita komaHga He
aBnsetca obssatenbHOW. Bbl MoxeTe 3anycTuTb 3Ty KOMaHAy ANs peTpaHcnsaumm
naketoB DAD (naketoB dual-active detection), korga DAD Ha ocHoBe AP HacTpoOeH.

e  OTtkntoyeHue DAD Ha ocHoBe AP oTknoumnt DAD.

e Ypanute o6HapyxeHHbln uHTepdenc. Ecnu wuHtepdenc DAD Ha ocHoBe AP
HepocTtyneH, DAD Ha ocHoBe AP 1cnosib3oBaTh Herb3s.

° PeTpaHcnauns naketoB DAD Ha ocHoBe AP OTKntoYeHa MO YMOMYaHUIo.

KomaHga dual-active detection { aggregateport | bfd }
Onucanne aggregateport: ykasbiBaeT pexmm obHapyxeHus AP.
napamMmeTpoB

bfd: ykasbiBaeT pexum obHapyxeHus BFD

Mo ymonyaHuo

DAD oTknto4eH

KomaHgHbIn
pexum

Pexum koHdurypaumm gomeHa

PykoBoacteo no

HacTtponTe aTy komaHAgy Tonbko B pexume VSU

NCNOoSb30BaHNIO

Komanpa dual-active interface interface-name

Onuncanne interface-name: ykasblBaeT Tun uWHTepdenca wn uaeHTUdUKaTop
napameTpoB nHTepdenca. JomkeH 6biTb ykasaH nHTepdenc DAD Ha ocHoBe AP
KomaHaHbIn Pexnm koHurypaummn gomeHa

pexunm

PykoBoacteo no

Mo)XHO HacTpouTb Tonbko oauH uHTepdenc DAD Ha ocHoBe AP. JToT

MCNONb30BaHNIO | MHTepdenc ormkeH ObiTb co3gaH A0 TOro, kKak Bbl HacTpoute AP B
kadectBe UHTepdenca DAD. lNMocneayowmne HacTpoeHHble MHTEpPENChI
DAD nepesanuwyT npegbiayLume

KomaHga dad relay enable

Mo ymonyaHuio

PetpaHcnauns naketoB DAD Ha ocHoBe AP oTkntoYeHa no yMmonyaHuio

KomaHgHbIn
pPEXNUM

Pexum koHdurypaumm nHtepderica
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PyKOBOD,CTBO no | dta KOMaH4a MOXeT ObITb BbINOJTHEHA TONBLKO Ha AP
MCMNoJib30BaHMo

NMPUMEYAHUE: pekomeHayeTca pacnpedenutbs dumsndeckne UHTepgencol, KoTopble
nobaensoTca K HTepdency obHapyxeHus Ha ocHoBe AP, Ha pa3Hble yCTPOUCTBA.

8.4.2.17. MNpoBepka

Wcnone3ynte show switch virtual dual-active { aggregateport | bfd | summary } ana
oTobpaxeHus TekyLen koHgpurypaumm DAD.

KomaHnga show switch virtual dual-active { aggregateport | bfd | summary }
Onucanwne aggregateport: otobpaxaeT nHgopmaumo o DAD Ha AP.
napameTpoB

bfd: otobpaxaeT nndopmaumto DAD Ha ocHoe BFD.
summary: otobpaxaet csogky DAD

KomaHaHbIn MpuBunernposaHHbIN pexvm EXEC
pexum

8.4.2.18. Npumep KoHcpUrypaumm

HacTponka BFD DAD
CueHapun:

Switch B

-’

KommyTtatop 1 n KommyTtaTtop 2 obpasytot cuctemy VSU (ngeHTndmkatop gomeHa paseH 1).
Mpuoputetol KommyTtatopa 1 1 KommyTtatopa 2 paBHbl 200 n 150 cooTBeTCTBEHHO. CBA3M
mexgy Tel1/3/1 wn Te1/3/2 Kommytatopa1 wn Te2/3/1 wn Te2/3/2 KommyTtatopa 2
YCTaHaBIMBAKOTCS COOTBETCTBEHHO Ana dopmupoBaHna VSL mexagy KommyTtatopom 1 un
KommyTtatopom 2. GO/1, nHtepdericel G0/2, GO/3 n G0/4 KommyTtatopa A nogkntoyeHbl k G1/1/1
n G1/2/1 Kommytatopa 1 n G2/1/1 n G2/2/1 KommyTtatopa 2 ans popmmpoBaHng rpynnel AP,
BKMOYaloLLas YeTbIpe KaHarna-yyactHuka. igpeHTudpumkartop rpynnsl AP — 1. Bce uneHbl rpynnol
AP 1 gaBnsawTcs rmrabuTHbIMKM onTudecknmmn untepdencamn. G1/1/2 n G2/1/2 aenswoTcs
WUHTepdencamm mapLupyTusaumu.

G1/1/2 n G2/1/2 — aT10 napa uHTepdencoe BFD DAD.

PucyHok 8-20.
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Warn e Hactponte G1/1/2 wn G2/1/2 B KavyecTBe UHTEpdENCOB
HaCTPOMNKK MapLupyTM3aunn.

e Bkniounte BFD DAD.
e Hactponte G1/1/2 n G2/1/2 kak untepgencesl BFD DAD.

Mockonbky Kommytatop 1 n KommyTtaTop 2 Haxogatca B cucteme VSU,
npeabiayLLyo HACTPONKY MOXHO BbINONHMTL Nnbo Ha KommyTtaTtope 1, nnbo
Ha KommyTtaTtope 2. B cnegytowem npymepe HacTpamealoTcs yHKUUMM Ha
KommyTtaTtope 1

KommyTtaTtop 1 QTECH (config)# interface GigabitEthernet 1/1/2

QTECH (config-if-GigabitEthernet 1/1/2)# no switchport

QTECH (config)# interface GigabitEthernet 2/1/2

QTECH (config-if-GigabitEthernet 2/1/2)# no switchport

QTECH (config-if)# switch virtual domain 1

QTECH (c config-vs-domain)# dual-active detection bfd

QTECH (config-vs-domain)# dual-active bfd interface GigabitEthernet 1/1/2

QTECH (config-vs-domain)# dual-active bfd interface GigabitEthernet
2/1/2

KommyTtatop A QTECH # configure terminal

Beegute komaHgbl KOHduUrypauum, no ogHonm B cTpoke. OkaHumBanTte C
CNTL/Z.

QTECH (config)# interface aggretegateport 1

QTECH (config-if-aggretegateport 1)# interface range GigabitEthernet 0/1-
4

QTECH (config-if-aggretegateport 1)# port-group 1
QTECH (config)# interface vlan 1

QTECH (config-if-vlan 1)#ip address 1.1.1.2 255.255.255.0
QTECH (config-if-vlan 1)#exit

QTECH (config)#interface aggregateport 1

QTECH (config-if-AggregatePort 1)# dad relay enable
QTECH (config-if-AggregatePort 1)# exit

lMpoBepka e [lpocmoTpute KoHdurypaumo DAD.
e [lpocmoTpute KoHGurypaumto BFD DAD

KommyTatop 1 QTECH # show switch virtual dual-active summary
BFD dual-active detection enabled: No
Aggregateport dual-active detection enabled: Yes

Interfaces excluded from shutdown in recovery mode:
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In dual-active recovery mode: NO

QTECH # show switch virtual dual-active bfd

BFD dual-active detection enabled: Yes

BFD dual-active interface configured:
GigabitEthernet 1/1/2: UP
GigabitEthernet 2/1/2: UP

8.4.2.19. PacnpocTpaHeHHble OWNOKU

o  UHTtepdperic BFD DAD He sBnsieTcs UHTepdEencoMm mapLupytusaumu.
e Hun BFD DAD, H1 DAD Ha ocHoBe AP He BKMNOYEHbI U HE aKTUBMPOBAHbI.

8.4.2.20. HacTtpouka 6anaHcupoBku Tpadumka

8.4.2.21. AchdeKT KoHduUrypaumm

B cucteme VSU, ecnu Bbixoabl pacnpeaeneHbl N0 HECKONbKUM YCTPONCTBAM, MOXHO HAacTPOUTb
Local Forward First (LFF).

8.4.2.22. NpumeyaHusn

KoHdpurypaumusa no ymonyanHuo — LFF.

8.4.2.23. LLlarn HacTponku

HacTtpounka pexuma AP LFF

¢ B pexume koHdbUrypaumm gomeHa 3anyctute komaHgy switch virtual aggregateport-
Iff enable, 4ToOLI BKNOUMTL pexxum AP LFF. OTa komaHga He siBnsdeTca 06sa3aTenibHOMN.

e [lopTbl-yyacTHukn AP moryT ObITb pacnpegeneHnsl No AByM waccu cuctembl VSU. Bl
MOXeTe HacTpouTb, BygeT nu mncxogawmn Tpadpuk AP nepeHanpaBnaTbCa cHavana
yepes rokarbHble NOPTbl-y4aCTHUKK, NCXodsa N3 pakTUYEeCcKnX yCrnosun Tpaduka.

e Ecnn ata dyHKUMA OTKMOYEHa, TpaduK MnepeHanpasnsieTcs Ha OCHOBE npaBun
KOH(urypaumm AP. [JononHuTenbHble cBegeHnss cm. B pasgene Ethernet
Switching/HacTtpowka AP.

KomaHga switch virtual aggregateport-Iff enable

Mo ymonuaHmio | O1a PyHKUUS BKIOYEHA MO YMOJTYAHUIO

KomaHaHbIn Pexnm koHdurypaummn gomeHa
peXunm

PykoBsoacteo no | Bkniounte AP LFF B pexxume VSU
NCMNOMb30BaHUIO

Hactpownka pexxuma ECMP LFF

e B pexume koHurypaumm gomeHa 3anyctute komaHay switch virtual ecmp-Iff enable,
4yTOGbI BKMOUMTL pexxum ECMP LFF. Ota komaHga He aBnsieTca o693aTenbHON.
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e Bbixog mapwpyTtusaummn Equal-Cost MultiPath (ECMP) moxeT 6biTb pacnpegeneH Ha
ABa wacecu cuctembl VSU. Bbl MOXeTe HacTpouTtb, ByaeT nu ncxoaawmn tpacgpmk ECMP
nepeHanpaBnaTbCAd CHavana u4epe3 nokarnbHble MOPTbl-y4acTHUKW, wucxoaa w3
dakTU4ecknx ycnosuin Tpaduka.

o Ecnu ata dyHKuMs oTKNoYeHa, Tpaduk nepeHanpaBnseTcd Ha OCHOBE npaBui
KOH(purypaumm ECMP. [ononHuTenbHble cBegeHus cM. B pasgene Ethernet
Switching/HacTtpowka AP.

KomaHpa switch virtual ecmp-Iff enable

Mo ymonuaHuio | ATa PyHKUMUA BKAOYEHA NO YMOSYaHUIO

KomaHgHbIn Pexum koHdurypaumm gomeHa
peXnm

Pykosoacteo no | Bkniounte ECMP LFF B pexnme VSU
NCMNOmMb30BaHUIO

NPUMEYAHMUE: B pexnme VSU pexum LFF AP mexay waccu n pexum ECMP LFF oTknoYeHbl
MO YMOJSTHYaHMIO.

NPUMEYAHUE: 4T0bbl pasBepHyTb cuctemy VSU ana  KOMMYTaTopoB YpOBHSA 3,
pekomMeHayeTCcs HacTpouTb BanaHcupoBKy Harpy3kun AP Ha ocHoBe IP (src-ip, dst-ip n src-dst-ip).

8.4.2.24. NpoBepka

Mcnonb3ynte komangy show switch virtual balance, 4tobbl 0TOBpPa3nTb TEKYLUUN PEXUM
©anaHcupoBkn Tpaduka cuctemsl VSU.

KomaHpa show switch virtual balance
KomaHaHbIn MpuBnnernpoBaHHbIn pexum EXEC
pexum

PykoBogcteo no | Micnonb3ynte 3Ty KOMaHOy Of8 OTOOpakeHus KOHdurypauum pexuma
ncnonb3oBaHuio | banaHcupoBkn Tpaduka B pexume VSU

8.4.2.25. Npumep KoHcpUrypaumm
Hactpownka LFF

CueHapwuit:

Switch-1 Switch-2
Chassis 1 Chassis 2
Pricrity 100 Pricrity 100

IE: 1|”|” 2111 ::
| )
% -
112 212

PucyHok 8-21.
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Ha PucyHke 8-21 KommyTatop 1 n KommyTtaTtop 2 obpasytot cuctemy VSU.
Mpeanonaraetcqa, 4to KommyTtatop 1  aBnsetca  rnoGanbHbiM
Master-koMMyTaToOpoOM, U HAacCTpoWKa BbINosHAeTcst Ha KommyTaTtope 1
Warn Hactponte AP LFF
HaCTPOMKK

KommyTtatop 1

QTECH #config
QTECH (config)# switch virtual domain 100
QTECH (config-vs-domain)# switch virtual aggregateport-Lff enable

MpoBepka

3anyctute komaHay show switch virtual balance gns nposepku

KommyTtatop 1

QTECH #show switch virtual balance
Aggregate port LFF: enable
Ecmp lff enable

8.4.2.26. U3meHeHMe pexnma VSU Ha aBTOHOMHbIN PeXum

8.4.2.27. dpdeKkT KoHduUrypaumm

Passectn cuctemy VSU Ha oTAenbHble YCTPONCTBA, KOTOpPbIE MOTyT paboTaTb B aBTOHOMHOM

pexume.

8.4.2.28. LLlarn HacTponku

¢ 3anyctute komaHgy switch convert mode standalone [switch_id], 4TO6bl M3MEHUTH
pexum VSU Ha aBTOHOMHbI peXxnm. OTa KoManga He siBnsaeTcs ob6a3aTenbHOMN.

e [locne BbINOMHEHNA 3TOW KOMaHObl cCUCTeMa MPEeAnoXvT Bam  creayollee:
BoccTaHoBUTL NM cOXpaHeHHbIN han koHdUrypaumm B aBTOHOMHOM pexume? Ecnu
yes, dann KoHdurypaumm OydeT BOCCTAHOBMEH; €Ccriv no, KOoHdurypauuss Gyget

ouuLleHa.
KomaHga switch convert mode standalone [switch_id]
Onuncanne switch_id: ykasbiBaeT ngeHTudukaTop Kommytatopa
napameTpoB

Mo ymonyaHuio

KoMmMyTaTop MO yMONYaHUO HaxoauTcs B aBTOHOMHOM peXxXume

KomaHgHbIn
pexum

MpuBMnernpoBaHHbIn pexum EXEC

PykoBoacteo no
NCMNOMb30BaHUIO

Mocne 3anycka komanabl sSwitch convert mode standalone
Master-kommyTaTop co3gaeT pes3epBHy0 Konuio hannosB rnobanbHom
KoHpurypauum Bcex VSD B pexume VSU ¢ wugeHTudmkatopom
vsd.virtual_switch.text.vsd ID. 3aTem Master-kommyTaTop ouniaeT annbl
rnobansHon koHdurypauumn config.text scex VSD B pexume VSU n

(@ arecy
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crnpawuvBaeT, nepesanucatb Nu  annbl rnobanbHON KoHdUrypauum
config.text Ha vsd.standalone.text.vsd ID. Ecnn Bbl BblbepeTte yes,
copepxummoe vsd.standalone.text.vsd ID nepesanuweT rnobanbHbii dann
KOoH(purypaumm  config.text Bcex VSD; B nNpoTMBHOM  cny4vae
Master-kommyTaTop He  BoccTaHaBnuBaeT  config.text.  HakoHedu,
nepesanycTute KOMMyTaTop.

3Ty KOMaHAy MOXHO UCMOMb30BaTh B aBTOHOMHOM PEXMME UNU B PEXMUME
VSU. Ecnn komaHga BbIMOMHAETCS B aBTOHOMHOM  pexume, TO
nepekntoyeHne pexnma npouCXoauUT Ha TeKywem kommyTtatope. Ecnu
KOMaHga cogepXuTt napameTp Ssw_id un BbinonHaeTcs B pexume VSU, 10
nepekntoveHne  pexuma BbIMOSHAETCS Ha KomMmMyTaTope C
naeHTMdmKkaTopoM, ykasaHHbiM B sw_id. Ecnn komaHga He cogepXut
napameTp sSw_id, TO nepekrovYeHne pexnmma BbINonHAeTca Ha Master-
KommyTaTope. PekomeHayeTcs nepeknounTb pexnm slave-kommyTaTopa,
a 3ateM Master-kommyTaTopa

8.4.2.29. Npumep KoHcpUrypaumm

N3meHeHue pexxnma VSU Ha aBTOHOMHbIN PeXum

CueHapui:
Switche1 Switch-2
Chassis 1 Chasgsis 2
Pricrity 100 Pricrity 100
I:-_: M 211 :—:’"
| .
g -
10102 212

PucyHok 8-22.

Ha PucyHke 8-22 npegnonaraeTtcs, 4to KommyTatop 1 n KommyTtaTtop 2 obpasytoT cuctemy VSU,
a KommyTtaTtop 1 aBnsietcd rnobanbHbiM Master-koMmyTaTtopoMm.

Warn N3meHuTe pexkum KommyTtaTopa 1 Ha aBTOHOMHbI PEXUM.

HaCTPOMKM NameHuTe pexxum KoMmyTaTopa 2 Ha aBTOHOMHbIN PEXUM

KommyTaTtop 1 QTECH # switch convert mode standalone 1

QTECH # switch convert mode standalone 2

MpoBepka 3anyctute komaHgy show switch virtual config, 4Tobbl oTOGpPa3nTL
COCTOSIHME KOMMYyTaTOopa

KommyTatop 1 QTECH #show switch virtual config
switch_id: 1 (mac: 0x1201aeda0M)

I

switch virtual domain 100

I

switch 1
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switch 1 priority 100

!

switch convert mode standalone

!

port-member interface Tengigabitethernet 1/1
!

port-member interface Tengigabitethernet 1/3
|

switch_id: 2 (mac: 0x1201aeda0E)

!

switch virtual domain 100

!

switch 2

switch 2 priority 150

!

switch convert mode standalone

!

port-member interface Tengigabitethernet 1/1
!

port-member interface Tengigabitethernet 1/2
!

switch 2 description switch-2
|

8.4.3. HacTtponka OnpegeneHuMss HaxoXAEeHUA YCTPOMUCTBA ObICTPbIM

MUraHmem

8.4.3.1. 3hdeKT KoHduUrypaumm

Bknrounte OnpeneneHne HaxoxaeHust yCTPOMCTBa ObICTPbIM MUraHMEM, YTOObI CBETOAMOAHbIV

WHAMKaTOP COCTOSIHMS KOMMYyTaTopa BbICTpO Muran.

8.4.3.2. NpumeyaHun

Ecnu He oTkntounTe OnpeerneHne HaxoXOeHus YCTPOWCTBa ObICTPbIM MUraHWeMm, cuctema

aBTOMaTMYeCKU OTKNIOYNT pyHKUMO Yepes3 30 MUHYT nocre ee BKIIYEHNUS.
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8.4.3.3. lWarn HacTponku

BknioyeHune/oTknoyeHne OnpeneneHus HaxoOXAEHUA YCTPOMUCTBA ObICTPbIM

MUraHmem

e Ob6gaszatenbHbin. Micnonb3ynTte 3Ty (PyHKLUMIO HA KOMMYTaTope, KOTOPbIN HEOOX0aAMMO

HanTW.

¢ B npusunervposaHHom pexunme EXEC 3anyctute komaHay led-blink, 4tobbl BkntounTh
OnpepeneHne HaxoXaeHus ycTponcTea ObICTPbIM MUraHUEM.

KomaHga led-blink { enable | disable } [ device device_id ]
Onucanne enable: Bkniovyaet OnpegeneHve HaxoXOeHUs yCcTpoucTBa ObICTPbIM
napamMmeTpoB MUTraHneM.

disable: otkntovaetr OnpefeneHve HaxoXOeHUst YCTpoMCTBa ObICTpbIM
MUTraHneM.

device_id: ykasbiBaeT naeHTuumkaTop ycTponcTea

Mo ymonyaHuo

OnpepeneHne HaxoXaeHWs1 YCTPOUCTBa ObICTPbIM MUraHNEM OTKITHOYEHO
no YMOMYaHMio

KomaHgHbIn
pexmm

MpuBunernposaHHbIN pexvm EXEC

PykoBoacteo no
MCNONb30BaHNIO

3anyctuTte 3Ty komaHgy 6e3 napameTpa device_id, 4ToObl BKMOYMTE UNK
OTKMOYNTb ObICTPbIN MUraKOLLIMIA NMOUCK B @aBTOHOMHOM PEXUME.

B pexume VSU Bbl MoxeTe ycTaHOBUTbL napameTp device id, 4To6bl
BKINKOYUTB MNU OTKINKOYNTBL 3TY PYHKLUMIO AN yKa3aHHOro ycTponcTea. Ecnu
Bbl WUrHopupyete napameTp device id, Bbl MOXeTe BKOUYMTb WN
OTKITOUYUTD 3TY OYHKLMIO AN BCEX YCTPONCTB B cucteme VSU.

Ecnu Bbl He oTKMOUMTE 3Ty PYHKLMIO, CUCTEMA aBTOMATUYECKN OTKITHOYNT
dyHKUMIO Yepe3d 30 MUHYT Nocre ee BKIOYEHMS.

OTa KoHdurypaumss He MoOXeT ObiTb coxpaHeHa. OnpegeneHue
HaxoXaeHns yCcTponcTBa ObICTPbIM MUraHnem OyaeT OTKIYEHO nNpu
nepesarnycke

8.4.3.4. NpoBepka

MpoBepbTe, BbICTPO N MUraeT CBETOAMOL COCTOSIHUSI KOMMYTaTopa.

8.4.3.5. NMpumep KoHcpUrypaumm

BknroyeHne OnpeneneHns HaXoXAeHUA YCTPOMUCTBA ObICTPbIM MUraHMeM AN
AByXx yctponcTts VSU

CueHapun | Mpegnonoxum, yto Kommytatop 1 n KommyTtatop 2 obpasytot cuctemy VSU, a
KommyTtaTtop 1 asnsetca rmobanbHbiM Master-ycTponcTteom
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Larn e Beegute «komaHgoy led-blink enable device 2 Ha koHconu
HaCTPONKK Kommytatopa 1, 4TtoGbl Bknouitb  OnpegeneHve  HaxoXaeHus

yCTpoWcTBa ObICTPLIM MUraHUEM.

e Beegute «komangy led-blink disable device 2 Ha koHconwu
Kommytatopa 1, 4T06bl OTKMtOuUMTb OnpepeneHne HaxoxaeHus
yCTponcTBa ObICTPbIM MUraHeM. (B OpuriHane ctosino enable)

MpoBepka | Ecnu BkntodeHa dyHkuma OnpepeneHns HaxoXO4eHUs YCTPOWCTBa ObICTpbIM
MUraHMeMm, npoBepbTe, ObICTPO NM  MUraeT CcBeToAMO4  COCTOSIHUS
KommyTtaTtopa 2

8.4.4. Hactpouka nutepcdenca MGMT
8.4.4.1. AhdeKT KoOHUrypaumm

HacTtponTe ycTponCTBO ANns co3fgaHusa ogHoro uHtepdenca MGMT ans kaxgoro waccu unm
cosfanTe TonbKo oanH nHtepdenc MGMT ana cuctemsl B pexume VSU.

8.4.4.2. NpumeyaHun

[Mocne HacTporkn aTON KOMaHAbl 3anycTuTe KomaHay write, 4Tobbl COXpaHUTbL KOHMUIypauumio.
KoHdurypaumss BCcTynaet B cuny TONbko B pexmme VSU v TOnMbKo Mocne nepesarpysku
YyCTPOWCTBA.

8.4.4.3. LLlarn HacTponku

Hactpouka ycTponcTBa Ansa cosgaHus TofibKo oaHoro nitepcgpenca MGMT ansa
cucTtembl B pexume VSU
e OnumoHanbHo. HacTpamBante 9Ty QYHKUMIO TOMbKO TOrga, Korga YCTPOWCTBY
HeobXxoaMMOo co3gaTth TONbKO 0AuH nHTepderc MGMT ansa cuctemsbl. 1o ymonyaHumio
AN KaXkgoro wacem cosgaetcsa oanH nHrtepdernc MGMT.

e B pexunme rnobanbHOM KOHWUrypaumm sanyctute komaHgy mgmt_mode, 4ToObl
HacTpouTb MHTEpPcenc MGMT.

KomaHga mgmt_mode unique
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
peXunm

Pykoeogcteo no | B pexume VSU HacTponTe cucteMy Ha co3gaHWe TOSNbKO OAHOro
ncrnionb3oBaHuio | nHTepdenca MGMT. KoHdwurypaumio HeobxoaMmo COXpaHUTb, U OHa
BCTynaeT B CUITy TOMbKO Mocne nepesarpyskun ycTponcTea

HacTtponka yctpoucTtBa ana cosgaHus ogHoro uHtepdenca MGMT ansa
Kaxxgoro waccu
OnuunoHanbHO. [Mocne HacTpOMKM YCTPOWCTBa ANS CO34aHWSA TOMbKO OOHOr0 WHTepdenca
MGMT ucnonb3ynTe aTy KOMaHAy A5 BOCCTAHOBIEHUS KOHOUIypaummn no yMoryaHuio, To eCTb
Ana co3gaHusa ogHoro uHtepdenca MGMT gnsa Kakgoro waccu.
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Komanpga no mgmt_mode
KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

PykoBogcteo no | B pexume VSU HacTporTe cucteMy Ha cosaHue OOHOro uHTepdenca
ucnonb3oBaHnto | MGMT gns kaxgoro waccn. KoHdurypaumio Heo6xoaMmo COXpaHuTb, U
OHa BCTYyMNaeT B CUNY TOMbKO NOCre nepesarpysku ycTponcTea

8.4.4.4. NpoBepka

lMocne HacTpoWkM 3anycTute KomaHgy write, 4Tobbl coxpaHuTb KoHdurypauuio. [locne
BbINOMHEHNA KoMaHAabl reload Ana nepesarpys3ksm yCTpoOWMCTBa 3anyctute KomaHay show
interface, 4Tobbl 0TOBPa3nTL KONM4YeCcTBO MHTEpdencoB MGMT.

8.4.4.5. NMpumep KoHdurypaumumn

HacTtpoika ycTporcTBa Ansa co3gaHus TofbKo oaHoro nitepcgpenca MGMT ansa
cuctembl B pexume VSU

CueHapui:
Switch-1 Switch-2
Chassis 1 Chagsis 2
Pricarity 100 Pricrity 100
| )
-
112 anre

PucyHok 8-23.

KommyTtatop 1 u KommyTtatop 2 obpasyT VSU, a KommyTtatop 1 gaBnsietca rrnobanbHbiM
aKTMBHbIM YCTPOWCTBOM.

Warn 3anyctute KomaHgy, 4TOObl HAacTPOUTb YCTPOMCTBO [AJ11 CO3L4AaHWUSI TONbKO
HacTpoviku | ogHoro uHTepcenca MGMT anga cuctemsbl, 3anycTute Komangy write, 4yTobbl
COXpaHUTb KOHUrypauuio, 1 3anyctute komaHay reload, 4tTo6bl nepesanycTmtb
YCTPONCTBO, YTOObI KOHUIypaLmst BCTynuna B cuny

QTECH (config)#mgmt_mode unique

Please write and reload system to take config effect!
QTECH (config)#exit

QTECH #write

Building configuration...

[OK]
QTECH #reload
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Reload system?(Y/N)y

Mpoeepka | Nocne nepesarpysku ycTponcTea 3anyctute komaHay show interfaces | inc
mgmt. Cuctema cosgaeT ToNbko oauH uHTepdenc MGMT gaxe npu Hannuum
HecKonbKkux waccu B pexuve VSU.

QTECH #show interfaces | inc Mgmt

Mgmt 0 is UP, line protocol is UP
Hardware is Mgmt, address is 1414.3344.5519 (bia 1414.3344.5519)

8.4.5. HaCTpOﬁKa BOCCTaHOBIJ1€HUA yCTpOﬁCTBa B peXnve BoCcCtaHOBJIeHUA

8.4.5.1. 3chdeKT KoHdUrypaumm

OTkniovaet beHKLI,I/II'O aBTOMAaTU4EeCKOro nepes3anycka W BOCCTAHOBIIEHUA B pexunMme
BOCCTaHOBJIIEHNA.

8.4.5.2. NpumeyaHun

Ecnun dyHKuMA aBTOMaTM4ECKOro nepesarnycka 1 BOCCTaHOBMEHMS OTKIOYeHa, ee HeobXxoanmo
CHOBa BKMIOYMTb WM BPYYHYH Mepe3anyCcTuTb YCTPOWCTBA, HaxoOslMecs B pexume
BOCCTaHOBEHMS.

8.4.5.3. LLlaru HacTponku

BkniouyeHue/oTknoYeHne PyHKUUM aBTOMaTUYECKOro nepesanycka B peXxume
BOCCTaHOBIEHMS

o (OO6s3aTtenbHblin. BkAouMte WMNK OTKIOUYUTE OYHKLUUIO HA YCTPOWCTBE MO Mepe
HEeobXxoaAMMOCTMW.

o B pexnme koHdburypauum config-vs-domain 3anyctute komangy [no] recovery auto-
restart enable, 4TOObl BKNHOUATL WU OTKIMHOYUTL (PYHKUUIO aBTOMaTMYECKOro
nepesanycka.

KomaHpa recovery auto-restart enable

Mo ymonyaHunio | ®yHKUMS aBTOMaTU4YeCKOro nepesanycka U BOCCTAHOBMEHWUSI B pexume
BOCCTAHOBMEHMSI BKIMHOYEHA MO YMOYaHUIo

KomaHaHbIn Pexunm koHdurypaumm config-vs-domain
pexvm

PykoBogctBo no | Ota KomaHga MoOXeT ObiTb BbiNoNHeHa Tonbko B pexume VSU. [Nocne
NCMOSb30BaHMIO | HACTPOWKN KOMaHAbl ee HeOb6X0AMMO COXpaHWUTb, YTOObI OHa BCTynwuna B
CUIy HeMeaneHHo

8.4.5.4. NpoBepka

3anyctute komangy show run, 4tobbl 0TO6pa3nTb KOHUrypauuu.
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8.4.5.5. NMpumep KoHdpuUurypauumn

OTknoYeHne aBTOMaTUYECKOro nepesanycka U BOCCTAaHOBJIEHUA B pexume
BOCCTaHOBMeHUA B pexume VSU

CueHapun:

Switch-1., Switch-2.,
Chassis 1., Chassis 2.,
Priority 100., Priority 100+

1152 242

PucyHok 8-24.

KommyTtatop 1 u KommyTtatop 2 obGpasyT VSU, a KommyTtatop 1 gaBnsetca rnobanbHbiM
aKkTMBHbIM ycTponcteoM. PyHkums dual-active detection BkntoyeHa.

Warun e 3anyctute komaHgy switch virtual domain 100 Ha KommyTaTope 1,
HaCTPOWKU 4TOObl BONTK B peXMM KOHurypaumm config-vs-domain.

e 3anyctute KomaHgy no recovery auto-restart enable Ha
Kommytatope 1, 4TO6bl OTKMOUMTE  (PYHKUMIO aBTOMaTU4eCKOro
nepesariycka v BOCCTaHOBMNEHNS

MpoBepka | OTknoumte kaHan VSL. [locne 3aBepuweHus dual-active detection
KommyTaTtop 2 nepexoaut B peXnm BOCCTaHOBMEHUS.

MoBTOpHO NogkntounTe kaHan VSL. KommyTaTop 2 He nepesarpyxaetcs.

3anycTtute KkomaHgy recovery auto-restart enable Ha KommyTtaTtope 2, 4ToObI
BKNMIOYMTb (DYHKLUMIO aBTOMAaTUYECKOro Mnepesanycka WM BOCCTAHOBIEHWS.
KommyTtaTtop 2 aBTomMaTtnyeckn cbpacoiBaetcs

8.4.6. HacTporka aBTOMaTU4eCKoro BOCCTaHOBNeHUA 6e3 nepesarpysku B
peXxume BOCCTaHOBJIEHUA

8.4.6.1. 3hdeKT KoHduUrypaumm

BknrovaeT yHKUMIO aBTOMaTU4YeCcKoOro BOCCTaHOBMNeHUss 6e3 nepesarpy3km B pexume
BOCCTaHOBMEHMS.

8.4.6.2. llarn HacTponku

BknioueHue/oTknovyeHne yHKLMU aBTOMATUYECKOro BOCCTAaHOBMEeHUA 6es
nepesarpy3ku B peXXume BOCCTaHOBIeHUA

e Ob6gszatenbHbln. Bknounte unu OTKNIOYMTE YHKUMIO Ha YCTPOWCTBE MO Mepe
HeobXoaANMOCTH.

e B pexume koHpurypaumm config-vs-domain 3anyctute komangy [no] dual-active auto-
recovery enable, 4ToObl BKMOUYUTL WM OTKMOYMTL (PYHKUMIO aBTOMaTU4EeCKOro
BOCCTaHOBIEHNs1 6e3 nepesanycka.
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KomaHpa

dual-active auto-recovery enable

Mo yMon4yaHuo (DyHKU,VIFI aBTOMAaTMYeCcKoro BocCTaHoOBMeHus 6e3 nepes3arpys3kum B pexmme

BOCCTaHOBJIEHNA MO YMOJIHaHUIO OTKITHOYeHa

KomaHgHbIn
peXxnm

Pexum koHdurypaumm config-vs-domain

PykoBoactBo no | Ota komaHga MoXeT ObiTb BbiNoOfiHeEHa Tonbko B pexume VSU. lNocne
MCMONb30BaHMIO | HACTPOMKM KOMaHAbl €e HeobxoaAMMO COXpaHUTb ANl HemMeaneHHOM

NpoBEepKU

8.4.6.3. NpoBepka

3anyctute komaHay show run, 4Tobbl 0TOBpPasnTbL KOHpUrypauuu.

8.4.6.4. NMpumep KoHcpUrypaumm

BknioyeHne aBToMaTM4eCKOro BOCCTaHOBIIEHMA 6e3 nepesarpy3ku B pexume
BOCCTaHOBMEeHUA B pexume VSU

CueHapui:

KommyTaTop-1 KommyTtaTop-2
LWaccum 1 LWaccu 2
MpuoputeT 100 MpuoputeTt 100
% 1!1” 21N K’

17142 2/1i2 E

PucyHok 8-25.

KommyTtatop 1 u KommyTtatop 2 obpasyT VSU, a KommyTtatop 1 gaBnsietca rrnobanbHbiM
aKkTUBHbIM ycTponcTBoM. PyHkums DAD BkntoveHa.

Warn e 3anyctute komaHgy switch virtual domain 100 Ha KommyTtaTtope 1,
HaCTPOMKK 4YTOObI BONTU B peXMM KOHurypauum config-vs-domain.
e Wcnonb3ymte komaHgy dual-active auto-recovery enable Ha
KommyTtatope 1, 4toObl BKMHOUMTL (PYHKUMIO aABTOMAaTUYECKOroO
BOCCTaHOBNeHUs 6e3 nepesarpyskun B pexume BOCCTAHOBIEHUS
Mpoeepka | OTtkmoumte Bce kaHanbl VSL. [locne 3aBepwenns DAD KommyTtatop 2

nepexoguT B peXXnMm BOCCTaHOBJIIEHUA.

Buikntounte nutaHme KommyTtatopa 1. Y6egutecb, 4to KommyTaTtop 2
aBTOMaTMYeCKn ctaHoBuTCcA Master-yctponcteom 6e3 nepesanycka
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8.5. MOHUTOPUHI N ob6cnyxnBaHue

8.5.1. OTobpaxeHue

OnucaHue KomaHga

OtobpaxaeT  TekyLuyto paboty  VSU, | show switch virtual [ topology | config |

TONOJIOMIO UMW KOHUrypaumio role ]
OTtobpaxaeT TEKyLLYI0 koHurypaumto | show switch virtual dual-active { bfd |
dual-active aggregateport | summary }

OTobpaxaeT TekyLyto nHdopmaumo o pabote | show switch virtual link [ port ]
VSL B pexume VSU

MNepeHnanpasnseT Ha koHconb | session { device switch_id | Master }
Master-kommyTatopa wnu noboro Opyroro
KomMmMmyTaTopa

OtobpaxaeT TEKyLLMN noeHtndgukatop | show switch id
KOMMyTaTopa
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9. HACTPOUKA RNS
9.1. O630p

Cnyxb6a HagexHoi ceTn (RNS) TecTupyeT onpeaeneHHble cnyxobl, NpeaocTaBnsemMble peer-
YCTPOWCTBOM, A5t MOHUTOPUHIa AOCTYNHOCTU CMYX0bl, LLENOCTHOCTUN coeanHeHus end-to-end u
kayecTBa cnyxo6bl. cnonb3oBaHue pe3ynbTaThl TecToB RNS, Bbl MOXeTe:

° CsoeBpemeHHo N3y4nTb Npoun3BoAUTESIbHOCTb CeTU U NPUHATbL COOTBETCTBYHOLLME
Mepbl Anda peweHnda CcBA3aHHbIX C Hen npo6neM C Npon3BOoaANTEITIbHOCTbLIO.

° ,D,I/IaFHOCTI/IpOBaTb 1 nokanuaosaTtb cboun B ceTn.
9.2. NMNpunoxeHue
9.2.1. TectupoBaHue U oueHKa 3thPeKTUBHOCTU CIYXObl

9.2.1.1. CueHapun

Kak nokasaHo Ha criegylowemM pUCyHKe, KOMNaHWs cobupaeTcs pasBepHyTb CUCTeMy
BUAOEO-KOHPEPEeHU-CBA3M  Mexay  wTab-ksapTmpon ©n  dunuanamm U BbINONHWUNA
COOTBETCTBYIOLLME HACTPOWKM KadecTBa obcnyxusaHua (QoS). [llepen oduumansHbIM
pasBepTbiBAaHNEM HEOOXOAMMO MNpPOoBEepUTb, MOTYT MU YCNyrn npefoctaBnsiTbCs B OObIYHOM
pexume B YCMOBUAX CYyLIECTBYIOLWEro [AaBreHns KomnaHum Ha cnyxby. Cuctema
BMAOEO-KOH(EPEHL-CBA3N  YyBCTBUTENbHA K 3aepXke nNpoToKona  Mnorfb30BaTeNbCKUX
patarpamm (UDP) n pxuttepy nepegayum UDP B ceTn. TpagnUMOHHBLIN MHCTPYMEHT NpOBEPKU
CBSA3M MOXET TecTMpoBaTb MNPOU3BOAUTENBHOCTb WHTEPHET-MPOTOKOMNa  YNpasnsAloLwmx
coobueHnin (ICMP), HO He MOXeT ahPEKTUBHO OLIEHUTL NPOM3BOAUTENBHOCTL Nepegayun UDP
N He MOXeT YA0BNeTBOPUTL TpeboBaHUA K U3MEPEHUIO [xXnTTepa.

Head office

Branch 2
PucyHok 9-1.

A, B n C — kommyTaTtopbl.

9.2.1.2. PasBepTbiBaHue

e Hactponte RNS Ha BbIXOOHOM KOMMYTauUMOHHOM YCTPOMCTBE UMW KOMMYyTaTope
Kakgow BeTBW, 4TOObl NpoBEpUTL 4XUTTEP 1 3aaepxky UDP.

e Ha kommytatope A ykaxute IP-agpec n UDP-nopT BbIXOQHOMO KOMMYTaLWMOHHOMO
yCTpoWCTBa WM KOMMyTaTopa B wTab-kBaptupe, nocrne yero UDP-nakeTbl MOryT
OTNPaBnATLCA aBTOMatmMyecku. B 3aBucMmocTM OT  KOHUrypaumm BbIXOAHOE
KOMMYyTauUMOHHOE  YCTPOWCTBO UMW  KOMMyTatop B  wTab-kBapTupe  MOryT
aBToMaTuMyecku oTBevaTb Ha naketTol UDP. BbIxOgHOE KOMMYyTauUWOHHOE YCTPOMCTBO
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unu koMmmyTtaTop unuana obpabaTtbiBaeT OTnNpaBreHHblIE U NOSTyYEHHbIE NakeTbl U
BbluncnaeT mxkutrep UDP. YTo6bl y3HaTb NpOM3BOAUTENBHOCTb B pa3Hble Nepuoabl
BPEMEHM, BaM Takke HeOOXOAMMO HacTpPouUTb (PYHKUMW MNfaHMPOBaHMWSA, Takue Kak
nepnoanyeckuin 3anyck/octaHoBKa 1 NOBTOPHBIN 3anyck, Ans RNS.

9.2.2. ObHapyxeHue ceTeBbIXx cboeB

9.2.2.1. CueHapun

B ceTn kamnyca, kak nokasaHo Ha PucyHke 9-2, CtygeHT 1 coobiaeT 06 owmbke goctyna kK Beb-
cepepy, CtyaeHT 3 coobuiaeTt 06 owmnbke gocrtyna B MIHTepHeT, a CTyaeHT 6 coobliaeT 06
OLLUMOGKe OTNpaBKU/MONYyYEeHUS NIEKTPOHHOM NOYTbI.

T a™

Web Server DNS Server Email Server

Dormitory 1 Dormitory 2 Dormitory 3

S B R B B B .

Student 1 Student 2 Student 3 Student4 Student5 Student 6

PucyHok 9-2.

9.2.2.2. PasBepTbiBaHue

e  AOMWHUCTpATOP HanpsiMyko BkMtoYaeT oyHKUmo DNS Ha kommyTaTtope AocTyna B
obwexnTnm, 4Tobbl NPOBEPUTb, HEUCMpPaBEH N cepBep CNYXObl AOMEHHbLIX MMEH
(DNS). B cnyyae cboss DNS aBTomaTtudeckm 3anyckaetcs axo-naket ICMP gns
npoBepKn AOCTYNHOCTK BebB-cepBepa.

e [lpy BO3HMKHOBEHMM OLUMOKM agMUHUCTPATOPY HYXHO TOMbKO 3anycTUTb TecT, a
nocneaytowmne TecTbl MOryT 3anyckaTbCsi aBToOMaTMyecku. 3atemM afMUHUCTpaTop
MOXeT NPOoBEPUTL pe3ynbTaTbl TeCTa, YTOObl HANTWU HEUCNPABHOCTbL, YTO 3HAYUTENBHO
CHW)XaeT Harpy3Kky Ha agMuHUcTpaTopa.

9.3. PyHKUUMN

9.3.1. basoBble KOHUenThbl

Ak3emnnsap RNS

Ok3zemnnap RNS MoxHO paccmaTpuBaTbh kak npouecc RNS. [llepen BbinonHeHnem RNS
Heobxoanmo co3gatb ak3eMnndap RNS. B akzemnnsape RNS Heo6xoaMMo HacTpouTb NapameTpbl
RNS, Takue Kak TMn Tecta, agpec HazHayeHust Tecta n yactoTa TectupoBaHus. igeHTtudukatop
ak3emmnnspa asnseTcs rnobanbHO YHUKanbHbIM.
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Ocob6eHHOCTb OnucaHue

Tect RNS OTcnexmBaeT ceTeBoe MOAKMHYEHME, AOCTYNHOCTb YCNYr, LENOCTHOCTb
nogknoyenns end-to-end 1 kKa4ecTBO 0GCNYXNBAHNS

Ot1cnexuBaHue OTtcnexunBaeT pesynbTaTbl Tecta M yBeAOMMSET COOTBETCTBYOLNNA
noggepxkn RNS | mogynb o pesynbtatax

9.3.2. Tect RNS

OTtcnexunBaeT ceTeBoe MOAKMNIOYEHNE, AOCTYNHOCTb YCAyr, LUENOCTHOCTb MNOAKMYEHUs
end-to-end n kayectBo ob6CcnyxmBaHWA. Hanpumep, npoBepbTe, HOpManbHO nn paboTaeT
dyHkuma DNS ycTtponcTsa. B HacToswee Bpemsa RNS nogaepxmeaeT cnegytolime Tunbl TECTOB:
ICMP-3x0, DNS u TCP.

9.3.2.1. MpuHUMN paboTbl

Axo-TecT ICMP

ICMP-3axo — 310 6a3oBas yHKumna RNS, peanusoBaHHas B cootBeTcTBUM ¢ RFC 2925. MakeT
ICMP otnpaBnseTca Ang nNpoBepKn OOCTYMHOCTU NYHKTa Has3Ha4veHus, a Takke And pacyeTta
BPEMEHM OTKINNKa CeTU N KoApdUuneHTa noTepy NakeTos.

MakeT axo-3anpoca ICMP otnpaBnseTca Ha IP-agpec Ha3HayeHWs Ha OCHOBE 3a[aHHOro
BPEMEHU 1 4YacTOTbl TeCTMpOBaHu4. ocne nonyyeHnsa naketa axo-3anpoca ICMP c IP-agpeca
Ha3HayeHns1 BO3BpawaeTcs nakeT axo-otBeta ICMP. C nomowbio axo-tecta ICMP
BblUMCNAETCA BpeEMS OTKNMKA W CKOPOCTb [MOTEepM MakeToB Ha OCHOBe WHdopMauumu,
OTHOCALLENCA K MonyyYyeHHOMY nakeTy axo-oTsBeta ICMP, Hanpumep, BpeMda MONyyYyeHus U
KONMM4YecTBO nakeToB. TakMuM o6pas3oMm, OTpaxalwTcsa TeKywas Mnpon3BOAUTENBHOCTE W
cocTosiHue ceTu. PesynbTathl axo-TectuposaHus ICMP 1 3anucu uctopun 6yayT 3anucaHsl, 1
Bbl MOXETe UCNONb30BaTb KOMaHAHYK CTPOKY AMNs X OTOOpaXeHus.

NMPUMEYAHMUE: Heo6xoanmbIM yCNOBMEM YCMNELLHOIO NpoxoXaeHus axo-tecta ICMP aensietca
TO, YTO LeneBble yCTPONCTBA MOrYT NpaBuIibHO OTBEYaTb Ha NakeTbl 3xo-3anpoca ICMP.

DNS-TecT

B Tecte DNS nmutnpyetca DNS-KIMEHT, KOTOPbIM OTNPaBseT 3anpoc Ha paspeLleHne NMeHn
OOMeHa Ha ykasaHHbIn DNS-cepBep. Bbl MoxeTe onpegenutb, goctyneH nn DNS-cepsep u
CKOPOCTb paspeLLeHns JOMEHHOro UMeHW, MPOBEPUB pe3ynbTaT paspeLlleHns JOMEHHOr0 UMEHU
n Bpemsi, Heobxoaumoe ANs paspeleHnss AOMeHHOro umeHwn. B Ttecte DNS umuTupyetcs
npouecc paspeLlleHna JOMEHHOro UMeHU, U ConocTaBneHne Mexay paspeLlleHHbIM JOMEHHbIM
nMmeHeM un IP-agpecom He coxpaHsieTcd. PesynbTaThl TecTupoBaHma DNS u 3anucm uctopm
OyayT 3anucaHbl B TeCcTOBOW rpynne. Bbl MoxeTe MCnonb3oBaTb KOMaHAHYK CTPOKY AfiS
NPOBEPKM pe3ynbLTaToB TECTUPOBAHUSA U 3anNncen UCTOPUN.

Mpouenypa HacTpomnku TecTa akzemnnsapa RNS
1. CospganTe 3K3eMNIIsip U HACTPOMTE TECT Ha OCHOBE TuMa TecTa.
2. 3anyctute ak3emnnsp.

3. Wcnonbaynte akzemnnap RNS ansa cosgaHuns naketa onpegenieHHoro Tmna tecta u
OTNpaBKM NakeTa Ha peer end.

4. Tlocne nomny4YeHus TECTOBOrO NakeTa peer end Bo3BpaLLaeT OTBETHbIV NakeT
COOTBETCTBYHOLLEro TMna.
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5. O3k3emnnsp RNS BblMMCHSIET CKOPOCTL NOTEPU NAKETOB M BPEMS Npuema-nepenayv B
3aBMCUMOCTW OT TOrO, NOMy4Y€eH N OTBETHbLIN NaKeT, U BPEMEHW MOSTyYEHUS OTBETHOMO
nakerta.

6. Wcnonb3ynTte komaHgy show mnu debug, 4Tobbl NPOBEPUTL pe3ynbTaT TecTa.

NMPUMEYAHUE: Bbilwe onucaHbl ob6wwme npoueaypbl Ans TecTtoB ak3emnnspa RNS.
[ononHuTernbHble cBeEHNSI O HACTPOWKE CM. B CrieAlyoLmx pasgenax.

9.3.2.2. CBsizaHHasA KOHdUrypauus

HaCTpOVIKa UHTEepBasa NnoBTOpPeHUA TecTta
Mo yMOn4aH1 MHTEepBall NOBTOPEHUA TECTA COCTaBNAET 60 CeKyHA.

B pexunme Hactponkm RNS sanyctute komaHgy frequency millisecond, 4tobbl HacTpouTb
WHTepBan NoOBTOPEHMUS TecTa.

HacTponTe 4acToTy Ha OCHOBe criegytoLlen hopmynbl, YTOObl 06ecneunTb NPpaBunbHLIN pacyeT
TecTa.

(frequency milliseconds) > (timeout milliseconds) >= (threshold milliseconds)

Hactpoika BpemMeHu oxuaaHusa (Tanm-ayta) Tecta

Tanm-ayT N0 yMON4YaHUIO 3aBMCUT OT TUNa TecTa. Bbl MoxeTe 3anycTntb KomaHgy show ip rns
configuration, 4To6bl 0OTOGPa3NTL BpeMs TanM-ayTa Tuna TecTa.

B pexume koHdurypaumm RNS 3anyctute komaHgy timeout milliseconds, 4Tobbl HAacCTpoUTh
BpeMs TanM-ayTa aK3emnnspa.

HacTtponTte Bpems Tamm-ayta Ha ocHoBe cpopmynbl. lNMogpobHee cm. B «PykoBogcrtee no
ncnonb3oBaHMO» KomaHabl frequency.

HacTtponTe noporosoe 3Ha4yeHne BpeMeHn TeCTUPOBaHUS.
Hactpoika noporoBoro 3Ha4eHuUs Tecta
Mo ymonyaHmio noporoeoe 3Ha4veHne Tecta pasHo 5000 mc.

B pexume koHpurypauum RNS sanyctute komaHgy threshold milliseconds, 4tobbl HacTponTh
NMOPOroBOe 3HaYEHMEe TeCcTa IK3EMMsApa.

HacTtponTe nopor Ha ocHoBe ¢hopmynebl. MogpobHee cMm. B «PykoBOACTBE MO MCMOMb30BaHUIO»
komaHabl frequency.

Hactponka Tera gna tecrta
KoHturypauma no ymonyaHuio HegoCTyrnHa.
B pexunme HacTporkn RNS 3anyctute komaHay tag text, 4yTobbl HACTPOUTL TECTOBLIN TET.
Bbl MOXeTe 3anycTuTb koMaHay tag, 4Tobbl yKkasaTb Ter Ang naeHTudukauumn tecra.
HacTtpoika pa3amepa none3Hon Harpy3ku npoTokona

Pasmep nonesHomn Harpy3ku NpoToKoa no yMONYaHUIo 3aBUCUT OT Tuna TecTa. 1o ymon4yaHmio
pa3mep Nofie3HoON Harpysku NPOTOKosia SBNAETCA MUHUMAbHbIM UM NOAXOOALWLMM pa3mMepoMm
ANA NakeToB NPOTOKOMa COOTBETCTBYIOLLEro TUNa TecTa.

B pexnme koHdurypaumm RNS 3anyctute komaHay request-data-size bytes, 4tobbl HaCTPOUTb
pa3Mep Mofe3HON Harpy3kuM NpoToKona.

BbINorHUTE 3Ty HACTPOKKY B pexmumMme HacTponkn IP RNS.

Hactpowka nonsa TOS TecToBOro nakera
Mo ymonuyaHuio TOS paseH 0.
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B pexunme HacTponkn RNS 3anyctute komaHgy tos number, 4tobbl HacTpouTb none TOS B
3aronoske IPv4 TecToBbIX NnakeTtoB RNS.

HacTtpounka VRF

B pexume koHpurypauum RNS 3anyctute komaHgy vrf vrf-name pgns supTyanbHown
MapLupyTmusaumm n nepecbinkn (VRF) ansa aksemnnspa RNS.

9.3.3. OTcnexuBaHue nogaepxkm RNS

OO6bekTbl, KOTOPbIE MOXHO OTCMEXMBATb, BKIOYAOT: pe3ynbTaT TECTUPOBAHUS 3K3eMnnsipa
RNS, coctosiHue cnucka RNS, cocTosiHMe kaHana Ha WHTepdence U COCTOSHME ChuncKa
oTcnexusanns. Npyu n3MeHeHMn COCTOSHUS OTCnexuBaHua cpabaTtbiBaeT AevcTBuMe OpYyrux
MoAaynew.

9.3.3.1. NMpuHUMN paboTbl
PesynbTaTt TecTta ak3emnnspa RNS oTcnexvBaeTcs crieayoumm o6pasom:

e Hactponte 06beKT OTCREXMBaAHUSA NS OTCNEXMBAHUA pe3ynbTaToB TECTa 3K3emMnnspa
RNS.

o Korga pesynbtat Tecta ak3emnndpa RNS usmeHsietca, mogynb RNS otnpasnser
coobLeHne 06 N3MEHEHUN COCTOAHNS MOLYIIO OTCIEXNBAHMS.

e Mogaynb oTcnexmnBaHus nonydaeT pe3ynbTaTt TecTa. [locne 3agaHHON 3a4epXKKX, eCnu
pesynbTaT NPOBEPKM HE U3MEHWUNCS, CTAaTyC OObEKTA OTCNEXUBAHUSA U3MEHSIETCH, U
MoAyrnb 00beKTa OTCnexusaHnsa ysegomnsieTca o6 nameHeHmn. Ecnu pesynbTaT TecTa
BOCCTaHaBMNMBaeTCA B TedeHue nepuoga, cratyc obObekta OTCMeXMBaAHUA He
N3MEHSIETCHA U COOTBETCTBYIOLLNA MOAYNb HE yBEAOMIMAETCA.

9.3.3.2. CBsizaHHasA KOHdUrypauus

HacTtponka obObekta oOTcnexuBaHus ANA OTCNEeXUBaHUA cTaTyca KaHana
nHTepdenca
Mo ymonyaHuio oyHKUNA OTCNeXnBaHUa ctaTyca kKaHana nHrepdenca oTkoYveHa.

3anyctute komaHgy track interface line-protocol, 4Tobbl HACTPOUTL OBBLEKT OTCREXMBAHMS,
KOTOPbIA MCNOMb3YeTCs AS1s OTCEXUBaHUA COCTOSIHUS KaHana nHrepdgenca.

Ecnun ctatyc kaHana nHtepdenca — UP, ctatyc obbekta otcnexunsanns — UP. Ecnu ctaTyc
kaHana uHtepdenca - DOWN, ctatyc o6bekTa otcnexusaHus Takke 6yaet DOWN.

Hactponka ob6bekrta oTcnexuBaHUs AN OTCeXUBaHUA pe3ynbTaToB
TecTUpoBaHus ak3emnnapa RNS

Mo ymonyaHuio pyHKUMA OTCneXmBaHnsa pesyrnbtata Tecta akdemnnspa RNS oTknoveHa.
3anyctute kKomaHay track rns, 4ToObl HACTPOUTb OOBEKT OTCNEXMBAHUS, KOTOPbIN

ncnonb3yeTcd [ONnd  OTCleXuBaHNA  pes3ynbTaTOoB TecTupoBaHuMA  3k3emnndpa RNS.
NoeHtndpumkatop aksemnnspa RNS HaxoouTtcsa B gnanasoHe oT 1 go 500.

Ecnn tect RNS npouwen ycnewHo, o0bekT oTCrnexunBaHust HaxoguTtcst B coctosHum Up. Ecnn
npoBepka RNS He yganacbk, 06beKT OTCNEXMBAHMSA HAXOAUTCSA B COCTOSIHUM Down.

Hactponka o6bekTa oTcnexuvBaHuUA ONA OTCNEeXuBaHuA crtatyca Track List
(cnucka oTrcnexuBaHus)

Mo yMonyaHuo yHKLUMSA OTCNEXNBAHNUST COCTOSTHUSA CMMCKA OTCNEXMBAHUS OTKIOYEHA.
3anyctnte komaHay track list, 4TOBbl HacTpoUTb OOBLEKT OTCREXMBAHUS, KOTOPbIN

NCNonb3yeTca AN OTCNEXNBAHNSA COCTOSHUSA CNUCKa OTCNeXunsaHus. PesynbTatoMm MoxeT ObITb
pesynbTaT onepauun AND nnm OR ansa ctatyca BCeX y4aCTHUKOB.
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Ecnu pesynbTatom aTOro obbekTa OTCnexuBaHus siBnsieTcs pesynbTaTt onepauun OR ans
cTatyca BCEX Y4YacCTHMKOB, TO MPU YCMELHOM BbINOMHEHMM Bcex TecToB RNS ob6bekT
OTCNeXuBaHus Haxoautcs B cocTosiHum Up. Ecnu oamH Tect RNS He npongeH, o6bekT
OTCMNEXWBaHMSA HaxoguTcss B cocTosHuM Down. Ecnu  pesynbtatom 3TOro obbekTa
oTCNexXuBaHus siBNseTca pesynbTaTt onepauun OR Ans crtaTyca BCeX y4acTHUKOB, Korga Bce
TecTbl RNS He npoiieHbl, 06beKT OTCNeXmnBaHna HaxoamuTca B cocToaHun Down. Ecnv oanH
TecT RNS npoluen ycnewHo, 06beKT OTCNEXNBAHUS HAXOAUTCS B COCTOSAHUMM Up.

HaCTpOVIKa y4yaTHUKa CNMUCKa oTCrexnBaHus
Mo yMon4yaHu Ana Cnncka oTcrnexXmBaHnA He HaCcTpoeH HKU O4UH YYaCTHUK.

3anyctute komaHgy object, 4ToBObl HacTpouUTb y4yacTHMKa crMcka oTcrnexuBaHus. CrtaTyc
y4YacTHUKA MOXET ObiTb TakMM e, KaK Yy COOTBETCTBYIOLIEro obbekTa OTCReXuBaHUs, WUnu
OTNIMYaTLCS OT HEro.

HaCTpOﬁKa 3aAepPXKn Aansa yseaomirieHus 00 n3mMeHeHuUun cTaTyca o6beKTa
oTCcnexunBaHus

Mo ymonuyaHuio 3agepxka yBeooMNeHUs 006 M3MEHEHUN COCTOSHUA OBbekTa OTCrEXMBaHUA
pasHa 0.

3anyctuTte komaHgy delay, 4ToObl HACTPOUTL 3a4EPKKY YBEAOMITEHUS OTCNEXMBAHUS, BKITHOYas
3aepXKy yBegomMmneHns o6 nameHeHumn coctosiHua obbekTa otcnexunsanms ¢ UP Ha DOWN un
3afepXKy yBeaomrneHuss 06 nameHeHum coctosiHna obbekTa otcnexueaHna ¢ DOWN Ha UP.
3apepxka konebnetca ot 0 go 180. EgmMHMuen namepeHns senaeTcs cekyHaa.

Bonee anutenbHas 3agepka ykasbiBaeT Ha To, YTo TpebyeTca 6onblue BpeMeHu, npexae Yem
MOAYNb, CBA3aHHbIA C 00BEKTOM OTCrnexumBaHus, OyaeT yBeaomMneH o ctatyce. bonee kopoTkas
3aepxka yka3blBaeT Ha TO, YTO TpebyeTcs MeHbLUe BpeMEHU, Npexae YemM Moaynb, CBA3aHHbIN
€ 06bEKTOM OTCrnEXMBaHUS, OyaeT yBe4OMIEH O cTaTyce.

9.4. KoHhurypauus

AnemeHT OnucaHue u KomaHaa
KOHcpUurypaumm
HacTponka ocHOBHbIX | (O6si3aTensHo)  Mcnonb3yeTca  And HACTPOMKM  OCHOBHbIX
byHkumn RNS dyHKLUMOHanbHbIX napameTpoB RNS
ip rns MogoepxmBaeT NOgpPOOHY0 HACTPOWMKY U KpaTKyHo
HaCTPOWKY.

e [logpoGHass  koHdwurypaums:  obbekT
onepaumm RNS  onpegensietca nu
ucnonb3yeTtcs B KayecTtBe
naeHTudmkatopa KoHdourypaumm  ons
nocregylowmnx TeCToB U NnapameTpoB.

e KpaTkaa koHdurypauma: nocregyrowias
HacTpovika He TpebyeTcs, n TeCTbl MOXHO
3anyctuTb B oauwH war. B HacTosiwee
Bpemsi axo-tectbl ICMP, DNS u TCP
MO>HO 3anyCTUTb 3a OAWH Liar
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dnemeHT OnucaHune n kKomaHaa
KOHdurypaumm
HacTpolka OCHOBHbIX | ip rns reaction- | HactpamsaeT ynpexgarLwmnn NOpOroBbLIN

yHkumn RNS

configuration

MOHUTOPUHI U MexaHu3Mm 3anycka Tecta RNS

ip rns reaction-
trigger

3anyckaeT gpyron Tun Tecta RNS B cocTosiHum
OXunaaHus, Korga nopor MOHUTOPWUHra NpesbiLLaeT
oXxugaemoe 3HavyeHne Bo Bpems tecta RNS

ip s
schedule

HactpanBaeT wmeTog nnaHMpoBaHUS,
Havana n BpemMs xun3Hu tecta RNS

BpeMsi

ip rns restart

Mepes3anyckaeT TecT RNS

ip rns reset

Ounwwaet Bce koHdurypaumm IP RNS

HacTtponka axo-Tecta
ICMP

(OnuunoHankbHo) Mcnonb3yeTca gns peanunsaunmn axo-tecta ICMP

icmp-echo

Cospaet ak3emnngdp axo-tecta ICMP

request-data-
size

HactpaunBaeTt nosie3Hom

npoTokona

pasmep Harpysku
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frequency HacTtpauBaeT nHTepBan NoBTOPeHNs Tecta
tag HacTtpanBaeT Ter
threshold HacTpanBaet noporoBoe 3HayeHWe BpEMEHU
TeCTMpOBaHWS
timeout HacTtpaunBaeT Bpems oxvaaHus Tecta
tos HactpanBaetr none TOS B 3aronoeke |Pv4
TEeCTOBbIX NaKeToB
HacTtponka Tecta | (OnumoHanbHOo) MicnonbayeTcs ansa peanusauum tecta DNS
DNS
dns Cospaet TecTtoBbINn ak3emnnsip DNS
frequency HactpauBaeT nHTepBan NoBTOpeHNs Tecta
tag HacTtpanBaeT Ter
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Hactpoia RIS v atechu
AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
HacTtponka Tecta | threshold HacTpanBaeT noporoBoe 3HayeHue BpeMeHu
DNS TecTUpoBaHUsA

timeout HacTpausaeT BpeMa oxXngaHusa tecta

tos HactpanBaet none TOS B 3aronoske IPv4

TECTOBbIX NaKeTOB

HacTtpowka (OnuuoHanbHO)  Wcnonb3yeTcs ANA  HACTPOMKM  NOOLEPXKKM
noaaepXku OTCNeXuBaHWUs ANnst APYrMx TECTOBbIX MOgynen
OTCNEeXuBaHUs  Ans
RNS

track rns

HaCTpaVIBaeT 0b6beKkT oTCneXxXmnBaHmn4 ana
OTCNneXmBaHUa pe3ynbTaTtoB TecTa 3K3eMniidpa
RNS

track interface

HactpavBaeTr o06bekT  oTcnexuBaHus  gns

line-protocol OTCNEXMBaHUA COCTOSIHMSA KaHana nHrepdgenca

track list HactpanBaetr 06bekT  oOTCnexvBaHus  ong
OTCNEXNBAHNSA COCTOSIHUSI CMUCKA OTCIEXNBAHMUS

object HactpanBaet oObekT-ydacHuk ans obbekTa
cnucka oTCneXvnBaHus

delay HacTpauBaeT 3agepxky nOns ysegomneHuss o6

M3MEHEHUN CTaTyCa obbekTa oTCnexuneaHns

9.4.1. HacTponka oCHOBHbIX (pyHKUMKN RNS

9.4.1.1. 3chdeKT KoHduUrypaumm

MogpobHas koHMUrypaumsi:

HacTponku ak3emnngapa RNS.

HacTpauBaeT ak3emnndp RNS pgns 3aBepleHuss 6asoBon

KpaTkasa koHgurypaumsi: HacTpowika u 3anyck aksemnnspa RNS 3a oauH pas. (OnumoHanbHo)

9.4.1.2. NMpumeyaHun

e B pexume nogpobHon koHUrypauum, ecnv Bbl HE HACTpPOUTE TUMN TeCTa Nocne Bxoaa
B pexxum IP RNS, BbinonHuB kKomaHay, ak3emnnsap RNS He Gyget cosgaH.

e B pexume nogpoGHOM KOHUrypauum nocne HacTporkm akdemnnsapa RNS Heobxoammo
BbINONHUTBL KOMaHAy ip rns schedule gns HaCTPOWKN NONUTUKN 3anycka; B MPOTUBHOM
crny4ae TecT He BygeT peanun3oBaH.
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9.4.1.3. lWarn HacTponku

OnpepneneHune o6tbLekTa onepaumm RNS
e Ob6gas3aTenbHbIn.

e Ecnn He Tpebyetcs wuHoe, onpegenute o6bekT onepauunm RNS Ha kaxaom
KoMMyTaTope.

o KpaTtkasa koHdurypaumsa He siBnsieTcs 06s3aTenbHON.

Hactpouka ynpexaarowero noporoBoro MOHMTOPUHra U MexaHm3ama 3anycka
ans tecta RNS

e BbinonHuTe 3Ty HACTpoOWKy, ecnv TpebyeTCca HacTPOUTb ynpexaarounin noporosbin
MOHUTOPUHI U MEXaHU3M 3anycka TecTa.

e BbinonHute 3Ty HACTPOWKY Ha KaXXAOM KOMMYTALMOHHOM YCTPOWCTBE, €Cnn He
TpebyeTcs nHoe.

BkniouyeHue ak3emnnsipa RNS ana 3anycka gpyroro aksemnnsapa RNS

e BbinonHute aTy HacTpowky, ecnu TpebyeTca uHUUMMpoBaTb Apyron TecT RNS B
COCTOAHUM OXMAaHUS, Korga rMoporoBoe 3HadeHWe MOHUTOpUHra npeBblaeT
oXxunpaemoe Bo Bpems Tecta RNS.

e Ecnuv napameTpbl pacnmcaHnsi He HaCcTPOEHbI ANS aKTUBUPOBAHHOTO ak3emmnnspa RNS,
NPUMEHSATCA NapamMeTpbl pacnmncaHus No yMonyaHuio.

e Ecnu He TpebyeTcs MHoe, NpUMeHnTe 3Ty KOHUIypaumio K Kaxxgomy KOMMyTaTopy.
HacTponka napameTpoB pacnucaHusa ak3emnnspa RNS

e BbINonHMTE 3Ty HACTPOMKY Ha KaKOAOM KOMMYTALMOHHOM YCTPOWCTBE, €CIfN He
TpebyeTcs nHoe.

e B cnyyae KpaTKOM HaCTpPOMKM 3Ta KOMaHAa YXe HacTpoeHa C WCMofb30BaHWEM
3HaYeHUI NO YMOSYaHMIo, N pydHasi HacTponka He TpebyeTcs.

Mepe3anyck ak3emnnsapa RNS

BbIinonHuTe 3Ty HACTPOMKY MM HanpsMylo 3anyctute komadgy ip rns schedule X start-time
now, ecnn TpebyeTtca nepesanyctuTb ak3emnnsip IP RNS B cocTosHUM oxungaHus.

OuuncTtka KoHcurypaumm Bcex aksemnnsapoB RNS

BbinonHnTe 3Ty HacTpoKKy, ecnv TpebyeTcss ouncTUTb KOHGUrypaumum Bcex ak3emnnspos IP
RNS, Hanpumep, Korga HacCTPOEHO MHOMO 3K3eMMJISIPOB, HO KOHGMIypauuv Mpu3HaHbl
HenpaBUIbHbIMU.

9.4.1.4. NpoBepka

3anyctute komaHay show ip rns configuration, 4to6bl 0TOGpPa3nMTL KOHMrypauumn
aksemmnnapos RNS.

9.4.1.5. CBA3aHHble KOMaHAbI

OnpepeneHune o6bekTa onepauyum IP RNS

KomaHga ip rns operation-number
Onuncanne operation-number: ykasblBaeT wugeHTudukatop ak3emnnspa RNS.
napameTpoB [unana3oH 3HayeHun ot 1 go 500
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Hactpoiika RNS

KomaHgHbIn
pexnm

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHMIO

B HacTosiwiee Bpemss RNS nogaepXmBaeT TONbKO TeCTbl, CBA3aHHbIE C
IPv4, HO He TecTbl, cBs3aHHble ¢ IPv6. MoxHo HacTpouTb He Gonee 500
TECTOB, B 3aBUCMMOCTM OT MNPOU3BOAUTENBHOCTU YCTPOMCTB. PyHKUMS
TEeCTUpoBaHMss — 9TO TOMbKO JononHuTenbHas dyHkums. Korga
HacTPOeHO OOMbLLUOE KOMMYECTBO TECTOB, KOTOPble MOTPEOMAT MHOro
CUCTEMHbIX PEecypcoB, (PyHKLMS TECTMPOBaHMA MOXET ObiTb BpeMEHHO
OTKIIKOYeHa, 4YTobbl obecneunTs HOpMarnbHy0 PaboTy OCHOBHbLIX CRYXO,
TaKMX Kak nepeagpecaumsa mapLipyTa.

MNogpobHas HacTponka (BbIMNONHEHWE 0OA3aTerbHbIX MYHKTOB ip rNs
operation-number): 3anycTuTe 3Ty KOMaH4y Y BOMAMTE B PEXUM HACTPOMKN
IP-RNS. B 3aTtoM pexunme Bbl MOXETe Onpenenntb pasfuyHble Tunbl
TectoB. Ecnn TMn TecTta He HacTpoeH, TectT RNS He cosgaetca. lNocne
HacTpovikn Tecta RNS HeobxoamMmo 3anyctuTb komaHay ip rns schedule,
4TOBbl HACTPOUTEL NApPaMeTPbl Ero pacnucaHus; B NPOTUBHOM Criydyae TecT
He MoxeT OblTb NPOBEAEH.

Mocne HacTpouku Tuna Tecta RNS MOXHO 3anycTuTb kKoMaHay ip rns ang
BXOo4a B pexum Tuna Tecta. YTobbl nameHnTb TMn ak3emnndpa RNS,
HeobxoauMo cHavana yaanutb aksemnnap RNS, BeinonHMB kKOMaHay no ip
rns B pexume rnobanbHon KOHPUrypaumm

HacTpoiika mexaHu3ma ynpexgaroLliero noporoBoro MOHMTOPUHra U 3anycka

TecTa
KomaHga ip rns reaction-configuration operation-number react monitored-element
[action-type option ][ threshold-type {average [ number-of-
measurements ] | consecutive [ occurrences ] | immediate | never | xofy
[ x-value y-value ] }] [threshold-value upper-threshold lower-threshold ]
Onuncanne operation-number: ykasblBaeT wugeHTudukatop ak3emnngpa RNS.
napamMmeTpoB [wnana3soH 3HauveHuni ot 1 go 500.

monitored-element: ykasblBaeT KOHTPONMPYEMbIN SIEMEHT.

action-type option: ykasbiBaeT AelCTBME, NPEANpPUHSATOE Nocne 3anycka
TecTa.

average [ number-of-measurements ]. ykasbiBaeT, 4TO nocrieaywooLlime
CBSI3aHHble OENCTBMSA 3aryCKaloTCHA, eCnv CpedHee YUCNO WU3MepeHun
(number-of-measurements) oTCnexXvBaemMoro 3arieMeHTa npeBbIlaeT
NMOPOroBO€E 3HAYEHWE.

consecutive [ occurrences ]. ykasblBaeT, 4TO TECT 3anyCKaeTCHd, ecnu
KOJTMYECTBO nocrneaoBaTenbHbIX BXOXXOEHUN (occurrences)
OTCNEXMBAEMOroO drieMeHTa NpeBbIlaeT NoporoBoe 3HayeHve. 3HavyeHne
no yMonyaHuio ansa BxoxageHnn — 5. [inanasoH 3HayeHun — o1 1 go 16.

immediate: ykasbiBaeT, 4YTO TeCT 3anyckaeTcsi cpa3y nocne TOoro, Kak
KOHTPONMPYEMbIN 3NIEMEHT NpeBbILLAeT MOPOroBoe 3Ha4YeHe.

never: yka3blBaeT, YTO TECT HUKOrga He 3anyCckaeTcA.
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xofy [ x-value y-value ]: yka3biBaeT, 4TO pe3ynbTaTbl TECTOB X NpeBbILLAOT
noporoBoe 3Ha4yeHne B nocnegHux Tectax Y. 3Hadenns X u Y no
YMON4YaHu1Io paBHbl 5. 3HadyeHne X unm Y HaxoguTca B gnanasoHe ot 1 o
16.

threshold-value upper-threshold lower-threshold: ykaxute BepxHuA u
HWXHWIA MOPOru.

e Korga monitored-element B COCTOSIHMM rtt, noporoBble
3Ha4yeHna — aT1o Bpems. [AnanasoH 3HaveHu ot 0 go 60 000 mc.

e OO6paTtuTte BHUMaHWE, YTO BaM He HY>KHO HacTpamuBaTb threshold-
value korga react yctaHoBneHo Ha timeout

KomaHgHbIn
peXnm

Pexum rnobanbHon koHdurypauum

PykoBoacteo no
NCMNOmnb30BaHUIO

Bbl MOXeTe HacTPOUTb HECKOSbKO MOPOroBbIX 3HA4YEHWU AN OAHOro Tecta
RNS, 4tobbl oTcnexuBaTb pasHble anemeHTbl.B cnepywowen Ttabnuue
NnokasaHO COMOCTaBMEHME MeXay TUnamMmy TeCTOB W KOHTPONMPYeMbIMU
arnemMeHTamu.

monitored-element icmp-echo dns
timeout 0 0
rtt 0 0

B cnenywouwern Tabnuue nepeyvncrieHbl MOPOroBble 3HAYEHMSI MO
YMOMNYaHUIO AN KaXKaoro OTCEXMBAEMOro 3feMeHTa.

Monitored Element Upper Threshold Lower Threshold
timeout - -
rtt 5000 mc 0 mc

Bknro4yeHune aksemnnsapa RNS ana tpurrepa (3anycka) Apyroro aksemnnspa

RNS

KomaHga ip rns reaction-trigger operation-number target-operation

Onuncanne operation-number: ykasbiBaeT Homep ucxogHoro ak3emnnsapa RNS,

napameTpoB 3anyckarowero gencraeme. [inanasoH 3HavyeHunn ot 1 go 500.
target-operation: ykasblBaeT HOMep 3anyLieHHOro LeneBoro ak3emnnsapa
RNS. Ounana3soH 3Ha4eHur ot 1 go 500

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm

peXunm

PykoBoactBo no | PyHkuna Tpurrepa OObIMHO WCMOMNb3YeTCA B CUEHapwuM AMarHOCTUKM

NCNONb30BaHNIO | HeucrnpaBHOCTEN ceTu. B 06bIMHOM CLeHapum Bam HE HY>XHO HacTpamBaTtb
dyHKUMIO TpUrrepa
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HacTpounka napameTpoB pacnucaHus aksemnnsapa RNS

KomaHpa ip rns schedule operation-number [ life { forever | seconds} ] [ start-time
{ hh:mm[ :ss] [ month day | daymonth ] | pending | now | after hh:mm:ss} ]
[ recurring ]

Onucanne operation-number: ykasbiBaeT Homep onepauun RNS. [lnanasoH 3Ha4yeHUn
napameTpoB ot 1 go 500.

life forever: ykasbiBaeT, 4TO Bpems M3HM onepauum RNS pencreyet
BEYHO.

life seconds: ykasbiBaeT Bpems paboTbl aksemnnapa RNS B cekyHaax.

hh:mm[ :ss]: yka3sbiBaeT Bpems 3anycka aksemnnapa RNS B 24-yacoBom
dopmare.

month: ykasbiBaeT Ha4arnbHbIM Mecsy 3k3emnngpa RNS. 3HayeHve no
YMOJTHaHUIO — TEKYLLMIN Mecsl,

day: ykasbiBaeT paty Hadvana ak3emnngpa RNS. 3HaveHuem no
YMOMN4YaHWI0 ABMSeTCS Tekylwasa gaTa.

pending: ykasblBaeT, 4TO Bpemd 3anycka a3k3emnnspa RNS He
onpeaeneHo, YTo SIBNSETCA 3Ha4eHMEM N0 YMOSYaHUIO.

NOW: yKa3blBaeT, YTO BPEMS Hayana onepaumm cernyac, To ecTb onepauus
HayMHaeTcd cenyac.

after hh:mm:ss: ykasbiBaeT, 4To 3k3emnnsap RNS 3sanyckaetca nocne
3a4epPXKKN Y4:MM:CC.

recurring: ykasblBaeT, 3anyckaetcsa nv aksemnnsp RNS kaxabii geHb B
O[lHO U TO Xe Bpems

KomaHgHbIn Pexunm rnobanbHon koHdurypauum
pexvm

PykoBogcteo no | Ecnn napameTpbl pacnucaHus ak3emnnspa RNS Obinu HacTpoeHbl C
NCMONb30BaHUIO | NOMOLLLID KOMaHAbl ip rns schedule, napameTpbl HENMB3S M3MEHUTH BO
BpeMs paboTbl. YTOObl M3BMEHUTL KOHUIypaLmMIo, BamM HYXHO 3anyCTuTb
KomaHgy no ip rns schedule, 4To6bl yoanute napameTpbl pacnmMcaHus.

life { seconds } ykasbiBaeT Bpems paboTbl ak3emmnnsipa RNS. To ectb Tect
OCTaHaBNMBAETCs Yepe3 NPOMEXYTOK BPEMEHU B CEKYHAAX

Mepe3anyck Tecta RNS ¢ nomMowb KOMaHAbI ip rns restart

KomaHga ip rns restart operation-number

Onuncanne operation-number: ykasbiBaeT Homep 3k3emrnapa RNS. [OuanasoH
napameTpoB 3Ha4yeHun ot 1 go 500

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm

peXunm
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PykoBogcteo no | Ota KomaHga nepesanyckaeT Tect RNS, ang koTtoporo HacTpoeHa
NCNONb30BaHNIO | NONMTUKA MIIAHUPOBAHUS U KOTOPLIN HAaXoaAUTCA B COCTOSIHUWN OXMAAHUS.
OTa koMmaHga HegonyctumMa ansg tecta RNS, ans kotoporo He HacTpoeHa
NonNuTMKa NnaHMpoBaHNS

OuucTtka KoHduUrypaumm Bcex aksemnnspoB I[P RNS ¢ nomMouwbio KoMaHAabl ip
rns reset

KomaHga ip rns reset
KomaHaHbIn Pexum rnobanbHon koHdurypauum
pexum

PykoBoacTBo no | Ota KOMaHga ounwaet koHdurypaumm Bcex ak3emnndpoB |IP RNS.
NCnonb3oBaHUO | Micnonb3yeTcsa TOMbKO B KparHUX criyvasax, Hanpumep, Korga HacTpoeHo
MHOro RNS-TecTtoB, HO KOHGUrypaLmm okasbliBaloTCs HEBEPHbLIMU

9.4.1.6. Npumep KoHcpUrypaumm
Hactponka ocHOBHbIX (pyHKUMN RNS

CueHapui:
- RMS Server
RNSClient  10.1.1.1118 10222116
Switch A Switch B
PucyHok 9-3.
Warn e Hactponte ak3emnnsp 1 Ha KommyTaTtope A.
HacTpoukm e HacTpoiiTe MeTOf NMaHWPOBAHWS, BPEMSI HA4ana v BpeMsi KU3HU
aKksemnnsapa 1.
e HacTpouTe ynpexgatowuin NoporoBbid MOHUTOPUHI U MEXaHN3M
3anycka ak3emnnsipa 1.
e AKTMBMpOBATb 3K3EMNNAP 2 B COCTOSHMM OXWOAHWS, Korga
NMoporoBoe 3HayeHne MOHUTOPUHra a3k3emnnspa 1 npesbiwaeT
oxugaemoe
KommyTatop A A# configure terminal

A(config)# ip rns 1

A(config-ip-rns)#icmp-echo 10.1.1.1
A(config-ip-rns-icmp-echo)#exit

A(config)ip rns schedule 1 start-time now life forever

A(config)ip rns reaction-configuration 1 react timeout threshold-type
immediate

action-type trigger
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A(config)ip rns reaction-trigger 12

MpoBepka 3anyctnte komaHgy show ip rns configuration, 4To6bl OTOOpPa3UTL
KOHUrypauum aksemnnsipa.

Router#show ip rns configuration 1

Entry number: 1

Tag: QTECH 555

Type of operation to perform: icmp-echo
Operation timeout (milliseconds): 5000
Operation frequency (milliseconds): 60000
Threshold (milliseconds): 5000

Recurring (Starting Everyday): FALSE

Life (seconds): 3500

Next Scheduled Start Time:Start Time already passed
Target address/Source address: 2.2.2.3/0.0.0.0
Request size (ARR data portion): 36

9.4.2. HacTtpouka axo-tecta ICMP

9.4.2.1. 3hdeKT KoHdUrypaumm

Cospgaet ak3emnnsap axo-tecta ICMP.

9.4.2.2. NpumeyaHun

OcHoBHble yHKUMM RNS fomkHbI ObITb HACTPOEHbI.

9.4.2.3. llarn HacTponku

Co3paHue ak3emnnsapa axo-tecrta ICMP
e ObgszaTtenbHbIN.

e Ecnn He Tpebyetca wuHoe, co3ganTe 3k3emnnspbl axo-tecta ICMP Ha kaxgowm
KOMMyTaTope.

Hactpoika obwmx Heob6A3aTeNbHbIX NapamMeTpoB TecTa

e (ObsizatenvHo, ecnn TpebyeTcst N3MeHNTb 00LLME Heoba3aTeNbHbIE NapaMeTpbl TECTA,
Hanpumep, MHTepBas NOBTOPEHUS, Ter, NOpPor BpemMeHu, TanmayTt n TOS.

e BbINoMHMTE 3Ty HACTPOMKY Ha KaOAOM KOMMYTaLUMOHHOM YCTPOWCTBE, €Cfn He
TpebyeTcs nHoe.

HacTpoika pa3amepa none3Hon Harpy3kum npoTokona

e BbinonHute 3Ty HACTPOWKy, ecnn TpebyeTca M3MEHUTb pa3mMep MOSIe3HON Harpysku
npoTokona Tecra.

e BhbinonHuTe 9Ty HaACTPOWMKY Ha KaKOOM KOMMYTAUMOHHOM YCTPOWCTBE, €CIin He
TpebyeTcs nHoe.
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9.4.2.4. MNpoBepka

3anyctute komaHay KoHdurypaumm show ip rns, 4Tobbl OTOGPa3nTb KOHMrypauum

IK3eMmnri[pa.

9.4.2.5. CBsAA3aHHbIe KOMaHAbI

Co3spaHue ak3emnnsapa axo-tecta ICMP

KomaHpa

icmp-echo { oob { destination-ip-address | destination-hostname [ name-
server ip-address | } [ source-ipaddr ip-address ] via type num next-hop
ip-address } | { { destination-ip-address | destination-hostname [ name-
server ip-address ] } [ source-ipaddr ip-address ] [ out-interface type num
[ next-hop ip-address ] ]}

OnwucaHue
napamMmeTpoB

00b: ykasblBaeT Ha TecT Ha uHtTepderice MGMT.
destination-ip-address: ykasbiBaeT IP-agpec HaszHaueHus.
destination-hostname: ykasbiBaeT UMsi XOCTa Ha3Ha4YeHuUs.

name-server ip-address: ykasbiBaeT DNS-cepBep npu HacTporike umeHu
xocTa HasHayeHus. [lo ymonyaHmio DNS-cepBep HacTpoeH c
ncrnonb3oBaHMeM KOMaHAbl ip name-server W ucnonb3dyetcs Ang
paspeLueHns agpeca.

source-ipaddr ip-address: ykasbiBaeT ucxogHoin IP-agpec.

out-interface type num: onpegenser wucxogawmn uHTEpdenc (He
nHTepdenc MGMT) TecToBOro nakeTta.

via type num: ykasbiBaeT umHTepdenc MGMT B kadecTBe MCXOLSLLErO
MHTepenca TeCTOBOro nakeTa.

next-hop A.B.C.D: ykasbiBaeT IP-agpec next-hop

KomaHaHbIn
peXnm

Pexum koHdurypaumm IP RNS (config-ip-rns)

PykoBoacteo no
MCNONb30BaHNIO

Mocne 3anycka axo-tecta ICMP cuctema otnpaBnsaeT nakeT 3xo-3anpoca
ICMP, 4yTOoObl MPpOBEPUTL, NOAKITFOYEHO TN YCTPOWCTBO K LIENEBOMY XOCTY.
Mocne co3gaHusa TectoBoro ak3emnnspa ICMP-Echo cuctema nepexoant
B pexxum axa IP RNS ICMP. Mo ymon4yaHuio pasmep none3Hon Harpysku
npoTokona naketa axo-3arnpoca ICMP coctaenset 36 6ant. Bbl moxeTte
3anycTuTb kKoMaHady request-data-size, 4To6bl UIBMEHNTL pa3Mep NakeTa.
lMepen HacTponkon napamMeTpoB HEOOXoANUMO HacTpouTb TuMN Tecta RNS
(Hanpumep, ICMP-3xo n DNS). Ytobbl nameHnTts T1n ak3emmnnspa RNS,
Heobxogumo yganutb ak3emnnap RNS, BbIMONHMB kOMaHgy Nno ip rns B
pexume rnobanbHon KoHurypauum
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HacTpoiika pa3mepa nonesHon Harpy3km npoTtokona aksemnnsapa RNS

KomaHga request-data-size bytes

Onucanue bytes: yka3sbiBaeT 6GawTbl TectoBoro naketa. MwuHuManbHble U

napameTpoB MakcumanbHble 6anTbl 3aBUMCAT OT Tuna Tecta. Bam Heobxoaumo
HacTpoUTb STOT nNapamMeTp Ha OCHOBE KOMaHOHOMW CTPOKM B
COOTBETCTBYIOLLEM TECTOBOM pEXUME

KomaHaHbIv Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

pexum

PykoBoacteo no
NCMNOmb30BaHUIO

OTa KomaHOa Mcronb3yeTcs AnsA 3anofiHeHUs HEKOTOpbIX GalWToB B
TECTOBOM MnakeTe, YTobbl AN TecTa MOXHO ObINO UCMonb3oBaTh HonbLuve
nakeTbl

HaCTpOﬁKa UHTEepBasra NnoBTOpeHusA TecTta

KomaHga frequency milliseconds

Onucanue milliseconds: yka3blBaeT UHTepBasn OTNpaBKkn NakeToB B MC. 3Ha4YeHne no

napameTpoBs ymonyaHuio — 60 000 mc. 3HadveHne Bapbupyetcsa oT 10 go 604 800 000.
MakcnmanbHoe 3HaYyeHne — ogHa Hegens

KomaHgHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

peXUM

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
MCNONb30BaHNIO

Mocne 3anycka ak3emnnsipa RNS nepuogmyeckn npoBogaTca TecTbl. Bbl
MOXeTe 3anycTutb komaHgy frequency, 4Tobbl ykasaTb WHTepBan
noBTOpeHMsi. Bam Heob6xoauMmMo HacTpouTb YacTOTy Ha OCHOBE CreayoLLen
dopmyrbl, 4TOBObLI 06ecneunTb NpaBuIbHBIN pacyeT TecTa.

(frequency milliseconds) > (timeout
milliseconds)

milliseconds) >= (threshold

Hactpouka Tera ansa aksemnnspa RNS

KomaHga tag text

Onuncanne text: yctaHaBnuBaeT Ter TecTta. 3HavyeHue npepctaBnseT cobow CTPoKy
napameTpoB ONnHON 8o 79 cMmBOOB

KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

peXunm

Pexwum koHgurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
NCMNOMb30BaHUIO

OTa KoMaHAa 3ajaeT Ter AN TecTa, KOTOpbIA YacTo Mcrnonb3yeTcs Ans
0603Ha4YeHNst PYHKLMKN TecTa
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Hactpowka BpemeHHOro nopora ansa aksemnnsipa RNS

Komanpga threshold milliseconds

Onucanwne milliseconds: YkasbiBaeT BpeMeHHOW nopor Ans Tecta. 3HadeHue

napameTpoB HaxoauTcsa B gManasoHe ot 0 go 60 000 B munnucekyHaax. 3HavyeHue no
ymon4yaHuio — 5000

KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

pexmm

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
NCMNOMb30BaHUIO

HacTtponTe noporoBoe 3Ha4yeHne Ha OCHOBe criefytoLen opmyrbl, 4TObbI
obecneynTb NpaBUNbHLIV pacyeT TecTa.

(frequency milliseconds) > (timeout
milliseconds)

milliseconds) >= (threshold

Hactpownka BpemeHu oxuaaHus (Tamm-ayTta) ansa aksemnnsipa RNS

KomaHpa timeout millisecond

Onucanue millisecond: ykasbiBaeT BpeMsi OXXuAaHusa TecTa. 3HaYeHne BapbupyeTcs

napameTpoB ot 10 go 604 800000. EguHuua wnsmepeHns — mc. Tanmm-ayT no
YMOSYaHMIo 3aBUCUT OT TMNa TecTa

KomaHgHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

pexvm

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
MCNONb30BaHNIO

HacTtponTte Bpems oXugaHusi Ha OCHOBe criedytowen hopmynbl, YTOObI
obecneynTb NpaBUbHBLIN pacyeT TecTa.

(frequency milliseconds) > (timeout
milliseconds)

milliseconds) >= (threshold

Hactpouka nonsa TOS B 3aronoBke naketa IPv4 Tecta IP RNS

KomaHpa tos number
Onuncanne number: yctaHaBnueaeT none TOS B 3aronoske IPv4 TecToBbIX NakeToB.
napameTpoB 3Ha4yeHune HaxoguTcsa B guanasoHe ot 0 go 255.
3HaveHue no ymonyanuio — 0
KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)
peXunm

Pexwum koHdpurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no

TOS — 9710 8-6MTHOE none B 3arorioBke naketa IPv4. Yctanosus TOS, Bbl

NCMOSb30BaHMIO | MOXETEe ynpaBnsATb NPUOPUMTETOM TECTOBOrO naketa. [ns pasHbix nonewn
TOS npuoputeTbl 06paboTKM Ha MNPOMEXYTOYHbLIX MapLUpyTU3aTopax
pasnu4yatroTcs
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HacTtponka VRF Tecta RNS
Komanpga vrf vrf-name
Onucanue vrf-name: ykasbiBaeT umsa VRF
napameTpoB
KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)
pexvm

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBogcteo no | Ota komaHAa ykasbiBaeT VRF TecTtoBoro naketa
1CMoJfIb30BaHUIO

Mpumep KoHduUrypauumn

Switch A Switch B
PucyHok 9-4.

HacTtponTe ak3emnnsap RNS 1 u cBsizaHHble napameTpbl HA KommyTaTope A

KommyTtatop A A# configure terminal

A(config)# ip rns 1
A(config-ip-rns)#icmp-echo 10.2.2.2
A(config-ip-rns-icmp-echo)#exit

A(config)#ip rns schedule 1 start-time now life forever

3anyctute KomaHgy KoHdwurypaumm show ip rns, 4tobbl oTOOpasuTb
KOHpMrypauum ak3emnnsipa

KommyTatop A A#show ip rns configuration 1

Entry number: 1

Tag:

Type of operation to perform: icmp-echo
Operation timeout (milliseconds): 5000
Operation frequency (milliseconds): 60000
Threshold (milliseconds): 5000

Recurring (Starting Everyday): FALSE

Life (seconds): foerver

Next Scheduled Start Time:Start Time already passed
Target address/Source address: 10.2.2.2/0.0.0.0
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Request size (ARR data portion): 36

9.4.3. Hactpouka tecta DNS

9.4.3.1. 3hdeKT KoHUrypaumm

Cospgaet TecToBbIN ak3emnnsap DNS.

9.4.3.2. NMpunmeyvaHusn

OcHoBHble thyHKUMM RNS A0SmMKHbI BbITb HACTPOEHDI.

9.4.3.3. lWarn HacTpounku

Co3paHue TectoBOro aksemnnsapa DNS
e ObsszaTtenbHbIn.

e Ecnn He TpebyeTcs wuHoe, cospdainTe TecToBble 3k3eMnnsapbl DNS Ha kaxaom
KoMMyTaTope.

HacTponka o6wmx Heobsi3aTenbHbIX NapamMeTpPoOB TecTa

e (ObgsaTtenbHbll, ecnu TpebyeTca M3MeHUTb obwme Heobs3aTenbHble MNapameTpbl
TecTa, HanpuMmep, NHTepBan NOBTOPEHUS, Ter, NOPOr BpemeHu, Taim-ayT n TOS.

e BbinonHnte 38Ty HACTPOWKY Ha KaXAOM KOMMYTAUMOHHOM YCTPOWCTBE, €Cnu He
TpebyeTcs mHoe.

9.4.3.4. NpoBepka

3anyctute komaHgy show ip rns configuration, 4To6bl 0OTOGpPa3nUTL KOHpMrypauumn
ak3emnnspa.

9.4.3.5. CBsAA3aHHble KOMaHAbI

CospaHue TectoBOro aksemnnsapa DNS

KomaHga dns { oob destination-hostname name-server ip-address }
Onuncanne oob: ykasbiBaeT Ha TecT Ha uHTepdence MGMT.
napameTpoB

destination-hostname: yka3biBaeT UMsi XOCTa Ha3Ha4YeHus.
name-server ip-address: ykasbiBaeT IP-agpec DNS

KomaHaHbIn Pexum koHdurypaumm IP RNS (config-ip-rns)
pexvm

PykoBogcteo no | MNMocne 3anycka tecta DNS cuctema oTnpaBnsieT NakeT 3anpoca aHanvsa
ncrionb3oBaHuio | DNS, 4ytobbl npoBepnTb, NOOKITHOYEHO NN YCTPOWCTBO K LIENEBOMY XOCTY.
Mocne cos3maHmna TectoBoro ak3emmnnsipa DNS cuctema nepexognt B
pexum IP RNS DNS.

lMepen HacTponkon NnapameTpoB Heob6XxoaANMMO HacTpouTb Tnn Tecta RNS.
YT06bI n3meHnTb TMN 3k3emnngapa RNS, Heobxoanmo yganuTb ak3emMnnsp
RNS, BbINnonHMB kOMaHAy No ip rns B pexume rnobanbHOM KoHUrypaumm
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HaCTpOVIKa UHTEepBasra NnoBTOpPeHUA TecTta

KomaHga frequency milliseconds

Onucanwne milliseconds: ykasblBaeT MHTEpBan OTNpaBkuU NakeToB B MC. 3Ha4YeHue no

napamMmeTpoB ymon4yaHuio — 60 000 mc. 3HadveHune Bapbupyetcs oT 10 go 604 800 000.
MakcumarnbHoe 3HayeHne — oHa Hegens

KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

pPEeXNM

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
NCMNOMb30BaHUIO

Mocne 3anycka ak3emnnspa RNS nepuogmyeckun npoBogaTcs TecThl. Bbl
MOXeTe 3anyctutb komaHgy frequency, 4TtoObl ykasaTb WHTepBan
noBTopeHusi. Bam Heob6xoguMmMo HacTpouTb YacToTy Ha OCHOBE CrneayoLLen
dopMynbl, 4TOBbI 06ecneUnTb NPaBUbHLIN pacyeT TecTa.

(frequency milliseconds) > (timeout
milliseconds)

milliseconds) >= (threshold

Hactpouka tera ansa aksemnnsapa RNS

KomaHpa tag text

Onuncanne text: yctaHaBnvBaeT TECTOBbIN Ter. 3HavyeHue npeacTaBnseT cobom CTPOKY
napameTpoB OnvHoM ao 79 cumMBOIoOB

KomaHgHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

pexunum

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
MCNONb30BaHNIO

OTa KkomMaHAa 3agaeT Ter Ans TecTa, KOTOpbI YacTo Mcronb3yeTcs Ans
0603HaYeHNss PyHKLUMKN TecTa

Hactpoika BpemeHHOro nopora ans aksemnnspa RNS

KomaHpa threshold milliseconds

Onuncanne milliseconds: ykasblBaeT BpEMEHHOM MNOpor Ana Tecta. 3HayeHue

napameTpoB HaxoauTcsa B gvanasoHe ot 0 go 60 000 B munnucekyHgax. 3Ha4yeHne no
ymonydanuio — 5000

KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

peXnm

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no

HacTtponTe noporoBoe 3Ha4YeHne Ha OCHOBE criegytoLen opmyrnbl, 4TobbI

@ §) QTECH
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(frequency milliseconds) > (timeout milliseconds) >= (threshold
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Hactpowka BpemeHHOro nopora ansa aksemnnsipa RNS

Komanpga timeout millisecond

Onucanwne millisecond: ykasblBaeT BpeMs OXuaaHusa TecTa. 3HayeHue BapbupyeTcs

napameTpoB ot 10 go 604800000. EguHuua wnsmepeHns — mc. Tamm-ayT no
YMOJYaHMIO 3aBMCUT OT TUNa TecTa

KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

pPEeXNM

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
NCMNOMb30BaHUIO

Hactponte Bpemsa oxuagaHua (TavMm-ayT) Ha OCHOBE crefyroLlen
dopMynbl, 4TOBbI 06ecnevnTb NpaBUrbHLIN pacyeT TecTa.

(frequency milliseconds) > (timeout
milliseconds)

milliseconds) >= (threshold

HacTtpauBaeTt none TOS B 3aronoBke |IPv4 TeCTOBbIX NaKkeTOB.

KomaHpa tos number

Onuncanne number: yctaHasnueaet none TOS B 3aronoBke |IPv4 TeCTOBbIX NakeToB.

napameTpoB 3HavyeHne Haxogutca B AumanasoHe oT O pgo 255. 3HadvenHue no
ymornyanuio — 0

KomaHgHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)

pexunum

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
MCNONb30BaHNIO

TOS — 3710 8-6MTHOE none B 3aronosBke naketa IPv4. YctaHosuB TOS, Bbl
MOXeTe ynpaBnaTb NPUOPUTETOM TECTOBOrO nMakeTa. [ns pasHbiXx nonen
TOS npuoputeTbl 00paboTkM Ha MNPOMEXYTOYHbIX MapLUpyTu3aTopax
pasnu4yaroTcs

Hactpownka VRF tecta RNS

KomaHpa vrf vrf-name

Onuncanne vrf-name: ykasbiBaeT uma VRF

napameTpoB

KomaHaHbIn Pexum koHdurypaumm IP RNS DNS (config-ip-rns-dns)
pexvm

Pexum koHdurypaumm axa IP RNS ICMP (config-ip-rns-icmp-echo)

PykoBoacteo no
NCMNOMb30BaHUIO

OTta komaHga ykasbiBaeT VRF TecTtoBoro naketa

(@ arecy
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| www.gtech.ru_|
9.4.3.6. NMpumep KoHdpuUurypauum
CueHapun:
RNS Client 4044 4148
Switch A Dns server
PucyHok 9-5.
Warn HactponTte aksemnnsap RNS 1 n cBasaHHble napameTpbl HA KommyTtatope A
HaCTPOMKK
KommyTtaTtop A A# configure terminal
A(config)# ip rns 1
A(config-ip-rns)# dns www.QTECH.com name-server 10.2.2.2
A(config-ip-rns-dns)#exit
A(config)ip rns schedule 1 start-time now life forever
MpoBepka 3anyctute KomaHgy KoHdwurypaumm show ip rns, 4tobbl oTOOpasuTb
KOHUrypauum aksemnnsapa
KommyTtatop A A#tshow ip rns configuration 1

Entry number: 1

Tag:

Type of operation to perform: dns
Operation timeout (milliseconds): 5000
Operation frequency (milliseconds): 60000
Threshold (milliseconds): 5000

Recurring (Starting Everyday): FALSE

Life (seconds): forever

Next Scheduled Start Time:Start Time already passed
Target host name: www.QTECH.com

Name Server:10.2.2.2

9.4.3.7. PacnpocTpaHeHHble OWNOKKU
HesepHbii IP-agpec DNS.

9.4.4. HacTponka nopgaepxku orcnexuBaHma ana RNS

9.4.4.1. 3dbdeKT KoHdUrypaumm

e HactpoinTte dyHKUMIO OTCNEeXnBaHUS AN OTCNEXUBaHUS pe3yribTaToB TECTUPOBAHUS

aksemnnsgpa RNS.

@ §) QTECH

MWP [OOCTYNHEE

240



http://www.qtech.com/

PykoBofacTteo no Hactponke cepus QSW-4700

Hacrpowka RNS [ www.gtech.ru
[ HaCTpOI7ITe d)yH KU OoTCnexmBaHA AOngd oTcrnexXmnBaHmd COCTOAHNA KaHalna
UHTepdenca.
[ HaCTpOI7ITe d)yHKLI,IMO oTcnexmBaHna And oTcrnexXmBaHmnd COCTOAHNA ClMuncKa
OTClieXxmnBaHum4d.

° HaCTDOIZTe d)yHKLI,I/II'O oTCnexXmnBaHna ons oTCrexXmBaHus cocTosiHuA cnncka RNS.

9.4.4.2. NMpnmevaHun

e UYr0oObl HacTpouTb QYHKUMIO OTCNEeXuBaHUA AN OTCNEXMBAHUA pe3ynbTaToB
TecTMpoBaHua ak3emnnsgpa RNS, Heobxoaumo HacTpouTb COOTBETCTBYHOLLNIA
ak3emnnap RNS.

e YT0Obl HAacTpouTb (PYHKLMIO OTCMEXMBAHUA AN OTCMEXMBAHWUS COCTOSIHMSA KaHana
UHTepdenca, HeoBXoaUMO HaCTPOUTb COOTBETCTBYHOLLMIA NHTEPCENC.

° YT0o06bI HacCTpoOuUTb (*)yHKLl,I/II'O oTCcnexXmBaHna AnA OTCnexmnBaHUA COCTOAHUA CINUCKa
OTCreXxuBaHusi, Heobxoanmmo HaCcTponUTb Y4YaCTHUKOB AON1d CBA3AHHONO CrhucCkKa
oTCneXmnBaHuA.

o  YT10Obl HACTPOUTL (PYHKUMIO OTCREXUBAHUA ANA OTCNEXWUBAHUA COCTOSIHUSA Crimcka
RNS, Heo6x0aMMO HACTPOUTb YHaCTHUKOB ANns CBA3aHHOro cnmcka RNS.

9.4.4.3. lWarn HacTponku

Hactpoika ob6bekTa Tpeka
e BrinonHute 3ty onepauumto, ecnu TpebyeTcs co3gaTte 06bEKT OTCNEXMBAHNS.
[ns cosgaHna obbekTa OTCNeXnBaHnsa OOCTYMNHbI Cnegyolme YeTblpe MeToAaa:

1. Cospanite 06BLEKT OTCNEXUBAHUSA 119 OTCREXNBaHUA pe3ynbTaToB TECTUPOBaHUA
akzemnnapa RNS: BbinonHUTe 3Ty HACTPOWKY Ha KaXX4OM KOMMYTaLUOHHOM
YyCTPOWCTBE, ecnn He TpebyeTcs nHoe.

2. CospanTe 06beEKT OTCNeXuBaHUS ANS OTCNeXUBaHUS COCTOSHUSA KaHana
MHTepenca: BoIMOMHUTE 3TY HACTPOMKY Ha KaXXaAOM KOMMYTaLMOHHOM YCTPONCTBE,
€ecnu He TpebyeTcs nHoe.

3. Cospante oObEKT OTCNEXNBAHNS A1 OTCNEXNBAHNSA COCTOSTHUA Crncka
OTCINEXMNBAHWSA: BbINOSTHATE 3TY HACTPOMKY Ha KaXXOOM KOMMYTaLMOHHOM YCTPOWCTBE,
€ecnu He TpebyeTcs nHoe.

4, Co3panTte oObeKT OTCNEeXnBaHUA AN OTCNEXMBaAHNSA COCTOSAHMSA cnncka RNS:
BbINOSTHATE 3TY HACTPOWKY Ha KaXXOOM KOMMYTaLUMOHHOM YCTPOWCTBE, ECNN He
TpebyeTcs nHoe.

HacTtpoika 3aaepXXku yBeaoMNeHUs1 06 beKTa OTCrneXxXnBaHus

e BbinonHuTe 3Ty HacTpoiiky, ecnu TpebyeTcs OTNOXWUTL yBeaoMIeHne 06 U3MeHeHun
cTaTyca ob6bekTa OTCnexXnuBaHus.

e 3agepxka yBegomrieHusi 06 M3MEHEHUN COCTOSIHUS OObekTa MyTU OTCHEXWBaAHMUS
BKMOYaeT B cebs 3adepkKy yBeooMIeHuss o6 W3MEHEHMM COCTOsIHMS oObekTa
otcnexmBaHua ¢ UP Ha DOWN wn 3agepxKy yBegomneHust 06 n3aMeHeHUn COCTOSIHUS
obbekta nytn ¢ DOWN Ha UP. Bbl moxeTe HacTpouTb nNnbo 3agepxky, nnbo obe
3a[EPXKKN.

e BhbinonHuTe 9Ty HaACTPOWMKY Ha KaKOOM KOMMYTAUMOHHOM YCTPOWCTBE, €CIin He
TpebyeTcs nHoe.

HacTtpoiika aneMeHTa oTcneXxuBaHus

e BbinonHuTe 3Ty HacTpoKKy, ecnu TpebyeTcs HacTpoUTb OOBLEKT OTCNEXMBaHWUA ONS
OTCNEXMBaHMSA cTaTyca Cnmncka OTCreXnBaHus.
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o [lpn HacTpoWke anemeHTa OTCNEXMBAHUS Bbl MOXeTe YCTaHOBUTb CTaTyC YCIOBUN
BblnosiHeHUs anemeHTa Ha UP nnu DOWN.

e BbinonHWTE 3Ty HACTPOMKY Ha KaXOAOM KOMMYTaLMOHHOM YCTPOWCTBE, €Cnn He
TpebyeTcs nHoe.

9.4.4.4. NpoBepka

Habniopante 3a

COCTOSIHMEM OObeKTa OTCNeXuBaHus, Korga cCocCtoAaHune obbekTa

oTCcneXxmnBaHusa (Hanpvlmep, pe3ynbTaTbl TECTUPOBAHNUA 3K3eMnidapa RNS, cocTosiHne kaHana
MHTepcbeﬁca nIn COCToAHNE CrnncKa OTCJ'Ie)KI/IBaHI/IFI) N3MEHAETCA.

e [locne npedyCTaHOBMEHHOW 3adepXkm 3anyctute komangy show track, 4ToObl
NPOBEPUTb, UBMEHSETCH NN COCTOSTHME TEKYLLLErO OTCNEXMBAHUA.

9.4.4.5. CBAA3aHHble KOMaHAbI

HaCTpOﬁKa 0o0beKTa OTCrneXuBaHUA AONs OTCNeXUBaHUA cTaTyCca KaHana

UHTepcpenca
KomaHga track object-number interface interface-type interface-number line-
protocol
Onuncanne object-number: ykasbiBaeT HOMep 0ObekTa oTcnexusaHud. [uanasoH
napameTpoB 3Ha4veHun ot 1 go 700.
interface-type interface-number: yka3sbiBaeT TMn n Homep nHTepdenca
KomaHgHbIn Pexunm rnobanbHon KoHdurypawmm
pexunm
PykoBoacteo no | 3anyctute 3Ty Komangy, 4Tobbl HAaCTPOUTb OBBLEKT OTCREXMBAHWUS ANs
NCNONb30BaHNIO | OTCMEXMBaHUS COCTOSIHUSA KaHamna uHTepdpenca. Korga cratyc kaHana
nHTepdenca — UP, ctaTtyc cooTBETCTBYHOLLEINO 00beKTa OTCNEXMBAHNA —
uUP

HacTpoiika o6bekTa oTcrnexuBaHus AN OTCreXuBaHUA pe3ynbTaToB TecTa

RNS

KomaHga track object-number rns entry-number

Onuncanne object-number: ykasbiBaeT Homep obbekTa oTcnexuBaHus. [uanasoH

napameTpoB 3Ha4eHun ot 1 go 700.
entry-number: ykasbiBaeT Homep ak3emnnsapa RNS. [Juana3oH 3HayeHuin
ot 1 no 500

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm

peXunm

PykoBoacteBo no | 3anyctute 3Tty Komangy, 4Tobbl HAaCTPOUTb OOBLEKT OTCREXMBaHWUS AN

NCNonb30BaHWIO | OTcrexmBaHus pesynbtatoB Tecta RNS. Ecnv nposepka npowna
yCneLwHo, 06beKT OTCNEeXNBaHNA HaxoanTcsa B cocTosHum Up
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HaCTpOVIKa o6beKkTa OTCNeXuBaHMA ANA OTCIeXUBaHUSA cTaTyca CHnUCKa

oTcrneXxuBaHusa
KomaHpa track object-number listboolean { and | or }
Onucanwne object-number: ykasbiBaeT Homep obbekTa oTcnexuBaHus. [uanasoH
napameTpoB 3Ha4yeHun ot 1 oo 700
KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm
pexum

PykoBoacteo no
NCMNomnb30BaHUIO

3anyctute 3Ty KomaHgy, 4Tobbl HacTpouTb OBBLEKT OTCMNexumBaHUA Ons
OTCNEXMBaHUS COCTOSIHWUSA CMUCKa OTCnexuBaHus. Pe3ynbTaTtoM MOXeT
ObITb pesynbTat onepaumm AND nnn OR anga Bcex CTaTycoB y4aCTHUKOB

HaCTpOﬁ Ka y4YaTHUKa OTClieXXuBaHuUA

KomaHga object object-number [ not ]

Onuncanne object-number: ykasbiBaeT HOMep 0ObekTa oTcnexusaHud. [uanasoH
napameTpoB 3Ha4veHun ot 1 go 700

KomaHaHbIn Pexum KoHdUrypaumm otcnexmsaHus

pexunm

PykoBoacteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHZy, 4YToObl HACTPOWUTb Yy4yacTHMKA AN Cchucka
oTcnexuBaHus. KonmyecTBo y4aTHMKOB CMMCKa OTCIEXMBAHUSA, KOTopble
MOXHO  HACTPOWTb, OrpaHWYEHO TONbKO  EMKOCTbO  OBOBLEKTOB
OTCNEeXnBaHUs

HacTtpoika 3aaepXXku yBeaoMNeHUs 06 beKTa oTCrneXxXnBaHus

KomaHga delay { up seconds [ down seconds ] | [ up seconds ] down seconds }

Onuncanne up seconds: onpedenseT 3ag4epXKy Ans ysedomneHus o6 mamMeHeHuu

napamMmeTpoB cocTosHus obbekTa otcnexmnsanms ¢ DOWN Ha UP. 3HaveHne HaxognTcs
B AvanasoHe oT 0 go 180. EauHuuen mnamepeHnsa aBnsieTca cekyHaa.
3HaveHue no ymonyanuio — 0.
down seconds: 3agaeT 3adepXKy ONnd yBedOMNeHus 00 M3MEHeHUn
cocTosiHUSA ob6bekTa otcnexusanusa ¢ UP Ha DOWN. 3HavyeHue HaxoguTcs
B AvanasoHe ot 0 go 180. EguHuuen namepeHnsa aBnsieTca cekyHaa.
3HaveHne no ymonyanuio — 0

KomaHaHbIn Pexum koHdurypaumm otcnexmBaHus

peXunm
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PykoBoactso no
NCNOSb30BaHMIO

Korga craTtycC obbeKkTa OTCNeXuBaHUs 4acTo MeHsIeTcs, CTaTyC KIMMeHTa,
ncnonb3ywwiero 3ToT OObEeKT OTCNnexuBaHusl, Takke 6y,1:|,eT 4acTo
MEHATbCA.

Mcnonb3oBaHne 3ToM KOMaHAbl MOXET 3agepxaTb yBegomrieHne o6
n3MeHeHun cratyca obbekTta oTcnexwuBaHus. Hanpumep, ecnu craTtyc
obbekta oTtcnexuBaHus usaMmeHsetca ¢ UP Ha DOWN u HacTpoeHa
3agepxka down 10, ctratyc DOWN ob6bekTa oTcnexunsaHusa yBe4oOMIsieTCs
yepe3 10 cekyHa. Ecnn B TeyeHne aTOro BpeMeHM cTaTyc OObLEKTOB
OTCNeXuBaHUsi cHoBa MeHsieTca Ha UP, yBegomneHne He oTnpaBnsieTcs.
Onsa knueHTa, KOTOPbI UCNONb3yeT 3TOT OOBLEKT OTCNEXMBAHUSA, CTaTyC
obbekTa oTcnexusaHusa sceraa UP

OToGpaxeHne CTaTUCTUKN OOBLEKTa OTCNeXNnBaHUA

KomaHga show track [ object-number ]

Onuncanne object-number: ykasbiBaeT HOMep 0ObekTa oTcnexusaHud. [uanasoH
napameTpoB 3HadeHun ot 1 go 700. MNo ymonuaHuio Bce 06bEKTbI OTCMEXNBaOTCA
KomaHaHbIN MpuBunernposaHHbIN pexvm EXEC

pexunum

PykoBoacteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, 4ToObl OTO6pasnTb CTaTUCTUKY OOBLEKTOB
OTCrnexunBaHus

9.4.4.6. Npumep KoHcpUrypaumm

HacTtponka otcnexmBaHusa o6bekTa 3 ANA OTCNeXuBaHUA COCTOAHUSA KaHana
nHTtepdenca FastEthernet 1/0

Warn
HaCTPONKK

° HaCTpOVITe 00BLEKT OTCNEXMBaHUSA AN OTCMEXMBAHUS COCTOSIHUS

e HactponTte 3agepxky yBegomneHus 06 nameHeHun coctosiHmst ¢ UP Ha

KaHana uHTepdenca.

DOWN

QTECH # configure terminal

QTECH (config)# track 3 interface FastEthernet 1/0 line-protocol
QTECH (config-track)# delay down 10

QTECH (config-track)# exit

Mpoeepka | MameHuTe cTaTtyc kaHana nHtepdenca FastEthernet 1/0 Ha DOWN.

e HemeaneHHo NpoBepbTe CTaTyc 06beKTa oTCnexuBaHus n ybeantecs,

e Yepe3s 10 cekyHO npoBepbTe COCTOSIHME OOBEKTA OTCREXUBAHUSA U

yTO cTaTyc Bce ewe UP.

ybeautecnb, 4TO cocTosiHue nameHunnocb Ha DOWN
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QTECH # show track 3

Track 3

Interface FastEthernet 1/0

The state is Up, delayed Down (5 secs remaining)
1 change, current state last: 300 secs

Delay up 0 secs, down 10 secs

HacTtponka o6bekTa oTcnexumBaHusa 3 (Kkorga ctatyc o6bekta oTcnexmusaHua 1
— UP, a cratyc ob6bekta otcnexuBaHusa 2 — DOWN, cTtatyc ob6bekTta
otcnexuBaHua 3 — UP.)

Warn
HaCTPOMKK

e HacTtporka obbekta oTcnexmsaHma 1 n obbekTa oTcnexusaHus 2.

e HacTponTe OOBLEKT OTCnexmBaHWa 3, U €ro aNeMeHTbl BKNHYatoT
00BbEeKT oTcnexuBaHua 1 1 0ObeKT oTcrnexusaHus 2

QTECH # config

QTECH (config)#track 1interface gigabitEthernet 0/0 line-protocol
QTECH (config-track)#delay up 20 down 40

QTECH (config-track)#exit

QTECH (config)#

QTECH (config)#track 2 interface gigabitEthernet 0/1 line-protocol
QTECH (config-track)#delay down 30

QTECH (config-track)#exit

QTECH (config)# track 3 list Boolean and

QTECH (config-track)#object 1

QTECH (config-track)#object 2 not

QTECH (config-track)# exit

Mpoeepka | Mpn un3MeHeHMN cCOCTOsHUST OOBEKTOB OTCnexuBaHuss 1 m 2 npoBepbTe
cocTosiHME OObeKTa OTCnexmBaHns 3.

o Korga cratyc obbekrta otcnexmBaHmsa 1 namenntcsa ¢ DOWN Ha UP, a
cratyc obbekTa oTcrnexmBaHusa 2 octaHeTca DOWN, ybeauTtech, 4To
cratyc obbekTta otcnexunsanms 3 namennnca ¢ DOWN Ha UP.

e Korga cratyc obbekta otcnexuBaHuss 1 octaetcs UP, a craTyc
obbekTa otcnexmBaHusa 2 mensaetca ¢ DOWN Ha UP, y6egutech, 4to
cratyc obbekTta otcnexunsanust 3 mensaetca ¢ UP Ha DOWN

QTECH # show track 3

Track 3

List boolean and
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Object 1

Object 2 not

The state is Down

1 change,current state last:10 secs

Delay up 0 secs,down 0 secs

Hactponka ob6bekrta oTcrnexuBaHuss 5 Ans OTCNeXuBaHUS pe3yrnbTaToB
TecTUpoBaHUA 3k3emnnsipa RNS 7

Warn e Hactponte Tect RNS.
HaCTPOMKN e HacTpoiiTe 06beKT OTCReXMBAHUA NS OTCMEXWUBaHWUS pe3yNbTaToB
Tecta RNS.
e Hactpowite 3agepxky yBegomneHns o6 nameHeHun pesynbTaTta Tecta
C YCNEeLUHOro Ha HeyCrneLlHbI 1 3aaepXkKy yBeaoMIeHns o6 nameHeHun
pesynbTata TecTa C HeyCMneLIHOro Ha YCNeLUHbIN
QTECH # configure terminal
QTECH (config)#ip rns 7
QTECH (config-ip-rns)#icmp-echo 2.2.2.2
QTECH (config-ip-rns-icmp-echo)#exit
QTECH (config)#ip rns schedule 7 start-time now life forever
QTECH (config)# track 5 rns 7
QTECH (config-track)# delay up 20 down 30
QTECH (config-track)# exit
Mpoeepka | MNMycTb pesynbTat npoBepkn ak3emnnsipa RNS 7 nameHuTca ¢ ycnewHoro Ha

HeycneLUHbIN.

o Korga pesynbTaT NpOBEPKN U3MEHUTCS HA HEYCMELUHbIN, HEMEeLNEHHO
npoBepbTE COCTOsIHME OObeKkTa OTCnexuBaHus 7 n ybegutecb, 4TO
cocTtosaHue Bce ele UP.

e UYepes 30 cekyHn npoBepbTe cTaTyC OObekTa OTCMeXuBaHUS W
ybeaunTtech, 4YTo cTaTyc nameHusncs Ha DOWN

QTECH # show track 5

Track 5

Reliable Network Service 7

The state is Down

2 change, current state last: 10 secs

Delay up 20 secs, down 30 secs
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HaCTpOVIKa RNS W

Hactponka oGbekrta oTcnexuBaHuss 5 Ans OTCneXxuBaHUA pe3ynbTaToB
TecTupoBaHusi cnucka RNS (cocTtosiwiero ns aksemnnsapoB RNS 1, 2-5 u 8)

Larn

HaCTPOMKK

e HactpownTte u 3anyctute tect RNS (cm. Hactporka RNS).

e HacTtponTte 0ObeKT OTCRneXvBaHWUS ONS OTCNEXMBAHWUS pe3ynbTaToB
TecTa cnucka RNS.

e Hactpowite 3agepxky yBegomneHns ob nameHeHun pesynbTaTta Tecta
¢ UP Ha DOWN wu 3agepxky yBegomneHns o6 nameHeHun pesynbtarta
Tecta c DOWN Ha UP

QTECH (config)# track 5 rns-list 1,2-5,8 and
QTECH (config-track)# delay up 20 down 30
QTECH (config-track)# exit

Mpoeepka | MNycTb pesynbTaTt NpoBepkn ogHoro ua akzemnnapos RNS 1, 2-5 1 8 namenntca

C YCNELLHOro Ha HeycrneLwHbIN.

e Korga pesynbtaT NPOBEPKU M3MEHUTCS Ha HeyCMneLHbIN, HeMeaneHHO
npoBepbTe cocTosAHMe obbekTa oTcrnexuBaHus 7 u ybeamtecb, 4To
cocTosiHne Bce elle UP.

e UYepes 30 cekyHn npoBepbTe CcTaTyC OObekTa OTCreXmBaHus W
ybeguTtech, 4To cTaTyc nameHumnca Ha DOWN

QTECH # show track 5

Track 5

rns-list 1,2-5,8 and

The state is Down

2 change, current state last: 10 secs

Delay up 20 secs, down 30 secs

9.4.4.7. PacnpocTpaHeHHble OLWNOKKN

O6beKkT oTcnexusaHnsa ansa otcnexmBaHus Tecta RNS HacTpoeH, HO TecT RNS He
HaCTpOeH.

O6bekT oTcnexmBaHua Ansa oTCNeXMBaHWUs cTaTyca kaHana uHtepderica HacTpoeH, HO
COOTBETCTBYIOLLMIA NHTEPGENC HE HACTPOEH.

O6beKT oTCnexvBaHNa AN OTCNEXMBaHUSA COCTOSIHUS CMNCKA OTCREXMBAHWUSA, HO HK
OOMH y4yacTHUK crimcka RNS He HacTpoeH.

O6beKT oTCcnexmBaHus HacTpoeH Ans otcnexueanna cnucka RNS, Ho TecT RNS He
HaCTpPOEH.
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Hactpoiika RNS

9.5. MOHUTOPWUHr

9.5.1. OTo6parkeHue

OnucaHue

KomaHpa

OTobpaxkaeT KOHUrypaumm OgHOro Unu
HeckonbKkux aksemnnapos RNS

show ip rns configuration [ operation-number ]

OTtobpakaeT NogpobHy0 CTaTUCTUKY MO
OLHOMY WM HECKOSIbKMM 3K3eMmnnsipam
RNS

show ip rns collection-statistics [operation-
number]

OTtobpaxaeT TekyLwlee coctosiHne RNS

show ip rns operational-state [operation-

number]

OtobpaxaeT WMHopMaLMIO 06
ynpexaarowemM noporoBOM MOHUTOPUHIE
OLHOIO0 WINN HECKONbKUX JK3eMNNsApoB
RNS

show ip rns reaction-configuration [operation-
number]

OTtobpaxkaeT wuHGoOpMaumMio 0O TecTe,
3anyLweHHOM OOHWM MWIN HECKONbKUMU
aksemnnsgpamm RNS

show ip rns reaction-trigger [operation-number]

OTtobpakaeT KpaTKyld CTaTUCTUKY MO
OOHOMY WM HECKOSbKUM 3K3eMnnsipam
RNS

show ip rns statistics [operation-number]

OtobpaxkaeT KpaTKyld CTaTUCTUKY MO

show track [ object-number ]

OOHOMY WNM  HECKONbKMM  oObekTam
OTCNeXunBaHns
OtobpaxaeT kpaTkyto cratuctuky o | show track client

KINNeHTe OTCr1eXXnBaHUA

9.5.1.1. OtTnagka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NPY BbIBOAE OTNag0uYHOM MHopMauuun. Noatomy
OTKNtoYanTe OTNaAaKy cpasy nocre UCnonb30BaHUS.

OnucaHune KomaHga
Otnagka moaynsa | debug track { all | proc-event | rdnd-event | client }
OTCNEXUBaHWA
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HaCTpOVIKa RNS
OnucaHune KomaHaa
Otnagka moaynsa RNS debug rns { all | interface | lib | rdnd-event | restart | rns_id
[0, 500] }
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10. ObWWAA UHOOPMALUA

10.1. NapaHTKsa u cepBuc

Mpouenypa n HeobxoanMble OENCTBUSA MO BONpOCaM rapaHTuMm onucaHbl Ha cante QTECH B
pasgene «lMopgaepxka» —> « apaHTUNHOE 0BCNYKUBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bonpocam TecTMpoBaHMs 060pyaoBaHNS MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAamMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

10.2. TexHn4yeckasa nogaepxKkKa

Ecnn Bam HeobOxoammo cogencTBMe B BOMpocax, Kacawwmxcs Hawero obopyaoBaHusi, TO
MO)KETe BOCMONb30BaTbCA pa3fernioMm TeXHMYeckon noaaepku nonb3oBaTenenn QTECH Ha
Hawem cante www.dgtech.ru/support/.

TenedoH TexHuyeckon nogaepxkun +7 (495) 269-08-81
LleHTpanbHbIn oduc +7 (495) 477-81-18

10.3. AneKkTpoHHaA Bepcusa AOKYMEHTa
[aTa nybnunkaumn 06.03.2025

https://ffiles.qtech.ru/upload/switchers/QSW-4700/QSW-4700_reliability _config_guide.pdf
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