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1. YNIPABJIEHUE KOMMYTATOPOM

1.1. BapuaHTbl ynpaBrieHus

Ona ynpaBneHus Heobxooumo HacTpouTb kommyTatop. KommyTtatop obecneudvnBaeT faBa
BapuaHTa ynpasneHus: BHenonocHoe (out-of-band) nnm BHyTpmnonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBneHue

BHenonocHoe ynpaeneHue — 9TO ynpaeBneHne Yepes KOHCOSMbHbIM MHTepdenc. BHenonocHoe
yrnpaeneHne B OCHOBHOM WUCMOMb3yeTCa ANA HayanbHOro KOHUIrypupoBaHUSA KOMMYyTaTopa,
nnbo, Korga BHYTPUMONOCHOE YnpaBfieHne HegoCTynHo. Hanpumep, nonb3oBaTenb MOXET
yepes KOHCOSbHbIM NOPT NpucBouTb kKoMmyTaTopy IP-agpec ana goctyna no Telnet.

Mpouenypa ynpaBneHns KOMMYTaTOPOM YepPEe3 KOHCONbHBIN MHTepdEenc, onMcaHa HKe:

War 1. [lMogknounTb nNepcoHanbHbIA KOMMLIOTEP K KOHCOMbHOMY (CEpUAMHOMY) MOPTY
KOMMmyTaTopa.

MopkntoyeHue K
CepunHoOMy nopTy

PucyHok 1-1. MNogkntoueHune MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bblle, cepunHbin nopT (RS-232) nogkntoyeH K KOMMYyTaTopy Yepes CepUnHbIn
kabenb. B Tabnuue HMXe ykasaHbl BCE YCTPOMCTBA UCMOMNb3YIOLWNACS B MOAKIMIOYEHNMN.

HasBaHue OnucaHue

ycTpoucTBa

lMepcoHanbHbIN MmeeT dyHKUMOHANbHYO Knaematypy u nopt RS-232, c
komnbtoTep (PC) YCT@HOBIIEHHbIM  3MYJSITOPOM  TEpMWHanNa, TakuM  Kak

HyperTerminal, Bxogsawwmn B komnnekt Windows 9x/NT/2000/XP.

Kabenb cepunHoro nopta | OgMH KOHew, nogkrtoyaeTcs K cepuinHomy nopty RS-232, a gpyromn
K NOPTY KOHCOMMW.

KommyTtatop TpebyeTca paboTaroLmini KOHCOMNbHbIN NOPT.

14
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War 2. BkntoyeHne u HacTporka HyperTerminal.

Mocne ycTtaHoBKM coefuHeHus, 3anyctute HyperTerminal, Bxogawmin B komnnekt Windows.
Mpumep NpuBedeHHbIM fanee ocHoBaH Ha HyperTerminal Bxogsawmin B komnnekt Windows XP.

Haxmute «[yck» (Start menu) — Bce nporpammel (All Programs) — CtaHgapTHble (Accessories)
— CBsa3b (Communication) — HyperTerminal.

N
% windows Update

@ Buifop NporpamM No YMoN4aHKHO

-

0 Kartanor Windows

@ 2ric »
@ 7-zip »
[ Colasoft Packet Builder 1.0 »
[F Filezila FTP Client »
[/ Foxit PDF Editar »
[ Foxit Reader >
7 haneWIN Software 4
@ Kiwi Enterprises »
@ K-Lite Codec Pack »
[ Microsoft Office 4

@ Nero 4

[T QuickTime »

-

I Paseneqema »

) Crywebrsie

I Creunanshsie BosMoxHOCTH »

w Paint

[4 wordrad

% HyperTerminal

.

<2 MacTep BecnposoaHoi ceTH

Q MacTep HacTPOHKK CeTH

MaCTep HOBbIX NOAKAKOHEHHH

% CeTeBble NOAKMHYEHUA

) f i N BN

@ VHTepHeT @ VideoLaN ') AapecHan KHWra
& Internst Explorer I vMware »I| & Bnoktor
Lj InexTponnas nouta || [ WinDjview | & 3HakomcTeo ¢ Windows XP
’ Microsoft Office Outlookl ~ - . f
! AR ) Windows Live » | 5 Kanskynatop
® MNpourpbisaTent Windoy i@ winPcap 4 KoMaHAHaA cTpoka
el @) winRaRr Y| @) MacTep COBMECTHMOCTH NPOrPaMM
*@ 3HaKOMCTEO ¢ Windows '@ ABTO3ArpY3Ka » | ‘i Moakniouenne k yaanenHomy paBiodemy crony
@ vrper | 23 Mposoakk

) MacTep nepeHoca daiing
NapamMeTpos

@ CranaapTHele €9 CuHxpornzauma
BY Adobe Reader %
@ Internet Explorer

@ windows Movie Maker

4 Windows Search
@ wireshark
@ MpourpeisaTent Windows Media

Bce nporpammbl » & .', ¥ AaneHHEIM NOMOLLHHMK

—
@] Boix04 W3 cHcTerbl [ (D) | Boiknro4eHHe

4 NycK

PucyHok 1-2. 3anyck HyperTerminal.

1. HabepuTte nms gns sanyweHHoro HyperTerminal, Hanpumep, «Switch».

15
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OnucaHue nogn/iwye HUA

3@ Hosoe nogkioyeHue

Beegure HasBaHWe NOAKAKYEHWA U BblﬁepHTB ANA HEro SHA4YOK!

HazsaHue:
Swiitch |

S3Hayok:

[ 0K ][ OTmeHa J

PucyHok 1-3. 3anyck HyperTerminal.

2. B Bbinagarowem meHio “lNogkntoveHne” BoibepuTe, cepuiiHbin NopT RS-232 KOTOPLIN
ucnonedyetcsa PC, Hanpumep, COM1 u Haxxmute “OK”.

[Noaxarwue Hue

% Switch

Beeavre cBEAEHWA O TEAEPOHHOM HOMEpE:

CTpaHa Wi pervoH: oo 1]

Koa ropoaa: 450 !

Homep TenedoHa: [ \
e -
Mogknoyareca yepes: §CORT VE
u

[ 0K ]L OTmeHa ]

PucyHok 1-4. 3anyck HyperTerminal

3. HactponTte ceorictea COM1 cnegytowmm obpasom: Beibepute ckopoctb “9600” ans
“Baud rate”; “8” gna “Data bits”; “none” gns “Parity checksum?”; “1” gns “stop bit”;

“none” ansa “traffic control”; unu Bbl MoxeTe HaxaTb “Restore default”, a nocne HaxaTb

“OK”_

(@ orecy
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Croyuctea: COM1

MapaMeTpe! NOpTa ]

Cropocte [Gur/c)( | 9600 v

BuTbl aaHHbl: | 8 v |

[t |

HetHocTe: | Her v

| |

Cronoeble GUThI: (1 vi
Unpasnerue norokor | EEEGG

[ BoCCTaHOBWTE YMOAYaHUA ]

[ ok

] [ Ormena ] [ anMBHHTb]

PucyHok 1-5. 3anyck HyperTerminal

LWar 3. BeizoB komaHgHoro nHtepdenca (CLI) kommyTtaTtopa.

BknitounTte kommyTaTop, Nocrne Yero criegyrowmne cooblieHnsa noassatcsa B okHe HyperTerminal

— 3TO PEXMM KOH(pUrypaummn ans kKommyTtaTtopa.
Testing RAM...
0x077C0000 RAM OK
Loading MiniBootROM...
Attaching to file system...
Loading nos.img ... done.
Booting......
Starting at 0x10000...
Attaching to file system...

Test.. e, PASS!

PCI Device 1Test............ PASSI
FLASH Test.................. PASS!
FAN Test.....ccooovvenenee PASS!
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Current time is SUN JAN 01 00:00:00 2006

Switch>

Tenepb MOXXHO BBOOUTb KOMaHAbl ynpaBleHnA KOMMYTaTOpPOM. ,EI,eTaanoe onncaHmne KomaHg
npueeneHo B nocnenyrwmnx rmaBsax.

1.1.2. BHyTpMnonocHoe ynpaBneHue.

BHyTpunonocHoe ynpasreHne 0THOCUTCA K ynpaBrneHuo NOCpeACTBOM A0CTyna K KOMMyTaTopy
c ucnons3oBaHuem Telnet, unn HTTP, a Takke SNMP. BHyTpunonocHoe ynpasneHue BkroYvaeT
YHKUMM ynpaBneHnsa KoMMmyTaTopa 45151 HEKOTOPbIX YCTPOWCTB, NOAKIMYEHHbIX K HeMy. B Tex
cny4asix, Korga BHyTPUMNOMOCHOE yrnpasrieHne n3-3a U3MEeHeHNn, caenaHHbIX B KOHUrypaumm
KommyTaTopa paboTaet co cbosmu, ONS ynpaBreHUs U KOHPUIypupoBaHUS KOMMYyTaTopa
MOXHO MCMNONb30BaTb BHEMOMOCHOE yrpaBrieHne.

1.1.2.1. YnpaBneHue no Telnet

YTtobbl ynpaBnate KommMmyTaTopom no Telnet, 4OMmMKHbI BbINONHATHCA CriegyoLme yCrnoBus:

1. KommyTaTop AOMKEH MMETb CKOH(UIypunpoBaHHbIn IPV4/IPv6-agpec.

2. IP-agpec xocta (Telnet-knueHT) n VLAN-nHTEpdenc kommyTaTopa, OSDKHbI UMEeTb
IPv4/IPv6-agpeca B O4HOM CErMEHTE CETW.

3. Ecnu BTOpOW NYHKT HE MOXET ObITb BbINOMHEH, Telnet-knneHT JosmkeH ObiTb
nogknoyeH K IPv4/IPv6-agpecy kommyTaTopa ¢ ApYrMx YCTPOMUCTB, TakMX Kak
MapLupyTM3aTop.

o KommyTaTtop TpeTbero ypoBHsA MOXeT OblTb HaCTPOEH C  HECKOSTbKMMMU
IPv4/IPv6-agpecamn, MeToL HacCTPOMKM OMnMcCaH B MOCBSLLEHHOW 3TOMY [NnaBe.
Crnegylowmn npumep npegnonaraeT COCTOSIHME KOMMyTaTopa MNocfe MNOCTaBkm C
3aBOACKUMU HaAcTporikaMu, rae npucyTereyeT Tonbko VLAN1.

o [locneaytowme warn onuckiBatoT nogkntodeHne Telnet-knueHTta k nHtepdgency VLAN1
KomMmyTaTopa nocpencrtesomM Telnet (npumep agpeca IPv4):

MopkntoyeHne
yepes kabernb

PucyHok 1-6. YnpaBneHue kommyTaTtopom no Telnet

War 1. Hactporika IP-agpecoB ana kommyTtatopa v 3anyck dyHkumm Telnet Server Ha
KOMMyTaTope.

e [lepBbiM genom naet HacTpoika IP-agpeca xocta. OH formkeH 6biTb B TOM e CerMmeHTe
cetn, yto n IP-agpec VLAN1-untepperica kommyTtatopa. Npeanonoxum, yto IP-agpec
nHtepcenca VLAN1 kommyTtatopa 10.1.128.251/24. Torpa IP-agpec xocta MOXeT

18
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6b1Tb 10.1.128.252/24. C nomowpbto komanapl “ping 192.168.0.10” MOXHO NnpoBepuUTb,
OOCTYNeH KOMMYTaTop WUMn HeT.

o Komangbl Hactpoinku IP-agpeca ana uHTepgenca VLANT ykasaHbl Huxe. [lepepn
NpUMEHeHMeM BHYTPUMNONOCHOIO ynpasnenusi, IP-agpec kommyTaTopa LOMKeH ObiTb
HacTpPOEH NOCpPeaCTBOM BHEMOSIOCHOIO yrpaBneHus (Hanpumep, Yepes nopt Console).
KomaHnapbl koHurypmpoBaHus cnegytowme (Janee cuMtaeTcs, YTo BCe NpurnallieHns
pexuma KOH(UrypupoBaHust KOMMYyTaTopa HavMHalTca co croBa “switch”, ecnu
OTAENbHO He yKa3aHO MHOro):

Switch>

Switch>enable

Switch#config

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-if-Vlanl)#no shutdown

Ona aktmBaumm dyHkumMm Telnet-cepBepa nonb3oBaTesnb OOMMKEH BKNIOYUTL €€ B pexume
rnobanbHOro KOHPUrypnUpoBaHUS, Kak NOKasaHO HUXeE:

Switch>enable Switch#config
Switch(config)# telnet-server enable
War 2. 3anyck nporpammbl Telnet Client.
Heobxognmo 3anyctutb nporpammy Telnet-knneHt B Windows ¢ ykaszaHuem agpeca xocTa.

Run @@

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you.

Open: | telnet 10.1.128.251| v

[ OK ][ Cancel ][ Browse... ]

PucyHok 1-7. 3anyck nporpammbl Telnet-knneHT B Windows.

War 3. Nony4nTtb 4OCTYN K KOMMYTaTOopYy.

[ns Toro 4to 6GbI NONY4YMTbL AOCTYN K KOHUrypauum vepes uHtepdenc Telnet Heobxoanmo
BBECTWN OOCTOBEpPHbIN NnoruH (login) n naponb (password). B npotnBHOM criyvyae B OOCTyne
OyneTt oTkasaHo. ATOT MeToA nomMoraeT u3bexaTb HeaBTOPM3OBAHHOMO MOMyYeHMs 4OCTyna.
Kak pesynbTtar, korga Telnet BkMOYEH ONA HACTPOWMKM M ynpaBfieHUs KoMmyTaTopa, MMs
none3oBartensa (username) M naposb (password) OnNs aBTOPM3OBAHHLIX MONb30OBATENEN
OOIKeHbl ObITb HACTPOEHDbI CreayoLen KoMaHO4OoMN:

“ username <username> privilege <privilege> [password (0]7) <password>]".
[nsa nokanbHOM ayTeHTUMKALUN MOXHO MCMOMb30BaThb CrieayoLLyo KOMaHay:
authentifcation line vty login local.
[nsa goctyna B npyBenMrepoBaHHbIA peXMM HeobxoaumMo 1 3agaH ypoBeHb npusunermn 15.
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JonycTtnm, aBTopM30BaHHbIV Nonb3oBaTternb nmeeT um4 “test” n napone “test”, Toraa npoueaypa
3aJaHng UMeHU 1 naponsa ong goctyna no Telnet:

Switch>enable Switch#config
Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

Mocne BBOAa MMeHU M napond Anga uHtepdenca KoHdpurypmposaHus Telnet, nonb3oBaTenb
CMOXEeT BbI3BaTb KOMaHAHbIM WHTepdenc CLI HacTpoinkm kommytaTopa. KomaHabl,
ucnonb3yemble B koMmaHaHoM uHTepdence Telnet CLI, koTopble CTaHOBATCA AOCTYMNHbI Nocne
BBOZA UMEHM M NMapornsi — Te e camble, YTO U B KOHCOSTbHOM MHTEpdence.

o C:\WINNT system32\telnet.exe T

login:test
password : 360

SWITCH>

PucyHok 1-8. HacTtponka Telnet-nHtepderica

1.1.2.2. YnpaBneHue 4yepe3 HTTP

Utobbl ynpaensaTb KOMMyTatopoM uJepe3 BebG-uHtepdenc [omKkHbl OblTb  BbIMNOSIHEHDI
crnegyoLlime ycnosus:
1. KommyTaTop OOMmKeH MmeTb CKOHUrypmpoBaHHein IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knneHT) n VLAN-uHTEepenc kommyTtaTopa, 4OMKHbI UMETb
IPv4/IPv6-agpeca B OQHOM CErMEHTE CETW.

3. Ecnu BTOpOW NYHKT HE MOXET ObIThb BbINONHEH, HTTP-KNNeHT gomKeH 6biTb
nogkrtoyeH K IPv4/IPv6-agpecy koMmmyTaTopa C ApYrMx yCTPOMCTB, Takux, kak
MapLupyTmM3aTop.

Kak n B ynpaeneHuu, kommyTatopom 4vepes Telnet, kak Tonbko ygaeTtca ping/ping6-xocTa K
IPv4/IPv6-agpecam KomMMyTaTopa W BBOAMTCA MNPaBWIbHbLIA FOMMH W Mapofib, BO3MOXHO
Nony4nTb JOCTYN K kKommyTaTopy Yepe3d HTTP. Huke onncaH cnocob HacTponKu:

War 1. Hactpowka IP-agpecoB ans kommyTtaTtopa u 3anyck dyHkumm HTTP-cepsepa.

O HacTtpovike IP-agpeca kommyTaTtopa C NOMOLLbIO BHEMOSIOCHOMO YNpaBreHnsi, CMOTPU rfaBy
0 HacTporike Telnet-ynpasneHus.

YTtobbl koHGUrypmpoBaHue no Beb ctano BO3MOXHbIM, HY>XHO BBECTU KOMaHAay ip http server B
rnobanbHOM pexmmMme KOHPUrypupoBaHus:

Switch>enable Switch#config

20
(@ orecy
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Switch(config)#ip http server
War 2. 3anyck Be6-6pay3epa Ha xocTe.

Heobxoammo oTKpbiTb Beb-Opay3ep Ha xocte wm BBecTM |IP-agpec kommyTtaTtopa, Wnu
HenocpeacTseHHO 3anyctuTb HTTP-npotokon B Windows. K npumepy, IP-agpec kommyTatopa

“10.1.128.251".
Run @@

> Type the name of a program, folder, document, or
‘ Internet resource, and Windows will open it For you.

o 10.1.125.25 1 v/
[ OK ][ Cancel ][ Browse... J

PucyHok 1-9. 3anyck HTTP-npoTtokona

Mpwn obpaweHnn kommyTaTopa ¢ IPv6-agpeca pekoMmeHngyeTtca ncnonb3opatb 6paysep Firefox
Bepcum 1.5 unmn nosgHee. Hanpumep, ecnu agpec kommyTtatopa 3ffe:506:1:2::3. Beeaute agpec
IPv6 kommyTaTtopa http:// [3ffe: 506:1:2:: 3], agpec obs3aTenbHO AOMKEH ObITb 3aKIlOYeH B
KBagpaTHble CKOOKM.

War 3. MNMonyyeHne gocTtyna K KOMMyTaTopy.

[Onsa Toro 4TtOGbLI MONYYATb AOCTYM KOHMUrypauum € ucnonb3oBaHuem Beb-uHTepdeiica,
Heob6XxoaMMO BBECTU OOCTOBEpPHLIN normH (login) 1 naponb (password), B NPOTUBHOM crny4yae
OygeT oTkasaHo B 4ocTyne. ATOT MeTof nomoraeT nsbexaTb HeaBTOPM30BaHHOIO AocTyna. Kak
pesynbTaT, korga Telnet BkMOYeH ANA HACTPOMKM M yNpaBneHus KoMmyTaTopa, UMA
nonb3oBartensa (username) M naposfb (password) ANns aBTOPM3OBaHHLIX MONb3oOBaTENEN
OOJTKHbI ObITb HACTPOEHbI CrIeayHoLLLEN KOMaHLOMN:

username <username> privilege <privilege> [password (0|7) <password>].
[nsa nokanbHOM ayTeHTUMUKaALUN MOXHO MCMOMb30BaTh CrieayoLyo KOMaHay:
authentication line vty login local..

[ns goctyna B NpMBENUIrepoBaHHbIN PeXMM HEOOBXOAMMO M 3agaH ypoBeHb npusunernn 15.
[onycTtnm, aBTOpM30BaHHLIM Monb3oBaTteslb MMeeT mmsa “admin” 1 naponb “admin”, Torga
npoueaypa HaCTponku cnegytoLlas:

Switch>enable Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local

Beb-uHTepdenc Bxoga BbIrmMsaMT crieayowmnm obpasom.
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PucyHok 1-10. Be6-nHTepdenc Bxoaa.

BeeguTte gocToBEpPHbIE MMSI MOMb30BATENA U Napofib, 3aTEM Bbl NonageTe B [MaBHOE MEHIO
HacTpoKku BeG-nHTEpherica, Kak 3TO MOKA3aHO HUXE.

Cluster:

@ QTECH

= Up = Down

EEEEEE SEEEEE SSSSEE
EEEETE EEEEEE eEEEEe

Unit: 1 ~

System IP address:192.168.12  Current system time: TUE JAN 1022:12:44 2006 System description: QSW-8300-28F | Exit Save & Exit

&3 QSW-8300-28F

#{ Switch basic config
#{] Module managemer
#{ Port configuration
#{] MAC address table
#{) VLAN configuration

#{1 IGMP snooping con|~

#{] MLD snooping conf
#{1) ACL configuration
#{1 IPv6 ACL configura
{1 AM configuration
#{ Port channel confic

#{1] DHCP configuration

#{] DHCP Snooping cor
#{1 SNTP configuration
{1 NTP configuration

#{1 QoS configuration

#{1 L3 forward configui
#{1 Route configuratior
#{ IPv6 Route configu

R Mulkicaet nentacal T

-
|| Please select port: Ethemet1/0/19 ~

Interface brief:
Ethernet1/0/19 is down, line protocol is down
Ethernet1/0/19 is layer 2 port, alias name is (null), index is 19
Hardware is Gigabit-Combo, active is Copper, address is 00-1f-ce-4b-b2-46
PVID is 1
MIU 10218 bytes, BW 10000 KRbit
UPTIME (0 seconds)
Encapsulation ARPA, Loopback not set
Auto-duplex , Auto-speed
FlowControl is off, MDI type is auto
[fransceiver info:
Statistics:
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
The last 5 second input rate 0 bits/sec, 0 packets/sec
The last 5 second output rate 0 bits/sec, 0 packets/sec
Input packets statistics:
0 input packets, 0 bytes, 0 no buffer
0 unicast packets, 0 multicast packets, 0 broadcast packets
0 input errors, 0 CRC, 0 frame alignment, O overrun, 0 ignored,
0 abort, 0 length error , 0 pause frame
Output packets statistics:
0 output packets, 0 bytes, 0 underruns

PucyHok 1-11. [maBHOE MEHK HAaCTpPOWKM BED-UHTepdeinca.

NMPUMEMAHUE: npu HacTporke KoMMmyTaTopa, MMS KOMMyTatopa MNULIETCA aHrMNCKUMMU

OykBamu.

1.1.2.3. YnpaBneHue KOMMyTaTOpoOM 4Yyepe3 ceteBoe ynpasneHune SNMP

Heobxoanmble TpeboBaHus:

1. KommyTaTop AOMmKeH MMEeTb CKOH(UrypupoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-nHTEepderc kKommyTtaTopa, AOMKHblI UMETb
IPv4/IPv6-agpeca B 0OQHOM CErMEHTE CETW.

3. Ecnu BTOpON NyHKT HE MOXeT ObITb BbINONHEH, HTTP-knneHT aosmkeH bbiTb

nogkntoyeH K IPv4/IPv6-agpecy kommyTatopa € ApYrMx YCTPOMCTB, TakMX Kak poyTep.
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XocT ¢ nporpammMHbiM o6ecnedeHnem SNMP ona ynpaBneHus CeTbto LOMMKEH YMETb NMHIoBaThb
IP-agpec kommyTaTopa Tak, 4Tobbl Nnpu paboTe nporpammHoro obecneyvenHns SNMP, oHo 6bino
AOCTYMHO ANSA OCYLECTBMEHUs onepaunin YTeHusi/3anmcu Ha HeM. MNogpobHocTn O ToM, Kak
ynpaBnsaTe kommyTatopamu yepe3d SNMP, He ByayT pacCMOTpeHbl B 3TOM PYKOBOACTBE, WX
MOXHO HanTh B “Snmp network management software user manual” (MHCTpyKUMA NO ceTeBOMY
ynpasneHnio SNMP).

1.2. CLI-uHTepdpenc

KommyTaTop obecneunBaeT Tpu nHtepdenca ynpaenennsa anga nonb3osatens: CLI (Command
Line Interface) wHTepdenic, Beb-uHTEpdENC, ceTeBoe ynpaBrneHue MnporpamMMHbIM
obecnevyeHnem SNMP. Mbl nosHakomum Bac ¢ CLI (KoHconblo), Be6-uHTEepdencom u umx
KoHpurypaumamm B getanax, SNMP noka He BygeTt paccmaTtpuBatbhes. CLI-mHTepdeic 3Hakom
OonblWKMHCTBY nonb3oBatenen. Kak ynomsHyToO Bbille, Npy ynpaBfieHUun no He3aBUCUMbIM
KaHanam cBa3n n Telnet ynpaBneHne KOMMYTaTOpPOM OCYLUECTBMASETCA Yepe3 UHTepdenc
komaHgHou ctpoku (CLI).

CLl-nHTepdperic noppepxuBaeT obonoudky Shell, kotopas coctouT u3 Habopa komaHA
KOH(purypaummn. 3TM KOMaHObl OTHOCATCA K pasHbiM KaTeropusm B COOTBETCTBUMM C UX
YHKLMSAMN B KOHGUIypaumm kKommyTaTopa. Kaxgas kateropus npegcraBnseT CBOW, OTINYHbIN
OT BCEX, PEXNM KOHpUIypaLmm.

BoamoxxHocTu Shell ons KOMMYyTaTOPOB ONMCAaHbI HAXE:
®  PEXMM HaCTPONKM;
e  HacCTpOWKa CUHTaKcuca;
e noadepxka codeTaHusi KnasuL,
e  Cnpaska;
e MpoBepKa BBOAA;
e fogaepxka a3blk HeveTkom fiorukn (Fuzzy math).

1.2.1. PeXXum HacCTponKu

User Mode
Admin Mode
Global Mode
O @
8 o 5 c
2 23 2 2
(=] @ w = E [0
= o 17— = 5
Q Pe = o2
3 = TR = = 3
= & © 5 8 S =
= (=]
2 = % = 2 —
= = 3 Q
I O (@] <
oo o

PucyHok 1-12. Pexumbl HacTpoinku Shell
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1.2.1.1. Pexxum nonb3oBaTens

Mpn BxoOde B KOMaHOHYK CTPOKY B MEPBYI odepeb Mofib3oBaTerfb OKa3blBAeTCA B pexume
nonb3oBartensa. Ecnu oH BXoauT B kadecTBe OObLIYHOrO MOMb30BaTenNsl, KOTOPLIA CTOUT MO
YMOIYaHuio, Toraa B CTpoke oTobpaxaetcs “Switch>“, rae cumBon “>“ aenseTca 3anpocom ans
pexuma nonb3oBaTtens. Korga komaHaa Bbixoga 3anyckaeTcd No4 peXMMoM agMUHUCTpaTopa,
OHa ByZeT Takke BO3BpallleHa B PeXMM Mosib3oBaTens.

B pexunmMme nosib3oBaTens, 6e3 AONOJTHNUTENbHbBIX HACTPOEK, NoJib3oBaTes1i0 OOCTYMHbI TOJIbKO
3anpocsl, HaNnpmmep, spemM4a nnmn I/IHCbOpMaLl,I/IFI O BepCunn KoMMyTaTopa.

1.2.1.2. Pexxunm agMUHUCTpaTopa

[Onsa Toro 4ytobGblI Monactb B pexum AAMUHUCTpaTOpa (MPUBUMErMPOBaHHbIN) CyLLeCcTBYeT
HEeCKONbKO CNOCOOO0B: BXOA C UCMONb30BaHNEM B Ka4ecTBe MMeHM nonb3oBaTtensa "Admin"; BBog,
KomaHabl "enable" n3 HenpuBunerMpoBaHHoOro (NonNb3oBaTENbCKOro) MHTEpdENnca, Nnpu aToM
HeobOxoaumo GyaeT BBeCTM naposib agMuHUcTpaTopa (ecnu ycTaHosneH). lNpu paGoTte B
pexume agMUHUCTpaTopa npurralleHne KoMaHgHOM CTPOKM KomMyTaTopa OyaeT BbirnageTb
Kak "Switch#". KommyTtatop Takke nogaepxveBaeT kombuHaumio knasuw "Ctrl + Z", 410
no3BosiieT MpoCTbiM CNOCOBOM BLINTM B pPeXuUM agMuvHucTpaTopa u3 nwboro pexuma
KOHpurypaumm (3a NCKMHYEHNEM NOSb30BATENBCKOrO).

Mpu paboTe c npuBuUnerMaMn agMuUHUCTpaTopa MNofb3oBaTerNb MOXeT AaBaTb KOMaHAbl Ha
BblBO KOHMUrypauMOHHOW WH(OpMaLUK, COCTOSHUM COEAMHEHUA W CTaTUCTUYECKOW
nHpopmMaumm 060 Bcex noptax. Takke norib3oBaTeNlb MOXET NeperTn B pexnm rnobanbHOro
KOHOUIypuUpoBaHUa U U3MeHUTb by 4YacTb KOHurypaummm kommyTtatopa. [loatomy,
onpegeneHve naponsa Ans 4octyna K NpuBUNernpoBaHHOMY pexuMy serseTcs obs3aTenbHbIM
AN npefoTBpalleHus  HeaBTOPWM3OBaHHOrO [AOCTyna UM 3NIOHAMEPEHHOro  U3MEHEHWUs
KOHpMrypaumm KommyTaTtopa.

1.2.1.3. Pexxnm rnob6anbHOro KOHpUrypmpoBaHus.

Habepute komaHay “Switch#config” B pexunme agmuHucTpatopa gnsi Toro 4Ytobbl BOUTU B
pexum rnobanbHoOro KoHgUrypmposaHus. Mcnonb3ynte KomaHgy BbiXxO4a B COOTBETCTBUM C
OpYrMMN pexxmmMamun KoHurypaummn, Takumm, kak pexum nopta, VLAN-pexunm, BepHyTCca B
pexum rrnobanbHOro KoHdurypupoBaHus. [onb3oBaTenb MOXeT BbIMOMHATE rrobanbHble
HaCTPOMKM KOHUrypaumMm B 3TOM pexume, TakMe Kak HacTpowka tabnuy MAC-agpecos,
3epkanupoBaHue noptos, co3gaHme VLAN, sanyck IGMP Snooping n STP, n 1. 4. Takke
nonb3oBaTenb MOXeT BOWTM B PEXMM KOH(UIypupoBaHUS mnopTa [Afs HaCcTPOMKM BCeX
nHTEepencos.

1.2.2. Pexxum KkoHdurypmpoBaHua nitepdenca

Mcnonb3oBaHme kKOMaHgbl MHTepdEeNca B pexume rnobanbHOro KOHpUrypupoBaHns no3sonsaeT
BXOAUTb B PEXMUM KOHGUIYpPUpOBaHUA yKasaHHOro nHtepdenca. Kommyrtatop nogaepxusaeT
Tpn Tnna nHtepdgencos: 1. VLAN; 2. Ethernet-nopr; 3. MNopT-kaHan, cCOOTBETCTBYOLLMIA TPEM
pexnmMmam KoHgurypaumm nutepgenca.

Tvn KomaHpa HencrtBue komaHabl | Bbixop

UHTepdenca

VLAN Habepute komaHay | Hactponka IP-agpecoB | cnonb3ynte
interface vlan <Vlan-id> B | kommyTaTopa u 1.4. KomaHay exit ans
pexume  rnobanbHOro BO3BpaLLeHus B
KOH(pUrypupoBaHus. rnodanbHbIN PEXUM.
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Tun KomaHaa HenctBue komaHabl @ Bbixop

UHTepdenca

Ethernet-nopTt HabepuTte KomaHgy | Hactporika Wcnonbaynte
interface ethernet | nogaepxuBaem oro | kKomaHgy exit ans
<interface-list> B pexxume | AyNNeKCHOro  pexuma, | Bo3BpalleHus B
rno6anbHoro CKOpOCTH rnoGanbHbIN PEXnUM.
KOH(pUrypupoBaHus. Ethernet-nopTa u T.n.

MopT-kaHan Habepute komaHgy | KoHdurypuposaHue Wcnonbaynte
interface  port-channel | nopT-kaHana: komaHgy exit gns
<port-channel-number> | gynnekcHbIN pexumM, | Bo3BpaLleHUs B
B pexume rnobanbHOro | CKOpocTb U T.4. rnoGanbHbIN PEXNM.
KOHQUrypupoBaHus.

1.2.3. Pexum VLAN

Mcnonb3oBaHme komaHgpbl <vlan-id> B pexume rnobanbHOro KOHUrypupoBaHus, nomoraet
BOWTM B COOTBETCTBYHOLLNIA pexum koHdurypmposanus VLAN. B aTom pexume agmuHucTpatop
MOXeT HacTpauBaTb BCe MOpTbl nonb3osatenen cootsetcTByowero VLAN. BbinonHute
KomaHay Bbixoaa, Ytobbl BbinTv 13 pexxuma VLAN B pexmm rnobanbHOro KoOHurypmpoBaHusi.

1.2.4. Pexxum DHCP Address Pool

Beegute komangy ip dhcp pool <name> B pexxume rnodanbHoro KOHOUrypmpoBaHus s sxoda
B pexum DHCP Address Pool. MNpurnawenne atoro pexunma “Switch(Config-<name>-dhcp)#”.
B atom pexunme npoucxogut koHdurypuposaHne DHCP Address Pool. BeinonHute komaHgy
BbIxoga, 4Tobbl BbIATM M3 pexuma KoHdurypuposaHus DHCP Address Pool B pexum
rno6anbHOro KOHPUrypnpoBaHUS.

1.2.5. ACL-pexum

Tun ACL KomaHaa DencrtBue komaHabl  Bbixon

CtangapTHbIn Habepute komaHay ip | Hactpoiika Wcnonbaynte

pexum IP ACL access-list standard B | napameTtpoB KoMaHgy exit ans
pexume  rnobanbHOro | AnsactaHgapTHOro BO3BpaLLEeHUs B
KOH(pUrypupoBaHus. pexuma IP ACL rnobanbHbIN PEXUM.

PaclwmpeHHbIn Habepute komaHgy ip | Hactpoiika Wcnonbaynte

pexum IP ACL access-list extended B | napameTtpoB ona | komaHgy exit  gns
pexume  rnobanbHOro | pacLUMpPeHHOro pexuMa | BO3BpalleHus B
KOHQOMrypupoBaHus. IP ACL rnobanbHbIN PEXUM.

1.2.6. HacTponka cMHTakcuca

KommyTatop pasnuyaeT MHOXEeCTBO KOMaHg KoHdurypaumu. HecmoTps Ha To, 4TO BCe
KOMaHabl pasHble, Heobxoammo cobngaTtb CUHTaAKCUC WX HanucaHus. Obwumin dopmaTt
KOMaHAbl KOMMyTaToOpa NPUBEAEH HUXE:

cmdtxt <variable> {enum1] .. | enumN } [option1] ... | optionN]
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PacwudpoBka: cmdixt >XUPHbIM LWIPUEPTOM yKasblBaeT Ha KNIOYEBOE CIIOBO KOMaHAbl;
<variable> ykasbiBaeT Ha wu3ameHsembin napametp; {enum1 | ... | enumN} o3HavaeT
obsa3aTenbHbIM  NapameTp, KOTOpbIN [AOMmkeH ObiTb BblbpaH M3 Habopa napameTpoB
enumi~enumN, a B kBagpaTHble ckobkn “['[option1 | ... | optionN] 3aknovaoT
Heobsa3aTenbHbIV NapameTp. B aToM cnyyae B KOMaHAHOM CTPOKE MOXET ObiTb KOMOUHaLMSA
"<>" N m "], Hanpumep, [<variable>], {enuml <variable>| enum2}, [option1 [option2]], n Tak
panee.

BoT npumepbl HEKOTOPbLIX aKTyarbHbIX KOMaHAbl KOHUrypauun: show version, napameTpbl He
TpebyeTcs. OTO kOMaHAa, COCTosILAs TONMbKO M3 Kro4veBblX crioB U 6e3 napameTpos; vlan
<vlan-id>, HeoGxoaum BBOA, 3HAYEHUs NapaMeTpPOB MOCne KMYeBoro Crnoea.

firewall {enable | disable}, aTon komaHOON MOML30BaTENb MOXET BKIMOYUTL UMN BbIKMOHYUTL
BpaHamayap, crieayeT Nullb BbiBpaTh HYXKHbIM NapameTp. snmp-server community {ro | rw}
<string>, HWXe NpMBeaeHbl BO3MOXHbIE BapuUaHThbl:

shmp-server community ro <string> snmp-server community rw <string>

1.2.7. CoyeTaHuA KnaBuLl

KommyTatop noggepxvBaeT MHOXECTBO COYeTaHui Knasuw ana  obrnerdeHus BBoAa
KOHUrypauum nornb3oBaTtenem. Ecrnv komaHaHas cTpoka He NpuU3HaeT HaXkaTus BBEPX U BHU3,
1O Ctrl + P n Ctrl + N moryT 6bITb MCNOMb30BaHbl BMECTO HUX.

KnaBuwa (1) ®yHKuuaA

Back Space YaanuTe cumBeon nepeg kypcopom. Kypcop nepemellaeTtcs Hasag.

Beepx “1” lMokasaTb npegblaywyto BBedeHHYy KomaHay. OTtobpakeHwe Oo gecdatu
HeAaBHO HabpaHHbIX KOMaHA,.

BHus “|” MokasaTb cnegyoLLyto BBeAEHHY koMaHay. Npy ncnonb3oBaHnn KraBuLn
BBEpX “1”, Bbl NoflyvyaeTe paHee BBeAEHHblE KOMaHAbI, MPU NCNOMb30BaHUN
Knaeuwu BHM3 “|”, Bbl BO3BpaLLaeTeCh K CrieayoLen koMmaHae.

BneBo “«” Kypcop nepemelwiaetca Ha oauH | Bbl MOXeTe Mcnonb3oBaTh KraBuvLn

CMMBOIJ1 BI1€BO. BlleBO <« WU BhnpaBo — O5hd
n3MeHeHnA BBeeHHbIX KOMaHAa.

Bnpago “—” Kypcop nepemellaetca Ha OAuH
CMMBOJ1 BNpaBo.

Ctrl +p Takas e, Kak 1 y KnaBuwn BBepX “1”.

Ctrl +n Takas e, KaK 1 y KnaBuwn BHAU3 “|”.

Ctrl +b Takasi e, Kak 1 y KnasuLin BneBo “«.

Ctrl +f Takasi e, Kak 1 y KnasuLin Bnpaeo “—”.

Ctrl +z BepHyTbcs B Pexum agmuHucTpatopa HenocpeAcTBEHHO U3 Apyrux

PEXMMOB HAaCTPOMKM (32 UCKITIOYEHMEM MONb30BATENBLCKOIO pexuma)
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KnaBuwa (1) ®yHKuus

Ctrl +c OcTaHoBKa HenpepbIBHbIX MPOLIECCOB KOMaHA, TakMX KaK MUHT 1 T.4.

Tab B npouecce BBoga komaHabl Tab MoxeT ObiTb MCMONb30BaH AN ee
3aBepLUEHNS, ECNN HET OLLIMOOK.

1.2.8. CnpaBka

CywecTtBytoT ABa cnocoba nony4ntb 4OCTYN K CNpaBoYHON nHgopmaumun: Komangamum “help” n
“?”-

Hoctyn Kk  WUcnonb3oBaHue U (pyHKLUMN

cnpaBke

Help Mog nwobon komaHgHom cTpokon BBegute "help" u HaxmuTe Enter, Bbl
nony4mTe KpaTkoe onMcaHme 13 CrnpaBoYHON CUCTEMDI.

“o” Mog no6on komaHgHOWM CTpokor BBeanTe "?", 4ToObl NONTYYNTb CMIMCOK KOMaHA

Ona Tekywero pexumma ¢ Kpatkmm onncaHunem.

Beegute "?" nocne komangbl. Ecnv nosvumst gomkHa GbiTb napameTpom,
onucaHue 3Toro napameTpa Tuna, macwraba v 7.4., 6yayT oTobpaxeHbl, ecnu
no3numsa JormkHa ObiTb KMHYEBLIM CNOBOM, TO OyaeT otobpaeH Habop
KSTOYEBbIX CMNOB C KpaTKUM ONUCaHWEM, eCcnu Bbiwno "<cr >", To KkoMaHga
BBEZEHA MOMHOCTLIO, HAaXXMUTE kraBuwy Enter, 4yToObl BINONHUTE KOMaHAY.

Beegute "?" cpasy nocne CTpoku. OTO MNOKaXeT BCE KOMaHAbl, KOTopble
HaYMHAaKTCS C 3TOWN CTPOKM.

1.2.9. MNpoBepka BBOAA

1.2.9.1. OTobpaxaemas nHdopmauums: ycnewHoe BbinonHeHue (successfull)

Bce komaHgbl, BBOAUMbIE Yepes KnaBnaTypy, NpoxoaaT NPoBepKy cMHTakcuca B Shell. Hnuero
He OygeT oTobGpaxaTbCs, ecnu nonb3oBaTenb BBESl NpPaBUibHblE KOMaHAbl  Npwu
COOTBETCTBYIOLLMX PEXMMAX U YTO MPUBESO K UX YCMELIHOMY BbINOSTHEHWIO.

1.2.9.2. Otob6paxaemasn nHdopmaums: oLuMO604YHbLIN BBOA, (error)

OTob6paxaemoe coobueHue [llossicHeHue
OLLUNOKMN

Unrecognized command or illegal BBegeHHOM KkOomaHObl He CywlecTByeT WU ecTb

parameter! owubka B NapameTpe MacwTaba, TMNa WK
dopmara.
Ambiguous command [ocTynHO no kpawHen mepe ABe MHTepnpeTauum

CMbICJ1la Ha OCHOBE BBEEHHOIO TEKCTa.
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YNPABINEHVNE KOMMYTATOPOM

OTtob6paxaemoe coobLieHune
OLIMOKN

MosAcHeHue

Invalid command or parameter

KomaHga cyuwiectByeT (Mpu3HaeTcsl), HO 3apjaH
HenpaBUnbHbIN NapameTp.

This command is not exist in current
mode

KomaHga cyuwiectByeT (MpM3HaeTcs), HO He MOXeT
ObITb MCMONb30BaHa B JAaHHOM pexumve.

Please configure precursor command
"*" at first!

KomaHga cylwecrsyeT (npusHaeTcs), HO
OTCYTCTBYET yCrOBME KOMaHAbI.

syntax error: missing " before the end
of command line!

Owmnbka CUHTaKCcuca: KaBbI4YKU He MOryT
MCMNoJb30BaTbCA B nape.

1.2.10. NMoppepxka A3blka HevyeTKon nornku (Fuzzy math)

Shell Ha kKoMMyTaTOpe UMeET NOAOEPXKKY A3blka HEYETKOM JTOTMKMN B MOUCKE KOMaH U KIMHoYeBbIX
cnos. Shell 6ygeTt pacnosHaBaTb KOMaHAbl 1 KrtOYEBbIE CIOBa B TOM Cly4Yae, ecinv BBeAeHHas

CTpOKa He Bbi3blBa€T HUKaKUX KOH(bﬂMKTOB.

Hanpumep:

1. KomaHga “show interface ethernet status”, 6yget pabotatb gaxe B ToM criydyae, ecnm

HabpaTb “sh in ethernet status”.

2. OpHako, npu Habope komaHabl “show running-config” kak “show r” cuctema coobwnT
“> Ambiguous command!”, T.k. Shell 6ygeTt He B cOCTOSAHUM ONpeaenuTb YTO UMENOCh
BBMAy “show radius” unu “show running-config”. Takum obpasom, Shell cmoxeT
npaBunNbHO pacno3HaTb KOMaHay ToNbKo ecnu ByaeT HabpaHo “sh ru”.

@ §) QTECH

MUP LOOCTYMHEE

28




PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA " www.atechru |

2. OCHOBHbIE HACTPOMKU KOMMYTATOPA

2.1. OCHOBHbIE HAaCTPOMKMU

OcHoBHbIe HaCTpOI;lKI/I KOMMYTaTopa BKIHO4YakT B cebs KOMaHAabl And BXoda W BbiXoda U3
pexnma agMMUMHUCTPAaTOopa, KOMaHAdbl A4 BXOOa W BbiXOda U3 peXumMa KOH(bI/IprI/IpOBaHMFI
MHTepcbeﬁca, anda HaCTpOVIKM n 0T06pa)KeHI/1$I BpeMeHn B KOMMYyTaTope, 0T06pa)KeHI/1$I
I/IHC*)OpMaLl,I/II/I O BepCcumn cnctemMmbl KOMMYyTaTOpa U TaKk aanee.

KomaHpa

MosicHeHue

OOGbIYHbIV NONb30BaTeNbCKUM pexnm/Pexum agMmHucTpaTopa

Enable [<1-15>] disable

Monb3oBaTenb UCnonb3yeT koMaHay enable ansa Toro YToGbLlI BONTH
B peXnm agMuHuctpatopa. A komaHay disable ons Beixoga uU3 Hero.

Pexum agMuHucTpartopa

config [terminal]

Bxognt B pexum rnobanbHOro KOHMUIrypupoBaHus M3 pexuma
agMuHUCTpaTopa.

PasnuyHbie pexumbl

exit

Bbixog 13 Tekywero pexuma u BXo4 B Npeablaylivin pexum,
Hanpumep, ecnu NPUMEHUTb 3Ty KOMaHgy B pexume rnobdansHoro
KOH(MrypupoBaHusl, TO OHa BEPHET BaC B PEXMM aAMMHUCTPATOpPA,
ecnu HabpaTb ewe pa3 (yke Haxogsdcb B pexunme
agMUHMUCTpaTopa), TO NonageTe B NOMb30BaTENbCKUNA PEXUM.

show privilege

lMokasbiBaeT npusunernn gna onpeneneHHbIxX none3oBartenemn

PacwmpeHHbIN nonb3oBaTenbCKkun pexmm/Pexxum agmMmHucTpatopa

end

BbixoOUT ©3 Tekywlero pexuma U BO3BpallaeTcsi B Pexum
agMvHUCTpaTopa, TONMbKO KOrga Mosfib3oBaTesflb HaxXoAWUThCA He B
Nonb30BaTeNbCKOM/agMUHUCTPATOPCKOM pexXMmax.

Pexnm agMmHucTpatopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa gaTtbl BpeMeHHN.

show version

OTobpaxeHne Bepcumn KOMMyTaTopa.

set default

BosBpaluaeT 3aBoCKME HACTPOMKN.

write

CoxpaHsieT TekyLyto kKoHdurypaumio Ha Flash-namaTe.
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OCHOBHbIE HACTPOWKM KOMMYTATOPA W
KomaHpa NMosicHeHue
reload Mepes3arpyska koMmyTaTopa.
show cpu usage lMokasbiBaeT cTeneHb ncnonb3osaHms CPU.
show cpu utilization lMokasblBaeT TEKYLLYIO CKOPOCTL 3arpy3ku npoueccopa.
show memory usage lMoka3blBaeT CTeneHb MCMNOSb30BaHNSA NaMATH.

Pexum rno6anbHOro KOHUrypmpoBaHus

banner motd <LINE> HacTtponka oTobpaxaemon WHMpOpMaLuMM nNpu  yCneLHomn
ho banner motd aBTopu3auu nonb3oBaTena 4epe3 Telnet wunmM  KoHcomnbHOE
coefiHeHue.

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBegeHue B Telnet

Telnet — 370 NPOCTON NPOTOKON yAANeHHOro AocTyna Ans AMCTaHUMOHHOIO Bxoda. Vcnonb3ys
Telnet, nonb3oBaTens MoXeT AMCTAHLMOHHO BOMTM Ha XOCT Mcnonb3ysi ero IP-agpec unu nms.
Telnet MoXeT nocbinaTe HaXxaTus KNaBuL YOANEHHOMY XOCTY M BbIBOAWTb AaHHblE HA 3KpaH
nonb3oBaTens ucnosnb3ys npotokon TCP. OTo npo3payHas npoueaypa, Tak Kak KaxeTcsl To,
YTO MONb30BaTENbCKME KNaBmaTypa ¥ MOHUTOP NOAKMYEHb! K YAAaNeHHOMY Y31y HanpsiMyto.

Telnet ucnonb3yeT KIMEHT-CepBEPHbIN PEXMM, JlOKarbHad cUCTeMa BbICTynaeT B ponu
Telnet-knueHTa, a yganeHHbln XocT — Telnet-cepeepa. KommyTaTop MOXET ObiTb, Kak
Telnet-cepBepoM, Tak 1 Telnet-knneHTom.

Koroa kommyTtaTop mucnonb3yeTtcs kak Telnet-cepBep, monb3oBaTenb MOXET WUCMONb30BaTb
Telnet-knueHTckMe nporpammbl, BkoveHHble B OC Windows vnu gpyrne onepauyoHHble
CMCTEMbI O BXOoA4a B KOMMYTaToOp, Kak OMMCaHO paHee B pasgene “ynpaeneHve mno
He3aBMCMMbIM KaHanam cBsasn”. Kak Telnet-cepBep KoMMyTaTop MO3BOMAET 4O 5 KNMeHTam
Telnet-nogkntoyeHne, ncnonbaysi npotokon TCP.

Takke kommyTaTop, paboTasi kak Telnet-knMeHT, NO3BONSIET NONb30BaTENO BOWTU B Apyrue
yaaneHHble XocTbl. KommyTaTop MoxeT ycTtaHoBuTb TCP-nogkntoyeHne TOnbko K OfHOMY
yAaneHHoMmy xocTty. Ecnu nosiBuTbCcsi HEOGXOOMMOCTb COEAMHEHWUSt C APYIMM yAaneHHbIM
XOCTOM, Tekylume coeguHeHns TCP ormkHbl ObiTe pasopBaHsbl.

2.2.1.2. KomaHabl KoHurypupoBaHusa Telnet

1. Hacrtpowka Telnet-cepepa.
2. WNcnonb3oBaHue Telnet ona yganeHHoro 4ocTtyna K KOMMyTaTopy.
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1. Hactpowka Telnet-cepsepa.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

telnet-server enable
no telnet-server enable

Aktusnpyet dyHkumio Telnet-cepBepa Ha
KOMMyTaTope, KoMaHaa “no” aeaktueBupyet
3Ty PYHKUMIO.

username <user-name> [privilege <privilege>]
[password [0 | 7] <password>]

Nno username <username>

HacTtpauBaeT nms nonb3oBaTtens 1 naponb
onsa poctyna no Telnet. Komanpga “no”
yaansieT AaHHble aBTopM3auun BbIGpaHHOro

nonb3oBaTtend.

authentication securityip <ip-addr>
no authentication securityip <ip-addr>

HactpanBaeTr 6Ge3onacHocTb |P-agpecos
Ons Bxoga Ha kKommyTtaTop no Telnet:
KoMaHga “no” OoTMeHsieT npeablayLuyto
KomMaHgy.

authentication securityipv6 <ipv6-addr>
no authentication securityipv6 <ipv6-addr>

HactpauBaeTt 6e3onacHocTb IPv6-agpecos
Ons Bxoga Ha kommyTtatop no Telnet:

“ ”

KomMaHga “no” OTMeHsieT npeablayLlyto
KoMaHay.

authentication ip access-class  {<num- | CBa3biBaeT cTaHgapTHbin IP ACL c Telnet/

std>|<name>} SSH/Web; komaHpa “no” oTMeHseT

no authentication ip access-class NPEABIAYLLYIO KOMaHAY .

authentication ipv6 access-class {<num- | CessbiBaeT IPv6 ACL c Telnet/SSH/Web;

“ ”

std>|<name>} KoMaHga “no” OoTMeHsieT npeablayLllyto
no authentication ipv6 access-class KOMaHAy.

Authentication line {console | vty | web} login | HacTponka pexuma  ayTeHTudukaumm
{local | radius | tacacs } Telnet.

no authentication line {console | vty | web} login

authentication enable method1 [method?2 ...]
no authentication enable

HacTpoika BKNHOYEHUs1 CNUCKOB MeETOLO0B
ayTeHTUdmKaumu.

authorization line {console | vty | web} exec
{local | radius | tacacs}

no authorization line {console | vty | web} exec

HacTtpoika pexnma astopmsauum Telnet.

(@ orecy

31




PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA " www.atechru |

KomaHpa OnucaHue

accounting line {console | vty} command <1-15> | HacTpolika cnMcka MeTogoB ydeTa.

{start-stop | stop-only | none} methodl
[method2...]

no accounting line {console | vty} command <1-
15>

Pexunm agmMmHucTpaTopa

terminal monitor OTobpaxeHne 0TNagoOYHOM WHGOPMaLMK
NS BXoga Ha  KOMMyTaTop  4epes
Telnet-knueHT; KomaHpa “no” oTknwoyaeT
oTobpaxeHne gaHHOM MHopMaLmu.

terminal no monitor

2. Wcnonb3oaHue Telnet 4na yaaneHHoOro goctyna kK KoMMyTaTopy.

KomaHpa OnucaHue

Pexum agMmuHucTpartopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6-addr> | Bxogq Ha XOCT KomMmyTaTopa 4epes

| host <hostname>} [<port>] Telnet-knMeHT, BXOASLWMIA B KOMMNEKTaLuo
KOMMyTaTopa.

2.2.2. SSH

2.2.2.1. BBepeHue B SSH

SSH (aHrn. Secure SHell — «b6esonacHas obonoyka») ABASETCA MNPOTOKOSIOM, KOTOPbINA
obecneumBaeT 6e3onacHbIN yganeHHbI OOCTYyN K ceTeBbiM ycTponcTBam. OH OCHOBaH Ha
HagexHom TCP/IP-npotokone. OH nogaepXvBaeT TakMe MeXaHu3Mbl Kak pacnpegerneHue
KNoyen, NpoBepka MOANMMHHOCTU U WndpoBaHns mexagy SSH-cepBepoM n SSH-knneHTom,
yCcTaHoBka 6e30nacHoro coeamHeHnus. MIHpopmauus, nepegaBaemas Yepes 3T0 CoeanHeHne
3almueHa oT nepexearta 1 paclwm@poBky. [Ina goctyna kK KOMMyTaTopy, COOTBETCTBYHOLLEMY
TpeboBaHmsam SSH2.0, Heob6xoanmo SSH2.0 knneHTCcKoe nporpaMmmHoe obecneveHe, Takoe,
kak SSH Secure Client n Putty. lNonb3oBaTenu MoryT 3anyckaTb BbilLlENEpPEYMCIEHHOE
nporpamMmHoe obecneyeHve ANs YNpaBfeHUss KOMMYTaTOpoM yaaneHHo. KommyTatop B
HacTosiwee BpeMs noggepxuBaeT ayTteHTudukaumto RSA, 3DES wn SSH-wwudposaHue
NpOTOKONa, Naposib NONb30BaTENSA ayTeHTUdMKAUMK 1 T.4.



http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA

PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA

2.2.2.2. Cnucok KkomaHa ana koHdurypmposaHusa SSH-cepBepa

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

ssh-server enable
no ssh-server enable

AKTMBauMs QYHKUMM Ha KOMMYyTaTope; KoMaHga
“No” OTMEHSET NpeablayLLyto KoMaHay.

username <username>

[privilege

HaCTpaVIBaeT MMA nonb3oBatend M naposb And

no ssh-server authentication-retries

<privilege>] [password [0 | 7] | moctyna K KommyTatopy 4epe3 SSH-knueHT.
<password>] KomaHga “no” ygpandetr pAaHHble aBTopu3auum
no usemame <usernames BblOpaHHOro nonb3oBaTens.
ssh-server timeout <timeout> HacTtponka TtanmayTta gnsa ayteHtudpumkaumm SSH;
T KomaHpga NO” BOCCTaHaBNMBAET 3HAYEHUs Mo
yMOM4YaHuIio TanmayTa gnsa ayteHtudukaumm SSH.
ssh-server authentication-retires | Hactponka 4yncno NMOBTOPHbIX MOMNbITOK
<authentication-retires> SSH-ayTeHTUdhMKauuuy; KomaHpa “no”

BOCCTaHaBnmMBaeT 3HA4YeHNA NO YMOM4YaHUIO.

<moduls>

ssh-server host-key create rsa modulus

CospaHne HoBoro RSA «knoya xocta Ha
SSH-cepsepe.

Pexum

agMUHUcTpaTopa

terminal monitor
terminal no monitor

Mokas otnagoyHon nHdopmauun SSH Ha cTopoHe
KNMEHTa; KomMaHda “no” OTMEHSET npeablayLlyto
KomaHzay.

2.2.2.3. Npumep HacTponkn SSH-cepBepa

Mpumep 1:
3apgauu:

e Bxnountb SSH-cepeep Ha kommyTaTope W 3anyctutb SSH2.0 nporpammHoe
obecneveHune knneHTta, Takoe kak SSH Secure Client nnn Putty Ha TepmuHane. Bontu
Ha KOMMYTaTOp, UCMONb3Yyst UMSA NONb30BaTeNsI U MAPOSb OT KINEHTA.

e Hactpowutb IP-agpec, no6aBnte SSH-nonb3oBaTtenen n aktuenposatb SSH-cepsuc Ha
kommyTaTope. SSH2.0 KIMEHT MOXET BOWTM B KOMMYTATop, WCMOMb3yd WUMS
nonb3oBaTens 1 Napornb 4519 HACTPOMKN KOMMYyTaTopa.

Switch(config)#ssh-server enable

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0
Switch(Config-if-Vlanl)#exit
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Switch(config)#username test privilege 15 password 0 test

B IPv6-ceTax, TepmunHan [ormkeH 3anyctutb SSH-knMeHT n nporpammHoe obecneyenwe,
KoTopoe nogaepxuBaeT IPv6, Takme kak putty6. lMonb3oBaTenn He AOOMKHbl U3MEHATb
HacCTPOMKM KOMMYyTaToOpa, 3a MCKNYeHueM pacnpefeneHus IPv6-agpeca ona nokanbHOro
XocTa.

2.3. HacTtpouka IP-agpecoB KommyTaTopa

Bce Ethernet-nopTbl KOMMyTaTOpPa NO YMOMYaHWMIO ABNAOTCS NOpTaMmn OCTyna ANd KaHanbHOro
YPOBHSA M BbINONHAOTCA Ha BTOpoM YypoBHe. VLAN-mHTepdeinc npeacraBnsiet cobon
NHTEpdEeNC TpeTbero ypoBHSA C PYHKUMSMU, ONA KOTOPbIX MOXeT ObiTb HasHadveH |IP-agpec,
KoTopbl ByaeT Takke IP-agpecom kommyTaTopa. Bee cetn VLAN, cBsizaHHble ¢ nHTEpdencom,
N UX KOHcurypaumsa MmoryT OblTb HaCTPOeHbl B nogpexunme KoHdpurypuposaHus VLAN.
KommyTaTtop npegocraBndeTt Tpu MeToaa KoHdurypauum IP-agpeca:

L] py4Had;
e BOOTP;
. DHCP.

PyyHas HacTponka IP-agpeca nossonseTt npucesamsath IP-agpec Bpy4Hyto.

B BOOTP/DHCP-pexume, kommytatop pabotaet kak BOOTP/DHCP-knueHT, oTnpasnser
LUMpoKoBeLlaTenbHble  MakeTbl BOOTP-3anpoca Ha  BOOTP/DHCP-cepeepa u
BOOTP/DHCP-cepBep HasHavyaeT agpec OTNpaBUTENO 3anpoca, KpoMe TOro, KOMmyTaTtop
MoXxeT pabotatb B kadectBe cepBepa DHCP u gnHamudeckn HasHavaTb napameTpbl ceTw,
Takme, kak IP-agpeca, wno3 u agpeca DNS-cepsepoB DHCP-knueHTam, 410 nogpobHo
OnncaHo B nocriegyoLmx rnasax.

2.3.1. Cnncok KkomaHpa Ansa HacTpouku |IP-agpecoB

1. Bknwodvenune VLAN-pexuma.
2. Py4Has HacTpoMuka.

3. BOOTP-koHpurypaums.

4. DHCP-koHurypauus.

1. BknodeHne VLAN-pexuma.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CospgaHne VLAN-uHTepdpenca (MHTEpdENca
TPETbEr0 YPOBHS); KOoMaHga “no” ypanseT

no interface vlan <vlan-id>
VLAN-mHTEpP(ENC.
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2. Py4Has HacTpoMka.

[eui- 64]

no
length>

ipv6 address <ipv6-address [/ prefix-

KomaHpa OnucaHue

VLAN-pexum
ip address <ip_address> <mask> [secondary] | HacTpowka I“P-g,,u,peca VLAN-uHTepdemnca;
Fsc; coirl?da r)a/t]ddress <ip_address> <mask> fﬁ_"gﬁﬂimp d)gglca. ynansetr  IP-appeca
ipv6 address <ipv6-address / prefix-length> | Hactponika |Pv6-agpecoB. KomaHga “no”

yoanseT IPv6-agpeca.

3. BOOTP-koHduUrypaums.

KomaHpa

OnucaHue

VLAN-pexum

ip bootp-client enable
no ip bootp-client enable

Bkntoyenne kommyTtaTtopa kak BOOTP-knneHTa gns
nonyyenus IP-agpeca n agpeca wn3a nytem
neperosopos BOOTP. KomaHga “no” Bbikntovaet
BOOTP-KnueHT.

4. DHCP-koHurypauus

KomaHaa

OnucaHue

VLAN-pexum

ip dhcp-client enable
no ip dhcp-client enable

Bkntouenne kommytatopa kak DHCP-knuenTta gns

nonyyenus IP-agpeca n agpeca wn3a nytem
3anpocos DHCP. KomaHga “no” Bblknoyaet
DHCP-KNuneHrT.

2.4. Hactpouka SNMP
2.4.1. BBepeHue B SNMP

SNMP (Simple Network Management Protocol) asBnsietca ctTaHgapTHbIM NPOTOKOSIOM CETEBOIO
ynpaBneHnd, KOTopbIr LLUMPOKO UCMONb3YeTCa B yNpaBneHnn KoMnboTepHbIMU ceTamn. SNMP

ABNAeTCA pa3BMBarOWLNMCA MPOTOKOJIOM.

SNMP v1 [RFC1157] aBndeTca nepBown Bepcuen

npotokona SNMP, koTtopas agantMpoBaHa K OFpPOMHOMY 4MCrly Npov3BOAUTENEN CBOEN
npocToTon U nerkocTeto BHeapeHusi; SNMP v2c aensetca ynydweHHon sepcmen SNMP v1; B
SNMP v3 ycuneHa 6e3onacHocTb, gobasnensl USM n VACM (View-Based Access Control

Model).
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SNMP-npoTokon obecneunBaeT npocTton cnocod obmeHa nHdopmaunen ynpaBneHnsa ceTblo
mMexay ABymMs Todkamm B ceTu. SNMP ucnonb3yet MmexaHn3m 3anpocoB v nepeaaeT coobLleHns
yepe3 UDP (npoTokon 6e3 ycTaHOBNEHUS COEAMHEHUSA TPaHCMOPTHOrO YPOBHS ), MO3TOMY OH
XOpOLLO NOAAEPKMBAETCA CYLLECTBYIOLLMM KOMMNBIOTEPHBIMU CETSMMU.

SNMP-npoToKkOon uMCNoNb3yeT pexuMm CcTaHuumn-areHTa. B aToM CTpykType ecTtb [ABe
coctaensaowme: NMS (Network Management Station) n areHt. NMS saBnsetca pabouen
CTaHUMen, Ha KOTOpPOW CTOUT KnueHTckas nporpamma SNMP. 31o agpo SNMP ynpasneHus
ceTbto. AreHT cepBepHOro nporpaMmmMHoro obecneveHus paboTaeT Ha yCTPOWCTBaX, KOTOpble
Hy>xgatoTca B ynpasneHun. NMS ynpaensieT Bcemn obbektammn vyepes areHToB. KommyTaTop
nogaepxmeaeT OyHKUMM areHTa.

Cesasb mexgy NMS u areHtom npoucxogut B pexume KnumeHTt-CepBep, obmeHuBasach
ctaHgapTHbeiMu cooblieHmamn. NMS nocbkinaeT 3anpoc, n areHT otBevaeTt. ECTb ceMb TUMNOB
SNMP-coobLeHuin:

o Get-Request;

o Get-Response;

o Get-Next-Request;
o Get-Bulk-Request;
e Set-Request;

e Trap;

e Inform-Request.

NMS cBsisbiBaeTCcss C areHToM C nomowlblo 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request n Set-Request, areHT, npu nonyyYeHun 3anpocoB, OTBeYaeT CoobLueHneM
Get-Response. O HekoTOpbIX creunanbHbIX CUTyauusX, TakuX, Kak U3MEHEeHUs CTaTyCcoB
ceTeBbIX MOPTOB YCTPOWCTBA UMW U3MEHEHWUsI TOMOSIOMMW CeTW, areHTbl MOryT OTNpaBnsTb
cneumanbHble coobLueHna 06 aHomanbHbIX cobbITuax. Kpome toro, NMS moxeT BbITh Takke
YCTaQHOBIEH Ans  npeaynpexneHnss HeKOoTOpbIX aHoMasrbHblX  COBbITUKW,  akTMBUPYSA
RMON-dyHkuuto. Korga cpabatbiBaeT onpefeneHHoe MpaBuno, areHTbl OTNPaBfsioT
coobLeHNs B XXypHanbl COBbITUN B COOTBETCTBMM C HACTPONKAMW.

USM oGecneumBaeT ©Oe3onacHylo nepefady, Xopowo MpogyMaHHOe wWngpoBaHue u
ayteHTudmkaumto. USM  wndpyer coobuieHnsa B 3aBUCMMOCTM OT BBOAA Napons
nonb3oBaTtens. ATOT MEXaHN3M rapaHTUpyeT, YTO COOBLLEHMS HEe MOTYT BbITb NPOCMOTPEHbLI BO
Bpemsi nepedayn. Tarke USM-AyTeHTudunkaumsa rapaHTUpyeT, Y4TO COOBLLEHMNE HE MOXET ObITb
nameHeHo npu nepegadve. USM wucnonbsyetr DES-CBC kpuntorpacgpumo. N HMAC-MD5 u
HMAC-SHA ncnonb3aytoTcs gng ayTeHTUdmKaumm.

VACM wucnonb3yetca ansg knaccudukaumm npaB M OOCTyna nosfb3oBaTenen. 3To CTaBuT
nonb3oBaTternen ¢ OOHUM N TEM Xe paspeLleHneM 4oCTyna B 04Hy rpynny. HeaBTopmnsoBaHHbIe
nonb3oBaTeny He MOryT NPOBOAUTL Onepaumn.

2.4.2. BBepeHue B MIB

NHudopmauusa ynpaeneHns cetbto goctyna B NMS KkoppeKkTHO onpegeneHa u opraHn3oBaHa B
nHdopmMaumoHHon 6ase ynpasnenust (MIB). MIB — aTo npegonpegeneHHas uHdopmaums,
KoTopass MoXeT ObITb [OCTynHa 4epe3 NpOTOKOMbl YNpaBfieHUs CeTbl, BO BCEW CBOEN
MHOFOCITOMHOCTU N CTPYKTypupOBaHHOM Buae. [pegonpeneneHHas nHdopmaums ynpasneHus
MOXeT ObITb norydyeHa nytem MOHUTOpUHra ceteBbix ycTponcTB. ISO ASN.1 onpepensiet
apeBoBuaHyto CcTpyKTypy Ana MID, cooTBeTCTBEHHO Kaxabii MIB opraHusyeT BClO JOCTYMNHYHO
MHOpMauMilo B BuOE Takon CTPykTypbl. Kaxgbim ysen atoro gepeea cogepxut OID
(voeHTMdMKaTOp 06bEKTa) N KpaTkoe onucaHue ysna. OID npeactasnaeT cobon Habop uenbix
yucern, pasgeneHHblX Tovkamum UM MOXeT ObiTb  WUCNOoNb3oBaH Ans  onpeferneHuns
MeCTOMNOMNOXeHUs y3na B ApeBoBuaHoN cTpykType MID, kak noka3aHO Ha pUCYHKe HUXe:

36

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA " www.atechru |

Root

Node(1) Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

PucyHok 2-1. MNMpumep gepesa ASN.1

Ha atom pucyHke OID obbekta A sansetcs 1.2.1.1. NMS MoxXeT HanTn 3TOT 06beKT Yepes aToT
yHukanbHbin OID n nonyuntb cTaHdapTHble nepeMeHHble obbekTa. MIB onpegenset Habop
CTaHAAPTHbIX NEPEMEHHbIX 4111 MOHUTOPUHIa CETEBLIX YCTPOWCTB, Creaysi 3TON CTPYKTYpe.

Ecnu nidopmaums o nepemeHHbix MIB-areHTa gomkHa 6biTb TpocMoTpeHa, Heobxoanm 3anyck
nporpammHoro obecneyenunsa npocmotpa MIB Ha NMS. MIB B areHTe 0OGbIMHO COCTOUT U3
nyénnyHoro MIB un yactHoro MIB. Ty6nuyHbin MIB cogepXuT OTKPbITYHO MHOpMauuio
yrnpaBneHns ceTbto, KoTopas MOXET ObiTb gocTynHa gns sBcex NMS, yactHein MIB cogepxnt
KOHKPETHYI0 MHGOpMaLmio, KOTopass MOXeT ObiTb MNPOCMOTPEHa U KOHTpoOnupyeTcs
noagepXkon nponssoguTens.

MIB-I [RFC1156] 6bina nepsoun peanu3auven nyonuuHeix MIB SNMP, 1 6bina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwupsier MIB-I n coxpaHsetr OID gna MIB gepesbeB B MIB-I.
MIB-Il, cogepXuT BrOXeHHble AepeBbs, KOTOpble Takke HasbiBatoTca rpynnamuv. O6bekTbl B
3TUX rpynnax oOxBaTbiBalOT BCe (YHKUMOHanbHble obnactu B ynpaeneHun cetbio. NMS
nony4vaeT uHdopmMaumio 06 ynpaeneHun cetbio npocmatpmeas MIB Ha SNMP-areHTe.

KommyTtaTtop moxeT pabotaTh B kadectBe SNMP-areHTa, a Takke nogaepxmsaeT SNMP v1/v2c
n SNMP v3. Takke kommyTaTtop nogaepxunsaet 6asosble MIB-1I, RMON ny6nuyHeie MIB n
apyrme nybnuuHele MID, Takue kak Bridge MIB. Kpome Toro, kommyTtatop noggepxusaet
CaMOCTOSTENBbHO onpeaeneHHble YacTHole MIB.

2.4.3. BBepeHue B RMON

RMON sBnsieTcst Hanbonee BaXkHbIM pacwmpeHnem ctangaptHoro SNMP-npotokona. RMON
saBnsieTca Habopom onpegenennn MIB n ucnonb3yetcsa Onst onpeneneHust CTaH4apTHbIX
CPeAcCTB M MHTepencoB and HabngeHns 3a CeTbio, NO3BONSET OCYLLECTBNSATb CBA3b MEXAY
TepMmuHanamu ynpasneHna SNMP n yganeHHsiMn ynpasnsembiMn kommytaTtopamm. RMON
obecneymBaeT BbICOKOI(EKTMBHBIM METOL KOHTPONSA AEUCTBUIN BHYTPU NOACETH.

MID RMON coctout 13 10 rpynn. KommyTtatop nogaepxvsaeTt Hanbornee 4acTto Ucnonb3yemMbie
rpynnbl 1,2,3 1 9:

e  Statistics: KOHTPONMPYET OCHOBHOE UCMOSb30BaHNe 1 Be4eT CTaTUCTUKY ownboK ang
KaXkgow NOACeTV KOHTPONMPYEMOro areHTa.
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o HiStOfyZ Nno3BOJIAET nepmnoany4eckmn 3anuncbiBatb 06pa3Ll,bI CTaTUCTUKN, KOTOpble
OOCTYMNHbI B CraTtuctuke.

e Alarm: no3sonsieT NoMb30BaTeNAM KOHCOMMW yrpaBneHus ycTaHaBnMBaTb KONMYECTBO
WM YUCNO ANSt UHTEpPBaNoB OOHOBIEHMSI U MOPOroBbIX 3HAYEHUA OMOBELLEHUA Ans
3anncenn RMON-areHTa.

e Event: cnncok Bcex cobbiTui, nponsoweawmx B8 RMON-areHTe.

Alarm 3aBucat ot peanusaumm Event. Statistics n History otobpaxatoT TekyLLyto CTaTUCTUKY
nnn nctopuio nogcetn. Alarm n Event obecneumBaloT metoq KOHTpons nboro naMeHeHus
AaHHbIX B CETU U NPeaoCTaBNAlT BO3MOXHOCTb NoA4aBaTh CUHamMbI MPU HELUTaTHbLIX COBbITUSIX
(oTnpaska Trap vnu 3anuck B XXypHarbl).

2.4.4. Hactpouka SNMP

2.4.4.1. Cnucok KomaHa ans Hactpoukmn SNMP

=

BkntoveHne n otknoveHne pyHkumm SNMP-areHTa.
HacTpowka cTtpokn coobuiectsa B SNMP.
HacTtponka IP-agpeca ctaHuun ynpasneHns SNMP.
HacTtpownka engine ID.

HacTpoWka nonb3oBaTens.

HacTtpownka rpynnebl.

HacTponka Buga.

HacTponka TRAP.

BkrtoyeHne/sbiknioveHne RMON.

©® N~ WDN

1. BknwodeHne n otknoveHne pyHkummn SNMP-areHTa.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server enabled Bkntouenne dyHkumm  SNMP-areHta Ha
kommyTaTope. KomaHga “no” BbIKMovaeT aTy

no snmp-server enabled
OYHKUMIO.

2. Hactporika cTtpoku coobuwectea B SNMP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

snmp-server community {ro|rw} {0 | 7} <string> | HacTtponka ctpoku coobuiectsa B8 SNMP gns
[access {<num-std>|<name>}] [ipv6-access kommyTatopa. KomaHga “no” ypansert aty
{<ipv6-num-std>|<ipv6-name>}] [read <read-  CTpPOKy.

view-name>] [write <write-view-name>]

no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num- std>|<ipv6-name>}]

38

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA

3.

HacTponka IP-agpeca ctaHumm ynpasneHna SNMP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

snmp-server securityip { <ipv4-address> |
<ipv6- address> }

no snmp-server securityip { <ipv4-address> |
<ipv6-address> }

Hactponka 6e3onacHbix IPv4/IPv6-agpecos,
KOTOpble  MMEeWT npaBo  AocTyna K
kommyTaTopy. Komanga “no” ypanset aTu
HaCTPOWKM.

no snmp-server engineid

snmp-server securityip enable BknioyeHne  un OTKMOYEeHUE  (PyHKUMK
snmp-server securityip disable npoBepku 6esonacHbix IP.
4. Hactpownka engine ID.
KomaHpga OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus
snmp-server engineid <engine-string> HacTtponka nokanbHoro engine ID Ha

KomMmyTaTope. 3Ta KOMaHaa MCrnosb3yeTca Ans
SNMP v3.

string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6- access {<ipv6-num-std>|<ipv6-name>}]

Nno snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num- std>|<ipv6-name>}]

5. HacTtpoiika nonb3oBaTens.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHUrypmpoBaHus
snmp-server user <use-string> <group- | lo6aBnenne nonb3oBatens B SNMP-rpynny.

OTa koMaHga ucnonb3yeTcs ANns HaCTPOWKM
USM ana SNMP v3.
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6. Hactpownka rpynnesl.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

snmp-server group <group-string> | YctaHoBka uHdopMaumm O rpynne Ha
{noauthnopriv|authnopriv|authpriv} [[read | koMmyTaTOpe. OTa KOMaHAa UCMOMb3yeTcH
<read-string>] [write <write-string>] [notify | ana HacTponkn VACM gna SNMP v3.
<notify-string>]] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6-name>}]

no  snmp-server  group  <group-string>
{noauthnopriv|authnopriv|authpriv} [access
{<num-std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

7. Hactponka Buga.

KomaHpa OnucaHue

Pexum rmobanbHoro kKoHcdurypmpoBaHus

snmp-server view <view-string> <oid-string> | Hactporika Buga Ha kommyTatope. JTa
{include|exclude} KomaHga ncnonbayetca ana SNMP v3.

no snmp-server view <view-string> [<oid-
string>]

8. Hactponka TRAP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHusa

snmp-server enable traps Bkntountb otnpaBky Trap-coobweHnn. 3OTa koOMaHAga

no snmp-server enable traps ncnonbdyetca ans SNMP v1/v2/v3.

snmp-server host { <host-ipv4- | YcTaHoBKa IPv4/IPv6-agpeca XOCTa, KOTOpbIV
address> | <host-ipv6- address> | ucnonbsyetca ana nonydenus nHgpopmauumn SNMP Trap.
} {vl | v2c | {v3 {noauthnopriv | | Ons SNMP v1/v2, aTa komaHAa Takke HacTpanBaeT CTPOKY
authnopriv | authpriv}}} <user- | coobwectsa anda Trap; ana SNMP v3, ata komaHga Takke
string> HacTpavBaeT UMsI MoNb30oBaTeNs U YpoBEHb 6e30MacHOCTU

no snmp-server host { <host- Trap. Komanga "no", otmeHsieT aToT IPv4- unn IPv6-agpec.

ipv4-address> | <host-ipv6-
address> } {v1 | v2c | {v3
{noauthnopriv | authnopriv |

authpriv}}} <user-string>
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KomaHpa OnucaHue

snmp-server trap-source {<ipv4- | YctaHoBka IPv4- nnun IPv6-agpeca MCTOYHUKA, KOTOpPbIV
address> | <ipv6-address>} ncnonb3yeTca Ans oTnpasBku trap-nakeToB, komaHga "no"
yoangeTt KoHUrypaumto.

no snmp-server trap-
source{<ipv4-address> | <ipv6-
address>}

9. BknwoyeHune/BbiknodyeHne RMON.

KomaHpa OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

rmon enable BkntoyeHue/BbiknovyeHme RMON
no rmon enable

2.4.5. Tunu4yHble npumepbl HacTponku SNMP

IP-agpec NMS 1.1.1.5, IP-agpec kommyTaTtopa (areHta) 1.1.1.9.

CueHapwum 1. MNMporpammHoe obecneveHne NMS ncnonb3yeT npotokon SNMP ans nonyyeHus
AaHHbIX OT KOMMYyTaTopa.

KoHdpurypaumsa kommyTaTopa, 3anncaHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT Mcrnonb3oBaTb YaCTHYO CTPOKY cooOLiecTBa Anst AOCTyna K KoMMyTatopy Ans
YTEHMWS U 3anMCcK paspeLLEHNIA U UCNONb30BaTb MyGNUYHYIO0 CTPOKY coobLlecTBa Anst 4ocTyna
K KOMMYTaTOPY TOMbKO AS1S YTEHWUS pa3peLUeHnii.

CueHapun 2. NMS 6yget nony4datb Trap-coobuennsa oT kommyTaTtopa (Mpumevanue: NMS,
BO3MOXHO, MPOBEPUT 3HAYEHUE CTPOKM coobuiecTBa onsa Trap-coobuweHunin. B atom cnyyae
NMS ncnonb3yeT nogTBep>KAeHNE CTPOKM coobLlecTea usertrap).

KoHdurypaumna kommyTaTtopa, U3noxeHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 1.1.1.5 v1 usertrap
Switch(config)#snmp-server enable traps
CueHapun 3. NMS uncnonb3dyet SNMP v3, 4To6bl NoNy4MTb MHPOPMaLMIO OT KOMMyTaTopa.
KoHurypaums kommyTaTopa, U3roxeHa HuxXe:
Switch(config)#snmp-server
Switch(config)#snmp-server user tester UserGroup authPriv auth md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
max
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Switch(config)#snmp-server view max 1include
CueHapum 4. NMS xo4eT nonyuntb v3Trap-coobLieHne, oTnpaBneHHOe KOMMYTaTOPOM.
KoHdurypauusa kommyTtaTopa, U3noxeHa HuxXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester
Switch(config)#snmp-server enable traps

CueHapun 5. IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kommyTatopa (areHTa)
2004:1:2:3::1. MNMonb3osatenm NMS ucnonb3yoT npotokonn SNMP ansa nonyyYyeHnss aHHbIX OT
KOMMyTaTopa.

KoHdpurypaumsa kommyTaTopa, U3roxeHa HUxXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 2004:1:2:3::2

NMS MoXeT MCronb3oBaTb YacTHY CTPOKYy cooGLiecTBa Anst 4OCTyna K KOMMyTaTopy Ans
YTEHWUS U 3anncu paspeLleHnin U Cnosib3oBaTb MNyGMYHYI CTPOKY coobLLecTBa Ans AocTyna
K KOMMYTaTOpPY TOJIbKO AN YTEHUSI pa3peLleHui.

CueHapun 6. NMS 6yget nonyyatb Trap-coobuleHnsa ot kommyTaTtopa (Mpumevanue: NMS,
BO3MOXHO, NMPOBEPUT 3HAYEHUEe CTPOKM coobuiectBa gnga Trap-coobuweHunin. B atom cnyvae
NMS ncnonbayeT nogTBEpP)KAEHME CTPOKN coobLuecTBa usertrap).

KoHdurypauusa kommyTaTopa, U3noxeHa HUxXe:
Switch(config)#snmp-server host 2004:1:2:3::2 v1 dcstrap

Switch(config)#snmp-server enable traps

2.4.6. Nounck HeucnpaBHocTen SNMP

Korga nonb3oBatenu HactpamBaioT SNMP, SNMP-cepsep moxeT He pabotaTb AOSMKHbIM
obpasom u3-3a oTkasza PU3NYECKOro COEOVHEHUS U HEMpaBUITbHOW KOHdurypauum u T1.4.
Monb3oBaTenu MoOryT ycTpaHuTb Npobremsbl, BbINOMHMB TpeboBaHWS, yka3aHHbIe HUKE:

o Y6eamTbCsl B HAQEXHOCTUN (PU3NYECKOTrO COEANHEHMS.

o Yb6eautbcs, YTo MHTEpPEc 1 NPOTOKON Nepegaydn AaHHbIX HAX04AaTCs B COCTOSIHUM “up”
(ncnonb3ynte komangy "Show interface"), a Tawke cCBA3b MeXgy KOMMYTaTOpoOM W
XOCTOM MOXET ObITb MpOBEpeHa NyTeM NuHra (Mcnonb3ynTe komaHay "ping").

o Ybegoutbcsl, 4TO BKMoveHa yHkumss SNMP-areHta. (/cnonb3oBaTb koMaHay
"snmp-server ).

o Yb6egutbes, yto 6e3onacHocTtb IP gna NMS (ucnonb3oBaTb KomaHay "snmp-server
securityip") n cTpoka coobliecTBa (MCnonb3oBaTh KOMaHAy "snmp-server community™)
npaBuNbHO HACTpoeHbl. Ecnn 4To-TO M3 3Ttoro He HactpoeHo, SNMP He cmoxeT
obwartbess ¢ NMS gomkHeIM obpasom.

e Ecnu Heobxoguma Trap-cpyHkuMs, He 3abyabTe BKMOYMTL Trap (Mcnonb3oBaTb
Komangy "snmp-server enable traps"). U He 3abyabTe npasBunbHO HacTpoutb IP-agpec
X0CTa u CTpoKy coobuiectBa anga Trap (ucnonb3oBaTb koMaHAgy "snmp-server host”),
4yTObbl 06ecneyvnTb OTnpaBKy Trap-coobLLEHMN HA YKa3aHHbIA XOCT.

e Ecnu Heobxogmma RMON-gyHKUMA, OHa [ofmkHa ObiTb BKMOYEHa (MCNonb30BaTh
Komangy "rmon enable").
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e  Wcnonb3ynte komaHay "show snmp", 4To6bl NPOBEPUTL OTNPABMEHHbBIE U NOJTYYEHHbIE
coobuwenna SNMP; Wcnonb3ynte komaHay "show snmp status", 4tobbl npoBepuTb
nHdopmaumio o koHdurypaumm SNMP; Vcnonesynte komaHgy "debug snmp packet",
4YTOObI BKMOUNTL (PYHKUMM OTnagku n nposepkn SNMP.

e [Ecnu nonb3oBatenb NO-NpeXHeMy He MOXeT pewntb npobnemol ¢ SNMP,
obpallanTecb B TEXHUYECKUI LIEHTP.

2.5. MogepHu3auusa KommyTtaTopa

KommyTatop npegocraBnsieT asa cnocoba obHoBneHusi: o6HoBneHne BootROM n TFTP/FTP
obHoBneHne nopg Shell.

2.5.1. CuctemMmHble ¢pannbl KOMMyTaTopa

CuctemHble hannbl BKAOYalOT B cebsa dhannbl obpasa cuctemsl (image) u 3arpy3oyHblie (boot)
dannbl. OBHOBNEHNE CUCTEMHBLIX (hbannoB koMmyTaTopa nopasymeBaeT cobon nepesanucb
cTapbIx hannos HOBLIMMU.

dann obpasa cuctembl BKMOYaeT B cebsa cxatble ¢hannbl annapaTHbIX ApanBepos, annbl
nporpammMmHoro obecneveHus n T. 4., 370 TO YTO Mbl 00bI4HO Ha3sbiBaem “IMG file”. IMG-dhann
MOXeT ObITb coxpaHeH Tonbko B FLASH ¢ onpegeneHHbIM Ha3BaHMeM Nos.img.

3arpy3ouHble (boot) darnbl HeobxoauMbl ANs 3arpy3kn U 3anycka KommMmyTaTopa, 3To TOo, YTO
Mbl 06bl4HO HasbiBaeM “ROM file” (moryT 6biTb ckatbl B IMG-hansnbl, €crnm oHU CrMLIKOM
fonblmnx pasmepos). B kommyTaTope 3arpy3o4Hble hansibl pa3peLleHo COXpaHsaTb B TOSIbKO B
ROM.

KommyTatop onpegensdetr nyTb M umeHa gnda dannos 3arpy3km kak flash:/boot.rom n
flash:/config.rom.

KommyTatop npegoctaBnseT nonb3oBaTento gsa pexuma obHoeneHus: 1. BootROM-pexunm;
2. TFTP- n FTP-o6HoBReHne B pexunme Shell. 3Tn gea cnocoba obHoBREHNS ByayT onMcaHbl
noApo6HO B crieayowmx AByX pasgenax.

2.5.2. BootROM-obHOBReHue

Ectb aBa metoga onst BootROM-o6HoBnennsa: TFTP n FTP, kotopble moryT 6bITb BbiGpaHbl B
KomaHgax HacTponkun BootROM.

S

PucyHok 2-2. KoHconbHbIN kabenb cBA3n

TunnyHasg Tononoruns gns o6HoBNEHNsS KOMMyTaTopa B pexvme BootROM.
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Mpouenypa oGHOBNEHMSA NepeYncrieHa HUXe:
LWar 1.

Kak nokasaHo Ha puUCyHKe, UCNONb3yeTCs KOHCOMbHbIM Kabenb ans noakntoyexus MK k nopTy
ynpaenenns Ha kommyTtatope. [1K gomkeH uMMeTb nporpammHoe  obecneveHune
FTP/TFTP-cepBepa, a Takke ann image Heobxoanmbin Ans o6HOBNEHUS.

LWar 2.

Haxmute "Ctrl + B" Bo Bpemsa 3arpysku kKoMmmyTaTtopa gns nepeknoveHms B pexxum BootROM
MOHUTOpa. Pe3ynbTaTt onepaumm nokasaH Huxe:

[Boot]:
LWar 3.

B BootROM-pexume, 3anyctute "setconfig", 4tobbl ycTaHoBuTb IP-agpec wn macky
KommyTaTopa ans pexuma BootROM, IP-agpec n macky cepBepa, a Takke Bblbepute TFTP-
unn FTP-obHoBnenuna. [lMpegnonoxum, 410 agpec kommyTtaTtopa 192.168.1.2, a agpec
komnbtoTepa 192.168.1.66 u Bbibepute TFTP-o0HOBNEHME KoHUrypauuun. 370 byaer
BbIrNA4ETb Tak:

[Boot]: setconfig
Host IP Address: [10.1.1.1] 192.168.1.2
Server IP Address: [10.1.1.2] 192.168.1.66
FTP(1) or TFTP(2): [1] 2
Network interface configure OK.
[Boot]

LWar 4.

Bkntountb FTP/TFTP-cepep Ha MNK. ins TFTP 3anyctute nporpammy cepeepa TFTP, gns FTP
3anyctute nporpammy FTP-cepsep. lNpexae, yem HayaTb 3arpysky ¢anna obHOBNEHUs Ha
KOMMyTaTop, NPOBEPbTE COEAMHEHNE MeXay CepBepOM U KOMMYTaTOPOM C NMOMOLLbIO MUHFa C
cepBepa. Ecnn nuHr ycneweH, 3anyctute komaHay "load" B BootROM-pexume. Ecnu aTo He
yOaeTcsl, YCTpaHeHNTe Henonagoku. Hmke nokasaHa KoHdurypauusa ans obHosneHuns danna
obpasa cucremsi:

[Boot]: load nos.img Loading...
Loading file ok!
LWar 5.

BbIinonHuTb 3ameHy nos.img B pexnme BootROM. Noka3aHHble ganee komaHabl KOHUrypauum
NO3BONST COXPaHUTbL 06pa3 danna cMcTembl:

[Boot]: write nos.img
File nos.img exists, overwrite? (Y/N)?[N] y
Writing NOS.iMQ....ooeecccreecc e
Write nos.img OK.
[Boot]:

LWar 6.

BbinonHaem 3arpysky dranna boot.rom Ha KOMMyTaTOp, OCHOBHbIE AENCTBUS, TaKME Xe, Kak N B
ware 4.

[Boot]: load boot.rom
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Loading...
Loading file ok!
LWar 7.

[anee BbINonHsieM 3anucb boot.rom B pexume BootROM. 3TOT wwiar no3BonsieT COXpaHUTb
OGHOBMEHHbIV thann.

[Boot]: write boot.rom
File boot.rom exists, overwrite? (Y/N)?[N] y
Writing boot.rom... e
Write boot.rom OK.
[Boot]:
LLar 8.

Mocne yaayHoro o6HOBNEHUS BbINOSIHUTE KOMaHAy “run” unm “reboot” B pexxume BootROM ans
BO3BpaTa B MHTepdenc Hactponkm CLI.

[Boot]:run (or reboot)

OcTtanbHble koMaHgbl B BOotROM-pexunme:

DIR command

KomaHga DIR - ncnonbsyetca a4ns BelBoga cnmcka cylectayowwmx cannos B FLASH.
[Boot]: dir
boot.rom 327,440 1900-01-01 00:00:00 --SH
boot.conf83 1900-01-01 00:00:00 --SH
nos.img 2,431,6311980-01-01 00:21:34 ----
startup-config2,922 1980-01-01 00:09:14 ----
temp.img2,431,6311980-01-01 00:00:32 ----

CONFIG RUN command

Mcnonb3yetca aons Hactpouku damna IMG gna 3anycka npu 3anycke cuctembl U doanna
KOHUrypauum ons sanycka npyv BOCCTaHOBNEHUM KOHUIypaumu.

[Boot]: config run
Boot File: [nos.img] nos.img

Config File: [boot.conf]

2.5.3. O6HoBneHue FTP/TFTP
2.5.3.1. BBegeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sBnaiTcs npoTokonamu
nepegaun cannoe, oHn oba npuHagnexaT K YeTBEPTOMY YPOBHIO (YPOBHIO MPUIIOXEHUN) B
TCP/IP-cTeke NpOTOKONOB, UCNOMb3yeMOMY AN nepefayn annoB mexay KoMmnblTepamu,
y3namu n kommyTtatopamn. Oba oHV nepeaatoT hannbl B KNMEHT-CepBepHON moaenu. PasHuua
MEeXAY HMMW OnmncaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP gna oGecneyeHnss HaOeXHOW CBA3M U TPaHCMOPTUMPOBKM
NnoToKa JaHHbIX. TeM He MeHee, OH He NpeaycmaTpyBaeT Npoueaypy aBTopusauum Ana goctyna
K dhannam n ucnonb3yeTt NPpOCTOM MexXaHu3m ayTeHTudukauumn (nepegaeT MMa nonb3oBaTtens
N naponb Ans ayteHTudwmkaumm B Buae npoctoro Tekcta). Mpu ucnonbsosanum FTP ang
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nepegayn annos, LOMKHbl OblTb YCTAHOBMEHbI ABa COEOUHEHUS MeXAy KIMEHTOM WU
cepBepoM: ynpaBnsoLee CoeanHeHne 1 coeauHeHne nepegaym gaHHblx. [lanee JomkeH ObiTb
nocnaH 3anpoc Ha nepepgadvy ot FTP-knueHTa Ha nopT 21 cepBepa Ans yCTaHOBMNEHUSA
ynpaBnsaloLwWero CoeaMHEHNa 1 CcornacoBaHWa nepefayn AaHHbIX 4epes ynpasndwollee
coefiMHeHue.

CyLLl,eCTByeT ABa Tuna Takmx CoOeauHEHNN: akTUBHbIE U NACCUBHLIE COEeANHEHUS.

Mpn akTMBHOM MNOAOKMOYEHUN KINWEHT nepenaeT ero agpec M HoMep nopTta Ans nepegayu
OaHHbIX cepBepy, ynpasnsioLlee coeguMHeHUe NofaepXuBaeTca OO0 3aBeplleHns nepegaydv
3TUX AaHHbIX. 3aTeM, UCNONb3ys agpec U HoMep NopTa, NPEeAOCTaBNEHHbIX KNMEHTOM, CepBep
yCTaHaBnuBaeT coefuHeHne Ha nopT 20 (ecnv He 3aHAT) Ans nepegaydn AaHHblx, ecnv nopt 20
3aHAT, CepBep aBTOMaTMYECKN reHepupyeT ApYron HoOMep nopTa Ans9 YCTaHOBKM COeQUHEHUS.

I'Ipm naccMBHOM MOOKIMIOYEHUN, KIMMEHT Yepes yrnpaBndloulee coeauHeHue npocut cepBep
YyCTaHOBUTb NOAKITHOHYEHNE. 3aTtem cepBep co3gaeTt cBom nopT Ana npocnywmBaHUA OaHHbIX U
yBeaomMnaeT KrneHta O HOMepe 3TOro nopTta, Aanee KrneHT yCTaHaBJiMBaeT coeguHeHne C
YKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obecneumBatowmm cnyx0y nepefayn paHHbix 6e3
noaTBepXxaeHna goctaBkm n 6e3 ayTeHTudwmkaumm u astopusaumn. OH obecneunaet
npaBunbHy0 nepedavy AaHHbIX NyTeM MexaHu3ma OTnpaBKM M NOATBEPXKOEHMS U MOBTOPHON
nepegayn Tanm-ayTt nakeToB. [Mpemmywectso TFTP nepeg FTP B TOM, 4TO nepBbin ropas3go
NpoLLe N UMEET HM3KNE HaKNadHble pacxoabl Nepeayn JaHHbIX.

KommyTtatop moxeT pabotatb kak FTP/TFTP-knueHT nnu cepeep. Korga kommyTtatop paboTtaet
kak FTP/TFTP-knueHT, dpannbl KOHMUrypaumm M cuctemHble annbl MOXHO 3arpysuTb C
yaanenHoro FTP/TFTP-cepsepa (310 MOryT ObITb Kak XOCTbl, Tak U Apyrne kommyTtaTopsbl) 6e3
ywepba ons ero HopmanbHon paboTbl. N Takke MOXET ObiTb MOMyYeH CNMCOK bainsoB C
cepBepa B pexume FTP-knueHTa. KOHEYHO, KOMMYTaTop MOXET Takke 3arpysnTb Tekylime
KOHpUrypaumoHHble dpansnbl  cuctemMHble doannbl Ha yaaneHHoii FTP/TFTP-cepsep (aTo MoryT
ObITb Kak XOCTbl, Tak MW pJpyrme kKommyTatopsl). Korga kommyTatop paboTaeT Kak
FTP/TFTP-cepBep, OH MOXeT obecrneunTb 3arpy3ky U BbIrpy3ky dpansoB s aBTOPU30OBaHHbIX
FTP/TFTP-knueHTOB.

BoT HekoTOpble TepMUHBI, YacTo ucnonb3dyemble B FTP/TFTP:
ROM: cokpaweHHo oT EPROM, CIN3Y. EPROM 3ameHseT FLASH-namsiTe B KOMMyTaTOpE.

SDRAM: O3Y B KOMMyTaTOpe, KoTopas ncnonbadyetcst 4ns padboTbl CMCTEMbl U NMPOrPaMMHOIo
obecneyeHus, a Takke XpaHUNULLA NOCNeaoBaTENbHOCTN KOHUIypaLmu.

FLASH: drnaw-namMsate ucnonb3yeTca Ans  XpaHeHus annoB cuctembl W danna
KOHdburypaumm.

System file: BkntovaeT B cebsa obpas cuctembl 1 3arpy304Hbi doann.

System image file: dann obpasa cuctembl Bko4aeT B cebs cxaTble dannbl annapaTHbIX
apaneepos, dannbl NPorpaMMHOro obecneveHunst, 3To To YTO Mbl 0ObIYHO Ha3biBaeM “IMG file”.
IMG-dbann moxeT 6biTb coxpaHeH Tonbko B FLASH. KommyTaTop no3BonsieT 3arpy3nTb dans
obpasa cuctembl Yepe3 FTP B pexunme Shell Tonbko ¢ onpegeneHHbIM Ha3BaHMEM NOS.img,
apyrme dannbl IMG 6yoyT OTKNOHEHDI.

Boot file: Heobxogumbl Oona 3arpy3km u 3amnycka KOMMyTaTopa, 3TO TO, YTO Mbl OObIYHO
Ha3biBaem “ROM file” (moryT ObiTb cxatbl B IMG-tbannbl, ecnn OHW CAMWKOM GOonbLUnX
pa3vepoB). B kommyTaTope 3arpy304Hble doaisbl pa3peLLeHo CoOXpaHsaTb B Tofibko B ROM.

KommyTatop onpegenser nyTb M uMeHa Ana dannoB 3arpy3ku kak flash:/boot.rom wu
flash:/config.rom.
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Configuration file: BkntovaeT B cebsi davn HadanbHOM KOHUrypauum n dann Tekywen
KoHGurypauum. PasHuua B CBOWCTBax Mexay 9Tumu pannamm nossonget obneryntb
pe3epBHOE KONMPOBaHME U OBHOBMNEHME KOH(UIYPaLWNA.

Start up configuration file: aTo nocnegoBaTenbHOCTbL KOMaHA KOHGUrypaumm, ncrnonb3yemas
npu 3anycke kommyTtaTopa. dann HadanbHOM KOHUrypauum XpaHNTCs B 3HEProHe3aBUCUMON
namsatn. Ecnu yctponcteo He noggepxusaet CF, dann koHurypaumm XpaHUTCs TOMbKO BO
FLASH. Ecnn yctponcteo nopaepxusaetr CF, dann koHdurypaumm XpaHutcs BO
FLASH-namatn unm CF. Ecnu yCcTporncTBO noaaep>kmBaeT MynbTUKOH(UIypaunoHHbIn hann,
OHUW JOSKHbl MMEeTb paclumpeHue .cfg, nma no-ymonyanuo startup.cfg. Ecnu yctponctso He
nogaepXxmeaeT MySbTUKOHUIypauMoHHbIM dann, umsa danna HavanbHOW KoHdUrypaumm
AOoImKHO BbITh startup-config.

Running configuration file: 3to Tekywasa (running) nocrnegoBaTeNbHOCTbL KOMaHA
KOHdUrypauum, ncnonbsyemas KoMmyTaTopoM. TekyLnii KOHPUTYPaLMOHHbLIN hans XpaHuTcs
B onepaTtuBHOM namaTu. B npouecce paboThbl Tekywas koHdurypaums running-config moxer

ObITb coxpaHeHa 3 RAM Bo FLASH-namate komaHgown “write” nnu “copy running-config startup-
config”.

Factory configuration file: dain KoHcurypauumn. nocraensembii C KOMMYTaTtopoMm, Tak
HasblBaembli factory-config. [Ana Toro, 4Tobbl 3arpy3nTb 3aBogckon hans KoHdurypaumm u
nepesanuncaTb ¢ann HadanbHOM KOHurypauum Heobxoammo BBecTn komaHabl “set default” n
“write”, a 3aTemM nepesarpysmtb KOMMyTaTop.

2.5.3.2. Hactpouka FTP/TFTP

KoHdpurypaumm kommyTtatopa kak FTP- n TFTP-knueHTa no4tM oAWHAKOBbI, MO3TOMY
npouenypbl HacTponkn onsa FTP n TFTP B aToM pyKOBOACTBE ONUCAaHbI BMECTE.

1. Hactpowvika FTP/TFTP-knueHTa.
1.1. 3arpy3ska cannos FTP/TFTP-knMeHTOM.

KomaHaa MosicHeHune

Pexnm agMmHucTpatopa

copy <source-url> <destination-url> [ascii | | 3arpy3ka dannos FTP/TFTP-knneHToMm
binary]

1.2. MpocmoTp goctynHbIX dharnnos Ha FTP-cepeepe.

KomaHpa MosicHeHune

Pexunm agmMmHucTpatopa

ftp-dir <ftpServerUrl> MpocmoTp OOCTYMHbIX annos Ha
FTP-cepsepe. ®dopmaT agpeca B [OaHHOM
cnyyae BblimaguT Tak: ftp: //nonb3oBatens:
naponb @IPv4|IPv6-agpec.
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2. Hactponka FTP-cepBepa.
2.1. 3anyck FTP-cepBepa.

KomaHpa MosscHeHue

FMoGanbHbIN pexum

ftp-server enable 3anyck cepeepa, KoMaHaa “no” BbIKIHOYaeT cepBep
no ftp-server enable

2.2. HacTpolika nmeHn nonb3oBaTens u napons Ansa sxoga Ha FTP-cepsep.

KomaHpa MosscHeHue

FnobanbHbIN peXxum

ip ftp username <username> password [0 | HacTponka nmeHn nonb3oBaTtensa U naponsd Ans
| 7] <password> Bxoaa Ha FTP-cepsep. KomaHga “no” yoanut ums

no ip ftp username<username> none3osatens u napore

2.3. N\ameHeHne BpemeHn oxungaHua FTP-cepeepa.

KomaHaa MosicHeHune

FnobanbHbIN peXxum

ftp-server timeout <seconds> BbicTaBnseT Bpems oxuaaHus 4O paspbiBa CBA3M

3. Hactponka TFTP-cepsepa.
3.1. 3anyck TFTP-cepBepa.

KomaHaa MNosicHeHune

FnobanbHbIN peXxum

tftp-server enable 3anyck cepBepa, KoMaHaa “no” BLIKITHOYAET cepBep
no tftp-server enable

3.2. 'ameHeHne BpemeHun oxnganms TFTP-cepsepa.

KomaHpa NMosicHeHue

FnobanbHbIN peXxum

tftp-server retransmission-timeout | BeicTaBnAeT TanmayT 4O peTpaHCnsumMm nakeTa
<seconds>
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3.3. Hactporika konmyecTBa pa3 peTpaHcnsauuMnM [0 TanmayTa Ans HEenoBpeXAEeHHbIX
MakeToB.
KomaHpa NMosicHeHue
FMoGanbHbIN pexum
tftp-server retransmission-number | YcTaHaBnuBaeT YMCNo peTpaHcnsaumm
<number>

2.5.3.3. Mpumepsbl HacTpoukn FTP/TFTP

HacTponkn oguHakosbl gng IPv4- n IPv6-agpecos. Npumep nokasaH Tonbko ans IPv4-agpeca.

10.1.1.

PucyHok 2-3. 3arpyska nos.img danna FTP/TFTP-knneHToMm

CueHapun 1. Vicnonb3oBaHuve kommyTaTopa B kavectBe FTP/TFTP-knuneHta. KommyTatop
coeguHsieTca  OAHMM M3  CBOMX MNOPTOB C  KOMMbIOTEPOM, KOTOPbLIN  SBMSETCS
FTP/TFTP-cepepom c IP-agpecom 10.1.1.1, kommyTatop gencreyet kak FTP/TFTP-KnueHT,
IP-agpec nntepdenca VLANL-kommyTaTopa 10.1.1.2. Tpebyetca 3arpy3uTtb dann "nos.img"c
KOMMbIOTEPA B KOMMYTATOP.

2.5.4. Hactpouka FTP

HacTpoika komnbloTepa:

3anyctute nporpammHoe obecneveHne FTP-cepBepa Ha KOMMbLIOTEPE M YCTAHOBUTE MMS
none3oBartena "Switch" u naponb "superuser'. [Momectnte danmn "12_30 nos.img" B
COOTBETCTBYIOLWMI KaTanor FTP-cepBepa Ha KOMMbIOTEpPE.

[anee onucaHa npouegypa HaCTPOMKN KoMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlanl)#exit
Switch(config)#exit
Switch#copy ftp: //Switch:switch@10.1.1.1/12_30_nos.img nos.img

CueHapum 2. cnonb3oBaHne komMyTaTopa B kadyectBe FTP-cepsepa. KommyTtaTop paboTaet
KaKk cepBep W MOAKIYAETCA OOHMM M3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPbLIN sIBNSETCA
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KnneHTtoM. TpebyeTcs nepegatb ann “nos.img” ¢ KOMMyTaTopa Ha KOMMNbIOTEP U COXPaHUTL
ero kak “ 12_25 nos.img”.

[lanee onvcaHa npoueaypa HaCTPOWK1 KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-VlanT)#no shut
Switch(Config-if-VlanT)#exit
Switch(config)#ftp-server enable
Switch(config)# username Admin password 0 superuser

HacTponka komnbloTepa:

3angute Ha kommyTaTop ¢ noboro FTP-knMeHTa ¢ MMeHeM nonb3oBatens “Switch” n naponem
“superuser”, ucnonb3ynte komaHay “get nos.img 12_25 nos.img” gns 3arpysku danna
“nos.img” c koMMyTaTopa Ha KOMMbLITEP.

CueHapun 3. lWcnonb3oBaHne kommyTaTtopa B kadectBe TFTP-cepBepa. KommyTtatop
paboTaeT kak TFTP-cepBep 1 coeguHAeTCa O4HUM U3 CBOMX MOPTOB C KOMMbIOTEPOM, KOTOPbIN
ansgetca TFTP-knueHToM. Tpebyetca nepegate dann “nos.img” ¢ KommyTaTtopa Ha
KOMMbIOTEp.

[lanee onvcaHa npoueaypa HacTPoOK1 KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
Switch(config)#tftp-server enable

HacTpoika komnbloTepa:

3angute Ha kommyTaTtop ¢ moboro TFTP-knmMeHTa, ucnonb3ynte komaHay “titp” onsa sarpysku
“nos.img” dhanna ¢ KommMmyTaTopa Ha KOMMbLITEP.

CueHapun 4. KommyTtaTtop BbICTynaeT kak FTP-knueHT gnsi npocmoTpa cnucka ¢annoe Ha
FTP-cepBepe. YCnoBusi CUHXPOHM3ALMW: KOMMYTaTOp COEAMHEH C KOMMbIOTEPOM 4Yepes
Ethernet-nopT, komnbtoTep sensetcsa FTP-cepsepom ¢ IP-agpecom 10.1.1.1; KommyTtatop
BbicTynaet kak FTP-knueHT ¢ IP-agpecom nHtepderica VLAN1 10.1.1.2.

Hactponka FTP
HacTpoiika komnbloTepa:

3anyctute FTP-cepBep Ha KOMMNbIOTEPE U YCTAHOBUTE MMSA nonb3oBartens “Switch”, u naponb
“superuser”.

HacTpoika kommyTtaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlanl)#exit
Switch#copy ftp: //Switch: superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
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331 User name okay, need password.
230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCIl mode data connection for /bin/ls.
recv total = 480

nos.img

nos.rom

parsecommandline.cpp

position.doc

gmdict.zip

..(some display omitted here)
show.txt

snmp.TXT

226  ansfer complete.

2.5.4.1. YcTtpaHeHue HeucnpaBHocten FTP/TFTP
2.5.4.1.1. Nouck HeucnpaBHocTten FTP

Mepen Hayanom npouecca 3arpy3ku/ckaymBaHnst CUCTEMHBIX (hainoB ¢ NOMOLLLIO NPOTOKOMa
FTP Heobxogumo NpoBepuTb HanNuuMe coeamHeHNst MeXay KIMeHTOM U CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C MOMOLLbD KOMaHdbl “ping”. Ecnn axo-TecTupoBaHMe HeygadHo, cnepyet
YCTPaHWUTb HEMoragkn ¢ coeguHeHneM.

Cnepytowee coobuieHne, oTobpaxkaeTcsa npu ycnewHon oTnpaBke dawnnos. Ecrniv oHO He
NosIBUOCh, NoXanyncra, npoBepbTe NOAKMOYEHNE K CeTU U NOBTOpPUTE KOMaHay " copy" ewle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.

close ftp client.

Cnepylowee coobuieHne, otobpaxaeTca npy ycnewHoMm nonyvyeHnn dannos. Ecnm oHo He
NOABUINOCH, NOXanyncra, NpoBepbTe NOAKIMHOYEHNE K CETU U NOBTOPUTE KOMaHay " copy” elle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.
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200 PORT Command successful.
recv total = 1526037

kkkkkkkkkhkhkkkkkkkkhkkkkkk

write ok
150 Opening ASCII mode data connection for nos.img (1526037 bytes).
226 Transfer complete.

Ecnn kommyTaTtop o6HOBRSET charin NpowmMBKM MK harmn HavanbHOM KOHMUrypaumm vepes
FTP, oH He gormkeH nepesanyckaTbCA Noka He nNosiBUTCA coobLueHne "close ftp client” nnun "226
Transfer complete” ykasbiBalowme Ha ycnewHoe OOHOBREHMEe, B NPOTUBHOM Chyyae
KOMMyTaToOp MOXeT ObiTb NOBpeXAeH M ero 3anyck b6yget HeBo3moxeH. Ecnv obHoBneHue
yepe3 FTP He ypaetcsa, nonpobynte ewe pa3 unm ucnonb3ynte pexumm BootROM ans
obHoBneHus.

2.5.5. Nouck HeucnpasHocTen TFTP

Mepen Havanom npouecca 3arpy3ku/CkadmBaHNA CUCTEMHBIX (hanfnoB C NMOMOLLLIO NPOTOKOsa
TFTP Heo6xo0aMMO NPOBEPUTL HANMYNE COEOUHEHNSA MEXAY KITMEHTOM N CEPBEPOM, 3TO MOXHO
OCYLLeCTBUTb C MOMOLLBIO KOMaHabl “ping”. Ecnn axo-TecTupoBaHWe HeyaayHo, cnegyeT
YCTPaHWUTb HENoragkn ¢ coeguHeHNeEM.

Cnepytowee coobuieHne, oTobpaxkaeTca npu ycnewHon oTtnpaske ¢annoB. Ecnn oHO He
NOSIBUIIOCh, NOXanyncra, NpoBepbTe NOAKIHYEHME K CETU 1 NOBTOPUTE KOMaHay " copy” ewe
pas.

nos.img file length = 1526021
read file ok

begin to send file, wait...

file transfers complete.
close tftp client.

Cnepytowee coobuieHme, oTobpaxkaeTcs nNpu ycnewHoMm nonyveHum dannos. Ecnm oHo He
NosiIBUOCh, NoXanyncra, NpoBepbTe NOAKMAOYEHNE K CETU U NOBTOPUTE KOMaHAy " copy" elle
pas.

begin to receive file, wait...
recv 1526037

*kkkkkkkkkkkkkkkkkkkkkkk

write ok
transfer complete

close tftp client.

Ecnn kommyTaTop 06HOBNAET dhansi NPOLUMBKMA UIM pansl HavyanbHOM KOHUrypaumm dyepes
TFTP, oH He OOIMKEH nepesanyckaTbCsl Noka He nosABMTCcA coobleHne "close tftp client” wunun
"226 Transfer complete” ykasbiBalowme Ha ycnewHoe OOGHOBMeHMe, B MPOTUBHOM Criyyae
KOMMyTaToOp MOXeT ObiTb MOBPEXAEeH M ero 3anyck byaet HeBo3mMoxeH. Ecnv obHoBneHue
yepe3d TFTP He ypaetcs, nonpobyinTte ewe pa3 unu mucnonbdymte pexumm BootROM gns
OoGHOBMNEHMS.
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3. KOH®OUT'YPUPOBAHUE NMOPTOB

3.1. BBegeHue

B kommyTaTope cywiecTBylOT KabenbHble M Kom60 nopTtbl. KombGo-nopTt moxeT ObiTb
ckoHdurypupoBaH kak 1000GX-TX-nopT, Tak 1 kak ontuyeckuin SFP Gigabit-nopT.

Ecnn nonb3oBaTenb XodeT CKOHGUrypmpoBaTb CETEBOW MOPT, OH MOXET BBECTU KOMaHAOy
“‘interface ethernet <interface-list>" gns Bxoga B COOTBETCTBYHOLMN PEXUM KOHUrypaumm
nopta, rae <interface-list> cogepxut oamMH uMnn Heckonbko noptoB. Ecnu <interface-list>
COOEPXUT HECKOSLKO NOPTOB, HOMEpPa NOPTOB pas3AenanTcs cneumanbHbIMKU CUMBOMAMM «,» U
«-», TAE «,» UCMONb3yeTcs AN NepeyYnucrnieHns nopToB, a «-» - AN yKasaHus AuanasoHa
HOoMepoB nopToB. Nonoxunm, onepauus AomkHa ObiTb BbiNonHeHa Haa noptamu 2,3,4,5. Toraa
KomaHga byget BbirnageTb Tak “interface ethernet 1/2-5”. B pexunme KoHurypauum nopTta
MOXHO M3MEHSATb CKOPOCTb, PEXUM Aynrekca N HacTpamBaTb ynpaerneHue Tpaddurkom, npm
3TOM [aHHble M3MEHeHUs TPebyloT COOTBETCTBYHOLUMX WU3MEHEHU Ha OTBETHbLIX CETEBbIX
noprax.

3.2. Cnucok KkoMaHg Ans KOH(UrypupoBaHust NOPTOB

1. Bxopa B pexum KoHduUrypauum nopTa.
2. KoHdurypauusa napameTpoB CeTeBOro nopra.
2.1. KoHurypaums pexuma combo ansg combo nopTos.
2.2. BKNOYMTL/BbIKMOYUTL NOPTHI.
2.3. KoHurypaumsa nmenn nopra.
2.4. KoHpurypauusa Tuna kabensa Ha nopTy.
2.5. KoHpurypauus ckopoctu 1 gynnekca Ha nopry.
2.6. KoHpurypaums KOHTPORnS nosnockl NpomnyckaHus:.
2.7. KoHdurypauus ynpaeneHus Tpadydukom.
2.8. BkntoveHune/BbIkntoveHne OyHKUMN pacrno3HaBaHus neTnu.
2.9. KoHhurypaumsa KOHTpons LWMPOKOBELLATESTbHbIX LUTOPMOB Ha KOMMYyTaTope.

2.10. KoHchurypauma pexmma ckaHnpoBaHus nopTa.
2.11. KoHurypaumsa KOHTPOsst HapyLLEeHUsT CKOPOCTU Ha NopTy.
2.12. KoHdourypaums mHTepBana cbopa CTaTUCTUKKM MO CKOPOCTM nopTa.

3. BupTtyanbHbin TecT kabens.

1. Bxog B pexum koHdburypauum Ethernet-nopta.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

interface ethernet <interface-list> Bxopa B pexum koHdurypaumm Ethernet-nopra.
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2. KoHowurypaumsa napameTpoB CETEBOro nopTa.

KomaHpa

OnucaHue

Pexum nopTa

media-type {copper | copper-preferred-
auto | fiber | sfp-preferred-auto}

YcTaHoBKa pexuma kombo-nopTa (Tonbko Ans
combo).

shutdown
no shutdown

BkntoueHne/BbIkNOYeHNE YKa3aHHOro noprta.

description <string>
no description

HasHauyeHue nnm oTMeHa MMeHu noprta.

speed-duplex {auto [10 [100 [1000]] [auto
| full | half []] | forcel0-half | forcelO-full |
force100-half | force100-full | force100-fx
[module-type {auto-detected | no-phy-
integrated | phy-integrated}] | {{forcelg-
half | forcelg-full} [nonegotiate [master |
slave]]}| force10g-full}

no speed-duplex

YcTaHOBKa CKOPOCTM M Aynnekca Ha nopTty ang
100/1000 BASE-TX wnm 100 BASE-FX. C
onepatopom NO OaHHas KomaHga
BOCCTaHaBnMBaeT  napaMeTpbl  nopta Mo
YMOMYaHuio, TO €CTb [JOrOBOPHYIH CKOPOCTb U
aBTOMaTU4eCcKoe onpeaenexHve gynnekca.

negotiation {on|off}

BkntoyeHmne/BbIKITOMEHNE PYHKLUK
aBTOMaTMYeCKOro onpeaeneHns napameTpos Anis
1000 BASE-FX.

bandwidth control <bandwidth> [both |
receive | transmit]

no bandwidth control

YcTaHoBKa WNM  OTMEHa 3HayeHus Monochl
nponyckaHus, NCMOMb3yeMOM ans
BXoasiero/ucxogsero Tpadmka Anst ykasaHHbIX
NMopToB.

flow control
no flow control

BkntoueHune/BbikntoueHne  yHKLMK
Tpadduka Ans ykasaHHbIX NOPTOB.

KOHTpOS

loopback
no loopback

BkntoyeHune/BbikItoueHne  yHKUMM NeTnv  ans
yKa3aHHbIX MOPTOB.
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KomaHpa

OnucaHue

storm-control {unicast
multicast} <Kbits>

| broadcast |

BkntoyeHne YHKUMM KOHTPONS LWITOPMOB AnNs
LUMpoKoBeLlaTemnbHbIX, MHOIONOSIb30BaTENbCKNX
M MNepcoHarbHbIX MNakeToB C HEWU3BECTHbIM
agpecom Ha3HayeHud (kopoTKMX ans
LUMPOKOBELLAaTENBHOr0) 1 yCTaHOBKa A0MYCTUMOrO
yucna LwunpokKoBellaTemnbHbIX MNakeToB; dopmaTt
NO pgaHHOM KOMaHObl OTKMNHYaeT  yHKUUIO
KOHTPONS LUMPOKOBELLAaTeNbHbIX LUTOPMOB.

Switchport flood-control
{bcast|mcast|ucast }
no switchport flood-control

{bcast|mcast|ucast }

KoHduryprpoBaHme koMmmyTaTopa He nepefasatb
LUIMPOKOBELLLATENbHbIE, MHOroMosb30BaTENbCKME
M nepcoHanbHble MNakeTbl B YyKasaHHbIA MOPT,
KoMaHAa No OTKMYaeT AaHHY0 PYHKUMIO.

rate-violation <200-2000000> [recovery
<0- 86400>|]

no rate-violation

YcTaHaBnuBaeT MakCUMarbHY CKOPOCTb Npuema
naketoB Ha nopTty. Ecnu ckopocTb npuHATMSA
nakeToB MpeBblllaeT paspeLleHHyo, KomMaHaa
BbIKMOYAEeT 3TOT NOPT M KOHUrypupyeT Bpems
BOCCTaHoBreHnsa nopta (no ymonyanuio 300 c).
Komanga NO oTknto4aeT yCTaHOBKY.

o6wmn pexmm

port-rate-statistics interval

value>]

[<interval -

KoHdurypaums nHtepsana cbopa CTaTtMCTUKM NO
CKOPOCTM.

3. BupTtyanbHbin TecT kabens.

KomaHaa

OnucaHue

Pexunm koHdurypaumm nopra

virtual-cable-test interface ethernet

TecT BMpTYyanbHoro kabens Ha nopre.
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3.3. NMpumepbl KOHdUrypaumm nopTa

Switch 1
\/ o
17 1/10
1/12 Switch 2
Switch 3

PucyHok 3-1. Mpumep KoHdUrypauumn nopra

VLAN He ckoHgUrypupoBaHbl Ha kKommyTtaTope. o ymonyaHuio ncnonbadyetca VLAN1.

KommyTatop MopT CBoucrtBa
Switchl 1/7 JlumunT BXxogsaLwen nonockl: 50 M
Switch2 1/8 3epKkanupoBaHHbI MOPT UCTOYHUKA
1/9 100 Mbps full, 3epkanuMpoBaHHbIN MOPT
NCTOYHMKA
1/10 1000 Mbps full, 3epkanupoBaHHbIA MOPT
HasHayeHus
Switch3 1/12 100 Mbps full

KoHdurypauna npusegeHa Huxe:
Switchl:
Switchl(config)#interface ethernet 1/7
Switch1(Config-If-Ethernet1/7)#bandwidth control 50000 both
Switch2:
Switch2(config)#interface ethernet 1/9
Switch2(Config-If-Ethernet1/9)#speed-duplex force100-full
Switch2(Config-If-Ethernet1/9)#exit
Switch2(config)#interface ethernet 1/10
Switch2(Config-If-Ethernet1/10)#speed-duplex forcelg-full
Switch2(Config-If-Ethernet1/10)#exit
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Switch2(config)#monitor session 1 source interface ethernet1/8;1/9
Switch2(config)#monitor session 1 destination interface ethernet 1/10
Switch3:

Switch3(config)#interface ethernet 1/12
Switch3(Config-If-Ethernet1/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/12) #exit

3.4. YcTpaHeHMe HencnpaBHOCTEN Ha NOPTY

3necb npnBoANTCA HECKOJIbKO CVITyaLI,VIIZ, 4YacCTO BCTpe4alLnxcd npu KOHCbI/IpraLI,VIVI nopta um
npegnaratoTcAa nx peLlueHna:

[1Ba coeanHeHHbIX ONTUYeCKNnX nHTepdenca He NOAHMMAKOTCA €Cnv OANH NHTepdenc
HacTpPOEH Ha aBToonpederneHve, a Ha BTOPOM >XECTKO YCTaHOBMEHbI CKOPOCTb W
aynnekc. 3To onpegensetca ctaHgaptom IEEE 802.3.

He pekomeHayeTcs crnegyrolas KOHpUrypauusi: BKMOYEHWE KOHTpons Tpadumka u
OOHOBPEMEHHO YCTaHOBMEHME NMUMUTA ANSl MHOrOMNONb30BaTeNbCKUX NAKETOB Ha TOM
X€ MOpTy; YCTAHOBKA OOHOBPEMEHHO KOHTPONSA 3a LUMPOKOBELlaTeNbHbIMMU,
MHOroMosb30BaTENbCKMMU U NEPCOHaNbHbLIMM MakeTaMu C HEU3BECTHBLIM Ha3HaYeHeM
N OrpaHNYeHNs NONockl Ha NopTy. Ecnn Takne KoMGUHaLMM YCTaHOBMEHbI, NPOMNYCKHas
CNOCOBHOCTbL NOpPTa MOXET OKa3aTbCA MEHbLLIE OXNOaeMOW.

Q
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4. KOHOUTYPALUA dYHKLUWN N30NALUNKA MOPTOB

4.1. BBegeHue B (pyHKLMIO U30nsiLUN NOPTOB

N3onaumsa nopToB — 37O HE3aBUCHMAasi NOPTO-OPUEHTUPOBaHHAsA PyHKUKS, paboTatowasa mexay
noptamu, Kotopas M3onmpyeT MOTOKU pasnu4yHbIX NOpTOB Apyr oT Apyra. C NMOMOLbO 3TON
dYyHKLMM Nonb3oBaTeNb MOXeT msonupoBatb nopTebl B npegenax VLAN gns coxpaHeHus
pecypcoB VLAN u ycuneHus cekpeTHocTu cetu. [locne Toro, kak ata dyHkuua Oyaget
CKOH(UryprpoBaHa, nopTbl B rpynne M30nMpoBaHHbIX NOpTOB ByayT M30nMpoBaHbl Apyr OT
apyra, B TO BpPeMs KaK nopTbl U3 pasfn4HbIX rpynn M3onauum unmnm Hens3onupoBaHHbLIX MOryT
nepecbinatb AaHHble APYr Opyry COBEPLUEHHO HOpManbHO. Ha kommyTatope MOXeT ObITb
CckoHUrypmpoBaHo He 6onee 16 rpynn nsonaumm NopToB.

4.2. CNnMCcoK KOMaHA onsi KoHcurypaumm nsonsium nopTos

1. Cospgatb rpynmny U3onmMpoBaHHbIX NOPTOB.
2. [ob6asutb Ethernet-nopTsl B rpynny.
3. OT1o6pasnTb KoHUrypaLumio rpynnbsl N3015umMmM NopToB.

1. CosgaTtb rpynny n3onnmpoBaHHbIX MOPTOB.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

isolate-port group <WORD> Cospaet rpynny n3onnpoBaHHbIX noptos. C
onepatopom NO aTta komMaHga yganser

no isolate-port group <WORD>
rpynny n3onMpoBaHHbIX NOPTOB.

2. [obasutb Ethernet-nopTbl B rpynny.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

isolate-port group <WORD> switchport | [JobaBnsieT oguH NOpT MnAM rpynny nopToB B
interface [ethernet | port-channel] <IFNAME> | rpynny M30NMPOBaHHbIX MOPTOB, KOTOPbIEe
OyoyT M30nMpoBaHbl OT OpYyrMx MOPTOB B
rpynne. Onepatop NO ygansetr oguMH nopt
WK rpynny NOPTOB M3 rPyMMbl N30NTMPOBAHHbIX
NnopToB.

no isolate-port group <WORD> switchport
interface [ethernet | port-channel] <IFNAME>
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3. OT106pa3nTb KOHUrypaLuo rpynnbl U30NSLUN NOPTOB.

KomaHpa OnucaHue

Pexunm agMUHUCTpPATOpa, Pexum rno6anbHoro KOHd)VIrypVIpOBaHMFl

show isolate-port group [ <WORD> | lMokasbiBaeT KOHUrypaumio rpynn
M30MMPOBaHHbLIX  MOPTOB,  BKMOYadA  BCe
CKOH(PUIyppOBaHHbIE rpynnbl

n3onuposaHHbIX nopTtoB n Ethernet-noptbl B
Kaxkgow rpynne.

4.3. TunoBble npumMepbl PYHKLUN N30NSLUUN NOPTOB

PucyHok 4-1. TunoBkle npumepbl YHKLUUK U30S18L MM NOPTOB

Tononorusa n KoHUrypawumsi KOMMyTaTOPOB NokasaHa Ha pucyHke Bbiwe. [MNopTel e1/1, €1/10 n
e1/15 Bce npuHagnexat kK VLAN 100. TpeGoBaHue 3akmno4aeTca B TOM, 4ToObl nmocne
BKIMOYEHNS PYHKUMM M30MsiuMM NOPTOB Ha kommyTtaTope switch1 nopTel €1/1 1 e1/10 Ha aTom
KOMMYyTaTope He MO CBA3bIBaTbCA APYr C ApYroM 1 oba Mornm cesasbiBaTbcs ¢ noptom e1/15,
CMOTPSALNM B CeTb. TO €CTb CBA3N Mexay nobbiMyM napaMmu HU3nexawmx nopToB HeT, U B TO
Xe BpemMs CBA3b Mexay nobbiM HM3Nexawmm nopToM U BblecTosiwmMm paboTaer.
BblwecToAwm noptT MoxeT paboTaTtk € NtoObIM NOPTOM HOPManbHO.

KoHdurypaumsi kommyTtatopa S1:
Switch(config)#isolate-port group test

Switch(config)#isolate-port group test switchport interface ethernet 1/1;1/10
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5. KOHOUTYPALUUA SYHKUUUN PACIMO3HABAHUA
NETIIU HA MOPTY

5.1. BBepgeHue B pyHKLUIO pacno3HaBaHUA NeTnu

C pasBuTEM CeTeBbIX YCTPOMCTB BCe Gonblie M Gorblie Nnonb3oBaTenei NoAKNoYaTes K
ceTu yepes Ethernet-kommyTaTopbl. B NPpOMBbILLNEHHbIX CETSIX NONb30BATENN NOMYy4aT AOCTYN
Yyepes3 KOMMYTaTopbl 2-r0 YPOBHSI, YTO NPeabsBNseT CTporne TpeboBaHUs K B3aNMOAENCTBUIO
MeXOy YCTPOWCTBaMM KakK BHELUHeW, Tak W BHyTpeHHen ceTn. Koroa Tpebyetcs
B3aMMOZENCTBME Ha 2-M YPOBHE, COOBLLEHNE AOMKHO OTNPaBRATLCA TOYHO B COOTBETCTBUM C
MAC-aapecoM Ans KOppeKTHOW paboTbl Mexay norb3oBaTensmMu. YCTponcTea BTOPOro YPOBHS
3anomuHaloT MAC-agpeca, usyyasi Bxoasime MAC-agpeca WCTOYHMKOB MaKeTOB W Mpu
NOCTYNINEHNM NakeTa C HeM3BEeCTHbIM apPEeCcOM UCTOYHMKA OHU 3anuckiBatoT ero MAC-agpec B
Tabnuuy, 3akpennsa ero 3a NopToM, OTKyAa NpuLLEN 3TOT nakeT. Takum o6pa3oM creayoLuii
nakeT ¢ AaHHbIM MAC-afpecoM B ka4yecTBe NopTa Ha3HayYeHus GyaeT oTnpaBneH cpasy Ha 3ToT
nopT. To ecTb agpec cpasy pukcupyeTcs Ha NopTy A OTNPaBKM BCEX NAKETOB.

Korga naket ¢ MAC-agpecom UCTOYHMKA, YXKe 3anOMHEHHbIM KOMMYTAaTOPOM, MPUXOOUT Yepes
apyron nopT, 3anuck B Tabnuue MAC-agpecoB U3MeEHSIETCA Takum obpas3om, YToObl NakeTbl C
AaHHbiM MAC-agpecomM HanpasBnsanucb Yepes HOBbIM NMOpT. B pesynbTate, ecnv Ha yvacTke
Mexay ABYMS agpecaTamm cyllecTByeT kakaa-nmbo netns, sBce MAC-agpeca us cetm BTOpPOro
YPOBHs ByayT nepeckbinatbecs Ha TOT NOpT, rae cywectyeT netnd (06elMHO MAC-agpeca B 3TOM
crny4ae C BbICOKOM 4YacCTOTOW MEpPEeKrioYalTCss C OAHOro nopta Ha Opyrow), YTo Bbl3blBaeT
neperpysky u notepto pabotocnocobHocTn cetn 2-ro ypoBHs. BoT nouemy Heobxoanmo
nNpoBepsATb Hanuvume neTnn Ha ceTeBblX noptax. Korga Ha nopTy onpegenseTcs netns,
obHapyxuBLLee ee YCTPOWCTBO AOSMKHO MocnaTtb NpeaynpexaeHue B cUCTeMy yrnpaBneHus
CeTbto, NO3BOJIAA CETEBOMY aAAMUHUCTPATOPY OBHaPYXWTb, TOKann3oBaTb 1 peLmnTb Npobnemy
B CeTWu.

Mockonbky cucTeMa OBHapyXeHusi neTerlb MOXEeT aBTOMaTUYeCKM MPUHMMATb PeLUeHUst O
HanuMuMn NeTnn B COEOMHEHUN N ee UCYE3HOBEHWUMW, YCTPOMUCTBA C (DYHKUMSIMU KOHTPOIS Ha
nopTax (TakMx Kak W30nsiuMsi MOPTOB W KOHTPOSb 3a 3anomuHaHvem MAC-agpecoB) moryT
3HaYUTENbHO CHU3WUTb Harpysky C CETeBOro aJMWHUCTpPATopa, a Takke YMEHbLUUTb BPEMS
peakunn Ha npobrnemy, MUHUMU3NPYS BO3AENCTBME NETNN Ha CeTb.

5.2. Cnucok KOMaHA ans KOHUrypupoBaHus dyHKUUN
pacno3HaBaHusA NeTnn Ha NopTy

KoHpurypmpoBaHme BpeMeHHOro nHTepBarna pacrno3HaBaHUA neTnu.
BkritoueHne dyHKUMK pacno3HaBaHUs NeTnu.

KoHdurypmpoBaHune pexnma nopra npu pacno3HaBaHuUM NeTrw.

BbiBOA 0TNago4vHon nHdopmawmMm No pacrno3HaBaHMIo NeTnn.
KoHpuryprpoBaHme pexnma BOCCTaHOBNEHNSA NPWU pacrno3HaBaHUM NeTnu.

ok owbdE
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1. KoHdurypmpoBaHne BpEMEHHOIO MHTEPBana pacno3HaBaHWs NeTnAu.
KomaHpa OnucaHue
Pexxum rmob6anbHOro KoHcpurypupoBaHus
loopback-detection interval-time | KoHdurypnpoBaHme BpeMeHHOro WHTepBana

<loopback> <no-loopback>
no loopback-detection interval-time

pacno3HaBaHNA neTnu

2. BknioyeHune beHKLl,I/lI/I pacno3HaBaHNA NETIIN.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta
loopback-detection specified-vlan <vlan-list> BkntoyeHne 1 BbIkNoYeHne dPYyHKUMK
no loopback-detection specified-vlan <vlan-list> | PacMo3HaBaH1s NeTn

3. KoHdwurypupoBaHue pexmma nopTta npu pacrnosHaBaHUU NeTnu.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

learning}
no loopback-detection control

loopback-detection control {shutdown |block| | BkntoyeHne n BbIKNOYEHWE OMNpeAEeNeHHOro

pexuma nopTa npv pacno3HaBaHUN NETN.

4. BblBog 0TNAg0YHOM MHOPMaLUKM MO pacno3HaBaHUIO NETIN.

KomaHaa

OnucaHue

Pexunm agMmHucTpatopa

debug loopback-detection
no debug loopback-detection

BbiBog oTnago4yHon uHdopmaumm no pacrno3HaBaHWUIO
netnun. C onepatopom NO gaHHasa komaHga npekpaiiaeT
BbIBOJ, OTNAaL04HON NHOpMaLUN.

show loopback-detection [interface
<interface- list>]

MokasblBaeT cTaTyc W pesynbTaTbl pacno3HaBaHUS
NeTnn Ha Bcex nopTax, ecnu Apyrux napameTpoB He
BBOAMTCS; B NPOTVBHOM CIy4ae NokasblBaeTcsi cTaTyc U
pes3ynbTaT pacrno3HaBaHus NeTnM AN KOHKPETHbIX
nopToB
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5. KOH(*)I/IprMpOBaHI/Ie pexnmMma BOCCTaHOBIIEHUA MNMpPU pacno3HaBaHU NETIN.

KomaHpa OnucaHue

Oo6wumn pexmm

loopback-detection control-recovery timeout | KoHurypupoBaHue pexmuma BOCCTaHOBIEHUS

<0- 3600> npu pacnosHaBaHMM NeTnun (aBTomMaTU4eckoe
BOCCTAHOBMEHNE UMW HET) WIN BPEMEHMU
BOCCTaHOBEHUS.

5.3. MNpumepsbl pyHKUUU pacno3HaBaHUA NETNU Ha NOPTY

<>

PucyHok 5-1. TUNMYHbIM NpUMep NOAKIHYeHUs

B npuBeneHHOM Huxe KOHdurypauum, KoMMmyTaTop onpefensieT CyllecTBOBaHWe neTnv B
Tononorun cetn. Mocne BkNOYeHNs PYHKLMM pacno3HaBaHusl NETNN Ha NOPTY, CMOTPSILLEM BO
BHELLUHIOI CeTb, KOMMYyTaTop OyaeT yBeAOMIMsATb NOACOEAMHEHHYH CETb O CyLLeCTBOBaHUU
NeTnN N KOHTPONMPOBAaTbL MOPT KOMMyTaTopa ANns o6ecneveHns HopmanbHON paboTbl JaHHOW
ceTw.

lMocnegoBaTenbHOCTL KOHGUIypaumMm KomMyTaTopa:
Switch(config)#loopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/1)#loopback-detection special-vlan 1-3
Switch(Config-If-Ethernet1/1)#loopback-detection control block

Ecnu BbibpaH meToa 6nMoKMpOoBKU Npy onpeaeneHnn NeTNnN, AOMKEH ObiTb rMo6anbHO BKIIOYEH
npoTtokon MSTP Ha Bceli ceTn, a Takke OOMKHbI ObITb CKOHOUIYPpUPOBaHbLI COOTBETCTBYHOLLNE
CBSI3M MeXay NpoTokoriom ceasytowero gepesa 1 VLAN.

Switch(config)#spanning-tree
Switch(config)#spanning-tree mst configuration
Switch(Config-Mstp-Region)#instance 1vlan 1
Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#
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5.4. PeweHue npobnem ¢ pyHKLUMEN pacrno3HaBaHUA NeTIU Ha NOPTY

(DyHKLI,I/IFI pacno3HaBaHNUA MET/IM Ha NOPTY BbIKIMKYEeHa MO YyMONYaHUKO W OO0JDKHa ObITb
BKI1O4eHa npu HeOGXO,EI,I/IMOCTVI.
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6. KOHOUT'YPALUA PYHKLUUU ULDP
6.1. Obwaa nHdopmaumsa o ULDP

OpHoHanpaBneHHbIN NMHK — 3TO pacnpocTpaHeHHas npobnema B ceTu, 0cobBeHHOo Ans
ONTUYECKMX coeauHeHwid. [oa opgHoHanpaBneHHbIM COeAMHEHMEM MOHMMAETCA CUTyauus,
Korga OfMH NopT CoeaNHEHMSI MOXKET NPUHMMaTL COOBLLEHUSI OT APYroro nopTa, a TOT HE MOXET
nony4yaTb UX OT NepBoro. Ecnv gunsnyecknin ypoBeHb CoeAMHEHUSI eCTb U paboTaeT HopMaribHO,
npobnema CBSI3N MeXOy YCTPOWCTBaMM He MOxeT OblTb OGHapyeHa. Kak nokasaHo Ha
pucyHKe, npobrema OnTUYECKOro COoeAMHEHMSI He MOXeT OblTb OGHapyeHa nocpeacTBOM
MEXaHU3MOB (PN3NYECKOrO YPOBHS, TaKMX Kak aBTOMaTUYECKOe COornacoBaHne napameTpos.

Switch A

Switch B

PucyHok 6-1. NepekpecTHoe onTn4eckoe coeguHeHne

Switch A

Switch B

Switch C
PucyHok 6-2. OgnH 13 KOHLIOB Ka)KAoro ONTUYECKOro COeAMHEHWST HE NOOKITHOYEH

Takon Bug npobnem 4acTo BO3HUKAET B cUTyauuu, korga unm uHtepdpenc, unu GBIC (Giga
Bitrate interface Converter — «koHBepTep uHTepdenca co ckopoctbio 1 6uT) ummetoT
nporpaMmMmHble Npobrembl, B 3TOM crnydyae o6opyaoBaHME CTAHOBUTCS HEOOCTYMHbIM UIN
paboTaeT HenpaBUIbHO.

OpHoHanpaBneHHoOe COeAMHEHNE MOXET Bbi3blBaTb LNy Ccepuio nNpobnem, Takmx Kak
3aUMKNMBaHNe CBA3YKLWEro gepesa unu wmpokoBewaTensHbiM wtopmam (broadcast black
hole).
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ULDP (Unidirectional Link Detection Protocol — npoTokon obHapyXeHus ogHOHanpaBrneHHbIX
COeaNHEHUIN) MOXET MOMOYb OBHaPYXUTb HEUCNPABHOCTb, KOTOpas BO3HUKAET B CUTyauMsX,
NnepeyncrieHHblxX Bblle. B komMyTatope, NOAKMOYEHHOM 4epe3 OMTUYECKYID UM MeHYHo
Ethernet-nuHuio (Takyto kak BuTas napa naton kateropuun), ULDP MoxeT MOHUTOpPUTL cTaTyc
dusnyecknx coeguHeHnin. B cnyyae, ecnn obHapy>keHO ogHOHaNpaBfeHHOe COoeaMHEeHNe, OH
noceinaeTt npegynpexaeHve nonb3oBaTensM U MOXeT BbIKMIOYUTL NOPT aBTOMAaTUYECKU, UIN
BPYYHYIO, B 3aBUCMMOCTU OT KOH(Urypauum rnorib3osaTens.

OyHkuma ULDP B kommyTatope pacno3HaeT yAdaneHHble YCTponcTtBa W npoBepsieT
KOPPEKTHOCTb COE€AMHEHWUNA, UCMOSb3Yst MHTEPAKTUBHYK CUCTEMY COOCTBEHHbIX COOOLLEHMNA.
Korga ULDP BkrntoyeH Ha nopTy, MexaHusMm onpefeneHnst cratyca nopTa 3anyckaeTcsl, YTo
nogpasymeBaeT MOCbIIKY COOBLLUEHNI Pa3NNUYHOrO BMAA, KOTOPbLIE NMOCKLINATCA pasfNyHbIMA
nognporpaMmmamMu 3TOr0 MexaHuama Ansg MPOoBepKM craTyca CoeauHeHun nytem obmeHa
UHdopmaumen ¢ yaaneHHoiMu ycTtponctsamu. ULDP moxeT guHamumyecku onpepensaTb
WHTepBarn, C KOTOPbIM yaaneHHoe YCTPOMCTBO NOCbINaeT CBOM YBe4OMMEHUS U NOACTpanBaeT
B COOTBETCTBMM C HMM CBOW nokanbHbin uHTepBan. Kpome Ttoro, ULDP obGecneunBaet
MexaHn3Mm pecTtapTa, ecnu nopt Obin 3abnoknpoBaH ULDP, Takke coeaMHeHne MOXeT ObiTb
NpoBEpPEHO elle pa3 nocre pecrtapta. BpemeHHOW wvHTepBan MOCHIKA yBEOOMIEHUA W
pectapTta nopta B ULDP mMoxeT koHpurypupoBaTbCsa Nonb3oBaTtensamMu, Takum obpasom ULDP
MOXeT BbICTpee pearnpoBaTtb Ha NPOBGNemMbl COEAUHEHN B PA3NIM4HOM CETEBOM OKPYXXEHUM.
MNMokasaTtenem npasunbHon paboTbl ULDP gaensetca paboTta coegnHeHus B OYMMEKCHOM
pexume, 310 3HaumT, 4yto ULDP BKMlOYeH Ha 0BOMX KOHLAX COEAMHEHUS U UCMOSb3yeT
OAMHAKOBbLIAN METOA aBTopU3aLmm 1 naporsb.

6.2. Cnucok komaHa ana koHcgpurypmposaHus ULDP

BkritoueHne dpyHkumm ULDP Ha kommyTaTtope.

BkritoveHne doyHkummn ULDP Ha nopTy.

KoHcpurypaumsa arpeccrBHOro pexnma Ha KommyTtaTope.

KoHdpurypaumsa arpeccrBHOro pexvma Ha nopry.

KoHpurypaumsa metoaa BbIKMOYEHNS OAHOHANPaBNEeHHOro COeAUHEHNS.
KoHdourypaums nHtepeana ysegomnenun (Hello messages).
KoHurypauma nHtepsana BOCCTaHOBIEHUA.

PecTapT nopTta, Bblkto4YeHHOro doyHkumnen ULDP.

[emoHcTpaumoHHasa n otnagoyHas nHgopmaumsa pyHkumm ULDP.

©® N ~LDdDR

1. BknwodeHne gyHkumn ULDP Ha KomMmyTaTope.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

uldp enable BkntoyeHne wunu BbIKITIOYEHNE  DYHKLUK

uldp disable ULDP Ha kommyTaTope.
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2. BkmoyeHve doyHkummn ULDP Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

uldp enable BkntoyeHne nnu soikntoveHme dyHkumm ULDP Ha nopT.
uldp disable

3. KoHdurypauus arpeccrBHOro pexvma Ha KoMmyTaTope.

|
KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

uldp aggressive-mode YcTtaHaBnuBaeT pexum paboTbl pyHKLmMK

no uldp aggressive-mode Ha koMMyTaTope.

4. KoHurypaumsa arpeccuBHOro pexunma Ha nopry.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

uldp aggressive-mode YcTaHaBnnBaeT pexnm paboTbl PYHKLMN Ha NOPTY.
no uldp aggressive-mode

5. KoHdurypaums metoga BbIKMOYEHUS O4HOHAMNPAaBNEHHOrO COeaNHEHNS .

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

uldp manual-shutdown KoHdourypupyet mMeToa BbIKITHOYEHUS

no uldp manual-shutdown O[HOHaMnpaB/ieHHOro coeanHeHu4.

6. KoHdurypaumsa nHtepsana ysegomneHmi (Hello messages).

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

uldp hello-interval <integer> KoHdurypauma  wvHTepBana  ysegomnienHun  (Hello

no uldp hello-interval messages), Ananas3oH ot 5 o 100 cekyHa.

3Hayenwne no ymonyanmo — 10 ¢
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7. KoHdurypauusa nHtepeana BOCCTaHOBMEHMS.
KomaHpa OnucaHue
Pexxum rmob6anbHOro KoHcpurypupoBaHus
uldp recovery-time <integer> KoHdourypupyeT WUHTepBan

no uldp recovery-time <integer>

BOCCTAHOBMWTENMbLHOrO pectaprta. [nanasoH oT
30 oo 86400 cekyHA.

3HayeHwue rno ymonyanuio — 0 cekyHA.

8. Pecrtapt nopTta, BbIKNto4YeHHOro oyHKumen ULDP.

KomaHpa

OnucaHue

PexuM rno6anbHOro KOHPUrypmMpoBaHUS UNUN PEXUM KOHPUIypUpoBaHUsA nNopTa

uldp reset

PecTtapTyeTt BCce nopTbl B pexume rrnobanbHOro
KOH(UrypupoBaHus. PectapTyeT KOHKpPETHbIV
nopT B peXxmnme KOHPUryprpoBaHus nopra.

9. [eMoHCTpaumoHHasa 1 oTnagoyHas uHpopmaumsa yHkumm ULDP.

KomaHaa

OnucaHue

Pexnm agpMuHucTpatopa

show uldp [interface ethernet IFNAME]

lMokasbiBaeT wHGopmauuto no ULDP. [Ons
otobpaxeHna obwen ULDP  wnHdbopmauum
napameTpoB HeT. [pu 3agaHMM KOHKpEeTHOro nopTa
BbIBOAUTCA 0bLas nHdopmauunsa n nidpopmaums o
cocedax no gaHHoOMY nopry.

debug uldp fsm interface ethernet

<|Fname>

no debug uldp fsm interface ethernet
<IFname>

BkntoyeHne nnn BbIKIIIOYEHME BbiBOA4A OTNago0YHON
nHdopMaumm No onpeaesnieHHoOMY MopTy.

no debug uldp event

debug uldp error BknioyeHne  unu  BbIKMOYEHME  OTMad04HOM
no debug uldp error nHdopMaumm 06 owmbkax
debug uldp event BkntoyeHne  unu  BbIKMKOYEHME  OTMAad0YHOM

MHdopMaumn o0 cobbITUAX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BkrnitoyeHne vnu BbIKMIOYEHME BbIBOAA OTNag04YHOMN
WMHopmaumm no Tmny coobLueHnn

(@ orecy
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KomaHpa

OnucaHue

debug uldp {hello|probe|echo| unidir|all}
[receive|send] interface ethernet
<IFname>

no debug uldp {hellojprobelecho|
unidirjall}  [receive|send] interface
ethernet <IFname>

BkntoyeHne unu BbIKMAOYeHWE BbiBoAa AeTalbHON
MHdopMaumm 06 onpeaeneHHoM Tune coobLLeHWNA,
KOTOpble MOryT MOCbINIaTbCA MM NPUHMMATLCA Ha
onpeaeneHHoM nopTy.

6.3. TunoBbie npumepbl PyHKuun ULDP
Switch A

S

Switch B

pC2

PucyHok 6-3. OnTuyeckoe nepekpecTHoe coeauHeHne

B ceTteBon Tononorun Ha pucyHke nopTtbl g1/1 n g1/2 Ha kommyTaTope A, a Takke noptbl g1/3
n g1/04 Ha kommyTaTope B — ontuyeckne. N coegumHeHne MMeeT NEepeKkpeCTHbIN Tun.
®dun3nyeckmin ypoBeHb BKIOYEH M paboTaeT HOpMarbHO, HO COEAMHEHME HA YPOBHE OAHHbIX
HepaboTocnocobHo. ULDP moxeT onpegenuTb M 3abnokMpoBaTb Takon TuM OLWKMOKM Ha
coegnHeHun. KoHeuvHbIM pesynbTaTom bygeT 1o, 4Tto nopTbl g1/1 1 g1/2 Ha kommyTaTope A, a
Tarke noptel g1/3 n g1/04 Ha kommyTaTope B 6yayT 3abnokupoarbl dyHkumen ULDP. MNopTbl
cmoryT paboTtath (He 6yayT 3abnoknpoBaHbl) TONbKO eCnn coeanHeHne O0yaeT KOPPEKTHLIM.

MocnepoBaTenbHOCTL KOH(pUrypaumm KommyTtatopa A:

SwitchA(config)#uldp enable

SwitchA(config)#interface ethernet 1/1
SwitchA (Config-If-Ethernetl/1)#uldp enable
SwitchA (Config-If-Ethernetl/1)#exit
SwitchA(config)#interface ethernetl/2
SwitchA(Config-If-Ethernet1/2)#uldp enable

MocnepoBaTtenbHOCTbL KOH(Urypaumm KommyTtaTtopa B:

SwitchB(config)#uldp enable
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SwitchB(config)#interface ethernet1/3
SwitchB(Config-If-Ethernetl/3)#uldp enable
SwitchB(Config-If-Ethernet1/3)#exit
SwitchB(config)#interface ethernetl/4
SwitchB(Config-If-Ethernet1/4)#uldp enable

B pesynbTtate noptbl g1/1 n g1/2 Ha kommyTtaTope A 6yayT 3abnokupoBaHbl yHKumen ULDP u
Ha gucnnee TepmuHana PC1 nosasutca cneayrowas nHopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/1 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/1 shut down!

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/2 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/2 shutted down!

MopTtbl g1/3 u g1/4 Ha kommyTaTope B ByayT 3abnoknposaHbl dyHkumen ULDP n Ha gucnnee
TepmuHana PC2 nossutca cneayowas nHpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/3 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/3 shutted down!

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/4 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/4 shutted down!

6.4. YcTpaHeHue Henonagok pyHkumuun ULDP

3ameyaHusi No KoHUrypaLuu:

[na ysepeHHocTH, 4TOo ULDP cmoxeT onpeaenuTb, YTO OAMH U3 OMTUYECKUX NOPTOB HE
NOOKIMHOYEH WM NOPTbl HEKOPPEKTHO COEAMHEHbI, MOPTbl OOSKHbI paboTaTb B
OYMIEKCHOM PEeXMME N UMETb OANHAKOBYH CKOPOCTb.

Ecnn mMexaHuM3am aBTOMatuMyeckoro onpegerneHus napameTpoB ONTUYECKUX MOPTOB,
OOMH M3 KOTOPbIX BKITHOYEH HEKOPPEKTHO, Oonpedennt pabounin pexum U CKOpOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBUCMMOCTM OT TOrO, BKITHOYEH OH UMK
HeT. B gaHHOM cuTyaumm NopT NoMeYvaeTCs Kak BbIKIHOYEHHbIN.

[na yBepeHHOCTW B TOM, YTO OTBETHbIN MNOPT KOPPEKTHO CKOHUrypupoBaH U
OflHOHanpaBlieHHOe CoeANHEHNE CMOXET OblTb KOPPEKTHO onpeaeneHo, HeobxoamMmo,
yTobbl Ha o000Mx KoHUax coeamHeHns ULDP ©Obin BkIOMEH M Mcnonb3oBarics
OMHaKOBbIV MeTo4 aBTopu3aumn 1 naporne. B Hawem npumepe naporb ¢ 06enx CTOpoH
He yCTaHOBMEH.

MHtepBan otnpaekn hello-coobuweHnin moxeT ObiTb M3ameHeH (310 10 cekyHg no
ymMonuyaHmio n konebnetca or 5 go 100 cekyHa), Tak yto ULDP moryT ObicTpee
pearnpoBaTb Ha OLWMOKN MOAKMYEHNS NIMHUIA B PasfMyHbIX yCnoBuAxX paboTbl ceTu.
Ho aTOoT uHTepBan gomkeH 6biTb MeHblle 1/3 oT BpemeHn KoHBepreHumn STP. Ecnu
WHTEpBan CNvWKOM ANuHHbIN, netna STP Gyaet cdopmupoBaHa go toro, kak ULDP
OBGHapPYXUT W OTKMOYUT MNOPT OAHOHAMpaBfieHHOro coeavHenus. Ecnm mHTepsan
CMNULLKOM KOPOTKWI, ceTeBas Harpy3ka Ha nopT OygeT yBenuueHa, 4YTO O3HavaeT
CHWXEHME NpPOomnyCKHOM CocoBHOCTN.
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ULDP He obpabatbiBaeT cobbitna LACP. OH oGpabaTbiBaeT kaxgoe coefuHeHue rpynnbl
TRUNK (Hanpumep, port-channal, TRUNK-nopTbl) He3aBUCUMO ApYr OT apyra.

ULDP He paGoTaeT C NOXOXWMW NPOTOKONaMU APYrMx npon3soautenein. 3TO O3HayaeT, YTo
nonb3oBatenn He MoryT mucnonb3oBate ULDP Ha OAHOM KOHLE W MCNoNb3oBaTb Apyrue
noAo6HbIe NPOTOKOSbI HA APYrOM KOHLIE COEANHEHUS.

ULDP-gyHKLMA OTKMOYeHa no ymondaHuto. MNocne BkntodeHus pyHkumn ULDP B pexnme
rnobanbHOro KOHUIypupoBaHUst MOXHO BKMOUYUTb BbIBOA4 OTMAZ4OYHbIX  COOOLLEHWN.
CyuwectByeT Heckonbko komaHa otnagkm (DEBUG) anga BbiBoga oTnago4vHoOW MHopmaumu.
Hanpumep, nHdopmaumio o cobbITUSIX, COCTOSIHUK, oLIMBKax U cooOLLeHMsIX. PasnnyHbie TUnbI
OTNagoYyHbIX COOOLWEHNA Takke MOryT OblTb BbiBEAEHbl B COOTBETCTBUM C PasfnUYHbIMU
3Ha4YeHNAMM NapamMeTpoB.

e Tanmep BOCCT@HOBMEHWS NO YMOMYAHMIO BbIKIIOYEH Y MOXET ObITb BKIOYEH TOSBKO B
cny4ae, Korga nornb3oBaTenb 3agarn Bpems BocctaHoBneHus (30 — 86 400 cekyHn).

KomaHga pectapTa u MexaHu3m nepesarpysku nopta BO3OEeNCTBYIOT TOMNbKO Ha NOPT, KOTOPbIA
Obin BblkNtoYeH dyHkunen ULDP. TMopTbl, BbIKNIOYEHHbIE BPYYHYHO, MOMNb30BaTENSAMU UMK
OPYMMU PYHKUMAMM HE MOTYT BbITb pecTapToBaHbl pyHkumnen ULDP.
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7. HACTPOUKA ®YHKLUWUU LLDP
7.1. O6wume cBegeHns o pyHkumn LLDP

lMpoTokon nccnegoBaHus coeamnHuTensHoro yposHs (Link Layer Discovery Protocol — LLDP) —
3TO HOBbIN MPOTOKOM, OMUCaHHbIN B cneundukaumm 802.1ab. OH nossonsieT coceaHnm
YCTPOMCTBaM MocbinaTth yBeAOMIEHWSI O CBOEM CTaTyce APYrMM YCTPOMCTBAM U Ha BCEX NopTax
nto60oro ycTponcTea coxpaHsaTb MHpopmaumio 06 atoM. Ecnn Heob6xoamMmo, NopThl Tak e MoryT
nocbinatb WHdopmaumio 06 U3MEeHeHMM cTaTyca YCTPOWCTBAM, HEnocpeacTBEHHO
NOAKMOYEHHbIM K HUM. OTa MHgopmaumsi Byaet coxpaHeHa B cTaHgapTHbix MIB SNMP.
Cuctema ynpaBsneHusi CETbI0O MOXET NPOBEPSATb COCTOSAHWE COEAMHEHWUA BTOPOro YPOBHSA MO
nHdopmaumm ns MIB. LLDP He KoHuUrypupyeT nnm KOHTPONUPYET SNEMEHTbI CETU UK NOTOKMU,
OH TOMbKO OnuUChbIBaeT KOHdUrypaumio BTOporo yposHs. B cneumdukauum 802.1ab Takke
OnuCbIBaeTCs, Kak ucnonbdyetcsa uHdopmaums, npegoctasnsemas LLDP ana obHapyxeHus
KOH(SIMKTOB Ha BTOPOM YypoBHe. WHCTUTYT ctangapTtusaumm (IEEE) B Hactosiwee Bpems
NCNonb3yeT CyLEeCTBYIOLLYI0O (hN3NYECKYI0 TONOMOrnio, MHTepdencel n Habopsl MIB IETF.

YnpoweHHo, LLDP — npotokon o6HapyxeHus cocegHux yctponcts. OH onpependet
cTaHdapTHbIi MmeTohd, nossonswowmi  Ethernet-yctponcteam, Takum, Kak KomMMyTaTopbl,
MapLUpyTM3aToOpPbl U TOYKM AOCTYyNa yBEAOMIISATbL O CBOEM CYLLIECTBOBAHWUM Apyrue y3anbl CeTu n
COXpaHATb WHpopmaumio 060 Bcex cocedHux YycTpoucTBax. Kak cnencsue, petanbHas
MHpopMauma O KOHdUrypauum yCTpoOMCTBa M O HaMOEHHbIX cocedsdx MOXeT 06bsBNATbLCA
nocpeacTBOM JAHHOro NpoToKona.

B vactHocTu, LLDP onpenensieT coctaB 0OCHOBHOIoO MHGOpMaLUnoHHOro 06bsaBneHNs, nepegavy
00OBbABMEHUA U METOA COXpaHeHusi OaHHOM MHgopmaumn. [Ona obbaBneHus cobGCTBEHHON
MHopMauMn  YyCTPOMCTBO MOXET MOoCbllaTb HECKONbKO YacTem WMHGOPMAaLMOHHOIO
obbaBneHus B ogHoM LAN-nakeTe gaHHbIX. Tun nepegayn onpenensietcs 3HavyeHMeM nosns
TLV (Type Length value — 3Ha4yeHne gnuHel TMNa). Bece yctponcTtea, nogaepxmsatowme LLDP,
OOJTKHbI NoAdepkuBaTh onoBeLleHns o ngeHtudmkartope (ID) ycTporcTea n ngeHtudmnkatTope
nopTta, HO npegnonaraeTcs, YTo BGOMbLLIMHCTBO YCTPOMCTB MOAAEPXMUBAIOT onoselleHus 06
UMEHN CUCTEMBbI, €€ ONNCaHUU U NPOM3BOANTENBHOCTU cucTeMbl. OMNOBELLEHUSA C ONUCaHUEM
CUCTEMbI 1 O MPON3BOAMUTENBHOCTM CUCTEMbI MOTYT TaKXe coaepXXaTb NoNe3Hy MHopMaumio,
HeobOxogumyto gns cbopa WHopmaumMm O MnoTokax B ceTu. OnucaHne CUCTEMbl MOXET
BKITHOYATb TakMe AaHHble Kak NosTHoe MMsi 06bsBNAEMOro yCTpoMCTBa, TUN YyCTPOMCTBA, BEPCUS
ero onepaunoHHON CUCTEMbI U Tak Aanee.

Mpotokon LLDP no3sonsieT ynpoCTUTb NOUCK NpobGrieM B KOPMOpaTMBHOW CETU, pacLUMpUTb
BO3MOXHOCTU WHCTPYMEHTOB YMNpaBrieHNs CeTblo MyTeM onpefeneHvus U XpaHeHus TOYHOM
CeTeBOW CTPYKTYpbI.

MHorve Tunbl nNporpamMm ynpaBneHUs CeTbl WUCMOMb3yT (PYHKLUMIO aBTOMaTU4eCKOro
obHapyxeHus (“Automated Discovery”) onst OTCneXxmBaHns NU3MEeHEHUN N TEKYLLETO COCTOSAHMS
TONOJSIOMMN, HO BONBLUMHCTBO M3 HUX paboTaeT TOMbKO Ha TPETLEM YPOBHE U B IyyLUEM cryyae
KnaccuduumpyeT ycTpoucTBa Mo UMX noaceTaMm. ITWM [aHHble  CAUWWKOM  MNPUMUTUBHBI,
NO3BOSIAIOT OTCMEXMBaTb TONbKO 6a3oBble COOLITUSA, TakMe Kak aobaBneHue vnu yaaneHve
YCTPOWCTB BMECTO AeTanbHOM MHOPMaLMM O HUX U O TOM, KaK YCTPOMCTBa B3aUMOOENCTBYIOT
C ceTblo.

NHdopmauus, cobpaHHas Ha 2 ypoBHE, COAEPXUT cBeaeHust 06 ycTponcTeax, Ux noptax u o
TOM Kakme KOMMyTaTopbl C KakumMu coeauHeHbl M T. n. OHa TaK e MOXeT nokasbliBaTb
MapLUpyTbl MEXAY KNNeHTaMn, KoMMyTaTtopamu, MapLupyTM3aTopaMmn U ceTeBbIMU CEpPBEPaMM.
Takve gaHHble OYeHb BaXkKHbl AN onpeaeneHnst n uccregoBaHms CTOYHUKa Nnpobnem Ha ceTw.
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LLDP gBnsetca nonesHbiIM WHCTPYMEHTOM YrNpaBneHusi, NpeaoCTaBnSAOWMM  TOYHYIO
MHOpMaLMIO O 3epKanMpoBaHWM CeTU, OTOOpaeHWM MOTOKOB AaHHbIX M MOUCKE CeTEBbIX
npobnem.

7.2. Cnncok komaHa ana KoHcgpurypmposaHus LLDP

BkntoyeHne LLDP Ha ycTponcTse.

BkntoveHne yHkuumn LLDP Ha nopTy.

KoHdpurypaumsa ctatyca LLDP Ha nopTy.

KoHdpurypaumsa nHrepeana obHoBneHns coobuennin LLDP.

KoHdurypaumst MHOXUTENSA BPEMEHN NOSAEPXKKM coobLueHnin LLDP.
KoHdburypaums 3agepkkm oTnpaskyM 0OOHOBSOLLMX COOOLLEHUA.

KoHdurypaums nHtepeanos nocbiikn TRAP-nakeTos.

BkntoveHne yHkuumn TRAP Ha noprTy.

KoHpurypaumsa gononHUTenbHbIX napameTpoB UHPOpMaLmMmn Ans OTNpaBky Ha NopTy.
KoHdpurypaumsa pasamepa namaTu, UCMONb3yemMon ANa XxpaHeHus Tabnuuy, Ha nopry.
11. KoHdurypaums 4encTBuii Npu nepenosiHeHnn naMaTn ana tabnuubl Ha nopTy.

12. OtobpaxeHue oTrnago4Hon MHpopmaumm no pyHkunm LLDP.

©OCeNOOO~ODNRE

[EEN
©

1. BkniodeHue LLDP Ha ycTpoicTse.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

lldp enable OO0LLee BKNOYEHWE/BbIKNIOYEHME
lidp disable

2. BkntoyeHue yHkumm LLDP Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

lldp enable Bkntouenwne/Boikrtovenne LLDP-cdyHKuMm Ha nopTy.
lidp disable

3. KoHdwurypaums ctatyca LLDP Ha nopTy.

KomaHaa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lldp mode (send|receive|both|disable) KoHdurypaumsa pexuma pabotbl GyHKUMM
LLDP
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4. KoHdurypaumsa nHrepeana obHoBneHns coobwennin LLDP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

lldp tx-interval <integer>
no lldp tx-interval

KoHdpurypaumsa nHrepeana obHoBneHus coobiexHun LLDP
KaKk onpenoeneHHoM BenW4YMHbl  WMNU  3HaYeHust no
YMOMYaHMIo.

5. KoHdurypaumsa MHOXUTENS BPEMEHU NOAAEPXKKM coobLueHnin LLDP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

lldp msgTxHold <value>
no lldp msgTxHold

KoHdurypaums MHOXUTEnNA BpeMEHU NnoaaepPXKn
coobuweHnn LLDP kak onpedeneHHoOW BenuyuHbl Unu
3Ha4YeHUs N0 YMOMYaHMIO.

6. KoHdurypaumsa 3agepxkm oTnpaBkm 0GHOBNAOLLNX COOBLLEHWIA.

KomaHpa

OnucaHune

Pexum rmo6anbHOro KoHdurypmpoBaHus

lIdp transmit delay <seconds>
no lldp transmit delay

KoHdurypaumst  3agepkkm  OTnpaBkM  OBHOBASAIOLLNX
COOOLLEHN Kak onpefeneHHON BenMYMHbI UNN 3HayYeHus
Mo YMOJS4YaHuIo.

7. KoHdwurypaumsi MHTepsanos nocbinkn TRAP-nakeTos.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

no lldp notification interval

lIdp notification interval <seconds>

KoHdurypaumna mHtepBanosB nocbiikn TRAP-naketos
Kak onpegeneHHonM BenUYMHblI UMK 3HAYeHUs Mo
YMOJYaHMIO.

8. BkntoyeHune yHkumm TRAP Ha nopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lldp trap <enable|disable>

BkntoyeHwne/BbikntoueHne gyHkummn TRAP Ha nopTty

(@ orecy
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9. KoHdurypauus 4ONONHUTENbHBLIX NAapaMeTPOB MHpOPMaLIMK ANt OTNPAaBKM Ha NopTY.

[sysDesc] [sysCap]
no lldp transmit optional tlv

KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta
lIdp transmit optional tlv [portDesc] [sysName] | KoHdwurypaums OOMNONHUTESbHbIX

napameTpoB MHGOPMaLMKN AN OTNPaBKU
Ha NOpPTY KaK onpeaeneHHou BenuYuHbI
UMK 3HAYEHUS MO YMOMYaHWIO.

10. KoHdurypaums pasmepa namsiTv, UCNonb3yeMon Ansi XpaHeHust Tabnumuy, Ha nopry.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lldp neighbors max-num <value>
no lldp neighbors max-num

KoHdurypaums pasmepa namatv, UCNOMb3yeMon Ans
XpaHeHus Tabnuy Ha nopTy Kak onpeaeneHHom
BESNTMYUHBI NN 3HAYEHMS MO YMOSTHAHUIO.

11. KoHdurypaums 4encTBuii Npu nepenosiHeHMy naMmaTn ana tabnuupsl Ha nopry.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

lIdp tooManyNeighbors {discard |

delete} KoHdwurypaumss gencteuin npwu nepenosiHEHUU
namsat ans Tabnuubl Ha NnopTy

12. OToGpaxxeHne oTnagovHon nHgopmMaumm no dpyHkumm LLDP.

KomaHaa OnucaHue
Admin, Pexum rno6anbHOro KoH¢urypmpoBaHus
show lldp OTobpaxeHne TekyLuen koHdurypaumm dpyHkumm LLDP.

show lldp interface ethernet
<IFNAME>

Otobpaxenne wHdopmauun o koHdburypaumm LLDP Ha
KOHKPETHOM MopTy

show lldp traffic

OTobpaxeHne nHpopmaumm 060 BCEX CHETUMKAX.

show lldp neighbors interface
ethernet <IFNAME>

OTobpaxenne nHdopmauun o LLDP-cocegsix Ha gaHHOM
nopTy.
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KomaHpa OnucaHue

show debugging lldp OTobGpaxeHne BCeX MNOPTOB C BKMAYEHHOM QYHKUMEN
otnagku LLDP

Pexunm agmMmHucTpatopa

debug lldp BkntoyeHwme/BbIktoueHNe BbIBOAA 0Tnago4vHoOM
no debug Ildp nnHdopmaumn LLDP.

debug Ildp packets interface | BknioueHue/BbiknoveHme BbIBOAA 0Tnago4vHoOu
ethernet <IFNAME> WHdopMaumm o oTnpaeke unu npueme naketoB LLDP Ha

no debug lldp packets interface | MOPTY Wi Ha KOMMyTaTOpE.

ethernet <IFNAME>

Pexxum KoHcurypmpoBaHusa nopTta

clear lldp OuucTtka Tabnuubl coceaen Ha nopTy
remote-table

7.3. TunoBoun npumep pyHkuumn LLDP

PucyHok 7-1. Tunoson npumep KoHgurypauum doyHkummn LLDP

Ha cxeme ceTeBown Tonosnornm, npuBeaeHHon Bolwe, nopt 1,3 Ha kKoMMyTaTope B Nogkmo4veH K
nopty 2,4 kommytatopa A. lNopT 1 kommyTaTtopa B ckoHdurypupoBaH B pexume npuema
naketoB. Onuma TLV Ha nopTy 4 kommyTaTopa A ckoHdurypmupoBaHa kak portDes n SysCap.

KommyTatop A. lNocnegoBatenbHOCTb KOMaHL, KOHdUrypaumm:;
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/4
SwitchA(Config-1f-Ethernet1/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernetl/4)exit
KommyTaTtop B. NocnegosaTtenbHOCTb KOMaH, KOHUrypaunun:
SwitchB(config)#lldp enable
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SwitchB(config)#interface ethernetl/1
SwitchB(Config-If-Ethernet1/1)# lldp mode receive
SwitchB(Config-If-Ethernetl/1)#exit

7.4. YcTpaHeHue HeuncnpaBHocTen chbyHkuum LLDP

®yHkuma LLDP no ymon4yaHuto BbikntoveHa. [locne ee BKkNoYeHUs B pexume rrnobanbHOro
KOH(pUrypupoBaHusi, nonb3oBaTenu MOryT BKMAOYATE pexum oTnagku “debug lldp” ansa
NpoBeEPKM OTNagouHon WMHpopmauun. Mcnonbdya komaHgy “show” yHkumm LLDP MOXHO
BbIBECTU WMHAOPMALMIO O KOHUIypupoBaHuM B rnobanbHOM pexume KOHUIypupoBaHuS,
nmnbo B pexxume HaCTPOMKM MHTEPGENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. Oowume cBepgeHun o Port channel

[ns noHnmaHus TepmuHa nopT-kaHana (Port channel) Hago BBeCTM NOHATME rPyNMbl NOPTOB.
Npynna nopTtoB — 3TO rpynna uanyeckmx nopToB Ha KOHUrypaumoHHOM YpoBHE. TONbKO
dusnyeckne NopTbl B rpynne nopToB MoryT ObiTb YacTbld 0O0bEAUMHEHHOrO KaHama u ctaTb
yneHamn Port channel. Jlornyeckn rpynna nopToB siBNAETCA He NOPTOM, a HAGopoM MOPTOB.
Mpn onpefeneHHbIX YCNoBmsaxX onandeckue NopTbl B rpynne NOpTOB MNO3BOMSKOT NOCPECTBOM
o0beanHeHus nopTtoB cchopmmpoBaTtb Port channel, koTopbii 06nagaeT BceMn CBOMCTBaAMMU
fiormyeckoro nopta M TakuMm o06pa3omM CTaHOBUTCS HE3aBUCUMbIM NOMMYECKUM MOPTOM.
Arperauusa noptoB — 370 abCTpakTHOE NOHATUE, NogpasymeBatoLiee no cobon obveanHeHne
Habopa NOpPTOB C OAMHAKOBBLIMW CBOMCTBaMW B niormdeckuin nopt. Port channel — ato Habop
P13MYECKNX MOPTOB, KOTOPBIN NTOMMYECKN UCNONb3YEeTCs Kak oauH hmnsmyeckmin nopt. OH MOXeT
NCnonb30oBaTbCA NOMb30oBaTeNeM Kak ObbluHbIN MOPT. OH He MOXEeT He TOoNbko Ao06aBuTb
NPOMNYCKHOM CMOCOBHOCTM Ha CETb, HO U CNocobeH obecneynTb pe3epBMpOBaHME COEANHEHNIA.
O6bl4HO ObbeauHEHWE MOPTOB  MCMONb3yeTCs, Korda KOMMYTaTop MOAKMIOYEH K
MapLUpyTM3aToOpPy, KIMMEHTCKOM CTaHLUUKN UK ApYrMM KOMMyTaTopam.

[
\'

A
\

PucyHok 8-1. ArpermpoBaHune nopTos

Kak nokasaHo Bbiwe, kommyTaTop S1 o6beanHun noptel B Port channel. MNMponyckHas nonoca
Port channel paBHa cymme nponyckHbIX cnocobHocTen YeTbipex noptos. Korga Heobxooumo
nepegatb Tpadumk ¢ KomMyTaTopa S1 Ha S2, pacnpegeneHue Tpadumka OygeT onpenensaTbcs
Ha ocHoBe MAC-agpeca UctodHmnka n mnaguwero 6uta MAC-agpeca npMeMHuka. B pesynbtarte
BblYMCNEHU onpedensieTcs, Kakon nopT OyaeT nepenasatb Tpaduk. Ecnv ognn nopt B Port
channel HeucnpaBeH, Tpadwmk bygeT nepepacnpedensaTbCa Ha gpyrme nopTbl NOCPenCcTBOM
anroputma pacnpegeneHus. [JaHHbIn anropuTtM NogaepXuBaeTcst annapaTHo.

KommyTaTtop npegnaraet gsa Mmetoda koHdurypauum oobeamHeHnst NOpTOB: pyYHOE co3daHne
Port channel n guHammnyeckoe nocpeaCcTBOM NPOTOKOMNA KOHTPONS 06beANHEHNS] COEANHEHWI
(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TOSbKO Ans MOPTOB,
paboTalowmx B pexmnme NosIHOro gynnekca.

[ns paBunbHom paboTbl Port channel Heobxoanmo cobniogaTth cregyrowme yCrnoBns:

e Bce noptbl paboTatoT B pexxMme MosiHoro Aynrekca.
e Bce nopTbl MMelOT 0ANHAKOBYHO CKOPOCTb.

e Bce noptbl aBngoTCA noptamu goctyna u npuHagnexat ogHomy VLAN, unv Bce oHU
ABNSATCHA TPAHKOBBLIMU MOPTaMM UK OHW BCe MMBpuaHbIE NOPThI.

e FEcnm Bce noptbl  SBNSAKOTCA  TPaHKOBbIMM  UnW  rMBpuaHbIMK,  TOrada
CKOH(purypmpoBaHHble Ha Hux gonyctumble VLAN n ocHoBHOon VLAN ormkHbI ObiTh Y
BCEX OAMHAKOBbLIMM.
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Ecnun Port channel ckoHpurypupoBaH Ha KOMMyTaTope BPYYHYH UaM AMHaAMUYeCcKn, cuctema
aBTOMaTM4yeCcKM Ha3Ha4aeT NopT C HaMMeHbLUMM HOMepoM MacTep-noptom Port channel. Ecnn
Ha KOMMYyTaTOpe aKkTMBMpPOBaH MPOTOKOM sSpanning tree, MPOTOKOM MNOCTPOEHUs fepesa
BocnpuHumaeT Port channel kak norudecknin nopt wm nockinaetr BPDU-nakeTbl 4epes
MacTep-nopT.

O6beanHeHne NOPTOB XXECTKO CBSI3aHO C annapaTHOW 4acTblo KommyTaTopa. KommyTatop
No3BONISIET arpernpoBaTb COeAMHEHNS MexXay NbbIMK ABYMS KOMMyTaTopaMmu. MakcumanbHO
BO3MOXHO co3faTb 128 rpynn no 8 nopToB K KaXKAON.

Mocne TOro, Kak MOPTbl arperMpoBaHbl, UX MOXHO MCMNOMb30BaTb, KakK OObIYHLIA MOPT.
KoMmmyTatop MMeeT BCTPOEHHbIA pPEeXUM KOHUIypupoBaHusa uHTepdenca arperaumu,
nosfib3oBaTternlb MOXeT co3f4aBaTb COOTBETCTBYIOLLYH KOHUrypauuio B 9TOM PEXUME TOYHO
Takke, kak npu koHdurypmposaHmm VLAN unm pumsmyeckoro nHtepgenca.

8.2. Oowume ceBepgeHusi o LACP

LACP — npoTtokon, 6asnpytowminca Ha ctaHgapTe IEEE 802.3ad, u peanusyowmin mexaHusm
OWHamMmunyeckoro obbeanHeHus kaHanos. NpoTtokon LACP ucnoneayet naketsl LACPDU (Link
Aggregation Control Protocol Data Unit) ana obmeHa nHdopmaumein ¢ oTBETHbIMU NOpTaMM.

Mocne Toro, kak npoTokon LACP BkrtoueH Ha NOPTY, AaHHbIA NOPT nocbiiaeT naketel LACPDU
Ha OTBETHLIN NOPT COEOUHEHUS, YBEAOMMAS O npuoputeTe cuctemol, MAC-agpece cuctemsl,
npuoputeTe nopTta, ugeHTudukatope nopta M knwodve onepauun. Korga oTBeTHbIM nopT
nony4vaeT 3Ty MHOPMaLMIO, OHa CpaBHMBAETCHA C MHpopmaLmen o Apyrnx noprtax, KOTopble
MOryT 6bITb 0O0beauHeHbl. COOTBETCTBEHHO, 00e CTOpPOHbI COEAWHEHUS MOryT OOCTWub
cornalleHusi O BKITHOYEHUW UM UCKIIOYEHUM NopTa U3 AMHAMUYECKON 06 beaNHEHHOW rpynnbl.

Kntoy onepaummn co3gaetcss NpOTOKONIOM B COOTBETCTBMM C KOMOMHauuen napameTpoB
KOHpurypauum (CKopocTb, Aynnekc, 6as3oBasi KOHUrypauus, K4 ynpasreHus) nopTos,
KoTopble ByayT 06beanHATLCS.

lMocne BkMOYeHMsT nNpoTokona AuHamudeckoro obbeaumHeHns nopTtoB (LACP), «kntou
ynpasrneHuns no ymonyanuto paseH 0. [MNocne ctatudeckoro o6beguHeHnss NopToB NOCPESCTBOM
LACP, kntoy ynpaeneHus nopta Takom Xxe, kak ID o6beanHeHHoW rpynmbi.

Mpwn AMHamMmuyeckoM o6beaNHEHUN NOPTOB BCE YNEHbI OAHOW rPynnbl UMET OANHAKOBbIV KItoY
onepauuu. Mpu ctaT4eckoM 06 bEANHEHNM TONBKO aKTUBHbIE NOPTbI UMEKT OAMHAKOBBIN KItoY
onepauuu.

8.2.1. CtaTnyeckoe ooveanHeHmne LACP

Cratuyeckoe oO6beaMHEHME BBINOMHAETCA NyTEM KOH(UIypUpoOBaHUS MONb3oBaTENEM U He
Tpebyet npotokona LACP. Tllpu koHdurypupoeaHun cratmyeckoro LACP-o6beguHeHus,
NCMNOMb3yeTCsl PEXMM «ON» OIS BKIIOYEHMSA NOpTa B rpynny arperauuu.

8.2.2. AmHamunyeckoe obbeauHeHmne LACP

1. OOwwme nonoxeHnsa guHammnyeckoro oo6veanHennsa LACP.

OuHamnyeckoe obbeamHeHne — 39TO obObeanHeHue, co3gaBaemMoe/ygansieMoe CUCTEMOWN
aBTomaTtmyeckn. OHO He NO3BONSAET NOMb30BaTENAM CaMOCTOATENbHO 06AaBNATL UMK yaansaTb
nopTbl n3 AnHamudeckoro obbeauHeHuss LACP. TlopTbl, KOTOpble WMEKT OAMHAKOBbLIE
napameTpbl CKOPOCTU U AynfeKkca, NOAKMIOYEHHbIE K OOHUM M TEM Xe YCTPOMCTBaM, umetoLmne
OLMHAaKOBYO KOH(Urypauuo MoryT 6biTb AMHaMUYeCckM o6beanHeHbI B rpynny. B cny4vae, ecnu
TONMbKO OAMH MNOPT MOXEeT co3gaBaTb AWHaMuMyeckoe ob6beauHeHue, 3TO HasblBaeTcs
ogHonopToBbiM 06beanHeHneMm. MNpu anHammudeckom obbeanHeHnn LACP-npoTokon Ha nopTty
JOJIKeH ObITb BKITIOYEH.
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2. Pexumbl nopToB B ONHaMNYeCKOM rpynne O6'beLI,VIHeHI/IF|.

B amHamunyeckon rpynne o6beauHeHUs NopThl MMET ABa cTaTyca — BbibpaHHbIn (selected) nnu
«B oxugaHum» (standby). O6a TMna NOPTOB MOryT NOCLINATL Y NPUHUMATbL NakeTbl NPOTOKONa
LACP, Ho nopTbl B cTatyce «OXuUaaHUsa» He MOTyT nepechiniaTb AaHHbIE.

|_|OCKOJ'Ibe cyuiectsyet orpaHnm4eHme Ha MakCumaribHoe KOoJNn4ecTtBO MNOpTOB B rpynne
arperauunm, ecnun TeKyLLI,VIVI HOMEpP NopTa npesBbillaeT npenen B rpynne, toraa yCTpOIZCTBO Ha
OQHOM KOHLIe coeanHeEHNA aoroBapmnBaeTCcd C yCTpOVICTBOM Ha OpyromMm KoHue Ona onpeneneHna
CTaTyCa nopTta B COOTBETCTBUN C I/I}J,eHTVI(bVIKaTODOM nopTa. OTankbl cornacoBaHus cnepywowme:

CpaBHeHne naeHtudpukaTopos (ID) ycTponcTs (npuoputeT cuctembl 1 MAC-agpec cucTembl).
CHavana cpaBHMBalOTCS NpUOpUTETHI CUCTEM. ECnNn OHWM ofMHakoBble, TOrga CpaBHMBAIOTCA
MAC-agpeca YCTPOWCTB. YCTPOMCTBO C MEHbLUMM MAEHTUHOUKATOPOM UMEET BbICLUNIA
npuopuTeT.

3atem umaeT cpaBHeHVE MAEHTUUKATOPOB MOPTOB (MpuMoOpUTET nopTa U uaeHTudMKaTop
nopta). [Ins Kaxxgoro nopra Ha CTOPOHE YCTPOWCTBA C HAMBLICLUMM NMPUOPUTETOM CUCTEMBI
CHayana cpaBHMBalOTCA npuopuTeTbl noptoB. Ecnu npuoputeTbl oOauHakoBble, Torga
CpaBHMBAKTCA MAaeHTUdUKaTopbl NOPTOB. [OPT C HaMMEHbLINM MAEHTUUKATOPOM nopTa
CcTaHoBUTCS BblOpaHHbIM (Selected), a ocTarnbHble CTAHOBATCA B peXuM «oxuaaHuey (standby).

B rpynne ob6beanHeHUs nopT ¢ HaMMEHbLINUM MAEHTUMUKATOPOM U CTaTyCOM «BblOpPaHHbLINY
CTaHOBUTCHA MacTep-nopToM. [lpyrne nopTbl CO CTaTyCOM «BblIOPAHHbLINY CTAHOBATCA YNeHaMu
rpynnol.

8.3. HacTtpouka Port channel

CosgaHuve rpynnbl NOPTOB B pexuMe rrnobanbHOro KOHUrypupoBaHus.

[ob6asneHne NOPTOB B ONpeAeneHHyo rpynny u3 pexvma KoHpUrypmposaHus nopta.
Bxog B pexunm KoHurypuposanusi port-channel.

3agaHue metoda 6anaHcMpoBKKU s TPyNMnbl NOPTOB.

3agaHue npuoputeta cuctemol B LACP-npoTokone.

3agaHue npuoputeTa ans KoHkpeTHoro nopta B LACP-npoTokone.

3agaHue pexnma TanmayTta Ha nopty B LACP-npoTokone.

No oo hkowhe

1. CosgaHue rpynnbl NOPTOB.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

port-group <port-group-number> CosgaHvie unv yaaneHue rpynrbl NopToB.
no port-group <port-group-number>
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2.

[lo6aBneHve NopToOB B ONpeAeNieHHyto rpynny.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

port-group <port-group-number> mode
{active | passive | on}

no port-group

[oGaBnsieT nopTbl B rpynny u ycraHaBnueaeT WX
PEXUM.

3. Bxopg B pexuMm KoHpurypmuposaHus port-channel.
KomaHnpga OnucaHue
Pexum rno6anbHOro KOHUrypupoBaHus
interface port-channel <port-channel- | Bxoga B pexum KOHOUIypUpoBaHns
number> port-channel.

4. 3apaHue metoaa 6anaHCMPOBKM AN YCTPOUCTBA.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

load-balance {dst-src-mac | dst-src-ip |
dst-src-mac-ip}

3agaHne metoga GanaHCUPOBKM Ofs YCTPOWCTBA,
M3MEHEHVs HauyMHalT [OencTBoBaTb Ha rpynne
noptoB n ECMP-dyHKLUMK cpaay.

5. 3agaHve npuoputeTa CUCTEMBI

B LACP-npoToKone.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

lacp system-priority <system-priority>
no lacp system-priority

3apaHue npuoputeTta cuctembl B LACP-npoTokone,
KOMaHAa no BO3BpaLLAET 3HAYEHNE MO YMOYAHMIO.

6. 3aganne npuoputeTa ans KoHkpeTHoro nopTta B LACP-npoTokone.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lacp port-priority <port-priority>
no lacp port-priority

3agaHve npuopuTeTa ANA KOHKPETHOro nopta B
LACP-npotokone. KomaHga no  Bo3Bpauwlaer
3HayeHune No yMon4aHuio.

QTECH

MUP LOOCTYMHEE

Q

80




PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

HACTPOWKA PORT CHANNEL " www.gtech.ru |

7. 3apaHue pexuma TarimayTa Ha nopty B LACP-npoTokone.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

no lacp timeout

lacp timeout {short | long} 3agaHue pexuma TanmayTta Ha nopty B LACP-npoTokone.

KOMaHda no BO3BpauwlaeT 3Ha4eHune no ymosn4aHuto.

8.4. MNpumepbl ucnonb3oBaHua Port channel

BapuaHT 1.

Hactpowka Port channel ans npotokona LACP.

PucyHok 8-2. KoHdurypaums nopta-kaHana 8 LACP

NmeeTcsa gBa kommyTtatopa S1 u S2. MopTbl 1,2,3,4 Ha koMMmyTaTope S1 — NopTbl 4oCTyna u
nobaeneHsbl B rpynny1 B aktuBHoM pexume. [NopTol 6,8,9,10 Ha kKommyTaTope S2 — ToXe NopThl
poctyna un gobaeneHsbl B rpynny 2 B NaCCMBHOM pexume. Bce nopTbl coeguHeHbl kabensmu.

dTanbl KOH

durypaumm nokasaHbl HUXe:

Switchl#config

Switchl1(config)#interface ethernet 1/1-4
Switch1(Config-1f-Port-Range)#port-group 1 mode active
Switch1(Config-If-Port-Range)#exit
Switchl1(config)#interface port-channel 1
Switch1(Config-If-Port-Channell)#

Switch2#config

Switch2(config)#port-group 2

Switch2(config)#interface ethernet 1/6
Switch2(Config-If-Ethernetl/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/6)#exit
Switch2(config)#interface ethernet 1/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit
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Switch2(config)#interface port-channel 2
Switch2(Config-If-Port-Channel2)#
Pe3ynbTaTt KOHUrypauum:

KommyTaTop coobwmT, 4To arpernpoBaHme npoLuno ycnewHo. MopTtel 1,2,3,4 kommyTaTopa S1
Bxogat B rpynny Port-Channel1, a noptbel 6,8,9,10 kommyTaTopa S2 BXogAT B rpynny
Port-Channel2.

BapwuaHT 2. KoHdurypaums Port channel B pexnme ON.

PucyHok 8-3. KoHdurypaumsa port channel B pexume ON

Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 kommyTatopa S1 — nopTbl goctyna u OyayT
nobaenexsl B rpynny1 ¢ pexxumom ON. MNopTbl 6,8,9,10 kommyTaTopa S2 — TOXKe NopThl 4OCTynNa
n 6yayT gobasneHbl B rpynny2 ¢ pexxumom ON.

ATanbl KOHUrypaumMm NnokasaHbl HUXe:
Switchl#config
Switchl1(config)#interface ethernet 1/1
Switch1(Config-If-Ethernetl/1)#port-group 1 mode on
Switch1(Config-If-Ethernet1/1)#exit
Switchl(config)#interface ethernet 1/2
Switch1(Config-If-Ethernet1/2)#port-group 1 mode on
Switch1(Config-If-Ethernetl1/2)#exit
Switchl(config)#interface ethernet 1/3
Switch1(Config-If-Ethernetl/3)#port-group 1 mode on
Switch1(Config-If-Ethernetl/3)#exit
Switchl(config)#interface ethernet 1/4
Switch1(Config-If-Ethernetl/4)#port-group 1 mode on
Switch1(Config-If-Ethernetl/4)#exit
Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/6
Switch2(Config-If-Ethernet1/6)#port-group 2 mode on
Switch2(Config-If-Ethernet1/6)#exit
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Switch2(config)#interface ethernet 1/8-10
Switch2(Config-1f-Port-Range)#port-group 2 mode on
Switch2(Config-If-Port-Range)#exit

Pe3ynbTaTt KOHUrypauum:

MopTbl 1,2,3,4 Ha kommyTaTope S1 gobaBneHbl No nopsaKy B rpynny noptosB 1 B pexume ON.
KommyTaTopy Ha yaaneHHOM KoHue He TpebyeTtca obmeH naketamu LACP ans 3aBeplueHus
ob6beanHeHnsa. Arperaumsa 3aBepluaeTcst cpasy, Korga BbIMonHseTca KomaHaa nobaeneHus
nopta 2 B rpynny 1. MopTbl 1 n 2 o6beanHsitoTca B port channel 1. Korga nopt 3 BCTynaer B
rpynny 1, port channel 1 n3 nopTtoB 1 1 2 pasbupaetcs n nepecobupaetcsi ¢ NOpTom 3 ONsATL B
port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 u3 noptos 1, 2 n 3
pa3bupaeTcs u nepecobupaetca ¢ noptom 4 onate B port channel 1 (Hago oTMeTUTb, YTO
Kaxabll pas, korga HoBbIV NOPT BCTyNaeT B rpynny o6beamMHeHUs NopToB, rpynna pasbupaertcs
n cobupaeTtcs 3aHOBO). Tenepb Bce 4 nopTta Ha 060MX KOMMYTaTOpax OObeAUHEHDbI B peXUME
“ON”.

8.5. YcTtpaHeHue HencnpaBHocTen Port channel

Ecnu Bo Bpems KoHdurypauumn obbeguHeHUst NopToB BO3HMKIN NpobrieMbl, B NepBYLO ovepeb
npoBepbTe crieqyoLLee:

e YBepautecb, 4TO BCe MOPTbI B rpynne UMelT OAMHAKOBblE HAaCTPOWKW, HanpuMmep, OHU
BCE B pexume MOMHOro Aynrnekca, UMelT OAMHAKOBYHK CKOpPOCTb U HacTporku VLAN.
Ecnv obHapyxeHbl HeCOOTBETCTBUSA, UCMpPaBbTe 3TO.

e HekoTopble KOMaHAbl He MOryT BbITb MCNONBL30BaHbLI Ha nopTax B port channel. Takve
Kak arp, bandwigth, ip, ip-forward n 1.4.
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9. KOHOPUTYPUPOBAHUE MTU
9.1. O6bwume cBegeHust 06 MTU

B Hactoawun mMomeHT Jumbo-dpenm He uMeeT onpedensiouero craHgapta B CeTeBbIX
TexHonormsax (B YaCTHOCTU He Obinu CTaHO4apTM3MpOBaHbl oopmaT naketa u anuHa). O6bI4HO
naket, nmetownin pasmep ot 1519 go 9000 HasbiBaeTcs JUMBO-dbpeiim. MNpu ncnonb3oaHnm
TaKMX MNakeToB, CKOPOCTb Nepedayv AaHHbIX B CeTU yBenuumeaeTcd Ha 2 % — 5 %. TexHuyeckn
JUMBO — 370 yANUHEHHbIA bperiM, nockbiflaeMbli U NPUHUMaeMbln KommyTaTopom. OgHako,
yunTbiBas ONUHY, Takme perMbl He MOryT OblTb MocraHbl Ha npoueccop ycTpouncTtea. Mol
NCKIMoYaeM MNOCbINKy BonblINX perMOoB NPOLIECCOPY BO BPEMS Nprema nakeTos.

9.2. KondurypuposaHme MTU
1. Bkniovenue pyHkumm MTU.

KomaHpa OnucaHue

o6wmn pexmm

mtu [<mtu-value>] BknovaeT YHKLUMIO npvemMa/nocbInkun
JUMBO-permoB. KomaHga NO  BbikntodaeT

no mtu enabl
© dyHKumo npuema/noceinkm JUMBO-cdpenmos.
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10. KOHOUT'YPALIUA EFM OAM
10.1. O6wume cBeaeHnsa o EFM OAM

MepBoHayanbHo TexHonornsa Ethernet paspabaTtbiBanacb AN nokanbHbIX CETEN, HO ANMHA
KaHanoB W pasMepbl cCeTern CTPEMUTESNbHO YyBENUYMBANMCb, M Tenepb 3Ta TeXHOMNorns
NpUMeHsieTca Tak e n Ha Metro n Ha rnobanbHbix ceTax. M3-3a oTcyTcTBUS 3hdeKTUBHOro
MexaHu3ma ynpasreHus, YTo BNusno Ha paboTy TeHonorun Ethernet B MeTpo u rmo6anbHbIx
CeTAX, CTano XM3HeHHO Heobxoaumbim npumeHeHne OAM Ha Ethernet.

CyuwecTByeT YeThlpe cTaHgapTta npotokonos and Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM n CFM onpegeneHbl MexXayHapoAHbIM KOMUTETOM Mo
ctraHgaptam (IEEE). EFM OAM pabotaeT Ha KaHanbHOM YpOBHE [ANs KOPPEKTHOro
obHapyxeHus n ynpasneHust KaHanom pfaHHbiX. Wcnonb3oaHne EFM OAM nossonser
NoBbICUTb YMNPaBAAEMOCTb U YNPOCTUTb obcnyxuBaHne Ethernet ypoBHA Ana MNOBbIWEHUS
ycTonumBocTu paboTbl cetn. CFM ncnonbayetca Angd MOHUTOPUHra obLLen ceTeBOM CBA3HOCTU
N nokanusaumm npobnem Ha ceteBoM yposHe. Mo cpaBHeHutio ¢ CFM ctangapt Y.1731,
NPUHATBIA - MEXOYHAPOAHBIM  TENEKOMMYHUKALUMOHHBLIM cotozom  (ITU), ©onee MOLUHBIN.
Crangapt E-LMI, npunatein MEF, npumeHsetca Tonbko kK UNI. Tak kak BblleykasaHHble
NPOTOKOSbl MOTYT MCMOSBb30BaTbCA 4S5 Pa3fINYHbIX CETEBbLIX TOMONOMMIN U yNpaBeHns, Mexay
HUMM CYLLECTBYIOT OOMNOMHUTENbHbBIE COrfaLleHus.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance -
ncnonb3oBaHve, agMUHUCTpUpoBaHe n ynpasnerHve Ethernet Ha nepBon mune (umeetcsa B
BUOY OT KNuneHTa)) paboTaeT Ha KaHanbHOM ypoBHe ceTeBo Mogenu OSI, peanusys
AononHuTenbHble PyHKUMK Yepes nogyposBeHb OAM, kak Noka3aHO Ha PUCYHKE HUXE:

OSI Model LAN
CSMA/CD
Application Layers
Presentation
Higher layers
Session
LLC
Transport
OAM (Optional)
Network
MAC
Data Link
Physical Layer
Physical

PucyHok 10-1. MNMonoxexnne OAM B OSI mogenu cetu

MakeTbl gaHHEIX OAM (OAMPDU) ucnone3ytot B kayectse MAC-agpeca HasHaveHus 01-80-c2-
00-00-02 no npoTtokony. CkopocTb nepenayn He Bbiwe 10 NnakeToB B CEKyHAY.
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EFM OAM ycraHaBnuBaetca Ha 6asze OAM coeguHeHus. Jta dyHKkuma obecneymsaeT
MeXaHW3Mbl ynpaBfieHNs KaHanamu, TakMe, KaK MOHUTOPWUHI KaHamnoB, YyAaneHHoe
obGHapyxeHne npobrnem u yganeHHoe TecTMpoBaHMe nopToB. [0BOps Mpoule, OCHOBHblE
noHatna EFM OAM crneaytowme:

1. VYctaHoBneHune coeanHeHus ethernet OAM.

Mogynb Ethernet OAM uweT yoaneHHsle OAM-mogynu 1 yctaHaBnmBaeT C HUMU CECCUM MyTEM
obmeHa naketamn OAMPDU. EFM OAM moxeT pabGoTaTb B [BYX peXumax: akTUBHOM U
naccmBHoM. Ceccus yctaHaBnuBaetca Tonbko OAM-mogynem, paboTalwmm B aKTUBHOM
pexume, a Mogynb, paboTaloLwmini B NaCCUBHOM peXume, BbIHYXXAEH XaaTb, Noka He Nony4uT
3anpoc Ha coeguHeHwue. Nocne Toro kak Ethernet OAM-coeamHeHne ycTaHOBNEHO, MOAynu
OAM c oboumx KOHUOB KaHana nocTossHHO oOmeHuBatoTca naketamm OAMPDU ans
nogaepxaHuna coegnHerns. Ecnn mogyne Ethernet OAM He nonyyaet naketos OAMPDU B
TeyeHun 5 cekyHg, Ethernet OAM-coeanHeHne paspbiBaeTcs.

2.  MOHUTOpPUHr KaHana.

OnpepeneHne HeucnpasBHocTu B cpene Ethernet 3atpygHeHo, ocobeHHo korga dmsmyeckoe
coeQIMHEeHNe He paspbliBaeTcsl, HO paboTocnocobHOCTL ceTu HapyweHa. MOHUTOPUHI KaHana
ncnonb3yetca Ana onpefeneHns U uccrnefoBaHUs HEUCNpaBHOCTEN KaHaroB B PasfnUyHbIX
cpepax. EFM OAM obecneunBaeT MOHUTOPUHI KaHana nocpeacTBOM obMeHa yBeAOMIeHNsIMU
o cobbiTnsax OAMPDUSs. lNpu onpegeneHnn HeMcnpaBHOCTW KaHana, nokanbHbin moayns OAM
noceinaet ysegomreHne OAMPDU 06 atom cobbiTun yaaneHHomy Moaynto. B To e Bpems oH
3anucbiBaeT aTo cobbiTne B noru 1 noceinaet SNMP Trap cucteme ynpasnenus cetbto. Korga
yOaneHHbIn MoOynb rnornyyaeT ysBegoMmieHve O npobrneme, OH Tak Xe 3anucbiBaeT
MHdopMaumIo B NOrK 1 coobLiaeT cucteme ynpaeneHus. AHannanpyst MHopmaumio B forax,
CeTeBON aAMWHUCTPATOP MOXET OTCNeAuTb COCTOSHWE KaHana B onpefeneHHbin nepuog
BPEMEHMU.

MoHnuTopuHr kaHana cpeactesamm EFM OAM oTcnexnBaeT cnegyowme aBapunHble cobbITust —
Errored symbol period event, Errored frame event, Errored frame period event n Errored frame
seconds event.

Errored symbol period event: konny4ectBo OWMBOYHLIX CUMBOSIOB HE MOXET OblTb MEHbLUE
HWXHero nopora owunbokK (34ecCb CMMBON — MUHUMAarbHbIM BGNOK nepefavv vHopmauun B
dusndeckon cpege. OH yHUKanNeH Ans cuctemMbl kogmpoBkuM. CUMBOSMbLI MOFYT OTNMYaTbCH B
pasHbiXx usmyeckmx cpegax. CKoOpocTb nepefaynm cumBoSia onpegenseTrcs ouanyeckomn
CKOPOCTbIO Nepefayn B 4aHHOW cpeae).

Errored frame event: onpegenset N kak nepuog permoB, YnCno owmnboYHbIX permMoB 3a
nepuog npuema N operMoB He JOMMKHO ObiTb MEHbLUE HWKHErO nopora owmnbok (OWnBOYHbIN
dpenm-nprem owWMBOYHOro dperima onpenensieTcsl N0 KOHTPONbHOW CyMME).

Errored frame period event: konm4yecTBo onpeneneHHbIx owmMbo4YHbIX perimoB 3a M cekyHn He
AOJDKHO BbITb MEHbLLE HUXXHErO nopora OLwnboK.

Bpemsa npmHATMSA ownBOYHbIX OPENMOB: KONMYECTBO CEKYHA NMpUema OownboYHbIX (pPEenMOB,
3auKenpoBaHHbIX 3a M cekyHO He MOXeT ObITb HUXKe nopora ownboK (KONMYEeCTBO CEeKyHA
OLUMBOYHBIX PPENMOB — KOrda B TEYEHUN CEKYHABI MPUHMMAOTCS OLUMBOYHbIE OPENMBI).

3. YpganeHHoe onpegeneHne HeNcnpaBHOCTEN.

Korga B ceTn npepbiBaeTcs nepegada gaHHbIX M3-3a c60s yCTPONCcTBa NN ero HeAOCTYMHOCTH,
Ethernet OAM-mogynb yctaHaBnmBaeT cootBeTcTBytowmn ¢dnar B OAMPDU-naketax,
coobuwasa uHgopmaumio o npobneme yaaneHHOMy KoHUy. Tak kak mogynu obmeHuBaroTCcH
naketamn OAMPDU nocTtosiHHO npu ycTaHoBuBLleMcsi coegmHenun, Ethernet OAM-moaynb
MOXEeT MHPOPMUPOBATL OTBETHbIE MOAYNIN.O HEUCNPABHOCTU kaHana Yepes3 naket OAMPDU.
Mo3TOMy CUCTEMHBI aAMWHUCTPATOP MOXET MPOCMeauMTb COCTOSiHME KaHama no noram u
BOBPEMS YCTPaAHATb HEUCMPABHOCTMW.
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CyuwiecTtByeT Tpu TMna npobnem Ha kaHane, koTopble oTMevaloTca B naketax OAMPDU. 3T1o
Critical, Dying Gasp u Link Fault. x onpegeneHue 3aBuCcUT OT peanusaumn pasfiMyHbIMU
npoussogutenamn. B aaHHoM oGopynoBaHum onpeaenenne cneayoLlee:

Critical event: HeonpeaeneHHoe KPUTUYECKOE CObbITHE.
Link Fault: Ha npyemHuke nokanbHOro nHTepderca BuaeH coon.

Dying Gasp: HenonpasmMMoe cobbiTve (B Cryvae nepesarpysku, OTKIMOYEHUS NMHKA, yaaneHus
KOHUrypauum).
4. YpaneHHoe TeCTUPOBaHWE neTenb CoOeANHEHUS.

Ecnu pexum ypanenHHon netnu (loopback) BkniouveH, paboTalowuin B aKTUBHOM pexume
OAM-moaynb nocbinaeT 3anpoc yaaneHHon NeTnu cocealy, B 3TOM Criy4ae OH BO3BpalLlaeT Bce
naketbl, 3a wuckmoyeHnem Ethernet OAMPDU, oTnpaButento no TOMy e KaHany.
MNepuoguyeckoe BbINOMIHEHWE TECTUPOBaAHUA MNOMOraeT BOBPEMS ONpedennTb ceTeBble
npobnemsbl 1 nokanusosaTtb Npobnemy. 3amevaHue: HopmarnbHasa paboTa kaHana B pexume
yAaneHHoro TeCTMpoBaHNSA HEBO3MOXHA.

Tunosoe npumeHeHne EFM OAM npoucxoguTt B cCnegyowmx TOMOMOMUAX: TOYKa-TOYKa U
amynupoBaHHbiX |EEE802.3 coeavHeHun Tuna TOYKa-TOYKa. YCTpOMCTBa MoOmy4aroT
BO3MOXHOCTb KOHTPONMPOBaTb kaHanbHble owmnbkn Ha MNepBon mune goctyna dYepes Ethernet
nocpeactsom EFM OAM. [na nonb3oBaTens CoOeguHEHUE Mexny HUM U CeTblo SABnsaeTcs
«nepson munen». [ina nposangepa OHO ABMSETCHA «MNOCneaHen MUen».

Customer

Customer Service Provider

802.3ah
Ethernet in
The First Mile

CE <— 802.1ah OAMPDU —» PE

PucyHok 10-2. Tunosoe npumeHeHne OAM-Tononorum

10.2. KoHdurypuposaHue EFM OAM

1. Bknwodenne EFM OAM Ha noprTy.

2. KoHurypupoBaHMe MOHUTOPUHIa COEAUHEHNA.

3. KoHdurypupoBaHue obHapyXeH1s yaaneHHbIX HEMCNPaBHOCTEN.
NMPUMEYAHMUE: onsa atoro HyxkHO cnepa Bkntounte OAM npu rnobarnbHo.
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1. BknioveHne EFM OAM Ha nopty.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

ethernet-oam mode {active | passive}

KoHdurypauma pexuma pabotei EFM OAM. Tlo

YMOJTHaHUKO PEXUM — aKTUBHbIN.

ethernet-oam
no ethernet-oam

Bknioyenne EFM OAM Ha nopty. Komanga NO
BblkntovYaet EFM OAM Ha nopTy.

ethernet-oam period <seconds>
no ethernet-oam period

KoHdwurypaumss uHTepBana nepegayn  nakeToB
OAMPDU. KomaHga NO BosBpalwaeTt 3HadeHue Mo
YMOMN4YaHWo

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHpurypaumsa tanmayta ans EFM OAM-coeanHeHus.
Komanga NO Bo3sBpallaeT 3Ha4eHme no ymosyaHumio

2. KoHdurypmpoBaHue MOHUTOPUHIa COEQNHEHMS.

KomaHpa

OnucaHue

Pexunm koHdurypmpoBaHusa nopTta

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoveHne MOHUTOpPUHIa
coeanHeHusa EFM OAM, Komanaa NO
BbIKINOYaEeT MOHUTOPUHT.

<low-symbols> | window <seconds>}

low | window }

ethernet-oam errored-symbol-period {threshold low

no ethernet-oam errored-symbol-period {threshold

KoHurypmpoBaHne HWXHero nopora
OLMBOK 1 OKHa donKcaumm oLNBOYHBIX
cumpornoB. KomaHga NO BosBpaluaet
3Ha4YeHne No yMO4aHuio.

<low-frames> | window <seconds>}

| window }

ethernet-oam errored-frame-period {threshold

no ethernet-oam errored-frame-period {threshold low

low | KOHpurypupoBaHne HWKHEro nopora
ownboK M OKHa duKcaumm nepuoga
ownbouHbIX dpermoB. KomanHga NO
BO3BpaLlaeT 3HaveHue no

YMOMYaHuIo.

frames> | window <seconds>}

window }

ethernet-oam errored-frame {threshold low <low-

no ethernet-oam errored-frame {threshold low |

KoHurypmpoBaHne HWXHeEro nopora
OLUIMOOK 1 OKHa dnKcaumm oLNBOYHBIX
dpernmoB. KomanHga NO BosBpaluaet
3Ha4yeHne no ymMon4aHuo
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KomaHpa

OnucaHue

low | window }

ethernet-oam errored-frame-seconds {threshold low
<low-frame-seconds> | window <seconds>}

no ethernet-oam errored-frame-seconds {threshold

KoHguryprpoBaHue HwxHero nopora
ownboK M OKHa dmKcauum CekyHa,
owmnboyHbIX dperimoB. Komanga NO
BO3BpaLlaeT 3Ha4veHune no
YMOMYaHuto.

3. KoHdurypuposaHue oGHapyXeHusi yaaneHHbIX HEUCNpPaBHOCTEN.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

ethernet-oam remote-failure
no ethernet-oam remote-failure

BkntovaeT pexum yaaneHHon amarHoctnkm EFM
OAM (nog HeucnpaBHOCTbLID  NOHMMAeETCs
KpuTudeckoe cobbiTme WM  HEeUcnpaBHOCTb
coeuHeHus Ha BurmkHem koHue). Komanga NO
OTKIoYaeT PYHKLUMIO

ethernet-oam errored-symbol-period
threshold high {high-symbols | none}

no ethernet-oam errored-symbol-period
threshold high

KoHpurypupoBaHne BepxHero npegena owmbok
npuema CUMBOJIOB. KomaHpa NO
BOCCTaHaBfMBaeT 3Ha4YeHne Nno YyMON4aHuio.

ethernet-oam errored-frame-period
threshold high {high-frames | none}

no ethernet-oam
threshold high

errored-frame-period

KoHdurypmpoBaHue BepxHero npegena owmnbok
npuema ownboyHbIX pPenmMoB 3a nepuoa.
KomaHpa NO BoccTaHaBnuBaeT 3Ha4veHue Mo
YMOJYaHWIO.

ethernet-oam errored-frame threshold high

KoHdurypmpoBaHue BepxHero npegena owmnbok

threshold high {high-frame-seconds | none}

no ethernet-oam errored-frame-seconds
threshold high

{high- frames | none} npunema dpenmos. Komanga NO
no ethernet-oam errored-frame threshold | BOCCT@HaBNMBaET 3HayYeHe No YMOM4aHuIo.
high

ethernet-oam errored-frame-seconds | KoHdpurypurpoBaHme BEPXHEro npegena

OoLWMBOYHBbIX cekyHa npuemMa dpermoB. KomaHaa
NO BoccTaHaBnNMBaeT 3HAYEHME MO YMOMYaHWIO.

10.3. NMpumepbl EFM OAM
CueHapun 1.

KnueHTckoe n ceteBoe yCTPOWCTBA, COEAMHEHHbBIE HAMPSMYHO, UMEIT BKIMIOYEHHYIO (DYHKLWIO
EFM OAM anst MOHMTOPUHra COCTOSIHUS NMHUK. MIHdopmauus o NMHUM nepegaeTcs B CUCTEMY
ynpaBrieHns CeTbio NP BO3HUKHOBEHMM aBapuiHbIX COObITUIA. Tak e NCnonb3yeTcst PYyHKUNS
TEeCTMPOBaHWA NeTenb A5 NPOBEPKM NTMHUKN NO HEOBXOAUMOCTMW.
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Ethernet Ethernet
0/1 1/0/1
CE PE

<4—802.1 ah OAMPDU —*

PucyHok 10-3. Tunosas Tononorns npumeHeHna OAM

Mpouenypa koHdurypaumm: (onyckas koHdurypaumto SNMP 1 norrmposaHus).
KoHdurypaumsa knueHntckoro yctpouctea (CE):
CE(config)#interface ethernet 1/1
CE (config-if-ethernet1/1)#ethernet-oam mode passive
CE (config-if-ethernet1/1)#ethernet-oam
CE (config-if-ethernet1/1)#ethernet-oam remote-loopback supported
[pyrne napameTpbl UCNONBb3YIOTCA NO YMOSTHAHUIO.
KoHdourypauus Ha PE:
PE(config)#interface ethernet 1/1
PE (config-if-ethernet1/1)#ethernet-oam
[pyrue napameTpbl UCMOMb3YIOTCA MO YMOMYaHUIO.
Mpn Heo6XxoaUMOCTM UCMONb30BaHNSA yaaneHHoW NeTnn ncnonb3dyeTcs criegyowas komaHaa.
PE(config-if-ethernetl/1)#ethernet-oam remote-loopback

BbinonHeHue crnenytoLLlel KoMaHabl Bbi3blBAET NPEKPaLLEHNE pexuma yaaneHHon neTnm nocne
3aBepLUEHNS TECTUPOBAHUS.

PE(config-if-ethernetl/1)# no ethernet-oam remote-loopback
BbinonHeHue crneaytoen KomaHabl OTKIYaeT Noaaep KKy yaaneHHon neTnu.

CE(config-if-ethernetl/1)#no ethernet-oam remote-loopback supported

10.4. YcTtpaHeHue HeucnpaBHocten EFM OAM

Ecnn npn ncnons3zoeannm EFM OAM Bo3HMKaOT Npobnembl, NPOBEPLTE, HE SABMAKOTCS N OHU
crneacTBreEM CneaytoLnx NpUYmnH:

e [lpoBepbTe, He Haxogatca nm o6a OAM-moaynsi coeguMHEHUsT B MACCUBHOM pPEXUME.
Ecnu Tak, To EFM OAM-coeauHeHune He Gyaet yctaHoBneHo mexagy OAM-moaynamu.

e VYb6egutecb, 4to SNMP ckoHdUrypmpoBaH KoOppekTtHo. B npoTtmBHOM cnydae
aBapuiiHble coobLieHnsa He ByayT OTNPaBNATLCA B CUCTEMY YNPaBeHUs CeTbHO.

e CoeguHeHune B pexume OAM-netnn He paboTtaeT. Heo6XxoaMMO BLIKMOUYUTL PEXUM
TECTUPOBAHMS MOCIE NPOBEPKMA COCTOSTHUSA NIMHUW.

e YBepgutech, 4To 0b6a ycTpomncTBa NOSAEPKUBAKOT PEXUM YAANEHHON NeTnu.

e Ha nopty He AomxHbl 6bITb ckoHGUrypuposaHel STP, MRPP, ULPP, ynpasnenve
NOTOKOM UM (PyHKUMA onpedeneHvs yaaneHHoOW neTnu npu BKAYEHUM YHKUUN

90

@ §) QTECH

MUP LOOCTYMHEE



PykoBoacTteo nonb3oatens QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

KOH®UIYPALIMS EFM OAM

yoaneHHo netnm OAM, MOCKOMNbKY 3TWM OYHKUMM HEe MOryT MCMoNb30BaTbCs
0JHOBPEMEHHO.
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11. BESOMNACHOCTb NOPTOB
11.1. BBepeHue

BesonacHocTb nopta — 3TO MexaHu3Mm, OcHoBbiBaloWwmncs Ha MAC-agpece anga ynpasneHus
AOCTYNOM K ceTu. OTO paclumpeHve cyulectsylowmnx ayteHtudgpukaumm 802.1x n MAC. OH
KOHTPOSNMPYET [OCTYNHO HeaBTOPM3UPOBAHHBLIX YCTPOMUCTB ceTu, nposepss MAC-agpec
NCTOYMKa MOSyYEHHOrO Kagpa W OOCTyn K HeaBTOPWU3NPOBAHHLIM YCTPOWCTBaM, MPoOBEpSs
MAC-aapec ycTponcTBa Ha3HauyeHus B kagpe. C 6e30nacHOCTbIO MOPTOB, MOMb30BaTENb MOXET
HacTpaMBaTb pasfuyHble pexumbl 6e3onacHoCTM nopta Ans Toro, YTOObl YCTPOWCTBO
obyyanocb Tonbko neransHeiM MAC-agpecam uctoyHuka. Nocne BKNHOYEHUA Ge30nacHOCTU
NOpPTOB YCTPOWCTBO OOHapyXuBaeT HeneranbHbI PpenM, YTO Bbi3bIBAET COOTBETCTBYHOLLYIO
dyHKUMIO 6e30MacHOCTK NopTa M BbINONHAET npefonpeaeneHHble AeNCTBUS aBTOMaTUYECKN.
OTO CHWXaeT Harpy3ky nofb30BaTENbCKOr0 OOCNYXMBaHMSA W 3HAYUTENbHO MOBbILIAE
©e30nacHOCTb CUCTEMBI.

11.2. HacTpounka 6e3onacHOCTU NOPTOB

1. bBasoBble HacTpomrku 6e30nacHOCTN MOPTOB.

KomaHpa OnucaHue

Pexxum KoHcUrypmpoBaHusa nopTta

switchport port-security HacTponka ©es3onacHocTn nopToB Ha
no switchport port-security MHTEpceNnce.
switchport  port-security = mac-address | Hactpowika cTaTn4eckoro ©esonacHoro

<mac-address> [vlan <vlan-id>] MAC-agpeca Ha uHTepdeince

no switchport port-security mac-address
<mac-address> [vlan <vlan-id>]

switchport port-security maximum <value>
[vlan <vlan- list>]

no switchport port-security maximum
<value> [vlan <vlan-list>]

HacTponka makcumanbHOro ymcna 6esonacHbIX
MAC-agpecoB, pa3peLUleHHbIX Ha NHTepdence

switchport port-security violation {protect |
restrict | shutdown}

no switchport port-security violation

Korga npeBblEHO MakCMManbHOe  YUCIo
HacTpoeHHblx  MAC-agpecos, MAC-agpec
[OCTyna K NHTepdency He NpUHaaNexXuT aTomy
uHTepgency B Tabnmue MAC-agpecoB wnm
MAC-agpec HacTpoeH Ha HECKOJIbKO
nHTepgencos B ogHoMm VLAN, oHn oba OGyayT
HapywaTb 6e3onacHocTe MAC-agpecos.

switchport port-security aging {static | time
<value> | type {absolute | inactivity}}

no switchport port-security violation aging
{static | time | type}

BkntoyaeT Bpems unu Tmn ctapeHns port-security
Ha nHTepdence.

(@ orecy
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KomaHpa OnucaHue

Pexunm agmmHucTpatopa

clear port-security {all | configured || CTupaeT BBeaeHHble 6e3onacHble MAC-agpeca
dynamic | sticky} [[address <mac-addr> | | Ha nHTepdence.
interface <interface-id>] [vlan <vlan-id> ]]

show port-security [interface <interface-id>] | lNoka3sbiBaeT kKOHUrypaLuio.
[address | vian]

11.3. MpumeTbl HacTponkn PORT SECURITY

Ethernet 1/1

PC2

PucyHok 11-1. TunnyHaa cxema Tononorum ans 6esonacHocTy nopra

Ha nHTepdelice BkntoveHa yHKUMA 6e3o0nacHOCTU nopTa, HaCTPOEHO MaKCMMarbHOE YNCHO
paspeweHHbix uctodHnkoB MAC-agpecoB Ha wuHTepdence paBHoe 10, n uHTepdenc
paspewaet goctyn 10 nonb3oBaTtensM B WHTepHeT. Ecnv npeBblleHO MakcumanbHoe
KONM4YecTBO, TO HOBbIN MOSb30BaTENb HE NONYYUT AOCTYN B MHTEPHET, TaK YTO 3TO HE TONbKO
OTrPaHMYNT YMCNO MNONb3oBaTenen, Ho M caenaet OOCTyn B MHTepHeT 6e3onacHbiM. Ecnu
caenaTtb HaCTPOMKY MakcumarsnbHoro yncna 6esonacHoix MAC-agpecoB paBHoOM 1, TO TOMbKO
PC1 nnu PC2 nonyyat gocTyn B CETb.

[Mpouecc HacCTPOKKK:
#Configure the switch.
Switch(config)#interface Ethernet 1/1
Switch(config-if-ethernet1/1)#switchport port-security
Switch(config-if- ethernetl/1)#switchport port-security maximum 10
Switch(config-if- ethernetl1/1)#exit
Switch(config)#
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11.4. YctpaHeHue HencnpaBHocten PORT SECURITY

Ecnu Bo3HuKatloT I'IpO6J'IeMbI C HaCTpOVIKOVI ©e3onacHocTH, npoBepbTE HE ABJIAOTCA JIN OHU
crnencrtemvemM cnenywmnx npuynH:

e npoBepbTe BktodeH nn PORT SECURITY;
e ybeauTech B HAcCTporike MakcumarnbHoro konmyectsa MAC-agpecos.
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HACTPOVIKA DDM e
12. HACTPOUKA DDM

12.1. BBepeHue

12.1.1. KpaTkoe BBeaeHne 8 DDM

DDM (Digital Diagnostic Monitor) peanusyet dyHKUMIO NOAPOGHOM LMPOBOM ANArHOCTUKM NO
ctaHgapty SFF-8472 MSA. DDM koHTponupyeT napamMeTpbl curHana n oundpoBbIBaeT €ro Ha
neyaTHoM nnate BHYTpeHHero moaynsa. [locne aToro npegoctaBAsfeT pasrpaHUYeHHbIN
pesynbTaT U napameTpbl, KOTOPblE€ COXPAHATCA B CTaHAAPTHbIX paMkKax MamMaTv Takum
obpasom, 4yTobbI LienecoobpasHo ObiNo YnTaTh NocrnegoBaTenbHbI UHTEpdENC ¢ ABOMHOMO
kabens.

O6bl4HO MHTeNnekTyanbHble UMPOBLIE MOAYNWM noadepusaoT  YHKUMIO  LMdPOBON
OWarHoctukn. EAMHMUBI CEeTEeBOro yMpaBfeHus MMEKT BO3MOXHOCTb KOHTPOSNMpOBaTb
napameTpbl (TemnepaTtypa, HanpsbkeHue, TOK cMmeleHus, TX-MOWHOCTb U RX-MOLHOCTL)
ONTUYECKUX MOAYNEN ANs NOMyYEHUsT NX NOPOrOBbIX 3HAYEHUI B PEXMME pearibHOro BpEMEHU
Ha Tekywem OnTMYeckoM Mogyne. JTO MoOMoraeT eguHuLam CeTeBOro ynpasneHus
obHapyxuBaTb HENMCNPABHOCTU B OMNTUYECKOM NIMHUM, COKPATUTb SKCMyaTaLMOHHYO Harpy3ky
N NOBbLICUTb HAAEXHOCTb CUCTEMBI.

MpumeHenne DDM nokasaHo panee:

1. TporHo3 NPoJOMKUTENBHOCTU XU3HU MOAYNS.

KoHTponupoBaHMe TOKOB YyTeYku MO3BONSeT caenaTb MPOrHO3 BPEMEHW XM3HW nasepa.
ALMUHACTPATOP MOXET HaWTU HECKOSNbKO MOTEHUMAOTHbIX NpoGneM no MOHUTOPUHIY
HanpspKeHUs 1 TemnepaTypbl MOAYNS.

1.1. Buicokoe HanpsikeHne Vcc npumBegeT k nonomke CMOS, HM3Koe — K HenpaBWilbHOM
paborTe.

1.2. Boicokass RX-MOLLHOCTb nopuBedeT K MOBPEXAEHUI0 MPUHUMALOLLEro Moaysns, n3-sa
HN3KOM RX-MOLLHOCTN MOAYIb HE CMOXET HopMmaribHO paboTaTb.

1.3. Bbicokasi TemnepaTtypa npuBegeT K ObICTPOMY CTapeHWIo annapaTtHbIX CPeACTB.

1.4. KOHTponb MOLLHOCTM, MOSy4aeMon Mo BOJIOKHY, MOMOraeT NpOBEPUTb BO3MOXHOCTYU
NMHUM 1 yaaneHHoro KommyTaTopa.

2. OnpepaeneHne MecTta NOBPEXAEHUS.

B ONTOBOMOKOHHOW NWHUM OMnpedeneHne HEUCNPaBHOCTM WMEET BakHOe 3HayeHue ans
ObICTPO Nepesarpysku cepBuca, U30NMPOBaHNE HEMCNPABHOCTM NMOMOraeT agMUHUCTPATOPy
ObICTPO HAWTU MECTOMOSIOXKEHNE HEUCTPABHOCTM B MOAYMe (NoKamnbHbIA WUAW yAaneHHbIN
MOAYNN) UM Ha JMHWKM, YTO TaKKe COKpallaeT BpPemsi BOCCTAaHOBMEHMSI CUCTEMbl Mocne
HEeNCNpPaBHOCTMU.

AHanusupysa craTycbl OMOBELEeHUA W CUrHanmsaumm B pexumMe peanbHOro BpeMeHW Mo
napameTpamMm (TemnepaTypa, HanpshkKeHue, TOK cMeLleHMsi, TX-MOLHOCTb U RX-MOLWHOCTL)
MOXHO BbICTPO 0BHaPYXMTb HEMCNPABHOCTb C MOMOLLbIO (DYHKLUUKN LMGPOBON ONArHOCTUKM.

Kpome Toro, cocrtosiHme Tx Fault 1 Rx LOS wumeeT BaxHOe 3HavyeHve And aHanmsa
HEeNCNpaBHOCTMW.

3. [llpoBepka COBMECTMMOCTMU.

lMpoBepka COBMECTUMOCTM MCMONb3yeTCa ANs aHanu3a, SBNSEeTCA N OKpyxawwas cpega
MOAYNSA COrfacoBaHHOW BPYYHYD WM COBMECTMMa C COOTBETCTBYHOLUMM CTaHOAPTOM,
MOCKOMbKY BO3MOXHOCTM MOAynsi MOryT ObiTb peann3oBaHbl TOMbKO C COBMECTUMOM
OKpYyXXatoLLen cpeon.
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MHorga napameTpbl 0pr>|<a+ou.|,el7| cpebl NnpeBbIlakT yCTaHOBEHHbIEe BPY4HYO U CTaHA4apT
COOTBETCTBUA, 4YTO nNpmuBeaeT K yMeHbLUeHUIO BO3MOXXHOCTEN MoAaynAa u owmnbke nepepavn.

Opr)KaI'OLLlaFI cpena He coBMeCcTMa:

3.1 Hanpﬂ>|<eH|/|e npesbillaeT yCTaHOBﬂeHHbIVI anana3oH.

3.2. Rx power npuBoOUT K nNnepes3arpyske unm K MEeHbLLEN YyBCTBUTEJIbHOCTU
npuemMonepeaaTymka.

3.3. TemnepaTypa npeBbllLaeT AnanasoH paboyer TemnepaTypbl.

12.1.2. ®yHKuuu DDM

Onuncanne DDM nokasaHo B criegytoLlem npumepe:

1. HDOCMOTp I/IHCbOpMaLl,I/II/I MOHUTOPUHIa Ha npunemonepenaTynke.

AOMUHUCTPATOP MOXET Yy3HaTb TeKyllee COCTOSHWEe TpaHcuBepa WM HaWTu MoTeHumarnbHble
npobnembl C MOMOLUBLID MPOBEPKU Crneayllwmx napameTpoB (Bxoaswas TX-MOLLHOCTb,
RX-MowWwHOCTb, TemnepaTypa, HanpshkeHue, TOKM YTeyku) KW 3anpocuTb WHEOPMaLMIo
MOHUTOpPUHra (Takyld KakK OMOBELLUEHWsl, CUrHanmu3auus, COCTOHMe B pearnbHOM MacluTabe
BpemeHu 1 T.4.). Kpome Toro, nposepka MHOpMaLmm 0 HEUCMPaABHOCTSX ONTUYECKUX MOAYyIen
nomoraeT agMuUHUCTpPaTOpy ObICTPO 06apyXuUTb HEUCMPAaBHYK NUHUIO U COKPaTUTb BpeMs
BOCCTaHOBIIEHUS.

2. Onpe,u,eneHvle 3Ha4YeHnA nopora nosfib3oBaTtesriem.

[Onsa napameTpoB B peanbHOM MacwTabe BpemeHn (TX-mowHocTn, RX-MoLwHOCTH,
TemnepaTypbl, HANPSPKEHUSA, TOKOB yTEYKN) eCTb (PUKCMPOBaAHHbIE 3HA4YeHs1 NOporoB. MoTomy,
YTO NONb30BaTENbCKOE OKPY)XXEHME Ppas3fMyHO, MOoSib3oBaTeENb MOXET ONpeaenvTb 3HadeHue
nopora (BoogsiLias CurHanm3aums ¢ BbICOKUM U HU3KUM NPUOPUTETOM, ONOBELLEHNE C BbICOKUM
N HU3KUM NPUOPUTETOM), TMOKO KOHTponupoBaTb pabouvee COCTOsiHME TpaHcuBepa W
HemesleHHO OBHapYyXUTb HEUCMPABHOCTb.

HacTporika 3Ha4yeHusi NOpPOroB MPOM3BOAUTCS MOMb30BaTENEM W NPOU3BOAUTENEM U MOXET
ObITb NOKa3aHa B TO e BpeMmsi. Korga nopor onpegensieTcs nonb3oBaTeniemM HepaunoHarnbHo,
OH OygeT 3anpolleH y nonb3oBaTensd M curHan TPeBOrM UM OMOBELLEHUS aBTOMaTU4eCKu
YCTaHOBMT MOPOr MO YMOMYaHWK (Monb3oBaTeNb MOXET BOCCTAHOBUTbL BCE MOPOroBble
3Ha4YeHUs Mo YMOSYaHuIo).

PaunoHaneHoe noporoBoe 3Ha4eHne: BbICOKOE/HM3KOE 3HAa4YEeHME CUrHana OnoBeLLEHN JOJTHKHO
ObITb MeXxay BbICOKUM U HU3KMM CUTHalmoM CUrHanm3aunm n BbiICOKOEe 3Ha4YeHune nopora AoJmkKHO
ObITb BbILLIE, YEM HU3KOE U, @ UMEHHO, BbICOKOE 3HA4YEHME CUrHanmn3aummn >= BbICOKOE 3Ha4YeHne
onoBeLlleHnsa >= HU3Koe 3Ha4YeHne onoBeLleHNsa >= HN3KOe 3Ha4YeHne curHanm3aumn.

[na onTMyeckoro Moaynsi pexxvm NpoBEPKV NONy4aemMoro NMTaHUst BKIOYaeT BHYTPEHHIOW U
BHELLHIOK MPOBEPKY, KOTOpble onpeaenunu npoussoautenn. Kpome Toro, pexum npoBepkKu
napamMeTpoB B peasibHOM MacluTabe BpeMeHU 1 MOPOroBbIX 3HAYEHUIA MO YMOYaHUIO.

3. KoHTponb TpaHcueepa.

Kpome npoBepku cocToHMs paboTbl TpaHcuBepa B peanbHOM MacwTtabe BpemeHwu,
Nnonb30BaTeN0 HY)XHO crneamTb 3a NogpobHOM MHdopMaunern O COCTOSIHMM, TaKoW Kak
nocriegHee BpeMs HEMCNPaBHOCTU U ee Tun. KOHTpONb TpaHcMBepa NomoraeT nonb3oBaTento
HaWTW NocneaHee COCTOSIHME HEUCNPAaBHOCTM Yepes NPOBEPKY IOrOB U 3anpocuTb nocrneaHee
COCTOSIHME Henomnagkn 4epes3 BbIMONHeHWe komaHa. Korga nomnb3oBaTenb HaxoauT
MHopMaumMIo 0 Henonagke onNTUYECKOro Moayns, TO MHgpopmaums o6 onTnyeckom mopyne
MOXeT OblTb nepenpoBepeHa nocne obpaboTkn mHdOpMaUUM O HEUCNPaBHOCTU, 34EeCb
nonb3oBaTenb MOXET 3HaTb MHOPMAaLUNIO O HEUCNPABHOCTU Y BO30OHOBUTb MOHUTOPWHT.
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12.2. Cnncok komaHa KoHcurypaumm DDM

Hactpoika DDM:

1. TMpocMoTp UHGOPMALIMK KOHTPOSS B pearnbHOM MacluTabe BpeMeHM.
2. HacTtpoiika 3HayeHuin nopora CUrHanM3auum Unu OMoBELLEHMS KaXaoro napameTpa Aans

TpaHcusepa.
3. HacTtponka cocTosiHUst MOHUTOPUWHIa TpaHcuBepa.

3.1. HacTpolika uHTepBana MOHUTOPUHra TpaHcMBepa.

3.2. HacTpolika COCTOSIHMS! BKITKOYEHUSI MOHUTOPUHIa TpaHcKBepa.
3.3. MpocMoTp MHGOPMALIMN MOHUTOPUHIa TpaHCcKBepa.

3.4. OyncTKa NHOPMaLIMN MOHUTOPUHIa TpaHcKBepa.

1. TMpocMoTp UHGOPMALIMK KOHTPOSSA B pearnbHOM MacluTabe BpeMeHM.

KomaHpa

OnucaHue

Pexum KoHUrypmpoBaHus nopTta, pexmum agMMHUCTpaTopa Unu rnodanbHbIN PeXxXum

show transceiver [interface ethernet <interface-list>][detail] MpocmoTp MOHWTOpPMHra

COCTOSIHMA TpaHcuBepa.

TpaHcuBepa.

2. Hactponka 3HadeHW nopora CurHanmsaumm unm OMOBELLEHUS KaXKAoro napameTpa ansd

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

voltage | bias | rx-power | tx-power} {high-alarm |
low-alarm | high-warn | low-warn} {<value> |
default}}

transceiver threshold {default | {temperature | | YcTaHOBKa onpegeneHHoro  nopora

noJib3oBaTeENIEM.

3. HacTponka cocTossHNA MOHUTOPUHra TpaHcuBeepa.

3.1. HacTtpoika nHtepsana MOHUTOPUHra TpaHcueepa.

KomaHpa

OnucaHue

Pexnm KoHdurypmpoBaHus nopTta

transceiver-monitoring interval <minutes>
no transceiver-monitoring interval

YcTaHOBKa WHTEpBana MOHUTOPUHra
TpaHcumBepa. KomaHaa no
ycTaHaBnveaeT NHTepBan no
YMOMYaHUIO, paBHbIN 15 MUHYT.
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3.2. HaCTpOIZKa COCTOAHUA BKITKOYEHNA MOHUTOPUHIA TpaHCUBepa.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

YcTaHaBnuBaeT, BKMIOYEH NU MOHWUTOPUHI TpaHcuBepa. [locne
BKIMIOYEHUSI HA MOPTE MOHWUTOPWHra TpaHcuBepa, cuctema
3anucbiBaeT COCTOSIHME HeucrnpaBHOCTU. [locne oTkMoYeHus
yHKUMM Ha nopTe, MHOPMaLMsA O HEUCNPaBHOCTM BydeT cTepTa.

transceiver-monitoring
{enable | disable}

3.3. MNpocmoTp MHOPMALIMKM MOHUTOPUHIa TPaHCUBEpPA.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

show transceiver threshold-
violation [interface ethernet
<interface-list>]

lMokasbiBaeT  ncpopmaumio MOHUTOPUHra  TpaHcuBepa,
BKITHOYAIOLLY0  MOCMEdHI  MHAOpMauUmMio  HapyLleHUs
NOPOroBOro 3HAYEHMSs!, MOHUTOPUHI NPOTEKAIOLLEro TOKa Yepes
TpaHCUBEp, BKIKOYEH NI MOHUTOPUHI TpaHCUBEpPa Ha nopTe.

3.4. OuncTka nHopmaunnm MOHUTOPUHIa TpaHcKBepa.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHusa nopTta
clear transceiver threshold-violation [interface | CTupaeT 3Ha4yeHMe nopora HapyLueHust
ethernet <interface-list>] MOHWUTOPWHra TpaHcuBepa.

12.3. Npumepbl npumeHeHna DDM
Mpumep 1:

Ethernet 21 n Ethernet 23 BkntoueHbl B ontnyecknin mogyne ¢ DDM, Ethernet 24 BkntoyeH B
onTuyeckun mogynb 6e3 DDM, Ethernet 22 He BktoYeH B KakOM-NMMOO OMTMYECKUIA MOLOYMb,
npocMoTp nHgopmauum o DDM Ha onTuyeckom moayre.

1. TlMpocmoTp MHopMauum o BCex MHTepdencax, KOTopble MOryT YnTaTb NapamMeTpbl B
pexume peanbHOro BpeMeHu (Mpu OTCYTCTBUM ONTUYECKOTO MOAYNS UM ONTUYECKUN
MOAynb He nogaepXxusaeTcs, MHdopmauusa He ByaeT nokasaHa), Ang npumepa:

Switch#show transceiver

(@ orecy

Interface Voltage (V) Bias (mA) RX Power TX Power
Temp (°C) (dBM) (dBM)
1/21 333.31 6.11 -30.54 (A-) -6.01
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Interface Voltage (V) Bias (mA) RX Power TX Power
Temp (°C) (dBM) (dBM)
1/23 335.00 (W+) 6.11 -20.54 (W-) -6.02

2. [pocmoTp nHopmaumm o6 ykasaHHoM nHTepdence (N/A o3Ha4aeT, YTO ONTUYECKNIA
MOAyrb He BCTaBMEH UMK He nogaepXmneaeTcd), Angd npuvepa:

Switch#show transceiver interface ethernet 1/21-22;23 \

Interface Voltage (V) Bias (mA) RX Power TX Power
Temp (°C) (dBM) (dBM)

1/21 333.31 6.11 -30.54 (A-) -6.01

1/22 N/A N/A N/A N/A

1/23 335.00 (W+) 6.11 -20.54 (W-) -6.02

3. [TpocmoTp nogpobHoM HopMaLmK, BKOYaOLEN OCHOBHYO MHAOPMaLUIo,
3Ha4yeHne napaMmeTpoB MOHUTOPUHIa B peanbHOM Maclitabe BpeMeHu, curHan
OMNOBELLEHNS, CUrHanNn3aumo, COCTOSTHME HENCNPaBHOCTU U MHAPOPMALMIO MOPOroBOro

3Ha4yeHus, ons npuMepa:

Switch#show transceiver interface ethernet 1/21-22:24 detail

Ethernet 1/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.

Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime High Alarm | Low Alarm | High Low Warn
Value Warn
Temperature (°C) | 33 70 0 70 0
Voltage (V) 7.31 (A+) 5.00 0.00 5.00 0.00
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Realtime High Alarm | Low Alarm High Low Warn
Value Warn
Bias current (mA) | 6.11 (W+) 10.30 0.00 5.00 0.00
RX Power (dBM) | -30.54 (A-) 9.00 -25.00 9.00 -25.00
TX Power (dBM) | -6.01 9.00 -25.00 9.00 -25.00

Ethernet 1/22 transceiver detail information: N/A

Ethernet 1/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.

Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

Mpumep 2:

Ethernet 21 BkntoyeH B onTtuyeckmii mogynb ¢ DDM. HacTponka noporoBoro 3HadeHus Ha
OnTMYECKOM MOAyrie nocre npocmoTpa nHhpopmaum o DDM.

War 1. NMpocmoTp nogpo6Hon nHcopmaumm o DDM.

Switch#show transceiver interface ethernet 1/21 detail

Ethernet 1/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime High Alarm | Low Alarm | High Low Warn
Value Warn
Temperature (°C) | 33 70 0 70 0
Voltage (V) 7.31 (A+) 5.00 0.00 5.00 0.00
Bias current (mA) | 6.11 (W+) 10.30 0.00 5.00 0.00
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Realtime High Alarm | Low Alarm High Low Warn
Value Warn
RX Power (dBM) | -30.54 (A-) | 9.00 -25.00 9.00 -25.00
TX Power (dBM) | -13.01 9.00 -25.00 9.00 —-25.00

War 2. HacTtpoiika nOporoBoro 3HayeHusl tx-power Ha ONTUYECKOM WHTepdelnce, HUXKHee
3Ha4YeHne NoOpPoroBOro OMoBELLEHUS - 12, HXKHEee 3Ha4YeHne Noporoeson curHanmaaummn — 10.00.

Switch#config

Switch(config)#interface ethernet 1/21

Switch(config-if-ethernetl/21)#transceiver threshold tx-power low-warning -12

Switch(config-if-ethernet1/21)#transceiver threshold tx-power low-alarm -10.00

War 3. MNMpocmoTp nogpobHon nHgpopmauum o DDM Ha onTudeckom moayne. CurHanmsaums
ncnonb3yeT MOPOroBoe 3HadeHue, HacTpaMBaemoe MNofib3oBaTerieM, NOporoBoe 3HAYeHue,
HacTpoeHHoe npousBoguTenem o6o3HayeHo ckobkamu. CurHanuzaums ¢ ‘A-’° kak -13.01
MeHbLue, Yem - 12.00.

Switch#show transceiver interface ethernet 1/21 detail

Ethernet 1/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:

Diagnostic  Threshold

Realtime High Alarm | Low Alarm | High Low Warn

Value Warn
Temperature (°C) | 33 70 0 70 0
Voltage (V) 7.31 (A+) 5.00 0.00 5.00 0.00
Bias current (mA) | 6.11 (W+) 10.30 0.00 5.00 0.00
RX Power (dBM) | -30.54 (A-) | 9.00 -25.00 9.00 -25.00
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Realtime High Alarm | Low Alarm High Low Warn
Value Warn
TX Power (dBM) | -13.01 (A-) | 9.00 -12.00 9.00 -10.00
(-25.00) (-25.00)
Mpumep 3:

Ethernet 21 BkntoyeH B onTudecknin moayns ¢ DDM. BkrntoyeHne MOHUTOPUHIa TpaHCUBepa Ha
nopTe, NOCne NPOCMOTPa MOHMUTOPMHIa Ha ONTUYECKOM MOAYIe.

War 1. MNpocmoTp MOHMUTOpPMHra TpaHcusepa Ha onuyeckom mogyne. Ha Ethernet 21 and
ethernet 22 He BKMOYEH MOHUTOPUHI TPaAHCMBEPA, YCTaHOBMNEHHbIM MHTepBan 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/21-22
Ethernet 1/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn't exist.
Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn't exist.
Lar 2. BknoyeHne MOHUTOPUHra TpaHcueepa Ha ethernet 21.
Switch(config)#interface ethernet 1/21
Switch(config-if-ethernetl/21)#transceiver-monitoring enable

War 3. lpocmMoTp MOHUTOpUHra TpaHcMBepa Ha onTudeckoMm mogayrne. B cnefgyrowmx
HacTpovikax, Ha ethernet 21 BKkNOYEH MOHUTOPWUHI TpaHcuBepa, MocrneaHee HapylleHue
noporosoro 3Ha4yeHus Jan 02 11:00:50 2011, nogpobHasa nHgopmaum o DDM, npeBblwatoLas
NMoporoBoe 3HavyeHVe Takke nokasaHa:

Switch(config-if-ethernet1/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/21-22
Ethernet 1/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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Realtime High Alarm | Low Alarm High Low Warn
Value Warn

Temperature (°C) | 33 70 0 70 0

Voltage (V) 7.31 10.00 0.00 5.00 0.00

Bias current (mA) | 3.11 10.30 0.00 5.00 0.00

RX Power (dBM) | -30.54 (A-) | 9.00 -25.00 (-34) | 9.00 -25.00

TX Power (dBM) | -1.01 9.00 -12.05 9.00 -10.00

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

12.4. YcTtpaHHue HencnpasHocten DDM

Ecnu BosHukaoT npobnemsl npu Hactponke DDM, noxanyincra, npoBepbTe ABNAETCH N 3Ta
npobnema crnegcTenem crieQywmx NPUYmH:

Y6enutecb, 4TO TpaHCMBEpP Ha OMTUYECKOM MoAyrne Obin BKMOYEH Ha nopTe, nHave
KoHurypaumss DDM He nygeT nokasaHa.

Ybeautecb, 4to koHdburypaumns SNMP paboTtaeT, nHavye onoselleHne o cobbiTn He
CMOXET OMOBECTUTbL CUCTEMY CETEBOTO yrpaBeHus.

He Bce kommyTaTopbl nogaepxusatoT SFP ¢ DDM unn XFP ¢ DDM, y6egutech B
MCNOSib30BaHMM KOMMYyTaTopa C NOAOEPKKON COOTBETCTBYHOLLEN DYHKLMN.

Ncnonb3oBaHne komaHa show transceiver unm show transceiver detail moxert
3aHATb MHOTO BPEMEHW, Tak kak kKoMMyTaTop GyaeT npoBepsTb BCe NOpTbl, NO3TOMY
pekoMeHayeTcs 3anpalmnBaTtb MHGPOPMaLUIO O TPaHCMBEPE Ha ONpPeaerneHHbI NopT.

Ybeantechb, YTO yCTaAHOBIEHHLIN NONb30BaTENEM NOPOr sABNeTcs AencTByoWmMM. [pu
nobon owmnbke NOPOroBoro 3HadeHust TpaHcueep GydeT nosbiiaTb CUrHaNU3auulo B
COOTBETCTBMM CO 3HAYEHMEM, YCTAHOBIIEHHbLIM MO YMOSTYaHUIO.
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13. LLDP-MED

13.1. BBepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npepoctaenset ctaHgapTHbIn pexum Link
Layer Discovery, nocbinatowero WHgopMauuio O NoKarnbHbIX YCTPOMCTBaX (BKIOYaOLLYHO
OCHOBHblE BO3MOXHOCTU, yrnpasneHue IP-agpecamu, ID yctporncTtsa 1 ID nopta) Takom kak TLV
(type/length/value) Tporiku B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnsitoLmx
CB3bl0 C coceaHMmun YycTponcTBamu. [lonydeHHas uwHgopmaumsi o6 ycTponctee OyaeT
XpaHUTbCA CO CTaHgapToHon 6a3on ynpasneHus nHgpopmaumen (MIB). 3To no3sonseT cucteme
CEeTeBOro yrnpasneHns BuICTPo obHapyxuBaTb U MOEHTUMULMPOBATL CTATyC CBA3W Ha JIMHUN.

B craHgapte 802.1AB LLDP HeT nepepaun v ynpaeneHust nMHgopmauuen O roriocCoBOM
ycTpovcTtBe. [na npuMeHeHWss u ynpasfeHUs roflocoBOro YCTPOMCTBA LerecoobpasHo ¢
nomowbto LLDP-MED TLVs npepoctaBnsaTb MHOXECTBEHHYIO MHGOpMaUmio, Takyto kak PoE
(Power over Ethernet), ceTeByto NMONUTUKY M NoKanbHy0 uHdopMauuo o6 obcnyxusaHum
HOBOro TenedoHa.

13.2. KoHdurypauuma LLDP-MED

1. bBasoBas KOHpUrypaums.

KomaHpa OnucaHue

Pexunm koHdurypmpoBaHusa nopTta

lIdp transmit med tlv all HacTponka yKasaHHOro nopta
otnpaBnate Bce LLDP-MED TLVs.

no lldp transmit med tlv all
KomaHga no oTMeHsieT OyHKUMIO.

lIdp transmit med tlv capability Hactponka yKasaHHOoro nopta
otnpaenate LLDP-MED Capability TLV.

no lldp transmit med tlv capability KoMaHIa No OTMEHSIeT by HKLMIO

lIdp transmit med tlv networkPolicy Hactponka yKasaHHOro nopta
otnpaenate LLDP-MED Network Policy
TLV. KomaHga no OTMeEHSIeT OaHHYH

OYHKUMIO.

no lldp transmit med tlv networkPolicy

lIdp transmit med tlv extendPoe Hactponka yKasaHHOoro nopta
otnpaenate LLDP-MED  Extended
Power-Via-MDI TLV.

KomaHaa no oTMeHSIET OYHKLMIO.

no lldp transmit med tlv extendPoe

lldp transmit med tlv inventory Hactponka yKa3aHHOro nopta
OTnpaBnATb LLDP-MED Inventory
Management TLVs. KomaHga no
OTMeHseT PYHKLUMIO.

no lldp transmit med tlv inventory
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KomaHpa

OnucaHue

network policy {voice | voice-signaling | guest-voice
| guest-voice-signaling | softphone-voice | video-
conferencing | streaming-video | video-signaling}
[status {enable | disable}] [tag {tagged | untagged}]
[vid {<vlan-id> | dotlp}] [cos <cos-value>] [dscp
<dscp- value> ]

no network policy {voice | voice-signaling | guest-
voice | guest-voice-signaling | softphone-voice |
video- conferencing | streaming- video | video-
signaling}

HacTtpoika ceTeBor MOMUTUKM MoOpTa,
BKItoYaroLas VLAN D,
noaaepXkmBaemMble NPUNOXeHUsa (Takue
Kak rofoc W BMAEO), npuopuTeT
NPUNOXEHWI " nonuTuka
Ncrnonb3oBaHWsA, U Tak ganee.

civic location {dhcp server | switch | endpointDev}
<country-code>

no civic location

HacTtponka Tuna ycTpoWcTBa U Koga
CTpaHbl B COOTBETCTBMM C hopmMaToMm
Civic Address LCI n BkntoyeHune pexmma

no ecs location ECS ELIN

Civic Address LCl. KomanHga no
OTMeHsieT BCE HaCTPOWKU B
cootBeTcTBUM ¢ popmaTom  Civic
Address LCI.

ecs location <tel-number> Hactponka KOHGMrypaumio

pacnonoxeHus ¢ dopmaTom Ha nopTe.
KomaHpa no oTmeHsieT

lIdp med trap {enable | disable}

BkntoyeHune/oTknoyeHne NOBYLUKM
LLDP-MED Ha ykaszaHHOM ropTe.

Pexwum Civic Address LCl address

{description-language | province-state | city | county
| street | locationNum | location | floor | room | postal
| otherinfo} <address>

no {description-language | province-state | city |
county | street | locationNum | location | floor | room
| postal | otherinfo}

HacTponka nogpo6Hbix agpecoB nocne
BBoga pexuma Civic Address LCI
address Ha nopTe.

Pexum rmo6anbHOro KOHUrypmpoBaHus

lldp med fast count <value>
no lldp med fast count

Korgoa BKMOYEH MexaHu3am ObICTpOro
sanycka LLDP-MED, TO0 pomxHa
nponsBoaAnTbCA  ObICTpasi  oTnpaBka
naketos LLDP c¢ LLDP-MED TLV, aTa
KOMaH4a Mcnonb3yeTca Ans YCTaHOBKM
3Ha4YeHus ObICTPOWM OTMPaBKW MaKeTOB,
KoMaHga no BOCCTaHaBnMBaeT
3Ha4YeHne no yMo4aHuio.

QTECH

MUP LOOCTYMHEE

Q

105




PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

LLDP-MED

| www.qtech.ru_|
KomaHpa OnucaHune
Pexunm agmmHucTpatopa
show lldp MMokasbiBaeT HaACTPOMKM rnobanbHOro
LLDP un LLDP-MED
show lidp [interface ethernet <IFNAME>] MokasbiBaeT HacTpovikn LLDP wu

LLDP-MED Ha TekyLiem rnopTte

show lldp neighbors [interface ethernet <IFNAME>]

lMokasbiBaeT Hactpovkm LLDP u
LLDP-MED Ha coceHux yCTpoOMCTBaXx.

13.3. NMpumep HacTponku LLDP-MED
Switch A

PC

Ethernet 1/1 I/
=t
\ /

Ethernet 1/2

YcTpboncTBo
MED

PucyHok 13-1. Tononorusa 6asoson koHdurypaumm LLDP-MED

1. Hactpowka Switch A.
SwitchA(config)#interface ethernet1/1

SwitchA (Config-If-Ethernetl/1)# lldp enable
SwitchA (Config-If-Ethernet1/1)# lldp mode both (this configuration can be omitted,

the default mode is RxTx)

SwitchA (Config-If-Ethernet1/1)# lldp transmit med tlv capability
SwitchA (Config-If-Ethernetl1/1)# lldp transmit med tlv network policy

SwitchA (Config-If-Ethernet1/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/1)# network policy voice tag tagged vid 10 cos 5 dscp

15
SwitchA (Config-If-Ethernetl/1)# exit
SwitchA (config)#interface ethernetl/2

SwitchA (Config-If-Ethernet1/2)# lldp enable
SwitchA (Config-If-Ethernetl/2)# lldp mode both
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2. Hactpownka Switch B.

SwitchB (config)#interface ethernetl/l

SwitchB(Config-1f-Ethernet1/1)# lldp enable

SwitchB (Config-If-Ethernet1/1)# lldp mode both

SwitchB (Config-If-Ethernet1/1)# lldp transmit med tlv capability

SwitchB (Config-If-Ethernet1/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernetl/1)# network policy voice tag tagged vid 10 cos 4

3. [poBepbTe KOHMpUrypaLumio.
MpocmoTp rmobanbHOro cratyca u ctatyca nHtepdenca Ha SwitchA.

SwitchA# show lldp neighbors interface ethernet 1/1
Port name : Ethernet1/1 Port Remote Counter : 1
TimeMark :20

ChassisldSubtype :4

Chassisld :00-1f-ce-00-00-02

PortldSubtype :Local

Portld :1

PortDesc :**** SysName ****
SysDesc *****

SysCapSupported :4

SysCapEnabled :4

LLDP MED Information :

MED Codes:

(CAP)Capabilities, (NP) Network Policy

(LI1) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class Il

Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5

Power Type : PD

Power Source :Primary power source

Power Priority :low

Power Value :15.4 (Watts)
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Hardware Revision:
Firmware Revision:4.0.1
Software Revision:6.2.30.0
Serial Number:
Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information :

auto-negotiation support: Supported
auto-negotiation support: Not Enabled

PMD auto-negotiation advertised capability: 1
operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/2
Port name : interface ethernet 1/2

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernetl/2

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-1f-ce-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :Ethernet1/1

Kkkk

SysName :
SysDesc *****
SysCapSupported :4

SysCapEnabled :4

lNoscHeHwe:

1.

Ethernet 2 kommyTaTopa A n Ethernet 1 kommyTatopa B siBnstoTcst noptamm
YCTPONCTBA CETEBOIrO COEANHEHNS, OHU HE MEPECHINaloT NakeTbl C MHOpMaLmen
MED TLV. XoTta Ethernet 2 kommyTaTopa A HaCTPOEH Ans NOoCbINKN MHpopmaumn
MED TLV, oH He 6ygeT nocbkinate MHdopmaumo MED, 4yTo npuBeneT K OTCYTCTBUIO B
COOTBETCTBYIOLLEN yaaneHHon Tabnuue nHgopmaumm MED Ha Ethernet 2
KommyTaTopa A.

Yctpownctso LLDP-MED moxeT nocbinatb naketbl LLDP ¢ MED TLV, noatomy B
COOTBETCTBYIOLEN yaaneHHon Tabnuue 6yaeTt nHpopmaums o6 Ethernet 1
KommyTaTopa A.
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13.4. YcTtpaHeHue HencnpaBHocten LLDP-MED

Ecnu BosHukatoT npobnembl npu HacTponke LLDP-MED, noxanyicrta, npoBepbTe SiBNSETCA Nnv
aTa npobnema cneacTBMEM CNEAYHOLMX NPUYNH:

e Ybeputech, 4Yto LLDP BknoveH rnodansHo.

e Tonbko yCTPOWMCTBO ceTeBOro coeauHeHust nony4vaet LLDP naketbl ¢ LLDP-MED TLV
oT Gnwxkanwero yctponctesa MED, oH Tak ke nocbinaet LLDP-MED TLV. Ecnu Ha
YCTPOWCTBE CETEBOrO COEANHEHNS HAacTpoeHa koMaHaa ans otnpaskm LLDP-MED TLV,
naketbl 6e3 LLDP-MED TLV nocbinaloTca Ha NOPT, YTO O3Ha4aeT, YTO HMKaKOW
UHopMauMM MNOPT He nofiydyaeT M Ha nopTe OTKNYeHa QYHKUUS MNOCHINKK
nHdopmaumm LLDP-MED TLV.

e Ecnu cocegHue yctponctea nocbinatoT uHdopmaumto LLDP-MED yctponcTtsy ceTeBOro
COeaUHEeHUs, HO OHa He aBnsaeTcsa nHgopmauunen LLDP-MED, npoBepsaemas komaHaom
show Ildp neighbors, 4to o3HavaeT, 4TO oTnpasndeemasn nHgopmauns LLDP-MED «k
COCeHVM YCTPONCTBaM SABMSeTCA OLLUMOOYHOMN.
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14. HACTPOUKA BPDU-TUNNEL
14.1. BBepgeHue B BPDU-tunnel

BPDU-tunnel aBnsaeTcs TexHonormemn BTOPOro ypOBHA. 370 no3BonseT naketam NPOTOKOJ10B
BTOPOIro ypoBHA reorpaq)mquKM pacnpeneneHHbIX YaCTHbIX ceTen npo3pa4vyHo nepenaBatbCsA
no cneunarnbHbIM TYHHENAM Yepel3 CeTb NOoCTaBLUMKa YyCIyr.

14.1.1. ®yHkuum BPDU-tunnel

B npunoxeHun MAN, MHOXXECTBEHHbIE BETBU KOPMOpaLMn MOFYT COEANHATLCS C APYr C APYroM
no cetn onepatopa. VPN npegocTasnsieT BO3MOXHOCTb OnepaTopy BKIoYaTb reorpatuyeckm
pacnpefeneHHble ceTu B OHY nokanbHyi ceTb LAN, Mo3aTomy MoOCTaBLUMKY YCIyr HYXHO
npefocTaBuTb  (PYHKUMIO  TYHHENUPOBAHMS, @ WMEHHO WH(OPMAaLMOHHLIX  [AaHHbIX,
NOCTYNaLLMX OT NONb30BaTENbCKON CETU U NEpedaYn Ux Apyro CeTM HEKOTOPOW Kopropaumm
yepes ceTb onepartopa. [ns noaaepxaHusi NokarnbHOW KOHUENUMM, HeobxoamMma He TOSbKO
nepenaya daHHbIX OT MOSIb30BaTENbCKMX YacCTHbIX CeTel Yepes TyHHernb, HO Takke nepegaya
neKkeToB NMPOTOKOJSIOB BTOPOrO YPOBHS OT MOJIb30BATENbCKUX CETEN.

14.1.2. Co3pgaHue BPDU-tunnel

CneumanbHble NUHUM UCMNONb3YKTCS OnepaTopoM AN CO34aHMs NONb30BaTeNbCKUX CeTeln
BTOPOrO YPOBHSA. B pe3ynbTtate, nonb3oBaTenbckas ceTb pa3brBaeTCcsa Ha YacTu No pasnmyHble
CTOPOHbI CEeTeBOro npoavgepa. Kak mokasaHo Ha pucyHke, nonb3oBaTenb A umeeT OBa
yctponctBa (CE1 m CE2) n oba atmx ycTponctBa npuHagnexat kK Hekotopomy VLAN.
lMonb3oBaTenbckas ceTb pa3gerneHa Ha ceTb 1 1 ceTb 2, KOTOPbIE COEOUHAIOTCA Yepes CeTb
nposangepa. Korga nakeTbl NpoTOKONa YPOBHSA 2 He MOryT ObiTb peann3oBaHbl Yepe3 CeTb
nocTaBluKa Yycnyr, TO nonb3oBaTesfbckasd ceTb He MoxeT obpaboTaTb BblYMCIEHME
He3aBUCMMOro NPOTOKOSia BTOPOro YpoBHS (N8 npyMepa: BbluMceHve spanning tree), Takum
obpasom ceTv BAUSIOT ApYr Ha gpyra.

MNonb3oBatenb A
Cetb 1 VLAN 100

lMNonb3oBaTtenb A
Cetb 2 VLAN 100

PucyHok 14-1. NpumeHeHne BPDU-TyHHens
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14.2. Kondurypauua BPDU-tunnel

HacTtpoiika nopta Ans noaaep»ku TyYHHenNs.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

bpdu-tunnel {stp|gvrp | dotlx | user-defined- | BkntoueHne/oTkOHEHNE Ha nopte
protocol} NOLAEPKKN TYHHENS!.

no bpdu-tunnel {stp|gvrp | dotlx | user-defined-

protocol}

14.3. Mpumep BPDU-tunnel

CneumarnbHble JIMHUM UCNOMB3YITCA OnepaTopoM AN NOCTPOEHUS NOMNb30BaTENbCKUX CeTen
BTOPOro YpOBHSA. B pe3ynbTtate, nonb3oBaTenbckasa ceTb pa3bmBaeTcsa Ha YacT No pasnuyHble
CTOPOHbI CeTeBOro nposavgepa. Kak nokasaHO Ha pucyHke, nonb3oBaTternb A umeeT OBa
yctpovictea (CE1 u CE2) u oba atux ycrtponctBa npuHagnexat K HekoTopomy VLAN.
Monb3oBaTenbckas ceTb pasgeneHa Ha ceTb 1 U ceTb 2, KOTopble COeQUHATCH Yepes ceTb
npoBangepa. Korga nakeTbl NpOTOKOMNa YPOBHA 2 He MOryT 6biTb peann3oBaHbl Yepes ceTb
nocTaBlmMKa Yycnyr, TO nonb3oBaTesnbckas ceTb He MoxeT obpaboTaTb BblYMCEHME
He3aBMCMMOro NPOTOKOSia BTOPOro YpOBHSA (4NA npyMepa: BbluMcneHve spanning tree), Takum
obpasom ceTu BNUSIOT ApYr Ha apyra.

lNonb3oBatenb A
Cetb 2 VLAN 100

lNonb3oBaTenb A
Cetb 1 VLAN 100

PucyHok 14-2. NMNpumeHenne BPDU-TyHHeNs

C BPDU-Tunnel, nakeTbl NpOTOKOMa BTOPOro YPOBHSA OT MOSfb30BaTENbCKOM CETU MOryT ObiTb
nepenaHbl Yepes ceTb onepaTopa B crieaytLler nocneaoBaTeibHOCTU:

1. Tlocne nonyyeHus naketa NPOTOKOSia BTOPOro ypoBHSA OT NepBON CeTU Nnosib3oBaTend
A, PE 1 B ceTu onepatopa naket nHkancynupyetcd, MAC-agpec HazHayeHNs
3aMeHseTcsa KOHKpeTHbIM multicast MAC-agpecom, 1 3aTeM NakeT nepecbinaeTcs B
ceTn onepartopa.
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2.  VHkancynupoBaHHbIN NakeT NPOTOKOa BTOPOro YpoBHS (Ha3blBaeMbI MakeToM
BPDU-Tunnel) nepeckinaetcs k PE 2 Ha apyron KOHeL, ceTu, rae naket
JeuvHkancynupyeTcs, Bo3BpallaeTcsa opurnHanbHbli MAC-Ha3HavyeHns nakeTa u
3aTeM nakeT NocblfiaeTcsa ceTn 2 nonb3oBatensd A.

Hactponka BPDU-tunnel Ha kommyTtaTopax PE1 n PE2:

Hactpowka PE 1:

PE1(config-if-ethernet1/1)# bpdu-tunnel stp
PE1(config-if-ethernel/1)# bpdu-tunnel lacp
PE1(config-if-ethernet1/1)# bpdu-tunnel uldp
PE1(config-if-ethernet1/1)# bpdu-tunnel gvrp
PE1(config-if-ethernet1/1)# bpdu-tunnel dotlx
Hactpowka PE 2:

PE2(config-if-ethernet1/1)# bpdu-tunnel stp
PE2(config-if-ethernet1/1)# bpdu-tunnel lacp
PE2(config-if-ethernet1/1)# bpdu-tunnel uldp
PE2(config-if-ethernet1/1)# bpdu-tunnel gvrp
PE2(config-if-ethernet1/1)# bpdu-tunnel dotlx

14.4. YctpaHeHue HencnpaBHocTten BPDU-tunnel

Mocne oTknyeHus dyHKuMi stp, gvrp, uldp, lacp and dotlx Ha nopTe, MOXHO HacTPOUTb
dyHkumio BPDU-tunnel.
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15. HACTPOMKA BUPTYAJIbHbIX NOKAJIbHbIX
CETEW-VLAN

15.1. KondurypupoaHue VLAN

15.1.1. HayanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas rokanbHas ceTb) — TExXHONorus,
pasgensowan norndyeckue agpeca yCcTpouCTB B CeTU ONA OTAEeNeHWs CerMeHToB ceTu B
3aBMCUMOCTM OT (PYHKUWUIA, BbINOMHAEMbIX YCTPONCTBaAMMU, MPUMOXEHUn unum TpeboBaHuin
ynpasnenns. Takum o6pasoMm, BUpTyaribHble JoKanbHble pynnbl MOryT )OpMUPOBaTLCH
He3aBUCMMO OT om3nyeckoro pacrnornoxeHusa yctponcts. |IEEE onybnukosan npotokon |IEEE
802.1Q ana crangapTtusauun npumeHeHna VLAN. VLAN Ha kommyTaTope paboTtaeTr B
COOTBETCTBMU C 3TUM MPOTOKOJSTOM.

OcHoBHaga wnpea TexHonormm VLAN B TOM, 4TOObl pasgenuTb AMHAMUYECKM OOMbLUYHO
NoKanbHY CeTb HAa HECKOJTbKO HE3aBMCUMbIX LLUMPOKOBELLATENbHbLIX JOMEHOB B COOTBETCTBUN
C TpeboBaHMsaMN, NPeabsBASEMbIMA K CETHU.

Switch Switch Switch

\/\/

1 | )
Server ‘ ~Server ‘ Server

— — \\\\

VLAN

LaserPrinter  PC — -
PucyHok 15-1. Jlorndeckoe onpegenenune cetn VLAN

Kaxgbii wmpokoBelwatenbHbin goMeH Ha pucyHke sensietca VLAN. VLAN'blI nmerot Te xe
CBOWCTBA, 4YTO M PuU3anyeckme ceTu, 3a UuckmodeHnem Toro, 4to VLAN — normyeckoe
obbeanHeHne, a He dumsnyeckoe. MNMoatomy o6beguHeHne VLAN'OB MOXeT co3gaBaTbCs BHE
3aBUCUMOCTM  OT  (PU3MYECKOro  pacrnosioKeHUs YCTPOMCTB U LUMPOKOBeLLaTenbHbIN,
MHOronosnb3oBaTeNbLCKNA 1 o4HOMONb3oBaTenbCckun Tpaduk BHyTpu VLAN oTaeneH ot apyrux
VLAN'oB.

bnarogapsi  Bblllenepe4yncneHHbiM ocobeHHocTaMm, TexHomnormss VLAN obGecneuunBaeTt
crnegyowme npenmyLlecTsa:

o yny4yulaeTcda Npon3BognTEeNIbHOCTb CETH,
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®  OKOHOMSATCHA CeTeBble PeCypChl;
e yrnpoujaeTcs ynpaBneHue ceTblo;
®  CHMXaeTcsl CTOMMOCTb CeTy;
e yny4ywaeTca 6e30MacHOCTb CEeTH.
Ethernet-nopTbl kOMMyTaTOpa MOryT paboTaTb B TpeX pasnmyHbix pexunmax: Access, Hybrid un
Trunk. Kaxxabin pexkum MMeeT CBOM cnocob nepechinky NakeToB, C METKON unu oes.

MopTbl TMNa Access npuHagnexat Tonbko ogHomy VLAN. OB6blMHO OHWM UCNOMb3yloTCs ONd
NOAKMIOYEHNS K KOMMbIOTEPY.

MopTtbl TMnNa Trunk nos3sonsalT nepecbinate nakeTbl Heckonbknx VLANoB. OHu moryT
ncnonb3oBaTbCA AN COEAMHEHUSI  MeXxAy  KoOMMyTatopamy  UNu  MNOAKMYEHUS
Nnonb30BaTENbCKUX YCTPONCTB.

MopTtbl TMNa Hybrid Takke no3eonaoT nepecbinatb NakeTbl Heckonbknx VLAN 0oB. OHM MoryT
nUcnonb3oBaTbCAd  ANA  COEAMHEHWA  MexXdy  KOMMyTaTtopamMu WM MOLKMYeHUs
Nnosib30BaTeNbCKNX YCTPOUCTB.

MopTbl TUNOB Hybrid 1 Trunk NnpuHMMalOT AaHHbIE MO OAHOMY anropuTMy, HO MeTOAbl OTNPaBKX
AaHHbIX OoTNu4atoTca: nopThl TMna Hybrid moryT otnpaenaTe nakeTsbl B pa3nuyHblie VLAN'bI 6e3
meTkn VLAN’a, Torga kak nopTel Tna Trunk oTnpaensaioT nakeTbl pasnmyHbix VLAN TOnbKO C
meTkor VLAN’a, 3a ucknoyeHnem VLAN, nponmMcaHHOro Ha nopTy kKak native.

MpumeHeHne VLAN n GVRP (GARP VLAN Registration Protocol — npotokon perucrpaumu
GARP VLAN) Ha kommyTaTope onuceiBaeTcs B ctaHgapTe 802.1Q. [aHHasa rmasa getanbHoO
06bACHSAET ucnonb3osanne u koHdpurypauuio VLAN'oB 1 GVRP.

15.1.2. KondourypuposaHue VLAN

Cospganue vnn yganeHne VLAN.
YcraHoBka unu yganexHme nmenn VLAN'a.
MpucoeamHeHme nopta kommyTaTopa Kk VLAN'y.
YcTaHoBKa Tuna nopta kKommyTaTtopa.
HacTpoika TpaHkoBoro rnopra.
HacTpoika nopTa goctyna.
HacTponka rmbpungHoro nopra.
BkntoueHne/BbikntoueHne npasmn o0b6paboTkm BXxogHbix naketoB VLAN Ha nopTax.
KoHdourypaums npmeaTtHoro VLAN’a.
. OnpegeneHune BHyTpeHHero ngeHtudukatopa VLANa.

=

© XN~ ®D

[EE
o

1. Cosganve nnun yganeHne VLAN.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHua

vlan WORD Cospanvelypanedne VLAN’a wnn Bxog B
no vlan WORD pexum VLAN'a
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2. YcrtaHoBka unu yaanexHve umenn VLAN’a.
KomaHpa OnucaHune
VLAN Mode
name <vlan-name> YctaHoBka unu yganexue nvenn VLAN'a
no name

3. [lpucoeaunHeHne nopta kommyTatopa Kk VLAN'y.

no switchport interface <interface-list>

KomaHpa OnucaHue
VLAN Mode
switchport interface <interface-list> HasHauyeHune nopta kommyTaTopa VLAN'’y

4. YcraHOBKa TMNa nopTa KOMMyTaTopa.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

switchport mode {trunk | access | hybrid}

YcTaHoBKa TeKyLlero nopta kak TpaHKOBOrO,
nopTa gocTyna unu rmépuaHoro.

5. Hactpowka TpaHKoBOro nopra.

KomaHaa

OnucaHue

Pexunm koHdurypmpoBaHus nopTta

switchport trunk allowed vlan {WORD | all | add
WORD | except WORD | remove WORD}

no switchport trunk allowed vian

YcraHoBka/yganeHue VLAN’oB,
NPUNMCaHHbIX K 3TOMY TpaHky. KomaHga “no”
BOCCTaHaBMMBAET 3HAYEHME MO YMOSTHYAHUIO.

switchport trunk native vlan <vlan-id>
no switchport trunk native vlan

YcraHoBka/yganeHue PVID gna tpaHkoBoro
nopra.

@ §) QTECH
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6. Hactponka nopta goctyna.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

switchport access vlan <vlan-id>
no switchport access vlan

yMon4yaHuio.

Hobasnsaet Tekywmi nopt k ykaszaHHoMmy VLAN'y.
KomaHga NO BoccTtaHaBnuBaeT 3HaveHue Mo

7. Hactpolika rubpuaHoro nopta

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

untag}

switchport hybrid allowed vian {WORD | all | add
WORD | except WORD | remove WORD} {tag | | npynucaHHoro K
pexumMomM MeTKkun nnmn 6es Hee.

no switchport hybrid allowed vlan

YcTtaHoBkal/yaaneHve

VLAN’a,

rmbpuaHoMy nopty C

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YctaHoBka/yaaneHue PVID Ha nopTy.

8. BknoueHue/BblknoveHne npasun 06paboTkm BxoaHbix naketoB VLAN Ha nopTtax.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

vlan ingress enable
no vlan ingress enable

VLAN’e.

BknoyeHWe/BbIKNIOYEHNE BXOASAWMX MpaBui Ha

9. KoHdurypaums npmsaTtHoro VLAN’a.

@ §) QTECH

MUP LOOCTYMHEE

KomaHaa OnucaHue
VLAN mode
private-vlan {primary | isolated | community} KoHdurypaums Tekywero VLANa kak
no private-vian npueaTtHoro. Komanga NO ypanset
P npueaTtHbin VLAN.
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10. Hactpoiika ceasen npusaTtHoro VLAN’a.
KomaHpa OnucaHue
VLAN mode

no private-vlan association VLANa.

private-vlan association <secondary-vlan-list> | YcraHoBka/yoaneHne cBa3e nNpuBaTHOrO

11. OnpepeneHune BHyTpeHHero ngeHtudgukatopa VLANa.

|
KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

vlan <2-4094> internal OnpegenseT ngeHtndmkatop BHyTpeHHero VLAN’a.

15.1.3. TununyHoe npumeHeHue VLAN’a

CueHapui:

/ vLAN = 3 x\ / VLANZOO\

| S | Pabouas  Phboves | |

~Pc

\\‘\\

PC
VLANZQQ/
Pa\ii\oqaﬂVLAN 100 ~PaGouas
ctaHuus ~  cTaHuus
PucyHok 15-2. TunnyHasa tononorusa npumeHeHns VLAN'a
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B cooTtBeTcTBUMN C TpebOBaHNAMN NPUNOXKEHNA N 6E30NaCHOCTU CYLLECTBYIOLLYIO JTOKambHYIO
ceTb Heobxogumo pasgenutb Ha Tpyu VLAN. Tpu VLAN ummetoT naeHtmdpukatoposl VLANZ,
VLAN100 n VLAN200. 31 Tpn VLAN oxBaTbiBalOT ABa pasnU4YHbIX (PU3MYECKUX MecTa
pasmMelleHus: nnowagkm A n B.

Ha kaxgow nnowiagke umeeTcsa KommyTaTop, TpeboBaHMA K CBA3M Mexay nnowaakamu
yOOBMNETBOPATCS, €CNM KOMMYTaTopPbl MOTYT BbINONHATL 06MeH Tpadumkom VLAN.

O61BbEeKT KOHUrypauum OnucaHue KoHUrypauum
VLAN2 Site A and site B switch port 2 -4.
VLAN100 Site A and site B switch port 5 -7.
VLAN200 Site A and site B switch port 8 -10.
Trunk port Site A and site B switch port 11.

TpaHkoBble NOPTbI C 06enx CTOPOH NOAKIIOYEHbI K TPAHKOBOMY KaHarny Ans nepegadv mexay
y3namu Tpacduka VLAN’a. OcTanbHble ycTporcTBa nogkntoyeHsl K opyrum noptam VLAN'oB.

B naHHom npumepe nopTtbl 1 1 12 cBoGOAHLI 1 MOTYT ObITb MCMOMbL30BaHbI ANA YNPaBASoLLUX
NOpTOB UNWN OPYrnX Lernen.

LWarn KoHdurypaumm onucaHbl HAXe:

KommyTtaTop A:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/2-4
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/5-7
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/8-10
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)#exit
Switch(config)#

KommyTaTop B:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/2-4
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/5-7
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Switch(Config-Vlan100)#exit

Switch(config)#vlan 200

Switch(Config-Vlan200)#switchport interface ethernet 1/8-10
Switch(Config-Vlan200)#exit

Switch(config)#interface ethernet 1/11
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)#exit

15.1.4. Tunn4yHoe NpuUMeHeHne rM6pMAaHbLIX NOPTOB

CueHapwun:

o

NHTepHeT

PC
PucyHok 15-3. TunnyHoe npumeHeHne rubpmaHoro nopra

PC1 nogkntoyeH k uHtepdpency Ethernet 1/7 kommyTtaTtopa B, PC2 nogkntoveH K nHtepdency
Ethernet 1/9 kommyTatopa B. lNopT Ethernet 1/10 kommyTtatopa A k nopty Ethernet 1/10
KommyTaTopa B.

TpebyeTcs, utobbl PC1 n PC2 He Bugenu gpyr gpyra no coobpaxeHnnsam cekpeTHoctu. Ho PC1
n PC2 pomkHbl MMeTb OOCTYN K APYIMM CETEBLIM pPecypcam Yepes wiio3 kommyTtatopa A. Mbl
MOXEeM peanu3oBaTb 3Ty CXxeMy yepe3s rmbpuaHbIn NopT.

KoHdurypaumsi 06 beKTOB KaK ONMMCaAHO HUXE:

MopT Twn PVID Mponyckaemble VLAN’bI

Port 1/10 of Switch A | Access 10 MponyckaeT naketbl VLAN’a 10 6e3 meTOK.
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MopT Twvn PVID NMponyckaemble VLAN’bI
Port 1/10 of Switch B | Hybrid 10 Mponyckaet naketbl VLANoB 7,9, 10 Ges
METOK.
Port 1/7 of Switch B Hybrid 7 MponyckaeT naketbl VLAN'0B 7, 10 6e3 MeTok
Port 1/9 of Switch B Hybrid 9 MponyckaeT naketbl VLAN'0B 9, 10 6€3 MeTok

LLlarn koHdUrypaumm onncaHbl HUXe:

KommyTaTop A:
Switch(config)#vlan 10
Switch(Config-Vlan10)#switchport interface ethernet 1/10

KommyTaTop B:
Switch(config)#vlan 7;9;10
Switch(config)#interface ethernet 1/7
Switch(Config-If-Ethernet1/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/7)#exit
Switch(Config)#interface Ethernet 1/9
Switch(Config-If-Ethernet1/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/9)#switchport hybrid native vlan 9
Switch(Config-If-Ethernet1/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-If-Ethernet1/9)#exit
Switch(Config)#interface Ethernet 1/10
Switch(Config-1f-Ethernet1/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/10)#switchport hybrid native vlan 10
Switch(Config-If-Ethernet1/10)#switchport hybrid allowed vlan 7;9;10 untag
Switch(Config-I1f-Ethernet1/10)#exit

15.2. KoHdhurypupoBaHue TyHHens Dot1Q

15.2.1. O6wme cBepeHua o TyHHensax Dot1q

TyHHenb Dot1q, Tawke HasbiBaembli QinQ (802.1g-in-802.1q), ABnseTca pacmpeHnem
npotokona 802.1q. OcHoBHaa ugesa 3akntoyvaeTcs B ynakoBke meTku knmeHtckoro VLAN'a
(CVLAN tag) B meTtky VLAN’a cepuc-nposangepa (SPVLAN tag). MNakeT ¢ oBymst meTkamu
VLAN’a nepegaetcs 4yepe3 MarucrpanbHyld CeTb WHTEpHeT-npoBavgepa, Takum obpasom
obecneyrBas NPOCTON TyHHENb BTOPOro ypoBHSA AN Nofnb3oBaTtens. 3To NPOCTO U ferko Ansg
ynpaBrieHns, TMPUMEHUMO TOMbKO Ha CTaTMYECKMX KOHUrypaumsx U cneumarnbHO
afjanTMpoBaHO Ans HEGONbLWMX OUCHBIX UM METPO-CEeTEWN, UCMONb3YHLWMNX KOMMYTaTopbI
TPETbEero ypoBHs Kak MarmctpanbHoe o6opyaoBaHue.
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Ha KknueHTcKkoM TpaHKoBOM
nopty VLAN200-300

e

CE1 AcuMMeTpuYHoe PE1
nogKnoyeHue K

=

KnueHTtckue
cetuni

MarucTpanes

coeguHeHue

BOE PE2

Ha nopty PE2,
npuHaanexawem VLAN3,
BKMOYeH pexum QINQ

Ha nopty PE1,
npuHagnexaiiem VLANS,
BKMtoyeH pexum QINQ

CE2

COE,CI%HE

KnueHnTckne
ceTn2

AcummeTpuyHoe
noAKntoveHune K
nopry

Ha knueHTcKoM TpaHKoBOM
nopTy VLAN200-300

PucyHok 15-4. MexceTeBoe B3aumogenctane Ha ocHose Dot1g-TyHHens

Kak nokasaHo Bbille, NOCMNe BKIHOYEHMS HA KNMEHTCKOM NopTy, TyHHenb Dot1q npuceBanBaeT
Kaxxgomy nonb3oBatento  ugeHtudukatop SPVLAN (SPVID). 3peck wuaeHTudwumkaTop
nons3oatens — 3. Takon xe SPVID moxeT 6bITb NPUCBOEH TakMM Xe nonb3oBaTensMm Ha
apyrmx PE. Korga naket npuxogut ¢ CE1 Ha PE1, oH HeceT meTtkm VLANo 200-300
BHYTPeHHen ceTu nonb3oBatens. Korga TyHHenb Dot1q BkntoveH, KNnMeHTCkuin nopT Ha PE1
nobaenseT B nakeT gononHutenbHble MeTkn VLAN'0OB, ¥ KOTOPbIX MAEHTUHMKATOPOM ABNAETCA
HasHaveHHbIM nonb3oBatento SPVID. MNotom nakeT 6yaoeT HanpasneH Tonbko B VLANS,
KOTOpbIA yXOOUT B CeTb WHTEpHeT-npoBangepa, n OygeT Hectn gBe meTkm VLANoB
(BHYTpeHHsA MeTka fobasneHa, korga nakeT npuwen Ha PE1, n gpyras asnsetca SPVID), B To
BpemMsi Kak MHdopmaums o knmeHtcknx VLAN oTkpbiTa gnsa nposawngepa cetu. Korga naket
pocturHeT PE2 n nepen otnpaekon Ha CE2 ¢ knuneHTCKoro nopta Ha PE2, BHelHss meTka
VLAN’a ygansietcs n nakeT, npuwegwmnin Ha CE2, cTaHOBUTCS NOSTHOCTLIO MOAEHTUYEH MakeTy,
otnpasneHHomy c¢ CE1. [na nonb3oBatenst pofb onepatopa cetn mexagy PE1 un PE2
3akntovaeTcsa B obecneyeHnmn KaHana BTOPOro ypoBHSI.

TexHonorna TyHHens Dot1q no3BonsieT WHTEpPHET-CEpBUC-NPOBanNaepy MNoaaepXmMBaTb
MHOXecTBO knmeHTckmx VLAN'oB ¢ nomowibto ogHoro ceoero VLAN'a. lNposangep u KNMEHT
MoOryT koHdurypmposaTb cBon VLAN'bI HE3aBUCMMO OpYr OT Apyra.

TexHonoruna TyHHensa Dot1g nmeeT crneaytome XxapakTepUCTUKK:

e [lpyMeHVMa 4epe3 MNPOCTYD CTATUYECKYID KOHUrypauuio, He HyXHbl CIoXHas
KOHUrypaums v MaHUNynsuum.

e Onepatop npuceamBaet oguH SPVID kaxgomy nonb3oBaTento, 4YTO yBENUYMBAET
KONMM4YecTBO OOHOBPEMEHHO MOOAEPXKUBAEMbIX MOMb30BaTeNen; B TO Xe BpeMs
nonb3oBaTeny MMeKT NOsHy ceoboay npu Belbope 1 ynpaBneHnM naeHTugrkaTopos
VLAN (nonb3oBaTenb BbibupaeT 13 gnanasoHa ot 1 go 4096).

e KnnMeHTCkasi ceTb MNOSIHOCTbID Hes3aBucuMa. Korga WHTepHeT-cepBuc-nposangep
MOAEPHU3NPYET CBOKD CETb, KITMEHTCKNE CETU He TPeBYIOT n3MeHeHMsa KoHUrypaumm.

15.2.2. KondurypuposaHue tyHHens Dot1q
1. KoHdurypupoaHue pyHkumnn TyHHena Dotlg Ha nopTy.
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2. KoHdwurypuposaHue Tuna npotokona (TPID) Ha nopTy.

1. KoHdurypmposaHue dyHKumMn TyHHena Dotlg Ha noprTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

dotlg-tunnel enable Bxoga/Bbixoq u3 pexuma TyHHena Dotlq Ha nopTty
no dotlg-tunnel enable

2.  KoHdwurypuposaHue Tuna npotokona (TPID) Ha nopTy.

KomaHpa OnucaHue

Pexxum koHcurypmpoBaHusa nopTta

dotlg-tunnel tpid {0x8100]|0x9100|0x9200|<1- | KoH(purypupoBaHme Tuna npoTokona Ha
65535>} MarmcTpasnbHOM NopTy.

15.2.3. TunuyHoe npumeHeHue TyHHena Dot1q
CueHapun:

MorpannyHble ya3nbl PE1 n PE2 wuHTepHeT-npoBamgepa nepecbinatoT gaHHble VLANoB
200-300. Mexxgy CE1 n CE2 knuneHTtckom cetn Yepe3d VLANS. MNopt PE1 noakntoveH k CE1,
nopt 10 nogkntodeH k nyénmyHon cetn, TPID nogkntoyeHHoro obopynosanusa — 9100; MNopT 1
PE2 nogkntoueH k CE2, nopT 10 noakmntoyeH K nyGriMyHon ceTu.

O61beKT KoHduUrypaumm OnucaHue KoHcUrypauum
VLANS MopT11 yanoe PE1 n PE2.
dotlg-tunnel MopT11 yanoe PE1 n PE2.

tpid 9100

Mpoueaypa KoHMUrypauumn onmcaHa Hmuxe:

PEL:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/1
Switch(Config-Ethernet1/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/1)# exit
Switch(Config)#interface ethernet 1/1
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PE2:

Switch(Config-Ethernetl/1)#switchport mode trunk
Switch(Config-Ethernet1/1)#dot1g-tunnel tpid 0x9100
Switch(Config-Ethernet1/1)#exit

Switch(Config)#

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/1
Switch(Config-Ethernet1/1)# dotlg-tunnel enable
Switch(Config-Ethernetl/1)# exit
Switch(Config)#interface ethernet 1/1
Switch(Config-Ethernet1/1)#switchport mode trunk
Switch(Config-Ethernet1/1)#dot1g-tunnel tpid 0x9100
Switch(Config-Ethernetl/1)#exit

Switch(Config)#

15.2.4. YcTpaHeHne HeucnpaBHocTen TyHHensa Dotiq

Mcnonb3oBaHne TyHHeNs coBmecTHO ¢ PVLAN He nogaepxmnBaeTcs.

15.3. KondurypupoBaHue Selective QinQ

15.3.1. O6wme cBeaeHmn o Selective QinQ

BknioueHne TyHHenss Dot1q Ha TpaHKOBOM MOpTy AenaeT MeTKy nakeTa [AaHHbIX
Henpeackasyemomn, YTo He MNOAXOAWUT MpUMoXeHusMm. [o3ToMy He pekomeHayeTcs
ncnonb3oBaTtb TyHHenNb Dot1q Ha TpaHkOBOM MOpPTY.

Mcnonb3oBaHue TyHHens coBmecTHO ¢ STP/MSTP He nogaepuBaeTcs.

Selective QinQ — pacwupeHne yHKUunn TyHHennpoBaHust Dotlq. OH TernpyeT nakeTbl (OHM
nosiy4yarocs no ogHoOMy nopTy) C pasnmyHbiMu BHeLWHMMKU Teramy VLAN Ha ocHOBe pasfnnyHbIX

BHYTPEHHUX TeroB B COOTBETCTBUMN C Tpe6OBaHVI$IMVI nonb3oBaTenA,

NO3TOMY NaKeThl

pasnnYHOro TMna oTHOCATCA K pas3nuyHbiM VLAN Ha ocHOBe pasfiMyHbIX NyTen nepenadu.

15.3.2. KoHdurypaumsa Selective QinQ

1.
2.
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HacTpoiika rmo6anbHO nnv Ha nopTax CBA3M BHYTPEHHETO M BHELLHETO TEMMPOBAHWS.
HacTtponka selective QinQ Ha nopTe.
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1. HaCTpOVIKa rnobanbHO Unu Ha nopTtax CBA3N BHYTPEHHEro 1 BHELLHEero TermpoBaHnA.

KomaHpa OnucaHue

PexuM rno6anbHOro KOHUrypMpoBaHusi N KOH(UrypupoBaHus nopra

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c- | BkntoueHune/oTknoyeHme rnobanbHO unm Ha
vid- list> noptax CBSA3M BHYTPEHHEro W BHELUHEro

no dotlg-tunnel selective s-vlan <s-vid> c-vlan A T€TMPOBaH!A Ans selective QinQ.

<c- vid-list>

2. Hactpoliika selective QinQ Ha noprTe.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

dotlg-tunnel selective enable Bkntoyenune/oTknoueHme selective QinQ Ha

no dot1g-tunnel selective enable nopre.

15.3.3. Tunn4yHoe npumeHeHue Selective QinQ

VLAN 201-300

VLAN 1000/2000

Switch B

Eth 1/9

Eth 1§h 112

VLAN 100-200 » VLAN 201-300

i) Ly

PucyHok 15-5. MpumeHeHune Selective QinQ
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1. Ethernet1/1 kommyTaTopa A npegocTtaBnsieT OCTyN K ceTn obLwero nonb3oBaHusa ans
none3oatenen PC n Ethernet1/2 kommyTtatopa A npegoctaBnseT JOCTYN K CeTH
oOulero nonb3oBaHNa aAns nonb3osatenen ¢ IP-TenedoHoM, nonb3oeatenn PC
npuHagnexat k VLAN 100-VLAN 200, n nonb3oBatenu ¢ TenecgoHamu IP
npuHagnexat kK VLAN 201-VLAN 300. Ethernet 1/9 kommyTaTopa A coeanHeHa ¢
CeTblo 00OLLLEero nonb3oBaHUS.

2. Ethernet1/1 n Ethernet1/2 kommyTaTtopa B npegocraBnsaeT ceTeBon AOCTYN ANs
nonb3oBaenen PC, npuHaanexawmx VLAN 100- VLAN 200 n nonb3oBaTenemn c
IP-TtenedoHamu, npuHagnexawmx VLAN 201-VLAN 300 cooteTcTBEHHO. Ethernet
1/9 coeauHeHa ¢ ceTbio 0OLLEero nofb3oBaHUs.

3. CeTb obLiero nonb3oBaHna paspellaeT nepecbinatb naketol B VLAN 1000 u
VLAN 2000.

4. BknodeH selective QinQ Ha nopTax Ethernet1/1 n Ethernet1/2 Ha kommyTaTopax A u B
cootBeTcTBEHHO. NakeTbl VLAN 100- VLAN 200 otmeyeHbl Terom VLAN 1000 kak
BbixogaLwum ter VLAN Ha Ethernet1/1, n naketbl VLAN 201- VLAN 300 oTmMeuYeHbl
Terom VLAN 2000 kak Bbixogawmin Ter VLAN Ha Ethernetl/2.

KoHdburypupoBaHue:
# CospnaHme VLAN 1000 and VLAN 2000 on SwitchA.
switch(config)#vlan 1000;2000

# Hactpownka Ethernet1/1 kak rmbpugHoro nopta u HacTtpovka yganeHusa tera VLAN npu
nepecsbinke naketos B VLAN 1000.

switch(config-if-ethernet1/1)#switchport hybrid allowed vlan 1000 untag

# Hactpovika npaBun otobpaxeHus ansa selective QinQ Ha Ehernet1/1 gns nomelueHns Tera
VLAN 1000 kak Bbixogsawero Tera VLAN B nakeTtbl ¢ Teramu VLAN 100-VLAN 200.

switch(config-if-ethernet1/1)#dotlg-tunnel selective s-vlan 1000 c-vlan 100-200
# BkntodeHune selective QinQ Ha Ethernetl/1.
switch(config-if-ethernet1/1)#dotlg-tunnel selective enable

# Hactporka Ethernet 1/2 kak rmbpmgHoro nopta m HacTporka yganeHus tera VLAN npwu
nepectbinke naketos B VLAN 2000.

switch(config-if-ethernet1/2)#switchport mode hybrid
switch(config-if-ethernet1/2)#switchport hybrid allowed vlan 2000 untag

# Hactpovika npaBun otobpaxeHua ang selective QinQ Ha Ehernet1/2 gns nomeweHns Tera
VLAN 2000 kak Bbixogsauero Tera VLAN B nakeTtbl ¢ Teramu VLAN 201- VLAN 300.

switch(config-if-ethernet1/2)#dotlg-tunnel selective s-vlan 2000 c-vlan 201-300
# BkntodeHune selective QinQ Ha Ethernet 1/2.
switch(config-if-ethernet1/2)#dot1g-tunnel selective enable

# Hactporika nopta Ethernet 1/9 kak rubpugHoro nopta u HacTponka coxpaHeHus Tera VLAN
npu nepecbinke naketos B VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/2)#interface ethernet 1/9
switch(config-if-ethernet1/9)#switchport mode hybrid
switch(config-if-ethernet1/9)#switchport hybrid allowed vlan 1000;2000 tag

Mocne npoBegeHus koHdurypauuum, naketel VLAN 100-VLAN 200 ot Ethernetl/1
aBTomaTtnyeckn otmevatotca terom ¢ VLAN 1000 kak Bbixogawmm terom VLAN, v nakeTbl
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VLAN 201- VLAN 300 ot Ethernet1/2 aBTomaTtnyeckn otmevatotca terom ¢ VLAN 2000 kak
BbixoadLwum terom VLAN Ha SwitchA.

HacTponkn Ha Switch B aHanornyHel HacTporkam Ha Switch A, koHdurypauma crnegytowlas:
switch(config)#vlan 1000;2000 switch(config)#interface ethernet 1/1
switch(config-if-ethernet1/1)#switchport mode hybrid
switch(config-if-ethernet1/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/1)#dotlg-tunnel selective s-vlan 1000 c-vlan 100-200
switch(config-if-ethernet1/1)#dotlg-tunnel selective enable
switch(config-if-ethernet1/1)#interface ethernet 1/2
switch(config-if-ethernet1/2)#switchport hybrid allowed vlan 2000 untag
switch(config-if-ethernet1/2)#dotlg-tunnel selective s-vlan 2000 c-vlan 201-300
switch(config-if-ethernet1/2)#dot1g-tunnel selective enable
switch(config-if-ethernet1/9)#switchport mode hybrid
switch(config-if-ethernet1/9)#switchport hybrid allowed vlan 1000;2000 tag

15.3.4. YcTtpaHeHne HeucnpaBHocTeun Selective QinQ
o  O®yHkumm Selective QinQ n dot1g-tunnel He mMoryT ObiTb OAHOBPEMEHHO HACTPOEHbI Ha
nopre.

e Tonbko cBA3b rrnobanbHOro OToBpaXeHus unuM cBA3b OTOBpPaXeHus nopta MOXHO
HacTpouTb ansa selective QinQ.

15.4. HacTtpouka TpaHcnauum VLAN oB

15.4.1. O6wme ceBegeHuns o TpaHcnsauumn VLAN’ oB

TpaHcnauua VLAN'oB, kak cnegyeT n3 Ha3BaHus, TpaHCIMpPyeT OpuUriHarnbHbI ngeHTudunkaTop
VLAN’a B HOBbI B COOTBETCTBUM C TpeboBaHMsIMM Nonb3oBaTens unu ansa oomMeHa gaHHbIMU
mexgy pasnmyHbimm VLAN’amu. TpaHcnsumst MoXeT NPUMEHSATBCS Kak Onsl BXOAALLEN, TaK U
ncxopsaulien MHdopmaumn. [anHoe obopygosaHue nogaepXxveaeT U3MeHeHne
noeHtndukatopa VLAN’a Tonbko Ha BXoge.

MpumeHeHne n KoHurypmposanue TpaHcnsauun VLAN'oB nogpobHo ob6bsicHAEeTCA ganee.

15.4.2. KoHdurypupoBaHue tpaHcnsauum VLAN’a

1. KoHdurypupoaHune dyHkumm TpaHcnaumm VLAN'a Ha nopTy.
2. KoHdurypmpoBaHue cootBeTcTBMI TpaHcnduum VLAN'a Ha nopTy.
3. [MpocmoTp koHGUrypaumm cooTeeTcTBmi TpaHenauum VLANa.
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1. KoHdurypupoaHue pyHkummn TpaHcnaumm VLAN’a Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

vlan-translation enable BkntoyaeT unu BolkntovaeT pexum TpaHenaumm VLAN
no vlan-translation enable

2.  KoHdurypupoBaHue cooTBeTcTBMI TpaHcnauum VLAN a Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

vlan-translation <old-vlan-id> to [Jo6aBneHve/yganeHve  TpaHCNAUMM  COOTBETCTBUW
<new- vlan-id> in VLAN’oB.

no vlan-translation old-vlan-id in

3. [MpocmoTp koHdUrypaumm cootseTcTemi TpaHcnauum VLAN'a.

KomaHpa OnucaHue

Pexunm agmMmHucTpatopa

show vlan-translation MpocmoTp CKOHOUTYPUPOBAHHbIX COOTBETCTBUM
TpaHcnaumm VLAN oB

15.4.3. TunoBoe npumeHeHune TpaHcnauum VLAN’oB
CueHapun:

MorpaHnyHble yanbl PE1 u PE2 uHTepHeT-npoBangepa noggepxusaoT VLAN gaHHbix 20
mexgy CE1 n CE2 n3 knneHtckon cetn vepe3 VLAN 3. MNopTt 1 PE1 MNMogkntouen k CE1, nopt
10 nogkntoyeH Kk nybnuyHon cetu, nopt 1 PE2 nogkntoveH k CE2, nopT 10 mogkmoyeH K
nyonn4Hom cetn.
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Ha KnueHTCKOM TpaHKOBOM
nopty VLAN200-300

CE1

TJaHKOBoe
@ coeguHeHue

KnueHTckve

Ha BxoAgHOM MOpTy npoucxoguT

Marvctpans

cetui coeanHerye TpaHcnsums VLAN20 B VLANS ,
BbixogHas TpaHcnAums VLANS B
Ha BxogHom nopTy npoucxoaut VLAN20 ocywecTtensetca Ha PE
TpaHcnauus VLAN20 B VLAN3S |
BbixoaHast TpaHcnaums VLANS B ToaMkosoe
VLANZ20 ocywectansietca Ha PE co?e,u,vl . PE2 CE2
KOBOe \/
coenuHeHMe KnueHTckme
/ cetn2

Ha knneHTCKOM TpaHKOBOM
nopty VLAN20

PucyHok 15-6. Tononorus cetu ¢ TpaHcnsaunen VLAN oB

O61beKkT KoHdurypaumm  OnucaHue KoHdUrypaumm

VLAN-translation MopT 1 yanos PE1 n PE2.

Trunk port Moptbl 1 1 10 y3anoe PE1 n PE2.

lMpoueanypa KOHMUIryprpoBaHUA ykasaHa HUXe:

PE1l, PE2:
switch(Config)#interface ethernet 1/1
switch(Config-Ethernet1/1)#switchport mode trunk
switch(Config-Ethernet1/1)# vlan-translation enable
switch(Config-Ethernet1/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/1)# exit
switch(Config)#interface ethernet 1/1
switch(Config-Ethernet1/1)#switchport mode trunk
switch(Config-Ethernet1/1)#exit switch(Config)#

15.4.4. YcTpaHeHue HeucnpaBHocTen TpaHcnaumm VLAN’ oB

O6bl4HOo TpaHcnaumsa VLAN npyMmeHsieTcs Ha TpaHKOBbLIX NopTax.

Mpuoputetol Mexay TpaHcnauuen VLANoB u  Bxogsawen dunbtpaunen VLANoB
pacnpegensatoTcsa Tak: TpaHcnaumsa VLAN'oB Bbiwe Bxoadauwen dunbstpaummn VLAN'0B.
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15.5. KoHdurypauma Multi-to-One VLAN-TpaHcnsauum

15.5.1. BeegeHue B Multi-to-One VLAN-TpaHcnauuio

TpaHcnauua Multi-to-One VLAN — ato TpaHcnsauusa nexogHoro VLAN ID B Hoeom VLAN ID B
COOTBETCTBMM C TpeboBaHMSMKU MoNb3oBaTeNen Ha BOCXOAsLWMA Tpadduk U Bo3BpallleHNe
ncxogHoro VLAN ID Ha Hucxogawmin Tpadduk.

MpumeHeHune n koHdurypaumnsa Multi-to-One VLAN nepegayn 6yayT nogpo6HO onncaHbl B 3TOM

pasgene.

15.5.2. HacTtpouka nepegaum Multi-to-One VLAN

1. Hactpowka Multi-to-One VLAN nepenayn Ha nopre.
2. T[lpocmoTp HacTpoek u Multi-to-One VLAN nepegau.

1. Hactpowka Multi-to-One VLAN nepenayn Ha nopre.

KomaHpa

OnucaHune

Pexxum KoHcurypmpoBaHusa nopTta

Multi-to- One VLAN

vlan-translation n-to-1 <WORD> to | BkntoueHune/oTknoueHme TpaHcnduum  Multi-to-One
<new-vlan-id> VLAN
no vlan-translation n-to-1 <WORD>
2. [MpocmoTp HacTpoek Multi-to-One VLAN nepegaun.
KomaHaa OnucaHue
Pexum agMuHucTpaTopa
show vlan-translation n-to-1 [MokasbiBaeT CBsiI3aHHbIE HACTPOMKM  TpaHCIALUK

15.5.3. Tunu4yHoe npumeHeHue TpaHcnauum Multi-to-One VLAN

CueHapwuin:

Monb3oBaTtenu A, B n C npunaganexat VLAN 1, 2 1 3 cooTBETCTBEHHO. Ha BxoAsLLIEM CETEBOM
ypoBHe, Tpadduk OaHHbiXx nonb3oBatenen A, B n C oyget nepeegeH B VLAN100 Ha
Ethernet1/1 co ctopoHbl Switch 1. O6paTHo Tpaddurk gaHHbIX nonb3oBaTenen A, B n C byget
nepeeegeH B VLAN 1, 2 n 3 Ha Ethernet1/1 co ctopoHbl Switch 10T ceTeBoro ypoBHS
COOTBETCTBEHHO. TakMm Xe o6pa3om peanuayeTcsa aHanorM4yHBi nepeBos TpaHCNaAuMu
multi-to-one mexgy nonb3oBatenamu D, E un F Ha Ethernet1/1 u Switch 2.
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User D,E,F
VID=101

User AB,C
VID=100

ch 1 h )
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PucyHok 15-7.

OnucaHue

AneMeHT KoHdUrypauum
Switchl, Switch2

VLAN
Hucxogsawmi nopt 1/1 n Bocxogswmn nopt 1/5 Ha
Switch1 n Switch 2

Trunk Port

Hucxogsawmi nopt 1/1 Ha Switch1 n Switch2

Multi-to-One VLAN-TpaHcnaums

Mpoueanypa HacTPOnKN:

Switchl, Switch2:
switch(Config)# vlan 1-3;100
switch(Config-Ethernet1/1)#switchport mode trunk

switch(Config-Ethernet1/1)# vlan-translation n-to-11-3 to 100

switch(Config)#interface ethernet 1/5
switch(Config-Ethernet1/5)#switchport mode trunk

switch(Config-Ethernet1/5)#exit
15.5.4. YctpaHeHne HeucnpaBHocten Multi-to-One VLAN-TpaHcnauumn

e Henb3da ogHoBpeMeHHO ucnonb3oaTtb ¢ Dot1g-tunnel.
Henb3a ogHoBpeMeHHO ucnonb3oBaTb ¢ VLAN-translation.
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o MAC-agpec He JOMmKeH CyLLLeCTBOBaTb B OpUrMHansHOM U TpaHcnnpoBaHHoM VLAN.

o y68D,I/ITer, 4YTO aﬂﬂapaTHblVl Hyn MOXeT noagaepXumBatb HOPMallbHYH pa60Ty
KIMMMEHTOB.

e [lpeBbiweHne npegena obyveHns MAC-agpecam MoxeT noBnuaTb Ha Multi-to-One
VLAN-TpaHcnsumio.

e  Multi-to-One VLAN-TpaHcnsaums gomkHa 6biTb BktodeHa nocrne MAC-o6yyenus.
15.6. KoHdurypupoBaHue amHamumyeckmnx VLAN

15.6.1. O6bwume cBegeHUdA

OuHamnyeckum VLAN HasbiBaeTcs Tak B npoTtmBoBec ctatudeckomy VLAN'y (HasbiBaemomy
nopTtom, npunucanHbiM K VLAN'y). OuHamndeckmin VLAN, nogaepmBaemMbli KOMMYTaTOpPOM,
BkntoyaeT B ceba VLAN Ha MAC-agpecax, VLAN noaceten un npotokonbHbin VLAN. NoapobHoe
onucaHue ganee:

VLAN, 6Gasupytowmiica Ha MAC-agpecax npeacraBndetr cobon TeXHOMNOormo, Korga Kaxabln
XOCT ¢ onpeperneHHbiM MAC-agpecom cooTBeTcTByeT onpegeneHHomy VLAN'’y. 3To no3sonseT
nosib3oBaTento CeTh CoXpaHnTb ceoe uneHcTBo B VLAN'e npu nepemeLLeHmm n3 0gHoro mecra
B gpyroe. Kak mbl VLAN, korga nonb3oBaTefib MEHSET CBOE MECTOPACMOfIOKEHNE, a UMEHHO
nepeknto4aeTcs ¢ 04HOro KOMMyTaTopa Ha gpyron. 9To cneacteue Toro, Yto VLAN Basupyetcs
Ha MAC-agpece nonb3oBaTensd, a He Ha NOpPTYy KoMMyTaTopa.

VLAN, 6asupytowminca Ha IP-nogcetsix npeacraesnsieT cobon texHonormo, roe metka VLAN
Ha3Ha4aeTcs B COOTBETCTBUU C IP-agpecom NcTovHmka u ero mackon nogcetu. MNpenmyectso
3TOro MeToga TO Xe, YTo M y npeablaywiero, nomnb3oBatento He TpebyeTcss U3MEHATb
KOHpurypaumio npy n3aMeHeHUM MECTOHaXOXOEHWSI.

MeTtog VLAN’a Ha 6Gase NpOTOKOSIOB CETEBOr0 YPOBHS HasHadaeT pasfnnyHbiM MNpOTOKONam
pa3snuyHble Homepa VLAN'OB. 3TO O4eHb yOoobHO And Tex CeTeBbiX aAMUHUCTPATOPOB,
KOTOpble XOTAT ynopsaoyMBaTh Nofb3oBaTernen no npunoxeHusMm n cepsucam. bonee Toro,
nonb3oBaTeny Moryt ceob6o4HO nepemellaTtbecs No ceTw, 3aperMcTpupoBaBLUUCL B HEW OAMH
pa3s. lMpeumyLlecTBOM OaHHOro MeToda SIBNSETCS TO, YTO OH MO3BOSISieT MOfb3oBaTeNnsm
MEHSITb CBOE MecTonosioxeHne 6e3 nameHennst koHdurypauum VLAN'oB, a 10, 4to VLAN'bI
pasnuyalrnTca No TUMY NPOTOKOSOB — OYEHb BaXXHO ANSA CeTeBOro agMuHuctpaTopa. K tomy xe,
OaHHbIN MeTon He TpebyeT gobaenenns meTkn dpenma ana naeHtudmkaumm VLAN'a, yto
CHMXaeT obwun Tpaduk B CETW.

3amevaHne: nopTbl, KOTOpble HeobxoaMmo npunucaTb K gnHammudecknm VLAN OomkHbI ObiTb
CKOHMIYPUPOBaHbI Kak rmdpuaHbIe.

15.6.2. KoHdurypuposaHme aguHammyecknx VLAN

1. KoHdurypuposaHune cdyHkummn VLAN’a no MAC-agpecam Ha nopry.

2. Hactporika VLAN kak MAC VLAN.

3. KoHdurypuposaHue cootBeTcTBuA Mexay MAC-agpecamu n VLAN amu.
4. KoHdurypupoBaHme COOTBETCTBUS Mexay npotokornamu n VLAN amu.
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1. KoHdurypuposaHue cpyHkummn VLANa no MAC-agpecam Ha nopTry.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

switchport mac-vian enable BkntoyeHue/BbikntoveHne  yHkumn - VLAN'a no

no switchport mac-vlan enable MAC-anpecam Ha nopty

2. Hactponika VLAN kak MAC VLAN.

|
KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

mac-vlan vlan <vlan-id> KoHdurypaums onpegeneHHoro VLAN’a kak MAC VLAN;
komanga “no mac-vlan” ynanset Hactpovku MAC VLAN’a

no mac-vlan
Ha gaHHoM VLANe.

3. KoHdurypuposaHue cootseTcTBua mexagy MAC-agpecamu n VLAN amum.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

mac-vlan mac <mac-addrss> vlan <vlan-id> | [lobaBneHue/yganeHme coOTBETCTBUM
priority <priority-id> mexagy MAC-agpecamu n VLAN'amu, a
MMEHHO — 3anucb/UCKntoYeHne
onpeneneHHoro MAC-agpeca us
onpegeneHHoro VLAN’a

no mac-vlan {mac <mac-addrss>|all}

4. KoHdurypupoBaHme COOTBETCTBUS Mexay npotokornamu n VLAN amu.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHua

protocol-vlan etype <etype-id> vlan <vlan-id> | [JobaBneHvne/yganexHme COOTBETCTBUN

no protocol-vian {etype <etype-id> vian <vlan- | MEXAy npotokonamu n VLAN'amn, a uMeHHo
id>[all} — BXOXOEHUE/MCKIIOYEHNE OMPEAENEHHONO

npoTokona B/mn3 onpeageneHHoro VLAN'a.

15.6.3. TunoBoe npumeHeHue auHamuyeckoro VLAN’a
CueHapwui:

B oducHom cetn otaen A npuHagnexut k VLAN100. Heckonbko coTpyoHUKOB OTAENa 4acTo
BbIHY>XAEHbI NepemMeLLatbCcs BHyTpN odmncHom cetu. Tak xe TpebyeTtcsa obecneunBatb 4OCTYN
apyrmx cotpygHukoB otaena k VLAN100. donyctum, 4TO OAWH U3 COTpyaHWKOB — M.
MAC-agpec ero komnetotepa — 00-1f-ce-11-22-33, korga M nepekntovaetca B VLAN200 vnnum
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VLAN300, nopTt, Kk koTopoMmy noaknovaetca M,

KOHUrypupyeTcs Kak rmopuaHbin 1

noakntovaetca kK VLAN100 B pexume «6e3 metok». B atom cnyyae gaHHble VLAN100 6yayT
nepegaBaTbCs Ha NOPT, K KOTOpoMy nogkrnodeH M, n obecnednsatb TpeboBaHUSA CBA3HOCTU B

VLAN100.

vLAN100 (- Q
~

SwitchA SwitchB SwitchC

VLAN200 (
N
M
VLAN300
PucyHok 15-8. Tunosas Tononorus npumeHeHus guHammdeckoro VLAN’a
O6bekT OnucaHue KoHcUrypauum
KOHcpUurypaumm

MAC-based VLAN

O6was koHdurypauma kommyTtatopos A, B, C.

Mpumep KoHdUrypauumm:

Switch A, Switch B, Switch C:
switch(Config)#mac-vlan mac 00-1f-ce-11-22-33 vlan 100 priority 0

switch(Config)#exit

switch#

15.6.4. YcTpaHeHue HeucnpaBHocTen guHamuyeckoro VLAN’a

Ha «kommyTaTopax cO CKOHuUrypupoBaHHbiM aunHamudecknum VLAN owm,

Korga K HUM

NOAKMIOYEHO HECKONMbKO YCTPOWCTB (Hampumep, ABa KOMMbloTepa), ObiBaeT, 4TO nepsas
nonbITKa CoeanHEHNS MEXAY HUMKU He nony4yaeTtcs. PelweHne B AaHHOM criydae Takoe — Hago
AaTb BO3MOXHOCTb OOOMM YCTPOMCTBaAM YCMELWHO nocnaTb kKakne-nnbo nakeTbl B CeTb
(Hanpumep, ICMP, komaHgom ping), 3TO NO3BONUT KOMMyTaTOPY 3anoMHUTbL X MAC-agpeca, n
TOrga oHuM cmMoryT cBo60aHO CcBA3bIBaTLCA Yepesd anHammyeckuin VLAN.
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PucyHok 15-9. YcTpaHeHue HeucnpaBHocTen anHamudeckoro VLAN'a

MpuoputeTtbl anHammnyeckoro VLAN’a n BxogHoro cunbTtpa VLAN’oB ons o6paboTkm naketos
cnegytowwme: npuoputeT anHamudeckoro VLAN’a Bbiwe, 4em y Bxogsuero punbTpa.

15.7. KondurypuposaHume GVRP
15.7.1. O6wasn uHcpopmauums o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonbsyetcsa ana guHammyeckoro
pacnpegeneHns, pacnpocTpaHeHns W perncrpauum atpubyToB uHOPMaLUM  Mexay
KOMMyTaTopamMu-yrieHaMmu B CETU KOMMYyTaLuUu.

ATpubytom moxeT 6biTb MHopmaums VLAN, rpynnosor MAC-agpec n Tak ganee. O4eBngHo,
yTo npotokonn GARP MoOXeT TpaHCnopTMpoBaTb MHOXECTBO aTpMbOyTOB Ha KOMMYyTaTop, Ha
KOoTopbI MX Heobxoammo nepedaTtb (populate). Ha ocHoBe GARP onpeneneHbl pasnuyHbie
nNpunoxeHusi (HasbiBaemble npunoxeHusmmn-oobektamm GARP), ogHUM M3 HuX siBRseTcs
GVRP.

Mpotokon GVRP (GARP VLAN Registration Protocol) — 370 npunoxeHune, nucnonbeaytowiee ans
paboTtbl mMexaHnam GARP. OHO oTBevyaeT 3a obGcnyxumBaHuMe WHOPMaUMM OUHAMUYECKOW
pernctpaummn VLAN 1 nepepadvy perMctpaumoHHOW MHOpMauuM Ha Apyrve KOMMyTaTopbl.
KommyTatopel, nogaepxusatowme GVRP, MoryT npuHMMatTb WHGOpPMaLMIO OUHAMUYECKOWN
pernctpaumm VLAN OT ApyrMx KOMMYTaTopoB W OOHOBNATb JOKanNbHYK WHGOPMaLuo
pernctpaunn VLAN B COOTBETCTBUKN C NPUHATON.

KommyTaTtop, Ha koTopom BkntodeH npotokonn GVRP moxeT nepegaBatb CBOO COOGCTBEHHYHO
nHdopmaumio pernctpauun VLAN Ha gpyrme kommyTtaTopsbl. [NMpuHATas nHpopmaumsa cooepkuT
NOKanbHYy CTaTMYeCcKyto MHAOPMaLMIO, 3aaHHYI0 BPYYHYIO Y AMHAMUYECKY0 MHAOpMaLUmio,
nony4yeHHyto obyyeHnem oT gpyrmx kKommyTaTopoB. [1oaTomy, 3a cHeT nepegayn nHpopmaumm
pernctpaumm VLAN, coctoaTenbHast nigopmaumst VLAN MOXeT ObiTb pacnpocTpaHeHa Ha Bce
KOMMYyTaTopbl C BKMtoYeHHbIM GVRP.
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Device C

VLAN 100-1000 VLAN 100-1000

Device A

Device E
PucyHok 15-10. TunmyHasa cxema npumMeHeHus

KommyTtatopbl A n G He coeauHeHbl mexay cobon Ha ceTwn BToporo ypoeHs; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYyTaTopbl, nogknoveHHble kK A n G. Ha kommyTtatopax A mn G
ckoHdpurypmposanu VLAN100-1000 Bpy4yHyto, Toraa kak Ha B, C, D, E, F nx HeT. Korga GVRP
BblkMto4eH, A n G HE MOTYT HU C KEM COELMHUTLCS, MOCKOMNbKY NPOMEXYTOUHbIE Y3rbl HE UMET
cootBeTcTBYoWmx VLAN' oB. OgHako nocne BkntodeHna GVRP Ha Bcex y3nax, ero MeEXaHu3m
nepegayn atpmbytoB VLAN nossonseT npomexyTodHbiM y3nam pernctpuposatb VLAN'bI
anHammyeckun, 1 VLAN B VLAN100-1000 y3nos A n G MOryT COeamHATLCS € MobbiM OpYrvMm.
Bce VLAN’bl, OMHaAMMYECKM 3aperncTpyMpOBaHHbIE Ha MNPOMEXYTOUYHbIX Yy3rax, OyayT
paspernctTpuMpoBaHbl, korga Ha ya3nax A un G BpydHyto yganatca VLAN100-1000. Takum
obpasom oguHakoBble VLAN’bI OBYyX HecocegHMX Y3ri0B MOryT COeOMHATLCA MOCPeACcTBOM
npoTtokona GVRP BMeCTO py4HOM KOHGUrypaumm BCex NPOMEXYTOUHbIX Y30B 4S5 NoyYeHus
npocton koHurypaumm VLAN’oB.

15.7.2. Hactpouka GVRP

1. KoHdurypmposaHue Tanmepa GARP.
2. BkntouyeHue/BbikntoveHne dyHkumm GVRP Ha nopty.
3. Bkntoyenune pyHkummn GVRP B KOMMmyTaTope.

1. KoHdurypauna Tanmepa GARP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

garp timer join <200-500> garp timer leave <500- | KoHdurypumpoBaHmne TanMepoB
1200> garp timer leaveall <5000-60000> yOepXaHusi, CrvMsHUS W BbiIxoga And
GARP.

no garp timer (join | leave | leaveAll)
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2. BknoyeHue/BblknoyveHe dyHkummn GVRP Ha nopry.
KomaHpa OnucaHune
Pexum KoHduUrypupoBaHusa noprta
gvrp BkntoveHune/BbIknoYeHne dyHKUMM
no gvrp GVRP Ha nopry.
3. BknoyeHve dyHkummn GVRP B KomMyTaTope.
KomaHpa OnucaHue
Pexum rno6anbHOro KOHUrypupoBaHus
gvrp BkntoyeHue/BbikoueHUe YHKLMN
no gvrp GVRP B kommyTaTtope.

15.7.3. Mpumepbl npumeHeHuss GVRP
CueHapun 1:

PucyHok 15-11. TunnyHas Tononorus npumeHeHns GVRP

Ons nonyveHunss mHdopMaumm guHamudeckon permctpaumm VLAN n ee oGHoBNeHus Ha
KOMMyTaTopax AOSmKeH ObiTb CkoHGUrypmpoBaH npoTtokon GVRP.

CkoHurypupoBaHHbI Ha kommyTaTopax A, B n C npotokon GVRP, no3sonsieT gMHammyeckm
ckoHdpurypmposaTtb VLAN 100 Ha kommyTaTope B 1 aBym pabounm cTaHUMSAM, NOOKIIHOHEHHBIM
kK VLAN 100 Ha kommyTatopax A mn C cBaAsatbca Mexagy cobow 6e3 craTtuyeckoro

kKoHdpurypuposanus VLAN 100 Ha kommyTaTope B.
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O6bekT OnucaHue o6 beKTa HaCTPOMKM
HaCTPOMKM
VLAN100 MopTbl 2-6 Ha kommyTaTopax A u C.
Trunk port MopTbl 11 Ha kommyTaTopax A n C, nopthl 10, 11 Ha kommyTaTope B.
GVRP B pexume | Kommytatopsl A, B, C.
rno6anbHoro
KOHpurypupoBaHus
GVRP B pexume | MNopTebl 11 kommyTaTtopoB A n C, noptel 10, 11 kommyTaTopa B.
KOHpurypuposaHusi
nopToBs

Moagkntounm ase paboune ctaHumm Kk noptam VLAN 100 Ha kommyTaTopax A u C, noaknovmm
nopt 11 Ha kommyTaTope A k nopTy 10 Ha KommyTaTope B 1 nopt 11 Ha kommyTaTope B k nopTy

11 Ha KOMM

ytatope C.

Larn koHdUrypaumm onncaHbl HUXe:

KommyTaTtop A:

Switch(config)# gvrp
Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/2-6

Switch(Config-V0an100)#exit

Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)# gvrp
Switch(Config-If-Ethernet1/11)#exit

KommyTaTop B:

Switch(config)#gvrp

Switch(config)#interface ethernet 1/10
Switch(Config-If-Ethernet1/10)#switchport mode trunk
Switch(Config-If-Ethernet1/10)# gvrp
Switch(Config-If-Ethernet1/10)#exit
Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/1)# gvrp
Switch(Config-If-Ethernet1/11)#exit

KommyTaTtop C:

Switch(config)# gvrp
Switch(config)#vlan 100
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Switch(Config-Vlan100)#switchport interface ethernet 1/2-6
Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/11
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)# gvrp
Switch(Config-If-Ethernet1/11)#exit

15.7.4. YctpaHeHune HeucnpaBHocten GVRP

Cuetunk GARP, yCTaHOBMEHHLIN Ha TPaAHKOBbLIX MOpPTax Ha o0bOMX KOHUAX MarucrtpanbHOMn
NMMHUK  JospkeH 6bITb OAMHAKOBLIM, B NpoTuBHOM criyvae GVRP He cmoxeT paboTaTb
HopManbHO. PekomeHayeTtcsa nsberatb ogHOBpeMeHHOM paboTbl npoTokonos GVRP 1 RSTP Ha
yane. Ecnn TpebyeTca BkntoumTh npotokont GVRP, Heob6xoamMmo cHavana BbIKNiovnTh (OYHKLNIO
RSTP Ha nopTax.
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16. HACTPOUKA TABNULIbI MAC-AJPECOB
16.1. O6wme cBegeHnn o Tabnuue MAC-apgpecoB

Tabnuua MAC-agpecoB — 310 Tabnuua cootBeTcTBu MAC-aapecoB YCTPOMCTB Ha3Ha4YeHUs
noptam kommyTtatopa. MAC-agpeca oenaTtcs Ha ctatuyeckue n guHammyeckme. Ctatndeckme
MAC-agpeca BpYy4YHY0 CKOHOUIYpUPOBaHbI NONb3oBaTENEM, UMEKOT HauBbICLLUMIA NPUOPUTET U
OENCTBYIOT MOCTOSIHHO (OHM He MoryT ObiTb 3amelleHbl avHamuyeckum MAC-agpecamn).
[OuHamnyeckne agpeca 3anoMmHaOTCS KOMMYTaAaTOPOM MNpy nNepegade nakeToB AaHHbIX, U OHU
OENCTBYIOT orpaHnyeHHoe Bpems. Korgoa kommyTaTtop nonydaetr perM [aHHbIX Ans
nepecbIsiki, OH coxpaHaeT MAC-agpec MCTOoYHMKa dperiMa M COOTBETCTBYHOLLMIN €My MopT
HasHayeHnda. Korga Ttabnumua MAC-agpecoB onpaiwumBaeTcss Ha npeametr MAC-agpeca
npueMHuKa, MpuM HaXOXAEHWM HYXHOro agpeca, MakeT [aHHbIX OTNpaBnseTcs Ha
COOTBETCTBYIOLNA MOPT, B MPOTMBHOM Clyyae KOMMYTaTOp nepechbiiaeT nakeT Ha CBOW
LUMpokoBeLlaTenbHbIi fJoMeH. Ecnn guHammnyeckmn MAC-agpec He BCTpeYvaeTes B nakeTax ans
nepechbifiki  gnuTenbHoe BpeMms, 3anncb O HeM ypansetca u3 tabnuubl MAC-agpecoB
KomMmMyTaTopa.

[nsa Tabnmubl MAC-agpecoB onpeaeneHbl ABe onepawmm:

1. MMonyyeHne MAC-agpeca.

2. OtnpaBka unu punbTpaumusa naketa AaHHbIX B COOTBETCTBUM € Tabnuuen
MAC-agpecos.

16.1.1. NMony4yeHune Tabnuubl MAC-agpecoB

Tabnuua MAC-agpecoB MoXeT 6bITb MOCTPOEHa CTaTUYeckn unn guHammuyeckn. Ctatmyeckum
KOHUrypupoBaHMeM HacTpavmBaeTca cooTBeTcTBue mexay MAC-agpecamu 1 noptamu.
OunHamnyeckoe obydeHne — 3TO Mpouecc, Korga KOMMyTaTtop W3yyaeT CBSA3W  Mexay
MAC-agpecamu 1 noptamn n perynsipHo obHoenseT Tabnmuy MAC-agpecoB. B aton cekuum
Mbl OCTAHOBUMCS Ha NpoLecce AMHaMNYecKoro nocTpoeHus Tabnuusl MAC-agpecos.

Port 5 Port 12

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
PucyHok 16-1. uHamnyeckoe noctpoeHune Tabnuusl MAC-agpecos

Tononorma Ha pucyHke Bbilwe: 4 KOMMbOTEpa NOAKNIOYEHbI K KoMmmyTaTopy, rae PC1 n PC2
npuHagnexat O4HOMY (U3MYECKOMY CEerMeHTy (OOMEHY KOMnu3un), (pusnmdeckun cermeHT
nogknoyeH kK nopty 1/5 kommytatopa, PC3 n PC4 npuHagnexaT K apyromy dusnyeckomy
CerMeHTy, NogkMto4YeHHoOMY K nopTy 1/12 kommyTaTopa.
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HauvanbHas Tabnuua MAC-agpecoB He COAEPXKUT HUKAKMX 3HaYeHnn. Bo3abMem anst npumepa
npouecc ceasn mexay PC1 n PC3. Npouecc obyyeHns MAC-agpecam crnegyowmin:

1. Korpga PC1 nocbinaet coobuieHne k PC3, MAC-agpec ncrovrdmka 00-01-11-11-11-11 u
nopt 1/5 n3 atoro coobLeHnsa 3aHocaTca B Tabnuuy MAC-agpecoB KommyTaTtopa.

2. B 10 e Bpemsa koMMyTaTopy Hago NOHATb, KaK AOCTaBUTb COOOLEHNe Ha agpec
00-01-33-33- 33-33. Tak kak Tabnuua coaepXxuT 3anucb Tonbko ans agpeca 00-01-11-
11-11-11 n nopta 1/5, a ansa agpeca 00-01-33-33-33-33 HMKaKMX 3anucen Her,
KOMMYTaTOp paccbinaeT gaHHoe coobLieHne Ha Bce CBOWM NOPThI (Npeanonaraem, Yto
BCe MOPTLI NpuHaanexat no ymonyaHuio VLANL).

3. PC3 u PC4 nonyyatoT coobuieHune, nocnaHHoe PC1, Ho PC4 He oTBeYaeT Ha 3To
coobLeHne, Tak kak agpec npuemHuka 00-01-33-33-33-33, 1 oTBe4vaTb Ha Hero byaeT
Tonbko PC3. Korga nopt 1/12 nony4yaeT cooblieHne, otnpaeneHHoe PC3, B Tabnuuy
MAC-agpecoB gobasnsetcs 3anucb 0 MAC-agpece 00-01-33-33-33-33 u
COOTBETCTBYIOLLEM eMy nopTe 1/12.

4. Tenepb Tabnuua MAC-agpecoB nveeT Ase amHamudeckme 3anncu: MAC-agpec 00-
01-11-11-11- 11 — nopT 1/5 1 00-01-33-33-33-33 — nopT 1/12.

5. TMocne obmeHa naketamun mexgy PC1 n PC3, kommyTaTop Gonblle He nony4vaeT
nakeToB, otnpasneHHbix PC1 n PC3. U 3anncu B Tabnuue MAC-agpecos,
COOTBETCTBYIOLLMNE 9TMM ycTporcTBam yaanaotcsa yepes 300 nnm 2x300 cekyHg (T.e.
npocToe unu asoriHoe BpeMs xnsHn). 300 cekyHa 30eCb 9TO BPEMS XKU3HU MO
yMon4yaHuio ang sanmcen B Tabnuue MAC-agpecoB. Bpems un3Hn MoxeT 6biTb
N3MEHEHO Ha KOMMYyTaTope.

16.1.2. NMepecbinka nnu dounbTpauua Kagpos

KommyTaTop nocbinaet nnm oTpunbTpoBbIBAET NPUHMMaeMble NakeTbl AaHHbIX B COOTBETCTBUN
¢ Tabnnuen MAC-agpecoB. PaccmaTtpuBas ans npMMmepa pucyHoK Bbllle, npegnonaraem, 4Yto
KommyTaTop uayuun agpeca PC1 n PC3, n nonb3oBaTenb BPpyYHYHO HAacTpousil COOTBETCTBME
noptoB ans PC2 n PC4. Tabnuua MAC-agpecoB KommyTaTopa GyaeTt crieaytowlen:

MAC-appec Homep nopTta Kem nob6aBneHa 3anucb
00-01-11-11-11-11 1/5 OunHamnueckoe obyyeHne
00-01-22-22-22-22 1/5 CraTtudyeckasa koHdUrypaums
00-01-33-33-33-33 1/12 OunHamnueckoe obyyeHne
00-01-44-44-44-44 1/12 CraTtundeckasa koHdUrypaums

1. OTnpaBka nakeToB B COOTBETCTBMM C Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaet nakeT k PC3, koMmyTaToOp OTNpaBndeT AaHHbIE, NoyvYeHHble ¢ nopta 1/5
Ha nopT 1/12

2. ®unbTpaums gaHHbLIX B COOTBETCTBMM ¢ Tabnvuen MAC-agpecos.

Ecnn PC1 nocbinaet coobwenne PC2, kommytaTtop, nposepuB Tabnuuyy MAC-agpecos,
HaxoguT PC2 n PC1 B ogHOM (hpn3n4eckoM cermeHTe 1 oTunbTpoBbIBAET 3TO coobLieHune (To
ecTb cOpacbiBaeT aT0 coobLleHme).

KoMmmyTaTtopom MOryT nepecbiriatbCs Tpu Tvna hpenmos:

e  LUMpOKOBeELLaTeNbHbIE PENMbI;
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MHOronorsnb3oBaTeNbckne ppenmol;
OfHOMOMb30BaTENbCKNE PPENMbI.

[anee onucbiBaeTcs, Kak KOMMYTaTOop pa60TaeT CO BCEMMU TpemMsda TUNnamMn NakeToB:

1.

LLnpokoseLlaTenbHbI hperim: KOMMyTaTop MOXET onpeaendaTb KONnM3Mm B JOMEHE,
HO TONbKO He ANs WwnpokoBelaTenbHbIX JoMeHOB. Ecnin VLAN’bI HE YCTaHOBIEHDI,
BCE YCTPONCTBA, NOAKIHOYEHHbIE K KOMMYTaTOPY, CHUTAIOTCA HAXOAALWMMUCS B OQHOM
LnpokoBeLlaTenibHOM goMmeHe. Korga kommyTaTop noslyyaeT LWMpoKoBeLlaTebHbIN
dpenm, OH nepecbinaeT ero Bo Bce nopThl. Ecnn VLAN'bI CKOHOUIyprpoBaHhl,
Tabnuua MAC-agpecoB aganTupyeTcsi B COOTBETCTBMM C AONONHUTENbHON
nHdopmaumen o VLAN’ax. B atom criydae kommyTaTop oTnpasngeT opermM TONbKO Ha
nopTbl, HaxoasLwwmecsi B Tom xe VLAN'e.

MHorononb3oBaTenbCkMii hpenm: ecnnm MHOrononbL30BaTENbCKUN AOMEH HEU3BECTEH,
KoMMyTaTop pacchinaet gperim B Tom xxe VLAN’e, HO, ecnv BKItoYeHa (pyHKUnA
IGMP snhooping nnn ckoHurypmpoBaHa ctatnyeckasi MHOronosb3oBaTesibckas
rpynna, kommyTaTop 6yaeTt nocbinaTb 3TOT pperiM B MOPThI MHOrOMOb30BaTENbCKON
rpynnbi.

OpHononb3osatensckmii operim: ecrnm VLAN'bI HE CKOHPUTYPUPOBAHbI, TO, €CIN
MAC-agpec npuemHuka ectb B Tabnuue MAC-agpecoB koMMmyTaTopa, KOMMyTaTop
HanpsiMyto nepecbinaeT nakeT B COOTBETCTBYOLMIA NopT. Ecnu xe agpec npyeMHuka
B Tabnvue He HangeH, KOMMyTaTop AenaeT LWMPOKOBeLLaTENbHY PacCblfKy 3TOro
dpenma. Ecnm VLAN’bI CKOHOUIYPUPOBaHbI, KOMMYTaTop pacchinaet
OlHOMONb30BATENLCKNA hpenm Tonbko BHYTpu ogHoro VLAN’a. Ecrnin MAC-agpec
HangeH B Tabnuue, Ho npuHaanexut apyromy VLAN'’y, kommyTaTop genaet
LMpOKoBeLLaTeNnbHYyO paccbiniky dpenma B ToM VLAN’e, K KOTOPOMY NPUHAANEXUT

dpenm.

16.2. KoHdurypupoaHue Tabnuubl MAC-agpecoB

1. KoHdurypuposaHune BpeMenmn xun3Hn MAC-agpecos.
2. KoHdurypunpoBaHue ctatmyeckon ounbTpaunm unm nepechbinku.
3. OuwucTtka gnHammndeckon Tabnuusl MAC-agpecos.
1. KoHdurypmpoBaHne BpemMeHn xm3Hn MAC-agpecos.
KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

no mac-address-table aging-time

mac-address-table aging-time <0|aging-time> KoHdurypmpoBaHue BPEMEHN  XU3HU

MAC-agpecos
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2.  KoHdurypmnpoBaHue ctatmyeckon hunbTpaunmn unmv nepechbIinku.

KomaHpa

OnucaHue

Oo6wumn pexmm

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vlan-id>
[interface [ethernet | portchannel] <interface-
name>] | [source|destination|both]

no mac-address-table {static | static-multicast |
blackhole | dynamic} [address <mac-addr>]
[vlan  <vlan-id>] [interface [ethernet |
portchannel] <interface-name>]

KoHgurypmpoBaHue ctaTtuyeckux 3sanvcen
angd MAC-agpecos, CTaTUYeCKnx
MHOrornosib30BaTeNbCKUX 3anncen, 3anmucen
dunbTpaumMm NakeToB.

3. Owunctka gnHammndeckon Tabnuubl MAC-agpecos.

KomaHpa

OnucaHue

Pexum agMmuHucTpartopa

clear mac-address-table dynamic [address
<mac- addr>] [vlan <vlan-id>] [interface
[ethernet | portchannel] <interface-name>]

OuwuncTtka gnHamuyeckon Tabnmubl MAC-agpecoB

4. Hactpoiika obyveHns MAC-agpecoB 4Yepes ynpasrneHne npoueccopom.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

mac-address-learning cpu-control
no mac-address-learning cpu-control

BkntoyeHne/oTkmnoueHmne 0oby4yeHus
MAC-agpecoB vepes ynpasnerHne CPU

show collision-mac-address-table

NokasbiBaeT KOMnmaum

MAC-agpecos

Tabnuuy

Pexunm agMmHucTpatopa

clear collision-mac-address-table

Ouunctntb Tabnmuy MAC-agpecoB
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16.3. NMpumepbl TUNUYHON KOHUrypaumumn

1/0/11

MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
MAC 00-01-22-22-22-22 MAC 00-01-44-44-44-44
PucyHok 16-2. Tunn4yHeii npumep KoHpurypaumm tTabnuusl MAC-agpecos

UeTbipe koMMblOTEPA, KakK MOKA3aHO Ha PUCYHKe, NOAKMuYeHbl kK noptam 1/5, 1/7,1/9, 1/11
KommyTaTopa. Bce 4 komnbioTepa npuHagnexat no ymonydaHuio VLAN1. B cooTBeTCTBUM C
TpeboBaHMsMUM K CETU, BKMNOYEHO 0OyYeHne guHammyeckum agpecam. PC1 cogepXuT BaxHble
OaHHble, N HeOOCTYNeH Ans APYrMx KOMMbIOTEPOB U3 OPYrMX dn3ndecknx cermeHToB; PC2 n
PC3 cratnyecku npunucaHbl K noptam 7 n 9, COOTBETCTBEHHO.

OT1anbl KOHUrypaumm nokasaHbl HAXE:
1. YcraHoBka MAC-agpeca 00-01-11-11-11-11 PC1 kak comnbTpyemoro.
Switch(config)#mac-address-table static 00-01-11-11-11-11 discard vlan 1.
2. YcraHoBka ctaTudeckon ceasm ans PC2 n PC3 ¢ noptamum 7 1 9 COOTBETCTBEHHO.

Switch(config)#mac-address-table static address 00-01-22-22-22-22 vlan 1
interface ethernet 1/7

Switch(config)#mac-address-table static address 00-01-33-33-33-33 vlan 1
interface ethernet 1/9

16.4. YcTpaHeHue HeucnpaBHocTen ¢ Tabnuuen MAC-agpecoB

Ecnn npu ncnonb3oBannn komangbl show mac-address-table, 66110 BbISSICHEHO, YTO Ha NOPTY
npousowen cbon oyveHms MAC-agpecam YCTPOWCTB, MOLKIHOYEHHbIX K Hemy. Bo3MOXHbie
NPUYNHbI:

e [logkntoyeHHbI kabenb NOBpeXaeH.

e Ha nopty BkmtoveH Spanning Tree B crtaTyce «discarding» mnn nopT TOMNbKO 4YTO
nogkrtouunnca n Spanning Tree noka B cTaTyce BblYMCNeHus gepesa. [JoxanTtech, noka
BblYMCINEHNE CTPYKTYPbI 3aKOHYMTCA 1 NopT obyuntca MAC-agpecy.

e Ecnu npo6nembl, onucaHHble Bbille, He 0BHapY»KeHbI, NpoBepbTE NOPT KOMMyTaTOpPa U
CBSDKMTECH C TEX.NOAAEPXKKOW AN pelleHns npobnemsi.
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16.5. JononHuTtenbHble (pyHKUMM Tabnuubl MAC-agpecoB
16.5.1. Npueaska MAC-agpecoB

16.5.1.1. O6wume cBepeHus o npueaske MAC-agpecoB

BonblINMHCTBO KOMMYTaTOPOB NOAAEPXKMBAKOT pexnm obydenHns MAC-agpecam. Kaxabii nopt
MOXeT AMHaMW4YecKku 3aroMHUTb Heckonbko MAC-agpecoB, TakMM 00pas3oM BO3MOXHA
nepefada NOTOKOB AaHHbIX Mexay u3secTHbiMM MAC-agpecamu BHYyTpW nopta. Ecnu cpok
*n3um MAC-agpeca WCTeK, NakeT, HanpaBneHHbIn Ha 3TOT ajgpec, OyameT pasocnaH
LIMpoKoBeLaTenbHO.

Opyrmmn cnosamun, MAC-agpec, kotopomy obyumncs nopT, OyaeT vcnonb3oBaTbCs AN
nepefaym naketoB K aTtomy nopTy. Ecnn coeguHeHve nepeknioydeHo Ha Apyron nopT,
KOMMyTaToOp CHOBa BbINOMHUT 0by4vyeHne MAC-agpecy n Gyaet nepefasatb AaHHbIE HOBOMY
nopry.

OpfHako, B HEKOTOPbIX CRyyasax nonuTuka yrnpasBreHns UM CEeKpeTHOCTU MoXeT TpebosaThb,
yToObl MAC-agpeca ObINMM MNpuUKpenneHbl K NopTam, U TOMbKO MOTOKA C MNPMBS3aAHHBLIX
MAC-agpecoB OyayT nponyckaTbCs K nepecbiike Ha nopT. To ecTb, nocne npuBA3KK
MAC-agpeca K nopTty, B 3TOT NOPT MOryT rnepefaBaTbCs TOMbKO AaHHbIe, npeHa3HavYeHHbIe
ans gaHHoro MAC-agpeca. MNoToku gaHHbIX, MPONyCcKaTbCs Yepes nopr.

16.5.1.2. HacTtpouka npuBsaskm MAC-agpecoB

BkntoyeHnne dyHkuumn npmeasku MAC-agpecoB Ha nopry.

MpuBaska MAC-agpeca K nopTy.

KoHdburypaums napameTpoB oyHKLMM NpuBA3aHHbIX MAC-agpecos.
KoHdburypaums nosyLiku gnga ysegomneHmn o MAC-agpecax.

PoONPE

1. BknwodeHne gyHkummn npueasku MAC-agpecoB Ha NopTy.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

switchport port-security Bkntouenne dyHkunm npmesaskm MAC-agpeca Ha nopTy U
dukcaumss nopta. Korga nopT 3admkcnpoBaH, OYHKUUSA
obyyeHna MAC-agpecam BblkntodeHa: Komanga  “no
switchport port-security” BbIknO4aeT GQYHKUNIO MPUBA3KK
MAC-agpeca Ha nopTy W BOCCTaHaBnMBaeT (YHKUMIO

0by4yeHnss MAC-agpecam Ha nopTty

no switchport port-security

2. ®ukcauma MAC-agpeca Ha nopry.

KomaHaa OnucaHue
switchport port-security mac-address | JoGaenseT cratnyeckue ©es3onacHble
<mac- address> MAC-agpeca; Komanga “no switchport port-

security mac-address” ygandetr craTtudeckue

no switchport port-security mac-address
port p y 6esonacHele MAC-agpeca.

<mac- address>
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KomaHpa OnucaHue

Pexunm agmMmHucTpaTopa

clear port-security dynamic [address | OuuwaeTt ANHaMunyeckue MAC-agpeca,
<mac-addr> | interface <interface-id>] BblyYeHHbIE Ha yKadaHHOM MopTy.

3. KoHdwurypaumsa napameTtpoB npusdaskm MAC-agpecos.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

switchport port-security maximum <value> YcTtaHaBnuBaeT MakcumarbHoe 4yncno
no switchport port-security maximum <value> | 0€30nachbix ~ MAC-aapecos  Ha — nopry;

KoMaHga no switchport  port-security
maximum” BOCCTaHaBfMBaEeT 3Ha4YeHue no

YMOIYaHWIO.

switchport port-security violation {protect | | YcTaHOBKa pexmnma HapyLleHns Ha nopTy;
shutdown | restrict } [recovery <30-3600>] | komaHga “no switchport port-security violation”
no switchport port-security violation BOCCTaHaBMBaET 3HAYEHNE MO YMOYaHUIO.

16.5.1.3. YcTpaHeHue npobnem npuBsaskn MAC-agpecoB

BkntoueHve npusaskm MAC-agpecoB Ha MOPTY MOXET OblTb HeyAayHbIM MO HECKONbKMM
npuunHam. Huxke NnpMBoaUTCS HECKONBKO BO3MOXHbIX MPUYMH U UX YCTPaHEHWe:

o Ecnu npuesasanHbii MAC-agpec HeOOCTYMNEH Ha NopTy, yoeanTech, Y4To NOPT HE BXOAUT
B obObeaunHeHne MOpPTOB M HE CKOHUrypupoBaH Kak TpaHKOBbIA. [lpuBsi3aHHbIN
MAC-agpec yHuWKaneH B KOHKpPETHOW koHdurypauum. Ecnn Bbl XOTUTE nNpuBA3aTh
MAC-agpec, (byHKLMM, YNOMSHYTbIE Bbille, AOMKHbI ObITb BbIKITHOYEHbI.

e Ecnu 6esonacHbIi agpec YCTAHOBMNEH Kak CTaTUYECKUI agpec U yaaneH, Torga aToT
©es3onacHbli agpec He MoXeT ObiTb MCNOMb30oBaH, XOTH OH U OydeT cywlecTBoBaThb.
Mcxopa s atoro, pekomeHayeTcst n3beratb Ha3HauYeHUs1 cTaTUYECKMX agpecoB Ansd
NopTOB, 4SS KOTOPbIX BKNoYeHa npueaska MAC-agpecos.

16.6. KoHdurypauusa yBegomnennm o MAC-agpecax

16.6.1. BBepgeHue B yBegomnenuss o MAC-agpecax

dyHkumna MAC-yBegommeHust 3aBucnT oT yBegomneHus. lo6asnsasa unm ygansas MAC-agpeca,
a IMeHHo, Koraa nobaBnsTca Unv yaansaTes yCTPOoUCTBa, agMMHMCTpaTop byaeT yBegoMIeH
O CMEeHe (PYHKLMK NOBYLLUKM SNMP.

16.6.2. KoHdurypauusa ysegomnennn o MAC-agpecax

1. Hacrtpowka rno6ansHo snmp MAC-yBeaOMEHNS.

2. Hacrtporika rmobaneHoro MAC-yBegOMMNEHUS.

3. Hactponka nHtepsana ansa otnpasku MAC-yBeJOMNEHUNA.
4. HacTpolika pasmepa Tabnuupbl UICTOPUM.
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5. Hactponka Tnna nosywku MAC-yBegoMeHUNn, nogaepXneaemblx NOpTOM.
MpocMoTp kKoHUrypaumm n gaHHblx MAC-yBe4OMITEHUIA.
7. OuyucTtka cTaTUCTUKKM NoByLLKM MAC-yBegOMITEHUNA.

o

1. Hactpovika rmo6ansHoro snmp MAC-yBeaOMMAEeHUS.

KomaHpa OnucaHue

MMo6anbHbIN peXxuM KOHpUrypmpoBaHus

snmp-server enable traps mac-notification Bkntovyaet/BoikntovaeT  rnobanbHO  snmp

no snmp-server enable traps mac-notification | MAC-yBeAOMIEHMS

2. Hactponka rnobansHoro MAC-yBegoMneHus.

KomaHpa OnucaHue

FnoGanbHbIN pexXnum KoHcurypmpoBaHus

mac-address-table notification BkntoyaeT/BbiktovaeT rnobanbHO

no mac-address-table notification MAC-yBeaoMneHms

3. HacTtpoiika nHtepsana ansa otnpasku MAC-yBeLOMITEHUA.

KomaHaa OnucaHue

FnobanbHbIN peXum KOHUrypmpoBaHus

mac-address-table notification interval <0- | HacTtporika wuwHTepBana pgnd  OTApaBku
86400> MAC-yBegomMmneHun, KomMaHga no

no mac-address-table notification interval HOCEUEIEI DRI RIS RO G i RIIEIRIAIE

4. HacTpoika pa3amepa Tabnuupbl UICTOpUM.

KomaHaa OnucaHue

FnobanbHbIN peXumMm KOHUrypmpoBaHusA

mac-address-table notification history-size | Hactporika pa3smepa T1abnuubl ncTopum,
<0- 500> KOMaHZa no BOCCTaHaBMMBaET HACTPOWKKU Mo

no mac-address-table notification history-size | YMOT4aHuo
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5. Hactponka Tnna nosywku MAC-yBegoMeHU, nogaepXnsaemblx NOpTOM.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

mac-notification {added | all | moved || Hactporika wnn cTupaHuMe Tuna fOBYLLKK
removed} MAC-yBegoMmneHun, noaaep>KMBaeMbIxX
no mac-notification nopToOMm

6. [MpocmoTp koHGUrypaumm n gaHHelx MAC-yBe4OMIIEHUIA.

KomaHpa OnucaHue

Pexunm agmuHucTpaTopa

show mac-notification | NpocmoTp KoHdUrypauum n aaHHeix MAC-yBegomneHunn
summary

7. OuucTtka cTaTUCTUKKM NoByLKKU MAC-yBeOOMITEHUNA.

KomaHpa OnucaHune

Pexunm agMuHucTpatopa

clear mac-notification statistics OuucTtka cTatucTukm nosyLkn MAC-yBegoMIEHUN

16.6.3. NMNpumep MAC-yBegomMmmneHus

IP-agpec ctaHumnm ceteBoro ynpaenenust (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-coobweHne ot areHTta. ([pumevanne: NMS MoOXeT yCTaHOBUTb MPOBEPKY
NOANMHHOCTM B CTPOKY XapakTep nosyLku). Npoueaypa koHurypaumm:

Switch(config)#snmp-server enable
Switch(config)#snmp-server enable traps mac-notification
Switch(config)# mac-address-table notification

Switch(config)# mac-address-table notification interval 5
Switch(config)# mac-address-table notification history-size 100
Switch(Config-If-Ethernet1/4)# mac-notification all

16.6.4. YcTpaHeHne HeucnpaBHocten MAC-yBegoOMNeHUn

Y6enurtecb, 4TO COOOLLEHME JOBYLLKM OTNPAaBRSEeTCa YCnewHo KoMaHaon show n oTnagkomn
KomMaHabl snmp.
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17. HACTPOUKA NMPOTOKOJIA MSTP
17.1. O6wme cBegeHnss o MSTP

MSTP (Multiple STP) — HoBas peanu3auus npoTokora spanning-tree, OCHOBaHHas Ha
npotokonax STP u RSTP. OH paboTtaeT Ha nobbiIXx KOMMyTaTopax fokanbHbix ceTen. OH
BbluncnseT obuiee n BHyTpeHHee caasytowee aepeso (CIST — common and internal spanning
tree) ons Bcen ceTun, KOTOpPOE COAEPXKUT YCTponcTaa, nogaepxumeaowme MSTP, STP n RSTP.
OH TaK e BblMMCNAET HE3aBUCUMbIE IK3EMMNIIAPbI MHOXECTBA CBA3YoLWmMX aepeBbeB (MSTI —
multiple spanning-tree instances) ans kaxgon o6nactm MST (MSTP domain). B MSTP
nucnonb3yetca agantupoBaHHas Bepcus npoTtokona RSTP, obecneunmBatowiero ObICTpyto
CXOAMMOCTb MpPU NOCTPOEHUN CBA3YIOLLErO AepeBa, NPy 9TOM OAHOMY U TOMY Xe 3K3eMnnsapy
cBA3ylollero pgepeBa MoOXeT OblTb conoctaBneHo MHoxectBo ceter VLAN. MSTP
obecneumBaeT pasnuuyHble MapLpyThl AMs nepefayn gaHHbIX U no3sonseT 6anaHcupoBaTb
Tpaduk. bonee Toro, Tak kak MHoxecTBeHHble VLAN'bI MICNOMb3YOT OANH N TOT Xe 3K3eMnndap
ceasyowero gepesa, MSTP MOXeT ymMeHbliaTb KOMMYECTBO MOCTPOEHHLIX AEPEBLEB, YTO
No3BONSET YMEHbLUNTb Harpy3Ky Ha NPOLIECCOP U YMEHbLUNTL Cy>KeBHYI0 NONoCcy Ha KaHanax.

17.1.1. Pernoxn MSTP

Tak kak ogHOMY 3K3eMMnspy CBA3YHLWEro AepeBa MOXET ObiTb COMOCTABMEHO MHOXECTBO
VLAN, komuteT, paspabatbiBatowmin ctaHgapT IEEE 802.1s npeanoxun passuTb KOHUENUMIO
MST. MST wucnonb3yetca ans npmeaskn KoHKpeTHoM VLAN K KOHKpPETHOMY 3K3eMnnspy
CBA3yIOLLEro Aepesa.

PervoHn MSTP coctout 13 OOHOrO WM  HECKOMbKMX KOMMYTaTOpPOB C OOWHAKOBbLIM
ngeHtngpukatopom MSID (MST Configuration Identification) n nokanbHom ceTn (KOHKpPETHbIN
KommyTaTop B pernoHe MSTP siBnsieTca HasHayeHHbIM (designated) kKomMyTaTOpOM NoKanbHOM
CeTn, Ha KOMMyTaTopax, 3aKpensieHHbIX 3a NokKanbHOW ceTbto, NpoTokon STP He paboTaer).
Bce kommyTaTtopbl B ogHoM MSTP pernone nmetot oguH MSID. MSID cogepxuT Tpu atpubyTa:

o  KoHdurypaumoHHoe nmsa: Coctont ns undp n byks.
e Homep Bepcun.

o KpaTkoe onuncaHune koHdpurypuposaHus: cetu VLAN, COOTBETCTBYIOLIME IKIEMMNSISPaM
CBA3ylOLLEro gepesa.
KommyTaTopbl C 0ANHAKOBbIMU BbILLEOMUCAHHBIMU aTpubyTamMmmn CHUTAIOTCA HaxoaAWMMUCs B
ogHom pernoHe MST.

Korma MSTP Bbiuncnsetr CIST B nokanbHOM ceTm € koMmyTatopamu, peroH MST
paccmaTpMBaeTCs Kak OgMH KOMMyTaTop. PaccMOTprM pUCYHOK HUXKeE:
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PucyHok 17-1. Npumep CIST n pernoHa MST

Ha cxeme, ecnn B ogHOM kOMMyTaTope ucnonb3yetca STP, a B gpyrom RSTP, To nopT mexay
kommytatopom M u kommyTtatopom B pgomkeH ObiTb 6GrnokuposaH. OpgHako, ecnv B
KoMMyTaTopax 0bnacTtu, BblgeNeHHON NMyHKTMpPOM, ncnonbadyetcsd MSTP n ckoHurypuposaH
OAVH 1 TOT Xe permoH MST, 1o npotokon MSTP OygeT cuntatb 3TOT PEMMOH KOMMYTaTOPOM.
MoaTomy 6nokupoBaH OAMH MOPT MEXAy KOMMYTaTOpoM B 1 KOpHEBbIM y3MOM; KpOMe TOro,
6rokupoBaH oauH NopT kommyTaTopa D.

17.1.1.1. Onepauum BHYTpU OOHOIO U TOro Xe pernoHa MSTP

Ok3emnnap ceasytowero gepesa (IST) cessbiBaeT Bce kommyTaTopbl MSTP-pernoHa. Korga
IST cowencs, kopHeBon y3en IST ctaHoBUTCA ynpaensowmm y3rnom IST — B HeM HaxoguTcs
KOMMyTaTop C HaumeHbWwuM ID MocTa n MeTpukon mapLupyTta K KopHeBoMy yany CST. Ecriv B
CeTM umeeTcs TOMbKO OOUH PervoH, ynpasnswowun ysen IST ogHOBpeMEHHO sBNAeTca U
KopHeBbIiM y3riom CST. Ecnn kopHeBon y3en CST HaxogouTcsi BHE pervoHa, ynpassitoLmm
yanom IST aensetcs oguH 13 kommytatopoB MSTP Ha rpaHuue pervoHa.

Mpn nunymnanmsaumm kommytatopa MSTP oH nocbkinaeT naketel BPDU, B KOTOpbIX 00bABNAET
cebs kopHeBbIM y3nom CST n ynpasnsaowmm yanom IST, npn 9TOM METPUKM MapLUpyTa K 3TUM
y3nam pasHbl Hyn0. Kpome Toro, KoMMyTaTop MHUUuanuanpyeT Bce cBou ak3emnnsapbl MST u
o6baBnseT cebs KOPHEBbLIM Y3rOM. Ecnn koMMmyTaTop NpUHMMaeT MHAOpMaUmio OT KOPHEBOIO
y3na MST BepxHero ypoBHsi (C MeHbLUMM ID koMMyTaTopa, MEHbLUEN METPUKOW MapLupyTa u
T. A4.), COXPaHEHHYo Ans nopTta, OH nepecraeTt 06baABNATL cebsa ynpaensawowmm yanom IST.

B pernoHe MST ynpaenstowun y3en IST aBnsieTcss €ANHCTBEHHbBIM 9K3EMIMNSIPOM CBSA3YIOLLENO
JepeBa, KOTOpbIN NpuvHMMaeT M nocbinaet naketel BPDU. Tak kak naketel MST BPDU
cogepxaT nHgpopmauunio 060 BCex IK3eMnnspax, YNCo Takmx naketos, KOTopoe TpebyeTcs
obpaboTaTtb KOMMyTaTOpy AONS NOOLEPXKKA MHOXECTBa 3K3EeMMNIISiPOB CBA3YHOLWEro AepeBa,
3HaunTENbLHO yMeHbluaeTcs. Bce aksemnnspbl MST ogHOro m Toro e permoHa COBMECTHO
NCMonb3yT OOHN 1 Te Xe TanMepbl NPOTOKONA, 04HAKO Kaxabii ak3emnnap MST vmeeT ceBon
cOBCTBEHHbIEe napameTpbl Tornosiornn, Hanpumep, ID KOpHEBOro KommyTaTopa, METPUKY
MapLupyTa K KOpHEBOMY Y31y U T. 4.

17.1.1.2. Onepauuu mexagy permoHamm MST

Ecnu BHYTpM ceTu CyLLeCcTBYyET HECKOJIbKO PEMVIOHOB U B HEW YXKE CYLLLECTBYIOT KOMMYTaTOpbI
802.1D, MSTP cosgaeT n obcnyxumsaeT gepeBo CST, koTopoe BkmtovaeT Bce pernoHbl MST u
BCe cyulecTBylolmne kommyTtaTtopbl ¢ STP B cetun. [na npeobpasoBaHna B gepeso CST
ak3emnnspbl MST kombuHupytoTesa ¢ IST Ha rpaHunue permoHa.
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Ok3emnnap MSTI aBnseTcs UCTUHHBIM TOMNBKO BHYTPY pernoHa MST. Bk3emnnap MSTI Hukorga
He coBepLUaeT HUKakux gencteun ¢ aksemnngapamm MSTI gpyrux pernoHos MST. KommyTaTopsbl
B permoHe MST npuHumatrot naketel MST BPDU gpyrux permoHoB 4epes rpaHuyHble nopThbl.
OHu moryT Tonbko obpabaTbiBaTh MHGOPMaLMO, oTHocaWwytocs K aepeBy CIST n otbpackiBatoT
nHdopmaumio MSTI.

17.1.2. Ponu nopToB

Kommytatop MSTP npucBavBaeT noptam ponn, KOTOpble OHM AOSMKHbI UrpaTb B NPOTOKONE
MSTP. Ponu noptoB gepea CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbm nopt MSTI wumeeT ewe ogHy ponb, ©Oonee BbICWEro MNOpPsiAka, Yewm
BblLLenepeyncneHHole ponu: Master Port.

Ponu noptoB B aepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takue
Xe, YTo 1 npu npoTtokone RSTP.

17.1.3. BanaHcupoBKa Harpy3ku B MSTP

B pernoHe MSTP cetn VLAN moryT 6bITb NpUBA3aHbl K pasnuyHbiM 3K3eMMngpam, 4To MOXeT
dopMmpoBaTth pasnuyHble Tononormn. Kaxabiin 3K3emMnnsip He3aBuMCUM Opyr OT gpyra u 3T1o
No3BONSET UM UMETb COBCTBEHHbIE aTpUBYThI, TakMe Kak MPUOPUTET YCTPOMCTBA U METPUKY
nopTa.

CneposatenbHo, ceTn VLAN pasnunyHbiX 3K3eMnisipoB MMEKT CBOM COOCTBEHHbIE MapLUpPyThI.
Ona Tpaduka ceten VLAN Takum obpasom nogaepxmsaetca 6anaHCMpoBKa Harpysku.

17.2. KondurypuposaHue MSTP

BkntoueHne npotokona MSTP n ycTaHoBKa pabodero pexunmva.
HacTtpoika napameTpoB 9K3eMMAsSpOB CBA3YIOLEro Aepesa.
HacTponka napameTpos permoHos MSTP.

HacTpoika BpeMeHHbIX napameTpos MSTP.

HacTtponka cyHkummn 6eictpon murpaumm MSTP.

HacTtpoika dhopmaTa nakeToB Ha nopTy.

HacTponka aTpnbyToB CBA3YHOLLEro AepeBa Ha NopTy.
HacTponka atpnbyToB snooping-kntoya ayTeHTudukauuu.
HacTpoika pexunma FLUSH anst usmeHeHnin Tonosiornn.

=

© XN ~LD

1. BkntodeHune npotokona MSTP 1 ycTtaHoBka paboyero pexuma.

KomaHaa OnucaHue

Pexum rnmo6anbHOro KOH(uUrypmpoBaH1a N pexxmm KOHUrypmpoBaHua nopTta

spanning-tree Bkntouenwne/BbikntoveHne MSTP
no spanning-tree
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KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHUrypmpoBaHus

spanning-tree mode {mstp|stp|rstp}
no spanning-tree mode

YcTaHoBKka paboyero pexxuma MSTP.

Pexum KoHduUrypupoBaHusa noprta

spanning-tree mcheck

MpuHyanTENbHO yYCTaHaBNMBaET ANdA NopTa pPexum
paboTel no npotokony MSTP

2. Hacrtpoiika napaMmeTpoB 3K3EMMNISAPOB CBA3YHOLLEro AepeBa.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

spanning-tree mst
<bridge- priority>

<instance-id> priority

no spanning-tree mst <instance-id> priority

MosBonsieT 3agaTb NpUMOpPUTET KOMMYyTaTopa
ANS  yKa3aHHOTO 3K3emnisipa CBSA3YHOLLEro
Aepesa.

spanning-tree priority <bridge-priority>
no spanning-tree priority

Mo3BonsieT HaCTPOUTL NPUOPUTET CBA3YHOLLETO
fAepeBa Ha kKoMMyTaTope.

Pexunm koHdurypupoBaHusa nopTta

spanning-tree mst <instance-id> cost <cost>
no spanning-tree mst <instance-id> cost

[ns ykasaHHOro 3k3emmnnsipa CBSA3YHOLLEro
JepeBa MO3BOMSIET YCTAHOBUTb  METPUKY
MapLupyTa K nopTy.

spanning-tree mst <instance-id> port-priority
<port-priority>

no spanning-tree mst <instance-id> port-
priority

MosBonsieT 3agaTb nNpuMOpUTET rMopTa Ans
yKasaHHOro 3K3eMmnnsipa CBA3YOLEro AepeBa.

spanning-tree mst <instance-id> rootguard

no spanning-tree mst  <instance-id>

rootguard

[ns ykasaHHOro 3k3emmnnsipa CBS3YHOLLEro

JepeBa no3BonseT 3adaTb  3aLUULLEHHbIV
KopHeBon y3en. [lopTbl, Ana KOTOPbIX
yCTaHOBMeHa 3awurta, He MoryT ObiTb

npeobpa3oBaHbl B KOPHEBble MOPTbl APYrnx
TUNOB.

(@ orecy
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KomaHpa

OnucaHue

spanning-tree rootguard
no spanning-tree rootguard

Ons  Tekywero nopta 3adaeT  pexum
3aLMLLEHHOIO KOPHEBOIO NOpPTa B 3K3EMMNNApe
ceasyowero gepesal. CkoHUNypUpPOBaHHbIN
3alUMLLEHHBIA  MOPT HEe  MOXeT  ObiTb
npeobpasoBaH B KOPHEBOW MOPT APYrNX TUMOB.

spanning-tree [mst <instance-id>] loopguard

no spanning-tree
loopguard

[mst  <instance-id>]

BkntoueHne gyHKUMN OTCRNEXMBaHWUS NeTnu B
KOHKpeTHOM 4acTHoMm paepeBe. Komanga NO
OTKNIOYaEeT AaHHYO PYHKLMIO.

3. Hactpoiika napameTtpoB pernoHos MSTP.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgurypuposaHus

spanning-tree mst configuration
no spanning-tree mst configuration

Bxon B pexum KOH(UrypupoBaHus pernoHa
MSTP. Komanga NO BosBpalLaeT 3Ha4YeHue no
YMOJYaHWIO.

Pexum koHdurypupoBaHusa permoHa MSTP

show

lMokasbiBaeT  MHGOpMaLMIO O  TeKylen

paboyen cucteme.

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list> ]

[Mo3BonseT co3gaTb 9K3eMNNApP CBA3YHOLLErO
AepeBa W YCTaHOBWUTb COOTBETCTBME MeXAOy
VLAN 1 3TUM 9K3eMnsipom

name <name>

Mo3BongeT 3agatb uMs permoHa MSTP

no name

revision-level <level> MossonseT 3agaTtb HOMeEp peBn3nn

no revision-level KOHoUrypuposaHusi permoHa MSTP

abort Bbixogq 13 pexuma  KOHGUrypupoBaHuUs
permoHa MSTP wun Bo3BpaT B pexum
rno6anbHoro KOHhMrypmpoBaHusi bes
COXpaHeHus KoHurypaumm permoHa MSTP.

exit Mo3BonsieT coxpaHUTb caenaHHble HaCTPOMKN

pervoHa MSTP, BbINTM 13 peXxnma HaCTPOMKN
pervoHoB MSTP un BepHyTbCcs B rnobanbHbiv
PeXnM KOHOUIypUpOBaHUS.
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KomaHpa

OnucaHue

no

OTmMeHa oOaHOM KOMaHAbI
nepBoHa4YarnbHOro 3Ha4YeHus

nnn YyctaHoOBKa

4. HacTporika BpemeHHbIX napameTtpos MSTP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

spanning-tree forward-time <time>
no spanning-tree forward-time

MNosBonseT 3agaTb BpPEMA 3a4Eep KKK nepeaadum
Ha KOMMyTaTope

spanning-tree hello-time <time>
no spanning-tree hello-time

YcraHoBka BpemeHu Hello ans nocbinku
coobLeHunn BPDU.

spanning-tree maxage <time>
no spanning-tree maxage

YCTaHOBKM BpEMEHM Xn3Hu coobLieHnin BPDU

spanning-tree max-hop <hop-count>
no spanning-tree max-hop

YcTaHOBKa MakcuMarbHOro 4mMcra Xornos Afs
coobuennin BPDU B pernoHe MSTP.

5. Hactporika dyHKumum 6eicTpor murpauumn MSTP.

KomaHaa

OnucaHue

Pexunm koHdurypmpoBaHusa nopTta

spanning-tree
true|force-false}

link-type p2p {auto|force-

no spanning-tree link-type

YcTaHoBKa TMna nuHuMm nopTa

spanning-tree portfast bpdufilter

spanning-tree portfast bpduguard [recovery
<30-3600>]
no spanning-tree portfast

lMosBonsieT 3agaTb MOPT, KaK PaHUYHbIN.
Onumsa Bpdufilter cnyxut gna otbpackiBaHns
npuHaTbIX  coobwennn  BPDU.  Onuwms
bpduguard npu npueme coobweHns BPDU
3akpbiBaeT nopt. [lapameTp no BbikMOYaeT

(@ orecy

PEXVM MOrpPaHMYHOro nopTa, NpoucxoauT
npeoGpa3oBaHMe B MOPT, KOTOPbIA He
Haxo4WTCs Ha rpaHuLe
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6. Hactponika dhopmaTa nakeToB Ha NopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

spanning-tree format
standard spanning-tree
format privacy spanning-tree
format auto

no spanning-tree format

lMo3BongeT HaAcTpouTb hopmaT nakeTa CBA3YHOLLEro Aepesa
nopta. lMpu BbiGope onuuun standard naketT cooTBeTCTBYyET
craHgaptam IEEE, npu onumn privacy naket COBMECTUM C
CISCO, auto o3Havaet, 4ytOo dbopmaT onpegenseTcd no
NPUHATOMY NakeTy

7. Hactponka aTpnbyToB CBA3YIOLLEIO AepeBa Ha NopTy.

KomaHpa

OnucaHue

Pexxum koHcurypmpoBaHusa nopTta

spanning-tree cost
no spanning-tree cost

lMo3BonsieT 3agatb METPUKY MapLUpyTa K NopTy

spanning-tree port-priority
no spanning-tree port-priority

Mo3sonsieT 3agaTb NpUopuTET NopTa

spanning-tree rootguard
no spanning-tree rootguard

No3BonsieT ycTaHOBUTL MOPT, KaK HE KOPHEBOM

Pexum rmo6anbHOro KoHUrypmpoBaHus

spanning-tree transmit-hold-count <tx-hold-
count-value>

no spanning-tree transmit-hold-count

YcTaHoBka MaKCUMarbHOro 3HayeHus
cyeTYMKa 3afepKKu nepeaaym Ha nopTy

spanning-tree cost-format {dotld | dotl1t}

YcTaHaBnuBaeT opmMaTt METPUKM MapLupyTa
dot1d unn dot1t

8. Hactporika aTpnbyToB Snooping-krnova ayTeHTUrKaumn.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

spanning-tree digest-snooping
no spanning-tree digest-snooping

Mo3BonseT nopTy WCMONb30oBaTb  CTPOKY
ayTeHTumKaumm napTHepCcKoro nopTa.
KomaHga NO BOCCTaHaBnMBaeT

1CMonb30BaHNe CreHEepUPOBaHHON CTPOKM.
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9. Hactpoiika pexxuma FLUSH ans nameHeHur Tononoruu.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

spanning-tree tcflush {enable| disable| | Enable: cBasyowee gepeBo cTpouTcs cpasy
protect} npu N3SMeHeHUN TOMonorny;

no spanning-tree tcflush Disable: cBasyloLee gepeBo He CTPOUTCA Mpu
N3MEHEHMM TOMOMNOInK;

Protect: cBssylollee gepeBo CTpouTcs pas B
[eCATb CEKYH[;

KomaHga no BOcCTaHaBnMBAaET 3HAYEeHWe Mo
yMOJIHaHUKO — WU3MeHeHune npm u3MeHeHun
TOMOJornn.

Pexxum KoHcUrypmpoBaHusa nopTta

spanning-tree tcflush {enable| disable| | MNo3Bongaet HacTponTb pexunm flush gns nopTa.
protect} KomaHga no BoccTaHaBnmMBaeT NCNOMb30BaHWE

no spanning-tree tcflush 06LLMX HACTPOEK pPEXMMa Ha YCTPOWCTBE.

17.3. NMpumep npumeHeHnsa MSTP

Switch 1

Switch 2 Switch 3

Switch 4
PucyHok 17-2. TunuyHbii cueHapumn npyumeHernms MSTP

CoegnHeHna mMexgy KOMMyTaTtopamu MoKasaHbl Ha pUCYHKe Bbilwe. Bce kommyTtaTtopbl
paboTaioT B MSTP-pexume no ymonyaHuio. VIX npyopuTeTbl MOCTOB, NPMOPUTETLI NOPTOB U
CTOMMOCTb MapLUPYTOB AN NOPTOB CTOAT MO YMOMYaHUo (paBHbl). [apameTpbl MO yMOMYaHMio
A1 KOMMYTaTOPOB MOKa3aHa HUXe:
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Mmsa MocTa Switchl Switch2 Switch3 Switch4
Bridge MAC | 00-00-01 00-00-02 00-00-03 00-00-04
Address
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority
Port 2 128 128 128
Port 3 128 128
Port 4 128 128
Port 5 128 128
Port 6 128 128
Port 7 128 128
Route | Port1l 200000 200000 200000
Cost
Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymornuyanuto npotokonn MSTP co3gaeT Tononoruvio gepeBa C KOPHEM Ha koMmyTaTtope 1.
MopTbl, 0603Ha4eHHbIE “X” nmetoT cocTosiHue discarding (6r1okMpoBaHbl), Ha OCTarnbHbIX MOpTax

nepegava paspeLueHa.

OTanbl HacTpomn

Kn:

War 1. Hactponka npmesasku noptoB kK VLAN:
e co3gatb VLAN 20, 30, 40, 50 Ha Switch2, Switch3 n Switch4;

e  HacTpouTb nNopTbl 1-7 Kak TpaHkoBble Ha Switch2, Switch3 n Switch4.

War 2. YcraHosutb Switch2, Switch3 n Switch4 kak npuHagnexawmx ogHomy aepesy MSTP:

e ycTtaHoBuTb Ha Switch2, Switch3 1 Switch4 ogHO 1 TO Xe nmsa pernoHa, cosnagaroLlee

C umeHem gepesa MSTP;
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o npusasate VLAN 20 u VLAN 30 Ha Switch2, Switch3 n Switch4 k aksemnnapy
cBA3yoLLero gepesa 3;

o npunucatb VLAN 40 n VLAN 50 Ha Switch2, Switch3 n Switch4 k aksemnngpy
cBA3yloLLero aepesa 4.

War 3. HactponTtb Switch3 kak kopHeBON KOMMYTaTOP 415 AK3eMnspa ceA3yloLwero gepesa 3.
HacTtpouTb Switch4 kak kKOopHEBOW KOMMYyTaTOp AN 9K3eMMngapa CBA3yoLLlero aepesa 4:

e HacTpoOUTb NPUOPUTET KOMMyTaTopa [Ansi 3K3eMnnsapa CBA3ylLlero gepesa 3 Ha
Switch3 kak 0;

e HacTpoOUTb NPUOPUTET KOMMyTaTopa [Ans 3K3emnnsapa cBA3ywlero gepesa 4 Ha
Switch4 kak 0.

[eTanbHas KoHUrypauus npuBeaeHa HUXe:

Switch2:
Switch2(config)#vlan 20
Switch2(Config-Vlan20)#exit
Switch2(config)#vlan 30
Switch2(Config-Vlan30)#exit
Switch2(config)#vlan 40
Switch2(Config-Vlan40)#exit
Switch2(config)#vlan 50
Switch2(Config-Vlan50)#exit
Switch2(config)#spanning-tree mst configuration
Switch2(Config-Mstp-Region)#name mstp
Switch2(Config-Mstp-Region)#instance 3 vlan 20;30
Switch2(Config-Mstp-Region)#instance 4 vlan 40;50
Switch2(Config-Mstp-Region)#exit
Switch2(config)#interface e1/0/1-7
Switch2(Config-Port-Range)#switchport mode trunk
Switch2(Config-Port-Range)#exit
Switch2(config)#spanning-tree

Switch3:
Switch3(config)#vlan 20
Switch3(Config-Vlan20)#exit
Switch3(config)#vlan 30
Switch3(Config-Vlan30)#exit
Switch3(config)#vlan 40
Switch3(Config-Vlan40)#exit
Switch3(config)#vlan 50
Switch3(Config-Vlan50)#exit

Switch3(config)#spanning-tree mst configuration
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Switch3(Config-Mstp-Region)#name mstp
Switch3(Config-Mstp-Region)#instance 3 vlan 20;30
Switch3(Config-Mstp-Region)#instance 4 vlan 40;50
Switch3(Config-Mstp-Region)#exit
Switch3(config)#interface e1/0/1-7
Switch3(Config-Port-Range)#switchport mode trunk
Switch3(Config-Port-Range)#exit
Switch3(config)#spanning-tree
Switch3(config)#spanning-tree mst 3 priority 0
Switch4:
Switch4(config)#vlan 20
Switch4(Config-Vlan20)#exit
Switch4(config)#vlan 30
Switch4(Config-Vlan30)#exit
Switch4(config)#vlan 40
Switch4(Config-Vlan40)#exit
Switch4(config)#vlan 50
Switch4(Config-Vlan50)#exit
Switch4(config)#spanning-tree mst configuration
Switch4(Config-Mstp-Region)#name mstp
Switch4(Config-Mstp-Region)#instance 3 vlan 20;30
Switch4(Config-Mstp-Region)#instance 4 vlan 40;50
Switch4(Config-Mstp-Region)#exit
Switch4(config)#interface e1/0/1-7
Switch4(Config-Port-Range)#switchport mode trunk
Switch4(Config-Port-Range)#exit
Switch4(config)#spanning-tree
Switch4(config)#spanning-tree mst 4 priority 0

lMocne HacTponkn, onucaHHoun Beilwe, Switch1 GygeT KOpHEBLIM KOMMYTaTOPOM 3K3emnnsipa
ceasytoulero gepesa 0 Bcen cetn. B permoHe MSTP, k koTopomMy oTHocaTcsa Switch2, Switch3
n Switch4, Switch 2 aBnsieTcsa KOpHEBLIM KOMMYTaTOPOM PErMOHA ANsl 9K3EMIMIISIPa CBA3YIOLLETO
nepesa 0, Switch3 aBnsieTca kopHEBBIM KOMMYTaTOPOM pPernoHa ans 3K3emnrisipa CBA3yHLEero
pepeea 3 u Switch4 daBndeTca KOPHEBLIM KOMMYTaTOpPOM perMoHa Aans 3K3eMmnndapa
ceasytowero gepesa 4. Tpaduk VLAN 20 n 30 nepenaetca yepes TOMOMOIMKO 3K3emMnnspa
ceasyowero gepesa 3. Tpadpuk VLAN 40 n 50 nepepaetca yepes TOMOMOIMIO 3K3eMnndpa
cBasyloLlero aepesa 4. Tpaduk c octanbHbix VLAN nepegaeTcsa yepes TONoNoruio ak3emnnspa
ceasytowero gepesa 0. MopT 1 Ha Switch2 aBnseTca ynpasnsiowmm NOPTOM 4SS 9K3EeMMNSpoB
CBA3YOLWNX OepeBbeB 3 U 4.

Mpotokon MSTP nyTtem BbluMCAEHUMN reHepupyeT 3 TOMONOrmun: 3K3eMnNapoB CBA3YHOLNX

aepesbeB 0, 3 1 4. MNopTbl, 0603Ha4YeHHbIe “X” nmetoT cocTosiHne discarding (6nokupoBaHbl). Ha
OCTanbHbIX NOpTax nepegaya paspeLleHa.
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Switch 1

Switch 2

Switch 4
PucyHok 17-3. Tononorunsa ak3emnnspa ceasytowiero gepesa 0 nocne BbluncneHna MSTP

Switch 2 Switch 3

Switch 4

PucyHok 17-4. Tononorus sk3emnnsipa ceasytowiero gepesa 3 nocne BbluncrneHna MSTP
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Switch

Switch 4
PucyHok 17-5. Tononoruna ak3emnnspa ceasytowiero gepesa 4 nocne BbluncrneHna MSTP

17.4. YctpaHeHune HencnpaBHocten MSTP
[nsa Toro, 4tobbl npotokon MSTP Ha nopTe cmor pabotate, MSTP gormkeH ObiTb BKMOYEH B
pexume rnobanbHOro KOHPUrypUpPoBaHUS.
Tak kak napameTpbl MSTP B3aumMoCBsi3aHbl, OHW [OOJDKHbI COOTBETCTBOBATb CrEAYHOLLUM
TpeboBaHusM:

e 2x(Bridge_Forward_Delay - 1.0 cekyHga) >= Bridge_Max_Age;

e Bridge Max_Age >= 2x(Bridge Hello_Time + 1.0 cekyHga).
B npoTtuBHOM cny4dae npotokon MSTP moxeT paboTaTb HENpaBUbHO.

Ecnn nonb3oBaTtenu nameHnnun napameTtpobl MSTP, OHM OOMKHbI YOOCTOBEPUTLCS B TOM, YTO
N3MEHEHbI 1 Tononormn. Hactporku rnobanbHOro pexxumMma KoHUIypmMpoBaHUs BbINMOMHSKTCA
ans kommyTtaTopoB. OcTanbHble HACTPOWKW BbLINOSTHAKTCA A9 OTAESNbHbLIX 3K3EMMNIISPOB
CBA3YHOLLEro Aepesa.
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18. HACTPOUKA QOS
18.1. O6wume ceBegeHusi o QoS

QoS (Quality of Service — ka4ecTBO cepBuca) — HABOp BO3MOXHOCTEN KOTOPblE MO3BONAOT
co3gaBaTb pasfeneHHble Nosfochbl ANs nepedaBaeMblXx MO CETM AaHHbIX, TEM CaMbiM
oGecneyrBas ny4ywnin cepemc Ans BolopaHHOro ceteBoro Tpadgmka. QoS — rapaHTus kadyecTBa
nocrnegoBaTenbHOM M NpeackalyemMon nepefadn faHHblX Ans obecneveHus TpeboBaHMN
nporpammMm. QO0S He co3gaeT AOMONHUTENBHOW Monockl nepegayn, Ho obecneunBaeTt Gonee
achbdpekTnBHOE ynpaBneHne nonocoM B COOTBETCTBUM C TpeboBaHMAMWU NPUNOXEHUA W
NONNTMKON ynpaBneHns CeTbio.

18.1.1. TepmuHbl Q0S

Qo0S: «kayecTBO cepBuca, obecrneyeHue rapaHTMPOBAHHOIO KayecTBa cepBuca [Ons
nocrnegoBaTenbHOW W MNpeackasyeMoil nepedayn [AaHHbIX W BbINOMHEHWA TpeboBaHun
nporpamm.

HomeH QoS: npomeH QoS noggepxueaeT ycTtponctBa ¢ QoS ana opmupoBaHnsa ceTeBou
Tononornn, kotopas obecneynT Ka4yecTBO cepBuca. Takas TOMONOrMA HasbiBaeTCsl AOMEHOM
QoS.

CoS: knacc cepsuca — knaccumkaumoHHas nHpopmaums, nepegasaemas dopermamm 802.1Q
Ha BTOPOM ypoBHe. 3aHnmaeT Tpy 6uta nonsa Tag B 3arofioBke pperima 1 HasblBaeTCs yPOBHEM
Nnonb30BaTENbLCKOro npuoputeTa B AnanasoHe ot 0 oo 7.

Layer 2 802.1Q/P Frame

Preamble | S@rtframe | 5, sa | Tag | PT | Data  FCS
delimiter

L 3 bits used for COS (user priority)
PucyHok 18-1. MNprnoputeTbl Knacca cepsuca

ToS: tmn cepsuca. OgHoGanToBoOE none, nepegaBaemMoe B 3arofioBke naketa IPv4 Ha TpeTbemM
ypoBHe Ans obbsaABneHusa Tuna cepsuca |IP-naketa. 3HaveHnem nonss ToS moxeT 6biTb
npuoputeT IP (IP Precedence) nnun sHadyeHne DSCP.

Layer 3 IPv4 Packet

Version ToS

length (1 byte) Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data

L IP precedence or DSCP
PucyHok 18-2. MNpuoputet ToS

IP Precedence: npuoputet IP. KnaccudukaunmoHHas wHdopmauus, nepegalowasica B
3arofnioBKe NakeTa TPeTbero ypoBHS, 3aHMMaroLwas 3 6uta n morywas npUHMMaTh 3HAYEHNUS OT
Opo7.

Nudopmauus, nepepatowascsa B 3aronoBke |IP naketa TpeTbero ypoBHs, 3aHUMMaeT 6 6uT,
nmeeT 3HadyeHune oT 0 oo 63 n obpaTHO coBMecCTUMA C npuopuTeTom IP.

MPLS TC(EXP) : none MPLS o3Ha4daeT knacc obcnyxmBaHusi, uMmeeT 3 6uTa angd guanasoHa
otrOpo7.
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L 4 .
T T B 7T FmmmTrorrrrrrrrrrtTT L LI |

DA | SA | VID | 0x8847 Label (20-bits) EXP |S 1

=

Internal Priority: BHYTPEHHWIA MPUOPUTET, yCTaHaBMMBaeMbld NPOLECCOPOM KOMMyTaTopa.
BO3MOXHbIN OuanasoH 3HadYeHun 3aBucUT OT Tuna npoueccopa. CokpalweHHo — Int-Prio unu
IntP.

Drop Precedence: npuoputeT cbpoca. Npn obpaboTke nakeToB nepBbiMM cOpacbiBalOTCA
naketbl ¢ OGonbwum npuoputetom cbpoca. Nmeer 3HadeHne 0 wunm 1. CokpalleHHO
o6o3HavaeTcsa Drop-Prec unu DP.

Classification: ocHoBHOe HasHayeHue MmexaHuama QOoS, knaccuuuupyeTt nepefaBaemble
nakeTbl B COOTBETCTBMM C KnaccuurkaumMoHHON MHpopmMaumen, cogepxallencs B naketax u
cnuckamm koHTponsa goctyna (ACL).

Policing: gencteune mexaHnsma QoS Ha Bxofe, KOTOpoe yCTaHaBnMBaeT NOAMTUKK Tpaduka n
ynpaBnsaeT KnaccuumumMpoBaHHbIMU NakeTamu.

Remark: gencreme mexaHnama QoS Ha BxoAe, BbIMOMHSOLLEee NPonyckK, OCTaHOBKY uUnu cbpoc
naketTa B COOTBETCTBMM C NONUTUKaMK Tpadumka.

Scheduling: genctene mexaHnama QoS Ha Bbixoge. [lobaBnsieT nakeTbl B COOTBETCTBYHOLLME
NCXoasilume o4Yepean OCHOBbLIBasSICb HA BHYTPEHHEM npuoputeTe. VI NpuHMMaeT pelleHue o
nocblinke nnm cbpoce NakeToB B COOTBETCBUM C NpUopmnteToM cbpoca, anropuTMOM MOCHISKA U
Ba)XXHOCTbIO COOTBETCTBYIOLLIEN OYEPEAN B UCXOASILLLEM MOTOKE.

In-Profile: Tpacdduk B pamkax nonutnkm QoS (nonoca nponyckaHus Unm OonoSHUTENbHON
noniocomn) HasbiBaeTca In-Profile.

Out-of-Profile: Tpaddumk B pamkax nonutnkn QoS (Nonocbl NponyckaHus — WUnm
AonosiHuTensHon nonochkl) HasbiBaeTcst Out-of-Profile.

18.1.2. Peanusauua QoS

[na BbINOMHEHUs Ha KOMMyTaTope nporpammHoro QoS HeobxoauMO paccMOTPeTb OCHOBHYHO
6asoByl0 mMogenb. QoS He co3gaeT HOBOW MOMOChbl B KaHarne, HO MOXET MakcuMarbHO
noacTpamBaTh KOHUIypaLmio TEKYLLMX kKaHanbHbIX pecypcoB. MonHasa peanu3auns QoS paet
BO3MOXHOCTb MOJIHOCTBbIO YMNpaBnsTb ceTeBbiM Tpadukom. Hwke, kak MOXHO TOYHee,
onucbiBaeTcs cam npuHumn QoS.

Cneundukaums nepegaym gaHHbIX B I[P NoKpbiBaeT TONbKO agpecaumio U CepBUCHI MCTOYHMKA
N NPUEMHMKA W, KOHEYHO, KOppPeKUMo nepenayn nakeToB C NMOMOLLLI0 NPOTOKONOB 4 YPOBHS
mogenu OSI| u Bbiwe, Takmx kak TCP. OpgHako, B GonblMHCTBE criydaeB npotokon [P
ncnonb3yeT MakCMManbHO BO3MOXHYH MPOMYCKHYK CMOCOOHOCTb BMECTO MexaHu3ma
noaaep kv 1 3almTbl NONOChI NAakeTHOM nNepefayn. ATo NPUMEHNMO ONsi TaKMX CEPBUCOB Kak
noyta n FTP, HO npu yBenuueHun nepegaym 3arpy3km He MOXeT yOoBrneTBopuTb TpeboBaHMs
Heo6Xx0aMMON NOMOChI M HU3KMUX 3afepKeK.

Basupyscek Ha pasnuuHbix MeTogax, QoS onpegenseT NpUoOpUTET OIS KaXKAOro BXOASLLEro
naketa. KnaccudgpukaumoHHas MHGopMauus coaepXmTcs B 3arofioBkax |IP-nakeTtoB TpeTbero
YypoBHSA 1 B 3aronoskax dperimoB 802.1Q BToporo ypoBHs. QoS obecneumBaeT OAMHAKOBbLIN
cepBUC [Ans NakeToB OOMHAKOBOrO npuoputeTa, B TO BpemMs Kak Ans nakeToB C
pasnuyarLwmMmncs npuopuTeTamm npeanaratTcs pasnuyatoLimecs onepauumm.
MapuwpyTtusatop wvnm kKommyTtaTtop, nogaepxvsatowme cepsuc QoS, moryt obecneudvsaTb
pasnMyHyto Nosiocy nepefayn B COOTBETCTBMU C Kraccudmkaumen naketos, noMmeyvaTb NakeThbl
B COOTBETCTBUM C CKOH(PUIYpUPOBaHHbIMW MOMMTMKaAMMK, a Takke cbpacbiBaTb HEKOTOpble
HU3KONPUOPUTETHBIE NAKETbI B Cry4ae neperpysku Nonockl nepeaayu.

KoHdpurypauma QoS ssnsetca rnbkon, Gonee npoCcTOM WM CROXHOW B 3aBUCMMOCTU OT
TOMOSIOMN CETU N YCTPOMCTB, M MMyOUHBLI aHanuaa, Bxoaslero/mexogsiwero tpaduka.
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18.1.3. BasoBasa mogenb QoS

BbasoBaga mogenb QoS coctonT 13 4 yacten: Knaccudukauma, NpumeHeHne nonuTuk, NomeTka
n MNnaHnpoBaHue, rae knaccudukauust, NpUMeHeHe NONUTUK U MOMETKN — NocneaoBaTeNbHble
OencTBMs Ha BXoAe, a paboTa ¢ ovepeasiMm 1 NnaHnpoBaHne — aenctemst QoS Ha Bbixode.

Ingress Egress
- -
Generate
Internal
Priority Color o
Classification v Policing v Remark v Scheduling

Sort the packet traffic Decide whether the traffic Dearade. discard the different Place packets into prioritv
accordina to the classification color is sinale bucket dual color packets. and r_emark aueues accordina to internal
info and convert classification color or dual bucket three DSCP, TOS, COS fields prioritv and service accordina
info to internal prioritv value color accordina to policina to the aueue weiaht and the
and drop precedence value policv drop precedence

PucyHok 18-3. baszoBas mogenb QoS

Knaccudmkauma: knaccudpuumpyet Tpaduk B COOTBETCTBUM C  KrnaccuduKaLMOHHON
NMH(POpMaLmMen NakeToB MU reHepupyeT 3HaYeHWe BHYTPEHHero npuopurteTa, OCHOBaHHOE Ha
KnaccudukKauMoHHOW UHMpMaumn. [Ona  pasnuuHbIX  TUMNOB MakeToB  Kraccudukaums
obecneumBaeTcs pasnmMyHbiM 06pa3oM. Cxema HKe NoKasbIBaEeT 3TO.
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IP packet

MPLS
Packet(*0)

Trust DSCP <

rust CO

(*2)

N

tag packet

Set the packet COS as

the default Ingress
COS(*4)

COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COS value (*5)

DSCP-1o-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

\ 4

Y

Set the packet COS field
equals Int-Prio <

Enter the
policing flow

PucyHok 18-4. Npouecc knaccudpukaumm

3amevaHnne 1. 3HavyeHne CoS paccunTbiBaeTCs UICXOAS N3 CBOWCTB NMakeTa U HUKaK He CBA3aHO
CO 3Ha4YeHMEM BHYTPEHHETO NpuopuTETa, NONYYEHHbLIM 4115 NOTOKA.

3ameyvaHwue 2. Ecnn ogHoBpeMeHHO ckoHuryprpoBaHbl npoepka DSCP n CoS, 1o npuoputet

DSCP BaxHee COS.

MpumeHeHMe NONMMUTUK M NMOMeTKa: KaXAbli MakeT B KnaccudUUMPOBAHHOM BXOASLLEM
Tpaduke noryyaeT 3HaYeHue BHYTPEHHEero mnpuopuTeTa M MOXET ganee mnoABepraTbecs

OENCTBUIO NONNTUK U NOMeYaTbCs.
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MpMMeHeHne nonMTUK MOXET ObiTb BBLINOMIHEHO HA MOTOKEe [AaHHbIX Ana obecneveHus
pasnMyHON NONOCHkI NPOMyCcKaHUA AN pasnuU4YHbIX Knaccos Tpaduka. HasHayeHHasa nponyckHas
nonutuka MoxeT ObiTb «OOHa KOp3uHa-ABa uBeTa» (single bucket dual color) nnn «aBe
KOp3uHbl-Tpu uBeTa» (dual bucket three color). Tpaduky npuceansaloTca pasnnyHble LBeTa U
B COOTBETCTBMWN C HUMM OH MOXET cbpacbiBaTbCst MnNn nponyckaTbes. K nponyLeHHbIM nakeTam
NpUMeEHsieTCa AeNCTBME MNOMETKM, Korga nakeTy HasHavaeTcs HOBbIWM, Gonee HU3KWK
BHYTPEHHUI NPUOPUTET ANSA 3aMeHbl CyLLEeCTBOBaBLUErO paHee 6onee BbICOKOro BHYTPEHHErO
npuoputeta. MNona COS u DSCP 6yayt moguduumpoBaHbl B COOTBETCTBUM C HOBbIM
BHYTPEHHUM MpPMOPUTETOM Ha Bbixode. Crnefytollas cxeMma onucbiBaeT 3T onepaunn.

S

hether
configure the
olicing polic

No

Decide the packet color and
action according to the policy

The specific
color ection

N

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

. v
< Enter scheduling > @
packets

PucyHok 18-5. Npouecckl PerynnpoBaHus 1 NnoMeTKn

3ameyvaHne 1. BHyTpeHHUI npuoputeT ByaeT CKpbIT MNOCMe YCTaHOBKM.

YcTaHoBKa BHYTPEHHEro npuopuTeTa Ha TpaduK C onpefeneHHbiM LIBETOM MOKpbiBaeT
yCTaHOBKY BHYTPEHHEro npmopuTeTa Ha Tpaduk He CBSI3aHHbIN C LIBETOM.

3ameyaHnne 2. COpoC BHYTPEHHErO NpuopuTeTa NakeToB OCYLLECTBSETCA B COOTBETCTBUN C
KapTon npeobpa3oBaHNA «BHYTPEHHUIN NPUOPUTET — BHYTPeHHUN npuoputet» (IntP-to-IntP).
Mpn knaccudumkaumm NOTOKa BHYTPEHHWUM npuoputeT OGepeTcsas OT  MCTOYHMKA UMK
yCTaHaBnMBaeTCa AeNCTBUAMU, HE CBA3AHHLIMU C LIBETOM.
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B coOTBETCTBMM C HUM NnaHUpyeTcs pacnpeneneHne NaketToB Mo odyepensM C pasnuyHbIM
NPUOPUTETOM, U MakeTbl NOCLINATCA B COOTBETCTBMU C BECOBLIM NMPUOPUTETOM ovepean U
npuoputeToM cbpoca. CriegytoLlasi cxema onucbiBaeT onepauuy NnaHMpoBaHus.

ar

MPLS packet(*0)

v
Remark EXP field
Remark DSCP and L2 COS of the packed
fields of the packets
according to Int-Prio-to-DSCP
Int-Prio-to-COS mapping (*1)

'« according to
Int-Prio-to-EXP
mapping

Select queue according to
IntPrio-to-Queue mapping

lOueue Number

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

No

Buffer available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

v

\ 4
o Drop the
Finish packets

PucyHok 18-6. Npouecchl NraHnMpoBKN 1 ypaBneHns ovepeaamm

18.2. KoHcurypuposaHue QoS

1. KoHdurypmpoBaHune KapTbl KIaccoB.

YcraHaBnmBaeT knaccudukaumoHHble npasuna B cootBetctBum ¢ ACL, CoS, VLAN ID,
npuoputeTom IPv4, DSCP u IPv6 FL gns knaccndpmkaumm notoka gaHHbIX. Pa3nnyHble knaccbl
NMOTOKOB AaHHbIX 06pabaTbiBalOTCS N0 pasHbIM NOANTUKAM.

2. KoHgwurypupoBaHue KapTbl MOMUTUK.

KrnaccoB, CO3[jJaHHOW paHee 1 BXOAOM B pexuM kracca. Toraa pasnuyHble NonuMTUKK (Takue kak
orpaHMyeHne Mnosiochl, MOHWKEHME NpuopuTeTa HasHavyeHnem HoBoro 3HadeHuss DSCP) moryT
NPUMEHNATLCSA ANS Pa3fNYHbIX NOTOKOB AaHHbIX. Takke MOXHO onpeaenuTb Habop MONUTUK,
KOTOpbIe MOTYT NPUMEHSITLCS A1 HECKONbKUX KIacCoB B KapTe MOMUTKK.
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3. MpumeHeHne QOS Ha nopTty unu VLAN-uHTepdence.

KoHdurypupoBaHue goseputenbHoOro pexmnma (trust mode) Ha nopTy unv NpmBa3ka NOSIUTUK K
nopty. Monutukn GyayT 3a4encTBOBaHbI Ha MOPTY TONBbKO ecny oHW ByayT NpMBA3aHbl K HEMY.
Monntukm Tak ke MoryT OblTb NpuBsA3aHbl K onpeaeneHHomy VLAN. He pekomeHnpyeTtcs
OAHOBPEMEHHO Ucnonb3oBaTh KapTy nonutuk Ha VLAN 1 Ha ee nopTax, B NPOTUBHOM Cry4yae

NPUOPUTET KapTbl NONIUTUK HaA NOPTY 6y,1:|,eT BbiLLE.

4. KoHdurypupoBaHue anroputma ynpasrneHusi odepeasiMu.
KoHduryprpoBaHue anroputMa ynpasneHust oyepeasiMmu, Takoro kak sp, wdrr v gpyrux.

KoHdurypupoBaHue pacnpegenennsa QoS.

KoHdurypuposaHue pacnpegenenus ns CoS s DP, na DSCP B DSCP, u3 IntP 8 DSCP.

1. KoHurypupoBaHme kapTbl KNaccos.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

class-map <class-map-name>
no class-map <class-map-name>

Co3pgaHue KapTbl KNaccoB Y BXOA B PEXUM
KapTbl KNnaccos; KomaHga “no class-map
<class-map-name>" ygansieT ykasaHHyl
KapTy Krnaccos.

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>] ip precedence <ip-precedence-
list> | ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp- list>| ipv6 flowlabel <flowlabel-
list>|vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip precedence
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}

YcTaHOBKa COrMnacoBaHHbIX KpuUTepues
(knaccndmkaums notoka gaHHbix no ACL,
CoS, VLAN ID, npuoputetom IPv4, IPv6
FL nnn DSCP, n T.4.) 4Ns kapTbl KNAaccos;
komaHga No ygmanseT onpefeneHHbIn
COrnacoBaHHbIN KPUTEPUNA.

2. KoHdurypupoBaHue KapTbl NONUTUK.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

Co3sfaaHue kapTbl MONUTUK U BXOA B PEXUM KapTbl
nonuTuk; komanHga NO ypansieT onpegeneHHyo
KapTy NONUTUK.

class <class-map-name> [insert-before
<class-map- name>]

no class <class-map-name>

MNMocne co3gaHua kapTbl MONUTUK, €€ MOXHO
CBsi3aTb C KraccoM. PasnuyHble MOonuTVKM Mnu
HoBble 3Ha4YeHnss DSCP moryT 6bITb NpMMEHEHbI K
PasnnyHbIM MOTOKaM AaHHbIX B PEXUME KIacCoB;
komanga NO yganseTt onpegeneHHbIn Knacc.
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KomaHpa

OnucaHue

set {ip dscp <new-dscp> | ip precedence
<new- precedence> | internal priority
<new-inp> | drop precedence <new-dp> |
COS <new-cos>}

no set {ip dscp | ip precedence | internal
priority | drop precedence |cos }

lMpucBanBaeT HOBLIN BHYTPEHHWUA NpUOPUTET
KnaccudpuumnposaHHomy Tpaduky; Komanga NO
OTMEHSIET Ha3Ha4YeHne HOBOW BEMNYMHDI.

policy <bits_per_second>
<normal_burst_bytes> ({conform-action

ACTION | exceed-action ACTION} )
ACTION definition:

drop | transmit | set-dscp-transmit
<dscp_value> | set-prec-transmit
<ip_precedence_value> | set-cos-
transmit <cos_value> | set-internal-
priority

<inp_value> | set-Drop-Precedence

<dp_value> no policy

KoHdurypaums MOMNMUTUKN ansi
KnaccudguuupoBaHHoro  notoka.  OTgenbHble
KOMaHabl MONUTUMK MoAdepXuBaloT Tpu LBeTa.
AHanuaupyet paboumi pexum  BUPTyarbHOWN
KOP3WUHbI, 9TO MOXET ObITb O4HA CKOPOCTb-O4HAa
KOp3uHa, ofHa CKOPOCTb — [Be KOP3WUHbI, OBe
CKOpPOCTU OBE KOpP3WHbl. YcTaHaBnueaet
COOTBETCTBYIOLINE OENCTBUA ONA  PasfMYHbIX
usetoB naketoB. KomanHaa NO ypanseTr pexum

KOHUrypauum.

accounting
no accounting

YcTaHoBka dyHKUMM CTaTUCTUKM ans
KraccnuumpoBaHHOro Tpaduka. MNocne
BKNIOYEHNA 3TOM (PYHKUMM B pPEXUME MNOSIUTUKM
knaccos, fgobaenseTr cTatMCTUKy Tpaduka Mo
KapTe nonuTukn kKnaccos. B pexume opgHoun
KOP3WHbI NakeT MOXeT BblTb TOMbKO 3eMNeHbIM UIn
KpacHbIM  Mpu  NPUMEHEHUM  NonuTUKKM. B
BbIBOAMMOW WHGoOpmaumm OyaoyT gBa  uBeTa
(KpacHbI 1 3eneHbln) nakeToB. B pexume gByx
KOP3uH OyaoyT Tpu uBeTa (3erfeHbl, KpacHbIn ©
XEenTbIN) NakeToB.

Pexunm koHdurypaumm KapTbl NOSIMTUK KI1TacCOB

drop no drop transmit
no transmit

Cb6pacbiBaeT nnn nepepgaet Tpaduk B AaHHOM
knacce. Komanga NO OTMEHSIET MPUCBOEHHYHO

OYHKUMIO.

3. [lMpnmeHeHne QoS Ha nopTy unn VLAN-nHTEpence.

KomaHpa

OnucaHue

Pexunm koHcdurypmpoBaHma nHtepdenca

mis qgos trust dscp
no mls qos trust dscp

KoHdurypuposaHue [OBEPUTENBHOIO
nopta. KomaHga NO oTmeHsieT Tekywun
pPeXum OOBEPUTENBHOCTM Ha NOPTY.
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KomaHpa OnucaHune
mls gos cos {<default-cos>} KoHdpurypauma  3HaveHna CoS  no
no mis qos cos ymonyaHuio Ha nopty; komaHga NO
BOCCTaHaBnvBaeT 3HayeHve no
YMOTYaHuIo.
service-policy input <policy-map-name> lMpuMeHsaeT kKapTy NONUTUK K KOHKPETHOMY
nopTy. KomaHga NO yoanseTt

no service-policy input <policy-map-name>
COOTBETCTBYHOLLYHO KapTy  MONUTUK,

NPUMEHEHHYIO Ha MNMOopPTY. BbixogHas KapTa
NOJIMTUK NMOKa HE nogaep>KMBaeTCA.

Pexum rno6anbHOro KoHUrypmpoBaHus

service-policy input <policy-map-name> vlan | [puMeHsieT kKapTy NONMUTUK K KOHKPETHOMY

<vlan- list> VLAN-uHTEpdENCY. Komanga NO
no service-policy input <policy-map-name> vlan | YA@/1H€T — COOTBETCTBYIOLIYIO — KapTy
NOMUTUK, NPUMEHEHHYI0 Ha

<vlan-list>
VLAN-uHTEpdEnce.

4. KoHcurypupoBaHue anroputma ynpasneHus ouepeasamu.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

mis gos queue algorithm {sp | wdrr} YcraHoBKka — anroputMa  ynpaBrieHus
no mls qos queue algorithm Svuéerfenﬂmm. Mo ymonyaHuto anroput™m —

Oo6wmn pexmm

mis gos queue weight <weight0..weight3> YcraHaBnueaeT Bec odepegen wdrr ons
Bcex noptoB. [lo ymon4yaHuo Beca

no mils qos queue weight ouepeneii 12 3 4

5. KoHdurypmnposaHue npeobpasoBanHnsd QoS.

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

mls gos map {cos-intp <intp1...intp8> | dscp-intp | YcraHaBnueaet NPUOPUTETHYHO
<in- dscp list> to <intp>} TpaHcnsaumio gnsa QoS. Komanga NO
BOCCTa@HaBMMBAET 3HAYEHME TPaHCNAUUU

no mis gos map {cos-intp | dscp-int
q P{ Pl PN Mo YMOJS4YaHMIo
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6. OuuncTka cYEeTYMKOB JaHHbLIX B KapTe NONUTUK Ha onpeaeneHHom nopty unm VLAN'e.

KomaHpa OnucaHue

Pexunm agmMmHucTpaTopa

clear mls qos statistics [interface <interface-name> | OuncTka CYETYMKOB [aHHbIX B KapTe
| vlan <vlan-id>] NMOMIMTUK Ha ornpefeneHHOM MopTy WUIu
VLAN'e. Ecnm 'y komMaHObl HeT
napaMeTpoB, OYULLATCH CYETYUKN Y
BCEX KapT NOMUTUK.

7. TMpocmoTp koHGUrypaumm QoS.

KomaHpa OnucaHue

Pexum agMmuHucTpartopa

show mls qos maps [cos-dp | dscp-dscp | dscp- | Noka3biBaeT KOHbMrypauuio QoS
intp | dscp-dp | intp-dscp] TpaHCcnALMKn

show class-map [<class-map-name>] lMokasbiBaeT kapTy knaccoB QoS

show policy-map [<policy-map-name>] MokasbiBaeT kapTy nonutuk QoS.

show mils qos {interface [<interface-id>] [policy | | Moka3biBaeT koHGUrypauuo QoS Ha nopTy.
gueuing] | vlan <vlan-id>}

18.3. Mpumep QoS
Mpumep 1:

Heobxognmo Bkntountb hyHKUMIO QOS, N3MEHUTL BECA BbIXOAHbLIX odepeden Ha nopTy Ethernet
1/1 Ha 1:1:2:2:4:4:8:8, Tawke yCTaHOBUTb Ha MNOPTYy pexum pgoseputTenbHoro CoS 6es
nameHeHusi 3HadeHna DSCP 1 yctaHoBUTb 3HauYeHne CoS no yMOMn4aHuIo paBHbIM 5.

OTanbl KOHUIYPUPOBAHUS OMMUCAHBI HUXE:
Switch#config
Switch(config)# mls qos queue weight1122 4488
Switch(Config-If-Ethernet 1/1)#mls qos trust cos
Switch(Config-If-Ethernet1/1)#mls qos cos 5
PesynbTaT KOHGUrypaumm:

Korga B o6wem pexume BkntodeH QOS, ANs BbIXOAHbBIX 0Mepeaen nonoca npornyckaHusa aAns
Kaxgoro nopta nogeneHa B nponopumn 1:1:2:2:4:4:8:8. Korga nakeTbl, MMelOLLIME napameTp
CoS, npuxogatr uyepe3 nopt ethernet 1/1 MM HasHayaeTCs BHYTPEHHWMA NpuopuTeT B
cooTBeTCTBMM CO 3HadyeHmem CoS. 3HayeHums CoS oT 1 oo 7 COOTBETCTBYHT o4vepeasm
1,2,3,4,5,6,7.8 cooTBecTBEHHO. ECn BXOOALWMW NAKET HE MMEET YCTaHOBNEHHOrO NapameTpa
CoS, oH Mo ymonyaHuio cuMtaeTcs paBHbIM 5 1 nakeT nomellaetca B odepenb 6. Bo Bcex
npoxoasuwmx naketax aHaveHne DSCP He meHsieTcs.
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Mpumep 2:

Ha nopty Ethernet 1/2 Heo6xoanmo ycTaHOBUTbL NOMOCY A5 nakeToB u3 cermeHTta 192.168.1.0
B 10 M6uT/c ¢ gononHuTensHoM nonocon B 4 MouT. Bce nakeTbl, NpeBbilatoLLme 3Ty nonocy,
OyayT cOpOLLEHBI.

ATanbl KOHGUIrypaummn nokasaHbl HXe:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 4000 exceed-action drop
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/2
Switch(Config-If-Ethernet1/2)#service-policy input p1

PesynbTat KOHDUrypaumm:

Jinct pgoctyna ¢ mmeHem 1 HacTpoeH ans Bblbopkn cermeHTa 192.168.1.0. PyHkums QoS
BKMtoveHa rnobansHo. Co3gaHa kapTa knaccoB ¢ uMmeHem c¢1, nuct ACL 1 BkoyeH B KapTy
knaccos. CosgaHa gpyras kapta nonutnk ¢ umeHem p1. Kapta p1 ccbinaetca Ha kapty ci.
YcTaHOBNEHbI COOTBETCTBYHOLUME MOMUTUKN ANsi OrpaHMYEeHUs NosfioCbl U OOMOSNTHUTENbHbLIX
paclwupeHun. 9Ta KapTta MNonuTukK npumeHeHa Ha nopTy ethernet 1/2. lNocne Ttoro, kak
BblLLEYKa3aHHble HACTPOMKWM CAenaHbl, nofioca pAans naketoB mM3 cermeHta 192.168.1.0,
npoxogsawmx depes nopt Ethernet 1/2, ycraHoBneHa B 10 MOGuT/C € [OMNOMAHMTEMBHBLIM
pacwupeHnem B 4 MouT. Bce nakeTbl, NpeBbILLaoLne AaHHbIE YCTAHOBKMU B JaHHOM CETMEHTE,
OynyT copoLLEHbI.
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Mpumep 3:

QOS area

PucyHok 18-7. Tunosasi Tononorus QoS

Kak nokasaHo Ha pucyHke, BHYTpM obnactn, oTMeYeHHON NyHKTUPOM Haxoautcs QoS OoMeH,
Switch1 knaccudpmumpyeT pasnuyHbii TpadumK 1 Ha3HavaeT pasnuyHble npuoputeTsl IP. Ona
npumepa, yctaHosuMm npuoputeT CoS gns naketoB m3 cermeHta 192.168.1.0 paBHbIM 5 Ha
nopty ethernet1/1 (yctaHoBMM BHYTPEHHUI npuopuTeT paBHbiM 40 M MO yMOM4YaHUIO
TpaHCnAUMIO BHYTPEHHero npuoputeTta B dcsp kak 40-40, cooTtBeTcTBylOWwmin IP-npunoputet
paBHbiM 5). lMopT, NoakmoYeHHbIn K Switch2 — TpaHkoBbin. Ha Switch2 nopt Ethernet 1/1,
nogkmtoyeHHbIn kK Switch1 HacTpoeH kak goBepuTenbHbii dscp. Takum obpas3om BHyTpwU
obnactn QoS nakeTbl C pa3nNUYHbLIMU NpuopuTeTamun ByayT pacnpenensaTbCs B pasfnuyHble
odepeau 1 nonyyat pasnuyHyo Nonocy nepegaydun.

OTanbl KOHUIypaLUumM onmcaHbl HUXeE:

KoHdurypauma QoS Ha Switch1:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy-map pl1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-cl)#set ip precedence 40
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Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/1)#service-policy input p1

KoHdurypauumsa QoS Ha Switch2:

Switch#config
Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/1)#mls qos trust cos

18.4. YcTpaHeHne HeucnpaBHocTen QoS

[oseputenbHbli  pexum cos u  EXP  mMoxeT wucnonb3oBaTtbCAd € OpYyryMu
0OBEPUTENBLHBLIMU PEXMMaMN UM KAPTON NOSTUTKK.

[oBepuTenbHbIi pexnm dscp MOXET UCNOSb30BaThCA C APYrMMW OOBEPUTESbHBIMA
pexMmamun UM KapTom NonnTUK. OTa KOHUrypaumsa npumeHsieTca Ans naketos IPv4 un
IPv6.

HdoseputenbHble pexumbl exp, dscp U cOoS MOryt OblTb CKOH(UIypupOBaHbI
O[JHOBPEMEHHO.

MpuoputeTbl No ctapwnHcTBy: EXP>DSCP>COS.

Ecnn ckoHdurypuposaH guHamumyeckun VLAN (mac VLAN/ronocoson VLAN/VLAN
nogcetn IP/VLAN npoTtokona), Torga sHadyeHne COS ansa naketa paBHO 3HaveHutio COS
ana guHammnyeckoro VLAN.

Kapta nonmuTtukn MoxeT OblTb NpuBsi3aHa TOMbKO KO BXASWEMY HanpaBreHuto,
BbIXxoAsLLee HanpaBrneHue He NoaaepKuBaeTcs.

B HacTosWwee Bpems He pekoMeHOyeTcs OOHOBPEMEHHO UCMOMb30BaTh KapThl MOMUTUK
Ha VLAN u Ha ero nopry.
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19. NEPEHAINPABINEHUE NMOTOKOB

19.1. O6wme cBegeHUA O NepeHanpaBfeHUN NOTOKOB

OyYHKUMA nepeHanpaBneHnsa NOTOKOB MO3BOMSET KOMMYyTATOPy NepedaBaTbh dpenMbl JaHHbIX,
npumMeHss Hekne ycnosua (onpegengemole ACL) Ha gpyron nopT. dperimbl co cneumanbHbIMm
YCrOBUSIMU Ha3bIBalOTCS KACCOM MOTOKa, BXOASLWMWA MNOPT OaHHbIX Ha3blBaeTCa MOPTOM
WUCTOYHUKA MepeHanpasBeHns, a onpeferieHHbI BbIXOAHOW MOPT — MOPTOM MPUEMHUKA
nepeHanpasneHus. O6bI4HO eCTb ABa BMAa NPUMEHEHUS NepeHanpaBeHns NOTOKOB:

1. TllogknoyeHne aHanmMsaTopa noToka (Hanpumep, cHuddepa) nnm yaaneHHoro
MOHMTOpPA K NOPTY NPUEMHUKY NepeHanpaBneHus Ansg KOHTPOMs 1 ynpaBneHns ceTblo,
a Tarke AMarHoCTUKM Npobnem Ha ceTu.

2. CneumnanbHble npasuia nepenadun onga cneunanbHbIX TUNOB CbpeIZMOB OaHHbIX.

KommyTaTop MOXEeT Ha3Ha4YaTb TOJIbKO OAWH NOPT — MPUEMHUK AONA OAMHAKOBbLIX KiiacCoB
NOTOKOB Ha MNOPTY-UCTOYHUKE, B TO BpeMA KaK ONnA pa3finyHbIX KraccoB NMOTOKOB Ha NOpTy
MCTOYHUKE MOXXHO Ha3Ha4uUTb pa3finyHble NMopTbl — NMPUEMHUKA. OauHakoBbIM Knacc noToka
MOXET NMPUMEHATLCA Ha Pa3riMyHbIX NOPTAaX — NCTOYHUKAX.

19.2. KoHurypmpoBaHue nepeHanpasrieHMsI NOTOKOB

1. KoHdurypuvpoBaHue nepeHanpasneHusi NOTOKOB.
2. [poBepka TekyLlen KoHpUrypaumm nepeHanpasneHs noTokoB.

1. KoHdurypupoBaHue nepeHanpaBnieHnsi NOTOKOB.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

access-group <aclname> redirect to interface | OnpegeneHve nepeHanpaBfeHnMs MOTOKOB
[ethernet <IFNAME>|<IFNAME>] Ha MopTy; KoMaHga “no access-group
<aclname> redirect” wucnonb3yetca Aans

no access-group <aclhame> redirect
yAaneHus nepeHanpasneHnsi NOTOKOB.

2. [lpoBepka TekyLien KoOHUrypaummn nepeHanpasneHns noToKoB.

KomaHaa OnucaHue

O6wmn pexmm/Pexxum agMmHucTpaTtopa

show flow-based-redirect {interface [ethernet <IFNAME> | Noka3biBaeT WHpoOpMaLMio O
[<IFNAME>]} TEKyLLEen KOHpUrypaumm
nepeHanpaBrieHns NOTOKOB Ha

Mpumep:

TpeboBaHna nonb3oBaTens K KOHUrypauum cCOCTOAT B Creaylollem: nepeHanpasrieHune
dpenmos ¢ ucxogswmm IP-agpecom 192.168.1.111, npuHumaemblx Ha nopTy 1, Ha nopT 6.

U3meHeHUs KoHdUrypauum:
1. Hactporika nucta goctyna. Ycnosus Bel6opku — IP-agpec nctodnmka — 192.168.1.111.
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2. [MpuMeHUTb NepeHanpaBrieHne 3TOro NOTOKa Ha NopTy 1.
Mpouenypa KoHdUrypauumu:
Switch(config)#access-list 1 permit host 192.168.1.111
Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernet1/1)# access-group 1 redirect to interface ethernet 1/6

19.3. YcTpaHeHMe HencnpaBHOCTEN NMepeHanpaBrieHUs NOTOKOB

Ecnu koHgurypaums nepeHanpaBneHusi noToka He paboTaeT, npoBepbTe creaylolime
MPUYNHBI, KOTOPbIE MOTYT Bbi3blBaTb NPOGNEMbI:

e Twn noToka (NUCT gocTtyna) MoxeT OblTb TOMbKO Crneaylowmx BUOOB — CTaHOapTHbIN
ACL, pacwupeHHbin ACL, wuMeHOBaHHbI pacwmpeHHbin ACL, WMeHOBaHHbIN
ctaHgapTtHbin ACL, ctaHgapTHbin IPv6 ACL n nmeHoBaHHbIM cTaHaapTHbI IPv6e ACL.

e [lapameTpbl BPEMEHHOro AvanasoHa UM Avanas3oHa NopTOB He MOryT ObiTb 3aaaHbl
nucToM gocTyna. Tun nucta AocTyna gorkeH ObiTb permit.

o [lopT nepeHanpaBneHns B pyHKLMN NepeHanpaBieHmsi NIOTOKOB JormkeH ObiTb 1000 MB.
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20. KOHOUT'YPUPOBAHUE TMBKOIO QINQ

20.1. Oowwme cBegeHna o rMMokom QinQ
20.1.1. TexHonorua QinQ

TyHHenb Dot1q, koTopkIn Tak e HasbiBaloT QinQ (802.1Q-in-802.1Q) asnaeTca paclumpeHnem
ctaHgapta 802.1Q. OcHoBHas mnaesa 3akni4daeTca B ynakoBke MeTku knumeHTtckoro VLAN
(CVLAN tag) B meTky VLAN gepxatensa cepsuca (SPVLAN tag). Maket ¢ osyma metkamum VLAN
nepegaeTcst Yepes3 maructpasnbHyl ceTb npoBangepa ana obecnedyeHns NPoCcToro TyHHens
2-r0 ypoBHs nomnb3oBaTenam. OTO MPOCTO M NEerko Ans ynpaBfeHus, peanu3yemo TOSbKO
cTaTU4ecKomn KoHdUrypaumen n ocCoObeHHO XOPOLLO NPUMEHMMO AN ManeHbKNX OOUCHbIX ceTeEN
n HebonbLnx ceten BToporo ypoeHa (METRO) ncnonbayowmx KOMMyTaTopbl 3-ro YPOBHS Kak
MarmcTparsibHble YCTPOMCTBA.

CyuwectByeT gBa Tmna QinQ: 6a3osbii QiNQ n rmbkun QIinQ. MNpuopuTteT Mbkoro QinQ BbiLwe,
yem 6a3oBoro.

20.1.2. BaszoBbin QinQ

BaszoBbii QiNQ 6GasupyeTtca Ha nopTy. ocne koHdurypauum QIinQ Ha nopTy, UMET nn
NpUHMMaeMble nakeTbl METKY UMK HeT, yCTPONCTBO ynakoBbiBaeT VLAN rno ymonyaHuio B naker.
Mcnonb3oBaHme 6a3osoro QinQ npocTto, HO MmeTog ycTaHoBkM MeTkn VLAN’a He rmbkun.

20.1.3. Tubknn QinQ

M'bkun QinQ 6asmpyeTcs Ha noToke AaHHbIX. OH NpoBepsieT, COOEPXKUT NN NakeT BHELLHIOW
METKY W YNakoBbIBAET CTOSIbKO BHELUHWX METOK, CKOMIbKO WX MPUCYTCTBYeT B MoToke. [ns
npumepa: peanu3auma BO3MOXHOCTeN rmbkoro QinQ B COOTBETCTBUM C MOMNb30BATENLCKUMMN
metkamn  VLAN’a, MAC-agpecamn, Ipv4/IPv6-agpecamu, Ipv4/IPv6-npoTokonamm wu
naeHtTudpmkaTtopamm NOPTOB MPUNOXEHUA M T.4. Takum obpa3om, OH MOXET ynakoBblBaTb
BHELLHWE METKM A1 NAKETOB M NPUMEHSITb Pa3NUYHbIE CXEMbI ANsi Pa3nnYHbIX Nofb3oBaTenen
NN MeToaoB.

20.2. HacTtpoika ru6koro QinQ
Mpw ncnonb3oBaHuM rMbkoro QiNQ NOTOK AaHHbLIX MCNONB3YET ANA Nnepegayn npasuna KapTbl
nonmtuk QoS.

1. CosgaTtbh kapTy KraccoB Ans Knaccudukauum pasnmyHbiX NOTOKOB AAHHbIX.

2. CospaTb kapTy nonuTuk rmbkoro QinQ ans cea3n ¢ KapTon KNaccoB M HACTPOUTb
COOTBETCTBYHOLLME ONepaLym.

3. Mpuessatb kapTy nonuTtuk rmbkoro QinQ K nopTy.

1. Co3pgaTtb kapTy KrnaccoB ANs Knaccudmkaumm pasnmyHbiX NOTOKOB AaHHbIX.

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

class-map <class-map-name> Co3pgaHuve kapThbl KITaCCoB U BXO4, B PEXUM
KapTbl knacco, komaHga NO ypanser

no class-map <class-map-name>
KOHKPETHYIO KapTy KIaccoB.
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KomaHpa

OnucaHue

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp- list> | ipv6 flowlabel <flowlabel-

list>|

list> | vlan <vlan-list> | cos <cos-list>}
no match {access-group |

flowlabel | vlan | cos}

ip dscp | ip
precedencel|ipv6 access-group| ipv6 dscp | ipv6

HacTtporika ctaHgapTHoro Habopa kapThbl
Knaccos (Knaccudmkaumsa notoka gaHHbIX
no nucty pgoctyna, CoS, VLAN ID,
npuoputety IPv4 unn DSCP v 1.4. Ons
kapTbl knaccos); Komanga NO ypanset
onpeaeneHHbli Habop cTaHaAapPTOB.

2.  KoHdurypuposaHue kapTbl TOANTUK rnbkoro QinQ.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

CosgaHve kapTbl MOMUTUK U BXOA4 B PEXUM KapThbl
nonutuk, komanHga NO yganseTt ykasaHHyl KapTy
NONUTUK.

class <class-map-name> [insert-before
<class-mapname>]

no class <class-map-name>

Mocne ToOro, Kak kapTa MONUTMK CO34aHa, OHa
MOXeT ObITb npuBsA3aHa K knaccy. Komanga NO
yaanseT yKa3aHHy KapTy Knaccos.

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

VLAN’'a pgns
KomaHpgpa NO

YKkaszaHne  BHeWHen  MeTKu
KrnaccnuumpoBaHHOro Tpadmka.
OTMEeHSIeT onepauuio.

Pexunm koHdurypmpoBaHus nopTta

service-policy input <policy-map-name>

no service-policy input <policy-map-
name>

MpumeHsieT kapTy nonutuk K nopty. Komanga NO
OTMEHSeT NPUMEHEHME YKa3aHHOW KapTbl MOMAUTUK K
nopTy.

3. lMokasbiBaeT NpmBSA3KY kapTbl NONUTUK rTMBkoro QinQ K noprTy.

KomaHpa

OnucaHue

Pexunm agMmHucTpatopa

show mis qos {interface [<interface-id>]

MokasbiBaeT koHurypaumo rmbkoro QinQ
Ha nopTy.

(@ orecy
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20.3. Mpumep npumeHeHust rM6koro QinQ
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PucyHok 20-1. Tononorus npumeHeHns rmbkoro QinQ

Kak nokasaHo Ha pucyHke, nepsbli nonb3oBaTenb ucnonb3yeT Tpu VLAN’'a ¢ meTtkamu 1001,
2001, 3001 cootBetcTtBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTBYeT LUMPOKOBELLATEbHON
cetn, VLAN2001 cooteeTtcTtByeT VOIP, VLAN3001 cootBeTcTByeT VOD. Ha cooTBETCTBYIOLLEM
nopTy ceTn, umetowem yHkumo QinQ, naketbl 6yayT hopMMpPOBaTLCS C Pa3HbIMU BHELLHUMMU
meTkamu B cooTBeTcTBMM ¢ VLAN ID nonb3osatens. MNaket ¢ meTtkon 1001 6ygoeTt nakoBaTbCA
BO BHeLHIo0 MeTKy 1001 HenocpeCTBEHHO (3Ta MeTKa yHMKarbHa Ha JaHHOW CeTh), NonyyYnT
MeTKy «LwmpokoBeLlatenbHas cetb — VLAN1001» 1 knaccuduumpoBaHa Ha yctponctee BRAS
(ueHTp XpaHeHus koHdurypaumm). MNaketel ¢ meTkamm 2001 (nnn 3001) GyayT nakoBaTbCcs C
BHewwHen meTkor 2001 (unm 3001) n knaccmndmumpyroTea Ha ycTporncTee SR B cOOTBETCTBUM C
npasunamm NOTOKoB. BTOpor nonb3oBaTenb MOXeET UCMONb3oBaThb pasnmyHble meTkn VLAN oB
Ha DSLAM2. 3ameuaHue: npumeHsiemble metkn VLAN'OB s BTOPOro nonb3oBaTtensi MoryT
ObITb TAKMMM Xe, KaK 4515 NepBOro nonb3oBaTtens v nakeTbl C 3TUMU METKaMM Tak Xe nakytTcs
BO BHELWHIOW MeTKy. Ha pucyHke Bblle, BHELWHAA MeTka AN BTOPOro nonb3oBaTterns
oTNn4YaeTcsl OT METKM MEPBOro MOsfib30oBaTeNs B COOTBETCTBUM C pacnonoxeHnem DSLAM un
pacnonoXeHWeMm nosb3oBaTens.

KoHdurypauma cnegyroulas:

Ecnn notok gaHHbix DSLAM1 nget yepes nopt1 KomMyTaTopa, KoHdUrypaums criegyowlas:
Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit

Switch(config)#policy-map pl
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Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Ecnn notok gaHHbix DSLAM2 nget yepes nopTt1 KoMMyTaTopa, KoHUrypaums crnegyrowas:

Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-policymap-p1-class-cl)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-pl-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class c3
Switch(config-policymap-pl-class-c3)# set s-vid 3002
Switch(config-policymap-pl-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)# service-policy input p1

20.4. YcTpaHeHue HencnpaBHocTen rmokoro QinQ

Ecnu npaBuna rm6koro QinQ He moryT 6bITb NPUBSI3aHbl K NOPTY, NPOBEPbLTE HET N NPOGNEM,

Bbl3BaHHbIX clneayrLwmmMn npuinHamm:

e [lpoBepbTe, nogaepxusaetcsa N rmbkun QiNQ CKOHPUIYPUPOBaHHBIMK KapTamu

KnnaccoB U NOJINTUK.

e  YBeauTechb, YTO NUCTbI AOCTYMa BKIOYAOT pa3peluaroLme npasuna B kapTe Knaccos,

MMerLnx NMCTbl goCTyna.

o [lpoBepbTe, YTO KOMMYyTaATOP MMEET gocTaTtouHo namaTn TCAM ans nepenayum cBssen.
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21. KOH®OUTI'YPUPOBAHUE ®YHKLUN 3-I0 YPOBHH

KommyTatop noggepXuBaeT TOSNbKO BTOPOW YpPOBEHb Nepeajpecalmu, HO MOXHO HacTpoUTb
TPeTUiA YpoBEHb YNpaBfeHns NopToMm Ans COeQUHEHNS BCEX BUOOB MPOTOKOSOB YNpaBreHus
Ha ocHoBe |IP-npoTokona.

21.1. UHTepdenc 3-ro ypoBHs

21.1.1. HayanbHble cBeAeHUA 06 MHTepdencax 3-ro ypoBHs

B kommyTaTopax MoxeT ObITb co3aaH nHtepdenc 3-ro ypoBHsi. OH aBnseTcst He PrU3n4eckum
UHTepdencom, a BupTyanbHbiM. NHTepdenc 3-ro ypoBHA cTpouTcs Ha uHTepdence VLAN.
WHTepcbenc ypoBHa 3 MOXeT coepxaTb OAMH unm 6Gonee wHTEpdencoBs ypoBHS 2,
npuHagnexawmx ogHomy n Tomy xe VLAN, nnbo He copepxaTb UHTepgencos yposHs 2. Mo
KpanHen mepe, OOUH U3 UHTEPdENCOB YPOBHSA 2, coaepXalumxcs B nHtepdence ypoBHsa 3,
OOIKeH ObITb BKIHOYEH (HaxoanTbeda B cocTosHum UP) — toraa 6yaet BknoveH u nHtepdenc
ypoBHSA 3. B npoTuBHOM criyvae nHTepdenc ypoBHsa 3 byaeT BoikItoyeH (OyaeT HaxoanTbes B
coctossHun DOWN). Kommytatop MoxeT wucrnons3oBaTb |P-agpeca, yCTaHOBMEHHble Ha
nHTepdencax 3-ro ypoBHs, 4519 KOMMYHMKaUUM ¢ Apyrmmm yctporcteamm Yyepes IP-npoTtokon.
KommyTatop moxeT nepecbinaTh |IP-nakeTbl Mexay pasHbiMy nHTepdencamm 3-ro ypoBHS.

21.1.2. HacTtpouka nitepdenca 3-ro ypoBHs

MNMocnepoBaTenbHOCTL HACTPOMKN MHTEpPderica 3-ro YPOBHS:

1. CosgaHue nHtepderica 3-ro ypoBHsi.
2. Hactponka onmcaHms VLAN-uHTepcenca.

1. CosgaHue nHtepdernica 3-ro ypoBHsi.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CosgaHne VLAN-untepdenica (VLAN-uHTEpdEnc — ato
UHTepdenc 3-ro YypoBHA); KOMaHZa «nox» yaanseT

no interface vlan <vlan-id> - .
VLAN-MHTEP(ENC, CO3AaHHbIN HA KOMMYTaTOpeE.

2. Hactporika onmcaHms VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexum koHdurypupoBaHus VLAN-uHTepcenca

description <text> Hactponka omnucanna VLAN-uHTepdenca. KomaHga «no»

no description y6epet onncanune VLAN-nHTepderica.
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21.2. Hactpouka npoTtokona IP

21.2.1. BBepeHue B IPv4, IPv6

IPv4 — 370 Tekywasi Bepcusi rnobanbHOro yHMBepcanbHOro MHTepHeT-npoTokona. Npaktuka
nokasana, 4to IPv4 gaBnsetca npocTbiM, MOKUM, OTKPbITbIM, MOLLHbIM, 8 Takke Nerkum B
peanusaumm npotokoriom. OH o0nagaeT Xopolwlel COBMECTMMOCTBIO C  PasnUYHbIMU
NPOTOKONaMM BEPXHETO N HWXKHEro ypoBHeW. XoTsa IPv4 noutm He MeHsnca ¢ MOMEHTa ero
nossneHna B 80-x rogax, OH MPOJOSMKAET pPacnpocTpaHATbLCA NO BCEMY MUPY BMecTe C
pacnpocTpaHeHnem NHTepHeTa. OgHako no mepe pocta MHpacTpykTypbl MIHTepHeTa 1 ycnyr,
NCMONb3YIOLWNX UHTEPHET-MPUMOXKEHNS, BbIABNAIOTCA WU HEKOTOpble HeOOoCTaTKM MpoToKona
IPv4, cBsi3aHHble ¢ MacLLUTaboM 1 CIOXHOCTbIO CeroaHsLHero MHTepHeTa.

IPVv6 — aTO WiecTas Bepcusd MHTEPHET-NPOTOKONA, cnegytoLlee ero nokoneHue. IPv6 paspaboTaH
IETF 1 gomkeH 3aMeHnTb UCMNONb3yeMbll B HAcTosiLee BpeMs UHTEPHET-NPOTOKON Bepcuméd
(IPv4). IPv6 6b1n1 paspaboTaH cneuunanbHO ns Toro, YTobbl NMKBMANPOBATL HEXBATKY adpecoB
IPv4, npenaTcTByloLLyo JanbHenwemy passututo MIHTepHeTa.

Hanbonee BaxHas npobnema, koTopas peweHa BIPv6 — aTo gobaBneHne [OCTaTOYHOrO
konunyectBa |IP-agpecoB. 3anac agpecoB IPv4 no4tn ncdepnaH, B TO BpeMs KaK 4YMUCIO
nonb3oBatenen WHTepHeTa pacteT B reomeTpuyeckonm  nporpeccun. OObembl,
npeaocTaBnsaeMblX WHTEPHET-YCNYr, U YMCNO MNPUKMIaL4HbIX YCTPOWCTB MPOAOSKAKT pacTu
onepexarwumMmm Temnamu (gomaluHve n marnble oucHble cetn, IP-tenedoHns, TepMuHans
©ecnpoBOAHOrO MHOpPMaLMOHHOIo obcnyXxmnBaHus, mcnonb3yowme WUHTepHeT u 1. 4.). B
pesynbtate Tpebyetcsa Bce 6Gonblee konunyectBo |P-agpecoB, npedocTaBnsaTb KOTopble
cTaHoBuTCA Bce Gonee 3aTpyaHutenbHo. PaboTta no npeoponeHunto HexeaTku IPv4-agpecos
Benacb Jonroe BpeMms; 6binu npeanoXeHbl pasnuyHblie TEXHOMOMN, NO3BONALWME NPOANNUTb
CpOK aKkcnnyatauum cywectaytowen IPv4-nHdpacTpyKTyphbl, B TOM YMCHe TPaHCHSAUNSA ceTeBbIX
agpecoB NAT (Network Address Translation), TexHonorns CIDR (Classless Inter-Domain
Routing) n 7. a.

XoTta coyeTtaHne CIDR, NAT 1 yacTHbIX agpecoB BPEMEHHO CMSIr4urno npobnembl HEXBATKM
IPv4-agpecoB, NAT-TexHomnornsa paspywuna Mogenb «M3 KoHua B koHeu» (end-to-end),
KoTopasd sBnsfacb nepBoHavanbHOW LUenbo 3ambicria IP, coenmaB HeobxogumbiM - Onis
NPOMEXYTOUHbIX MapLUpPyTU3aTOPOB MNOALEPXKaHME CTaTyCa KabKOoro COEAWHEHUsl, 4TO
3HAUNTENbHO YBENUUMBAET 3a0EPXKKNU B CETM U CHWXKAET MPOM3BOAUTENBHOCTL ceTu. Kpome
TOro, TPaHCNAUMS CETEBbIX agpecoB MAKETOB AaHHbIX MPenAaTCTBYET NpoBepke 6e30nacHoOCTH
COEOVNHEHUIN «N3 KOHLA B KOHEL», 3arofioBok ayTeHTudmkaumm IPSec — saBHbIM npumep.

MoaTomy, 4TOObLI KOMMMEKCHO PELUNTL BCE BUAbLI Npobnem, cywecTsyowmx B IPv4, cnegyrollee
NnokKosneHne uHTepHeT-npoTtokona IPv6, paspabotaHHoe I|ETF, cTano eOuHCTBEHHbIM
BO3MOXHbIM pELLEHNEM B HACTOSILLEE BPEMSI.

Mpexge Bcero, 128-6utHada cxema agpecauum npotokona IPv6 rapaHTMpoBaHHO obecneymBaeT
[OCTaTo4HOoe 4ncro rnodanbHo yHUKanbHbiX IP-agpecoB ons yanos rnobansHon IP-cetn n no
BpEMEHU, U B NpocTpaHcTBe. Kpome yBennyeHns agpecHoro npocTtpaHcTBa npoTokosn IPve
yrydlaeT MHOMMe gpyrne BaxHbole acnekTbl IPv4.

Mepapxudeckaa cxema agpecaumm obnerdyaetr obbeduHeHne MapLlipyToB, 3ddEKTUBHO
CHWXaeT KONMMYyecTBO 3anucen Tabnuubl MapLipytTMsauunm wn ynyydwaeT 3(deKTUBHOCTb
MapLipyTM3aummn n obpaboTkn nakeToB AaHHbIX.

Mo cpaBHeHuto ¢ IPv4, kOHCTpyKuMA 3aronoBka IPv6 6onee coBeplueHHa. 3arofoBOK COAEPKUT
MEHbLUE MNONen AaHHbIX, U3 HEero u3bsTa KOHTPOSibHAs CyMma, YTO yBenuumBaeT CKOPOCTb
obpaboTkn ocHoBHoro 3aronoBka |IPv6. B 3aronoeke IPv6 none dparmeHTa mMoxeT 6bITb
MOKasaHO Kak [OMOoSIHUTENbHOE paclMpeHHoe none, noatomy 6onbwe He 6yger
Heo6xoOuMMOCTM B (parMeHTauMm nakeTHbIX [aHHbIX B Mpouecce WX nepefavv B
mapwpyTmusatope. Kpome TOro, acpdeKkTMBHOCTb paboTbl MapLipyTusaTtopa noBbilAeTCcs 3a
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cyeT MexaHu3ma obHapyxeHus wmapwpyTta MTU (Path MTU Discovery Mechanism)
paboTatoLero ¢ MICTOYHUKOM NaKeTHbIX AaHHbIX.

MopnepxmBaeTcs aBToMaTU4eckasa HacTporika agpeca un Plug-And-Play. bonbluoe konnyecTso
XOCTOB MOTYT JIerkO HaNTU CeTEBbIE MapLUPYTM3aTOPbl UCNONb3YS (PYHKLUMIO aBTOMaTUYECKON
KoHgurypauum IPv6, aBTomaTnyecku nonyyas rnobanbHO yHuKanbHble |IPv6-agpeca, 4To
Aenaet ycTpoucTsa, ucrnonbayowme npoTtokon IPv6, yctponcteamu Plug-And-Play. ®yHkums
aBTOMATMYEeCKOM HACTPOMKW agpeca, TaK e [denaeT npouecc CMeHbl aapecoB B
CyLLeCTByKOLWENn ceTn npowe u yaobHee, agMUHUCTpATOpaM CeTU MNpolle MNepexoaunTb OT
OAHOro NpoBangepa K Apyromy.

Monnepxka IPSec. IPSec obssateneH B IPv6, B otnunune ot IPv4. IPv6 obecnednBaet
pacLUMPEHHbIN 3aronoBok 6e30MacHOCTU, KOTOPLIM obecnevmnBaeT cepBuUChLl 6E30MacHOCTU «M3
KOHLA B KOHEL, Takne Kak KOHTPONb SOCTyna, KOHPMAEHUNANbHOCTb U LEeNOCTHOCTb AaHHbIX,
cnegoBaTenbHO, AenaeT npolle peanu3auuid MexXaHU3MOB LIMGpPOBaHUSA, MNPOBEPKN W
BMPTyanbHbIX YacTHbix ceTen (VPN).

YnydweHa nogaepxka MobunbHbix |IP-yCTPOUCTB U MOBUIBHBLIX BbIMUCIIUTENBbHBIX YCTPOWCTB.
MobunbHbin  IP-npoTokon, onpegeneHHbin  ctaHgaptom |ETF, obecneunBaet paboty
MOOBUIbHBIX YCTPONCTB B ABWMXeHMM 6e3 pa3pbiBa CyLLECTBYIOLEro coeguHeHus. 3Ta ceTeas
dyHKUMS NpuobpeTaeT cenyvac Bce BOnbLUY BaXHOCTb. B oTnnyne o1 IPv4, mobunsHocTb IPV6
obecrne4ymBaeTCa BCTPOEHHbIM aBTOMaTUYECKUM KOH(PUIyprpoBaHueM Ans nonyvyeHns agpeca
nepegaun (Care-Of-Address). NMostomy npu ucnonb3oBaHun IPv6 He Tpebyetca [pyroro
AreHta. bonee ToOro, npum Takom cBA3bIBaHMM BKNoYaeTca KoppecnoHOeHTCKMI y3en,
cBaAsblBaOWMACA ¢ MobunbHbIM y3nomM HanpsMy. OTO NO3BoNAeT n3bexatb yaopoxXaHus
CUCTEMbI U3-3a TPEYrosibHOro MapLupyTa, Tpebytoweroca npu IPv4.

Yganock u3bexatb M TpaHcnauuu ceTeBblx agpecoB. Llenbto BeBegeHuss NAT  Obino
Ncnonb3oBaHNe MexaHu3Ma COBMECTHOrO M MOBTOPHOrO UCMOMb30BaHWS OL4HOMO U TOrO Xe
aZlpecHOro NPOCTPaHCTBa B pPasfNYHbIX CErMeHTax ceTu. OTOT MeXaHU3M BPEMEHHO cMAryaeT
npobnemy HexeBaTku IPv4-agpecoB, ogHako [06aBNAKTCA OrpaHUYeHus, HaknagblBaemble
NpoLeccoM TpaHCNSAUMM agpecoB Ha CeTeBble YCTPOMCTBA U NPUINOXeHUs. Tak Kak agpecHoe
npoctpaHcTBO IPv6 3HaumTenbHo 6onblie, TO B TpaHCcnAuum agpecoB 0Oonblle HeT
HeobxogumocTn. B pesynbTtaTte, npobnembl ¢ NAT M CO CTOMMOCTbLIO ee pa3BepTbiBaHUSA
peLuarnTcs ecTeCTBEHHbIM CNOCOBOM.

IPv6 coxpaHun v pacwmpun noaaepXky CywecTBYIOLWMUX MNPOTOKOMOB MapLipyTu3auum
BHyTpeHHero wnto3a (Internal Gateway Protocols — IGP) n npoTOKONOB BHELIHEro LH03a
(Exterior Gateway Protocols — EGP). Hanpumep, npoTtokonbsl mapwpyTtusaumm IPv6, Takme kak
RIPng, OSPFv3, IS-ISv6, MBGP4+ un 1.4.

Pacwupena nogaepxka Multicast n yeennueHo konuyectBo Multicast-agpecos. Pabotas ¢
broadcast-dpyHkumamm IPv4, Takumn kak Router Discovery and Router Query, IPv6 multicast
nonHoctelo 3ameHun IPv4 broadcast B nnaHe dyHkumn. Multicast He Tonbko 3KOHOMUT
NPOMYCKHY CNOCOBHOCTb CETU, HO M NOBbILWAET 3PAPEKTUBHOCTL CETU B LIENOM.

21.2.2. HacTpouka IP-npoTokona

WHTepdbenic 3-ro ypoBHA MoxeT ObiTb HacTpoeH Kak |Pv4-uHtepdenc nubo kak
IPV6-nHTepdeiic.

21.2.2.1. Hactpouka agpeca IPv4

1. Hactponka IPv4-agpec nHtepdenca 3-ro ypoBHs.
2. Hactpownka wnwo3a no ymonyaHuio.
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1. Hacrtpoiika IPv4-agpec nHtepdenca 3-ro ypoBHs

KomaHpa OnucaHue

Pexum koHdurypupoBaHust VLAN-untepcenca

ip address <ip-address> <mask> [secondary] Hactponka IP-agpeca VLAN-uHTepdeinca;

no ip address [<ip-address> <mask>] gx:s':g? e ir:) ] Sgg;sts [<ip-<'lslg_darzgzz

VLAN-nHTepdelica.

2. Hactpouka wno3a no yMmonyaHuio.

KomaHpa OnucaHue

FnobanbHbIN peXum KOHUrypmpoBaHus

ip default-gateway <A.B.C.D> HacTtponka ctatnyeckon mapLipyTnsaumu.

no ip default-gateway <A.B.C.D> KomaHga no oTMeHsieT HaCTPONKY .

21.2.2.2. Hactpouka agpeca IPv6
lMocnegoBaTenbHOCTL HAcTponku agpeca IPv6:

1. Bbasoas HacTpolika IPv6.
1.1. Hactpoiika agpeca IPv6-untepdenca.
1.2. Hactpownka ctatudeckon mapipyTtumsaumm IPv6.

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowika konmyecTtBa coobiieHmin DAD neighbor solicitation.
2.2. Hactpowika nHTepBana oTnpaekm coobleHun neighbor solicitation.
2.3. HacTtpowika ctatnyeckmx 3anmcen IPv6-cocepnein (neighbor).
2.4. YpaneHvne Bcex 3anucen B Tabnuue cocenen IPv6.

1. Bbasoas HacTpolika IPv6.
1.1. HacTpoiika agpeca IPv6-nntepgeiica.

KomaHaa OnucaHue

Pexum koHdurypupoBaHua uHtepdenca

ipv6  address <ipv6-address/prefix- | Hactponka IPv6-agpeca, Bknovasi 00begmHsieMble
length> [eui-64] rnmobanbHble unicast agpeca, site-local agpeca un
link-local agpeca. Komanga no ipv6 address <ipv6-

ipv6 add <ipv6-address/prefix- :
Mo IBVo address <Ipvb-addressipretix address/prefix-length> otmeHsieT IPv6-agpec.

length>
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1.2. Hactpouika ctatuyeckon mapLupytmusaumm IPv6.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

ipv6 route <ipv6-prefix/prefix-length> {<nexthop- HacTtponka cTtaTnyeckon mapLpyTusaumm
ipv6-address>|<interface- type interface- | IPv6. KomaHga no oTMeHsAeT cTaTU4ecKyto
number> | {<nexthop- ipv6-address> <interface- | mapLwpyTnsauuio IPv6.

type interface- number>}} [distance]

no ipv6 route <ipv6-prefix/prefix- length>
{<nexthop-ipv6- address>|<interface-type
interface- number>  [{<nexthop-ipv6-address>
<interface-type interface-number>}} [distance]

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowka konmyectBa coobiieHnin DAD neighbor solicitation.

KomaHpa OnucaHue

Pexunm koHcurypupoBaHusa nHtepdenca

ipv6 nd dad attempts <value> YcTtaHoBKa Konu4yecTtBa COOOLLEeHUN,
OTNpaBnsemMbIX nocnepoBaTesibHO npu
obHapyxeHun uHTepdencom pybnukarta agpeca.
KomaHga no BoccTaHaBnMBaeT 3Ha4vyeHue Mo
ymonuanuio (1).

no ipv6 nd dad attempts

2.2. Hactpowka nHtepBana otnpasku coobuieHnin neighbor solicitation.

KomaHaa OnucaHue

Pexum koHdurypupoBaHua uHtepdenca

ipv6 nd ns-interval <seconds> YcTaHoBKa  MHTEpBana OTMpPaBKM  3anpocoB
coceaam. KomaHaa no BoccTaHaBNMBaEeT 3HAYeHNe

no ipv6 nd ns-interval
no ymonyanmio (1 cekyHga).

2.3. Hactpowika ctatnyeckmx 3anucen IPv6-cocenein (neighbor).

KomaHaa OnucaHue

Pexxunm koHcdurypmpoBaHma nHtepdenca

ipv6 neighbor <ipv6-address> | YcTaHOBKa cTaTtMyeckonM 3anmMcu B Tabnuue
<hardware-address> interface | cocenen, BKITIOYas IPv6-agpec cocefa,
<interface-type interface-name> MAC-agpec 1 nopT BTOPOro ypOBHS.
no ipv6 neighbor <ipv6-address> YaaneHue 3anucu B Tabnuvue cocegen.
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2.4. YnaneHue Bcex 3anucen B Tabnuue cocenen IPv6.

KomaHpa OnucaHue

Pexunm agmMmHucTpaTopa

clear ipv6 neighbors OuncTka Bcex ctaTuyeckmx 3anucen B Tabnuue coceaen.

21.2.3. Nouck HencnpaBHocTen IPv6

HacTponka BpemMeHu XW3HW MapLipyTusaTopa He [JOorfkHa OblTb MeHblue WHTepBana
obbaBneHua Mmapwpytusatopa. Ecnu  nogknoveHHbin PC  He nonyuun IPv6-agpec,
Heobxoanmo npoBepuTb RA aHOHCUPOBaHME Ha KOMMYTaTope (BbIKITHOYEHO MO YMOMYaHUIO).

21.3. ARP
21.3.1. BBegeHue B ARP

ARARP (Address Resolution Protocol — npoTokon onpegeneHns agpeca) B OCHOBHOM
ucnonbdyetca pgns onpegenexHua Ethernet MAC-agpeca no IP-agpecy. KommyTtatop
noagepXkunBaeT CTaTUYECKYH KOHGUIypauuto.

21.3.2. Cnucok 3apay koHdurypauum ARP:

1. Hactpoutb ctatnyeckui ARP.

KomaHaa OnucaHue

Pexum VLAN-nHtepcpenca

arp <ip_address> <mac_address> {interface | HactpanBaet cratnyeckyto 3anucb ARP;
[ethernet] <portName>} KOMaHga no ygandet 3amucb  ARP,

no arp <ip_address> yKasaHHoro IP-agpeca.

21.3.3. Nouck HencnpaBHocten ARP

Ecnu He npoxoauT ping OT kKOMMyTaTopa K yCTPOMCTBaM, NMOAKMOYEHHBIM HaNPSMYH, MOXHO
ncnonb3oBaTh creayroLlmne 4eNCcTBUS ANst NOUCKA U YCTPaHEHUS BO3MOXXHOW NMPUYMHBI:

e [lpoBepbTe, ecTb N1 cooTBeTcTBYOWAaa ARP 3anucb Ha KOMMyTaTope.

e Ecnn ARP-3anucu HeTt, BkMounte otnagky ARP  u  nocmoTpute  ycnosus
npuema/otnpaskn ARP-nakeToB.

e Cawmas pacnpocTpaHeHHas npuymHa npobnembl — gedekTHbIN Kabenb.
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22. HACTPOUKA  ®YHKUMXW MPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B ¢pyHKUuUuio npeaotBpaweHua ARP-ckaHnpoBaHusa

ARP-ckaHnpoBaHMe — 370 00bI4HbIN Cnocob ceTeBon aTaku. [ns Toro, 4Tobbl 0GHaPYXMTb BCe
aKTUBHbIE XOCTbl B CETMEHTE CETU, UCTOYHMK aTakn OyaeT paccbinatb GonbLUOEe KONMMYeCTBO
ARP-coo6LeHui, 4To ByaeT 3aHMMaTb 6ONbLLYIO YacTb NPOMYCKHOM cnocobHocTn ceTn. MoXHO
Aaxe cpenaTb artaky OonbwmMm  KONMMYECTBOM  Tpadmka MCnonb3ys  noadesbHble
ARP-coo06LLeHMs1, 4TO NPUBEAET K KOMnancy cetTu ns-3a ncyepnaHmsi NponyCckHon cnocobHOCTM.
O6blyHO ARP-ckaHMpOBaHME — 3TO NMPOCTO MpPeAnochinika K Apyron, Gonee onacHoOM aTtake,
TaKkoW, KaKk aBTOMaTU4ecKoe 3apa)KeHne BUPYCOM MM nocneaytollee CkaHMpoBaHWE NOPTOB,
CKaHUPOBaHWE YA3BMMOCTEN, HALENEHHOe Ha XULieHMe WHopMaumu, aTaka UCKaKeHHbIMU
coobweHnamu, DOS-aTtaka u 1.4.

Mockonbky ARP-ckaHMpoBaHue yrpoxxaeT 6e30nacHOCTU U CTabUNbHOCTN CETU, OYEHb BaXKHO
ero npepotBpatutb. KommyTtatop obecneunBaeT MNOMHOE pelleHne Ans npeaoTBpalleHus
ARP-ckaHVMpOBaHuA: ecnM B CerMeHTe HauWdeH XOoCT WnM  nopT C  npusHakamu
ARP-cKkaHMpOBaHWS, KOMMYTaTOp OTPEXeT UCTOYHUK aTaku Ansa obecneyeHus Ge3onacHOCTU
ceTun.

Ectb aBa metoga npepotsBpalieHns ARP-ckaHMpoBaHMs: Ha OCHOBe nopTa M Ha ocHose IP.
MeTog Ha ocHoBe nopTta cuyuTaeT konuvectBo ARP-coobLueHunn, nomydeHHbIX C nopTa 3a
onpegeneHHbld Nepuo, €Ccnu Yncro npesbllaeT 3agaHHbIi nopor, NopT OyaeT BbIKIYEH.
MeTtog Ha ocHoBe IP cuntaet konudectBo ARP-coobuieHnin, nonyveHHblX oT IP-agpeca B
CermMeHTe 3a onpeaesnieHHbI Nepuog, €Criv YMCno NpesbllLaeT 3agaHHbIA nopor, ndon Tpadumk
oT atoro IP 6ygeT 3abnoknpoBaH 4o TeX Mop, Noka NopT, CBA3aHHbIN ¢ IP-agpecom, He ByaeT
norawieH. 9Tn asa metoda MoryT OblTb BKIHOYEHbI 0gHOBPEMEHHO. [locne Toro, Kak nopT unm
IP-agpec Obinn 3abroKMpoOBaHbI, NOMb30BaTENlb MOXET BOCCTAHOBUTb MX CTaTyC MCMONb3ys
YHKLMIO aBTOMATUYECKOrO BOCCTAHOBIIEHMS.

YT106bl NOBLICUTL 3PIEKTUBHOCTL, MOSb30BaTENN MOrYT HAaCTPOUTb LOBEPEHHblEe MOPThbl U
IP-agpeca, ARP-coobLueHns OT KOTOpbIX He OyayT MpoBepsTbCA KOMMYTaTOpOM. Takum
06pa3om Harpyska Ha KOMMyTaTop MOXET ObITb 3HAYNTENBbHO CHWXKEHA.

22.2. NocnenoBaTenbHOCTbL 3aAay KOHduUrypaumm npenoTBpalleHus
ARP-ckaHupoBaHusa

1. Bknmountb coyHKUMIO NpegoTBpalleHna ARP-CKaHNpOBaHUS.

HactponTb noporosoe 3HavyeHue onsa MeToda, OCHOBAHHOMO Ha noptax U meToaa,
OCHOBaHHOro Ha IP.

HacTpouTb AoBEepeHHbIE MOPTHI.
Hactpountb goepeHHbie IP.
HacTpouTb Bpems aBTOMaTU4ECKOro BOCCTAHOBIIEHMS.

MocmoTpeTb MHdOpMaUMo, oTHocALLYCA K ARP-CKaHMpoBaHMIO, a Takke
OTNago4YHY0 MHpopMaLumio.

n
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1. BknounTb dyHKUUIO NpegoTepaeHna ARP-ckaHnpoBaHus.

KomaHpa OnucaHue

O6wWwmn pexum KoHduUrypaumm

anti-arpscan enable BkntoyeHwme/BbIktoueHNe dyHKLUMN npeaoTBpaLLeHns

no anti-arpscan enable ARP-CKaHUPOBAHNS.

2. HacTtpouTb NOporoBoe 3Ha4YeHne anst MeToaa, OCHOBAHHOIO Ha NopTax U MeToaa,
OCHOBaHHoro Ha IP.

KomaHpa OnucaHue

O6wmn pexxum KoHcdurypaumm

anti-arpscan port-based threshold YcTaHOoBKa  MOPOroBOr0  3HaveHus  gng

<threshold-value> no anti-arpscan port-based | METOA3, OCHOBAHHOTO Ha nopTtax.

threshold

anti-arpscan ip-based threshold <threshold- | YctaHoBKa  noporoBoro  3HadeHus  gns
value> MeToaa, OCHOBaHHOro Ha IP.

no anti-arpscan ip-based threshold

3. HacTpouTb AOBEpPEHHbIE NOPThI.

KomaHaa OnucaHue

Pexunm koHdurypaumm nopra

anti-arpscan trust <port | supertrust-port> YcTaHoBKka aTpmbyToB A0OBEPKS MOPTOB.
no anti-arpscan trust <port |supertrust-port>

4. HacTtpoutb gosepeHHsle |P.

KomaHaa OnucaHue

O6wmn pexxnm KoHdurypaumm

anti-arpscan trust ip <ip-address>[<netmask>] YcraHoBka aTpubyToB gosepus |IP.
no anti-arpscan trust ip <ip-address>[<netmask>]
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5. HacTtpouTb Bpems aBTOMaTU4eCKOro BOCCTaHOBEHUS.
KomaHpa OnucaHue
O6wWwmn pexum KoHduUrypaumm
anti-arpscan recovery enable BkntoyeHue/BbiktoueHUe YHKLMM

no anti-arpscan recovery enable

aBTOMaTU4Y€CKOro BOCCTaHOBJIEHUA.

anti-arpscan recovery time <seconds>
no anti-arpscan recovery time

YcTaHoBKka BpEMEHMU
BOCCTaHOBIEHUS.

aBTOMaTn4ecKkoro

6. [MocmoTpeTb nHOpMaLmio, oTHocALwyca K ARP-ckaHMpoBaHuio, a Takke
OTNaAoYHY0 MHpopMaLMIO.
KomaHpga OnucaHue
O6wWwmn pexum KoHdUrypaumm

anti-arpscan log enable
no anti-arpscan log enable

BkntoveHune/BbiknoveHne yHKUMK XypHana
npegotepalleHns ARP-ckaHMpoBaHuA.

anti-arpscan trap enable
no anti-arpscan trap enable

Bkntoyenue/BoikntoveHne  dyHkumm  SNMP
Trap npegoTBpaweHns ARP-ckaHpoBaHus.

show anti-arpscan [trust <ip | port | supertrust- | OTobpaxeHne  coCTosiHMs  paboTbl U
port> | prohibited <ip | port>] KOHpurypawmm npegoTBpaLLeHnst
ARP-ckaHnpoBaHus.
Pexnm agMmHucTpatopa
debug anti-arpscan <port | ip> BkntoyeHune/BbikoueHNe oTnagkm
no debug anti-arpscan <port | ip> npegorepalleHns ARP-ckaHMpoBaHuA.
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22.3. TunoBbie npuMepbl npeaoTBpalleHnss ARP-ckaHnpoBaHus

KommyTtatop B

<>

E 1/0/1

E 1/0/19 KommyTtaTtop A

Se=

E 1/0/2

192.168.1.100/2
PucyHok 22-1. Tunoson npumep KoHpurypaumm npegorepaileHms ARP-ckaHMpoBaHus

B ceTn, Tononorns kKOTopon nokasaHa Bbiwe, nopT E1/1 kommyTaTopa B nogkntoyeH K nopty
E1/19 kommyTaTtopa A, nopt E1/2 kommyTaTopa A nogkntoyeH k pannosomy cepepy (IP-agpec
192.168.1.100/24), Bce ocTanbHble NOpPTbl KOMMyTatopa A NOAKMYEeHbl K 00bl4HbIM PC.
Cnegyowasa KoHdpurypauua moxeT adpdekTBHO npenoTepatuTb ARP-ckaHupoBaHue, He
BMUASA Ha HOpMarbHYyo paboTy cucTeMsbl.

lMocnegoBaTenbHOCTL HACTPOUKK KOMMYTaTopa A:
SwitchA(config)#anti-arpscan enable
SwitchA(config)#anti-arpscan recovery time 3600
SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA(config)#interface ethernetl/2
SwitchA (Config-If-Ethernetl/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/2)#exit
SwitchA(config)#interface ethernet1/19
SwitchA (Config-If-Ethernet1/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/19)#exit

lMocnegoBaTenbHOCTL HACTPONKN KOMMYTaTopa B:

Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernetl/

SwitchB (Config-If-Ethernet 1/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/1)exit

22.4. NNonck HeucnpaBHOCTEN NpeaoTBpaLlleHua ARP-CKaHMpoBaHuUA

MpepoTBpawieHe ARP-ckaHMpOBaHMS MO yMOMYaHUIKO BbIKNOYeHO. [locre BKIOYeHUN
npegoTepallieHns ARP-cKaHMpOBaHMSA NOMb30BaTeNb MOXET BKNIOYMTbL oTnagky (‘debug anti-
arpscan”) ons npocmoTpa oTnago4YHON MHopMaLmm.
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23. KOHOUT'YPALUUA SALLUTBI OT NMOAMEHDbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a COOTHoweHue IP-agpeca
cooTBeTcTBYyOWEeMY 48-OuTHOoMy dumsnyeckomy agpecy, 1o ectb MAC-agpecy, Hanpumep,
IP-agpec 192.168.0.1, MAC-agpec ceteBomn kapTbl 00-1F-CE-FD-1D-2B.

Becb npouecc COOTHOLLUEHUSI COCTOMT B TOM, YTO XOCT OTMNPaBNSAEeT LUMPOKOBELLATENbHbIN
(broadcast) nakeT p[aHHbIX, BKMA4YawWmMi B cebs wuHdopmaumio 06 IP-agpece xocTta
Ha3HayeHnst (ARP-3anpoc), 3ateM XOCT Ha3HayeHusi OTnpaBnsieT UCXOAHOMY XOCTY NakeT
OaHHbIX, BKMoYawwmn B ceba nHgopmaumio o6 IP-agpece n MAC-agpece. Takum obpasom,
ABa xocTa MoryT obmeHuBaTbCs MHopmaumen no MAC-agpecy.

23.1.2. MoameHa ARP

C Toukn 3peHua npotokona ARP, 4tobbl ymeHbwnTe ARP-Tpadumk B ceTn, ecnmn XocT nonyynT
ARP-0TBET, KOTOPbLIN OH HE 3anpaluMBars, OH Tak ke Aobasut 3anucbk B cBo ARP-kaLw, 4to
aenaet Bo3MoxHbIM nogmeHy ARP (ARP spoofing). Ecnn xakep xoyeT npocnywaTtb obmeH
OaHHbIMM MexXay ABYMSA XOCTaMuM B OAHOM CeTU (JaXe eCcnv OHW MNOAKMYEeHbl 4epes
KOMMyTaTopbl), OH oTnpasBnset naket ARP-oTBeTa ABYM XOoCTaM MO OTAENbHOCTU, 3TO
NPUBOAUT K TOMY, YTO Kaxabln n3 xoctoB cuntaet MAC-agpec xakepa agpecom Apyroro XocTa.
Takum obpasom, BMECTO NpsAMOro obmeHa, XoCTbl 0OMeHMBalTCA TpaduKoM 4vepes XocT
Xakepa. Xakepbl He TOMnbKo Mnony4vatoT Heobxoaumyo um nHdopmaumio. UM ang ycnewHown
nepegayn HeobxoaMMO BCEro NULb U3MEHUTb HEKOTOPYK MHGOpMauuo B nakete. B aTom
cnyyae Ha KOMMbIOTEPE Xakepa He HYXXHO HacTpamBaTb CMELUAHHbLIA PeXuUM CeTEeBOW KapThbl,
T.K. MAKeTbl AaHHbIX NMOCTYNaKT Ha KOMMbIOTEP Xakepa Ha (PU3NYECKOM YPOBHE, KOMMbIOTEP
paboTaeT Kak peTpaHCNATop.

23.1.3. Kak npegoTBpatuth noameHy ARP

EcTb MHOro BngoB atak, OCHOBaHHbIX Ha npoTokorie ARP. BONbLWMHCTBO atak OCHOBaHbI Ha
nogmeHe ARP, Tak 4To 04YeHb BaXKHO npenoTeBpaTtuUTh nogmeHy ARP.

MexaHunam nogmeHsl ARP npoHuKaeT B ceTb, B MEPBYIO ovepeb, NyTeM NOAAESNKN fieranbHOro
IP-agpeca, 3aTeM nockblnaa MHoro noggernbHbix ARP-nakeToB KOMMyTaTopam, nocne 4ero
KOMMYyTaToOpbl 3aMeHsT npaBunbHble cBA3kn IP-MAC cooTBeTCTBYHOLWMMN CBS3KAMU U3
aTakylwmx naketoB. Takum oOpas3oMm, KOMMyTatop OWWOOYHO OTMpaBnseT NakeThbl
aTaKkyloLeMy XoCTy, U 3TO AENCTBYET Ha BCEN CETH.

OcCHOBHbIM MeTOOOM nNpefoTBpalleHus atak u nogmeHol ARP Ha kommyTatopax siBnseTcs
OTKINOYEHNE Ha KOMMYTaTope (PYHKLMM aBTOMaTUYeCcKoro obHoBneHns. ObMaHLLMK He CMOXeT
N3MeHUTbL npaBunbHble cBA3kn IP-MAC Ha kommyTaTtope, TeM camMbiM nNpegoTBpallaeTcs
HenpaBunbHas nepecbifika naketoB. B To >xe Bpema 3TO He npepbiBaeT QYHKUMIO
aBToMaTtnyeckoro obydeHns ARP. Takum obpasom, 3TO 3HaAuMTENbHO npegoTBpallaeT
nogmeHy ARP.

ND ato npotokon obHapyxeHusa cocegen B IPv6, aHanornyHeii npotokony ARP no npuHuuny
AEenCcTBMs, NO3ToMy Ans npegoTepallenns nogmeHsl ND Mbl genaem T0 ke camoe, 4To 1 And
ARP.

23.2. KoHdurypauumsa npegorBpawieHmns nogmeHbl ARP

MocnegoBaTenbHOCTLT HACTPOWKK NpeaoTBpaweHns nogmeHbl ARP:
1. OTknouMTb hyHKUMIO aBTOMaTU4eckoro obHoBneHns ARP.
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2. OTKNOUNTb PYHKUMIO aBTOMaTn4yeckoro obyyenns ARP.
3. [llomeHaTtb guHammnyeckme ARP Ha cTaTtuyeckue.

1. OTknoYMTb PYHKUMIO aBTOMaTu4eckoro obHosneHus ARP.

KomaHpa

OnucaHue

Oo6wun pe

XUM 1 Pexxum nopTta

ip arp-security updateprotect
no ip arp-security updateprotect

OTKMOUYMTL/BKMOYMTE (PYHKLNIO aBTOMATU4ECKOro
obHoBneHusa ARP.

2. OTKMounTb OyHKUMIO aBToMaTnyeckoro obyyenns ARP, ND.

KomaHpa

OnucaHue

O6wmn pexum n Pexum nitepcenca

ip arp-security learnprotect
no ip arp-security learnprotect

OTKMOUMTL/BKOYNTL (PYHKLUNIO aBTOMATUYECKOrO
oby4yeHns ARP.

3. [lomeHaTtb anHammyeckmne ARP, N

D Ha cTtaTtu4yeckue.

KomaHaa

OnucaHue

Oo6wun pe

XXUM 1 Pexxum nopTta

ip arp-security convert

NomenaTb anHammdeckmne ARP Ha cTtaTtmndeckume.

23.3. NMpumep npepotBpaweHusa nogmeHbl ARP, ND

KommyTaTop

PucyHok 23-1. OnucaHve obopyaoBaHus
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O6opyanoBaHue KoHdurypaums Kon-Bo
switch 1P:192.168.2.4;mac: 00-00-00-00-00-04 1
A 1P:192.168.2.1;mac: 00-00-00-00-00-01 1
B 1P:192.168.1.2;mac: 00-00-00-00-00-02 1
C 1P:192.168.2.3;mac: 00-00-00-00-00-03 HECKOIbKO

Ha gmarpamme nokasaHa HopmarbHasa cBasdb mexay B n C. XocT A xo4eT, 4Tobbl KOMMYTaTOPR
Hanpaensan emy nakeTbl, OTNpaBneHHble xocToM B. B nepByto ovepeab A oTnpaBnsaeT naket
ARP-oTBeTa Ha kommyTaTop B hopmaTte: 192.168.2.3, 00-00-00-00-00-01, conocTtaBnasa ero
MAC-agpec c¢ IP-agpecom xocta C, kommyTtaTop o6HoBnsetr ARP-cnucok n HauymMHaeT
oTnpasnATb nakeTbl Ana 192.168.2.3 Ha MAC-agpec 00-00-00-00-00-01 address (agpec xocTta
A).

B panbHenwem xocT A nepecbinaeT NpuMHATbIE NakeTbl XocTy C, MeHsAs agpec UCTOYHMKa n
agpec HasHadeHua. Tak kak ARP-cnncok ceBoeBpeMeHHO OBHOBNSAETCS, elle O4HOWN 3agauden
ans xocta A aBndetca HenpepbiBHas oTnpaska ARP-oTBetoB n obHoBneHne ARP-cnivcka
KomMMyTaTopa.

MoaTomy oyeHb BaxHO 3awmTuTb ARP-cnucok, HacTpouTb 3anpeweHve ARP-obyyeHus B
ctabunbHOM cpede W 3aTteM U3MeHUTb Bce AuHamumyeckme ARP-3anmcu Ha cTtaTudeckume.
BblyyeHHble ARP He 6yayT o6HoBNATHCA 1 ByayT 3alumLLEHbI.

Switch#config

Switch(config)#interface vlan 1

Switch(Config-If-Vlan1)#arp 192.168.2.1 00-00-00-00-00-01 interface eth 1/2
Switch(Config-If-VlanT)#interface vlan 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 00-00-00-00-00-02 interface eth 1/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 00-00-00-00-00-03 interface eth 1/2
Switch(Config-If-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnun okpyxatwwasa cpefa MeHseTcs, 3To No3eondeT 3anpetutb ARP-06HOBNEHMS, KaK TOMbKO
ARP 6ynet nsydeHo, oHO He MOXeT ObiTb 06HOBNEHO HOBbIM ARP-0TBETOM, AaHHblE OyayT
3alULLEHbl OT NPOCYLUNBAHKUS.

Switch#config
Switch(config)#ip arp-security updateprotect
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24. HACTPOUKA ARP GUARD
24.1. Beegenne B ARP GUARD

CyuwiecTByeT cepbesHad ya3BMmocTb B Mogenu ARP npoTokona, koTopas 3aknio4aeTcs B TOM,
41O NtoBOE ceTeBOE YCTPOMCTBO MOXKET oTnpaBnTb ARP-coobLeHne, 4ToObl 00BbABUTL O CBA3KE
IP- 1 MAC-agpecoB. 3710 genaet Bo3MOXHbIM ARP-MOLIEHHMYECTBO. 3M0YMbILLSIEHHUKA MOTYT
nocnate ARP-3anpoc unu ARP-oTBeT 4TOObl MHGOPMMPOBATL O HEBEPHOW CBSA3KE MeXAay
IP-agpecom 1 MAC-agpecoMm, KoTopas npuBedeT K npobnemam cessu. EcTtb aBe dopmbl
ARP-mowleHHnyectBa: 1. PC4 otnpaenset ARP-coobliieHne 4ToObl coobwimTb, YTo IP-aapec
PC2 npusssaH k MAC-agpecy PC4, aTo npuBegeT kK TOMy, 4To Bce IP-nakeThl, agpecyemMble
PC2, 6yayt otnpaeneHbl Kk PC4, Takum obpasom PC4 cmoxeT npocmaTpuBaTb BCe MakeTbl,
agpecoBaHHble PC2; 2. PC4 otnpaBnsdet ARP-coobuieHmne 4tobbl coobwmtb, 4To IP-agpec
PC2 npuBsasaH kK HecywecTeytowemy MAC-agpecy, aTo npuseet K Tomy, 4to PC2 He BygeT
nony4yaTb agpecoBaHHbIE eMY NaKeThbI.

B yacTtHOCTH, ecnn 3noyMbILWNEHHNK, npuberasg kK ARP-mMoLLeHHNYeCTBY, BblgaeT cebs 3a ko3,
BCS1 CETb BbINOET U3 CTPOS.

KommyTtartop

PucyHok 24-1. CxemaTtunyHas gnarpamma ARP GUARD

MbI ncnonb3yem punbTpyoLWne anemMeHTbl KOMMyTaTopa Ans 3awmtel ARP-3anncen BaxHbIX
CEeTEBbLIX YCTPOWCTB OT noapaxaHus gpyrummn yctponcteamu. OCHOBHOM TeOpuen 3Toro
ABNAETCA WUCNONb30BaHVWE (UMALTPYIOLWMX 3SfIEMEHTOB KOMMYyTaTopa Ans MPOBEPKU BCEX
ARP-coobuweHun, npoxogswmx 4epe3 nopT. Ecnm agpec wuctoyHuka ARP-coobuieHust
3awmileH, cooblieHns 6yaoyT oTOpoLLEHbl U HE NepedagyTcs ganee.

dyHkuma ARP GUARD o00biMHO uMcnonb3yeTcs Onst 3awmTbl Wwno3a oT aTtak. Ecnm Bce
OOCTYyNHble KOMMbloTepbl B ceTn OyayT 3awmweHbl dyHkumen ARP GUARD, ans atoro
notpebyeTtca HacTpouTb Ha nopTy Gonbwoe konmyectso ARP GUARD-agpecos, 4to 3anmet
Gonbwyo 4vactb FFP-3anucen B uvne, u, kak pesynbTaT, MOXeET OTpa3uTbCs Ha Opyrnx
npunoxeHusax. Tak 4To aTo ByaeT HenpaBunbHO. PekomeHayeTca agonTupoBaTb CBOOOAHbIE
pecypcbl cormacHo cxembl pgoctyna. [loxanyincra, obpatutecb 3a noapobHOCTAMM K
COOTBETCTBYIOLLEN JOKYMEHTALNMN.
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24.2. Cnucok 3apgay koHdurypaumm ARP GUARD

1. HacTtpoutb 3awmweHHble IP-agpeca.

KomaHpa

OnucaHue

Pexum KoHdurypaumm noprta

arp-guard ip <addr>
no arp-guard ip <addr>

Hactpouts/yganute ARP GUARD-agpec
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25. KOHOUryrpAUNA CAMOOBPALLEHHOIO ARP
(GRATUITOUS ARP)

25.1. BBegeHue B camoobpalueHHbIn ARP

CamoobpalueHHbin ARP — ato Tn ARP-3anpoca, oTnpaBnsemMbli XocToMm u ero IP-agpecom B
KayecTBe agpeca Ha3Ha4YeHus.

BaszoBbii pexxum paboTbl kommyTaTtopoB QTECH cneaytowmii: Ha nHTepdencax 3-ro ypoBHs
MOXET ObITb HACTPOEH NHTEPBAN paccbifiki camoobpalleHHbix ARP-3anpocoB nnm 3ato MoxeT
ObITb HACTPOEHO rnobanbHO Ha Bcex nHTepdencax.

HasHauyeHue camoobpalleHHoro ARP crieaytoulee:

o YT100bl YyMeHbWNTb YacTtoTy ARP-3anpocoB XOCTOB K KOMMYTaTopy. XOCTbl B CETU
nepuogmyeckun nocoinatoT ARP-3anpochkl K wntody 4tobbl 06HoBNTE MAC-aapec witosa.
Ecnn kommyTaTop pacceinaet camoobpalleHHble ARP-3anpochbl, XOCTaM He HY>XHO
OTNPaBnATb 3TN 3aNpPOCbl. ATO YMEHbLUNT YacTOTy OTNpaBkn xoctamm ARP-3anpocos
Ha LWNo3.

o CamoobpawieHHbin ARP — ato meton npegpotBpaweHus ARP-molleHHW4ecTBa.
Paccbinaembii kommyTaTopomM camoobpatueHHbin ARP 3acTaBUT XoCTbl 0GHOBUTL CBOW
ARP-kaww. Taknm obpasom noggenbHbii ARP He byHUMOHUpYeET.

25.2. Cnucok 3apgay KoHdurypaumm camoobpaweHHoro ARP

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpaekn ARP-3anpocos.
2. Oto6pasnTtb KoHpUrypauuto camoobpatleHHoro ARP.

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpaekn ARP-3anpocos.

KomaHaa OnucaHue

Pexum rnobanbHOn KoHdUrypaumm n pexxmm KoHdurypaumm nitepcenca.

ip gratuitous-arp <5-1200> Bkniountb camoobpaweHHbin ARP  ©n  HacTpouTb

no ip gratuitous-arp WHTepBan otnpasku ARP-3anpocos.

KomaHga no otmeHsieT camoobpatueHHbin ARP.

2. Oto6pasnTtb KoHpUrypauuto camoobpatleHHoro ARP.

KomaHaa OnucaHue

Pexnm agMmMHucTpaTopa u pexxum KoHdurypaumm

show ip gratuitous-arp [interface vlan <1- | OToGpa3uTb KOHUrypaumio
4094>] camoobpauieHHoro ARP.
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25.3. Npumep koHcpUrypauum camoobpaweHHoro ARP

KommyTtatop

Interface vlan10
192.168.15.254
255.255.255.0

Interface vlan1
192.168.14.254
255.255.255.0

PucyHok 25-1. MNMpumep HacTpownkn camoobpalleHHoro ARP

[nsa Tonomormm cetu, NOKasaHHOW Ha pucyHke, mHTepdenc kommytatopa VLAN10 umeet
IP-agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpu komnbtotepa — PC3, PC4, PC5 —
nogkmnoyeHbl K aTomy uHTepdency. Uutepdenc VLANT nmeet IP-agpec 192.168.14.254 u
Macky cetn 255.255.255.0. [1ea komnbioTepa, PC1 1 PC2, nogkntodeHbl K aToOMy MHTEpdelicy.
CamoobpalueHHbIn ARP BkntoyaeTcs creayroLmi KoHurypaumen:

O6a nHTepdenca ncnonbayoT camoodpatleHHbIn ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

CamoobpalueHHbIn ARP HacTpouT TONbKo Ans OgHOro nHrepdenca.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. Nounck HencnpaBHocTen camoobpaweHHoro ARP

CamoobpalueHHbIn ARP BbikntoveH no ymonyvaHuio. Koroa camoobpatueHHbin ARP BkrtoveH,
OTNago4YHY0 MHOPMALMIO MOXHO MOSMYYNTb, UCNONb3yst komaHay «debug ARP send».

Ecnn camooGpaweHHbin ARP BkntoueH rnobanbHO, OH MOXET ObiTb BbIKIHOYEH TOJBLKO
rno6anbHo. Ecnn camoobpalueHHbin ARP BktoueH Ha MHTepdence, OH MOXET BbITb BbIKIMHOYEH
TONbKO Ha UHTepdece.
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26. KOHOUT'YPALIUA DHCP

26.1. BBegeHue DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npoTtokon
OWHaMUYeCKOM HAaCTPONKN XOCTOB). OTO NPOTOKOS, KOTOPbLIN ANHaMUYeCcKkn Has3HavaeT IP-agpec
N3 nyna agpecos, Tak e ycTaHaBnvBaeT Apyrve ceTeBble NapameTpbl, TakMe Kak L3 no
ymonyanmio, DNS-cepBep 1 pacnonoxeHue B cetn davina obpasa. DHCP — 3710 paclumpeHHas
Bepcusi BOOTP. 3710 OCHOBHasi TEXHOMNOrMsl, KOTopasi He TONMbKO MoXeT obecneynTtb
3arpy3o4Hon uHdopmaumen 6esgmckoBble paboune CTaHUuMKM, HO Takke MOXeT ocBoboanTb
aAMUHUCTPATOPOB OT pPy4vyHOro BedeHud IP-agpecHoro npoCTpaHCcTBa M YApPOCTUTb
nonb3oBaTtensam npouecc HacTponku. Ewe ogHo npemmywectso DHCP B ToOM, 4TO OH MOXeT
CHM3NTb TpeboBaHusa K konuyecTBy IP-agpecos, korga nonb3oBaTesib nokngaeT ceTb, ero IP
MOXET ObITb Ha3Ha4YeH gpyromy.

DHCP gBndetca npoTOKONOM Tuna «KNueHT-cepsep», DHCP-knueHT 3anpawmvBaeT y
DHCP-cepBepa ceTeBov agpec 1 napameTpbl KOHUrypaumm, cepeep NpeaocTaBnsaeT KIMeHTy
ceTeBOW agpec U napameTpbl KoHdurypauun. Ecnu knveHT n cepBep HaxXoAAaTCA B pasHbIX
nogceTax, Heobxogumo wucnonb3oBatb DHCP-petpaHcnatop (relay) pana nepepayv
DHCP-nakeToB Mexay KnueHToMm n cepeepomM. Peanusaums DHCP npeacraBneHa Huxe:

\\ Discover >
I - Offer
Q Request - \/
- Ack
DHCP-knueHT DHCP-cepBep

PucyHok 26-1. Baanmogencteue npotokona DHCP

Pa3bscHeHue:

DHCP-knneHT paccbinaeT B fOKanNbHYl MNoACeTb  LUMPOKOBELLaTesbHble  MaKThbl
DHCPDISCOVER.

DHCP-cepBep npu nony4veHun naketa DHCPDISCOVER otnpaBnsiet DHCP-knMeHT naket
DHCPOFFER BwmecTe ¢ IP-agpecamn n gpyrummn ceTeBbiMU NapameTpamum.

DHCP wneTt wupokosewatenbHbl naket DHCPREQUEST ¢ nHdopmaumnen o DHCP-cepBepe,
KoTopbi OH BbiGpan ns DHCPOFFER-nakeToB.

BbiGpaHHbin knueHToM DHCP-cepep otnpaensiet naket DHCPACK, n knueHT nony4aer
IP-agpec v gpyrvue napameTpsbl.

3T YeTblpe Lwara Npon3BoasAT NPOLECC AMHAMUYECKON HAaCTPOMKIN XOocTa.

OpHako, ecnn DHCP-cepeep n DHCP-kNMEHT HaxoasiTcsl B pasHblX MOOCETSX, CEpBep He
nony4uT wunpokoBewaTensHble DHCP-nakeThl, OTNpaBnieHHble KITMEHTOM M HE OTBETUT eMy. B
aTom cny4ae Heobxogmm DHCP-petpaHcnaTop (relay) ons nepegaun takmx DHCP-nakeTtoB
MeXay KIMEHTOM U CepBEPOM.

Kommytatop moxeT pabortatb u kak DHCP-cepsep, n kak DHCP-petpaHcnstop. DHCP
nogaepXmnBaeT He TONbKO AMHaMU4eckoe HasHadeHue IP-aapecoB, HO Takke pyYHYHO NPUBSA3KY
agpeca (HanpvmMep, ykasatb onpeerneHHeln IP-agpec ans onpegeneHHoro MAC-agpeca nnm
onpegeneHHoro |ID yctpownctea). Pasnuuua wmexagy OUHAMUYEeCKUM U CTaTUYeCKUM
Ha3Ha4eHVeM agpecos:
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1. [OuHamMu4yecku nony4aembiin agpec MOXeT OblTb Kaxblil pa3 pasHbiM; NpUBA3aHHbIN
BPY4YHYH agpec Bcerga 6yaeT 0AMHAKOBBIN.

2. Bpewmsi apeHabl IP-agpeca, nony4eHHOro AMHaMmU4ecku, OAMHaKoOBO A BCEro
afpecHoro nyna, 1 oHo orpaHuyeHo. Bpemsi apeHabl IP-agpeca, npyuBsisaHHOro
BPY4YHYO, TEOPETUYECKM BGECKOHEYHO.

3. ,D,I/IHaMI/Il-IeCKI/I Bblaendemble agpeca He MOoryT ObITb npunBA3aHbl BPY4YHYIO.

4. |_|yJ'I AONHaMN4EeCKNX aapecoB MOXET HacnenoBaTb napamMeTphbl KOHd)MpraLl,MM ceTn
nyna AMHaMn4yeCknx agpecoB, OTHOCALLEroCd K CerMmeHTy.

26.2. DHCP Server Configuration

Cnucok 3agay koHpurypauun DHCP-cepBepa:

1. BknounTb/BbIKNOUYMTL cepsnc DHCP.
2. Hactpoutb agpecHbin nyn DHCP.

2.1. Cosgatb/yganutb agpecHbin nyn DHCP.

2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

2.3. Hactpontb napameTpbl py4Horo agpecHoro nyna DHCP.
3. Bxknountb BegeHue XypHana ang koHIIMKTOB agpecos.

1. Bxkntountb/BbikNOunTL cepauc DHCP.

KomaHpa OnucaHune

Oo6wmn pexmm

service dhcp Bkntounte/Boikntounth cepauc DHCP.
no service dhcp

Pexnm koHdurypupoBaHu nopTta

ip dhcp disbale OtknoveHne He nopte DHCP obcnyxusaHus,
no |p dth disable KOMaHAda N0 OTMEeHAET OTKITHo4YeHune.

2. Hactpoutb agpecHbin nyn DHCP.
2.1. Cosgartb/yganuTb agpecHbin nyn DHCP.

KomaHaa OnucaHue

Oo6wmn pexmm

ip dhcp pool <name> Hactpoutb agpecHbii nyn DHCP. Komanga no otmeHsieT

no ip dhcp pool <name> nyn aapecos DHCP.
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexum appecHoro nyna DHCP

network-address <network-number> [mask |
prefix-length] no network-address

HacTtporika obnactu agpecos, KOTOpble MOryT
ObITb BblgeneHbl agpecHomMy nyny. KomaHga no
OTMEHSIET BblAENEHNEe afpecHoro nyna.

default-router
[<address1>[<address2>[...<address8>]]]

no default-router

HacTtponka wnw3a M0N0 yMon4yaHuw Angd
DHCP-knneHToB. KoMaHga no oTMEHSET Lso3
Nno YMOMYaHuio.

no domain-name

dns-server Hactponka DNS-cepBepa ans

[<address1>[<address2>[...<address8>]]] DHCP-knueHtoB. KomaHoa no OTMeHsieT

no dns-server HacTporky DNS-cepBepa.

domain-name <domain> HacTponka JOMEHHOro NMeEHU ans
DHCP-knueHtoB. KomanHga no OTMeHsieT

AOMEHHOE NMA.

netbios-name-server
[<address1>[<address2>[...<address8>]]]

no netbios-name-server

Hactponka agpeca WINS-cepeepa. KomaHga
NO OTMEHSIET HACTPOWKY.

netbios-node-type {b-node|h-node|m-
node|p- node|<type-number>}

no netbios-node-type

Hactponka tnna yana gnsa DHCP-knMeHTOoB.
KomaHga no oTMeHsieT Tvn y3na.

bootfile <filename>
no bootfile

danna ansa
Nno OTMEeHseT

Hactponka  3arpy3o4Horo
DHCP-knueHTtoB. KomaHga
3arpys3oydHbIv doann.

next-server
[<address1>[<address2>[...<address8>]]]

no next-server
[<address1>[<address2>[...<address8>]]]

HacTtpoika agpeca cepepa, pasmMellatoLlero
3arpysoyHbli gann. KomaHga no OTMeHsieT
yoansiet agpec cepeepa.

option <code> {ascii <string> | hex <hex> |
ipaddress <ipaddress>}

no option <code>

HacTtpoika ceTeBoro napameTpa,
onpegeneHHoro kogom onuun. KomaHga no
yoanseTt ceTeBoMW napameTp.

lease { days [hours][minutes] | infinite }
no lease

HacTtponka BpemeHW apeHnabl agpecos nyna.
KomaHga no ypanseT HacTpOWKYy BpeMeHu
apeHapl.
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KomaHpa OnucaHune

max-lease-time {[<days>] [<hours>] | HacTpoiika MakcMmanbHOroBpeMeHn apeHabl

[<minutes>] | infinite} agpecoB B afpecHoMm nyre, KomaHga no

o e Eree= e BOCCTaHaBMMBaET HACTPOWMKN MO YMOSYaHUIO.
Oo6wumn pexmm

ip dhcp excluded-address <low-address>
[<high- address>]

no ip dhcp excluded-address <low-address>
[<high-address>]

WcknoueHne w3 agpecHoro nyna aapecos,
KOTOpPbIEe He npeaHa3HaveHbl anda
ANHaMN4eCKoro BblaeneHuna.

2.3. Hactpoutb napameTpbl py4Horo agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexxum agpecHoro nyna DHCP

hardware-address
[{Ethernet | IEEE802|<type-number>}]

no hardware-address

<hardware-address>

3agatb/yganuTb annapaTtHbIn agpec, npwu
py4YHOM Ha3HayeHuu agpeca.

host <address> [<mask> | <prefix-length> ]

3apaTtb/yganutb |IP-agpec, kotopbin 6yget

no ip dhcp conflict logging

no host Ha3Ha4yeH 3ajaHHOMY KITUEHTY.
client-identifier <unique-identifier> 3apaTtb/yganntb YHUKasbHbIN ID
no client-identifier none3osartess.
3. BknounTb BegeHue xypHana ansi KoHONUKTOB aapecos.
KomaHaa OnucaHue
O6wmn pexmm
ip dhcp conflict logging BkniounTb/BbIKNIOUNTE  BEOEHWE  XypHana  AOns
DHCP-agpecoB, 4T0Obl OOHapyXuTb KOHMIUKTbI

aapecos.

Pexu

M agMUHUCTpaTopa

clear ip dhcp conflict <address | all >

Ynanutb eQUHUYHYI0 3anncb KOHMIMKTa Unv yaanuTb
BCE 3arnucu.
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26.3. Kondwurypaumsa DHCP-peTpaHcnaTopa

Korga DHCP-KMeHT u cepBep HaxoOaTcs B pasHbIX cermeHTax, ans nepegadn DHCP-naketoB
Heobxogum  DHCP-petpaHcnatop.  Wcnonb3oBaHne  DHCP-peTpaHcnatopa — genaet
Heobsi3aTenbHbIM HacTporiky DHCP-cepBepa ansa kaxgoro cermeHta, ognH DHCP-cepsep
MOXEeT 00CNyXnBaTb HECKONMbKO CErMEHTOB, YTO 3(P(PEKTUBHEE HE TOMBbKO C TOYKN 3PEHMS
3aTpar, HO M C TOYKN 3pEeHNs ynpaBneHus.

DHCPDiscover (Broadcast) DHCPDiscover
> >
DHCPOffer (Unicast) < DHCPOffer
DHCPRequest (Broadcast) DHCPRequest
»- >
DHCPAck (Unicast) DHCPAck
- -
DHCP Client DHCP Relay DHCP Server

PucyHok 26-2. DHCP-peTpaHcnaTop

Kak nokasaHo Ha pucyHke, DHCP-knueHT n DHCP-cepBep HaxoasaTCA B pas3HbIX NOACETHAX.
DHCP-knueHT BbINONHAET Te Xe 4deTblpe wara DHCP, kak o6bl4HO, TOMBKO K MpoLeccy
nobaeneH DHCP-peTpaHcnaTop.

KnueHt wnet wwupokosewatensHoin naket DHCPDISCOVER, DHCP-petpaHcnaTop
BCTaBrnseT cBon cobcTBeHHbIN IP-agpec B none «relay agent» B nakete DHCPDISCOVER n
nepecbinaet naket ykasaHHomy DHCP-cepeepy (ons onucanusa dopmata DHCP-kagpa
obpaTtutecb K RFC2131).

Mpn nonyyeHnn naketa DHCPDISCOVER, nepecbinaemoro uvepes DHCP-peTpaHcnsitop,
DHCP-cepBep wnet knueHTy naket DHCPOFFER uyepe3 DHCP-peTpaHcnaTop.

DHCP-knueHT BbIGMpaeT cepBep M wWwneT wupokoBewaTensHbin naket DHCPREQUEST,
DHCP-peTpaHcnaTop Takum e 0b6pa3om nepechiniaeT ero cepeepy.

Mpn nonyyeHnn naketa DHCPDISCOVER, nepecbinaemoro uvepes DHCP-peTpaHcnsitop,
DHCP-cepBep wnet knneHTy naket DHCPACK yepe3 DHCP-peTpaHcnaTop.

Cnucok 3agay koHdurypauum DHCP:

1. Bkntounte DHCP-peTtpaHcnaTtop.

2. Hactpoute DHCP-peTpaHcnaTop And nepechisiku LWMpoKoBeLlaTenbHbIX
DHCP-nakeToB.

3. Hactporika share-vlan.

1. Bkntounte DHCP-peTtpaHcnartop.

KomaHaa OnucaHue

Oo6wmn pexmm

service dhcp DHCP-cepBep n DHCP-peTpaHcnaTop BKOYaKTCA

no service dhcp npu BkntoyeHun cepsuca DHCP.
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2. Hactpoutb DHCP-peTpaHcnaTop Ang nepecbinku LWMpoKoBeLlaTeNbHbIX
DHCP-nakeTosB.

KomaHpa OnucaHue

Oo6wmn pexmm

ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetca Ans nNepechisiku

no ip forward-protocol udp bootps LUMpoKoBeLlaTenbHbix naketos DHCP.

Pexum koHdurypaumum nHtepcgenca

ip helper-address <ipaddress> YctaHoBuTb agpec DHCP-cepBepa. KomaHga no ip

no ip helper-address <ipaddress> helper-address <ipaddress> oTMEHSIET HAaCTPOWKY.

3. Hactpouika share-vlan.

Korga nonb3oBaTenb  X04eT  UCMOMb30BaTb  YCTPOMCTBO  BTOPOrO  YPOBHA  Kak
DHCP-peTpaHcnaTop, KOAWMYeCTBO KOTOPLIX OrpaHuyero, TO nofb3oBaTenb co3gaeT
MHTepdeNC TPETbENO YPOBHSA Ha YCTPOMCTBE BTOPOro YPOBHS, HO UCNOSb30BaHME uHTepdenca
TpeTbero ypoBHA Ans share-vlan (MoxeT BkntovaTb Heckonbko sub-vlan, ogHako sub-vian
TOonbko cooTBeTcTBYeT share-vlan) wmoxet ocywectensate DHCP-petpaHcnaTtop, w
OAHOBPEMEHHO Ha YCTPONCTBE-PETPAHCASATOPE HYXXHO BKITHOYUTL Oonumio 82.

KomaHaa OnucaHue

o6wmn pexmm

ip dhcp relay share-vlan <vlanid> sub- | Cosgaet/ygansiet share-vlan n sub-vlan.
vlan <vlanlist>

no dhcp relay share-vlan

26.4. NMpumepbl kKoHcpurypaumm DHCP
CueHapumn 1:

YTo6bl yNpoCTUTL HACTPONKY, KOMMaHWS UCMOMb3yeT KoMMyTaTop B kadectBe DHCP-cepsepa.
Apnpec B VLAN'e ynpaBnenus - 10.16.1.2/16. JlokanbHas ceTb pasgeneHa Ha aee cetn — A u B,
B COOTBETCTBMM C pacnoriokeHnem odmcoB. Hactponkm cetm gna pacnonoxeHun A n B
nokasaHbl HUXe.

Myn A (cetb 10.16.1.0) Myn B (cetb 10.16.2.0)

YCTponcTeo IP address YCTPONCTBO IP address

LLinto3 no ymonyaHuio 10.16.1.200 LLnto3 no ymonyaHuo 10.16.1.200
10.16.1.201 10.16.1.201
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Myn A (cetb 10.16.1.0) Myn B (cetb 10.16.2.0)
DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202
WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209
Tun yana WINS H-ysen
Bpems apeHabl 3 oHsa Bpewms apeHabl 1 OeHb

B pacnonoxenun A mawmuHe ¢ MAC-agpecom 00-03-22-23-dc-ab HasHayeH (puKCuMpoBaHHLIN
IP-agpec 10.16.1.210 un nma xocta “management”.

Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbhios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbhios-node-type H-node
Switch(dhcp-A-config) #exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip 10.16.2.209
Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch(config)#ip dhcp pool Al
Switch(dhcp-Al-config)#host 10.16.1.210

Switch(dhcp-Al-config)#hardware-address 00-03-22-23-dc-ab

Switch(dhcp-Al-config)#exit

PykoBoactBo no ucnonb3oBaHut: korgqa DHCP/BOOTP-knuneHT nogkntoyaetca kK VLANT
NnopTy KOMMYyTaTopa, KMMEeHT MOXeT nony4ntb agpec Tonbko u3 cetn 10.16.1.0/24 BmecTto
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATENbHbIA NakeT OT knNueHTa ByaeT 3anpalumBsaTb
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IP-agpec B TOM Xe cermeHte VLAN-uHTepdenca, a IP-agpec VLAN-uHTepdenca —
10.16.1.2/24, noaTomy agpec, HazHa4yaeMbln KnNueHTy, byaeT npuHagnexats cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knueHT xodeT nonyunte agpec B cetn 10.16.2.0/24, wntos,
nepecbINaWnNin  LUMPOKOBELLLATENbHbIE NaKeTbl KIWEHTa, [OOMMKEeH npuHaanexaTb ceTu
10.16.2.0/24. Yto0bbl kNueHT nonyymn agpec us nyna 10.16.2.0/24, gonxHa 6biTb 0b6ecneyeHa
CBA3HOCTb MeXAY KIMUEHTCKMUM LLM030M U KOMMYTaTOPOM.

CueHapum 2:

E1/0/1 E1/0/2
192.168.1.1 10.1.1.1

DHCP peTpaHcnsaTop DHCP Server
10.1.1.1

% DHCP Client

PucyHok 26-3. KoHdurypauna DHCP-peTpaHcnaTopa

Kak nokasaHO Ha puUCYHKE, MapLIpyTU3UPYIOLUIA KOMMYTaTop HACTPOEH B KayecTBe
DHCP-peTpaHcnsaTopa. Agpec DHCP-cepeepa - 10.1.1.10. LWarn koHdburypaummn cnegyrome:

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0
Switch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/2
Switch(Config-Erthernetl/2)#switchport access vlan 2
Switch(Config-Erthernetl/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch(Config-if-Vlan2)#exit

Switch(config)#ip forward-protocol udp bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address 10.1.1.10
Switch(Config-if-Vlanl)#exit
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3ameTKa: pekomeHayeTcs ucrnonb3oBaTb kKoMBUHaumo komaHg ip forward-protocol udp <port>
nip helper-address <ipaddress>.

KomaHga ip help-address moxeT 6biTb HACTPOEHa TONbLKO Ha NopTax 3-ro YPOBHA U HE MOXET
ObITb HACTPOEHa Ha nopTax 2-ro ypoBHS.

CueHapun 3.
R

DHCP Client DHCP-peTpaHcndaTop

~

Ethernet 1/2

DHCP Server

Kak nokasaHo Ha puCyHKe, KnueHT nony4vaeT agpec vyepe3 DHCP-peTtpaHcnaTop. KommyTtatop
SABMSETCA YCTPOMCTBOM BTOPOro YPOBHS [OCTyna ¢ BKItoveHHbiIM DHCP-petpaHcnaTopom um
onumen 82. Ethernet1/2 asnaetcsa noptom goctyna, BkrtodeHHbiM B VLAN3, Ethernet1/3
SABNAeTCs TpaHKOBbIM MOPTOM, coeAnHHeHbiIM ¢ DHCP-cepsepomMm, agpec KOTOPOro
192.168.40.199. Ha kommyTaTope cosgatoTtcsa vlan 1 n uHtepdenc vlan 1, HactpanBaeTtca
IP-agpec 192.168.40.50. Agpec DHCP-peTtpaHcnaTtopa HactpamBaetcsa 192.168.40.199, n
vlan3 HacTpanBaeTcs kak sub-vlan vianl.

KoHdpurypauus:
switch(config)#vlan 1 switch(config)#vlan 3
switch(config)#interface ethernet 1/2
Switch(Config-If-Ethernet1/2)#switchport access vlan 3
switch(config)#interface ethernet 1/3
Switch(Config-If-Ethernet1/2)#switchport mode trunk
switch(config)#service dhcp
switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1 sub-vlan 3
switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
switch(config-if-vlanl)#ip helper-address 192.168.40.199

26.5. Nonck HencnpasHocten DHCP

Ecnu DHCP-knueHTbl He nonyyatoT IP-agpeca v gpyrue napameTpbl CETU, Nocne NpoBEPKU
kabenen n KnueHTckoro obopyaoBaHus, cnegyeT BoINONHUTE CreaytoLlee:

lMpoBepbTe, 3anyweH nn DHCP-cepBep, 3anyctute ero, ecnm OH He 3anyuweH. Ecnu
DHCP-knneHTbl 1 cepBepbl HAXoaATCs HE B OOHOW (OM3MYECKOW CETU, NPOBEPLTE, UMEET NN
MapLupyTmMsaTop, oTBevaoLnn 3a nepecbInky DHCP-nakeToB, dyHKUMIO
DHCP-peTpaHcngaTtopa. Ecnv  Ha MpoOMeXyToudHOM  MapLupyTmsatope HeT  (DyHKuun
DHCP-peTpaHcnaTopa, peKoMeHAyeTCs 3aMeHUTb 3TOT poyTep nnun obHosuts ero MMO.

B takom cnyyae, DHCP-cepBep omkeH ObITb NPOBEPEH Ha NPpeAMET Hann4nsa agpecHoro nyna
B TOM Xe cermeHte, yto u VLAN-koMmyTatopa, ecrnv Takon Myn He CylwecTByeT, ero
Heobxoammo obaBuThb.
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AgpecHbIr nyn MoxeT 6biTb MO0 AuHamMu4eckum, NMGo ctatnyeckum. Hanpumep, ecnu B nyne
NpUcyTCTBYIOT KOMaHab! “network-address” 1 “host”, Tonbko ogHa U3 HUX BCTYNUT B cuny. Kpome
TOro, B py4HON npmBsa3ke Tonbko ogHa npuesaska IP-MAC moxeT ObiTb HACTpOEeHa B KaXaoMm
nyne. Ecnn Heo6xo0aMMO HECKOIbKO NPUBA30K, HYXXHO CO3A4aTb OTAENbHbIM aApecCHbIn Nyn Ans
KaXxgomn 13 HuxX. Hoeasi KoHcurypaumsa B CTapom nyrne nepesanuiieT cTapylo.
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27. KOHOUT'YPALUUNA DHCPV6
27.1. BBepenne DHCPv6

DHCPv6 [RFC3315] — ato IPv6 Bepcus npoTokona AMHaMUYECKOW KOHUrypaumm XOCTOB
(DHCP).

OTOT NpoTOKOS HasHa4vaeT IPv6-agpeca v gpyrve napameTpbl HACTPOWKKU CETU TaKme Kak: agpec
DNS u pgomeHHoe wuma DHCP-knunenta, DHCPVG saBnsietca yCrnoBHOW aBTOMaTUYECKOW
KoHcpurypaumen npotokona IPv6. B npouecce HacTpolikn agpeca DHCP-cepBep npucsansaet
IP-agpec knueHTy M npepoctasnseT DNS-agpec, JOMEHHOE MMSA U UHAOPMaLMIO ApYyron
HacTporku, naket DHCP moxeT nepemaBaTbCa 4epe3 AenerMpoBaHHbIN peTpaHCnaTop,
HacTporkn agpeca IPv6 n knueHta 3anucaHbl Ha cepeepe DHCPV6, Bce 31O nosbiwaeT
appekTMBHOCTE ynpasneHus ceTbto. DHCPvVE moxeT obecneunTb pacluMpeHHyro qYHKLMIO
peneraumn npedgukco. DHCPv6-cepeep Tak xe obecneunBaetr DHCPv6-cepBuc 6e3
OTCNEXMBAHUA COCTOSIHWUA, NPU KOTOPOM Ha3Ha4altTCA TOMbKO MapameTpbl KOHurypauuu,
Takme kak agpec DNS-cepBepa n JOMEHHOE MMS, HO HEe HasHavaeTcs IPv6-agpec.

Ectb Tpn obbekta B npotokone DHCPV6 — knueHT, cepBep U peTpaHcnatop. [1poTokon
DHCPv6 ocHoBaH Ha npoTtokone UDP. Knnent DHCPv6 otnpaenset 3anpoc DHCP-cepBepy
unn DHCP-peTpaHcnaTopy Ha nopT HasHadeHnuss 547, DHCP-cepBep (Mnn peTtpaHcnaTop)
OTNPaBnAT OTBETLI HA MOPT Ha3HayeHus 546. DHCP-knveHT oTnpasnseT 3anpocskl (solicit) n
3asBku (request) DHCP-cepeepy Ha multicast agpec ff02::1:2.

\ Solicit (Muticast) >
Q I' - Advertise
V Request - \ /
% - Reply

DHCPvV6 DHCPV6
PucyHok 27-1. CornacosaHne DHCPVv6

Korgma DHCPV6-knueHT nbiTaetca 3anpocutb Yy DHCPv6-cepsepa IPv6-agpec u gpyrue
napamMeTpbl, KIWMEHT OO/keH cHadana Hantu DHCPv6-cepBep, 3ateM yxe 3anpocutb
KOHdbUrypaums y cepeepa.

[Ons obHapyxeHus cepsepa DHCP-knmneHT paccoiiaetr naketel SOLICIT (3anpoc) Ha
LnpokoBeLlaTenbHbi agpec FF02::1:2.

Kaxagbin DHCP-cepBep, NOnyynBLUMIA 3anpoc, OTBETUT knneHTy coobwennem ADVERTISE
(MpeanoxeHune), KoTopoe coaepxuT naeHtudukaTop cepeepa (DIUD) u ero npuopuTteT.

B03MOXHO, 4TO KNMEHT Nony4nT Heckonbko coodwennn ADVERTISE. KnueHTt gormkeH BoibpaTtb
oOuH cepBep M oTBeTUTL eMy coobuweHnem REQUEST (3asiBka), 4TtoGbl 3anpocuTb agpec,
npennoXxeHHbi B coobweHnn ADVERTISE.

3aTem Bbl6paHHbIN DHCPV6-cepBep coobweHnem REPLY (oTBeT) noaTBEpKOaeT Ha3HavYeHe
KnneHTy IPv6-agpeca n Opyrmx HacTpoek.

[aHHble YeTbIpe wWara 3aBepLuarT Npouecc AMHaMUYEeCKON HaCTPOMKKM XocTa. TeM He MeHee,
ecnn DHCPv6-cepeep n DHCPV6-knMeHT He HaxoasaTcs B OAHOM CeTW, cepBep He NonyuyuT
LUMpoKOBeLlaTenbHbIA 3anpoc OT KNMEeHTa U He oTBeTUT emy. B aTom cnydae Heobxoanm
DHCPV6-peTtpaHcnaTop (relay), 4tobbl nepecbinarb 3anpochbl MeXAy KIMeHTOM 1 cepBepom. B
KoMmyTaTope peanu3oBaHbl GyHkumn DHCPvV6-cepsepa, relay u knueHTta pgeneraumm
npedukcos. Koraa DHCPv6-petpaHcnaTop nonydaet coobwenne ot DHCPV6-knueHTa, OH
WHkancynupyet ero B nakeT  Relay-forward W JocTaBndeT  criegyolemy
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DHCPv6-peTpaHcnaTopy wunu cepsepy. [lpuxogswme oOT cepBepa K peTpaHCcrnsaTopy
DHPCv6-coobuieHna  umHkancynupoBaHbl B nakeT Relay-reply. PetpaHcnstop ybupaet
nHKancynsaumio n gocraensaet naket DHCPVG-knueHTy unn cnegylowemy peTpaHcnaTopy B
ceTwn.

B cnyyae peneraumn IPv6-npedukcos DHCPv6-cepBep HacTpOeH Ha Maplupytmsatope
nposangepa, a DHCPvV6-KNUMeHT HacTpoeH Ha MapLupyTMsaTope KIuMeHTa, MapLupytusaTtop
KNueHTa WwneT maplpyTusaTopy nposanjepa 3anpoc Ha BblaeneHuwe npedukca agpecos n
nony4yaeT npeaBapuTeribHO HaCTPOEHHbIV NpeduKC, He HacTpaeBasa NpedUKC BPYYHYH0. 3aTem
KNMEHTCKMIN MapLupyTM3aTop AenUT NOoSyyYeHHbIn npedukc (4nmMHa KOTOPoro He MoXxeT ObiTb
MeHblle 64) Ha 64 noacetn. [aHHble npedwukcbl GyayT aHOHCUPOBAHbLI COOBLLEHMAMM
o6baBneHnsa mappyTtusatopa (RA) xoctam, NOAKMIOYEHHBIM HANPAMYIO K KIUEHTY.

27.2. Kondurypauma DHCPv6-cepBepa

Cnucok 3agay KoHdpurypauumn DHCPV6-cepsepa:
1. BkntounTb/BblkAOUMTL cepauc DHCPVG.
2. Hactpoutb agpecHbinn nyn DHCPvV6.
2.1. Cosgatb/yganutb agpecHbin nyn DHCPV6.
2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.
3. Bxnountb doyHkumio DHCPv6-cepBepa Ha nopTy.

1. BknounTb/BblkAO4YMTL cepauc DHCPVG.

KomaHaa OnucaHue

o6wmn pexmm

service dhcpv6e Bkntountb/BbikNtounts cepamuc DHCPVE.
no service dhcpv6

2. Hactpoutb agpecHbin nyn DHCPv6.
2.1. Cosgatb/yaanutb agpecHbin nyn DHCPV6.

KomaHaa OnucaHue

Oo6wmn pexmm

ipv6 dhcp pool <poolname> Cospatb/yganutb agpecHbii nyn DHCPV6.
no ipv6 dhcp pool <poolname>
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefix-length>}
[eui-64] no network-address

Hactpontb AnanasoH
Has3HavyaeMmblIn Nyrnom

IPv6-agpecos,

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoutb  agpec
DHCPv6-knueHTa.

DNS-cepsepa gn4

domain-name <domain-name>
no domain-name <domain-name>

Hactpontb goMmeHHoe nvs DHCPV6-knueHTa.

excluded-address <ipv6-address>
no excluded-address <ipv6-address>

Wcknountb IPv6-agpec, kotopbin He 6yaeTt
HaHa4yaTbCHA AMHAMUYECKM.

lifetime {<valid-time> | infinity}
{<preferred-time> | infinity} no lifetime

HactpouTb Bpems AencTeums nnu
npeanoYTUTENnLHOEe Bpems afpecHoro nyna
DHCPvV6.

3. Bknwountb pyHkumio DHCPvV6-cepsepa Ha nopTy.

KomaHaa

OnucaHue

Pexum koHdurypaumm nHtepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolhame>

Bknounte dyHkuuio DHCPvV6-cepBepa Ha
onpegeneHHoM nopTty n npvBA3aTb
ncnonb3yembin DHCPvV6-agpecHbin nyn.

27.3. Kondurypauma DHCPv6-peTpaHcnaTopa

Cnucok 3agay koHdurypauun DHCPV6-peTpaHcnsTopa:

1. BknounTtb/BbiKNO4YMTL cepeuc DHCPVG.
2. Hactpoute DHCPV6-peTpaHCnsaTop Ha nopTy.
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1. BknounTb/BblKNOUMTL cepauc DHCPVG.

KomaHpa OnucaHue

Oo6wumn pexmm

no service dhcpvé

service dhcpv6é Bkntounte/BbikNtounTh cepamuc DHCPVE.

2. Hactpoutb DHCPvV6-peTpaHCcnaTop Ha NopTy.

KomaHpa

OnucaHue

Pexum koHdurypaumm natepcgenca

ipv6 dhcp relay destination {[<ipv6-address>]
[interface { <interface-name> | vlan <1-
4096>}]}

no ipv6 dhcp relay destination {[<ipv6-
address>] [interface { <interface-name> | vlan
<1-4096>}]}

Yka3aTb agpec HasHavyeHusa Onga nepepayu
DHCPv6-naketoB. KomaHgoa no ypanset
HaCTPOWKY.

27.4. Kondumrypaumsa cepBepa generauum npecgpukcos DHCPV6

Cnuncok 3agay KoHdurypauum cepeepa generaumm npedumkcos DHCPV6:

1. BknounTb/BblkNo4uMTL cepauc DHCPVG.
2. HactpouTb nyn generaummn npedmuKcoB.
3. Hactpoutb agpecHbin nyn DHCPv6.

3.1. CosgaTtb/yaanutb agpecHbin nyn DHCPV6.
3.2. HactpouTb nyn generauum npeduKkcos, UCNOMb3yeMbld agpecHbIM MysioM.
3.3. HactpouTb ctatnyeckyto NpnBAsKy generaumm npedunKkcos.
3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPv6.
4. BknounTb hyHKUMo cepBepa generaumm npedumkcos DHCPV6 Ha nopTy.

1. BknounTb/BbikNouMTL cepeuc DHCPVG.

KomaHaa OnucaHue

Oo6wmn pexmm

no service dhcpv6

service dhcpv6 Bkntountb/Bbikntounts cepamuc DHCPVE.
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2. HactpowuTb nyn generauuy npedmkcos.

KomaHpa

OnucaHue

O6wumn pexmm

ipv6 local pool <poolname> <prefix|prefix-
length> <assigned-length>

no ipv6 local pool <poolname>

HacTpoutb nyn generauum npedgurKkcos.

3. Hactpoutb agpecHbin nyn DHCPvV6.

3.1. Cosgatb/yganutb agpecHbin nyn DHCPV6.

KomaHpa OnucaHue

O6LWwunmn pexum

no ipv6 dhcp pool <poolname>

ipv6 dhcp pool <poolname> Cospatb/yganutb agpecHbin nyn DHCPV6.

3.2. HactpouTb nyn generaumm npeguKkcos, NCNOMb3yeMbl.

KomaHaa

OnucaHue

Pexunm koHdurypaummn

appecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity} {<preferred-time> |
infinity}]

no prefix-delegation pool <poolname>

YkasaTb nyn generauum

npeduKC KIEHTY.

npeguKcoB,

NCNonb3yeMblil agpecHbIM NMyNOM U Ha3HAYUTb

3.3. HactpouTb ctatnyeckyto NpnBAsKy generaumm npedunKkcos.

KomaHaa

OnucaHue

Pexunm koHdurypaumm

agpecHoro nyna DHCPv6

prefix-delegation <ipv6-prefix/prefix- length>
<client-DUID> [iaid <iaid>] [lifetime {<valid-
time> | infinity} {<preferred-time> | infinity}]

no prefix-delegation  <ipv6-prefix/prefix-
length> <client-DUID> [iaid <iaid>]

npedunKcoB.

HacTpoutb cTtaTuyeckyto npuBsa3sky Aenerauum
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3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPVG.

KomaHpa OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

dns-server <ipv6-address> HacTtpoutb agpec DNS-cepBepa gng DHCPV6-knneHTa.
no dns-server <ipv6-address>

domain-name <domain-name> HacTtpoutb gomeHHoe nmsa DHCPvV6-knveHTa.
no domain-name <domain-name>

4. BknounTb hyHKUMO cepeepa aeneraumm npedmkcos DHCPV6 Ha nopTy.

KomaHpa OnucaHue

Pexum koHdurypaumm nitepcenca

ipv6é dhcp server <poolname> [preference | BknwounTtb yHkumio DHCPV6-cepBepa Ha
<value>] [rapid-commit] [allow-hint] onpegeneHHoM nopTy n npvBA3aTh
ncnonb3yembin DHCPvV6-agpecHbin nyn.

no ipv6 dhcp server <poolname>

27.5. KoHdwmrypaumsa knmeHta aenerauum npecdmkcos DHCPv6

Cnuncok 3agay KoHdurypauum knueHTa generaumm npedgukcos DHCPV6:

1. BknounTb/BblIKNOYMTL cepauc DHCPVG.
2. Bxnountb doyHKUMIO KnNneHTa generaumm npedunkcos DHCPV6 Ha npoTy.

1. BknounTtb/BblkNO4MTL cepeuc DHCPVE.

KomaHaa OnucaHue

Oo6wmn pexmm

service dhcpv6 BkntounTb/BbiKNtoUnTh cepamuc DHCPVG.

no service dhcpv6
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2. BknounTb coyHKUMIO KNneHTa generaumm npedukcos DHCPV6 Ha npoTy.

KomaHpa OnucaHue

Pexum KoHdurypaumm nHtepcgenca

ipv6 dhcp client pd <prefix-name> [rapid- | BknounTs  yHKUMIO  KNWEHTa generaumu
commit] npedukcos DHCPV6 Ha npoTy u accouunauuio
NonyyYyeHHoro npedukca C HACTPOEHHLIM

. hep cli
no ipvé dhep client pd YHUBepcarnbHbIM NpedrKcoMm.

27.6. NMpumepbl kKoHdpurypaumm DHCPv6
Mpumep 1:

Mpn passepTbiBaHun ceTen IPv6 kommyTtaTopbl cepun QTECH moryT 6biTb HAcTpOeHbl B
kavyectBe DHPvV6-cepBepoB AN ynpaBneHnsa pacnpegeneHnem agpecos IPV6.

Mognepxmeatotes oba pexuma DHCPV6 — ¢ oTcnexxmBaHnem CocTosiHUS 1 6e3 Hero.
Tononorus:

Ha ypoBHe pocTtyna wucnonb3dyeTca kommyTatop 1 AN NOAKMOYEHWs nonb3oBaTtenen
obwexntna. Ha nepBoM ypoBHe arperauum  KOMMyTaTtop 2  HACTPOeH  Kak
DHCPv6-peTpaHcnaTop. Ha BTOpOM ypoOBHEe arperauum KoMmyTaTop 3 HACTPOEH Kak
DHCPv6-cepBep M COeAMHEH C MarucTpanbHOM ceTblo. Ha komnbloTepax AoSmkHa ObiTb
yctaHoBneHa OC Windows Vista, B koTopon ectb DHCPV6-KNUeHT.

KoHdburypaumst kommyTtaTtopa 3:
Switch3>enable Switch3#config
Switch3(config)#service dhcpvé
Switch3(config)#ipvé dhcp pool EastDormPool

Switch3(dhcpvé-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100

Switch3(dhcpvé-EastDormPool-config)#excluded-address 2001:da8:100:1::1
Switch3(dhcpvé-EastDormPool-config)#dns-server 2001:da8::20
Switch3(dhcpvé-EastDormPool-config)#dns-server 2001:da8::21
Switch3(dhcpvé-EastDormPool-config)#domain-name dhcpvé.com
Switch3(dhcpvé-EastDormPool-config)#lifetime 1000 600
Switch3(dhcpvé-EastDormPool-config)#exit

Switch3(config)#interface vlan 1

Switch3(Config-if-Vlan1)#ipvé address 2001:da8:1:1:1/64
Switch3(Config-if-Vlan1)#exit

Switch3(config)#interface vlan 10

Switch3(Config-if-Vlan10)#ipvé address 2001:da8:10:1::1/64
Switch3(Config-if-Vlan10)#ipvé dhcp server EastDormPool preference 80
Switch3(Config-if-Vlan10)#exit
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Switch3(config)#

KoHdurypaums kommyTtaTtopa 3:

Switch2>enable Switch2#config

Switch2(config)#service dhcpvé

Switch2(config)#interface vlan 1
Switch2(Config-if-Vlan1)#ipvé address 2001:da8:1:1:2/64
Switch2(Config-if-Vlan1)#exit

Switch2(config)#interface vlan 10
Switch2(Config-if-Vlan10)#ipvé address 2001:da8:10:1::2/64
Switch2(Config-if-Vlan10)#exit

Switch2(config)#interface vlan 100
Switch2(Config-if-Vlan100)#ipvé address 2001:da8:100:1::1/64
Switch2(Config-if-Vlan100)#no ipvé nd suppress-ra
Switch2(Config-if-Vlan100)#ipvé nd managed-config-flag
Switch2(Config-if-Vlan100)#ipvé nd other-config-flag
Switch2(Config-if-Vlan100)#ipvé dhcp relay destination 2001:da8:10:1::1
Switch2(Config-if-Vlan100)#exit

Switch2(config)#

27.7. MNonck HecunpaBHocten DHCPv6

Ecnu DHCPV6-knMeHT He MoXeT nonyyuTb IPv6-agpec v gpyrne ceTeBble napamMeTphbl, Nocne
npoBepkn kabenen n KMeHTCKoro obopyaoBaHUs criedyeT BbIMOMHUTL creaytoLuee:

lMpoBepbTe, 3anyweH nn DHCPv6-cepsep, 3anycTute ero, ecrnv oH He 3anyuieH. Ecnu
DHCPV6-KnneHTbl U cepBepbl HAXoOATCs He B OOHOW (pU3nYeckon ceTu, NnpoBepbTe,
UMeEeT N MapLupyTmnsaTop, oTBevaowmn 3a nepecbiniky DHCPv6-nakeToB, dyHKLMIO
DHCPv6-peTpaHcnaTopa. Ecrnn Ha NpoMeXyTOYHOM MapLupyTmM3aTope HeT (OYHKLUK
DHCPv6-peTpaHcnaTopa, pekoMeHayeTcs 3aMeHUTb 3TOT poyTep uin OBHOBUTL €ro
Mno.

MHorga xocThbl, NOOKIMHOYEHHBIE K KOMMYyTaTopam co BkNtodeHHbIM DHCPV6G, He moryT
nonyuntb IPv6-agpec. B aTon cuTyaummn B NepByto ovepedb HEOOXOANMO NPOBEPUTD,
NOOKIMIOYEHbl NN MOPThI, K KOTOPbIM MOAKIMHOYEHbI XOCTbl, K MOPTY, K KOTOPOMY
nogkrtoveH DHCPV6-cepBep. Ecnu nogknitoyeHo Hanpsamyto, yoeanTbes, YTO agpecHbIN
nyn IPv6 VLAN’a, K KOTOpOMY MpUHAANEXUT MOpPT, HaxoaMTCs B OAHOW MOACETM C
agpecHblM nysiom, HacTpoeHHbiM Ha DHCPv6-cepBepe. Ecnn nogkntoyeHbl HE Ha
NPsSIMY0, N MEXAy XOCTOM 1 cepBepoM HacTpoeH DHCPV6-peTpaHcnaTop, Heobxoanmo
B NepByo o4yepenb NPOBEPUTL, HACTPOEH N NpaBuibHbIN IPV6-agpec Ha nHTepdence
KOMMyTaTopa, K KOTOPOMY MOAKMIoYaTCA XOCThl. Ecrnn He HacTpoeH, HacTpouTb
npasunbHbii IPv6-agpec. Ecnv HacTpoeH, HeobxoouMMo MNpOBEPUTb, B OOHOW I
nogcetn ¢ DHCPv6-cepBepoM HaxoauUTCs HaCTpoeHHbin |Pv6-agpec. Ecnn Her,
noxanyncra, fobaBbTe €ro B agpecHbIn nyrn.
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28. KOHOUI'YPALUA ONUnn 82 DHCP

28.1. BBegeHue B onuuto 82 DHCP

Onuma 82 DHCP — ato onuus nHdopmaumn petpaHenupytowero areHta (Relay Agent). Onuus
82 DHCP HanpaeneHa Ha ykpenneHue 6esonacHoctn cepsepoB DHCP 1 ynyJweHma nonmtukm
KoHgurypauum IP-agpecoB. PeTpaHcnupyrowmin areHT gobasnseT onuuio 82 (BKNHOYAOLLYHO
du3myeckuin nopT [ocTyna KnuneHTa, wmaeHTudmukaTop YCTpOMCTBA [JOCTyna W Apyryro
uHdopmaumio) B DHCP-3anpoc, nony4veHHbIn OT KNWeHTa, 3aTeM nepecbinaetr ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbI nogaepxueaeTt pyHKUuo onuumn 82, nonyyaet
cooblleHne, OH BblgendeT knueHTy IP-agpec u gpyrve napameTpbl B COOTBETCTBUM C
npegHacTpOEeHHbIMM NoNuTUKamMu 1 nHpopmavmen B onumm 82. B 10 ke Bpemss DHCP-cepsep
MOXeT nageHTunumnpoBaTb BCce BO3MOXHble aTakm DHCP-coobueHnammn B cooTBETCTBUUN C
nHdopmaumen B onumm 82 u 3awmtntb 0T HUX. DHCP-peTpaHcnnpyroLwmnm areHT CHAMET Onuumio
82 ¢ oTBeTHOro coobLleHnsa 1 nepegacT ero onpegeneHHoMy nopTy YCTPoOWCTBa 4OCTyna, B
COOTBETCTBMM C UHpopMmaLmen o dmandeckom nopte B onumun. MNpumeHenune onumm 82 DHCP
Npo3payvHo ANs KNueHTa.

28.1.1. CtpykTypa coobuweHus onuun 82 DHCP

CoobuieHne DHCP moeT nMmeTb HECKONBbKO CErMeHTOB onumin, onuus 82 oanH n3 Hux. OHa
OOoIkHa BbITb Nocne Aapyrux onuumin, HO Ao onumm 255. BoT ee cdhopmar:

Code Len Agent Information Field
F————— ——— o +———— F————— F———— - —————— +
| sz | H | i1 | iz | i3 | 14 | | iw |
—— . ————— —— ——— —t———— +

Code: npencraBnsaeT NopsigKoBbIA HOMEP ONUUK MHAOPMALMKM PETPaHCIUPYHOLLEro areHTa,
onums 82 Tak HasbiBaeTcst notTomy, Yto RFC3046 onpeaenseT ee kak 82.

Len: konuyecTso 6anT B nosne MHgopmaLmMm areHTa, He BKnoyas asa b6anta B cermeHte Code
n cermeHTe Len.

Onuna 82 MOXeT UMETb HEeCKOmnbKo cyb-onumin, TpebyeTca Kak MUHMMYM OgHa cyb-onuus.
RFC3046 onpegensieT cnegyowme ase cyd-onumm, dopmMaTt KOTOPbIX NOKa3aH HUXKE:

SubOpt Len Sub—option ¥alue
- ——— ———— ——— ———— - i +
| 1 | H | =1 | =2 | =3 | =4 | | =H |
S ———— F———— $———— ———— F———— +—— —4———— +

SubOpt Len Sub—option ¥alue
- = ——— = - - +—— === +
| 2 | H | 11 | 12 | 13 | 14 | | iNH |
$————— e F———— F———— e e e +

SubOpt: nopsigkoBbIi HOMep cy6-onuuun, nopsigkoBbid Homep cyb-onuumn Circuit-ID — 1,
nopsiakoBbI HoMep cy6-onumm Remote ID — 2.

Len: konuyecTtBo 6ant B cyG-onuumn, He BkMovasa aea Ganta B cermeHTe SubOpt n cermeHTe
Len.
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28.1.2. MexaHu3m paboTbl onuun 82

DHCP Relay/Agent

DHCP Client DHCP
PucyHok 28-1. inarpamma notokos onumn 82 DHCP

Ecnn DHCP-peTtpaHcnupytowmin areHT nogaepxusaet onuuio 82, DHCP-knueHT [ormkeH
NPonTK cregyrowmne veTbipe wara, 4Tobbl nonyunte IP-agpec ot DHCP-cepsepa: discover,
offer, select n acknowledge. Npotokon DHCP crnegyeT npuBegeHHON HUXe npoueaype:

1.

DHCP-knNueHT npu nHnymnanmsanmm nocbinaeT WupokoseLatensHoe coobLieHme
3anpoca. 9710 coobLleHne He nmeet onuum 82.

DHCP-peTpaHcnmpytowmnn areHT gobaeut onumio 82 K CoobLLEHUNIO 3anpoca, KOTOpoe
OH nony4uT, 3aTeM nepeLuneT a1o coobweHne DHCP-cepsepy. o ymonyaHuio
cy6-onumsa 1 onumn 82 (Circuit ID) 310 nHpopmaumsa o6 nHTepdence, K KOTOPOMy
nogkntoyeH DHCP-knueHT (VLAN 1 pmnsnyeckor nopT), HO Nonb3oBaTeslb MOXET
HacTpouTb Circuit ID no cBoemy ycmoTpeHuto. Cyb-onuusa 2 onumm 82 (Remote ID) —
aTto MAC-agpec yctpouctsa DHCP-peTpaHcnaTopa.

Mocne nonydeHna DHCP-3anpoca DHCP-cepBep BblAenuT KNneHTy IP-agpec u
APYryro MHpopmMaumio, B COOTBETCTBUM C NPegHACTPOEHHbIMU NOAUTUKaMU U
nHdopmaumen B onumm 82. 3atem oH HanpasuT DHCP-peTpaHcnmpytowwemy areHTy
oTBeTHoe coobuieHne ¢ DHCP-koHdurypaumen n onunen 82.

DHCP-peTpaHCAMpyloLWWin areHT O4YMCTUT OTBETHOE coobLleHne oT onumn 82 n
HanpaBuWT €ro KIeHTy.

28.2. Cnucok 3apgayv KoHdurypauum onuun 82 DHCP

1.

No o kWD

Bkrtountb onumto 82 DHCP-peTpaHCNUpyoLwero areHTa.

HacTtpouTb atpnbyTbl nHtepderica onunn 82 DHCP.

Bkntountb onuuto 82 DHCP-cepBepa.

Hactpontb hopmat no ymonyanuio onuum 82 DHCP-peTpaHCcnupyowero areHra.
HacTtponTb pasgenutens.

Hactpontb meToq co3gaHus onumm 82.

lMpoBoanTb AMarHoCTUKY 1 nogaepxky onumm 82 DHCP.
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1.

Bkntountb onumio 82 DHCP-peTpaHCnvpyloLLero areHTa.

KomaHpa

OnucaHue

Oo6wumn pexmm

ip dhcp relay information option
no ip dhcp relay information option

BkntovaeT pyHKUMKM onummn 82 Ha peTpaHCnupyowem
areHTe KommMmyTaTopa.

KomaHga no BbIKItoYaeT yHKLMIO.

2.

HacTtpouTb atpnbyTbl nHtepderca onumn 82 DHCP.

KomaHpa

OnucaHue

Pexum koHdurypaumum nHtepcgenca

ip dhcp relay information policy
{drop | keep | replace}

no ip dhcp
policy

relay information

YcTaHaBnNMBaeT MOMUTUKN peTpaHCnauum  CcoobLLeHus,
KOTOpOE yxe coaepxut onumo 82. Pexxum drop o3Havaer,
yTo coolleHne, cogepxagee onuuio 82, 6Gyoet
oTbpoweHo ©6e3 kakon-nnbo obpaboTkn. Pexunm keep
O3HayvaeT, YTO cucTeMa OCTaBUT OpPUIrMHamNbHY onunto 82
M nepegjact coobweHne cepeepy. Pexum replace
03Ha4aeT, YTO CUCTEMA 3aMEHMUT CYLLECTBYHOLLYIO OMUMIO
82 ceoen n nepepact coobuieHne cepeepy. Komanga no
YCTaHOBUT NOMUTUKY B PEXMM MO YMON4aHuio — replace.

Ip dhcp relay information option
subscriber- id {standard |
<circuit-id>}

no ip dhcp relay information
option subscriber-id

YcranasnusaeT popmat cyb-onuum 1 onumm 82 (Circuit ID),
standard os3HavyaeT cTaHgapTHole HasBaHna VLAN wu
dmsmyeckoro nopta, Hanpumep, «Vlan2+Ethernet1/0/12»,
<circuit-id> 910 coxepxaHue circuit-id, 3agaHHOro
none3oBaTtenem (CTpoka He 6onee 64 cumBonos). KomaHga
NO YCTaHOBWUT CTaHOapTHbIA bopmar.

O6wmn pexmm

ip dhcp relay information option
remote-id {standard | <remote-
id>}

no ip dhcp relay information
option remote- id

YcraHaBnuBaeT dopmat cyb-onuumn 1 onuum 82 (Remote
ID). Komanga no yctaHoBUT cTaHAapTHbIM dopmar.
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3. Bkntouuntb onumo 82 DHCP-cepBepa.

KomaHpa

OnucaHue

Oo6wumn pexmm

ip dhcp server relay information enable
no ip dhcp server relay information enable

Mossongetr DHCP-cepBepy komMmyTaTopa
maeHTuduumposaTb onumto 82. Komanga no
OTKITOYaeT 3Ty (PyHKUMIO.

4. HacTtpouTb dhopmaT no ymondaHumo onumm 82 DHCP-peTpaHCnMpytoLero areHTa.
KomaHpa OnucaHue
O6LWwunmn pexum

ip dhcp relay information option subscriber- id
format {hex | acsii | vs-hp}

YcranaBnueaeTt dopmat subscriber-id onuum
82 peTpaHcnupyloLero areHTa.

ip dhcp relay information option remote-id
format {default | vs-hp}

YcranaenusaeT ¢dopmat remote-id onuun 82
peTpaHCNMpyoLLEero areHTa.

5. HacTpouTb pasgenurtens.
KomaHaa OnucaHue
Oo6wmn pexmm
ip dhcp relay information option delimiter | HactpanBaet pasgenutenb KaXxgoro
[colon | dot | slash | space] napametpa cybonuun B onuun 82 B
no ip dhcp relay information option delimiter | [100anbHomM  pexwume.  Komawpa  no
BOCCTaHaBnvBaeT pasgenutens no

ymon4aHuto — slash.

6. HactpouTtb megoT cosganus onuum 82.

KomaHpa

OnucaHue

oowun

pexum

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTtaHaBnuBaeT MegoT co3gaHusa onummn 82,
nonb3oBaTenu MoryT CaMOCTOSATENBHO
onpegenuTb napameTpbl cyb6-onuun remote-
id.

ip dhcp relay information option self-defined
remote-id format [ascii | hex]

YcTaHaBnuBaeT nosib3oBaTenbCkuin dopmat
remote-id gns onumn 82.
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KomaHpa

OnucaHue

ip dhcp relay information option self-defined
subscriber-id {vlan | port | id (switch-id (mac |
hostname)| remote-mac)| string WORD }

no ip dhcp relay information option self-
defined subscriber-id

YcTaHaBnnBaeT MeToA co3daHust onuum 82,
nonb3oBartenu MoryT CaMOCTOATENBHO
onpeaenuTb napameTpbl cyb-onuum circuit -
id.

ip dhcp relay information option self-defined
subscriber-id format [ascii | hex]

YcTraHaBnuBaeT nonb3oBaTenbckuin dopmart
circuit -id gna onuun 82.

7. TpoBoanTb ANarHOCTUKY U nogaepxky onuwmn 82 DHCP.

KomaHpa

OnucaHue

Pexum agMuHucTpartopa

show ip dhcp relay information option

OTtobpaxaeT WHpoOpMaLUuIo O COCTOSIHUM

onumm 82 B cucteme, BKIYaa Bce
napameTpbl HACTPOWKH.
debug ip dhcp relay packet Wcnonbayetcsa ans oTobpaxeHus

uHopmaumm o6 ob6paboTke nakeToB B
DHCP-peTpaHcnvpyloLlem areHTe, BKo4as
aencrtensa «gobaBnUTb» N «OYUCTUTBY.

28.3. NMpumepbl npumeHeHus onuumn 82 DHCP

<=z

DHCP Client PC2
PucyHok 28-2. Tunoson npumep npumeHenns onuumn 82 DHCP

KommyTartop 2

Vlan2:ethernet1/

DHCP Agent Relay

el

5

NS

DHCP cepsep

B paHHOM cxeme oGa kommyTatopa BTOPOro YpoBHS (1 M 2) NOAKMHOYEHbI K KOMMyTaTOpy
TpeTbero ypoBHs (3), koTopbin nepegaet DHCP-3anpockl OT knueHToB cepBepy. Ecnn onumsa
82 BbikntoveHa, DHCP-cepBep He CMOXeT pacno3HaTb, U3 KakoOW NogceTu KIMEHT, U Bce
KNWeHTbl, MOAKMYEHHble K KommyTatopam 1 u 2, ©yayT nonyyatb agpeca u3 obuiero
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agpecHoro nyna DHCP-cepsepa. Nocne BkntoyeHus onuun 82, T.K. kKommyTaTop 3 gobasnsaet
K 3anpocy nHdopmauumio o NopTe, CepBEP CMOXET pacno3HaTb, B KAKOW CETU HaXOAUTCS KINUEHT
(kommyTaTop 1 nnu KoMmyTaTop 2) U, Takum obpasoM, CMOXET BblAensaTb pa3Hoe aapecHoe
NPOCTPAHCTBO ABYM NOACETSM, YTOObI YNPOCTUTL YNpaBreHne CeTbio.

KoHdurypaums komytatopa 3 (MAC-agpec 00:1f.ce:02:33:01):

Linux

Switch3(Config)#service dhcp

Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3

Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

ISC DHCP-cepep nopaepxumBaeT onuuio 82, ero KOHMUrypaunoHHbin ann

/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Class1" {

match if option agent.circuit-id = "Vlan2+Ethernet1/0/2" and option agent.remote-
id=00:1f:ce:02:33:01;

}
class "Switch3Vlan2Class2" {

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3" and option agent.remote-
id=00:1f:ce:02:33:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn®;
option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2Class1";

}
pool {
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range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP-cepBep OyaeT BbigenaTb agpeca Ang y3noB ¢ KOMMyTaTopa 2 U3 gnanasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommytaTopa 1 M3 gnanasoHa 192.168.102.51 ~
192.168.102.80.

28.4. Nouck HeucnpaBHocTen onuumn 82 DHCP

Onuwna 82 DHCP peanunsosaHa kak nogdyHkums mogyns DHCP-petpaHcnaTopa. MNpexae, yem
ee ncnonb3oBaTtb, Heobxoanmo ybeautbes, 4To DHCP-peTpaHcnupyowmMn areHT HacTpoeH
npaBuUIbHO.

Onuwna 82 tpebyet B3anmogenctemss DHCP-peTtpaHcnstopa n DHCP-cepsepa. DHCP-cepsep
OOIKEH YCTaHOBUTb MOMUTUKY BblAENEHUS aApeCcOB OCHOBbLIBAsCb Ha CETEBOW TOMOMNOrMn
DHCP-peTpaHcnaTopa, HO, gaxe ecnu peTtpaHcnaTop paboTtaeT HopManbHO, BblgereHue
afpecoB MOXeT He nonyyutbca. Ecnn B ceTn Gonblue OAHOrO peTpaHcnsaTopa, yaenute
BHMMaHWe nonutuke nepegaym DHCP-3anpocos.

Mpn peanusaumm yHkumm onuun 82 DHCP-peTpaHcnsitopa, nogpobHas uHgopmauus o
npouecce paboTbl pyHKUMM onummn 82 DHCP-peTpaHcnaTopa MoXeT ObITb NonyyeHa KomaHaom
«debug ip dhcp relay packet». 3ta nHdopmaumnsa MoXeT MOMOYL B MOUCKE HEUCNPABHOCTEN.

Mpn peanusauun dyHkumn onummn 82 DHCP-cesepa, nogpobHas nHgopmaums o npouecce
paboTbl yHKumMK onumm 82 DHCP-cepBepa MoxeT OblTb nonydyeHa komaHgon «debug ip dhep
server packet». 9Ta nHopmauunsa MOXeT MOMOYb B MOMCKE HEUCTNPABHOCTEN.
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29. Oonunnm 60 K 43 DHCP
29.1. BBegexHue B onuumn 60 n 43 DHCP

DHCP-cepBep aHanusupyeT nakeTbl oT DHCP-knueHTa. Ecnv npuxoguT naket ¢ onuuwen 60,
cepBep npuHUMaeT peleHne Bosepawate i DHCP-knueHTy naketel ¢ onuuen 43 B
cooTBeTCTBMM C onumen 60 n HacTpameaeT napameTpbl 60 n 43 B agpeCcHOM NPOCTpaHCTBe

cepsepa DHCP.

HacTponka cooTBeTcTBYtOWMX onumi 60 1 43 B agpecHom npoctopaHcTee DHCP-cepBepa:

1. B agpecHOM npocTpaHCcTBe HacTpauBatoTcs onuumn 60 1 43 ogHoBpeMeHHo. MNpuxoant
DHCP-naket c onumen 60 ot DHCP-knueHTa, ecnn oH coBnagaeT ¢ onuuen 60
agpecHoro npoctpaHctea DHCP-cepepa, DHCP-knMeHT nonyynTt onumio 43,
HaCTPOEHHYI0 B aApeCHOM NMPOCTPaHCTBE, MHade onuusa 43 DHCP-knneHTy He

BO3BpaLlaeTcA.

2. B agpecHoM npocTpaHCTBE HacTpamBaeTcs ToNbko onumsa 43, coBnagatowias ¢ nobon
onumen 60. Ecnu nonyvyeH DHCP-nakeT ¢ onumen 60 ot DHCP-knneHTa, 10
DHCP-knNueHT nony4ynt onuuio 43, HACTPOEHHYIO B a4peCcHOM NPOCTPaHCTBE.

3. Ecnu B agpecHOM npocTpaHCTBE HACTpoeHa Tonbko onums 60, To DHCP-knneHT He

nonyynT onumio 43.

29.2. Hactpouka onuuun 60 n 43 Ha DHCP

1. bBasoBble HacTpoviku onuui 60 1 43.

KomaHaa

OnucaHue

Pexunm koHdurypaumm agpecHoro npoctpaHcTBa

option 60 ascii LINE

Hactponka onuun 60 B CUMBOSIbHOW CTpoke B chopmate
ascii B pexume ip-agpecHoro npoctpaHctesa DHCP

option 43 ascii LINE

Hactponka onuun 43 B CUMBOSIbHOW CTpoke B dpopmate
ascii B pexume ip-agpecHoro npoctpaHctesa DHCP

option 60 hex WORD

HacTponka onuumn 60 B cMMBONbHOM CTpoke B dopmMaTe hex
B pexume ip-agpecHoro npoctpaHctesa DHCP

option 43 hex WORD

HacTtpoika onunn 43 B CUMBOMbLHOW CTpoKe B popmMaTte hex
B pexume ip-agpecHoro npoctpaHcTea DHCP

option 60 ip A.B.C.D

HacTtpoika onunn 60 B cMMBONbHOM CTpoKe B dhopmaTe IP
B pexume ip-agpecHoro npoctpaHctesa DHCP

option 43 ip A.B.C.D

HacTpoika onunn 43 B cMmBosibHoW cTpoke B chopmaTe IP
B pexume ip-agpecHoro npoctpaHctea DHCP

no option 60

YaaneHne HacTpoek onuun 60 B pexume agpecHoro
npocTpaHcTBa
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onunm 60 U 43 DHCP W

KomaHpa OnucaHue

no option 43 YaaneHne HacTpoek onuunm 43 B pexume aapecHoro
npocTpaHcTBa

29.3. NMpumep HacTponku onumn 60 n 43 DHCPv6

==

XocTt Switch DHCP-cepBep
PucyHok 29-1.

(a1

Fit AP nonyyaetr IP-agpec n onuuio 43 — npusHak DHCP-cepsepa pgna oTnpasku
ogHoagpecHoro discovery 3anpoca Ha 6ecnpoBofbin koHTponnep. DHCP-cepeep HacTpansaeT
onumto 60 B cooTBeTcTBMM € onumein 60 Fit AP n Bo3epawaeT 43 onuuto FTP AP.

# Hactponka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTtpaHeHue HencnpaBHocTten 60 n 43 onunn DHCP

Ecnun Bo3HukatoT npobnem npu Hactponke DHCP onuun 60 1 43, noxanyicta ybéegntecns, 4to
nNpobnembl He Bbi3BaHbl CrieayoLWMMU NPUYNHAMU:

o [lpoBepbTe BKNtoUeHa nn pyHKuma cnyxosl DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onumm 60, ybeguTtech, YTO OHO codeTaeTcs
c onumen 60 B nakeTax.
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30. ornuun 37, 38 DHCPV6
30.1. BBegeHue B onuuu 37, 38 DHCPvV6

DHCPv6 (npoTokon AuMHamuyeckon KoHdurypauum xoctoB ansa IPv6) paspabotaH gns
agpecHon cxembl IPv6 M wucnonb3yeTcs [Ans HasHadeHua xoctam  IPv6-npedumkcos,
IPv6-agpecoB 1 gpyrmx KOHOUrypaumoHHbIX NapameTpoB.

Ecnn DHCPV6-KNMEHT XO04eT 3anpocuTb napameTpbl kKoHdurypauum ot DHCPV6-cepsepa,
Haxopgsiierocss B APYroM cermeHte, 10 gnsi atoro notpebyetca DHCPV6-peTpaHcnsTop.
DHCPV6-coobLieHne, nNpuHATOE peTpaHCnaTopoM, WHKancynupyetca B «relay-forward»
nakeTbl, nepenpasnsemMble cepBepy, KOTopbin 3atem oTBedvaeT DHCPvV6-peTpaHcnsaTopy
naketammn «relay-reply». 3aTemM peTpaHCNATOp BOCCTaHaBnMBaeT W3 3TUX MNaKeTOB
DHCPv6-coobLleHne 1 nepecbinaeT ero KNneHTy.

Ectb HekoTOpble npobnembl npu ucnonb3oBaHun DHCPV6-peTpaHcnsaTopa, Hanpumep, Kak
HasHaunMTb IP-agpec B OUMKCMPOBAHHOM Auana3oHe KOHKPETHbIM mnonb3oBaTensam? Kak
n3bexaTb HeneranbHOro npucBoeHnsa |P-agpecoB, BbI3BAHHOIO aTakoW, HaUereHHOM Ha
ncyepnaHne cBoboaHbix agpecoB? Kak unsbexaTtb HeneranbHbiXx DHCPV6-KNMEHTOB,
ncnone3ayowmx MAC-agpec Apyrnx KNMeHToB? 3T Npobrembl peLlarnTcs NoCpesCcTBOM ONuUn
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwnn 37 n 38 DHCPvV6 nogo6Hel onuumn 82 DHCP. DHCPV6-peTpaHcnaTop gobasnaeT onumm
37 n 38 Kk nepecbinaembiM 3anpocam ¥ ybupaeT 3TM onuuv U3 OTBETOB cepBepa. Takum
obpasom npumeHeHue onumin 37 1 38 Npo3payHo ANs KnMeHTa.

Mo onuuam 37 u 38 DHCPv6-cepep MoxeT ayteHTudumumpoBaTtb DHCPV6-knueHTa u
DHCPvV6-peTpaHcnupytoLliee YCTPOMUCTBO, HasHayaTb U yNpaBndATb KIMEHTCKUMU agpecamu,
TeM cambIM NpedoTBpalLaTth pasnmyHble DHCPv6-aTakn. Tak kak cepBep onpenensieT, C Kakoro
nopTta AocTyna npuvwen 3anpoc, OH MOXeET OrPaHNYNTb KONIMYECTBO BblAensieMblX aapecoB Ha
nopT ocTyna, TeM cambiM MNpefdoTBpaTUTb aTaKy, HaLEeneHHyl Ha ucyeprnaHue agpecos.
OpHako RFC4649 n RFC4580 He onpegenstoT, kak cepBep OygeT ncnonb3oBatb onumm 37 u
38, nonb3oBarterib MOXeT UCMOMb30BaTb UX MO CBOEMY YCMOTPEHMIO.

30.2. Cnucok 3apgayd koHdurypauum onuun 37, 38 DHCPv6

1. KoHdurypauus 6asosbix onuun Dhepv6 snooping.
2. KoHdwurypaums 6asoBbix onumin DHCPv6-peTpaHcnsitopa.
3. KoHdwurypaums 6asoBbix onumin DHCPv6-cepBepa.

1. KoHdurypauus 6asosbix onuun Dhepv6 snooping.

KomaHaa OnucaHue

O6wumn pexmm

ipv6 dhcp snooping remote-id option BkntovaeTt noggepxky onuum 37 B DHCPv6

no ipv6 dhcp snooping remote-id option snooping. ~ Komawga  no  Bbiknio4aet
NOAOEPXKKY.

ipv6 dhcp snooping subscriber-id option BkntovaeT noggepxky onuun 38 B DHCPvV6

no ipv6 dhcp snooping subscriber-id option | SNOOPINg.  Komakaa — no  BbikniovaeT
NOAAEPXKKY.
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KomaHpa

OnucaHue

ipv6 dhcp snooping remote-id policy {drop |
keep | replace}

no ipv6 dhcp snooping remote-id policy

YcraHaBsnusaet NOSNNTUKY nepechbInku
nakeToB, yXKe coaepxalmx onumto 37.

drop — cuctema npocto oTBpoCUT NakeTbl C
onunen 37; Kkeep cuctema CcoxpaHut
MUCXodHyto onuuio 37 M nepewneTt nakeT
cepsepy; replace cuctema  3aMeHuT
CyLLEeCTBYIOLLYIO onuuto 37 CBOEN 1 nepeLuneT
naket cepsepy. KomaHaa no ycrtaHaBnuBaeT
nonuTuky replace.

ipv6 dhcp snooping subscriber-id policy {drop
| keep | replace}

no ipv6 dhcp snooping subscriber-id policy

YcTaHaBnuBaeT NoOnnTUKY NepechbINKK
nakeToB, y>Ke cogepxalumx onuuto 38.

drop — cuctema npocto OoTbpocuT nakeTbl C
onumen 38; keep cuctemMa  CoxpaHuT
ucxogHyro onumo 38 M nepewnet nakeT
cepBepy.

replace — cMctema 3aMeHWUT CyLLECTBYIOLLYHO
onuuio 38 cBoen 1 nepeLuneT nakeT cepBepy.
KomaHga no ycTaHaBnuBaeT  MNONUTUKY
replace.

ipv6 dhcp snooping subscriber-id select (sp |
sv | pv | spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

HacTtpauBaeT nonb3oBaTenbCKyto
KOHpurypaumto onumn subscriber-id, Komanga
No BOCCTaHaBMMBAET KOHUrypaLmto no
YMOJ4YaHM1Io, T.€. 3aBOACKON HOMEpP BMECTE C
VLAN MAC.

ipv6 dhcp snooping subscriber-id select
(splsv|pv|spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

HactpaunBaet Nnonb30BaTENbCKYH
KOHpurypaumto onumi subscriber-id. Komanga
Nno BOCCTaHaBNMBaeT KOHdUrypauuo no

yMorn4yaHuio, T.e. HasBaHne VLAN BmecTe C
Ha3BaHWeM nopTa.

Pexum

nopTa

ipv6 dhcp snooping remote-id <remote-id>
no ipv6 dhcp snooping remote-id

3apaet opmy gobaeneHus onuun 37.

<remote-id> 310 cogepxaHune nonga remote-id
B onpegeneHHon nonb3oBarteniem onumn 37,
CTpoka He bone 128 cumponoe. KomaHga no
BOCCTaHaBnvBaeT KOHUrypaumio no
YMOMYaHuio, T.e. 3aBOACKON HOMEP BMeCTe C
VLAN MAC.
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orunn 37, 38 DHCPV6

KomaHpa

OnucaHue

ipv6 dhcp subscriber-id

<subscriber-id>

snooping

no ipv6 dhcp snooping subscriber-id

3agaet popmy gobasneHus onuum 38.

<subscriber-id> aTO0 cogepxaHue nons
subscriber-id B onpefeneHHom
nonb3oBartenem onuun 38, ctpoka He 6one
128 cumeonoB. KomaHnaa no BoccTaHaBnuBaeT
KOH(pUrypaLumio no ymonyaHuio, T.e. Ha3BaHue
VLAN BMecTe ¢ Ha3BaHWeM nopTa, Hanpumep,
"Vlan2+Ethernetl/2".

no ipv6 dhcp relay subscriber-id option

2.  KoHdwurypaums 6asoBbix onumii DHCPv6-peTpaHcnsTopa.
KomaHpa OnucaHue
Oo6wmn pexmm

ipv6 dhcp relay remote-id option Bknioyaetr noggepxky onumm 37 B

no ipv6 dhcp relay remote-id option DHCPv6-petpancnstope.  Komakpa  no
BbIKINOYAET NoAOEPXKKY.

ipv6 dhcp relay subscriber-id option BknovyaeTr noggepxky onumm 38 B
DHCPv6-peTpaHcnaTope. KomaHga no

BbIKMOYAET NOAAEPKKY.

ipv6 dhcp relay remote-id delimiter WORD
no ipv6 dhcp relay remote-id delimiter

HacTtpauBaeT nonb3oBaTenbCKyto
KOH(urypaumio onumrm remote-id. KomaHga
No BOCCTaHaBMMBAET KOHUrypaLmio no
YMOJ4YaHu1Io, T.€. 3aBOACKON HOMEpP BMeCTe C
VLAN MAC.

ipv6 dhcp relay subscriber-id select (sp | sv | pv
| spv) delimiter WORD (delimiter WORD |)

no ipve dhcp
delimiter

relay subscriber-id select

HacTtpauBaeTt Nosib30BaTENbCKYIO
KOHpurypaumio onumn subscriber-id.
KomaHpga no BOCCTaHaBNMBaeT
KOH(purypaumio  no  ymosyaHuwo, T.e.

Ha3aHuMe VLAN BMecTe C HasBaHMeM nopTa.

Pexum koHdurypaumm nHtepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id>
no ipv6 dhcp relay remote-id

3apaet dopmy pgobaenenua onuumn 37.
<remote-id> 310 cogepxaHue nons remote- id
B onpeaeneHHon nornb3oBaTtenem onuun 37,
CTpoka He 6one 128 cumeonos. KomaHga no
BOCCTaHaBnvBaeT KOHdurypaumio no
YMOJYaHu1Io, T.€. 3aBOACKON HOMEpP BMeCTe C
VLAN MAC.
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orunn 37, 38 DHCPV6

KomaHpa

OnucaHue

ipv6 dhcp relay subscriber-id <subscriber-id>
no ipv6 dhcp relay subscriber-id

3apaet dopmy pobasneHus onuum  38.
<subscriber-id> 310 cogepxaHue nons
subscriber-id B onpeaeneHHom
nonb3oBartenem onuun 38, cTpoka He Gonee
128 CIMBOJIOB. KomaHga no

no ipv6 dhcp server remote-id option

BOCCTaHaBnneaeT KOHdoUrypauuio no
ymon4yaHuo, T.e. Ha3BaHne VLAN BmecTe C
Ha3BaHMEM nopTa, Hanpumep,
"Vlan2+Ethernetl1/2".
3. KoHdwurypaums 6asoBbix onumii DHCPv6-cepepa.
KomaHpa OnucaHue
Oo6wmn pexmm
ipv6 dhcp server remote-id option Bknioyaetr nopggepxky onuum 37 B

DHCPv6-cepBepe. KomaHga no BbikoyaeT
NoaAEPXKY.

ipv6 dhcp server subscriber-id option
no ipv6 dhcp server subscriber-id option

BknioyaeTr noggepxky onuum 38 B
DHCPv6-cepBepe. KomaHga no BbIkntovaeT

NoAdEpPKKY.

ipv6 dhcp use class
no ipv6 dhcp use class

BknoyaeT  noggepxky — MCMosib30BaHUS
DHCPv6-knaccoB npu nNpMcBOeHUM agpecos.
KomaHga no BbikMwYaeT 3To, He yaansas
HacTpovikun krnaccoe DHCPVG.

ipv6 dhcp class <class-name>
no ipv6 dhcp class <class-name>

Onpepensier DHCPv6 knacc u BxoguT B
pexum koHdurypaummn DHCPv6-knacca.

KomaHga no ygansieT knacc.

Pexum koHdurypaumm nHtepcenca

ipv6 dhcp server select relay-forw
no ipv6 dhcp server select relay-forw

Bkntoyaetr BbiOOp omumm 37 wn 38
BHYTPEHHEr0 YpPOBHA, KOorga B nakeTe,
npuweaLem oT peTpaHcnaTopa, cylecTsyeT
Heckonbko onuun 37 nnn 38. Komanga no
BO3BpaLL@eT HAaCTPOWKY MO YMONYaHuUIo, T.e.
Bolbop onumi 37 wn 38 opurnHanbHbIX
NakeToB.
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KomaHpa

OnucaHue

Pexum koHdurypaumm DHCPv6-knacca

<subscriber-id> [*]}

[*] <subscriber-id> [*]}

{remote-id [*] <remote-id> [*] | subscriber-id [*]

no {remote-id [*] <remote-id> [*] | subscriber-id

HactpanBaet onuumn 37 u 38,
COOTBETCTBYIOT Kriaccy.

KOTOpble

PexTtn koHdurypauum nyna agpecos DHCPv6

class <class-name>
no class <class-name>

AccounmpyeT knacc C nynoM agpecoB U
BXOOUT B PEXWUM KOH(urypaumm knacca B
nyne agpecoB. KomaHga no ybupaet
accoumnaumio.

address range <start-ip> <end-ip>
no address range <start-ip> <end-ip>

YctaHaBnuBaeT [Ouana3oH agpecoB AN
DHCPv6 knacca. Komanga no yganset
AnanasoH. dopma 3anucu «npedukc/annuHa»
He nogaepxvBaeTcs.

30.3. NMpumepsbl onnun 37, 38 DHCPv6
30.3.1. Mpumep onuun 37, 38 B DHCPV6 Snooping

Interface E1/1

Interface E 1/

<>

g

i KommyTtaTop A

S

Interfade E 1/3

KommyTtatop B

Interface E 1/4

PucyHok 30-1. Cxema onumn B DHCPV6 Snooping
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CornacHo cxeme Mac-AA, Mac-BB n Mac-CC — obbl4Hble nonb3oBaTenu, NoaKmnioYeHHble K
HefoBepeHHbIM nHTepderncam 1/2, 1/3 n Va cootBeTcTBeHHO. OHU nony4atoT IP-agpeca 2010:2,
2010:3 1 2010:4 no DHCPv6G; DHCPv6-cepBep Noakno4eH K JOBEPEHHOMY MHTepdency 1/1.
HactpoeHo Tpu nonutukn Bblgenenus agpecos (knaccos), CLASS1 cooteeTcTByeT onuumn 38,
CLASS2 cooteetctByeT onuun 37, a CLASS3 — onumam 37 u 38. B nyne agpecos
EastDormPool 3anpocam, cootBetctBytowmum knaccam CLASS1, CLASS2 n CLASS3 6yayt
Ha3Ha4eHbl agpeca n3 ananasoHoB 2001:da8:100:1::2—2001:da8:100:1::30,
2001:da8:100:1::31-2001:da8:100:1::60 n 2001:da8:100:1::61-2001:da8:100:1::100
cooTBeTCTBeHHO. Ha kommyTtaTope A BknoveHa ¢yHkums DHCPv6 snooping n HacTpoeHsb!
onuuun 37 n 38.

KoHdburypaums kommyTtatopa A:
SwitchA(config)#ipvé dhcp snooping remote-id option
SwitchA(config)#ipvé dhcp snooping subscriber-id option
SwitchA(config)#int e 1/1
SwitchA(config-if-ethernetl/1)#ipvé dhcp snooping trust
SwitchA(config-if-ethernetl1/1)#exit
SwitchA(config)#interface vlan 1
SwitchA(config-if-vlan1)#ipvé address 2001:da8:100:1::1
SwitchA(config-if-vlan)#exit
SwitchA(config)#interface ethernet 1/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit
SwitchA(config)#

KoHdburypaumst kommyTtaTtopa B:
SwitchB(config)#service dhcpvé
SwitchB(config)#ipvé dhcp server remote-id option
SwitchB(config)#ipvé dhcp server subscriber-id option
SwitchB(config)#ipvé dhcp pool EastDormPool

SwitchB(dhcpvé-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpvé-eastdormpool-config)#dns-server 2001:1
SwitchB(dhcpvé-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpvé-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpvé-eastdormpool-config) #exit

SwitchB(config)#

SwitchB(config)#ipvé dhcp class CLASSI

SwitchB(dhcpvé-class-classi-config)#remote-id 00-1f-ce-00-00-01 subscriber-id
vlan1+Ethernetl/1

SwitchB(dhcpvé-class-classi-config)#exit
SwitchB(config)#ipvé dhcp class CLASS2
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SwitchB(dhcpvé-class-class2-config)#remote-id 00-1f-ce-00-00-01 subscriber-id
vlan1+Ethernetl/2

SwitchB(dhcpvé-class-class2-config)#exit
SwitchB(config)#ipvé dhcp class CLASS3

SwitchB(dhcpvé-class-class3-config)#remote-id 00-1f-ce-00-00-01 subscriber-id
vlanl+Ethernet1/3

SwitchB(dhcpvé-class-class3-config)#exit

SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#class CLASSI1

SwitchB(dhcpvé-pool-eastdormpool-class-classl-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-classl-config)#exit
SwitchB(dhcpvé-eastdormpool-config)#class CLASS2

SwitchB(dhcpvé-pool-eastdormpool-class-class2-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpvé-eastdormpool-config)#class CLASS3

SwitchB(dhcpvé-pool-eastdormpool-class-class3-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpvé-pool-eastdormpool-class-class3-config)#exit
SwitchB(dhcpvé-eastdormpool-config)#exit
SwitchB(config)#interface vlan 1

SwitchB(config-if-vlan1)#ipvé address 2001:da8:100:1::2/64
SwitchB(config-if-vlan1)#ipvé dhcp server EastDormPool
SwitchB(config-if-vlan)#exit

SwitchB(config)#

30.3.2. NMpumep onuun 37, 38 Ha DHCPv6-peTpaHcnaTope
Mpumep 1:

Mpn passepTbiBaHun IPv6-cetn gna BbigeneHus IPv6-agpecoB MoXeT ObiTb MCMONb3oBaHa
dyHKumMs cepepa DHCPV6 Ha mapupyTuanpylowem yCTPOUCTBE, ECNN CrieumarbHbIi cepBep
ncnonb3yeTcd [Ond paBHOMEPHOro pacrnpegerieHns u  ynpaeneHua |IPv6-agpecamu.
DHCPv6-cepBep nogaepxmaeT oba pexunma, ¢ otcnexmnsaHmne coctosiHus (stateful) n 6e3 Hero
(stateless).

Tononorusa cetu:

Ha ypoBHe pocTyna wucnonb3yeTcsa koMmmyTatop 1 Ans NOAKMIOYEHUS MNoSib3oBaTeENeEn
obLWexnTns; Ha nNepBoM YpPOBHE  arrperauum  KOMMyTatop 2  HACTpPOeH  Kak
DHCPv6-peTpaHCNATOp; Ha BTOPOM YpPOBHE arrperauun KommyTaTtop 3 HaCTPOeH Kak
DHCPv6-cepBep M cCOeduHEH C MarucTpanbHOW ceTbio. Ha komnbioTepax AorkHa ObiTb
yctaHoBrneHa OC Windows Vista, B kotopon ectb DHCPV6-KnneHT.
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\ __ DHCPv6 Server

: -
Switch3 /4_ —_—
V1:2001:da8:1:1::1
V10: 2001:da8:10:1::1

Switch2

V1: 2001:da8:1:1::2 g
V10: 2001:da8:10:1::2 ~
V100: 2001:da8:100:1::1

Switch1 g —

DHCPv6 client

PucyHok 30-2. Cxema npumeHeHus onumin B DHCPvV6-peTpaHcndatope

KoHdurypaums kommyTtaTtopa 2:
S2(config)#service dhcpvé
S2(config)#ipvé dhcp relay remote-id option
S2(config)#ipvé dhcp relay subscriber-id option
S2(config)#vlan 10
S2(config-vlan10)#int vlan 10
S2(config-if-vlan10)#ipvé address 2001:da8:1:::2/64
S2(config-if-vlan10)#ipvé dhcp relay destination 2001:da8:10:1::1
S2(config-if-vlan10)#exit
S2(config)#

30.4. Nouck HencnpaBHocTten onuun 37, 38 DHCPv6

MakeTbl 3anpocoB, oTcbliaeMble DHCPV6-knneHToM, 3To multicast-nakeTbl, nony4YeHHble
yctpouncteoM BHyTpu ero VLAN. Ecnv DHCPv6-cepBep xo4veT nomny4vaTtb nakeTbl OT KNUEeHTa,
KNWEHT M cepBep OOKHbl HaxoauTbes B ogHoM VLAN, MHaye HeoGxoaMMOo MCNonb3oBaTb

DHCPv6-peTpaHcnaTop.
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O6paboTka onumn 37,38 npn DHCPV6 snooping MOXeT npoxoauTb OAHWMM W3 Criefytolimx
00pas0B: 3aMeHUTb OpuUrMHanbHble onuuu 37,38 cBoMmK; oTOpoCcUTL NakeT ¢ onuusimm 37,38;
He BbINONHATL onepaumio AobaBneHns, nepegaym unm otopacbiBaHnA nakeTa. [Noatomy, ecnu
IPv6-agpec He norny4yeH B COOTBETCTBUM € onumamn 37,38, noxkanyncra, npoBepbTe HACTPONKN
nonutuk DHCPvV6 snooping Ha BTopom ycTponctee. DHCPV6-cepBep No ymMonyaHuio nonyvaet
onumn 37,38 13 naketa, OTNPABNEHHOrO KIMMEHTOM, TaK >Xe& MOXeT nonyvatb UX U3 naketa,
OTNPaBIEHHOIO PETPAHCSATOPOM.

DHCPv6-cepBep npoeepsieT TOJbKO onuumn 37,38, nobGaBneHHble nepBbIM
DHCPV6-peTpaHCNATOPOM, 9TO 3HAYMT, YTO B NakeTax peTpaHcnaTopa AeNCcTBUTENbHbI TOMBbKO
onummn 37,38 camoro rry6oKoro ypoBHSi.
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31. KOHOPUT'YPALIUA DHCP SNOOPING
31.1. BBegeHnue B DHCP Snooping

DHCP Snooping o03HayaeT, 4TO KOMMyTaTop HabniogaeT 3a npoueccoM MPUCBOEHMS
IP-agpecos no npotokony DHCP. 3T0 npepoTtepawaeT nosaBrneHWe HenerasnbHbIX
DHCP-cepBepoB n DHCP-atakn nytemM HacTPOWKU OOBEPEHHbIX M HeLOBEPEHHbIX MOPTOB.
DHCP-coobuieHne ¢ [oBepeHHbIX NopToB nepepaeTca 6e3 nposepku. [pu Tunu4Hon
KOH(purypaumm [oBepeHHble NopTbl UCNONb3yTca Ang nogkniodeHna DHCP-cepeepa unu
DHCP-peTpaHcnaTopa, a kK HeAoBepEeHHbIM NOpTaM NOAKIMYaTCS KNNeHThbl. C HeOBEPEHHbIX
noptoB kKommyTtaTop OygeTr nepecbinate Tonbko DHCP-3anpockl, HO He oTBeThl. Ecnn ¢
HeJOBEepPEeHHOro nopTta nosnyvyeHo coobeHme DHCP-oTBeTa, KOMMYyTaTOp NOAHUMET TPEBOTY U
npegnpuMeT onpefeneHHble OenCTBUMS C MOPTOM, COrfacHO HacTponkam, Hanpumep,
BbIKIIOYEHME UNKN CO3aaHNe «4EePHOWN ObIpbi».

Ecnn BknioyeHa npuesska DHCP Snooping, koMmyTaTtop COXpaHUT B COOTBETCTBYIOLLEN
Tabnuue ceasyowyo uHbopmauuo o kaxaom DHCP-knueHTe € HegoBEepeHHOro noprta
(skntovaa MAC-agpec, IP-agpec, apeHgy I[P, Homepa VLAN u nopta). Umes Takywo
nHpopmaumto DHCP Snooping MOXHO KOMBWHMpOBaTL C APYrMMW MOOYNSMU, TakMMK, Kak
dot1x n ARP, nnu camoctoaTenbHO peann3oBaTb KOHTPOSIb 4OCTYNa Nonb3oBaTenen.

3awmTta ot nopapenbHoro DHCP-cepBepa: ecnv KOMMyTaTop nepexBaTbiBaeT OTBET
DHCP-cepsepa (Bkntovas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHuMmeT TpeBory u
npegnpuMeT onpeenieHHble OEWCTBUS, COrMacHO HacTpovkaM (BbIKIKOYEHWE MnopTa uim
co3faHue «4epHoW AbIpbI»).

3awmTa ot neperpy3ku DHCP: 4ytobbl n3bexartb 6onblioro konmyectea coobweHmin DHCP,
aTakylwmx npoueccop, Mosfb3oBaTeNlb MOXET OrpaHuMyYnuTb  CKOPOCTb  MOSyYeHUs
DHCP-nakeToB Ha OOBEPEHHbIX U HEOOBEPEHHbIX NOpTax.

3anucb cBAsywwWwmnx gaHHbIX DHCP: DHCP snooping npu nepeckinke DHCP-naketoB 6yget
3anncbiBaTb CBA3YKOLME AaHHble, BblaeneHHblie DHCP-cepBepoM. MOXHO Tak e 3arpysvTb
9TV [aHHble Ha CcepBep B LENsAX BOCCTAHOBMEHUS YTEPsIHHOM WHGopmauuun. Ceasyolime
AaHHbIE, B OCHOBHOM, UCMOMb3YKTCA AN HACTPONKM ANHAMUYECKNX NONb30BaTENbCKUX MOPTOB
dot1x. 3a nogpobHon nHdpopmaumen o dot1x obpaTutech, Noxanymncra, k rmaese «HacTtponka
dot1x».

Do6aeneHue cBasyowero ARP: moxHo go6aBuTb ctatudeckyto cBsasky ARP B cooTBeTCTBUM
C AWHaAMMYEeCKMMM AaHHbIMK, YTOObI NnpegoTBpaTMTh ARP-MOLIEHHMYECTBO.

[ob6aBneHve fnoBepeHHbIX NOfIb3oBaTeen: MOXHO 06aBUTb 3anNUCKU B CNIMCOK JOBEPEHHbIX
nonb3oBaTtenen B COOTBETCTBUM C MapamMeTpamn CBA3YIOLWMX AaHHbIX; 3TW Morib3oBaTenu
nony4aT AOCTyn KO Bcem pecypcam 6e3 dot1x-ayTeHTudurkauum.

ABTOMaTMYeCKoe BOCCTaHOBIIEHUE: Yepe3 HEKOTOPOE BPEMS MOCIIe BbIKMIOYEHUS nopTa nnm
CO34aHUs K4EPHON ObIPbl», HY>KHO aBTOMaTN4eCckn yopatb 6rokmpoBky nopta nnn MAC-agpeca
M OTApaBUTb NPU 3TOM MHGOpPMaLMIO Ha cepBep Yepes syslog.

DYHKUMA XKypHana: Korga kommyTtaTtop obHapyxvBaeT HEeHOpMarbHble NakeTbl, OH AOSHKeH
OTNpaBnUTb MHPOPMaLMIO Ha cepBep XypHana vepes syslog.

lLncdpoBaHne npuBaTHbIX COOOLIEHMW. CBA3b MeXdy KOMMYTaTOpOM W BHYTPEHHEMN
cucTeMon ynpaeneHus 6GesonacHocTbo ceTu TrustView npoucxoguT 4depes3 npuBaTHbIE
coobLeHus. MNMonb3oeaTenu MoryT WKMdpoBaTb 3TN COOOLLEHNS B BEpCUM 2.

PyHKuMA nobaBneHue onumm 82: pasnuyHble onuun 82 gobasnsawtca B8 DHCP-coobuweHne B
COOTBETCTBMU CO CTaTyCOM ayTeHTUMKaLMmM nonb3oBaTens.
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31.2. MocnepoBaTtenbHOCTbL 3aaay koHdurypauum DHCP Snooping

=

Bkntounts DHCP Snooping.

BknounTb doyHKumio npuesaskn DHCP Snooping.

BknounTb doyHKkumio npuesaskn ARP DHCP Snooping.

BknounTb doyHKkumio onummn 82 DHCP Snooping.

YcTaHoBUTL BEPCUIO NPUBATHbLIX MAKeTOB.

YcTaHoBUTb 3angpoBaHHbIn Koy DES Ana npyBaTHbLIX NakeTos.
YctaHoBuTb agpec DHCP-cepBepa.

HacTpouTb AoBepeHHbIE MOPTHI.

BknounTb doyHKumio npuesaskn DHCP Snooping DOT1X.
BknounTb doyHKumio npuesaskn DHCP Snooping USER.

. Jo6aBnTb 3anvcy B CTaTUYECKUIN CNINCOK.

. YCTaHOBUTb OENCTBUSA 3aLUNTHI.

. YcTaHOBUTb orpaHnyeHne ckopoctn nepegaydn DHCP-coobLieHun.
BkntounTb oTnaaky.

HactpouTb atpubyTsl onumm 82 DHCP Snooping.

©OCXNOOO AN

e el
ok wdPE o

1. Bxkntoumte DHCP Snooping.

KomaHpa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping enable Bkntountb/Bbikntountse DHCP Snooping.
no ip dhcp snooping enable

2. Bxnountb doyHkumio npmesskn DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding enable BkntounTb/BbikNOUNTL pyHKUMIO npuesaskn DHCP

no ip dhcp snooping binding enable Snooping.

3. Bxmountb doyHkumo npmeaskn ARP DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding arp BkntounTb/BbIkNOUNTE PyHKUMO npuBaskm ARP DHCP

no ip dhcp snooping binding arp | S"°0PING.
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4. Bknountb dyHKumio onummn 82 DHCP Snooping.

KomaHpa OnucaHue

Fo6GanbHbIN pexum

ip dhcp snooping information enable BkntounTb/BhIKMIOUNTE yHKUMO onumm 82 DHCP

no ip dhcp snooping information enable Snooping.

5. YcTaHoBUTb BEPCUIO NPUBATHLIX MAaKeTOB.

KomaHpa OnucaHue

FnobanbHbIN peXxum

ip user private packet version two HactpouTb/yganuTb BEPCUIO NMPUBATHLIX NAKETOB.
no ip user private packet version two

6. YcraHoBUTb 3awmdpoBaHHbIn ktod DES ansa npuBaTHbIX NaKeToB.

KomaHpa OnucaHue

FnobanbHbIN peXxum

enable trustview key 0/7 <password> HacTtpoutb/yganutb 3awwmdpoBaHHbii kntod DES

no enable trustview key AT NS R B TRelE),

7. YctaHosuTb agpec DHCP-cepsepa.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip user helper-address A.B.C.D [port | Hactpoutb/yganutb agpec DHCP-cepsepa.
<udpport>] source <ipAddr> (secondary|)

no ip user helper-address (secondary|)

8. Hactpoutb foBEepeHHbIE NOPTHI.

KomaHaa OnucaHue

Pexum nopTta

ip dhcp snooping trust Cpoenatb nopT goBepeHHbIM. KomaHaa no oTMeHseT

no ip dhcp snooping trust HaCTPOWKy.
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9. Bkmountb dyHKumio npussskn DHCP Snooping DOT1X.

KomaHpa

OnucaHue

Pexum nopTa

ip dhcp snooping binding dot1x
no ip dhcp snooping binding dot1x

BkntounTb/BbIkNOUNTE byHKUMIO npuBsaskun DHCP
Snooping DOT1X.

10. Bkntountb doyHKumio npmeaskm DHCP Snooping USER.

KomaHpa

|
OnucaHue

Pexum nopTa

ip dhcp snooping binding user-control
no ip dhcp snooping binding user- control

BkniounTb/BbIKNOUNTE YHKLMIO NpuBa3kn DHCP
Snooping USER.

11. Jo6aBunTb 3annucm B CTaTUYECKUIA CMUCOK.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

ip dhcp snhooping binding user <mac>
address <ipAddr> <mask> vlan <vid>
interface (ethernet|) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

[obaeuTb/yganntb 3annucu B CTaTUYECKUIA CIIUCOK.

12. YcTtaHOBUTb AENCTBUA 3aLLUTHI.

{shutdown|blackhole} [recovery<second>]
no ip dhcp snooping action

KomaHaa OnucaHue
Pexum nopTta
ip dhcp shooping action | YcTaHOBUTL/OTMEHUTL aBToOMaTun4yeckme

3allUMTHbIE OECTBUS Ha MopTax.
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13. YcraHoBUTb orpaHudeHne ckopocTtu nepegadn DHCP-coobLieHun.

KomaHpa OnucaHue

Fo6GanbHbIN pexum

ip dhcp snooping limit-rate <pps> YCTaHOBUTL  OrpaHUYEeHME  CKOPOCTU  nepefayu

no ip dhcp snooping limit-rate DHCP-coobLuenm.

14. BkniouvTb OTNAAKYy.

|
KomaHpa OnucaHue

Pexunm agmmHucTpatopa

debug ip dhcp snooping packet | lMNMoxanyncta, obpaTutecb K COOTBETCTBYIOLLEN [faBe
debug ip dhcp snooping event noucka HemcnpaBHOCTEN.
debug ip dhcp snooping update

debug ip dhcp snooping binding

15. HactpouTb atpnbyTbl onumm 82 DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping information option | YctaHasnmBaeT dopmat subscriber-id onuumm
subscriber-id format {hex | acsii | vs-hp} 82 DHCP snooping.

ip dhcp snooping information option remote- id | YcTaHaBnmBaeT cogepXaHue  cyb-onuum
{standard | <remote-id>} no ip dhcp snhooping | remote-id onuun 82. KomaHga no Bo3spallaeT

information option remote-id cTaHgapTHbIN hopmar.
ip dhcp snooping information option allow- | Pa3pelwaet HeLOBEPEHHbBIM noptam
untrusted npuHumate DHCP-nakeTbl ¢ onumen 82. Ecnu

He BKIIlO4eHO, BCe HegoBepeHHble MNopThl

ip dh ing inf ti ti llow-
no 1 dhep snooping information option afiow OynyTt otbpacbiBaTe DHCP-nakeThbl ¢ onuuen

untrusted

82.
ip dhcp snooping information option delimiter | YctaHaBnuBaeT pasgenurernb ans
[colon | dot | slash | space] napameTpoB cy6-onumi onumn 82. Komanga

no yCTaHaBnnBaeT pasgenuntenb no

no ip dhcp snooping information option
P P ping P ymonyanuio — slash.

delimiter
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KomaHpa OnucaHue

ip dhcp snooping information option self- 3agaetr wmeTtog co3gaHus onuumn 82,

defined remote-id {hostname | mac | string | none3oBaTenNu MoryT CaMOCTOSATESbHO

WORD} onpegennTb napameTpsbl cy6-onuun
remote-id.

no ip dhcp snooping information option self-
defined remote-id

ip dhcp snooping information option self-
defined remote-id format [ascii | hex]

Monb3oBaTenbckut opmaT remote-id ans
onuumn 82.

subscriber-id {standard | <circuit-id>}

no ip dhcp snooping
subscriber-id

information option

ip dhcp snooping information option self- 3apgpaetr wmeTog co3ganHus  onuumn 82,
defined subscriber-id {vlan | port | id (switch-id | none3oBaTenu MoryT CaMOCTOATENbHO
(mac | hostname)| remote-mac) | string | onpegennTb napameTpsbl cy6-onumn
WORD} circute-id.
no ip dhcp snooping information option type
self-defined subscriber-id
ip dhcp snooping information option self- | lNonb3oBaTensckui oopmart circuit-id ans
defined subscriber-id format [ascii | hex] onuun 82.

Pexum nopTta
ip dhcp snooping information option | YcTaHaBnmBaeT —cogepxXaHue  cyb-onuum

circuit-id onummn 82. KomaHnga no BosBpallaeT
CTaHO4apTHbIN hopmar.

31.3. TunoBoe npumeHeHne DHCP Snooping
Switch

E1/0/1

E1/0/11

E1/0/12

E1/0/10

- STOP

DHCP Client DHCPACK DHCP Client
IP:1.1.1.5 IP:1.1.1.6
Mac:AA Mac:BB
Gateway DHCP cepeep
PucyHok 31-1. Tunosou npumeHeHue
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Kak nokasaHo Ha pucyHke, ycTponcTBo Mac-AA — 0BblYHbIV NONb30BaTENb, NOAKITHYEHHbIN K
HegoBepeHHoMmy nopTy 1/1 kommyTaTopa, nonydaet IP-HacTponkn yepes DHCP, IP-agpec
knueHTa 1.1.1.5. DHCP-cepBep 1 W03 NOAKNOYEHbI K JOBEPEHHBIM NOpTaM KOMMYyTaTopa,
1/11 n 1/12 cooTBeTCTBEHHO. 3roymbineHHnK Mac-BB, nogknioyeHHbIn K HeJOBEePEHHOMY
nopty 1/1 kommyTaTopa, neiTaeTcs nogaenate DHCP-cepBep (nockinas naketel DHCPACK).
®dyHkuna DHCP Snooping Ha kommyTatope aheKkTUBHO OOHAPYXMUT U GroKMpyeT Takon Tun
ceTeBOW aTaku.

MNMocnenoBaTenbHOCTb HACTPOWKY:
switch# switch#config
switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/11
switch(Config-1f-Ethernet1/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/11)#exit
switch(config)#interface ethernet 1/12
switch(Config-If-Ethernet1/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/12)#exit
switch(config)#interface ethernet 1/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#
31.4. NMNouck HencnpaBHocTten DHCP Snooping

31.4.1. HabnoaeHue u oTnago4vyHasa uHcpopmauums

KomaHga “debug ip dhcp snooping” MmoxeT ObiTb MCNONb3oBaHa ANd NofydYeHne oTnagodHom
nHdopmaumn.

31.4.2. NMomoLb B NOUCKe HEUCNPaBHOCTEN

Ecnn BosHukaeT npobnema c wucnonb3oBaHnem dyHkuum DHCP Snooping, noxanywncTta,
npoBepbTe cregyroLlee:

BknitoueHa nu doyHkums DHCP Snooping rmo6anbHo.

Ecnn nopT He pearnpyeT Ha noxHbin DHCP-nakeT, npoBepbTe, HACTPOEH NI 3TOT MOPT Kak
HelOBEPEHHbIN.
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32. KOHO®UTYPALIUA OINLUUN 82 DHCP

32.1. BBegeHue B onuuto 82 DHCP

Onuma 82 DHCP ato onums uHopmauumn petpaHcnupytowero areHta (Relay Agent). Onums
82 DHCP HanpaeneHa Ha ykpenneHue 6esonacHoctn cepsepoB DHCP 1 ynyJweHma nonmtukm
KoHgurypauum IP-agpecoB. PeTpaHcnupyrowmin areHT gobasnseT onuuio 82 (BKNHOYAOLLYHO
du3myeckuin nopT [ocTyna KnNueHTa, uaeHTUdukaTop yCTpoWCTBa AOCTyna W Apyryto
uHdopmaumio) B DHCP-3anpoc, nonyYeHHbIn OT KNWeHTa, 3aTeM nepecbinaetr ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbI nogaepxueaeTt pyHKUuo onuumn 82, nonyyaet
cooblleHne, OH BblgensdeT KnueHTy IP-agpec u gpyrve napameTpbl B COOTBETCTBUU C
npegHacTpOEeHHbIMM NoNuTUKamMu 1 nHpopmavmen B onumm 82. B 10 ke Bpemss DHCP-cepsep
MOXeT naeHTUuUUMpoBaTh BCe BO3MOXHbIe aTakm DHCP-coobuieHnamm B COOTBETCTBUM C
nHdopmaumen B onumm 82 n sawmtntb oT HUX. DHCP-peTpaHcnnpyoLwmnn areHT CHAMET ONLMIo
82 ¢ oTBeTHOro coobLleHna 1 nepegacTt ero onpegeneHHoMy nopTy YCTpoucTBa AOCTyna, B
COOTBETCTBMM C UHpopMmaLmen o dmandeckom nopte B onumun. MNpumeHenune onumm 82 DHCP
Npo3payHo Ans KIneHTa.

32.1.1. CtpykKkTypa coobweHus onuumn 82 DHCP

CoobuieHne DHCP moeT nMeTb HECKONMbKO CerMeHToB onumn, onuusa 82 oauH n3 Hmux. OHa
OOoIkHa BbITb Nocne Aapyrux onuumin, HO Ao onumm 255. BoT ee cdhopmar:

Code Len Agent Information Field
F————— ——— o +———— F————— F———— - —————— +
| sz | H | i1 | iz | i3 | 14 | | iw |
—— . ————— —— ——— —t———— +

Code: npencraBnsaeT NopsigKoBbIA HOMEP ONUUK MHAOPMALMKM PETPaHCIUPYHOLLEro areHTa,
onums 82 Tak HasbiBaeTcst notomMy, Uto RFC3046 onpeaensieT ee kak 82.

Len: konnyecTBo 6anT B none uHdopmaumm areHta, He BknoYyas asa 6anta B cermeHte Code
n cermeHTe Len.

Onuna 82 MOXeT UMETb HEeCKOmnbKo cyb-onumin, TpebyeTca Kak MUHMMYM OgHa cyb-onuus.
RFC3046 onpegensieT cnegyowme ase cyb-onumm, dopmMmaTt KOTOPbIX NOKasaH HUXeE:

SubOpt Len Sub—option ¥alue
$————— F————— F————— F————— F————— F————— +—— ————— +
| 1 | H | =1 | =2 | =3 | =4 | | sH |
- F———— F———— F———— F———— F———— e —4———— +

SubOpt Len Sub—option ¥alue
+———— - - +———— - - +—— +
| =z | H | b | | 12 | 13 | 14 | | iH |
- e - - +————— +————— e —t———— +

SubOpt: nopsigkoBbIi HOMep cy6-onuumn, nopsigkoBbid Homep cyb-onuum Circuit-ID — 1,
nopsiakoBbI HoMep cy6-onumm Remote ID — 2.

Len: konuyecTtBo 6ant B cyG-onuumn, He BkMovasa aea Ganta B cermeHTe SubOpt n cermeHTe
Len.

240
@ ) QTECH
MWP [OCTYMHEE



PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

KOHOUTYPALMA OMNUniA 82 DHCP | www.gtech.ru |

32.1.2. MexaHn3sm paboTbl onuuu 82
DHCP Relay/Agent

DHCP

Q
DHCP Client DHCP
PucyHok 32-1. inarpamma notokos onumn 82 DHCP

Ecnn DHCP-peTtpaHcnuvpylowmin areHT nogaepxusaet onuuio 82, DHCP-knueHT [ormkeH
NPonTK cregyrowmne veToipe wara, 4Tobbl nonyunte IP-agpec ot DHCP-cepsepa: discover,
offer, select n acknowledge. Npotokon DHCP crnegyeT npuBegeHHON HUXe npoueaype:

1.

DHCP-knNueHT npu nHnymnanmsanmm nocbinaeT WupokoseLatensHoe coobLieHme
3anpoca. 970 coobLleHne He nmeeT onuum 82.

DHCP-peTpaHcnmpyowmnin areHT gobasut onumio 82 K cCoobLLEHNIO 3anpoca, KOTOpoe
OH nony4uT, 3aTeM nepeLuneT a1o coobweHne DHCP-cepsepy. o ymonuyaHuio
cy6-onumsa 1 onumm 82 (Circuit ID) 310 nHpopmaumsa ob nHTepdence, K KOTOPOMy
nogkntoyeH DHCP-knueHT (VLAN 1 dpmnsnyeckor nopT), HO Nonb3oBaTeNb MOXET
HacTpouTb Circuit ID no cBoemy ycmoTpeHuto. Cyb-onuusa 2 onumm 82 (Remote ID) —
aTto MAC-agpec yctpouctsa DHCP-peTpaHcnaTopa.

Mocne nonydeHna DHCP-3anpoca DHCP-cepBep BblAenuT KNneHTy IP-agpec u
APYryro MHpopmMaumio, B COOTBETCTBUM C NPegHACTPOEHHbIMU NOAUTUKaMUN U
nHdopmaumen B onumm 82. 3atem oH HanpasuT DHCP-peTpaHcnmpytowemy areHTy
oTBeTHoe coobuieHne ¢ DHCP-koHdurypaumnen n onunen 82.

DHCP-peTpaHCAMpyloLWWin areHT O4YMCTUT OTBETHOE coobLLeHne oT onunn 82 n
HanpaBuWT €ro KI1eHTy.

32.2. Cnucok 3apgayd KoHdurypauum onuun 82 DHCP

1.

2.
3.
4.

Bkntounte DHCP Snooping.

Bkntountb dyHkumMo npmeaskm DHCP Snooping.
Bkntountb doyHkumto onumm 82 DHCP Snooping.
HacTpouTb AoBEepeHHbIE MOPTHI.
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1. Bxnwounts DHCP Snooping.

KomaHpa OnucaHue

Fo6GanbHbIN pexum

ip dhcp snooping enable BkntounTs/BhIkntounTe DHCP Snooping.
no ip dhcp snooping enable

2. Bkmountb pyHKumio npussskm DHCP Snooping.

|
KomaHpa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding enable BkntounTb/BbIKMIOUNTE PyHKUMIO npuBsasku DHCP

no ip dhcp snooping binding enable Snooping.

3.  Bkmountb dyHkumto onuumn 82 DHCP Snooping.

KomaHpa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping information enable BkntounTb/BbikNoUNTL PyHKUMIO onuun 82 DHCP

no ip dhcp snooping information enable Snooping.

4. HacTtpouTb fOBEPEHHbIE NOPTHI.

KomaHaa OnucaHue

Pexum nopTta

ip dhcp snooping trust Cpoenatb nopT gdoBepeHHbIM. KomaHga no OTMeHdeT

no ip dhcp snooping trust HACTPOMKY.

32.3. NMpumepbl npumeHeHus onuumn 82 DHCP

— Vlan2:ethernetl/ DHCP Agent
Y~ Vian3

P
T p—
- = S
y a
O S
DHCP Client PC1 DHCP cepeep

PucyHok 32-2. Tunoson npumep npumeHeHns onuumn 82 DHCP
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B oaHHOM cxeme kKOMyTaTOp BTOPOro ypoBHSA nepefaeT coobuleHne 3anpoca ot DHCP-knveHTa
K cepBepy 4epe3d BkntodeHHbIn DHCP Snooping. OH Tak e nepegacT cooblieHne oTBeTa OT
cepBepa K KnMeHTy Ansa 3aseplueHus npouenypbl DHCP-npoTokona. lNocne BknoyeHna 82
onuun DHCP Snooping, kommyTaTop gobasnsieT nHgopMaumio 0 nopTe A0CTyna B cOObLLeHne
3anpoca oT KnueHTa ¢ onumen 82.

KoHdurypaums komytatopa 3 (MAC-agpec 00:1f.ce:02:33:01):
Switch3(Config)#service dhcp
Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3
Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88
}

Linux I1SC DHCP-cepsep noagepxusaetr onuuio 82, ero KoHUrypaumoHHbIin ann
/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Class1" {

match if option agent.circuit-id = "Vlan2+Ethernet1/2" and option
agent.remote-id=00:1f:ce:02:33:01;

}

class "Switch3Vlan2Class2" {

match if option agent.circuit-id = "Vlan2+Ethernet1/3" and option
agent.remote-id=00:1f:ce:02:33:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {

option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn®;

option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2Class1";
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}

pool {

range 192.168.102.51192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP-cepBep byaeT BblaensaTb agpeca Ans y3noB ¢ KOMMyTaTopa 2 M3 gnanasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommytaTtopa 1 M3 gnanasoHa 192.168.102.51 ~
192.168.102.80.

32.4. NMNouck HencnpaBHocTen onuun 82 DHCP

Onuwna 82 DHCP peannsosaHa kak nogdyHkums mogyns DHCP-peTpaHcnaTopa. MNpexae, yem
€€ ncnonb3oBaTtb, Heobxoanmo ybeautbes, 4To DHCP-peTpaHcnupylowmn areHT HacTpoeH
npasunbHO.

Onuwna 82 tpebyeT B3anmogernctens DHCP-peTpaHcnsaTtopa u DHCP-cepeepa. DHCP-cepsep
OOIKEH YCTaHOBUTb MOMUTUKY BblAENEHUS adpeCcOB OCHOBbLIBAsCb Ha CETEBOW TOMOMNOrMn
DHCP-peTpaHcnaTopa, HO, Aaxe ecnu peTpaHcnaTop paboTtaeT HopMarsbHO, BblAerneHue
agpecoB MOXeT He nonyuuTtbcd. Ecnu B ceTu Gornblue ofHOrO peTpaHcnsaTopa, yaenute
BHMMaHWe nonntuke nepegaym DHCP-3anpocos.

Mpn peanusaumm yHkumm onumm 82 DHCP-peTpaHcnaTopa, nogpobHasi nHdopmauus o
npouecce paboTbl pyHKuMm onumm 82 DHCP-peTpaHcnaTopa MoxeT 6bITb NOfly4YeHa KOMaHaoM
«debug ip dhcp relay packet». 9ta nHdopmaums MoXeT NOMOYb B MOMCKE HEUCTPABHOCTEN.

Mpn peanusauun dyHkumn onummn 82 DHCP-cesepa, nogpobHas nHpopmaums o npouecce
paboTbl dyHKuMK onumm 82 DHCP-cepBepa MoxeT ObITb nonydyeHa komaHgon «debug ip dhep
server packet». 91a nHopmauus MOXeT MOMOYb B MONCKE HEUCNPABHOCTEN.
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33. HACTPOWUKA SHEPITOCBEPEXEHUSA EEE

33.1. BBegeHue B aHeprocoepexeHue EEE

EEE osHauvaeT «3HeproaddektnBHas cetb Ethernet». MNocne BkntoyeHUs gaHHoW OyHKLMK
KommyTaTop OygeT aBTOMaTMYeCcKM onpeaensaAtb cocTtosHue nopTa. Ecnu nopt ceBobopeH wm
nepefada gaHHbIX OTCYTCTBYET, 9TOT MOPT NeperaeT B PEXMM 3KOHOMUU SMEKTPOIHEPrnn n
KOMMYTaTOp OrpaHnYnT ero nuTaHue.

33.2. Cnucok HacTpoeK aHeprocoepexeHus EEE

33.2.1. Bknountb ¢pyHKUUIo IHeprocoepexeHus EEE

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

eee enable BkntoyaeT dyHKLUMIO SHEprocbepeeHms nopTa; KomaHga «no»

no eee enable BbIKMoYaeT PYHKLUMIO 3HeprocbepexeHnst nopTa.

33.3. TunnyHble npumepbl aHeprocoepexeHnsa EEE
Mpumep. MNepeBectn NOPT 1 KOMMYyTaTOPa B PEXUM IKOHOMUN INEKTPOIHEPTUN.
Hwxe npmBeneHbl 3Tanbl HACTPONKM:

Switch(config-if-ethernet1/0/1)# eee enable

245

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

MPOTOKOJT MHOIOAPECHOW MAPLUPYTU3ALIMW (MULTICAST) IPv4 " www.gtech.ru |

34. MPOTOKOIN MHOIOAOPECHOM
MAPLUPYTU3ALUMUN (MULTICAST) IPV4

34.1. O6wasn nHdopmauus o npoTokorsne MHOroagpecHom
MapuwpyTtusauum IPv4

B aTonm rnaeBe npuBOOATCA KpaTKMe CBeAeHUsI O HACTPoWKe npoTOKOona MHoroagpecHom
MapLupyTmusauum IPv4.

34.1.1. BBegeHne B MHOroagpecHyr paccbisiKy

Korga nyHKTOM HasHayeHusa nepedayv nakeToB (B T. Y. JaHHbIX, 3Byka U BUOEO) ABMSETCHA
HebonbLlaga rpynna nonb3oBaTenen B CETU, MOXHO NPUMEHATb Pa3fMYHbIE PEXMMbI Nepegayun.
MoHO ucnonb3oBaTh OAHOAAPECHLIN PEXUM, T. €. HaCTPOUTb OTAESNbHbIA TPaKT nepegayv
OaHHbIX Ons  Kakgoro nonb3oBatend. Kpome TOro, MOXHO  WCMNOMb30BaTh  PEXUM
LUMPOKOBELLAHUS, KOTOPLIN NpeanonaraeT paccbifniky COOOLEHNIN BCEM NONb30BaTENSM B CETH,
He3aBMCMMO OT TOrO, HYXXHbl UM 3TK COOBLLEHNSA UK HeT. Hanpumep, ecnu B ceTn HaxoamTcA
200 nonb3oBaTenemn, KOTOPbIM HYXXHO MOMYYUTb OANH U TOT e NakeT, TPaANLUMOHHOE peLleHne
— OoTnpaBuUTb 3TOT NakeT B ogHoagpecHom pexunme 200 pas. Takum obpasom, Bce
nosib3oBaTenn, KOTOPbIM TPEBYIOTCA 3TN AaHHbIE, UX Nofy4YatoT. [lpyroe pelieHve — oTnpaBnTb
OaHHble BCEMY OOMEHY B pexume LimpokoBellaHus. Npu nepegade gaHHbIX NO BCEW CETU
nosib3oBaTenn, KOTOPbIM HYXXHbl 3TU AAHHbIE, MOTYT NONYYNTb UX HEMNOCPEACTBEHHO N3 ceTn. B
nobom 13 aTux pexmmoB 6e3 Mepbl TPATUTCA LEeHHbIN pecypc NPOMyCKHOM CrnocoBHOCTU, W1,
KpomMe TOro, nmpuv WMCMNosib30BaHUM peXnma LUMPOKOBELLAHUA HapywaTca 6e3onacHocTb U
KOHOMAEHUMANbHOCTb.

3Ty npobnemMy pewuno CBOEBPEMEHHOE MOSIBMIEHWE  TEXHONOrMU  MHOroaapecHOM
IP-mapLupyTusaummn. MHoroagpecHbIi UICTOYHMK OTNPaBnseT coobLLeHMe TONbKO OauH pas, a
NMPOTOKON MHOrOaApecHOM MapLupyTM3auMnM HacTpavBaeT [epeBO MapLipyTusauum ans
MHOroaZipecHbIX NakeToB AaHHbIX, MOCMe Yero HauMHaeTcs oybnmpoBaHue 1 pacnpocTpaHeHue
nepefaBaemMoro nakeTa Kak MOXHO fanblue Mo pas3BeTBeHHOW ceTu. Takum obpasom,
CTAHOBMTCSH BO3MOXHOM TOYHasi U 3dpeKkTMBHAs OTnpaBka Naketa BCEM MONb30BaTENsIM,
KOTOPbIM OH HY>KEH.

Cnepgyet OTMETUTb, YTO MHOroagpecHOMY MCTOYHWUKY MOAKMYATLCA K MHOrOaApecHOM rpynne
Heobs3aTenbHo. OH OoTNpaBsnseT AaHHble HEKOTOPbIM MHOroagpecHbIM rpynnamM, HO caM Mpu
3TOM Heobsa3aTenbHO sBnAetcsa nonyvateneM. OTNpaenaTb NakeTbl MHOrOaApecHOW rpynne
MOryT OQHOBPEMEHHO HECKOJSTbKO MCTOYHUKOB. B ceT MoryT HaxoauTbCa MapLupyTU3aTopsbl, He
noggepxusarolimne MHoroagpecHyto nepegady. OgHako MHOroagpecHbii MapLipyTusaTop
MOXET MHKancynupoBaTb MHOroagapecHble nakeTbl B ogHoagpecHble IP-nakeTbl Ang nepegayn
NUX B TYHHENbHOM peXMMe cocefHeMy MHOroagpeCcHOMY MapLipyTu3aTopy, KOTOpbIA yoanuT
OAHOAAPECHbIN 3arofIoBOK M MPOL4OIMKUT NpoLEecc MHOroagpecHomn nepegayn. Takum obpasom,
yaaeTca nsbexatb rnobanbHOM Mmogngukauum CTpykTypbl cetn. Hmxe nepedncrieHbl OCHOBHbIE
npevmMyLlecTBa MHOroaapeCcHOW PacChIfku:

1. TloBblweHHasa NPON3BOANTENBHOCTL: YMEHbLUEHNE CETEBOMO TpadmKa, CHMKEHNE
Harpysok Ha cepsep u LIITY.

2.  OnTUMKM3aumMsi NPON3BOAUTENBHOCTU: COKpaLLEHME NULLHEro Tpaduka.
3. PacnpepeneHHoe npyMeHeHWe: BO3MOXHOCTb MHOFOTOYEYHOIO NPUMEHEHUS.

34.1.2. Agpec rpynnoBou nepeaauu

lMyHKTamM Ha3HayeHns MHoroagpecHoro coobueHnsa npucsauBatoTes IP-agpeca knacca D B
ananasoHe ot 224.0.0.0 go 239.255.255.255. Agpec knacca D He MOXeT NosiBUTbLCA B nose
IP-agpeca nctoyHuka IP-coobuweHnus. MNpn ogHoagpecHo pacchinke TpakT nepegayn naketa
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[AaHHbIX NPOKafblBaeTcs OT afgpeca UCTOYHMKA K apecy NyHKTa HasHayeHusl, a nepegada
[AaHHbIX OCYLLECTBNAETCA MO MPUHUMMY «OT y3na K y3ny». OgHako npyv MHOroagpecHom
MapLIpyTU3auum agpeca NyHKTOB Ha3Ha4YeHUst — 3TO rpynna, a He oTAenbHbIN aapec. BmecTe
OHM obpasyloT rpynnoBoi aapec. Kaxaplin nonyyatenb COOOLWEHMs NoaKnoYaeTcs K rpynne.
Cpasy nocrie 3Toro MOTOK AaHHblX, NepedaBaeMblX Ha rpynroBOA afpec, pacchinaeTcs
nonyyatenam, W BCE YYaCTHUKU T[PyNnbl MNPUHUMAKOT MakeTbl OaHHbIX. YYaCTHMKM
MHOroaZipecHon rpynnbl SIBASOTCA AMHAMUYECKUMW, T. €. yanbl MOryT B nioboe Bpems
NPUCOEANHATLCSA K MHOTrOa4peCHON rpynne 1 BbIXOOUTb U3 Hee.

MHoroagpecHas rpynna MOXeT ObITb Kak MNOCTOAHHOW, Tak M BPeMEHHOW. HekoTopble
rpynnoBble agpeca HasHa4valTcsd oduuManbHO: OHW  HOCAT HasBaHWE MOCTOSIHHOW
MHOroagpecHon rpynnbl. IP-agpec Takon rpynnbl 3addMKCMPOBAH, HO €€ BHYTPEHHSAS CTPYKTypa
MOXET U3MEeHATbCA. YMCno y4yacTHUKOB MOCTOAHHOW MHOroagpeCcHOW rpynnbl NPOU3BOSILHO,
Yy4aCTHUKOB MOXeT He 6bITb BooOLe. IP-agpeca rpynnoBor nepegayn, He 3ape3epBrMpOBaHHbIE
Ons MOCTOSIHHOW ~ MHOrOagpecHon  rpynnbl, MOTYT  UCMOMb30BaTbCA  BPEMEHHbLIMU
MHOroagpecCHbIMU rpynnamu.

224.0.0.0 — 224.0.0.255 — 3ape3epBMpOBaHHbIE agpeca MHOroaapecHoOM pacchbiniku (agpec
noctosiHHon rpynnel); agpec 224.0.0.0 3apesepBuMpoBaH, HO He Ha3HA4aeTCHd, OcCTalbHble
agpeca MCrnonb3yTca NMPOTOKONOM MapLpyTudaummn. 224.0.1.0 — 238.255.255.255 — agpeca
rpynnoBon nepefayv, AOCTYMNHbIE MOMb3oBaTeENAM (aapec BPEMEHHOW rpynnbl), N AEACTBYIOT
BO BceMm ceTeBoM gomeHe. 239.0.0.0 — 239.255.255.255 — agpeca rpynnoBou nepegayu
NOKanbLHOro ynpasrieHus, OeNCTBYHOLME TOSMbKO B KOHKPETHOM JlOKanbHOM JomeHe. Huxke
npuBegeH CNMCOK YacTo UCMOSNb3yeMbIX 3ape3epBUPOBaHHbIX aapecoB rPynnoBoOn nepeaayun:

BasosbIvi agpec (3apesepBrpoBaH)

224.0.0.1 Agpec Bcex yarnos

224.0.0.2 Agpec Bcex MHoroagpecHbIX MapLlpyTU3aTopoB
224.0.0.3 He Ha3HayeH

224.0.0.4 MapwpyTtmsatop DVMRP

224.0.0.5 MapwpyTtunsatop OSPF

224.0.0.6 OSPF DR

224.0.0.7 MapwpyTtunsatop ST

224.0.0.8 Y3en ST

224.0.0.9 MapuwpyTtmnsatop RIP-2

224.0.0.10 MapuwpyTtusatop IGRP

224.0.0.11 MobunbHbIN areHT

224.0.0.12 AreHT cepepal/peTtpaHcnaunm DHCP
224.0.0.13 Bce PIM-mapLupyTtusaTtopbl
224.0.0.14 MNMpoTokon RSVP Encapsulation
224.0.0.15 Bce CBT-mapwpyTtm3aTtopbl
224.0.0.16 BbligeneHHbi ak3emnnap SBM
224.0.0.17 Bce SBM

224.0.0.18 MNMpoTokon VRRP

224.0.0.22 MNMpoTtokon IGMP

Mpwn nepegave ogHoaapecHbix IP-coobweHnn Yepes Ethernet B kauectBe MAC-agpeca nyHkTa
Ha3HaueHus ucnonbdyetcs MAC-agpec nonydartens. OgHako npy nepegavye MHOroaapecHbIX

247

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3osatend QSW-3420, QSW-3750, QSW-3750 rev. R, QSW-4610

MPOTOKOJT MHOIOAPECHOW MAPLUPYTU3ALIMW (MULTICAST) IPv4 " www.gtech.ru |

NMakeToB MYHKTOM Ha3Ha4YeHUst SBMNSAETCA He KOHKPETHbIM nonydartenb, a rpynna
HeonpeAeneHHbIX y4acTHUKOB, N03ToMy ucrnonb3yetca MAC-agpec MHOroaapecHoM pacChifku.
OT0T agpec cooTteeTcTBYeT IP-agpecy wMHoroagpecHon paccbeinkn. CornacHo [ANA
(AoMUHUCTpaums agpecHoro npoctpaHcTBa WHTepHeT), ctapwue 25 6ut B MAC-agpece
rpynnoesoin nepegayn — 0x01005e, a mnagwme 23 6uta MAC-agpeca dopmupytoTcss m3
Mnagwux 23 6ut IP-agpeca rpynnoBon nepegayn.

Mockonbky ans dopmupoBanns MAC-agpeca n3 mnagwmx 28 6ut IP-agpeca rpynnoBom
nepeaayn ncnonbdyetcs Tonbko 23 6uta, ogHomy MAC-agpecy cooTtBeTcTByeT 32 IP-agpeca.

34.1.3. Nepepaya MHoroagpecHbIx |IP-nakeToB

Mpw nepenaye AaHHbIX B MHOTOaApeCHOM PeXnMe y3en-UcToOYHUK OTNpaBnseT nakeTbl rpynne
y3r10B, afpec KOTOPOW yka3aH B norse agpeca nyHkTa HasHaveHus IP-nakeTta gaHHbIX. [ns Toro
4TOObI B MHOrOaApPECHOM PEXMME pasocnaTthb NakeT BCem nonyyatensm, HeobxoamMmo cHavana
HanpaBuUTb ero psiAy BHELHUX MHTepdeiicoB, Yero He TpebyeTca B OAHOAAPECHOM PEXUME.
Takum 06pasom, NpoLieaypa MHOroaApecHon nepeaayn CrioxxHee oaHOaaApPECHOM.

[ns rapaHTum TOro, 4TO MHOroagpecHble NakeTbl NepeaalTCa MapLUPYTU3aToOpy KpaTyanlmm
nytem, Heobxogumo onpegeneHHbiMm o6pa3oMm (Ha oOcHoBe Tabnuubl OZHOAAPECHON
MapLipyTM3aumMn) npoBepsATb WHTEpdEenc nonyyatens MHOroagpecHoro nakerta. JTOT
MEeXaHn3M MPOBEPKM NEXUT B OCHOBE OOMbLUMHCTBA MPOTOKOMOB MapLlpyTu3aumm ans
nepegayun B MHoroagpecHom pexume — npoeepka RPF (nepeagpecaums B obpaTHOM
HanpasneHun). [na Ttoro 4toObI onpenenuTb, SBMSETCS NU NyTb Mexgy nonyyaTtenem wu
WCTOYHMKOM, Ha KOTOPOM HaxoAMTCA BXOAHOW WHTepdenC nakeTa, KpaTyawmwimm,
MHOroapecHbIn  MapLIpyTM3aTop  BbINOMHSET 3anpoc K Tabnuue ofgHOoaapecHom
MapLipyTM3aumMm C MOMOLLLID adpeca WCTOYHUKa MakeTa WAM UCMOorb3yeT He3aBUCUMYHO
Tabnuuy MHoroagpecHon wmapwpyTtusaumn. Ecnm  ucnonb3yetca OepeBO  KpaTvamimx
MapLUpyTOB, TO agpecoM UCTOYHWKA ABMSETCA afpec Y3raucTOYHMKa, KOTOpbIM OTnpaBnseT
MHoOroagpecHbole nakeTbl JaHHbIX. Ecnu ncnonebsyetcs obliee aepeBo, TO aApecoM UCTOYHUKA
aBnsaeTca KopeHb obuwero gepesa. [Mpy NOCTynneHUM Ha MapLpyTU3aTtop MHOroagpecHblv
nakeT OaHHbIX HanpaBfsieTCa COrfiacHo npasuny rpynnoBon nepegayun, ecnu nposepka RPF
yCneLHo NporaeHa, n yTunnmanpyeTcs B NPOTUBHOM Criyyae.

34.1.4. NMpumeHeHne MHoroagpecHom IP-paccbinku

C nomouplo TexHosnormm MHoroagpecHonm |P-mapuwpyTtusaumm Obila  yCrnewHo pelleHa
npobnema nepegayn OaHHbIX OT OAHOW TOYKM KO MHOrMM. [NpumeHsas ee, yaanocb OOCTMYb
ahbPeKTMBHON Nepedaynm AaHHbIX OT OAHOW TOYKM KO MHOMMM, C3KOHOMWUTb MPOMYCKHYH
CNocoBHOCTb CETU N CHN3UTb Harpy3ku Ha ceTb. [pynnoBas nepegaya ynpowaeT BbiNONHEHWE
HEKOTOPbIX HOBbIX AOMOSTHUTENbHbLIX onepaumi. Huxe nepeyncrieHbl BapuaHTbl NPUMEHEHUS
MHOroapecHom paccblfiku B cepe UMHGPOPMALUMOHHBIX YCRyr, BKoYas MpsiMble
OHNanHTpaHcNaumMK, ceTeBoe TB, AMCTaHUMOHHOE OO0yyeHue, OUCTaAHUMOHHAas MeauunHa,
BMAEO- N ayaMOKOH(EPEHLMM B PEXMME PearibHOro BpeMEHN:

1. MynbTmegua n NOTOKOBbIE MyNbTUMEANA.
2.  XpaHunuwie gaHHbIX, pHaHCbl (GoHabl) 1 T. 4.
3. Jhoboe npunoxeHue no pacnpeaeneHnio JaHHbIX «OT OOHOM TOYKM KO MHOTUMY.

B IP-cetn BbiNonHsieTcs Bce Gonblwe u Gonblue MynbTUMeOUAHbIX onepauui, No3ToMy
MHOroazpecHasi paccbifika 06nagaeT orpoMHbIM PbIHOYHLIM NOTEHLMAanomM 1 GyaeT LWMpoKo
pacnpoCTPaHATLCS.
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34.2. DCSCM

34.2.1. BBepgeHue B TexHonoruo DCSCM

TexHonorns DCSCM (MHoroagpecHoe ynpasrieHne agpecataMmu U UCTOYHUKOM) COCTOUT U3
TPEeX OCHOBHbIX ACMEeKTOB: yrpasBreHue WCTOYHMKOM MHOroagpecHoro nakera, ynpasneHve
nonb3oBatenieM MHOroagpecHoOM paccCblikKM U CepBUC-OPUEHTUPOBAHHas  cTpaTterns
MHOroaZipeCHOM paccCbInku.

TexHonornsa ynpaBneHust UCTOYMHMKOM MHOroadpecHoro naketa, npeacraBnslowas cobown
YyacTb TEXHONOrMn ynpasneHusi 6e30nacHOCTbIO NPU MHOroagpPecHoOW pacchifike, Kak NpaBuIio,
paboTaeT cnegyowmm obpasom:

1. [ns rpaHU4YHOro KOMMyTaTopa: eCnn HacTpoeHa MHOroaapecHasi paccbinka ¢
KOHTPONMPYEMbIM UCTOYHUKOM, NMPOMNYCKaOTCA TONbKO MHOrOa[peCcHble AaHHbIe
yKa3aHHOW rpynnbl OT YKa3aHHOro UCTOYHMKA.

2. [ns RP-kommyTaTOopa B sape npoTtokona PIM-SM: ¢ nomoLlblo coobLeHns
REGISTER pernctpupyeTtcs nHpopmaums oT ykazaHHOrO MCTOYHMKA U yKa3aHHOM
rpynnel, coobueHne REGISTER_STOP nepegaetca Hanpamyto 1 3anpeLLaeT
HacTpavBaTb 3anncb Tabnuubl. (3Ta 3agaya BcTpoeHa B mogens PIM-SM.)

TexHonornsa ynpasneHus nonb3osatenemM MHOroagpecHoO pacchbifikn, npeacTtasngtoLias codon
YacTb TEXHOMNOrMKn ynpasneHns 6e30nacHOCTLIO NP MHOTOaApPECHOW pacchifke, peanusyeTcs
Ha OCHOBe ynpasneHus coobleHnammn-otyetamm IGMP, KoTopble OTNPaBNSAOT NONb30BaTENN.
Takum obpasom, ynpasnsemas mogenb npeacraenseT cobon otcnexmsaHne IGMP-nakeToB.
Norunka ynpasnenns mogenu IGMP cocTouT 13 Tpex YacTen: nony41Tb ynpasrieHne Ha OCHOBe
cetn VLAN n MAC-agpeca nepefaBaembix NakeToB, Ha ocHoBe IP-agpeca nepegaBaembix
NMakeToB M Ha OCHOBE MNOpTa, B KOTOPbIM MOCTynawT coobuweHus. [na oTcrnexvsaHus
IGMP-nakeToB MOXHO OAHOBPEMEHHO MPUMEHATb BCE TPU BbILIEONUCaHHbIX MeToda, B TO
BpeMs kak mogernb IGMP pacnonoxeHa Ha ypoBHe 3 U MOXeT MOofy4uTb ynpasreHne TOMbKO
IP-agpecamu nepegaBaeMblX NaKkeToOB.

CepBu1C-OpnEHTMPOBaHHAA CTpaTerns MHOroagpecHol paccbinkv, npeacrtaenstowas cobon
yacTb TexHonorum ynpaeneHust 6es3onacHocTbio, paboTaeT creaylowum obpasom. [Ans
MHOroagpecHblX [daHHbIX B OrpPaHWYeHHOM Auana3oHe YCTaHaBNMBAETCs MNPUOpUTET,
yKasblBaeMbli Nosib3oBaTenem Ha obwem koHue, brnarogapsi Yemy gaHHble, obnagatowme
bonee BbLICOKMM MPUOPUTETOM, MOXHO OTNPABMATL 4Yepe3 MarucTpasnbHbii NopT. ITO
rapaHTMpyeT nepegady OaHHbIX MO BCEWN CEeTM B COOTBETCTBUM C yKa3aHHbIM Mofb3oBaTenem
npuopuTETOM.

34.2.2. Cnucok 3agay no Hactpouke DCSCM

1. Hactpowka ynpaBneHust MICTOYHUKOM.
2. HacTtpoiika ynpaBrneHnsa nyHKTOM Ha3HayYeHusl.
3. HacTtpolika cTpaTermm MHOroagpecHoOn pacchbifiku.
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34.2.2.1. HacTtpouka ynpaBneHUsi UICTOYHMUKOM.

HaCTpOIZKa ynpaeieHna UCTOYHMKOM COCTOUT U3 TpeX yacTten. I'IepBa;l 4YaCTb — BKJIHOYUTb
ynpasrieHne NCTOYHUKOM. Hwxe npnuBOANTCA KOMaHAa ynpaBneHna NCTOYHUKOM:
|

KomaHpa OnucaHue

PeXxum o6wmx HacTpoek

[no] ip multicast source-control (Required) Mmo6ankHo BKMoYaeT ynpasneHue
nctouHnkom. KomaHga «no ip multicast source-
control» rno6anbHO BbIKMNOYaeT ynpasBrneHue
uctodHmkom. Crnegyet oOTMETUTb, 4TO nNO
YMONYaHMIO BCE MHOroagpecHble nakeTbl

yTUNU3NPYOTCA nocne rnoGansHoro
BKITHOYEHMS ynpaeneHus NCTOYHMKOM.
HacTpoiiku ynpaBneHus NCTOYHUKOM

HEBO3MOXHO MPUMEHUTb, MNOKa YynpaBneHue
NUCTOYHMKOM He BKIMYEHO rnobanbHo. B 1o xe
BpEMS  ynpaBrieHWe UCTOYHWKOM  Henb3s
OTKNIOYNTb, MOKa paboTaloT BCe 3adaHHble
npasuna.

Tenepb Heo6xo4MMO 3aaaThb NpPaBUO ynpaBneHus NCTOYHUKOM. OHO 3aaeTcsa Tak e, Kak U
ans ACL, n npumeHsieT Homepa ACL 5000-5099. Kaxgbiih HOMEp MOXHO UCMonb3oBaTb ANs
HacTpoviku 10 npaeun. Cnegyet 0OTMETUTb, YTO 3TW NpaBKna yNnopsaoYeHbl: NepBbIM ABNSETCS
npaBuno, 3agaHHoe paHblie ocTanbHbiX. [locne onpegeneHuss 3agaHHbIX  MNpaBuUn
nocriegylowme npasuna He CMOryT BCTYNMUTb B CUNy, MNO3TOMY KOMaHabl rnobanbHbIX
paspeLleHni cnegyeT HacTpamBaTh B kOHUE. KomaHabl NPpUBOASTCS HUXKE:

KomaHaa OnucaHue

Pexum o6wmx HacTpoek

[no] access-list <5000-5099> {deny|permit} MpaBnno wucnonb3yetca AOnsi  HACTPOWKM
ip {{<source> <source-wildcard>}|{host- ynpaBneHnss UCTOYHUKOM. JTO  MpaBuIio
source <source-host-ip>}|any-source} BCTyNaeT B Cuily TONbKO MOcre MpUMEHEeHUs
{{<destination> <destination- €ro K KOHKpeTHoMy nopTy. Ons Toro 4To6bl
wildcard>}|{host-destination <destination- yOoaniTb YKasaHHOEe MpaBuIio, Heobxoammo
host-ip>}|any-destination} HadaTb koMaHay co crioBa «NO».

OcTtanocb NpMMeHNTb 3a4aHHOE NPaBUIIO K KOHKPETHOMY MOpTY.

MpumeyaHue. Ecnu 3agaBaemMbiX NPaBui OKaXETCA CMAMLIKOM MHOFO, M OHU 3anofiHAT BCHO
Tabnuuy 3anucerr obopygoBaHuWdA, nNpou3ongeT  OTkas  KOHdurypauuu,  BbI3BaHHbLIN
3anosIHEHMEM HWXKHUX 3anucen B Tabnuue. [lodToOMy NO BO3MOXHOCTU peKoMeHayeTcs
ncnonb3oBaTh MakCMMarnbHO NPOCTbIE NpaBunia. Huxe npuBoaATcAa npasuna KoHurypaumu:
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KomaHpa OnucaHue

Pexum HacTpoek nopTa

[no] ip multicast source-control access-group | cnonb3dyetcs  Ans  HACTpPOWKM  npaswn,
<5000-5099> NPUMEHSAEMBIX YnpaBrieHNneM WCTOYHUKOM K
nopty. Ecnn komaHga HauvMHaeTca co croBa
«NO», HacTPOMKN OTMEHSAIOTCS.

34.2.2.2. HacTtponka ynpaBneHUsi MyHKTOM Ha3Ha4YeHusi

Kak n B cny4yae HaCTpOIZKI/I ynpaBneHna NCTOYHUKOM, 4YTOObI HaCTpOUTb ynpaBrieHne nyHKToOM
Ha3Ha4yeHnd, Heo6X0aMMO BbINOSTHUTL TPpW Wara.

Bo-nepsbix, cnegyet rrnobanbHO BKMOYMTL yrNpaBneHWe MyHKTOM HasHayeHus. [lockonbky
yrnpasreHne MnyHKTOM Ha3HayeHuss wucrnonb3yetca AN NpedoTBpalleHus  OTnpaBKu
MHOroagpecHbIX [aHHbIX HEaBTOPU30BaHHbIM MONb30BaTENsAM, MNOCEe BKMHOYEHUS OaHHOW
dyHKUMM  KOMMyTaTop He 6ygeT paccbinatb [faHHble B pPeXvMMe  LUMPOKOBELLAHUS.
CnepoBarternbHo, criegyeT nsberatb MOAKMOYEHUA ABYX UK Boriee KoMMyTaTOpOB YPOBHSA 3 B
ogHon n Ton Xe cetm VLAN Kk kommyTatopy, Ha KOTOPOM BK/OYEHO ynpasreHue MyHKTOM
HasHayeHus. Hxe NpuBOASATCS KOMaHObl HACTPOWKM:

KomaHpa OnucaHune

Pexum o6wmx HacTpoek

[no] multicast destination-control | FnobanbHO BKNOYaET ynpaBrieHNe MYHKTOM Ha3HauYeHUs:.
(required) KomaHpa, HaduHalowasacsa co crnoBa «no», rnobanbHo
BbIKNOYaeT ynpasneHne. Bce ocTanbHble HacTPOWKK
BCTYNaT B CUITYy TOMbKO nocne rnobanbHoro BKMYEHUS
ynpaeneHunsa. Tenepb Heobxoammo 3agjaTb OAHOTUMHbIE
npasuna ynpasrneHusi NyHKTOM Ha3Ha4YeHus.

Cnegylowasa KoMmaHga npuMeHsieTcd, 4YToObl HacTpoOMTb CMNMCOK npasBun Ansa npodunsg
ynpasneHus MYyHKTOM HasHa4eHus MHOroaipeCHoOn  paccCbIfKu. B KayecTBe
NOEHTMUKALMOHHOIO Homepa npoduns ncnonbadyetcs yncno ot 1 go 50.

KomaHaa OnucaHue

Pexum o6wmx HacTpoek

profile-id <1-50> {deny|permit} {{<source/M> | 3agaeT npaBuno Ansa NpPodunsa ynpasrneHns
}{host-source  <source-host-ip>  (range | NyHKTOM Ha3Ha4YeHwus. KomaHga,
<265535>|)}|any-source} HauYMHaKLLasncsa ¢ «noy, yaanseT ero.
{{<destination/M>}|{hostdestination
<destination-host-ip> (range <2-255>|)}|any-
destination} no profile-id <1-50>

Tenepb crnegyeT 3agaTb NPaBUIio ynpaBneHUs NYHKTOM Ha3HayeHus. OHO Noxoxe Ha nNpaBuro
yrnpaBneHnst UCTOYHNKOM, HO ucnonbadyet Homepa ACL 6000—-7999.
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KomaHpa OnucaHue

PeXxum o6wmx HacTpoek

[no] access-list <6000-7999> {{{add | delete} | MpaBuno wucnonb3yetTca AN  HACTPOMKK
profile-id WORD} | {{deny|permit} (ip) ynpaBneHns NyHKTOM HasHayeHus. 3ITO
{{<source/M> }|{host-source <source-host- | npaBunoO BCTynaeT B CUMy TONbKO NOcre ero
ip> (range <2-65535>|)}|any-source} npumeHeHua K IP-agpecy WCTOYHMKA WM K

{{<destination/M>}|{host-destination MAC-agpecy cetn VLAN u nopty. lna Toro
<destination-host-ip> (range <2- | ytobbl  ymanuTb  YKasaHHoe  MpaBwurlo,
255>|)}|anydestination}} HeobXxoauMO HayaTb koMaHay co crosa «NO».

OcTanocb npumeHnTb Npasuno K IP-agpecy ykasaHHoro ncrovHuka, MAC-agpecy cetn VLAN
NUCTOYHMKA UK KOHKpeTHOMY nopTy. CriegyeT OTMETUTb, YTO C YYETOM BblllenpuBEeAEHHbIX
cutyaumn rnobanbHO 9TM  npaBuna MOXHO MCMNOMb30BaTh TOMbKO MNPWU  BKAKOYEHUN
otcnexuBaHua IGMP-naketoB. Ecnn e oTcnexmBaHne BbIKIHOYEHO, TO B paMKax NpOToKosa
IGMP MOXHO Mcnonb3oBaTb TONbKO npaswusio gnsa IP-agpeca nctoyHuka. Huxke npusogatcs
KOMaHAbl HACTPOWKU:

KomaHpa OnucaHue

Pexxum HacTpoek nopTa

[no] ip multicast destination-control access- | cnonb3yeTca And  HACTPOMKM  npaswun,
group <6000-7999> NPUMeEHSEMbIX ynpasneHnem NMYHKTOM
HasHayeHns K nopTy. Ecnn  komaHga
HaunHaeTca co croBa «NOy», HacTponku
OTMEHSATCA.

Pexum o6wmx HacTpoek

[no] ip multicast destination-control <1-4094> | cnonb3yeTca And  HACTPOMKM  npaswun,
<macaddr> access-group <6000-7999> NPUMEHSIEMbIX ynpasneHnem MYyHKTOM
Ha3HayeHnsa K ykasaHHoMy |P-agpecy/macke
cetn. Ecnn komanga HauvMHaeTcs co crnosa
«NO», HacTpOrKN OTMEHSIOTCS.

[no] ip  multicast  destination-control | Ucnonb3yetca Ond  HACTpPOMKM  npaswn,
<IPADDRESS/M> access-group <6000- | npyumeHsieMbIX yrnpasrieHnem NYHKTOM
7999> Ha3Ha4yeHus1 K ykasaHHomy IP-agpecy/macke
cetn. Ecnun komanga HauvMHaeTca co cnosa
«NO», HacTpOrKn OTMEHSAIOTCS.

34.2.2.3. Hactpomnka cTtpatermm MHOroagpecHoOm paccbifiku

CTtparternsa MHOroagpecHow pacchifnkv npegnoniaraet HasHavYeHne yka3aHHbIM MHOrOaapeCHbIM
AaHHbIM npuopuTeTa, Gnarogaps Yemy [OCTMraeTcs U rapaHTMpyeTca YOAOBreTBOpPEeHue
TpeboBaHMI KOHKPETHOro nonb3oBatens. Heobxogumo OTMeTUTb, YTO ANS 3TOr0 AaHHble
OOMKHbI NepefaBaThCa Yepes MarmcTparnbHbIi NOpT. HacTpoika o4eHb npocTa. MimeeTca Bcero
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OQHa KOMaHAa: Ha3Ha4YeHune npuoputTeTa yKa3aHHOI;1 MHOFOG,EI,peCHOVI pacchblJiKe. KomaHnga
NPUBOONTCA HUXKeE!

KomaHpa OnucaHue

PeXxum o6wmx HacTpoek

[no] ip multicast policy <IPADDRESS/M> | HacTpanBaeT cTpaTermto  MHOroagpecHom
<IPADDRESS/M> cos <priority> paccbinkn. HasHavyaeT npuopuTeT NCTOYHMUKaM
W rpynnam B yka3aHHOM auanasoHe (<0-7>).

34.2.3. NMpumepbl HacTpouku DCSCM

34.2.3.1. YnpaBrneHne UCTOYHUKOM

[na npepoTBpalleHns nepefayn MHOroafpecHbIX AaHHbIX MPOM3BOSbHLIM 00pa3om Mbl
HacTpavBaeM rpaHUYHbIN KOMMYTaTop Tak, YTOObl BbINONHATL MHOrOAAPECHYIO PacChIfiky Mor
TonbKo koMmyTaTop ¢ noptoM Ethernet 1/0/5. pynna gaHHbIX gormkHa 6bITb 225.1.2.3. Kpome
TOro, KOMMYTaTOp, MOAKMoYeHHbln K nopTy Ethernet 1/0/10, wmoxeT nepepaBatb
MHOroagpecHole AaHHble 6e3 Kakux-nmbo orpaHvyeHun. HacTponku BbIrmMaaaT crneayowmm
obpasom:

EC(config)#access-list 5000 permit ip any host 225.1.2.3
EC(config)#access-list 5001 permit ip any any

EC(config)#ip multicast source-control

EC(config)#interface ethernet1/0/5

EC(Config-If-Ethernet1/0/5)#ip multicast source-control accessgroup 5000
EC(config)#interface ethernet1/0/10

EC(Config-If-Ethernet1/0/10)#ip multicast source-control accessgroup 5001

34.2.3.2. YnpaBneHme UCTOYHUKOM NYHKTOM Ha3Ha4eHuA

Heobxognmo orpaHmumntb goctyn Kk rpynne 238.0.0.0/8 nonb3oBaTensiMm, agpeca KOTOpbIX
npuHagnexat cermeHTy cetn 10.0.0.0/8. Mbl BbINONHSAEM CnegyoLme HaCTPOWKN.

Bo-nepBbix, cregyet BkouuTb otcnexueaHne IGMP-naketoB B cetn VLAN, B kOTOpOM
HaxoauTca rpynna. (3geck npegnonaraetcs, 4to ato VLAN2.)

EC(config)#ip igmp snooping
EC(config)#ip igmp snooping vlan 2

Tenepb HEOOXOOUMO HACTPOUTL CMIMCOK AOCTYMNa K YNpaBreH o MNYHKTOM Ha3HaveHus U 3agaTb
IP-agpec ons ncnosib30BaHns 3Toro Crimcka.

Switch(config)#access-list 6000 deny ip any 238.0.0.0 0.255.255.255
Switch(config)#access-list 6000 permit ip any any

Switch(config)#multicast destination-control

Switch(config)#ip multicast destination-control 10.0.0.0/8 access-group 6000

Takum obpas3om, nonb3oBaTenu 3TOr0 CEerMeHTa CEeTU MOryT MNPUC