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TexHnyeckoe onucaHue
YnpasneHne Kommytatopom 10

1. YNIPAB/IEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpaBneHus
[na ynpaBneHus HeobxoaMMo HacTpouTb KommyTaTop. KommyTtatop obecneumBaeT aga
BapuaHTa ynpasseHus: BHenosocHoe (out-of-band) nnm BHytpmMnonocHoe (in-band).

1.1.1. BHenonocHoe ynpaBneHue

BHenonocHoe ynpaBneHWMe — 3TO YMpaBAeHME 4Yepe3 KOHCOMbHbIM WHTepdelic.
BHenosnocHoe ynpaBneHuMe, B OCHOBHOM MCMOAb3yeTcA ANA HavyaNbHOro KOHPUIrypupoBaHMUA
KoMMyTaTopa, /MBO KOraa BHYTPUMNONOCHOE YyrnpaBiaeHWe HeaocTynHo. Hanpumep,
NoNb30BaTeNlb MOXKET YEPE3 KOHCO/bHbIM NOPT NPUCBOUTL KOMMYyTaTopy IP-agpec ana gocTtyna
no Telnet.

Mpouenypa ynpaBneHMA KOMMYTAaTOPOM YEPE3 KOHCO/bHbIN MHTEPdENC, ONMCaHa HUKE:

LWar 1: NoAKNIOUYMTL NepPCOHANbHbIA KOMMNbIOTEP K KOHCO/IbHOMY (cepuitHomy) nopTty
KomMmyTaTopa

MoakntoueHne
yepes KOHCO/bHbIN
Kabenb

l

] iy
MoakntoueHue MK K KOHCONbHOMY MOPTY KOMMYTATOPA

KaK nokasaHO Bbilwe, cepuitHbli nopT (RS-232) noAkNo4YeH K KOMMyTaTopy 4vepes
CEepUMHbIA Kabenb. B Tabnuue HMKe yKasaHbl BCe YCTPOWCTBA WCMONb3YHOLWMKCA B
NOAKNOYEHUM.

HasBaHue ycTpoiicTBa OnucaHue

NmeeT dyHKLMOHANbHYIO KnaBraTypy u nopt RS-232, ¢ ycTaHOBAEHHbIM
3MYNATOPOM TepMMHana, Takum Kak HyperTerminal, BxogAawmii B
komniekt Windows 9x/NT/2000/XP.

MepcoHanbHbIM
komnbtoTep (PC)

OpMH KoHeL, NoaKAtoYaeTca K cepuiiHomy nopTy RS-232, a apyroit K

Kabenb cepuitHoro nopra
MOPTY KOHCOAN.

KommyTatop TpebyeTca paboTaloLmii KOHCONbHbIM MOPT.
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MUP [OOCTYNHEE



http://www.qtech.ru/

TTTETTT 1 [y e

ST e reiae seeniai

TexHuyeckoe onucaHune
YnpasneHne Kommytatopom

LLar 2: BKaoueHue u HacTpouKa HyperTerminal.

Mocne ycTaHOBKM coeanHeHuA, 3anyctute HyperTerminal, BxogAawmin B KOMNAEKT
Windows. Mpumep npuBeneHHbIM ganee ocHoBaH Ha HyperTerminal BxogAwmn B KOMNAEKT

Windows XP.

1. Haxmute «Myck»(Start menu) — Bce nporpammbl (All Programs) — CTaHgapTHble

(Accessories) — CBasb (Communication) — HyperTerminal

& windows Update
| @ Boiiop nporpanm na ymandanio

| 0 Karanor Windows

| @ zrvc

i@ 72

| & Colasoft Packst Builder 1.0
1) Filezila FTP Client

I Foxit POF Editor

I Fosit Reader

@ haneWIn Software

@ FKiwi Enterprises rii] Ceazb

I K-Lite Codec Pack I Crysebhe
1) Microsoft office IF) Creuvanknsie BosmokHocTh
1@ Mero Y Paint
1) QuickTime 4 wordrad
B 17 videoLAN L) AapecHas kira
ly Internet Explorer I urware @ BnokroT
J InekTpoHHan nouTa I@ WinDjwiew &) 3HakoMcTeo £ Windows KP
v M Ft Office Cutlook| I
R RS I windows Live & Kanexynatop
® MpourpeiEaTens Windo @ vanpesp B Kenananaa crpoka
Lieda ) winRaR ) MacTep copmecTimacTH Mporpan
.@ SharomeTsn © Windows 3| [T ABTosarpyska B MoAKAKHEHKS K YASNEHADHY pafiousty cTomy
1@ Mrpe 123 Mpoecamue

vy ¥y v vy ¥y ¥y v ¥ ¥ v ¥r Y v ¥ v ¥ v v v ¥

MacTep nepeHora daiing =
il i Cremnaptheie

B8 Adobe Reader X
& Internet Explorer
R windows Movie Maker

"

£ Crrxpormsauna

&7 windows Search

B wireshark

@ MNpourpeiEaTEne Windows Media
Bce nporpamMmbl L] | i“ ¥.AaNeHHEIA NOMOLWLHHE

£l @| Bk AREHHE

3anyck HyperTerminal.

2. Habepute nma ana 3anyuweHHoro HyperTerminal, Hanpumep «Switch».

OnMcaHHe NoOHalue HWA

% Hoeoe nogkmodeHe

BeequTe HAaZEaHME NOGK MOHEHUA 1M BblﬁEpHTE LA HEro ZH3IYOoR!

HazeaHue:
| Switch

IHadok:

3anyck HyperTerminal.
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3. B Bbinagatowem meHto «lNoakntoueHne» Bblbepute, cepuiiHblii NopT RS-232 KoTopbii
ucnonbsyetca PC, Hanpumep, COM1 n Haxkmute «OK»

Mogwawue HHe

W Swich

Beegure CEEQEHHA O TENEPOHHOM HOMEPE;
CTpaHa MM pertoH:; Podcka 71

F.on ropona: I*

Haotiep TENEdOHE: | |

I | )

Mok ni4aTeCA Yep

[ ak. H OrrvieHa ]

3anyck HyperTerminal

4. Hactpoitte csonctea COM1 cneaytowmm obpasom: Boibepute ckopoctb «9600» ana

«Baud rate»; «8» ana «Data bits»; «none» gna «Parity checksum»; «1» ana «stop bit»; «none»
ans «traffic control»; namn Bbl moxkeTe HaxkaTb «Restore default», a nocne HaxaTtb «OK».

CrokcTea: COM1

Mapat4eTpel NopTa !

Cropocts (Sar/e)C| 3600 /vQ

ELTel gaHHer: | 8 vI
|
I ]
HervooTe: | Her e |
1
CTonogbie GuTe: |1 v|

I:II'I|:IEIBJ'IEHHE NOTOKD

[ BocoTaHoeuTe YrA0A43HHA ]

ak. l [ CTraeHa J [ anMEHHTb]

PucyHok 1-5. 3anyck HyperTerminal.
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LWar 3: Bbi3oB KomaHgHoro uHtepdeiica (CLI) Kommyratopa.
BKkntoumMTEe KOMMYTATOP, NOC/E YEro caeaytoline coobLeHMA NoABATCA B OKHe

HyperTerminal — 310 pexxum KOHPUrypaumm ana kKommytatopa.

Testing RAM...
0x08000000 RAM OK.

Loading flash:/nos.img

### JFFSWITCHB loading 'nos.img' to 0x81000000

### JFFSWITCHB load complete: 10235495 bytes loaded to 0x81000000
## Booting kernel from Legacy Image at 81000100

Image Name:
Image Type: MIPS Linux Kernel Image (gzip compressed)

Data Size: 10157391 Bytes = 9.7 MiB
Load Address: 80000000

Entry Point: 80003710

Verifying Checksum ... OK
Uncompressing Kernel Image ... OK

Starting kernel
Current time: Sun Jan 01 00:00:00 2006 [UTC]

Switch>

Tenepb MOXKHO BBOAMTL KOMAHAbI yNpPaBaAeHUA KOMMYTaToOpoM. [leTanbHoe onncaHme

KOMaHZA, NpuBeAeHO B NocneayoLwmx rnasax.

1.1.2 In-band ynpaBneHue.
In-band ynpaBneHne OTHOCUTCA K yAANEHHOMY yNpaBAEHWUIO NMOCPEeACTBOM A0CTyMa K

KOMMYTaTOPYy C MUCMO/Ib30BaHNEM TaKUX NPOTOKONO0B Kak Telnet, SSH, HTTP, a Takxe SNMP. B
Tex cny4vasax, Korga In-band ynpaBneHue M3-3a M3MEHEHWUWN, CAENAHHbIX B KOHUrypauum
KoMmMmyTaTopa, paboTaeT co cboamu, gna ynpaBneHWs U KOHPUTYPUPOBAHMA KOMMYyTaTopa
MOXHO ucnonb3osaTb Out-band ynpasneHune (Console/Management port).

1.1.1.1. YnpaeneHue no Telnet
YT106bI YNpaBAATL KOMMyTaTOPOM No Telnet, 4ONKHbI BINONHATLCA CAeayolme

yCnoBuUA:

1. KommyTaTop 4O/MKEH MMETb CKOHOUIYpUpoBaHHbIl IPv4/IPv6 aapec;
2. IP agpec xocta (Telnet kKnneHT) 1 VLAN nHTepderic KommyTaTopa, AOMKHbI UMETb

IPv4/IPv6 agpeca B 04HOM CETMEHTE CeTu;

3. Ecnu BTOPOW NYHKT HE MOXKeT ObITb BbINOAHEH, Telnet KAMeHT 4oKeH bbITb

noaxntoueH K IPv4/IPv6 agpecy KommyTaTopa € APYrux YCTPOMCTB, TaKUX KaK MapLLIpyTM3aTop.

o KommyTaTop TPeTbero ypoBHA MOKET BbITb HACTPOEH C HECKONbKMMU IPv4/IPVv6

agpecamu, MeTof HacTPOMKM OMMCaH B MOCBALWEHHOW 3ToMy rnase. Cneaylowmin npumep
npegnonaraetr COCTOAHME KOMMyTaTopa NOCAe MOCTaBKM C 3aBOACKMMW HACTPOMKamMu, rae
npucyTtcTeyeT To/ibko VLAN1I.

. Mocneaytowme warn onucbIBaOT noakatoveHne Telnet kaneHTa K MHTepdency

VLAN1 kommyTaTopa nocpeactsom Telnet (npumep agpeca IPv4):
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1/0/1

MopgkntoueHne
yepes «naTy-KopA»

—

— sl

YnpasneHne KommytaTopom no Telnet

War 1: Hactpoiika IP agpecos gna Kommytatopa 1 3anyck ¢pyHKuum Telnet Server Ha
KommyTaTtope.

<> MepBbIM genom naeT HacTpolika IP agpeca xocta. OH gonXKeH ObiTb B TOM Xe
cermeHTe ceTu, yto U IP apgpec VLAN1 nHTepdeiica KommyTaTopa. MNpeanonoxum, uto IP agpec
nHtepdeinca VLAN1 KommyTtatopa 10.1.128.251/0/24. Torpa IP appec xocta MoxeT b6biTb
10.1.128.252/24. C nomolubio KomaHapl «ping 10.1.128.251» MOMKHO MPOBEPUTb, AOCTYMEH
KOMMYTaTOp MW HET.

X KomaHapl HacTpoliku IP agpeca ana uHtepdeiica VLAN1 ykasaHbl HuxKe. Mepenq
Hayanom In-band ynpasneHus, IP-agpec KommyTaTtopa A0/KeH 6blTb HACTPOEH NocpencTBOM
Out-band ynpasneHusa (Hanpumep, 4yepe3 nopt Console). KomaHabl KOHOUrypupoBaHUSA
cnegytowme (Janee cuuTaeTcAa, 4YTO BCE MPUINAWIEHMA pPeXMMa KOHOUIrypupoBaHUA

KOMMyTaTopa Ha4yMHAKTCA CO cnoBa «switch», ecnm oTaenbHO He YKa3aHo MHOrO):
Switch>enable
Switch#config
Switch (config)#interface vlan 1
Switch (Config-if-Vlanl)#ip address 10.1.128.251 255.255.255.0
Switch (Config-if-Vlanl) #no shutdown
Ona aktusauum oyHKUMKM Telnet cepBepa Nonb3oBaTeNb A0NKEH BKAIOYNTL €€ B perkume
rnobanbHoro KOHd)MI'ypVIpOBaHMFI, KaK NMOKa3aHO HUXe:
Switch>enable
Switch#config
Switch (config)# telnet-server enable

LWar 2: 3anyck nporpammbli Telnet Client
Heobxoanmo 3anyctutb nporpammy Telnet knneHT B Windows ¢ ykasaHvem agpeca

Run Eﬂ@i

= Twpe the name of a program, Folder, document, ar
E Internet resource, and Windows will open it for you,

XOCTa.

Open: itelnet 10,1.125.251 v|

I oK H Caniel ” Browse, .. l

3anyck nporpammbl Telnet kKnneHT B Windows.
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War 3: MonyunTtb AOCTYN K KOMMYTATOPY.

Ons Toro 4yto 6bl NOAYYUTb AOCTYN K KOHoUrypaumm yepes uHTepodenc Telnet
HeobxoaMMo BBeCTU A0CTOBEPHbIN normH (login) u naponb (password). B npoTUBHOM c/iydae B
aoctyne 6yaeTr oTKasaHo. ITOT meTon NomoraeT m3bexaTb HeaBTOPWM3OBAHHOIO MOJyY4eHUA
poctyna. Kak pesynbTaT, Korga Telnet BKAOYEH AnA HAaCTPOMKM M ynpaBAeHUs KOMMYTATopa,
UMs nosb3oBaTensa (username) M naponb (password) AnA aBTOPU30BaHHbIX NO/b30BaTeNEN

A0/13KeHbl ObITb HACTPOEHbI CleAyoLWEeN KOMAHAON: «username <username> privilege
<privilege> [password (0]|7) <password>]».
[nsa nokanbHOM ayTEHTUOMKALMN MOMKHO MCNOIb30BaTb CIEAYIOLLYHO KOMAHAY:
authentifcation line vty login local.
[ns poctyna B NpMBENUrepoBaHHbI peXXMm HeobxoaMmMo U 3aZaH ypOoBEHb NPUBUAETUIA
15.
JonycTnm, aBTOPM30BaHHbIM NONb30BaTeNb MMeeT nmaA «test» n naponb «test», Toraa
npoueaypa 3afaHna UMeHU 1 Napons ana goctyna no Telnet:
Switch>enable
Switch#config
Switch (config) #username test privilege 15 password 0 test
Switch (config) #authentication line vty login local
Mocne BBOAQ MMeHM W naponsa paa uHTepderica KoHourypuposaHua Telnet,
Nno/sib30BaTe/ib CMOXKET Bbl3BaTb KOMaHAHbI MHTepdelic CLI HacTponkm KommyTaTopa. KomaHabl,
ncnosnblyemole B KOmaHaHoOM mHTepdeince Telnet CLI, KoTopble CTaHOBATCA AOCTYMHbI Nocne

BBOAA MMEHW W NApOs — Te e CamMble, YTO U B KOHCO/IbHOM MHTepdeice

i INNT  system32 telnet.exe
login:test
Passwopd @ s

SWITCH>

Hactpolika Telnet nHtepdeiica

1.1.1.2. YnpaeneHue 4yepe3 HTTP

Y106b1 yNpaBnaTb KOMMyTaTopom Yepes Web-mHTepdenc AonKHbI ObiTb BbINOJAHEHDI
cneayolime ycnoBus:

1. KommyTaTop A0MKEH MMETb CKOHGUTypupoBaHHbI IPv4/IPv6 aapec.

. QT:CH www.qtech.ru
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2. IP apgpec xocta (HTTP knueHT) n VLAN uHTepdeinc KommyTaTopa, AONKHbI MMETb
IPv4/IPv6 agpeca B 04HOM CETMEHTE CeTu.

3. Ecnv BTOPOWM NYHKT HE MOXKeT 6bITb BbiNoaHeH, HTTP KAKeHT Ao/KeH bbiTb NoAKA0YEH
K IPv4/IPv6 appecy KommyTaTopa C APYrUX YCTPOMCTB, TaKUX, Kak MapLipyTu3aTop.

Kak 1 B ynpaBneHun, kKommyTtaTopom yepes Telnet, Kak TonbKo yaaeTtcs ping/ping6 xocTa
K IPv4/IPv6 agpecam KommyTaTopa M BBOAMTCA NPaBWIbHbLIA NOTMH M MapO/ib, BO3MOMXKHO
Noay4YnTb AOCTYN K KOMMyTaTopy Yyepe3 HTTP. Huxke onncaH cnocob HacTpoMKu:

War 1: HactpoiiKka IP agpecoB ana kommyTtaTtopa 1 3anycK ¢yHkuum HTTP cepBepa.

O HacTpomke IP-agpeca KommyTaTopa C NOMOLLbHO BHENONOCHOMO YNpPaBAeHUA, CMOTPMU
rnaBy o Hactpouke Telnet ynpaBneHus.

Y106bI KOHOUIYpUpoBaHMe No Web cTano BO3MOXKHbIM, HY»KHO BBECTU KOMaHAy ip http

server B rNnobasbHOM pexXume KOHOUTypUpoBaHUA:
Switch>enable
Switch#config
Switch (config)#ip http server

War 2: 3anyck Web-6pay3sepa Ha xocre.
Heobxoamumo oTKpbITb Web-6pay3ep Ha xocTe u BBecTu IP agpec KommyTtaTopa, uam
HenocpeacTBeHHo 3anyctuTb HTTP npoTtokon B Windows. K npumepy, IP agpec KommyTaTopa

«10.1.128.251»;

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For vou,

O H Cancel H Browse, .,

3anyck HTTP npoTtoKona

Mpwn obpaweHnn KommyTtatopa c IPv6 agpeca pekomeHAyeTcs MCNoNb30BaTb Bpaysep
Firefox Bepcun 1.5 nnm nosgHee. Hanpumep, ecnm agpec kommyTtatopa 3ffe:506:1:2::3. Beeaute
aapec IPv6 kommyTaTopa http:// [3ffe: 506:1:2:: 3], aapec 06a3aTeNbHO AOMKEH BbITb 3aKNIOYEH
B KBaZpaTHble CKOOKM.

LWar 3: MonyyeHue AoCTyna K KOMMYTATOPY.

[nsa Toro 4Tobbl NOAYUUTL AOCTYN KOHPUIYpauum ¢ ucnonbsosaHmem WEB nHTepodelica,
HeobxoaAMMO BBECTM A0CToBepHbIW forvH (login) u naponb (password), B NPOTUBHOM cay4yae
OyAeT OTKasaHo B A0CTyne. ITOT MeTo4 NOMOraeT nsbexaTb HEaBTOPU30BaHHOIO AocTyna. Kak
pe3ynbTaT, Korga Telnet BKAOYEH ANA HACTPOMKM W ynpaBAeHWs KOMMyTaTopa, MMsA
nosib3osaTens (username) n naponb (password) Ana aBTOPMU30BaHHbIX NONb30BaTENEN AO/IKHbI

ObITb HAaCTPOEHbI CieaytowWe KoMaHaoM:
username <username> privilege <privilege> [password (0|7) <password>].

. QT:CH www.qgtech.ru
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ﬂ,ﬂﬂ NIOKanbHOM aYTEHTMd)VIKaLI,VIVI MOXHO MCNOJZ1Ib30BaTb C/1e4YHOLWYHO KOMaHAay:
authentication line vty login local.
Ona poctyna B NpMBEeNUrepoBaHHbI PeXKMM HeEOHBX0AMMO M 3a4aH YPOBEHb NPUBUIETUIA
15. JonycTum, aBTOPU30BaHHbIN NO/b30BaTelb UMeeT Mma «admin» n naponb «admin», Toraa

npoueaypa HaCTPOMKM, cneaytoLas:
Switch>enable
Switch#config
Switch (config) #username admin privilege 15 password 0 admin
Switch (config) #authentication line web login local

Web nHTepdeic ctpaHuLbl BBOAA YYETHbIX AaHHbIX BbIFAAAUT CAeAyowmm o6pasom:

@QTECH — WEB Interface

e QTECH switches series

Usemame

Copyright (C) YEAR by QTECH LLC
http:/ fwww.qtech.ru/

MNocne BBoAa KOPPEKTHbIX YYETHbIX AAaHHbIX, Bbl NONajaeTe B rNaBHOE MEHIO Web
MHTepd)eﬁca, KaK 3TO MOKa3aHO HUXe:

~Up = Down

Aaas saaa aasa
@QTEF“ e ===

System I[P address: 103750 Current system time: Fri Oct 11113621 2018 System description: QSW-3750-28T-POE-AC | Exit || Save & Exit

Client TP address:

3 QSW-3750-28T-POE-|
2 Switch basic config|
2 Module manageme
2 Port configuratian
#(0 MAC address table
%23 VLAN configuratior|
2 1GMP Snooping col
{23 MLD Snooping con’
(3 Time Range config
3 ACL configuration
33 1Pv6 ACL configure
3 AM configuration
{3 Port channel config
(23 DHCP configuratior
{2) DHCP Snooping co.
(@ SNTP configuratior,
& NTP configuration
3 QoS configuration
#(2 L3 forward canfigu
#(3 Route configuratiol
3 1Pv6 Route configu
3 DCSCM configurati
23 Spanning-tree con
@ MRPP configuratior
@ uLep configuration
&3 ULSM configuratior
k- >

System Version Information
Device: QSW-3750-28T-POE-AC, sysLocation: Russla, Moscow, Ryabinovaya st, 26 bld 2.
CPU MAC 08-c6-b3-b5-da-4c

VLAN MAC 08-ch-b3-b5-d9-4b

SoftWare Version §.2.1.110

BootRom Version 2011.12.16

Hardware Version 1.2

CPLD Version  N/A

Serial No.:3607120320190123

Last reboot was warm reset.

Uptime is 0 weeks, 1 days, 4 hours, 28 minutes
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1.1.1.3. YnpaseneHue Kommymamopom Yyepe3 cemeesoe ynpaeseHue SNMP

Heobxoaumbie TpeboBaHuA:

1. KommyTaTop 40/KEH MMETb CKOHOUIypupoBaHHbIl IPv4/IPv6 agpec.

2. IP agpec xocta (HTTP KnueHT) n VLAN nHTepdeinc KommyTatopa, 40KHbI UMETb
IPv4/IPv6 agpeca B 04HOM CETMEHTE CeTu.

3. Ecv BTOPOM NYHKT HE MOXKeT ObITb BbiNonHeH, HTTP KnueHT AonxeH 6biTb NOAK/OYEH
K IPv4/IPv6 agpecy KommyTaTopa C APYrux YyCTPOMCTB, TaKUX KaK poyTep.

XocT ¢ nporpamMmmHbiMm obecriedyeHnem SNMP gns ynpaBAeHUA CETbiO AO0NKEH YMETb
pingoBaTtb IP agpec KommyTaTopa TaK, YTobbl Npu paboTte nporpammHoro obecneyeHns SNMP,
OHO 6bI/I0 AOCTYNHO ANA OCYLLEeCTB/NEeHUs onepauumii YTeHus/3annucn Ha Hem. MoapobHocTn o
TOM, KaK ynpasnaaTb KommyTtatopamm yepe3 SNMP, He 6yayT paccMOTpPEHbI B 3TOM PYKOBOACTBE,
MX MOXHO HalTh B «Snmp network management software user manual»(MHcTpyKuMAa no
ceTeBomy ynpasneHuo SNMP).

1.2. CLI untepdeiic

KommyTtaTtop obecneumBaeT Tpu UHTepdeica ynpasneHua ans nonb3osatenda: CLI
(Command Line Interface) uHtepdeiic, Beb-nHTepdelic, ceteBoe ynpasaeHne NPorpaMmmHbIM
obecneyeHnem SNMP. Mbl nosHakommm Bac ¢ CLI(KoHconblo), Beb-uHTepdericom U wmx
KOHoUrypaumamum B aetanax, SNMP noka He byaeT paccmatpuBatbca. CLI uHTepdeic 3Hakom
60NbWKNHCTBY MNo/b3oBaTenei. Kak ynomsHyTO Bbllwe, NpU ynpaBAeHUM MO HE3aBUCUMbIM
KaHanam cBA3M u Telnet ynpaBneHMe KOMMYTAaTOPOM OCYLLECTBAAETCA Yepe3 UHTepdenc
KOMaHAHoW cTpoku (CLI).

CLlI vHTepdeic nopaepknsaeT 060s04Ky Shell, KoTopas cocTouT M3 Habopa KomaHpg,
KOHUrypauym. 3T KOMAHAbl OTHOCATCA K pPa3HbIM KaTeropusm B COOTBETCTBUM C WX
OYHKLMAMKM B KOHOUIYpaLMmM KoMMyTaTopa. Kaxkgan Kateropma npeactaBaseT CBOM, OTANYHbIM
OT BCEX, PEXKUM KOHDUIrypaLmu.

Bo3amorkHocTh Shell ana KomMyTaToOpPOB ONUCAHbI HUMKE:

o PeXKMm HacTpoiKu;

° HacTpoiKka cMHTakcuca;

o MoaneprKkKka coyeTaHMA KNaBULL;

° CnpaBkKa;

o MpoBepKa BBOAA;

° MoaaeprKKa A3bIK HeyeTKon Normku (Fuzzy math).
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1.2.1 PeXXuUM HaCTPOIiKu

User Mode
Admin Mode
]
Global Mode
B o c
he] c
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Pexkumbl HacTpoitkm Shell

1.2.1.1. Pexcum nonvzosamens

Mpn Bxoge B KOMaHAHYIO CTPOKY B MNepByl0 ovyepelb NO/Ab30BaTe/lb OKasblBaeTCA B
penme nonb3oBatena. ECan oH BXoAnUT B KayecTBe 0ObIYHOro N0b30BaTeNA, KOTOPbIN CTOUT
Nno YMO/14aHMIO, TOrAa B CTPOKe oTobparkaeTca «Switch>», roe cumBon «>» ssBAAETCA 3aNpocom
ana  pexumma nonb3osatend. Korga KomaHAa BbIXoAa 3anyckaeTca noj, PeXMmom
aAMUHUCTPaATOpPa, OHa ByAeT TaKKe BO3BPALLEHA B PEXMM NONb30BaTENSA.

B pexume nonb3osatensn, 6e3 [ONONHUTE/NIbHbIX HAaCTPOEK, MONb30BaTEN0 AOCTYMHbI
TONbKO 3aMNpocCbl, HAaNPUMep Bpema an MHGopMaLMa O BEPCUM KOMMYTaTopa.

1.2.1.2. Pexcum admuHucmpamopd

[na Toro 4tobbl NONacTb B peXxum AAMUHUCTPaTOpa (NPUBMAETMPOBAHHDINM) CyLLecTByeT
HECKOIbKO CNocob0B: BXO, C UCMO/Ib30BAHMEM B Ka4eCcTBe MMeHM Nosib3oBaTensa «Adminy»; BBOA,
KoMaHAbl «enable» 13 HenpuBunernposaHHoOro (N0/ab30BATENBLCKOrO) MHTEpdeica, Npu 3Tom
Heobxoanmo byaeT BBECTM Mapo/ib agMUHUCTPaTOpa (ecam ycTaHoBeH). Mpu paboTe B perkmnme
aAMUHUCTPATOPA NpUrIalleHMe KOMAHAHOM CTPOKM KOMMYyTaTopa byaeT BbIrNA4eTb Kak
«Switch#». KommyTaTtop Takxe nogaepkmsaeT KombuHaumo kKnasuw «Ctrl + Z», yto no3sonset
NPOCTbIM CMNOCOBOM BbIMTU B PEXMUM aAMUHUCTPATOPa U3 0OOro pexkmma KoHourypaumm (3a
WCKNOYEHNEM MOIb30BATENIbCKOIO).

Mpu paboTe c NpUBUAEIMAMM ALAMUHUCTPATOPA NONb30BATE/Ib MOXKET AaBaTb KOMAHAbI
Ha BblBOA KOHPUIypaUMOHHOW WHPOPMALUM, COCTOAHUM COEAMHEHUA U CTAaTUCTUYECKOM
nHbopmaumm obo Bcex noprtax. TakkKe NOAb30BaTe/Ib MOXKET MepPenTn B pexum rnobanbHoro
KOHOUIYPUPOBaAHUS U U3MEHUTb JIOOYI0 4YacTb KoHbUrypaumum KommyTtaTopa. [loaTtomy,
onpeaeneHne Napoas ANa A0CTyNa K NPUBUAETMPOBAHHOMY PeXUMY ABAAETCA 06A3aTeNbHbIM
ANA  NpefoTBpallleHVMA HeaBTOPU30BAHHOMO AOCTyNa W 3/1I0HAMEPEHHOTO0  U3MEHEHMUA
KOHOUIypauum KommyTaTopa.
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1.2.1.3. Pexcum 2106as1bH020 KOHpU2YPUPOBAHUS.

Habepute KOMaHAy «Switch#config» B peXuUMe agMUHUCTPATOPa ANA TOro, 4YTobbI
BOWTM B PEXMM TrN0b6anbHOro KOHPUIrypupoBaHMA. Mcnonb3yiTe KOMaHAy BbixoAa B
COOTBETCTBMU C APYTUMU PEXMUMaMM KOHOUTYPaALMK, TAKUMU, KaK pexknum nopTa, VLAN pexum,
BEPHYTCA B pPeXXMM rnobanbHOro KoHourypmposaHua. [onb3oBaTesNb MOXKET BbINOAHATb
rnobanbHble HACTPOMKN KOHOUIypaLmUM B 3TOM PexUme, TakMe Kak HacTpolka Tabauny MAC-
afpecos, 3epKkanvpoBaHue nopTos, co3gaHue VLAN, 3anyck IGMP Snooping n STP, n 1. a. Takxe
Nnosb3oBaTe/ib MOMET BONTU B PEXUM KOHOUIYpUpOBaHMA nNopTa LAA HACTPOWMKM BCex

nHTepdemncos.

Pexxum KoHPUrypuposaHusa uHrepdeica
Mcnonb3oBaHWe KomaHAbl MHTepdeica B permme rnobanbHOro KOHGUrypupoBaHuA
NO3BONAET BXOAUTb B PEXMM KOHOUIYpPUPOBAHUA YKasaHHOro uHtepdenca. Kommyrtatop

noaAepKuBaer Tpu Tuna uHTepdencos:

1. VLAN; 2. Ethernet nopr;

COOTBETCTBYHOLLNI TPEM pPEeXMUMAM KOHOUrypauum nHtepdeiica.

3. TopT-KaHan,

Tun KomaHpa JeicTBue KomaHAabl Bbixo
UHTepdeiica = A A
VLAN HabepuTte KomaHay HacTpoika IP agpecos Ncnonb3yiite KomaHAay

interface vlan <Vlan-id> 8
pexkume rnobanbHOro
KOHOUIYypUpOBaHUA.

KOMMYTATOpPa U T1.4.

exit o1 BO3BpaLLEHUA B
rnob6anbHbIN peXnMm.

Ethernet nopr

HabepwuTte KomaHay
interface ethernet
<interface-list> B pexxume
rno6anbHoOro

HacTpoika
noaAepKnBaemoro
AYNNEKCHOTO PeXKUMa,
ckopoctu Ethernet nopta n

Mcnonb3yiite KomaHay
exit o119 BO3BpaLLEHUA B
rno6anbHbIN peXxnMm.

KOHUrypmpoBsaHus. T.M.

NopT-KaHan HabepuTte KomaHay KoHourypmuposaHue nopt- | Mcnonb3ynte kKomaHay
interface port-channel KaHana: AynneKkcHbin exit ans Bo3BpalLeHUA B
<port-channel-number>8 | pexum, ckopocTb U T.4,. rnobanbHbIM PEXUM.
pexxnme rnobanbHoOro
KOHUrypmposaHus.

Pexxum VLAN

Mcnonb3oBaHMe KomaHAbl <vlan-id> B pexume rn106anbHOr0 KOHPUIrypupoBaHUS,

NOMOraeT BOWTM B COOTBETCTBYHOLIMIA pexum KoHourypuposaHus VLAN. B stom pexkume
a4MUHUCTPATOP MOXEeT HacTpauBaTb BCe NOPTbl NoJsb3oBaTenein cootseTtcTBytowero VLAN.
BbinonHnte KomaHAay Bbixoda, 4To6bl BbIATM M3 pexxuma VLAN B pexkmm rnobanbHOro
KOHPUIypMpoBaHus.

Pexxum DHCP Address Pool
BeeguTe komaHay ip dhcp pool <name> B pexknume rnobasbHOro KOHGUrypmMpoBaHMA ANA
Bxoda B pexkmum DHCP Address Pool. Mpurnawexune atoro pexknma «Switch(Config-<name>-
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dhcp)#». B aTom pexkume npoucxoaut KoHourypmuposaHne DHCP Address Pool. BbinosHute
KOMaHAy BbixoAa, YTobbl BbINTU U3 pexknma KoHourypuposaHua DHCP Address Pool B pexum
rno6anbHOro KOHGUrypMpPOBaHMUS.

ACL pexxum
Tun ACL KomaHpa DencTBne KOMaHAbI Bbixop,
Habepute KomaHay ip . Ucnonb3yiite
. . Hactporka napameTtpos .
CtaHpapTHbIM | access-list standard B KomaHay exit ana
ANACTaHAapPTHOrO
pexkxum IP ACL | pexkume rnobanbHoro BO3BpaLLeHUA B
pexunma IP ACL o
KOHPUIYpUpPOBaHUA. rno6anbHbIN PEXUM.
Habepute KomaHay ip . Ncnonbayiite
- . HacTtpourka napameTpos .
PacwupeHHblii | access-list extended B KomaHay exit ans
ana pacwmpeHHOro
pexum IP ACL | pexxume rnobanbHoro BO3BpaLLeHunA B
pexuma IP ACL .
KOH)UIypUpoBaHUS. rnobanbHbIN pexum.

1.2.2 HacTpoiika CMHTaKcuca

KommyTaTop pasnnyaeT MHOXECTBO KOMaHA KoHdurypauum. HecmoTpa Ha To, YTo BCe
KOMaHAbl pasHble, HeobxogMmo cobntofdaTb CUMHTAKCMC WX HanucaHusa. Obwwuit popmar
KOMaHbl KOMMyTaTopa NPUBEAEH HUXKE:

cmdtxt <variable> {enuml | .. | enumN} [optionl | .. | optionN]

Pacwunoposka: cmdtxt *KMPHbIM LWPUEGTOM YKa3bIBaET Ha KAOYEBOE CNOBO KOMaHAbI;
<variable> ykasbiBaeT Ha u3meHaembln napameTtp; {enuml | .. | enumN} o3Havaer
06A3aTeNbHbIN  NAapameTp, KOTOpbIA A0MKeH ObiTb BblbpaH wn3 Habopa napameTpos
enuml~enumN, a B KBagpaTHble cKobku «[]»[optionl | .. | optionN] 3aknwouatoT

Heoba3aTenbHbIM NapameTp. B aTom cnyyae B KOMaHAHOW CTPOKE MOXKET ObiTb KOMOMHauuA
"<>" "{}" n "[]" Hanpumep: [<variable>], {fenum1 <variable>| enum2}, [option1 [option2]], u Tak
hanee.

BOT npumepbl HEKOTOPbIX aKTyaibHbIX KOMaH4, KOHGUrypaLummn:

show version, NapameTpbl He TpebyeTca. 9TO KOMaHAa, COCTOALLAA TO/IbKO U3
KNtoYeBbIX €NOB 1 6e3 napameTpos;

vlan <vlan-id>, HeobxoAum BBOJA 3HAYE€HMS NapPaMeETPOB MNOC/E KAKYEBOro C/10Ba.

firewall {enable | disable}, 3TOM KOMaHZOW NO/Ib30BATE/Ib MOXKET BK/OUYUTb UK
BbIK/IOYMTb BpaHaMayap, cnegyeT b BblOpaTb HYXKHbIN NapameTp.

snmp-server community {ro | rw} <string>, HWU}Ke NPUBEAEHbI BO3MOXHblE

BapWUaHTbI:
snmp-server community ro public
snmp-server community rw private

1.2.3 CoueTaHuA Knhasuw

KommyTaTtop nopaeprKMBaeT MHOXECTBO COYETAHWM KnasBuw ans obneryeHus BBOAA
KoHdUrypauum nonbsosatenem. Echm KomaHAHAA CTPOKA He NMPU3HAET HAXKaTUA BBEPX U BHUS3,
10 Ctrl + P 1 Ctrl + N moryT 6bITb MCNONb30BAHbI BMECTO HUX.
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Knasuwa (u)

dYyHKUuMA

Back Space Yaanntb cMMBOA Nepes Kypcopom. Kypcop nepemelaetca Hasaa,.
I MNMoKasaTb NpeablayLLyto BBeAeHHY0 KomaHay. OTobparkeHune Ao Aecsatu
HefaBHO HAabpPaAHHbBIX KOMaHA,.
lNokasaTb cneayloLyo BBeAeHHY0 KomaHay. [Tpn ncnosnb3oBaHUU KNasuLLn
BHU3 «» BBepX «I*», Bbl NONy4aeTe paHee BBeAEHHbIE KOMAHAbI, NPY UCNOb30BaHUN

KNaBULLN BHU3 «+, », Bbl BO3BPaLLAeTeCh K CneayloLleil KoMaHae.

BneBo «&»

Kypcop nepemelaerca Ha oanH

BnpaBo «->»

CUMBOJ B/IEBO. Bbl mMoOKeTe MCMO/Ab30BaTb K/AaBULLIK
BIEBO «<&» W BNpPaBoO «—»>» A
Kypcop nepemetuaerca Ha ognH N3MEHEHMS BBEAEHHbIX KOMAHA,

CMMBOJ1 BMNpaso.

Ctrl +p TakanA »Ke, Kak 1 y Knasuiim Beepx « ™.

Ctrl +n Takan ke, Kak Uy KNaBULLM BHU3 « ».

Ctrl +b TakKas XKe, KaK M Y K/TaBULLIN BNEBO « <& ».

Ctrl +f TaKasA »Ke, Kak 1 y K1aBULWK BNPaABO «—».

Ctrl +2 BepHyTbcs B PexXum agMMHUCTpaToOpa HEnocpeacTBEHHO U3 ApYrux
PEXMMOB HACTPOMKM (33 UCKNHOYEHMEM MO/Ib30BATENIbCKOrO PeXKMMA)

Ctrl +c OcTaHOBKa HENpPEpPbIBHbIX MPOLLECCOB KOMaHJ, TaKMX KaK ping u 1.4,

Tab B npouecce BBoga KomaHAabl Tab MorKeT 6bITb UCNONL30BaH A1 ee

3aBepLUEHUSs, eCIN HET OLNOOK.

1.2.4 CnpaBKa
CywecTtBytoT ABa cnocoba noay4ymTb AOCTYN K CNpaBoYHON MHPopMaunn: KomaHgamm

«help» n «?».

ocTyn K
Aocty Ucnonb3oBaHue n pyHKLUMU
cnpaBKe
Help Mopa ntobon KomaHaHoM cTpoKoi BeeauTte "help" n HaxmuTe Enter, Bbl

nonyymnte KpaTtkoe onncaHune mu3 cnpaBquoH CNCTembl.

«?»

1. Nop, noboit KomaHAHOW cTpokon BBeauTe "?", YyTOBbI MOMYYUTL CMMUCOK
KOMaHA ana TeKyLLero peXxuma C KPaTKMM  OMMUCaHMEM.
2. Beegute "?" nocne KomaHApl. Ecam nosnuma AomkHa ObiTb MapamMeTpom,
onucaHue 3TOro NapameTpa Tvna, macwTaba u T.4., 6yayT oTobparkeHbl, ecnu
no3muma Ao/KHa ObiTb KAOYEeBbIM CNOBOM, TO byaer oTtobparkeH Habop
KNIOYEBbIX C/IOB C KPAaTKMM OMUCaHWEM, eCcaun Bblwo "<cr>", To KomaHaa
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BBEAEHA NONHOCTbIO, HAaXKMUTE KnaBuwy Enter, 4yTo6bl BbINOAHUTL KOMaHAY.
3. Beegute "?" cpa3y nocne cTpoKM. ITO NOKAXKET BCe KOMaH/dpbl, KOTopble
HAYMHAKOTCA C 3TON CTPOKM.

1.2.5 T[posepkKa BBOAA

1.2.5.1 Omobpaxcaeman uHgpopmayus: yciewHoe evinonHerue (successfull)

Bce KomaHApl, BBOAMMbIE Yepe3 KNAaBMaTypy, NPOXoAsaT NPOBEPKY cuMHTaKcuca B Shell.
Huyero He O6yaeT oTobparkaTbCsA, €CAM MNO/b30BaTe/ib BBE/N MNpPaBW/IbHblE KOMaHAbl Npu
COOTBETCTBYIOLLMX PEXMMAX M YTO MPUBENO K UX YCMELHOMY BbINOJHEHMIO.

1.2.5.2 Omobpaxcaeman uHgpopmayusa: owuboyHvlli 6eod (error)

OTtobparkaemoe coobuieHne ownbku MNosacHeHue

BBeseHHOM KOMaHAbl He CylecTByeT WAW ecTb
ownbka B NapameTpe MmacwTaba, TMNA UK
dopmara.

Unrecognized command or illegal

parameter!

[ocTynHO No KpaliHel mepe ABe MHTepnpeTaumm

Ambiguous command
CMbICNa Ha OCHOBE BBEAEHHOIO TEKCTa.

KomaHga cywectsyeT (npusHaetcs),
HenpasBW/bHbIM NapameTp.

. HO 3agaH
Invalid command or parameter A

This command is not existing in current
mode

KomaHga cyuiectsyeT (NpU3HaETCs), HO HE MOKET
6bITb UCNO/Ib30BaHa B JAHHOM pPeXUME.

Please configure precursor command
"*yat first!

KomaHpaa cyuwiectByeT (NpuU3HaeTcs), HO OTCyTCTBYeT
yC/IOBME KOMaHpl.

syntax error: missing """ before the end
of command line!

OwwnbKa CNHTaKCUCa: HeE

MCNnoab30BaTbCA B nape.

KaBbI4KU MoryTt

1.2.6 Mopapepr<Ka A3bika HeueTKoM norukm (Fuzzy math)

Shell Ha KommyTaTope MMmeeT NOAAEPIKKY A3blKAa HEYETKOM NIOTMKM B MOUCKE KOMaHA, U
KntoyeBbIx cnoB. Shell 6byaeTt pacno3HaBaTb KOMaHAbl U KAOYEBbIE C/I0BA B TOM Cay4ae, eciu
BBEAEHHAA CTPOKA He BbI3blBAET HUKAKNX KOHDMKTOB.

Hanpumep:

1. KomaHpa «show interface ethernet statusy», 6yp,eT pa60TaTb AaXe B TOM Cny4yae,
ecnu Ha6paTb «sh in ethernet status».

2. OpHaKko, npu Habope KOMaHAbl «show running-config» KaK «show r» CUCTEMA
coobwmnt «%Ambiguous command», T.k. Shell byaeT He B COCTOAHUM ONpeaennTb, YTO UMeJIOCb
BBuAy «show radius» mnm «show running-config». Takum obpasom, Shell cmoxeT npaBuabHO
pacno3HaTb KOMaHAy TONbKO ecnu byaeTt HabpaHo «sh ru».
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2. OCHOBHbIE HACTPOMKN KOMMYTATOPA

21 OCHOBHbIe HaCTPOMKHU

OCHOBHbIe HAaCTPOMNKM KOMMYTaTOpPa BKAKOYAIOT B ceba KOMaHA4bl ANA BXOAA U BbIXO4a U3
peXmma agMMHUCTPATOPA, KOMAHAbl ANA BXO4A W BbIXOAA M3 pPeXMma KOHOUrypupoBaHuA
nHTepdenca, ANA HACTPOMKM WU OTODOparkeHMA BpPeMeHM B KOMMyTaTope, OTobparkeHumA
MHbOpPMaLMM O BEPCUMM CUCTEMbI KOMMYTATOpPA U TaK ganee.

KomaHpga MoacHeHune

O6bIYHbI N0NIb30BaTENbCKUI peXkum/ Pexxum agmuHUcTpaTopa

MNMonb3oBaTenb UcnosblyeT KomaHay enable gna Toro, Ytobbl BOMTH
B peXXMM aaMuHUCTpaTopa. A KomaHay disable ana Bbixoga w3
Hero.

Enable [<1-15>]
disable

PeXXum apmuHuUCTpaTopa

BxoauT B pexunm rnobanbHOro KOHPUrypupoBaHUS U3 pexxnma

config [terminal]
agMUHUCTpaTOpa.

PasnunuHble pexXumbl

Bbixog, M3 TeKyLLero pexuma M BXOZ B NPeAbloyLuni Pexum,
Hanpumep ecnm NPUMEHUTb 3Ty KOMaHAy B pexume rnobanbHoro
exit KOHGUIypMpPOBaHMA, TO OHa BEPHET BAC B PEXUM aAMMHUCTPATOPA,
€cnM  HabpaTb ewe pa3 (yKe  Haxo4Acb B pexume
aAMUHUCTPATOPA), TO NoMNageTe B MO/b30BaTE/IbCKUI PEXKUM.

show privilege Moka3blBaeT NPUBUAETUM AN5 ONPeAENEHHbIX NO/ib30BaTeNnen

PacluMpeHHbIi N0Nb30BaTENbCKUIA pexxum/ Pexxum agMUHUCTPaTOpa

BbIxog, M3 TeKylWero pexuma W BO3BPALLEHWE B PEXUM
end aAMUHUCTPATOPA, TONIbKO KOrga nosib3oBaTeslb HAaXOAUTCA He B
NoNb30BaTENbCKOM/aAMUHUCTPATOPCKOM PEXKMMAX.

PeXxum agmuHuUCTpaTopa

clock set <HH:MM:SS>

[YYYY.MM.DD] YcTaHOBKa AaTtbl U BpeMeHMW.

show version OTobparkeHne BepcMmM KOMMYTATOPA.

set default Bo3BpaluaeT 3aBoACKME HACTPOMKM.

write CoxpaHsAeT TekyLLyto KoHPurypaumto Ha Flash-namatb.
reload Mepesarpyska KOMMyTaTopa.
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show cpu usage lNoKa3bIiBaeT cTeneHb ncnosab3osaHma CPU.
show cpu utilization lMoKa3sbiBaeT TEKYLLYHO CKOPOCTb 3arpy3Ku npoLeccopa.
show memory usage MoKa3biBaeT CTeneHb UCMO/Ib30BAHUA NAMATH.

PexXum rnobanbHoOro KOHGUrypupoBaHusa

HacTpoiika oTobpaxkaemolh MHPOPMaLMM  NPU  YCMELIHON
aBTopu3aum nonb3oBatens uYepes Telnet wAM  KOHco/bHOE
coeguHeHue.

banner motd <LINE>
no banner motd

2.2  YnpasneHue Telnet

2.2.1 Telnet

2.2.1.1 BeedeHue 8 Telnet

Telnet 3To NpocTON NPOTOKOAN YAANEHHOTO AOCTYNA ANA AUCTAHUMOHHOIO BX0OAa.

Ucnonb3ya Telnet, nonb3oBaTe/ib MOXKET ANCTAaHLMOHHO BOMTU Ha XOCT Ucnonb3ys erolP agpec

nnn nma. Telnet MmoXKeT NOCbINATb HAXKATMA KNABULW yAANEHHOMY XOCTY U BbIBOAWUTb Al@HHbIE Ha

9KpaH No/sb3oBaTena ucrnonb3ya npotokon TCP. 3To Npo3payHan npoueaypa, Tak Kak KaxeTtca

TO, YTO NOJIb30BaTE/IbCKME KNaBMaTypa U MOHUTOP NOAKAOYEHDI K YAaNeHHOMY Y31y HanpAamyto.

Telnet ucnonb3yeT KNNEHT-CEPBEPHDLIN PEXKMM, IOKANIbHAA CUCTEMA BbICTYNAET B POIU

Telnet KnueHTa, a yganeHHbih xocT - Telnet cepsepa. KommyTtatop moxKeT 6bITb Kak Telnet
cepBepom, Tak u Telnet KnmeHTOM.

Korga KommyTtatop wucnosb3yeTcA Kak Telnet cepBep, N0/Ab30BaTeNb MOMKET
ncnonb3oBaTb Telnet KnuveHTcKMe nporpammbl, BKAoveHHble B OC Windows waun pgpyrue
onepauMoHHble CUCTEMbBI 414 BXO4Q B KOMMYTATOP, Kak ONUCAHO paHee B pasgene «ynpasnieHue
Nno He3aBMCUMMbIM KaHanam ceasm». Kak Telnet cepsep KommyTaTop NO3BOAAET A0 5 KNMeHTam
Telnet nogknoyeHme ncnonbaya npotokon TCP.

Takke KommyTtatop paboTtasa Kak Telnet KnaveHT, no3BonseT NoNb30BaTeNt0 BOUTU B
Apyrve ypaneHHole XocTbl. KommyTaTop MOMKeT ycTaHoBUTbL TCP-nogKkntueHne TONbKO K
OAHOMY yaaneHHomy xocTy. Ecnm noasuTca Heo6Xo4MMOCTb COeANHEHMUA C APYTMM yAaNeHHbIM
XOCTOM, TeKyLwwme coegmHeHns TCP AonKHbl 6bITb pa3opBaHbI.

2.2.1.2 KomaHObI KoHu2ypuposaHusa Telnet
1. Hactpolika Telnet cepBepa;

2. cnonb3osaHue Telnet ana yganeHHoro Aoctyna K KOMMyTaTopy.

1. HacTtpolika Telnet cepBepa

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

AkTnBMpyeT dyHKumio Telnet cepsepa Ha
KOMMYTaTOpE, KomaHAaa
«NO»AeaKTUBUPYET 3Ty GYHKLUMIO.

telnet-server enable
no telnet-server enable
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username <user-name> [privilege <privilege>]
[password [0 | 7] <password>]
no username <username>

HacTpanBaeT uma nonb3oBaTens u naponb
ana poctyna no Telnet. KomaHaa «no»
yaanset OaHHble aBTOpM3aLUMK
BblBpaHHOro Nosib3oBaTens.

authentication securityip <ip-addr>
no authentication securityip <ip-addr>

HactpauBaetr 6esonacHocTb IP apgpecos
AnA BXxoda Ha KommyTtatop no Telnet:
KOMaHAa «no» OTMEHAET npeablayLLyto
KOMaHAy.

authentication securityipvé <ipv6-addr>

HactpausaeTt 6e3onacHocTtb IPv6 agpecos
Ans Bxoga Ha KommyTatop no Telnet:

no authentication securityipv6 <ipv6-addr> KOMaHAa «nho» OTMEHAET npeablayLlyto
KOMaHAay.

authentication ip  access-class {<num- | CBaA3biBaeT ctaHAapTHbIN IP ACL c Telnet /

std>|<name>} SSH /Web; KomaHpa «no» oOTmeHsAeT

no authentication ip access-class npeablayLyto KomaHay.

authentication ipv6 access-class {<num- | CsasbiBaeT IPv6 ACL c Telnet / SSH /Web;

login

std>|<name>} KOMaHZa «no» OTMeHAeT npeablayLlyto
no authentication ipv6 access-class KOmaHAay.

authentication line {console | vty | web} login

{local | radius | tacacs} HacTpoiika pexuma  ayTeHTUPUKauumm
no authentication line {console | vty | web} Telnet.

authentication enable method1 [method?2 ...]
no authentication enable

HacTpolika BKAHOYEHMA CMMCKOB METOA0B
ayTeHTMOMKaLMMK.

authorization line {console | vty | web} exec
{local | radius | tacacs}
no authorization line {console | vty | web}exec

HacTpolika pexuma aBTtopusaumm Telnet.

accounting line {console | vty} command <1-
15> {start-stop | stop-only | none} methodl
[method2...]

no accounting line {console | vty} command
<1-15>

HacTpolika cn1cka meToAoB yyeTa.

Pexxum agmuH

uctpatopa

terminal monitor
terminal no monitor

OTtobpaxkeHne OTNa/04YHOM UHOPMaLMK
ONA BXOAA Ha KommyTtatop yepes Telnet
KAneHT, KomaHaa «no»  OTK/Awuvaer
oTobpaxeHne AaHHOW MHPOPMaLINM.
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2. Ucnonb3oBaHue Telnet gna yaaneHHOro AocTyna K KOMMyTaTopy

KomaHpaa OnucaHue

PexXxum agmuHucTpatopa

Bxoa, Ha xocT KommyTaTopa 4yepe3 Telnet
KAWMEHT, BXO4AWMKA B  KOMMAEKTALMIO
KoMmmyTaTopa.

telnet [vrf <vrf-name>] {<ip-addr> | <ipvé-
addr> | host <hostname>} [<port>]

2.2.2. SSH

2.2.2.1 BeedeHue 8 SSH

SSH (aHrn. Secure SHell — «6e3onacHana 060n104Ka») ABNSETCA NPOTOKOJIOM, KOTOPbIN
obecneymBaeT H6e30MacHbIM yAaNeHHbIA [OCTYN K ceTeBblM ycTpoMcTBam. OH OCHOBaH Ha
HagexHom TCP/IP npotokone. OH noadepyuBaeT TakMe MexaHM3Mbl Kak pacnpegeneHue
KNOYen, nposBepKa MOAJAMHHOCTUM U wudpoBaHua mexagy SSH cepsepom u SSH-kAneHTOMm,
yCcTaHoBKa 6e3onacHoro coeauHenua. MHPopmauma, nepesasaeman yepes 3T0 COeAUHEHMeE
3aWmueHa oT nepexsaTa M paclwmMPpoBKKM. [na AocTyna K KOMMYTATOPY, COOTBETCTBYHOLLEMY
TpeboBaHuam SSH2.0, Heobxoaumo SSH2.0 KnneHTcKoe nporpammHoe obecrneyeHmne, Takoe, Kak
SSH Secure Client n Putty. Monb3oBatenn moryT 3anycKaTtb BbllenepeyncieHHoe NporpaMmmHoe
obecneyeHne gnA ynpaBneHMA KOMMYTAaTOPOM yAaneHHO. KommyTaTop B HacToAllee Bpems
noaaeprkusaetr ayteHTudukaumto RSA, 3DES m SSH wudpoBaHMe npoToKona, Maposb
nonb3oBaTena ayTeHTMPUKaLMN U T.A4.

2.2.2.2 CnucoK KomaHoO 014 KoH¢puaypuposaHua SSH cepsepa

KomaHpga OnucaHue

Pexxum rnobanbHOro KOHGUrypupoBaHus

ssh-server enable AKTUBaLMA PYHKUMM HA KOMMYTATOpPE; KOMaHAA
no ssh-server enable «NO» OTMEHAET NpeAblAyLLyto KOMaHAYy.

username <username> [privilege = HacTpavBaeT Mma nonb3oBaTena WU Napoab ANA

<privilege>] [password [0 | 7] | goctyna K KommyTaTopy u4epe3 SSH KaueHT.
<password>] KomaHaa «no» ypanaeT pAaHHble aBToOpuM3auuu
no username <username> BbIOPAHHOro Nosb3oBaTeN .

HacTpoika TavimayTta gnsa ayteHtudmkaumm SSH;
KomaHga «no» BOCCTaHaBAMBaET 3HayeHuA Mo
YMONYaHUIO TakMayTa ANs ayTeHTUOMKaumm SSH.

ssh-server timeout <timeout>
no ssh-server timeout

ssh-server authentication-retires | HacTpolika 4mMcno NOBTOPHbIX nNoOMbITOK SSH
<authentication-retires> ayTeHTUPMKauum; KomaHaa «no» BOCCTaHaBAMBAET
no ssh-server authentication-retries 3HaYyeHUA Mo YMOYaHUIO.
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ssh-server host-key create rsa modulus | Co3gaHue HoBoro RSA Kntoya xocta Ha SSH
<moduls> cepsepe.

PeXXum agmuHuUcTpartopa

Mokas oTnago4YyHol MHPopmauumn SSH Ha cTopoHe
KAMEHTa; KOMaHAa «No» OTMeHAeT npeablayLiyto
KOMaHAay.

terminal monitor
terminal no monitor

2.2.2.3 lMpumep Hacmpoliku SSH cepsepa

Mpumep 1:

3agaum:

° Bkntountb SSH cepsep Ha KommyTaTtope M 3anyctutb SSH2.0 nporpammHoe
obecneyeHne KnneHTa, Takoe Kak SSH Secure Client mnm Putty Ha TepmuHane. BoWTM Ha
KOMMYTaTOpP, MCNONb3YA UMA NONb30BATENA U NAPOAb OT KAUEHTA.

° Hactpoutb IP-agpec, nob6asutb SSH nonb3oBatenei n aktuesnpoBatb SSH cepBuc
Ha KommyTaTope. SSH2.0 KAMEHT MOXKeT BOMTM B KOMMYTATOpP, UCMO/Ib3ysA MMA NO/b30BaTeNA U
napo/ib AN HACTPOMKM KOMMYTATOpa.

Switch (config) #ssh-server enable

Switch (config)#interface vlan 1

Switch (Config-if-Vlanl) #ip address 100.100.100.200 255.255.255.0
Switch (Config-if-Vlanl) #exit

Switch (config) #username test privilege 15 password 0 test

B IPV6 ceTax, TEpMUHAN [0MKEH 3aNyCTUTb SSH-KAMEHT M NporpammHoe obecneyeHue,
KoTopoe noaaep:kmBaeT |Pv6, TakMe Kak putty6. lNonb3oBatenn He [O0MKHbI U3MEHATb
HaACTPOMKN KOMMYTaTOPa, 33 UCK/IIOYEHNEM pacnpeaeneHus IPvb-aapeca 414 N0KaNbHOMo XocTa.

23 Hactpoiika IP agpecos KommyTaTopa

Bce Ethernet-nopTbl KOMMyTaTOpa MO YMOAYaHWUIO ABAAKOTCA MOPTaMKM [OCTyna AnA
KaHa/bHOro YPOBHA U BbINOAHAIOTCA Ha BTopom yposHe. VLAN nHTepdeic npeacrasnaeT coboi
UHTepdenc TpeTbero ypoBHA C PYHKUMAMM, NS KOTOPbIX MOXeT bbiTb HasHauyeH IP-aapec,
KOTopbIN byaeT Takxke IP-agpecom KommyTaTopa. Bece cetn VLAN, cBA3aHHble ¢ MHTepdencom, n
X KoHourypaumsa moryT ObiTb HACTPOeHbl B nogpexume KoHourypuposaHma VLAN.
KommyTaTop npegocTtaBnsaeT Tpn metoaa KoHourypaumm IP agpeca:

. Py4Han
. BOOTP
. DHCP

PyyHaAa HacTpolika IP-agpeca no3BoaseT npmuceamBaTh |IP-agpec BpyyHyto.

B BOOTP / DHCP pexume, KommyTaTop paboTtaeT Kak BOOTP/DHCP knueHT, oTnpasaseT
lUMpOKoBewWaTenbHble naketbl BOOTP 3anpoca Ha BOOTP/DHCP-cepsepa u BOOTP/DHCP
cepBep HasHa4yaeT agpec OTNPaBUTENIO 3aMpoca, KPOMe TOro, KOMMYTAaTOP MOXKeT paboTaTtb B
Kauectse cepsepa DHCP u gMHamunyeckn HasHadaTb napameTpbl CeTW, Takue, Kak IP-agpeca,
wnto3 mnagpeca DNS-cepsepos DHCP kKaneHTam, 4To NnogpobHO ONMCaHO B NOC/IeAYOLWMX F1aBax.
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2.3.1 Cnucok KomaHpg ana HacTpoikm IP agpecos

1. BkntoyeHue VLAN peruma;
2. PyyHan HacTpoWKa;

3. BOOTP KoHourypaums;

4. DHCP koHurypaums.

1. BkntoyeHune VLAN pexnma

KomaHpa

OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

interface vlan <vian-id>
no interface vlan <vlan-id>

CospmaHne VLAN wuHTepodeiica (MHTepodelica
TPETbero YypoBHA); KOMaHAa «No» ypanaet
VLAN nHTepodelic.

2. PyyHas HacTpoliKa

KomaHpa

OnucaHue

VLAN

pexum

ip address <ip_address> <mask> [secondary]
no ip address <ip_address> <mask>
[secondary]

Hactponka IP agpeca VLAN wuHTepdelica;
KomaHga «no» ypanaetr [P agpeca
VLANuHTepdeica.

ipv6 address <ipv6-address / prefix-length>
[eui-64]

no ipv6 address <ipv6-address / prefix-
length>

Hactpolika IPv6 agpecoB. KomaHaa «no»
vaansaet IPv6 agpeca.

3. BOOTP KoHdurypauma

KomaHpga OnucaHue
VLAN pexum
BknioyeHne  KommyTatopa Kak  BOOTP
ip bootp-client enable KNMeHTa Aana nonyyveHus IP-agpeca n agpeca
no ip bootp-client enable wnto3a nytem neperosopos BOOTP. KomaHaa
«no» BblkntovYaeT BOOTP KAuneHT.
4. DHCP KoHuUrypauusa
KomaHpga OnucaHue
VLAN pexxum
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BkntoueHne kommyTtaTopa Kak DHCP knneHTa
ip dhcp-client enable Ana nonyvyeHua IP-agpeca n agpeca wnio3a
no ip dhcp-client enable nytem 3anpocoB DHCP. KomaHga «no»
BblkntovaeT DHCP KnneHT.

2.4 Hactpoitika SNMP
2.4.1 BsepeHue B SNMP
SNMP (Simple Network Management Protocol) asnseTtcs cTaHAapTHbIM NPOTOKO/IOM
CeTeBOoro ynpaBaeHMA, KOTOPbIN LUMPOKO UCNOb3YETCA B yNPaBAEHNM KOMMbIOTEPHbIMU CETAMM.
SNMP aBnsaetca pa3suBatowmmea npotokosiom. SNMP vl [RFC1157] asnseTcs nepBon Bepcmen
npotokona SNMP, KoTopasa aganTMpoBaHa K OFPOMHOMY YMCY NPOU3BOAUTENEN CBOEM
NPOCTOTOM U Nerkoctbto BHegpeHua; SNMP v2c agnaetca ynyyweHHon Bepcmet SNMPv1; 8
SNMP v3 ycuneHa 6e3onacHocTtb, gobasneHbl USM n VACM (View-Based Access Control Model).
SNMP-npoTtokon obecneumsaeT npoctor cnocob obmeHa uHbopmaumen ynpasneHua
ceTblo mexay AsymA Todykamu B cetn. SNMP ucnonb3yeTr mexaHU3m 3anpocoB U nepepaer
coobueHuns yepes UDP (npoTokon 6e3 ycTaHOBAEHUS COEAMHEHWUS TPAHCMNOPTHOrO YPOBHSA),
NOSTOMY OH XOPOLUO NOAAEPKMBAETCA CYLLECTBYIOLMM KOMMBbIOTEPHBIMU CETAMM.
SNMP-nNpOTOKON MCMNOAb3YET PEXMM CTaHUMM-areHTa. B 3TOM CTpyKType ecTb ABe
coctansaouwme: NMS (Network Management Station) u areHt. NMS saBndetca pabouei
CTaHUMeln, Ha KOTOpPOM CTOUT KameHTcKaa nporpamma SNMP. 3to agpo SNMP-ynpasneHun
ceTbto. AreHT cepBepHOro nNporpammHoro obecneyeHuns paboTaeT Ha YCTPOMCTBAX, KOTOpble
HyXaatotca B ynpasneHun. NMS ynpasnaet Bcemn obbekTammn yepes areHToB. KommyTtatop
noaneprrunsaet GyHKUMM areHTa.
Ceasb mexay NMS u areHTom npoucxoamuT B pexume KnuneHTt-Cepsep, ob6meHMBaACh
CTaHZapTHbIMK coobuweHnamn. NMS nocbinaeT 3anpoc, U areHT oTeedvaeT. ECTb cemb TMNOB
SNMP coobuieHnit:

. Get-Request

. Get-Response

. Get-Next-Request
. Get-Bulk-Request
. Set-Request

. Trap

. Inform-Request

NMS cBa3blBaeTcA € areHTOM € nomoubto 3anpocos: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu noay4yeHUM 3anpocoB, OTBEYAET COObLEHMEM
Get-Response. O HEKOTOPbIX CNeLManbHbIX CUTYALUAX, TAKUX, KAK U3MEHEHUA CTaTyCOB CeTeBbIX
NopTOB YCTPOMCTBA MU U3MEHEHUA TONONOTUN CETWU, areHTbl MOTYT OTMNPaBAATbL CNeLnaibHble
coobueHna 06 aHomanbHbIx cobbiTUAX. Kpome Toro, NMS morKeT 6bITb TakKe yCTaHOBNEH AN
npeaynpexaeHna HeKOTOPbIX aHOMasbHbIX CobbITMi, aktuBupya RMON ¢yHKumio. Koraa
cpabaTtbiBaeT onpeaeneHHoe NpaBuIo, areHTbl OTNPABASAIOT COOOLEHMA B }KypHaAbl COObITUI B
COOTBETCTBMM C HACTPOMKAMM.

USM obecneumBaeT 6e3onacHyto nepegayvy, XOpowo NpoayMaHHoe wudpoBaHue U
ayTeHTUdMKaumto. USM wudpyeT coobuieHmna B 3aBUCMMOCTM OT BBOAA NApOaA No/b30BaTeNs.
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3TOT MeXaHU3M FrapaHTUPYeT, YTO cO0bLEHNA HE MOTYT BbITb MPOCMOTPEHbI BO BPEMSA Nepeayu.
Takxke USM AyTeHTUOMKAUMA TapaHTUPYET, YTo coobLLeHne HEe MOXKeT ObiTb M3MEHEHO Npu
nepegavye. USM wucnonb3yetr DES-CBC kpuntorpaduio. U HMAC-MD5, u HMAC-SHA
NCNONb3YIOTCA ANA ayTeHTUDMKaLUu.

VACM wncnonb3yeTtca ana KnaccudPmkaumm npas M A0CTyna nonb3oBaTenei. 3To CTaBuT
nosb3oBaTesiet C OAHUM U TEM XKe paspelleHMem 0CTyna B o4Hy rpynny. HeaBTopusoBaHHble
Nonb30BaTeNN HE MOTYT NPOBOAMUTbL ONepaLuun.

2.4.2 BsepeHue B MIB

NHpopmauma ynpasneHua cetbto goctyna B NMS KOppekTHO onpegeneHa MU
opraHusoBaHa B MHpoOpmaUMOHHON base ynpasnenua (MIB). MIB ato npeponpeaeneHHas
MHbOpMaLMA, KOTopasa MOXKeT bbiTb AOCTYNHA Yepe3 NPOTOKO/bl YNPaBAEHUA CETbO, BO BCEM
CBOEN MHOFOCNOMHOCTU W CTPYKTYpupoBaHHOM Buae. [peponpepeneHHaa uHpopmauyma
ynpaBaeHUs MOXKeT ObITb MOJlyd4eHa NyTeM MOHUTOPMHra ceTeBbix ycTpoicts. ISO ASN.1
onpeaenseT ApPeBOBUAHYIO CTPYKTYpY Ana MIB, cooTBETCTBEHHO KaxAabii MIB opraHusyeT BCto
OOCTYNHYIO MHGOPMALMIO B BUAE TAaKOM CTPYKTYpPbl. Kaxabin y3en storo gepesa cogepkut OID
(maeHTUdPUKaTOP 06BEKTA) M KpaTKoe onuncaHue y3na. OID npeacTtasnset coboit Habop Lenbix
yncen, pasgeneHHbiXx TOYKamMW, W MOXKeT OblTb MCMOAb30BaH ANA onpeaeneHus
MEeCTOMNONOXKEHUA Y3/1a B A4PEeBOBUAHON CTPYKTYpe MIB, Kak NOKa3aHO Ha PUCYHKe HUMKE:

Root
]
Node(1) ¢ o Node(2)
Node(1) g @ Node(2)
Object(1) Node(1) ¢ » Object(2)

Object(1)
Mpumep gepesa ASN.1

Ha stom pucyHke OID obbekTa A siBndetca 1.2.1.1. NMS MoXeT HaliTK 3TOT 06BbEKT Yepes
3TOT yHMKaNbHbIN OID 1 Nony4YnTb CTaHAAPTHbIE NepemeHHble 06beKTa. MIB onpeaenset Habop
CTAHAAPTHbIX NePEMEHHbIX A1 MOHUTOPMUHIA CETEBbIX YCTPOMCTB, CiIeys STONCTPYKTYpe.

Ecnn nndopmauyma o nepemeHHbix MIB areHTa Ao/1XKHa ObITb MPOCMOTPEHa, HEObXoANM
3anycK nporpammHoro obecneyeHusa npocmoTpa MIB Ha NMS. MIB B areHTe 06bIYHO COCTOUT 13
nybanyHoro MIB u uactHoro MIB. MMy6anyHbii MIB cogepUT OTKpbITYO WMHbOPMaLUo
ynpaB/aeHUA CeTbo, KOTOpas MoXeT bbITb gocTynHa ana scex NMS, yactHbin MIB coaeput

. QT:CH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

TexHunyeckoe onuncaHue

OCHOBHble HAaCTPOMKM KOMMYyTaTopa 32

KOHKPETHY0O UWHOPOpMaLMIO, KOTOpasA MOXKeT ObiTb MNPOCMOTPEHA W  KOHTpo/AMpyeTcA
noAAep»KKOM Npon3sBoauTens.

MIB-I [RFC1156] 6bina nepBon peanusaumeint nybandoix MIB SNMP, 1 6bina 3ameHeHa
MIB-II [RFC1213]. MIB-Il pacwmnpsaet MIB-I n coxpaHaet OID ana MIB aepesbes B MIB-I. MIB-II,
COOEPKUT BNOXKEHHbIE AEpeBbA, KOTOPble TaKXKe HasblBaloTcAa rpynnamu. O6beKTbl B 3TUX
rpynnax oxBaTbiBatoT BCe (YHKLMOHANbHble 0b6nactu B ynpasaeHuun cetbto. NMS nonydaer
nHbopmaumio 06 ynpasneHmm ceTbto npocmaTpusas MIB Ha SNMP areHTe.

KommyTtaTtop moxkeT paboTtatb B Kayectse SNMP areHTa, a Takxke nogaeprkmsaet SNMP
v1/0/v2c n SNMP v3. Takke KommyTaTop nogaeprkmsaet 6asosble MIB-Il, RMON nyb6aunyHble
MIB u gpyrvne nybanyHblie MIB, Takue Kak Bridge MIB. Kpome Toro, KommyTaTop noaaepusaeT
CaMOCTOATENbHO onpeaeneHHble YacTHble MIB.

2.4.3 BsepeHue B RMION

RMON naBnsetca Hambonee BaKHbIM pacluMpeHuem ctaHgaptHoro SNMP npoTtokona.
RMON saBnsietcs Habopom onpeaeneHnin MIB n ncnosb3yercs ansa onpefesieHnsa cTaHaapTHbIX
cpencTs M nHTepdelicoB ana HabaoaeHMA 3a CeTblo, NO3BO/ISET OCYLLECTBAATb CBA3b MeXAy
TepMnHanamu ynpasneHna SNMP u yaaneHHbIMM ynpasnaembiMu KommyTatopamu. RMON
obecneynBaeT BbICOKO3IOPEKTUBHbIN METO, KOHTPOJIA AEUCTBUIA BHYTPU NOACETU.

MIB RMON coctout u3 10 rpynn. KommyTtatop nogaep:kusaeT Hambonee 4vacto
ucrnonb3yemsle rpynnbl 1, 2,3 n 9:

° Statistics: KOHTpOAMpPYeT OCHOBHOE MCMO/b30BaHUE M BeAET CTAaTUCTUKY OWMOOK
ONA KaXKa0oM NoaCceTU KOHTPOJIMPYEMOFO areHTa.

° History: no3sonseT nepMoanyYeckn 3anucbiBaTb 06pasLbl CTAaTUCTUKK, KOTOpbIE
[0CTYNHbI B CTaTUCTUHKE.

° Alarm: no3BosAeT No/ab30BaTeNAM KOHCO/AM YNpPaBAE€HUS YCTAHaBAMBATb
KOJINYECTBO MAWN YUC/I0 ANA MHTEePBaNOB OOHOBAEHMA U NOPOroBbIX 3HAYEHWUI ONOBELLEeHMA ANA
3anuncet RMON areHTa.

° Event: cnncok Bcex cobbiTuin, nponsoweawinx 8 RMON areHTe.

Alarm 3aBucat ot peanmsaumm Event. Statistics u History otobpa)kaloT TekyLyto
CTAaTUCTUKY uUanM muctoputo noacetu. Alarm m Event obecneumsatoT meTosn KoHTpoaa ntoboro
M3MeHEeHMA JAaHHbIX B CETU M NPeAOoCTaBAAKT BO3SMOXKHOCTb N0A4ABaTbh CUIHA/bl MPU HELUTATHbIX
cobbiTnaX (oTnpasKa Trap UK 3anncCb B XKypHasbl).

2.4.4 Hactpoiika SNMP

2.4.4.1 Cnucok KomaHO 0aa Hacmpoliku SNMP

1. BKntoyeHune n otkatodeHne pyHKunm SNMP areHTa;
. Hactpoiika ctpoku coobuiectsa B8 SNMP;

. HacTtpoiika IP-agpeca ctaHumu ynpasneHua SNMP;
. Hactpowka engine ID;

. Hactpowka nonb3osatens;

. Hactpowka rpynnbi;

. Hactpowka Bnaa;

. Hactpowka TRAP;

. BkntoueHune / sbikntoueHne RMON.

O o0 NOTULLP WN
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1. BkntoueHune n oTkAtodeHne yHKuum SNMP areHTa

KomaHpga

OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHusa

snmp-server enable
no snmp-server enable

BkntoueHne ¢yHKumm SNMP  areHTa Ha
KommyTaTtope. KomaHaa «no» BbIKAOYAET 3Ty
byHKUMIO.

2. HacTtpoiiKa cTtpoku coobuiectsa B SNMP

KomaHpa

OnucaHue

PexKum rnobanbHoOro KOHGUrypupoBaHua

snmp-server community {ro|rw} {0 | 7}
<string> [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6-
name>}] [read <read-view-name>] [write
<write-view-name>]

no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std> | <ipv6-name>}]

Hactpoika ctpokn coobuiectea B8 SNMP ans
KommyTaTtopa. KomaHga «no» yaanaer 3ty
CTPOKY.

3. HacTpoitka IP-agpeca ctaHuum ynpasneHna SNMP

KomaHpa

OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

snmp-server securityip {<ipv4-address> |
<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

Hactpolika 6e3onacHbix IPv4/IPv6 agpecos,
KOTOpble  MMET nNpaBo  AocTyna K
KommyTaTopy. KomaHga «no» yganaet aTu
HACTPOMKHM

snmp-server engineid <engine-string>
no snmp-server engineid

snmp-server securityip enable BKntoyeHne U OTKAOYEHME  PYHKUMM
snmp-server securityip disable npoBepKn 6esonacHbIx IP.
4. Hactpoiika engine ID
KomaHpga OnucaHue
Pexxum rnobanbHoro KoHpurypmposaHusa
Hactpoiika nokanbHoro engine ID Ha

KoMmmyTaTtope. 3Ta KOMaHZa MCNoJb3yeTcA
ana SNMP v3.
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KomaHpa

OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHusa

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipvé6-
name>}]

no snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std> | <ipv6-name>}]

[NobasneHne nonb3osatend 8 SNMP rpynny.
JTa KOMaH4a UCNO/Mb3yeTcA ANA HACTPOWMKMK
USM gna SNMP v3.

6. HacTtpowka rpynnbl

KomaHpa

OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

snmp-server group <group-string>
{noauthnopriv|authnopriv|authpriv} [[read
<read-string>] [write <write-string>] [notify
<notify-string>]] [access {<num-
std>|<name>}] [ipv6-access {<ipv6-num-
std> | <ipv6-name>}]

no snmp-server group <group-string>
{noauthnopriv|authnopriv|authpriv}
[access {<num-std>|<name>}] [ipv6-access
{<ipv6-num-std>| <ipv6-name>}]

YcTaHOBKa WHpopmaumm o rpynne Ha
KOmMMmyTaTope. dTa KOMaHAa MCho/b3yeTcs
ana Hactpokn VACM gna SNMP v3.

7. Hactpoitka Buaa

KomaHpa

OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHusa

snmp-server view <view-string> <oid-string>
{include|exclude}

no snmp-server view <view-string> [<oid-
string>]

HacTtpoika BuMaa Ha KommyTatope. 3I1a

KomaHAa ncnosb3yetca ana SNMP v3.
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8. Hactpoitka TRAP
KomaHpga OnucaHue
Pexkum rnobanbHOro KOHGUrypupoBaHus
snmp-server enable traps o
Bkntountb otnpaBky Trap coobuweHun. ITa KOmaHAa
no snmp-server enable
traps ncnonbayetca ana SNMP v1/0/v2/v3.

snmp-server host {<host-
ipv4-address> | <host-ipv6-
address>} {vl | v2c | {v3
{noauthnopriv | authnopriv
| authpriv}}} <user-string>

no snmp-server host {<host-
ipv4-address> | <host-ipvé6-
address>} {vl | v2c | {v3
{noauthnopriv [ authnopriv
| authpriv}}} <user-string>

YctaHoBKa IPv4/IPv6 agpeca xocTa, KOTOPbIA MCMONb3yeTcs
ANnA nonyyeHma nHoopmaumm SNMP Trap. Onsa SNMP v1/0/v2,
3Ta KOMaHAa TaKKe HacTpauBaeT CTPOKy coobuiectBa gns
Trap; ana SNMP v3 |, sTa KOMaHAa TaKXe HacTpamBaeT umA
nonb3oBaTena u yposeHb 6esonacHoctu Trap. KomaHga "no",
oTmeHsaeT aToT IPv4 unn IPv6 agpec.

snmp-server trap-source

<ipv4-address> <ipv6- o
id:ress>} | P YctraHoBKa IPv4 wunn IPv6 apgpeca WCTOYHWMKA, KOTOpPbIM
nucrnonb3yeTca ANA OTNPaBKM trap MNakeToB, KOMaHAaA
no snmp-server trap-source R LB
{<ipv4-address> | <ipv6- '
address>}
9. BkntoyeHue / sbiknoyeHne RMON
KomaHpga OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHusa

rmon enable
no rmon enable

BkntoueHue / BbiknoyeHne RMON

2.4.5 TunuyHble npumepbl HacTPoKu SNMP

IP-agpec NMS 1.1.1.5, IP-agpec KommyTaTopa (areHTta) 1.1.1.9.

CueHapwii 1: NMporpammHoe obecnevyeHne NMS ncnonbayet npotokon SNMP ans
NONy4YeHMA AaHHbIX OT KOMMYTATOpPA.

KoHdurypauma kKommyTtaTopa, 3anmcaHa Huxe:

Switch (config) #snmp-server
Switch (config) #snmp-server
Switch (config) #snmp-server
Switch (config) #snmp-server

enable

community rw private
community ro public
securityip 1.1.1.5
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NMS mo¥KeT MCnonb30BaTb YaCTHYIO CTPOKY coobliecTBa ANa A0CTyNa K KOMMyTaTopy
ANA YTEHUA U 3aNnCK paspeLLeHmnii Uan Ncnonb3oBaTb Ny6ANMYHYIO CTPOKY coobluiecTsa Ans

[0CTyNna K KOMMYTaTOpY TOJIbKO AR YTEHUA pa3peLleHni.

CueHapui 2: NMS 6yaeT nonyyatb Trap coobuweHus oT KommyTaTtopa (MpumeyaHue:
NMS, BO3MOKHO, NPOBEPUT 3HAYEHME CTPOKK coobuiecTBa AnA Trap coobuieHunid. B aTom cnyyae
NMS ncnonb3yeT noaTBEPKAEHNE CTPOKM coobLLecTBa usertrap).

KoHurypaunsa KommyTtaTopa, U3N0XKeHa HUKE:

Switch (config) #snmp-server enable
Switch (config) #snmp-server host 1.1.1.5 vl usertrap

Switch (config) #snmp-server

enable traps

CueHapuit 3: NMS wucnonbsyer SNMP v3, yT106bI NOAYYMTb UHPOPMALMIO OT

KoMmyTaTopa.

KoHburypauna KommyTtaTopa, U3N0XKEHA HUKE:

Switch (config) #snmp-server

Switch (config) #snmp-server
hellotst

Switch (config) #snmp-server
notify max

Switch (config) #snmp-server

user tester UserGroup authPriv auth md5
group UserGroup AuthPriv read max write max

view max 1 include

CueHapui 4: NMS xoueT nonyuntb v3Trap coobuieHne, oTnpaBieHHOe KOMMYTaTOPOM.
KoHdurypauma KoMMyTaTopa, U3NI0MKEHA HUKE:

Switch (config) #snmp-server
Switch (config) #snmp-server
Switch (config) #snmp-server

enable
host 10.1.1.2 v3 authpriv tester
enable traps

CueHapwuit 5: IPv6 agpeca NMS 2004:1:2:3::2; IPv6 agpeca KommyTaTopa (areHta)
2004:1:2:3::1. MNMonb3osatenn NMS umcnonb3ytoT npotokon SNMP ana nonyyeHua AaHHbIX OT

KoMmyTaTopa.

KoHpUrypauma KommyTaTopa, U3N10KEHA HUKE:

Switch (config) #snmp-server
Switch (config) #snmp-server
Switch (config) #snmp-server
Switch (config) #snmp-server

enable

community rw private
community ro public
securityip 2004:1:2:3::2

NMS MoXeT MCcno/sib30BaTb YacCTHYHO CTPOKY coobLiecTBa A41a A0CTYNa K KOMMyTaTopy
ANA YTEeHUA W 3anucu paspelleHuin Mam Mcnonb3oBaTb Nyb6ANYHYO CTPOKY coobuiectBa Ans
A0CTyNna K KOMMYTaTOPY TO/IbKO AN YTEHWUA paspeLLeHnA.

CueHapwuit 6: NMS b6yaet nonyyatb Trap coobuieHua oT KommyTtaTopa (MpumevaHue:
NMS, BO3MOKHO, MPOBEPUT 3HAYEHME CTPOKM coobLiecTBa Ana Trap coobuieHunid. B aTom cnydyae
NMS ncnonb3yeT NnoATBEPXKAEHUE CTPOKM cooblecTBa usertrap).

KoHdurypaumns KommyTtaTopa, U3N0XKEHA HUKE:
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Switch (config) #snmp-server host 2004:1:2:3::2 vl usertrap
Switch (config) #snmp-server enable traps

2.4.6 NowucK HeucnpaBHocTeit SNMP

Koraa nonb3osatenu HacTpansaoT SNMP, SNMP cepBep moxKeT He paboTaTb AO/IXKHbIM
06pa3om M3-33 OTKa3a PU3NYECKOrOo COeAMHEHUA U HENpaBW/bHOM KoHdUrypauum w T.A4.
Monb3oBaTenn MOryT yCTpaHUTb NPobaembl, BbINOAHUB TPeOOBaAHUA, YKAa3aHHbIE HUXKE:

X Y6eantbca B HaAeXHOCTU GU3NYECKOro COeANHEHMUA.

X Ybeauntbca, 4TO UHTepdperc M NPOTOKON nepesadn [aHHbIX HaAxomATCA B
COCTOSIHMM  «up» (Mcnonb3ynTe KomaHay "Show interface"), a TakkKe cBA3b Mexay
KOMMYTaTOPOM M XOCTOM MOXKET bbiTb NpoBeEpPeHa NyTem pinga (Mcnonb3yiite KomaHay'"ping").

X Y6eauTbes, 4To BKAtoYeHa ¢yHKumA SNMP areHTa. (Mcnonb3oBaTb KomaHAy
"snmp-server ")
X Y6eauTbes, uTo 6esonacHocTb IP ana NMS (ucnonb3oBaTb KomaHAy "snmp-server

securityip") n cTpoka coobuiectBa (Mcnonb3oBaTb KOMaHAy 'snmp-server community")
NpPaBUAbHO HAacTpoeHbl. Ecan 4To-To M3 3TOro He HacTpoeHo, SNMP He cmokeT obwatbca ¢ NMS
OO/MKHbIM 06pasom.

<> Echn Heobxoamma Trap PyHKUMA, He 3abyabTe BKAOYMTL Trap (MCNosb30BaThb
KomaHay "snmp-server enable traps"). U He 3abyabTe npaBuabHO HacTpouTb IP-agpec xocTa m
CTPOKY coobulectBa ana Trap (Mcnosnb3oBaTb KomaHAay "snmp-server host"), uTobbl obecneuynTb

oTnpaBKy Trap cOOBLLEHMIA HA YKa3aHHbIN XOCT.

X Ecnu Heobxoamma RMON ¢yHKUMA, OHa A0AXKHA BbITb BKAOYEHa (MCNob30BaThb
KomaHay "rmon enable").
X Mcnonb3yite KomaHay "show snmp», ytobbl NpoBEpUTb OTNPaBAEHHblE W

nonyvyeHHble coobuweHna SNMP; Ncnonb3yiite KomaHay "show snmp status", yTobbl npoBepuTh
nHpopmaumio o KoHpurypauum SNMP; Ucnonbsyinte KomaHay "debug snmp packet", 4yTobbl
BKAOYNTb GYHKUUM OTNAAKM N npoBepKkn SNMP.

X Ecnn nonb3oBaTtesib NO-NPeXKHEMY HEe MOKET pelunTb npobiembl c SNMP,
obpaulainTecb B TEXHUYECKUI LEHTP.

25 MopaepHu3auma KommyTaTtopa
KommyTtaTtop npegocraBnseTr gBa cnocoba obHoBneHus: obHoBneHne BootROM u
TFTP/FTP o6HoBneHMe nog Shell.

2.5.1 CucremHble Ppaiinbl KOmmyTaTopa

CuctemHble ¢annbl BKAOYatOT B cebs dainbl obpasa cuctembl (image) n 3arpy3oyHble
(boot) ¢ainbl. Ob6HOBNAEHME cUCTEMHbIX GaWIOB KOMMyTaTopa MnogpasymeBaeT cobol
nepesanuncb cTapbix ¢aiiioB HOBbIMM.

daiin obpasa cucTembl BKAKOYAET B cebA cxkaTble Gpainbl annapaTHbIX ApaliBepos, daiibl
nporpammHoro obecne4yeHuns U T. 4., 370 To, YTO Mbl 0ObIYHO Ha3biBaeM «IMG file».

3arpy3o04Hble (boot) dannbl HeobxoanMbI ANA 3arpy3KM K 3anycka KOMMYTaTopa, 3TO TO,
YyTO Mbl 06bI4HO Ha3sbiBaem «ROM file» (moryT 6bITb cxKaTbl B IMG dalisibl, €C/I OHU CANLLIKOM
6onbWKMX pa3mepoB). B kommyTaTope 3arpy3oyHble ¢paabl paspeleHo COXPaHATb B TO/IbKO B
ROM.

KommyTaTop onpegensaer nyTb U MMeHa Ans ¢painos 3arpysku Kak flash:/boot.rom u
flash:/config.rom.
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KommyTaTtop npenocTtaBaseT Mno/ab3oBaTento [iBa pexknma obHosneHusA: 1. BootROM
pexum; 2. TFTP n FTP obHoBneHue B pexkume Shell. 3Tm aBa cnocoba obHoBNEHMA OByayT
onucaHbl NoAPO6HO B Cneayowmx AByX pasaenax.

2.5.2 BootROM o6HOBNeHHe
Ectb aBa meTtoaa ans BootROM obHoBneHua: TFTP n FTP, KoTopble MmoryT 6bITb BbIOPaHbI
B KOMaHAAX HaCcTponkmM BootROM.

nOAKI'IIO"IeHVIe E

yepes KOHCONbHbIA 1/0/1
Kabenb

MoakntoueHune
yepes «naTty-Kopa»

TunnyHasa Tonosorva ana obHoOBAEHUS KOMMYTaTopa B pexkume BootROM

Mpoueaypa 06HOBAEHUA NEPEYNCNEHa HUKE:

War 1:

Kak noKa3aHo Ha pUCYHKe, UCMO/Ib3yeTCA KOHCOMbHbIN Kabenb ana noakntoderHus MK k
nopTy ynpassieHMa Ha KommyTtaTope. MK aonxkeH umeTb nporpammHoe obecnedenue FTP / TFTP
cepBepa, a TakKe dpana image HeobxoaMMbI ANA 0OHOBAEHUA.

War 2:
Haxkmute "Ctrl + B" BO Bpema 3arpy3km KOMMyTaTopa A1A NEPEKIIOYEHUA B PEKUM
BootROM moHuTOpa. Pe3ynbTaT onepauum noKasaH HMXKe:

Boot#

War 3:

B BootROM pexume, 3anyctute "setconfig", utobbl yctaHoBUTL IP-agpec u macky
KoMMyTaTopa Ana pexuma BootROM, IP-agpec n macky cepsepa, a TakKe Bblibepute TFTP nau
FTP obHoBneHuMs. MNpeanonoxKmnm, 4to agpec Kommytatopa 192.168.1.2, a agpec KomnbloTepa
192.168.1.66 1 Bbibepute TFTP 06HOBNEHME KOHbUTYpaUMKn. ITo byaeT BbIrAAETb TakK:

Boot# config

Host IP Address: [10.1.1.1] 192.168.1.1
Server IP Address: [10.1.1.2] 192.168.1.2
Boot#

War 4:

Bkntountb FTP / TFTP cepsep Ha MK. OAns TFTP 3anyctute nporpammy cepsepa TFTP, ana
FTP 3anyctute nporpammy FTP-cepsep. Mpexae, yem HayaTb 3arpy3ky ¢anna obHoOBAEHMA HA
KOMMYTaTOp, NPOBEPbTE COEAMHEHMNE MEKAY CEPBEPOM M KOMMYTAaTOPOM C MOMOLLbIO ping’a ¢
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cepsepa. Ecam ping ycnewen, 3anyctute komaHay "run” 8 BootROM pexume. Mocne yero
HauyHETcA 3anycK daiina NO HenocpeacTBeHHoO ¢ tftp-cepsepa.

Boot# run tftp:nos.img

Loading nos.img

Using rtl8390#0 device

TETP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'nos.img'.

Load address: 0x81000000

War 5:
Mocne yaayHoM 3arpysku, npomsseamte obHoBNeHNE KOMMmyTaTopa M3 Shell pexkuma. Cm.
NYHKT 2.5.2.1 «Mpumepbl HacTpoiiku FTP/TFTP».

2.5.3 O6HosneHue FTP/TFTP

2.5.3.1 BeedeHue e FTP/TFTP

FTP (File Transfer Protocol) / TFTP (Trivial File Transfer Protocol) aBnstoTca npoTtokonamm
nepeaayn paiinos, oHN ob6a NpMHaANEKaT K YHeTBEPTOMY YPOBHIO (YPOBHIO npuaoxKeHuin) B TCP
/ |P cTeke NPOTOKO/10B, UCMO/Ib3YyEeMOMY N5 Nepenaun ¢anioB MexXay KOMNbITeEPamM, y3namu
n KommyTtatopamu. O6a oHM nepeaatoT Gpalinbl B KAMEHT-CcepBEpPHON Mogenn. PasHuua mexay
HMMM OMUCAHA HMXKeE.

FTP ocHoBaH Ha npoTtoKkone TCP ansa obecnevyeHns HaZleKHOM CBA3U U TPAHCNOPTUPOBKN
NOTOKA AaHHbIX. TemM He MeHee, OH He npegycmaTpmBaeT Npoueaypy aBTopusaumnm gna aoctyna
K palinam 1M ncnonblyeT NPOCTON MexaHU3M ayTeHTUdMKaummn (nepesaeT MMA NoNb30BaTeNA U
naponb ANnA ayTeHTUPUKauMm B BUAE OTKPbITOro TeKkcta). Mpu ucnonb3oBaHum FTP ana
nepeaayn ¢Gannos, fONKHbI OblTb YCTAHOBAEHDI ABa COEANHEHUA MEXKAY KNTNEHTOM U CEPBEPOM:
ynpasastowee coeauHeHMe U coeguMHeHne nepefayn AaHHbix. [anee gonkeH 6biTb nocnaH
3anpoc Ha nepepgadvy ot FTP-knneHTa Ha nopt 21 cepBepa A/1A yCTaHOBAEHUA YNPaBAAOLWEro
COeMHEeHUNA N COrNacoBaHmA nepenadun AaHHbIX Yepes ynpasastollee coegnHeHue.

CyliecTByeT ABa TMMNA TaKNX COEAUHEHUN: aKTUBHbIE M NACCUBHbIE COEAMHEHMUA.

Mpn aKTUBHOM NOAKAIOYEHUU KNUEHT NepeaaeT ero agpec U Homep nopTa 41a nepesauu
OaHHbIX cepBepy, ynpasasaloLee coegMHeHne noaaepKuBaeTca 40 3aBepLlleHua nepeaaym sTux
OaHHbIX. 3aTem, UCNOAb3yA agpec U HOoMep NopTa, NPefoCTaBAEHHbIX KAUEHTOM, cepsep
yCTaHaB/AMBaeT coeanHeHne Ha nopT 20 (ecnun He 3aHAT) gNA Nepeaayn AaHHbix, ecam nopt 20
3aHAT, CepBep aBTOMATUYECKN FeHEPUPYET APYro HOMep NopTa ANA YCTaHOBKUCOEAMHEHUA.

Mpn naccMBHOM NOAKMAOYEHMWU, KAMEHT 4Yepe3 ynpasaawlwee coeguHeHue nNpocut
cepBep YCTAaHOBUTb MOAKAOYEHMEe. 3aTemM CepBep CO34aeT CBOM MOPT AAA MPOCAYLIMBAHUA
OAHHbIX W yBeAOMAAET K/AMEHTA O Homepe 3Toro nopTa, Aafiee KAWMEHT yCTaHas/aAuBaer
coegMHeHne C yKaszaHHbIM NOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obecneuymnBalowmm cay>kby nepegaum AaHHbix 6e3
noaTBepPXKAEHUA [0CTaBKM WM 6e3 ayTeHTUdMKauum u aBTopu3auum. OH obecneumBaer
NpaBuU/bHYIO NMepeaavyy AaHHbIX NyTeEM MeXaHM3Ma OTNpPaBKM NOATBEPXKAEHMA U NOBTOPHOM
nepegaun Taim-ayT naketos. [peumyuwectso TFTP nepen FTP B TOm, 4TO nepsbii ropasgo
npoLLe N UMeeT HU3KMe HaKNadHble pacxoabl nepeaaym AaHHbIX.

KommyTaTop moskeT pabotatb Kak FTP / TFTP kaneHT unn cepsep. Koraa KommyTtaTop
paboTaeT Kak FTP / TFTP KnneHT, dpalinbl KOHPUIypaLmm n cucTemHble Gpaiinbl MOXKHO 3arpy3unTb
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c yaaneHHoro FTP / TFTP cepBepa (3To MOryT 6biTb Kak XOCTbl, TaK U Apyrue KommytaTtopsbl) 6e3
ywepba ana ero HopmanbHoOM paboTbl. U Takke MmoxKeT bbiTb NoAy4YeH CNMCOK $painnoBs c cepsepa
B pexume FTP kKnneHTa. KOHEYHO, KOMMYTAaTOpP MOXKET TaKKe 3arpysuTb TeKyliue
KoHdUrypaumoHHble ¢panabl n cucteMHble $paiinbl Ha yaaneHHbih FTP / TFTP cepsep (310 moryT
6bITb KaK XOCTbl, Tak U Apyrne KommyTaTopbl). Korga KommyTtatop paboTaet Kak FTP / TFTP
cepBep, OH MOXeT obecneynTb 3arpysKy M Bbirpysky ¢ainos ana asTopmsosaHHbIx FTP / TFTP
K/NMEHTOB.

BoT HeKoTOpble TEPMUHbBI YacTo Ucnosibdyemble B FTP/TFTP.

ROM: CokpawieHHo oT EPROM, CM3Y. EPROM 3ameHsaeT FLASH namAaTb B KOMMYyTaTOpeE.

SDRAM: O3Y B KOMMYyTaTOpe, KOTOPas UCNo/ib3yeTcs Ana PpaboTbl CMCTEMBI U
nporpammHoro obecneyeHus, a TakKe XpaHUAULLA NOCNeA0BaTeIbHOCTM KOHGUTrypaLmu.

FLASH: ® 53w namaTb MCNonb3yeTca ANA XxpaHeHuAa ¢paiiios cuctemol n paina
KOHOUrypaumu.

System file: BkntoyaeT B cebs 06pas cuctembl U 3arpy3o4HbIN pain.

System image file: dalin obpasa cuctembl BKIOYAET B cebs cxKaTtble ¢paknbl annapaTHbIX
Apansepos, Ganabl NPOrpammHOro obecneyeHus, aTo To, YTo Mbl 06bIYHO Ha3biBaem «IMG file».
IMG ¢ain moxeT bbITb cOXpaHeH TonbKo B FLASH.

Boot file: Heobxoanmbl ana 3arpyskM K 3anycka KOMMyTaTopa, 3TO TO, YTO Mbl OObIYHO
Ha3biBaem «ROM file» (moryT 6biTb cxKaTbl B IMG ¢ainibl, ecanm OHM CAUWKOM 60NbLUMX
pa3mepos). B kKommyTaTope 3arpy3o4uHble ¢paiibl pa3peLlleHo COXPaHATb B ToNbKo B ROM.

KommyTaTop onpegensaer nyTb U umeHa Ana ¢annos 3arpysku Kak flash:/boot.rom u
flash:/config.rom.

Configuration file: BknioyaeT B ceba pann HayanbHOM KOHPUTrypauum n dbaia Tekyulen
KoHdUrypaumm. PasHuua B CBOMCTBAX MeXKAY 3TUMM daiiammn Nno3BonseT obaerymtb pesepBHoe
KonupoBaHue n obHoBAeHMEe KoOHUTypaunia

Start up configuration file: 3To0 nocnesoBaTenbHOCTb KOMaHA, KOHPUrypauuu,
ncnonb3yemas npu 3anycke KommyTtatopa. Pailin HavyanbHOM KOHPUIypauum XpaHUTCA B
3HEeproHesaBucMMon namatu. Ecnm yctpoinictBo He noaaeprkusaet CF, ¢aiin KoHdurypaumm
XpaHuTCcA ToNbKo Bo FLASH. Ecnn yctpoicteo noaaeprkusaet CF, pann KoHUrypaumm xpaHmTca
B0 FLASH-namsatn naun CF. Ecam ycTpoICTBO NoaaepKmMBaeT MyabTUKOHOUTYPALUMOHHbIN dalin,
OHM AOMKHbI UMeTb pacwupeHue .cfg, uma no-ymonyanuio startup.cfg. Ecnm ycrponcrso He
NoAAEPKMBAET MYNbTUKOHPUTYPALMOHHBbIN dann, uma danna HavyanbHOM KOHPUrypauumm
[0MKHO bbITb startup-config.

Running configuration file: 310 TeKywasA(running) nocnesoBaTeNbHOCTb KOMaHA
KOHOUrypauum, MCNnonb3yemas KOMMYTaTOPOM. TeKyLWMA KOHOUTYPALMOHHbIMA dana XpaHUTCA
B onepatuMBHOM NamATU. B npouecce paboTbl Tekywaa KoHoUrypauma running-config moxer
6bITb coxpaHeHa u3 RAM Bo FLASH namaTb KomaHaom «write» namn «copy running-config startup-
config».

Factory configuration file: pan KoHoUrypaumm, noctaBnAaembl C KOMMYTAaTOPOM, TaK
Ha3biBaembln factory-config. [na Toro, utobbl 3arpy3nTb 3aBOACKOW ¢dann KoHuUrypaumm wm
nepesanuncatb pann HayabHON KOHPUTYpaLMKM HeobxoaMmo BBecTU KomaHabl «set default»
«write», a 3aTem nepesarpy3mTb KOMMyTaToOp.
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2.5.3.2 Hacmpoiika FTP/TFTP
KoHourypaunm kommytaTtopa Kak FTP 1 TFTP kKnveHTa noYTM 0AMHAKOBbI, MO3TOMY
npoueaypbl HacTpoikn ana FTP u TFTP B aTomM pyKoBOACTBE ONKMCaHbl BMeCTe.
1. Hactpoiika FTP/TFTP knneHTa
(1) 3arpyska ¢aiinos FTP/TFTP KAaneHTOM
KomaHpa MoAacHeHue
PeXXum apmuHuUCTpaTopa
< -url> < ination-url> ii
c?py source-url> <destination-url> [ascii | oo s v Pt STRTETE s o
binary]
(2) NpocmoTp AocTynHbix pannos Ha FTP cepsepe
KomaHpa MoAacHeHune
PeXXum agmuHuUCTpaTopa
MpocmoTp  AmoctynHbix ¢arnos Ha FTP

ftp-dir <ftpServerUrl>

cepsepe. PopmaT agpeca B AaHHOM Cayyae
BbIFNAANUT Tak: ftp://nonb3oBatenb:naponb
@IPv4|IPv6 agpec.

2. HacTtpowKa FTP cepsepa
(1) 3anyck FTP cepBepa

KomaHpa

MosacHeHue

FnobanbHbIA pexkum

ftp-server enable
no ftp-server enable

3anycKk cepsepa,
cepsep

KOMaHAa «NO» BblK/KOYaeT

(2) HacTpoWka umeHn nonb3oBaTeNa 1 Napons Ansa Bxoga Ha FTP cepsep.

KomaHpa

MNosacHeHue

Fnob6anbHbIN pexxum

[0 | 7] <password>
no ip ftp username<username>

ip ftp username <username> password

HacTpoiika MmeHM nosb3oBaTens M napona Ans
Bxoga Ha FTP cepsep. KomaHaa «no»ypannt mma
no/sb3oBaTenA U Naposb
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(3) U3meHeHne BpemeHun oxknaaHua FTP cepsepa

KomaHpga MoacHeHue

Fnob6anbHbIN pexxum

ftp-server timeout <seconds> BbicTaBNAET Bpemsa 0XKuUAaHUA 40 pPa3pbiBa CBA3U

3. Hactpoitka TFTP cepsepa
(1) 3anyck TFTP cepsepa

KomaHpa MoAacHeHue

FnobanbHbIA pexkum

tftp-server enable 3anyck cepBepa, KOMaHZa «NO» BbIKAOYaAET
no tftp-server enable cepsep

(2) U3meHeHne BpemeHun oxnaanua TFTP cepsepa

KomaHpga MoacHeHue

Fnob6anbHbIN pexxum

tftp-server retransmission-timeout

BbicTaBnAeT TamayT A0 peTpaHCNALMKM NakeTa
<seconds> YT A0 PETP 4

(3) HacTpoitka KonmyecTsa pa3 peTpaHCAALMM A0 TakmayTa A1A HenoBpeXKAeHHbIX

nakeToB
KomaHpga NMoAacHeHue
Fnob6anbHbIN pexxum
tftp-server retransmission-number .
YcTaHaBAMBAET YNCNO PEeTPAHCAALNIA
<number>
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2.5.3.3 Mpumepol Hacmpoliku FTP/TFTP
HacTtpoikn ognHakosbl ana IPv4 u IPv6 agpecos. Mpumep nokasaH TonbKo ana IPv4

aapeca.

1/0/110.1.1.2

ﬁl 10.1.1.1

e e
3arpysKa nos.img daina FTP/TFTP kaneHTom

CueHapuit 1: Micnonb3oBaHMe KoMMmyTaTopa B Kayectse FTP/TFTP kaneHTa. KommyTaTop
coenHARTCA OAHUM U3 CBOMX MOPTOB C KOMMbIOTEPOM, KOTOPbIN ABnsetca FTP/TFTP cepsepom
c IP-agpecom 10.1.1.1, kKommyTaTop AeicTByeT Kak FTP/TFTP knueHT, IP-agpec nHTepdeiica
VLAN1 Kommytatopa 10.1.1.2. Tpebyetca 3arpysutb ¢ann "nos.img" ¢ KomnbioTepa B
KOMMYyTaTop.

Hactpoiika FTP

HacTpoika KomnbloTepa:

3anycTute nporpammHoe obecneyeHune FTP cepBepa Ha KOMNbloTepe N YCTAHOBUTE UMSA
nonbsosatensa "PC" wu naponb ‘"superuser'. TMNomectute d¢ann "12 30 nos.img" B
cooTBeTCTBYtOWMM KaTanor FTP cepeepa Ha KomnbloTepe.

Janee onuncaHa npoueaypa HaCTPOMKM KOMMYTaTopa:

Switch
Switch

config) #interface vlan 1

Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-vVlanl) #exit

Switch (config) #exit

Switch#copy ftp://PC:superuser@10.1.1.1/0/12 30 nos.img nos.img

o~~~ —

CueHapuii 2: Mcnonb3oBaHMe KommyTaTopa B KadectBe FTP cepBepa. KommyTtaTop
paboTaeT Kak cepBep W MOAKAOYAETCA O4HWMM M3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPbIM
aBnneTca KaneHtom. Tpebyetca nepenatb ¢aiin «nos.imgy» ¢ KOMMyTaTopa Ha KOMMbOTEP U
COXPaHUTb ero Kak «12_25 nos.img».

Janee onuncaHa npoueaypa HaCTPOMKM KOMMYTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #ftp-server enable

Switch (config)# username admin password 0 superuser
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HacTpoiika komnbloTepa:

3aiante Ha KommyTtaTop ¢ Atoboro FTP KAneHTa ¢ MmeHem nonb3osaTtena «admin» u
naponem «superuser», UCNoJsb3yhTe KomaHay «get nos.img 12 25 nos.img» ana 3arpysku
¢dalina «nos.img» ¢ KOMMYTaTopa Ha KOMMbLOTEP.

CueHapwuit 3: Ucnonb3oBaHne KommyTaTopa B KadectBe TFTP cepBepa. KommyTatop
paboTaet Kak TFTP cepBep n coegMHAETCA O4HUM U3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOPbIN
asnaetca TFTP kaneHtom. TpebyeTtca nepenatb pann «nos.img» c KOMMyTaTopa Ha KOMMbOTEP

[Janee onncaHa npoueaypa HaCTPOMKM KOMMyTATopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch (config) #tftp-server enable

HacTpoiika komnbloTepa:
3anante Ha KommyTtatop c Atoboro TFTP KameHTa, ucnonblynte KomaHay «tftp» gna
3arpysku «nos.img» daiina c KommyTaTopa Ha KomnbloTep.

CueHapwmii 4: KommyTaTop BbiCTynaeT Kak FTP KnneHT gna npocmoTpa cnmcka gpainios Ha
FTP cepBepe. YCNOBMA CUHXPOHM3ALMM: KOMMYTATOP COeAMHEH C KoMmnbloTepom yepes Ethernet
nopt, KomnbtoTep Asnaetca FTP cepsepom c IP agpecom 10.1.1.1; KommyTaTop BbICTynaeT Kak
FTP knueHT c IP agpecom nHtepderica VLAN1 10.1.1.2.

Hactpoiika FTP:

HacTtpoika komnbloTepa:

3anyctute FTP cepBep Ha KOMMNblOTEPE U YCTAaHOBUTE UMSA NoJsib3oBaTens «PC», n naponb
«superuser»
HacTpolika KommyTaTopa:

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl)#ip address 10.1.1.2 255.255.255.0
Switch (Config-if-Vlanl) #no shut

Switch (Config-if-Vlanl) #exit

Switch#copy ftp: //PC:superuser@10.1.1.1

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img

nos.rom

parsecommandline.cpp

position.doc

gqmdict.zip

..(some display omitted here)

show. txt

. QT:CH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/
mailto:superuser@10.1.1.1
mailto:superuser@10.1.1.1

Vebeadibbabi b ibbbih
L2lishialiay

TexHWYeckoe onncaHne
OCHOBHble HacTPOWMKM KoMMyTaTopa 45

snmp . TXT
226 ansfer complete.

2.5.3.4 YempaHeHue HeucnpaeHocmeli FTP/TFTP

Nowuck HeucnpaBHocTeil FTP

Mepen Hayanom npouecca 3arpy3ku/CKaumBaHUA CUCTEMHbIX GalNoB C MOMOLLbLIO
npotokona FTP Heob6xo4MMO NpoBepPUTb HaIMYME COeANHEHUA MEXKAY KNMEHTOM U CEPBEPOM,
3TO MOKHO OCYLLECTBUTb C MOMOLLbID KOMaHAbl «ping». Ecan axo-TecTMpoBaHMe HeyaauyHo,
cnegyeT yCTPaHUTb HENONAAKM C COEAUHEHMEM.

Cnepytouee coobuieHne, otobparkaeTcs npu ycnewHomn otnpaske ¢annos. Ecnm oHo He
NosABMAOCH, NOXanyncra, NPoBepbTe NOAKAIOYEHME K CETU M NOBTOPUTE KOMaHAY «COpy» elle

pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.

226 Transfer complete.

close ftp client.

Echn KommyTtatop obHoBAAET dann NPOWMBKU MAK Al HAYaNbHOM KOHOUrypauum
yepes FTP, OH He f01KeH nepesanyckaTbca NoKa He noasuTca coobueHme "close ftp client» nan
"226 Transfer complete» yKasbiBatowme Ha ycnewHoe obHOBNEHME, B NMPOTUBHOM Ciyyae
KOMMYTaTOp MOMKeT ObiTb NOBPEXKAEH W ero 3anyck 6yaet HeBo3moKeH. Ecnm obHoBneHue
yepes FTP He ypgaeTtca, nonpobynte ewe pa3 WAM UCNOAb3yihTe pexmm BootROM gns

obHoBNEHMA.

Mouck HeucnpasHocTeit TFTP

Mepes Hayanom npouecca 3arpy3ku/cKaumBaHWA CUCTEMHbIX $aiNoB ¢ NOMOLLbIO
npotokona TFTP Heo6xo4MMO NPOBEPUTL HAaZIMUME COEANHEHUA MEXAY KIMEHTOM U CEPBEPOM,
3TO MOMHO OCYLLECTBUTb C MOMOLLbIO KOMaHApl «ping». Ecnn Ha oTnpaBneHHbI echo-request
He 6b1710 NONly4eHO OTBETA, CieAyeT YCTPAHUTb HEMOMAAKM C COEANHEHUNEM.

Cnepytolee coobueHne, oTobparkaeTca Npu ycnewHom oTnpaske ¢paiinos. Ecav oHO He
NOABUNOCH, NOXKANYMCTA, NPOBEPbTE MOAKNIOYEHNE K CETU U MOBTOPUTE KOMaHAY «COpy» elle

pas.
nos.img file length = 1526021
read file ok
begin to send file, wait...
file transfers complete.
close tftp client.

Cnepytowee coobueHne, oTobparkaeTtca nNpu ycnewHom nosaydyeHnun dannos. Ecnm oHo
He MOSBU/IOCb, MOXKaNyNCTa, NPOBEPbTE NOAKIOYEHNE K CETU U MOBTOPUTE KOMAHAY «COPY»
elle pas.

begin to receive file, wait...

recv 1526037

AhkKkAkhkkkhkhkkkhkhkkhkkhhkkhkhkhkkhkhhkkkhk*k

write ok
transfer complete
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close tftp client.

Echn KommyTtatop obHoBAAeT dann NPOWMBKU MAM AN HAYaNbHOM KOHOUrypaumm
yepes TFTP, oH He Ao/XKEeH Nepe3anycKaTbCA NOKa He noaBuTca coobueHme "close tftp client»
nnm "226 Transfer complete» ykasbiBatowme Ha ycnewHoe ob6HoBAEHUE, B MPOTUBHOM C/y4ae
KOMMYTaTOp MOMeT ObiTb NOBPENKAEH W ero 3anyck 6yaet HeBo3mOXeH. Ecnm obHoBneHue

yepes TFTP He ypaetcA, nonpobyihTe euwe pas WUAM Mcnonb3ynte pexkum BootROM ans
ob6HOBNEHMUA.

. QTECH www.qgtech.ru

MUP [OOCTYNHEE



http://www.qtech.ru/

bbbl
Siiabiad

TexHMYecKoe onuncaHune
KoHdurypuposaHue noptos 47

3 KOH®UTYPUPOBAHUE NOPTOB

3.1 BsepeHue

B KOomMmyTaTOpe CyLLecTBYOT KabenbHble MU KOM60 nopTbl. KOM60 MOpT MoXKeT 6biTb
CKOHOUTrypupoBaH Kak 1000G-TX nopT, Tak U Kak onTudeckuit SFP Gigabit nopT.

Ecnv nonb3oBaTesib XOUET CKOHOUIYPUPOBATb CETEBOM NOPT, OH MOXKET BBECTU KOMaHAY
«interface ethernet <interface-list>» ans Bxoaa B COOTBETCTBYIOLWMIA PEXUM KOHOUrypaLmUK
nopta, rae <interface-list> cogepuT oAMH MAM Heckonbko noptoB. Ecnm <interface-list>
COAEPKMUT HECKO/IbKO NOPTOB, HOMEPA NOPTOB PA3LAENAOTCA CNeLmanbHbIMU CUMBOIAMMU «,» U
«-», TAe «,» UCMONb3YETCs A/1A NepedYncsieHnsa NopPToB, a «-» A5 YKa3aHMA AMana3oHa HOMEpPOoB
noptoB. Monoxum, onepauns AonKHa bbITb BbiINOAHEHA Haa nopTtamu 2,3,4,5. Torga KomaHAaa
6yaneT BbirnageTb Tak «interface ethernet 1/0//2-5». B pexume KoHdUrypaumm nopta MOXKHO
M3MEHATb CKOPOCTb, PEXMUM Aynnekca M HacTpamsBaTb ynpasneHune TpadduKkom, npu 3Tom
AaHHble U3MeHeHUs TPebyoT COOTBETCTBYHOLWMX MU3MEHEHWNI HA OTBETHbIX CETEBbIX NOPTaX.

3.2 Cnncok KomaHA, ANnAa KOHPUrypupoBaHMA NOPTOB

1. Bxoa, B peXnm KoHPUrypaumm nopta

2. KoHpUrypauma napameTpoB ceTeBOro nopTa

(1) KoHourypauus pexkmma combo ans combo noptos

(2) BKNtounTb/BbIKNOYMUTHL NOPTHI

(3) KoHdpurypauua nmenu nopta

(4) KoHdpurypauma Tuna Kabensa Ha nopTy

(5) KoHdUrypauma ckopocTu 1 gynaekca Ha NopTy

(6) KoHUrypauma KOHTPONS NONOCHI NPONYCKaHMA

(7) KoHdpurypauua ynpasneHuns Tpapprkom

(8) BKkntoueHune/BbIkNOYEHNE DYHKUMWN pacno3HaBaHWUA NETAU

(9) KoHdUrypauma KOHTPONA WMPOKOBELLATE/IbHbIX LUTOPMOB Ha KOMMYyTaTOope
(10) KoHduUrypauma perkmMma CKaHMPOBaAHMA NopTa

(11) KoHdUrypaLma KOHTPONA HAPYLLUEHMA CKOPOCTM Ha NOPTY

(12) KoHdurypauma nHtepsana cbopa CTaTUCTUKM NO CKOPOCTM NOpTa
3. BupTyanbHbIi TecT Kabenn

1. Bxoa, B pexkum KoHpurypauum Ethernet nopta

KomaHpga OnucaHue

Pexxum rnobanbHOro KOHGUrypupoBaHus

interface ethernet <interface-list> Bxopn B pexkum KoHourypauum Ethernet nopra.

2. KoHpUrypauma napameTpoB ceTeBOro nopTa

KomaHpga OnucaHue

Pexxum nopra
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media-type {copper | fiber}

YcTaHoBKa pexknma combo nopra (TonbKo Ana
combo).

shutdown
no shutdown

BkAtoueHue/BbIKNOYEHME YKAa3aHHOro nopTa.

description <string>
no description

HasHayeHue nam oTmeHa MUMeHu nopTa.

speed-duplex {auto [10 [100 [1000]] |
forcel0-half | forcel0-full | forcel0O0-
half | forcel00-full | forcel00-fx
[module-type {auto-detected | no-phy-
integrated | phy-integrated}] |
{{forcelg-half | forcelg-full}
[nonegotiate [master | slave]l}|
force10g-full}

no speed-duplex

YCTaHOBKA CKOPOCTM M AynaeKkca Ha nopTy gna

100/1000Base-TX wunu 100Base-FX ports. C
onepaTtopom NO [JaHHasA KomaHaa
BOCCTaHaB/NMBaeT  napameTpbl nopra no

YMO/I4HaHUO, TO €eCTb A0roBOPHYKHO CKOPOCTb U
aBToOMaTU4eCKoe onpeaeneHne aynnekca.

negotiation {on| off}

BkntoueHune/BbiknoveHue PYHKUUNM
aBTOMATMYECKOro onpeaesieHMa NnapameTpoB ANA
1000Base-FX.

bandwidth control <bandwidth> [both |
receive | transmit]
no bandwidth control

YcTaHOBKa WAM  OTMEHa 3HayeHus NoJoChl
NPONyCcKaHus, MCNoNb3yemMon ans
BxogAwero/mcxoaawero Tpadmka Ana yKasaHHbIX
NnopToB.

flow control
no flow control

BkntoueHune/BbikNoYEHNE  DYHKUUM
TpadpdurKa ANA YKa3aHHbIX MOPTOB.

KOHTPOAA

loopback
no loopback

BkntoueHune/BbikNtOYEHME PYHKLMM NETAN ANA
YKa3aHHbIX MOPTOB.

storm-control {unicast | broadcast |
multicast} <Kbits>

BKkAtoyeHne ¢YyHKUMM KOHTPOAA LITOPMOB AAs
LWMPOKOBELLATENbHbIX, MHOrOMN0/Ib30BaTeNbCKUX
M  MNEepPCOHaNbHbIX MNAKETOB C HEW3BECTHbIM
agpecom Ha3Ha4yeHus (KopoTKMX ana
LUMPOKOBELLLATENbHOTO) n YCTQHOBKaA
AONYyCTMMOro  4Yucna LUMPOKOBELLATENbHbIX
naketos; ¢opmatr NO pgaHHOWM  KOMaHApl
OTKANtOYaeT bYyHKUMIO KOHTpONA
LIMPOKOBELLATENbHbIX LUITOPMOB.

Switchport flood-control

{bcast| mcast|ucast}

KoHdurypupoBaHume KommyTatopa He
nepepasaTb LUMPOKOBELLATE/NbHbIE,
MHOrono/Ib30BaTe/IbCKME U NEPCOHANbHbIE
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no switchport flood-control | nakeTbl B yKasaHHbIK NOPT, KOMaHAa ho
{bcast| mcast|ucast} OTK/OYaEeT AaHHYI0 GYHKLUMUIO.

YcTaHaBAMBaeT MaKCMMANbHYIO CKOPOCTb
npvema nmnaketoB Ha nopty. Ecanm ckopoctb
NPUHATMA NAKETOB MpPEeBbIWAET pa3peLleHHYyIo,
KOMaHAa BbIK/NOYAET 3TOT NOPT U KOHUTypupyeT
BPeMA BOCCTAaHOBNEHWs MopTa (MO YMONYaHWUIO
300c). KomaHaa NO oTKAtoYaeT yCTaHOBKY.

rate-violation <200-2000000> [recovery
<0-86400>|]
no rate-violation

06w pexxum

port-rate-statistics interval [<interval - KoHdurypauus WMHTepBana cbopa
value>] CTAaTUCTUKM NO CKOPOCTM.

3. BupTyanbHbIl TecT Kabena

KomaHpga OnucaHue

PeXXxum KoHuUrypaumm nopta

virtual-cable-test interface ethernet TecT BUpTYanbHOro Kabena Ha nopre.

33 Mpumepbl KOHPUrypaumm nopTa

Switch1

Switch2

1/0/10

Switch3

1/0/12

Mpumep KOHPUTYpaLMKM NopTa
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VLAN He ckoHdUrypuposaHbl Ha KommyTaTope. Mo ymonvyaHuto ncnosbsyercs VLANI.

KommyTtaTtop MNopt CeoiictBa
Switchl 1/0/7 Ninmnt BXoaawen nonocsl: 50 Mb
Switch2 1/0/8 3epKanmMpoBaHHbLIN MOPT UCTOUYHMKA
1/0/9 100Mbps full, 3epKanuMpoBaHHbIN NOPT
MCTOYHMKA
1/0/10 1000Mbps full, 3epKanuMpoBaHHbIN MOPT
Ha3HayeHuA
Switch3 1/0/12 100Mbps full

KoHourypauns npmusegeHa HUKe:

Switchl:

Switchl (config) #interface ethernet 1/0/7

Switchl (Config-If-Ethernetl/0/7) #bandwidth control 50000 receive

Switch2:

Switch2 (config) #interface ethernet 1/0/9

Switch2 (Config-If-Ethernetl/0/9) #speed-duplex forcelO0-full

Switch2 (Config-If-Ethernetl/0/9) ffexit

Switch2 (config) #interface ethernet 1/0/10

Switch2 (Config-If-Ethernetl/0/10) #speed-duplex forcelg-full

Switch2 (Config-If-Ethernetl/0/10) #exit

Switch2 (config) #monitor session 1 source interface ethernetl1/0/8;1/0/9
Switch2 (config) #monitor session 1 destination interface ethernet 1/0/10

Switch3:

Switch3 (config) #interface ethernet 1/0/12
Switch3 (Config-If-Ethernetl/0/12) #speed-duplex forcel00-full
Switch3 (Config-If-Ethernetl/0/12) #exit

3.4 YcTpaHeHue HeMcnpaBHOCTe Ha NOpPTY

3pecb NpUBOAUTCA HECKONbKO CUTYyauUMW, YacTO BCTPEYAOLWMXCA NPU KOHOUrypaumm
nopTa, M NPeanaralTCca NX peLeHns:

<> [Ba coegMHEHHbIX ONTUYECKMX WHTepdelrica He NOAHMMAIOTCA €eCln O4MH
nHTepdenNC HACTPOEH Ha aBTOOMPEeAENEHME, A HA BTOPOM XECTKO YCTAHOB/IEHbl CKOPOCTb U
aynnekc. 9To onpegensetca ctaHgaptTom IEEE 802.3.

<> He pekomeHayeTca cneaytow,an KOHPUrypauma: BKAKYEHME KOHTPOAA TpadmKa U
OAHOBPEMEHHO YCTAHOB/IEHUE IMMUTA ANA MHOFOMNOb30BaTE/IbCKUX MAKETOB Ha TOM }Ke NOopPTY;
YCTaHOBKa O4HOBPEMEHHO KOHTPO/IA 33 LWMPOKOBELLATENbHbIMWU, MHOFOMNO/1b30BATENBLCKUMUN U
NEPCOHANbHbIMM MAaKeTaMM C HEM3BECTHbIM Ha3HAYE€HMEM WM OrPaAHMYEHUA MOMOCHI HA MOPTY.
Ecnn TakMe KOMOWHaUUKM YCTaHOBJIEHbI, MPOMYCKHaa CNOCOOHOCTb MOpPTa MOMET OKasaTbcA
MEHbLLE 0XMAaeMOoi.
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4.1 BeegeHue B GyHKLMUIO U30NALMN NOPTOB

MN3onsauma NopTOB — 3TO HE3aBUCUMMAA NOPTO-OPUEHTMPOBAHHAA GYHKLMA, paboTatowan
MeXKA4y NopTamMM, KOTOpaAa U30AMpPYeT NOTOKM Pas/INYHbIX MOPTOB ApYr OoT gpyra. C nomoubio
3TOM PYHKLMKW NONb30BaTENb MOXKET M30AMPOBATb NOPTbl B Npegenax VLAN ana coxpaHeHus
pecypcoB VLAN wu ycuneHusa cekpeTHocTn cetu. locne Toro, Kak 3Ta ¢pyHKuMa byaer
CKOHdUrypmpoBaHa, NOPTbl B rpynne WU30AMPOBaHHbIX MOPTOB OyAyT M30/MPOBaHbI APYyr OT
ApYra, B TO BPeMA Kak NOPTbl U3 PasaNYHbIX rpynn U30NALUKU AN HEM3OAMPOBAHHbLIX MOTYT
nepecblnatb AaHHble APYyr Apyry COBepWeHHO HopManbHO. Ha KommyTaTope MoOXKeT ObiTb
CKOHUrypmpoBaHo He 6bonee 16 rpynn n3onaumm NopTos.

4.2 CnncoK KomaHpg ana KoHpurypaumm nsonaumum nopTos
1. Co3gaTb rpynny M30/IMPOBAHHbIX MOPTOB

2. lo6asuTb Ethernet nopTbl B rpynny
3. OT06pa3nTb KOHPUTYpaLMIO Fpynnbl U30AALUK NOPTOB

1. Co3pgatb rpynny n3onnpoBaHHbIX NOPTOB

KomaHpa

OnucaHue

Pexxum rnobanbHOro KOHGUrypupoBaHus

isolate-port group <WORD>

no isolate-port group <WORD>

CospgaeT rpynny M30AMpoBaHHbIX noptos. C
onepatopom NO 3Ta KOmMaHAa yaanser
rpynny M30AMpoBaHHbIX NOPTOB.

2. JobasuTb Ethernet nopTbi B rpynny

KomaHpa

OnucaHue

Pexxum rnobanbHOro KOHGUrypupoBaHus

interface  [ethernet |
<IFNAME>

interface  [ethernet |
<IFNAME>

isolate-port group <WORD> switchport

port-channel]

no isolate-port group <WORD> switchport

port-channel]

[ob6asnaeT ogMH NOPT UAK TPYNNy NOPTOB B
rpynny u30NMPOBaHHbIX MOPTOB, KOTOpble
6yayT M30AMpOBaHbl OT APYrux MOPTOB B
rpynne. Onepatop NO ypanser oauH nopTt
nam rpynny nopToB Zk] rpynnol
M30/IMPOBAHHbIX MOPTOB.

3. OT06pa3nTb KOHPUTYpaLMIO Fpynnbl U30AALUK NOPTOB

KomaHpa

OnucaHue

Pexxum agMmuHucTpatopa, Pexkum rnobanbHoro KoHUrypuposaHus
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MokasbiBaeT KOHbUrypauuo rpynn

M30/IMPOBaHHbIX NOPTOB, BKAlOYAs  BCe

show isolate-port group [ <WORD> ] CKOHPUTrypUpoOBaHHble rpynnol

M30MpoBaHHbIX NopToB M Ethernet nopTbl B
Kaxgomn rpynne.

4.3 Tunosbie npumepbl PYHKLMU U30a9LUN NOPTOB

wons| Switch1

Switch2

1l

= /=== (=]=]S]= SIS\
== /==t =1=1= 1= =A==\
55550888000

e sl
Tunosble Npumepbl GYHKLMU U301ALMU NOPTOB

Tononoruns n KoOHPUrypauma KOMMYTaTOPOB NOKa3aHa Ha pUCyHKe Bbiwwe. MopTbl €1/0/1,
e1/0/10 n e1/0/15 Bce npuHaanexat K VLAN 100. TpeboBaHMe 3aKNt04aeTCA B TOM, YTOBbI Nocne
BK/IOYEHMA GYHKLUUN M30NALMN NOPTOB Ha KommyTaTope Switchl noptbl €1/0/1 1 €1/0/10 Ha
3TOM KOMMYyTaTope He MOT/N CBA3bIBATLCA APYr C APYromM M 06a MOraun CBA3bIBATLCA C MOPTOM
e1/0/15, cmoTpAwmMM B ceTb. TO ecTb CBA3U MexKay Ntobbimu napamu downlink nopTos - HeT, U
B TO }Ke Bpemsa cBA3b mexkay ntobbim downlink noptom un uplink - paboTtaeT. BbilwecToAwmniA nopT
MOXKeT paboTaTb ¢ 1t0O6bIM NOPTOM HOPMA/bHO.

KoHurypauma kommyratopa SWITCHA:

Switch (config) #isolate-port group test

Switch (config)#isolate-port group test switchport interface ethernet
1/0/1;1/0/10
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5 KOHOUTYPALMUA  OYHKUUU  PACNO3HABAHMUA
NETIN HA NOPTY

5.1 BeeaeHue B pyHKUUIO pacno3HaBaHUA NeTaun

C pasBuTHEM CETEBbIX YCTPOMCTB BCE 6onblie 1 Hoblue NONb30BaTENEN NOAKNOHAOTCA
K ceTn yepes Ethernet-kommyTaTopbl. B NpOMbILNIEHHbIX CETAX NONb30BaTENM NOAYHAIOT AOCTYN
yepes KOMMyTaToOpbl 2-f0 YPOBHA, YTO NpeabaABAAeT cTporne TpeboBaHMA K B3aMMOLENCTBUIO
MeXKAY YCTPOMCTBAMM KaK BHELUHEN, TaK U BHYTPEHHeN ceTn. Koraa Tpebyetca B3aMmoaencreane
Ha 2-m ypoBHe, coobLeHne A0MKHO OTNPaBAATLCA TOYHO B cooTBeTcTBUM ¢ MAC agpecom ans
KOpPpPEeKTHOM paboTbl mexay nosb3oBaTenamu. YCTPOMCTBa BTOPOro ypoBHA 3anomunHatot MAC
agpeca, usyyasa sxogawme MAC agpeca UCTOYHMKOB MAKETOB U MpPU MOCTYNAEHUU NakKeTa C
HEeM3BEeCTHbIM aZpPecoM UCTOMHMKA OHM 3anucbiBatoT ero MAC agpec B Tabauuy, 3akpennas ero
33 NOPTOM, OTKyAa npuwen 3ToT nakeT. Takum obpasom cneayowmii nakeT ¢ gaHHbim MAC
aJpecom B KayecTBe NopTa HasHavyeHuAa ByaeT oTnpaBaeH cpasy Ha 3TOT NopT. To ecTb aapec
cpasy GMKcupyeTca Ha NOPTy ANA OTNPABKMU BCEX MAKETOB.

Korpa naketr ¢ MAC agpecom MCTOYHUKA, YXKe MU3YYeHHbIM KOMMYTaTOpOM, NPUXOANT
yepes gpyroi nopt, 3anucb B Tabnmue MAC agpecoB M3MeHAETCA Takum o6pasom, 4Tobbl
nakeTbl ¢ AaHHbIM MAC agpecom HanpasAAAUCb Yepe3 HOBbIM NOPT. B pe3ynbrate, ecan Ha
yyacTKe MeXay OBYMA agpecaTaMu CyLecTByeT Kakaa-nmbo netns, sce MAC aapeca u3 cetu
BTOPOro ypoBHA ByAyT nepecbinatbCA Ha TOT NOPT, rae cywecTtsyeT netaa (obbivHo MAC agpeca
B 3TOM C/ly4ae C BbICOKOI YaCcTOTOM NEPEKOYALOTCA C OAHOrO NOPTa Ha APYroit), YTo BbI3biBAET
neperpysky u notepto pabotocnocobHoctn cetn 2-ro ypoBHA. BoT nouyemy Heobxogmmo
npoBepATb HaAMuMe NeT/M Ha ceTeBbiX MNopTax. Korga Ha nopTty onpegenserca netns,
06HapyKMBLLUEE ee YCTPOMCTBO AOJ/IKHO MOCNATb MpeaynpexaeHwe B CUCTEMY ynpasieHuA
CeTbto, MO3BONAA CETEBOMY aAMUHUCTPATOPY OOHAPYXKUTb, NOKAaNM30BaTb M PeWNTb Npobaemy
B CEeTW.

MocKkonbKy cuctema obHapy*KeHUA neTesb MOXKET aBTOMATUYECKM NPUHUMATb peLleHunA
O HAa/INYMK NETNIN B COEANHEHUN U ee UCYHE3HOBEHUMN, YCTPOMCTBA C QYHKLMAMMU KOHTPONA Ha
noptax (TakuMxX Kak M30N5UMSA NOPTOB M KOHTPOAb 3a 3anomuHaHnem MAC agpecoB) moryT
3HAYUTE/IbHO CHU3UTb HArpy3Ky C CETEBOro agMWHUCTPATOPA, @ TaK¥Ke YMEHbLWUTb Bpems
peaKkunun Ha npobnemy, MUHUMU3INPYA BO3LAENCTBME NETAM HA CETb.

5.2 CnncoK KomaHpa ana KoHPUrypmposaHua GyHKLMM pacno3HaBaHUA NeT/IM Ha
noprty
KoHdurypupoBaHme BpeMeEHHOro MHTepPBasaa pacno3HaBaHUA NeTu;
BkatoveHne pyHKLMN pacno3HaABaHMUA NETAU;
KoHdurypupoBaHue pexxmma nopTta Npm pacno3HaBaHMK NeTau;
BbiBOA OTNAaf04YHOM MHPOPMALIMM NO PAacno3HaBaHUIO NETAK;
KoHdurypupoBaHme pexkmMma BOCCTAaHOBAEHMA NPU pacno3HaBaHUKU NeTAU

A
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1. KoHoUryprpoBaHMe BpeEMEHHOro MHTEPBAia Pacno3HaBaHMA NeTau

KomaHpa

OnucaHue

Pe)xum rnobanbHoro

KOHUrypmposaHusa

loopback-detection interval-time </oopback>
<no-loopback>
no loopback-detection interval-time

KoHdurypuposaHue BpeMeHHOro MHTEpBana
pacno3HaBaHUA NeTAun

2. BKntoyeHne GpyHKLMM pacno3HaBaHMA NeTau

KomaHpaa

OnucaHue

Pexxum KoHPUrypupoBaHua nopra

loopback-detection specified-vlan <vlan-list>
no loopback-detection specified-vlan <vlan-
list>

BkntoueHune n BbIK/1lOYEHHNE
Pacno3HaBaHWA NETAU

dYHKUMM

3. KoHdurypupoBaHue pexkmma nopTta Npu pacno3HaBaHMM NeTAu

KomaHpa

OnucaHue

Pexxum KoHPUrypupoBaHua nopra

loopback-detection control {shutdown
| block}

no loopback-detection control

BKAtOYeHME M BbIKAKOYEHUE onpeaeneHHoro
peXKMma nopTa Npu pacno3HaBaHUKU NeTAu.

4. BbiBOA, 0TNaA04YHON MHPOPMALMM NO PaCcNO3HABAHUIO NETIN

KomaHpa OnucaHue
Pexxum agmuHucTpatopa
BbiBOA ~ oThagoyHoM  uMHPoOpmMaLMM MO
debug loopback-detection pacno3sHasaHuio netan. C onepatopom NO
no debug loopback-detection OAHHAA KOMaHAa MNpeKpalwaeT BblBOA
OTNaA04YHOMN MHPOPMaLUN.
MokasbiBaeT cTaTtyc n pe3ynbTaThbl

show loopback-detection
<interface-list>]

[interface

pacrno3HaBaHWA MeTAM Ha BCex NopTax, ecnu
APYrMX  MapameTpoB He BBOAMTCA, B
NPOTMBHOM C/ly4yae MOKa3blBAeTCA CTaTyC U
pe3ynbTaT  pacno3HaBaHMA NeTau  Ans
KOHKPETHbIX NOPTOB
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5. KoHdurypmpoBaHue pexkMma BOCCTaHOBAEHWUA NPU pacno3HaBaHUN NETAN

KomaHpga OnucaHue

0O6wmit pexxum

KoHourypuposaHue pexuma
loopback-detection control-recovery | BOCCTaHOBNEHUA NPW pPacno3HaBaHUU NETAU
timeout <0-3600> (aBTOMaTHYecKkoe BOCCTAaHOBJIEHNE WU HET)

nan BpemeHun BOCCTaHOBNEHNA.

5.3 Mpumepbl yHKUMKU pacno3HABaHUA NET/IN Ha NOPTY

1/01

TUNWUYHBIV NpUMep NOAKAOYEHMA

B npuBeaeHHOM HUKe KOHUrypaL MM, KOMMYTaTop onpeaenseT CyLecTBOBaHWE NETNM
B TONonornn cetu. Mocne BrAOYEHNA GYHKLMM pacno3HaBaHMA NETAN Ha NOPTY, CMOTPALLEM BO
BHELLHIO CeTb, KOMMyTaTop byaeT yBeAOMNATb MOACOEAMHEHHYIO CETb O CyLL,ecTBOBaHUMU
NeTNN U KOHTPOMPOBATb NOPT KOMMyTaTopa A4 obecneyeHMa HOpManbHOM pPaboTbl AaHHOM
ceTtu.

MocnenoBaTenbHOCTb KOHPUTYpaLMM KOMMYTATOpaA:

Switch (config) #loopback-detection interval-time 35 15

Switch (config)#interface ethernet 1/0/1

Switch (Config-If-Ethernetl/0/1) #loopback-detection special-vlan 1-3

Switch (Config-If-Ethernetl/0/1) #loopback-detection control block

Ecnun BbibpaH meToa 6GNOKMPOBKMU NpU onpeaeneHun netau, AoMKeH bbiTb rnobanbHo
BK/IOYEeH npotokon MSTP Ha Bcel ceTu, a TakXe [AO0/KHbl 6blTb CKOHPUIYpUPOBaHbI

COOTBETCTBYHOLLME CBA3M MeXKAY NPOTOKO/IoM cBasytouero agepesa u VLAN.
Switch (config) #spanning-tree
Switch (config) #spanning-tree mst configuration
Switch (Config-Mstp-Region) #instance 1 vlan 1
Switch (Config-Mstp-Region) #instance 2 vlan 2
Switch (Config-Mstp-Region) #

5.4  PeweHue npobnem c pyHKLUMEN pacno3HABAHUA NETIN Ha NOPTY
®PyHKUMA pacno3HaBaHWA NETAN Ha MOPTY BbIK/IOYEHA MO YMOMYAHUIO U AONKHA ObiTb
BK/ItOYEHA NPU HeobXoaMMOCTH.

. QT:CH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

[T

TexHuyeckoe onncaHune
KoHourypauma dyHkuumn ULDP 56

6 KOHO®UTYPALUUA ®YHKLUUN ULDP

6.1 O6wan nupopmauymsa o ULDP

OAHOHaNPaBAEHHbIW IMHK — 3TO pacnpocTpaHeHHas npobiema B ceTu, 0COBeHHO ans
ONTUYECKUX coeauHeHul. MNopn OAHOHAMPABAEHHbIM COeAMHEHWEM MOHMMAETCA CUTyauus,
Koraa o4MH NopT COEANHEHUSA MOXKET MPUHUMATb COOBLLEHNA OT A PYroro NopTa, a TOT HE MOXKeT
noay4aTtb UX OT NnepBoro. Ecam dpursnyeckuii yposeHb coeauHeHUs ecTb U paboTaeT HopMasibHO,
npobnema cBA3M MeXAY YCTPOMCTBAMM HE MOXKET ObITb 06HapyKeHa. Kak NoKa3aHo Ha pUCYHKe,
npobnema ONTUYECKOro COeAUHEHUA HE MOXKET BbiTb OBHapy*KeHa NocpeaCcTBOM MeXaHM3MOB
dU3nYECKOro ypoBHA, TaKMX KaK aBTOMATMYECKOe COracoBaHMe NapameTpoB.

SwitchA

SwitchB

MepekpecTHOe NoAKAOYEHME ABYHANPaBAEHHOro ONTUYECKOro coeauHeHUA

SwitchA SwitchB

SwitchC

OAMH 13 KOHL0B KaXa0ro AByXHanpaBaeHHOro oNTMYeCcKOro coeAnHeHUA He NoAKAoYEH

Takoi BuA Npobaem 4acTo BO3HUKAET B CUTyaL MK, Korga unm untepoeic, nnm GBIC (Giga
Bitrate interface Converter — KoHBepTep MHTepdelica co cKopocTbio 1Gb) MMeloT NporpammHble
npobnembl, B 3TOM C/ny4ae o6opyaoBaHME CTAaHOBUTCA HEAOCTYNHbIM WM  paboTaet
HenpasuabHO. OAHOHaNpPaBAEHHOE CoeAMHEHME MOXKET Bbi3bIBaTb LENyI0 ceputo npobnem,
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TaKMX KaK 3aUMKANBAHNE CBA3YIOLLErO AEPEBA UM LUMPOKOBELATEIbHbIM WTopmam (broadcast
black hole).

ULDP (Unidirectional Link Detection Protocol — npotokon o6HapyXeHus
OAHOHANPaBAEHHbIX COEAMHEHUI) MOXKET MNOMOYb OOHApPYXUTb HEUCNPaBHOCTb, KOTOpas
BO3HMKAET B CUTyauMAX, MEPEYMCNEHHbIX Bbiwe. B KommyTaTtope, MOAKAKOYEHHOM 4Yepes
ONTUYECKYI0 nan meaHyto Ethernet nuHuio (Takylo Kak BuTas napa nAton kateropwu), ULDP
MOXET MOHUTOPUTb CTaTyC O U3NYECKMX coeauHeHMn. B cnyyae, ecanm obHapyKeHo
OAHOHaNpaBNeHHOe COeAMHEHUE, OH NOCbINAET NpeaynperKaeHne MNoAb30BaTENAM N MOXKET
BbIKAKOUYNTb MOPT aBTOMATUYECKW, WAM BPYYHYH, B 3aBUCUMMOCTM OT KOHOUrypaumm
nonb3oBaTens.

®yHKunAa ULDP B KOMMyTaTOpe pacno3HAeT yAafieHHble YCTPOMCTBA M MNpoBepseT
KOPPEKTHOCTb COEAMHEHUN, UCNONb3YSA MHTEPAKTUBHYIO CUCTEMY COOCTBEHHbIX COOOLLEHUN.
Korga ULDP Bknto4eH Ha nopTy, mexaHu3m onpeaeneHusa cTaTyca MopTa 3anycKaeTcd, yTo
nogpasymeBaeT NOCbIIKYy COODOLLEHNN PA3NNYHOrO BUAA, KOTOPbIE MOCLINAKTCA PA3NYHbIMM
nognporpammamm 3TOr0 MexaHu3Ma ANA NPOBEpPKM CTaTyca CoeguMHeHWn nytem obmeHa
nHbopmaumenn c ypaneHHbiMmu yctponctBamu. ULDP moXKeT AMHAMMYECKM onpepenaTb
WMHTEpPBAaJI, C KOTOPbIM yAaneHHOe YCTPOMCTBO NOCLIIAeT CBOW YBEAOM/IEHWNA U NOACTPAMUBAET B
COOTBETCTBMM C HUM CBOM IOKaNIbHbIN MHTepBan. Kpome Toro, ULDP obecneunBaeT mexaHn3m
pectapTa, ecam nopt 6bin 3ab6noknposaH ULDP, Take coeanHeEHWE MOXKET ObiTb MPOBEPEHO
elle pas nocse pecrapta. BpemeHHON MHTEpBan NOCbINKKU yBEAOMIEHUA U pecTapTa nopTta B
ULDP moeT KOHOUrypnpoBaTbCA MO/b30BaTeNAMM, TakMm obpasom ULDP mokeT bbicTpee
pearMpoBatb Ha NpPobaembl COEAUHEHUW B Pa3/IMYHOM CETEBOM OKpYyKeHuW. [oKasatenem
npasunbHol pabotbl ULDP siBnseTca paboTa coegMHEHMA B AYNJIEKCHOM PEXUME, 3TO 3HAUUT,
yto ULDP BKnloyeH Ha 06OMX KOHUAX COeAMHEHUS M UCMONb3YeT OAMHAKOBbIA METoA
aBTOPM3aLUM U NApPOSib.

6.2 Cnuncok KomaHpa ana KoHpurypuposaHua ULDP

. BkntoueHune ¢pyHKumm ULDP Ha KommyTaTope;

. BkntoueHne ¢pyHKumm ULDP Ha nopTy;

. KoHdurypauma arpeccMBHOro perkmma Ha KOMMYTaTOpPE;

. KoHdurypauma arpeccMBHOro pexxnuma Ha nopTy;

. KoHdurypauma meTtona BbIKAOUYEHUA O4HOHAMNPABAEHHOIO COEAUHEHUA;
. KoHdurypauma nHtepsana ysegomnerHnin (Hello messages);

. KOoHpUrypauma nHTepsana BOCCTAaHOBNEHMS;

. PectapT nopra, BblKAtO4EeHHOro ¢yHKuUmen ULDP;

. leMOHCTpaunoHHas 1 oTnago4Han nHdopmauma ¢yHkummn ULDP;

O oo NOOULLPE WN -

1. BkntoueHune ¢pyHKuMmn ULDP Ha kKommyTaTope

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

uldp enable BkntoueHune nam soikaoveHmne ¢yHkumm ULDP
uldp disable Ha KOMMyTaTope.
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2. BkntoueHune ¢pyHKkummn ULDP Ha nopTty
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KomaHpa

OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

BkntoueHune nam soiknoveHmne ¢yHkumm ULDP

uldp enable
uldp disable Ha nopT.
3. KoHourypaums arpeccMBHOro peXknMma Ha KommyTaTope
KomaHpga OnucaHue
PeXum rnobanbHOro KOHGUrypupoBaHusa

uldp aggressive-mode
no uldp aggressive-mode

YcTaHaBAMBaET penm paboTbl GyHKUMM Ha
KOMMyTaTope.

4. KoHduUrypauma arpeccMBHOro peXKmnma Ha nopry

KomaHpa

OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

uldp aggressive-mode
no uldp aggressive-mode

YcTaHaBAMBaAET pexxum paboTbl GyHKUMK Ha
nopry.

5. KoHdurypauma metoaa BbIKAOYEHMA OAHOHANPaBAEHHOro CoeANHEHNSA

KomaHpa

OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHua

uldp manual-shutdown
no uldp manual-shutdown

KoHourypupyet MeTon, BbIKNOYEHMSA
OZHOHaNPaB/NIEHHOIO COeAMHEHUA.

6. KoHdpurypauusa nutepsana ysegomnenui (Hello messages)

KomaHpa

OnucaHue

PexKum rnobanbHoOro KOHGUrypupoBaHusa

no uldp hello-interval

uldp hello-interval <integer>

KoHburypaumsa wuHTepBana yBeaOMIEHUN
(Hello messages), auManasoH ot 5 go 100
CeKyHZA. 3HavyeHue no ymonyaHuio - 10 cek.
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7. KoHpurypauma nHTepsana BOCCTaHOB/IEHUA
KomaHpa OnucaHue
Pexxum rnobanbHoro KoHpuUrypmposaHusa
KoHdurypupyet WMHTepBan

uldp recovery-time <integer>
no uldp recovery-time <integer>

BOCCTAaHOBUTENbHOrO pectapta. [AnanasoH oOT
30 o 86400 cekyHA,. 3Ha4YeHUe No YMOAYAHULO
— 0 ceKyHa.

8. PectapT nopTa, BbiKAOYEHHOro pyHKuUuen ULDP

KomaHpa

OnucaHue

PexXum rnob6anbHOro KOHGUrypUpPOBaAHUA UK PEXUM KOHPUTYPUPOBAHUA NOPTA

uldp reset

PectapTyeT Bce NopTbl B pexxume rnobanbHoOro
KOHOUTypMpoBaHUA. PecTapTyeT KOHKPETHbIN
MoOpT B peXXMMe KOHOUIryprMpoBaHuMA nopTa.

9. leMOHCTpaUMOHHaA 1 0T1IaA04HaA MHopmauma GyHKumn ULDP

KomaHpa

OnucaHue

PexXxum agmuHucTpatopa

show uldp [interface ethernet IFNAME]

MNoKka3biBaeT uWHPopmaumo no ULDP. [Onsa
oTobparkeHmna obwenr ULDP wuHbopmaumm
napameTpoB HeT. [pu 3a4aHUM KOHKPETHOro
nopta BbiBOAUTCA 06Waa WHboOpmauma U
MHbOopMaLMaA 0 coceaax No AaHHOMY NOpPTy.

debug uldp fsm interface ethernet
<IFname>
no debug uldp fsm interface ethernet

<IFname>

BknloyeHne  uAM  BbIKAOYEHME  BbiBOAA
0TNaA04YHON MHPOpPMaALMK NO onpeaesieHHoOMY
nopTy.

debug uldp error
no debug uldp error

BKAtoueHne nnm BblKNKOYEHNE OTNAL0UHOM
nHdpopmaumm o6 olnbKax

debug uldp event
no debug uldp event

BKkAtOYEHWE MU BBIKNHOYEHWE OTNIAL04HOM
nHbOopMaLmm 0 cobbITUAX

debug uldp packet {receive|send}
no debug uldp packet{receive|send}

BknouyeHne  MAM  BbIKAOYEHWE  BbiBOAA
0TN3aA04YHON MHPOPMALIMM MO TUNYCOOBLLLEHN
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debug uldp {hello|probe|echo| unidir|all}

[receive|send] interface ethernet
<IFname>

no debug uldp {hello|probe|echo|
unidir|all} [receive|send] interface

ethernet <IFname>

BknloyeHne  uAM  BbIKAOYEHWE  BbIBOAA
AetanbHo MHPopmaumm 06 onpeaeneHHOMm
TMMNEe COObLEHMN, KOTOPbIE MOTYT NMOCbINAaTbCA
WU NPUHMMATBLCA Ha onpeaeneHHOM MopTy.

63 Tunosble npumepbl pyHKUUu ULDP

PC1

=

1/0/2

SwitchB

MepeKpecTHoe NoAK/IYEeHWEe ABYHAMNPAaBAEHHOTO ONTUYECKOro CoeanHeHNn

SwitchA

1/01

PC2
1/0/3

1/0/4

B ceTeBoW TOnonorMm Ha pucyHke nopt 1/0/1 Ha KommyTaTope A, a Tak:ke nopt 1/0/3 Ha
KommyTaTope B — ontuyeckme. U coegmuHeHne nmeeTt nepeKkpecTHbin Tun. dusnyecknin yposeHb
BK/ItOYEH 1 paboTaeT HOpPManbHO, HO COeANHEHME Ha YPOBHE AaHHbIX HepaboTocnocobHo. ULDP
MOXET onpeaennt M 3abNOKMPOBATb TaKoOW TUN OWWMOKM Ha coeanHeHUU. KoHeyHbIm
pe3synbTaTom byaet 1o, uto nopt 1/0/1 Ha KommyTaTope A, a TakxKe nopT 1/0/3 Ha KommyTaTope
B 6yayT 3a6n0KknpoBaHbl dpyHKume ULDP. NMopTbl cmoryT paboTtaTtb (He byayT 3abnoKMpoBaHbI)

TONbKO eCnun coegmHeHune byaeT KOPPEKTHbIM.

NocnepoBaTtenbHOCTb KOHPUrypauum KommyrtaTtopa A:

SwitchA (config) #uldp enable

SwitchA (config) #interface ethernet 1/0/1
SwitchA (Config-If-Ethernetl/0/1)#uldp enable
SwitchA (Config-If-Ethernetl/0/1) #fexit

MNocnepoBatenbHOCTb KOHUrypauum Kommytatopa B:

SwitchB (config) #uldp enable

SwitchB (config) #interface ethernetl1/0/3
SwitchB (Config-If-Ethernetl/0/3) #uldp enable
SwitchB(Config-If-Ethernetl/0/3) #exit

B pesynbrate nopt 1/0/1 Ha KommyTaTope A 6yaet 3abnokMpoBaH ¢yHKumein ULDP un Ha
aucnnee TepmuHana PC1 noasutca cnegyowan nHdopmaums.
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%$0ct 29 11:09:50 2007 A unidirectional 1link is detected! Port
Ethernetl/0/1 need to be shutted down!
%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/0/1 shut down!

Mopt 1/0/3 Ha KommyTaTope B 6yaeT 3abnokmposaH ¢pyHKumen ULDP n Ha aucnnee
TepmumHana PC2 noasuTtca cneayrow,as MHGopmaLms.

%$0ct 29 11:09:50 2007 A unidirectional 1link is detected! Port
Ethernetl/0/3 need to be shutted down!
%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/0/3 shutted down!

64 YcTrpaHeHue Henonagok ¢yHKkuum ULDP

3ameyaHuna no KoHUrypaumm:

X Ona ysepeHHoctn, yto ULDP cmoxeT onpegenutb, 4TO OAUH M3 ONTUYECKUX
NOPTOB He MOAKAKYEH WAM NOPTbl HEKOPPEKTHO COeAMHEHbI, MOPTbl AOMKHbI paboTaTb B
OYNNEKCHOM peXume U MMeTb OAMHAKOBYHO CKOPOCTb.

X EcAhn mexaHM3M aBTOMATMYECKOro onpeaesieHMAa MNapamMeTpoB OMNTUYECKUX
NOpPTOB, OAMH U3 KOTOPbIX BKAOYEH HEKOPPEKTHO, OonpeaenvTt pabouymini pexxmm U CKOPOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBUCMMOCTM OT TOrO, BK/AOYEH OH UM HeT. B
AAHHOM CUTYyaUUM NOPT NOMEYAETCA KaK BbIK/HOYEHHDbI.

X Ona yBepeHHOCTN B TOM, YTO OTBETHbI MOPT KOPPEKTHO CKOHOUTYPUPOBaAH U

X OAHOHanpaBAeHHOEe COoeAMHEHME CMOXKET OblTb KOPPEKTHO onpeaeneHo,
HeobxoaMmo, 4Tobbl Ha 0boux KoHuax coeguHeHus ULDP 6bin BKAOYEH U MCMNO/Ib30BaACA
OAMHAKOBbIA MeTo4 aBTOpM3auuM M naposb. B Hawem npumepe naposib ¢ 06enx CTOPOH He
YCTaHOBAEH.

X NHTepBan otnpasku hello coobuieHnin moxKeT 6biTb M3MeHeH (3To 10 cekyHA no
yMOJl4aHUIO U Konebnetca oT 5 o 100 cekyHa), Tak uto ULDP moryT bbicTpee pearnposaTh Ha
OLMOKM NOAKAOYEHUA TIMHUIN B PA3/INYHbIX YCN0BUSAX PaboTbl ceTu. Ho 3TOT MHTepBan A0XKeH
6bITb MeHble 1/0/3 oT BpemeHu KoHBepreHuun STP. ECiv MHTepBan CANLLKOM AJIUHHbINA, NeTa
STP 6ynet cpopmmpoBaHa A0 Toro, Kak ULDP 06HapyKUT 1 OTKAOYUT NOPT O4HOHAMNPAB/IEHHOTo
coeAnHeHus. Ecan MHTepBan CAINLLIKOM KOPOTKUI, ceTeBas Harpyska Ha nopT byaeT yBeanyeHa,

4yTo O3Havaer CHUXEeHue NPOMNYCKHOM cnocobHocTw.
ULDP He obpabaTbiBaeT cobbiTva LACP. OH o6pabaTtbiBaeT Kaxaoe coegmHeHue rpynnbl TRUNK
(Hanpumep, port-channal,  TRUNK  nopTbl) He3aBUCMMO  Apyr oT apyra.

ULDP He paboTaeT C NOXOXMMM NPOTOKONAMWU APYrUX NpousBoamuTenei. ITo O3HayaeT, yTo
Nnonb3oBaTeNIM He MOryT ucnonb3oBatb ULDP Ha oAHOM KOHLE M WUCNOAb30BaTb Apyrue
nogobHble NPOTOKObI Ha Apyrom KOHLe coeguHeHuA.
ULDP ¢yHKUMA OTKAlOYeHa No ymon4daHuto. Mocne BKAwYeHUA ¢yHKumn ULDP B pexkunme
rnob6anbHOro KOHOUIYPUPOBAHUA MOMKHO BKIOYMTb BbIBOA, OTNAA04YHbIX COOBLLEHWIA.
CywecTByeT HeCKoNbKO KomaHa oTnagkm (DEBUG) ana BbiBOAA OT/Naf04HOM MHOpMaLMK.
Hanpumep, MHGOpMauUmio 0 CObbITUAX, COCTOSSHUN, OLUIMOKaxX U coobLeHNaX. Pa3anyHbie TUMbI
OT/IaflOMHbIX COOBLLEHUI TaK¥Ke MOoryT ObiTb BblBeAEHbl B COOTBETCTBUM C Pa3NIMYHbIMMU
3HAYEeHUAMM NAPaAMETPOB.

<> Talimep BOCCTAaHOB/AEHWMS MO YMONYAHWUIO BbIKAOYEH U MOMKET ObITb BKAKOYEH
TONbKO B C/ly4ae, Koraa noab3oBaTe b 3a4a1 Bpems BoccTaHoBeHMA (30-86400cekyHA)

KomaHaa pectapta M mexaHu3m nepesarpyskyM nopta BO3AENCTBYIOT TOAbKO Ha MOpPT,
KOTOpbIN Bbln BbikAtOYeH dyHKUmeln ULDP.
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7  HACTPOMKA ®YHKLIMU LLDP

7.1 O6wwue cBegeHusa o GpyHKUum LLDP

MpoToKkon uccnenoBaHus coeauHuTenbHoro yposHa (Link Layer Discovery Protocol —
LLDP) — 3TO HOBbI NPOTOKO/, ONMUCaHHbIN B cneundmkaumm 802.1ab. OH no3BonseT cocegHUM
YCTPOMCTBAM NOCbINAaTb YBEAOM/IEHMA O CBOEM CTAaTyCE APYIrMM YCTPOMCTBAM M Ha BCEX NOpPTaX
ntoboro ycTpomncTea coxpaHaTb MHGopmaumo 06 aTom. Ecnm HeobxoaMMO, NOPThI TaK Ke MOoryT
nocblnatb  UHboOpmauMto 06 UM3IMEHeHMM cTaTyca YCTPOMCTBAM, HenocpeacTBEHHO
NOAKNOYEHHbIM K HUM. 3Ta MHOopMaLma byaeT coxpaHeHa B cTaHAapPTHbIX MIB SNMP.Cuctema
YyNpPaB/IEHUA CETbIO MOXKET NPOBEPATb COCTOAHMNE COEANHEHMN BTOPOTO YPOBHA N0 MHGOPMaLUmM
13 MIB. LLDP He KOHPUIYypUpyeT UAN KOHTPOAUPYET 3/IEMEHTbI CETU UAN MOTOKU, OH TOJIbKO
onucbiBaeT KOHOUIypaumio BTOPOro ypoBsHsA. B cneumdpuraumm 802.1ab TakKe onucbiBaeTca, Kak
ncnonbayetca nHGopmauma, npegoctasnsemasn LLDP ana o6HapyxkeHUA KOHGANKTOB Ha BTOPOM
ypoBHe. NHCTUTYT cTaHaaptusaummn (IEEE) B HacToAlee Bpems MCMO/b3yeT CyLLeCTBYHOLLYIO
dum3nyeckyto Tononoruto, MHTepdencol n Habopol MIB IETF.

YnpouweHHo, LLDP — npoTokon obHapy»KeHua cocegHux ycTpoicts. OH onpeaenset
CTaHAAPTHbIN MeTod, no3sonAwwmMii Ethernet ycTpolicTBam, TakMM, KakK KOMMYTaToOpPbI,
MapLUpyTU3aTOPbl M TOYKU A0CTYNA YBEAOMAATb O CBOEM CYLLECTBOBAHUW Apyrue y3/ibl CETU U
coxpaHaTb MHPopmaumio 060 Bcex cocegHux YycTpoicTBax. Kak cnepcsume, fAeTanbHas
nHbopmauma 0 KOHOUrypaumm yCTPOMCTBA U O HaAMWAEHHbIX COcCeasax MOXKeT 06bABNATbCA
nocpeacTBOM AaHHOMO NPOTOKONA.

B yactHoctn, LLDP onpepenseTr cocTaB OCHOBHOrO MHPOPMALMOHHOrO 06bABNEHMA,
nepegadyy ob6bABAEHUMA WM METo[ COXpaHeHus AaHHOM WHbopmauuun. [na ob6baBneHuA
CO6CTBEHHOM MHPopMauMM  YCTPOMCTBO  MOMKET  MNOCbINATb  HECKOJIbKO  YacTew
MHbOpMaLMOHHOro 06baBneHUA B ogHom LAN nakeTe gaHHbIX. Tun nepepayun onpeaenserca
3HayeHuMem nona TLV (Type Length value — 3HayeHue panuHbl TMNa). Bce ycTpoiicTsa,
noaaepxusatowme LLDP, ao/mkHbl noaaep»kuBaTb onoselleHua o uaeHTuduKkaTtope (ID)
YyCTpPOMCTBA U WaeHTUPUKaTope nopTa, HO npeanonaraeTca, 4Yto OONbLMHCTBO YCTPOMCTB
noaAep’KMBAlOT onoBelleHns 06 MMEeHM CUCTEMbI, ee OMNUCAHUM M NPOU3BOAUTENBHOCTU
cuctembl. OnoBeLeHnA ¢ ONMCaHUEM CUCTEMbI M O NPOM3BOAUTENBHOCTU CUCTEMbI MOTYT TaKKe
coaepraTb nonesHyo nHGopmaumto, Heobxoaumyto ana cbopa MHGOPMALMM O NOTOKAX B CETWU.
OnucaHMe CcUCTEMbl MOXKET BKIOYATb TaKMe [AaHHble Kak MNonHoe uMmA obbABasemoro
YCTPOMCTBA, TMMN YCTPOMCTBA, BEPCUA €r0 ONepaLMOHHOM CUCTEMBI U TaK ganee.

Mpotokon LLDP nosBonAeT ynpocTUTb MOUCK npobiem B KOPMNOpaTUBHOW CeTw,
PaCLNPUTb BOSMOXKHOCTM MHCTPYMEHTOB YNPaB/EHUA CETbIO NyTEM OnpeaeneHna U XpaHeHua
TOYHOI CETEBOW CTPYKTYPHbI.

MHorme TUnNbl NPOrpamm ynpaBAeHMA CETbIO UCMOAb3YIOT QYHKUMIO aBTOMATUYECKOrO
obHapyxeHua («Automated Discovery») ons oTcnexXmBaHUA USMEHEHUIN U TEKYLLLETO COCTOAHUSA
TONONOTMN, HO BONBLUIMHCTBO U3 HUX PaboTaeT TONbKO Ha TPETbEM YPOBHE M B Iy4LLIEM Cy4vae
KnaccuduumpyeTt yCTPOMCTBA NO MX NOACETAM. DT AaHHbIE CANLWKOM NPUMUTUBHDI, MO3BOAAIOT
OTCNeXuMBaTb TO/IbKO 6a3oBble cObbITUA, TakMe Kak pobaBneHve WUAM yaaneHue yCTPOMCTB
BMECTO AeTa/IbHOM MHGOPMALIMM O HUX U O TOM, KaK YCTPOICTBa B3aMMOAENCTBYIOT CCeTbIO.

NHbopmauma, cobpaHHasa Ha 2 ypoBHE, COAEPKMUT CBeAEeHMA 00 YyCTPOMCTBAX, MX NOPTax
M O TOM KaKMe KOMMYTATOPbl C KaKUMM coegnHeHbl 1 T. N. OHa TaK e MOXET NOoKa3blBaTb
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MapLLPYTbl MEXAY KAMEHTaMM, KOMMYyTaTOpaMn, MapLLIPyTU3aTOpPaMn U CETEBLIMKN CepBepamu.
Takune AaHHble OYeHb BaXHbl 414 onpeaeieHnsa U uccnefoBaHMsA UCTOYHUKA NPobaem Ha ceTu.

LLDP ABnseTcs MONE3HbIM MHCTPYMEHTOM YNpaB/ieHMA, NPeAOCTaBAAOWMM TOUHYHO
MHPOPMALMIO O 3EpPKaMPOBAHUN CETU, OTOBPAXKEHMM MOTOKOB AAHHbLIX M MOUCKE CETEBbIX
npobnem.

7.2 CnncoK KomaHpa ana KoHpurypuposaHua LLDP

. BkntoueHune LLDP Ha ycTpoliicTse;

. BkntoueHne ¢pyHKumm LLDP Ha nopTy;

. KoHourypaumsa cratyca LLDP Ha nopTy;

. KoHpurypauma nHtepsana obHosneHma coobuieHmin LLDP;

. KOHOUrypauma mHOXUTeNs BpemeHU Noaaep»KKM coobuieHnin LLDP;

. KoHpUrypauma 3agepKkn oTnpaBkn 0OHOBAAIOLLMX COOBLLEHWNI;

. KoHpurypauma nHtepsanos nocbinkm TRAP nakeTos;

. BkntoueHne pyHkumm TRAP Ha nopTy;

. KoHpUrypauma nononHUTENbHBbIX MAapameTpoB MHGOPMaLMK ANA OTNPABKKU Ha NOPTY;
10. KoHdurypauma pasmepa NnamaTn, MCNOAb3yeMon JA XpaHeHUA Tabaul, Ha nopTy;
11. KoHdurypauma aencTsnin npu nepenoiHeHUn NamaTn ana Tabanubl Ha NopTy;

12. OtobpakeHne oTnafo4HOM MHPopmaummn no GyHKumn LLDP;

O o0 NOOULLPE, WN -

1. BkntoueHune LLDP Ha ycTpolicTee

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

lidp enable

. ObLee BKAOYEHME/BbIKAOYEHNE
lidp disable - /

2. BkntoueHune ¢pyHKumu LLDP Ha nopTy

KomaHpga OnucaHue

PeXXum KoHGUryprMpoBaHuA nopra

lidp enable BkntoyeHune/BbikAoYeHME GyHKLMM LLDP Ha
lidp disable nopTy.

3. KoHourypaums ctatyca LLDP Ha nopTy

KomaHpga OnucaHue

Pexxum KoHPUrypupoBaHua nopra

KoHdurypauma pexkuma pabotbl GyHKLMM

lldp mode (send|receive|both|disable) LLDP

4. KoHourypaums uHtepsana obHoBneHnsa coobuieHnii LLDP

@ QT:CH www.qgtech.ru
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KomaHpga

OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHua

lldp tx-interval <integer>
no lldp tx-interval

KoHdurypauna wuHTepBana o06HOBAEHUA
coobuleHnit LLDP Kak onpeaeneHHoM
BE/IMYMHbBI MU 3HAYEHMA MO YMOYaHUIO.

5. KoHpUrypauma MHOXUTENA BpeMeHU NoAaepP KKK cooblueHuii LLDP

KomaHpa

OnucaHue

Pexxum rnobanbHOro KOHGUrypupoBaHus

lldp msgTxHold <value>
no lldp msgTxHold

KoHdurypauna  MHOXUTENA  BPEMEHMU
NnoAAep)KKM  coobuieHni LLDP  Kak
onpeaeneHHON Be/INYMHbI UNU 3HAYEHMUA
NO YMONYAHMUIO.

6. KoHpurypauunsa 3agepKKkm oTnpaBKM 0OHOBASIOWMX COOOLLEHMI

KomaHpa

OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHus

lldp transmit delay <seconds>
no lidp transmit delay

KoHdurypauma  3a4ep’KKm  OTNpPaBKM
0bHOBAAIOLLNX coobLeHuni KaK
onpeaeneHHon BeNMYUHbI UAN 3HAYEHUA
Mo YMOYaHUIO.

7. KoHourypaums nHtepsanos nocblikin TRAP nakeTtos

KomaHpa

OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHua

lldp notification interval <seconds>
no lldp notification interval

KoHourypauns nHtepsanos nocolnku TRAP
NMaKeToB KaK onpeaeNeHHOW BeAUYUHbI
NN 3HAYEHUA NO YMOAYAHUIO.

8. BkatoueHune ¢pyHKUMKM TRAP Ha nopTy

KomaHpa

OnucaHue

PeXKum KoHGUrypmMpoBaHuaA nopra

lidp trap <enable|disable>

BkntoyeHue/BbikAoYeHe GyHKUMM TRAP Ha nopTy

9. KoHdurypauma AoNONHUTENbHBIX MapPamMeTpPoB MHGOPMaLMK ANA OTNPABKM HA NOPTY

@® ) QTECH

www.qgtech.ru
MWP [NOOCTYMHEE



http://www.qtech.ru/

TexHuyeckoe onncaHune
Hactpolika ¢yHKumu LLDP

bbbl
Siiabiad

65

KomaHpa

OnucaHue

Pexxum KoHPUrypupoBaHua nopra

lldp transmit optional tlv [portDesc] [sysName]
[sysDesc] [sysCap]
no lldp transmit optional tiv

KoHdurypaums OOMNONHUTENbHbIX
napameTpoB MHPOpMaLUN AN OTNPABKU
Ha MOPTYy KaK onpeaeneHHOW BeNUYUHbI
WAWN 3HAYEHUA NO YMONYAHUIO.

10. KoHdurypauma pasmepa NnamaTtun, UCNOAb3yeMon AA XpaHeHUA Tabauu, Ha nopTy

KomaHpga

OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

lldp neighbors max-num <value>
no lldp neighbors max-num

KoHdurypaumsa pa3smepa namAaTu,
NCNoNb3yeMoln Ana xpaHeHua Tabauy Ha
NMopTy KaKk onpeaeneHHOW BenuUYuHbl Uau
3HaYeHUA MO YMOYaHMIO.

11. KoHpurypauma aenctsmii Npu nepenosHeHMM NaMaTh Ana Tabaunubl Ha NopTy

KomaHpa

OnucaHue

Pexxum KoHpUrypm

poBaHMA NopTa

lldp tooManyNeighbors {discard | delete}

KoHdurypauymsa AENCTBUI npu
nepenosiHeHMN NamatTu ana Tabaumubl Ha
nopty

12. OTobpaxKeHne oTnagouHOoMN nHPopmaLum no GyHKuum LLDP

KomaHpa

OnucaHue

Admin, Pexxum rno6anbHoro KOHGUrypuposaHmsa

OTobpaxkeHne TeKywen KOHPUrypaumm
ST dyHKumm LLDP.
OTOobparkeHne nHdopmaLmm o

show lldp interface ethernet <IFNAME>

KOoHdUrypaumm LLDP Ha KOHKpeTHOM NopTy

show lldp traffic

OTobpaxkeHne uHbopmaumm o6o Bcex
CYeTUYMKaX.

show lldp neighbors interface ethernet Otob6paxeHue uHPopmaumm o LLDP
<IFNAME> cocepAax Ha JaHHOM NopTy.
QTECH
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OTobparkeHne BCeX MOPTOB C BKAOYEHHOM

show debugging lldp dyHKUMeln oTnaaku LLDP

Pexxum agmuHucTpatopa

debug lidp BkAtoueHne/BbIKAOYEHME BblBOAA
no debug lidp OT/NIafl0MHOM MMHPOopMaLmm LLDP.

debug Illdp packets interface ethernet | BknioueHue/BbikntoyeHne BbIBOAA
<IFNAME> OT/Iaf,04HOM MHPOPMALMK O OTNPaBKE UK
no debug lldp packets interface ethernet npuveme naketoB LLDP Ha nopTy nam Ha
<IFNAME> KommyTaTope.

PexXxum KoHPUrypupoBaHua nopra

clear lldp remote-table OuuncTKka Tabanubl coceaeit Ha NopTy

7.3 Tunosoii npumep ¢pyHKummu LLDP
SwitchA

1/0/3

SwitchB

TunosoW npumep KoHdpurypaumm dyHkumm LLDP

Ha cxeme ceteBoi TOMmonoruu, npuseseHHom Bbiwe, nopt 1,3 Ha KommyTtaTope B
nogKAto4eH K nopty 2,4 kommyTaTopa A. MopT 1 KommyTaTtopa B ckoHGUrypupoBaH B pexknme
npuema naketos. Onuma TLV Ha nopty 4 KommyTaTopa A cKoHbUrypupoBaHa Kak portDes u
SysCap.

KommyTaTtop A. MocneposatenbHOCTb KOMaHA, KOHGUrypaumm:

SwitchA (config)# 1lldp enable

SwitchA (config) #interface ethernet 1/0/4

SwitchA (Config-If-Ethernetl/0/4)# 1ldp transmit optional tlv portDesc
sysCap

SwitchA (Config-If-Ethernetl/0/4)exit

KommyTtaTtop B. NocnenosaTeibHOCTb KOMaHA, KOHOUIypaLuu:
SwitchB (config)#11dp enable

SwitchB (config) #interface ethernetl/0/1

SwitchB (Config-If-Ethernetl/0/1)# 1ldp mode receive
SwitchB(Config-If-Ethernetl/0/1) #exit
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7.4 YcTpaHeHue HeucnpaBHocTel pyHKuuu LLDP
®yHKunA LLDP no ymonyaHuio BbikAoYeHa. llocne ee BKAWOYEHWA B perkume

rnob6anbHOro KOHGUrypupoBaHWA, NONAb30BATENIM MOTYT BKAOUYMTbL PeXMM OTnafku «debug
lldp» gnsa npoBepkn oTnagoyvHoM uHopmaumn. Ucnonb3ya KomaHay «show» GyHKumm LLDP
MOXHO  BbIBECTM  MHOOPMALMIO O  KOHOUIypupoBaHMM B  TN0BANBHOM  pexunme
KOHUIypMpoBaHUA, IMBO B peXnume HacCTPOMKM MHTepdencos.
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8 HACTPOMKA PORT CHANNEL

81 O6uwue ceegeHunsa o Port channel

[na noHUmaHuAa TepMuMHa nopT-kaHana (Port channel) Hapo BBECTM MoHATWE rpynnbl
nopTos. Fpynna noptoB — 3TO rpynna ¢u3nyYeckmMx NopToB Ha KOHOUIypaLMOHHOM YypOBHE.
TonbKo pu3Myeckne NopTbl B rpynne NOPTOB MOTYT BbITb YaCcTbO 06beAMHEHHOrO KaHana 1 CTaTb
y4yacTHuKamu Port channel. Jlornyecku rpynna nopTos ABAAETCA HE NOPTOM, 3 HABOPOM MOPTOB.
Mpu onpeneneHHbIX YyCNoBUAX GU3MYECKME NOPTbI B rpynne NOpTOB NO3BOAIOT NOCPEACTBOM
obbeanHeHus noptos chopmuposaTb Port channel, KoTopblit obnasaetr Bcemu cBOMCTBAMM
NOTMYECKOTro MopTa M TaKMM 0OPaA3OM CTAaHOBWUTCA HE3aBUCMMbIM JIOTMYECKMM MOPTOM.
Arperauumsa noptoB — 3T0O abcTpaKTHOe NOHATUE, NogpasymeBatoliee nNo coboit obbegmHeHne
Habopa NoOpTOB C OA4MHAKOBLIMW CBOMCTBAMM B NOrnYeckuii nopt. Port channel — 3to Habop
bU3NYECKMX NOPTOB, KOTOPbIN NOTMYECKM UCMONb3YETCA Kak 0aAMH du3nyecknii nopT. OH MoXKeT
MCNONb30BaTbCA MONb30BaTeNEM KaK ObOblYHbIM MOpPT. OH He MOXKeT He TOo/IbKo A06aBuTb
NPOMNYCKHOM CNOCOBHOCTMN Ha CeTb, HO U cnocobeH obecneunTb pe3epBUPOBaHME COEANHEHWNA.
O6blyHO 0bbeaMHeHME NOPTOB  WMCMONb3YETCA, KOorga KOMMYTATop MNOAKMYEH K
MapLUPYyTU3aTOPY, KAMEHTCKOM CTaHLUN UK APYTMM KOMMYTaTOpaM.

SwitchA

SwitchB

ArpermposaHue nopTos

Kak nokasaHo Bblwe, KommyTtatop SwitchA o6beauHun noptbl B Port channel.
MponyckHasa nonoca Port channel paBHa cymme nponycKHbIX CNOCOHBHOCTEN YeTbipex NOPTOB.
Korga Heobxoaumo nepepaTb Tpadumk ¢ kommyTtaTopa SwitchA Ha SwitchB, pacnpenenexne
TpaduKa byaeTt onpenenatbca Ha ocHoBe MAC agpeca MCTOYHWMKA M maaglwero 6uta MAC
afipeca NpMemHUKa. B pesynbTate BbluMCAEHWNI ONpeaenaeTca, Kakon nopt byaeT nepesaBaTb
TpaduK. Ecnm ogumH nopt B Port channel HencnpaseH, Tpaduk byaet nepepacnpenenaTbCa HA
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Apyrue nopTbl NOCPEACTBOM anropuTma pacnpeneneHma. [JaHHbli anroputm nogaepusaerca
annapaTHo.

KommyTaTtop npeanaraet ABa metofa KOHPUrypauum obbeaMHEHWs MOopTOB: pyyHoe
co3gaHue Port channel n gnHammyeckoe nNocpeacTBOM MPOTOKO/MA KOHTPOAA 0O6beanHEeHUs
coeanHennin (Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOMKHO TONbKO AN
nopToB, paboTatoLwmx B pexmme NoAHOro Aynnaekca.

Ona npaBunbHoM pabotbl Port channel Heob6xoanmo cobntogaTh cnegyowme ycnosus:

X Bce nopTbl paboTaloT B peXMme NosHOro AynjeKkca;

<> Bce nopTbl MMET 0AMHAKOBYIO CKOPOCTb;

X Bce nopTbl ABNAKOTCA NOPTamMu 40CTyna U npuHagnexat ogHomy VLAN, naum Bce
OHW ABAAIOTCA TPAHKOBbLIMW MOPTAaMM MU OHU BCE TMBPUAHbBIE NOPTbI.

<> Echu Bce nopTbl ABAAKOTCA TPAHKOBbIMW  MAM  TUOPUAHBIMKW, TOrAaa

CKOHOUrypupoBaHHble Ha HuUx aonyctumble VLAN n ocHoBHOM VLAN fgo0/KHbl BbITb Y BCex
OAMHAKOBbIMM.

Ecan Port channel ckoHbUrypnpoBaH Ha KommyTaTope BPYYHYHO MAW OUHAMUYECKW,
CMCTEMA ABTOMATUYECKM Ha3HayaeT NopT C HAMMEHbLUMM HOMepoM MmacTep-noptom Port
channel’a. Ecnv Ha KOMMyTaTope aKTUBMPOBAH NPOTOKOA spanning tree, NPOTOKO/1 NOCTPOEHMA
Aepesa BocnpuHMmaeT Port channel kak nornyecknin nopT u nocoinaet BPDU nakeTbl yepes
MmacTep-nopT.

Ob6beanHeHWe MOPTOB KECTKO CBA3AHO C anmnapaTHOM 4YacTbld KOMMyTaTopa.
KommyTaTop no3BonseT arpernpoBatb COEAMHEHUA MeXAYy NobbIMU ABYMA KOMMYTAaTOpPaMMU.
MaKcMmanbHO BO3MOXKHO €034aTb 128 rpynn no 8 NopToOB K KaxKAoM.

Mocne TOro, Kak NOPTbl arperMpoBaHbl, X MOXKHO MCMNONb30BaTb, KaK 0ObIYHbIM MOPT.
KommyTaTop wMeeT BCTPOEHHbLIN pPEXUM KOHPUIrypupoBaHMA UHTepdenca arperaumm,
nosib3oBaTe/ib MOXET CO34aBaTb COOTBETCTBYHOLLYI KOHPUrypauuio B 3TOM peXnume TOYHO
TaKXKe, Kak Nnpu KoHdurypmposaHum VLAN nnm ¢pusmyeckoro nHtepdelica.

82 O6wwume ceegeHus o LACP
LACP — npotokosn, 6asupyowmiica Ha ctaHaapte |EEE 802.3ad, u peanusyiowmi
MeXaHM3M AMHamMuyeckoro obbeauHeHua KaHanos. [lpoTtokon LACP uvcnonb3yeT naKkeTbl
LACPDU (Link Aggregation Control Protocol Data Unit) ans obmeHa nHdpopmaumeli ¢ oTBETHbIMMU
nopTamm.
Mocne TOro, Kak npotokon LACP BKAlOYEH Ha MOPTY, AaHHbIM NOPT NOCbINAET MaKeTbl
LACPDU Ha oTBeTHbIN NOPT cOeaMHEHUA, yBegoMAAA 0 npuoputete cuctembl, MAC aapece
CMUCTEMbDI, NpUopUTETE NOPTA, UAEHTUPMKATOPE NOPTa U Katove onepaumn. Korga oTBeTHbIN
NopT Noay4yaeT 3Ty MUHGOPMaLNIO, OHA CPaBHMBAETCA C MHbOPMaLMEN 0 APYrMx NopTax, KoTopble
MOTyT 6bITb 06beAgMHeHbl. COOTBETCTBEHHO, 06e CTOPOHbI COeANHEHNS MOTYT A0CTUYb
COrNlalleHNs O BKAKOYEHUM U UCKNKOYEHMM NOPTa U3 AMHAMMUYECKON 06 beAMHEHHOM Fpynnbl.
Kntou onepaunn cosgaerca NPOTOKONOM B COOTBETCTBMM C KOMBMHaUMen napameTpos
KoHdurypauum (ckopocTb, Aynaekc, 6a3oBasa KOHUrypauua, KAOY YynpasB/ieHuUs) MNopTos,
KoTopble 6yayT 06beANHATLCA.
Mocne BKAOYEHMA NPOTOKONA AMHAaMM4YecKoro obbeanHeHua noptoB (LACP), knwou
ynpaBaeHus no ymonyaHuto paseH 0. [locne ctatmyeckoro o6veaAnHEHUA NOPTOB NOCPEACTBOM
LACP, knto4y ynpas/ieHUs NOpTa TaKoM e, KaK |ID obbeagnHeHHOoW rpynnbl.
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Mpn AMHaMMYeckom o0b6beauMHEHUM MOPTOB BCE YAEHbl OAHOW rpPynnbl  MMET
0AMHAKOBbIM KoY onepayuu. Mpu ctaTyeckom 06beANHEHUN TONIbKO aKTUBHbIE NOPTbl UMEIOT
OAMHAKOBbIM KNtOY onepaunm.

8.2.1 Cratuueckoe obbeguHeHune LACP

CraTnyeckoe obbeaMHEHUE BbINOHAETCA NyTEM KOHPUIYPUPOBAHMA NOb30BaTENEM U
He TpebyeT npotokona LACP. Mpu KoHourypmpoBaHum cratudeckoro LACP obbeauHeHUs,
WCMONb3YETCA PEXUM «ON» ANA BKAOUYEHMA NMOPTa B rPYNNy arperauunm.

8.2.2 [AuHamunuyeckoe ob6begnHeHune LACP

1. ObuiMe NoNoKeHUA AMHammMyeckoro obbeauHeHnsa LACP

OnHamunyeckoe ob6bbeauHeHMe — 3T0 o0bbeauHeHue, co3aaBaemoe/yaansemoe
cucTemolt aBTomaTnyecku. OHO He NO3BOJIAET N0/b30BaTENAM CAMOCTOATE/IbHO A,06aBNATb MK
yOanATb NOPTbl M3 AMHaMMUYeckoro obveamHeruns LACP. MopTbl, KOTOpble MMET OANHAKOBbIE
napameTpbl CKOPOCTU U AyNnaeKca, NOAKNOYEHHbIE K O4HUM U TEM }Ke YCTPOMCTBAM, MMetoLme
OAMHAKOBYIO KOHPUIYpaLMO MOryT 6bITb AMHaMUYECKN 0O6beaMHeHbI B rpynny. B cnyyae, ecnm
TONbKO OAWH MOPT MOXEeT co34aBaTb AWMHamMuMyeckoe ob6beauHeHMe, 3TO HasblBaeTcA
OZHOMNOPTOBbIM 06beAnHeHUEM. MNpyu guHamuyeckom obbegmHeHnn LACP npoToKoA Ha nopTy
OO0MNKeEH ObITb BKKOYEH.

2. Pexknmbl NOPTOB B AMHaMUYecKol rpynne ob6beanHeHuA

B AuHamumyeckol rpynne obbeaMHEHMA MOPTbl MMEKT ABa CTaTyca — BblOPAHHbIN
(selected) nnu «B oxumpaHum» (standby). Oba TMnNa NOpPTOB MOryT NOCbINATL U NMPUHMMATb
nakeTbl npoTokona LACP, HO MopTbl B CTaTyCe «OXMAAHUA» HE MOTYT NepecbinaTh AaHHbIe.

MOCKO/IbKY CyLLEeCTBYET OrpaHMYeHME HA MAKCMMA/IbHOE KO/IMYeCcTBO NMOPTOB B rpynne
arperaumm, ecam TeKyWwmint Homep NopTa NPeBbIWAeT Npeaen B rpynne, TorAa YCTPOMUCTBO Ha
OZHOM KOHLLEe cOeaMHEHUA A0r0OBAapPUBAETCA C YCTPOMUCTBOM Ha APYrom KOHLUE ANA onpeaeneHua
cTaTyca nopTa B COOTBETCTBMM C MAEHTUDUKATOPOM MopTa.

Tanbl COrnacoBaHus, cneayroLme:

CpaBHeHne uaeHTUdUKatopos (ID) ycTporicte (npuoputeTr cuctembl 1 MAC agpec
cuctembl). CHayana cpaBHMBAKOTCA MpuopuTeTbl cucteM. Ecnv oHM oaMHaKoBble, Torga
cpasHuBatoTcA MAC agpeca YCTPOMCTB. YCTPOMCTBO C MEHbWUM WUAEHTUPUKATOPOM MmeeT
BbICLLUMI NpUOPUTET.

3aTem MAeT cpaBHeHWE NAEHTUPUKATOPOB NOPTOB (NPUOPUTET NOPTan naeHTUUKATOP
nopta). [nA KaxkAoro nopta Ha CTOPOHE YCTPOMCTBA C HAMBbLICLUIMM NPUOPUTETOM CUCTEMDI
CHayana CpaBHMBAKOTCA NpUOpPUTETbI MNOPTOB. ECAM npuopuTeTbl OAMHAKOBble, TOrAa
CpaBHMBAOTCA NAEHTUPMKATOPbI NOPTOB. MOPT C HAMMEHbLIMM NAEHTUDMKATOPOM NopTa
CTaHOBUTCA BbibpaHHbIM (selected), a ocTanbHble CTAHOBATCA B pEXUM «OXuMaaHue» (standby).
B rpynne o6beanHeHMA NOPT C HAUMEHbBLIMM UAEHTUDUKATOPOM U CTaTyCcCOM

«BblOPAHHbIN» CTAHOBUTCA MacTep-NOpPTOM. [lpyriue nopTbl CO CTAaTYyCOM «BblOPAHHbIN»

CTAHOBATCA Y4aCTHUKAMU rpynnbl.

83 Hacrtpoiika Port channel

1. Co3gaHue rpynnbl NOPTOB B pexkmMme rnobanbHOro KOHGUrypupoBaHus;

2. lobaBneHne NOPTOB B ONpeaeNieHHY0 rpynny U3 pexmma KOHGUrypmpoBaHMA NopTa;
3. Bxog, B pexxum KoHourypuposaHusa port-channel;
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4. 3apaHue meTtoaa 6anaHCMPOBKM NS rPYNNbl NOPTOB

5. 3agaHune npuoputeta cuctemol B LACP npoTokone

6. 3apaHune npuopuTeTa ANA KOHKpeTHoro nopta B LACP npoTokone
7. 3agaHune pexmma TanmayTa Ha nopTy B LACP npoToKone

1. Co3paHue rpynnbi NOpTOB

KomaHpga OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHusa

port-group <port-group-number>

Co3paHue nan yaaneHue rpynnbl NopTos.
no port-group <port-group-number> A YA Py P

2. lobaBneHne NOPTOB B ONpPeAEeNeHHYI0 rpynny

KomaHpga OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

port-group  <port-group-number> mode
{active | passive | on}
no port-group

Jdob6asnsaer nopTbl B rpynny n
YCTaHAB/IMBAET UX PEKMM.

3. BxoA B pexxnum KoHourypmposaHua port-channel

KomaHpga OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

interface port-channel <port-channel- | Bxopa B pexnm KOHPUrypmpoBaHua port-
number> channel.

4. 3apaHve meToga 6aNaHCUPOBKN ANAYCTPOICTBA

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

3apgaHve Mmetosa 6anaHCMpOBKM  AnA
load-balance {dst-srccmac | dst-src-ip | | ycTpolicTsa, n3MeHeHuA HayYMHaoT
dst-src-mac-ip} AencrtsoBaTtb Ha rpynne noptos u ECMP

bYHKLMK cpasy.
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5. 3apaHune npuoputeta cuctemol B LACP npotokone
KomaHpga OnucaHue
PeXxum rnobanbHoro KOHGUrypupoBaHma
.. .. 3apaHue npuoputeta cuctembl B LACP
lacp system-priority <system-priority> A prop

no lacp system-priority

NPOTOKO/1IE, KOMaHAa nNO BO3BpaWlaeT
3Ha4Y€HUE NO YMOHAHUIO.

6. 3apaHue npmopuTeTa ANA KoOHKpeTHoro nopta B LACP npoToKkone

KomaHpga

OnucaHue

Pexxum KoHPUrypupoBaHua nopra

lacp port-priority <port-priority>
no lacp port-priority

3apaHune npuopuTeTa ona
KOHKPETHOro nopTta B LACP
NPOTOKO/1e. KOMAHAA hO BO3BpaLLaeT
3Ha4YeHMe No YMONYaHMUIO.

7. 3agaHune pexmma TaimayTa Ha nopTy B LACP npoToKone

KomaHpga

OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

lacp timeout {short | long}
no lacp timeout

3afaHue peXknuma TarmayTa Ha nopTy
B LACP npoTtokone. KomaHaa no

BO3BpaLlaeT 3Ha4yeHune no
YMOJ14aHULO.

84 Mpumepbl ucnonblosaHua Port channel
BapwuaHT 1 HacTpolika Port channel gna npotokona LACP.

Umeetca asa kommytatopa SWITCHA u SWITCHB. Moptbl 1,2,3,4 Ha KommyTaTope
SWITCHA - nopTbl goctyna u gobasneHol B rpynnyl B akTuBHOM pexkmume. MopTbl 6,8,9,10 Ha
kommyTaTope SWITCHB — ToxKe nopTbl gocTyna n gobasneHbl B rpynny 2 B NaCCUBHOM PEXMUME.

Bce nopTbl coeanHeHbI Kabenamu.

dTanbl KOHGUrypaLuum NoOKasaHbl HUXKeE:
Switchl#config

Switchl (config) #interface ethernet 1/0/1-4
Switchl (Config-If-Port-Range) #port-group 1 mode active

Switchl

(
Switchl (Config-If-Port-Range) fexit
(
Switchl (Config-If-Port-Channell) #

config) #interface port-channel 1
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Switch2#config

Switch2 (config) #port-group 2

Switch2 (config) #interface ethernet 1/0/6

Switch2 (Config-If-Ethernetl/0/6) fport-group 2 mode passive
Switch2 (Config-If-Ethernetl/0/6) fexit

Switch2 (config) #interface ethernet 1/0/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode passive
Switch2 (Config-If-Port-Range) #exit
Switch2 (config) #interface port-channel 2
Switch2 (Config-If-Port-Channel?2) #

SwitchA

SwitchB

KoHourypauus Port-Channel

Pe3ynbTat KOHPUTypaLuK:

KommyTtaTtop coobwWMUT, 4YTO arpermpoBaHMe npowno ycnewHo. MopTtel 1,2,3,4
KommyTaTopa SwitchA BxoaAaTt B rpynny Port-Channell, a noptbl 6,8,9,10 KommyTaTopa SwitchB
BxoAAT B rpynny Port-Channel2.

BapwuaHT 2 KoHdurypauyma Port channel B pexkume ON.

Kak nokasaHo Ha pucyHKe, noptbl 1,2,3,4 kKommyTaTtopa SwitchA — nopTbl gocTyna m
6yayT pobasneHbl B rpynnyl ¢ pexkumom ON. MopTbl 6,8,9,10 kKommyTaTopa SwitchB — Toxke
nopTbl gocTyna n 6yayt gobasneHbl B rpynny2 c pexxmmom ON.

JTanbl KOHUrypauum NOKasaHbl HUXKE:

Switchl#config

Switchl (config) #interface ethernet 1/0/1

Switchl (Config-If-Ethernetl/0/1) #port-group 1 mode on
Switchl (Config-If-Ethernetl/0/1) #exit
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Switchl (config) #interface ethernet 1/0/2

Switchl (Config-If-Ethernetl/0/2) #port-group 1 mode on
Switchl (Config-If-Ethernetl/0/2) #exit

Switchl (config) #interface ethernet 1/0/3

Switchl (Config-If-Ethernetl/0/3) #port-group 1 mode on
Switchl (Config-If-Ethernetl/0/3) ffexit

Switchl (config) #interface ethernet 1/0/4

Switchl (Config-If-Ethernetl/0/4) #port-group 1 mode on
Switchl (Config-If-Ethernetl/0/4) #exit

Switch2#config

Switch2 (config) #port-group 2

Switch2 (config)#interface ethernet 1/0/6

Switch2 (Config-If-Ethernetl/0/6) #port-group 2 mode on
Switch2 (Config-If-Ethernetl/0/6) #exit

Switch2 (config) #interface ethernet 1/0/8-10

Switch2 (Config-If-Port-Range) #port-group 2 mode on
Switch2 (Config-If-Port-Range) #exit

Pesynbtat KOH$Urypauuu:

MopTbl 1,2,3,4 Ha KommyTaTope SwitchA pgobasneHbl NO NopsAKy B rpynny noptos 1 B
pexxmume ON. KommyTaTopy Ha yaaneHHOM KOHUe He TpebyeTcs obmeH naketamu LACP ans
3aBeplieHma obbeanHeHuA. Arperauma 3aBepluaeTcsa Cpasy, Korga BbINONHAETCA KOoMaHAa
nobasneHua nopta 2 B rpynny 1. MopTbl 1 n 2 obveguHatotca B port channel 1. Korga nopt 3
BCTynaet B rpynny 1, port channel 1 n3 noptos 1 n 2 pasbupaetca n nepecobmpaetca c NOpTom
3 onsatb B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 u3 noptos 1, 2 1 3
pa3bupaetca U nepecobupaetca ¢ noptom 4 onatb B port channel 1 (Hago oTMeTUTb, YTO
KaXXAbI pas, Koraa HOBbIM NOPT BCTyNaeT B rpynny obbeamMHeHMa NopToB, rpynna pasbupaerca
n cobupaetca 3aHoBo). Tenepb Bce 4 NnopTa Ha 060MX KOMMYyTaTopax 06begUHEHDI B peXxume
«ON»,

85 YcTpaHeHue HeucnpasHocTel Port channel

Ecan Bo Bpema KOHOUrypaunn obbeanHEHNA NOPTOB BO3HWUKAW Npobnembl, B NepByto
ouyepeab NPOBeEPbTE CaeaytoLLee:

<> Y6eautech, 4To BCE NOPTbI B rpynne MMeKT OAMHAKOBbIE HACTPOWMKKU, Hanpumep,
OHM BCE B PEKMME NOJIHOTO AynaeKca, UMEKT OAMHAKOBYH CKOPOCTb U HacTpolikmn VLAN. Ecam
ob6HapyKeHbl HECOOTBETCTBUA, UCNPABbTE 3TO.

X HekoTopble KOMaHAbl He MOTyT H6bITb MCNOb30BaHbI Ha NopTax B port channel.
Takue Kak arp, bandwigth, ip, ip-forward n t.a.
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9 KOH®UTrYyPUPOBAHUE MTU

91 O6wwume cBegeHusa 06 MTU

B HacTosawmit momeHT Jumbo dpeim He umeeT onpeaenAloLLero CTaHAapTa B CETEBbIX
TEXHONOMMAX (B YaCTHOCTU, He Dbl CTaHAAPTM3MPOBaHblI GOpMaT naketTa U AnnHa). O6bIYHO
nakeT nmewwmnii pasmep ot 1519 ao 9000 HasbiBaetca JUMBO ¢peim. Mpn ncnonbaoBaHUu
TAKMX NAKEeTOB, CKOPOCTb nepegayn AaHHbIX B CETU yBeaUUMBaeTCA Ha 2%-5%. TexHMuecKku
JUMBO — 370 yA/IMHEHHbIN $penm, NoCblNaemMbli U NPUHMUMAEMbIN KommyTaTopom. OaHaKo,
YUYMTbIBAA AJIMHY, Takue ¢perimbl He MOryT ObiTb MOC/AaHbl Ha npoueccop ycTpoinctea. Mbl
WCKNOYaeM NoCbINKY 60/blMX GpelimoB NpoLeccopy Bo BpeMa npuema nakeTos.

92 KoHdurypuposanune MTU

1. BkntoueHue ¢yHKumm MTU

KomaHpga OnucaHue

O6wuit pexxum

Bkaoyaetr ¢yHKumMo npuema/nocbinikn  JUMBO
¢penmoB. KomaHga NO BblkAOYaeT PyHKUMIO
npuema/nocbinku JUMBO ¢pelimos.

mtu [<mtu-value>]
no mtu enable
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10 KOH®UTYPAUUA EFM OAM

10.1 O6wue cBegeHnsa o EFM OAM

MepBoHayanbHO TexHonorua Ethernet paspabaTtbiBanacb ANA NOKalbHbIX CeTel, HO
O/IMHAa KaHaNnoB WM pa3mepbl CETEN CTPEMUTENBHO YBENNYMBAAUCL, N TENEpPb 3Ta TEXHONOMMA
NPUMEHSETCA TaK e M Ha Metro n Ha rnobanbHbIx ceTax. M3-3a oTcyTcTBMA 3PDEKTUBHOIO
MexaHM3Ma ynpaBaeHus, YTo BAUANO Ha paboTy TeHonormmn Ethernet B MeTpo 1 rnobanbHbix
CeTAX, CTa/10 }KU3HEHHO HeobxoammbiMm npumeHeHne OAM Ha Ethernet.

CyuiectByeT YyeTbipe cTaHAapTa npotokonos ans Ethernet OAM: 802.3ah (EFM OAM),
802.3ag (CFM), E-LMI n Y.1731. EFM OAM n CFM onpegeneHbl MexXAyHapoAHbIM KOMUTETOM
no craHgaptam (IEEE). EFM OAM paboTaeT Ha KaHa/bHOM YPOBHE /15 KOPPEKTHOro
obOHapyXeHusa W ynpaBieHMA KaHalom JAaHHbiX. Wcnonb3osaHne EFM OAM nossosser
NOBbICUTb YMNPaBASEMOCTb M YNpoCTUTb obcnyKuBaHue Ethernet ypoBHA AnA nosbiweHWs
ycToiumsoctu pabotbl cetn. CFM ncnonbayerca a8 MOHUTOPUHIa obLLelt ceTeBoM CBA3ZHOCTU U
Nlokanusaymm npobnem Ha ceteBom ypoBHe. Mo cpaBHeHUto ¢ CFM ctaHgapT Y.1731, npuHAaTbIi
MeXKAYHaPOAHbIM TENEKOMMYHMKALUMOHHbIM coto3om (ITU), 6onee mowHbin. CtaHaapT E-LMI,
npuHaTbii MEF, npumenseTca Tonbko K UNI (User Network Interface). Tak Kak BbllweyKa3aHHble
NPOTOKO/Ibl MOTYT UCMONAb30BaTbCA AR Pa3/INYHbIX CETEBbIX TOMNOMOMMA U YyNPaBAEHUA, MeXay
HMMW CYLLLEeCTBYIOT AOMNOJHUTE/IbHbIE COT/IALLIEeHUA.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
MCNONb30BaHME, afMUHUCTPUpPOBaHMe U ynpasneHue Ethernet Ha nepsoli mune (Mmeetcsa B
BMAY OT KAMeHTa) paboTaeT Ha KaHanbHOM YypoBHe ceTeBol Mmogenn OSI, peanusys
AononHuTenbHble GyHKLMK Yepe3 nogyposeHb OAM, KaK NOKa3aHO Ha PUCYHKE HUXKe:

OSI Model
Application LAN
CSMA/CD
Layers
Presentation
Higher Layers
Session
LLC
Transport
OAM (Optional)
Network
MAC
Datalink | .
Physical Layer
Physical

MonoxeHne OAM B OSI mogenn cetn
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MakeTbl AaHHbIX OAM (OAMPDU) ucnonb3ytoT B Kadyectse MAC agpeca Ha3HauyeHuA
01-80-c2-00-00-02 no npoTtokoay. CKopocTb Nnepegayn He Bbiwe 10 NaKeTOB B CEKYHAY.

EFM OAM vycTtaHaBnuBaeTcA Ha ba3ze OAM coeaunHeHusa. ITa PyHKUMA obecrneymBaeT
MEXaHU3Mbl YNPABAEHMA KaHanamu, TaKuMe, KaK MOHUTOPMHI KaHanoB, YyAaneHHoe
obHapyeHue npobnem W yaaneHHoe TecTUpoBaHME NOpPTOB. [OBOPA MpoLLe, OCHOBHblE
noHatua EFM OAM cneaytowme:

1. YcTtaHoBneHMe coegnHenua ethernet OAM

Moaynb Ethernet OAM uiwet yaaneHHbie OAM moAaynu U yCTaHaB/IMBAET C HUMU CECCUM
nytem obmeHa naketamm OAMPDU. EFM OAM moxKeT paboTaTb B ABYX PEXKUMAX: aKTUBHOM U
naccuBHom. Ceccua ycTaHaBnuBaeTca Tonbko OAM moaynem, paboTalolmm B aKTUBHOM
pexnme, a moaynb, paboTaroWwmii B NAaCCUBHOM PEXKMME, BbIHYXKAEH XKAATb, NOKAa He NOAy4YnUT
3anpoc Ha coegnHenme. Mocne Toro Kak Ethernet OAM coeguHeHune ycTaHoBnaeHOo, moayan OAM
C 0bomnx KOHLOB KaHana NocTosiHHO obmeHuBatoTcA naketamm OAMPDU ana nopaep»kaHus
coeanHeHus. Echm moaynb Ethernet OAM He nonyyaet naketoB OAMPDU B TeuyeHnun 5 cekyHa,
Ethernet OAM coeauHeHne paspbiBaeTca.

2. MOHUTOPUHI KaHana

OnpegeneHne HeucnpaBHocTM B cpene Ethernet 3atpyaHeHo, ocobeHHO Koraa
dusnyeckoe coeaMHeHMe He paspbiBaeTcs, HO pPaboTocnocobHOCTb CeTU HapylleHa.
MOHUTOPUHI KaHafa MCNoNb3yeTca ANAA OnpeaeneHMs U UCCNeAoBaHUS HencnpaBHOCTEMN
KaHanoB B pas/iMyHbiX cpedax. EFM OAM obecneunBaeT MOHUTOPUHI KaHana nocpeacTBom
obmeHa yBegomneHuamm o cobbitnax OAMPDUs. Mpu onpeaeneHnn HeEMCNPaBHOCTU KaHana,
NoKanbHbIN moaynb OAM nocbinaet ysegomneHme OAMPDU o6 stom cobbiTvn yaaneHHoOMyY
Mmoaynto. B To ke Bpema OH 3anucbiBaeT 3To cobbiTne B norn 1 nocbinaet SNMP Trap cucteme
ynpasseHus ceTblo. Korga yaaneHHbIn moay/ib Noay4yaeT yBeaoMaeHMe o0 Npobieme, OH TaK Xe
3anucbiBaeT MHGOPMaALMIO B 10TU U cOObLLLaeT cucTeme ynpaBaeHns. AHannsnpysa nHbopmaumio
B JIOrax, CeTeBON agMMHUCTPATOP MOXKET OTCNeAWUTb COCTOAHME KaHana B onpenesieHHbIN
nepuog BpemMeHu.

MOHUTOPUHI KaHana cpeactBamu EFM OAM oTcnexmBaeT cnegytoume aBapuiiHble
cobbitua — Errored symbol period event, Errored frame event, Errored frame period event u
Errored frame seconds event.

Errored symbol period event: KonnyectBo OWWMOOYHLIX CMMBONOB He MOXKeT OblTb
MeHbLUe HWXKHero mnopora owuboKk (34ecb CMMBON — MWHMMANbHbLIM 610K nepepayn
nHpopmaummn B pmsnyeckon cpege. OH YyHUKANEH AN CUCTEMbI KOAMPOBKMU. CUMBONbLI MOTYT
OoTAMYaTbCcA B pasHbix ¢uM3nyecknx cpegax. CKOpocTb Nepenaynm cumBoaa onpeaensercs
dur3MYECKOoM CKOPOCTbIO Nepeaayn B AaHHOM cpeae).

Errored frame event: onpeaenset N Kak nepnos ¢ppeiimos, YNCN0 OLLNBOYHbIX pperimos
3a nepuog npuema N PperMmoB He [A0MKHO ObiTb MeHbLUe HUMKHEro nopora OWWBOK
(ownboYHbIN Ppelim-npruem ownbo4yHoro ¢ppelima onpesensaeTca No KOHTPOIbHOM cymme).

Errored frame period event: KonnyectBo onpeaeneHHbIX OWKNO0YHbIX Pppernmos 3a M
CEeKyHA He A0/IKHO BbITb MeHbLUe HUKHEro nopora owmbok.

Bpema npuHATMA OWMOOYHbIX GpPerMOoB: KOMYECTBO CEKyHA npuema OwwMboYHbIX
¢dpelimoB 3adMKCMPOoBaHHbIX 332 M CeKyHA, He MOXKET ObITb HMUMKe Nopora oWnbOoK (KoanyecTso
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CEKYHZ, OLIMBOYHbIX pperiMoB — KOrga B TEYEHUU CeKYHAbI NPUHUMAIOTCA OLIMBOYHbIe
bpenmbl).

3. YpaneHHoe onpeaenieHne HeMcnpaBHOCTEN

Korga B ceTM npepbiBaeTca nepejaya AaHHbIX M3-3a cbos yCTpoMcTBa MAM ero
HepocTynHocTn, Ethernet OAM mopynb yctaHasnauBaeT cooTtBeTcTBytowmii ¢nar 8 OAMPDU
naketax, coobwasa wuHPopmaumio o npobneme yganeHHOMY KOHUy. TaK KakK moaynu
obmeHumBatoTca naketamm OAMPDU nocTosiHHO nNpu ycTaHOBMBLUEMCA coeanHeHuu, Ethernet
OAM mopaynb MoXKeT MHGOPMUPOBATb OTBETHbIE MOAY/IN O HEMCMPABHOCTU KaHana Yepes nakeT
OAMPDU. MNoatoMy CUCTEMHbIA aAMUHUCTPATOP MOXKET MPOoCAeauTb COCTOSIHME KaHasla no
loram 1 BoBpemsa yCTPaHATb HEMCNPABHOCTW.

CywecTtByeT Tpu TMNA npobnem Ha KaHane, KOTopble oTMevatoTcA B naketax OAMPDU.
370 Critical, Dying Gasp u Link Fault. Ux onpeaeneHvne 3aBUCUT OT peannsauum PasinNYyHbIMU
npounssogutenamu. B naHHom obopypoBaHumn onpegeneHue cnepytouee:

Critical event: HeonpegeneHHoe KpUTUYeckoe cobbiTne

Link Fault: Ha npuemHuKe nokanbHoOro nHTepderica BuaeH cobomn

Dying Gasp: Henonpasumoe cobbiTve (B cayyae mepesarpysku, OTKAHOUEHUA NINHKA,
yAaneHus KoHourypaumm)

4. YpaneHHoe TeCTUpOBaHMeE NeTeslb COeaUHEHMUS.

Ecnn pexkum yaaneHHo netau (loopback) BkntoueH, paboTalolinii B akTUBHOM pexkume
OAM mopaynb nocblNaeT 3anpoc yganeHHoN NeTam coceay, B 3TOM C/lydae OH BO3BpalLaeT Bce
naketbl, 3a MWckaodYeHmem Ethernet OAMPDU, oTnpaBuTento NO TOMY e KaHany.
Mepunogmyeckoe BbINONHEHWE TECTMPOBAHMA MOMOraeT BOBPEMA ONpeaennTb CceTeBble
npobnembl U NO0Kann3oBaTb Npobnemy. 3ameyaHue: HopManbHaa PaboTa KaHafNa B pexnme
YOANEHHOro TECTUPOBAHNA HEBO3MOXKHa.

CeTb npoBangepa

Cetb KnueHra Cetb KnueHTta

802.1ah OAMPDU

In The First Mile

—>

Tunosoe npumeHeHne OAM Tononoruu
Tunosoe npumeHeHne EFM OAM npoucxoauT B cneayrowmx TONOAOTMAX: TOYKA-TOUKA U
amMynunpoBaHHbix |EEE802.3 coeaMHeHMM TunNa TOYKa-TOYKa. YCTPOMCTBA  Mojay4yatoT
BO3MOXHOCTb KOHTPOIMPOBATb KaHa/IbHble OWKOKKM Ha MepBoit muae goctyna Yepes Ethernet
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nocpegctsom EFM OAM. 1nAa nonb3oBaTena CoegMHEHME MeX Ay HUM U CETbIO ABNAETCA
«nepBon munen». Jna nposangepa OHO ABNAETCA «NOCAeAHEN MUNENY.

10.2 KoH¢urypuposaHue EFM OAM
1. BkntoueHne EFM OAM Ha nopTy;

2. KoHdurypnpoBaHMe MOHUTOPUHIA COEANHEHUS;
3. KoHpurypuposaHme obHapyKeHUA yaaneHHbIX HeMCNpaBHOCTEN;
MpumeyaHue: ans aToro Hy»KHo cnepsa BKAOYMTL OAM npu rnobanbHoO.

1. BkntoyeHne EFM OAM Ha nopty

KomaHpga

OnucaHue

Pexxum KoHPUrypupoBaHua nopra

ethernet-oam mode {active | passive}

KoHdurypauua pexknma pabotbl EFM
OAM. Tlo yMONYaHUIO pexrum -
AKTUBHDbIMN.

ethernet-oam
no ethernet-oam

BkntoueHne EFM OAM Ha nopry.
KomaHga NO sbikntovaet EFM OAM Ha
nopTy.

ethernet-oam period <seconds>
no ethernet-oam period

KoHdurypauua uHTepBana nepegayu
naketoe OAMPDU. KomaHpaa NO
BO3BpPALLAET 3HAYEHME NO YMOHAHUIO

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHourypaumsa Ttanmayta ana EFM
OAM coeauHeHna. KomaHga NO
BO3BpaLLAeT 3HaYeHMe No YMOHaHUIO

2. KoHPUrypmpoBaHMe MOHUTOPUHIA COeANHEHUA

KomaHpa

OnucaHue

PeXXum KoHPUrypmMpoBaHuA nopra

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoueHne MOHUTOPUHTA
coegnHeHna EFM OAM, KomaHga NO
BbIK/IOYAET MOHUTOPUHT.

ethernet-oam errored-symbol-period {threshold
low <low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period
{threshold low | window}

KoHdurypupoBaHme HUXKHeEro nopora
OLWMDBOK M OKHa PUKcaLmMm OLWMBOYHbIX
cumeonoB. KomaHga NO Bo3Bpauiaer
3Ha4YeHMe No YMOAYaHMUIO.

ethernet-oam errored-frame-period {threshold
low <low-frames> | window <seconds>}

KoHdurypupoBaHue HUKHEro nopora
owmnboK 1 OKHa duKcaummn nepmoaa
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no ethernet-oam errored-frame-period {threshold
low | window}

owmnbouHbIX ppermos. Komanaa NO
BO3BpPaLLAET 3HAYEHME NOYMOYAHMUIO.

ethernet-oam errored-frame {threshold low <low-
frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |
window}

KoHburypuposaHme HUXKHeEro
nopora oOWWOOK M OKHa duKcaumm
ownbouHbix Ppenmos. KomaHaa NO
BO3BpaLLAET 3HAaYEeHME NOYMONYAHMUIO.

ethernet-oam errored-frame-seconds {threshold
low <low-frame-seconds> | window <seconds>}
no ethernet-oam errored-frame-seconds
{threshold low | window}

KoHdurypnpoBaHme HUXKHeEro
nopora owuboK M OKHa uKcauuu
CeKyHA, OLWMNBOYHbIX dperimos.
KomaHga NO Bo3BpawaeTr 3Ha4yeHue
No YMOAYaHMUIO.

3. KoHpurypuposaHme obHapyKeHUA yaaneHHbIX HEMCNPABHOCTEN

ethernet-oam errored-frame-period threshold high
{high-frames | none}
no ethernet-oam errored-frame-period threshold

KomaHpga OnucaHue
Pexxum KOHGUrypupoBaHusa nopra
Bkntoyaet PEXUM yOaneHHowm
ANArHOCTUKU EFM OAM (nopg,
. HEeMCnpPaBHOCTbIO NoHMMaeTcA
ethernet-oam remote-failure
. KpUTU4YecKoe cobbiTne nnu
no ethernet-oam remote-failure
HEUCNPABHOCTb  COeAMHEHUSA Ha
6anxkHem  KoHue), Komanga NO
OTKAtOYaeT GyHKLUMIO
ethernet-oam errored-symbol-period threshold | Kondurypmnposanue BEpPXHEro
high {high-symbols | none} npegena ownboOK npMema CMMBOOB.
no ethernet-oam errored-symbol-period threshold | KomaHga NO BOCCTaHaBAMBaET
high 3HaYeHu1e No YMOIHaHWUIO.
KoHourypuposaHue BEPXHEro

npeaena ownbok npuema ownbOYHbIX
dpenmoB 3a nepuoa. KomaHga NO

ethernet-oam errored-frame-seconds threshold
high {high-frame-seconds | none}

high BOCCTaHaB/AMBaET 3HaYeHue no
g YMOYaHuIo.
. . KoHdurypuposaHue BEPXHero
ethernet-oam errored-frame threshold high {high- Gurypup pu
npegena ownboKk npuema ¢penmos.
frames | none}
) KomaHpga NO BOCCTaHaB/AMBaeT
no ethernet-oam errored-frame threshold high
3HaYeHMe No YMOHaHMUIO.
KoHourypuposaHue BEPXHEro

npegena owmnbOYHbIX CEKYHA nNpuema
dperimos. Komanga NO
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no ethernet-oam errored-frame-seconds threshold | sBocctanaBnnBaet 3Ha4YyeHue no
high YMONYAHUIO.

10.3 Mpumepsbl EFM OAM

CueHapwii 1:

KnneHTcKoe M ceTeBoe YCTPOMCTBA, COEAMHEHHbIE HAMPAMYIO, UMEKT BK/IHOYEHHYHO
¢yHKUMo EFM OAM ana MOHUTOPUHIA COCTOAHMUA NMHUK. MHPOpMaLma O IMHUK NnepeaaeTca B
CUCTEMY YNpPaB/IEHUA CETbIO NPU BO3SHUKHOBEHMM aBapPUIHbIX COObITUI. TaK e MCnonb3yeTca
bYHKLMA TECTUPOBAHUA NEeTeNb A/1A NPOBEPKM IMHUN MO HEOBXOAUMOCTH.

CeTb npoBangepa

Cetb KnueHTta Cetb KnueHra

802.1ah OAMPDU,

< In The First Mile

»

Tunosas Tonosnorua npumeHeHma OAM

Mpoueaypa KoHoUrypauuu: (onyckaa KoHpurypaumto SNMP 1 norrmposaHus)

KoHdurypauua knueHtckoro ycrpoiictea (CE):

CE (config) #interface ethernet 1/0/1

CE (config-if-ethernetl/0/1) #ethernet-oam mode passive

CE (config-if-ethernetl/0/1) #ethernet-oam

CE (config-if-ethernetl/0/1) #ethernet-oam remote-loopback supported

[pyrve napameTpbl UCMONb3YIOTCA MO YMOAYAHUIO.

KoHdwurypauusa Ha PE:

PE (config) #interface ethernet 1/0/1

PE (config-if-ethernetl/0/1)#ethernet-oam

[lpyrue napameTpbl UCMONb3YIOTCA MO YMOAYAHMUIO.

Mpn HE0B6XO0AMMOCTM UCMO/Ib30BAHMA YAANEHHOMN MNEeTNM UCNONb3YeTcA caeaytoLLas
KoMaHaa.

PE (config-if-ethernetl/0/1) #fethernet-oam remote-loopback

BbinonHeHWe cneaytolleit KOMaHAbl Bbi3bIBAET MPEKPaALLEHNE PeXMMa YaAaNeHHOU
neTnn nocne sagepweHnn TeCTMpoBaHUA.

PE (config-if-ethernetl/0/1)# no ethernet-oam remote-loopback

BbinoNHeHWe cneaytolleit KOMaHAbl OTK/OYAET NOAAEPKKY YAaNEeHHON NeTaun.

CE (config-if-ethernetl/0/1) #no ethernet-oam remote-loopback supported
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10.4 YcrpaHeHue HeucnpasHocTeii EFM OAM
Ecnn npu ncnonb3osanHmm EFM OAM BO3HKMKalOT Npobembl, MPoBepbTE, He ABAAIOTCA N

OHU CNeaCcTBUEM CeAYOWMNX NPUYUNH:

X MpoBepbTe, He HaxopAatca nm oba OAM moaynsa coeguMHEHUA B NACCUMBHOM
pexxume. Ecnm Tak, To EFM OAM coeaunHeHune He byaeT yctaHosneHo mexay OAM moaynamu.

X Y6eantecb, uto SNMP ckoHpUrypupoBaH KOpPPeKTHO. B npoTMBHOM cnyvae
aBapuitHble coobleHma He ByayT OTNPaBAATLCA B CUCTEMY YNPaBAEHUA CETbIO.

<> CoeanHeHne B pexknme OAM netan He paboTaeT. HeobxoAMMO BbIKAHOYUTD
pPEeXXNM TECTUPOBAHMA NOC/AE NPOBEPKM COCTOAHUA TUHUN.

X Yb6eautecb, uTo 06a yCTPOMCTBA NOAAEPIKUBAIOT PEXMM YAANEHHOM NeTAn

X Ha nopTy He AonHbI 6bITb CKOHGUrypupoBaHbl STP, MRPP, ULPP, ynpasneHue

NOTOKOM M GYHKUMA onpeaeneHua yaaneHHOW NeTAn MNpu BKAYEHUN OYHKUUW yAANEHHOM
netnn OAM, NOCKONbKY 3TN GYHKLUM HE MOTYT UCMONb30BaTbCA OAHOBPEMEHHO.
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11 BE3OMNACHOCTb NOPTOB

11.1 BsepeHue

besonacHOCTb nNOpTa — 3TO MexaHu3M, OCHOBbiBalowmica Ha MAC-agpece ans
ynpaBAeHna A0CTYNOM K CeTU. ITO pacliMpeHmne cyLecTByowmx ayteHTudukaumin 802.1x n MAC.
OH KOHTpO/AMpYeT AO0CTYyNn HeaBTOPU3MPOBAHHbLIX YCTPOMUCTB ceTu, nposBepsaa MAC-agpec
WMCTOYHWKA NOJIYYEHHOrO KaZpa M [OCTyNn K HeaBTOPWU3MPOBAHHbIM YCTPOMCTBAM, MpoBepsasA
MAC-aapec ycTponcTBa HazHavyeHMA B Kagpe. C 6e30MacHOCTbI0 MOPTOB, NO/1b30BATE/Ib MOMKET
HacTpamMBaTb Pa3/INYHbIe pexnMmMbl 6e3onacHOCTM NopTa ANA TOro, YTobbl yCcTpoMCcTBO 06y4Yanochb
TONbKO neranbHbiMm MAC-agpecam WCTOYHMKa. [locne BKAoYeHMA 6e3o0nacHOCTM MNOPTOB
YCTPOMCTBO OOHApYyKMBaeT HesneranbHbli Gpeim, YTO BbI3blBa€T COOTBETCTBYHOLWLYO GYHKLUMIO
6e30nacHOCTX NOPTa M BbINONHAET NpeaonpeneneHHble 4eNCTBMA aBTOMATUYECKM. ITO CHUMKaeT
HarpysKy no/sb30BaTe/IbCKOro 06CNyKMBAHUA M 3HAYNTEIbHO NOBbILLIAET 6€30MaCHOCTb CUCTEMDI.

11.2 HacTtpo#ka 6e3onacHOCTM NOPTOB
1. ba3oBble HAcTpPoOliKn 6e30MacHOCTM NOPTOB

KomaHpga OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

switchport port-security HacTpoika 6e3onacHOCTX NOPTOB Ha
no switchport port-security nHTepdelice.

switchport port-security mac-address <mac-
address> [vlan <vian-id>] Hacpolika cTaTuyeckoro 6e3onacHoro
no switchport port-security mac-address <mac- MAC-agpeca Ha UHTepdeiice

address> [vlan <vlan-id>]

switchport port-security maximum <value> [vlan
<vlan-list>]

no switchport port-security maximum <value>
[vlan <vian-list>]

HacTpoka MaKcMmanbHOro 4ucna
6e3onacHbIx MAC-agpecos,
pa3pelleHHbIX Ha NHTepdence

Koroa npesbllweHO MaKcumanbHoe
4Yncno HacTtpoeHHbix MAC-agpecos,
MAC-agpec aoctyna K nHtepdency He

switchport port-security violation {protect | | npuHagnexut atomy uHTepdelicy B
restrict | shutdown} Tabnnue MAC-agpecos uam  MAC-
no switchport port-security violation agpec HaCTpOoeH Ha  HECKOJIbKO

nHtepdericos B ogHom VLAN, oHuM oba
byayT HapywaTb 6e3onacHocTtb MAC-

aapecos.
switchport port-security aging {static | time BKkntoyaeT Bpema Mam TMn cTapeHuns
<value> | type {absolute | inactivity}} port-security Ha uHTepdelice.
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no switchport port-security violation aging {static |
time | type}

PexXxum agmuHucTpartopa

clear port-security {all | configured | dynamic |
sticky} [[address <mac-addr> | interface
<interface-id>] [vlan <vlan-id> ]]

Ctupaet

BBeAEeHHble 6e3onacHble

MAC-aapeca Ha nHTepdeice.

show port-security [interface <interface-id>]
[address | vlan]

Moka3sbliBaeT KoHdUTrypaumio.

11.3 NpumeTtbl HacTpoiiku PORT SECURITY

555555888888
P=/=/=1=1=1={=1=[S\=1S\Y

PC2

S|

m——

TunuyHaa cxema Tonoaornm ana 6e3onacHocTH nopTa.

Ha nHTepdelice BKAoYeHa GyHKUMA 6e30MacHOCTM MopTa, HACTPOEHO MaKCMMa/bHOE
YMCNO paspelleHHbIX UCTOYHMKOB MAC-aapecoB Ha UHTepdeice pasHoe 10, u uHTepdelic

paspewaet pgoctyn 10 nonb3oBaTeNamM B MUHTEPHET.

Echn npesbllleHO MaKcMmanbHoe

KOJINYECTBO, TO HOBbIM NO/b30BATE/lb HE NMONYYUT AOCTYN B MHTEPHET, TaK YTO 3TO HE TOJ/IbKO
OTFPaHMYUT YUCNO NOSIb30BATENEN, HO U CAeNaeT AOCTYN B MHTEPHET 6e3onacHbiM. Ecam caenatb
HACTPOMKY MaKcMmasibHOro yncna 6esonacHbix MAC-agpecos paBHol 1, To Tonbko PC1 naun PC2

noJsiyyaT AOCTynN B CETb.

Mpouecc HaCTPOMNKK:
#Configure the switch.

Switch (config)#interface Ethernet 1/0/1

Switch (config-if-ethernetl/0/1) #switchport port-security

Switch (config-if- ethernetl/0/1) #switchport port-security maximum 10
(
(

Switch (config-if- ethernetl/0/1) #exit
Switch (config) #
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11.4 YcrpaHeHue HeucnpaBHocten PORT SECURITY

Ecnn Bo3HMKaOT Npobaembl ¢ HacTporikon 6e3onacHOCTM, NPOBepPbTE He ABAAIOTCA U
OHW CneacTemem cneaywmx NPUUNH:

X MpoBepbTe BKAtoYeH v PORT SECURITY

K/

<> Y6eaunTtecb B HacCTPOIKe MaKcMManbHOro Kosanyectsa MAC-agpecos
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12 HACTPOWKA DDM

12.1 BsepeHue

12.1.1 Kpartkoe BBegeHue B DDM

DDM (Digital Diagnostic Monitor) peanusyer ¢yHKUMIO noapobHon UMPppOoBOIA
ANArHOCTMKN no ctaHaapTy SFF-8472 MSA. DDM KOHTpPOAMpPYeET napameTpbl CUTrHana Wu
ouMPpPOBbLIBAET €ro Ha Me4yaTHOM naaTe BHyTpeHHero moaynsa. lNocne storo npegocrasaset
pPa3rpaHUYeHHbIA pe3yabTaT M MNapaMeTpbl, KOTOPble COXPAHAKTCA B CTAHAAPTHbIX pPaMKax
NamaATM TakMm o0b6pa3om, 4Tobbl LenecoobpasHo HbI10 YNTaTb NOC/eA0BaATENbHbIM MHTEePdENC C
A BOMHOro Kabens.

O6bI4HO MHTEeNNeKTyanbHble LUNMPPOBbIE MOAYAN NOAAEPHKUBAOT GYHKLUIO LMPPOBOM
OVNArHOCTUKWU. EAMHMUBI CeTeBOro ynpasaeHMA WMEKT BO3MOXHOCTb KOHTPO/MPOBATL
napameTpbl (TemnepaTtypa, HanpaXeHue, TOK CMelWeHMA, tX MOWHOCTb M X MOLLHOCTb)
ONTUYECKMX MOAYNEN ANA NONYHYEHNA NX NOPOrOBbIX 3HAYEHUN B PEXUME PEaNibHOTO BPEMEHM
Ha TeKyWwem ONTUYECKoM Mmogaysie. ITO MNOMOraeT eguMHMLAM CEeTEBOro ynpaBaeHus
0bHapyXMBaTb HEUCNPABHOCTU B ONTUYECKOM NIMHUU, COKPATUTb IKCMyaTaLMOHHYIO HarpysKy
M NOBbICUTb HAAEXHOCTb CUCTEMDbI.

NMpumeHeHne DDM nokasaHo ganee:

1 MporHo3 NPoao/IKUTENBHOCTU KU3HN MOAYANA.

KOHTponpoBaHMe TOKOB YTeUYKU NO3BOMAET CAenaTb MPOrHO3 BpeMeHU XMU3HW nasepa.
ALMUHUCTPATOP MOMKET HaWTU HECKONbKO MOTeHUMaNbHbIX Npobiem no MOHUTOPUHTY
HanpaXeHua u TemnepaTypbl MOAYNA.

(2) Bbicokoe HanpsxkeHne Vcc npuBeger K nonomke CMOS, HUM3Koe —K
HenpasuAbHOW paboTe

2 BbiCOKasn rx MOLHOCTb NPMBEAET K NOBPEXKAEHNIO MPUHUMAIOLLLETO MOAYNA, U3-
3@ HU3KOM X MOLLHOCTU MOAY/1b HE CMOKET HOPMa/ibHO paboTaThb.

(3) BbicoKas TemnepaTypa npusBeneT K 6bICTPOMY CTapeHUIo annapaTHbIX CPeacTB.

@) KOHTpONb MOLWHOCTM, MNOAYYaeEMOM MO BOJOKHY, MNOMOraeT npPOBEPUTL

BO3MOXHOCTU TMHUN N YyOANEHHOIO KOMMYTATOpPA

2. OnpegeneHne mecta NOBpeXKAEHMUA.

B oNTOBONOKOHHOWM NMHUM oNpeaeneHne HEUCMPABHOCTU MMEET BaXKHOe 3Ha4YeHue ans
ObICTPOI nepe3arpy3kn cepsBuca, M30JMPOBAHME HEUCMPABHOCTM NOMOraeT agMUHUCTPATOPY
ObICTPO HAWTM MECTOMO/IONKEHNE HEUCNPABHOCTU B MoAyne (NOKanbHbIA UAM yAaneHHbIN
MOAY/IN) WUAU HA NIMHWUKW, YTO TaKKe COKpallaeT BPemMsi BOCCTAaHOBNEHMSA CUCTEMbI Mocse
HEeMCNpPaBHOCTMU.

AHanusnpya cTaTycbl ONOBELEHMA N CUTHAAN3AUMN B PEKUME PEASIbHOr0 BPEMEHMU MO
napameTpam (TemnepaTtypa, HanpsKeHUe, TOK CMeLLEHMA, tX MOLHOCTb U rX MOLLHOCTb) MOXHO
ObICTPO 0O6HAPYKUTb HEMCMPABHOCTb C NOMOLLbIO GYHKLUN LMPPOBOIM AMArHOCTUKM.

Kpome Toro, coctosiHne Tx Fault u Rx LOS mmeeT BaxHOe 3HayeHWe ANA aHanM3a
HEeMCnpPaBHOCTMU.
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3. MpoBepKa COBMECTUMOCTH.
MpoBepKa COBMECTMMOCTU UCNONb3YETCA ANA aHaNN3a, ABNAETCA 1M OKPYKatoLwasa cpeaa

MOAYNA COrNAacOBAaHHOM BPYYHYO MAM COBMECTMMA C COOTBETCTBYIOLWMM CTaHAAPTOM,
MOCKONIbKY BO3MOMHOCTM MOAYNA MOryT ObiTb peanu3oBaHbl TONbBKO C COBMECTMMOW
OKpYKatoLel cpeaoi.

MNHorga napameTpbl OKpyXKatowein cpelbl NPEBbIWAOT YCTaHOB/IEHHbIE BPYYHYH WK
CTaHOAPT COOTBETCTBUA, YTO NPUBEOET K YMEHbLUEHUIO BO3MOXKHOCTEM MOAYNA M OlWMbKe
nepegauu.

OKpy:KatoLLas cpesa He COBMeCTUMa:

(1) HanpAskeHne npesbILaeT YCTaHOBAEHHbIW AMana3oH.

(2) RX power npMBOAUT K NepesarpysKke Uam K MeHbllel YyBCTBUTENIbHOCTM
npuemonepeaaTymka.

(3) TemnepaTypa npesbllaeT gMana3oH paboyelt TemnepaTypbl.

12.1.2 ®yHKuun DDM

Onuncanne DDM nokasaHo B cneaytowem npumepe:

1. MpocmoTp MHPOPMaLMN MOHUTOPUHTA HA NPUeMonepeaaTImKe.

ALMUHUCTPATOP MOMKET y3HATb TeKylee COCTOSiHME TPaHCMBEpPA W HaUTwm
noTeHUManbHble Npobsembl C NOMOLbIO MPOBEPKU Cneaylowmx napameTpos (Bxoaawas TX
MOLLHOCTb, RX MOLLHOCTb, TEeMNepaTypa, HanpsaKeHNe, TOKU YTEYKN) 1 3anpocuTb MHGOPMALLMIO
MOHWUTOPUHIa (TaKylo KaK OMOBELLEHWs, CUITHaAM3aumaA, COCTOAHME B peasibHOM MacluTabe
BpemMeHu u T.4.). Kpome Toro, nposepka MHGOPMaL MM O HEUCNPABHOCTAX ONTUYECKUX MOoAyNeEN
nomoraeT agMMHUCTPaATOpPy ObICTPO OBHaAPYKUTb HEUCNPABHYI JIMHUIO U COKPATUTb Bpems
BOCCTaHOBAEHMUA.

2. OnpepeneHuve 3HaYeHMA NOPOra NoAb3oBaTenem.

Ona napameTpoB B peasibHOM MacwTabe BpemeHun (TX mowHocTM, RX mMouiHOCTH,
TeMnepaTypbl, HANPAXKEHWUA, TOKOB YTEUYKM) eCTb GUKCUMPOBAHHbIE 3HAYeHUA noporo.. MNoTomy,
YTO MONb30BATE/IbCKOE OKPYXKEHUE PA3/IMYHO, NOAb30BaTENb MOXKET onpeaenTb 3HaYyeHue
nopora (BxoAALLaa CMrHaan3aumns ¢ BbICOKUM U HU3KMM NPUOPUTETOM, ONOBELLLEHWNE C BbICOKMM
M HU3KMM NPUOPUTETOM), TMBKO KOHTPOAMpPOBaTb pabouyee COCTOAHME TpaHCcMBEpa W
Hemea/NeHHO 0OHAPYKNTb HEUCMPABHOCTb.

HacTpoiKka 3HayeHMA NOPOroB NPOM3BOAMTCA NOJIb30BATENEM WU MPOU3BOAUTENEM MU
MoXKeT OblTb MoKasaHa B To e BpemAa. Korga nopor onpepensetrca Nonb3oBaTesnem
HepauMoHanbHO, OH OyAeT 3anpolleH Yy NoJsib30oBaTeNs U CUrHan TPEeBOrn MAU ONOBeLLeHUA
aBTOMATUYECKM YCTAaHOBUT MOPOr NO yMONYaHUIO (NONb30BaTe/lb MOXET BOCCTaHOBUTb BCe
NopPOroBbie 3HAYEHWS MO YMONYAHUIO).

PaumoHanbHOe NOporoBoe 3HaYeHue: BbICOKOe/HU3Koe 3HaYeHNecurHana onoBeLLeHmn
A0/I}KHO ObITb MeXAY BbICOKMM U HU3KMM CUTHANOM CUTHaNM3aLLMKU U BbICOKOE 3HauYeHu1e nopora

[AO0/IKHO BbITb BblllE, YEM HU3KOE U, 3 UMEHHO, BbICOKOE 3HaYeHMEe CUTHANM3aLNKN >= BbICOKOE
3HaYeHMe onoBeLeHNA >= HU3KOe 3HaYeHNe ONOBEeLLEHNA >= HU3KOE 3HaYEeHNE CUTHAIN3aLLUN.

Ona ontunyeckoro moayna pexmm NpOBEPKU MNO0Ay4aeMoro NUTAHWA BKAKOYaeT
BHYTPEHHIOIO M BHELLHIO MNPOBEPKY, KOTOpble onpeaenvnn npoussoautenun. Kpome Toro,
PEXMM NPOBEPKM MapaMeTpPoB B peasibHOM MmaclwTabe BpeMeHW M NMOPOroBbIX 3HAYEHUM NOo
YMOJTHAHUIO.
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3. KoHTponb TpaHcuBepa.

Kpome npoBepKu coctosHMA paboTbl TpaHcMBepa B peanbHOM MacwTabe BpemeHw,
NO/NIb30BAaTENI0 HYXKHO CNeauTb 3a NogpobHONM WMHPOPMaLMen O COCTOAHMM, TAKOM KakK
nocnegHee Bpemsa HeUCNPaBHOCTU M ee TUN. KOHTPOAb TpaHCMBEpa NomoraeTt Mo/b3oBaTento
HaWTK nocnepHee COCTOAHME HEMCNPABHOCTU Yepes3 NPOBEPKY JIOFOB U 3anNpoCUTb NociegHee
COCTOSIHWE Henonagku uyepes BbINOAHEHMe KomaHA. Koraa nonb3oBaTenb HaxoauT
MHPOPMaALMIO O HenonaZKe ONTUYECKOro Moaynsa, To uHdopmauma ob onTuyeckom moayne
MOKeT ObITb nepenpoBepeHa nocie 06paboTkm MHGOpMAUUM O HEUCnpaBHOCTM, 34eCb
No/Ib30BaTe/lb MOXKET 3HaTb MHPOPMALMIO O HEMCMPABHOCTU M BO30OHOBUTb MOHUTOPUHT.

12.2 CnucoK KomaHa KoHpurypaumm DDM
Hactpoika DDM:

1 MpocmoTp MHPOPMaLMM KOHTPONA B peasibHOM MacluTabe BpemeHu.

2. HacTpoika 3HauyeHWit nopora CUrHanuM3auuMmM WKW  OMNOBELLEHUA KAXKAO0ro
napameTpa 4N1A TpaHcMBepa.

3. HacTpoiKa cocToAHNA MOHUTOPUHIA TPAHCKBEpPA.

(2) HacTpoiika nHTepBasa MOHUTOPUHIa TPAHCUBEPA.

() HacTpolika cOCTOAHUA BKAOYEHUA MOHUTOPUHIA TPAHCMBEpaA.

(3) MpocmoTp MHOPMaLLUM MOHUTOPUHIA TPaHCUBEPA.

] OuncTKa MHPOPMaLMM MOHUTOPUHTA TPAHCUBEPA.

1. MpocmoTp MHPOPMaLMM KOHTPONA B peanbHOM MacluTabe BpemeHu.

KomaHpga OnucaHue

PeXXum KOHGUryprMpoBaHUA NOPTA, PEXMUM a4MUHUCTPATOPA UM TN06aNbHDbIN peXxum

show transceiver [interface ethernet <interface-list>] MpocmoTp MOHWTOPUHTIA
[detail] COCTOSIHMA TPaHCUBepa.
2. HacTpoiKa 3HayeHMlt nopora CUrHaAu3auuMuM WAW  OMNOBELLEHUA KaXKaoro

napameTpa AnA TpaHcMBepa.

KomaHpga OnucaHue

PeXXum KoHGUryprMpoBaHuA nopra

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm | | YctaHoBKa onpeaeneHHoro nopora
low-alarm | high-warn | low-warn} {<value> | nonb3oBatenem.

default}}
3. HacTpolika COCTOAHUA MOHUTOPMHIa TpaHcUBepa.
(1) HacTpolika nHTepBasa MOHUTOPUHra TpaHCUBepa.
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KomaHpga

OnucaHue

Pexxum KoHPUrypupoBaHua nopra

no transceiver-monitoring interval

transceiver-monitoring interval <minutes>

YCcTaHOBKa WHTepBasia MOHUTOPUHIa
TpaHcuBepa. KomaHpaa no
yCTaHaB/MBaeT MHTEpBan no
YMOJI4aHUIO, PaBHbIA 15 MUHYT.

()] HacTpolika cOCTOAHUSA BKIOYEHUA MOHUTOPUHIA TPAaHCMBEpA.

KomaHpa

OnucaHue

PeXXxum KoHGUrypupoBaHUA nopra

transceiver-monitoring {enable | disable}

YcTaHaBAUBaET, BK/IHOYEH m
MOHUTOPUHI  TpaHcuBepa. [ocne
BK/OYEHMA HA MNOPTE MOHUTOPUHra

TpaHCcMBEpPa, CMUCTeMa 3anucbiBaeT
COCTOHME  HeucnpaBHocTu. [locne
OTKNOYEHUs  YHKUMM HaA nopTe,

MHPOpMaLMA O HencnpaBHOCTU ByaeT
cTeprTa.

(3) MpocmoTp MHGOPMaLMN MOHUTOPUHIA TPAHCUBEPA.
KomaHpga OnucaHue

Pe}Kum KOHPUrypupoBaHUA nopTa
Moka3sbiBaeT nbopmauymto
MOHWTOpPMHIA TpaHcuBepa,
BK/IHOYAIOLLLYHO nocnegHoo
show transceiver threshold-violation [interface nHPopMaLMI0 HapyLLEHMA NOPOroBOro
ethernet <interface-list>] 3HaYeHuA, MOHUTOPUHT
NPOTEKAOLWEro TOKa Yepes TpaHCMBeED,
BK/IIOYEH /I MOHUTOPUHT TPaHCMBEpPa

Ha nopTe.

@) OumncTKa MHPOPMaLUM MOHUTOPUHTA TPAHCUBEPA.

KomaHpa

OnucaHue

PexXum KoHOUrypmupoBaHua nopra

ethernet <interface-list>]

clear transceiver threshold-violation [interface

CTMpaeT 3Ha4YeHne Nopora HapyLweHus
MOHMWTOPMHTIA TpaHCUBepa.
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12.3 Mpumepbl npumeHeHusa DDM

Mpumep 1:

B nntepdelicbl Ethernet 1/0/21 u Ethernet 1/0/23 BKAOYEHbI ONTUYECKME MOAYU C
DDM, B uHTepdoeiic Ethernet 1/0/24 skntoyeH onTuyeckmin moaynb 6e3 DDM, B Ethernet 1/0/22
He BKIOYEH KaKo-1nMbo onTuyecknii moaynb. NMpocmoTtp nHpopmaumm o DDM ana onmcaHHOro
cueHapusa NpPeacTaB/eH HUKeE.

a) MpocmoTp MHOpPMaUMKN O BCex MHTepdecax, KOTopble MOrYT YMTaTb NapaMeTpbl B
peXMme peanbHOro BpemeHu (Mpu oTCYyTCTBMM OMTUYECKOro MOAYASA UAN ONTUYECKUIA MOAY/b
He nogaepxusaetca, MHPopmaumsa He byaeT NOKasaHa), 414 npumepa:

Switch #show transceiver

Interface Temp (C) Voltage (V) Bias (mA) RX Power (dBM) TX Power (dBM)
1/0/21 28 3.28 23.34 -3.75 -0.79
1/0/23 46 3.28 26.00 -2.10 -2.21

b) NpocmoTp MHPopmMaumm 06 ykazaHHOM UHTepderice (N/A o3HaYaeT, YTo ONTUYECKUIA
MOAYNb He BCTaB/IeH UM He NOAAEePKMBAETCa), ANA Npumepa:

Switch #show transceiver interface ethernet 1/0/21-22;23

Interface Temp (C) Voltage (V) Bias (mA) RX Power (dBM) TX Power (dBM)
1/0/21 28 3.28 23.34 -3.75 -0.79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3.28 26.00 -2.10 -2.21

c) MpocmoTp noapobHOM WHOPMALUK, BK/IIOYAIOWENA OCHOBHYIO MHPOPMaLUIO,
3HaYeHMe napameTpoB MOHMUTOPUHIA B pPeasibHOM MacwTabe BpeMeHW, CUrHA/A OMNOBeLLEHMS,
CUFHANN3aUMIO, COCTOSIHWE HEeMUCNPaBHOCTM W MHOOPMALUUIO MOPOroBOro 3HavyeHus, AnA
npumepa:

Switch#show transceiver interface ethernet 1/0/21-22;24 detail
Ethernet 1/0/21 transceiver detail information:
Base information:
SEFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.
Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.
Brief alarm information:
RX loss of signal
Voltage high
RX power low
Detail diagnostic and threshold information:
Diagnostic Threshold

Realtime Value High Alarm Low Alarm High Warn Low Warn
Temperature (°C) 33 70 0 70 0
Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00
Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00
RX Power (dBM) -30.54(A-) 9.00 -25.00 9.00 -25.00
TX Power (dBM) -6.01 9.00 -25.00 9.00 -25.00
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Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SEFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

Mpumep 2:
B nopt Ethernet 1/0/21 BkatoyeH B onTudeckunini moaynb ¢ DDM. HacTpoiika noporosoro
3HAYeHMA Ha ONTUYECKOM MOoAye nocae NpocmoTpa nHpopmaummn o DDM.

War 1: MpocmoTp nogpobHon nHpopmauum o DDM.
Switch#show transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:

Base information:
Brief alarm information:
RX loss of signal
Voltage high
RX power low
Detail diagnostic and threshold information:
Diagnostic Threshold
Realtime Value High Alarm Low Alarm High Warn Low Warn

Temperature (°C) 33 70 0 70 0

Voltage (V) 7.31 (A+) 5.00 0.00 5.00 0.00
Bias current (mA) 6.11 (W+) 10.30 0.00 5.00 0.00
RX Power (dBM) -30.54 (A-) 9.00 -25.00 9.00 -25.00
TX Power (dBM) -13.0 19.00 -25.00 9.00 -25.00

LLlar 2: HacTpoiKa NoporoBoro 3Ha4YeHuaA tx-power Ha ONTUYECKOM UHTepdECe, HUKHEE

3HayeHMe NOPOroBoOro onoseleHuns - 12, HUKHee 3HayeHue Noporoson cnurHanusaumm —10.00.

Switch#config

Switch (config)#interface ethernet 1/0/21

Switch (config-if-ethernetl/0/21) #transceiver threshold tx-power low-
warning -12

Switch (config-if-ethernetl/0/21) #transceiver threshold tx-power low-
alarm -10.00

War 3: MpocmoTtp nogpobHon wHPopmauum o DDM Ha onTuyeckom mogyne.
CurHanmsauma ncnoab3yeT NOPOroBoe 3HayYeHne, HacTpamBaemoe NnoJsib3oBaTesiem, NOPOrosoe
3HaYeHWe, HaCTPOeHHoe NpounssoanTenem 0603HaYeHo ckobkamu. CurHanmsauma c ‘A-’ Kak -
13.01 meHbuwe, yem -12.00.

Switch#show transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:
Base information:

Brief alarm information:
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RX loss of signal
Voltage high
RX power low
TX power low
Detail diagnostic and threshold information:
Diagnostic Threshold
Realtime Value High Alarm Low Alarm High Warn Low Warn

Temperature (°C) 33 70 0 70 0
Voltage (V) 7.31(A+)  5.00 0.00 5.00 0.00

Bias current (mA 6.11(W+) 10.30 0.00 5.00 0.00

RX Power (dBM) -30.54(A-)  9.00 -25.00 9.00 -25.00

TX Power (dBM) -13.01(A-)  9.00 -12.00(-25.00) 9.00 -10.00(-25.00)
Mpumep 3:

B nopt Ethernet 1/0/21 BKkntoueH ontuyecknin moaynsb c DDM. BKkatoueHne MOHUTOPUHra
TpaHCKBEpPa Ha NOPTE, NOC/Ie NPOCMOTPA MOHUTOPUHIA HA ONTUYECKOM Moayne.

Lar 1: MpocmMoTp MOHUTOPMHIA TPAHCMBEPA HA onuyeckom moayne. Ha Ethernet 21 and

ethernet 22 He BKNOYEH MOHUTOPWHT TPAHCUBEPA, YCTAHOBAEHHbIN MHTepBan 30 MUHYT.
Switch (config) #show transceiver threshold-violation interface ethernet
1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn’t exist.

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn’t exist.

War 2: BkAtoyeHMe MOHUTOPUHIa TpaHcMBepa Ha ethernet 21.
Switch (config)#interface ethernet 1/0/21
Switch (config-if-ethernetl/0/21) #transceiver-monitoring enable

War 3: NMpocMOTP MOHUTOPUHIa TPaHCUBEPA Ha ONTUYECKOM moayne. B cnepyioimx
HacTpoMKax, Ha ethernet 21 BKAKOYEH MOHWTOPUHI TPaHCUBEpPaA, MOC/AeAHee HapylleHue
noporosoro 3Ha4veHus Jan 02 11:00:50 2011, noapobHaa nHpopmaumm o DDM, npesbllwatoulas
noporoeoe 3HavyeHune TakxKe NokKasaHa:

Switch (config-if-ethernetl1/0/21) #quit

Switch (config) #show transceiver threshold-violation interface ethernet
1/0/21-22

Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
Realtime Value High Alarm Low Alarm High Warn Low Warn

Temperature (°C) 33 70 0 70 0
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Voltage (V) 7.31 10.00 0.00 5.00 0.00
Bias current (mA) 3.11 10.30 0.00 5.00 0.00
RX Power (dBM) -30.54 (A-) 9.00 -25.00(-34) 9.00 -25.00
TX Power (dBM) -1.01 9.00 -12.05 9.00 -10.00

Ethernet 1/0/22 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn’t exist.

12.4 YcrpaHHue HeucnpasHocTeii DDM

Ecnun Bo3HUKaOT npobnembl npu HacTpoike DDM, norkanyiicta, nposepbTe ABAAETCA N
3Ta npobnema cneacTBUEM CaeayoWwmxX NPUYNH:

<> Yb6egutecb, YTO TpaHCMBEP HA ONTUYECKOM Moayne Obll BKAOYEH Ha nopTe,
MHaye KoHourypaumsa DDM He nyaeT nokasaHa.

<> Y6eautecb, 4to KOHPUrypauuma SNMP paboTaeT, MHa4Ye onoBeLeHne 0 cobbITUK
HE CMOKEeT ONOBECTUTb CUCTEMY CETEBOIO YNpPaBAeHUA.

X He Bce kommyTaTopbl noaaepxusatot SFP ¢ DDM mnan XFP ¢ DDM, y6eantech B
MCNO/Ib30BaHNUM KOMMYTATOpPa C NOAAEPKKOMN COOTBETCTBYHOLLEN DYHKLUM.

X Ncnonb3oBaHue KomaHa show transceiver nnn show transceiver detail moxket
3aHATb MHOrFO BpPEeMeHW, TaK Kak KommyTtaTtop OyaeT npoBepATb BCe MNOPTbl, MO3TOMY
pekomeHAgyeTcA 3anpawmeaTb MHPOPMALMIO O TPAHCMBEPE HA ONpPenEeNEHHbIN NOPT.

<> Yb6eaunTecb, YTO YCTAHOBNEHHbIM NO/b30BaTeIeM NOPOr ABAETCA AEeNCTBYOWMM.
Mpun nobon owmnbKe NOPOroBoro 3HavyeHuMAa TpaHcueep OyaeT Mo3bliaTb CUrHaNM3auUMIO B
COOTBETCTBMU CO 3HAYEHMEM, YCTAHOB/IEHHBIM MO YMOAYAHMUIO.
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13 LLDP-MED

13.1 BsepgeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha
802.1AB LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npeaocTaBnaeT CTaHAaPTHbIN pexXum
Link Layer Discovery, nocbinatouiero MHGopmaumio 0 N0KaNbHbIX YCTPOMCTBAX (BKAHOYAlOLLYIO
OCHOBHble BO3MOXHOCTH, ynpasneHue IP-agpecamu, ID ycTpoiictea u ID nopTta) Takon Kak TLV
(type/length/value) Tpoliku B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpaBastowmx
CB3bt0 C coceaHUMM ycTporcTBaMu. MNMonyyeHHaa MHPpopmauma 0b yctpoictee byaet XpaHUTbCA
CO CTaHAapToHOM 6a3oi ynpasneHus nHpopmaumein (MIB). 9To NO3BONAET CUCTEME CETEBOIO
ynpasaeHuns 6bIcTpo 06HapYXMBaTb U NAEHTUDMLMPOBATL CTATYC CBA3M HA INHUN.

B ctaHgapTe 802.1AB LLDP HeT nepepauun v ynpasaeHusa MHGopmaumen o ronocoBom
ycTpoicTtee. OnA npuMeHeHMAa W ynpaBAeHUs TON0COBOro YCTPOMCTBA LenecoobpasHo ¢
nomouwlbto LLDP-MED TLVs npenoctaBnATb MHOXECTBEHHYHO MHbOpMaLUIO, Takyto Kak PoE
(Power over Ethernet), ceTeByld NOAUTMKY M NIOKaNbHYyO MHbOpMaumio 06 obcnyKMBaHMM
HoBoro TenedoHa.

13.2 KoHdwurypauusa LLDP-MED
1. BasoBas KoHpuUrypaums

KomaHpga OnucaHue

Pexxum KoHPUrypupoBaHua nopra

Hactpomka YKa3aHHOro nopra
otnpasnAatb Bce LLDP-MED TLVs.
KomaHaa no oTMeHAET GyHKLMIO.

lidp transmit med tlv all
no lldp transmit med tlv all

HacTpoiika YyKa3aHHoOro nopta
oTnpasnaTtb LLDP-MED Capability TLV.
KomaHaa no oTMeHseT GyHKUMIO.

lidp transmit med tlv capability
no lldp transmit med tlvcapability

HacTpoitka yKa3aHHoro nopTa
lldp transmit med tlv networkPolicy oTnpasnaTtb LLDP-MED Network Policy
no lldp transmit med tlvnetworkPolicy TLV. KomaHaa no oTmMeHAeT AaHHYIo

dYHKUMIO.

HacTpoitka yKa3aHHoro nopta
lldp transmit med tlv extendPoe otnpasnatb  LLDP-MED  Extended
no lidp transmit med tlvextendPoe Power-Via-MDI TLV. KomaHga no

OTMEHSEeT GYHKLMIO.

HacTpoika yKa3aHHoOro nopta
lldp transmit med tlv inventory otnpasnaTbLLDP-MED Inventory
no lidp transmit med tlv inventory Management TLVs. KomaHzga no

OTMeHAET GyHKUMIO.
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network policy {voice | voice-signaling | guest-
voice | guest-voice-signaling | softphone-voice |
video-conferencing | streaming-video | video-
signaling} [status {enable | disable}] [tag {tagged |
untagged}] [vid {<vlan-id> | dotlp}] [cos <cos-
value>] [dscp <dscp-value> ]

no network policy {voice | voice-signaling | guest-
voice | guest-voice-signaling | softphone-voice |
video-conferencing | streaming- video | video-
signaling}

HacTpoiKka ceTeBOW NOAUTUKM NOPTa,
BK/KOMaloLW,anA VLAN ID,
noanepKnBaemole NPUNOXKEHUS
(Takmne Kak ronoc u B1AEo), NpuopuTET
NPUNOXKEHWNN n NOAUTUKA
MCMNONb30BaHMA, U TaK Jasee.

civic location {dhcp server | switch | endpointDev}
<country-code>

HacTpoika TMna ycTponcTBa M Koaa
CTPpaHbl B COOTBETCTBUM C PopmaTom
Civic Address LCI wn BKAlouYeHue
pexunma Civic Address LCI. KomaHga no

no ecs location

no civic location OTMeHsAeT BCE HaCTPOMKMU B
cootBetcTBUM c  ¢dopmaTtom  Civic
Address LCI.
. HacTpoiika acrnonoxeHus c
ecs location <tel-number> P P
dopmatom ECS ELIN Ha noprte.

KomaHaa no oTMeHsAeT KoHpUrypauuto

lldp med trap {enable | disable}

BkAtoyeHue/oTKNouEHNE JNIOBYLUKMU
LLDP-MED Ha yka3aHHOM noprTe.

Pexkum Civic Address L

Cl address

{description-language | province-state | city |
county | street | locationNum | location | floor |
room | postal | otherinfo} <address>

no {description-language | province-state | city |
county | street | locationNum | location | floor |
room | postal | otherinfo}

Hactpolika noapobHbix agpecos nocne
Beoga pexuma Civic Address LCI
address Ha nopTe.

Pexxum rnobanbHoro KoHop

UrypupoBaHusa

lldp med fast count <value>
no lldp med fast count

Korga BKAO4eH mexaHu3m bbicTporo
3anycka LLDP-MED, TO0 ponKHa
npousBoauTbCA ObICTpaA oOTnNpaBKa
naketos LLDP c¢ LLDP-MED TLV, aT1a
KOMaHZAa Mcnosb3yeTca ANA YCTAaHOBKMU
3HayYeHMA HbICTPOI OTNPABKM NAKETOB,
KOMaHAa no BOCCTaHaBAMBaeT
3HaYeHWe No yMOJIHaHUIO.

PeXXum agmuHuUCTpaTopa
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show lldp

lNoKa3blBaeT HAaCTPOMKM r10b6aNbHOro
LLDP n LLDP-MED

show lldp [interface ethernet <IFNAME>]

MoKa3biBaeT HacTPOWKKM LLDP n LLDP-
MED Ha Tekywem nopte

show lldp neighbors [interface ethernet <IFNAME>]

Moka3sbiBaeT HacTponKku LLDP n LLDP-
MED Ha cocegHWX yCTPOMCTBAX.

13.3 Npwumep HacTpouKku LLDP-MED

1) HacTpoika Switch A

SwitchA

YctpomncTBo
MED

SwitchB
Tononorua 6a3oBoit koHourypauum LLDP-MED

SwitchA (config) #interface ethernetl/0/1
(Config-If-Ethernetl/0/1)# 1ldp enable

SwitchA (Config-If-Ethernetl1/0/1)# 11dp mode both (this configuration can
be omitted, the default mode is RxTx)

SwitchA

SwitchA
SwitchA
SwitchA
SwitchB
10 cos 5 dscp
SwitchA
SwitchA
SwitchA
SwitchA

2) HacTtpoika Switch B

SwitchB

SwitchB

SwitchB

SwitchB

SwitchB

SwitchB
10 cos 4

(Config-If-Ethernetl/0/1
(Config-If-Ethernetl/0/1
(Config-If-Ethernetl/0/1
(Config-If-Ethernetl/0/1

15

)
)
)
)

#
#
#
#

1ldp transmit med tlv capability
11ldp transmit med tlv network policy
11dp transmit med tlv inventory
network policy voice tag tagged vid

(Config-If-Ethernetl/0/1)# exit

(config) #interface ethernetl/0/2
(Config-If-Ethernetl/0/2)# 1ldp enable
(Config-If-Ethernetl/0/2)# 1ldp mode both

(config) #interface ethernetl/0/1

SwitchB (Config-If-Ethernetl/0/1)# 11dp enable
(Config-If-Ethernetl/0/1)#
(Config-If-Ethernetl/0/1)#
(Config-If-Ethernetl/0/1)
(Config-If-Ethernetl/0/1)
(Config-If-Ethernetl/0/1)

3) Verify the configuration

MpocmoTp rnobanbHOro cTaTyca u ctatyca uHTepdeiica Ha SwitchA
SwitchA# show 1lldp neighbors interface ethernet 1/0/1

#
#
#

11dp mode both

1ldp transmit med tlv capability
11ldp transmit med tlv network policy
11dp transmit med tlv inventory
network policy voice tag tagged vid
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Port name : Ethernetl/0/1
Port Remote Counter : 1
TimeMark :20
ChassisIdSubtype :4

ChassisId :00-03-0£-00-00-02
Subtype :Local

PortId
PortId
PortDe
SysNam
SysDes

SysCap
SysCap

1

sC :****
e :****

c o Kk ok kK

Supported
Enabled :4

14

LLDP MED Information

MED Co

(CAP)Capabilities, (NP) Network Policy
(LI) Location Identification,

des:

(PD) Power Device, (IN) Inventory
MED Capabilities:CAP,NP,PD, IN

MED De
Media
Media
Media
Media
Media
Power
Power
Power
Power
Hardwa
Firmwa
Softwa
Serial

vice Type:
Policy Type

Endpoint Class III

:Voice

Policy :Tagged

Policy Vlan

id :10

Policy Priority :3

Policy Dscp
Type : PD

Source :Primary power source

:5

Priority :low

Value :15.4

(Watts)

re Revision:

re Revision
re Revision
Number:

:4.0.1
:6.2.30.0

Manufacturer Name:***x*
Model Name:Unknown

Assert

ID:Unknown

IEEE 802.3 Information

auto-negotiation support:
auto-negotiation support: Not Enabled
PMD auto-negotiation advertised capability:

operational MAU type: 1

SwitchA# show 1ldp neighbors interface ethernet 1/0/2
ame : interface ethernet 1/0/2

Port n

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernetl/0/2
Port Remote Counter : 1
TimeMark :20
ChassisIdSubtype :4

ChassisId :00-03-0£-00-00-02
Subtype :Local

PortId
PortId
PortDe
SysNam
SysDes
SysCap
SysCap

1

sc :Ethernetl/0/1

e ok Kk Kk k
c ok kK kK

Supported
Enabled :4

14

(PSE) Power Source Entity

Supported
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lMosacHeHue:
1. Ethernet 1/0/2 kommyTtatopa A u Ethernet 1/0/1 KommyTaTopa B sBnsioTca

NOpPTaMM YCTPOMCTBA CETEBOrO COeAMHEHUA, OHU HE NepPeCckINAtOT NakeTbl C MHPopmauneint MED
TLV. XoTta Ethernet 1/0/2 kommyTaTopa A HacTpoeH AN NOCbINKN MHPopmaumm MED TLV, oH He
6yaet nocblnatb MHPopmaumio MED, yto npuBeseT K OTCYTCTBUIO B COOTBETCTBYHOLLEMN
yaaneHHou Tabanue nipopmaumnm MED Ha Ethernet 1/0/2 kommyTaTopa A.

2. Yctponcteo LLDP-MED moxkeT nocbinaTtb naketol LLDP ¢ MED TLV, nostomy B
COOTBETCTBYIOLWEN yaaNeHHOM Tabauue byaeT uHpopmauma ob Ethernet 1/0/1 kommyTaTopa A.

13.4 YcrpaHeHue HeucnpasHocTel LLDP-MED

Echn BO3HMKaT npobnembl npu Hactporike LLDP-MED, noxanyicra, nposepbTe
ABAAETCA N 3Ta Npobaema cneacTBUEM CAeAyHOWMX MPUYNH:

X Y6eautech, uto LLDP BKAtoueH rnobanbHO

X ToNbKO YCTPOMCTBO ceTeBOro coeauHeHusa nonydyaet LLDP naketwl ¢ LLDP-MED
TLV ot 6amkariwero yctporictea MED, oH Tak e nocbinaet LLDP-MED TLV. Ecam Ha ycTpoliicTse
CEeTeBOro CoeAMHEeHMA HacTpoeHa KomaHaa ana otnpaBku LLDP-MED TLV, naketbl 6e3 LLDP-
MED TLV nocblnatoTcs Ha NOPT, YTO O3HAYaEeT, YTO HUKAKOM MHbOPMaLMM NOPT HEe NOosyYaeT u
Ha nopTe oTKAYeHa PyHKUMA NOCbIAKM MHPopmaumm LLDP-MED TLV.

X Echn cocegHue ycTponcTBa nocblnatoT MHbopmauuto LLDP-MED yctponcTsy
CeTeBOro CoegMHeHus, Ho OHa He aBnaeTca nHpopmaumen LLDP-MED, npoBepseman KOMaHAOM
show lldp neighbors, yto o3HauaeT, yto oTnpasnsemas nHdopmaumua LLDP-MED K coceaHum
YCTPOMCTBaM AIBNSIETCS OLIMOOUYHON.
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14 HACTPOMKA BPDU-TUNNEL

14.1 BsepeHue B bpdu-tunnel

BPDU Tunnel saBnAetca TexHosornenm BTOPOro YpPOBHA. ITO MNO3BOASET MaKeTam
NPOTOKO/I0B BTOPOro YPOBHA reorpaduyeckn pacnpefenieHHbIX YacTHbIX CEeTel MpPo3payvHo
nepenasaTbCA NO CneumanbHbIM TYHHENAM Yepes CeTb NOCTaBLUMKA YCAYT.

14.1.1 ®yHKuum bpdu-tunnel

B npunoxkeHum MAN, MHOXKECTBEHHbIE BETBM KOPMOPaLUKU MOTYT COEANHATLCA C APYT C
Apyrom no cetu onepatopa. VPN npeaoctaBnseT BO3MOXHOCTb OMNepaTopy BK/OYaTb
reorpaduueckun pacnpeneneHHble CeTU B 04HY 10KaNbHY0 ceTb LAN, N03TOMy NOCTaBLMKY yCAayr
HY)XHO NpefocTaBUTb QYHKUMIO TYHHENMPOBaHUA, a MMEHHO nepegadvyy MHPOPMALMOHHbIX
[AaHHbIX, MOCTYNaloLWMX OT NONb30BATENbCKOMN CETU, Yepes ceTb onepaTopa. Aas noaaepraHus
NIOKaNbHOM KOHUENuMM, HeobxoaMma He TO/NbKO Nnepegaya AaHHbIX OT MO/1b30BaTEbCKUX
YaCTHbIX CeTel yepes TyHHe/Nb, HO TaK)Ke nepesaya NakeToB MPOTOKO/I0B BTOPOro YPOBHA OT
No/Ib30BaTE/IbCKUX CETEMN.

14.1.2 CospaHue bpdu-tunnel

CneumanbHble JIMHUU UCNOABL3YIOTCA OMNepaTopom AaA CO34aHMA MOJIb30BAaTENbCKUX
ceTell BTOPOro ypoBHA. B pe3ynbTaTe, No/sib3oBaTesibCKasa CceTb pa3buBaeTca Ha 4acTM no
pasNnYHble CTOPOHbI CETEBOrO npoBanaepa. Kak NnokaszaHo Ha pUCYHKe, Nonb3oBaTenb A umeet
ABa yctpoinctea (CE1 n CE2) n oba 3TMX ycTpoWcTBa NpuHagnexkat K HekoTopomy VLAN.
MNonb3oBaTenbCcKkasa ceTb pasgeneHa Ha cetb 1 M ceTb 2, KOTOpble COEAMHAIOTCA Yyepes ceTb
npoBanaepa. Koraa nakeTbl NPOTOKO/A YPOBHA 2 He MOryT ObiTb peannsoBaHbl Yepe3 ceTb
NnocTaBlIMKa YCAYr, TO MO/b30BaTe/bCKasi CeTb He MOXKeT o06paboTaTb BblYMC/IEHUNE
HEe3aBMCMMOTrO NPOTOKO/1a BTOPOro YPOBHSA (A58 NpMmMepa: BbluMCAeHMe spanning tree), Taknum
obpa3om ceTu BAUALIOT APYr Ha Apyra.

CeTb npoBangepa
Knuent A KnueHnt A

NMpumeHeHne BPDU-TyHHeNA

14.2 KoH¢urypaumsa bpdu-tunnel
1. HacTpoiika rnobanbHoro MAC-agpeca TyHHens.
2. HacTpoika nopTta ana nogaepKku TyHHenA.
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1. HacTtpoika rnobansHoro MAC-aapeca TyHHens.

KomaHpga OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>} [protocol-mac <MAC
address>] [encape-type { ethernetii | lic | snap}] BkntoueHne/oTkAOYEHNE
{default-group-mac | group-mac <MAC address>} | rnobanbHoro MAC-agpeca TyHHens.
no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

2. HacTpoiika nopTa Ana NoAAEePKKU TYHHENS.

KomaHpga OnucaHue

PeXKum KoHGUrypmMpoBaHuaA nopra

bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>} BkntoyeHne/oTKAOYEHNE Ha nopTe
no bpdu-tunnel-protocol {dotlx | gvrp | stp | NoAAEPKKN TYHHENS.

user-defined-protocol <name>}

14.3 Mpumep bpdu-tunnel

CneuunanbHble AMHUU UCNOMb3YIOTCA ONepaTopom AA NOCTPOEHMA NOMAb30BATENbCKUX
ceTell BTOPOro ypoBHA. B pe3ynbTaTe, NoJsib3oBaTe/ibCKana CeTb pa3buBaeTca Ha 4acTu no
pas3NnYHble CTOPOHbI CETEBOrO NpoBanaepa. Kak NnokaszaHoO Ha pUCYHKe, Noab3oBaTenb A nmeet
nBa yctpoictea (CE1 u CE2) u oba 3Tux ycTpolcTBa NpuHaasexkaT K HekoTopomy VLAN.
MNMonb3oBaTenbCKaa ceTb pasgeneHa Ha cetb 1 M ceTb 2, KOTOpble COEAMHAIOTCA Yepes CeTb
nposaiaepa. Koraa nakeTbl NPOTOKONA YPOBHA 2 He MOryT ObiTb peasin3oBaHbl Yepes ceTb
nocTaBWMKa YCAyr, TO NONb30BaTe/NbCKaa CeTb He MoXKeT 06paboTaTb BblYMC/IEHME
HE3aBMCMMOTO MPOTOKO/1A BTOPOro YPOBHSA (41A npumepa: BblYMCAEHUE spanning tree), Takum
o6pasom ceTu BAUAIOT APYr Ha Apyra.

MpnmeHeHne BPDU-TyHHeNA

C BPDU Tunnel, nakeTbl NpOTOKO/1a BTOPOro YPOBHA OT MO/1b30BaTE/IbCKON CETU MOTyYT
6bITb NepeaaHbl Yepes ceTb onepaTopa B cnegytowei nocaes0BaTeNbHOCTU:

1 Mocne nonyyeHMA naketTa NPOTOKONA BTOPOro YPOBHA OT MepBOM ceTu
nonb3osaTtena A, PE 1 B ceTu onepaTtopa nakeT MHKancynupyetca, MAC-agpec Ha3zHayeHuA
3aMeHAeTCA KOHKpeTHbiIMm multicast MAC-agpecom, n 3aTem MaKeT NepecbinaeTca B CeTu
onepartopa.

2 MHKancynMpoBaHHbIN NAaKeT NPOTOKOAA BTOPOro ypoOBHA (Ha3biBaeMblii NAaKETOM
BPDU Tunnel) nepecbinaetcs K PE 2 Ha Apyroi KOHel, CETU, T4e MaKeT AeUHKancyanpyeTcs,
BO3BpaLlaeTca opurnHanbHbin MAC-Ha3HaYeHMA MaKkeTa M 3aTem NakeT MnocblaaeTcs cetu 2
nosb3osaTens A.
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CeTb npoBangepa
KnuneHTt A KnueHT A

MpumeHeHne BPDU-TyHHenNA

HacTpoiika bpdu-tunnel Ha kKommyTaTopax PE1 n PE2:

HacTpoiika PE 1:

PE1l (config) # bpdu-tunnel-protocol dotlx default-group-mac
PE1l (config) # bpdu-tunnel-protocol stp default-group-mac
PE1l (config) # bpdu-tunnel-protocol gvrp default-group-mac
PEl (config-if-ethernetl/0/1)# bpdu-tunnel-protocol dotlx
PE1 (config-if-ethernetl/0/1)# bpdu-tunnel-protocol stp
PEl (config-if-ethernetl/0/1)# bpdu-tunnel-protocol gvrp

HacTtpowka PE 2:

PE2 (config)# bpdu-tunnel-protocol dotlx default-group-mac
PE2 (config)# bpdu-tunnel-protocol stp default-group-mac
PE2 (config) # bpdu-tunnel-protocol gvrp default-group-mac
PE2 (config-if-ethernetl/0/1)# bpdu-tunnel-protocol dotlx
PE2 (config-if-ethernetl/0/1)# bpdu-tunnel-protocol stp
PE2 (config-if-ethernetl/0/1)# bpdu-tunnel-protocol gvrp

144 YcrpaHeHue HeucnpasHocTeit bpdu-tunnel
Mocne oTkNtoueHMA GyHKUMIA stp, gvrp, dotlx Ha NopTe, MOXKHO HAacTPOUTb GYHKLUUIO
bpdu-tunnel.
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15 HACTPOMKA BUPTYAJIbHbIX NOKA/IbHbIX CETEM -
VLAN

15.1 KoHdurypuposaHue VLAN

15.1.1 HauyanbHble cBegeHusa o VLAN

VLAN (Virtual Local Area Network — BMpTyanbHas /ioKanbHaA ceTb) — TEXHO/OTUA,
pasgenAlwan Nornmvyeckne agpeca YCTPoOWCTB B CETU ANA OTAENEHMA CErMEHTOB CeTU B
33aBUCUMOCTU OT OYHKLIMM, BbIMOJIHAEMbIX YCTPOMCTBaMMU, MNPUIONKEHUA uanM TpeboBaHWM
ynpasneHus. Takmm o6pa3om, BUPTyaNbHble JNOKaNbHble TrPYynnbl MOryT ¢$GopmMpoBaTbCA
He3aBMCUMO OT GU3NYECKOTo pacnonoxkeHusa ycrpoicts. |IEEE onybamkosan npotokon |EEE
802.1Q pna craHgapTtmsaumm npumeHenma VLAN. VLAN Ha KommyTtatope paboTaeTr B
COOTBETCTBMU C 3TUM MPOTOKONIOM.

OcHoBHaAa npgea TexHonormn VLAN B ToM, 4TObbl pa3genvtb AMHAMUYECKM HonbLyro
JIOKA/NIbHYIO CeTb Ha HECKOJ/IbKO HE3aBUCMMbIX LUIMPOKOBELLATE/IbHbIX JOMEHOB B COOTBETCTBUMU C
TpeboBaHMAMM, NPeabABAAEMbIMU K CETHU.

SwitchA SwitchB SwitchC

VLAN 1

Server1 Server2 Server3

VLAN 2

Phone2
VLAN 3
AFEEEEEEERRR o/ RN AEFEEEERERRR
PC1 PC2 PC3

Jlornyeckoe onpegenenune cetn VLAN
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Kaskablii LUIMpoKoBeLLaTeIbHbIA AoMeH Ha pucyHKe asasetca VLAN. VLAN bl umetoT Te
e CBOMCTBa, YTO U ¢M3NYECKMe ceTu, 3a WUcKauYeHnem Toro, yto VLAN — noruyeckoe

obbeanHeHne, a He ¢u3myeckoe. MoaTtomy obbeamHeHne VLAN'0OB mMoXKeT co3gaBaTbCA BHE
3aBMCMMOCTM  OT  PU3MYECKOrO  PACMOJIOXKEHMA  YCTPOMCTB M LUMPOKOBELLATENbHbIN,
MHOrONo/b30BaTENIbCKUA U OA4HOMO/Ib30BATENbCKUIN TpaduK BHYTpU VLAN oTaeneH oT gpyrux
VLAN’oB.
Bnaropaps BblilenepeyncneHHbiMm ocobeHHocTaAMm, TexHonormsa VLAN obecneuynBaet
cnepyowme npeMmyLLecTsa:

. Ynyduiaetca npomM3BoAUTEIbHOCTb CETY;
. DKOHOMSATCA CeTeBble Pecypchbl;

. YnpoujaeTtca ynpasieHUe CeTblo;

. CHU)KaeTca CTOMMOCTb CeTu;

. Ynydywaetca 6e3onacHOCTb ceTu;

Ethernet nopTbl KOMMmyTaTopa MoryT paboTaTb B TpPeX Pas/IMUHbIX perknmax: Access,
Hybrid 1 Trunk. Kaxkaplit pexxmum nmeet cBoi cnocob nepecbi/IKK NakeToBs, C METKOMN Uau 6es.

MopTbl TMNA Access npuHaanexkaT Toabko oaHomy VLAN. O6bIYHO OHM UCNONb3YHOTCA
ONA NOAKNIOYEHNA K KOMMbIOTEPY.

MopTbl TMNa Trunk NoO3BOANAKOT NepecbinaTb NakeTbl Heckonbkux VLAN’oB. OHM moryT
MCMONb30BaTbCA  AN1IA  COeAMHEHUA  MeXAy  KOMMYTaTOpaMM  WMAWM  MOAKAKOYEHUA
No/sib30BaTe/IbCKUX YCTPOMCTB.

MopTbl TMNa Hybrid TakXe no3BoAAOT nepecbinatb naketbl Heckonbkux VLAN'oB. OHuM
MOTYT MCMNONb30BATbCA ANA COEAMHEHUA MEXXAY KOMMYTATopamMu UAW  NOAKIYEHMUA
NoNb30BaTENIbCKUX YCTPOWCTB.

MopTbl TMNoB Hybrid u Trunk NpMHUMalOT AaHHblE NO OAHOMY anropuTMy, HO MeToApbl
OTNPaBKM AaHHbIX OTAMYatOTCA: NopTbl TMNa Hybrid moryT oTnpaBnATb NakeTbl B pa3inyHble
VLAN’bI 6e3 meTkn VLAN’a, Toraa Kak nopTbl TMna Trunk oTnpasaAoT nakeTbl pa3nmyHbix VLAN
ToNbKO ¢ MmeTKoM VLAN’a, 3a nckntoueHmem VLAN, nponncaHHOro Ha nopTy Kak native.

MpumeHeHune VLAN u GVRP (GARP VLAN Registration Protocol — npoTtokon peructpaumm
GARP VLAN) Ha KommyTaTope onucbiBaeTca B cTaHgapTe 802.1Q. [JaHHasA rnasa AeTasibHO
obbaAcHAET ncnonb3oBaHue U KoHourypaumio VLAN’os n GVRP.

15.1.2 KoHdurypuposaHue VLAN

. Co3pganune unun yganenme VLAN;

. YcTaHoBKa unu yaaneHue umenun VLAN'a;

. MpucoegunHeHne nopta kKommytaTopa K VLAN'y;

. YCTaHOBKa T1Na nopTa KOMMYTaTopa;

. Hactpowka TpaHKoBOro nopTa;

. Hactpowka nopta goctyna;

. Hactpoiika rubpugHoro nopta;

. BKntoueHwue/BbikNtoueHne npasmn 06paboTkm BxogHbIx naketoB VLAN Ha nopTax;
. KoHpurypauma npusaTtHoro VLAN’a;

10. HacTpolika csasein npusatHoro VLAN'a;

11. OnpepnenexHuve BHyTpeHHero naeHTudmkatopa VLAN a;

OO NOOTULLPE WN -

. QT:CH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

TexHuyeckoe onucaHune
HacTpolika BUPTyaibHbIX IOKabHbIX ceTeit — VLAN

1. Co3paHune unun yganenme VLAN

104

KomaHpga

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

vlan WORD
no vilan WORD

Co3paHue/yapaneHune VLAN’a unu Bxopa, B
pexxnum VLAN’a

2. YcTaHOBKa unu yganeHune nmenun VLANa

KomaHpga

OnucaHue

VLAN M

ode

name <vlan-name>
no name

YcTaHoBKa unu yganenme umenn VLAN'a

3. MpucoegmHeHne nopta KommyTtaTopa K VLAN'y

KomaHpa

OnucaHue

VLAN M

ode

switchport interface <interface-list>
no switchport interface <interface-list>

HasHauyeHue nopta kommyTtatopa VLAN'y

4. YcTaHOBKa TMMa nopTa KOMMyTaTopa

KomaHpga OnucaHue
Pexxum KoHOUrypupoBaHMa nopTa
YcTaHOBKa TEKyLero nopra Kak
switchport mode {trunk | access | hybrid} TPAHKOBOTO, nopta jocTyna nnm
rmépuaHoro.

5. HacTpoitKa TpaHKoBOro nopTa

no switchport trunk allowed vlan

KomaHpga OnucaHue
Pexxum KoHPUrypupoBaHua nopra
switchport trunk allowed vlan {WORD | all | :CLanHMOCZ:a: Zf‘(a;;a:o”; TDaHK Ko\n;:iN :B’
add WORD | except WORD | remove WORD} | P Y TRAHKY. A
«NO» BOCCTaHaBAMBAET 3HayeHuMe Mo

YMONYaHUIO.
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switchport trunk native vlan <vian-id> YcTaHoBKa/yaaneHue PVID ana
no switchport trunk native vian TPaHKOBOro nopra.

6. Hactpowka nopTa goctyna
KomaHpga OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

switchport access vlan <vlan-id>
no switchport access vlan

[obasnsaeT TeKyWM NOPT K yKa3aHHOMY
VLAN’y. KomaHga NO BoccTaHaBnvBaeT
3HaYeHMe No YMOIHaHMIO.

7. Hactpoiika rubpuaHoro nopra

KomaHpa

OnucaHue

PeXKum KoHPUrypmMpoBaHuaA nopra

switchport hybrid allowed vian {WORD | all |
add WORD | except WORD | remove WORD}

{tag | untag}
no switchport hybrid allowed vilan

YcTaHoBKa/yaaneHue VLAN’a,
NPUNUCAHHOTO K TMbpuAHOMY MOpTy C
peXMmom MmeTku nam 6es Hee.

switchport hybrid native vlan <vian-id>
no switchport hybrid native vian

YcraHoBKa/yaaneHune PVID Ha nopry.

8. BKntoueHue/BbikNtoYeHWE NpaBun 06paboTkm BxoaHbIx NakeToB VLAN Ha nopTax

KomaHpga

OnucaHue

Pexxum KoHPUrypupoBaHua nopra

vlan ingress enable BkntoyeHune/BbikNoYeHMe BXOAALLMNX
no vlan ingress enable npasun Ha VLANe.
9. KoHourypaums npmsatHoro VLAN’a
KomaHpga OnucaHue
VLAN mode
Ko auma Tekywero VLAN’a kKa

private-vlan {primary | isolated | community} ASMITPELR TR HaK
no brivate-vlan npusatHoro. KomaHpa NO yaandet

P npusaTHbIN VLAN.

QTECH
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10. HacTtpotiika ceAser npmsatHoro VLAN’a

KomaHpga OnucaHue

VLAN mode

private-vlan association <secondary-vlan-list> | YcraHoBKa/yaaneHue cBA3ei NPUBATHOIO

no private-vlan association VLAN'a.

11. OnpepeneHuve BHyTpeHHero naeHTneumkatopa VLAN'a

KomaHpga OnucaHue
Pexxum rnobanbHOro KoHpurypmposaHus
vlan <2-4094> internal Onpepenaet , MAHTUGUKATOP
BHyTpeHHero VLAN’a.

15.1.3 TunuyHoe npumeHeHue VLAN’a

B cootBeTcTBMM C TpeboBaHMAMW NPUNOKEHUIA M 6E30MaCHOCTU CyLLEeCTBYHOLLYHO
JIOKaNbHYIO ceTb Heobxoaumo pasaenntb Ha Tpu VLAN. Tpu VLAN mmeloT uaeHTndumkaTopsl
VLAN2, VLAN100 n VLAN200. 31 Tpn VLAN oxBaTbiBalOT ABa Pa3nMyHbIX GU3IMYECKUX MecCTa

pasmelleHuna: naowankm A u B.
Ha Kaxaon nnowagke nmeetca KOMMyTaTop, TpeboBaHUA K CBA3M MeXAy NAoWwaaKkaMum

YO,0BNETBOPAKOTCA, €CIM KOMMYTAaTOPbl MOTYT BbINOAHATL 06MeH Tpadukom VLAN.

O6beKT KoHpUrypauum OnucaHue KOHpUrypaummu
VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5.
VLAN200 Site A and site B switch port 6-7.
Trunk port Site A and site B switch port 11.

TpaHKoBble NOPTbl C 06EMX CTOPOH MOAKNOYEHbI K TPAHKOBOMY KaHany A/a nepenayu
mexay ysnamu Tpaduka VLAN’a. OcTanbHble YCTPOMCTBA MOAKAOYEHBbI K APYrMM MopTam

VLAN’oB.
B paHHOM npumepe noptbl 1 u 12 cBob6oAHbI U MOTyT 6bITb MCMO/b30BaHbI ANA

yNPaBAALWMX MOPTOB UAN APYIUX LLENEeN.
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VLAN 100

{2 R

l
i

VLAN 2 VLAN 200

/EEEEE R e, - FEFEEEEEEE

55550088000

[
Il

l
i

1/0/4 1/0/5
1/0/3 1/0/6

1/0/7

SwitchA [1/0/11

SwitchB
1/0/7

10/6

1
1/0/4 1/0/5

VLAN 2 VLAN 200
R — e AEEEEE R

— sl
VLAN 100

TunnyHasa Tononorus npumeHeHns VLAN’a

Llarn KoHOUrypaumm onmcaHbl HUXKe:

Kommyratop A:

Switch (config) #vlan 2

Switch (Config-Vlan?2) #switchport interface ethernet 1/0/2-3
Switch (Config-Vlan2) f#exit

Switch (config) #vlan 100

Switch (Config-V1anl100) #switchport interface ethernet 1/0/4-5
Switch (Config-V1anl00) #exit

Switch (config) #vlan 200
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Switch (Config-vV1an200) #switchport interface ethernet 1/0/6-7
Switch (Config-vV1an200) #exit
Switch (config)#interface ethernet 1/0/11
Switch (Config-If-Ethernetl/0/11) #switchport mode trunk
Switch (Config-If-Ethernetl/0/11) #exit

Switch (config) #

Kommyratop B:

Switch (config) #vlan 2

Switch (Config-Vlan2) #switchport interface ethernet 1/0/2-3
Switch (Config-Vlan2) f#exit

Switch (config) #vlan 100

Switch (Config-V1anl100) #switchport interface ethernet 1/0/4-5
Switch (Config-vV1anl00) #exit

Switch (config) #vlan 200

Switch (Config-vV1an200) #switchport interface ethernet 1/0/6-7
Switch (Config-vV1an200) #exit

Switch (config)#interface ethernet 1/0/11

Switch (Config-If-Ethernetl/0/11) #switchport mode trunk
Switch (Config-If-Ethernetl/0/11) #exit

15.1.4 TunuyHoe NpuMeHeHue rMbpuaHbIX NOPTOB

SwitchA

1/0/10

1/0/10

Il

SwitchB

| ——
PC2
TunnyHoe NpuMeHeHne rMbpuaHoronopTa

PC1 noakntoueH K uHTepdelicy Ethernet 1/0/7 kommyTtaTopa B, PC2 nogknwoueH K
nHtepdeiicy Ethernet 1/0/9 kommyTaTtopa B. Mopt Ethernet 1/0/10 KommyTaTopa A K nopTy
Ethernet 1/0/10 kommyTaTopa B.

Tpebyetca, utobbl PC1 1 PC2 He BUAEnn Apyr Apyra no coobpakeHMam cekpeTHocTu. Ho
PC1 n PC2 pgonxHbl UmeTb 4OCTYN K APYrMM CeTeBbIM pecypcam Yyepes LWAK3 KommyTaTopa A.
Mbl MOXKeM peann3oBaTb 3Ty cxemMy Yyepes rubpuaHbIi noprT.
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KoHdurypauma o6beKTOB Kak ONMCaHO HUXKeE:

MopTt Tun PVID Mponyckaembie VLAN’bi

Port 1/0/10 of Switch A Access 10 MponyckaeT naketbl VLAN’a 10 6e3
METOK.

Port 1/0/10 of Switch B St 10 MNMponyckaet naketbl VLAN0B 7,9, 10
6e3 MeToK.

Port 1/0/7 of Switch B Hybrid 2 MponyckaeT naketbl VLAN’0oB 7, 10 6e3
METOK
Mn VLAN’ 1

Port 1/0/9 of Switch B Hybrid 9 POMYCKaeT NakeTb! 089,10 bes

METOK.

LLlary KoHPUrypaLumMm onmcaHbl HUKE:

Kommyratop A:
Switch (config)#vlan 10
Switch (Config-Vl1anl0) #switchport interface ethernet 1/0/10

KommyTartop B:

Switch (config)#vlan 7;9;10

Switch (config)#interface ethernet 1/0/7

Switch (Config-If-Ethernetl/0/7) #switchport mode hybrid

Switch (Config-If-Ethernetl/0/7) #switchport hybrid native vlan 7

Switch (Config-If-Ethernetl/0/7) #switchport hybrid allowed wvlan 7;10
untag

Switch (Config-If-Ethernetl/0/7) #exit

Switch (Config) #interface Ethernet 1/0/9

Switch (Config-If-Ethernetl/0/9) #switchport mode hybrid

Switch (Config-If-Ethernetl/0/9) #switchport hybrid native vlan 9

Switch (Config-If-Ethernetl/0/9)#switchport hybrid allowed wvlan 9;10
untag

Switch (Config-If-Ethernetl/0/9) #exit

Switch (Config) #finterface Ethernet 1/0/10

Switch (Config-If-Ethernetl/0/10) #switchport mode hybrid

Switch (Config-If-Ethernetl1/0/10) #switchport hybrid native vlan 10

Switch (Config-If-Ethernetl1/0/10) #switchport hybrid allowed vlan 7;9;10
untag

Switch (Config-If-Ethernetl/0/10) #exit

15.2 KoHdurypuposaHue TyHHensa Dot1lQ

15.2.1 O6wme cBepgeHus o TyHHenax Dotlq

TyHHenb Dotlqg, Takke HasbiBaembli QinQ (802.1g-in-802.1q), siBnsAeTca pacliMpeHnem
npotokona 802.1q. OcHOBHas uaeA 3akao4yaeTcas B YNakoBKe MeTKM KaueHTckoro VLAN’a
(CVLAN tag) B meTKy VLAN’a cepBuc-nposanaepa (SPVLAN tag). MakeT c aByma meTkamu VLAN'a
nepeaaeTca yepes MarncTpanbHylo ceTb MHTEPHET-NpoBanaepa, Takum obpasom obecneunsan
NPOCTOM TYHHENb BTOPOrO YPOBHA A/1A MOAb30BaTeNA. ITO NPOCTO M NErKo ANA ynpaBaeHus,
NPMMEHUMO TONIbKO Ha CTaTUYECKUX KOHPUTYpaLMAX U cneumanbHO aganTMpoBaHo 4na
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HeboNbWKNX OPUCHBIX UAN METPO-CETEN, UCNO/b3YIOWMX KOMMYTAaTOPbl TPETbErO YPOBHA KaK
MarucTpasbHoe obopyaoBaHue.

Kak nokasaHo Bbiwe, Mocae BKAIOYEHUA Ha KAMEHTCKOM nopTy, TyHHenb Dotlq
NPMUCBaNBAET KaXkAoMy NnoJsib3oBaTtento naeHTneumkatop SPVLAN (SPVID). 3pecb naeHtudpuKkaTop
nonb3osaTens — 3. Takom e SPVID mosKeT 6bITb MPUCBOEH TaKMM e N0/1b30BaTeNAM Ha APYrnx
PE. Korga naket npuxogut ¢ CE1 Ha PE1, oH HeceT meTkn VLAN’0o8 200-300 BHYTpeHHEN ceTu
nonb3oBaTensa. Korga TyHHenb Dotlqg BKAOYEH, KAMEHTCKUIM nopT Ha PE1 pobasnseT B nmaker
aononHutenbHble meTkn VLAN’0OB, y KOTOpbIX MAEHTUPUKATOPOM ABNAETCA HA3HAYEHHbLIN
nonb3osaTento SPVID. MoTom nakeT 6yaet HanpasaeH TonbKo B VLAN3, KoTOpbIN yXxoAuT B CETb
WUHTEepHeT-NpoBalaepa, u byaeTr Hectn ase meTkM VLAN’0B (BHYTpeHHAA meTKa pobasneHa,
Korga nakeT npuwen Ha PELl, n gpyras asnsetca SPVID), B TO Bpems KaK MHPopmauusa o
KnmeHTcknux VLAN oTKpbiTa ana npoBangepa cetu. Korga naket gocturHet PE2 m nepep
oTnpaBkoi Ha CE2 ¢ KnneHTCcKoro nopta Ha PE2, BHewHAA meTka VLAN’a yaanaeTtca v naker,
npuweawmi Ha CE2, cTaHOBUTCA NONHOCTbIO MAEHTMYEH NaKkeTy, oTnpasnaeHHomy ¢ CELl. Ons
nosb3oBaTenA ponb onepatopa cetn mexay PE1 n PE2 3akntoyaetca B obecneyeHUU KaHana
BTOPOro YyPOBHA.

CeTtbnpoBangepa
Knnent A Knnent A

VLAN 200-300 VLAN 200-300

MexceTeBoe B3anmogencTane Ha ocHose Dot1q TyHHensA

TexHonorma TyHHenA Dotlg no3BonseT MHTEPHET-CePBUC-NPOBANAEPY NOALEPHKMBATD
MHOecTBO KameHTcknx VLAN’oB ¢ nomoulbto ogHoro ceoero VLAN’a. lMNpoBaigep U KAKEHT
MOTYT KOHPUrypmposaTb cBon VLAN'bI HE32aBUCUMMO ApYT OT Apyra.

TexHonorma TyHHenAa Dotlq nmeet cneaytolme XapakTepUCTUKK:

. MpUMeHMMa Yepes NPOCTYI0 CTaTUYECKYHD KOHPUIypaLmio, HE HY)KHbI C/I0OXKHan
KOHOUIypaumsa u maHUnynaumu;
. Onepatop npucsansaeT oguH SPVID KaxgomMy Noib3oBaTesto, YTo yBeNYnMBaET

KOZIMYECTBO OAHOBPEMEHHO NOAAEPKMBAEMbIX NONb30BATENEN; B TO e BPeMA No/Ab30BaTeNN
MMELOT NONHYIO cBoboay Npu Bbibope U ynpasaeHun naeHtudumkatopos VLAN (nonb3oBatesnb
BblObunpaeT U3 ananasoHa ot 1 g0 4096);

. KnneHTcKkaa ceTb NOMHOCTbIO He3aBUCMMa. Korga MHTepHeT-cepBUC-NpoBaiaep
MOAEPHU3NPYET CBOIO CETb, KIMEHTCKUE CETU He TPebyOT MU3MEHEHMA KOHOUIypauuuy;

15.2.2 KoHdurypuposaHue TyHHensa Dotlq
1. KoHpurypuposaHue ¢pyHKUMKM TyHHenAa Dotlq Ha nopTy;

2. KoHourypuposaHue Tvna npotokona (TPID) Ha nopTy;

1. KoHdurypmposaHue pyHKunmn TyHHena Dotlq Ha nopTy

. QT:CH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

Vbbb
beevarTiey oo

TexHnyeckoe onucaHue
HacTpolika BupTyanbHbIX I0KabHbIX ceTeit — VLAN 111

KomaHpga OnucaHue

Pexxum KoHPUrypupoBaHua nopra

dotlg-tunnel enable Bxoa/Bbixoa U3 pexknma TyHHena dotlg-Ha
no dotlg-tunnel enable nopTty

2. KoHourypuposaHue Tvna npotokona (TPID) Ha nopTy

KomaHpga OnucaHue

Pexxum KoHPUrypupoBaHua nopra

dotlg-tunnel tpid | KoHpurypuposaHue TMna npoToKoaa Ha
{0x8100|0x9100|0x9200| <1-65535>} MarmcTpasbHOM MopTY.

15.2.3 TunuyHoe npumeHeHue TyHHenAa Dotlq
CueHapuii:
MorpaHunyHble y3nbl PE1 n PE2 uvHTepHeT-npoBaiaepa nepecbinatoT gaHHole VLAN 0B

200-300. Mexay CE1 n CE2 knuneHTcKom cetn yepes VLAN3. MopT PE1 nogkntoveH K CEL, nopt
10 noakntodeH K nybanyHon cetun, TPID nogkntoueHHoro obopyaosarHusa — 9100; Mopt 1 PE2
nogkntoveH K CE2, nopt 10 nogKntoyeH K nybanyHom ceTw.

Obvekr OnucaHue KOH$Urypauum
KoHurypauuu
VLAN3 MopT 1/0/1 y3noB PE1 n PE2.
dotlg-tunnel Mopt 1/0/1 y3nos PE1 n PE2.
tpid 9100

Mpoueaypa KOHOUrypaumMm onnucaHa HUXxe:

PE1:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/0/1
Switch (Config-Vlan3) #exit

Switch (Config)#interface ethernet 1/0/1

Switch (Config-Ethernetl/0/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/0/1)# exit

Switch (Config) #interface ethernet 1/0/1

Switch (Config-Ethernetl/0/1) #switchport mode trunk
Switch (Config-Ethernetl/0/1) #dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/0/1) #exit

Switch (Config) #
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PE2:

Switch (config) #vlan 3

Switch (Config-Vlan3) #switchport interface ethernet 1/0/1
Switch (Config-Vlan3) f#exit

Switch (Config)#interface ethernet 1/0/1

Switch (Config-Ethernetl/0/1)# dotlg-tunnel enable
Switch (Config-Ethernetl/0/1)# exit

Switch (Config) #interface ethernet 1/0/1

Switch (Config-Ethernetl/0/1) #switchport mode trunk
Switch (Config-Ethernetl/0/1) #dotlg-tunnel tpid 0x9100
Switch (Config-Ethernetl/0/1) #exit

Switch (Config) #

15.2.4 YcrpaHeHue HeucnpasHocTen TyHHensa Dotlq

X BkntoueHune TyHHena Dotlg Ha TpaHKOBOM MNOPTY AenaeT MeTKY nakeTa AaHHbIX
HenpeacKkasyemon, 4YTO He noaxoguT npuaoKeHuam. [losTomy He peKkomeHayeTcA
ncnonb3oBaTb TYHHenb Dotlq Ha TpaHKOBOM NopTy.

/7

R Ncnonb3oBaHue TyHHens coBmecTtHo ¢ STP/MSTP He noaaepskusaeTcs
X Mcnonb3osaHue TyHHena coemectHo ¢ PVLAN He nogaeprkusaeTcs.

15.3 KoH¢urypuposaHue Selective QinQ

15.3.1 O6wme cBepgeHu o Selective QinQ

Selective QinQ pacwupeHne yHKUMN TyHHenunposaHuA dotlg . OH TerMpyeTt nakeTbl
(OHM nonyyatocs NO O4HOMY MNOPTY) C PasMYHbIMKM BHewHUMKU Teramm VLAN Ha ocHoBe
Pa3/IMYHbIX BHYTPEHHWUX TEFOB B COOTBETCTBMM C TpeboBaHUAMM NONb30BaTENA, NOSTOMY NAKETbI
Pa3/IMYHOrO TMMA OTHOCATCA K pa3inyHbiM VLAN Ha OCHOBE pa3/iMyHbIX NyTen nepegayn.

15.3.2 KoHdurypauusa Selective QinQ

1. HacTpolika rnobanbHO MAM Ha NOPTax CBA3M BHYTPEHHETO N BHELIHEro
TerMpoBaHuA.

2. Hactpoiika selective QinQ Ha nopTe

1. HaCTpOVIKa rnob6anbHO AN Ha nopTax CBA3UN BHYTPEHHEIO U BHELWHETO
TErTMPOBAHUA.

KomaHpga OnucaHue

PexXum rno6anbHoOro KOHGUrypupoBaHmMa AU KOHGUrypupoBaHUsa nopra

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c-
vid-list>

no dotlg-tunnel selective s-vlan <s-vid> c-vlan
<c-vid-list>

BkatoueHne/oTkNoYeHNe rnobanbHO MK
Ha NOpTax CBA3M BHYTPEHHEro 1 BHELUHEro
TernpoBaHus ana selective QinQ.
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2. HacTtpoika selective QinQ Ha nopTe
KomaHpga OnucaHue

Pexxum KoHPUrypupoBaHua nopra

dotlg-tunnel selective enable BkatoyeHune/oTktoueHue selective QinQ Ha
no dotlg-tunnel selective enable nopre.

15.3.3 TunuuyHoe npumeHeHue Selective QinQ

VLAN 100-200 VLAN 201-300

SEE558588R8R

5555880808

VLAN 1000;2000

VLAN 201-300

MpumeHeHue Selective QinQ

1. Ethernet1/0/1 kommyTaTopa A npeaocTaBaseT AOCTYN K CceTU 0b6Liero nosb3oBaHMA
Ana nonb3osaTenen PC u Ethernet1/0/2 kommyTatopa A npeaocTaBaseT AOCTyN K ceTu obuwero
nosb3oBaHUA Ans nonb3osaTeneit ¢ IP tenedoHom, nonb3osatenu PC npuHaanexkat K VLAN 100-
VLAN 200, u nonb3oBatenu c tenepoHamm IP npmuHagnexat k VLAN 201-VLAN 300. Ethernet
1/0/9 kommyTaTopa A coeinHeHa € ceTbio 06LLEero Noab30BaHUA.

2. Ethernet1/0/1 v Ethernet1/0/2 kommyTaTopa B npeaocTaBnaeT ceTeBoi A0CTyn ANA
nonb3osaenei PC, npuHagnexauwmx VLAN 100- VLAN 200 u nonb3oBatenei c IP tenedpoHamum,
npuHagnexawmx VLAN 201-VLAN 300 cooTtBetctBeHHO. Ethernet 1/0/9 coeamnHeHa c ceTbio
obLero noab3oBaHUA.

3. CeTb 06U1ero Noab30BaHUA paspellaeT nepecbiatb naketsbl 8 VLAN 1000 1 VLAN 2000.
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4. BkntoyeH selective QinQ Ha noptax Ethernet1/0/1 u Ethernet1/0/2 Ha KommyTaTopax
A n B cootsetctBeHHO. [lakeTbl VLAN 100- VLAN 200 otmeueHbl Terom VLAN 1000 Kak
BbixogAawmi ter VLAN Ha Ethernet1/0/1, n nakeTbl VLAN 201- VLAN 300 otmeueHbl Terom VLAN
2000 Kak Bbixogawmii Ter VLAN Ha Ethernet1/0/2.

KoHdurypumposaHue:

# Co3paHue VLAN 1000 and VLAN 2000 on SwitchA.
switch (config)#vlan 1000;2000

# Hacpoiika Ethernet1/0/1 KaKk rubpuaHoro nopTa v HacTpoiika yaaneHus tera VLAN npu

nepecbliike naketos 8 VLAN 1000.
switch (config-if-ethernetl/0/1)#switchport hybrid allowed wvlan 1000
untag

# Hactpolika npaBua otobparkeHus ana selective QinQ Ha Ehernet1/0/1 ans nomeleHun

Tera VLAN 1000 Kak Bbixogauwero Tera VLAN B nakeTbl ¢ Teramu VLAN 100-VLAN 200.
switch (config-if-ethernetl/0/1) #dotlg-tunnel selective s-vlan 1000 c-
vlan 100-200

# BknoveHue selective QinQ Ha Ethernet1/0/1.
switch (config-if-ethernetl/0/1)#dotlg-tunnel selective enable

# HacTtpoliika Ethernet 1/0/2 kak rubpuaHoro noprta U HacTpoika yaaneHus tera VLAN
npu nepecbinke naketos 8 VLAN 2000.

switch (config-if-ethernetl/0/2) #switchport mode hybrid

switch (config-if-ethernetl/0/2)#switchport hybrid allowed wvlan 2000
untag

# HacTpoiika npasun otobpaxeHus ans selective QinQ Ha Ehernet1/0/2 ana nomelueHus

Tera VLAN 2000 Kak sbixogauwero Tera VLAN B nakeTbl ¢ Teramun VLAN 201- VLAN 300.
switch (config-if-ethernetl/0/2) #dotlg-tunnel selective s-vlan 2000 c-
vlian 201-300
# Briouenme selective QinQ Ha Ethernet 1/0/2.
switch (config-if-ethernetl/0/2) #dotlg-tunnel selective enable

# Hactpolika nopta Ethernet 1/0/9 Kak rubpuaHoro nopTa 1 HacCTPOMKA COXpaHEHUs Tera

VLAN npu nepecbinke naketos 8 VLAN 1000 n VLAN 2000.

switch (config-if-ethernetl/0/2)#interface ethernet 1/0/9

switch (config-if-ethernetl/0/9) #switchport mode hybrid

switch (config-if-ethernetl1/0/9) #switchport hybrid allowed vlan 1000;2000
tag

Mocne nposeaeHUA KoHPUrypaumm, naketbl VLAN 100-VLAN 200 ot Ethernet1/0/1
aBTomaTmyeckm otmevatotca Terom ¢ VLAN 1000 Kak BbixogAawmm terom VLAN, n naketbl VLAN
201- VLAN 300 ot Ethernetl/0/2 aBTtomaTuyeckm oTmeyarotca Terom ¢ VLAN 2000 Kak
BbixoaAwmMm Terom VLAN Ha SwitchA.

HacTpoinkn Ha Switch B aHanormyHbl HacTpoMkam Ha Switch A, KoHdurypauma

cnepyowas:
switch (config)#vlan 1000;2000
switch (config)#interface ethernet 1/0/1
switch (config-if-ethernetl/0/1) #switchport mode hybrid
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switch (config-if-ethernetl/0/1) #switchport hybrid allowed wvlan 1000

untag

switch (config-if-ethernetl/0/1) #dotlg-tunnel selective s-vlan 1000 c-
vlian 100-200

switch (config-if-ethernetl/0/1)#dotlg-tunnel selective enable

switch (config-if-ethernetl/0/1) #interface ethernet 1/0/2

switch (config-if-ethernetl/0/2) #switchport hybrid allowed wvlan 2000
untag

switch (config-if-ethernetl/0/2) #dotlg-tunnel selective s-vlan 2000 c-
vlan 201-300

switch (config-if-ethernetl/0/2)#dotlg-tunnel selective enable

switch (config-if-ethernetl/0/9) #switchport mode hybrid

switch (config-if-ethernetl/0/9) #switchport hybrid allowed vlan 1000;2000

tag

15.3.4 YcrtpaHeHue HeucnpasHocten Selective QinQ

X dyHKumnm Selective QinQ u dotlg-tunnel He moryT BbITb 04HOBPEMEHHO
HACTPOEHbI Ha nopTe.

<> Tonbko cBA3b rN106anbHOro 0TobpaXKeHUA NN CBA3b 0TOOPAXKEHMA NOPTA MOXKHO

HacTpouTb ana selective QinQ.

15.4 Hacrpoiika TpaHcnauuu VLAN’oB

15.4.1 O6wmume cBegeHus o TpaHcnauum VLAN os

TpaHcnauma VLAN’0B, Kak cneayeTr M3 Ha3BaHWA, TPAHCAMPYET OPUTrMHa/bHbIN
naeHtuomkatop VLAN’a B HOBbIA B COOTBETCTBUM C TpeboBaHMAMM MoAb3oBaTeNda WUAM ANA
obMeHa AaHHbIMK mexay pa3nnyHbimu VLAN’amu. TpaHCcnauma MoXKeT NPUMEHATBCA Kak ans
BXoAALLEeN, Tak M ucxoasawen nHpopmauymn. laHHoe obopyaoBaHue NogaepKMBaeT USMEHEHUE
naeHtnoumkatopa VLAN’a ToNbKO Ha BXoze.

MpumeHeHWe n KoHpUryprposaHue TpaHcaauum VLAN oB noapobHo obbAcHAeTCA
hanee.

15.4.2 KoHdurypuposaHue TpaHcaauum VLAN’a

1. KoHdurypmposaHume PyHKunmn TpaHcaaumm VLAN’a Ha nopTy;

2. KoHpurypmposaHue cootseTcTBui TpaHcnaummn VLAN’a Ha nopTy;
3. NpocmoTp KoHbUrypaumm cooTBeTcTeuii TpaHcnaumm VLAN'a;

1. KoHdurypmposaHue pyHKumnm TpaHcaaumm VLAN’a Ha nopTy

KomaHpga OnucaHue

PexXxum KoHGUrypupoBaHUA nopra

vlan-translation enable

) BkntoyaeT nnu BbikAKOYaEeT perum TpaHcaaumm VLAN
no vlan-translation enable
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2. KoHdurypuposaHue cootBeTcTBMN TpaHcAAUMM VLAN a Ha nopTy

KomaHpga OnucaHue

PeXXxum KoHGUrypupoBaHUA nopra

vlan-translation <old-vlan-id> to
<new-vlan-id> in
no vlan-translation old-vlan-id in

[Nob6aBneHne/yaaneHne COOTBETCTBUMN TPAHCAALMMU
VLAN’oB.

3. MpocmoTp KoHoUrypaumm cooTBeTcTBUI TpaHcasaumm VLAN'a

KomaHpga OnucaHue

Pexxum aamuHucTparopa

MpocmoTp  CKOHOUIYPUPOBAHHbLIX  COOTBETCTBUM

show vlan-translation ,
TpaHcnaummn VLAN oB

15.4.3 Tunosoe npumeHeHue TpaHcaauuu VLAN’oB

CueHapuit:

MorpaHunyHble y3abl PE1 n PE2 nHTepHeT-npoBaigepa noaaep:kmaatotT VLAN aaHHbIx 20
mexkay CE1 n CE2 n3 knaneHTckon cetu, Yyepes VLAN 3. Mopt 1/0/1 PE1 MoaxntoyeH K CE1, nopT
1/0/10 nopkntoyeH K nybauyHon cetu, nopt 1/0/1 PE2 noaknouen K CE2, nopt 1/0/10
NoAKAtoYeH K Ny6anYHOM ceTu.

CeTtbnpoBangepa
KnueHnt A Knuent A
Cetb 1
«»
4-_>
Tononorus cetu ¢ TpaHcnsaumen VLAN oB
O6beKT KoHpUrypauumu OnucaHue KoHUrypauum
VLAN-translation Mopt 1/0/1 y3nos PE1 u PE2.
Trunk port MopTbl 1/0/1 1 1/0/10 y3nos PE1 u PE2.

Mpoueaypa KOHOUTYPUPOBAHUA YKa3aHa HUKE:
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PE1, PE2:

switch (Config)#interface ethernet 1/0/1

switch (Config-Ethernetl/0/1) #switchport mode trunk

switch (Config-Ethernetl/0/1)# vlan-translation enable
switch (Config-Ethernetl/0/1)# vlan-translation 20 to 3 in
switch (Config-Ethernetl/0/1)# vlan-translation 3 to 20 out
switch (Config-Ethernetl/0/1)# exit

switch (Config)#interface ethernet 1/0/1

switch (Config-Ethernetl/0/1) #switchport mode trunk

switch (Config-Ethernetl/0/1) #exit

switch (Confiqg) #

15.4.4 YcTpaHeHue HeucnpasHocTel TpaHcnauum VLAN o

O6blyHO TpaHcaAuma VLAN npumeHaeTca Ha TPaHKOBbIX NOpTax.

MpuoputeTbl Mexxkay TpaHcnauuelt VLAN’oB n Bxogauen punbtpaumen VLAN o
pacnpeaenatoTtca Tak: TpaHcnauma VLAN’oB Bbilwe Bxoaalen ¢punbTpaumm VLAN oB

15.5 KoHdurypaumua Multi-to-One VLAN TpaHcaauum

15.5.1 BeegeHue B Multi-to-One VLAN TpaHcaauuio

TpaHcnauma Multi-to-One VLAN — 310 TpaHcnauma ucxogHoro VLAN ID B HoBom VLAN ID
B COOTBETCTBMM C TpeboBaHMAMM NOAb30BaTeNen Ha Bocxoasawmi TpadduKk M Bo3BpaLLeHUe
ncxogHoro VLAN ID Ha HucxogAwmii Tpadpuk.

MpumeHeHne n KoHourypauma Multi-to-One VLAN nepegaum byayTt nogpobHO onmcaHbl
B 3TOM pasgaene.

15.5.2 Hacrtpoiika nepegaum Multi-to-One VLAN

1 Hactpoika Multi-to-One VLAN nepegayv HanopTe

2. MpocmoTp HacTpoek u Multi-to-One VLAN nepegay

1 Hactpoika Multi-to-One VLAN nepegaym HanopTe
KomaHpga OnucaHue

PexXxum KoHGUrypupoBaHUA nopra

vlan-translation n-to-1 <WORD> to
<new-vilan-id>
no vlan-translation n-to-1 <WORD>

BkntoueHue/oTkNO4EHUE TpaHcaauum Multi-to-One
VLAN

2. MpocmoTp HacTpoek Multi-to-One VLAN nepeaaun

KomaHpga OnucaHue

Pexxum aamuHucTparopa

MoKa3biBaeT CBA3aHHble HACTPOMKU TPaHCAALMUM
Multi-to-One VLAN
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15.5.3 TunuuyHoe npumeHeHue TpaHcaaumm Multi-to-One VLAN

CueHapwuii:

Monb3osatenn 1, 2 n 3 npuHaggnexat VLAN 1, 2 n 3 cooTBeTcTBeHHO. Bxoaawimi
TpadPUK AaHHbIX, nonb3osatenen 1, 2 n 3 6yaet nepeseaeH B VLAN1OO Ha uHTepdeice
Ethernet1/0/1 co ctopoHbl SwitchA. Takum ke obpasom byaeT nepefaH TpaddUK AaHHbIX
nonb3osaTtenen 3,4 u 5.

dnemeHT KOHpUrypaummu OnucaHue
VLAN SwitchA, SwitchB
Hucxogawmin nopt 1/0/1 v Bocxoaawmii nopt 1/0/5 Ha
LSS SwitchA n SwitchB
Multi-to-One VLAN-TpaHchsumn Hucxoaawmn nopt 1/0/1 Ha SwitchA n SwitchB

Mpoueaypa HaCTPONKM:

Switchl, Switch2:

switch (Config)# vlan 1-3;100

switch (Config-Ethernetl/0/1) #switchport mode trunk

switch (Config-Ethernetl/0/1)# vlan-translation n-to-1 1-3 to 100
switch (Config)#interface ethernet 1/0/5

switch (Config-Ethernetl/0/5) #switchport mode trunk

switch (Config-Ethernetl/0/5) #exit

SwitchA SwitchB

VLAN2
AEEEEEEEEER

User6
VLAN1
SE5E58888RRR
SEEEEEE R

SESEEESEARERE SESEEREERRER

222 R
User3 User4

TunnyHoe npmmeHeHmne TpaHcaaunm VLAN
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15.5.4 YcTpaHeHue HeucnpasHocTel Multi-to-One VLAN TpaHcaauum

<> Henb3a ogHoBpemeHHO Ucnosb3oBatb ¢ Dotlg-tunnel

X Henb3a ogHoBpemeHHO ncnonbzosaTb ¢ VLAN-translation

X MAC-agpem He A0/)KeH Cyw,ecTBoBaTb B OPUTMHAIBHOM MTPAHCAMPOBAHHOM
VLAN.

X Ybeautecb, 4To annapaTHbIM YMM MOXKET NOAAEPrKUBATb HOPMaJbHYO paboTy
K/NEHTOB.

X MpesbliweHne npegena obyyeHns MAC-agpecam moxKeT noBanATb Ha Multi-to-
One VLAN TpaHchaumio

X Multi-to-One VLAN TpaHcaaums aomkHa bbiTb BKAoYeHa nocne MAC obydeHus.

15.6 KoHdurypuposaHue guHamuueckmx VLAN

15.6.1 O6wume cBepgeHus

OvHamunyeckmm  VLAN  HasbiBaeTcA Tak B npotuBoBec crtatudeckomy VLAN'y
(HasbiBaemomy nopTtom, npunucaHHbiM K VLAN’y). AuHamuuecknin VLAN, noaaeprknBaemblii
KOMMmyTaTopom, BKAtoyaeT B ceba VLAN Ha MAC-agpecax, VLAN noaceteil U NpOTOKO/bHbIN
VLAN. MogpobHoe onncaHue pganee:

VLAN, 6asupytowminca Ha MAC apgpecax npeacrtaBnsetr cobor TEXHONOrUIO, Koraa
Kaxabin XocT ¢ onpegeneHHbim MAC agpecom cootBeTcTByeT onpegeneHHomy VLAN’y. 370
NO3BOJIAET MO/Ib30BATeN0 CEeTU COXPaHUTb cBoe uneHcTBo B VLANe npu nepemelteHun ms
oAHoro mecrta B gpyroe. Kak mbl BUAUM, r1aBHOE NPeUMYLLECTBO 3TOr0 MeToAa B TOM, YTO HeT
HeobxoaMmocTM nepekoHourypmposaTb VLAN, Korga nosib3oBaTelb  MeHAET  CBOe
MeCTOPACMNO/IO}KEHNE, @ MMEHHO MNEepPeK/oYaeTca C OAHOro KOMMYTATOpa Ha Apyroin. 310
cneactene Toro, 4yto VLAN 6asupyetca Ha MAC agpece nonb3oBaTend, a He Ha NopTy
KOMMYyTaTopa.

VLAN, 6a3upyrowmiica Ha IP noacetax npeacrasnseT coboit TEXHONOMMIO, rae MeTKa
VLAN Ha3HauyaeTcs B cooTBeTcTBUM C [P agpecom MCTOYHMKA WM ero MacKoM noAaceTw.
MpenmyLLecTBO 3TOro MeToAa TO e, YTO M y npeablaywero, Nonb3oBatento He Tpebyetcs
N3MEHATb KOHPUTYPaLUIO NPU U3MEHEHUN MECTOHAXOXKAEHMA.

MeTtoa VLAN’a Ha 6ase nNpOTOKO/NOB CETEBOro YPOBHS HAa3HAayaeT pPas/iMyHbiM
NpoToKkonam pasanyHole Homepa VLAN’oB. ITo o4yeHb YyA0bBHO Ana Tex CeTeBbIX
aOMUWHUCTPATOPOB, KOTOpble XOTAT YNOPAAOYMBATL MNONb30BATENEN MO MNPUNOKEHUAM U
cepsucam. bonee TOro, nonb3oBatenM MoryT cBOob6OAHO nepemewaTbCs MO  CeTw,
3aperncTpMpoBaBLLUNCE B HEM OAMH pa3. MNpenmyLLecTBOM aHHOrO MeToAa ABAAETCA TO, YTO OH
No3BONAET NO/Mb30BAaTENAM MEHATb CBOE MeCTONo/oXKeHne 6e3 nameHeHMA KoHOUrypauum
VLAN’0B, a 10, 4TOo VLAN’bI pasnnyaloTca No TMNYy NPOTOKO/IOB — OYEHb BAXKHO A/1A CETEBOro
agMuHucTpatopa. K Tomy e, AaHHbIN meTog He TpebyeT pgobasneHua meTtku dperima gna
naeHTnomkaumm VLAN’a, 4To cHUXKaeT obwmin Tpadmk B ceTu.

3ameyaHue: MopTbl, KOTOPble HEOOXOAMMO NPUNMUcaTb K AMHaMuYeckum VLAN gonxKHbI
ObITb CKOHOUIYPUPOBaAHbI Kak rMBpUAHbIE.

15.6.2 KoHdurypuposaHue guHamuueckmx VLAN

1. KoHdurypmposaHue ¢pyHkumn VLAN’a no MAC agpecam Ha nopTy;

2. Hactpowka VLAN kak MAC VLAN;

3. KoHpurypuposaHue cootseTtcTBms mexxkay MAC agpecamu 1 VLAN amu;
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4. KoHoUrypmpoBaHue COOTBETCTBUA MeXay npoTokosiamu n VLAN amu;

1. KoHdurypmposaHue ¢pyHkumn VLAN’a no MAC agpecam Ha nopTy

KomaHpga OnucaHue

PeXXum KoHGUryprMpoBaHuA nopra

switchport mac-vlan enable Bk/touyeHune/BbikAOYEHME byHKUMM
no switchport mac-vlan enable VLAN’a no MAC agpecam Ha nopTy

2. Hactpowka VLAN kak MAC VLAN

KomaHpga OnucaHue

PexXxum rnobanbHOro KOHGUrypupoBaHus

KoHourypaumsa onpegeneHHoro VLAN’a

mac-vlan vlan <vlan-id> Kak MAC VLAN; KomaHga «no mac-
no mac-vlan vlan»ypanser Hactpoikm MAC VLAN’a Ha
AaHHom VLANe.

3. KoHourypuposaHue cootsetcTBms mexay MAC agpecamu 1 VLAN amum

KomaHpga OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHua

[obasneHune/ypaneHune COOTBETCTBUM
mac-vlan mac <mac-addrss> vlan <vlan-id> mexgy MAC apgpecamu mn VLAN’amn, a
priority <priority-id> MMEHHO = 3anucb/UckaYeHme
no mac-vlan {mac <mac-addrss>|all} onpeaeneHHoro MAC agpeca n3

onpeaeneHHoro VLAN’a

4. KoHouUrypmpoBaHue COOTBETCTBUA mexay npoTokonamu n VLAN amu

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

obasneHue/ynaneHune COOTBETCTBUI
protocol-vlan mode [etherll | lic | snap] etype A YA ,
) . mexgy npotokonamm wun VLAN’amu, a
<etype-id> vlan <vlan-id>
. MMEHHO  —  BXOXAEHWE/UCKNYeHne
no protocol-vlan [all | mode] {etype <etype-id>
onpeaeneHHoro NpPOTOKONa B/n3

lan <vlan-id>|all
v v Tl onpeaeneHHoro VLAN'a.
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15.6.3 TunoBoe npumeHeHne guHamuyeckoro VLAN’a

CueHapwuii:

B odpucHoit cetn otaen A npuHagnexumt K VLAN100. HeckonbKko cOTpyaHWKOB OTAeNa
4acTo BbIHY)KAEHbl MepemeLlaTbca BHYTPM odUCHOM ceTu. TaK e TpebyeTca obecneuymsaTb
AOCTYyN Aapyrmnx cotpyaHmnkos otaena K VLAN100. Jonyctum, 4To 0gmH U3 coTpyaHukos — UserM.
MAC agpec ero komnbtotepa — 08-c6-b3-11-22-33, Koraa M nepekntoyaeTca B, 0AMH U3 NOPTOB
KommyTaTopa A, B uan C, nHtepdeinic aBToOMaTUYECKM KOHPUTYpUpyeTca Kak rmbpuaHbin u
nogkntovaetcs K VLAN100 B pexume «b6e3 meTok». B atom cnyyvae gaHHble VLAN100 6yayT

nepepasaTbCA HA MOPT, K KOTOpOoMy nogkaodeH M, n obecneunsatb TpeboBaHUA CBA3HOCTM B
VLAN100.

O6beKT KoHpUrypauum OnucaHue KoHUrypauum

MAC-based VLAN O61an KoHpUrypauma kommyTtaTopos A,B,C.

Mpumep KoHPUrypauuu:

Switch A, Switch B, Switch C:

switch (Config) #mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority O
switch (Config) #fexit

SwitchA SwitchB SwitchC

m | |
Otgen A

R o RN s R o

UserM

08-c6-b8-11-22-33
R EFEEERERRRR EEEEERRR

VLAN 200
OTtpoen B

VLAN 300
OTtpnen C

Tunosas Tononorusa npuMmeHeHnst auHammyeckoro VLAN'a

15.6.4 YcTpaHeHue HeucnpaBHocTel auHamuyeckoro VLAN’a

Ha kKommyTaTtopax co CKOHoUrypupoBaHHbIM AuHamuyeckmm VLANoOm, Korga K Hum
NOAKNOYEHO HECKO/IbKO YCTPOMCTB (Hanpumep, ABa KomMMbkoTepa), ObiBaeT, 4YTO nepBsas
NONbITKA COEAUHEHUA MeEXKAY HUMWN He nonyyaetca. PelleHmne B JaHHOM Cayyae TakKoe — Ha4o
0aTb BO3MOXHOCTb 060MM YCTPOMCTBaM yCMNeLwHOo NocaaTb Kakne-nMbo nakeTbl B CETb
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(Hanpumep ICMP, KomaHa0M ping), 3TO NO3BOINT KOMMYTaTOPY 3anomHuUTb nx MAC agpeca, u
TOrAa oHW cMmoryT cBo60AHO CBA3bIBATLCA Yepes AnHammyeckmuin VLAN.

Mpuoputetbl anHammyeckoro VLAN’a n BxogHoro ¢unbtpa VLAN'0B ans o6paboTkum
NakeToB cneaytowme: npuoputeT AnHammyeckoro VLAN’a Bbiwe, Yem y BxoasauLero ¢puabTpa.

15.7 KoH¢urypuposaHue GVRP

15.7.1 O6wasa nipopmauua o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ucnonbsyetcs ana

OMHAMMWYEeCKOro  pacnpefeneHusa, pacnpoCcTpaHeHWs W perncrpauyum  atpubyTtos
MHPOPMaLMN MeKAY KOMMYTAaTOPAMU-YHaCTHUKAMM B CETM KOMMYTaLUM.

ATpnbytom morkeT 6biTb MHPopmaumsa VLAN, rpynnoson MAC-agpec u Tak ganee.
OueBMAHO, 4TO NPOTOKON GARP MOMKET TpaHCNOPTUPOBATb MHOXECTBO aTpubyTtoB Ha
KOMMYyTaToOp, Ha KOTOPbIN Ux Heobxoammo nepenatb (populate). Ha ocHose GARP onpeaeneHsl
pas3/IMyHble NPUIOXKEHUA (HasbiBaemble MPUNONKEHUAMU-06beKTamu GARP), ogHMM U3 HUX
asnaetca GVRP.

MpoTtokon GVRP (GARP VLAN Registration Protocol) — 3To npuioskeHue, nucnonbsyoulee
ans pabotbl mexaHnam GARP. OHO oTBeyaeT 3a 0b6cnyKmBaHue MHGOPMALMM AMHAMUYECKOM
peructpauumn VLAN v nepepauvy pernctpaunMoHHOM MHPOpMaLMM HA ApyrMe KOMMYTaTopbl.
KommyTatopbl, nogaepxusatowme GVRP, moryt npumHuMmate uHGOpMaUUIO AUMHAMMUYECKOM
pernctpaumum VLAN OT p[pyrMx KOMMYTAaTOPOB W OOHOBAATb /IOKA/IbHYO MHPOpMaLUIo
pernctpaumm VLAN B COOTBETCTBUM C MPUHATON.

KommyTtaTtop, Ha KOTOpOM BK/AtoYeH npoTokon GVRP moXeT nepegasatb CBOK
cobcTBeHHYO UWHPopmauuio peructpauum VLAN Ha apyrme KommyTtatopbl. [puHaATan
MHPoOpMaLMA COAEPKUT JIOKANbHYID CTaTUYECKYD MHPOPMALMIO, 33a4aHHYI0 BPYYHYO W
ANHAMUYECKYo MHPOopPMaLMIO, MOy4EeHHY 06y4eHnemM oT ApyrMx KoMmyTaTopos. Moatomy, 3a
cyeT nepepaun nHpopmaumm permctpaumm VLAN, coctoatenbHaa uHpopmauma VLAN morket
ObITb PAacNPOCTPaHEHa Ha BCe KOMMYTATOPbI C BKAOYeHHbIM GVRP.

VLAN 100-1000 VLAN 100-1000

SwitchA SwitchB SwitchF

SwitchG

SwitchE

TunnyHaa cxema NPpUMEHEHNA
KommyTtatopbl A n G He coeanHeHbl mexay cobon Ha ceTn BToporo yposHs; B, C, D, E, F
NPOMEXKYTOUYHble KOMMYTaTOpbl, MOAKAOYeHHble K A 1M G. Ha kommytatopax A mn G
ckoHdurypuposann VLAN100-1000 spy4Hyto, Torga Kak Ha B, C, D, E, F nx Het. Korga GVRP
BbIKNtOYEH, A 1 G HE MOTYT HU C KeEM COeANHUTLCA, MOCKOIbKY MPOMENKYTOUHbIE Y3/1bl HE UMEIOT
cootBeTcTBytowmx VLAN’0B. OgHako nocne BkatodeHMa GVRP Ha Bcex y3nax, ero MexaHusm
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nepegaun aTpubytoB VLAN no3sondetr npomeskyTouyHbiM y3nam peructpuposatb VLAN’bI
AnHamumyeckn, n VLAN B VLAN100-1000 y3noB A 1 G MOryT coeMHATLECA C 10ObIM Apyrum. Bce
VLAN’bl, AgMHaMUYECKM  3aperncTpMpoBaHHble Ha  MPOMEXKYTOYHbIX  y3nax, byayT
pPa3perncTpupoBaHbl, Korga Ha y3nax A n G BpydHyto yaanatca VLAN100-1000. Takum obpasom
oanHakosble VLAN’bl AByX HecocegHUX y3/0B MOTyT COeAMHATbCA MOCPeaCcTBOM MPOTOKO/A
GVRP BMeCTO py4yHOM KOHOUrypaumm BCEX MPOMENKYTOUHbIX Y3/10B AN1A MONYYEeHUA NPOCTOM
KoHdurypauum VLAN’ oB.

15.7.2 Hactpouka GVRP

1. KoHpurypuposaHue Tanmepa GARP;

2. BkatoueHue/BbikaoYeHMe pyHKuum GVRP Ha nopTy;
3. BkntoyeHue ¢pyHKUMM GVRP B KOMMyTaTOpE;

1. KoHourypauma Tanmepa GARP

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

garp timer join <200-500>

garp timer leave <500-1200> e, e sumons. o
garp timer leaveall <5000-60000> \(lspARpP ’ Ad A

no garp timer (join | leave | leaveAll)

2. BkatoueHue/BbikaoYeHMe GpyHKunmn GVRP Ha nopTy

KomaHpga OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

gvrp BkntoueHue/BbikNOYEHME  PYHKLMM
no gvrp GVRP Ha nopry.

3. BkntoyeHue dpyHKUmMM GVRP B KOMmyTaTope

KomaHpga OnucaHue

Pexxum rnobanbHOro KOHGUrypupoBaHus

gvrp BkntoueHue/BbikNtoYeHME  BYHKLMM
no gvrp GVRP B KommyTaTope.
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15.7.3 NMpumepsbl npumeHeHuna GVRP
CueHapui 1:

1/0/11 1/0/11

1/0/11

SwitchA SwitchB SwitchC
PC1 PC2

TunnyHaga Tononorusa npumeHeHns GVRP

Ona nonydyeHnsa nHpopmaumm auHammyeckon perncrtpaumm VLAN 1 ee obHOBAEHMA Ha
KOMMyTaTopax f0/KeH bbiTb CKoHPUrypmuposaH npotokon GVRP.

CKOHOUrypupoBaHHbIA Ha KommyTtatopax A, B u C npotokon GVRP , nossonser
AMHammnyeckn ckoHourypmposatb VLAN 100 Ha KommyTatope B 1 aBym pabouymm cTaHUUAM,
noakntodeHHbIM K VLAN 100 Ha KommyTaTopax A n C cBA3aTbcA mexkay coboi 6e3 cTaTuyeckoro
KoHdurypuposaHuma VLAN 100 Ha KommyTaTope B.

O6bEKT HAaCTPOIKKU OnucaHue 06beKTa HaCTPOIiKKU

VLAN100 MopTbl 2-6 Ha KommyTaTopax A n C.

MopTtbl 11 Ha kKommyTaTopax A n C, noptbl 10, 11 Ha

Trunk port
KommyTaTope B.

GVRP B pexume rnobanbHoro

KOH@MrypnposaHua KommyTatopsi A, B, C.

GVRP B pexxume KOHGUrypupoBaHUA MopTtbl 11 KommyTaTtopos A n C, noptsl 10, 11
noprtos KommyTaTopa B.

Moaknioumm Age paboume ctraHumMm K noptam VLAN 100 Ha KommyTtaTopax A un C,
noakntoumm nopt 11 Ha KommyTtatope A K nopty 10 Ha kKommyTtatope B u nopt 11 Ha
KommyTaTope B K nopty 11 Ha KommyTaTope C.

LLlarn KoHdUrypaumm onncaHbl HUXe:

KommyTaTop A:

Switch (config)# gvrp

Switch (config) #vlan 100

Switch (Config-V1anl00) #switchport interface ethernet 1/0/2-6
Switch (Config-V1anl00) #exit

Switch (config)#interface ethernet 1/0/11

Switch (Config-If-Ethernetl/0/11) #switchport mode trunk
Switch (Config-If-Ethernetl/0/11)4# gvrp

Switch (Config-If-Ethernetl/0/11) #exit

Kommyratop B:
Switch (config) #gvrp
Switch (config)#interface ethernet 1/0/10
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Switch (Config-If-Ethernetl/0/10) #switchport mode trunk
Switch (Config-If-Ethernetl/0/10)# gvrp

Switch (Config-If-Ethernetl/0/10) #exit

Switch (config)#interface ethernet 1/0/11

Switch (Config-If-Ethernetl/0/11) #switchport mode trunk
Switch (Config-If-Ethernetl/0/11)# gvrp

Switch (Config-If-Ethernetl/0/11) #exit

KommyTraTop C:

Switch (config)# gvrp

Switch (config) #vlan 100

Switch (Config-vV1anl00) #switchport interface ethernet 1/0/2-6
Switch (Config-V1anl00) #exit

Switch (config) #interface ethernet 1/0/11

Switch (Config-If-Ethernetl/0/11) #switchport mode trunk
Switch (Config-If-Ethernetl/0/11)# gvrp

Switch (Config-If-Ethernetl/0/11) #exit

15.7.4 YcTpaHeHue HeucnpasHocTeii GVRP

CueTtumk GARP, yCcTaHOBNEHHbIW Ha TPAHKOBbIX NOPTax Ha 060MX KOHLAX MarMcTpaaibHOM
JIMHUN A0KeH BbiTb 0AMHAKOBbLIM, B NPOTUBHOM cnydae GVRP He cmoxkeT paboTaTb HOpMasbHO.
PekomeHayeTca usberatb ogHoOBpPeMeHHOM paboTbl npoTtokosnoB GVRP u RSTP Ha y3ne. Ecau
TpebyetcA BKAOUMTL NPoTOKOoNA GVRP, HeobxoanMMo cHayana BbikKAOYUTL PyHKUMo RSTP Ha
noprax.
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16 HACTPOWKA TAB/INLbI MAC AAPECOB

16.1 O6wue cBegeHunn o Tabauue MAC agpecos

Tabnnua MAC-agpecoB — 310 Tabauua cooTBeTcTBuMiA MAC-afpecoB YyCTPOMCTB
Ha3HayeHMAa nopTam KommytaTtopa. MAC agpeca AenAaAtca Ha CTaTUYeckMe U AMHAMUYecKue.
Cratnyeckme MAC agpeca BPY4YHYHO CKOHPUIYpPUMPOBaHbl NOb30BATENIEM, MMEIOT HAMBbLICLLMNI
npPUopUTET U AENCTBYIOT NOCTOAHHO (OHWM He MoryT ObiTb 3amelleHbl guHamuyeckmm MAC
agpecamu). OMHamu4yeckMe agpeca 3anoMUHAOTCA KOMMYTaTOPOM Mpu nepeaadye MNakeToB
OAHHbIX, U OHW OEUCTBYIOT OFpaHuYeHHoe Bpema. Korga KommyTtaTop noayvaeT ¢pperm faHHbIX
ONA nepecbiNkKn, oH coxpaHaeT MAC agpec UCTOYHUKA dperima U COOTBETCTBYIOLWMIA emy NOPT
Ha3Ha4yeHuA. Koraa tabanua MAC agpecos onpalwmsaeTtca Ha npeameT MAC agpeca npueMHuKa,
NPU HAaXOXAEHUN HY)KHOTO agpeca, NaKeT AaHHbIX OTNPABAAETCA Ha COOTBETCTBYHOLLMIM NOPT, B
NPOTMBHOM C/y4ae KOMMYTATOP NepechbllaeT NakeT Ha CBOM LWMPOKOBeLLaTeNbHbIN A0MeH. Ecan
AnHamnyecknin MAC agpec He BCTpPeYaeTcA B NaKeTax AN1A MEPECbIIKN AAUTENIbHOE BPEMSA,
3anucb 0 Hem yaanseTca us Tabamupl MAC agpecoB KommyTtaTopa.

Ona tabnanubl MAC agpecoB onpeaeneHbl ABe onepayuu:

1 MNonyvyeHne MAC agpeca;
2. OTnpaBKa uMan GuUAbTpaLMsa MaKeTa AaHHbIX B COOTBETCTBUM € Tabaunueinr MAC
agpecos.

16.1.1 MNMonyueHue Tabauubl MAC agpecos

Tabnmua MAC agpecoB MOXeT ObITb NOCTPOEHa CTaTUYECKM WAN ANHAMMUYECKMU.
CTaTnyeckMm KOHPUrypMpoBaHMEM HacTpauBaeTcA cooTseTcTBue mexgy MAC agpecamu um
noptamu. IMHamunyeckoe obyvyeHne — 3TO NPOLECC, KOrAa KOMMYTAaTOp M3y4YaeT CBA3U MexXay
MAC agpecamum 1 nopTamu 1 perynapHo obHosaaeT Tabanuy MAC agpecos. B 3Toi cekuum Mol
OCTaHOBMMCS Ha npoLlecce AMHAMUYEeCKoro noctpoeHus Tabamubl MAC agpecos.

1/0/5 E B 1/0/12

:l

- F@’EEESEE!BBBBB -

FEFEEEERBERR

goooooooanoa

. — - ‘ T Lk
PC1 PC2 PC3 PC4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

NuHamunyeckoe noctpoeHne Tabnmubl MAC agpecos

Tononorua Ha puUCyHKe Bbliwe: 4 KomnbloTepa NOAKNOYEHbl K KOmMmyTaTopy, rae PC1 u
PC2 npuHagnexKat ogHomy GpU3MYECKOMY CErMEHTY (4OMEHY KONnu3nii), pUsnyecknin cermeHT
noakaodeH K nopty 1/0/5 kommyTtatopa, PC3 1 PC4 npuHaaneskat K apyromy ¢pusmyeckomy
CEerMmeHTy, NoAKAYeHHOMY K nopTy 1/0/12 kommyTaTopa.
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HauanbHana Tabnmua MAC agpecoB He cOAepXKUT HUKAKMX 3HauYeHun. Bosbmem ansa
npumepa npouecc cessm mexay PC1 u PC3. Mpouecc obydyeHna MAC agpecam, cneayownia:

1 Korpa PC1 nocbinaet coobuieHune kK PC3, MAC agpec nctouyHmnka 08-C6-B3-11-11-
11-11 v nopt 1/0/5 13 3TOro coobuieHma 3aHocaTca B Tabanuy MAC aapecos KommyTaTopa.
2. B TO »Ke Bpemsa KOMMyTaTopy HaZo NOHATb, KaK A0CTaBUTb COObLLEHWE Ha agpec

08-C6-B3-33-33-33. Tak Kak Tabnumua cogepKuUT 3anncb ToNbko ana aagpeca08-C6-B3-11-11-11-
11 v nopta 1/0/5, a ana agpeca 08-C6-B3-33-33-33 HMKaKMX 3anuceilt HeT, KOMMyTaTop
paccblnaeT gaHHoe coobluleHMe Ha Bce CBOM NOpPTbl (Mpeanonaraem, 4YTo BCe MOPThI
npuHaanexaT no ymonyanuto VLAN1).

3. PC3 u PC4 nonyyatot coobuieHune, nocnaHHoe PC1, Ho PC4 He oTBeYaeT Ha 3To
cooblleHMne, Tak Kak agpec npvemHmnka 08-C6-B3-33-33-33, n otBeyatb Ha Hero 6yaeT ToNbKO
PC3. Korga nopt 1/0/12 nonyyaet coobuieHune, otnpasneHHoe PC3, B Tabanuy MAC agpecos
nobasnsaetca 3anncb o MAC agpece 08-C6-B3-33-33-33 1 cooTtBeTcTBYIOLLLEM emy nopTe 1/0/12.

4, Tenepb Tabanua MAC agpecos umeet ase aMHammyeckue 3anmcn: MAC agpec
08-C6-B3-11-11-11-11 — nopT 1/0/5 n 08-C6-B3-33-33-33 — nopt 1/0/12.
5. MNocne obmeHa naketammn mexay PC1 n PC3, kommyTtaTtop bonblie He nonyyaet

nakeTtos, oTnpasaeHHbix PC1 n PC3. M 3anucu B Tabanue MAC agpecoB, COOTBETCTBYIOLLME STUM
ycTpoicTBam yaanawotca yepe3 300 mam 2*300 cekyHa (T.e. MpocToe uUavM ABOMHOE Bpems
*un3HM). 300 ceKkyHA 34eCb 3TO BPEMA KU3HU MO YMONYaHUIO Ans 3anuceit B Tabamue MAC
aapecoB. Bpems }KU3HM MoXKeT bbITb UI3MEHEHO Ha KOMMYyTaTope.

6.

16.1.2 MepecbinKa unm punbTpaumna Kagpos

KommyTaTtop nocblnaet uam oTPUAbTPOBbLIBAET MNPUHUMAEMbIE MAKEeTbl AaHHbIX B
cooTBeTcTBMM € Tabamuen MAC agpecoB. PaccmatpuBas pns npumepa PUCYHOK Bbllle,
npegnonaraem, YTo KOMMyTaTop M3yumn agpeca PC1 n PC3, 1 nonb3osaTenb BPYYHYH HAaCTPOUA
cooTBeTcTBMeE nopTtoB ans PC2 u PC4. Tabnmua MAC aapecos KommyTaTopa byaeT cieayioLen:

MAC agpec Homep nopra Kem po6aBneHa 3anucb
08-C6-B3-11-11-11 1/0/5 [nHamunyeckoe obyyeHne
08-C6-B3-22-22-22 1/0/5 CraTmyecKas KoHoUrypaums
08-C6-B3-33-33-33 1/0/12 [nHamunyeckoe obyyeHne
08-C6-B3-44-44-44 1/0/12 CraTuueckas KoHdurypaums

1. OTnpaBKa NakeToB B COOTBETCTBUM C Tabaumuen MAC agpecos

Ecnm PC1 nocblnaeT naket K PC3, KoMMyTaTop OTApPaBAAET AaHHble, NONYYEHHbIE C NOPTa
1/0/5 Ha nopT 1/0/12

2. dDunbTpaums AaHHbIX B COOTBETCTBUM € Tabanuent MAC agpecos

Ecan PC1 nocblnaet coobueHmne PC2, KommyTtatop, nposepms Tabamuy MAC agpecos,
HaxoguT PC2 1 PC1 B ogHOM PU3MYECKOM CerMmeHTe U oTOUNbTPOBbLIBAET 3TO coobuleHMe (To
ecTb cbpacbiBaeT 3To coobuieHune).

KommyTaTopom moryT nepecbinatbecs TpU TUNa Kaapos:

. Broadcast frames;
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. Multicast frames;
. Unicast frames;
Ll,anee OMMCbIBaAaEeTCA, KaK KOMMYTATOpP pa60TaeT CO BCEMU TPEMA TUNAMUN NAKETOB:
1 Broadcast frame: KommyTtatop moxkeT onpeaensatb KOANU3UU B JOMEHE, HO

TONbKO He ANA WMPOKoBeL,aTeNbHbIX 4oMeHOB. Ecnm VLAN bl He YyCTaHOBEHDI, BCE YCTPOWMCTBA,
NOAKNKOYEHHbIE K KOMMYTATOpPYy, CYMTAOTCA HAXO4ALMMUCA B OAHOM LLUMPOKOBELLATE/IbHOM
aomeHe. Korga kommyTtatop nony4vaet Broadcast frame, oH nepecbinaet ero Bo Bce nopTbl. Ecan
VLAN’bl ckoHurypmupoBaHbl, Tabnmua MAC aapecoB afanTUpyeTca B COOTBETCTBUU C
aononHutenbHo nHdopmaumeit o VLAN’ax. B sTom cnydyae KommyTaTop oTnpaBaseT dpenm
TONIbKO Ha NopTbl, HaxoaAawmeca B Tom e VLANe.

2 Multicast frame: ecaM MHOronosib3oBaTeNbCKUA  JOMEH HEW3BEcCTeH,
KoOMMyTaTop paccbinaet ppenm B Tom e VLANe, HO, ecnm BkatoveHa ¢dyHKumMA IGMP snooping
UAN CKOHOUIrypupoBaHa CTaTUYECKAs MHOroMnosb3oBaTeNbCcKaa rpynna, KommyTtatop Oyaer
NocbINaTh 3TOT Gpelrim B NOPTbl MHOTOMNO/1b30BATENBLCKOM rPYnMbl.

3. Unicast frame: ecan VLAN’bl He cKOHdUrypmuposaHbl, 1o, ecnm MAC appec
npuemMHuKa ectb B Tabanuye MAC agpecoB KOMMYTaTopa, KOMMYTATOP HanpPAMYO nepecbliaeT
naKeT B COOTBETCTBYIOLWMI NOPT. ECn e aapec npueMHuKa B Tabaumue He HANgEeH, KOMMYTAaToOpP
OeNnaeT LWMPOKOBELLATENbHYIO Paccbiiky 3Toro ¢penma. Ecam VLAN’bl CKOHOUIypupoBaHbl,
KommyTaTop paccbinaet Unicast frame Tonbko BHyTpu ogHoro VLAN’a. Ecam MAC agpec HaaeH
B Tabnuue, HO npuHagnexut apyromy VLAN’y, KOmmyTaTop genaeT LWMPOKOBELLATeNbHYHO
paccbinky ¢pertma B Tom VLANE, K KOTOPOMY NPUHAZNEKNT Ppenm.

16.2 KoHdurypuposaHue Tabanupi MAC agpecos

1. KoHpurypuposaHue spemeHun xun3Hm MAC agpecos;

2. KoHdurypupoBaHue cTtaTuieckoi GuabTpaumm namn nepecoiiku;
3. OumncTKa gMHamun4yeckol Tabanubl MAC aapecos;

1. KoHpurypuposaHue BpemeHn xun3um MAC agpecos

KomaHpga OnucaHue

Pexxum rnob6anbHOro KOHGUrypupoBaHus

mac-address-table aging-time <0/aging-time> | KoHdurypmnposaHue sBpemeHn *KnsHmn MAC

no mac-address-table aging-time aapecos
2. Ouunctka aAnHammyeckon Tabaunubl MAC agpecos
KomaHpga OnucaHue

Pexxum agmuHucTpatopa

clear mac-address-table dynamic [address
<mac-addr>] [vlan <vian-id>] [interface
[ethernet | portchannel] <interface-name>]

OuuncTka AnHammyeckon Tabanubl MAC
agpecos
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3. KOHd)MI'ypVIpOBaHMe CTaTM4YecKom d)W'IpraLI,MM NN nepecbinku
KomaHpga OnucaHue

0O6wmit pexxum

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vlan-id>
[interface [ethernet | portchannel] <interface-
name>] | [source|destination |both]

no mac-address-table {static | static-multicast
| blackhole | dynamic} [address <mac-addr>]
[vlan <vian-id>] [interface [ethernet |
portchannel] <interface-name>]

KoHdurypnpoBaHue cTaTUYECKMX 3anncemn
ana MAC ajpecos, CTaTU4YeCKunx
MHOFOMN0/1b30BaTENbCKNX 3anucen,
3anucen GuNbTPaLMMN NAKETOB.

4. Hactpoiika obyuyeHns MAC agpecoB yepes ynpas/ieHne NpoLeccopom

KomaHpa

OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

mac-address-learning cpu-control
no mac-address-learning cpu-control

BktoyeHne/oTkNtoueHne obydeHmna MAC-
agpecos yepes ynpasneHue CPU

5. HacTtpolika 3aWwmTbl OTKONAU3UI

KomaHpa

OnucaHue

PexXxum rnob6anbHOro KOHGUrypupoBaHus

mac-address-table avoid-collision
no mac-address-table avoid-collision

dYHKUMK
MAC-agpecos,

BkntoyeHune/oTkAOYEHUNE
Tabanupl KONAU3UU
BblAaHHbIX ffp

show collision-mac-address-table

MNoKasbiBaeT Tabauuy Konnmsnit MAC-
aapecos

Pexxum agmuHucrpatopa

clear collision-mac-address-table

Oumnctntb Tabnmuy MAC-appecos

16.3
CueHapuit:

Mpumepbl TUNUYHOI KOHPUrypauumn

YeTbipe KOMNbIOTEPA, KaK NOKa3aHO Ha PUCYHKe, NoAKAloYeHbl K noptam 1/0/5, 1/0/7,
1/0/9, 1/0/11 kommyTatopa. Bce 4 KomnbloTepa npuHaanexat no ymonyaHuio VLAN1. B
COOTBETCTBMM C TPebBOBAHUAMM K CETM, BKAOYEHO ObyyeHMe AuMHammyeckum agpecam. PC1
COOEPKUT BarKHble AaHHble, U HeQOCTYNeH AN APYrMX KOMMbIOTEPOB U3 APYrux GUaNYecKknx
cermeHToB; PC2 1 PC3 ctaTMyeckn npunucaHbl K noptam 7 n 9, COOTBETCTBEHHO.
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1/0/5 1/0/11
1/0/7 i B 1/0/9

|
Il

SEEEEEREERRR RN
S — 1 T
PC1 PC2 PC3 PC4
08-C6-B3-11-11-11 08-C6-B3-22-22-22 08-C6-B3-33-33-33 08-C6-B3-44-44-44

TunnyHbeIi npumep KoHpurypaumm Tabnuusl MAC agpecos

Tanbl KOHUTypaL MM NOKa3aHbl HUXKE:

1 YctaHoBka MAC agpeca 08-C6-B3-11-11-11 PC1 Kak ¢puabTpyemoro.
Switch (config) #mac-address-table static 08-C6-B3-11-11-11 discard vlanl

2. YcTaHoBKa cTaTudeckoi ceasm ana PC2 u PC3 ¢ nopTamun 7 1 9 cOOTBETCTBEHHO.

Switch (config) #mac-address-table static address 08-C6-B3-22-22-22 vlan 1
interface ethernet 1/0/7

Switch (config) #mac-address-table static address 08-C6-B3-33-33-33 vlan 1
interface ethernet 1/0/9

16.4 YcTpaHeHMe HencnpasHOCTeM, CBA3aHHbIX ¢ Tabanuen MAC agpecos

Ecnn npu ncnonb3oBaHMM KomaHabl show mac-address-table, 66110 BbISICHEHO, YTO Ha
nopty npowusowen cbont obyyeHna MAC agpecam yCTPOMCTB, MNOAKNKOYEHHbIX K HeMmy.
BOo3mMOXHble NPUYUHDbI:

<> MoaKkntoueHHbIN Kabenb NOBPEXKAEH;
X Ha nopty BKkatoueH Spanning Tree B cTaTyce «discarding» uam nopT TONbKO YTO

nogknwumaca u Spanning Tree noka B CcTaTyce BbluMCNEHUA AepeBa. JoxauTecb, NOKa
BblUMC/IEHME CTPYKTYPbI 3aKOHYMTCA M NopT 0byunTtca MAC agpecy;
/7

<> Echm npobnembl, onucaHHble Bbiwe, He O6HapyXeHbl, MpPOBeEpbTe MNOPT
KOMMYTaTopa M CBAMXKUTECH C TEX.MOALEPMKKON ANA pelleHns npobaemsl.

16.5 [JononHutenbHble pyHKUUM Tabanuybl MAC agpecos

16.5.1 Npusaska MAC agpecos

16.5.1.1 O6uwue ceedeHus o npusaske MAC adpecos

BONbLWKNHCTBO KOMMYTATOPOB NOAAEPKUBALOT peknum o0byyeHna MAC agpecam. Kaxkapin
NnopT MOXKeT AMHAMMYECKM 3aNOMHUTb Heckobko MAC agpecoB, TaKMUM 06pa3om BO3MOXKHA
nepegayvya NOTOKOB AaHHbIX Mexay u3secTHbimm MAC agpecamum BHYTpu nopTa. Ecam cpok
®un3Hnm MAC agpeca WUCTEK, NaKeT, HanpaBieHHblIA Ha 3TOT agpec, byper pasocnaH
LWMpPOKOBELLaTENbHO.

Opyrumun cnosamun, MAC-agpec, KoTopomy o0byumncs nopT, 6yaet MCNonb3oBaTbCca ANA
nepegayn NaketToB K 3TOMy NopTy. ECn coegmMHeHWe NnepekNto4eHO Ha A4pyroi noprT,
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KOMMYTaTOp CHOBa BbINOAHUT 0byyeHne MAC-agpecy 1 byaeTt nepeaasaTtb AaHHbIe HOBOMY

nopTy.
OpHako,

B HEKOTOpPbIX Cay4d4aax NOJNTUKA ynpaBneHUA WUAN CEKPETHOCTU MOXKET

TpeboBaTb, YTo6bl MAC agpeca 6bIan NpUKpPeneHbl K NOPTamM, U TONIbKO NOTOKM C NPUBA3AHHbIX
MAC agpecoB byayT nponycKkaTbca K nepecbl/ike Ha NopT. To ecTb, nocne npmsaskn MAC agpeca
K NOPTY, B 3TOT NOPT MOTyT NepeaasaTbCA TONbKO AaHHble, npeaHa3HavyeHHble gna gaHHoro MAC
agpeca. NOTOKM AaHHbIX, NpeaHasHayveHHble ana gpyrux MAC agpecos, He NPMBA3AHHbLIX K
AaHHOMY NOopTY, He byayT NponycKaTbCA Yepes noprT.

16.5.1.2

Hacmpolika npueasku MAC adpecoe

1. BkntoueHune ¢pyHKUmMm npmsasku MAC agpecoB Ha NopTy;

2. Npueaska MAC agpeca K nopty;

3. KoHdurypauma napametpos GyHKUMM NpuBasaHHbix MAC agpecos;
4. KoHpurypauua nosywKku ans ysegomneHmun o MAC agpecax;

1. BkntoueHune ¢pyHKumm npmnsasku MAC agpecos Ha NnopTy

KomaHpa

OnucaHue

PeXXum KoHPUryprMpoBaHuaA nopra

switchport port-security
no switchport port-security

BkntoueHne dpyHKkumm npmeaskn MAC agpeca
Ha nopty u ¢ukcauma nopta. Korga nopt

3aduKkcmpoBaH, ¢yHKumMa obydeHna MAC
agpecam  BblkaoyeHa: KomaHga  «no
switchport port-security»BblKio4aeT

¢dyHKUMo npuBAaskn MAC agpeca Ha NopTy m
BOCCTaHaBAMBaeT ¢yHKumuto obyvyeHna MAC
agpecam Ha nopty

2. dukcauma MAC agpeca Ha nopTy

KomaHpa

OnucaHue

Pexxum KoHGUrypupoBaHua nopra

switchport port-security aging
no switchport port-security aging

Bkntoyaet @PyHKUUIO Tarmepa PuUKcauum
nopTa;

KomaHga «no switchport port-security aging»
BOCCTAHAB/IMBAET 3HAYEHME MO YMONYAHMIO.

switchport port-security mac-address [<mac-
address> | sticky]

no switchport port-security mac-address
[<mac-address> | sticky]

Jobasnser cratnyeckne besonacHble MAC
agpeca;

KomaHaa «no switchport port-security mac-
address» ypanaet cTraTMyeckue HGesonacHble
MAC agpeca.
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Pexxum agmuHucrpatopa

clear port-security dynamic [address <mac- | OumMwaer anHamumyeckme MAC agpeca,
addr> | interface <interface-id>] Bbly4YeHHbIE Ha YKa3aHHOM MOpTY.

3. KoHdurypauma napameTtpos npmsaskm MAC agpecos

KomaHpa OnucaHue

PeXXum KoHGUrypmMpoBaHuaA nopra

YcTaHaBAuBaeT MaKCMManbHoe 4yncno
switchport port-security maximum <value> | 6e3onacHbix MAC agpecoB Ha nNoOpPTy;
no switchport port-security maximum | KomaHga «no switchport port-security
<value> maximum» BOCCTaHaB/IMBAET 3HA4YeHue Mo
YMOJIHaHMUIO.

YCTaHOBKa peXMma HapyweHWsa Ha MopTy;
KomaHaa «no switchport port-security
violation» BoccTaHaBnMBaeT 3HayeHue Mo
YMOJT4AHULO.

switchport port-security violation {protect |
restrict | shutdown} [recovery]
no switchport port-security violation

16.5.1.3 YcmpaHeHue npobaem npueasku MAC adpecoe

BkntoueHune npusaskm MAC agpecoB Ha NOPTY MOXKET BbiTb HeYAaYHbIM MO HECKOIbKUM
npu4nHam. Huxe NnpnuBoANTCA HECKOIbKO BO3MOMXKHbIX MPUYMH U UX YCTPAHEHMeE:

X Ecnn npusszaHHbin MAC agpec HegocTyneH Ha nopty, ybeauTech, YTO NOPT He
BXOAMUT B port-aggregation 1 He CKOHPUIYPUPOBAH Kak TPaHKoBbIN. MpuneasaHHbii MAC agpec
YHUKaNEeH B KOHKPEeTHOW KOHurypaumn. Ecam Bbl xotuTe npusasate MAC agpec, GyHKUUM,
YNOMAHYTbIE BblLE, A0/XHbI ObITb BbIK/THOYEHDI.

<> Ecnn 6e3onacHbIi agpec YyCTaHOBNEH KaK CTaTUYECKUI aapec U yaaneH, toraa
3TOT 6e30nacHbIN aApec He MOXKeT ObITb MCNOb30BaH, XOTA OH M ByaeT cywecTBoBaTb. Mcxoan
n3 3TOro, pekomeHayeTca n3beratb Ha3Ha4YeHMUA CTaTUYECKMX a4PECOB 414 NOPTOB, A5 KOTOPbIX
BK/ItoveHa npueAaska MAC agpecos.

16.6 KoH¢urypauma MAC notification

16.6.1 BeepeHue B MAC notification

®dyHKuna MAC notification npegHa3sHaveHa ans ysegomnenua. [lobasnas wam yganas
MAC-agpeca, a MMeHHO, Koraa Ao006aBnAloTCA MAW yAanAalTca YCTPOMCTBA, agMUHUCTPATOP
b6yanet ysegomieH 06 U3MEHMAX C MOMOLLBIO Snmp trap coobLieHni.

16.6.2 KoHourypauusa ysegomneHu o MAC-agpecax

6. Hactpoika rnobanbHo snmp

7. HacTtpoika rnobanbHoro MAC notification

8. HacTtpoika nHtepsana ans otnpasku MAC yBegomneHui

9. HacTtpoiika pasmepa Tabaumupbl Mctopmm

10. HacTpoika tvna nosywku MAC ysegoMmaeHUn, NnogaepKMBaembix NOPTOM
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11. MpocmoTp KoHPpUrypaumm n gaHHbix MAC ysegomneHunin
12. OuuncTKka ctatnuctnkm MAC notification
1. HacTtpoika rnobanbHoro snmp trap MAC notification
KomaHpga OnucaHue
Fnob6anbHbIN pexxum KoHPUrypuposaHus

snmp-server enable traps mac-notification
no snmp-server enable traps mac-
notification

Bkntoyaet/Bbikato4aeT rnobanbHo snmp MAC
notification

2. HacTpoiika rnobanbHoro MAC notification
KomaHpga OnucaHue
Fno6anbHbIA perKMm KOHPUrypupoBaHusa
mac-address-table notification Bkntouaet/sbikaoyaer  rnobanbHo  MAC
no mac-address-table notification notification
3. HacTpoika uHtepsana ana otnpaskn MAC ysegomneHuni
KomaHpga OnucaHue

Fnob6anbHbIN pexxum

KOHUrypuposaHua

mac-address-table notification interval <0-
86400>
no mac-address-table notification interval

Hactpoika uHTepBana ana ornpasku MAC
YBEAOMNEHUN, KOMaHAa no
BOCCTaHaB/IMBAET HACTPOMKM NO YMONYAHMUIO

<0-500>
no mac-address-table notification history-
size

4. HacTpolika pasmepa Tabanubl uctopum
KomaHpga OnucaHue
Fno6anbHbIA peKMm KOHPUrypupoBaHusa
mac-address-table notification history-size HacTpoiika pasmepa Tabauubl  MCTOpUM,

KOMaHZa No BOCCTaHAB/IMBAET HACTPOMKN NO
YMOIHaHUIO
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5. Hactpoiika Tmna nosywku MAC yBegomaeHUM, NoaaepyKMBaemMbiXx NOPTOM
KomaHpa OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

mac-notification {added | all | removed}

HacTpoika unuM cTupaHue Tuna NOBYLUKK

MAC B " B
no mac-notification yBeAOMAEHUN, NOoA4EPKMBAEMBbIX
nopTom
6. MpocmoTp KoHpUrypaumm n gaHHoix MAC yBeaomaeHum
KomaHpga OnucaHue

PexXxum agmuHucTpatopa

show mac-notification summary

MpocmoTp KoOHOUrypaumm n aaHHbix MAC
yBEeAOMNIEHUN

7. OuncTKa cTaTMCcTUKM noBywKkn MAC yBegomneHuin

KomaHpa

OnucaHue

Pexxum agmuHucTpatopa

clear mac-notification statistics

Ouunctka CTAaTUCTUKMU MAC

yBe4OMNEHUM

JIOBYLUKM

16.6.3 Mpumep MAC notification

IP-agpec cTaHuum cetesoro ynpasnaeHunsa (NMS) 1.1.1.5, IP-agpec areHTa 1.1.1.9. NMS
nonyumt Trap coobuweHue ot areHTa. (MpumedvaHne: NMS MOMKET YCTAaHOBUTb MNPOBEPKY

NOA/IMHHOCTM B CTPOKY XapaKTep NOBYLIKK )
Mpoueaypa KoOHOUrypauuu:

Switch (config) #snmp-server enable
Switch (config) #snmp-server enable
Switch (config)# mac-address-table
Switch (config)# mac-address-table
Switch (config)# mac-address-table
(

traps mac-notification
notification

notification interval 5
notification history-size 100

Switch (Config-If-Ethernetl/0/4)# mac-notification both

16.6.4 YcrtpaHeHue HeucnpasHocTeii MAC ysegomneHui

Yb6eantecb, 4TO COODOLIEHME JIOBYLLUKK
OTNaAKOM KOMaHAbl snmp.

OTNpaBAsAeTCs YCnewHo KomaHAon show
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17 HACTPOMKA NPOTOKOJIA MSTP

17.1 O6uwue ceegeHna o MSTP

MSTP (Multiple STP) — HoBas peanusauma NPOTOKOJa spanning-tree, ocHoBaHHasA Ha
npotokonax STP u RSTP. OH paboTaeT Ha NtobbIX KOMMYTaTOPaXx N0KabHbIX ceTeld. OH
BbluMcnaeT obuwee 1 BHyTpeHHee ceasytowee gepeso (CIST - common and internal spanning tree)
ANA BCEN CeTU, KOTOPOE COAEPKUT YCTPOMCTBA, Nnoaaepxuaatowmne MSTP, STP n RSTP. OHTakK
e BblUMCNAET HEe3aBMCMMbIe 3K3eMNIAPbI MHOXECTBa cBA3yoLWMx aepesbes (MSTI - multiple
spanning-tree instances) ana Kaxkaon obnactu MST (MSTP domain). B MSTP ucnonb3ayetca
afanTMpoBaHHaA Bepcus npoTokona RSTP, obecneunsatowero ObICTPYHO CXO4MMOCTb NpU
NOCTPOEHMU CBA3YIOLLLErO AepeBa, NPU 3TOM OAHOMY M TOMY }Ke 3K3eMNAApYy CBA3YHOLWEro
JepeBa MOXeT bbITb cornocTassieHo MHoXecTBo ceTelt VLAN. MSTP obecneymnsaeT pa3/iMuHble
MapLpyTbl 414 Nepesaym AaHHbIX U no3sBonseT 6anaHcnposaTb TpaduK. bonee Toro, Tak Kak
MHoOKecTBeHHble VLAN'bI MCMOJIb3YIOT OAUH U TOT Xe 3K3eMniAp ceasytollero aepesa, MSTP
MOXEeT YMEeHbLUATb KOIMYECTBO NOCTPOEHHbIX AepeBbeB, YTO NO3BONAET YMEHbLUUTb HArpy3Ky
Ha NPOLLECCOP M YMEHbLUNTb CAYXKeOHYI0 NOIoCY Ha KaHanax.

17.1.1 PernoH MSTP

Tak Kak O4HOMY 3K3eMNAapy CBA3ylOWeEro aepesa MOXeT OblTb COMOCTaBAEHO
MHoxecTtBo VLAN, komuTteT, paspabatbiBatowmin ctaHaapT IEEE 802.1s npepnoxun passuTb
KoHuenuuio MST. MST wucnonb3yetcs Ana NPUBA3KM KOHKpeTHoit VLAN K KOHKpeTHomy
9K3emMnaapy CBA3yOLWEero aepesa.

PervoH MSTP cocTouT M3 OAHOrO WMAM HECKOJIbKMX KOMMYTAaTOPOB C OAUHAKOBbIM
naeHTneukatopom MSID (MST Configuration Identification) n nokanbHon ceTn (KOHKpeTHbIN
KommyTaTop B pernoHe MSTP sBnsetca HasHauyeHHbIm(designated) KommyTaTopom NoKanbHOM
CeTu, Ha KOMMyTaTopax, 3aKpenaeHHbIX 3a JIOKaNbHOM ceTblo, NpoTokon STP He paboTaeT). Bce
KoMmyTaTopbl B ogHom MSTP pernoHe numetot ogmH MSID.

MSID coaepuT Tpu aTpnbyTa:

<> KoHdurypaunmoHHoe ms: coctonT us undp u byks;
X Homep Bepcuu;
X KpaTkoe onucaHne KoHdurypmuposaHua: Cetn VLAN, cooTBeTcTBYylOLLINE

9K3emnaapam CBA3YIOLWEero Aepesa;

KommyTaTtopbl €  OAMHAKOBbIMW  BbILWEOMUCAHHbIMW  aTpUByTamMM  CYMTAOTCA
Haxo4AWMMKMCA B ogHOM permoHe MST.

Korga MSTP Bbluncnset CIST B 1OKaNIbHOM CETM C KOMMYTATOpPaM#, permoH MST
paccmaTpuBaeTca Kak OgMH KOMMYTATop. PacCMOTPUM PUCYHOK HUKe:
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SwitchA Root SwitchA
-
<am
SwitchM SwitchB |
X
SwitchE
xE53 =
—p-

K SwitchF SwitchC j SwitchD MST Region SwitchD
Mpumep CIST u pernoHa MST

Ha cxeme, ecnm B 04HOM KOMMYTaTOpe ncnoabayetca STP, a B Apyrom

RSTP, To nopT mexkay KommyTtaTopom M 1 KommyTaTopom B nonxeH 6biTb 610KMpPOBaH.
OpHako, ecnn B KOMMyTaTopax 06n1acTv, BblAeNeHHOW MNYHKTUMpPOM, ucnonbdyetrca MSTP u
CKOHPUIYypMpPOBaAH OANH U TOT e pernoH MST, To npotokon MSTP 6yaeT cuntaTb 3TOT perMoH
KOMMYyTaTOpoM. MosTomy HN10KMPOBAH OANH MOPT MEXKAY KOMMYTAaTOPOM B 1 KOpHEBbLIM y3/10M;
Kpome Toro, 610KMpoBaH 0aMH NOPT KOMmyTaTopa D.

17.1.1.1 Onepayuu sHympu 00H020 U Mo2o »ce pe2uoHa MSTP

dk3emnnap ceasylouwero gepesa (IST) cBaA3biBaeT Bce KommyTtaTtopbl MSTP pervoHa.
Korpa IST cowenca, KopHeBom y3en IST cTaHOBUTCA ynpasAastowmMm y3anom IST — B HeEM HaxoaUTCA
KOMMYTaTOp C HAMMeHbLMM ID MocTa 1 MeTpMKOoIM MmaplpyTa K KopHeBomy y3ny CST. Ecam B
CeTM MMeeTCA TONbKO OAWH PEervoH, ynpasnawoowmin ysen IST ogHOBpeMeHHO ABAseTcA U
KOopHeBbim y3n0om CST. Ecnm KopHeBon y3en CST HaxoaMTcA BHE PernoHa, ynpasastowmm y3iom
IST AaBnAeTca oanH U3 KommyTtaTopos MSTP Ha rpaHuue pernoHa.

Mpn MHMUManmM3aumm kommyTtatopa MSTP oH nocbinaet naketbl BPDU, B KoTOpbIX
ob6baABnAeT ceba KopHeBbiM y3nom CST u ynpasaatowum ysnom IST, npyu 3TOM METPUKMK
MapLIpyTa K 3TUM y31aM paBHbl HYAD. Kpome TOro, KOMMYTaToOp MHULMANAUIUPYET BCE CBOU
aksemnnsapbl MST n obbasnaetr ceba KopHeBbiM Yy3nom. Ecanm KommyTaTop NpUHUMAET
nHbopmaumio OT KopHeBoro y3na MST BepxHero ypoBHA (C MeHbwum ID KommyTaTopa,
MeHbLUE METPMKON MapLLUpPyTa U T. A.), COXPAaHEHHYIO ANA NOpTa, OH nepectaeT 06bABNATL cebsa
ynpasaaowmm ysnom IST.

B pernoHe MST vynpasaatowmin y3en IST aBnaetca eAMHCTBEHHbIM 3K3eMMNAAPOM
CBA3YIOLLEro AepeBa, KOTOPbIN NPUHMMAET U nocbklnaeT nakeTbl BPDU. Tak Kak naketbl MST
BPDU copepraT MHPopmaumio 000 BCeEX 3K3emnaspax, YMC/IO TakMX MNaKeToB, KOTopoe
TpebyeTca obpaboTaTb KOMMYTaTOpy AN1A NOAAEPKKM MHOMKECTBA 3K3EeMMNAAPOB CBA3YHOLWLEro
AepeBa, 3Ha4YUTeNIbHO YMeHbLUaeTcA.

Bce aksemnaapbl MST o4HOro 1 TOro e permoHa COBMeCTHO UCMNO/b3YIOT OAHU U Te XKe
TaMepbl NPOTOKONA, O4HAKO KaxAablii ak3emnaap MST nmeeT cBOM COBCTBEHHbIE
napameTpbl Tononormu, Hanpumep |D KoOpHeBOro KomMmyTaTopa, METPUKY MaplipyTta K

KOPHEBOMY Y31y U T. 4.
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17.1.1.2 Onepayuu mexdy pecuoHamu MST
Ecan BHYTPM ceTM CywecTByeT HECKO/IbKO PErvoHOB WAM B HEW YXKe CyLLecTByioT

KommyTaTopbl 802.1D, MSTP cosgaet n obcnyxxusaet gepeso CST, KOTOpoe BKAOYAET Bce
pernoHbl MST 1 Bce cyuiecTaytowme KommyTaTopbl ¢ STP B ceTn. nsa npeobpa3oBaHns B epeso
CST ak3emnaapbl MST kKombuHMpytoTca ¢ IST Ha rpaHuLe pernoxa.

dk3emnnap MSTI AaBnaeTca UCTUHHBIM TONbKO BHYTPU pernoHa MST. Ik3emnnap MSTI
HUKOr4a He COBepLUaeT HUKAKMX AeUCcTBM c ak3emnnapamu MSTI apyrux permoHoB MST.
KommyTtatopbl B pernoHe MST npuHumatroT naketol MST BPDU pgpyrux permoHoB 4epes
rpaHn4YHble nopTbl. OHM MOryT TONbKO 06pabaTbiBaTb MHGOPMALMIO, OTHOCALLYIOCA K AepeBy
CIST, n otbpacbiBatoT uHPopmaumo MSTI.

17.1.2 Poau noptos

KommyTtatop MSTP npucsamBaeT noptam po/an, KOTOpble OHU [ONXHbl UrpaTb B
npotokone MSTP. Ponun noptos aepesa CIST: Root Port, Designated Port, Alternate Port, Backup
Port

Kaxablh nopt MSTI ummeeT ewe oaHy ponb, 6osee BbICWEro MopsiaKa, 4Yem
BbllenepeyncneHHole ponn: Master Port.

Ponn noptos B aepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) —
TaKue e, YTo 1 npu npoTokone RSTP.

17.1.3 banaHcupoBKa Harpy3ku B MSTP

B pernoHe MSTP cetn VLAN moryT 6biTb NpUBA3aHbl K pPa3IMYHbIM 3K3eMNaapam, 4To
MoXKeT GOpPMUPOBATb PasinyHble Tononormm. Kaxkapii aK3emnaap He3aBuUCUMM Apyr oT gpyra u
3TO NO3BONIAET UM MMETb COBCTBEHHbIE aTPMOYTbI, TAKME KaK NPUOPUTET YCTPOMCTBA U METPUKY
nopra.

CnepoBatenbHo, cetv VLAN pasanyHbIX 3K3eMNAAPOB MMEKT CBOU COOCTBEHHbIe
MapwpyTbl. Onsa Tpaduka ceterr VLAN Takum obpasom noapepkuBaetrcA 6GanaHCMPOBKA
Harpysku.

17.2 KoHdurypuposaHue MSTP

. BkntoyeHne npotokona MSTP n ycTaHOBKa paboyero pexunma;
. Hactpoika napameTpoB 3K3eMNAAPOB CBA3YIOLWENO AEPEBQ;

. Hactpolika napameTtpos permoHos MSTP;

. Hactpolika BpemeHHbIx napametpos MSTP;

. Hactpoiika pyHKumm 6bicTpoit murpaumm MSTP;

. Hactpoiika popmarta nakeToB Ha NopTy;

. Hactpoiika aTpunbyToB cBA3ylowero agepesa Ha NopTy;

. Hactpowka atpmnbyTos snooping-Kkato4a ayTeHTUdMKaLuu;

. Hactpowka pexmma FLUSH gna nameHeHuii Tononoruu;

O oo NOULLPE, WN -
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1. BkntoyeHune npotokona MSTP mn ycTtaHoBKa paboyero peskuma

KomaHpa

OnucaHue

PexXum rnobanbHoOro KoHoUrypump

O0BaHUA U PEeXUM KOHUrypupoBaHMa nopTa

spanning-tree
no spanning-tree

BkntoyeHune/sbikntoueHmne MSTP

PexXxum rnobanbHOro KOHGUrypuposaHus

no spanning-tree mode

spanning-tree mode {mstp|stp|rstp}

YcTaHoBKa paboyero pexknuma MSTP.

PeXXum KoHGUrypupoBaHUA nopra

spanning-tree mcheck

MpUHYANTENBHO YCTAaHABAUBAET A4 NOpTa
pexum paboTbl No npotokony MSTP

2. HacTponKa napameTpoB 3K3eMNIAPOB CBA3YIOLWLErO AEPEBQ;

KomaHpa

OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHua

<bridge-priority>

spanning-tree mst <instance-id> priority

no spanning-tree mst <instance-id> priority

Mo3sonaeT 3a4aTb NPUOPUTET KOMMyTaTopa
ONA  YKa3aHHOrO 3K3emnaspa CBA3YLWEro
aepesa.

no spanning-tree priority

spanning-tree priority <bridge-priority>

Mossonser HacTpouTb npuopuTeTt
CBA3YIOLWEro AepeBa Ha KOMMYTaTopeE.

PeXXum KoHOUrypmupoBaHua nopra

spanning-tree mst <instance-id> cost <cost>
no spanning-tree mst <instance-id> cost

[na yKaszaHHOro 3K3eMnaspa CBA3YHLLEro
AepeBa No3BOIAET YCTaHOBUTb METPUKY
MapLIpyTa K nopTy.

priority <port-priority>

priority

spanning-tree mst <instance-id> port-

no spanning-tree mst <instance-id> port-

Mo3BonseT 3a4aTb NPUOPUTET NOPTa ANA
YKa3aHHOro aK3emnaapa CBA3YIOLLEro
Aepesa.

no spanning-tree  mst
rootguard

spanning-tree mst <instance-id> rootguard

<instance-id>

JnA yKasaHHOro sk3eMnaspa CBA3YIOLLLEero
JepeBa No3BoAET 334aTb 3alUULLEHHbIN
KopHeBoW y3en. MopTbl, 4151 KOTOPbIX
YyCTaHOB/EHa 3alu1Ta, He MOryT ObITb
npeobpa3oBaHbl B KOPHEBbIE NOPTbI APYrNX
TUNOB.
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spanning-tree rootguard [Nna Tekyuwero nopTa 3a4aeT pexxmm
no spanning-tree rootguard 3al1LeHHOoro KOpHEeBOro nopTta B
aK3emnnape

ceasyouero aepesal. CKOHPUIrypMpPOBaAHHbLIN
3aLUMNLLEHHDBIM MOPT HE MOXKET bbITb
npeobpa3oBaH B KOPHEBOM NOPT APYIUX
TMNOB.

spanning-tree [mst <instance-id>]
loopguard
no spanning-tree [mst <instance-id>]
loopguard

BkntoyeHne GYyHKUMM OTCNEKMBAHUA NETAU B
KOHKpeTHOM 4YacTHom pgepese. KomaHaa NO
OTK/ItOMaeT AaHHY0 PYyHKLUMIO.

3. Hactpoitka napameTpoB pernoHos MSTP

KomaHpa

OnucaHue

Pe)xum rnobanbHoro

KOHPUrypmupoBaHuA

spanning-tree mst configuration
no spanning-tree mst configuration

Bxoa B peXuMm KOHPUIypupoBaHUA pervoHa
MSTP. KomaHaa NO Bo3BpalLaeT 3Ha4YeHme no
YMONYAHMUIO.

Pexxum KoHpUrypuposaHua permoHa MISTP

show

MokasbiBaeT MHOOPMAUMIO O  TeKyllewn

paboueit cucteme.

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list>]

Mo3BonAeT co3aaTb 3IK3EeMNNAP CBA3YIOLWEro
LepeBa U YCTAHOBUTb COOTBETCTBUE MEXKAY
VLAN 1 3TUM 3K3emMnnapom

name <name>

MNo3sonaet 3agatb ma permoHa MSTP

no name
revision-level </evel> MNossonser 3a4aTb Homep pesn3nm
no revision-level KoHbUrypupoBaHusa pernoHaMSTP
Boixog M3 pemma KOHOUrypupoBaHuA
abort permoHa MSTP un Bo3BpaT B pexum
rnobanbHoro KOHUrypupoBaHus 6e3
COXpPaHEeHUA KOHpUrypaumm permoHa MSTP.
Mo3BONAET COXPAHUTb CAEIAHHbIE HAaCTPONKM
exit pernoHa MSTP, BbINTM U3 peXKMMaA HACTPOMKHM

pernoHoB MSTP 1 BepHyTbCA B rN06GaNbHbIN
PEeXUM KOHPUTYPUPOBAHUA.
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no OTMeHa 0AHOM KOMAHAbl NN YCTAHOBKA
nepBoHAYaIbHOro 3HAYEHMUA
4. HacTtpoiika BpeMeHHbIX napameTtpos MSTP
KomaHpga OnucaHue
Pexxum rnobanbHoro KoHpuUrypmposaHusa
spanning-tree forward-time <time> MNo3BonsieT 3agaTb  BpemMA  334€epPHKu

no spanning-tree forward-time

nepegaym Ha KommyTaTope

spanning-tree hello-time <time>
no spanning-tree hello-time

YcraHoBKa BpemeHu Hello ana nocbiiku
coobuieHunit BPDU.

spanning-tree maxage <time>
no spanning-tree maxage

YCTaHOBKM BpeMeHU Kn3Hu cooblueHnii BPDU

spanning-tree max-hop <hop-count>
no spanning-tree max-hop

YCTaHOBKa MaKCMMaNbHOro YMcaa Xonos gaa
coobuieHuit BPDU B pernoHe MSTP.

5. Hactpoika ¢pyHKumnm boictpoit murpaumnm MSTP

KomaHpga

OnucaHue

Pexxum KoHpury

pupoBaHuA nopTa

spanning-tree link-type p2p {auto|force-
true|force-false}
no spanning-tree link-type

YcTaHOBKa TMNa AUHUK nopTa

spanning-tree portfast [bpdufilter|
bpduguard] [recovery <30-3600>]
no spanning-tree portfast

Mo3BonAeT 3a4aTb NOPT, KaK FPAHUYHbIN.
Onuua Bpdufilter cnyxut ana otbpacbiBaHuA
NPUHATLIX coobweHnin BPDU. Onuuns
bpduguard npu npneme coobweHns BPDU
3aKpblBaeT nopT. MNapameTp No BbIKAOYaET

peXMm MNOrpaHUYHOro nopTa, npPoucxoauT
npeobpasoBaHne B MNOPT, KOTOPbIN He
HaXO4WUTCA Ha FpaHuLe
6. HacTpoiika popmarta nakeToB Ha NOPTY
KomaHpga OnucaHue
Pexxum KoHPUrypupoBaHusa nopra
spanning-tree format standard MNo3Bonsier HacTpoutb ¢dopmaT MaKeTa

spanning-tree format privacy

cBA3ylowero aepesa nopta. Mpu Bbibope
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spanning-tree format auto
no spanning-tree format

onuum standard nakeT  cooTBETCTBYyeT
ctaHgaptam |EEE, npu onuuuprivacy naket
comectum ¢ CISCO, auto o3HayaeTt, 4TO
dopmart onpeaenserca no NPUHATOMY NakeTy

7. HacTpoiika aTpmbyToB CBA3YHOLLErO A€

peBa Ha nopTy

KomaHpa

OnucaHue

PeXXum KoHPUryprMpoBaHuA nopra

count-value>
no spanning-tree transmit-hold-count

spanning-tree cost MNo3BonAaeT 3a4aTb METPUKY MapLlpyTa K
no spanning-tree cost nopty
spanning-tree port-priorit
P g' portp .y . lNo3BonaeT 3a4atb NpUoOpUTET NOPTA
no spanning-tree port-priority
spanning-tree rootguard Mo3BonAeT yYCTAaHOBWUTb MOPT, KaK He
no spanning-tree rootguard KOpHeBOW
Pexxum rnobanbHoro KoHpuUrypuposaHus
spanning-tree transmit-hold-count <tx-hold-
YcTaHOBKa MaKCMMaIbHOTO 3HayeHun

CYeTYMKaA 33 EPXKKM Nepesayn Ha NnopTy

spanning-tree cost-format {dotld | dotlt}

YctaHaBAuBaeT popmaT METPUKM MapLUpyTa
dotld nau dotlt

8. HacTpoiika aTpmbyToB snooping-Kkito4a ayTeHTUPUKALUK

KomaHga |

OnucaHue

PexXum KoHOUrypupoBaHua nopra

spanning-tree digest-snooping
no spanning-tree digest-snooping

lo3BonAeT MNOPTY MUCNOAb30BaTb  CTPOKY
ayTeHTUPUKaLLUM napTHEPCKOro nopra.
KomaHpga NO BOCCTaHaB/UBaET

MCNONb30BaHME CTEHEPUPOBAHHOW CTPOKM.

9. HacTtpoitKa perxkuma FLUSH ana nameH

€HuM Tononornu

KomaHpa

OnucaHue

PexXum rnobanbHoro

KoHUrypupoBaHua

spanning-tree tcflush {enable| disable]|
protect}

no spanning-tree tcflush

Enable: cBasylowee aepeBo CTpPOUTCA cpasy
npPW U3MEHEHUWN TONONOTUN;

@® ) QTECH

www.qgtech.ru
MWP [NOOCTYMHEE



http://www.qtech.ru/

[ERRITEARRITLES

,,,,,,,

TexHuyeckoe onncaHune
Hactpolika npotokona MSTP 142

Disable: cBasylowee aepeBo He CTPOUTCA NpU
N3MEHEHUWN TONONOTUW;

Protect: cBasytowee aAepeBo CTpouTcA pas B
OECATb CEKYHA,;

KomaHga no BOCCTaHaBAMBAET 3HayeHMe No
YMONYAHUIO — WM3MEHEHWE MPU U3MEHEHUU
TOMNONOTUN.

PeXXum KoHPUryprMpoBaHuA nopra

. . Mo3sonAeT HacTpouTb pexkmm flush ans nopra.
spanning-tree tcflush {enable| disable]| P P . P

KomaHaa no BOCCTaHaB/MBAET

protect}
. MCNoab30BaHME OBLWMX HACTPOEK PeEXMMA Ha

no spanning-tree tcflush o

ycTpoiicTse.

17.3 Mpumep npumeHeHua MISTP
Root
SwitchB SwitchA

<=
SwitchD SwitchC

TUNWYHBIN cueHapuii npumeHeHua MSTP

CoegMHEeHUA MeXXay KOMMYTaTopamu NokasaHbl Ha PUCYHKe Bbiwe. Bce KommyTaTopbl
paboTatoT B MSTP pexume no ymonyaHuio. Ix npuopuTeTbl MOCTOB, NPUOPUTETLI NOPTOB U
CTOMMOCTb MapLPYTOB A/1A NOPTOB CTOAT MO YMOAYaHWIO (paBHbl). MapameTpbl N0 YyMONYaHUIO
ANA KOMMYTaTOPOB NOKa3aHa HuXe:
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Mma mocTta SwitchA SwitchB SwitchC SwitchD
Brdeg:rZsAc 00-00-01 00-00-02 00-00-03 00-00-04

Bridge Priority 32768 32768 32768 32768

Port 1 128 128 128
Port 2 128 128 128
Port 3 128 128

:::’i:‘rity Port 4 128 128
Port5 128 128
Port 6 128 128
Port 7 128 128
Port 1 200000 200000 200000
Port 2 200000 200000 200000
Port 3 200000 200000

E;’:tte Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonyaHuio npotokon MSTP co3gaeT TONOAOIMIO AepeBa C KOPHEM Ha KOMMyTaTope

MopTbl, 0603HaUYEHHbIE «X» MMeIOT cocToAHUe discarding (610KMpOBaHbI), Ha OCTa/IbHbIX
nopTax nepeaava paspelleHa.

Tanbl HACTPOUKM:

War 1. HacTtpowka npmBAasku noptos K VLAN:

X Cospatb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC n SwitchD;

X HacTpoutb nopTbl 1-7 Kak TpaHKoBble Ha SwitchB, SwitchC n SwitchD;

War 2. YcraHoButb SwitchB, SwitchC n SwitchD Kak npuHagneskalwmx ogHoMy Aepesy
MSTP:

< YcraHoBuTb Ha SwitchB, SwitchC 1 SwitchD ogHO 1 To e umsa pernoxa,
coBnagatouiee c MMeHeM aepesa mstp;

< MpusasaTtb VLAN 20 n VLAN 30 Ha SwitchB, SwitchC n SwitchD K ak3emnnapy
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cBA3yoLLero aepesa 3;

X Mpunucate VLAN 40 n VLAN 50 Ha SwitchB, SwitchC n SwitchD Kk aksemnaspy
csAsylowero gepesa 4;

War 3. Hactpoutb SwitchC Kak KOpHEBOI KOMMYTATOp ANA 3K3eMNAApa CBA3YHOLLEro
aepesa 3. Hactpoutb SwitchD Kak KoOpHeBOI KOMMYTaTOpP A/1A 3K3eMNAsAPa CBA3YIOLLEro gepeBsa
4.

X HacTpouTb NnpuopuTeT KOMMyTaTopa AN5 SK3eMNAspa CBA3YoLWero gepesa 3 Ha
SwitchC KaK 0;
X HacTpouTb NnpuopuTeT KOMMyTaTopa 405 3K3eMnaspa ceasylollero agepesa 4 Ha

SwitchD Kak 0.
[eTanbHas KoHPUrypauua npmseaeHa HUXKe:

SwitchB:

SwitchB (config) #vlan 20

SwitchB (Config-V1an20) #exit

SwitchB (config) #vlan 30

SwitchB (Config-V1an30) #exit

SwitchB (config) #vlan 40

SwitchB (Config-V1an40) #exit

SwitchB (config) #vlan 50

SwitchB (Config-Vl1an50) #exit

SwitchB (config) #spanning-tree mst configuration
SwitchB (Config-Mstp-Region) #name mstp

SwitchB (Config-Mstp-Region) #instance 3 vlan 20;30
SwitchB (Config-Mstp-Region) #instance 4 vlan 40;50
SwitchB (Config-Mstp-Region) #fexit

SwitchB (config) #interface el1/0//1-7

SwitchB (Config-Port-Range) #switchport mode trunk
SwitchB (Config-Port-Range) #exit

SwitchB (config) #spanning-tree

SwitchC:

SwitchC (config) #vlan 20

SwitchC (Config-V1an20) #exit

SwitchC (config) #vlan 30

SwitchC (Config-vV1an30) #fexit

SwitchC (config) #vlan 40

SwitchC (Config-V1an40) #exit

SwitchC (config) #vlan 50

SwitchC (Config-Vl1an50) #exit

SwitchC (config) #spanning-tree mst configuration
SwitchC (Config-Mstp-Region) #name mstp

SwitchC (Config-Mstp-Region) #instance 3 vlan 20;30
SwitchC (Config-Mstp-Region) #instance 4 vlan 40;50
SwitchC (Config-Mstp—-Region) #exit

SwitchC (config) #interface el/0//1-7

SwitchC (Config-Port-Range) #switchport mode trunk
SwitchC (Config-Port—-Range) #exit

SwitchC (config) #spanning-tree

SwitchC (config) #spanning-tree mst 3 priority 0

SwitchD:

SwitchD (config) #vlan 20
SwitchD (Config-V1an20) #exit
SwitchD (config) #vlan 30
SwitchD (Config-V1an30) #exit
SwitchD (config) #vlan 40
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SwitchD (Config-V1an40) #exit

SwitchD (config) #vlan 50

SwitchD (Config-Vl1an50) fexit

SwitchD (config) #spanning-tree mst configuration
SwitchD (Config-Mstp-Region) #name mstp

SwitchD (Config-Mstp-Region) #instance 3 vlan 20;30
SwitchD (Config-Mstp-Region) #instance 4 vlan 40;50
SwitchD (Config-Mstp-Region) fexit

SwitchD (config) #interface el1/0//1-7

SwitchD (Config-Port-Range) #switchport mode trunk
SwitchD (Config-Port-Range) #exit

SwitchD (config) #spanning-tree

SwitchD (config) #spanning-tree mst 4 priority O

Nocne onucaHHOM Bblle HacTPoOMKKM, SwitchA OyaeT KOpPHEBbIM KOMMYTaTOpPOM
aKk3emnaspa ceasyouwero gepesa 0. B pernoHe MSTP, kK KoTopomy oTHocatca SwitchB, SwitchC
n SwitchD, SwitchB saBnseTca KOPHEBbIM KOMMYTAaTOPOM PErmoHa A8 3K3eMNAApa CBA3YHOLWEro
aepesa 0, SwitchC aBnAaeTca KOPHEBBIM KOMMYTAaTOPOM PErMoHa A8 3K3eMNasApa CBA3YHOLLENO
aepesa 3 n SwitchD aBnseTcAa KOPHEBbIM KOMMYTAaTOPOM PErMOHA A1A IK3eMNAsAPa CBA3YHOLLENO
aepesa 4. Tpadmk VLAN 20 n 30 nepepaetca yepe3 TOMOJIOMUIO 3K3eMMaspa CBA3yHOLWeEro
nepesa 3. Tpapuk VLAN 40 n 50 nepepaetca yepes3 TOMOJOTMIO 3K3eMMNaApa CBA3YIOLLErO
aepesa 4. Tpaduk c octanbHbix VLAN nepepaeTcs yepes TONOAOMMIO 3K3eMNaapa CBA3YIOLLErO
aepesa 0. Mopt 1 Ha SwitchB aBnaeTca ynpaBaaloLWmMM NOPTOM ANA IK3EMMNISAPOB CBA3YIOLLUX
aepesbes 3 n 4.

MpoTtokon MSTP nyTem Bbl4MCAEHUI TeHepupyeT 3 TONONOTMUU: IK3EMMNIAPOB CBA3YIOLLNX
nepesbes 0, 3 1 4. MopTbl, 0603HaYEHHbIE «X» UMeT cocToaHMe discarding (610kuMpoBaHbl). Ha
OCTaNIbHbIX NOPTax Nepeaaya paspelleHa.

Root
SwitchA

SwitchB

SwitchD SwitchC

Tononoruna sksemnaapa ceasywouwero gepesa 0 nocne sblumcaeHma MSTP
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SwitchB

SwitchD

Tononoruna aksemnnapa ceasyowero gepesa 3 nocne sblymcaeHMaMSTP

SwitchB

SwitchD
Root

Tononoruna aksemnnapa ceasyowero gepesa 4 nocne sblymcaeHnaMSTP
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17.4 YcrpaHeHue HeucnpasHocTet MISTP

[Onsa toro, 4tobbl npoTokon MSTP Ha nopTe cmor paboTaTtb, MSTP gonKeH 6bITb BKAKOYEH
B peXXnume rnobanbHOro KOHGUrypupoBaHms.

Tak Kak napameTtpbl MSTP B3anmocBA3aHbl, OHU 40AXHblI COOTBETCTBOBATL C/eAyOLWMM
TpeboBaHMAM:

X 2x(Bridge_Forward_Delay - 1.0 cekyHaa) >= Bridge_Max_Age;

X Bridge_Max_Age >= 2x(Bridge_Hello_Time + 1.0 cekyHaa);

B npotMBHOM cnyyae npotokon MSTP moKeT paboTaTb HENPaBUABLHO.

Ecnn nonb3osaTtenn nameHunaun napametpol MSTP, OHM A0NKHbI YAOCTOBEPUTLCA B TOM,
YTO M3MeHeHbl M Tomonoruu. HacTpolkn rnobanbHOro pexmma KOHPUrypMpoBaHUA
BbINONHAOTCA ANA KOMMYTATOopoB. OcCTasibHble HACTPOMKWM BbINONHAKOTCA ANA OTAENbHbIX
3K3eMNAAPOB CBA3YIOLLErO AepeBa.

. QTECH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

bbbl
Siiabiad

TexHuyeckoe onncaHune
Hactpolika QoS 148

18 HACTPOWMKA QOS

18.1 O6wue ceBegeHuns o QoS

QoS (Quality of Service — kayecTBo cepBuca) - HABOP BO3MOXKHOCTEN KOTOPbIE NO3BONAIOT
co3naBaTb pasgenieHHble MONOCbl ANA NepeaaBaemMblX MO CEeTM [AaHHbIX, TEM CaMbiM
obecneumBasa Nyylwmnii cepBuc gns BbibpaHHOro ceteBoro Tpaduka. QoS - rapaHTUA KayecTsa
nocnenoBaTeNlbHOM M NpeacKasyemMon nepefayn faHHbiXx ana obecnedveHus TpeboBaHui
nporpamm. QoS He co3paeT AONONHUTENbHOM NONoCbl Nepepayn, Ho obecneuymsaeT b6onee
a¢deKTMBHOE YynpaBAeHWE MONOCOM B COOTBETCTBUM C TPeBOBAHUAMW MPUNOKEHUN U
NOJINTUKOM yNpaBiEHUA CETbIO.

18.1.1 TepmwuHbl QOS

QoS: KayectBo cepBuca, obecneyeHune rapaHTMPOBAHHOIO KayecTBa cepsBuca Aas
nocnefoBaTeNbHOM M Npeackasyemol nepefaum [aHHbIX M BbINOAHEHMA TpeboBaHMM
nporpamm.

DomeH QoS: JomeH QoS noaaep»kuBaet ycTpoiictea ¢ QoS ans GopmMnpoBaHUSA CETEBOM
TONONOIMK, KOTOPan 0becneynT KayecTBo cepBuca. Takaa ToNoa0rnA HasbiBaeTca gomeHom QOS.

CoS: Knacc cepsuca - KnaccupuKkaunmoHHana HPopmauma, nepegasaeman pperimamm

802.1 Q Ha BTOpOM ypoBHe. 3aHMMaeT Tpu buta nonAa Tag B 3aronoske pperima 1 HasblBaeTCA
YPOBHEM NO/Ab30BaATE/NILCKOro NpMopuTeTa B gManasoHe ot 0 go 7.

Layer 2 802.1Q/P Frame

Preamble | St2rt framel v ¢ ba| MAc-sA| Tag | PT| Data | FCs
delimiter

A

——— 3 6uTa ucnonbaytoTcs ana CoS

MpuoputeTtbl Knacca cepsuca

ToS: Tun cepsuca. OgHobaMTOBOE NOJE, NepeagaBaeMoe B 3arosioBke naketa IPv4 Ha
TpeTbem ypoBHe ana obbABneHMA TMNa cepsuca IP naketa. 3HayeHnem nons ToS moxeT ObiTb
npuopwuTeT IP (IP Precedence) nnn 3Hayenme DSCP.

Layer 3 IPv4 Packet

Version
HeadlLen

DS Field| Len | ID | Offset| TTL | Proto| FCS | IP-SA | IP-DA| Data

A

—— |P precedence (3 6uTa) unu DSCP (8 6uT)
Mpuoputet ToS

IP Precedence: lMpuoputet IP. KnaccuduKkaumoHHaa nHdopmauma nepeparolancsa B
3aro/I0BKe NakeTa TPETbEro YPOBHS, 3aHUMaowWwan 3 6uta n moryLan NpPUHMMaTb 3Ha4yeHusa ot 0
no 7.
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DSCP (Differentiated Services Code Point): Koabl pasgeneHHbix CEPBUCOB,
KnaccudmKaumoHHaa MHPopmaums, nepeaatoLlascs B 3arosoBke IP nakeTa TpeTbero ypoBHs,

3aHUMaeT 6 6UT, meeT 3HauyeHMe oT 0 go 63 1 06paTHO coBMeCTUMa C npuopuTeTom IP.
MPLS TC(EXP):
MNMone MPLS o3Ha4yaeT Knacc obcny»kuBaHus, umeet 3 buta Ana agmManasoHa ot 0 go 7.
Layer 2.5 MPLS Packet

MAC-DA| MAC-SA| Tag 0x:; 47| Label 'g;f;': S bit | TTL

A

——— Traffic Class (3 6uTta)

Internal  Priority: BHyTpeHHWI npuopwuTeT, YCTaHAB/AMBAEMbI  MPOLECCOPOM
KOMMyTaTopa. BO3MOXKHbIN AMaNa3oH 3Ha4YeHWUI 3aBUCUT OT Tuna npoueccopa. COKpaLLeHHO -
Int-Prio nau IntP.

Drop Precedence: MpuopuTteT copoca. MNpn 06paboTKe NakeToB nepBbiMmM cOpacbiBatOTCS
naketol Cc 6o0nbWwMm npuoputeTom cbpoca. Mmeet 3HayeHne 0 uam 1. CoKpaleHHO
obo3Havaetca Drop-Prec nnu DP.

Classification: ocHoBHOe Ha3HayeHMe mexaHnama QoS, knaccuouumpyeT nepesaBaemble
NnakeTbl B COOTBETCTBUM C KnaccudpmKaumoHHON MHbOpMmauMel, coaepKaleinca B naketax u
cnuckamm KoHTpoasa goctyna(ACL).

Policing: aelictBne mexaHmM3ma QoS Ha Bxoze, KOTOpoe YCTaHaBAMBAET NOJIUTUKM
TpadumKa 1 ynpasaseT KnaccudnuMpoBaHHbIMU NaKeTaMu.

Remark: geicreme mexaHnama QoS Ha BxoAe, BbIMOHAOLWEe NPONYCK, OCTAaHOBKY UK
cbpoc nakeTa B COOTBETCTBUM C NOMTUKAMM TpadUKa.

Scheduling: nelictBne mexaHnama QoS Ha Bbixoge. [lobaBnseT nakeTbl B
COOTBETCTBYIOLLME WCXOAAWME OYepeau OCHOBbIBAasICb HA BHYTpeHHem npuoputete. U
NPUHMMAET peLleHne O NOoCblIKe UAM copoce NaKeToB B COOTBETCBUMU C NpuoputeTom cbpoca,
aNrOPUTMOM MOCBIJIKM Y BaXKHOCTbIO COOTBETCTBYIOLLLEN 04Yepean B UCXOAALLEM NOTOKe.

In-Profile: Tpaddmk B pamkax noautukm QoS(nonoca nNponyckaHuAa  Uan
JOMNONHUTENBHOM Nonocoi) HasbiBaetca In-Profile.

Out-of-Profile: Tpadpdmk B pamkax nonutukn QoS(nonocbl nNpoOnNyckaHuAa WK
[OMONHUTENbHOM Nnonocbl) Ha3biBaeTca Out-of-Profile.

18.1.2 Peanunsauusa QoS

[Ons BbINONHEHMA Ha KOmMMyTaTope nporpammHoro QoS HeobxogMmo paccMoTpeTb
OCHOBHYIO 6a3oByto Mogenb. QoS He co34aeT HOBOWM NOJIOChI B KaHaNe, HO MOXKET MaKCMMaIbHO
NoACTPanMBaTh KOHOUIypaumio TEKYLLMX KaHanbHbIX pecypcoB. MonHasa peanusauma QoS paet
BO3MOXHOCTb MOJIHOCTbIO YNpPaBAATb CeTeBbIM TpaduMKom. HMKe, KaK MOXKHO TOYHEE,
onucblBaeTca cam npmHumn QoS.

Cneundukayma nepegaym paHHbix B IP nNOKpbiBaeT TOAbKO afpecaunto U CepBUCHI
MCTOYHMKA N NPUEMHUMKA U, KOHEYHO, KOPPEKLMIO Nepesayn NakeToB ¢ MOMOLLbIO NPOTOKOI0B
4 ypoBHs mogenn OSI| u Bbilwe, Taknx Kak TCP. OaHako, B 6oNbLIMHCTBE cy4aeB NpoToKkon IP
MCNONb3yeT MAKCMMA/IbHO BO3MOMHYIO MPOMYCKHYIO CNOCOOHOCTb BMECTO MexaHM3Ma
NoALEPKKM U 3aLLNUTbI MONOCHI MAKETHOM Nepesayn. IT0 NPUMEHUMO ON5 TAaKUX CEPBUCOB KaK
noyta u FTP, Ho Npu yBeanveHUn nepesayim MyabTUMeUNHbIX KOMMEPYECKUX AaHHbIX U
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3NEeKTPOHHbIX BU3HEC-CepBMCOB, METOA MaKCMMalbHOM 3arpy3KnM HEe MOXKET YA4,0BNETBOPUTb
TpeboBaHMA HEOOX0AMMOMN NONOCHI U HU3KUX 334EPHKEK.

Bbasupyacb Ha pasanyHbix meTogax, QoS onpeaenAer nNpuUoOpUTET ANA KaXKA0ro
BXxogAwWero naketa. KnaccmpuKkaumoHHaa MHPOpMaLMA COAEPKUTCA B 3arosioBkax IP naketos
TpeTbero ypoBHS U B 3arosioBkKax ¢pperimos 802.1Q BTOporo ypoBHA. Qo0S obecneuymBaet
OAMHAKOBbIM CEepBUC ANA NAKETOB OAMHAKOBOro MPMOPUTETA, B TO BPEMA KaK ANA MaKeToB C
pa3nMyaloWmMMmMCA NpUopuUTETAMM NPeaNaraoTCa pasanyatowmeca onepaumm. MapwpyTtumsatop
WA KOMMYTaATOp, nogaepkumsatowme cepsuc QoS, moryt obecneumBaTtb pPasIMYHYIO NOAOCY
nepefayn B COOTBETCTBUM C KnaccMduKaumen naketoB, NOMeyaTb NaKeTbl B COOTBETCTBUMU C
CKOHPUIYPMUPOBAHHBIMWU NONIUTUKAMM, @ TaKKe cHbpacbiBaTb HEKOTOPbIE HU3KOMPUOPUTETHbIE
naKeTbl B C/lydae neperpyskun Noaochbl nepesaydu.

KoHourypaumna QoS asnaetca rubkon, 6onee npocTon MAN CNOXKHOM B 3aBUCMMOCTU OT
TOMO/IOrMM CETU N YCTPOWCTB, @ TaK}Ke rybuHbl aHaM3a Bxoasuiero/mcxoaauiero tpadumka.

18.1.3 basosasa mogenb QoS

basoBaa mogenb QoS coctout m3 4 yacteit: Knaccndpukaumsa, MNpumeHeHMe MNOAUTUK,
NMomeTka u [naHMpoBaHMe, rAe KhaccuPukaumsa, MNPUMEHEHME MOAUTUK U MNOMETKU —
nocnezoBaTesibHble AEACTBUA Ha BXoJe, a paboTa c oyepeasmn U NaHUPOBaHUE — AencTBuA
QoS Ha BbIxoe.

' ) [ )
Ingress Egress
YcTaHoBKa OkpalunBaHve
Internal Priority nakeTos
Classification » Policing » Remark » Scheduling
CopTuposka Bxoasiero PelleHue 0 MexaHuame O6paboTka MakeToB MowmeleHve nakeTa B
TPaChKa B 3aBACHMOCTH okpalumBaHus, Single COrnacHo ux LBeTy: oyepe/b COrNacHo ero
O PIETIELE] bucket dual color unm Dual transmit, drop, remark. Internal Priority u
knaccudukaumm. bucket three color, B Remark nogpasymeBaet nocneaytowasobpaboTka
HaznggHme Internal 3aBUCHMOCTM OT repemMapKvpOBKy NaKeToB, o4epeam B COOTBETCTBUN C
prenEion BbIMOIHEHHO HACTPONKMN 13ameHeHue nonenDSCP, HaCTPOEHHbLIM
precedence ToS, CoS. anropuTMom
. J & J

basosas mogenb QoS

Knaccudpukauma: knaccuouumpyet TpaduK B COOTBETCTBUMM C KAACCUPUKALMOHHOM
MHPOPMaL el NAKeToB M reHepupyeT 3HaYeHWe BHYTPEHHEro NpuopuTeTa, OCHOBaHHOE Ha
KnaccuPUKaumoHHom uHbpmaumn. [na  pasnnyHbIX TUMOB MAKeTOB  KaaccuduKaums
obecneumBaeTca pa3nnyHbIM 06pa3om. Cxema HUXKe NOoKa3bliBAET 3TO.

MpumeHeHMe NOAUTUK U NOMeTKa: Kaxabl NakeT B KNaccuPpuuMpoBaHHOM BXOAALLEM
TpaduKe NONy4yaeT 3HauyeHMe BHYTPEHHEro npuopuTeTa M MOXKET pJanee MnoaBepraTbes
AEeNCTBUIO NOZINTUK U MOMEYaTbCA.

MpumeHeHWe NONUTUK MOKET BbiTb BbIMONHEHO HA NOTOKe AaHHbIX ANA obecneyeHus
pa3/ZIMYHOM NONOCHI NPOMNYCKaHUA ANA PAa3INYHbIX KAaccoB TpaduKa. HasHaueHHana NponycKkHas
NoNMTUKA MoOXKeT ObiTb «0AHA Kop3uHa-gBa ugeTa» (single bucket dual color) nan «age
Kop3uHbl-Tpu uBeTa» (dual bucket three color). TpaduKy npuceamsatoTca pasnyHble LBETA U B
COOTBETCTBMM C HUMM OH MOXKeT cObpacbiBaTbCA AN NPONyCcKaTbCA. K NponyweHHbIM NnaketTam
NPUMEHAETCA AEeNCTBME MOMETKM, KOrA4a NakeTy Ha3HavyaeTcsa HOBbIN, bonee HU3KKI

. QT:CH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

..|.nuu|lll{|%

TexHuyeckoe onncaHune
Hactpoiika QoS

151
BHYTPEHHWUIN NPUOPUTET A1 3aMeHbI CYLLEeCTBOBaBLIEro paHee 60/71ee BbICOKOrO BHYTPEHHEro

npuopwuteTa. MNona COS n DSCP byayT moanduLMpoBaHbl B COOTBETCTBUM C HOBbIM BHYTPEHHUM
NPMOPUTETOM Ha Bbixoge. Cneaytowan cxema OnMcbiBaeT 3TN Onepauum.

IP packet
N

Y Trust COS
(*2)
N
N Set the packet COS as
tag packet the default ingress
COS(*4)
Y

A\ 4 L]
DSCP-to-DSCP COS-to-Int-Prio EXP-to-Int-Prio
DSCP-to-Int-Prio COS-to-Drop-Prec EXP-to-Drop-Prec

DSCP-to-Drop-Prec

conversation according conversation according to
Conversion according to the to the COS value (*5) the packet MPLS EXP value
packet DSCP

N

Y

.| Set the packet COS field |
" equals Int-Prio N

\ 4
Enter the
policing flow

Mpouecc KnaccudmrKaumm

3ameyaHue 1: 3HayeHune CoS paccynTbiBaeTCA nCXxoaAa ns CBOMCTB NaKeTa U HUKAK He
CBA3aHO CO 3HAYeHUEM BHYTPEHHETO NPNOPUTETA, NONTYHEHHbIM 1A NOTOKA.

3ameuaHue 2: Ecnn ogHoBpeMeHHO cKoHbUrypumposaHbl nposepka DSCP u CoS, 1o
npuoputet DSCP BaxHee COS.
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Whether configure
the policing policy

N | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed ofthe
packet

Y

Enter scheduling Drop the
packets

Mpoueccbl PerynnpoBaHna 1 NOMETKU

3ameyaHue 1. BHyTpeHHUI npuopuTeT ByAeT CKPbIT Noc/ie YCTaHOBKWU. YCTaHOBKa
BHYTPEHHEro npuopuTeTa Ha TpaduK C onpeseneHHbIM LBETOM MOKPbIBAET YCTAHOBKY
BHYTPEHHEro NPUOPUTETA HA TPAPUK, HE CBA3AHHDLIN C LLBETOM.

3ameuaHue 2. Copoc BHYTPEHHETO NPMOPUTETA NAKETOB OCYLLECTBASETCA B COOTBETCTBUU
C KapTol npeobpa3oBaHNA «BHYTPEHHUI NPUOPUTET - BHYTPEHHMI npuoputet» (IntP-to-IntP).
Mpyn KnaccuduMKauuMmM NOTOKA BHYTPEHHWI npuopuTeT bGepetca OT WUCTOYHWMKA WU
yCTaHaBAMBAETCA AEUCTBMAMM, HE CBA3AHHbIMM C LLBETOM.
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PaboTta c ouepeasmMu M NNAaHMPOBAHME: CYLLECTBYET BHYTPEHHWIN NpuUoOpUTET ANA
NCXOAAWMX MNAKeTOB, B COOTBETCTBUM C HUM MNAHMPYETCA pacnpefeneHve NakeToB Mo
oyepeaam C PasINYHbIM NPUOPUTETOM M MaKeTbl MOCbINAKOTCA B COOTBETCTBUM C BECOBbLIM
npuopuTeETOM OuYepean M npuoputeTtom cbpoca. Cneaylolias cxema OMUCbIBAeT onepauuu

NNAAaHUPOBAHUA.
C Start )

MPLS
packet(*0)

A4

Remark EXP field of the
< packed according to
Int-Prio-to-EXP mapping

Remark DSCP and L2 COS
fields of the packets
according to Int-Prio-to-DSCP
Int-Prio-to-COS mapping(*1)

A

Select queue according to
Int-Prio-to-Queue mapping

Queue Number

A
Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Buffer
available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

) 4 4
Finish Direis) diie
packets

Mpoueccbl NNaHMPOBKM U yNpaBaeHUA oyepeaamm
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18.2 KoHdurypuposaHue QoS

1. KoHdurypmpoBaHue KapTbl KNaccos;

YcTaHaBAnBaeT KnaccudpuKaumoHHble npasuna B cootsetctBun ¢ ACL, CoS, VLAN ID,
npuoputetom IPv4, DSCP n IPv6 FL ans kKnaccudukaumm nNoToKa AaHHbIX. Pa3iinyHble Knaccbl
NOTOKOB AaHHbIX 06pabaTbiBatOTCA NO Pa3HbIM NOAUTUKAM.

2. KoHdurypupoBaHme KapTbl NOAUTUK;

Mocne KnaccudmrKaLmMm NoToKa AaHHbIX MOXKET ObITb CO34aHa KapTa NOAUTUK, ANA CBA3M
C KapTOM KNaccos, CO34aHHOM paHee M BXOAOM B PeXUM Knacca. Toraa pasinyHble NOJUTUKK
(Takme Kak orpaHW4YyeHMe MOJOCbl, NMOHUMKEHME NpUOPUTETa Ha3HAYEeHMEM HOBOFrO 3HayeHuA
DSCP) moryT npMMeHATbCA ANA Pa3IMYHbIN NOTOKOB AaHHbIX. TaKXKe MOXKHO onpeaennTtb Habop
NOJINTUK, KOTOPbIE MOTYT NPUMEHATLCA AN1A HECKO/IbKMX KNAaCcCOB B KapTe NOAUTUK.

3. MpumeHeHune QoS Ha nopty unun VLAN untepdelice;

KoHpurypmposaHme oBepuUTENbHOrO pexkmma (trust mode) Ha mopTy uamM npmeA3sKa
NOANTUK K NopTy. NMonnTtnkm byayT 3a4eMCcTBOBaHbI HAa MOPTY TONbKO eC/iv OHM ByayT NpmMBA3aHbI
K Hemy. MONNTUKK TaK e MoryT BbiTb NpUBA3aHbl K onpegeneHHomy VLAN. He pekomeHgyeTca
OAHOBPEMEHHO MCMNOAb30BaTb KapTy NoAnTMK Ha VLAN v Ha ee nopTax, B NPOTUBHOM Cay4vae
NPUOPUTET KapTbl NOJIUTUK Ha NOPTYy ByAeT BblLwe.

4. KoHouUrypmpoBaHue anroputma ynpaBaeHusa ovepeaamu;

KoHdurypupoBaHme anropmtma ynpasieHUs odepeanamu, Takoro Kak sp, wdrr n apyrux.
KoHourypuposaHue pacnpegeneHma QoS.

KoHdurypuposaHue pacnpeaenerua us CoS s DP, n3 DSCP 8 DSCP, u3 IntP B DSCP.

1. KoHdurypmpoBaHme KapTbl K1acCOB.

KomaHpga OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHusa

Co3spgaHuve KapTbl K/aaccoB W Bxoa B
PEXMM KapTbl K/JaccoB;, KOMaHAa «Nno
class-map <class-map-name>» ypanset
YKa3aHHY0 KapTy K/1accos.

class-map <class-map-name>
no class-map <class-map-name>

match {access-group <acl-index-or-name> | ip

dscp <dscp-list>| ip precedence <ip-precedence-
list> | ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp-list>| ipvé flowlabel <flowlabel-
list>]| vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip precedence
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}

YCTaHOBKa COrnacoBaHHbIX KpuTepues
(knaccnomKkaums noToKa AaHHbIx no ACL,
CoS, VLAN ID, npuoputetom IPv4, IPv6 FL
mnn DSCP, u T.4.) ANS KapTbl KNaccos;
KomaHga No yganseT onpeneneHHbIn
COrNAacOBAHHbIN KPUTEPUNA.
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2. KOHOUrypmpoBaHue KapTbl MOJNUTUK
KomaHpa OnucaHue
Pexkum rnobanbHOro KOHGUrypupoBaHusa
CospaHue npodpuna orpaHuyeHus

policy burst {1 | 2} <committed-burst-size>

BCcnaeckoB TpaddunKa ana nocneayroLini
HacTpoWKu policier.

policy-map <policy-map-name>
no policy-map <policy-map-name>

CospgaHuve KapTbl MOMUTUK WM BXO4 B
PEXMM KapTbl NOAUTMK; KomaHaa NO
yOanseT onpeneneHHyo KapTy NOIUTUK.

class <class-map-name> [insert-before <class-
map-name>]
no class <class-map-name>

Nocne co3gaHMA KapTbl MNOAUTUK, ee
MOXHO CBA3aTb C Knaccom. PasaunyHble
NOANTUKN WUAM HOBble 3HauveHma DSCP
MOryT ObiTb MPUMMEHEHbI K Pas3/IMyYHbIM
NOTOKAM [aHHbIX B PEXWMME KJ/aCCOoB;
komaHga NO yaanaetr onpeneneHHbIn
Knacc.

set {ip dscp <new-dscp> | ip precedence <new-
precedence> | internal priority <new-inp> | drop
precedence <new-dp> | cos <new-cos>}

no set {ip dscp | ip precedence | internal priority
| drop precedence |cos}

Mpucsansaet HOBbIM BHYTPEHHUN
npuoputeT KnaccmdmnumpoBaHHOMY
Tpaduky; KomaHga NO  oTmeHser

Ha3HayeHmne HOBOM BENUNYUHDI.

policy <CIR_Kbits_per_second>
<bucket_size_profile_ID>

burst-group

KoHdurypaums NOJINTUKM ans
KnaccupuumMpoBaHHOro noToKa.
OTgenbHble KOMaHAb! NONUTUK

NnoAAepP>KMBAIOT TpU LBeTa. AHanusmpyet
pabounii pexxum BUPTYyaNbHOM KOP3MHDI,
3TO MOXeT ObITb 0AHA CKOPOCTb-OAHA

no accounting

D KOp3MHa, OJHa CKOpOoCTb — ABe
KOpP3MHbI, ABE CKOPOCTU — ABE KOP3UHbI.
YcTaHaBnuBaet COOTBETCTBYIOLLME
OENCTBMA  ANA  Pas/IMYHbIX  LBETOB
naketos. KomaHpa NO yaanaer pexum
KoHdUrypaumm.
YCTaHOBKA QYHKLUKW CTAaTUCTUKKM  ONsA
KnaccuoumumpoBaHHoro tpaduka. Mocne
) BKNOYEHMA 3TON OYHKUMU B pexunme
accounting

NOJUTUKMN KJ1accos, nobasnser
CTAaTUCTUKY TpaduMKa MO KapTe NOJUTUKM
Knaccos. B pexume OAHON KOP3UHbI
nakeT MOXKeT BbITb TONbKO 3e/1eHbIM UK
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KpPacHbIM NPU NPUMEHEHUN NONUTUKK. B
BbIBOAUMOM MHPOpmaumm byayTt AaBa
uBeTa ( KpacHbl U 3eneHblii) nakeTos. B
peXkmMme ABYX KOP3WH ByayT Tpu useTa (
3€/1eHbIN, KPACHbIM U KeNTbli) NakeTos.

PeXXum KoHpUrypaumm KapTbl NOIMTUK KNaccoB

drop

no drop
transmit
no transmit

CbpacbiBaeT waM nepegaet Tpaduk B
AaHHOM Knacce. KomaHaa NO oTmeHseT
NPUCBOEHHYIO GYHKUMIO.

3. MpumeHeHne QoS Ha nopTty unm VLAN nHtepdeiice

KomaHpa

OnucaHue

Pexxum KoHPUrypuposaHusa uHrepdeica

mls qos trust dscp
no mls gos trust dscp

KoHdurypuposaHue [0BEpPUTENBHOIO
nopta. KomaHaa NO OoTMEHSET TeKyLLni
peXXUM 00BEPUTENBHOCTU Ha NOPTY.

<vlan-list>
no service-policy input <policy-map-name> vlan
<vlan-list>

KoHourypauma  3HayeHuma CoS no
mls qos cos {<default-cos>} YMONYaHUIO Ha nopTy; KomaHaa NO
no mls qos cos BOCCTaHaB/MBAET 3HayeHue no

YMONYAHUIO.

MpumeHseT KapTy NONUTUK K

KOHKpeTHOMYy nopty; KomaHga NO
service-policy input <policy-map-name> vaanaer COOTBETCTBYIOLLYIO KapTy
no service-policy input <policy-map-name> NONINTUK, TMPUMEHEHHYDO Ha MNOpPTY.

BbixogHas KapTa MNOAMTUMK MNOKa He

noaaep’KMBaeTCA.

Pexxum rnobanbHoro KoHpurypmposaHusa
. . . MpumeHsaer KapTy NONUTUK K
service-policy input <policy-map-name> vlan o
KOHKpEeTHOMY VLAN nHTepdeicy.

KomaHga NO yaansaeTt cOOTBETCTBYIOLLYHO
KapTy NOAUTUK, NpumeHeHHy Ha VLAN
nHTepdemce.

4. KoHdurypumpoBaHue anroputma ynpasaeH

na oyepeaamu

KomaHpa

OnucaHue
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Pexxum KoHPUrypupoBaHua nopra

mls gos queue algorithm {sp | wrr | wdrr}
no mlis gos queue algorithm

YcTaHOBKa anroputma  ynpasneHus
oyepegAamu. Mo yMONYAHUIO aNropuUTm -
wdrr

Pexxum rnobanbHOro KOHGUrypupoBaHus

mls qos queue {wrr | wdrr} weight
<weight0..weight3>

no mlis gos queue weight

YcTaHaBnunBaeT Bec oyepenen wdrr gna
Bcex noptoB. [lo ymonyaHuio Beca
oyepenenn 1234

5. KoHourypuposaHme npeobpasoBaHma QoS

KomaHpa

OnucaHue

PexXum rnob6anbHOro KOHGUrypupoBaHua

mls qos map {cos-intp <intpl...intp8> | dscp-intp
<in-dscp list> to <intp>}
no mls qos map {cos-intp | dscp-intp}

YcTaHasAnBaer NPUOPUTETHYIO
TpaHcnaumio ana QoS. Komanpga NO
BOCCTAHAB/IMBAET 3HAYEHNE TPAHCAAUUMK
No yMOJIHaHUIO

6. OUnNCTKa CHETYMKOB AAHHbIX B KapTe NOJNTUK Ha onpegeneHHom nopty unm VLANe.

KomaHpa

OnucaHue

PeXXum apmuHuUcCTparTopa

clear mls qos statistics [interface <interface-name>
| vlan <vlan-id>]

O4nCTKA CYETYMKOB AaHHbIX B KapTe
NONINTUK Ha onpeaeneHHOM NOopPTy UAK
VLANe. EcaMm 'y KOMaHAbl  HeT
NnapameTpoB, OYMLLLAIOTCA CHETUMKKU Y
BCEX KapT NOAUTUK.

7. MpocmoTp KoHpuUrypauum QoS

KomaHpa OnucaHune
PeXxum agMmmnHucTpartopa
show mls qos maps [cos-dp | dscp-dscp | dscp-| MokasbiBaeT KOHbUrypaumo QoS
intp | dscp-dp | intp-dscp] TpaHcnAuMn
show class-map [<class-map-name>] MNoKa3biBaeT KapTy KnaccoB QoS
show policy-map [<policy-map-name>] MNMoKa3biBaeT KapTy NoanTnk Qos.
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show mils qos {interface [<interface-id>] [policy

| queuing] | vlan <vlan-id>} MNMoKa3biBaeT KoHPpUrypaumo QoS Ha nopTy.

18.3 Mpumep QoS

Mpumep 1:

Heobxogmmo BkAounTb GyHKUMIO QOS, N3MEHUTbL Beca BbIXOAHbIX ovyepenei Ha NopTy
Ethernet 1/0/1 Ha 1:1:2:2:4:4:8:8, TaK»e yCTaHOBUTb Ha NOPTY peXKum aoseputenbHoro CoS 6e3
n3meHeHuA 3HavyeHna DSCP 1 yctaHoBUTb 3Ha4yeHue CoS nNo YyMOYaHUIO paBHbIm 5.

3T1anbl KOHOUTYPUPOBAHWUA ONUCAHDBI HUXKE:

Switch#config

Switch (config)# mls gos queue wrr weight 1 1 2 2 4 4 8 8
Switch (Config-If-Ethernet 1/0/1)#mls gos trust cos
Switch (Config-If-Ethernetl/0/1)#mls gos cos 5

Pe3ynbTaT KOHOUrypaymm:

Korga B obuiem pexxknume BratodeH QOS, AnA BbIXOAHbIX oYepesen nosoca NponyckaHmA
ONA KaXaoro noprta noaeneHa B nponopumn 1:1:2:2:4:4:8:8. Korga naKkeTtbl, umerouine
napametp CoS, npuxoaAat Yyepes nopt ethernet 1/0/1 um Ha3HayaeTcA BHYTPEHHUI NPUOPUTET B
cooTBeTcTBUM €O 3HayeHMem CoS. 3HayeHma CoS oT 1 go 7 COOTBETCTBYIOT ouyepensam
1,2,3,4,5,6,7.8 cooTBecTBeHHO. Ecnn BxoAAwWMM NakeT He MMeEET YCTAaHOB/JEHHOro napameTpa
CoS, OH N0 ymoAn4YaHUIO cyUTaeTca paBHbIM 5 M nNakeT nomewaetca B oyepeab 6. Bo Bcex
npoxoAaLmnx naketax sHavyeHmne DSCP He meHAaeTcA.

Mpumep 2:

Ha nopty Ethernet 1/0/2 Heob6xoAMMO YCTaHOBUTb MOOCY ANA MAKETOB U3 CErMeHTa
192.168.1.0 8 10 M6/c ¢ aononHUTeNbHOM nonocoi B 4 M6. Bce nakeTbl, NpesbllLatoLMe 3Ty
nonocy, byayt copoLueHsl.

3Tanbl KOHPUrypaLUumM NOKasaHbl HUXKe:

Switch#config

Switch (config) #access-1list 1 permit 192.168.1.0 0.0.0.255
Switch (config) #fclass-map cl

Switch (Config-ClassMap-cl)#match access-group 1

Switch (Config-ClassMap-cl) #exit

Switch (confiqg) #policy burst 1 4000

Switch (config) #policy-map pl

Switch (Config-PolicyMap-pl) #class cl

Switch (Config-PolicyMap-pl-Class-cl)#policy 10000 burst-group 1
Switch (Config-PolicyMap-pl-Class-cl) #exit

Switch (Config-PolicyMap-pl) #exit

Switch (config) #interface ethernet 1/0/2

Switch (Config-If-Ethernetl/0/2) #service-policy input pl

Pe3ynbTat KOHPUrypaumm:

Nnct poctyna ¢ umeHem 1 HacTpoeH ans BblIbopku cermenTa 192.168.1.0. dyHKUMA QoS
BK/toYeHa rnobanbHo. Co3paHa KapTa KnaccoB ¢ mmeHem cl, amct ACL 1 BKAKOYEH B KapTy
knaccos. CospgaHa rpynna burst 1 onpegensiowas MaKCMMaNAbHbIM Bcnieck Tpadduka,
npesblwatowero rapaHTnposaHHyto nonocy CIR. Co3gaHa gpyraa KapTa NOAUTUK C UMeHem pl.
Kapta p1l ccbinaetca Ha KapTy cl. YcTaHOBAEHbl COOTBETCTBYOWME NOAUTUKN ONA OFPaHNUYEeHUA
NO0Cbl U AOMNOJIHUTENbHbIX PAaCLUMPEHUI. ITa KapTa NONIUTUK NPUMEHEHa Ha nopTy ethernet

. QT:CH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

TexHuyeckoe onncaHune
Hactpoiika QoS 159

1/0/2. Nocne Toro, Kak BbllleyKa3aHHble HAaCTPOMKM CAeNaHbl, Noaoca AN NaKeTOB U3 CErMeHTa
192.168.1.0, npoxoasuwmx udepe3s nopt Ethernet 1/0/2, yctaHoBneHa B 10 M6/c
AOMONHUTENbHBIM paclwmpeHnem B8 4 M6. Bce nakeTbl, nNpesbllalolwmMe AaHHble YCTaHOBKKU B
[aHHOM CermeHTe, byayT oT6poLUEHbI.

Mpumep 3:

Kak noKa3aHO Ha pUCYHKe, BHYTPM OTMeYeHHOMW obnactu, Haxoamtca QOS AoMeH,
SwitchA knaccuduumpyeT pasnnuHbii TPadUK M Ha3HavaeT pasnnyHble npuoputetol IP. Ona
npumepa, yctaHosum npuoputeT CoS ana naketos u3 cermeHTta 192.168.1.0 paBHbIM 5 Ha nopTy
ethernet1/0/1 (ycTaHOBMM BHYTPEHHWUI NpUoOpUTET paBHbIM 40 Y NO YMONYAHMIO TPAHCAALMIO
BHYTpeHHero npuoputeta B dcsp Kak 40-40, cootseTcTBYHOWMIA IP npuopuTeT paBHbiM 5). Mopr,
NOAKNOYEHHbIN K SwitchB — TpaHKoBbIi. Ha SwitchB nopt Ethernet 1/0/1, noaKkNto4YeHHbIN K
SwitchA HacTpoeH Kak goBeputesnbHblid dscp. Takum obpasom BHyTpM obnactm QoS naKkeTbl C
pPa3NMYHbIMKU NpuopuTeTammn ByayT pacnpenenaTbCa B pas/iMYHble oyepeau W NoAyyYaTb
COOTBETCTBYIOLLYIO MOA0CY Nepeaayn.

e ; ™
QoS domain e
goooao
HHHAH
HEHAEH
googooao
SEEEEl  Server
C__1
=
SwitchC
SwitchB
9 1/0/1 )
1/0/2
SwitchA

1/0/1

=I

l
!

Tunosas Tononorma QoS

Tanbl KOHGUrypaL MM ONUCAHbI HUXKE:

KoHdurypauma QoS Ha SwitchA:
Switch#config
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Switch (config) #access-1list 1 permit 192.168.1.0 0.0.0.255
Switch (config) #class-map cl

Switch (Config-ClassMap-cl) #match access-group 1

Switch (Config-ClassMap-cl) f#exit

Switch (config) #policy-map pl

Switch (Config-PolicyMap-pl) #class cl

Switch (Config-PolicyMap-pl-Class-cl) #set ip precedence 40
Switch (Config-PolicyMap-pl-Class-cl) #exit

Switch (Config-PolicyMap-pl) fexit

Switch (config)#interface ethernet 1/0/1

Switch (Config-If-Ethernetl/0/1) #service-policy input pl
KoHdurypauma QoS Ha SwitchB:

Switch#config

Switch (config)#interface ethernet 1/0/1

Switch (Config-If-Ethernetl/0/1)#mls gos trust cos

18.4 YcTtpaHeHue HeucnpasHocTen QoS

X OOBepUTeNbHbIM pexxum cos 1M EXP  moxkeT MCnonb3oBaTbCA € APYyrvmu
A0BEPUTENbHBIMU PEXKMMAMU AN KAPTOM NONUTUK;
X OOBEpPUTENbHbIA  pexXum  dscp  MOXeT  MCMOJIb30BaTbCA € APYrMmu

[0BEPUTE/NIbHBIMU PEXUMAMU UIN KAPTON MOAUTUK. ITa KOoHbUrypaums npuMeHsaeTca Ans
naketos IPv4 u IPv6;

X OBepUTENIbHbIE PEXMUMbI exp, dscp M COS MOryT 6biTb CKOHGUIYypUpPOBaHbI
p p P, P y ypup
ogHoBpemeHHo. lpuopuTeTsbl Mo cTapwmHcTey: EXP>DSCP>COS;
X Ecnm ckoHourypuposaH amHammuecknin VLAN (mac vlan/ronocosoit vlan/vlan

noacetn IP/vlan npotokona), Torga 3HadeHne COS AnA naketa paBHO 3HaveHuto COS ana
AnHamuyeckoro VLAN;

<> KapTa NoAnTMKM MoXKeT bbiTb NpMBA3aHa TO/IbKO KO BXAALLEMY HaMNpaBAEHMUIo,
BbIXOASALLEE HAaNpaB/JeHME HE NOAAEPKMBAETCS;
<> B HacTosAwee Bpema He pPeKoOMeHAyeTcA OAHOBPEMEHHO WMCMO/b30BaTb KapTbl

nonntuk Ha VLAN n Ha ero nopry.
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19 NEPEHAMNPABJ/IEHUE MOTOKOB

19.1 O6wue cBeaeHNA 0 NepeHanpasieHU NOTOKOB

®PyHKUMA nepeHanpaBieHWA MOTOKOB MO3BOJAET KOMMYTATOPYy nepenaBatb ¢permbl
AAHHbIX, MpPUMeHAs Hekue ycnosua (onpegensemoble ACL) Ha apyron nopt. Ppeilmbl co
CNeunanbHbIMKU YCIOBUAMM HA3bIBAKOTCA KNAaCCOM MOTOKA, BXOAALLMIN NOPT AaHHbIX Ha3blBAETCA
NOPTOM WCTOYHWKA MNepeHanpaBAeHUA, a OMpefeNeHHbl BbIXOAHOM MNOpPT — MNOPTOM
npueMHUKa nepeHanpasneHunsa. O6bIYHO eCTb ABa BWAA MPUMEHEHMA MepeHanpaBieHus
notokos: 1) MopgKkntoueHue aHanmM3aTopa NoToka (Hanpumep, cHuddepa) UAn yaaneHHoro
MOHWUTOPA K NOPTY NPUEMHUKY NepeHanpaBaeHnA 413 KOHTPOAA U YNPaBAEeHUA CETblO, a TaKKe
ANArHOCTUKKM Npobaem Ha ceTu; 2) CneumnanbHble NpaBuaa nepesaym ana cneumanbHbiX TUMNOB
dpenmoB AaHHbIX.

KommyTaTtop MOrKeT Ha3zHavyaTb TOJIbKO OAUH NOPT - MPUEMHUK ANA OAMHAKOBbIX K/1AaCCOB
NOTOKOB Ha MOPTY-UCTOYHWMKE, B TO BPeMA KaK A1A Pas3/IMYHbIX KNACCOB MOTOKOB Ha MOPTY
MUCTOYHMKE MOXKHO Ha3HAYMTb PasNINYHble NOPTbl - NPUeMHUKK. O4MHAKOBBIN Knacc MOTOKa
MOXET MPUMEHATLCA Ha PA3INYHbIX MOPTAX - UCTOYHUKAX.

19.2 KoHodurypuposaHue nepeHanpaB/eHUA NOTOKOB

1. KoHdurypmposaHume nepeHanpasBaeHUA NOTOKOB;

2. MpoBepKa TekyLwen KoHOUrypaunmn nepeHanpasaeHMA NOTOKOB;

1. KoHdurypmposaHme nepeHanpasaeHUA NOTOKOB

KomaHpga OnucaHue

Pexxum KoHPUrypupoBaHua nopra

OnpepgeneHue
nepeHanpasAeHUA MOTOKOB Ha
nopTy; KOMaHAa «no access-
group <aclname> redirect»
ncnonb3yetca ANa  yaaneHua
nepeHanpaBAeHUA NOTOKOB.

access-group <ac/lname> redirect to interface [ethernet
<IFNAME> | <IFNAME>]
no access-group <ac/lname> redirect

2. MpoBepKa TekyLen KOHOUrypaLnmn nepeHanpasBaeHUA NOTOKOB

KomaHpga OnucaHue

06wWwunii pexxum/Pexxum agMUHUCTPaTopa

MNoKa3biBaeT WHOpMaAUUIO O

show flow-based-redirect {interface [ethernet <IFNAME> | TekyLiei KOHduUrypaumm
| <IFNAME>]} nepeHanpasAeHUA MOTOKOB Ha
nopty/ycTpoicrse.
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19.3 [Mpumepbl NnepeHanpaBieHUA NOTOKOB

Mpumep:

TpeboBaHMA N0Nb30BaTeNA K KOHOUIYPALIMK COCTOAT B CIeAYIOLLEM: NepeHanpasieHme
dperimos ¢ ncxogawmm IP agpecom 192.168.1.111, npnHMmaemsbix Ha NopTy 1, Ha NopT 6.

U3meHeHua KoHpurypauumu:
1. HacTtpolika nncta goctyna. Ycnosus Bblbopku — IP agpec uctouynmka - 192.168.1.111
2.MpMeHUTb NepeHanpaB/ieHNe 3TOro NOTOKa Ha nopty 1.

Mpoueaypa KoOHOUrypauum:

Switch (config) #access-1list 1 permit host 192.168.1.111

Switch (config)#interface ethernet 1/0/1

Switch (Config-If-Ethernetl/0/1)# access-group 1 redirect to interface
ethernet 1/0/6

19.4 YcTpaHeHue HeucnpaBHOCTEN NepeHanpaB/eHUA NOTOKOB

Ecnn KoHdurypauma nepeHanpasneHusa NOToKa He paboTaeT, NposBepbTe craeayoLline
NPUYMHbI, KOTOPbIE MOTYT BbI3bIBaTb NPOGAEMbI:

<> Tun notoka (AnCT pocTyna) MoXKeT ObiTb TONbKO CAeAylolmux BWAOB -
cTaHaapTHbIM ACL, pacwumpeHHbit ACL, nmeHoOBaHHbIM pacwmpeHHblin ACL, MMeHOBaHHbIN
cTaHAaapTHbIM ACL, ctanaapTHbIM IPv6 ACL n MMeHOBaHHbIN cTaHAapTHbIN IPve ACL;

<> MapameTpbl BpeMEHHOTr0 AMana3oHa U AMana3oHa NOPTOB He MOTyT 6bITb 3a4aHbl
IMCTOM gocTtyna. Tun AancTa A4ocTyna AOMKEH bbiTb permit;

<> MopT nepeHanpasneHusa B GYHKUMU MepeHanpaB/ieHMsa NOTOKOB A0/KEH ObiTb
1000M6;
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20 KOH®UTYPUPOBAHMUE SELECTIVE QINQ

20.1 O6wme cBegeHus o selective QinQ

20.1.1 TexHonorus QinQ

TyHHenb Dotlq, KoTopbii Tak e HasbiBaloT QinQ (802.1Q-in-802.1Q) nasnseTtcs
pacwmpeHuem ctaHgapTa 802.1Q. OcHOBHaA naes 3aKN04HaETCA B YNAaKOBKE METKM KNMEHTCKOTO
VLAN (CVLAN tag) B meTky VLAN aepkatens cepsuca (SPVLAN tag). MakeT ¢ AByma mMeTKamu
VLAN nepepaeTca 4epe3 MarucTpanbHyld CceTb MpoBakgepa Ana nNpenocTaBieHUus
Nonb30BaTeENAM MPOCTOrO0 TyHHENA 2-r0 YpPOBHA. 3TO MNPOCTO M JEerko AAA ynpaB/ieHus,
peanu3yemo TONbKO CTaTUYECKOW KoHourypaumem m 0cobeHHO XOopowo MNPUMEHUMMO ANs
MaNeHbKMX OPUCHbIX ceTelr U Hebonblwmnx ceTen BTOporo yposHA (METRO) mcnonbsyrowmx
KOMMYTaTOPbl 3-r0 YPOBHA KaK MarncTpasibHble YCTPONCTBA.

CywecTsyeT aBa TMna QinQ: Basic QinQ u Selective QinQ. MpuopwuTteT selective QinQ
Bbllle, Yyem basic.

20.1.2 BasicQinQ

Basic QinQ 6a3upyetca Ha nopTy. Mocne KoHdurypaumm QinQ Ha NopTy, UMET AU
NPMHUMAEMbIE NAKETbl METKY MK HET, YCTPOMCTBO ynaKosbiBaeT VLAN Mo ymon4aHMIO B NaKeT.
Ncnonb3soBaHue 6a3oBoro QinQ npocTto, Ho meTof, yctaHoBKM meTKM VLAN’a He selective.

20.1.3 Selective QinQ

Selective QinQ 6a3upyeTca Ha NOTOKe AaHHbiX. OH MpoBepseT, COA4EPKUT NN MaKeT
BHELUHIOK METKY M YNaKOBbIBAET CTOJ/IbKO BHELHMX METOK, CKONbKO MX MPUCYTCTBYET B NOTOKE.
Ona  npumepa: peanusaumAa  BO3MOXKHocTeM  selective QinQ B cooTBeTcTBUMM  C
nosib3oBaTenbckumm metkamm VLAN’a, MAC agpecamu, lpv4/IPv6 agpecamu, lpva/IPve
NPOTOKONAMU N MAEHTUDMKATOPAMM NOPTOB NPUNOKEHUM U T.4. Takum 0bpa3om, OH MoXKeT
YNaKoOBbIBaTb BHELWHME METKU A/1A NAKETOB M NPUMEHATb Pa3/IMYHbIE CXeMbl AN PA3NNYHbIX
nonb3oBaTenemn nam meToa0s.

20.2 HacrpoiiKa selective QinQ

Mpu ncnonbzoBaHum selective QinQ NOTOK AaHHbIX UCNONb3YET ANA Nepeaadn npasuna
KapTbl noaAnTMK QOS.

1. Co3paTtb KapTy KNaccos Ans KnaccuduKkaumm pasnnyHbIX NOTOKOB AaHHbIX;

2. Co3paTb KapTy nonnTtuk selective QinQ ans ¢BA3M ¢ KapTol K1acCoB M HAaCTPOUTb
COOTBETCTBYOLLME ONepaLmu;

3. MpwusAaAsaTb KapTy nonuTuK selective QinQ Kk nopTy;

1. KoHourypmpoBaHue KapTbl KNaccos

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHua

Co3pgaHuve KapTbl K/iaccoB WM BXxog, B
PEXMM KapTbl Knaccos, KomaHga NO
yAansaeT KOHKPETHYIO KapTy KNaccos.

class-map <class-map-name>
no class-map <class-map-name>
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match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list>] ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedence|ipv6 access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

HacTpoiika ctaHgapTHoro Habopa KapTbl
Knaccos (KnaccudpuKauma NoToKa AaHHbIX
no naucty poctyna, CoS, VLAN 1D,
npuoputety IPv4 nnn DSCP v T1.4. OnA
KapTbl KnaccoB); KomaHaa NO yaanser
onpeaeneHHbi Habop cTaHAAPTOB.

2. KoHpurypmposaHue KapTbl NoanTuK selective QinQ

KomaHpa

OnucaHue

PexXum rnobanbHOro KOHGUrypupoBaHua

policy-map <policy-map-name>
no policy-map <policy-map-name>

CosgaHne KapTbl NOAUTUK U BXO4 B
peXMm KapTbl NOANTUK, KomaHaa NO
yAanAaeT yKa3aHHY0 KapTy NOAUTUK.

class <class-map-name> [insert-before <class-map-

name>]
no class <class-map-name>

lMocne TOro, Kak KapTta MNOJAUTHK
CO34aHa, OHa MOMKeT bbITb NpuBA3aHa K
Knaccy. KomaHpga NO vaanaert
YKa3aHHYIO KapTy KNaccos.

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

YKasaHue BHelwHen metkn VLAN'a ans
KnaccmduumMpoBaHHOIO TpaduKa.
KomaHaa NO oTmeHseT onepauutio.

3. MpwuBA3Ka KapTbl NOAUTUK selective QinQ

K nopty

KomaHpa

OnucaHue

PeXXum KoHPUryprMpoBaHuaA nopra

service-policy input <policy-map-name>
no service-policy input <policy-map-name>

MpumeHAET KapTy NOAUTUK K MOPTY.
KomaHga NO oTmeHAeT npumeHeHue
YKa3aHHOW KapTbl NOAUTUK K NOPTY.

4. [NoKa3blBaeT NPUBA3KY KapTbl NOJINTUK Se

lective QinQ K nopTy

KomaHpa

OnucaHue

Pexxum agmuHucTpatopa

show mils qos {interface [<interface-id>]

MNMoKka3biBaeT KoHPpUrypauumtio selective QinQ
Ha NopTy.
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20.3 Mpumep npumeHeHunn selective QinQ
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Tononorus npumeHeHus selective QinQ

Kak nokasaHO Ha puCyHKe, NepBbl Nosb3oBaTenb ncnoabyet Tpu VLAN’a ¢ meTkamm
1001, 2001, 3001 cooteeTcTBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTBYET LUMPOKOBELLATE/NIbHOMN
cetu, VLAN2001 cootBetctByeTr Client Services, VLAN3001 cootsetctByeTr VOIP. Ha
COOTBETCTBYIOLWEM MOPTY ceth, umetowem PyHKkuMio QinQ, nakeTbl 6yAyT ynakoBbIBaTbCA
Pa3NMYHbIMKU BHELWHUMW MmeTKamu B cooTBeTcTBuM ¢ VLAN ID nonb3oBatena. NakeT ¢ meTKom
1001 6yneT nakoBaTbCA AOMNONAHUTENbHON BHewHen meTkolh 1001 (3Ta meTKa yHMKasbHA Ha
[aHHOM ceTu), n no Hen byaeTt KnaccuduumposBaH Ha yctpoictee BRAS (UeHTp XpaHeHus
KoHdurypaumm). MakeTbl ¢ meTkamm 2001 (nam 3001) 6yayT nakoBaTbcA BHeLWHeW meTkoi 2001
(nnn 3001) u knaccndumumpytoTca Ha ycTpoicTee SR B COOTBETCTBUM C NpaBMIaMM NOTOKOB.
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BTopoli nonb3oBaTenb MOXKET WCNoAb30BaTb pasanyHble meTkm VLAN’oB Ha DSLAM2.
3ameuyaHue: npumeHaemble meTkn VLAN’0B 419 BTOPOro No/ib3oBaTe1si MOryT ObiTb TAaKUMU XKe,
KaK 414 NepBoro Nonb3oBaTeNA M MakeTbl C STUMM METKaMM TaK e MaKylTCA BO BHELUHIOO
METKY. Ha puCyHKe Bbllle, BHELWHAA MeTKa ANA BTOPOro no/sib3oBaTensa OT/AMYAEeTCA OT METKMU
nepBoro nonb3oBaTeNa B COOTBETCTBUM C pacnonoxeHnem DSLAM wn pacnonoxeHnem
nosib3oBaTens.

Ecnn notok gaHHbix DSLAM1 naet yepes noptl Switch A, KoHPUrypauusa, cneayrowas:
Switch (config) #class-map cl

Switch (config-classmap-cl) #match vlan 1001

Switch (config-classmap-cl) f#exit

Switch (config)#class-map c2

Switch (config-classmap-c2) #match vlan 2001

Switch (config-classmap-c2) #exit

Switch (config) #class-map c3

Switch (config-classmap-c3) #match vlan 3001

Switch (config-classmap-c3) #exit

Switch (config) #policy-map pl

Switch (config-policymap-pl) #class cl

Switch (config-policymap-pl-class-cl)# set s-vid 1001
Switch (config-policymap-pl) #class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2001
Switch (config-policymap-pl) #class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3001
Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) #exit

Switch (config)#interface ethernet 1/0//1

Switch (config-if-ethernetl/0/1) #service-policy input pl

Ecnam noTtok aaHHbix DSLAM2 npet yepes noptl Switch B, KoHoUrypauus, cnegyrowsasn:
Switch (config)#class-map cl

Switch (config-classmap-cl) #match vlan 1001

Switch (config-classmap-cl) #exit

Switch (config) #class-map c2

Switch (config-classmap-c2) #match vlan 2001

Switch (config-classmap-c2) #exit

Switch (config) #class-map c3

Switch (config-classmap-c3) #match vlan 3001

Switch (config-classmap-c3) #exit

Switch (config) #policy-map pl

Switch (config-policymap-pl) #class cl

Switch (config-policymap-pl-class-cl)# set s-vid 1002
Switch (config-policymap-pl) #class c2

Switch (config-policymap-pl-class-c2)# set s-vid 2002
Switch (config-policymap-pl)#class c3

Switch (config-policymap-pl-class-c3)# set s-vid 3002
Switch (config-policymap-pl-class-c3) #exit

Switch (config-policymap-pl) #exit

Switch (config)#interface ethernet 1/0/1

Switch (config-if-ethernetl/0/1)# service-policy input pl

20.4 VYcTpaHeHue HeucnpaBHocTel selective QinQ
Ecnm npasuna selective QinQ He moryT 6bITb NPUBA3aHbI K NOPTY, MPOBEPbLTE HET N
npo6s1iem, Bbi3BaHHbIX C/IeAYOWUMMN NMPUYNHAMM:
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o MpoBepbTe, nopaep>kusaeTcs nu selective QinQ CKOHOUTYPUPOBAHHbIMM
KapTamMu KNacCoB U NOJINTUK;

K/
£ %4

Y6eaunTtech, 4To IMCTbI AOCTYNa BKAKOYAIOT pa3peLlalolLmne NpaBuaa B Kapte
KNaCCOB, MMEILLMX INCTbI A0CTYNa;

X MpoBepbTe, YTO KOMMYTATOP MMEET AocTaTouyHOo NnamaTn TCAM ans nepegaum
cBsAzein;
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21 KOH®UTYPUPOBAHUE ®YHKLIUMN 3-TO YPOBHA

KommyTtaTtop noaaep:kvMBaeT TONbKO BTOPOM YypOBEHb Nepeajpecauyu, HO MOXKHO
HAaCTPOUTb TPETUI YPOBEHb YNpPaBAEHUA MOPTOM ANA COegUMHEHUA BCEX BUAOB NMPOTOKO/OB
ynpasneHua Ha ocHose IP npoToKkona.

21.1 WUHtepdeiic 3-ro ypoBHA

21.1.1 HauanbHble cBegeHuna 06 uHrtepdeicax 3-ro yposHsa

B KommyTaTopax MOMKeT ObiTb co3gaH WHTepdeinc 3-ro ypoBHA. OH ABnAeTcA He
dun3nyeckum nHTepdencom, a BUpTyanbHolm. MHTEpdENC 3-ro ypoBHA CTPOMTCA HA UHTepdeice
VLAN. UHTepdelic ypoBHA 3 MOXKeT cogepKatb oAMH uan b6onee mHTepdeincoB ypoBHA 2,
npuHagnexawmx ogHomy n tomy e VLAN, nmbo He coaep:kaTb MHTepdeiricoB ypoBHsa 2. Mo
KpanHen mepe, oauH M3 UHTEPdENCOB YPOBHA 2, COAEpKaLLMXCA B UHTepdelice ypoBHA 3,
OOMKEH ObITb BKAOYEH (HaxoauTbcs B cOoCTOAHMMUP) — Torga 6yaet BKAOYEH U UHTepdeinc
ypoBHA 3. B npoTuBHOM cnyyae MHTepdeinc ypoBHs 3 byaeT BbikatoveH (byaeT HaxoauTbCs B
coctosHun DOWN). KommyTtaTtop MOXKeT wucnonb3oBaTb |IP agpeca, ycTaHOB/AEHHble Ha
nHTepdencax 3-ro ypoBHA, AN KOMMYHUKALMN C APYFMMU YCTPOMCTBamM Yepes IP npoToKon.
KommyTaTop morKeT nepecbliaTb IP nakeTbl Mexxgy pasHbiMu nHTEpdencamm 3-ro yposHs.

21.1.2 HacrtpoiiKa nHtepdeiica 3-ro yposHs
MNocnepoBaTeNbHOCTb HACTPOMKM MHTepdenca 3-ro ypoBHA:
1. Co3pgaHue nHTepdeica 3-ro ypoBHs;

2. Hactpoika onucaHua VLAN uHTtepodelica;

1. Co3pgaHue nHTepdeinca 3-ro ypoBHs

KomaHpga OnucaHue

PexXum rnobanbHoOro KOHGUrypupoBaHusa

CospgaHue VLAN wuHTepodeitica (VLAN uHTepdenc 31o
nHTepdenc 3-ro ypoBHa); KomaHaa «no» yaansetr VLAN
nHTepdemnc, Co3gaHHbIN Ha KOMMYyTaTope.

interface vlan <vlan-id>
no interface vlan <vian-id>

2. HacTtpomka onuncanus VLAN nHtepdeiica

KomaHpga OnucaHue

Pexxum kKoHdurypuposaHusa VLAN nntepdeiica

Hactpoiika onwucanHma VLAN wuHTepdeliica.
KomaHaa «no»ybepetr onucaHue VLAN
nHTepdenca.

description <text>
no description
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21.2 Hacrpoiika npoTtoKona IP
21.2.1 BeepeHue B IPv4, IPv6

IPvd 310 TeKkywaa Bepcua rnobanbHOro yHuMBepcanbHoro WHTepHeT-NpoToKoNa.
MpaKTMKa Aokasana, yto IPv4 aBnseTca NpOCTbIM, TMOKMM, OTKPbITbIM, MOLLHbIM, @ TaK¥Ke
NerkMm B peanmsaumm npotokonom. OH obnagaeT xopollei COBMECTUMOCTbIO C Pa3IMYHbIMU
NPOTOKONIaMN BEPXHETO U HUMKHEro yposHel. XoTA IPv4 noyTn He MeHANCA C MOMEHTA ero
noasneHma B 80-x rogax, OH NPOAOJ/IKAET PACNPOCTPAHATLCA NO BCEMY MWUPY BMecCTe C
pacnpocTpaHeHnem MHTepHeT. OgHaKO No mepe pocTa MHPPACTPYKTypbl NHTEPHET u ycayr,
NCNONb3YOWKUX MHTEPHET-NPUNOKEHUA, BLIABAAIOTCA N HEKOTOPbIE HEAOCTAaTKM NPOTOKoANa IPV4,
CBA3aHHbIE C MAacWITaboM M CNOXKHOCTbIO cerogHAWHero MHTepHeTa.

IPv6 — 3TO WwecTaa Bepcua MIHTEPHET-NPOTOKOMA, cleaytowee ero nokonexHue. |IPve
pa3paboTaH IETF 1 AoMKeH 3aMeHNTb UCNOb3yeMbIl B HacToAlee Bpema HTepHEeT-NPOTOKON
Bepcun 4 (IPv4). IPv6 6bin paspaboTaH cneunanbHO s TOro, YTobbl IMKBUANPOBATL HEXBATKY
aapecos IPv4, npenaTcTByIOLLYO Aa/ibHENLEMY Pa3BUTUIO MHTepHET.

Hanbonee BaxHasa npobaema, KoTopas peweHa B IPv6 — 310 fobaBneHne AOCTaTOYHOIO
KonmndectBa |P-agpecos. 3anac agpecos IPv4 noytu wucyepnaH, B TO BpemMA KaK 4MCNO
nonb3osaTenen VIHTepHeT pacTeT B reomeTpuyeckon nporpeccmn. O6bembl NpeaocTaBaAseMbIX
NHTepHeT-ycAyr 1 4YMcno NpPUKNAAHbIX YCTPOMCTB MPOAO/IKAKT pPacTu onepexarowmmn
Temnamu (gomawHne n manble oducHble ceTn, IP-tenedoHUs, TepMmuHanbl GecnpoBoAHOroO
MHGOPMaLMOHHOIo 06CNYKMBaHMA, Ucnonb3yowme MHTepHeT 1 T. A4.). B pe3ynbTaTe Tpebyetcs
Bce Oonblwee KonuyectBo |P-appecoB, nNpenocTaBAATb KOTOpble CTaHOBUTCA Bce 6onee
3aTpyaHuTeNnbHo. PaboTa no npeogoneHuto HexBaTKM IPv4-agpecoB Benacb A0/IFOe BPeEMSs;
OblIN NpeanoXKeHbl Pas/IMyHble TEXHO/IOTMKM, MO3BOAAOWME MNPOANUTb CPOK 3IKCNAyaTauuu,
cywectsyowen |IPv4-uHPpacTpyKTypbl, B TOM 4YUCNe TpaHCAAUMA ceTeBbix agpecoB NAT
(Network Address Translation), TexHonorus CIDR (Classless Inter-Domain Routing) n T. 4.

Xota coyeTtaHne CIDR, NAT M 4YacTHbIX aJpecoB BPEMEHHO CMArYUA0 npobaemsbl
HexBaTKu IPv4 agpecos, NAT TexHONOrmMa paspyLmna mogenb «M3 KoHua B KoHeu» (end-to-end),
KoTopaa ABAANaCb NepBOHAYaNbHOM Uenblo 3ambicna IP, caenas Heobxoaumbim AnAa
NPOMEXKYTOUYHbIX MapLpPyTU3aTOPOB MNoAAepXaHWe CTaTyca KaxkAoro CcoefuHeHua, u4To
3HAYUTENIbHO YBEIMUYMBAET 3a4EPXKKM B CETU U CHUXKAET NPOU3BOAMTENILHOCTL cCeTU. Kpome TOro,
TPAHCNALMA CeTeBbIX aApPecoB MNAKeTOB [AaHHbIX NpenAaATcTByeT npoBepke 6e3omacHoCTH
CcoegMHEHUNN «M3 KOHL,A B KOHeL,», 3aros10BOK ayTeHTUdMKauum IPSec — aBHbIN npumep.

MoaTomy, 4TOObl KOMMAEKCHO pewnTb BCce BMAbl Npobnem, cyuwiectsyowmx B IPv4,
cneayolee NOKoJIEHNe MHTepPHeT-NpoTokona IPv6, paspaboTtaHHoe IETF, cTano e 4MHCTBEHHbIM
BO3MOXHbIM peLlleHNneM B HacTosLLee Bpems.

Mpexpe Bcero, 128-6uTHasa cxema aapecaumm npoTokona IPv6 rapaHTMpoBaHHO
obecneymBaeT fOCTAaTOMHOE YNCAO rN06aNbHO YHUKANbHbIX IP-aapecoB ana y3nos rnobanbHOM
IP-ceT— 1 nNo BpemeHn, n B NpOCTpaHcTBe. Kpome yBenanyeHua agpecHoro npocTpPaHCTBa
npoTokon IPv6 yny4ywaet mHorne apyrme BaxkHble acnektbl IPv4.,

Nepapxmnyeckana cxema agpecaunn obneryaetr obbegmHeHne maplipytos, 3PpPeKTUBHO
CHUXAeT KO/AMYeCTBO 3anmMcer Tabauubl MaplpytTvM3auum u  yaydwaet 3¢GPeKTUBHOCTb
MapLpyT13aLmm n o6paboTKM NakeToB AAHHDIX.

Mo cpaBHeHuto ¢ IPv4, KOHCTPYKUMA 3arosioBka IPv6 bonee coBepllieHHa. 3arosoBoOK
COAEPKMUT MEHbLUE MOJEN AAHHbLIX, U3 HEro M3bATA KOHTPOJIbHAA CyMMa, YTO YBE/MYMBAET
CKOPOCTb 06paboTKM OCHOBHOrO 3aronoBka IPv6. B3aronoske IPv6 none ¢pparmeHTa moxeT 6bITb
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MOKa3aHO KaK [A[OMNoNHWUTeNbHOe paclMpeHHoe none, no3tomy 6Oonblie He 6yaer
HeobxoaAMMocTM B ¢GparMeHTauuM NaKeTHbIX MOaHHbIX B Mpouecce WX nepesaydn B
MapuwpyTnsaTope. Kpome Ttoro, appeKTMBHOCTb PaboTbl MapLIpyTU3aTOpa NOBbILAETCA 33 cYeT
MexaHu3ma obHapyKeHunsa maplipyta MTU (Path MTU Discovery Mechanism) paboTatouiero c
MCTOYHMKOM NAKETHbIX AaHHbIX.

Moanep’KnMBaeTca aBTOMATMYECKaA HAcTpoMka agpeca u Plug-And-Play. Bonbwoe
KONMYECTBO XOCTOB MOTYT NErko HaWTU CeTeBble MAPLLIPYTM3ATOPbl MCNONb3yA (GYHKLUIO
aBTOMATUYECKON KoHdurypauum IPv6, aBTomMaTUYECKU nony4dan rnobanbHO yHUKanbHblie IPv6
agpeca, 4To AenaeT yCTPOMCTBA, Ucnonb3ytowme npotokon IPv6, yctporicteamm Plug-And-Play.
®PyYHKUMA aBTOMATMYECKOW HACTPOMKM agpeca, TaK e genaeT Npouecc CMeHbl afpecos B
CyLLecTByloLLEN ceTH NpoLLe U yaobHee, aAMUHUCTPATOPAM CETM NPOLLE NEPEXOLMUTL OT O4HOrO
nposaiaepa K apyromy.

Mopanepkka IPSec. IPSec obasateneH B IPv6, B oTanume ot IPv4. IPv6 obecneumBaer
paclMpPEHHbI 3arono0BOK 6e30MacHOCTM, KOTOpbIN obecneymnBaeT cepBuCbl 6e€30NacHOCTU «n3
KOHLA B KOHeL», TaKMe KaK KOHTPO/Ib A40CTYNa, KOHPUAEHLMNANBHOCTb U LLeSIOCTHOCTb AAHHbIX,
CnefoBaTeNibHO, AenaeT npole peanusaumio MEXaHM3MOB LWMPPOBAHUA, MPOBEPKU W
BUPTYa/IbHbIX YacTHbIX ceTei (VPN).

YnydweHa noagepka MoObUNbHbIX [P-yCTPOMCTB U MOOUABHBIX BbIYUCAUTENBHBIX
ycTpoicTe. MobunbHbil IP-npoTokon, onpeaeneHHbin ctaHaaptTom IETF, obecnevnsaet paboty
MOOUNbHbBIX YCTPOMCTB B ABMMKEHMM He3 pa3pbiBa CYLLECTBYIOLWLEro COeaAnHEeHMA. ITa ceTeBas
dYHKUMA npnobpeTaeT cenyac Bce 6oblIyIO BaXKHOCTb. B oTanumne ot IPv4, mobunbHocTb IPV6
obecneymBaeTca BCTPOEHHbIM aBTOMATUYECKUM KOHPUTYpUpPOBaHMEM AN NOyYeHUA agpeca
nepegaun (Care-Of-Address). Moatomy npu ncnonbsoBaHuu IPv6 He TpebyeTtcs [pyroro AreHTa.
Bonee TOro, Npm Takom CBA3bIBAaHMM BKAOYAeTCA KoppecnoHAEHTCKUI y3en, CBA3bIBAOLLMNCA C
MobunbHbIM y310M Hanpamyt. ITO no3soaseTr u3bexatb yAO0POXKAHMA CUCTEMbI M3-3a
TPeyrosbHOro MapLupyTa, Tpebytouwerocsa npu IPv4.

Ypanocb usbexkatb M TpaHCAAUMKM ceTeBbiX aapecoB. Llenbio BBegeHus NAT 6bino
MCNONb30BaHME MeXaHM3Ma COBMECTHOrO M MOBTOPHOIO WMCNOAb30BAaHUA OOHOMO M TOrO Ke
a4pPECcHOro NPOCTPAHCTBA B PA3/IMYHbIX CErMEHTaX CeTU. ITOT MeXaHMU3M BPEMEHHO CmArdyaer
npobnemy HexBaTKu IPv4-agpecoB, ogHako A06aBAAKOTCA OrpaHUMYEHWs, HaKnagblBaemMble
NPOLLECCOM TPAHCAALMKM aApPecoB Ha CETEBble YCTPOMCTBA M NpUAOXKeHMA. TaK Kak agpecHoe
npocTpaHcTBo |IPv6 3HauuMTenbHo 6osblie, TO B TpPaHCAAUMKM agpecoB 6Oonblwe HeT
Heobxoammoctu. B pesynbtate, npobnaembl ¢ NAT M CcO CTOMMOCTbIO €e pas3BepTbiBaHMA
peLlatoTCA ecTeCcTBEHHbIM CNOCO60oM.

IPV6 coxpaHun v paclimMpun Noafep Ky CyLLeCTBYIOLWMX NPOTOKOA0B MapLUpyTU3aLmm
IGP (Internal Gateway Protocols) n EGP (Exterior Gateway Protocols). Hanpumep, npoTokonbl
mapuwpytmnsaumm IPv6, Takme Kak RIPng, OSPFv3, IS-ISv6, MBGP4+ n T.4.

PacwupeHa noaaeprkka Multicast n ysenmuyeHo konndectso Multicast agpecos. PaboTan
¢ broadcast ¢pyHKumamn IPv4, Takmmm Kak Router Discovery and Router Query, IPv6 multicast
NONHOCTbIO 3ameHun |IPv4 broadcast B8 nnaHe ¢yHKumit. Multicast He TONbKO 3KOHOMMT
NPOMNYCKHYIO CNOCOBHOCTb CeTH, HO M NOoBbIWaeT 3GGEKTUBHOCTb CETU B LLE/IOM.

21.2.2 Hacrtpoiika IP npotokona
NHTepdenc 3-ro ypoBHA MOXKeT ObiTb HacTpoeH Kak IPv4d nHTepdeiic nimbo Kak IPv6
nHTepdenc.
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21.2.2.1 Hacmpolika adpeca IPv4
1. Hactpolika IPv4 agpec uHtepdelica 3-ro ypoBHA
2. HacTpo#ka wato3a no ymonyaHuio.

1. Hactpolika IPv4 agpec uHtepdelica 3-ro ypoBHA

KomaHpga OnucaHue

Pexxum KoHPurypuposaHua VLAN uHtepdeiica

HacTtpoika IP agpeca VLAN nHTtepodelica;

ip address <ip-address> <mask> [secondary] KomaHga no ip address [<ip-address>
no ip address [<ip-address> <mask>] <mask>] otmenser I[P appec VLAN
nHTepodelica.

2. HacTpo#kKa WwAnto3a no ymoa4yaHuio.

KomaHpga OnucaHue

FnobanbHbIA perKMm KOHPUrypupoBaHusa

ip route 0.0.0.0 0.0.0.0 <A.B.C.D> HacTpolika cTaTuyecKkom mapLipyTusaumu.
no ip route 0.0.0.0 0.0.0.0 <A.B.C.D> KomaHaa no oTMEHAET HaCTPOMKY.
21.2.2.2 Hacmpolika adpeca IPv6

MocnepoBaTenbHOCTb HACTPOMKKM agpeca IPv6:

1. ba3oBas HacTpoiika IPv6

(1) Hactpoitka agpeca IPv6 nHtepdeiica;

(2) HacTtpoitka ctatnyeckoit mapLupytmnsaunm IPv6;

2. Hactpoika IPv6 Neighbor Discovery

(1) HacTtpoitka konnuectBa coobuieHmin DAD neighbor solicitation;

(2) Hactpoitka nHtepsana otnpasku cooblueHuii neighbor solicitation;
(3) HacTpoitka ctatnueckunx 3anucen IPvé cocegeli (neighbor);

(4) YpaneHune Bcex 3anuceit B Tabauue coceaein IPv6;

1. ba3oBas HacTpoiika IPv6
(1) Hactpoika agpeca IPv6 nHtepdeiica

KomaHpga OnucaHue

Pexxum KOHPUrypupoBaHua nHtTepdeiica

ipvé address <ipv6-address/prefix- | HacTpoiika IPv6 agpeca, Bkatoyaa obbeanHAemble
length> [eui-64] rnobanbHble unicast agpeca, site-local agpeca u
no ipv6 address <ipv6-address/prefix- link-local appeca. KomaHaa no ipv6 address <ipv6-
length> address/prefix-length> otmenset IPv6 agpec.
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(2) HacTpowka cTaTuyeckon mapwpyTmsaumnm IPve
KomaHpa OnucaHue
Pexxum rnobanbHoro KoHpurypmposaHusa
ipv6 route <ipv6-prefix/prefix-length>
{<nexthop-ipv6-address>|<interface-
type interface-number> | {<nexthop-
ipv6-address> <interface-type
interface-number>}} [distance] HacTpoika crtatuyeckon mapupyTtusaymm |IPv6.
no ipvée route <ipv6-prefix/prefix- | KomaHga no OTMeHseT CTaTUYECKYIO
length> {<nexthop-ipv6- | mapwpyTmsaumio IPv6.
address>|<interface-type interface-
number> |{<nexthop-ipv6-address>
<interface-type interface-number>}}
[distance]
2. HacTtpoiika IPv6 Neighbor Discovery
(1) Hactpoika kKonunuectsa coobueHunii DAD neighbor solicitation
KomaHpa OnucaHue
Pexxum KoHPUrypuposaHusa uHrepdeica
YcTaHoOBKa KonumyecTBa Co0bLLEeHN,
OoTNpaBAAEMbIX nocnenoBaTe/IbHO npwu

obHapyKeHuM MHTepdelicom aybnvkaTa agpeca.

KomaHaa no BOCCTaHaBAMBaeT 3Ha4YeHue no
ymon4yaHuio (1).
(2) Hactpoitka nHtepBana otnpaBKku cooblieHunit neighbor solicitation
KomaHpga OnucaHue
Pexxum KOHPUrypupoBaHua nHtepdeiica
YCTaHOBKa  WHTepBasa  OTMPaBKM  3anpocoB

ipv6 nd ns-interval <seconds>
no ipv6 nd ns-interval

cocegam. KomaHza no BOCCTaHABAMBAET 3HAYeHUe
no ymonyaHuio (1 cekyHaa).

(3) HacTtpoitka ctatnueckunx 3anucei IPvb coceneli (neighbor)

KomaHpa

OnucaHue

Pexxum KOHPUrypupoBaHua nHtepdeiica
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ipv6 neighbor <ipv6-address> | YcTaHOBKa cTaTuyeckon 3anmcu B Tabauue
<hardware-address> interface | coceaei, Bkntoyas IPv6 agpec cocega, MAC agpec
<interface-type interface-name> W NOPT BTOPOro YPOBHS.
no ipv6 neighbor <ipv6-address> YpnaneHue 3anucu B Tabauue coceaen.

(4) Ypoanenune Bcex 3anuceii B Tabauue cocenei IPv6

KomaHpga OnucaHue

Pexxum agmuHucTparopa

OumnCTKa BCEX CTaTUYECKMX 3aNUCEN B Ta6m4u,e

clear ipv6 neighbors .
cocepen.

21.2.3 MNowuck HencnpasHocTeit IPv6

HacTpolika BpeMeHM KM3HM MapLUpyTM3aTopa He AOJIKHA 6biTb MeHblle WHTepBana
06bsABNEHMA MapLupyTusaTopa. Ecam nogkntoueHHbin PC He nonyunn IPv6 aapec, Heobxoanumo
npoBeputb RA aHOHCMPOBAHME Ha KOMMYTATOPE (BbIK/IOYEHO NO YMONYAHMIO).

21.3 ARP

21.3.1 BBepgeHue B ARP

ARP (Address Resolution Protocol - npotokon onpeaeneHus agpeca) B OCHOBHOM
ucnonb3yerca anAa onpeaenedns Ethernet MAC agpeca no IP agpecy. Kommyrtatop
NoALEPKUBAET CTaTUYECKYHO KOHPUTypauuto.

21.3.2 Cnucok 3apay KoHpurypaumm ARP
Cnucok 3agay koHdurypauum ARP:

1. HactpouTb cTatnyeckuii ARP

KomaHpa OnucaHue

Pexxum VLAN uHTepdeiica

arp <ip_address> <mac_address> {interface | HactpausaeT craTuyeckyio 3anucb ARP;

[ethernet] <portName>} KOMaHZa no yaanset 3anucbk ARP yKasaHHOro
no arp <ip_address> IP agpeca.

21.3.3 MNowucK HeucnpaBHocTeii ARP

Ecnam He npoxoauT ping OT KOMMYTaTopa K YCTPOMCTBAM, NOAK/IOYEHHBIM HaNpPAMYHO,
MOKHO MCMNONb30BaTh C/ieaylolme AeACTBMA ANA NOUCKA U YCTPAHEHMA BO3MOXKHOMN MPUUYUNHDI:

X MNMposepbTe, ecTb M cooTBeTcTBYOWAA ARP 3anucbk Ha KommyTaTope.

X Ecnn ARP 3anucu HeT, BrkatounTe otnaaky ARP n nocmotpuTte ycaosua
npuema/otnpaskn ARP nakeTos.

<> Camas pacnpocTpaHeHHaa npuymMHa npobaembl — AedeKTHbIM Kabenb.
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22 HACTPOMKA ®YHKUMW NPEAOTBPALLEHUA ARP
CKAHUPOBAHMUA

22.1 BeepeHue B pyHKUUIO npeaoTepaweHna ARP ckaHupoBaHusa

ARP ckaHMpoBaHMe — 3TO 0Obl4HbIM cnocob ceTeBol aTaku. [na Toro, 4TOObI
06HapyKMTb BCE aKTUBHbIE XOCTbl B CEBFMEHTE CETU, UCTOUYHUK aTaku byaeT paccoblnaTb 6oblioe
kKonnyectso ARP coobuieHunin, uto byaeTt 3aHMMaTbh 60NbLIYIO YacTb NPOMNYCKHON CNOCOBHOCTH
ceTu. MOXHO Jarke caenatb aTaky Honbwmnm KonmyectBom TpadmKa MCNoNb3ya NogaesibHble
ARP coobuieHuna, 4To NpMBEAET K KONNAMNCY CETU U3-33 UCHEPNAHUA NPOMNYCKHOM CNOCOBHOCTW.
O6blyHO ARP ckaHMpOBaHMeE 3TO NPOCTO NPeAnocChl/iIKa K Apyron, 6onee onacHOM aTake, Takow,
KaK aBTOMAaTMUYeCKOe 3apaeHune BUPYCOM WAW nocneylouee CKaHUMpPOBaHWE MNOPTOB,
CKaHMPOBaHWE YA3BMMOCTEN, HALLENEHHOE HA XuWeHMe UHGOPMALMK, aTaKa WUCKAXKEHHbIMMU
coobueHnamm, DOS aTaka 1 T.4.

Mockonbky ARP CKaHMpOBaHWE YyrporkaeT 6e30MacHOCTU U CTabUNbHOCTU CeTU, OYEeHb
Ba)XHO ero npeaotBpatMtb. KommyTtatop obecneumBaeT NOAHOE pelleHMe  Ans
npegoTepawieHna ARP cKaHMPOBaHWUA: €CNM B CETMEHTE HAMAEH XOCT UM NOPT C NPU3HAKAMMU
ARP CKaHMpPOBaHWA, KOMMYTAaTOP OTPEXKEeT UCTOYHWK aTaku gna obecneyeHua GesonacHOCTU
ceTu.

EcTb ABa meToda npenoTBpalLeHna ARP cKaHMpPOBaHUA: HA OCHOBE NOPTa U Ha OCHOBE
IP. MeTop, Ha ocHoBe nopTta cyuTaeT KoamndectBo ARP coobuieHuin, NnonydyeHHbIX ¢ nopTa 3a
onpeAeneHHbI Nepuoa, ecanm YMCNo MNpeBbIWAeT 3a4aHHbIA nopor, NopT 6yAeT BblKAOYEH.
MeTopa Ha ocHoBe |IP cumTtaeT Konmnyectso ARP cooblieHunin, nonyyeHHbIx oT IP aapeca B cermeHTe
33 onpegeneHHbln Nepnoa, ecam YNCao NPeBbllaeT 3a4aHHbIN nopor, ntoboi Tpaduk oT 3Toro
IP 6yneT 3a610KMpPOBaAH 40 Tex Nop, NOKa NopT, CBA3aHHbIN ¢ IP agpecom, He ByaeT noraleH.
3TK ABa meToAa MOryT ObITb BKAOYEHbl ogHOBpeMeHHO. Mocne Toro, Kak nopT uam IP agpec
6b1n 3a6/10KMPOBaHbI, NO/Ab30BaTE/lb MOXKET BOCCTAHOBWUTb MX CTAaTyC MCMNOAb3ysa PYyHKUUIO
aBTOMATUYECKOrO BOCCTAHOB/IEHUA.

Y106bI NOBLICUTL 3GDEKTUBHOCTb, NONL30BATENN MOTYT HAaCTPOUTbL AOBEPEHHbIE NMOPTbI
n IP apgpeca, ARP coobuieHnsa OT KOTOopbix He byayT nNpoBepATbCA KOMMYTAaTOPOM. Takum
06pa3om HarpysKa Ha KOMMYTaTOP MOXKET ObITb 3HAYUTENIbHO CHUXKEHA.

22.2 ochepoBaTenbHOCTb 3a4a4 KOHuUrypauum npeporepaiieHmua ARP
CKaHUpPOBaHuA

1. BKntounTb dyHKUMIO npeaoTepaweHna ARP ckaHMpoBaHuA.

2. HactpouTb noporosoe 3HavyeHue Ana MeToda, OCHOBAaHHOro Ha NopTax n meToAaa,
OCHOBaHHoOro Ha IP.

3. HactpouTb AoBepeHHble NopThl

4. HactpouTb goBepeHHble IP

5. HacTpouTb Bpema aBTOMATUYECKOro BOCCTaHOBAEHUA

6. MocmoTpeTb MHPOPMaLMIO, OTHOCALLYHOCA K ARP CKaHMPOBAHMIO, @ TaKKe OTNAL0UHYI0
MHPopMaLmIo.
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1. BKnwouuntb pyHKUMIO NpeaoTepalleHms ARP ckaHMpoBaHMs.
KomaHpga OnucaHue
O6wuit pexxum KoHpurypauum
anti-arpscan enable Bk/touyeHuMe/BbikAOYEHME byHKUMM
no anti-arpscan enable npepoTepaleHma ARP ckaHMpoBaHuA.
2. HactpouTb noporoBoe 3HauyeHWe A1a MeToaa, OCHOBAHHOMO Ha NopTax U MeToaa,
OCHOBaHHOro Ha IP
KomaHpa OnucaHue
O6wuit pexxum KoHpurypauum
anti-arpscan port-based threshold
<threshold-value> YcTaHOBKa MOPOroBOro  3HayeHuAa  AnA
no anti-arpscan port-based MeTo/a, OCHOBAHHOrO Ha NOPTAX.
threshold
anti-arpscan ip-based threshold <threshold-
value> YcTaHOBKA NOPOroBOro  3HayeHua AnA

no anti-arpscan ip-based threshold

meToga, OCHOBaHHOro Ha IP.

3. HacTtpouTb AoBepeHHbIe NoPThI

KomaHpa

OnucaHue

Pexxum KoHdum

rypauum nopra

anti-arpscan trust <port | supertrust-port>
no anti-arpscan trust <port |supertrust-
port>

YcTaHOBKa aTpubyToB A0BEPUA NOPTOB.

4. HactpouTb goBepeHHble IP

KomaHpga OnucaHue
06wt pexxum KoHPuUrypauum
anti-arpscan  trust ip  <ip-address>
[<netmask>]
. . , YcTaHoBKa aTpubyTtos aosepus IP.
no anti-arpscan trust ip <ip-address>
[<netmask>]
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5. HacTpouTb Bpema aBTOMaTU4YeCKOro BOCCTaHOBAEHUA
KomaHpga OnucaHue
O6wuit pexxum KoHpurypauum
anti-arpscan recovery enable BkAtoueHue/BbiKkNtOYEHME dYHKUMM
no anti-arpscan recovery enable aBTOMATUYECKOro BOCCTAHOB/IEHUA.
anti-arpscan recovery time <seconds> YcTaHOBKa BpPEMEHM ABTOMATMYECKOIO
no anti-arpscan recovery time BOCCTAaHOBNEHMUA.
6. MocmoTpetb MHPoOpmaumio, oTHocAwycA K ARP  CKaHMpPOBaHMIO, a TaKXKe

OT/IafL04HY0 MHPOPMaLMIO

KomaHpa

OnucaHue

O6wuit pexxum

KoHduUrypauum

anti-arpscan log enable
no anti-arpscan log enable

BkAtoueHne/BbikNtoUYeHME GYHKLMM KypHana
npegoTspaweHna ARP ckaHMpoBaHuUA.

anti-arpscan trap enable
no anti-arpscan trap enable

BkntoyeHune/sbiknoveHmne  dyHKumm SNMP
Trap npegoTspaweHna ARP ckaHMpoBaHuMA.

no debug anti-arpscan <port [ ip>

. . OTobpaxeHne  cocTosaHMA  paboTbl MU
show anti-arpscan [trust <ip | port |
. . KOHpUrypaumm npeaoTBpaLLeHuna ARP
supertrust-port> | prohibited <ip | port>]
CKaHWpPOBaHMS.
Pexxum agmuHucTpatopa
debug anti-arpscan <port [ ip> BkAtoueHne/BbIKAOYEHME OTNaAKM

npegoTspaweHna ARP ckaHMpoBaHuA.

22.3 Twunosble npumepbl NpegoTepaweHna ARP ckaHnpoBaHus

B ceTu, Tononorma KOTopoi nokasaHa Bbiwwe, nopT E1/0/1 kommyTaTopa B noaxaoueH K
nopTy E1/0/19 kommyTatopa A, nopT E1/0/2 KommyTaTopa A noAKAtoYeH K paitnoBomy cepsepy
(IP agpec 192.168.1.100/24), Bce ocTanbHble NOPTbl KOMMYyTaTOpa A NOAKAIOYEHbI K 06bIYHbIM
PC. Cnepytowana koHdurypauma moxket apdektnsHo npenotspatnutb ARP ckaHupoBaHue, He

B/IMAA HA HOPMa/bHY0 PaboTy cUCTEMBI.

MocnenoBaTeNbHOCTb HACTPOMKM KOMMyTaTopa A:
SwitchA (config) #anti-arpscan enable
SwitchA (config) #anti-arpscan recovery time 3600

(
SwitchA (
(

config) #anti-arpscan trust ip 192.168.1.100 255.255.255.0

SwitchA (config) #interface ethernetl/0/2

SwitchA
SwitchA

(Config-If-Ethernetl/0/2)

(Config-If-Ethernetl/0/2)

#anti-arpscan trust port
fexit

SwitchA (config) #interface ethernetl/0/19
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SwitchA (Config-If-Ethernetl/0/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernetl/0/19) #exit

[locyenoBaTeJIbHOCTL HACTPOMKM KOMMyTaTopa B:

Switch B(config)# anti-arpscan enable

SwitchB (config) #interface ethernetl/0/1

SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/0/1)exit

SwitchB

1/011

1/0/19

SwitchA
1/0/4

o o o o o
Oogodedo
o o [ o o o
o [ o | o
o o | o o

Server PC 2
192.168.1.100

TunoBo npumep KoHUrypaummu npegoTepaweHns ARP ckaHMpoBaHus

22.4 NMoucKk HencnpasHocTel npeaoTepaweHna ARP ckaHupoBaHusA

MpepoTBpaweHmne ARP cKaHWMPOBAHMA MO YMOAYAHMUIO BbIKAOYEHO. [Tocne BKAKOYEHMA
npegoTeBpalleHna ARP ckaHMpoBaHMA NONb30BaTE/lb MOXKET BK/IOUYMTb OT/aAKy («debug anti-
arpscan») gns NpocMoTpa OTAaA04YHON MHbOPMaLUK.
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23 KOH®UTYPALMUA 3ALLUTDBI OT NMOOAMEHbI ARP

23.1 0630p

23.1.1 ARP (Address Resolution Protocol)

B obuem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a cooTHolweHue IP agpeca
cooTBeTcTBYOWEMY 48-6uTHOMY Ppu3myeckomy agpecy, To ectb MAC agpecy, Hanpumep, IP
agpec 192.168.0.1, MAC agpec ceteBon KapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLWEHMA COCTOUT B TOM, YTO XOCT OTMNPABAAET LWMPOKOBELLATENbHbIN
(broadcast) nakeT gaHHbIX, BKAOYaoWmMin B ceba nidpopmaumio ob IP agpece xocta HasHayeHuUA
(ARP 3anpoc), 3aTemM XOCT Ha3HayeHuA OTNpaBAAEeT WCXOAHOMY XOCTYy MNaKeT [AaHHbIX,
BKAtOYaoWmii B cebs nHpopmaumio 06 IP agpece 1 MAC agpece. Takum obpa3om, ABa XOcTa
MmoryT obmeHunBaTbcAa MHPopmaumen no MAC agpecy.

23.1.2 NoameHa ARP

C TO4YKkM 3peHunA npotokona ARP, ytobbl ymeHbwntb ARP Tpadumk B ceTn, ecam xoct
nonyy4nt ARP OTBET, KOTOPbIA OH He 3anpalumBa, OH TaK e A0b6aBUT 3anncb B cBo ARP Kau,
4yTO AenaeT BO3MOXKHbIM noameHy ARP (ARP spoofing). Ecnu xakep xo4eT npocaywaTtb obmeH
AAHHBIMW MeXay [ABYMS XOCTaMWM B OAHOW CeTU (AaXke eciv OHW MOAKNYEHbl yepes
KOMMYyTaTOpbl), OH OTNpaBaseT nakeT ARP oTBeTa ABYM XOCTam NO OTAE/IbHOCTH, 3TO NPUBOAUT
K TOMY, YTO Kaxapbln 13 xoctoB cuntaeT MAC agpec xakepa agpecom Apyroro xocra. Takum
obpasom, BMmecTo npsamoro obmeHa, xocTbl obmeHuBatoTCA TpaPUKOM 4vepes XOCT Xakepa.
Xakepbl He TONIbKO MOJIy4atoT Heobxoaumyto Mm MHPopmaunio. Mm ana ycnewHou nepegaym
Heobxo4MMO BCEro NUWb M3MEHUTb HEKOTOopyr MHPOopmaumio B nakete. B atom cnyyae Ha
KOMMNblOTEPE XaKepa He HY)KHO HACcTpamBaTb CMELUAHHbIA PeXUM CeTeBOM KapTbl, T.K. NaKeTbl
AaHHbIX NOCTYNAOT Ha KOMMbIOTEP XaKepa Ha GM3MYECKOM YPOBHE, KOMMbIOTEP paboTaeT Kak
peTpaHcAaTop.

23.1.3 Kak npepgotspatutb nogmeHy ARP

EcTb MHOTO BMA0B aTak, OCHOBAHHbIX Ha NpoToKoae ARP. BONbWKWHCTBO aTaK OCHOBaHbI
Ha noameHe ARP, TaK 4YTO 04YeHb BaXKHO NpeaoTBpaTUTb nogmeHy ARP.

MexaHnsm nogmeHbl ARP npoHWKaeT B CeTb, B NepByl0 oyepenb, nyTem noanenku
neranbHoro IP agpeca, 3atem nocblinasa MHOro noagensvHbix ARP nakeToB KOmmyTaTtopam, nocne
Yyero KOMMYTATOpPbl 3aMeHAIOT npaBuabHble cBA3KK IP-MAC cOOTBETCTBYIOWMMMN CBA3KAMU U3
aTaKyloWmMx naketoB. TakMm o06pa3om, KOMMyTaTop OWMOOYHO OTNpaBAseT nakeTbl
aTaKyloLWeMy XOCTy, U 3TO AeNCTBYET Ha BCEN CETW.

OCHOBHbIM MeTOAOM nNpeaoTBpalleHUA aTtak M noameHbl ARP Ha KommyTaTopax
ABNAETCA OTKAIOYEHWE Ha KOMMyTaTope GyHKUMM aBTOMaTU4eCcKoro obHosneHmAa. ObmaHLWuK
HEe CMOXeT W3MeHWUTb npaBuabHble cBA3KKM IP-MAC Ha KommyTaTope, Tem CaMbiM
npegoTBpaLLAETCA HenpaBW/IbHAA Nepecblka NaKeToB. B TO e BpemA 3TO He npepbiBaer
dYHKLMIO aBTOMATMYecKoro obyyeHmns ARP. Takum o6pasom, 3To 3HauUTeIbHO NpeaoTBpaLLaeT
noameHy ARP.

ND 3To npoToKkon obHapy»eHus coceaein B IPv6, aHanoruyHbiit npotokony ARP no
NPUHUMNY AENACTBUA, NO3TOMY 415 NpefoTBpawieHua nogmeHbl ND mbl genaem To e camoe,
yTo U gna ARP.
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23.2 KoHdwurypaumsa npepotspawieHMa nogmeHbl ARP
MNocnepoBaTeNbHOCTLT HACTPOMKN NpeaoTBpaLeHns nogmeHbl ARP:

1. OTKNOUYMTL GYHKUMIO aBTOMaTMYecKoro obHosneHuma ARP
2. OTKNOUYUTb PYHKLUMIO aBTOMATMYecKoro obyyerHus ARP
3. MomeHATb guHamunyeckmne ARP Ha cTaTuyeckmne

1. OTKNOUYMTL GYHKUMIO aBTOMAaTHMYecKoro obHosneHma ARP

KomaHpa OnucaHue

0O6wuit pexkxum n Pexxum nopra

ip arp-security updateprotect OTKNOUYNUTL/BKAOUNTL GYHKLMIO aBTOMATUYECKOTO
no ip arp-security updateprotect obHoBneHusa ARP.

2. OTKNIOUYUTb PYHKLUMIO aBTOMAaTMYeckoro obydyernuns ARP, ND

KomaHpga OnucaHue

O6wuit pexkxum n Pexkum nHtepdemca

ip arp-security learnprotect OTKNOYNUTL/BKAOUYNTL GYHKLMIO aBTOMATUYECKOTO
no ip arp-security learnprotect obyyeHunsa ARP.

3. MomeHATb gnuHamun4yeckne ARP, ND Ha cTaTnyeckune

KomaHpga OnucaHue

O6wuit pexkxum n Pexxum nopra

NomeHATb ANHaMUYyecK

ip arp-security convert
parp y mne ARP Ha cTtaTuyeckue.

23.3 NMpumep npepgorBpawieHna nogmenbl ARP, ND

PC 2
PC1 192.168.2.2
192.168.2.1 Switch 08-C6-B3-00-00-02

08-C6-B3-00-00-01 192.168.2.4

08-C6-B3-00-00-04 I_Il

PC3
192.168.2.3
08-C6-B3-00-00-03
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OnucaHune obopyaoBaHua
O6opyaoBaHue KoHdurypauyms Kon-Bo
Switch IP:192.168.2.4;mac: 08-C6-B3-00-00-04 1
PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1
PC2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1
PC3 IP:192.168.2.3;mac: 08-C6-B3-00-00-03 HEeCKO/IbKO

Ha amnarpamme noKkasaHa HopmasnbHas cBAsb mexay PC 2 u PC 3. PC 1 xoueT, 4TobbI
KOMMYTATOpP Hanpasaaa emy NakeTbl, OTrpasseHHble xocTom PC 2. B nepsyto odepeap PC 1
oTnpasnneT naket ARP oTsBeTa Ha KommyTatop B dopmaTte: 192.168.2.3, 08-C6-B3-00-00-01,
conoctasnaa ero MAC agpec c IP agpecom xocta C, KommyTaTop o6HoBAAeT ARP cnucok u
HayMHaeT oTnpasnATb naketbl ans 192.168.2.3 Ha MAC agpec 08-C6-B3-00-00-01 address
(apgpec xocta PC 1).

B pmanbHeliwem xoct PC 1 nepecbinaetr nNpuHATble nakeTbl xocTy PC 3, meHAA agpec
WCTOYHMKA M agpec HasHayeHuA. Tak Kak ARP cnucoKk cBoeBpeMeHHO 06HOBAAETCS, eLle O4HOM
3aJa4en ansa xocTa A ABnseTca HenpepbiBHas oTnpaska ARP oTBeToB 1 o6HoBneHMe ARP cnucKa
KOMMyTaTopa.

Mo3ToMy O4YeHb Ba*KHO 3aWnTUTb ARP cnncok, HacTpouTb 3anpeweHune ARP obyueHuna B
CTabunbHOM cpefe M 3aTeM M3MEHWUTb BCe AMHamMuyeckme ARP 3anmcu Ha craTudeckue.
BblyyeHHble ARP He byayT 06HOBAATLCA M OyAYT 3aLUULLEHDI.

Switch#config

Switch (config)#interface vlan 1

Switch (Config-If-Vlanl)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth
1/0/2

Switch (Config-If-Vlanl) #interface vlan 2

Switch (Config-If-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth
1/0/2

Switch (Config-If-Vlan2#interface vlan 3

Switch (Config-If-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth
1/0/2

Switch (Config-If-Vlan3) #exit

Switch (Config)#ip arp-security learnprotect

Switch (Config) #

Switch (config)#ip arp-security convert

Ecnun okpyxKatoLwwaa cpega MeHaeTcsa, 3To no3sonseT 3anpetnutb ARP o6bHOBNeHUSA, KaK
ToNbKO ARP 6yneT u3yyeHo, OHO He MOMKeT bbiTb 06HOBNEHO HoBbiM ARP oTBeToMm, AaHHble
6yayT 3aWMLLEHbl OT NPOCAYLWNBAHMUA.

Switch#config
Switch (config)#ip arp-security updateprotect
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24 HACTPOWMKA ARP GUARD

24.1 BsepeHue B ARP GUARD

CywiecTByeT cepbe3Hada yasBMmocTb B mogenu ARP npoToKona, KOTopaaA 3aKatovaeTca B
TOM, 4TO Ntoboe ceTeBoe YCTPOMCTBO MOXKeT oTnpaBuTb ARP coobuieHune, 4Tobbl 06BABUTL O
ceAsKe IP 1 MAC agpecos. 910 genaet BO3MOXHbIM ARP moLleHHNYecTBO. 3/10yMbIWNEHHUKN
moryT nocnatb ARP 3anpoc unm ARP oTBeT 4To6bl MHGOPMUPOBATL O HEBEPHOM CBA3KE MEXKay
IP agpecom n MAC agpecom, KoTopasa npusedeT K npobnemam csasun. Ectb ase popmbl ARP
mouwleHHnyecTtBa: 1. PC4 otnpasnsaetr ARP coobuieHne ytobbl coobwmtb, yto IP agpec PC2
npusaAsaH K MAC agpecy PC4, sTo npuseaeT K Tomy, 4to Bce IP nakeTbl, agpecyembie PC2, 6yayT
oTnpasneHbl K PC4, Takum obpasom PC4 cmoxkeT npocmaTpuBaTb BCe MaKeTbl, aApecoBaHHbIe
PC2; 2. PC4 otnpasnser ARP coobuieHne 4Tobbl coobuintb, yto IP agpec PC2 npusssaH K
HecywecTBylowemy MAC agpecy, 3To npuBegetr K Tomy, yto PC2 He 6yaeT nonyyatb
apecoBaHHble eMy NaKeTbl.

B yacTHOCTHM, ecnn 3n10yMblLWAEHHUK, Npuberas K ARP molieHHU4YecTBY, BblAaeT ceba 3a
LUNH03, BCA CETb BbINAET U3 CTPOA.

Switch

CxemaTtnyHaa gnarpamma ARP GUARD

Mbl ucnonbdyem ¢unbTpyrowme 3nemeHTbl KoOMMyTaTopa ansa 3awuTbl ARP-3anucen
BAYKHbIX CETEBbIX YCTPONCTB OT NoApPaxKaHUA APYrMMn yctporictBamu. OCHOBHOM Teopuen 3Toro
ABNAETCA MCNONb30BaHUE OUNLTPYIOWMX INEMEHTOB KOMMYTATopa AnA nposepku Bcex ARP
coobuieHnit, npoxoaawmx vyepes nopt. Ecam agpec mcrouHmka ARP coobuieHua 3awmuleH,
coobueHunsa byayT oTOpoLIEeHbl U He NepeaaayTca Aanee.
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®dyHKumna ARP GUARD o6bI4HO Mcnonb3yeTca AnA 3alunTbl WA03a OT aTak. Ecam Bce
OOCTYNHble KOMMNbtoTepbl B ceTn byayT 3awmweHbl ¢yHKkumerr ARP GUARD, pns storo
notpebyeTtca HacTpouTb Ha nopty Honbwoe konmyectso ARP GUARD agpecos, 4to 3anmert
6onbwyto Yactb FFP 3anucei B umne, W, Kak pes3ynbTaT, MOMKET OTPasuUTbCA Ha ApYyrux
npuUNoXeHuAx. Tak 4YTo 3To0 byaeT HenpaBuAbHO. PekomeHayeTca aAonNTMPOBaTb CBOOOAHbLIE
pecypcbl COrnacHO cxeme pgoctyna. [loxanyincra, obpatutecb 3a noApobHOCTAMM

COOTBETCTBYIOLLEN AOKYMEHTAUMUN.

24.2 Cnucok 3apay KoHurypauum ARP GUARD
1. HactpouTb 3awmuweHHble IP agpeca

KomaHpga

OnucaHue

Pexxum KoHUrypaumm nopra

arp-guard ip <addr>
no arp-guard ip <addr>

Hactpoutb/yaannte ARP GUARD agpec
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25 KOHO®UIYPAUMA  CAMOOGPALLEHHOTO  ARP
(GRATUITOUS ARP)

25.1 BsepgeHue B camoobpaleHHblii ARP

CamoobpatleHHbIn ARP aTo Tin ARP 3anpoca, oTnpasasembiii XocTom U ero IP agpecom
B KayecTBe afpeca Ha3HaAYeHmA.

Basicpexkmm paboTbl KOMMYTATOPOB, CAeAYOWMA: Ha MHTepdencax 3-ro YypoBHA MOXKeT
ObITb HAaCTPOEH MHTEPBAN PACCbIIKM camoobpalleHHbix ARP 3anpocoB uan 310 MoXKeT bbITb
HacTpoeHo rnobanbHO Ha BCcex MHTepdelicax.

HasHaueHne camoobpauweHHoro ARP cneaytoulee:

° Y106bl yMeHbLINTb YacToTy ARP 3anpocoB XOCTOB K KOMMYTaTOpy. XOCTbl B CETU
nepuoauyeckn nocbinatot ARP 3anpocbl K wato3y 4tobbl 06HoBUTL MAC aapec wato3a. Ecan
KOMMYTaTOp paccbinaeT camoobpalieHHble ARP 3anpocbl, XocTam He HyXHO OTNPaBAATb 3TU
3anpocbl. ITO YMEHbLINT YACTOTY OTNPABKM XocTamn ARP 3anpocoB Ha WAko3.

° CamoobpatleHHblit ARP 310 meTopn npepoTsBpalleHnMa ARP mouweHHuyecTBa.
Paccblnaembin KOMMYTaTOPOM camoobpalleHHbiM ARP 3acTaBUT xocTbl 06HOBUTL cBOM ARP KaLu.
Takum obpasom noaaensvHbit ARP He pyHUMOHUpYeET.

25.2 Cnucok 3agay KoHurypaumm camoobpauweHHoro ARP

1. BkAountb camoobpatleHHbi ARP 1M HacTpouTb UHTepBan oTnpasku ARP
3anpocos.
2. OTo6pasunTb KoHOUrypaumo camoobpauieHHoro ARP.

1. BkntounTb camoobpalyeHHbIn ARP 1 HacTpouTb MHTepBan otnpasku ARP 3anpocos.

KomaHpga OnucaHue

Pexxum rnobanbHoOM KOHOUrypaLumum u pexxum KoHourypauum nHtepdeiica.

Bkntounte  camoobpaweHHbin  ARP n
HaCcTpoOuUTb nHTEepBan OTMpPaBKMn ARP
3anpocos.

KomaHaa no oTmeHAeT camoobpalleHHbIN
ARP.

ip gratuitous-arp <5-1200>
no ip gratuitous-arp

2. OT06pa3unTb KoHdUrypaumo camoobpauieHHoro ARP

KomaHpga OnucaHue

PeXXum agMUHUCTPATOPA U peXKUM KOHPUrypaumm

show ip gratuitous-arp [interface vlan <1- OTobpasutb KOHUrypaumio
4094>] camoobpauieHHoro ARP.
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25.3 Mpumep KoHPuUrypaumm camoobpauweHHoro ARP

Interface vlan 10
192.168.15.254
255.255.255.0

Interface vlan 1
192.168.14.254
255.255.255.0

AR RN AEEEEERSRRRR
PC 1 PC 2 PC3 PC 4 PC5

Mpumep HacTpolMkn camoobpalieHHoro ARP

Ona Tononorum cetn, NokasaHHOM Ha pUCYHKe, MHTepdenc kommyTtaTtopa VLAN1O numeet
IP agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpu komnbtotepa — PC3, PC4, PC5 —
nogKAtoueHbl K aTomy nHtepdeincy. MHtepderic VLANL nmeet IP agpec 192.168.14.254 n macky
cetn 255.255.255.0. [Ba komnbtoTepa — PC1 n PC2 - noakntodeHbl K 3TOMy WMHTepdelncy.
CamoobpauleHHbIn ARP BKIoYaeTca cneayolmnii KoHdurypaumeit:

O6a nHTepodelica UcNonb3yoT camoobpalueHHbi ARP.

Switch (config) #ip gratuitous-arp 300
Switch (config) #fexit

CamoobpalteHHbIt ARP HacTpouT ToNbKo Ans oaHOro nHtepdelica.
Switch (config)#interface vlan 10

Switch (Config-if-vl1anl0) #ip gratuitous-arp 300

Switch (Config-if-v1anlO0) #exit

Switch (config) #exit

—~ e~~~

25.4 owucK HencnpaBHocTei camoobpaweHHoro ARP
CamoobpaueHHbIn ARP BbiKtoYeH no ymondaHuio. Koraa camoobpalleHHbii ARP
BK/IIOYEH, OTNIAA04HYI0 MHGOPMALMIO MOXKHO NOMYYNTb, UCNONb3YA KOMaHAy «debug ARP send».
Ecnn camoobpaueHHbIn ARP BKAOYEH rn106asnbHO, OH MOXKET ObiTb BbIKIHOYEH TOMbKO
rno6anbHo. Ecnn camoobpaleHHbIn ARP BKAOYEH Ha MHTepdence, OH MOXKeT ObiTb BbIKAHOYEH
TONbKO Ha UHTepdelice.
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26 KOH®UTYPALIUA DHCP

26.1 BsepeHue DHCP

DHCP [RFC2131] cokpauleHHo oT Dynamic Host Configuration Protocol (npotokon
OAVNHAMUYECKOM HAaCTPOMKM XOCTOB). ITO NPOTOKOJI, KOTOPbIM ANHAMMUYECKM Ha3Ha4vaeT IP agpec
M3 Nyna agpecos, TaK e YCTaHAB/AMBAET ApYyrue ceTeBble MapameTpbl, TaKME KaK WAK3 Mo
ymon4yaHuio, DNS cepBep 1 pacnonoskeHue B cetu ¢panna obpasa. DHCP 310 paclwumpeHHas
BepcuAa BOOTP. 9To 0OCHOBHaA TEXHO/0MMA, KOTOPaa He TO/IbKO MOXKeT obecneynTb 3arpy304HONM
uHbopmaumelr bHesguckoBble paboumMe CTaHUMM, HO TakK e MoxeT ocBoboguTb
AAMUHUCTPATOPOB OT pPy4YHOro BegeHuma [P aapecHOro npPOCTPaHCTBA W yNpoOCTUTL
Nonb30BaTeNAM MPOLLECC HAcTponKn. Ewe ogHo npemmyliectso DHCP B TOM, UTO OH MOMKeET
CHM3UTb TpeboBaHUA K Konndectsy IP agpecos, Korga nosb3oBaTenb NOKMZAeT ceTb, ero IP
MOeT ObITb Ha3HAYeH Apyromy.

DHCP aBnaeTca NpOTOKO/IOM TMNA «KAneHT-cepsep», DHCP knneHT 3anpawnsaet y DHCP
cepBepa ceTeBOM agpec 1 napameTpbl KOHOUTypaUnK, cepsep NPeAOCTaBAAET KINEHTY CETEBOM
agpec v napameTpbl KOHGUrypauuun. Ecam KAMEeHT u cepBep HaXOAATCA B pa3HbiX NoACeTAX,
Heobxoanmo ucnonbzoatb DHCP petpaHcaaTop (relay) ans nepegaum DHCP nakeTtoB mexay
K1neHTom 1 cepsepom. Peannsauma DHCP npeacTasneHa Huxe:

% . Discover N
< Offer
R t
eques >
. — - « Ak DHCP server
DHCP client
B3saumogeiictene npotokosa DHCP
Pa3bacHeHue:

DHCP KnMeHT paccbllaeT B JIOKAZIbHYIO NOACETb LWMPOKOBELLATe/IbHbIE MaKTbl
DHCPDISCOVER.

DHCP cepsep npu nonyyeHum naketa DHCPDISCOVER otnpasnaeTt DHCP kKnneHTy naket
DHCPOFFER BmecTe ¢ IP agpecamu n gpyrumu ceTeBbIMU NapameTpamm.

DHCP wneT wupokosewatenbHbit naket DHCPREQUEST ¢ nhdopmaumen o DHCP
cepsepe, KoTopblii OH Bbibpan n3 DHCPOFFER nakeTos.

Bbib6paHHbI KnneHTom DHCP cepsep otnpasnseT naket DHCPACK u kaneHT nony4yaert IP
agpec n apyrme napameTpbl.

3T yeTblpe Wwara NPou3BOAAT NPOLECC ANHAMMUYECKON HACTPOMKN XOCTa.

OpHako, ecnn DHCP cepsep u DHCP KnneHT HaxopAaTcA B pa3HbIX NOACETAX, CEPBEP He
NoAy4YnT WwnpokosewatenbHble DHCP nakeTbl, OTNPaB/AEHHbIE KAMEHTOM U He OTBETUT emy. B
3TOM c/lydae Heobxoamm DHCP petpaHcnaTop (relay) ans nepegaum taknux DHCP nakeToB mexkay
KIMEHTOM U CEPBEPOM.
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KommyTtatop moxeT paboTtatb 1 kKak DHCP cepsep, 1 Kak DHCP petpaHcnaTop. DHCP
noaaepKMBaeT He TO/IbKO ANMHAaMMYeCKoe Ha3HayeHune |P aapecos, HO TaK XKe py4yHYo NPUBA3KY
aapeca (Hanpumep, ykasaTtb onpegeneHHbint IP agpec gns onpegeneHHoro MAC agpeca unm
onpegaeneHHoro ID ycTpoiicTea). Pasnmumns mexay AMHaAMUYECKMM M CTAaTUYECKMM Ha3HAYeHNEM
agpecoB: 1) AMHAMMYECKM MoNy4aeMbld afapec MOXKeT ObiTb KaXKabld pa3  pasHbiMm;
NPuBA3aHHbLIA BPYYHYIO aapec Bcerga byaeT oauHakosbiM. 2) Bpema apeHabl IP agpeca,
NOJIyY4EHHOro ANHaMMNYeCKU, OAMHAKOBO A/1A BCEro aApecHOoro nysa, U OHO orpaHnyeHo. Bpems
apeHabl IP agpeca, nNpuMBA3AHHOIO BPY4YHY, TEOpPeTUYecKn 6GeckoHeuyHo. 3) [AMHaMUyecKu
BblaeNAemble agpeca He MOryT 6biTb MpuBsA3aHbl BPyYHyto. 4) MNyn gMHAMUYECKUX afpecos

MOXeT HacC/nenoBaTb MNapaMeTpbl

OTHOCALWErocCa K CermeHTy.

26.2 DHCP Server Configuration
Cnucok 3agay koHdurypauum DHCP cepsepa:
1. BkntounTb/BbIKNOYMTL cepBuc DHCP
2. HactpouTtb agpecHbin nyn DHCP

(1) Cospatb/yaanutb agpecHsit nyn DHCP

(2) Hactpoutb napametpsbl agpecHoro nyna DHCP

(3) Hactpoutb napameTpsbl py4yHoro agpecHoro nyna DHCP
3. BKnounTb BegeHue KypHana gna KOHPANKTOB agpecos

1. BkNtounTb/BbIKNOYMTL cepauc DHCP

KOHOUrypaummn cetm nyna AUHAMUYECKUX afapecos,

KomaHpa

OnucaHue

Oo6wuin

pexum

service dhcp
no service dhcp

Bkntountb/BbikNHOUNTL cepBuc DHCP.

PeXXum KoHGUrypupoBaHU nopTa

ip dhcp disbale
no ip dhcp disable

OTkntoyeHme He nopte DHCP obcnyskusaHus,
KOMaHZa no OTMEHAET OTK/IloYeHME.

2. HactpouTb agpecHbin nyn DHCP
(1) Coszpatb/yaanute agpecHsit nyn DHCP

KomaHpa

OnucaHue

Oo6wuin

pexum

ip dhcp pool <name>
no ip dhcp pool <name>

HactpouTtb agpecHbit nyn DHCP. KomaHaa no
oTmeHsAeT nya agpecos DHCP.
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(2) Hactpoutb napameTtpbl agpecHoro nyna DHCP
KomaHpga OnucaHue
Pexxum agpecHoro nyna DHCP
HacTtpoika obnactu aapecos,
network-address <network-number> [mask | prefix- | KoTopble Moryt 6biTb BblAeNeHbl
length] agpecHomy nyny. KomaHga no
no network-address OTMEHAET BblAeNIeHne afpPecHoro
nyna.

default-router
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]
no default-router

HacTpoika wnt3a no ymonyaHuio
ana DHCP knuenTtoB. KomaHga no
OTMEHSAET W3 N0 YMOYAHUIO.

dns-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]
no dns-server

Hactpoiika DNS cepsepa ans DHCP
KnneHtoB. KomaHaa no oOTmeHAer
HacTponKy DNS cepBepa.

domain-name <domain>
no domain-name

HacTpoiika gomeHHOro mmeHu pana
DHCP  knueHntoB. KomaHaa no
OTMEHAET AOMEHHOE UMA.

netbios-name-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]
no netbios-name-server

Hactpoika agpeca WINS cepsepa.
KomaHaa no oTMeHAEeT HaCTPOWMKY.

netbios-node-type {b-node|h-node| m-node]| p-
node|<type-number>}

no netbios-node-type

Hactpoiika TtvMna vy3na ana DHCP
KnneHToB. KomaHga no oTMeHAeT TN
y3na.

bootfile <filename>

Hactpolika 3arpy3soyHoro ¢anna ana

. DHCP knmeHtOoB. KOMaHaa no
no bootfile ..
OTMEHSET 3arpy304Hbln Gpann.

next-server HacTtpoitka agpeca cepsepa,

[<addresSwitchA>[<addresSwitchB>[...<address8>]]]
no next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

pa3smeLlatoLLLero 3arpy3oyHbiin ¢ainn.
KomaHaa no oTmeHsAeT ypanaet
agpec cepsepa.

. .. , . HacTpoiika ceTeBOoro napameTpa
option <code> {ascii <string> | hex <hex> | ipaddress P P Pa,
. onpeaeneHHOro  Kogom  Onuuu.
<ipaddress>} o
. KomaHaa no ypanser ceTeBOM
no option <code>

napamertp.

HacTtpouka BpeMEHMU apeHAapl

lease {days [hours][minutes] | infinite}
no lease

agpecos nyna. KomaHga no ygansaer
HACTPOMKY BpEMEHU apeHabl.
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infinite}
no max-lease-time

max-lease-time {[<days>] [<hours>] [<minutes>] |

HacTpoika MaKCMManbHOroBpemeHu
apeHabl agpecoB B apecHOM nyne,
KOMaHga Nno  BOCCTaHaBAMBaeT
HACTPOMKM MO YMOJIYAHUIO.

Oo6wun

address>)

address>]

ip dhcp excluded-address <low-address> [<high-

no ip dhcp excluded-address <low-address> [<high-

pexum
McknoyeHne wu3 aapecHoro nyna
aapecos, KoTopble He
npeAHasHayeHbl ans

ANHaMUYECKOrIo BblaeNEHUA.

(3) HacTtpoutb napameTpbl py4yHoro agpecHoro nyna DHCP

KomaHpga

OnucaHue

Pexxum aapecH

oro nyna DHCP

hardware-address <hardware-address>
[{Ethernet | IEEE802 | <type-number>}]
no hardware-address

3apaTb/yAanvTb annapaTtHbIv agpec, npu
PY4HOM Ha3HayeHUM agpeca.

host <address> [<mask> | <prefix-length> ]
no host

3apatb/ypganute IP agpec, KoTopbit byaeT
Ha3HayeH 3alaHHOMY K/IUEHTY.

client-identifier <unique-identifier>
no client-identifier

3apaTb/ynannTb YHUKaNbHbIN ID

noab3oBaTenAa.

3. BKnounTb BegeHuMe KypHana gna KOHPANKTOB agpecos

KomaHpa

OnucaHue

Oo6wuin

pexum

ip dhcp conflict logging
no ip dhcp conflictlogging

BK/OYNTL/BbIKNOYUTL BeAeHWEe KypHana ana
DHCP agpecos, 4yTObbI 06HapyXuTb
KOH}NNKTbI aapecos.

PexXxum agmuHucTpatopa

clear ip dhcp conflict <address | all >

YOanutb eAMHUYHYIO 3aNnUCb KOHGAMKTA Uan
yAanuTb BCe 3anucu.
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26.3 KoHdwurypauua DHCP perpaHcaaTopa

Korpa DHCP knueHT n cepsep HaxoZATCA B pasHbIX cermeHTax, ana nepenayn DHCP
naketoB Heobxoaum DHCP petpaHcnatop. Mcnonb3oBaHme DHCP peTpaHcnaTtopa genaet
HeobnasaTenbHbIM HacTpoliky DHCP cepBepa ans Kaxaoro cermeHTta, oanH DHCP cepBep moxKeT
06cNy»KMBaATb HECKOJIbKO CErMEHTOB, YTO 3pDEKTUBHEE HE TOJIbKO C TOUYKM 3PEHMA 3aTpaT, HO U
C TOYKU 3pEeHnA ynpaBaeHuA.

= _

D B Discover
— )
Offer (Unicast)
Reauest (Broadcast) > N —
" « Ack(Unicastl __ DHCPrelay DHCP server
DHCP client

DHCP peTHaHcnaTop

Kak nokasaHo Ha pucyHke, DHCP knneHT n DHCP cepsep HaxoaAaTcA B pa3HbIX NOACETAX.
DHCP knuneHT BbINoOHAET Te e YeTblpe wara DHCP, Kak 06bl4HO, TONBKO K npoueccy aobasneH
DHCP peTpaHcnaTop.

KnneHT wnet wwupoKkosewartenbHbii naketr DHCPDISCOVER, DHCP petpaHcaaTop
BCTaB/AET CBOM cobcTBeHHbIN IP agpec B none «relay agent» B nakete DHCPDISCOVER u
nepecbinaeTr nakeT YyKasaHHomy DHCP cepsepy (gns onucaHus ¢opmata DHCP Kagpa
obpatuTtech K RFC2131).

Mpwn nonydyeHnn naketa DHCPDISCOVER, nepecbinaemoro yepes DHCP peTtpaHcaaTop,
DHCP cepsep wnet KnmeHTty naket DHCPOFFER yepe3 DHCP petpaHcaaTop.

DHCP knuneHT BbIbMpPaEeT cepBep U LWJIET WMPOoKoBellaTenbHbin nakeT DHCPREQUEST,
DHCP peTpaHcasTop Takum e 06pa3om nepecbinaeT ero cepsepy.

Mpwn nonyvyeHnn naketa DHCPDISCOVER, nepecbinaemoro yepes DHCP peTtpaHcaaTop,
DHCP cepsep wnet knneHTy nakeTr DHCPACK yepe3 DHCP peTpaHcaaTop.

Cnucok 3agay koHdurypaumm DHCP:

1. Bkntountb DHCP peTtpaHcaaTop.

2. Hactpoutb DHCP peTpaHcnsaTop Ans nepecbinku wmnpoKkosewatenbHbix DHCP nakeTos.
3. HacTtpoitka share-vlan.

1. Bkntountb DHCP petpaHcnaTop.

KomaHpga OnucaHue

O6wuit pexxum

service dhcp DHCP cepsep n DHCP peTtpaHcnATop BKAOYaOTCA
no service dhcp npu BrkAtoveHun cepsunca DHCP.
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2.Hactpoutb DHCP peTtpaHcaaTop ANs nepecbinku wWnpoKkosewartenbHbix DHCP nakeTtos.

KomaHpga OnucaHue

O6wuit pexxum

ip forward-protocol udp bootps MopTt UDP 67 ncnonb3yetca ana Nnepecbliku
no ip forward-protocol udp bootps LUMpOKoBeLaTe ibHbiX Naketos DHCP.

Pexxum KoHPuUrypauum nutepdeiica

ip helper-address <ipaddress> YctaHoBuTb agpec DHCP cepsepa. KomaHaa no ip
no ip helper-address <ipaddress> helper-address <ipaddress> oTmeHaeT HacTpoiiKy.

3. HacTtpoitka share-vlan.

Korga nonb3oBaTenb Xo4yeT MCNOAb30BaTb YCTPOWCTBO BTOPOro ypoBHA Kak DHCP
PETPAHCNATOP, KONMYECTBO KOTOPbIX OrpaHuWyero, TO MOAb30BaTe/lb CO34aeT WHTepdeWc
TPETbero ypoOBHA Ha YCTPOWMCTBE BTOPOro YPOBHA, HO MCNO/Ab30BaHWe MHTepdelica TpeTbero
ypoBHA Aana share-vlan (MoxeT BKAHO4YaTb HECKONbKO sub-vlan, ogHako sub-vlan Tonbko
cooTtBeTcTByeT share-vlan) moxeTt ocywectenatb DHCP peTpaHcnaTtop, M OAHOBPEMEHHO Ha
YCTPOMCTBE-PETPAHCNATOPE HYXKHO BKAOUYUTL onuuio 82.

KomaHpa OnucaHue

0O6wmit pexxum

ip dhcp relay share-vlan <vlanid> sub-
vlan <vlanlist> Co3paet/ypanset share-vlan u sub-vlan.

no dhcp relay share-vlan

26.4 Mpumepbl KOHPuUrypaumum DHCP

CueHapui 1:

Y106bI YNPOCTUTL HACTPOMKY, KOMMAHMA UCNOb3yeT KOMMYTaTop B Kadectee DHCP
cepsepa. Agpec B VLAN-e ynpasneHus - 10.16.1.2/16. JlokanbHana ceTb pa3geneHa Ha ABe ceTu
— A 1 B, B COOTBETCTBMMU C pacnonioxKeHnem opucos. HacTpomkmu cetn gna pacnonokeHnin A u B
NOKasaHbl HUXKe.

Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)
YcTpoicreo IP address YcTpoiicTBo IP address
LLA03 no ymonyaHuio 10.16.1.200 LLN03 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201
DNS cepsep 10.16.1.202 DNS cepsep 10.16.1.202
WINS cepsep 10.16.1.209 WWW cepsep 10.16.1.209
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Tun y3na WINS H-y3en
Bpemsa apeHabl 3 aHA Bpemsa apeHabl 1 peHb

NosToOMy agpec, Ha3Ha4aeMblit KAMeHTy, byaeT npuHaanexats cety 10.16.1.0/24.

B pacnonoxeHmn A mawnmHe ¢ MAC agpecom 08-c6-b3-23-dc-ab HazHayeH
PuKcuposaHHbIN IP agpec 10.16.1.210 n uma xocTa «management».

Switch (config) #service dhcp

Switch (config) #interface vlan 1

Switch (Config-Vlan-1) #ip address 10.16.1.2 255.255.0.0
Switch (Config-Vlan-1) #exit

Switch (config) #ip dhcp pool A

Switch (dhcp-A-config) #network 10.16.1.0 24

Switch (dhcp-A-config) #lease 3

Switch (dhcp-A-config) #default-route 10.16.1.200 10.16.1.201
Switch (dhcp-A-config) #dns-server 10.16.1.202

Switch (dhcp-A-config) #netbios-name-server 10.16.1.209
Switch (dhcp-A-config) #netbios-node-type H-node

Switch (dhcp-A-config) fexit

Switch (config)#ip dhcp pool B

Switch (dhcp-B-config) #network 10.16.2.0 24

Switch (dhcp-B-config) #lease 1

Switch (dhcp-B-config) #default-route 10.16.2.200 10.16.2.201
Switch (dhcp-B-config) #dns-server 10.16.2.202

Switch (dhcp-B-config) #option 72 ip 10.16.2.209

Switch (dhcp-config) #fexit

Switch (config) #ip dhcp excluded-address 10.16.2.200 10.16.2.201

Switch (config) #ip dhcp pool Al

Switch (dhcp-Al-config) #host 10.16.1.210

Switch (dhcp-Al-config) #hardware-address 08-c6-b3-23-dc-ab
Switch (dhcp-Al-config) fexit

(
(
(
(
(
(
(
(
(
(
(
Switch (config) #ip dhcp excluded-address 10.16.1.200 10.16.1.201
(
(
(
(
(
(
(
(
(
(
(
(

PykoBoAcTBO No ucnonb3oBaHuio: Koraa DHCP/BOOTP kaneHT noakntovaetcsa K VLAN1
NOPTYy KOMMYTaTOpa, KAMEHT MOMKET MOMyYnTb afapec Tonbko M3 cetu 10.16.1.0/24 BmecTo
10.16.2.0/24. 9To NnoTOMY, YTO LUIMPOKOBELLLATENbHbIA NAaKeT OT KAneHTa byaeT 3anpawmnsaTh IP
aapec B Tom e cermeHTe VLAN uHTepdeiica, a IP agpec VLAN uHTepdelica - 10.16.1.2/24,

Echu DHCP/BOOTP KAMEHT xo4yeT noayd4uTb aapec B cetv 10.16.2.0/24, wnios,
nepecbiNalowWmMn  WMPOKOBELLATe/IbHbIe MNAKeTbl KAWEHTa, ALO/KEH NpUHagaexKaTb CeTu
10.16.2.0/24. YTob6bl KAMEHT nonyumn agpec m3 nyna 10.16.2.0/24, ponxkHa 6bITb 0b6ecneyeHa
CBA3SHOCTb MeXAY KINEHTCKMM LUO30M U KOMMYTAaTOPOM.

CueHapui 2:

KaKk NoKasaHOo Ha pUCYHKE, MapLUpyTU3NPYIOLWMI KOMMYTATOP HAaCTPOEH B KaYecTBe
DHCP petpaHcnaTopa. Aapec DHCP cepsepa - 10.1.1.10. lWaru KoHpurypaumm, cheaytowme:

Switch (config) #service dhcp

Switch (config)#interface vlan 1
Switch
Switch
Switch
Switch
Switch

Config-if-Vlanl) #exit

config) #vlan 2
Config-Vlan-2) #fexit

config) #interface Ethernet 1/0/2

o~~~ o~ o~ —
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Switch (Config-Erthernetl/0/2) #switchport access vlan 2
Switch (Config-Erthernetl/0/2) #exit

Switch (config)#interface vlan 2

Switch (Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch (Config-if-Vlan2) #exit

Switch (config) #ip forward-protocol udp bootps

Switch (config) #interface vlan 1

Switch (Config-if-Vlanl) #ip help-address 10.1.1.10

Switch (Config-if-Vlanl) #exit

3ameTKa: PekomeHayeTca Ncnonb3oBaTb KOMOMHAUMIO KOMaHA, ip forward-protocol
udp <port> m ip helper-address <ipaddress>. KOMaHAa ip help-address MOKeT bbITb
HACTPOEHa TO/NIbKO Ha NOPTax 3-ro YPOBHA U HE MOKET BblTb HaCTPOEHa Ha NOPTax 2-ro YPOBHA.

=

—— el
DHCP client
192.168.1.1 10.1.1.1

1/0/1 E 1/0/2

HEH55555800 DHCP relay
DHCP client

o o o |
o o o |
o o o o [
0ooooooo
0ooooooo

DHCP Server
10.1.1.10

— sl

DHCP client

KoHdurypauna DHCP petpaHcnaTopa

CueHapui 3:

oooooooo
0 o o o o
0ooooooo
0ooooooo
0ooooooo

DHCP relay

DHCP client
DHCP Server

Kak noKasaHOo Ha pUCYHKe, KAMEeHT nony4vaet agpec 4yepes DHCP petpaHcaatop.
KommyTtaTtop ABnAetcA yCTPOMCTBOM BTOPOro YPOBHA A0OCTyna C BKAoYeHHbim DHCP-
peTpaHcaaTopom u onuueit 82. Ethernetl/0/2 anaeTca NopTOmM AOCTyna, BK/AOYEHHbIM B
VLAN3, Ethernet1/0/3 aBnseTca TpaHKOBbIM NOPTOM, coeanHHeHbIM ¢ DHCP cepsepom, agpec
KoToporo 192.168.40.199. Ha kommyTaTope co3aatotca vlan 1 n nntepdeiic vlan 1,
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HacTpamBaetca |IP agpec 192.168.40.50. Appec DHCP-peTpaHcnatopa HacTpaunBaeTtcs
192.168.40.199, u vlan3 HacTpamBaeTca Kak sub-vlan vlanl.

KoHourypauus:

switch (config) #vlan 1

switch (config) #vlan 3

switch (config)#interface ethernet 1/0/2

Switch (Config-If-Ethernetl/0/2) #switchport access vlan 3

switch (config) #interface ethernet 1/0/3

Switch (Config-If-Ethernetl/0/2) #switchport mode trunk

switch (config) #service dhcp

switch (confiqg)#ip forward-protocol udp bootps

switch (config)#ip dhcp relay information option

switch (config)#ip dhcp relay share-vlan 1 sub-vlan 3

switch (config-if-vlanl)#ip address 192.168.40.50 255.255.255.0

switch (config-if-vlanl)#ip helper-address 192.168.40.199

26.5 TMowuck HencnpasHocteit DHCP

Ecnn DHCP knuneHTbl He nonyyatoT IP agpeca v gpyrvue napameTpbl ceTH, NOCae NPOBEPKU
Kabenen u KNMeHTCKoro obopyaoBaHus, cneayeT BbINOAHUTb CAeaylolee:

MNposepbTe, 3anyweH nm DHCP cepsep, 3anyctute ero, ecam oH He 3anyuweH. Ecan DHCP
KNMEHTbl M CepBepbl HAXOAATCA He B OAHOM (U3MYECKOM CeTW, MPOBepbTe, MMEET /n
MapLlpyTU3aTop, oTBevarowmii 3a nepecbliky DHCP naketos, ¢pyHKunto DHCP peTpaHcnaTopa.
Echm Ha npomexyTouyHOM MmapuwpyTusatope HeT ¢yHKuum DHCP  peTtpaHcaaTopa,
pekoMeHAayeTca 3aMeHUTb 3TOT poyTep namn obHosuTb ero MO.

B Takom cnyyae, DHCP cepBep gonxeH 6biTb NpoBepeH Ha NpeaMeT HaNnunsa aapPecHoro
nyna B TOM e cermeHte, 4to u VLAN KOmMyTaTopa, €C/iM TaKoW Myn He CYLLeCTBYET, ero
Heobxoammo A06aBUTb.

AZpecHblii nyn moxeT 6bITb NMH60 AMHaMMYECKUM, 1Mbo cTaTudeckum. Hanpumep, ecam
B My/ie NPUCYTCTBYIOT KOMaHAbl «network-address» n «host», TonbKo ogHa M3 HUX BCTYNUT B
cuny. Kpome Toro, B py4HoOM npuBsA3Ke TONbKO oAHa npmeAska IP-MAC moKeT 6biTb HAaCTPOEHa
B KaXKaom nyne. Ecnv HeobxoaMmo HECKOIbKO NPUBA3OK, HYXKHO CO34aTb OTAE/1IbHbI a4 PEeCHbIN
nyn ANA KaXK[ou U3 HUX. HoBaa KOHpUrypauma B CTapoM nysie nepesanuiueT CTapyto.
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27 KOHO®UIYPALUA DHCPV6

27.1 BsepeHue DHCPv6

DHCPv6 [RFC3315] ato IPv6 Bepcua nNpoTOKO/a AMHAMMUYECKOM KOHUIypaLumMm XoCToB
(DHCP). 9ToT npoToKoA Ha3Ha4vaeT IPv6 agpeca 1 gpyrne napaMeTpbl HACTPOMKU CETU TaKUE KaK:
agpec DNS n pomeHHoe mmsi DHCP knueHta, DHCPV6 sBnsieTcs yCNOBHOW aBTOMATUYECKOWM
KOHdUrypaumei npotokona IPv6. B npouecce HacTpoikn agpeca DHCP cepsep npucsansaert IP
agpec KnneHTy n npegocrasnseT DNS agpec, someHHoe nma 1 nHGopmMaumio APYyron HacTPOMKK,
naketr DHCP moeT nepenaBaTbCca Yepe3 AeNlermpoBaHHbIA PeTpaHCAATOP, HAaCTPOMKN agpeca
IPv6 n KnneHTa 3anucaHbl Ha cepsepe DHCPvV6, Bce 3TO noBbiwaeT 3pPEeKTUBHOCTb yNpaBaeHUA
cetbto. DHCPv6 moxkeT obecneuntb pacwumpeHHyto ¢dyHKumo aeneraunn npedumkcos. DHCPV6
cepBep TaK e obecneymBaer DHCPv6 cepBuc 6€3 OTCAEXKMBAHUA COCTOAHUA, NPU KOTOPOM
HA3HAYalOTCA TONbKO MapameTpbl KOHGUrypaunum, Taknue Kak agpec DNS cepsepa n gomeHHoe
MM#A, HO He Ha3HavaeTcAa IPv6 agpec.

Ectb Tpn ob6bekTa B npoTtokose DHCPv6 — kKnueHT, cepBep U peTpaHcasTop. MpoTokon
DHCPv6 ocHoBaH Ha npotokone UDP. KnneHt DHCPv6 oTnpasndaet 3anpoc DHCP cepsepy uaum
DHCP peTpaHcnaTopy Ha nopT Ha3HauyeHuA 547, DHCP cepsep (MK peTpaHCAsTop) oTNpaBastoT
OTBETbI Ha NOPT Ha3HayeHus 546. DHCP kaneHT oTnpasAaseT 3anpocsl (solicit) n 3aasku (request)
DHCP cepBepy Ha multicast agpec ff02::1:2.

| — .
E' Solicit >
P Advertise
«
Request | E
neply
" < Repl DHCPv6 server

DHCPvV6 client

CornacosaHne DHCPv6

Korpa DHCPv6 knmeHT nbiTaeTca 3anpocutb y DHCPv6 cepsepa IPv6 agpec u gpyrue
napameTpbl, KAWEHT [O/KeH CHavana Hantm DHCPv6 cepBep, 3atem yxKe 3anpocuTb
KoHdUrypauma y cepsepa.

Ona obHapyxeHusa cepBepa DHCP kauneHT paccbinaer naketbl SOLICIT (3anpoc) Ha
LUMpOKoBeLWaTenbHbI agpec FF02::1:2.

Kaxkabii DHCP cepBep, Noay4mBLIMIA 3aNPOC, OTBETUT KAMeHTY cooblueHnem ADVERTISE
(npeanorkeHue), KoTopoe coaepKuT ngeHTndUKaTop cepsepa (DIUD) n ero npuopwuter.

BO3MOMHO, YTO KAMEHT MOAYYUT HecKosibKo coobueHnin ADVERTISE. KaneHT ponkeH
BbIOpaTb OAMH CEpBEP M OTBETUTL eMy cooblueHnem REQUEST (3anaBKa), 4Tobbl 3anpocuTb agpec,
npeanoXeHHbl B coobueHmn ADVERTISE.

3atem BblbpaHHbIt DHCPv6 cepsep coobuieHnem REPLY (oTBeT) noaTsep:kaaet
Ha3HayeHue KnneHTy IPV6 agpeca n aopyrnmx HacTPoEK.

[aHHble yeTbipe Wwara 3aBepLuatoT NPoLecc AMHAMMUYECKOM HACTPOMKKU xOocTa. Tem He
meHee, ecnm DHCPv6 cepsep n DHCPV6 KNMEHT He HaxoaAaTca B O4HOM CEeTU, CEepBEP He NoAy4nT
LUMPOKOBELLATE/IbHbIM 3aNpPOC OT KANEHTA U He OTBETUT emy. B aTom cnyvae Heobxoamm DHCPv6
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peTpaHcnaTop(relay), 4tobbl nepecblNaTb 3anpocbl MeXAYy KAMEHTOM W cepBepom. B
KoMMyTaTope peannsosaHbl yHKUMmM DHCPV6 cepBepa, relay u kaneHTa generaunmn npedmKcos.
Korna DHCPv6 peTpaHcnaTop nony4daet coobuieHne ot DHCPV6 KnneHTa, OH MHKaNCcyIMpyeT ero
B nakeT Relay-forward u pocrasnaet cneaytowemy DHCPv6 peTpaHcnaTtopy wamn cepsepy.
Mpuxoaawme ot cepsepa K peTpaHcnatopy DHPCv6 coobuieHmnsa MHKancynMpoBaHbl B NakeT
Relay-reply. PeTpaHcnaTop ybupaeTt nHkancynsumuio n gocrasnset naket DHCPv6 knmeHTy nam
cneaylowemMy peTpaHCAATopY B CETU.

B cnyuyae paeneraumnm IPv6 npedumkcos DHCPv6 cepBep HacTpoeH Ha MmaplupyTusaTope
npoeangepa, a DHCPv6 KAMEHT HaCTpPOeH Ha MapLlIPyTU3aTOpe KAMEHTa, MapLipyTu3aTop
KAMEHTa WNeT MaplipyTM3aTopy NpoBaKaepa 3anpoc Ha BblaeneHue npedukca aapecos wm
nosly4yaeT npenBapuTeNlbHO HACTPOEHHbIM NpedurKc, He HacTpaeBaa NpeduKC BPyUHyto. 3aTem
KNMEHTCKUIA MapLUpyTM3aTop AeNUT NoayYeHHbI npeduKe (ANMHa KOTOPOro He MOXKeT bbiTb
MeHblle 64) Ha 64 noacetu. [aHHble npeduKcbl b6yayT aHOHCMPOBaHbl COOBLLEHMAMM
06bABNEeHMA MmaplipyTM3aTopa (RA) xocTam, MOAKNIOYEHHBIM HANPAMYIO K K/TIUEHTY.

27.2 KoHdwurypaumua DHCPv6 cepBepa

Cnucok 3agay koHdurypauum DHCPV6 cepsepa:

1. BkntounTb/BbIKNOYMTL cepBuc DHCPV6

2. HactpouTtb agpecHbit nyn DHCPv6

(1) Cospatb/yganutb agpecHbii nyn DHCPv6

(2) Hactpoutb napametpsbl agpecHoro nyna DHCPv6
3. Bkatountb ¢pyHKUMo DHCPV6 cepBepa Ha nopty

1. BkntounTb/BbIKNOYMTL cepauc DHCPV6

KomaHpa OnucaHue

O6wuit pexxum

service dhcpv6b

oS Bkntountb/BbikNHOUNTL cepBuc DHCPV6.

2. HactpouTtb agpecHbit nyn DHCPv6
(1) Cospatb/yganutb agpecHsivi nyn DHCPv6

KomaHpga OnucaHue

O6wuit pexxum

ipv6 dhcp pool <poolname>

no ipv6 dhep pool <poolname> Co3patb/ypaanvTb agpecHbii nyn DHCPVG6.
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(2) Hactpoutb napameTpsbl agpecHoro nyna DHCPv6

KomaHpa OnucaHue

Pexxum KoHurypaumm agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefix- | Hactpoutb  AmanasoH IPv6 agpecos,
length>} [eui-64] Ha3Ha4Yaembl Ny0m

no network-address

dns-server <ipv6-address> HactpouTtb agpec DNS cepsepa ana DHCPv6
no dns-server <ipv6-address> KNMEHTa.

domain-name <domain-name>

) ) Hactpoutb gomeHHoe umsa DHCPv6 KnueHTa.
no domain-name <domain-name>

excluded-address <ipv6-address> UcknounTb IPv6 aapec, KoTopbiii He byaeT

no excluded-address <ipv6-address> HaHa4aTbCA ANHAMUYECKM.

lifetime {<valid-time> | infinity} | Hactpoutb Bpems nencreuns nnm
{<preferred-time> | infinity} npeanoyYTUTENIbHOE BpemMA ajpecHoro nynaa
no lifetime DHCPv6.

3. Bknountb pyHKumio DHCPV6E cepsepa Ha nopry.

KomaHpa OnucaHue

Pexxum KoHdUrypauum uHrepdeiica

ipv6 dhcp server <poolname> [preference Bknountb ¢pyHKkumio DHCPv6 cepsepa Ha
<value>] [rapid-commit] [allow-hint] onpeaeneHHoOMm nopTy n npuesA3aTb
no ipv6 dhcp server <poolname> ncnonbsyemblit DHCPv6 agpecHbii nyn.

27.3 KoHdwurypaumua DHCPv6 petpaHcaaTopa

1. CnucoK 3aaa4 KoHpurypaumm DHCPv6 peTpaHcaaTopa:
2. BknounTtb/BbikNO4UTL cepBuc DHCPv6

3. Hactpoutb DHCPV6 peTpaHCAAaTOp Ha NopTy

1. BkntounTb/BbIKNOYMTL cepauc DHCPv6

KomaHpga OnucaHue

0O6wmit pexxum

service dhcpv6b

e e Bkntountb/BbIKNHOUNTL cepauc DHCPV6.
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2. Hactpoutb DHCPv6 peTpaHcaaTop Ha nopTty

KomaHpga

Onucanue

Pexxum KoHodurypa

uuun nntepdeiica

ipv6 dhcp relay destination {[<ipv6-address>]
[interface {<interface-name> | vlan <1-
4096>}1}

no ipv6 dhcp relay destination {[<ipve6-
address>] [interface {<interface-name> | vlan
<1-4096>}1}

YKa3aTb agpec HasHauyeHusa Ana nepegayu
DHCPv6 naketoB. KomaHga no yganaet
HaCTPOWMKY.

27.4 KoHdwurypauusa cepsepa generayum npepukcos DHCPV6
Cnucok 3agay KoHdurypauum cepsepa generaunmn npepukcos DHCPv6:
1. BkntounTb/BbIKNOYMTL cepBuc DHCPV6

2. HactpowuTtb nyn generaunun npepuKkcos
3. Hactpoutb agpecHbiit nyn DHCPv6

(1) Cospatb/ypganutb agpecHbivi nyn DHCPv6

(2) HactpowuTtb nyn generaunn npedukco

B, NICNOJ/Ib3yeMblI aAPECHbIM MY/IOM

(3) HacTpouTb cTaTUuecKyto NpmUBA3KY Aeneraumm npedukcos

(4) HactpouTtb apyrve napameTpbl agpec
4. BknoumnTb GyHKUMIO cepBepa aeneray,

Horo nyna DHCPv6
un npedpumkcos DHCPv6 Ha nopTy

1. BkAounTb/BbIKNOYMTL cepuc DHCPv6

KomaHpa

OnucaHue

Oo6wuin

pexum

service dhcpv6b
no service dhcpvé6

Bkntountb/BbikNHOUNTL cepBuc DHCPV6.

2. HactpouTtb nyn generaunun npedpuKkcos

KomaHpa

OnucaHue

Oo6wun

pexum

ipv6 local pool <poolname> <prefix| prefix-
length> <assigned-length>
no ipv6 local pool <poolname>

HacTpouTb nyn generaummn npeduKcos.
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(1) Co3patb/ypanutb agpecHbii nyn DHCPv6

KomaHpa

OnucaHue

Oo6wum

i pexkum

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

Co3aaTtb/ypanutb agpecHsbiit nyn DHCPv6.

(2) HactpouTtb Nnyn aeneraumm npedmKc

08B, VICI'IOI'Ib3yeMbIﬁ

KomaHpa

OnucaHue

PexXxum KoHouUrypaumm

agpecHoro nyna DHCPv6

prefix-delegation pool
[lifetime {<valid-time>
{<preferred-time> | infinity}]
no prefix-delegation pool <poolname>

<poolname>
| infinity}

YKasaTb nyn  generauum  npeduKcos,
MCNOb3yeMbl a4PECHbIM MYJIOM U HAa3HAYUTb
npeduKc KNeHTy.

(3) HacTpouTb cTaTUuecKyto NpmUBA3KY Aeneraumm npeduKkcos

KomaHpa

OnucaHue

Pexxum KoHurypaumm agpecHoro nyna DHCPv6

prefix-delegation <ipv6-
prefix/prefix-length> <client-DUID> [iaid
<iaid>] [lifetime {<valid-time> | infinity}
{<preferred-time> | infinity}]

no prefix-delegation <ipv6-
prefix/prefix-length> <client-DUID> [iaid
<iaid>]

HactpouTtb  cTatuueckyto
aenerauum npepuKcos.

NPUBA3KY

(4) Hactpoutb apyrue napameTpbl agpecHoro nysia DHCPv6

KomaHpa

OnucaHue

Pexxum KoHouUrypaumm

aapecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

HacTtpoutb agpec DNS cepsepa gnsa DHCPv6
KNMEHTa.

domain-name <domain-name>
no domain-name <domain-name>

Hactpoutb gomeHHoe uma DHCPv6 kKaneHTa.
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4. BknounTb GyHKUNIO cepBepa aeneraunm npedmnkcos DHCPv6 Ha nopTy

KomaHpa OnucaHue

Pexxum KoHdUrypauum uHrepdeiica

ipv6 dhcp server <poolname> [preference Bknountb ¢pyHKkumio DHCPv6 cepsepa Ha
<value>] [rapid-commit] [allow-hint] onpegeneHHoOMm nopTy n npussAsaTb
no ipv6 dhcp server <poolname> ncnonbsyembiit DHCPv6 agpecHbiii nyn.

27.5 KoHowurypauumsa knueHTa generauum npedpukcos DHCPv6
Cnucok 3agay KoHUrypauum knmeHTa generaunn npedpukcos DHCPV6:
1. BKAo4nTh/BbIKAOUYMTL cepBruc DHCPV6

2. BKntounTtb pyHKUMIO KnneHTa aeneraumm npedpukcos DHCPv6 Ha npoTty

1. BkntounTb/BbIKNOYMTL cepBuc DHCPV6

KomaHpga OnucaHue

0O6wmit pexxum

service dhcpvé

e e Bkntountb/BbikNOUNTL cepBuc DHCPV6.

2. BkntounTtb GyHKLMIO KAneHTa generaumm npedmkcos DHCPV6 Ha npoty

KomaHpa OnucaHue

Pexxum KoHPuUrypauum nutepdeiica

. . . . BKNOUMTb  QYHKLMIO KAWEHTa Aeneraumu
< E > -
::F:)Vni::l‘;r’ GISNYPE Sl e [anic npedpukcos DHCPv6 Ha npoTy n accoumaumio

NONIyYEHHOro npeduKca C HACTPOEHHbIM

10 [T CliEp Gl yHUBepCcanbHbiM NpedUKcom.

27.6 Npumepbl KOHPuUrypauyumn DHCPv6

Mpumep 1:

Mpw pa3BepTbiBaHUM ceTel IPv6 KOMMYTaTOPbl CEPUM MOTYT ObITb HACTPOEHbI B KayecTse
DHPv6 cepBepoB Ansa ynpasneHus pacnpegeneHnem agpecos IPv6. Moaaepskusatotrca oba
pexnma DHCPv6 — c oTcnexnBaHMem coCTossHUA 1 6e3 Hero.

Tononorusa:

Ha ypoBHe pocTyna ucnonb3yetcA KOMmyTatop 1 Ansa NogKAYeHMA nonb3oBaTenew
obuwexntma. Ha nepBom ypoBHe arperaumm KOMmyTaTop 2 HacTpoeH Kak DHCPv6 peTpaHcnaTop.
Ha BTOpom ypoBHe arperaumm Kommytatop 3 HacTpoeH Kak DHCPv6 cepsep un coeauHeH ¢
MarnucTpanbHoM ceTbto. Ha KomnbloTepax A0AKHA b6biTb ycTaHoBAeHa OC He HuKe Windows
Vista, unu nobas gpyrasa 8 kotopon ectb DHCPV6 KAneHT.
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. DHCPv6 server
SwitchC

Vlan 1: 2001:da8:1:1::1 E

Vian 10: 2001:da8:10:1::1

DHCPvV6 relay

SwitchB
Vian 1: 2001:da8:1:1::2 —E—
Vian 10: 2001:da8:10:1::2

Vlan 100: 2001:da8:100:1::1

wos B33 B3

—

DHCPv6 client

KoHourypaums SwitchC:

SwitchC>enable

SwitchC#config

SwitchC (config) #service dhcpv6

SwitchC (config) #ipv6 dhcp pool EastDormPool

SwitchC (dhcpv6-EastDormPool-config) #network-address 2001:da8:100:1::1

2001:da8:100:1::100

SwitchC (dhcpv6-EastDormPool-config) fexcluded-address 2001:da8:100:1::1
SwitchC (dhcpv6-EastDormPool-config) #dns-server 2001:da8::20
SwitchC (dhcpv6-EastDormPool-config) #dns-server 2001:da8::21
SwitchC (dhcpv6-EastDormPool-config) #domain-name dhcpv6.com

SwitchC (dhcpv6-EastDormPool-config)#lifetime 1000 600

SwitchC (dhcpv6-EastDormPool-config) #exit

SwitchC (config) #interface vlan 1

SwitchC (Config-if-Vlanl) #ipv6 address 2001:da8:1:1::1/0/64

SwitchC (Config-if-Vlanl) #exit

SwitchC (config) #interface vlan 10

SwitchC (Config-if-V1anl0) #ipv6 address 2001:da8:10:1::1/0/64

SwitchC (Config-1f-V1anl0) #ipv6 dhcp server EastDormPool preference 80
SwitchC (Config-1if-Vl1anl0) #exit
SwitchC (config) #
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Kounburypaumusa SwitchB:

SwitchB>enable

SwitchB#config

SwitchB (config) #service dhcpv6

SwitchB (config)#interface vlan 1

SwitchB (Config-if-Vlanl) #ipv6 address 2001:da8:1:1::2/64
SwitchB (Config-if-Vlanl) #exit

SwitchB (config) #interface vlan 10

(
(
(
(
SwitchB (Config-if-V1anlO) #ipv6e address 2001:da8:10:1::2/64
SwitchB (Config-if-V1anl0) #exit
SwitchB (config)#interface vlan 100
SwitchB (Config-if-vV1anl00) #ipv6 address 2001:da8:100:1::1/0/64
SwitchB (Config-1f-vV1anl00) #no ipv6é nd suppress-ra
SwitchB (Config-1f-vV1anl00) #ipv6 nd managed-config-flag
SwitchB (Config-1f-vV1anl00) #ipv6 nd other-config-flag
SwitchB (Config-1f-v1anl00) #ipv6 dhcp relay destination 2001:da8:10:1::1
SwitchB (Config-if-V1anl00) #exit
SwitchB (config) #

27.7 MNowuck HecunpasHocTteit DHCPv6

Echn DHCPv6 KnneHT He morKeT nonyumTb IPv6 agpec n gpyrme cetesble napameTpbl,
nocne NpPoBepKu Kabenen N KANEHTCKOro obopyaoBaHUA cieayeT BbINONHUTbL Cieaytollee:

X MNposepbTe, 3anyweH nnm DHCPv6 cepsep, 3anyctuTte ero, eCc/iM OH He 3anyLueH.
Ecnv DHCPV6 KnMeHTbI U cepBepbl HAaXoaATcA He B 04HOM GU3NYECKOM CeTU, NpoBepbTe, UMeeT
N MaplpyTMsaTop, oTBedalowmnii 3a nepecblnky DHCPv6 naketos, ¢yHKkumio DHCPv6
peTpaHcnaTopa. Ecanm  Ha npomexyToyHOM MapuwpyTtusatope HeT ¢yHKumm DHCPv6
peTpaHCcAAToOpa, PEKOMEHAYETCA 3aMEHUTb 3TOT poyTep nam obHosuTtb ero MNO.

X MHorga xocTbl, NOAKAIOYEHHbIE K KOMMYyTaTopam cO BK/toYeHHbim DHCPv6, He
MoryT nonyuutb IPv6 agpec. B atoi cuTyauum B nepsyto ovepenb HeobXxoaMMO NPOBEPUTD,
NOAKAKYEHbI N NOPTbI, K KOTOPbIM MOAKAIOYEHbI XOCTbl, K MOPTY, K KOTOPOMY NOAKAHOYEH
DHCPv6 cepBep. Ecin nogknoyeHo Hanpsamyo, yoeauTbea, YTo agpecHbin nyn IPv6 VLAN-a, K
KOTOPOMY NPUHAANEXKUT NOPT, HAXOAUTCA B O4HOWN NOACETU C aAPECHBIM NMYN0M, HACTPOEHHbIM
Ha DHCPv6 cepsepe. Ecam noaKAOYEHbI HE HA NPAMYIO, U MeXAY XOCTOM U CepBEPOM HACTPOEH
DHCPv6 peTpaHcnaTop, HeobxoanMMO B NepByto ovepenb NPOBEPUTb, HACTPOEH /1M NPABU/IbHbIN
IPv6 agpec Ha UHTepderice KOMMYTATOPaA, K KOTOPOMY NMOAKAHOHAIOTCA XOCTbl. ECAM He HacTpoeH,
HacTpPouTb NpaBuAbHbIN IPV6 agpec. Ecnm HacTpoeH, HeobxoaMmo NpoBepuTb, B O4HON K
noacet ¢ DHCPv6 cepBepom HaxoauTCcA HaCTPOeHHbIN IPv6 agpec. Ecnn HeT, noxkanyincra,
[06aBbTe ero B agpecHbln nyn.
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28 KOH®UIYPALIUA ONLUMU 82 DHCP

28.1 BsepeHue B onuuio 82 DHCP

Onuus 82 DHCP 370 onuusa nHdopmauun petpaHcampyloulero areHta (Relay Agent).
Onuua 82 DHCP HanpasneHa Ha yKpenneHue 6esonacHoctn cepsepoB DHCP u yayyweHus
NOANTUKM KOoHoUrypaummn |IP agpecos. PeTpaHcaupytowmii areHT pobasnset onuuio 82
(BkNtoYatowyto GM3MYECKMIA MOPT A0CTYNa KAMEHTa, MAeHTMOUKATOp YCTpOoMCTBa AOCTyna M
apyryto nHpopmaumio) 8 DHCP 3anpoc, nonydyeHHbIM OT KAKeHTa, 3aTem nepecbiiiaet ero DHCP
cepBepy. Koroa DHCP cepBep, KoTOpblt noagepmBaeT ¢yHKUMIO onuuu 82, noaydaet
coobuieHne, OH Bblaenaet KaveHTy IP agpec wn apyrve napameTpbl B COOTBETCTBUM C
NpeAHAaCTPOEHHBIMU NOAUTUKAMU N MHOoPpMauuen B onumm 82. B 1o ke Bpemsa DHCP cepsep
MOXKEeT NAeHTUOMUMPOBaTb BCe BO3MOXKHble aTakm DHCP coobuweHnAamn B COOTBETCTBUM C
nHpopmaumen B onumm 82 1 3aWNTUTL OT HMX. DHCP peTpaHCAMpyoWmii areHT CHUMET ONUUI0
82 c oTBeTHOro coobueHns 1 nepeaact ero onpegeneHHoOMy NopTy YyCTPOMCTBA A40CTyna, B
COOTBETCTBMU C MHPOpmMmaumen o pusmdyeckom nopte B onuunun. NMpumeHeHne onummn 82 DHCP
NPO3paYvYHo ANA KAMEHTA.

28.1.1 CrpyKrtypa coobweHusa onummn 82 DHCP
CoobueHne DHCP moxKeT MmeTb HECKO/IbKO CEFMEHTOB ONUMI, onuns 82 oAMH U3 HUX.
OHa gonrkHa 6bITb NOCAE APYrUX ONuUKUiA, HO Ao onuun 255, BoT ee popmar:

Code Length Agent Information Field
82 N Sub Sub Sub Sub
Option 1| Option 2| Option 3 Option M

Code: npeacraBnaeT NopAAKOBbIN HOMEP ONUUU UHPOPMALMN PETPAHC/INPYIOLLErO
areHTa, onuuAa 82 Tak Ha3blBaeTca noTomy, 4to RFC3046 onpegensaet ee Kak 82.

Len: Konnyectso 6aiiT B nose HGOPMaLMK areHTa, He BKAtoYas ABa 6ailTa B cermeHTe
Code un cermeHTe Len.

Onuua 82 MOXKeT MMeTb HECKO/IbKO cyb-onumin, TpebyeTca Kak MUHUMYM ogHa cyb-
onuua. RFC3046 onpeaenseT cneaytowme ase cyb-onunm, Gopmat KOTOPbIX NOKa3aH HUMKeE:

SubOpt  Length Sub-option Value

1 N s1 s2 s3 sM
SubOpt  Length Sub-option Value

2 N i1 i2 i3 iM
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SubOpt: nopaakosbin HoMep cyb-onunun, NnopaaKoBbIi Homep cyb-onuum Circuit-ID — 1,
nopsaaKoBbIN Homep cy6-onuum Remote ID — 2.

Len: KonnyecTBo 6alT B cyb-onummn, He BKAOYan ABa baliTa B cermeHTe SubOpt 1
cermeHTe Len.

28.1.2 MexaHu3m paboTtbl onuum 82

DHCP Discover | DHGCP | Option 82
>
DHCP DHCP
DHCP | DHCP | Option 82
Reques >
DHCP DHCP
gooaog
gooog
HHHAHH
gooog
googg
gooaog
FEEEEEERRRR DHCP Relay/
DHCP client Agent
DHCP Server

Ouarpamma notokos onumn 82 DHCP

Ecan DHCP peTpaHcampytowmin areHT noaaep»uaaet onumto 82, DHCP KnneHT AoKeH
NPONTK cneaylolLine YeTbipe wWara, 4tobbl nonyunTs IP agpec ot DHCP cepsepa: discover, offer,
select n acknowledge. NMpoTtokon DHCP cneayeT npusBeaeHHOM HUMKe npoueaype:

1) DHCP KAMEHT npu MHUUMAAM3ALMWU NOCbINAET LIMPOKOBeLlLaTeNbHOe cooblieHne
3anpoca. 3To coobuleHne He nmeet onuum 82.

2) DHCP peTpaHcanpytowmii areHT Ao6asumT onumio 82 K coobLLeHUIo 3anpoca, KoTopoe
OH MOAYy4UT, 3aTem nepelusiet 310 coobuieHne DHCP cepsepy. Mo ymonyaHuio cyb-onums 1
onuum 82 (Circuit ID) 3to uHpopmauma o6 nHtepdeiice, K KoTopomy noaxntodeH DHCP knmeHT
(VLAN u ¢u3smyeckoit nopT), HO nonb3oBaTesnb MOMKeT HacTpouTb Circuit ID no csoemy
ycmoTpeHuto. Cy6-onuma 2 onuum 82 (Remote ID) ato MAC apgpec yctpoiictea DHCP
peTpaHcaaTopa.

3) Nocne nonyyeHmna DHCP 3anpoca DHCP cepsep Bblaenunt kaneHTy IP agpec v gpyryto
nHpopmaumto, B COOTBETCTBUM C NPEeAHACTPOEHHbIMU NOAUTUKAMMK U MHPOpMaLmMeln B onuunm 82.
3atem OH Hanpasut DHCP peTpaHcaupylowemy areHTy oTBeTHoe coobuweHne c¢ DHCP
KOHdUrypaumein n onumen 82.

4) DHCP peTpaHCAMPYIOWMIA areHT OYUCTUT OTBETHOe coobuweHue oT onuuu 82 u
HanNpaBuT €ro KAMEHTY.

28.2 CnucokK 3agay KoHpurypauum onumnn 82 DHCP
1. Bkatouuntb onumio 82 DHCP peTpaHcampyoLero areHTa
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2. Hactpoutb aTpnbyThbl MHTEpdeica onuum 82 DHCP

. Bkntoumntb onumto 82 DHCP cepsepa

. Hactpoutb popmat no ymonyanuto onummn 82 DHCP peTpaHCAUpYLOLWEro areHTa
. HactpouTb pasgenutens

. Hactpoutb meTtog cosgaHma onumm 82

. [poBOANTb ANATHOCTMKY U noanep KKy onummn 82DHCP

No o bW

1. Bkatouuntb onuuto 82 DHCP peTpaHcampytoweroareHTa.

KomaHpga OnucaHue

O6wWwuit pexxum

Bkntoyaer  PyHKumm  onumm 82  Ha
peTpaHCAMpYIOWEeM areHTe KOoMMyTaTopa.
KomaHaa no BbikAoYaeT GyHKLMIO.

ip dhcp relay information option
no ip dhcp relay information option

2. Hactpowutb aTpnbyTtbl MHTEepdeinca onuum 82 DHCP

KomaHpa OnucaHue

Pexxum KoHdUrypauum uHrepdeiica

YcTaHaBAMBaeT MNOAUTUKM  PeTpaHCcaAaLMn
COObLLEHUNA, KOTOPOE YXKe COAEPKMUT ONUMIO
82. Pexkum drop 03HayaeT, YTo CoobLieHME,
coaepkagee onuuo 82, byaetr oTbpolueHo
6e3 Kakou nmnbo obpaboTtku. Pexxkmm keep
O3Hauaer, yTO cMcTema OCTaBUT
OpUrMHaNbHYO onuumio 82 ©n nepegact
coobuweHne cepsepy. Pexum replace
O3Havaer, yTO cucTema 3aMeHUT
CyLLEeCTBYIOLLYIO onuuto 82 cBoel 1 nepeaacT
coobuieHune cepsepy. KomaHaa no ycTaHOBUT
NONUTUKY B PEXUM MO yMmondaHuio —replace.

ip dhcp relay information policy {drop | keep
| replace}
no ip dhcp relay information policy

YcTaHaBaunsaetr ¢dopmat cyb-onumm 1onunm
82 (Circuit ID), standard o3Hauaer
Ip dhcp relay information option subscriber- | ctaHgapTHble HazBaHua VLAN u pusunyeckoro

id {standard | <circuit-id>} nopta, Hanpumep «Vlan2+Ethernet1/0//12»,
no ip dhcp relay information option | <circuit-id> 3T0 coxepxkaHue circuit-id,
subscriber-id 33,aHHOrOo NoJib3oBaTtesiem (CTPOKa He bosiee

64 cumBonoB). KomaHaa no ycTaHOBUT
CTaHAapTHbIN popmarT.

O6wmit pexxum
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ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-
id

YctaHaBausaeT popmat cyb-onummn 1 onumm
82 (Remote ID). KomaHaa no ycTtaHOBUT
CTaHAapPTHbIN popmaT.

3. Bkatountb onuuto 82 DHCP cepsepa.

KomaHpaa

OnucaHue

Oo6wun

pexxum

ip dhcp server relay information enable
no ip dhcp server relay information enable

MNossonaer DHCP cepsepy KommyTaTtopa
naeHTnémumposatb onumio 82. KomaHaa no
OTKAIOYaeT 3Ty PYHKLMIO.

4. HactpouTb dopmaT Mo YMONYAHUIO OnN

unm 82 DHCP peTpaHcaumpytoLlLero areHTa

KomaHpa

OnucaHue

Oo6wuin

pexum

ip dhcp relay information option subscriber-
id format {hex | acsii | vs-hp}

YcraHasnusaet ¢popmar subscriber-id onymm
82 peTpaHCAMPYIOLLEro areHTa.

ip dhcp relay information option remote-id
format {default | vs-hp}

YctaHaBnunsaet popmat remote-id onuymm 82
peTpaHCANPYIOLLLEro areHTa.

5. HactpouTb pasgenuntens

KomaHpa OnucaHue
0O6wmit pexxum

HacTtpauBaet pa3aenurtenb Karkaoro
ip dhcp relay information option delimiter napametpa cybonuuii B onuunm 82 B
[colon | dot | slash | space] rnobanbHom  pexume. KomaHga  no
no ip dhcp relay information option delimiter| BocctaHaBnuBaet pasgenutenb no

ymon4yaHuio — slash.

6. HactponTb menoT co3gaHma onummn 82
KomaHpga OnucaHue
O6wui pexum

ip dhcp relay information option self-defined YcTaHaBiMBaeT MeAoT  CO34aHuA
remote-id {hostname | mac | string WORD} | onuuu 82, nonb3oBaTenu MOryT
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no ip dhcp relay information option
self-defined remote-id

CaMOCTOATE/IbHO OMpPeAennTb napameTpbl
cyb-onuum remote-id.

ip dhcp relay information option self-
defined remote-id format [ascii | hex]

YcTaHaBAMBaeT  MNO/b30BaTENbCKUM
dopmat remote-id gna onunm 82.

ip dhcp relay information option self-
defined subscriber-id {vlan | port | id
(switch-id (mac | hostname)| remote-mac)|
string WORD}

no ip dhcp relay information option
self-defined subscriber-id

YcTaHaBAMBaeT MeToh  Co34aHuA
onuuu 82, nonb3oBaTesn MmoryT
CaMOCTOATENbHO ONpeaenvTb napameTpbl
cyb-onuuu circuit -id.

ip dhcp relay information option self-
defined subscriber-id format [ascii | hex]

YcTaHaBAMBaeT  MNO/b30BaTENbCKUM
dopmar circuit -id ans onumn 82.

7. MpoBoaMTb AMArHOCTUKY M NogaepKKy onunm 82 DHCP

KomaHpa

OnucaHue

PexXxum agmuHucTpatopa

OTobpakaeT WHPOPMALMIO O COCTOAHUU

show ip dhcp relay information option onuMn 82 B CUCTEMe, BKAKYaA Bce
napameTpbl HACTPOMKM.
Ucnonb3ayeTca ans oTobparkeHun
. nHpopmaummn o6 obpabotke naketos B8 DHCP
debug ip dhcp relay packet popmay P
peTpaHCAUpPYIOLEM areHTe, BK/IlOYanN

AencTBna «406aBUTb»U «OYUCTUTBY.

28.3 Mpumepbl npumeHeHusa onumnn 82 DHCP
SwitchA

DHCP Client PC1

—

I e e »
DHCP Client PC2

SwitchB

Vlan2:Ethernet1/0/2

Vlan2:Ethernet1/0/3

SwitchC
DHCP relay

0Oooooo0d
] o o | o o
0 o o o o
1 o o o o
00000004

DHCP server

Tunosow npumep NpumeHeHua onummn 82 DHCP
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B naHHOM cxeme 06a KOMMyTaTopa BTOPOro ypoBHA (A 1 B) nogKntoueHbl K KOMMmyTaTopy
TpeTbero yposHsa (C), koTopbii nepeaaet DHCP 3anpockl oT KAneHToB cepsepy. Ecam onuma 82
BblkAtoYeHa, DHCP cepBep He cMOXeT pacno3HaTbh, U3 KaKOM MNOACETU KAUEHT, N BCE K/IUEHTHI,
noAKntodeHHble K SwitchA u SwitchB, 6yayT nonyyatb agpeca 13 obuiero agpecHoro nyna DHCP
cepsepa. MNocne BKAOYEHUA onumn 82, T.K. KOMMyTaTop 3 A06aBAAET K 3anpocy MHPOPMALUIO
0 NOpTe, CEPBEP CMOXKET Pacno3HaThb, B KAKOW CETU HaxoaUTCA KnmeHT (SwitchA nnum SwitchB) un,
TakKMM 06pa3om, CMOXKET BblAeNATb pPa3HOe aApecHOe MPOCTPAHCTBO ABYM noAceTam, YTobbl
YyNpOCTUTb YNPaBAEHME CETbIO.

KoHopurypauma SwitchC (MAC agpec 08:B6:C3:00:00:01):

Switch3 (Config) #service dhcp

Switch3 (Config) #ip dhcp relay information option

Switch3 (Config) #ip forward-protocol udp bootps

Switch3 (Config) #interface vlan 3

Switch3 (Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3 (Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3 (Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP cepBep HomomepxXmupBaeT ONUMIO 82, eI'0 KOHOUI'YPaLUMOHHEM Gai
/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2ClasSwitchAx»{

match if option agent.circuit-id = "Vlan2+Ethernetl/0/2» and option
agent.remote-1d=08:B6:C3:00:00:01;

}

class "Switch3Vlan2ClasSwitchB»{

match if option agent.circuit-id = "Vlan2+Ethernetl/0/3» and option
agent.remote-1d=08:B6:C3:00:00:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn";

option domain-name-servers 192.168.10.3;
authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max—-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";
}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max—lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";

}
}

. QTECH www.qgtech.ru

MUP [OOCTYNHEE



http://www.qtech.ru/

Tenepb DHCP cepBep byaeT BblaensaTb agpeca Ans y3/08 C KOMMyTaTopa 2 U3 gManasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommyTtatopa 1 u3 gmanasoHa 192.168.102.51 ~
192.168.102.80.

28.4 NowucK HeucnpasHocTel onuuu 82 DHCP

Onuua 82 DHCP peannsoBaHa Kak noadpyHKuma moayns DHCP petpaHcnsaTopa. MNpexae,
yem ee MCNonb3oBaTb, HeobxoamMmo ybeamTbca, 4To DHCP peTpaHCAMpPYOLWNI areHT HacTpoeH
NpPaBubHO.

Onuua 82 Tpebyet B3ammopenctena DHCP petpaHcnaTtopa n DHCP cepsepa. DHCP
cepBep [AO0MKEH YCTaHOBUTb MOJIMTUKY BbIAENEHUA A[PECcOB OCHOBbIBAACb Ha CeTeBOM
Tononorum DHCP peTpaHcnaTopa, HO, Ja)ke ecan peTpaHcaaTop pabotaeT HoOpMasbHO,
BblAEe/IeHME A[4PEeCOB MOXKET He MnoayumTbcA. Ecnm B cetu Gosblue O4HOrO peTpaHCcaAaTopa,
yAenuTte BHUMaHune noamtuke nepegadn DHCP 3anpocos.

Mpu peanusauymm PyHKumm onumm 82 DHCP peTtpaHcaaTopa, nogpobHaa nHdopmauma o
npouecce pabotbl pyHKUMKM onumm 82 DHCP peTpaHcnaTopa MOXKeT bbiTb NONy4eHa KOMaHAoM
«debug ip dhcp relay packet». 3ta uHbopmauma MOKeT NOMOYb B MOUCKE HEMCMPABHOCTEN.

Mpu peanusaummn ¢yHKuum onumm 82 DHCP ceBepa, noapobHada MHPopmauusa o
npouecce pabotbl pyHKUMK onummn 82 DHCP cepBepa moXeT bbiTb No/y4eHa KomaHaol «debug
ip dhcp server packet». 3Ta MHGOPMALMA MOXKET MOMOYb B MOUCKE HEMCNPABHOCTEN.
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29 onuuneo n 43 DHCP

29.1 BsepeHue B onuuu 60 n 43 DHCP

DHCP cepBep aHanu3unpyet nakeTbl oT DHCP KnneHTa. Ecam npuxogamT nakeT c onumei 60,
cepBep MNPUHMMaAET pelweHue Bo3Bpawatb aAnM DHCP-knneHTy naketbl ¢ onuuen 43 B
cooTBeTCcTBUM C onuuen 60 n HacTpausaeT napameTpbl 60 M 43 B agpecHOM NPOCTPaHCTBE
cepsepa DHCP.

HacTtpoitka cooTBeTcTBYOWMX onumin 60 n 43 B agpecHom npoctopaHcTee DHCP-cepBepa:

1 B agpecHom npocTpaHcTBe HacTpausatotca onumu 60 u 43 oaHoBpemeHHO.
Mpuxoant DHCP naket ¢ onumeit 60 ot DHCP KnueHTa, ecnm oH coBnagaet ¢ onuuen 60
agpecHoro npoctpaHcTtea DHCP cepsepa, DHCP kKnneHT nonyunt onumio 43, HaCTPOEHHYIO B
aapecHOM NpocTpaHcTee, MHaye onuunAa 43 DHCP knneHTy He BO3BpaLLaeTca.

2. B agpecHOM NpOCTpaHCTBE HacTpauBaeTcAa TONbKO onuuA 43, coBnagatow,as ¢
nobon onumeint 60. Ecan nonyveH DHCP naket c onumein 60 ot DHCP knneHTa, To DHCP KnneHT
NOAYYMT onumio 43, HACTPOEHHYIO B a4 PeCcHOM NPOCTPaHCTBe.

3. Ecnun B agpecHOM NpoCTpaHCTBe HacTpoeHa TonbKo onuma 60, To DHCP knneHT He
noay4YmT onuumto 43.

29.2 HactpoiKka onuuit 60 n 43 Ha DHCP
1. Basosble HacTpoiKkM onunii 60 n 43,

KomaHpga OnucaHue

Pe)Xum KoHpUrypaumm agpecHoro npocTpaHCcTea

Hactpowka onumn 60 B CUMBONLHOM CTPOKE B
option 60 ascii LINE dopmaTte ascii B pexume ip-aapecHoro
npoctpaHctea DHCP

HacTtpoika onumn 43 B CUMBONIbHOM CTPOKE B
option 43 ascii LINE dbopmarte ascii B pexume ip-agpecHoro
npoctpaHcTea DHCP

Hactpomka onuymn 60 B CUMBONLHOM CTPOKE B
option 60 hex WORD dopmate hex B pexume ip-agpecHoro
npoctpaHctea DHCP

HacTtponka onunun 43 B CMMBONLHOW CTPOKE B
option 43 hex WORD dopmate hex B pexume ip-agpecHoro
npoctpaHctea DHCP

Hactpowka onuymn 60 B CUMBONBLHOM CTPOKE B
option 60 ip A.B.C.D dopmate IP B pexumme ip-agpecHoro
npoctpaHctea DHCP
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option 43 ip A.B.C.D

HacTpoika onumn 43 B CUMBONbBHOM CTPOKE B
dopmate IP B pexume ip-agpecHoro
npoctpaHctea DHCP

no option 60

YaaneHve HacTpoek onuuu 60 B pexxume
aZlpecHOro NPoCTpPaHCTBa

no option 43

YpaneHue HacTpoek onunmn 43 B pexmme
afpecHOro NPoCTPaHCTBa

29.3 Mpumep HacTpoiikm onuuit 60 n 43 DHCPv6

Switch

0
]
]
]
]
]
]
0

o o o
Oooooooo
Oooooooo
0 o o

Il

DHCP server

Fit AP nonyyaet IP agpec u onuuio 43 — npusHak DHCP cepBepa ana oOTnpaBKu
ofHoaapecHoro discovery 3anpoca Ha becnpoBoabiii KoHTponnep. DHCP cepsep HacTpansaet
onuwuto 60 B cooTBeTcTBMM € onumelt 60 Fit AP 1 Bo3BpawaeT 43 onuymio FTP AP.

# HacTtpoiika DHCP cepBepa
router (config) #ip dhcp pool a

router (dhcp-a-config) #option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4 YcTpaHeHue HeucnpaBHocTtei 60 n 43 onuuit DHCP

Ecnun Bo3HMKaT npobnem npm Hactponke DHCP onuwuii 60 1 43, noxkanyicra ybegurecs,
4YTO NPO6AEMBI HE BbI3BAHbI CNEAYOWMMU NPUYUHAMMN:

X MpoBepbTe BKAOYEHA M GYHKUMA cnyK6bl DHCP

X Ecnn HacTpoeHo agpecHoe NPoCcTPaHCcTBO onunmn 60, ybeantech, YTO OHO

coyeTaeTca c onunent 60 B nakeTax
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30 onuun3iz7, 38 DHCPV6

30.1 BsepeHue B onuuu 37, 38 DHCPv6

DHCPv6 (npoTokon AMHamun4eckor KoHourypaumm xoctoB ans IPve) paspaboTtaH ana
agpecHom cxembl IPV6 1 ncnonbayetca ana HazHayeHna xoctam IPv6 npedukcos, IPv6 agpecoB
N APYrMX KOHOUTYpPaLMOHHbIX NApPaMeTPOB.

Ecan DHCPV6 KNMeHT Xo4eT 3anpocuTb NapameTpbl KoHourypauum ot DHCPv6 cepsepa,
HaxoAALWeroca B APYyrom cermeHTe, To Anda sToro notpebyerca DHCPv6 petpaHcnaTop. DHCPv6
cooblieHne, MPUHATOE PeTPaHCAATOPOM, MWHKancyampyetca B «relay-forward» nakeTol,
nepenpasnisemble cepBepy, KOTopbln 3aTem oTBedaeT DHCPV6 peTpaHcnaTopy nakeTamu «relay-
reply». 3atem peTpaHCcnATOp BOCCTaHaBAMBaeT M3 3Tux naketoB DHCPv6 coobuieHne u
nepecblIaeT ero KANEeHTY.

EcTb HeKkoTopble npobnembl Npu ncnonbsosaHum DHCPv6 peTtpaHcnAaTopa, Hanpumep:
KaK HasHauuTb |IP agpec B PUKCMPOBAHHOM AManas3oHe KOHKPEeTHbIM MNosib3oBaTensm? Kak
n3bexaTb HeneranbHoro npucsoeHua |P agpecoB, BbI3BAaHHOINO aTakoM, HalUE/IeHHOM Ha
ncyepnaHue cBobogHbix agpeco? Kak wu3bexatb HeneranbHblx DHCPv6 KnuneHTOB,
ncnonbaytowmx MAC agpec Apyrmx KAMeHTos? 3Tn npobiembl peLllatoTca NocpeacTBOM Onuumi
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onunn 37 1 38 DHCPv6 noaobHbl onunn 82 DHCP. DHCPv6 peTpaHcnsaTop aobasnser
onumn 37 1 38 K nepecbliaeMbiM 3anpocam n ybupaeT 3Tn onuumm U3 oTBETOB cepBepa. Taknum
o6pasom npumeHeHue onumii 37 n 38 NPO3PaYHO ANA KIUEHTA.

Mo onumsam 37 n 38 DHCPv6 cepsep moxeT ayteHTudumumposats DHCPv6 KnmeHTa 1
DHCPv6 peTpaHcaupytoLee yCTPOIMCTBO, HAa3HAYaTb M YyNPaBAATb KAMEHTCKMMK agpecamu, Tem
CaMbIM NpeaoTBpaLLaTb pa3nmyHble DHCPv6 aTaku. Tak Kak cepBep onpeaenseT, C KaKoro nopTa
[0CTYNa npuen 3anpoc, OH MOXKET OrPaHMYUTb KOIMYECTBO BbleNAEMbIX agpecoB Ha MopT
[O0CTYyNa, TEM CaMblM MPeaoTBPaTUTb aTaKy, HALUENEHHYI0 Ha ucyepnaHue agpecos. OgHaKo
RFC4649 n RFC4580 He onpenensloT, Kak cepBep byaet mcnonb3osBaTb onuumu 37 un 38,
NO/JIb30BaTe/Ib MOXKET UCNO0/Ib30BaTb UX MO CBOEMY YCMOTPEHMIO.

30.2 Cnucok 3agayd KoHpurypaumm onuun 37, 38 DHCPv6
1. KoHdurypaumsa 6a3osbix onumit Dhcpvb snooping

2. KoHourypauma 6a3osbix onumin Dhcpvb petpaHcnsTopa

3. KoHodurypauma 6asosbix onunii Dhcpvb cepsepa
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1. KoHdurypaumsa 6a3osbix onumin Dhcpvb snooping

KomaHpa

Description

Oo6wuin

pexum

ipv6 dhcp snooping remote-id option
no ipv6 dhcp snooping remote-id option

Bkntovaetr nogaepxky onumm 37 B DHCPv6
snooping. KomaHpa no BbIK/ItOYaeT

NoAAEPKKY.

ipv6 dhcp snooping subscriber-id option

Bkntouaetr nogpepKy onumm 38 B DHCPv6E

. . . . . snooping. KomaHga no BbIK/AtOYaeT
no ipv6 dhcp snooping subscriber-id option Ping A
noAaAepKKy.
YctaHaBAuBaet NONUTURY NepecbINKu

ipvé dhcp snooping remote-id policy {drop |
keep | replace}
no ipv6 dhcp snooping remote-id policy

MaKeToB, yXKe coaepKalmnx onumto 37.

drop — cuctema NpocTo oTOPOCUT NaKeTbI C
onuuei 37;

keep — cucTtema CoxpaHUT UCXOAHYIO ONLMIO
37 v nepeluneT nakeT cepeepy;

replace — cuctema 3amMeHUT CyLLECTBYHOLLYHO
onumto 37 cBOEW U nepeLuneT NakeT cepsepy.

ipv6 dhcp snooping subscriber-id policy
{drop | keep | replace}
no ipv6 dhcp snooping subscriber-id policy

KomaHoa no ycTaHaBAMBaeT  MNOAUTUKY
replace.
YcTaHaBAuBaeT NOJIUTUKY nepecbINKu

NaKeToB, YrXKe coaepKawmx onumio 38.

drop — cuctema npocTo oT6POCUT NaKeTbl C
onumuem 38;

keep — cuctema COXpaHUT UCXOAHYIO ONUUIO
38 1 nepewneT NaKkeT cepsepy;

replace — cuctema 3amMeHUT CyLLECTBYHOLLYHO
onumto 38 cBOEM U nepeLuneT NakeT cepsepy.

KomaHoa no  ycTaHaBAMBaeT  MNOJAUTUKY
replace.
ipv6 dhcp snooping subscriber-id select (sp | | Hactpaunsaet NONb30BaTENbCKYHO
sv | pv | spv) delimiter WORD (delimiter | koHburypauuio onumm subscriber-id,
WORD |) KomaHpga no BOCCTaHaBAMBaAET
no ipv6 dhcp snooping subscriber-id select | koHpurypaunto  no  ymonuaHuio,  T.e.

delimiter

3aBoackoint Homep BmecTte ¢ VLAN MAC.

ipv6é dhcp snooping subscriber-id select
(splsv|pv|spv) delimiter WORD (delimiter
WORD |)

Hactpausaer No/Ib30BaTe/IbCKYHO
KOHbUrypauno onuum subscriber-id,
KomaHga no BOCCTaHaB/MBaET
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no ipv6 dhcp snooping subscriber-id select
delimiter

KOHUIrypaumo No yMoN4YaHuIo, T.e. Ha3BaHWe
VLAN BmecTe ¢ HaszBaHMeM NopTa.

Pexxum nopra

ipv6 dhcp snooping remote-id <remote-id>
no ipv6 dhcp snooping remote-id

3apaet dopmy AobaBneHusa onumm 37.
<remote-id> 370 coaepraHune nona remote-id
B onpeaeneHHOM nosb3oBaTenem onuumn 37,
CTpoOKa He 6one 128 cumBonos. KomaHaa no
BOCCTaHaB/MBaeT KOHUrypauuto no
YMONYaHUIO, T.e. 3aBOACKON HOMEpP BMeCTe C
VLAN MAC.

ipv6 dhcp subscriber-id
<subscriber-id>

no ipv6 dhcp snooping subscriber-id

snooping

3apaet popmy AobaBneHuaA onumm 38.
<subscriber-id> 310 copepkaHue nons
subscriber-id B onpeaeneHHomn
nosnb3oBaTenem onummn 38, cTpoKa He bHone
128 cumBonoB. KomaHaa no BOCCTaHaBAMBAET
KOHOUIypauuio No YMONYaHUIO, T.€. Ha3BaHWe
VLAN BmecTe € HaszBaHMeM NopTa, Hanpumep
"Vlan2+Ethernet1/0/2".

2. KoHowurypauyusa 6a3osbix onunit Dhcpvb peTpaHcaaTopa

KomaHpa

Description

Oo6wun

pexxum

ipv6 dhcp relay remote-id option
no ipv6 dhcp relay remote-id option

Bkntouaet noaaeprkky onuumn 37 8 DHCPv6
peTpaHcaaTope. KomaHga no BbIKAKOYaeT

NoAaAepKKy.

ipv6 dhcp relay subscriber-id option

Bkntouaet noaaeprkky onuum 38 8 DHCPv6E

ipv6 dhcp relay remote-id delimiter WORD
no ipv6 dhcp relay remote-id delimiter

) . ) ) eTpaHcnaTope. KomaHaa no BblKAloYaer
no ipv6 dhcp relay subscriber-id option PeTP P A
noAaAepKKy.
HacTtpauBaet No/ab30BaTe/IbCKYHO

KoHdurypaumto onumi remote-id. KomaHaa
NO BOCCTAHABAMBaeT KoHdUrypaumio no
YMOJI4aHUIO, T.€. 3aBOACKOM HOMEpP BMeCTe C
VLAN MAC.

ipvé dhcp relay subscriber-id select (sp | sv |
pv | spv) delimiter WORD (delimiter WORD |)
no ipv6 dhcp relay subscriber-id select
delimiter

HacTtpanBaet
KoHdUrypauuio

NOJ/Ib30BATENbCKYIO

subscriber  -id.
KomaHpa no BOCCTaHaB/uBaeT
KOHbMIypaumilo  No  YMO/AYaHMIO, T.e.
Ha3BaHue VLAN BmecTe c Ha3BaHMeMmM noprTa.

onuui
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Pexxum KoHPUrypauum nHtepdeinca 3-o ypoBHsa

ipvé dhcp relay remote-id <remote-id>
no ipv6 dhcp relay remote-id

3agaet dpopmy gobaBneHuma onumn 37.
<remote-id> 370 coageprkaHne nons remote-
id B onpeaeneHHo nonb3oBaTesiem ONUUK
37, cTpoKa He 6bone 128 cumsonos. KomaHaa
NO BOCCTaHaBAMBaeT KoHbUrypaumiwo no
YMOANYaHUIO, T.e. 3aBOACKON HOMEpP BMecCTe C
VLAN MAC.

3agaetr ¢opmy pgobasneHua onuun 38.

<subscriber-id> 310 copepskaHne nonAd
subscriber-id B onpeaeneHHoM
ipv6 dhcp relay subscriber-id <subscriber-id> ey LIRS B S EpEiG e Bt
. . . 128 CMMBONOB. Komanpaa no
no ipv6 dhcp relay subscriber-id
BOCCTaHaB/MBAET KOHbUrypauno no
yMmon4YaHutio, T.e. HasBaHue VLAN BmecTe C
Ha3BaHUeM noprta, Hanpumep
"Vlan2+Ethernet1/0/2".
3. KoHourypaums 6a3osbix onunit Dhepvb cepsepa
KomaHpa Description

Oo6wuin

pexum

ipv6 dhcp server remote-id option
no ipv6 dhcp server remote-id option

Bkntovaet nogaeprkky onuun 37 8 DHCPv6
cepsepe. KomaHpaa no BbIKAOYaeT

NOAAEPXKKY.

ipv6 dhcp server subscriber-id option

Bkntouaet noaaeprkky onuumn 38 8 DHCPv6E

) . . . cepsepe. KomaHga Nno  BblKAlOYaeT
no ipv6 dhcp server subscriber-id option Peep A
noAaAepKKy.
BkntoyaeT  noadepXKy — MUCMNOJib30BaHMA

ipv6 dhcp use class
no ipv6 dhcp use class

DHCPv6 KnaccoB npu NpUCBOEHUN aapecos.
KomaHaa no BbIKAOYaAeT 3TO, He yAanas
HacTpolKkn knaccos DHCPV6.

ipv6 dhcp class <class-name>
no ipv6 dhcp class <class-name>

Onpepenser DHCPv6 knacc n Bxogut B
pexunm KoHourypaumm DHCPv6 Knacca.
KomaHga no yaanaet Knacc.

Pexxum KoHPuUrypauum nHtepdeiica

ipv6 dhcp server select relay-forward
no ipv6 dhcp server selectrelay-forward

Bkntoyaer BblbOp onuun 37 wn 38
BHYTPEHHEro YpPOBHA, KOr4a B MNakeTe,
npulieawem oT peTpaHCAATOpPA, CyLecTByeT
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HeckonbKo onumin 37 nam 38. KomaHga no
BO3BpALLAET HAaCTPOMKY MO YMO/YaHUIO, T.€.
Bblbop onuui 37 n 38 OpUTrMHANBHbIX
nakeToB..

Pexxum KoHPurypaumm DHCPv6 Knacca

{remote-id
<subscriber-id>}
no {remote-id <remote-id> | subscriber-id
<subscriber-id>}

<remote-id> |

subscriber-id

HacTtpansaet onuumn 37 n 38, KoTopble
COOTBETCTBYIOT K/1accy.

class <class-name>
no class <class-name>

AccoummpyeT Knacc € MyJ oM aApecoB W
BXOAUT B PEXMM KOHPUrypaumm Knacca B
nyne apgpecos. KomaHga no y6bupaet
accoumaumio.

address range <start-ip> <end-ip>
no address range <start-ip><end-ip>

YcTaHaBAMBaeT AWanasoH
DHCPv6 knacca. KomaHpga no ypander
AMana3soH. dopma 3anucu
«npeduKc/gnnHa» He noaaepxuBaeTcs.

aapecos Aans

30.3 Mpumepnbl onuuii 37, 38 DHCPV6
30.3.1 Npumep onumii 37, 38 8 DHCPV6 Snooping

P=/=/=/=(=]=1SISIS\S\S\SY
V=== =f={=f=I={=\=\=\=
f=/={=1={={=]1=]=T=1=\=\"

SwitchB

1011 | SwitchA

1/0/2

:l

1/0/3

1/0/4

S|

MAC-BB
Cxema onuun B DHCPv6 Snooping

m—

CornacHo cxeme Mac-AA, Mac-BB u Mac-CC — obbl4Hble No/ib30BaTeNU, NOAK/IOYEHHbIE
K HegoBepeHHbIM MHTepdeicam 1/0/2, 1/0/3 n Y% cooTtBeTcTBeHHO. OHM nosy4yatoT IP agpeca
2010:2, 2010:3 n 2010:4 no DHCPv6; DHCPV6 cepBep NogKAOUYEH K AOBEPEHHOMY UHTEpdency
1/0/1. HacTpoeHo Tpu NOAUTUKMK BblgeneHns agpecos (knaccos), CLASSWITCHA cooTseTcTByeT
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onumn 38, CLASSWITCHB cootsetcteyeT onunmn 37, a CLASSWITCHC — onunam 37 n 38. B nyne
agpecos EastDormPool 3anpocam, cootsetcTBytowmm Knaccam CLASSWITCHA, CLASSWITCHB wm
CLASSWITCHC 6yayT Ha3HayeHbl agpeca 13 guana3oHos 2001:da8:100:1::2-2001:da8:100:1::30,
2001:da8:100:1::31-2001:da8:100:1::60 n 2001:da8:100:1::61-2001:da8:100:1::100

cooTBeTCcTBEHHO. Ha KommyTaTope A BKatoueHa pyHKumna DHCPv6 snooping u HacTpoeHbl onuum

37 n 38.

KoHourypaumsa SwitchA:

SwitchA (config) #ipv6 dhcp snooping remote-id option
SwitchA (config) #ipv6 dhcp snooping subscriber-id option
SwitchA (config)#int e 1/0/1

SwitchA (config-if-ethernetl/0/1) #ipv6 dhcp snooping trust
SwitchA (config-if-ethernetl/0/1) #exit

SwitchA (config) #interface vlan 1

SwitchA (config-if-vlanl) #ipv6 address 2001:da8:100:1::1
SwitchA (config-if-vlanl) #exit

SwitchA (config) #interface ethernet 1/0/1-4

SwitchA (config-if-port-range) #switchport access vlan 1
SwitchA (config-if-port-range) #exit

SwitchA (config) #

Kondpurypaumsa SwitchB:
SwitchB (config) #service dhcpv6
SwitchB (config) #ipv6 dhcp server remote-id option
SwitchB (config) #ipv6 dhcp server subscriber-id option
SwitchB (config) #ipv6 dhcp pool EastDormPool
SwitchB (dhcpv6-eastdormpool-config) #network-address 2001:da8:100:1::2
2001:da8:100:1::1000
SwitchB (dhcpv6-eastdormpool-config) #dns-server 2001::1
SwitchB (dhcpvb6-eastdormpool-config) #domain-name dhcpvé.com
SwitchB (dhcpvbo-eastdormpool-config) # excluded-address 2001:da8:100:1::2
SwitchB (dhcpvbo-eastdormpool-config) fexit
SwitchB (config) #
SwitchB(config) #ipv6 dhcp class CLASSWITCHA
SwitchB (dhcpv6-class-clasSwitchA-config) #remote-id a0-12-34-00-00-01
subscriber-id vlanl+Ethernetl1/0/1
SwitchB (dhcpvé6-class-clasSwitchA-config) #exit
SwitchB (config) #ipv6 dhcp class CLASSWITCHB
SwitchB (dhcpv6-class—-clasSwitchB-config) #remote-id a0-12-34-00-00-01
subscriber-id vlanl+Ethernetl/0/2
SwitchB (dhcpv6-class-clasSwitchB-config) #exit
SwitchB (config) #ipv6 dhcp class CLASSWITCHC
SwitchB (dhcpv6-class—-clasSwitchC-config) #remote-id a0-12-34-00-00-01
subscriber-id vlanl+Ethernetl1/0/3
SwitchB (dhcpv6-class-clasSwitchC-config) #exit
SwitchB (config) #ipv6 dhcp pool EastDormPool
SwitchB (dhcpvbo-eastdormpool-config) #class CLASSWITCHA
SwitchB (dhcpv6o-pool-eastdormpool-class-clasSwitchA-config) #address
range 2001:da8:100:1::3 2001:da8:100:1::30
SwitchB (dhcpv6-pool-eastdormpool-class-clasSwitchA-config) ffexit
witchB (dhcpvbo-eastdormpool-config) #class CLASSWITCHB
SwitchB (dhcpv6-pool-eastdormpool-class-clasSwitchB-config) #address
range 2001:da8:100:1::31 2001:da8:100:1::60
SwitchB (dhcpvbe-eastdormpool-config) #class CLASSWITCHC
SwitchB (dhcpv6o-pool-eastdormpool-class-clasSwitchC-config) #address
range 2001:da8:100:1::61 2001:da8:100:1::100

. QTECH www.qgtech.ru

MUP [OOCTYNHEE


http://www.qtech.ru/

Mddbabdibi

B53104 40000

TexHWYeckoe onncaHune
Onuwun 37, 38 DHCPv6 217

SwitchB (dhcpvée-pool-eastdormpool-class-clasSwitchC-config) #exit
SwitchB (dhcpvb-eastdormpool-config) fexit

SwitchB (config) #interface vlan 1

SwitchB (config-if-vlanl) #ipv6 address 2001:da8:100:1::2/64
SwitchB (config-if-vlanl) #ipv6 dhcp server EastDormPool
SwitchB (config-if-vlanl) #exit
SwitchB (config) #

30.3.2 Npumep onuui 37, 38 Ha DHCPv6 peTtpaHcaaTope

Mpumep 1:

Mpw pasBepTbiBaHUK IPV6 ceTn ans BolaeneHus IPv6 agpecoB MoXKeT 6biTb UCNO/b30BaHa
dYyHKumMA cepepa DHCPV6 Ha maplpyTM3Mpylowem YCTPOMUCTBE, €CAM CneuManbHbii cepBep
MCNoNb3yeTcA ANA pPaBHOMEPHOro pacnpegeneHua wn ynpasnenusa IPv6 agpecamn. DHCPv6
cepBep noaaep:kusaet oba pexknma, C OTCneKuBaHuMe cocTosHuAa (stateful) m 6e3 Hero
(stateless).

Ha ypoBHe poctyna wucnonb3yetca SwitchA ana nogkaoyeHMAa nosb3oBaTenem
0o6LWeXNTMA; Ha NepBOM ypoBHe arrperaumnm SwitchB, oH HacTpoeH KK DHCPV6 peTpaHcnsaTop;
Ha BTOpOM ypoBHe arrperaummn SwitchC HacTpoeH Kak DHCPv6 cepBsep, U OH COeguHEH C
MarucTpanbHoM ceTbto. Ha KomnbloTepax A[onxHa ObiTb yTcaHoBnaeHa OC, KoTopas
nogaepxkunsaet pyHKkumto DHCPVE client.

. DHCPvV6 server
SwitchC
Vlan 1: 2001:da8:1:1::1 E
Vian 10: 2001:da8:10:1::1
. DHCPv6 rela
SwitchB y

Vlan 1: 2001:da8:1:1::2
Vian 10: 2001:da8:10:1::2
Vian 100:2001:da8:100:1::1

SwitchA

— sl

DHCPvV6 client

Cxema npumeHeHus onunin 8 DHCPV6 peTpaHcaaTope
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KoHdurypauua SwitchB:

SwitchB (config) #service dhcpvb6

SwitchB (config) #ipv6 dhcp relay remote-id option

SwitchB (config) #ipv6 dhcp relay subscriber-id option

SwitchB (config) #vlan 10

SwitchB (config-vlanlO) #int vlan 10

SwitchB (config-if-vlanlQ) #ipv6 address 2001:da8:1:::2/64

SwitchB (config-if-vlanl0)#ipv6 dhcp relay destination 2001:da8:10:1::1
SwitchB (config-if-vlanlQ) #exit

30.4 MNowuck HencnpasHocTeit onuuii 37, 38 DHCPV6

MaKkeTbl 3anpocoB., oTcbliaembie DHCPV6 KaneHTom, 3To multicast nakeTbl, NONyYeHHble
yctponctBom BHYTPU ero VLAN. Echm DHCPv6 cepBep xoyeT nosy4yaTb MaKeTbl OT KAMEHTa,
KAWMEHT M cepBep AO/MKHbl HaxoguTbcAa B ogHom VLAN, umHaye HeobxoauMmo Mcnoab3oBaTb
DHCPv6 peTtpaHcnaTop.

O6paboTKka onumin 37,38 npmn DHCPV6 snooping MOXKeT NpoXoAnTb OAHUM U3 CNeyIoLmX
0bpa30B: 3aMeHUTb OpUrMHanbHble onuumn 37,38 cBoMmn; oT6POCUTL NakeT ¢ onuuamn 37,38;
He BbINONHATbL onepaunto fobaBneHnna, nepegadym UaM oTbpacbiBaHUA NakeTa. Nlostomy, ecau
IPv6 agpec He nosy4yeH B COOTBETCTBMU C onumamm 37,38, noXKanymncra, NposepbTe HACTPONKN
nonantuk DHCPv6 snooping Ha BTopom ycTpolictee. DHCPv6 cepBep no ymonyaHuio nonyyaet
onumn 37,38 n3 naketa, OTNPABAEHHOIO KAMEHTOM, TaK e MOXEeT Mosyy4aTb MX M3 MNakeTa,
OTNPaB/IEHHOrO PETPAHCAATOPOM.

DHCPv6 cepBep nposepsieT Tosbko onuumn 37,38, pobasneHHbie nepsbim DHCPv6
PeTPaHCAATOPOM, 3TO 3HAYMT, YTO B MAKETax PeTpaHCNATopa AeNCTBUTE/IbHbl TONbKO ONuUUK
37,38 camoro rnyboKoro ypoBHs.
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31 KOH®UTYPALIUA DHCP SNOOPING

31.1 BeepgeHue B DHCP Snooping

DHCP Snooping o3HavaeT, 4To KoMmmyTaTop HabaaeT 3a Npoueccom npuceoeHus IP
agpecos no npotokony DHCP. 310 npeaoTBpalaeT nosassieHme HeneraabHbix DHCPcepBepoB 1
DHCP aTaku nyTem HacCTPOMKKN A0BEpPEHHbIX U HeagoBepeHHbix nopTos. DHCPcoobueHune ¢
AOBEPEHHbIX NOpPTOB Nepegaetca 6e3 nposepKu. Mpn TMNMYHOM KOHOUTYpPaLUKN A0BEPEHHbIE
nopTbl ucnonb3ytotca gna nogkntoveHmsa DHCP cepsepa nan DHCP peTtpaHcnAaTopa, a K
Hef0BepeHHbIM NOPTaM NOAKAOYAOTCA KNMeHTbl. C He40BepPeHHbIX NOPTOB KOMMyTaTop byaeT
nepecblnatb ToNbKo DHCP 3anpockl, HO He oTBeTbl. Ecan ¢ HeJOBEPEHHOro NOpPTa NOAYYEHO
coobueHne DHCP otBeTa, KOMMYTaTOp NOAHUMET TPEBOTY U NPeAnpPUMET onpeaeneHHble
[eCcTBUA C NOPTOM, COTNAaCHO HacTPOMKam, Hanpumep BbiKIoYeHne nnm co3aaHne «black hole».
Ecnun BrkntoveHa npmeAska DHCP Snooping, KoMMyTaToOp COXPaHUT B COOTBETCTBYIOLLLEN
Tabnnue ceasywolyo nHGopmaymio o Kaxaom DHCP KnveHTe ¢ HegoBepeHHOro nopra
(skntouaa MAC agpec, IP aapec, apeHay IP, Homepa VLAN v nopTa). Umes Takyto MHboOpmauuio
DHCP Snooping, MOXXHO KOMBMHMPOBATL C APYIMMU MOAYNAMMU, TaKMMM, KaK dotlx u ARP, nam

CaMOCTOATE/IbHO peanin3oBaTb KOHTPO/Ib AOCTYNa NOAb30BaTENEN.

3awumTta ot nogaenbHoro DHCP cepBepa: ecnin kKommyTtaTtop nepexsaTtbiBaeT oteeT DHCP
cepsepa (BKkntoyas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHMmeT TpeBory u npeanpumet
onpeaeneHHble AEWCTBUA, COrTaCHO HACTPoMKaM (BbiK/lOYeHMe nopTa uam cosgaHue «black
hole»).

3awmTta ot neperpyskn DHCP: YTo6bl nsbexatb 60/bWIOro KoAMyecTea coobuieHuni
DHCP, aTakytowmx npoLeccop, N0Nb30BaTe/ib MOXET OrpaHUUYUTb CKOPOCTb nonyvyeHna DHCP
NaKeToB Ha J0BEPEHHbIX U HEAOBEPEHHbIX MOPTAX.

3anucb AaHHbix npusAsku DHCP (dhcp snooping binding): DHCP snooping npwu
nepecbinke DHCP naketoB 6yaeT 3anucbiBaTth AaHHble (ip + mac). MOMKHO TaK e 3arpysutb 3Tu
OAHHbIE Ha cepBep B LLENAX BOCCTAHOBAEHUA yTEPAHHON MHbOpMauuK. [JaHHble NPUBA3KK, B
OCHOBHOM, MCMO/b3YIOTCA ANA HACTPOMKN AMHAMUMUECKMX NOAb30BaTeNbCKMX nopToB dotlx. 3a
noApobHol nHpopmaumein o dotlx obpatutech, NoxKanyincrta, K rnase «Hactponka dotlx».

Do6asneHne ceasywuwero ARP: MoXHO pa06aBuTb cTaTudyeckyio cBA3Ky ARP B
COOTBETCTBMMU C AUHAMUYECKUMU AaHHbIMMK, YTOObI NpeaoTBpaTUTb ARP MOLEHHMYECTBO.

Dob6aBneHne poBepeHHbIX MNO/Ab3oBaTeNei: MOXKHO A00aBUTb 3anucKM B CMNMCOK
[O0BEPEHHbIX M0Ab30BaTeNEN B COOTBETCTBMM C MNapameTpamu CBA3YHIOWMX LaHHbIX; 3TU
nosib3oBaTeIM NOAyYaT AOCTYN KO Bcem pecypcam 6e3 dotlx ayTeHTUdMKaLUM.

ABTOMaTMUYECKOE BOCCTAHOB/IEHUE: Yepe3 HEKOTOPOE BpeMsA MOC/e BbIKAOYEHNA NopTa
nnu cosaanma «black hole», HyXkHO aBToMaTHyeckn ybpaTb 610KMpOBKY NopTa uam MAC agpeca
M OTNPaBUTb NPM 3TOM MHPOPMaLMIO Ha cepBep Yepes syslog.

dyHKuMA KypHana: Korga KommyTtatop o6HapyKMBaeT HeHOPMa/bHble MaKeTbl, OH
OOMKEH OTNPaBMTb MHGOPMaLMIO Ha cepBep XKypHana yepes syslog.

WndpoBaHne npmuBaTHbIX COOOLEHUI: CBA3b MEXKAY KOMMYTAaTOPOM M BHYTPEHHEWN
cucTemol ynpaBneHua 6GesonacHocTblo ceTu TrustView npoucxoamt 4yepes npuBaTHble
coobueHuns. Nonb3osatenn moryT WwWndposaTb 3TU coobLieHna B Bepcum 2.
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dyHKUMa gobasneHune onuum 82: pasnnyHble sub onumn 82 nobasnatotca 8 DHCP
coobLieHne B COOTBETCTBMM CO CTAaTyCOM ayTEHTUPUKALMM NOSIb30BaTENS.

31.2 NocnepoBaTenbHOCTb 33434 KOHurypauum DHCP Snooping
. Bkntountb DHCP Snooping

. Bknrountb PpyHKUMo npmeasku DHCP Snooping

. Bknrountb pyHKUMo npmeasku ARP DHCP Snooping

. Bknrountb pyHKumio onumm 82 DHCP Snooping

. YCTaHOBUTb BEPCUIO NPMBATHbLIX NAKETOB

. YCTaHOBUTb 3aWMPPOBaAHHbIN Katou DES ansa npmBaTHbIX NakeToB

. YcTtaHoBuTb agpec DHCP cepsepa

. Hactpoutb goBepeHHble NopTbl

. BkntounTb dyHKLMIO npneaskm DHCP Snooping DOT1X

10. BKkntoumnTb dyHKumto npmsaskn DHCP Snooping USER

11. Jo6aBUTb 3aN1CK B CTaTUYECKMI CMINCOK

12. YcTaHOBUTbL AENCTBUA 3aLUUTbI

13. YcTaHOBUTbL OrpaHnYeHmne ckopoctu nepegadun DHCP coobuieHumin
14. BKNoumnTb OTNAAKY

15. Hactpoutb atpnbyTbl onummn 82 DHCP Snooping

O oo NOOULLPE WN -

1. Bkntountb DHCP Snooping

KomaHpga OnucaHue

FnobanbHbIA pexkum

ip dhcp snooping enable BkAtounTh/BbIKAOUYNTL DHCP Snooping.
no ip dhcp snooping enable

2. BkntounTb dyHKUMIO0 npneaskm DHCP Snooping

KomaHpga OnucaHue

FnobanbHbIA pexkum

ip dhcp snooping binding enable BKNtoUNTL/BbIKNHOUYNTL GYHKLMIO NpuBA3KM DHCP
no ip dhcp snooping binding enable Snooping.

3. Bkntountb pyHKumio npueaskm ARP DHCP Snooping

KomaHpga OnucaHue

Fnob6anbHbIN pexxum

ip dhcp snooping binding arp BKNOUNTL/BbIKNHOUYNTL GYHKLMIO NpuBA3KM ARP
no ip dhcp snooping binding arp DHCP Snooping.
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4. Bkntountb GyHKumto onummn 82 DHCP Snooping

KomaHpga OnucaHue

Fnob6anbHbIN pexxum

ip dhcp snooping information enable BKAtounTh/BbIKNHOUNTL GYHKLMIO onumm 82 DHCP
no ip dhcp snooping informationenable | Snooping.

5. YcTaHOBUTbL BEpPCUIO MPUBATHbLIX NAKETOB

KomaHpga OnucaHue

FnobanbHbIA pexkum

ip user private packet version two

) ) . HacTpouTb/yAannTb BEPCUIO MPUBATHbIX MaKETOB.
no ip user private packet versiontwo

6. YcTaHOBMWTb 3aliMbpoBaHHbIN Katod DES gns npuBaTHbIX NakeToB

KomaHpa OnucaHue

Fnob6anbHbIN pexxum

enable trustview key 0/7 <password> HactpouTb/yaanntb 3aimdpoBaHHbIn Koy DES
no enable trustview key ANA NPUBATHbIX NAKETOB.

7. YctaHoBuTb agpec DHCP cepsepa

KomaHpga OnucaHue

Fnob6anbHbIN pexxum

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr>
(secondary|)

no ip user helper-address (secondary|)

Hactpoutb/yaanutb agpec DHCP cepsepa.

8. HactpouTb AoBepeHHbIe NoPThI

KomaHpga OnucaHue

Pexxum nopra

ip dhcp snooping trust {vlan <vlan-list>}
no ip dhcp snooping trust {vlan <vlan-
list>}
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9. Bkntountb dpyHKUMio npueaskm DHCP Snooping DOT1X

222

KomaHpa

OnucaHue

Pexxum nopra

ip dhcp snooping binding dotlx
no ip dhcp snooping binding dot1x

BKNtoUNTL/BbIKNHOUYNTL GYHKLMIO NpuBA3KM DHCP

Snooping DOT1X.

10. BKkntoumnTb dyHKumto npmsaskn DHCP Snooping USER

KomaHpa

OnucaHue

Pexxum nopra

ip dhcp snooping binding user-control
no ip dhcp snooping binding user-
control

BKNtoUNTL/BbIKNHOUYNTL GYHKLMIO NpuBA3KM DHCP

Snooping USER.

11. Jo6aBUTb 3aN1CK B CTaTUYECKMI CMIMCOK

KomaHpa

OnucaHue

Fnob6anbHbIN pexxum

ip dhcp snooping binding user <mac>
address <ipAddr> vlan <vid> interface
(ethernet|) <ifname>

no ip dhcp snooping binding user
<mac> interface (ethernet|) <ifname>

[N06aBnTb/yaannTb 3aNMCK B CTaTUYECKNI CMIUCOK.

12. YcTaHOBUTb AENCTBMA 3aLLUTbI

KomaHpga OnucaHue
PexXum nopra
ip dhcp snooping action
{shutdown|blackhole} [recovery YcTaHOBUTL/OTMEHUTL aBTOMaTUYECKNe
<second>] 3allMTHbIE AEMNCTBMA Ha NopTax.
no ip dhcp snooping action
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13. YcTaHOBUTL OrpaHmnyeHmne ckopoctu nepegadym DHCP coobuieHuni

KomaHpa

OnucaHue

FnobanbHbIA pexkum

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTb OrpaHNUYeHME CKOPOCTU Nepeaaymn
DHCP coobuieHuni.

14. BKNouunTb OTNaAKY

KomaHpga OnucaHue
Pexxum agmuHucTparopa
debug ip dhcp snooping packet
debug ip dhcp snooping event Moxanyihcta, obpaTuTecb K COOTBETCTBYHOLLEN

debug ip dhcp snooping update
debug ip dhcp snooping binding

rnaBe NoOncCKa HeMCﬂpaBHOCTEI‘;I.

15. Hactpoutb atpnbyTbl onummn 82 DHCP Snooping

KomaHpa

OnucaHue

FnobanbHbIA pexkum

ip dhcp snooping information option
subscriber-id format {hex | acsii | vs-hp | vs-
huawei}

YcraHasnusaet popmar subscriber-id onymm
82 DHCP snooping.

ip dhcp snooping information option
remote-id {<remote-id> | standard | vs-cisco
| vs-huawei}

no ip dhcp snooping information option
remote-id

cyb-onuum
no

YcTaHaBAMBaeT  coAeprkaHue
remote-id onuun 82. KomaHpaa
BO3BpaLLAeT CTaHAAPTHbIN popmar.

ip dhcp snooping information option allow-
untrusted

no ip dhcp snooping information option
allow-untrusted

Paspewaer HeAO0BEepPEHHbIM noptam
npuHnumatb DHCP naketbl ¢ onuuneit 82. Ecan
HEe BK/IIOYEHO, BCE HeaO0BEpPeHHble MNOPTbI
6yayTt otbpacbiBatb DHCP nakeTbl ¢ onuuen
82.

ip dhcp snooping information option
delimiter [colon | dot | slash | space]

no ip dhcp snooping information option
delimiter

YcTaHaBnuBaet pasaenutens ana
napameTtpos cyb-onumin onuum 82. KomaHaa
No  yCTaHaBAMBaeT  pasgenutens  nNo

ymonyaHuto — slash.
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ip dhcp snooping information option self-
defined remote-id {hostname | mac | string
WORD}

no ip dhcp snooping information option self-

3agaer meToh  Co3daHma onuum 82,
nonb3oBaTenmn MoryT CaMOCTOATENIbHO
onpeaennTb NapameTpbl cyb-onunm remote-

d.
defined remote-id !
ip dhcp snooping information option self- MNonb3oBaTenbckuin popmat remote-id ana
defined remote-id format [ascii | hex] onuum 82.
ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id 3apmaer metos co3maHua onuum 82,
(switch-id (mac | hostname)| remote-mac) | | nonb3oBatenu MOTYyT  CaMOCTOATENIbHO
string WORD} onpeaennTb NapameTpbl cyb-onuumn circute-

no ip dhcp snooping information option type | id.
self-defined subscriber-id

ip dhcp snooping information option self- Monb3oBaTenbCKUit popmar circuit-id ana
defined subscriber-id format [ascii | hex] onuum 82.

PexXum nopra

ip dhcp snooping information option
subscriber-id {standard | <circuit-id>}

no ip dhcp snooping information option
subscriber-id

YcTaHaBAMBaeT  coAeprkaHue  cyb-onummn
circuit-id onuumn 82. KomaHaa no Bo3BpallaeT
CTaHAapTHbIN dopmar.

31.3 Tunosoe npumeHeHue DHCP Snooping

Ack

Switch X «——

DHCP Client 1/0/10 DHCP Client
IP:1.1.1.5 IP:1.1.1.6
MAC: AA 1/0/12 2SS SR EEEY MAC: BB

BERAR
ooooo
BoBEaE
HOBEE
Gateway
DHCP server
TunoBow NpUmeHeHue
Kak nokasaHoO Ha pucyHKe, ycTtpoinctBo Mac-AA — 0O6blYHbIM NO/b30BaTE b,

NOAKNIOYEHHbIN K HeaoBepeHHomy nopty 1/0/1 kommyTtaTtopa, nosyyaet IP HacTpoliku Yyepes
DHCP, IP agpec knneHTta 1.1.1.5. DHCP cepBep v Wwnto3 NogKkA0YeHbl K 4OBEPEHHbIM NOPTam
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KommyTtaTopa, 1/0/11 n 1/0/12 cooTtBeTcTBEHHO. 3/10yMbIlWINEHHUK Mac-BB, NogKAOYeHHbIN K
HegosepeHHomy nopTty 1/0/1 kKommyTtatopa, nbiTaetcA noagenatb DHCP cepsep (nocbinas
naketbl DHCPACK). ®yHKkuma DHCP Snooping Ha KommyTatope 3PPeKTUBHO OOHapPYKUT ©
6NOKMPYET TaKOM TUMN CETEBOM aTaKu.

MocnenoBaTeNbHOCTb HACTPOMKM:

switch#

switch#config

switch (config)#ip dhcp snooping enable

switch (config)#interface ethernet 1/0/11

switch (Config-If-Ethernetl/0/11) #ip dhcp snooping trust
switch (Config-If-Ethernetl/0/11) #exit

switch (config)#interface ethernet 1/0/12

switch (Config-If-Ethernetl/0/12) #ip dhcp snooping trust
switch (Config-If-Ethernetl/0/12) #exit

switch (config)#interface ethernet 1/0/1-10

switch (Config-Port-Range) #ip dhcp snooping action shutdown
switch (Config-Port—-Range) #

31.4 Nowuck HencnpasHocTeit DHCP Snooping
31.4.1 HabnioageHue n otnagouHas nHpopmauus
KomaHpa «debug ip dhcp snooping» morkeT 6bITb MCNOIb30BaHA ANA NONyYeHMe

OT/NIafl04HOM MHPOPMaLMK.

31.4.2 Momolub B NOUCKE HEUCNIPABHOCTEN
Ecnun Bo3HMKaeT npobaema c ucnonb3osaHnem ¢yHkumm DHCP Snooping, noxkanyicTa,

npoBepbTe cneaytoLee:

BkntoueHa nm ¢pyHKuma DHCP Snooping rnobanbHo;
Ecnv nopT He pearvpyeT Ha N0XKHbIM DHCP nakeT, npoBepbTe, HACTPOEH /1M 3TOT NOPT KaK

HeA0BEpPEHHDbIN.
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